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AnHoTammsi. PaccMarpuBaroTcst mpoOsieMbl aHaM3a MPOrpaMMbl B OMHApHOM KOAE JUIS
pacro3HaBaHMsl alITOPUTMOB COCTABISIIOIIMX €€ (YHKIUH, BBIACHEHHS OCOOEHHOCTE
peanu3alud  aIrOPUTMOB,  OOHAPY)KEHUS]  HEJOKYMEHTHPOBAHHBIX  BO3MOXHOCTEH.
TpamuuuoHHO IS 3THX LENeH HCIONB3YIOTCS AU3acceMOIephl M CPEeICTBA CTATHYECKOTO
aHanM3a MOTOKOB NAaHHBIX. OAHAKO B CIydasx, KOIJa COCTABHUTENN IPOTPaMMBl MPUHSIIN
MepHI IS 3alIUTHI CBOEH IPOrpaMMEl OT aHaIH3a (HalpHMep, HCIIOIb30BaId 3aaKOBAHHBIH
KOJI, KOTOPBII PAacIIakOBEIBAETCSI BO BPEMsI BHIIIOIHEHUS IIPOTPaMMBI), CTAaTHYECKUI aHAIN3
MOJKET HE JIaTh Pe3yJbTaToB. B qaHHOM cTaThe IpeasaracTcs UCIONb30BaTh B TAKUX CIydasx
JUHAMHUYECKUI aHaiM3 (aHauM3 Tpacc NPOTpaMMbI) B JOIOJHEHHE K CTaTHYECKOMY.
PaccmarpuBatoTcss mpoOieMbl, BO3HHMKAIOIIME IIPH aHalu3e OWHAPHBIX IIPOTpaMM, H
MIPe/IaralTcsi CHocoObl aBTOMATH3ALMK HX pemleHns. ONuchIBaeTcsl cpeia JUHAMUYECKOTO
aHanu3a OuHapHoro koja TrEx, paspaboTaHHas M peanu3oBaHHAs aBTOpaMU CTaThH, U €€
WHTETpals C M3BECTHOW cpermodl cratmdyeckoro anaimm3a Ida Pro. [lpuBemeHsl mpumepbt
aHaNM3a KOHKPETHBIX OMHAPHBIX POTPAMM.

KitoueBble c/I0Ba: BOCCTAaHOBJIICHHE QITOPUTMOB 10 OMHAPHOMY KOZYy, IIOMCK
HEJJOKYMEHTHPOBAaHHBIX BO3MOXKHOCTEHl B OMHAPHOM KOZE, METOABI MOJY4YEHHS Tpacc
OMHApPHBIX IPOTPAMM.

1. BeedeHue

OCHOBHOM 3a7a4eif, B KOTOPOH MOSABISAETCS HEOOXOIUMOCTh B aHAIIM3e OWHAPHOTO
KO/Ia, SIBISCTCS 3A0a4a HOHUMAHUA RPOZPAMM, BO3HUKAIONIAS B LEIOM psiie
MPAKTHYECKUX CHUTYAIMi: aHalk3 BPEIOHOCHOTO KOJa, KOTJAa HCXOIHBIH KOJ
OTCYTCTBYET, JJM0O HEJOCTYIIEH; MOUCK HEACKIAPHUPOBAHHBIX BO3MOXKHOCTEH (asee
— HJIB) B kommepueckoMm [10, koTopoe mocTaBisieTcst 6€3 HCXOTHBIX KOJOB, B TOM
Yuclie B paMKaxX CEPTU(PHKAIMOHHBIX HCIBITAHUH; MOJJIEPKKA YHACIEIOBAaHHBIX
NPWIOKEHUH, KOraa OMHAPHBIN KOJ MPHIOXKEHHs B pe3yjIbTaTe MHOTOYUCICHHBIX
UCTIPABJICHUI TIepecTaéT COOTBETCTBOBATh HCXOAHOMY Komy. Ilenpro Takux
UCCJIEJIOBAaHUH SIBJISIETCS TOJIydeHUEe WHPOpMalru 00 OCOOSHHOCTSIX peai3aluu
QITOPUTMOB, PACIIO3HABAHUE AaJITOPUTMOB, BOCCTAHOBIICHHE IPOTOKOJIOB OOMEHa
JIAHHBIME U (POPMATOB JTAHHBIX.

I[J'IH aHajiu3a GI/IHapHOFO HCIOJIB3YIOTCA METOAbI CTATUYCCKOIO U JUHAMHUYECKOI'O
aHajij3a. le/l CTaTU4YCCKOM aHaJIU3€ KOJ HCCICAYECTCA 0e3 BBINIOJTHEHHS CaMOi
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IPOrPaMMBl, IIPY AUHAMHYECKOM aHAJIU3€e, IPOrpaMMa HCCIEeAyeTCs Ha OCHOBaHUH
nHpopManum, MoJy4eHHOH BO BpeMs ee BbiNonHeHus. ClielyeT OTMETUTb, YTO TPH
aHaJIn3¢C 6l/IHapHOFO Koga MOTYT HOPUMECHATHCA TE KE MCETOJAbl CTATUYCCKOT'O
aHajaM3a, 4YTO W s HcXomHoro koxa. OnHako WX NpUMEHEHHe TpedyeT
MIPEABAPUTENILHOTO NONIy4YeHUs1 rpada BHI3OBOB (YHKIMH NporpaMmbl U Habopa
rpadoB MOTOKa YIpaBieHUs s Kaxaod ¢yHkumu. HekoTopble BHIbl aHanmm3a
IMOTOKA IAaHHBIX TPeOYIOT KpOME TOro IocTpoeHHs Tpada 3aBucuMocTeit (1o
JaHHBIM ¥ yIOpaBieHWto). [lpW pasnuyHBIX aHaiIM3aX IIOTOKAa JaHHBIX
OTCIICKHMBAIOTCSL 3HAYCHUSI aTpPUOYTOB, KOTOPBIC COIOCTABISIOTCS MEPEMEHHBIM,
YTO NPHUBOJUT K HEOOXOAMMOCTHM HanW4us UHGOPMAIMU O IEepPEeMEHHBIX,
UCIIONB3YIOMNXCS B IPOrpaMMe, X THIAaX U APYTUX aTpulyTax.

B ciydae aHanm3a UCXOIHOTO KOJa MporpamMma MpeJICTaBICHa Ha S3bIKE BEICOKOTO
YPOBHSI, UTO TIO3BOJISIET TOCTATOYHO MPOCTO MONYYUTHh MPEACTABICHUE ITPOTPAMMEI
B BHUJE Habopa rpadoB: BEI30BBI (PYHKIHIA OCYIIECTBISIOTCS IO HMEHAM, TIepeIadyn
VIOPaBJICHHS TI0O METKaM, BCE HCIOJB3YONINECS IMePEeMEHHBIE M MX THITHI OITHUCAHBI
SIBHO. ETMHCTBEHHBIM HCKIIIOYCHHUEM SIBJISIETCS BBI30B (DYHKITHI 110 yKa3aTewro, MpH
KOTOPOM He BCEerjia MOXKHO CKa3aTb, Kakasi (GyHKIMs (MK UX Ha0Op) BbI3BIBACTCS B
JJaHHOM Touke nporpammel. Ho U B 3TOM cilydae AOCTYNEH IPOTOTHUIl BbI3bIBAEMOM
(YHKIIMK, YTO 4YacTO MO3BOJIACT CYIIECTBCHHO CY3UTh HA0Op MOTCHIIHAIBLHO
BbI3bIBa€MbIX (YHKIMH. B OWHApHOM KOj€ OTCYTCTBYIOT IEPEMEHHBbIC M THIIBI
JaHHBIX B SBHOM BHMJE — BMECTO JTOI0 MHCTPYKLHMH ONEPUPYIOT PETUCTPAMH MU
SYCHKAMH TIAMSTH, OTCYTCTBYIOT U SIBHBIC ONHCAHHS MPOTOTHUIIOB (PYHKIIUA U HX
TpaHUIl B KOJIC.

Cienyer OTMETUTh, 4YTO OWHApHBIM KOJ TNPOrpaMMBbl, KaK IpaBWJIO, ObIBaeT
MPEJCTAaBICH B BHIE HCIONHsAEeMOro (ailia HEKOTOPOro H3BEeCTHOro (opmara
(manpumep, PE32 [1] nns OC Windows uiu ELF [2] mist Linux). B nannoii padote
MPEANoNaraeTcs, 4YTO AHAIU3UPYEMBbIl OWHAPHBIA KOI TPEICTaBlICH B BHIC
CMaHOapmHol MoOeny KOMNULAYUL, T.€. yIOBIETBOPSIET CIAECAYIOIINM yCIOBHIM:

e ycrnonHseMbI Qaiin comepxurT (QyHKUMH, TI00ANBHYIO 00JIACTB
JaHHBIX, Ky4y;

e MOTYT HCIIONB30BAaThCs BHPTyalbHble (GYHKIUM W JAWHAMHYECKH
3arpyskaemMble OMOITHOTEKH;

®  [OJJCP)KUBACTCS CTEK BPEMEHH BBINOJIHEHNUS,

e Kaxzaas cratudeckas (ToOalibHAs) TIEpeMEHHas HaXOAWTCA IO
(hpMKCHUPOBAaHHOMY CMELICHUIO B a/IpeCHOM IIPOCTPAHCTBE MPOTPAMMBbI;

e  JIOKaJbHBIE NEPEMEHHbIE XPaHITCS B CTEKOBOM (peiiMe (QyHKIMHU TI0
(hPUKCHPOBAaHHBIM CMEILECHHSIM;

e (axTHyeckue mapaMmeTpbl (QYHKIMH TEpemaloTcs 4Yepe3  CTeK
BBI3bIBafOLICH (QyHKIKEH, Tak 4TO (OPMaNBHBIM MTapameTpam (hyHKLIUH
COOTBETCTBYIOT (PHKCUPOBAaHHbIE CMEIIEHHS B €€ peiime.

Kpome Toro, mpenmosaraercsi, 4To KOMIOHEHTHl OMHAapHOTO KOJAA IPOTPaMMBbI
3aHUMAIOT (UKCHPOBAaHHBIE OONACTH MaMATH, M YTO KOA HE SIBISIETCS
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camomonuduuupyrommmcs. Cieayer OTMETUTb, HYTO OTHM  IPEIIOJIOKESHUSIM
YAOBIETBOPSET MIUPOKUNA KJacc MPOrpamM, MOJy4aeMbIX KOMIWISALUEH C SI3bIKOB
C/C++.

Hcnonasiemplit (haiiin comepkuT 00JIaCTH KoJia U CTATUIECKUX JTaHHBIX MPOTPAMMBI,
Tabnuupl GYHKIHMHA, UMIOPTUPYEMBIX MPOTPaMMOil M3 CTOPOHHHUX, AMHAMUYECKH
3arpy’kaeMbIXx OHMOJHOTEK, a TaKke CHHCOK (YHKUIUH, HSKCIOPTHPYEMBIX
NpOrpaMMOii, B Cilyyae, €ciid IporpaMma cama ssisiercsi Oubnuorexoid. O01acTh
KOJIa COJICPXKHT IOCIIEI0BATEILHOCTh (DYHKIUH MPOrpaMMbl, KOTOpasi HE SBISCTCS
HEMPEpHIBHOM, Tak KaKk MEeXIy (YHKIHMSIMH MOTYT BO3HHMKATh HEHCIIOJIb3YyEeMbIe
YYaCTKU MaMSTH BCIEJCTBUE BhIpaBHHBaHUA. KpoMe TOro, MHOTHME KOMITHISATOPEI
BCTaBJISIFOT YacTh JaHHBIX (YHKIHUU PSIIOM C e€ KOJOM (CTaTHYECKUE MAHHBIC).
Bubnuoreuynpie (QyHKIUH, KOTOpPBIE MPH COOPKE MPOrpaMMbl OBUIH CTATHYCCKH
CBSI3aHBI C HEl, coiepkaTcs B € KoJe U HEOTITUIUMBI OT (YHKIUH IPOTPaMMBIL.

OpHuM u3 Haubojiee pPACHPOCTPAaHEHHBIX U PAa3BUTHIX CPEACTB CTATHYECKOIO
aHaM3a OMHAPHOTO KOJIa SBJISIETCS CHCTEMa MHTEPAKTUBHOI'O 13acCeMOIMPOBaHUS
IDA Pro [3], nomnepxuBaromas LIIMPOKUH psii OWHApHBIX (OPMATOB U
IIPOLIECCOPHBIX apXxuTekTyp. Ilpm aHanmze wucnonHsembix Qainos IDA  Pro
MO3BOJISICT IPOBOJIUTH UX aBTOMAaTHUeCKuil aHanu3. IIpu 3TOM BBINOJIHAETCA:

e  BBIJCICHUE TAOJIUI] UMIIOPTHPYEMBIX M SKCIIOPTHPYEMBIX (DyHKIIHIA;

e  1u3acceMOmpoBaHuEe Koxa GYHKIHH,

e  BBIJCTICHUE I'PAHUIL] CTATHYECKHUX NIEPEMEHHBIX B 001aCTH AaHHBIX;

e  BBIJCICHHUE MApaMETPOB (PYHKIHI B CTEKE U HA PETHCTPAX, a TAKXKe
JIOKaJIbHBIX TIEPEMEHHBIX (DYHKIUH 1 BO3BPAIaeMOT0 3HAYCHUS;

e nocTpoeHue rpada BbI30BOB U rpada IOTOKA YIPaBICHUS 3a CUET
aHaJM3a aJ[PecoB EPEXO/I0B;

®  ABTOMATHYECKOE paclo3HaBaHHE OHONMOTEUHBIX (QYHKIMH U UX
napaMeTpoB ¢ noMouisto Texsonoruu FLIRT [4].

[Ipu cratmueckoMm aHanM3e, BBIAEICHUE 00IacTel KOfa U JaHHBIX, a TaKkKe TaOJmnIl
AMIIOPTa M SKCIIOPTa BEIONHACTCS B Tporecce pa3zdopa HMCIONHsAEMOro Qaiina —
JAHHBIE O CMEMICHUSIX M pa3Mepax ATHX olmacTeil comepykarcs B 3aroiioBke. J{ims
TOTO YTOOBI BBIACTUTH B OOJIACTH IAHHBIX TPAHUIBI OTAEIHHBIX IEPEMEHHBIX
TpeOyeTcsi MpoaHaJM3UPOBATh KOMAHABI OoOpamieHus (YTEHUS W 3alKCH) K 3TUM
JaHHBIM W3 OO0JIACTH KOJa. AHAQJIOTHYHO, JUIS TOTO YTOOBI BBIAEIHTH T'PAHHIEI
GbyHKumMii TpeOyeTcss ONpelneNuTh HMX Ha4yalo, TO €CTh aJpec, Ha KOTOpOi
yIpaBJieHue nepeaaérest C MOMOLIBIO CIeHaIbHOW MHCTPYKIMH BBIBO/IA, U KOHEI —
azpec (TOYHEe MaKCHMAJIBHBIA aJipec, B CIy4ae eCJIM UX HECKOJIBKO) CIelHaIbHOM
KOMaH bl Bo3Bpara. [lepea aHann3oM BBINOHSIETCS AM3acCeMOIMPOBaHUE KOJIa, TO
€CTh TpeJCTaBIEHHE €ro B BHJE JHCTHHIa Ha s3bIKe accemOnepa IeneBoH
apxuTekTypsl. g nusacceMOnupoBaHuMs TpeOyeTcss OTAENATh MalIWHHBIC
WHCTPYKIMU OT JAHHBIX (JU3aCCEMOIMPOBAHUIO JIOJDKHBI ITOJBEPIaThCsl TOJIBKO
MaliiHHBIE WHCTPYKOuH). [Ipwm 5TOM, BCIEOCTBHE HEPa3pEIIMMOCTH 3adadui
paszeneHusi KOMaHA M JaHHBIX Ha KomIbloTepax ¢ apxurekrypoid don-Heiimana,
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npoOjaeMbl MOTYT BO3HHKATh JAaXe B cilydae (HaliioB, yIOBIETBOPSIOMINX
CTaHAapTHOM Mozenu Kommwsinuud. Kpome Toro, mpu Iu3acceMONIMpOBaHUM
TpeOyeTcsi BOCCTaHABIMBATh KOPPEKTHYIO CEMaHTHUKY OIEPaHJIOB HHCTPYKLUH
(3amaua pas3nuueHHs KOHCTAHT W ajapecoB). B obmiem ciyuae sta 3amaua Takxe
Hepas3perrMa.

Ju3acceMOnupoBaHNe HAuMHAETCS C TOYKM BXOJa B IPOrpamMMy, KOTOpas
NPOINKCaHa B 3aroJIOBKE MCHONHseMOro (aina u MuT MoCcieaoBaTelIbHO CBEPXY
BHHU3. CyIIecTByeT /IBa OCHOBHBIX aJITOPUTMa AM3ACCEMOIMPOBAHUSA — JIMHEHHBIN
AITOPUTM U aJITOPUTM PEKYPCHBHOTO CITyCKa.

JIuHelHbI  anropuTM HE  aHaJIM3UpyeT IIOTOK  YIPAaBIEHUS IPOrpaMmbl,
mpeamnonaras, 9ro Bc€ coAepKuMoe 00JacTH Koja SBIISETCS KOAOM. AJTOPUTM
OCYILIECTBIISICT JTMHEWHBIA MPOXOA OT Hadaja O KOHIa o0JacTH Koma, pa3dmpas
MHCTPYKLMU 10 nopsAnxy. IIpu pazbope ouepeaHoil HHCTpYKIMH, onpeaensercs eé
pa3mep, mnpubaBisieTcsi K €€ CMENICHUIO M TI0JIy4daercsl ajpec Cleayromiei
UHCTpYKUHUH. [IpenmyIiecTBOM JTHHEHHOTO adroOpuTMa SBISETCS BBICOKAs CKOPOCTh
JI3acceMOJIMPOBaHsI, OCHOBHBIM HEI0CTAaTKOM — OIIMOKM B AN3acCCEMOIMPOBaHUI
B ClIydasiX, KOTJa KOJ pacloylaraThCsl HE HENPEPhIBHO BCIEACTBUE BHIPABHUBAHMUS,
100, Korja B 00J1acTH KOJ/Ia COJIepIKaTCsl CTaTHYECKNE TaHHBIE PO PAMMBI.

AJNTOpUTM PEKYpPCUBHOTI'O CITyCKa COCTOUT B aHAJIM3€ MOTOKA yNpaBlIeHHsI, KOTOPBIi
HauMHAaeTCs ¢ TOYKM (TOouek) BXoja B mporpammy. Ilpu aHanusze MHCTpYKIUi, He
OCYILECTBIIIOUINX TIepefady YIpaBIeHUS, aJrOpUTM BeIET cebs Tak XKe, Kak
nuHenHbd. [lpy aHanu3e MHCTPYKUMI Nepefadd YIpaBlICHHsS BBIYUCISIETCS aApec
repexosia ¥ 100aBIsieTCsl B CIIMCOK aJpecoB sl jJanbHeWmiero anammsa. Ilocre
YCIOBHOM Tepefadd yNpaBiICHUs WIM HWHCTPYKIMHM BBI30Ba (YHKIMH aHAJIH3
MIPOIOJDKAETCSl  JIMHEHHO, T1ocie Oe3yclIoBHOM mepenadd yNpaBiICHUS —HIIN
WHCTPYKIMM BO3BpaTa M3 (DYHKIUH MOCIIEAOBATENIBFHBIN aHAIW3 IPEphIBaeTCI U
OCYIIECTBIISICTCS TIEPEXO/ Ha CIEAYIOIUM aipec B CIIUCKE paHee 100aBICHHBIX, TaK
Kak cpa3y 3a MWHCTPYKIHEH MOXET OTCYTCTBOBAaTh KOA (BBIpaBHHBAHME,
CTaTHYECKHE [JaHHbIE). TakuM o00pa3oM, aJIrOpuTM PEKYPCUBHOTO CITyCKa
MO3BOJISIET  aBTOMATMYECKH OINPENeNsTh 00JacTH KOJa, COOTBETCTBYIOILUE
OTAEJIBbHBIM (PYHKLIHUSIM.

HuzaccemOmupoBanne B IDA ocymiecTBIseTcs anrOpuTMOM PEKYPCHBHOTO CITYCKa,
YTO NPUBOAUT K HEOOXOAMMOCTH BBIYHMCIEHHH afpecoB MEPEXOAOB U BBHI30BOB. B
Cllydae KOCBEHHOW aJpecalMd BBIYMCIEHHE aIpPECOB MOXKET  OKa3aThCA
HEBO3MOXHBIM, M03ToMy B IDA Pro BCTpoeH HHTEpaKTUBHBIA OTIAT9HK,
HOSBOJ’IHIOL[II/Iﬂ IoJIydaTb 3HAaUCHUA JUHAMHUYECKU BBIYUCIACMBIX aIpECOB. O]IHaKO
€ro 3alycK W TpPOLEcC OJKCIOpTa JWHAMHUYeCKod  uHpopmauuu  He
aBTOMATH3MPOBAH, 4YTO YCJOXHseT npuMmeHuMocth IDA Pro mnst Gombiimx
MIPOrpamM.

OpmHako B HEKOTOPBIX CIydasX CTaTHYECKHMH aHalN3 MOXKET OKa3aThCs
HENIPUMEHUMBIM. B KauecTBe mpumepa pacCMOTPHM MPOTrpaMMy, CHA0KEHHYIO
3alIMTOM OT aHajiM3a: KOJA MpOorpaMMbl B HCHONHSeMOM (aiiie Haxomurcs B
3amU(ppPOBAaHHOM BHUJE W PaACIIU(PPOBBIBACTCS B MPOIECCE BHIMOJHEHHS. B 3TOM
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Clly4ae MOJKHO IIONBITaThCSA CHATH JJaMIl B TOT MOMEHT, KOTAa Bech KoX Oyner
pacumdppoBan. OjHako, B cilydae <JICHHBOW» paciIUPpoBKH (TO ecTh
BBITIOJIHAEMOM, TOJIBKO B MOMEHT IIepeladyd YNpaBJCHUS HAa COOTBETCTBYIOILUIA
KOJI) TaKOrO MOMEHTa MOXET W He CYLIeCTBOBaTb, €CIIM Ha TEKYIIUX BXOIHBIX
JIAaHHBIX UCTIOJHSAETCS HE BECh KOJI IPOIPAMMBI.

Craruueckuii aHaiM3 MOXET OBbITh OCJIIOKHEH M UW3-32 OTCYTCTBUSI KOJa
JUHAMUYECKH 3arpy’kaeMblXx OWOJIMOTEK B wHcmoiHsiemMoM (aiie. B wactHoCTH,
MOTYT OTCYTCTBOBaTh KOMIOHEHTHI OC, ¢ KOTOPhIMH B3aUMOJICHCTBYET
nporpamMma. JTO MOXKET MOMeIIaTh OOHAPyKEHUIO 3JI0BPEIHOTO KO/a, OJHHM H3
crioco0OB BHEAPEHHSI KOTOPOTO SBIIICTCS IIEPE3allMCh Hadajla OJHOW WK
HECKOJIPKUX CHUCTEMHBIX (DYHKIMI C IENBI0 BCTAaBKU HHCTPYKIMH TEpexoia Ha
3IOBpEAHBIN KoMl OMH U3 METO/IOB MOMCKA M BBIICICHUS MEXaHH3MOB BHEIPCHUS
3JI0BPEJHOTO KOJIa BBIJCIICHUSI HA OCHOBE JMHAMUYECKOTO MO/IX0/1a omucaH B [5].

PaCCMOTpeHHI)Ie MMpUMEPLI YKA3bIBAOT HA HEAOCTATOUYHOCTh CTaTUYCCKOI'0 moaxoaa
JJIs1 aHalIn3a 3allUIICHHOro 6I/IHapHOFO Koaga u IJ,eJ'IeCOO6pa3HOCTl:- HCII0JIB30BaHUs
B HO}_'[OGHLIX ClIydasix METOA0B JUHAMUYCCKOT'O aHaI1M3a.

Hawnbomnee 3¢peKTHBHBIM BUAUTCS MOJX0]T HA OCHOBE KOMOMHAIIN THHAMHYECKOTO
M CTaTUYECKOT0 aHaJIM3a, IIPH KOTOPOM CTaTHYECKOE MPECTAaBICHHE JOTOIHICTCS
JaHHbIMH, TIOJIYUYCHHBIMU B XOAC IWMHAMHWYCCKOIO aHaliu3a. I/IHTepaKTl/IBH]:Jﬁ
oTnamuuk, B coctaBe IDA Pro sBnsercs OXHHUM M3 TNPHUMEPOB peau3aluu
noo0Horo moaxoza. JKenarenbHO, 4TOOBI CPEICTBO KOMOMHMPOBAHHOIO aHATH3a
OMHAPHOTO KOJ[a yIOBIETBOPSIIO CIEIYIONINM TPEOOBaHUSIM:

®  BO3MOXXHOCTH IONTy4eHHS MH(POpMAIuu o0 agpecax paciioIOKEHUs
KOJa W NaHHBIX, & TaKKe BBIYHACIIEMBIX aJpecax IEepexXOIOB M
BBI30BOB, HEOOXOOUMBIX  JJIS  JOIOJHEHHS  CTaTHYECKOTO
TIPEICTaBIICHIIS,

® TIOJTHOCHCTEMHBIM aHalM3, BKIIOYAIOMIMMA KOJI HE  TOJBKO
aHATM3UPYEMOI IPOTPaMMBbl, HO M APYTHX MOIYJEH, B 9aCTHOCTH
KOMITOHEHTOB OTIEPAI[MOHHON CHCTEMBI,

e  BO3MOXHOCTH aHaiu3a MHoronotouHoro I10;

®  TOJJIEpXKKA PANIUYHBIX MPOIIECCOPHBIX APXUTEKTYP.

B naHHOW cTaThe ONMMCHIBAETCS CHUCTEMa aHajk3a OMHAPHOTO KOJa, MO3BOJISIOIIAs
KOMOMHMpPOBAaTh  CTATMYECKME W  JAWHAMHUYECKHE aHaiIM3bl, olecrednBas
NIPEeoJ0JIeHNe  OrpaHM4YeHHi  Kaxjgoro  moxxoxa.  Cucrema  sIBIsieTCs
aBTOMATH3MPOBAHHOW, M B KIIOUEBBIE MOMEHTHI pabOThl MOXET MOTPeOOBaTh OT
MOJIB30BATENsl HEKOTOpBIX JAeicTBuil. B manpHeiilieM Takoro mosb30BaTens,
o0aaroImero JOMONHUTEIBHBIMA 3HAaHHAMH O paboTe mporpammbl, OyIem
Ha3bIBaTh auanumukom. IIpuMepoM cUTyaluu, Korja cucreMe TpeOyeTcsl MOMOIb
aHAINTHKA, SBJISETCA BBIOOP (YHKIMHA, C KOTOPBIX CJIEQyeT HaudaTbh aHaJIH3
MIporpamMMbl AJsl €ro yckopeHus. Cucrema MO3BOJISIET aHAIWTHKY DPEIIaTh TaKue
3aJjayil Kak MOMCK M BBIJEICHHE KOJa aJrOpUTMa, MHTEPECYIOIIEr0 aHAINTHKA,
BOCCTAHOBJICHHUE BXOJIHBIX HW BBIXOJHBIX JaHHBIX HaﬁHeHHOFO ajropurma,

135

BOCCTAHOBJIEHHE MHTep(deilcoB MexIy OTAENBHBIMH YacTsIMH HaHIEHHOTO
anropuT™Ma (B YacTHOCTH, NapamerpoB (YHKIHH, HCIIOJIB3YEMBIX B aJTOPHUTME).
CucreMa HCIONIB3YET MPOMEXKYTOUHOE MPEACTABICHUE aHATM3UPYEMOH OMHApHOU
nporpaMMsl [6], B KOTOpOM IporpamMma MpeACTaBIsSETCA KaK MOCIEA0BaTeIbHOCTD
uHCTpyKuui abcrpaktHol RISC-mammubl. OTMETHM, YTO B KayecTBE TaKOTO
MPOMEXXYTOYHOTO ITPEACTaBICHUS] MOKHO MCIOIb30BaTh 1 out-kox LLVM [7].

JanbHeiliee W3JI0)KEHWE CTPOUTCS cClieAylomuM obpasom. B paszgene 2
OMHUCHIBaETCS 0O0INas cxeMa KOMOWHUPOBAHHOTO IOJX0/a, OCHOBOW KOTOPOTO
ABJIACTCA COBMCCTHOC HCIIOJIB30BAHUC CTATUYCCKHUX W JUHAMHUYCCKHX METOIOB, C
HCIONh30BaHWEM rpada BBIBOBOB H TpadoB IOTOKA YIpaBICHUS (YHKIUH,
COCTABJIAIONINX AHATU3UPYEMYIO IPOrpaMMy (CTaTWYCCKHU aHAN3) W OMHAPHBIX
Tpacc BBIMOJHEHUS MPOTPaMMBbI (TMHAMAYCCKUN aHAIW3) JJIS BBIACICHHUS U3 HHUX
nHpOpMANNK, YTOUHSIOMIEH CcTaTH4YecKoe TMpeAcTaBleHne. B pasgene 3
OTHCHIBAaeTCS HMHTEp(Erc B3aMMONEHCTBHS KOMIOHEHT CHCTEMBI, PEaU3yIOIINX
CTaTUYECKUM W AUHAMHUYECKUH aHain3. B kauecTBe KOMIIOHEHTBI CTATUYECKOTO
aHanu3a Obuta BeIOpana cpena /DA Pro [3], Tak Kak OHa peann3yeT MaKCHUMaIbHBIA
HabOp CTaTHYECKUX CPEACTB aHaM3a. Pa3men 4 comepXUT onmncaHue KOMIIOHEHTHI
JUHAMAYECKOTO aHanmu3a — cpenasl 7rEx, pa3paboTaHHOW MpPHU y4acTUH aBTOPOB
cratbu. B paznene 5 paccmaTpuBaroTcs NpUMEphl NMPUMEHEHUs cpeabl TrEx nis
peLIeHUs Pa3iIMyHbIX 3a/1a4 00paTHON HHKEHEPHH.

2. O6buwas cxema KOM6UHUPOBAHHO20 aHasu3a

OO6uryro cxemMy KOMOMHHMPOBAHHOIO aHAJIM3a, IpeajlaracMyl0 B TaHHOM cTaThe,
MO>KHO KpaTKO ONHcaTh ClIeqylomuM obpazoM. CHauana ¢ moMolusio cpensl TrEx
BBITIOJHACTCA JUHAMUYECKUI aHAJIN3 MPOrpaMMbl B ONHAPHOM KOZIE: TEHEPUPYETCS
Tpacca UCIOJHEHHs [TPOrpaMMbl Ha YPOBHE MAlIMHHBIX MHCTPYKLMH, NOITyuYeHHAs
Ha BXOJHBIX JIaHHBIX, BBIOpDaHHBIX TakUM 00pa3oM, 4TOOBI Tpacca BKJIIOYAla
BBITIOJIHEHHE MCCIIEAYeMOH (DYHKIIMOHATBHOCTH. 3aTeM pe3yJIbTaThl UCCIIeIOBaHHS
(rpa¢ BBI30BOB W rpadbl IMOTOKA YNpaBieHUs (QYHKIHMHA) IepefarTcs s
yTouHeHus cucteme IDA Pro.

Takum 00pa3om, OuHapHas IPOrpaMMa aHATM3UPYETCS B CIEAYIOIIEM HOPSIIKE:

e [lomyueHue TpacChl BBIIOJIHEHUS IIPOrpaMMbl, B KOTOpPOH
BBINIOJIHACTCS ~WHTEPECYIOIIMH aHAINTHKA CIEHapuii paboTsl
MIPOTrpaMMBI.

e  CTpyKTypupOBaHHE TpacChl — BBIIEIEHUE IPOLIECCOB U MOTOKOB,
(yHKIMIA 1 UX BBI30BOB, MOCTpOEHHE TpadoB MOTOKA YHpaBICHHS
BBIJICJICHHBIX (DYHKIMH 110 Tpacce.

e Jlowck TOYKM  Tpacchl, OTHOCsAUIEMcs K HCCIEAyeMOi
(DyHKIIMOHATIBHOCTH (BBIIOIHSACTCS aHATUTHKOM C HCTIOJIb30BAHUEM
WHCTPYMEHTAJBHBIX CPEACTB cpensl TrEX).
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e Brigenenune koma  (QYHKIMH, BBINOJHSIOUIMX — HCCIELYyEMYIO
(YHKIMOHAJIBHOCTH (BBIIOJHSETCS] aHAIMTHKOM C UCIIOJIb30BaHUEM
MHCTPYMEHTAJIBHBIX CPeACTB cpeabl 17Ex).

e  AHanu3 BbIIEIICHHONW (DYHKIMOHAIBHOCTH — BBIJICJICHUE BXOJIHBIX U
BBIXOJHBIX JaHHBIX (DYHKUMH, BBIIOJHSIONMX HCCIEIYEMYIO
(YHKIIMOHAJIBHOCTb, BOCCTaHOBJICHWE BHYTPEHHHMX HHTEpdelcoB
Mexny GYHKOUAMH (TIapaMeTpoB (QPYHKIHI) U CBSI3€H MEKIY HUMHU
(3aBUCHMOCTH TIO TaHHBIM MEXKAY ITapaMeTpaMu).

e BoccTaHOBIGHHE CTPYKTYPbl BXOIHBIX M BBIXOJHBIX NaHHBIX, a
TaK)Ke MapaMeTPOB COCTABHBIX TUIIOB.

e IlpencraBneHne BBIIENEHHOH  (YHKUHMOHAIBHOCTH B  BHIC
acceMOJIepHOH MporpaMMBbI (TIOCTPOSHHE KOHTPOJIBLHOTO TIPUMEPA).

e lccnenoBanue CBOWMCTB — BBIIENEHHOW —(YHKIMOHAJIBHOCTH C
MPUMEHEHHUEM CTaTHYECKOT0 MOX0/1a.

lenepaunst Tpaccel, BBINOJHAETCS HA CHENUAILHO OOOPYZOBAaHHOM CTEHIE C
MIOMOIIBI0 OJTHOTO M3 CPEACTB TpaccHpoBKW. HaGop cpencTB amst pemieHust 3Toi
3aJja4y JOCTaTOYHO OOraT M BKJIIOYAeT Kak armapaTHble (OCHOBAaHHBIE, HAIlpUMep,
Ha uHTepdeiice JTAG), Tak W MporpaMMHBEIC pelIeHHs (HApuMep, Ha OCHOBE
moTakToBBIX cuMyisiTopoB AMD SimNow [8], Virtutech Simics [9]). Cpencrsa
TPACCUPOBKU PA3JIMYAIOTCS MO CKOPOCTH pabOThl U YPOBHIO H3OJISALUH Hpolecca
CHSATHSI TPACChl OT aHAIM3UPYeMOil mporpammbl. Kpome Toro, kiiacc uccieayemoit
MpOrpaMMbl  OTPaHUYMBAeT HAOOp CPEACTB, CIOCOOHBIX OCYLIECTBUTh €&
TPacCHPOBKY: OIPaHHYEHHs MOTYT 3aBHCETh KaK OT YPOBHS 3allIUThI [IPOrPaMMbl
(HampuMep, mporpaMmma MOXKET MBITAThCSI OOHAPYKUTH (PaKT COOCTBEHHOW OTJIAJKH
WJIN BBIIIOJIHEHHUA B CI/lMyﬂHTope), TaK 1 OT HAJIU4YHUA CBA3U IMMPOIrpaMMbl C BHCIITHUM
MHpPOM TI0 ceTH. B rmocieaHeM ciydae KPUTHYECKOH CTaHOBHUTCS CKOPOCTb
TPAaCCHPOBKHM, TaK KaK IPH CHJILHOM 3aMEIJICHHH CETEeBbIE COEIUHEHHS OyIyT
Ppa3phIBaThCs M3-3a NPEBHIMLICHNS] HHTEPBAJIOB 0)KUAAHHS CETEBBIX AKETOB.

B Ttpacce ¢uxcupyercss He TOJNBKO IOCIENOBAaTEIbHOCTh BBINOIHABLIMXCS Ha
IIPOLIECCOPE UHCTPYKLUHI, HO U allllapaTHBIE IIPEPBIBAHUS, 110JI30BATEIbCKUN BBOI-
BBIBOJI, NIPUXOJISIIINE W3BHE CETEBbIE MakeThl. TakuM 0o0pa3oM, Tpacca COAEPIKHUT
MacCUB JIaHHBIX, ONMCHIBAIOLUIMN BCE ACMEKThl (YHKIMOHUPOBAHUS HCCIIEyeMOM
NIPOrpaMMBl.

HecoMHEHHBIM NPEeNMyLIECTBOM ABTOMATH3MPOBAHHOTO JUHAMHYECKOTO aHAIIN3a
(TpaccupoBKM)  fABISeTCA  YCTOMYMBOCTH KO MHOTHM  METOJaM  3allUThI
UCIIOJIHAEMOTO KOJ[a OT aHaJn3a, [OTOMY YTO 3TH METOJbl 3alUIIAIOT TOJILKO
(dbopMy TpeACTaBICHUS 3allIMINAEMOro KoJa, HE MeHss ero (pyHKIMOHAIBHOCTH.
Hanpumep, B cirydae npuMeHeHUs AJIsl 3alIUTHI IPOTPAMMBbI pACcnaKo8uuKd, Korna
HCIIOJTHSIEMBIH KOJ XpaHUTCS B 3aIIM(POBAHHOM BHJIE M PACIIAKOBBIBAETCSI TOJIBKO B
MOMEHT HCIIOJIHEHUSI, B Tpacce OyJeT OTpaxkE€H Kak caM ajJrOPUTM PACIIaKOBKH, TaKk
U mporecc paboTel pacmakoBaHHoro koma [10]. Takum obpa3om, mccieqoBaHUE
Tpacchl TIO3BOJIIET aBTOMATHYECKH MONy4YaTh CTATHYECKOE IIPEICTABIICHUE
NPOrpaMMBbl, IyTEM MPOCLUPOBAHUS TPACCHl HAa aJpecHOE HMPOCTPAaHCTBO, HaXe B
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TEX Clly4asix, KOTrJla HEMOCPEACTBEHHOE M3BJICUEHHE U IU3aCCEMOIMPOBAaHME KOJa
u3 wucnonHsieMoro (aitna HeBo3MOXkHO. Kpome Toro, mnosiydeHue Tpacchl c
MOMOUIBIO CUMYJISITOPOB MO3BOJIIET O00MTH OOJIBIIMHCTBO METOJIOB 3aIlIUTHI KOJa
OT OTJIQTYMKOB.

IMocme mosydeHus: Tpacchl TPeOyeTCs: MPOM3BECTH MEPBUIHOE CTPYKTYPHPOBAHHE
TPACCHI: BBIACIUTH KO, OTHOCSIIMIACS K Pa3IMYHBIM IPOIECCaM M TMOTOKam. Iyt
aToro Tpebyercss b0 (UKcAIHsl TPACCHPOBIIMKOM TOYCK MEPEKIFOUCHUS
KOHTEKCTOB, MO0 Haimuuue HWHopManmu o sueikax mamsaTu (perucrpax),
COJIEpIKAIMX 3HAYEHHsI UAECHTU(UKATOPOB TEKYIIETO MPOIECCa U TIOTOKA.

Ha crmemyromem 1mmare cTpowTcs Tpacca  0ojJiee  BBICOKOTO  YPOBHS:
[IOCJIEIOBATENBHOCTh ~ WMHCTPYKLUMH,  COCTaBJSIOUIMX  Tpaccy,  3aMEHSETCs
MOCTIEIOBATENEHOCTRIO BBI30BOB (DYHKIMH. DTO MO3BOJISET IMOIyYUTHh JAHHBIE 00
00J1acTsAX B aJpECHOr0 MPOCTPAHCTBA, COOTBETCTBYIOIIMX OTICIBHBIM (DYHKIHSIM,
COCTaBIISIOIIUM TIPOrpamMmy.

[IpencraBnenne Tpaccsl B BUIE MOCIEIOBATEIFHOCTH BRI30BOB (DYHKITHIA ITO3BOJISET
MIOCTPOUTD 2pagh) 86130606 I KAXKAOTO BBI30BA OIPENEIISIETCS] COOTBETCTBYIOIIAS
(yHKIHA U CIHCOK TOYEK BBI30Ba (BO3MOXKHO, ITYCTOH), JIEKAIIUX BHYTPH TPACCHI
paccMaTprBaeMoro BbI30Ba. EcCM CIMCOK TOYeK BBI30Ba HE IyCT, UL KaXKHOH
HOBOHM TOYKH BBI30Ba OIMPECIIACTCSI COOTBETCTBYIOIIAs (DYHKIMS U B rpad BEI30OBOB
nobasisiercst peOpo OT BbI3bIBatOIIEH (PyHKIMH, K BbI3bIBacMOi. [IpenmyniecTBoM
Takoro rpaga BBI30BOB SBJSIETCS Hajnuyne B HEM pEOEp, COOTBETCTBYIOLIMX
BBIUUCIIIEMBIM BBI30BaM, KOTOPbIE HEBO3MOXKHO MOITYYHTh, UCIOb3Ys CTATHYECKUH
noaxon. HemocraTok 3akmiodyaeTcs B HEMOJHOTE IIOJIy4YE€HHOTo rpada — OH
COJIEPKHUT TOJNBKO BEpIIMHBI ((PYHKINH), KOA KOTOPHIX HCIIONHSIICS Ha 3aaHHBIX
BXOIHBIX IAaHHBIX, W PEOpa, COOTBETCTBYIOIIME BBI30BaM, KOTOpHIC MOMANHA B
Tpaccy.

[ocne BblmesneHHs rpaHULl KoAa (QYHKIMH Ui KaxIoW (QyHKUUH CTPOUTCS 2pagd
nomoka ynpaenenus, IMEIOIINI TakKe ke NPeUMYILIeCTBa U HEJOCTAaTKH, YTO rpad
BBI30BOB: HEMNOJIHOTA, 32 CYET HENOJHOIrO MOKPHITHS Kojaa (yHKIMHM Tpaccod H
Oonpmas TOYHOCTH 3a CYET BO3MOXKHOCTH TONYYCHHS aApEcOB IEPEXOI0B
BBIYUCIIIEMBIX B TIPOIIECCE BBHITIOTHEHUS.

Eciu B cocraB aHanu3upyeMoll NporpaMMbl BXOAWT OOJBLIOE KOJMYECTBO
(yHKIMIA, TO MOJy4eHHAasl CTPYKTypHpOBaHHas Tpacca OyIeT Hapsity C HOJIC3HBIMU
JaHHBIMHM COJlepKaThb KOAbl (YHKIWH, HE OTHOCAIIMECS K aHAIM3UPYEeMOH
¢dyHkroHaIbHOCTH. [Nl omceusanuss N3 Tpacchl HEHYXXHBIX JaHHBIX HEOOXOIMMO
HalTH B Tpacce TOYKY, 3aBEJOMO OTHOCSIIYIOCS K BBINOJHEHHIO HCCIEAyeMOH
(DYHKIIMOHATIBHOCTH: 3Ta YacTh MCCIICOBAHMUS BBITOIHIACTCS aHATUTUKOM, KOTOPBIH
BPYYHYIO OTMEYAET B TPACCE NCKOMYIO TOUKY (MOuKy 3ayenieHus).

Haubonee oueBMIHBIM NPUMEPOM TOUYKM 3alEIUICHUS SIBISETCS TOYKa BHI30BA
O6ubIMoTeyHOM ¢dyHKIMH, peanusyrolei U3BECTHYIO AHAJIMUTUKY
(YHKIIMOHAJIBHOCTD, HampuMmep, (QyHKIMM BBOJA-BBIBOAA. MOXHO IPHUBECTH H
JIpyrHe TOomoOHBIE IpHUMeEpsHl. B YacTHOCTH, NpU HCCIEAOBAHUHM AITOPUTMOB
mudpanuy yacto OBIBAIOT M3BECTHBI XapaKTEpPHBIE KOHCTAHTHI, MCIIOJIB3YIOLINECs
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HccieayeMsIM anroputMoM. Eciii mporpaMMa mpeacTaBieHa B BHJIE TPACCHI, TOUKH
oOpaleHuss K TAKAM KOHCTaHTaM MOTYT OBbITh HAiIECHBI C TOMOIIBIO aIrOpUTMa
TIOHUCKA COCTOSIHHSI, OCYILECTBIISIONIEr0 MOCIEIOBATEIBHBIA MPOCMOTP COCTOSTHUN
PETUCTPOB HA KaXKJOM LIare Tpacchl.

B ciyuae cratmueckoro moaxopa sl OOHApyKEHUS! TaKUX TOYEK MCIONbB3yETCs
MexaHu3M TepekpécTHhiX cChlIoK (IDA Pro). Jlms Toro u4ToObl HAaWTH BBHI3OB
OMOMMOTEYHOH (YHKIMM HY)KHO BHadayie HAeHTH(UIMpOBaTh 3Ty (QyHKIHIO. B
Cllydae CTaTMYECKOr0 aHaju3a Uil 3TOr0 MPUMEHSEeTCs CUTHATYpHBIA aHanmu3 ¢
UCIIOJIb30BaHUEM TEXHOJIOTMHU CUTHATypHOTo pacrnio3HaBanus ¢pynkuuid FLIRT. s
YCIIEITHOTO NPUMEHEHHUS! 3TOr0 I0JX0/a HEOOXOANMO MOMOJHATH 0a3bl JTAaHHBIX
CUTHATYp C BBIXOJIOM HOBBIX Bepcuil OubOimorek. [loimydyeHue CHMBOJIBHOM
MHQOpPMAMK BO3MOXKHO HANpPSAMYIO W3 HCIOJNHSIEMBIX (aiJIOB HM3BECTHBIX
(opmaToB, MyTéM €€ M3BJICUECHHS W3 TAOJUIIBI SKCIOPTa, COAEpIKaIleHcs B OJHOM
13 3ar0JIOBKOB (aiiia.

[lpn  noxpkimroueHMuM  CcUMBOJNIBHOW  HMH(pOpPMaMM K  Tpacce  BO3HHKAET
JIOIIOJHUTEIIbHAS CIOKHOCTb, CBSI3aHHAs C TEM, YTO aJpeca CUMBOJIOB YKa3aHbl B
BUJIE CMEIIEHUS! OTHOCHTEIHHO Hadaya MOJIYJIS, Y JJISl BBIYHCICHHUST aOCOIIOTHBIX
azipecoB TpeOyIOTCA NaHHbBIE 00 aapecax 3arpy3KH COOTBETCTBYIOIIMX MOJYJIEH.
OTH HaHHBIE MOTYT OBITH MOJTYUYESHbI, HATPUMED, U3 KapThl 3arpy3KH MOIYJIEH repes
HA4ajJOM CHSATHS TPacChl WIM B HEKOTOPBIH MOMEHT B mpouecce cHAtus. Ilpu
HaJIMYUM CHUMBOJIFHOM HMH(OPMAalMM TOYKH BHI30BAa HM3BECTHOM (YHKIUH MOTYT
ObITb HalJICHBl aBTOMAaTHYECKH, OJHAKO B CTaTHYECKOM IIPEICTABICHHU HE Cpa3y
OyIyT 0OHapy KeHBbI BEI3OBBI 10 BEIYHCIIIEMBIM aIpecaM.

Manee TpeOGyeTcs onpeAennTs MECTO BBOJAa HAUaJIbHBIX IAHHBIX aJITOPUTMA U MECTO
BEIBOJIa PE3YJIBTATOB €ro pabOTHL. AJTOPUTM pealn3yeTcss HEKOTOpoil (yHKuuei,
WA X HAOOpOM, MOITOMY TpeOyeTcs ONpENeIuTh STH (PYHKIUH M BOCCTAHOBUTH
UX BXOJHBIC W BBIXOAHBIC MapaMeTphl. B cTaTHUECKOM MOAXOAE VIS 3TOTO MOXKET
OBITH HCIIONIB30BaH Ipad) BHI30BOB M aHAJIN3 MOTOKOB JAHHBIX. B ciryuae aHamm3a
Tpacchl Il MOUCKAa (DYHKIMII MOXHO BOCIOJIB30BAaThCS JUHAMHYECKHM CTEKOM
BBI30BOB, YTO MIO3BOJIUT OIMPEICIUTh OTPAHUICHHBIA HAOOp (DYHKIMH [Tl aHAIK3a B
rpade BBI30BOB. BoccTaHOBIEHHE mapaMeTPOB MOXKET OCYILECTBIATBCS C
HCIIOJIb30BAHUECM KaK CTAaTHYCCKUX, TaK H JUHAMHUYCCKHUX MCTOAOB, OJIHAKO
rapameTpsl COCTaBHBIX THUIIOB, HAlpMMEp, MacCHUBOB, OOBIYHO MEpENaroTCs II0
yKa3arelllo, 4YTO B CIIydae CTaTHYECKOTrO MOJX0Ja INMPUBOJUT K HEOOXOIMMOCTH
aHanuza anuacos [11]. Mcnone3oBaHue Tpacchl ynpoliaeT 3Ty MpobiaeMy, Tak Kak
MIO3BOJISIET TOYHO BBIYUCIINTH APEC NMaMSITH, K KOTOPOMY 00pamaeTcst HHCTPYKIUS
B 33/IaHHOM [I1are TPacchl.

3HaHWe BXOJHBIX M BBIXOJHBIX JAHHBIX IO3BOJISIET BBIACTUTH KOJ alrOpUTMa C
MOMOLLBIO MPOUEAYp cTaTuueckoro ciaiicunra [12]. IX npuMeHeHue Kak MpaBuiio
COKpamaer o0bEM aHAIM3UPYEMOro KoJa JHIIb HE3HAYMTENLHO, IMOITOMY HMEET
CMBICJT UCTIOJIb30BaTh AUHaMu4eckuil cnaicuur [13]. Ilpu ananuze Tpaccbl MOXKHO
BOCIIOJIb30BAThCSl MPOLEAYPOH, AHAJIOTMYHOM aNrOpUTMY CIIaCHUHIA: U3 TPacChl
BBIICIISIFOTCS TOJNIBKO T€ WHCTPYKIHH, BXOIHBIX OMNEPAHIOB KOTOPBIX TOCTHUTIH
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BXOJIHbIE JIaHHBIE, a TAK)KE T€ MHCTPYKLUH, YbH BBIXOJIHBIE ONIEPAH/IbI IIOBIUSIN HA
BBIXOJIHBIC JIaHHBIC arOpUTMa. B manbHEHIeM TakoW Croco0 (QHIbTpAIMK I1aroB
Tpacchl OyaeM Ha3blBaTh CllalicHHroM Tpacchl. [lodydeHHBIH cialc Mmporpammbl
COJIEPXKUT 3HAUUTENIBHO MEHbIIEEe KOJIMYECTBO HMHCTPYKUUN M, Kak MpaBUIIO,
aBisiercst 0003puMbIM. [Ipumep, mokaspiBaronmii 3()(HEeKTUBHOCTH 3TOTO METOA
npuBeAEH B pazgene 5. OOmas MeToanka M3BJICUCHHS KOJa alropuTMa Ha OCHOBE
JUHAMUYECKOTO MOIX0/1a onrcana B [14].

CrnalicuHT Tpacchl MOXKET MCIOJIB30BAThCA M C LENbIO JOMOJHEHHS BXOAHBIX U
BBIXOJIHBIX JJAHHBIX alIrOPUTMA, B TOM Cily4yae, KOTJja Ha HaualbHOM 3Tale N3BeCTHA
TOJIbKO MX 4acTh. [lycTh Ans onpeaenéHHOCTH U3BECTHA YacTh BBIXOIHBIX JAHHBIX
anropuTMa. 3amyCcTUB OOpaTHBIM CIalCHMHI Ha 3TOM HaOope AaHHBIX C TOYKH
BBIXOJIa aNrOPUTMA, B TOUKE BXOAA MOXHO IOJyYUTh CIHUCOK SYEEK, 3HAuCHUE
KOTOPBIX MOBJIHSIO HA 3aJaHHBIH HA0OP BBIXOAHBIX NaHHBIX. DTOT HabOp stueex
JI00aBIsIeTCSl K y>K€ M3BECTHBIM BXOIHBIM JIaHHBIM. EciM IpHM BBINOJIHEHWH 3TOM
oTepay Habop BXOAHBIX JAHHBIX OBII paclIMpeH, TpeOyeTcs 3allyCTHTh IPsIMOM
CJafiCHHI 110 HOBOMY Ha0Opy BXOZHBIX JAHHBIX OT TOYKHM BXOJa B alITOPHUTM H,
aHaJIOTUYHO, TTOJIyYUTh HA0OP siU€EeK B TOUKE BBIXOAA. DTa MPOLEAypa MPHUMEHSIETCS
UTEpALMOHHO, TOKa HE OyJeT JOCTUTHYTO COCTOSHHE, Korja o0a MHOXECTBa
(BXOIHBIX M BBIXOJTHBIX JAHHBIX) IEPECTAHYT PACIIHUPATHCS.

[To momy4yeHHOMY CIaiicy MOXET OBbITh HOJyYeH CHMCOK (PyHKIHUii, yU4acTBYIOLIHUX B
00paboTKe BXOOHBIX [JAHHBIX AITOPUTMA W, CIEJOBATEIbHO, SBISIOIIUXCS €ro
4acTelo. B cimydae ecnM A HEKOTOpPOM HMX 4YacTH JOCTYIIHA CHMBOJIbHAs
uH(pOpManus — OOLIYI0 CXeMy alrOpHTMa MOXKHO IIOHATH, IIOCTPOMB IO Tpacce
JIEPEBO BBI30BOB, KOTOPOE OTPa)kaeT MOCIEAOBAaTENbHOCTh BBI30BOB (yHKIMH,
Y4€TOM MX BJIOXKEHHOCTH.

OmHrM ¥3 YHOOHBIX BapWMAHTOB TIIPEICTABIICHHUS alrOpUTMa SBIAETCS rpad
3aBUCUMOCTEH, BEpPLUIMHAMHM KOTOPOTO MOTYT OBITh KaK OTAENbHbIE HHCTPYKIUU —
JUISL M3YYeHUs JIOKAIBHBIX YacTel aJropuTMa, Tak U (YHKUUHM (U HOITy4YeHHS
robanpHOM cxembl paboTel anroputMa). B mepBom cmywae, péGpa rpada
3aBUCHMOCTEH OTpa)KaloT 3aBUCHMOCTH II0 JIaHHBIM MEXAy OIepaHIaMu
HHCprKLIHﬁ, BO BTOpOM — MCXKAY BXOAHBIMU W BBIXOJHBIMH IapaMETpaMu
¢ynkumid.  [lnst  moctpoenust rpada 3aBucuMocTeld Ha ypoBHEe (pyHKuMii
HCIIOJIB3YETCSI yXKE YIMOMHHABIIMKCS AITOPUTM ClIAiCMHra — Uil BBIYMCIICHUS
3aBUCHMOCTEH MO JaHHBIM MEXIY BXOJHBIMU M BBIXOJHBIMH IapaMeTpaMH OJIHOH
(yHKIMH, a TaKXKe JUIS TTOJyYeHHUs] 3aBUCUMOCTEN 110 JaHHBIM MEXy BBIXOIHBIMU
napamMeTpamMy OJHOM (YHKIMH M BXOJHBIMH apaMeTpaMu IPYyroil.

IIpu pabote ¢ Tpaccoil BaKHBIM ATANlOM SBJISIETCSA MPOBEPKA TOUHOCTU BBIICICHUS
anroput™Ma. OHa  oCyllecTBIsSETCS NYTEM TOCTPOEHHs PaboTOCIOCOOHOTO
accembOiepHoro smctuHra. [loctpoenue ocyuiecTBisieTcs o cienyromeil cxeme. M3
JJIEMEHTOB TpacChl U3BIEKAIOTCA MHCTPYKIMH, YIOPSJOYUBAKOTCI IO HX
PACHONOXKEHUI0 B MaMsTH, U1 KOHCTAHTHBIX IEPEXOAOB U agPEecOB IaMsTU
TEHEPUPYIOTCSI METKH, CTPOSITCS MIPOJIOT M 3MMJIIOT, 00ECIIEYHBAIOIINE PA3MEICHHNE
Y BBbIIa4y HAYAJIBHBIX M PE3YJIBTHPYIOIUX JaHHBIX.
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IMomyuyennas accemOnepHas mporpaMMa paccMaTpuUBaeTcs KaK KOHTPOJIBHBIHA
NpUMEp, BBINOJHEHHE KOTOPOro CHOCOOHO IOATBEPAUTH KOPPEKTHOCTH BCEX
MPOBEACHHBIX AHAJIUTHUKOM onepauuﬁ, €CJIM KOHCYHO BBIINNOJIHCHUC HOCTpOGHHOPI
MIpOrpaMMbl  BBIIAET TE JK€ pe3yJbTaThl, 4YTO M HCXOxHas Iporpamma. [lo
TpeOOBaHUIO AHAIUTHKA KOHTPOJBHBIH HPHUMEP MOXET OBITh JEKOMITHIMPOBAH B
SI3BIK BBICOKOTO YPOBHS, JIMOO B Jpyroe ynoOHOE JUIsl aHAINTHKA IpeCTaBlICHHE
(HampuMep, TICEBIOKO).

Crenyer OTMETUTb, YTO Tpacca MO3BOJSIET YaCTUYHO BOCCTAHOBUTH IaMII MaMsITH,
OTpa3uB B HeM (aKkTHYeCKH BBINOJHABIIMECS HWHCTPYKIMH. OTOT JaMIl,
JIOTIOJTHEHHBIH Pa3METKOI M BOCCTaHOBJICHHBIMH CHMBOJIAMH, MOXKET OBITH IepeiaH
MOJICHCTEME CTAaTHYECKOTO aHain3a. Takoi IMoxxox OOBIYHO HCIIONb3YeTCs B
cilyyae, Korja KoJ B HcroiHseMoM (aiiie Obul 3amakoBaH (3amm¢poBaH) H,
CIIEOBAaTeNIbHO,  HEIOCTYNEeH JUIi  HENOCPEICTBEHHOTO  W3BJICYCHHUS. B
peann30BaHHOIN CHCTEME B KauyeCTBE KOMIIOHEHTA aHalu3a TPacC HCIIOIb3yeTCs
crienManbHo paszpaboranHas cpena TrEx, a B kauecTBe KOMIIOHEHTa CTATHYECKOTO
anamm3a — cpena IDA Pro. x B3anmonaericTBre o IpoOHO OMMCAHO B pasnene 3.

Crnemyer OTMETHUTB, YTO OIKCAHHEIC BBIIIC JICHCTBHUS, BHIMOJHSIONIMECS B IIPOIECCe
aHalM3a, HEe 3aBHCAT OT TUMA MPOLECCOPHON apXUTEKTYPHI, K KOTOPOH OTHOCHUTCS
OWHApHBI KOA. DTO TMO3BOJMIO pPEAU30BaTh CIUHBIC AITOPUTMBI aHAIN3a,
n30exkaB UX IyONUPOBaHMS JUIS KKIOH apXUTEKTYphl, TEM CAMBIM 3HAYUTEIHHO
YCKOpUB  pa3pabOTKy, CHHU3MB TPYAO3aTparbl ¥  OOJIEr4MB  TOAJCPIKKY
paspaborannoro I10.

3. Uumeepayusi KOMMOHEeHM cmamu4ecKo20 U
JduHaMu4ecKo20 aHanu3a

ITotpeOHOCTP B COBMECTHOM HCIIOJIb30BAHUM CTAaTHYECKOTO M JIUHAMHUYECKOTO
noaxona oOycmaBiuBaeTcss pagoM npuuuH. OcHOBOM A OONBIIMHCTBA
UCCIIeJIOBaHMH, TPOBOANMBIX B paMKax aHallM3a Ko/ia, TAKUX KakK ITOMCK Ae(EKTOB U
H/IB, siBisieTcst craTHYeckoe NpeICTaBICHUE MTPOrpaMMBbl, Tak Kak nedektsl 1 HAB
0OBIYHO OBIBAIOT MPHBSI3aHBI K PEAKO YIOTPeOIsieMbIM HabOpaM BXOIHBIX JaHHBIX,
YTO CYIIECTBEHHO CHIKAET BEPOSITHOCTh MX OOHApYyXEHUs B XOZe IMHAMHUYECKOTO
aHanuza. OmMOKH, COOTBETCTBYIOIIME YaCTO pPEAIN3yeMBbIM IHYTSIM OOBIYHO
YCTPaHSIOTCS Ha 3Tale TeCTHPOBaHMA. TakuMm o0pa3oM, OCHOBOH IS MPOBEICHUS
HCCIIEIOBAaHUN SBJISIETCS IIOCTPOCHHE IIOJHOTO M BO3MOXHO 0o0Jjiee TOYHOTO
CTaTUYECKOTO IPEICTABICHHUS IPOrpaMMBI B BiE Tpada BEI30BOB U Habopa rpados
MIOTOKA YIIPABICHUS AL KXKIOH QyHKIHN.

[Ipn paspaborke cucTeMbl KOMOMHMPOBAaHHOI'O aHAlIM3a, B KayeCTBE KOMIIOHEHTA
JUHAMMYECKOTO0 aHajM3a MHCIOJIb30Bajlachk pa3padOTaHHas cpelja aHaiu3a
ounapHbIX Tpacc TrEx, a B kauecTBe cTaTHIecKoro KommoHeHTa — cpega IDA Pro.

3.1. lenu v HanpaBneHns nHTerpauum.

B paMKax MHTETrpalliy peIIAJINCh CICAYIOINE OCHOBHBIC 3a1a9uu:
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®  JIONOJIHUTH CTATHYECKOE MPEJCTABICHHE MPOrpaMMbl, HHpOpMaIHeil o
JUHAMHWYECCKU BBIYUCIACMbBIX azpecax, '-ITO6bI YBEJINYNUTH
ABTOMATUYECKH-AN3aCCEMOIMPYEMYIO YacTh NPOTpaMMBI, a TaK¥Ke
YTOUHHUTH Tpadbl BHI3OBOB M IIOTOKA YIPaBICHUS, IOJydacMble B
paMKax CTaTHYECKOTO aHAJIN3a;

e o0ecreuuTh IeHepaluio CTaTHYECKOTO MPEACTAaBICHUS MPOrpaMMbl MO
TpAacce BBIOJHEHHS, YTO MO3BOJIUT MIPOBOAUTH aHAIM3 MPOrPaMM, KOJ
KOTOPBIX 3an(pOBaH M HE MOXKET ObITh HEITOCPEACTBEHHO U3BJICUYEH U3
HCTIONHAEMOTO (haiina;

e 0o0ecreuynuTb BO3MOXXHOCTh CHHXPOHHM3ALMK MEXIYy CTAaTHYECKUM U
JUHAMHYECKAM  TPEJCTAaBICHHEM MpPOrpaMMbl Ul  HOBBILICHHS
3¢ (HEeKTHBHOCTH aHAIN3a.

s Toro 4ToOBI BOCIOJIB30BATHCS BO3MOXKHOCTAMH cpensl IDA Pro Tpebyercs
3arpy3uTh B He€ BCE cTaTH4ecKoe IMpPEJACTaBIeHHE WM ero dacTb. CTaTmdeckoe
MIpeiCTaBJICHNE MPOrpaMMbl BKJIIOYAeT B ce0s JaMIl KOJia U JTAaHHBIX MPOTpaMMbI U
pa3METKy 3TOro Jamila, MO3BOJSAIOLIYI0, BO-IIEPBbIX, OTACIUTh KOJ IIPOrPaMMBI OT
JAHHBIX, a BO-BTOPBIX, NPaBWJIBHO au3acceMOnupoBaTh Koi. Jlamm M pasmerka
MOTYT OBITh MOTyYCHBI HECKOJIBKUMHU CIIOCO0aMH, MMPUMEHSEMBIMU B 3aBHCHMOCTH
0T 0COOEHHOCTEH aHATU3UPYEMOI IPOTPaMMEL.

3.2. Cnoco6blI nony4vyeHnsa gamna.

(1) Jamn monmy4aercs B pe3yJibTate pa3dopa ucrosiHsemoro ¢aiija uim, B ciyyae
HCTIONB30BaHUs YMAKOBIIMKA, KaK CHUMOK aJpecHOr0 MPOCTPAHCTBA IPOTPAMMEBI
nepes HadaioMm e€ TpaccUpoBKU. B o0oux ciydasx B JaMm momaiér Bechb KOA
nporpamMmbl M e€ nganHele. [lonHoTa uWHQOpMaLWMK COCTaBISET OCHOBHOE
NPEeUMYIIECTBO AaHHOTO noaxo/a. Cpean orpaHn4eHUH BOZMOXKHOCTH IPUMEHEHHS
HOJIX0/]a OTMETUM:

a) B psne accemOnepoB ompeneneHbl WHCTPYKIMH, IO3BOJISIOIINE
BBITIOJIHATh IEPEXOJbl IO BBIUMCISIEMBIM ajpecaM (Hampumep,
nHerpyknuss CALL mem32 mis [A32). Cratuyecknii aHaii3 B 3TOM
Cilyyae HE II03BOJIICT OIPEAETATh 3HAUYEHHS HCIOJHUTEIBHBIX
aIpecoB, YTO 3aTPyAHSCT aBTOMATHUYECKOE BOCCTAHOBIEHHE Tpada
MOTOKA YIPABJICHNS IIPOTPAMMBI.

b) B pamn nonan€r koI TONBKO TeX JMHAMHUYECKH 3arpyKaeMbiX
6mOIHMOTEK, 3arpy3Ka KOTOPHIX OyIeT BBIIIOTHEHA /10 MOMEHTA CHATHS
Jiamria.

c) B ciyuae, korga 3arpykaeMelii Kon 3ammgpoBaH (3amakoBaH), a

TaKXKe B ClIydae CaMOMOIU(HIMPYIONIErocs KOIa JaMil He Oyzaer
COOTBETCTBOBATH MCIIOIHSIBIICHCS nporpamMmme.

(2) Tenepaumust mamma 1o Tpacce (TouyHee IO rpady MOTOKA YIpaBIICHHS,
IIOCTPOEHHOMY II0 Tpacce), Ha OCHOBAaHWM aHAJIM3a MCIOJHABIIErocs Koja. Takoi
MeXaHu3M peanu3oBaH B cpeiae TrEx m Oyner moxpoOHO ommcan Hmxke. Ero
MIPEUMYIIIECTBOM SIBIISICTCS TOYHOCTB: JaMII TOYHO COOTBETCTBYET KOy, KOTOPBIH
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(bakTHYeCKH HCHIOJHUICA. DTO pemraeT HpoOIeMbl ANHAMHYECKH 3arpy’KaeMbIX
O6ubMMOTEeK M 3amuueHHoro koga. OJHako B cilyyae CaMOMOIU(HIUPYIOLIErOCs
KOJIa JUTsl TEHEePaIly OMHO3HAYHOIO Jamia Heo0XouMa MOTU(UKAIIS HCXOHOTO
kona. OrpaHiyYeHus IPUMEHUMOCTH IJAHHOTO MOAXO0/a:

a) HenonHora gammna — B JaMi MHOMAagaeT TONBKO KO, MCIOJIHSBIIMICS
Ha TEKYIIUX BXOJHBIX JaHHBIX.
b) BoccraHoBneHne yacTd Aamiia, coAepkamield 3HAYeHWs HAaHHBIX B

MOMEHT HadJajga CHATHS Tpacchl TpeOyeT OONbIIMX 3aTpar IIo
BpemeHu. B Tekymeil Bepcum cpeabl TrEx sta wacTe nammna He
BOCCTAHABIUBACTCH.

3.3. Cnoco6bl pasmeTkn gamMna.

Ecnn namn ObUT creHepHpoBaH IO Tpacce, TO B KaueCTBE PAa3METKH €My MOXHO
mepenaTh aapeca Bcex (PyHKIWIA BCTpedarommxcs B Tpacce — mpu 3toM IDA Pro
MOXKET aBTOMAaTHYECKH Jau3acceMOnMpoBaTh Ko JTHX ¢yHKIMA. B ciaydae
MOTY4EHHS AaMIIa U3 UCIOIHAEMOTo (aiia WM CHATHSA CHUMKA NaMATH 9acTh KOJa
MOXeT ObITh qu3accemOmupoBana B IDA aBTomaTnuecku, HAYMHAS OT TOUYKH BXOJa
B NpOrpaMMy M Ul JONOJHEHHS NOCTaTOYHO IepelaTh ajapeca IMHAMUYECKH
BBIYHCISIEMBIX TI€PEXO0J0B M BbI30BOB. ONHAKO B Cilydae NPUMEHEHHs NPHUEMOB,
OPEIATCTBYIOMIMX OTJIAJKE, JU3acceMONIMpoBaHUe OyneT HeBepHbIM. [Ipumepom
Ipu€mMa, MPENATCTBYIOLIETO OTIANKE, MOXET CIIYXKUTb IPUMEHEHHE «MYCOPHBIX
0alTOBY»: MHCTPYKLUMS O€3yCIIOBHOIO IEpexoja 3aMeHseTCsl WHCTPYKLHMEH
YCIOBHOTO MEpexoAa C HENpo3pauHblM IPEAUMKaTOM, KOTOpbI  Bcerma
BBITNOJIHAETCS; 9TO HEBO3MOXHO BBIICHUTBH IIPHU CTaTUYECKOM aHAIMU3€; MO aipecy
HENOCPEACTBEHHO  CIEAYIOIIEMY 3a YCJIOBHBIM MEPEXOAOM  pa3MeEIlaeTcs
«MYCOPHBIA  0aifT», TPHBOMSIIMA K OIIMOOYHOMY AHM3acCEMOIMPOBAHUIO
nocyuenyomero kona. s npeofoyieHus: Takux MpUEMOB MOXKHO nepeaats B IDA
Pro ampeca nHauan Bcex HCIOJHSAEMBIX MHCTpyKUuM. Ecim mpu aTom mepenaBaTh
TaKK€ W KOIBl ONEpaluii, OTMEYass HMX HECOBIAJEHHA C JAHHBIMH J1aMIIa,
3arpy>keHHBIMH B IDA  Pro, MOXXHO aBTOMATHYECKH BBIACIUTH YYACTKH
CaMOMOAN(UIUPYIOLIErocs Koaa.

3.4. CumBonbHasa nHcgpopmauums.

B IDA Pro comepxurcs pnoctatodHo Ooraras 0a3a JaHHBIX CHMBOJIOB,
COIIOCTaBJICHHBIX C aJpecamM, IS Pa3IUYHBIX CTAHJAPTHBIX OHOIMOTEK, KpOME
TOro ecTh BCcTpoeHHBI Mexanm3M FLIRT, mo3Boistomumii «y3HaBaTh» (QYHKIMHA Ha
OCHOBE aHajam3a uXx Kojaa. TeM He MeHee, OMOIHOTEKH IOCTOSHHO OOHOBIISIIOTCS,
nHpopManKs ycTapeBaeT. B CBA3M ¢ 3THM peann3oBaHa BO3MOXHOCTH JKCIIOpTa
JIOTIOJTHUTENLHOW CHUMBOJIBHON wuHpoOpMaruu u3 Tpaccsl B IDA  Pro. DOrta
nH(OpMaIKs TO3BOJSIET COMOCTAaBUTh (YHKIMSM, OOHAPYKEHHBIM B Tpacce HX
CHMBOJIbHBIC UMEHA, YTO 3HAYMTEIIBHO 00JIeryacT aHaJIM3.
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3.5. CoBmeleHne AUHAMMNYEeCKOro U CTaTu4ecKoro aHanusa.

I[Ipn amamm3e mnporpaMMbl OBIBaeT TIOJNIE3HO OJHOBPEMEHHO HabOmromath e€
CTaTUYECKOe MPEICTABICHUE U €€ MMOBeIeHNE HA HEKOTOPBIX BXOTHBIX JaHHBIX. J{is
peanu3anuu 3Toi BO3MOXKHOCTH B TrEX OBUT BCTPOCH KOMIIOHEHT CHHXPOHH3ALINH C
IDA Pro: mpm kaxmoM H3MEHEHHHM Iara B Tpacce, 3arpyxeHHoi B TrEx,
orobpaxkenne B IDA Pro aBTOMaTH4ecKkd TO3WIIMOHUPYETCS HA CTaTHYECKOE
mpeAcTaBiIeHne »dToro mara. Takum oOpasom, TrEx BeicTymaer B ponm
MHTEPaKTUBHOTO OTJIAAUMKA, COMPOBOXKIAIOIIETO IMPOCMOTP CTATHYECKOro KOJa.
3HaueHHs peructpoB, nocrynHele B TrEx, a Takxke anapeca, ¢ KOTOpPBIX Oblia
BBITIOJTHEHA 3arpys3kKa BbIIIOJHABHINXCS HHCprKHHﬁ, IIO3BOJIAKOT BBIYUCIATH
JUHAMUYECKH 3aJaBaeMble aapeca. Kpome Toro, coBMmelleHHE CTaTUYECKOro U
JMHAMHYECKOTO IPECTaBJICHUSI YJOOHO B Cydae aHaln3a YCIOBHBIX IEPEXOIO0B:
MOXXHO TIPOCMAaTpHBaTh KaK BETBb KOJa, IIOMABIIYI0O B Tpaccy, TaK H
ANBTEPHATHBHYIO BETBb.

3.6. Peanusauua cuctemsl TrEx-IDA Pro.

Jnst obecniedenus B3aumogeicTBust cpenbl TrEx ¢ muzaccemOmepom IDA PRO
ObuM peanu3oBaHbl: MoAayib-pacimpenne IDALuaPlugin, obecneunBarommii
moctyn  k  uHTepdeiicy SDK IDA  Pro w3 Lua-ckpuntoB; 3arpy3dmk
VadsIDALoader, nossonsromuidi 3arpyxarb B IDA pamm um kaprty namsatd B
tdopmare TrEx; kmuenTckuit Momyns cucteMbl TrEX, obecneunBaromuii JoCTyn K
IDA Pro; reneparop daiisia tamra 1 KapThl TaMsITH HA OCHOBE TPacChl.

Monynb-pacumperne IDALuaPlugin npucnocobien mnst pabotsl ¢ Bepcueir SDK
IDA PRO Advanced 5.2. O mnpezcrasiser coOoil cepBep, 00eCIICUHBAOLIHIA
nocryn kinuenrta k Lua-o6éprke Hany SDK IDA Pro. B npouecce 3amycka cepsep
uniet B koManaHou ctpoke IDA Pro ampec u mopt A 3amycka. Ui UX ykazaHUs
HyxHO 3armyctuth IDA Pro ¢ mapamerpom: «-Oldalua:127.0.0.1:44», moncraBus
TpeOyeMblid agpec u mopT. Ecim mapamerpbl 3amycka He HaWJeHBI — CepBep
3ampalinBaceT aipec W ITOpPT 4Yepe3 Aualor B mpomecce 3amycka. OO€prTka
mpencTaBisieT U3 ceds (B TepMuHaxX s3pika Lua) riobampHyro Tabmumiy Idalnt
(hyHKIMH KOTOpOH cooTBeTcTBYIOT QyHKnmsM SDK. JlonmonmHuTeNbHAS JOKaIbHAS
(YHKIIMOHATIBHOCTh MOAYJIS-PACHIMPEHHsT — BO3MOXKHOCTb BbI30Ba Lua-CKpumTos
u3 ¢aitna B pamkax cpenst IDA Pro. J{ist atoro B mento Edit/Plugins/Lua plugin
HYXKHO YyKa3zaTb MMs Lua-ckpunrta. CrexyeT OTMETUTh, YTO 3aIlyCK MOIYJIs-
pacupeHust IPOUCXOAUT He B MOMEHT 3amycka IDA Pro, a cpa3y mocie oTKpBITHS
BbIOpaHHOro (aima s au3accemOmupoBanus. CrapT MOIYJIS-pacIMpEHUS
CONPOBOXKAETCs BHIBOAOM B KOHCOJb IDA Pro coobmenus «IdaLua: server started
<IP>: <Port>».

3arpy3unk VadsIDALoader mpucnoco6ien s paborst ¢ Bepcueit SDK IDA PRO
Advanced 5.2. Pesymprar CcOOpKM mTpoeKTa — JOWHaMH4ecKas OMOIHMOTeKa
VadsIDALoader.ldw. UtoObl nmonkirounth 3arpy3urk Kk IDA Pro HyXHO MOJIOKHUTH
oty Ombmuoreky B nupekroputo <IDA PATH>/loaders. [Ins wucmnonb3oBaHUs
3arpy34rKa HY>KHO B JHajiore BbIOOpa (aitma Iuis qu3acceMOMpOBaHUS yKa3aTh

144



¢daiin gamma, NpeaBapHTENIbHO CreHepHUpoBaHHOTO B cpeae TrEx (Hampumep
memory.bin). Ilocie 3Toro mosb3oBaTeNt0 OyAET BbIIAH IUHAJIOT i BhIOOpa
3arpy3urKa M3 CIIMCKa NOAXOISIIMX — HYXHO BbIOpaTh Vads dump files (BexHuii B
ciucke). [lpu 3TOM Aisl KaXIOro Auama3oHa MamsTH B KapTe MamsiTd OyayT
CO3/1aHbI COOTBETCTBYIOILIE CETMEHTHI U B HUX 3arpyxeHa HHGOpMaLus U3 JaMiia.

Buytpu cucremsr TrEx Hactpoiika B3aumozeiicteust ¢ IDA Pro ocymectBisercs
yepe3 MeHi0 IDA Pro. CrefyeT OTMETHTh, YTO TOJBKO B OKHE 0a30BOI Tpacchl B
MEHIO IIPEJCTABICHbl BCE IyHKThl — B OKHAaX NPOU3BOJIHBIX TPAacC IPUCYTCTBYET
TOJIBKO IyHKT Attach, Ha3HaYeHHE KOTOPOTO OIMCAHO HUXKE.

4. Cpeda duHamu4eckoz0 aHanu3sa TrEx

IToapo6uas opranusamus cpenasl TrEx npencrasiena Ha puc. 1.

CumynaTop:
* AMD SimNOW ® Dynamips
* Armulator e VMware

Onucanne

e Simics * QEMU A 5 =
c CTRYKTYP Hisiit KOg AR
AAHHBIX
|
l TpaccypoBLMK ‘
T
TE <

DUnLTPLI ApOTOKONOE Omnansmk T

| Haewrauun | BHyTpeHHee ’W
N ——

—Pabouee npocTpaHcTeo n%oema—,\

pacca
PasmeTs;
AnropuTMa AIMETKS

Pafodan runore:

pacca — —
npoueccal Cumsonsl | ... | Cumeons
J

Tpacca MaLMHHbIX
HHCTPYRLMA

Tpacca MAWMHHEX

WHCTPYKLWG

HWTH

Puc. 1. Komnonenmoi cpedvt TrEXx.

Cpena mpeiaraet ciaeayroIme BO3MOXHOCTH:

® MOAJCPKKA CPEICTB TPACCHPOBKH, OOCCIICUMBAIONINX TOITYYCHUE
Tpacc JJs pa3InIHbIX apXUTEKTYP U CIIOCOOOB 3alUTEHI;

®  BO3MOXXHOCTh KOMOMHHPOBAaHHOTO aHAalHM3a COBMECTHO CO CpeHoit
IDA Pro;

e Ha0Op TEHEpaTOpPOB PA3IMYHBIX IPEACTABICHUH aHATHU3UPYeMOit
MIPOTPaMMBI;
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e  [OJCHCTEMa MOJIy4YeHHUs U 00pabOTKH CHMBOJIBHOW MH(OPMALHH;

e [oJCHMCTEMa  ONHMCAaHUS  Mojeliell  (YHKUMM;  TO3BOJISET
ABTOMATHUYECKH IMOJy4aTh Pa3METKY TPAcChl B BHJIE KOMMEHTApHEB
K Bb30oBaM (yHKIHWH, conepKalux 3HAYeHUS (HaKTHIECKUX
apaMeTPOB BbI30BA.

Bonbmas yacTb KOMIOHEHT Cpeibl pealn30BaHa B BUIE MOXyJEH pacIIUpeHUs
0a30Boil (DYHKIIMOHATBFHOCTH, BKJIIOYAIOMIEH cpencTBa pabOTHl ¢ BHYTPEHHUM
MIpeICTaBlIeHHEeM M CHMBONBHON mH(popMarmen. J[ns obecnieueHuss BOZMOKHOCTH
BCTpaWBaHUs TOAKIIOYaeMbIX Monyieid TrEx B rpadudeckyro cpemy pa3paboraH
Habop MHTEep(]ECHBIX BBHI30BOB, C MOMOIIBIO KOTOPHIX MOIYJIHM MOTYT YKa3bIBaTh,
KaK1M 00pa3oM ciieayeT JOIOIHUTD IpadudecKuii HHTep¢enc Monp30BaTens.

LleHTpaibHBIM OOBEKTOM B3aMMOJEHCTBHS MEXIY CPElOW M MOMIYJISIMU SIBIISIETCS
unTepdeiic TrEx, obecnieunBaromuii JOCTYN K pa3IMYHBIM acIeKTaM YIIPaBICHUS
rpadugeckoit o6omoukoi. OOBEKT 3TOTO MHTEpPEiica mepeaaéTcs MOIYIIO TIPH ero
naunmamm3anud. O6sextT TrEX mo3BomsieT moiaydnts HOCTyn K HH(pOpMamum o6
OTKpPBITOM IIPOEKTE (Tpacce M MOATPACCAX, & TAKKE BCIOMOTATEIbHBIX JAaHHBIX) B
Buzge oobekra Workspace. Mogynu MoryT 100aBisTh 3alHCH B KypHaJl CHCTEMBI
yepe3 o0bekT Logger, KOTOPBI MOXKET OBITh HOJy4YeH M3 00bekToB TrEX wim
Workspace. [Insi kakaod 3amucu COXpaHsSETCs nata W Bpemsi e€ no0aBiicHHs, a
TaKKe XapakTep: HHPpOpMaLMOHHAs 3aIIUCh, IPEAYTPENICHUE WK OLINOKA.

'maBHOE OKHO W OKHa Tpacc SBISIFOTCS WHCTPYMEHTHPYEMBIMH, MOJJIEPKUBAS
CIIEIYIONINEe BO3MOXHOCTH: A00aBieHHE (yAaJeHHE) ITyHKTa MEHIO; JOOaBIICHHE
(ynaneHne) KHOIIKM Ha MTaHENb HHCTPYMEHTOB; To0aBiIeHue (yIaneHne) J0K-TaHeIH
WIA TaHENId B CTpPOoKe craryca. Cpemoil MpOM3BOIAMTCS MHHHUMAJIbHAS IMPOBEPKA
KOPPEKTHOCTH paboThl no0aBieHuid. B wactHocTH, TpeOyercs, uTOOBI Bce
JN00aBJICHHbIE B OKHa WMHCTPYMEHTHI OBbUIM yJajieHbl Ha MOMEHT 3aBEpILICHUS
paboTsLI.

MeHemkep OKOH Tpacc 00eCHeuMBaeT: MOJyYeHHE YIOPSAO0UYEHHOTO CIIUCKA BCEX
OTKPBITBIX OKOH TpPacc, JIMOO OTKPHITBIX OKOH KOHKPETHOM Tpacchl; CO3IaHUE
HOBOTO WJIM aKTHBAILIMIO YK€ OTKPBITOIO OKHA TPAacChl, J00aBJICHHE IIIaBAIOILETO
okHa. Kpome TOro, MEHe/KEp OKOH TpacC OIMUCHIBACT HAOOpP CHTHAJIOB («OKHO
CO3/IaHO», «3AKPBITHE OKHA», «U3MCHECHHE COCTOSIHHS OKHA»), Ha KOTOPBIC MOTYT
TTOIITUCHIBATHCS MOJTYJTH, YTOOBI IMETh K HUM JIOCTYII.

s obecriedeHnsi THOKOW HACTPOMKH PaclpOCTPAHCHHS H3MCHEHHIH BBHIOPAHHOTO
mrara B Tpacce MEXIy OTKPBITBIMH OKHAMH pealn30BaH ciexyromuil moaxon. Bes
KOH(UTypanusi OTKPBITHIX OKOH BOCIPUHHMMAETCSi B BHUJIE OPHUEHTHPOBAHHOTO
rpada, BEpIIMHBI KOTOPOTO COOTBETCTBYIOT OKHaM, a JAyrd YKa3blBalOT Ha
pacmpocTpaHeHuss U3MCHEHUH 10 BBIOpaHHOMY mary. OOecledeHO BU3yallbHOE
YIpaBJICHUE OMHCAHHBIM Tpadom.

Bce komnonents! cpeapl TrEX peanu3oBaHbl Kak 3aa4uu: MO ONPEAEICHUIO 3a1aya -
5TO TMpOLEAypa, BBIMOJHIIOMASCS B OTIAEIBHOM IIOTOKE, BO3BpAallaionias I0
3anpocy Ipyroi 3ajauu TEKCTOBOE ONMHCAHUE TEKYIIEro COCTOSIHUSA, JINOO 3HAaUeHUE
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nporpecca BBIIOJIHEHUST B Buje yucia oT 0 mo 1000, a Takke mpeaocTaBisroniast
BO3MOXHOCTh TPEPBHIBAHUS IIOJH30BATEIIEM C KOPPEKTHBIM OCBOOOXKICHHEM
pecypcoB. Peanmzaius kommnoHeHTOB TrEX kak 3amay mo3BOJISET, UCIOJIb30BATh
ennHOE Tpaduyeckoe OTOOpaKCHHE MPOrpecca BBHIMOJHECHUS, a TAKXKE BBHI3HIBATH
OJTHY 3aJIa4M U3 APYTHX B KA4eCTBE Mmoa3aaad. Kaxxaplit BBI30B 3a1a4n pukcupyeTcs
B JKypHaJle: COXpaHIEeTCsS BpeMs Hadaja W KOHIAa O00pabOTKH, HICHTU(UKATOP U
rnapameTphl 3a1a4H.

B cpeme peanu3oBaH MeXaHHM3M BU3YalbHbIX CBEPTOK, IIO3BOJSIOLIUN IIPU
OTOOpaXKEHHH TIPOIYCKaTh 4YacTH TpPAacChl, CBOpadyMBasi HMX B JPEBOBHUIHYIO
cTpykTypy. CTaHZapTHBIN BUJ Tpacchl OTOOpa)kaeT CBEPTKH B JIEBOW YacTH OKHA B
BUAE TOJNOCOK (B pa3BEPHYTOM BHJE) HIM KBaJgpaToB (B CBEPHYTOM BHUJE)
Pa3IU4YHOrO LBETA.

OnHUM M3 Ba)XHBIX MCTOYHUKOB MH(pOpMaNMU O (yHKIMOHHUPOBAHHU HPOTPAMMBI
sSBJIsIeTCSl HA0Op CHUMBOJIOB (MMEH) (YHKIMH, KOTOPHIE BBI3BIBAIOTCS POIPAMMOM.
B cBsa3u ¢ atum B cpene TrEx peann3oBaHa crieniyajibHasi MOACUCTEMA MOITYUYEHUS
TakoW MH(POPMAIMU U3 TMHAMUYECKH 3arpy>kaeMbIX 0nOimoTek. OTHUM U3 BaXKHBIX
KOMITOHEHTOB ~ IIOJICHCTEMBI  sIBJIsieTCs  pa3dopmuk  Oubnmorek  Hanbosiee
pactipoctpaHéHHBIX (opMmaToB HcnoiHseMmbix ¢ainos PE32/PE32+,COFF, ELF.
OH M03BOIISET U3BIICKATh UMEHA SKCIIOPTHPYEMBIX STHMHU OHOIMOTEKaMHU (PYHKITHIA.

[Ipu BBIAEIEHNH U aHATIM3E AITOPUTMA BOKHYIO POJIb UTpaeT 3HaHue QYHKIHUH U UX
apaMeTpoB, PpEIM3YIOIIMX OTIeNbHBbIE 4YacTH anroputMma. Eciou omnucanue
IapamMeTpoB HEKOTOPOH (YHKIIMU M3BECTHO, HAIpUMEP, ITOJYYEHO B XOJE aHAIN3a
Wiy, ecian QyHKIUS SBISIETCS YacThIO U3BECTHOW OMOJIMOTEKH, TO OHO MOXKET OBITh
HCIIOJIB30BAHO IS IIOMCKA BCEX BBHI30BOB JIAHHOW (DYHKIIMH U TTOJTyYESHUS 3HAYCHUI
(haKTHYECKUX TIapaMeTpoB OTHX BEI30BOB. JTa HWHPOpPMALHWsA, MOXKET OBITh
Ype3BBUAHO TOJe3Ha Ui NMOHMMaHuA padoTel anropurma. B cmcreme TrEx
peann3oBaHa MMOJCUCTEMA OIMCaHUs MoJiesieil (DyHKIIHIA.

[Ipn co3manmu Moxmenu (yHKUMM CHadasla BBIOMpaeTcs MpPOLECC, B KOTOPOM
JIOJDKHA BBITTOJHATHCS (QYHKIMSA, 3aTeM YKa3bIBAlOTCA: MM (DYHKLUH, HA4aIbHBIN
azpec ee Konma, Ha0Op KOHEYHBIX aJPECOB, CBA3AHHBIX C (QyHKIHEH (MOXeT OBITh
MOJIy4€H aBTOMATUYECKH MO HAYalIbHOMY aJIpecy), a TAKKe OMUCAHMUS €€ BXOIHBIX
M BBIXOJHBIX MapaMeTpoB. Bujbl mapaMmeTpoB: mapaMmerp, nepenaBaeMblii yepes
CTEK C 3aJlaHMEeM CMEIICHHUS] OTHOCUTEIIBHO yKa3aTellsl CTeKa U pa3Mepa s4eiku (IBe
KOHCTAHTBI, JIHO0 apu(PMETHUYECKUX BBIPAKCHHS); HapaMeTp-peructp (ums
pETHCTPA).

5. Mpumepbi npumeHeHusi cpedbi TrEx.

PazpabotanHblii  MeTom ~ KOMOWHHPOBAaHHOTO  aHajW3a  IO3BONISIET B
MOJyaBTOMAaTHYECKOM  PEXKUME  BBUICNATH  alrOPUTMBI,  PEalU30BaHHbBIC
HCCIIEAYyEeMbIM KOIOM, OTCIIeKHMBATh pPabOTy alrOpHTMOB, pacIpeleNIeHHBIX 10
aIpeCHBIM  IIPOCTPAHCTBAM  HECKOJNBKMX IPOLECCOB MM  HCIHOJB3YIOMINX
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0COOEHHOCTH pabOThl KOJa OINEPAl[MOHHOW CHUCTEMbl. PacCMOTPHM HECKOJIBKO
NPUMEPOB MPUMEHEHHSI KOMOMHUPOBAHHOTO aHAJIM3A.

5.1. BbigeneHue uccneayemoro koga

[TepBblil npuMep COCTOUT U3 IBYX MOJEIBHBIX IPOrpaMM, PEAIU3YOLUUX OJHY U Ty
e (DYHKIIHIO BBIYHMCIIEHHSI CYMMBI HATYPaJIBHOTO YHCIOBOTO psifa u3 N uHcer.

Function test_func(ByVal n As Integer) As Integer
ITn=20 Then test _func = 0

Else test func = n + test func(n - 1)

End test func

IlepBass mporpamma — Vvb6test - peammsoBana Ha VisualBasic 6.0 wu
CKOMIIMJIMPOBAHA B BUJIE P-Koza (KOJa BUPTYaJIbHOM MaluHbl). BTopas nporpamMma
— vbnettest — peanm3oBaHa Ha VisualBasic. NET W CKOMIWIHpPOBaHA B BHIE
YIPaBIIIEMOT0 KOJIa.

Tpacca cuumamace mma »=10. Pa3Mmep Tpacchl, NOJXy4eHHOH JUIS KaxJIOH
mporpamMmbl, cocraBiser okoso 700MO6. Pesympratel 00paboTKHM  Tpacchl
npencTabieHsl B Tabmuie 1. Ilocie Toro xak B Tpacce ObuTa OOHapyKeHa IedaTh
pesyapraroB (yukimun test _Ffunc, Osur BeIMONHEH OOpaTHBIN CciaiicHHr, B
KauyecTBe KPHUTEpUs KOTOPOTO BBICTYNAIO pe3yJbTUpYIOllee 3HaueHue. Bpewms
BBITIOJTHEHUS cllalicuHra okoJio 50 cekyHI.

W3 Tabmumbl BUAHO, YTO B CIydae PyYHOTO aHAIN3a PAacCMAaTPHUBAEMBbIX IPOTPAMM
aHAJIUTHUK MMeN OBl €70 1160 ¢ MIJUIMOHAMU IIaroB IPH ANHAMUYECKOM aHAIN3E,
1100 C JECSITKaMH THICSY IIAroB MPH CTATHYECKOM, HCIIOJIb30BAHUE ClIaiicHHra 3a
HECKOJIbKO MUHYT CBOAMT 33/1a4y aHAJIN3a K HECKOJIBKUM COTHSM MHCTPYKIMH, T.€.
MPUHIUIHAATBHO YIPOILIAET 3a7auy aHAJTUTHKA.

Tpacca, cogepxamiast Kog paboTh
aHAIM3UPYEMON ITPOrpaMMBbl B Uucno
M0JIb30BATEIHCKOM PEXHUME HHCTPYKLMHA
Yucno 1ocJie
Pasmep, Mb | Hucrno miaroB | MHCTpYKIUi B 00paboTKH
JIMCTUHIC
VB v6.0 42 575392 26 620 356
VB NET 35 484 248 62 726 143

Tab. 1. [lpumenenue uncmpymenmog cucmemol TrEX 015 cokpawjenust pasmepos
AHATUZUPYEMO20 KOOd.
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5.2. BocctaHoBneHue anropyutma reHepauum JInULEH3UNOHHOro
Knro4a

B pamkax jaHHO# 3aauu TpeOOBAIOCh BOCCTAHOBHUTH AITOPUTM IeHEpaIMy KIIHoua
cucteMsl SPLM (SmartPlant License Manager 2010). TpaccupoBanack paboTa
¢aiina licgen.exe, KOTOpbIN mosyyan Ha BXoxa ¢aitn machine-id.txt, cogepxaniuii
UIeHTU(HUKATOP MalIMHBI, a Ha BBIXOJE TeHEepHpoBal (aiii, coaepiKaluii
nuieH3ui0 B OuHapHoM Bujpe. QPaiinm licgen.exe ObLI NOJMYYEH B pe3yJibTare
KOMITUWJISAIMH B OTJ3JOYHOM PEXHMME C MPUKPEIUIEHHOHN 0TIIa0uHO# uHpopMarmeit
B (popmare pdb. B wacTHOCTH 3TO NpPHUBENO K TOMY, 4TO JUI BCEX BBI3OBOB OBLIH
CreHEePUPOBAHbI 3arNyIIKH, T.€. TEPBOH MHCTPYKIMEH BCEX (YHKIMHA MPOTrpamMMEI
Oputa mHCTpYKIUSI JMP.

B mnosnyueHHO# Tpacce ObUTM BOCCTAHOBJIEHBI MOJYJIM M MOJKIIOYEHA CUMBOJIBHAS
uHpopmanus, coepkalias U3Ha4aJIbHO TOJBKO CHMBOJIBI CUCTEMHBIX OMOINOTEK,
HO HE CHMBOJIBI CaMOW Iporpammsbl, T.K. pdb sBisieTcst 3aKpbITHIM (hopMaToM M
HalpsIMyIo IOJYYUTh U3 HEro CHMBOJIBI 3aTPYJHHUTENbHO. B Tpacce Obul HaiineH
Bb130B (yHkiuu WriteFile, coorBeTcTByIOmuil BoIBOAY JMieH3uu B ¢aiin. [lyrém
BOCCTAQHOBJICHHS 3HAUCHWH €ro mnapaMeTpoB OBUIM BOCCTAHOBJICHBI JaHHbIC
TUIEeH3UX (TIPeBapUTENBHO OBUIH BOCCTAaHOBJICHHI MapaMeTphl Oydepa, KOTOPHIH
coliepkall camy JHieH3uto). Jlagee ObUia moMydeHa CHUMBOJBHAsT MH(POpMAIU U3
¢aiina pdb, myrém 3arpy3ku ucxoauoro ¢aiina licgen.exe B auzaccem6biuep IDA Pro,
KOTOPBII aBTOMAaTHYECKH CIIOCOOEH M3BJIEKaTh CUMBOJIbHYIO HH(poOpManuio u3 pdb
¢aiinos. J{ng renepanum cuMBOJBHOM uHpopMaimu B ¢opmare TextSym Obii
npumenén pazpaboran IDC-ckpunt make sym. Ilo mosiydyeHHBIM cHMBOJIaM OblLia
BBISICHEHA TOYKa B Tpacce, rie Havan paboraTh Koa licgen — BbI30B (PyHKI[MHM main.
Jnst u3BNIeYeHns anropuTMa reHepalyy Kiroya Obul IpUMEHEH OOpaTHBIN CIaliCHHT
c y4€TOM aJpecHBIX 3aBUCHMOCTeH uisi Oydepa JMIEH3MH, OT TOYKH BBI30Ba
¢ynkun WriteFile no Toukn BeI3oBa yHKIMM main. B npornecce ObL10 BBISICHEHO,
YTO 3amuch B (aill MPOBOMMIIACH TIOCIIE 3aBepIIeHUsS (YHKIUU main, BO BpPEMs
copoca OydepoB Ha ITUCK, T.e. (paiiin He OBUT 3aKPHIT MONIB30BaTENIEM, a 3aKPBIBAJICS
HESIBHO TIPH 3aBepIeHnH Iporecca. [lomydeHHsli cnaiic ObIT qanee OTUIBTPOBAH
[0 TIpoLecCy, C yHaleHHeM Kona snapa. Ha pesympTupyrommii ciaiic ObuT0
HalloXeHo JepeBo BbI3oBOB ¢yHkimid (CallTree), uro mo3Bonmmio 3¢dexkTuBHO
NPEICTABUTh CTPYKTYPY BBIIEICHHOTO aJrOpUTMa.

5.3. UccnepoBaHue 3noBpeaHoro Kkoaa

B pamkax »3TOii 3amauM TpeOOBAIOCH HCCIENOBAaTh IOBEAEHHE 3JI0Bpela
Trojan.Win32.Tdss.ajfl u BeInenuTh B BHIE acceMOJEPHOrO JIMCTHHTA KOJ 3TOTO
370Bpefa, TIIOCIE€ €ro pa3BOpauyMBaHWS B NaMATH 3apa)XEHHOM MAIIHMHBI
Buptyanpnas Mammaa AMD SimNow OpDTa 3apaieHa yKa3aHHBIM 3JIOBPEIOM,
myTéM 3amycka ero ucmnonHseMoro daitma Trojan.Win32.Tdss.ajfl.exe. JlaHHBII
37I0Bpe TepexBaThIBaeT Jr00oe oOpamieHue K AWCKY Ha YpoBHE (QaifyioBoit
cucteMsl. YToOBI yOeauTcs, 9TO CHCTEMa 3apakeHa ObUI MCIOJIB30BAH WHCIIEKTOP
snpa GMER. ITocne aToro Obiia BKIIIOYEHA TPACCUPOBKA U 3aJIeHICTBOBaHAa KOMaHa
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obonoukn cmd.exe type Ui BBIBOJA B KOHCOJb cojepxumoro caitna
Windows\ default.pif. Beinonnenne 3Toli KOMaHIbl TapaHTUPOBAHHO JOJKHO OBLIO
MPUBECTH K Iepeiaue YIpaBJIeHHUs 3II0BpELy.

B nepByto ouepens B nomyueHHol Tpacce Obiia HaineHa ¢yHkims CreateFileW,
JUIL KOTOPOM OBLIO BOCCTAHOBJIEHO 3HAYEHHE IMEPBOTO MapaMeTpa, COIACPIKaIlero
umst otkpbiBaemoro ¢aitna (_default.pif), ¢ uenplo ydeaurcs, 4TO 3TO HYKHBIH
BbI30B. [lociie yero ObUT HAWICH BXOXI B SAPO, PCATM30BAHHBIA HHCTPYKIIUCH
SYSENTER. 3atem Obu1 HaiijieH mepexo B MOIyJib (haiioBoli cucteMsl ntfs.sys.
Oror mepexon coorBercTBOBaN BbBoBY (QyHkumu lofCallDriver. IlepBas
HMHCTPYKIMA 3TOW (yHKIMK Oblia nepesanucana uHCTpykuueid JMP, nepenatomieit
yIpaBJieHUE 3JOBPEAHOMY KOy, KOTOPBIH 3aTe€M OCYLIECTBISET BBI30B OJHOHW M3
cBOMX (DYHKIMH, UCIIOIB3YS TabIHIly Iepexo1oB. B pe3yibraTe ObuT NOMyUYeH OMH
U3 IMana3oHOB aJpecoB, IO KOTOPHIM OBLI 3arpykeH 3ioBpenHbiii kon. Ilo
JaHHOMY JuWana3oHy Oblla TpoBeAeHa (WIbTpamus TPacchl W IMOCTPOEH
acceMOJIepHBIH JTUCTHUHT, KOTOPBIN OBIT COXpaHEH B (aiiil B TEKCTOBOM BHJIE.
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