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AHHoOTanms. B craTbe paccMaTpuBaeTcsi METOJ BBISBICHHSI OMIMOOK pabOThI ¢ MAMSTHIO B
OMHApHOM KOJIe MPOTrpaMM, TaKMX KakK BBIXOJ 32 TPaHUIlBI Oydepa MpU YTCHUHM UM 3allKCH.
TIpemnaraemplii METOJ OCHOBBIBACTCS Ha HCIOJIL30BAHUM JHHAMUYCCKOTO aHalM3a |
CHUMBOJILHOTO BBITIONIHEHHS. MeTOA TpUMEHseTcs K OuHapHbM (aitmam mporpamm 6e3
JTOTIOJTHUTEIIFHOM OTNMamouHoil uHpopmaiuu. OnucaHHBIA METOJ ObLT peaau30BaH B BHIC
OPOrPAMMHOTO HHCTPYMEHTa. BO3MOXHOCTH HWHCTPYMEHTa MPOJEMOHCTPUPOBAHBI HA
npuMepe Toucka ommOoKk B 11 mporpammax, koTopele paboTator moj ympasieHuem OC
Windows u Linux, B 7 U3 HUX OIIHOKA HE OBUTH UCTIPABIICHBI HA MOMEHT HATIMCAHUS CTAThH.
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1. BeedeHue

Ha ceromusmHuii neHb, Ba)XKHBIMH NPAKTHYECKUMH 33j1a4aMH B KOMIIBIOTEPHOM
6e301acHOCTH SIBIISIETCS IOMCK OMIMOOK B porpaMmHoM obecrieuennu (I10). Jlroau
BCE dyamie HMCroib3yloT pasnuuHoe [1O st coOCTBEHHBIX HYXXZI: Iiepenada |
NOJydYeHHe pa3HOM (B TOM 4MCie W KOHQMIECHIMAalIbHOH) HWH(OpMaLuH,
WCTIONIb30BaHUE MpOrpaMM JUisi paboThl W T.A. TakuMm oOpa3om, obecrieueHue
HaJEKHOCTH, KOHPUICHINAIBHOCTH M JOCTYIIHOCTH Pa0OTAIOIIEro POrpaMMHOTO
obecrieueHHs SBIIACTCS aKTyallbHOU 3a/1a4ei.
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Hapymats paboTy mporpaMMHOTo 00ecTiedeH s] MOTYT Pa3jIMdHOTO POJia OIIHNOKH.
Cpenu BCEBO3MOXKHBIX THIIOB OIIMOOK MPHCYTCTBYET OOJNBIION Ki1acc — OIIMOKH B
peammzanuu  (nedexTol). B cBOlO ouepens AaHHBIE OMIMOKM pa3leNsiOTCS Ha
MHOXKECTBO Da3zIMYHBIX HozakiaccoB [1]. Msl Oymem paccMmaTpuBaTrh Ae(EKTHI,
NPUBOASIIME K HapylIEHWI0 JocTyna K maMsatv. [long HapymeHumem nocTyma K
naMsTH, Oy/leM NOHMMATh BBIXOJ 32 IpaHULBl Oydepa B MaMsATH IPU ONEPaLUH
YTEHMsl WIM 3allucH B 3TOT Oydep. B crartee mpemnaraercs MeToj MOMCKAa TaKUX
nedexToB. 3adacTyr0 HapyIIeHHe JOCTyla K TIaMATH IIPOUCXOAWUT H3-3a
HETIPaBWJIFHOTO KOIMPOBAHHUSA JaHHBIX, BBIACICHUS W OCBOOOXKACHHUS MaMSTH.
Iowck medexToB Takoro posa OCYIIECTBISETCS B ONHAPHOM KOJIE, TJe OTCYTCTBYET
Kakas-mn0Oo wHpopMmanus o TpaHunax OydepoB mamsaru. CremoBaTenbHO, 3Ty
HHQOPMALINI0 HEOOXOIMMO BOCCTAHOBHTH. [IpENJIOKCHHBI METOA OCHOBAaH Ha
aHaJIn3¢ Tpacc BBIIIOJIHCHU A IporpamMm, TIOJTYUYCHHBIX npu IIOMOIIIH
MOJTHOCUCTEMHOTO cuMyisitopa [2-7]. Jlnst 3amaHHOrO HabOpa BXOJHBIX JAHHBIX
(UKCHpPOBaHHOTO pa3Mepa (Jajee 3TH BXOJAHBIE JaHHbIE O0O3HAYAIOTCS Kak
npeguxc), NIogOUpatoTCs 3HaUeHUs npedrKca U 3HaYeHHEe JUTMHBI ATOT0 Npedukca,
IpU KOTOPBIX NPOMCXOAUT HapylleHHe padoThl ¢ mamsAThio. [ mombopa 3THX
JIAHHBIX MCIOJIB3YETCS TEXHOJIOTH CUMBOJIbHOM uHTepnperanuu [8]. [pumenenue
CHUMBOJIBPHOIM WHTEpIIpPETallnyl U1 aHaJIHM3a TPACC BEHIIOJHEHHs OMHMCaHO B pabote
[9]. OnHuM U3 HOMOTHEHUH B IpeyIaraeMoOM MOAXO0JIe M0 CPaBHEHHUIO ¢ paboToit [9]
SBIISICTCS HAMIMe aOCTPAKTHOTO 3HAYCHUS JUIMHBI y HAaYaJIbHOTO HAaOopa JaHHBIX.
[Mommmo Toro, mpemmaraercs ocobas 00pabOTKa HEKOTOPHIX (YHKIHUH: BBOJ
MOJIb30BATENECKAX JTAHHBIX, CTPOKOBBIC (YHKIHMH, (QYHKIUU BBIACICHHUA U
OCBOOOXKICHHS TTAMSITH.

CraThsi OpraHm30BaHa CIEAYIOMIMM o0pa3oM. Bo BTOpOM pasnerne ONHCHIBAIOTCS
TEOpPETHYECKHE AaCIEeKTHl IpeIIaraeMoro Meroja. B Tperbem pasmene ommcaHa
o0mrass cxemMa pabOTHI MPOTPAMMHOTO HHCTPYMEHTA, PEANM3YIOIMIETO JaHHBIN
Meron. B uyerBepToM paszzjene paccka3blBaeTcs O JETalsX pealn3aluud 3TOTo
HHCTPYMEHTA. B msarom pasaeie nmpeacCTaBJCHbI PE3YyJIbTaThl IPUMEHCHUA JaAHHOT'O
Metona. B mecrom paszgene mpeacraBieH 0030p Onmskux pabdor. B mocnemHem,
CellbMOM, pasjielie aHaIM3UPYIOTCS pe3ylbTaThl M OOCYXKAAIOTCS JallbHEHIne
HaIlpaBJIEHUs UCCIIEIOBAHUN.

2. ModenupoeaHue pabomsi ¢ 6y¢hepamu namsimu e 6uHapHOM
Kode

Jis pemeHrs MOCTaBJICHHOW 3aladdl HeoOXoAuMO (OpMalbHO OMHCATh IMpaBHIIa
JIOCTyIIa K MaMsITH, TP HAPYIICHUH KOTOPBIX BO3HHKAET OIMUOOYHAS CHUTYaIUs.
Yamie Bcero, HapylieHHe pabOTHl ¢ MAMSITHIO MPOUCXOAUT BO BPEMs BEBITIOITHEHUS
MAIIMHHBIX KOMaHJ, KOTOpbIC O0OpamarTCcs K MaMATH C WCIOJIb30BaHHEM
KOCBCHHOW anpecanuu. [Ipy KOCBEHHOM OOpallleHHMH K MaMsITH, aJpec SYCHKU
MaMsTH, B KOTOPBIH MPOMCXOINUT 3arpy3Ka MM BRITPY3Ka JAaHHBIX, MOXET 3aBHCETh
OT BXOJHBIX JAHHBIX, YTO MOTEHIHWATHHO MO3BOJSIET OOpAIIaThCS 3a TPAHUIIBI
JOITyCTUMOHN 00JIacTH MaMATH. DT MaIIMHHBIE KOMAaHIBl MOTYT BXOIHTH B COCTaB
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OubmuoTedHpIx  QYHKIUH paboTel ¢  maMAThio. COBpEeMEHHBIE  BEPCHH
OuOIMOTeYHBIX (DYHKIMI UCTIONB3YIOT paclIMpeHus Ipoleccopa, Takue kak SSE2,
JUIL  YyCKOpeHHs paboThl. AHaJINM3 MallMHHBIX KoMmaHa SSE2  3HaunTenbHO
YCIOXKHSIET 3ajady Ioucka ommubok. B To ke Bpems, ceMaHTHKa MHOTI'HX
OubmmoTeyHplx (QyHKUMIT pabOTBl € NaMATHIO H3BECTHA, YTO MO3BOJISET
00pabaThIBaTh UX KaK €IWHOE IIeJ0€ BMECTO 00pabOTKHM OTHENbHBIX UHCTPYKLUH,
BXOJSIIMX B 3TH (GYHKIMH. MOXHO 3HAYMTENBHO YIPOCTUTH 3a7ady IOMCKa
OmMOOK JOCTYHa K IAMATH HCIONB3YS CIEAYIOIUA moaxoxa. s MamIMHHBIX
KOMaH]], BXOJAMINX B COCTaB (PYHKIMI C M3BECTHOW CEMAHTHKOH, BBHIMIOJHACTCS
00paboTka QYHKIUI [EINKOM C IOMOIIBI0 PAaBWII, COOTBETCTBYIOIINX CEMAaHTHKE
9TuX (yHKOMH. [ BCeX OCTaNbHBIX MAUIMHHBIX KOMAaHJ HCIIOJIB3YeTCS CBOM
Habop mpaBmi. Takum 00pa3oM, BBITEKAET HEOOXOAMMOCTH SIBHOTO BBIJEICHUS B
KOJle TIporpaMMbl (DYHKIIMH, OTBEUYAIONIMX 32 PadOTy ¢ mamsThio U (GopMaabHOrO
ONMCaHMs MX CBOMCTB, YTO MO3BOJIAT BECTH YYET AOCTYMHBIX OydepoB maMsTH u
0oOHapy)XMBaTh BBIXOJ 32 UX npezaenbl. [[loMiUMO TOro, aHaIn3 NOMEYEHHBIX JaHHBIX
TpebyeT 3amanus QyHKIHH, OCYLIECTBIISIOMNX BBO MOJIb30BATEILCKUX JTAaHHBIX.
Pa300béM mpaBmiIa 10cTyNa K HaMsTH Ha JABE TPYIIIIbL:

®  TpaBWia, ONMCHIBAIOIINE HAPYIICHHUS MPH HCIIOIb30BaHUU OMOIMOTEUHBIX

(hyHKIHIA;
e paBWia, ONWCHIBAIOIIME HApYyUIEHWs IIPU KOCBEHHOW ajpecaruu B
MAaIIMHHBIX HHCTPYKIHUSX.
Jns 3amaHust TMpaBWII INEPBOW TPYHIIBI BaXKHBIM KJIAcCOM (DYHKIMH SIBIISIOTCS
CTPOKOBBIE (DYHKIMH, TaKWe KaK: KONMHMPOBaHHWE, KOHKATEHALWs M OIpeAeeHue
JUTMHBI HYJb-TEPMUHHPOBAHHBIX CTPOK. B IpearonokeHnn, 4To ceMaHTHKa TaKHX
(GyHKIMIA M3BECTHA, UX MOXXHO MOJIEIIMPOBATH LIEJIMKOM, HE MOTPYXKasich B KOJ
peanuzanmu.
[lpu ommcanum mpaBmiI JOCTYNAa K MaMsITH Ha YPOBHE MAaUIMHHBIX HWHCTPYKIMHA
JIOCTaTOYHO PACCMATPUBATH aJJPEC MAMSTH, IO KOTOPOMY IPOUCXOAUT JOCTYII.
[IpuBeneHHBIE paccyskAeHHUS NPUBOAAT K CIEAYIOIIUM OINPEAEIeHUsIM U IpaBuiIaM
MHTEPIPETALUH TPACCHI MALIMHHBIX KOMaH]I.
Iox Tpaccoit Oysem MOHUMATH YIIOPSI0YEHHYIO TIOCIIeI0BATELHOCTD Map
(instrg, Mg)
(instry, M;)

(instry_;, My—4)

rae instr;, 0 < i< N — BeIMOMHABIIASCS Ha Iare i MamydHHAS KoMmMaHaa, a M; —
COCTOSIHHE MAMSITH KOMIBbIOTEpa IEpPEea BBIMOIHEHHEM 3TOW KOMaHABL. IlaMsTh
Npe/ICTaBIsIeT HAOOp aApecyeMbIX MAIIMHHBIX ¢lI0B M = (my ... Mpgy) B KOTOPOM
eIMHO00pa3HO OO0BEMWHEHBI Bce sUYeHKH, OOJamalomue COCTOSHHEM: Kak,
COOCTBEHHO, OTICPAaTUBHASI TAMSTh KOMIIBIOTEPA, TAK H PETHCTPHI.

MamuHHass KOMaHaa — TPOWKa, OIMUCHIBAIOIIAS OINEPAIMI0 Haa JNaHHBIMH M €€
(axtuyeckue onepanspl: instr = (KOII, {use;}, {defj}), rne KOII — xon onepanumu,
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use,def EM — MHOXeCTBa SYCEK, CYMTHIBACMBIX M 3alHCHIBACMBIX TaHHOW
MaIMHHON KOMaH/0i. B Habopax omepaH/IoB SBHO YKa3bIBAIOTCS SUCHKH HaMSITH,
KOTOpbI€  CYMTBHIBAIOTCS W  3aMMCHIBAIOTCS I1IPU  BBIIOJHCHUM  KOMAHJIBI.
HemocpencTBeHHO afapecyemble OnepaHibl HE YKa3bIBAIOTCA. B ciiydae KOCBEHHON
ajpecali SIBHO YKa3bIBalOTCA 00e stueliku: (GakTUUecKuil omepanja U sdeika,
3ajaronias aapec.
B paboTax, ONKMCHIBAOMINX JUHAMUYECKHUI aHAIN3 TIOMEYCHHBIX JaHHBIX, IEPEYCHb
KOJIOB Omepaiuii peanusyetT MuHUManbHbIH Habop RISC komann [10], pacumpus
ero IICEeBJOKOMAH/OM BBOJA I0Jb30BATEIbCKUX JAHHBIX. B J@HHOM ciiydae
pacLIMpEeHHe PENOIaraeT CASAyOIie 7 ICeBIOKOMAH:
e Bryienenue namsaru (malloc, {size}, {addr}),
e ocBoboxaenue nmamsatu {free, {addr}, {}),
e  ompeneneHue UIHHBI cTpoku (strlen, {addr}, {len}),
e  KomupoBaHue CTPOK (strcpy, {dest. addr, src.addr, }, {}),
e  KOHKaTeHamus cTpok (strcat, {dest.addr, src.addr, }, {}),
e  KOmMpoBaHHE GUKCHPOBAHHOMN JUTMHBI
(memcpy, {dest. addr, src. addr, n}, {}),
e  BBOJ MMOJIB30BaTENbCKHUX AaHHBIX (read, {addr, size}, {readed})
OcTaibHbIe KOMaH/IbL:
e  yuapuas oneparms (0, {use_cell}, {def_cell}),
e  Ounapnas onepanus (O, {use_cell,, use_cell, }, {def_cell}),
e 3arpyska qanubix w3 nmamsaTu (load, {src_cell, src_addr_cell}, {dest_cell}),
e  BhIrpy3ka B mamsth (store, {src_cell, dest_addr_cell}, {dest_cell}),
e  (OesycnoBHas nmepenava ynpasienus (jmp, {[addr_cell]}, {})
e i ymoOCTBAa HHTEPIPETAI[MH TPACCHI IBHO pas/iesieHbl cpaboTaBmInil U He
cpaboraBimii  ycrmoBHbie mepexozbl:  (jct, {cond_cell[, addr_cell]}, {})
(jcf, {cond_cell, addr_cell}, {}), cooTBeTcTBEHHO.
CTOUT OTMETHUTH, YTO TPHUBEAEHHBIA CIMCOK ICEBIOKOMAH], O0O0ECIIeYNBAIOIIIX

00paboTKy (QYHKIMIA C W3BECTHOM CEMaHTWKOH, HE SBISETCS KOHEUHBIM W IIPH
HEOOXOIMMOCTH MOKET OBITH PACIINPEH.

B mporecce MHTEpIpeTaldd  MOJACPKHBACTCS  MHOXKECTBO  CHMBOJIBHBIX
nepeMeHHbIX S, HaJl KOTOPBIMH JIOMTYCTHMBI YHApPHBIC W OWHApPHBIE OMEpaId, a
TaK)Ke OTePAIMHU 3arPY3KH U BBITPY3KH JAHHBIX.

Jnst onmucanust paboThl C MaMATHIO HCIONB3YeM TOHATHE Oydepa, UMEIoNero
cuMBOJIBHYIO JuinHy [11]. anee B Tekcre OymeMm o0o3HayaTh e€ro kak L-Gydep.
Bamaercs L-Gydep | B Bume tpoiiku [ = [base, clen, slen], coxepxarueii aapec
0a3bl, pea’JbHYI0 U CHMBOJIbHYIO [UIHHY, OTBEYAIOIIYIO 3a aOCTPaKTHBIA pa3Mmep
Oydepa. Ha puc. 1. cxemarnuno npencrasien L- 6ydep.
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slen

clen
N

L1/

N
| cumeonbHbIl npeghukc

T

base

Puc. 1. L-6ygep.

WHaTepnperanys maroB Tpacchl MPOUCXOIUT B KOHTEKCTE, COCTOSIIEM M3 YETHIPEX
KOMITIOHEHT: TEKYIIEr0 CHMBOJIBHOTO COCTOSHISI, TpenuKaTa myTH Pp, MHOXecTBa
CHUMBOJIBHBIX TICPEMECHHBIX S U ABYX MHOXecTB L-Oydepon mamsatu A u |.
OTto0pakeHue A CBs3BIBACT SUCHKH (MAIIWHHEBIC CIIOBA) MAMATH W BBIPAKCHHS HAJ|
CUMBOJBHBEIMH TICpEMCHHBIMU. [lomydeHHEe CHMBOINBHOTO ¥ KOHKPETHOTO
YUCICHHOTO 3HA4YeHUs sA4elKku mnaMaTH OyzaeM onuckiBath A[m] um M[m]
COOTBETCTBCHHO.

B xone wHTepmpeTanuu Tpacchl Ha OCHOBE INpenuKaTa IyTH U JOTONHUTEIBHBIX
OTPAaHUYCHUIM TPOBEPSIOTCS YCIOBHS BBIXOAa 3a rpaHulbl Oydepos. s
0003HaueHMs] TIPOBEPOK BBOAMTCS (QyHKUUS Assert(ycrioeue), KOTOpask MpPOBEpsET
HUCTHHHOCTH 3aIaHHOTO YCIIOBUSL.

Taxoke cymiecTByeT OTAeNbHbIHN B L-0y(depoB, KOTOpbIE COOTBETCTBYIOT 00JIaCTIM
BBIICJICHHON mamsATH. Y Takux OydepoB aOCTpakTHas JIMHA MOXET OBITh
KOHCTaHTHBIM BhIpakeHueM. B oTinuuue ot pa6otsl [11], B mpeyiaraeMoM moaxoae
Kaxplit L-Oydep momernieH B 0J1HO U3 MHOXeCTB: A miu |, B 3aBUCHMOCTH OT TOTO,
COOTBETCTBYET Oydep BBIICICHUIO MAMSITH WM BBOAY IaHHBIX. BXOIHBbIC JaHHBIC
MOTYT TIOCTYIATh U3 PA3TUYHBIX HCTOYHUKOB: CETh, (DaIIbl, apryMEHTHI KOMaHIHOU
ctpoku. Ilogmepkka nByX MHOXKECTB A H | TIO3BONKT B JaibHEHIIEM BBIOIHSTH
JIOTIOTHUTEIBHEIEC TIPOBEPKH.

BrenmeMm oToOpakeHHE, MO3BOJSIOIINE TIONYIUTh U 3aJaHHOTO anpeca Oydep B
3ajanHoM MHoxkectBe T(X,addr) = x,x € X, aapec addr ykassiBaeT Ha OJHY W3
siueek Oydepa X, X oquo u3 MHOKecTB A 1 |. It kpatkocTu OyneM B JambHEHIIEM
0003HaYaTh OTOOpaKEHHS, CBS3aHHBIC C KOHKPETHBIM MHOXECTBOM Oy(hepoB Kak
T(A) u T(I).

Juist oroOpaxkernid T U A BBenéM omepario oOHOBIIeHUS <. Hanpumep, 3amanue
CBSI3U MEKAY SYCHKOW MaMSITH M U CHMBOJIBHBIM BBIPQXKCHHEM S OylieM 0003HaYaTh
kak A[m « s]. IlpaBuia MHTEpHIpeTalydyd KOMaH] MPEJICTABICHbI HIDKE B BHIE
npoaykuuil. Jig Kakqoil KOMaHIbl TNPUBOAUTCS €€ 3alKch, MOJ KOTOpOH
pasMmelneHa IpOAYKIIHs, ONMMCHIBAIOIIAsS NpeoOpa3oBaHHe KOHTEKCTa. B BepxHeit
YacTH NMPOAYKLIWHU MPHUBEICHBI BHIIOIHSIIONINECS IEHCTBHSA, B HIDKHEH — COCTOSHUS
KOHTEKCTa JI0 W TIOCJie HWHTEpIIpeTaluu KoMaHAsl. Mcxonas M3 paccMOTPEHHOTO
BBINIIe, KOHTEKCT TNpeacTaBisercs koptexkeM A, Pp,A[,S. Jlna kpaTkoctw, B
HIDKHEH 4YacTH MPOAYKIUH ITOKA3bIBAIOTCS TOJBKO W3MCHHBIIUECS 3JIEMCHTHI
KOHTEKCTA.
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{malloc, {size}, {addr})

1 = [M(addr), M( size), A[size]]
AF AUI

Malloc. Bo muoxectBe A mpoucxoaut cosmanue L-Oydepa. B 3aBucumoct ot
omepanza Size, abcrpakTHas JiuHa L-Oydepa MoxkeT UMeTh Kak CHMBOJIBHOE, TaK U
KOHCTAaHTHOE (KOHKPETHOE) 3HAUCHHUE.

(free, {addr}, {3)

I = T(A, M(addr)), Assert(M(addr) == 1. base)
A F A\

Free. Ilpoucxoaut ynanenue L-Oydepa m3 mHOXkecTBa A, KOHKPETHOE 3HAYCHUE
ornepana addr 10KHO COOTBETCTBOBATH MO0 base y L-Oydepa I.

(strlen, {addr}, {len})

1 = T(1, M(addr))
AF Aflen « l.slen — (M(addr) — L. base)]

Strlen. TIpoucxoauT nprcBauBaHue omnepany len sHauenns abcTpakTHO#M MTHHBI L-
Oydepa, KOTOPBIH HalieH, HCXO/ U3 3HaYeHus onepana addr.

(strcpy, {dest.addr, src.addr, ...}, {...})

. ., _ [M(dst.addr),i.clen — (M(src.addr) — i.base),ﬂ
i =T(1, M(src.addn)), 1" = [[ i.slen — (M(src.addr) — i. base) ’

a= T(A, M(dst. addr)),Assert(i’ Ca)

AT+ Almyr pase, - - My pase+i’.clen—1 < Mpy(src.addr), - +» mM(Src.addr)+i’.clen—1]' Tut

Strcpy  (Strcat). Ilpoucxomur mpoBepka Ha mepernonHeHue Oydepa mpu
KONMPOBAaHUM (KOHKAaTEHAIMH), TaKkke co3naércsi HOBHIM Oydep m3 mMHOxecTBa |,
3aTeM OOHOBIISIETCS] OTOOPAXKEHHS STUEeK MaMsITH Ha CHMBOJIbHBIE IEPEMEHHbIE.
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(strcat, {dest. addr, src.addr, }, {})

igre = T(I,M(src. addr)), igst = T(I,M(dst. addr)),
offsetgsy = (M(dst.addr) — iy base),
offsets.. = (M(src.addr) — ig.. base),
= [[M(dst. addr) , ig. clen — offsetg,. + idst.clen,]]
igrc- slen — offsetg,. + igst. slen !
a= T(A,M(dst. addr)),Assert(i’ Ca)

AlF A[midst.baseﬂdst.clen: [N midst.base+il.clen—1 < mM(src.addr)r- i mM(src.addr)+i5rc.clen—offsetsrc—1]rI U 1’\ld

(memcpy, {dest. addr, src. addr, n}, {})

isre = T(1, M(src.addr) ), igse = T(1, M(dst. addr)),
i' = [M(dst.addr) , M(n), ig.cA(n)],
Assert(isrc.slen — (src.addr — ig...base) < A(n))
Agre = T(A,M(src. addr)), Assert(ige = age)
a= T(A, M(dst. addr)),Assert(i’ Ca)

AT A[rni’.base' -+, My’ pase+i’.clen—-1 < MM(src.addr) - +» mM(src.addr)+i’.clen—1]' [ut

Memcpy. Ilpoucxoaut mpoBepKa Ha BBHIXOJbI 3a I'PAHUIBI MPH YTEHUU Oydepa
MCTOYHHMKA W Ha mepenosiHeHue Oydepa Ha3HaueHHWs OPU KOMHPOBAHHH, Jaliee
co3maéTcs HOBBIM Oydep u3 MHOXKeCTBa |, 3aTeM OOHOBIIAETCS OTOOPAKEHHS STUCCK

naMsATH Ha CUMBOJIbHBIC TIEPEMECHHBIC.

(read, {addr, size}, {readed})

Agre = T(A,M(src. addr)), So, - - SM(readed) € ©
igrc = [M(addr), M(readed), sjenl, Sien € ©
Assert( igre T agre & A gre- Slen < M(size))

ATE A[misrc.basel <o M clen—1, <~ Sos - - SM(readed) ]: 1NV Isrc

Read. IIpoucxoauT mpoBepka Ha BBIXOJ 3a TpaHHLBI Oydepa NpH YTCHUH JAHHBIX
U3 BHEIIHEr0 MCTOYHHKA, YYUTHIBAas MAKCHUMAJIbHBIN pa3Mep CUMTAHHBIX JaHHBIX,
TaKke co3aaércs HOBbIM Oydep u3 MHOXKecTBa |, 3aTeM 0OHOBIETCS OTOOPAXKEHUS

AYCCK MMaMsATHU Ha CUMBOJIbHBIC [ICPCMCHHBIC.
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(0, {use_cell}, {def_cell})

A+ A[def _cell <0, A[use_cell]]

Yuapnas onepayusa (bunapuas onepayus). IIponcxonut oOHOBICHHE OTOOPaKEHHS
SYeeK MaMsITH Ha CUMBOJIbHBIE TIEPEMEHHBIE C YIETOM BBITIOIHEHHUS ONIEPALIUH.

(0p, {use_celly, use_cell,}, {def_cell})

A+ A[def_cell « Afuse_cell;] ¢y, A[use_cell,]]

(load, {src_cell, src_addr_cell}, {dest_cell})

agre =T (A/ M(Srcaddrce”)) ,
Assert(A(srcagdr,y,) < asrc. base + agc. slen)
AF Aldestcey < Srceen]

Load. TTpoucxomuT mpoBepKa Ha BBIXO[ 3a rpaHuisl L-Oydepa npu dTeHUH TaHHBIX
n3 Hero. OMHCHIBaeT ONepaIiy 3arpy3Ku JaHHBIX U3 TaMATH.

(store, {src_cell, dest_addr_cell}, {dest_cell})

dgst = T (A, M(destaddrce“))
Assert(A(destaddrce”) < agst- base + aggt- slen)‘
A+ Aldestcep < Srceen]

Store. IIpoucxoaut npoBepka Ha BBIXO[ 3a rpaHuLb! L-Oydepa npu 3anncu qanHbIX
B Hero. OTHCHIBAaET OINEPAINIO BEITPY3KH JaHHBIX B ITAMSTh.

(jct, {cond_cell, addr_cell}, {3)

Pp + Pp U (A[cond_cell] = true)
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Jct (Jcf). OmuceiBaer ormepanuio BBIMOJAHEHHS (HE BBIMOJHEHHs) YCIOBHOTO
nepexoja, 100aBIIsAs YpaBHEHUE B MIPEIUKAT My TH.

(jcf, {cond_cell, addr_cell}, {})

Pp F Pp U (A[cond_cell] = false)

3. Cxema pabomni

B nanHOM pa3zmene ommcaHa cxeMa pa0OTBI  aNrOpPUTMa, PEATU3YIOIIETO
[IPEICTaBICHHBINA METO/,.

3.1 Ucnonb3yemble MeToAbl aHanu3a

ANTOpUTM peann30BaH B paMKax Cpeibl AMHAMHUYECKOTO aHaln3a OMHAPHOTO KoJa
[12]. Dra cpena mo3BoiseT pabOTaTh € TpaccaMd BBINOJIHEHUS IIPOTPAMM,
NOJIYYCHHBIMH B pe3yibTaTe pabOThl IOJHOCHCTEMHOTO AMyJsiTopa. Tpacca
COJICPKHUT IOCIIEA0BATENILHOCTD BBIMOJHEHHBIX MHCTPYKLHUI MpoIeccopa, a Takke
3HA4YEHHs PEruCTPOB IEPE] BBINOJHEHHEM KaXKIIOW HHCTPYKLMH. AHAIM3 Tpacc
BBITIOJIHEHHSI TI03BOJISIET aHAIM3UPOBATh MOBEJACHHE IPOrPaMMBbI TI0CIE TOTO, Kak
oHa Obula BhIMOJHEHA. biaronmapsi 3ToMy, aNroOpuTMbl aHAIM3a HE 3aMEIJISIOT
paboTy aHaJM3UPYeMbIX MPOTPaMM, YTO MO3BOJISIET aHAJIM3MPOBATh MPOIPAMMBbI,
paboTaroliye ¢ CeThIo, U MPOrpaMMBbl, IIPOTHBOJICHCTBYIOIINE OTIAKE.

Cpena aHanm3a OHMHAPHOTO KOJa NPEAOCTABISET Pa3IHYHBIE WHCTPYMEHTHI U
CTPYKTYphl JaHHBIX JUIi BBICOKOYPOBHEBOTO aHajM3a: pa3MeTKa Tpacchl Ha
npouecchl 1 noroku OC, BbIIeNIeHNE BBI30BOB (PyHKINIL, TOCTpOeHHE rpada MoToKa
ynpaBJeHuii, rpada 3aBUCHMOCTEH 110 TaHHBIM U MHOTHE Jpyrue. s cokpameHus
YHCcila aHAIN3UPYEMBIX MHCTPYKIMH HMCIOJIB3YETCsl allOPUTM CllaifichiHra Tpacchl,
OCHOBAHHBIH Ha aHaym3e rpada 3aBUCUMOCTEH 10 JTaHHBIM. AJITOPUTM CIIaliCHHTa
Tpacchl OTOMPAET T€ MHCTPYKIMH, KOTOPhIE MMEIOT OTHOIIEHHE K 00padoTKe WIIH
dbopmupoBaHuio 3amaHHOTO Oydepa JaHHBIX B TMaMsATH. B COBpeMEHHBIX
MPOLIECCOPHBIX APXUTEKTYpax COJIEPKUTCS MHOKECTBO MHCTPYKIHUHA CO CIIOKHOM
CEMAHTHUKOW W HETPUBHAIBHBIMH NOOOYHBIMH dddektamu. g yHUPHKAIAN
00paboTKM HMHCTPYKUMI TPaJUIMOHHO TNPUMEHSETCS METOJ, OCHOBaHHBIA Ha
TPaHCISIIMU WHCTPYKIUH B IMPOMEXKYTOUHOE MpeJCTaBiIeHue. B Hcnoibp3yeMoii
cpene aHain3a OMHAPHOTO KOJA HCIIOJB3YETCs MPOMEKYTOYHOE IpE/ICTaBICHHE
Pivot [13], mo3Bosiiomee eqMHOOOPA3HO ONMUCHIBATH OMEPALUOHHYIO CEMAaHTHKY
MHCTPYKIUH Pa3INYHbIX MPOLECCOPHBIX apXUTEKTYP.

B mpomnecce paboTel anropuTMa BBINOJIHAIOTCS MPOBEPKH HAPYIIEHWH NOCTyHa K
namiata ¢ nomompio SMT-pematens. B kauectBe SMT-pemartens B cucreme
aHanu3a OMHAPHOro KOJa MCHONb3yeTcs peruatens Z3 [14].
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3.2 MapameTpbl anroputmMa

Pabora anropuTMa HauyMHaeTCs C HEKOTOPOrO Imara TPacchl, 3aJaHHOTO
aHamuTUKOM. Takoke, It 3TOro Imara Tpaccel 3amaéres Oydep ¢ BXOIHBIMHU
maHbIMH. [ aToro Oydepa cozmaéress aOcTpakTHBIH Oydep € CHMBONBHOM
JUIMHOM, TIPY 3TOM JIaHHBIE U3 BXOJHOTo Oydepa BBICTYNAaOT B KauecTBe npedukca.
[TomMumo 3TOTO, MHOTAA KOHKPETHAs JUIMHA BXOJHOTO Oydepa XpaHUTCS OTIACIHHO
OT caMuX JaHHBIX (HampuMmep, B Cilyyae YTEHHs JaHHBIX C MOMOIIBIO (YHKIHH
recv). B stom cnydae, KOHKpeTHas JUIMHa BXOAHOTO Oydepa cBs3bIBaeTCS C
CHMBOJILHOHM JUIMHOM COOTBETCTBYIOIIEr0 eMy aOcTpakTHOro Oydepa. AHATUTHK
MOXET yKa3aTh paclojOKEHHE SYeHKH MaMsATH, B KOTOPOH XpaHUTCS KOHKpETHast
IiHA BXoxHOTo Oydepa. Ecmu ke mmmna Oydepa ¢ BXOIHBIMU JAaHHBIMH 33/1aHa
HEsSBHO (HampHMep, B Clydac HyJIb-TepMHHHPOBAHHOW CTPOKH), 3TY SYCHKY HaMITH
yKa3bIBaTh HE 00513aTeNbHO.

3.3 TpaHCNAUMA MHCTPYKLUN

Haumnaass ¢ 3agaHHOTO aHAIMTHKOM INara Tpacchl, HadyuMHAeTcs 00paboTKa
MHCTPYKOWI mpomeccopa ¢ yd€ToM 3aBHCHMOCTEH 1o JgaHHBIM. Kaxnas
MHCTPYKIHNS CHayajla TPAHCIHPYETCSl B IPOMEKYTOYHOE TPEICTaBICHHE, a 3aTeM
Ha OCHOBE 3TOTO IPOMEXKYTOYHOTO TPEICTABICHHUS CO3MaloTcsid (GopMynsl H
ypaBHeHus anst SMT-pematens. YpaBHEHHs, KOTOpBIE CO3JAIOTCA BO BpeMs
TPAHCIALMU WHCTPYKUMH, MOOABIAIOTCS B IpeJuKaT IYyTH — MHOXECTBO
YpaBHEHHMH, OIMCHIBAIOIIMX IIPOXOXIEHHE IPOrpaMMBbl IO HEKOTOPOMY MyTH
BbIMosHEHNA. Ilepex HavaioM TPaHCISAIMM MHOXECTBO BBIIENEHHBIX OydepoB
maMsATH TOHOJHSeTCs HabopoMm OydepoB, KOTOphIe yXe BbIIENEHBI, HO emié He
ocBoOOXeHbI. i 0TOOpa MHCTPYKIUN HCHOJB3YETCS aITOPUTM, aHAJIOTUYHBIN
aJrOpuUTMy ClaliCHHra Tpacchl C HEKOTOPBIMHU JIOMOJHEHUsAMHU. ['naBHOM
0COOCHHOCTBIO PAOOTHI AJITOPUTMA SBISIETCS MPOIYCK TPAHCIALMH OTACIBHBIX
¢yaknuii. MHorme OuOMMOTeYHBIE (YHKIUH HWMEIOT W3BECTHBIE ITOOOYHBIC
3¢ PEKThI, KOTOPbIE MOKHO OIMCATh SIBHO C MIOMOIbIO YPaBHEHUH HaJl BXOJHBIMU U
BBIXOJHBIMH MapaMeTpamMu. Takoil NoAXOA TMO3BOJSET HE TPAHCIUPOBATH
MHCTPYKIWY, IPUHAUISKAIINE HM3BECTHOM OMONMMOTEYHOH (YHKIHMH, a BMECTO
3TOr0 OOHOBJATH COCTOSIHHE KOHTEKCTa WHTEPIPETalii B COOTBETCTBUU C
omvcaHueM MoO0OYHBIX 3(dekToB mns 3Toil OmMOMMOTEYHOW QYHKIMH. ITO
MO3BOJISIET 3HAYUTEIHHO COKPATHTH CIOXHOCTh YPaBHEHHH, a TaKKe Peai30BaTh
BO3MOXHOCTh paboTel ¢ Oydepamm cuMBONBHOM JmuHBL Kpome Toro,
WCIIOJIB30BAaHUE CIAMCHHTa II03BOJISICT 3HAYMTENBHO COKPATHUTh KOJHUYECTBO
oOpabaTbiBaeMbIX HWHCTPYKIIMH Tpolieccopa 3a Cc4€T orbopa TOIBKO TeX
MHCTPYKIUH, KOTOpBIE CBsI3aHBI ¢ 00pabOTKOW NMOMEUYEHHBIX JaHHBIX. B Tabm. 1
NPUBEJICHO CpPaBHEHHE KOJMYecTBa 00pabaThiBaeMbIX HMHCTPYKIHMHA. Bo BTOpOM
CTOJIOLIE TPHBEAEHBI 3HAYEHUsS] KOJMYECTBA MHCTPYKLHH, KOTOpbIe OBbLIM OBl
obOpaboranbl 0e3 HCHONB30BaHUS clalicuHra. B TperbeMm croslie npuBeaeHO
KOJIMYECTBO HMHCTPYKLMWH, OTOOpaHHBIX B pe3yiabTaTe palOTHl ClalicHHra, a B
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4eTBEPTOM CTOJIOIE — KOJUIECTBO HHCTPYKIIHMA, OTOOPAHHBIX B Pe3yJbTaTe pabOThI
CJTaliCHHTa C UCTIOJIb30BaHUEM UHTEPIPETAIIUH (DYHKIHMIA C M3BECTHOW CEMaHTHKOM.

Tabn. 1. CpasHnenue koruuecmaa 0opadbamvleaemuvix UHCMpPYKyuil.

IIporpamma Konugectso Pasmep cnaiica Konnuectso
HHCTPYKINH OTTPaHCINPOBAHHBIX
HUHCTPYKLMH
httpdx 712029 12576 12367
GoldMP4Player 22009330 9353 9347
mysql_plugin 220710 8268 105

Ha npumepe mporpammber mysql_plugin BugHO, YTO ¢ MOMOIIBI HHTEPIPETALHH
(yHKIHIA MOXKHO 3HAYUTEIFHO COKPATHTh YUCIIO 00pabaThIBAEMbIX HHCTPYKIHH.
Bo Bpemst 00paboTKH BBI30Ba OMONHMOTEYHOW (DYHKIIH BBIIOIHAIOTCS MPOBEPKHU
Pa3IMYHBIX YCIOBHI HapyHICHHUs IOCTyna K mamsTd. I 3TOTo COCTaBILIIOTCS
ypaBHEHHs Tpefukara OezomacHocTH. [locie 3TOro mpeamkaT IMyTH W HpeAnuKaT
OezomacHocTH 00BenuHsAIOTC M mepenatoTcs SMT-pemarenmto. Ecnm cucrema
YpaBHEHMH OKa3ajach COBMECTHOHM, pEIIeHHEe CHCTEeMBbl YpaBHEHHH Oyzaer
coJiepKaTh JUIMHY BXOAHOro Oydepa, Nmpu KOTOPOW MPOUCXOAUT HapylleHHEe
noctyna kK namsatd. CeMaHTHKa 0OpabOTKH HEKOTOPHIX OMOIMOTEYHBIX (YHKLMIT
omucaHa B pasfene 2. Bce ocTanbHbIE MHCTPYKIMHM, OTOOpaHHBIE aITOPUTMOM
craiicuHra, o0padaThIBalOTCA C IMOMOINBI0 MEXaHW3Ma, KOTOPBHIH OBLT OMHCaH B
pab6ore [9].

Crenyer OTMETHTb, YTO OOpadaThHIBAEMblE BBI3OBBI OMOJMOTEYHBIX (YHKIHMHA B
Tpacce MOT'YT HE COOTBETCTBOBATh BHI30BAM 3THX K€ (DYHKIHUH B MCXOIHOM KOJIE
aHAIM3MPYyeMOH TporpaMmbl. Yaime Bcero HECOOTBETCTBHE BO3HMKACT H3-3a
ONTHMU3AIMH KOMIMJIATOPA, BCTPANBAIOIIMX KO (YHKIHMH B MPOrpaMMy B MecCTe
BBI30Ba 3TOW (yHKIMU. B 3TOM cilydae BbI30B (yHKIMH B Tpacce He Oyner
00paboTaH C TTOMOIIBIO OITMCAHHOM BBINIE CEMAaHTHKH, @ BMECTO 3TOTO ITPOU30MIET
00paboTKa OTHENbHBIX HHCTPYKIUH, KOTOPBIE COOTBETCTBYIOT OHMOIMOTEYHOM
¢dyHKIH. DTO, B CBOIO OYEpPE/ib, MOKET IPUBECTH K JOOABJICHHIO JIOTIOIHUTEIBHBIX
OTpaHUYCHUI Ha pa3Mep BXOIHBIX JaHHBIX W JIOKHOOTPHUIIATENIHHBIM PE3yJbTaTaM
paboThI anropuT™Ma.

Kpome BBI30BOB OMOIMOTEYHBIX GbyHKINH, CTICIIMAIbHBIM obpazom
00pabaThIBAIOTCSl BHI30BBI BCEX OCTANBHBIX (yHKIMH. Ecnu s BhI3oBa (QyHKIUH
n3BeCTHa MH(OpMAIHsI 0 pa3Mepe Kaapa cTeKa, MHOKECTBO BBIACTICHHBIX 0ydepoB
nornoHsieTcs OydepoM, KOTOPBIH OMHUCHIBAET O0JIACTH MaMSTH, COOTBETCTBYIOIIYIO
kanpy creka. Ilpu oOpaboTke Bo3BpaTta U3 dToW  QyHKIMH, Oydep,
COOTBETCTBYIOIINH KaJpy CTEKa, yIAISETCs U3 MHOXKECTBA BBIACIECHHBIX Oy(epoB.

3.4 3aBepLieHue paboTbl anroputma

B nponiecce paboThI anropuTMa IpoBEpseTCS HapyIIeHHE HOCTymHa K maMsaTH. Ecim
IpH OYEepeAHON TpOBEpKe YyCTaHaBIHWBaeTcs (akT HApPYIMIEHHUSA, AaJTOPUTM
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3aBepmaeTcs. Pe3ynbraTomM paboThl alropuTMa SBISETCS JUTMHA BXOAHOTO Oydepa,
a TaKk)Ke 3HaYCHHE TPePUKCa.

4. Peanu3sayusi 0onosiHUmMesibHbIX azieopummoe

B naHHOM paszmene ommcaHbBl OCOOCHHOCTH pealu3allii aIrOpHTMa pPa3METKH
OaMsiTH ¥ JOTONHEHHE alrOpUTMa BBIACICHHS BBI30BOB (DYHKLHHA B paMKax
CHCTEMBI aHan3a OUHAPHOTO KOJa.

4.1 PasmeTKa namMATH

B OunapHOM KOzZe mHpOpMAaNHs O IEPEMEHHBIX U Oydepax B ITaMsATH B SBHOM BHIIC
OTCYTCTBYET, TIO3TOMY JUJIsI TIOMCKa BBIXOJIOB 3a TpaHUIbI Oy(epoB cHayaia HYXKHO
BOCCTaHOBUTHh 9Ty uH(popmauuto. [lpu peanmusanum JaHHOrO  MeETOAA
BOCCTaHaBJIUBAJIACh HHPOPMAIHS O AMHAMUYECKON M aBTOMaTHYECKOM ITaMSITH.
Pasmemxa ounamuuecxou namamu. CocTaBIeHHE KapThl JUHAMUYECKOM MaMATH
OCHOBBIBACTCS HA UCTIONBb30BaHUU Mojeseit hynkimii [15]. Tlog Mmoaensio GpyHKImMN
OymeM TOHMMaTh (QYHKIHMIO C OINHMCAHHBIMH BXOIHBIMH M  BBIXOJHBIMH
napaMeTpamMy B BHJIE SYEEK MaMATH U PErucTpPOB. 3aJal0TCs TPU MOJEINH, Kaxast
U3 KOTOPBIX COOTBETCTBYET (GyHKuusM Boinenenus (alloc), oceoboxnenus (free), u
U3MCHEHHsI pasMmepa yxe BblneneHHod mamsru (realloc). lmsa xaxmoit monenn
33aI0TCsl TTapaMeTphl, UMEIOIIKE OlpeNelieHHy0 ceMaHTuKy. s monenu alloc
3amaérest pasmep (BXOIHOM MapaMeTp) M aapec BBIACICHHOW MaMsTH (BBIXOIHOM
napamerp). s monenn free 3amaérest ampec ocBoOOKIaeMol MmaMsATH (BXOIHOW
napametp). dust momenu realloc 3amaéres aapec Oydepa, pazmep KOTOporo Oyaer
U3MEHEH (BXOZHOM mapaMeTp), HOBBII pa3Mep (BXOIHOMW MmapaMeTp) H aipec HOBOTO
Oydepa (BbixomHoW mapamerp). ITociae TOro, Kak MOJEIH 3adaHbl I KaXOrO
IK3EMIUIIPAa B Tpacce, MPOUCXOJUT OOHOBICHHE KapThl AWHAMUYECKOH MaMsiTH B
COOTBETCTBMM C CeMaHTHKOW Mojenu. CTOUT OTMETHTh, YTO B HCCIELyeMOii
NpOrpaMMe MOXET ObITh HECKOJIBKO BJIO)KEHHBIX MEHEKEPOB HaMsTH, JUIs PabOThI
C KOTOPBIMH HCHOJB3YIOTCS pa3Hble HAaOOpsl QyHKIWHA. s orimmums obiacteit
BBIJICJICHHON MaMsTH HCIOJb3yeTcsi uaeHTH(UKATOp MeHekepa namsatH. Kapra
JUHAMMYECKOW NaMsATH peajn30BaHa B BHJE IMOCIIEAOBATEILHOCTH KOPTEXeH
{udenmucghuxamop menedsicepa namamu, wae mpaccel npu cozoanuu obygepa, waz
mpaccel npu yoanenuu 0Oyghepa, udenmuguxamop npoyecca, UOEHMUDUKAMOD
nomoka, adpec nauana 6ygepa, pasmep oygepa;.

Monenp (yHKIMH, CBS3aHHAs C KOHKPETHBIM BBI30BOM 3TOH (DYHKIMH B Tpacce,
Ha3bIBAETCS HK3EMIISIPOM MOJISIH 3TOH (DyHKIIUH.

O6pabotka 3k3emiusipa Mozenu alloc mobapiseT KOpTeX B KapTy MaMsTH,
VMHHIMAJIM3APYsT BCE 3HAYCHUS, KPOME IIara Tpacchl Ha KOTOPOM IIPOMCXOAUT
ynanenue Oydepa.

O6paboTka dK3eMIuIsipa Mozenu free mobaBiseT B KOPTEXK LIar TPACChl, Ha KOTOPOM
MPOUCXOINT yraneHue oydepa.
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O6paboTka sk3eMiuapa Moxenu realloc sBisercss komOuHamwed 00pabOTKH
OpeJbIAYIIUX ABYX Mojeneii. CHauana 3amuChIBACTCS IIAr TPAacChl, HA KOTOPOM
BXOZHOH Oydep ynmamsercs, 3aTeM cO30aéTCsS KOPTEXK, OMHMCHIBAFOIIUI HOBBIM
Oydep. Anpec u pasmep HOBOrO Oydepa COOTBETCTBYIOT IapamMeTpaM MOCIH
realloc.

C mnoMompio 00pabOTKH BCEX SK3EMIUIIPOB MOJENICH IO OINHMCAHHBIM  BBIIIIC
MPaBUJIAM COCTABIIACTCS Pa3METKa JJisl TUHAMHYCCKON TaMSTH.

Pasmemra asmomamuueckoti namamu. B ciydae ¢ aBTOMaTH4ecKOW MaMsThIO
OydepoMm sBIsSETCSI Kaap CTEKa COOTBETCTBYIOIICH (QYHKIMH 3aJaHHOTO
ucnonaseMoro Moayis. Co3naHue KapThl aBTOMATHUCCKOW MAMSTH MPOUCXOIUT B
J(Ba dTana:

e qponydeHHe HMHPOpMAIMM O Kajapax CTeKa Ul KaKAOTO HCIIOJHIEMOIO
Moyt ipu oMot IDA Pro;
e  oTOOpa’keHHUE MOIY4YeHHOH HH(OopMaIUy Ha Tpaccy.

Wudopmanms, mnomydeHHas ¢ mnomompio IDA  Pro, mpencraBmseTr coboit
MOCIIE0BATEIHLHOCTh KOPTEXKEH BUIA:

e  cMemleHHe ajpeca GYHKIUH OTHOCHTEIILHO 0a30BOr0 afpeca MOIYJIS;

e  pa3Mep KajJpa CTeKa;

e  pa3mep napameTpoB QYHKIHH PACIIOIOKECHHBIX Ha CTEKE.
Jnist kaxxaoro BeI3oBa QYyHKIMH B Tpace U3 3aaHHOTO MOAYJISl CO3/aETCsl KOPTEX B
KapTe, aHAJIOTUYHBIA KOPTEXKY B KapTe AMHAMHYecKoil mamsth. lllarom co3zmaHms
SIBJISICTCSl LIar BbI30Ba (DYHKIHMH, a [IaroM yJaJeHHs sBJISETCS LIar BO3BpaTa U3
(hyHKIHM.
COBOKYITHOCTh Pa3METOK aBTOMATHYCCKOW U AMHAMHYECKOH MaMsTH HCIOIb3YeTCs
NpH JaJbHEHIIeM aHaJH3e.

4.2 Pa3meTKa BbI3oBOB B Linux

Iowuck ommbok B mporpammax mog OC LiNUX ycIoxKHSETCS W3-3a MCIIOJIb30BaHUS
MEXaHN3MOB JICHMBOI'O CBs3bIBaHMS. Bo Bpems mepBoro BbI30BA KaKHOH
O6ubanoTeyHol (YHKUMHU BbI3bIBaeTCA (yHKIMA-3arnyinka u3 Oubnuoreku 1d.so,
KOTOpasi OJIy4aeT ajpec BbI3bIBAEMON (YHKIMHM M W3MEHSET KOJ MCIOJIHAEMOTO
¢aiina TakuM oOpa3oM, YTO HPH CIEAYIOIIEM BBI30BE 3TOW K€ OMOIMOTEYHOH
¢yHKIIMM OHa OyzneT BhI3BaHA HanpsiMylo. [Ipu 3ToM BeIX0OA M3 QYHKIMH-3arITyIIKH
MPOMCXOINUT ¢ TIOMOIIbI0 HHCTPYKIMK RET 1 mpuBoANT K mepemade ynpaBieHUS Ha
KOJI BBI3bIBaeMOU OnOMmMoTeuHod (QyHKImMH. DPaKTUIECKH, BBHI3OB OMOTHMOTEUHON
(hyHKIMH B 3TOM CIydae MPOUCXOAMT C IoMoIIbio nHCTpykunu RET, uto mpuBogut
K MCKa)XCHHIO PE3yJIbTaTOB pabOThI aJrOPUTMOB, BBINOJHSIONINX MOUCK BBI30BOB
dbyHKIIMA. DTO, B CBOIO OYepeib, MPUBOJUT K TOMY, UTO TIEPBBIH BBI30OB KaXKIOW
OubmuoTedHON QYyHKITMU He 00padaThIBAETCS MOIYJIEM CHMBOJILHOTO aHaju3a. B To
)K€ BpEMsl, MHOTHE OIIMOKH, CBSI3aHHBIC C IIEperojHEHHEM Oydepa Ha CTEKE B
pesysbTate 00paboTKM MapaMeTpoB KOMaHIHOM CTPOKH, IPOUCXOAT B Pe3ysbTaTe
KOIMPOBAHUs MapaMeTpa ¢ MOMOILBIO CTPOKOBBIX (yHKumit (Strepy, strcat) B camom
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Hayaje NPOTrpaMMBL. ODTO NPHBOJUT K JIOXKHOOTPHLATEIHFHOMY DPE3yJbTaTy HpH
MOMCKE OLIMOOK B TAKUX MPOrpaMMax.
Jus pemeHns maHHON TpoOiIeMbl HEoOXoauM Ooliee AETANbHBIA aHANINA3 KaIpoB
creka. PaccmoTpum tipumep BBI3oBa GyHKIMKE Waitpid u3 6ubimoreku libc-2.19.s0.
[NocnenoBatenbHOCTh MHCTPYKIMH H300pakeHa Ha Puc. 2. Dynkuwmsa waitpid
BBI3bIBaeTCS M3 mporpammsl bash ¢ momomipto mapsr uactpykimit CALL u JMP mo
aapecam 0807FO0C1 m 08059700 coorBercTBeHHO. Tak Kak 3TO NEpBBIH BBI3OB
¢dbyukum Waitpid, yrnpasienue nepenaércs Ha 3ariyiky mo agpecy 08059706 wu
nanee B 6ubnuorexy 1d-2.19.50. Beixox u3 GHOIHOTEKH MTPOUCXOMUT C MOMOIIBIO
urcTpykmu RET 000Ch 1o anpecy B7FF243B.
bash 0807F0C1 CALL 08059700h
bash 08059700 Jmp DWORD PTR [@80F51B8h]
bash 08059706 PUSH ©0000358h
bash 0805970B JMP 08059040h
bash 08059040 PUSH DWORD PTR [0@80F5004h]
bash 08059046 JMP DWORD PTR [0©80F5008h]
1d-2.19.so0 B7FF2420 PUSH EAX
1d-2.19.s0 B7FF2421 PUSH ECX

1d-2.19.s0 B7FF2434 MOV  DWORD PTR SS:[ESP], EAX
1d-2.19.so0 B7FF2437 MOV EAX, DWORD PTR SS:[ESP + 04h]
1d-2.19.so0 B7FF243B RET  @eeCh
libc-2.19.s0 B7E398B0 CMP DWORD PTR GS:[@Ch], ©
libc-2.19.s0 B7E398B8 JINZ ©B7E398DCh

Puc. 2. llocnedoosamenvHocms uHcmpyKyuil npu evl306e gyrkyuu Waitpid.

Tak kak (QYHKIUS-3aIIyIIKa COXpaHAET yKaszaTelb CTeKa, 3HAYCHHE YKa3aTels
cTeka mocie BbimonHeHMs wHCTpyknmd CALL (mo agpecy 0807F0C1), mocie
BoImoTHeHUss MHCTpykumu JMP (o agpecy 08059700) m mocne BBINOIHEHUS
uHctpykunu RET (o anpecy B7FF243B) onunakoBoe. AHaiN3 LETIOYKH BBI30BOB
n uHcTpykumii RET B komMOMHanmm c aHanu3oM 3HAa4YeHWH yKasaTens CTeka
MO3BOJISIET YCTAHOBUTH (haKT BbI30Ba (DYHKIIMU-3ATIIYIIKH U KOPPEKTHO OIPEACIUTD
BBI30B OMOIMOTEYHON (QYHKITHH.

5. Pesynbmambl npakmu4ecKo20 rnpuMeHeHuUs!

IIpennoxxeHHBIi MeTOA OBUI peaqu30BaH B BUAE MOAYISA-PACHIMPEHHUS CPEIbI
aHaiM3a OMHAPHOTO KOJIa, OH MCIHOJIB3YET TaKHe ee BO3MOXKHOCTH, KaK MOBBILICHHE
YPOBHSI MPEJCTaBICHHUs, MOJIEITb ITPOLIECCOpa OOIIero Ha3HAUCHUSI, CIIaiiC TPacChl.

Pa3paboTaHHBI WHCTpYMEHT OBLT ompoOoBaH Ha 11 mporpammax, pabOTarOIMUX
mon ympasieHueM 32-paspsaasix OC Windows XP SP2 u Arch Linux (mo
cocrostauio Ha MapT 2015). Cpeam nporpamm Oblm 4 ¢ OIMyOJMKOBaHHBIMH
ysi3BUMOCTsIMA. CHHCOK aHaIM3UPYEeMBIX MporpamMm mnpuBenéH B Tabm. 2. s
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Ka&XIOH TecTOBOW mporpaMmbl  ObUla  [OJy4e€Ha Tpacca HOPMAJIBHOIO,
6e3011M00YHOT0, BHITIOJIHEHNSI Ha HEKOTOPOM Habope BXOJHBIX JaHHBIX. Jlanee ObL
3aITyIIeH aJrOPUTM MOUCKA OIIUOOK, C IEIbI0 MIPOBEPKU, CMOKET JIM OH ITOCTPOUTH
BXOJIHBIE JAHHBIE, PeATN3yIoNIne e]eKT.

B T1abn. 3 mpuBeneHsl pe3yibTaThl paboOTHI anroputMa. s BceX HCCIeNyeMBbIX
nporpamMMm BpeMsi paboTel SMT-pemartenss He npeBblIaNo0 OAHOW ceKyHIbl. Ilpu
MOJIYYeHHH PE3yJIbTaTOB OBbLIO J00aBIEHO NOMOJHUTENBHOE OTpaHHYEHUE CBEPXY
Ha aOcTpakTHyw0 JauHy Oydepa. bes atoro orpanmucnus, SMT-pemartens MOKET
nogoOpaTh CIHMIIKOM OOJIbIIOE 3HAauYeHWe il aOCTpakTHOW AnuMHBL Oydepa,
KOTOpOE He TIO3BOJIUT CO3IaTh B MaMATH Oydep Takoro pazmepa.

Tab6n. 2. Cnucox ananuzupyemuix npocpamm.

OnepaioHHas [Iporpamma Bepcus CVE /OSvDB
CHCTEMaA TMIPUIIOKCHUA
Linux iwconfig iwconfig v26 CVE: 2003-0947
Linux get_driver sysfsutils 2.1.0 -
Linux mkfs.jfs jfsutils 1.1.15 -
Linux alsa_in jack 0.124.1 -
Linux OpenSSL openssl 1.0.0f CVE: 2014-0160
(Heartbleed)
Windows XP SP2 | httpdx httpdx 1.5.4 OSVDB-ID: 84454
Windows XP SP2 | GoldMP4Player | GoldMP4Player 3.3 | OSVDB-ID: 103826
Linux faad faad2 2.7 -
Linux gencnval icu54.1 -
Linux lou_checktable | liblouis 2.5.2 -
Linux mysql_plugin mariadb 10.0.17 -
Tabn. 3. Pesyniobmamsl pabomsl aneopumma.

oC IIporpamma Pa3smep Pa3smep Tun [Mamsate | Bpems

npeduKca, | BXOAHBIX | JOCTyNa paborsl,

Oainr JAaHHBIX K IIaMATHU C.
Linux iwconfig 32 93 3aIKCh CTEeK 3
Linux get_driver 14 489 3aIKCh CTEK 4
Linux mkfs.jfs 31 436 3aIKch CTEK 2
Linux alsa_in 34 355 3aIIiCh CTEK 4
Linux OpenSSL 18 25 YTEeHHE CTEK 5
WinXP | httpdx 329 330 3aIIiCh Ky4a 338
SP2
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WinXP | GoldMP4Player | 36 505 3aIIiCh Ky4a 255
SP2

Linux faad 13 302 3aIUCh CTEK <1
Linux gencnval 13 574 3aIIiCh CTEK <1
Linux lou_checktable 15 527 3aIUCh CTEK 8
Linux mysql_plugin 16 578 3aIIiCh CTEK 14

B aByx mporpamMmax ynanock OOHapyXWTh IepernoyiHeHue Oydepa Ha Kyde. s
MHOTHUX W3 HCCIEIyeMbIX NporpamMm ObUIM OOHapyKeHbl OMIMOKM JOCTyna K
NaMsTH, CBS3aHHbIE C 3alHCHI0 BXOJHBIX JaHHBIX, pa3Mep KOTOPBIX MOXKHO
KOHTPOJIMPOBaTh, B Oydep ¢ukcupoBanHoro pasmepa. OmHako, JIsi HEKOTOPBIX
nporpamm (OpenSSL u httpdx) Obutn 0OHApy’>KEHBI OMIMOKK JOCTyNA K MaMSTH
JPYroro xapakrepa.

Ha npumepe OpenSSL 6bu10 HpOJEMOHCTPHPOBAHO OOHApYKEHHE YSI3BUMOCTH
Heartbleed, xotopasi 3akiro4aeTcsi B YTCHUHM JaHHBIX 38 TPAHUIIAMU BBIICICHHOTO
Oydepa. [dnst aTOr0 mpuMepa aaropuTM aBTOMATHYECKH ITONOUpaeT IBa 3HAYCHUS
pa3Mepa: pasMmep IakeTa ¢ JAHHBIMH M 3HA4YCHHE IOJsI BHYTPH ITaKkeTa, KOTOpoe
OIMCBHIBACT pa3Mep NepeAaBaeMbIX (M 3ampallMBacMbIX) IaHHBIX. B Tabm. 3
NPHUBEJICH pa3Mep MakeTa, a pa3Mep 3anpaninBaeMbIX JaHHBIX BXOIUT B MPEGUKC U
cocraBisiet 247 OaiT.

B mporpamme httpdx monb3oBatenp MOKET KOHTPOJIUPOBATH HE pa3Mep BXOIHBIX
JNAHHBIX, a pasMep Oydepa BbIAeNeHHON mamstd. [Iporpamma momygaer HTTP-
3anpoc u Beiaensier 0ydep ¢ nomonipio ¢yakimun malloc. Pasmep Gydepa Gepércst
u3 3xadenust moist Content-Length, conepxkamerocss 8 HTTP-3aronoske. 3arem
MPOUCXOJUT KOIIMPOBAHUE TeJa 3ampoca B BblIeNeHHbIH Oydep. [Ipu gocratouHo
MaJleHbKOM pa3zMmepe Oydepa MpoHCXOAMT ero mnepernoyiHeHue. Ha stoMm mnpumepe
TaKKe  JIEMOHCTPUPYETCS  BO3MOXXHOCTh ~ aBTOMAaTHYECKOTO  OIpEZesIeHUs
COOTBETCTBHSI MEX/Y CTPOKOBBIM 3HauY€HHEM pa3Mepa, COAEPXKAIIUMCS B IOJe
Content-Length u unciennsiM 3HaueHNEM, TIepeaaBacMbiM B Gyrkimo malloc.

s mpoBepky paboOTHI aIropuTMa OBUT MPOBEAEH CISAYIOMNH 3KCTIepuMeHT. s
KaXI0M HcciaexryeMoi TporpaMMBl OBUT CIEHEPHPOBAaH HOBBIN HaOOp BXOIHBIX
JAHHBIX Ha OCHOBe MNpeduKca M pa3Mepa BXOAHBIX JAHHBIX, KOTOpbIE OBUIH
MOJIy4eHbl B pe3ysbTare padoThl ONMMCAHHOTO anropuTMa. Ecim pasmep BXOAHBIX
JaHHBIX ObUT OoJjblne pasmepa mnpedHuKca, OcTaBIIMECs OaiThl, Cleayrole 3a
npeuKcoM, NPHUHUMAIKNCh PaBHBIMH 3HaueHHI0 0X41. Jlns Bcex HccieryeMbIX
NpOrpamMM TIOJly4eHHbIE HA0Ophl BXOIHBIX JAHHBIX NPUBEIH K aBapUHHOMY
3aBEPLICHHUIO, YTO YKa3bIBaCT HAa OTCYTCTBHE JIOKHOIOJIOKHUTEIEHBIX PE3YJIbTaToB
Ha JaHHOM Ha0ope HccieayeMblx mnporpaMm. CrienyeT OTMETHTb, YTO JIaHHBIH
CII0CcO0 TOIIOJIHEHHS BXOJAHBIX JAHHBIX MOYKET IIPUBECTH K JIOKHOIIOJIOKHUTEIEHOMY
pe3yJbTary B Cllydae, Korja HccieayeMas mporpaMma rnposepsietT popMar BXOIHBIX
JAHHBIX.
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6. O630p 651u3KUX pabom

HawnGonee 61m3kue pe3yabTaTsl ObUIH MTOKa3aHbl B pabotax Splat [11] u LESE [16].
Wuctpyment Splat mo3BosseT aBTOMaTHYecKH aHAIM3UPOBATh MCXOTHBIA KOJI Ha
s3p1ke CH ¥ TeHepHPOBATh BXOJIHBIC MaHHBIE, MIPUBOIAIINE K HAPYIICHAIO JOCTyIa
K maMsITH. B JaHHOM MHCTPYMEHTE UCIIOJIB3YETCs MOHATHE aOCTPAKTHOM JUIMHBI U
CUMBOJIbHAS HMHTEPIIPETAIs HEKOTOPHIX (GyHKIUHA. OCHOBHBIM OTrpaHUYCHHEM
WHCTPYMEHTA SIBIIICTCS TO, YTO OH MPETHA3HAYCH TOJIBKO JJIi MCXOMHBIX TCKCTOB
nporpamM Ha s3pike CH, B OTIMYHE OT MPEIaracMoro METOMa, KOTOPBIM
aHanmu3upyetr OuHapHbBIM koj. B pabore LESE onwmceiBaercss merom 00paboTku
IUKJIOB, TO3BOJISIONIUI  MpPOAHAIM3UPOBATh MOBEJACHHE MPOrPaMMBbl  IPH
BEITMOJTHEHAH TIPOU3BOJIFHOTO YHCIAa WTEpaliii NWKiIa. B mgaHHOM monmxoze
CUHTACTCs, YTO BXOJHBIC NAHHBIC OTPEIEIAIOTCS M3BECTHOW rpaMMaTHKOW. Jlis
K)KJOro IMKJIa 3aBOJAMTCS CIELUAlbHAs CHMBOJbHAs MepeMeHHas-cuérauk (trip
counter), kotopas OTBeYaeT 3a KOIMYECTBO HWTEpalmdii B H3ToM IuKie. Bce
WHIYKTHBHBIC TEPEMEHHBIC IIMKIOB BBIPAKAIOTCS UYepe3 TaKhe CUETIMKU. Takxke
CUYETUNKH CBS3BIBAIOTCA C aTpUOyTAMH BXOJHBIX NAaHHBIX: JJIMHA TIONIS WA
KOJIMYECTBO MTepanuii noss-cuérurka. B ommune ot Splat, moaxos, onvcaHHbid B
LESE, npumeHUM Tak)ke K IporpaMMam, paclupocTpaHseMbIM B BHUJIE OMHApHOTO
kona. K coxkaneHuro, onrcaHHbIe B TaHHBIX pab0TaX HHCTPYMEHTHI HEAOCTYITHEIL.
Takxe CTOMT OTMETUTh OTHACIbHBIA KIacC MPOTPAMMHBIX HMHCTPYMEHTOB,
OCHOBAHHBIX HA CHUMBOJIBHOM HCIIOJIHCHHH, KOTOPBIC DPEaTH3YIOT YIPaBJISIEMbIi
¢dazsuar s momcka gedekros: BitFuzz [17], FuzzBall [18], SAGE [19],
Avalanche [20].

7. 3aknroyeHue

B cratee mpenctaBieH METOJ] IMOMCKAa Ae(EKTOB, MPUBOJAMNX K HAPYLICHUIO
JOCTyNa K MaMaTh. MeTol OCHOBaH Ha CHMBOJBHON HHTEpHpETaluy OHHAPHOMN
Tpacchl, OH MO3BOJISIET a0CTParupoBaThCsl OT KOHKPETHOM JTHMHBI BXOJHBIX JTaHHBIX
M 32 CYET 3TOTO BBIYHCIATH JJIMHY BXOAHBIX JAHHBIX, IPH KOTOPOH IMPOSBIAETCS
nedexr. Meron Obul  peann3oBaH B BHAE IPOTPAMMHOIO WHCTPYMEHTa,
SIBJISIFOLIIETOCSI YaCThIO CPe/ibl aHaIM3a OMHAPHOTO KOJIa.

BXOnHBIMM JTaHHBIMHM JUIsS aHaJIM3a BBICTYMAaeT HAOOp Tpacc, 00ecHedHBaIOIINiA
JIOCTaTOYHOE  IIOKpBITHE  KoJa. AHanu3 Habopa Tpacc  NPOU3BOAMTCA
ABTOMATHYECKH, 4YTO II03BOJIIET COBMELIATh €ro C JpPyrol JesTenbHOCTBIO,
HarpuMep, BOCCTAHOBJICHHEM aJITOpUTMa U3 OnHapHoro Koxa [3, 12].

Jns  mocnenyromedl  OLEHKM KPUTHYHOCTM  HAMJICHHBIX OHIMOOK  CIeqyeT
BOCIIONIb30BAThCS METOJIOM, OMHCaHHbIM B pabote [9]. BxoaHble naHHbIE,
peanuzyronye 1edeKT, UCIOJIB3YIOTCS Al TOoJIydeHUsT HOBOW Tpacchl. Ee aHamus
MI03BOJISIET OLEHUTH BO3MOKHOCTH 3KCIUTyaTalluy HalIeHHOTO edeKTa.
JanbHeiimue paboThl  MpearoyiaraloT  aBTOMATH3aLMIO  ONpEAEICHHS TOYeK
NOJYYeHHUsT BXOIHBIX JAaHHBIX W TOAJCPXKKY Oojiee MIMPOKOro Kiacca
OMOIMOTEYHBIX (PYHKLMI.
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Abstract. In this paper memory violation detection method is considered. This method is
applied to program binaries without requiring debug information. It allows to find such
memory violations as out-of-bound read or write. The technique is based on dynamic analysis
and symbolic execution. Instead of representing input buffer as a symbolic variable of fixed
size, we track only the prefix of buffer symbolically and a special symbolic variable that
represents the length of input buffer. The symbolic length variable allows to interpret
functions with known semantics such as string library or memory allocation functions. While
interpreting these functions using symbolic length variables we assert some constraints on
buffer bounds. Such constraints allow to find memory violations. If violation is located,
concrete values of buffer prefix and final input buffer length are provided. To apply this
method to binary code we have to recover buffer bounds. So we developed some methods
that recover buffer bounds in heap and stack memory. We present a tool implementing the
method. We used this tool to find 11 bugs in both Linux and Windows programs, 7 of which
were undocumented at the time this paper was written. This tool was able to detect known
Heartbleed vulnerability which couldn't be found by simple fuzzers in crash absence.
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