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AnnoTtamusi. OOpaTHas OTIaka — 3TO HHCTPYMEHT paspadotku [10, nmo3Bonstomuil 6osee
3¢ (EKTHBHO CIPABIATHECS C OIIMOKaMHM, BO3HUKAIOIIUMU IIPH HEAECTEPMHHUPOBAHHOM
HOBEACHUH IporpamMmbl. OHa MO3BOJISIET U3y4aTh MPOLIEIINE COCTOSHHUS IPOrpaMMbl Oe3 ee
HOBTOPHOTO 3amycka. B pabore ommcaHa peanu3anus OOpaTHOW OTJIaJKM Ha OCHOBE
JETEPMUHUPOBAHHOTO BocmpousBeneHus B cumyisarope QEMU 2.0. Ilpemmaratorcs
HECKOJIbKO CIIOCOOOB TOBBIMICHHS MPOU3BOAUTENBHOCTH OTJIAJKHA 33 CYET COKPAIICHHS
JIOTIOJTHUTENIHHO 3alUChIBAEMBIX JaHHBIX, ONTHMAIBHOTO COXPAaHEHHS CHHMKOB CHUCTEMBI,
MHJCKCAlMK ¥ CKaTUs JKypHana coObiThi. CHMyISITOp MOXET paboTaTb COBMECTHO C
MHTEPaKTUBHBIM oTiagunkoM GDB, 4To mo3BosisieT HCHONB30BaTh KOMAH/BI Ieverse-
continue, reverse-nexti, reverse-stepi u reverse-finish B mporecce otnaaku. CKopocTs paGoThI
9TUX KOMaHJ 3aBUCUT OT MEPUO/a COXPAHEHHUs COCTOSHHH CHCTEMBI B MPOLECCE 3aIUCH ee
paboThl. B cTaThe mpeacTaBieHa OLCHKA HAMITYYIIEro Meproja AJs ONTUMAIBHON CKOpPOCTH
paboThI KOMaH 1B reverse-continue.
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1. BeedeHue

HeoTbeMiiembiM  3Tamom pa3pa60TKI/1 Ka)K,HOﬁ nporpaMMbl  ABJIACTCA  OTJIaJKa.
Hpouecc OTJIaaKu MOXET OKa3aTbCA O4YCHb TPYAOCMKUM u 3aHATh
HCIPEACKA3yeMOC KOJIMYECTBO BPCMCHHU. Ects MHOrO HUHCTPYMCHTOB, KOTOPLIC
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MOMOTAOT W OOJerdaroT NPOrpaMMHCTy 3TOT MPOIECC, HO cama Mpoueaypa
OTJIaJIKH, KaK IPaBUIIO, OJIMHA U Ta JKe.

Kaxnpiii pa3 mouck ommMOKN HAYMHAETCS C BBIIOJHEHMS IIPOTPaMMBI 1O MOMEHTa
ee TIepPBOTO TIPOSBJICHHSA, MOCJIE JTOTO MPOTPAMMUCT HAET B 00paTHOM
HanpaBjIeHUH 1O IYTH BBIIOJHEHHWS JO IIPUYMHBI €€ BO3ZHMKHOBEHHS.
Knaccmueckum crocobom — sIBIIsieTCs  LUKJIMYEcKas omianka. [Iporpammuct
nepe3anyckaeT NporpaMMmy, OCTaHABJIMBAET €€ B Ooyiee paHHEM MOMEHTE BPEMEHU
U M3y4YaeT €€ COCTOSIHUE C TIOMOIIBIO OTJIa4NKa M TPACCUPOBKH, TaK MPOHCXOIUT
HECKOJIBKO pa3. DTOT MOAXOA K OTJIAJKE CIIOKHO HCIOJb30BaTh, €CIM MpOrpaMma
HEJICTEPMUHHUPOBAHA.

OCHOBHBIMU TPYIHOCTSIMHU SIBJISIFOTCSI:

e HenerepMUHUpPOBaHHOE IMOBEACHHUE IIPOrpaMMbl. BO3HUKHOBEHUE TaKUX
HEJICTEPMUHHUPOBAHHBIX COOBITHH, KaK TPEpBIBaHUS, IEPEKIIOUCHHUS
[IOTOKOB, BBOJ OT IIOJIb30BATEIsl WM IIOJyYEHUE [JAHHBIX W3 CETH
U3MEHAET XOJ, BBIITOJIHEHUS IIPOIPaMMBbIL

e [Iporpamma paboTaeT [UIMTEIbHOE BpEMs 10 BO3HUKHOBEHHS OIIUOKH
(Jacel, THHU, MECSIIIBI)

e Cam ¢akT OTIagKM MOXET IOBIUATH Ha pabory mnporpammbl. [lpu
OCTaHOBKE WJIM BBINOJIHEHHH NPOrpaMMBI IO HIaraM OOMEH CETEeBBIMHU
MaKeTaMH MOXKET ObITh HapyllleH W3-3a UCTEUYEHHs TaliMayTa COeIMHEHHsI

e HenocpencTBeHHOE B3aMMOJCHCTBUE C ammapaTHON YacThio. ANmapaTHbIE
yCTpOﬁCTBa ABJIAKOTCA HUCTOYHHMKAMH HCACTCPMHUHU3MA, U aJITOPHUTM HX
paboTHI MOXKET OBITH HAPYIIIEH U3-3a 3aJIePXKEK MPH OTIaAKe

Pemenne HpO6J’IeM, BbI3BAHHBIX OINHCAaHHBIMU TPYAHOCTIAMH, MOKET OBITh
JOCTUTHYTO TIOCPEICTBOM HCIOJNB30BAaHUS MeXaHH3Ma oOpaTHOH otiankud. OHa
MO3BOJIACT MPOTPAMMUCTY U3YUaTh YKE IMPOMICAIINE COCTOAHUA IPOTpaMMbl oe3
MOBTOPHOT'O €€ BBIMOJIHEHUSI C caMoro Havana. OOpaTHas OTJaJgKa MOXKET OBITH
peann3oBaHa € IMOMONIBIO  TPAacCCUPOBKM  WJIM  JETEPMHHHUPOBAHHOTO
BOCIIPOM3BEIeHNs. B cilydae TpacCHMpOBKM NOCTYIHA TOJbKO Ta MH(opmanus o
pabore cucTeMbl, KOTOpas ObUla 3amucaHa B Tpaccy, Ul HOJIydYCHHs
JIOTIOJTHUTENBHBIX JITAaHHBIX HEOOXOJMMO IIOBTOPHO BBINIOJIHUTH HPOTpaMMy H
3anucaTh HOBYHO Tpaccy. B ciydae ke N€TepMHHHPOBAHHOIO BOCHIPOU3BEACHHUS
MO>XHO BOCCTAHOBHTH COCTOSIHHE BCEH CHCTEMBI M MOJYYHTH JIOOYI0 HYXHYIO
nHpopmaruio. [To 3T0i mpuUrHE AETEPMUHUPOBAHHOE BOCIPOU3BEICHHUE SBISETCS
GoJtee MPeAMOYTHTEIBHBIM CIIOCOO0M peanu3aimu oopaTHoi otnaaku [1].

Jlnst co3naHMs MHTEPAKTHBHOTO OOpAaTHOTO OTJIaAYMKa HEOOXOAMMO pealn30BaTh
JIETEpPMUHUPOBAHHOE  BOCTIPOM3BEJCHHE pabOThl  OTIAXKHWBAEMOH  CHUCTEMBI,
MEXaHN3M Iepexoa Ha MPOU3BOIBHOE KOINYECTBO MHCTPYKIUII BIEpe U Ha3al U
BO3MOKHOCTB HCCIIEIOBAHNUS COCTOSIHHS CHCTEMBI B 3aJaHHBIII MOMEHT BPEMCHHU.
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2. lemepmuHuposaHHoe eocrnpou3eedeHue

2.1 CpeactBa AeTePMUHMPOBAHHOIO BOCNPONU3BEAeHUSA

IlyTe BBIMONMHCHMS JIFOOOW MPOTPAMMBI 3aBUCHT HE TOJBKO OT MEpPEAaBaCMBIX
MOJIB30BATENIEM BXOJHBIX JaHHBIX U OKPYKEHHS, B KOTOPOM OHa 3aIlyCKaeTcsl, HO U
0T OOJBIIOTO0 KOJMYECTBA MPOYUX (PAKTOPOB, KOTOPHIE CIOXKHO KOHTPOJIHPOBATS.
Hampumep, mnpepbiBaHus amapaTHBIX YCTPOMCTB, MOMEHTHI MPHUXOJA CETEBBIX
MAKETOB W HMX COJIep)KUMOe, paboTa MEHeKepa MaMsTH CHCTeMBI M Ipouee. Bo
BpeMsl OTJIQJKH HEOOXOIMMO TOBTOPHUTH TOT K€ IYTh BBIMOJIHCHHS, IPU KOTOPOM
BO3HHKJIA OmHOKa. CrenaTh 3TO BPYYHYIO IS CIOKHBIX IPHIOKEHUH pearbHOrO
BpeMeHH KpaitHe TpymHo. C  MOMOIIBIO CHMYIISITOpa C  IOANCPKKOU
JNETEPMUHAPOBAHHOTO BOCIIPOU3BEACHUS MOXKHO MOBTOPUTH TOT K€ CaMBIH ITyTh
[2]. CumynsaTop mo3BOJSIET 3alMyCTHTh BHYTPU ceOs HCCIEAyeMoe MPHUIIOKEHHE,
KoTopoe OyzeT QpyHKIIMOHUPOBATH TaK ke, KaK eClIii OBl OHO paboTalio B peaabHOI
cHucTeMe.
Ha pemHKEe cymecTByeT psA TPOTpaMMHBIX — CHMYJIATOPOB ¢ (yHKOUEH
JNETEPMUHAPOBAHHOTO BOCIPOM3BENCHUs. B CBoel OCHOBE BCE CHUMYISTOPHI
UCTIONB3YIOT MEXaHMW3MBl BHpTyaiau3auuu. OHa MOXKET ObITh peajn30BaHa Kak Ha
annapaTHOM, TaK M Ha MPOTPaMMHOM YPOBHE.
ArmmapaTHas BUpTyanu3alus TpeOyeT OT XOCTOBOH Iat(opMbl IMOIACPIKKH
CHeLUaJIbHON MPOIECCOPHON apXUTeKTypbl. [Ipu 3ToM He TpeOyercsi coBmajeHHs
ApXUTEKTyp XOCTOBOM W T'OCTEBOW CHUCTEM, HO TpeOyeTcss HX COBMECTHMOCTb.
Hampumep, Bo3MoXxHa peanusanus 32-OMTHBIX TOCTEBBIX CHCTeM Ha 64-OUTHBIX
XOCTOBBIX cHCTeMax. lcrosjbp30BaHMe anmnapaTHOW BHPTYaJH3alUH I03BOJISET
JIOCTUYb BBICOKOH TMPOM3BOJMTENLHOCTH, OJNM3KOH K IMPOM3BOAUTEIBHOCTH
HEBHPTYaJM30BaHHON cucTeMbl. OHa HCHONBb3YeTCs B BUPTYAIbHBIX MallMHAX
ReVirt [3], XenLR [4] u VMWare Bepcuu 7.0 [5], koTOpBle HOAICPKUBAIOT
JIETEPMUHAPOBAHHOE BOCIIPOH3BEICHIE.
B uactu mporpaMMHOI BHPTyajaH3allid MOXXHO BBIJACIHTh HECKOJIBKO OCHOBHBIX
MOJXO/IOB. TapaBUPTYAIH3aNUs, JWHAMHYCCKAs TPAHCISANUS W HHTEPIPETAIHS.
TexHUKa NapaBUPTyaIH3alUdd MOIPa3yMEBaeT BHECCHHE HM3MEHCHHI B TOCTEBYIO
OC, 310 B03MOXKHO TosbKO, ecad OC uMeeT OTKpPBITBIN HCXOAHBIA KoA. IIpu aToM
€CJIi HeOoOXOJMMO AMYJIMPOBATh MHOTO AaIMapaTHBIX YCTPOWCTB, TO KOJIHYECTBO
npaBoK OymeT Bemuko. [lapaBupTyanu3amus UCIONB3YETCS TAaKAM HHCTPYMEHTOM
obpatHoii omiaaku kak TTVMI[6], co3nanubiM Ha ocHoBe cumysartopa User-Mode
Linux [7].
JuHaMudeckass TPAHCISALIUS MPECTaBIsIeT cOOOW TPAHCIAIMIO MAIIMHHOTO KOJa
TOCTEBOH apXHUTEKTYPhl B KOJI apXHUTEKTYpbl XOCTOBOW MAIIMHEI, IIPH 3TOM 00€
ApXUTEKTyphl HUKAaK MEXIy co00il He CBA3aHBL. OTOT MEXAaHHW3M peajii30BaH B
cumyistope QEMU[8], koTophlii momIepKUBAET IIMPOKHMA CIIEKTDP armapaTHBIX
miatdopm. Ha ocaose QEMU 6Grut co3man npoext FREE [9] — eme oxun BapuaHT
JIETEPMUHAPOBAHHOTO BOCIIPOM3BEICHHUA pPa0OTHl CHCTEMBI. JTa pealn3aIiist
MOIICP/KUBACT TOJIBKO FOCTEBYIO apXUTEKTYpy X86.
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B ocHoBe monHOCHCTeMHOro cumyiastopa Bochs[10] nexur unTepnperarms
TOCTEBOr0 KOJa, OHA ME/JICHHEee AUHAMHYECKOI TPaHCILSIINK, OJJHAKO 6oJiee TOYHO
IMYyIHPYET MOBEACHHE rocTeBoil cuctembl. Ha 6asze Bochs cozman MHCTpymeHT
BocmpomsBeneHuss ExecRecoder [11], HO cam cHMymSITOp 3MYJIHPYET TOJIBKO
apxXuTeKTypy X86.

YeM MeEHbIIE OrpaHHYCHHI  HAKIAObIBACT CHMYJSITOP HA  BO3MOXKHYIO
KOH(UTYPALIUIO CHCTEMBI, TEM MIUpPE CIIEKTP MPUIOKEHHH, TSI KOTOPBIX MOXXHO
OPUMEHUTH O0PaTHYIO OTJIAJKY, OCHOBAaHHYIO Ha HeM. AMMapaTHas BUPTyalu3alus
U NapaBUPTyaIHU3aIMs OTPAaHUYUBAIOT apXUTeKTypy U OC rocTeBOil CHCTEMBI, YTO
JeJaeT HEBO3MOXKHBIM HCIIOJIb30BAHHE HX, K IPHMEpy, IPH OTIagKe MOOMIBHBIX
NPWIOKEHUH Ha HACTOJNBHBIX KOMIbIOTepax. JlMHamMu4ecKkas TPaHCISILUS U
MHTEPIPETAlHs MMO3BOJSIOT BBINOJHATH KOJ OZHOW apXUTEKTyphl Ha MAIIHMHE C
IOpYrodl apXUTEKTypOHl, TO €CTh MOXHO pEalM30BaTh MOIJICPKKY JHOOOH
anmnapaTHou MI1aTGOpPMEI.

2.2 KoppeKTHOCTb U NPOM3BOAUTENbHOCTbL BOCNPON3BeAeHUA

CkopocTh pabOTBI CHCTEMBI BHYTPH CHMYJATOpAa CpaBHHMa CO CKOPOCTBIO €€
paboThl Ha (pU3MUECKON MaIIWHE, MO3TOMY CHMYJATOP, Kak NPaBHIO, HUKaK HeE
BIMSCT HA XOJ BBINOJHEHUS NPHIOKEHUS BHYTpH Hero. OJHAaKO COXpaHEHHE
JOTIOJTHUTENBHBIX ~ JTAaHHBIX, HEOOXOAMMBIX JUIS  BOCIIPOM3BEICHHUS, MOJXKET
CYIIECTBEHHO 3aMEJIUTh Pa0OTy CUMYIISATOpA. DTO OyJeT KPUTHYHBIM IIPU OTIA/IKE
MPUIOKEHUH, paboTaONMX B PEaTbHOM BPEMEHH, TaKKe MOXKET OBITh HapyIIeHO
B3anMoJieiicTBrE ¢ ceThio. CoXpaHEeHHUE JOMOTHUTEIbHBIX JaHHBIX BKIIOYAET B ce0s
3alUCh JKypHala HEAETEPMUHHPOBAHHBIX COOBITHA M TNEPHOANYECKOE CO3JaHHe
CHHMKOB CHCTEMBI, KOTOpBIE IO3JHEEe HCIOJIB3YIOTCA NpH oTmaake. KypHai
IpesicTaBiIsieT co0oi (ail, B KOTOPBIH 3alMCHIBAIOTCS HEJICTEPMHHUPOBAHHbIC
coOBITHS, Tpoucxomsmue B cumynsatope [2]. Uem meHplre nHdopmammu Oyner
COXpaHATBCSA, TEM MeHbIIe OyaeT 3aMemneHue. st 3TOro B KypHal HY>KHO
3aIlChIBaTh MHHUMAJIBHO BO3MOXXHOE KOJIMYECTBO COOBITHI, B Wj€alie TOJIBKO
coOBITHS OT TIepU(EePUIHBIX YCTPOMCTB, @ CHUMKH CHCTEMBI HYXXHO MOJIydYaTh yXke
BO BpeMsI BOCIIPOM3BENICHHS €€ padOThl, KOT/la BEI3BAHHOE 3TUM 3aMeJIeHHEe HU Ha
YTO HE OYHET BIHATE.

B mponecce BOCHIpOM3BEAEHHUS MOPSAAOK BBINOJHSIOIIMXCA WHCTPYKLUH U
COCTOSIHUE PETHCTPOB MPOLECCOpa A0JIKHBI COOTBETCTBOBATh NMOPSAKY HHCTPYKIMH
U COCTOSHHIO PETHUCTPOB IIPH BBHIMOJHEHHH HMPOTPAMMBI B CHMYISATOPE BO BpeMs
3anmcH ee paboTHI.

3. O6pamHasi omnadka

3.1 Peanusauma cyHKUMA oTnagumka

s peammzamuu  QYHKOWH ~ OTIAOKH — MEXaHW3M  JICTEPMHUHHUPOBAHHOTO
BOCTIPOM3BEICHUS JOJDKEH TOIIEPKUBATE COBMECTHYIO paboTy ¢ MHTEPaKTHBHBIM
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otnamuukoM. OnHUM 13 HanboJjiee MOAXOMAIUX sABsgeTcs oTnamauk GDB [12], on
JOCTYIICH /it OONbIIMHCTBA MonysipHbIX miaTdopm (Linux, Windows) u neneBsix
apXUTEKTYp, Takux kak Intel86, AMD64 u ARM.

CraHJapTHbIe BO3MOXKHOCTH OTJIa4MKa MO3BOJIIOT OCTAHABIMBATH MPOTPaMMy B
XOJIC €€ BBINIOJIHEHUS, JBHUTAaThCSA MO IMYTH BBINOIHEHUS U HM3y4aTh COCTOSHHE
nporpammbl [13]. BONBIIMHCTBO OTIAMYMKOB MOTYT JBUTAThCS TOJBKO B MPSIMOM
HaNpaBJICHUW BBIMONHEHUS. OJHAKO, 4acTO OOpaTHOC HAIMPABICHUC JBHKCHHUS
Oynet Gonee yOOHBIM IS TTOJIB30BATENS, YTOOBI HAWTH NPUYNHY OIIHUOKH.

Snpo ornaguuka GDB comepxuT monaepkky Takux (GpyHKIHA 00paTHON OTIAIKH,
Kak reverse-continue, reverse-nexti, reverse-stepi u reverse-finish wapaBue c
KJIACCUYCCKMMHU KOMaHIaMu continue, next, step, finish.

I[lo xomanae step OTIAAUUK TMEPEXOTUT K CICAYIOIICH WHCTPYKIMH, IIpH
HEoOX0IMMOCTH 3aX0/is1 BHYTPb BbI30BOB (yHKIMH. [logo0HO eif, komannaa reverse-
stepi NEePEXOJUT Ha IPEALICCTBYIOLIYI0 HMHCTPYKIHIO, BO3MOXXHO 3axX0Jsl BHYTPb
MPEbIAYIIEro Bbi3oBa GyHKIMU. JI1s1 pabOThl STHX KOMAaH IPU 00paTHOMN OTJIaaKe
UCIIONb3YETCS BHYTPEHHHMH CUeTYMK HWHCTpykuumit. [lpu mepexome Bmepern,
MPOLIECCOP BBIMONHACT OJHY OYEPEIHYI0 HHCTPYKIUIO, & HPHU TMEPeXoje Hazaj
MPOUCXOUT 3arpy3Ka MPEIbIAYIIEro CHUMKa CHCTEMbI, a 3aT€M BOCIIPOHM3BEICHHUEC
KOJIa IO MHCTPYKIIUH C MOPSIKOBBIM HOMEPOM Ha OJIMH MEHbIIIE TEKYILETO.

Ecnu ke i mporpamMMbl JOCTYIIEH UCXOJHBIA KOJ, a HE TOJbKO HCIOJHSAEMBbIH
(aiin, TO MOXHO BBINOJHUTH KOMAaHIy [FEVerse-step, koTopasi MEepexoauT He K
HpebIAYIIeH HHCTPYKIMH, a K MPEJbIIYIIeH CTPOKe KOJIa.

Komana continue BBIMOIHSET MPOrPaMMy B IPSIMOM HATPABICHUH JIO JTOCTHIKCHUS
KaKoW-IM0O TOYKU OCTAHOBA, aHAJIOIMYHO e, KOMaH/a reverse-continue nmemaer to
JKE caMoe, TOJIBKO B 0OPATHOM HampaBieHUH. TpaJuIIMOHHbBII OTIa[YUK BCTABIISIET
B HCIIOJIHSEMBI KOJ B TOYKAX OCTAHOBA MPOrPaAMMbl HHCTPYKIHH-JOBYIIKH,
KOTOpBIE MEPEIAIOT yIPaBICHUE OTIIAAYUKY MPH UX CPabaThIBAHHU.

B ciyyae o0paTHON OTIaJKU CHMYJSITOp HE HJIET B OOpPATHOM HAMpaBICHUH
HCIIOJIHEHUsI KOJia B TPsiMOM cMbicie. [1o komaHze reverse-continue BhITIOJIHEHHUE
JIOJDKHO OCTaHABIIMBAThCS B ONMDKAWIIEH INPEANIECTBYIOIICH TOYKE OCTaHOBA,
MOJTOMY CHMYJISTOP 3arpy)kaeT MNPEeAbIAYIIUA CHUMOK COCTOSHHS CHCTEMBI H
BOCIIPOM3BOAUT BECh IyTh BBINOJIHEHHUS J0 TEKYIIErO0 MOMEHTA, YTOObI HAWTH BCE
TOYKMA OCTAHOBAa W ONPEACIHWTH MOCIACHHIOW. Jlajee OH MOBTOPHO 3arpykaeT
CHMMOK M BOCIIPOM3BOIUT PabOTy CHCTEMBI A0 yXKE¢ M3BECTHOW TOUYKH. Ecim Hu
OIHOW TOYKM OCTaHOBA HE HANUIOCh, TO BECh IPOIECC IOBTOPSIETCSA IS
CIIeIYIOIIero 0ojiee paHHETO CHIMKA.

Komanga reverse-nexti amamormdHo KomaHme reverse-Stepi mepexoauT Ha
NpPEeABIAYIIYI0 MHCTPYKLHIO, OJHAKO B OTJIMYMHM OT HEe, HE 3aXOAUT BHYTpPb
BBI30BOB ()yHKIMH. Ecnu mpensiaymias HHCTPYKIMS SBISUTACH BBI30BOM (DYHKITUH,
TO TPOM30MAET MEPEXO] K COCTOSHHIO MPEIIICCTBYIONIEMY 3TOMY BBI3OBY, MHAYC
KoMaHsia paboraer Takxke kak reverse-stepi. ITo komanme reverse-finish ornamgamx
MEPEXOIUT K MECTY BbI30Ba ()YHKIIMHU, B KOTOPOH OH ceifvac HaXOJUTCS.
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Bce Toukm octaHoBa paboTalOT W NMpH OOpPAaTHOM HAIMPABICHWU OTJAAKH, YTO
MO3BOJISICT, HAMpPHUMEp, MEPeHTH K MpeapIaylieid Touke, Tae OblIa H3MEHCEHa
HepeMeHHasl.

3.2 CKopocTb nepexoaa Ha onpeaeneHHbIn war

OTtnaaxa IporpaMMsbl 4acTO MPOUCXOJUT UTEPATUBHO, MPAKTUYECKH HEBO3MOXKHO C
HEepBOT0 pPa3a OMpPEIETUTh MECTO, KOTOPOEe SBISUIOCH NMPHUUYMHON BO3HHUKHOBEHUS
ommOku. B ciryyae oOpaTHO# OTIaaKK Ha 3TO TpeOyeTcss MHOTO 1iaroB Haszaz. Ecnu
KaXIpbIil M3 HUX OyJeT NPHBOAUTH K JUIMTEIBHOMY OXHIAaHHUIO, TO BECh MpOLECC
3aliMeT CIHMIIKOM MHOTo BpeMeHu. CKOpOCTh mepexoja K IIary «B IPOLLIOM»
3aBUCHT OT YAQJICHHOCTH OJIMKAMIIero MpenIecTBYIOIEro CHUMKA CHUCTEMBl M
BPEMEHH Ha BOCIIPOM3BEACHUE OT 3TOTO CHIMKA 0 HHTEPECYIOIIEero miara.
[Tepexon k mpeaplIylIeMy IIary BO BpeMsi 0OpaTHOHM OTJIaIKH ITPOUCXOAUT MyTeM
3arpy3Kd COCTOSIHHSI CHCTEMBI, IPEALIECTBYIOIIET0 MHTEPECYIOUleMy IIary, ¢
JATBHEHIITNM BOCIIPOM3BEACHUEM JI0 HYXKHOTO Imara. OT KOJIMYeCcTBA COXPaHCHHBIX
COCTOSIHUH 3aBHCHT CKOPOCTH, C KOTOPOH OYAET MPOUCXOAUTH IEepPexXo. Ha3al, TakK
KaKk 9eM MCHBIIEC HWHTEpBaj BPEMEHH MEXAYy HHMH, TEM MCHBIIEC HHCTPYKIIHN
HYXXHO OyZIeT BOCIIPOM3BOJUTH O HCKOMOTO IIIara.

Ipocreiimmii cmoco®d COXpaHEHHS COCTOSHHS BHPTYadbHOH MAIIMHBL — 3TO
CO3JIaHHE TIOJIHOW KOMUH (PU3MYECKOW MaMATH, oOpa3a BUPTYaIbHOTO OUCKA W
COCTOSIHUSL TIporieccopa W mepuepuiHBIX ycTpoicTB. OmHAKO 3TOT CHOCOO
saBIsieTcss Hed(D(QEKTUBHBIM 110 BPEMEHH U 110 00BEMY HCIIONB3YIOMICHCS MaMSTH.
PemienneM 3TOil  mpoOieMbl  MOMXKET SBJSITBCS  MCIIOJIB30BaHHE MeXaHH3Ma
KOMUPOBAHUS TPH 3alUCH, MOJOOHOTO MpUMeHseMoMy B cumyisitope TTVM [6].
3T0 MO3BOJISAET CYIIECTBEHHO COKPATUTh HAKJIQJHbIE PACXOJIbl Ha CO3JaHUE CHUMKA
BUPTyaJbHOM MammuHbel. Korga cocTosHHE COXpaHsSeTcs BIIEPBBIEC, 3aIHCHIBACTCS
BCE COJIEp)KUMOe (PU3MIECKOM MaMsITH, a JJIsl CICIYIOIINX COCTOSTHUN COXPaHSIOTCS
TOJIBKO M3MEHMBIIMECs cTpaHHIbl. OHM 3amKchiBalOTCs B JiBa Jior-aitna. [Tepsblit
UCNONB3YyeTCS [l TONY4EHHUS «CIEAYIOIIUX COCTOSHHUI», TO €CTb XPaHUT
U3MEHEHUs COCTOSIHUA N+1 OTHOCUTENBHO COCTOSHUS n. BTopoi ncnonb3yercs ams
MONYYCHHSI (IIPEIBIIYIINX COCTOSHUI», XpaHUT M3MEHEHHS COCTOSIHUS n-1
OTHOCHUTEJIFHO cOCTOsiHUS n. OOpa3 BUPTYaILHOTO JAWCKAa XPAHWUTCS aHAJIOTMYHBIM
00pa3oM, COXpaHAIOTCSI TOIBKO M3MEHMBIINECS OJIOKH.

JlononHUTENbHBIE COCTOSIHHSL MOKHO I00aBIATH W yNAIATh IIYTEM BHECEHUS
npaBok B Jor-dainel. Ecnu kypHanm 3anmcheiBaeTCsi B TE€UEHHE JUIMTEIIHLHOTO
BPEMEHH, COCTOSIHUN HAKallJIMBAaeTCs OYEHb MHOTO, TaK KaK M3HA4albHO OHU
COXpaHAIOTCA C (UKCHPOBAHHBIM HMHTEpBaJOM. [lJI1 3KOHOMHH JHCKOBOTO
MPOCTPAHCTBA HEKOTOPBIE M3 HHUX HY)KHO IMOCTENEeHHO yxaiaTh. Ilo ymomganwmio,
geM OJIMKe TIepUoJ K MOMEHTY BO3HUKHOBEHHUS OIIMOKH, TeM OOJIbIIE COCTOSHHMI
JUT HETO OCTABIIIETCS, TaK Kak OH Ooyiee WHTepeceH st oTiaanku. COCTOSHUS IS
yAaJeHus] BEIOMPAIOTCS TaKHUM OO0pa3oM, YTOOBI PACCTOSHHE IO BPEMEHH MEXKITY
COCEIHHMH BO3PACTAI0 SKCHOHEHIMAIHHO B COOTBETCTBHH C YAAJCHHOCTBHIO IIO
BPEMEHH OT MOMEHTAa BO3HUKHOBEHHMS OIIMOKK. [yl yCKOpeHHs IepexoioB,

132



M.A. Kinmnmymenkosa, I1.M. JloBraiok. MeToibl MOBBIICHHUS IIPOM3BOAUTENBLHOCTH 00paTHO# otinanku. Tpyasr MCIT
PAH, tom 27, Boim. 2, 2015 1., ¢. 127-144

IPOTPaMMHUCT MOXKET ONPENeNHTh OoJiee KOPOTKHI HMHTEpBal IPHU COXPaHESHHH
COCTOSIHMH ISl BRIOPaHHOM 4acTH )KypHajia, KOTOPYIO OH OTJIQ)KMBAET Yallle BCEro
[6].

Ecimm cocTosHHS COXpaHSIHCh PENKO, TO CKOPOCTh IMEepexoja K MpeIbLayLIInM
maram OyAeT CHJIbHO 3aBHCETh OT CKOPOCTH BOCIpou3BeneHus. Ha Hee Bnmsror
KOJIMYECTBO 3alMCBHIBAEMBIX B JKypHal COOBITHH, HaKJIaJHbIE pacxXoipl OT
peanuzay MeXaHu3Ma BOCIPOHU3BEACHHUS BHYTPU CUMYJISATOPA U HACKOJIBKO MOJTHO
BOCIIPOM3BOUTCSL paboTa BCe CHCTEMBI (BOCIPOM3BOIHUTCS padoTa TOJBKO
mporeccopa,  BOCIPOM3BOAMTCS — pabora  nepudepuilHbIX, BBIBOAUTCS  JIH
n300paKeHnEe OT BUIEOKAPTHI B OKHO CUMYJILITOPA).

Cpenssisi CKOPOCTb pabOTHl KOMaHIBI reverse-continue 3aBUCHT OT BEJIHYHHBI
HHTEpBala COXpaHEHWS CHUMKOB cucTeMbl [14]. Tlpu ciuimmkoM ManeHbKOM
MHTEpBAJIC HETaTUBHOE BIMSHHC HAYMHAIOT OKa3bIBaTh HAKJIAJHBIC PACXOABI OT
3arpy3KH CHHMKAa CHCTEMBI, a TPH CIHIIKOM OOJBLIIOM - IPOUCXOIUT
BOCIIPOM3BECHHE OONBLIOr0 ydYacTKa >KypHaJla M TEpAeTCs NPEHMYIIECTBO OT
UCIIOJIB30BaHMS CHUMKOB. ONTHMAaNbHBI HHTEPBaJI MOXHO HaWTH SMIHPUYCCKUM
IyTeM Uil KOHKPETHOH pealu3aliy JSTCPMHHHPOBAHHOTO BOCIIPOHM3BEACHUS H
KOHKPETHOH OTJIQ)KUBAEMOH IPOTrPaMMBEL.

Bpems, HeoOxommMmoe il paboTBl KOMaHIE reverse-continue, 3aBUCHT OT
KOJIMYECTBA MHCTPYKUUIA 10 Oivpkaiineid Toukd octaHoBa. CHMYISTOp 3arpyxaet
NPEeIbITYIINi CHIMOK CHCTEMBI ¥ BOCIIPOU3BOAUT JKYPHAJ C 3TOTO COCTOSHHS J0
TEKyIIEro IOJOXKEHUS B IOMCKE TOYKM OCTaHOBA, €CIM OHAa HE HalifieHa, TO
3arpykaeT CIEAyIOIIMH CHUMOK M CHOBAa BOCIPOM3BOINUT JKypHAJ, IIPOLECC
HOBTOpsIeTCA 10 TeX IOp, IIOKa He OyJeT HalieHa TOYKa OCTaHOBA WM 10 Hadajia
BBINOJIHEHUS TporpamMmbel. Eciam OGnmkaiimass TOYka OCTAHOBA HAXOAUTCS Ha
pacCTOSIHUM B 1M UHCTPYKUUN OTHOCHUTENIPHO TEKYLIEH TOUKH, TO Ui €€ MOoucKa
HY)XHO Oynmer 3arpy3uTb d CHUMKOB CHCTEMBI M BOCIIPOM3BECTH CTOJBKO e
YYaCTKOB KypHaIa MEXIy COCSTHUMU CHUMKAMH COCTOSHUSI.

d:[%x k], 1)

T7ie M - KOJIMYEeCTBO WHCTPYKIHH OT OJrpKaiimeii Toukn 0cTaHOBA 10
TEKyIIed TOUKH;

7 - KOJIMYECTBO MHCTPYKIMH OT Havualla )KypHalla Ha TeKyLlel TOUKHY;

k - xonn4ecTBO coXpaHEeHHBIX CHUMKOB C Hayajia 3aIlicH >KypHaa JIo
TEKYLIEro MOMEHTA,
Bpewmst 15t 3arpy3Ku 0OJTHOrO CHUMKA U BOCIIPOU3BEICHUE XKYPHAJIA A0 CIEIYIOIIEro
CHHMMKa MOKHO BBIPa3uTh GopMyIoii (2).

Td = Tk + tSl (2)

rae Ty - BpeMsl BOCIIPOU3BEIEHUS )KypHaIa MEXAY ABYMsI COCEAHUMHU
CHUMKaMH COCTOSIHUS,
ts - BpeMsI 3arpy3KH COCTOSHHS,
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To="xt;, @)

rfe t; - BpeMsi BOCIIPOM3BEACHUS OJHOM HHCTPYKIIUK;
TOF[[a 06H_Iee BpEMs HAXOXKACHUSA 6J‘II/I>KaI71HIeI7I TOYKH OCTaHOBAa MOKHO BBLIPDA3uTh
thopmymoii (4).
Tmzded=[%xk]X(Tk+ts)=[%xklx(%xti+ts) 4)

[locne Toro, kak TOYKa HaWJEHA, MPOUCXOIUT BOCHPOM3BEACHHE >KypHAJla C
3arPY’KCHHOTO COCTOSIHUSL 1O COCTOSHHS CpaOaThIBaHHUS TOYKH OCTaHOBA.
TpeOyromeecs Ha 3TO BpeMs MOJKHO MTOCYHUTATH 10 hopmyie (5).

1= (Exd-m)xe ©)

B pesymerate ¢ yaerom ¢opmyn (4) u (5) BpeMs BBIIONHEHHS KOMaHABI reverse-
continue paBHo BeipaxaeTcs hopmyoit (6)

n
m=ded+Tr=dx(Tk+ts)+(E

n
=dx(Tk+tS)+E><d><ti—m><ti=

xd—m)xti

=dx (T +t +%><t-)—m><t- ®)

[—xkl ( X t; + t, +k><t)—m><tl-

_[—xkl (2>< X t; +t)—m><tl-

Jns kaxnpoi peanmzaimu U3 Gopmynsl (6) MOXHO BBIYHCIUTH ONTHMAaJIbHBIA
MIEpHO/I COXPAHEHUSI CHUMKOB CHCTEMBI.

3.3 Moaudukauusa XypHana Ans noBbILEeHnA
NPOU3BOAUTENLHOCTHU

Kak nmpasuiio, mpu oTiagke yAaeTcs JIOKaIu30BaTh pobiemy, U ganee paboTa uueT
HH CO BCEM CLEHapueM paboThl HMPOrpaMMBl, a TOJIBKO C €ro 4acTeio. Iloaromy
yIOOHO BBIICIUT ()PAarMEHT CLIEHAPHs, ¥ paboTaTh TOIBKO C HUM.

IIpn BBIIOTHEHWHM KOMAaHIBI reverse-continue BOCIPOM3BEACHHE MPOTPAMMEI
HNPOUCXOJUT B OOpaTHOM TMOpSIKE 1O TNEPBOH BCTPETHBIICHCS TOYKHM OCTAaHOBA.
3apaHee HEU3BECTHO KOTJa MMOCIEAHUN pa3 BHIIOIHIACH HCKOMAs MHCTPYKIUS MU
MEHSUIaCh UCKOMAs siueiiKa MaMsTH, II03TOMY CUMYJISITOP OYyZAET 1ociIeJ0BaTeIbHO B
00paTHOM THOPSAIKE 3arpy’aTh COXpPAaHEHHBIE COCTOSHMS M BBINOJIHATH KO MEXY
HHUMH, 9TOOBI HAUTH MECTO, I'/Ie EMY CJIeIyeT OCTAaHOBHUTHCS.

3HAa4YUTENBHO YCKOPUTH 3TOT MPOLECC MO3BOISIET MHAEKCALMSI BEIIOTHEHHOIO KOAA.
B mpouecce 3amucu KypHaja JOHOJHHUTENBHO COXpaHsieTcss MHPOPMAaIHsi O TOM,
KOI/la Kakasi MHCTPYKIMs ObLIa BBHIIIOJHEHA M KakKWe DJIEMEHTHI MaMsITH 3amucaia
[15]. Bech mpomecc 3amucu SKypHanma pa3OHBacTCs Ha HEOOJBIINE BPEMEHHBIC
NpOMEXyTKHU. JIJIs1 TOMCKa MOMEHTA, KOTAa OBbIT M3MEHEH PETUCTpP MIIM BBHIIOITHEHA
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MHCTPYKIHUS, UCIIONB3YIOTCSI MPOMEXYTKH, COOTBETCTBYIOIIHE BBIMOIHUBIINMCS
0a30BBIM 0JIOKAM MalIMHHBIX KOMaH]. 3alHCh O KaKIOM IPOMEXYTKE COICPIKUT
JMana3oH  aJpecoB  BBHIOJHUBIIUXCS  WHCTPYKIMH W OUTOBYIO  MackKy
M3MEHUBIIUXCS B 3TOM OJyloke peructpoB. Jlisi moucka HM3MEHEHMH B siYeike
naMsTH, BCS HaMATh pa3OUBaeTCs Ha CTPaHMULBL, AN KaXAOH CTpaHUIIBI
COXpaHseTCsd CBOS HUCTOPUS U3 BPEMEHHBIX HPOMEXKYTKOB, 3allUCH B KOTOPOH
coJiepkarT OWTOBYIO MacKy H3MEHEHHBIX sueek. Korzma Hy»KHO HaWTH MecTo
MOCJICIHETO HM3MEHEHMS IIEPEMEHHOH, BCSI HCTOPHSA IIPOXOAUTCA B OOpaTHOM
HOPSJKE, TPOBEPsIst ONTOBBIE MACKH, a 3aTEM 3arpyKacTCsl HyKHOE COCTOSIHHE.
Ecnu 1o BO3HMKHOBEHHs OIIMOKH IPOTrpaMMa padoTaeT OYCHb UINTEIBHOE BPEMS,
TO pa3Mep JKypHaja CTaHEeT JAOCTATOYHO OOJBIINM M MOKET JOCTUTATh HECKOJIBKO
COTeH rurabaiiT. YMeHpINTh pazMep (aiia XKypHajla MOXHO C IOMOIIBIO €To
cokatusa. Ilpm  BocmpowW3BeNEHWH €ro 4acTH OyAyT  IOCIENOBAaTEIbHO
BOCCTAHABIIUBATECS. J[pyruM CIOCOOOM COKpaIleHHs pa3Mepa KypHaja SBISeTCS
BBIJICTICHUE W3 HEro (QparMeHTa, OTHOCAIIETOCS K HCCIEAyeMOW ommOKe.
CoxpaHeHHe CHMMKOB CHCTEMbI II03BOJISIET IMOJYYHTh M3 JKypHalla (parMeHT,
HauMHAIOMUICS C TPOU3BOJIBHOTO CHMMKA, M HCIIOJIB30BaTh €ro B KayecTBe
MOJIHOLIEHHOT O >KypHaJa.

4. UccnedoeaHue 2ocmeesoli cucmeMbl

Vcnonp30BaHHe IMOJHOCUCTEMHOTO CHMYJIATOpDA B KadeCTBE OCHOBBI A
peanu3aud  OOpaTHOMl OTNAaAKM HMeeT KaK I[PEeMMYLIeCTBa, TakKhe Kak
BO3MOXKHOCTB OTJIQJIKH KOMIIOHEHTOB OINEPALlMOHHONW CUCTEMBI U JpaliBepoOB, TaK U
HezoctaTkd. CHMYJISTOP BBITOJIHSAST KOJ HE TOJBKO MCCIECAYEMOTo NPUIIOKEHHS, a
BCEl cuCTeMBI eJHKOoM. Eciu npuiioxeHnue coOpaHo ¢ 0TIIag04YHON HHpOpManel
M JIOCTYNEH ero WCXOJHBIH KOJ, TO MOXHO YKa3aTb OTIAQAYUKy IIyTh K
UCIIOJIHAEMOMY M MCXOIHBIM (aiinamMm. B 3ToM ciy4ae BBINONHATE KOMAaHJbI
OTJIaJKM U CTaBUTh TOYKM OCTaHOBA MOXKHO B HCXOJHOM koze. Ecim ke ata
uH(opMaLus OTCYTCTBYET, TO OTJIKHBATH MPUXOAUTCS acceMOJEPHBIA KO, 4TO
Oonee TPyIOEMKO.

Ecnu ommbka BO3HHMKAeT B KaKOM-TO KOMIIOHEHTE OIEPAalMOHHOW CHCTEMBI, IS
KOTOPOTO HET HCXOJHOI0 KOJa, TO MOJYYHUTh JOMOJIHUTEIbHYIO MHPOPMAIHIO O
CHCTEeMBl U ee O00BEKTaX MOXKHO C IIOMOIIBIO aHaiu3a JaMIila MaMsTH U TaKHUX
MHCTPYMEHTOB, KaK WHTEPAaKTUBHbIE OTIaquuku. Cumyiarop ¢ QyHKuuen
JIETEPMHUHUPOBAHHOTO BOCIIPOM3BEJCHUS TIO3BOJIIET MEPEHTH B J1000E MeEcTo
BBITIOJHEHHSI IPOTPaMMBI, a 3aTeM C ITOMOIIBIO JOMOJHHUTEIBHBIX HHCTPYMEHTOB
MOXHO HCCJIEJIOBATh CHCTEMY.

JlaMn omepaTHBHOW TaMSTH, MOJYYEHHbIH B MOMEHT BBINOJIHEHHS NPOIPAMMBI B
CHMYJISITOPE, MOXKHO HCCIIEI0BATh C MOMOIIBbI0 MHCTpyMeHTa Volatility Framework
[16]. On BkmtoyaeT B ceOsi IIUPOKUI CHEKTP IUIATMHOB IS MOJYYCHHS CIHCKA
AKTHBHBIX IPOLIECCOB U 3arpyKEHHbIX OHOJIMOTEK, COOTBETCTBUS (U3MUYECKHUX H
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BUPTYaJbHBIX agpecoB, CIMCKa MOIYJEH/OpailBEpOB/IOTOKOB fAApa W MHOTOTO
JpYyroro.

Ecmu rocreBoil cucremoit sBmsercss Windows, To IS OTIAgKH  MOKHO
ucrnonp3oBaTh  ornamguk  WINnDBG  [17]. OH  1mo3BojseT  OTIaXKHBAaTh
MOJIb30BATENILCKIE TPHIIOKEHUS W JpaiiBepa, aHAIM3UPOBATh aBapUilHbIE JaMIIbI,
ABTOMATHYECKU 3arpykaTh CHUMBOJbHYIO HH(MopMamumio st moayiaed Windows.
[onnepxuBaeTcss BO3MOXKHOCTh OTIAAKH yJAJICHHOW MallWHBI, JUIS 3TOTO B
OTJIa)KMBAEMOW CHCTEME 3allyCKaeTcs OTIafouHbIil cepBep. OH paboTaeT BHYTpH
CHCTEMBI, TI03TOMY MNpPU BOCIPOW3BEICHUM HMHTEPAKTUBHAs OTJIAAKAa CTaHOBUTCS
HEBO3MOXKHOM.

B SDK mnardopmsr Android ucriomnesyercs cumynstop QEMU, Ha ero 6ase MOXHO
peanu3oBaTh OOpaTHYIO OTJIAJAKy MOOWJIBHBIX TPHIOKCHUU. BonbmuHCcTBO
TIPWIOKECHUH peali30BaHbl Ha SI3BIKE jaVa, ISl UX BBITOJMHEHUS B CHCTEMY BXOIHT
BUpTyanbHas mammmHa Dalvik. TIpu otmagke ¢ ncnonp3oBanuem GDB cumymsarop
BEITIOJTHSACT KOX 3TOW BHPTYyallbHOH MAIIWHBL, a HE java KOJ, YTO CYyIIECTBEHHO
OCJIOXKHSET MOMCK omubOku. JIiis ommaaku java xoma B SDK BKIIOYEH OTIIaquuK
DDMS [18]. Ou noakitodaetcst K HOPTY CHMYJIISITOpA WM PEaIbHOrO YCTPOUCTBA U
MO3BOJISIET MOJYYNTh WH(POPMANHUIO O BBIMTOTHSIOMIAXCA IMOTOKaX, Mporeccax U
JUHAMHYEeCKUX 00bekTax. OTaf4MK WHTEPAaKTHBHO  B3aMMOJCHUCTBYET C
CHMYJISITOPOM, IOChUIasi €My KOMaHJIbl M MOJIy4asl 3alpalinBaeMyro HHdopmanuio,
MOATOMY TIIPH BOCIIPOM3BEJIEHHMH TIOJNydeHHe HMHGOPMALUK, OTIMYHOW OT
MOJNIyYeHHOW TpU  3amuCH, HEBO3MOXHO. Bocmons3oBatecss DDMS  mpu
BOCIPOM3BEACHHH  MOXXHO, €CJIM  OCTaHOBUTb  CHMYJSITOP,  OTKJIIOYHUTH
BOCIIPOM3BE/ICHHE, IIOJIyYUTh JaHHbIE W3 CHMYJSITOpa, a Jajiee IPOJOJDKUTH
BOCIPOU3BE/ICHHIH C ITPUOCTAHOBICHHOTO cocTosiHus [19].

5. Mpednazaemas peanusayusi o6pamHol omnaaoku

Hawnbonee ncnonb3yeMbIMH B HacTOSIIEE BPEMs B IIEPCOHAIBHBIX KOMIBIOTEpaX U
MOOMIIBHBIX YCTPONCTBAX SIBJISIOTCS MPOIECCOPBI apXUTEKTypsl 1386, AMD 64 u
ARM. HeMHOTO CHMYNATOPOB MOAJIEPKUBAIOT BCE 3TH IUIaT(HOPMBI, OTHUM M3 HUX
spissercst cumyisitop QEMU. OH  ucmonb3yeT AWHAMHYECKYIO TPaHCIISIIHIO,
MOJ/IEP)KUBAET Takue IesieBsle miatdopmsel kak 1386, AMD 64, ARM (ects Bepcust
it 3amycka Andriod), PowerPC, MIPS u npyrue. MiMeeT OTKPBITBIH HCXOIHBIH
KOJI, 9YTO TI03BOJIIET J00ABIATH MOANECPKKY HOBBIX IIaTHopM M mepudepuilHbIX
YCTPOMCTB.

Panee B cumynsitope QEMU Gbutn peanu3oBaHbl GYHKIHH JETEPMHUHUPOBAHHOTO
BOCTIpOM3BeicHUs U 0OpatHoi omnaaku [2]. QEMU nomnepxuBaeT cumMynsnuio He
TOJIBKO IPOLIECCOPA, & BCEH CUCTEMBI, BKIIIOYast COCTOSHUE IaMSITH, TepUpEpUIHHBIX
YCTPOMCTB M 9KpaHa CUMYJISTOpa. DTa 0COOEHHOCTH TT03BOJISIET OTJIAKUBATH paboTy
IpaiiBepoB uis nepudepuiHBIX YCTPOHCTB Ha)xe B TOM Ciydae, KOIJa camo
YCTPOICTBO €Ill€ HE BBIIYIIEHO, Ui Yero MOXKHO CMOJENHPOBATh €0 BHYTPH
CUMYJATOpA.
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B ocHoBe MexaHm3Ma OOpaTHOM OTIAagKH JIGKHT JACTEPMHHHPOBAHHOE
Bocnpou3BeieHne. B mporecce paboThl NPHIOKEHHS 3alUChIBACTCS JKypHAI
HEJICTEPMUHHUPOBAHHBIX COOBITHH, MPOUCXOJSIINX BHYTPH CHCTEMbI, UMEHHO OH
MO3JHEee  TO3BOJSIET  NOBTOPHUTH  BeCch  ClieHapuii  ee  paborel. K
HeJIeTEpPMUHHUPOBAHHBIM COOBITHSIM OTHOCSATCSI COOBITUS CpabaThIBAHUS CHCTEMHBIX
TaliMepOB, TPEPBHIBAHKS M BBOJI-BBIBOJ OT MEPUPEPUIAHBIX YCTPOUCTB.

[Ipu Bocmpou3sBeneHUH pabOTHI CHUCTEMBI, COOBITHSI CUMTBIBAIOTCS U3 JKypHala M
BBINIOJHSAIOTCS B T€ K€ MOMEHTHI (II0 OTHOLICHUIO K BBIIOJHEHUIO TOCTEBOM
NpOrpaMMbl), B KOTOpbIE OHU ObUIM 3amucaHbl. Mcrnonb3oBaHue xypHana coOBITHIA
HO3BOJISICT B TOYHOCTH MOBTOPATH CLEHAPUI pabOTHI CHCTEMBI JIF000e KOIMYECTBO
pa3. Beskoe 3aMeuieHne, BO3HHUKAIONIEE NPU BOCIIPOU3BEICHUH, HUKAK HE BIUSCT
Ha paboTy TOCTEBOW CHUCTEMBI, TaK KaK HE MPOUCXOAUT pEAIbHOro e
B3aMMOJCHCTBHS C BHEIIHMMH HCTOYHHKAMHU JAHHBIX. DTO CBOWMCTBO ITO3BOJISIET
UCIIONIB30BATh alTOPUTMBI aHAIM3a WM CHSATHS TPacchl, KOTOPbIe OOBIYHO AT
CHJIBHOE 3aMeJUICHHE M He MOTYT OBITh HCIIOJIb30BAaHBI BO BpeMsl PealIbHON padoThI
13-32 BO3MOXKHOTO U3MEHEHUS MOBEACHUS UCCIEyeMON MPOrpaMMBbl.

Jdnst obecriedeHHss KOHTPOJS TOYHOCTH HCIIONB3YETCS 3alMCh B JKYpHAlT IpH
HEOOXOAMMOCTH JOMOJTHUTEIBHBIX COOBITHH THIa assert. [Ipu 3amucu Takoro pona
COOBITHH COXPAHSIOTCS 3HAYEHMs psia PErHUCTPOB TOCTEBOrO mpoleccopa. Bo
BpEMs BOCHIPOU3BCACHUS MPU CYUTBIBAHUU 3TUX CO6I)ITI/II>1 MMPOUCXOAUT CPAaBHCHHUC
3HAUEHUH PErHUCTPOB M3 XKypHala M COCTOSHHME IIPOLECcCOpa CHUMYIHPYEMOH
CHUCTCMBI B I[aHHBIﬁ MoMeHT. Ecnmm 3HaueHUs OTJIMYArOTCA, TO TMPOUCXOJUT
3aBeplieHre paboThl CUMYINSATOpPa € coolOuieHHeM 00 omubke. DTO MO3BOJSET
n30eKaTh 3aBUCAHHUS MM 3allMKJINBaHUSA TIPpU HCEBECPHOM BOCIPOU3BECACHUU
KypHaa.

B mpornecce 3amucu KypHana COOBITHH JODKHO OBITH COXPAHEHO COJEPIKHMOE
CETEBBIX ITAKETOB, KOTOpHIE OBIIM OTIPABICHHI MM TOJyYeHBI OT BUPTYaJIHHOMN
ceTeBOM KapThl. Bee ceTeBble MakeThl COXPaHSIOTCS B OTACIBHBIX (aiinax pcap, ux
MOKHO aHAJIM3MPOBaTh OTIENBHO C IIOMOIIBIO ITPOrpaMM aHAJIU3aTOPOB CETEBOTO
Tpaduka mogobusx Wireshark [20]

QEMU nmnonnepxuBaeT COBMECTHYO paboty ¢ omrmaguukom GDB. Tak kak
OTJIIaKUBaeTCs Bcerga paboTa Bceill CHCTEMBI IETMKOM, HCCIeNyeMOoe MPIIIOKEHHE
HeoOxouMo 3arpy3uts B OC, yCTaHOBJIEHHYIO B cuMyisTope. C IOMOITbI0 KOMaH/
obparHoit orimamku B GDB, MOXHO mepeMemarbcs MO IYyTH BBITOTHEHUS
NpWIOXKEeHNsT B oOpaTHOM HampaBieHHH. Jlo0as #3 3THX KoMaHI TpeOyer
JUINTEBHOE BpEeMs JUIS BBIIOJHEHMS, TOITOMY Ba)KHO PAacCCUUTATh ONTHMaIbHBIH
MEpHO/I COXPAHEHHs COCTOSHUH CHUCTEMBI JJIsl KOHKPETHOW peann3anuy oOpaTHOH
OTJIaJKH, YTOOBI MakCHMaJbHO COKPAaTUTh BPEMs BBINOJHEHHS KOMaHJ O0OpaTHON
OTJIAJKH.

Hcnone3ys popmyny 6, mis QEMU c dyHKIusMu oOpaTHON OTIAAKU MOXKHO
MOCTPOUTh Tpaduk, H300paKeHHBIH Ha pUCYHKE |, 3aBUCHMOCTH BPEMEHH
BBITNIOJTHEHHSI KOMaH[bI reverse-Continue ot KoJu4ecTBa COXPaHEHHBIX CHHMKOB.
Bce nmansble momyuensl Juisi TectoBoro ciydas sarpysku OC WindowsXP, B ux
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yucie oO0Iee KOJIMYECTBO BBINOJHMBIINXCS HHCTPYKIMH OT Hadala 3aIlHCH
KypHana n =~ 5 - 10%, BpeMs BocIpousBeieHHs OJHON MHCTPYKIMU t; =~ 6+ 1078 u
BpeMsi 3arpy3KH COCTOsIHUSA tg = 3,5.

Ha puc. 1 u3o0OpaxkeHa 3aBHCHMOCTh BPEMEHH BBHIIIOJHEHUS KOMAaHIBI everse-
continue oT KOJIMYeCTBa COXPAHEHHBIX CHUMKOB [ist cumyJisitopa QEMU. padukn
MIOCTPOCHBI Ul Pa3HOTO 3HAYCHUS M — KOJMYECTBO IIAroB A0 OJwkaimieil Touku
OCTaHOBA.

150

140

130

120

1io

100

1 m = 200000000
S0

i =—m = 70000000
80

—nm = 20000000
70

60

Bpemia reverse-continue,c

1 21 41 61 81 101 121 141 161 181 201 221 241 261 281

Konvyectso CHUMHOB

Puc. 1. 3asucumocms spemeru pabomsl KoManOwl FEVErse continue om uucia cHumkos
COCMOANUSA BUPMYATLHOU MAWUHDL, COCTANHBIX NPU 3ANUCU ee pabOmb.

[Iar, Ha KOTOPOM BCTPETUTCS OJIM)KAWIIAs TOYKa OCTAHOBA, HE U3BECTCH, MIO3TOMY
H300paKeHO Tpu Tpaduka IS Pa3IHYHOrO CPETHEr0 KOJMYECTBAa IIAaroB, Ha
KOTOpOE HEOOXOMMO BEPHYTHCS KOMaH Ie reverse-continue.

B Tabn. 1 mnpuBeneHsl pe3yibTaThl BBIYUCICHUI ONTHUMAJIBHOTO IIEpUOJA
COXpaHEHHs CHUMKOB NPH 3aMUCH )KypHaJa, IPU KOTOPOM BpeMsi paboThl KOMaH[
0o0paTHOH OTTagKu OyIeT HAUMEHBIIIHM.
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Tabn. 1 Onmumanshulii nepuoO cOXPaHeHus CHUMKO8 GUPIYANLHOU MAWUHbL NPU PA3TULHOM
paccmoaHuy 00 MoUKU OCMAHO8A.

KonuuectBo maros 1o KommuecTBo Ilepuon coxpanenus
TOYKH OCTAaHOBA COXpPaHCHHBIX CHIMKOB CHHMKOB, C

2-108 23 5

7107 71 15

2-107 214 0,5

6. HanpaeneHus danbHeliwux uccnedosaHull

JameHeiimas pabota Hag oOpaTHOH oTnankoil B cumymisarope QEMU mranupyercs
B CIIEYIOIINX HAIPABICHUIX.

Pabota co cHMMKamMH COCTOSHMM, NEPEHOC MX COXpPaHEHHWsS W3 dTama 3alllcH
JKypHaJla Ha 3Tall €r0 BOCIIPOM3BEICHHUS, YTO MTO3BOJIUT MTOBBICHTH CKOPOCTH PAOOTHI
CHUMyISITOpa TpH 3amuch >XKypHama. Korma ecTte yke 3amMCaHHBIH OKypHal,
MOJTb30BATENIb CMOKET MEHSATH MEPHOJA COXPAaHEHHWS CHHUMKOB 0Oe3 Iepesaricu
KypHana. llcnonb3oBaHnE KOMMPOBAHUS IIPU 3alMCH AJSI COXPAHEHHUS CHUMKOB H
n00aBlIeHHE BO3MOMKHOCTH YAAICHHUS JHMIIHUX CHUMKOB IIO3BOJIUT COKPAaTUThH
001wt 00beM XpaHUMBIX CHUMKOB.

IIporokon otmamgunka GDB Ha nmanHEIf MOMeHT He mO3BOJsIET 3(QEeKTUBHO
UCIIONBE30BaTh 00paTHYIO oTiaaky ¢ cumyisropom QEMU. Korma momnp3oBatens
XOYEeT BBITOJIHUTH KOMAaHJy reverse-step n, To OTIaJUUK MOCBUIAET CHMYJSTOpPY N
pa3 KoMaHJy reverse-Step, 4To moapa3zymMeBaeT 3arpy3Ky NpelbIAYLIIEro COCTOSHUS
M BOCIIPOM3BEJCHUE JKypHaJla JO MpebLaylieid koMaHibsl. Ecim Obl cuMynsTop
HOJIy4HI Cpa3y KOMaHAy reverse-Step N, To 3a OJUH NMPOXOA Mepelle] Ha HyKHYIO
HHCTPYKIHIO. [Ipy BBIMONHEHHH KOMAaHbBI reverse-COntinue MOMXHO K3IIHPOBATh
BCE HalJIEHHbIE TOYKH OCTAHOBA, YTOOBI IIPU IIOBTOPHOM €€ BBIITOJHEHUH, U30eXKaTh
mumrHero npoxona. GDB mMeeT OTKPBITHIM MCXOJHBIN KO, €ClH €ro J10padoTath,
To cBsiska GDB u QEMU pabotana 661 HaMHOTO 3P QEeKTUBHEH.

O¢ddexTuBHOCTE 0OpaTHONW OTIIAAKH HANPSMYIO 3aBHCHUT OT CKOPOCTH €€ PaboTHI,
MO3TOMY Ba)KHO IOBBIIIATH CKOPOCTh KakK 3aIlMCH, TaK M BOCHPON3BEAECHHS pabOThI
MpOrpaMMbI. DTOTO MOXKHO JOOMTHCS 32 CYET yMEHBUIEHUS KOJIMYECTBa COOBITHH,
3aIHCBIBAEMBIX B XKypHaJI.

[Tnanupyetcst Takxke 100aBUTH BO3MOKHOCTh HCCIIEAOBATh BHYTPEHHEE COCTOSIHUE
cucTeMbl ¢ moMouiplo uHeTpyMenTa Volatility Framework. On pabortaer Toibko ¢
(alinaMu 1aMIOB NMaMsATH, HO MOXHO J10pabOTaTh €ro M MHTEPAKTUBHO HOIydaTh
HEo0X0MMYI0 HH(OPMAIIHIO, ITOJIKIIOYasCh K paboTaromeMy CUMYIISITOpY.

7. 3aknroyeHue

B  pabore paccmarpuBaercss ~oOpaTHas ~OTIaAKa C  HCIIOJIb30BaHHEM
MHorortathopmerHoro cumysitopa QEMU. [Ipumenenne oOpaTHON OTIAIKH NPH
CO3JIaHUU HPOrPaMMHBIX IIPOJIyKTOB yIpoIaer HaXO0XJICHHE
TPYIXHOBOCHPOU3BOJUMBIX OLIMOOK, YTO MOXET CYIIECTBEHHO COKPaTHTh BPEMs U
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3aTpaThl Ha pa3paboTKy. B HacToAmmii MOMEHT Ha pBIHKE HET pealn3aluu
00paTHOW OTJIA/IKU, CPABHUMOM 1O IIPOU3BOJAMTENLHOCTHU C IPSIMOI OTIIaKOM.
OnwuchBacMbIif B CTaTbe BapuWaHT OOpaTHOW OTIAaIKW HMEET B CBOEil OCHOBe
cumymsarop QEMU 2.0 ¢ ¢pyrkmmeli neTepMIHHPOBAHHOTO BOCIpou3BeaeHUs. [s
NOBBIIEHNS 3()(EKTUBHOCTH OTIAAKH B pabOTe OBUIM MPEITI0KEHBI METOJIBI
ONTUMAJIBHOTO COXPAaHEHHs CHUMKOB CHCTEMBI, MHAEKCALMH M CXKaTHUs KypHasa
coObiTuii.  PeanuszoBanHblii  MeTOoxm — oOparHOW — oTnanku — pabotaer ¢
MOJb30BATENbCKUMU  TNPUIOKEHUAMHU,  AApaMd  ONEPAlMOHHBIX  CHUCTEM.
[onnepxuBaercst padoTa ¢ nepuepuitHEIMU YCTPOHCTBAMH U3 «PEATBHOIO MHpay,
YTO IO3BOJAET OTJIAKUBATh pPa3padaThIBacMble W CONPOBOXKAAEMBIE IpaiBEphI
YCTpPOMCTB.
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Methods to Improve Reverse Debugging
Performance

M.A. Klimushenkova <maria.klimushenkova@ispras.ru>
P.M. Dovgalyuk <pavel.dovgaluk@ispras.ru>
Novgorod State University
st. B. St. Petershurgskaya, 41, Veliky Novgorod, 173003, Russia

Abstract. Reverse debugging is software development technique that effectively helps to
fix bugs caused by nondeterministic program behavior. Bug elimination usually includes
multiple reruns of the program Program executions may be non-deterministic and the
debugger may affect program’s behavior. Reverse debugging allows inspecting past
program’s states without re-executing it. The paper describes implementation of software
reverse debugging using deterministic replay based on the QEMU emulator. Our
implementation of deterministic replay records high-level events (user and network input,
CPU interrupts, USB and audio input). Record/replay subsystem saves these events into the
log at the recording phase and reads them at the replaying phase. Therefore virtual machine is
not connected to the real world in the replaying phase. We present ways to improve
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debugging performance by reducing saved data, using copy-on-write snapshots’ format and
indexing/compressing of replay log. QEMU supports a common user interface for reverse
debugging in GDB debugger which allows using reverse-continue (going back to the
previous breakpoint or watchpoint), reverse-nexti, reverse-stepi (going back to the previous
instruction), and reverse-finish (finding the point when function was called) commands. Time
required for these commands’ execution depends on taking snapshots frequency in recording
replay log. We evaluate shapshotting frequency to get the best reverse debugging
performance. In our implementation optimal period for taking snapshots is 3.5 seconds. This
paper also presents assessment of snapshots frequency for better performance.

Keywords: reverse debugging; deterministic replay; QEMU; emulator.
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