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Abstract. The widespread use of cloud technology allows optimizing the economic costs of maintaining the IT
infrastructure of enterprises, but this increases the likelihood of theft of confidential data. One of the
mechanisms to protect data from theft is cryptography. Using the classical primitives of symmetric and
asymmetric encryption does not allow processing data in encrypted form. Homomorphic encryption is used for
processing confidential data. Homomorphic encryption allows performing of arithmetic operations over
encrypted text and obtaining an encrypted result that corresponds to the result of operations performed over
plaintext. One of the perspective directions for constructing homomorphic ciphers is homomorphic ciphers
based on Learning with Errors. In this paper we examine the cryptographic properties of existing homomorphic
ciphers (CKKS, BFV) based on Learning with Errors, compare their technical characteristics: cryptographic
strength and data redundancy, data encoding and decoding speed, speed of arithmetic operations, such as
addition and multiplication, KeySwitching operation speed.
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Annoranus. IloBceMecTHOe HCIONB30BAaHME OONAYHBIX TEXHONOTHH TO3BOISET ONTHMU3HPOBATh
9KOHOMHUYECKUE U3JIEP:KKH Ha cofepxanue U T-uHpacTpyKTypbl NPEANPUSITHI, HO IIPU 3TOM YBEIUYUBAET
BEPOSTHOCTh KPa)kKH KOH(MHICHIMAIBLHBIX JaHHBIX. OIHAM M3 MEXaHH3MOB JUISl 3alllUTHI JAHHBIX OT KPaXu
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siBysieTcss Kpunrorpadus. Mcnons3oBanue KIaCCHYSCKUX NMPUMHTHBOB CHMMETPUYHOTO U aCCUMETPHYHOTO
mupoBaHUs HE TO3BOJsieT 00pabaThiBaTh JlaHHbIE B 3amudpoBaHHOM Buue. st oOpaboTKH
KOH(QHMICHIMAIBHBIX JAaHHBIX MCIOJIb3YyIOT ToMoMoppHoe mmmdposanue. ['omomopdHoe 1mmppoBanne
IMMO3BOJISIET MPOU3BOJAUTH apH(bMeTl/ll{eCKl/le ﬂeﬁCTBMﬂ C 3aIJ_ll/l(1)pOBaHHl)lM TEKCTOM u nojxyvatb
3amu(ppOBaHHEIA Pe3yJIbTAaT, KOTOPBI COOTBETCTBYET Pe3y/IbTaTy OIlepAlHii, BHIIOIHEHHBIX C OTKPBITHIM
TekcToM. OJHHM H3 TNEPCHEKTUBHBIX HANPABICHHI I IOCTPOSHHS TOMOMOP(HBIX MHU(POB SBIAETCS
romoMophHble IU(pPE, OCHOBaHHbBIE Ha OOyueHuM ¢ ommOkamu. B cratbe Mbl Hccienyem
KpunTorpapuueckue cBoiicTsa cyuectByromux romomopdusix mudpos (CKKS, BFV) Ha ocHoBe 00y4eHus
¢ OmMOKAaMH, CPAaBHUBAEM HX TEXHHYECKHE XapaKTEePHCTHKU: KPHITOCTOMKOCTh M M30BITOYHOCTH JAHHBIX,
CKOPOCTh KOAMPOBAaHUS M JCKOIUPOBAHHS NAHHBIX, CKOPOCTb BBINONHEHUS apU(PMETHUECKHX OIepalHit
CJIOKCHHSI 1 YMHOXEHUS JaHHBIX, CKOPOCTb BBINIONHEHHs oneparun KeySwitching.

KaroueBsbie c10Ba: roMoMop(hHOE MU(PPOBAHKE; CXEMBI IOJHOCTHE) TOMOMOP(HOro MK(pPOBAHUSI; CHCTEMA
ocratouHbIX KiaccoB; BFV cxema; CKKS cxema; LattiGo; GoLang
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1. Introduction

For large enterprises of any line of business, for smooth operation, it is necessary to maintain
information channels, as well as timely processing and transmission of information. Currently, cloud
technologies are often used to solve this problem. They allow storing information in one place giving
access to several users simultaneously. To maintain the confidentiality of information (personal
information of users, information that is a corporate secret, etc.) transmitted within the network,
cloud services must provide a high level of cryptographic stability. However, the encryption and
decryption of information takes a fairly high percentage of the computing power of the network, the
increased load on which can have a negative impact on the operation of the entire network. The fact
that homomorphic encryption allows performing calculations (changing) of information without
having to decrypt it can increase performance and speed up the response time of the entire network,
while maintaining a high degree of security.

Thus, the task is to find the most productive scheme of fully homomorphic encryption (FHE) [1-2].
Based on the analysis of the HE [3-8] schemes, we chose two for the research: Cheon, Kim, Kim
and Song (CKKS) [12] and Brakerski/Fan-Vercauteren (BFV) [9], [10], [11]. Their main feature is
the use of the Residue Number System (RNS) for performing operations in schemes. The study
consists in measuring the execution time of the main functions in the schemes, thereby determining
the most productive one. For the study, 4 sets of parameters are taken, which determine the
dependence of performance on the degree of required security.

2. Background

For our research, schemes were selected that perform fully homomorphic encryption, and also have
a Residue Number System (RNS) implementation [14].

2.1 Homomorphic encryption

Fully homomorphic encryption (FHE) is a form of encryption, which has to satisfy the additional
requirement of homomorphism with respect to any operations on plaintexts. The encryption function
E(k,m), where m is a plaintext, k is an encryption key, is homomorphic with respect to the
operation * on plaintexts, if and only if there is an effective algorithm M that receives any pair of
ciphertexts of the form E(k,m,), E(k, m,), which then produces a ciphertext ¢ such that when
decrypting c, plaintext m; * m, will be obtained [15]. A homomorphism with respect to the

38



Babenko M.I"., F'onumonesckas E.., lupsiee E.M. CpaBHUTE/IBbHBII aHAIN3 AITOPUTMOB FOMOMOP(HOr0 LIH(POBAHHS HAa OCHOBE
obyuenus ¢ omudkamu. Tpyost UCIT PAH, Tom 32, Bbin. 2, 2020 1., ctp. 37-52

operation + is defined similarly. When partially homomorphic cryptosystems are homomorphic with
respect to only one plaintext operation, fully homomorphic systems support homomorphism with
respect to both addition and multiplication [16]. This means that the following conditions are
fulfilled for them:

Dec(Enc(m;) ® Enc(my)) = m; *m,

Dec(Enc(ml) &) Enc(mz)) =m; +m,
In this case, homomorphism in addition and multiplication operations is sufficient for the system to
be fully homomorphic [16].
It is this feature of FHE that allows us to talk about the performance growth we are claiming, the

ability to perform these operations on encrypted text can improve the performance of both cloud
storage services and cloud computing centers.

2.2 Residue Number System

RNS is non-weighted number system based on modular arithmetic [17]. The representation of a
number in RNS is based on a comparison of two integers modulo and the Chinese Remainder
Theorem (CRT). Thus, RNS can be defined as a set of coprime moduli (p4, py, - .., pn), Whose vector
is called the base of RNS, as well as its product P = p; - p, -...- p, and so that every integer X that
belongs to the range [0, P — 1] is associated with a set of residuals (a4, «, ..., a,,), where

a; = X(mod p;)

a, = X(mod py)

a, = X(mod p,)
Also, based on the corollary of CRT, the uniqueness of the representation of non-negative integers
from the interval [0, P — 1] is guaranteed [18].
In this case, the main advantage of representing numbers in the RNS is determined by the fact that
such operations as addition, subtraction and multiplication can be performed by the formula:

AxB = (aliab'"'an) * (ﬁliﬁZ""i.Bn) =
= ((ay * B1) mod py), (a2 * Bz) mod p), ..., ((an * Bp) mod py)
where * denotes operations such as addition, multiplication or subtraction [19]. These operations are
called modular [19], since for them to be performed in RNS, one processing cycle of numerical
values is sufficient. Moreover, this processing takes place in parallel, and the value of the number
in each category is independent of other categories.

3. Homomorphic Encryption Schemes

To conduct research on HE schemes, we selected the LattiGo lattice-based cryptography library
[13], written in the GoLang language. This library contains a set of functions that implement
homomorphic encryption schemes. The LattiGo structure allows performing various studies on
schemes, to experiment with both the complete schemes and individual operations performed in
these schemes. All schemes meet publicly available safety standards. The parameters of it are
presented below.

N = 2!°8V: the ring dimension. It determines cyclotomic polynomial degree. Moreover, it is the
amount of polynomials coefficients in both plaintext and ciphertext. It can be only a power of two.
N influences both security and performance. Because of this, for the schemes to work correctly,
setting the parameter N requires special attention.

Q: ciphertext module. In LattiGo, it is selected as the product of small, relatively simple g; moduli
that provide q; = 1 mod 2N, which makes representation in RNS and Number Theoretic Transform
(NTT) possible. The choice of size of q; modules is in the range from 50 to 60 bits, which gives
better performance. Q affects security and performance at the same time; if N is fixed and Q is
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bigger, this means reduced security and performance. Q is connected with N and must be carefully
selected.
o: variance, which is used for error polynomials. It influences security of the scheme.
It is also worth noting that all the schemes presented in this paper have a common HE base. Schemes
perform arithmetic over the plaintext and ciphertext spaces. The plaintext space and the ciphertext
space share a cyclotomic ring, which we denote in this paper as .
H = Zo[X]/(XV + 1)

where N is a power of two.
Based on the arithmetic used by the scheme, various batch coding is performed. However, the
mapping of arrays of numbers in a polynomial occurs with the property inherent in all HE schemes
presented in this paper:

decode(encode(m,) ® encode(m,)) ~ my © m,
where @ as a component-wise product, and © as a nega-cyclic convolution.

3.1 CKKS Scheme

CKKS is a homomorphic encryption scheme used for approximate number arithmetic, suggested by
Cheon, Kim, Kim, and Song. This scheme can be used for arithmetic over complex numbers and
has RNS implementation. Batch encoding of this scheme is comparable to a cyclotomic ring as:
(CN/Z o H

Moreover CKKS depends on such parameter as plaintext scale. The values have to be scaled in order
to be encoded on polynomial with integer coefficients. This parameter affects the accuracy of the
output and the maximum permissible depth for the security parameter used. The configuration of
parameters for CKKS is very dependent on the application, requiring a preliminary analysis of the
scheme, performed in encrypted form, which in certain operations can reduce the scheme
performance.

3.2 BFV Scheme

The Fan-Vercauteren version of scale-invariant Brakerski HE scheme is also considered in this
paper. LattiGo contains RNS-implementation of this scheme. The scheme provides arithmetic over
ZY . Then the batch encoding of this scheme, similar to the CKKS scheme, consists of the following:
Y o H
If CKKS had only one independent parameter, then the BFV scheme has the following set of
independent parameters:
P: expanded ciphertext module, which is used exclusively for the Mul operation (multiplication)
and the like, with no effect on the degree of security. It is also defined as the product of small
relatively simple moduli p; and must be selected in such a way that P > Q with a small margin (~
20 bits), which is realized by means of one smaller Q module.
t: plaintext module. This module determines the value that is maximally possible for the plaintext
coefficient. If the calculation leads to a higher value, then the value decreases modulo plaintext. For
batching to work, the value must be simple and satisfy t = 1 mod 2N. This module also does not
affect security.

4. Analysis of HE Schemes Function performance

Benchmarking is performed for functions such as Encoding, Decoding, Encryption, Decryption,
Addition, Multiplication, Relinearization and KeySwitching. Measurements are carried out for
different dimensions of the encrypted vector (from 128 to 2048 numbers) and for different
encryption parameters (table 1) [20].
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Table 1: Security parameters

ID | logy N | log,Q o
1 12 109 32
2 13 218 3.2
3 14 438 32
4 15 881 32

4.1 Function Performance

4.1.1 Performance of Encoding Function

Measuring the performance of the Encoding function shows the superiority of the BFV scheme
(table 2, fig. 1). The results were obtained in the experiment, due to which it can be noted that the
performance of both schemes in this function does not significantly depend on the dimension of the
encrypted vector. But as security options increase, the CKKS scheme requires more time for the
Encoding function. This is due to the fact that in the CKKS scheme the encrypted vector consists of
complex numbers, and encoding it in plaintext with integer coefficients requires more time than the

similar procedure in the BFV scheme, which uses an integer vector.

Table 2. Encoding test results, ns

b Dimension of encrypted data vector
128 256 512 1024 2048
E 1 308963 333249 375870 460903 554734
o |2 1873608 1973020 1884327 2002769 2215958
3 6234737 6972733 6540090 7255575 7366968
4 24415039 | 26627552 | 27666560 | 27404332 | 25905446
D Dimension of encrypted data vector
128 256 512 1024 2048
i 1 211498 181524 169412 181010 171326
I ) 496768 484148 511326 358980 472566
3 1177199 1382577 959615 1301481 1067257
4 3020121 3607336 3947700 2737189 3241723
SEH7 —e— 128 CKKS o - 256 CKKS
---e--- 512 CKKS - —e - 1024 CKKS
- - - -2048 CKKS —— 128 BFV
------ e 256 BFV ---+---512 BFV
2 - -+« - 1024 BFV - -+ -2048 BFV
0,E+00
1 2 3
ID

Fig. 1. Encoding time for BFV and CKKS
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4.1.2 Performance of Decoding Function

The Decoding function depends on the dimension of the vector (table 3, fig. 2). The CKKS scheme
scales worse due to the fact described above. The BFV scheme demonstrates the best speed of this
function, but its advantage is negligible.

Table 3. Decoding test results, ns

D Dimension of encrypted data vector
128 256 512 1024 2048
‘Q 1 1018856 1285869 1625036 2418919 4052705
% 2 4200838 5038371 5152239 7399088 10315995
3 13104508 | 14706263 | 14633906 | 17983167 | 21821681
4 46158396 | 57014194 | 52938040 | 58693620 | 60117011
b Dimension of encrypted data vector
128 256 512 1024 2048
E 1 1154013 1175882 1048750 1274209 1075534
|2 3151799 4236402 3288824 4564273 3038342
3 12881134 | 16357558 | 14754335 | 13649037 | 12698237
4 42709982 | 39141703 | 59220495 | 44049092 | 41901074
LE+08 ~ —e— 128 CKKS - - 256 CKKS
---e---5]2CKKS - -e - 1024 CKKS
—--®--2048 CKKS —— 128 BFV
------ «:256 BEV  =--+--- 512 BFV
@ - -+ - 1024 BFV -+ --2048 BFV 4"
2 5,E+07 z

0,E+00

Fig. 2. Decoding time for BFV and CKKS

4.1.3 Performance of Encryption Function

Both encryption options (with public key and private key) have approximately the same performance
on the first three sets of parameters. With the highest security requirement, in the case of secret key
encryption, the BFV scheme scales worse and has lower performance (table 4). In the case of public
key encryption, the results are reversed (table 5). In general, BFV is inferior in the performance of
this function (fig. 3, 4). This situation is explained by the peculiarities of arithmetic implementation,
which were described in subsection 3.2.

Table 4. Encryption with Secret Key test results, ns

Dimension of encrypted data vector

ID
” 128 256 512 1024 2048
ﬁ 1 2334489 2103892 2226278 2179083 2173156
“ 2 9766863 9382399 9218207 10142885 9507998
3 33230264 33543617 31445147 32506263 33135191
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4 127892000 | 114750689 | 120734989 | 113363544 | 118239467
b Dimension of encrypted data vector
128 256 512 1024 2048
a 1 2641997 3559443 2930780 3024797 3233360
M 2 7644061 7330153 7071365 6598306 9201644
3 34327793 34766696 37137252 36247603 36192216
4 87575015 145189343 104613338 97278158 147942129
ZET08 L 128CKKS e o2 256 CKKS
---e---5]12 CKKS - —e - 1024 CKKS
- - e - -2048 CKKS —— 128 BFV s
------ weunne 256 BFV --=+--- 512 BFV K
i | E+og T = 1024BFV -+ =2048 BFV
0,E+00
1 2 3 4
ID
Fig. 3. Encryption Secret Key time for BFV and CKKS
Table 5. Encryption with Public Key test results, ns
D Dimension of encrypted data vector
128 256 512 1024 2048
E 1 2958304 2999553 2931131 3075510 3193087
@) 2 12985601 13081973 13171425 12353057 13008715
3 46876542 52181155 42546888 44072000 43259396
4 188649729 162992743 185340700 153663429 164277171
b Dimension of encrypted data vector
128 256 512 1024 2048
E 1 3504304 3091037 2876235 3835154 4615228
M 2 9948796 12968238 11532753 12323740 12444451
3 45251935 45050544 42973388 49087468 34707847
4 124654010 127437450 177076771 168856400 172971357
ZE=08 —— 128 CKES #3156 CEES
-t 512CEES --+-- 1024 CKES
-=- M43CKKS —— 123BFV
. 256BFV|  ----+---- 512BFV
- --+-- l0M4BFy - -+-- 248BFV
= 1E8

Fig. 4. Encryption Public Key time for BFV and CKKS

4.1.4 Performance of Decryption Function

When measuring the Decryption function, the results which are displayed in table 6 were obtained.
Due to the fact that the BFV scheme uses NTT at the decryption stage, which the CKKS scheme
uses in the Decode function, this function takes much less time with the CKKS scheme (fig. 5).
Table 6. Decryption test results, ns

D Dimension of encrypted data vector
128 256 512 1024 2048
(Q 1 75295 64490 91053 86014 83257
% 2 704320 558029 500854 589965 569032
3 1740359 1325015 1841163 1609382 1552320
4 7188552 8656303 6451143 8596062 8852536
b Dimension of encrypted data vector
128 256 512 1024 2048
E 1 1411973 1304798 1211739 1062796 893495
/R o2 4277947 3599959 3417547 3493461 3516575
3 14734244 | 12412934 | 17919951 | 12627585 | 14222562
4 79417746 | 81107353 59298720 | 81474821 82202793
i —— 128 CEES . 256 CEES
a--- S12CKKE --+-- 104 CKKS
- % - 2048 CEES 128 BFV A
oo 256BFV  ---=--- 312 BFV f»’
--+-- 1024 BFV - -»-.- 0483 BFV
A 5E07
-
0.E+00 ;—

Fig. 5. Decryption time for BFV and CKKS

4.1.5 Performance of Addition Function

The study of the homomorphic addition function also shows the advantage of the CKKS scheme
(table 7, fig. 6). This is because in the CKKS scheme data is properly scaled before the operation.
Table 7. Addition test results, ns

Dimension of encrypted data vector

128 256 512 1024 2048
1 24465 37828 39856 30617 47407

2 145437 235402 291096 312227 299579
3 589837 981959 1081942 1020950 1071134
4 2692325 3453714 3695143 2700388 4009002
Dimension of encrypted data vector
128 256 512 1024 2048
1 35960 34953 36248 35226 31980

2 159519 113622 158053 123147 161107
3 630680 635675 658730 442162 667723
4 1724961 2314835 1881167 2609253 2738442

CKKS

BFV
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6,E+06

4,E+06

—o— 128 CKKS

---e--- 512 CKKS
- e -2048 CKKS
------ o+ 256 BFV

- -+ - 1024 BFV

...... o 256 CKKS
- —e— - 1024 CKKS
—— 128 BFV
---+---512 BFV
-+ --2048 BFV

t, ns

2,E+06

0,E+00

Fig. 6. Addition time for BFV and CKKS

4.1.6 Performance of Multiplication Function

Simulation of the multiplication of ciphertext by a scalar and by ciphertext showed two different
results (table 8, 9, fig. 7, 8)). When multiplied by a scalar, BFV scheme shows high performance.
But the BFV scheme has scalar multiplication only for the uint64 type, while CKKS provides a
solution for types like complex128, float64, uint64, int64 and int. The constant is represented as a
complex number, when multiplying the ciphertext by which, obviously, it takes more time than when
multiplying by a constant of the uint64 type in the BFV scheme.

Table 8. Multiplication by Scalar test results, ns

D Dimension of encrypted data vector
128 256 512 1024 2048
g |1 42654 62583 70964 67642 63079
% 2 231795 503098 545495 518164 550229
3 1069628 1745948 1756096 1705708 1733524
4 | 4077041 6304774 6041801 6270333 6130658
b Dimension of encrypted data vector
128 256 512 1024 2048
E 1 48430 48057 43500 48024 45157
a2 219919 170531 217853 186792 213763
3 854740 815247 649023 879803 839350
4 2831192 3393249 2587298 2762533 2592716

At the same time, the multiplication of ciphertext by ciphertext in the CKKS scheme has higher
performance, and also, compared to BFV, a relatively small increase in time spent with increasing

security settings.

LE0T . 178CEKS .
e 512CKKS  --0--
- - JMECKES —e—
. s 256 BEV S
a --+-- 1024BFV = - =~
-

256 CEES
1024 CKES
128 BFV
S12BFV
2048 BFV

Fig. 7. Multiplication by Scalar time for BFV and CKKS

45

E——
e —— 1% £KS
. : ; 1y
= Py asapess 517 34Y
g B 1 U i
“!"'/':
Wp v

o

Fig. 8. Multiplication time for BFV and CKKS

Table 9. Multiplication test results, ns

D Dimension of encrypted data vector
128 256 512 1024 2048
é 1 134293 216760 180038 171766 205594
O |2 674873 1469598 1525148 1078809 1152720
3 3782338 4913585 5253617 5065445 3949636
4 13078065 12682334 17907985 15632646 17966423
b Dimension of encrypted data vector
128 256 512 1024 2048
E 1 7089414 7487352 7695449 10207294 7628154
a2 31767778 25332290 35383221 37529547 33403094
3 170244000 | 170229078 | 158613588 | 171963733 | 180915567
4 932056250 | 967022400 | 925598350 | 556013800 | 951451000

4.1.7 Performance of Relinearization Function

From fig. 9 and table 10 we can see that the Relinearization function in the BFV scheme with higher
safety parameters is more productive. But on the first set of parameters, the implementation of the
CKKS scheme wins.

Table 10. Relinearization test results, ns

D Dimension of encrypted data vector
128 256 512 1024 2048
‘Q 1 1687438 2661698 3424449 2261363 3231668
% 2 18201540 34499628 30833154 30375355 30167662
3 100644400 | 154891650 | 153884971 103854875 | 146318000
4 383689733 | 442374400 | 633888950 | 658028000 | 666219500
b Dimension of encrypted data vector
128 256 512 1024 2048
E 1 3724441 2389712 3317893 4066252 3757963
a2 11464962 11950768 11067133 12411460 12308602
3 69749413 70541320 75965527 61616068 75667007
4 290493225 | 292239375 | 350729100 | 364713920 | 306935225
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LE i
JE+09 Dedkks T e 256 CKKS 4.2.1 SNR of Plaintext to Vector
---e---512 CKKS - -e - 1024 CKKS When conducting SNR of the plaintext to the initial vector, a high degree of redundancy was found
-+ ®- - 2048 CKKS 128 BFV in both schemes, but the CKKS scheme showed a better ratio (table 12, fig. 11).
------ e 256 BFY  ===e-=- 512 BFV A 3000
z - -+~ - 1024 BFV  --+--2048 BFV ,,'" —— [28 CKKS - e---- 256 CKKS
- 7 ---e--- 512 CKKS - —e - 1024 CKKS
- - e - -2048 CKKS —— 128 BFV
2000 e 256 BFV ---+--- 512 BFV
~ - -~ - 1024 BFV -+ --2048 BFV
0,E+00 Z
1 2 3 4 7]
ID 1000
Fig. 9. Relinearization time for BFV and CKKS
4.1.8 Performance of KeySwitching Function 0 &= =3
. . . . L 1 2 3
In this study, the CKKS scheme showed higher performance (table 11. Fig. 10). This function is ID

faster with complex numbers, not integers, since the complex number field is easier to scale.

1,E+09 Fig. 11. SNR of Plaintext to Vector
——o—— [28 CKKS - o----- 256 CKKS
---¢---5]2 CKKS - -e - 1024 CKKS Table 12. SNR of Plaintext to Vector
--e--2048 CKKS —— 128 BFV - .
...... v D56 BEV A S D Dimension of encrypted data vector
«* - -+ - 1024 BFV -+ --2048 BFV 128 256 512 1024 2048
2 5.E+08
el E 1 1.049194 8.38208 4.185791 2.090729 1.04755
o |2 2.093929 16.74509 8.37439 4.188866 2.092964
3 5.538696 44.25195 22.10657 11.06628 5.530708
0,E+00 : > 3 4 4 11.06649 88.49725 44.25009 22.12093 11.06154
1D D Dimension of encrypted data vector
Fig. 10. KeySwitching time for BFV and CKKS 128 256 312 1024 2048
> 1 39.62492 19.81713 9.907773 4.958288 2.474978
Table 11. KeySwitching test results, ns =
- - m o2 164.451 82.67813 41.0744 20.5674 10.2885
Dimension of encrypted data vector
ID 3 665.6461 333.0266 166.6605 83.25319 41.63363
128 256 o12 1024 2048 4 2838.382 1422.057 710.3599 354.8242 177.552
g 1 2503032 3026201 3224305 3203122 2546295
o |2 28739441 28862725 26122406 35456117 23952320
3| 135554285 | 115695133 | 100226020 | 138455820 | 133445758 4.2.2 SNR of Ciphertext to Plaintext
4 | 679806800 | 660336400 | 686261350 | 504191200 | 685178233 Within plaintext encryption, the noise in the CKKS scheme increases much more than in the BFV
- - scheme. But with higher security settings, its increase is reduced.
b Dimension of encrypted data vector
128 256 512 1024 2048 0 128 CKKS + - 236CKKS
> | 1| 2938459 3010961 3227951 2688819 3374234 © T deCRLs i 4
M s 256 BFV ---=---- 512 BFV
2 | 10792889 | 9802067 8450965 10495674 | 10323025 3 T BeBRY L1 s
3 60385157 65758147 55269293 53448786 41285438 ZN
4 276312900 342915800 342230575 236232667 254161425 ’ -
10
4.2 Signal to Noise Ratio (SNR) )
It is known that the ciphertext obtained with HE has redundancy. Thus, a degree of this redundancy 1 2 3 4
is an important parameter of the HE schemes. This redundancy can be determined by examining o

SNR. Fig. 12. SNR of Ciphertext to Plaintext

47 48



Babenko M.I"., F'onumonesckas E.., lupsiee E.M. CpaBHUTE/IBbHBII aHAIN3 AITOPUTMOB FOMOMOP(HOr0 LIH(POBAHHS HAa OCHOBE
obyuenus ¢ omudkamu. Tpyost UCIT PAH, Tom 32, Bbin. 2, 2020 1., ctp. 37-52

Table 13. SNR of Ciphertext to Plaintext

Dimension of encrypted data vector
128 256 512 1024 2048
1 20.30157 20.34031 20.34885 20.37499 20.34864

ID

2 20.35725 20.36439 20.36092 20.35067 20.36643
v |3 16.05651 16.08642 16.1052 16.08278 16.08872
g 4 16.08454 16.09035 16.09035 16.09291 16.09277
b Dimension of encrypted data vector

128 256 512 1024 2048

1 1.9481 1.949288 1.949583 1.948348 1.948181
2 1.963438 1.963153 1.962645 1.963236 1.962972
> 3 1.963446 1.96309 1.963343 1.963505 1.963333
|4 1.965543 1.965856 1.965686 1.965566 1.965581
In general, it can be noted that with lower security settings and a larger dimension of the ciphertext,

the BFV scheme shows less data redundancy. But in the case of high security settings, the CKKS
scheme is clearly more profitable.

5. Conclusion

The use of cloud technology on the one hand can reduce the cost of maintaining IT infrastructure,
but on the other hand it has a number of limitations associated with the scope of application. For
example, when processing confidential data, it is necessary to consider the risks of information theft,
to reduce the probability of data theft, homomorphic encryption is used. In our work we investigate
two schemes of CKKS and BFV homomorphic data encryption from the point of view of technical
characteristics, such as data encoding speed, data decoding speed, encryption and decryption speed,
speed of arithmetic operations with encrypted texts, evaluates noise parameters that occur when
encrypting data. A comparison of the two schemes shows that there is no one-size-fits-all approach
that can be used as a universal solution. Further we plan to investigate a question of realization of
matrix operations with use of various homomorphic encryption schemes.
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