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Annoranus. /laercs aHanu3 NpoOJIeMaTHKY HAJEKHOCTH U O€30IaCHOCTU B MUPOBOH IPAKTHKE M B HAIIeH
cTpane. PaccMOTpeHBI acleKThl MOJAENHPOBaHHsA MporpaMMmHo-TexHuueckux cucteM (IITC) u3 cepBHCHBIX
pecypcoB u rotoBbix KITU ¢ obecnieuenneM HaaexxHocTH U Oe3onacHocTy. [IpuBonsarces chopmupoBaBIInecs
0a3oBble M TEOPETUYECKHE OCHOBBI HPOOJIEMBI MOJEIUPOBAHUS, OIBITA HCIIOIb30BAHHS COBPEMEHHBIX
cepucHbiX cpencts SOA, SCA, SOAP B IITC u Web-cucremax ¢ obecriedeHHEM HX HAJEKHOCTH H
6ezomacHoctn B Mutepher. Otmewaercs, uro IITC u Web-cucremsl co3faioTcss METOJOM COOpPKH B
coBpeMeHHbIX cpenax: IBM WSDK + WebSphere, Apache Axis + Tomcat; Microsoft .Net + IIS u ap. JIoikHBI
IPOBOJMUTECS BepHU(HUKANUS M TECTHPOBAHME CHCTEM JUIs IIOMCKa OIIMOOK, BO3HHKAIOIIUX IIpU
HCKIIIOUHUTENBHBIX CHTYalUsIX (KuOepaTakax, 3alpelleHHbIX TocTynax k B/l u ap.). Omucansl MeTOab! aHAIH3a
TaKUX CHTyallMil ¥ TNPUMEHEHHS METOJOB HANEKHOCTH M 0€30MacHOCTH A oOecreyeHMsl yCTOHYMBOH M
6e30TKa3HON paboThl cepBUCHBIX KoMITOHEHTOB I1TC B nHpOpMaroHHoi cpene MHTepHeT.
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Abstract. In the paper, we analyze problems of reliability and security in the world practice and in Russia. We
consider aspects of modeling software/hardware systems from service resources and ready-made reuses with
ensuring reliability and security. We present the formed basic and theoretical foundations of the modeling
problem, the experience of using modern service tools SOA, SCA, SOAP in software/hardware systems and
Web systems to ensure their reliability and security on the Internet. We note that software/hardware systems
and Web systems are created by the assembly build method in modern environments: IBM WSDK +
WebSphere, Apache Axis + Tomcat; Microsoft .Net + IIS, etc. Verification and testing of systems should be
conducted for searching of errors that occur in exceptional cases (cyber-attacks, forbidden access to the
database, etc.). We describe methods for analyzing such situations and applying reliability and security methods
to ensure stable and trouble-free operation of software/hardware systems service components in the Internet
information environment.
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1. BeedeHue

1.1 MCTOpM‘-IeCKVIe adCneKTbl HAAeXXHOCTU TeXHUKHN

Teopus HaEKHOCTH KAaK CaMOCTOSITENIbHAsl Hay4Has JUCLUIUIMHA Hadala CKJIAJBIBATHCS IOCIE
OKOHYaHHs 2-if MEPOBOIi BoitHBEL. BoeHHOe BenoMcTBO CIIIA Hayano MHTEHCUBHO HMHAHCHPOBATH
paboThI, CBA3aHHBIE C KAYECTBOM BOOpPYKEHHH camoro paszHoro Hasuadenus. B CCCP pabGotsl mo
HaZEeKHOCTH TEXHHKH, CBA3aHHBIC C BOSHHOW paano(m3nueckodl TEeXHHUKOW B aBHAIMOHHOM,
KOCMUYECKOH, aBTOMOOMIBHOH ¥ MOPCKOH 00nacTsaX, OBUIM WHUIHHPOBAHBI BOEHHO-
poMbInuIeHHBIM KoMiutekcoM (BITK) crpansbr.

C 1950r. B CCCP npoBoamiuch pa3paboTKU IO CO3/IaHUS HAAEKHOI TEXHUKU M 000pYIOBaHUS B
BOGHHOH OTpaciau 1o mnocraHoBieHuo Munpaauonpoma CCCP u mpoBeleHHsT KOHKPETHBIX
paspabotoxk o mporpamme BIIK (1950-1992). Takue paboThl MPOBOISTCS U celiyac B 000POHHO#M
TIPOMBIIIIEHHOCTH B paMKaX 3allIUThI HAITMX 3€MHBIX U aTMOC(HEPHBIX TPAHHII.

B xommnbroTepHOi Hayke B 1986 I. MOABUIOCH YCOBEPILIEHCTBOBAHHOE HAIPaBICHUE KJIACCHYECKON
TEOpUH HANSKHOCTH JUIi TeXHH4Yeckux cpencts — dependability (rapaHTOCIIOCOOHOCTS),
BKJIIOUalomee B ce0s BOMPOCHI OOECIeueHHs: OTKa30yCTONYMBOCTH, T'OTOBHOCTH, >KHUBYYECTH,
JIOCTOBEPHOCTH, LIEJIOCTHOCTH 1 KOH(GHAEHIHAIbHOCTH. COBpeMEHHBIE CEPBHIC-OPHEHTUPOBAHHBIE
KomrbroTepHble cucTeMsl (KC) TOmKHBI HCTIONB30BaTh HaJIE)KHbIE TaPAHTOCTIOCOOHEIE CEPBHUCHBIE
Web-ycnyru UuarepHer s co3aanusi nmporpaMmmuo-texHudeckux cucteM (IITC) co croiictBamu
paboToCTIOCOOHOCTH, 6€30TKA3HOCTH, JOITOBEYHOCTH M PEMOHTOIPHTOJHOCTH.
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ITo mporpamme BIIK (1950-1992) Takue cpenctBa Obutk paspaboransl B CCCP i aBuanuw,
KOCMOCa, JHEPreTHKH, MEKKOHTHHEHTAIBHBIX OAJUINCTHYECKHX paKeT, OOEBBIX CaMOJIETOB,
BEPTOJICTOB M OOPTOBOM KOCMHUYECKOW TEXHHMKH. B HacTosmiee BpeMms HPOBOAATCA AKTHUBHBIC
paboTBl 1O CO3JAaHHWIO HOBBIX BHIOB pPabOTOCHOCOOHOTO 00OpYHOBaHMS IJIsi OOOPOHHOU
MPOMBIIUICHHOCTH U MEIULUHBI CTPAHbI, YYUTHIBAIONINE KAaTACTPOPHUIECKHE JKEPTBHI, MOXKAPHL,
BUPYCHBIE 3a00JICBaHUSA U T.I1.

OTIMYHBI DKCKypc B HCTOpUIO Teopun HanexHocTH B CoBerckoM Coroze u 3a pyOexoMm
conepxuTcs B myonukarmu M. Yirakosa [1].

1.2 TapaHTOCNOCOGHOCTb BbIYUCIIEHUI HA KOMMNbIOTEPAX

IIpencraBurens TexHudeckoro komurera IFIP  «l"apaHTocOcOOHBIE  BBIUMCICHUS U
otkasoycroduuBoctey Jx. K. Jlampu (J.C. Laprie) B 1992 rogy Hamucald KHHUTY
«I"apanrocnocobHocTh. OCHOBHBIE ompezeseHus 1 TepmuHonorus» [2]. B bproccene B 1992 rony
Obutn  omyOnukoBaHbl «Kpurepun oOLeHKH 0e30macHOCTH HH(OPMALMOHHBIX TEXHOJIOIMH
(ITSEC)» [3], npunsateie B I'epmanuu, ®pannuu, BenuxoOpuranun, Wramum u CIIA. Dtu
KPUTEPHU TOCTOSHHO COBEPIIEHCTBYIOTCSI W COTJIACYIOTCS C Pa3HBIMH CTpaHaMH-YYaCTHHI[AMH
IFIP. Tak, nemapraMeHT KOMIBIOTEPHBIX HayK yHHBepcuTera Bupmxunum (Department of
Computer Science University of Virginia) 3aHHMaeTcs TOBBILICHHEM IKHUBYYECTH
nHpopMannoHHsIX cucteM (MC) B KpUTHYECKUX HHPPACTPYKTYpax.

LlenTp HazeKHBIX U BbICOKOA(G(EKTHBHBIX BbuncieHuil Mnnunoiickoro ynusepcurera (Center for
Reliable and High-Performance Computing University of Illinois) MoauumupoBan mporpaMMHBIiR
npoaykt Chameleon no ypoBHs ¢yHkimoHansHON HaaesxxHocTH KC ¢ ceTeBoit ctpykTypoil. B Hem
Fault-Tolerance Manager noimkeH o6ecIiednBaTh aJalTalHIo TapaHTOCIIOCOOHBIX CPE/ICTB B PA3HBIX
BBIUHCIIUTEIBHBIX Cpefiax (OAHOPOIHON, TeTepOreHHON M KIIaCTepU30BAHHON).

JlemapTaMeHT KOMIBIOTEPHBIX HayK yHUBepcuTeTa B Tenneccu (Department of Computer Science
University of Tennessee) paspabatan cpencTBa Ui OTKa30yCTOHUMBBIX CETEBBIX BBIYHCICHHMH
NetSolve, ycoBepHIEHCTBYsl KIHEHT-CEPBEpPHYIO CTpPyKTypy MHTepHer. B Heli MomynbHOCTB
HNPOAYKTa HaeT BO3MOXHOCTh BECTH TapaHTOCIOCOOHBIE BBIYHUCIEHHS HA JBYX YPOBHSX:
BHYTPEHHEM U MEXCEPBEPHOM.

Benymumu yupexaeHusMu B oOnactu rapanrocnocobHoctu CIHA spmsrorcs: JlaGoparopus
peaktuBHOoro aswxeHus (JPL) Kamudopruiickoro texsHomorndgeckoro uHcTutyTa; Kopmoparus
3NEKTPOHHBIX cucTeM koMMyTanuu Bell System (CILA, 1953 r.), ubine AT&T; xomnanus IBM ¢
UccnenoBatensckum — neHtpoM  uMm. k. Yorcona; Jlabopatopus — wm. Y. [peiinepa
MaccadqyceTcKoro TeXHOJIOTHYECKOro HWHCTHTYTa; MexayHapoausiii CTaHpOpACKHHA HaydHO-
HCCIIeIOBAaTENIbCKUH HMHCTHUTYT; Kopropanus Boeing. Bompocamu rapantocnoco6noctn TC
3aHuMaroTcsa: Bo Ppanumu — Jlabopartopust aBTomMatukd u cucrtemHoro aHammza (LAAS)
Tymy3ckoro HalMOHAIBHOTO HAYYHO-HCCIEA0BATENbCKOTO IeHTpa 1 kommanus Schneider Electric,
B Anrymn — komnauud SRC u CSR, B ['epmannu — koMnanus Siemens U IpyTue.

B 3apyOexxubix pabotax ([4-6]) NpuBOASTCS OCHOBHBIE pe3yJbTaThl MCCIENOBAaHMHA B o0nacTu
rapaHTOCHOCOOHBIX U HaJIeXKHBIX 0TKa30ycToiyuBbIX KC.

HMeroTcss MHOTOYMCIICHHBIE OTEUECTBEHHbIE pabOThI B 00JMacTH oOecrmedeHus HaJeKHOCTH U
6e3zonacHoctu IITC, Bemonnennsle B pamkax BIIK B nepuoz 1950-1992, a Taxxe B COBpeMEHHBIX
KOCMHYECKHX U aBUALMOHHBIX CHUCT€MaX M I KPUTHYECKHX HH(PACTPyKTyp, B TOM YHCIE
BOCHHOT'O U IPOMBIIIJICHHOTO Ha3HaueHus ([7-14]).

2. MModx00bI kK obecnevyeHuUro hyHKUUOHaIbHOCmMu HadexHocmu MTC

Haubonee BecoMble NPaKkTHYECKHE PE3yJbTaThl MO OOECICYCHUIO HAJEKHOCTH M KadyecTBa
noiayueHsl B xozxe mpoekra ¢ MHMUITIA (1975-1987) B pamkax BIIK. Ilox pykoBoacTBoM
B.B. JlumaeBa ([7-9]) Obuia pa3paboTaHa TEXHOJOTHS COOPOYHOrO MPOTPAMMHPOBAHUS U
obecriedeHns1 BEICOKOTO KadecTBa co3zaBaeMbIx [1TC st aBHalMOHHON, KOCMHYECKOH, MOPCKOM
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0Tpacysax MPOMBIILICHHOCTH M CUCTEM CHEeIHATbHOTO BoeHHOTo HazHaueHwus ([15-17]). [Ipu atom

chopMHpOBaIaCh METONOJIOTHS oOecedeHns kadecTBeHHBIX [1TC:

e TectupoBaHue kaxaoro TC u cucTeM U3 HUX Ha TECTOBBIX Habopax u cOopa cBeieHH 00
ommnoKax;

e  HHTerpamus, cOOpKa OTIEIbHBIX CBSI3aHHBIX CUCTEMHBIX M IIPHKJIAIHBIX PECYPCOB B CUCTEMY
U TIPOBE/IEHUS UHTETPALMIOHHOTO TECTUPOBAHMS;

®  OLICHMBaHHE HAJCKHOCTH M Ka4eCTBA CO3JaHHBIX crienuanu3upoBaubix [1TC ms
MPUMEHEHHS B aBUAIIMOHHOH, MOPCKOM U KOCMHYECKOH 001acTsX;

e anamu3 puckoB [ITC u 0TKa30B ammapaTHbIX CPeACTB OOPTOBBIX KOMIIBIOTEPOB U MIPOBEICHUE
MEPOIIPUATHIA O BBITYCKY BHICOKOHAIEKHOW U KaYeCTBEHHON HOBOM NMPOAYKIHU.

B kpurnueckux cucremax pesyibTaTbl 00padOTKH MH(OPMALMU U YIPABIAIOUIME BO3JICHCTBUS

ONpeneNstoT padOTOCIOCOOHOCTh M KAa4eCTBO NMPHUMEHEHUS CIO0KHBIX CHUCTEM B YpPE3BBIYAlHBIX

CUTYyalUsiX, BOCHHBIMHU CHUJIAMH, KOCMUYECKUMHU 00BEKTaMH, AaTOMHBIX DJIEKTPOCTAHIMHN U T.IL., T1€

MPOUCXOAT aBAPHHU ¥ KATACTPOQBI BCIEACTBUE HETOCTATOUHOH 6€30MAaCHOCTH (DYHKIIMOHUPOBAHHUS

MPOrpaMMHBIX cpelcTB. [ MOHYT criyTHHKH 1 camouieTbl: Mapc 1 (1976), bounr (2018) u ap.

Kak npaBuito, onmmOKy BO3HUKAIOT BCIESICTBUE MPOCTHIX OMIMOOK U nedeKkToB B mporpammax, [10.

YacTo 3TO CBA3aHO C JKU3HBIO M 3JI0POBBEM JIIOJEH M OOJIBIIMMH MaTepPHAIbHBIMH MOTEPSIMHU.

Hnpopmayuonnan bezonacrhocms onpenenseTcs 3allULEHHOCThIO OT HeCTyYaiHbIX BO3AEHCTBHH.

Ee M0xHO paccMmaTpuBaTh Kak MpeJHAMEPEHHOE YXY/ILIEHUE XapaKTePUCTUK (DYHKIIMOHUPOBAHHUS

CHCTEMBI, KOTOpBIE CIENUAIbHO MOTYT HUCKakaThb nH(opmarmio [Toatomy TpeOyeTcs 3amuinath

NpOrpaMMbl M JaHHBIE OT 3JIOYMBIIUICHHUKOB C MOMOILIBIO CHCTEM 3allUTHl KpUOTOrpaduu U

ayTeHTU(UKAIMI JTAHHBIX U MOJTb30BaTEeNeH.

OyHKIMOHANbHAS 0E30IaCHOCTh 3aBUCUT OT OTKA30B, BIMSIIONIMX Ha pPabOTOCHOCOOHOCTh U

BBINOJTHEHUE OCHOBHBIX (DYHKIMH, IPU BBITOJIHEHUH KOTOPBIX MOTYT OBITH 1e()EKThI B anmaparype,

MporpaMmax U JaHHbIX. be30nacHoCTh (QyHKIIMOHUPOBAHUS OIPENENIAETCS:

®  TEeXHHYECKHMH OTKAa3aMH U UCKaKEHUSIMU HH(OPMALUH;

e  CIydYaifHBIMH COOSIMH M pa3pyIICHUSIMU HH)OPMAIIHY;

e nedekTaMu U omMOKaMH B IporpaMmax 00paboTky HHGOPMAIUY U JaHHBIX;

e HeJoCTaTKaMH B CPEICTBAaX OOHAPYKEHHS OTKa30B M BOCCTAHOBJICHHS pabOTOCTIOCOOHOCTH
CHCTEM, IPOrpaMM U JaHHBIX.

IToHATHS W XapaKTepUCTHKH (DYHKIMOHATIBHON O€30MacHOCTH CHUCTeM OJIM3KH HaJeXHOCTH. B
HAJIeKHOCTH yYUTHIBAIOTCSA BCE OTKA3bl, a B (PyHKIIMOHAIBHONW 0€30MaCHOCTH TOJIBKO T€, KOTOPBIE
HOpUBOAAT K KaTacTpoduueckuMm ymepbam. IlosToMy MeTomsl M cpeAcTBa (DYHKIMOHAIBHOU
OezomacHOCTH 0a3UpyIOTCSs Ha METOJAaX ONpEAENeHUs HaAeKHOCTH (YHKIHOHUPOBAHUS
KOMIIJIEKCOB ITporpamm, cucteM u bJl.

B Hacrosimiee Bpemsi mpoOsieMbl  oOecrieueHHs — O€30TKa3HOCTH, OTKAa30yCTOHYHMBOCTH,
nH(pOopMannoHHOH Ge3omacHocTH peanu3yioTes B npoekrax VICII PAH. OcHoBHBIE HampaBieHHS
nccieoBaHuil — 6opbba ¢ aBapusaMu, KaTacTpodamu U KubepaTakaMu Ha 0OBEKTHI KPUTHIECKOH
HHQPACTPYKTYPHl U KOMMYHHKAIIMOHHBIX CPENICTB MIHTEpHET U MPUKIIAAHBIX CHCTEM.

IpuarMas Bo BHUMaHHUE CTaTHCTHKY HHIMICHTOB, aBapHii M KaTacTpod, BEI3BaHHBIX oTKazamu KC,
POCT MHTEHCHBHOCTH BIIMSHUS TACCHBHBIX U AaKTHBHBIX ()aKTOPOB BHEIIHEH CPEMbl, TAKHE 3aTadl
MPHOOPETAIOT BCe OONBIIYIO 3HAYMMOCTh Il OAHKOBCKHX M MEAMIHHCKUX KOMILIEKCOB, CHCTEM
snexTpoHHON Kommepimu, [MIC m cucteM MOHHTOpWHTa OKPYXKAromIeH Cpesl, MPUI0KEHUN
pacrpe/IeIeHHOTO XpaHeH s ¥ 00pabOTKH TaHHBIX.

Ha nanubiit MoMeHT pa3zpaboTka komrbloTepHbIX cucteM U [ITC ocHOBBIBaeTCS Ha CEPBUCHBIX U
CHCTEMHBIX KOMIIOHEHTax B pamkax Mozeneit SOA/SCA ¢ ucnonp3oBanreM Web-cepeucos u Web-
cnyx6 Semantic Web u Client-Server Architecture rmobansHoii cetn MHTEepHET, Kak cpersl
B3aUMOJICHCTBHUS pa3HbIX koMroHeHTOB Web-cuctem. OcnoBy Texnomnoruii KC u I1TC cocraBnsier
TapaHTOCIIOCOOHOCTh, HA/ISKHOCTh, OCHOBAHHAS Ha CIIETYIOMINX MONOKEHHUAX:
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6e30TKa3HOCTH (reliability);

TOTOBHOCTH (availability);

noctoBepHocTh (high confidence);

MPUCTIOCOOTICHHOCTh K 00CITY)KHBaHUIO WITH PEMOHTOIPHIOAHOCTE (maintainability);
nH(pOopMaIoHHas 6€30IIaCHOCTH (Security) U ee COCTABINAIONINE — KOH(HICHIIHAIBHOCTD
(confidentiality) u nenoctHocTb (integrity);

e apapwmiiHas Oe3omacHocTh (safety).

Teopuss HameXHBIX CHCTEM pa3BHBAETCSl C YYETOM COBPEMEHHBIX NOCTIKEHHH B 001acTu
JJIEMEHTHOM 0a3bl M TEXHOJOTHH MOJCIMPOBAHUS, IPUMEHEHUs HOBOTO MaTeMaTHYECKOro
anmapaTta TEOPHH HAJeKHOCTH M KOH(urypupoBaHusi ciaoxkHbiX IITC M3 TOTOBBIX CETEBBIX M
cepBUCHBIX pecypcoB MuTeprer ([18-21]) u npoBeieHus aHaIM3a U OLIEHKU PUCKOB, YCTOHYNUBOCTH,
HPOTHO3MPOBAHHMS ~ HEHUCIPABHOCTEH,  OTKA30yCTOMYMBOCTH,  3alUTHL,  (DYHKIHOHAIEHOH
0€30I1aCHOCTH, KauecTBa CHCTEM H JIp.

3. ModenupoeaHue Web-cucmem u3 cep8ucHbIx pecypcoe MHmepHem

3.1 Mogenu Web-cucrtem

B mHactosmee Bpemst B IHrepHer cpeme mpexctaBieHel Monmemun SOA  (Service Oriented
Architecture) [22] u SCA (Service Component Architecture) [23]], koTopble 00pa3yroT
UCIIOJb3yeMble Ul MojenupoBaHus Web-cucTeM U caliTOB U3 CEepBHCHBIX U TOTOBBIX reusable
KOMIIOHEHTOB, HaX0Amuxcs B 0ubnuoTekax u peno3utopusx Uurepuer.

SOA — 3T0 apXHUTEKTypa U3 CEPBUCHBIX M CUCTEMHBIX 3JIEMEHTOB, KOTOPBIE IPYIIINPYIOTCS B Cpelie
cepBepa MHTEpHET ¢ OMOIIBIO CEPBUCHBIX CITYkKO, HHTEP(EHCOB, BXOAHBIX/BBIXOTHBIX JAHHBIX U
MOPTOB OOMEHa METaJaHHBIMH, 3anaBaeMbIMH B si3bike WSDL [24]. Dnementst SOA 3anator
onucanue Hekotopol gyHnkuuu (Function) ¢ 3amanabiM KauecTBoM cepBuca (Quality service) B IT-
cragnaprax komurera W3C.

SCA — 3TO apXWTEKTypa M3 CEpBHCOB M KOMIIOHEHTOB, KOTOpBIE MOTYT OBITh pa3paboTaHbI
Pa3IMYHBIMH OpTaHN3ALMAMH, KaK TOTOBBIE KOMIIOHEHTHI THIIa reusable. K HUM oTHOCATCS ceTeBbIe
CepBHUCHI, 00BEKTHI TUaHupoBanus, noctyna Kk b/l u x EJB cepepy mpunoxenuii J2EE. Drta
ApXUTEKTypa BKIIOYAET yIaJieHHble KOMIIOHEHTHI moBTopHOro ucmonbs3oBanms (KIIU, reuses),
KOTOpbIe OOMEHUBAIOTCS MKy COOO0H IreTepOreHHBIMU JaHHBIMH U3 MHOXECTBA OOIINX CETEBBIX
Web-cepBucos MuTepHeT [25]. DieMeHTB! apXUTEKTYPhl MOTYT COOMPAThCs B CHCTEMY METOAOM
MHTETPaluy WIN KOHQUTYPAIOHHOH cOOpKH TpeOyeMbIX CEPBUCHBIX pecypcoB. JlaHHbIe Moaenu
SOA u SCA ucnons3yroTcsi HaMu Tpu MojieupoBanun Web-npunoxennii, Web-cucteM u cailTos.

3.2 CepBuchl, ucnonb3yembie npu onucainn Web-cucrtem

Hapsiny ¢ KOMIIOHEHTHBIM TIOIXOJJOM HIUPOKOE PACIIPOCTPAHEHUE MONYYHII CEPBUCHBIN moaxoa. C

€ro IOMOINBI0 peanm3yeTcss Web-crcTeMa M3 TOTOBBIX CHCTEMHBIX, (YHKIHOHAJIBHBIX U

MPUKIAIHBIX KOMIOHEeHTOB ([17-21], [26]).

I'maBHas mpes cepBucHoro nonxona Murepner u Semantic Web [27]] cocrour B TOM, 4TOOBI

HAaKaIUTHBaTh HE3aBUCHUMBIC CEpPBHCHBIE KOMIIOHEHTBI ¥ COOHMpaTh U1 pasHBIX 3a]ad.

OyHKIMOHAIBHEIC U MPUKIIATHBIE CEPBHUCH B IHTEpPHET — 3TO OOBIYHBIC MPOrPaMMHBIE PECYPCHI,

KOTOpbIE Peai3yrT OT/eNbHBIC 3aJa4t (B MaTeMaTHKE, IPOMBIIUICHHOCTH, SKOHOMHKE, aBHAIIHU

U 7Ap.) W HakammBaioTcs B Web-Oubnuorekax WMurepHer. OHH 007a1al0T CHOCOOHOCTBIO K

B3aMMOJICHCTBHIO B JIOKAIBHBIX /WM TI00ANBbHBIX CETAX VHTEpHET M OIMCBHIBAIOTCS B SI3BIKAX

IDL [28], WSDL [24] u mp.

CyIIEeCTBYIOT CIICAYIOIINE BH/IBI CEPBHCOB:

e o0Omue cepuckl cucreMubix cpen (CORBA, DCOM, J2EE, .Net, Appach, JAVA u np.),
YCTaHABIMBAIOT CBS3U C IPYTHMH CEPBUCAMH M KOMIIOHEHTAMU Yepe3 MEXaHU3MBbI BBI30Ba
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RPC, RMI u ciy»0Obl UMEHOBaHHMSI, KaTAJTOTHU3AIMH U JIP.;

e cereBble cepBHchl cTanaapTHON Monenu OSI, API, monenu SOA, SCA, KOTOpbIE BHIIONHSIOT
00paboTKy MOJIB30BATEIBCKUX CEPBUCHBIX PECYPCOB B ceTH MHTepHET;

® TOTOBBIE MPOTPAMMHBIC U CEPBUCHBIE PECYpPCHI (services, artifacts, reuses, assets u ap.)
MOJIb30BaTENbCKOM CHCTEMBI, KOTOPBIE UCTIONB3YIOTCS Kak MHoropasosbie KITU st pemenus
Pa3HOro pojia BHIYMCIUTEIBHBIX 33124, OM3HeC 3aa4 1 aAp. HekoTopblie U3 cepBUCOB CTAIN
o0s3aTenbHOM YacThio obmecucteMubix cpencts (VS.Net, IBM, Intel, Linux u np.), a Taxoke
UCIIOJIB3YIOTCS B CHIELUAIIBHBIX 00IaCTAX 3HAHUM (MeAULUHA, OHOJIOT S, TEeHETHKA,
reouspazBeaka u ap.).

3.3 CucteMHble 1 NpuKnagHble cepBUCHI

ITpuMeHeHHe CEpBHCOB IPOM3BOAUTCS C IMOMOLIBIO KIIMEHT-CEPBEPHOIl apXUTEKTyphl. Takas
apXUTEKTypa MepBOHAaYaJIbHO OblIa peann3oBaHa B cucteMe CORBA st ynpaeneHus 00beKTHON
MOJENBIO U ee dneMeHTaMu. OHa BKIIFOYAeT:

e Opokep 00bekTHBIX 3ampocoB (Object Request Broker — ORB) st B3anMo1eiCTBUS KITMEHT-
00BekTOB ¢ cepBep-o0bekTamu Ha ST (Smalltalk, Cobol, Ada-95, Lisp, PL/1, C++, Python,
Java, IDLScript u ap.);

e obmue o0bekTHBIE cepBuch! (Common Object Services — COS) mns ynpasieHus
M3MEHEHUSAMH, PeaIn3alisiMy, TPAH3aKIHUsIMY, MOANPOLECCaMH | T.1L;

e o0mmue cpeacra oocmyxkuanus (Common Facilities — CF) s o0beArHEHNS B pa3iTHyHbIe
KOH(UTrypaIuu CEepBUCHBIX O0BEKTOB;

e oObekTHble npuioxeHus (Application Objects — AQO), HaJy KOTOPBIMU MOT'YT IIPOU3BOJUTHCS
OIepaluy — OTKPBITh, HHCTAJJINPOBATh, IEPEMECTUTD, IOMECTHUTD, BBIIIOJIHUTS.

OOBEKT-KIHEHT U 00BEKT-cEpBEp OOMEHUBAIOTCA MEXKAY cO00I NaHHBIMU C MOMOIIBIO 3aIIPOCOB,

Ka)XIbIH M3 KOTOpBIX 0OpabaTbiBaeTcsi Opokepom ORB Ha ocHoBe ommcaHus uHTEpQEHCcOB

00BEKTOB IJII KIUEHTa, cepBepa u sapa ORB.

Wurepdeiic ximenra (Client Interface) obecrieunBaeT B3amMoOJIeiiCTBHE ¢ OOBEKTOM-CepBepa

COCTOHMT U3 TpeX 0a30BBIX HHTEP(EHCOB:

e  stub-mHTepdeic coOepKUT ONMCcaHNe BHENTHUX NapaMeTpoB U onepanuii B IDL;

e uHTepdeiic nuHaMuueckoro Be13oBa (Dynamic Invocation Interface — DII) o0bexTa s
BBITIOJHEHHS TPOrPaMMBbI KIIHEHTa IPH MOUCKe UHTepdeiica B pero3uTopuu HHTepQeiicoB 1
MPOrpaMM B PEIIO3UTOPHHU PEaTU3aLHii;

o wunrepdeiic ceprucoB ORB (ORB Services Interface), conepskamnuii Ha6Op CEPBUCHBIX
(hyHKIHM#, KOTOpBIE KITMEHT 3aIpallinBaeT y cepBepa yepe3 opokep ORB.

Stub-unTepdeiic obecrneunBaeT B3auMOocBs3b KineHTa ¢ ORB uepes onepanuio yaaneHHOTO BRI30Ba

RPC u noceutaet mapametpsl cepepy B 3anpoce. Marepdeiic DII o6ecneurnBaet 10cTym 00bEKTOB

W UX HHTep(eiCoB BO BpeMs BBHIIIONHEHHs. B KaXIOM BBI30BE YKa3bIBaeTCS THIT OOBEKTa, THII

3anpoca u napamerpsl B IDL nin WSDL.

3.4 MNMpouecc npoektupoBaHna Web-cucrtem

IIpouecc npoextupoBanus Web-CHCTEMBI COCTOUT B CIEAYIOLIEM:

e (opmupoBanue monenu Web-cucremsr;

e ompejereHne HHTEPPEHCOB B3aNMOICHCTBHS MEXIy CEpPBHCHBIMH KOMIIOHEHTAMU;

®  OmpeleseHNe WU TOUCK TOTOBHIX ()YHKIMOHAIBHBIX CEPBHCOB M MX Pa3MelICHHE B
Ooubmmorexax MIHTEpHET ¢ yHUKANbHBIMH HMEHAMI;

e  OmpelesieHHE CXEMbI CBSI3H CEPBUCHBIX (DYHKLMI MM KOMIIOHEHTOB B SI1 uepe3 omepaTtopbl
Bb13oBa CALL/RMI/RPC u npotokoiisl cBsizu ISO, B KOTOPBIX 331al0TCS BXOJAHBIC U
BBIXOJTHBIE TTapaMeTphI;

e ycnons3oBaHue Web-cepepa u Web-kimeHTa U1 mepeiadyl 3aIipocoB OT KIIHEHTa K CepBepy
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n3 Mozenu Web-cHCTeMBl.
e Bepudukanus u rectupoBanue pecypcos [ITC u npoBeaeHre METPUUECKOTO aHAIN3a PHCKOB,
OTKAa30B, 3aIlUTHI JaHHEIX, HAJI)KHOCTH, HHPOPMAIMOHHOH 6e3011acHOCTH U Jp.

3.5. CepBuchl nogaepxkn Web-cuctem B UHTEepHeT

Jnst cOopku (KOMIIO3UILINK) CEPBHCOB HCIONB3yeTcst HHCTpyMeHT Jopera for Eclipse [29], koTopsbrit
BBITIOJIHSET:

®  KOMIIO3HIIMIO CEpBHCOB (THIa Agile) 1 BU3yanbHbI MOHUTOPHHT OTIAIKH KOMITO3HIHI
CEPBHCOB;

e  yIpaBleHHE U3MEHEHHEM UHTepGEelCoB cepBHCa C MOMOIBIO COOOIEHNH 00 H3MEHEHUSX B
Jopera;

e MacmTabHpyeMOoCTh M aBTOHOMHOE HCIIOJTHEHHE Iporecca 3amycka Web-cucteM ¢ moMomnpio
cooOrenuii Jopera.

Jopera conepxut Habop Eclipse-muiarnHOB Uit CBSA3M Pa3iIMYHBIX HNPOrPAMMHBIX 3JIEMEHTOB H

JIOMYCKaeT HTePATHBHYIO KOMITO3HIIHIO CepBHCOB (depe3 MapipyTtu3atopsl SOAP u RESTful Web-

cepauc, Grid-cepBucel, Java snipets u Jp.) IOCiIe MOACIUPOBAHUS MPOLECCOB B ceTH. J{iis moucka

CEpBHCOB II0 MX CEMaHTHYECKUM omucaHusM ucrnonb3ytores Feta Client u Feta Engine [30]. Feta

Client — 3to GUI-marun cucremsl Uuteprer Taverna, ucrosib3yeMblil U1l ONMCAHUS CEpBHUCA, a

Feta Engine — st 3ananus Web-cepBuca.

Jns pazpabotku Web-cuctem B Semantic Web ucnons3yroTes cpeacTsa:

e RDF crangapra W3C (2004) 1151 onucaHusi CETEBbIX, CEMAaHTHYECKHX PECYPCOB U
METaIaHHBIX (JaHHBIC O JaHHBIX). CIyKUT KapKacoM JJIsl CO3AaHMs OTEIbHBIX KOMIIOHEHTOB
CEMaHTHYECKOH MayTHHBL.

e RDFS (RDF Schema) — naacrpoiika Han RDF, koTopast mo3BossieT co3aaBaTh KIacChl 1
CBOIicTBa OOBEKTOB.

e OWL (Web Ontology Language) moctpoen Ha ¢popmatax RDF u RDFS, npeanasznauen mst
OITHCAHMUS OHTOJIOTHHA, JIOTHKU M COTJIACyeTCsl C COBPEMEHHBIMU CETEBBIMH CTaHIAPTaMH.

e SPARQL (Protocol And RDF Query Language) — sI3bIK 3a1ipOCcOB IS OBICTPOTO JOCTYIA K
nanaeiM RDF s monmy4enust HeoOxoauMoii HHGOpPMAaLUK U3 CETH.

e RIF (Rule Interchange Format) — ¢opmar oOMeHa npaBuIaMu u ap.

WSDL — s13bIK OnMCaHUsI BXOAHBIX U BBIXOJHBIX JAHHBIX B 3alpOocoB IHTEpHET, CEpPBUCHI KOTOPOTO

omuceBatotest B si3bikax: WSCI (Web Services Choreography Interface); WSCL (Web Services

Conversation Language); BPMN (Business process and model and notation); BPEL (Business

Process Execution Language for Web Services) u ap.

4. ModenupoeaHue ycmolivueocmu u 6ezonacHocmu Web-cucmem

VYeroitunocts KC onpenensercs ux ciocoOHOCTRIO 00HAPYKHBATh U PUKCHPOBATH OTKA3HI U COOH,

4acTh U3 KOTOPBIX HE OBUIO MPEIyCMOTPEHO Ha 3Tale HPOSKTUPOBAHUS INPHUKIAJHBIX CHCTEM.

Oco0eHHO 0CTpO Takasi 3371a4a CTOUT pu noctpoeHnn Web-cuctem B cpene Web- Services u Cloud

Computing, KOTOpbIE XapaKTEpU3YIOTCS TIOOAIBHON pacnpeAenéHHOCTbI0 KOMIIOHEHTOB,

TETEePOT€HHOCTHIO U BBICOKOH cloKHOCTBIO. IIpn moctpoennn Web-cucteM npenycMaTpuBaeTcs

BO3MOYKHOCTb MOSIBJICHUS UCKJIIOYHUTENBHBIX CUTYalM (OIIMOOK, OTKa30B M pa3HOTo poja cOoeB) ¢

MOMOIIBIO METOOB UX OOHAPYKEHHS U aHAIN3a.

CosnaBaemble Web-CHCTEMBI 3 CEPBHCHBIX M CEPBUCHO-KOMIIOHEHTHBIX JIEMEHTOB MPEJICTaBILIOT

co00l KOMIO3UTHYIO CTPYKTYypy U3 pecypcoB Web-cepBrcoB WHTEpHET, 00eCIeuHBAIOLIYIO

napasiensHoe pyHKnnoHuposanue komnonenTos I[1TC ([15-17], [25]).

Co3nannas Web-cuctema TOKHA POBEPSTHCS Ha:

e  HecTaOMIBHOCTH (PYHKLIMOHAIBHOTO COCTaBa U CTPYKTYPhI Web-CHCTEMBI;

e  MHOTOBapUAHTHOCTbH PE3YNHTATOB 00CIyXUBaHHA 1 00paboTku Bb130BOB KIIU cpencrBamu
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Web-cepBrca Ha KOPPEKTHOCTD ¥ (DYHKIIHOHATBHYIO 0€30MacCHOCTh ITPH BBHITIOIHEHHH;

®  3HAYEHME XAPAKTEPUCTHUKH HAJIS)KHOCTH OTACIBHBIX KOMIIOHEHTOB M 3aILUTY UH(POPMAIUU
(6€30TKa3HOCTb, JOCTOBEPHOCTH U JP.);

®  XapaKTepUCTHKHU onepaTuBHOCTH Web-cepBHCOB IpH 00pabOTKH 3alpOCOB U
HEMpeJICKa3yeMOCTH H3MEHEHHUS CETEBOH 3aJICpIKKHU JUTSL KIIMEHTa, YTO 00YCIIOBICHO
r100aIbHOCTBIO, HEBBICOKMM KauecTBOM ceTH HTepHeT;

®  CJIO)KHOCTb IPUMEHEHUS TPAJULUOHHBIX CPEJICTB MOBBILICHUS HA/IE)KHOCTH U ONIEPATUBHOCTU
M3-32 HEBO3MO)KHOCTH TOYHOTO JIMATHOCTHPOBAHUS BOSHUKAIOIINX OTKA30B, a TAKKE
OTCYTCTBHS JOCTOBEPHOI HHGOPMALIUK O 3HAYCHUH HAJIGKHOCTHBIX XapaKTeprcTHK Web-
CEPBHCOB M OIIEPaTHBHOCTH OOCITYKUBaHHSI.

Takum 00pa3oM, CeTORHSIIHHE YCTOSIBIIMECS METOIbl M TEXHOIOTHH HM3MEPeHWs, OIEHKH H

MPOTHO3MPOBAaHMUs XapakTepucTHk Web-cepBucoB m Web-cucteM SBIAIOTCS HEZOCTATOYHO

MOIIHBIMH B cpefie MHTepHer. DTo B HEKOTOpOH CTeTeHH CO31aeT NpoONeMbl MpH

MPOTHO3UPOBAHUN XapaKTEPUCTHK KOMIIOHCHTHO-MHTEIPHPYEMBIX CEPBHCHO-KOMIIOHEHTHBIX

Web-cucrem u cunrtesa (coopku) takux I[IC ¢ TpeOyeMbIMH XapaKTepUCTHKaMH: TpeOyercs

pa3BUTHE TPAJULIHOHHBIX METOIOB 00ECTICUCHHUS OTKa30yCTONYNBOCTH U MOBBIICHUS HAJEKHOCTH

IITC. Copemennsle Web-cucteMbl JOMKHBI 00pabaThiBaTh BO3HHUKAIOIIME OTKa3bl, cOou u

HOTEHIUAIBHO-OIACHbIE COOBITHUS, CIOCOOCTBOBATH IOBBILIEHHIO Ka4eCTBA CEPBUCHBIX PECYPCOB U

obecnieunBaTh pyHKIHOHATIbHYIO Oe3onacHocTh [1TC B rnobanbHoi cpene HTEpHET.

Bo3moxHOCTh CcO37aBaTh KauecTBeHHYIO HHppacTpykrypy Web-cepBucnoit I[ITC sBnsercs

KPUTHYECKHM YCIOBHEM Pa3BUTHS HAayKH, OOOPOHBI, MEAUIUHBEI (PU3NUECKUX IKCIICPHMEHTOB U

3¢ dexTHBHOr0 (HPYHKIMOHHPOBAHKS NPEINPUATHI U OPraHOB FOCYAAPCTBEHHOrO anmapara. Takoe

BUJICHUE Pa3BUTUA TeXHONOrHH Web-cepBUCOB HAXOJUTCS B COOTBETCTBUH C IIPABUTEILCTBEHHBIMU

u MexayHapoaHeiMu ucrounukamu (mporpammamu NEC, NESSI, NECTISE, EPSRC, DTI, EC,

FP7 u np.).

Hccenenosanne Web-cucteM IpoBOAATCS MO CIEAYIOLIMM HAIIPABICHUSIM:

e  aranTanysd TPAAUIMOHHBIX MEXaHU3MOB 00ECIIEYeHH 0TKA30yCTOHUMBOCTH (BKIIOYAs
PEIUIHKAIIIO, BOCCTAHOBIIEHHE TT0CIe CO0sI, OCHOBAHHOE Ha KOHTPOJIBHBIX TOUKAaX MITH
KOJIIEKTUBHOH 00pabOTKH MCKIIIOUEHHUH) ISl CepBUC-OPHEHTHPOBAHHOMH apXUTEKTYPEI;

e  TIpOBEJEHHE OIEHOYHBIX HCIIBITAHUH, SKCIIEPUMEHTAIBHOH OI[EHKH XapaKTePHCTHK
HaJIeXKHOCTHU;

e anamu3 Web-cepBHCOB U CEPBHC-OPUEHTHPOBAHHBIX CHCTEM B YCIIOBHSAX IKCTPEMATbHBIX
BHEIITHUX U BHYTPEHHHX BO3JCHCTBHII Ha OCHOBE CTPECCOBOTO TECTHPOBAHUS M TEXHUKH
«3aceBay OIIMOOK;

e pacmmpenue onucanus WSDL Web-cepBrcoB 3a cueT BKIFOUCHHS TapaMeTPOB KayecTBa
obcmyxuBaHus QoS ¥ MX UCTIOIb30BAHMS B KAUECTBE JONOTHUTEIILHBIX KPUTEPUEB MONCKA U
0TOOpa CEpPBHCOB.

KoHnennuss cepBUC-OPUEHTHPOBAHHOW  apxuTekTypsl SOA H  CepBHUCHO-KOMIIOHEHTHOH
apxuTekTypsl SCA Oblna IpeanoxkeHa Uil pelleHHs NpobOneM oOecredeHHs HAAEXKHOTO U
0e30MacHOT0 B3aMMOJICHCTBUS CIOXKHBIX pachpeneneHHbx cucteM. SOA u SCA obecrieunBarOT
MOCTPOCHHE COBPEMEHHBIX Web-cucTeM Ha OCHOBE Cl1a00 CBS3aHHBIX MPOTPAMMHBIX CEPBHCHBIX
Moaynei (cimyx0) ¢ obmenoctymubiMi uHTepGeiicamu B s3pike WSDL ¥ cnenuanbHbIMU
MeXaHU3MaMH B3auMOJEHCTBHS ¢ momolneio mportokona SOAP (Simple Object Access
Protocol) [31]. Omucanue TakuX CEpPBHCHBIX MOAYJIEH MOTyT OBITh OOHAPYXEHBI IPYTHMHU
cuctemamu B crienmanbHbiXx peectpax UDDI (Universal Description, Discovery and Integration),
MOCJIe 4Yero MOJIYJIM MOTYT ObITh BbI3BaHbl ¢ momomsio SOAP-cooOmenuit B s3pike XML,
HepeaBacMbIX CTaHIAPTHBIM HHTEPHET-NIPOTOKOI0M, TakuM kak HTTP, SMTP, FTP u np.
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4.1 CepBuchbl nogaepxkm HapexxHoctn Web-cucrem

TIpu co3manum u skcrutyaranuu Web-cucrem B cpene o6maunbix Beraucienuii (Cloud Computing)
MOKET BO3HUKHYTh MOTEHIINATIBHAS YSI3BUMOCTH CEPBUCHBIX pecypcoB MHTEepHET K Kubep-atakam
W UHQOPMAIIMOHHBIM BTOPXKEHHSAM, YTO HAPYIIACT JOCTYITHOCTh MPEIOCTABISIEMBIX YCIyT,
[EJIOCTHOCTh W KOH(HICHIINATBHOCTH JaHHbBIX. B CBSI3M ¢ 9THM aKTyaJbHBIM SBISIETCS MPOBECTH
HCCIICIOBAaHNE MEXaHM3MOB OOHAPYKEHUsI HCKITIOYUTENBHBIX CHTYAIU, UX JHATHOCTHPOBAaHHE U
BBIIBUTH ysi3BUMOcTH [10 Web-caiitos, cuctem u Cloud ([12-21], [26-27]).

I'naBHO# 3amavell wuccrnemoBanust Web-cucteM siBisieTcss oOecriedeHne HHPOPMAIMOHHON
6ezomacHoctn  Web-nmpunoxennii, Web-cucrem Cloud Computing, usmepeHue nokasareneit
HaJeKHOCTH, 3a1uTa JaHHeX Web-cucrem u o6maunbix Web-cucrem.

ITpoBepka 0OpabOTKM HCKIIOYUTENBHBIX cuTyanuid (exception handling) Web-cepBucor B
WutepHeT nmpoBoAMTCs MyTeM 3aceBa ommoOok (fault injection) B pactipenenennsie Web-cucteMsl 1
obrmayHble cucTeMbl. Web-ycimyra BOCIpHHHMaeT HameXHOCTH Web-cepBruca depes cpemy
KOMMYHHKAIIUH ¥ (YHKIHOHHPOBaHMs. PacnipenenieHHas MoIenb B3aUMOICHCTBU, HHKATICYJISIIAS
JeTaneldl peajM3alMi W OTCYTCTBHE KOHTpOJIS cepBhUca Web-yclyr 3HAYHTENbHO CYKAIOT
HOMEHKJIATypy BOCIIPHHHMAEMbIX XapaKTePHCTUK HAIEKHOCTH M COKPAIIAOT HA0Op IOCTYITHBIX
MOKa3aTenen Uil UX OLCHKH.

CoBpeMeHHasi KOHILEIIMSA HAJeKHOCTH (TapaHTOCIOCOOHOCTB) HE YYHTBHIBAET BEPOSTHOCTHO-
BPEMCHHYIO B3aHMOCBSI3b MEXIYy Ppa3IMYHBIMH BapUaHTaMH OOCITY)KHBAaHHUS, BO3HHUKHOBCHHE
KOTOPOH  OOYCIIOBJIICHO ACHHXPOHHBIM  pacHpeNeNeHHBIM  XapaKTepoM  B3aHMOJACHCTBHS
noTpeOuTeNs u poBaiinepa Web-yciyr, a Takke BpeMeHHBIMH 33/Iep)KKaMU B KOMMYHUKAIHOHHON
cpene MaTtepHer.

Jnst mOCTWKeHUsI BBICOKOW HAIC)KHOCTH M YCTOMYMBOCTH Web-cHCTEM U CaiiTOB M3 CEpBHCOB
TpeOyeTcsi 3HaHHE TOYHBIX NMPUYMH ¥ MCTOYHUKOB BO3HHKHOBCHUS HCKIFOUHTEIBHBIX CHTYAIU,
BO3HHUKAIOIIUX BO BpeMs paboTel Web-cHCTeMBI M NPHMEHATh HauOoyee MOAXOMSIINE METOJbI
obecriedeHns] 0TKa30yCTONYMBOCTH M BOCCTAHOBJIICHHS CHCTEMBI IOCIE UCIIpaBlieHUs ommoOok. K
CEepBHUC-OPHEHTHPOBaHHBIM  Web-cucreMaM  MOXHO NPUMEHATh  J1Ba  MEXaHU3Ma
OTKa30yCTOHYNBOCTH:

e backward error recovery (Bo3BpaT CUCTEMBI K MPEABIIYLIEMY 0€30IIMO0YHOMY COCTOSIHUIO);

e forward error recovery (mepexo CUCTEMBbI B OHO U3 0€30UIMOOUYHBIX COCTOSHHIM).

DTO 3aBUCHUT OT JIOTUKH IPHIIOKEHHUS U UCIIOIH30BaHHS MEXaHU3MOB 00pabOTKH HCKITIOUEHHUH.
[MockonbKy BO3BpAT K MPEAbIIyIeMy 0e30IIHO0YHOMY COCTOSIHHIO He BCera nmpuMmeHuM k Web-
cryx6aM H3-32 TOrO, 4TO OOJBUIMHCTBO M3 HHX HE XPAHAT CBOETO COCTOSHHUS (T.C. SIBISIOTCS
stateless), 0OpabOTKa HCKIIOUEHUI CTaHOBHTCS Hambojee MOMYJISIPHBIM METOIOM OOECIeUCHHUS
OTKa30yCTOWYUBOCTH M BOCCTAHOBJICHUS mociie onmOok Web-ciryx6.

B cBs13u ¢ 3TUM HEOOXOIUMO MPOBOJNTH aHAIN3 MEXAHU3MOB PACIPOCTPAHCHHS HUCKIIOYCHHN B
Web-cucremax B cpene IBM WebSphere SDK, Apache Axis, Microsoft .Net u zp.

JIyis BBIMOJIHEHUSI TAKOT'O aHallM3a HCIOJBb3YeTCsl METoJuKa 3aceBa ommnbOox/medextoB (fault
injection). 3aceB JeeKTOB SBISIETCS XOPOLIO 3apEKOMEHAOBABIIMM Ce0si METOJOM OICHKU
HAJIeKHOCTH M OTKa30yCTONYHBOCTH BBIYHUCIUTENBHBIX cHcTeM. HecMOTpst Ha TO, YTO pUMEHEHHE
JTAHHOTO METOJa UI MCCIICMOBAHUS PACTIPEICNEHHBIX CHCTEM B IIEJIOM SIBISCTCS JOCTATOYHO
XOPOIIO W3YYEHHBIM, CYIIECTBYET OMPeAeiaEHHbIN NedUIUT paboT B 00JACTH ero MPUMEHCHHS K
Web-cepBrucaM H CepBHC-OPHEHTHPOBAHHBIM CHCTEMaM. BakHyr0 poiib B aHalIW3e W OLCHKE
HanexHOCTH Web-CepBUCOB UTPaeT TECTUPOBAHUE YCTOWYMBOCTH Web-cucTeM K HEKOPPEKTHBIM
BXOJHBIM MapaMeTpaM BBI30Ba, KOTOPBIE HCIOIB3YIOTCS MPU OLCHKE HaJIeKHOCTH Web-cepBHCOB.
B Web-cucremax moryt Bo3HHMKaTh ommbOku (errors), nedektst (faults, bugs), oTkassl u coou
(failures) B Web-ciyx0ax.

Otka3/cO0il cHUCTeMBbl JUATHOCTUPYETCS, KOIZJa OIMMOOYHBIN pe3ynbTaT pacHpoCTpaHseTcs 3a
npenens! uHTepdeiica cucremsl. ledpexr B KC, Hanpumep, nedekt B [10, nomnyiieHHbIi BcaeacTBHE
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OLIMOKH IPOrPaMMHECTa, MOXKET TIPUBECTH K OTKa3y uin c60t0 Web-crcrembr. OOBIMHO pa3inyaroT
Tpu rpymmst gepektoB KC: nedextsl mpoekTHpoBaHust 1 pa3paboTKu, GU3HIECKHE HEHCIIPABHOCTH
W OIIMOKH B3auMo ieiicTBus (puc.1).

Remote
[Procedure

Transmition

Puc. 1. [Tomenyuanvhvie mecma 603HUKHOGEHUS OUWUOOK, OMKA308 U cO0es
6 cepsuc-opueHmuposanuvix Web-cucmemax
Fig. 2. Potential sources of errors, faults, and failures in service-oriented Web-sistems
OmnBbIT OKa3bIBaET, 4TO B Web-ccTeMax cepBHCHOTO THIIA BO3HHUKAIOT:
e cOoM ceTH U OTKa3bl yaneHHoH Web-ciryxObr;
® BHYyTpeHHHE OIHMOKH U coon Web-ciyKObr;
e  ommOKM NPUBS3KA HA CTOPOHE KINEHTA.
Yka3aHHbIC OIIHOKH/IE(EKTHI SBISIOTCS OOLIMMH H MOTYT MPOSBIIATHCS B J1000i Web-ciyxoe Bo
BpeMst e€ paboTsl. K TpaguIMOHHBIM CETeBBIM OTKa3aM U COOSIM OTHOCSTCS] HEJJOCTYITHOCTD CITY KOBI
DNS mim ke moTepH M HCKaKEHHs CeTeBbIX MmakeToB. Kpome Toro, Oe3oTka3Has pabora Web-
cIy>xObl 3aBUCHT OT Oe3oTkasHoro ¢ynkimonupoBanusa I10, takoro xak Web-cepsep, cepsep
TIPHIOKEHNH ¥ CHCTEMa YTIPaBICHHs 6a3aMH JaHHBIX.
Takue cOoM MOTYT BO3ZHHMKATh IIPU HPUHYAUTEIBHOM U HEOXKUAAHHOM IpEKpalleHUd pPadoThI
cepepos npunoxxenuii WebSphere, Apache Tomcat u 1IS.
OmuOKy MOTYT BO3HHKaTh W HA CTOPOHE KIMCHTa IPH DPAaHHEM CBA3BIBAHUM WIH BBI30BE
quHaMmuueckoro uHTrepdeiica (Dynamic Invocation Interface). Hampumep, «Ommbxa B
MPOCTPaHCTBE UMEH Ienei», «Ommbka B umMeHn Web-cioykOb» U T.J. MPOUCXOAAT H3-3a
U3MEHEHU [TapaMeTpoB BbI30Ba W/UIH HecooTBeTcTBUM Mex 1y WSDL omucanuem Web-ciryxObt
u akTraeckuM uHTEpheiicom BbzoBa. CO0M U 0TKa3kl caMux Web-ciry:k0 MOTYT OBITH CBS3aHBI C
HNPOTPaMMHBIMA M CHCTEMHBIMH OIIMOKAMM BPEMEHH BBITIOJIHEHUs (run-time errors), KOTOpHIE
TEHEPHUPYIOT MOJb30BATEIbCKUE WIN CHCTEMHbIE MCKIIIOYeHUs. OMUOKY BpeMEHH BBIIOJIHEHUS,
TaKHe KaK «IIEPENOJHEHNE CTEKa» MM «HEXBAaTKa NaMATH», IPUBOAAT K UCKIIOYEHHAM Ha ypOBHE
cucTeMbl B 1eaoM. MckmrodeHuwe, BO3HMKArollee BCIEICTBHE BBIIOJIHEHHsA ONEpaldd THUIA
«/lenenre Ha HOMBY TAKKe MEPEXBATHIBACTCS U TEHEPUPYETCS HA CHCTEMHOM YPOBHE.
TunnuuelMM ~ mpuMepaMH  OMMOOK  BPEMEHM  BBINOJHEHMS — HPHIOKEHUH  SIBISIOTCS
«HecooTBeTcTBUE THIIA ONIEpaHAa» WK «BbIXoa HHIEKCA 3a IIPE/iesIbl MACCUBAY.
OumOKH CBSI3BIBAHMSI CEPBHUCOB SIBJISIOTCS, 110 CYyTH, HAOOPOM TECTOB POOACTHOCTH U PEATU3YIOTCS
Ha CTOpPOHE KJIHEHTa C MOMOILIbI0 Iepenaud Web-cepBucy OMUOOYHBIX 3HAYEHUH MapaMeTpoB
BbI30Ba. TPacCHpOBKY U JIOKyMEHTHPOBAHHME IIOSBICHHS HCKIIOYUTENBHBIX CHUTyallMd MOXKHO
czienath ¢ IIOMOIIBIO CTAHAAPTHOIO HHCTpyMeHTapus Java unu C#.
B xauectBe TexHosormii peanusanpu Web-cepBHCOB (KOHKPETHOH pealn3aliy MPUKIAIHOTO
IporpaMMHOTO HHTepdeiica nud cozmanus Web-cimyx0, a Takxe cepBepa NPUWIOKESHHH IS UX
Pa3BepTHIBAHNSA) MIPEUIAraeTCs HCIO0IB30BaTh HHCTPYMEHTHI:
e IBM WSDK + WebSphere;
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e Apache Axis + Tomcat;

e Apache Axis + Glassfish;

e Microsoft .Net + IIS.

B kauecTBe HWHTErpHpOBaHHOW cpeibl pa3pabOTKH MOryT ObITh Hcmoib3oBaHbl Eclipse IDE,
Netbeans IDE (s Java Web-cepBucoB), a takxke Microsoft Visual Studio (mns .Net Web-
CEPBHUCOB).

4.2 UccnepoBaHue yasBumocTten NVD n CVE Bas gaHHbIX

CosnanHas Web-cucrtema n3 roTOBBIX CEPBHCHBIX PECYPCOB M KOMIIOHEHTOB MOKET paboTaTs ¢ BJ]
HHTepHeT, rae pa3MenaTcs 0obliue JaHHbIS, K KOTOPBIM UJET 00pallleHue U3 IPYrux CUCTEM U
caiitoB [17-18]. B BJI Moryt comepxaTbcsi CBeAeHHA 00 YSA3BHUMOCTAX K KuOepaTakam,
UH(OPMAIMOHHBIM BTOP>KEHUSM, HAPYILIEHHS JOCTYITHOCTH K CEPBUCHBIM YCIIyraM, IIEJIOCTHOCTH U
KOHOQHICHIMATBHOCTH JIaHHBIX. TpeOyeTcss MpOBECTH OOHApY)KCHHE AaBapUIHBIX CHTYaLUid,
JIMarHOCTUPOBAHUE BBIABICHHBIX HCKIIOYUTENBHBIX CUTyallMii W ys3BuMocTedl B Web-cucteme.
[TpuurHO# BO3HUKHOBEHHS HEaJeKBaTHBIX CUTYaLllii MOTYT OBITh:

e cOOM B ceTU M OIIMOKY yIaJI€HHOU CITy>KOBI IPH BBIMOJIHEHUH oriepatopos link;

e cOou 1 OMMOKK BHYTPEHHETO THUIIA IIPU BEYHUCICHUH HEKOTOPOTO CEPBUCA KOMIIOHEHTA;

e  OMHUOKH B3aUMOJCUCTBYS MEXK/IY KIIMCHTOM U CEPBEPOM.

OmuOKy Ha CTOPOHE KIIMEHTa NMPOMCXOIAT HM3-32 M3MEHEHUH MapaMeTpoB WM IepefaBaeMbIX
JTAaHHBIX ¥ HECOOTBETCTBUS TUIOB onucanus AaHHbIX B WSDL w/umu IDL.

Ommbky cOOpKHU (CBSA3BIBAHUS) PEANTU3YIOTCS Ha CTOPOHE KIIMEHTa MyTeM Mepeaadn OIIHOOYHBIX
3HAYCHUH Tepe/iaBaeMbIX JaHHBIX Yepe3 MapaMeTpsl. B cirydae BOZHHKHOBEHUS OMIMOOK Mepenadyn
JTAHHBIX TPOBOIUTCS MPACCUPOBKA CMEKA UCKTIOYUMETbHbIX cumyayuti Ha CTOPOHE KJIMEHTa W
Web-cucremsr. 91y TpaccupoBky npoBoautr IBM WSDK B mpomuecce B3aumoneiictiun ¢ Web-
CEPBHCOM.

[lpuMep TpacCHpPOBKM CTEKa HCKIIOYEHHH, COOTBETCTBYIOLICTO MEpEeXBaTy  OLIMOKU
(«HecoBmanenne THUIIOB ONEPAaHIOB») HA CTOPOHE KIMEHTA, MCHOJB3YIOMEro peannsammo JAX-
RPC ot Sun Microsystems npuBeBejieH Ha puc.2.

java.rmi.ServerException: JAXRPC.TIE.04:
Internal Server Error
(JAXRPCTIEOl: java.lang.NumberFormatException:
For input string: "578ER")
at com.sun.xml.rpc.client.dii.BasicCall.invoke (BasicCall.java:497)
at ai.cl.xail2.wstest.InvoceWS.invoce (InvoceWS.java:125)
at ai.cl.xail2.wstest.InvoceWS. invoceByVector (InvoceWS.java:75)
at wstest.Main.main(Main.java:42)

Puc. 2. Ilpumep mpaccuposku cmexa uckuovenuil
Fig. 2. Exception stack trace example
HNudopmaumio 00 ysA3BUMOCTH  MONy4YaeTcss U3  OOLICOCTYNHBIX  HCTOYHHUKOB MU
crermanusupoBadHblx B[ ysa3Bumoctu (BJY), koTopele mpenocTaBisiroT HH(opMamo 00
YSI3BEMOCTH, BO3HUKIICH B CBSI3M C aTaKaMH, HapyHICHHSIMH HECAHKIIMOHHPOBAHHOTO JOCTYIa K
3anMIeHHbM gaHHbiM B/ u ip. [TocraBmukom ys3zsumocreit B BJ] sBnsiercst o6muii coBaps CVE
B Bujie XML-¢popmara nimn SGL-mammoB (www.osvdl.org). Ha ocHoBe 0OHapy»KeHHBIX OLIMOOK,
WCKIIFOYUTETBHBIX CUTYallMii W OTKAa30B IPOBOWTCS OIeHKa HaaexxHoctH 10 Web-cucrem,
M3TOTOBJICHHBIX M3 CEPBHCHBIX M KOMIIOHEHTHBIX pecypcoB MHTepHeT cpenctBamu Web-cimyx0.

5. 3aknoyeHue

B paGote mnpencraBieH moaxox K MOCTpoeHHIO Web-cHcTeM U3 CEpPBHUCHBIX M CEPBHCHO-
KOMIIOHEHTHBIX PECypcoB, cozaepkamuxcsi B Web-services, B OuOIMOTEKaX W XpaHWIUILAX
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Wureprer ¢ obecnieuenueM HanexxHocTH [ITC B rinodansHO# cpene WMurteprer. OnuchiBaroTcs
crannaptaeie cepBucHele pecypcsl SOA, SCA, SOAP mns cosmamms IITC mnst HexkoTopoit
MPeAMETHON O00JlacTH 3HaHWW. OTH CEPBUCHBIC peCypchl OTpaldaThIBAIOTCS B Cpelax:
IBM WSDK + WebSphere, Apache Axis + Tomcat, + Glassfish; Microsoft .Net + IIS.
[MpuBomutcst KiIacCU(pUKAIKSA BO3HUKAIOMINX aBAPUUHBIX, HCKIIOYUATENBHBIX CHUTyallMd U
MPOBE/ICHUS] TPACCHPOBOK YsA3BUMOCTEH (aTak, 3ampenieHHbIX aocTyrnoB B B/l u ap.). Onmcanst
Mmeronpl MozenupoBaHus IITC u3 roToBeIX pecypcoB VHTepHET M MOAXOIBI K O0ECIICUYEHHIO
OTKa30yCTOWYNBOCTH, OE30MTACHOCTH, 3AIIUTHI U OIICHKH HAaIEKHOCTU M 0€30IIaCHOCTH CEPBHCHBIX
pecypcoB u Web-cucrem ¢ ydeTtom COOpaHHBIX CBeAeHHH 00 OHMIMOKaX W HMCKIIOYUTEIbHBIX
CUTYyalHUsX.
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