Tpyowr UCIT PAH, mom 34, ewin. 1, 2022 2. // Trudy ISP RAN/Proc. ISP RAS, vol. 34, issue 1, 2022

DOI: 10.15514/ISPRAS-2022-34(1)-3

Security threat level estimation for untrusted
software based on TrustZone technology

D.O. Markin, ORCID: 0000-0001-5823-0632 <mdo@academ.msk.rsnet.ru>
S.M. Makeev, ORCID: 0000-0002-7451-8115 <maksmS57@yandex.ru>
T.T. Ho, ORCID: 0000-0003-1149-8791 <mdo@academ.msk.rsnet.ru>

Russian Federation Security Guard Service Federal Academy,
35, Priborostroitel'naya st., Oryol, 302015, Russia

Abstract. The paper proposes a model for assessing the security of information processed by untrusted software
from the components of the TrustZone technology. The results of vulnerability analysis of TrustZone
technology implementations are presented. The structure of the trustlets security analysis tool has been
developed. The paper deals with the problem of assessing the credibility of foreign-made software and hardware
based on processors with the ARM architecture. The main results of the work are the classification of trustlets
using their threat level assessment and the model of security threat level estimation of information processed
by trustlets. Trustlets are software that operates in a trusted execution environment based on TrustZone
technology in computers with ARM processors. An assessment of the security of information processed by
trustlets for some implementations of trusted execution environments was carried out. The structural scheme
of the analysis tool that allows identifying potentially dangerous code constructs in binary files of trustlets is
presented. Also analysis tool's algorithm performing syntactic analysis of trustlet data is described. The
calculation of the security assessment is carried out on the basis of a set of features proposed by authors.
Calculated security assessment levels can be used to classify trustlets that are part of «trusted» operating
systems based on TrustZone technology. The levels of potential threat to the security of the information they
process are used to differ trustlets during certification tests and vulnerability search. It is advisable to use the
results of the work in the interests of conducting certification tests of computer software based on processors
with ARM architecture.

Keywords: ARM; TrustZone; trustlet; security estimation; software vulnerabilities

For citation: Markin D.O., Makeev S.M., Ho T.T. Security threat level estimation for untrusted software
based on TrustZone technology. Trudy ISP RAN/Proc. ISP RAS, vol. 34, issue 1, 2022, pp. 35-48. DOL:
10.15514/ISPRAS-2022-34(1)-3

Acknowledgements. The article is based on the materials of the report at the Seventh International Conference
«Actual Problems of System and Software Engineering» (APSSE 2021).

OueHKa YPOBHS 3aWULLEHHOCTU HEQOBEPEHHOro NporpamMmmMHOro
obecneyeHnst Ha ocHoBe TexHonorum TrustZone

J.0. Mapxun, ORCID: 0000-0001-5823-0632 <mdo@academ.msk.rsnet.ru>
C.M. Maxees, ORCID: 0000-0002-7451-8115 <maksm57@yandex.ru>
Y. T. Xo, ORCID: 0000-0003-1149-8791 <mdo@academ.msk.rsnet.ru>
Axaodemusn @edepanvroii cuyacovl oxpansl Poccutickou @edepayuu,
302015, Poccus, e. Opén, yr. Ilpubopocmpoumensvhas, 0. 35

AHHoTanus. B pabore mpeanaraetcs MOAENb OLEHKHM 3aIMIIEHHOCTH HMH(pOpManuu, oOpadaTeiBaeMoOit
HEJOBEPEHHBIM MPOTrPaMMHBIM 00€CIiedeHHEM, COCTOSIIUM K3 KOMIIOHEHTOB TexHomoruu TrustZone.
TIpencraBineHsl pe3yibTaThl aHalM3a YSI3BUMOCTeH peanusaunuii TexHomoruu TrustZone. PaspabGorana
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CTPYKTYpa MHCTPYMEHTA aHAlIM3a 3alMIEHHOCTH TPAcTIeTOB. B cTaThe paccMaTpuBacTcst poOieMa OLEHKH
Ha/(©KHOCTH IPOTrPAMMHO-AMIIAPATHBIX CPEJCTB HHOCTPAHHOTO IPOM3BOJACTBA Ha 0ase MpPOLECCOPOB C
apxuTekTypoii ARM. OCHOBHBIMH pe3ylbTaTaMH paOOThl SBJIAIOTCS KiaccU(uKanus TPacTiIeToB C
UCIIOJIb30BAHHEM OLICHKH YPOBHS MX YrpO3 M MOJEIb OLEHKH ypOBHS yrpo3 GesomacHocTd MH(pOpMAInH,
oOpabatbiBaeMoii TpactieraMu. TpacTieTsl — 3TO MPOrpaMMHOE obecredeHre, padoTaomiee B JOBEPEHHOM
cpejie BBINOJIHEHMsI Ha OCHOBE TexHouoruu TrustZone Ha KoMmbrOTepax ¢ npoueccopamu ARM. IIposenena
OlCHKA 3alIMIIEHHOCTH HH(pOpMaIMK, 00pabaThIBACMON TpPACT/IETaMHU, I HEKOTOPBIX pean3arHit
JIOBEPEHHBIX Cpej MCIoNHeHus. [IpeicraBieHa CTpyKTypHasi cXeMa MHCTPYMEHTA aHallu3a, [03BOJISFOLIET0
BBISBIIATH NMOTCHIHAIBHO OMACHBIC KOHCTPYKIMH Kojga B OMHApHbBIX (aiimax Tpactiaeros. Tawke omucaH
QIrOPUTM HMHCTPYMEGHTAa QHAJIN3a, BBIIOJHSIOMEr0 CHHTAKCHYECKUH aHAIW3 NaHHBIX Tpacriera. Pacuer
OLICHKHM 0€30I1aCHOCTH OCYIIECTBISCTCS. HAa OCHOBE KOMIUICKCA MPH3HAKOB, MPEJIOKEHHBIX aBTOPOM.
BbIunciieHHBIE YPOBHM OLGHKM OE30IIaCHOCTH MOXKHO HCIIONB30BaTh IS KIACCH(UKALMK TPACTICTOB,
KOTOpBIC SIBISIOTCS 4acThIO «JOBEPEHHBIX» OINEPAIMOHHBIX CHCTEM Ha OCHOBe TexHomoruu TrustZone.
VpoBHH HOTEHIMANBHOU Yrpo3sl Ge3omacHocTd oOpabarbiBaeMOM MMHU HH(OPMAIMH HCIONB3YIOTCS UL
pa3srpaHUYEHHs TPACTIECTOB HPH CEPTH(HUKALMOHHBIX HCIBITAHMSX M IOUCKE ys3BUMOCTEil. Pesyibrarsl
paboThl  11e7eco00pa3sHO  MCIONB30BaTh B HHTEpPEcax MPOBEJCHUS CEPTU(HKALMOHHBIX HCIBITAHUN
nporpaMmmHoro obecrneuenust aiust IBM Ha 6ase nporeccopoB ¢ apxutekTypoir ARM.

KaoueBble cioBa: ARM; TrustZone; Tpactier; OLEHKA O€30IAaCHOCTH; YS3BUMOCTH HPOrPAMMHOIO
obecreyeHus

st uurupoBanusi: Mapkun [1.0., Makees C.M., Xo T.T. Ouenka ypoBHS yrpo3 0e30MacHOCTH ISt
nenazgexHoro I1O Ha ocHoBe Texnonorun TrustZone. Tpyner ICIT PAH, Tom 34, Bbim. 1, 2022 1., c1p. 35-48.
DOL: 10.15514/ISPRAS-2022-34(1)-3

Baarogapuoctu. CraTbs NOJAroTOBIGHAa IO MarepuanaMm Jokiaaza Ha Cexbmolt  MexayHapoHOM
KOH(EpEeHINH «AKTyaJIbHbIE IPOOJIEMbl CHCTEMHON M POrpaMMHOM nmxeHepun» (AIICITN 2021).

1. Introduction

In the modern market of microprocessor technology, an impressive share is occupied by processors
with the ARM architecture, which are a licensed development of the British company of the same
name. The vast majority of mobile devices, numerous sensors, sensors, "Internet of Things" devices,
on-board vehicle systems and even multiprocessor high-performance data processing systems are
built on the basis of processor data. The developer of the circuitry of these devices has laid down
the functionality of the processor in two modes: the so called "Secure World" — "trusted" mode, and
"Normal World" — untrusted.

At the same time, in order for the software to work in the "trusted" mode, its developer must use an
electronic signature, which can be obtained only if the corresponding license of the copyright holder
is available. The described technology is called TrustZone, which determines the features of the
functioning of computer hardware based on ARM processors, as well as ways to implement system
and application software, their interaction when working in different operating modes of the ARM
processor, the composition of technical and software tools that protect system components from
unauthorized access, modification or blocking.

It is important to note that when using the vast majority of devices based on ARM processors, the
user does not have the ability to manage the so-called "trusted" software loaded by the device
provider into permanent memory. The described "trusted" software in terms of the developer the
ARM company is called trustlet (TA — Trusted Application). These factors and numerous studies
suggest that the use of such devices for processing protected information is strictly prohibited in a
number of structures due to the lack of trust in both the technical means of the devices and its
software. In this regard, there is an objective need to use a set of measures to assess the level of
security of information processed by these devices and their software (trustlets and other software
components), including within the framework of certification test procedures (certificate of state
registration of a computer program No. 2021610311 Russian Federation).
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In the absence of documentation for trustlets and system software, it is necessary to use methods for
obtaining source code from trustlets, as well as syntactic analysis of binary data of trustlets for the
presence of functional or information software objects that pose a threat, potential or immediate, to
the protected information being processed. These circumstances determine the relevance of research
devoted to improving the methods and tools of software research for identifying vulnerabilities and
undeclared opportunities.

This paper describes a model for assessing the security of information processed by trustlets, which
takes into account some binary code constructs that can be identified as potentially dangerous
functional and information objects and thereby assess the threat level of information processed by
trustlets.

Numerous works of both domestic and foreign studies are devoted to the problem of software
security analysis. The most famous of them are Avetisyan A.1, Belivantsev A. A.,
Kurmangaleev Sh. F., Padaryan V. A.,, Gamayunov D. Yu. [1], Skovorody A. A.[1] and
Gaivoronskaya S. A. [2], ZegzdaP.D., Boyko V.P., Zaborovsky V.S., Podlovchenko R. I,
Ivannikov V. P., Bagaev A. N.[3], Markov A. S. [4], Zakalkin P. V., Matskevich A. G. and
Goryunov M. N. [5] etc. Among foreign researchers, the most famous works are Ruan X.,
Costan V. [6], Pinto S. [7], Cerdeira D. etc.

Attacks on Trustzone components based on device lacking memory protection are described
here [8]. Example of Breaking TrustZone memory isolation and secure boot through malicious
hardware on a modern FPGA-SoC described in work [9]. Samsung’s TrustZone Keymaster Design
is described in the article [10]. Developing memory-safe ARM TrustZone applications is described
here [11]. A Secure Cache for Arm TrustZone describes in the article [12].

In these works, various aspects of the problems of software research were touched upon, but not
enough attention was paid to the issues of obtaining numerical estimates of the degree of security of
information processed by trustlets in ARM systems.

2. Task description

2.1 The object of the study

The object of this work is a software solution for a trusted execution environment (TEE) — trusted
applications created on the basis of TrustZone technology in computer systems based on processors
with ARM architecture.

@ D

Loader

|
+

Trusted OS
(trusted execution environment
core(TEE))

Y
Guest OS
(Linux kernel)

S

Secure OS Rich OS
Fig. 1. Loading order in platforms based on ARM processors

TrustZone technology is a hardware-based secure boot environment that allows you to create a TEE.
TEE based on TrustZone is called in the terminology of ARM-Secure World or Secure OS,
"untrusted" - Rich Execution Environment or Rich OS (i0S, Android, Sailfish, Tizen, Linux,
Windows, etc.). The order of loading a computer with an ARM processor is shown in fig. 1, and the
interaction of the TEE (Secure OS) and guest operating system (OS) (Rich OS) modes is shown in
fig. 2.
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Fig. 2. Interaction of trusted and guest operating systems in platforms based on ARM processors
The essence of the TrustZone technology is to manipulate the operating modes of the processor
using a signal set by the NS (Non-Secure) bit. If NS=1, then the processor is in Non-Secure mode
(guest OS, or Rich OS, or Normal World OS), if NS=0, then in Trusted, that is, Secure mode (Trusted
OS or Trusted OS, or Trusted Execution Environment (TEE)).
The NS bit does not just tell the processor core in which mode it should work. It is also an external
signal connected from the processor to almost all the peripherals. In general, the peripheral is
connected to the CPU by address, data and control buses. NS is part of the control signals for those
processors where TrustZone is implemented. Thus, not just Read, Write commands go from the
CPU to the device, but Secure Read, NonSecure Read, Secure Write, NonSecure Write.
ARM TrustZone, built into mobile devices, has been available to users for many years. Over the
past few years, the attention to TrustZone has increased significantly. Projects were developed to
apply it in various fields of activity: in mobile, industrial, automotive and aerospace. Attention to
the technology is supported by the publications of large manufacturers of technical parts and
recommendations for development.
The open nature of the TrustZone technology makes it possible to conduct research in the field of
improving the security of data processing, in contrast to the proprietary solutions discussed above.
Availability of the certificate of the "Aladdin TSM" module [13,14], based on the use of TrustZone
technology, according to the requirements of the FSTEC "Requirements for trusted download tools"
and the protection profile "IT.SD3.UB2.PZ", confirms this.

2.2 Comparative analysis of known implementations of "trusted” OS
Currently, there are about ten [15] so-called "trusted" operating systems that use the TrustZone
functionality. A number of implementations of the TrustZone technology are closed from
researchers (Trustonic TCP, Qualcomm SEE). A comparative analysis of the known
implementations of "trusted" OS [18] is shown in Table 1.

Table 1. Comparative analysis of "trusted" operating systems

Name Developer Features
GlobalPlatform Non-profit Industrial standard TEE
association of

companies G&D
Mobile Security,
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ARM, FIME,
Trustonic, Gemalto,
Oracle

General Open Kernel Labs Based on the L4 (L3) OS, a microkernel for i386 systems.
Dynamics OKL4 Developed for i0S devices, since 2012 the source texts are
closed
Google  Trusty | Google It is compatible with ARM and Intel processors. It consists
TEE (only fo Android) of three main elements: 1) the OS kernel (based on Little
Kernel); 2) the kernel driver for managing the interaction of
TEE (Trusty) and REE (Android); 3) the user space library
for managing the interaction of REE (Android) and TEE
(Trusty)
Linaro OP-TEE Research group | Based on GlobalPlatform 1.1. An open source project. It
Linaro, consists of three main elements: 1) the OS kernel (memory
STMicroelectronics management modules, interrupts, etc.); 2) the client of the
untrusted user space-the monitor-intermediary between the
user and kernel spaces, the libraries of the GlobalPlatform
TEE Client API implementation; 3) the kernel driver for
performing transactions between the trusted and untrusted
(O
Jailhouse Siemens In a general sense, it is not an OS, but a monitor of resource
accesses. It can be run as part of the OS FreeRTOS, Erika3,
Linux, Zephyr. Supports processors with the following
architectures: ARMVS, ARMv7, x86_64. It requires 2
processors and 50 MB of RAM
QSEE Qualcomm  Secure | Based on General Dynamics OKLA. Closed source text
Execution
Environment
seL4 Open Kernels labs It is based on the L4 OS. It has passed a formal verification

of correctness by determining the functionality specification
and proving its correctness by means of strict logical
inference. Open source text. Real-time OS for the firmware
of Qualcomm wireless modem processors. The code volume
is about 9600 lines. Interrupts during code execution are
disabled. Supports ARM processors up to ARMv8

TrustTonic Kinibi | TrustTonic Closed source text. For the Android OS. For Samsung
devices (smartphones and tablet computers). Provides data
encryption and device authentication. The trustletshave
access to the network. There is a developer kit (SDK) that is
compatible with the GlobalPlatform API standards

Xen University of | The microkernel hypervisor. Supports ARM and Intel

Cambridge processors
Xvisor Developer Type 1 hypervisor. Open source text. It has a memory
Community Xvisor management module, a scheduler, a load balancer and a
thread balancer
Aladdin TSM [13, | Aladdin R. D. Supports i.MX6 processors. It is certified according to the
14] requirements of the FSTEC for the means of trusted loading

of the level of the basic I/ O system of the second class of
protection "IT. SDZ.UB2. PZ" (certificate No. 4155)
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The analysis of the features of the TEE functioning in modern ARM processors allows us to
conclude that the adaptation of TrustZone technology to the needs of the domestic economy through
the use of approaches to increase trust in it, including certification and development of domestic
software based on TrustZone, is an important direction for improving domestic information security
technologies in the absence of production of a sufficient number of elements. Especially considering
the number of modern devices based on processors with ARM architecture.

2.3 Comparative analysis of file formats for trusted application execution
environments based on TrustZone technology

The analysis of publications on the TEE research based on the TrustZone technology allowed us to
identify the peculiarities of binary files (trustlets) of software executed in the TEE data. According
to the list of well-known "trusted" OS for computer systems based on ARM TrustZone, the following
binary file formats are used:

for TrustTonic Kinibi OS, the MobiCore Load Format (MCLF) is used, for trustlet files-the
extension .tlbin;

for Linaro OP-TEE and Aladdin TSM OS-HSTO form-mate, trastlet files have an extension .za.
Trustlets are located in the normal file system of the device and are files containing executable code.
They have a similar format to ELF (Executable Linux Format), but with a smaller amount of header
and additional structures.

Unlike. ta trustlets,. tlbin does not have the usual ELF file header. To determine the address of the
beginning of the executable code, it is necessary to add its length (0x80 + TSHL) to the offset of the
text segment header. The formats of the HSTO and MCLF trustlets are shown in fig. 3, 4.

Trusflet Virtual
Binary Offset Address Space
ox0 | | 0x1000
' MCLF Header !
I I
' Text Segment Base (0x1000) :
I
i Text Segment Length (TSL) I
: Data Segment Base (DSB) :
' Data Segment Length (DSL) :
I
T Entry Point I
: i Version Number i :
0x50 | | 0x1050
i Empty I
0801 1 Ox1080
i Text Segment Header I
: | Text Segment Header Length i :
: B (TSHL) o
0x80 + TSHL! ! 0x1080 + TSHL
I I
I I
SRR R NP Text Segment [
I I
I I
TSL 1 0x1000 + TSL
I i
TSLy [ 1 DSB
I I
I I
. Data Segment .
I I
TSL+DSL ! | DSB + DSL
I I
: Signature Blob :
I I
I I

Fig. 3. File structure .tlbin
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Offset OP-TEE value
0x0
Header (magic) 0x4F545348 — “HSTO”
0x4
Image Type (img_type) 0x00000001 - “Trusted Application”
0x8
Image Size (img_size)
e l Signature Algorithm (algo) ‘ 0x70414930
ox10 g g i (TEE_ALG_RSASSA_PKCS1_PSS_MGF1_SHA256)
l Digest Length (digest_len) ‘ 0x20 — 32 bytes
0x12
l Signature Length (sig_len) ‘ 0x100 - 256 bytes
0x14

l Digest (digest) ‘

0x14 + digest_len

l Signature (sig) ‘
UUID (TA’s unique ID)

Empty (reserved)

0x14 + digest_len +sig_len

0x14 + digest_len +
+ sig_len + 0x14

0x14 + digest_len +
+sig_len +0x14 + .
+img_size Stripped ELF

Fig. 4. File structure .ta

The digital signature is located after the "Data Segment" field, the address of its beginning can be
determined by adding the lengths of "Text Segment"and" Data Segment". The SHA-256 algorithm
is used as a digital signature. The first 4 bytes determine the length of the module, followed by the
module itself. After the module, 4 bytes are allocated to describe the length of the public key (0x1),
followed by the public key itself, the final 256 bytes are occupied by the signature.
The main differences in the file structure .ta and .tlbin:
e format .ta allows you to specify which crypto algorithm will be used to sign the trustlet,
e tlbin always uses the SHA-256 algorithm as a signature .ta uses an ELF file without service

information (stripped elf) as an executable code,
e tlbin does not use the ELF file format.
At the same time, when extracting stripped elf from .ta its use is impossible without modification.
From the analysis of the formats, it can be seen that they differ from the ELF format, so it is
impossible to run the trustlet in the Unix system emulator without additional preparation of the
trustlet or the environment [16]. The task of preparing a trustlet to run in an emulator (for example,
QEMU, Virtual Box, etc.) can be solved using static instrumentation methods [3]. To do this, you
need to convert the trustlet file to the ELF format.
An example of the names of traslites in the Kinibi Trustonic OS is presented in Table 2. Examples
of the names of trustletsin the OS based on Aladdin TSM and OP-TEE are presented in Table 2.

Table 2. Examples of MCLF format TAs " names in Kinibi TrustZone

vendor.app.mcRegistry
07010000000000000000000000000000.tlbin
07060000000000000000000000000000.tIbin
fftFtr000000000000000000000001.tlbin
system.app.mcRegistry
00060308060501020000000000000000.tIbin
fHffr00000000000000000000000¢. tlbin
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fEffEFf00000000000000000000000d.tlbin
fEfffffd00000000000000000000004.tlbin
Table 3. Examples of HSTO format TAs" names in Alladdin TSM TrustZone (JaCarta Box)
Aladdin TSM (JacartaBox)
5b9e0e40-2636-11e1-ad9e0002a5d5¢c51b.ta
Sce0c432-0ab0-40e5-a056782calebaba2.ta
48002366-708{-4b23-ab0921ce46766al 1 .ta
¢13010e0-2ae1-11e5-896a0002a5d5¢c51b.ta
OP-TEE
5b9e0e40-2636-11el-ad9e-0002a5d5cS51b.ta
5ce0c432-0ab0-40e5-a056-782calebaba.ta
5dbac793-f574-4871-8ad3-04331ec17f24.ta
ffd2bded-ab7d-4988-95¢e-e49621ff7154.ta

In the file systems of computer systems based on ARM processors, the trustlets files are usually
available to unprivileged users.

2.4 Task description

The task description is as follows.

Source data:

1) the set of trusted applications (truslets) extracted from the TEEs based on the TrustZone
technology:"Aladdin TSM", "OP-TEE", "TrustTonic Kinibi";

Necessary:

1) to develop a model for assessing the level of security of information processed by the TEE
software based on TrustZone technology, which differs from the known ones by taking into
account the logical features of information input-output flows and API calls.

Limitations and assumptions:

1) the source code of the trustlets is not available;

2) thestudied trustletshave one of the following formats: "HSTO" (Linaro OPTI OS ) and "MCLE"
(Trustonic Kinibi OS);

3) the format of trustlets (ELF-like) does not allow them to be executed in a traditional environment
(untrusted UNIX-like operating system — Android, Debian, Ubuntu, etc.).

3. Investigation of vulnerabilities of the trusted application execution
environment based on TrustZone technology

Trusted Execution Environments is one of the modern security mechanisms for protecting the

integrity and confidentiality of applications. This technology is de facto a hardware technology for

implementing TEE in mobile environments, as well as industrial control systems, servers, and

budget household devices. The most common implementations of TEE are the developments of

Qualcomm, Trustonic, Huawei, Nvidia and Linaro [17].

The features of vulnerabilities detected in the TrustZone-based TEE [18,19] are usually associated

with:

e classic input data validation errors, such as "buffer overflow";

e numerous architectural shortcomings of TEE systems, such as the lack of ASLR technology and
other system protection tools for applications;

e the lack of consideration of hardware properties at the architectural and microarchitectural level
when implementing system TEE, for example, associated with the appearance of side channels
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for transmitting information in cache memory or interaction with the memory of reconfigurable

equipment capable of accessing confidential data.
The E1 exploit exploits an error in the LCB kernel and is able to execute arbitrary code with the EL1
privilege level, and, as a result, is able to develop the attack further, up to extracting secret keys and
decrypting the disk and unlocking the device bootloader [20].
The E6 exploit allows an attacker to take control of the Linux kernel by sending a special set of data
from a user-level application to trusted Widevine applications [21].
The TEE system requires drivers in the software to access protected software, technical components,
I/O devices that process critical information. The complexity of implementing drivers that are
traditional sources of errors and their functioning with an extended privilege level lead to the
appearance of critical vulnerabilities.
Interfaces between the TEE components allow you to exchange sufficiently large amounts of data
with privileged access rights to a sufficiently large number of trusted applications — trustlets. For
example, in some implementations of the "trusted" OS Trustonic TEE, their number reaches 32, and
in Widevine-70.
Another architectural problem is the excessively large amounts of data that are transferred between
trusted and untrusted environments. For example, in Qualcomm's TEE, the buffer size for such data
reaches 1.6 MB, and this volume can indirectly increase.
In some implementations of TEE, trustlets can be displayed in the physical memory of the
unprotected mode. This applies primarily to Qualcomm's TEE. After scanning the physical address
space of the Linux kernel and fixing it, it is possible to introduce a backdoor into the system (exploit
E6 [21]). Unlike Qualcomm's TEE, in the implementation of Trustonic TEE, the display of the
trustlet in the physical memory of the unprotected mode is excluded.
Some security problems are associated with the appearance of side channels through application
debugging tools. Such channels are found in Huawei's TEE implementations [20]. In particular,
using the TEE system call, the trustlet (trusted application) uploads its own stack trace to public
memory, which allows an attacker to study the address space of the trustlet and use it to create an
exploit in the future. The same vulnerability was found in the Trustonic TEE.
It should be noted that in all known implementations of TrustZone there is no ASLR technology
(with the exception of its limited implementation in Qualcomm TEE), i.e. all trusted applications
are always loaded at a fixed address of the virtual address space (0x1000). In addition, a shared
library (mcLib) is provided, which is also downloaded at a permanent address for each trustlet
(0x7D01000). Thus, any vulnerability found in the trustlet can be used without much effort when
determining the address of loading the trustlet into memory. In addition, the shared library used by
trustlets contains a significant amount of code that serves as a source of gadgets (data) for identifying
system calls and calls to trusted applications.
Another system vulnerability is the lack of a separate stack for cookie data, as well as the lack of
protective (barrier) pages between the data of protected processes, which leads to the appearance of
a technical possibility for implementing a "buffer overflow"attack.
The TEE has mechanisms for protecting against code execution in memory areas by means of the
WXN bit in the SCTLR register, as well as the XN memory page attribute. However, well-known
TEE implement these protection mechanisms partially. For example, there is no stack for cookie
data in the Trustonic TEE. Cookie data is stored as global variables from the data segment of the
trustlet without buffer protection pages. In addition, the layout of data in memory is implemented in
such a way that the stack is located at the end of the data segment, and global variables are in front
of it, which creates ideal conditions for exploiting a buffer overflow vulnerability.
Unlike Trustonic, Qualcomm's TEE creates a stack with a random location in the address space, but
there is also no mechanism for monitoring the integrity of protective buffer pages.
Huawei's TEE lacks both data execution protection and protective buffer pages.

43

Markin D.O., Makeev S.M., Ho T.T. Security threat level estimation for untrusted software based on TrustZone technology. Trudy ISP
RAN/Proc. ISP RAS, vol. 34, issue 1, 2022, pp. 35-48

A common disadvantage of TEE is also the lack of hardware control of the integrity of the TEE
code, which weakens the overall level of trust in "trusted" software.

In addition to the considered architectural vulnerabilities, there are numerous typical software errors
in the TEE implementations associated with:

e incorrect processing of input or output data;

e name verification errors;

e errors that lead to the possibility of exploiting a vulnerability such as "buffer overflow";

e incorrect processing of parameters.

Such errors can be used as starting points for extending privileges and are found in almost all existing
components of the TEE of various manufacturers.

Thus, the analysis of a number of detected vulnerabilities in the implementation of TEE based on
ARM TrustZone shows that even the implementation of the technology that increases the overall
level of security of the system has numerous vulnerabilities and errors that can be used by attackers
for unauthorized access and performing illegitimate operations with data.

4. Security threat level estimation for untrusted software based on TrustZone
technology

The analysis of open sources of information [2,3,5] allowed us to identify signs that the presence of

which in the software implementation may indicate the potential danger of this software from the

point of view of the possible implementation of threats to the security of the processed information.

Module for identifying signs
—» of potentially dangerous
structures

Module of interaction
with Radare2

Trusted
ruste User Interface Control Module
Applications

|
v '

DataBase

Report Module for loading
o ;’ration executable files (TAs)
P mpodule and static
instrumentation
Report

Fig. 5. Block diagram of the program for identifying signs of potentially dangerous structures

These include [18]:

e the presence and number of data entry and exit points (N;, and N,,;, respectively), the amount
of input/output data (V;,, and V,,,;, respectively);

e the variety of APIs Ezf;f%g, including specific API functions of TEE that handle critical data

and information (account and authentication information, key information for the cryptographic
subsystem that identifies(address) of the network, and information about the technical
characteristics of the computer, etc.);

44



Mapxun J1.0., MakeeB C.M., Xo T.Y. OteHka ypoBHs 3alIHIIEHHOCTH HEAOBEPEHHOTO MPOrPAMMHOT0 00ECTICUCHHS Ha OCHOBE TEXHOIOTUI
TrustZone. Tpyow: UCIT PAH, Tom 34, Bbim. 1, 2022 1., cTp. 35-48

Funsafe

o the presence of calls to function objects (functions) of the standard system libraries Fyygrep,

including the processing critical information and data;
e the presence of specified sequences of calls to functional objects, including calls to certain API
functions and calls to functional objects of standard system libraries [F¥ms@f¢;

e the volume Vg and frequency of processing data Ny, coming from the "untrusted" OS via
the WSM (World Shared Memory) buffer (V™ N¥SM) and transmitted from the TEE to the
"untrusted" OS — (VWM NWSM)y,

Thus, the model for assessing the level of security of information processed by the TEEe based on

TrustZone technology can be represented as a tuple:

Z = (Nin, Nouts Vins Vours Fapy 1aer Fovarons » IFXS8T€ (Y WSM NISMy (WM, NWSM)),
In order to identify the listed features, a program was developed (certificates of state registration of
a computer program No. 2020666135,2021610311 Russian Federation), the block diagram of which
is shown in the fig. 5.

In order to study the machine code instructions in the binary files of trustlets, a tool for analyzing
binary files of trustlets was developed and implemented in Python.

Table 4 shows a list of some functions found using a Python software tool.

Table 4. Names of system functions in the ffd2bded-ab7d-4988-95ee-e4962(ff7154.ta file

utee_storage free enum, utee_storage reset_enum, Working with the file system
utee_storage start_enum, utee_storage next_enum,
utee_storage obj_read, utee_storage _obj_write,
utee storage obj trunc, utee storage obj seek
utee_hash_final, utee_cipher_init, utee_cipher_update,
utee_cipher final, utee_cryp obj get info,
utee cryp obj restrict usage, utee cryp obj get attr
utee_open_ta_session, utee_invoke ta command,
utee close ta session

Cryptographic functions

Working with sessions
(data exchange between the trustler and
the application via the OS)

After studying the last group of system calls, we can conclude that all calls are preceded by a call to
the open_ta_session function. This function returns the session ID, which is used in subsequent
calls. And after working with the system functions, the session is closed by ut ee close ta session.
That is, the exchange of translit information with other applications will occur between the call of
ut ee_open ta session and ut ee close ta session.

5. Conclusions

As a result, based on this information, it is possible to identify the places of system calls in the
machine code and determine the type of functions for further classification according to the degree
of vulnerability or the information being processed.

As part of the work, the analysis of executable file formats for TEE based on TrustZone technology
— trustlets for Kinibi Trustonic OS (Samsung smartphones), OP-TEE (Linaro) and JacartaBox
(Aladdin TSM) was carried out. Their distinctive features and approaches, such as static
instrumentation, are identified, which allow using dynamic analysis methods in relation to trustlets
in the future.
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