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Abstract. A tender process consists in competing offers from different candidate suppliers or contractors. The
tender winner is supposed to supply or provide a service in better conditions than competitors. Tenders are
developed using centralized unverified systems, which reduce transparency, fairness and trust on the process,
it also reduces the ability to detect malicious attempts to manipulate the process. Systems that provide formal
verification, decentralization, authentication, trust and transparency can mitigate these risks. Satisfiability
Modulo Theories provides a formal analysis to prove correctness of tender offers properties, verified properties
ensures system reliability. In addition, one technology that claims to provide decentralization is Blockchain, a
chain of distributed and decentralized records linked in a way such that integrity is ensured. This paper presents
a formal verified and decentralized proposal system, based on Satisfiability Modulo Theories and Blockchain
technology, to make electronic procurement tenders more reliable, transparent and fair.

Keywords: Satisfiability Modulo Theories; Tender verification; Blockchain; e-Procurement

For citation: Davila R., Aldeco-Pérez R., Barcenas E. Blockchain and Satisfiability Modulo Theories for
Tender Systems. Trudy ISP RAN/Proc. ISP RAS, vol. 35, issue 1, 2023. pp. 113-122. DOI: 10.15514/ISPRAS-
2023-35(1)-8

Acknowledgments. This research was supported by the Mexican Council CONACYT (1006953) in
collaboration with Instituto de Investigaciones en Matematicas Aplicadas y en Sistemas: Posgrado de Ciencia
e Ingenieria de la Computacion of the Universidad Nacional Autéonoma de México. The work was also
supported by UNAM-PAPIIT(IA104122) and UNAM-PAPIIT(TA101021).

Bnok4yenH n 3apavya BbINOSIHUMOCTHU cbopMyn B Teopuax Aans
TeHAEepPHbIX CUCTEM

P. Jlasuna, ORCID: 0000-0002-3174-5748 <photographic_ren@comunidad.unam.mx>
P. Anvoexo-Ilepec, ORCID: 0000-0002-7003-2724 <raldeco@unam.mx>
3. bapcenac, ORCID: 0000-0002-1523-1579 <ebarcenas@unam.mx>

Hayuonanvuwiii agmonomuuli ynusepcumem Mekcuxu
Mexcuka, 04510 Mexuxo, Kotioakan, Yrusepcumemckuii 20po0ok

AnHoTanus. B TeHnepHOM mporecce yJacTBYIOT KOHKYPHPYIOIIUE MPEATIOKEHNS OT Pa3HBIX KaHIUIATOB —
IIOCTABIIMKOB MJIM UX KOHTpareHToB. [lobeanTens TeHAepa JOMKEH TOCTABUTh TN OKa3aTh YCIYTy Ha JIy4YIIUX
YCJIOBHSIX, YeM KOHKYpEHTHL. TeHzepbl pa3pabaThlBaroTCs C HCHONB30BaHMEM [CHTPATH30BaHHBIX
HETPOBEPEHHbIX CHCTEM, YTO CHIDKAeT MPO3PayHOCTh, CIIPABEAJIMBOCTh M JOBEpPHE K IPOILECCY, a TaKxKe
CHIKAaeT BO3MOYKHOCTh OOHApYXEHUS 3JI0HAMEPEHHBIX MONBITOK MaHUITYJIUPOBaHUs mporeccoM. CHCTeMbl,
KOTOpBIE 00ece4unBaoT (HOPMAIBHYIO NPOBEpPKY, NEHEHTPAIHM3AINIO, AayTeHTH(QHKAIWIO, IOBEpHE W
NPO3pavyHOCTh, MOTYT CHHU3UTh 3TH PHCKH. 3ajada BBIIOJHHMOCTH (DOPMyT B TEOpHSIX obecrnednBaeT
(hOopMaNIBHEIN aHANK3 JUIS JOKA3aTeNIbCTBA IIPABMIIBHOCTH CBOMCTB TEHACPHBIX MPEIUIOKECHHH, TPOBEPEHHBIS
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CBOWCTBa 00ECHEUMBAIOT HAJEKHOCTh CHCTeMbl. Kpome TOro, omHoW M3 TEXHOJIOTHH, 00eCHeYMBarOIINX
JELEHTPATN3ALNIO, SIBISIETCS OJOK4YEiH, IeNOYKa pPAaClpeeieHHbIX H JeLEHTPAIN30BaHHBIX 3amucei,
CBSI3aHHBIX TaKHM 00pa30oM, 4TO 00eCIeunBacTCs ENOCTHOCTh. B Halllel craThe mpencTaBicHa GopMaibHas
MIPOBEPEHHAS U JICIICHTPAIN30BaHHAS CHCTEMa YIPABJICHUS TCHICPHBIMU MPEJIOKCHUSIMH, OCHOBaHHAsI Ha
3aJa4e BBITOJHUMOCTH (OPMYJ B TCOPUSAX M TEXHOJOTHH OJIOKYCHH M HarpaBJcHHAs Ha TO, 9YTOOBI CIeTaTh
JJICKTPOHHBIC TCHICPHI HA 3aKYIKH 00Jiee HaIe)KHBIMH, TPO3PAYHBIMHU H CTIPABETUBBIMH.

KuroueBrble cj10Ba: 3a/1a4a BEITIOJTHUMOCTH q)OpMyJ'I B TCOPUAX; IPOBEPKA TCHACPOB; 6HOK‘leﬁH; OJIEKTPOHHBIE
3aKYIIKH

s uutuposanms: [asuna P., Anpnexo-Ilepec P., bapcenac O. briokuein u 3a1a4a BBIOIHIMOCTH HOpMYIT
B Teopusx s TenaepHbix cuctem. Tpymst UCIT PAH, tom 35, Bem. 1, 2023 r., crp. 113-122. DOL:
10.15514/ISPRAS-2023-35(1)-8
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1. Introduction

Public tenders are sensitive to fraud and corruption; therefore, the laws of most countries regulate
government procurement. One example is the European scheme for public tenders, which is one of
the most organized and documented [1]. In this scheme, contracts typically go through competitive
processes, following common and local legal guidelines of each member country of the European
Union. The purpose of this scheme is to offer a fair process for the participants, including a fair price
for the taxpayers of the country issuing the tender. Currently, this scheme handles various types of
procedures for tendering, such as open or restricted. These procedures have in common a negotiation
about what the participants will supply, but with different rules between each type of procedure.
Although governments have robust legal rules for bidding procedures, these procedures are carried
out centrally, where a collective or an individual entity reviews each bid based on the rules
established by the corresponding tender. So later, the supplier with the proposal offering the best
cost/quality ratio is selected.

This centralization creates different risks for the tendering procedures. Centralized entities might
give preferential treatment to some of the participants, thereby, undermining the fairness of the
process. There is also the possibility that bids are manipulated to favor a specific participant. In
addition, the transparency of the procedures can be compromised, as the results of the tendering
process presented to the public are not reliable [2] as malicious manipulations are not published.
This problem has been already identified by some governments that have proposed initiatives for
electronic tendering schemes. Some of these schemes are implemented using information systems
that carry out bidding procedures through the Internet. One example of these kind of government is
presented in [3], where a large-scale implementation was developed.

Despite the advantages offered by these systems, they are still centralized, therefore, managed by
selected entities who must comply with the applicable rules. Centralization might hide malicious
manipulation.

In addition, it is also not possible to automatically verify if the tender rules are meet by the
participants. By doing this, human errors and data manipulation can be reduced. Therefore, systems
that provide automated verification, decentralization and transparency can mitigate these risks.
Therefore, by modelling and implementing a system based on Satisfiability Modulo Theories and
Permissioned Blockchain, to validate, automate, offer immutable transparency, and ensure fairness
in tendering procedures is possible.

Satisfiability Modulo Theories (SMT) [4] is a verification technique to prove correctness of system's
properties. Properties are expressed in a formal language and when all given properties are satisfied,
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it is said that the system is valid. This technique can be used to implement automatic verification of
rules on a system.

Permissioned Blockchain [2] is a type of restricted Blockchain, where access to participants is
controlled by having full identification of them. These participants are impartial entities that attest
to the records that are generated in the Blockchain. This type of blockchain by having access control,
greatly reduces the energy consumption required by public blockchains. In the latter, anonymity
requires high resources in terms of hardware and energy, so a permissioned blockchain is more
convenient for governments or public institutions.

Considering this, we propose a tendering system based on Satisfiability Modulo Theories and
Permissioned Blockchain that supports biding processes.

By using this system, participants' bids will be automatically validated to later be registered in a
blockchain, that through consensus of several peers supports decentralization. Therefore, reducing
the reliance on a single entity. As consequence, reliability, fairness, integrity, and transparency of a
tendering process can be guaranteed.

This paper presents the following contributions:

e Presents a system design for the public tendering procedure, as a reference for investigations of
a similar nature;

e  Shows the operation of the system model with facilities for its optimization and improvement;
e Validates inputs to the system through the use of a formal verifier;

e Securely and robustly registers the operations carried out in the tender process in a permissioned
Blockchain system;

o Offers a proof of concept to set a precedent that implementation is possible.

1.1 Related work

First, work related to verification is shown, from which reference was taken to support the formality
of our proposal.

Y. Limoén et.al. present a “Mu-Calculus Satisfiability with Arithmetic Constraints” [5]. They study
an extension of modal mu logic and Presburger arithmetic constraints, over tree models. They
describe a satisfiability algorithm similar to our model.

D. Medina-Martinez et.al. present a “Database Management System Verification with Separation
Logics” [6]. They propose to use Separation Logics to verify a database management system,
focused on the verification of libraries containing heap data structure manipulation. Inside of the
verification they use classical First Order Logic (FOL) reasoners to strength the verification process,
in a similar way to our proposal.

In the following sections, we present results in the design, formalization and modeling of such a
proposal.

2. Background

In this section, the concepts of Satisfiability Modulo Theories, Blockchain and Smart Contracts are
presented.

2.1 Satisfiability Modulo Theories

The Satisfiability Modulo Theories (SMT) problem is a decision problem for logical formulas with
respect to combinations of background theories expressed in classical First Order Logic with
equality [4].

A decision problem is a problem that can be abstracted as a yes or no question of the input values,
while a formal theory is a set of sentences that can be used to restrict the models we wish to consider.
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An approach to solve SMT formulae is based on the observation that an SMT can be reduced to a
Propositional Satisfiability Problem (SAT) formulae. Reductions can be solved atomically, to finally
combine the results, to prove if the input formula is valid. This approach will be useful to validate
the inputs during the operation of our proposed model protocol.

2.2 Blockchain

At the end of 2008 [7], along with the invention of cryptocurrencies, decentralized and transparent
databases became popular. This is now known as Blockchain. According to NIST “Blockchains are
distributed ledgers of cryptographically signed transactions that are grouped into blocks. Each block
is cryptographically linked to the previous one (making it tamper evident) after validation and
undergoing a consensus decision. As new blocks are added, older blocks become more difficult to
modify (creating tamper resistance and strength integrity). New blocks are replicated across copies
of the ledger within the network, and any conflicts are solved automatically using established rules
(81"

There exist two types of Blockchain: Permissionless and Permissioned. The former, called Public
or Permissionless, it is open to all participants preserving their anonymity and offering full ledger
transparency. Everyone in the network can validate transactions and can partake in the process of
consensus. However, this type has a high energy consumption and uses consensus algorithms that
take considerable time to reach an outcome [2]. An example of an application of this type of
Blockchain is the Ethereum platform [9].

The latter, called Private or Permissioned, it is not open to all nodes. The participation of nodes is
managed by third parties, usually impartial entities, i.e., they do not belong to the same organization
and do not share interests. In this type of Blockchain, not all the nodes in the network can participate
in the verification of the transactions. Instead, a selected group of nodes perform such verification,
therefore, improving its efficiency. At difference of public blockchains, private blockchains do not
provide decentralized security due to restricted access [2]. However, since in a private blockchain a
third party assigns the access rights to each participant, the privacy level is increased making this
type of blockchain suitable for government sectors. Moreover, their energy consumption is lower as
consequence of the used consensus algorithms [2]. An example of this type of Blockchain is the
Hyperledger Fabric platform [10].

Blockchain types use consensus protocols. A consensus protocol provides a technique for users or
machines to coordinate in a distributed and decentralized setting. It ensures all participants agree on
a unified transaction ledger without the help of a central authority. In the case of public blockchains,
the consensus is achieved by the validations of the participants in the network, and in the case of
private blockchains, the consensus is achieved by the selected entities accepted in the network [9].

3. System model

In this section, we present the high-level design of our system including the actors and its
functionality. This functionality is later described through a set of sequence diagrams, as well as the
description of the operation of the system's Blockchain network.
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Fig. 1. Architecture of the model

3.1 System overview

The Fig.1 illustrates the architecture of the model. In this, there are 5 blocks that groups the main
actors of the system. These blocks are defined as follows.

Formal blockchain-based system. This is the main block of the model that is depicted in purple on
Fig.1. Here, the tender rules are established, operations in the Blockchain are registered and the
winning offer is determined, all in an automated way. It also offers access to the information
registered in the Blockchain to participants and citizens interested in reviewing the procedures
carried out within the tender system.

Government Departments. This block represents the public government institutions that issue the
calls for bids, establish the tender rules, control access to participants and are constantly managing
the operations that occur in the Blockchain.

Public Institutes. This block represents the public institutions that participate in the bidding process
as members of the consensus for registering transactions in the Blockchain. They audit the
information that is recorded in the system, and also handle the operations that occur within the
Blockchain. The participation of these institutions is considered impartial, to strengthen the fairness
of the tender process.

Tender participants. This part of the block represents the companies or organizations interested in
participating in the tender process. They are obliged to register their participation so that they have
control over their access. Once registered, they can send their offers to the system, consult the results
of the valid rules that they comply with, or consult the transactions with information on the
procedures that were carried out in the tender process in a transparent manner.

Citizens. This part of the block represents citizens interested in reviewing a tender process, to check
the procedure was fair and that the use of their taxes will be made according to the legislation.
Once the blocks that represent the actors in the model have been described, the proposed
functionality of the system is presented below.

4. Formal model analysis
In this section, we present the results of the formalization of the tender rules and the offers of the
participants, that occur in the Formal blockchain-based system (Fig. 1 in Section I11).
Following tender rules specified in [1], we have identified the next four types of general rules in a
tender process.
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Specifications associated to a particular tender entity (several tender entities may form part of the
tender), such as antitrust regulations or import or export taxes; Specifications associated to bidders,
such as your legal identification or certifications; General specifications, such as a tender
registration; and Numerical constraints, such as the price limit of the tender or budget of some offer
proposal.
To explain how these rules are used in the tender we present the following set of definitions.
To formalize the tender rules, we propose a hybrid specification based on a rule-based expert system
which are non-numerical specifications [11] and a numerical constraint system [12]. The rule-based
expert system formalizes the knowledge required to express the type of rules not involving numerical
constraints, that is, specifications associated to tender entities and bidders, and general
specifications. Numerical constraints are formalized by the corresponding system.
Definition 1 (Non-numerical specifications). Non-numerical specifications are expressed by a set
of rules of the following form:
IF antecedent THEN consequent

where antecedent and consequent may represent a Boolean combination of statements.
Definition 2 (Numerical specifications). Numerical constraints are expressed by an equation
system:

Ay 1% FAg% o+ Ay Xy St

az_lxl + az‘zxz + -+ az‘nxn = tz

AmaXy + QpaXy + o+ QX =ty

for any positive integers n and m. Notice other relations, such as >, <, <, >, may also be expressed,
for instance x < k holds if and only if x + y = k for some positive integer y.

Now, we are going to define a bidder.

Definition 3 (Bidder Offer). A bidder offer is defined by the tuple (Statements,
NumericalEqualities), where Statements is a set of fulfilled properties, defined by the tender
rules, and NumericalEqualities is a set of equalities between variables and positive real numbers,
associated to costs.

We are now ready to define when a bidder satisfies the tender rules.

Definition 4 (Bidder offer fulfillment). Given a set of tender rules, expressed in terms of a rule-
based expert system (Definition 1) and a numerical constraints system (Definition 2), we say a bidder
offer fulfills the rules, if and only if, the statements and numerical equalities (Definition 3) fulfill all
numerical and non-numerical specifications.

Definition 5 (Tender Rules Formalization). Given a set of tender rules, expressed in terms of a
rule-based expert system (Definition 1) and a numerical constraints system (Definition 2), and a
bidder b, we define the FOL formula TR(b) (b occurs in TR) as follows:

TR(b) :=ES(b)ANS
where n rules of the expert system are defined by the formula

n
ES(b) = /\(Antecedent(b)i — Consequent(b);)
i=1
and m numerical constraints are defined by the formula

m 1
NS = /\Z aj 1 X = ¢

j=1 k=1
where c is a value given by the bidder b. Other relations, such as >, <, <, >, may also be expressed.
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Definition 6 (Bidder Offer Formalization). Given a bidder b, expressed in terms of statements and
numerical equalities (Definition 3), and his offer, we define the FOL formula BO(b) (b occurs in
BO) as follows:

BO(b) = ST(b) ANE
where n statements of the offer are defined by the formula

ST(b) = /\(Statements(b)i)
i=1

and m numerical equalities of the offer are defined by the formula

NE = /\(ajxj =¢)
j=1
where c is a value given by the bidder b.

Based on these definitions, the following theorem is constructed and proved.

Theorem 1 (Bidder offer verification). Given a set of tender rules and a bidder offer b, the FOL
formula TR(b) A BO(b) is satisfiable if and only if the bidder offer fulfills the tender rules.
Proof: [TR(b) A BO(b)]y = 1 = b fulfills tender rules.
Induction over the size of TR(b) A BO(b).
Base case:
There is only one rule for BO(b) then there is only one TR (b) rule to be satisfied,
ES(b) ANS AST(b) ANE

where

ES := (Antecedent(b), — Consequent(b),)

NS :=ay1x%, =¢

ST := Statement(b),

NE =a.;x; =
Assume BO (b) rule satisfies TR(b) rule.
Therefore (TR(b) A BO(b)) = 1 and by Definition 4 in this Section then b fulfills the tender rules.
Induction hypothesis: if there are n rules for BO (b) then there are n TR (b) rules to be satisfied.
Inductive step: proof for n + 1 rules for BO(b) over n + 1 TR(b) rules.

Case 1:
There is one ES(b) ruleand n + 1 NS rules
where
ES := (Antecedent(b), — Consequent(b),)
n+1m+1
NS = /\ Z a; jXm
i=1 j=1
ST := Statement(b),

n+1
NE = /\aixl- =q
i=1
Assume BO (b) rules satisfy TR(b) rules.
Therefore (TR (b) ABO (b)) = 1 and by Definition 4 in this Section then b fulfills the tender rules.
Case 2:
There are n + 1 ES(b) rules and one NS rule
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where
n+1
ES(b) = /\(Antecedent(b)i — Consequent(b);)
i=1
NE = al‘lxl = Cl
n+1

ST(b) = /\(Statements(b)i)
i=1
NE =a;x; =

Assume BO (b) rules satisfy TR(b) rules.
Therefore (TR (b) A BO(b)) = 1 and by Definition 4 in this Section then b fulfills the tender rules.
Case 3:
Thereare n + 1 ES(b) rules and n + 1 NS rules
where
n+1
ES(b) = /\(Antecedent(b)l- — Consequent(b);)

i=1
n+l1m+1

NS = /\ Z Qi jXm
i=1 j=1
n+1
ST(b) = /\(Statements(b)i)
‘I‘L+1i:1

NE = /\aixi =C;

i=1
Assume BO (b) rules satisfy TR (b) rules.
Therefore (TR (b) A BO(b)) = 1 and by Definition 4 in this Section then b fulfills the tender rules.
The other implication direction is proved in an analogous manner. m

The demonstration presented gives us the certainty that the rules of a tender process could be
formalized correctly. This increases confidence for the participants in the tender, for the
governments and for the citizens.

With the tender rules and participant bids formalized, we give the proposal model more confidence,
and allows us to understand what the verifier block does precisely.

5. Discussion, Future work & Conclusions

In conclusion, we presented a formal model for verification to provide a more robust solution to a
complex problem such as a tender process. Using that model, we created a system that along with a
Blockchain network can offer greater confidence in a tender process.

To reach that goal, we also define logical formulas that are the basis for the formalization of offers
in a bidding process. Later, we demonstrate the correct operation of the logical formulas, and thus
have the confidence that the verification works correctly.

As future work, our prototype can be implemented with an attractive and user-friendly interface
(system view) for potential final users. To have a fully automated system, the inputs for the
automatic solver can be formatted on a logic-based notation. For that purpose, a procedure with this
purpose should be constructed and integrated to our system.

Finally, this is an extension of [13] and short varsion of [14].
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