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Abstract. DevOps is a philosophy and framework that allows software development and operations teams to
work in a coordinated manner, with the purpose of developing and releasing software quickly and cheaply.
However, the effectiveness and benefits of DevOps depend on several factors, as reported in the literature. In
particular, several studies have been published on software test automation, which is a cornerstone for the
continuous integration phase in DevOps, which needs to be identified and classified. This study consolidates
and classifies the existing literature on automated tests in the DevOps context. For the study, a systematic
mapping study was performed to identify and classify papers on automated testing in DevOps based on 8
research questions. In the query of 6 relevant databases, 3,312 were obtained; and then, after the selection
process, 299 papers were selected as primary studies. Researchers maintain a continuing and growing interest
in software testing in the DevOps context. Most of the research (71.2%) is carried out in the industry and is
done on web applications and SOA. The most reported types of tests are unit and integration tests.
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Annortamms. DevOps — s1o duocodust u nHPPACTPYKTypa, KOTOPBIE MO3BOJISIIOT TPYIIIaM pa3pabOTYMKOB U
IKCIUTyaTallid MPOrPaMMHOTO obOecreueHusi paboTaTh CKOOPAWHUPOBAHHO C IIENbI0 OBICTPOH U JeIIeBOil
pa3paboTKM ¥ BBIIyCKa MporpaMMHoro obecnedeHus. OpHako, Kak cooOlaercs B JIMTeparype,
a¢dexktuBHOCTE M mpeumyiiecTBa DevOps 3aBHUCAT OT HeCKONbKUX (akTopoB. B wacTHOCTH, OBLIO
OIyOJIMKOBAaHO HECKOJBKO PE3yJbTaTOB MCCIIEIOBAHHMI 110 aBTOMATH3alMH TECTHPOBAHHUS MPOrPaAMMHOIO
obecriedeHns, KOTOpas sIBISIETCS KPaeyroJdbHBIM KaMHeM (a3bl HempepbIBHON MHTerpanuu B DevOps. Otn
paboTHl HY)XKHAIOTCSA B MACHTU(GHKAIWMU M KiIaccudukanuyu. B HameM mcciieoBaHUM KOHCONMUAUPYETCS H
KIIaccH(UIUpYyeTCsl CYHIECTBYIONIAas JIATEpaTypa MO aBTOMAaTH3HPOBAHHOMY TECTHPOBAHUIO B KOHTEKCTE
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DevOps. 11 uccnenoanust ObUI0 MPOBEACHO CHCTEMATHUECKOE CONOCTABICHUE JINTEPATYPHBIX HICTOUHUKOB
Ha OCHOBE 8 HCCIIeI0BATENILCKIX BOIPOCOB. IlyTeM BBIMOIIHEHNS 3aIPOCOB K IECTH YMECTHBIM 0a3aM JaHHbIX
66110 TosrydeHo 3312 crareit. Ilocie mporecca otoopa 299 crarei ObuIM BBHIOpPAHBI B Ka4eCTBE OCHOBHBIX.
HccnenoBaTenn cOXpaHsIOT MOCTOSHHBIHN U pacTYIINH HHTEPEC K TECTUPOBAHUIO IIPOTPaMMHOT0 00ECTIeUeHHUS
B koHTekcTe DevOps. Bonbinas gacte uccnemoanuii (71,2%) mpoBOAMTCS B TMPOU3BOJACTBEHHOU cdepe H
3aTparuBaioT BeO-npuiokeHus 1 SOA. Hanbosee pactipocTpaHeHHBIMH THIIAMH TECTOB SBIISTIOTCS MOAYJIBHBIS
Y MHTETPALUOHHBIEC TECTHL.

KuaroueBbie ciaoBa: DevOps; TtecTupoBaHHE MHPOrPAMMHOTO OOCCHEUYCHHS; CHCTEMaTHYECKUi 0030p
JIMTEPaTypBI

Jas uutupoBanus: Ilanno b., JlaBuma A. Cucrematnyeckuil 0030p JMTEpaTypsl IO TECTUPOBAHUIO
nporpamMmHOro obecriedenust B kontekcre DevOps. Tpynst UCIT PAH, tom 35, Bemm. 1, 2023 1., ctp. 163-188.
DOI: 10.15514/1SPRAS-2023-35(1)-11

BaaromapHocTH. ABTOPEI IPU3HATENIBHBI 32 OT3BIBBI WIeHaM [ pymsI HcciietoBaHmi 1 pa3paboToK B 007IacTH
nporpaMmHoil nmxenepuu Ilanckoro katonudeckoro ynusepcurera Ilepy.

1. Introduction

The software market constantly demands strategies that allow it to deal with changes quickly [1],
[2]. However, these strategies must maintain quality and avoid the costs of application downtime
and failure [3]. Although agile methods are presented as a good alternative; these do not close the
cycle until the delivery and operation of the software [4]. In this context, the DevOps philosophy
and framework extends the agile methodology to deliver applications quickly and frequently [5],
improving performance and costs [6], and taking care of the product quality [7], [8], [9]. So, with
the support of top management [10], DevOps can represent a great opportunity for companies of any
size to gain a foothold in the market [11]. For this reason, various companies have been adopting it
[12] or have adopted plans [13]. Also, DevOps is a key factor in the microservices architecture [14].
In the field of the software industry, the introduction of the term DevOps, in 2008 [15], made it
possible to articulate a set of practices that had already been taking place. In particular, the
continuous integration practice that is based, among others, on automated tests [16], which
represents one of the vital factors for its adoption [17], despite long-standing efforts to resolve this
challenge [18], [19]. On the other hand, in the academic field, various literature review studies have
been carried out where: (i) it is pointed out that the concept of DevOps is not completely defined
[20]; (ii) the definitions, practices and benefits of DevOps are categorized [21]; (iii) the relevant
aspects are determined [22], [23]; (iv) the factors that interrupt its adoption are identified [24]; (V)
the influence on the product is presented [7]; and, (vi) in [2], a strong need to respond quickly to the
market is reported and that DevOps helps to address this problem.

Since software testing is a critical factor for the adoption of DevOps [25], it should be reviewed how
it is being applied in the reported cases. For this reason, this paper consolidates and classifies the
literature on applied software testing in a DevOps context. The paper is organized as follows: in
Section 2, the fundamental aspects of this study are presented; in Section 3, the Systematic Mapping
Study (SMS) is described; in Section 4, the results of the SMS are presented; and, in Section 5, the
conclusions are established.

2. Background

In this section, DevOps and software testing are briefly presented; as well as the works related to
this study.

2.1 DevOps

DevOps integrates the teams that are usually separated (development and operations), focusing on
delivering value quickly and continuously, based on 4 dimensions [22]: collaboration, automation,
measurement and monitoring. In DevOps [4], it has extended the already known practices of agile
164



Tanmo B., JlaBuna A. Cuctematiyeckuii 0630p IUTEpaTyphl O TECTUPOBAHUIO POrPaMMHOTr0 obecnedeHns B KoHTekcTe DevOps. Tpyout
UCII PAH, tom 35, Boim. 1, 2023 1., ctp. 163-188

methods, distributing them in 3 phases: construction phase, deployment phase, and operation phase.
In addition, it incorporates some existing practices such as: continuous integration [26], continuous
deployment [27], continuous delivery [28], and continuous testing [29].

2.2 Software Testing in Agile and DevOps Context

Software testing [30] are activities in the software development process to determine that the
software has the expected behavior under a list of test cases. Tests can be categorized, according to
[31]: (i) object of the test (unit, integration and system); and (ii) test objective (acceptance,
installation, alpha, beta, regression, performance, security, load, recovery, bottom-out, interface,
configuration, usability, and interaction).

In the agile context, agile tests have shown their benefits [32], [33], being necessary that the
software-testers are present from the collection of requirements [34] and maintain fluid
communication, both formal and informal, with the programmers [35].

3. Research Metodology

In this study, a Systematic Mapping Study (SMS) was performed. The SMS proposed by [36] is a
research technique to identify and characterize all available studies on a given topic, using a reliable
and verifiable methodology.

3.1 Scope and Research Questions

Software testing is one of the pillars to encourage good results in DevOps contexts [5], [8], and on
which various publications have been made that require identification, studied and classified. For
this reason, an SMS was performed with the purpose of identifying the levels of software tests that
are being used in these contexts, as well as the authors, their evolution and the regions where the
subject is being investigated, among others. The research questions and considerations for the
answers are:

RQ-1 What is the evolution of the publication of papers on software testing in the DevOps contexts?
The year of publication was taken as relevant data.

RQ-2 What kind of research has been done in software testing in DevOps? The types of research,
adapted from [37], are: (i) survey/interview, (ii) case study, (iii) multiple case study, (iv)
replication study, (v) review or literature mapping, and, (vi) background theory.

RQ-3 What kinds of proposals have been presented on software testing in DevOps? The types of
proposals are an emerging classification and can be: methods, tools, frameworks.

RQ-4 What levels of software testing are used in DevOps? The possible test levels, depending on
the object of the test, are: unit, integration, user, security and load/performance [31].

RQ-5 What programming languages and software testing tools are used in DevOps? Possible
answers, at least initially, are: Java, C, PHP, JS, Xunit, Selenium.

RQ-6 In what types of applications are software testing used in the DevOps context? The possible
answers, at least initially, are: web, desktop, console, mobile.

RQ-7 What infrastructure tools are used for software testing in DevOps? Possible answers are:
Jenkins, Travis, Docker, AWS, Azure.

RQ-8 In what types of activities do software testing occur in DevOps? Possible answers are:
Continuous Integration, Continuous Deployment, Continuous Delivery. Also, are security
tests mentioned?
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3.2 Search Query

Searches were performed according to a generated search string of the population (P) and
intervention (1) as suggested [36]. The terms related to (P) are: DevOps, Continuous Integration,
Continuous Testing, Continuous Deployment, and Continuous Delivery. The term related to | is:
test. Then, the search string stayed as “P and I”: “(DevOps OR “continuous integration” OR
“continuous deployment” OR “continuous delivery” OR ‘“continuous testing”) AND test*”.
Although a string in English was searched, papers written in Spanish and Portuguese were also
considered. Also, to allow for as many results as possible, the date was not restricted. The digital
databases are: IEEE Xplore, SCOPUS, ScienceDirect. ACM Digital Library, Web of Science and
Willey, selected for their scientific relevance and access to them.

3.3 Data Selection

The selection process was defined in four stages, where the inclusion criteria (IC) and exclusion
criteria (EC) are applied (see Table 1); and according to [36] the quality assessment is omitted since
relevant digital databases were chosen. The defined selection process has the following stages:

o In the first stage, obtaining the metadata, the EC.1 and IC.2 criteria are used, and the Parsif.al
web application to facilitate some operations, such as discarding duplicate papers in the different
databases.

o In the second stage, the title is read and EC.2 is applied, to rule out papers that are not related
to the subject of software testing in the DevOps contexts.

e In the third stage, reading the summaries, IC.2, IC.3, EC.3 is applied.

o In the fourth stage, a quick reading is made of the content of the study to determine its relevance
to the subject of software testing in DevOps contexts and criteria IC.2, IC.3, EC.3 and EC.4 are
applied. Likewise, at this stage, the papers to which the full text is not available (EC.5) are
withdrawn.

Table 1. Inclusion Criteria (IC) and Exclusion Criteria (EC)

Id Criteria
IC.1 | IC.1 Paper inindexed journals or conferences whose memories are indexed.
IC.2 | IC.2 Paper with content in English, Spanish or Portuguese.
IC.3 | IC.3 Paper that focuses on software testing in the DevOps context.
EC.1 | EC.1 Duplicate article.
EC.2 | EC.2 Paper outside the topic of software and DevOps.
EC.3 | EC.3 Paper that does not mention software testing levels or strategies.
EC.4 | EC.4 Secondary or tertiary articles.
EC.5 | EC.5 Paper whose content is not available.

To extract the data, a file was created (see Table 2) to be used in a spreadsheet and collect the data
from the papers on it.

Table 2. Structure of the data extraction form

Data Detail Question
Id Study Unique identifier of the study created for the MSL. General
Title Title of the paper. RQ-1
Author List of authors of the paper. RQ-1
The year Year in which the paper was published. RQ-1
Type of publication | Journal or conference where the paper was published. RQ-1
Country Country of affiliation of the authors. RQ-1
Research type Categorizes the type of research of the paper. RQ-2
Context Categorizes between the academic or industrial context of the RQ-2
paper.
Domain Categorizes the business domain where the item was applied. RQ-2
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Type of proposal Categorizes the type of proposal of the paper, if applicable. RQ-3
Test Level Categorizes the test levels mentioned in the paper. RQ-3,
RQ-4
Continuous phase Categorizes the continuous phase mentioned in the paper. RQ-4
Method Identifies the method or good development practices. RQ-4
Testing tool Identifies the testing tool used. RQ-5
Version Control Identifies the tool used for code version management. RQ-5
Programming language | Programming language mentioned in the paper. RQ-5, RQ-6
Type App Type of software developed in the paper. RQ-6
Architecture type Type of the architecture of the application developed in the paper. RQ-6
Infrastructure tool Collects the infrastructure tools used in the research presented in the RQ-7
paper.
Security Identifies if the paper mentions the security tests RQ-8
Teams in DevOps Identifies if the paper addresses Devs, Ops or both teams. RQ-8

4. Results

The searches in the considered databases were carried out between June and July 2021. For each
database, the search string was adapted according to its own rules (see Table 3). Of the 3,312 papers
found, it was processed stage by stage until reaching a total of 299 primary studies. The process was
based on the inclusion and exclusion criteria according to the study planning. Table 4 shows the
number of papers that remained after each stage. In addition, 15 (5%) papers were withdrawn
because the full text was not available, even after having searched different sources. The list of
primary studies is available in Appendix A.

Table 3. Database search string

Source Search string Quantity
IEEE (("All Metadata":Devops) OR ("All Metadata":"Continuous Integration™) OR 529
("All Metadata":"Continuous Deployment™) OR ("All Metadata":"Continuous
Delivery™) OR ("All Metadata™:"Continuous Testing")) AND (("All
Metadata": Test*))

Scopus TITLE-ABS-KEY ((devops OR "Continuous Integration" OR "Continuous 1,561
Deployment™ OR "Continuous Delivery" OR "Continuous Testing") AND
test*)

ACM Title: ((Devops OR "Continuous Integration” OR "Continuous Deployment" 246
OR "Continuous Delivery" OR "Continuous Testing") AND Test*) OR
Abstract:((Devops OR "Continuous Integration” OR "Continuous Deployment”

OR "Continuous Delivery" OR "Continuous Testing") AND Test*) OR
Keyword:((Devops OR "Continuous Integration" OR "Continuous
Deployment™ OR "Continuous Delivery" OR "Continuous Testing") AND
Test*)

Science | Title-keyword-abstract (Devops OR "Continuous Integration” OR "Continuous 462

Direct Deployment™" OR "Continuous Delivery" OR "Continuous Testing") AND Test
Web of TITLE-ABS-KEY ((devops OR "Continuous Integration" OR "Continuous 432
Science Deployment™ OR "Continuous Delivery" OR "Continuous Testing") AND
test*)
Willey TITLE-ABS-KEY ((devops OR "Continuous Integration" OR "Continuous 82
Deployment™ OR "Continuous Delivery" OR "Continuous Testing") AND
test*)
Total 3,312
Table 4. Search results by stage
Procedure Selection Criteria Total
First stage EC.1,I1C.1 1,179
Second stage EC.2 928
Third stage IC.2,IC.3,EC.3 344
Fourth Stage | IC.2,1C.3,EC.3, EC.4, EC5 | 299
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4.1 RQ1 What is the evolution of the publication of papers on software testing
in the DevOps contexts?

From the selected primary studies, from 2011 to Jun-2021 (see Figure 1a), it is observed that the
level of publications has been increasing from the beginning, which shows the importance of
software testing in DevOps contexts and that coincides with those indicated by [38]. In addition, this
growth is expected to continue in the following years.
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Fig 1. Evolution of publications per year (a), and publications by country (b) in DevOps software testing
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Although the topic of DevOps is of global importance, it can be seen (see Figure 1b) that according
to the Pareto rule 80% of the studies are concentrated in 16 countries: USA (16.7%), Germany
(10.7%), India (9.4%), Italy (6%), Canada (5%), Switzerland (4.7%), China (3.7%), Sweden (3.7%)
Australia (3.3%), Finland (3.3%) and Brazil (2.7%), UK (2.7%), the Netherlands (2%), Spain (2%),
Ireland (2%), Korea (1.7%) and Belgium (1.7%).

On the other hand, the publication media where they have been published 4 or more primary studies
are 14 media and are presented in Table 5.

Table 5. Frequency of primary studies by means of communication, which have 4 or more publications

Venue Count
Lecture Notes in Computer Science 11
Communications in Computer and Information Science
CEUR Workshop Proceedings
International Conference on Software Engineering
ACM International Conference Proceeding Series
International Workshop on Quality-Aware DevOps (QUDOS)
IEEE Software
Euromicro Conference on Software Engineering and Advanced Application (SEAA)
Information and Software Technology
IEEE International Conference on Software Maintenance and Evolution (ICSME)
Advances in Intelligent Systems and Computing
International Conference on Software Testing, Verification and Validation (ICSTW)
International Conference on Software Analysis, Evolution, and Reengineering (SANER)
Journal of System and Software

©
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4.2 RQ2 What types of research have been done on software testing in
DevOps?

From the primary studies, on types of research (see Figure 2a), there are two predominant types of
research (78.6%): 136 study cases (45.5%) and 99 experiments (33.1%); which are mostly reported
in the industry. This orientation, towards the more empirical side, makes sense, since the cases and
experiments of integrating Dev and Ops work teams materialize in real projects. This result
coincides with the study by [39], who also found a high percentage (20%) of papers at the industry
level. Of the remaining group of research types, it can be pointed out that those related to opinion-
research allow concepts, ideas, lessons to be proposed when dealing with software testing in
DevOps. Likewise, the result of the research context shows that 213 (71.2%) according to Figure
2b, are papers in the industry, compared to 29 (9.7%) are papers in academia; which reinforces the
idea of the previous result.
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v M 160 13 Industry Not Precise Academy B

Fig 2. Distribution of primary studies of software testing in the DevOps context, by: (a) research type, (b)
research context, and (c) application domain
Finally, from the perspective of the application domain (see Figure 2c), 185 (61.8%) papers have
been applied to commercial solutions, that is, applications to sell products, rent services, etc.
Likewise, an interesting focus is seen in the education sector, where 27 (9%) primary studies have
focused on applications for education (support for the teaching/learning process).

Level
1 @ 2
PenTesting: 5
Ugar: 17 " 3 3
28 4 1
Load/Stress: 33
72 15 13 2 3
Unit/int/Ul: 105
104 15 18 1
No.Precise:139
Tool:216 Method:40 Mo Precise:37 Framework:3 Metric:3
Proposal

Fig 3. Types of proposals by test levels

4.3 RQ-3 What kinds of proposals have been presented on software testing
in DevOps?

In Figure 3, it can be seen that 216 (72.2% primary studies) propose tools to support DevOps
contexts, incorporating software testing as part of them. Furthermore, 40 (14%) and 3 (1%) papers
propose methods and frameworks respectively to support testing work. These results are in
agreement with the results obtained in the study by [40], they point out that tools and frameworks
have been proposed and that most are based on unit tests and automated integration.
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4.4 RQ-4 What levels of software testing are used in DevOps?

In relation to the levels of software testing used in DevOps (see Figure 4a), the response of “not
precise” are 139 papers (46.5%). Despite this, these works do indicate that software testing is a
DevOps necessity, but they do not specify the levels of testing in the DevOps context. In the case of
the primary studies, which do indicate the levels of proof, it follows that: (i) 122 papers (35.1%)
have reported unit and user interface tests; (ii) 33 papers (11%) have reported load and stress; and,
(iii) the rest are user tests and penetration testing (pen-testing). The work of [41] and [42] agree that
unit and integration tests are among the most studied. Likewise, [41] adds functional, load and stress
tests as the most studied with 63.6% of the total studies reviewed; and, they consider that security
tests are much less studied with 3.6%. According to reviews from [43] and [44], GUI and
accessibility tests are still pending challenges in continuous contexts.

Level (a) (b)
4 1
PenTesting: 5 -
17
User: 17 9 5 2 1 -
Load/Stress: 33 12 12 7 2 15
UnitinyUl: 105 69 24 1 1 100 %
No.Precise:139 68 43 23 5 50
4 2 1
0 -_— —_
Integration: 162 Delivery: 84 Deployment: 44 No.Precise; 9
Continuous Stage No DD  Aglls BPM  XP

Fig 4. Test levels (a) grouped by continuous phase and (b) methods used in software testing in DevOps
According to this Figure 4a, in relation to the opportunity in the use of software tests in DevOps, it
can be pointed out that 162 papers (54.2%) have been applied during continuous integration; which,
at first glance, turns out to be the natural space for testing. However, 84 (28.1%) papers have also
been identified that have used tests to solve activities in continuous delivery and 44 (14.7%) in
continuous deployment, which shows that 42.8% of the tests are outside continuous integration.
According to Figure 4b, in relation to the software development methodology, from the primary
studies, it has been determined as "not precise” in 217 (72.6%) papers. In the other cases, it shows
75 (25.1%) papers used agile methodologies, and more explicitly points to TDD and XP with 5
(1.7%) papers, considering both. In particular, in the case of TDD studies, they consider the method
important for the success of software testing in DevOps. This suggests that, for now, although TDD
is a very good method, there are few studies in this type of context. Similarly, the studies by [43]
and [39] consider that TDD would help to better conceptualize testing strategies and mitigate system
design errors for help continuous testing.

4.5 RQ-5 What programming languages and software testing tools are used
in DevOps?

Due to the nature and objectives of the primary studies, in many cases, programming languages,
testing support tools, and version control tools are not required. In the case of programming
languages (see Figure 5), it is observed that Java is the most reported language with 90 (30%) papers.
In the case of test support tools, Junit with 25 (8.4%) and Selenium with 13 (4.3%) papers are the
most reported. Finally, in the case of version control tools, Git is mentioned in 179 (59.9%) of
papers.
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Tools
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Fig 5. Software testing tools in DevOps by programming languages and version control

In the review of [39], it is agreed that Junit, Selenium and Git are the most frequent tools in the
DevOps software testing application. In addition [39], considers NUnit among the most frequent,
however, of the selected primary studies, no reference to said tool was found.

According to Figure 6a, Java is the most used language over time with an average of 13 papers per
year, while Python has been considered in recent years, with an average of 4 papers per year as
presented in Figure 6b.

(a) (b)
27 Java [
IS
20 %0 s I 46
15 Python NN 4
10 10 C N :
3 pHP N 2
r —

2013 2014 2015 2016 2017 2018 2019 2020 Ruby [ 1.5

—_—C - Java 18 PHP ——=Python =—=Ruby 0

Fig 6. Programming languages in software testing over time (a) and average per year (b)

4.6 RQ-6 In what types of applications and architectures is software testing
used in the DevOps context?

In relation to the types of applications where software tests are used in DevOps (see Figure 7a),
reported in the primary studies, web applications with 219 (71.9%) papers have to be the most
reported applications, and to a lesser extent, mobile applications with 13 (4.3%) papers. The
identified console applications are reported for cases in which they apply machine learning concepts
and use this type of application to display the results. In relation to the types of architecture (see
Figure 7b), the primary studies indicate that 134 (44.8%) are of the MV C type and 52 (17.4%) are
of the SOA type, and especially, of the latter, 14 studies report REST as a technology
communication. Despite this, 85 (28.4%) papers which represent a high percentage that does not
need it.
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Fig 7. Type of applications (a) and architectures (b) in software testing in DevOps

For [39], 33% of their studies found are web applications, being the most frequent for DevOps
software tests; and it also agrees that few researches, that is, 1.6%, are reported on embedded
applications.

4.7 RQ-7 What tools are used for software testing in DevOps?

Regarding the tools, it can be pointed out that they are not reported in 111 (37.1%) of the studies
(see Figure 8a). In the studies that are reported, Jenkins is present in 92 (30.8%) primary studies.
This result coincides with the review by [39] who also found Jenkins to be the most studied tool. In
the industry, Jenkins is known as a very versatile tool that allows you to automatically run tests
written by the development team, whether they are unit, integration, Ul, loading and others. Crossing
these results with the years of publication, according to Figure 8b, it can be seen that Jenkins has
been increasingly reported in primary studies since 2013. It is also observed, according to Figure 8c,
in relation to the average of the publications of papers per year, which Docker has about 6.8
papers/year since 2016, AWS is 3.3 since 2018 and GitLab is 4.8 since 2017. This result shows that
Docker is being recurrently reported in the selected primary studies. In the interviews conducted by
[42], containerization is mentioned as one of the most studied solutions in continuous delivery.
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Fig 8. Software testing tools in DevOps (a) by years (b) and, distributed over time and average per year (c)

In Figure 9, it can be seen that Java appears in 40 (13.4%) primary studies, being used in conjunction
with Jenkins, becoming the most frequent language for Jenkins. Furthermore, in the case of Java, 19
(21%) papers have been applied in industry and 3 (4%) in the academic context.

Figure 10 shows that 63 (21%) Jenkins primary studies have been studied in the industry and Docker
with 34 (7.4%) is behind Jenkins. This shows that Jenkins is the most studied software testing tool
in DevOps contexts.
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Fig 9. Programming languages and tools in DevOps software testing
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Fig 10. Tools in DevOps for software testing according to its context
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Fig 11. Test tools, infrastructure in DevOps (a) and application context (b)

Figure 11a shows that although Java was often used as a programming language, Junit was not
necessarily mentioned in these studies. However, Junit does appear as the most mentioned testing
tools in the primary studies. In addition, these, for the most part, 185 (61.8%) papers have been
applied in commercial business domains. Figure 11b confirms that Junit is also applied in the

industrial context.
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4.8

RQ-8 In what types of activities do software testing occur in DevOps?

Also, are safety tests mentioned?

According to Figure 12, the selected primary studies show that more than 230 (75%) have concerned
themselves with both what is needed in development and in operation, be it with tools, methods,
frameworks or suggestions. 60 (20%) papers have studied the specific activities of development
teams. Finally, only 9 (3%) have focused solely on operating activities.

250 230
200
150

100
60

50
9
0 —

DevOps Devs Ops

Fig 12. Software testing in DevOps phases

According to Figure 13, more than half of the papers found, that is 169 (56.6%), mention application
security as an important factor in the DevOps contexts, despite the fact that there are only 15
application testing papers. penetration (see Figure 4a). These findings are in the same direction as
that indicated by [45], [46] and [39], about the need to study more about the security issues in Devops
contexts, also known as DevSecOps. This allows you to integrate these types of tests into your
development tools.

4.9
The
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Fig 13. Mention of security in software testing in DevOps

Threats to Validity
analysis of the threats to validity was based on the work and questions proposed by [47].

Study Selection Validation. During the planning of the research, in order to ensure the proper
identification of all relevant studies, the following was carried out: (i) a preliminary search to
identify a relevant set of 20 “test” papers that allowed validating the research questions research,
the search chain and selection process; then, (ii) Population and Intervention was used,
according to [36], to structure a convenient search chain, actually an iterative task; (iii) a chain
test was carried out with the “test” papers, and a check was made if the data obtained from said
“test” papers allowed to answer the research questions; and (iv) it was established to work with
6 relevant digital databases.

The selection was made using the methodology proposed by [36]. Duplicate papers were filtered
in the exclusion criteria by DOI, title, authors and year. Inclusion/exclusion criteria were
discussed by the authors based on similar research. At each stage, a general criterion was
applied, that, when in doubt of acceptance or rejection, acceptance is chosen so that the paper is
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subsequently evaluated. This reloads the next stage, but reduces the risk of deleting relevant
papers.

e Data Validation. Taking into account what was indicated in [36], it was decided to only work

with relevant digital databases. These databases usually already have evaluation schemes for
the journals and reports of events that they incorporate. In this context, it was decided not to
make a quality assessment in the selection process.
In the first 100 primary studies, a first consolidation was performed, and these studies were
discussed between both authors. The evaluation also made it possible to note the relationship of
the results with the subject under research. The classification schemes were proposed during the
planning of the SMS and were refined, in some cases, during the data extraction. Additionally,
the verification of the selection was carried out by the second author in a sample manner.

¢ Research Validation. Both authors are related to the research topic and the second author has
more experience in secondary studies. The work carried out is replicable since all the data
collected during the research are publicly accessible, phase by phase, as well as the general
search string and the personalized ones for each database. At the beginning of the research, it
was determined by the research questions and the results of the first stages, that the research
would be a systematic mapping of literature due to the need to classify software tests in DevOps
contexts. The research can be generalized to all DevOps contexts because it collects the
information without considering specific regions, places or periods. In addition, it considers
primary studies from both industry and academia.

5. Conclusions

This research presents a Systematic Mapping Study (SMS) on software testing in the DevOps
context. The SMS is based on the proposal of [36]. In the selection process, 3,312 studies were
obtained and at the end of the process, 299 were selected as primary studies. Based on the data
obtained from the primary studies, it was possible to answer the 8 research questions raised.

The interest of research on software testing in the DevOps context is current and continuously
growing since 2011. It is also appreciated that it is a global interest, in particular, considering that
there are 16 countries from 3 regions (America, Europe and Asia) who have published 239 (80%)
of the studies. In accordance with the origin and empirical nature of DevOps, the majority of primary
studies, which mean 235 (78.6%) are of the type of case studies and experiments. Likewise, 213 of
these studies have been carried out in industry contexts (71.2%) and 185 in commercial applications
(61.8%). In addition, 216 (72.2%) primary studies have proposed tools that support test automation.
The results also indicate that software testing is considered an important factor in DevOps issues,
but what levels of testing are being used are not specified. But, in those that do specify, unit and
integration tests are the most studied, and to a lesser extent, user, load and stress and security tests.
In relation to technology, such as programming language and test support tools, it can be noted that
these issues are not explicitly reported in primary studies. In the cases that do report, it is pointed
out that Java is the most reported language with 90 (30%) both in academic and industrial
environments; and in the case of test development tools, 25 papers, that is means, more than 8.3%
have been reported to Junit. Other reported programming languages are: Python, Js and PHP
respectively. Furthermore, it has to be mentioned that Java is the most reported language in primary
studies over time, with an average of 13 papers per year.

The most studied types of applications are those of the Web type with 216 (72.2%), based on both
SOA and MVC. One of the most reported tools is Jenkins for both continuous integration,
continuous deployment and continuous delivery. In addition, tools such as: Travis, Docker, GitLab,
Github and AWS are also reported, showing that the studies carried out are applied to current market
tools.

175



Pando B., Davila A. A Systematic Mapping Study on Software Testing in the DevOps Context. Trudy ISP RAN/Proc. ISP RAS, vol. 35, issue
1, 2023. pp. 163-188

The results of this research show research opportunities in software testing for the DevOps contexts.
Likewise, it is clear that training in automated software testing skills could help small companies to
compete in the world market with quality.
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Appendix A. List of Primary Studies
Table A. Primary Studies

ID Authors Year | Title
S01 K. Priyadarsini and E. Fantin 2020 | Comparing DevOps procedures from the context of a systems
Irudaya Raj and A. Yasmine engineer
Begum and V.
Shanmugasundaram
S02 Casola V., De Benedictis A., Rak | 2020 | A cloud secdevops methodology: From design to testing
M., Salzillo G.
S03 Fehlmann T., Kranich E. 2020 | A Framework for Automated Testing
S04 | Amaral C.J., Kampik T, 2020 | A framework for collaborative and interactive agent-oriented
Cranefield S. developer operations
S05 C. Klammer; J. Gmeiner 2020 | A Lightweight Customized Build Chain Visualization Approach
Applied in Industry
S06 | Casola V., De Benedictis A., Rak | 2020 | A methodology for automated penetration testing of cloud
M., Villano U. applications
S07 R. Guntha; S. N. Rao; H. Muccini; | 2020 | A Novel Paradigm for Rapid Yet Robust Continuous Delivery of
M. Vinodini Ramesh Software for Disaster Management Scenarios
S08 Hsu W., Lin J.-S., Chen Y.-C., 2020 | An Automatic Software Quality and Function Assurance Case
Wang C.-Y., Huang C.-T. Study for Agile
S09 | CaiY.X, Shang Y.F., Tan Y.X,, 2020 | An Effective Solution for Application Orchestration
Tang Z.W., Zhao B.
S10 R. W. Macarthy; J. M. Bass 2020 | An Empirical Taxonomy of DevOps in Practice
S11 | A Kanchana; C. Murthy B.N. 2020 | Automated Development and Testing of ECUs in Automotive
Industry with Jenkins
S12 | Awvritzer A 2020 | Automated scalability assessment in devops environments
S13 Rakshith M.N., Shivaprasad N. 2020 | Build Optimization Using Jenkins
S14 | Karla$ B., Interlandi M., Renggli 2020 | Building Continuous Integration Services for Machine Learning
C., Wu W., Zhang C., Mukunthu
lyappan Babu D., Edwards J.,
Lauren C., Xu A., Weimer M.
S15 | G. Ambrosino; G. B. Fioccola; R. | 2020 | Container Mapping and its Impact on Performance in
Canonico; G. Ventre Containerized Cloud Environments
S16 S. H. Reiterer; S. Balci; D. Fu; M. | 2020 | Continuous Integration for Vehicle Simulations
Benedikt; A. Soppa; H.
Szczerbicka
S17 L. Gota; D. Gota; L. Miclea 2020 | Continuous Integration in Automation Testing
S18 | Gorsky S.A. 2020 | Continuous integration, delivery, and deployment for scientific
workflows in Orlando Tools
S19 | T.Rangnau; R. v. Buijtenen; F. 2020 | Continuous Security Testing: A Case Study on Integrating
Fransen; F. Turkmen Dynamic Security Testing Tools in CI/CD Pipelines
S20 M. Johnson; D. Cummings; B. 2020 | Continuous Testing and Deployment for Urban Air Mobility
Leinwand; C. Elsberry
S21 | Angaral., Prasad S. 2020 | Continuous testing real-time health analytics dashboard
S22 Dolezel M. 2020 | Defining testops: Collaborative behaviors and technology-driven
workflows seen as enablers of effective software testing in devops
S23 Torok M., Pataki N. 2020 | DevOps dashboard with heatmap
S24 | YangD.,WangD., Yang D., 2020 | DevOps in practice for education management information
Dong Q., Wang Y., Zhou H., system at ECNU
Daocheng H.
S25 Laaber C., Wiirsten S., Gall H.C., | 2020 | Dynamically reconfiguring software microbenchmarks: Reducing
Leitner P. execution time without sacrificing result quality
S26 | Al-Sabbagh K.W., Staron M., | 2020 | Early prediction of test case verdict with bag-of-words vs. word
Ochodek M., Meding W. embeddings
S27 | Couto  L.D., Tran-Jergensen | 2020 | Enabling continuous integration in a formal methods setting
P.W.V., Nilsson R.S., Larsen P.G.
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S28 Karakasis V., Manitaras T., Rusu 2020 | Enabling Continuous Testing of HPC Systems Using ReFrame
V.H., Sarmiento-Pérez R.,
Bignamini C., Kraushaar M.,
Jocksch A., Omlin S., Peretti-
Pezzi G., Augusto J.P.S.C.,
Friesen B., He Y., Gerhardt L.,
Cook B., You Z.-Q., Khuvis S.,
Tomko K.
S29 | Vassallo C., Proksch S., Zemp T., | 2020 | Every build you break: developer-oriented assistance for build
Gall H.C. failure resolution
S30 Luzar A., Stanovnik S., Cankar M. | 2020 | Examination and comparison of tosca orchestration tools
S31 Meinicke J., Wong C.-P., 2020 | Exploring differences and commonalities between feature flags
Vasilescu B., Késtner C. and configuration options
S32 Demeyer S., Parsai A., 2020 | Formal Verification of Developer Tests: A Research Agenda
Vercammen S., van Bladel B., Inspired by Mutation Testing
Abdi M.
S33 | M. Mazkatli; D. Monschein; J. 2020 | Incremental Calibration of Architectural Performance Models
Grohmann; A. Koziolek with Parametric Dependencies
S34 Shin J.-S., Kim J. 2020 | K-one playground: Reconfigurable clusters for a cloud-native
testbed
S35 P. Batra; A. Jatain 2020 | Measurement Based Performance Evaluation of DevOps
S36 | Eismann S., Bezemer C.-P., Shang | 2020 | Microservices: A performance tester's dream or nightmare?
W., Okanovi¢ D., Van Hoorn A.
S37 van den Heuvel W.-J., Tamburri 2020 | Model-driven ml-ops for intelligent enterprise applications:
D.A. vision, approaches and challenges
S38 | Shahin M., Babar M.A. 2020 | On the role of software architecture in DevOps transformation: An
industrial case study
S39 Mirhosseini S., Parnin C. 2020 | Opunit: Sanity Checks for Computing Environments
S40 | Gias A.U., Van Hoorn A., Zhu L., | 2020 | Performance engineering for microservices and serverless
Casale G., Diillmann T.F., Wurster applications: The RADON approach
M.
S41 | J. Chen 2020 | Performance Regression Detection in DevOps
S42 Raj P., Sinha P. 2020 | Project management in era of agile and devops methodolgies
S43 | Cheriyan A, Gondkar R.R., Babu | 2020 | Quality Assurance Practices and Techniques Used by QA
S.S. Professional in Continuous Delivery
S44 | M. Huang; W. Fan; W. Huang; Y. | 2020 | Research on Building Exploitable Vulnerability Database for
Cheng; H. Xiao Cloud-Native App
S45 | C. Fayollas; H. Bonnin; O. Flebus | 2020 | SafeOps: A Concept of Continuous Safety
S46 | Vishnu Vardhan Reddy B.S., 2020 | Securing web application by using qualitative research methods
Swamy B.K., Sai S.P.S., Kiran for detection of vulnerabilities in any application of DevSecOps
K.V.D.
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