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AnHoTamms. Pa3BuTHe MeTOIOB OOHApY)KEHWS BPELOHOCHBIX IIPHIOKEHUH IPHBEIO K
Pa3BUTHIO CIELHAIBHBIX TEXHOJIOTHH, KOTOPHIC MOMOTAIOT BPEJOHOCHBIM MPHIIOKCHUSIM
OCTaBaThCsl HE3aMCUCHHBIMM. MHOTrHME W3 HHMX HAlpaBJICHbl Ha W3MEHEHHE CHIHATYpBI
HPOrpaMMHOTO KoJja. J[Jisi akaleMHYeCKOro U3YUeHHs ATHX METOJIOB U KOJa, MOJIy4aeMOro ¢
UX TIOMOIIbIO, HEO0OXOAWMO pa3paboTarh HHOPACTPYKTYpY AN aBTOMATH3HPOBAHHOTO
W3MEHEHHs CUTHATYpPhl UMEIONIeHCst TporpaMMbl. B naHHO# paboTe IpHBOIUTCS pe3yIbTaThl
paboThI 1O pa3paboTKe U pealu3allii TaKoro aBTOMAaTH3MPOBAaHHOTO MHCTPYMEHTa Ha 0ase
KOMOWIATOpHOH WHOpacTpykTypsl LLVM n wuHQpacTpyKTypsl HMHCTpyMEHTaLMH U
TpaHchopManmy OuHapHOTO Kozma Syzygy. B pamkax »stux uHOpacTpykTyp ObUIM
peann3oBaHbl AuBepcuUIMpYIOmKe U 00dycuupyone npeodpa3oBaHus, KOTOPbIE OBUTH
HAlpaBICHbl HAa W3MEHEHHWE CUTHATYypbl HcmonHsemoro Gaina. s paboTbl 3THX
MHCTPYMEHTOB TpeOyeTCsi COOTBETCTBEHHO HAIMYME HCXOJHOTO KOJa WIH OTJIaIO0YHON
uHbOpMaruK. Bbuin pa3paboTaHbl U peaqM30BaHbl CIEAYIONME MpeoOpa3oBaHUs: BCTaBKa
MEpPTBOIO KOJa, NEPEecCTaHOBKa MECTaMH HWHCTPYKIMH, IEepecTaHOBKa MecTaMh 0a30BBIX
ONOKOB, TepecTaHOBKa MecTaMM (yHKIMH B MOIyle, 3aMeHa WHCTPYKIMH Ha
SKBHBAJEHTHbIE, NIM(pPOBaHHE KOHCTAHTHBIX OydepoB nmanHbX. [lo pe3ympraTam
HPOBEIEHHBIX PaboT OblIa MPOJAEMOHCTPUPOBAHA PAGOTOCHOCOOHOCTh JaHHOTO IOJX0/a Ha
peanpHbIX NpUMepax, a TAaKXKe BBISBICHBI HEJOCTATKH MPEAJI0KEHHOTO MOAX0/Aa W MYTH
JaJbHEHIIIero pa3BUTHsL.
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1. BeedeHue

W3yueHne MeTOHOB  3aIIWTBl  BPENOHOCHBIX  INPHUIOKEHHH OT  CPEICTB
oOHapyXeHHs — BayKHasi 00JIACTh KOMITBIOTEPHOH Oe3omacHOCTH. B TO BpeMs kak
MHOTHE ApYyTrue 00JIacTH TECTUPOBAHMA HA IIPOHUKHOBEHHS XOPOIIO M3YYEHBI U X
METOJIbI JOKYMEHTHPOBAHBI, TO O TECTUPOBAHMH M 00XO/E 3aILIUT OT BPEIOHOCHBIX
NPWIOKEHNH OIMyOJIMKOBAaHO HE TaK MHOTO paboT. Jlo HACTOSIIETO BpPEMEHH
MHIUACHTHI, CBSI3aHHBIE C 3apaKCHUSIMH BHYTPEHHUX CETEH KPYITHBIX OpraHH3aIUH,
YacTO BCTPEYAIOTCS M MPHHOCAT OLIYTHMBIE YOBITKH 3THM opranuzanusMm. Kpome
9TOT0, TAKHE BU]bI 3apXKCHUH SBIISIFOTCS ITOJXOISIIUM CPEJCTBOM TSI IPOBEICHUS
LeJICHAIPABJICHHBIX ~ aTaKk Ha  KOHKPETHhIE OpraHu3aluu. BpenoHocHble
NPWIOKEHUSI ~ MCIOJB3YIOTCS  KaK Uil BBIBOJA W3  CTPOS  DJIEMEHTOB
MHQPACTPYKTYpBHI, TaK U JUIA TOJyYEHUS NOCTYyNa K HEMyOIMyHOH MH(opmanmu.
Hcxons w3 3TOro, BaXHO YMETh OLEHHMBAaTH A(PGEKTHBHOCTh 3aIIUTHBIX
MEXaHN3MOB MPOIPaMMHOTO OOECIEYeHHs, HAIPaBICHHOTO Ha OOHapyXeHHe
BPEIOHOCHBIX MTPUIIOKCHHH.

OOHapy)XeHHOE BPEJOHOCHOE MPUIOKECHHWE HE NPEACTABISIET COO0OM HHKAKOH
omacHOCTH. [103TOMy aKTHBHO pa3BUBAIOTCS METOABI COKPBHITHS TaKOro Koaa OT
cucteM oOOHapyxeHusa. [lns pemeHns 3TOH TpyAHOH 3aJaddl IMPUMEHSIOTCS
CIEAyIONINE  TEXHOJIOTHH:  MOMMMOpPGH3M,  MeTamMop(usM,  YHAKOBIIUKH,
kpuntopst [10-14]. BoJABMIMHCTBO U3 3THX METOJOB COCPEAOTOUCHBI HA TOM, YTOOBI
CHaOIUTh BPEAOHOCHOE MPWIOKECHHE JIOMOTHUTEIBHOW (YHKIIMOHATBHOCTBHIO,
MO3BOJISIIOILEH M3MEHSTh ce0sl BO BpeMsl pacpOCTpaHEeHHs MM PadOTh ISl yXoza
oT oOHapyxeHus. B maHHOW paboTe HCCIEAyeTCs BO3MOXKHOCTh HW3MCHEHUS
CUTHATYp  INPOrpaMMHOIO  KoJa C  [OMOLIbI0  00dycuupyomux u
JIMBEPCUGHUIMPYIOUINX KOMITMIITOPHBIX MPe0Opa3oBaHUM.

Mertonpl OOHapy>KeHHs! BPEJIOHOCHBIX IPUIIOKEHUH OCHOBaHBI HAa CUTHATYPHOM
MOMCKe, SMYJISIIUN KOJa, S9BPUCTHYECKUX aHanu3ax. Curnatypusiii mowuck [3, 30]
OCHOBBIBAETCSl HA MOUCKE M3BECTHBIX I1A0JOHOB BPEJIOHOCHOIO KOJa B OMHApHOM
taire.  XOTS 3TOT METOJ MMEET CBOM OIPaHMYCHHSA, HO TaKXKe OH HMeeT
HEOCIOpPHMBIE IPEUMYILECTBA: HHU3KOE KOJHMYECTBO JIOKHBIX CpaldaTbIBaHUN H
BBICOKas CKOpPOCTh paboTel. briaromapss cBoeil mpocrore H  aKKypaTHOCTH
CHUTHATYpHBIH TOWCK WMEEeT IIMPOKOe TNpPHUMEHEHHne Uil OOHapyKeHHs
BPEIOHOCHBIX MpWIOKeHWH. CHUrHaTypHblE METOJBl IUIOXO IIPUMEHHMMBI JUIS
OoOHapy)XeHHsT HOBBIX BHIOB BPEJIOHOCHBIX IPHIOKEHHH, ITOCKOJIBKY TpPEOyIOT
NPEe/IBapUTEIBHOTO CO3/IaHMs CUTHATYypel W J00aBieHHs ee B 0a3ly 3HaHHUH
WHCTPYMEHTA ITOUCKA, U IOCTABKH BCEM €TO T0JIb30BATEIISIM.

B nanHOli paboTe onmMCHIBaeTCS MOJXOJ, OCHOBAaHHBIH Ha NMPHUMEHEHHH METOJIOB
JuBepcupUKanu U 00(QyCKalMu M TO3BOJSIONIMN pa3paboTaTh MHCTPYMEHT IS
ABTOMATH3MPOBAHHOTO W3MEHEHMS CHTHATYPBI NPHUIIOKEHHS B HUCCIIEJOBATEIbCKUX
uensix. IIpeiiokeHHbIE METOABI ITIO3BOJISIFOT  CTEHEPUPOBATh OTEHIHAIBHO
HEOTPaHMYEHHOE KOJMYECTBO pAa3jIMYHBIX Bepcuil OuHapHOro (aiija, KOTOpbIC
MMEIOT pa3lIuHble CUTHATYPbHI, HO OJJMHAKOBYIO (YHKIMOHAIbHOCTh. Kpome Toro,
NPUBOASATCS  Pe3y/bTaThl  AKCIEPUMEHTAIBLHON  MPOBEPKH,  OOCYKAAIOTCS
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MPENMYIIECTBA U HEAOCTATKH HCIIOIB30BaHHOTO moaxoza. IIpemiaraeMelii oaxon
TpeOyeT I 3aIlUThl HAJMYUs HCXOZHOTO KOJAa MPWJIOKCHUS WM OTIaJ0YHOH
UHPOPMAIIIH.

Hannas pabota coctomT m3 mectu dacteil. IlepBas rmaBa mpencrtaBisieT coOoi
BBEJICHHE, B KOTOPOM OOOCHOBEIBAETCSI aKTYaJbHOCThH JaHHOU paboTsl. Bo BTOpOH
TIIaBe MPUBOAUTCS 0030p METOIOB 3AIIUTHI BPETOHOCHBIX IPMIIOKEHHHA. B TpeTreit
IJ1aBe TNPHUBOAMUTCSA OMNMCAaHUE [pelaraeMoro noaxojga. B uerBeproif rnaBse
pacckasbplBaeTCsl MpO MCHOJb3yeMble NpeoOpasoBaHMs U OOCYXKIAIOTCS JeTalu
peamu3anuu. B mATON TINaBe mpuUBEAEHBI pe3ylbTaThl IKCIEPUMEHTAIBHOU
NPOBEPKH pa3pabdOTaHHBIX MHCTPYMEHTOB. B IecToii riaBe moxBOJSTCS MTOTH M
HaMevaroTcs IUIaHBl AaJbHEHIIIEro pa3BUTHUS.

2. O630p Mmemodoe 3auumsi

B nmanHOM pasnene NpuBOAMTCS ONMUCAHUE METOVK, IPUMEHSIEMBIX IIPU pa3paboTke
BPEIIOHOCHOTO MPOTPAMMHOTO 0OeCIedeHus Ik 00X0/1a METOI0B OOHAPYKEHUS, a
TaKke OOCYKIAIOTCS CUIIBHBIE M CJa0ble CTOPOHBI KaKAOTO crocoda ¢ TOYKH
3pEHHUS CIIOCOOOB 3alHTHI.

Kpunropsl. [Iupoko NpuMeHSIOTCS pasnuuHbie Kpunrtopsl [9] mas o6xoxma
CUTHATYPHBIX CpelcTB Toucka. OOmas uaes MX NPUMEHEHHs 3aKII04YaeTcs B
UCTIONb30BaHUN IIH(POBaHHUSA KoJa BpeJOHOCHOro mpwioxkenus. llugposanue
NpUMEHSETCST B  KadecTBE 0OpaTHMOro MpeoOpa3oBaHUs, Uil KOTOPOTO
KpunTorpaduueckass CTOMKOCTb, KakK IPaBWIO, HE SBISETCS HEOOXOIUMOH B
KOHTEKCTE M3MEHEHHUsI CHUTHATYyphl OMHApHOTO Koja. 3amu(pOBaHHBIM ABOMYHBIA
KOJl CHaOXaeTcsl cHenuaabHbIM pacimdposomkoM. Ilpn 3amycke ympasieHue
mepenaeTcsi Ha KOJ paclIM(pOBIIMKA, KOTOPBIM TPOM3BOAMT JAeIIN(pPOBaHHE
HEMOCPEJICTBEHHO B MaMsITH B Tpolecce BbinosHeHus. Kox pacumdposimka
OCTaeTcsi HEU3MEHHBIM, [03TOMY CpEICTBA CHTHATYPHOTO IOHMCKAa MOTYT
COCTaBJIATh XapaKTepHbIE CHUTHATYPBI Ul PACHIM(POBIIMKOB U NPOU3BOIUTH HX
MOUCK B MIOI03PUTEIBHOM IPOrPAMMHOM 00eCIIeYeHHH.

Oumromop¢gusm. IlocienoBarenbHbIM — IIarOM B Pa3BUTHU  NIPEIbLAYIIEH
TEXHOJIOTHH SIBIISIETCS TexHHWKa osmromopdusma [9, 10]. Ona xapaxrtepusyercs
M3MEHEHHEM KoJa AEKPHIITOpa IPU CaMOBOCIPOM3BENEHHHM OT OJHOW BEPCHU K
npyroi. Ilpocreiiiinii BapuaHT — HalW4Me PaA3JIUYHBIX BAPUAHTOB JEKPUIITOPA,
HallMCAaHHBIX BPYYHYyI0. B mpomecce renepanyy HOBBIX MOKOJICHHH IMPOHMCXOIUT
cnydaifHelii  BBIOOp  gmekpunrtopa. B pabore [11] npuBoguTcs — mpumep,
UCTIONIB3YIOIINI pa3IM4HbIe JEKPUNTOPHI. JIaHHBIN MOAXOZ OrpaHUYEH TEM, YTO
CPE/ICTBO CHTHATYPHOT'O IOHMCKAa MOXET UMETh B CBOEM PAaCIOPSHKEHHH HIA0JIOHBI
JUIL  CaMbIX IOMYJSPHBIX JEKPUITOPOB W  YCIEIIHO WX OOHAapyXHBaTh.
Mosumopdu3m. Texnuka nomumopdusma [9, 10, 11] sBasercs JIOTHYHBIM
pa3BUTHEM HJIei, HA KOTOPHIX OCHOBAaHBI KPUIITOPBI U OJIUIOMOpP(HBIE BPEIOCHbBIE
npwioxkeHus. OHa 007agaeT CrmocOOHOCTBIO TEHEPHPOBATH OOJbBINE Pa3HBIX
JnekpuntopoB. Llenb cocToUT B TOM, YTOOBI T€HEPUPOBATh YHHUKAIBHBIH KO IS
KaXXI0 HOBOW BepCHHM, HE OCTaBIAsA oOmIeil curHatypsl. [IpuMeHsroTcS MeToas
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TpaHchopManuy MPOrpaMMHOIO KOJA: 3aMeHa WHCTPYKIWI Ha SKBHBAJCHTHBIC,
MEpECTAHOBKA MeECTaMHM HWHCTPYKIMH, IEPCHMMEHOBAHNUE PETHCTPOB, BCTAaBKa
MEpPTBOIO KOAA A JOCTHXKEHHUS 3TOM wenu. s NpoTUBOAECHCTBUS TakoMy
MOAXOAY HCIIOIB3YETCsI METOJ AMYJLIINU Koja. Bo BpeMs sMynsuu mpouCXOIUT
pacimm@poBKa Kojla U CUTHATYPHBIN IOHMCK IO3BOJISIET HAWTH XapaKTepHbIE KYyCKH
KoJa.

Meramop¢usm. Texunka metamopdusma [9, 11, 12, 23] pacumpser BO3MOKHOCTH
NPeABIIYIINX TANOB U TEHEPUPYET HE TOJIBKO HOBBIH JEKPHUIITOP, HO U TIOJHOCTHIO
HOBOE TEJIO0 BPEAOHOCHOTO NPUJIOKEHUS IIPU COXPaHEHHH ero noseaeHus. OcHOBOM
Uit GOpMHUPOBaHUS CIEAYIOIIETO IOKOJEHUs SIBISETCS KOJ B HEKOTOPOM €ro
NPE/ICTABICHUH, JOCTYITHOM JUIsl aHaiu3a M TpaHchopManuu (3a4acTylo 3TO
HEKOTOpOE TIPOMEKYTOYHOE TpelcTaBieHue). JlaHHBIH KOJ COAEPKHT BCIO
HEOOXOIMMYIO TOCIIEOBATEIFHOCTh NEHCTBUI W TPAHCIHPYETCS B MCIIONHSIEMBIN
IBonuHBI kox. [Ipm 3TOM mporecc TpaHCISIIMU BKIIOYACT B ceOsS HEKOTOPYIO
HEOTIPEICNICHHOCTh, KOTOPasl TI03BOJISIET TEHEPHPOBATh Pa3IMyHbIe CUTHATYpHI. J{is
0OHapy>XKEHHsI TaKNX BPEAOHOCHBIX MPHJIOKEHHH HCIOJIB3YETCs IMOBEICHIECKUI U
IBpucTHUecKni aHanu3. CymEeCTBEHHBIM MHHYCOM 3BPHCTHUYECKOTO aHAIHM3a
SBJISIETCS €70 TOYHOCTb, T.€. KOJIMYECTBO JIOXKHBIX CpabaThIBaHMUI.

IporekTopsl. [pyruM HpUMEpPOM 3alUThl SBISIOTCS MpoTekTopsl [15-17]. Onu
MPE/ICTABISIIOT CO00H BUPTyaJIbHBIE MAIINHBI, IIOCTPOCHHBIE HA OCHOBE HEKOTOPBIX
CITy4alHO-TEHEPUPOBAHHBIX MAIIMHHBIX apXUTEKTYp, MOTYT COICP)KaTh IPUEMEI
AQHTUOTJIQJIKK W METOJbl 3alyThIBaHUS OWHapHOro kojaa. CaMbIMH W3BECTHBIMH
npumepamu sBisirores: VMProtect [18], Themida [19], ASProtect [20]. Onumiem
noApoOHee MOAXO, OCYIIECTBIEHHBIN NMPU pealnn3aliy OJHOTO M3 IPOTEKTOPOB.
OH OCHOBaH Ha  TMOCTPOGHHHM  BHUPTYaJIbHOH  MAaIUHBI  HEKOTOPOTO
HECYLIECTBYIOIIEro Ipoleccopa M Npeodpa3oBaHMM OOBIYHOTO KOZAa B KO JUIS
3TOTO MpolLeccopa C MOCJIEAYIOIIMM BBITIOJHEHUEM €ro Ha 3TOM BUPTYalbHOM
MampHe. JTa TexXHoiorus Obima peanmm3oBaHa Ha ocHoe LLVM u QEMU.
Cay4yaifHBIM 00pa3oM MalIMHHbBIE KOJbI MHCTPYKINI X86 MeHsUIMCh IpyT Ha Jpyra
¢ cOOJIo/ICHNEM psiia HETPUBHAJIBHBIX OIPaHUYEHUH Ha B3aMMO3aMEHseMOCTh. J{is
MOJY4YCHHOW apXHMTEKTyphl Habopa WHCTPYKIHMH aBTOMAaTHYECKH I'€HEPHPOBAINCH
cBoH (haliIIbl OTMHCAHUS [IEJIeBOI apXUTEeKTyphl kKommmritopa LLVM, mocie gero on
cobupasicst sl HOBO# apxuTeKTypbl. KpoMe 3TOro, BHOCHIMCh COOTBETCTBYIOIIHE
mamenennss B QEMU nns  mommepkaHusi BO3MOXHOCTH OMYJISLUH  HOBOIA
apXUTeKTypbl. VICXOJHBIM KOJ BPEAOHOCHOTO IPHJIOKEHHS TPAHCIUPOBAJICS
MOJIyY€HHBIM KOMITHJISITOPOM, CHAOXKAaJICS 3MYJSTOPOM W JIOTUKOH, 3amyCKarolen
JAHHBINA KO Ha dMyIsiTope. ABTOpHI ctathu [20] mpHBOIAT UQPHI, TOKA3BIBAOIIHE
NPaKTHYECKH  HEOTPAHWYEHHYI0  MOUIHOCTh  JAMBEPCH(HKAIMHA  CHUTHATYPBI
MCXOHOTO KOJja JAHHOTO IT0IX0/1a.

3. OnucaHue npednazaemMoz20 nodxoda

Metoms! TpaHC(hOpPMAIMK TPOTPAMM, HCHOIB3yeMble KOMITHIIATOPAMH, XOPOIIO
U3yuyeHbl M pa3BUTBl B HHCTPYMEHTaNbHBIX cpeAcTBax. CyllecTByromuye
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TIPOMBINUICHHBIE KOMITIIATOPHBIE HHppacTpykTyps! Clang/LLVM [1, 22], GCC [2]
comepkar B cebe OoJbIIoe KOJWYECTBO IMPeoOpa3oBaHUi, HANpaBICHHBIX Ha
ONTHMU3AIHNIO TIPOTPAMMHOT0 Kojga. OHU HCIIONB3YIOT COOCTBEHHBIE BHYTPEHHHE
MPE/ICTAaBIICHUS IPOTrPaMMBI.

Kommuisitopasle MHGPACTPYKTYPhl NMPEAOCTABISIOT BO3MOXHOCTh U yJOOHOM
peanm3anMy  HOBBIX MpeoOpa3oBaHMN HAJX KOAOM IPOTpaMMBl B BHIC
MPOMEXYTOYHOTO TpeacTaBieHus. [IpeoOpa3oBanus 3amycKaroTcst Apyr 3a APYIOM.
Kaxnoe wu3 HUX UW3MEHSET INPOMEKYTOYHOE MPEACTaBICHUE, IIOCIE Yero
3aIycKaeTcsl cledylolee npeoOpa3oBaHHe. ABTOMAaTHUECKOE HM3MEHEHHE Koja
NpOrpaMMbl  BHYTPH KOMIIWJIATOPHBIX HMHQPAcCTPYKTYp C LENbI0 W3MEHEHHs
CHTHATYPBI MIPEACTABISACTCS HauOoIee IOTHYHBIM TT0/IX0/I0M.

B nanHoit pabore mpeiaraeTcsi HCHOJIb30BaTh KOMIMWISITOPHYIO HHOPACTPYKTYPY
JUIL  pealu3alid  CHEeUUANBHBIX  NpeoOpa3oBaHMil  HajJ  MPOMEXKYTOUHBIM
Mpe/ICTaBICHUEM, KOTOPbIE ObI IIPUBOIMIN K N3MEHEHHIO KOJA MPUIIOKEHUS TaKHUM
00pa3oM, 4TOObI M3MEHHUTh XapaKTEpPHbIC NPH3HAKU €ro CUTHATYpHI. 32 OCHOBY
TAKOro pelreHust ObLI B3AT pa3paboTaHHbIl 00Qycuupyomuii kommuisatop [26].
CTouT OTMETHUTh, YTO JAHHBIA KOMIWIATOP pa3paboraH Ha ocHOoBe Clang/LLVM.
OTO HaKJIaIBIBACT HEKOTOPHIC OTPAaHMYECHUS HAa €ro ucnonb3oBaHue. OCHOBHOE
OTpaHWYEHHUE 3aKII0YACTCs B HENOCTAaTOYHOH IOAJEp)KKEe INIAT()OpPMO3aBUCHMBIX
0CcOOCHHOCTEH, HAaNpUMEp, OTPAaHWYEHHOCTh HMOAJCP)KKN KOJa, CIEU(YUIHOTO I
Microsoft Visual Studio Compiler. lannas xoMmwisiTopHas HHPPaCTPYKTypa
SIBJISIETCS 3aKPBITOH M HE MPEJI0CTaBIISIET BO3MOKHOCTH JUISI CBOETO PACILIUPESHUSI.
s m3MeHeHusI BPEeOHOCHBIX NpuiokeHu# mon Windows, HE KOMIMINPYEMBIX
Clang/LLVM, B naHHO# paboTe mpejiaraeTcs UCIOJIb30BaTh HHCTPYMEHT Syzygy
ot Google [24]. Syzygy - HabGop yTHIHT JUIs MOCIECOOPOYHOM HHCTPYMEHTALUH U
onTHUMHU3alMK 32-OMTHBIX NpHiIokeHuid st Windows B yCIOBUSX HaIU4Hs
omnanouHol uH(opMauuu. BblnonHseT 3agayd MHCTPYMEHTAlMK Kona s
nojicyeTa METPHUK, NOKPbITUS W npodunupoBanust kona. CoOpanHas MHpOpMAaIMs
UCIIONb3YEeTCsl Ul ONTHMHU3AIMU 3allycKa IPWIOKEHUs M TI0MCKa OIIMOOK ¢
naMsaThio. YacTh npeodpazoBaHuil U3 00 yCINpPYIONMIEro KOMIMIATOPA IepeHeceHa
B Syzygy mna oOecrieueHHsT BO3MOXKHOCTH T€HEpaluH PaslIMuHBIX HCIIOIHIEMBIX
¢aiinoB. OTMeTHM, YTO AM3acCEMOJIMpOBaHWE B OTCYTCTBHE OTJIAJIOYHOM
nHopManuK SBISIETCS HepaspemnMol 3amaded B 0OIIEeM ciydae, IO3TOMY
HaJIMYKe OTJIaJI0YHON nHpOpMaUU HEOOXOANMO /IS PadOTHI 3TOr0 HHCTPYMEHTA.

4. Ucnonb3yembie MemoObl mpaHcghopMayuu Koda

Hueepcudpunupyronme u  obdpycuupyromue Tpanchopmanuu [7, 8, 10]
HallOMUHAIOT KOMIIMJIATOPHBIE MO CBOEMY YCTPOWCTBY, HO NpeCcleqyloT IpyTrHe
nenu. Llens onTuMH3MpYIOIMX NpeoOpa3oBaHUN — YBEIMYHTH CKOPOCTH PaOOTHI
NporpaMMbl WJIM  YMEHBIIUTh 3aHHMaeMoe MmecTo. Llenb auBepcupUIUpYOMINX
npeoOpa3oBaHMii  —  W3MEHUTh  KOJA  NPWIOKEHUs, HE H3MEHSsS  ero
¢dynkumonansHocTH.  [lenmpto  00dycrupyrommx  mpeoOpa3oBaHUil  SABIIAETCS
3alyThIBAaHWE TIPHJIOKEHHUS TakuM 00pa3oM, 4YTOOBI OCJIOKHHUTh TOHUMAaHHUE
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NPUHLOUIIOB  pabOTBl ~ alrOPUTMOB  IPWIOKEHHS W CTPYKTYp  JaHHBIX.
Jusepcudunupyromme u 00 ycIupyromnye TpancGopMaIiu 3aBUCAT OT CIIydalHO
BEJIMYMHBI, NOJYy4yaeMOM OT TeHeparopa CilydailHbIX uMcen. Bce omnmchiBacMble
HIDKE TpeoOpa3oBaHUs OBUIM pean30BaHBl B paMKax 0O0QYCIUPYIOIIETo
KoMmmisaTopa, paspadorantoro B ICIT PAH [27, 28]. YacTh U3 HUX OblIa Takxke
peann3oBaHa B MHCTpyMEHTe OMHApHOW MHCTPYMEHTAUHU Syzygy.

BeraBka HegocTHKUMOIO Koaa. Hedocmuowcumsiti K00 — 3TO KOJ, KOTOPHIA HE
BBINIOJIHAETCS. B IIpOrpaMMe HHM TIpH KaKMX BXOJHBIX JaHHBIX. BcTaBka
HEJOCTIDKIMOTO KOJa MOXET OBITh pealn30BaHa pasiudHbIMH crocobamu [25].
Henoctmwxumblii ko1 BcTaBisieTcss B Trpad) MOTOKa yNpaBieHHs B BHAE HOBOTO
0azoBoro Oioka. Bxoxn B 3ToT 0a30BBI OJIOK 3aKphIBaeTCS HEMPO3PaYHBIM
npeaukaTom [26]. DTo mpeoOpazoBaHHe MOXET OBITH HCIONB30BAHO C IIENBIO
YBENMYCHUS] ~ METPUKH  CHUTHAaTYpHOTO  pasiW4YUsl  OPUTUHAIBHOTO |
TpaHC()OPMHUPOBAHHOTO TIPHIIOKEHHS.

BceraBka Oecnosie3HbIX HHCTPYKNUi. J[aHHOE npeobpa3zoBaHKe MPUBHOCUT B KOJ
NpOTpaMMbl MHCTPYKIWH, KOTOpPBIE, B OTIMYMM OT HEJOCTHXKHMOIO KOZa
BBINIOJHAIOTCSA, HO HUKaK HE BIMSAIOT BBIXOJIHBIC JAaHHbIC WIM HaOIIomaeMoe
noBseeHue npuioxkeHus [29]. KonndecTBO NPUBHOCUMBIX HHCTPYKLHUH MOXET
OBITH JMIOOBIM, KaK M MX CIO0XHOCTb, MOATOMY JaHHOW TpaHc(hopMaIrel MOXKHO
JOOWThCA KOHTHHYAJIBHOTO MHOXKETCBA BAapHAaHTOB IporpamMmbel. B obomx
MHCTpyMEHTaX  ObUIa  peajnu3oBaHa  BCTaBKa  MHCTPYKIMH W HX
MOCJIEIOBATENILHOCTEH, KOTOphIe HUUEro He JIeNIatoT: nop; xchg eax, eax; xchg eax,
ebx, xchg eax, ebx.

3aMeHa MHCTPYKIMIi Ha 3KBHBaJeHTHbIe. CyIIECTBYIOT pa3iNYHbIC MallHMHHbBIC
MHCTPYKIMHU ISl BBIIOJHEHHUS OJHUX M TeX K€ NEeHCTBHH, MOITOMY BO3MOXKHO
3aMEHITh MHCTPYKIMH APYT Ha Apyra. JlaHHoe mpeoOpazoBaHue ObLIO pean30BaHO
BHYTPH KOMIWIATOpHOW uHppacTpykTyppl LLVM Ha ypoBHE MalllMHHO-
3aBHCHUMOI0 KoJa Kak peephole ontumusaimu. TpaHchopmaius UCHOIb3yeT HAOOP
111a0JIOHOB /171 3aMEeHbI HHCTPYKIMHI. Boublas yacTs 1m1abI0HOB CBsi3aHa ¢ 3aMEeHOM
JIOTHKO-apU(pMETUIECKUX BBIPAKEHHH Ha SKBHBAJICHTHBIC, HO BBIPAXXCHHBIEC Yepe3
JpyTHe ONepanu.

IlepecranoBka  Mectamu  HHcTpykuuid. C  [OMONIBIO  CTaHJAPTHOTO
IUIAaHAPOBIIMKA MHCTPYKIMHA I€pecTaHOBKA MeCTaMH WHCTPYKIWH  Oblna
peamu3oBaHa BHYTPH KOMIWIATOpHOW wuHOppacTpykrypsl LLVM. Kpome Toro,
JaHHOE TpeoOpa3oBaHue OBLIO pearn3oBaHO W B HH(ppacTpyktype Syzygy. Jmus
9TOro ObUT peajn30BaH JIONOJHUTEIBHBIH aHAlU3 3aBUCHMOCTEH MEXIy
MHCTPYKIMSMH. Pe3ynbTaThl JTaHHOTO aHalIM3a II03BOJISIOT  ONPENEISATh BHUJ
3aBUCHMOCTEH MEXJy WHCTPYKIMSMH W Ha OCHOBAHHUHM 3TOTO ONpPENENSITH Te
MHCTPYKIMHU, KOTOPbIE MOXHO MEHSTh JPYr C JPYroM MECTaMHh BHYTPH OIHOTO
6a3zoBoro GJoka.

IlepecranoBka 0a30BbIX 0,10K0B. bazoBniit Omok  —  IuHelHas
[IOCJIE0BATEIbHOCTh UHCTPYKLMHI, OKAaHYUBAIOLIASCS] €IMHCTBEHHON MHCTPYKLMEH
mepeAayn ympaBJeHUS clenyiomeMy OazoBomy Omoky. IlocrmemoBarernpHOCTB
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packiangkyu 6a30BBIX OJIOKOB B 00pa3e MpOrpaMMbl MOXKHO MEHSTH, YTO MO3BOJSET
MEHSTh CUTHATYpy NpHIOXKeHHA. [lepectaHoBka 0a30BBIX OJOKOB B CIy4aiHOM
HopsiZike B TIpeneiax oxHOM (yHKIMH OblIa pealM30BaHa BHYTPU HHCTPYMEHTA
Syzygy.

IlepecTanoBka Mectamu pyHkuuii B Mmoay.ae. [lepectanoBka MectaMu (QyHKITHIA
JaeT JOMOJHUTEILHYI0O BO3MOXKHOCTH 10 M3MEHEHHIO CHTHATYPHI IPOrpaMMbl Ha
Oosiee KPYIMHO3EPHHCTOM YPOBHE IO CPAaBHEHHMIO C IEPECTaHOBKOHW 0a30BBIX
610ko0B. [21]. [lanHOE ipeobGpa3oBaHue OBLIO PEATH30BAaHO BHYTPU KOMITHIISITOPHON
undpactpykrypsl LLVM. OyHkimm B mpenenax OIHOrO MOXIYJIS TPaHCISLUH
MIepPECTaBIISUINCH B CIIy4aifHOM IOPSIIKE CIIE0OBaHMUSI.

IlIndpoBanue KoHcTaHTHBIX OydepoB. KoHcTanTHBIE Oydephl, XpaHsAIIHecCs B
MaMsTH TMpoIecca, MOT'YT ObITh MCTOYHMKOM XapaKTEpHBIX CHTHATYp W HNPUYUHOM
O0OHapy)KEHHUS. IIpeoGpazoBanue [26], MACKUpYIOIIEe  TaKHe Oydepsl,
npejHa3Ha4eHO JUIs H3MeHEeHus ux curHatypbl. llludpoBanue BbimonHsETCS
ClIeIyIOUIMM 00pa3oM: Bce KOHCTaHTHble Oydepbl Kpome Tex, A KOTOPBIX
HEBO3MOXKHO TapaHTUPOBaTh KOHCEPBAaTHBHOCTb, IUQPYIOTCA; B  MOIYIb
nmobaBisitorcss  pyHKmum  pacmdpoBkrm W mmdpoBku. Ilepem  KakIeM
Ucnonp30BaHueM Oygepa BcTaBisiercs pacmu@poBbBaromas (GYHKIHSA, a IMOCIe
mmdpyromas. JlaHHOe mpeoOpazoBaHWe OBLTO pear30BaHO B 00QyCHUpPYIOIIEM
KoMITuIsiTope, paspabdarsisaecmom B CIT PAH [27, 28].

5. Pesynbmambi

Jns SKCHepUMEHTaIbHOM IMPOBEPKH PabOTOCIIOCOOHOCTH OITMCAHHOTO MOAXOZa
ObUTM  TIPOBEJECHBI HCCICAOBAaHMS IO 3aMyTHIBAHMIO pEalbHBIX  00pa3IoB
BPEIOHOCHBIX NMpWIOKeHNH. B nanHoit paboTe B kauecTBe cpelcTBa CUTHATYPHOTO
MOKCKAa HCIOJIB30BANICS MPOEKT C OTKPBITBIM ucxomHbiM komom Clam [5]. Beumm
B3SThl IPUJIOXKEHUSI U3 OTKPBITOr0 HaO0Opa BPEIOHOCHBIX MPUIIOKEHHUI C HCXOJHBIM
komoM theZoo [6], koropsiii comepxur B cebe mpumepsr nox Windows. Crout
OTMETUTh, YTO HE BCE NPUMEPHl M3 OTOTO HaOOpa YCHEmHO COOUparoTCs U
0OHApYKUBAIOTCS CPEACTBaMH CHTHATYpHOTO Toncka. st aByx u3 Hux ‘NullBot’,
‘XTBot’ ymamock moJlyduTh 3allyTaHHbIE O0pa3Ipl C MMOMOIIBIO HHCTPYMEHTa Ha
ocHOBe SYzygy, KOTOpble He OOHApy>KMBAIHNCh CPEJACTBOM CHI'HATYPHOTO ITOWCKA.
Jns mpoBepku 00(yCIMPYIOIET0 KOMITHIISTOpa OBUIM HCIOJIB30BAHBI IIPUMEPHI
BPEIOHOCHBIX TPHJIOKECHUH C HCXOOHBIM KonoM Ha s3bike C s Linux ¢
pecypea [4]. K coxaneHuro, U3 JBaJlaTH MPUMEPOB TOJBKO OAWH coOupaercs Oe3
OmMOOK W TOCIEe OpUTMHAIbHOM COOpKHM  OOHapY)KMBAaeTCsl  CPEICTBOM
CHTHATYpPHOTO TIOWCKA, a WMEHHO — Vit. 3amyTeiBanme ero 06GyCUHUPYOIHM
KOMITHJISITOPOM TIPHBEJIO K HCUE3HOBEHHUIO U3 €0 KOJIa XapaKTePHOW CUTHATYPHI.

B xo07€ sKcneprMeHTaIFHOTO TECTUPOBaHUS Pa3pabOTaHHBIX MPpeoOpa3oBaHui ObLI
BBISIBJICEH MX HemoctaTok. OH 3aKilo¥aeTcss B TOM, YTO JaHHbBIC MIpeoOpa3oBaHUs
HOCST ciy4daiiHblii xapaktep. OHU NPOU3BOIATCS HaJ TEMH MECTaMH B KOJE, Haj
KOTOPBIMH UX MOXXHO OCYHIECTBHTb. JTO MPHUBOAUT K TOMY, YTO, MpeoOpa3oBaHus
MOTYT J1aBaTh pa3HbIN 3 (HEKT B 3aBHCUMOCTH OT Ha4aJIbHOM 3aTpaBku. Hampumep,
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BpenoHocuoe mnpuiaoxkende NullBot Obuio 3amyraHo c¢ro pa3 ¢ pasHBIMH
3HAYCHUSIMA Ha4yaJbHOW 3aTpPaBKH [JIsl JIMHEHHOTO T€HEepaTopa IMCEeBAOCTyUYalHbIX
gmces. XapaKTepHas CUTHATypa 0OHapyKHBAJIACh B 3TOM IIPHIIOKEHUH TOJIBKO B 19
CiIydasix, TOTAa Kak B 81 cirydae ee B Kojie TpaHC(OPMHUPOBAHHOTO MIPHUIIOKEHHUS HE
MPUCYTCTBOBAJIO.

HanpasinenHocts muBepcupuuupyommx u o0dycuupyommx mnpeoOpa3oBaHMMA
MOXET OBITH HCIIPaBJICHA ITyTEeM CO3JaHUS CHEHUAJIbHBIX METPHUK, YHCICHHO
MOKa3bIBAIOIINX CTENECHb PA3IMYMs JIBYX HCHOJHSAEMBIX (DailIoB ¢ TOUKM 3peHHs
CHTHATYPHOT'O TIOMCKA.

6. 3aknroyeHue

B nmanHOW pabGoTe OMHCHIBAaeTCs MOAXOA K pa3pabOTKe HHCTPYMEHTATIbHOTO
CpencTBa U COOTBETCTBYIOIICH HHPPACTPYKTYPBI, IPEAHA3SHAYCHHOTO IS H3YUCHHUSI
BO3MOXXHBIX CHOCOOOB 0O0QycKaluu W JIMBEPCUPHUKALUHM, KOTOPBIMH MOTYT
MOJIB30BATHCS BPEJOHOCHBIC NMpUiIokKeHus. JaHHas WHPPACTPYKTypa MOXKET OBbITh
TMOJIe3Ha JUIsl TIOCIIeTYIOIero ToKcKa crnoco0oB nporuBoaeicTBus. [Iposenen 0630p
CYIECTBYIOIIMX METOJ0B 00X0[a CHTHATYPHBIX THIIOB 3aIlUTHL. [IpeasioxkeH u
peam3oBaH  HaboOp  mpeoOpa3oBaHHMi, HANPABICHHBIX HA  JOCTIKCHHE
noctaBleHHOH 1enn. [IpuBeneHbl pe3ynbTaThl AKCICPHUMEHTAIBHON IPOBEPKU
npeuioKeHHOro monxoqa. OHHM  MMOKa3BIBAOT, YTO IUBEPCHOUUUPYIOIIHE U
o0dycnupyrone npeoOpa3oBaHUs MOTYT IPUMEHATHCS U PEIICHHUS 3aJadd
W3MCHEHHsl CUTHATYpBl IporpaMMHoro koma. Kpome Toro, oOGHapyxeHO
OTpaHWYCHHUE TPEACTABICHHOTO IOAX0Aa — HEHAMPABICHHOCTh IPOBOJUMBIX
npeoOpa3zoBanuii. OOCYKTAIOTCSA CIMOCOOBI HCIPABICHUS 3TUX HEIOCTATKOB U
MEePCIEeKTHBHBIC MTYTH Pa3BUTHS MPEATIaracMoro moxo/a.

Cnucok nutepartypbl

[1]. LLVM Compiler Infrastructure. http://llvm.org/

[2]. GCC Compiler Infrastructure. https://gcc.gnu.org/

[3]. Radare2. http://radare.org/r/

[4]. Malware Source Collection. http://vxheaven.org.

[5]. Clam. http://www.clamav.net/

[6]. Malware Open Source Collection. https://github.com/ytisf/theZoo

[7]. Source-Free Binary Mutation for Offense and Defense. V. Mohan. 2014.

[8]. Algorithmic Diversity for Software Security. https://arxiv.org/abs/1312.3891

[9]. You and K. Yim, "Malware Obfuscation Techniques: A Brief Survey," Broadband,
Wireless Computing, Communication and Applications (BWCCA), 2010 International
Conference on, Fukuoka, 2010, pp. 297-300.

[10]. Ashu Sharma and S K Sahay. Article: Evolution and Detection of Polymorphic and
Metamorphic Malwares: A Survey. International Journal of Computer Applications
90(2):7-11, March 2014.

[11]. Rad, B., Masrom, M. and Ibrahim, S. “Camouflage in Malware: From Encryption to
Metamorphism”, International Journal of Computer Science and Network Security,
2012, 12: 74-83.

100



A.P. HypmyxameroB. IIpuMeHen#e IuBepCHPUIHPYIONUX U 00(YCHUPYIOMHUX Tpeodpa3oBaHuil /Ui H3MEHEHHUSI
CHTHATYPBI IpOrpaMMHOro Koaa. Tpyost UCIT PAH, Tom 28, B 5, 2016, ctp. 93-104.

[12]. P. OKane, S. Sezer and K. McLaughlin, "Obfuscation: The Hidden Malware," in IEEE
Security & Privacy, wvol. 9, no. 5  pp. 41-47, Sept-Oct. 2011.
doi: 10.1109/MSP.2011.98

[13]. Tom Brosch, Maik Morgenstern AV-Test GmbH. Runtime Packers: The Hidden
Problem? Black Hat USA’06. https://www.blackhat.com/presentations/bh-usa-06/BH-
US-06-Morgenstern.pdf

[14]. Ultimate Packer for eXecutables. http://upx.sourceforge.net/

[15]. ASPack. http://www.asprotect.ru/aspack.html

[16]. FSG. https://exelab.ru/_dI-nLh/pack/fsg20.rar

[17]. VMProtect. http://vmpsoft.com/

[18]. Themida. http://www.oreans.com/themida.php

[19]. ASProtect. http://www.asprotect.ru/asprotect64.html

[20]. AlphaPack Protector Report. https://github.com/graulito/alphapack

[21]. Application of Compiler Transformation Against Software Vulnerabilities Exploitation.
A. Nurmukhametov, Sh. Kurmangaleev, V. Kaushan, S. Gaisaryan. Programming and
Computer Software. 2015. V. 41, Ne 4. P. 231-236. Doi: 10.1134/S0361768815040052.

[22]. Lattner C. LLVM: An Infrastructure for Multi-Stage Optimization. Master’s thesis,
Computer Science Dept., University of Illinois at Urbana-Champaign, Urbana, IL.

[23]. Philippe  Beaucamps. Advanced Metamorphic ~ Techniques in  Computer
Viruses. International Conference on Computer, Electrical, and Systems Science, and
Engineering - CESSE'07, Nov 2007, Venice, Italy. 2007.

[24]. Syzygy Transformation Toolchain. url: https:/github.com/google/syzygy/

[25]. Tamboli Teja. Metamorphic Code Generation from LLVM IR Bytecode: Master’s thesis.
San Jose State University. San Jose. 2013.

[26]. B. Baunuxos, 111. Kypmanranees, A. Benesanues [u ap.]. Peanusaius 3amyThBalOIIAX
npeoOpaszoBanuii B koMnmwsitopHoit nHdpactpykrype LLVM. Tpynst ICIT PAH, Tom
26, Bem. 1, 2014, crp. 327-342. DOI: 10.15514/ISPRAS-2014-26(1)-12.

[27]. UI. ®. Kypmanranees, B. I1. Kopuarus, B. B. CaBuenko [u ap.]. [Toctpoenue
00¢ycuupyromero KoMmwiATopa Ha ocHoBe HHpacTpykrypsl LLVM. Tpyner UCIT
PAH, Tom 23, 2012, cTp. 77-92. DOI: 10.15514/ISPRAS-2012-23-5.

[28]. Kypmanranees I1I. @., Kopuaruu B. I1., MareBocsit P. A. Onucanue moaxoza K
paspabotke o6dyciupyroriero kommuasitopa Tpyast UCIT PAH, tom 23, 2012, ctp. 67-
76. DOI: 10.15514/ISPRAS-2012-23-4.

[29]. Software Tamper Resistance: Obstructing Static Analysis of Programs: Tech. Rep.:
Chenxi Wang, Jonathan Hill, John Knight [u ap.]. Charlottesville, VA, USA: 2000.

[30]. Clam. http.//www.clamav.net/

101



A.R. Nurmukhametov. The Application of Compiler-based Obfuscation and Diversification for Program Signature
Modification. Trudy ISP RAN/Proc. ISP RAS, 2016, vol. 28, issue 5, 2016, pp. 93-104.

The Application of Compiler-based
Obfuscation and Diversification for Program
Signature Modification.

A.R. Nurmukhametov <oleshka@ispras.ru>
Institute for System Programming of the Russian Academy of Sciences,
25, Alexander Solzhenitsyn st., Moscow, 109004, Russia.

Abstract. Development of malware detection techniques leads to the evolution of anti-
detection techniques. In this paper we discuss possibility of creating an automatic tool for
signature modification. In this article we describe our experience in designing and
development of such tool. For signature modification in Linux programs we implemented a
tool based on LLVM compiler infrastructure and for Windows programs we used post-link
instrumentation and optimization tool Syzygy. The former approach requires program source
code, while the latter assumes only the presence of debug information. Diversifying and
obfuscating transformations were implemented in both cases with the aim of changing the
signature of program to prevent matching them the known patterns. Implemented
transformations are bogus code insertion, function permutation, instruction substitution,
ciphering of constant buffer. As a result we demonstrate proof-of-concept examples which
confirm that it is possible to automatically change of program signature for avoiding
detection by signature-based analysis. Furthermore we explain drawbacks of this technique
and discuss the further ways of development.
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