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Abstract. This paper presents an open-source software for generation, storage, and analysis of combinational
circuits. The previously created methods for generating combinational circuits have been optimized, and a
dataset has been formed. The generation of combinational circuits is carried out on various devices. The
application implements the possibility to combine the generated datasets into a single storage (Synology Drive),
as well as analyze the fault tolerance of combinational circuits using various methods for their evaluation. New
possible methods for assessing combinational circuits’ reliability using machine learning are proposed.
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Hayuonanvhulii ucciedoeamenbCkuti ynugepcumem « Bvlcuias wikona 5KOHOMUKUY,
101000, Poccus, e. Mockea, ya. Machuyxas, 0. 20.

AHHoTanmsi. B 3Toii cTaThe MpeACTaBIeHO MPOrpaMMHOE OOECIICUeHUE C OTKPBITHIM MCXOJHBIM KOJIOM IS
reHepaliy, XpaHeHHs W aHanu3a KOMOMHAIMOHHBIX cxeM. ONTHMH3MPOBAaHBI CO3JaHHBIC paHee METOMIbI
reHepali KOMOMHAIMOHHBIX cXeM M copMHupoBaH nataceT. I'eHepanus KOMOWHAIIMOHHBIX CXEM MOJKET
OCYIIECTBISITECSL HA PA3NIMYHBIX YCTpOicTBaX. B mpuiokeHHH peann3oBaHa BO3MOXHOCTh OOBEAMHEHHS
CTeHEepHPOBAaHHBIX HAa0OpOB MaHHBIX B eanmHoe xpaHwmme (Synology Drive), a Taxke aHamm3a
OTKa30yCTOWYMBOCTH KOMOHMHAI[MOHHBIX CXEM C HCIIONB30BAHHEM pPAa3JIMYHBIX METOJOB HX OLICHKH.
TIpensnoxeHbl HOBbIE BO3MOXKHBIE METOJIbI OLICHKH HaJE)KHOCTH KOMOMHAIIMOHHBIX CXEM C HCIOJIb30BaHHEM
MAIIHHHOTO 00Yy4eHHUS.

KitroueBble ¢10Ba: KOMOHHAIIMOHHBIE CXEMBI; JATACET; OTKA30yCTOWYHBOCTD; MAIMHHOE 00YUCHUE; KITHEHT-
CEePBEPHOE MPHUIIOKEHHE.
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1 Introduction

A combinational circuit [1] is a digital circuit that has no memory and (depending on the discrete
signals received at the inputs) produces unambiguously defined logic signals at the outputs [2].

In any modern electronic devices, both memory circuits and combinational circuits are used. And,
like any other electronic devices, combinational circuits are subject to possible failures and
malfunctions. Failure of the circuit can lead to malfunction of the whole device, which (in turn) can
lead to serious consequences. That is why fault tolerance of the combinational circuit is one of its
key characteristics and indicators of its quality affecting the operation of various electronic devices.
Due to the ubiquitous use of digital circuits, the study and creation of methods for their generation,
as well as the estimation of the parameters of such circuits (including fault tolerance [3]), is a
relevant topic for scientific research and is of great importance for the development of modern
technologies. Thus, there is a need to create open-source software that will allow generating large
amounts of data for conducting research on predicting the parameters of combinational circuits using
machine learning methods.

Existing fault tolerance evaluation methods (e.g., [3-7]) have a number of drawbacks and problems,
which will be described in detail in this paper; optimization of these methods and creation of new
ones are relevant at present.

2 Problem statement

Currently, there are no client-server applications for users to conveniently generate large datasets of
combinational circuits on various devices with calculation of their basic parameters, while having
only an Internet access or connecting computing and storage devices locally. Often, this task requires
the installation of specialized software. Also, currently developed programs for generating datasets
of combinational circuits [8—10] do not have functionality for visualizing the generated circuits and
assessing their fault tolerance, which is the key in analyzing the quality of the circuit.

Thus, the purpose of this study is to develop a unified system for storing and processing a dataset of
digital circuits to provide a convenient user interaction with a program for generating circuits using
a web interface. The created software provides a user with the ability to select an algorithm for
generating combinational circuits, configure the necessary parameters for generation, and also
reduce the time for analyzing the fault tolerance of combinational circuits and their other parameters
in the future. The developed client-server application allows evaluating the fault tolerance of the
generated combinational circuits directly from the application without requiring any installation of
additional software, as well as visualize the generated combinational circuits.

One of the additional problems being solved in the course of the study was the problem of optimizing
the previously developed software [11] used as the basis for the study — to speed up its work and
improve its convenience. The software was also translated (by manual transpilation into C++) from
the C# language.

3 Analog analysis

The search and analysis of existing applications and programs for generating combinational circuits
showed that at present there are no full-fledged analogues that allow generating combinational
circuits using various generation algorithms and estimating their parameters; algorithms for
constructing combinational circuits based on truth tables and trees are mainly used.

Consider the programs capable of working with virtual (emulated) combinational circuits: Multisim
Workbench [9] and Logicly [10].
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To use Multisim Workbench [9], one must manually (graphically) enter the logic elements of each
circuit and manually create the circuits themselves. Due to this implementation, the process of
placing circuit components becomes more complicated than using code or automated creation.
Transferring data in text form to a graphics window complicates program development. Thus, their
advantages, the ability to visualize circuits becomes a disadvantage, if automated generation of
combinational circuits is required. Also, a big disadvantage of Multisim Workbench is that it is a
closed commercial program with a rather high license price.

The main advantage of Logicly [10] is a fairly low entry threshold and a convenient graphic design,
but it is limited in that it allows modeling a circuit with only a small number of elements. The
program cannot generate combinational circuits based on the given generation parameters, but only
allows manual creation of circuits.

Thus, the lack of automation and any integrated means of storing and processing the results of work
do not allow the full use of existing solutions for working with combinational circuits; so, the
development of new ones is needed.

4 Software architecture

In the course of this study, a client-server application for generating combinational circuits and their
aggregation in the selected storage was developed. The client-server architecture was chosen, since
this is what will allow setting up several server parts for simultaneous generation of circuits on
several devices, which will significantly speed up the circuit generation. Also, if necessary, the
server parts can be accessed remotely for ease of interaction.

To provide a simplified procedure for adding new circuit generation methods, a special structure for
the interaction of generation methods with the dataset generator was developed. The architecture of
the developed client-server application consists of two main components (Fig. 1), the client and the
server, interacting with each other using the API.

i ™y
Setting Selecting
of generation  a directory for
parameters generation

Server interaction

MNadezhda

Circuit generator
software

Reliability
assessment
modules

Calculation
of circuit parameters

. 4

Fig. 1. Architecture of the developed application.

The server can run a generator module associated with various generation methods. Thus, when
adding new methods, the principle of the program does not change, and the user and developers have
the opportunity to asynchronously modify the software to suit their needs without making large-
scale changes to the program. The main advantage of this architecture is the flexibility for future
improvements.
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The frontend part allows the user to configure parameters for generating combinational circuits and
select a directory for their aggregation, while the backend part calls a function to generate
combinational circuit datasets, performs visualizations of the generated circuits, and also calculates
various circuit parameters, including their fault tolerance using various reliability assessment
methods.

The first and main advantage of the developed software is the ability not only to generate
combinational circuits, but also to evaluate their fault tolerance within one software, as well as
modify it for other tasks.

The second advantage of the developed software is that the client-server application allows using it
without in-depth knowledge in the field of programming and circuitry.

The third advantage is that the developed software allows automating the process of filling in the
parameters for generation; at the same time, the functionality of automatic visualization of the
generated circuits is implemented.

The fourth advantage is the availability of aggregation of generated circuits in one place. The
developed generation program allows saving the generated datasets of combinational circuits in the
Verilog format, as well as saving the information about each circuit in the JSON format [12]. Also,
in the folder with each circuit, there is a PNG visualization generated using the Yosys software [13].
All generated circuits are aggregated in the given storage, for which Synology Drive [14] was
selected. It was chosen due to its simple library for interacting with the storage, as well as ease of
use.

4.1 Web-component

A web application which interacts with the program for generating combinational circuit datasets
and displays the generation results to the user on the site using the server is implemented. The user
has the ability to set generation parameters that are stored in the database on the server. The web
interface also prevents the user from entering invalid values and controls limits on the generation
parameters, depending on the chosen generation method.

After the user sets all the parameters necessary for generating, a JSON request with these parameters
is generated; it is sent to the server, which (upon receiving requests from the client) launches the
combinational circuit dataset generator for these parameters and returns a link to the location of the
generated datasets.

During the generation process, the user can track the progress of the generator program using
progress bars. At the end of the program, the web interface receives a request from the server
containing a link to the generated datasets divided into different folders (depending on the generation
method) and also receives the parameters of the generated datasets, such as the number of circuit
inputs and outputs.

Combination circuits are generated asynchronously on the server, which eliminates the need for the
user to keep any program or site running. Thus, the user does not have to worry about their safety,
since the service is available wherever there is an Internet connection. At the same time, installation
of additional software is also not required, as all the interaction takes place in a web browser.
Using a server with generation, there is a potential opportunity to use the developed service from
various devices on which each user has a unique account with unique generation data. As a result,
all generated circuits will be aggregated in a single remote folder. That is, as a result of creating a
web application, the basis for the future project scaling or further integration into other applications
is formed.

To create the service, all modern methods applied in web development were used:

o the development was done using the React JS framework;

o the possibility of obtaining up-to-date data and data updating (during the operation of the
site using asynchronous requests) was implemented.
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4.2 Server component

The server component of the application receives and transmits data from both the web application
and the generation program. Interaction with the web application takes place using the API. This is
a modern interface for communication between backend and frontend components.

The interaction of the server component with the generation program is carried out using sockets.
This interface was chosen because it allows programs developed in different programming
languages to exchange data, which increases the convenience of further development. The server is
implemented in Python3 using the Django REST framework, while the circuits generator is
implemented in C++. This is done in order to be able to use for generation the programs developed
in other programming languages, not changing the server part.

For a more convenient demonstration of the generation result to the user, the capability to visualize
the generated combinational circuits using the Yosys software [13] was added to the server.

Yosys software creates DOT files from Verilog files generated by the program. Next, using the
Graphviz library [15] a schema file in png format is generated from a DOT format file, which has a
human-readable form (Fig. 2).

O

Fig. 2. Example of a generated combinational circuit.

Thus, the user can analyze the graphical interpretation of the circuit, which is located in the directory
selected for generation next to the Verilog format file.

The possibility to run the generation program and the server on the same computer is Implemented.
Due to the adopted engineering solutions, this does not cause additional problems, unlike the
implementation method using system interrupts. There are enough ports on the computer to transfer
the data via sockets; so, running programs on one device is not difficult. It also allows scaling the
program by running many back-ends for parallel generation of combinational circuits.

4.2.1 Optimization of the generation algorithms

The program for generating circuits allows generating a dataset to study their fault tolerance. In the
case of conventional prediction methods, the fault tolerance of the circuits generated is compared
with an ideal value, and the predictive power of the new methods is evaluated. It is also possible to
use the datasets generated to train standard Machine Learning models.
When training neural networks, a large data set allows (in addition to predicting fault tolerance)
generating new circuits corresponding to the same logical function but with greater fault tolerance.
Different methods of generating combinational circuits provide for the presence of different
necessary parameters. From the point of view of machine learning, this is useful, as it avoids the
homogeneity of circuits and prevents the occurrence of the retraining factor for some specific type
of generation.
Four types of generation are currently implemented [16]:

1) Intruth tables (Combinational Circuit Generation using Random Truth Tables; CCGRTT).

2) By specifying the number of circuit levels (Combinational Circuits Generation by the
Random Connection of Gates; CCGRCG);

3) By setting the number of logical operators in the circuit (Combinational Circuits Generation
by Random Vertex Connection; CCGRVC);

4) By using a genetic algorithm (Combinational Circuits Generation based on Genetic
Algorithm; CCGGA);
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5) By using custom circuit and their post-processing (Combinational Circuits Generation
based on the User-Defined Schemes, CCGUDS).

All these generation methods do not correlate with each other and allow obtaining a variety of data.
The circuits generated by these generation methods are built on the basis of the implemented directed
graph class, which makes it possible to conveniently interact with them inside the program.
CCGRTT method is one of the simplest. For this generation method, the user must specify the
desired number of inputs and outputs for the circuit, as well as the method for minimizing logical
functions for logical expressions (PDNF and/or PCNF).
CCGRCG generates a combinational circuit depending on the limit on the number of levels (the tree
depth) specified by the user and on the number of elements at each level.
CCGRVC generates combinational circuits depending on the limit on the number of logical blocks,
which is set by the user. The user specifies the number of different logic elements to be present in
the circuit. Circuits are generated based on these parameters.
The genetic algorithm [17] is one of the promising methods. It lies in the fact that the program
generates a starting population, depending on the type of chromosomes specified by the user. The
initial population is then checked against the stopping criterion. If the requirements are not met, in
the resulting population, parents are selected, which are then crossed with each other as a result of
which mutations occur. Then there is a new population selection among the descendants. The cycle
continues until the stop criterion is reached.
CCGUDS gives the possibility to manually add combinational circuits in Verilog format for their
subsequent processing and adding to the final dataset. This method makes it possible to manually
supplement the dataset with the necessary circuits, as well as check the operability of the software
as it is being finalized.
The generation algorithms are described in more detail in [16]. In this study, they were finalized and
optimized to speed up their work using the C ++ language. Using C++ allows making the program
cross-platform since C# is focused on the Windows operating system. Also, the advantage of C++
is that in tasks that require processing a large amount of data, such as generating large datasets, it
can be solved with fewer resources unlike C#. In addition, there are more libraries in C++ to simplify
the development.
The algorithms for generating combinational circuits were also improved by adding validation of
input data in each algorithm, not just in the user interface. This prevents any errors that might occur
when using generation methods separate from the server side. Thus, all necessary restrictions on the
user-entered parameters are displayed directly in the web interface. Thus, the user immediately
receives information about the correctness of the data and has the opportunity to correct errors before
sending a request for the generation.
A support for launching the software from the command line with specified parameters, which
allows running it on the server is implemented.

4.2.2 Reliability calculation

The calculation of the fault tolerance of combinational circuits is carried out using the Nadezhda
software [18], as well as using the software implementation of the algorithms described in various
works [3-7]. They use various methods, ranging from probabilistic ones [3], [6] to methods using
machine learning. This makes it possible to compare the presented algorithms and obtain more
complete data for the further research.

4.2.3 Unit tests

To simplify the development process, a CMake [19] file was developed the presence of which is a
necessary requirement for using the program. The project uses exactly this build system since it is
quite simple for the user and allows not thinking about dependencies because they are described in
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the build files and are installed automatically. This was an additional advantage over the previous
version of the C# program.

Also, in the same build system, a separate build of regression tests is implemented, which greatly
simplifies the work of developers.

CI/CD is configured in the project repository, which, each time a new version of the project is
loaded, builds an application for generation, and also launches all the tests. This way the developers
of the project will be notified if incorrect changes are accidentally sent to the server (which
sometimes happens due to human error).

5 Approbation

Using the improved software, a dataset (about 30 thousand circuits) needed for further research in
the development of methods for assessing the fault tolerance of microelectronic circuits was
generated. The dataset contains a variety of combinational circuits due to the non-correlation of the
algorithms used for generation and the diversification of parameters for generation. The non-
correlation of generation methods makes it possible to avoid retraining a neural network for a
specific type of generation, which can adversely affect the universality of the fault tolerance methods
developed.

As is shown in work [16], the use of machine learning methods, neural networks or XGBoost [20]
makes it possible to make fault tolerance predictions with high accuracy. But in the work, only the
parameters of the combinational circuits were used for training and not the circuits themselves,
which leads to the fact that several circuits can be mapped to the same parameters with different
fault tolerance values. To improve the quality of fault tolerance predictions or other parameters,
consider other approaches that can be involved to use the generated dataset for application with
machine learning methods.

The first possible use of a dataset is based on the fact that a combinational circuit is basically a
graph. Thus, a graph neural network (GNN) can be used, which is a specialized neural network that
takes a graph as input. In [21], modern GNNSs are divided into four categories: recurrent GNNs,
convolutional GNNs, graph autoencoders, and spatial-temporal GNNs. Using convolutional GNNs,
one can, for example, make combinational circuit fault tolerance predictions based on a generated
dataset or other known parameters. Another example is the use of graph autoencoders to improve
the characteristics of circuits (fault tolerance, delays, etc.), which is also possible using the generated
dataset with its additional processing and grouping based on the required parameters. GNNs can
also be used for the tasks of generating combinational circuits (GAN [22]).

The second application of the dataset created is the use of natural language processing (NLP)
methods [23]. Currently, NLP is used to perform various tasks, such as speech recognition [24], text
classification [25], named entity extraction, etc. Since the combinational circuit in the dataset is
presented as source code in the Verilog language, such text can be processed by NLP methods to
classify the combinational circuits into separate categories, for example, by fault tolerance or size,
as well as to generate combinational circuits through their Verilog descriptions.

The third possible way to use the generated dataset is to represent the combinational circuit in the
form of graph. In [26], a similar solution showed good results for graph classification problems is
described. Based on this, we can conclude that this approach can be extended to the problem of
classifying combinational circuits and assessing their fault tolerance.

6 Conclusion

Thus, the result of this study is a new open client-server application that allows generating
combinational circuits using various generation methods and aggregating them in a selected
location. Based on it, a system that allows generating, storing, and processing datasets of
microelectronic circuits on various devices was implemented. The program also provides
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functionality for assessing the fault tolerance of microelectronic circuits and for visualizing the
generated circuits using other open Yosys software.

Previously developed methods for assessing fault tolerance were analyzed, and some of them were
also implemented. A CMake file was developed, and a CI/CD development method was organized
to optimize the software. This increased the reliability of making changes to the program. The
software is now organized on the principles of client-server systems. A web interface was developed
to simplify user interaction with the program. Restriction checks applied to generation parameters
and validation of parameters entered by the user were realized.

During the approbation of software, an extensive dataset of combinational circuits was generated,
and an analysis of various machine learning methods that can be used was made.
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