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AnHorammsi. B cratee paccmarpuBaercs ¢opmar PDF kak HMHCTpYMEHT Ui XpaHEHHS M Hepenadyu
nokyMeHToB. Ocoboe BHUMaHUe yjesseTcs npobieme npeodpasoBanus qaHHbIX u3 popmaTta PDF obpatHo B
UCXOJHBIH (hopMaT. AKTyanbHOCT HCCIIEIOBAaHUS 00YCIIOBIICHA IIUPOKUM HCTIONb30BanueM Gopmara PDF B
9JIEKTPOHHOM ~ JJOKYMEHTOOOOPOTE€ COBpPEMEHHBIX opraHm3auuii. OpHako, HECMOTpS Ha YHOOCTBO
ucnons3oBanus PDF, m3pnedeHne wHpOpMamuM U3 TakWX MOKYMEHTOB MOXET OBITh 3aTPyJHEHO H3-3a
ocobeHHOCTel XpaHeHHsI HHPOPMAHHX B pOpMaTe U OTCYTCTBHS 3(p(EeKTUBHBIX HHCTPYMEHTOB JJIsI OOpaTHOTO
npeobpa3oBanus. B paborte mpemmaraercs pelleHHe, OCHOBAaHHOE HAa aHANM3€ IOTOKAa BBIBOJA TEKCTOBOMN
napopmarmu popmara PDF. Dto mo3Bonsier aBToMaTH4IecKu pacno3HaBaTh TekcT B PDF-nokymenTax, naxe
€CIM B HHX €CTh HECTaHAapTHhIe MPHQTHI, CIOXKHBIA (OH M IOBpeXIeHa KoaupoBka. lcciemoaHue
HPEICTaBIsIeT UHTEpPEC Ui CIELHANNCTOB B 00JacTH AJIEKTPOHHOTO JOKyMEHTOO0OpOTa, a TaKkKe s
pa3pabOTYNKOB MPOTPAMMHOT0 00eCIIeYeHH S, 3aHUMAIOLIUXCSl CO3/ITaHUEM HHCTPYMEHTOB Jutsl paboTsl ¢ PDF.

Karwouesbie ciioBa: konuposka; PDF; nokyments; CNN; u3BieueHue; TEKCT.

Jas uutupoBanus: 3aropomHukoB M.B., MuxaiinoB A.A. BoccraHoBienue TekcroBoro cios PDF
IOKyMeHTOB co cioxHbM (oroMm. Tpymer MCIT PAH, tom 36, Bem. 3, 2024 r., ctp. 189-202. DOI:
10.15514/ISPRAS-2024-36(3)-13.
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Abstract. The article considers PDF as a tool for storing and transferring documents. Special attention is paid
to the problem of converting data from PDF back to its original format. The relevance of the study is due to the
widespread use of PDF in electronic document management of modern organizations. However, despite the
convenience of using PDF, extracting information from such documents can be difficult due to the peculiarities
of information storage in the format and the lack of effective tools for reverse conversion. The paper proposes
a solution based on the analysis of the text information from the output stream of the PDF format. This allows
automatic recognition of text in PDF documents, even if they contain non-standard fonts, complex backgrounds,
or damaged encoding. The research is of interest to specialists in the field of electronic document management,
as well as software developers involved in creating tools for working with PDF.
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1. BeedeHue

®opmar PDF! npexcrasinsger o600l yIoOHBIM HHCTPYMEHT IS XPaHEHHUs U IIEpeNadt JOKyMEHTOB.
[IpeobpazoBanue AOKyMEHTOB U TeKcToB B (hopmaT PDF He TpeOyeT 3HAYMTENHHBIX YCHIIHH.
Opnako, mpeoOpa3oBaHue AaHHBIX W3 ¢opmara PDF o0paTHO B HCXOXHBIA (QOpMAT MOXKET
MIPEJCTaBIATh CIOKHOCTh HM3-3a OcoOeHHocTell xpaHeHus uHpopmauunu B PDF u orcyrcTBus
npocThiX U 3()(EKTHUBHBIX MHCTPYMEHTOB JUIS BBIMOJHEHHS TakMX omnepauuii. B coBpeMeHHBIX
OpTraHM3AIMAX aKTUBHO HCIIOJIB3YETCS SIEKTPOHHBIN TOKYMEHTOOOOPOT, B OOJBIIMHCTBE CIy4YacB
¢ npumenenueMm (opmara PDF. D10 MoXxer mpuBecTH K mpobiieMe HEBO3MOXKHOCTH OBICTPOTO
W3BJICYEHUs HEOOX0IMMOiT HH(OpMaLIMK B Cllydae HapyLISHUs! KOJUPOBKU MPUPTOB B JOKYMEHTE.
B Takoif cuTyanmmm COTpPYAHHKY, paOoTaiomeMy ¢ IOKyMEHTaMH, TNPHUXOJUTCA BPYYHYIO
MIepPeTINChIBATh BECh TEKCT, YTO MOXKET 3aHATh MHOTO BPEMEHHU IPU OOJIBIIOM 00BbEeMeE JOKYMEHTA.
OCo0eHHO 3TO 3aTPyJHHUTENHHO, KOTAA JOKYMEHT COJCPIKHT CIOXKHBIN (POH, KOMIOHOBKY WIIH
HecTaHAapTHEIC MpPHQTHL. B Takmx ciaydasx maxe cucteMbl pacrmo3HaBanus Ha ocHoBe OCR [1,2]
MOTYT OKa3aThcs HeI((HEeKTUBHBIMHU.

M5l peziyiaraeM penieHne, KOTopoe IOMOXKET N30exkaTh Mpo0IIeM ¢ H3BJICUCHHEM HHPOpMalnH 13
PDF-noxymenToB. OHO OCHOBaHO Ha aHAJIM3€ IOTOKAa BHIBOJA TEKCTOBOM MH(popManmu ¢opmara
PDF, 3710 no3BoysieT aBTOMaTUYECKU pacno3HaBaTh TekcT B PDF-nokyMeHTax, faxe eciu B HUX
€CTb HeCTaH/JapTHBIC MPHU(THI HITH CIOXKHBINA (OH.

2. OcobeHHocmu ¢hopmama PDF

Portable Document Format (PDF) mnpencraBnser co0oi cTaHAapTU3UPOBAaHHBIH QopMar
9JIEKTPOHHBIX IOKYMEHTOB, pa3paboTaHHbIH Kopropamnueid Adobe.

! https://opensource.adobe.com/dc-acrobat-sdk-docs/standards/pdfstandards/pdf/PDF32000_2008.pdf
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IIpeumymecrsamu PDF apnstorcs:
e KpoccmatGopMEeHHOCTE;
® TPOCTOTA UCIIOJIH30BAHMS;
e IIMPOKOE PacIpOCTPaHCHUE;

® OTKPBITOCTh CTaHJapTa.
OnHako y opmara ecTh U HEJIOCTATKU:

e 3HAYUTENBHBIN 00BEM (aiiiios;
e opueHTanus Ha 0TOOpaXeHHU HHPOPMAIUH, a He e€ XpaHeHHE;

e CIIOXHas CTPYKTypa opmara.

®opmar PDF comepxut mHGOpPMANHIO O TEKCTOBBIX 3JIEMEHTaX, BKIIOYAs ITOCIIEAOBATEILHOCTD
CHMBOJIOB, UX PACIHOJIOKCHNE Ha CTPAaHHILIE U UCTIONb3yeMbIi mpudT [3]. [Ipy monsiTke n3BICIEHNUS
tekcta U3 PDF-nokymeHTa cuuThiBaroTcsi Konbl cuMBOiOB. Ecnum komupoBka [4] cHMMBONOB B
mpudTe TOKYMEHTa COOTBETCTBYET KOJHPOBKE CHMBOJOB Ha KOMIBIOTEpE, TO IIOIydaeTcs
KOPPEKTHBIHI TEKCT.

[Ipobnemsl Ipy U3BICUCHUN TEKCTA MOTYT BO3HUKHYTH IIPH HOBPEXICHUHN KOJUPOBKH CHMBOJIOB B
mpudre, xpassmaiemcs B PDF-moxymente. IloBpexaeHrne KOTUPOBKHM MOXKET MPOHM3OUTH II0
CIEAYIOIMUM IPUYHHAM:

e cxarue PDF-nokymenTa;
e crenuduKa mporpaMM I KOHBEpTaIlu JoKyMeHToB B PDF;

e HEMpaBWIBHBII BEIOOP KOIUPOBKHU TpH cozganuu PDF-nokymeHTa.

[ToBpexaeHHast KOMUPOBKA HE BIUET HAa 0ToOpaxkeHue AaHHbIX B PDF, HO co3nmaer npobieMsl npu
W3BJICUCHUH TEKCTa. JTa MpobdieMa 0COOCHHO OCTPO MPOSABISICTCS MPH HAJTHYUHU CIIOKHOTO (hOHA,
I7ie CYIIECTBYIOIIME METOAbI, OCHOBaHHBIE HAa ONTHYECKOM pacnosHaBaHuu cumBosioB (OCR),
JEMOHCTPHPYIOT HU3KYIO TOUHOCTb.

3. O630p aHanozo8

B pabGote [5] mnpencraBmeHa mojapoOHasi CpaBHUTENbHAS XapaKTepUCTUKA HMHCTPYMEHTOB,
npeHa3HaYeHHbBIX ISl 3BleueHus: Tekcra u3 PDF-gokymenra. JIisi BBISBICHHS HEOCTATKOB W
NPEUMYIIECTB Pa3INYHbIX PEIICHUI ObUIN PACCMOTPEHBI HEKOTOPHIE U3 HUX:

e Adobe acrobat [6] — npunoxenue ot komnanuu Adobe, npeHazHAYEHHOE IS PA0OTHI
¢ PDF-noxymentamu.

e Tesseract 4.0 [7] — nporpamMMHOe oOecriedeHre ¢ OTKPBITHIM HCXOAHBIM KOZIOM,
KOTOPOE MOXXET OBITh HCIIOJIb30BAHO Yepe3 KOMaHHYIO CTPOKY WJIM HHTETPUPOBAHHO B
MIPUIIOKEHUS HA si3bIKax nporpamMmmupoBanus C++ u Python ¢ momomisio API.

e Free-Online OCR? — 6ecraTHblit BeG-CEpBUC, MPEAOCTABISIONIMI BO3MOKHOCTh
n3BiedeHns Tekcta 3 PDF-1oxymenTa.

B xome cpaBHUTENHHOTO aHadM3a OBUIO YCTAaHOBICHO, HYTO BCE CYIIECTBYIOIIHME aHAJIOTH
CTAJIKUBAIOTCS C TPYAHOCTSIMH Tpu pabote ¢ PDF-moxkyMeHTaMu, HMEIOIIMMH CIIOXKHBIN 1Ta0I0H
wii QoH. B oTnuuue OT HUX, Npe/laraeMblii HAMH MOAXOA OCHOBaH Ha MCIOJIB30BAHUM
uHpopmanuy, copepxamnieiicss B camoM PDF-nokymenTe, uTo mo3BoisieT 3(h(heKTHBHO M3BJIEKATH
TEKCT W MPEO/I0JIeBATh MPOOIEMbI, BO3HUKAIOIINE TPU 00pabOTKe TaHHOTO KJlacca JOKYMEHTOB.

2 http://www.free-online-ocr.com/
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Tabn. 1. Ocobennocmu ananozoé
Table 1. Features of analogues

Adobe acrobat Tesseract 4.0 Free-Online OCR

INonnepkka HECKOIBKUX A3BIKOB \ \Y X
OTKpPBITBIA UCXOJIHBINA KO/ X \Y X
Bo3moxHOCTE paboTaTh OHIAHH X X \Y%
OtcyTcTBHE orpaHnyeHus Ha pazmep PDF- v v X
JIOKYMEHTa

KoppextHoe u3Bneuenne tekcra uz PDF co X X X
CJIO’KHBIM IIa0JIOHOM W (POHOM

4. Memod eoccmaHoe8sIeHUsI mMeKcmoeo20 CJ105

s BoccTaHOBNIEHHS TEKCTOBOTO ¢i10si PDF-10KyMeHTOB pa3paboTaH METO, COCTOSIINNA U3 TISTH
9TamnoB (cM. puc. 1):

1. U3Baeuenne mpudroB. Ulpudter BerpoeHnsie B PDF-mokymeHT —coxepxar
nH(opMaLHUIO 0 TOM, KaK JOJIKHBI 0TOOpa)xxaThCst CUMBOJIBI. Ha 3ToM 3Tane Heo6xoanmo
W3BJICYb 3TU LIPUPTHI U3 TOKYMEHTA.

2. H3Baedyenne rangoB. [nudpsl — 3TO BU3yanbHbIe IPEeICTaBICHHS CHMBOJIOB B IIpHUTE.
Ha sToM sTame n3BiedeHHbIe MPUQTH aHATH3UPYIOTCS IS MONTYyYSHHUS M300paxkeHuit
rimgos B popmate PNG.

3. Pacno3naBanue n3o0pakeHuii riandoB ¢ MOMOIbIO CBEPTOYHOI HElPOHHOW ceTH.
Ceeprounsie HetipoHHbIe ceTd (CNN) ocobeHHO 3¢ ek THBHBI IS 32149 pacCIIO3HABAHUS
0o0pa3oB, Takux Kak pacmosHaBaHue riudoB. CNN o0ydeHuns Ha Habope HaHHBIX
U300paKeHH TIHGPOB U UCHIONB3yeTCs I MACHTH(GHUKAUUU TH(GOB B M3BICYCHHBIX
N300paKCHUSAX.

4. ConocraBjienne rIM(pOB ¢ cHMBOJaMH B Tekcre. [locme Toro kak TiHGBI
UIeHTU(HUIMPOBAHBI, OHU COMTOCTABISIFOTCS C COOTBETCTBYIOLIMMH CHMBOJIAMHU B TEKCTE.
Ot0 TpeOyeT 3HaHUSA COOTBETCTBHS IMTU(OB CHMBOJIAM B HCIIOJIB3YEMOM KOIHPOBKE.

5. BoccraHoBienne Tekcra. [locie comocTaBieHUs BceX TM(OB ¢ CHUMBOJAMH TEKCT
MOET OBITh BOCCTAHOBJIEH.

4.1 U3Bne4yeHne wpudTos

Ha naganbHOM »Tame mporecca BoccTaHOBiIeHUsT Tekcta u3 PDF-moxymenta Obuto mpoBeaeHO
n3BiedyeHue wprupToB. CylmecTBYIOT J(Ba THINA IPUPTOB, NPU HCIOJIB30BAHHUHU KOTOPBIX IPH
KonupoBaHuu Tekcra u3 PDF-nokymeHTa MOTYT BO3HUKHYTb HECOOTBETCTBUSL MEXKIY
0TOOpa)kaeMbIM M OPUTMHAIBHBIM TEKCTOM. [IepBBlil ciryyail HECOOTBETCTBHS MPOUILTIOCTPHUPOBAH
Ha puc. 2.

B ciyuae HexoppekTHOH paboThl KOAMPOBKM mIpu(Ta, OMpeensiomerd BbIOOp Timda I
otobpaxkennss cumBona B PDF-gaiine, MoXHO wncmonp30BaTh ciaoBapb CHMBOJIOB. CloBaphb
MO3BOJISIET MOJYYUTh KOPPEKTHOE OTOOpaKEHHE CHMBOJIOB, OCHOBBIBASICH HAa HX TEKCTOBOM
npeactaBiaeHu. Curyanus, 1mMojJoOHas ONHMCaHHOW, MOXET BO3HHMKHYTh npu pabore ¢ CID-
mpudTamu. [IprMep mogoOHOM CUTyanny IpeICTaBIeH Ha PUC. 3.

B mpudrax, ucrnonszyempix B PDF-mokymenTtax, mMoxer oTcyrcrBoBaTh oToOpaxenue CID
(Character IDentifier) B kox cumBona. B Takux ciryyasix npu usBiedenun rekcra u3 PDF cumBossr
CID 6ynyT unTepnpeTnpoBaHsl kak cuMBoibl Unicode ¢ cooTBeTCTBYIONIMMH Kojamu. Hampumep,
cumBon CID, ccputatomuiics Ha i moj wHAEkcoM 1, OyIeT MHTepIpEeTHPOBAaH KaK CHMBOJ
Unicode ¢ xomom 1, a cumBon CID, ccputatommiics Ha g mmon uHACKCOoM 32, Oyaer
MHTEPIIPETHPOBaH Kak npoben. B HekoTopbix PDF-nokymMeHTax MOXeT BCTpedaThesl CHUTyalus,
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KOTIa ofuH WpHPT HaKTHIECKN pa3feiIeH Ha HECKOIBKO IPH(PTOB C OJHUM M TEM K€ IMEHEM, HO
coZieprKaliX pasHble TH(EL. B Takux cirydasx Uil ©X KOPPEKTHOTO OTOOpaykeHUS B UMs mpudTa
MIPUXOUTCS 100ABIISATH HE3HAYAIIYIO CTPOKY.

Ha4ano
nporpammel

v v
ConocTaeneHue
PDF-gokymeHT MNo8 ¢
CMMBOMaMK1 B
TekcTe
M3sne4yeHne
LWwpwnToB l
l BoccTtaHoeneHue
TekcTa
MasneyeHne
rmuoB
| (tonew mporpans)
PacnosHaeaHue
n3obpaxeHu
rMUpoB ¢
MOMOLLLH
CBEPTOYHON
HEWpPOHHOWN CEeTH
L

Puc. 1. Cxema memooa
Fig. 1. Scheme of the method

=
=
=21

Al&g|ClE|EEIE
E n KlJ
OlO0 Ol x 1@ 00 |l0 0 |Y
X
a

:H
o Q_,

m,
s sz
o ﬂc"
»
o

8 | A |l o6 |6 |6 6 | + |l e |0 o |4l d|y ¥
cCm
Puc. 2. Henpasunsnas koouposka
Fig. 2. Incorrect encoding
-0 -« 4B E N A KA NOCT Y505 s e H
slelrlylolalatal TTTTTT T TTITTT

Puc. 3. Omcymcmeue koouposxu
Fig. 3. Lack of encoding
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4.2 U3BneyveHue rnucoB

Ha texymmem atane paboTel 13 U3BJICUECHHBIX MPUQPTOB OBUIN MOIYYESHBI BCE COACPIKAIIUECT B HUX
sl [Tonydennsie rimds1 Opmr coxpaneHs! B popmare PNG ¢ uMeHaMu, HACHTUIHBIMA HMEHAM
rudoB B mpudTte. Ecimm ums rimga 6510 KOPPEKTHEIM U MOTIIO OBITH IIPeoOpa3oBaHO B CHMBOJI
IOHHKO/1a, HAIIPUMED «O0ney, TO UMEHeM cooTBeTcTBYyIomero PNG-(aiina ctaHoBHIICS caM CHMBOII,
B naHHOM cirydae «1». [lpumep PNG-¢aitnos ¢ rimdpamu 1 nX IMEHAMH, TIOTYIeHHBIMH U3 mpudTa

C HEKOPPEKTHOM KOJUPOBKOMH, IPEICTaBIIEH Ha PUC. 4.

A

(a) N (b) 6 (c) A (d) A (e) A () i

Puc. 4. I'nugpvr u3 wpughma c HenpasuibHoll KOOUPOBKOL
Fig. 4. Glyphs from a font with incorrect encoding

B psizie ciiydaeB MOXKHO CTOJNKHYThCS CO MIPUPTOM, B KOTOPOM OTCYTCTBYET KOAMPOBKa. B Takom
ciyyae Taudsl mpudTa TODKHBI UMETh MMEHa. B KadecTBe ajlbTepHATHUBBI HMEHA MIH(POB MOTYT
OBITh MPOrPaMMHO CI'€HEPUPOBAHBI, MPH 3TOM MM mnda He OyAET CoAepPKATh HHPOPMALIUIO O
caMoM cuMBoIIe (pHc. 5).

-171-[<4]18

(a) G2D (b) G31 (¢) G96 (d) GAB (e) GCO (I) GC2

Puc. 5. I'nugper uz wpughma 6e3 koouposxu
Fig. 5. Glyphs from a font without encoding

4.3 Pacno3HaBaHue nsobpaxeHun rmucos

PacniosnaBanue n3o0paxeHui riuoB MPOU3BOAUIOCH C TIOMOIIBIO CBEPTOYHON HEHPOHHOU CETH.
Jlist 9TOTO CBEpTOUHASI HEHPOHHAs CeTh Oblila 00y4eHa Ha Habope IaHHBIX N300pakeHUH rI(OB U
HCTIOJIb30BANIACk JUIS UIEHTH(UKAIMHK TIH(OB B N3BIEUEHHBIX M300paxkennsx. Kox® mis o6yuenus
HelipoceTeBOM Mojenu OblT pa3paboraH ¢ wucnonb3oBanueM riardopmer Google Colab [8].
BrruncinTenbHble pecypesl s 00y4eHHs TaKkoKe MPeAO0CTaBISUINCh JAHHON I1aT(hOPMOI.

4.3.1 NMoarotoBKa AaHHbIX

B pamkax uccienosanusi opmar uzoOpaxkeHuii B HaOope AaHHBIX ObUI BBIOpaH aHAJOTMYHO
¢dopmary Habopa garaEIXx EMNIST [9]. M300paxerHus (cM. puc. 6) IMEIOT CIEAYIONINe CBOWCTRA:

® OJHOKaHAJIbHBIE;
e paspemenHne — 28x28,;
® [[BeTa MHBEPTHPOBAHBI: YEPHBIA (OH, OeNbIii CUMBOJIL.

B pamkax uccnenoBanus 6bu1 chopMHUpOBaH HAOOp JaHHBIX, BKIIOUaromuid 29172 u3o0paxkeHus,
KoTopele pacrpeznenensl nmo 102 ximaccam. Kiaccwl mpencraBnsitor co0oif OyKBBI pyCCKOro H
AHTIIMICKOTO ay(h)aBUTOB, 3HAKW NMPENMHAHKUA W CIICIMAJIbHBIC CHMBOJIBI, HAIPAMEp, CUMBON ™,
JIist moAroTOBKM 00ydYaromiei BEHIOOPKU OBUIA MCTIONB30BaHBI N300paXXEHHsI, CTEHEPHUPOBAHHBIE C
nomoIieio 286 pa3nuuHbIX mpudToB. JlaHHBIE OBITN pa3/eieHbl HAa TPU BHIOOPKH B CIEAYIOMIEM
COOTHOIIEHUHU:

e TpenupoBouHas Beibopka (Train) — 195 mpudros, 20420 uzobpaxennii (70%)
e Bamumannonnast Beroopka (Validation) — 72 mpudros, 7584 nzobpaxkenuit, (26%)

3 https://github.com/sinkudo/fonts-recognition/blob/main/ker.ipynb
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e TectoBas Beroopka (Test) — 14 mpudros, 1168 (4%)

Hlpudter ans GopmupoBanus oOyyaromieid BBIOOPKH ObUIN Ha/IEHBI B UHTEPHETE B CBOOOTHOM
JIOCTYIIE, TTOCIE Yero u3 Kaxkaoro mpudra 6suto ussiedeHo 102 rimda.

LIS
o[
©f*|
RIEE

Puc. 6. Hz00pasicenus uz nabopa OanHwix
Fig. 6. Images from the dataset

4.3.2 AyrmeHTaumusa AaHHbIX

s pactmpenns o0ydaromieii BRIOOpKH ObLTa poBeneHa ayrMeHTanus naHHbIX [10]. Beum B3sTH
OpUTHHAJIbHBIE U300pakeHus (CM. puC. 7), K KOTOPBIM NPUMEHWIN TaKKe onepanuu (puc. 8):

® uU3MEHEeHHe MacmTaba (zoom);
e HanoxeHue myma (add noise);

o uckaxenue (distortion);

cnsur (shear);

e 1OBOPOT (rotate).

Puc. 7. Opueunanvroe uzobpasicenue
Fig. 7. Original image

Puc. 8. Ayemenmuposannvie uzobpasicenus
Fig. 8. Augmented images

[Tpu o0y4eHun MoJieM HEHPOHHOI CeTH Ha ayrMEHTUPOBAHHOI BHIOOPKE TOYHOCTH yraja Ha 1-2
IIPOLIEHTA U3-3a YEro OT MUACH ayIMEHTAlUU JAHHBIX [IPUIIIOCH OTKA3aThCs.

4.3.3 ApxuTeKTypa CBEpTO4YHOMN HEUPOHHOW CeTH

B suctunre 1 npezncraBieHsl CI0U, UCIIOJIB3YEMbIE B MOJENIM CBEPTOYHON HEMPOHHOM CETH.
Model: "sequential"

4.3.4 NapameTpbl 00y4eHUs
B paMKax S5KCIICpUMEHTA ObUIH YCTAHOBJICHBI CJICAYIOIIHNE MTapaMETPhI:
e kosmyectBo 3mox — 100;

e pasMep MOPLHH, HAa KOTOpbIe pazouBatoTcs nanusie — 2000;
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e ckopoctb 00yuenus — 0,001 (1e-3);
e onrumuszarop — Adam;

e (pyHKIU MOTEph — KaTeropruaibHas IepeKpecTHas YHTpomus (categorical crossentropy

Layer (type) Output Shape Param #
conv2d (Conv2D) (None, 26, 26, 32) 320
max_ pooling2d (MaxPooling2 (None, 13, 13, 32) 0
D)
conv2d 1 (Conv2D) (None, 11, 11, 64) 18496
max pooling2d 1 (MaxPoolin (None, 5, 5, 64) 0
g2D)
flatten (Flatten) (None, 1600) 0
dropout (Dropout) (None, 1600) 0
dense (Dense) (None, 256) 4098506
dropout 1 (Dropout) (None, 256) 0
dense 1 (Dense) (None, 96) 24672
Total params: 453344 (1.73 MB)
Trainable params: 453344 (1.73 MB)
Non-trainable params: 0 (0.00 Byte)

Jlucmune 1. Cnou netiponnoii cemu
Listing 1. Neural network layers

B Tabn. 2 mpencTaBieHbl pe3ysbTaThl OOYUECHUS TPEeX MOJENICH HEHpPOHHOW CETH, I KOTOPBIX
HCTIONb30Bajtack MeTpuka ACCUracy (Ioist mpaBWIIBHO OmperefieHHbIX rn¢os). [lepBas momens
(Rus) 6puta oO0yueHa Ha HaOOpe CHMBOJIOB TOJBKO PYCCKOTO si3bika, Bropas (ENng) — tombko
anrmuiickoro, a Ttpetbs (RUStEng) — ma wHaGope cuMBOMOB 060uX 3BIKOB. MoJens,
npenHa3HaYeHHas [UIsl PacliO3HABAaHHsI CUMBOJIOB M3 00OHX S3BIKOB, MOKa3aja pe3yJbTaThl XyxKe,
4eM Te, KOTOpbIe PadOTAIOT TOJIBKO C OHHM SI3BIKOM. DTO MOXKET OBITH CBSI3aHO C HATMYHEM CXOKHX
10 HAITUCAaHHUIO CUMBOJIOB B 000HX SI3bIKaxX — FOMOTJIU(OB.

Tabn. 2. Pezynomamul 00yueHust
Table 2. Training results

Train Validation Test
Rus+Eng 78% 77% 80%
Rus 96% 89% 93%
Eng 93% 92% 94%

4.4 ConoctaBneHue rmucoB ¢ CUMBOJIaMU B TEKCTE

IMocne w3pneuenus naHHbIX W3 PDF-mokymeHTa ObUTa MpoBeAeHA MPOLEAypa PacHO3HABaHUS
QOB U co3maHus cioBaps. KimouoM croBaps sBIseTcs UMs TIH(a, KOTOPOE MO3BOJISET IMPH
HEO0XOIUMOCTH MOJIYYUTh COOTBETCTBYIOIIHIA CUMBOJL. Bce n300pakeHus TTU(OB pacmoiararTcs
B MarKe, Ha3BaHHUE KOTOPOWH COOTBETCTBYET MMEHH mipu¢Ta. MMs kaxmoro riuda mpencTaBiseT
coboii mpeoOpazoBaHHOE MM (A B FOHUKO CUMBOJI, €CITH 9TO BO3MOXHO. B mpoTuBHOM citydae
n3obpakerne rimda COXpaHseTcs ¢ TeM K€ UMEHeM, 4To u B mpudre. PacmoznaBanue rimgos
OCYIIECTBIISIETCSI C UCIIOJIE30BAHHEM CBEPTOYHON HEHPOHHOM CETH.
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ITo pesyabraram paboTBl (OPMHUPYETCS CIIOBaph, COAEpKANUN HHPOPMAIMIO O KaXKIOM
UCHoNb30BaHHOM mpudTe (puc. 9).

{fontl: {@: d,...}, font2...}

@.png

Puc. 9. Cnosapv coomseemcmeuii enugos u cumseonos
Fig. 9. Glyph-to-symbol correspondence dictionary

4.5 BoccTaHOBNEHMe TeKcTa

B pamkax anropurma Ipou3BOJUTCS IOCHIEI0BATENbHbIN aHAIN3 KaXKJ0r0 CHMBOJIA TEKCTA C LIETIbI0
orpezeneHus ucronabdyemoro mpudra. HIpudTer MoXKXHO pa3aenuTs HA 1Ba OCHOBHBIX Kilacca:

1. TIpocreie mpudrel, BKIrovaromme TrueType, OpenType, Typel u npyrue. B cinydae
paboThl ¢ ATUMH MIPUPTAMHU B TEKCTE COXPAHSIIOTCS KOJIbI CHMBOJIOB, KOTOpPBIC
CCBUIAIOTCS HA UMCHA TTTU(OB, HEOOXOIMMBIX JIJIs1 OTOOpaKEHUST KOHKPETHOTO CUMBOJIA.
OnHako mpu paboTe ¢ ITUMU MIPU(PTAMU MOKET BOSHUKHYTH MPo0IeMa HEKOPPEKTHOM
KOAMPOBKH, KOT/Ia BMECTO CUMBoOJIa A oToOpakaeTcs CUMBOI #.

2. Cocrasnble mpudTer*, Takue kax CID mpudTer, manpumep, Typelc, Type0, Type2. B
stux mwpudTax riuudsr otodpaxarorcs ¢ momoirsio CID (Character Identifier). CIDs
MPEACTABILIIOT COOO0M MacCHB MHAEKCOB OT 1 710 N, r/ie N — KOJIMYECTBO rIU(OB B
uipudTe, a HYJIEBOH HHIEKC 3ape3epBUpOBaH s cuMBoia Notdef.

[Ipu xonMpOBaHUH TEKCTa, HCMOIB3YIOMIETr0 MPHUPT ¢ ATOH mpobiemoi, character id MoryT OBITH
HHTEPIPETHPOBaHBl Kak cuUMBOJBI Unicode. Drta mpobnema Bo3HWKaeT, korma B PDF-daiine
OTCYTCTBYET CI0Bapb, conocTapistonmii CIDs ¢ kogamMmu cuMBOIIOB. J{J1s1 pemeHns 3Toi mpoOIeMBbl
HeoOxonumo mnpeobOpazoBate CID B coorBercTBylomee uMs riuda u3 mpudta. Ilpumep
BOCCTaHOBJIEHHS TEKCTa IpeJcTaBleH Ha puc. 10.

4.5.1 JlononHNUTeNbHbLIN War No KOPPEeKTUPOBKe TeKCTa

B nponiecce paboTsl HEHPOHHOH CETH MOTYT BO3HHKATh OMIMOKH IPH PACHO3HABAHUH CHMBOJIOB,
0COOCHHO B CITy4ae UCII0JIb30BAHMS TOMOTIIN(OB — MOX0XKUX CHMBOJIOB U3 Pa3HBIX aJIhaBUTOB. DTO
MOXET IPUBECTH K HEOOXOIMMOCTH KOPPEKTHPOBKHU TeKcTa. B Tabiu. 3 mpesacTaBieHsl HEKOTOPHIE
roMoriuQsl U3 PyCCKOTO U aHTIIMHCKOTO aji(aBUTOB.

Wnentndukanns pyccKoro Wiv aHIIMHCKOTO CJIOBAa B TEKCTE BO3MOXHA OJlarojapsi yHUKaJIbHBIM
CHUMBOJIaM, XapaKTEPHBIM TOJIBKO JUIS OJJHOTO M3 SI3BIKOB.

CIHCcOoK yHUKaJIbHBIX CHMBOJIOB!

e K yHHKaJIbHBIM CUMBOJIAM PYCCKOTO sI3bIKa OTHOCSTCS: f1, |, 11, 0, XK, 3, 1, J1, ¢, 111, 11, 4,
b, b, 3, [O.

o JIJst aHIIIMICKOTO A3bIKAa YHUKAIBHBIMU SBJISIOTCS CIEAYIOMNE CUMBOIIBL: 4, W, T, U, |, I,
Z,S, V.

4 https://adobe-type-tools.github.io/font-tech-notes/pdfs/5014.CIDFont_Spec.pdf
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OEOINEAAINEA
AAIETAER, 1999,
ofl 18, 15, f. 24-43

TUXOOKeaHcKas
reosnorus, 1999,
TOM 18, 15, c. 24-43

Puc. 10. Pe3ynsmam 6occmaHno8ieHus mekcma
Fig. 10. Text recovery result

Tabn 3. Ioxooicue cumeonvl
Table 3. Similar symbols

Anrymiickuit (2 |b (¢ |e |[h |k |m |n [0 |p |Fr |t |U [X |Y

Pycckuii a |0 |¢c |e |H |K |M |m |o |[p|r |T |H |X |y

5. OueHka aghchekmueHocmu

5.1 laHHbIe Ans TeCTUpOBaHUS

Jlist poBeneHUsT TECTUPOBAaHUS OBIIM HAMICHBI JTOKYMEHTBI, COJlep)Kalllie TEKCTOBBIH CIIOH,
KOTOPBII XapakTepuzyeTcs cloxHbIM (GoHoM [11] wmmm crpykrypoirr [12]. K mokymeHTam co
CJIO’KHBIM (POHOM MOXKHO OTHECTH, HAIIpUMeEpP OPOIIIOPEI, a K JOKYyMEHTaM CO CIIOKHOM CTPYKTYpOH
razetsl. Beero 0pm10 cobpano 14 PDF-nokymentos. Ha puc. 11 mpencraBieHbr 00pa3isl coOpaHHBIX
JIOKYMEHTOB.

Janee n3 Bcex PDF Ob11 u3Bneden texker. TekeT mbo KonupoBascs, MpU yCIOBHH BO3MOXHOCTH
KOPPEKTHOTO KOTMPOBaHUS, JIN0O M3BIIEKAJICS BPYYHYIO U cOXpaHsuics B daiinax popmara JSON.
Jist cpaBHUTENBHOTO aHanu3a pa3paboTaHHOTO MeToja ObLia MCIoMb30BaHa GubmHoTeka Dedoc
[13]. Tekcr u3z JSON (¢aiinoB cpaBHHBajJCsS C pe3ylibTaTaMM, HOJIYYEHHBIMH C IOMOIIBIO
6ubmmorekn DedoC u pa3paboOTaHHOTO METOMa, YTO TO3BOJHJIO OMpenenuTh 3(GHEeKTHBHOCTH
HOCIEHETO.

5.2 TectupoBaHue

Jlnst omeHkM KadecTBa ObLT NMPUMEHEH METOJ, OCHOBAaHHBIM Ha Merpuke JleBeHmredina [14].
PesynbpTarhl moOKazamu, 4TO MPENJIOXKEHHBIH Moaxon B cpemHeM Ha 45% »sddextuBHEe MO
cpaBHEeHUIO ¢ aHanoroM Dedoc, KOTOpBIH HCHOJIB3YeT TEXHOJIOTHIO ONTHYECKOr0 Pacrio3HaBaHHMsI
cumBoJioB (OCR), uto orpaxeno B Tad:. 4. s TecTupoBaHUS U3 KAKAOTO TOKYMEHTa OBLIO B3ATO
10 OJJHOM CTpaHuULE.

198



3aropoxunkos M.B., Muxaiinos A.A. Boccranosnenue tekctoBoro ciost PDF nokymeHToB co cinoxkubsM Gorom. Tpyos: UCIT PAH, 2024,
Ttom 36 Bem. 3, c. 189-202.

Ay i /~CSC v

Available for SINA Workstation on request

Australasian Information Security

Evaluation Program

Certification Report e i
.. Juniper Junos OS 20.2R1 for SRX345,
i SRX345-DUAL-AC, SRX380 and SRX1500

n 1.0, 03 December 2020

Quarantine system for complex C‘ B
administrotion structures

o,
[ENT——
Would you like to learm more?
Bosk & webinar heve o¢ reuast Contoct us here
0 non-comeittol and free tricl
arstion.

Inst

e GG bitkom

Puc. 11 Ilpumep cmpanuy, Ha KOMOPbIX NPOBOOUIOCH MECMUPOBAHUE
Fig. 11. Example pages on which testing was conducted

Tabn. 4. CpasHnenue 3¢pgpexmugHocmu 08yx n00X0008.
Table 4. Comparison of the effectiveness of two approaches

Komraectso Dedoc Hamw moaxon
CHMBOJIOB

Integratable isolation system 1281 68% 96%
Bpomtropa Pocrenexom 102 0% 71%
Kaderepuit ierot 608 31% 99%
Bpomrropa StationGuard 1774 55% 99%
Crienudukanusi BOGHHOTO JByXKaHATBHOTO 2406 62% 98%
paano
PykoBO/CTBO 1O BH3yanbHOMY O(OPMIICHHIO 130 55% 97%
Bpourropa st ponureneit nereit o 5 aer 125 0% 99%
Bpomtropa Biesse 347 17% 99%
Bportopa, OmuceBaOIIas MEXaHU3M 265 51% 99%
mogotyetHocTH Asia Development Bank
Exploration of Windows Vista Advanced 393 2% 93%
Forensic Topics
Cpenctso Engineer Documentation Assistant 2380 78% 97%
— TIOMOIIIHHUK B paboTe CO CIIOKHOM
JIOKyMEHTalueH
Australasian Information Security Evaluation 175 39% 91%
Program
Canadian center for cyber security 166 92% 91%
MoOuITbHBIE KOMITBIOTEPBI KOPITOPATHBHOTO 2290 80% 97%
Kiacca
CpenHsisi TOUHOCTh 50% 95%
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ITpu 06paboTKe JOKyMEHTOB OMOIHOTEKOM DedoC ObLIM UCIIOIB30BAHBI TAPAMETPHI B Ta0lI. 5.

6. 3aknroyeHue

B xome wmccrmemoBaHms ObuT pa3paboTaH W peamn3oBaH METON W3BIedeHHs Tekcra m3 PDF-
JIOKYMEHTOB, COZICPIKAINX TEKCTOBBIN CI0i. Pa3paboTaHHBI METONI ONTUMHU3UPOBAH IS paOOTHI
¢ PDF-mokymeHTamM#, WMEIONIMMH HApYIIeHHsS B KOAWPOBKE, CJIOXHBIM (OH M IUIOXO
MOIAIONINMHACS CTaHAAPTHBIM METOJaM ONTHYECKOoro pacmo3HaBanus cuMBoioB (OCR).
PesympraTtel mWccienoBaHUS TOKa3alW, YTO MPEUIOKEHHBIM Mmomxox B cpemHem Ha 45%
a¢deKTHBHEE MO CPAaBHEHUIO ¢ aHajgoroM Dedoc, KOTOPEIH UCTONB3YET TEXHOIOTHUIO ONTUYECKOTO
pacniozHaBanus cumBojoB (OCR) s JOKYyMEHTOB Takoro tuma. Takke ObUTa MpenyCMOTpPEHA
BO3MOXKHOCTh CO3[IaHHS II0JIb30BAaTCILCKUX HAOOPOB JaHHBIX i OOydYeHHsS M pa3pabOTKu
COOCTBCHHOW HEWPOHHOM CETH C MOJACPKKOIN MPOU3BOJIBHOIO HA0Opa CUMBOJIOB. DTO MO3BOJISICT
aIanTHPOBATh METOJ K PA3IMYHBIM YCIOBUSAM H TPEOOBAaHUAM ITOITH30BATEIICH.

Tabn. 5. Ilapamempuol, ucnonvsosanuvie npu usgieveHuu mekcma npu nomowu Dedoc
Table 5. Parameters used for extracting text with the help of the Dedoc library

pdf_with_text_layer false
document_type other
language rus+eng
need_pdf_table_analysis true
is_one_column_document auto
return_format plain_text
need_header_footer_analysis false
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