Tpyowt UCI1 PAH, mom 36, sbin. 5,2024 2. /| Trudy 1SP RAN/Proc. ISP RAS, vol. 36, issue 5, 2024

DOI: 10.15514/ISPRAS-2024-36(5)-1 @C-H

KoHcTpynpoBaHMe nporpaMmMHbIX CUCTEM, HaLeneHHoe Ha
obecneyeHue 6e3onacHOCTH

123 B B. Kynamun, ORCID: 0000-0003-3439-9534 <kuliamin@ispras.ru=>
123 4 K. ITempenxo, ORCID: 0000-0001-7411-3831 <petrenko@ispras.ru=>
4 E.A. Pyouna, ORCID: 0000-0003-2944-162X <Ekaterina.Rudina@kaspersky.com>

Y Unemumym cucmemnozo npoepammuposanus um. B.I1. Heannuxoea PAH,
Poccus, 109004, 2. Mockea, yn. A. Conocenuyvina, 0. 25.

2 Mocrosckuii 2ocydapcmeennviii yuueepcumem umenu M.B. Jlomonocosa,

Poccus, 119991, 2. Mockea, Jlenunckue eopul, 0. 1.
3 Hayuonanvnwiii uccredosamenbckuil ynusepcumem «Boicuias wikona 3KoHOMUKUY,
Poccus, 101000, 2. Mockea, yn. Macnuykas, 0. 20.
4 A0 «Jlabopamopus Kacnepckozoy,
Poccus, 125212, 2. Mockea, Jlenunepaockoe wocce, 0. 394, cmp. 2.

AHHotaums. KoHCTpykTHBHAas MH(OpPMalMOHHAs 0€30IacCHOCTh — OIMH M3 IOAXOIOB, HAIEIEHHBIX Ha
obecrieyeHne HaJIeKHOCTH M O€30IacCHOCTH MPOIPaMMHBIX CHUCTEM, 3aHMMAIOIIMK CPed HUX JOCTATOYHO
Ba)kHOe Mecto. OH pa3BuBaeTcs yxe 6onee 50 jieT, oJHaKO IMPOKUE MacChl pa3pabOTYMKOB HE 3HAKOMBI C €TI0
MPUHLUIAMH U MeTofaMu. BakHol 3amaueil B paMKax MOMyJsIpH3aLUM 3TOTO MOAXOA SBISETCS CO3JAHHE
THUIIOJNIOT MY 337124 ¥ TEXHUK 00€CIedeHHs] KOHCTPYKTUBHON MH(OPMAIMOHHONW 0€30IaCHOCTH U ONpe/IelICHUe
MIPUOPUTETHBIX HANPABICHUH UX Pa3BUTHSL

KiroueBble ciioBa: nH(pOpMalMOHHAs 0€30I1aCHOCTh, METO[bl MPEJOTBPAILECHHS aTaK; KOHCTPYMPOBaHHUE
0€30MacHbIX CHCTEM; apXUTEKTYpHbIE 00paslbl M CTWIIH; YCWICHHE 3aIlMIIEHHOCTH KOJa; MOJCIMPOBAaHUE
APXUTEKTYpbl; aHAIN3 aPXUTEKTYPBI, OE30I1aCHBIE SI3bIKU IIPOrPAMMHPOBAHHS.

Jas uutupoBanus: Kymavun B.B., [letpenko A.K., Pynuna E.A. KoHcTpynpoBaHe nporpaMMHBIX CUCTEM,
HareneHHoe Ha obecneuenue 6Ge3omacnoctu. Tpyasr UCIT PAH, Tom 36, Bein. 5, 2024 r., ctp. 7-16. DOI:
10.15514/ISPRAS-2024-36(5)-1.

BaarogapHoctu: B craThe WCHONb30BaNMCh MaTepuaibl, KOTOpble ObUIM COOpaHbI COTPYAHHKAMU
Jla6opaTtopun Kacniepckoro u UCIT PAH. B nepByto odepenp Mbl BbipaxkaeM OiaromapHocTs A. ByxBasoBy
KaKk MHHUIUATOpY JaHHOW pabotel, a Takke E.Backoy, . BysmamoBy, C. Epomkuny, H. Topemurn, A.
MaxkcumoBy, M. Kpruuanosy, E. Kopusixuny, B. [lanapsny, A. Yraenko, A. XopommunoBy u B.Yemnroy.



Kuliamin V.V., Petrenko A.K., Rudina E.A. Software Security by Design. Trudy ISP RAN/Proc. ISP RAS, vol. 36, issue 5, 2024. pp. 7-16.

Software Security by Design

123V, Kuliamin, ORCID: 0000-0003-3439-9534 <kuliamin@ispras.ru>
123 A K. Petrenko, ORCID: 0000-0001-7411-3831 <petrenko@ispras.ru>
4E.A. Rudina, ORCID: 0000-0003-2944-162X <Ekaterina.Rudina@kaspersky.com>

1v.P. Ivannikov Institute for System Programming of the Russian Academy of Sciences,
25, Alexander Solzhenitsyn st., Moscow, 109004, Russia.
2 Lomonosov Moscow State University,
GSP-1, Leninskie Gory, Moscow, 119991, Russia.
% National Research University «Higher School of Economy»,
20, Myasnitskaya st., Moscow, 101000, Russia.
4 AO Kaspersky Lab,
39A, str. 2, Leningradskoye sh., Moscow, 125212, Russia.
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1. BeedeHue

B mocnemHue pecATHieTHS 3HAYMMOCTh W CIOKHOCTh HpoOieM obOecredeHus: 0e30MacHOCTH
MPOrpaMMHO-aINIapPAaTHEIX CUCTEM 3HAYUTENFHO TIOBBICHIIACH B CBA3U C JCHCTBUEM CIIEIYIOIIHX
(haxTOpoB.

* Poct KommuecTBAa M CIOKHOCTH pEIIAEMbIX TAaKUMH CHCTEMaMM 3ajad  H3-3a
YBEIMYHMBAIOMINXCS TPeOOBAHUI CO CTOPOHBI OW3HECA M OPraHOB TOCYIAPCTBEHHOI'O
YIpaBJICHUS, a TAKXKE U3-3a BBICOKOH CKOPOCTH M3MEHEHUH caMUX TPeOOBaHHIA.

° COSI[aHI/Ie C HUCIIOJIb30BAHUEM PA3HOPOIHBIX TEXHOJIOTHI Bce 0ojiee CI0KHBIX CHCTEM W3
TETEPOr€HHBIX KOMIIOHEHTOB C IEJIBIO OXBATHTHh KaK MOXXHO Ooublie HOJIB3OB3.TCJ'ICI>1,
OTHOCAIINXCA K Pa3JINIHBIM COLIMAJIBHBIM CJIOSIM U PACHPEACIICHHBIX FeOFpa(‘l)I/I‘ICCKI/I.

* ObocTpeHne KOHKYPEHTHOH 00pbOBI MEKTy OM3HEC-TPYIIIIAMHU B MEXIY TOCYIAPCTBAMH H
COBEpLICHCTBOBAaHMWE TEXHONOTHWH  aTaK, NPEMSATCTBYIOMMX  (YHKIHOHUPOBAHUIO
MPOrPaMMHBIX CHCTEM W HapyIIaromuX UX HHOOPMAIMOHHYIO O€30IacHOCTb.

[Ipobmema obecneueHus HWHPOPMAIMOHHONW  OE30MACHOCTH  SIBJISICTCS.  KOMIUIEKCHOH |
MHOTOACIIEKTHOH, Y Hee HET MPOCTBIX W JHMHEHHBIX perreHnd. CHCTeMaTHdecKre M TIIATEIbHO
MIPOJYMaHHBIE TOAXOJBI K BHIPAa0OTKE BO3MOKHBIX PEIICHHH MpeNIonaraioT HCHOIb30BaHHIE
Ppa3HOOOPa3HBIX METOJIOB MTPEAOTBPAIICHHS, OOHAPYKECHHS M YCTPaHEHHS MIpodiieM Oe30macHOCTH
Ha BCEX CTaIMAX CO3JAHHS, COMPOBOXJICHMS M IKCINTyaTallMy IPOrpaMMHO-aIIapaTHBIX CHCTEM,
MIPUYEM HHU OJMH 3JEMEHT 3TOH TpHaabl HE MOXKET OBITh NMPOMTHOPUPOBAaH 0O€3 3HAYMTEIHLHOIO
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TIOBBILIIEHUSI pUCKOB. B wactHOCTH, 6€3 cucTeMaTHueckoii paboThI HaJ PEIOTBPAIEHHEM PoOIIeM
0€30MMaCHOCTH  TPYIOEMKOCTh TIOJUIEPKKH CHUCTEM CTaHOBHTCS YpE3MEpPHO JIOPOTrOoW U3-3a
TIOCTOSTHHOW TIOTPEOHOCTH B 3aKPBITHH BCE HOBBIX M HOBBIX OOHAPY)KHBAEMBIX YSI3BUMOCTEH.
OmarM w3 HamboJiee 3HAYMMBIX MOAXOIOB K IPEAOTBPALCHUIO IpoOJieM HH(OPMAIMOHHOM
0€30MacHOCTH SIBJISIETCS KOHCTPYHMPOBAaHHME CHCTEM, C CaMOro Hadaja HalleJIeHHOE Ha ee
obecnieuenue [1,2]. B Poccuu aToT nomxo nony4unn HazBanue KoHCTpykTuBHAS HHOOpPMAIMOHHAS
6esonacaocts (KUB). KoHeuHO ke, TPeAOTBPAaTHTh BCE BO3MOXKHEIC MPOOJIEMBI O€30MaCHOCTH
HUKOTJ]a HE YJIaeTCsl, HO MOKHO CYIIECTBEHHO YMEHBUINTh Pa3HOOOpa3ue MOTEHINAIBHBIX aTaK U
PHUCKHM HX YCIEHIHOCTH, TEM CaMbIM 3HAYUTENIBHO CHID)Kasg CTOMMOCTb MOJEpPXKAHUSA CUCTEMBI B
BBICOKO 3alIMIIIEHHOM COCTOSIHHY Y TOBBIIIAsi ypOBEHb A0Bepus K Heil. [{yst aToro Heodxoammo ¢
caMoro Havaja NMpOEKTHPOBaHMs HE OCTABISATH MPOOJIEMBI 3alUTHl CUCTEMBI Ha Ooliee MO3IHHE
9TaIlbl, @ OMHOBPEMEHHO PElIaTh 3a/Ja4l peali3allii OCHOBHBIX (PYHKIMH CHCTEMBI H 3aIl[UThI 3TOH
CHCTEMBl Kak OT BHEIIHMX, TaK M OT BHYTPEeHHUX (PAKTOpOB, BEAYIIMX K HEUITaTHOMY
(YHKIIMOHUPOBAHUIO MJIH OTKa3aM.

[Mogxon K KOHCTPYMPOBAaHWIO, HAIEJIEHHOMY Ha ofecredeHne Oe30IacHOCTH, IOKa OCTaeTcs
JIOCTaTOYHO aMOp(HBIM, pa3HbIe aBTOPBHI M TPYIMIBI BBIIEISIOT B HEM HEMHOI'O OTJIMYAIOIINECS
chnucku aneMeHToB. Ho, B IeloM, BCe COTNIacHBl, YTO B HETO BXOAWUT CHUCTEMAaTHYECKOE
HCIIOJIb30BAHUE HECKOJIBKUX MPHUHIOUIIOB U IMpPaBWI, a TAKXKE psAla YUHUTBHIBAIOUIUX OTH IIpaBUlia
00pa3ioB (MaTTepHOB) MPOEKTHUPOBAHHS W HU3KOYPOBHEBBHIX MATTEPHOB OPraHU3AlMU JAHHBIX U
B3aUMOJICHCTBUSI.

KoHnctpykTrBHas MH(GOpMAaLMOHHAs 0€30MacHOCTh HE MPOTHUBOIIOCTABIISIETCS IPYTUM TIOJIX0/IaM |
TEXHOJIOI'UAM, HAICJICHHBIM Ha MOBBINICHUC HAACKHOCTH U 3aIIIMIIICHHOCTH ITPOrpaMM. bonee TOTO,
JAHHBIN MOAXOA MPEAIoaraeT, YTo KU3HEHHbIH LUK IIporpaMM obecrieueH, HarpuMmep, TAKUMHU
texuonmorusimu kak SSDL (Secure Software Development Lifecycle) win PBITIO (PaspaGotka
Bbezonacuoro Ilporpammuoro Ob6ecrnieuenust). To ecTh MmepedyHCICHHBIE MOIXOIBl U TEXHOJIOTUU
JOTOJIHSIOT APYT APYra, ¥ UX ClelyeT MPUMEHATh COBMECTHO.

[MpuHIMOBI HE Bcerga JIErko TPaHC(HOPMHUPYIOTCS B IIOHATHBIE Pa3pa0OTYMKaM TEXHOJIOTHH,
MHCTPYKLMH, TEXHUKH pa3zpaboTku 6e3omacHoro 10, a B paMkax KOHCTPYKTHBHOI'O MOAX0/A OHU
SIBHO HYKHbI. J[anee Mbl CHayajga OCTAaHOBHMCS Ha IPHUHIMIIAX, a IOTOM Ha TeX KOHCTPYKTHBHBIX
COCTaBIISIIOIMX, KOTOPbIE IIOJDKHBI Pa3BUTh U OOOTaTHTh apCEHAN CPEACTB KOHCTPYKTHBHOM
nH(pOpMaIMOHHOI 6e30MaCHOCTH.

BakHBIM BOIPOCOM B paMKax MOMYJISPH3ALHN KOHCTPYKTHBHOM HH(OPMAaIMOHHOM 6e3011acHOCTH
SIBIISIETCS. CO3JJAHUE THUIONOTHH 3ajJad M TEXHHUK, MPUCYHIMX 3TOMY IOIXOAY, U OINpeleleHue
MIPUOPUTETHBIX HANpaBICHUH UX pa3BUTHA. VlccrnenoBaHMIO JAHHOTO BOMNPOCA IOCBSIIECH
coBMecTHBIH mpoekT Jlaboparopuu Kacnepckoro m MHCTHTYTa CHCTEMHOTO MPOTPaMMHUPOBAHHS.
JlaHHast cTaThs SBISIETCS MyONUKAIMeH pe3ynbTaToB UCCISOBAHHIM TEpBOit (Da3bl ATOr0 MPOEKTA.

2. MpuHyunbl nocmpoeHusi 6e3onacHbIX NPO2PaMMHbLIX cucmem

OtzxenbHBIE WIEH, CBS3aHHBIE C KOHCTPYMPOBAHHMEM CHCTEM, HAIEICHHBIM Ha OOeCIeucHHUEe
6e3omacHoctH, (Secure by Design, Secure by Construction) [1] Bo3HHKaIOT DOCTATOYHO ITaBHO,
TIepBbIe M3 HUX PAa3BUBAIOTCS B paMKaX METOIOB CO3/IAHUS CHCTEM, KOPPEKTHBIX ITO IIOCTPOCHUIO
(Correctness by Construction) [3-5]. Takue mertomsl pa3BuBarotcs yxke Gomee 50-Tu ser, HO Ha
NPaKTUKE MPUMEHSIOTCS JIMIIb K CHCTeMaM HeOONBIIOro pa3Mmepa WIM B COYCTAHHH C APYTHMHU
Oomee MacmTabUpyeMBIMH TEXHONOTHSAMH. TeM He MeHee YKe IepBble pPabOTBl B 3ITOM
HaIlpaBJICHWN YyKa3aJd Ha BAXHOCTH YCIEIIHOTO NPEJOTBpAIIEHHs MHOTMX MpoOJieM Ha 3Tare
TIPOEKTUPOBAHMS CHCTEMBI.

MOXXHO yTBEp>KAaTh, YTO OCHOBE METO/IOB M TEXHOIOIMI KOHCTPYHPOBAHHMS IPOrPAMMHBIX CHCTEM
JIeKAT HEKOTOpble (YHIAMEHTAJbHBIC NPUHLMUIBI, B TOM YHCJIE NPUHIMIBI OS30MaCHOCTH.
[TockonbKy camMo TOHATHE OE30MACHOCTH 3aBHCHT OT Ha3HAYCHWS] M YCIOBUH TNPHMEHEHHS
CHCTEMBI, TO IPHHIUTIBI MOTYT UMETh pa3HbIC IPUOPUTETHI H TIPHMEHSTHCS C Pa3INYHON CTETICHBIO
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cTporoctd. BaxkHO, UTO NIPUHLUIBI IPUMEHSIOTCS IPAKTUYECKU Ha BCEX 3Talax KU3HEHHOrO LUK
CHUCTEM, NIPHU 3TOM OHM PEANM3yIOTCS pa3HbIMU METOAAMHM U cpencTtBaMu. IIpuBeneM HECKOIBKO
MPUMEPOB TPUHIUIIOB KOHCTPYKTUBHON HH(OPMALIMOHHO# Oe3onacHocTH [2,6]:

HpI/IHIII/IH 300U — HYKHO CTapaTbCsl CBCCTU JAHHBIC, NOCTYIHBIC OOAHOBPEMCHHO
HCCKOJIBKMM  KOMIIOHCHTaM HWJIM T[I€pcaBacMbl€ MCEXKAY HHMH, K MHUHHUMYMY,
HeO6XOZ[I/IMOMy I obecrieueHHs pelICHNA UMU CBOMX 3aaay.

[puHIMI MUHUMU3AIUH TOBEPXHOCTH aTaKH — HYXKHO CTapaThCsl CBECTH K MHHHMYMY
KOJIMYECTBO KOMIIOHEHTOB, HAIMPSAMYIO B3aUMOJCHCTBYIOIIMX C BHEIIHMMH CHCTEMaMH
WM TONB30BATENIIMA M TONYYaroNMX HW3BHE (BO3MOXKHO, 4epe3 IOCPESIHUKOB)
HeoOpaOoTaHHbBIE WM HENPOBEPEHHbIE JaHHbIE.

[IpuHIMn MHHUMU3ALUKM TPUBWIETHH — HYXHO CTapaThCsl BBLIABaTh KaXXJIOMY
KOMITOHEHTY WJIY MPOLIECCY MUHUMAITbHbIE TIPUBIIIET MU, HEOOXOIUMBIE EMY JUIsl pEILICHUS
ero 3aa4, U u30erath HEONPABIAHHOTO PACHIMPEHHs TIPUBUIICTHH.

[TpyHOMT SIIETOHUPOBAHHOM 3aIUTBl — HYXXHO CTapaThecsi 00ECIIeUNTh ONpe/eeHHBIN
YPOBEHb 3allUThl TMPH KXKIOM TIepexo/ie yIpaBieHHs W/WIM JAHHBIX MEXIY
CIIOSAMU/YpOBHAMHU  (DYHKIIMOHAJIBHOCTH CHCTEMBI, HE JIOBEpsis IIOJIHOCTHIO 3alliTe
Ka)KJIOr0 OTAEIBHOI0 KOMIIOHEHTA MIJIM CEPBHCA U 3aIIMIIASCh OT BO3MOKHOT'O BHEAPEHHUSI
3JI0YMBIIIJICHHUKA B JTFO00H U3 HUX.

[Tpu A TOM MOHATHO, YTO KAXKABIH CII0# 3aIUTHI IPUBOIUT K JIOMOIHATEIBHOMY CHUYKEHHIO
KaK TpPOW3BOJUTENILHOCTH, TaK M yA0OCTBA HCIOJNB30BAHUS M  CONPOBOXKACHUS
KOMIIOHEHTOB, TI03TOMY OPraHW30BBIBATH 3AIIUTY CTOMT HE MEXKAY KaKIbIMU JIBYM:
B3aUMOJICHCTBYIONIMMY KOMIIOHEHTaMH, a MEXAy eCTECTBEHHO BO3HHKAIOIINMH B
CTPYKTYPE CUCTEMBI UX CIOSMH.

[Mpuamn obecrnieueHus 6€30MaCHOCTH IO YMOTYaHUIO — YCTAHOBIICHHBIE 110 YMOTYAHUIO
HACTPOMKHM, 3HAYECHHS JaHHBIX M QJITOPUTMBI paOOTHI JOIDKHBI 0OecrieynBaTh Oe30MacHoe
(YHKIIMOHUPOBAHHUE CUCTEMBI, Ja)Ke €CIIH MOJIb30BATENIN HIM aMHUHUCTPATOPBl HUKAK HE
OyIyT BMELIMBATLCA B €€ paboTy.

[punmun obecrieueHuss 0e30MacHOCTH cOOEB — HYKHO CTapaTbCs IMPEeIyCMOTPETh
BO3MOXHBIE COOH M OIMOKH B PA3INYHBIX KOMIIOHEHTAX CHCTEMBI (BKJIIOYasi BO3MOXKHbIE
yCHEIIHbIe aTaKd Ha HHUX) M CHeJaTh BO3MOXKHBIM 0€30I1aCHOE IPONOKEHUE, WM, PH
HEBO3MOXKHOCTH TaKOBOTO, O€30IacHOe 3aBeplIeHHe, paboTBl CHUCTEMBI IIPU UX
BO3HHKHOBEHHH, BKIIIOYAs PEAKIUIO HA TaKHEe COOBITHS M aKKypaTHOE MPOTOKOINPOBAHNE
MPOUCXOIAIIETO VIS MOCIIENYIOIIEeTo aHaIN3a.

[lpuHIMO TPO3PaYHOCTH pEIICHWH IO 3alluTe — HYKHO CTapaTtbCi aKKypaTHO
OlpeNeNsTh BO3MOXKHBIE AaTakKH M B IIOJHOM W OJHO3HAYHOM BHJE OIUCHIBATh
NPUHUMAaeMBbIE IPOSKTHBIE PEIIeH s ISl IPOTUBOACHCTBHS UM, H30erasi HeonpeJeJIeHHbIX
BO3MOXHBIX Yrpo3 (OT KOTOPBIX HEBO3MOKHO 3alIUTHUTHCS JOCTATOYHO HANEKHO) H
HEBHATHBIX PEIICHUH 1Mo 3amuTe (KOTopas B 9TOM cilydae He OyneT 001aaaTh 3HAYMMbBIM
YpOBHEM JIOBEPHSI).

3. MammepHbI U aHMunammepHsbI 6e30nacHol apXumeKkmypb|

[IpuHOMTIBI HE OMpEeNeNsifoT MPOEKTHBIE PEIICHMS, HO 3aJal0T HaOOp MpaBW, KOTOPHIM CTOUT
CJIeIoBaTh TPH HMX BHIPAOOTKE, a TaKXKE IO3BOIAIOT OICHWTHh IPUHWMAaEeMble PEIICHUS Kak
CJIEIYIONIME UM B JIOCTaTOYHOW Mepe, WM, Ha000pOT, MMEIOIINE TTOTEHIMAIEHO HeOe30MacHbIe
MOCHECTBHS.

OO0pa3upl MPOEKTUPOBAHMS, UCTIONB3yeMble TIPH KOHCTPYHPOBAHMH, HALIEICHHOM Ha 0OecTieueHHe
0€30MacHOCTH, 3a/al0T OoJiee KOHKPETHBIE 3JIEMEHTHI PEUICHWH MO 3alIUTEe CHUCTEMBI, XOTI WX
n0paboTKa, KOHPUTYPUPOBAHKE U PACIIMPEHIE OCTAIOTCS BO3MOXKHBIMHE [7-9].
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[pumMepom MoXxeT ciTy)kuTh 0Opasel; MoHuTOp 3amuThI (reference monitor) [10]. MonuTop 3ammTh
OIIpeJIeNsIeT, KaK MOXKHO peaNn30BaTh YHU(PUIMPOBAHHOE NPUMEHEHHE EIMHOW MOJIHTHKH
6€301MacHOCTH BO BCEX KOMITOHEHTaX CHCTEMBI, IIPH 3TOM BHECEHNE N3MEHEHHH B IOJINTHKY MOXET
BBINOJHATHCS B OJHOM MECTE W Cpa3y CTAHOBHUTCS aKTyaJIbHBIM ISl BCel cuctemsl. Jpyrum
MIPUMEPOM apXHUTEKTYpHOTO 00paslia, HaIEeJICHHOro Ha TMOBBINIEHHE OE€30IaCHOCTH, SIBIISIETCS
Buptyaim3aims [11]. OHa mO3BOMSIET aKKypaTHO peann3oBaTh MPUHIMI H3ONAIMH Cpasy Uit
00JIBLIOrO YKCIa KOMIIOHEHTOB.

BakHBIM MOAX0IOM K 00ECIIEUEHHIO 3alIUTHI IIPOIIECCOB OT HEXKENATEIHHOTO B3aMMHOTO BIHSHHS
SIBIISIETCS] KOHLISTIINS siapa pasaenenus [12]. Pons siapa 6e30macHOCTH 3aKIIF0YaeTCsl B BOCCO3JaHUH
B paMKax OJHOW OOmEeH MamMHBI TaKOro OKPYXKEHHs, KOTOpOE IOJJIEPKHBAET pa3iuuHbIe
KOMITOHEHTBI CHCTEMBI M O0eCHeyMBaeT KaHalbl CBS3W MEXIy HHMH TakuM 00pa3oM, 4TO
OT/EJIbHbIE KOMITOHEHTBl CHUCTEMBI HE MOTYT OTJIMYUTH 3Ty OOIIyI0 cpeny OT (U3NYECKH
pacnpe/eneHHON.

Snpo ¢ rapantusmMu wm3omsAuud  [13] sBAsleTcss  cBoero  poma  SIIPOM  pa3fieNeHHs  JUis
WHTErpUPOBAHHON MOJYJIbHOW aBUOHHMKHU M JaéT rapaHTUH U3OJISILUHM B OCHOBHOM COTJIACHO CXEME
paznenennss ARINC 653 [14].

Slnpa pazneneHuss B ONEPALMOHHBIX CHCTEMax MPENOCTABISIOT (GYHKIMM Uil 00eCHedeHUs
U30JIALMKA TIPOIIECCOB M YMpaBlieHWs: WH(OOPMALMOHHBIMH TOTOKaMH. OHM JIOIDKHBI  OBITH
JOCTaTOYHO KOMIAKTHBIMH, 4YTOOBI O00OECIeYnTh BO3MOXKHOCTH (DOpPMaNBbHON BepupHUKaLUH
KOPPEKTHOCTHU UX pa6OTbI. CDyHKIlHOHaJ'IBHOCTB MOXXCT HC3HAYUTCIIBHO OTJIMYATHCA B 3aBUCUMOCTH
0T 00JIaCTH PUMEHEHHUS CUCTEMBI, CO3JJAHHON C UCIOJIB30BAaHUEM TaKOT'o AApa.

Snpo pa3zpeneHus He 005A3aTENBHO COBIAACT C AAPOM ONEPALIOHHOIN CHCTEMBI.

Hexoropble M3 HU3KOYPOBHEBBIX (DYHKIHMiA, pEaNn30BaHHBIX SIAPOM OINEPALMOHHON CHUCTEMBI,
TaKXKe MOTYT MOJIEPKHUBATh U3OJIALHIO MPOLIECCOB (pa3JereHue JOMEHOB), HO, KaK IPaBUiI0, OHO
TaKoKe NPEJOoCTaBseT MHOXKECTBO (YHKLMH, OTCYTCTBYIOLMX B sAnpe pasueneHus. C apyrou
CTOPOHBI, OIHOW W3 3aj7]a4 sApa pas3felieHUs MOXKET ObITh OOeclieueHHE BBIOJIHEHUS! MOMUTHK
yIpaBJeHust HHPOPMAMOHHBIMH IIOTOKaMHU. B HacTosiee BpeMs sApo pa3lielieHus — 3TO He “sipo”
B OOLIENPUHATOM CMBICIIE, 2 KOMOWHAIHS alapaTHBIX TEXHOJIOTUH U IPOrPaMMHBIX KOMIIOHEHTOB,
KOTOpBIE TApaHTHPOBAHHO 00ECIIEYHBAOT U3ONIAIIMIO Mpoteccos [15].

Snpa pazgeneHuss oOecleuMBAOT MPOCTPAHCTBEHHYIO M BPEMEHHYIO H3OJLILUIO IPOIECCOB, HO
MO3BOJSIIOT MM B3aUMOJAECHCTBOBATH  KOHTPOJIMPYEMBIM o0pa3oM. CreleHb H3OJALHH,
obecrieunBaeMas KaXIbIM M3 OTHX THIIOB pPa3leleHHs, 3aBHCHT OT HA3HAYECHHS CHCTEMBI U
KOHKPETHOT'O apXUTEKTYPHOI'O PEIICHHUS.

4. YcuneHue 3awumsi koda (hardening)

Meropl, HallelICHHbIE HA TIOBBILNICHHE OE30MACHOCTH 32 CUYET PAHHETO OOHAPYKEHHST BO3MOKHBIX
ommOOK B apxuTeKType, koze 110, a Takke MPEensTCTBYIOIIHE TEXHUKAM BBIIOIHEHHS H3BECTHBIX
aTak, MPUHATO 00BeAMHSTE moa TepmuaoM hardening [16]. OmauM H3 MPUMEPOB TAKON TEXHHKH
SIBISIETCS OKANMUIICHHE BBIICTSAEMbBIX YUACTKOB MAMATH CIICIHATBHBIM 00pa3soM 3amolHEHHBIMH
MAacCCHBAMH, YTO TIO3BOJSIET OBICTPO BBIABUTH BO3MOXKHBIE BBIXOIBI 3a TpaHuikl Oydepos. B
neiicreurenbHocTH hardening oOwbenuHseT GOMBIIOE KOIMYECTBO PA3HOOOPA3HBIX TPUEMOB,
HalleNIEHHBIX HA TPEAYNPEKICHHE BEPOATHBIX yrpo3. Habop Takux yrpo3 W METOAOB HX
NapUPOBAHUS MOCTOSHHO OOHOBJISAETCS, MOITOMY Uil MPAKTHYECKOTO HCIIONB30BAHUS HYKHBI
yIA0OHbBIE TEXHHIECKHE CPEICTBA IS IPOBEICHNS 3AIUTHBIX MEPOIPHUSTHIA B XO/Ie pa3paboTKu U
OKCIUTyaTal[iy CHCTEM Ha PEryJSIPHON OCHOBE.
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5. UHcmpymeHmanbHasi noddep)kka apxumeKkmypHbIX Modesiell u kKamasioau
ysizeumocmeli

C poctoM pa3Mepa M CIOXKHOCTH HPOrPaMMHON WM MPOrPAMMHO-AINaPaTHOH CHCTEMBI
BO3pacTaeT MOTPeOHOCTh B HMHCTPYMEHTaxX pabOThI C apXUTEKTypHBIMH Mopensimu. Hawmbomee
W3BECTHBIM HHCTPYMEHTOM AapXUTEKTYpPHOTO MOJICIMPOBAHHS, MO-BUIMMOMY, MOXXHO Ha3BaTh
SysML, koTopbIii MOXKHO paccMaTpUBaTh Kak HaIbs3bIK si3bika UML. JI[pyruM U3BECTHBIM SI3BIKOM
B 9TOM Kiacce siBisiercs AADL (Architecture Analysis & Design Language) [17]. AADL B otnudne
ot SysML umeer ctanmapTH30BaHHOE TEKCTOBOE MPEICTABICHHE U CTPOTO OMHUCAHHYIO CEMAHTHUKY,
YTO JeNaeT ero Oosee yAOOHBIM Uil pa3pabOTYMKOB WHCTPYMEHTOB aHaJIHM3a apXUTEKTYPHBIX
Mozienei.

WHCTpYMEHTBI MOJICTUPOBAHUS MPOrPAMMHBIX CHCTEM PACIpOCTPAaHEHBI HE OYCHb IMHUPOKO, eIlie
MEHbIIIE KPYT TOJb30BaTeICH CPEACTB apXUTEKTYPHOTO MOJCIUPOBaHUs. B cBS3M ¢ 3TUM HabOp
0TpabOTaHHBIX CICHAPHEB HCIONB30BAHUS APXHTEKTYPHOTO MOJICIUPOBAHUS M, B YaCTHOCTH,
MOJICTTUPOBAHKSI, HAMPABICHHOTO HA MOBBIMICHHE HH()OPMAIMOHHOW 0E30MaCHOCTH, HEBEJHK.
[MpuMepamu BHIOB AapXUTEKTYPHOrO AaHAN3a W CIIOCOOOB HCIOMB30BAHUS APXHUTEKTYPHBIX
MOJIeNiel HHTEPECHBIX C TO3MIMI KOHCTPYKTHBHON 0€30MaCHOCTH SIBISIOTCS: TIOUCK YSI3BUMOCTEH
APXUTEKTYPHBIX ~ pEINIeHHH,  aHalh3  OTKA30yCTOMYMBOCTH M CAMOBOCCTAHOBJICHWS,
aBTOMaTI/ISI/IpOBaHHI)II‘/II aHaJIu3 TIOBEPXHOCTHU aTakKh, MOJCIMPOBAHUC IOBECACHUA CHCTEMbI B
arp€CCUBHOM  OKPYXE€HHH, MOACINPOBAHUEC YIIPABJICHUA KOHq)I/IpraHI/IHMI/I, TECTUPOBAHHUC
KOH(Urypauuii u ap.

Ha}IO OTMETHUTBH, YUTO 6OJ'IBI_Ha$[ 4acTb HHCTPYMEHTOB ApPXUTCKTYPHOI'0O MOACINPOBAHUS
MOAJEePXKUBAET JIMIIb HEOOJBLIOE YUCIO CLIEHAPHEB HUCIIOIb30BAaHMSA, U HET HH OAHOTO, KOTOPBIH
HOZePXKUBAJI XOTS OBl HepedrcIeHHbIH Ha0op. OHON W3 MPUYKH, OYeMY ITOKa ele HeT yAOOHbIX
U 3Q(EeKTUBHBIX MHCTPYMEHTOB Ul KOHCTPYHPOBAHHS apXUTEKTYp OC30MacHBIX MPOTrPaMMHBIX
CHCTEM, SBJIAETCS OTCYTCTBHE TOOPOTHOTrO KaTajora IIaOJOHOB OE30MacHBIX apXHUTEKTYPHBIX
pelIeHU ©  YSI3BUMOCTEH apXUTeKTypbl. JIydllMM Ha CEroAHAIIHUIA JIeHb COOpaHHeM
ApXUTEKTYPHBIX ys3BuMocTel sBisiercss katasor CAWE (Common  Architectural Weakness
Enumeration) [18]. B arom kaTamore NOTCHIMAIBHBIE YS3BUMOCTH CHAOKCHBI YKa3aHHEM
ApXUTEKTYPHOU TaKTUKH M METOOB BO3MOXKHOT'O YCTPAaHEHHS YSI3BUIMOCTEH. ABTOPBI pa3padoTain
UHTEPAKTHBHOE BEO-TIPHIIOKEHHE U1 apXUTEKTOPOB U pa3pabOTYMKOB I JOCTYNA K KaTaJory.
Karamor CAWE coznepxur 224 ys3BUMOCTH, CBsI3aHHBIE ¢ Oe3omacHOCThio. [loka 3TOT KaTtamor
JIaJieK OT 3aBEPIICHHOCTH U JIOTHYECKOW CTPOMHOCTH U, K coxalieHuto, kak MuaumyMm ¢ 2020 rona
katasor CAWE He oOHOBIIsieTCSI.

B kauectBe opuenTupa aist pazputss CAWE MOXHO UCIIOIb30BaTh OOIIYIO KOMMIKY YSI3BUMOCTEH
B TIporpamMMHOM W ammapatHoM obecrieuennn CWE (Common Weakness Enumeration) [19] u
CITMCOK aKTyaJbHBIX yA3BUMOCTEH, KOTOpBIi Bemercs B 6aze CVE [20].

B pamxkax Microsoft Security Development Lifecycle [21] coctaBiieH cBoii KaTaior MOTEHIIMATBHBIX
ys3BuMocteii. borree Toro, 8 Microsoft paspaboranu cpemy momemuposanus Microsoft Threat
Modeling Tool [22] ms onmcanus au3aitHa ¥ aBTOMATHYECKOM TPOBEPKH €TO Ha YIPO3BI U3 3TOTO
karanora. Crnemyer oOpaTUTh BHUMaHHE PaOOTHI, MOCBAIICHHBIC KIIACCU()UKAINH TOTSHIIHATBHBIX
YSA3BHMOCTEH U TEXHUKaM HX (POPMaTM30BaHHOTO OIMCAHUSA JUTSl JalbHEHIIEr0 HCIOIb30BaHMUS IPH
aHanm3e mpoekTos [23-26].

6. BezonacHble s13bIKU NPO2PaMMUpPOSaHusi

Eme omHMM WHCTpYMEHTOM KOHCTPYKTHBHOI'O TOAXOAAa K OOECHEeYeHHIO Oe30MacHOCTH
MIPOTPAaMMHBIX CHCTEM SBIISTIOTCS TaK Ha3bIBa€Mble S3bIKM OE€30IaCHOrO IMPOrpaMMHPOBAHMS.
YacTHBIM TPHMEPOM TaKHX SI3BIKOB SIBILIEOTCS Memory safe si3eiku. B meiictButensHOCTH B
TIOCIIe/IHeE BpeMs MOSBIIIOCH MHOTO SI3BIKOB, 0OECTIEUNBAIOIINX 3aIIUTY OT Pa3HOOOPa3HBIX yrpo3
uHbOPMAIMOHHOM Oe30macHocTH. TakKuMU yrpo3aMu MOTYT ObITh TOHKH 10 naHHbM (data race),
HEKOppeKTHast paboTa o CIOKHBIMH, YaCTO TUHAMHYECKUMH, THIIaMH JaHHbIX. Ceiiuac BBIIUIM HA
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YPOBEHb MPOMBIIUICHHOH 3PEIOCTH HEKOTOpble (YHKIMOHANBHBIC s3bIKM, Hanpumep, Haskell.
Vmeercss coBceM HOBOE HampaBlieHHe (YHKIMOHAIBHOTO MPOrPaMMHPOBAHHS SI3BIKH C TaK
Ha3bIBACMBIMHU 3aBUCUMBIMHU AaHHbIME (dependent types). MHTepecHBIM TPEACTABUTENEM 3TOrO
HampaBieHus ssisercs 1dris [27].

[Ipy npOMBINIIEHHOM NPUMEHEHUH, TOMUMO TPSMOro 3G @eKTa OT UCIONB30BaHUS 0e30MaCHBIX
SI3BIKOB, KOTOPBI COCTOMT B TPEAOTBPAIICHUM YS3BUMOCTEH OMPEICNEHHOro pojaa, OymeT u
JIOTIOJTHUTENBHBIA 3B (EKT, 00yCIOBICHHBIH OTCYTCTBHEM HEOOXOAUMOCTH B COOTBETCTBYIOIIMX
BO3MOXHOCTSIX B HHCTPYMEHTaX CTaTUYECKOr0 M JMHAMHYECKOrO aHAIIH3a, a 3TO B CBOIO OYepe/b,
MO3BOJIUT BBIICNATH OOJIBIIE PECYPCOB Ha TOUCK Je(EKTOB U YA3BUMOCTEH IPYrUX BHIIOB.

7. 3aknroyeHue

B naHHOIi cTaThe MBI KOHIIEHTPUPYEMCS Ha TeX MpodiieMax, KOTOpbIe B OOJBIIEH CTEIIEHH CBSI3aHbI
C MpOCYETaMU B apXUTEKTYPHBIX PEIICHUIX, HEXKEIH C IeeKTaMH U YSI3BUMOCTSIMH, KOTOPBIE MO
MHOTUM JPYTUM NPUYHUHAM BO3HHUKAIOT B IPOrpaMMHOM Kojie. Uero ske He XBaTaeT JUIsl TOrO, YTOOBI
KaK TIO3UTWUBHBIA, TaK W HETaTUBHBIA OMBIT MPOEKTHPOBAHMS HAaKaruMBaJICS U 3(PPEKTUBHO
ucnonp3oBaica?

Bo-miepBhIX, HY)KHO OT/HaBaTh ceOe OTHYET, YTO KCCIENOBaHMS B O00JIACTH KOHCTPYKTHBHOW
UH(OPMALIMOHHOW 0€301acCHOCTH M BHENpPEHHE Pe3yNlbTaTOB 3THX HCCIEOBAaHHH B TPAKTUKY
TpeOYIOT TIIATEIBHO MPOJYMaHHBIX JIEHCTBHI OJHOBPEMEHHO B Pa3HBIX HamlpaBlieHUsX. HyKHbI
OyIyT COBMECTHBIE YCHJIHS MO HCCIIEIOBAHUSIM U pa3paboTKam, MO CO3/IaHHIO U PacIpPOCTPAHEHHIO
y4eOHBIX KYPCOB M Yy4eOHO-METONMYECKHX MAaTepHajioB, CO3/IaHHI0 HOBBIX U KOPPEKTUPOBKE
HMEIOLINXCS HOPMATHBHO-TIPABOBBIX JOKYMEHTOB, NPOBEICHUIO IMMIOTHBIX ITPOEKTOB BHEIPEHUS
texHonmoruii u mpomeccoB KIMbB. Bo-BTOpeIX, BHIHO, YTO B HACTOsIIEE BpeMs HauMeEHee
HCCIIe0BAHbI METO/BI M TEXHOJIOTUH TTOJIEPKKU PaHHUX (a3 )KU3HEHHOro 1uKiia pa3padorku 110,
B YaCTHOCTH, METOJIbl aHAJIM3a CBOICTB M YSI3BUMOCTEHl apXUTEKTYPHBIX pellleHni elie Ha (aze
NPOCKTUPOBAHMSA, 4 TAKXKE METOABl BBIABICHUS CBSI3eH IPOCKTHBIX peUIeHWH ¢ HpobieMamu
nH(OPMaIMOHHON 0E30IIaCHOCTH, KOTOPhIe BO3HHUKAIOT B Mpoliecce pa3pabOTKH M IKCIUTyaTalluu
I1O.

OrtcraBanue B 3ToM cepe (OHO HaOIOIASTCs KaK B Halllel CTpaHe, TaK U 3a pyOeKOM ) 00bsCHSETCS
HE TOJIBKO OTCYTCTBHEM YHOOHBIX M 3(()EKTUBHBIX CPEACTB apXUTEKTYPHOTO MOIEIHPOBAHMS, HO
U TeM, YTO B TPAKTUKe Ha (a3ax pa3paboTku 1 ocobeHHO compoBoxkaeHus [1O nmpo apXutekTypy
4yacTo 3a0bIBAIOT — OHA ObLIa BakHA Ha (ha3e 3aMbIciia, a Koraa KoJ pa3paboTaH, OHa, KakK Obl, yxe
He HykHa. Ho aTo He Tak. B nelicTButenbHOCTH, TIOCE TOrO Kak OMIMOKA MPOSIBUIACH, HAHICHO
MECTO B IIpOrpaMMe, Kya BHOCHTCS HCIIpaBJICHHE, «paboTa HaJl OMIMOKaMm» €Ile HE AOBEEHa 10
koHIa. [lone3Ho B3ITISIHYTh Ha apXUTEKTYPYy CHUCTEMBI €IIe pa3 M MPOaHATM3UPOBATH BO3MOXKHBIE
HEOpabOTKH B CTPYKType CHCTeMbl W HHTep(eiicax ee KOMIIOHEHTOB. 1O €ecTb, B XOME
COIPOBOXKICHUS ¥ Pa3BUTHS IPOIPAMMHOM CHCTEMBI K aHAIIN3Y U, BO3MOYKHO, KOPPEKIINH MIPOEKTa,
U, COOTBETCTBEHHO, K HAKOIUICHHIO 3HAHWK O IIaOIOHAX «IPAaBUIBHBIX» M «HEIPABIIBHBIX)»
apXUTEKTYPHBIX PEIICHNI HYXHO BO3BPAIIATHCS PETYISPHO.

Hepenko ommbku B mporpamMmax oOyCIOBICHBI TeM, UYTO HHTEp(EHCH MOATaIKUBAIOT
pa3paboTunkoB K HeOe30macHOMY IporpaMMHUpOBaHWI0. Hampumep, ecnm B uHTEpdeiicax He
MIPEAYCMOTPEHa BO3MOXKHOCTH IIPOBEPKH PAOOTOCTIOCOOHOCTH TOr'0 WIIM HWHOTO KOMITOHEHTa-
cepBepa, MHOTHE KOMITOHEHTHI-KIMEHTHI OyIyT MPOAOIIKATh 00paaTeca K HEMY B pacuere, 4To
COOTBETCTBYIOIINE ONEPAlUK BBIMOTHAIOTCS. B HEKOTOPHIX CHUTYyalMsIX 3TO NPHUBOAUT K
KaTacTpo(hUIEeCKUM pe3yibTaTaM, M OCHOBHAs OTBETCTBEHHOCTH 3/1€Ch HE Ha IPOrPaMMHUCTaX-
pa3paboTunKax, a Ha MPOSKTUPOBIIUKAX.

3aMeTHM, 4TO NEWCTBEHHBIM HHCTPYMEHTOM IIOBBIIICHUS 3aLIUIIEHHOCTH MPOrpaMM SBISETCS
opraHmzanysi 0a3 JaHHBIX YSA3BHUMOCTeH. Takwe KOJUIEKIIMH CITy)KaT HECKOIBKHUM IelsiMH. Bo-
MIepBBIX, 3TO (opMa HAKOIUIEHHS OIBITa JIsI OOy4EeHUs M HCIIOIb30BAHHMS MHOTOYHCIICHHBIM
COOOBIIECTBOM IPOTPAMMHUCTOB; BO-BTOPBIX, 3TO CHCTEMATH3MPOBaHHas 6a3a [uis co3manus check-
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list’oB, HCTIONB3yEMBIX, HAIIPUMED, MIPU UHCIIEKIUAX KOJIa; B-TPETHHX, 3TO OCHOBA JIIsI pa3pabOTKH
Pa3IUYHBIX HHCTPYMEHTOB aHAIN3a KOAA.

B mmpokoii nmpakTHKe nporpaMMHON HH)XXEHEPHH, K COXAJICHUIO, HET aHaJIOTHYHBIX PENO3UTOPHEB
JUISL apXUTEKTYPHBIX OMIMOOK, a OHH, OYEBHIHO, IOSABATCS, €CIM paboTy Haja aHAIN3O0M |
WCIIpaBJICHUEM HaWIEHHBIX OMMOOK B KO/A€ JOBOAWTH JI0 KOHIIA, TO €CTh BBUIBISTH TE
ApXHUTEKTYPHBIE YSI3BUMOCTH, KOTOPBIE MPUBEJH K OIMOKaM B IIPOrpaMMHOM KOJI€ WITH, TI0 KpaifHe
Mepe, TOBBICHIIM PUCKH, CBS3aHHBIE C OIPE/IeIIEHHBIMHU ITPOrpaMMHBIMHE pelieHusIMA. B HacTosimee
BpeMsi MHCTPYMEHTOB, IIO/UICPKMBAIOIIMX TAaKOW CIleHapuil paboTel Ham He H3BecTHO. Camble
OJIM3KHE K 3TOM TeMe paboThl omybukoBansl B [28-29]. C apyroit cTOpOHBI, KOT/Ia MOSBSITCS TAKUE
PETo3UTOpHY, BOSHUKHET 3aWHTEPECOBAHHOCTh B INPOTPaMMHBIX MHCTPYMEHTax Uil paboTHI C
APXHUTEKTYPHBIMH MOJIEJISIMH M TTOUCKA apXUTEKTYPHBIX YSI3BUMOCTEH Ha BceX (ha3ax >KU3HEHHOrO
oUKiIa. DTO OAHO W3 BAXKHBIX HANpaBIEHUH pa3BUTHS TEXHOJOTHH KOHCTPYKTHBHOM
UH(POPMAIMOHHON 0€30MaCHOCTH.

KoHcTpynpoBaHue cHuCTeM, HaleJIeHHOEe Ha obecredeHne 0e30MacHOCTH — OJIMH M3 MHOXECTBA
MOJIXO/I0B K 00€CTeYeHHI0 6e30MacHOCTH, 3aHUMAIOIIHI B 3TOM Ha0Ope JOCTATOYHO BaXKHOE MECTO.
On pa3BuBaercs yxe 6onee 50 yiet, OAHAKO IIMPOKUE MAcChl Pa3pabOTYMKOB HE OYEHH XOPOIIO
3HAKOMBI C €10 3JIEMEHTaAMU, pa3BC€ 4YTO OTJACIIbHBIC TEXHUKU U 06133.3[1])1 HCIIOJIB3YIOTCA 1OCTATOYHO
akTHBHO. Takoe MOJIOKEeHHE JIeNl He TOIIbKO He Coco0CTBYeT 3(h(EeKTUBHOMY Pa3BUTHIO 00JIACTH,
CBSI3aHHON C obecriedeHreM HWH()OPMAIMOHHOW 0€30MacHOCTH, HO M MPHUBOAHT K TOMY, YTO
MHOTOKPATHO HPHXOIUTCSI BO3BPALIATHCS K TPEOIOJICHHIO POOIIeM, KOTOPhIE, Ka3aloch Obl, yXkKe
JIOCTaTOYHO XOpOIIO  HM3ydeHbl. MccrmemoBaHne CHOCOOOB — MPEAOTBPAIICHHS — HPOOIeM
UH(POPMAIIMOHHON 0e30MacHOCTH H  pa3paboTKa METOJ0B, HMHCTPYMEHTOB U TEXHOJOTHH
KOHCTPYKTUBHON HH(OPMAIMOHHOH O0€30MacHOCTH, 3TO emie ONMH IyTh [UISl HOBBIICHHS
3aIIHIIEHHOCTh IPOrPaMMHBIX U IPOrPAMMHO-AINAPATHBIX CHCTEM.
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