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Abstract. The advent of digitalization and Internet of things (IoT) technologies brings new challenges to the 
management of electric metering systems. Integrating institutional energy billing systems with government 
Ambient Intelligence (AMI) systems is essential for effective management. Blockchain technology is proposed 
to maintain data integrity through automated energy readings. This study introduces an innovative model 
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Аннотация. Появление цифровизации и технологий Интернета вещей (IoT) ставит новые задачи по 
управлению системами учета электроэнергии. Интеграция институциональных систем выставления 
счетов за электроэнергию с государственными измерительными инфраструктурными системами (AMI) 
имеет важное значение для эффективного управления. Для обеспечения целостности данных при 

автоматизации снятия показаний электроэнергии предлагается использовать технологию 
распределенного реестра (блокчейн). Настоящая работа описывает инновационную модель, 
предназначенную для улучшения освещения общественного пространства в Мексике путем интеграции 
систем AMI и IoT, а также использования алгоритмов LZ4 и IPFS для сжатия данных. Выбранный 
подход направлен на оптимизацию обработки больших объемов данных, его использование приводит 
к повышению эффективности данных, повышению безопасности, снижению затрат и улучшению 
управления энергоресурсами. 

Ключевые слова: блокчейн; интернет вещей (IoT); окружающий интеллект (AMI); межпланетная 

файловая система (IPFS); алгоритм сжатия LZ4; электрическое освещение общественного 
пространства. 
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1. Introduction 

Blockchain technology, through its distributed ledger technology (DLT), offers enhanced security 

and transparency for energy transactions, particularly in peer-to-peer (P2P) trading. Despite facing 

challenges in technology, economy, society, and regulation, its potential to revolutionize microgrid 

management and automate billing processes is significant [1]. In Mexico’s advanced metering 
infrastructure (AMI) for public lighting, has improved real-time energy management and billing, but 

discrepancies due to system differences and manual interventions can lead to billing inaccuracies 

and loss of consumer trust [2]. Blockchain could address these issues by providing immutable and 

transparent records, acting as an integration bridge between institutional and proprietary AMI 

systems in public lighting. Beyond finance, real estate, insurance, and supply chain sectors, 

blockchain demonstrates its value in solving complex energy management problems. 
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2. Definition of the problem 

In Mexico, the use of IoT electric meters is limited and involves addressing security, privacy, and 

reliability concerns in critical environments, with blockchain, IPFS (Inter Planetary File System) 

[3], and LZ4 [4] proposed for secure data handling and distribution. 

The research aims to develop a model for securely managing AMI/IoT meter data in public lighting 

systems, which handle thousands of devices per customer and seek improved billing processes. 

Integrating blockchain in public lighting presents challenges, including the need for a robust 
infrastructure to support secure P2P transactions [5-6], addressing increased bandwidth and latency 

issues and handling high data volumes efficiently [7].  

2.1 Objectives 

1. Propose a Model: Develop a data integration model to secure and protect information from 

IoT devices in utility power grids, such as street lighting, handling thousands of AMI/IoT 

devices. 

2. Implement Protection Mechanisms: Use IPFS and Blockchain for data integrity and 

authenticity, with LZ4 for additional compression. 

3. Evaluate Effectiveness: Assess the system’s security, performance, and scalability in IoT 

meter power grid environments. 

2.2 Hypothesis 

The combination of Blockchain, IPFS, and LZ4 aims to secure and optimize IoT data integration in 

utility power grids, like street lighting. Unlike existing models, which focus on domestic and 

industrial uses, this solution targets IoT meters for single customers, such as street lighting. It will 

enhance data efficiency and security, lower costs, and improve energy management while ensuring 

data integrity in dynamic environments with numerous AMI/IoT devices. 

2.3 Contribution 

This work’s main contribution is a new model for addressing security and privacy challenges in 

AMI/IoT data integration for utility power grids. By combining IPFS and Blockchain with LZ4 

compression, the model offers a robust solution that enhances the reliability and security of power 

grids, leading to more efficient and secure services for users. 

3. Related work 

In recent years, AMI has transformed energy measurement and management, including in street 

lighting [8]. However, the integration of various systems has created operational challenges [9]. 

Blockchain technology offers a potential solution for data integrity, decentralization, and 

transparency [10], with ongoing studies examining its use in the energy sector [11]. 

The rapid evolution of smart grids and smart meters has raised significant data security and 

communication challenges. These meters, crucial for AMI, are exposed to cyber-attacks through 

public channels, such as data theft and unauthorized access [12]. Islam's study [12] proposes using 

blockchain to secure AMI communication, addressing issues with traditional cryptographic 

solutions that rely on trusted third parties. Their blockchain-based approach, using smart contracts 

and PBFT, aims to reduce costs and enhance security in AMI systems. 

The Decentralized Autonomous Area (D3A) model uses blockchain and smart contracts to enhance 

and decentralize the power grid, improving the integration of renewable resources and system 
resilience by fostering transparency and competition [13]. It also securely integrates IoT data, 

addressing power grid security challenges. 
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The article “Decentralized Energy Networks Based on Blockchain” [14] highlights the role of 

blockchain in the decentralization of the energy sector, including local renewable energy 

communities and P2P markets. This context is relevant for understanding how IPFS and blockchain 

can facilitate secure transitions in energy systems. 

The TWACS (Two Way Automatic Communication System) telemetering system [15], used by CFE 

in Mexico [16], faced security issues due to its centralized structure and lack of blockchain and IPFS 

integration. While it managed large volumes of data efficiently, its vulnerability to file modifications 

highlighted the need for improved security and decentralized data management. 

3.1. Blockchain and IPFS on AMI systems 

Blockchain technology, introduced by Satoshi Nakamoto in 2008 and launched in 2009, is a 

decentralized digital ledger that stores encrypted information, ensuring data integrity and preventing 

tampering [17]. Each block is linked to previous ones, and replication across multiple nodes 

guarantees data originality. This technology holds significant promise for transforming AMI by 

offering a secure, transparent foundation for operations [18]. 

Originally associated with cryptocurrencies, blockchain’s potential for AMI systems has become 

evident. There are two main types of blockchains: public (permissionless) and private 

(permissioned). Public blockchains are open to all, while private ones restrict participation to 

selected nodes, balancing transparency with privacy for AMI systems [17-18]. Smart contracts, 

which automate processes like reading and billing, reduce costs by eliminating intermediaries [19]. 

The Hyperledger Fabric (HLF) platform by IBM is a notable example of blockchain technology 

applied to IoT/AMI systems. It features an “execute-order” model, optimizing performance and 

confidentiality, crucial for dynamic AMI environments [20]. 

The article “Blockchain-Based Applications for Smart Grids: An Umbrella Review” [21] provides 

a comprehensive review of blockchain applications in smart grids, synthesizing findings from 

various studies to address technical inaccuracies and highlight blockchain’s transformative potential 

for modernizing power grids.  

The Umbrella review model is presented in Fig. 1 with the most representative elements of the work. 

 

Fig. 1. Data flow of the Blockchain-Based Applications for Smart Grids: An Umbrella Review model [20]. 

Méndez [22] suggests developing dynamic smart communities in Mexico to promote energy savings 

through smart interfaces. The study notes that the residential sector consumed nearly 39% of 

electricity in 2021 and emphasizes the impact of user habits on consumption. It advocates for using 

gamification and artificial neural networks (ANNs) to improve user interaction and design more 

personalized, energy-efficient systems. 
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Electricity losses, including theft and billing irregularities, pose a major challenge globally, 

especially in developing countries [23]. Innovative approaches to consumption, management, and 

billing are needed.  

Current systems, even with measures like prepaid metering, have limited impact on reducing losses 

[23]. Strengthening regulations and security measures, along with improving customer relationships, 

could be more effective. The proposed model addresses environmental concerns by using less 

energy-intensive consensus mechanisms like Proof-of-Stake (PoS) or Proof-of-Authority (PoA), 

aligning with sustainability goals [24]. 

Blockchain’s ability to facilitate secure, direct transactions between prosumers without 

intermediaries enhances privacy and trust in energy trading [25]. Integrating blockchain with AMI 

systems can reduce billing irregularities and fraud, automate processes, and build trust between 

customers and utilities. 

The article “Managing the computational load in a Blockchain-based multilevel IoT network” [26] 

discusses optimizing computational load by dividing the IoT network into layers, blending 

centralized IoT with blockchain distribution to avoid disrupting existing applications. This work 
helps understand blockchain integration in IoT networks and informs the design of similar models 

for utility power grids. 

The paper “A Method for Protecting Private Data in IPFS” describes a method combining 
blockchain and enhanced IPFS to protect private data by managing permissions and file organization 

[27]. This approach could enhance data security and privacy in the developed model for IoT and 

street lighting systems. 

Another model, the “Blockchain-based multilayer model,” divides data into four layers to improve 

public information integrity and security, using different consensus algorithms for each layer to 

ensure decentralization and transaction speed [28]. This model aims to provide secure and 

transparent digital government services. 

Fig. 2 shows the general diagram of the proposed model, with its most important and representative 

elements, as well as the stakeholders involved in the processes. 

 

Fig. 2. General diagram, own elaboration. 
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3.2 Methodology 

 Problem Definition: 

 Create a model for secure AMI/IoT data integration in Mexico’s power grids using 

blockchain, IPFS, and LZ4. 

 Define data flow and security requirements. 

 Specification of Requirements: 

 Set objectives for data security and access. 

 Define software-level requirements. 

1. Research Question Posing: 

 Formulate questions on technologies and methods. 

 Explore development approaches. 

2. Review of Methods: 

 Review existing AMI/IoT data integration projects. 

3. Identification of Relevance: 

 Assess the proposed solution’s relevance and effectiveness. 

4. Design and Development: 

 Develop a blockchain and IPFS solution with strong security and consensus protocols. 

5. Expert Feedback: 

 Gather and incorporate expert feedback. 

4. Model development 

The model aimed to improve street lighting under APBT and APMT tariffs [29] using AMI and IoT 

technologies. These tariffs (see Table 1), previously 5 and 5A, were reformed in Mexico in 2014 

and split into basic supply and distribution in 2016 [30-31]. 

Current AMI/IoT models focus on domestic and commercial sectors, where each meter serves an 

individual customer. In Mexico, municipalities face a unique challenge with a single account 

managing thousands of devices. This case study highlights the need for scalable, interoperable, and 

secure AMI/IoT solutions to handle the complexities of large-scale public lighting. 

Table 1. Classification of electricity tariffs in Mexico by customer, energy demand, and associated AMI/IoT 
meter model 

Tariff 

Category 
Description Previous Tariff Commercial Model 

Domestic Domestic Low Voltage 1, 1A-F 1 customer - 1 meter 

PDBT Small Demand Low Voltage 2, 6 1 customer - 1 meter 

GDBT Large Demand Low Voltage 3, 6 1 customer - 1 meter 

RABT Agricultural Irrigation Low Voltage 9 1 customer - 1 meter 

APBT Public Lighting Low Voltage 5 1 customer - Thousands of meters 

APMT Public Lighting Medium Voltage 5A 1 customer - Thousands of meters 

GDMTH Large Demand Hourly Medium Voltage HM, HMC, 6 1 customer - 1 meter 

GDMTO Large Demand Ordinary Medium Voltage OM, 6 1 customer - 1 meter 

RAMT Agricultural Irrigation Medium Voltage 9M 1 customer - 1 meter 

DIST Industrial Sub Transmission HS, HSL 1 customer - 1 meter 

DIT Industrial Transmission HT, HTL 1 customer - 1 meter 
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From a technical standpoint, the AMI/IoT system designed by INEEL in Mexico [32] is used within 

the Enabling Technologies Division's Control, Electronics, and Communications department. This 

system utilizes RF communication and ARM architecture, as shown in Fig. 3. 

Three Meters generates their files using the JSON format, with the structure depicted in Fig. 4. 

 

Fig. 3. AMI/IoT meter, property of INEE. 

 

Fig 4. AMI/IoT file structure, property of INEEL. 

The data format used is JSON, but XML or plain text are also common in the AMI industry. Meters 

include an ID, date, and type. To simulate a large-scale scenario with thousands of AMI/IoT meters 

for street lighting, synthetic data subsets were created, recording only consumption in kWh under 
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low-voltage conditions. Data size is further reduced using LZ4 compression before being transferred 

to IPFS, adding an extra layer of security. The compressed files can be previewed in a text editor, 

as shown in Fig. 5. 

The LZ4 algorithm was chosen for its excellent compatibility with the data, as well as its efficient 

transfer, compression, and decompression capabilities. Its ease of integration into Visual Studio 

Community 2022, due to the availability of libraries and resources, further supported its selection. 

Fig. 6 illustrates LZ4's performance in compression, transfer, and decompression. 

After compressing AMI/IoT files with LZ4, they are transferred to the IPFS, a distributed file system 

that decentralizes file storage and distribution across multiple nodes instead of relying on a single 

server. 

To transfer files to IPFS, follow these steps: 

 Initialize IPFS Node: Install IPFS software on the device and run the initialization 

command. 

 Add Files: Upload LZ4-compressed AMI files to IPFS using the command, which assigns 

a unique CID to each file. 

 Distribute Files: IPFS automatically propagates the files to other nodes in the network for 

efficiency and redundancy. 

 Access Files: Retrieve files using their CID, which provides a unique address for access 

from any IPFS node. 

Fig. 7 shows files loaded into IPFS with LZ4 compression applied. Fig. 8 illustrates the generation 

of a CID (Content Identifier) in IPFS, which enables easy retrieval from anywhere in the distributed 

network. This process also applies to files with synthetic data. 

Using IPFS for storing and distributing LZ4-compressed AMI files offers an efficient, cost-effective, 

and resilient solution: 

 Reduced Bandwidth Usage: IPFS's decentralized network distributes content across 

multiple nodes, decreasing load on any single server and reducing bandwidth usage. 

 Lower Storage Cost: IPFS utilizes storage across various nodes, minimizing the need for a 
large centralized server and cutting storage costs. 

 Censorship Resistance: IPFS’s decentralized nature prevents censorship and single points 

of failure, ensuring long-term availability and access by all relevant parties. 

 

Fig. 5. File structure with the LZ4 [4] algorithm applied. 
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Fig. 6. Comparison of compression, transfer, and decompression levels with working times of the LZ4 
algorithm [4]. 

 

Fig. 7. View of files loaded in the IPFS already with LZ4 compression applied. 
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Fig. 8. CID (Content Identifier) generation in IPFS. 

Table 2 provides comprehensive data on the optimization process, presenting file sizes before and 

after compression, optimization percentages, and associated costs in Ether (ETH), USD, and MXN. 

The table highlights the substantial reductions in both file size and costs, demonstrating 

improvements in system efficiency through the use of LZ4 and JWT compression. 

Table 2. Final results. 
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1M 106446 11172 89.5 0.0002 0.31 200000 $ 31.58 $ 0.31 $ 5.56 $ 99.71 

500K 50787 5564 89.04 0.00015 0.23 150000 $ 15.79 $ 0.23 $ 4.12 $ 73.98 

250K 25391 2763 89.12 0.0001 0.16 100000 $ 7.89 $ 0.16 $ 2.87 $ 51.46 

125K 12696 1362 89.27 0.00008 0.12 80000 $ 3.95 $ 0.12 $ 2.15 $ 38.60 

72.5K 7364 809 89.01 0.00006 0.09 60000 $ 2.30 $ 0.09 $ 1.61 $ 28.95 

36.2K 3682 416 88.7 0.00004 0.06 40000 $ 1.15 $ 0.06 $ 1.08 $ 19.30 

The model effectively reduces file size using LZ4 and JWT, while IPFS and blockchain ensure 

efficient data management and integrity. 

Results indicate a significant reduction in storage and transaction costs through data compression. 

The combination of LZ4 and JWT with IPFS and blockchain enhances data management by offering 

efficiency, robustness, and cost-effectiveness. 

The proposed model, integrating advanced compression and distributed storage, surpasses 

traditional AMI systems. Unlike centralized systems, this model leverages blockchain's immutable 

security and IPFS's distributed nature, which together prevent data manipulation and increase 

resilience. 

Though blockchain storage incurs transaction costs, the reduction in file sizes and the use of IPFS 

counterbalance this expense, leading to long-term savings and improved data management. 

Fig. 9 illustrates the AMI-LZ4-IPFS-HASH (ALIH) model, comprising four layers: 

1. AMI/IoT Data Layer: Generates and loads data from the Smart Grid. 
2. LZ4 Compression Layer: Applies compression to the data. 
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3. IPFS Layer: Stores and distributes the compressed data. 
4. Hash-CID Layer: Manages file identification and retrieval via CID. 

Table 3 compares a traditional AMI system with the enhanced model using IPFS and blockchain. 

The enhanced model provides superior data protection, integrity, and resilience through 

decentralized storage and immutable verification, resulting in reduced costs and improved security 

over the traditional centralized approach. 

 
Fig. 9. ALIH Model Diagram of Blocks. 

Table 3. Traditional AMI System versus Proposed Model. 

Aspect Traditional AMI System Enhanced Model with IPFS, LZ4 and Blockchain 

Encryption 

Standards 

AES-128 and AES-256 for encryption in transit 

and at rest. 

LZ4 for compression, JWT for authentication, Blockchain for 

integrity. 

Data Protection 
Centralized protection, depends on server and 

network security. 

Decentralized protection, immutable verification via 

blockchain. 

Data Authenticity 
Based on internal verification mechanisms, 

vulnerable to attacks. 
Ensured by JWT and immutable records in the blockchain. 

Data Integrity 
Controlled by audit logs and access controls, 

susceptible to alterations. 
Ensured by cryptographic hashes in blockchain (SHA-256). 

Resilience 
Depending on server and network redundancy, 

may fail under DDoS attacks. 

High resilience through distributed storage in IPFS and 

immutable copies in blockchain. 

Data Availability May be affected by server or network failures. 
High availability ensured by distribution across IPFS nodes and 

replication in blockchain. 

Storage Costs 
High due to centralized infrastructure and 

server maintenance. 

Reduced through compression and distributed storage in IPFS; 

gas costs on blockchain offset by reduced file size. 

Security against 

Tampering 

Vulnerable to internal manipulations and 

attacks if central server is compromised. 

Robust protection through blockchain immutability and 

cryptographic verification. 

Transaction and 

Gas Costs 

Not applicable, costs are mainly related to 

central infrastructure. 

Costs related to blockchain gas; significant optimization due to 

reduced file size. 

5. Conclusions 

The proposed ALIH model has proven effective in terms of both security and economic efficiency, 

as supported by the data in Table 2 and the completion of planned activities. Key aspects include: 

5.1 Benefits 

Security: LZ4 compression enhances security by reducing file size, making data tampering harder. 

IPFS ensures integrity and decentralization, reducing the risk of data alteration or loss. 

Economic Efficiency: LZ4 compression significantly cuts storage and transfer costs on the 

blockchain, improving cost management. 
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Practical Implementation: The model successfully executed all planned tasks, including JSON file 

generation, LZ4 compression, and IPFS uploading, validating its effectiveness in security and cost 

efficiency. 

5.2 Limitations 

Blockchain Costs: Gas fees can still be a limiting factor, especially for large-scale implementations. 

Scalability: Further exploration is needed to ensure consistent performance with very high data 

volumes or varying network conditions. 

5.3 Future Research 

Performance Optimization: Focus on enhancing compression and blockchain integration to further 

reduce costs and boost speed. 

Scalability Studies: Investigate the model’s performance across different network environments and 

data volumes. 

Security Enhancements: Explore advanced encryption and multi-factor authentication to strengthen 

security. 

In summary, the ALIH model addresses security and economic challenges in AMI data management, 

with successful implementation and cost reductions validating its potential. Future research should 

refine and expand the model’s capabilities for broader application. 
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