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AnHoTammsi. MexanmsM MaHgatHoro KoHTposisi nenoctHoctd (MKI) — ¢yHmament OGe3omacHOCTH
CepTU(HIIMPOBAHHOM MO BBICIIAM KJIaCCaM 3aIllUTHI U YPOBHSM JoBepus omnepauroHHoi cucteMsl (OC) Astra
Linux, obecrieunBaromuii HapsLy ¢ pYTUMH MEXaHU3MaMH, BKIIFOUas 3aMKHYTYIO iporpaMmHyo cpeny (3I1C),
3aIIUTy NPUBUIETHPOBAHHBIX mporeccoB OC, HETOCTHOCTh UCTIONHIEMbBIX M KOH(QUTypaIllMOHHBIX CHCTEMHBIX
(haitioB u katanoroB OC, a TakXke MOJIB30BaTENLCKUX NaHHBIX. Vcronp3oBanne MKL HampaBiieHO Ha 3aLUTY OT
BHPYCOB (HapHUMep, «IH(PPOBAIBIINKOBY), OT IKCIUTyaTallid MHOTHX THIOBBIX yS3BUMOCTEH NMPOrPaMMHOIO
obecrieyenust (I10) OC cemelicta Linux, B TOM 4YHCie NPUBOLIIMX K aTakaM HapyLIUTENs C IpaBaMu
cynepnofb3oBaresst root. Hayunoii ocroBoii peanuzanuu MKI B OC Astra Linux sBisieTcsi COOTBETCTBYIOIIAS
kputepusm ['OCT P 59453.1-2021 manmatHas CymHOCTHO-posieBas JI[I-Monenb ympaBieHUsl JTOCTYIIOM U
nHpopmarrorHsIME ToToKamMu B OC cemeiicta Linux (MPOCJI AI1-moznens). [Ipu aToM BHEpeHNE MEXaHU3Ma
MKI moepx mrartHoro mist OC cemeiictBa Linux OUCKPEIMOHHOTO YIPaBIECHHS IOCTYIOM IPEACTABISET
CYIIECTBEHHBIE TPYIHOCTH, 9acTO TpeOyeT pa3pabOTKH TEXHOJOTHMH M CI[EHAPHUEB COTTIACOBAHHOTO C HHUM
TIPUMEHEHUS CUCTEMHOTO U TpukiaagHoro I10. ABTopamu TpOBOISTCS HCCIEAOBAHUS 10 MPOEKTHPOBAHUIO,
passutHio 1 3¢ dexTrBHOMY ucrnonb3oBannio MKILI. Bo-nepeeix, ato mopadorku MPOCII Il-monenu s
Teopernueckoro onucanus MexaHm3mMa MKI[ ¢ yderoM BHOCHMBIX B HEro H3MeHeHHH. Bo-BTOpbIX,
anantupoBaHHasg Kk MKIL] TexHonmorus KOHTeHHEpHOW BHUpTyalu3aluM, KOTAa MOTEHLHUAIbHO «omacHoe» [10
3alycKaeTcsi B HM30JMPOBAHHBIX HA INPOMEXYTOUYHBIX YPOBHSAX LEJIOCTHOCTH (B CECCHSX aJMHMHHCTpaTopa
CHCTEMBI, pabOTAIOIIETr0 Ha MaKCHMAJIEHOM YPOBHE IIEIOCTHOCTH) HIJIH OTPHIATENBHBIX YPOBHSIX I[ETTOCTHOCTH (B
CeCCHUSIX HeTIPUBHIICTHPOBAHHOTO MOJI30BATEIs, pabOTAIOIIETO Ha HyJIEBOM YPOBHE IEIOCTHOCTH) KOHTeHHEepax-
«necounnnax» (Hanpumep, docker). B-TpeTpHX, TEXHOIOTMM W CIEHAapHH HEMOCPEICTBEHHOTO 3allycKa
npukiaagHoro [0 Ha NMPOMEXYTOYHBIX WM OTPUIATENBHBIX YPOBHSX IETOCTHOCTH C HACTPOHKOH MEHIO
paboyero crona aJMHUHHCTPAaTOpa CHUCTEMbl WM HENPUBHWICTHPOBAHHOTO II0JB30BATElls, COOTBETCTBEHHO.
B-uerBepThiX, yrunmura Hactpoiiku MKI], BeicTapisiomas ¢aiiaM ¥ KatajoraM ypoBHH IEJIOCTHOCTH HIH
crienmanbHble hiark Ha ocHoBe mpasu npodmieit LSM-moaynas AppArmor.
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Abstract. Mandatory integrity control (MIC) is the security foundation of the Astra Linux operating system
(OS) certified for the highest protection classes and trust levels, which, along with other mechanisms, including
a closed software environment, ensures protection of privileged OS processes, integrity of executable and
configuration system files and OS directories, as well as user data. The use of MIC is aimed for protecting
against viruses (for example, ransomware), from the exploitation of many typical vulnerabilities in the software
of the Linux family OS, including those leading to attacks by the adversaries with superuser’s root rights. The
scientific basis for the implementation of MIC in the Astra Linux OS is the mandatory entity-role model of
access and information flows security control in OS of Linux family (MROSL DP-model) that meets the criteria
of GOST R 59453.1-2021. At the same time, the implementation of the MIC over the standard discretionary
access control for the OS of Linux family presents significant difficulties and often requires the development
of technologies and scenarios for the coordinated use of system and application software. In this regard, the
authors conduct research on the design, development and effective use of MIC, a number of the results of which
are devoted to this article. Firstly, there are modifications of the MROSL DP-model for the theoretical
description of the MIC, including new features making for it. Secondly, adapting for MIC the container
virtualization technology, when potentially "dangerous" software (for example, browsers) is launched at
isolated intermediate integrity levels (in sessions of the system administrator with maximum integrity level) or
negative integrity levels (in sessions of an unprivileged user with zero integrity level) in containers-sandboxes
(for example, docker). Thirdly, technologies and scenarios for directly launching application software at
intermediate or negative integrity levels with the configuration of the desktop menu of the system administrator
or unprivileged user, respectively. Fourthly, the MIC configuration utility, which setting integrity levels or
special flags for files and directories based on the rules of the AppArmor LSM module profiles.
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1. BeedeHue

VYnpasneHue J0CTYIIOM OJIHA U3 OCHOBHBIX (GyHKImit 6e3omacHocTH [ 1], peann3yembIX cpecTBaMu
sammrtel  mHpopManmu (C3U) takumm, kak omnepanmoHHble cucteMbl (OC), cpenctea
BUPTYyaJIN3alllu, CUCTeMBl yrpasieHus 0azamu naHHbix (CYBJl) u np. B cuiry oTHocuTenbHOM
npocrotsl B GosnpmmmHcTBE OC, 0cOoOeHHO cemeiicTBa Linux, mpuMeHsIeTCs! BBIOMHAIOMIMN 3Ty
(GYHKOMIO MEXaHWU3M JAUCKPEIMOHHOTO YIPAaBICHMS JOCTyHmoM [2-3], OCHOBaHHOTO Ha
HETIOCPEJICTBEHHOM W HE3aBHCHMOM [Jpyr OT Jpyra Ha3HA4eHWH IpaB JOCTyHa CyOBeKTaMm
(mampuMmep, mporeccaM) K CyIIHOCTSAM (00BEKTaM JOCTyTa, HallpuMep, aiiaM Wik KaTaaoram).
boum pemrenus, Hanpumep, eme B 1976 r. 8 OC Multics, ncnonb3oBaHus 0ojiee CIOKHOTO
MeXaHH3Ma MaHJaTHOrO yIpaBJieHus noctynom [3-4], korma cyObeKTaM Ha3HAuYarOTCs YpPOBHH
JIOCTYNA, CYIIHOCTSM — YPOBHH KOH(HWIEHINAIBLHOCTH, M C HCIIOJIb30BAHHEM CPaBHEHHS ITHX
YPOBHEH IPUHUMAIOTCSI PELISHHSI O IPEJIOCTABICHUH JOCTYIIOB C KOHEYHOH LIENBIO PE0TBPaTUTh
co3laHMe  MH(QOPMAIMOHHBIX  NHOTOKOB  (CKPBITBIX  KaHAJIOB) C  BBICOKOTO  ypPOBHS
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KoHpUAeHIMaTbHOCTH Ha HU3KuH [5]. Ocobenno dacto B CYB]] B kaduecTBe «IPOMEKYTOTHOTO»
MO CJIOKHOCTH pealn3alidl M JOCTaTOYHOTO T'MOKOrO MEXaHH3Ma HCIIOJIB3YeTCS POJIEBOE
yIpaBieHHe JocTymnoM [3, 6], oTnyaromeecs OT IUCKPEIHOHHOTO B MEPBYIO ouepensb (TIOMHMO
uepapxum posieil, OrpaHMYCHUH W JIp.) Ha3HAuUSHHWEM IpaB J0CTyNa CyOBEKTaM K CYIIHOCTSIM He
HETIOCPEICTBEHHO, a Yepe3 POJIH.

Bo MHOTrOM IPOPBIBHBIM CTAJ0 NMPUMEHEHHE JUITEIHHOE BPEMSI HEBOCTPEOOBAaHHOTO MEXaHU3MA
MaHAaTHoro koHTpons nenoctHoctu (MKL) [3, 7], O1u3Koro mo TEXHOJOTHSIM peau3aliH K
MaHJaTHOMY YIpaBlieHHI0 JocTynoM. OH OCHOBaH Ha INPHCBOGHHU CyOBEKTaM U CYIIHOCTSIM
YpOBHEH IEJIOCTHOCTU M HCIOJB30BAHUU CPAaBHEHMS STHX YpPOBHEH AJIS MPUHATUSA PELICHUS O
MPEIOCTaBICHNH JOCTYIIOB C LIENBI0 — IPEAOTBPATUTH MOJy4YeHHE CyObEKTOM C MEHBIIIMM YPOBHEM
LEJIOCTHOCTH YIPABJICHUs IPYTUM CYOBEKTOM C OOJIBIINM YPOBHEM eNOCTHOCTH. Takum oOpazom
3agaya MKIL] — 3ammra NpHBHIETMPOBAaHHBIX BBICOKOLIEIOCTHBIX KOMIIOHEHT (CyOBEKTOB HIIH
cymHocteit) C31 0T X HECAaHKIMOHMPOBAHHOTO M3MEHEHUS TN 3aXBaTa YIPABICHUS HaJ HUMH
CO CTOPOHBI HETIPHBHJICTHPOBAHHBIX HHU3KOLEIOCTHBIX CyObekToB. BHempenme B 2007 r. B OC
Microsoft Windows Vista mexarnzma MKIL] coBMeCTHO ¢ MEXaHU3MOM KOHTPOJIIS YUETHBIX 3aIHCceit
(User Account Control — UAC) [8] noka3zano ero BbICOKYIO 3()(DEKTHUBHOCTD sl 0OeCTieueHust
IIETIOCTHOCTH IIPOrpaMMHO¥ cpeabl 3Toi OC, MpeaoTBpalieHus 3apakeH:sI BUPYCaMHU U BHEIPEHUS
MPOTPaMMHBIX 3aKJIaJI0K.

HNmenno mostomy OGomee 10 mer Hasam Opmio pemreHo crenmath MK omHUM M3 OCHOBHBIX
MexaHu3zMoM 3amuTel OC Astra Linux (omepallHOHHOM CHCTEMBI CIICIIaIbHOTO Ha3HAUYeHHs Astra
Linux Special Edition) [9-10], cormacoBanHsiM ¢ mTatHbiM s Bcex OC cemeiictBa Linux
MEXaHU3MOM JHMCKPELHOHHOTO VYIPABICHUS JOCTYNOM, a Takke MEXaHH3MOM MaHAaTHOTO
YIIPaBJICHUS TOCTYIIOM, KOTOPBIH K TOMY BpeMeHH Yke Obul BHeapeH B 3Ty OC. DT MeXaHHU3MBbI
3alIUTBl COBMECTHO C PSJIOM JpPYTHX, HalpuMmep, 3aMKHyToil nporpammHoit cpemoit (3IIC),
peammsyrotes B moacucteme 6e3onacHoct PARSEC OC Astra Linux.

Hay4Hoil ocHOBOM peann3aliuyl MepedrcICHHBIX MEXaHN3MOB yrpanieHus noctynom B OC Astra
Linux sBiusiercs MaHAaTHas CyOIHOCTHO-pojeBas JIII-mMonenp ympaBieHus JIOCTYyIIoM U
uHpopmanmonssiMu otokamu B OC cemeiictBa Linux (MPOCJI I1-monens) [3]. [lanHas Momenn
TIOJTHOCTBIO COOTBETCTBYET KpuTepusiM, m3noxkeHHIM B ['OCT P 59453.1-2021 [1], w
BepU(HUIUPOBAaHA C NPUMEHEHHEM HHCTPYMEHTAIBHBIX cpeAcTB [11] cormacHo pexomMeHIamusM
IF'OCT P 59453.2-2021 [12]. Tlpu 5TOM MOJelb HMEET HEPAPXUYECKOe MpeCTaBICHUE,
TMO3BOJISIIOIIEE OINHCHIBATh €€ M0 YPOBHAM (CIIOSIM), TJi€ KaXKIbIH HIDKHUM YPOBEHb MOJEIH
HpecTaBisieT aO0CTPAKTHYIO CHCTEMY, JJIEMEHTHI KOTOPOH HE 3aBHCAT OT HOBBIX 3JIEMEHTOB,
NPHHAUISKAIUX 0oJiee BEICOKOMY YPOBHIO MOJIENHN, KOTOPHIH, B CBOIO OYepellb, HACIEAYET, a IIpH
HE00X0JMMOCTH KOPPEKTHPYET HIIN IOTIONHSET 3JIEMEHTHI HY)KHETO YPOBHsL. B 11e110M nepapxudeckoe
MPEe/ICTaBICHHE MOJENN COCTOMT M3 BOCBMHU YPOBHEH — YETHIPEX YPOBHEH AJISI MOAETHPOBAHUS
yhnpaBiieHus: JOoCTynmoM HemocpeacTBeHHO B OC (posieBoro ympaBieHHUs AOCTYIOM, MaHJATHOTO
KOHTPOJISl [IEJIOCTHOCTH, MaHIATHOTO YIPABJICHUs TOCTYIIOM C WH()OPMAIMOHHBIMHU IOTOKAMH I10
NaMsTH, MaHAATHOTO YIPABJIEHHs JOCTYIIOM C HH(OPMAIMOHHBIMU IOTOKAMU 10 BPEMEHH) U
YeTBIPEX YPOBHEH AT perneHust aHanoruuHoi 3agayun B mtatHoil 1 OC CYB/] PostgreSQL. Takoe
pasgenenne MPOCJI [III-monenu Ha YpOBHH COOTBETCTBYET TOMY, KaK OHAa pealnu3yercs
HETIOCPEICTBEHHO B TIPOTPaMMHOM KoJie moacucTeMbl 6ezomacHoctd PARSEC.

B koHTekcTe HacTosmIeld CTaThd HAWOOJNBIIUA WHTEpPEC TPEACTABISIET BTOPOW YPOBEHH
uepapxuueckoro npeacrasinenuss MPOCII [ATT-mozpenu, coorBercTByromuil Mmexanusmy MKII. Otot
YPOBEHB, KaK 1 BCSI MOJIETb peryisipHo Moxuduimpyercs [13], 4ToObl, ¢ 0JjHOH CTOPOHBI, OTBEYATH
HaxoJsILeNcsl B pa3BUTHM TEOpPUH HHQPOPMAIMOHHONH O€30MacHOCTH, C JpYroil CTOPOHBI,
COOTBETCTBOBAThH IOSIBIICHUIO HOBBIX TEXHOJIOTMH INpUMEHeHHs MexaHn3moB 3amutel OC Astra
Linux. Takas perymspaas mogudukarms MPOCJII [IT1-Moaemu MOTHOCTHIO OTBEYACT PEKOMEHAAIISIM
npoekra HanuoHaipHOro crangapra ['OCT P «3amwmrta umHpopmanmu. PopmanbHas MOJENb
ynpasieHus poctymnom. Yacts 3. Pekomennamuu no pazpabotkey [14].
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IMockonpky mexanm3m MKI] siBnsiercst pynmamenTom obecnieuenus 6eonacaoctr OC Astra Linux,
TO €ro JajbHEWIIEMy MPOCKTUPOBAHUIO, BBIPAOOTKE 3(P(EKTUBHBIX CIEHAPHEB €0 MPUMEHEHUS
TIPUIIATAI0TCA 3HAYUTENBHBIEC YCITH criernanuctoB « pynmst Actpa» (OO0 «PycBUTex-Actpay), B
TOM 4HCJIE€ B 3TOM Y4YacTBYIOT aBTOPbL. MHOIME U3 3THX CIIEHApHEB CTall BO3MOXKHBIMM 33 CUET
peammzaiu (HaunmHas ¢ penuza OC Astra Linux 2021 r.) B mexanmme MKII[ mocratouno
«BBIPA3UTENBHBIX)» YPOBHEW LENOCTHOCTH, SBISIOUIMXCS OOBEJAMHEHHEM HEUEPAPXHUECKHX
KaTeropuil 1enocTHOCTH (Macku 32 OWT) W JIMHEHHBIX YpPOBHEH — 3HAKOBBIX 4mcen oT -128 1o
127 [10].

K nepomy Hanpasnenuto npoextuposanuss MKI] oTHocuTCs afanTupoBaHHas K HEMY T€XHOJOTHUs
KOHTCIHEepHO! BUpTyalu3aluy, KOTOpasi MO3BOJIET CO3[aBaTh Il HEJJOBEPEHHOIO MOTCHIUAIBHO
«omacHoro» nporpammHoro obecrieuenust (I10) Takoro, kak Opay3epbl, CBOC0Opa3HbIE «IIECOUHHIIBIY,
rae oHo wm3onmupyercsi oT octaipHoro [1O. Bompocsl pa3paboTKM TaknMX «IECOYHHUI» UL
MOTeHIHATBHO «omacHoroy» [10 nuccnenoBammcs B pabdote [15], mocBamenHo# aHaIn3y 0€301acHOCTH
KoHTeitHepHO! BupTyamm3amu B OC cemeiictBa Linux. [Ipm 3ToM mpemmaramock H301HMpOBATH
«omacHoe» 10 c ucmonp3oBanmeM mMTaTHEIX MexaHn3MoB OC Takux, Kak namespaces U cgroups, a
Takoke seccomp [16]. Kpome Toro, B pabore [17] mccremoBamiick BO3SMOKHOCTH TPUMEHEHUS IS
momsain 110, umeromerocss B makere OezomacHoctu SELinux (LSM-monyne) mexanusma
MaHIaTHOTO YIIPaBJICHUS IOCTYTIOM, TIPEAOTBPAILAst C €70 HOMOIIBIO HECAHKIIMOHUPOBAHHBINA JOCTYTI
k cucremubsiM kommonenTam OC. Bmecte ¢ Ttem Hamumume MKI[ B OC Astra Linux mo3BomsieT
MOBBICUTh 3((QEKTHBHOCTh ATUX TEXHOJOIMH 3a CYET 3alyCKa «IIECOYHMID) Ha MPOMEKYTOUHOM
HEHepapXHU4ecKoM WM Ha OTPHULATENbHBIX JIMHEHHBIX YPOBHAX LEJIOCTHOCTH. B 3TOM ciydae
HenoseperHoe 10, naxke ecu moBeprHeTCs aTake HapyIIUTEN S HIIH 3apakeHHUIO BUPYCOM, He OyIeT
MPEICTaBIST OITACHOCTH JUISl BCEH OCTaJIbHOM CHCTEMBI.

IMockombky He Bce T1O Bo3MOXKHO WU 3G(GEKTUBHO 3allyCKaTh C MCIOIB30BAHUEM KOHTCHHEPHOU
BUPTyaJIM3alliy, CICOYIOIMM HanpaBJeHHEM MHCCICAOBaHMH cTajia pa3paboTKa TEeXHOJIOTHi
HEToCPeICTBEHHOTO 3amycka mpukiagHoro 110 Ha mpoMeXyTOYHBIX WM OTPULIATENbHBIX YPOBHIX
nenoctHocTH. IToxoxue TEXHOIOTHN NPUMEHSIOTCS B IakeTe OezomacHocTn SELinux, 9yTo CHIKaeT
puck arak Ha OC cemeiicTBa Linux uepes skcruryaranuto ysazsumoctu [10 [18]. Kpome Toro, kak yxe
oo otmedeHo, MK wucmonesyercss B OC cemeiictea Windows, TIe ypOBHH IEIOCTHOCTH
00ecreunBaroT M30JIIUIO POIECCOB, (ailJIOB M KaTaJIOTOB, TAPAaHTHPYs, YTO MPOLECCH ¢ HU3KUM
YPOBHEM LIETIOCTHOCTH HE MOTYT MOIU(DHUIIMPOBATH JAaHHBIE C O0JIEe BEICOKUM YPOBHEM IIEIIOCTHOCTH
[8, 19]. OTn TexHOMOTHMH UCCIEAYIOTCS B psne padoT, kacaromuxces uarerpaun MKL ¢ npyrumu
MeXaHM3MaMM TaKUMH, KaK pOJIEBOE YIpaBIEHHE IOCTYIIOM, YTO MOXeT oOecrednTh THOKYIO
MHoroypoBHeByto 3ammry OC [20]. OnHako BaKHBIM aCIEKTOM BBINIOJIHEHHOTO aBTOpaMHu
ucceIoBaHus ABisiercs yduer cnenuduky peanuzanuu mexanusma MKI 8 OC Astra Linux, ¢ uenbio
pa3paboTKK CIEHApHEB €ro MNpPHMEHEHHs, KOTOpble IO3BOJT ONTUMHU3MpoBaTh padory I10,
aHATIBHUPYS BIMSHHUE ero npuMeHeHus Ha Oe3omacHocTe OC B ceccHsiX NMPHUBWICTHPOBAHHBIX U
HETIPUBHIJIETPOBAHHBIX TI0JIb30BaTEINEH.

Taxxe npu npoektupoBanun W pazBuTuu Mexanmsma MKI[ B OC Astra Linux nenecoodpazto
WCIIOJIb30BaTh CYIIECTBYIOIME anpoOMpOBaHHbIE IPAKTHKH, TOBbIMIalomMe 3(dexTHBHOCTD
ympasnenust focrynom B OC cemeiictBa Linux. Oxna u3 Hux Gasupyetcs Ha npumeneHun LSM-
Moxaynst AppArmor, peanu3yroniero 6oiee pasBuTble ueM nTatHble a1t OC paccMaTpuBaeMoro
CeMeiCTBa TEXHOJIOTHH TUCKPELMOHHOro ympaeieHus poctynom [21]. [dauubiii LSM-momynb
MO3BOJIIET HA3HAuaTh IIpaBa JOCTyNa U OrpaHM4MBaTh JoCTyn K pecypcam OC xonkperHomy I10
MIOCPEJICTBOM COOTBETCTBYIOLIMX eMy mpoduieit AppArmor. HemocpeacTBeHHOE NpHMEHEHHE
AppArmor B OC Astra Linux 3aTpyJHeHO B CBSI3U C MPaKTUUECKOH HEBO3MOXKHOCTBIO BepU(HUKAILINN
3TOTO MeXaHU3Ma M obecriedeHus K HeMy noBepus. OqHako camu npodunn AppArmor MOTyT OBITh
TIOJIE3HBI JJIs HACTPOHKK MexaHn3moB 3amuTel OC Astra Linux n B nepsyo ouepens MKII.

B nenom passutue MPOCJI AIl-monenu, Bkirouas cootBeTcTByromero MKI] Broporo ypoBHs ee
HEePapXUUECcKOro MPEICTAaBICHHUS, IPOSKTHPOBAHNE STOT0 MEXaHU3Ma YIIPABICHHS JOCTYIIOM IS
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JanpHeWIero BHeApeHus ero pesynbratoB B OC Astra Linux Bemercs B «I pymme AcTpa» B paMKkax
pean3anuy eIMHON METOIOJIOrHHU pa3paboTku Oe3onacHoro cuctemHoro [10 [22].

B cBsI3M C W3NOXKEHHBIM CTaThsl OPTaHM30BaHA CIEAYIOMMM o0pazoM. B cremyromem pasmene
paccMaTpUBAaIOTCSl OCHOBHBIE HOBBIE 31eMeHThl cooTBercTBytomero MKI[ Broporo ypoBHsS
nepapxuaeckoro npexacrasinennss MPOCII [ll-monenu. B pa3nmene 3 aHammM3upyroTcs pe3yabTaThl
npoeKkTupoBaHms anantupoanHoi kK MKL] TexHOIOTHE KOHTEHHEPHOH BUpTyanu3auy. B pasmene 4
U3MaraloTcs TEXHOJOTMHM U CIIGHApUM HEMOCPEACTBEHHOro 3amycka npuknaaHoro IIO Ha
MPOMEXKYTOUHBIX WIIM OTPHLIATENBHBIX YPOBHAX LienocTHOCTU. Pa3aen 5 mocssmen Hactpoiike MKI]
Ha ocHoBe mpaswi npoduieii LSM-monyns AppArmor. 3akirodeHHe 3aBEpIIaeT CTaThio, B HEM
MOJBOAATCSI UTOTHM BBHINOJHEHHOIO K HACTOAIIEMY BPEMEHH TEOPETHUECKOTO M IPAKTUYECKOTo
npoektupoBanusi Mexanmsma MKI[ OC Astra Linux, a Takke paccMaTpHBAIOTCS JallbHEHIINE
HaIpaBJICHHUSI 3THX UCCIIEAO0BAHMIA.

2. Hoeblie anemeHmbi coomeemcmeyrouje2o MKL emopozo ypoeHs
uepapxu4yeckozo npedcmasneHuss MPOCJI AlM-modenu

B mpenmpimymem pasgene Obuio otmedeHo, uto MPOCII AIl-momens SBIsieTCS OCHOBOH IS
pearmzaii MeXaHM3Ma YIIpaBIIeHUs AocTyrmoM B monacucteme o6e3omacHoctn PARSEC OC Astra
Linux. ITpu 5TOM B KOHTEKCTE IIPOBOANMOTO aBTOPAMH HCCIIEIOBAHMSA O IIepepaboTKe W Pa3BUTHIO
MKII nMeHHO B COOTBETCTBYIOLIMI €My BTOPOH YpOBeHb Hepapxuyeckoro npencrasienus MPOCII
JII-Monenn BHOCHTCS HAWOOIbIICE YHCIO W3MEHEHWH. YacTh 3THX HM3MEHCHUH yKe ObUIH
npexactaeiaeHsl B [13]. Cpenu HuX HauOOJbIlICe 3HAYCHHE [UIs MOBBIIICHUS 3((EeKTHBHOCTH
npumMenennss MKI[ wmeror cnenuanbHble MeTk (uiaru) cymmocted ((pailioB M Kataioros),
TIO3BOJISIOIIUE TIOBBICUTH THOKOCTh HACTPOHKH 3TOTO MEXaHU3MA.

Paccmotpum ux nozppoOHee, JUIsl 4ero MCHoJIb3yeM HEKOTOpble 0003HAUYEHHMs, 3a/JaHHbIe Ha NIEPBOM
(poneBoro ymnpasieHus JOCTYIIOM) M BTOPOM YPOBHSIX uepapxuieckoro npeacrasienuss MPOCII [11-
MOJIEIH:

e U — KOHEYHOE HEeMyCcTOoe MHOKECTBO YUETHBIX 3aIUCeH MONIb30BaTeNeH;

e S — KOHEYHOE HENyCTOe MHOXECTBO CYOBEKTOB (IIPOLIECCOB) YUYETHBIX 3arucei
TOJI30BaTEIEH;

e E =0 U C - xoHeYHOE HeMyCTOe MHOXKECTBO CYIIHOCTEH, rie O — MHOYKECTBO CYIIIHOCTEH-
00bekToB ((haitnoB), C — MHOXXECTBO CYIIHOCTEH-KOHTEHHepoB (kaTanoros). Ilpm stom
cretyeT oOpaTUTh BHUMaHMe, 4TO B (DOPMalIbHBIX MOJENSX YNPABICHHS JOCTYIIOM IO
«KOHTEHHEPOM», KaK IMpaBHJIO, MOHMMAETCS COCTABHAsl CYIIHOCTh (HalpHMep, Karajior B
GaiioBoll cucTeMe), COCTOsIas W3 JAPYIUX CYIIHOCTCH-OOBEKTOB WM CYI[HOCTEH-
KOHTEHHEPOB, K KOTOPBIM [0 OTJAEJIBHOCTH BO3MOXXHO OCYILIECTBJICHHE YIPaBJICHHS
nocrymoM. B koHtekcte cuctemMHoro [1O «koHTelHep», Kak TpaBHIO, OCHOBaHHAs Ha
BUpTyanu3auu TexHoxorus (Harmpumep, Docker mm Podman) msomsmm nporreccos OC u
JOCTYITHBIX UM pecypcoB. [loaTomy nmanee, Bo n30exaHUe MyTaHUIIBL, B CITydasX, KOTa pedb
HZIET O KaTaJorax (aiIoOBON CHCTEMBI, HCIOIB3YETCSl TEPMUH «CYIITHOCTh-KOHTCIHHEDY;

e R — MHOXecTBO poJiel;
e NR — MHOXeCTBO 3anpemaonmux poei;
¢ AR — MHOXECTBO aJIMUHHCTPATUBHBIX POJIEH;

o (LI, <) — peméTka ypoBHE# METOCTHOCTH, ITPH 3TOM 3aJaHbl MUHUMAIBHBIH i_low = ®LI u
MakcuManbHbIi i_high = @LI aemMenTsl peméTku, COOTBETCTBEHHO;

o iy U— LI - pysxuus, 3amarommas U KaKI0i YIETHOM 3aIMCH M0JIb30BaTeNs €€ YpOBEHD
LEJIOCTHOCTH — MAaKCHMAJIBHBIA pPa3pelIeHHBIH YPOBEHb IEJIOCTHOCTH CYOBEKTOB,
(YHKIMOHHUPYIONIHNX OT €€ NMCHHU;
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ie: E — LI — dbyHKIus, 3amar01mas ypoBeHb HENTOCTHOCTH IS KaXKIOM CYIIHOCTH;
ir RUNR U AR — LI — ¢yukuus, 3amarommas Ui Kax a0 pojin, 3aIpearoei poau
WIN aIMUHUCTPATUBHON POJTU €€ YPOBEHbB IIEJIOCTHOCTH;

iss S —> LI — ¢yskmms, 3amaromas mis KaxmIOro CyObeKTa €ro TEeKyIIHi YpOBEHb
LEIOCTHOCTH.

Torna cooTBETCTBYIOIIME ClIEIIMAILHBIM METKaM ((iaram) CymHocTei 1 posiel GyHKIMH 3aJat0TCs
cienyronM oopasom:
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IRELAX: C U R U NR U AR — {true, false} — ¢hyuxums, 3amarommas crocod moryaeHus
JOCTyMa Ha 3alllCh K CYIIHOCTSIM-KOHTEHHEpaM, pOJIAM, 3alpeliafolliM pOsAM H
aJIMUHUCTPATUBHBIM POJIAM C Y4eTOM MJM Oe3 ydera MX ypoBHS IeiocTHocTH. Eciu
JIOCTYII Ha 3allUCh K CyIIHOCTH-KOHTeHHepy miH poin ¢ € C U R U NR U AR paspemén
CYOBEKTY S € S TONBKO C TEKYIIMM YPOBHEM LIETOCTHOCTH OOJBIINM MM PaBHBIM YPOBHS
IEJIOCTHOCTH 3TO# cymHocTH-KoHTeiHepa (is(S) = ie(c)) mmu pomm (is(S) > i(c)), To mo
ompeneneHuto BhImonHsAeTcs paBeHCTBO IRELAX(c) = false, B mpoTuBHOM ciydae
BemmosiHsAeTcs  paBeHCTBO IRELAX(c) = true (Hampumep, Takoe 3Ha4YeHHE
COOTBETCTBYIOILETO (hlara y Karajuora «/tmp», JOCTYII Ha 3alHCh K KOTOPOMY HEOOXOAUMO
o0ecreunTh Ipoleccam ¢ JIF0OBIM TEKYIMM YPOBHEM LienocTHOCTH). [Ipu aToM, naxe eciu
IRELAX(c) = true, T0 cyOBEKTYy S pa3pelieHO INepeUMEHOBBIBATh WM yIAJIATh
HEMOCPE/ICTBEHHO COJIEPXKAILYIOCS B CYIIHOCTH-KOHTEHHEpPE WM POJIM C CYLIHOCTh HIIH
poias e € E U R U NR U AR ¢ ypoBHEM I1eIOCTHOCTH HE BBIIIE, YeM TEKYILIUH yPOBEHb
LEJIOCTHOCTH 3TOTO CyOheKTa (COOTBETCTBEHHO, Is(S) > ie(€) mmu is(S) > iv(€));

SSI: Eu R U NR U AR — {true, false} — ¢yukuums, 3amaroniasi mopsaok moIydeHUs
JIOCTYIa Ha YTEHHE WIIM MCIOJB30BAHUS MpaBa JOCTYyINa HA BBIMOJIHEHHE K CYIIHOCTSM,
POJISIM, 3aTIPEHIAIOIIMM POJISIM U aJIMHHUCTPATHBHBIM POJISIM C YIETOM MK 0e3 ydera ux
YPOBHS LEIOCTHOCTH. ECIH JOCTYN Ha YTCHHE WM HCIOJb30BaHHE MpaBa JOCTyNa Ha
BBITIOJTHEHHE K cyImHOCTH WitH poiid € € E U R U NR U AR paspemién cyObekTy TONbKO ¢
TeKYIIMM YPOBHEM I[IEJIOCTHOCTH OOJIBIIMM WM PaBHBIM YPOBHS IIEJIOCTHOCTH 3TOM
cymuocte (is(S) > ie(e)) wmm pomu (is(S) > ir(€)), TO MO ONPENENEHHIO BBITOIHIETCS
paBeHctBo SSI(e) = true (Hanpumep, Takoe 3HAa4YEHHE COOTBETCTBYoLIEro ¢uara
1e71eco000Pa3HO 3a/1aTh HEKOTOPBIM (haiiiaM ¢ BBICOKHM YPOBHEM IIEIOCTHOCTH M3 KATAIOrOB
«/etey u «/devy), B MPOTHBHOM cilydae BoIonHseTcs paeHcTBo SSI(e) = false;

SILEV: O — {true, false} — dbynkiwus, 3anaromnas mopsAAOK aKTHBH3AIMU CyObeKTa U3
CYIOIHOCTH-O0BEKTa C YyYETOM VYpPOBHEH IIEJIOCTHOCTH 3TOTO OOBEKTa W YPOBHS
[EIOCTHOCTH YYETHOM 3aIHCH MTOJH30BATEIS, OT IMEHU KOTOPOH aKTHUBU3UPYETCS CYOBEKT
(3T0 TO3BOJISIET MPOLIECCAaM B CECCHM YYETHOW 3aIKCU TOJIb30BaTelNlsl ¢ HU3KUM yYPOBHEM
L[EJIOCTHOCTH 3aIlyCKaTh HEKOTOpbIE MPOLECCHl, KOTOPBIM JIJIsl BBIMOJIHEHUS] WX (QyHKIMH
HEOOXOAMM BBICOKMHM TEKYIIMH YPOBEHb IIEIOCTHOCTH; HAIpUMeEp, C IIOMOIIBIO
COOTBETCTBYIOIIETO (hiiara moMeyaeTCst UCIOIHACMbIH (aili KOHCOMBHON YTHIUTHI passwd,
3aIyCKaeMoM JIi U3MEHEHUS MapoJid HU3KOLEJIOCTHOM YUeTHOM 3amMcH MOJIb30BaTels,
00pa3 KOTOpPOro XpaHWTCS B 0OJaJarolieM BBICOKMM YPOBHEM IIEJIOCTHOCTH (haiiie
«/ets/shadowy);

IINH: C U R U NR U AR — {true, false} — ¢pyuxuus, onpenensttomas crmoco6 3a1aHust
YPOBHA LEJIOCTHOCTHU IIPpHU CO3TaHHUU B CyH_[HOCTHX-KOHTeﬁHean, PpOJIIX, 3arperiaronmnx
POJIIX U AAMUHHUCTPATUBHBIX POJIAX C HACICAOBAHUEM HIIA 0e3 HacCJICAOBaHUA UX YPOBHA
nesoctHocTH. Eciu npu co3/ianuu B CyIHOCTH-KOHTelHepe win B poiu ¢ € CUR UNR U
AR He00X0MO HACIIETOBAHNE X YPOBHS IIETIOCTHOCTH (C YIETOM BO3MOKHOM HX TIOMETKH
¢ nomomnrpio ¢pyHkmu IRELAX), To mo onpenenennto BemounHseTcst paBeHcTBo [INH(c) =
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true, B IPOTHBHOM CJIy4ae, KOTZa Ha CO3/[aBaeMble CYIIIHOCTH WIIM POJIM YCTaHABINBACTCS
MHHUMAJILHBIA YPOBEHB LIENTOCTHOCTH i _|OW, BeImoHsiercs pasenctso IINH(c) = false.

[Ipu aToM B Monenu roBoputcs, uto eciu 3Hadenue ¢pynkuuu IRELAX, SSI, SILEV wmu 1INH ot
CYIIHOCTH WJIM KaKOH-TMOO poiu paBHO IrUE, TO 3Ta CYIIHOCTh WJIM POJb MOMEYEHA C MOMOIIBIO
COOTBETCTBYIOIEH (YHKIIUH.

Taxke B MPOCIJI JI[1-Monenu Mo CpaBHEHHIO C ¢ MPEABLIYIIMMHU PEIAKIMAME JO0ABISIOTCS TPU
CTeuabHbIC aIMIHUCTPATHBHBIC poiii: chmac role, inherit_integrity role u setmac_role. IlepBas —
chmac role coorBerctByer mpusmierui PARSEC CAP CHMAC OC Astra Linux u mo3Boiser
00agaroIeMy €r0 Kak TeKyIiel cyObeKTy MOHMKATh YPOBHH IIEJIOCTHOCTH CYIIHOCTEH, KOT/Ia OHH
HE BBIIE TEKYIIETO YPOBHS IIEJIOCTHOCTH 3TOTO cyOBekTa. Btopas — inherit_integrity role
cootBerctByeT npuBmwiernd PARSEC CAP INHERIT INTEGRITY u obecneumBaer CyOBEKTY
BO3MOXKHOCTB CO3/1aBaTh B CYIIHOCTH-KOHTEHHEpE (KaTajaore) HOBBIE CYIIIHOCTH C HAaCIEAOBAHHEM
YPOBHS 1IEJIOCTHOCTH OT 3TOW CYLITHOCTH-KOHTEHHEpa, Kak eciu Obl OHa OblIa MOMeYeHa ¢ MTOMOIIIBIO
¢ynxumu [INH. Tperbst — setmac role coorBerctByer npusmiernn PARSEC CAP SETMAC wu
paspeniaer CyObEKTY aKTHBU3MPOBATH HOBOTO CYOBEKTa C TEKYIIMM YPOBHEM ILIEJIOCTHOCTH
MEHBIIINM, YeM Y aKTUBH3HPYIOIIEro cyobekTa (10 YMOIYaHUIO UX TEKyIIHUE YPOBHH IETOCTHOCTH
JIOJDKHEI OBITh PaBHBIMH).

Takum o00pa3oMm, nepedrcicHHbIE HOBble (DYHKIMU M POJM IMPUMEHSIOTCS B MOJENM Kak s
yTOuHEeHus nopssaka anmuHucTpupoBanus MKI, Tak u 114 3a1aHus IOpS/IKa HAaCcleI0BaHMUS YPOBHS
LEJIOCTHOCTH OT POJUTENILCKON CYHTHOCTHU-KOHTEiHepa (KaTajora) Impu CO3JaHMM B HEM HOBOI
CyIHOCTH ((paiiina Wik IOAKATaIora).

Tak npu agmunuctpupoBanun MKIL] usmenenue 3nauenuii ¢pyukiwii [INH, SSI win IRELAX ot
cymHoctH (pynkumii [INH u IRELAX ToNbKO OT CyIIHOCTH-KOHTEHHEpA) pa3peleHo CyObeKTy C
TEKYIFIM YPOBHEM IIEJIOCTHOCTH HE HIKE YPOBHS LIETIOCTHOCTH 3TOH cymHOCTH. [IoHmKeHrne ypoBHS
[ETTOCTHOCTH CYIIHOCTH pa3pelieHO TOJBKO CyOBEKTy, OONajaromeMy TEKyIIMM YpPOBHEM
IETIOCTHOCTH HE HIDKE YPOBHS IIEJIOCTHOCTH JTOH CYIIHOCTH M OONajaromieMy TEKyIIHMH
CTICIMAIbHBIMHI aAMHUHUCTPATUBHBIMHU POJIIMH 100t role (crienuaabHON pPONblo, COOTBETCTBYIOIICH
TIOJTHOMOYMSIM cymeprons3oBarens root B OC cemeiictBa Linux) um chmac role (kak anamorom
npusmierun PARSEC CAP_CHMAC). I1pu 3ToM UIs1 OBBIICHHS WITH Ha3HAYCHUS] HECPABHUMOTO
YPOBHS 1IEJIOCTHOCTH 3TOM CYIIHOCTHM WJIM M3MEHEHHUs €€ MapaMeTpoB, 3alaBaeMbIX (yHKIHUEH
SILEV, nonomHutensHo TpedyeTcs, 4TOOBl CyOBEKT OBLT JOBEPEHHBIM (MMET MaKCHMAaJIbHBIH
TEKYIIUH YpOBEHb MENOCTHOCTH i _high) m obmamam Tekyiied crenuanibHON aaMUHUCTPATUBHON
ponbto admin_cap_role.

MexanusMm HacnenoBanus ypoBHel nenoctHoctd B MPOCIT ATT-Moaenu OnuChIBaeTCs CIEyIOITUM
obpasoM. IIpu co3maHHMM B CYNTHOCTH-KOHTEHHEpPEe IO YMOJIYAaHHIO HOBas CYIIHOCTh IIOJIy4aeT
MHHHMAJIbHBIA YPOBEHb LIEJIOCTHOCTH 1_low. VICKIIIOUeHUSIMU SIBJISIIOTCS Cily4dau, KOT/ia CYIIHOCTh-
KOHTelHep momedyeHa c¢ momouibio ¢yHkimu IRELAX wmm IINH, wim co3manue B Heit
OCYILIECTBIIIETCSI CyOBEKTOM, OOJaJaONmIUM TEKYIIeH CIeNUabHOW aJIMUHUCTPATUBHOW POJIBIO
inherit_integrity role. Ecnu cymHocth-koHTeiHEp momeueHa ¢ momortibio (yrkiuu IRELAX, To
YPOBEHB IIEJIOCTHOCTH HOBOM CYIIHOCTH yCTaHABIIMBACTCS PAaBHBIM HAaMOOJBIIEH HIDKHEH rpaHune
3HAUEHUH YpOBHEH LEIOCTHOCTU CYHIHOCTU-KOHTEHHEpa M TEKyIEro YpOBHS LEIOCTHOCTU
OCYIIECTBIISIIOIETO co3/anne cyObekTa. Ecim cymHOCTb-KOHTEHHEp He NMOMEYeHa C IMOMOIIBIO
¢ynxunu IRELAX, Ho momeuena ¢ nomomsio (ynkimu [INH, nnm coznanue B Helt ocymiecTBiseTcs
CcyOBeKTOM, 00JIaIat0MKM TEKYIIEH CrennaabHON aMUHICTPAaTHBHON poJibio inherit integrity role,
TO HOBAs CYIIIHOCTh HACJIeyeT YPOBEHb LENOCTHOCTH OT CYIIHOCTH-KOHTeHHepa. Kpome Toro, ecin
CYIIHOCTb-KOHTEMHEDP, B KOTOPOH OCYyINECTBIAETCA co3fanue, nomedeHa IINH, To cosnaBaemas
CYIIHOCTh-KOHTEHHep Takxke nomeuaercst [INH.

Eme oxgro HOBOBBeneHne B MPOCII JIII-monenu KOCHYIOCh MeXaHW3Ma MepeMEIIeHIsI CYIIHOCTH,
kotopomy B OC cemeiicTBa Linux cOOTBETCTBYET, HAIIPUMED, TPUMEHEHNE KOHCOJIFHOH YTHIUTHI MYV.
OTOT MEXaHM3M, 10 CYTH, OJIM30K K MEXaHU3MaM IIEPEUMEHOBAHNS CYIITHOCTH, a TAK)KE CO3JaHUS UITH
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yaaneHus «kecTkux» cchliok (hard link) Ha cymHocTH-00BeKThI. [TOCKOIBKY SIBHO OH HE OBLT OITMCaH
B IPEIBIIYIINX PEAaKIMAX MOJEIH, a MPU €ro NMPUMEHEHNH HEOOXOAMMO YYUTHIBATh TPEOOBAHUS
MKI], ObIT0 pemeHo ydecTh €ro OCOOCHHOCTH B IPAaBWIIC IEPEHMMEHOBAaHHS CYIIHOCTH BHIA
rename_entity(x, y, old name, name, z, z'). 3To IpaBUIIO MO3BOJISIOT CYOBEKTY X IEPEUMEHOBATH HJIH
MIEPEMECTHTH CYIIIHOCTB Y, BXOJSIIYIO B COCTAaB CYIIHOCTH-KOHTEIHEpa Z, B CYIIIHOCTh-KOHTEWHED Z'
(TIpu IeperMEHOBAHUY Z U Z' COBIAAAIOT), K KOTOPBIM CYOBEKT X JOJDKEH UMETh JOCTYIIBI Ha 3aIiCh
n obnazate JIMOO TEKyIIeH CIerUaTbHOW aJMUHHCTPATHBHON POJIbIO root role, MO0 TEKyIIMMHU
POJSIMHM WM aIMMHHCTPATHBHBIMH POJISIMH, MMEIOIIMMH K HHMM IIPaBO JOCTYIa Ha BBINOJHEHHE
execute;, 1 OTHOBPEMEHHO He 00J1a/1aTh TEKYIIMMH 3alPeIaloUMHU POJISIMU, IMEIOLIMMH K Z 1 Z' 3TO
mpaBo focTyna. [10CKONbKy Ha CYIIHOCTh-OOBEKT MOXKET OBITh HECKOIBKO (CKECTKHX» CCHUIOK B
OJHOW CYIIHOCTH-KOHTCHHEpPE M, CIEIO0BATEIbHO, HECKOJBKO HMMEH, TO B NPaBWIO A00aBIECH
IIapaMeTp, yKa3bpIBAIOLIEH CTapoe NMS CYIITHOCTH, TTo yIesKaliee 3aMeHe. Takke B IpaBHiIe 9TOTO BUAA
MPOBEPSIETCS HAIMYHE Y CYIIHOCTH Y YPOBHS LEJIOCTHOCTH, HE MPEBOCXOAAIIETO TEKYIIETO YPOBHS
LIETIOCTHOCTH CYOBEKTa X. BBITIOTHEHHE 3TOr0 yCIOBHS IS CiTydasi, KOTJja CYIIHOCTb-KOHTEIHep Z'
moMedeHa ¢ momomipio ¢pyHknun IRELAX, nmpoBepsieTcsi HEMOCPENCTBEHHO, AJISl OCTAIBHBIX CIIyYacB
obecrieunBaeTcsl 3a CYET HAMYMS y X JIOCTYNa Ha 3allMCh K CYNIHOCTHU-KOHTEWHEpY Z', B COCTaB
KOTOpOTo OyZET BXOIUTH Y.

B pesynprate paccMOTpeHHBIE B pa3zielic HOBBIE 3JIEMEHTHI BTOPOTO YPOBHS HEpapXHUECKOTO
npeactasiaennss MPOCII JIII-moneny O3BOJIMIIM B €€ paMKax CIPOSKTUPOBATh U IPOaHATM3UPOBATh
ucnonesyromue MKL] TexHomornu, KoTopsle paccMaTpuBalOTCs B MOCIEAYIOIINX Pa3aenax.

3. AGanmupoeaHHasi kK MKL| mexHosio2usi KOHmMeuUHepHOU eupmyanu3sayuu

Kak yxe 0bu10 ot™Meueno, MPOCJI JII1-monens, siBnstommasics ocHoBoi Mexannsma MKI[ OC Astra
Linux, m0CTaTO4HO BBIpa3UTENbHAs, YTOOBI YYHTHIBATH MHOTHE CYIIECTBEHHBIE OCOOEHHOCTH
¢yHkunoHupoBanus cucteMHoro 110, B TOM uncIie npuMeHseMbIe B HEM TEXHOJIOTUH KOHTEHHEPHOH
BUpTyanu3auy. Taxke oHa O3BOJIAET UCTIONB30BaTh IPU MOJIETTUPOBAHUN IPOU3BOJIBHYIO PEIIETKY
YPOBHEH LIEJOCTHOCTH, YTO B CBOIO OuYepeb JAaeT BOZMOXKHOCTh pa3pabarbiBaTh U BHeAPATH B OC
Astra Linux 6azupyromuecs Ha MKI HOBBIE TeXHOJIOTHH 3aIATHI.

OnHOIt M3 HUX CTala KOHTEeiHepHas BupTyanu3anus (B HepByro ouepenp TexHosorusi Docker),
kotopas B couetanun ¢ MKI] no3Bossiet n3zonupoBats HepoBepeHHoe 110, CHU3UTh PUCKY BIUSHUS
ysa3BuMocTei B TakoM [10 Ha 6€30IacHOCTh OCTaIBHOIO CHCTEMHOTO U npukianHoro [10.
QOyHKIMOHUPYIOIIEe Ha YPOBHE LIEJIOCTHOCTH, COOTBETCTBYIOIIEM BBIICIICHHOW HEHEPapXUUECKOI
kareropuu, HemoepeHHoe I1O (Hampumep, Opaysep, KOTOphIi 0OpabaThiBaeT camble pa3HbIe
MIOTEHIIMAJILHO «OTAaCHbIe» JaHHBIE U3 ceTH MHTEepHeT), 1ake eciM MOBEPrHETCS aTake HapyIIHTeIs
WM 3apa)KEHHIO BUPYCOM, HE OyJeT MpeJICTaBIsATh OMACHOCTH IS JOBEPEHHBIX BBICOKOIIETIOCTHBIX
komnoHeHT OC. Ha puc. 1 npuBeaeHa cxema JaHHOTO npuMepa, rie Henosepennoe I10 3amyckaercs
B KOHTEIHEpe-«IIeCOYHHUIE» Ha HEeHepapXxWiyecKOM YpPOBHE LENOCTHOCTH «Bupryanmmsamums»
0x00000002 (B cooTBeTCTBYIOMIECH Macke OMT HEHYJIEBOH TOJNBKO BTOpOH OWT), a moBepeHHoe [10 —
Ha MaKCHMaJbHOM YpOBHE NEJOCTHOCTH «BrwIcokmii», ucmompdyemMoM B OC Astra Linux mo
ymoryanuro — 0X0000003F (To ecTh COOTBETCTBYIOIIEE EMY JIECATUYHOE 3HaUeHHE — 63).

BaxHO OTMETUTH, YTO TaKas TEXHOJOIHUS YCIIEIIHO 3alUIAeT CUCTEMHbIE KOMIOHEHTBI, UMEIOIIEe
ypoBeHsb nesocTHocTH «Boicokuin» (0x0000003F), koTopble YacTo UCHONB3YIOT MPOLECCH OT UMEHN
MIPUBHJICTUPOBAHHBIX YUETHBIX 3aMUCEH MOb30BaTeNel, Hanpumep, anMuauctparopoB OC. OnHako
(aiiipl, ¢ KOTOPBIMH OOBIYHO pPabOTAIOT MPOLECCH OT MMEHH HENPUBIICTHPOBAHHBIX YUETHBIX
3amMceil TMoJib30BaTeNel WMEIOT ypoBeHb menocTHocTH «Hmskuity  (0x00000000), a Ha
MIPOMEKYTOYHOM HEHEPapXUIECKOM ypOBHE IeTIocTHOCTH «Bupryammsamms» — 000000002, n oHn
OCTarOTCSl TIOABEP)KCHBI aTaKaM, B TOM YHCJIE C HCIIOJIb30BAaHWEM BHPYCOB-«IIH(POBAIBIIIKOB.
[losBneHMe Takux CreHapHeB aTtak cosmano ¢ gampHedmuM pazButreM MKI] B OC Astra Linux
pennza 2021 r., KOTOpOE NPUBHECIIO B PEIIETKY YPOBHEH LEOCTHOCTH JIMHEWHBIH (MepapXUuecKuii)
YPOBEHb LEIOCTHOCTU. OTOT YPOBEHb LEIOCTHOCTU CTal YKa3blBaThCA IOCIE HEHEPapXUUYECKUX
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Kareropuii, Hanpumep, Tak: 0x00000002:-128. Ero ucnoiap30BaHre MO3BOJIUIO YCOBEPIICHCTBOBATh
amantupoBanHylo kK MKIl TexHomormio 3amycka KoHTelHepoB B OC Astra Linux s
TIPOTHUBOJICHCTBIS «MEKKOHTEHHEPHBIM» aTaKaM U JUIA 3aIIUTHI OT SKCIUTyaTaluy ysa3BuMoctei [10
B KOHTeHHepax, QyHKIMOHUPYIOIIMX B CECCUSX HENPHUBUIIETHPOBAHHBIX IMOJIb30BATENCH.

Tak «MeXKOHTECHHEPHBIC)» aTaKW MPOUCXOAT, KOT/Ia HAPYIIUTENb UCTIONB3YET YSI3BIMOCTh B OTHOM
KOHTEIHepe U1 JOCTyIIa K pecypcaM WM IIPUBIICTHAM JIPYTOro KOHTeHHepa, QyHKINOHUPYIOIETO
Ha TOoi ke xoctoBoM OC. PaHee mpH 3amycke HECKOIBKHX KOHTEHHEPOB Ha OJHOM YpPOBHE
uenoctHoctd «Buprtyammsarmms» (0x00000002) B OC Astra Linux oauH W3 KOHTEHHEpPOB MOT
MOTEHIMAJIFHO aTaKoBaTh APYrod KOHTEHHEp JUIsl 3aXBaTa YIPABJICHMS HaJ HUM WIN MOIy4YECHHS
HECaHKI[MOHUPOBAHHOTO JOCTYIIA K €ro JaHHBIM WK pecypcaM (puc. 2).

Poautenbckuin 63
npouecc
N Bbicokuit
e . ypoBeHb
AgMUHUCTPaTOp Q LeNoCcTHOCTH

e
R\
&
e

-

KoHTeiiHep
(«necouHuua»)

v4 fead
-

Hapywwurens

WHTepHeT

Puc. 1. Cxema uzonsyus nedosepennozo 110 Ha 8blOeieHHOM Heuepapxuueckom yposHe
yejlocmuocmu.
Fig. 1. Scheme of isolating untrusted software at a dedicated non-hierarchical integrity level.

@ ~

i KoHTeiHep N21
KoHTeiiHep Ne2 create (une:nqunp an)
(«necounuuan) ua

Puc. 2. Cxema «medxckonmeunepro» amaxu.
Fig. 2. Scheme of "inter-container" attack.

[IpumeHeHNe TMHEHHBIX YPOBHEH LIETOCTHOCTH, HarIpUMep, -128 1 -10, mo3BosIeT BBINOIHUTD 3aITyCK
STHX KOHTEHHEPOB Ha pa3HBIX YPOBHSX, UTO 3aIIMIIAET KOHTEHHEp C OOJBIINM YPOBHEM IETOCTHOCTH
(ma puc. 3 3to 0x00000002:-10) oT aTaku M3 KOHTEHHEpa C MEHBIIUM YPOBHEM IEJIOCTHOCTH (Ha
puc. 3 ato 0x00000002:-128), Tak Kak P MOMBITKAX MOJyYEHHUS COOTBETCTBYIOIIETO JOCTYyIa Ha
3aMrUch M3 BTOPOTO KOHTeWHepa 3To Oyzaer 3ampemieHo Mexanuzmom MKII. TIpu stom wm3omsims
BTOPOro KOHTEWHepa OT IMEepPBOIO HE OCYMIECTBISETCSA, TO €CTh INPEIOJIAraeTcsi, 4To B IEPBOM
KOHTelHepe QyHKIMOHUpYeT MeHee «ornacHoe» 110, uemM Bo BTOpOM.
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KoHTeliHep N22 KoHTerinep N21
(«necouHmLan) e («necounmuar)

Puc. 3. Cxema 3augumol om «mencKonmeuHepHo» amaxu.
Fig. 3. Protection scheme against "inter-container" attack.

Kpome Toro, ¢ ucnons3oBanneM peanusoBanHoro B Mexannzme MKI] ¢iara, coorBercTByromero
paccMoTpeHHOH B npepinyiieM paznene Gynkiun IRELAX, Bo3Mo)kHa moMeTka o0LIero karauora
(nampumep, «home/<user>/Downloads»), CMOHTHPOBaHHOTO BHYTPb 3alyICHHBIX Ha pa3HBIX
YPOBHSIX LIEJIOCTHOCTH KOHTEiHepax. DTO JAacT BO3MOXKHOCTh TaKMM KOHTEHHEpaM OOMEHUBATHCS
JIAaHHBIMU KaK MEXTy cOOOH, Tak ¥ ¢ IpyrMMH IPOIIECCaMH YUETHOH 3aIliCH MOJIb30BaTelsl, OT HIMEHU
KOTOPBIX OHH BCE (h)YHKIIMOHHUPYIOT.
BMecte ¢ Tem janeko He Bcerja HapylIMTeb HalleleH Ha 3axBar ynpasieHus Hag OC B 1esoM.
Wuorma emy mocTaTodHO 3amm(ppoBaTh AAHHBIC HENPHBHIETHPOBAHHOTO IIOJIB30BATENs], YTOOBI
JIOCTUTHYTh 3KOHOMHYECKHX IeJIell cBoel araku. PaHee mpu TakoM CIEHapuH TIPH 3aITyckKe
KOHTEHHepa B CECCHH HENPHBIIICTUPOBAHHOTO TIOIB30BATENS M PEaM3alli aTaKd BH/A «IIO0eT U3
KOHTeitHepay (Ha puc. 4 OH IMeeT ypoBeHb HenocTHocTH «Huzkuity 0x00000000:0) HapymuTens Mor
TIOJTyYHTh JOCTYII KO BCEM AaHHBIM ((paiiiaM MM KaTajaoraM) COOTBETCTBYIOIIETO ITOIb30BATENS, TaK
KaK OHU UMEIOT TOT )K€ HeuepapXudeckuil ypoBeHs nenoctHocTH «Huskui» (0x00000000:0).

(%) & 0
v Huskwit
OBEHb
write/create et

eNOCTHOCTH
KoHTeiiHep MonbsoBaTens W

128 | .. | -1 0 1 - | 127

Puc. 4. Ilpumep amaku uz konmetinepa na yposte yerocmuocmu « Husxuiiy.
Fig. 4. Example of an attack from a container at «Lowy integrity level.

OpnHako, eciM 3aIycKaTh KOHTEHHEp, YIpaBieHHe HaJ KOTOPHIM MOXET MOTCHIIMAIBHO 3aXBATHTh
HapyIIUTeIh, HAa TOHWKEHHOM JIMHEHOM YpOBHE 11eTI0CTHOCTH (Hampumep, Ha 0x00000000:-128), To
Mmexanm3M MKI] He MO3BOSIUT HAPYIIUTEIIO TTOMYYUTh AOCTYI HA 3aIMCh K JJAHHBIM, HaXOISIIHMCS
Ha ypoBHe nenoctHoctr «Huzkuity 0x00000000:0. Takum 00pa3oM, CYIIECTBEHHO CHIDKACTCS PUCK
YCIIENTHOTO  BBINOJHEHWSI aTaK BHPYCOB-«IIH(POBAIBIIMKOB» TPH 3axBaTe HAPYIIUTEIEM
KOHTelHepa, (YHKIMOHUPYIOIIETO OT WMEHM YYeTHOW 3alucH  HENPUBHICTUPOBAHHOTO
MOJIH30BaTEIIA.

PaccmoTpum 00paTHyr0 CHTyaluio, KOr/a HaJo 3aIllUTHTh KOHTEHHEp OT JPYrHX IIPOIECCOB,
(YHKIMOHMPYIOIIMX OT IMEHH HEKOTOPOH OOIIeH /Uil HUX y4eTHOMW 3aIicy mons3oBartels. Bens Bce
yalle JaXke B CECCHUSX HENPUBUIETHPOBAHHOIO TOJIb30BATENs B KOHTeHHepax 3amyckaercs 110,
KOTOpOE Ha/I0 O00ECTeUuTh IOMOJNHUTENBHOM 3ammuToil (Hampumep, O6anHkoBckoe [10 mm I1O,
yCTaHaBIIMBaEMOE JUIS AOCTYIA K TOCYIapCTBEHHBIM aBTOMATH3UPOBAHHBIM cHcTeMaM). {7t 3Toro ¢
ucnonb3oBanreM mexannmdma MKI npensiaraercst 3amyckaTtb COOTBETCTBYIOIIME «3aIUIIAEMbIE)
KOHTEHHEpHI Ha MOJI0KUTEIILHOM JINHEHHOM ypOBHE LeJIOCTHOCTH (Ha puc. 5 3to 0x00000002:1).
Panee 1nOn0XUTENbHBIA JIMHEWHBIH YPOBEHb LIEJIOCTHOCTH HE MCIOJB30BAJICS, T.K. CaM 3aIlyCK
MIPOIIECCOB HAa TAKOM YpOBHE ObIT HeBO3MOXKeH. [Ipeskie Bcero 3To OBIIO CBSA3aHO C TEM, YTO COTTIACHO
tpeboBanusiMm MKII [1], Bo-mepBBIX, YpOBEHH IIEIOCTHOCTH JIIOOOTO TOAKAaTajora wiu ¢aiiia,
CoJiepIKaIerocs B KaTajore, JOJDKEH OBITh HE BBIIIE YPOBHS LEIOCTHOCTH 3TOTO «POIAUTEIIHCKOTOY
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KaTayora (B TOM 4HCIIC, KOPHEBOTO KaTajuora «/», o yMONTYaHHIO JTMHEHHBIH YPOBEHb IIEIIOCTHOCTH
KoTOporo O0b11 paBeH 0). Bo-BTOPHIX, YPOBEHB IIEIOCTHOCTH TIpOIiecca JOHKEH OBITh HE BHIIIE YPOBHS
HEJIOCTHOCTH WCTIONHsEeMOro (Qaiina, 3 KOTOPOro OH ObUI 3amymieH. Takum oOpa3oM, JTHHEHHBIH
YPOBEHB LIEJIOCTHOCTH JIF00OT0 TIpoliecca He MOT IIPEeBOCXOAUTH 0.

Hcxonst nx 3T0T0, UTA 3aITyCKa «3aIlUIaeMbIX) KOHTCHHEPOB Ha MOJIOKUTEIBHOM JIMHEHTHOM ypOBHE
[ETIOCTHOCTH TIOTpeOyeTcss Ha3HAUCHHE IIOJIOXKUTENBHOTO JIMHEHHOTO YPOBHS IEIOCTHOCTH
(nanpumep, 127) He TOJIBKO COOTBETCTBYIOIIMM 00pa3aM 3THX KOHTEHHEPOB, HO M BCEM HaXOJSIIIMCSI
BBIIIIC UX B HepapXuH (aiIoBOI CHCTEMbI KaTaJIOTOB IUIOTh 1O KOPHEBOTO KaTaslora «/».

IlogBonmst WTOr, pPacCMOTPEHHBIC TEXHOJOTHM SIBISIIOTCS TIPUMEPOM TOTO, Kak BaKHA IIPU
UCTIONB30BAaHUM KOHTEHHEPHOM BHpTyajHM3allid OCHOBaHHas Ha mpuMeHeHnH MmexaHmsama MKI]
MHOTOYpOBHeBasi 3amuTa. ClienyeT OTMETUTh, YTO LEJbI0 MPOBEACHHOTO HCCIIEI0BAHMS OBUIO HE
000CHOBaHHE IPEUMYIIECTBA KOHTEHHEPHOH BUpTyalIHM3alMu Uil obecredeHnsi Oe30MacHOCTH
¢ynxunonupoBanus pasnmgaoro [10 B OC Astra Linux, a BeIpaboTKa TEXHOJIOTHH, NO3BOJISIOIICH
3¢ EeKTHBHO UCTIONB30BATh At 3TOro MexanmsM MK,

PopauTenbcKuii
npouecc 6 3
Boicokmit
\N‘.\\e ypoBeHb
ApMUHUCTPaTOP Q LeNIoCTHOCTH

e‘»\e

Lo

e é‘ >
write/ =
i £} K Ne1
‘«Kmrrenﬂep N-g») create - OHTeliHep -

Puc. 5. [lpumep 3anycka «3awuugaemo2o» KOHmMeuHepa Ha NOA0ACUMENbHOM TUHEUHOM YPOGHE
YenoCcmHoCmu.
Fig. 5. Example of running a "protected" container at a positive linear integrity level.

HpI/I 9TOM MOKHO OTMETUTH CJICAYIOIINEC TOCTOMHCTBA I[aHHOﬁ TCXHOJIOTHHU:

e PaccmarpuBaemast TexHOJIOTHs Oa3upyeTcs Ha ucroiab3oBaHuy Mexannzma MKII, koTopsrit
B OTJIMYME OT MHOTHX JPYTMX MEXaHW3MOB 3alUTHl (HAPUMEp, 3aMKHYTasl IpOrpaMMHast
cpena Wi OJIOKMPOBKA HHTEPIPETATOPOB) pabOTAET MO YMOJIYAHHIO, HAYWHASL C OCHOBHOTO
(Ha3bIBaeMoro «Y cuiieHHbIN» Witk «Boporexk») pexxuma 3ammtbl OC Astra Linux. [Tpu atom
3aMKHYTast IPOrpaMMHas cpefia Wi OJOKHUPOBKA HHTEPIIPETATOPOB OTPAHMIMBAIOT COCTAB
paspemierHoro i uctons3oBanus [10, a MKI] — wHer;

e KoHTeliHep NO3BOJISIET yIakoBaTh B Hero mnpukinagHoe [1O co BceM HEOOXOIMMBIM
OKpPY>KEHHEM B MAaKCHUMaJbHO KOPOTKHE CpOKH. IIpum TOM, 4TO OJHOBpEMEHHBIH 3amyck
paznmuaHoro [10 BHE KOHTEIHEPOB Ha PA3IIMYHBIX YPOBHSX IIEJIOCTHOCTH MOXET IMPUBECTH K
Hepa3pemnMbIM TPOTUBOPEUYMAM MHpH UX JocTyme K obmmMm pecypcam OC (cdaitmam,
KaTajoraM, COKeTaM M [Ip.), TaKk Kak MOXeT TOoTpeOOBaTh YCTAHOBKM JJISI HHX
HECOBMECTUMbIX nTapameTpos MKII;

e [lpu ucroNb30BaHNN KOHTEHHEPHOH BUPTYaIM3allMd MOTYT HOSIBIISTHCS JIOTIOJHUTEIIHHBIC
yA3BUMOCTH, B TOM 4HCIE€ B cocraBe KOMIOHEHT siapa OC (XOTS OHM BCTpedaroTcs
JOCTAaTOYHO peaKo). OHAKO I HapyIIUTENS IPOIKCIUIyaTHPOBATh 3TH YSI3BIMOCTH OyeT
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TOpas3io CI0KHEE, KOTAa KOHTEHHEp (YHKIHOHUPYET Ha OTPUIATEIHHOM JINHEHHOM YPOBHE
1enocTHOCTH. [Ipy 3ToM ¢ ydeTom m3omanun KoHTeHepoB cpenctBamu OC [u1st BBISBICHUS
AQHOMAJIHOTO «ITOBEICHUS» AaTaKOBAaHHBIX HAPYIINTEIEM KOHTEHHEPOB B IEPCIEKTHBE
BO3MOJKHO HCIIOIb30BaHKe aganTHpoBaHHEIX K MKI] MeTo0B MammHHOTO 00y4YeHNSI.

4. TexHoM02UU U cyeHapuu HernocpedcmeeHHO20 3arycKa NPUKIadHo20
IO Ha npomexymoYHbIX unu ompuyamesibHbIX yPOBHSIX 4esIocmHocmu

Ha mowmenTt Hanwmcanust Hactosimei ctatbu, B OC Astra Linux mpakTHuecku HE HCIIONB3YIOTCS
MIPOMEXYTOUHBIE HEMEpapXHUUeCKHe YPOBHHU IEJIOCTHOCTH, a JIMHEHHBIH ypOBEHb LIEIOCTHOCTH HE
MPUMEHSETCs] BOBCE. DTO HETaTUBHO BimMsieT Ha Oe3onacHocTh OC, Tak Kak pacuIupsieT HOBEPXHOCTh
aTaKy, MO3BOJISI HAPYLIUTEI0 IKCILTyaTUPOBATh YA3BUMOCTH KOHKpeTHoro mpuxiaaaHoro 110 ms
pactpoctpanenus ataku Ha Bcio OC. [ToaToMy paccMOTPEHHYO B IPEIBIAYIIEM pa3/iesie TEXHOIOTHIO
3aycka KOHTCHHEPOB Ha MPOMEKYTOYHOM HEHEePApXHUUECKOM WIIM HEHYJICBOM JIMHEHHOM YpPOBHE
LEJIOCTHOCTH IeJIECO00Pa3HO alalTHPOBaTh I 3alycka npukiagHoro 10 HemocpeacTBeHHO, TO
ecTh 0e3 MPUMEHEHHs KOHTCHHEPOB.

OCHOBHOI1 CITO’)KHOCTBIO TIPH BEIPAOOTKE TEXHOJIOTHH U CIieHapueB 3ammycka [10 Ha mpoMexyTouHOM
HEWepapXM4ecKOM WIIM HEHYIICBOM JIMHEHHOM YPOBHE IIEJIOCTHOCTH YacTO SIBJSUIACH HEKOPPEKTHAS
pabora 1O ¢ mexammsmom MKI], 4ro mpwBOAMIO K OTKa3y OT HCIONB30BAHUS ITHX YpPOBHEU
LENOCTHOCTH. B pesynmbraTe MpOBENCHHOTO HCCIICHOBAHUH OBUTH BBIABICHBI THIIOBBIC OIIMOKH,
BO3HUKatomue npu padore Takoro [10, 4TO MO3BOIMIIO NPEIIOKUTD CIIOCOOBI MX YCTPAHEHUSL.
Paccmotpum mepBrIit ciieHapuii: 3amyck npukiagHoro [10 Ha MPOMEKYTOYHBIX HEHEPAPXUIECKIX
YPOBHSX LIENOCTHOCTH. B paMkax ero mcciieioBaHus OBDIH MPOAaHATH3MPOBAHBI 14 MOMyJISPHBIX
rpaduueckux npuioxeHui (Hanpumep, daiinossiit meHemkep fly-fm, menuareep vic, Gpaysepsr
chromium u firefox, rpaduueckuii pegakrop gimp u Apyrue), koropsie 3ammyckanuck B OC Astra Linux
penuza 2024 r. (1.8.1) Ha ypoBHe 3amuThl «BopoHex». TectupoBanue 3toro 10 mokazano, 4to B
LEJOM OHO KOPPEKTHO (YHKIMOHHPYIOT Ha IPOMEXYTOUHBIX YPOBHSX LEJIOCTHOCTH 0e3
HEOOXOMMOCTH 3HAYUTEIBHBIX JOPA0OTOK WJIM HACTPOMKH cO CTOpOHBI ammuuucTpatopa OC.
OnHaKo OCHOBHOW BO3HMKAIONIECH 3/1€Ch TPYJHOCTBhIO cTayny ommoOku jnoctyna 110 k ceccuoHHOM
IIMHE MEeXIporieccHoro B3aumozeiicteust D-Bus. [Togcuctema 6e3omacHoctr PARSEC peanmnzoBana
TakuM o0pazom, uto [10, 3anmymieHHOe Ha YpOBHE IEJIOCTHOCTH, OTIIUYHOM OT YPOBHS IIETIOCTHOCTH,
C KOTOPBIM OB OCYIIIECTBIICH BXO/T ITOJIH30BATENS, HE UMEET JocTyma K muHe D-Bus. 310 mpuBowT,
HanpuMep, K HEBO3MOXKHOCTH 3aIlCH B HEKOTOpHIE (aifiibl, a Takxke 3amycka apyroro I10. Xors
uHora Takoe [10, He mMest nocTyma K muHe D-Bus, yacTHYHO 00X0IUT 3TO OTpaHUYCHHE, UCTIONB3YS
pe3epBHBIC MeXaHW3MBI. HampmMep, BMecTo ImTatHOro TpeOyromero moctyma k D-Bus menro
«Coxpauuth kak» B (haitmoBom menemkepe fly-fim, takoe I1O mMoxeT 3a1eiCTBOBATh AaHATIOTHYHBIC
TexHosoruu u3 cpes rpapudeckux odonouek GNOME wunu KDE Plasma. Taxoke 1O nmst cBoeit
JambHENIel ycrenrHoil paboTsl MoKeT MoTpeGoBaTh MEPBOHAYATIFHOM HACTPOWKH MIIM 3aIllycKa Ha
MaKCUMAaJIbHOM YpOBHE IEJIOCTHOCTH «BbICOKHMi» (0 yMmomdanuto 63), UYTO YCIIOXKHSET
aBTOMATHU3AIMIO €ro paboThl Ha APYTHX YPOBHIX UENOCTHOCTH, wiu [1O moxer moTtpeboBaTh
MpeABapUTEIHLHOM OMETKH HEKOTOPHIX KaTaioros (aramu MKL [INH mwm IRELAX.

s oGecrieueHnss KOPPEKTHOTO B3aMMOJCHCTBHSA, (YHKIMOHHPYIOIIETO HA IPOMEXKYTOUHBIX
HEUepapxXuuecKux ypoBHAX meiocTHocTH 10 ¢ mmuoit D-Bus, MOXXHO HCHONB30BaTh OJHY W3
CIEAYIOIUX TEXHOJIOT Uil

1. 3amyckars, eciii 3T0 BO3MOXKHO, miporieccsl 10 ¢ ucnonp3oBanumem yrumutel dbus-launch,
ycranapnuBatomend uisi [10 niepeMeHHbIe cpefibl, MO3BOJISIONINE €My MOIKIIOUYUTHCS K
mmae D-Bus.

2. VYnamars nepemennyto okpyxennss DBUS SESSION BUS ADDRESS s 3amyckaembix
npoueccoB 1O, npu OTCYTCTBUM KOTOPOH aBTOMAaTHUYECKH CO3A€TCA HOBas CECCUOHHAs
muHa D-Bus, k kotopoit I1O cMokeT nmoIKII0UUTHCS.
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3. 3amyckaTb HECKOJIbKO JOIOJIHUTENIBHBIX CECCHOHHBIX IIMH — IO OXHOW I KaXKIOTO U3
HECPaBHUMBIX HEHEPAPXMUECKUX YPOBHEH IEJIOCTHOCTH (a TAKKe OJHY JUIS OTPULIATEIbHBIX
ypoBHei#i 1ienoctHOCTH). [IpHu 3TOM HY>KHYIO IIMHY ITepeAaBaTh 3amryckaeMomy mporeccy [10
yepes nepemenHyto okpyxkeanss DBUS SESSION BUS ADDRESS.

Bce Tpu TeXHOIOTHH AOITYCTHMBI [UIS HCTIONB30BAHMS, OTHAKO B pAMKaX HACTOSIIETO MCCIIEIOBAHNA
OblIa IPYMEHEHA IMEHHO TPEThA, KaK MOKa3aBIIasi COBMECTUMOCTH € OOJBIIMHCTBOM TECTHPYEMOTO
[TO. Tem He MeHee, ee Heb3sl CIUTATh MTOTHOCTHIO YHUBEPCATIBHOMN, M HCCIIEIOBAHMS I10 TTOBBIICHNIO
ee 3(h(heKTUBHOCTH OYIYT IPOJOIKEHBI.

Paccmotpum BTOpOI crieHapwii: 3amyck npukiagaoro 10 Ha OTpUIATENBHBIX JTMHEHHBIX YPOBHIX
[IETTOCTHOCTH. B oTimdue oT HenepapXudeckoro ypoBHsI IIETTOCTHOCTH, TPUMEHEHHE OTPHLIATEIIBHBIX
JVHEHHBIX YPOBHEH MOXKET OBITh IOJE€3HO HE CTOJIBKO B CECCHH  «BBICOKOLIEIIOCTHOTO»
HPUBHIIETUPOBAHHOTO agMuHKCTpaTopa OC, CKOIBKO B CECCHH «OOBITHOT0» HEMPUBHUIIETUPOBAHHOTO
TMOJIB30BATElIs, MPOLECCHl OT MMEHM YYETHOM 3aIlliCH KOTOPOro (YHKIHOHUPYIOT Ha HyJICBOM
HenepapXu4ecKoM ypOBHE LIEIOCTHOCTH. AHaJIOTMYHO KOHTEeHHepaM HerocpecTBeHHbIH 3ammyck [10
Ha OTpULATEJIFHOM JIMHEHHOM  YPOBHE  LEJOCTHOCTH  IO3BOJSET  3AIlUTUTh  JIaHHBIC
HETIPUBHIET MPOBAHHOTO MOJIL30BATEIs OT SKCIUTyaTanuu ys3siumMocted B [10, HanpuMep, 3apaskeHust
BUPYCaMH, B TOM YUCJI€ BUPYyCaMU-«IIH(POBAIBIIUKaMI». TeM He MeHee Takas H30JISIIUS IIPOLIECCOB
I1O co3pmaer cioxxHOcTH. Hamprmep, 1Mo yMOIYaHHIO NPOLIECC, 3aMyIICHHBI Ha OTPULIATEIEHOM
JMHEHHOM YPOBHE IIEJIOCTHOCTH, HE IMEET IIPaB Ha 3aIMCh K OOJIBIIMHCTBY (haiiyIOB 1 KaTaIoroB, 4TO
MOYKET OIPaHUYHTh €ro PYHKIHOHAIBLHOCTb.

B cBs3u ¢ 3THM B XO7€ HMCCenoBaHMs Obuta pa3paboTaHa TEXHOJIOTHS, MO3BOJISIIONMIAS 3aITyCKaTh
npuknagaoe 10 Ha OTpHLATENBHBIX JIMHEHHBIX YPOBHSAX IIEJIOCTHOCTH, OOecrieumBasi IpH 3TOM
HeoOxoaumble ipaBa goctyma [10 x pecypcam OC 6e3 yrpo3 ms 6e3omacroctd ocranbHoro [10. s
3TOTO, KaK ¥ B ciydae ¢ 3armryckoM I10 Ha MpoMeXyTOYHBIX HEHEePapXUIECKUX YPOBHSX LIEITOCTHOCTH,
UCTIONB3yeTCs ToMeTKa HeKoTophix KatamoroB ¢guaramu MKL] IINH mwm IRELAX, B ToM wmcie
CIIEYIOINX TIIOJKATAJOrOB JOMAIIHUX KaTajloroB Ioib3oBartenel: «/home/<user>/.cachey,
«/home/<user>/.configy, «/home/<user>/.config/sessiony, «/home/<user>/.config/autostart»,
«/home/<user>/.local/share», «/home/<user>/.local/share/applications», «/home/<user>/3arpy3ku» u
JIpYyTuX TOA0OHBIX KaranmoroB. Kpome Toro, morpeboBajioch Ha3HAU€HHE MHHHUMAIBHOTO YPOBHS
yesoctHoct 0x00000000:-128 daiinam «/dev/nully, «/dev/zeroy» u psiny npyrux ¢aiinos u3 karanora
«/dev», 1ocTyn Ha 3aIKCh K KOTOPHIM HEOOXOAMMO HPEIOCTABIISTh MPAKTHUECKH BCeM nporieccam. 1,
Kak ObIJIO OTMEUYEHO paHee, ObUIO MPEIUIOKEHO 3aITyCKaTh AOMOJHUTENBHYIO cecCHOHHY0 D-Bus Ha
oTpuIarensHoM ypoBHe nenoctHoctr 0x00000000:-128.

B uenom npumeHenue 1i1st 000uX clieHapueB TexHOJoTHi HacTpoek Mexannzma MKI[ OC Astra Linux
MO3BOJIMIIO O0eCTIeYnTh (PYHKIIMOHUPOBaHHs BEIOpaHHOTO Jyis TecTupoBanus [10 B 00enx cuieHapusix
€ro 3amycka: Ha NPOMEXYTOYHOM HEHEPAPXMYECKOM WM OTPHLATEILHOM JIMHEHHBIX YPOBHAX
[eTOCTHOCTH. J[aHHBIE TEXHOJOTHH TaKKe BKJIFOUAIOT HACTPOHKY pabovyero crojia aAMHHUCTPATOpa
CHCTEMBI 1 HETIPUBHIIETMPOBAHHOTO TI0JIB30BATEII AT yI0OCTBa aBTOMATHYECKOro 3ammycka nmu [10
Ha COOTBETCTBYIOIIMX YPOBHSAX LEJNOCTHOCTH. [Ipm 3ToM B JanpHelmeM eme NOTpeOyroTcs
MCCIICIOBAHMS 110 YJYYIICHHIO 3THX TEXHOJIOTMH, B YacCTHOCTH IO HWHTETPAllMM CECCHOHHOM
muHbl D-Bus ¢ Mexannm3zmom MK

5. Hacmpolika MKL] Ha ocHoee npaeun npodunet LSM-modyns AppArmor

Kak yxe Obuto ormeueHo, AppArmor — 310 LSM-Momyns, peanu3yromuid JAUCKPEIHOHHOE
yIpaBlIeHUE JOCTYNOM, MO3BOJISIOIIMII Ha3HAa4yaTh IpaBa JAOCTYNAa M OrPaHMYMBATh OOCTYI K
pecypcam OC cemeiicta Linux xoakpeTrHoMy 1O mocpencTBOM COOTBETCTBYIOIINX €My MPOQUMIEH,
3arpyxaembix B 3T0T Moayib sapa OC [21]. Kaxaplii npoduins AppArmor COCTOMT M3 HpaBuII,
OospIrast 9acTh W3 KOTOPHIX, KaK MOKAa3ald HCCIEAOBAHUS, peaiam3yeMbl MexaHmmoMm MKI]
MIOCPE/ICTBOM €T0 COOTBETCTRYIOMIEH HacTporku. [Iprmvepamu peammzyembrx MK mpasu npodumneit
SBJISTIOTCSl Ha3HAUeHWE MpaBa WM, HAoOOpOT, 3ampeT Ha YTeHHe/3alHCh/HCIOIHEHHEe (ailyioB
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(mpaBmila BUma «r», «w», «x» U apyrue). Mmerorcs Hepeanmmzyemble MKI] mpaBwiia, HampumMep,
TIpaBHJIa B3aMMOJCHCTBHSI ¢ CecCHOHHOM mHOM D-Bus (mpaBuia Buga «dbusy), KOHTPOJIS pecypcoB
(mpaBumo Buaa «rlimity) 1 HeKOTOpeIe npyrue. P U3 3THX mpaBmiL, KOTOPhIE HEb3s Pealn30BaTh
mexanmsmMoM MKI] B oOmem ciyuae (Hampumep, NpaBwia BHIa «mount», yCTaHaBINBAIOIINE
pa3pelieHrs: Ha MOHTUPOBaHUE KaTaJIOrOB APYT HA JPYra), MOXXHO BBITIOJHUTH Il KOHKPETHBIX
HanbOosee BOCTpeOOBaHHBIX clieHapueB (Hanpumep, mexannsm MKI] 3ampemiaer MOHTHpOBaHHUE
KaTajora ¢ MEHBIIUM YPOBHEM IEJIOCTHOCTH Ha KaTalor ¢ OOJBLIMM WIIM HECPAaBHUMBIM yPOBHEM
HesocTHocTH). YacTh HemocpencTBEHHO Hepeannsyemblx MexanmsmMoMm MKI] mpaBun MoxHO
BBINIOJIHUTh WTaTHeIMH cpenctBamu OC. Hampumep, ¢ momorsio orpannuuBatomiero st [10
JIOCTYITHBIE €My CHCTEMHBIC BBI30BBI MEXaHM3Ma SECCOMpP MOXKHO pEaM30BaTh IIpaBHIa HA
ONMOKHpOBKY (aiinoB (mpaBmwia Buma «k») WM Ha paspelmieHne OTOOpaXeHHS B MaMATH
ucroJHseMoro (aiiia (mpaBmiIa BUaa «my).

Hawnb6onee rouno mexanmsm MK mo3BossteT Beipa3uts npasmia npodueit [10, ycTaHaBmHBarommx
IpaBa JI0CTyTa K (aifflaM Wi KaTajoraM B Mpenroioxkenue, 9ro 31o [10 OyneT pyHKIMOHNPOBATH
Ha YPOBHSX LENOCTHOCTH MEHBIINX MAKCUMAJIBHOTO YPOBHSI IIEJIOCTHOCTH «BBICOKHI», TO €CTh Ha
MPOMEXKYTOUHBIX ~HEHEPAPXHUYECKUX, HYyJICBOM WM OTPUIATEIbHBIX JIMHEWHBIX YPOBHAX
LETIOCTHOCTH. PaccMOTpuM NpHMepHl, KOTOPBIE CTAJI OCHOBOM TEXHOJIOTUH MPUMEHEHHs podrIeit
AppArmor g HacTpoiiku MexanmmMa MKL;:

e IlpaBmia, ycTaHABIMBAOIIKE 3alPET HA YTCHHE K (ailyiaM WK KaTaJoraM (BHIa «r»), MOTYT
OBITH peann30BaHbl Ha3HAYCHUEM MM MAKCUMAJIBHOTO YPOBHS LIENIOCTHOCTH «BBICOKHI»
(manpumep, 0x0000003F:0) u ara SSI;

e [lpaBuia, ycTaHaBIMBAIOLIME Pa3pelICHUs] HAa CO3JaHHE, yIalleHUE, 3alucCh, JO3AINCh B
(aiin wu katajor (Buma «w» HIH «a»), MOTYT OBbITh pEeali30BaHbl yCTAHOBKON YPOBHS
HETOCTHOCTH (haiina WM KaTajJora paBHBIM YPOBHIO IIEIOCTHOCTH mporeccoB toro I10,
KOTOPOMY HEOOXOAMMO pa3pelinTh K HUM JOCTYI (3TO TaKkKe ITO3BOJIIET 3alpPETUTh
paccMaTpuBaeMble IOCTYIBl K (haiflaM M Katajoram IpoLeccaM, MMEIOIINM MEHBIIHE
YPOBHH LIEJIOCTHOCTH);

e [lIpaBuiia, ycTaHaBJIMBAIOLINE pa3pelleHNs] Ha UCTIONIHEHUE (aiia (BHaa «X»), MOTYT OBITh
peaqn30BaHBl HAa3HAYCHHEM €My YPOBHS IIEJIOCTHOCTH HE HIDKE YPOBHS IIEJIOCTHOCTH
nporneccoB Toro 110, koTopoMy HEOOXOAMMO pa3pennTb JTOCTYI HA UCTIOJIHEHHE K 3TOMY
(haitmy;

e [IpaBuia, ycTaHaBIMBAIOIINE pa3peIIeHNs HAa I3MEHEHNE TUCKPEIIMOHHBIX MPaB JOCTyTa K
(aiinam mim karanoram (Buaa «chmod»), He MOTYT OBbITh HENOCPEACTBEHHO Peali30BaHbI
Mexaan3MoM MKII, HO 3TOT MeXaHH3M B I1€JI0M MO3BOJISIET 3aMPETUTh H3MEHEHHE ITHX TIPAB
K (haiiiam WM KaTajioraM mporieccy, 00J1ajaloeMy MEHbIINM HIH HECPaBHUMBIM YeM Y HUX
YPOBHEM LIETIOCTHOCTH.

B koHTekcTe paccMaTpuBaeMOW TEXHOJIOTMM TakXKe TMPEACTaBsieT HHTEpPeC MPUMEHEHUE
HCTIONIb3yeMOM ISl HACTPOWKKH AppArmor yTuiuThl aa-logprof. Dta yTuiaura B mporiecce padoThl
Tectupyemoro [10 ananu3upyer cooOImeHus, MoydaeMble 0T HAXOAAIIErOCs B COCTOSHUH 00y4eHHS
(Complain) AppArmor, mociie 4ero mpejyiaraeT npaBwia s cooTBeTcTBytomero 10 mpodws,
KOTOpBIE, C OMHON CTOpOHBI, Mo3BOIKT [10 (hyHKIMOHUPOBATH, a, C IPYrod CTOPOHBI, YCTAHOBST
3arpeThl U paspelneHust st 6e3omacuoi pabotsl aToro I[10. Pazpaborka ananora yrumuts aa-logprof
Ju1st HacTpoiku Mexann3mMa MKLI, Ho3BONUT yCKOPUTD pellieHHe STOU 3a/1a4H U YK€ OCYIIECTBIISIETCS
aBTOpaMH.

6. 3aknro4yeHue

B Hacrosmiell craTbe H3JI0KEHBI PE3yNbTaThl OYEPEAHOrO 3Tama MPOEKTUPOBAHUS M Pa3BUTUSA
KiroyeBoro a1 6e3onacHoctd OC Astra Linux mexannsma 3ammtsl MK Tlpu 3TOM paccMOTpeHsI
OCHOBHBIE HOBBIE dJeMeHThl cooTBercTByromero MKI[ Broporo ypoBHA HepapXHU4ECKOro
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npencrasiaeanss MPOCJT JITI-monmenu, Ha OCHOBE KOTOPOW OCYIIECTBIISIETCS pPa3padoTKa H
000cHOBaHHME OE30MACHOCTH BCEX MEXaHHM3MOB ympasieHus noctynoMm nanaoii OC. B mepByro
odepenb 3To GyHKIMHU AMs 3a7aHus crenuanbabix GuaroB MKL, ycranaBnuBaeMbix Ha (aiibl WK
KaTaJloTH, a TaKXKE POJIH, COOTBETCTBYIOIINE MCIIONB3YEMBIM JUTs yIpaBicHus mexanusmoMm MKI]
npusmierusiM OC.

C npaKTUIecKoi TOUKH 3PEHUS U3JI0KEHBI TEXHOJIOTHH U CIIEHAPHHY IPUMEHEHUS aIallTHPOBAHHBIX K
MKII TexHOMOruil KOHTEHHEPHOH BHUPTyalW3allMd WINM HemocpeAcTBeHHoro 3amycka IIO Ha
IIPOMEKYTOUHBIX HEHEPAPXUYECKUX WIM OTPULATEIBHBIX JIMHEHHBIX YPOBHSAX LIEJIIOCTHOCTH.
[IpoaHann3upoBaHbl BO3HUKAIOIINE 3/I€Ch TEXHHUYECKHE CIIOXKHOCTH (HAIpHMeEp, CBSI3aHHBIE C
B3aumoieticteueM mporieccoB 1O ¢ ceccuonnoit mmHOi D-Bus), a Takxke crmocoObl X MPEoI0ICHHS.
Tawke omucaHa TexHoJorus Hactpoiiku Mexanmsma MKI] Ha ocHoBe mpaBun mpoduieii LSM-
Moaynsa AppArmor. B 1ieoM 3T TEXHOJIOTHH U CLIEHApUU MO3BOJIAIOT MOBBICUTH Oe3omacHocTh OC,
COKPAaTUTh TOTCHIMAIGHO JOCTYIHYIO IS HapyIIUTENs IIOBEPXHOCTb aTakd, W OO0eCIeYHTh
JOTIOJTHUTEIBHYIO 3allUTy KaK IIPOIEeCCOB, (PYHKIMOHMPYIOUMX OT MMEHH YUYCTHBIX 3ammceil
NPUBWICTUPOBAHHBIX anMuHHCTpaTopoB OC, Tak H «OOBIYHBIX» HETPHBHIICTHPOBAHHBIX
TI0JIB30BaTelIeH (HalpUMeD, 3alIUTUTh UX JaHHBIE OT BUPYCOB-«IIU(QPOBATIBIINKOBY).

B nmanpHeiimem mmaHMpyeTcs MPOJOIDKHUTH 3TH HCCICIOBAHMS, B TOM YHCIIC B HANPaBICHUH Kak
BHEIPECHUS pa3pabOTaHHBIX TEXHOJIOTHH HerocpeacTBeHHO B penu3 OC Astra Linux, Tak 1 pa3BUTHA
mexaamsMa MKIl mis ero mpuMeHeHHWsS B JOMEHHOH HH(PACTPYKType M CETeBBIX (paiioBBIX
CHCTEMaX.
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