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AHHOTANMA. B crathe paccMaTpUBAIOTCA METOMABI AUHAMUUYECKON BEpU(PHKALUM MPOrPAMMHBIX CHUCTEM,
MPECTABIAIOMUX c000i cpeacTra 3ammuThl nHpopMarun (C31) win BKIIIOYAIONIMX TaKHEe CPEICTBA B CBOM
coctaB. /151 obGecrieueHns: BEICOKOTO YPOBHS JOBEPHS M 3AIUIIEHHOCTH MPOTPAaMMHBIX CHCTEM HEOOXO0ANMO
MPUMEHATh Pa3HbIEé METOJABI M TEXHOJOTHH BepH(UKAIMK, MPU ITOM BaKHBl HE TOJHKO MOTCHIHAIbHAS
MOIIHOCTh METOAA, HO BO3MOKHOCTH HCIIOJB30BaTh €0 B PEATBHBIX YCIOBHAX MPOMBIIUICHHOW pa3padOTKH
KPYIHBIX ¥ CJOXHBIX MPOTPaMMHEIX cucTeM. CTpOrocTh W TOYHOCTh BEpPH(PHKAMH 00ECIIeYNBAIOT
(hopMasTbHBIE METOIbI, OJJTHAKO UCTIOIb30BAHUE KIACCHYECKHX (OPMATBHBIX METOIOB TUKTYET 0CO0ObIE, KpaiiHe
BBICOKHE TPeOOBaHMS K MEPCOHATY M BICUET 3a cOOOM HOMOIHUTENbHBIC Tpyao3aTparhl. CTaThs mpeasaraer
TEXHOJIOTHIO AuHamMu4eckoi Bepubukanuu C3U, KoTOpas, ¢ OTHON CTOPOHBI, OJIM3KA K TEXHHUKAM
TECTHPOBAHUs, MMOITOMY IPOLIE Ui OCBOCHUSI MH)XEHEPaMU-TECTUPOBLIMKAMH, W, C JPYroil CTOPOHBI, B
KadecTBe 0a3bl HCIOJB3yeT (opMalibHBIE MOJENH YIPAaBICHHS JOCTYIIOM W CIeNH(UKAIMA BHEITHAX
unTepdeticor C3U, xotopere yxe mossisiorcs y paszpadorunkoB OC n CYBJI, 4bs MpORYKIMS JOJDKHA
COOTBETCTBOBATh TPEOOBaHUAM HOBOTO HammoHanbHOro cranmapra ['OCT P 59453.4-2025 «3ammra
nHpopmarmu. DopmanbHas Mojenb yhpasieHHs noctynoM. Yacte 4. PexomeHpmammu 1o BepUQHKAIIUH
cpencTBa 3alUThl  MHOOPMAIMHK, pPEATH3YIOLIEro IOJWTHKU  YIPABJIEHHS JOCTYIOM, Ha OCHOBE
(hopMaTM30BaHHBIX ONMUCAHUN MOJENH YIPAaBICHUS AOCTYHOM». JlaHHBI CTaHAApT TaKKe MPEICTaBICH B
cTathe.

277



Petrenko A.K., Devyanin P.N., Efremov D.V., Karnov A.A., Kornykhin E.V., Kuliamin V.V., Khoroshilov A.V. Methods of runtime
verification of industrial information security tools based on formal access control models. ISP RAS, vol. 37, issue 3, 2025. pp. 277- 290.

KiroueBble ciioBa: JuHaMu4eckas BepuMKalys; MOHMTOPHMHI; TECTUPOBAHME Ha OCHOBE MOJelei;
(bopmasbHas MOJENb YIIPaBICHUS JOCTYIIOM; QyHKIHOHAIbHAS clelU(HKALUS.

s nutuposanus: [lerpenxoA K., lessuun I1.H., Edpemos /1.B., Kapaos A.A., Kopuasixusn E.B., Kyxsivmun
B.B., XopommioB A.B. Merogsl AWHaMHYEeCKOH BepU(HKAIMM IPOMBIIIICHHEIX CPEICTB 3alUTHI
nHpopMarmy Ha ocHOBEe (OpMaIbHBIX Mojeiell ynpasnenus nocrynoM. Tpyast MUCIT PAH, Tom 37, Bbim. 3,
2025 r., ctp. 277-290. DOI: 10.15514/ISPRAS-2025-37(3)-19.

Methods of Runtime Verification of Industrial Information Security
Tools Based on Formal Access Control Models.

123 A K. Petrenko, ORCID: 0000-0001-7411-3831 <petrenko@ispras.ru>
4P.N. Devyanin, ORCID: 0000-0003-2561-794X <pdevyanin@astralinux.ru>
1D.V. Efremov, ORCID: 0000-0002-9916-056X <efremov@ispras.ru>
L3 AA. Karnov, ORCID: 0000-0002-2066-9946 <karnov@ispras.ru=
12 E.V. Kornykhin, ORCID. 0000-0001-9303-3132 <kornevgen@ispras.ru=
123V V. Kuliamin, ORCID: 0000-0003-3439-9534 <kuliamin@ispras.ru=
1235 A V. Khoroshilov, ORCID: 0000-0002-6512-4632 <khoroshilov@ispras.ru>

lvannikov Institute for System Programming of the Russian Academy of Sciences,
25, Alexander Solzhenitsyn st., Moscow, 109004, Russia.

2] omonosov Moscow State University,
GSP-1, Leninskie Gory, Moscow, 119991, Russia.

3 National Research University, Higher School of Economics
20, Myasnitskaya ulitsa, Moscow, 101978, Russia.

4RusBITech-Astra,
26, Varshavskoe, Moscow, 117105, Russia.

> Moscow Institute of Physics and Technology (MIPT),
9, Campus per., Dolgoprudny, Moscow region, 114701, Russia.

Abstract. The paper discusses methods of runtime verification of software systems that are security protection
mechanisms (PM) or include such mechanisms in their design. To ensure a high level of trust and security of
software systems, it is necessary to use different verification methods and technologies. In this case, not only
the potential power of the method is important, but also the possibility of using it in real conditions of industrial
development of large and complex software systems. The rigor and accuracy of verification are ensured by
formal methods; however, the use of classical formal methods dictates special, extremely high requirements
for personnel and entails additional labor costs. The article proposes a technology for runtime verification of
PM, which, on the one hand, is close to testing techniques, therefore it is easier for test engineers to master,
and, on the other hand, uses formal access control models and specifications of external PM interfaces as a
basis, which are already appearing among OS and DBMS developers, whose products must meet the
requirements of the new national standard GOST R 59453.4-2025 "Information Security. Formal access control
model. Part 4. Recommendations for verification of information security tools implementing access control
policies based on formalized descriptions of the access control model. This standard is also presented in the
article.

Keywords: runtime verification; monitoring; Model Based Testing; formal access control model; functional
specification.
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1. BeedeHue

Teme obecrieueHus 3alUTHl MPOTPAMMHBIX W IPOTPAMMHO-AIIAPATHBIX CHCTEM YAEISETCS BCE
Oosbiee BHUMaHKue. OCOOEHHO Ba)KHO BBINOJHEHUE TpeOOBaHUN HHPOPMAIIMOHHON 6€3011acHOCTH
K caMuM cpenctBam 3amutsl nHpopmanuu (C3M). Crnextp C3U noctaTodHO MIMPOK, HO B JAHHON
crathe Mbl pokycupyemcst Ha C3U, KoTopble BXOIAT B COCTaB U, O CYTH, 1K€ BBIIOJIHSIOT YacTh
¢yHKIMIA 10 3aIUTe MHPOPMAIMU TaKMX KOMIIOHEHTOB 0a30BOr0 IPOrpaMMHOI0 0OeCHeYeHUs
(ITO) kak onepanonnsie cucteMsl (OC) u cucremsl ynpasinenus 6azamu nanubsix (CYB/]). Takue
C3U obecrieunBaloT KOHTPOIB 332 oOecreueHrneM KOPPEKTHOCTH TPENOCTaBICHUS (FUIH 3ampera)
JOCTyNIa TEX WM WHBIX MPOrpaMM/TIPOIeccoB (CyOBEKTOB JMJOCTyma) K TE€M WIH HHBIM
MPOTPaMMHBIM U MPOTrPaMMHO-ANINAPaTHEIM CYITHOCTSAM (00BEKTaM AocTyma, (aiiaaM, KaHaIam
BBOJIa-BBIBOJIA, porieccaM M T.1.). Porre OC u CYB/] siBisieTcst oCHOBOIIONAraiomei B 00ecnedeHun
MHPOPMAIMOHHOW OE30MaCHOCTH, 3TUM H OOBSICHIETCS BBIOpAaHHBIN B MaHHOH craThe (okyc
paccMOTPEHNUS, XOTS PACCMAaTPUBAEMBIN METOA M TEXHOJIOTWH MOJOOHOTO Poja, KOHEYHO, MOTYT
NPUMEHSTHCS U 1ist Bepudukanuu C3U apyrux BUIOB.

[ToBoOM K TOSIBIICHUIO AAHHOM ITyONMKalMy CTalW 3aBeplLICHHE pa3pabOTKH M YTBEP)KACHHE
HOBOTO HanuoHanbpHOTO craHmapra [OCT P 59453.4-2025 «3ammra uapopmanuu. GopmansHas
MoJieTb ynpasieHus: aoctynoMm. Yacte 4. PekomeHpanuu 1o BepH(UKAIUU CPEICTBA 3aIUUTHI
nH(OpMaLUK, PeaIU3yIOIEro MOJUTUKU YIPABJICHUs JOCTYIIOM, Ha OCHOBE (hOpPMalN30BaHHBIX
onucaHui Mojenu ympasiaeHus goctynom» [1]. daunsiit I'OCT npomomkaeT cepuio CTaHIapTOB
T'OCT P 59453:

e TOCT P 59453.1-2021 «3amurta wHpOpManuu. DopmaiabHas MOICIb YIPABICHUSA
noctyroM. Yacte 1. OOmme nonoxeHus» [2];

e T'OCT P 59453.2-2021 «3ammra wuHpopmanuu. dopmaibHasi MOJENb YIPaBICHHUS
nocrynom. Yacte 2. Pekomenaanuu no Bepudukanuy GopmManbHOH MOJIEIH yIIPpaBICHHs
Joctynom» [3];

e T'OCT P 59453.3-2025 «3ammra wuHpopmanuu. DopmanbHasi MOJENb YIPaBICHUS
noctynoM. Yacts 3. Pekomenaanuu no pazpabotke» [4].

Crangaptel Obutn paspaboranbl PenepabHON CIy’KO00H MO TEXHHYECKOMY M SKCIHOPTHOMY
koHTpOII0 (DCTIK Poccun), MHCTHTYTOM CHicTeMHOTO iporpamMMupoBadus uM. B.I1. FIBanHMKOBa
Poccuiickoit akamemmn Hayk (MCII PAH), OOmecTBOM ¢ OTpaHHYEHHOW OTBETCTBEHHOCTEHIO
«PycbUTex-Actpa» (OO0 «PycbUTex-Actpa») n PenepaabHbIM aBTOHOMHBIM YUYpEXIACHHUEM
«"ocynapCcTBEHHBI  HAyYHO-HCCIENOBATENbCKUI  MCMBITATENILHBIA ~ WHCTUTYT — MIpoOiemM
TEeXHHYECKOH 3amuTsl nHGopMarun dexepalIbHON CITy>KOBI IO TEXHHYECKOMY U HKCHOPTHOMY
koHTpOIIO» (DAY «THUUU ITT3U ®CTIK Poccumny).

IlepBbIif M3 3THX CTaHAAPTOB COMEPKUT OOIIME TONOXKEHUS M KPUTEPHH, KOTOPHIM JOJDKHBI
COOTBETCTBOBaTh (hopMasibHble MOJen yrpasienus noctynom (®MJI). Bropoii cranmapt naer
PEKOMEHAAIMN 10 HCIOJB30BAHMIO METOIOB BepHU(UKALMU U oOmpenenseT TpeOOBaHUSA K
WHCTPYMEHTaM BepHHUKaIMH (OPMATBHBIX MOJENe ympaBleHus JOCTymoM. TpeTtnit ctaHmapt
ONMCHIBAET PACIIUPEHHBIE PEKOMEHIANU 1O pa3paboTke (HOpMaNbHBIX MOJENEH B YCIOBHAIX
CO3JJaHUS 1 CEPTU(UKALIMK KPYITHBIX IPOTPAMMHBIX CHCTEM, B YaCTHOCTH, oTedecTBeHHbIX OC.
Jlanee B cTaThe MPEICTaBICHBI KPATKHAE CBEIEHHS O CTaHAAapTe, ONMCHIBAIOIIEM PEKOMEH/IAINH 110
JUHAMUYECKON BepHOUKAIIMM CPEeICTBA 3aIlIMTHl HWHGOPMAINH, pPEATH3YIOMIEr0 IOIUTHKH
ynpasienust goctynom [1], obmas cxema Bepudukannn C3M, MeTompl 1 TEXHOJOTHH, KOTOPHIE
MOT'YT HCIIOJIB30BAaThCS B PAMKaX CXEMBI, U TpeOOBaHUS K UX BBIOOPY, 00yCIIOBICHHBIE THIIOBEIMU
crieHapusMu Bepudukanum u ceptudukamnuu C3U.
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2. TOCT P 59453.4-2025. «3awjuma uHchopmauuu. ®opmanbHasi Modesb
ynpaesneHust docmynom. Yacmsb 4»

CraHpapT npeAcTaBisieT co00i peKOMEHAAINH 10 BepU(UKAIIUN CPEICTB 3alIUTH WHPOPMALINH,
peaM3yIONMX IOJMTHKH YIpPaBIeHHs JOCTYIIOM, Ha OCHOBE (POpMalM30BaHHOI'O OIUCAHUS
MOJeNH ympasieHus jpoctynoM. OH mpeiHa3HadeH sl pa3paOOTYMKOB CPEICTB  3alHUTHI
nHdopmanuy, a TakkKe JUIS OpPraHoB MO CepTH(UKAIMU W HUCIBITATENbHBIX JIAOOpaTopuil mpu
npoBeaeHun ceprudukam C3U.

B koHTekcTe pa3BUTUS U PACIIUPEHUS HCIOJIb30BaHMSA IMEPCHEKTHUBHBIX TEXHOJOTHM TaHHBIN
CTaHJApT OTKPBIBAET BO3MOXKHOCTH OJJHOI'O M3 COBPEMEHHBIX NOAXOJOB K 3ajjauyaM IOBBIIICHUS
Ha/IeKHOCTH M 3alUIIEHHOCTH NPOrPaMMHBIX U MpPOTPaMMHO-alNapaTHBIX CUCTEM, KOTOPBIH
n3BECTEH Kak JuHamuueckas Bepudukauuu (Runtime Verification — RV) nim TectupoBanne Ha
ocHoBe (opManbHbIX Mogedei (Model Based Testing — MBT?). HaubGosnee wu3BecTHbIM
MEXAYHapoIOHbIM cTaHaapToM, B kotopoM RV u MBT npencrasinsercss Kak OAMH U3
PEKOMEHIYEMBIX 3JEMEHTOB TEXHOJOTHYECKOH IIEMOYKH CO3JaHMS IPOTPAMMHBIX CHCTEM
OTBETCTBCHHOTO HazHaueHus, siBisietcss DO-178C [5] u ero momosnnenus DO-331 (Model-Based
Development and Verification Supplement to DO-178C and DO-278A) u DO-333 (Formal Methods
Supplement to DO-178C and DO-278A). B Poccuiickoii denepaiuu aeiictByet ananor DO-178C,
KoTOphIi u3BecteH kak KT-178C [6].

CemeiictBo crarmaptoB DO-178 mmpoko HCHOIB3yeTcs B 0OJACTH adPOKOCMHUYECKON TEXHUKH.
Ob6mnacts pacpoctpanerust DO-331 u DO-333 moka erie He BeTHKa, HO OHa aKTHBHO PacIIUPSIeTC.
I'naBHBIM (pakTOPOM, KOTOPBIH CIIOCOOCTBYET NPUMEHEHUIO (POPMAaJIBLHBIX METOJIOB B pa3paboTke U
cepTu(dUKAMU TPOTPAMMHBIX CHUCTEM OTBETCTBEHHOI'O HA3HAYEHUs, SIBISIETCS KOHIEHTpAIMs
BHUMaHHA OCHOBHBIX YYaCTHHKOB HPOTPAMMHOTO TIPOEKTA: aHAJIUTHKOB, apXUTEKTOPOB,
WHXKEHEPOB 10 pa3paboTke TpeOoBaHMH, pa3pabOTUNKOB U BEpUPHUKATOPOB - HA 3a/jaue YETKOTO
ompezeneHus GYHKIHOHAJIBHBIX TpeOOBaHUN K MHTepdeiicaM CHCTEMBI C BHEIIHUM MHPOM H K
BHYTpeHHUM uHTepdeiicam. TmarenpHass mnpopaboTka HMHTEpHEHCOB W  MOJJEPKKA HX
crnenuduKani B aKTyaJlbHOM ¥ KOHCHCTEHTHOM COCTOSHMM IIO3BOJSIET Ha CTPOTOH H
CHCTEeMaTHYECKOH OCHOBE KOHTPOJHMPOBATh TOYHOCTh M KOPPEKTHOCTh pEaM3allH MPOEKTHBIX
pELICHUH, Ha paHHUX CTAIUAX MPOCKTHPOBAHUS M Pa3paOOTKH BBIABISATH OTKJIOHEHHS OT HHUX M
MPUHUMATH MEpPHI TI0 UX YCTpaHEeHHI0. To ecTh TIaBHEIA MO3UTHBHEIA BKiIag MBT (TecTupoBaHus
Ha OCHOBE (OPMAIBHBIX MOJIENIEH) COCTOMT HE CTOJIBKO B aBTOMAaTH3alMM COOCTBEHHO
TECTUPOBAHUS, CKOJBKO BO BHEIPEHHWH B NPAKTHKY Pa3pabOTKH OTBETCTBEHHBIX INPOrPaMMHBIX
cucteM (C3U o4eBUIHBIN MPUMEp TaKUX CHCTEM) TEXHOJIOTHI U MPOIECCOB MOCTPOCHUS CTPOTHX
cneuudukanyii GyHKIMOHANBHBIX TpeOOBaHHUI KaK Ha YPOBHE BHEIIHMX MHTep(deicoB, Tak U Ha
YPOBHE OTJEJBHBIX MOACUCTEM U Moxyiel. Eciu cnienudukaniy 3anucpBaroTCsl Ha 0JHO3HAYHO
ITOHNMAEeMOM S3BIKE (@ ellle JydIlle Ha MAaIIMHOYUTAaeMOM SI3BIKE), TO OTKPBIBACTCS BO3MOXHOCTD
peanu3oBaTh €AMHOOOPA3HBIN M HHCTPYMEHTAIBHO MOIJePKAHHBIN MOJXO0 K aHAIN3Y HOJTHOTHI U
KOPPEKTHOCTH PE3YJIbTaTOB Pa3pabOTKH.

IlepBble Tpu wacTu craHmapta [2-4] cocpenoTauMBaIOTCS HE HA BOIPOCAX TECTHPOBAHUS, a Ha
BOTIpOCax pa3padOTKH M BepHUpHUKanuu (HOPMATBHBIX MOJIENEH, KOTOPBIE SBIISIOTCS OCHOBOM IS
tectupoBanust C3U. B HuX paccMaTpHBalOTCS BONPOCHI CTPOTOro OMNHMCAHMS TpeOOBaHWM K
oTneneHbIM  pyHKIMIM (neiictBusM) C3M m  cnenuuKanyu WHTETPATBHBIX TpeOOBaHUit
obecrieuennst nHGOpMaMOHHOI 0€30MMaCHOCTH, TaK Ha3bIBAEMBIX yCI0BHH Oe3onacHocTH. OOnacTb
neiicrBust yerBepToil yactu cranaapra ['OCT P 59453.4-2025 nokpsIBaeT 3a1a4u MPOBEPKH TOTO,
4To Bee TpedoBanust kK C3U, KoTopble IpeacTaBieHsl B GopMabHOM MO/IENH YIIPABIEHHS JOCTYIIOM
n ¢opManbHON (YHKIMOHAJIBHOW cnenugukanuu nporpamMmubeix uHrepdeiico (PCII) C3U,
BBITTOJTHEHB! B TTIOJIHOW Mepe B KOPPEKTHO.

! Cunonumom MBT sensercs cokpamenne SBT — Specification Based Testing, eciiu peus ujer o
(opManbHBIX Criel(UKAIHAK.
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B cranpgapre paccMOTpeHO JBa CLEHapHsi TecTUpOBaHUWs. IlepBbIli CleHapuil mnpearaer
TECTUPOBaTh OOBEKT OIEHKH Ha CHCTEMHOM YPOBHE, TO €CTb HE IOTPYXaThCS Ha YpPOBEHb
OTAEJIBHBIX MOJyJIeH U nozacucreM, kotopbie oopazyror OC nnu CYB/]. Hanpumep, B ciyqae OC
uHTep(EHCOM CHCTEMHOTO YPOBHS SIBIISIIOTCS CHCTEMHBIE BBI3OBBI €€ sifpa. Takoe TecTHpOBaHHE
11e7IECO00PAa3HO MMPOBOANUTH HA OCHOBE (hOPMATBHBIX CHICIM(UKAINI CHCTEMHBIX BBI30BOB, TO €CThH
OCII. Ilpn 3TOM NpenBapUTENbHO HAXO JOKa3aTh, YTO CHENM(HKALUS CHCTEMHBIX BBI30BOB
COOTBETCTBYET TpeboBanusam OMJI.

Bropoii cuenapuii mpeanonaraeT HaaMYUe BO3SMOXXHOCTH BBIICTICHHS U OTIpeeNICHISI HHTEp(ErcoB
Moyt uHpopmMarmonHoi 6e3omacHocTH (B OC Linux Takoit Moxyis 00bI9HO HazbBaeTcs Linux
Security Module — LSM) 1 TecTrpOBaHHs 3TOT0 MOJIYJIS JIHOO TI0 CXEME MOIYIBHOTO TECTHPOBAHHSI
(TO ecTh B M3OIMPOBAHHON Cpeze), TMOO0 TI0 HEKOTOPOH KOMOWHHUPOBAHHOM cxeMme. B mociennem
ciyqae JIMOO TECTOBBIE BO3JACHCTBHS IIONAIOTCA HAa MOAYJIb HETMOCPEICTBEHHO OT TECTOBOW
CHCTEMBI, MUHYSI HEKOTOpBbIe CciIykO0bl siipa OC, nmubo pe3ysibraTbl pabOThl MOIYINS MEpefatoTCs
HETIOCPEICTBEHHO B TECTHPYIOILYIO CHCTEMY U aHATM3UPYIOTCS CIO.

Hcnonp3oBaHue BTOPOH cXeMbl HE OTMEHSET HCIIOJIb30BAHUE MEpBOM. BTopolt cuenapuii, kak u
nr000e MOJYJIbHOE TECTUPOBAaHUE, MMO3BOJISIET JOOUTHCS O0Jiee MOJTHOTO TECTOBOTO MOKPBITHS, HO
TEXHHUYECKU OH CYLIECTBEHHO CJIOXKHEE INEPBOr0, TaK KaK TPeOyeTcsl Co3JaHKe elle OJHOTO CIIOs
(hopMaNbHBIX crieiu(UKanuil HHTEPPEHCOB MOYIISL OC30MACHOCTH U TECTOBOTO OKPY)KEHHUS 3TOTO
MoOayJisd. B paMKax }IaHHOfI CTaTbul MbI OCTAHOBHUMCH TOJIBKO Ha HNEPBOM CHCHApUHU, OIIBIT,
HOHy‘IeHHLIﬁ B OKCIICPUMECHTE II0 pcajin3aliluid BTOPOI'o0 CHEHapusd, OIIMCAaH aBTOpaMHM H HX
KoJuleramu B [7], rae paccMOTpeH MOAXOJ K TECTUPOBAHHIO MEXaHW3MOB YIPABICHUS JOCTYIIOM
OC Astra Linux [8] Ha ocHOBe omucanus Ha s3bike crerupukanuii (Horammu) Event-B [9, 10]
MaHJAaTHON CyIIHOCTHO-poneBoi JIII-mMonenn ympaBineHus AOCTymoM W HH(OpMannOHHBIMA
notokamu B OC cemeiictBa Linux (MPOCIJI AI1-monenn) [11].

B npuioxeHusX K CTaHAAPTY NPUBEICH NpUMEp BepU(HUKALUKM CHCTEMHOTO BBI30BA OTKPBITHSA
¢aiina open W pEeKOMEHIAIMM N0 OLEHKE TECTOBOTO IIOKPHITUS Ha OCHOBE (hopMajbHOU
crienuQrKaIi CHCTEMHOTO BBI30Ba.

IIpumep npencrapiser cHayaia ONUcaHue onepauuu open Ha ypoBHe ®MJI, moToM NpUBOAUTCA
dbopmanbHas cnenupUKaus CHCTEMHOrO BbI3oBa open. 00e (opmanbHble CcHenu(DUKAIUTH
HanucaHbl Ha s3pike Event-B. [lanee npuBoauTCs mpuMep TaOIUIbI, IPEACTABIISIONICH OnMUcaHue
MOJIyYEHHOT'0 TECTOBOI'O MOKPBITUS

3. 0630p pabom e uccnedyemou obnacmu

JanHyro paboTy MOXHO paccMaTpuBaTh KaK OJUH M3 IOJXOJOB K TECTHPOBAHHMIO HA OCHOBE
(hopManbHBIX MOJIeNIeH I 3a4a4 OIEHKH M MOBBIIICHHUS CTETIEHH 3alUIEHHOCTH MPOrPaMMHBIX
cucreM, TO ecTh Mbl roBopuM o Model Based Testing (MBT) B KOHTEKCTE TECTHPOBaHUS
Ge3omacHoCTH (Security testing). DToit Teme MOCBAIIEHO MHOTO MyOuKamumid. JIjist Cy)keHust 001acTu
paccMOTpPEHUS] YyTOYHUM, YTO B KauecTBe (DOPMaJbHBIX MOJEJNCH, KOTOphIE MBI HUCIIOJIb3YeM IS
W3BJICYEHHS TECTOB, OLEHKU PE3YJIbTaTa MX BBIOJHEHHS W ITOJHOTHI TECTOBOTO IMOKPBITHS, MBI
UCTIOJIb3yeM (opMaibHbIe MOEIH O€30I1acCHOCTH, a ellle TouHee (hopMaIbHbIE MOJIENH YIPABICHHS
JIOCTYTIOM.

AnHanuzy paboT B 3TOi 001acTH MocBsiiieH ¢pyHaaMeHTanbHbIH 0030p M. denpaepepa u ap. [12].
ABTOpBI pa3nMYaloT TPU BUAA Mojeneil 0e30MacHOCTH M, COOTBETCTBEHHO, TPH TPYMIIbI LEeneH
TECTHPOBAaHUS Ha OCHOBE TAKUX MOJIEINeil:

° O6HII/IG MOACIIN 0Ee30I1aCHOCTH. HGJ'H) — TCECTUPOBAHHNEC 0a30BBIX COCTaBJIAOIINX
HH(i)OpMaIIHOHHOfI 6C3OHaCHOCTI/I, a HMCHHO, obecrneueHne KOH(i)I/IHCHIII/IaIH)HOCTI/I,
HEJIOCTHOCTH, JOCTYITHOCTH, ayTCHTI/I(l)I/IKaHI/II/I, ABTOPU3ALNU UJIM HEOTKAa3yEeMOCTHU.

e Mogenu ysazBumocteil. Llenp — MOMCK ysSI3BUMOCTEH, NPUBOISALIMX K OINPEACICHHBIM
KJlaccaM HapyIleHUH O0€30MacHOCTH.
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e Mogemn 0e30MacHOCTH WM MOJETCH ympaBiieHWs noctynoM. Llemb — TecTtupoBaHue
MEXaHU3MOB 0€30ITaCHOCTH.

B cBere Takoil knaccuuKanuy ONMCAHHBIM B JAHHOH paboTe MOAXOJ COOTBETCTBYET TPEThEMY
BHAY MOJZETIEH U IeTiel TeCTHPOBaHMs, a IMEHHO TecTHpoBaHuio ¢pyHkunit C3U.

K mepBoMy Bumy mopeneii MOKHO OTHECTH MoJenu ciieHapueB Bosxeiicteus Ha C3U. Iupoxo
n3BecTHBl padotsl rpynnsl Uuel udepnexkep (Schieferdecker, Ina) u3 Fraunhofer FOKUS no
MOJIeNIIM TECTOBBIX CIIEHapHeB M UX HCIIOJIb30BaHMIO AJIs TecTHpoBaHus [13]. B ocHoBe 3Toro
momxona exar 36K T T CN-3 1 UML Testing Profile [14].

Ko BTOpOMy BHIy MOAenaed MOXXHO OTHECTH Pa3IMYHOIO poja CTaTHUECKUE M JUHAMHYECKHE
NaTTepHbl  YS3BHUMOCTEH, KOTOpblE YacTO NPUBOAAT K HapymeHUsIM HWH()OpMaNMOHHOM
0€301acHOCTH.

Pabot no ¢opmanuzanmu cenuduKayii Moieseii 6e30macHOCTH U UX BepU(UKAIUU B CBOE BpEMsI
6bU10 JOcTaTO4HO MHOTO. OJTHAKO OoJbIIast YacTh paboOT paccMaTpuBana BepUpHUKALUIO MOAEIEH
0€30I1acHOCTH B OTpPBIBE OT Ipoliecca pa3paboTku U Bepudpukauuu peannsanuu C3U, nosromy B
HUX HE YAEUIOCh JOJDKHOTO BHUMAHUS MHTETPAllMU Pa3IHYHBIX MIPOIECCOB KU3HEHHOTO LUKIIA U
BBIOOpA TEXHOJIOTHH, YIOOHBIX JUIS NPUMEHEHHUS HE B 00CTaHOBKE aKaJleMUYeCKUX HCCIIEI0BaHUM,
a B IIPOMBIIIUICHHBIX MIPOEKTaX.

bmmxe Bcero Kk 3ajade OMMCAHMS TIOJHOTO LHMKJIAa pPabOT, CBSI3aHHBIX C pPa3pabOTKOH |
BepuduKanue Mojeneid 0e30MacHOCTM W C IHpoLeccaMH CO3JaHMs/TEHepalluk TECTOB Ha
MIOCTPOCHHON MOJIENH, MOJONULTA aBTOPHI paboTel [15]. B kadecTBe s3pIKa OMUCAHUS MOACIH
6e3omacHocTH UMHU OBLT BEIOpan B-metox [16]. OCHOBO#M AJs TeHEpAllUU TECTOB OBLIHM MATTEPHBI
TECTOBBIX IIOCIIECOBATEIbHOCTEH, KOTOpBIE, IO CYTH, ONMCHIBAIM TEMIIOpajbHBIE CBOMCTBA
TECTOBBIX clLeHapueB. M3 cooOpaXeHUH YNpPOMICHUS] TEXHOJOTHMH aBTOPHI HCHONB30BAM HE
TEMITOpaJIbHBIE JIOTUKH M HOTAIlMM Ha WX OCHOBE, a PETyJSPHBIC BBIPAXKEHHS, KOTOPHIE XOPOIIO
W3BECTHBI B IIPAKTHKE MPOrpaMMHUpoBaHus. Poib Monenu 6e3onacHocTH (pakTHUecKH ObLTa CBEIeHa
K pOJIM TECTOBOTO OpakyJyia, IpH MOMOIIM KOTOPOTO TECT MOI aBTOMATHUYECKU IECTEKTHPOBAThH
OTKJIOHEHHUS] TECTUPYEMOH CHCTEMBI OT TpeOOBaHMH K yMpaBIeHHIO H0cTynoM. OCHOBHBIM
(okycoM JNaHHOW MyOJIMKAIMK SIBISIACH 33j1aya FeHepalMi TECTOBBIX IMOCIIENA0BAaTENILHOCTEH, B
YaCTHOCTH METOJaM MYTAaIlMH TECTOBBIX clieHapueB. COOTBETCTBEHHO, 3aJadaM WHTETPaIlH
TEXHOJIOTUI MOANEPKKH MOJIeTIel, COBMECTHOTO HUCIIOIh30BaHMA apTe(aKTOB HA PA3HBIX SA3BIKaX
MOJIETIMPOBaHMS M TIPOrPaMMHPOBAHMSA, YTO BAXXHO B IPOMBIIUICHHOM HPUMEHEHHH TaKUX
METOJIOB, BHUMAHUS HE YJeNsAI0Ch.

BaxxHbIil METOIOIOTUYECKUI pe3yNbTaT ONHUCHIBAaeTCs B paboTe eBporeickoil komanasl [17]. B
9TO# pabore mpearaercs obumii moaxoxa Ha ocHoBe uneir Model Driven Engineering (MDE).
Pamku mopxoma OXBaThIBaIOT pa3paboOTKy Mojeneld Oe30MacHOCTH, KOOPAMHAIMIO PaboT 1o
IIPOEKTUPOBAHHIO CHCTEMBI M BCTpaNBaeMbIX B Hee (GyHKIUH 1 komnoHeHToB C3U, pa3BepThiBaHNe
CHCTEeMbl M €€ TecTHpoBaHWe. B kauecTBe 0a30BOM TEXHOJOTHM IS TIPEICTaBICHHS IOJUTHK
Oe3omacHOoCcTH Tmpemiaraercs ucmonb3oBaTh XACML [18]. HHTerpamus ¢(yHKIHOHAIHLHOTO
nporpammuoro obecrnedenust ([10) u xommnonentoB C3U obecreunBaercss MpU  MOMOIIH
TEXHOJIOTHIl  aCTMEeKTHO-OPHEHTHPOBAHHOTO  MporpammupoBanus. Omnmcanme  COOCTBEHHO
MIPEUIO’KEHHON METOJOJIOTHH TIPEICTaBIeHO B (hopMe MeramoIeny, KOTopas YTOUHSETCS TPH
pa3BepThiBaHMM 1eneBoro [IO Ha KOHKPETHON IPOTrpaMMHO-ANMapaTHONH KOH(UTYpAIHH.
KOHKpeTHBIX TEXHWK MOAETHPOBAHUS, BEpU(UKAIIMH MOJAEICH W TeHepalud TeCTOB B IAHHOW
pabore He ommcaHo, HO paboTa MHTEpEeCHa NEJIOCTHBIM B3IJLIOM Ha NHpoOIeMy CO3HaHUS H
Bepuukanuun C3U B MHIYyCTPHAIBHOM OKPY)KEHHH C TPHUBJICYEHHUEM NEPCIEKTHBHBIX METOJIOB
MIPOEKTUPOBAHMS U PEATM3aLH IIPOrPAMMHBIX CHCTEM OTBETCTBEHHOTO Ha3HAYEHUSL.

IlomBonmss wWTOr KpaTKOMY aHAIW3y METOAOB M TEXHOJOTMH CO3JaHHWA H BepHU(UKAIIIH
npoMbinuieHHsIX C31 Ha ocHOBe OpMaNIBHBIX MOJIeNiel 0€301IaCHOCTH HIIH YIIPaBJICHUS JOCTYIIOM
MOXHO 3aKJIIOYHTh, YTO B JIOCTYITHOH JIMTEpaType XOpOLIO IPOpabOTaHbl BOIPOCH PEIICHUS

282



TletpenkoA.K., lessuun [1.H., Eppemos [1.B., Kapros A.A., Kopusixus E.B., Kymsamun B.B., Xopoumnos A.B. MeTtoas! JuHAMHYECKOH
BEpH(UKAIMH IPOMBIILICHHBIX CPEICTB 3aIIUTH HHGOPMAIMK Ha OCHOBE GOPMANBHBIX MOziesIel ynpasnenus goctynom. Tpyos: UCIT PAH,
2025, Tom 37 Bei.32, ¢. 277-290.

OTJCNBHBIX 3aJa4 JKU3HCHHOTO IIMKJIA, HO TOKAa HET JOCTaTOYHO 3(P(HEKTHUBHOIO Crocoda
OCCIIOBHOW HMHTETPAallMM TAaKUX PEIICHHA B CIUHYIO TEXHOJIOTHYCCKYIO Iernouky. [lpu 3Tom
MOMHUMO COOCTBEHHO 3aJ]a4 MHTETPAIIMH B IPOMBIIIICHHOM KOHTEKCTE BaXKHO HAMTH KOMIIPOMHCC,
KOTOPBI oOccreunBacT dPPEKTUBHOE PEIICHUE OTICIbHBIX 3a/Ja4 M HE TPEOYeT CBEPXBBICOKO
KBaNM(pUKAIUK pPa3padOTUYMKOB M HHKEHEPOB-BEepU(PUKATOPOB WIIM BIAJCHUS CIIOKHBIMH B
OCBOCHHMU MHCTPYMECHTAMH U TEXHOJIOTHUSIMHU.

Ipemnoxennas Hmwke cxema Bepudukanuu C3U paspabaTeiBanach ¢ IEIbI0 00CCICUYUTh TAKOH
KOMITPOMHCC W TPH 3TOM JOCTHYb JOCTATOYHO BBICOKOW CTENEHH HMHTErpaldd IMPOIECCOB U
TEXHOJIOTHH B 00IIIeH IIermouke padoT )KU3HCHHOTO UKJIA pa3paboTku Oe3zomacHoro I10.

4. Cxema eepucghukayuu C3UN Ha ocHoee ¢hopmanbHOU Modesnu yrnpaesieHus
docmyrnom

O6mas cxema Bepudukain C31 Ha ocHOBe popManbHOM MOAETH YIIPaBICHHS TOCTYIIOM OIIMCaHa
B MoHOrpaduu [19]. Ecnu He paccmaTpuBaTth 3a1a4u 10 CHEIM(PUKANNN U BEPUPUKAIINN MOIYIIS
6ezomnacHoctn OC Linux (Linux Security Module - LSM), a orpaHn4uTbCs 3a1a4aMu

e pa3pabotku u Bepupuranun DM/,

e noctpoeruss OCII, orBeuaromell TpeOOBaHHUAM MOJENTH, M BepHU(PHKAMK pealu3aluu
C34,

e mpoBepku BhImonHeHHs TpedoBanuit OCII,

TO CXEMa BepI/Iq)I/IKaLII/II/I 6y,I[GT BBITJIAACTD TaK, KaK ITOKa3aHO Ha pUC. 1.

dopmanusaums u Event-B-
Bepucurkaunsa popmansHon ::> mozdens M

MOZEenu ynpasneHus N CsupetenscTBa o
poctynom (PMI) nokasatenbcTee

/ A S
‘| COOTBETCTBUA
1 |::> cneyudmkaymm
\ 4 1
I
4

CUCTEMHbLIX BbI3OBOB

Paspa6oTka cneyudmvkaLmu OC mogenu
CUCTEMHbIX Bbl3oBoB OC ®CIM Ha ’ ynpasrieHusi 4OCTYNom
(®CIM) 1 fokasaTenscTBo ee ::> Event-B ’
cooTBeTCcTBUA chopmarnbHoi
MOZEnu ynpasneHus 7
gocTtynom (PMA)

Bepaukt o
COOTBETCTBUM TPacChl

|::> cneuudmkaLmm
CUCTEMHBIX BbI30BOB

oC

E v

MOHUTOPUHT CUCTEMHBIX Tpacchl Ha ’
Bbi3oBos OC ypoBHe -

(AN OC) AlN oC

..--'

Puc. 1. Obwas cxema sepugpuxayuu C3U OC na ocrose ghopmanvhoii mooenu ynpasienus 00CmMynom.
Fig. 1. General scheme of verification of OS security protection mechanism based on formal access control
model.

IIporiecc HaumHaeTcs ¢ pa3paboTKu (HOpMATFHONH MOJIENN YIpPaBJIEHUS I0CTyroM. B Hacrosmiee
BPEMsI H3BECTHBI IBE HOTAIIMH, KOTOPBIE YCIIEIITHO UCTIOMB3YIOTCS UTst 9ToM 3amaun: Event-B [9, 10]
u TLA+ [20, 21]. B xauecTBe npumepa crieliu)MKaIMOHHON HOTAllMM BO BCEX YACTIX CTaHAApTa
rpymnsl FOCT P 59453 BeiOpana Hotanus Event-B n nHCTpyMeHTHI, KOTOpHBIE ¢ Hel paboTatot [22].
310 O0O0BSCHAETCA TEM, 4YTO OHa OasupyeTcs Ha NPHUBBIYHONW MapajurMe IpoLESypHOTro
NPOTPaMMHUPOBAHUSI W OCHAIIEHa WHCTPYMEHTAaMH JEIYKTUBHOM BepU(HKALMK B OTIMYHE OT
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TLA+, Tne mapaaurMoi sIBISIETCS TEMIOpaJbHAs JIOTHKA, a 3pejble W yIOOHbIe MHCTPYMEHTHI
NpUHAJIEKAT K Kiaccy BepudukaTopoB mogenei (model checker), uro o3Hayaer moamep:kKy He
CTPOTOro JI0Ka3aTeJIbCTBA KOPPEKTHOCTH, a JIUIIb IIPOBEPKY MepedopoM B paMKax OrpaHH4EeHHOTO
YHCIIA 9K3EMIUIIPOB MOJIETICH TIOBEICHHS.
Bropas 3agada — 310 pa3zpaborka u Bepudukanus GopMarsHON (YHKIMOHATHHOHN criennpUKaIIH
cucrteMHbIX Bb130BOB (DCII). 3nmeck Takke ncrnosb3yercst Horauusi Event-B u mnHCTpyMeHTHI
nenyktuBHO# Bepudukammu. B ciyyae OCII peanbHoit ansrepHaruBoil Event-B mor 061 ObiTh B-
Method 1 WHCTPYMEHTBI, KOTOPBIC €r0 MOMACPKUBAIOT, HO B POCCHH OIMBITa UX HCIOJIB30BAHUS
MIOKa HET.
B naHHOM craTbe MBI HE paccMaTpHBaeM IIEPBYIO 3a7ady BepU(HKalUM — KaK IPOBEPUTH, YTO
(opmanbHas criennUKanus CHCTEMHBIX BBI30BOB OINEPAIMOHHOMN CHCTEMBI OTBEYaeT TpeOOBaHUAM
(opManbHON MoOJeNU yHpaBieHHs AOCTyrnoM. XoTs B MoHorpaduu [19] mpuBomurcs oauH u3
CHOCOOOB J0Ka3aTeNIbCTBAa TAKOI'O COOTBETCTBUSI, IPUMEHATH €r0 Ha MPAKTUKE 3aTPYAHUTEIBHO —
coznaane 3(h(HEKTHBHBIX METOIOB M HHCTPYMEHTOB TaKOH BepU(HKALIMK ITOKA €Ie HE 3aKOHYEHO.
Tem He MeHEee MbI HcX0UM 13 TOr0, 4To PCII COOTBETCTBYET MOJEIH 1 ITOITOMY, €CIIH PeaTn3alys
C3U otBeuaer tpeboBanusm PCII, To oHa cOOTBETCTBYET U TpeOOBaHUAM (POPMATBHON MOAEIH
yIpaBJIEHUs JOCTYIIOM.
TpeTps 3a1aua — COOCTBEHHO AMHAMUYECKAst BEPUPHUKALHSL, KOTOPAs BBITOIHIETCS JIN00 B PeXXUME
MTACCUBHOTO TECTHPOBAHMS, KOT/A 110/ peallbHOW Harpy3Koi OCyIIECTBIIAETCS MOHUTOPHHT, JTNOO B
PEeKHME BBIOJHEHUS! CHENUAIBHO IOArOTOBJICHHOTO TECTOBOIO Habopa ¢ MOHHTOPHHIOM.
MOHHTOPHHT CBOAUTCS K COOPY TPAcchl, B KOTOPOH (DMKCHPYIOTCS JaHHBIE O CHCTEMHBIX BBI30BaX,
CBs3aHHBIX C pabotoit C3U, m maHHBIE O pe3yibTaTax WX BHIMONHEHWs. [lo 3aBepiieHHH
TECTUPOBAHUSI WJIM B PEAIIbHOM BPEMEHH BBINOJHSACTCS aHANU3 coOpaHHOil Tpacchl. OHa HOJDKHA
cooTBeTcTBOBaTh NMoBeaeHno C3U, npencraBinenHomy B cneuudukanuu OCII, u B aToM ciiydae
BBIHOCUTCSI TIOJIOKUTENBHBII BEPIUKT. B TNPOTHBHOM cilyyae TecT OOHapy>KHBaeT OIIMOKY —
otkionenue peammsanuu C3U ot tpeboBanmit OCII.
B T'OCT P 59453.4-2025 ocoboe BHHUMaHHE YICIACTCS KOHTPOJIIO 3a MOJHOTOH TECTOBOTO
MOKPBITHS, T/Ie OCHOBHOI METPHUKOH JUIsl OLEHKH CIIyKaT CTPYKTYpbl GOpMaNIbHOM crenuprKanim
unrepdeiicop C31. PexoMmeHganumm 1o oleHKe TeCTOBOTO MOKPBITHS npuBoasiTes B [Ipuioxxenun b
JIAaHHOro cTaHzaapra. Hubke NpuUBOAUTCA COKpALlCHHbIM BapUaHT PEKOMEHAALMN, KOTOPBIl
MI03BOJISIET TIOHSTH CYTh TPeIaraéMoro moaxoa.
...OTaenbHBI TOAX0A HEOOXOANM, eciu yClIoBHe (8 cneyudurayuu HeKomopou onepayuu)
MIpeJCTaBIsieT cO00N AU3BIOHKINIO W3 HECKOJIBKUX BBIPAKEHUH-TU3BIOHKTOB. TO ke BEpHO
JUISL UIMIUTMKAIHY, TIPA 3TOM MMIUTMKANWS MOXXET OBbITh NMpeoOpazoBaHa B JTU3IBIOHKIUIO T10
npaBuwity (A = B) = (A V B). B atom ciyyae aist co3maHus CHTyallnd, B KOTOPOU YCIIOBHE
npunuMmaer 3HadeHwme FALSE, HeoOXommmo, YTOOBI Bce BXOISMIIME B IH3BIOHKIIHIO
BbIpakeHus1 npuHsuin 3HaueHue FALSE. Jlns mokpelTust cUTyauuid, B KOTOPBIX IOJIHOE
ycnoBue npunuMmaer 3HadeHne TRUE, pexkomennmyercs cosfaTh, Kak MHHHUMYM, HaOop
CUTYAaIlHii, B KOTOPBIX KaX/10€ OTAENbHOE BXOIIEe B AUIBIOHKIIUIO BRIPAKEHHE TPUHUMAET
3Hauenue TRUE, a ocrameubie — FALSE. Ecnu cutyamms, B KOTOpOil TOJNBKO OJHO W3
BBIPAKEHUI BBIIIOTHEHO, HEBO3MO)KHA, PEKOMEHAYETCSl CO3/1aBaTh BO3MOJKHBIE CHUTYAIlUH, B
KOTOPBIX BBITIOTHEHO MHHHMAaJbHOE MHOXKECTBO BBIpa)KEHHI-IN3BIOHKTOB, BKIIIOYAIOIICE
paccMarpuBaeMoe. JTa PEeKOMEHJAIMs NPUMEHSETCs, KOTrJa HEoOXOJMMO BBITIOITHEHHE
YCIIOBHSI-AU3BIOHKIIMK TIPH BBITIOJIHEHUH OCTAJIBHBIX OXpaHHBIX ycioBuil. Ecmm omHo M3
JPYrUX OXpaHHBIX yCIOBHH Hapymaercs, ooecriedenne 3HaueHnss TRUE nist AM3broHKINY He
uMeeT ocoboro 3HaueHus1. (B npusedennom nudice npumepe ucnonvzyemes Homayus Event-B.
B xeadpamnvle ckobku 3akmouenbl MemKu-KOMMEHMapuil, KOmopble HYJICHblL OISl CCLLIOK HA
cocmagHvle Yacmu YCiosuil, 6X00AWux 6 cneyugurayuu).
IIpumep.
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JlommycTM, MBI TIBITAEMCS MOKPBITH Pa3iMYHBIE CUTYallMd, CBSA3aHHbIE ¢ paboToil omepanuu
MoJTydeHHs A0CTyna cyonekra k 00bekty GetAccess(subj, obj, akind). ITycts ycnoBue ycnenHoro
BBITIOJTHEHHST 3TOTO COOBITHS MMEET CIEAYIOMUM Bu (YKMCIa B KBAJAPATHLIX CKOOKAX HYMEPYIOT
OTJIENIBHBIE YCIIOBHSA M TU3BIOHKTEI).

subj e Subjects [1] /* subj sersiemes cyowvexmom docmyna™/
A 0bj e Objects [2] /* obj sersemces o6vexmom docmyna*/
A akind e AccessKind [3] /* akind seasemces sudom oocmyna */
Asubj e ActiveSubjects /4] /* nycmo 6 cucmeme ecmo cybvexmot, Komopule

Mo2ym noayuams 00Cmyn K 00beKmam, u eCmv HeaKmueHvle, KOmopuvle 00CMYn NOLYYAMb He
MO2Ym, HO MO2Ym 8bINOIHAMb KAKUe-mo opyeue onepayuu */
A (subj = Admin [5.1] v (obj, akind) e AccessRights(subj) [5.2]) [5]
/* nomyuenue oocmyna ycnewiHo, 60 eciu cyOveKm SAGIAEMCS NPUSUNIESUPOBAHHBIM
(aOmunucmpamopom), aubo eciu y He20 ecmb HPABO HA YKA3AHHLIL U0 O00CMYNa K
yKasauHomy oovekmy */
[MomyyeHne MHHAMAIBHOTO TOKPBIBAIOMICTO HAOOpa TECTOBBIX CHUTYallMd B COOTBETCTBHH C
MPE/ICTABJICHHBIMU BBIIIC PEKOMEHIAIMSIMU BBITOJIHICTCS CICAYIOIIMM 00pa3oM.
VYenosus [1], [2], [3], mo cyTu, mpeAcTaBiIsiFoT cO00H THUIIOBBIE OTpaHMYCHHS Ha MapaMeTphl U He
MOTYT OBITh HapYIICHEI IIPH JFOOO0H MOIBITKE UCTIOIHEHHS JaHHOH ortepannd. OHU TOJHKHBI HMETh
3HayeHue TRUE.
VYcnosus [4] u [5] moryT ObITE HapymeHs!. [Ipu 3ToM ycnoBue [5] cOCTOUT U3 TUIBIOHKTOB [5.1] 1
[5.2], u ero BbmomHeHWEe MOXeT OBITH obecriedeHo oOpamieaneM B TRUE moGoro m3 atmx
JIN3BIOHKTOB.

PexomeHTyeMBIi 1711 CO3AaHUS B TECTaX MHUHUMAIBHBIA HA0Op CHUTYaIlUi Ul TaHHOTO IIpUMepa
TaKoM:

1. VcioBus yCHIeIIHOr0 UCTIOJIHECHU A ONI€paliui BbIIIOJIHCHBI, AU3bIOHKIUA [5] BBIIIOJIHCHA 3a
CYeT AW3BIOHKTa [5.1]
subj e Subjects
A 0bj e Objects
A akind e AccessKind
A subj e ActiveSubjects
A (subj = Admin 4 (obj, akind) & AccessRights(subj) [napyweno 5.2])

2. Ycnosus yCenIHOro NCHOJIHEHUA Ool€paliui BbIIIOJIHECHbI, AU3bIOHKIIHA [5] BBIIIOJIHEHA 3a
CcUeT AN3BbIOHKTA [5.2]
subj e Subjects
A 0bj e Objects
A akind e AccessKind
Asubj e ActiveSubjects
A (subj = Admin [rapyweno 5.1] 4 (obj, akind) e AccessRights(subj))

3. VYcIoBHs yCHENHOro UCTIONHEHUS HApyLISHBI 32 CUET HapyLIeHUs ycaoBust [4]
subj e Subjects
A 0bj e Objects
Aakind e AccessKind
Asubj & ActiveSubjects  [napyweno 4]
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A (subj = Admin [mapyweno 5.1, svinoanums e2o npu napyuienuu 4 modxcem Ovime
nesosmoacno] A (0bj, akind) e AccessRights(subj) [evinoaneno 5.2])

4. YcnoBus yCHEITHOTO UCTIONHEHHS HapyIIEHBI 32 CUeT HapyIICHHUs YCIIOBHSA [5]

subj e Subjects
A 0bj e Objects
A akind e AccessKind
A subj e ActiveSubjects
A (subj = Admin 4 (obj, akind)  AccessRights(subj)) [rapywenst 06a ousvionkma 5.1 u
5.2]

5. OcobeHHOCmMu QuHaMu4yecKol eepughuKkayuu rMPOMbIWIIeHHbIX cpedcme
3awjumsl uHghopmMayuu

OnsIT pa3paboTKH HMHCTpyMeHTa IuHamudeckoil Bepudukammu C3M omepannoHHBIX CHCTEM
AHUC [23] moMor 0O0Hapy»UTh HEKOTOPBIE TOIBOHBIC KAMHH €¢ MPUMEHEHHsSI K TAKOW CIIOMKHOM
C3U, kak OC cemeiictBa Linux. YToOBI OCTAaHOBHTBHCS Ha BOIPOCAX, KOTOpPHIE MOTPEOOBAIH
CephE3HOTO BHUMAHMS, PEABAPUTEIHHO ONUIIEM O0IIyI0 cxeMy padot 1o Bepudukanuu C31 npu
oMoy AHUC.

B cootBerctBum co cranmapramu ['OCT P 59453 crauana paspabatsiBaeTcs popManbHas MOIECITb
ynpasieHus gocrynoM — @M/, motom cnenndukarms C31 — OCII. Pa3paboTka u Bepudukamus
MOJENN W CHenu(UKAIUK MOXKET IPOBOAWUTHCS, HANPUMEP, MNpPH IIOMOIIM HWHCTPYMEHTa
nenyktuBHO# Bepudukanuu Rodin [22]. [anee uHxeHep-BepupHKaTOp NEPEXOAUT K COOCTBEHHO
3aja4aM TECTHPOBAHMs, M, €CIIM MOJeNb W crenudukanus paspabarbiBacTcsi HE C HYJS, TO
WHKeHepy-BepupUKaTopy Ha 3ToH (hase )KU3HEHHOTO [IUKIIa yJI00Hee paboTaTh He C MHCTPYMEHTOM
JIelyKTUBHOH BepU(pHUKaLUK, a Cpa3y ¢ HHCTPYMEHTOM, KOTOPBIN MpeJHa3HaueH ISl pa3paboTKU U
orTnanku TecToB. To ecTh (QyHKIMOHAIBHOCT MHCTPYMEHTA Ul Pa3pabOTKH TECTOB Ha OCHOBE
(opManbHOH MOJENH J0JDKHA MO3BOJISITH PElaKTHPOBATh, MPOBOIMTH JIETKOBECHYIO HPOBEPKY
®CII u, Bo3MOkHO, gaxke otiaaxuBatbh OCII.

Junamuueckas BepuduKanMs Ha OCHOBe (OPMAIBHOM MOJENM HaKJIaAbIBAET HEKOTOPbIE
OTpPaHMYEHUS Ha A3BIK M CTWIIb crenuduKkanuy. Tak UCIoIb30BaHNE KBAHTOPHBIX BBIPAKEHUH UITH
UMIUTMLUTHBIX Jekaapanuii 1160 TpeOyeT CyImeCTBEHHO OOJBIINX PECYPCOB IaMSITH M BPEMEHH
BepuduKauy, 100 BOOOIIE IeTaeT HEBO3MOXKHBIM TOUHYIO HHTEPIIPETALMI0 MOJAEIH B XOHe
TECTUPOBAHMSL. DTO 0COOCHHO Ba)KHO, KOTJda MOHUTOPHHT BBIIIOJHSETCS I10]] pabodell Harpy3kou
cucremsl. [lo 3TOM HpHuYMHE, BO-TIEPBBIX, CIEIYeT YETKO OYEPTHTHh IOJAMHOXKECTBO S3bIKA, Ha
KOTOpPOM pa3padaTthIBaeTcs Criequ(UKaIys, 1, BO-BTOPHIX, PEali30BaTh B HHCTPYMEHTE (DYHKITHIO
mpoBepku Toro, yto @CII oTBeyaeT TpeGOBaHUIM JAHHOTO MOMHOKECTBA.

Jlanee Ba)KHO OTMETHTB, YTO NTPH TECTHPOBAHUH ITPOMBIIIUICHHBIX CHCTEM Ha OCHOBE (hOpPMaNIbHBIX
crenuQUKaIi MPaKTHYECKH BCET/1a IPUXOJUTCS paboTaTh cO CHEUU(HUKAMIMU Pa3HOTO YPOBHS
abcTpakimu (neranusanuu), crneuudukanus nHTepdeicoB CHCTEMBI WIIM MOAYJIEH peann3aiuu
TaKkKe TI0 YPOBHIO aOCTpakIWU OTIMYAEeTCs OT CHeHupHUKANWi, HANMCAHHBIX Ha S3BIKAX
cnenudukanuu. B ciaydae tectmpoBanus C3M B OC mis comocTaBieHHs TpeOOBaHWHA W3
cnemnpukarmn  DPCII ¢ pesynpTataMd  BBIIONHEHUS CHCTEMHBIX BBI30BOB, KOTOpEIC
MIPEICTABIIIOTCA NaHHBIMH B (hopMaTe, omMCcaHHOM Ha s3bike Cu, HEOOXOIMMO CO311aTh CIIOH
amantepoB. Kpome Toro, B 3agady CONOCTAaBJIEHHS BXOOUT ¥ AaHAIU3 KOPPEKTHOCTH
TIOCJIE/I0BATENILHOCTEH COOBITHH Ha YPOBHE MOJIENN M COOBITHI Ha ypOBHE CHCTEMHBIX BBI30BOB,
YTO TOKE SIBJSIETCS] HETPUBHAIBHOHN 3a1aueil. bosiee moxpoOHas cxema peannsalii U CLEHAPUU
ucnonbs3oBanus AHUC npencrasiena B cratebe [23].
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7. 3aknoyeHue

B pabore mpezcraBiieH HOBBIM CTaHAAPT, B KOTOPOM ONKCAHBI PEKOMEHAAIMH 0 BepUPHUKALIH
C3H1 u MeTox TecTHpPOBaHMSI Ha OCHOBE (POPMaSIbHBIX MOJIENICH yNpaBieHUs JOCTyroM. JlaHHBIN
MOAXOA TMO3BOJISIET OJAHOBPEMEHHO PEIINTh HECKOJBKO 3a/1ad Ba)KHBIX JUISl MOBBIILICHUS YPOBHS
noBepusi k C3M, B KOTOPBIX YIpaBieHHE JOCTYIIOM SBISIETCS HEOThEMJIEMOH YacThIO
(hyHKIMOHATHHOCTH 00BEKTA OLIeHKH. BaskapiMu ipumepamu Takux cucteM sBisttorcss OC u CYB /.
TectupoBanue Ha ocHOBE (pOpMaIbHBIX MOJETEeH OTIMYAeTCs OT APYTHX MOAXOJO0B TEM, YTO OHO
OJJHOBPEMEHHO MO3BOJISICT:

® OIUpaThCs HA CTPOrHe crenuduKauy TpedboBaHUN HHPOPMaIMOHHON 0€30MacHOCTH;

e o0ecrmeunBaTh BBICOKYIO CTCIICHb MaCHITaGI/IpyeMOCTI/I BIUIOTH A0 CHUCTEM pPasMEpoM B
ACCATKU MUJIJIMOHOB CTPOK KOJIa;

e o0ecrmeunBaTh 06’LCKTI/IBHyIO 633}7 AJId OHEHKH MOJIHOTBI TECTUPOBAHUA KaK Ha OCHOBE
CHeHI/I(l)I/IKaIII/II/I Tpe6OBaHI/II‘/‘I, TaK U Ha OCHOBE CTPYKTYPhI peain3aliuu,

e 1aBaThb OCHOBY IUI1 TPAacCHPYEeMOCTH BCEX apTe(akToB MpPOLECCOB pa3pabOTKH H
TECTUPOBAHUS HA OCHOBE CIMHOW CHCTEMBI CIICIIN()UKAIIMOHHBIX CYIIIHOCTEH;

® {HTCIPUPOBATh HA CAWHOW KOHLECNTYalbHOW M TEXHOIOTHYECKOH 6ase pasimvHbIe
TEXHUKU BepU(PUKALNH, BKIIOYAs JSIYKTUBHYIO BEPU(DHUKALNIO, BEPHPHUKALUIO MOAEICH
(model checking) u TecTupoBanue, B TOM 4YKCie TECTUPOBAHNE HA OCHOBE TPAJAUIIMOHHBIX,
TPHUBBIYHBIX HH)KCHEPaM METOIIOB.

OnbIT pa3pabOTKH U OOIIECTBEHHOTO OOCYXICHHMS HOBOTO CTaHAapTa MO3BOJIMIM OOOONIUTH
TpeOOBaHUS K UWHCTpyMEHTaM Juisi JjauHamuueckodl Bepupukaumu C3U  npOMBIIIIEHHBIX
MPOTPAaMMHBIX CHCTEM. B 4acTHOCTH, BaKHOW BO3MOXXHOCTBIO TAKMX HHCTPYMEHTOB JIOJKHBI OBITH
CpPE/CTBA, KOTOPHIC TO3BOJISIOT HE TOJIBKO T'€HEPUPOBATH M BBIMOJIHATH TECTHI, HO M paboOTaTh C
(hopMaTbHBIMHE MOAETSIMH U CTICIU(UKANNSIMH Pa3HBIX YPOBHEH aOCTPaKINH, TOJAEPKUBATH COOp
W aHAJIHM3 TPaccOBOW MHGOPMAIMU W COOTHOCHUTH €€ C TpeOOBaHMAMHM clienu(pHUKanuii, ypoBeHb
a0CTpaKIMM KOTOPBIX MOXKET CYHIECTBEHHO OTIMYATHCA OT COOpaHHOH TpaccoBoW MH(OpMaIu.
Kpome Toro, u3iioxxeHHbIe B CTaHIapTe PEKOMEH IAINH MPOIIUTH allpOOaIHio IPU TECTUPOBAHUH Ha
cootsercTBur MPOCII JII1-Moxen MexaHH3MOB YIpaBICHUS 10CTynIoM oTedecTBeHHOH OC Astra
Linux.

Pabora mag rpynmnoit crangaptoB 'OCT P 59453 Oyner mpojomkeHa, COOTBETCTBEHHO OymyT
MIPOIOJKEHBI PaOOTHI 1O PACIIMPEHHUIO HHCTPYMEHTAIBHON MOAIEPKKH MPOLIECCOB M TEXHOJIOTHIA,
KOTOpBIE PEKOMEH/IYIOTCS JaHHBIMHU CTaH/JapTaMu. B HampaBieHun TuHaMu4yeckoi Bepudukanmum
C3U unctpyment AHUC Oyzaer pa3BuBaThes Al OOECTIEUEHUS] BO3MOKHOCTH MOHHTOPHHTA
paboter OC mox paboueii Harpy3koil. CrokHoi 3amaueil sBisiercs Bepudukanus DCII Ha
cootBetcTBHe TpeboBaHusaM PM/I. Kax yxe ormeuasiocs B MoHOTrpaduu [19] npuBouTcst 0MH U3
CIIOCOOO0B J0Ka3aTeJILCTBA TAKOTO COOTBETCTBHS, HO IPUMEHSTH €T0 Ha IIPAKTHKE 3aTPYAHUTEIBHO.
B Hacrosmee Bpems paspabaTbiBaeTcsl allbTEPHATHBHBIN BapHaHT TEXHUKH TaKOil BepH(UKaINH.
3amranupoBaHa pa3paboTka coorBercTByromero crangapra [OCT P 59453. Yacte 5. Taxxke
BEyTCS pabOTHI MO CO3AaHHI0O MHCTPYMEHTAJILHOM MOAJEPKKM IpelsiaraeMoi TexHUKH. Erme
OHMM HarpasieHueM pabotr ro Bepudukamun C3M Ha ocHOBe (QopManbHBIX crenu(UKaIi
ABJSIETCS CO3/laHMe Ha0Opa WHCTPYMEHTOB HA OCHOBE IIHPOKO M3BECTHHIX (PEiiMBOPKOB
TECTHpOBaHUs, HaripuMep, PyTest. DTo mo3BONMUT NOCTPOUTH YIOOHYI0O KOMOMHAIUIO PUBBIYHBIX
CpPenCTB pa3pabOTKH TECTOB M CHCTEMHOTO ITOIX01a K aHAJIN3Y MOJTHOTH TECTOB Ha OCHOBE CTPOTHX
¢ynkronanpHbIX TpedoBanuit @M/ u OCII.

Bnaronaprnocti. ABTOpPBI BEIpaXKaroT 0J1aroJapHOCTh BCEM, MIPUHABIIEM YY9acTHE B OOCYXICHUH H
VIyYIIEHUW pelakiuid pa3paboTaHHbIX cTaHAapToB. OcoOblii Bkimaa B padoty BHecna Ombra
Banentunosna Kynaruna @AY «(I'HUNUU TIT3U ®CTIK Poccuny.
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