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AnHoTamms. [(M3aifH 1 peanu3anys KOPPEKTHBIX aIrOPUTMOB MHOTOIOTOYHOH CHHXPOHH3ALUH SIBISIOTCS
HEOTHEMJIEMOH YacThi0 pa3pabOTKH COBPEMEHHBIX OIIEPALMOHHBIX CHCTEM PEalbHOTO BPEMEHH.
TectupoBaHue KOPPEKTHOCTH AITOPUTMA B MOJICIH ITaMATH A3bIKa — OJIHA U3 BAKHEHILNX 3a]a4 HA 3TOM ITyTH.
B craThe OMHCHIBACTCS HHTErPalMsl IIMPOKO HCIONB3YEMOro alrOpuTMa OOHApPY)KEHHsS TOHOK JaHHBIX
ThreadSanitizer u3 nporpamMHoii WHpacTpykTypsl LLVM B cucremy cOOpKM W TECTHPOBAHHSA sIpa
OIepalMOHHON CHCTEMBI PEaIbHOTO BPEMEHU M €T0 NPEUMYLIeCTBAa M HEJOCTATKA B CPAaBHEHHH C APYTHMH
MOAX0/aMU OOHapy)KEHHsl OMMOOK MHOTOIOTOYHON cHHXpoHHM3armu. Cpeloy MpoYero paccMaTpHBAeTCs
OIIpE/ICJICHNE CEMAHTHKH YIPABJICHUS IMPEPHIBAHUSIMU M PabOTHl ¢ (U3NYECKUMH SAPaMH B KOHTEKCTE
CHHXPOHHU3ALIUK B MOJIENH «BBIONHseTCs pexe» (happens-before). B 3aximoueHne npuBoasTCS pe3ynbTaThl
uHTerpanuu uHCTpyMeHTa ThreadSanitizer B smpo omepanMoOHHOHN cucTeMbl peaidpHOoro Bpemenn CLOS B
CPaBHEHHMH C CYLIECTBYIOIMMH ITOX01aMH 0OHAPYKEHHS OLINOOK B S/Ipe TaHHOI ONEePallMOHHO CHCTEMBI.
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Abstract. Correct design and implementation of concurrent algorithms is a crucial part of modern real-time
operating system development. One of the main steps along this way is a verification of such algorithms within
the programming language memory model. The article describes an integration of the ThreadSanitizer — broadly
used LLVM tool for data race detection — into the RTOS kernel environment and discusses its advantages and
disadvantages over other tools for data race detection. Among other things, the semantics of context switches
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1. BeedeHue

AJITOPUTMBI MHOTOINOTOYHOW CHHXPOHM3AIMM HAXOIAT HIMPOKOE MPUMEHEHHE B pa3paboTKe
COBPEMCHHBIX OICPAIIMOHHBIX CHCTEM, B OCOOCHHOCTH, IOIICPKUBAIONINX CHMMETPUIHYIO
MHOTOITPOIIECCOPHOCTh U BBHITECHEHHE Ha YPOBHE 3ajad supa. B To ke Bpems, HCTPHBHAIHHEIC
NTOPUTMBI MHOTOTIOTOYHOH CHHXPOHH3AINN CYIIECTBCHHO YCIOXHSAIOT IPOLECC TECTHPOBAHUA
KOJa siipa W MOTYT COJAEPKaTh TPYAHO OTJIAKHBaeMble 0e3 IOMOTHHUTEIbHBIX WHCTPYMEHTOB
OIIMOKH.

B momp30BaTeNnbCKOM OKPYXKCHHHM IS OTIAIKA H  BepHU(PUKANUMU CHCTEM IPOIECCOB,
KOMMYHUIIIPYIOIINX d9epe3 pa3lesIeMyl0 TaMsaTh, CYIIECTBYET MHOMXECTBO ITOJIXOJIOB,
HCTIONB3YIOMNX PAa3UYHBIE METOIBl CTATUYECKOTO M IUHAMHYECKOTO aHalli3a KoJIa U ero
ucToNHeHuH. HekoTopele ormepalmuoHHBIE CHCTEMBI OOINero HasHa4YeHWs, Hampumep, Linux,
MOJIAEP’KUBAIOT COOCTBEHHBIE HHCTPYMEHTHI U AJIS aHaIHu3a Koja a1apa (tTakue kak LKMM [1] uu
KCSAN [2]).

B nanHOi paboTe paccMaTpuBaeTCs pacIIMpPEHHE BO3MOXKHOCTEHW JMHAMHYECKOIO aHaju3a
NPUMEHUTEIBHO K TOHMCKY OIIMOOK MHOT'ONOTOYHOW CHHXPOHHU3ALMHU B SJIPE ONEpPaliMOHHBIX
CHCTEM peabHOTO BpeMeHHU. B cpaBHeHuu ¢ oneparmonHoii cuctemoit (OC) obmiero Ha3HA4YEHUS,
OC peanpHoro Bpemenu (OCPB) xapakTepHO MMEIOT CTaTHMYECKYIO HACTPONKY BUPTYalIbHON
MaMsTH, MEHBIINH 00BEM KOJIa 5/Ipa U CTPOTHE OrPaHUUYSHUsI Ha BpeMs UCIIOJIHEHHS 33713y spa 1
3aTpadynBaeMylo namsth. PaccMaTpuBaemas B ctatbe OC nMeeT Bce ONMUCAaHHbBIE XapaKTepHbIE JIJIst
cucteM peaibHOro BpeMeHH 4epThl. C yu€tom ocobeHHocTeil mpoctpancTtsa siiapa OC u, B
YaCTHOCTH, TPEOOBaHUH ONEPaMOHHBIX CHCTEM PEAIFHOI0 BPEMEHH, CYIIECTBYIOIIUE ITOIXO/IbI K
TUHAMAYECKOMY aHaJIH3y KoJa TpeOyIoT afanTayy U nepepaboTkKH.

B nanHoli paboTe onuchIBaeTCs aganTalys alropuTMa JAeTekropa ToHoK paHHbIX ThreadSanitizer
[3] n HeoOxommmble ONTUMH3ALMKM €ro OWMOIMOTEKM BPEMEHM WCIIOJHEHHUS Ui paboThl B
npocrpaHcTBe siapa ynoMmsHytoi OCPB, a Takxke pe3yiabTaTbl €ro WHTETpallid B CHUCTEMY
TecTUpoBaHus sapa. s ompeneneHus TpeOOBaHMH K airOpuTMY BHadaje OIpedesseTcs
CEeMaHTHKa YIPaBJICHUS TPEPHIBAHUSAMU B TEPMHHAX OTHOLICHUS «BbINOJHAEHICA Npedcoey
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(happens-before). Takxke omuchBaeTcs BIMSHHE CBOWCTB CHCTEM peajbHOIO BPEMEHH Ha
YCHEIIHOCT TIPUMEHEHHS PA3INYHBIX MOAX0I0B K MOUCKY OMIMOOK CHHXPOHU3AIIUH.

2. TOHKU o OaHHbIM

l'oHKM 1O HaHHBIM — OJWH W3 HambOojee PacHpOCTPaHEHHBIX THIIOB OIIMOOK B aJTOPHUTMAax
MHOTONIOTOYHOHM cHHXpoHM3amuu. [lo cranmaprty s3bpikoB C m C++, Ha KOTOpBIX HalHcaHa
3HAYUTEIbHAS 9aCTh CHCTEMHOTO IIPOTPAMMHOTO 00ECTIEUEHHS, OHU IPUBOAAT K HEONPEACIEHHOMY
nosefeHuto [4]. [lna ompeneneHuss KOPPEKTHOCTH MPOTrpaMMbl B KOHKYPEHTHOM HCIIOJHEHHUU
MHOT'M€ COBPEMEHHBIE SI3bIKH MPOTrPaMMHUPOBAHUS BHEIPUIN B CBOU CTaHAAPTHI TaK HA3bIBAEMbIE
MOJIEIIH aMSITH — HaOOPBI MPABHJI JJIsl KAXK/IO0H OIlepaliiy YTEHHs, OTIPEIEIIIFOLINX BCE BO3MOXKHBIC
MOIM(UIMPYIOIIUE ONEPaIi, Pe3yIbTaThl KOTOPBIX OHa MOKET BEpHYTh. Bropas 3agaya moaenu
HaMsTH — ONPEETIUTh BCe KOPPEKTHBIE UCIIOIHEHUS IPOTPaMMBI ¢ TOUKH 3PEHUS] MHOTOIIOTOYHOM
CHHXPOHH3AIUH.

2.1 MaTemaTnyeckme nopsagK1M Hag MHOXECTBOM onepauum Hag NaMAaATbio

B MOACIN IIaMATH A3bIKa C A KaKAO0ro HCIOJHCHHS NPOrpaMMbl OONPCACTACTCA HECKOJIBKO
YaCTUYHBIX MOPAAKOB HAal BBINTOJIHACMBIMU ONI€pAlIUAMUA HAl IAMATBIO.

I[J'I?[ I[aJ'ILHeI\/’IH.IeFO H3JI0XXCHUA HOHa,HO6$[TC$I CJICAYIOIINC OTHOLICHUS U OIIPCACICHUS:

e happens-before — oTHOIICHKE «BBIIOHSETCS IPEXKACY — ISt ABYX onepauuid A u B BepHO
A happens-before B, ecnu u3 pesysnprara HCHONHEHHs omepaimu B cinenyer ¢akr
3aBepIICHUS onepanuu A,

o sequenced-before (takxe, program order) — oTHOIIEHHE «IPEAIIECTBYET B OJJHOM ITOTOKE
— nnst aByx omepanuit A u B BepHo A sequenced-before B, ecnu omepamuu A u B
HUCIIOJIHAOTCA B OJHOM IIOTOKE, HpI/I‘IéM ornepanus A MNpeAMICCTBYCT OllCpaun B.

e synchronizes-with — oTHoLIEHHE «IPUYMHHOCTHY ONIEPALUi CHHXPOHH3AIMU — IS ABYX
omepanuii A u B Hax omHO#N mepeMeHHOH cuHXpoHH3aimu Bepro A synchronizes-with B,
ecnu A — omeparusl YTeHUsT HEKOTOPOTo COCTOsIHUA, B — omeparusa 3anucu (M3MeHEeHHs)
COCTOSIHHUS, U oTiepanius A 4uTaeT pe3yabTaT 3amicu onepanuu B.

e atomic-onepanun — CreNMANbHBIA THUI ONEpalUil HAJ MaMSIThIO, UMEIOIIMX, COTJIACHO
CTaHJAPTy, ONpEIeIEHHOE TOBEICHIE P KOHKYPEHTHOM HCIIOTHEHUH KOH(IHKTYIOIINX
onepauui.

. release-onepauuu — omepanud 3amucu (M3MEHEHHUsS) COCTOSHHS HEKOTOPOro 0OBeKTa
CHHXPOHHM3AIIUH.

o acquire—onepaunn — OIepalry YTCHHS COCTOAHUS HEKOTOPOT'o 00BeKTa CHUHXPOHU3aluH.

CornacHo cranmaprty, eciiu B — release-omepanust u A — acquire-ormepartuis, YnuTaromias 3Ha4eHHe,
3amMcaHHoe onepanueit B, To BeimonHstercs otHomrenue A synchronizes-with B.

2.2 OnpepeneHne roHKN OaHHbIX

Crangaptsl s3p1ka C, HaunHast ¢ Bepcuu C11 onpenensioT ToHKyY JaHHBIX KakK J{Ba OJTHOBPEMEHHBIX
KOH(IMKTYIOIIMX HEAaTOMApHBIX oOpamieHuss K namsaTH. COoriacHo CTaHAapTy, IBE MOIBITKH
JOCTyNna KOH(IMKTYIOT, €CIM COOTBETCTBYIOIIME MM SYEHKHM NaMATH MMEIOT HEIycToe
nepeceveHue, 1 X0Ts ObI 0JJHA U3 MOIIBITOK MouduIpytomas [4]. J[[Be onepanuy MOTYT CUATATHCS
OJJTHOBPEMEHHBIMH B ClTy4ae, KOria OHH He YIopsiIo4eHbl nopsakoM happens-before, cornacHo ero
OTIPE/IeNIEHUIO B MOJEIH MaMATH — UHBIMH CIOBAaMU, €CIIH B HCIIONIHEHHH B MPOMEKYTKE MEXKIY
STHMHU OIEPaIMsIMU HET HaOII0JaeMOH CHHXPOHHU3AIMN COOTBETCTBYIOIMX UM ITOTOKOB.
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3. QuHamu4eckue MemoObl O6HapyXeHUsl 20HOK OaHHbIX

JIyist IoMcKa TOHOK JaHHBIX B KOJE NMPHUMEHSAETCS JBa OCHOBHBIX KJIACCa METOJOB — alTOPHUTMBI
CTaTUYECKOIo U JUHAMUYECKOTO aHaIn3a KOJa.

AJNTOPUTMBI CTaTHYECKOTO aHalM3a KoJa HIIYT ONIMOKH, ONMMPAsCh Ha HMCXOAHBIN Kox, 0Oe3
HETIOCPECTBEHHOTO HCHONHEHMS anroputMa. Cpeny CTaTHYECKHX HHCTPYMEHTOB I IIOHMCKa
TOHOK JIaHHBIX B Koje siapa OC moxHo Beiaeants LKMM [1] u3 sapa OC Linux.

B omimune OT CTaTHYECKWX METOMOB, IPH HCIIOJIB30BAHHM AWHAMUYECKOTO aHAIN3a alITOPHUTM
00HapyKeHHs OIIMOOK BHEAPSIETCS B aHAIN3UPYEMBII KOJ Ha 3Tarie COOPKH M MIPOU3BOAUT TTOHUCK
OmKMOOK Ha OCHOBE aHaJM3a TEKYILEro NCIIOIHEHUS! HA HEKOTOPBIX TECTOBBIX CIIEHAPHSIX.

Cpenu OCHOBHBIX PEUMYIIECTB JTHHAMHIECKOTO aHAIN3a:

L4 ,Z[I/IHaMI/I‘IECKI/Iﬁ aHaJIu3 IIO3BOJIACT MPaKTUICCKU HUCKJIIOUUTH NOJTyUCHHUC
JIOKHOTIOJIOKUTCIIBHBIX PE3YJIbTATOB, OrpaHUYUBAACH HEOOIBIINM (B CpaBHCHUU CO
CTaTHYCCKUM aHaJ’II/ISOM) KOJIMYECTBOM aHHOTAIIUM K AHAJIU3UPYEMOMY KOY.

e MHorue AMHAMHUYECKHUE aNTOPUTMBI TPEOYIOT 3aTpaT 10 MaMsTH M BPEMEHH HCIIOJIHEHUS,
MPONOPLUMOHANBHEIX ~ TpeOOBaHMAM  aHATU3UPYEMOH  CHCTEMBI, YTO  IO3BOJIAET
AQHATU3UPOBATh CI0XKHBIE UCTIOIHEHHS.

s MHHYCOB JUHAMHUYECKOI'0O MMoJaxXo0Ja, MOKHO OTMETUTD!

e Tak Kkak JAHAMHWYCCKUE METOAbI pacCMaTpuBaAIrOT JIMIIb KOHKPETHOC MCIIOJIHCHUC,
Ka4€CTBO aHaJIn3a HAIPAMYIO 3aBUCUT OT Ka4€CTBa TECTOBOI'O NOKPBLITUA aHATTU3UPYEMOT' O
Koza.

e JluHAMUYECKHI aHau3 HE CIIOCOOEH 00eCeUnTh CTPOTHE TapaHTUN KOPPEKTHOCTH KOJIa,
TaK KaK B TECTOBBIX CIIEHAPUAX MOTYT PEATU30BHIBATHCS HE BCE BO3MOXKHBIE UCIIOIHEHUSI.

Jlns auHAMIYecKoro moucka ToHOK B koze sapa OC Linux nogxepxusaercs nacTpyMeHT KCSAN
(kernel consurrency sanitizer) [2]. {7 TOTb30BaTENBCKUX PHIIOKEHIH HHYPACTPYKTypa COOPKH
LLVM npenocrapisieT HHCTPYMEHT nuHamudeckoro ananusa Thread Sanitizer [5].

Ha MoMeHT HanmcaHMsl CTAaThM CYIIECTBYET HECKOJBKO MOIXOAOB K JHMHAMHYECKOMY aHAIU3Y
IIPOrpaMM Ha IpeIMET TOHOK JIAHHBIX, CPEIH KOTOPBIX MOKHO BBIAEIHUTH AITOPUTMBI, OCHOBaHHbIE
HAa WCIIOJIF30BAaHUU TOYEK OCTaHOBA MO JaHHEIM (watchpoint-based) u anropuT™Bl, HCIIOTB3YIOIITHE
JUIs IOUCKA TOHOK YIIOMSIHYTOE paHee oTHomeHue happens-before nan onepauusamu ¢ naMsTelo, a
TaKXKe METOJI, OCHOBAHHBIN Ha IIOCTPOCHUH MHOXKECTBA aKTHBHBIX KpUTHUYecKux cexiui (lockset).
ITo onpeneneHno, TOHKa JAaHHBIX — 3TO OJIHOBPEMEHHbII KOH(IMKTYIOIINIT HeOe30aCHbII JOCTYII.
YTOMSIHYTBIE TIOAXObI PA3IMYAIOTCS aJITOPUTMOM OOHApYKEHHsI OJTHOBPEMEHHBIX OIepalluii Hajl
OJHOH sIYEeHKON IaMsITH.

OcHoBaHHBIE Ha TOYKax ocraHoBa (watchpoint-based) anropurMbl HaxoIST OJHOBPEMEHHbIE
JIOCTYTIBl MyTEM IPUOCTAaHOBKM MPOrpaMMBI B MeCTaxX JOCTyNa K MaMsITH Ha IICEBIOCITydYaitHBII
MPOMEXXYTOK BPEMEHU M 00pabOTKH BCEX JOCTYIOB, MPOU3OLICANINX K JAHHOW sYeliKe MamsTH B
0003HAUCHHBIM NPOMEXYTOK, KaK OJHOBPEMEHHBIX C MEPBBIM JOCTYMoM. [l HOCTymoB K
MHTEPECYIOIEMY aJlpecy TaKue ajJrOPUTMBI HCIIOIb3YIOT MEXaHM3M TOYEK OCTAaHOBA IO JAHHBIM
(watchpoint).

JleTeKTopbl TOHOK IO TaHHBIM, OCHOBAHHBIE Ha IMMOCTPOCHUH MOPSAIKA ONEepaLHil (happens-before-
JIETEKTOPbI), MPOU3BOJAT IOMCK OJHOBPEMEHHBIX JOCTYIIOB 10 ONPEAETICHUI0 M3 CTaHAapTa, TO
€CThb HOJJICP)KUBAIOT B MaMATH YacTh MUCTOPHM JOCTYNOB K NAMSTH M CXXAaToe Ipe/CTaBICHHUE
nopsiaka happens-before u mpoBepsIOT, YHOPSAAOYEH JIM KaXKIbI CIEAYOMHMI OOCTym ¢
KOHQIINKTYIOITAMHY C HUIM COXPaHEHHBIMH JOCTYIAMH.

ANTOpPUTM TOCTPOEHMSI MHOKECTBA aKTHBHBIX KpuThueckux cekiuid (lockset) mis kaxmoro
JIOCTYIA K IaMsTH OTIpeessieT BCe aKTUBHbBIE HAa ATOT MOMEHT KPUTHUECKHE CEKIIMU U TIPOBEPSET
JUISL KXKJIOH ITepeMEHHOM, 4TO Bce KOH(QIIMKTYIOIINE JOCTYIIBI K HeW pa3/iesIiioT MexX 1y co00i XOTs
OBl OJTHY OOIIYIO KPUTHYECKYIO CEKITHIO.
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COOTBETCTBEHHO, MPEUMYIIECTBAMH MOJX0/1a, OCHOBAHHOTO Ha TOUKAaX OCTAHOBA SIBJISIFOTCSI:
e MuHNMaNbHBIC 3aTPAThl TAMSATH — HEOOXOAUMO JIUIIb XPAaHUTh HHPOPMALIHIO O TEKYIINX
TOYKaX OCTaHOBA IO JaHHbBIM;

e OrcyrcTBHE HEOOXOAWMOCTH B AaHHOTAIMSAX K KOMOBOH 0a3ze, Tak KakK JOCTYIIBL,
MPOKCXO/AIINE B MOMEHT OXKHJAHHS Ha TOYKAX OCTAHOBA, BCEr[a HE YMOPSIOYCHBI C
obpabaTsIBaEMBIM JOCTYIIOM B CMbICIIE mopsizka happens-before B momenu mamsiTa.

B cBoro ouepenp, M3 IUIFOCOB IOAXOIa, OCHOBAaHHOTO Ha IIOCTPOCHHHM BO BpPEMs HCIIONHEHHS
TpeICTaBIeHHS YaCTHIHOTO mopsiaka happens-before, MokHO OTMETHTS:

e CnocoOHOCTE 0OHAPYKUBATh TOHKH II0 UX OINPEIECICHUIO B MOAETH MaMATH S3bIKa — TO
€CTb HE3aBHUCHMO OT IEJIEBOH TIaT(GOPMBI M €€ MOZIEIIH MaMSITH.

e O0OpaboTKa KaXkA0i onepanuy Haj aMsIThiO IeTePMUHUPOBAHHBIM 00pa3oM — TO €CTh JJIS
Bepu(HKaUK KOHKPETHOTO CLEHApPHs MWCIOJHEHUS MPOrpaMMBbl €ro J0CTaTOYHO
IIPOAHATU3HPOBATh OJMH pa3.

Takum 06pa3oMm, IETEKTOPbI, OCHOBAHHBIE Ha IOCTPOeHKH mopsiaka happens-before, B cpaBHenuu ¢
MO/IX0JIOM, OCHOBAHHBIM Ha TOYKAX OCTAHOBA, MO3BOJSIOT HE3aBHCHMO OT TEKYIICH IIeNeBOit
m1athopMbl HAXOAWTh OOJiee MIMPOKHH CHIEKTP OMMOOK, B TOM 9YHCIC TOHOK JaHHBIX, HE
OPHUBOSIIMX K HEKOPPEKTHBIM 3HAYCHHSM B aHATM3UPYEMOM HCIIOIHEHHH, HO TpeOyroT Goiee
JICTAIIbHBIX AHHOTALUHN U TOTOIHUTEIBHBIX PECYPCOB IO BPEMEHH M MAMSITH.

I[To cpaBHEHHMIO C AJITOPUTMAMH, OCHOBaHHBIMH Ha TOYKAaX OCTAHOBA IO JAHHBIM JIHOO MOCTPOCHHU
nopsiaka happens-before, MmeTon, ocHOBaHHBIM HA MOCTPOEHUH MHOYKECTBA AKTHBHBIX KPUTHYECKUX
cexiuii (lockset) obecrneunBaeT MEHbIIIME 3aTPATHI IO TTAMSTH, YeM METOJI, OCHOBaHbIi Ha happens-
before u, B oTiHuMe OT JETEKTOPOB, OCHOBAHHBIX HAa TOYKAX OCTAHOBA, MTO3BOJISIET JETEKTUPOBATh
MOTEeHIMAIbHBIC TOHKH, HE PEATH30BABIIUECS B aHATU3UPYEMOM HCTIONHEeHHH. OIHAKO, 3TOT METO/
HE MO3BOJIIET KOPPEKTHO aHANM3UPOBATh AITOPUTMbI HEOJIOKUPYIOLICH CHHXPOHHU3AIUH, a TAKKE,
0 CYTH I10JIX0/1a, CIIOCOOEH FeHepHUPOBATh JIOXKHBIE COOOLICHUS 00 OIIMOKaX.

K mnoaxomam, OCHOBaHHBIM Ha TOYKAX OCTAHOBA, OTHOCSITCS TAKHUE AITOPUTMBI Kak, HAmpHUMeEp,
RaceHound [6] u Kernel Concurrency Sanitizer [2] B sigpe Linux. Anropurm Thread Sanitizer [3],
B CBOIO Ouepe/ib, SABISAETCS JETEKTOPOM, OCHOBAaHHBIM Ha MOCTpoeHMH mopsiaka happens-before.
Cpeau ETEKTOPOB, HCHONB3YIONUX MOCTPOECHHE MHOKECTBA AKTUBHBIX KPUTHUYECKHUX CEKIUH,
MO>HO BbIZIenuTh Eraser [7].

4. Aneopumm Thread Sanitizer

AHFOpI/ITM noucka roHok Thread Sanitizer oTHOCUTCS K KJIaCCy TMHAMHWYCCKUX AJITOPUTMOB ITOUCKA
TOHOK, OCHOBAHHBIX Ha aHAJIU3C NMOPAAKa onepaum‘fl happens-before U, COOTBETCTBCHHO, JOJIDKCH
MOAJACPKMUBATEL B CBOCH maMsATH HEKOTOPOC CKATOC MPEACTABIICHUE YIIOMSIHYTOI'O IOPAAKa HaIX
BCEMU XPAHUMBIMHU ONI€paliuAMU C MAMATHIO. C sroit LEIBI0 KXo ornepanru ¢ NaMATbIO CTaABUTCA
B COOTBETCTBHE €€ 310Xa — IIeJloe HEOTPULIATCIIBHOC YHUCJIO, 4 KAXIOMY ITOTOKY U NMEPEMECHHBIM
CHUHXPOHHM3AIUN COOTBETCTBYIOT BEKTOPHBIC YaChl [8]

4.1 Mopenb cuHxpoHusauum anroputma ThreadSanitizer

B mozenu namstu si3pika C onepanyuy BHYTPH OJJHOTO MOTOKA YIOPSA0YSHBI MOJIHBIM MOPSIKOM
sequenced-before (cm. m. 2.1), u3BecTHbIM Takke Kak program order. Otnonrenue happens-before
B MOJICIIM TTAMSITH OTpEeNesIeTCs Kak TpaH3WTHBHOE 3ambikaHue Sequenced-before, synchronizes-
with ¥ emé HecKONBKUX TMOPAAKOB, TOe Kaxaas jayra synchronizes-with ¢opmupyercs release-
orepanueii 1 COOTBETCTBYIOIIEH eif (Habmoaaromei eé a¢dexT) nocieayromuieit acquire-omnepamueit
HaJ HEKOTOPO# NEpEMEHHON CUHXPOHU3ALIMH.
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B monenu cunxponunsamuu anropurma Thread Sanitizer mopsimox happens-before Beipakaercs B
BHUJI€ TPAH3UTHBHOIO 3aMbIKaHus mopsakos sequenced-before u synchronizes-with, uro sBastercs
YIPOLICHHEM MOJEIH TaMsTH s3bika C.

4.2 3noxu n BeKTOPHbIe Yachbl

ITOCKOJIBKY B MOJEIHM CHHXPOHH3AIWKM BHYTPH KaKIOTO MOTOKa oTHomieHwe Sequenced-before
ompeneNseT TONHBIA MOPAIOK Ha omepanuax, anroputM ThreadSanitizer comocTaBmseT KaxmIou
ormepanuu e€ SMOXy — HEKOTOPOE IIeJI0¢ HEOTPHUIATEIIFHOE YKCIIO, SBISIOIICECS MEpOi mporpecca
MOTOKAa K MOMEHTY JaHHOW Omepalliy, aHAJOTUYHO JIorudeckuM dvacam Jlammopra [9]. B
JIECKPUMITOPE KaXIoW oOpabareiBacMoill omeparu Haj mnamsateto, Thread Sanitizer, momumo
MPOYHUX XAPAKTEPUCTUK, COXPAHSIET 3MOXY ATOH ONepaliy 1 uACHTUHUKATOP €€ MOTOKA.

B kauectBe cxkaroro mpejcraieHus mopsiika happens-before 8 ThreadSanitizer ucmons3yrorcst
BEKTOpHBIC Yachl [8], SBISAIOMIMECS IMUPOKO HCIOJIb3yeMbIM OOOOIICHUEM JOTHYCCKHX YaCOB
JIammopra. Ecnmu T — HEKOTOpBI MOTOK MCIOTHEHHUS, TO BEKTOPHBIC YaChl MOTOKA | — CIIHCOK,
XPaHSIUA U1 KaKIOro aKTHBHOTO IOTOKA B CHCTEME DJIOXY €ro IOCIeAHEH OIlepaluy,
YIOPsI0USHHOM JI0 TeKyILeH onepanuu B motoke T B cMbicie nopsiika happens-before.

4.3 CnHxpoHu3auus

JI71st KOppEKTHOM pabOThI aJIrOpPUTMa HEOOXOAUM CIIOCO0 Mepecuéra CHKATOro MPeACTaBICHUS rpada
otHoreHus happens-before moce oneparuii cuaxponusamuu (To ecth release u acquire onepanuii
HaJ TIepEMEHHBIMU CHHXpOHH3aIuK). C 3TOM IENbI0 KakKIOW TepeMEHHONW CHHXPOHH3AINH —
NPUMUTHABAM CHHXPOHHM3AIIMA W aroMapHeM (atOmiC) TepeMeHHBIM — TakKe CTaBATCA B
COOTBETCTBHE BEKTOPHBIE YaCHl, XpaHAIINE IS KaXIOTO IOTOKA IOCIECIHION €ro SIoXYy,
Mpe/LISCTBYIONIYI0 WM PaBHYIO (B cMbicie oTHoureHus happens-before) wmexoropoii release-
onepanuy Hajl TOU IEPEMEHHOM.

s xaknoii release-oneparuu motoka T HaJ IEPEMEHHON CHHXPOHH3AIUH S €€ BEKTOPHBIC YaChl

Vs (puc. 1) OGHOBISIFOTCS TIO3IEMEHTHBIM MaKCHMYMOM (Zajiee — orepanusi max”) ¢ BEKTOPHBIMU

qacamu VT mortoka T. J[ms acquire-omeparmii, Ha060pOT, BEKTOpPHBIE 4achl VT OOHOBISIIOTCSI
MODJIEMEHTHBIM MakcuMyMoM ¢ Vs. Takum o0Opaszom, Juisi Ayrd oTHOIeHWs Synchronizes-with
Mexay oneparusmu release(S) (manee — cokp. rel) 8 T1 u acquire(S) (manee — cokp. acq) B T2

BepHO V'12 = max*(Vrz, V's) > max’(Vrz, max*(Vri, Vs)) > V11 (rme V'12 1 V's — 0OGHOBJIEHHBIE
3HaueHust V12 u Vs cooTBeTCTBEHHO) (puc. 1).

Takoe MOBEICHHE COIIACYETCs C ONPEICICHUIME BEKTOPHBIX 9acOB M OTHOLIeHHH Synchronizes-
with u happens-before 8 mogenu mamstu.

4.4 TeHeBass NaMATb U MONCK FOHOK

s xpanenus nadopmarun o6 odpadbotaHHBIX HocTymax K mamatu Thread Sanitizer ncnonp3yeT
OTIETbHBIA PErHOH NMAaMITH — TaK Ha3bIBAEMYIO TEHEBYIO MaMsTh — TaKOH, YTO KaXIOH sueiike
MalIMHHOI'O CJI0BAa B OCHOBHOI NIaMsATH COOTBETCTBYET SU€iiKa TEHEBOU IaMSTH.

Kaxnas sdeiika TeHEBOW NaMATH XpaHUT HEOOXOAMMYIO HH(OpManuio NpO HECKOIBKO (B
peammzanuu B LLVM — 4) mocieqHnx JOCTYIIOB K COOTBETCTBYIOIIEMY MAIIMHHOMY CIIOBY B
OCHOBHOM mamsaTH. s Kakmod omepanuu (JUCTUHT 1) B TCHEBOH MaMsATH COXpaHseTcs e
UACHTH(PUKATOP MOTOKA, TEKYIIAs S1T0Xa 3TOTO IMOTOKA, 3aTPOHYThIe OANTHI U THIT AOCTyMAa (puUC. 2).
Takum oOpazoM, B MOMEHT 00paOOTKM Tekymield omepanun X Haja NMaMsTHIO TEHEBas HaMSTh
orpeJiessieT MOTEHIMAIFHO KOH(UINKTYIOIINE MTPEANIECTBYIOMNE onepauy Yi, a BEKTOPHBIE Yachl
MTO3BOJISIFOT MPOBEPHUTH, YTO MEXAY KaXI0W KOHGIUKTYyromeH oneparuei Yi u X MpPUCYyTCTBYET
ornomenue happens-before (ro ects, X happens-before Yi). B mpotuBHOM ciiydae HHCTpYMEHT
reHepupyeT coolrieHne 06 ommuoxe.
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T2 T1
Vs = max*(vry, Vg) 'l'
< release(S)
A
s &
Vs / a%;$
Vg &’1/
VT2 = max*(vs, vrp) " —— /O
» acquire(S) PQ@
I Y
Puc. 1. BexmopHuvle uachbi.
Fig. 1. Vector clock.
data
a=1 b =2
shadow(data)

Regular Write ("a =1")
Size=4 Offset=0 Thread=1 Epoch=1

Regular Read ("return a")
Size=4 Offset=0 Thread=2 Epoch=2

Atomic Write ("b.store(2)")
Size=4 Offset=4 Thread=2 Epoch=1

Atomic Read ("return b.load()")
Size=4 Offset=4 Thread=1 Epoch=2

Puc. 2. Tenesas namsimeo.

Fig. 2. Sha
struct {
int a;
std::atomic<int> b;
} data;
int threadil () {
data.a = 1;

return data.b.load();
}
int thread2 () {

data.b.store(2);
return data.a;

Jlucmune 1. I[lpumep 3an

dow memory.

OJIHEeHUsI MEeHesoU NaAMIMU.

Listing 1. Shadow memory update example.
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5. Onmumu3sayuu, ucnonb3dyemsie 8 LLVM Thread Sanitizer

C 1enbio yMEHBIICHHS PACXOIO0B 10 MAMATH U MOANEPHKKH MOTCHIHAILHO HEOTPAHMYEHHOTO YHCIIa
MOTOKOB B Tekymied Bepcun amroputMa LLVM Thread Sanitizer mcmomb3yeTcs HECKOIBKO
MEXaHH3MOB, B YHCJIE KOTOPHIX OOHOBJICHHE TEHEBOH NaMATH, TPACCHPOBKA OINEpPAaLlUil U CIIOTHI
CHUHXPOHH3ALIUH.

5.1 TpaccupoBKa onepauun U TEHEBOWN CTEK

B Ttpaccax omepaumii i1 KaXXAOrO IOTOKA COXPAaHSAETCS MOPSAOK OIepaluil Hal NaMsTbiO
OTHOCHTEJIFHO BBI30BOB MPOIEAYP, YTO, CPEAN MPOUYETO, MO3BOIIET BOCCTAHOBUTH CTEK BHI30BOB
TM000¥ oTepanuil U3 TEHEBOH MaMATH. TEeHEeBOH CTEK MOJACPKUBACT TEKYIINI CTEK BEI30BOB B BUJIE
MaccuBa aJpecoB B KOJIE, MPENOCTaBIssi BO3MOKHOCTH OBICTPO T'€HEPUPOBATH COOOIIEHHS 00
ommudKax (puc. 3).

Thread Sanitizer BHeApsieT B KO BBHI30BH OHOIMOTEKH BPEMEHH HCIOJTHEHHS B MOMEHT BXOZa B
KXyl (DyHKLIUIO ¥ BO3Bpara U3 He€, YTO MO3BOJIIET MOJIEP)KUBATh TEHEBOW CTEK M YYUTHIBAThH
BBI30BBI M BO3BpATHI U3 (PyHKIMIT B Tpaccax MOTOKOB.

CreK TpaccupoBKa
Call(&Foo) | Load(&y) | Store(&x)

Foo data
— Call(&Bar) | ... | Return | Call(&Baz) | ...

TeHeBOMU CTEK
&Foo | &Baz

Puc. 3. Tpaccuposka u menegoti cmex.
Fig. 3. Tracing and shadow stack.

Baz data

5.2 CnoTbl CUHXPOHU3aL UK

Jns apdextuBHONM 00pabOTKH OONBIIOTO KOJTHYECTBA MIOTOKOB B ITOCIEAHEH BepcHr OMOIHOTEKH
Bpemenu ucronHenus: Thread Sanitizer Obuta crienaHa ONTHUMHU3aNKS, TO3BOJISIOIIAS OIPAaHUYUTD
pa3Mep BEKTOPHBIX 4aCOB M KOJIIMUECTBO OUT HACHTH(UKATOPA IIOTOKA B TEHEBOI MaMSITH.

BMecTo noTeHnHansHO HEOrPaHUUEHHOTO 110 BEJTMYMHE LETOYUCIEHHOT0 HACHTH()HKATOPa ITOTOKA
peammzanus ThreadSanitizer mogiepxuBaeT GUKCHPOBAHHOE KOJMUYECTBO TAK HA3bIBAEMBIX CIIOTOB
— JIOTUYECKHUX €JAMHHIl UCIIOIHEHHUS, UMEIOIINX JIOKAJIbHBIA cY€TYHK 31oxu (puc. 4). bubnuoreka
BpemeHnn ucnonHeHust ThreadSanitizer cTaBUT KaXIOMy HCIOJHAEMOMY Ha JAaHHBIH MOMEHT
IIOTOKY B COOTBETCTBHE HEKOTOPbIH clIOT. Kaxk1pIit clIOT, B CBOIO 04epe/ib, MOJACPKUBAET UCTOPUIO
MTOTOKOB, KOT/1a-TH0O0 MCIIOMHABIINXCS B IPUBSI3KE K 3TOMY CIOTY. DTOXa CJIOTAa CIUTAETCS SMOXOH
MPUBSI3aHHOTO K HEMY MOTOKA, & BEKTOPHBIE YaChl [IOTOKOB M TIEPEMEHHBIX CHHXPOHHU3ALUH XPAHST
MOCTIETHIO HAOII0aeMyI0 3TOXY KaKIOTO ClIoTa. B TeHeBoi mamsTh BMECTO MACHTH(UKATOPa
MIOTOKA XPAaHUTCSI HHJIEKC CII0Ta, COOTBETCTBYIOLIETO ITIOTOKY, HCIOJHUBILEMY OTIEPALIHIO.

B Takoii Mojiesi HaT4Ke Jyru OTHOMICHHs Synchronizes-with mexay HekoTopsiMu moTokamMu T1
u T2 Bie4ér 3a cOO0OH HaTMUYKE TOM K€ MYTH MEKAY COOTBETCTBYIOIIMMH CJIOTAMH IMOTOKOB. B
cilyyae ecii KOJMYECTBO IIOTOKOB HMPEBOCXOJUT KOJIMYECTBO CIIOTOB, TAaKOW IMOJAXOJ BBI3BIBAET
MapasuTHYI0 CHHXPOHM3AIMIO MEXy TIOTOKaMH, Pa3JIeNIOIUMU OAHNH CJIOT B TEUCHHE BPEMEHH
UCITIOJTHEHUsI, YTO MOJET IIPUBECTH K JIOKHOOTPHLATEIBHBIM BEpIMKTaM B HEKOTOPBIX
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ucrnonHeHusx. OJHAKO, €ClIM KOJMYECTBO AKTUBHBIX TIOTOKOB HE NPEBOCXOAUT KOJIHMYECTBA CIIOTOB,
JaHHBIH TT0JX0/] HE MPUBOJUT K NOTEPE HHPOPMALIMK B CYKATOM NPEICTABIEHUHU NOpsaka happens-
before Texymiero ucnonHeHwus.

—

Thread2 ————> B-=A

Thread 1 A=1

N

Thread3 > C-B — >

SLOT X TID 1 iTIDB >§T|02 R
0 1 )2 3 4 5 )
SLOT Y 'NULL >§T|02 iTID1 | Rk
0 1 2 3

(0, 0) (1,0) (1,1) (3, 1) (3,3) (5.3)

Puc. 4. Cromul cunxponuzayuu.
Fig. 4. Synchronization slots.

6. Uumeepayus Thread Sanitizer e so0po OCPB

6.1 TpeboBaHuA npu nHTerpauun B sgpo OCPB

OCOOEHHOCTH TPOCTPAHCTBA spa OINEPAUOHHON CHUCTEMbBI HAKJIAJBIBAIOT PsiJi TPeOOBaHHUN Ha
peanusanuto anropurma Thread Sanitizer:

e boJbII0€ KOJTMYECTBO MOTOKOB B CPABHEHUU C TIPOCTPAHCTBOM TOJIB30BATENS — TpeOyeTCst
yMeHHe 00pabaThiBaTh CHHXPOHHU3AIUIO COTEH TIOTOKOB, HE YBEIMYUBAS 3aTPaThl MaMSTH
U BpEMEHH TSl MOJIEP KaHUsl MEXaHH3Ma BEKTOPHBIX YacOB.

e lcrmonb30BaHHE HECTAHIAPTHBIX MEXaHW3MOB CHHXpOHM3anuu (6apbepoB MaMSITH H
YIPaBICHUS. TPEPBIBAHUAME) — TpeOyeTcss OMpeleinTh MX CEMAHTHKY B OTHOIICHHH
nopsinka happens-before u uHTErpHpOBaTh MONIEPKKY OIMCAHHBIX MEXAHHU3MOB B
OUOJIMOTEKY BPEMECHH HUCTIOTHEHHUS.

e [lepexom B MPOCTPAaHCTBO IOJBH30BATENsI W 00pabOTKAa aCHHXPOHHBIX IIPEPHIBAHUA —
TpebyeTcsl MoANepKaTh MEXaHU3M IOMCKAa TOHOK MEXIY 00pabOTYMKOM IpEephIBaHUSA U
KOJIOM NPEPBAHHOTO MOTOKA.

[Momumo omucanHbIX TpeOoBanmii, cBodicTBa OC peasbHOrO0 BPEMEHHM HAKIAJBIBAIOT Ha
peaNn3aInio JOTIOTHUTEIbHBIC OTPaHUYEHUS:

e OrpaHWYeHHBIN 1 QUKCHPOBAHHBIA 00BEM (U3NIECKON M BUPTYATbHON MaMATH — 00BEM
TEHEBOW MTAMATH B OTHOIIEHNH K OCHOBHOH NMaMSATH Apa He JOJDKEH ITPeBOCXoaAnTh 1:1.

e OrpaHmueHHs 1O 3aTpaTaM 10 BPEMEHH B XYILIEM CIIydae — allTOPUTMBI, OTIHPAIOIIHECS
Ha TapaHTHH pPEaJbHOTO BPEMEHH, IOJDKHBI KOPPEKTHO paboTaTh B KOMOMHAIMH C
MHCTPYMEHTOM JUHAMHUYECKOIO aHAJIN3A.

I[J'Iﬂ YMCEHBUICHUA Tp€60BaHHﬁ aJiroputMma no ,Z[OHOHHI/ITGHBHOﬁ NnaMsATH 3a OCHOBY pcaJiu3allin
OUOIMOTEKH BPEMCHHN HCIIOJHCHUSA ObllIa B35Ta ONKCAHHAS BBIIIE Bepcusa OuOIMOTEKH BpEMCHHU
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ncnionHeHuss LLVM Thread Sanitizer, moanmep>kuBaromas TPAaCCUPOBKY OINEpalUuid W CIIOTHI
CHUHXPOHH3AILlMK, KOTOpas I03BOJSET IOJJICPKHUBATh NPOU3BOJIHHO OOJBIIOE KOJIHMYECTBO
JIOTMYECKUX MOTOKOB MPU (PUKCUPOBAHHOM pa3Mepe BEKTOPHBIX YaCOB U KOPPEKTHO 00pabaThiBaTh
MEPENOTHEHUE CYETYMKOB ATIOX MOTOKOB.

6.2 OnTuMM3aumua pacxonoB NO NamMATH

B texymeit peamuzamm LLVM Thread Sanitizer TeHeBasi mamMsTh COCTOHUT U3 JIBYX PETHOHOB: B
NIEPBOM, B COOTHOIIEHNH 2:1 K OCHOBHOW MaMSTH, XpaHUTCS HHPOPMAIHS O MOCIEIHUX JOCTYIax
K MaMsITH, BO BTOPOM — METanH(pOpMaIus 0 IIEpEeMEHHBIX CHHXPOHHU3AIMHU, B cOOTHOIIeHuHU 1:1
ocHOBHOH mamsTH. B mpoctpanctse sagpa OCPB Her MeXxaHM3MOB JAWHAMHYECKOTO YIIPaBJICHHS
BUPTYQJILHON NMaMsATbIO, a 00BbEM (DU3MUYECKOH MamsTH Ha EJeBbIX IUaThopMax 3a4acTylo He
MTO3BOJISIET UMETh TCHEBYIO ITAMATh B COOTHOIICHUH OoJbIeM deM 1:1 K OCHOBHOIA.

TpéxkpaTHass 5KOHOMHSI MOTPEOJSIEMON TEHEBOM MaMSTH JOCTHIaeTcs 3a CUET yMEHBLICHHS
KOJIMYECTBA CJIOTOB IOTOKOB U MaKCHMAJILHOTO 3HAYECHUS ATIOXH ITI0TOKA, a TAK)KE 3aMEHBI TEHEBOTO
pervoHa st MeTauH(GOpPMAlMK Xell-TabJHLeH, XpaHsmed IS KaKIOoro aapeca NepeMeHHO
CHHXPOHH3ALNH €€ BEKTOPHBIC YacChl.

6.3 O6paboTka GapbepoB NaMATU U acceMbIepHOro Koga

bapbepbl mamsaTH, NOYTH HE HCIOJb3yeMble B IMOJB30BATEILCKOM KOJE, HAaXOAAT IIHPOKOE
MPUMEHEHHE B KOJIE sApa U JOJDKHBI YYUTHIBATHCS OMOIMOTEKOM BPEMEHH UCTIONHEHHS KaK TOYKH
cuaxpoHmanuu. [lpuHmun o6pabotku OaprepoB ommcaH aBTopamMu KTSAN [10] u Obur
aJanTHPOBaH JUIA TEKYyILei Bepcur OMOIMOTEKH BPEMEHH UCTIOTHEHUSI.

C nenplo KOPPEeKTHOH 00pabOTKM acceMOIEpHOro M IPOYEro KojAa, HE IOJBEPraroIerocs
aBTOMAaTHYECKOMY aHHOTHPOBAHUIO BO BpeMs cOOpku (T.H. mHcTpyMeHTanuu), Thread Sanitizer
OJIJIEP)KUBACT SIBHbIE BBI30BBI HHTEp(derica ONOIMOTEKN BpEMEHH UCTIOTHEHUS — aHHOTALIUH.

6.4 OnTMMn3auua o6paboTKkn NnepenonHEHUA CYHETUNKA INOXU

JIIi KOpPPEKTHOCTH CBOWCTB BEKTOPHBIX YacOB M QJTOPUTMA OOHApyKEHHS TOHOK JaHHBIX
TpebyeTcsi MOHOTOHHOCTH 3I0X OTepalyii B KakKAoM cioTe. [10CKoNIbKy, ¢ eJIbI0 ONTHMHU3aLNH
3aTpaT MO MaMsTH, pa3Mep CUETUYMKAa SM0XH B TEKylIeW peanu3auuu, B cpaBHeHMH ¢ LLVM
ThreadSanitizer, 0T yMeHbIIIEH 10 6 OUT, Ha JFOOOM peaNTbHOM HCIIOTHEHUH OYAET BO3HUKATH
neperosHeHue cuérunka smoxu. Ilocie mepenonHeHus cYETYMKa SMOXHM HapyIIaeTcs CBOMCTBO
MOHOTOHHOCTH, W BCSI COXpaHEHHas nH(popmanus, cojepkaiias HoMepa CTapbIX 30X M JAaHHbBIC
BEKTOPHBIX 4YacOB, CTAHOBUTCS HECOIVIACOBAHHOW C TeKymMM cocrosiHueM cTpyktyp Thread
Sanitizer. Takum 00pa3oMm, IS KOPPEKTHONW OOPabOTKM IEPEMOSHEHUsT SIOXH Tpedyercs
BBITIOJTHUATH COPOC BCETO TEKYIIETO COCTOSHHS.

O06paboTka TEPETONHEeHNsI CUETYMKA AMOXU MPOUCXOJUT B JIBa 3Tala: CHavaua MpPOU3BOJIMUTCS
OYNCTKA TPAcC MOTOKOB M TaOJIMIBI IEPEMEHHBIX CUHXPOHM3AIIMH, 3aTE€M OIeparst 0OHOBICHI
TEHH.

MeHpmnii AMana3oH BO3MOXHBIX 310X IIOTOKOB, IOMUMO YMEHBILIEHUS pa3Mepa siueiKU TEHEBOM
mamsTH, JaéT pasyMHOE OTpaHWYEHHE Ha pa3Mep Xem-TaOmuisl i MetanHpopMmarmu. OmgHako
TAaKO€ pEUICHHE MPUBOJUT K YAaCThIM OINEpalusiM OOHOBICHUS BHYTPEHHETO COCTOSIHUSI
caHWTai3epa, B TOM 4YHclIe OOHyneHHs (cOpoca) TEHEBOW MaMsATH C Ielblo 00paboTKh
nepenoaHeHns cuéranka 3moxu noroka. B LLVM Thread Sanitizer ms Linux o6HyeHIe TeHEBOI
NaMsTH pealM30BaHoO yepe3 cucTeMHbIi Bb13oB mmap. OCPB He noaiepxuBaeT Takoe penieHUe B
CHITy CTaTHYECKOH KOH(GUTypaluy BUPTYIbHOM MaMsTH.

B cBs3u ¢ aTHM, 1A cOpoca TeHEeBOH MaMATH COCTOSTHHE CTPAaHUI] TeHH (y»e 0OHOBJICHA CTPaHHIIA,
i TpeOyeT OOHYIeHNUS ) SMYIIMPYETCs IPOrpaMMHBIM 00pa30M C UCHONIb30BaHUEM Oydepa ¢uiaros
(puc. 5). Ilpn HEOOXOJMMOCTH JIOCTYNa K CTpaHuIle, TpeOyromel copoca TaHHBIX, TIOTOK CHaYana
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OoOHyJIsIeT €€ MaHHbIe, 3aTeM COpachIBaecT (ar COCTOSHUS CTpaHMIBI. Tak Kak cOpOCH CTpaHHII
TEHEBOM MaMsITH KOHMIMKTYIOT C YTEeHHEM HH)OPMAIIUH O A0CTYIaX U3 TEHH, BO3MOKHBIE JIOKHbIE
TOHKH (PHIIBTPYIOTCS C TIOMOIIBEO ITOJICUCTEMBI TPACCHPOBKH JTOCTYIIOB K MAMSITH.

OmnucanHas peanusanusd 1MO3BOJIACT HE OCTAHABJIMBATBH IIPOTPECC CUCTEMBI BO BPEMS OII€paAllNA
OOHOBIICHHS TC€HHU, YTO BaXXKHO JII JUHAMHUYECKOI'0 aHalin3a KoJa, OIMMPArOIIEeToCsa Ha rapaHTuu
PCaJIbHOT'O BPEMECHHU.

store(0x1238) load(0x2be0) load(0x3a08) store(0x4800)

| |
ﬁ H¢

page status: A B/C D

| |

J l
refresh(B) refresh(D)
h 4 ¢ h ¢

Page A Page B Page C Page D
[0x1000-0x2000] | [0x2000-0x3000] | [0x3000-0x4000] | [0x4000-0x5000]

Puc. 5. I[locmpanuunoe obHosIeHUE MEHU.
Fig. 5. Per-page shadow reset.

7. Moddepxxka npepbieaHul e peanu3auuu ThreadSanitizer

OI[HI/IM W3 KJITIOYEBBIX OTJIUYHI IMPpOCTpaHCTBa sAJipa OT MOJIb30BATCILCKOT'O ITPOCTPAHCTBA ABIACTCA
HaJIn4ue HpeprBaHI/Iﬁ " yIpaBJICHUS KOHTCKCTOM HCIIOJTHCHHA.

7.1 O6paboTka npouenyp o6paboTynKkoB npepbiBaHUN

ITockoneky BHyTpH siipa OC OCHOBHas 4acTh B3aMMOJAEHCTBHS C MOJIB30BATEIEM H alllapaTypou
MIOCTPOCHA Ha MEXaHU3Me MPEPBIBAaHMH, KOJI 00pabOTKU IMpephIBaHUHA MOXKET KaK BHOCHTbH BKJIAJ B
CHHXPOHM3AIIHIO ITOTOKOB, TaK ¥ COAEP)KaTh TOHKH JJaHHBIX, KOTOPhIe HEOOXOIUMO CBOCBPEMEHHO
obHapyxuBatb. Takum o6pa3om, ThreadSanitizer 00s13aH BHEIPSATH COOTBETCTBYIOIINE TPOBEPKH B
KO/, NCTIOJIHSIEMBIH B IIporecce 00pabOTKHU MpephIBaHUH.

Tak kax Tekymas peanusanus anropurma ThreadSanitizer conepuT OJOKUPOBKH M KPUTHYECKHE
CEeKIIMH, BBI30OBbl OMOJMOTEKH BpPEMEHU MCIOJHEHMS JIOJDKHBI HCIIOJHATHCS C  3alpeToM
ACHMHXPOHHBIX NpEephIBaHUN. 3ampeT NpepbhlBaHUN Ha BpeMs BHI30BOB (GYHKIMH OHONMMOTEKH
BpeMeHHn wncnosHeHusi Thread Sanitizer rapaHTHpyeT, 4YTO Ha OJHOM (DPU3MYECKOM sipe
00paboTYMKN ACUHXPOHHBIX IPEphIBaHUS 00pabaTHIBAIOTCS B H3OJSIMU OTHOCHTENBHO KOAA
MPOBEPOK u3 OubIroTeKku Bpemenu ucnonHenns Thread Sanitizer amst pogUTETBCKOTO MOTOKA.
Taxke, npoueqypbl NEPEKIIOUEHUs KOHTEKCTOB HAPYIIAOT MPEANOJIONKEHHE IOACUCTEMBI
TpaccupoBKH BbI30BOB Thread Sanitizer, yTo BBI30B (QYHKIMM M BO3Bpara M3 HeE MPOUCXOJST B
OJTHOM TIOTOKE ¥ TPeOyIOT OTKIIIOYECHHUS BHEIPESHNUS IPOBEPOK B X KOJIE.

7.2 AMHaMN4YeCKUM aHan13 ob6paboTYMKOB aCUMHXPOHHbIX NpepbiBaHUMA

HOCKOJ’ILKy ACUHXPOHHBIC MPEPbIBAHUA HCHOJHAKTCA KOHKYPECHTHO € KOJAOM POAMTEIIBLCKOI'O
IMOTOKaA, MKy HUMHU CYHIECTBYET BO3MOKHOCTb BO3BHUKHOBCHUS T'OHOK 110 TaHHBIM. C aroit JA(SAIEY 0]
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00paboTUYHK MPEPBIBAHUS CIEAYET PACCMATPUBATH KAK OTIEIBHBIN JIOTHIECKUI TTOTOK, MMEIOIIUH
Ipyroil MAeHTH(HUKATOpP AOCTYIIOB, XPAHAIIMXCS B TEHEBOW MaMSTH, TO €CTh IPUBSI3aHHBIN K
OTJEIBHOMY CIIOTY HIOTOKA.

Taxk xak B KayKABIii MOMEHT BPEMEHH KaXkKIbII IIOTOK MUCTIOHSET OO0 COOCTBEHHBIN KO, THOO KO
00paboTyrKa TpephIBaHUS, JOTHYSCKHHA ITOTOK 0O0paboTdMKa MpepBIBAaHUS MOXKET pa3leiisiTh C
POIUTEIHCKIM IIOTOKOM TEHEBOI CTEK U Oydep TpaccupoBku (puc. 6). Takum o0pazom, HoaIepxKKa
ACHHXPOHHBIX TPEPHIBAHUII MOYTH HE TpeOyeT IOMOJHUTENbHOW HaMsaTH. TakyKe ONMCAaHHBIHA
MOJIXOJ YNPOILIaeT AMArHOCTHKY MPU TPACCHPOBKE CTEKa JOCTYIA, BBI3BABIIETO TOHKY, TaK Kak
OyIeT yITEH CTEK BBI30BOB HE TOJBKO 00pabOTUMKA MPEPHIBAHKS, HO U IPEPBAHHOTO MTOTOKA.

Crek TpaccupoBka
Call(Foo) |Load | Store ... |Call(Bar) | .. M

Foo L
Bar

Int TeHeBOW cTeK
Baz ... |Foo | Bar #int | Baz

Puc. 6. Tpaccupoexa u menegou cmek 06pabomyuka npepoviéanus.
Fig. 6. Tracing and shadow stack with interrupt handlers.

Interrupt| ... |Call(Baz)| ... |[Call(...)| ... Ret | ..

B omucaHHOW peanu3aluy JIOKaJbHOE XPAaHWJIMINE JAHHBIX CTPYKTYPhI MOTOKA B peaar3alliu
ThreadSanitizer B simpe OC mnpuBsi3aHO K HWACHTH()HUKATOPY COOTBETCTBYIOIIETO KOHTEKCTA
HCIIOTHEHUSI, @ TEKYIIUH CIIOT JIOTUYECKOT0 MOTOKA 3aBUCUT OT HAJMYHS TPEPHIBAHUI.

AJroput™, peaHu3yIOIUi TOAICPKKY 00pabOTYMKOB TNPEpPHIBAHUNH B KA4eCTBE OTIEIBHBIX
JIOTHYECKUX MMOTOKOB, JTOJKCH OIPEICTUTh CEMaHTHKY OICpAI[Hii IEPEKITIOYCHHS KOHTEKCTA B AIAPE
OC OTHOCHTEIILHO CHHXPOHH3AIKUU B MOIe M amsiTu. B peanu3saiuu siapa OC npuCyTCTBYIOT TpH
OCHOBHBIX BH/Ia MIEPEKIIFIOYCHNN KOHTEKCTA: MEPEKIIIOYCHIE HA MCIIOJHEHUE JAPYTOro MOTOKa sS/apa,
MEPEKII0YeHHE B IPOCTPAHCTBO IIOJIB30BATENII M, B MOMEHT BO3HHKHOBEHHUS MPEPHIBAHUS,
MEPEKII0YCHHEe HAa TOYKY BXOJa B ero oOpabOTYMK M BO3BpaT M3 HpepbiBaHus. [IpepsiBaHus,
KOTOpbIE HEOOXOMUMO 00pabaThiBaTh, MOTYT OBITh KaK MNPEPHIBAHUSIMH U3 MPOCTPAHCTBA
OJIb30BATEIS, TAK ¥ ACHHXPOHHBIMHU TIPEPHIBAHUSAMH U3 MIPOCTPAHCTBA spa.

7.3 Mopgenb nepeknoyYeHMA KOHTeKCcToB B sgpe OC CLOS

O06paboTka MpephIBaHUH U MEPEKITIOUCHUN KOHTEKCTOB ncnoHeHus B sype OC Tpebyer onucaHus
CEMaHTUKH pabOTHI KaXKAOH 3aTparuBaeMoil omnepanuu, e€ npeaycioBus u 3gdexra B HEKOTOPOit
MOJENU COCTOSIHUSI CUCTeMbl. B ymnpoIn€HHOM Mojenu [anee paccMaTpuBaeTcs cleayrollee
COCTOSIHHE, JIOKAJTBHOE [T KaXI0T0 spa IEHTPAIBHOTO MIpoIeccopa:

e context: integer — ID texymero moroka sigpa OC
e ienable: bool — ¢nar pasperenns: aCHHXPOHHBIX PEPbHIBAHHUN
e is_user: bool — ¢mar ucromHeH:s MOIB30BATEIBCKOTO KO

e async_int: integer — ypoBeHb BJIOKEHHOCTH TEKYILEr0 00pabOTUYHMKA ACHHXPOHHOTO
npepsiBanus sapa (0 Ui Ciaydast HCIOJHEHHS KOJa MMOTOKA), JIOKAIBHBIM JJIs TEKYILETO
context
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J71st IpOCTOTHI pacCy>KACHUI U peanu3aliiii MOJIENb HE pa3lieisieT pa3InuHble HOMEpa MPEepPhIBAHUIMA.
B nganHo# MOaenu BEpHBI CIEAYIONINE HHBAPUAHTHI:

e is_user = ienable
e async_int > 0 = —is_user
OnpenenyM B OMUCAHHON MOJENH 00padaThiBacMbIC ONEpalldd YIPABICHUS TPEPBIBAHUIMU (CM.

Tabm. 1). HeTpynHO 3aMeTHTh, YTO BBIIICONMCAHHBIE MHBAPUAHTHI COTJIACYIOTCS C ONMCAHHBIMH
orepanusMu.

Tabn. 1. Onepayuu 6 mooeau nepexnouenus konmexcmog OC CLOS.
Table 1. Operations in the CLOS OS model of context switching.

Onepanus Onucanue IIpenycinosue Oddexr
async_enable Paspernenme acHHXpOHHBIX |—is_user A —ienable |ienable =1
[IpEepbIBaHUI
async_disable 3anpeT aCHHXPOHHBIX —is_user A ienable ienable = 0
[IpEepbIBaHUM
switch_context(T) | [Tepexmouenue Ha motok T |—is_user A —ienable |context=T A
async_int =
async_int(T)
switch_to_user [MepeximoueHne B KO —is_user A —ienable |is_user=1A
MOJIb30BATEIS ienable = 1 A async_int
=0
kernel_sync_int |Bxom B cHHXpOHHOE —is_user ]
npephIBaHue sapa
kernel_sync_ret |Bo3Bpar u3 CHHXpOHHOrO | —is_user 1]
TpephIBAHUS sIpa
kernel_async_int | Bxox B acCHHXpOHHOE —is_user A ienable async_int =
npepbIBaHue spa async_int+1
kernel_async_ret |Bo3Bpar u3 acHHXpOHHOTO |—is_user A async_int =
MpephIBaHUS spa async_int >0 async_int—1
user_int Bxon B (J1r060€) is_user is_user =0 A ienable
npepbIBaHHE MOJIb30BATEIS
user_ret BosBpar u3 (;1r060ro) —is_user A —ienable |is_user=1A
TpephIBaHUS Ob30BaTest |A async_int=0 ienable = 1

7.4 CemMaHTUKa aCMHXPOHHBIX NpepbiBaHUM B KoAae sapa

Omnepanyst paspelieHusi npepbiBanuii async_enable mmeer cemantuky release-omepamuu (cm.
OTIpeNieNieHus] paHee), MOCKOJIbKY, TOMHMO YIIPAaBICHUS IMPEPBIBAHUAMM, CIYKUT allapaTHBIM
OapbepoM st orepanmii 3amucu (T. H. release-Gaprepom). AHAIOIMYHO, ONEpanus 3anpeTa
npepsiBanuii async_disable mmeer addext ammaparnoro Gapbepa s onepanuii yreHus (T. H.
acquire-6apbepa). Takum o0pa3om, Touka Bxojga B mpepbiBanue Kernel_async_int u omeparms
BO3BpaTa w3 Hero Kernel_async_ret mMeroT, COOTBETCTBEHHO, CeMaHTHKy acquire u release
ornepanui.
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Omnepanmst kernel_async_int tpeGyer —is_userA ienable, a suauwnr, Habmrogaet saddexr ienable = 1
npu —is_user HEKOTOPOU onepaly BKIIOYEeHHs pepbiBanuii async_enable Ha nannowm sipe.
Omepanmst async_disable umeer adpdexr ienable = 0, a 3Haumt, HabmomaeT 3hdeKT Bcex
00paboOTaHHBIX TIPEpPHIBaHWN HAa [AHHOM SIpe, B CWIy TpexycioBus ienable omeparim
kernel_async_int, e€ addekra async_int = async_int + 1 u npemycmosust async_int > 0 oneparmu
kernel_async_ret.

Omepanmu kernel_sync_int u kernel_sync_ret He MeHSOT COCTOSIHISI MOZIENH M HE 00pa0aTHIBAIOTCS
B pean3aliiy.

Takum o6pa3om, Ha ogHOM simpe CPU BepHoO, 4TO

e async_enable synchronizes-with kernel_async_int
o kernel_async_ret synchéronizes-with async_disable

C menpl0 MOAJEpP)KAaHWS 3TOTO OTHOIICHUS, B CTPYKType-AECKpUNTOpe (HU3MUECKOTO sapa
BEIJICNIAIOTCS OT/AEIBHBIE BEKTOPHBIE Yackl, «core» velock, mo araixorun ¢ 00paboTKOM peryisapHOi
MepeMEeHHON CUHXpOoHU3auuu (puc. 7).

kernel space Thread
—release() enable interrupts
) Interrupt ,l,
a —
) —acquire(}—ﬁ enter |< ——————— interrupt
m- . J
g ‘——release(}A{. leave }— —————— » return back
acquire() »disable interrupts

|

Puc. 7. Acunxpounnvie npepvisanus.
Fig. 7. Asynchronous interrupts.

7.5 CemaHTHKa nepekmoqum?l KOHTEeKCTa ucnosiHeHus

Ipu cCHHXPOHHOM TIEPEKITIOUEHUH ¢ KOHTekcTa oToka Thread 1 (mamee T1) Ha KOHTEKCT APYTOro
notoka siiapa Thread 2 (manee T2) — switch_context(T2) — Bce mocneayromie onepamnuu moToka T2
HaOmoaoT 3¢ GEeKT Becex omepanuii TeKyIero noToka I 1, CIIOJIHEHHBIX K IaHHOMY MOMEHTY.

Tak kak g Switch_context BeimosHsETCS MpeaycioBue —is_userA —ienable, BepHO, 4YTO
async_disable sequenced-before switch_context, m ans cubxpoHHM3aiuu MmotokoB T1 um T2
BO3MOXXHO HCIIOJIB30BATh TC€ K€ BCKTOPHBLIC YAChl «COIe» VClOCk, 9TO U B MNPCABIAYIIEM ITYHKTC

(puc .8).

7.6 CemaHTUKa NpepbiBaHUX B KoAe nonb3oBaTens

[lepexroueHne B MPOCTPAHCTBO MOJIB30BATENS OCTaHABIMBAECT IPOTPecC Koja IOTOKA Sapa,n
OJIHAKO SJIPO MPOJI0JKAET 00padaThIBaTh MPEPHIBAHUS TOIH30BATENHLCKOTO KOJA, KAK ACHHXPOHHBIE
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(Hampumep, TpephIBaHHE TaiiMepa), Tak U CHHXPOHHBIE (HAIpUMEp, CHCTEMHBIC BBHI30BHI). [lo
aHaJIoTuH ¢ 00pabOTKOM NpephIBaHUi B spe, onepanuun SWitch_to_user u user_ret umeror release-
CEeMaHTHKY, a onepaius USer_ret umeer acquire-ceMaHTUKY.

Tak kak User_int mmeer mpemycioBue iS_USEr, a omeparmu Switch_to_user u user_ret mmeror
addexr is_user = 1, BepHo, yro User_int wadmomaet addexr switch_to_user u user_ret.

Takoke switch_to_user mmeer mpemycioBue —is_userA —ienable, To ects, HaGmIOIaOT 3DPEKT
ienable = 0 omepamim async_disable. B cBoro ouepens, async_disable mabmonaer addexr Bcex
00paboTaHHBIX MPEPHIBAHUI Ha JaHHOM siape (cM. paszaen 7.4).

Taxum obpaszom, Ha ogHOM siape CPU BeimomHseTcs

e switch_to_user synchronizes-with user_int
e user_ret synchronizes-with user_int

Jus 06paboOTKH 3TOTO OTHOWICHHSA, AaHAIOTHYHBEIM C «core» velock oOpa3zom, B CTpyKType-
JIECKpUNTOpe (GPU3UIECKOTO SApa BRIACIAIOTCS eIIé OJHI BEKTOPHBIE Yackl, «user» velock (puc. 9).
CaoiictBo async_disable synchronizes-with switch_to_user obecreunBaeTcsi CHHXpOHH3AIMEH
«user» velock ¢ «core» velock.

kernel space Thread 1
8= <«—release() switch to context
@ Thread 2 :

E_J 7acquire()—>{_ resume from context }4— ——————
2 v
Puc. 8. Ilepexnouenue konmexcma.
Fig. 8. Context switch.
kernel space Thread | user space
,l, E User

<«—release() switch to user — —E — » user start
5‘ I._nterrup__t : ,l,
% —acquire()gﬁ enter }4 ——————— E— — interrupt
< ) ’ 1
< <—release(}—{ leave }— —————— -+ =» return back

Puc. 9. Ilonvzosamenvckue npepuvleanusi.
Fig. 9. Userspace interrupts.
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8. Pesynbmamsi

8.1 NMpounsBoanTENbLHOCTb

B cBsi31 ¢ mprOpUTETOM ONTIMH3ALNHU PACXOI0B MO TAMATH, aJaTHPOBAHHEIN K Koy sinpa OCPB
anroput™ ThreadSanitizer 3ameTHO ycTymaeT 1o npousBoguTenbHoCTH Bepeun ThreadSanitizer n3
Habopa MHCTPYMEHTOB mporpamMMHoii uHppactpykrypsr LLVM. Ha puc. 10 mnokazaHo
OTHOCHTEJIFHOE yBEJIWYEHHE BPEMEHH UYTCHUS W 3amucu cooOmieHus pasmepom 1024 Gaiita mis
pa3IMuHBIX TOPTOB (NIPUMUTHBOB B3amMmojedcTBus Mexnay mnponeccamu B OCPB CLOS).
3amemieHre nHTEpQEicoB OONBIIMHCTBA NPUMHUTHBOB CHHXPOHHM3ALMH TaKXKe JISKUT B Mpeenax
ot 100 no 150 pa3 mo oTHOMICHNIO K UX HEMHCTPYMEHTHPOBAHHBIM BEPCHSM.

HecMoTps Ha MpHOPHUTET SKOHOMHHU PECYPCOB MaMATH HaJl ONTUMH3AIMEH TPOU3BOAUTEIBHOCTH,
TeKyllasl peaqu3alus aJropuTMa Mmo3BoJsieT YCIEeHO TecTupoBaTh koA siapa OCPB B pa3nuuHbIX
CIieHapusIX paboThl, OOHAPYKMBAaTh ONIMOKM MHOT'ONOTOYHOW CHHXPOHHU3ALUU M MPENOCTaBIIATH
JIETAIbHYIO TNarHOCTUKY UX MECTa BOSHUKHOBECHUSI.

ARINC-653 and SAP ports on Cortex-A55 Development Board

I Read with tsan I Write with tsan

Read without tsan Write without tsan

250 H

202
2000 H

150 +

Relative performance decrease

Sampling Queuing SAP

Puc. 10. 3ameonenue npoyedyp unmepgeiicog ARINC-653 u SAP nopmos.
Fig. 10. Performance decrease for ARINC-653 and SAP port interfaces.

8.2 O6GHapyXeHHble OLNOKN MHOTONMOTOYHOW CUHXPOHU3aLUN

IMockonbky no unterpannu Thread Sanitizer kox simpa OCPB CLOS TecTrpoBaiics ¢ H(pUMEHeHHEM
JETeKTOpa TOHOK 110 JaHHbIM RaceHunter, 0CHOBaHHOTO Ha METOJE€ TOUEK OCTAHOBA 10 AAHHBIM, a
TaKke B CHJIy CpaBHUTEIbHO HeOoipmoro odbpéma koxa, anroput™ Thread Sanitizer cocoben
HaWTH CPaBHUTEIEHO HEMHOT'O HOBBIX OLIMOOK B KoJie siapa. Tarke, yacTble onepanun 00padoTku
TIEPETIONTHEHUSI STIOXH TEOPETHYECKN CIIOCOOHBI MPUBECTH K HEOOHAPYKEHUIO TOHOK B HEKOTOPBIX
UCIIOTHEHUSIX.
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HecMoTpss Ha 3TO, B pe3yibTare HMHTETpAIMU B CUCTeMy cOOopkw um TectupoBanus supa OC
peansHoTO Bpemernn CLOS anropurma Thread Sanitizer Oblta IoaTBEpKICHA OJHA U OOHAPYIKEHBI
em€ /JBe TOHKU MO JaHHBIM — KaK MEXAY IMOTOKAMHU SApa, WCIOMHSIOUIMMHCS HAa Pa3iUYHBIX
MPOIIECCOPHBIX SIIPAX, TAK M MEKAY KOJOM IMOTOKA U 00pabOTYMKOM MpPEpHIBAaHUS HA OJHOM SIIpE
(muctuHr 2).

[TSAN] race condition on addr 0x822034e0

[tid=9 pattern = "....... X" kind="Regular Write"] ,
[tid=8 pattern = "....... X" kind="Regular Read "]
[TSAN] tid 9 backtrace

[00] OxGOOOEOOO9003c8ac

[01] Ox0O00EO009004c604

[02] Ox0O00000090047bdc

[03] OxEOO00EO009002eac8

[69] Ox000000009001e5cO
[10] OX0000000000000004
[TSAN] tid 8 backtrace

[00] OX00000000900329e8
[01] Ox00000000900522b4
[02] OXOO000000090052988
[03] OXOO0OOO009002eac8

[09] Ox000000009001e5cO
[10] Ox0000000000000000

Jlucmune 2. Coobwerue 06 0OHAPYHCEHHOU 20HKE NO OAHHBIM.
Listing 2. Detailed log message about a data race detected.

Taroke, Uit TeCTUPOBaHMs HHCTPYMEHTa B cucteMy TectupoBaHus sapa OCPB nobasien
CIICHapHi, COAEeP KAIINI TOHKM 10 JAHHBIM, U MO3BOJIIOIIUI MPOBEPSATh KOPPEKTHOCTH PabOTHI
Thread Sanitizer B xone sapa.

9 3aknoyeHue

B nannoi#1 paboTe moka3aHo, YTO aJTOPUTM ITOMCKA TOHOK MO JaHHBIM, OCHOBAHHBIN Ha MOCIIEIHEH
Bepcun LLVM ThreadSanitizer, MmoxeT ObITh aaNTHPOBaH K MHTETPAIIMU C CHCTEMOH COOpKHU U
tectupoBaHus sapa OC peanbHOro BpeMeHH. BosHHKaromume Mmpu 3TOM 3afaddl COOTBETCTBHS
KECTKUM TpeOOBaHMSIMHU Ha ITPEACKA3yeMOCTh BpEMEHH HCIIOIHEHHS U 3aTpaThl TpeOyeMoil maMsTH
UMEIOT pEeIICHUs, MO3BOJIIONINE OOHAPY)KMBATh TOHKM IO IAaHHBIM, OKa3blBash OTPaHHYCHHOE
BJIMSTHUE Ha 3TH CBOWCTBA UCIIOJHEHHUSI.

B cpaBuernu ¢ OC Linux, rie B KauecTBe HHCTPYMEHTA JMHAMIYECKOTO aHAIN3a JUTS TOMCKA TOHOK
0 JJAHHBIM B sifipe ObLT BBIOPAH ITOAXO0]], OCHOBaHHEIH HA TOYKaxX ocTaHoBa 1o naHHeM (KCSAN),
B OC crmenmaipbHOTO Ha3HAa4YeHWs, B 4acTHOCTH, B OC pealbHOr0 BpPEMEHH, MPOOJIEMBI MpH
UHTETPaIiK IETEKTOPOB, OCHOBAHHBIX HA MOCTpOeHMH oTHOoIeHus: happens-before mpeogonumer,
YTO TO3BOJIICT NMPHUMEHSATh 00a CEeMEWCTBAa JETEKTOPOB T'OHOK IO JAHHBIM, M aHAIW3UPOBAThH
OONBIIHIH CHIEKTP MCIIOTHEHHH.
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