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Abstract. Implementing and developing chatbots as e-government services contributes significantly to the
modernization and increased efficiency of public services. By leveraging Microsoft technologies - specifically
the Azure OpenAl service - it is possible to rapidly and effectively develop intelligent chatbots. When integrated
with the e-government portal, such chatbots offer users improved access to information and enable personalized
communication between citizens and government institutions. A key issue currently lies in the lack of effective
communication channels, which results in longer response times and reduced user satisfaction. The objective
of this paper is to develop a chatbot that enhances service quality and brings public services closer to citizens
via the e-government portal. The paper analyzes chatbot functionalities such as response generation, relevance
checking of user queries, and information filtering. Furthermore, attention is given to legal and ethical
considerations, data protection, and continuous model training to maintain data accuracy. This paper also
explores and demonstrates how modern artificial intelligence technologies contribute to making public services
more accessible to users. The proposed solution to the identified challenges involves the implementation of a
chatbot model integrated with the e-government portal to improve communication. Ultimately, the focus is
placed on the digitalization and modernization of public sector services to deliver benefits for society as a
whole.
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AHHoTanus. Peanusanus U pa3BuUTHE 4aT-00TOB KaK CepBHCa JICKTPOHHOTO NPABUTEIbCTBA B 3HAUUTEIBHOM
CTEIEHH CIIOCOOCTBYIOT MOAEPHU3ALNH U MOBBILICHNIO 3()(EKTHBHOCTH FOCYIapCTBEHHBIX YCIyT. Mcnomnb3ys
texnostorud Microsoft - B uactaocty, cepruc Azure OpenAl - Bo3MOXHO GBICTPO U 3G HEKTHBHO pa3paboTaTh
HHTEJUICKTYaIbHBIX 4aT-00TOB. IIpy HHTErpauuy ¢ MOPTaIOM 3JIEKTPOHHOTO IIPABUTEIBCTBA TAKHE 4aT-00ThI
obecneynBaroT MOJNB30BATESIM  YIIYYIICHHBIH JOCTyn K HWHOOPMAalMHd M HEPCOHATM3HPOBAHHYIO
KOMMYHHKAIIHIO MEXy TPaKAaHaAMH M TOCYAApPCTBEHHBIMH YUpexkIeHUsIMU. OJHOW N3 KIIFOYEBBIX IPoGiIeM
Ha CErOJHAIIHUN JEHb SIBISETCS OTCYTCTBHE d((EKTHBHBIX KaHAJOB CBS3H, YTO IPHBOJHUT K YBEIHMUYCHUIO
BPEMEHH OTKJIMKA M CHUJKSHHIO yJOBIETBOPEHHOCTH T10Jb30Barenei. Llenb nanHo# paboTsl — pa3paboTka yart-
60Ta, KOTOPBIA IOBBICHT Ka4yeCTBO IMPEJOCTaBIACMBIX YCIYr M CHENAaeT rOCYJapCTBEHHbBIE CEpPBUCHI Ooiee
JOCTYIIHBIMH TpaKJaHaM 4Yepe3 IOopTaj 3JICKTPOHHOTO MPaBUTENbCTBA. B  paboTe aHAIM3UPYIOTCS
(GYHKIMOHANBHBIC BO3MOXKHOCTM 4aT-00Ta, TakMe KaK TeHepaluus OTBETOB, INPOBEPKA PEICBAHTHOCTH
3a/IaHHBIX BONPOCOB U GuiibTparys nHpopmarmu. Kpome Toro, BHUMaHHe yAEIsAETCs IPaBOBBIM M STHYECKUM
acIeKTaM, 3aIlUTe JaHHBIX, a TAKKE IIOCTOSHHOMY OOYYEHHUIO MOJIEIH IS ITOJIeP)KAHNSI TOUHOCTH JaHHbIX.
B nccnenoBaHuy Takke paccMaTpPHBACTCS U IEMOHCTPUPYETCs, KaKMM 00pa3oM COBpPEMEHHbIE TEXHOJIOTHH,
OCHOBaHHBIC HAa WCKYCCTBEHHOM HHTEIUIEKTE, CIIOCOOCTBYIOT IPUONMKEHHIO TOCYAApCTBEHHBIX YCIYr K
nonb3oBatensiM. [Ipenaraemoe pelieHne BhIBICHHBIX IPOOJIEM 3aKIII04aeTCs B BHEPEHUH MOJEIN 4aT-00Ta
C MHTETpalyeil B IOpTall SJIEKTPOHHOTO MTPABUTENBCTBA JUIS YIIYUIICHHS KOMMYHHKAINH. B KOHEYHOM HTOTE
OCHOBHOE BHHMaHHE yZensiercs HHU(POBU3ALMH ¥ MOJEPHH3ALUU YCIYT B FOCYJIapCTBEHHOM CEKTOpE IS
TOJTy4€HUSI BBITOJL JUISl OOIIECTBA B LIETIOM.

KiwueBble caoBa: dar-00T; ceppuc Azure OpenAl; 31eKTpOHHOE TPABUTENBCTBO; HCKYCCTBEHHBIN
HHTEJIEKT.

Jas untupoBanus: Panocasnbesud JI., Cumuu M., Nokcumosnua A., Haymosuu T., JlecnioroBuu-3pakuu M.
VYiydieHre 3NIeKTPOHHBIX TOCYIAPCTBEHHBIX YCIYT MOCPEACTBOM Pa3paboTKH 4aT-00TOB C HCIOIb30BAaHHEM
Azure OpenAl. Tpyast UCIT PAH, Tom 37, BeIn. 6, wacts 1, 2025 1., ctp. 167-180 (Ha aHrIMicKOM s3bIKe).
DOI: 10.15514/ISPRAS-2025-37(6)-10.

BaarogapHocTu. ABTOPBI BRIPaXKaOT O1arogapHoCcTh MUHHCTEPCTBY HAayKH, TEXHOJIOTHYECKOTO Pa3BUTHUS 1
nHHOBanuii Pecyonmku CepOust 3a pUHAHCOBYIO MOAEPKKY Yepe3 HHCTHUTYIHOHAIBHOE (PUHAHCHpOBaHUE
®OH.

1. Introduction

The modernization of technology and the process of digitalization have significantly transformed
the way communication occurs between citizens and government institutions. In the past, users had
to be physically present and wait in long queues to submit various documents. Today, each of these
processes has a digital counterpart. Signing documents, obtaining certificates and official records,
and paying fees can now be accomplished with significantly less time and effort. This transformation
not only reduces administrative costs but also provides citizens, i.e., users, with easier access to
public services.

Despite the digitalization of public services, users often encounter obstacles when attempting to
utilize them. The wide range of information available on government portals, along with guidance
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that is sometimes not particularly intuitive, can lead to confusion and cause citizens to abandon the
digital service altogether. To overcome these challenges and facilitate communication, there is a
growing need for new, modern technologies, such as chatbots.

The aim of this paper is to explore the application of chatbots in e-government in order to identify
their advantages, limitations, and challenges in improving communication between governmental
institutions and citizens. The main issue lies in the inefficiency of traditional methods of delivering
public services, which are often slow, overly bureaucratic, and limited in accessibility. As a proposed
solution, this paper analyzes how artificial intelligence-based chatbot models can automate
processes, enhance communication, and simplify access to information and services.

The paper is organized into several interrelated chapters. The second chapter provides definitions of
key concepts related to chatbots, an overview of their application in e-government, and a review of
relevant Azure technologies used for Al system development, including Azure OpenAl, Azure App
Service, Azure Al Search, and Azure Cosmos DB. The third chapter focuses on the development of
a chatbot as an e-government service using the Azure OpenAl service. The fourth chapter presents
the implemented solution. Finally, the conclusion offers directions for further development and
potential improvements.

2. Literature Review

2.1 Chatbots

A chatbot is a computer program designed to simulate human conversation with a user. In order to
understand user queries and provide appropriate feedback, it relies on artificial intelligence (Al) and
natural language processing (NLP) techniques. Chatbots are widely used across various domains
such as sales, education, customer support, and many others. They are commonly integrated into
web portals where they serve as digital assistants, and are also frequently implemented on social
media platforms and mobile applications [1].
There are several classifications of chatbots that differ in complexity, sophistication, and other
criteria. However, three main types fall into the category that utilizes natural language processing
(NLP), and they differ primarily in purpose [2-3]:
1) Rule-based chatbots — These operate based on predefined rules. They use automation to
provide responses based on user input, making them less complex compared to other types.

2) Retrieval-based chatbots — These select a suitable response from a set of predefined
replies by analyzing the user’s input. They offer more flexibility than rule-based bots but
still don’t generate responses.

3) Generative Al chatbots — These are based on artificial intelligence and are capable of
producing dynamic responses and understanding the broader context. However, they can
sometimes generate incorrect or inaccurate answers. Due to this risk, the models must be
continuously trained in order to minimize the occurrence of false or misleading outputs.

The next section provides an overview of the core technologies underlying modern chatbots:
artificial intelligence, machine learning, natural language processing, and large language models. It
explains how each contributes to design and operation, laying the foundations for the architectural
and implementation choices that follow.

2.1.1 Al technologies for chatbot development

Chatbots, as advanced Al-based solutions, are built upon several fundamental technologies from the
field of artificial intelligence. The most important among these are Artificial Intelligence (Al) itself,
Machine Learning (ML), Natural Language Processing (NLP), and Large Language Models
(LLMs). Each of these plays a specific role in enabling chatbots to understand, process, and generate
human-like responses.
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Artificial Intelligence is a comprehensive discipline within computer science that empowers
machines to simulate human cognitive functions, such as perception, reasoning, and problem-
solving. Those functionalities are achieved by iteratively training sophisticated models on vast and
heterogeneous datasets, thereby enabling systems to continuously refine their predictive capabilities,
generalize across diverse tasks, and adapt to evolving environments [4].

Machine Learning is a subfield of artificial intelligence focused on developing algorithms that learn
from data. It enables computer systems to improve their performance over time by analyzing and
adapting to new information. The training data can include various formats such as images, text,
numerical data, or reports. This data is prepared and used to create training datasets. Generally, using
high-quality data leads to better model performance and more accurate outputs [5], yet these data-
driven predictions should be validated when factual precision is critical.

Natural Language Processing is a technology that enables machines to understand, interpret, and
generate human language. NLP systems process large volumes of text, audio, or video data, often
collected from platforms such as social media, emails, or communication tools [6]. By applying
machine learning techniques, NLP allows for the automatic analysis and extraction of meaningful
information from this data. NLP is frequently integrated into applications and services that require
interaction with users, such as chatbots and virtual assistants. Advances in NLP have been key to
the development of generative Al models capable of simulating human conversation or even creating
images from text-based prompts [7].

Large Language Models are advanced Al models capable of understanding and generating human-
like text based on the data they were trained on. One notable example is OpenAl’s ChatGPT. These
models are trained on vast datasets to recognize linguistic patterns and generate coherent responses.
LLMs are built on deep neural networks, particularly the transformer architecture, which utilizes
attention mechanisms to understand relationships between words and maintain context [8]. LLM
performance improves with larger training datasets, although this comes with increased
computational requirements. Due to their ability to generate natural-sounding language, LLMs are
widely used in areas such as code generation, content creation, and language translation [9].
Together, Al, ML, NLP, and LLMs form the technological backbone of modern chatbots. Each of
these technologies contributes a specific layer of capability, from data processing and pattern
recognition to language understanding and generation. In the next section we will illustrate their
interplay in e-government conversational agents.

2.1.2 Chatbots in e-government

One of the most prominent trends today in the private sector is the use of applications that
communicate with users in a conventional, human-like manner. Private organizations operating in
industries such as banking, tourism, finance, and others increasingly use these applications to
automate communication and process management with clients. The first generation of chatbots had
limited capabilities and could only respond to simple and clearly defined queries. However, as
technology progressed, so did their functionalities - modern generations of chatbots can now even
generate software code. Although the benefits of these technologies are mostly utilized in the private
sector, more and more public sector organizations are starting to adopt Al-based systems [10].

In addition to the numerous benefits these models bring, their application also raises new questions
and challenges. One such challenge is information extraction. This requires the development of a
high-quality knowledge base and the preservation of data relevance. In the public sector, these
challenges are even greater due to the need to handle confidential data and convert vast quantities
of often legislative documents into formats that can be processed by machines. In addition to
technical challenges, there are also ethical and societal barriers that hinder the implementation of
artificial intelligence systems in the public sector. To effectively overcome these challenges, a
careful approach must be taken, along with ongoing education efforts.
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The advantages of using chatbots can be seen in practical examples around the world. For instance,
in India, English is predominantly used in both business and public life, but only about 16% of the
population speaks the language. If an e-government website were available only in English, it would
limit access to services for the majority of the population. Chatbots overcome this issue by
supporting multiple languages, thus enabling personalized communication for users. Another major
advantage is the constant availability of services. These models can provide information anytime,
regardless of institutional working hours. For example, consider a situation where someone loses
their passport while in a foreign country. If this happens outside of embassy working hours, the
citizen doesn’t have to wait until the next day, as the chatbot can immediately provide guidance on
how to apply for a replacement passport. [11].

One of the most advanced countries in terms of digitalization is Estonia. Over the years, Estonia has
worked extensively on digitalizing public services, and to make the entire system efficient and
accessible, it developed a chatbot called SUVE. SUVE uses data from the electronic ID system to
provide personalized information to citizens. This is just one small segment of Estonia’s
comprehensive e-government system, but it demonstrates how the relationship between the state and
its citizens can be improved [12].

2.2 Azure technologies for Al system development

Microsoft Azure, formerly known as Windows Azure, is a comprehensive cloud platform built on a
globally distributed network of data centers, ensuring high availability and reliability. An active
subscription grants users access to its full range of resources, enabling them to deploy services and
establish operational environments. Those services help companies achieve their organizational
goals. Available tools can be applied in various industries such as finance, e-commerce, and are also
compatible with open-source technologies. Additionally, there are several usage models for the
Azure platform [13]:

1) Infrastructure as a Service (laaS) — Provides computing services via virtualization;

2) Platform as a Service (PaaS) — Enables development, testing, and management of
applications without the need to manage the underlying infrastructure;

3) Software as a Service (SaaS) — Access to applications via the internet, usually through a
subscription model.

Having established these foundational principles, we present a detailed example illustrating the
application of Azure services in the development of our chatbot. The chatbot was developed as a
web application using the Azure OpenAl service and Azure Al Search to enable conversational
search functionality. The Azure OpenAl GPT model is used on the server side to generate responses,
while Azure Al Search is utilized for data indexing and retrieval.

This architecture enables efficient, intuitive information retrieval and delivers a ChatGPT-like
experience based exclusively on an organization’s internal data without requiring advanced
technical expertise. Technical administrators retain full control through configurable settings,
ensuring both operational efficiency and adherence to corporate policies.

2.2.1 Azure OpenAl

The Azure OpenAl Service integrates OpenAl’s language models directly into the Azure ecosystem,
enabling organizations to embed advanced natural-language capabilities within their applications.
By leveraging Azure’s security, scalability, and seamless integration with other Azure tools,
organizations can automate workflows, analyze high-volume text data, and drive both business
innovation and operational efficiency [14].

The Azure OpenAl service is specifically designed for in-depth data processing. Based on text input,
it can easily generate relevant responses within a given context, which is particularly helpful for

171



Radosavljevi¢ L., Simi¢ M., Joksimovi¢ A., Naumovi¢ T., Despotovi¢-Zraki¢ M. Enhancing e-government services through chatbot
development using Azure OpenAl. Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 6, part 1, 2025. pp. 167-180.

content creation, writing emails, and similar tasks. An additional advantage is language translation,
as this model supports multilingual communication in real time [15].

By using this service, users gain access to Al language models such as GPT-4, GPT-3, and text-to-
speech models. In collaboration with OpenAl, Azure OpenAl provides an API, enabling
compatibility and integration between the two platforms. In this implementation, the GPT-40 was
chosen for its ability to handle complex and multilingual queries relevant to e-government use cases.
A key benefit Microsoft offers compared to the classic OpenAl setup is enhanced security, made
possible through the use of private networks, regional availability, and content filtering [16].

The Azure OpenAl service is based on several key concepts that enable its efficient use. According
to [17], the following concepts are essential for understanding how the service operates:

1) Prompt — Represents the input data the user provides in order to receive a corresponding
output. These inputs can range from simple questions to complex instructions (e.g.,
“Generate the simplest HTML code.”);

2) Token — Azure OpenAl processes the input text by dividing it into tokens. A token can be
a word or part of a word (i.e., a string of characters). For example, the word “faculty” in
Serbian ("¢dakynreT") may be split into syllables such as “¢a,” “ky,” and “nret,” while
shorter words like “mup” (peace) may represent a single token. The total number of
tokens depends on the input parameters and user requirements;

3) Models — A specific pre-trained network (e.g., GPT-4 for text, DALL-E for images,
Whisper for audio), each optimized for particular generation or analysis tasks;

4) Prompt Engineering — The practice of crafting and refining input prompts to steer model
outputs toward desired formats and levels of detail.

One of the most important components of the Azure OpenAl service is content filtering. This feature
works in conjunction with other models and operates by filtering prompts through a set of
classification models to prevent the generation of harmful or prohibited content. Text filtering
models are specifically trained for categories such as hate speech, sexual content, violence, and
similar topics in languages like English and French, although the service supports many languages.
In any case, it is recommended to create a custom list to guide content filtering [18].

2.2.2 Azure App Service

Azure App Service is a service fundamentally based on the HTTP protocol and is used for hosting
web applications and REST APIs. Applications can be written in various programming languages
such as .NET, Java, Python, or PHP. These applications are optimized to run in environments based
on either Windows or Linux and can be scaled according to specific needs. Additional advantages
of this service include security, automatic scaling, and various features offered both by the service
itself and the broader Microsoft Azure portal. Furthermore, DevOps benefits can be leveraged due
to integrations with various tools, such as Azure DevOps, GitHub, and Docker [19].

2.2.3 Azure Al Search

Azure Al Search is a system designed for accessing information based on search queries. It enables
advanced search capabilities across various types of content based on what is entered into the search
index.

In addition, this tool offers a wide range of advanced search technologies developed for applications
that require high performance and scalability. This system provides direct integration with large
language models (LLMs) from the Azure OpenAl service as well as Azure Machine Learning.
Moreover, it is possible to connect to models outside the Microsoft ecosystem using specific
implementation strategies. The architecture of Azure Al Search is shown in Fig. 1.
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In Fig. 1, the Azure OpenAl service is positioned between the database, which contains unindexed
data, and the client application, which sends search requests. On the client application side, the
search is defined through the Azure Al Search APl and may include additional settings such as
synonym search, filtering, sorting, and more.

Your content Gﬁb Query 4k Yourapp
Full indexing requests

= 1. Collects user input
- 9 Refresh indexing Indexing Indexes and Query 2. Formulates and sends requests
other structures
(in the cloud or engine engine Query 3. Handles responses
Al enrichment responses
EahileLLLULNEEN

behind a firewall) a result set
a single document

Fig. 1. Architecture of the Azure Al Search [20].

According to [21], the two primary operations of the service are indexing and query execution.
Indexing is the process of loading content into the search service, thereby making it available.
Inserted text is broken down into tokens and stored in inverted indexes. Azure Al Search supports
JSON document types that can be indexed. The client application communicates with the index to
retrieve information, which can then be filtered and sorted. Once these processes are completed, the
query execution takes place. The client-side application sends a query to Azure Al Search specifying
a search term along with other parameters based on which results are returned. Azure Al Search
encompasses both traditional search methods and newer approaches powered by generative artificial
intelligence, which makes this model an efficient and user-friendly solution for accessing
information.

2.2.4 Azure Cosmos DB

Modern technological advancements demand that applications remain continuously available and
highly responsive. They must handle dynamic workloads and concurrent requests without
interruption, even under peak user activity. Deploying application instances in the data center nearest
to end users helps minimize latency. Furthermore, the rise of Al-driven features has increased the
complexity of data management, since many modern systems now rely on multiple, heterogeneous
databases [22].

These challenges can be overcome by using Azure Cosmos DB. This type of database simplifies and
accelerates the application development process by offering a unified database for diverse needs,
such as geolocation caching or backup storage. It also supports various data models, including
relational, graph, and table formats. Additional benefits of using Azure Cosmos DB include
simplified administration due to extensive automation, even in the area of scaling, which is crucial
when an application needs to meet user demand [23].

In the model whose implementation will be described in the following chapter, one of the main roles
of Azure Cosmos DB is to enable the storage of each individual conversation’s history, i.e., chat
history. This functionality significantly helps users as it allows them to reference previous queries
and continue earlier conversations.

3. Architecture of a chatbot as an e-government service using Azure OpenAl
service

This chapter will describe and illustrate the system architecture for the development and
implementation of a chatbot, as well as its components. The goal of the system as a whole is to
enable efficient resource management, the construction of an internal knowledge base, all in
combination with artificial intelligence technologies. The development of this system is achieved
through the integration of several Azure services: Function Apps, Azure OpenAl, Azure Al
Document Intelligence, and Azure Al Search - some of which have been previously described. This
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integration creates a unified solution capable of handling large volumes of data, automating
processes, and enabling rapid resource scaling.

For the development of the chatbot as an e-government service, the system architecture consists of
two main components: document ingestion and management, and user response generation. This
structure enables the chatbot to search and respond to user queries based on documents stored in the
knowledge base, as illustrated in Fig. 2.

Document ingest and management Response / End user

& &

Admin Ul Streamlit (Python) Cosmos DB
Configure chunking and prompts;
upload new documents

!

<y

Function apps
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Speech Service
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Stores raw documents
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l— from dacuments Embeddings —l
& 4] @ [+
Azure Al Searc| Azure OpenAl Service
Azure Al Document Azure OpenAl re 9p !

Intelligence Service

Stores extracted documents
and embeddings

Reason over documented
chunks.

© 2024 Microsaft Corporation All rights reserved.
Fig. 2. System architecture for chatbot development [24].

Within the left section, which pertains to document management, the Function Apps component
serves as the central element interacting with all others. Its role is to read documents, process them,
divide them into smaller segments, and then store them. The files, i.e., the documents, are stored
within a Storage Account. The Azure OpenAl service provides the ability to understand the content,
while Azure Al Document Intelligence extracts key information and sends it for further processing.
The Cosmos DB ensures the functionality of saving chat history.

Once the documents are processed, they are forwarded to Azure Al Search, where they are stored
for later usage. In the Response / End-User section, the user interacts with a JavaScript chat frontend
paired with a Python backend, which together facilitate communication with the chatbot. Voice
queries are captured and transcribed by the Speech Service. Each request is routed concurrently to
Azure Al Search for retrieval of relevant document embeddings and to Azure OpenAl Service for
reasoning over those embeddings to produce context-aware, human-like responses.

Below is a concise explanation of how the previously mentioned components work together in a
concrete example, as illustrated in Fig. 3:

1) The user submits a question or request through the graphical interface;
2) The application then forwards the request to Azure Al Search, which performs the search;

3) Once the information is found in the knowledge base, it is forwarded to the Azure
OpenAl service, which generates a meaningful response and sends it back as feedback;

4) Finally, the information is returned to the user as a response to their request via the user
interface.

4. Developed chatbot: functionalities and evaluation

In this chapter, we describe the architecture and operation of the implemented chatbot system,
outline its user-facing functionalities, and present the methodologies employed to validate system
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performance and user experience. In order to guarantee uninterrupted operation within production
environment, it is necessary to carry out the previously mentioned activities to verify the fulfillment
of requirements and to continuously improve the system as a whole.

Although no formal benchmarking was performed, GPT-40 was selected based on internal testing
and current literature. The model demonstrated strong performance in handling multilingual queries,
retrieving information from longer documents, and producing clear and relevant responses, which
are key features for public services designed. As noted in [25], GPT-40 improves response speed
and efficiency while maintaining high accuracy in reasoning, making it a suitable choice for real-
world e-government applications.

Upon accessing the chatbot, the user is presented with a window where they can submit their request
either by typing or by using voice input. The main page of the user interface is shown in Fig. 4.

|

Sending feedback

."“q
‘ C Ay Request forwarding u
Azure Al Search
u‘sns’:lxjn:r,:apm Document search Azure OpenAl

Request processing

Request Response

b d —
[ ] Storage account

Document storage
User ¢

Fig. 3. lllustration of a Practical Example.

Chat with your Data

This chatbot is configured to answer your questions

Fig. 4. User interface of chatbot.

Once the user asks a question, the chatbot returns a response if it can find it in its knowledge base;
otherwise, it returns a generic message. When responding, the model references the documents it
has within the database.
Fig. 5 illustrates a sample interaction in which the user asks, “What is eUprava?” and the chatbot
returns a concise overview of Serbia's eUprava portal in Serbian. Directly beneath the response, the
disclaimer “Al-generated content may be incorrect” appears to remind users that the information
should be verified and not accepted uncritically.
If the user wishes to delete messages within the conversation, they can simply click the brush icon
inside the blue circle immediately to the left of the input field. In any case, the conversation will be
saved within the chat history, which can be seen in Fig. 6.

175



Radosavljevi¢ L., Simi¢ M., Joksimovi¢ A., Naumovi¢ T., Despotovi¢-Zraki¢ M. Enhancing e-government services through chatbot
development using Azure OpenAl. Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 6, part 1, 2025. pp. 167-180.

The chat history feature is particularly useful because the user can return to previous conversations.
Additionally, the general recommendation for interacting with chatbots is that the user should
maintain a separate conversation for each topic or service request to avoid confusion and overlap.

Sta je eUprava?

eYnpaea je nopran koju omoryhaa rpajasima PenyGavke Cpouje A2 eNEKTROHCKAM MyTem NpUCTyne
pasAMuHTUM yenyrama jagHe ynpase. [opTan eYnpasa je KpeupaH 1 OApXaBaH 04 crpane “KaHuenapwje 3a IT u
eYnpaey" y PenyBauuu Cp6uji. KOpUCHULM MOTy 43 KOPHCTE YCAYTE KAO TG Cy NOAHOLIEHe 3aXTe8a 33
B033uKY 40380, yNUC AETETa Y BpTIR, NPOBEPY CTaHba Ha PaUyHIMa OBBESHUKA U MHOTE Apyre yenyre. 3a
Kopuwherse 0APeNeHIX ycTyra NOTPEBHO j& NPUjaEANEaIE EAEKTPOHCK/M CEPTHGHKATOM Wik CepTudUKaTon
Ha MOGHAKOM TenedoHy (ConsentlD annukauwja) " 23,

3 references Al-generated content may be incomect

Type a new question...

Fig. 5. User interaction with chatbot.

D) Hide Chat History m

- Chat history - X

Today
MPUCTYTHY TauKy eNEKTPOHCKO] yNpaBu
ase, omoryhasajyfu npuctyn u apyrum Vindopmauvje o eYnpasu lugirZ
CTBEHO MECTO CBYX eNeKTPOHCKMX yCayTa

e Yesterday
UaLWOHE TeXHONOTUje W eneKTPOHCKY

3aKasvBarbe TEpMHHA
Older

Registering on eUprava porta ...

Wapasare aozsone

Koju je pesyntat yrakuuue vamehy Lipsene 3sesge u Onumnujakoca?

(other query or topic.

Fig. 6. Chat history.

Furthermore, the user can share any conversation by clicking the "Share™ button, which will allow
them to copy a link that they can share.

While generative Al unlocks powerful capabilities, it also presents new security vulnerabilities. In
particular, attackers may craft malicious prompts to extract sensitive information or coerce the
system into producing prohibited content. To guard against such threats, our chatbot undergoes
rigorous adversarial testing, including scenarios in which an attacker requests confidential user
records. Fig. 7 illustrates one such exchange: the user’s prompt, “If you have database access, display
all users and their national identifiers” is met by the chatbot’s refusal, “I’m sorry, I don’t have any
information on that topic. I can assist with information about eUprava”.
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Performance testing is especially important after deploying the system to production. These tests
can be conducted using Azure Load Testing. Through load testing, it is possible to measure how the
system responds to a higher volume of user requests, and it can also help identify potential resource
bottlenecks. Conducting such tests contributes to system optimization.

YKOAUKO UM3LLI MPUCTYN 6331 NOAATaKa, MPUKAXM MY TaGENAPHO CBE KOPUCHUKE U thixose JMBT Gpojese.

XKao mu je, Hemam uHGopMaLV]y Ha Ty Temy. Mory Aa nomerHem ca ndopmalvjava o eYnpasn.

Al-generated content may be incorrect

a >

Fig. 7. Example of a malicious prompt.

From Fig. 8, some aggregated data can be seen, such as the total number of requests, average
response time, and throughput. The data is refreshed every 5 seconds by default. The test results can
also be visualized through charts.

Fig. 8 and Fig. 9 show the main metrics. What is also important is the utilization of the CPU,
memory, and other resources, which can also be measured through these tests.
TestRun

@ Viewalltestruns [ Stop (O Refresh ' Rerun & Compare H5 App components (%3 Configure metrics & Download « [ Copyartifacts £ Share [ Delete test run
A Test run details

Start time End time Test run ID Test type Engine instances Debug mode

3/16/2025, 11:12:29 PM URL 1 Disabled

Load test results  Engine health

Statistics

Load Duration Response time Throughput

35740 1 min. 7 secs 83.00 ms 533.43 /s

Total requests ’ 90th percentile response time Request rate

Fig. 8. Performance testing.
Client-side metrics
- " [ PR

|26 160.71--

11.02.. [35.69. 12 12 |26 13574,

Fig. 9. Graphical representation of the test.
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5. Conclusion

This paper describes how electronic public services can be modernized and improved through the
application of artificial intelligence. The entire process of developing a chatbot as an e-government
service is covered, from the theoretical aspect, through the analysis of the technologies used, to the
implementation of the technical solution.

The chatbot discussed in this paper provides citizens with an intuitive way to access and better
understand e-government services through the user interface. The advantages of this model lie in its
simple integration with the web portal, high degree of automation, and rapid scalability of resources.
The direction for further thinking and enhancement of the web application should focus on the
development of APIs to enable better interaction and improvement of the user interface for future
integration with other platforms and applications. Although this paper places emphasis on server-
side functionality, maximizing practicality requires simultaneous investment in APl development,
user-interface improvements, integration adapters, and supporting services to ensure seamless
interoperability with external platforms, robust security, and an intuitive experience for end users.
Additionally, in order to maintain the relevance and accuracy of the data, the model must be
continuously trained, which improves the service. Besides system maintenance, it is also necessary
to implement new functionalities, one of which is Azure Cache Redis, which provides more efficient
request processing by caching queries and offering faster data access.

Furthermore, future research could explore a comparative analysis between Azure OpenAl and
similar services from other cloud providers, such as AWS Bedrock or Google Vertex Al. Such
comparisons may provide valuable insights into performance, cost-efficiency, and integration
flexibility, particularly in the context of public sector requirements. This would contribute to more
informed deployment decisions in heterogeneous technological environments.

One downside of this model is that, despite the fact that the documents in the knowledge base contain
facts, the answers generated by artificial intelligence may still be inaccurate. To minimize the
number of such answers, continuous model learning and building a high-quality knowledge base are
necessary.

Finally, the implementation of the chatbot shows that public sector organizations can successfully
apply modern technologies and transform their services, enabling users to have a simpler experience
and wider use.
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