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AHHOTAanus1. 3HAUUTENBHBIE 3aTpaThl Ha 0OydeHHe BU3YaJIbHBIX 0a30BBIX Mopeneil ¢ HyiIs Ha OOJIBIIMX U
OOIIMPHBIX HaboOpax TPEHUPOBOUYHBIX MJAHHBIX MOTUBHPYIOT BIAJENbIEB Mojened mpuberats K
HCTIOIB30BAHHUIO METOJIOB 3aIIUTHl HHTEIUIEKTYaIbHONH COOCTBEHHOCTH. B maHHOM paboTe mpeanokeH MeTo,
ExpressPrint — HOBBIH TOXO/ K CO3/AHHIO IIU(PPOBBIX BOISHBIX 3HAKOB ISl BU3YaIbHBIX 0a30BBIX MOJIEICH,
OCHOBaHHBII Ha JOOOY4YeHHH HanOoJee BBIPA3UTEIBHBIX CII0EB MOJECITH COBMECTHO C HEOOIBIION HEHPOHHON
CeThI0 THINA “KOXUPOBIIMK-ICKOMUPOBINUK® C IEJNbI0 BCTpPaWBaHHWsA LU(POBBIX BOISIHBIX 3HAKOB B
OTJIOKCHHBIH Ha0oOp BXOAHBIX H300pakeHHH. [IpeuIoKeHHBI MeToX MoApa3yMeBacT He3HAYHUTEIbHBIC
MOIM(UKAIMN BBHIPA3UTEIBHBIX CIIOEB MOJEIH Hapsxy ¢ oOydeHHeM HeHpOHHOW CEeTH THIa “‘KOIUPOBIIUK-
JIEKOJUPOBIIUK” JUIl HU3BJICUCHUS CIELM(UYHBIX U I0Jb30BaTess OMHAPHBIX COOOLICHHH N3 CKPBITBIX
MpeCTaBICHUI BXOIHBIX N300paxeHuil. JlaHHbIH MOIX0/1 TO3BOJISET OTINYATh MOJAENb, IIPEIOCTABICHHYIO B
MONB30BaHWE MO JIMIEH3UM, OT JPYTMX BEpCHM MOJAENH, M, TakuM oO0pa3oMm, IpemoTBpaIarh
HECAaHKIMOHMPOBAHHOE HCIIOIb30BAaHUE MOJIETH TPEThHMH JHnamMu. B pabore Obuto 0OHapyXeHO, dYTO
CHOCOOHOCTh KOPPEKTHO M3BJIEKATh 3aKOJUPOBAaHHBIC OMHAPHBIE COOOLICHHUS U3 N300pakKeHH TepeiacTcs OT
HCXOIHON 0a30BOH Monenu, K ee (YHKIHOHAJIBHBIM KOIHMAM, INOJTYyYSHHBIM ITOCPEICTBOM J000YYEHHS U
MIPYHHUHTa; IOMUMO 3TOTO ITOKAa3aHO, YTO HE3aBHCHMBIC BU3yallbHbIE 0a30BBbIE MOJEIH, HE MOABEPraBIINeCs
HaHECEHHIO IU(PPOBBIX BOASHBIX 3HAKOB, HE 00JIA/IaI0T JAHHBIM CBOHCTBOM.

KnroueBble cioBa: Bu3yanbHble 0a3oBbIe MOAeNy; IHU(GPOBHIE BOJASHBIE 3HAKK AT HEHPOHHOH ceTw;
BBIPA3UTENBHBIE CJIOM; MACCHBHBIE aKTHBALIMH; JTOBEPEHHBII NCKYCCTBEHHbIH HHTEIICKT.

s uutupoBanus: Yuctsakosa A. C., [layroB M. A. ExpressPrint: MeTon co3manust mu)poBBIX BOASHBIX
3HAKOB JJIS BU3yaJbHBIX 0a30BbIX Moaeneid. Tpyast MCII PAH, Tom 37, Bemm. 6, gacts 2, 2025 1., cTp. 223-236
(na anrmuiickom si3bike). DOI: 10.15514/ISPRAS-2025-37(6)-31.

1. Introduction

Although foundation models are useful tools that are deployed in a variety of practical scenarios
from the fields of natural language processing [1], computer vision [2], biology [3], and many others
[4], their training is costly in terms of both time and money, making the models valuable assets of
their owners. Nowadays, user access to foundation models is mainly organized via subscription to a
service where the model is deployed or via purchasing the license to use the specific instance of the
model. Unfortunately, some users are violating the terms of use (for example, by integrating their
instances of models into their services to make a profit or impermissibly distributing copies of the
model). Consequently, it is reasonable that the models’ owners are willing to defend their intellectual
property from unauthorized usage by third parties.

One of the prominent approaches to protecting the intellectual property rights (IPRs) of models is
watermarking [5-7], a family of methods to embed specific information into the source model by
modification of the latter. Ownership verification is then done by checking the existence of this
information in the suspicious model. The other set of methods to protect IRPs is based on
fingerprinting, which usually does not introduce any changes to the defending model [8-11]. Instead,
these methods create a unique feature, or the fingerprint, of the source model; ownership verification
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in this case is done by comparing the fingerprints of the defended model and the one extracted from
the suspicious model.

In this work, we propose a method to watermark visual foundation models by embedding digital
watermarks into hidden representations of certain input images. To choose a proper hidden
representation to embed a watermark into, we utilize the concept of massive activations [12]: some
blocks of a VFM tend to produce high-magnitude activations in response to various inputs; these
activations usually dominate the ones of the subsequent layers. Here and below, we refer to the block
(or layer) that produces massive activations to the expressive block (or layer). In our method, we
experimentally verify that embedding a watermark into the representation of the expressive block
allows us to protect the ownership of VFMs fine-tuned for different practical tasks, such as image
classification and segmentation.

Our contributions are summarised as follows:

e We introduce ExpressPrint, a novel approach to watermarking visual foundation models.
The proposed method is based on embedding digital watermarks into a hidden
representation of a private set of input images of the VFM, where the choice of the proper
representation is done by utilizing the concept of massive activations.

e We experimentally show that the proposed method allows us to distinguish between the
watermarked VFM and the independent ones under the fine-tuning of the model for
different practical tasks, such as classification and segmentation.

e We demonstrate that different VFM architectures can be watermarked by our method,
showing the practical applicability of ExpressPrint. This work is the first, to the best of our
knowledge, that addresses the problem of watermarking of visual foundation models.

2. Related Work

2.1 Foundation Models and Massive Activations

Visual foundation models, especially those based on Vision Transformers (ViT) [13], have become
a dominant paradigm in modern computer vision due to their scalability and transferability across
tasks. The development of Self-Supervised Learning (SSL) [14] methods in computer vision has led
to the era of universal models, such as SImCLR [15], DINO [16], CLIP [17], and DINOv2 [18], that
learn representations from unlabeled images and show impressive flexibility in solving diverse tasks
with minimal labeled data for fine-tuning. However, the internal mechanisms, particularly the nature
of neural activations, have so far remained little studied.

One emerging concept in the analysis of these models is massive activations [12] — unusually high
responses in specific layers or tokens that play a significant role in decision-making. These
activations tend to appear across various layers, often have consistently high magnitudes, and are
frequently located at the same spatial or token positions across diverse input samples.

2.2 Protecting Intellectual Property via Watermarking and Fingerprinting

The application of watermarking and fingerprinting techniques to protect the intellectual property
rights of neural networks has recently become an important topic in trustworthy artificial
intelligence. In [19], the authors apply instruction tuning to fingerprint large language models: a
predefined private key triggers a model to produce a specific text when present in the input prompt.
The authors of [20] formalize the definition of artifact and fingerprint in large generative models
based on the geometric properties of the training data manifold. In [8], authors propose to utilize
artificially generated images in the attribution of image classifiers under model extraction attacks.
In [21], authors discover that it is possible to reliably detect was trained on a synthetic output of a
watermarked large language model, which discloses a potential privacy concern of neural network
watermarking.
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3. Problem Statement

In this work, we present a method to watermark visual foundation models by training an auxiliary
network that embeds binary messages into hidden representations of input images of the source
VFM. We start by introducing the notations used throughout the paper. Namely, let s be the
dimension of an image, 2 be the space of visual foundation models, f: RS — R< be the source VFM
that maps input images to embeddings of dimension d, h be the dimension of hidden image
representation, and let m € {0,1}* be the binary vector of length k. Let f be the composition
f(x) = q(p(x)), where p: R - R" and q: R* — R? represent mappings from an image to the
hidden representation and from the hidden representation to the output embeddings, respectively. In
our method, we train two auxiliary models, namely, encoder e: R* x {0,1}¥ — R" that embeds the
binary message m into the hidden representation p(x) and decoder d: R* — {0,1}* that extracts
binary messages from g (x). In addition, we fine-tune the latter part of the source model, namely, q.
Given the image x, the message m embedded into p(x) and transform m: 2 — 2 that maps the
foundation model to its functional copy, the goal of the method is two-fold: on the one hand, the
decoder d should extract close messages from hidden representations of f and m(f); on the other
hand, given the model g which is functionally independent of f, the messages extracted from hidden
representations of f and g should be far apart.

4. Proposed Method

We introduce ExpressPrint, a novel watermarking method designed to verify ownership of VFMs.
ExpressPrint embeds user-specific binary signatures into internal feature representations of VFMs
through fine-tuning a small number of expressive layers, accompanied by the joint training of
lightweight encoder and decoder networks. This approach enables ownership verification by
extracting digital fingerprints directly from model activations when provided with specific input
images.

Unlike traditional watermarking techniques that modify model weights or outputs, our method
introduces minimal architectural changes while preserving the functional capacity of the model.

4.1 Watermarking Pipeline
The watermarking pipeline is illustrated in Fig. 1. The process consists of the following steps:

1) Embedding of the watermark. Given input image x and user-specific binary message m,
we use a lightweight encoder network that injects m into a selected channel of the internal
activation of the predefined expressive block. This injection is performed via a forward
hook attached to an expressive transformer block.

2) Propagation and Decoding. The modified representation of x is propagated through the
remaining trainable layers of the VFM. At a later block, another hook triggers a decoder
network to extract the binary message m’, which is then compared to m.

3) Training. The encoder, decoder, and a small set of trainable VFM layers are optimized
jointly to minimize the decoding loss while maintaining task performance. The remaining
VFM weights are frozen to prevent degradation.

4.2 Expressive Layer Selection

The core idea behind ExpressPrint is to embed binary signatures into expressive regions of a model’s
latent space. We build on the observation that massive activations tend to emerge in later blocks of
VFMs and appear for the majority of the input images. Hence, we hypothesize that these high-
activation regions are suitable for watermark embedding due to their huge impact on the image
representations in the subsequent blocks of the model [12].
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Fig. 1. Schematic illustration of the proposed method. To embed a watermark, we use an auxiliary learnable
encoder network and inject a user-specific binary signature into a selected channel of the internal activation.
To extract the watermark, we apply an auxiliary decoder network that extracts a binary message from the
image representation in a later transformer block.

To identify such regions, we analyze the activation patterns across the blocks of a pre-trained VFM.
Specifically, we pass 100 randomly selected natural images through the model and compute, for
each block, the average of the top-5 absolute activation values per image. These per-block averages
are then aggregated over all images to yield a global activation profile. As shown in Fig. 2, we
observe an explosion of activations in the final blocks of the model architecture. This motivates our
selection of these blocks as carriers for signature embedding. For each selected expressive block,
we further localize the most influential tokens — the ones that are most critical for the block's output.
For each token, we compute the absolute values of output activations and choose the token as an
outlier if the corresponding output activation increases drastically after some block (namely, if on a
particular layer its z-score increases up to 100). We propose to use these outlier tokens as internal
activation anchors for binary message injection.

4.3 Loss Function

Our training objective is the combination of two terms: given an input sample, the first one ensures
that the feature representations of the watermarked and original models do not deviate much; the
second term forces the extracted binary message to be close to the embedded one. Specifically, given
q = q(x) as the representation of the expressive part of the source model and ¢’ = q'(x) as the
representation of the expressive part of the watermarked model, the objective function is presented
in the form below:

L(q,q',x,m,m") = Lz, (q,q', x) + ALgiy(m,m’), 1)
where:
- Lgp(q,9,x) = |lq(x) —q'(x)]], is the feature preservation loss (namely, mean squared
error between the original representation and the modified representation);
- Lgg(m,m') = |Im —m/||, is the soft distance between the extracted and ground-truth

signatures (namely, mean squared error between the extracted and ground-truth signatures);
- A is a scalar parameter that controls the trade-off between feature fidelity and signature
reconstruction.
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This formulation ensures that embedded watermarks are extracted from the fingerprinted models
while minimizing the impact on the feature representation.
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Fig. 2. Top-5 activation values across layers. It is noteworthy that starting from a particular layer, the
magnitudes of activations increase drastically. In our work, such a layer represents the beginning of the
expressive part of a visual foundation model.

4.4 Assessing the Performance of the Watermarking Method

To evaluate the performance of the proposed method, given a specific user message m and input
image x, we compute the distance p between the extracted binary message m'(f,x) and m. Note
that we specifically indicate that the extracted message depends both on the input image and the
model from which it is extracted. We measure the distance as the number of bits which differ in m
and m'(f, x):

p(mm'(f,x)) = Xty 1[m(f,x) = m'], (2)

where 1 is the indicator function.

Recall that a good watermarking method has to satisfy two conditions: on the one hand, given an
input image x, for the watermarked model f, the distance has to be close to 0; on the other hand, for
a separate (independent) model, the distance has to be close to n.

In this work, the decision rule that is used to evaluate whether the given network is watermarked is
the comparison of the distance with a predefined threshold: given a single input image x, we treat f
as the watermarked iff

p(m,m'(f,x)) <=t 3)
where t >= 0 is the threshold value. The case of many samples is discussed in Section 5.3.

4.4.1 Setting the Threshold Value

We set the threshold by formulating a hypothesis test: the null hypothesis, H,
"the model f is not watermarked" is tested against an alternative hypothesis, H; =
"the model f is watermarked", for a given model f. In this work, we assume that the messages
m'(g, x) extracted from all the non-watermarked models g are distributed uniformly over all bit
strings of length n. Having said so, we estimate the probability of false acceptance of hypothesis H;
(namely, FPR,) as follows:

FPR, = ml(g,x)(p(m'm’(gﬂx)) <=1t) = qu[o t] qu(l_p)qp'n_q 4

.....
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where p = Py, g (m; = m'(g,x),;) is the probability that i'th bits in m and m'(g, x) coincide. In
our work, we experimentally evaluate that p is close to 0.5 for all the indices i. To choose a proper
threshold value for t, we set up an upper bound for FPR, as € and solve for t, namely,

t =arg max(Tep,..c1 G =p)Tp""7), subject to Tyepo,.ep CIA=p)p" 1 <e  (5)

For example, if n = 32 and e = 107°,thent = 4.
5. Experiments

5.1 Models and Datasets

We conducted our experiments using two large-scale VFMs: CLIP [17] and DINOv2 [18]. For
evaluation, we used a subset of images from the ImageNet dataset [22]. To train models on
downstream tasks (namely, for classification and segmentation), we utilized three domain-specific
datasets:

e E-commerce Product Images [23]: This dataset consists of 18,175 product images
categorized into 9 major classes based on Amazon’s product taxonomy. It is primarily used
for image-based product categorization.

e Oxford-111T Pet Dataset [24]: A classification and segmentation dataset containing 37 pet
categories (dogs and cats), with approximately 200 images per class. It includes both breed
labels and foreground-background segmentation masks.

e F00dSegl03 [25]: A food image segmentation dataset containing 7,118 images annotated
with fine-grained pixel-wise labels for over 100 food categories. It supports both semantic
segmentation and instance-level analysis of food items.

5.2 Training Details

5.2.1 Watermark Injection

We initialized both VFMs with publicly available pre-trained weights [27-28]. To embed and extract
binary watermarks within their internal representations, we designed a lightweight encoder-decoder
architecture. For each image, we randomly and uniformly sampled a 32-bit binary vector and
assigned it as the corresponding watermark for this image.

The watermark encoder consisted of two fully connected layers and processed the concatenation of
a selected feature channel with the binary watermark vector. Namely, the encoder maps the pair
(internal image representation, binary message) to a vector from the dimension of the hidden
representation:

e(p(x),m) = u € R, (6)

This encoded perturbation was injected into a specific transformer block and channel via a forward
hook.

Similarly, the watermark decoder, also composed of two fully connected layers, was used to
reconstruct the watermark from the modified features extracted at a later block. During inference,
outputs were thresholded at 0.5 to obtain binary predictions:

d(ge(p(x),m)))) = v ER*; m'; =1(v; >05)Vi €[1,...,k]. (7)

Based on prior activation analysis (see Fig. 2), we chose block 12 in CLIP ViT-L/14 and block 18
in DINOV2 ViT-L/14 for the embedding of the watermarks (note that in the corresponding blocks,
massive activations first emerge). All transformer layers prior to the embedding point were frozen
during training, while the encoder, decoder, and all subsequent blocks are subject to change during
watermark embedding. Further discussion of this selection is provided in Section 5.3.
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During training, we used AdamW optimizer with learning rates of 10~* for the VFM backbones and
10~5 for watermark modules (namely, e and d). Both models were trained for 5 epochs with a batch
size of 16.

5.2.2 Fine-tuning for Downstream Tasks

We used a full fine-tuning strategy in all experiments to preserve watermark robustness against
representation shifts introduced by fine-tuning. Experiments were conducted on both classification
and segmentation tasks. For the classification tasks, three learning rate schedulers were evaluated:
constant (no scheduler), cosine annealing, and linear decay; for the segmentation tasks, no learning
rate schedulers were used. The training was performed using the AdamW optimizer for 10 epochs.

5.2.3 Pruning

To investigate the impact of model sparsity on both classification accuracy and watermark
robustness, we applied post-training unstructured L1-norm pruning to the entire model. We
evaluated two sparsity levels: moderate pruning, where 20% of the lowest-magnitude weights were
zeroed out, and aggressive pruning, where 40% of the weights were removed. This procedure
enabled us to assess the effect of varying sparsity levels on watermark reconstruction. Note that the
unrestricted L1-norm pruning is used purely as the baseline to illustrate the robustness of the
proposed method to a model’s modification.

5.3 Signature Location Selection

Given the source model f, the set of input samples {x;, x,, ..., xy}, false positive rate threshold from
Eqg. (4). and corresponding distance threshold t from Eq. (5), we compute the watermark detection
rate

r= ¥R pme)m'(f,x)) <=t], ©)
where N = 1000. Note that here we explicitly write m(x;) to indicate that for different input
images, watermark messages may differ.
For the length of the watermark k = 32 and two similarity thresholds (namely, t = 0 and t = 4),
we study the dependence of the watermark detection rate on the number n of the last frozen layer
(see Fig. 1 for clearance). Note that the value of the watermark detection rate at t = 0 indicates the
ability of the method to extract the same watermarks that were embedded. To evaluate the robustness
of the embedded watermarks to downstream task adaptation, we fine-tuned the CLIP model on a
semantic segmentation task (see Section 5.2 for details). The values of the hyperparameters were
chosen to satisfy the trade-off between the feasibility of the watermark embedding and its robustness
under the perturbations of the watermarked model.
In Table 1, we report the watermark detection rates and average bitwise distance between an
embedded watermark and an extracted binary message (see Eq. (2)).

The results indicate that early transformer blocks have low watermark detection rates and high
reconstruction errors, making them unsuitable for embedding. In contrast, blocks 12, 13, 15, 21, and
22 show high detection rates and low errors, demonstrating better stability and reliability for
watermark embedding. Block 12, in particular, provides the best balance between detection accuracy
and reconstruction quality. Notably, this is also the first layer where massive activations begin to
emerge, which may contribute to its effectiveness as an embedding point.

While watermarks embedded closer to the end of the transformer (e.g., in blocks 21 and 22) are
extracted with reasonably high accuracy, their robustness degrades after fine-tuning. This is likely
because the later layers are more heavily modified during task-specific adaptation, which negatively
impacts the detection rate. Therefore, mid-level blocks such as block 12 offer a more reliable trade-
off between initial detection performance and robustness to downstream fine-tuning.
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Table 1. Dependency of the watermark detection rate on the number of the first expressive transformer block,
n. The architecture of the source visual foundation model is CLIP.

Block Watermark detection Average Watermark detection rate
number, n rate, v T bitwise error | after fine-tuning, r T

t=0 t=4
1 0.000 15.959 0.000
2 0.000 16.033 0.000
10 0.000 14.382 0.000
11 0.000 11.255 0.000
12 0.938 0.143 0.983
13 0.960 0.607 0.980
14 0.483 1.766 0.610
15 0.940 0.885 0.810
21 0.939 0.328 0.945
22 0.931 0.150 0.864
23 0.569 0.852 0.882
24 0.000 15.905 0.000

6. Results

In this section, we provide the results of experiments and elaborate on them.

6.1 Overall Results

In Fig. 3, we report the dependency of the watermark detection rate on the threshold value of the
false positive rate from Eq. (4). We evaluated classification and segmentation tasks and studied the
effect of unstructured pruning. Details of experiments are provided in Section 5.2.

6.2 Comparison with Fingerprinting Methods

To assess the effectiveness of the proposed method, we compare it against the state-of-the-art
fingerprinting method, ADV-TRA [26]. The main idea of this method goes as follows. Given the
input sample x of the ground truth class y, an index of the target class y,, and the source model f,
the set of adversarial examples T = (x, x4, x5, ..., x;) is computed such that

Xip1 = X% — S; Sign(VL(f, xi, ye)),
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where L is the loss function guiding the optimization towards y,, and s; is the scalar variable
denoting the step size on i’th iteration. Then, this set T is used to compare the predictions of the
source model f and a suspect model, f,,, to decide whether f;,, is a stolen copy of f. It is worth
mentioning that the process of generation of the model’s fingerprint, namely, the predictions on the
adversarial examples, is downstream task-dependent: the owner of the model has to use an auxiliary
classification head to compute adversarial examples. This limitation makes ADV-TRA barely
feasible for other downstream tasks.

cLIP DINOv2
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Fig. 3. Effectiveness of ExpressPrint in ownership verification problem. We consider several downstream
tasks (classification and segmentation), and VFM architectures (CLIP and DINOv2) and evaluate our
approach against fine-tuning and pruning of the watermarked model.

To compare ExpressPrint with ADV-TRA on different downstream tasks and assess their robustness
under different types of model perturbations, we compute the watermark detection rate (or
fingerprint detection rate, in the case of ADV-TRA). Note that the higher the detection rate for
positive suspect models, the more precisely a method detects functionally stolen models; on the
other hand, the lower the detection rate in the case of the negative suspect models, the less frequently
a method detects an independent model as the functional copy of the source one. In Table 2, we
report the quantitative results of the comparison.

There are two types of suspect models in Table 2: positive suspect models and negative suspect
models. While positive suspect models represent the set of VFMs that are functionally connected to
the source (watermarked) model, the negative suspect models are independent of the source VFM.
The description of positive suspect models is presented in Sections 5.2.2. and 5.2.3; as the negative
suspect models, we use different visual foundation models, namely, CLIP [17] and DINOv2 with
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registers [29]. Note that the difference between DINOv2 and DINOvV2 with registers is that the latter
is equipped with additional learnable tokens which are shared among different input samples during
the model's training.

Table 2. Comparison of different fingerprinting techniques, the architecture of the source visual foundation
model is DINOv2. We report a watermark (fingerprint) detection rate for both positive suspect models and
negative suspect models. The best results are highlighted in bold. It is noteworthy that ExpressPrint
outperforms ADV-TRA both in terms of true positive detection rate and false positive detection rate.

Model Type ADV-TRA ExpressPrint
classification (const) 0.703 1.000
classification (linear) 0.012 0.842
. classification (cosine) 0.123 0.998
Positive
t
suspec segmentation 0.000 0.990
pruning 20% 1.000 1.000
pruning 40% 0.086 0.495
different architecture 0.012 0.000
_ (DINOV2 with
Negative registers)
Suspect
different architecture 0.000 0.000
(CLIP)

In Table 3, we report the computation overhead of the methods. It is worth mentioning that ADV -
TRA is excessively time-consuming in terms of fingerprint generation. At the same time, signature
verification times (or watermark extraction times for ExpressPrint) do not differ much for these two
approaches. Note that the first two columns of the Table 3 (namely, Signature injection (min) and
Signature generation (min)) indicate the time required for watermark (or fingerprint) preparation;
although for a given model this procedure has to be conducted only once, the faster it is, the more
applicable the corresponding method for the large-scale VFMs.

7. Discussion and Limitations

We experimentally show that ExpressPrint allows us to distinguish between independent models
and functional copies of the given watermarked visual foundation model. It is worth mentioning that
ExpressPrint is a downstream task-agnostic approach: the model’s owner has to prepare a set of
input images and perform the watermark embedding procedure only once for a given instance of the
model; then, the watermarked model remains detectable by our method after fine-tuning to a
particular downstream task (for example, image classification and segmentation). In comparison to
ExpressPrint, ADV-TRA, the state-of-the-art fingerprinting approach does not provide a satisfactory
level of fingerprint detection rate when the fingerprinted model is fine-tuned for a different
downstream task (namely, segmentation; see Table 2). More than that, the proposed method is robust
to the pruning of the protected model and yields very low false detection rates (namely, zero for the
experiments from Table 2).
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Table 3. Comparison of computational overheads for ADV-TRA and ExpressPrint, the architecture of the
source visual foundation model is DINOv2. We report cumulative time in minutes for N=1000 images.

Signature Signature Signature
injection generation verification
(min) (min) (min)
ADV-TRA 0.000 1663.70 3.412
ExpressPrint 31.533 3.105 4.017

Among the limitations of ExpressPrint, we indicate the necessity to have white-box access to the
first expressive layer of a suspect model: to verify that a model allows to encrypt and decrypt a
certain message, one has to pass the image and corresponding binary string to it (see Eq. (7)).

8. Conclusion and Future Work

In this work, we propose ExpressPrint, a novel watermarking approach for visual foundation models.
This method is model agnostic and allows to protect a VFM in a downstream task-independent
manner: our experiments show that the proposed method allows to reliably detect the functional
copies of a particular foundation model obtained by the fine-tuning and pruning both for image
classification and segmentation. On the other hand, we verify that ExpressPrint does not detect
benign, independent models as functional copies of the watermarked VFM, which makes the method
applicable in practical scenarios. We compared the effectiveness and computation overhead of the
proposed method with the state-of-the-art fingerprinting approach, ADV-TRA, and showed that the
watermark detection rate and false positive detection rate of ExpressPrint are superior to the ones of
ADV-TRA,; at the same time, the proposed approach is significantly faster. Important directions of
future work include an adaptation of the ExpressPrint to allow black-box inference of the suspect
models.
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