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Abstract. For detecting race conditions in multithreaded programs, dynamic analysis methods can be used.
Dynamic methods are based on observing program behavior on real program executions. Since analyzing all
possible execution paths is generally infeasible (due to the combinatorial explosion of possible thread
interleavings), dynamic methods can overlook certain bugs that manifest only within the specific conditions or
thread interleavings. This limitation applies, for instance, to the approach implemented in the previous version
of RaceHunter tool, which demonstrates the ability to effectively detect race conditions, but may still miss
certain cases. To address the combinatorial explosion problem, context bounding analysis can be used. Context
bounding is a dynamic analysis technique that limits the number of thread switches in each explored execution
path, enabling more scalable exploration. This method is able to detect bugs missed by other techniques with
the bound of only two preemptive thread switches.

In this work, we present an implementation of context bounding within the RaceHunter tool, which provides a
unified framework for describing various dynamic analysis techniques. The evaluation shows that the proposed
approach is able to detect race conditions that other methods missed, though at the cost of significantly increased
analysis time. As expected, this increase in analysis time is caused by repeated executions. Still, the
implementation is an important foundation for future integration with other race detection techniques,
specifically with the approach already implemented in the RaceHunter tool.
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AHHoTanusl. [l oOHapy>KeHUs] COCTOSHUI TOHKM B MHOTOIIOTOYHBIX IMPOrpaMMax MOTYT HCIOJIb30BaThCs
METOJbl AUHAMUYECKOTO aHanu3a. JlMHamMudeckue MeTOAbl OCHOBaHBI Ha HAOMIOAEHHM 3a TOBEICHHEM
MIPOTpaMMBI TIPU €€ peanbHOM BBINMOTHEHUH. Tak Kak aHalu3 BCEX BO3MOKHBIX ITyTeH BBIMOIHEHUS B 00IIEM
cllyqae HEOCYIIECTBHM (M3-3a KOMOWHATOPHOTO B3pBIBA YHCIA BO3MOXHBIX YepeJOBaHHI ITIOTOKOB),
JIMHAMUYECKHE METOABl MOTYT YITyCKaTh OIpeNeNEHHbIE OIIMOKH, MPOSBISIONINECS TOJBKO IIpH
crenu(UUeCKUX YCIOBHUSX WIH IOPSAKE BBITOJIHEHUS OTOKOB. JTO OrpaHWYEHHE OTHOCHTCS, HapuMep, K
MOJXONy, PEaIU30BaHHOMY B IpelblAylied Bepcuu MHCTpyMeHTa RaceHunter, xoTopblil AeMOHCTpHpYeT
CocoOHOCTh 3((PEKTHBHO BBISABIATH COCTOSHHS TOHKH, HO BCE K€ MOXKET MPOITYCKaTh OTIEIBHBIE CITydau.
Jlnst pernerust mpo6neMbl KOMOMHATOPHOTO B3PBIBA MOKET HMCIIOJB30BAThCS aHAIN3 C OTPAaHUYICHHEM UHCIIA
MEPEKITIOYCHUH TIOTOKOB (aHTI. context bounding). DTOT MeTO MOAPa3yMEBACT HCCIICAOBAHUE TOJIBKO TEX
ITyTel BBIMOIHEHNSI, B KOTOPBIX OTPAHUYCHO YHCIIO MEPEKTIOYEHIH OTOKOB, YTO MO3BOJISIET CAETATh aHAIN3
Oosiee MacmTabUpyeMbIM. AHaJIM3 C OTPAaHUYCHHEM YHCIA INEPeKJIIOYEHHUIH IOTOKOB CIIOCOOEH BBIIBIATH
OMMOKH, NPOIyCKaeMble IPYIrMMH METOJaMH, IIPH OTPaHWYEHHH BCETO B [Ba IPUHYIUTEIBHBIX
MEPEKITIOYEHHS TIOTOKOB.

B nmanHOl pa0oTe MBI MPEACTaBIsIEM peaM3aldi0 aHAIW3a C OTPAaHWYCHHEM KOJMYECTBA MEPEKITIOYCHUI
MIOTOKOB B MHCTpyMeHTe RaceHunter, koTopsIit o6ecniedrBaeT eANHYO IIaThopMy JUIS OIIMCAHUS Pa3IMIHbIX
METOJIOB JHMHaMuuyeckoro aHaimza. OLeHKa IoKasajla, YTO HPEUIOKESHHBIH IMOJXOA CIIOCOOCH BBISBISTH
COCTOSIHUSI TOHKH, KOTOPbIE OBUIH MPOITYIIEHbI IPYTUMH METOIaMH, XOTSI ¥ IEHOW 3HAYUTEIILHOTO YBEJINUCHUS
BpeMeHHM aHaimmu3a. Kaxk u 0Xuaanoch, 3TO yBEIMYEHHE BPEMEHM CBSI3aHO C IOBTOPHBIMH 3allyCKaMU
nporpaMmel. TeM He MeHee, peanu3alis NPeACTaBIsIeT co00i BaKHYIO OCHOBY AN OymyIned MHTETPaIni C
JIPYTHMH TEXHUKaMH OOHApYXEHHUs COCTOSHHH TOHKH, B 9aCTHOCTH C ITOJXOJIOM, YK€ PEaln30BaHHBIM B
nHcTpymente RaceHunter.

KonroueBsble ci1oBa: Beprdukanus; JTMHAMIYECKUH aHAIIN3; OTPaHNYEHNEe KOHTEKCTA.

Jas uutupoBanusi: Pynenunk B.I1., Anapmano I1.C., Mytumma B.C. OrpaHudeHHe KONIHYeCTBa
MePEKIFOYCHHH TOTOKOB MPY AMHAMHYIECKOM aHAII3e MHOTONOTOYHBIX porpamm. Tpynst ICIT PAH, Tom 37,
BbIML. 6, yacts 3, 2025 r., ctp. 133-148 (Ha anrmuiickom si3sike). DOI: 10.15514/ISPRAS-2025-37(6)—41.

1. Introduction

The verification of multithreaded (parallel) programs is more complex than that of single-threaded
programs. This is primarily due to race conditions — a type of error unique to multithreaded programs
and notoriously difficult to detect. Race conditions occur when multiple threads access shared
memory simultaneously and can lead to nondeterministic program behavior. The problem of race
detection is NP-hard [1]. As a result, numerous techniques for automatic race detection have been
proposed and continue to be actively developed.

Approaches for detecting race conditions are generally classified as static or dynamic. Static
methods analyze source code without executing the target program. They can detect potential race
conditions across all possible executions but often produce false positives due to over-
approximation. Dynamic methods, on the other hand, detect race conditions by monitoring program
executions on specific inputs. This paper focuses on dynamic methods.

The main benefit of dynamic analysis is its high precision: it generally reports issues that actually
occur during execution. And its main limitation is incompleteness: it can only detect bugs that
134



Pynenunk B.IL., Anppuanos IL.C., Myrtumur B.C. OrpaHuueHHe KONHYECTBA MEPEKIIOYEHHI MOTOKOB IPH IMHAMHYECKOM aHAIH3Ee
MHOTOMOTOYHBIX iporpamm. Tpyoet UCIT PAH, 2025, Tom 37 Beim. 6, gacts 3, c. 133-148.

manifest under the specific inputs and execution paths explored during analysis. As a result, it may
miss rare or nondeterministic bugs unless executions are carefully guided or repeated under varying
conditions.

Analyzing all possible execution paths of a multithreaded program is generally infeasible due to the
combinatorial explosion of possible thread interleavings. Context bounding is a dynamic analysis
technique that addresses this problem by limiting the number of thread switches in each explored
execution path. It systematically explores all execution paths that satisfy a specified bound. The
method is scalable and has been shown to detect many real-world bugs even with relatively small
bounds [2]. However, its high analysis time, caused by repeated executions, and its implementation
as a stand-alone tool [3], limit its applicability.

The RaceHunter tool [4] provides a unified framework for describing and implementing various
dynamic analysis methods. Each method fits a common interface and is implemented as an
independent unit. This allows it to be used independently, and at the same time greatly simplifies its
combination with other methods.

The main contribution of the paper is an implementation of context bounding analysis in the existing
dynamic analysis tool, RaceHunter.

The paper is organized as follows. Section 2 provides a brief overview of existing dynamic program
analysis methods and the tools that implement them. Section 3 presents the RaceHunter framework.
Section 4 describes the implemented approach in terms of the RaceHunter framework. Finally, the
evaluation of the implemented approach is presented in Section 5.

2. Preliminaries

We focus on multithreaded programs - that is, programs that contain more than one execution thread.
The central problem is detecting race conditions in such programs. To simplify the description, we
will consider data races, which are a narrower class of errors. However, the presented approach is
able to detect general race conditions. A data race is formally defined as follows: two accesses from
different threads to the same memory location are called conflicting if at least one of the accesses is
a write. Two conflicting accesses are said to form a data race if the order of their execution is
undefined.

Dynamic analysis techniques are used to detect race conditions. Dynamic analysis is a type of
program analysis that is based on observing program executions on concrete inputs. A program
execution refers to a specific run of the program, during which a particular sequence of operations
is performed, determined by the program's logic, input data, and runtime environment. The sequence
of operations in a program execution is referred to as an execution path. It represents one possible
interleaving of operations across all threads of a multithreaded program. Note that we assume
sequential consistency and do not consider weak memory models.

Below is a brief overview of several dynamic analysis methods, along with examples of tools that
implement them.

2.1 Lockset and happens-before algorithms

Most dynamic data race detection tools are based on one of the following algorithms: happens-
before [5], lockset [6], or a combination of both [7].

The happens-before algorithm is based on introducing a partial order over the set of memory
accesses. In particular, two conflicting accesses are considered to form a race condition if they are
not comparable under this order.

The lockset algorithm is based on tracking the set of acquired locks. In the lockset algorithm, two
conflicting accesses are considered to form a race condition if their sets of acquired locks do not
intersect.
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To detect data races, a combination of these algorithms can be used [7]. The combination of the
lockset and happens-before algorithms was implemented in ThreadSanitizer [8], a tool for dynamic
analysis. However, the combination showed limited practical benefit due to false positives. That is
why later versions of ThreadSanitizer do not rely on the lockset algorithm to find data races.

In ThreadSanitizer, memory accesses are grouped into segments - sequences of events within a
single thread that contain only memory access events (i.e., no synchronization events). Each memory
access event belongs to exactly one segment. A partial order is established on these segments using
happens-before relations. The state of ThreadSanitizer is a set of unordered segments for each
memory location. On every memory access (which are tracked using instrumentation), the state is
updated and the algorithm performs a check for conflicting accesses (accesses from different threads
with at least one of them being a write). Finally, if no happens-before relationship exists between
two accesses and they are conflicting, a data race is reported.

2.2 Breakpoint-watchpoint approach

Another approach used for race detection is the breakpoint-watchpoint approach. It is based on
placing breakpoints and watchpoints on a certain set of memory accesses. When a breakpoint is
triggered for the memory that is being accessed, a watchpoint is set for the same memory, and a
short waiting period follows for a thread that triggered the breakpoint. If the watchpoint is triggered
in this period, which means that some other thread is accessing this memory, a race condition is
detected.

This approach is implemented in the tools KCSAN [9], DataCollider [10], and RaceHunter [4]. In
KCSAN and DataCollider, the set of memory accesses where breakpoints are placed is chosen
randomly. In RaceHunter, each pair of conflicting memory accesses is analyzed.

Let's take a closer look at how the breakpoint-watchpoint approach in the RaceHunter tool works.
During the first execution of the program (monitoring phase), various events are tracked for each
thread, particularly accesses to shared memory. The resulting trace of events is then analyzed to
identify pairs of conflicting memory accesses. For each such pair, the program is executed again
(race provocation phase), with breakpoints set at the two conflicting accesses. When one of the
breakpoints is triggered, the corresponding thread pauses for a limited time. If the second breakpoint
is subsequently triggered, the race condition between the two conflicting accesses is considered
detected.

The enhanced capability of RaceHunter to identify data races is achieved at the cost of increased
verification time (primarily due to repeated executions) and memory consumption during the
monitoring phase.

2.3 Context Bounding

All of the approaches described above can miss race conditions due to exploring only a fraction of
possible execution paths of a multithreaded program.

A complete analysis of all possible thread interleavings is practically impossible in most cases
because of the number of such thread interleavings. Consider a program with n threads where each
thread executes k atomic operations. In this case, the number of possible interleavings of these
operations exceeds (n!)*. This means that the total number of interleavings grows at least
exponentially with respect to both n and k. Analyzing such a vast number of execution paths is
feasible only for the simplest examples and does not scale to real-world programs.

The number of analyzed execution paths can be significantly reduced by using iterative context
bounding [2], in which only paths with a limited number of thread switches are analyzed.

Consider a context bound ¢, which is the maximum number of preemptive thread switches. In a
program with n threads, where each thread executes k operations, the number of possible
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interleavings with the bound ¢ grows as (n%k)°n! [2]. It is a polynomial growth with respect to k,
making context bounding a scalable technique for larger programs.

Context-bounding is implemented in the CHESS tool [3]. CHESS systematically explores all
possible thread interleavings using iterative context bounding. That means that it starts by analyzing
execution paths without preemptions (¢ = 0), and after analyzing all paths with ¢ preemptions, it
proceeds to analyze those with ¢ + 1 preemptions. For each execution path, CHESS uses Goldilocks
[11] algorithm to check for data races. In theory, such an approach could take as long as an
exhaustive search, but in practice, CHESS is capable of detecting race conditions missed by other
algorithms even with a bound ¢ < 3.

The benefits of this approach include its scalability to large programs and the ability to detect all
race conditions that can be achieved with a given context bound c.

However, it also has drawbacks: the verification time is increased due to the large number of
repeated executions, and the standalone implementation of the method makes integration with other
approaches challenging.

3. Framework Overview

As previously stated, the goal of this work was to implement context bounding analysis within the
existing dynamic analysis tool, RaceHunter. To describe the proposed context-bounding-based
approach, we must first introduce the RaceHunter framework into which it is integrated. RaceHunter
relies on instrumentation to control program execution, as detailed in Subsection 3.1. The required
structure of test programs is described in Subsection 3.2. The RaceHunter algorithm is presented in
Subsection 3.3, and the analysis, which is an abstraction for representing a dynamic analysis method,
is defined in Subsection 3.4.

3.1 Instrumentation

In order to intercept program operations and control program execution, instrumentation is used. At
the compilation stage, calls to the OnEvent function (see Subsection 3.3) from the RaceHunter
library are automatically inserted immediately before each memory access event using
ThreadSanitizer's default instrumentation. That allows RaceHunter to acquire control over program
execution just before a memory access is performed, enabling the analysis to react based on
information about the upcoming event and without executing it yet.

The OnEvent function is called concurrently for events from different threads, without the use of
synchronization primitives. This concurrency allows RaceHunter to control the execution of the
target program: based on the intercepted event, the analysis decides whether the event should be
executed immediately or later. In the former case, OnEvent returns and the thread proceeds; in the
latter, the thread is temporarily suspended within RaceHunter while other threads continue. This
mechanism enables the analysis to enforce a specific execution path.

3.2 Test structure

The target test program must have a specific structure. To enable repeated execution, a test function
should be wrapped in a loop. An example of such a program is shown in Listing 1. The main
function contains a loop with calls to the Reset, OnStart, and OnRestart interface functions. The
function-under-test test func performs some concurrency operations. Note that the loop body is
not limited to a single test function and may include an arbitrary set of operations.

The test func function is called from the loop's body, allowing it to be executed repeatedly.
Each iteration of the loop corresponds to a single execution of the test function. The condition for
executing the loop's body is the function OnRestart (line 27 in Listing 1) of RaceHunter algorithm.
The Reset function (line 24) resets the values of the shared variables to the default ones. The
OnStart function (line 25) allows the algorithm to track and handle the start of each iteration.
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1 int n = 0;

void Reset() { n = 0; }

2

3

4

5 woid funcl () {
6 tmpl = n + 1;
7 n = tmpl;

8

}

10 void func2() {
11 tmp2 = n + 2;
12 n = tmp2;

13 }

15 void test func() {
16 thread thl (funcl);
17 thread th2 (func?);
18 thl.join();

19 th2.jo0in();

20 }

21

22 int main() {

23 do {

24 Reset () ;

25 OnStart () ;

26 test func();

27 } while (OnRestart());
28 }

Listing 1: A test program.

3.3 RaceHunter algorithm

Algorithm in Listing 2 is the key component of the RaceHunter tool. Its input is an abstract analysis,
which is used for program analysis, e.g. breakpoint-watchpoint approach or context bounding
approach. Its attributes are a current state, a current target and the sets of targets - waitlist and
reached. Three functions - OnEvent, OnStart, and OnRestart - are called from the instrumented
target program.

For each iteration of the algorithm - equivalently, for each execution of the target program - a target
is specified. Informally, a target represents the objective of the current iteration of the analysis. The
set waitlist contains targets that are yet to be explored, while the set reached contains all targets for
the analyzed program, both explored and unexplored. By definition, waitlist & reached.

At the start of the analysis, reached contains only the initial target provided by the analysis, waitlist
is empty, and target is the initial target. Both reached and waitlist are populated with targets by the
GetNewTargets operator of the analysis, which is called from the OnEvent function.

The OnRestart function, which is called at the end of each iteration, updates the target of the
algorithm for the next iteration. It selects a new target from the waitlist and assigns it to target. If
the waitlist is empty, the analysis stops.

The state in Listing 2 represents the current state of the analyzed program. The OnStart function,
which is called at the start of each iteration, resets the state to its initial value.

The state is updated via the Transfer operator of the analysis and is used to create new targets
through the GetNewTargets operator.

The OnEvent function of the algorithm is called for each memory access event, as described in
Subsection 3.1. It takes as input an event e and a thread identifier tid.
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The OnEvent function does the following. First, it calls the Transfer operator of the analysis.
This operator updates the state and returns a Boolean value res, which is then used to determine
whether the current thread should continue execution or be paused. Because of the concurrent nature
of OnEvent, when a thread is paused within OnEvent, other threads proceed and potentially modify
the global state. As a result, when the paused thread resumes after a timeout and calls Transfer
again, the state is likely to have changed, which may affect the outcome of the subsequent
Transfer call. Target program progression and no looping are ensured by each specific
implementation of the Trans fer operator.

After that, the OnEvent function calls the GetNewTarget s operator of the analysis. This operator

returns new targets, which are then added to the sets reached and waitlist. Finally, the OnEvent
function returns, allowing the intercepted event to be executed.

1 waitlist := @

2 reached := {analysis.getInitialTarget ()}

3 target := analysis.getInitialTarget ()

4 state := analysis.getInitialState()

5 function OnStart

6 state := analysis.getInitialState() # Reset state

7 end function

8 function OnRestart

9 if !waitlist.Empty() then

10 target := waitlist.Pop()

11 return true # Restart with a new target

12 end if

13 return false # No more targets = stop analysis
14 end function

15 function OnEvent

16 res := analysis.Transfer (state, e, tid, target)

17 while !res do # While Transfer not successful
18 WaitWithTimeout () # Pause thread

19 res := analysis.Transfer (state, e, tid, target)
20 end while
21 newTargets := analysis.GetNewTargets (state, e, tid, target)
22 for t : newTargets do
23 if !reached.contains (t) then
24 waitlist.add (t)
25 reached.add (t)
26 end if

27 end for
28 end function

Listing 2: RaceHunter algorithm.

3.4 Dynamic Analysis

As previously stated, in the RaceHunter framework, each approach is implemented as an instance
of an abstract analysis. Each analysis must define a state and a target and implement each of the
following interface functions: Transfer, GetNewTargets, GetInitialTarget, and
GetInitialState. These functions are used by the algorithm, and although their specific
implementations depend on the concrete analysis, they can be generally described as follows:

e Transfer: updates the state of the analysis for a given event e in thread tid and the target,
and determines whether the thread tid should be suspended.

e GetNewTargets: generates new targets based on the current state, the given event, and
the target.
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e GetInitialTarget: returns the initial target for the first iteration.
e GetInitialState:isused to reset the state at the beginning of each iteration.

The Transfer operator not only updates the state for a given target program event, but also
determines whether the thread should pause or continue execution, as described in Section 3.3. It
returns a Boolean value indicating whether the current thread should be suspended or allowed to
proceed. Note that the state is passed to Transfer by reference, allowing the operator to modify
it directly.

In the breakpoint-watchpoint approach implemented within the RaceHunter framework, the target
is defined as a pair of conflicting accesses to shared memory. The state tracks which memory
accesses have been executed so far. When one of the accesses from the target is encountered by
the Transfer operator, the operator temporarily suspends the corresponding thread. During this
suspension, Trans fer, when called for other threads, checks whether the other access in the pair
is about to be executed. If it is, a race condition is reported. The GetNewTargets operator for a
given shared memory access identifies new pairs of conflicting accesses, which then become new
targets for the next iterations.

4. Implementation

The proposed approach performs a systematic analysis of all possible program executions such that
the number of thread switches in the execution path does not exceed a specified bound. The
description of the implementation of this approach in the framework described in the previous
section is presented in Subsection 4.1. Subsections 4.2-4.4 introduce the auxiliary class Scheduler
used in the implementation. The limitations of the approach are discussed in Subsection 4.5, and
some implementation features are provided in Subsection 4.6.

4.1 Context Bounding analysis

We now describe context bounding analysis. To do so, we need to define the four functions
introduced in Section 3.4 along with the state and the target of the analysis. We begin by defining
the target and the state.

The goal is to analyze all possible execution paths in which the number of thread switches does not
exceed a given context bound. Accordingly, in our analysis, the target of each iteration represents a
unique execution path. Similarly, the state of the analysis represents the current partial execution
path.

Each execution path is described by a sequence of events. Since the events themselves are not
important in our implementation, the sequence of events is abstracted to a sequence of corresponding
thread identifiers. We refer to such sequences of thread identifiers as prefixes. Both the target and
the state in our analysis are represented by such prefixes.

The GetInitialState operator returns a state with an empty prefix.

The GetInitialTarget operator returns a target with an empty prefix, which, in the case of
targets, corresponds to an arbitrary execution path. Listing 3 provides a description of Transfer
and GetNewTargets operators.

The Transfer operator updates the state (line 3 in Listing 3) by appending a thread identifier to
the prefix. It does so as follow. For a given event, the Transfer operator decides if the event
should be executed. The decision process, which includes selecting the thread necessary to recreate
the execution path specified by the target, is described in detail in Sections 4.2, 4.3, and 4.4. When
execution is permitted, the Transfer operator adds the corresponding thread identifier to the end
of the state's prefix and returns True; otherwise, the prefix remains unchanged and False is
returned. As a result, by the end of an iteration, the state, which was empty at the start of the iteration,
accumulates the full path of this execution.
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1 function Transfer (&state, e, tid, target)
2 if scheduler.ResumeThread(state, tid, target) then
state.Update ()
return true
else
return false
end if
end function

@ 3 o U bW

9
10 function GetNewTargets (state, e, tid, target)
11 if TargetRecreated(state, target) then

12 for id : {AllIds \ state.lLastThreadId} do
13 newTarget = copy(state)

14 newTarget.swaplastElementTo (1id)

15 if newTarget.abide (bound) then

16 targets.add (newTarget)

17 end if

18 end for

19 return targets

20 else

21 return 9

22 end if
23 end function

Listing 3: Context Bounding analysis functions

The GetNewTargets operator generates new targets only if the target from the current iteration
is already recreated (see the TargetRecreated function at line 11). It does so as follows: it
replaces the last thread identifier (line 14) in the updated state’s prefix (just added by the Transfer
operator) with each of the other available thread identifiers. Note that GetNewTargets does not
modify the state. All resulting prefixes that satisfy the context bound (line 15) are returned as new
targets (line 19).
We state that in our implementation, each target generated by the GetNewTargets operator
during analysis uniquely corresponds to a specific execution path. The target prefix defines the
beginning of the path but does not explicitly define the rest of it. However, the way the rest of the
path is constructed during execution ensures its uniqueness. Moreover, presuming that all execution
paths are finite, we state that each execution path that satisfies the given context bound is represented
by some target generated by the GetNewTargets operator and is explored during the analysis.
To better illustrate this, let us consider the tree of possible execution paths shown in Fig. 1 for the
program in Listing 1. For simplicity, only operations from the concurrent functions func1 (thread
1) and func?2 (thread 2) are shown. Each edge represents a program operation, and each vertex
represents a prefix. Vertex A corresponds to the beginning of an execution, while vertices N through
S correspond to the end of an execution. An execution path is a sequence of edges from the root A
to one of the leaves N-S. There is a one-to-one correspondence between all execution paths and the
leaves N-S, so we refer to each execution path by its corresponding leaf. There are a total of six
execution paths in this example: N, O, P, Q, R, and S.
First iteration. The analysis starts with an empty target prefix (target = {}) and an empty state
prefix (state = {3}), both of which correspond to the vertex A in the example. Assuming there is no
context bound, our goal is to explore each of the six execution paths exactly once.
The Transfer operator selects the next thread to execute and appends its thread identifier to the
state. The GetNewTargets operator generates new targets by appending all other possible thread
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identifiers to the original state. In the example, the Transfer operator selects one of the two
threads, updating the state to correspond to either vertex B or C. Suppose that Transfer selects
the first thread, so the state now corresponds to vertex B (state = {1}). The GetNewTargets
operator then replaces the last thread identifier in the state with the other available one, generating
a new target corresponding to vertex C (new target = {2}).

After that, the Transfer operator selects a thread to execute again. Suppose it selects the first
thread once more, updating the state to correspond to vertex D (state = {1, 1}). The
GetNewTargets operator then generates a new target corresponding to vertex E (new target =
{1, 2}). Then, the execution continues in the only remaining possible way and finishes, updating the
state to correspond to vertex N (state = {1, 1, 2, 2}).

The result of the first iteration is as follows: the execution path N is explored, and two new targets
are generated: {1, 2} and {2}, corresponding to vertices E and C, respectively.

l:tmpl =n+ 1 N2:tmp2Z=n+ 2

Fig. 1. Execution paths tree.

Second and subsequent iterations. Next, the analysis explores one of the new targets. Suppose that
it explores target = {1, 2}, which corresponds to vertex E. In this iteration, one of the two possible
execution paths, O or P, will be explored, and the other one will be represented as a new target that
corresponds to vertex | or J and will be explored in a future iteration. Similarly, during the iteration
with the target corresponding to vertex C, one of the execution paths Q, R, or S from this subtree
(the subtree with the root C) will be explored, and the remaining paths will be represented as new
targets and explored later.

Summing up, each iteration starts with the target prefix recreation, which corresponds to going down
the tree to an unexplored subtree represented by the target. In the first iteration, the entire tree is
unexplored - this is precisely what an empty target represents. For such an unexplored subtree, the
Transfer operator incrementally selects a path from the root of the subtree to a leaf, while the
GetNewTargets operator keeps track of all other possible paths in this subtree by representing
each unexplored sub-subtree as a new target. This process ensures that each execution path is
explored exactly once.
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4.2 Scheduler

In this section, we describe the scheduler - an auxiliary component in our implementation. Its internal
attributes can be viewed as part of the state, and its methods as helper functions for the context
bounding analysis.

The scheduler's main purpose is to choose which thread will proceed next at a given point during an
iteration. This is done through a call to the scheduler's boolean function ResumeThread from the
Transfer operator, as shown in Listing 3.

The ResumeThread function ensures target prefix recreation. It does so by identifying a thread
required to recreate the target from the current state and allowing only this thread to proceed.

The target prefix is recreated in our implementation as follows. At the start of each iteration, the
scheduler checks if the target prefix is empty. If it is not (as is the case in all iterations except the
first), the prefix has to be recreated first. For this, the scheduler creates an iterator over the target
prefix. This iterator tracks the part of the prefix that has already been recreated and points to the
identifier of the next thread required for recreation. When the ResumeThread function is called
for a thread tid, it first checks whether the iterator still points to an identifier to see if the prefix has
been already recreated. If it is not the case, the ResumeThread function then compares tid to the
identifier to which the iterator is pointing to. If they are equal, then the iterator moves to the next
identifier and the scheduler allows the thread to proceed. Otherwise, the thread is suspended, and
the scheduler waits for another thread.

Once the target prefix has been fully recreated, the ResumeThread function chooses the next
thread according to the scheduler's strategy, which is described in the next section.

4.3 Scheduler strategies

After the target prefix has been recreated, the Transfer operator guides the program execution to
the end, thereby exploring a unique execution path. Theoretically, the specific choice of which path
is executed has no effect on the correctness of the analysis - it only determines the order in which
the execution paths are explored. Regardless of this order, each execution path will be explored
during the analysis exactly once. However, in practical applications, the choice of execution path
can be important. To demonstrate this, we implemented three scheduler strategies for selecting the
next thread to execute: the random strategy, the minimum switches strategy, and the fair scheduling
strategy.

The random strategy does not suspend any thread and allows every event to be executed straight
away, thus performing essentially a random execution path. This strategy is natural and
straightforward, but it has an important flaw. The number of thread switches in a random execution
path is typically rather big. Therefore, the executed path will likely not satisfy the context bound and
the analysis will waste time exploring it. That applies to essentially all of the iterations, where the
target prefix represents a partial and not full execution path. Although the target prefix satisfies the
context bound, the rest of the path will be a random sequence of events, and the total number of
thread switches in the full execution path is likely to exceed the bound.

Essentially, with this strategy, the analysis will initially explore irrelevant execution paths that do
not satisfy the context bound. However, on each iteration, it will generate targets with increasingly
longer prefixes that do satisfy the bound. Eventually, a large enough part of the path will be defined
by the target prefix rather than by the strategy, making it more likely for the full path to satisfy the
bound. Ultimately, all possible execution paths that satisfy the context bound will be explored, but
the analysis is likely to first spend a significant amount of time exploring irrelevant paths. Therefore,
this strategy is not well-suited for our purposes.

The minimum switches strategy chooses the same thread that was executed most recently, attempting
to continue execution without performing a thread switch. The scheduler tries to do so as long as it
is possible. When forced to switch to another thread, it chooses any other available thread.
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The idea behind this strategy is that by avoiding thread switches, the execution is likely to follow a
path that satisfies the context bound. In contrast to the random strategy, this strategy significantly
reduces the number of iterations and, consequently, the overall analysis time. A disadvantage of this
strategy is that the scheduler can start unrolling a loop in the target program that can only be exited
by an action from another thread, causing the analysis to be stuck in an infinite loop. This problem
can be avoided by the next strategy.

The fair scheduling strategy chooses the same thread that was executed most recently, but only if
the number of consecutive executions of events in this thread does not exceed a certain limit. That
helps avoid unrolling infinite loops by enforcing a switch to another thread after some time, while
still executing a path with relatively few thread switches that is likely to satisfy the context bound.

4.4 Ensuring analysis progression

During target program execution, situations may occur where the thread that should be selected by
the scheduler is not available for execution - for example, if a thread is waiting on a lock in the target
program. Waiting indefinitely for this thread and not allowing other threads to progress would lead
to a deadlock. However, the scheduler accounts for such situations and includes a mechanism to
avoid them.

As described in Section 3.3, threads that were not selected by the scheduler are suspended with a
certain timeout. After the timeout expires, these threads call the scheduler (through Transfer)
again to check if the scheduler will allow them to proceed now. In our implementation, the scheduler
counts the number of such calls. If this number exceeds a certain threshold and the originally selected
thread has not become available during that time, the scheduler assumes that the selected thread is
blocked and chooses a different thread to execute. Note that the threshold is proportional to the
number of threads in the target program. In this way, the scheduler ensures that the target program
progresses.

4.5 Limitations of the approach

As mentioned above, each execution path is represented as a sequence of events, which in our
implementation is abstracted as a sequence of corresponding thread identifiers. The main drawback
of this approach is that it does not account for potential non-determinism in the behavior of the target
program.

Our implementation is based on the assumption that thread scheduling is the only source of non-
determinism, and therefore that the number of events in each thread remains the same across
iterations. In practice, however, this is not always the case. When such extraneous non-determinism
occurs during analysis, the scheduler may execute a path that is different from the one intended.
Adequate handling of non-determinism could be achieved by tracking and interleaving specific
events rather than relying on the consistency of the number of events (i.e., performing a thread switch
after a predetermined event rather than after a fixed number of events). This is one of the directions
for future improvement.

Note that one of the differences from the implementation of context bounding in the CHESS tool is
the definition of the bound: in CHESS, the bound limits the number of preemptive thread switches,
whereas in the version of our analysis used in this paper, the bound applies to the total number of
switches.

Another important consideration is the choice of events to be treated as interleaving points. In the
current implementation, the sequence of thread identifiers abstracts the sequence of all memory
access events in the target program. That means that every memory access is considered a possible
interleaving point, which is excessive. For instance, authors of [2] show that it is sufficient to insert
scheduling points before synchronization operations to not miss any errors in the program. Reducing
the set of interleaving points - particularly through partial-order reduction techniques - is one of the
directions for future optimization.
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4.6 Implementation Features

One common source of non-determinism in the program behavior is lazy initialization that causes a
data structure to be initialized during the first execution and not beforehand. Because of that, the
number of events can vary between the first execution and subsequent ones, potentially affecting
scheduling in our implementation. To address this problem, we added preparatory iterations before
the analysis begins. During these iterations, the target program is executed in full, ensuring that all
initializations occur on these iterations, before the actual analysis. A similar issue and solution are
present in the CHESS tool [3].

Unlike the context bounding analysis implemented in the CHESS tool (see Section 2.3), the
proposed method is not iterative; that is, it does not increment the bound after analyzing all execution
paths for a given bound. This limitation is mostly technical, stemming from an implementation
decision. The proposed method can be easily modified to perform iterative context bounding if
needed.

5. Evaluation

We evaluated the approach on two benchmark sets. The first one contains small manually prepared
tests. The second one is based on existing tests for an industrial virtual machine. We used a machine
with an Intel® Core™ i5-8250U CPU (8 cores, 1.60 GHz) and 8 GiB of memory running Ubuntu
22.04.5 LTS (64-bit).

5.1 Small tests

The implemented approach explores all possible execution paths but does not itself detect or report
race conditions. To detect race conditions, we combine it with ThreadSanitizer's data race detection.
This combination can be done easily in the RaceHunter framework.

Our context bounding approach, in combination with ThreadSanitizer (CB + TSan), was evaluated
against three other methods:

¢ plain ThreadSanitizer (TSan);
o the breakpoint-watchpoint approach implemented in the RaceHunter tool (WP);
e acombination of WP and TSan (WP + TSan).

The reason we evaluated our approach against the WP + TSan combination is to ensure that the CB
+ TSan combination does not find a race that TSan alone misses simply due to a few additional
executions. The WP + TSan combination provides a few additional executions that can improve
TSan's ability to find races. We want to distinguish this factor from the benefit provided by the CB
analysis.

By default, the context bounding analysis was used with a bound of two thread switches. The default
scheduling strategy (see Section 4.3) was the minimum switches strategy. If this strategy resulted in
unrolling an infinite loop, the fair scheduling strategy was used instead, with a limit of 1000
consecutive events in one thread.

The benchmark set is composed of two parts. 15 of the tests are from the RaceHunter repository.
The other 32 tests were adapted from the sctbench repository [12] to satisfy the required test structure
(see Section 3.2). Some of the 32 adapted tests contain assertions that check if the existing race
condition alters the expected program behavior. A violation of such an assertion means that a race
condition does exist in the test and that it did affect the program's outcome. One of the tests contains
a deadlock. This test was excluded from the benchmark set as irrelevant. Therefore, the overall
number of tests is 46.

The results for 46 of the tests are presented in Table 1. For each method, the total analysis time was
calculated as the average over three runs. The total number of reported races was determined as the
maximum across three runs. For each method, the number of reported races in any single run differed
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from the maximum by no more than three, meaning that only a few of those reports appear non-

deterministically. Note that some of the reported races are false positives.

Table 1. Results for small benchmarks.

Method Total time Races reported
TSan 9.889s 28
WP 24.051s 30
WP+TSan 26.24s 36
CB+TSan 22m 10.907s 42

The CB + TSan combination can detect race conditions in two ways: either TSan can report a race,
or CB can explore an execution path in which an assertion that indicates a race condition is violated.
Table 2 groups all 46 tests by how the CB + TSan combination compares to the others: the first
column shows the result category, and the second column shows how many tests fall into that

category.
Table 2. Summary of results.

Result of CB+TSan Number of tests (out of 46)
New races reported by TSan 3
New race-indicating assertion violation 7
Same as plain TSan 31
Same as WP+TSan 3
Non-unique race-indicating assertion violation 1
Analysis error 1

In 3 of the tests, TSan in combination with CB was able to report true data races that were missed
by all of the other approaches. In 7 other tests, the combination of CB and TSan resulted in an
assertion violation that indicates a race condition. This assertion was not triggered by any of the
other approaches, and this is the main benefit of the CB approach.

For 31 out of 46 tests, the CB + TSan combination reported the same data races as plain TSan,
meaning that context bounding did not provide any improvement for those tests.

For 3 of the tests, the CB + TSan combination reported the same data races as WP + TSan, which
were not detected by plain TSan. This suggests that TSan did not necessarily need context bounding
to report these races, but rather benefited from the additional execution paths explored when
combined with the WP approach. Note that for one of these three tests, the reported races were false
positives.

In one of the tests, an assertion violation indicating a race condition was triggered by both the CB +
TSan combination and the WP approach. The analysis of another test was terminated due to a
violation of an internal assertion of the context bounding analysis.

For the excluded test with a deadlock, TSan successfully detected and reported the deadlock even
without any of the added methods. The context bounding analysis, however, was able to explore an
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execution path that led to the deadlock and, therefore, did not complete. This raises an interesting
question regarding the applicability of context bounding analysis for deadlock detection.

In summary, for 10 out of 46 tests, the use of context bounding analysis resulted in the detection of
race conditions that were missed by other approaches. In 7 of these tests, the context bounding
analysis was able to find and explore an execution path in which the race condition directly causes
incorrect behavior, resulting in an assertion violation. The availability of such a path to an assertion
violation clearly points to a real bug in the program and significantly simplifies the debugging
process.

5.2 ARK VM tests

The benchmark set is based on existing TypeScript tests for the ARK VM [13]. The ARK VM was
modified to support the RaceHunter tool.

The benchmark set contains 22 tests, but the majority of them require significant resources. Thus,
we selected only 4 of them that required less time for 1000 iterations. The main goal is to evaluate
time consumption.

The tool configuration uses plain context bounding analysis without ThreadSanitizer. Thus, no data
races are reported, and the tool just explores different executions. Note that the breakpoint-
watchpoint approach was successfully applied to the VM and found races, but this is beyond the
scope of this paper. The context bounding analysis is limited by 2 thread switches and the scheduling
strategy is the fair scheduling strategy with a limit of 10 000 consecutive events in one thread.

The results are presented in Table 3. The table contains an approximate number of memory accesses
(rounded to the nearest 1000) for one iteration and the time required to explore the first 1000
iterations for a total of 4 tests. The time required to explore one iteration exceeds one second even
for the smallest of the tests.

Table 3. Results on ARK VM tests.

Test name ﬁ?%gﬂﬁ?’;:&?&? Time for 1000 iterations
async_call_3 49000 25m28s
Await 45000 27m46s
concurrent_start_gc 1300000 2h22m41s
launch_instruction_3 24000 20m31s

The estimate of the total number of iterations is tens of thousands. So, the estimate of the total time
is multiple hours for simple tests and multiple days for more complicated tests. It is barely
acceptable, as the analysis would still take too long to complete. However, the approach
fundamentally can be applied to complicated software and the further problem is scalability. For
instance, the problems arise with overflowing some variables and using too much memory, since
the framework was not initially designed for these many iterations. This shows that the problem of
reducing the state space is relevant and should be explored in future work.

6. Conclusion

We presented a context bounding approach which is integrated into the RaceHunter tool. The most

promising further direction is a combination of the context bounding analysis with the watchpoint-

based approach.

The context bounding approach shows fundamental applicability to industrial software. However, it

definitely requires further optimizations to reduce the number of considered executions. One
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possible idea is to develop a coverage-based approach such as fuzzing. The target is considered only
if new coverage is discovered.

A problem with non-determinism can be mitigated by more control over the target program. One
possible idea is to implement a “step-by-step” version of the context bounding analysis. This
approach produces only sequentialized executions. However, the main research question in this case
is its scalability.
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