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AHHOTAnMsl. B crarbe paccMaTpMBAIOTCS Pa3iMYHbIE MOIXOIbI K PEATH3al[Md MEXaHW3Ma YIPaBJICHHS
JIOCTYTIOM Ha OCHOBE JKeTOHOB (capability-based security) B simpax omepanuoHHBIX CHCTEM, 00CYKAaeTCsl, KaK
NPUHATHIE Pa3pab0TUNKAMHU PEIIECHUS BIMAIOT Ha TPOU3BOAUTEIHLHOCTE U GE30MIaCHOCTh KOHEUHBIX CHCTEM.
OnuchIBaeTCs peanu3alys MOJEIH JOCTyIa C IIOMOMIBIO KETOHOB B MUKPOSApe 0oOIIero HasHayeHus Sol,
KOTOpast MO3BOJISIET O0ECTIEYMTh BBICOKYIO MPOU3BOAMTENBHOCT HA COBPEMEHHBIX MHOTOIPOIIECCOPHBIX
CHCTEMax MPH COXPAHEHWH TMOKOCTH HCIONB30BAHMS M YIOBJIETBOPEHHH BCEX TPeOOBaHMI 0E30MaCHOCTH,
MPUCYTCTBYIOIIMX B APYIHX peanusanuax. JlaHHas peanusalus MexaHu3ma 0e30MacHOCTH pa3paboTaHa st
ofbecrieyeHnst BBICOKOM MacIITaOMPyeMOCTH HAa COBPEMEHHBIX MHOTOSIEPHBIX MHKDOIPOIECCOPAX IMPH
coXpaHeHuH (QYHKIMI G€30MacHOCTH, TPUCYIIUX JAPYTUM COBPEMEHHBIM pelieHusM. KiItoueBbIM 3JIEMEHTOM
APXUTEKTYPHI SIBJSETCS XPAHUIIUILE JKETOHOB, IOCTPOEHHOE HA OCHOBE YIPABISIEMOIO IOJIb30BATENIEM
CIKATOTO MPE(PHUKCHOTO JepeBa U MOJCYETA CCHUIOK, KOTOPBIE 00ECIIeUHBAIOT OBICTPhIE M MacIITabupyeMbie
orneparuu 6e3 GJIOKHPOBOK. APXUTEKTYpa MOJICPKHUBAECT OrPAHHUCHHBIE KETOHBI, CTPYKTYPY IPOCTPAHCTBA
HMEH JKETOHOB 0€3 OrpaHHYeHds Habopa MOIJIEPKUBAEMBIX MOJIMTHK, OT3bIB JOCTYNa K KOHKPETHBIM
00BEKTaM, a TAaK)K€ MHOTOMOTOYHBIE OTEPAIMH, TP 3TOM COXPAaHssd HHU3KHE HaKIaJHble pacxoisl. Jlis
pelieHrs MpoOJeMbl  YIPaBJIEHHA peCypcaMd TP NOTEHIMAIBHOM HAIMYAM [UKIMYECKAX CCHUIOK
NpEUIaraloTCcs JBa METOMA: MEPBBI OrPaHMYMBAECT BIOKEHHOCTH Y3JIOB CXKATOrO MPE(GUKCHOrO JepeBa
ALMUKIINYCCKUM l"pa(bOM, a BTOpOI>’I BBOUT MCXAaHHU3M [JIs1 BOCCTAHOBJICHUSA NOTEPAHHBIX CCBUIIOK Ha IMOTOKH,
KOTOprﬁ TAK)XXE OKa3bIBACTCA ITOJIC3HBIM IJIA SM}/JTS[LIPIH NpoCTpaHCTBa UMCH I/I)leHTI/I(bI/IKaTOpOB IpoLeccoB
POSIX.
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Abstract. Capability-based security is a flexible access control mechanism. It is widely adopted by both
mainstream operating systems and research microkernels for operating system kernel object access control.
Implementation details vary significantly because kernels prioritize different trade-offs. A considerable amount
of implementation details is poorly documented, only being available as a part of a source code. Moreover,
different developers use non-standard divergent terminology. The paper describes implementation details of
capability-based security in several kernels, highlights their specifics and discusses how they affect potential
system security and performance. The paper also presents a capability-based security model implemented in an
experimental general-purpose microkernel Sol. The implementation is designed to deliver high scalability on
modern multicore microprocessors while preserving the security features found in other state-of-the-art
implementations. The key element of the design is a capabilities storage built on top of a user-managed radix
tree and reference counting, featuring fast and scalable lock-free operations. It supports partial capabilities, a
policy-free capability list structure, access revocation for specific objects as well as multi-threaded operations,
all while maintaining a low overhead of two machine words per object and three words per revocable reference.
Allowing arbitrary structures within per-thread capability namespaces complicates resource management due
to potential reference cycles. To address this issue, we propose two techniques: the first restricts the nesting of
radix tree nodes to an acyclic graph, while the second introduces a mechanism to retrieve lost thread references
— a feature that also proves useful for emulating the POSIX process ID namespace.
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1. MexaHu3mbI ynpaesieHusi 0o0cmyrnom 8 onepayuoHHbIX cucmemax

VYnpapneHue I0CTyIoM B onepanuoHHEIX cucteMax (OC) — 310 mporecc, KOTOpbId OTBEYaeT Ha
BOTIpOC: “KTO MMEET IPaBO 4YTO JenaTh u ¢ 4em?”. B aToM ciryuae “KT0” — cyOBEKT omepammy,
KOTOPBIM Kak MpaBMIIO sBJsieTcs mporeccoM. “Urto” — ato Bunm omepanuu. “C 4yem” — O0OBEKT
orepany, KOTOPhI MOXKET SBIATHCS, HApUMep, (ailioM, TUPEKTOpHeH, COKETOM TN APYTHM
nporieccoM. CyOBEKTHI TAKKe MOTYT BBICTYIATh B poiik 00bekTOB. Habop BUI0B omepaliuii 3aBUCHT
0T 00BEKTa 1, HAaIPUMeEp, 3TO MOTYT OBITH OTIEPAINY YTCHHS WM 3aIHCH IS (aiiiia Wik OTIIpaBKa
CUTHAJIa JIJIS TIpoliecca.

B KOHKpeTHBIIf MOMEHT BPEeMEHH BCE IOMYCTHUMBIC OIEpaIli MOXHO 3aICaTh B BHJIE MATPHIEI
ynpasiienuss nocrynom (ACM, Access Control Matrix), y KOTOpO# CTONOIBI TMPEICTABISIOT
OOBEKTBI, CTPOKH — CYOBEKTBI, @ B SYCHKaX YKa3aHbI JOMyCTUMBIC OMCPALIUU JIJIsl KaXKJOU Maphbl
cyOBeKkT—00BeKT. [IpuMep Takoi MaTpHUIlEl yKa3aH Ha puc. 1.
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Puc. 1. Cpasnenue ACL u modenu scemoHos.
Fig. 1. Comparison of ACL and capability-based security.

s ynpaBieHHs TOCTYNOM, KakK MPaBHIO, HCIOJB3YETCS HEKOTOPBIH MEXaHH3M, KOTOPBII
npenocrasisiercss OC, W NOMUTHKA YIPaBJICHHS JOCTYIIOM, KOTOpas peajM3yeTcss Ha OCHOBE
JAHHOTO MEXaHW3Ma. MexaHU3M OmpeaessieT TO, KaKUM 00pa3oM MOTYT KOHTPOJIMPOBAThCS MpaBa
noctyna. [TonmuTrka onpenenseT KOHKPETHBIC MTPaBa A0CTYIA, U KaK OHH U3MEHSIOTCS BO BPEMCHH.
Hcnonp3yemblii MeXaHU3M ONPEIEISET, KaKOH HA0Op MOIUTHK BO3MOXKHO PEan30BaTh B CHCTEME.
OCHOBHBIC TPUHIIMIBI, KOTOPHIC CICAYeT YYMTHIBATH NPU PEATHM3ANUN MEXaHH3Ma YIPaBICHHSI
nocrynom B OC, 00bIuHO BKIIIOUAIOT B cebs [1]:

MunumanbHocTh MexaHu3moB (Economy of mechanism). Peanusyercs namGonee
MPOCTON MEXaHH3M, KOTOPBIH JAOIyCKaeT pean3aluio TpeOyeMbIX MOINTHK.
Besonacupie 3Hauenust no ymosruanuio (Fail-safe defaults). Jloctyn 3anpemaercs, eciu
OH HE pa3pelieH SBHO.

Monnoe nocpeqnuyectBo (Complete mediation). KoHTposIb JOMKEH BBIMOIHATHCS TPU
KaX/IOM JIOCTYIIE K OOBEKTY.

OrkpbiTasi apxutektypa (Open design). besomacHocTh cHCTEMBI He JIOJDKHA
OCHOBBIBAaThCSl Ha MPEIOJIOKEHUH, YTO aTaKyIOIeMy HEM3BeCTHa WHpopMmanus o ee
CTPYKTYpE.

MuHuMalILHOCTH A0cTYNHBbIX npuBmiernii (Least privilege, Principle of least authority).
CyOBeKTy IOJKHBI MPENOCTAaBIATHCS MHUHUMANbHBIE TMpaBa, TpeOyemble Uil ero
(bYHKIMOHUPOBaHHSI.

Pa3nenenue mpuBmiermii (Separation of privilege). Jlekommo3uuust cuUcTeMbl Ha
KOMIIOHEHTBI TaKUM 00pa3oM, 4TOObI OJHOMY KOMIIOHEHTY TpeOOBaloCh MPEJOCTaBISITh
NPUBMIICTUH HECKOJNBKUX Pa3IMYHBIX BHIOB TOJBKO B CIydYae, €CU 3TO JCHCTBUTEIHHO
OIPaBIAHO.

MunnmaabHOCTH 00mux Mexann3MoB (Least common mechanisms). Pa3ubie 3aaun He
JIOJDKHBI peIIaThCsl IIOCPEICTBOM OOLIMX PECYPCOB MIIM MEXaHN3MOB, IOCKOJIBKY 3TO HECET
JIOTIOJIHUTENBHBIE PUCKH YTEYKH MH(POPMALUK, HENPEeJHAMEPEHHOIO B3aMMOBIHUSHUL, a
TaKKe YCIOKHACT HHTEPDEHCHI.

IIcuxonornyeckas npuemiiemocts (Psychological acceptability). MexaHn3MBbl TOJKHBI
ObITh WHTYUTHBHO TMOHSTHBIMH ¥  [JOCTATOYHO MPOCTHIMH JUIA HPHUMCHEHHUS
10JIb30BaTENIEM.
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1.1 NMoHATHE XKeTOHa

MexaHu3M YIpaBiIeHHsS IOCTYIOM, JUIS KOTOPOTO B AHTJIOA3BIYHOM JUTEPaType HCIIOJIB3YETCs
tepmun capability-based security, ocHoBBIBaeTCS Ha WCIONB30BaHUK KeTOHOB (capabilities) —
HETIOJIAETBIBAEMBIX HICHTH()HUKATOPOB OOBEKTOB C MPHKPEIICHHBIMH K HUM IIpaBaMH JOCTYTIA.
Brnanenue owcemonom OTOXAECTBISIETCSI ¢ MPAaBOM COBEPIICHMS ONEpanuil ¢ HUM, BO3MOXHO
HEKOTOPOTO MOJMHOXECTBa onepanuii. JKemonsl MOKHO TepeaBaTh IPYrUM CyOBbEKTaM, TaKUM
o0OpazoM mepenaBasi UM IpaBa Ha COBepLIEHHE omnepaiuid. HenmopngensiBaeMocTh 03HAa4yaeT, 4ToO
CYIIECTBYIOIUH JicemoHr HEeNb3s MoJ00paTh CaMOMY, BO3MOXKHO TOJBKO MOJIYYUTH JiCEMOH OT
JIPYroro cyobeKTa. JTa HEeMo IeIbIBAEMOCTh MOYKET 00ECIIeYnBaThCS JTM00 MEXaHU3MaMH 3allHThl,
00 KpHUITOrpadUuecKH, 3a CYET HCHOJIB30BAHUS CIyYalHbIX HACHTH(UKATOPOB C JIMHOM,
JIOCTaTOYHOW IJIsl TOro, 4TOOBI chenaTh MOAOOp TpyNo3aTpaTHBIM. [lepBbI MOAXOA IIMPOKO
ucnone3yercst sapamu OC wim anmapaTHRIMH MexXaHu3MaMm# 3ammtel [2]. Bropoit momxon,
HarpuMep, IPUMEHsIeTCs Uit TokeHOB moctyma (APl access tokens), KoTopble SBIAIOTCS YaCTHBIM
CIIy4YaeM JiCemoHOB.

Hawnbonee rubkoii Bapuamyeit sicemonog SBIAETCS BapHalls, Ha3bIBacMasl KeTOHAMHU 00bEeKTOB
(object capabilities). B atoit Mogenu socemon uaeHTHGUIUPYET HEKOTOPBIH 00BEKT HEOTPHIBHO OT
IpaB JIOCTyNa K HeMy. Toxenul 0ocmyna HE SBISIOTCS JCeMOHAMU 00beKmOog, TIOCKOJIBKY, Kak
NPaBWJIO, HE CBA3aHBl C KOHKPETHBIMH OObekTamMu. B nanbHeiimeM B IaHHOW cTaThe MOA
arcemonamu OyIyT NOJPa3yMeBaThCsl UMEHHO JKETOHBI 0OBEKTOB.

AHTII0A36MHEIH TepMuH ‘Capability’ He umeeT xopomero mepeBoa Ha pyCCKHii A3BIKY, ITO3TOMY B
JTAaHHOW CTaTbe€ BBOAMTCS TEPMHH ‘owcemor’. IIpSMBIM aHTIMHCKHM 3KBHBAJICHTOM JaHHOTO
TepMHHa SBIsieTCA cIoBO ‘tOKeN’, onHako MaHHBIN MEpeBOJ HE MCHOJIB3YeTCS B PYCCKOM SI3BIKE.
Takxe TepMuH ‘tOKEN’ B KOHTEKCTE YIPaBICHHUsI JOCTYIIOM MIMPOKO HCIOIBb3yeTCsl ¢ 6oiee y3KUM
3HAUEHHEM KpUNTOrpaMyYecKy 3allUIAeMbIX JXCTOHOB, HE IPUBS3AaHHBIX K OOBEKTaM, 4YTO
oTJIMYAloIIeecs OT 3HaYeHusI TepMuHa ‘0bject capability’, kak yxe ObLIO YIOMSIHYTO.

1.2 Npob6nema «3anyTaHHoOro nocpeaHuka» (confused deputy)

JlanHas mpobieMa BO3HHKAaeT B CUTyalMsX, Koraa cyOBeKT (mporpamma), HpEeIOoCTaBisIET
uHTepdeiic sl MCHONB30BaHUSl JIPYTUMU CYOBEKTaMH M 00JIalaeT MNpPU 3TOM HESBHBIMH
npusmirerdsiMu (ambient authority), HeqocTyTHBIME HANPSAMYIO JIIS TIOJb30BaTeNel nHTepdeiica.
Ecnmu Takas mporpaMmMa-TIOCpeIHHK 00pabaThiBaeT OOBEKTHI, MMEHa KOTOPBIX IIOJNy4aeT OT
nosb3oBareneil uHrepgeiica, TO BOZHUKAET yrpos3a, 4TO IOJb30BAaTEIM MOTYT JKCILUTyaTHPOBAaThb
MIPOrpaMMy-IIOCPEAHUKA JUISl COBEPIICHHUS OTIEPALNi, KOTOPbIE UM HEJOCTYITHBL.

Hampumep, paccMOTpUM CHUTYyallui0, B KOTOPOH HENPUBUWIETMPOBAHHBINA IPOLECC HCIOJIB3YET
KoMIuIIsITOp. [IpH 3TOM JOMyCTHM, YTO KOMIMIISITOP MOKET IMMCATh B IPUBUIIETHPOBAHHBIN XKypHAI
ayauTa, K KOTOPOMY HE UMEET JOCTyIa N0Ib30BaTelNb. B 3TOM ciiyuae, eciay nosib30BaTelb NepeacT
B Ka4yecTBE ITyTH BBIXOJHOTO (aiiyia mMyTh K 3TOMY KypHay, KOMIHJISTOP, €CJIM OH HE IPOBEpSIET
3TO SIBHO, MOKET OLIMOOYHO Iepe3anucarh ero. [Ipu 3ToM sBHbIE IPOBEPKH SBISIFOTCS CI0XKHBIMH,
MIOCKOJIbKY TaKue INPHUBWICTUPOBAHHbBIE (DAiiIbl MOTYT HCIOJB30BAThCS HE TOJBKO HANpsSIMYyIO
CcaMHM MPWIOKEHNEM, HO M KOCBEHHO OMOIMOTEKaMH, OT KOTOPBIX OH 3aBHCHUT.

2. XKemoHsI e sidpax OC

B pamkax JaHHOUW CTaThU “K€TOH — HEIOICIBIBACMEI JTIOKAIBHBIN HIeHTH(OHUKATOp 00BEKTa sapa
C IPUKPETUICHHBIME K HEMY TIPpaBaMU JIOCTYIIa H BO3MOKHOCTBIO niepepaqn uepes [PC (Inter-Process
Communication, MEXIpoleCCHOe B3auMojeiicTBue). UMA KeToHa SIBIIETCS aJipecoM KETOHA B
sape OC u, Kak MPaBUIIO, MPEACTABICHO IIEJBIM YHCIOM, BO3MOXHO, C HEKOTOPOH BHYTpEHHEH
CcTpyKTypoil. IIOCKOJBKY JKETOHBI SBIAIOTCS JIOKANBHBIMHA HWACHTH()HKATOpAMH, IMOI00D

! CyHIeCTByeT TMEPEBO MAHAATHAA CCBLIIKA, ONHAKO OH 3BYYHUT OJIM3KO K MaHJAaTHOMY KOHTPOJIXO JOCTYIIa, K
KOTOPOMY AJOCTYII Ha OCHOBC JKECTOHOB HE OTHOCUTCA.
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YHCJICHHOTO 3HAYEHHS MMEHHU OT JIPYroro CyOBEKTa HE MPEeNOCTaBILIET JOCTyHa K OOBEKTY, 4TO
obecrieunBaeT HEMOACTBIBAEMOCTD, IIO3TOMY pa3/IeIecHHe BO3MOXKHO TOJIBKO CPEACTBAMH Spa, a
umenHo [PC. TIpu 3ToM MpOCTPaHCTBO MMEH JKETOHOB Ha3bIBAETCS CIIMCKOM jKeTOHOB (Capability
list) mmm C-list.

He cremyeT myTaTh MOHSTHE JKETOHA C MCHOJB3yeMBbIM B siape Linux monstuem ‘capability’ [3],
KOTOpBIE  SIBISIIOTCS  (ularaMu,  NPEIOCTABISIOINIMMH  IOAMHOXKECTBO  IPUBHJIETHH
CYNEpIIOJIb30BaTeNs, MOCKOIBKY OHH HE TPHBS3aHbl K KOHKPETHBIM OOBEKTaM, a TaKkke He
SBIISTIOTCS HACHTU(UKATOPAMHU.

CymectByer psn OC, KOTOpbE peaqu3yloT CYIIHOCTH, MOAXOASIIUE O] IMOHSITHE >KETOHA.
daiinoseie  peckpuntopsl (file descriptors, fd) UNIX-momoOueix OC SIBISIOTCS KETOHAMH,
MOCKOJIbKY OHU SIBIISIFOTCS JIOKAJIbHBIMH HIICHTH()UKATOPAMH, U BIaJICHUE UMHU JaeT BO3MOXKHOCTb
paborark ¢ oObeKTaMu, Ha KOTOpBIE CChUIAIOTCS (haiIoBble NecKpUNTOpbl. Takxke QaiinoBble
JIECKPHIITOPEI BO3MOYKHO NEPEChUIaTh C TIOMOIIBI0 MEXaHU3Ma MEXIIPOLIECCHOI'O B3aUMO/ICHCTBHSA
(Interprocess Communication, IPC) — nomennoro cokera UNIX (UNIX domain socket, UDS) ¢
UCIIONIb30BaHUEM BCIIOMOTaTebHBIX cooOmienuit (ancillary messages) ¢ runom SCM_RIGHTS [4].
OpefimBopk  Capsicum  [5-6] pacmmpsier Momens (aHIOBRIX JECKPUITOPOB, 100aBIAA
BO3MOKHOCTh YKa3aHHUS pa3pelleHHBIX ONepannii I KaXIoro (ailjIoBOTo JSCKPHUIITOPA, a TAKKE
3amperasi JOCTYI K IJ00aIbHBIM IPOCTPAHCTBAM HMEH.

[MomuMo 3TOTO, MHOTHE MHKPOSIPA UCTIONB3YIOT )KETOHBI ISl YIIPABICHHSI TOCTYIIOM K 00BEKTaM
Apa, TaKk KaK JaHHAs MOJIENb IT03BOISIET PEaTn30BaTh MUPOKUH HAOOp MOUTHK B MPOCTPAHCTBE
ToJIb30BaTeNs O0e3 yclokHeHus sapa. K takum smpam otHocsTcs, Hanpumep, Mach [7] (a takxke
aapo macOS XNU, koTopoe 4acTUYHO OCHOBaHO Ha Mukposape Mach?), EROS [8], Zircon [9],
Managarm [10], Coyotos [11] u seL4 [12]. Takxke *eTOHBI UCIOIB3YIOTCA BO (ppeiimBopke Genode
[13] mnst korcTpynpoBanust OC noBepx psna mukposnep. [lonesnsiit 0030p mukposiiepusix OC,
MOMHMO HCTIOJNIB3YIOUIUX MOOEb JHCeMOH08, MOYKHO HalTH B cTaThsx [14-15].

2.1 CpaBHeHue mogenu ACL u Moaenu XXeTOHOB

Mognenp Access Control List (ACL) siBusiercsi Gojiee KJIACCHYECKONW MOJENBIO 3aJaHus IpaB
JIoCcTyma, KOTopast UCTIONb3YeTCsl, HalpUMep, sl yka3aHus mpas noctyna Kk ¢gaitiam B UNIX. Ecin
paccMaTpuBaTh CHCTEMY B (HUKCHPOBAaHHBIH MOMEHT BpEMEHH, MOJEIbh >KETOHOB Oynaer
SKBHBAJIEHTHA MOJIeITH JocTyma ¢ momoripio ACL. ITpu aToMm B iepBom ciiydae C-list npencrasnser
co00i cTpoky MaTpuilbl KOHTpos goctymna, a ACL — cronben. OnHako B TUHAMUKE CYIIECTBYIOT
3HAYUTENBHBIC OTJIMYHS B MPEJOCTABIIEMOM HAa0Ope MpaB M MOAXOJC K MX Mepemade IS dTHX
MoJIenei.

2.2 MNMpocTpaHcTBa UMEH

Monens ACL wucnonb3yer Ti100aibHOE NPOCTPAHCTBO MMEH Ul OOBEKTOB, HANpUMEp, ITYTH
(aiinoBoli CUCTEMBI HITH IPOCTPAHCTBO MMEH naeHTHukaropos nporeccoB UNIX. [pasa noctyna
3a7al0TCd B BHJE HEKOTOPOTO HJICHTU(HKATOPA CYOBEKTa, KOTOPBHIH NPENOCTABISIET HESBHbBIC
npaBa. [IpumepamMn MOTYT CIyXuUTh YHHKajJbHble HAeHTU(HKATOPH nosb3oBareneit (User
Identifier, UID) u unentuduxarops rpym (Group Identifier, GID) B UNIX-ono6HbIX cucremax.
[Ipu aTOM JUIs1 OOBEKTOB yKa3bIBAETCS CIMCOK MACHTH()UKATOPOB CyOBEKTOB U COOTBETCTBYIOIIUE
uM npapa. iMeHa 00bEKTOB ITPH ATOM HE CBSI3aHbI C TPaBaMU JIOCTYIA K HUM, U3-32 YeT0 BO3HUKAET
npobiiemMa «3armyTaHHoro rnocpegaukay (confused deputy).

B Mozenn )keTOHOB IPUMEHSIOTCS TOJIBKO JIOKAJIbHBIE NMEHA, CBSI3aHHbBIE C KOHKPETHBIM 00BEKTOM,
YTO peuraer 3Ty npobnemy. Taxke kecTkas CBsI3b JIydllle OTPaXKaeT MPUHIUI MHUHUMAaJIbHOCTH
NPUBHJIETHH, TIOCKOJIBKY NPH KaXXJOM OOpAaIeHNH HCIIONIB3YIOTCS TOJIBKO MPaBa, NMEIOLINECS Ul

2 OpHako IpEICTAaBNAET KETOHbI OTHCILHLIMM OT (ailIoBBIX JECKPHITOPOB CYIIHOCTSAMH, KOTOPBIE
HasbIBarOTCs POrt right.
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KOHKPETHOTO O0BEKTa, W CYOBEKTHl HE OOBEOUHSIIOTCS OONIMM WACHTH()HUKATOPOM Ha TPYIIIHI,
HMCIOIINE OJMHAKOBBIC MPABa.

2.3 UameHeHue npaB

B momenmn ACL monmduxanys mpas sBISICTCS HESBHBIM IIPaBOM MO0 BiaJeiblia 00beKTa, 00
MOHHTOpA CCBUIOK, €CIIM NpHMEHSACTCS MaHOaTHOe ympasiieHue noctymoMm (Mandatory Access
Control, MAC). Ilpu 3TOM H3MEHCHHE BIaJeiblia — MPHUBHICTUPOBAHHAS OMCpAIlMs, MO3TOMY
BJIaJICHHE JOCTATOYHO CTATHYHO.

B Mopmenn XeTOHOB M3MEHEHHE NpaB BBITIOTHACTCS Ieperadeii xkeTtoHa depe3 MexaHmM [PC u
o13bIBOM (revocation) sketoroB. Ilepenaua cyObeKTy BO3MOXKHA, TONBKO €CIIM TEKYIIHH CyOBEeKT
BJIaJIcCT JKCTOHOM KaHajga CBSI3U C HUM. [Ipy 3TOM CYIIECTBYIOT HECKOJBKO PpaCIIUPCHUIMA
MEXaHU3MOB YIIPABIICHUS ITepeaayueii ’KeTOHOB:

e Jlns BO3MOXHOCTH mepenadd TpeOyeTcs, 4YToObl y IepeaBaeMoro J>KETOHa OBLIO
ycraHoBIIeHO mpaBo delegate.

e Jlisg BO3MOXKHOCTH Iepeladu TpeOyeTcsi, 4ToObl y »ETOHa, IOCPEICTBOM KOTOPOTO
MPOUCXOJNUT Tepefadya COOOIIECHNs, COAEPIKAILETO IPYTrHe >KETOHbI, OBLIO yCTaHOBIICHO
mmpaso grant.

2.4 HacnepoBaHue npaB

IIpn co3manmm pmouepHero mporecca B Mogenn ACL, OH 1O yMONYaHUIO HAaclemyeT
UACHTU(HUKATOPBI POJUTENS, UTO JAET MY T€ )K€ MpaBa. DTO HapyIIAeT MPUHIUI MUHUMAIbHOCTH
MIPUBUJIETHH 1 0€30MaCHBIX 3HAYCHUN TI0 YMOJTYAHUIO.

ITpn 3amycke mporiecca B MOZIETH JKETOHOB, XXETOHBI POJUTENS HE HACIEAYIOTCS M IOJDKHBI
nepenaBathCsi siBHO. (DaiyloBBIE JECKPHUIITOPHI HApYyIIAIOT 3TO IPABWIIO, MOCKOJBKY ISl HUX
HACIIEAYIOTCS BCE JECKPUITOPEI, s KOTOpbIX He ycTaHoBieH piaar O CLOEXEC [16]. OToT ¢hnar
CcOpOIIIEeH MO0 YMOTYaHHIO 711 00paTHOW COBMECTUMOCTH.

2.5 UHTepnosunums

XKetonsl, npencrapnstomue Mexanu3Mbl [PC (Hanpumep, mopTel [PC B MUKPOSAEPHBIX CHCTEMAaX
wim nomenHsle cokeTsl UNIX, oTyacTH KaHajbl pipe), IPEeAoCTaBIsIOT HHTEp(Eic U OTIPaBKH U
MOJTY4eHHsI COOOLIEHUH. DTOT MHTEep(eic He 3aBHCHT OT CyObBEKTa, C KOTOPBIM ITPOHCXOIUT
B3aUMO/ICHICTBHE, YTO MO3BOJISIET PEAM30BaTh WHTEPIIO3HIUIO — MPO3PAyHyI0 IOJMEHY 3THX
KETOHOB Ha HEKOTOpbIe NMPOMeXyTouHble. CyOBEeKT, KOTOPHII BlIafieeT MOAMEHEHHBIM JKETOHOM,
MOJKET NPEeNOCTaBUTh AIbTEPHATHBHYIO pealn3aluio HHTepdelica OPpUTHHAIBHOTO XETOHA HIIH
JIOTIOJTHUTh €ro  (YHKIMOHATBHOCTh. BO BTOpOM ciiydae cooOImieHue mocie o00pabdoTKH
NIepeXBaThIBAIOIINM CyOBEKTOM IEPEAACTCs OPUTHHAIBHOMY JKETOHY.

B kauecTBe 10MIOTHATENBHON (DYHKIIMOHATEHOCTH BO3MOYKHO PEaIN30BaTh, HAIPUMep:
e BeJICHME KypHaJa onepanuii;
® OTIAJKY;
® OTJIOXEHHBIN 3aIlyCK CEPBUCOB;

® KOHTpPOJIb JOCTYIIA.

2.6 O6wWwum nHTepcenc CUCTEMHbIX BbI3OBOB

B MUKPOAJACPHBIX CHUCTEMAX BCC WM HEKOTOPBIC CHUCTCMHBIC BBI3OBBI MOTYT TaKXKe OBITh
pcain30BaHbl Yepe3 HHTCp(beﬁC OTIIPABKU COO6IH€HI/Iﬁ KaK KCTOHBbI, MPECACTABJIAIOIINC 0OBEKTBI
sapa. Taxas peajin3danus TaKXKC MOKET YCKOPUTb MEXaHU3MbI MEKIIPOLECCHOT'O BSaHMOHeﬁCTBI/Iﬂ,
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HOCKOJIbKY OHO OyOeT HaXOIWTBCS Ha «ropsueM» IIyTH. JTO pacIIMpseT HPUMEHHMOCTb
MHTEPIO3UIMY Ha TAKUE CUCTEMHBIC BHI30BEI.

YacTto B cucTeMax, HCIIOIB3YIONIMX TAKOH MOJIXO0/, CHCTEMHBIC BHI30BBI HA3BIBAIOT METOJAMH, U3-
32 Yero BO3HUKAIOT YTBEPXKACHHSA O TOM, YTO TAaKHE CHCTEMbl HMEIOT 3HAYUTEIFHO MCHBILE
CHCTEMHBIX BBI30BOB, YeM CHCTEMBI, UCIIOJIB3YIOIINE MOHOJIUTHEIE siapa. Hanpumep, seL4 umeer
okouto 80 CHCTEMHBIX BBI30BOB, PEaIM30BAHHBIX KaK METOJIbI, HO TOJBbKO 7 iy 10 Kiaccuyecknx
CHUCTEMHBIX BbI30BOBS. Taxke Takoil IoAX01 UCTONb3yI0T Mukposapa EROS, Coyotos u Mach.

2.7 Peanusauusi MaHAATHOro ynpaBrieHust OOCTYNOM MoBepxX MoAenu
KeTOHOB

Ecnu Bce cucTeMHbIE BBI30BBI PEaln30BaHbl IMOCPEICTBOM IEpefavyd COOOIIEHUH, BO3MOXKHO
peanu3oBaTh MaHJATHBIM KOHTPOJb JIOCTYIla Ha YpOBHE TIIOJib30BaTens. B asTom ciyuae
UCIIONIB3YeTCsl ONOJIHUTEIBbHBI KOMIOHEHT, MOHHUTOP CCBLIOK, KOTOPBIA IPU ITOMOIIU
MHTEPIIO3UIMN PEAT3yeT YIPaBICHHE MOCTYIOM Il BceX cooOmeHuil. [Ipu 3TOM MOHHUTOD
CCBUIOK CTaHOBHUTCS 4YacThlO JoBepeHHOW komoBoil 0Oa3er (Trusted Computing Base, TCB),
HOCKOJIBKY CaM He TIOJUIC)KUT MaHAaTHOMY KOHTpouro. Harnpumep, Takol OX0[ HCIOJIB3YEeTCs B
cuctemax KeySAFE [17] u EROS [8].

Takoll moxxon OymeT MeAJeHHEE, 4YeM KIACCHYECKHE, IOCKOJBKY YBEIMYHBACT KOJHMYESCTBO
coo0uieHHii B 1Ba pas3a. bojee NMpakTHYECKHMM HOAXOIOM SBISETCS HMHTECPIO3UIMS TOJBKO Ha
rpaHULaX JOMEHOB 3allUTHL. B 3TOM ciyyae MaHIATHBIH KOHTPOJb NPOM3BOIHUTCS TOJNBKO IS
COOOLICHHH MEXIy JOMEHaMH, a Ollepaliyi BHYTPU OJHOTO JOMEHA HCIIOJb3YIOT TOJIBKO MOJCIb
JKETOHOB, KOTOPAsL SIBIISIETCS] TUCKPELIMOHHOM.

OTMeTHM, YTO 3TO BIIOJHE COOTBETCTBYET pealu3alliisiM MAHIATHOTO YIPAaBJICHHS IOCTYIIOM B
KIaccuyeckux MOHOJMTHBIX OC, TOCKOJIBKY B TAaKHX CHCTeMax KakK sApo, TakK W
NPUBUJIETHPOBAHHBIE MPOLIECCHI MPEJCTABISIOT COO0M KPyITHbIE KOMIIOHEHTBI, CO/IepKallne B ce0e
MHOXKECTBO Pa3HOPOAHON (PYHKIMOHAIBHOCTH, HA KOTOPbIE PACHPOCTPAHSIOTCS €IMHbIEe TpaBHia
ynpasieHue goctynoM. B mukposaepubix OC 10MeHbI Kak pa3 COOTBETCTBYIOT TAKMM KPYITHBIM
KOMIIOHEHTaM, a HaJMuhe JCKOMIIO3MLUH JOMEHOB Ha HW30JMPOBAHHBIE I1OJKOMIIOHEHTHI
MO3BOJISIET PEAM30BaTh [OMOJIHUTEIBHYIO 3allUTy, HEIOCTYIHYI0 B Cly4ae MOHOJIMTHOTO
HOIX0.a.

2.8 OrpaHuMyeHHbIe XXeTOHbI U YHUKalNbHbIe UMEHa

EcTh 1Ba acmekra peaau3aiuu MOJIENU )KETOHOB, KOTOPBIE SBISIOTCS B3anMouCKIrogaromumu. Oba
acrmeKkTa WUMEIOT IUIIOChI M MHHYCHI, MMO3TOMY CYIIECTBYIOT pealM3aliH, KOTOpble BHIOMPAIOT
KaXKJIbIM U3 HUX.

OrpaHu4eHHbIEe KeTOHbI MPEIOCTABISIOT JOCTYM TOJBKO K YaCTH OTMEPAIi, MOICPKUBAEMBIX
00BEKTOM, Ha KOTOPBIN CCBHUTAETCS JKETOH. DTO 00ecIednBaeTCsl 3a CUeT MOITIePKKH Habopa (iaros
npaB JIOCTYyIA Ui KETOHA, KAXKABIA M3 KOTOPHIX pa3pellacT BBIMTOJIHITH IMOJMHOMKECTBO BCEX
omiepanui, peain3yeMbIX KOHKPETHBIM OOBEKTOM.

Otu ¢uraru MOTyT OBITH Kak TpyObiMH, Hampumep, 10 4 dnaros B seL4: ormpaBka cooOIIeHMIA,
OTIIPaBKa >XCTOHOB B COOOINCHWSX, OTIPAaBKa C OTBETOM M IMOJYYCHHE COOOIICHUI, TaKk H
MEJIKOTPaHYJIAPHBIME, Hampumep, 64 ¢iara, TOIMOJHEHHBIX CIHCKAMU Pa3pPEIICHHBIX OICpPaIii
fentl() mioctl() B Capsicum [5]. ITomumo 3T0OT0, Takue (Iard moaaepKuBarTcs, Hanpumep, Fuchsia
[18], EROS [8] u Coyotos [11], a Takxke B pyIUMEHTapHOM BHUe JUlsl (aiIoBBIX AECKPUITOPOB
UNIX.

Hanunuue ¢naroB mo3BojsieT yay4IIUTh MOMICPKKY HMPUHIMIIA MHUHAMAILHOCTH MPHUBHIICTUN U
pa3penmTh HEKOTOPBIE TIPOOJIEMbI pAaHHHUX peaTr3aIiuil.

8 10— JUIsL BEpCUM sifipa € HO,HZ[Gp)KKOfI CHCTEM CO CMEIIaHHOMN KPUTHYIHOCTBIO.
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MuHyCOM TaKO#W MOJEIH SIBISIETCS TO, YTO JJIS Hee HeOOXOIMMO MOIePKUBATh HECKOIBKO UMEH
JUTS OIHOTO KETOHA. JTO MOKET MOTPEOOBATH SIBHBIX CHCTEMHBIX BBI30BOB JISI CPAaBHEHHS )KETOHOB
B HEKOTOPBIX CUTYAIUIX, XOTS HA0Op TAKUX CUTYallUil MUHUMHU3UPYETCS IPU KOPPEKTHOM ITOIXOIC
K peanuzanuu nepeaaun uyepes IPC, a uMeHHO, Py MoAEPIKKE aBTOMATHIECKON 3aMEHbI JKETOHOB
Ha UX METKH IPH Iiepeiaue, eCIM 3TOT KETOH CChlIaeTcs Ha TOT xxe nmpuMutuB IPC, yepes KoTopblii
MIPOUCXOIUT Tiepeaaya.

YHHUKAJIbHBIE UMEHA TapaHTUPYIOT, YTO, €ClU cyObekT moiy4mi o [PC xeToH, KOTOphIiA yxe
MPUCYTCTBYET B €r0 MPOCTPAHCTBE MMEH, TO ITOT JKETOH IMOJYYHUT TO ke ums. Ilmocom Takoro
MOJIXO/A SIBJSIETCSI BOSMOXKHOCTh CPAaBHEHUSI )KETOHOB 110 UMEHH, YTO HE TpeOyeT BMeIaTenbCTBa
spa.

K MuHycaM nmoaxoza OTHOCHTCS CIOKHOCTB peanu3aiuu. [1oCKonbKy MMeHa TpaHCIUPYIOTCS TIPH
IPC, TpebyeTcst moaep KKa BbIIEICHUSI UMEH SAPOM, U4TO YCIOXKHSET peanu3anuto. [lomumo atoro,
TpebyeTcsi MmojjiepKa MOAcCYeTa CChUIOK Ha JKETOHBI, OCKOJBbKY KOMIIOHEHTHI, paboTaromue c
OTHUM HMMEHEM JKETOHA, MOJYYCHHBIM HECKOJBKO pa3, MOTYT HE 3HATh APYr O ApPYyTe, U OIUH
KOMIIOHEHT MOXXET YIAIUTh WMs, MOKa JPYroil Bce eme HCHoib3yeT ero. JlaHHBIH MOmXon
npumensiercs B Genode [19] u Mach [20].

Takke K MHHycaM BBIICTICHHS WMEH JKETOHOB SIIPOM OTHOCHTCS TpoOiieMa MX IOBTOPHOTO
HCTONB30BaHus. Eciam 00beKT ObIT yjalieH KeM-TO U3BHE, TO TP IOBTOPHOM HCIIOIB30BaHUH 3TOTO
HMEHH BO3MOXKHO Ucnob308anue nocie oceoboocoenus (Use After Free, UAF) uMeHnu ’keTOHa, 94TO
MPUBOANT K TpobieMaM ¢ Oe30macHOCTBI0 W KOPPEKTHOCThIO. Mach wucmpaBisieT ITaHHYIO
npoOiieMy, 3aMEHsIsI J)KETOH Ha CIelUaibHyl0 3arnymky — dead name, kotopas HE MO3BOJISET
BEITIOJTHATh HUKAKHE OIEepalri, HO OJDKHA OBITh OCBOOOXIEHA SBHBIM 00pa3oM, YTOOBI SApO
MOTJIO MIOBTOPHO UCIOJIB30BATh JaHHOE UM keToHa [20].

3. MMpobnemsbi paHHUX peanu3auul

Pannme peannzanuy MoIeNH 5KETOHOB UMEITH [1Ba Ne(eKTa, BIHSIONINX Ha 0€30MaCHOCTh CHCTEMBI:
OTCYTCTBHE KOHTPOJIS PAacIpOCTPaHEHHsS M HEBO3MOXHOCTh BO3Bpara gocTtymna. OcobeHHO OHM
ObUTH XapaKTepHBI [UIS alapaTHBIX pealu3alliii JaHHOH MOJENM, KOTOPhIe HE MOTJIH
rapaHTHpOBATh BHIIOJIHEHHE *-property* us moxenu 6esonacnoctu benna-Jlanagyns: [21-22]. B
STHX PeaH3anuiX )KETOHbI ObLIH allllaPaTHBIMU K OTMEYAITUCH OJTHUM OUTOM METKH B namsiTu. [1pu
3TOM, €CJIM B 00BEKTE C MCHBIIIHM YPOBHEM MPUBUIICTHH, KOTOPBIH JOCTYIICH TOJBKO Yepe3 KETOH
C TpaBOM TOJIBKO Ha YTEHHE W3 TEKyIlero, 6ojee MPUBIIETHPOBAHHOTO CyOBEKTa, COJEpKATCS
YKETOHBI, Y KOTOPBIX €CTh IIPaBO Ha 3aITUCh, TO CYOBEKT MOXKET UX H3BJICYb, TAKUM 00Pa30M HOTYIHB
MpaBO Ha 3allUCh B MEHee MPHUBIICTUPOBAHHBEIM OOBEKT. bollee coBpeMeHHBIC ammapaTHEIC
peanu3aruu [2] ¥ IpOrpaMMHBIC pean3alliy, KaKk MPaBUio, HE UMEIOT JaHHOTO JAe(eKTa.

3.1 KoHTponb pacnpocTpaHeHus
Ecin cyOBeKT, BIAJCIOIIUNA KETOHOM, IIEPENAET SKETOH IPYroMy CYOBEKTY, OH HE MOXKET
OIPaHHMYUThL KaKMM CyOBEKTaM KETOH MOXKET OBITh IIEpe/jad B AalbHelineM. II0TeHIUaIbHO )KETOH
MOET CTaTh JOCTYIIEH BCEM CYOBEKTaM, KOTOpBIE HOCTIKMMEI 1o [PC W3 monyvaress, To ecTh
HaXoOsTCs B TpaHSI/ITI/IBHOM 3aMbIKAHHUU MHOXECTBA JOCTHXXKUMOCTH 110 IPC
Ilycte 0 — o0Owekr, R={recv,send,grant} — wmuoxkectBo mpas, (0,r) — xeToH r C R,
C(0)={c;=(0;,7;)} — IPOCTPAHCTBO HMEH KETOHOB CYOBEKTA 0.

R,(0)={sV (p,1;) € C(0) Asend €y A(p, 1) € C(S) Arecv E 1}

R.(0)={sVv (p,nr) €C(0) ArecvE T, A(p, 1) € C(s) Asend € 15}

R°(0)=R(0) U R,.(0)

4 Cy6T>eKT ¢ OOJIBIIMM YPOBHEM HpI/IBI/IHeFI/Iﬁ HE MOXET IUCATh B 00BEKT C MEHBIIIHM.
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R"(0)=R™*(0) U | RLnJ_l( )(Rs(oi) U R, (0)))

R*(0)=R*(0)
R"(0) — MHOXeCTBO Cy6BEKTOB, KOTOPBIE MOTYT TIOY4YHTh JOCTYH K KeToHaM cyObekta 0. G (0)
OTPaHUIEHO, TOCKOJIBKY KOJIMYECTBO OOBEKTOB B CHCTEME KOHEYHO.
Bornee coBpeMeHHBIE MOIENN MTO3BOJISIIOT OTPAHUYIHUTE 3TO MHOKECTBO JBYMS COCOOAMHU:

e Tlognepxka mpasa grant, KoTopoe Mo3BOJIAET MEPECHUTATh )KETOHBI Yepe3 JaHHbIH KETOH,
npegocTaBisttonmii foctyn Kk npumutuBy [PC. B aToM ciygae otcekaroTcst 9actu rpaga
JOCTHKUMOCTH. DTOT MEXaHH3M MOJICP)KUBACTCS, HAIIPUMED, B seL4.

o Tloxneprxka mpasa delegate, koTopoe paspemnraer nepegaBath JaHHBII JKETOH IIOCPEICTBOM
IPC. D10 mO3BONAET COKPATHUTH IIOJAMHOMKECTBO CYOBEKTOB, KOTOPHIM MOXXET OBITH
JIOCTYNEeH JIaHHBIAH JKETOH, TOJBKO JO IPSAMOr0o MONy4aTeds. OTOT MEXaHU3M
nojiiepkuBaetcs, Harnpumep, 1 Fuchsia kak ZX_RIGHT_TRANSFER [22].

B Mozenu, ToanepKuBaolIei grant, MHoxecTBo cy6bekToB G (0), KOTOpble MOTYT MONY4HTh
JOCTYII K )KETOHAaM CYOBEKTa 0, OIIPEAEIIeTCs CIEIyIOMHM 00pa3oM:

G,;(0)={s V (p, 1) € C(0) A{send,grant} € 1, A (p, 1) € C(s) Arecv € 1,}
G.(0)={sV (p,r) € C(0) Arecv € 1, A (p,11) € C(s) A {send,grant} < 1,}
G°(0)=G,(0) U G.(0)

G"(0)=6"' (V| U (Gs(0) VG ()
0;€6™1(0)
G"(0)=G*(0)
IIpu sToM, Kak MoxHO BuaeTh, G (0) € R*(0). OnHAaKo JaHHBIE MOJENM, XOTS M SBISOTCS
KOPPEKTHBIMHU, HE MO3BOJISFOT MOJYYUTh MPAKTHYECKU IMOJIC3HBIX PE3Y/IbTATOB B AMHAMHYCCKUX
CHCTEMaX.
Takxe CyHmIECTBYIOT MEXaHHU3MBbI, KOTOPBIC MO3BOJISIIOT OTPAHUYHTE IPaBa y PACIPOCTPAHACMBIX
0OBEKTOB.
EROS u Coyotos mojmep:xuBaroT aTpu0yT Weak, KoTopslii mo3BossieT obecrednts *-property s
’KETOHOB-KOHTeHHepoB®, Eciu 00bexT nomeden kak Weak, To Bce KETOHbI, IPOYUTAHHBIE U3 HETO,
nomeuarotcsi kak weak u read-only. Dto sBisieTcss BaXKHBIM TSI JaHHBIX PeaTu3alnii, TOTOMY YTO
B HHUX BHPTYyalbHOE aJpPECHOE MPOCTPAHCTBO MPOIECCa OMMCHIBACTCS KaK JEPEBO, B KOTOPOM
BHYTPEHHUMH Y3JIaMH SIBJISIFOTCS KETOHBI 00BEKTOB NOUE, a IUCTBAMM — KETOHBI, OITUCHIBAIOIINE
CTpaHUIbI TaMsTh. [Ipr 3TOM HEKOTOPBIE Y3JI6I MOTYT OBITH pa3eliCHbl MEXTy JOMCHAMH 3aIlUTHI.
Brurouenue atpubyTta Weak B capability-based security 8 EROS no3Bosiiio qoka3ats BO3MOXKHOCTb
peanu3alvy Ha JaHHOM CHCTEME MOJUTHK 0€30MacHOCTH, He Hapymammmx *-property [23].
DTo He ABJIAETCS MpoOIeMoii 11 seL4, KOTopoe Takke MCIOIb3yeT HEPAPXUIO TAOJIHUI CTPAHHUILS,
MOCKOJIBKY selL4 He mojepKuBaeT pa3ieliecHue IPOMEXYTOUHBIX TabmuI cTpaHull. [Ipu atoM s
tabmnui sxetonoB CNode, kotopeie B omnune oT EROS sIBISIFOTCS OT/ENBHON OT TabJMI[ CTPAHUII
CYIIHOCTBIO, TIPOOJeMa KOHTPOJS PaCIPOCTPAaHCHHS COXPAHSICTCS, M B pa3eisIeMbIX TaOnHIax
BO3MOJKHO OIPaHHYHUTh [IPaBa y KETOHOB-JIUCTHEB.

3.2 OT3bIB NpaB gocTtyna

Tlocne Toro Kak »KeTOH ObLI nepeaad, MOKET HOTpC6OBaTI)CSI OTO3BaTh IIpaBa AOCTYIIA. HaanMep,
TaKUM CIHCHApHueM MOXKET OBITH HaMEPEHHE IOBTOPHO HCHOJIB30BaTh PECypC WJIM HU3MCEHCHUC

5 node — 06BeKT, KOTOPKIH CaM SBIAETCS JKETOHOM M MOXKET COZEpIKaTh B cefe 32 APYruX sKeToHa.
® B ommmune or EROS, B sel4 Takas mepapXus sBIAETCSA MPAMBIM NPEICTABICHHEM alIAPaTHBIX TaGIHIL
CTpaHHIL.
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MOJIUTHKH Oe30macHOCTH. B OpHFHHaJIBHOﬁ MOAECIN KETOHOB 3TO HEC MPEACTABIATIOCH BO3MOKHBIM.
bonee HoBEIC MOACIHN MOAACPIKMUBAIOT ABa MCXaHU3Ma OT3bIBa IIpaB JOCTYIIA.

3.2.1 Ctporoe BnageHue

IIpu ucnonp30BaHMM JAHHOTO MOJXOJA CYLIECTBYET €JUHCTBEHHBIN JKETOH, KOTOPBIN BiajeeT
OTIMCHIBAEMBIM OOBEKTOM, H IIPH €TI0 yJAJICHUH BCE OCTAIBHBIC CCHIIKH aBTOMATHIECCKHU yJAISFOTCS.
K peannzamusam co ctporum BiageHueM ortHocstcss Mach m Genode. B ciywae ¢ mocnennum
BJIaJICHUE TIPHUBSI3BIBAETCS K CyOBEKTY, CO3/IaBIIEMY KETOH U He MOXeET ObITh epenano. B Mach
MOXET CYLIECTBOBaTh TOJBKO OJMH JKETOH feceive right, KOTOpbIid SBISETCA IKETOHOM,
MO3BOJIAIOIIUM TIOJTy4daTh cooOmmeHus. [Ipy ero yHHYTOXEHNH YAAISIOTCS] BCE COOTBETCTBYIOIUE
*xeToHsl Send right, koTopbie MO3BOISIFOT OTIPABISITH COOOIICHHUSL.

3.2.2 BO3MOXHOCTb OT3biBa NPON3BOAHLIX XXETOHOB

B »sToM ciywae moanmepkuBaercs MH(GOpPMALMS O BCEX JKETOHAX, MPoM3BOAHBIX (derived) ot
JITAaHHOT'O, TO €CTh CKOIMPOBAaHHBIX WK nepeaanHbix no [PC. braromaps stomy noanepxuBaercst
BO3MOXKHOCTh aHHYJIHMpoBarh (revoke, rescind) JocTynm KO BCeM NPOW3BOJHBIM JKETOHAM, TEM
caMbIM TIPEKpaTHB JOCTYI K pecypcy 0e3 ero ypaneHus. JTo AeslaeT AaHHBII MexaHu3M Ooiee
THOKOM aNbTepHATHBOH.

B cymiecTByromux MUKpOsSApax UCTIONB3YIOTCS Ba MOAX0a K peaan3alii JaHHOTO MEXaHU3Ma:

e [loanepxka aepeBa MPOU3BOJHBIX KETOHOB U BO3MOYKHOCTH yJaJIEHUs TOJJIEpEBa BCEX
’KETOHOB TIPOU3BOAHBIX OT AaHHOTO. JlaHHBIN TIOIX0/ mpuMeHsieTcs B seL4.

e BepcronnpoBaHue CCHUIOK U BO3MOXKHOCTH OTO3BATh JOCTYII IIyTEM YBEIUYCHUS HOMEpa
Bepcun B camoM oObekte. [Ipu 3ToM ans obecriedeHus THOKOCTH TMOAEPKUBAIOTCS
OO0BEKTHI-TOCPEAHUKN (Proxy objects), MPeIOCTABISIONIME MPO3PAYHBIA TOCTYM K
poautenbckoMy 00bekTy. Takoit moaxon peanuzoBad B EROS u Coyotos.

3.3 OT13bIB XeToHOB B selL4

JepeBo mpom3BOAHKEIX XeTOHOB B selL4 (puc. 2) mpencraBisieTcs B BHIE ABYCBS3HOTO CITHCKA
(puc. 3, 4) ¢ HOMONHUTENHHONH HWHpOpMaNKeH O TIIyOMHE KaXIOTO AJIEMEHTa. JTO II03BOJISET
COKpaTHTh METaJaHHbIe 00 HWepapXuH 1O ABYX MAaIIMHHBIX cioB. OIHAKO 3Ta pearu3alus
MOIpa3yMeBaeT UCIIONB30BAaHUE OJHOW OOJBIION OJIOKUPOBKY ISl CHHXPOHHU3AIUH, YTO JeJaeT ee
HENPUMEHNMOH B MacIITaOMPYeMbIX CHCTeMax ¢ OOJBIIMM YHCIOM HpoueccopoB. Takxke OT3bIB
JIOCTYIa K O0BEKTY TPEOYET yaaJeHUs] BCEX POU3BOIHBIX JKETOHOB, 4TO TpedyeT O(n) oneparuii,
IIe N — HUX YHCIO, KOTOPOE KOHTPOJIMPYETCS MOTCHIHAIBHO HEIOBEPEHHBIMH CyOBEKTaMHU.
I'myOuHa nepeBa orpaHuueHa Ha ypOBHE apXUTEKTYPHI sIpa, IOITOMY HE MOKET IIEPETIOTHUTHCS.
Takke ToAAEpXKUBAIOTCS TOMedeHHBbIe 00BekThI-ocpennuku (badged capabilities), koTopeie
MIPO3pavHO MPEIOCTABISIIOT AOCTYH K poauTemo. OHM 3aMEHSAIOTCS 3HAYCHUEM CBOCH METKH IpH
OTIIpaBKe COOOIMIEHUS Yepe3 HUX WIH MPH HX OTIPaBKe B KAadeCcTBE apryMeHTa 4epe3 JKETOH,
CCBUTAIONIUIICS Ha POMUTEIBCKHA OOBEKT WM JPYyro OOBEKT-MIOCPEIHUK IS TOTO JKe
POIUTEIHCKOTO 00BEKTa. Pasmep MeTKH — OTHO CI0BO. DTO MO3BOJIET PA3INUaTh OTIPABUTEICH U
NIPUKPEIUIATh yKa3aTeslb Ha KOHTEKCT CepBepa, CBSI3aHHBINH C JaHHBIM oTnpaBuTeneM. OObeKTHI-
MTOCPETHUKH MTO3BOJISIOT OTO3BATH TOIBKO YaCTh CCHIIOK.

MeTanaHHBIE JKETOHOB XpaHATCS 110 3HAUYEHHUIO M 3aHIMAIOT 4 MAITMHHBIX CIIOBA, [BA N3 KOTOPBIX
coJiep)KaT CChUIKM Ha uepapxuio. Pa3mep »xeroHa OoJjbpllie MAaIIMHHOTO CJIOBA HE IO3BOJISET
peam30BaTh YTeHHE, MOTUPHUKAIINIO U TIepeMeleHre 00beKTOB 0e3 3axBaTa OJOKHPOBOK.
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Page 2

Derived EP 1|
| Untyped Endpoint Derived EP 2‘
Badged EP

Derived EP 3|

Page 1

Puc. 2. /lepeso npouzeoonvix uz sel4.
Fig. 2. Capability derivation tree in seL4.

r——3{ Untyped (0) |€3>{ Page1 (1) |< >[ Endpoint (1) |€>| Derived EP 1 (2) |<—j|
\

|
L>l Page 2 (1) J&>[ Derived EP 3 (3)_|€>[ Derived EP 2 (3) | <3| Badged EP (2) <=

Puc. 3. I[Ipedcmasnenue depesa 8 gude Chucka.
Fig. 3. Tree represented as a list.

~_7

Puc. 4. Cosmewjennoe npedcmasnenue 6 guoe Cnucka u 0epesa.
Fig. 4. Combined representation as a list and a tree.

3.4 OT3bIB XeToHOB B EROS

B EROS ucnons3yercst riiobanbHast Tabymna 00bEeKTOB ISl pealli3allii CBOWCTBAa COXPaHHOCTH
COCTOSIHUSL WK TiepcucTeHTHOCTH' [24]. YKeToHBI cChLIalOTC Ha TabNUIly, a 3JEMEHT TaOJUIbI
cchUTaeTcsl Ha caM 00beKT. JKeToHbI 1 Tabiuna copepkat Homepa Bepcud 00bekTa. CaMu JKETOHBI
3aHUMaloT 16 OaiitoB Ha 32-OMTHBIX cucTeMax (4 MAIIMHHBIX CJIOBA) M COJEp)KaT THI U NpaBa
JIOCTYTIa TIOMUMO BBIIIEYKa3aHHBIX MOJIEH.

[Tpu 3TOM *XKETOH NEHCTBUTEIECH, TOIBKO €cii 00a HOMEpa BEpCHH COBNaNaroT. biaromaps sTomy
BO3MOKHO OTO3BaTh BCE CCHUIKU HA OOBEKT, YBEJIMYUB HOMEP BepCHU B Tabuuie, To ectb 3a 0(1).
OOBEKTHI-IIOCPETHUKH TIPO3PAYHO NPEIOCTABISIOT JOCTYI K POJIUTEIIO, YTO TO3BOJISIET OTO3BATh
JOCTYII TOJIBKO K YaCTH CCHUIOK.

7 CniocobHoCTH COXpaHCHHUSA COCTOSAHHSA CUCTEMBI IIOCJIC 3aBCPLICHUA €€ pa6OTBI. B Takux cucremax Bcs
HNaMATh MIPpOTpamMM SABJIACTCS TOJIBKO KEIIEM CTPpAaHUIl HEKOTOPOT'O0 SHEPIroHE3aBUCUMOT'0 HAKOIIUTEIIA.
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Ora peanuzanys HE WMeeT HemocTaTkoB monxona sel4. OmHako K HeaocTaTKaM 3TOW MOCITH
OTHOCSITCS BO3MOJYKHOE MEpEroHeHHe HOMepa BEPCHH M OrpaHHyYeHHE KOJMYecTBa OOBEKTOB
pa3MepaMu TaOIUIIBL.

IToMuMo 3TOTO, pa3mep JKETOHa OOJIbIIIe MAIIIMHHOTO CJIOBA HE MO3BOJISIET peajn30BaTh YTCHUE U
MoauHUKaIHio 00beKTOB 0e3 3axBaTa 6JIOKHPOBOK. I1pn 3TOM Hamdre ABYX YPOBHEH KOCBEHHOCTH
— 00BeKTa-MmocpeHUKAa W TaONHIBI OOBEKTOB — J00aBISET MOTCHIMAIBHBIC NMPOMAaxXd Kella
MpoIeccopa, KOJMYECTBO KOTOPHIX 3HAYMTEILHO BJIMSET HA MPOWU3BOAUTEIHLHOCTH MPOrpaMM Ha
COBpPEMEHHBIX cHcTeMax [25].

4. Cmpykmypa npocmpaHcmea UMeH

Kak ObulO yKa3aHO BBINIC, KaK MPaBUIO, UMCHA JKCTOHOB SIBJSIFOTCS YWCICHHBIMH. OIHAKO
CTPYKTYpa U peaiu3alys caMoro MpoCTPAHCTBA UMEH MOTYT Pa3HUTHCS OT CUCTEMbI K CUCTEME.
IIpocTpaHcTBO MMEH MOXET OBITH JOKaNbHBIM It ToToKa (seL4, EROS, Coyotos) unu nporecca
(Genode, Mach, Fuchsia, UNIX fd, Capsicum). FiMeHa MOTYT BBLAEISATHCS MOJib30BaTeaeM (sel4,
EROS, Coyotos), cuctemoii (Genode, Fuchsia) nmm o6ommu (Mach, UNIX fd, Capsicum).

Ecin umena BBIJACJIAIOTCSA MOJIB30BATCIIEM, YaCTU IMPOCTPAHCTBA UMCH TAaKXKC MOTYT BBIACIATHCA
nonb3oBareneMm (seL4, Coyotos). IlockonbKy MPHUHITO, YTO MHUKPOSIEPHBIE CUCTEMBI JOJKHBI
MHUHUMU3UPOBATH IOJIUTHUKY B AAPC, 3TO ABIACTCA MNMPCANOYTHUTCIIBHBIM BapHaHTOM, KOTOpI)II‘/’I,
0JTHAKO, YCJIOXKHSIET MPOCTPAHCTBO MOJIH30BATEIS.

EROS wumeer ¢uxcupoBaHHBI pa3Mep mnpoctpaHcTBa uMeH (32 capability registers), U mpu
HEOOXOAMMOCTH HMCIOJIb30BaHUs OOJIBLIETO YHCiIa )KETOHOB MOJIb30BaTelb IO0JKEH MX WU3BJICKATh
3 00BEKTOB-KOHTEHHepoB Node sBHBIM 00pa3oM. OcTajbHBIC ONHCAHHBIE CHCTEMBI HMEIOT
JIUHAMHYECKUI pa3Mep IpOCTPAHCTBA UMEH.

4.1 CTpYKTYypbl AaHHbIX

st mpencraBieHys IPOCTPAHCTBA UMEH B AJpe MOTYT UCIOJb30BaTbCS Pa3iIMUYHbIE CTPYKTYpPBI
JaHHBIX. Huke nepednciaeHsl Te U3 HUX, KOTOPbIE MPUMEHSIOTCS B OITUCBIBAEMBIX CUCTEMAX.

4.1.1 Bektop

Oro Haubomee mnpoctas u ObicTpas peanusaiuss. OHa wcnosib3yercs gias UNIX fd w,
cootBeTcTBeHHO, Capsicum. Tawke ona npumensiercss B EROS ¢ ¢ukcupoBaHHbIM pa3zmepom
MpoCTpaHcTBa WMeH. Bo3MOXHa peann3anus HEOJIOKUPYIOIMIETO TOWCKAa MPH HCIOJIb30BaHUU
MeXaHU3MOB OTIOKEHHOTO OCBOOOKIEHHUS NaMsTHC,

Jast 97Ol CTPYKTYpHl JaHHBIX HM3MEHEHHE pa3Mepa SBISIETCS CIOXKHOW omepaluei, OJHAKO
BO3MOXHO pacmpeeuTh IIeHy W3MEHEHHUs pa3Mepa BO BPEMEHHU TOCPEICTBOM HCIOIb30BaHUS
JIBYX MaCCHBOB M IPUMEHEHHU I HHKPEMEHTAIILHOT'O KOMPOBAHKS U3 CTAPOT0 BEKTOPa B HOBBIH IPU
BBIIIOJIHEHUM KaXKJI0M OIlepalliu C IPOCTPAaHCTBOM MMEH.

Takke paspexeHHbIe UMeHa OyayT TpeboBaTh OOJBINOIO KOJMYECTBA MaMATH. [laMsATh MOXeET
BBIICATECS KakK (PH3MYECKH HENPEPHIBHO, TaK M OTOOpa)KaThCs BUPTYaldbHO B siape. Bropoii
BapHaHT SIBJIICTCSI OOJICe CIOKHBIM W BBI3BIBACT OOJBINE PACXOJOB HA M3MEHCHHS OTOOpaKCHHMA
MaMSATH B sApe, HO CHUMAeT TPeOOBAHUS 10 BBICIICHUIO HEIPEPHIBHBIX THATIA30HOB (PH3UUCCKUX
aJpecoB.

4.1.2 YnpaBnaemoe agapom npecdukcHoe aepeso

OTta CTPYKTYypa UCHPABIACT HEAOCTATKU BCKTOPA, INOCKOJbLKY OHAa MOXET U3MCHATH CBOI pasMep
oe3 H€O6XOHI/IMOCTI/I HCIIOIb30BAHUS OOJIBIIHX HEIMPCPBIBHBIX BI)IHGHCHI/Iﬁ HaMsTH, HaCTpOﬁKId
BUPTYaAJIbHBIX OTO6pa)K€HPII7[ 1 KOIMMPOBAaHUSA COACPIKUMOTIO. ITomumo 9TOro, NpoCTpaHCTBO UMCH

8 Hanpumep, RCU [24] unu Hazard pointers [25].
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MOXET OBITh Pa3pPEKCHHBIM, HO MMECT JYYIIyI0 JIOKAJBbHOCTh IAMSATH IO CPABHEHHIO C XEMI-
TaOnuien, mo3ToMy MOXKeT ObITb ObicTpee. It 3TOH CTPYKTYpBl A@HHBIX TAaKKE BO3MOXCH
HEOJIOKMPYIOIINH MOUCK.

Kak mpaBmno, s Gomee OBICTPOrO MOMCKA HCIONB3YETCS AEPEBO C OCHOBAHHMEM DPAaBHBIM
HEKOTOPOH CTeNeHH NBOHKY (00buHO 16, 32 win 64).

B Mach ncnonp3yercs nmapa npehUKCHBIX JepeBBEB C OCHOBAHHEM y37a 64: OJHO A MPSIMOTO
0TOOpaKeHHS UMCHU B O0BEKT, M OJTHO — JIs 00paTHOTO — U3 00beKTa B M [28].

4.1.3 YnpaBnsaemoe nonb3oBaTtenem npedmukcHoe gepeBo

DTOT MEXaHU3M aHAJOTHYECH npeabpiaynmemMy, Ho Tpe6yeT BBIACJICHUA Y3JIOB ICPCBA MOJIL30BATCIIEM.
DTO MO3BOJIIET TOYHO YIpaBJIATh BBIACICHUEM MaMATH, 4 TAKKE IMO3BOJIACT MCIOJB30BATH Y3JIbI
0OJILIIETO pasMepa B MNOJB30BATCIbLCKUX CHCHApUAX, I'IC 3TO MOKET MPUBCCTU K MNOBBINICHUIO
MNpONU3BOAUTCIBHOCTH.

4.1.4 Cxatoe npecukcHoe aepeBo nnu Guarded Page Table

GPT pacimpsier npeapIaymunii MexaHu3M, 100aBisis B y3ibsl guard — OUTOBYIO CTPOKY, KOTOpast
JOJDKHa OBITh MpedUKCOM KIIoYa, 4ToObl ITOT y3ed Obul mpuMeHHM. [locie comocTaBieHus
npedukc oTOpachBaeTCs. JTO IMO3BOJAET IPOIMYCKATh MPOMEKYTOUHBIE Y3IIbI B pa3pekeHHOM
NPOCTPaHCTBE MMEH. DTO HanboJiee THOKast peann3alys 3 TPEX.

Jannbiii Mexanu3m ucnoinbdyercs B Coyotos [11] u sel4 [29].

4.1.5 Xew-Tadbnuua

Managarm HCTIONB3yeT Xem-TalNUIly B KadecTBe mpocTpancTBa mMeH [30], 4To Takke pemraer
npo0JIeMy pa3speKeHHOCTH, HO COXpaHsIeT npo0JeMy BBIIACICHUS, €CIH HE UCmoyib30BaTh HAMT
(Hash Array Mapped Trie [31]), koTopsie MOCTPOEHBI Ha MPE(PHUKCHBIX AEPEBbAX. Tarke Xeri-
TaOIUIIBI IMEIOT MEHBIIYIO JIOKALHOCTH 110 CPABHEHUIO C MPEIBIAYIINMH PeaTn3alusIMH.

4.1.6 'mobanbHaa Tabnuua MMeH

Fuchsia wucnone3yeT ri00anbHyl0 TaOIMIly HMEH, HHICKCHI B KOTOPOH XCIIMPYIOTCS |
BO3BpAlIAIOTCS IOJIH30BATENI0 Kak MMeHa. UToOBl KOHTPOIHMPOBATH JOCTYH, KaXKJas 3aluch
COJICPXKHT B ce0e CCHUIKY Ha MPOCTPAHCTBO MMEH, KOTOPOMY OHO IIPUHAIICIKHT.

JlaHHBIN TOJXOA UMEET T€ K€ MHUHYCHI, UTO W XelI-TalJuila, HO UMeeT MeHbllee MoTpebaeHue
namsATu. TakKe HCIOJIb30BaHME TI00ANBHON CTPYKTYPHI JAHHBIX MPOOJEMHO C TOYKH 3PEHUS
MaciTabupyeMocTs 1 noaaepxkka NUMA-cuctem®.

Cpeau TUTFOCOB JaHHOW peanu3alliii — BO3MOXXHOCTh MPOCTON peanu3aliii WHTPOCHEKIINN BCEX
JKETOHOB, UCIIOJIb3yEMbIX B CUCTEME.

4.1.7 IBon4yHoOe aepeBO NoMcCKa

Ora cTpyKTypa AaHHBIX NMPUMEHUMA U1 OYEeHb Pa3peKEHHBIX IPOCTPAHCTB WMEH, €CIId HMEHa
BBIJICJIAIOTCS] CHCTEMOH. [IBONYHBIE IepeBhs HIMEIOT HanMeHee Y(PPEKTUBHYIO peaTu3aliio TOUCKa
3 IPHUBEJIEHHBIX CTPYKTYP NaHHBIX Y M He NOIEPKUBAIOT HEGIOKUPYHOIMI TOKCK.

Genode ucnons3yer AVL-aepeBo A MpoCTpaHCTBAa UMEH KEeTOHOB [32].

® Non-Uniform Memory Access, CHCTEMa CO BpeMEHeM JOCTYIIa K PECypcaM, TAKHM KaK sjpa IIPOLEccopa,
CHCTEMHasI IaMsTh WIN yCTPOHCTBA, 3aBUCSIIAM OT CyObEKTa, IPOU3BOISIIETO JOCTYIL.

10 MTockonbKy HMEIOT HAHGOMBIIYIO TIYOHHY, TO eCTh MOTYT BBI3BATh HAMOOIbIIEE KONMUECTBO JOCTYIIOB K
NaMsTU, U, COOTBETCTBEHHO, KOJIUYECTBO IIPOMAXOB Kellla.
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5. O6wmn B3rnsA4 Ha cyLecTByHOLMe peanmsauum

5.1 ®PannoBble AeCKpPUNTOPLbI

QaiinoBeie neckpuntopsl B UNIX-nono6ueix cucremax [33] (file descriptors, fd) moaxomsaTt mox
ONpenielieHue KETOHOB. B 3TOM MexaHuM3Me HeT pPAas3IUuYHBIX JONOJHEHUN MOJeNu, KOTOpbIE
TI03BOJISIFOT OTPAHMYHUTh PACIPOCTPAHEHUE KETOHOB, OTO3BATh CYIIECTBYIOMMI q0oCTym .
ITomMHMO 3TOT0, OTpaHUYEHHBIE KETOHBI TAKIKE CYLIECTBYIOT TOJIBKO B OUY€Hb PYIUMEHTAPHOM BUJIE.
daii MOKHO OTKPBITH KaK JIOCTYIIHBIH TOJILKO Ha YTEHHE, HO COCTOsSIHME OTKphITOro (aiina (file
description), Ha KOTOpOE CCBHLIACTCSI ASCKPHITOP, SBJIACTCS M3MCHSEMBIM M BKIIOYAeT B cebs
TeKyliee cmemieHne u ¢uiarm gocrymna. M3meHenume cmerneHus Wi (1aroB, TakuX Kak
O NONBLOCK, wmoxer mnomemarb paboTe APYIHX INPHIOKEHHH, HCIOJIb3YIOIMX TOT IXKe
JIECKPUITOP.

B mpunoxeHusx ocTaeTcs JOCTYIl KO MHOTHM TIJIOOalnbHBIM IPOCTPAHCTBAM  HMEH,
npucytcrBytomuM B UNIX-ono6HbIX cuctemax. Takke (ainoBble JeCKPUITOPbI JUPEKTOPHUIA He
OrpaHUYMBAIOT JOCTHKHUMBIE ITyTH B (haiiJIOBON CHCTEME M3-3a HAIMYMS CChUIKH Ha POJUTEIbCKYIO
JUPEKTOPUIO «..» [34].

YacTp 3TUX OrpaHUueHHH uenpasistioTes At Capsicum.

5.2 ®penmBopk Capsicum

Capsicum [5] — ¢peiimBopk ast FreeBSD, ncnone3yromiuii MoJiesb )KETOHOB. B oTinuue oT siipa
macOS XNU [35], koTopoe HCIOIb3yeT KOMIIOHCHThI MHKpOsiapa Mach, BkIOYasi »KETOHBI,
Capsicum KCHoJIb3yeT MPOCTPaHCTBO UMEH (DaMJIOBBIX AECKPUIITOPOB IS )KETOHOB, a He 100aBIIseT
eIlle 0/IHO HEe3aBUCHMOE.

Jlo6aBisieTcss BO3MOKHOCTh OTPaHUYUTh CHCTEMHBIE BBI30BBI, KOTOPHIE MOXXHO BBIIIOJHUTH MJIS
KETOHOB C HCHOJIb30BaHueM 64 ¢uaroB noctyna. [ToMHMO 3TOro BO3MOXHO yKa3aTh CIIMCOK
paspemennsix oneparmii s fentl() u ioctl(), kotopbie SBIAIOTCS TOYKaMU pacUIUPEHHS U HE
UMeroT (pUKCUpOBaHHOTO Habopa oneparui.

Taxke CyIIECTBYET BO3MOXHOCTh BKIMOUMTH pexkum Capability mode, kotopsiii 3ampemiaer
WCTIOJIb30BAHUE TJIO0ATBHBIX MPOCTPAHCTB HMMEH'? M HEABHBIX TpaB JocTyna. HekoTopsle
rJ00aJbHBIE MPOCTPAaHCTBA UMEH BCE €Ie JOCTYIHBI, HO TOJIBKO B OYEHb OTPAaHMYEHHOM BHJIE,
nanpumep, u3 3000 napamerpos Sysctl(), noctymusr 30, KOTOpbIe HEe HAPYIIAIOT H30JIALHI0. B 3TOM
PEeKHME HENb3sl HCIOJb30BAaTh CCHUIKY Ha POAWTEIBCKYIO AMPEKTOPHIO “.”, 4TOOBI BBIWTH 3a
Npe/ieNbl epeBa IUPEKTOPHUil, KOTOPOE OIMCHIBACT IECKPHUIITOP.

I'mob6aneHoe npocTpancTBo nMeH PID mponeccoB 3amMeHsieTCst Ha IECKPUIITOPHI TPOLIeccoB (Process
descriptors), KoTopsle Takxe SBIAOTCS (ailIOBBIMH ISCKPUNTOPAMU M CO3IAIOTCS C MOMOIIBIO
cuctemuoro Berzosa pdfork().

JloGaBieHne >THX OTpaHUYEHHMH TO3BOJSIET NOAJEP)KATh TOYHBIM KOHTPOJIb JOCTyIa IS
HoJ/Iep KaHus MPUHIMIA MUHUMAJBHBIX TNPUBHWIECTMH. BHeapeHne 3toro mexaHusma Tpedyer
HEKOTOPBIX M3MEHEHHUH B IpOrpaMMe, HapuMep HCcroib3oBanue openat() BMecto open(), oJHaKo
3a4acTyl0 OHM TPUBHAJBHBL. YTBEpiKAaeTcs, 4ro uHTerpanus Capsicum siBisieTcs 0ojiee IpOCTOi
TIPH COOJTFOICHUU TOTO JK€E YPOBHS H30JISAIUH [ 5], 4eM UCTIoIb30BaHue 00jIee MOITHOTO hpeMBOpKa
SELinux [36-37], KOTOpBI# WCIOMB3YETCS U PEalU3alid MaHIATHOTO KOHTPOJS JOCTYyIa C
ucnoss3oBanueM moaenu FLASK [38].

OT3bIB JOCTYINA BCE ellie He MOAJIEPKUBACTCS, a TaK)Ke He MOJJIeP)KUBACTCS 3alpeT Ha mepenady
gepe3 UNIX domain socket.

1 s OC cemeiicrsa BSD cyiecTByeT cHcTeMHBIi BbI30B revoke(), KoTopslii, 01HaKo, paboTaeT [o IIyTH
(aiina 1 TOIBKO IS HEKOTOPBIX THHOB (haiiyioB ycTpOUCTB.

12 I'noGansase npoctpancrsa umeH B OC FreeBSD: Process ID (PID), File paths, NFS file handles, File system
ID, Protocol addresses, Sysctl MIB, System V IPC, POSIX IPC, System clocks, Jails, CPU sets.
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5.3 CucTtema Fuchsia

Fuchsia [39] — mukposinepHas onepannorHas cucrema ot Google, KOTOpas HCIONB3yeT MEKPOSIIPO
Zircon [9], m3HauansHO ocHOBaHHOE Ha MuKposiape Little Kernel [40], HO criibHO OTKIIOHHBIIEECS
OT Hero. 3T0 MUKPOSAAPO OTXOJHT OT NPUHIUIIOB MHHIMAJIBHOCTH H pean3yeT MeXaHU3MBI Ooiiee
Onmu3KHe K MUKpOS/IpaM IIEPBOTO MOKOJICHHUS paid MPaKTHYHOCTH. Zircon peanm3oBaH Ha C++ u
HacuuThIBaeT nopsiaka S00 THICAY CTPOK KOJIA.

B Fuchsia mna xeroHoB wncnoip3ytoT TepMmuH «handle». IlpocTpaHCTBO HWMEH HCHONB3yeT
ro0anbHyI0 TaONMUIly B pealm3aliii, HO NpuBszaHo Kk mporeccy [41]. TommepkuBaroTcs
OrpaHWYEHHBIC JKETOHBI ¢ 25 pa3iIn4HbBIMHU NpaBaMH. JKeTOHBI MOXKHO JyOIMpPOBaTh, COKpaIiaTh
npaBa M OTIPABIIATE C IIOMOLIBIO KaHaIoB. IMeHa BEIIEIAIOTCS SOPOM.

CymecTByeT BO3MOXXKHOCTb 3alPETUTh INepeady KEeTOHa APYrMM CyOBeKTaM, OJHAKO CpPelCTBa
OT3bIBa CCBUIOK OTCYTCTBYIOT. CymiecTByer TiobanbHoe mpoctpaHctBo umeH KOID, kortopoe
J00ABIICT YHUKAIBbHBIC HACHTU(DUKATOPBI 00BEKTaM sipa. Moesb B IeJIoM Oyin3ka K (GailioBBIM
neckpunropam B Capsicum.

5.4 Cuctema Managarm

B Managarm [10] ucrnosp3yeTcst MUKPOSAPO, COCTOsAIIee U3 IBYX 4acteil: Eir, koTopas siBiseTcs
YacThlO, 3aBUCSILICH OT IUIAT(OPMBL, U BBHINOJHIET WHUIMAIN3ALUIO CUCTeMbl U Thor, KOTOpBIi
SBISICTCS 9aCThIO SIMIpa, paboTaromel Mpy HHUIHATH3UPOBaHHON cucTeme [42].

JaHHas cucrtemMa TakKe OTKa3bIBaeTCsi OT MHHUMAJIBHOCTH B IIOJIb3y 0oJiee MparMaTHYHOTO
MOJX0/1a K peasin3aliui sapa. SAnpo taxxke Hanmucano Ha C++, 0JTHAKO HACUUTHIBACT TOJIBKO MOPSIKA
50 ThICSY CTPOK KOAA U SABIIAETCS 00JIee MUHUMAIBHBIM 110 CPaBHEHHIO ¢ Zircon.

[TpoctpaHcTBa MMEH SBISIOTCS OOBEKTAMM IIEpPBOTO Kiacca («universe»). JKeTOHBI Ha3bIBarOT
JeckpunTopaMu. JlecKpUnTopsl BO3MOXKHO IepenaBaTh Hampsamyroo u depe3 [PC. MexaHusmoB
OrpaHUYEHUS PacPOCTPAHEHHS U BO3BpaTa BlaJeHHA HET. IMeHa BBIIENAIOTCS A1pOM.

5.5 Mukposigpo Mach

Mach [7, 19] siBnsieTcss MUKPOSIPOM HEPBOTO IMOKOJICHHS, TOATOMY MMEET 3HAUUTENbHBIN pa3Mmep,
MEXaHM3MBbI OoJiee OJIM3KUE K MOHOJUTHBIM sijpaM U cioxHbid MexaHu3Mm [PC. IPC coobuieHust
OydepusyroTcs, THIIM3UPOBAHBI M UMEIOT CIIOXKHYIO CTPYKTYPY, KOTOpast HPOBEPSETCS SIAPOM.
[IpocTpaHCTBO UMEH JKETOHOB JIOKAIBHO JUIs TIporiecca (task) n 3aaercst peMKCHBIM JIEPEBOM.
XKeroust B Mach nHasbiBatoTcst port right, mockonbky Bce 00BbEKTHI IPEICTABISIFOTCS Kak mopTel [PC
U B3aumozeicTBue npoucxoaut nocpeactsom IPC. CymiectByer 5 Tumos moprtos: receive, send,
send once, port set u dead name. Port set icrions3yeTcst A7t MyJIbTHILIEKCHPOBaHHS TOPTOB, send
once UCIIOJIB3YETCS TSl OTBETOB Ha COOOIICHNUS U yAaNsIeTCs OCHIe HCIOIb30BaHNs. MOXHO UMETh
TOJIBKO OJIMH 5KETOH receive right u muosxectso skeronos send right. Tlpu ynanenun xxetoHa receive
right Bce sxeronst send right cranosstest 3armymkamu (;keronamu dead name), Haa KOTOPBIME
HEJIb3sl MIPOM3BOAUTDH OIEpalry, 4TO sBIseTcs rpy0oit (opmoil nmpekpamenust nocrymna. Vimena
YHHUKAJIBHBI ¥ YIIPABIAIOTCS SIAPOM.

Uepe3 mopTel MOKHO OTIIPABIATH JKETOHBL [IpM OTIIpaBKe MOKHO YKAa3bIBATh IIUPOKHI CHEKTP
BapHaHTOB IIOBEJCHHS, TAKHX KaK repenaya, KOMMPOBAaHHE JKETOHA, CO3JaHUe HOBOro Send-once
KeToHa. JlekoanpoBaHHE BCEX JKETOHOB B 3aroJIOBKE COOOLICHUSI MPOMCXOAMT aTOMAapHO, YTO
MIO3BOJISIET HWCIIOJIb30BATh OIEpallMM, KOTOPHIE YHHYTOXAIOT CTApoe HMs JKeTOHa (Hampumep,
MACH_MSG _TYPE MOVE SEND) o1HOBpEMEHHO C IpYTHMHU.

5.6 ®penmBopk Genode

Genode [13, 18] sBustercst (peHMBOPKOM /I IIOCTPOCHHUS OINEPAL[MOHHBIX CHCTEM OOIIero
Ha3Ha4yeHMs ToBepX pspa mukposaep. Cpenn Takux mukposiaep selL4, Nova, okL4, Pistacio,
Fiasco.OS, a taxoke nojyepxuBaercsi paboTa nmosepx Linux n MoXeT HCII0JIb30BaThCsI COOCTBEHHOE
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MHUKpOSiIpo  base-hw, KoTopoe sBisieTcss HamOosiee S(PQPEKTUBHON peanm3anueld JaHHOTO
¢peiiMBopka. Genode McnoIb3yeT KOMIOHEHTHBIH TOAX0A U MOJIEIb KETOHOB.

KoMITOHEHT COCTOMT M3 JOMEHA 3alIHThI, 00pa3a UCHOTHAEMOTO (haiia 1 OJHOTO MM HECKOJIBKUX
MMOTOKOB. B OONBIIMHCTBE CIydaeB 3TO COOTBETCTBYeT moHsATHIO mporecca UNIX-like cucrem.
IIpocTpaHCTBO MMEH JKETOHOB JOKANbHO JUI1 KOMIIOHEHTa U npejcTaBisercs AVL-aepesom.
KoMITOHEHTSI SIBISFOTCS] HEPAPXUUECKIMU U 00pa3yroT IepeBo. PoauTenbCKuii KOMIIOHEHT BIIa/IeeT
JIOYEPHUM M MOXKET OCYIIECTBIATH KOHTPOJIb HAJ YIPAaBICHHEM M MPEIOCTaBICHHEM DPECYPCOB
JIOYEpPHEMY, pEalu3ys HEKOTOPYIO JIOKAJIBHYIO MHONUTHKY Oe3omacHocTH. Ilpm yHHYTOXXCHHUH
POJUTENBCKOIO KOMIIOHEHTA YHMUTOXKAaeTcsl KaxJbplii nouepHuil. IlomyueHue mocTyma Ko BceM
HadalbHBIM pecypcaM U KETOHaM OcCYIeCTBIsfeTcs uepe3 poaurens. I[Ipennomaraercs, 4rto
JIOYEPHUI KOMITIOHEHT I0BEPSIET POAUTEIHCKOMY, HO HE HA000pOT.

B3aumMopneiictBue MeXIy KOMIIOHEHTaMM BBINOJHSAETCS IO MOJAEIM KJIHMEHT-CepBep ¢
UCTIONb30BaHUEM COEAMHEHHH, ONHCHIBAEMBIX CECCHSIMM, MPEACTABICHHBIX JKETOHAMH WU
HEKOTOPBIM COCTOSIHHEM B KiHMeHTe U cepsepe. CepBep He JoBepseT KiIneHTy. KimeHT He 3HaeT
CYILIHOCTH CepBepa, HO M3HAYaJIbHBIH )KETOH CepBepa MOyyaeTcs OT POIUTENS, IO3TOMY BEIHYKICH
€My YaCTHYHO JIOBEPSITh.

Core — KOpHEBOW KOMIIOHEHT CHCTEMBI, pealM3yIOIINi HU3KOYPOBHEBbIE M NPUBHIICTHPOBAHHbIC
(YHKIMH, TaKUX KaK yIpaBICHUS TaMATBIO TOBEPX HHTEP(EHCOB HCIONB3yeMOTO sapa.

Genode HanmcaH Ha si3bike C++ 1 TakxkKe Coep KUT nopsiaka S0 Teicsd cTpok Koza [32], U3 KOTOpBIX
20 ThICSAY 3aHUMAET SIIpO, coBMenieHHoe ¢ Core co BCEMH anlapaTHBIMHU IIaT(hOopMaMH.
Hcnonb3yloTcsi yHUKaIbHbIE UMEHa JKETOHOB, BblJeisieMble OuOnmorexod mnu simpoM. OT3BIB
BJIaJICHUS HE ITOJITIEP KUBACTCS, HO BCE CCBUIKU Ha )KETOH CTAHOBATCS HEJIOCTYIHBIMU IIPU yAATIEHUI
o0bekTa. OOBEKT MOXKET yIAUTh TOJIBKO BIIajesel], KOTOPBIM SBISICTCSI KOMIIOHEHT, CO3/IaBILIUi
oObekT. [lepenaua BiajeHUs HEBO3MOXKHA, HO MOAJEp)KUBAaeTCs mepenada »xeroHoB mo IPC.
CpencTB orpaHUueHHs pacIIpOCTPAHEHNUS HET.

5.7 Mukposgpo selL4

seL4 [12] sBnsercs GpopManbHO BepHDUITUPOBAHHEIM MHUKPOSAPOM BTOPOTO TOKOJICHUS, KOTOPOE
CYNTAETCS OAHUM U3 CaMbIX TPOABUHYTHIX HA JaHHBII MOMEHT. OHO HACUMTHIBACT OKOJIO 23 ThICAY
cTpok kona Ha s3bike C st X86-64. JlaHHOE MHUKpOSIPO HCHOJIB3YET MOJENb JKETOHOB IS

TIpE/ICTABJIEHUS] BCEX PECYPCOB, B TOM YHCIIE (PU3UIECKOMN TIAMSATH M IPOLIECCOPHOTO BpeMeHHu =2,

B kadecTBe mpocTpaHCTBA HMEH UCTIOJNB3YETCs YIPABIsIEMOE TI0JIb30BATENIEM C)KAaTOE NMPe(UKCHOE
nepeBo (Guarded Page Table B tepmunonoruu sel4). Vamer nepea CNode umeror pasmep
MPOM3BOJILHOI CTENEHN JBOMKH U SIBJISIOTCS 0OBEKTaMH IMEPBOrO KIIAcCa, TAKIKE OIMUCHIBAEMBIMU
xeToHaMu [43]. Brmaromapst 3ToMy HpPOCTPAaHCTBO MMEH JKETOHOB MOXKET MMETh NPOU3BOJIBHYIO
cTpykTypy. Ilpu momCKe IKETOHa HCIOJB3yeTCsl TMOJHas TIIyOuHa CJIoBa, MOITOMY IS
MOIU(HUKAINN JKETOHOB TPeOyeTCsl SBHO YKa3bIBaTh IIyOWHY ITOMCKAa B OWTaX, YTO YCIOXKHSET
nnTepdeics sapa.

[MoanepkuBatOTCS OTpaHUYCHHBIC JKETOHBI, HO HAa0Op MpaB 3aBUCHT OT TUMa oObekra. [IpaBa
MOJJIEPKUBAIOTCS TOJILKO IS )KETOHOB, ceblaromuxcst Ha o0bekThl IPC (Endpoint, Notification,
Reply) u mamstu (Page). HeT BO3MOXHOCTH OrpaHMYMTh OTOOpaKCHHE CTPAHULBI Kak
ucrionHseMon. [TognepkuBaeTcst OT3BIB XKETOHOB, a TAKXKe MPaBo grant. DToT MeXaHNW3M peann3yeT
Mozens take-grant [44-45]

Jlist peanuzanny 0T3bIBa, Kak ObUIO yKa3aHo BbIe, nojuepxkusaercs CDT (Capability Derivation
Tree), mpexacTaBiIeHHOE B BHAE IBYCBSI3HOTO CIIMCKAa C IIPUKPEIUIEHHOHN TIiyOmHO#. JKeToHs
XpaHATCS 110 3HAYCHMIO M 3aHUMAIOT 4 MAIIMHHBIX CJOBA, /BA U3 KOTOPBIX HCIIOJIB3YIOTCS JUIS
noanepxkanust CDT u 1Ba — 11 TaHHBIX )K€TOHA. MUHYCBHI JAHHOTO ITOIX0/1a OBLITH OIICAHBI BBIIIIE.

13 Tombko ms MCS (Mixed Criticality Systems) BapuanTa.
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I'nyouna CDT orpanuuena. Guznueckas HaMsATh OMUCHIBaETCs skeToHamu Triia Untyped, koTopsie
MOTYT WCHOJIB30BaTh JJIS CO3IAHMS IPYTHX THIIOB OOBEKTOB (omeparmer retype). B tom gumcme
apyrux Untyped menbiero pasmepa. OT KaxI0ro THMa 00bEKTa MOXHO CO31aTh OJUH YPOBEHb
npousBoaHbix (derived) sxeronoB. JlomomuutensHo s moptoB IPC  BO3MOXKHO CO31aTh
nomeueHHbie 00beKkThI-mocpeannku (badged skeToHb), I KOTOPHIX MOKHO TaK¥Ke CO3/1aTh OJUH
YPOBEHb MPOU3BOJHBIX. B pe3ynbrare riyOWHa OorpaHHYeHa KOJMYSCTBOM OUTOB B (hHU3UUCCKOM
agpece oc 3.

5.8 Cucrtema EROS

EROS [8] (Extremely Reliable Operating System) — MukposiaepHasi onepalMOHHasi CHCTEMa C
noaAepKKoii mepcucteHTHOCTH. OHa HaciemyeT CTpyKTypy Oojee crapoit cuctembl KeyKOS,
KOTOpPasi UMEET OTIMIHYIO TEPMHUHOJIOTHIO, HO TIPAKTHIECKH TaKyIO K€ CTPYKTYPY.
[MoaepKUBAIOTCS OTPaHUYCHHBIC HIMCHA, B TOM YHCIIe TIPaBo Weak, KoTopoe ObLIO OITHCAHO BHIIIE.
Takxke MOAIEPKUBACTCST OT3BIB BCEX CCHUIOK HA KETOH M YaCTH CCHUIOK C HCIOJb30BaHHEM
obbekToB-niocpenaukoB (indirection object capability).

ITpocTpaHcTBO MMEH (DUKCHPOBAHHOE M COCTOMT m3 32 cioroB (capability registers). UtoOsr
XpaHUTh OOJbIIECE YHUCIO KETOHOB HCIONB3YIOTCS OOBEKThI-KOHTEHHEps! NOdE, M3 KOTOPBIX
BO3MOXXHO H3BJICKATh OOBEKTHI SIBHBIM 00pa3oM. IJTO SBIACTCS JOCTATOYHO OTPAHUYCHHBIM
HOBeJIEHNEM, U paboTa ¢ GOJBIIIM YHCIOM KETOHOB TPeOyeT GOJBIIOTO YKCIIa TOMTOTHUTEIBHBIX
CHCTEMHBIX BBI30BOB. [ToMHMO 3TOT0, NOJE HCTIONB3YIOTCS TS OMTMCAHMUS aIPECHOTO MIPOCTPAHCTBA
cyOBeKTa.

5.9 Cuctema Coyotos

Coyotos [11] sBusercst HacnmegankoM EROS, HO no0aBiseT psi 4epT, KOTOPBIC 3aMMCTBYIOTCS U3
seL4, mosTOMy MTOrOBasi CTPYKTypa spa BBINIAAWT KaK THOPUA MEXIY dTHMH ABYMS SOpaMH.
YacTp KOIa cepHaln3anuy OOBEKTOB JUIS pealM3allii NEPCHCTEHTHOCTH Oblla IIepeHeceHa B
MPOCTPAHCTBO MOJIB30BATEN, YTO YMEHBIIIaeT 00beM KoJa a/pa.

Coyotos ucniosezyer Guarded Page Table mist mpoctpancTBa uMeH. Taroke go0aBisieTcst HoAIepikKKa
Endpoints, kotopsie npeacrasisitor noptel IPC, kak B seL4. B EROS IPC-aipecaramu BoICTyIAIN
noToku. Takxke MOAIEPKUBACTCS MEXaHM3M aCHHXPOHHBIX YBEJIOMIICHHUH (eVents), aHalorHIHbIH
notification objects u3 selL4. Takxe no6aBuIKCH receive qUeUeS, KOTOpbie aHAIOTHYHbBI POrt set
u3 Mach.

Jus a6ty GPT mognepskuBaercs atpudyr Opaque, KOTOpBIN He MO3BOJAET aApECcOBATh KETOHBI
B HHUX. DTO NPUMEHSAETCS JJIS peann3alliil yIpaBIsIeMbIX H3BHE OTOOpaKeHUH MaMATH.

6. Peanu3sayus e Mmukposiope Sol

Sol (mar. Connue, Takxe Supervisor Of Lux, rae Lux — nat. Cset, Taxxe Lightweight Userspace
for POSIX — Habop MOJB30BaTENBCKHX CEPBUCOB M OHOIMOTEK JAHHON CHCTEMBI) SIBJISCTCS
MHKPOSIZIPOM OOIIEro Ha3HAYeHHs, HANpaBICHHbIM Ha JIYUYIIYIO IOJJIEPKKY COBPEMEHHBIX
MHOTOSIIEpHBIX CHCTeM. B cBsi3u ¢ 3TuM, Sol OTKa3piBaeTcs OT MHHHUMAJIBHOCTH JUIS YacTH
MEXaHHU3MOB, KOTOPbIE IJIOXO0 MOAXOJAT ISl CUCTEM OONIEro Ha3HaueHHsl, IOTOMY YTO OHH MOTYT
ObITh OoJiee TUHAMHYHBIMU, Y€M OKPYKEHHsS, NPUMEHSIONIME MHKPOsApa BTOPOrO U TPETHETO
MOKOJIeHUs. B 4acTHOCTH, U1l MOJICHCTEMBI TaMsITH ObUT BHIOPaH BICOKOYPOBHEBBIN MHTEp(eiic,
nonoOHbIi nHTEepdeiicam Mach, Fuchsia nimn Managarm.

YacTb MexaHU3MOB, Takux kak [PC u peanu3zanms MoJeH )KETOHOB PACIIUPSIOTCS 101 TPeOOBaHUS
JMHAMIYHOCTH, MAaCIITaOMPYEeMOCTH Ha MHOTOSIICPHBIX CHCTEMAX, a TAKKE C Y4ETOM IOBBIILICHUS
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[IEHBI TEePEKITIOYCHISI KOHTEKCTa Ha COBPEMEHHBIX CHCTEMaX, BHI3BAHHBIM HAJTMYHEM 3aIIUThI OT
anmnaparHeIX ysS3BUMOCTel [47-48] v yBeIMYEHHBIM Pa3MePOM KOHTeKcTa 4,

XOTS YTBEPKIACTCS, YTO OJHOIIOTOYHOE PO HE SBISIETCS MTPOOIEMOI B MUKPOSIIEPHBIX CHCTEMaX
[50], HO, B OTIIMUHME OT BCTpanBaeMBIX IIPUMEHEHHH, B CHCTEMax 00IIero Ha3HAYeHNUS TOPa3Io Jale
BemmonHsAOTes IPC 1 cuctemHbIe BBI3OBH [51], mO3TOMY IUIT MHKpOsApa OOIIEro Ha3zHAYCHHS
SIBIIICTCS BAKHOM XOpOIAash MacIITaOUpyeMOCTh. Takke HCIOIb30BAHUE BBICOKOYPOBHEBBIX
MEXaHU3MOB YIPABJICHUS MaMITHIO MPUBOIUT K IMOSBICHUIO OMepaluil B sape, KOTOPble MOTYT
BEITIOJTHATHCS [UTUTETFHOE BPEMSI.

Peanuzaius Mojiesu )KETOHOB, B YaCTHOCTH, IalITHPOBAHA TAKUM 00pa30M, YTOOBI MOJICPKUBATH
HEOJOKHUPYIOIIHIA MOUCK 00BEKTa IO UMCHH 0e3 OaphepOB MAMSTH, IEPEMEIICHUE KETOHOB, a TAKKE
CO3/IaHUC U YAalicHHE 00BEKTOB 0€3 UCIOIBb30BaHUs OJOKHPOBOK. Tarke MoIep KUBACTCS OT3hIB
JOCTYTIA K TpyIIaM 00BEKTOB C MUHIMAJIBHBIM KOJTHIECTBOM JIOTIOTHUTEIBHBIX METAaHHBIX.
I[Ipy »TOM TONEPKUBAIOTCA CYLIECTBYIOIIME pACHIMPEHUS MOJENH, YBEJIMYUBAIOIINE
0€30MacHOCTh, & TAKXKE JOMOJHUTEIBHBIC MEXaHU3MBbI, KOTOPBIC MO3BOJISIOT peain30BaTh Oojice
CTPOTHE MOIUTHKH Oe30MIaCHOCTH B MIPOCTPAHCTBE MOJIB30BaTeNs 1 MexaHu3Mbl POSIX.

6.1 NMpocTpaHCTBO MMEH

IIpocTpaHCTBO MMEH JKETOHOB HCIIOJIB3YET YIIPABISAEMOE MOJIB30BATENEM JIEPEBO OTPE3KOB. Y3IIBI
JiepeBa UMEIOT pa3Mep, PaBHBIN MPOU3BOJIBHON CTETIEHH JABOWKH U SBISIOTCS 00BEKTaMH TIEPBOTO
Kiacca — tabnupl xxetoHoB Ktable, koTopsie JOKHBI BBIICISITHCS MOJIh30BATEIEM.

Jlist ynponieHus A0CcTyna K MPOCTPAHCTBY MMEH JIIMHA UMEHU KOAMPYETCs SBHBIM 00pa3oM Kak
Miagmue 5 uiam 6 OUTOB OUTOBOTO MPEJCTABICHUS HMMEHH, B 3aBHCHMOCTH OT Pa3pagHOCTH
MaIlIMHHOTO cloBa. B nnuHe myTH y4yuThIBaeTcsi cama d3Ta JUinHa, 4yToObl 0 u -1 He ObUIM
JIOITyCTUMBIMU HIMEHAMH KETOHOB, YTO 3aIIUIIACT OT PACIIPOCTPAHEHHBIX OMIHOOK, TOCKOJIBKY 3TH
IBA 3HAYCHHUS YaCTO HCIOJB3YIOTCA KaK 3HAYCHHS 10 YMONYAHWIO WIH Ui OOO3HAYCHUS
OTCYTCTBYIOILIETO 3Hau€HUA. bojee TOro, MCIoJib30BaHUE SIBHOM JJMHBI CHHXKAET BEPOATHOCTD
TOT0, YTO KaKHe-IIM00 CITydaifHble 3HaUeHUs OyIyT NeHCTBYIOINMEI IMEHAMH, ITOCKOIBKY MJIa e
OWUTBHl JOJDKHBI OBITH paBHBI TIYOWHE JEpeBa B TOYHOCTH WM HAllMUWE HEHYJCBHIX OHWTOB B
He3Hauallel 9acTH MyTH SIBJISIETCS OIHOKOM.

KoMIoHeHTHI TOCITe UITMHBI XPAaHATCS OT CTApIINX OMTOB 3HAYAIICH YaCTH K MiTaqmuM. To ecTh st
MMEHHU JUTHHBI L, TIOMCK HAaYMHAETCS C KOPHEBOW Tabmuisl pazmepoMm B 2", sl MHICKCAIIMU B
KOTOPO# ucrnonb3yrores 6utel (L, L-n], Kak 310 yKa3aHo Ha puc. 5.

[MockonbKy TaONUIBI SBIAIOTCS OOBEKTaMH IIEPBOTO KJIacca, MX MOXHO OTOOpakaTh st
HECKOJIbKUX TOTOKOB, YTO TO3BOJISIET pa3leisiTh BCE MPOCTPAHCTBO MMEH (U1 MOTOKOB BHYTPH
OJHOTO TpoIlecca), TaK M ero 4acTh. [loMuMO 3Toro, TaOJIWIBI MOXHO HCIIONB30BaTh Kak
KOHTEUHEPHI JJIs1 )KETOHOB, YTOOKI () ()eKTHBHO nepenaBath 1o [PC rpymis! )KeTOHOB.

Uto0bl obOecrieunTh Oe30MacHOe paslielieHne MPOCTPAHCTBA WMEH, Ui TaOJWIl >KETOHOB
MTOJIAEP’KMUBAIOTCS 3 BHJIA MIPAB IOCTYTIA!

e SOL_KPROT_READ mno3BoJsieT 4TeHHE KETOHOB M3 JaHHON TaOJIHIBI.
e SOL_KPROT_WRITE no3Bosser Moau(UKAITUIO )KETOHOB.

e SOL_KPROT_EXECUTE paspemaer anpecoBaTh 3J€MEHTHl JAaHHOH TaOJHIBI Kak
MPOMEKYTOYHBIC, KaK ITOKa3aHO Ha pHC. 5.

14 Hanpumep, pacumpenne AVX-512 ucnomssyer 32 512-6GUTHBIX peructpa H 8 perucTpoB Macku [49], To
€CTh COCTOSIHHE TpeOyeT cOXpaHeHUs M 3arpy3ku Oonee 2 Kub mpm mepexirodeHHM KOHTEKCTa MEXKIY
MIOTOKaMH, €CIM 00a HCIIOJIB3YIOT 3TO PacIIMpEHHE.
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[IpaBa Tabmui mpu moucke KOMOMHUpYtOTCs JormdeckuMm «W». Hampumep, 4ToObI 3ieMeHT
TaOJUIBI OBLT TOCTYIIEH HA 3alHCh, BO BCEX TAOJMIAX, KOTOpPhIE OBUIM MPOWICHBI MPU TTOWCKE
JIAHHOTO CJI0Ta, 0JDKeH ObITh ycraHoBieH ¢iar SOL_KPROT_WRITE.

. . .

0 1 ) 2 15

Thread

\
~

Puc. 5. Ilouck scemora no umeru.
Fig. 5. Capability lookup by name.

6.2 XXeToHbI

st peanu3zanny HeOJIOKUPYOLIETO MOUCKA 110 TaOJIHMIIAM JKETOHBI KOJAUPYIOTCS KaK yKa3arelb Ha
00BEKT, KOTOPHII BRIAETSACTCS U XpPAaHUTCS OTIEIBHO, U IIpaBa J0CTyINa K 3TOMY 00BbeKTy. OTH JBa
MOJIST YIAKOBBIBAIOTCS B OJHO MAIIMHHOE CJIOBO, YTOOBI MOJAEPKaTh BBIOJIHEHHE aTOMAapHBIX
orepanuyii HaJl HUIMHU Ha BCEX MOMYJISIPHBIX MTPOIECCOPHBIX aPXUTEKTYpax.

IIpaBa >xeToHa KOAMPYIOTCS B 7 MIIQAIIMX OMTaxX MAamIMHHOTO cjioBa. Ilpu 3TOM yKazaTenb
C/IBUTAETCsl Ha 7 BIOPABO NPH KOJAUPOBAHUH. DTO sIBJsieTcst Ooee 3 (EeKTUBHBIM MTPEACTaBICHUEM,
MIOCKOJIBKY, BO-TIEPBBIX, OONbBIIAst 9acTh ApXUTEKTYp MOKET HCIIOJIB30BaTh HEIIOCPEICTBEHHBIC
3HAYCHUS, KAK MUHUMYM IIUPUHOU B 7 OUTOB, 4TOOBI 3((EKTUBHO MIPOBEPATH IPABA.

Bo-BTOpSBIX, BUpTYyaJbHbIE a/ipeca UMEIOT INUPUHY He OoJiee 57 GUTOB Ha OOJIBIIMHCTBE APXUTEKTYP
[49, 52-54] u mocturaet 57, HanpuMep, Ha X86-64 NpPH UCTIOBL30BAHUH IISITUYPOBHEBBIX TaOJIHI]
crpanul [49]. Bepxuue OUTBHI yKa3zaTelsl MPH 3TOM PAaCUIMPSIOTCS KOO 3HAKOBBIM OUTOM, JIMOO
HYJIEM.

bnaromaps TakoMy TpEICTaBICHHIO YyKa3zaTeleli BO3MOXHO JEKOAMPOBATH yKa3aTeIH C
HCIIOJIb30BAaHUEM OJIHOTO JIOTMYECKOTO WIIM apU(METHYECKOTO CABUTA HA KOHCTAHTY.
TloxnepskuBaercst 10 6 (uaros, 3 U3 KOTOPhIX 3aBUCAT OT Tuma oobekra. SOL_KPROT_SEND
MO3BOJISIET TepesiaBaTh JKeTOH ¢ momomupio MexanusmoB [PC, SOL_KPROT_RESEND
npegotepamiaer copoc SOL_KPROT_SEND mnocne nepenaun, SOL_KPROT_INFO no3ponser
nosy4yats HHpopMaIo 06 00bekTe uepe3 KQUery, uTo mo3BosisieT 3anpeinaTh HHTPOCIEKIHIO.
Jis mopepkku HeOJOKHPYIOIIETO MOWCKA MO JepeBy NMPH YAAICHHH OOBEKTOB HCIOJIB3YETCS
MEXaHH3M OTJIOKEeHHOro ocBoboxaeHus mamsata RCU (read-copy-update) [27], xoTopsrit
peanu30oBaH C HCHONB30BAHUEM COCHOSHU ChoKoticmeust (qQuiescence state) u mojmepuBaet
BBITECHEHHE ITOTOKOB S/Ipa, HAXOASIINXCS B KPUTHYECKOM CEKIMH, JUIS JIydIIeH MOJIePKKY 3a1a4
peanbHOro BpeMeHH. Tarke B peanu3auuu Uil S((GEKTHBHOH CHUHXPOHHM3AaLMH COCTOSIHUH
ucnone3yercs aepeBo cocrostauii (tree RCU) [55]. [ockonbky ucnonbsyercs RCU, mouck umeHu
He moTpedyeT 6apbhepoB MaMATH HU Ha 0HOH apxuTtektype, kpome DEC Alpha [56-57]. Haknamusie
pacxoasl Ha CHHXPOHHM3AINIO CBOAATCS K 4 HEATOMAapHBIM OIEPALMsAM: IBa YBEIWUCHUS CUCTUHKA
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Ha €IMHUIlY, IBa yMEHBIIEHUS CYEeTYMKA Ha eauHuily. OOWH W3 CYETYMKOB JIOKAJEH JUIs
nporeccopa, APyroi — Iyis moToKa.

Jliist Toro 9T0OBI M30€XKaTh BBIICICHUS MTAMATH TIPH K&KIOM KOITMPOBAHHMHU JKETOHA, UCIIONB3YETCS
TIOJICUET CCBUTOK. TaksKe 9TO MO3BOJISET CO3aBaTh OUepHUE 00BEKTHI 63 3aXBaTa JIOKaIbHBIX HITH
TI00ABHBIX OJOKMPOBOK — JOCTATOYHO aTOMAPHO YBEIMYHUTH CUCTUHK CCHUIOK POIMTENS Ha
€IMHMILY, €CITH OH He paBeH Hy/0. Eciy cyeTdynk paBeH HyN0, OOBEKT yIajdeH W HaXOJWTCS B
ouepenn RCU, mostoMy yBenuMuuBaTh CYETYMK B ITOM Ciydae He gomyckaercs. KoiuuecTBo
CCBUIOK YBEJIMYMBAETCSI HAa BPEMsl BBIMOJHEHUs ONepainuii, a Takke Mpu J00aBIEHHH JOYEPHUX
00BEKTOB U JKETOHOB.

B 3aroyioBke Kaxa0oro 00beKTa XpaHUTCS THII, CChUIKA Ha POJUTENS U CUETUYUK CCHIIOK. 3arojoBOK
00BbEKTa 3aHUMAET 2 CJI0Ba Ha BCE YKETOHBI, CCHUIAIOIIMECS Ha JaHHBII 00BEKT, UTO ABJISETCs Oojiee
s¢pdextuBabiM, yeM selL4 u EROS, xotopbie TpeOyioT 4 cloBa Ha KaKAYIO IOMOJHUTEIBHYIO
ceputky. Jlms Sol KONMMUECTBO METaJaHHBIX JKETOHA HE SIBISAETCS KPUTHYHBIM, [MOTOMY YTO
CTPaHUITBI TAMATH W TaOJIHIBI CTPAHUI[ HE OTMCHIBAIOTCS OTAEIBHBIMH KETOHAMU. BMecTo 3TOTO0
HCTIONB3YIOTCS BBICOKOYPOBHEBBIE OOBEKTHI aIpecHOro TpocTpaHcTBa KAomain, kema cTpaHwuil
kbuffer u Kpmr mi1st onucanust KBOT BBIACIEHHS IAMSTH, U CUCTEME TPeOyeTCsi ropas3io MeHbIIIee
KOJINYECTBO TAaKUX OOBEKTOB JJIsl pabOTHI.

Ha puc. 6 npuBeeH 3kBUBaieHT rpada oObeKToB U3 paszena npo sel4L

[Cap] [Cap] [Cap]
/ \

\
AN \ /
\ N \ [
\ \ \ l
\ \ \ {
[Cap| [Cap| [Cap] [Cap]

Puc. 6. Cmpyxmypa epagha o6vexmos.
Fig. 6. The structure of an object graph.

6.3 OT3bIB gocTyna

Kak MOXHO 3aMeTHTh, W3-3a HCIOJB30BAHHS CUCTYMKA CCHUIOK HENB3S OT3BIBATH JOCTYI K
NPOU3BONILHBIM 00BeKTaM. [IpH NpPOEKTUPOBAaHMHU simpa ObUIO 3aMEYeHO, YTO, KaK MpaBHJIo,
TpeOyeTcsi 0T3bIBATh JOCTYIl TOJBKO K ONPEACICHHBIM 00BEKTaM, KOTOphIC 3apaHee u3BecTHbl. K
TakuM O0BEKTaM OTHOCATCS NpUMHUTHBEI IPC, KOTOpBIE HCIONB3YIOTCS Ha CTOPOHE KIIMEHTa, a
TaKKe 0OBEKTHI, KOTOPBIE MOTYT OTOOPAXKATHCS B TIAMSITh.

Jnst monepKKU OT3bIBA TaKUX OOBEKTOB HCIOJB3YIOTCS TPH THMA OOBEKTOB-NOCPEITHUKOB:
nomeveHHsle 00BekThl Kevent, kendpoint u o0bekthi-moToku Kstream. IlepBele 1Ba M3 HUX
MPO3PAaYHO HPEJOCTABILIIOT NOCTYI K pOAUTENbCKUM o00bekTaM (Knote u Kport, cootBeTcTBEHHO),
HO TaK)Xe COICPKAaT METKY pa3MepOM B MAIIMHHOE CJIOBO, KOTOPYIO HElb3si H3MCHSATh M KOTOpast

15 Tammoe AP0 UCTOB3yET APYTHE THITB 0GBEKTOB, THITH 00BEKTOB 13 seL4 COXPAHEHBI AT HANTSIHOCTH.
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nepemaeTcst AIpoM KaK YacTb COOOIICHMS, OTHPABIIEMOr0 € Y4acTHEM JaHHOTO OOBEKTa-
MOCpE/IHUKA B KaueCTBE ajjpecaTa COOOIICHUS UM apryMEeHTa.

Tperuii ucnons3yercs s 3GHEKTUBHOTO NPEACTABICHHS Kellel CTpaHUI, KOTOPbIe HaXOIATCS B
sape st 3G HEKTUBHOCTH U OTNMChIBatoTCs o0bekTamu Kbuffer. Uepes 51 06beKThI MOKHO YHTATH
Y IIMCaTh B KEII CTPAHMLI, a TAKXKe 0TOOpa)kaTh KeIll CTPaHHL B MaMATh. [Ipu oT3bIBEe HOCTyma Bee
0TOOpaKeHHsI, KOTOpbIe OBUIM CO3JaHbl HANpSIMYyI0 C MCIOJB30BAHUEM JTOr0 OO0BEKTa WIH
KOCBEHHO C UCIIOJb30BAaHHEM IIEPBBIX, TaKKe JeNaroTcsi HemaocTynHbiMH. OngHako uist
0e301acHOCTH 0TOOpaKEHHS HE YIAJISIOTCS, a 3aMEIaloTCsl CIIeUaIbHBIMU 3ariIyIIKaMH, KOTOPbIE
Pe3epBUPYIOT BUPTYAILHOE a/IpeCHOE IPOCTPAHCTBO [0 TEX MOP, II0Ka He OyIyT SIBHO yIaJICHbI W
3aMeleHbl.  JlaHHas Mepa 0€30MacHOCTH NPENOTBPAIIaeT BO3MOXKHOCTh BO3HMKHOBEHHS
yA3BUMOCTEH, BBI3BAaHHBIX CO3JaHHEM OTOOpaKCHHMH Ha TeX JKe aJpecax, YTO HCIOJb30BaJIHCH
ACHHXPOHHO OTO3BaHHBIMH OTOOPaKEHUSIMH.

OT3bIB IPOUCXOJUT MOCPEACTBOM YAAJICHHs yKa3aTens Ha OOBEKT-POJMTEINh C MCIOIb30BaHUEM
HEOOXOAUMBIX OJIOKHMPOBOK Y POIUTENS, YTOObI TapaHTHPOBATh OTCYTCTBHE HOBBIX OHNEPALHi C
JaHHBIM OOBEKTOM IOCINIe OT3bIBa. BO BpeMs OT3bIBA OCTYIA CCBUIKM Ha OOBEKT-NOCPEIHUK HE
U3MEHSIOTCS M YIAJIAIOTCS JICHUBO MPH MOTBITKE 00parieHns dyepe3 HuX. OcBOOOXKIeHUEe 00BEeKTa -
HOCPEIHUKA BBIIOIHACTCS TOJIBKO IOCIIE YAaJeHHS BCEX CCHUIOK HA HETo, TOATOMY TaKHe 0OBEKTHI
MOTYT OCTaBaThCA B MaMATH JUTHTENbHOE Bpemsa. OIHAKO KaXKIbIH W3 HUX 3aHHMAeT TOJBKO 24
Oaiita Ha 64-OMTHBIX apXHUTEKTypaxX, MO3TOMY OTO HE BBI3BIBACT 3HAYHMTEIBHBIX HAKIAIHBIX
Pacxo0B MaMSATH.

IockoNbKy NpH KONMHMPOBAaHHWHU KETOHA TOJBKO YBEIMYHMBACTCS CUCTYHK CCBUIOK, MOJB30BATEIH
JKETOHa He MOTYT HalpPsAMYIO BIHATH Ha BPeMsl OT3bIBa )KETOHOB 00BEKTOB-MOCPEIHUKOB. OHAKO
OHH BCC €1II€ MOI'YT YBCIIMYUBATH BPEM OT3bIBA JJIsA O6LCKTOB-HOTOKOB kstl’eam, TOCKOJIBKY BpEMs
UX OT3bIBA MPOMOPLHOHAIBHO KOJMYECTBY U pazMepy OTOOpaKeHHIH.

6.3.1 Npeabiaywan peanusauusa

OpnHa U3 npenblIyInX peaan3alyil JaHHOrO MexaHn3Ma B Sol ucnosib30Baiia noaxox, Onu3kuil K
seL4. B »TOoM ciyuae CTPYKTYphl JAaHHBIX HYXXHO OBLJIO MOIU(MUIIUPOBATH, YTOOBI WMETh
BO3MOYKHOCTh HCIIOJIB30BaTh MEJKOTPAaHYJISIPHBIE OJOKHUPOBKH — IS CO3MAHUS, YAAJNCHUS WIIH
0T3bIBa pebeHKa TpeOOBaJICS 3aXBaT TOJBKO OJOKHUPOBKU, KOTOpask OTHOCUTCS K poauTento. J{ist
3TOTO MOTPEOOBATIOCH XPAHUTH BCE CCHUIKH B JIepEBE IPOU3BOIHBIX, TO €CTh 4 yKa3aTeys: yKa3aTeib
Ha POJUTEINs, TEePBOr0 peOeHKa, CIEAYIOIUI M NPebIyIIuil OOBEKThI, KOTOpPBIE SBISIOTCS
JIOYSPHUMH TOTO JK& POTUTEIIS.

JlomomHUTENIbHO, YTOOB! MOANEPKUBATh HEONOKUPYIOIIUM ITOMCK, TAaOJIUIBI JKETOHOB XPaHWIH
TONBKO yKa3aTedb Ha 3TH JaHHbIE, a CaMU JaHHbIE BBIACISUINCH OTAENBHO, YTO TpeboBaio
BBIJICJICHUS MTAMSITH IIPH KaXKIOM KOIMPOBAHUH JKETOHA.

YTtoOBl MMETHh BO3MOXKHOCTH OTO3BaTh OOBEKT, MOTPEOOBANIOCH XPAHWTh CCHUIKY HA JJIEMEHT
TaOJIUIBI KETOHOB, KOTOPBIA COAEPKHUT JaHHBIM >KeTOH. B pesymbrare TpeboBamochk 5
JIOTIOJTHUTEIBHBIX CIIOB METAaJaHHBIX Ha KX )KETOH BMecTO 2 B sel4.

Taxoke, KOTJ]a MCIOIB30BAICS HU3KOYPOBHEBBIH MEXaHW3M BBIICIICHHUS MaMATH, METAJaHHBIE O
COCTOSIHUU BlajieHus mamsaTe Obuti dacThio CDT. DTo jmenano HeBO3MOXKHBIM MHOTOIIOTOYHOE
OCBOOOXKIIEHHE TMaMATH TI0Cie MPOXOXKACHUS cocmosnus cnokoticmeus (Quiescence state),
MOCKOJIBKY B OJTHOW OYepeId MOTJIM COJIEPKAThCS KaK CChUIKA Ha OOBEKT, TaK M HA €r0 JIOYCPHUM
00BEKT, ¥ B 3TOM CITydae MOSBISUINCH TPEOOBAHUS K OYEPETHOCTH YIAAICHHUS.

B HOBOI1 crcTemMe 3TOTO HEe TpeOyeTCs, MOTOMY YTO SIIPO MOXKET BBIICIATH MaMSTh U UCIIOJIB3YeT
JKETOHBI, OMMUCHIBAIOIINE KBOTHI BEIICIICHUS, BMECTO OMUCAHUS TUAMAa30HOB (PHU3HUYCCKUX aJPECOB.
[TosToMy mamsTh poauTesst U peOCHKAa MOXKET OBITh OCBOOOYK/IEHA HE3aBHCUMO H MapaJUIeIBHO.
Tperuil HETOCTATOK MOAICPKKU OT3hIBA MPOU3BOJBHBIX OOBEKTOB — YCIOXHEHUEC MEXaHHU3MOB
sapa. [TockonbKy OOBEKTHI siipa, B YaCTHOCTH TMOTOKH, COAEPKAaT B ceOe CCHUIKM Ha IIPyrue
O00BEKTBI, KOTJIa MOAJCPKHUBAIACH BO3MOKHOCTh OTO3BATh IPOU3BOJBHBIH O0OBEKT ACHHXPOHHO,
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SOpO JOIKHO OBIIO 00pabaThiBaTh CHTYyallMH, KOTJAa YacTH COCTOSHHSA, HAlPUMEP aJIpecHOe
MPOCTPAHCTBO WJIM KOHTEKCT IIAHUPOBAHHSI, CTAHOBIWIINCH HEIOCTYHMHBIMU aCHHXPOHHO. DTO HE
SIBJISIETCSI IPOOJIEMOi B OTHONIOTOYHOM SIJIpE, TAKOM Kak sel.4, 0/iHaKo MPUBOIUT K 3HAYUTEIILHOMY
YCIIO)KHEHHIO KOJIa B sSIIpax, KOTOPBIE ABISIOTCS 00Jiee MacIITaOupyeMBIMH.

W3-3a 5THX HEZOCTATKOB B TEKyIled peanm3anuy ObUI MPUMEHEH NPHHIWI MHHUMAIbHOCTH
MeXaHH3Ma, U ObuIa yOpaHa BO3MOXHOCTb OT3bIBAThH IPOU3BOJIEHBIE KETOHBI.

6.4 YpoaneHne o6beKToB

Hcnonp30BaHue mMojicyeTa CCHUIOK MOJKET BBI3BATh KackagHOe yIajeHne 00BeKTOB. DTa mpodiema
OblUla WcHpaBiieHa OJjarojapsi HCIIOJIB30BAHHIO ACHHXPOHHBIX oOYepenel yaaleHusi, KOTOpbIe
SIBISIFOTCSL 4acThlo peanuzanuu mexanusmoB RCU. Jlnst moanepikaHus ouepeand He TpeOyercs
OoJIbIlie TAMSTH, TOCKOJIBKY JUISl CCBUIKH HA CIIEAYIOIIMHA 3JEMEHT OYepe/id UCTIONB3yeTCs CIO0BO,
coJieprKaliee CYCTINK CCHIIOK, KOTOPOE B JAHHOM Citydae OyIeT YICICHHO OTPUIIATEIbHEBIM.
JlaHHBIE OUepeH peaIn30BaHbl 0€3 UCIIOIb30BaHUs OJIOKUPOBOK. [1py 3TOM y Kax10r0 npoueccopa
ectb MPSC (multiple producer, single consumer) HeOIOKHPYFOIIAs 0OYepeib IEPEMEHHOTO pa3Mepa,
B KOTOPYIO JOOABJISIFOTCS OOBEKTHI, 0’KUIAIOIINE OCBOOOKICHHS MOCIIE MPOXOKACHUS COCINOSHUS
cnoxovicmeust, (OUHAIN3AIMIO, a TaKKe IMPOM3BOJIbHBIE (DYHKIUM OOpaTHOTO BBI30OBA, TAKKE
O’KHIAFOIIIHE BBI30B 0 MPOIIECTBHUA COCIOAHUA CHOKOUCHBUSL.

Camu ouepenu no6asisitorest B HeOnokupytomyro MPMC (multiple producer, multiple consumer)
ouepenb (PUKCHPOBAHHOTO pa3Mepa, KOrja OHM CTaHOBATCS HemycThIMH. IIponeccopsl, KOTOpbIe
HAYMHAIOT Oe3[eiCTBOBATh WJIH ITOJIE30BATEIbCKUE IMTOTOKH, KOTOPHIC BHITIONHSIOT CHEIHATbHEIA
CHUCTEMHBIH BBI30B, m3BiekatloT MPSC-ouepenpr m3 MPMC-ouepenu u oOpabaTbIBaroT ee 10
BO3HHUKHOBEHUS KaKOTO-THO0 COOBITHS WM OIycTOIIeHUs. [Ipr 7TOM MOIb30BaTeNIb OTBETCTBCHEH
3a To0aBIIeHHE MPOoIecca, KOTOPBIi OyIeT MepHoAMYECKH BBI3BIBATE COOTBETCTBYIOIINI CHCTEMHBIH
BBI30B, YTOOBI MOIEPKUBATH MPOMYCKHYIO CIIOCOOHOCTH CHCTEMBI.

6.5 Peann3aumsa cucTeMHbIX BbI3OBOB

Bce cucremHbIe BBI30BBI BBHINMOJMHEHBI B Buae coobuienuit IPC, 4To mo3BOJISET BBIMOIHATH
MHTEPIIO3UINIO BCEX KETOHOB. [Ipn 3TOM cyIIecTBYIOT HEKOTOPBIE ITI00ATbHBIE JKETOHBI, KOTOPHIC
NPENOCTABIISIOT JIOCTYNl K TPYIIaM CBSI3aHHBIX CHCTEMHBIX BBI30BOB. Hampumep, kquery
MO3BOJISIET MOJy4aTh HHPOPMAIHIO 00 00BEKTaX.

IPC peanusyercsi Kak CHHXPOHHBIH, OJIOKMPYIOIINIA, C MPSIMBIM KOITMPOBAaHHEM MeXIy Oydepom
noJydaTens ¥ Oy(epoM OTIpaBUTENs U MUTpaIeil HOTOKOB. VICTIonb3yI0TCsI MENKOTpaHyIIsIpHbIE
OJIOKMPOBKH Ha Kaxabli 00bexT nopta IPC, moaToMy naHHBIN MeXaHU3M 00J1a1aeT MPaKTHYeCKU
nuaeasbHOM MacmTabmpyemocThio. Peammsarmus sBiserca 3(QekTuBHOH I OZHOTOTOYHOTO
BBITIOJTHEHHS M UCTIONIB3YeT Tobko oguH MCS spin-lock amns m3BnedeHns noiayvarens u3 ouepenu
u OpIcTpEId yTh [PC, mo3TOMY 3a/1ep>KKH OTIIPABKH COOOIIEHUH CPaBHUMEI C TAKOBBIMHU K3 sel4.
Taxxe momaepXKWBaeTCsl OTHpPaBKAa HECKOJIBKUX COOOMIEHWH 3a OJWMH CHCTEMHBIA BBI3OB IS
JATbHEHIIIETO YMEHBIICHHUS KOJIMYECTBA MEPEKIIFOUEHUI KOHTEKCTa, OJTHAKO MOIPOOHOE OMICaHne
Mexanu3MoB [PC BBIXOIUT 32 paMKU JaHHOW CTAaTbU.

6.6 OrpaHnyeHue pacnpocTpaHeHus

B kayecTBe MEXaHM3Ma OTPAHUYCHUSI PACIIPOCTPAHECHHUS TOAAep)KuBaeTcs (iar grant, orcyrcraue
KOTOPOT'0 TMO3BOJISIET 3alpeTuTh mepeaady xketoHoB uepe3d IPC-mopr (Kport), Ha KkoTOpbIi
CCBUIAETCS NAHHBIHN JKETOH, Kak 3T0 ObUIO yka3aHo B pasnene 2.3. Taxke momnmepxuBaercs ¢uar
delegate, xotopsiii paspenraer nepeaauy oobekTa U peanusosan yepe3 SOL_KPROT_SEND u
SOL_KPROT_RESEND. I[lomuMo 3TOro, MHOAJNEPKHBAIOTCSA OIKMCAHHBIC BBINIC MpaBa JUIs
pasaessieMbIX TaOJIUI] JKETOHOB.

IMomuMoO 3TOTO, NOOABIACTCS CHIOCOO MACHTU(DUKAIIMK OTIPABUTEICH: KAXKIOMY JOMCHY 3allUThI
(o6bekry kdomain, KoTOphIii OMUCHIBAET BUPTYAIbHOE AJPECHOE MPOCTPAHCTBO) HA3HAYAETCS
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yHUKaNbHbIH uaeHTuukarop. [Ipu 3TOM siIpo MpUKpEIUsieT AaHHbIH WACHTU(DHUKATOP KaK 4acTh
coobmienust [PC. DTo mo3BoseT cepBepy NOIAEPKUBATh 00JIee CTPOTHE TOJUTHKNA 0€30TTaCHOCTH
M0 CPABHECHUIO C OOBIYHOM MOJICITBIO XKETOHOB, HATIPUMED, BO3BPAIATh OLIHMOKY IIPU HECOBMAICHUU
OKU/IaeMOr0 HICHTU(UKATOpA, WU 3alpalliBaTh IMOATBEPKICHUE MpaB JOCTyIa, KOTOPOE
BBIMOJTHSACTCS C HMCIIOJh30BAHUEM CIICIHAIBHOTO CepBepa ayTCHTU(HUKAIIMH, KOTOPBIA BXOJUT B
TCB. 3TOT MEXaHHU3M SIBISCTCS MOJIC3HBIM HA MPAKTUKE U PACIIUPSCT MHOXKECTBO PEATU3YEMBIX C
HCIIONIE30BaHUEM siipa Sol monnuTHK 6e30ImacHOCTH.

6.7 LIuknnyeckune ccbifiku

HOCKOJ’ILKy B CUCTEMEC HCHOJIB3YIOTCA CUCTUUKU CCBUIOK U 00BEKTEI MOT'YT CCbIIIATBCA Ha APYTUeC
06’I)CKTI>I, B 0a30BoOi peainsaniyi MOT'YT BO3HUKATh NUKIIMYCCKNUC CCBUIKH, BBI3bIBAIOIINE YTCUKU
IMaMATH.

OI[HaKO n3-3a CTPYKTYPbl CUCTEMBI IIUKJIbBI MOT'YT BO3HUKATL TOJIBKO I JIBYX THIIOB 00BEKTOB:
IIOTOKOB N Ta6J'II/II_l. HJ’I?I O3THUX THUIIOB Hp06neMa pa3pemacTcd pa3jaInIHbIMU criocodamu.

6.7.1 CTporasi uepapxua Tabnuu

IMpy wux co3maHUU Kaxaoi Tabnuile HA3HAYACTCS YHCICHHBIA WICHTU()HUKATOP, KOTOPHIH
Ha3bpIBacTCsl ypoBHeM. /[l 3ampera BO3HMKHOBCHHS IMKJIOB MEXKIY TaOJNUI[AMHU CHCTEMa
MOJIICP>KUBACT HHBAPHAHT, KOTOPBIH TOBOPUT O TOM, YTO TAOJIUIIBI MOTYT XPAaHUTh TOJIBKO TAOIHIIBI
C YHCIICHHO OONBIIMM ypoBHEM. Takum oOpa3oM, rpad TabNHIl CTAHOBHUTCS alUKITITYE CKHUM.
OmHAaKO TPHU ATOM TOSBJISIETCA Apyras mpobiieMa: Co3IaHie TaOIUIl BEpXHETO YPOBHS CTAHOBUTCS
HEBO3MOXKHBIM, TIOCKOJIBKY OHH HE MOTYT XPAaHHUTHCS B IPYTHX TaOIUIaX BEPXHETO YPOBHS.

6.7.2 llokanbHbIe ANA NOTOKA CJoThl

I[J'IS[ peuicHusA 3TOU HpO6JIeMI)I HCTIOJIB3YETCSA MEXaHU3M JIOKAJIBbHBIX I TOTOKA CJIOTOB KETOHOB.
IIpu >TOM IJIs1 Ka)IO0TO MOTOKa co3naeTcs HeGombpmas (Kak MpaBuiio, HE OoJblne 32 CIOTOB)
TabuIa KETOHOB, pa3Mep KOTOPOW yKa3bIBaeTCs MPU CO3JaHUHM 00beKkTa MOTOKa. JIOKanbHbIE
CJIOTHI MIMEIOT HAUMEHBIINH YPOBEHb, IOATOMY B HUX BO3MOYKHO XPAaHHUTh JII00BIe TaOIHIIBL.
ITomumo 9TOTrO, }IaHHBIﬁ MEXaHU3M HUCIIOJB3YCTCA IJIA 6I)ICTpOFO BBIICJICHUSA U OCBO60)KI[€HI/I$[
BPEMEHHBIX CJIOTOB, KOTOPbIE MOTYT HOTPeOOBATHCS, HAIIPUMED, JJIsl MOTY4EHHs KeTOHOB 1o [PC
WA CO3JaHU KETOHOB C MCHBIIUMMU IIpaBaMu MEPE] OTHpaBKOﬁ.

Taxxe B JOKaJbHBIX CJIOTaX MOYKHO KEIIUPOBATbL YaCTO HCIOJB3YyEMBIC KCTOHBI. JIOCTyH K
JIOKQJIBHBIM CJIOTaM SIBIISICTCSI CAMBIM OBICTPBIM, MMOCKOJIbKY OHH HAXOJSTCS HAa BEPXHEM ypPOBHE
npeUKCHOTO JiepeBa.

6.7.3 Domain sets

ITOTOKM TaKXe OMKCHIBAIOTCS JKETOHAMH. MeXIly HUMH HEXEIaTEIbHO 3alpeliaTh [IUKIHIECKHE
CCBUIKH, B TOM YHCIIE [IOTOMY, 4TO IMOTOK JTOJDKEH BIIAJETh KETOHAMH, CChLIAIOMIMMUCS HA TOTOKU
TOro ke mpouecca. [103ToMy BMeCTO 3ampera CO3[aHHs LUKIOB B rpad)e CChUIOK, OMUCHIBASMBIX
KETOHaMH, B Sol NOOaBJISETCS MEXaHW3M Uil MOJYYEHHUSI MOTEPSHHBIX CCHUIOK HA MOTOKH M
JoMmeHbl, mogobHo zX_object_get_child() u3 Zircon [58], HO He TpeOyrommii mHONy4YeHHs
uH(GOPMALUK O CYIIECTBOBAHKH J0UepHero oonekTa n3pHe'®.

16 B zx_object_get_child() mcmoms3yroTcs rmobatbHble HACHTHGHKATOPH 00bekToB sapa — KOID. Dtu
UIICHTH(PUKATOPBI MOKHO MOJIYYHUTh yepes zx_object_get_info() c apryMeHTaMu
ZX_INFO_PROCESS_THREADS, ZX_INFO_JOB_PROCESSES, ZX_INFO_JOB_CHILDREN s
00BeKTOB, KOTOpBIC MoaepkuBatoTcst B zX_object_get_child() [57]. B stape Sol HeT riiobanbHbIX IPOCTPAHCTB
UMEH OOBEKTOB, 32 HCKIOYCHHEM YHHKANBHBIX HICHTHOHUKATOPOB IOMEHOB, OJHAKO OHH HCIONB3YIOTCS
TOJILKO JIJIs TOTO, YTOOBI Pa3jinyarh OOLEKTHI, a HE JJIs BHITOJHEHUS KAKMX-JTMOO OTepaliyii.
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TakuM MeXaHH3MOM SBISIOTCSA 00BbeKThl Tulia Kdomainset, KoTopble IpenoCcTaBIsioT HHTEPPENC
uteparopa 0e3 cocrosHuA (mpotokonl’ mpuBeneH Ha puc. 7) M camu obnexkTel Kdomain,
MO3BOJISIOIIHME MOJYYUTh CIIUCOK IIOTOKOB JaHHOTO JOMEHA.

protocol domainset {
next!68(domain iter) -> (domain dst, u64 domain_id)
create_domainset!69(pmr pmr) -> (domainset dst)
swap_domain!70(thread thread, domain new_domain,
configure_action action) -> (domain old_domain)
set_id!71(domain domain, u64 new_id)
}
protocol domain : mappable {
#... IPpOYHNE€ METOIBI OITYIIEHBI UISI KPATKOCTH
next_thread!27(protocol thread iter)
->(thread dst, user_thread_state state, u64 thread_id)

Puc. 7. Onpeoenenue npomorona domain set.
Fig. 7. Domain set protocol definition.

HWtepatop mosy4aeT Ha BXOJ JKETOH JOMEHA W BO3BpaLlaeT CICAYIOMINIA 32 HUM JKETOH JTOMEHa HIIH
kox omubkun KERROR_INVALID_RANGE, ecnu 3TOT 1oMeH ObLT nocieiHuM. HoBbie 1OMEHBI
JOOABISAIOTCSI B KOHEI[ CIHCKA, & YAAICHHBIC TOMEHBI MOTYT YIAISITHCS U3 JIFOOOH 4acTH CIHCKA.
YroObl MOMYYUTH yKa3aTelb HA MEPBBIA JOMEH B CIHCKE, HYXHO Mepenath B KadeCTBE
NPEIBIIYIIEro HyJIeBOi KETOH.

O6nextor kdomainset normyecku SBIAIOTCS TIpynmaMud JI0OMeHOB. Kakaplii JTOMEH JOJDKEH
npuHaiexkars kdomainset. Kakapiii MOTOK J0KEH MPUHAIEKATh JOMeHy. [lepBoHAYATbHBIN
kdomainset toMeHa U JOMEH NMOTOKa yKa3bIBAKOTCS MIPH UX CO3JaHHH.

Nmes cepuiky Ha kdomainset ¢ moctarouHbIMH TpaBamMH, BO3MOXHO CO3[1aTh JOYEPHHI
kdomainset. Ilpu ynanenuu nouepuero kdomainset moMensl, BXOIIIME B HETO, EPEHOCITCS B
ponutensckuil. Y aanenue kopHesoro kdomainset, co3maBaemMoro npu crapte CHCTEMBI, TPUBOIUT
K TIaHHKE sApa.

IMockompky kdomainset mo3posseT mosyyars ETOHBI TOMEHOB, KOTOPBIE €r0 HCMOJIb3YIOT, OH
SIBJISICTCSI IPUBHIICTUPOBAHHBIM OOBEKTOM M JIOJDKEH OBITH JTOCTYIICH C IPAaBaMH Ha YTEHHE TOJIBKO
OJIB30BATEILCKOMY MEHEIDKEPY MPOLIECCcoB Proc.

Camu o6bexThl KdOomain Takxke NPeAOCTABISIOT AHATIOTHYHBIA WHTEpGhENC IS TONyUCHUS
MOTOKOB, IPHHAJISKALIMX JaHHOMY JJOMeHY, Juis uero Tpedyercs npaso SOL_KPROT_WRITE.
Just obecriedeHnss KOPPEKTHOCTH 3aMEHa [OMEHa Uil TOTOKAa TpeOyeT COOTBETCTBYIOMIETO
kdomainset ¢ ycraHOBIGHHBIM MPaBOM Ha YTEHHE, TO €CTh SBISIETCS MPUBHICTHPOBAHHOM
onepanyeil. [Ipu co3maHun HOBOro MOTOKA TpeOyeTcsl yKka3aHUe JOMEHa, a MPU CO3JAaHUHU TOMEHA
Tpebyetcs ykasanue kdomainset ¢ mpasom SOL_KPROT_WRITE.

st yaaneHusi IOTOKa MEHEDKEP MPOLECCOB AOJDKECH yIaIUTh BCE DIIEMEHTBI BCTPOSHHON TaOIHIIBI
’KETOHOB, YTOOBI Pa30PBATh BO3MOXKHBIC [IUKIMYECKHE CCBUIKU. SIAPO 3TO JenaeT aBTOMAaTHYECKH,
KOT/Ia OTOK oTMeuaeTcst kak 3aeprnernsiit (Killed).

[ToMHMO TONyYeHHUs] YTEPSHHBIX CCBUIOK, JAaHHBIH MEXaHW3M HCIOJB3YeTCsS JJI peanu3aliiu
npocrtpanctBa uMmeH npoueccos POSIX [34] B nmpocTpaHcTBe moJib3oBaress. JJaHHOe NpoCTpaHCTBO
HMEH SIBJISCTCS MI00aIbHbIM 1 AJ Lux peanusyercs B IPOCTPAHCTBE MOJB30BATENS MEHEKEPOM
MPOLIECCOB ProC, KOTOPBIA Takke oOecreyrBaeT KOHTPOJIb NOCTYMa K MPOLECCaM, HEPapXHI0
nporieccoB u curHaibl POSIX.

17 Sol ucnons3yer cobcTBenHsIil reneparop GyHKumMit-pocioek ais IPC, KOTOpbIil crenuduUes 11 JAHHOTO
siIpa, HalpUMep, OH ITOJIePKUBAET Mepeady *KEeTOHOB U OTIIPABKY IPYIIIBI COOOIEHUH.
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7. 3aknroyeHue

PanHue peanu3alii MeXaHHM3Ma YIPaBJICHHSA JOCTYIIOM Ha OCHOBE keToHOB (capability-based
security) mMen: psAa TpoOiieM, PAaCCMOTPEHHBIX B pasfelie 3, TaKuX KaK HEBBIOJHHMOCTD
*property, oTCyTCTBHE HOMAEPKKH OT3bIBAa IpaBa NOCTYIA, OTCYTCTBHE IOIACPKKH KOHTPOJISA
PacIpoCTpaHeHHs MpaB JOCTYNA. DTO MPHBOIMIO K HEBO3MOXKHOCTH PEalM3allMy Psia MOIUTHK
0€301acHOCTH, a TaKXke K CJIOKHOCTAM NpH NPUMEHEHWH NaHHOTO MEXaHH3Ma Ha IIpaKTHKE.
JanHple mpoOIeMBl CO BpeMEHEM ObUIM pelleHbl Ojarojaps BHEAPECHUIO psila PacIIUpeHHI
0a30BOro MexaHW3Ma, YTO IO3BOJIWJIO TOBBICHTH €r0 TMOKOCTb M YNPOCTUTH NPHUMEHEHHE Ha
NpaKTHKE, B TOM 4HCJIe, KAK OCHOBHOTO MEXaHH3Ma, 00ECIIeUHBAIOLIEr0 YIPaBIeHNUE JOCTYIIOM B
sape OC.

Hecmotpst Ha Hamuume oOLIEro MeXaHW3Ma YIPaBJCHUS JOCTYIIOM Ha OCHOBE >KETOHOB,
NPaKTHYECKU KaXxKJasi peanu3anus objJagaeT psioM 0COOCHHOCTEH, OTIIMYAIOIUX €€ OT APYTUX |
BJIMAIONIMX HA HAKJIAHBIC pAaCXOAbI 11O MaMATU U BPEMCHU BbITIOJTHCHUA. B xonTekcte TNPUMCHCHUA
MEXaHMU3Ma YHpaBJICHUA AOCTYIIOM Ha OCHOBE XCTOHOB JIsI MHUKPOAACP o61uer0 Ha3Ha4YCHUA
Han0oJee Ba)XHBIMU CBOMCTBAMU PEATH3ALUHU SBIIIOTCS:

® BO3MOXHOCTBH p€ajin30BaTh KCJIaCMbIC ITOJIUTUKU 6630HaCHOCTI/I;

e MacmTabupyeMoCTh TNPHMEHAEMBIX aITOPUTMOB MpH pabOTe Ha MHOTOSAEPHBIX
MHKPOIIPOIIECCOpax;

° 3(1)(1)CKTI/IBHOCTI) peajn3anu, B YaCTHOCTH, pa3MEp JONOJHUTCIIbHBIX METalaHHBIX.

Sol ucnosp3yer peanu3anyoo MOAEIH )KETOHOB, KOTOpAasl YJIydllIaeT MHOTHUE M3 3THX CBOWCTB IO
CPaBHEHHUIO C OOJBIIMHCTBOM MHKPOSAEP TPETHEro IOKOJIEHHs, Ooyiee MOAXOAANIMX JUIs
MPUMEHEHHUS BO BCTpauBaeMbIX cucteMax. Ilpu 3ToM peannusyroTcst Bce COBpeMEHHbIE PacIINpeHHs
06a30BOro MexaHW3Ma, a TaKKe HEKOTOphle [OMOJHUTENbHBIC CpPEACTBA, YIydlIaroliue
Oe3omacHocTh M THOKOCTh cucTeMbl. CBOmHas MHQpOpMAIMsA [0 OCHOBHBIM CBOMCTBaM
PacCMOTPEHHBIX peaju3alMid MEXaHW3MOB YIPaBIEHHS JOCTYIIOM Ha OCHOBE JKETOHOB
npescTaBieHa B Tabu. 1.

ITockoapky OC o0miero HasHadeHus 0O€3 MPOTrPaMMHOIO OOECIHEUCHHS HE HMEET OO0JIBIIOro
KOJINYECTBA TPAKTHUECKUX IPUMEHEHMH U ajantanus Bcero Tpedyemoro I[IO He sBisercs
MPaKTHYECKN BBIMOJHUMON 3anadeif, OC noimkHA NOJAEpXKHUBaTh MHTEP(EIChl, KOTOphIE yXke
ucnone3ytorcs. Cpemau takux — POSIX [34] u Win32 [60]. B Lux mpegnonaraercst moamepikka
MepBOTO Kak Oosee mpocToro u cranmaptusupoBanHoro. Omaako POSIX mpemocraBisieT He Bce
abcTpakimy, KOTOpble TpeOYIOTCS COBPEMEHHBIM MNPHWIOKEHMsAM [59], mostomy miaHupyeTcs
HOJIePIKKa MOMYJSIPHBIX paciuuperuii u3 Linux, Bpoze inotify, epoll [62] wmu futex [63], uTtoObt
HOKPBITh  (DYHKIHMOHAJIBHOCTb, KOTOpass He Bxoaur B POSIX, nmbo wuMeer MEHBIIYIO
MPOU3BOJUTEIBHOCTb.

W3-3a BonpocoB obecrieueHns: COBMECTUMOCTH C CYIIECTBYIOIIUM ITPOTPaMMHBIM 00ecIieueHHEM
TpeOyeTcsl MOAAePKUBATh KIACCHYECKHE MEXaHW3MBI YIIPAaBICHHUS JOCTYIIOM, TakHe Kak IpaBa
Joctyna K Qaiimam Ha ocHoBe ACL M HMIOEHTH(HUKATOPOB TONB30BATENEH W TPYII, KOTOPHIE
ucnonb3ytorcss B UNIX-mogo6ubsix OC, peammsyromux POSIX. B npomomkenue naHHOW paboThI
MPEIIoIaraeTcsl MPOBEPUTH THIIOTE3Y O TOM, YTO MPH MCIIOIb30BaHUH 3()(HEeKTHBHON pearn3aIiiu
mexanusma capability-based security BO3MOXHO TOAIEPKATH COBMECTUMBIE MEXAHM3MbI B
MPOCTPAHCTBE TIONB30BATENs C IPOU3BOIUTEIBHOCTHIO, COIIOCTAaBUMOW C KJIACCHYECKUMHU
MOHOJIUTHBIMH SIIPAMH.

Ora rumoTte3a OyIeT NPOBEPATHCS HA OCHOBE pealn3allid CEPBUCOB II0JIH30BATEIHCKOTO
npoctpadcTBa Lux mms mukposiapa Sol, MOCKONBKY OHM BKIIOYAIOT HOIJIEPXKKY HHTepdercon
POSIX. IlosToMy NpOEKTHBIE pEIICHUS JOJDKHBI YYHUTBHIBAaTh BO3MOXHOCTH d(deKkTUBHOM
peanuzanuu TpeOyeMbIX BBICOKOYPOBHEBBIX IPOTpaMMHBEIX HHTepdeiicoB. B nanHom ciydae,
Hanpumep, kdomainset noseosnsier 3 heKTUBHO MOAACPKUBATH NPOCTPAHCTBO HMEH MPOLIECCOB —
PID u3 cranmapra POSIX.
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Taon. 1. CpasHenue paccmompernbixX peanru3ayuil MexaHusmos YynpasieHus 00Cmynom Ha 0CHOBe HCEMOHOS.
Table 1. Comparison of discussed implementations of capability-based security.
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