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AHnHoTanus. MaccoBoe mu(poBaHe CeTeBOro Tpaduka aenaeT TpaJUIUOHHBIN TTyOOKHI aHAJIN3 MaKeToOB
HEIIPUMEHHMBIM, YTO TpeOyeT mepexoja K MOBEPXHOCTHOMY aHAJIHM3y Ha OCHOBE METaJaHHBIX ypoBHeH OSI
L2-L4. B manHO#1 paboTe MpeIoKeH aJalTUBHBIN MOIX0A K OOHAPY)KEHHIO aHOMAJMH B 3aIIU(PPOBAHHOM
TpaduKe, COUSTAIONINH BEICOKOIIPON3BOJUTENBHBII COOpP CTATHCTHK, MOANGHUINPOBAHHBIH JKa[HBIH alNTOpPUTM
orOopa TNPH3HAKOB W AWHAMHYECKYI0 HACTPOWKY THIIepIapaMeTpoB MoJelell MalIMHHOrO O0ydeHHs.
Peanuzanms  BemonHeHa B Buge NDIS-apaiieepa  RuStatExt mms  Hyper-V  Extensible  Switch,
o0ecreurBaroIIero arperanuio Tpaduka U N3BJICUSHUE TPU3HAKOB 0€3 CHM)KEHHUS POIYCKHON CIIOCOOHOCTH
kaHaia. Ha ocHOBe aHHBIX, COOpaHHBIX ¢ Oosee yeM 2000 BUPTyaIbHBIX MAIIMH B TPOMBIIIIEHHOH 001auHOi
cpeze, MPOBENEHO cpaBHEHUEe MeTon0B oTOOpa mpm3HakoB (LASSO, RFE, xanHelii anroput™m) u Momenei
(Isolation Forest, Local Outlier Factor, One-Class SVM) mpu cTaTH4ecKOd M JUHAMHYECKOW HACTPOHKE
napametpoB. Hawmnmyummii pesynbpratr Fl-mepsl, paBubiii 0.78, mocturHyr Mopmenbto Isolation Forest c
MpU3HAKaMHU, OTOOPaHHBIMHU TPEATIOKEHHBIM AITOPUTMOM, IPH CTATHYECKOH HACTPOIKe THIepnapaMeTpos,
YTO IOYTH B 2 pa3a MPEBOCXOAUT OA30BBI MOAXOJ C MOJHBIM HaOOpOM NpU3HAKOB. [lpaiiBep HE BHOCHT
CTaTHCTUYECKH 3HAYMMBIX HAKJIAJHBIX PAacXoJOB NMpH Harpyske 1 ['Out/c. Pe3ynpraThl moaTBEpKIaloT, 4TO
TOYHOE OOHApy)KeHHE aHOMaJIMii BO3MOXKHO 0e3 pacmudpoBky Tpaduka, 4To 00ecreunBaeT IPUMEHUMOCTh
pelIeHHs] B COBPEMEHHBIX 00JIauHbIX MH)PACTPYKTYpax.
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Abstract. The widespread adoption of encrypted network traffic severely limits the applicability of Deep
Packet Inspection in modern cloud infrastructures. This paper addresses the challenge of accurate and scalable
anomaly detection using Shallow Packet Inspection — an approach that relies solely on metadata from packet
headers at OSI layers 2-4, without accessing payload contents. We propose a lightweight, kernel-level SPI
framework implemented as a driver for the Hyper-V Extensible Switch, named RuStatExt, which aggregates
traffic into flows and extracts statistical features with negligible performance overhead. To maximize detection
quality, we introduce a modified greedy feature selection algorithm and a dynamic hyperparameter tuning
strategy that scales linearly with the number of monitored virtual machines. The methodology includes filtering
of virtual machines, comparison of feature selection techniques, evaluation of unsupervised models, and
assessment of detection quality using Precision, Recall, and F1-score. Practical validation is performed using
synthetic L2-L4 attacks (SYN/UDP floods) and high-load traffic over a 1 Gb/s link. Our experiments show that
Isolation Forest, combined with features selected by the proposed greedy algorithm and dynamically tuned
hyperparameters, achieves an F1-score of 0.78, nearly 2 times higher than the static configuration using all
features. Crucially, the RuStatExt driver introduces no statistically significant degradation in network
throughput for either TCP or UDP traffic.
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1. BeedeHue

CoBpeMeHHbIe 007auHbIe HHYPACTPYKTYPHI aKTUBHO HCIIOIB3YIOTCS IS pa3MEIEHUS] KpUTHIECKI
BaXXHBIX CEPBHCOB — OT TOCYJApCTBEHHBIX HH(OPMAIOHHBIX CHCTEM [0 (PHHAHCOBBIX H
TEIeKOMMYHHUKAIIMOHHBIX Tu1aTdopM. OZHAKO BMECTE C POCTOM CIO0KHOCTH M MacIITabupyeMOCTH
TaKAX CHCTEM YBEIMYUBACTCA W TOBEPXHOCTH aTak: 3JIOYMBIIUICHHUKH BCE Halle MPUMEHSIOT
pacnpenenéHHble aTakiu Ha YPOBHE ceTeBOro W TpaHcmoptHoro cteka (L3/L4 OSI), B yactHOCTH
SYN- u UDP-¢aya. DTu araku HalleleHbl HE Ha YS3BUMOCTH NPWIOKEHHH, a HAa MCYEpIaHue
pecypcoB HHPPACTPYKTYPBIL, YTO AENAeT UX OCOOCHHO OMAacHBIMH B YCIIOBHSAX BBICOKOI INIOTHOCTH
BUpTyanbHbIX MammH (BM). Hapsny ¢ Humum ocymiecTBisitoTcs MH(OPMAlMOHHBIE aTaky,
HaIpaBJICHHbBIE HA MTOJPBIB COIMANBHOM cTabuapHOCTH [1-2].

JIst IPOTHMBOJEWCTBHS TAaKUM Yrpo3aM TPaAMIHOHHO IPUMEHSIOTCS CHUCTEMBI OOHapyKeHHs
BropkeHuit (Intrusion Detection Systems, IDS), ocHoBaHHBIe Ha TiTy60KOM aHanu3e nakeros (Deep
Packet Inspection, DPI). DPI npeanosaraet nosiHsli JOCTYI K COAEPKUMOMY ITTOJIC3HOH HArpy3Ku
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CETEBBIX MAKETOB, BKIIOYAs INPHUKIAJHONH YPOBEHb, YTO IO3BOJIICT TOYHO KIIACCH(UIMPOBATH
Tpad¥K, BBISBISATH BPEAOHOCHBIE MATTEPHBI U OJIOKHPOBaTh aTaku. OHAKO MaccoBOE BHEAPCHHUE
ckBo3HOTO mmmdpoBanus (depe3 mportokonsl TLS/SSL, HTTPS, IPSec, a Takxke MecceHIKEpH 1
VPN-cepBucer) nenaer DPI 1160 TexHUUECKH HEBO3MOXKHBIM, JINOO SKOHOMHYECKU U IOPUINUECKH
HenesecooOpasHbIM. PacnmmdpoBka Tpaduka TpedyeT 3HaUNTEIbHBIX BEIYMCIUTENBHBIX PECYPCOB,
CIELUAJIN3UPOBAHHOTO  O0OpYNOBaHWsS W  HapyllaeT HNPUHLOUNBI  KOH(QUICHIHAIbHOCTH,
3aKpeIUIEHHBIE B PEryasaTopHbIX pamkax (Bkirouas GDPR u poccuiickoe 3aKOHONATEIBCTBO O
MEPCOHATBHBIX JJAHHBIX).

B »TuxX ycnoBusx BcE OOJIBIIYIO aKTyaJbHOCTh NMPUOOpETAeT MOBEPXHOCTHBIN aHAIM3 MaKEeTOB
(Shallow Packet Inspection, SPI) — moaxo/1, orpaHUYHBAONIMNACS UCKITIOUYUTEIHHO METa aHHBIMU
3aroyioBKoB mnportokonoB ypouedl L2-L4 (Ethernet, IP, ICMP, TCP, UDP). Takue naHHbIe
coJiepkaT UH(OPMALIMIO O TUIIaX MAKETOB, HANPABJICHUH MTOTOKA, KOJINYECTBE NIEpEeJaHHbIX OalT 1
nakeros, ¢uarax TCP um apyrmx XapakTepHCTHKaX, KOTOpbIE HE 3aBHCAT OT COAEPKHMOTO
npukiIagHoro ypoBHSA. SPI momHOCTRIO COBMeCTHM C 3amm(poBaHHBIM TpadHUKOM, MOXKET OBITH
peann3oBaH ¢ MUHUMAJIbHBIMU HaKJIQAHBIMHU PAacXoJaMu U 0cOOEHHO 3(h(EKTHBEH PH HHTErpanuu
Ha YpOBHE THUIICpBH30pa, Hampumep, B pamkax Hyper-V Extensible Switch, rme Bo3moxHO
IepexBaThIBaTh BECh MEKMAIINHHBIN TpahHK 6e3 HeOOXOIUMOCTH B CETEBOM 3€PKATUPOBAHIH HIIH
JIOTIONTHUTEIBHBIX allapaTHBIX CPEICTBAX.

Opnako cymectBytomue SPI-momxombl cTpagaroT OT JABYX KIIOUEBBIX orpanmdeHmid: (1)
UCTIONIb30BaHUE HEONITHMAIIBHBIX MJIHM IOJHBIX HA0OPOB IPHU3HAKOB 0e3 y4éTa Koppessnuid, u (2)
NpUMEHeHHe (UKCHPOBAHHBIX THIIEPIIApaMETPOB MOJENIei MalIMHHOTO OOYUYEHHMs, YTO CHIIKAET
YCTOHYUBOCTh TpH MacinTabupoBanuu. Kak mokazaHo B [3-4], make HEOOJbIIKNC M3MCHEHUS B
CTPYKTYpe Tpaduka MPUBOIAT K PE3KOMY MAJACHHUIO Ka4eCTBa OOHAPYKEHHS.

Ha ocHoBe 3TOr0 aBTOpaMu hopMysIupyeTcs Cleayromas ucciaeJoBaTeIbCKas THIIoTe3a;
KomOunamuss (1) BeumenurensHO  3QQEeKTHBHOTO  0oTOOpa  IMPH3HAKOB HAa  OCHOBE
MOIU(UIMPOBAHHOTO JKaTHOTO aNropuT™Ma U (2) IMHAMHYECKOM HACTPOMKHM THIlepHapaMeTpoB
MoJieJield MalllMHHOTO OOy4YeHHs], IMHEHHO MacIITadupyeMoil OT 4yucia HaOJIIOACHUH, T03BOJISIET
JIOCTHYb CTATHCTHYECKH 3HAauMMoro mnosbimenus Fl-mepbr (> 0.7) B 3amaye oOHapyKeHHs
aHoManuii B 3ammdpoBaHHOM Tpaduke 1O CcpaBHEHHIO C 0a3oBbIMH SPI-moaxomamu,
MCTIOJIb3YIOIIMMH TOJIHBIH HA0Op NPU3HAKOB M (PUKCHPOBAHHBIE THUIIEPIIAPAMETPEL.

OCHOBHO BKJIaJ] paOOThI 3aKII0YAETCS B:

e peanmzanuu jerkoBecHoro NDIS-npaiisepa mis Hyper-V Extensible Switch, crioco6Horo
arperupoBath Tpa(UK B MOTOKH M U3BJCKATh CTATHCTHKU 0€3 CHUKCHHUS IPOMYCKHOMN
CHOCOOHOCTH KaHana;

® TpEUIOKEHUH  MOTUPUIMPOBAHHOTO KAJHOTO  AJTOpUTMa OTOOpa  IMPU3HAKOB,
YCTOMYMBOIO K KOPpPESALUAM, C MEXaHU3MOM JOIyCKa KPAaTKOBPEMEHHBIX YXyAIUEHUM
METPUKH, 4TO I03BOJISIET IPEOAONETh JIOKAJIbHbIE MHHUMYMBI B YCIIOBUSIX CUJIBHBIX
KOppeJsiuii;

® BBEJCHUHU CTPATErMM JMHAMUYECKON HACTPOMKY TUIIEPIAPaMETPOB;

e OKCINEpUMEHTAIbHOM noaTBepxkaeHnd F1 > 0.7, 4Tro CpaBHUMO WM TPEBOCXOIUT
noJi00HbIe SPI-pemenust.

IIpennaraemprii moaxom He TpeOyeT JOCTyNMa K COASPKUMOMY TpadrKa, COBMECTUM C JTFOOBIMHU
3amu(GpPOBAHHBIMU TPOTOKOIAMH U MOKET OBITh HHTETPHUPOBAH B CYIIECTBYIOMINE 00TadHbIE CTEKH
0e3 MomupUKalKM TPWIOKESHUH WIH KIHEHTCKHX YCTpOWcTB. PemieHue HaneneHo Ha OanaHc
MEKy TOUHOCTBIO OOHapyXEHUs, TPOM3BOANTEILHOCTHIO U MacITaOUPyEeMOCThIO — KITIOUEBBIMH
TpeOOBAaHUSAMH UISI COBPEMEHHBIX CUCTEM CETEBOM OE30IIaCHOCTH.
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B paspene 2 pacCMOTpEHbI CYIIECTBYIOIIME MOAXObI K OTOOpPY MPHU3HAKOB, MPEHMYIIECTBA H
HOBHU3HA TIPEUIOKEHHOTO Toxoaa. B pasmene 3 ommcana apxuTekTypa apaiiBepa RuStatExt, ero
B3aMMOJIEHiCTBHE C BHPTyaJbHBIM KommyratopoMm Hyper-V Extensible Switch, mexanmsm
arperauuu Tpaduka B IOTOKH, pad0Ta C MaMsTHIO 5/1pa M KilacCHU(UKaIKs TaKeTOB Ha ypoBHsX L2-
L4. IlpencraBneHsl pe3ynbTaThl HArpy30YHOTO TECTHPOBAHUS, IMOATBEP)KAAIONINE OTCYTCTBHUE
CTaTUCTUYECKH 3HAUYMMOIO BIIMSHUS JpaliBepa Ha IPOIYCKHYIO CHOCOOHOCTh KaHala H
notpebienue pecypcos LIITY npu o6paboTke Tpaduka Ha ckopoct 1 ['6/c. B pasaene 4 onmcana
MOJIrOTOBKA JIaHHBIX, MPEAI0KEeH MOAUGHUIMUPOBAHHBIA KaJHBIH aIrOPUTM OTOOpa MPU3HAKOB, a
TaKKe MOAXOJbI K CTaTHYECKOM M JUHAMHYECKOH HACTpOiiKe rumeprnapamerpoB. B pasmene 5
MPOM3BOJUTCS CPaBHUTENbHBIM aHann3 H(P(EKTHBHOCTH pa3NTUYHBIX MOJEIEH MAIIMHHOTO
oOydeHus B 3a7aue OOHApYKeHUs aHOManuii. B 3axmouernn 0000IaoTes KIFOYEBEIE Pe3yIbTaThI
HCCIIeJOBAHMS: [TOKA3aHO, YTO ONTUMAJIbHOU siBJIsieTcs komOuHanust [solation Forest ¢ npusHakamu,
OTOOpaHHBIMH  MPEJIOKCHHBIM  KAJHBIM  aNTOPUTMOM, MpPU TUHAMHYECKOH HACTpOiiKe
THIIepIapaMeTpoB.

2. PoOcmeeHHble pabombi

IToBepXHOCTHBIM aHAIW3 MAKETOB IOJNYYWJ IIMPOKOE paclpOCTPaHEHHE KakK allbTepHATHBA
IITyOOKOMY aHaIN3y B YCIOBHSAX MaccOBOTo mHM(ppoBaHus cereBoro tpaduka. SPI orpannansaercs
MeTanaHebeiMu ypoBHer OSI L2-L4, takumMu kak 49ucio makeToB, o0béM OaiitoB, ¢uarm TCP
(Brmouyast SYN/ACK) u TUIBI IPOTOKOJIOB, M MOXKET OBITh PEaM30BaH HA YPOBHE TMIICPBH30DA,
BKJIrouass kommytatop Hyper-V Extensible Switch. OnHako 3¢ ¢dexkTHBHOCTh TakuX CHCTEM
HampsIMyl0 3aBHCUT OT KadyecTBa OTOOpa NPH3HAKOB M aJAlTUBHOCTH MOJENEH MallMHHOTO
00yUeHMUS.

CyniecTBYIOIINE METO/IBI 0TOOpA IPU3HAKOB IEMOHCTPUPYIOT CEPbE3HbIE OTPAaHUYEHHS B YCIIOBUSIX
CeTEeBOW CTaTUCTUKHU. PeKypCHBHOE HMCKIIOYEHHE NMPHU3HAKOB TPeOyeT MHOTOKPATHOTO OOy4eHUs
MOJIETIM ¥ HE NMPUMEHUMO K aJITOpUTMaM 0e3 Y4MTeNs, He MpeJOCTaBIIoNNM K03 (UIMEHTOB
BaXXHOCTH, TakuM Kak Isolation Forest. LASSO-perynspusaiiusi, B CBOWO oOuepelb, CKIOHHA
OCTAaBJISITh JIMIIb OJIMH NPU3HAK M3 CWIILHO KOPPEJIUPOBAHHOI IPYIIbI, HAPUMED, MEXKAY YUCIOM
MIAKEeTOB U 00EMOM OaNTOB, YTO IPUBOAMT K MOTEPE JUATHOCTHUECKH 3HAYMMOM MH(DOPMALIIH.
[MapamnensHo, OOJBLIIMHCTBO  COBpeMEHHbIX SPI-cucteM  HCHIONB3YOT — (QHUKCUPOBAHHBIC
THIIepIapaMeTpsl, 4T, KaK MOKa3aHo B padoTax [3-4], MpUBOIUT K pE3KOMY Na/ICHHUIO Ka4ecTBa IPH
CYIIECTBEHHOM HW3MEHEHHWH YHCIIa BHPTYaJbHBIX MAlIMH WK NMpoduis Harpysku. Hekxoropsle
nojxopl, Takue kak siForest [5] (F2-mepa nocruraer 0.6), ynydmratot metpuku Isolation Forest 3a
CYET CTPYKTYPHUPOBAHHOT'O pa30MEeHMS TaHHBIX, HO TAKXKE IPEAIONAraloT CTaTHIECKYI0 HACTPOHKY
1 HEe UHTErpupoBaHbl Ha ypoBHe sapa OC.

Henasaue uccrenoBanus [6-9] noauepKkuBarOT KpUTHYECKYIO POJIb 0TOOpA IPU3HAKOB: Ha JAaTaceTe
CIC-IDS2017.Tak, Fl-mMepa s BapHalMOHHOTO aBTO3HKojAepa Bapeupyercs ot 0.65 (mpm
UCTIONIb30BAaHUU BeeX MpH3HaKoB) 110 0.85 (mpu oTbope Tom-17 MpHU3HAKOB 1O KOPPENSINH), B TO
BpeMs1 KaK METOJ{ OOPHBIX BEKTOPOB JtocTuraeT auuib 0.4 [6]. DTo 1eMOHCTpUpYeT, 4TO AaXe MpH
¢ukcupoBaHHOH Mozenu kauecTBo SPI Moxker ormnmuarthesi Oosee 4yeM B JBa pasa, IpHYEM
UCKJIIOYUTEIIHHO 33 CUET COCTaBa MPU3HAKOB.

CoBpeMeHHbIe cucTeMbl, Takue kak Kitsune [7], nCIIONB3yIOT aBTO3HKOJEPHI Ul 0OHApYKEHHS
aHOMaJiMii B pEaJbHOM BPEMEHH, HO TPEeOYIOT 3HAYUTENBHBIX BBIUYHCIHMTENBHBIX PECYpPCOB H
YyBCTBUTEIBHBI K CIBUTY pacupeaeneaus (concept drift). [lomxompl Ha OCHOBE CTaTHUCTUK,
BBIUHCIIIEMBIX 110 CKONb3smieMmy okHy u SVM (SFSC [8]) mocturaror F1 mo 0.75, omnako
MOJIaratTCsl Ha AKCIIEPTHBII 0TOOP MPH3HAKOB M HE MACIITAOUPYIOTCSI HA JMHAMUYECKUE 00IadHbIe
cpenbl. bonee Toro, kak mokazano B [9], maxke HEOONBIIOH CABHI B paclpeAeieHuH Tpaduka
(manpumep, npu gob6aBneHNH HOBEIX BM) MoskeT cHu3uTh F1 Ha 10% y cTaTHyecknx Moaese, 4To
MOATBEPKIAeT HEOOXOAMMOCTb a/IallTUBHBIX CTpAaTerui 1100 uepe3 oHmaiitH-oO0yueHue [9], mmbo
4yepe3 JMHAMUYECKYI0 HACTPOUKY THIlepapaMeTpoB.
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Takum 00pa3oM, B HaydYHOW M WH)KCHEPHOW TMPAKTUKE COXPAHAETCS 3HAUYUTEIBHBIA TpoOer:
OTCYTCTBYIOT PELICHUs, KOTOPbIe OAHOBpPEeMEHHO (1) oOecreunBaroT BBICOKOMPOHU3BOIUTEIBHBIN
cbop MeramaHHBIX Ha ypoBHE siipa OC, (2) peamu3yroT BBIYUCIUTENHHO 3((EeKTHBHBINH O0TOOD
NPU3HAKOB, YCTOMYMBBHIM K KOPpENSIIMSM M COBMECTUMBIH C MonensiMu Oe3 yuurtens u 0e3
ko3¢ ¢unnentoB, u (3) NOANEPKUBAIOT JUHAMHYECKYIO, MAaclITaOUpyeMyl0 HaCTpOMKY
runepnapameTpoB. Hacrosimas pabora ycrpansier 3ToT npoOen 3a c4ET peau3anny JerKOBECHOTO
NDIS-npaiiBepa, MOAN(GHUIMPOBAHHOTO JKaJHOTO AJITOPUTMa OTOOpAa NPU3HAKOB M CTPATETHH
JMHAMUYECKON HACTPOMKH runepnapaMeTpoB.

3. Peanu3sayus u oueHka npouseodumenbHocmu SPI-Opatlieepa RuStatExt

Jns penreHus 3a7a4d MOHHUTOPWHTA CETEBOM aKTHMBHOCTH B YCIOBHSX MaccOBOTO MIM(POBAHUS
Tpaduka  ObpLT  pa3paboraH  BbIcOKompomsBomuTenbHBIM  NDIS-mpaiiBep  RuStatExt,
uHTerpupoBanublii B Hyper-V Extensible Switch u peanm3yromuii moBepXHOCTHBIH aHAN3 TAKETOB
WCKITIOYUTENFHO Ha OCHOBE MeTaJaHHbIX ypoBHed L2-L4. JlpaiiBep He B3aUMOJIEHCTBYET C
MOJIE3HON Harpy3koW NPHUKIATHOIO YPOBHS, YTO JE€JAeT €ro IOJHOCTBI0 COBMECTUMBIM C
3amr(poBaHHBIM TPahUKOM M UCKITIOUAET IOPUANYECKUE U IPOU3BOACTBEHHBIE PHCKHU, CBS3aHHbIC
C pacimppoBKO.

3.1 ApxuTeKkTypa gpaniBepa U1 MeXaHU3M arperayum NnoTOKOB

RuStatExt peanusoBan kak pacmmpenue (extension) BupTyambHOro Kommyrtaropa Hyper-V u
ucnonn3yer cramaptaeiii uaTepderic NDIS (Network Driver Interface Specification) mms
mepexBara CeTeBIX MAKETOB Ha MyTsAX INQress (Bxoasuuii Tpaduk) u egress (uexosmii Tpaduk).
[Tpu 0OpaboTKe Ka)kJOro MakeTa JApanBep:

e OmpejeNseT TUI MPOTOKOJa Ha OcHOBe 3arojoBkoB Ethernet (L2), IP (L3) u TCP/UDP
(L4);

e s ARP-nakeroB — anammsupyer nose Ethernet Type;

e s IP-naketoB — mpoBepsiet 3naueHue moJist Protocol, monnepxusas GRE, ICMP, TCP,
UDP;

o s TCP pononuutensHo anammsupyeT diaard SYN u ACK, 4To 103BOJISET BBISBIISATH
npusHaku SYN-duyn-atak [10].

Hdnst xkaxxmoro mopra BupTyanbHOro kommytatopa (Portld) mpaiiBep Benér arperupoBaHHYIO
CTaTHCTHKY 1O ciedyromum  Metpukam:  PacketsIn/Out, BytesIn/Out, TcpSynin/Out,
TcpSynAcklin/Out, Tcpln/Out, UdpIn/Out, Icmpln/Out, Arpln/Out, Greln/Out. Arperarus
BBINIOJIHSAETCS B pPEXHMME peallbHOro BpeMeHH ¢ uHTepBajioM 600 ceKkyHI, 9TO COOTBETCTBYET
TUMUYHOU JutuTenbHOCTH OonbiimHCTBa L3/L4-arak [11]. JlaHHBIE COXpAHSIOTCS B TEKCTOBOM
(hopmare u MOTYT OBIThH TIEpeIaHbl CUCTEMaM aHanu3a 0e3 3a/IepiKeK.

[paiiBep wucmoib3yeT HeBbIrpyKaeMbld myn mamsata  sgpa  OC  uepe3  GyHKIMIO
ExAllocatePoolWithTag u3 6ubmmorexn wdm.h. OTo rapanTipyeT, 4TO JaHHBIE BCETIa HAXOSATCS
B (M3nyeckol MmaMsaTH M He BBI3BIBAIOT page fault, YTo KpUTHYHO Ui CTAOMIBHOCTH CETEBOTO
JipaiiBepa.

CrpyKTypa AaHHBIX XpaHHUTCS B BUJIE XOUI-TaOJIUIEL, A€ KIIto4oM ciay)uT Portld, a 3HaueHnem —
crpykrypa NicStatEntry ¢ HakoruieHHOW cratucTukoi. {1t pa3perieHns KoJUM3nil UCIoIb3yeTcst
METO]I Ileroyek nepernoaHeHus. OOHOBJIEHHE CYETIMKOB BBIMOJIHIETCSI aTOMAapHBIMH OTIEPALUSIMH
(InterlockedIncrement), uTO wHCKIIO4aeT HEOOXOAMMOCTh OJOKMPOBOK U  oOecrednBaer
KOPPEKTHOCTH IIPH NapasulesIbHON 00paboTKe makeToB. BaxkHO oTMeTHTh, 4To apxurekTypa NDIS-
pacimpeHus He HCTIob3yeT npepbiBanus IRQ, Tak kak He B3aUMO/ICHCTBYET HAIIPSIMYIO C CETEBBIM
0o0opynoBaHHWEM, W HE KOIMPYET NaHHBIE B IIOJB30BATEIHCKOE IMPOCTPAHCTBO — BCSA JIOTHKA
BeInosnHseTcs B siape OC.
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3.2 Pe3y.l1bTaTbl OLeHKN Npon3BoaAUTENIbHOCTU
Jlnst 0OBbEeKTHBHOM OLIGHKH BIMSHUS IpaiiBepa Ha NPOM3BONUTEIBHOCTD OblIa CO3JaHa TECTOBAs
cpena:

e Xoct: Windows Server 2016, 2 x Intel Xeon Gold 6234 (3.3 I'Tu), 64 T'b O3V,

e TocreBie BM: Kali Linux 2024.1 u Elementary OS 7.1, mo 1 III1Y u 64 Mb O3YV;

e CereBoe coeTMHEHNE: BHEIIHNI KOMMyTaTop, 1 ['our/c;

e Uucrpymenr: iperf3 (Bepcun 3.16 1 3.9 COOTBETCTBEHHO);

o Kondurypamus: 4 mapaaienbHBIX IOTOKA, [UTHTEIEHOCTE — 60 C.

Windows Server
2016
[ - o - | A Wirtual Switches — | <R virkoal Switch Extensions
= hlew virtual netwark switch
BHeLIHWIA NIC BHELIHWA NIC = o External Swich extensions:
Microsoft Hyper-4 Metwork Adapter
A A = T = — [
s = #_Global Ne;:nrk Settings Filker
¥ MAC Address Rangs [ Microsoft Azure YFP Switch Extension Forward
Kali Linux 2024.1 Elementary 0S 7.1 [ Microsaft NDIS Capture Monitaring

Puc. 1. Cxema cmenoa (cieea) u Opatiéep Kaxk pacuuperue upmyaibH020 KOMMYmamopa (cnpasa).
Fig. 1. Test setup schematic (left) and driver configuration as a virtual switch extension (right).

Tectbl nmpoBomuuch kak s TCP 6e3 orpanudenus ckopoctu (-b 0 mo ymMon4yaHHIO), Tak U IS
UDP c sBHBIM 3amanneM pa3mepa nakera (-1 1400) u otkmtoueHuem orpanmdeHus (-b 0). Kaxnmas
KoH(urypanus (¢ apaiiBepom u 6e3) moBTopsutack He MeHee 20 pa3 B COOTBETCTBUH C METOANKON
RFC 2544 [12]. 3amepsl mpoBoAwinch Mexay aByms BM mox Linux, Tak xak Microsoft He
PEKOMEHAYeT HCHonb30BaTh iperf3 HemocpenacTBeHHO Ha Windows Ui cpaBHUTENBHBIX
tectos [13].

CpenHee CHI)KEHHE ITPOITYCKHOM CIIOCOOHOCTH NPH AKTHBHOM MOHHUTOPHHTIE€ COCTaBHIiIo 5.7 Mout/c
quist TCP, 4T0o MeHbIIIe OZHOTO CTAaHIAPTHOTO OTKJIIOHEHHS M CTATHCTHYECKH He 3HaYnMO. B ciydae
UDP naxe HaOmomaics HeOONBIIONH POCT CpelHEH CKOPOCTH, YTO OOBSCHICTCS SCTECTBECHHOM
BOJIATHJIBHOCTBIO CETH.

Wzmepenns 3arpy3ku LIITY Ha xocTe mokasanu yenuueHne MeHee ueM Ha 0.5%, 4ro Takxke He
BEIXOJUT 3a Tpeesbl morpemuoctd. Takum o0pasomM, apaiiBep RuStatExt He co3maér 3ameTHOM
Harpy3KH Ha CUCTEMY JlaKe IPHU IOJIHOH 3arpy3ke kanaia 1 ['out/c.

[paiiBep RuStatExt neMoHCTpUpYeT BHICOKYIO MPOM3BOAUTEIHHOCT 1 MUHIMAJIbHBIE HAKIIaTHBIC
Pacxobl, YTO MOJATBEPKAACT €r0 MPUTOJHOCTD JJISl pa3BEPTHIBAHUS B IPOMBIIIIIEHHBIX 00JIAUHBIX
HHPpacTpyKTypax. ApxutekTypa Ha ocHoBe NDIS, mcnonp3oBaHHE aTOMapHBIX OINEPAldid |
HEBBITPY)KaeMON MaMsITH 00eCHeuMBalOT CTA0MIBHOCTP M MAacIITa0HUpyeMOCTh, a arperarus
MeTajaHHbIX Ha ypoBHe L2-L4 mozBossier 3)ekTHBHO BBISBISTH aHOMaluMU Oe3 IOCTyHa K
3ammppoBaHHOMY COJIEpKUMOMY Tpaduka.

Tabn. 1. Cxopocme nepedauu mpaguxa (Moum/c).
Table 1. Traffic transmission rate (Mbit/s).

IIporokon Kondurypaums | Mun. | Cpennee | Makc. | CT. OTKIL
Tcp be3 RuStatExt 804 852.8 884 21.35
C RuStatExt 806 847.1 886 23.71
UDP Bes RuStatExt 292 310.4 327 10.08

C RuStatExt 289 315.3 339 12.91
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4. MemoOblI omb6opa npu3Hakoe U adanmueHolU HacmpoukKu
aunepnapamempos

O¢ddexTuBHOCTF TOBEepXHOCTHOTO aHamm3a maketoB (SPI) B 3amade oOHapyKeHHS aHOMAJHA
HaNpsMyIO 3aBHCUT OT KaueCTBa NCIIOJIb3yEMbIX IIPU3HAKOB U aJaTHBHOCTH MOZAEIEH MaIIMHHOTO
o0yueHus. B naHHOM paszene OMMCHIBAETCS METOMOJOTHS ITOATOTOBKM OOYYalONIMX IaHHBIX,
npejaiaraeTcs MOAUMUIMPOBAHHBIA JKaJHBIM aNroput™M OTOOpa NPU3HAKOB, CPABHUBAETCS C
anprepHatuBamu  (LASSO, RFE), a Ttaxke BBOAMTCS TOAXOA IUHAMHYECKON HAaCTPOWKH
THIIEePIIapaMeTPOB, MACIITAONPYEMBIi OT 00BEMA TaHHBIX.

4.1 NoaroToBKa AaHHbLIX U pa3meTKa aHOManum

Ucxonuble qanHble nocTynaoT oT ApaiiBepa RuStatExt, kotopsrit kaxasie 600 cekyH arperupyeT
CTaTUCTUKY 110 KaXJI0My [IOPTY BUPTyaJlbHOro kommyTtaropa Hyper-V. JIns kax a0l BUPTyalbHOR
maumuel (BM) ¢opmupyloTes BpeMeHHbIe psabl mo cieayromum Merpukam: Packetsin/Out,
BytesIn/Out, TcpSynin/Out, TcpSynAckin/Out, Tcpln/Out, UdpIn/Out, Icmpin/Out, Arpin/Out,
Greln/Out.

sl TOBBIILICHUST PENICBAHTHOCTU BBIOOPKH MpUMeHsieTcss ¢GuibTpauuss BM 1o akTHBHOCTH.
Hckmouatorest:

e BM c Hu3KOit HHTEeHCHBHOCTHIO Tpaduka (OutgoingTepSyn < 0.01 3a 10 mum);
e BM c skcTpemanbsHO BricokumH Berieckamu (OutgoingTepSyn > 300);
e BM c HecTabuiIpHBIM NOBeCHHEM (BbICOKas mucnepcus OutgoingTcpSyn).

B xome wmccnmenoBaHHMs y4acTBOBaJIO 27 BHPTYaJdbHBIX MAllMH, OTOOPAHHBIX II0 KPHUTEPHUSIM
cTabmIbHOCTH Tpaduka u akTUBHOCTH. [ kaxknoit BM pa3 B 600 cekyH (opMHpOBAJICS BEKTOP
n3 18 mpm3HakoB Ha ocHOBe cTaTuCTHK L2-L4. Ha ocHOBe SKCHEepTHBIX IMpaBWJ U aHAIH3a
myOanuHbIX 0oTu€ToB 0 DDoS-arakax [14-15], anoManuu pazMedaroTcsl CIeAyIOUUM 00pa3oM:

e SYN-¢myn: mpessimenne mopora 30 pps B redenune 70 mus mwin 100 pps B Tedenue 20 MuH
o meTpuke OutgoingTepSyn;

o UDP-¢dayna: npessitenue 35 000 pps o obmemy ucxosaiieMy tpaduky 3a 20 MuH.

s ouleHKM KadecTBa Moeiel yJUTHIBAeTCsS BPEMEHHOM CIBHI: €CIM aHOMAJWs MPOM30IUIA B
MOMEHT t, OHa cumuTaeTcs OOHAPYKEHHOMU, eCITi XOTs Obl 0Ha ToukKa B uHTepBaine [t-K, f] (rae k =
10 muH) npeackazana kak aHomanus. C yuérom toro, 4to 83% arak ypoBHs L3/L4 musres ot 30 no
60 munyt [16], momyckaeTcsi BpEMEHHOM CIBUI INpPEACKa3aHHs: €CJIM aHOMalusl MPOU30IuIa B
MOMEHT 1, OHa CYMTAaeTCs] KOPPEKTHO OOHApy>KEHHOMH, €Clii XOTs Obl OJIHA TOYKa B WHTEpBaie
[t-600, t] 6suta mpenckazaHa Kak aHOManus. Bce SKCIEPUMEHTHI MPOBOAWIIICH HA PEalbHBIX
JAaHHBIX, cOOpaHHBIX aApaiiBepoM RuStatExt B mpomblmuieHHON 0O6na4HOM cpeae (XOCTHHT-
npoaiinep RUVDS).

4.2 MoaucdnumpoBaHHbIN XXaaHbIA anNnropuMTM oTéopa Npu3HakoB

Ipsmoii mepeGop Beex MOAMHOKECTB MPU3HAKOB HUMEET SKCIIOHCHIMAIBHYO clokHOCTE O(2™) n
HerpuMeHuM nipu M > 10. [lynst penenust 3Toi 3a1auu NpeIIokeH MOANGUINPOBAHHBIHN KaaHbBINA
anroput™, coderaromnii forward selection u backward elimination [17].

AJNTOPUTM HAYMHAET C IMyCTOTO (WM CIy4aifHOro) HabOpa MPU3HAKOB M HAa KaXK/IOM IIare MOXKET
Kak J00aBIsATh INpu3HaK, Makcumusupyronmid Fl-mepy (forward); tak m ynansare HammeHee
3HAYMMBIH IPU3HAK, €CIIH 3TO yIydiiaeT MeTpuky (backward).

KitoueBast ~ momudukanmst  —  BBemenme — mapamerpo  allow_forward_failure  u
allow_backward_failure, paspemaromux 0JHOKpaTHOE OTCTYIUICHHE OT JIOKAJbHOTO YIyYILCHUS
METPUKHA. OTO TO3BOJSIET IIPEOJONEBaTh JIOKAIbHBIE MHMHHMYMBI, BBI3BaHHBIE CHIJIBHON
KOppesiiieii Mex Iy pusHakamu (Hampumep, IncomingPackets u IncomingBytes).
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JomomanTenpHO OreHKa nponsBoanutcs o Fp-mepe ¢ B = 0.5, uto maér Gompmmii BeC TOYHOCTH
(BaxxHO mist SOC-cucTeM, e JIOKHBIC CpadaThIBAHHS KPUTHYHEI).

Jist 0OBbEKTUBHOM OLEHKHM MPEJIOKESHHOTO MOAXO0Ja CPaBHUBAIUCH TPU METOAa OTOOpa
MIPHU3HAKOB:

e LASSO (L1-perymspmsaitus): 3(pGhekTHBHO OOHYNIseT KO3(D(GUIMEHTH, HO CKIOHEH
BBIOMpAaTh TOJNBKO OJMH IPU3HAK M3 KOPPEJIUPOBAHHOH TPYMNIBI, YTO CHHXKAET
PEIIEBaHTHOCTH B YCIIOBHSX CETEBOW CTATUCTHKH.

o RFE (Recursive Feature Elimination): TpeOyeT MHOTOKpaTHOrO OOY4EHHsI MOJENH, YTO
BBIYHMCIINTEIBHO 3aTPaTHO M HE NPUMEHUMO KO BCEM MOJENSIM (HalpHMep, MOJENb
Isolation Forest He mpepocTaBisieT K03()(GUINEHTOB BaXKHOCTH).

e MoaudunupoBaHHEIH KaJHBIH aJTOPUTM: OOECHEYNBACT CPEIHIOI BBEIYHCIUTEIBHYIO
cnoxnocts  (O(N?)), He TpebyeT TIpaauMeHTOB Win KO3(D(HUIMEHTOB, YCTONYMB K
KOPPEIALIAM 1 NPUTOJCH AJst 00paboTKH B pealbHOM BPEMEHHU.

CpaBHEHHE METOIOB I10 KITIOYEBBIM KpuTepHsaM npuseneHo B Ta0l. 2. LASSO u RFE tpebytot mmbo
JUHEHHOW Mozenu, 1M00 BO3MOXHOCTH OLEHKH Ba)XKHOCTH TNPH3HAKOB  (Hampumep,
K03(h(pUIMEHTOB), UTO AENaeT X HEIPUMEHUMBIMHU K TAKMM MOJeIsM, Kak Isolation Forest. Kpome
toro, LASSO cxiioHeH BRIOHPATH JHIIH OJUH IPU3HAK U3 KOPPEITUPOBAHHOH TPYIIIHI (HAIPUMED,
IncomingPackets unu IncomingBytes), Tepsisi nononHuTeNbHY0 HHGOpMaLU0. B oTiIume OT HUX,
NPEAJIOKEHHbIH  MOTU(DUIMPOBAHHBIA KAJIHBIH aIrOPUTM HE TpeOyeT TIpaJueHTOB WIH
K03(h(PULIMEHTOB, YCTONUMB K KOPPEIISIUIAM U COBMECTUM CO BCEMH PACCMOTPEHHBIMU MOJICISIMH.
Ero BeruuciuTeNbHAs CI0KHOCTH cocTapisieT O(N?), uTo MO3BOIISET UCTIONB30BATh ETO B YCIOBUSAX
peaIbHOTO BPEMEHH, YTO KPUTHIHO UL CHCTEM MOHUTOpPHHTA 00Ia4HBIX HHPPACTPyKTYp.

4.3 AganTuBHasa HacTpourKa runepnapamMeTpoB
Tpanummonnsiit GridSearch ucnons3yer GpuKCHpOBaHHBIE THIEPIAPAMETPHI, YTO HE YYHUTHIBACT
n3MeHeHHe MaciuTaba faHHbIX (4rcio BM, 00béM Tpaduka). {51 ycTpaHeHHs 3TOT0 OrpaHuyueHHs
npeaioxkeH nuHamudeckuit GridSearch, B koTOpoMm rurepnapaMeTpsl 3aal0TCsi Kak JIMHEHHbIE
¢byukimy ot N (4nciia HabIoIeHUH):

e contamination = a/ N — qons aHOMaNIKui yMEHbIIAETCS ¢ pOcTOM N

e n_estimators = a*N — uem Gosblile JaHHBIX, TEM OOJIBIIE JIEPEBHEB;

e n_neighbors = a*N — ueMm BblIIIIe IIOTHOCTH, TeM OoJIbIIe coceneii mist LOF;

o leaf size = a*N — macmrrabupoBanue CTPYKTYp JaHHBIX O] 00BEM TTAMSITH.
Koa¢ppuunentsl noadUpanuch SMIMPUYECKH, YTOOBI MapaMeTpbl OCTaBAJIHCh B Pa3yMHBIX
npenenax Jaxe InpH  oveHb Oonmbmmx 3HaueHwsx N. Takod moaxox obecreynBaeT

MacIITabupyeMocTh 0e3 MOTepU TOYHOCTH M 0COOCHHO 3((EKTHBEH NpU HU3MEHEHHH COCTaBa
obmayHoro mymna BM.

5. OyeHka moYyHocmu o6HapyXeHuUs1 aHomMasnuu npu passiuvyHbIX Nooxodax K
oby4yeHuro e 3adaye SPl-aHanu3a

Mt onenkn 3(QGEKTHBHOCTH NPEUIOKEHHBIX METOM0B OTOOpa NPH3HAKOB U aJalTHBHOM
HACTPOWKM THUIEpIapaMeTpoB ObUIO IPOBEAEHO CHUCTEMAaTHYECKOE CPAaBHEHUE psga MoJeleH
MAaIIMHHOTO O0YyYeHHs B yCIOBUAX MOBEpXHOCTHOTrO aHanm3a maketoB (SPI). KauectBo Monerneit
OLIEHUBAJIOCH 110 TPEM METPUKAM:

e TounocTts (Precision) — g0 BepHO IpeaCcKa3aHHBIX aHOMAaIHH CPeIH BCeX CpabaThIBaHUH;

e [lomnora (Recall) — nonst oOHapy>KEHHBIX aHOMAJIMH CPEIH BCEX UCTHHHBIX;
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e Fl-score — rapMoHHMUECKOE CpeiHee, paccuuTanHoe ¢ mapameTpoM f = 0.5, uto npugaér
Oonpmmii Bec TOYHOCTH (BakHo s SOC-cuctem, TAe JIOXKHBIE CpabaThIBaHHS
HE/IOTTYCTHMEI).

OKCHEPUMEHTHI IPOBOIMIINCE B YETHIPEX KOHPUTYpaAIHAX:

e All + Static — ucnons3oBanue Bcex 18 mpu3HAKOB, (HHUKCHPOBAHHBIC THIIEPIIAPAMETPHI
(Oa30oBBIC MOJENM MANIMHHOTO OOyuYeHHs, mpuMeHsemble B SPl-aHanmse sBistoTcs
ATaJIOHHBIMU I OLIEHKH 3()()EKTUBHOCTH METOOB IMO00pa MPU3HAKOB U TUHAMHYCCKON
HACTPOUKHU TApaMETPOB);

e Greedy + Static — npusHaku, 0TOGpaHHBIE MOIUGPHUITIPOBAHHBIM KAJHBIM AITOPHUTMOM,
CTaTHUYECKasi HACTPOMKa;

e All + Dynamic — Bce mpu3HAKH, IMHAMIYECKass HACTPOMKA THIICPIIApaMETPOB (JTMHEHHAS
3aBUCHMOCTH OT N);

e Greedy + Dynamic — koMOHHAIHKS KaTHOTO 0TOOpA U AMHAMHYECKON HACTPOHKH.

Tabn. 2. CpasHenue memoodos omoopa npusHaKos.
Table 2. Comparison of feature selection methods.

. Random Forest
. MoauduuupoBaHHbIit RFE (Recursive o
Kputepuii / Meron Ka/(HBI aJrOpUT™M LASSO Feature Elimination) (BCTpOCHH LI
otoop)

Beicokas: Cpenusst: CpenHss-BbICOKasL: Beicokas:
Touroets (F1) F1>0,75 0,5<F<0,75 F1>0,5 F1>0,75
BeranciurenbHas Beicoras: Cpenmss:

Cpennss: O(N?) Beicokas: O(N?) MHOT'OKpPaTHOE ot O(n*log n) mo
CJIOKHOCTb
00y4YeHHe MOJIEITN O(N?)
OrpanuueHa npu | YMepeHHas (3aBUCUT
MaciutabupyemMocTsb Beicokast GobIIIOM YHCITe ot 6asoBoro Beicokast
MIPU3HAKOB kiaccudukaropa)
Y CTORMMBOCTE K . Ha (6naro;[apsl . Her (BbiOupaer 1 w3 3aBucur ot Mozienu | la (omeHuBaeT
NO— allow_forward_failure” u | xoppenupoBannoii | (Hampumep, SVM Ba)KHOCTH B
Ppe “allow_backward_failure®) TPYIIIIBI) TJIOXO0) aHcamouie)
+ -

Tun mozxoxa I'u6Gpux (forward @unprpanus (L1 HWrepaTtuBHOE Berpoen B

backward) perynspu3ans) yaaneHue o0yuenue
Tpebyet k0ahdHunHEHTOB
MozeTH Her Ja Ja Ja
IMpumennM k Isolation Jla Her (nenmuneiinas Her (IF ve maér Her (o160p
Forest MOJIEITb) K09 PUINEHTOB) BHEIITHUH)
Tonxomr pt Ja OrpanuyeHo Her Ja
peanbHOro BpeMEH!

CpaBHHBAIKCH CIIEAYIOIINE MOICIIH:
e Isolation Forest (IF) — MeTo 0OHApYKEHNST aHOMAJTHI Ha OCHOBE CIIyYaiHbIX JIEPEBHEB;
e Local Outlier Factor (LOF) — oueHka J0KanbHOM IUIOTHOCTH;

e One-Class SVM (1SVM) — mocTpocHue pa3aersiomieif TUIEPINIOCKOCTH BOKPYT
HOPMAaJIbHBIX JaHHBIX;

e Density — wmeron wu3 Oubmmoreku FEtna, pabGorarommii ¢ OHUM TPHU3HAKOM
(OutgoingTcpSyn) B CKOMB3SIIIEM OKHE.

Mogenun Median, DBSCAN u k-means mokazanu F1 < 0.03 u OblId MCKIFOYEHBI U3 OCHOBHOIO
aHanm3a.

PesynbraThl npuBeieHs! B TabI. 3.
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Tabn. 3. Pezynomamol mecmupoanusi pasiuyHblx Memooos no0bopa npusHaKos u napamempos.
Table 3. Results of testing various methods of feature and parameter selection.

Meroxn Ipusnaku | ITapamerpsr |avg. precision| avg. recall avg. F1
IF Baseline Baseline 0.386 0.327 0.354
Greedy Static 0.886 0.676 0.778

Lasso Static 0.523 0.456 0.474

RE Static 0.841 0.653 0.751

All Dynamic 0.5 0.375 0.458

Greedy Dynamic 0.821 0.625 0.736

Lasso Dynamic 0.568 0.619 0.548

RF Dynamic 0.773 0.699 0.707

LOF Baseline Baseline 0.1722 0.507 0.175
Greedy Static 0.214 0.107 0.179

Lasso Static 0.143 0.107 0.131

RF Static 0.429 0.262 0.364

All Dynamic 0.074 0.068 0.070

Greedy Dynamic 0.071 0.036 0.060

Lasso Dynamic 0.143 0.071 0.119

RF Dynamic 0.227 0.163 0.189

1SVM Baseline Baseline 0.059 0.613 0.071
Greedy Static 0.043 0.726 0.052

Lasso Static 0.071 0.119 0.065

RF Static 0.027 0.191 0.032

All Dynamic 0.064 0.571 0.075

Greedy Dynamic 0.125 0.459 0.117

Lasso Dynamic 0.108 0.595 0.118

RF Dynamic 0.099 0.589 0.111

Hamnyuymmii pesynpTar mokazaiga Mozenb Isolation Forest ¢ mpu3Hakamu, OTOOpPaHHBIMHU
MOJU(UIIMPOBAHHBIM JKa/IHBIM aJITOPUTMOM, U CTATHYECKOH HACTpPOIiKOii runepnapamerpos: F1 =
0.778. Oto nmoutH B 2.2 pasa BhIlle, YeM B 6a30Boii koHdurypanuu (All + Static, F1 = 0.354).

OTOOp MPHU3HAKOB SIBISIETCSI KPUTHYHBIM: [IEPEX0/] OT MOJHOTO HA0OPa ITPU3HAKOB K ITOJJMHOKECTBY
u3 7 kimoueBsix (OutgoingTcepSyn, IncomingPackets, OutgoingBytes, IncomingTcp, OutgoingUdp,
Incominglemp, OutgoingArp) mpusén k peskoMmy pocty Precision — ¢ 0.386 no 0.886 mpwm
CTaTU4eCKON HacTpolke. JluHamMHuuecKas HaCTpolka He ymyuinmna pedynstaT i IF B ycnoBusix
¢ukcupoBaHHoro myna BM. 3Orto ykaspiBaeT Ha TO, YTO Ui 3aJaud  OOHApY>KEHUS

30



Hamauu H.A., ITetpos A.IL, Koanes [I.}O. AnantuBHbIe METOIBI U CPEICTBA HOBEPXHOCTHOTO aHAIN3a TAKETOB 111 OOHAPYKEHUST aHOMAITHIt
B 3ammposanHoM Tpaduke. Tpyost UCIT PAH, 2026, Tom 38 BbIm. 2, c. 21-34.

KpaTKOBPEMEHHBIX aTaK ONTHUMAaJIbHBIC THIepapaMerpsl (Hampumep, contamination = 0.0001)
OCTaroTCs CTaOMILHBIMU M HE TpeOytoT MaciiTabupoBanus ot N.

Mopnens Density, pabortaromass tomesko ¢ OutgoingTepSyn, mocturma F1 = 0.393, dro
HOATBEPKIAeT JUArHOCTHYECKYIO IICHHOCTh JaHHOTO NTPU3HaKa KaKk OCHOBHOTO MHAMKaTopa SYN-
¢yna, oqHaKo ycTynaeT KOMOMHHUPOBAaHHOMY MOJIXOY.

LOF u 1SVM mnpoxemoncTpupoBanu Hu3kuid F1 u3-3a HecOamancupoanHoctd: LOF — HuU3KMiA
Recall, 1SVM — kpaiine Hu3kuii Precision (MHOTO JTOXKHBIX cpabaThIBaHHIA).

MomnunupoBaHHBIH XaJIHBIA anropuT™ otobpan 7 mpusHakoB u3 18. Hambompmmit Bkimax B F1
BHECJIH:

e OutgoingTcpSyn — npsmoit uuaukatop SYN-dyaa;

e IncomingPackets — orpaxkaer peakuuro WHOPACTPYKTyphl Ha araky (Hampumep,
reaepanuio RST-makeroB);

e OutgoingUdp — kiroueBoii 1uist o6Hapyxkenus UDP-¢unyna.

OT0 MOATBEP)KAAET, YTO Jake IPOCTOH HAOOp METPHK, €CIH OH IPaMOTHO OTOOpaH, MOXET
o0ecreunTh BEICOKYIO TOYHOCTH Oe3 mocTyma K payload.

[Monyuennsiii pesynerar (F1 = 0.778) comocraBuM C COBpeMEHHbIMH paboTamu B 00JIaCTH
oOHapy>KeHHsI aHOMaIH{ B 3aIIM(POBAHHOM TpaduKe:

e B [3, 4] npu ucnomszoBanmu DPI m mommoro HaGopa mpmsHakoB F1 komeGiercs B
mmamasone 0.70-0.85;

e HoBelmmii Meron siForest [5] Ha aHATOrMYHBIX JaHHBIX TeMOHCTpupyeT F1 =~ 0.76.

Takum 06pa3om, IpeATIOKESHHBIH MOAX0] He yCTyNaeT COBpeMeHHBIM ML-penieHusm, HecMOTps Ha
UCIIONIb30BaHME TOJIBKO MeTaaHHbIX L2—-L4.

6. 3aksroyeHue

B ycioBusx maccoBoro mugpoBaHHsS CETEBOro Tpaduka TPaAWIMOHHBIE METOIbI TIIyOOKOTO
aganmu3a maxketoB (DPI) TepslOT NPUMEHMMOCTb, YTO J€JNaeT AaKTyalbHBIM IIepexon K
noBepxHocTHOMY aHanu3y (SPI) Ha ocHoBe MeTamaHHBIX ypoBHeW L2-14. B nmanHol paboTte
MOKA3aHO, YTO BBICOKAs TOYHOCTh OOHApyKEHHS aHOMAJIMH JOCTIKHMMa Jaxe Oe3 JocTyma K
COJICP)KUMOMY TpaduKa, MpH YCIOBUH I'PAMOTHOTO 0TOOpa MPHU3HAKOB M aJIalITUBHOI HACTPOMKH
MoJieiel MallInHHOTO O0Y4EHHS.

IIpencrasnennsiii NDIS-mgpaiisep RuStatExt mis Hyper-V Extensible Switch obecneunBaet
arperamyio MeTaIaHHbIX B PEaIbHOM BPEMEHH U HE BHOCUT CTAaTUCTHYECKH 3HAYMMBIX HaKIaIHBIX
pacxo0B Ha MPOU3BOIUTEIBHOCTh: TecThl Ha KaHaie | Gb/s ¢ wucnomnb3oBanuem iperf3
MOATBEPUIN OTCYTCTBHE CHIKESHUSI ITPOITYCKHOW CIIOCOOHOCTH PH AKTUBHOM MOHHMTOPHHTE.
OKcrepUMeHTaIbHAs OLIEHKA [T0Ka3ajla, YTO HAWIY4IIUK pe3yaspTaT B 3ajaue BBIIBICHUS SYN- U
UDP-¢unyna nocturaetcs mpu UCIOIb30BaHUH Moienu [solation Forest B coueTaHnu ¢ mpu3HaKaMu,
OTOOPAaHHBIMH MOAM(HUIMPOBAHHBIM >KaJHBIM airoputMoM. [Ipm craTudeckoil HacTpoiike
runepnapamerpoB gocturnyra Fl-mepa 0,778, uro nouru B 2,2 pa3a MpeBOCXOIUT PE3yNbTaThl IPU
WCIIOJIb30BAaHUN IIOJIHOTO HaOopa mNpu3HakoB M QukcupoBaHHbIX mapamerpoB (F1 = 0,353).
JlunamMndeckasl HacTpolika T'MIeprapaMeTpoB, Macmrabupyemas JIMHEHHO OoT o0béMa JaHHBIX,
oKazajach MeHee 3((EKTUBHON B YCIOBHSIX CTAOWILHOTO ITyja BUPTYaJbHBIX MawuH. [Ipu sToM
OHa yIyd4IIaeT pe3yJbTaT OTHOCHTEIHFHO 0a30BO CTaTHUECKOW HACTPOWKM Ha IOJHOM Habope
MPU3HAKOB, HO HE TPEBOCXOAUT JyUIIyI0 CTaTHYECKYI0 HACTPOHKY IIPH HCIIOJIB30BAaHUH
oToOpanHoro Habopa mpu3HakoB. Takum o00pa3oMm, JAHMHAMUYECKYI0 HACTPOWKY CIIeoyeT
paccMaTpuBaTh Kak KOMIIOHEHT, IIOBBINIAIOMMKA MacmTabupyeMOCTh M TEPEHOCHMOCTH
napameTpos IF npu pocte min n3meHeHnn HHQPACTPYKTYPHI.

IIpennosxkeHHBIN MMOAXO0M O00ECrevYnBaeT TOYHOE, PEeCYpCHO-3PPEKTUBHOE M MacIITabUpyemoe
oOHapyXeHHe aHOMauuii B 3amm(pOBaHHOM Tpaduke M MOXKeT ObITh MHTerpupoBaH B SOC-
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CHCTEMBI OOJaYHBIX TPOBAHAEPOB Ui PAHHETO BBIIBICHUS CETEBBIX aTtak. UTOOBI 0OecneduTh
BOCIIPOU3BOAUMOCTD, MBI CJICJIAI AHOHUMHU3UPOBAHHBIN HA0Op NAHHBIX OOIIEAOCTYIHBIM [18].
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