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AnHoTammsi. B pmaHHOW craThke paccMmaTpuBaeTcsl 3aJada MaKCHUMAIBHOTO YBEIHYCHHS
HPOITYCKHOW CHOCOOHOCTH CETEeBOro CTeKa MpH B3aMMOACHCTBHM C  allllapaTHO-
HNPOTPAMMHBIM SIIPOM JUIsl OOECIeUeHUs] CTaOMIBHOCTH pabOThl (DU3MYECKOTO cepBepa.
Pazpaboranbl anropuTMbl W TPOTPaMMHBIE KOIBI OIS ONTHMH3ALMU PACHpeelCHHs
Harpy3Kl Ha IIEHTpPalbHBIE IIPOIECCOPHl METOAOM Tapaienu3anud sjapa. Taroke
pPaccMOTPEHBI CTATHCTUYECKHE JaHHBIC MOBBIMAIONIEHCS MOIIHOCTH pacHpeelIeHHbIX aTak,
BIUSIONIMX HA CETeBYI0 HHOpacTpykTypy. Iloka3aHo BIMSHHE NPHIOKEHHH, MMEOIINX
BBIXOJ] BO BHEIITHIOIO TII00AJIbHYIO CETh, Ha MPON3BOJICTBEHHYIO YacTh (PH3HIECKOTO cepBepa,
npencraBisieMold B BHAe (Quiandeckux pecypcoB. C IOMOIIBIO pa3pabOTaHHOIO U
peanu3oBanHoro anroputma (Ha s3bike  «BASH»), mnpousBeneHo pacmpeneneHue
Harpy304HOH CHOCOOHOCTM IO (HM3WYECKHM sIpaM cepBepa C LENbI0 JalIbHEeHIIero
CHIDKEHHSI HArpy309HOIl CIIOCOOHOCTH Ha BBIYUCIHMTENBHYIO MOIIHOCTh ILEHTPAIBHOTO
nporeccopa. IIpogeMoHCTpHpOBaHBI OJIOK-CXEMBI aITOPUTMOB, a TaKKe HTOTOBBIE
Pe3yIbTaThl TECTHPOBAHHS KaXKI0TO 3Tamna pa3paboTku. Peanm3oBana onTHMH3AIHS CETEBOTO
pexuma «AF_PACKET», Omaromaps KOTOpOW TOSBHJIAch BO3MOXKHOCTh IPHHUMATH
BHEIIHNE CETeBBIC MaKeThl 0e3 KaKUuX-ITH00 OJOKMPOBOK, YTO, B CBOIO OYepe.b, MOBBIIIAET
3¢ (QEeKTHBHOCTb JOCTW)KEHHS 3aJlaHHOW Ienau (IpH 3ampoce OT cepBepa K KIIHMEHTY).
AHanu3upyercsi BO3MOXHOCTh TNPUHHMMATh IO JIECATH MHJUIMOHOB BXOZSIIMX CETEBBIX
MAaKeTOB C MOMOINBIO TNPOTPAMMHBIX CPEACTB (PU3MUECKOro cepBepa, UYTO II03BOJISET
obecrieunTh CTaOMIBHYI0 00paboTKy MH(pOopManuu st OecriepeboitHoit padoTs! mpu DDOS-
atakax  «SYN-¢uyma», y  KOTOpBIX  peaqi30BaHa  BO3MOXHOCTH  IEPETPY3KH
MHOTOMIJUIMOHHBIMH CETeBEIMH TakeTaMd. [logoOHOe KOMMYEeCTBO BXOMASIINX CETEBBIX
MaKETOB MOXET INPHUBECTH K 3allOJHEHMIO BHEIIHEr0 CEeTEeBOTO KaHAlA C IOCIEAYIONIHM
MOBBIIICHHEM HArpy304Hoii crmocobHoct cereBoro TCP/IP creka, 4to mepekphiBaeT
BO3MOYKHOCTb 30HBI YIQJICHHOTO yIIpaBlIeHUs] PU3NUECKUM CepBEpOM B KpaTdalIllie CPOKH, a
TaKoKe HapylaeT paboTocrocoOHOCTh paboUeit cpeabl.

KiioueBble ciioBa: HarpyszouHas criocobHocts;, CPU; mapasenusauusi; mapaienn3anus
MPOIIECCOPHO HAarpy3kd; ontuMmmsanus; 3ammra oT DDoS-atak; ¢unbrpanus Tpaduka,
(GunbTparLys BpeIOHOCHOTO TpadHKa.
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1. BeedeHue

Ilpm maccupoBanubix DDoO0S-atakax B NPOrpaMMHOM  SiApe  HPOUCXOISAT
MHOTOYHCIICHHBIE C0OM, OmMHUOKKH W meperpy3ku [1, 2]. DTo mnpuBomur K
3aMeIJICHHOH paboTe BCero KOMIBIOTEpA W IPOUCXOAUT BBI3BIBACTY BEJIMUYCHUE
Harpy3kd Ha LeHTpanbHble mponeccopsl [3]. JlaHHBIE MO MOIMHOCTH BHEIIHHX
CEeTEeBBIX YIPO3, 3a CYET KOTOPBIX MOXKHO IIPOU3BECTH CETEBYIO IEPErpysKy,
npescTaBiIeHs! Ha puc. 1.
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Puc.1. I'paghux DD0OS-amax 6 200060m sxeusanenme 3a 2011-2015 [4]
Fig. 1. Schedule of DDoS-attacks in annual terms for the 2011-2015 [4]
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ITapannenusanyss NporpaMMHOIO sApa — 3TO PAaBHOMEPHOE paclpeieiieHUue
HArPY30YHOW CIIOCOOHOCTH IEHTPAIBHBIX IPOIECCOPOB MO (HHU3UUECKUM sApam
cepBepa. [logoOHas onepaiust 1aeT BO3MOXXHOCTh TOBBICUTH MPOU3BOUTENLHOCTD.
TlosiBnsieTcss BO3MOXHOCTb IOBBILIEHUSI YCTOWYMBOCTH MPOTHUB Pa3HOCTOPOHHEH
OTIPABKHU BPEJJOHOCHOTO CETEBOr0 Tpaduka, HanpaBIeHHOro ¢ pa3Hbix DBM [4, 5].

2. MepepacnpedeneHue Ha2py3Ku Mo ¢husuvyeckum siopam

Sapo — 9TO ILEHTpaJM30BaHHAS YacTh ONECPALMOHHOH CHCTEMBI, KOTOpas
obecrieynBaeT pa3lIMYHBIM IPOrpaMMaM M HPWIOKEHUSM JOCTYN K (DU3HUECKHM
pecypcam DBM, a Taxke o0ecreunBacT B3aUMOCBSI3b C CETEBBIM CTEKOM [6].

Jnst mepepacnpeienieHus Harpy3KHy 10 sapaM HE0OXOIMMO BKIIIOYHTH TEXHOJIOTHIO
«PROMISC», 3a cueT 3TOr0 B CETEBOM CTEKE CPadaThIBACT YCKOPUTEILHBIH PEKUM
94
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Juist oHOTO siipa. CTaHOBHUTCS BO3MOXKHBIM MHOTOKPATHOE YBEIUYCHUE BXOISIINX
CEeTEeBBIX MAKEeTOB. 3amycK Mpou3BomuTcst komauoit «ifconfig ethé promiscy. Ipu
DDoS-arake 1ocie BBIIOJHEHHOH MPOLEAYPHl BO3HHKAECT MAaKCHMAIBHO
BO3MOJKHAsI 3aTPy>KEHHOCTh IIEPBOTO s/Ipa. JTO MO3BOIBIET PACHIPEACIATh HATPY3KU
TCP/IP-creka 1o BceM sizpaM ceprepa.

Jlnst TOTO, YTOGBI OPTaHU30BaTh MPOCMOTP CKOpOCTH (KOHMT/C) BHEIIHETO CETEBOTO
uHTEepdeiica Hy)KHO NPUMEHHTH pa3pabOTaHHBIH CKPHIIT, KOTOPHI HamucaH Ha
sI3bIKE porpamMmupoBanus «BASH» [7]:
Brok-cxema «.Sh-ckpurtay mokaszana Ha puc. 2.
#1/bin/bash
INTERVAL="1" # update interval in seconds
if [ -z"$1"]; then
echo
echo usage: $0 [network-interface]
echo
echo e.g. $0 eth0
echo
echo shows packets-per-second
exit
fi
IF=$1
while true
do
R1="cat /sys/class/net/$1/statistics/rx_packets
T1="cat /sys/class/net/$1/statistics/tx_packets’
sleep SINTERVAL
R2="cat /sys/class/net/$1/statistics/rx_packets’
T2="cat /sys/class/net/$1/statistics/tx_packets’
TXPPS="expr $T72 - $T1"
RXPPS="expr $R2 - $R1"
echo "TX $1: $TXPPS pkts/s RX $1: $RXPPS pkts/s"
done
[pumMep ¥MCHONB30BaHUS BBINICIPHBEACHHOIO KOJA B CKpUNTOBOM (aiine: «bash
/root/speed.sh ethO». daiin «speed.shy co3maercst B cHCTEMHON mamke «root» c
nomolupo KoMaHasl «touch speed.sh» co BCTaBKOM HMPOrpaMMHBIX CTPOK, KOTOpPBIE
npuBeJieHsl Bble. B otBet, mpu DDO0S-atake, OyzneT BhIBeseHO cooOIIeHHE O TOM,
YTO CKOpPOCTHh Ha BHCUIHEM HHTepq)eﬁce OKOJIO YE€TBIPEX MHUIMOHOB IIAKETOB B
CCKYHIY. KonuuecrBennas Pa3MEPHOCTh CETEBBIX IMAKETOB 3aBUCHUT OT HACTPOCK
(uzmueckoro ceppepa.
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Fig. 3. A block diagram of load-balancing across multiple cores.
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Jns Toro, 4roObl YMEHBIINTh HArpy3ky Ha NEpBOM sjpe, ObUI HamucaH
CHeLUaJIbHBI CKPUIT Ha A3bIKEe TporpamMmupoBanus «BASH», koTopslii mo3Bossier
pean30BaTh BO3MOXKHOCTH DPAaBHOMEPHOTO pPAacIpeleleHHss Harpy3kd II0 BCeM
(hU3MIEeCKUM sIpaMm:

bnok-cxema ((.Sh-KOZ[a» IMoKa3aHa Ha puC. 3
#!/bin/bash
ncpus="grep -ciw "processor /proc/cpuinfo’
test "$ncpus™ -gt 1 || exit 1
n=0
for irg in “cat /proc/interrupts | grep eth | awk {print $1}' | sed s/\://g
do
f="/proc/irq/$irg/smp_affinity"
test -r "$f" || continue
cpu=3$[$ncpus - ($n % $ncpus) - 1]
if [ $cpu-ge0]
then
mask="printf %x $[2 ** $cpu]
echo "Assign SMP affinity: eth queue $n, irq $irg, cpu $cpu, mask

0x$mask"
echo "$mask" > "$f"
let n+=1
fi
done
TTocne 3allyCKa BBIIICTIPUBEACHHOI'O KOJd IPU aTaKe B 6X:|.06 BXOOAIIUX ITAKETOB B
CCKYHAY IMPOU3BOAUTCIBHOCTDH CPU IMOBBICHJIACh B HECKOJBKO pPa3 (3a cyer

pacnpesieneHuss Harpy304HOH CIIOCOOHOCTH Ha IIEHTPaJbHbBIE IPOLECCOPHI), UTO
Ipe/ICTaBIeHO B Tabmume 1.

Tabn. 1.- Haepyska Ha 0pa npu npumeHeHuu OnmuMu3ayuu
pacnpeoenenou Hazpy3Ku Ha Quuueckull cepgep
Table 2. The load on the core when applying optimization of distributed load on a
physical server

Ne sipa 1 2 3 4 5 6 7 8 9 10 11 12

Harpyska, | 55,1 | 52,5 | 62,5 | 62,5 | 57,7 | 47,7 | 55,9 | 61,4 | 55,1 | 52,5 | 62,5 | 62,5
%

Ne sipa 13 14 15 16 17 18 19 20 21 22 23 24

Harpyska, | 57,7 | 47,7 | 55,9 | 61,4 | 55,1 | 52,5 | 62,5 | 625 | 57,7 | 47,7 | 559 | 61,4
%

C nmomompo  aByx  cKkpuntoB  «BASH» MBI goCTHrIM  MOBBINICHHOW
TPOU3BOIUTEILHOCTH TIPH TIPUHATHH ceTeBbIX akeToB TCP/IP crexom.
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3. Paspabomka u ucnosb3oeaHue anzopumma 0ns
pasHOMepPHOU Ha2py3Ku Ha i0pa

Jns onTHMHU3alMM  annapaTHO-NPOTPaMMHOTO  sjpa HAaNWCaH KOJA Ha  s3bIKE
nporpamMmupoBanust C++, alropuT™M KOTOPOTO TpenHa3Ha4eH Ui CACPIKUBAHUS
ataku 10 10x10° makeToB B ceKyHIy, OCPEICTBOM PABHOMEPHO PACIpPEIEICHHOMN
Harpy3kd Ha (GU3HYECKHE CEPBEPHI.

MHoOrokpatHoe TECTHpPOBaHHE TII0Ka3ajo, YTO pa3pabOTaHHBIH alrOPUTM He
BBI3BIBACT OIIMOOK B sipe, pparMeHT KoJa, OTBEUAIONIMH 32 MEPEKIIIOYEHHs CBUTYA
B pexmMm «PROMISCy», npuBenen Hmke. Pexnm «PROMISCy» mo3Bomser
NPUHUMATh CETeBOW IUIaTe BCE BXOASAIIME IAKETHI, HAIPABICHHBIC Pa3IMYHBIM
azpecaTaM, KOTOpbIe HaXOAATCs Ha (PU3NYECKOM cepBepe.

struct packet_mreq sock_params;
memset(&sock_params, 0, sizeof(sock_params));
sock_params.mr_type = PACKET_MR_PROMISC;
sock_params.mr_ifindex = interface_number;

int  set_ promisc =  setsockopt(packet_socket,  SOL_PACKET,
PACKET_ADD_MEMBERSHIP, (void *)&sock_params, sizeof(sock_params));

if (set_promisc == -1) {

printf("Can't enable promisc mode\n™);

return-1; }
struct sockaddr_II bind_address;
memset(&bind_address, 0, sizeof(bind_address));
bind_address.sll_family = AF_PACKET;
bind_address.sll_protocol = htons(ETH_P_ALL);
bind_address.sll_ifindex = interface_number;
struct tpacket_req3 req;
memset(&req, 0, sizeof(req));
reg.tp_block_size = blocksiz;
req.tp_frame_size = framesiz;
req.tp_block_nr = blocknum;
req.tp_frame_nr = (blocksiz * blocknum) / framesiz;
reg.tp_retire_blk tov = 60; // Timeout in msec
reg.tp_feature_req_word = TP_FT_REQ_FILL_RXHASH;

int setsockopt rx_ring = setsockopt(packet socket, SOL_PACKET
PACKET_RX_RING, (void*)&req , sizeof(req));

if (setsockopt_rx_ring == -1) {
printf("Can't enable RX_RING for AF_PACKET socket\n");
return-1; }
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Onepayonnast cucrema Ha siape LINUX Bepcun «4.5.2» B BbIIEIPUBEAECHHOM
ANTOPUTME YBEJIHMYMIIA MOKA3aTeNH MPOU3BOAUTENLHOCTH (akTuueckd B 2.5 pasa
(cMm. Tabauity 2). TectupoBaHue MPOBOAMIOCH Ha ClieAyOLIel Konpuryparuu [8]:

— CPU 2 x Intel Xeon 5660 (B cymme 12 simep / 24 moroka no 2.8GHz, 12Mb
Cache, 6.40 GT/s)

— RAM 48Gb DDR3-10600 ECC REG;
— Intel S3710 SSDSC2BA012T401.

Tabn. 2. Onmumusupo8arHwlll 6APUAHM HAZPY3KU HA A0pPA cepeepa
Table. 2 - The optimized version of the load on the Server Core

Ne snpa 1 2 3 4 5 6 7 8 9 10 11 12

Harpyska, | 251 | 22,5 | 325 | 325 | 27,7 | 17,7 | 259 | 31,4 | 251 | 225 | 325 | 325
%

Ne sipa 13 14 15 16 17 18 19 20 21 22 23 24

Harpyska, | 27,7 | 17,7 | 31,4 | 259 | 31,4 | 251 | 225 | 325 | 325 | 27,7 | 17,7 | 31,4
%

4. Onmumu3sauusi «<AF_PACKET» 0Onss peweHuss npobnembl ¢
6710KuUpOBKOLl cemeabix nakemoe

«AF_PACKET» — 310 pexum, oO0najaromuii OoJbIIUM OBICTpOJCHCTBUEM U
TpeOYIOLIMA HAMYUE BYX BHEIIHUX ceTeBbIX nHTEp(deiicoB. OH pazpeniaer supam
UNIX-omoOHBIX CHCTEM NPUHUMATH M OTIPABIATH Pa3IAYHBIC COKETHI, HYTO
MO3BOJSIET  KOHTAKTHPOBaTh C BHEITHEH TIO0AanbHOH ceThio. [ JaBHBIM
KOMIIOHCHTOM paOOTHI SIBISETCSI HACTPOWKA CHCTEMBI B KadecTBE IMUTIO3a. TaKoit
ANTOPUTM PAa0OTHI IMMO3BOJIIET OPraHW30BaTh IONHYIO OJOKHPOBKY BXOISIINX WU
HCXOJIAIINX MMaKeTOB BPeIOHOCHOTO Tpaduka mpu DDoS-artaxke.

UroObl m30€XkKaTh JIOKHBIX OJNIOKHPOBOK U ontummupoBatk «AF_PACKET»,
pexoMeHayercss TOAKIIounTh QyHKIHI «FANOUT», 9TOo MOMOXXET pa3aeluTh
BXOJSIIUI MOTOK JaHHBIX. ONTHMaJbHBIC 3HAYCHUS PACCUMTAHBI M NPUBEACHHI B
Tabmuie 3.

B kaxmoMm spe HyXKEH KaK MHHUMYM OJWH Pa3BETBHUTEIh BXOMANINX IAKETOB,
9TOOBI PACHpPENEeTUTh HArPY30YHYIO CIIOCOOHOCTH (DH3MYECKOTO W JIOTHYECKOTO
MOTOKOB B pPaBHOMEpPHOM Topsnke. HeoOXomIuMOCTh TOKIIOUEHHS JIBYX
paszenureneii B epBOM, JBEHaALATOM U ABAJIIaTh YETBEPTOM SAPAX OOBICHIETCS
TeM, 4TO B onepannoHHbIX cucteMax Buna «UNIX» ucnonbiyetcst ynopsaoueHHast
cHCTeMa Harpy3kd: 0pH CHHKEHHHM [POM3BOAMUTEILHOCTH B MEPBOM  sJpe,
3arpy)KEHHOCTh ~ KOTOporo Oyner mnpuOmmxkatecss Kk  80%, mpomecc B
AaBTOMAaTHYECKOM pEXHMe IEePEHOCHTCSl Ha cienyromee sapo. Ha sape mnon
HOMEPOM «(IBEHA/IaTh» 3aKaHUYNBAIOTCS (PH3MUYECKHUE sI/[pa cepBepa 10 TEXHOIOTHH
«HT»: HeoOxomumoe kommuecTBo moakiaroueHuii «kFANOUT» mpupaBHHBaeTcs K
JIBYM, C LENbI0 MHUHHMH3UPOBATh HAarpy304Hyl0 CIIOCOOHOCTH Ha JIOTMYECKHE
MOTOKH, HAYMHAIOIINECS C HOMEPa «TPUHAALATH.
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Ta6n. 3. Pacuem 3nauenuu onyuu «FANOUTY ons pusuueckux u
Jlo2uueckux soep cepeepa
Table. 3. Calculation « FANOUT» option values for physical and logical server

cores
Ne simpa 1 2 3 4 5 6 7 8 9 10 11 12
Yucio 2 1 1 1 1 1 1 1 1 1 1 2
BKJIFOUEHHIH, €]I.
Ne sinpa 13 14 15 16 17 18 19 20 21 22 23 24
Yucio 1 1 1 1 1 1 1 1 1 1 1 2
BKJIFOUCHHH, €]I.

Bximouenne «FANOUT» nipou3BoguTces 100aBlIeHHEM HCTHHHOTO 3HAYCHUS «iruey,
Kk mnepemennoii «use_multiple_fanout_processes». Ilpumep Kkoma BKIIOUEHHS
BBIIIICOTICaHHOTO TapameTpa: «bool use_multiple_fanout_processes = true».

B koneunoMm wurore, ontumusupoaB «AF_PACKET», Harpy3ouHas CIOCOOHOCTb
CHHM3WJIACh HA HECKOJBKO IMPOIICHTOB W TMOBJICKIO 3a CO0OH MOBBIIMICHHYIO
MPOAYKTHBHYIO CHOCOOHOCTh (DM3WYECKOTO CepBepa CIPABIATHCA C CETEBBIMH
meperpy3Kamu, 9To MoKa3aHo B Tabuie 4.

Tabn. 4. Haepyzounas cnocoOHOCHb 102UHECKUX U PU3UYECKUX NOMOKU
cepsepa, npu onmumanvhom pexcume «AF_PACKET»
Table. 4. Load capacity logic and physical server threads with optimal
«AF PACKET

Ne snpa 1 2 3 4 5 6 7 8 9 10 11 12

Harpyska, | 20,1 | 185 | 27,5 | 195 | 24,7 | 13,7 | 159 | 26,4 | 22,1 | 20,5 | 29,5 | 30,5
%

Ne sipa 13 14 15 16 17 18 19 20 21 22 23 24

Harpyska, | 24,7 | 12,7 | 27,4 | 239 | 194 | 221 | 20,5 | 225 | 225 | 21,2 | 146 | 28,3
%

Hammm pe3ynbTaTsl MO3BONISIIOT CEaTh BEIBOA O 3()(EKTHBHOCTH TapajuieT3annum
anmapaTHo-niporpammHoro sapa B UNIX-cucremax mocpencTBOM HCIIOJIB30BAHUS
CIEUAIN3UPOBAHHBIX PEXUMOB, KOJIOB U aJlTOPUTMOB. T.0. paBHOMEpPHas Harpy3Ka
Ha (DM3MYECKHX spaX MO3BOJISIET YBEIMYHUTh MPOU3BOJAMTENHLHOCTh (HU3MYECKOTO
cepBepa U MOBBIIIAET IPOIYCKHYIO CETEBYIO CIIOCOOHOCTh B HECKOJIBKO pas3.

5. 3aknroyeHue

B nanHoi crathe OBUIa pacCMOTpeHa BO3MOXKHOCTH YBEIHUYCHHS HArpy30YHON
CIOCOOHOCTH (DU3MUYECKOTO cepBepa il O0ecCleueHus] OTKa30yCTOHYMBOCTH K
DDoS-atakam tuna «SYN», B KOTOpPBHIX MMEETCS MHOTOMHJUIMOHHOE COYETaHue
CETEBBIX NMAKETOB. DTO JEJaeT BOZMOXKHBIM B KpaTJalIIne CPOKH 3aIIOTHUTH KaHAaJ
W CeTeBOM CTeK W BBIBECTH (U3MUECKUIl CepBep M3 30HBI yJAIEHHOTO
oOcmyxuBanus. BbIM TpHBEIEHB! Kak NPHMEPHl KOJOB Ha s3blkax «C++» u
«BASH», koTopBle MOMOINIM OpPraHW30BaTh MYJIbTH-ONTHMU3anuio. [IpeacTaBineHs
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pe3yJIbTaThl TECTHPOBAHMS pa3pa0dOTaHHBIX anropuTMoB. Ha HawanpHOW craanu
MOJy4YeHa BO3MOXKHOCTh OOpaOOTKM CETEBBIX MAaKETOB, CKOPOCTH IIOCTYIUICHHS
KOTOPBIX COCTaBIIseT MOpsAKa 4 MUJUIMOHOB B cekyHAy. Ilocne npuMeHeHus IByX
CIICIIMATIbHBIX CKPHIITOB Harpy3ka Ha (U3MUYecKue supa CHU3WIACh H, 33 CYET ITOTO,
CTAJI0O BO3MOXKHBIM IPHHHMATh CETEBBIE MAKETHl N0 6 MWUIMOHOB B CEKYHIY.
Pa3paboTaHHBI aXTOpUTM Ha S3BIKE BBICOKOTO ypoBHA «C++» mo3Bommin Ooiee
3(h(eKTUBHO CHHU3WTH HArpy3Ky Ha (pu3mUecKue sapa cepBepa W 00padaThIBaTh
ceteBbie makeThl 10 10x10° B cexyHay. B KOHEUHOM pesyibTaTe TpeICTaBICHHEIH
ITOPUTM MOXET OBITH NMpUMEHUM Ui caepkuBaHust DDOS-ataku pasnuaHbIX
THUIIOB U BHJIOB.
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Uniformly distributed load of hardware and

software core in the UNIX-based systems

E.V Palchevsky <teelxp@inbox.ru>
A.R Khalikov <khalikov.albert.r@gmail.com>
USATU, 450000, Russia, Ufa, st. Marx, 12

Abstract. In this article we consider the problem of maximizing the capacity of the network
stack to the interaction of hardware and software core to ensure the stability of the physical
server. The algorithms and program codes are proposed to optimize the load capacity of the
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CPU by core parallelization. The paper also considers statistics of improved power of
distributed attacks affecting the network infrastructure. It proved the impact of any
application with access to the external global network to the production of the physical server
presented in the form of physical resources. With the help of the developed and implemented
the algorithm (in the language of «BASH»), produced by the distribution of the load capacity
of the physical server cores, to further reduce the load capacity on the processing power of
the CPU is provided. Showcased flowcharts, as well as the final test results of each stage of
development are discussed. Implemented network optimization mode «AF PACKET»,
which has given the opportunity to accept external network packets without any locks that, in
turn, increases the efficiency of achievement of the set goals (upon request from the server to
the client). The possibility of taking up to ten million incoming network packets by software
physical server, which allows for stable processing of information for the smooth operation
under DDoS-attacks «SYN-flood" who realized the possibility of overload multimillion
network packets. A similar number of incoming network packets provides an opportunity to
fill the external network channel, with a consequent increase in the load capacity of the
network TCP / IP stack that covers the remote control area physical server as soon as
possible. Also adversely affect the performance of the working environment.

Keywords: carrying capacity; CPU; parallelization; parallelization of CPU load;
optimization; protection against DDoS-attacks; traffic filtering; filtering malicious traffic.
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