MoaxoA K onpeAeneHnio AOCTUKUMOCTH
NPOrpaMMHbIX AedeKTOB, 0GHaPYKeHHbIX
MeTOA4O0M CTaTUYecKOro aHanusa, npu
MOMOLLM AUHAMUYECKOrO CUMBOSILHOIO
ncnonHeHus’

A.JO. I'epacumos <agerasimov@ispras.ru>
JI.B. Kpyenoe <kruglov@ispras.ru>
M.K. Epmaxos <mermakov@ispras.ru>
C.I1. Bapmanog <svartanov@ispras.ru>
HUnemumym cucmemnozo npoecpammupoganus um. B.11. Heannuxosa PAH,
109004, Poccus, . Mockea, ya. A. Coaxcenuysvina, 0. 25

AnnoTtamus. Cpean METOJIOB aHAJIM3a MPOTPaMM Ha HaTMUYUe J1e()EKTOB BBIICISIOT METOBI
CTaTUYECKOTO W JWHAMHYECKOTO aHaium3a. B  JaHHOHW cTaThe MBI Mpeaiaraem
KOMOMHHPOBaHHBINA MOJIXOI, 3AKITIOYAIONIMNACS B IPUMEHECHUH AUHAMUYIECKOTO CHMBOJIBHOTO
UCTIOJTHEHUS Ui ONpPEACTCHUS JOCTIKHUMOCTH Ne(eKTOB, HaWJACHHBIX NPH HNOMOIIH
CTaTUYECKOTo aHanm3a. [IpemiaraemMelii TOAXO SABISETCS Pa3BUTHEM paHee MPEIOKEHHOTO
MOJIX0/a OTpeAeNeHUs JOCTHKUMOCTH OIPENIeNIEHHOW UHCTPYKIIMK B MPOrpaMMe METO/IaMHu
JIMHAMMYECKOTO ~ CHMBOJIBHOTO  HCIIOJIHEHMsS, TPUMEHEHHOM MOCIEA0BATEeNILHO ISt
HECKOJIbKAX TOYEK B MPOTpaMMe, BKIIOYAIONINX TOYKH WHHUIHATH3ANU Je(eKTa, yCIOBHbIC
nepexoasl B Tpacce aedekTa M TOYKy peanmusanuu nedekra. C Hayama MPOM3BOIAMTCS
CTaTUYECKHH aHaJM3 HWCIOJHAEMOTO KOoJa TMpOTpaMMBl C MENbI0 BBHIACICHUS IIyTeH
WCTIOJTHEHHUS, KOTOPbIe MPUBOAAT K TOYKE WHHUNUAIM3AIMU nedekra. [lamee mpou3BoanuTCS
BBIUNCIICHHE BXOIHBIX JAHHBIX, MPHUBOIAMIMX K TOYKE WHUIUAIU3AIHNU AEPEKTa METOIOM
TUHAMHYECKOTO CHMBOJBHOTO WCIIOJNHEHUS M MPOXOKACHHUS 0a30BBIX OJIOKOB, JISKAIIUX Ha
Tpacce aedeKTa, BKIOYAs TOYKY peanu3anuu aedekrta. Beibop Hanbonee mepcreKTUBHOTO
MyTH JUIS UCTIOJHEHUS MPOrpaMMBbl MPOU3BOIUTCS MPHU MOMOILIM METPUKH MHHHUMAJIbHOTO
paccTosiHUSL OT IMYTH MWCIOJHEHHUs Ha MpeNbIIylledl UTepaluu 10 CIeayrolleld TOYKH Ha
Tpacce nedexra. MeTprka BbIUUCISIETCS Ha OCHOBE MyTel B rpade BHI30BOB B IpOrpamme,
pacumpeHHOro TpadoM MOTOKa yIpaBieHus (YHKIUH Ha IMTyTSX UCTIONHEHHUS, IPHUBOISAIIAX K
peammzanun nedekros. [Ipemnaraemslii moaxox ObLUT MPOBEPEH HA HECKOIBKHUX MPOrpaMMaXx C
OTKPBITHIM HCXOJIHBIM KOJOM H3 KOMIUIEKTa YTHIIUT KOMaHIHOHM CTPOKH OIEpallHOHHOM
cuctemsl Debian Linux. B pe3ynbrare sKcriepuMeHTaIbHON MIPOBEPKU OBLIO ITOATBEPXKICHA
BO3MOJKHOCTh TIPUMEHEHHUS JTAHHOTO MOAX0/a K Kiaccuukanuu 1e(eKkToB, HallICHHBIX PU

HccnenoBanue NpOBOAUTCA B paMKaxX HayyHO-HCCIEAOBAaTENbCKUX padoT MHcTuTyTa
cucreMHOT0 niporpammupoBanus uM. B.I1. ViBanaukoBa PAH B 2014-2017 romax
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MOMOIIM CTAaTUYECKOTO aHaim3a mporpamM. Takxke, ObBUIM OOHAPYXEHBI HEKOTOPHIC
OTpaHMYEHMSI, NPEISTCTBYIOUIME BHEJPEHUIO JAaHHOTO I[0JAXO0Ja B IPOMBIIUICHHbIE
MHCTPYMEHTH! aHanu3a. OJHUM U3 HAIpaBlICHUH DadbHEHIINX HCCICIOBAHUI MOXKET OBITH
BBIOPAHO MCCIICOBAHUE TTOIX0/I0B K CHITHIO 3TUX OTPAaHHICHUIH.
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1. BeedeHue

CeromHs TOCTOSHHO pacTéT CIOXKHOCTh pa3padaThlBa€MOT0 IIPOrPaMMHOTO
obecrieueHnsi, B CBSI3M C 4YeM 3a/Jadya aBTOMATHYECKOrO OOHapyKeHUs H
BOCIIPOM3BEICHHS MPOTPAMMHBIX Je(EKTOB CTAaHOBUTCS BeCbMa akTyalbHOH. [lo
OJTHOI M3 BO3MOXKHBIX KJIacCH(UKAUl METOJOB aHAJM3a MPOrpaMM BCE ITOJIXOJIbI
MOXKHO pa3[eNuTh Ha JiBe€ OOJbIIME TPYHIbI: METOJBl CTAaTHYECKOTo aHaiu3a U
METOBI TMHAMHUYIECKOT0 aHaJIM3a.

CraTuyeckuii aHaIn3 MPOU3BOAUTCS Oe3 3aIycKa IMporpaMMbl Ha UCIIOJHEHHE U KaK
MPaBUJIO N0 HEKOTOPOW CEMAHTHYECKOHM MOJENU IpOorpamMMbl, MOCTPOEHHOH IO
HUCXOIHOMY WM HcHoiHsAeMoMy Koxy. CyliecTByeT HECKOJBKO TPHIOKCHUH
CTaTUYECKOTO aHalli3a MpoTrpaMM, TaKuX Kak cOop merpuk [1l] m moctpoeHme
BEIBOZIOB O KAaueCTBE IPOTPAMMHOTO OOCCIIEYeHHs Ha WX OCHOBE, TeHepaIus
TECTOBBIX cuieHapueB [2]. Tak wiu MHaYe METOBl CTATHIECKOTO aHAIN3a MIPOTPaMM
TpeIHa3HaYeHBI I 00eCIIeYeHNsT KauyecTBa MPOTPAMMHBIX MPOAYKTOB, B CBS3HU C
4YeM METOJBI OOHAPYKEHHUS Je(PEKTOB U ySI3BUMOCTEH 0€301MacHOCTH B MPOTpaMMax
MONYYHIIM HamOoliee IIMPOKOE pACIPOCTPaHCHHE B WHAYCTPUH MPOTPAMMHOM
umkenepun [3, 4, 5]. CTouT OTMETHTH, YTO METOIBI CTATHYECCKOIO aHAIHM3a
HEJI0CTAaTOYHO TOYHBI B OOHapykeHuu ommbok [6, 7], u cBA3aHO 3TO B MEPBYIO
ouepens ¢ obecrieueHHeM TpeOOBaHUHI MaCIITAONPYEeMOCTH M IPOU3BOAUTEIEHOCTH
ananusa [8, 9].

JuHaMudeckuil aHaTU3 MIPOU3BOAUTCS JINOO B MPOIECCE MCHOTHEHUS MPOTPAMMEI
(online-anamuz) [10, 11, 12], mu6o mocne 3aBepiuenust paboter mporpammsr (0ffline
wii post-mortem ananus) [13]. Cpeaur METOI0B AMHAMHUYECKOTO aHAIU3a IPOrPaMM
CTOMT BBIIEIUTh JUHAMHYECKOE CHMBOJIbHOE HCIONHEHUE [14], TakKe M3BECTHOE
Kak KOHKpeTHO-cuMmBosibHOe (concolic — concrete and symbolic) [15], xoropoe
COBMEILIAET PeaibHOE HUCIOJIHEHUE TIPOrPaMMBbl ¢ CUMBOJIBHBIM HCIIONHEHHEM [16].
JluHaMuueckoe CUMBOJBHOE MCHOJHEHHE TII03BOJIAET MPHUMEHATh TEXHUKH
UCCIIeIOBaHUs myTed mporpammsl [17] W, 100aBisis npeaukaThl 6E30MacHOCTH K
orpaHuyeHusM mnytu (path constraint), mnpoBepsTs NOTEHUMATBHO OMACHBIC
orepalMu Ha HaIMYMe peIbHBIX OMMOOK B TporpaMmax. JlnHammuueckoe
CHMBOJILHOE MCIIOJHEHUS TIPUMEHSETCS /ISl TAKUX 33/1a4 KaK TeHepaIysi TeCTOBBIX
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NOKPBITHH, aHAIN3 YTEUeK KPUTHYCCKHX TAHHBIX B MPOTrpaMMe, aBTOMATHYECKas
reHepaiss (QUIBTPOB A8 BXOAHBIX JAHHBIX C LEJIbI0 MPEIOTBPAIICHHS
JKCIUTyaTallK YSI3BUMOCTEH B IpOrpaMMax, oOHapyKeHHe OIIUOOK U YSI3BUMOCTEH
B mporpammax [18]. Hamboiee cepbe3HbIM OrpaHHYCHHEM Uil MPUMEHEHHS
METOZOB YHCTOTO IMHAMUYECKOTO CHMBOJBHOTO HCIIOJHEHHS MU aHalu3a
IPOTrpaMM SBISIETCS MpobiieMa SKCIOHEHINAIBHOTO B3phIBA KOJIMYECTBA MyTeH s
ananmsa (path explosion). Kaxmelii yCrloBHBINM Tepexo B MPOTpamMMe, 3aBHCSIIINIA
OT BXOJHBIX JIAaHHBIX, HOTCHINAJIGHO YBEINYMBACT KOJIMYECTBO MyTeH M aHAIH3a
B [IBa pa3a, YTO B KOHEYHOM HMTOTE NMPUBOAUT K PE3KOMY POCTY KOJIMYECTBA ITyTEeH
IUISL aHAIM3a W HEBO3MOXKHOCTH HcueprbiBatomero (exhaustive) ananmsa peanbHbIX
OpPOrPaMM.

B cBs3M ¢ yKa3aHHBIMH BBIIIE U3BECTHBIMH OTPAaHHYCHUSAMH CTATHYECKOI'O aHAIM3a
Y IUHAMHYECKOTO CHMBOJILHOTO HCIIONHEHUS, IPUMEHEHHBIMHU B MOCIIETHES BpeMs
pa3BHBAIOTCS KOMOWHHMPOBAHHBIC IIOJIXOJbI, IO3BOJISIONINE KOMIICHCUPOBATH
HEJIOCTaTKH KaXXIOr0 M3 MOAXOMO0B B OTAeIbHOCTH. B pabore [19], mocesmieHHOM
omucannio uHctpymenta Check’n’Crash, paccMarpuBaetcs MOAXOA COBMEIICHHS
CTaTHYECKOT0 aHajM3a KoJia MporpaMM Ha s3bIke Java ¢ 1enbio OOHapyKeHHs
KPUTHYECKHX OLIMOOK BPEMEHM HCIOJHEHMs M IleJICHANPaBICHHOW TeHepaluu
TECTOBBIX CLIEHAPUEB IS TIOTBEP)KACHUS HAJCHHBIX OLIMOOK B ITPOIIECCE 3aIycKa
CTeHEpHPOBAaHHBIX TecToB. B pabote [20] onmchiBaeTCs MOAXOA K YIYYIICHHIO
NPOU3BOAUTEIILHOCTH T'eHEPaLld TECTOB Ul OIIMOOK, HAICHHBIX B IMpOrpaMmax
IpH TIOMOLIM CTATHYECKOrO aHanu3a, IyTéM BbIIeNeHUs cpe3oB  (slice),
OTHOCSIIUXCS TONBKO K MOTOKY IAHHBIX, BIMSIOIMIMX HA HaiIeHHYI OmuUOKy. B
padote [21] ommceBaercs mHCTpyMeHT CONBOL, xKoTOpOM METOA CTaTHYECKOTO
aHaJM3a UCIMOJb3yeTCs ISl OOHApyKeHUsl OMIMOOK B (YHKIMSAX MPOTPaMMbl M
reHepalyy TECTOBBIX CLEHAPHEB Ui JEMOHCTpAalMM HalWJeHHbIX omunbok. B
pabore [22] paccmarpuBaercs wuHCTpymeHT HVDS, kortopsiii coBmeriaer
oOHapy)XeHHE TIO/IO3PUTEIBHBIX MECT B IIpOrpaMMe METOAOM CTaTHYECKOTO
aHAIIN3a M TEHEePAIMIO BXOMHBIX JAHHBIX ISl TIPOXOXKICHHS MO MYTH, TPUBOISIIEM
K HalJeHHBIM TIOJ03PUTENBHEIM MecTaM. B pabore [23], mOCBSIIEHHOM
unctpymenty DSD-Crasher, xotopsiii  passuBaer wumeun  Check’n’Crash,
OIKCBHIBACTCA TONXOJ K OOHapyKEHHI0 KPUTHYECKUX OIIMOOK BpEMEHH
UCIIOJIHEHUsI, NPUBOAAIINX K aBapUHHOMY 3aBEpIICHUIO MPOrPaMMbI ITyTeM
COBMEILICHHUS CTAaTHYECKOr0 aHaju3a MPorpaMM Ha si3bIKe Java, KOTOPBIH IMojydaeTt
OrpaHUYCHUS HA 3HAYCHUs BXOJHBIX JAHHBIX HA OCHOBE M3BJICUYCHHS MHBAPUAHTOB
NOBEJCHHUS NPOrPaMMbl M3 MMEIOLIUXCS TECTOB MPOrPaMMbI M aBTOMATHYECKON
reHepalMd TECTOBBIX CIEHApWUEB Ui NPOBEPKM HWCTUHHOCTH HAMJICHHBIX
MPOTPaMMHBIX OomnOoK. B pabote [24] mpemmaraeTcsi COBMEIICHUS CTaTHYECKOTO
aHaJM3a TMPOrpaMMbl Uil TeHEPalMH PEryJSPHBIX BBIPAKEHHH, OMUCHIBAIOIINX
OTpaHHYCHUs] HA BXOJHbIE JAaHHBIE MPOTrPaMMbI, T'€HETHYECKOIO alropuT™Ma JUis
reHepaIiy BXOAHBIX JaHHBIX MPOTPAMMBI TS OOHAPYKEHHUSI KDUTHIECKHX OITHOOK
BPEMEHHM HCIIOJHEHMsI mporpammbel. B pabGore [25] mnpemmaraetcs wmeTon
COBMEILIAIONIMI CTATHYECKUH aHATM3 HAa OCHOBE aOCTPAKTHOH HHTEPIpeTaluu
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MPOTPaMMBI W TEHEpaIMi0 TECTOBBIX HAOOPOB IS TOATBEPKACHUS NEPEKTOB B
nporpamMe. B pabore [26] mpemnaraetcs mMoaXoa K COBMEIIECHHIO CTATHYCCKOIO
aHaJIM3a MMPOrpaMM JUIs OreparionHoi cucrembl Android ¢ 1enpio oGHApYKeHUs
MOCJIEIOBATEIEHOCTH  COOBITHH  ONEPAallMOHHOW CHCTEMBI, TPUBOIAIMICH K
WCIIOJIHCHHUIO OTPE/ICICHHBIX YacTed KoJa MporpaMM, ¥ JHHAMHYECKOTO aHaln3a
MpOTpaMMBI ~ HANpPaBJIAEMOr0  3Toi  WHMOpMAIMed ¢ IeIbl0  TIeHepaluu
MOCJICIOBATEIILHOCTH COOBITHI, MPUBOMANIMX K HCIOJHEHUIO TMPOrPaMMBbl O
KPUTHYCCKUM C TOUKH 3pCHHS 0C30MaCHOCTH MyTsAM B IporpaMMe (¢ JHHAMHYECKOM
3arpy3Koil Kojia I BBI30BAMHU K METO/IaM OTEPAIlHOHHOM cucTeMbl). B pabote [27]
paccMaTpuBaeTCs HMHCTPYMEHT, COBMCHIAIOIINN JUHAMHYECKOE CHMBOJBHOE
WCIIOJIHEHHE MporpaMM Ha si3eike C#, KOTOpoe B IpoIecce MOCTPOSHHSI TECTOBOTO
MOKPBITUSL TPOTPAMMBI  OJHOBPEMEHHO IMPOBEPSACT 3allpeUICHHBIE COCTOSHH,
3apaHee HaiileHHble B IpOIecce CTAaTHYECKOTO0 aHalIW3a  IPOTrPaMMEL,
00HapyKUBAIOIIETO HAPYIICHNE KOHTPAKTOB BEI30Ba () YHKITHIA.

B nmanHO# cTaThe MBI paccMaTpUBacM MOIXOJ COBMEIICHHS CTATUYECKOTO aHAIN3a
HCXOHOTO KOJa TPOTpaMM C IEIb0 OOHApY)KEHHS MOTCHIHANBHBIX IE(PEKTOB,
CTaTUYECKOTO aHajm3a OWMHAPHOTO KOIAa TPOTrpaMM C IIEeTbI0 IOCTPOCHUS
BO3MOXKHBIX MyTEH 0 MECTa MOTEHIMAJIbHOTO NMe(peKTa W BBIYUCICHHUS BXOTHBIX
JAaHHBIX JIsI OOCTHUXCHHUA IIOTCHIIMAJIbHBIX I[e(l)eKTOB C y’-IéTOM MMPOXOKACHUA
TpaccChbl ,ue(beKTa npyu noMomu JUHaAMHUYCCKOI0 CMMBOJIBHOT'O UCIIOJTHCHUS . CTaTI))I
OpraHM30BaHHA CIEYIOIUM 00pa3oM: B pasele 2 naéTcs KpaTkuil 0030p MOHSTHIA
W MOJIXO0B K aHAIU3Y MMPOrpamm, B paszeic 3 ONMUCHIBACTCS MpeiaracMblii HAMU
MoAXoa K IOCTPOCHHIO BXOJAHBIX AAHHBIX IJIA MOATBEPKIACHUA HNOCTUKHUMOCTHU
nedekToB, B paznene 4 IPUBOAUTCS OMUCAHHE U Pe3yJIbTaThl SKCIEPHUMEHTAIBLHON
MPOBEPKH TMPEIJIOKEHHOT'O TOAXOIa, B pasfele S5 [elaroTcs BBIBOOB H
MpeJUlaraloTcsl JajbHEHIIAe HampaBIICHUsT WCCICJOBaHUH B O0NAcTH aHamW3a
MpoTpaMM Ha HaIU4He 1e(heKTOB.

2. 0630p 6a3oebix NoHIMULU

2.1 NedreKTbl ¢ TPAacCON NCNOJNHEHUA
Cpemu nedexToB, OOHApyKMBAEMBIX CTATHUECKMMH aHalIW3a TOPAaMH CTOUT
BBIJICTUTh Tpyniy Ae(eKToB, KOTOpble HasbIBaloTCs nedexkraMu ¢ Tpaccoii
UCTIOJIHEHHUSI WM JedeKTaMH THIA «MHUIHaIu3anug-peannsanus». Ha Puc. 1
MIPUBECH MpUMEP IPOTPaMMEI ¢ 1e(eKTOM TaKOTo THIIA.
void * alloc buffer(size t size) {
return malloc (sizeof (int) * size);
}
void mlk(size t number, int * input) {
int *buffer = alloc buffer (number);
memcpy (buffer, input, number);
if (number < 2) {
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return; // Memory leak

}

// Processing of data

free (buffer);

Puc. 1. [Ipumep ¢ppacmenma npozpammel ¢ depekmom muna
CUHUYUATUZAYUA-DEATUSAYUALY
Fig. 1. Example of a program fragment with an initialization-implementation type
defect

OmmubouHas cUTyallusi MHHLHAnu3upyercs B QyHKuMH alloc buffer mytém
BBIIENICHUS MaMATH. Jlanee B 3aBUCUMOCTH OT BBIYUCIEHUS ycloBHsa if (number
< 2), KOTOpoe B JaHHOM Cilydyae MOMNaJaeT Kak cOOBITHE B Tpaccy aedexra,
MPOUCXOJNUT MEPEX0]] Ha OIepaTop Bo3BparTa u3 (PyHKINH, Ha KOTOPOM IIPOHCXOIUT
peanm3anysa nedekra yTedka MaMsITH B CBA3HM C IOTEPEH 3HAYCHHS JIOKAJIBHOTO
ykaszarensa buffer.

Takum oOpazom jaedeKThl THNA «MHULIUAIH3ALUI-PEATN3AM» ONpPEACIIOTCS
CIEIYIOIMMH XapaKTepUCTUKAMU!

®  mouka unuyuaruzayuu 1ePexTa, rue NPOUCXOAUT HHHLIHATH3AINH
OIIMOOYHOW CUTYAIIHH,;

® moYKa peaiusayuu ;[e(beKTa, TAC MMPOUCXOAUT omurboYHas CUTYyalusl;

® mpacca OT TOYKH WHUIHATH3ALINH 10 TOYKU peasTN3aIiy OMIHO0UYHON
CUTYAIINH, €CIIN KaKue-1100 crennpudeckue CoObITHS 3apeTUCTPUPOBAHBI
CTaTHYECKUM aHAJIN3aTOPOM MEX]y TOUKaMHU WHULIHATH3alUuN 1
peanmzanuu fedexra.
Pa3sIMeHOBaHME HYNEBOTO yKa3aTens, Pa3bIMEHOBaHME HEWHUIIMAIM3HPOBAHHOTO
yKazarelysi, MCIIOJIb30BaHWE HENMPOBEPEHHBIX BXOJHBIX IAaHHBIX B YSI3BUMOM
(yHKIIMH, yTeuKa MMaMsITH, yTedka pecypca, BBIXOJ 3a TpaHuilbl Oydepa B maMsaTH
ABJISIIOTCSL Ie)eKTaMU THIIA «MHHUIMATH3alUsI-pealn3anyis» U OOHapyKUBAarOTCS
IIPY ITOMOIIY aHAIN3a, YyBCTBUTEIBHOTO K IIYTH MCIIOJIHEHHS B IPOTPAMME.

2.2 NMyTb ncnonHeHus

[lyts wucnonHeHMss B TIpOrpaMMe TIPEJCTaBISET COOOH IOCIeN0BaTEIbHOCTD
UHCTPYKLIUH OT TOYKM BXOAAa IO TOYKM OCTAHOBAa IPOTrpaMMBbI, UCIOJHEHHBIX
nponeccopoM. Ecnu  moBeneHune NporpaMMel  I€TEPMHHHUPOBAHO, TO IYTh
WCIIOJIHEHHUSI MOXKET OBITh OIMCAH IOCIIE0BATEIbHOCTBIO YCIOBHBIX IIEPEXOJIOB,
OpY 3TOM JJs KaXIOrO0 IIyTH HCIOJHEHMsSI MOXKET CYIIECTBOBaTb OT HYJS A0
HECKOJBKUX Pa3IMYHBIX HAaOOpOB BXOAHBIX MAaHHBIX. [Ipm 4éM Kakaelii W3 HUX
YHHUKAIbHO HWACHTUQHUIMPYET E€IUHCTBEHHBIN NyTh HMCHONHEHUsS. s reHepanuun
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BXOJHBIX [JaHHBIX B IIPOLIECCE HTEPATHBHOIO JIMHAMUYECKOIO CHMBOJIBHOIO
UCIIONIHEHHUSI TPOrpaMMBbl TpebyeTcst coOpaTh Tpaccy HCIOIHEHHA, B BHIC
MHCTPYKIOWH, HCIOJHEHHBIX IPOIECCOPOM, HYTOOBI MOJYYUTh JOCTATOYHO
nH(pOpMaLUH AJIs OTIPEAEIICHNS HOBOTO ITyTH NCIIOJIHEHUS IPOTPAMMBI.

Ha puc. 2 npencraBieH npuMep NporpaMmsl, B KOTOPOH AE(EKT pa3bIMEHOBAHUS
HYJIEBOTO yKa3aTeNs pealu3yeTcsi, €CIH B Ka4eCTBE TIEPBOrO apryMeHTa KOMaHIHOI
CTpOKH OyJeT mepemana crpouka 'bad’.

int main(int argc, char* argv([]) {
char* buffer = NULL;
if(argv[1][0] == 'b'")
if(argv([1l][ == 'a')

1[2] == 'd")
f(”%$s\n”, buffer);

o

1
if (argv]|
prin
return 0;
}
Puc. 2. [Ipumep nymu ucnoanenus, npuoosaue2o K degpexmy 8 npozpamme
Fig. 2. An example of the execution path leading to a defect in the program
I[J'Iﬂ MOATBCPIKACHUA JOCTHXKMMOCTH z[e(beKTa B nporpamMmme METOJOM
HUTCPATUBHOTO JUHAMH4YCCKOI'O CHMBOJIBHOT'O HUCIIOJIHCHUA H606X0,I[I/IMO
CICHCPUPOBATH TaKoH Ha60p BXOJIHBIX NAHHBbIX, KOTOpBIf/i IpUBEACT K UCIIOJHCHHUIO
nporpamMmbl 10 IIYTH, COACpPKALIEMY TOYKY WHHUIHUAIN3ALUN z[e(beKTa, TOYKHN
coOBITHIT Tpacchl AeekTa i TOUKY pean3anuu aedexra.

2.3 UtepaTnBHOE ANHAMMNYECKOE CUMBOJSILHOE UCMOJTHEHME

B mporecce UTepaTHBHOrO AWHAMUYECKOTO CHMBOJIBHOTO HCIIONHEHHS IIPOrpaMMa
3aIlyCKAaeTCsl MHOMECTBO Pa3 M Ha KaKAOM WTEpalldH 3allyCKa aHalHu3HpyeTCsI
HOBBIH MyTh B MPOTpaMMe. JTO JOCTHTaeTCsl PUMEHCHHEM METO/a YepelTOBaHHS
nyteit (path alternation), ocHoBaHHOM Ha WHBEPTHPOBAHWH HANPABICHHS MEPEXo/ia
B OJIHOM M3 YCJOBHBIX IEPEXOJOB, 3aBHUCSIIEM OT BXOJAHBIX JaHHBIX. [lyTh B
MporpaMMe OTMpeAeNseTcs] CUCTeMON (GOopMyJl, ONMUCHIBAIONICH OTpaHWUYEHUS Hal
00IacTIMH MaMsATH W PETHCTPaMH, cojepXKaliuMu momeuennbie (tainted) manmbie,
TO €CTh JaHHBIC TMOJyYCHHBIC W3 BHEIIHUX HMCTOYHHUKOB, TAKAX KaK apryMEHTHI
KOMaH/JHO! CTPOKH, CTaHAApTHBIE [IOTOKK BBOJA BBIBOJA, (aiiiiel U apyrux. Bymem
Ha3bIBaTh TaKylo cucTeMy (hopMys HabopoM orpannueHuit mytu (path constraint).

Jnst mocTpoeHust cucteMbl GOpPMYJT OTpaHHYEHHH IMyTH TPeOyeTcs OTCIICKHBATh
NOTOK OMepanuii HaJ MOMEYECHHBIMH JAaHHBIMH B IporpaMme B Tpolecce eé
ucnonHenus. s 3Toro Tpedyercs OTCIEKUBATH BCE ONCPAlMM YTCHHUS U3
MCTOYHMKOB BHELIHWX JaHHBIX OPOrpaMMbl M OMNEpald Iepe3anucu paHee
NPOYUTAHHBIX [OMEYCHHBIX 3HAYCHHH 1O TeX IMOop, IOoKa OHHU He OyayT
nepe3anucalbl  HEIOMEYCHHBIMH  (BHYTPEHHHMH)  JAHHBIMH  HPOrPAMMBL
TTOCKOJIBKY KaXIBIH IMyTh B TPOTPaMME OTPEAEIACTCS MHOKECTBOM YCIIOBHBIX
MIePEXO0/I0B, YCIOBHS KOTOPHIX 3aBUCAT OT BHEIIHHWX JIAHHBIX MPOTPAMMBI, TO OHH
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TaKKe JOJDKHBI OBITH 3amucaHbl B (opMysly orpaHuyeHuil mytu. HoBbl myTh B
porpaMMe MOXET OBITh IIOJIydeH WHBEPTHPOBAHUEM YCIOBHUH B HCXOJHOM
¢dopmyne orpanmuenuii mytu. Ilpeamonoxum B Tpacce ectb N yCIOBHBIX
MEepeX0J0B, 3aBHCAIIMX OT BHEUIHUX JMaHHBIX nporpamMel. CoorBercTBeHHO N
HOBEIX HAOOpOB BXOAHBIX MaHHBIX 1t N myTedl B mporpamMme MOXET OBITh
CTCHEPUPOBAHO II0 PE3YJIbTATaM HCIIOJHCHHS [0 JaHHOMY IyTH. Tpacca HOMep i
OyIeT COOTBETCTBOBATH i-MOMY YCIOBHOMY IEPEXOAY, BCE YCIOBHS IO YCIOBHSA |
JOJDKHBI OCTaThCSl HEM3MCHHBIMH, @ YCJIOBHS ITOCIC | TOJDKHBI OBITH HCKIIFOYCHBI U3
tdopmynel orpanmdeHnil myTd. [IpoBepka cHCTeMBI (QOpPMYyN OTrpaHWYCHHH Ha
BBIIIOJTHUMOCTB TO3BOJIUT, B CIy4ac BBHINOJHUMOCTH, ITOA00PaTh 3HAYEHHUS HOBOTO
HabOpa BXOJAHBIX JaHHBIX, COOTBETCTBYIOIETO HOBOMY IIyTH WCIOJIHEHHS B
nporpamme.

Ha mepBoM 1mmare UTEpaTHBHOTO CHMBOJBHOTO HCIIOJHEHHUS IporpaMma
3aIlyCKacTCd C HCKOTOPLIM Ha4YaJbHBIM 3HA4YCHUCM Ha6opa BXOOHBIX JOaHHBIX
(3epHOM) M CTPOMTCA HayajJbHasg Tpacca UCIOJHEHMS mporpaMmsl. [locie Toro, kak
yCioBUA YCIOBHBIX TIIEPEXOJ0B, 3aBUCAINIUX OT BXOJHBIX JaHHBIX, 6y}1yT
WHBEPTUPOBAaHBl M OyIyT CreHEpUPOBAaHBbI HOBHIE HAOOPHI BXOJHBIX JIaHHBIX,
KaXIplii M3 KOTOPHIX OyAeT OLEHEH IpH IOMOIIM HEKOTOPOH 3BPUCTUKH,
HOKaSLIBaIOHIeﬁ NEPCHOCKTUBHOCTL aHa/iu3a MpOrpaMMbl IO COOTBCTCTBYIOUIEMY
Habopy mytu ucnonHeHus. Kaknomy HaOopy BXOIHBIX NaHHBIX IPHCBAaUBAETCS
OLICHKa Ha OCHOBE 3BpHUCTHKU. Habop BXOIHBIX NAaHHBIX C Jy4mleld OICHKOH
BBIOMpaeTCs I 3allycKa IporpaMMBl Ha clenyromei urepamun. Bee ocranbHble
HaOOPBI COXPAHSIOTCS AJIS MCHOJNB30BaHMS Ha TMOCIEAYIOIUX Hurepanuix. Korma
YCIOBHE B OIpEIEICHHOM YCIOBHOM IIEPEXOA€ HHBEPTUPOBAHO, BCE YCIOBHSA
YCIOBHBIX IEPEXOJOB 10 HEro JOJDKHBI OBITh NPOUTHOPHUPOBAHBI B IIpoOIecce
WHBEPTUPOBAaHHMsS Ha CIEAYIOLIEH WTepaluMd aHanuuM3a IpUd  3alycke Ha
COOTBETCTBYIOLIEM Ha6ope BXOOHBIX JaHHBIX. JIJ'IS[ 9TOro MHCTPYMCHTY aHajin3a
BMeCTe ¢ HAOOPOM BXOJHBIX JIAHHBIX JIJISl aHATTU3UPYEMOU MPOrpaMMBbI MepeaaeTcs
HOMEp YCJIOBHOTO II€pexXOAa, HAauMHAS C KOTOPOTO HEOOXOIMMO HPOBOJUTH
WHBEPTUPOBAHHE YCIOBHOTO BBIPAXKEHUS U TOJYYEHHs CJIEQYIOIIMX HabopoB
BXOJHBIX JaHHBIX. Cpean 3BPUCTHK MOKHO BBIJICIUTH CIEIYIOIIUE: CITy4aiHbIH
BBIOOp, MHTEpeceH HaunOoiee MIyOOKWH ITyTh, MHTEPECEH IIyTh C MaKCHMAJIbHBIM
MPUPOCTOM NPOAHATN3UPOBAHHBIX 0A30BEIX OJIOKOB U APYTHE.

3. OnucaHue nodxoda

3.1 0630p

B kauecTBe BXOAHBIX JaHHBIX JUI TPEANAraéMoro HOAX0Ja MpeiIaraeTcs
UCIIONIb30BaTh IPEAYNPEXICHHE O IOTCHIMAIbHOM JedeKTe B IporpaMme,
CTeHEpHUPOBAHHOE HHCTPYMEHTOM CTATHYECKOTO aHAIN3a WIIM aHAJIUTHKOM, a TaKkXkKe
WCTIOJHAEMBIN KOJ MPOrpaMMBbl, COOpPaHHBIN U3 TOTO K€ MCXOIHOTO KOZa, KOTOPHIH
0BT 00paboTaH CTaTHYECKUM aHAIM3aTOpPOM. [IpemynpexxaeHne MOKeT coaepkKaTh
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JeTaIbHYI0 HHpOpMAIHIo 0 nedekTe, TaKy0 KaKk TOYKY MHUIMAIU3AINH, TPACCy U
TOYKYy peanu3auui aedexta. B BBIPOKICHHOM Clydae OHO JOJDKHO COJEpIKaTh
TOUKy peanu3anyu gedexra. Cama 3a1ava MOATBEPKICHIS TOCTIHKAIMOCTH TeexTa
MOXeT OBITh pa3/ielicHa Ha HECKOJIbKO 1M0/13a/1a4.

Bo-repBbIX, MPOMCXOAUT Mpeodpa3oBaHUe Tpacchl AeeKTa B MCXOTHOM KOJIC B
Tpaccy nedexTa B HCHOIHIeMOM Koze. Takoe mpeoOpazoBaHue TpeOyeTCs B CBS3H C
TEM, YTO B MPOIECCEe JAUHAMUYECKOTO CHMBOJBHOTO HCIIOJHEHHS MPOU3BOIMTCS
aHalM3 WCIOJHAEMOrO KoJla TPOTpaMMbI M HCIOJb30BaHUE HHGOpMaImu 00
HCXOJTHOM KOJIC Ha JAHHOM YPOBHE HE MPEICTABISACTCS IIelieco00pa3HbiM. B To ke
BpeMsl HAIMYMAC ONTHMH3ALUH KOJa MOXKET CEPbEe3HO H3MCHUTH CTPYKTYPY
UCIIOJIHAEMOTI'0 KOJia TI0 CPAaBHECHUIO C HCXOJHBIM KOJOM, B CBSI3H C 4Ye€M B
OIMHUCBHIBACMOM TIOAXOJIC MPEIIOIaracTCs OTCYTCTBHE ONTUMH3AINN HCIOTHICMOTO
KOJIa.

BO'BTOPLIX, AJig onpeacJieHuss NOCTUKHUMOCTHU I[e(beKTa TUIla «MHUIHUAJIU3a1usa-
peanusanus» TpeOyeTcs MpoaHATU3UPOBATh BCE MyTU HCIOJHCHHS B MPOrpamme,
KOTOPBIE MPOXOAT Yepe3 TOUKY WHHIUATH3ALUK Je(eKTa MpU 4eM MaKCHMAaIbHO
ObIcTpbIM crocoboM. [Insi pelieHust 3TOil 3afadu MpeiaraeTcs HCIOJIb30BaTh
UTEPATUBHOE AMHAMUYECKOE CHUMBOJIBHOE HCIOJHEHHE IS TeHepaluu HabopoB
BXOJHBIX [JAHHBIX U BBECTH HOBYIO OJBPUCTHUKY OIpEJCICHUS Hambolee
MEePCIEKTUBHOTO MyTH ISl aHAIKU3a, KoTopast OyJIeT pacCUYUThIBATh MUHUMAIbHOE
paccTosiHie OT IyTH WCIIOJHEHHUSI MPOrpaMMBbl HA TEKyLIeW WUTEpalH 0 TOYKH
MHHAIMaIM3anuu  Jedekra ¢ ucrmoiib3oBaHMeM Tpada MOTOKa  yNpaBJiCHUs
aHanu3upyeMoii mporpammbel [28]. JlaHHbIA Trpad CTPOWTCA MEpea HAYaIoM
JUHAMUYECKOTO CHMBOJIBHOTO WCIOJHEHHS METOJOM CTAaTHYCCKOrO aHaIu3a
HCIIOJTHAEMOT0 KOJIa.

[Tocne Toro, kak TOYKa WHHUNMAIU3ALMU JedeKkra JOCTHIHYyTa HWTEPAaTHBHO
HCTIONIB3YETCS  HAMpaBJIICHHOE IUHAMUYECKOS CHUMBOJBHOC HCIOJIHEHUE IS
IMMPOXOXKACHUS T10 Tpacce z[e(beKTa OT TOYKHW MHHUIIMAJIN3alITUN ,E[e(beKTa, 4e€pe3 TOYKHU
coObITHII B Tpacce AedeKkTa J0 TOYKH HHHNMAIM3anuu jedekra. Ecim ymaaoch
TMOCTPOUTH Ha6op BXOOHBIX JaHHBIX TaKOﬁ, YTO UCHOJHECHUE NIPOrpaMMbl IPOXOJUT
yepe3 BCIO Tpaccy jedekra, BKIOYAS TOYKM HHHUIMAIW3ANAU M pPeaU3aiuu
OLIMOOYHON CUTYAlUH, TO CYUTACTCS, YTO JOCTHXKHUMOCTD Je(eKTa MOATBEPIKIACHA.
B 0o0OpaTHOM Clly4ae UTepaTHBHOE TUHAMHUYECKOE CUMBOJILHOE UCIIONHEHHUE JOJKHO
OBITh TPOJOIDKEHO IO TeX IOp, MOKa JJIs BCEX W3BECTHBIX MYTEH, MPHUBOASIINX
UCIIOJIHEHHE B TOYKY HWHHIUaIM3aluu jaedekra, He OyneT NpOBeleH aHaiu3
JIOCTHKUMOCTH Ae(eKTa.

3.2 OBpuUCTUKa BblIOOpa KpaTyanlluero nyTu

Jns ObIcTpOro JOCTMIKEHHMS TOYKM HMHUIHMAIM3AIMK Ae(eKTa Mpeaaraercs
UCIIOJIb30BaTh CIEAYIOIIYI0 3BPUCTHKY: U3 BCEX BO3MOXHBIX IyTell HCHOIHEHUS
IIPOrpaMMBbl, IPOXOAIIMX YEPE3 3alaHHbIe TOUKHM, Ha Ka)/OM ILlIare UTepaTUBHOTO
JTUHAMUYECKOTO CHMBOJIBHOTO WCIIOJHEHHS BBIOMPAETCsl TaKOW MyTh, B KOTOPOM
KOJIMYECTBO YCJIOBHBIX IEPEXON0B HauMeHbluee. Kparualmmii myTe 0 TOYKH
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VMHHLMAJIM3aK JieeKTa BEIYUCIETCs Ha rpade MoToKa yIpaBieHUs! IPOrpaMMBl,
MOJIYy4YEHHOTO METO/IOM CTaTHYECKOTO aHAJIN3a UCIIOIHAEMOro KoJia IPOrpaMMBbl J10
Hayalia UTepaTUBHOIO AMHAMUYECKOTO CUMBOJIEHOTO HCIIOJIHEHHUS IPOTPAMMBI.
Yt0061 cOOpaTh BCIO TpeOyouIytocs HHPOPMAIHIO, KOTOpas OyAeT UCHOIb30BaThCs
NPU pacyeTe 3BPUCTHKH KpaTyaulliero IyTH, J0OCTaTOYHO IIOCTPOUTh COKPAIIEHHBIH
rpag BBI30BOB MPOTPaMMBbI, BKIIOYAIOIIUI TOJBKO Te (YHKLHUH, Yepe3 KOTOpHIC
NPOXOANUT IyTh HWCIOJIHEHHsS 10 TOYKH HHUIMANuU3aluu aedeKTa, yepe3 TOUKU
COOBITHIT Tpacchl AedeKTa W TOUKY peanm3alud nedeKTa. ITOT Tpad MBI CTPOUM
METOAOM OOpaTHON TPacCHPOBKHA OT TOYKH HHHIMANM3AIH nedexrta. CHadamda
OIIPENIeISIFOTCS BCE TOYKH BBI30Ba (DYHKIHMH, colepiKalleil TOUKy MHUIHATH3ALHU
nedexTa. 3aTeM ONpeNeISIFOTCS TOYKH BBI30Ba (DYHKITHIHA, BBI3BIBAIONINX (YHKIIHIO,
COZIEePIKAILYI0 TOYKY MHUIMATM3aMU AedeKkTa, ¥ Tak IO TeX Iop, IoKa He Oyner
HaiiieHa (YHKOMA, HE BBI3BIBAIOINAACS M3 JAPYrHX (YHKIHMH [porpaMmbl
(Hanpumep, ryaBHas (YHKLOUS I[IPOrPaMMBbl, SIBISIOIIASCS TOYKOW BXoAa B
nporpammy). Eciu B nporiecce nocrpoenus rpada BEI30BOB BCTpedaeTcss peKypeHus,
TO COOTBETCTBYIOIIME (YHKIMH TPOIMYCKAIOTCS, KaK YK€ BKIIIOYEHHbIE B Tpad
BBI30BOB.

[Tocnie mocTpoeHus HEMOIHOTO rpada BbI30BOB MPOrPaMMBbI JUIsl KaXA0H (QyHKIUH
CTPOUTCSl HEMOJHBIA Tpad) MOTOKA ynpaBlieHHs: (YHKIHMH, COJEPKAIIUIl TOJIBKO Te
0a3oBble OJIOKH M YCJIOBHBIC MEPEXObI, KOTOPBIE JeXKAT Ha MyTSAX, NPUBOASIINX K
TOYKe MHHUIManu3anuu Aedekra. Ilocne mocTpoeHUs Takoro cokpaméHHoro rpada
NOTOKA yIPaBICHHUS HPOrPaMMBI IS KaXKIOTO HANPABJICHHs YCIOBHOTO IIEpexoa B
9TOM rpade MPOCTAaBIACTCS PACCTOSHUE (KOJIMYECTBO YCIOBHBIX HEPEXOIOB) IO
TOYKH WHHMLManu3anuu nedexra. Jlanee OyaeM HasblBaTh TAKOH COKpPAILCHHBIA H
B3BEIICHHBIA Tpad MOTOKA YIPABICHUS MPOrpaMMBbl TpadoM IOCTIDKEHHS TOYKH
WHULHATH3aHN JeeKTa.

Ha puc. 3 wn3obpaxeH rpad AOCTIKEHHS TOYKM WHULMANM3alMu Jedexta B
¢byHkumn target. PaccrosHMe OT TOYKM BbI30Ba (GyHKUMM target u3 QyHKuun
transit 10 Touku wHMIMATK3AIMK aedekTa paBHO 0, MOCKONBKY MBI HCKIIFOUAeM
pebpa Oe3yCIIOBHBIX NEpeXOA0B Ha rpade MOTOKa YIPaBICHUS, PACCTOSHUE OT
TOYKH BXOJa B (YHKLHIO transit 1o TOYKM MHULMAJIM3AUWK AepeKkTa paBHO 2,
paccTosHUEe OT TOYKH BXOJa B (DYHKLHIO MAIN 1O TOYKHM MHULHATU3ALUH JedeKTa
PaBHO 5 U 6 COOTBETCTBEHHO JIBYM IIYTAM B (GYHKIUH Main.

B mpouecce BBIYMCICHUS 3BPUCTUKH MUHUMAIBHOTO PACCTOSHHS MBI NPHHHUMaeM
BO BHHUMAaHHE TOJbKO Te 0a3oBble OJIOKM, KOTOpBHIE JieKAaT Ha ITyTH, BEIyIIEeM K
TOYKE WHULMAIM3ALUKN Ae(eKTa, IIOTOMY YTO BCE OCTAIbHBIE 0a30Bble OJIOKH He
JOMHHUPYIOT HajJ TOYKOM MWHMIManu3anuu Jgedekra ©  MOryT  OBITh
MPOUTHOPHPOBAHBI.
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transit

WHuynanusaums

Peanuzauus

Puc. 3. I'pagh docmuoicenus mouxu unuyuaruzayuu degexma
Fig. 3. The graph of reaching a point of defect initialization

[Ipennonoxum, 4yTO Ha MYTH MCIHOJIHEHHs] MPOTPaMMbl B IPOIECCE HEKOTOPOM
UTEepalMd eCTh TPU YyCIOBHBIX mepexoma A, B u C, W3 KOTOPBIX BO3MOKHO
JIOCTIDKEHUE TOYKH MHHUIMANU3anuu nedekra. Torga Oyaer BEIOpaH TOT YCIOBHBIN
nepexoJi, ajlbTepHATUBHAS BETBb KOTOPOro OyaeT MMeTh HAaWUMEHBIIYI0 OIICHKY
cpenu apyrux:

E = min(distance(C, T), distance (B,T), distance(A, T))
riae, T — TOYKa MHUIHAIA3ALUNA z[e(beKTa, a distance (X, T) (l)yHKLu/m pacuéra
paccTosiHUs OT y3j7a X 0 TOYKH MHHIMATH3anuu nedexta B rpade TOCTIKCHHS
TOYKM WHHUIMATU3aluu Jedekra. Pe3ynbTaroM BBIYMCICHHS OSBPUCTUKU IS
HEKOTOPOTO MYTH UCTIOJIHEHUS TPOTPAMMBI SIBJIIETCS PACCTOSTHUE OT OJMKANMIIETO K
TOYKE WHUIMAIN3AUKA Je(eKTa YCIOBHOTO TMepexoja Ha MYyTH HCTOIHCHHS
nporpaMMsbl. PaccTosiHue CTAaHOBUTCSI paBHBIM HYJIIO, KOTJa TOYKA MHULMATIU3AIUU
JnedeKTa JOCTUTHYTA.

3.3 TpaHcdopmauusa nytu aedekra

Ilocnme Toro kak TOYKa WHHIHATW3AINH jAedeKTa TOCTUTHYTA, INPOU3BOAUTCS
HaHpaBJ’leHHBIﬁ aHalins3, KOTOpBIﬁ IMPOBOAUT HCIOJHCHHUEC IIPpOrpaMMBbI IO Tpacce
nedexra. s storo Tpebyercs mpeobpa3oBarh Tpaccy nedekTa, BEIPAKEHHYIO B
TepMUHAX HCXOAHOTO KOJA B Tpaccy Ae(eKTa B HCIOIHAEMOM Kone, 4TOObI eé
MOXKHO OBUIO HCIOJB30BaTh B MPOLECCE HTEPATHBHOTO IMHAMHYECKOTO
CHUMBOJILHOTO HCIOJHEeHWs. B pamkax Hamed peanu3auuu TpaHcdopmarims
NPOU3BOAMIIACK JUTS UCXOIHOM Tpacchl B mporpamMme Ha si3bike CH M UCIIONHIEMOro
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Koja, creHepupoBanHoro kommwiitopamu GCC  [29]. Peamuszanus Obuia
nportectupoBana aist Bepcuid GCC 4.6.3 u 4.9.2 nns mnardopmel X86-64. TIpouecc
TpaHcopManuK Il YCIIOBHOTO oOIlepaTropa OmucaH Hibke. L[UKibl, TepHapHBII
orepaTop, Omeparop-liepeKylovaTeNl W Jpyrue B JaHHOM paboTe He
paccMaTpHMBAalOTCI M BKIIOYEHBl B  CIHCOK HAIpaBlICHHH JajbHEHIIero
HCCIICIOBAHUSL.

Hcxons w3 TOro, YTO MCHONHSEMBIH KOJ MpPOrpaMMbl HE MOABEPTralics
OINITHMHM3AIINY, MOCIEIOBATEIBHOCTE YCIOBHBIX IIEPEXOJ0B B HCIIOIHAEMOM KOze
OyZeT COOTBETCTBOBATH  IIOCNIENOBATEIILHOCTH KOHBIOHKTOB B  YCIOBHBIX
BBIPQ)KCHUSX YCIOBHBIX OIIEPATOPOB B HCXOIHOM KOJIE.

YCIOBHBIN Mepexo]] B MCHOJIHAEMOM KOZIE 3TO OO Iepexo] Ha 0a30BBIA OJIOK,
COOTBETCTBYIOITNHA then-BeTke wWim 0a30BBI OJIOK, COOTBETCTBYIOIIMHA else-
BETKE B MCXOJHOM KOJie POorpaMMbl. Bo3MOKHBIE BapHaHTHI B HCIIOJIHSIEMOM KOJIE
JUISL YCIIOBHOT'O OIlepaTopa MoKa3aHbl Ha puc. 4.

if (A)
{

// then-BeTka

}

else

{

// else-BeTka

}

; BapmanT 1l: nepexon ; BapmaHT 2: mnepexon
; Ha then-BeTky ; Ha else-BeTKy

4004fc: cmp $0x0,
0x3 (%rbp)
400500: jne 400515

400515: ; then-BeTka

4004fc: cmp $0x0,
0x3 (%rbp)
400500: je 400515

400515: ; else-BeTka

Puc 4. Ilpumep sapuanmos ecenepayuu Koda O YCIOBHO2O ONEPAMOpd
Fig. 4. Example of code generation options for a conditional statement

HpaBHna reHepanu Koaa JIIA CJIOKHBIX yCJ'lOBI/Iﬁ C KOHBIOHKIUSIMU,
JU3BIOHKIUAMUA U OTPUILIAHUAMU IIPUBEACHBI HA PUC. 5.

A&&B e mepexon Ha then-setky: Bapuant 2 st A v BapuanTt 1 st
B;

e mepexon Ha else-BeTky: BapuanT 2 juis A ¥ BapHaHT 2 Ui
B

Al B e mnepexon Ha then-etky: Bapuant 1 qis A u BapuasT 1 s
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B;
e mepexon Ha else-BeTky: Bapuant 1 mis A u BapuaHt 2 ist
B
A e mepexon Ha then-etky: Bapuant 2 st A;
e mepexon Ha else-BeTky: Bapuant 1 mns A.

Puc 5. Bapuaumul 2cenepayuu HeONMUMUUPOSBAHHO20 KOOA OJsi  YCILOBHOO
onepamopa 6 komnuasmope GCC sepcuu 4.6.3 u 4.9.2

Iepexon Ha then-BeTKy Wi else-BETKY 3aBHCHUT OT OMepaluii BHyTpH then-
um else- OMOKOB W (OPMBI YCIOBHOTO BBIpaxeHHs. Hampumep, ObL1O
00HApPYKEHO, UTO:

e 1epexon Ha then-610k reHepupyeTcst eCii B COOTBETCTBYIOIIEM OJIOKE
WCXOIHBIH KOJ| COAEPXKUT ONEPaIfio 0€3ycI0BHOTO Mepexoaa: goto,
break mmm continue;

® B TO XE BpPeMsl, IEPEXOA Ha € 1 Se-BeTKy TeHEPHPYETCs €CIIH B YCIOBHOM
oreparope HeT e 1se-BeTKH U COAEPIKUTCA BHYTpH then-BeTKU
BBIIIECTOSIIETO YCIOBHOTO orepaTopa (Ipy 3TOM HE 0053aTEIbHO
HETIOCPEICTBEHHOTO BBILIECTOSIIETO);

® [Iepexoda Ha el Se-BCTKY NPOUCXOAUT BO BCCX OCTAJIbHBIX CIIydasX.

[Tocne Toro xak TpaHcdopmanus IMyTH W3 MCXOAHOTO KOAA B HCIIOJNHSIEMBIH KOJ
MPOM3BENCHA MOXET OKas3aTbCA, 4TO B HCIOJHSAEMOM KOJAE HECKOIBKO ITyTed
COOTBETCTBYIOT OJHOMY IIyTH B MCXOAHOM Koze. Hampumep, Ha puc. 6 npuBeaeHa
JU3BIOHKIMSA A || B KoTopas JOKHA OBITh BBIYMCIEHa B true, KOTOpoH B
UCTIONIHAEMOM Koie Oy/IeT COOTBETCTBYET ABA ITYTH HUCTIOIHEHHS:

® IIyTb, COOTBETCTBYIOLIUI YCIOBUIO A — UCTUHHO;

® IIyTb, COOTBETCTBYIOLIUI YCIOBHIO A — JIO)KHO, B — UCTUHHO.

if(a || B) { ... } else { ... }

4004f6: cmp $0x0, -0x4 (%rbp)

4004fa: jne 400502 ;A
4004fc: cmp $0x0, -0x3(%rbp)

400500: je 400515 ; B

400502: ; then-BeTka

400515: ; else-BeTka

Puc. 5. [Ipumep cumyayuu, 20e 00uH nyms 8 UCXOOHOM KOOe COOMBENCMEYen 08yM
nymsm 6 UCNOJIHAEMOM Kooe
Fig. 5. A case where one path in the source code corresponds to two paths in
executable code
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IosTomy, TpaHchOpMAIMs OJHOTO MYTH B TEPMHHAX HCXOJHOTO KOJAa MOMKET
NPUBECTH K HECKOJBKAM MYyTSAM HCIIOJHEHUS B HCIOJHSIEMOM KOJIE M MOTYT
CYIIIECTBOBATh HECKOJBKO HAOOPOB BXOJAHBIX JaHHBIX, YIOBIETBOPSIONIMX OJHOMY
coobmieHuto 0 aedekre.

34 BocnpousBeneHMe nyTn nHUUnanmnsauus-peanumsauyums

Korza Touka MHUIMAIN3alUH TOTSHINAIBHOTO Ne(eKTa JOCTUTHYTA, POUCXOIUT
NPUMCHCHHE HAIPABICHHOI'O JAWHAMHYECKOTO CHMBOJBHOTO HCIIOMHEHHS I
UCIIOJIHEHUS ITyTH, Ha KOTOPOM JIeKAT COOBITHS TPACChl IIOTSHLIHAIBEHOTO IedeKTa.
3TO MO3BOJISIET COKPATUTH BPeMs JOCTHIKEHHS TOUKH Peau3alliy MOTEeHIUaIbHOTO
nedekra. B mporecce HanpaBIeHHOTO0 JTUHAMHYECKOTO CHMBOJIBHOTO HCIIOJIHEHUS
no Tpacce Jedekra coOMparOTCs YCJIOBHS MPOXOXKACHUS IYyTH IS HPOBEPKH
BBINIOJJTHUMOCTH  PE3YJBTHPYIOIIEr0 MYTH W TEHEepalMd BXOAHBIX JaHHBIX H
BOCIPOM3BEACHUS TeHEPAllMd BXOIHBIX JaHHBIX, KOTOPbIE MO3BOJST IPOBECTH
UCIIOJTHEHHE 110 Tpacce Ae(eKTa U MOKa3aTh ero JOCTHKHMOCTb.

CTOUT OTMETHTbh, YTO MOJIENIb OTCJICIKUBAHUS IIOTOKA BXOAHBIX JIAHHBIX, OTMCAHHAS
B nyHkTe 2.3, 3((eKxTHBHA, HO HE IIOJIHA: CYIIECTBYIOT HESBHO IOMEYCHHBIC
JaHHBIC, KOTOPbIE MOJENb UTHOPUPYET, YYUTHIBAsI TOJBKO SBHBIC 3aBUCHMOCTH IO
BXOJHBIM JaHHBIM. I TeHepaluuu BXOIHBIX NAaHHBIX HEOOXOIVMO YYHTHIBATH
NOTOK SIBHO MOMEYCHHBIX JAHHBIX, HO YCJIIOBHE Ha IIyTH, KOTOpOE HEOOXOIHMO
MHBEPTHPOBAaTh MOXKET 3aBHCETh KaK OT NMOMEYEHHBIX, TaK M OT HEMOMEYCHHBIX
JaHHBIX. B CBSI3UM ¢ 9THM HMHBEPTUPOBAHUE YCIOBHIA, 3aBUCAIINX OT IIOMEYCHHBIX U
OT  HCNOMEYEHHBIX  JAaHHBIX  HEOOXOAMMO  MNPOU3BOAUTH  Pa3leibHO.
HuBepTUpOBaHHE TOMEYEHHBIX YCJIOBHBIX MNEPEXOJOB MPUBOJUT K TeHEpaLUH
HOBOrO Habopa BXOJIHBIX JIaHHBIX M HCHOJIHEHHI0 HOBoro mnyTH. OjHako,
MHBEPTUPOBAaHHE HEMOMEYEHHBIX YCIOBMH OECMOjie3HO, TaK Kak B MOJEIH HeET
CBSI3M MEXJly HETIOMEUEHHBIMHU YCIIOBHBIMHU NEPEX0JIaMU U BXOJHBIMHU JaHHBIMH, B
CBSI3U C YeM MHBEPTHPOBaHHE HEMOMEUYCHHOI'O YCJIOBHUSI HE MPUBEJIET K TeHepaluu
HOBOTO Habopa BXOAHBIX NaHHBIX. Ecin Tpacca nedekra COIEpKHUT COOBITHE,
CBSI3aHHOE C YCJIIOBHBIM IIEPEXOAOM, HE 3aBUCAIIMM OT IIOMCUYCHHBIX JAHHBIX,
pe3ynbTaT HalpapJICHHOIO aHallM3a MOXKET OKa3aThCs HEKOPPEKTHHIM. [Ipu sTOM
BO3MOYKHO TPH CUTYaLlHH:

® YCIIOBHBIW MIEPEXO/1 HE 3aBUCUT OT BXOJIHBIX JIaHHBIX, HO JIOJDKEH OBITh
HMHBEPTUPOBAH,

® YCJIOBHBIH Mepexo] HEABHO 3aBUCUT OT BXOJHBIX JIaHHBIX, HO YCJIOBUE HE
JIOJDKHO OBITH MHBEPTHUPOBAHO;

° YCHOBHLIﬁ Mepexo HEABHO 3aBUCUT OT BXOAHBIX JAHHBIX, HO YCJIOBUEC HE
JOJI2KHO OBITH HWHBEPTUPOBAHO.

B mepBom ciydae MOXKHO 3aKJIIOYHTH, YTO JAHHBIM MyTh OT WHUIMAIM3ALUHU JI0
peanmzanuu edeKTa HEeCOBMECTEH. BTopoil ciy4yall COOTBETCTBYET CHTYAlMH,
KOI'/1a yCJIOBHE YJIOBHOTO IEpexoja B Tpacce Jedekra COOTBETCTBYET aKTyaIbHOMY
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3HAYCHHUIO W MYTh OKA3BIBACTCSI COBMECTHBIM U, TaKHM 00pa3oM, AOCTHXHMOCTBH
nedexTa moaTBepKIaeTCA. B TpeTbeM cirydae BO3MOKHBI CIIEAYIOIINE BAPHAHTHI:

® MHBCPTUPOBAHHOE YCIOBUE HE COBMECTHO C MPEAYCIOBUEM IIYTH U
pe3ynabTaT HanpaBIeHHOIO THHAMHYECKOIO CHMBOJIBHOTO HCIIOTHCHHUSI
HEKOPPEKTEH;

e pecanu3anus JeeKTa Ha CaMOM JIeJIe HE 3aBHCUT OT HHBEPTUPOBAHHOTO
YCIIOBHS, KOTOPOE JOOABICHO B TPACCy HHCTPYMEHTOM CTATHUYCCKOTO
aHaJM3a Mo OIMMOKE, U Pe3yabTaT JMHAMHUYECKOTO CHMBOJILHOTO
HCTIOIHEHUSI KOPPEKTEH.

IToatomy TpeOyeTcs pydHas HpOBepka AePeKTa M CreHEPUPOBAHHBIX BXOJHBIX
JTAHHBIX, €CJTM HETIOMCUCHHBII YCIIOBHBIA MepeXxo ObUT MHBEPTHPOBAH B MPOIECCE
JUHAMHAYECKOTO CUMBOJIBHOT'O UCIIOJTHEHHUS.

Pe3ynbraroM BBHINIOJIHEHHOTO HAMNPAaBICHHOIO JUHAMHYECKOTO CUMBOJIBHOTO
UCTIOJIHEHHUST OyneT cucreMa (QOpMyJ, OIMKMCHIBAIOIAS OrPAHHUYCHHS IYyTH B
TEpMHUHAX JaHHBIX, KOTOPBIMH OIEpPUPYET MporpaMma. Eciiu ycioBHE YCIOBHOTO
mepexoa WHBEPTHPYETCS, TOTAa HOBas (opMyia NOKHA OBIT J00aBlIcHA B
CUCTEMY

tainted condition var != old condition

rie tainted condition var — CHMBOJbHAas IEPEMEHHAs, COJAEpKaIlas
yCIOBHE YCIOBHOIO mepexona, a old condition — 3Ha4eHHe YCIOBHA 10O
uHBepTUpoBanus. Ecmu HoBas cuctema ¢QopMmyn HepaspemMma, TO IyTh
UCIIOJIHEHUS, COOTBETCTBYIOLUMI HHBEPTUPOBAHHOMY YCIOBHOMY IIEPEXOAY
HEBBIIIOTHUM U TpeOyeTcs aHaiM3 CIeAyIoLero IyTH M3 CIUCKa IyTew,
JIOCTHUTAIOIINX TOUYKH MHUIMAIN3AIMHY JIeeKTa.

4. OueHKa npegnoXeHHOro nogxoaa

[TpeIoKEHHBIN TTOAX0 K ONPENEIEHHIO JOCTHKMMOCTH TPOrPAMMHBIX 1€(PEKTOB,
HallIEHHBIX METOJAMU CTATHYECKOIO AHAIIM3A UCXOIHOTO KO/, ObUI peali30BaH Ha
OCHOBE HHCTPYMEHTA JMHAMHYECKOTO CHUMBOJBLHOIO WCIOJHEHHS MPOrpaMm
Avalanche [30], paspa6orannoro B UCIT PAH. B unctpymenr Avalanche Gouin
BHECEHBI CIIEYIONINE U3MEHEHUS:

o I[O6aBJ'ICH AJIrOpUTM pacqéTa OBPUCTUKHU OLCHKH ITYTH Ha OCHOBE
MHUHHUMAJIIBHOT'O PACCTOAHUA 10 HHTepeconmeﬁ TOYKH B IIpOTrpaMMe;

® H3MCHCH MOAYJIb paCIpOCTPaHCHHNA NOMEYCHHBIX JAHHBIX C LICJIbIO
peaim3aly aJiropuT™Ma HalIpaBJICHHOT'O JUHAMHUYECKOI'0 CUMBOJIBHOTO
HCIIOJIHCHUS,

® peaJn30BaH MOIYJb U3BJICUECHHS COKPAIIEHHOTO rpada BHI30BOB U
COKpaIIeHHOT 0 rpada NOTOKa yHpaBiIeHHs! QYHKIHUN, KOTOPBIH
IIpe/CTaBIsIET COO0H pa30OPIIMK AN3acceMOINPOBAHHOTO MTPECTaBICHHS
HOpOrpaMMBl, TIOIYYSHHOTO IPH TIOMOLIM HHCTpyMeHTa objdump [31];
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® peaNn30BaH aIropuUTM TpaHchopManuu Tpacchl aeeKTa Ha OCHOBE
006paboTurKa JepeBa abCTPaKTHOTO CHHTAKCHCA, KOTOPOe
MPEA0CTABIIAETCS HHCTPYMEHTOM CTATUYECKOTO aHAIN3a UCXOJHOTO KOJIa
MPOTPaMMBI.
Peanuszanus Oblia MpOTECTHPOBaHA Ha HAOOPE MPOrPaMM C OTKPBITHIM HCXOHBIM
KOJIOM M3 KOMIUIEKTa nmoctasku Debian Linux:

az2ps —  yTHiuTa KOHBepTauuu (ailioB B pasnuIHBIX Gopmarax B
PostScript nokymeHt

bbe —  yTWINTA U1 PeIAKTHPOBaHMS IBOMYHBIX (ailiioB

bc — HHTEpPIpeTaTtop  aireOpamyecKWX  BBIPAXEHHH  C
HEOTPAaHUYCHHOM TOYHOCTHIO

byacc — reneparop LALR(1) mapcepos

bzip2 —  yruiuTa Juisi ckartus Qaiios

cabextract — HHCTPYMEHT pacmakoBku Microsoft cabinet daiinos
(.cab)

ccrypt — yTWIHTa KOAUPOBAHHS M pacKogupoBaHus (aiioB u
TIOTOKOB

chrpath —  yTWINTa pelaKTUPOBaHMS IMyTei Kk Oubmuorexkam B ELF-
(hatimax

cpio — YTWINTA CXKATHA W HM3BICYCHHS APXUBOB B Pa3IMYHBIX
(hopmarax

discount — mporpaMma TpaHchOpPMAaLMK TEKCTOBBIX (ailyioB B

tdopmar Markdown

Tabn. 1 conepXuT AaHHBIE O TNPEIYNPEXKACHUSIM O AeeKTax Ha NpPOEKTax,
HaWJIeHHBIX pe(epeHCHBIM HHCTPYMEHTOM CTaTHYECKOTO aHai3a UCXOIHOTO KOZa
nporpamm Ha s3eike Cu. Ilpenynpexnenus ObuiM pasmedeHbl Ha uctuHHBIE (T),
noxuele (F) u noarsepxnenHble (C) METOIOM HampaBiICHHOTO JUHAMUYECKOTO
CHMBOJILHOTO HCIIONHEHUs. Pa3MeTka npenynpexeHnii o aedekrax B mporpamme
Ha NCTHUHHBIE W JIOXKHBIE NPOW3BE/IeHa BpyuHYI0. Beero Obl10 KitaccnpuunpoBaHo
348 mpemynpexneHwit o medekrax, 113 W3 HUX NpU3HAHBI JOXHBIMH, 235 —
UCTUHHBIMU. PedepeHCHBIIl MHCTPYMEHT CTaTHUECKOro aHaliu3a MCXOJIHOIo Koja
IporpaMM ObUT HACTPOEH Ha MOWCK Ae()EeKTOB THUMA «MHUIMATH3AIINSA-PEaTH3aIis»
CJICIYFOIINX TUIIOB:

e pasbiMeHoBaHHe HyJeBoro ykaszatens (NPD);
e BBIXOJ 3a rpaHumisl Oydepa B mamsru (BOF);
e yreuka pecypca (LEAK);

® HCIIOJIb30BAHNUE BXOJHBIX JAaHHBIX B YA3BUMbIX (1)yHKIII/I$IX 663 MPOBEPKU
(TAINT);

125



Gerasimov A.Y., Kruglov L.V., Ermakov M.K., Vartanov S.P. An approach of reachability determination for static
analysis defects with help of dynamic symbolic execution. Trudy ISP RAN/Proc. ISP RAS, vol. 29, issue 5, pp. 111-134

®  UCIOJIB30BaHHME HEUHUIMAIN3UPOBaHHbIX 3HaueHuit (UNINIT).

Tabn. 1 Pe3ynemamul 5KChepumMeHmMaibHoU nposepku nooxooa. F — noosicnoie
npedynpesicoenus, T — ucmunusie npedynpescoenuss, C — noomeepaicoenuvie
npeoynpeicoenus

Table. 1 Results of experimental verification of the approach. F - false warnings, T -
true warnings, C - confirmed warnings

Broiect NPD BOF LEAK | TAINT |UNINIT] TOTAL
rojec

) FIT|C|F|TI|C|F|T|C|F|T|C|F|IT|C]JF|T|C
azps 65(33|2*| 5| 2 212211 712 72164 |15
bbe 2 10 1 13 |0
bc 1(6]4 11 11715
byacc 10 1 2 10| 3 |0
bzip 1 14 9 1 2510
cabextract 2 3 111 6 |1
cerypt 7 115( 2 1 7 1162
cgrpath 9 10]3 19 [ 3
cpio 19)22 2 |18( 2 4 1(1 221452
discount 37 1 1 1(38]0
Total 84194)|2*|15(15[0]13[89(19]|0|34|7|1]4]| 0 |113|235|28

[IpennoxeHHbI TOAXOA OBUI NMPUMEHEH K KaKAOMY M3 MPEAYNPEXICHHH O
nedexre OT MHCTpyMEHTa CTaTHYECKOTO aHaJM3a MCXOJHOTO KOJAa IPOTrpaMM.
WHCTpyMEHT  HampaBIEHHOTO  JHHAMHYECKOTO  CHMBOJIBHOTO  HCIIOJHEHUS
3amyckayicsi ¢ 30-TH MHHYTHBIM OIpaHMYE€HHEM 10 BpemeHH. Bcero mus 28
npeaynpexaeHuii o nedekrax Oblia MoATBEPkKAEHA JOCTHXUMOCTb. Hu 11 ostHOTO
u3 71e()eKTOB THIIA UCIIOJIb30BAHNE HEUHUIMATIN3UPOBAHHOTO 3HAYCHHUS U BBIXOJ 32
rpanuipl Oydepa He OblIa MOATBEPXKIEHA JAOCTHIKUMOCTh. CTOMT OTMETHTB, 4TO
JIBa TIOATBEPXKICHHBIX JedeKTa TUMa pa3bIMEHOBaHHE HYJIEBOTO yKazaTels
OKa3aJIMCh MOATBEPKICHBI JI0KHO. CBA3aHO 3TO C MMEIOIIMMHUCS OTPAHUYCHUSIMH B
peanu3aly NPEeIIOKEHHOTO IOJX0Ja: OTCYTCTBHEM JI00aBICHUS B CHCTEMY
(hopMyn orpaHHUYEHHI MyTH IpenuKaTa 0e30nacHOCTH. B 000uX citydasx JI0KHOTO
MOATBEPXKICHUS JleeKTa TpeOdyeTcs 100aBIeHne OrpaHMICHHUS BUAA:

variable == NULL
KOTOpPOE COOTBETCTBOBAJIO OBI CTPOUYKE MCXOJHOTO KOJA:
variable = someFunction (arguments) ;

rae ¢yHKUsA someFunction HM Ha OJHOM W3 BBINOJHUMBIX TyTeH He
Bo3Bpamiaer NULL. DTO O3Ha4yaer, 4TO IOCTHKUMOCTh TOYKH WHHUIMATN3ALNN
nedeKTa, MPOXOKACHUE Mo Tpacce AedeKkra M JOCTIKUMOCTh TOYKH peaTu3alliu
JIedeKTa ené He 0O3HAYaeT IMOATBEPKACHUE Haau4dus nedexTta B mporpamme. [loka
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He peann3oBaHa (DYHKIMOHAJIBHOCTb JOOABJIEHHs NpeAnKaTa 0e30MacHOCTH IS
NPOBEPKH peaym3anuu Jedekra, JaHHOE OTpaHUYCHHE MOJXoJa OyAeT JIOKHO
MOATBEPKIATh JOCTHKUMOCTh HEPEATU3yEMBIX 1e(EKTOB.

Jnst ocTanbHBIX MpEeayNpeXAeHUd 0 nedeKTax, KOTopble KIacCH(pUINPOBAHBI KaK
WCTUHHBIC, JIOCTHXXMMOCTh ObLIa TOATBEpXkIcHA. Takum oOpazom 26 nedexros
ObuTH TIOATBEpIKIEHBI BepHo. [ 9 npenynpexnenuit o nedekrax norpedoBasiach
pydHas TpOBepKa B CBS3M C HAJIMYUEM B Tpacce COOBITHS, CBS3aHHOTO C
HETIOMEYEHHBIM  YCIOBHEM B  YCJIOBHOM  Iiepexome. Bce onHm  Obim
KIacCH()UIMPOBAHBI KaK JIOXKHBIE.

5. 3aknoyeHune

B nanHOlt cTatbe omHMcaH MOAXOA AN MOATBEPXKJICHHS IMpU  MOMOIIU
JMHAMHYECKOTO CHUMBOJILHOTO HCIIOJHEHHS JOCTHXXMMOCTH Je(eKTOB THIa
MHHULHANA3alUA-peann3aisi, HalJAeHHBIX IpU IOMOIIM CTaTHYECKOro aHalu3a
UCXOJHOTO KOJa. DKCIEpUMEHTalbHasl MpOBEpKa pealn3allud MoAXoja MoKas3aja
MPUMEHUMOCTh JTAHHOTO IOJXO0Ja UIS MOATBEPKACHHUSA JOCTIKUMOCTH Ne(EeKTOB
Ha HabOpe peasbHbIX IPOrPaMM C OTKPBITBIM HCXOIHBIM KOJIOM.

Ilo pesynmpTaTaM peanu3alié MOJAXOJA U IKCHEPUMEHTAIBHOW NPOBEPKH MOXKHO
BBIJICTIUTh HECKOJIBKO HANpaBICHUH AN AAdbHEHIINX HCCIECNOBAaHWN C IENbIO
YIYYIIeHUS] TPUMEHUMOCTH MPEUIOKEHHOTO MTOX0/1a Ha MTPAKTHKE:

® HCCJEeJOBaHUE AITOPUTMOB MUHUMAJIBHO J10CTaTOYHONW MOMEYEHHOCTH
MOTOKA JAHHBIX IPOTrPaMMBbl, C YYETOM HESIBHBIX 3aBUCUMOCTEN 10O
JAaHHBIM M 110 YIPABJICHUIO,

® HCCIIE[IOBAaHUE U peau3alysl HOJX0/a ONpeAeIeHHs IpeAnKaTa
0€301acHOCTH ISl Pa3IMYHBIX JIe()EKTOB C LEIbIO OTBEPIKACHHS
nedexTa, a He TOJIBKO €ro JOCTHKUMOCTH, METOIaMU UTEPaTHBHOTO
JUHAMHUYECKOTO0 CUMBOJIBHOTO HCIIOJTHEHNUS;

® TOAJEP)KKA IPYTUX THIOB A€(EKTOB B MPOTpaMMax.
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Abstract. Historically program analysis methods are divided into two groups — static
program analysis methods and dynamic program analysis methods. In this paper, we present a
combined approach which allows to determine reachability for defects found by static
program analysis techniques through applying dynamic symbolic execution for a program.
This approach is an extension of our previously proposed approach for determining the
reachability of specific program instructions using dynamic symbolic execution. We focus on
several points in the program which include a defect initialisation point, a defect realisation
point, and additional intermediate conditional jumps related to the defect in question. Our
approach can be described as follows. First of all, we perform static analysis of program
executable code to gather information on execution paths which guide dynamic symbolic
execution to the point of defect initialisation. Next, we perform concolic execution in order to
obtain an input data set to reach the defect initialisation point as well as the defect realisation
point through intermediate conditional jumps. Concolic execution is guided by minimizing
the distance from a previous path to the next defect trace point when selecting execution
paths. The distance metric is calculated using an extended graph of the program combining its
call graph and portions of its control flow graph that include all the paths through which the
defect realisation point can be reached. We have evaluated our approach using several open
source command line programs from Linux Debian. The evaluation confirms that the
proposed approach can be used for classification of defects found by static program analysis.
However, we have found some limitations, which prevent deploying this approach to
industrial program analysis tools. Mitigation of these limitations serves as one of the possible
directions for future research.
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