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AnHoTamms. B HacTosimee Bpems BONpoCy 3aIlIUTHl MH(GOPMAIMK IPH NMPOCKTHPOBAHUH U
9KCIUTyaTallid OOBEKTOB KPUTHYECKOW HH(OPMAIMOHHOW HHQPACTPYKTyphl yaemsercs
ocoboe BHUMaHKHE. OTHUM U3 PACTIPOCTPAHEHHBIX MOIXOA0B K 00CCIICUEHHIO Oe30MaCHOCTH
uHpopMaImu, oopadaTeiBacMOl Ha 00BEKTaX, IIPH ITOM SBILIETCS CO3JAaHUE M30JIHPOBAHHOM
HPOrpaMMHOM cpenbl. Be30macHOCTh cpenbl 00ycnaBauBaeTcsl €¢ HeM3MEHHOCThI0. OHaKo
SBOJIIOIMOHHOE PAa3BUTHE CHCTEM OOpabOTKM HMH(OpMAalMK IOpOXKIaeT HEeoOXOIUMOCTh
3aIlycKa B JaHHOW cpejie HOBBIX KOMIIOHEHTOB U IIPOrPaMMHOTO 00ecHeYeHHs NIPH YCIOBHU
BBINIOJIHEHYsI TpeOoBaHUH 1o OGezomacHocTH. Hanbosee BayKHBIM ITPU 3TOM SIBISIETCS] BOIIPOC
JIOBepHs K HOBOMY IIporpamMmHoMy Koxy. JlaHHas paborta mocBsimieHa pa3paboTke
(hopManbHOTO ~ JIOTHYECKOTO  sS3bIKA  ONMHCAaHWsA  (QYHKIHOHATBHBIX TpeOOBaHMH K
HPOrPaMMHOMY KOJLY, KOTODBIil IO3BOJIUT B AAJIbHEHIIEM IIPEAbSBIATh TPEOOBaHMS Ha dTaIe
CTaTMYECKOI'0 aHaln3a U KOHTPOJIMPOBATh UX BHINOJIHEHNE B TUHAMHUKE.
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1. BeedeHue

B mocnennne HeCKOJBbKO JE€T 0co00e BHUMaHHE B HCCIIEIOBAHUSX, HOCBSIICHHBIX
3amuTe WHQOpMAIMH, YAENsAeTCsS BONPOCY, Kacarolemycs oOecredeHHs
MHPOPMAIIMOHHOKW 0E30MacHOCTH OOBEKTOB KPUTHYECKOW WHMOPMAIMOHHON
uadppactpykryper  (KWMU). IloatBepkaeHmeM — maHHOrO  ¢akTa  sSBISAETCS
pa3paboTaHHBII W BHECEHHBI Ha paccMoTpeHHe ¢exepansHblii 3akoH "O
0e30macHOCTH KPUTHYECKOW WHpOpMauoHHONW HH(MpacTpykTypsl Poccuiickoit
Denepanun” 6 gexabps 2016 roma. Ocoboe BHUMAaHHUE TIPU 3TOM yJIEISIETCS 3aIIUTe
00pexToB  KMM 0T KOMIBIOTEPHBIX aTak W AECTPYKTHBHBIX IPOrPaMMHBIX
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BosneiicTBuit [1]. IIpemMeToM paccMOTPEHHs NAaHHOW CTAaThbH SBISICTCS 3allUTa
00bexkToB KU 0T necTpyKTUBHBIX IPOTPaMMHBIX BO3JICHCTBHIA.

3a9acTyl0 BO3MOXHOCTh peajH3allii AaHHBIX YIpo3 OOYCIIaBIMBAETCS HAIMIHEM
nmoctyma B riiobanpHyo ceth MHaTepHEeT 00BekToB KWU. IIpH 3TOM cymecTBytomme
CHCTEMBI M CPEZCTBAa 3aIINUTHl MHPOPMAIMH HE 00ECHEYMBAIOT rapaHTHPOBAHHOU
3amuTel. Tak, Hampumep, HCCIEAOBaHUE, MPOBEACHHOE KoMmaHued AV-
Comparatives, TOKa3ago, 9YTO NPHUMEHSIEMBIE B COBPEMEHHBIX AHTHUBHPYCHBIX
Cpe/CTBaX MEXaHU3MbI OOHAPYKEHUS ITO3BOJISIIOT JOCTUYb YPOBHS 3BPUCTHYECKOTO
obnapyxenuss 0,974 ("Avast Internet Security"), HO mHpuM 3TOM oOcCTarOTCA
HEOOHapy)eHHBIMU 468 00pa3lOB BPEIOHOCHOTO MPOrPaMMHOT0 obecreueHus [2].
OfHUM U3 BO3MOXHBIX TOAXOJOB K 3alllUT€ OT JECTPYKTUBHBIX NPOTPaMMHBIX
BO3ACUCTBUM SBISETCA HCIONB30BaHUE W30JUPOBAHHOM IpOrpaMMHOI cpensl,
KOTOpasl SIBJISCTCS JIOBEPEHHOH W 0€30IacHOM IIpU YCJIOBUM COXpaHEHHs ce
Hen3MeHHOCTH. OJJHaKO DBOJIIOIMOHHOE pa3BUTHE CHCTEM cOopa M 00paboTKH
nHdopmanum, a Takke Hanpuume agocryna oovekToB KHUM B riobanbHyro ceTh
WHTepHeT mOpOXKAaeT HEOOXOAMMOCTh 3allycka B JaHHOH cpele HOBBIX
KOMITOHEHTOB M MPOTPaMMHOTO O0ECIHEdYeHHUs, KOTOpble MOTYT HapyIIUTh ee
[EJIOCTHOCTh M Oe3omacHOCTh. Hambosiee BaKHBIM TIPH 3TOM SIBIISICTCS BOIPOC
JIOBEpHsl K HOBOMY KOHTEHTY U IIPOTPaMMHOMY KOJ.

OmHUM ¥3 BO3MOXHBIX BapHaHTOB IIOCTPOEHHMA OE30MacHOW Cpempl C
BO3MOXXHOCTBIO JIOBEpHsI K NPHUXOASNIEMY KOHTEHTY SBISIETCS IPHMEHEHHE
cucTeMbl 0€30I1aCHOTO HCIONHEHUs nporpaMMHoro koma [3]. Ilpemmaraemas
cHCTeMa SIBJISCTCS PACIIMPEHHONW KOMMO3WIMEH ABYX aKTHBHO DPa3BHBAIOIIMXCS
MOAXOAOB K OOHAPY)KEHHIO NECTPYKTHBHBIX IPOTPAMMHBIX BO3ICHCTBHH, a
MMEHHO: TIPUMEHEHUs] METO0B (OpMalIbHOI Bepu(HUKAIMU MOJIENIN HCCIIEAyeMOn
nporpaMMbl [4—7] M HCHOJB30BaHME aBTOMAaTa OE30IACHOCTH ISl KOHTPOJS 3a
(YHKIIHOHHPOBAHHEM HCCIIETyEeMO POrpaMMBbI B peansHOM BpeMeru [8—12].

B ocHoBe cucTeMBl 0€30IIaCHOTO WCIOMHEHHS IPOrPAaMMHOTO KOJa JICKUT
MPEINON0oKEHHE O TOM, YTO eClIH Oe30MacHOCTh MPOrpaMMHOTO KoAa TIpH
aTnpHoOPHO M3BECTHBIX ()YHKIUOHAJBbHBIX TPEOOBAHUSIX HE IOJTBEPIK/AEHA, TO €e
HCIIONIb30BaHNe 3ampeniaercsa. Hacrodinee mccienoBaHue MOCBAIICHO pa3paboTke
(hopMabHOTO SI3bIKA ONMCAHUS (YHKIMOHAIBHBIX TPeOOBaHHH K HPOrpaMMHOMY
KOJly JUIsl IIPUMEHEHHS €ro B pa3pabaTbiBaeMoil cuCcTeMe 0E30I1acHOTO MCIIOIHEHHS
MPOTPAaMMHOT0 KOJIa.

2. Kpamkuli o630p uccnedoeaHuli e obnacmu c¢hopmanbHOLU
eepucpukayuu modesiel  npoz2paMM  Onsi  OBHapyXeHusi
epedOHOCHO20 Koda

Wnes npumenenuss metoma ¢opmansHOi Bepupukammu "Model checking" mpu
pemieHnH 3amgadnl  OOHApY)KEHHS NECTPYKTHBHBIX IPOTPAaMMHBIX BO3ACHCTBHA
COCTOUT B TOM, YTOOBI TMOCTPOUTH (OpManbHYI0 (MaTEeMaTHYECKYI0) MOJENb
BPEIOHOCHON TPOTPaMMBI, KOTOpas OTpakaeT (MOACIUPYET) €€ BO3MOXKHOE
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MOBE/ICHUE B ONEPALMOHHON cucTeMe. Pa3pelmeHHoe MoBeNeHNE MPOrpaMMBbl MpH
3TOM 3aaeTcs B BuJe cnennduxanun. Ha ocHOBe 3TO# crnenuuKanuy U MOAEIH
UCTIONHsAEMOTro (aiina ¢ ucnoip3oBanneM merona "Model checking" npuaUMaeTcs
pelIeHne 0 BO3MOKHOCTH HCIOIb30BaHMUS aHATM3HPYEMOI IPOTrpaMMBl.

BriepBble naHHBIN METOA NPH PEIICHWH 33Jaddl MO OOHApPYKEHHIO BPEJOHOCHOTO
koma Obur mpumeHeH B 2005 romy B pabore Kunpmepa [4]. I'pymma aBTopoB
TIPEUIOKIIIa aHATM3UPOBATh MOBEICHUE TporpaMM U Ha ocHoBe "Model checking"
NPUHAMATh PEIICHHE O €ro CXOXKECTH C IOBEJCHHUEM BPEIOHOCHBIX IMPOTPaMM.
[IpennokeHHbIH MU MTOJX0]] 3aKIF0YaeTCs B 3aJaHUH CleU(UKAIMN C TOMOIIBIO
(dopMyn TEMNOpalbHOW JIOTHKH JUI KaKIOT0 M3 KIAcCOB JIECTPYKTHBHBIX
NporpamMM, TPEJICTaBUTENIN KOTOPOI'O MMENH CXOKee IOBEACHHE, OIHAKO
CYIIECTBEHHO OTJIMYAINCh 10 OMHAPHOMY HPEICTABIICHUIO, BCIEACTBUE YEro He
MOTNA OBITh OOHApY)XEHBl CHTHATYpHBIM MeTofoM. Kakmeii wuccienyemsrit
OuHapHbIH (aiin aBTOMaTHYeCKH MPeoOPa30BHIBAIICS B MOAEINb, 33/IaHHYIO Ha S3bIKE
Bepudukaropa. Ha ocHoBe 3T0if Mozaenn Bepu(HUKATOp ONMPEAEIST COOTBETCTBYET
IM OHa OJHOW W3 MHOXECTBA 33JaHHBIX CICIM(UKANNH, COOTBETCTBYIOIINX
ceMeicTBaM BPENOHOCHBIX HporpamM. /It COKpamieHHs 3amuch CHenU(HUKAIIHA
aBTopamu Obuta BBezena normka CTPL (Computation Tree Predicate Logic),
SBIAMOIIAsAca  paciupeHueM — m3BecTHoW  Joruku  CTL.  JloctouHCTBOM
NPE/IOKEHHOT0  TOAXOAA SIBIISICTCS  BO3MOXKHOCTh OOHApyXXEHUsl CeMEHCTB
BPCIOHOCHBIX IIpOIrpaMM. OI'paHI/I‘IeHI/IeM ABJIACTCA TO, YTO OH HC YYUTBIBACT
paboTy HccineayeMol IMporpaMMbl CO CTEKOM, a Takke HeoOXOIMMOCTh PY4YHOTO
3aJaHus ceuru(pUKalUi TOBEACHHS sl KaXK/0T0 Kijlacca BPeIOHOCHOTO Ko/ia.

B 2012 rony @y Cour u Taccup Tywnu npepnoxunu ucnonb3oBats Meron "Model
checking" mnst oOHapyKeHHS BPEAOHOCHBIX MPOTPaMM C YYETOM HX MOBEACHUS U
B3aUMOJICHCTBUA cO cTekoM [5]. [lng omucanus MOJenu MOBEIEHHUsS BPEIOHOCHOTO
koaa aBTopamu Obuta BBeneHa joruka SCTPL (Stack Computation Tree Predicate
Logic), mo3Bossiomas y4uThBaTh pabOTy cO CTeKOM. IIpuMeHeHHe JaHHOTO
MOAXOAa  TO3BOJMJIO  CYIIECTBEHHO  HOBBICUTH  TOYHOCTh  OOHapyKeHHS
BPEIOHOCHBIX TIporpaMM. B pesynprate pasBHTHS JaHHOTO MOAXOAA aBTOPAMH
oruta penmoxena toruka SLTPL (Stack Linear Tree Predicate Logic) [6].

3. OnucaHue cucmemsbl 6e3onacHozo0 ucnosnHeHus
npoz2paMMHO20 Koda

OTnuauTensHasT OCOOCHHOCTh  pa3pabaThlBaéMOl  CHCTEMBI  3aKJIFO4aeTcs B
M3BJICUCHUH MH(OPMAIKM O MOBEICHUN HCCIEAYEeMON NMpOrpaMMBbl, KaK Ha JTare
XpaHeHWs, Tak W Ha dTame wucrnonHeHus (puc. 1). Ilomydennas wuHbOpMAaNUS
CPaBHUBACTCA CO CHeUU(HUKAIMEe ITOBEAEHHUS B COOTBETCTBHH C 3aJaHHBIMU
(hyHKIMOHATBHBIME TpeOoBaHMAMH. B ciydyae WX COOTBETCTBHSA HCCIeIyeMas
porpaMMa Ipu3HaeTcss 6e30IacHOM.

JIJ'IH peanmu3anu MPEIJIOKCHHOTO IMOAXO0Aa Ha ITPAKTUKE HCO6XOIII/IMO peuicHue
CJICAYIOMINX YaCTHBIX 3a1a4:
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aHaim3 (M3BJICYEHUE M TpeoOpasoBaHue HHPOpPMAIMKM W3 HUCCIETyeMOi
MporpaMMbl B BHI, NPHUTOMHBIA JJIs JaJbHEWIIeH oO0paboTkm —
crennuKaIum);

cuHTe3 (TMOCTPOEHUE MOJEeNU Oe30MacHOr0 HCIOJNHEHUS NPOrpPaMMHOTO
KOZIa B COOTBETCTBHH C 3aJaHHBIMH (DYHKIIHOHAIBFHBIMHU TPEOOBAHUSIMH);

BepuduKanus (aIropuT™, IMOJYYAIOIIUMH Ha BXOA CHELU(HUKALUIO
aHAMU3UpyeMoil mporpaMmsl ¥ TNPUHUMAIOIIMHA  pelleHne o  ee
COOTBETCTBUH MOJEIN 0€30MaCHOr0 UCIIOIHEHHS IPOrPaMMHOTO KO/1a);

KOHTPOJIb WCIIONHEHUs (peaan3ans MOHUTOPA HCIIONHEHUS IIPOTPaMMBI,
MO3BOJIAIOIIETO MEPEXBATHIBATH BCE CHTHAIBI B3AaUMOCHCTBHS mpolecca ¢
OMEpPAOHHON  CHCTEMOH, OTCIEKXHBATh COOTBETCTBHE COCTOSHUSI
MpOrpaMMBbl 33aHHON KOH(DUTYPALMK U 3aBEPIINTD IEJEBYIO MPOTPaMMy
B Clly4ae He0OXOMMOCTH).

HcnosHsiemslii (aiir

AnpuopHast HHbOpMaIHs
0 (PYHKIIHOHAIBHOM
Ha3HAYECHUHN NTPOrPAMMEI

IIpenBapurenpHas > 3ananue
obpaboTka crieuduKau
I'pa¢ moroka | ynpasnenus (CFG),
rpad moroka | manubix (DFG)

3 OyHKINOHAIBHBIE
®opmanbHas < TpeOOBaHUS
BepUUKAIHS

Pemienne o coorBeTcTBHH
(GyHKIMOHANBHBIM
TpedOBAHUAM
5 4 Tlocrpoenue
MonuTopuHr
< aBTOMara
WCIIOTHEHYS
0e30MacHOCTH

v

Pemenue o 6e30nacHOCTH BBINIOJTHEHHSI
HCHOJIHAeMOro daiina

Puc. 1. Mooenv cucmemuvl 6€30nacHo20 UCNOIHEHUSL BPOSPAMMHO20 KOOd
Fig. 1. Secure code execution system model
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Ha Bxox Omoka 1 momaercss WccleayeMblid HCTIONHIEMBIH (aiin, 0e30macHOCTh
KOTOPOTO HEOOXOAMMO YCTaHOBHTb. B 1aHHOM OJIOKE NPOMCXOAWUT MPOBEpPKa
HaIM4Yuss B KOJE TIPOrpaMMBl KOHCTPYKIMH caMoMomudukanuy (BKIOYAs
YIAKOBIIMKA) W MEXaHM3MOB 3alllUTHl KOAa OT aHAIW3a. BHIMONHEHHE 3THX
TpeOOBaHU SABJIAETCS HEOOXOAMMBIM YCIOBHEM Uil NaJbHEHIIEro MCCIeI0BaHHs
ucronHseMoro ¢aiina. B ciaydae ux Hammuus Qaiin npusHaercss HeOE30MacHbIM U
ero JanpHeWIIas NpoBepka mpekpamiaercs. [lanee mpoucxoaut npeoOpazoBaHue
ucrojHsgeMoro (aiina u3 OWHAPHOTO IPEACTAaBICHUS B MOCIEA0BATEIbHOCTD
KOMaHJl s3bIKa accemOiepa M JaHHBIX, Ha WX OCHOBE CTPOMTCS Tpad MOTOKa
ynpasienus (Control Flow Graph) m rpad mortoka mamseix (Data Flow Graph).
Taxke Ha 3TOM JTame OCYIIECTBIACTCS COOp M CHCTEMAaTH3alMs alpHOPHBIX
CBEICHNH O (YHKIIMOHATHHOM IIPEJHA3HAUYEHHN NPOTPAMMBI, KOTOPBIE MOJAIOTCS
Ha BX0J 0110Ka 2.

B Onoke "3amamms crenmdukanuu' HAa OCHOBE AaNpPUOPHBIX CBEICHUH O
(YyHKIIMOHATBHOM  IIPEAHA3HAYCHWH  TPOrpaMMbl  (OpMHpYeTCs  IepeueHb
OTpaHWYECHUH Ha ee¢ (yHKIHOHAJIbHBIE BO3MOXKHOCTH, BBINOJHEHHE KOTOPBIX
HeoOxonnMo At 0e301acHOrO HMCIIONBb30BAaHMS MpOrpamMMbl. JlaHHBIM IepedeHb
BKJIIOYaeT B ce0s (DyHKIMOHAIbHBIE TPEOOBAHMS, BBHINOJHEHHE KOTOPBIX MOJKET
ObITh oOOeclieueHO B paMkax pabOThl CHCTEMBI O€30MacHOrO HCIIOJIHEHHS
nporpaMMHOro konxa. OHM MOTYT OBITH pa3JielieHbl Ha IPYIIBI B 3aBUCUMOCTH OT
KaTeropuu HCCIEAYEeMOW MporpaMmbl. BBIXOIOM JaHHOTO OJoKa SIBISIOTCS
(opmannzoBaHHbIE (YHKIMOHAIBHBIE OTPaHHYCHUS Ha pabOTy MPOrpaMMbl B BHZE
(hopMyJIBI TEMITOPAILHON JIOTUKY M KOH(GHUTYypaIiK aBTOMAaTa 0C30MaCHOCTH.

B ©Onoke 3 ocymectBisiercss mporiece (GopMmanbHONl BepudUKAIUK MOJICIH
ucronHsAeMoro (aina, MOCTPOSHHOM Ha OCHOBe rpad0B NMOTOKOB YIPAaBIECHUS U
JIAaHHBIX, Ha COOTBETCTBHE (PYHKIMOHAIBHBIM TPeOOBaHHSM CTaTHYECKOIO JTara
npoBepku ¢ nomoipio Merona "Model checking". TpeGoBaHusl 10 KOPPEKTHOCTH
6€e301acHOT0 MOBEACHHS IIPH 3TOM OIMCHIBAIOTCS B BUJE CIiCIM(UKAINH, KOTOpas
OTpaXkaeT paMKH Pa3peleHHOr0 MOBEeIeHMs MporpamMmbl. [10CKoIbKY MpOHCXOIUT
MMEHHO MaTeMaTHdeckas BepH(UKalWs, pelieHHEe O COTJIACOBAHHOCTH, TO €CThb
COOTBETCTBMM BO3MOJKHOTO TIIOBEJCHUS TpeOyeMoMy, SBISIETCS KOPPEKTHBIM.
ANTOpUTMBI NIPOBEPKH MOAENEH, Kak MpaBHiI0, 0a3MPYIOTCS HA HMCUEPITBIBAIOIICH
JIOCTHYKUMOCTH BCErO MHOXKECTBA COCTOSIHUM Mojaenu [13].

Takum 00pazoM, Al KaKAOTO COCTOSIHUSI IPOBEPSETCS, YIAOBJIETBOPSET JIM OHO
3aJaHHBIM B crienuduKanuu TpeboBaHMsAM. B camoil mpocToit dopme anropuT™sl
MPOBEPKH MOJIENEH MO3BOJISIIOT JaTh OTBET HA BONPOC O JAOCTHIKUMOCTHU 33JaHHBIX
coctossHMH. B TakoM ciaydae HEOOXOAMMO ONPENEIHTh BCE 3alpeIIeHHBIE
COCTOSIHMSI, JIOCTH)KEHHE KOTOPBIX SBIISIETCS HEeOE30MacHbIM, W  BBISICHHTb,
CYIIECTBYET JIM Takas IOCIEIO0BATEIbHOCTh WX CMEHBI, KOTOpas IpPUBOJHUT K
OTHOMY U3 3ampenieHHbIX. Ecim Takas IOCIeI0BaTeIbHOCTh CYIIECTBYET, TO
NPUHUMAETCSl PEIICHHE O 3alpeTe HCIOJNB30BaHUS HCCIEIyeMO MpOTrpaMMBL.
CTOUT OTMETHTh, YTO HCYEPIHIBAIONIAsl JIOCTHXKMMOCTH MHOXKECTBA COCTOSIHHH
rapaHTUpYyeTCsl BBHJY KOHEUHOCTH 4Hcla cocTossHuM Mmonenu [14]. B cmyuae
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paccoriacoBaHHOCTH MOJENM MHpOrpaMMbl M cHenudukanuu  Oe301acHOCTH
WCTIONHSAEMBIN (halil mpu3HaeTcss HeOe30MacHbIM U €T0 JajbHeHIee UCClieIOBaHNE
npekpamaercs. Beixomom maHHOTO OnOKa SBISIETCSl PEHICHHE O OE30MacHOCTH
WCTIONB30BaHMsA JAaHHOM TporpaMMbl MO  pe3yiabTaTaM BepH(UKanmuu Ha
CTaTUYECKOM 3Tare NPOBEPKHU.

Jns KOHTpONsL Haj BBIMOJHEHHWEM (DYHKIMOHANBHBIX OrPAaHWYEHHH BO BpeMS
paboTHl MPOTPaMMBI TIPEIIAracTCsl MCIOIb30BAHNE CHCTEMBI, CXOXKEH C CHCTEMOH
IpeJOTBPAlleHUsT BTOP)KEHUII Ha ypoBHE KOMIbIOTepa. MOHUTOP MCHOIHEHUS
3alycKaeTcsi MapajjelbHO C HCIOJNHSAEMOM IporpaMMOi U IepexBaThIBAaeT BCeE,
COBEpIaCMbIC €10, CUCTEMHBbIE BBI3OBbL. VI3Ha4yadbHO MOHHUTOP MCHOIHEHUS
3arpy’kaeT MOJENb pPa3pelIeHHOr0 TMOBEJEHUs U YCTAHABJIMBAeT HAYaJIbHOE
coctosiuue. Kaxaplii BBI30B CHCTEMHON (YHKLIMH COIOCTaBIISETCS C MOJIEIbBIO
Pa3pemICHHOTO TIOBEJCHNS M TNPOMCXOAUT IEPEXO] B HOBOE COCTOSHHE WM, B
Cllydae OTCYTCTBHSI TaKOTO IIEPEeX0/1a, MoJaeTcs KOMaH/1a Ha 3aBEPILCHNE ITPOIIecca.
B ocHOBy MOHHTOpa HCHONHEHHS MOJOXKEH aBTOMar Oe3omacHocTH (Security
Automata) [8], KOTOpEI CTPOHUTCS, KaK MPaBUIO, HA OCHOBE aBTOMAaTa CO CTEKOM.
BxomHpIMM ~ cuMBONAaMH ~ aBTOMara  SIBISIETCS.  MHOXECTBO  COOBITHH
(hyHKIIMOHMPOBaHMUS Tpoliecca, a KOH(GHUTypalys aBToMara OIpeAesieT MHOKECTBO
Pa3pelIeHHBIX ONepaui A KaKI0I0 COCTOSHHS.

B Omoke 4 mpoucxomuT mnpeoOpa3zoBaHHEe (QYHKIMOHATBHBIX TpeOOBaHUHA K
nporpaMMe B KOH(UI'ypalnio KOHEYHOTO aBToMara cO CTeKOM. B Oioke 5
MPOU3BOJUTCS HENPEPHIBHBIA MOHUTOPUHI (YHKIMOHHPOBAHUSI IMPOTPAMMbI B
paMKax 3aJaHHOW MoJenu Oe30MacHOro MCIOJHEeHUs. BbixomoM naHHOTrO OJioKa
SBJISIETCS PelIeHHEe O 0€30MaCHOCTH BBIIIOJIHEHHS UCTIONHIEMOro (aina.

4. dopmarnbHbIl J102U4ecKUl s3bIK onucaHusi pyHKUUOHasIbHbIX
mpe6oeaHuli
Ba30oBeIMH MOHATHSAMH NPH PACCMOTPEHHH paboThl onepanuoHHol cucteMsl (OC)
SIBJISTIOTCSI Tiporiece u pecype. Cormacho [15] mpotiecc — 3T0 KOHTe#HEp A5 Habopa
PecypcoB, HCIIOJIb3YEMBIX TIPH BBITTOJHEHUH SK3eMILIsIpa porpaMMbl. K OCHOBHBIM
Buaam pecypcoB OC OTHOCSTCS cleayIouIre 3JeMeHThl [16]:

® TPOLECCOPHOE BPEMS;

e onepaTHBHAs MaMsTh;

® BHCIIHSS 1aMSTh;

® YCTpOHCTBA BBOAA-BBIBOJA.
B ocHoBe mocTpoeHMs IpeiyiaraeMoil CHCTEMbI 0OEe30IIaCHOTO  HCIIOJIHEHUS
MPOTPAMMHOTO KOJa JIS)KUT MOJETh ONMHCaHus ()YHKIIMOHHPOBAaHUS Ipolecca B
omepannoHHOW cucreme. K cyOBEKTaM OTHOCATCS MPOIECCH, COBEPIIAIOIINE
JIEUCTBUSI MO OTHOIICHHIO K oOBekTamM. OO0bekTamu sBIsitoTcss pecypcbl OC wm
MIPOIIECCHI, B OTHOIIEHUH KOTOPBIX COBEPINAIOTCS NEHCTBUA APYTUMH CyObEKTaMu:

e "mporecc" (p);
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e "omeparuBHas namsAts" (M);

o "BHelnHsiss naMaTh" (€);

o "nepudepuiiasie ycrpoiictea" (d);

e "cereBas moacuctema" (n).
s ocymiecTBIeHUs JOCTyIa K pecypcy HpOLECC BBIMOJIHSAET COOTBETCTBYIOLIYIO
¢ynkmo OC, To ecTh MoJaeT 3asBKy Ha BBINOJHEHHE HEKOTOpPHIX jaeiictBuit. OC
Ha OCHOBE BHYTPEHHHIX MEXaHHU3MOB pacHpeeICHUs PECYPCOB, a TAK)Ke Ha OCHOBE
MOJUTAKA OE30MacHOCTH, NMPUHUMAET pEIIeHHE O TOCTYyIle HCIIONHSAEMOTO Koja
JTAHHOTO IIpoIlecca K 3aIpalinBaeMOMy Pecypey.
[Ipuxiagable MpOrpaMMBl B IIporecce paboThl 00JaNai0T IOJMHBIM OCTYIIOM K
CBOEMY BHPTYaIBHOMY aJPECHOMY IIPOCTPAHCTBY MJIsl BBIOJHEHHS OIEpamuii
YTeHUs ¥ 3amucu. [[n BBO/a WM BRIBOJA JAHHBIX 3a IIPENENbI CBOCTO aapecHOTr0
MPOCTPAHCTBA MPHUKIATHON MporpaMMe HE0OXOAUMO BEI3BIBATH COOTBETCTBYIOIINE
¢yakann OC, eciti OHAa IMEET COOTBETCTBYIOIINE IPUBIIICTHH IJIS1 OCYIIECTBICHIUS
takux omepamuid. K Takum ¢yHkmmasmM OC MOXHO OTHECTH OIEpaldd YTEHUS,
3aIliCH, 3aIlyCKa MJIM 3aBEPLICHHs [TPOLiecca, BbIICICHHs JOTIOJIHUTENLHON 001acTH
MaMsTH, €€ OCBOOOKICHUS U JIp.
AHanu3 wucciieoBaHWA B 007acTH (QOpMaIbHON BepHHUKAIMH ITOKAa3al, dTO
CYIIECTBYIOIME MOAXOAbl K ONHCAHMIO crneludUKalMid NpH PEeLICHUH 3aiadyu
0oOHapy>KeHHs BPEIOHOCHBIX MPOTpaMM He SIBISIOTCS YHHBEpCAIbHBIMHU. Tak Kak
YacTh U3 HUX OPHEHTHPOBaHa Ha KOMaHJbI s3bIKa accemOunepa, a yacth — Ha API-
¢byHKIHH.
[TosToMy mpemiaraercst CleaAyroIuid GOpMaIbHbBIN JOTHUSCKUI SI3BIK I 3aaHUS
(hyHKIIMOHATBHBIX TpPeOOBaHMH C BO3MOXKHOCTBIO OJHO3HAYHOTO IIEpexoaa K
(dhopMyIaM TeMIIOPaTbHOM JOTHKH IS AajbHEHIIICH BepUPUKAIIMH TI0 MOJICIISM.
B cooTBercTBUU C ompeneneHWeM JIOTUKU MepBoro mopsiaka [17] Heobxomumo
3a/1aTh CIIEAYIONIHE TOMHOKECTBA!

FormSpec= FuncUPr ed UVar U Log U Aux.
IIpu sTOM MHOXeEcTBO (DYyHKIHMOHAJIBHBIX CHMBOJIOB OyJIeT BKIIOYaTh B ceOs
CIIEYIOIIUE ONEPALIVU:
Func ={create, open, delete read, write},
TIe create — ornepanus co3aaHus 06L€KTa, open — onepanursa OTKPBITUA 06LGKTa,

delete — onepanus ynanenus (3aBepiueHus) o0bekTa, read — onepanus 4TCHUS U3
o0BeKTa, Write — oneparnus 3amicu B 00BbEKT.

MHOXXECTBO TPEINKAaTHBIX CHMBOJIOB BKJIIOYAaET B ceOs 0a30BbIe IpEIUKATHI
TemrnopanbHo# toruku CTL* [18] u npenukar npoBepky 0€301MacHOCTH:

Pred ={lsSecure, AX, AF, AG, AU,
AR, EX, EF,EG, EU, ER, EC},

roe IsSecure — nmpemuKar TPOBEPKH OE30MACHOCTH TEKYIIETO COCTOSHHS
OTHOCUTEJIBHO TpPAacChl MCIIOJIHCHUA B IICJIOM, A — KBaHTOP BCGO6H_IHOCTI/I,
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YKa3bIBAIOIIUA HA TO, YTO JAHHOE CBOMCTBO BBIMIOJHEHO /JIs BceX MyTed, E —
KBAaHTOp CYIIECTBOBAHMS, YKa3plBAalOIIMI HAa TO, YTO MJaHHOE CBOWCTBO
BBITIOJTHACTCS A1 HEKOTOPOTO IyTH, X — YHApPHBIA ONepaTop, YKa3bIBAIOIIUK Ha TO,
YTO JAaHHOE CBOMCTBO BBIIOJHSETCS Ha CICAYIOUIEM COCTOSHHM TEKyIlero mytH, G
— YHapHBII oniepaTop, yKa3bIBalOLIMN Ha TO, YTO JAHHOE CBOICTBO BBIMOJHSETCS Ha
Ka)kKJIOM COCTOSIHUM TEKYIIEro MyTH, F — yHapHBIil oneparop, yKa3blBarolii Ha TO,
YTO JIaHHOE CBOWCTBO BHINOJHSETCS B HEKOTOPOM COCTOSHMM B Oynymem, U —
OGuHapHBIN onepaTop, yKa3bIBaroOIUil Ha TO, YTO MEPBOE CBOMCTBO BBIMOIHIETCS AT
BCEX COCTOSIHMH MYTH, NMPEIIIECTBYIOIUX COCTOSIHUIO, TJI€ BBIMOJHIETCS BTOPOE
CBOICTBO, R — OMHApHBIN omeparop, YKa3pIBAIONINHA Ha TO, YTO BTOPOE CBOHCTBO
BBINIOJHACTCA ISl BCEX COCTOSIHMH, CIEAYIOIMX [0 COCTOSHHA, B KOTOPOM
BBITIOJTHSETCA TIepBOe CBOUCTBO, C — YHAPHEIA OIepaTop, YKa3hIBAIOIINI HA TO, 9TO
JAaHHOE CBOMCTBO BBINOJNHAECTCS B TEKYIIEM COCTOSHHHM TEKYIIETO ITyTH
(OTIOHNTENHHO BBEACH aBTOPAMH).

MHOXECTBO CHMBOJIOB NIPEJMETHBIX ITEPEMEHHBIX BKJIIOYAETCA B Ce0s CIEAyIOIue
3JIEMEHTBI:

Var ={p,m,n,e,d,cat},
rae p,m,n,e,d — oObEKThl HAJ KOTOPBIMH COBEPIIAIOTCS AEHCTBHs, Cat — HMHIEKC
KaTeropuu odbekra (cyonekra) (Tabu. 1).

Tabn. 1. Kamezopuu o6vekmos u cyovekmos.
Table 1. Categories of subjects and objects.

O06o3HaueHNe | Onucanue
CyownexT "TIponecc” (p)

1 CHCTEMHBIH nporecc
2 NPUBHIICTUPOBAHHBII IIpoIiece
3 H0JIb30BATEINILCKUIT POIIeCce

O0bekt "OneparuBHas mamste" (M)
1 aJIpeCHOE MPOCTPAHCTBO CHCTEMHOT'0 Mpolecca
2 aJIpeCHOE MPOCTPAHCTBO APYTOro npouecca
3 COOCTBEHHOE aIpeCHOE MPOCTPAHCTBO MpoLecca

O0nexT "Bremnss maMsars" (€)
1 HCTIOJHSIEMBIC (hailIbl
2 CHCTEMHBIE KaTaJOTH U KOH(PHUIYpaLHsi CHCTEMBI
3 (haiJIbl M KaTAJIOTH IPYTHX MOJI30BATENCH
4 CHCTeMHbIE OMOINOTEKH
5 coOcTBeHHbIE (hailsibl M KaTaJIO0TH
Oo6bekT «Ilepudepuiinbie yerpoiictay (d)

1 YCTPOHCTBA BBIBOJIA
2 yCTpo#cTBa BBOJIA

Oo6bekT "Cereast noacuctema” (n)
1 CEpBHCHI Y3JIOB III00AJIBHOM ceTn
2 CEpBHCHI Y3JIOB JIOKAJIBHOH CETH
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| 3 | JIOKaJIbHBIE CETEBBIE CEPBUCHI

MHOK€ECTBO JIOTHIECKMX CMMBOJIOB BKIJIIOUAET B CE0sI CIIENYIOIIHE IEMEHTBI
Log ={—A,v,—,3,V},
rme ' — CUMBOJ JIOTUYECKOTO OTPHULAHHUS, /\ — CHMBOJ KOHBIOHKIHH, YV —

- - CHUMBOJI UMIITMKAIIUH, E KBAaHTOP CYHIECTBOBAaHMUA,

CHMBOJI IU3BIOHKIUH,
V' _ KBaHTOpP BCEOBIIHOCTH.

MHOeCTBO BCIIOMOTaTeIbHBIX CHMBOJIOB BKIIFOUAET B Ce0st CJIIEAYIOIHUE DJIEMEHTHI:

Aux={ (0}

5. Ba3uc ¢pyHKyuOHasIbHbIX mpeboeaHull, obecrne4yuearoujux
6e3onacHoe ucrnosiHeHuUe NPo2pPaMMHO20 KoOa

Ha ocHoBe mpemnoxeHHOro (OpMaTBHOTO JIOTHYECKOTO s3bIka FOormSpec Obumu
chopmynupoBanbl 0a3oBble mpaBwia (GopMyisibl) 0OE30MACHOTO  HMCIOTHECHHUS
NPOTPaMMHOI0 KoJa JUIsi KaKA0ro W3 (YHKIHMOHANBHBIX CHUMBOJIOB. CumBonm *
03HayaeT 00BEKT (CYOBEKT) JTF000M KaTErOPUH M3 YHCIa BO3MOXKHBIX IS TAHHOTO
KJacca.

Jliist omiepaiy co3ianust 00beKTa:
e 1 EF create (p,*,p,*) — 3anper Ha co3aHue JOUEPHHUX MPOIIECCOB;

e EF create (p,*,m,3) — BblaeeHNE MAMSTH TOJIBKO B CBOEM aPECHOM
MPOCTPAHCTBE MPOIiecca;

e EF create (p,*,e,5) — pa3pemnierHo co3nanue HOBBIX (haiiioB (KaTanoros)
TOJILKO B KaTaJIOr'e€ TEKYILEro MPOoIecca;

e 1 EF create (p,*,n,*) — 3anper Ha co3/jaHUe CETEBBIX COETUHEHHUIA;

e —EF create (p,*,d,*) — 3anper Ha co3anue ycTpOWCTB (ApaiiBepoB).
Jlyist omepaliiu OTKPLITUS 00beKTa:

e —EF open (p,*,p,*) — 3anper Ha OTKPHITHE MTPOLIECCOB,;

e EF open (p,*,e,4) vV EF open (p,*,e,5) — pa3pelieHo OTKPHITHE CHCTEMHBIX
O6ubnroTek U (ailyio, collepKaIINXCs B TEKYIIEM KaTajiore Ipolecca;

e —1EF open (p,*,d,*) — 3anpeT Ha OTKPBITHE YCTPOMCTB.
Jlyist oniepariuu yajaeHus (3aBepiieHust) 00beKTa:
o EF delete (pi,*,pi,*) — mporiecc MOKET 3aBEPILUTH CBOIO paboTy;
e ECopen (p,*,;,5) N EF delete(p,*,e;,5) — mponecc MoxeT ynanaTs Gaiinsl
MM CO3/IaHHBIC.
Jist onepartuy 9TeHUs U3 00BEKTA:
e T EF read(p,*,p,*) — 3anpeT Ha nosydeHre HHGOPMAIIMHU O MPOIIECCaX;

e EF read(p,*,m,3) — paspeieHo uyTeHure apecHOro MPOCTPAHCTBA CBOETO
npoliecca;
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e ECopen(p,*e;4) N EF read(p,*,e;,4) — paspelcHo 4yTeHUE U3 CUCTEMHBIX
OuOIHOTEK;

e (ECopen(p,*g;5) VvV EC create(p,*,e;,5)) ~ EF read(p,*.e;,5) —
paspeleHo yTeHne GpaiioB OTKPBITHIX (CO3JaHHBIX) MPOLECCOM;

e 1 EF read(p,*,n,*) — 3anpeT Ha paboTy ¢ CETHIO;

e —EF read(p,*,d,*) — 3ampert Ha paboTy ¢ yCTpOHCTBaMH.
JUist oTiepaliyu 3aucu B 00BEKT:

o EF write(p,*,m,3) — paspemieHa 3amuch B apecHOE IPOCTPAHCTBO CBOETO
nporecca;

e (ECopen(p,*;5) v EC create(p,*,e;,5)) N EF write(p,*,e;,5) —
pas3penieHo uyTeHne (paiaoB OTKPHITHIX (CO3MaHHBIX) IIPOIECCOM;

o 1 EF write(p,*,n,*) — 3anper Ha paboTy C CETHIO;

e —EF write(p,*,d,*) — 3anper Ha paboTy ¢ ycTpoiicTBaMH.
CremyeT OTMETHTh, YTO IPEICTABICHHBIA 0a3MC MOXXHO paccMaTpuBaTh Kak
AKCHOMATHYECKHH, TaKk KaK €ro BBIMOJHCHHE obOecrednBaeT 0e30MacHOCTh
BBINIOJIHEHHSI MTPOTPaMMHOr0 Koja (BBHINOJHEHUE mpeaukara ISSecure) B acmekre
3aIIUTBl OT BPEIOHOCHOTO Koja. Takke OrpaHHYCHHUsI, BBOIMMBIC MM Ha TPEIMET
B3aUMOJICHCTBUSI C CETeBOI M (haliIIOBOI ITOJCUCTEMaMH, BO3MOXKHO MPEOOJIETD 3a
CUCT BBCACHU Ol"paHI/I‘IeHI/Iﬁ Ha I10CJI€O0BATCIBbHOCTh BBIIIOJIHACMBIX HeﬁCTBHﬁ n
M30JISIIUHM BO3MOXKHBIX MH()OPMALIMOHHBIX KOHTYPOB.

6. O6¢cyxOeHue pe3ynbmamos

OzHUM ¥M3 BapUaHTOB MPAKTHYECKOTO MPHIOKEHHS MPEIJIOKEHHOT0 (GOpMalIbHOTO
JIOTHYECKOTO s3bIKa ONMUCaHHs (YHKIMOHAIBHBIX TpeOOBaHHH K MPOTrPaMMHOMY
Koy siBisieTcst opManm3anms yrpo3 u3 "baHka MaHHBIX Yrpo3 0e30macHOCTH
napopmanuu" GCTOK [19].
"Yrpo3a M3MEHEHHWs CHCTEMHBIX M TJO0aNbHBIX NEPEMEHHBIX" HapylIUTeIeM
MOXeET OBITh pealn30BaHa 3a CYET NPHMEHEHUS BPEAOHOCHOTO IPOTPAMMHOTO
obecrieueHnsi, KOTOPOE MOMKET MPUBECTH K COBEPIICHHIO OIOCPEJOBAHHOTO
JIECTPYKTUBHOTO BO3JICHCTBHS Ha OIpPEJENICHHBIE NPOrpaMMbl WM CHCTEMY B
nenom. Jlns HeWTpaim3alMu JaHHOH Yrpo3bl HEOOXOIMMO 3aJaTh CleIylolee
npaBwiIo: "3amper npoieccaM 3 KaTeropuu Ha COBEPUIEHUE U3MEHEHU CUCTEMHBIX
¥ III00aNbHBIX NTEPEMEHHBIX ", BBIPaXKEHHOE CIITYIOLIEM 00pa3oM:

—EF (create (p,3,e,2) Vv write (p,3,e,2)) Q)
Bripaxxenne (1) ¢dopMasbHO O3HAYaeT, YTO MPOLECCHl 3 KAaTeropuu HE MOTYT
OCYIIECTBIIATh CO3JIAaHUE WU MOJM(DHUKAIUIO CHCTEMHBIX KaTAJIOTOB M (hailioB
KOHQUTYyparuu. ODTUM K€ TPaBHIOM MOXHO MPEAOTBPATHTh  '"yrposy
HECaHKIIMOHUPOBAHHOTO PEIaKTHPOBAHMSI peecTpa'.
CyTb "yrpo3sl HECAaHKIIMOHUPOBAHHOTO KOIIMPOBAHMS 3alUIaeMol HHGopMmarn"
3aKJIF0YAETCS B OJTYYCHUH 3JIOYMBIIIJICHHUKOM KOIIMH 3alluIIaeMol HHpopMaImu
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JpYroro I0ib30BaTeNs M JajbHEHIeM BBIBOAE ¢ 3a Mpenenbl cucTteMsl. Jlis
OTpaHMYCHUS IIOCIEAOBATEIBHOCTH TAaKMX JCHCTBHH HEOOXOIMMO  BBECTH
clieIyIoIee PaBuiIo:

— EF(EC read (p,*,e,3) /N (EF create (p,*,e,5) V EF write (p,*,e,5) V @)
V' EF write (p,*,d,1) vV EF write (p,*,n,1))

W3 BepakeHus (2) ciemyer, 4TO TMpoIecCy JOOOI KaTeropuu 3ampemiaeTcs
MOCJIC/IOBATENIHO CHAYajda CYMTBIBATH HEKOTOpPYI HHGopMaimioo u3 Qaiios
JPYTHX TI0JIb30BATEIIeH, a 3aTEM OCYLIECTBIISATh €€ 3aIiCh B (ailiibl B COOCTBEHHOM
KaTaJlore WM OTIPAaBIIATh Ha yCTPOICTBa BBIBO/IA WU B CETb.

Jns "yrpo3sl nepexBata BBOJMMOW U BBIBOJUMOW Ha nepudepuiiHble ycTpoicTBa
nHopManuu" MOXXKHO 331aTh IPABUIIO, OTPAHUYMBAIOIIEE ITPSIMOE B3aUMO I CTBIE
MPOIIECCOB 3 KaTeropuu U yCTPONUCTB BBOAA:

— EF read(p,3,d,2) (3)

Bripaxxenue (3) 3ampemiaer HEMOCPEACTBEHHBIM JOCTYN K  CUYMTHIBAHUIO
MHGOpPMAMH C YCTPOWCTB BBOAA B 00XOJ CYIICCTBYIOIIMX B ONCPalMOHHON
CHCTEME MEXaHH3MOB.

Psx npuBeneHHBIX NPHMEPOB MOATBEPIKAACT COCTOSTENBHOCT U IOJHOTY
BO3MOXKHOCTEH ONMHUCAHMS CYLIECTBYIOLIMX yrpo3 Ha MPEIUIONKEHHOM (HOpMaIbHOM
JIOTHYECKOM si3bIKe. VX ydeT mpu paboTe cUcTeMBl 0e30MacHOTO UCHONHEHHS KOJa
HO3BOJIUT UCKITFOYHUTH BOSMOKHOCTh PEallM3alliy 3aJaHHbIX yTPo3.

7. 3aknroyeHue

[IpemnokeHHBIH (OPMATBHBIN JIOTHUECKUI S3BIK ONMHCAHUS (DYHKIIMOHAIBHBIX
TpeOOBaHWH, MO3BOJLIIONINI OMNKCATh IMOBEJACHHE Iporecca 0e3 KOHKPETHU3aIluh
oTepanyil WM JJIEMEHTAPHBIX JEHCTBHU (Ha BBICOKOM YpPOBHE aOCTpaKIWd), U B
0000IIeHHON  MareMaThyeckoil  (opMe  BBIPa3UTh  CYOBEKTHO-OOBEKTHBIC
OTHOIICHHs TporieccoB ¢ pecypcamu OC pa3IHyYHBIX KaTErOpHid., 33a€T OCHOBY
MOCTPOCHUST CHUCTEMbI 0C30IMAaCHOr0 KCIOJIHEHHUS IIPOrPAaMMHOTO KOJa, KOTOpas
MO3BOJIMT OBEPSITh HOBOMY IIPOIPAMMHOMY KOJAY M HE HapylaTh IEIIOCTHOCTH
M30JIMPOBAHHOM MPOrPaMMHOM Cpe/ibl.

HamnpasieHnuem qaibHEHITUX UCCICTOBAHUIN SBIISIETCS IIOCTPOCHHUE MMOJHOTO Habopa
npaBui  0E30MaCHOTO HCIIOJHEHHS MPOrPAMMHOTO KOAa C HCIOJIb30BaHHEM
BBEJICHHOTO (DOPMAIBHOTO JIOTMYECKOTO SI3bIKA, IMO3BOJIAIONICTO  YCTPAHUTH
OTpaHUYCHUS, BBEJICHHBIC aKCHOMATHYCCKUM 0a3uCcoM.
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Abstract. Currently the problem of information security during designing and exploiting the
objects of critical information infrastructure is paid special attention to. One of the most
common approaches to providing information security, processed on the objects, is creating
isolated programming environment. The environment security is determined by its
invariability. However, the evolutional development of data processing systems gives rise to
the necessity of implementing the new components and software in this environment under
condition that security requirements are satisfied. The most important requirement consists in
trust in the new programming code. The given paper is devoted to developing formal logical
language of description of functional requirements for programming code, allowing to make
further demands at the stage of static analysis and to control their implementation in
dynamics.
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