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AHHoTammsi. B crarbe paccMarpuBalOTCS HOAXOABI U CIIOCOOBI BBINOJIHEHHS KOzAa C
HCTIONB30BaHUEM YA3BUMOCTEH B MporpaMmax. B YacTHOCTH, pacCMOTPEHBI CHOCOOBI
BBITIOJTHEHUSI KOZIa JUISl TIeperoNHeHns Oydepa Ha CTeke W B AUHAMHYECKOH MaMATH, JUIST
YA3BUMOCTH HCIONB30BAaHUS MaMATH MOCIE OCBOOOKICHUS M I YA3BUMOCTH (hOpMaTHOU
cTpoky. ONUCBHIBAIOTCA METOAbl M MOAXOIbI, IO3BOJIAIOLIME AaBTOMATHYECKH IOIYy4aTb
HaOOpBI BXOIHBIX JAHHBIX, KOTOPBHIE NPHBOASAT K BBHINOJHEHWIO MPOM3BOJBEHOTO Konma. B
OCHOBE 3THUX IOAXOJOB JISKUT MCIOIb30BaHUE CUMBOJIBHOM MHTepnpeTanuy. JuHamuueckoe
CHMBOJIHOE BBINOJHEHHE MPEIOCTaBIsieT HAOOp BXOJHBIX TAHHBIX, KOTOPBHIH HaNpaBIsieT
TIporpaMMy IO ITyTH aKTHBAIMHU ys3BUMOCTH. [Ipenukar Oe30macHOCTH MpecTaBisieT coboi
JIOTIOJTHUTEIbHBIE CHMBOJBHBIE YDAaBHEHUS M HEPAaBEHCTBA, OIMCHIBAIOIINE Tpedyemoe
COCTOSIHHE IPOTPaMMBbI, HacTyIIalomee Mpy 00paboTKe IakeTa JaHHBIX, HAIPHMeEp, Tepefada
ympaBieHus: Ha TpeOyeMslii agpec. OObeANHNB NMpPEIUKATEl MyTH W OE30IIaCHOCTH, a 3aTeM
pELINB TOJYYEHHYI0 CHCTEMY YpaBHEHUH, MOXHO IOJYYUTh HAaOOp BXOAHBIX MAAHHBIX,
NPUBOAAIIMIT HpOrpaMMy K BBINOJHEHHIO Koma. B paboTe mNpencTaBiIeHBl MPEANKaThI
0e30macHOCTH JUIl TEePe3aluCH  yKasaTels, IIepe3alucu ykazarens Ha (QYHKIMIO H
y3BUMOCTH (OPMAaTHOW CTPOKH, KOTOpas MPHBOAUT K HepenonHeHuio Oydepa Ha cTeke.
OmnncaHHbIe TPEIUKaThl O€30MacHOCTH WCHONB30BANNCH B METOAE OLEHKH KPUTUIHOCTH
nporpaMMHEIX  JiedekToB. [IpoBepka pabOTOCHOCOOHOCTH MPEIUKATOB OE30IAaCHOCTH
OLICHUBAJACh HAa HaOOpe TeCTOB, KOTOPHIN HCHONb30Balcs B KoHKypce Darpa Cyber Grand
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Challenge. TectupoBaHue IpenuKaTa 0€30MaCHOCTH UL YSI3BHMOCTH (hOPMATHOH CTpPOKH,
TIpUBOAIIEH K HepenonHeHuo Oydepa, nmpoBogmwiocs Ha nporpamme Ollydbg, comepxarueit
9Ty YA3BUMOCTb. JII HEKOTOPBIX HPHMEPOB YAaJOCh IOJNYYUTh BXOAHBIC JaHHBIC,
HPHUBOALIME K BBIIOJIHEHHIO KOJA, YTO IMOATBEPXkIaeT pabOTOCIOCOOHOCTh HPEANKATOB
6€30MacHOCTH.

KinwueBble ciioBa: OI.HI/I6KI/I, CUMBOJIBHOE€ BBINIOJIHEHUE, MPEAUKAT 6630HaCHOCTI/I; aHalInu3
6I/IHapHOF0 Koma, Z[I/IHaMI/I‘IeCKI/Iﬁ aHaJIm3.
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1. BeedeHue

B coBpemeHHOM MHpe 0€30MacHOCTH MNPOrPaMMHOTO OOECIEUYEeHUS YICNAIOT
Oonpiioe BHUMaHWe. BakHBIM acmekToM obOecredeHusi 0e30MacHOCTU SIBISETCS
nouck omubok u ysa3BuMmocted. Ilomck oOmMOOK M ySA3BUMOCTEH MOXET
OCYIIECTBIATBCS HAa Ppa3sHBIX CTAAMIX JKU3HEHHOTO IMMKJIA MPOTrPaMMHOTO
o0ecriedeHUs: B BHJE CTOPOHHEIO ayauTa BO BpeMs skciutyatanuu [10 umm Ha
cTamuu pa3paboTku. B HacTosmue BpeMs NpUMEeHEHHEe O0e30MacHOTo IMKIIA
pa3pabotku (SDLC) cTaHOBHTCS HEOTHEMIIEMON YACTBIO MPH CO3MaHUHU MPOTPaMM
npomeimuieHHoro  ypoBHs. [OCT P 56939-2016 «Pa3paborka OGe3omacHOTO
nporpamMMHoro obecrniedeHus. OOmue TpedoBaHMs», PENIaMEHTHPYET TpeOOBaHUS K
pa3pabotke Takoro I[1O. B coorBerctBum ¢ ['OCT pa3paboTymk JODKEH
NPOM3BOJNTE:  MOJCIUPOBAHME  yrpo3  HMHPOPMAIMOHHOH  Oe30macHOCTH,
CTaTUYECKUH aHalU3 KOAa, OSKCIEPTHU3y HCXOAHOTO KOoAa, (YHKIIMOHAIBHOE
TECTHPOBAaHUE MPOTPAMMBI, TECTHPOBAHHWE HAa MPOHUKHOBEHHE, JHHAMHYECKHN
aHaJIM3 KOJia MPOTrpaMMbl, (Da33MHr-TECTUPOBAHUE ITPOTPAMMBI.

Cpemn MHOXKECTBa yA3BMMOCTEH HamOoJiee OMacCHBIMH SBISIOTCS ySI3BHUMOCTH,
MO3BOJIIONINE aTaKyIOUIEeMy BBIIOJMHHUTH MHPOM3BONBHBIN konm [1]. Taxwe
VS3BUMOCTH JOCTaTOYHO CIIOKHO OOHAapY)KUTh aBTOMAaTHYECKUMH CPEACTBAMH, H
MO3TOMY JOBOJIFHO YacTO NPUXOAWTCS IPHUBJIEKATh aHAINTHKA. Kpome »3ToTO,
BO3HHKAET JOTOJHUTENBHAS CIOKHOCTh B OICHKE CTENeHH KPUTHYHOCTH
TPOSIBIICHUS YSA3BUMOCTH.

Kak mpaBmno, 1  aKkTUBaIMK  YA3BUMOCTH  TpebyeTcss  CIeIHalbHO
c(hopMHpOBaHHBIN HAOOP BXOAHBIX JAHHBIX, P 00pabOTKe KOTOPOro, Mporpamma
NEPEUIET B COCTOSIHME INPOSIBICHUS 3TOM YA3BUMOCTH. /[l aBTOMaTMYeCKOro
(opMupoBaHus TakuX HaOOPOB BXOIHBIX JIAHHBIX, NPEXIE BCEro, HEOOXOAMMO
M3y4nTh W (QOpMaNM30BaTh JICHCTBUA aHAJIMTHUKA. Ha ceromHsumHui JeHb
CYIIECTBYIOT HOAXOJbl U NMPOrpaMMHBIE CPEACTBA, MO3BOJSIOIINE IJIsI HEKOTOPBIX
TUIIOB YA3BUMOCTEH IOJIyd4aTh TaKW€ BXOAHbIE AaHHble [2, 4]. DTH MOIXOIbI
OCHOBBIBAIOTCSI Ha UCIOJIB30BAHUU JUHAMHYECKOTO CHUMBOJIBHOIO BBIMOJIHEHUS.
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IIpumeHeHue dTOM TEXHUKH 00YCIIOBICHO HECKOJIBKUMU acTieKTaMu. JIJIs yCTemHoi
nepenady ynpasiIeHUs U BBIIIOIHEHUS MIPOU3BOIBHOTO KOJa, HEOOXOIMMO 00manaTh
CBEJCHUSIMA O TOM, KakuMe SYCHKM MaMATH M KaKWe PETHUCTPHI IIpomeccopa
HaxOIATCS TOJ BJIMSHWEM BXOAHBIX JAHHBIX B MOMCHT aKTHBAIlMU YSI3BHMOCTH.
Kpome TOoro, B pesymprare AWHAMUYECKOTO BBINOJIHEHHS (OPMUPYIOTCS
OTpaHUYEHUs, ONMUCHIBAIOIIME ITyTh B IPOrpaMMe, Ha KOTOPOM MOXET MPOU30HTU
aKTHBalUMs YSI3BUMOCTH (mpeaukar myTH). JloOaBMB HEOOXOAMMBIE YCIIOBUS,
TpeOyemble Ul BBIOJIHEHHS Koaa (Tpeaukar Oe30IacHOCTH), W 3aTeM, PEIIHB
NOJyYeHHBI HA0Op OrpaHUYEHHMH, MOXKHO IOJYYUTh WCKOMBIH HAaOOp BXOIHBIX
naHHbIX. CyIecTBYIOIIEe CHCTEMbl MMEIOT B CBOEM apceHase Habop NpEIuKaToB
06e30macHOCTH 111 HEKOTOPHIX  CIIOCOOOB  JKCIUTyaTallid  ySI3BHMOCTEH
nepenoaHeHus Oydepa Ha CTeke W Kyde, a Takke YSI3BUMOCTH (pOPMAaTHOH CTPOKH
[3-5]. B nmamHOW paboTe TMpenCTaBICH paCIIUPEHHBIH HA0Op TPEIUKaTOB
0€301MacHOCTH U1 TaKWX YSI3BHMOCTEH, Kak: mepemonHeHue Oydepa Ha creke H
Kyde, YSI3BUMOCTb ()OpPMATHOM CTPOKM M HCIOIB30BAHME MaMATH MOCIE
oCcBOOOKICcHUs. Pa3paboTaHHble  OpEAMKATHl  NPUMEHSUIUCH  JJIS  OLICHKH
KPUTHYHOCTH IPOrPaMMHBIX Jie(eKToB [6,7].

Cratps opraHn3oBaHa CIEAyIOIMM 00pa3oM. Bo Bropom pasmene npusoautcs 0030p
HEKOTOPBIX THIIOB Ae(eKTOB MporpamMmHoro obecreueHus. B Tperbem pasnene
ONHUCAHBl METOABl M HMHCTPYMEHTBHI HCIONB3yeMble MJISI OLEHKH KPUTHYHOCTH
nporpaMMmHbIX nedexroB. B derBéproM paszene NpeIOKeHbl pa3pabOTaHHbIE
npenuKatel 0e30macHOCTH. B msITOM paszene paccMaTpUBAIOTCS  Pe3YIbTaThl
NPUMEHEHHs  pa3paboTaHHBIX MpenuKaTtoB  Oe3omacHoCcTH. B 3aximroueHnu
00CY>KIa0TCs IOTyYeHHBIE Pe3Y/IbTaThl M JajIbHEHIIINE HAIIPaBICHHUS HCCIIEI0BAHHUM.

2. 0630p Kpumu4yecKux npo2paMMHbIx deghekmoe

IlepexBaT noToKa ynpapieHUs] IPOrPaMMBbl WIH BBIIIOJHEHHE MPOU3BOIBLHOTO KOJa B
KOHTEKCTE TPOTPaMMBI SBISIETCSI OMHOW M3 HamOoJiee OMACHBIX aTak, a JAe(eKTHl,
cpabarsIBaHUSI KOTOPBIX MOTYT IPHBECTH K peann3anuu monoOHOW aTaku Oymem
Ha3bIBaTh KPUTHUECKUMHU. J[JIs1 BRIIOTHEHUS KO/la HEOOXOUMO PEIINTh CIETYIOIIHe
3a/1a4u:

®  Pa3MECTHTh LIEJEBOH KO B OTHOM M3 KOHTPOJIHPYEMbIX Oy(hepoB maMATH;
e mepenarh yrpasieHHe Ha ajpec Oydepa ¢ KOJoM.

BrimonHeHMe 3THX 3a7ad 3aBHCHUT OT THUNA YSI3BUMOCTEH, a TaKKe COCTOSHUS
MPOTPaMMBI IPU KOTOPOM OHA MPOSIBISETCS.

Ilepenonnenne Oydepa Ha cTexke. BO3MOXKHOCTh BBINOIHEHUS MPOU3BOIBHOIO
KOJla TPU BO3HUKHOBEHWH IIEPETIONHEHUs Oydepa Ha CTeKe W3BECTHA JOBOJBHO
JIaBHO W omMcaHa B ctathe [8]. B pe3ymbrare nepenonnenus oydepa moj KOHTPOIeM
aTaKkyIoOIIero MOTYT OKa3aTbCsAd JaHHBIC, MAHHUIYSIIHA C KOTOPBIMH MOXKET
MIO3BOJIUTH €My TIepenaTh yIpaBlieHHe Ha CBOM KoA. DTH JaHHBIC MOXKHO pa3ieinTh
Ha JIBa THNA: CIy)XeOHBIE JaHHBIC M JaHHBIE TporpaMMel. K cioykeOHBIM JTaHHBIM
OTHOCSTCS, HalIpUMep, aapec Bo3BpaTa W3 (YHKIUH U yKazaTeldb Ha Kaup cTeka. K
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JAHHBIM IIPOTPaMMBI MOXXHO OTHECTH yKa3aTeldHW, B TOM YHCIIC YyKa3aTeld Ha
¢ynkmmu.  Ha pumc. | mpeactaBineHa opraHu3anusi CT€Ka M CIOCOOBI aTakw,
PE3YABTaTOM KOTOPOM SIBISIETCS BBHITOIHEHUE KOJIA.

ApryMeHTbl AprymeHTbl AprymeHTsl
Appec Bo3BpaTa Anpec kopa Appec kopa
YKkasaTens Ha kagp YkasaTenb Ha Kapp YKkasaTenb Ha Kanp
CTeka CTeka cTeKa
Hanpasnenne
nepenonerus
Ykasartenb YkasaTens
Ha sueiiky C
BbiNoNHAEMslid Ko Shpecon fospe
MepenonHaemblid R
Oydep BLINMONHsAEMbIA KOR
A. Kagp creka b. Ataka ¢ nepesamnucio B. Ataka c nepesanucei
agpeca Bo3spara Ykazatensa

Puc. 1. Opeanuzayus cmeka u cnocobvt amax 075 y36uMoCmu nepenoinenus oygepa na
cmeke
Fig. 1. The organization of the stack and methods of attack for the buffer overflow
vulnerability on the stack

Hambonee pacmpocTpanéHHON sBiIseTcs aTaka, nOpuBenéHHas Ha Puc. 1B.
Arakyromuii pasMelnaeT B nepernonHseMoM Oydepe cBOi Kon, a axpec Bo3Bpara
MOZIMEHSIET ajpecoM 3Toro Oydepa. s 1aHHOW aTakM yKe OIMMCAaHBl MPEAUKATHI
0e30MacHOCTH, U OHM YCIIEUTHO peain30BaHbl B MHCTpyMmeHTax [9,10]. B ciyuae,
KOTJ]a Ha CTEKe HAaXOJHUTCA yKa3aTellb Ha KaKyl-THOO NMepeMeHHYI0, TO €r0 MOXKHO
nepesanucars 3HA4CHHEM ajpeca sueiiku, cofepiKamiel aapec BO3BpaTa U3
¢ynkuuu. {18 ycnemrHot peanu3aluy aTakd HEOOXOJMMO, YTOOB! B JlabHEHIIEM
10 3TOMY YKa3aTelo NMPON30IIUIA 3aMHUCh KOHTPOJIMPYEMOTO aTaKyIOUMM 3HAYCHHUS.
B 3TOM Ccitydae BO3MOXKHO MTOAMEHHTH 3allMChIBaEMOE 3Ha4eHUe Ha ajapec Oydepa, B
KOTOPOM HAaXOAMTCSI €ro Ko, M TakuM 0o0pa3oM IpOM30MIET mepesamuch ajapeca
Bo3Bpara u3 QgyHkuun. Bos3Bpar u3 ¢yHKuM npuBenéT K nepenade yrnpaBieHHUsS Ha
KO aTakylomero. YacTHbIi cirydail — nepesanuch ykasarens Ha QyHkmuro. B sTom
Cllydyae HapyLIMTENI0 AOCTaTOYHO Iepe3anucaTbh 3HAYEHUE YKa3arels aipecoM
Oydepa ¢ KoZOM M TOCJE BbI30Ba (DYHKIMU I10 YKA3aTeNI0 IPOM30HAET mepenava
yIpaBJIeHHUs Ha KO MOJIEe3HOH Harpy3KH.

Ilepenonnenue Oydepa Ha Kyde. B HEKOTOphIX MEHEIKEpax IUHAMHYECKOM
namsati B OC Linux, ocHOBaHHBIX Ha MeHemkepe namsith Doug Lea’s Malloc
(dlmalloc) cymecTByOT BO3MOXHOCTH JJisi TIPOBENCHHUS arak, MPHUBOASIIUX K
BBIMTOTHEHMIO Ko/1a. OHON M3 MepBBIX TEXHUK IKCIUTyaTanus Oblia TeXHUKa unlink,
omucanHas B pabore [l1]. B pesymbrare mepemonmuenus Oydepa mopTarcs
ciy>keOHBIE TaHHBIC BBIIENECHHBIX OOBEKTOB B JAWHAMHYECKOH MAMATH M IIOCHE
BbI30Ba (DYHKIMM OCBOOOXKIECHUS MOXET BO3HUKHYTH CHUTyaIus, TPH KOTOPOH
aTaKylomMi MOXXET NMUCATh IPOW3BOJBHOE 3HAUCHHE IO IPOHU3BOIBHOMY aIpecy
(CWE-123) [12], mnepemaya ymopaBieHUSI U  BBIIOJHEHHWE KOAA  3l1€Ch
OCYLIECTBIISICTCS TOJO0HO CUTYyallMH C TIepe3anuchlo ykaszarens. Takum oOpasom,
HoziaBIsifoIiee  OOJNBIIMHCTBO YS3BUMOCTEH IepernoyiHeHus: Oydepa Ha Kyde
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MIPUBOINT K BBITIOJTHEHHIO TIPOU3BOJILHOTO Koa, HO B 2003 romy ObLTO pa3paboTaHo
WCTIpaBJIEHUE, TIPEISITCTBYIONmee BO3HUKHOBeHHMIO curyanun CWE-123 myrtem
aBapuitHOrO 3aBepuieHHs mporpamMmbl. B pabore [13] ommcaHbl pasznuyHBIC
CH0COOBI, TIO3BOJISIONIEE IKCIUTYaTHPOBATH YSI3BUMOCTH IeperoHeHus Oydepa Ha
Ky4e, HEKOTOpbIE U3 HUX PadOTalOT B COBPEMEHHBIX BEPCHSIX MEHEKEPOB MaMSITH.
Ot crnocoObl TpeOyloT coOmoneHuss OOJNBLIOrO YWCia YCIOBHH, U B OTKPBHITOM
JIOCTYIE HAXOASATCS MPHMEpPBI SKCIUTyaTallid MOJAEJIBHBIX mporpamMm. Kak m ams
nepenoiHeHus Oydepa Ha CTEKe, OCTAIOTCSI JOCTYHHBIMU CIIOCOOBI KCILTyaTaluy,
OCHOBaHHBIE Ha TIepe3aIiucy yKa3ares.

Hcnonb30Banne mamMaTH nocie ocBodoxaenusi. OnuH U3 crioco0oB MPOBEICHUS
aTakd C HCIIOJBb30BAHUEM MaMITH TOCIE OCBOOOXIEHHS NPUMEHSETCS K
mporpaMMaM, KOTOpbI€ Hamucanbl Ha s3bike Cu++ ©  comepkaT BBI30BOB
BUPTYaJIbHOrO Metona. Jyisi MpoBeACHHs YCIEIIHOM aTakd NOJDKHBI BBIIOIHUTHCS
CIIEYIOIIHE YCIOBHS:

®  Ha KydYe BBIJEJICH 00BEKT, COACpKALIUN BUPTYaJIbHBIH METOI;

e 00BekT yaamsiercs (OCBOOOXKIAETCS TaMATh, BBIACIACHHAS TIOJ OSTOT
00BEKT);

®  BBLICISICTCS HOBBIN OJIOK MaMsSITH, TAKUM 00pPa30M, UYTO OH MEPECEKACTCsS C
paHee BBIJCICHHBIM 00BEKTOM;

e B HOBBI OJIOK 3aIIMCBIBAIOTCS JIaHHBIE, KOHTPOJIIMPYEMbIE aTaKYIOIINM;

e BBI30B BHPTYAJIbHOTO METOMA, paHee BbIIeIeHHOrO0 o0bekra (dakr
UCIIOJIb30BaHMSI TIAMSITH T10CIIE OCBOOOMKICHHM).

B camom Hadane oOmacte mamsTH o0BeKTa, mepBbie 4(8) OaiT, comeprkar yKasarenb Ha
TaONMMIly BHUPTYaIbHBIX (QyHKIMA. Takum 00pa3oM, Yy arakyrolIero MOSBISCTCS
BO3MO)KHOCTb IIepe3alicarh yKaszarelb Ha CBOI, CIEIHAIbHO C(HOPMHUPOBAHHYIO
TaONMMIly BHPTYalbHbIX (GYHKIMA. B pesymsrare Bhi30Ba MeETOmAa W3 3TOW TAOMMITHI
MpOM3OMAET Tiepelaya YIpaBleHWs Ha KoJ aTtakyromero. Ha Puc. 2 mpezncraBieH
(parmMeHT Kozia Ha sI3bIKe accemOnepa, OCYIIECTRIISIONIErO BHI30B BUPTYAIIbHOTO METO/IA.

MOV EAX, DWORD PTR[EBP - 0x1C]
MOV EAX, DWORD PTR[EAX]
CALL DWORD PTR[EAX+8]

Puc. 2. Bvi306 supmyanvrno2o memooa
Fig. 2. Invoking the virtual method

IlepBasgs WMHCTpYKIHMs 3arpyXxaeT ykasaTenb Ha 00BeKT B peructp EAX. Bropas
MHCTPYKIUS 3arpy’KaeT Ha PErucTp ykasaresb Ha TaOJHIly BUPTYaIbHBIX (yHKIUM.
TpeThst ”HCTPYKIMS IPOU3BOAUT BBI30B BUPTYAIbHON (PyHKIMH U3 TaOIHLIBL.

Ysazumocth dopmaTtHoii  cTpoku. CrnocoObl BBHITIONHEHHUS KO, HCITOIB3Ys
yA3BUMOCTb (POPMaTHOM CTPOKH M3BECTHBHI M OmHcaHbl B pabdorax [1, 14]. Kpome
TOrO, €CTh METOJIbI, IIO3BOJISIOIIME JTO JejiaTh aBToMaruvecku [2-4, 15].
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VS3BUMOCTh CYIIECTBYET B Cllydae, €CJIM aTaKyIOIIMH KOHTPOJIMPYET CTPOKY
(opmara. Marummynupyst cuennpukaTtopaMi B CTpOKe GopMaTa aTaKyroIuil MOXKET
nepenarh ynpaBlieHHE Ha cBOH koA, Crenudukarop %n HCHONB3yeTCs IS 3allUCH
KOJIMYEeCTBAa BBIBEICHHBIX CHMBOJIOB IO 3aJaHHOMY B CTpoke dopmara ampecy.
Takum oOpa3oM, arakyloleii MOXeT repe3anucarb, HalpuMep, aJpec Bo3Bpara u3
¢ynkimu anpecom Oydepa co cBOMM KopoM. B HekoTopwIx (YHKIHMSX paOOTHI ¢
(¢opMaTHOH  CTPOKOW  KOJMYECTBO  BBIBOJMMBIX  CHMBOJIOB  OTPaHMYEHO
MaKCHUMaJbHBIM 3Ha4eHUEM 32-OMTHOro OE33HAKOBOTO IIEJOro yucia. B cBs3u ¢
9THM BO3HHMKaeT mpoOiieMa NpH OKCIUTyaTallud YSI3BHUMOCTEHl B mporpammax,
paboTaromux o1 yHpaBIeHHEM 64-pa3psmHBIX ONEPalMOHHBIX CHCTEM. B aToM
Cllydae, BO3MOXKHA TOJBKO YacTHYHAs INEPe3alHCch SYSHKH MaMsSATH, COASp KAIIHH
anpec. CymectByer emé OAMH Croco0 BBIMOJIHEHUS IMPOU3BOJBHOTO KOJa,
UCIIONIB3YS  YS3BUMOCTH (popMaTHOW cTpoku. s 3Toro cmocoba MOAXOAAT
(GyHKIMH, KOTOpBIE MEYaTalOT CTPOKY HE HA CTaHAAPTHBIA MOTOK BHIBOAA, a B
Oydep, pacnionararonuiicsi, HapuUMep, Ha cTeke. MaHUIYIHpys cnenuduKaTopamMu
CTpoKH (hopmara, aTaKyIOIIMH MOXKET IepernoJHUTh Oydep U mepesamucaTb agpec
BO3Bpara, 4TO B MOCJICACTBUU HpI/IBeI[éT K BBIIIOJIHCHHUIO KOJA.

3 MemoOhb! 2eHepauyuu Kpumu4yecKkux 8X00HbIX OaHHbIX

IMon xpuTHYECKMMH BXOOHBIMH [aHHBIMH OyIeM TOHHMATh BXOJHEBIC aHHEIC,
KOTOpbIE MNPUBOASAT INpOrpamMMy JIMOO K aBapuWHOMY 3aBeplIeHHI0, JH0O K
BBINOJTHEHUIO 33/IaHHOTO KoJa Hapymmrens. HanGomnee pe3ynbTaTHBHBIM METOAOM
TeHepaluy KPUTHYECKUX BXOMHBIX JAHHBIX SIBISAETCS JTUHAMUYECKUN aHaIu3,
KOTOPBIIT MOXKHO paccMaTpUBaTh KaK COBOKYITHOE NMpPHMEHEHHE MeTofa (as33uHra
JUIE aBTOMAaTHUYECKOW TeHEpallii TECTOBBIX HAOOPOB M TOMCKA BXOMHBIX IAHHBIX
MPUBOIINX K aBAPUITHOMY 3aBEPIICHHIO MPOTPaMMBI, TEXHOJIOTHH JTHHAMUIECKON
OMHAPHOW TPaHCIAIMH /WA HHCTPYMEHTALUH JJIS TIOTYICHUS TPACC BBITOTHEHHUS
1 MH(pOpPMAIH O TIOKPHITHH KOJa, KOHKPETHOTO W CHMBOJIBHOTO BBITIONHEHUS IS
aHamM3a  TPENUKaToB  OE30MAacHOCTH,  TE€HEpalli  BXONHBIX  JaHHBIX
00eCTIeYnBaONINX OTKa3 B 00CTY)KHBaHUH WM NIEPEXBaT MMOTOKA YIIPABICHHUS.
TpaguLMOHHO  YNOMSIHYTBIE  CpPEACTBa  NPUMEHSIOTCA B ClEdyolIel
MOCIICIOBATEIFHOCTH: (PAa33UHT JUIS TOJyYSHHS BXOIHBIX JAHHBIX IMPUBOIAIIUAX K
BOCIIPOM3BOAMMOMY aBapUIHOMY 3aBEpPILUEHUIO, CHSTHE TPACChl BLIIIOJHEHUS Ha
HAWJICHHBIX JAHHBIX ¥ TPAHCILSIMKA €€ B CHMBOJBHYIO (opMy. 3aTeM COBMECTHO
pemas  TOJIYYEHHYIO CHCTEMY YpaBHEHHH W  TpeauKaT  0e30MacHOCTH
OTMCHIBAIONINKA HEOOXOMMMBIE YCIOBHSA JUIS AKCIUIyaTallid OIIMOKH, IMOIydaeM
JTaHHBIE, KOTOPBIE HEOOXOIMMO MOJaTh Ha BXOJ mporpamMMe. IloimydeHHBIEe JaHHBIE,
peaym3yioT yCJIOBHS, ONKCHIBAEMBIE B TIpeAHMKaTe OE30MacHOCTH, HampHMep,
MepexBar MOTOKA YIIPABIICHHUS.

PasnugaioT 1Ba OCHOBHBIX ITOXO0a K TAKOMY aHAJIN3Y: MTOJTHOCUCTEMHBIA U YPOBHS
TIPATIOXKEHHS.

IMosHOCHCTEMHBIH MOAX0A K aHAaau3y. B 3ToM ciydae Ui MOTydeHHsS TPacchl
BBINTOJTHEHHSI TIPOTPAaMMBI HCIIOIB3YETCS HMOJTHOCHUCTEMHBIH AMYISATOpP, HampuMep,
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Qemu [16] maHHBIA MOAXOA TPUMEHATCS B TakuX Iuatdpopmax kak S2E [17],
PANDA [18], Avatar [19] u npyrux. [lonokuTenpHas CTOpOHa TakKOTO IOAXOIA
3aKITFO9AeTCS B obecriedeHnn BO3MO)XHOCTH JIETEPMHHUPOBAHHOTO
BOCIIDOM3BEIICHHAS B paMKaX CHCTEMBl H IIOJIHOTE TPAacChl  BBITIONHEHHUS,
BKJIFOYAIOIIEH B ce0s KaKk KOJ aHaJM3MPYEeMOH MPOrpaMMBbl, TaK U CUCTEMHBIN KOJI.
MUuHYCOM SIBISIETCS] CKOPOCTH PAOOTHI M TPEOOBAHUS K CHCTEMHBIM PECYpCaM.
AHaju3 Ha YpOBHe HMpuJoxkeHusi. IIpum aHanm3e Ha ypOBHE NPHIOKCHHS, IUIA
TPacCCHUpPOBKM  HCHOJIb3yeTCS  JUHAMHYECKass OWHAapHAs  TpPaHCISLUS WM
MHCTPYMEHTAIMsl KOAA MPOTPaMMBbl, TPH 3TOM B TPacCy BBHINOJIHEHHS IOMNAJAl0T
TOJIBKO WHCTPYKIIMH, OTHOCSIIHECS K KOJY HCIIOJHSIOMIEMCS B TI0JIb30BATEIbCKOM
IpPOCTpaHCTBe LieneBoro mpormecca. K mogo6HbIM cuctemam otHocsTcs Angr[5],
Mayhem [3], Manticore [20] u 1.p.

4 lNocmpoeHue npedukamoe 6e3onacHocmu

[Tpu mocTpoeHHU NpeauKaToB OE30MACHOCTH JUIs MepexBaTa MOTOKa YNpaBIeHHS
TpeOyeTcs onucaTh pa3MelleHne KoJa MONe3HOI Harpy3KH U Iepeiady yIpaBiIeHHs
Ha 3TOT KO[.

ITocTpoenune npequkara 6e3onacHOCTH 1J1s Nepe3anucu ykasareas (CWE-123):

® B KOHTpOJIHpYyeMOoM Oydepe maMsATH pacronaracTcsi Ko HOoIe3HOH
HarpysKH;

e ajpec ykasaTells paBeH aapecy SYeHKH MaMsTH, CoAepKaIlnil agpec
BO3BpaTa U3 QyHKINHY;

e 3HaueHHME yKa3arels paBHO ajpecy Oydepa ¢ KOJOM I0JIE3HOH HArpy3KH.
IMocTpoenne mpeankara 0e30MACHOCTH /UISl Tepe3anMCH yKa3arejast Ha
$ynkuuro:

® B KOHTpOJIHpyeMoM Oydepe naMsaTH pacroiaraeTcsi Koz MojIe3HoH
HarpysKw;

e 3HAuUCHHME yKa3aress Ha (QYHKIHIO paBHO ajpecy Oydepa ¢ kogom
10JIE3HON Harpys3KHu.

IMocTpoeHue nmpeaukara 0e30MACHOCTH JUIA YA3BHMOCTH ()OPMATHOH CTPOKH,
KOTOpasi NPUBOIMT K NepenojHeHunio 0y(depa Ha cTeke:

e B KOHTpoiupyeMoM Oydepe mamsiTH pacHoyiaraercss KoJ I0JIE3HOH
HarpysKw;

e (QopmaTHas cTpoka coOCTaBJI€HA TakuUM o00pazoMm, uYTo e€ o0paboTka
NIPUBOJMT K TIEPEIOJHEHHI0 Oydepa Ha CTEKe M INepe3alluChIBaeT ajpec
BO3BpaTa.

IIpu cocraBienun ¢(opMaTHOW CTPOKM MJIsl BBIBOJA 3HAYEHMH HCIIOIB3YETCS
(opmarnslii cierudukarop %x. Kak npaBuiio, 3ToT crenudukarop UCHoNb3yeTcs ¢
napaMeTpoM IIMPHHBI M uMmeer Bun %8x. IlpucyrcrBue B QopmarHO#l cTpoke
HEOOXOIMMOT0 KOJTMYECTBA TAKHUX CIEIM(PUKATOPOB BBI3OBET NeperoaHeHne Oydepa.
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5. MpumeHeHue npedukamoe 6e3zonacHocmu

Jns  MHOTMX oOOnacTed NPOrpaMMHpOBAaHMS, TaKMX KaK KOMITHIISITOPHBIE
TEXHOJIOTHH, MAaIlMHHOE OOy4YeHHE M J[p. CYIIECTBYIOT TECTOBBIE HAaOOpBI, Ha
KOTOPBIX MOXKHO OIEHUTH 3(P(HEeKTHBHOCTh MOAXO0B. B kauecTBe mpumepa MOXKHO
npuBectd Habopsl SPEC s tectupoBanms xommmritopoB u «MNIST 6aza
n300paKeHnH PYKOMHCHBIX Idp», HAOOpH! Juliet ot NIST mns TectupoBanms
CTaTUYECKHUX aHamu3aTopoB. OMHAKO I 00JIACTH KOMITBIOTEPHOW 0€301acHOCTH, B
YaCTHOCTU KOMIUIEKCHOTO TECTHPOBAHUS CPEICTB, BXOAAIIMX B Ipolecc
6e3omacHoit paszpaborku [1O Takoro Habopa He Obuto. Bomee Toro, Bce cpencrsa,
Kak IPaBHJIO0, TECTUPOBAINCH Ha PA3IMYHBIX HAO0Opax MporpaMMsl U maTgopm, 4To
3aTPYAHSIIO KaUEeCTBEHHYIO OIICHKY CHCTEM.

B aBrycre 2016 roma mpomien ¢unan DARPA Cyber Grand Challenge[21] —
COPEBHOBAHMS 110 TIOCTPOCHHUIO aBTOHOMHOW CHCTEMBI IoKCKa Jie(ekTa B MporpaMme
U TEeHepaluuu KPUTHYECKMX BXOJHBIX JAaHHBIX JUIsl HalJIeHHBIX YSA3BUMOCTEH H
reHepalyy UCIpaBieHui Uil HaineHHbIX aedektoB. [lodeanTenem, B KOTOpOM craia
cuctema Mayhem. OpraHu3aropamMd COpPEBHOBaHHS ObUI CHOPMHUpPOBAH HaOOP
IPOTpaMM, COAEPKAIIUX YA3BUMOCTH. [IporpamMMBbl pa3iIMyaroTCsl MO CIIOKHOCTH,
(yHKIHOHATY W THIIaM YyS3BUMOCTH. B kauecTBe ennHON miaaTdopMbl HCHOIb3yeTCS
ocHoBaHHBIN Ha Linux muctpuOytus, Ha3zBaHHBII DECREE OS. Ilocie oxoHYaHUS
COPEBHOBAaHMH TaHHBIN TECTOBBIN Habop ObLT epeHeceH Ha apyrue OC [22].
PaspaboranHble npeanKaTel  0E30MIACHOCTH NPHMEHSUINCh B METOZIE  OLIEHKH
KPUTUYHOCTH TIPOrpaMMHBIX JiehektoB [6]. TecTupoBanne npeankaToB O€30MacHOCTH
JUIsL TiepenosiHeHus Oydepa Ha CTeKe M YA3BMMOCTH WCIIONB30BAaHMS MAMSTH TIOCIe
0CBOOOXKIEHNMS IPOBOJMIIOCH HA HECKOJIBKMX IIPOrpaMMax M3 TECTOBOTo Habopa [22].
3T0T TECTOBBII HA0OP cocTouT M3 241 ucnonusiemoro Qaitia. laHHble, TPUBOIALINE K
aBapuitHOMY 3aBepIIEHHUIO, OBIIM TOYYeHbI aHAMUTUKOM 1 11 mporpamm. Mcnons3ys
METOJI IPeIBAPUTEILHON (HIBTPAlMK aBapUIHBIX 3aBEpIICHUH U3 padoThl [7], ObLIn
BBIOpaHBI 8 aBapMIHBIX 3aBepIIeHHH, Kak HanOojee omacHsle. st 6 U3 HUX yaioch
MOJTyYUTh BXOJHBIC IaHHBIC, NPHUBOAAIIME K BBINOJHEHHWE 3aJaHHOro koma. Hipke
TIPUBOJUTCS CITUCOK ATUX MIPOTPaMM:

e Movie_Rental_Service;
e Multi_User_Calendar;
e Palindrome;

o PKK_Steganography;

e Sample_Shipgame;

e ValveChecks.

[Ipn ananuze mnporpammel Movie Rental Service TpPUMEHAJIOCH MOCTPOCHUE
npenukara O€30MacHOCTH ISl YSI3BUMOCTH  HCIIOJIB30BAaHUS IaMSITH  TOCIE
ocBoOOXIeHHsA. llpm aHanmm3e OCTaNbHBIX TPOTPaMM TPUMEHSUICA MPEIUKaT
0e30macHOCTH Ui Tepe3amicH aapeca Bo3Bpara U3 (QYHKIMH BO BpeMs
nepenonaeHus Oydepa Ha crteke. s mporpamm Bloomy Sunday w Charter ue
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yAQJIOCh TOJYYUTh BXOINHBIC [aHHbIC, NPHBOAAIIME K BHIIIOJHEHMIO Koxa. B
pesynerate aHanmuza Bloomy Sunday OpIIM TONydeHBI BXOAHBIC NaHHEIC, IIPH
KOTOPBIX BBINIOJHEHHE 33JaHHOTO Koga He mpomsonnio. Takas cUTyamus MOXKeT
OBITH CBSI3aHA C TEM, YTO B Pe3y/bTaTe aHAJIH3a IIOMEYCHHBIX TAaHHBIX B IPEIHUKaT
NYTH HE IIONAajJHM OTPAaHWYEHUs], CBSI3aHHBIC aJPECHBIMHM 3aBUCHMOCTSIMHU. [lpu
aHanuze nporpammbl Charter BBIACHWIOCH, YTO TIpH IepenoyiHeHun Oydepa
MepenuChIBaeTCS yKa3arellb, HO B JajbHEHIIEM 3alllCH KOHTPOJIUPYEMBIX JaHHBIX
[0 JTOMY YKa3aTello He MPOHMCXOAWT. TakuM o00pa3oM, NPUMEHHUThH IpEaHKaT
0e301acHOCTH /IS Iepe3aIucH yKa3arels He yIalloch.

TectupoBanue mnpenukara OE30MACHOCTH MJISI YSA3BUMOCTH (DOPMATHOH CTPOKH,
NPUBOAIICH K INepernosHeHuo Oydepa Ha cTeke, MPOU3BOIAMIOCH Ha IIPOrpamMme
OllyDbg. Onwucanue ys3BuUMOCTH mnpuBoautcs B [23]. Jlnsg 3Toit mporpaMmsr
YAAJIOCH MOTYYUTh BXOAHBIC JaHHBIC, IPHBOASIIIE K BBIIIOJTHEHHUIO 33JaHHOTO KOJa.

6. 3aksroyeHue

B cratee paccMOTpeHBI CIIOCOOBI BBINONHEHMS KOIA, HCIOJB3Ys YSI3BUMOCTH B
nporpammax. OmnHcaHbl COBPEMEHHbBIE METOIbI M CPEIICTBA, TO3BOJIAIONIHE PEIIaTh Ty
3amadqy aBTOMarMdeckd. [IpencTaBieHBl HOBBIE NPEAUKATHI OE30MACHOCTH VIS
TIepe3alycy yKa3aTells, TIepe3anicy yka3aTeid Ha QYHKIWIO U YI3BUMOCTH (popMaTHOI
CTPOKH, KOTOpas TPHBOAWT K IiepernoiHeHnio Oydepa Ha creke. PaszpaboranHbie
MPEIMKATHI O€30ITaCHOCTH MPUMEHSIINCH B METO/IE OIICHKH KPUTUIHOCTH MPOTPAMMHBIX
nedexroB [6]. TectupoBaHMe TpeOWKaTOB 0OE30MACHOCTH IPOBOAMIOCH HA Habope
tectoB st Darpa Cyber Grand Challenge, a taxxke nHa mnporpamme Ollydbg,
coneprKallel ys3BUMOCTh (hOpMAaTHOW CTPOKH. B pesynmbrate TeCTHPOBaHHS YIaaoCh
TIOJTy9IUTh BXOTHBIE JaHHBIE, IPUBOJIAIIIE K BBIOIHEHHIO KOJIA.

B xkauecTBe [anbHEMIEro HalpaBlICHHE PAa3BUTUS MOXKHO BBIICIHTH pa3pabOTKy
MPEeIMKaTOB O€30ITaCHOCTH, KOTOPBIE YUUTHIBAIOT COBPEMEHHBIE 3aIIIUTHBIC MEXaHU3MBI,
MPETIATCTBYIONIHE TIEPEXBaTy MOTOKA BBIIOIHEHHS. DTH MEXaHU3MbI MOXKHO pa3eiIuTh
Ha JIBC TPYINIIBI: MEXaHM3MBI 3aluThl omnepanuoHHoN cuctemsl (DEP u ASLR), u
3aIIUTHBIE MEXaHM3MBI, BCTpamBacMble KOMITWIISITOpoM ('kaHapeika" u Oe3omacHbIe
(yHKIIME Pa0OTHI CO CTPOKaMM). DTH MEXaHU3MBI ITOBCEMECTHO TPHUMEHSIOTCS B
COBPEMEHHBIX ONEPAMOHHBIX CHCTEMaxX OOIIEro Ha3Ha4YeHWs, a OMILMN KOMITHIATOPA,
o0ecrieynBaroIyie BCTPauBaHNE 3aIlUT, KaK PABHUJIO, BKJIFOYEHBI B OTIIMN KOMITHIISILIN
no ymomuyaHuto. TeM He MeHee, HMHOIZNA 3allUThl HAMEPEHHO OTKIIIOYAOTCS
pa3paboTyrKaMy, a B HEKOTOPBIX CIIydasX 3TH 3aIlUTHl MOKHO OOOMTH.
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Abstract. Approaches for code execution using program vulnerabilities are considered in this
paper. Particularly, ways of code execution using buffer overflow on stack and on heap,
using use-after-free vulnerabilities and format string vulnerabilities are examined in section 2.
Methods for automatic generation input data, leading to code execution are described in
section 3. This methods are based on dynamic symbolic execution. Dynamic symbolic
execution allows to gain input data, which leads program along the path of triggering
vulnerability. The security predicate is an extra set of symbolic formulas, describing
program's state in which code execution is possible. To get input data, leading to code
execution, path and security predicates need to be united, and then the whole system should
be solved. Security predicates for pointer overwrite, function pointer overwrite and format
string vulnerability, that leads to stack buffer overflow are presented in the paper.
Represented security predicates were used in method for software defect severity estimation.
The method was applied to several binaries from Darpa Cyber Grand Challenge. Testing
security predicate for format string vulnerability, that leads to buffer overflow was conducted
on vulnerable version of Ollydbg. As a result of testing it was possible to obtain input data
that leads to code execution.
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analysis.
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