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AHHOTanms. B Hacrosee BpeMs AUHAMUYECKUH aHaIN3 IPOrpaMM aKTHBHO UCIIOJIb3YETCsI
JUISL KOHTPOJISL Ka4ecTBa MPOTPAMMHBIX MPOAYKTOB, 3aJad NPOGHINPOBAHUS U TOHCKA Ys3-
BuMocTel. B nanHO# paboTe paccMaTpuBarOTCs 0COOEHHOCTH OJJHOTO U3 METOJIOB 00pabOTKH
KOJ/la MpOrpaMMBbl B paMKax JUHAMHUYECKOI'0 aHaJIU3a — CTATUUECKON MHCTPYMEHTALlUU HC-
HOJIHAEMOT0 KO/a, NMOApa3yMeBaloIel peBapUTeIbHOE H3MEHEHHE HUCIOMHAEMbIX (hailioB
W (aiioB TuHaAMuYeckux Oubmmotek. [Ipemmaraercst METOA CTaTHYECKOW WHCTPYMEHTa-
1Y, MO3BOJISIONINIT 00padaTeiBaTh (aiiiel uctosiHseMoro koxa B gopmare ELF s apxu-
TeKTypbl ARM.

IIpenmaraemerii MeTo BKIIOYaeT BO3MOXKHOCTH HACTPOHKH MHCTPYMEHTAIMH C ITOMOIIBIO
MOJTB30BAaTENbCKAX CHeNU(UKAIN, 3aAIONMX TOYKH BHEAPEHUS KOAA M HEOoOXOIMMBIi
BHEJIPSIEMBI KoA. B craThe onmchIBalOTCS OCHOBHBIE IIarM METOJa: 00pabOTKa MOIb30Ba-
TeNbCKUX cHenudukanuii, pa3dop Koaa MporpaMMbl U CO3AaHHe OJIOKOB HHCTPYMEHTAIOH-
HOTO KOJa MO YUCIYy TOYEK MHCTPYMEHTALMH, BHeIpeHHEe OJIOKOB MHCTPYMEHTALHOHHOTO
KOJIa B TPOrpamMmy, MOAW(HUKAIMS KOJa HPOrpaMMbI C IEJIbI0 OCYIIECTBICHUS Mepenadn
yIpaBlIeHUs Ha HHCTPYMEHTALMOHHBIM KO BO BPeMs BBINOJIHEHUS IIPOIPaMMBI.
Monudukanus ¢aiiioB UCTIOIHAEMOrO KOJa MPOrpaMMbI IPOBOJMTCS B PaMKax OrpaHHde-
HUIA, HaKTagpBaeMbIxX crierudukanusmu popmara ARM ELF — pacnipenenenue kona, gaH-
HBIX H YIIPABISIONEH HHOOPMAIIMH 110 CeKIUSAM U CErMEHTaM, 00pabaThIBaeMbIM AUHAMIYE-
CKHMM 3arpy34YMKOM OMNEPAI[IOHHON CHCTEMBI, U JOTOJHUTENHBIMU BHEIIHNMH M BHYTPEH-
HUMH 3aBUCHMOCTSIMH MEXy CEKIHSIMH, ITOPOXKIAEMBIMI BO BpeMsl T'€HEpaIlu HCHOHse-
MOro koja. HemocpeacTBEHHBIH METOJ HMHCTPYMEHTALMH BKIIOYAeT 3aMeHy OJIOKOB HH-
CTPYKLUI B TOYKaX MHCTPYMEHTAIMM HA MHCTPYKLMU O€3yCIOBHOIO Iepexoja Ha COOTBET-
CTBYIOIINIT OJIOK MHCTPYMEHTAIIMOHHOTO KOJa M MEepPeHOC 3aMEHEHHBIX MHCTPYKIHUIT B OJOK
UHCTPYMEHTAI[MOHHOTO KOJa JUIl COXPaHEHMS UCXOAHON ()YHKIIMOHAIBHOCTH MPOTPAMMBEL
Jlnst mopnepxaHus KOPPEKTHOCTH paboThl B OJIOK MHCTPYMEHTAIIOHHOTO KOJa TaKoKe JO-
0aBIIIOTCS MHCTPYKIUHM COXPAHEHUS] M BOCCTAHOBJIEHHS COCTOSHHUS W HMHCTPYKIUS 0e3-
YCIOBHOTO IE€peXoAa Ul BO3BpaTa yIpaBlICHHUs I10CIE BBIIOIHECHUS UHCTPYMEHTAIOHHOTO
KoJa. JIOTOJIHUTENFHO B CTaThe OIMCHIBAIOTCS MOAM(UKAINY, HAIpaBICHHBIE Ha no0aBie-
HHMe MH(OpPMAlMKM O BHELIHUX CHMBOJAX, HMCIOJb3YEMbIX B MHCTPYMEHTaLHOHHOM KOJE.
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JlaHHBIe MOIU(UKAINU HEOOXOIUMBI IJISI TOJICP KAaHNsI KOPPEKTHOCTH pabOTHI JHHAMUUE-
CKOT0 3arpy3duHKa Ha 3Tare pa3pelieHus] BHEITHAX 3aBHCHMOCTEI.

B cratbe npuBeneHE! pe3ybTaThHl NPAKTUUECKUX SKCIIEPUMEHTOB 110 IIPHMEHEHHIO pa3pado-
TaHHOM IPOrpaMMHOI cucTeMsl, peanusyromeil npepiaraeMelii Mmeron. Ha npumepe 3agaun
noacuyéra 6a30BBIX ONOKOB pa3paboTaHHas cHUCTeMa IOKas3aja 0ojiee BBICOKYIO NPOU3BOIM-
TEJBHOCTH MO CPABHEHUIO C PACIPOCTPaHEHHBIM CPEICTBOM HHCTpyMeHTauuu Valgrind.

KirroueBble ciioBa: craTuueckasi OMHapHas MHCTPYMEHTALMS; JUHAMAYECKUI aHAJIN3; apXH-
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1. BeedeHue

1.1 ABTOMaTU4YeCKUIA aHanNM3 NporpamMmmHoOro o6ecne4yeHus

B Hacrosiiiiee BpeMsi BO3pacTaHKHE CIOKHOCTH MPOrPAaMMHOIO OOeCreueHus: U Mo-
BBIIIIEHHE CTENICHN CTPOTOCTH TPEOOBAHUI K KAYEeCTBY MPOrPaMMHOT0 0OecreueH s
OPUBOAAT KO BCE 0oJiee aKTUBHOMY HCIIOJIB30BAHHIO CPEJICTB aBTOMATHYECKOTO
aHaNM3a B paMKax IuKIa pa3paboTku. CpencTBa CTaTUYECKOTO aHaiu3a, OOBITHO
HHTETPUPOBAHHBIC B CPe/ibl Pa3pabOTKH, MO3BOJISIOT OOHAPYKUBATH IPOTPAMMHbBIE
Je(eKThI, a TAK)KE (PParMEeHThI, HE COOTBETCTBYIOIIUE 3aJaHHBIM CIICI[H(PHUKAIINAAM H
CTaHIapTaM, HEMOCPEACTBEHHO BO BPeMsl CO3[aHus MporpaMMHOro koaa. Cpeacrea
JUHAMUYECKOTO aHAIHM3a MMO3BOJISIOT MPOBOANUTH OIEHKY Pa3JIMYHBIX aCIIEKTOB IPO-
rpaMMBbI, TAKUX KaK MPOU3BOUTEIHLHOCTh, 3D(PEKTUBHOCTD HCIIOJIb30BAHUS PECYp-
COB | JIp.; M0/100HBIE 0COOCHHOCTH MPOrPaMM SIBIISFOTCS KPUTHIHBIMHU YISl KOHEY-
HOTO TIOJIB30BaTelNsl M OOBIYHO MOTYT OBITH PACCMOTPEHBI TOJIEKO BO BPEMs pealib-
HOTO BBIITOJTHEHUS TIPOTPAMMBL.

CpelcTBa CTaTUYECKOTO aHAJIN3a OOBIYHO MPEATONIATal0T HEKOTOPBIC CTaHIAPTHBIC
MOJXOIBI K PACCMOTPEHHIO HCXOIHOTO KoJa (MOCTPOCHUE TaKUX HH()OPMAIIHOHHBIX
CTPYKTYD, KaK CHHTAKCHYCCKHE JACPEBbs U 0a3bl 3HAHUU 110 MOAYIIIM H (PYHKIUSIM
KOJIa) ¥ OPHCHTUPOBAHKI HA OOIIUE 3a7auu ITOUCKa NeEeKTOB, OOHAPYKEHUS mad-
JIOHOB KOJIa, IIPOBEJICHUE aBTOMATHIECKOTO pedakTopuHra u T. A. CpencrTea quHa-
MHYECKOTO aHaIM3a NPEAIaraT PelieHus I 00Jiee MIMPOKOro CIIEKTPa 3a1ad 1Mo
HCCIICIOBAHHUIO MPOTPAMMHOTO O0CCIIEUECHUSI M OTIMYAOTCS Pa3HOOOpasueM Mpu-
MEHSEMBIX ITOIX0J0B U METONOB. JlaHHAs 0COOEHHOCTh IPUBEIA K TOMY, YTO OBLIO
pa3paboTaHo U pa3pabaThIBACTCS 3HAYUTEIILHOE KOJINIECTBO KOMIIEKCHBIX CHCTEM,
NPEAOCTABIIIONINX 0a30BYI0 HHGPACTPYKTYPY IS PEATU3aLUH MT0JIb30BATEIbCKUX
HHCTPYMCHTOB aHAJIKM3a, TPOU3BOIAIINX M3BJICUCHUE PEICBAHTHON HH()OPMAIMH BO
BpEMsI BBIITOJTHCHHS TTPOTPAMMBEI.
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1.2 UHCcTpyMeHTauuma Kopa

B ocHOBe 00JIBIION TPYIIBI MOJOOHBIX CHCTEM JIKHT TEXHOJOTHS WHCTPYyMEHTA-
[IUU KOZa — M3MEHEHHE MCXOIHOTO HIIM HCITOHAEMOTO KOa C IENbI0 H00aBIeHus
(hYHKIMOHATHPHOCTH WM W3MEHEHHS HWMEIOIIeHcs (yHKINOHAIBHOCTH. BHenpéH-
HBIA TaKUM 00pa30M KOJ| OCYIIECTBISCT cOOp MH(POPMAIIUU U/WIIA HEMOCPEICTBCH-
HO MIPOBOJUTH 00JICE CIOXKHYIO 00pabOTKY JUIsl MONyYeHHs Pe3yIbTaTOB aHANN3a. B
YHCJIO PAacIpOCTPaHEHHBIX 3a1a4, d3PPEKTUBHO pelIacMbIX JaHHBIM 00pa3oM, BXO-
JIUT TIOMCK NEe()CKTOB Pa3IMYHOTO PoJia, COOp CTATUCTUKU IO HCIOJIB30BAHHUIO PE-
CYpCOB, B3aUMOJICUCTBUE C BHYTPCHHUM COCTOSIHUEM W JaHHBIMU HPOTPAMMEI IS
W3BJICUCHUS PYroi crienupuIHON HHPOPMALIUH.

WHCcTpyMeHTaIUS UCHIOTHIEMOTO KO/a MPEICTaBlIcHa B COBPEMEHHBIX CPEICTBAX B
3HAYUTEIBHO OOJIBIICH CTEMEHHU, YeM HMHCTPYMEHTAIMs MCXOJIHOTO KOJa; 3TO CBS-
3aHO, B MIEPBYIO 0Yepe/ib, C 00JIee BHICOKUM YPOBHEM OPraHU3aIlMH HCXOIHOTO KoJaa
1, COOTBETCTBEHHO, OOJIBINEH CIIOKHOCTH €r0 00paboTKu U MOAM(UKAIINH.

MeToibl HHCTPYMEHTALUN KIACCH(DUIUPYIOTCS TaKXKe MO CTaIUH MPOBCACHUS HH-
CTPYMEHTAIIMU Ha CTATHYECCKYIO0 U JUHAMHYeCcKyto. CTaTndyeckas WHCTPYMEHTAIUS
MPeANoaraeT MpeABaApPUTEIbHYI0 MOU(UKAIMIO 1IeTeBbIX (aiiioB ¢ LEeabio MOy-
YCHUSI UTOTOBBIX M3MEHEHHBIX BAPUAHTOB JaHHbBIX (paitioB. Mcnons3oBanue Moau-
(unupoBaHHbIX (ANIIOB BMECTO MCXOIHBIX MPUBEAET K PEabHOMY BBIMIOIHEHHIO
BHEIPEHHOrO Koja. JlMHamMuveckass MHCTPYMEHTALMS MPEIoyiaraeT HepexBar
YIPaBJICHUSI IPH BHIMOJHEHUH [IPOTPAMMBI M 3aMeHY OJIOKOB KOJIa, 10/[aBaeMbIX Ha
MPOIIECCOp, HA MOTU(PHUIIMPOBAHHBIC OJIOKH KOJa C IOMOIIBI HEKOTOPOTO IMPO-
TPaMMHOT'0 MOJYJISA, 3arPY»KaeMOro B BUPTYAJIbHYIO MaMsITh BMECTE C [IEIEBO Mpo-
rpammoii. O6a mojxoa MPEIOCTABISIOT CXOXKHE BO3MOXKHOCTH, OJHAKO HMEIOT
HECKOJIPKO 3HAYHMTEIBHBIX Pa3IUunii, 00YCIaBIMBAIOIIMX MPEBOCXOJCTBO OHOIO
WK JIPYTOro MOAX0/a B YCIOBHUAX KOHKPETHOW 3a1a4u:

e Craruueckass HHCTPYMEHTAIUS IPOU3BOJUTCA KaK HEKOTOPHBIN IpeaBapH-
TENBHBIA 3Tall ¥ MO3BOJSIET HCIOJIB30BAaTh MOIMGHUIMPOBAHHYIO BEPCHIO
I[EJIEBOM MPOTPaMMBI, KOTOPast MOXKET OBITh MCIOIb30BaHA HEOTPAHWYEH-
HO€ KOJIMYECTBO pa3 Ul MONyYeHUs] HEOOXOIMMBIX pe3yiabTaTOB Ha pas-
JMYHBIX Ha0OpaxX BXOJAHBIX JTaHHBIX. HakiagHble pacXonbl NMPU BBIIOJIHE-
HUH MOJU(UIMPOBAaHHONW BEPCHM LIEJIEBOH MPOrpaMMbI OOBIYHO BKIIOYA-
10T B ce0s1 TOJILKO 3aTpaThl Ha HEMOCPEJCTBEHHOE BBHINIOJIHEHHE BHEIPEH-
HOI'0 KOJa.

e JluHaMuyecKkass HMHCTPYMEHTAlUsl MPOU3BOAUTCS HEMOCPEACTBEHHO BO
BpeMsl BBITIOJTHEHUS M BKJIFOYACT B ce0sl 3Tal JECKOJAUPOBAHHS HCXOIHOTO
UCIIOJTHAEMOT'0 KOJ[a ¥ KOJUPOBAaHHUS MOAHMDHAIIUPOBAHHOTO HCIIOIHICMOTO
KOJIa U3 HEKOTOPOT'0 MPOMEKYTOYHOTO MPEACTABJICHHUS; 3Ta OCOOCHHOCTh
3HAYUTEIHHO YBEIMYMBACT HAKJIAIHBIC PACXOIbl HA BEHITIOHEHHUE IEIIEBOH
MPOTPaMMBEI B PEXUME HHCTpyMeHTanuu. HecMoTps Ha yBeTHYEHHBIE
HaKJTaJHBIE PAcXObl, THHAMHUYECKass HHCTPYMEHTAIHUS PEIOCTaBISIET 00-
Jiee IIMPOKHE BO3MOKHOCTH 110 MOIHM(HUKAIINN KOJa M JOCTYII K TEKYIIEMY
COCTOSIHMIO TIPOTPAMMEI YK€ Ha 3Tale HHCTPYMEHTAINH, YTO 3HAYUTEIHHO
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YMEHBIIACT CIIOKHOCTD CTPYKTYPBI JOIIOJIHUTEIILHOT'O UCIIOJIHACMOTO KOJa
JJIA IPOBEACHUA H€O6XOZ[I/IMOFO aHajsa.

1.3 CtaTnyeckasa MHCTPYMEHTaLMA UCNOJTHAEMOro Koga

IIpoBeneHne craTHueCKO HHCTPYMEHTALUH HCIIOTHAEMOTr0 KOJa IPeyCMaTpUBacT
HETIOCPEJICTBEHHOE M3MEHEHUE OJJHOTO MJIM HECKOJBbKHX (aioB, KOTOpbIE OymyT
UCIIOJIb30BaHbl BMECTO MCXO/AHBIX. Kak npaBuiio, (hopmatsl, ONMUCHIBAIOLINE CTPYK-
TYpY HCIOJHSEMBIX (haiiioB, 00JIaal0T TOBOJBLHO BBHICOKOW CTETICHBIO CBS3HOCTH
UX COJEPKUMOTO (HalpUMep, CMELICHUS] OTHOCUTENBHBIX MEPeX0J0B MeXAy (dpar-
MEHTaMHU KOJla, CMELICHUS] KOHCTAHT U criequ(UIecKuX KOHCTpYKuui u ap.). Ilo-
3TOMY, B OTJIMYHE OT AMHAMMYECKONW MHCTPYMEHTAIUH, IIPU KOTOPOH HMHCTPYMEH-
TaIlMOHHBIN KOJ He 00s13aH (JOPMHUPOBATH YACTh LEIOCTHOTO 00pa3a BBIMOIHAEMOH
MpOTpaMMBI B TAMSATH, 0OecTIedeHIe KOPPEKTHOCTH UTOTOBOTO PE3YJIbTaTa SIBIISCT-
Csl ONHOM M3 BaXXHEWIIMX 3a]ad MpPHU peanus3allid CHCTEMBI CTaTHYECKOH HMHCTPY-
MEHTalUH.

Jns craTdeckol MHCTPpyMEHTAIMK TakKe OoJiee OCTpO CTOUT mpobiema pasdopa
HCXOZHOTO HCTIoNHAeMoro (aiina. B To BpeMs Kak npu NpOBENCHUH JUHAMHIECKON
MHCTPYMEHTALUH NPUCYTCTBYET 3HAYUTENBHOE KOJTMYECTBO KOCBEHHBIX IPU3HAKOB,
KOTOPBIC MOXKHO HCIIOJIb30BATh A HACHTH(GHKAIMN HEOOXOAUMBIX 00IacTel mpo-
rpamMMBbl, 3(¢GEKTUBHOCTh CTATUYECKOW HWHCTPYMEHTAIMHM HANPSAMYIO 3aBUCHT OT
KOJIMYeCcTBa MHPOPMAIIMHU, KOTOPYIO MOXKHO M3BJIEUb U3 LIEJEBBIX (aliiIoB.
Hecmotpst Ha ykazaHHbIE BBIIIE BO3MOXHBIE (PAKTOPHI CHIDKCHHS! TOYHOCTH CTaTH-
YecKOH MHCTPYMEHTAILlMH, a Takke Ooyiee OrpaHHYEHHBIC BO3MOXXHOCTH HMHCTPY-
MEHTAI[MOHHOT'0 KOJ[a TI0 CPaBHEHHUIO C TUHAMUYECKOH MHCTpYMEHTAIeH, CTaTH-
YECKHH MOAXOJ 3HAYUTEIHHO JyUIle MOAXOAWT K PEIIeHHIO 3ajad, JUIs KOTOPBIX
MUHMMU3AIUS HaKJIaHBIX PAcXOJI0B SBISETCA KPUTHYECKUM TpeboBaHMeM. MeTo-
JIBI CTATHYECKOM MHCTPYMEHTALINHU TAaKXKe SIBJIIOTCS OoJiee MOAXOAAIINM PEeIIeHuEM
IpY HAIWYUM OTPAaHWYCHHUH Cpelbl BBIIOIHEHHUS (€CIH JaHHBIE OTPAHUYEHUS
YCIOXKHSIOT IPUMEHEHNE MEXaHU3MOB 110 IIEpEXBaTy U FeHepaluy KoJa, UCIOIb3Y-
€MBIX NP AMHAMUYECKONH MHCTPYMEHTALINH).

1.4 Llenu paboTbl

[Jannast pabota mpencTaBisieT ONMMCAHHE CHCTEMBbl MHCTPYMEHTOB, ITO3BOJISIONIMX
NPOBOJINTH WHCTPYMEHTAIMIO HCIIOJHIEMBIX (DailyIoB M AMHAMUYECKHX OMOIMOTEK
B popmate ELF (Executable and Linkable Format — ¢opMar 00bEKTHBIX U UCIION-
HsIeMbIX (aiiioB, HCIONb3yeMblil ceMeiicTBOM UNiX-MoX00HBIX ONEePalMOHHbIX CH-
cTeM) aust apxuTekTypel ARM. B kadecTBe OJHON M3 OCHOBHBIX ILTATGOPM IS
NPUMEHEHHUs] JaHHOT'0 MHCTpyMeHTa paccMaTpuBaercs cucrema Android. MimenHo
psan ocobeHHocteit cuctembl Android, a Takke OTHOCHTEIbHAS OTPAaHUYEHHOCTH
pPECYPCOB yCTpOWCTB Ha Oa3e apxureKTypbl ARM sBisitorTcs ¢akropamu, ompese-
JISIFOLIIMMU TIPEUMYILECTBO CTATUYECKON HHCTPYMEHTAIHH.

JlaHHas cTaThsl IMEET CIEIYIONTYIO CTPYKTYPY:
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e (Cekuus 2 ommchIBaeT OOIIME TOJOKEHHUS 3aladdl CTAaTUYECKOW HHCTPY-
MEHTaluy ucnoiHseMoro kozxa B popmare ARM ELF n ocobennoctu 11e-
neBbIX (aitoB, TpeOyrolue NPUMEHEHUs CHeHU(pUYECKHX MEXaHH3MOB
00paboTKyY; AaHHAsl CEKIMs TaKKe IpeJylaraeT nmogpoOHbIH 0030p Xapak-
TEPUCTUK CUCTEMBI, Pa3pabOTaHHON Uil PEeUICHUs 3aJayd CTaTHYeCKOU
unctpymentanun ARM ELF,

e Cexnus 3 cOAepXUT OLEHKY Pe3ylbTaTOB MPUMEHEHUs MOJYYEHHOU pea-
JM3alUH JUIs 33712491 TPACCUPOBKH (YHKIMH U 1ocu€Ta 6a30BBIX OJIOKOB;
B Ka4yeCTBE IIEJIEBBIX OOBEKTOB BHICTYNAIOT JHHAMHYECKHE OHMOIMOTEKH
ARM ELF.

e Cexuusa 4 NpUBOAUT KpaTkuii 0030p paboT B 00JACTH MHCTPYMEHTAIMU
HCIIOJIHAEMOTr0 KOJIa.

e  CekIms 5 cCONEPKUT OOIIYIO OICHKY MPOBEASHHBIX pabOT U paccMaTpHBa-
€T NIPUOPUTETHBIEC HANPaBICHUS JalbHEHIIIEr0 pa3BUTHSL.

2. Cmamud4eckasi uHcmpymeHmauyusi ARM ELF

2.1 O6wasn cTpyktypa chopmata ARM ELF

Hcnonnasiembre ¢aiitnpl n quHaMudeckue onbmmoreku B popmare ARM ELF mmeror
MOJYJIBHYIO CTPYKTYPY M Pa3OHMBAIOTCS Ha 3aroJIOBOK M MPOU3BOJIIBHOE KOJIMYECTBO
cexkuuid. CeKIUu NPeACTaBIAIT U3 ce0si HMEHOBaHHbIE Hepa3pbIBHBIC OJIOKH NaH-
HBIX, BHYTPEHHSS OpPraHu3alys KOTOPBIX ONMpEAeNsieTCs TUIOM ceKiuu. MHdopma-
M O KOJNMYECTBE CEKUHMil, UX IOJIOKEHHU B (aiinie, pasMepax M YIPaBIIOMIMX
(bmarax cogepKUTCsI B 3aroJIoBKe (paiina.

KonndectBo cexnuii 1 MoJI0KeHUE CEKIUI APYr OTHOCUTEIBHO APYyTa HE SBIAIOTCS
(PMKCHPOBaHHBIMH NapaMETPaMH, UTO IMO3BOJISIET CBOOOAHO NOOABIATH, YNAIATH U
nepemeraTh cekuuu BHyTpu ogHoro ARM ELF ¢aiina.

Cekuun, npucyrcrByromue B ARM ELF ¢aiine gensrcs Ha 3arpykaeMble U Hesa-
rpy’Kaemble:

e 3arpyxaeMmble CEKIIMU OOBEIAUHSIOTCS B CETMEHTHI U UMEIOT (DUKCHUPOBaH-
HOE CMEIICHHE B BUPTYAJIbHOW MaMsATH OT Hadajga oOpasa. JlaHHbBIE cMe-
IICHHS] HA3HAYAI0TCS KOMIIOHOBIIMKOM Ha 3Tare cOOPKU UTOTOBOTO (haiiina
U HaIpAMYIO CBA3aHbI C BHYTPEHHHUMH CMCIICHUAMH, HCIOJIB3YCMBIMH
3JIEMEHTAMH CEKIIHH.

e Hesarpyxaemble CEKLHH COJEP)KaT BCIOMOTATENbHYIO HH(POPMAIHIO, UC-
MOJIB3YEMYI0 KOMITOHOBIIMKAaMH (TOJNBKO Uit 00beKTHBIX (haitnoB ELF) u
JPYTMMH WHCTpYMEHTaMH (OTJaJuuKaM{, WHCTPyMEHTaMH aHaiu3a u
T. 1.)

B otnuume ot nonokeHust cekuuu B (aiiiie, MoJ0XKEHUE CEKIMH B CETMEHTE U e

BI/IpTyaJ'ILHHﬁ aJipeC HC BCCrja MoOryrt OBITE U3MEHEHBLI 0€3 BHECEHHUS He(l)eKTOB B
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UTOTOBOM 00pa3. IIpu mpoBeneHUN CTATHUECKONH WHCTpyMEHTAMH 1enieBoit ARM
ELF ¢aiin 1u00 MoiHOCTBIO TPpeoOpa3oBhIBaETCs ¢ NepepacyéToM BCeX CMELICHHH,
3aBUCHMBIX OT IOJIOXKEHHH CEKLMI B CErMeHTax, JUOO MPOM3BOAUTCS OTpaHUYEH-
Hasg pa0oTa C BHPTyaJbHBIMHU aJipecami, TpeOyromias MUHHMAaJbHBIX KOPPEKIHHA
JUISL TIOJLIEPIKAaHUS TPaBUIILHON paboThl UTOrOBOTO (aiina.

B paMKax HpeHCTaBHHeMOﬁ pa6OTLI MMPUMCHACTCS BTOpOﬁ noaxon, mpearnoJararo-
LM MUHUMH3AIAIO0 I/I3MCH€HI/II71, BHOCHMBIX B HMCIHOIIHUECA CCKIIUU.

2.2 O6wan cxema npoBeAeHUA UHCTPYMEHTaLum

OTcyTCcTBHE OTpaHMYEHUI Ha KOJMYECTBO, pa3Mep U coaepkumoe cexuuii B ARM
ELF ¢aiine mpegocTaBisieT BO3MOKHOCTh OpPraHU3allii WHCTPYMEHTAINH CIEIYIO-
UM 00pa3oM:

1. OoOpaboTka crienupuKanuii THIIA THCTPYMEHTAIIMOHHBIX TOYEK M KoJa 00-
pabOTYMKOB MHCTPYMEHTALIMOHHBIX TOYEK, 33/1aBacMBIX MOJIb30BATENIEM,
JUISl pa3MeTKH 1iesieBoro (aiiyia u reHepanuy HeloCPEACTBEHHOI'O HHCTPY-
MEHTallMOHHOTO KOJa.

2.  Kommuisiiys HHCTPYMEHTAlMOHHOTO Kojia B 00bekTHbIH daitn ARM ELF.

3. JoOaBneHue cekuuil UCIOIHAEMOrO KOJa U JaHHBIX U3 MOJIYYEHHOTO 00b-
eKTHOro (aiina B neneoit ¢aitn ARM ELF B kauecTBe HOMOJHUTEIBHBIX
CEKILIUH.

4. V3MeHeHHWE CEKIMHU MCIOJIHSAEMOTO KOJia LIeJICBOTO (aiiyia Ui OCyIIecTB-
JICHUsI TiepexBaTa YIpaBJICHHUS M Iepelladyd €ro B WHCTPYMEHTALMOHHBINA
KO/l B TOUKaX HHCTPYMEHTAIIHH.

5. Pacmmmpenne u Monudukanus CrnenUaTU3UPOBAHHBIX CEKLHUH LENEeBOrO
¢aitna ARM ELF, ucnons3yeMbIX JUHAMHYECKUM 3aTPy3UYHUKOM JUTA UICH-
TU(HUKAIMHA BHEITHUX 3aBHCHMOCTEH (TOJNBKO €CIM B MHCTPYMEHTAIMOH-
HOM KOJI€ HCHOJB3YIOTCS BHEUIHHME 3aBHCHMOCTH, KOTOPBIE HE INPHUCYT-
CTBOBAJIH B KOJI€ 1IeTIeBOTO (paiina).

6. KoppekTnpoBka cMemeHHWiI M BHYTPEHHHUX 3aBHCHUMOCTEHl B HTOrOBOM
(haiine nust mojiepKaHUsE KOPPEKTHOCTH BBITTOJTHEHUSL.

2.3 NoaknioyeHUe UHCTPYMEHTALMOHHOIO Koaa

ITepBbIM mIaroM MPOBEACHHUS CTATUISCKOW WHCTPpYMEHTAIMH (Daiiya HCIOIHIEMOTO
Ko/a sABJIsIeTCsl 100aBICHNE HEMOCPEICTBEHHO MHCTPYMEHTAIIMOHHOTO KOJa; Iepe-
Jada yIpaBJCHUS Ha WHCTPYMEHTAMOHHBIA KOJX M €r0 BBITOJHEHHE OyIeT Mmo3BO-
JISITh TIOJTy4YaTh HEOOXOIUMYIO HHPOPMAITUIO TIpH PaboTe MEeJeBOW MPOTrpaMMBbl.
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Job6asnenne nHCTpyMeHTanMOHHOTO Kofa B 1eneBoii ARM ELF ¢aiin ocymecTs-
nseTcss myTéM J00aBICHUs JBYX HOBBIN CEKIMiA B KOHel[ (hailia U pa3MenicHus
HEMOCPEACTBEHHO KOJa U JIaHHBIX B ATH CEKUUHU. Tak Kak MHCTPYMEHTALMOHHBIN
KOJ HEOOXOJUMO TaKXKe HCIOJIB30BaTh BO BPEMsl BBITIONHEHHS, TPEOyeTCs HM3Me-
HUTH CTPYKTYPY CETMECHTOB, OMKCHIBAIOIIUX 00pa3, 3arpyKacMblii B BUPTYaITbHYIO
[aMsITh, JOOABUB JIBE CEKI[UU B KOHEI] IIOCIEIHETO CErMEHTA.

Ilepenaua KOHTpOJI yHpaBlieHUS! B TOUKAX WHCTPYMEHTAIIMU OCYIIECTBIAETCS ITy-
TEM 3aMEHbI OJJHOW WJIM HECKOJbKUX MHCTPYKLUN, HAXOASIIUXCS B TAHHON TOYKE,
Ha HMHCTPYKIHMIO Oe3ycioBHOro mepexona. OOpaTHasl mepegada OCYIICCTBISCTCS
aHAJIOTHYHBIM 00pa3oM ITyTEM BCTAaBKH Iepexo/a B KOHEI] OJI0Ka HHCTPYMEHTAIIH-
oHHOTO Koma. CxeMma, TpelcTaBleHHAs Ha PUCYHKE |, WIUTIOCTPUPYET CTPYKTYpPY
HCIIOJHAEMOT'0 KOJIa TIPU MPUMEHEHUH OTIMCAaHHOTO MEXaHHU3Ma.

text text

AVIHcTpykyma A — A:MNepexon

Bl HeTpykuma B w» B HCTPYRUMA A

C: VHeTpykuma C I:> CWH cTpykumMa C
1ext — CeKLMA MCMONHAEMOTD Koaa text_s
Lenegoro hanna

I HCTpYRUMA X
text_s— cekyunA Y W HeTpyrumna Y

WHCTRPYMEHTAUWOHHOTO KO4a,

faobaeneHHan B Uenesoi gann ZVHeTpyruna £

— R:MNepexog

A — ToUKa VHCTPYMEHTALMK

Pucynox 1: Ilepeoaua ynpasienus na K00 UHCIMpymMeHmMayuu

s monmepskaHusT KOPPEKTHOCTH BBIMTOJTHEHHUS IEJIEBOM MPOrpaMMBl U obecriede-
HUS TOJTHOTHI MHCTPYMEHTAIMM HWHCTPYMEHTAIIMOHHBIA KOJI OJDKEH YIOBIIETBO-
PATH CIEIYIONINM TPEOOBaHUIM:
1. VHCTpyMEHTaIMOHHBIA KOJ JOJDKEH OBITh (YHKIMOHATHHO COBMECTHM C
HeNIeBEIM (haiiiom;
2. VHcTpyMeHTaMOHHBINH KOJI JOJDKEH COXPaHSITh COCTOSHUE MPOrpaMMbl BO
n30ekaHe HApyIICHUS NCXOTHON (PYHKIIMOHATBHOCTH;
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2.3.1 ®yHKUMOHaNbHasA COBMEeCTUMOCTb

B koHTekcTe naHHON 337a4M 10J (PYHKIIMOHATHFHONH COBMECTHUMOCTBIO TIOHUMACTCS
COOTBETCTBHE MHCTPYMEHTALMOHHOTO KOJa 1I0 Ha0Opy MHCTPYKIUi At obecnede-
HHUS KOPPEKTHOTO JEKOAMPOBAHUS, OCYIIECTBISIEMOTO IpoueccopoM. MHcTpyMeH-
TaIMOHHBIN KOJ 3a7aéTcs TOJIb30BATENIEM B BUAE HCXOJHOTO KOJA U JOJDKEH OBITH
CKOMITMJIMPOBAH B 00beKTHBIN (aiin. Ha miarhopme ARM cymiecTByeT HECKOIBKO
Ha0OPOB MHCTPYKIHUH, KOTOPbIE MOTYT OBITh MCIIOIb30BaHbI MAPAJLICIHHO; 0A30BbI-
MU Habopamu WMHCTpyKuumi siBisitorcss ARM32 u Thumb-2. Jns obGecrneuenus
(yHKIIMOHAJIBHOW 3aBUCUMOCTH MPOM3BOAUTCS TOJHBII Pa30op MCHOIHIEMOTO KO-
Ja ueneBoro ¢aiina A BBISIBICHUS (DParMEHTOB, HCIOJB3YIOIINX KOHKPETHBIH
HabOp MHCTPYKLMiA. ['eHepannsi MHCTPYMEHTAIIMOHHOTO KOJIa MPOU3BOIUTCS TAKHM
00pa3oM, YTOOBI TOYKE HHCTPYMCHTAIMH, HAXOJSIICiics B OJOKe HHCTPYKIUI
ARM32, 6511 comocTaBiieH 0J0K MHCTPYKITUH, pealn3yIOMnX (YHKIIHOHATEHOCTD,
HEOOXOTMMYIO TIOJIB30BATEII0, Takke B popmaTte ARM32.

2.3.2 CoxpaHeHue COCTOAHUA

MoanpuunupoBaHHbIi 11€JeBO (ain J0KEeH MOJHOCTHIO COXPAHSITh HCXOAHYIO
(yHKIMOHAJIBHOCTD U BBINOJHATh MHCTPYMEHTAIIMOHHBIN KOJI HCKIIIOYUTENLHO KaK
HEKOTOPBIN MOOOYHBIN 3(PPekT. B KOHTEKCTE CXeMbl HHCTPYMEHTAIIMH, ONMHCAHHOM
BBIIIE, U1l OOecrieyeHrss KOPPEKTHOCTH MCXOJHOTO HCIOJIHSAEMOro Koja HeoO0Xo-
JIIMO BBITIOJTHEHHE CIIETYIOIINX YCIOBHH:

1. CoxpaHeHHe COCTOSHUS IPOTPAMMBI IOCIIE OCYLIECTBICHUS 0€3yCIOBHOIO
nepexoZa Ha MHCTPYMEHTALMOHHBIH KOJ W JO €ro HEloCPeJCTBEHHOTO
BBITIOJTHEHHSI.

2. BoccraHoBneHHE COCTOSHMS TIPOrPAMMBI TI0CIIE BBINIOJIHEHHUS HHCTPYMEH-
TAIIMOHHOTO KOJIa ¥ JI0 OCYIIECTBICHHS 00paTHOTO O€3yCIOBHOTO IEpexo-
Jla B OCHOBHOU HCIIOJIHSAEMBIN KO,

3. DBbinonHeHre MHCTPYKLMI HCHOJHAEMOro Koja IiejeBoro (Qaina, 3ame-
HEHHBIX Ha MHCTPYKLHUIO O€3yCJIOBHOTO IEpexoja B MHCTPYMEHTAIMOH-
HBII KOJ.

Mexanu3msl | 1 2 peanu3yroTcs ¢ MOMOIIBIO T00aBIEHUS B MHCTPYMEHTAMOHHBIN
KOJI MHCTPYKIIMH COXpaHEHHs PETUCTPOB OOIIETO MOJIb30BaHMs U peructpa ¢iaros
B CTEK IPOrpaMMBbl M BOCCTaHOBJICHHE MX U3 cTeka. KoppekTHas paboTa co CTeKoM
BHYTPH MHCTPYMEHTAIIMOHHOTO KOJa TrapaHTUPYeTCs KOMIMWIATOPOM (OJIOKH WH-
CTPYMEHTAIMOHHOTO KoJa O(OPMIISIFOTCS. B BUZE OTIENBHBIX (DYHKIHMH, YTO TIO3BO-
JSIET TOJIB30BATHCS TTOJIOKEHUSIMH, 3a(UKCUPOBAaHHBIMU B CTaH/IAPTHOM IIPOTOKOJIE
BEI30BOB).

Mexann3zm 3 peanusyercss myTéM J00aBICHUS 3aMEHEHHBIX MHCTPYKLUH HEmo-
CPE/ICTBEHHO B OJIOK MHCTPYMEHTALMOHHOT'O KO/ MOCJe MHCTPYKLMH BOCCTAHOB-
JICHUSI COCTOSIHMS, YTO TapaHTHPYET KOPPEKTHOCTh BBIOTHEHHS HaHHBIX HHCTPYK-
IIUA ¥ TIOJTHOE COOTBETCTBUE MCXOJHON (hYHKITMOHATHLHOCTH IiejieBoro Qaiina. Mc-
KITIOUEHHE COCTAaBIIAIOT HEKOTOPBIE KIACCHl MHCTPYKIMH, 3aBUCHUMBIE OT KOHKpET-
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HOTO TOJIOXKEHHS B BUPTYAJbHOH MaMATH (Takue Kak, HapuMmep, MHCTPYKLUH I1e-
pexoza, peau3yrollie CABUTH OTHOCHTENBLHO TEKYLIEro 3HayeHWs CYETYMKA HH-
cTpykumid). s momaep:kaHusi KOPPEKTHOCTH B Cilydyae, €CIM ObUIM 3aMEHEHBI
MMEHHO TaKHe WHCTPYKLUI, HEOOXOANMO MPOBECTH UX MOIU(DHKAIMIO WIH 3aMe-
HUThH (YHKINOHAIBHO aHAJIOTHYHBIM OJIOKOM HMHCTPYKIIHH.

WHCTpyMEHTAMOHHBIH KO KOHCTPYUPYETCSI TAKMM 00pa3oM, 4ToObI UMETh Habop
3ape3epBUPOBAHHBIX ()PArMEeHTOB, 3aMOJHEHHBIX WHCTPYKIUSMH, HE WUMEIOIIUMHU
a¢dexra. VIMeHHO Ha HaHHbBIE 3ape3epPBUPOBAHHBIE MECTa OCYILECTBIAETCS 100aB-
JICHUE JIOTIOJHUTEIbHBIX MHCTPYKLIUI (COXpaHEHHE COCTOSHHS, 3aMEHEHHBIC WH-
CTPYKIMH TieNieBoro kona). IlogpoOHyro cxema TpaHC(hOpPMAaNUU WHCTPYMEHTAIIU-
OHHOTO KOJia PE/ICTaBIICHa Ha PHCYHKE 2.

text text

- — — — _
A:MHcTpyKUMA A = Allepexon
B:WHcTpykuwa B | B:VHcTpykunA B
|
C:VHcTtpykuua C | C:WHCTpykuma C

fext s :> ! text s
|

1:NOP | —* 1 WHCTpYKUNA SS
K VHcTpykuma X K WHCTpyKUMA X

Y- WHcTpykumA Y | Y MHCTpyKynAa Y
Z-WHCTpYKUmMA Z Z-VIHCTpyKUmMA Z
2:NOP | 2 WVHcTpykyna SR
INOP L+ —w JVHCcTpYKUMA A
R:NOP R:Mepexon

55 — WHCTPYKUWMA COXpaHeHWA COCTOAHUA
SR — WHCTPYKUMA BOCCTAHOBN 8HUA COCTOAHMA
NOP — «nycTaA» WHCTPYHUNA

Pucynox 2: Cxema cmpykmypbi UHCIPYMEHMAYUOHHO20 KOOA

2.4. NMopkno4vyeHne BHELWHNX 3aBUCMMOCTEN UHCTPYMEHTaLMOH-
HOro Koaa

OnmHUM M3 3TanoB padOTHl AMHAMUYECKOTO 3arpy3dynka OIEPallMOHHON CHCTEMBI
Linux (u cucrem, 6azupyronuxcs Ha Hell) npu pabdore ¢ daitnamu B popmare ELF
ABJIsIETCS Pa300p BHEIIHUX 3aBHCHMOCTEH, 3asBICHHBIX 3arpykacMbiM (aiiioM u
MOMCK HEOOXOIMMBIX PECYpPCOB JUIS YIOBJIETBOPECHUS JaHHBIX 3aBUCHMOCTEW. s
3aJjaHusl BHEIIHUX 3aBUCHMOCTEH 1 mocienytomieil paboTsl ¢ HUMH B daiiie dpopma-
ta ELF ucnons3yercs nenbiii Habop crnenuuueckux CEKINN, BKIIOYAIONIUX B CeOs
) (13410137 (<H
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1. .dynsym um .dynstr — cexmum, coqepKalme CTaTHIECKy0 HHPOpMAIHIO O
BHELTHUX 3aBUCHMOCTSX: UMEHa CHMBOJIOB JUHAMHYECKUX OMOIMOTEK U
(yHKIMA, KOHTpONBHBIE (aru CHUMBOJIOB (yHKIMH. VMeHa cHMBOJIOB
HETOCPEJICTBEHHO HCIIOJIB3YIOTCSI TUHAMHYECKUM 3arpy3dlKOM JUIs OCy-
IIECTBJICHUSI [TOUCKA 110 peecTpy OMOINOTEK, JOCTYITHBIX B CUCTEME.

2. .gotu .plt — cexuum, 3arpyxaemble B 00pa3 ucnonHseMoro Qaiiia B BUp-
TyaJbHON MaMsTH U MCHOJIb3YyeMbIe MCIOJIHAEMbIM KOJIOM HANpPSMYIO JUIs
OCYIIECTBIICHUS TIEPEX0/1a Ha MHCTPYKIMU B INHAMUYECKHX OMOIMOTEeKAX,
pean3yIONMX BHEITHIE 3aBUCUMOCTH.

3. .rel.plt — cexums, comeprkaiias ykasaHus A8 AHHAMHYICCKOTO 3arpy3dyHKa
O COOTBETCTBHM CTaTHYECKOW MH(OPMALMM BHEUIHUX 3aBUCUMOCTEH SB-
HBIM OTHOCHUTEJIEHBIM CMELICHUSM B CEKLIUH .plt.

4. .dynamic — cexkius, cojepaKalias COKpaméHnyo HHHOPMAIHI0 0 Hanbo-
Jiee BaKHBIX IIapaMeTpax odpasa 1eseBoro Qaiina, 3arpy»,aeMoro B BUPTY-
IBHYIO aMsATh. B nanHyro MH(OpMaLUIO BXOIUT CIIUCOK BHEUTHUX 3aBH-
CHMOCTEH 10 TMHAMHYECKUM OMOINOTEKaM.

Wudopmanus, 3akiarouéHHas B JaHHBIX CEKIMAX, a TAaKXKe IaHHBIE U KOJ, HaXOJsi-
myecs B CeKUUsX .got u .plt oOecneynBalOT KOPPEKTHYIO 3arpy3Ky M UCIOJIb30Ba-
HHE BHEITHUX OMOIMOTEK BO BpeMs BBHIOIHEHHS LiesieBoro ¢aiina. Tonpko 3aBHCH-
MOCTH, OTpaXEHHbIE B JAHHBIX CEKIMAX, OyAyT oOpabaTbiBaThCs KOPPEKTHO —
HCIIONIb30BaHKE B KOJIE 3aBUCHMOCTEH, HE M3BECTHBIX IMHAMHUYECKOMY 3arpy3uuKy
0 YKa3aHHBIM CEKILUSM, IPUBONT K HEBO3MOXKHOCTH BBITIOJIHEHHMS (aiiia.

B ciyuae, ecnu WHCTPYMEHTAIIMOHHBIA KOJI MMEET BHEIIHHE 3aBHCUMOCTH, HE OT-
paxEHHBIE B LIEJICBOM (aiiie, HeOOXOMMO OCYIIECTBUTH H00aBICHHE HH(OPMALIIH
0 JJaHHBIX 3aBHCUMOCTSIX B PACCMOTPEHHBIE BBIIIE CEKIIUH IeneBoro (aiina. /lanHas
3aJa4a OOBIYHO BBINTOJHAETCS KOMIIOHOBIIMKOM MPU CO3JaHUH MCIIONHAEMbIX (aii-
JIOB M AMHAMUYECKNX OMOIMOTEK 13 00BEKTHBIX (aiiioB. Tak Kak KOMIIOHOBIINK HE
MOJIJIEPXKUBAET paboTy yxe ¢ ucnoaHseMbiM ELF ¢aiinom, ero npumeHeHue He-
BO3MOJXKHO.

HemnocpencrBeHnbie MoanGUKANU BKIIOYAIOT B C€0sI CIIC/TYFOIIME TAIIbL:

1. Pacummpenue cexumii .dynstr, .dynsym, .got, .plt, rel.plt u .dynamic na pas-
Mep COOTBETCTBYIOIIMX OJOKOB IO YHCIy BHEUIHHX 3aBHCUMOCTEH WH-
CTPYMEHTALIMOHHOTO KO/Ia, OTCYTCTBYIOILIMX B UCXOIHOM IieJieBOM (aiie.

2. KoncrpynpoBanue 0JIOKOB JaHHBIX CEKIUH JUIsl pabOTHI ¢ BHEIITHUMH 3a-
BHUCHMOCTSIMH MHCTPYMEHTAIIHOHHOTO KOJia M BCTaBKa B «ITycThIe» (par-
MEHTBI CEKLIUH, MTOSIBUBLIMECS MOCIIE UX PACHINPEHHUSI.

3. Peopranmzanms TaONUIBI CETMEHTOB W OOHOBJICHHE JAHHBIX B CEKIIUH
.dynamic.

B 10 Bpemst Kak HEMOCPEACTBEHHOE PACIINPEHHE U MOIU(UKAIMS CEKIUHA SBIISIOT-
Csl UICKITIOYNTEIIbHO TEXHUYECKUMH 3a]adyaMy, POBEJICHUE PEOPTraHn3alMi CeKIMN
TpebyeT y4éra MHOTMX OCOOCHHOCTEH OTAENbHBIX cekiuid. Kak ObIo oTMeueHo
paHee, 3arpy’kacMble CEKIUH O0BEIUHSIIOTCS B CETMEHTHI M OOBIYHO PacIOIaratoTCs
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B JIaHHBIX CETMEHTAaX KaK OOIIWH equHBINA OJOK (T. €. B BUPTYIBHOH TMaMSTH CO-
CEJIHUC CEKIIMM HE MMEIOT «IIyCTOro» IMPOMEXYTKa MEKIy coboii). Pacmmpenue
3arpy’kaeMbIX CEKIUI (BCE YKAa3aHHBIC BBINIC CEKIIMU SBJSIFOTCS 3arpy>KacMBIMH)
MPUBOJUT K 00pa30BaHUIO HAJIOKCHUH B TaOJMIIE CETMEHTOB. J[aHHBIC HAIOKCHHUS
MPUBOJIAT K TIOPYE TaHHBIX MPU 3arpy3Ke oOpa3a B BUPTYAIbHYIO MAMSTh U JIOJIXKHEI
OBITH pa3pelICHBI MyTEM C/IBUTa CEKIUI M U3MCHCHHUS MOPsIKA CICIOBAHUS B 00pa-
3e.

Hexkortopsie 3arpykaeMble CEKIUH (TaKUE KaK CEKIIMU UCIIOTHICMOTo KOJa U JIHA-
MHUYECKUX PENIOKAIUI) COMCPKAT JNaHHBIC W YIPABJISIONINEC KOHCTPYKIIUU, 3aBUCH-
MBbI€ OT OTHOCHTEJIFHOTO MOJIOKEHHUSI B 00pase, 3arpyKaeMoM B BHPTYaJbHYIO Ma-
MsTh. [103TOMY TpH MPOBEJICHUH PEOPraHU3alMH CTPYKTYPbI CETMEHTOB JIaHHBIC
0COOCHHOCTH HEOOXOIUMO YUYHUTHIBATH. J[Jisi MUHMMH3AIMKH HEOOXOAMMBIX TOCIE-
JYIOIIUX KOPPEKTHPOBOK OOJBIIUA HNPUOPUTET MMEIOT OIEpAIMU MEPEeMEICHUs
HE3aBUCHMBIX CeKiuil. B ciydae, eciu 3TO HEBO3MOXHO, MPOHM3BOASATCS pa3dop
3aTPOHYTBIX CEKIMI 1 aBTOMATHYECKAsT MOJU(PHUKALINS HEOOXOAUMBIX JIEMEHTOB.
CrangaptHble criequduKauy TabJInIl CETMEHTOB M CEKIIHi, UCIONIb3yeMbIe B 0a30-
BBIX KOMITUIIITOPHBIX CHCTEMAaX, OPraHU30BaHbl TAKUM 00Pa30M, 4TO MPH MPAKTH-
YECKOM TPOBE/ICHUN MHCTPYMEHTALUH, PEOPraHU3alus CeKIUI MPUBOIUT K MUHU-
MaJIbHBIM U3MCHCHMUAM.

2.5. NMoppepxaHue koppekTHocTn ARM ELF

Oran npoBeneHust moctodpadbotku daiima ARM ELF mocne mpoBeneHus WHCTPY-
MEHTAIlMN BKJIIOYAaeT B ce0s 3a/auM, OTHOCSIIHECS K KOPPEKTHPOBKE CMEICHHH,
HCIIOJIb3YEMBIX HEKOTOPBIMHU WHCTPYKIMAMH HCIIONHSIeMOTo koja. Creayromue Tpu
TPYMITBl MHCTPYKINH pacCMaTPUBAIOTCS B KAUECTBE I[EJIEBBIX:

e  MHCTpyKUMH, OCYLIECTBISIIOIINE OOPaOOTKY AaHHBIX MHCTPYMEHTAI[MOH-
HOTO KOJ1a;

e HHcTpykuuu nepexoja U3 CeKUMU Koja A B cekuuio koja B, eciau ogna us
3THX CEKIMi ObUTa MOAU(HUIIMPOBAHA BO BPEMsI HHCTPYMEHTAIIHH;

e  UHCcTpyKumu, KOTOpble OBUIM 3aMEHEHBI Ha IEPEeXoJbl B MHCTPYMEHTAIH-
OHHBII XO/1 ¥ TIepEeHECEeHBI B OJIOKH HHCTPYMEHTAI[MOHHOTO KOJIa.

Tak kak 3aJaHHBIM MOJIH30BATEIEM HCXOAHBIH MHCTPYMEHTALMOHHBIA KOJA HEMO-
CpPE/CTBEHHO KOMITWIIMPYETCsS B OOBEKTHBIN (haitn, HO mobasisiercst B neseBoid ELF
(aiin HanpsMyI0 B BHJE ABYX CEKIMH (CEKIMH KOAA M CEKIMH JTaHHBIX), TO CTaH-
JapTHBIE MOANMDUKAITUH, IPOBOJMUMbIC KOMIIOHOBIKOM IJISi KOPPEKTUPOBKU CMeE-
IIEHUH M3 CEeKIMH KOAA B CEKIMIO JAHHBIX He Mpon3BoasTcs. MHbopMaws o mo3u-
IUSIX, B KOTOPBIX HEOOXOIMMO IMPOCTaBUTh CMEIIEHHE MEX/Ty BUPTYAIbHBIMH aJipe-
caMU JaHHBIX CEKITNH, HaXOauTCs B 00bEeKTHOM (haiine B cexiuu .rel.text. B pamkax
MPOBEICHUSI MHCTPYMEHTAIINY TTPOU3BOJNUTCS aBTOMATHUECKUI NepeHOC nH(pOopMa-
MK K3 ceKuuHu .rel.text (c y4éTOM KOHKpETHBIX 3HAaYE€HUH BHPTYaJbHBIX aJIpECcOB
yxke B nenesom ELF daiine) 1 Monudukanuy cMENIeH! B CEKLIUM HCIIOIHSAEMO-
ro KOJla HHCTPYMEHTAIUH.
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WHcTpyKImu yCrIoBHBIX M O€3yCIIOBHBIX NEPEXOJIOB U3 CEKIMH A B cekuuio B nc-
IOJIb3YIOT OTHOCHUTEJIBHBIE CMEIICHUS, YYUTHIBAIOLUE PAa3HUIY BUPTYaJIbHBIX ajl-
pecoB naHHbIX cekluid. [lepeHoc OQHOM U3 CEKLMH NPUBOAUT K HAPYIIECHUIO KOP-
PEKTHOCTH MHCTPYKIUH Mepexoia U TpedyeT aBTOMAaTHUECKOI KOPPEKIIHH.

IIpu npoBeneHUH MHCTPYMEHTALMM IIPOU3BOJUTCS IIEPEHOC MHCTPYKLMHU B TOYKAX
MHCTPYMEHTAllMM B OJIOKM MHCTPYMEHTAIlMOHHOTO Koja. B HabGope uHCTpyKuuid
ARM32 1 Thumb-2 mpucyTCTBYIOT THIIBI HHCTPYKLUH, HAIPSMYIO HUCIIOJIB3YIOIINE
3HayeHue peructpa PC — cuérumka MHCTpykuMid. 3a c4€T JaHHOTO CBOMCTBA pe-
3yJIbTAaT BBIIOJHEHMS JAHHBIX MHCTPYKIHMH 3aBUCHUT OT HX MOJIOKEHHs B 00pase
1eneBoro (aifna, 3arpyXaeMoro B BUPTYaJIbHYIO NaMsTh; IEPEHOC WHCTPYKINH 13
OJHOW CEKIMH B APYIyI0 MOXKET HApyIIUTh KOPPEKTHOCTh WX BBINOIHEHUSA. Jlyis
ycTpaHeHus! NoJo0Horo 3¢ deKTa He0OXOMMO POBEACHHE TOMOTHUTEIBHBIX KOP-
PEKTHPOBOK AAHHBIX MHCTPYKUUH U y4éTa pa3HOCTU BUPTYalIbHBIX aJpPECOB MO-
JIOXKEHHSI B HCXOJHOM CEKIUU HCIOJIHSAEMOIrO KOJa U MOJOXEHUS B CEKLIUH HH-
CTPYMEHTALIHOHHOTO KOJA.

CrnoxxHOCTh MOIHM(pUKAINN, HECOOXOAUMBIX JJISI HHCTPYKIHUH, 3aBUCUT OT KOHKpET-
HOTO THIIa MHCTPYKuMH. VHCTpyKIMn 6e3ycioBHOTO mepexoia TpedyeT MmpocToro
MU3MEHEHHS OTHOCHTEJIFHOTO CMEIIEHMS, 3aKOUPOBAHHOTO B HHCTPYKIHUIO (B HEKO-
TOPBIX CiIydasx TpeOyeTCsl MCIONb30BaHHE albTEPHATHBHBIX KOAUPOBOK, MOZJEP-
JKMBAIOIINX OoJiee MIMPOKKE INana3oHbl 3HaueHui). HekoTopble THITBI MHCTPYKINH,
Takue Kak, HalpuMep, HHCTPYKIMH 3arpy3Ku U3 NaMsTH (COXpaHEHUS B MaMITh) 10
CMeUIEeHHIO OT 3HaueHus: peructpa PC, TpeOyer 3ameHbl Ha OJIOK apudMeTHIecKux
MHCTPYKIUH, NMPOBOAALIMNA KOHCTPYHUPOBAaHHE HTOTOBOTO 3((EKTHBHOIO aapeca
3arpy3Kku (COXpaHEHHs).

3. llpakmuyeckue pe3ysibmamabl
s mpoBeneHust 3G GEKTHBHOCTH pealM3alliil CPEACTBA WHCTPYMEHTALMH ObLI
MPOBENEH Psii TECTOB C UCIOJIB30BaHMEM Habopa 0a30BBIX OMOIMOTEK TIATGOPMEI
Android u Habopa 6ubmMOTEK It 00paboTKM (ailioB MyJabTUMEIHa (HOPMATOB.
TecroBele 3amycku NpoBOAMINCH Ha ycrpoiicTBe Pandaboard (Dual-core ARM
Cortex A-9 MPCore, 1 GHz) ¢ ycTanosieHHo#t Bepcueii cuctemsl Android 4.0.4.
[Ipn mpoBeneHMM TEPBOTO 3Tana TECTUPOBAHUS OBII PACCMOTPEH psii OMOIMoTeK
Ut paboTel ¢ (ailmaMu crenuaaM3upOBaHHBIX (OPMATOB C LEIbIO W3BJICUEHHS
HEo0X0IMMOH MOJIb30BaTEN0 HHHOPMALIUH:

e libjpeg — GubHOTEKA TS pabOTHI ¢ N300paxkeHusamu popmara JPEG;

e libmpeg2 — Gubmroreka ast pabotsi ¢ Buaeo B popmare MPEG-2;

e libxml2 — GuGmmoreka st pabotsl ¢ daitnamu B popmare XML;

e swftools — maGop cpenct st pabotsl ¢ ¢aiiaamu Flash.
B pamkax 3amauu oneHkn 3¢ QeKTUBHOCTH cpencTBa MHCTPYMEHTAIMU Oblila Ipo-
BeZieHa 00paboTka OMOTMOTEK C TENIBI0 JOOABICHUS KOJ1a, OCYIIECTBIISIONMETO MO -
cu€T KoJM4ecTBa 0a30BBIX OJIOKOB MHCTPYKLHMHA, BHIIIOJIHEHHBIX BO BpeMs pabOTHI
npuioxeHus. [IpakTuueckas peanusanus HOOX0MUMON (QYHKIIMOHAIBHOCTH 3aHH-
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MaeT 14 mHcTpykumid w3 Habopa ARM32 (yuuThiBas HHCTPYKIIUH, UCTIOIb3yeMbIe
0a30BBIMM MEXaHU3MaMH WHCTPYMEHTAIlMM) NPU 3aMEHE OJHOH WHCTPYKIHH U3
Habopa ARM32 B kaxJ0if U3 TOUYEK HHCTPYMEHTALIUH.

Jis cpaBHEHUS ¢ UMEIOMIMMUCS aHAJOTaMH, MPEIOCTABILIIOIIUMIE TIOAICPKKY ap-
xuTekTypsl ARM, aHamormyHas 1o (yHKIMOHAJILHOCTH HHCTpYMEHTauusi Oblia
MpOBeZIeHa JUIsl paccMaTprUBaeMbIX OMOINOTEK ¢ TTOMOIIBIO cpeacTBa Valgrind.
CpenHue pe3yibTaThl 3aIlyCKOB U HHPOPMANHKS O KOJINIECTBE TOUCK HHCTPYMEHTA-
IIUM 110 OTHOUICHUIO K OOIEMY YMCIYy WHCTPYKIMH MCIIOIHAEMOro KoJa B 1I€JIEBOM
(haiine u yuciy oTAENBHBIX (YHKIHUIT B COCTaBe MCHOIHIEMOI0 KOJia Mpe/cTaBieHa
B Tabmuue 1.

Tabruya 1: Hncmpymenmayus ¢ yenvio npogedenus noocuéma 6a306ix 610K08

Llenesas BazoBoe | Bpems paboTsl, ¢ Touku Bpewms
nporpamMma |BpeMms | (CTaTHdeckas MHCTPYMEHTaIlMi | paboTsl, ¢
paboThl, | KHCTPYMEHTAIIHS) (Valgrind)
c
cjpeg 3.965 [9.944 (+150.8 %) 5649/78080/483 14.33
(libjpeg) (+261 %)
djpeg 9.135 [22.168 (+142.7 %) 5649/78080/483 33.60
(libjpeg) (+268 %)
mpeg2dec |10.469 |15.493 (+48 %) 3849/44729/133 37.21
(libmpeg2) (+255 %)
xmlilint 5.022 |14.563 (+190 %) 61558/380491/3065 | 24.64
(libxml2) (+391 %)
png2swf 39.382 |47.32 (+19 %) 3157/23252/432 132.2
(swftools) (+231 %)

s oneHku 3P PEeKTHBHOCTH NPHMEHEHHS CTaTHYECKOW OWHApHOW MHCTPYyMEHTa-
UM JUI TIpOBeeHMs aHanu3a Oubimorek iatdopmbl Android Obuta mpoBeneHa
MoaupuKkanus Habopa 6a30BbIX OnbIMOoTeK Android, Mcronb3yrOmUXCs Ui 0TOO-
paxkeHus Tpaduueckoro uHTepdeiica cucreMbl. B kauecTBe 1eneBoil HHCTpyMEHTa-
MM PacCMaTpUBalOCh jao0aBiieHHE (YHKIHOHAJIBHOCTH II0 TPACCHPOBKE TOYEK
BXOJIa W BbIXOAa W3 (YHKIUH, ONMMCAHHBIX B OMOMMOTEKaX. 3amMepbl BPEMEHHBIX
3aJIepHKeK MPOBOJMINCH Ha OJJHOM M3 BO3MOXHBIX CIEHapueB pabOThl C CHCTEMOI
Android — 3amycke U HHHAIHATH3AIMA TpapuIecKoit 060I0UKH.

B TO BpeMmsi Kak HENOCPEICTBEHHO 3aTpaThl Ha BCTABKY HHCTPYMEHTAIIMOHHOTO
KOJla ¥ BBIIOJIHEHUE MHCTPYKLUH 0a30BBIX MEXaHM3MOB MHCTPYMCHTAIIMU BHOCST
MHUHUMAJIbHBIE 33€PKKH, OTJEIbHBIC ACTIEKTHl OPTaHU3AHA WHCTPYMEHTAI[OHHO-
ro KoJa MPUBOIAT K MOSBICHHUIO Oosiee 3HAUMTEIBHBIX HAKIAOHBIX pacxomos. K
OCHOBHBIM AaCIEKTaM, NPHUBOMAIINM K 3aMEIJICHHUIO PabOTHI, OTHOCATCS CIEAYIO-
mue:
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®  3aIKCh JIAHHBIX B (haliil Ha YCTPOMCTBE;

e  BBIYHCIICHHUE TEKYILETO aOCONIOTHOTO BPEMEHH COOBITHS BXOJa WM BBIXO-
Ja 3 QyHKITHIH;
®  WCIIOIB30BaHHWE CPEACTB CHHXPOHM3ALMHM W3 CTaHJAPTHOW OMONIHMOTEKH
pthread myist 3amuTEL JOCTYIIA K BHYTPEHHEM OydepaM H pecypcam.
Tabnuma 2 mMpUBOAWT pe3yiabTaThl M3MEPEHHH BpeMeHH 3arpy3ku cpensl Android
(oT MOMEHTa 3aIycKa yCTPOHCTBA O BHYTPEHHETO MHAMKATOpa O 3aBEPIICHUH He-
00XOIMMOM WHHIMAIN3ANNK, ITO0CIEe KOTOPOH IOJBh30BAaTEIb MOXKET BBIMOJIHSITH
JIEHCTBUSA C YCTPOHCTBOM). B Tabnmie mpencTaBiIeHBI CIEAYIOMHNE 3HAYCHHAS —
BpeMs 3arpy3KH CHCTEMbl 0€3 MHCTPYMEHTAalMH KaKuX-IH00 OHOJIMOTEK, Bpems
3arpy3KH CHCTEMBI C UCIIOJb30BaHHEM OHMOIMOTEKH, HHCTPYMEHTHPOBAHHOW «IIy-
CTBIM» KOJOM, BpEMs 3arpy3Knu CUCTEMbI C UCIIOJIB30BAHUEM 6H6HI/IOTCKI/I, HUHCTPY-
MEHTHPOBAHHOHN TPAaCCHPOBOYHBIM KOJIOM, U KOJIMYESCTBO OTCICKUBAECMBIX COOBITHH
BX0J1a/BbIX0J1a U3 GYHKIMM, 3a)UKCUPOBAHHBIX 32 BPEMSI BBIOIHEHUSL.

Tabruya 2: Hncmpymenmayus 6ubnuomex Android

3arpyska, ¢ 3arpyska, ¢
(6azoBas (menmeBas
HHCTPYMEHTAIUS) | KHCTPYMEHTAIIHA)

BE130BBI
HWHCTP. KOZa

3arpyska,
c

Bubnunoreka

libsurfaceflinger.so | 42.431 | 43.204 (+1.8 %) | 51.706 (+21.8 %) | 452880

libui.so 42431 | 43.667 (+2.9 %) | 58.964 (+38.9 %) 928812
libgui.so 42.431 | 43.364 (+2.1%) | 50.043 (+17.9%) 406780
libEGL.50 42.431 | 43.105 (+1.5%) | 45373 (+6.9%) & 129132

libGLES_android.so| 42.431 | 43.226 (+1.8 %) | 50.381 (+18.7 %) | 500677

[MonydeHHbIe Pe3yNIbTAThl YKIIAABIBAIOTCS B PAMKU OKHIIAEMBIX PE3yJIbTAaTOB 3a-
MEJICHUS TIPU UCTIOJIb30BAaHHH WHCTPYMEHTHPOBAHHBIX OHOIMOTEK, aKTUBHO IPH-
MEHSEMBIX HECKOJILKMMHU KJIFOUEBBIMU Tiporieccamu cucteMbl Android. 3amennenue,
BHOCHMOE HHCTPYMEHTAI[MOHHBIM KOJOM, PABHOMEPHO PACHPEACTICHO MO KOAY Iie-
JIEBBIX OMONHMOTEK W HE BIHSIECT Ha KOPPEKTHOCTH PE3yJIbTATOB MPOQMINPOBAHHUS
OHOIMOTEK MO MPOM3BOJUTEIBHOCTH OTICIBHBIX ()yHKITHH.

4. 0630p cywecmeyrow,ux peweHul

IIpoexTs! cucTeM MHCTPYMEHTALMH, TI03BOJIAIONINE M0JIb30BATENI0 CO3/1aBaTh CPE-
CTBa ]ISl TIPOBE/ICHHS CHEIUATN3UPOBAHHOTO aHAJIM3a, HAYalH IOSBISITECS YXKE B
koHe XX Beka. Hexoropsle U3 HUX ObuIM pa3pabOoTaHbl s ONPEACIEHHBIX TLUIAT-
(hopM, 4TO MO3BOJISIIO UCIIOIB30BATh CrEeU(HUIEcKne 0COOCHHOCTH JaHHBIX IUIAT-
(hopM AJIs OBBIIEHUSI THOKOCTH M 3(Q(PEKTUBHOCTH WHCTPYMEHTOB; COBPEMEHHBIE
CHCTEMBI, HanboJiee IUPOKO NMPUMEHSEMbIE IIPU pa3paboTKe IMPOrpamMM, IOKphIBa-
FOT HEJBIA PSIT apXUTEKTYP M OCHOBAHBI HA OTHOCHTEIHFHO OONIMX IPWHIMIIAX pa-
60TBl ¢ 1eneBBIM KomoM. Cpenn MHCTPYMEHTOB CTATHYECKOW WHCTPYMEHTALUU
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ciemyer OTMETUTh Takue mpoekThl, kak ATOM[1], EEL[2], Etch[3], BIRD[4],
PEBIL[5] u Dyninst[6]. [Ins npoBeneHus aHagn3a Ha OCHOBE TUHAMUYECCKON WH-
CTPYMEHTAallUU IIUPOKO MNpPUMEHSI0TCS MHCTpyMmeHThl Pin [7], Valgrind [8] ,
DynamoRIO [9] u Dyninst.

Cuctema ATOM (Analysis Tools with OM) 6buta pa3zpaboTana st IPOLECCOPHOM
apxutektypsl DEC Alpha n mpegocraBisina BO3MOXKHOCTH JUISl aHaINM3a LEJIEBBIX
NporpamMM, JOCTYIHBIX B BUJE OOBEKTHBIX Moayieil. Cucrema BKiIOYaia B ceds
uHTepdeiic renepanru Koja, oOparieHus K JaHHBIM U paboThl ¢ TOTOKOM yIpaBJie-
HUS 11eJIeBOH mporpaMMsl. JlaHHbIH MHTEpQENc MO3BOJISLII CO3aTh HETIOCPEICTBEH-
HO KOJ MHCTPYMEHTa aHaJIN3a, KOTOPBIH BIIOCIEACTBUM OyIeT B3aUMOEHCTBOBATH
C IIETIEBOM MPOTPaMMOH, a TaKKe pa3METUTh OOBEKTHBIC MOMYIH IIEIEBOW MpO-
rpaMMBbI Ui 0003HaUeHHSI TOYEK WHCTPYMEHTAINH, T.€. TOUCK B KOTOPBIX MPOMC-
XOAWT BBINOJIHEHHE WHCTPYMEHTAMOHHOro koia. ATOM ocymiecTBisieT BCTaBKY
MHCTPYKINH WHCTPYMEHTALMOHHOTO KOJA B YKa3aHHBIC TOYKH W, HCIIONB3YS CH-
cTeMy paboTel ¢ 00BEeKTHBIME MomyssiMu OM, co31aéT MUTOTOBBIM MCHOHSAEMbIH
¢aiin. IIpu 3amycke noaydeHHoro aiina ucxomHas 1eseBas mporpaMmma padoTaer ¢
HHCTPYMEHTOM, 3aJaHHBIM I10JIb30BaTeIeM, MapaljebHO B paMKaxX OJHOTO Ipo-
necca Ha yctpoiictBe. Ha ocHoBe cuctembl ATOM Obutn pa3paboTaHbl HHCTPYMEH-
THl NMPOQUIMPOBAHMS KOIIa M JTUHAMHYECKOH MaMATH, CUETYUKM HHCTPYKLUH |
BBI30BOB (DYHKILHMii, a Takke cucTeMa MOBBILICHUS d(PPEKTUBHOCTU MPEACKA3aHHs
MIePexo/I0B.

B pamkax mpoekta EEL Opina pa3zpaboTaHa cucTeMa, IpeaoCTaBISAIOMmAas BO3MOXK-
HOCTb BHECECHHUSI HOBOW ()YHKIMOHAJIHHOCTH M WU3MEHEHHs MMEIoLIeHCs (hYHKIHO-
HaAJIFHOCTH IIPOrPaMMHOTO KO/a, Ha OCHOBE PabOTHI CO CTPYKTYPHBIMH KOMIIOHEH-
TaMH — (QYHKIUSAMH, 0a30BBIMH OJIOKAMH W OTAEIBHBIMH WHCTPYKIMSAMH, U KOM-
TUICKCHBIMH TIPOW3BOJHBIMH CYIIHOCTSIMH, TAKMMH Kak Tpad) MOTOKa yNpaBiIeHUs.
JlaHHBIE KOMIIOHEHTHI B paMKaxX MHCTPYMEHTa 0000IIaInCh MO OOIMM TEPMHHOM
«abcrpaknus». AOCTpaKIMU TTO3BOJIUTH TPOU3BOANTD APXUTEKTYPHO-HE3aBHCHMYIO
MHCTPYMEHTAINIO — MHCTPYMEHT aHAJIN3a, pa3paboTaHHBIN MOJIb30BATENIEM, TAKKE
ObLT BBIpaXKEH Ha S3bIKE a0CTPaKIMK M olepalnyii ¢ HIMH; KOJUPOBAaHHE U JEKOJIH-
pOBaHHE B HCHOJTHAEMBIH KOJ KOHKPETHON apXHUTEKTYPHI BBHIIOIHIOCH aBTOMAaTH-
YeCKH Ha OCHOBE OMHWCAaHMA s3bIKa cooTBeTcTBHU. Ha ocHoBe cucrtemsl EEL Opur
peanu3oBaH psAA MHCTPYMEHTOB NMPOGMINPOBAHUS U TPACCHPOBKH B paMKax Ipo-
neccopHoii apxutekTypsl SPARC.

WuctpymenTts! Etch u BIRD Obutn pazpaGoTaHsl A1 IPOBEIECHHUSI HHCTPYMEHTAIINN
nporpaMM Ha miatpopme Windows/x86.

Cucrema Etch mpenocrasnser Moayab 00X0/1a MPOTPAMMHOTO KOJIA C IETbIO BBISB-
JICHUS HMepapXxu4ecKod CTPYKTypHl (MOAynb, (DYHKIWSA, OJOK HHCTPYKLHUH, HH-
CTPYKLMSI) M pa3METKH TOYEeK MHCTpyMeHTauudn. Koj HWHCTpyMeHTa aHaimu3a
oopmirsiercs B BuIe 00pab0OTINKOB, TPUMEHSFOIIMXCS K OTACIbHBIM y37aM BBISB-
JIGHHOUM CTPYKTYpHIL. B pe3ynbrare BbIOTHEHUS HHCTPYMEHTAIUM LIEJIEBOM MCIIOJI-
HSIEMBIH (aiiJl MOJHOCTBIO TPaHC(HOPMHUPYETCS JUI BKIIOYCHUS JIONOJIHUTEIBHOM
¢ynkponangpHocTH. [IOMUMO CTaHAAPTHBIX NMPUMEHEHHH METOJ0B MHCTPYMEHTA-
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1y (mpoduIMpoBaHre W TpacCHUpoBKka), Etch mpennmaraet Bo3aMOXHOCTH MoIU(pH-
KalluM MCXOJHOTO HCIOJHAEMOro KOAa ¢ LENbI0 ONTUMH3AIMK (HampuMep, MyTéM
MepeCTaHOBKH MHCTPYKIMH JUIsl TOBBIILEHHUS 3((DEKTUBHOCTH KOHBElepa).

Cuctema BIRD ocymiecTBisieT MHCTPYMEHTAITNIO, MUHAMH3HPYS KOJIUYECTBO H3-
MEHEHHH, KOTOpble HEOOXOJMMO BHECTH B II€JE€BOH HCHONHAEMbIH kox. VHcTpy-
MEHTAlMOHHBIA KO 0(GOopMIIseTcs B BHJIC TUHAMHYECKOW OMOIMOTEKH, BHI3OBBI K
KOTOpOH BCTaBJISIIOTCS B 00pabaTbiBaeMblil (aiiyl myTéM 3aMeHbl HHCTPYKLUH (B TeX
MecTax, B KOTOPBIX 3aMEeHbI BO3MOXHBI). J{71s pa30opa UCIIONHIEMOro KOa UCTIONb-
3yeTcs CTaTU4eCKUH IeKojep, MPOM3BOAIIMUI pa3sMEeTKy TOYeK MHCTPYMEHTALUU.
BIRD Takxe nmpenocTaBiisieT MOAY/Ib AMHAMUYECKOTO aHAJIW3a AJIS MOKPBITUS TEX
(hparMeHTOB K0Ja, KOTOPBIE HE yIalloCh pa3METHTh cTaTHdecku. Ha ocHOBe cucre-
Ml BIRD ObIn pa3zpaboTaH WHCTPYMEHT, OCYIIECTBIIOIINI BHEAPEHHE MOIYJIS
3aIUTHl OT HECAHKIIMOHMPOBAHHOTO U3MEHEHUS KOJA BO BPEMS BBIIIOTHEHUS.
Wuctpyment PEBIL sBnsercs omHuM w3 HambOoiree OMM3KMX aHAJOTOB CHCTEMBI,
pa3pabatbiBaeMoii B pamkax gaHHOU pa®otel. PEBIL nHamenen Ha paboTy ¢ UCIION-
HiieMbIMH (aitamn ¥ quHAMEYecKknME OnOnnoTekamu B opmare ELF mmst apxu-
TekTyp x86 u x86_64. Mucrpyment PEBIL npousBonut pacmmpenue cexuuii ELF B
1eseBoM (haiiie, TeM caMbIM CO37aBasi IPOCTPAHCTBO AJISI BHECEHHMS JIOTIOJIHNATEIb-
HOro koma. B xofne meneBoit mporpaMMbl HHCTPYKIMM B TOYKaX WHCTPYMEHTALUU
3aMEHSIOTCS Ha MHCTPYKIHUH Iepexo/ia Ha JOMOJHUTENbHBIA KO, OTKyAa B CBOIO
ouepellb IPOU3BOUTCS BHI30B METO/IOB TUHAMHYECKOH OMOIMOTEKH, BKIIOYAIOLIeH
HETIOCPEACTBEHHYIO peasIn3alliio KOAa MHCTPYMEHTAINH (OJHAKO NMPHUCYTCTBYIOT U
OTpaHUYEHHBIC BO3MOXKHOCTH IO HCIIOJIB30BAaHHUIO NPSAMBIX acceMOJIEpPHBIX BCTa-
Bok). Muctpyment PEBIL mpumensieTcss B paMKax HECKOJBKHUX CHCTEM OIIEHKH
MPOU3BOIUTENEHOCTH PAOOTHI MPOTrPaMMBbI (TIOACUET CTATUCTUKH BBI30BOB (DYHKITHNA
1 OJIOKOB MHCTPYKIIMH ONPEAEIEHHOTO THIIA, PEICKA3aHUe TTEPEX0/I0B).

Cucrema Dyninst npeiocraBiisieT BO3MOXKHOCTH KaK CTaTHYECKOM, TaKk U JUHAMH-
YECKOM MHCTPYMEHTAUM HCHOJIHIEMOro Koja. Peanmsanus moaxona craTHYECKOH
MHCTpYMEHTaUMU aHasornyHa uHcTpyMeHnty PEBIL — BHenpeHue nomonHUTENb-
HBIX ()parMEeHTOB KOJla, 3aMEHA MHCTPYKIHMH Ha MHCTPYKIMHU TIE€PEeXo/ia U IepeHoc
3aMEHEHHBIX HHCTPYKUUI JJIs BBINOJIHEHHS MOCIe HHCTpYMEHTauuu. B otnuune ot
PEBIL Dyninst MakcuMH3UpYeT pa3Mep 3aMEeHsSEeMOT0 0J0Ka MHCTPYKIUH C 1IEJIbI0
MHUHUMU3AIUH CEKITNI KOAa, KOTOphIe HEOOXOJMMO PaCIIUPHUTh.

Cucremsl Dyninst, Valgrind, Pin 1 DynamoRIO mpemocTaBisiioT MIHMpOKHE BO3-
MOXHOCTH TI0 TPOBEACHHIO JWHAMHYECKOH HHCTPYMEHTAlMM OMHApHOTO KOJa.
Crienman3upoBaHHBIE MHCTPYMEHTHI aHAJN3a pa3padaThIBalOTCS HAa OCHOBE HH-
TepdeiicoB, MPea0CTaBIsIEMbIX JAHHBIMU CHCTEMaMu JJIsi 00pabOTKU KoJla B HEKO-
TOPOM BHYTPEHHEM MPEACTaBICHWHU. [IpM BBIOJHEHWH NPOTPaMMBl OJOKK HH-
CTPYKLMH MEPEBOAATCA B JAHHOW NPEACTABIEHUE SIAPOM CHCTEMBI U MEPEHAIOTCS
MHCTPYMEHTY aHaJlN3a, KOTOPBIH OCYIIECTBISIET TPaHC(HOPMALMIO KOAA IS TIOITY-
YeHUS HYXKHOH (YHKIIMOHATLHOCTU. M3MEeHEHHBINH OJIOK MHCTPYKIUH JTEKOTUPYET-
cs1 00paTHO B MAIIMHHOE IIPEACTAaBICHUE U NepenaéTcsl Ha BBIIIOJIHEHNE MPOLECCO-

py.
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5. 3aknroyeHue

Peann3oBaHHEINA B paMKax MIPOEKTa KOMIUIEKC HHCTPYMEHTOB NPEOCTABIIACT MOJIb-
30BaTEN0 BO3MOXHOCTh IIPOBECTH CTATHIECKYIO OMHAPHYIO MHCTPYMEHTAIWIO C
yYKa3aHHEM THIIA TOYEK IepexXBaTa yNpPaBJICHUS; NOMOIHUTEIbHAs ()yHKINOHAIIb-
HOCTb, KOTOpasi OyAET BBIMOJHITHCS BO BPEMsl BHINIOJHEHUS TaKkKe 3a1aéTcs I0JIb-
30BareneM B (opme ucxoiHoro koxa Ha si3eike C. [lonHoTa peanmuzanuu MHCTPY-
MEHTa CpaBHHMa C PaCCMOTPEHHBIMH aHAJIOTaMH, IPOBOSIIMMHU CTATUYECKYIO WH-
CTPYMEHTALIMIO HCIIOJIHAEMOr0 KOJd. VHCTpYMEHT NpEeNOCTaBIseT IOJACPKKY
(aiinoB ucnonusemoro kona B ¢popmare ELF ms mmardopmsr ARM; noanepixka
JTAHHOW apXHUTEKTYpBhl OTCYTCTBYET Y HPSMBIX PACCMOTPEHHBIX aHAJIOTOB M IIpe.-
CTaBJIEHA TOJIBKO CPEeH HHCTPYMEHTOB AMHAMUYECKONH HHCTPYMEHTALIUH.
Pa3paboTanHas cucteMa Oblla IPUMEHEHA B paMKax 3aJadd aHAIN3a [IPOU3BOAHU-
TENILPHOCTH Habopa HaTHBHBIX OuOnroTek miardopmel Android myTém noGaBieHus
TPACCHPYIOIIETO MHCTPYMEHTAIMOHHOTO KOJAa B TOYKM BXOJAa W BBIXO/A W3 BHYT-
peHHHX (yHKIUH OnbIMoTeK. JIOMONHHUTENPHO CHCTeMa WHCTPpyMEHTaluu Oblia
WCIIONB30BaHA TP aHaIHM3e peanusanuu moacucreMsl Android Binder, ocymects-
JSTFOLIEH MEXIPOLIECCHOE B3aMMOACHCTBHE, ITyTEM TPACCHPOBKU BHYTPEHHHX
¢yaknuid 6ubimoTekn peanm3anué Binder W W3BIIeUeHHS TapamMeTpPOB BHI30BOB
(yHKIHIA BO BpeMsI BBITIOTHEHHS.

5.1 HanpaBneHuAa ganbHeNLWNX uccrnegoBaHUmn

B nHacrosmee Bpems IpoBOAATCS JOMOIHUTEIBHBIE HCCIEIOBAHUS M0 PACIIMPEHUIO
THOKOCTH CHCTEMBI MHCTPYMEHTALMK M OIEHKa 3((QEKTUBHOCTU NPUMEHEHHS CH-
CTEMBI JJIS pEaIN3alMY IIPOU3BOJIBHBIX HHCTPYMEHTOB JIMHAMUYECKOro aHaiu3a. B
KadyecTBE MPSAMBIX 3aJad MO Pa3BUTHIO (YHKIHMOHATBHOCTH CHCTEMBI PacCMaTpH-
BAaIOTCs CIIETYIOLHE:

e Pacmmpenne Habopa MOJAEPKUBAEMBIX THUIIOB TOYEK HHCTPYMEHTAIHH
(moTONMHUTENBHBIE TUIIBI HHCTPYKIIUI, OJIePIKKa 3aMEHBI OJIOKOB).

e Pacmmpenne BCTPOGHHBIX MEXaHW3MOB pabOTHI C BHYyTPEHHUM COCTOSHH-
€M NIporpaMMBbl B 00pabOTKM MHCTPYKIMH (TIOAAepKKa MTOJIb30BATEIBCKO-
ro uHTEepdeica, TOCTYITHOTO NpU pa3paboTKe Koja MHCTPYMEHTAIUN IS
TAaKMX IeNell Kak JOCTYIN K TMapaMeTpaM (QYHKIMH, M3BJICYCHHE SBHBIX
3HA4YeHHH ONEePaHI0B MHCTPYKIUHA U T. 1.).

e  OnruMm3anus 6a30BEIX MEXaHU3MOB 00pPa0OTKH KOHKPETHBIX HHCTPYKITHA
1 OJIOKOB HCIIONHSAEMOTO KOJAA, WCIOJB3YyEeMBIX B CIICIHATU3NPOBAHHBIX
CeKIMAX (HampuMmep, CEKIUH .plt) Il ynporeHust 1oOaBIeHUs MOAISPK-

K1 HaOOpOB MHCTPYKIHMH OTIIMYHBIX OT ARM apxurektyp.
[IpakTHyeckne pe3ynbTaThl NPUMEHEHHS METOAOB CTATHYECKOH MHCTPYMEHTALUH
[0 CPAaBHEHUIO C METOJAMM JHHAMHYECKOM MHCTPYMEHTAIWH, IPEICTABICHHBIC B
paborax [5], [10] u B maHHOH CTaThe, MOKA3BIBAET MPEBOCXOACTBO METOJIOB TIEPBOM
TPYNNbl IO NPOU3BOAUTENLHOCTY U BEIMYMHE HAKIaAHBIX pacxonoB. Ilpu stom
COBpPEMEHHBIC CPEACTBA AMHAMHUYECKONW HMHCTPYMEHTALMM IPEOCTaBIsIOT Oojee
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HIMPOKHE BO3MOXKHOCTH 110 Pa3paboTKe HHCTPYMEHTAIIMOHHOTO KOJa 3a CHET IIpo-
CTOTBI BCTPAUBAHUS JOTMOJHUTEIBHON ()YHKIIMOHAILHOCTH yXK€e BO BPEMSI HCIIOJIHE-
HUSI U OTCYTCTBHUSI HEOOXOJHUMOCTH MPOBOJUTH KOMIUIEKCHYIO KOPPEKTUPOBKY Iie-
neBoro Qaiina. Ha ocHOBE TaHHBIX YTBEPIKICHUN MOYKHO MPEINOJIOKHUTE, YTO MO
JICPIKKA JTOTIOJHUTEIBHBIX MEXaHH3MOB, KOTOPBIE MO3BOJIAT JOCTHIHYTH YPOBHSI
rMOKOCTH JWHAMHYECKON HHCTPYMEHTAI[MM MPH MPOBEACHHH CTATUYECKOW WH-
CTPYMEHTAIIUH, SIBISCTCS B 3HAYMTENHLHON CTENCHU BaXKHOW 3ajaucii. YKa3aHHbIE
BBIIIIC HAMPABJICHHS PA3BUTHSI HHCTPYMEHTA MMOCBSAIICHBI PEIICHUIO JTAHHOM 3aa4u.
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Abstract. Dynamic program analysis is a prominent approach towards software quality con-
trol allowing to perform automatic profiling, defect detection and other activities during soft-
ware development. In this paper we focus on static binary code instrumentation — a technique
to automatically modify program executable code in order to extract data necessary for dy-
namic analysis. We discuss the key features of this technique within context of dynamic anal-
ysis and propose a method to perform static binary code instrumentation for ELF executable
and shared library files specifically targeting the ARM architecture.

We describe the main steps of the proposed method including the following: instrumentation
specification and target code parsing, executable instrumentation code generation and finally
target executable code file modification in order to insert instrumentation code and ensure
that control transfer from original code to instrumentation code and vice versa will happen at
runtime.

Executable code file modification is performed within bounds of ARM ELF specifications
and is designed to minimize the changes introduced in actual executable code blocks. Instru-
mentation code is appended to target files as a set of separate sections; we implement control
transfer to instrumentation code through unconditional jump instructions which replace small
blocks of original instructions at instrumentation points. In order to preserve the original
functionality we wrap instrumentation code blocks with instructions that save and restore
program state; additionally, instructions replaced at instrumentation points are transferred to
the instrumentation code blocks. We also describe a set of modifications performed in order
to introduce instrumentation code external dependencies to the target executable files.

The proposed method was implemented in an instrumentation framework. We provide a brief
overview of practical experiments using basic block counting and function entry/exit tracing
as base instrumentation applications. The results show better performance in comparison to
popular dynamic instrumentation framework Valgrind and low overhead for system-wide
tracking of native Android libraries.

Key words: static binary instrumentation; dynamic analysis; ARM architecture; ELF format;
Android.
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