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1. BeedeHue

JenykTuBHAs BepUPHUKAIHA — ITO 00JACTh CTATHISCKON BEpUPHUKAINU, B KOTOPOH
M3YJalOTCSl Pa3IWdIHBbIEC TTOAXOMABI K IMPEACTABICHUIO YCIOBUI KOPPEKTHOCTH MPO-
rpaMM B COOTBETCTBHH C HEKOTOPHIMHU 33JaHHBIMH CIEIU(PUKAIMAME B BUIEC MHO-
JKECTBA MAaTEeMaTHYECKHX YTBEP)KICHUH, HA3bIBAEMBIX YCIOBUAMU Gepuurayuu
(YB), c nenpro MociaeAyrollero aHanu3a MOTy4eHHBIX YB ¢ MOMOIIbI0 4aCTUYHO
WK TOJHOCTBIO aBTOMAaTH3MPOBAHHOTO JIOTHUECKOTo BbIBOAA. OAHOM M3 OCHOB-
HBIX XapaKTePUCTHK OOJNBUIMHCTBA METOAOB JEITYKTUBHOM BEepU(DHUKALUH SBISETCS
UX KOppeKmHOCMb, KOTOpas 03HauaeT BO3MOXKHOCTh FapaHTHPOBAaTh COOTBETCTBUE
NpOrpaMMBbI 331aHHOH crieU(UKAIMI B HEKOTOPHIX W3BECTHBIX HPEIONI0KEHHSAX,
MOJIarasich Ha KOPPEKTHOCTh pEealn3alliy NMPUMEHSEMBIX MHCTPYMEHTOB. VHCTpy-
MEHTHI JIOTHIECKOTO BBIBOJIA, HANOOJIEE IUPOKO HCIIOJIB3yEMBbIE B 00IaCTH JEIyK-
THUBHOW BepU(HKALUY, BKIIOYAIOT MHTEPAKTUBHBIE U aBTOMAaTHYECCKUE NOKA3aTEIH
TEopeM, a TaKkxke permarenu GopMyl B TeopHuix. [loMnMo pa3nmuyHbIX penrateneii u
JOKa3aTenel TeopeM pealn3aliii METOMOB ACAYKTHBHON BepH(HUKAIUU OOBIYHO
CHA0’KaroTCsl COOTBETCTBYIONIMM aBTOMAaTHYECKUM MHCTPYMEHTapHEM IS MEepeBoO-
Jla UICXOJIHOH IpOrpaMMBbl B KOHEUHBIH pe3yIbTHpYIoLHii Habop YB.

B koHTekcTe 3amaum Hamboiee TMOJHOH M KOPPEKTHOH BepHpHKauy (hparMeHTOB
KoJa sapa LinUX mpuMeHeHHe MHCTPYMEHTOB ICAYKTHBHOW BepU(UKALUN HUMEET
KaK CBOU NPEUMYIIECTBa, TaK M HexocTaTKu. C OQHON CTOPOHBI, HHCTPYMEHTHI Jie-
JYKTUBHOW BepU(PHKAIMK MOTCHIHAIBHO MOTYT MO3BOJHUTH OCYIIECTBISTH KOP-
PEKTHYIO MOAYJIbHYIO BepHU(HKAIMIO LIMPOKOrO AMaria3oHa CBOMCTB HENocpe.-
CTBEHHO Ha CYIIECTBYIOIIEM HU3KOYPOBHEBOM KOE SApa, MPAaKTHYEeCKH He mpube-
ras K ero MoAU(HKAINH, 9TO 0COOCHHO BaxHO st Koza simpa OC Linux, koTopsrii
M3HAYaIbHO HE pa3padaThIBalICs C IIEJbI0 Mocienyromei GopmanbHO Bepuduka-
IUA. OTO CTAHOBUTCS BO3MOXKHBIM Oyarofapsi OOJIBIIONH YHHBEpPCAIbHOCTH HC-
MOJIE3YEMOro 0OIIero Mmoaxoza, KOTOPBIH B CBOIO OYepelb IOJIaracTcsi Ha 3Ha4Yu-
TENBHYIO BBIPA3UTENBLHOCTD HCIIONIB3YyEeMbIX JIOTHUeCKHX cucteM. C apyroit ctopo-
HBI, COOTBETCTBYIOIINE HCIIOJIB3yEMbIM JIOTHYECKHM CHCTEMaM WHCTPYMEHTHI JIO-
THUYECKOTO BBIBOJA BCErZa MMEIOT OTPAHUYEHHBIE BO3MOXKHOCTH B CUIY alarOpUT-
MHYECKOH HEpa3peINMOCTH ITOTy4aeMbIX 33a]a49 BBIIIOJHIMOCTH B O0IIEM ciiydae
0OBIION aNTOPUTMHUYECKON CIOKHOCTH HCIIONB3YEMBIX aJTOPUTMOB JIOTHIECKOTO
BBIBOZA (7SI aJITOPUTMHYECKH pa3pelMMbIX GparmMeHToB). Ha mpaxTuke WHCTpY-
MEHTHI JACTyKTHBHOW BEpU(HUKAIMH OOBIYHO HAYT MO IYTH YaCTHYHOTO PEIICHUS
3THX TMPOOJEM C MOMOILNBI0 B3aMMOAEHCTBUS C MOJB30BATENEM, a TAKXKE C IIOMO-
MIPI0 TPUMEHEHHSA DPA3IUYHBIX CIOXKHBIX TEXHHUK DPEIYKIWH, IEKOMIIO3HIHNU M
ympoieHus noixydaeMelix YB. Kopme 3T0oro, 4acTo MHCTpYMEHTHI BepU(HUKALUH
4acTo IMPEAOCTABIIIOT PA3IMYHBIE BCIOMOTaTelbHbIE WHCTPYMEHTHI i o0Jerde-
HUSl YIIPABJICHUS MHOKECTBOM HCIIOJIb3YEMbBIX HHCTPYMEHTOB JIOTHUECKOTO BBIBOJA
U pe3yJbTaTOB B3aUMOJCHCTBUS C TI0JIb30BaTeNleM (HAIpUMep, MOJIyYSHHBIX MOY-
ABTOMATHYECKHX JJOKA3aTeJIbCTB TEOPEM), MOJTy4aeMbIX B XOJ€ Ipolecca Bepudu-
Kanuu. Bo3MOXXHOCTb MPUMEHEHUs PEAYKIHUN OOBIYHO SIBIAETCSA CICACTBUEM MO-
JOYNbHOCTH TIPUMEHSEMOTO0 METOJa NEeIyKTUBHOM BepH(HKAIMU; AEKOMITIO3HIHS
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JOCTUTAeTCA 3a cUeT pa3OMeHHs, MPUMEHSEMOTro K pe3yapTHpyoumM YB Ha He-
CKOJIbKMX YPOBHSIX, TaKMX KakK, HalpuMep, pa3OWeHHe 10 IyTSIM BBIOJIHEHHS B
MCXOJHOM KO, pa3JelicHue MaMsITH Ha HEelepeceKaommuMcs 00IacTH, pasiesibHast
MpOBEpKa pa3lIMuHbIX aCIEKTOB IOBEJICHUS (hparMeHTa nporpammel (0e30MacHOCTH
(ycnoBuit KOPPEKTHOCTH JUIS BCEX MCIOJIB3YEMBIX Olepanuii), SBHO CHelUpUIUpO-
BaHHOTO NoBe/ieHHs (PYHKINOHAIBHON KOPPEKTHOCTH), KOHTEKCTHBIX YCIIOBHH JUIS
orpann4eHust 3p(eKkToB BBHIIOIHEHUS! UMIIEPATUBHOTO KOJia U JIp.), pa30oueHue mo-
Jy9aeMBIX JIOTHYECKUX (OPMYI B COOTBETCTBHH C WX MPOMO3HIIMOHANEHOW CTPYK-
TypOH; yIporieHne GopMyII Taxke OOBIYHO BO3MOXKHO Oarofapsi HEKOTOPBIM JI0-
TIOJTHUTENBEHBIM JIETKO MPOBEPSIEMBIM MPEATIONOKEHUIM, HanOoiee BaKHBIE M3 KO-
TOPBIX — 3TO CHCTEMBI THUIIOB M MOJENH MaMATH, KOTOPBIE MO3BOJIIIOT IpEeABaAPHU-
TENBHO HWCIHOJB30BaTh BBHICOKOA((PEKTUBHBIC alTOPUTMBI CTATHYSCKOTO aHAIN3a
JUISL pa3pelleHns MHOTHX YCJIOBUI KOPPEKTHOCTH U OBICTPOIO M3BICYEHHUS JIOMOJI-
HHUTEJIbHBIX TIOJIE3HBIX 3HAHMWH O pemaeMoi 3ajaue, KOTOpbIE 3aTeM MOTYT OBITh
UCIIONIb30BaHbl MHCTPYMEHTAMM JIOTMYECKOTO BBIBOJA [UISl YCKOPEHHUS pEIICHHS
3aJ]a4¥ BBIIIOJIHUMOCTH.

B npuMeHeHNH AeAyKTUBHOW BeprHKAIMU K KOy sipa LinUX OCHOBHBIE CIOKHO-
CTH, TaKUM 0OpPa30M, COCTOSIT B JOCTHKEHUHU (P(PEKTHBHOCTH IOIYy4aeMOro Ipe-
CTaBJICHUsI CEMAaHTUKU MCXOJHOTO KOJia B BHJE JIOTUUECKHX (HOPMYIJI, HECMOTpPS Ha
HECTPOTOCTh THITU3ALNH, Pa3HOOOPA3HYIO MPAarMaTHKy M CJIO0XKHYIO MOJIEINb Mamsi-
TH, XapaKkTepHble IS sf3b1ka C, ¢ y4eTOM HCIOIb3yeMbIX B Ko simpa Linux s3piko-
BBIX paCIIMPEHUI 1 HU3KOYPOBHEBBIX ONEpAIHid IPH padOTe C MaMATHIO; a TAKKe, B
emie OOJIBIICH CTEIeHH, B COXPAaHCHWH MOIYJIBHOCTH IPUMEHSIEMOTO METOAA Je-
OYKTABHOW BepH(HUKAaNWU B KOHTEKCTE BBHICOKOH CTEICHW IMapajuleIn3Ma, Xapak-
TepHO# st sipa Linux.

Henpro mpoexra Astraver [1] sBisiercst pazButie Habopa HHCTPYMEHTOB JIJIsl BBICO-
KOaBTOMATHU3UPOBAHHON JIEYKTUBHOM BepuduKaiu Moayieii sypa Linux. Habop
WHCTPYMEHTOB pa3pabaThlBacTCs Ha OCHOBE NBYX IUIAT(GOPM aHAIIN3a HCXOTHOTO
KOJia U IeAyKTUBHOH Bepudukanuu. [lepsast, BHenHss miatdpopma — Frama-C [2] —
9TO MaKeT MHCTPYMEHTOB JUIsl aHalIn3a ncxoqHoro koja [10, HanmcaHHOTO Ha SI3bIKE
C. Frama-C — pacmupsiemast ¥ MOAyJIbHas IIaT(GopMa ¢ apXUTEKTYpOil Ha OCHOBE
JUHAMUYECKH TOJKITI0OUaeMbIX MOJYyJIEH, KOTOpas BKJIIOYAET CBOW COOCTBEHHBIH
MOJKITIOYaeMbIil MOy b AeXyKTHBHOW Bepudukarmumn WP [3], a Taxke mo3Boiser
CO3/1aBaTh U UCIIOJIb30BATh CTOPOHHHE MOJKII0OYaeMble MOJY/H. B yacTHOCTH, MO-
Jyib Jessie [4], KOTOpbIi W3HAYaIbHO OBLI YacThIO IUIAT(GOPMBI JAE€AYKTHBHON Be-
pudukanuu Why, Gt OTIIEIUIEH U B HACTOSIIEE BpeMsi pa3pabaThiBaeTCsl B paMKax
npoekrta Astraver. SIBissich OJHOLEHHBIM NPAKTUYECKUM CPEICTBOM aHAM3a HC-
xoaHOTO Kona Ha s3eike C, miardopma Frama-C obecreyrnBaeT XOpOIIyr0 COBMe-
crumoctb ¢ quanekroM GNU C, Bkirouast ero pasiuyHble ceUUpUIHbIE BO3MOX-
HOCTH U PacCIIUpEHUs, HCIONb3yeMble B Koje simpa Linux. Frama-C Takxe mpemo-
CTaBJIIET CBOIO COOCTBEHHYIO aJalTHPOBaHHYIO MOANUGHUKALUIO WHPPACTPYKTypHI
CIL [5] mns ananu3a u TpaHChOpPMAIUK MCXOIHOIO KOIa, KOTOpas 3HAYUTEIBHO
o0JeryaeT pealm3aiio cepu npeoOpa3oBaHUi U HOPMAIN3AIlUH HCXOIHOTO KO/a,
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HPUMEHSEMBIX MOJyJIeM JesSie ¢ Lebio MPeIBAPUTEIBHOIO YIPOIICHHS CIIOKHOM
MOJICNTH TIaMSITH U CEMaHTHKU UcxonHoi C-mporpammel. Moaynb Jessie peamusyer
JeTYKTUBHYIO BepH(UKAIMIO MyTeM IepeBo/ia HCXOAHON MporpaMmsbl Ha s3bike C
BMECTE C COOTBETCTBYIOIIMMH (DYHKIIMOHAIBHBIME CIIEU(DHUKAIMIME, HAHCAHHBI-
MU Ha CHeNUaIbHOM si3bike crierudukanuidi ACSL [6], B Habop Moaysel Ha s3bIke
nporpammupoBanust U cnenuduxamun Why3ML [7], sBistronieMcsi BXOJHBIM SI3bI-
koM tuiathopmsl neaykTuBHo# Bepudukaimu Why3 [8]. Takum obpasom, miat-
dopma Why3 ciyxur BTOpO#, BHyTpeHHEH TIIaTGOpMOil TeAyKTUBHON BeprdHKa-
LMY, IPEIOCTABISAIOIEN BBIPA3UTENbHBIM BXOAHOHN A3BIK U PEAM3YIOUIEH yrpaBie-
HHe YB: ux reHepanmio, npeoOpa3oBaHue, pa3pelIeHHE C HCIOIb30BAaHUEM BHEII-
HUX WHCTPYMEHTOB IIPOBEPKH BBINOJHUMOCTH W YIPaBICHHE PYYHBIMH JOKa3a-
tenbcTBaMu. Why3 peanm3yeT pacmmpseMblii MEXaHU3M IOIICPKKN BHEITHUX HH-
CTPYMEHTOB MPOBEPKH BBIMOJIHUMOCTH (peIIaTenei u JoKazareneil TeopeM), ¢ uc-
MOJIB30BaHUEM KOTOPOTO B MHCTPYMEHTE peajM30BaHa BCTPOEHHAs MOJICPIKKa He-
CKOJIBKHUX peratenieii hopmyn B Teopusx ([9], [10]), moka3aTeneit TeopeM Ha OCHO-
B€ pacLIMpeHus pe30TroTUBHOrO BhIBojA ([11], [12]) u MHTEepaKkTUBHBIX JOKa3aTe-
neii teopem ([13], [14]). DddexkTrBHOCTL KOMUpOBaHKsS YB mocTuraercs MoayIssMu
WP u Jessie mo-pasHomy. B To Bpems kak momyiap WP obecrieunBaeT rHOKOCTh |
3¢ PEeKTUBHOCTD, peann3yio reHepannio Y B Hampsmylo, peaansyst BBICOKOYPOBHE-
BbIe TIpeodpaszoBanus YB (¢ momorisio Moaynst Qed [3]) U HECKONBKO pa3iuuHbIX
Mogenelt mamsaTa (“mMoxens Xoapa”, THITH3UPOBAHHYIO W TIOOMTOBYIO MOJIEIH), KO-
TOpPBIE MOT'YT OBITH 3aJlaHHBI OTIENBHO s Kaxaoro YB, Moxyne Jessie peanusyer
OJIHY ONTHMHU3MPOBAHHYIO THOPHIHYIO MO/ MTAMATH Ha OCHOBE PETHOHOB [15]
3¢ ¢exroB [16] ¢ yacTUIHOW MONAEPIKKON SBHONH HU3KOYPOBHEBOH HEpEHHTEPIIPE-
Taliu TUIIOB yKa3zaTenel [17], ocTaBmsas HEMOCPEICTBEHHO TeHEPAIUIO U yIpaBiie-
Hre (B TOM 4HCIe pa3indHble mpeobpaszoBanus) YB mmardpopme Why3. B xome
HayalbHOW CTaguM HCCIENOBaHMN B paMKax IpoekTa AStraver, Momens MmamsTH
Jessie (co 3HaunTenpHBIMU MOAU(UKanusMu [17]) moka3ana JOCTATOYHYIO BBIPA3HU-
TENBHOCTh ISl TIPEJICTABIICHHS MT0CIIEeI0BATEIbHON YacTH CEMaHTHKU (parMeHTOB
kofa simpa Linux (Bkirowast pasnuuHbie BUIBI IPUBEICHHN THIIA yKa3aTeled U mo-
OuTOBBIC Omepanyu). B To e BpeMs B K HacTOSIIEMY BPEMEHHM HH B IUIatdopme
Frama-C, na B miatpopme Why3 He Oblia peann3oBaHa MoAAepKKa NapaieiabHO
YacTH CEMaHTHKH JUIsl KaKoro-Ji00 Kiacca mapaulelIbHbIX IporpaMM Ha si3bike C.
Kak n Oosbiast yacTh COBPEMEHHOI'O CHCTEMHOTO HPOrPaMMHOTO oOecHedeHus,
Moayiu sigpa Linux paborarot mapamnensHo. Bonee toro, B kozxe sapa Linux mu-
POKO HCIIONB3YIOTCS HEOJOKHPYIONIME MEXaHM3Mbl CHHXPOHH3ALMH, TaKhe Kak
aToMapHble orepaiuy, 6aprepsl U ocooenrno RCU [18].

Haubonee cymecTBEHHOW CIIOKHOCTBIO TIPH BepUUKALWK IapauIeibHBIX IPO-
rpaMM OJM/IAEMO SIBJISICTCSl OTCYTCTBHE HENPEPHIBHOTO MOTOKA yIpaBieHus. B To
BpeMs Kak oO0IIue METOJbl JAECAYKTHBHOW BepH(UKAIIMK IOCIEI0BaTEIbHBIX IPO-
rpamMM, TaKHe KaK UCYHCIICHHE CIa0eHIINX NpelyCcIoBUi M0IaraloTcs Ha 3a1aHHbIe
TMIOJTB30BATENIEM KOHTPAKTHI, IPECTABICHHBIE B BUJIE IPEAYCIOBUH, TOCTYCIOBHUII 1
MHBAPHAHTOB, COOTBETCTBYIOIINX TOYKAM B MOTOKE YNPABICHHUS MPOrPaMMBI, Ia-
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pajiensHas cpea Ha TIepBbIN B3TJI Je/laeT MPUMEHEHHE aHATOTHIHBIX METOIOB
BepH(DUKAIMHA HEBO3MOKHBIM, paspelias HeJAeTEPMUHUPOBAHHbBIE HATOKEHHs 3(]-
(EKTOB MAPaJUIETLHOTO BHIMOJHEHUS PA3IHYHBIX YYACTKOB JPYTHX IOTOKOB
yIpaBJICHUs Ha OOJBIIMHCTBE MyTeH MEXKIYy TOUYKAMH PacCMATPUBAEMOrO MOTOKA
yrpaBieHus. Takas BO3MOXHOCTh MPEPBIBAHUS MOTOKA YIPaBJIE€HHsA HapyIaeT
CBOWCTBA JIOKAJbHOCTH ¥ KOMIIO3MPYEMOCTH METOJIOB J€yKTHBHOM BepU(UKAIMH
U TPUBOJUT K KOMOMHATOPHOMY B3PBIBY YHCIA BO3MOKHBIX MyTEH BBITIONHEHMUS.
Jlaxke BBe/ICHHE B PACCMOTPEHHE TIPUMHUTHBOB CHHXPOHH3AINH U aTOMApHBIX OTle-
parmii camo 1o cebe MPaKTHYECKH HE TIOMOTaeT COKPATHTh BO3HHKAIOIIEE OIPOM-
HOE TIPOCTPAHCTBO TOUCKA CPEIN BCEBO3MOXHBIX depemoBanuii. K cuacTeio, cymie-
CTBYIOT TEXHHKH, TIO3BOJIAIONINE M30€KaTh SBHOTO TMOJHOTO Mepebopa B BO3HHKA-
FOIIEM TIPOCTPAHCTBE YEPENOBAHUIA C IIOMOIIBIO MEpeHOCa MHBAPHAHTOB, paHee
COTIOCTABJICHHBIX TOYKaM B IIOTOKC YIIPAaBJICHUA HOCHCHOBaTCHBHOﬁ IporpaMMebl, Ha
THIIBI JIaHHBIX, C KOTOPBIMU paboTaeT mapajuieibHas nporpamma. C yueToM Takoro
U3MCHCHUS METOOO0JIOIMU (HpI/I OIPEACICHHBIX NTOTOJHUTCIBHBIX OI'PAaHUYCHUAX Ha
HWHBAapUAaHTbhI UCIIOJIb3YCMbIX THUIIOB [[aHHI)IX) BBCIACHUC NUCIHUIUIMHBI CUHXPOHU3a-
IIU¥ [IO3BOJISIET CBECTHU TIOJIHBIM epebOp BCEBO3MOKHBIX UepPEIOBAHMM K TAK Ha3bI-
BACMOMY KPYNHO3EPHUCMOMY NAPAJIeIu3My, B paMKaX KOTOPOTO BMEIIATEIHCTBO
MapajuIebHBIX IOTOKOB BEITIOJHEHHUS MOKET MPOUCXOIUTEH TOJBKO B OTHOCHTENHHO
HEOOIBIIIOM YHCIIE IBHO 0003HAYEHHBIX TOUEK B MOTOKE YIIPABICHUS IPOTPAMMEI, &
3ajlaHHbBIE WHBAPUAHTHI THUIIOB JAHHBIX TPeOyeTcs MPOBEPATH JIHIIb JOKAILHO, TO
€CTh Ha 3apaHee W3BECTHOM KOHEYHOM MHOKECTBE OTPE3KOB IyTeH BBITIOJNHEHHMS.
DTO MO3BOJSIET MOJHOCTHIO BOCCTAHOBHUTH JIOKAJTBHOCTH METO/IA BEpU(PUKAIINH Tie-
HOM MOTEpH TapaHTHH 3aBEPINMMOCTH TAPAIUIETBHON TPOTPaMMBL. MeTOmM0IOT s
BIA0CHUSL C JIOKANLHO NPOGepsemMbiMu 08yXMemounvimu ungapuanmamu (anri. lo-
cally-checked two-state invariants, cokp. LCI) [22] siBisieTcst OMHUM M3 TaKuX JIO-
KaJIbHBIX METOIOB BepI/I(bI/IKaI_II/II/I napajijieJIbHbIX MPOTrpaMM. OCHOBHBIC TIOHATHA,
BOJIMMBIE B METOJIOJIOTHH BIAJCHUS, — OBYXMEMOUHbIU UHBAPUAHM, 63AUMHASL 00-
nycmumocms WHBAPUAHTOB U OUHAMUYECKOoe ymeepcoenue. BMmecte oHEM coCTaB-
JISTIOT OCHOBY JIOKAJILHOTO METO/Ia ACTYKTUBHOM Bepu(HUKAINY TTapaIebHBIX TPO-
rpaMM C MCIOJb30BaHNEM WHBAPHAHTOB TUIIOB JaHHBIX. OO0MIas METOIOIOTUS Blia-
JIEHUsS MOXET OBITH MPUCIOCOOJEHA JUIA PACCYXKICHUM B KIIACCHUYECKOM JIOTHKE
NEPBOro TOPSIKA, MOJIEPKUBAEMON OOJBIIMHCTBOM COBPEMEHHBIX aBTOMATHYE-
CKHX CPEJICTB JIOTHUECKOTO BBIBOJIA, M paHee Oblila YCIIENIHO MPUMEHEHa B HHCTPY-
MeHTe nenyktuBHoil Bepudukauun VCC [20].
B TO BpeMsi Kak MHOTHE JIOKQIBHBIE METOJ(BI BEPU(PHUKAIIMA MHOTOMOTOYHBIX MPO-
rpaMM JIOMYCKAIOT MCIOJIB30BAHNE TOJBLKO OJIOKUPYIOMINX MPUMUTHBOB CHHXPOHHU-
sarun [19], nactpyment VCC peanusyeT MoJeNb Mapalieln3Ma, MO3BOJISIONIYI0
BbIpaXXaTb MHOTHUEC BapHUaHTBI UCIIOJIB30BaHUA KaK 6HOKI/Ipy}OH_U/IX, TakK U He6J'[OKI/I-
pyrommx npuMHTHBOB. Momens mapamtenusma VCC sBisieTcst paciminpeHneM 06-
et merogonorud LCl MOMOTHATENEHBIMA ONIEPAUsAME aTOMapHBIX OOHOBJICHHIMA
ACHHXPOHHO-M3MeHseMbIX (anri. volatile) manubix. ITo MHOrMM XapaKTepUCTHKAM
urctpyMedT VCC sBIIAETCA KOHIENTYAIBHO CX0XHUM ¢ HabopoM Frama-c — Jessie —
Why3, B yacTHOCTH, OH HCITOJB3YET B KA4eCTBE BXOMHOTO SI3bIKA MOJAMHOXKECTBO
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a3pika C, pacIIMpeHHOe COOCTBEHHBIM S3BIKOM CICIM(HKALMK, NpearnoaaraeT uc-
MOJIb30BaHNE HEKOTOPOH MOJENH THUIHM3HPOBAaHHBIX OOBEKTOB TOBepX s3bika C,
peanu3yeT TUMU3UPOBAHHYIO MOJENb MaMATH C SBHOW NepenHTeprperanueii [21], a
TaKXKe UCIONB3yeT peruarens Gopmyn Z3 [9] (mognep:kuBaemsiii Why3) B kauecTBe
Cpe/ICTBa aBTOMAaTHYECKOT'O JIOTUYECKOT'0 BBIBO/IA.

B nanHO# cTaThe mpemaraeTcs HpeIBapUTENbHOE ONHMCAHHWE PACHIMPEHHs S3bIKa
cnemudukarmuii  ACSL, mnoanepkuBaemoro miardopmoii ananmza C-nporpamm
Frama-C, nabopom mpumutuBoB Metonoioruu LCl, aHamOTHYHBIX TeM, KOTOPHIC
BKJIFOYEHBI B s3bIK crienudukanuii juiss nHecrpymenta VCC, a Taxoke MpUBOIHUTCS
HECKOJIKO NMPUMEPOB HCIIONB30BAHUS MPEAIaraeMbIX PacIIMpeHud 11 hopMaiu-
3alMM PUMHUTHBOB CHHXPOHH3ALUH, BKJIIOYAs MOJENb IS NIPOBEPKH KOPPEKTHO-
CTH HCIIOJB30BaHMs 0a30BBIX NMPUMUTHBOB (BHELIHEro HHTepQeica) MexaHH3Ma
cuaxponmszanun RCU, ncnons3yemoro B koje Moaysieit sapa Linux.

2. Memodosiocusi enadeHusi u LClI

MeTtomonorust BuameHus: — 3T0 0OBEKTHO-OPUCHTHPOBAHHAS TUCIHIDIMHA CHHXPO-
HU3AIUH, TPEAIOIaraonast, YT0 KaKJpIi IOTOK YIIPABICHUS MOXKET OCYIECTBIISATh
MOCJIe0BaTebHBIC (HeaTOMapHBIE) OTEPANUH 3allUCH TOIBKO B OOBEKTHI, KOTOPHI-
MH 3TOT MOTOK 61adeem M MOXKET OCYIIECTBIATH JIFOOBIEC OMEpaIliii YTEHHS TOJIBKO
13 00BEKTOB, KOTOPHIMH OH JTHOO BIIaJIeeT, THO0 UMEET BO3MOKHOCTD JOKA3aTh, YTO
BO BpeMsI UTEHHsI 3TH 00BEKTHI HE OyAyT M3MEHEHBI (HHaYe TOBOPS, OCTAHYTCA 3d-
Kkpoimoimu). OOBEKTH KaK BEPIIMHBI, CBS3aHHBIC HAINIPABICHHBIMHM AYyTaMH, COOT-
BETCTBYIOIIMMHU OTHOIICHUIO BIAJCHHS, OPTaHU3YIOTCA B JieC, B KOTOPOM KaXKIbIH
00BEKT BCETAa MMEET CTPOT0 OJHOTO BIaJeiblia, OTIMYHOIO OT CaMOro OOBEKTa,
KpOMe ITOTOKOB YIPABJICHHUS, KOTOPBIE TAKXKEe PACCMATPHBAIOTCSA KaK OOBEKTHI, BCe-
r/1a BIaJCIoIue caMuMu co0oil. O0beKTaM THITU3UPOBAHBI M KaXKIOMY THITY 00B-
€KTOB TPUIHCHIBACTCS HEKOTOPHIA HA0OP 08YXMEMOUHbIX UHBAPUAHMOS, KOTOPEIC
OTPAaHUYMBAIOT BO3MOJKHBIC OMEpaniii OOHOBICHUS OOBEKTOB COOTBETCTBYIOIIETO
TUTIA U MOTYT OBITH COPMYIIMPOBAHEI C MCIIONB30BAaHUEM 3HAUYCHHUN M3 COCTOSIHUS
00beKTa Kak /10, TaK ¥ 1ocje ero 00HoBJIeHHs. HeckoIbKo naynux moapsii 0OHOB-
JICHUH 0JJHOTO 00BEKTa MOTYT OBITh OOBEAWHEHBI B CEPUIO TaK, YTO KaXk/Ias Takas
cepusi OOHOBJICHHIA (OTIepanus MoCIeA0BaTEIHbHON 3aMMCH) MOXKET OBITh MPEICTaB-
JIeHa JUII CHCTEMBI B IIE€JIOM KaK OJJHO aTOMapHOE OOHOBIIEHHE COCTOSHUS 00BEKTa.
OTO COOTBETCTBYET CHHXPOHHW3AIMH C HCIIOJIH30BAHUEM OJIOKHPYIOIINX MPUMHUTH-
BOB U TIPH OTIPEJIEIICHHBIX OTPaHNYEHHSIX HA MHBAPHAHTHI TUIIOB OOBEKTOB, Mapal-
JiebHAsT TIPOTrpaMMa, MCTIONB3YIOIMAs TOJIBKO TaKylo OJOKHPYIOIIYI0 CHHXPOHH3a-
III0, MOKET OBITH 6€3 moTepu OOIIHOCTH MpEICTaBIICHA C MCIIOIB30BAaHUEM KpYN-
HO3EPHUCMO20 Napanienu3ma, KOTOpbIl rapaHTUPOBAHHO KOPPEKTHO aNNpOKCUMU-
pyeT peanbHbI, MEIKO3EpHUCTBIM Mapaiieiu3M B MPEANONIOKECHUN KOPPEKTHOrO
UCIIOJIb30BaHUsI METOOJIOTUH BiajaeHus [23]. s moanep ku cepuii 0OHOBICHHIA,
a TaKke HeaTOMapHO MHHIMAIM3alUi BHOBD BBIICISIEMBIX B NaMsATH 0OBEKTOB B
YCIOBUSIX METOJNOJIOTMU C JBYXMETOYHBIMH MHBapHaHTaMH, BCE OOBEKTHI PacCIlH-
PSIOTCS CTIEIIMATBFHBIM OYJIEBEIM TEHEBBIM COCTOSHHEM, KOTOPOE OTpaXkaeT, Haxo-
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JTIUTCS JTM COOTBETCTBYIOIINN OOBEKT (C TOYKH 3pEHHUS TEKYIIETro MOTOKa) B COCTOS-
HUM OOHOBICHUS. B (DUKCHPOBAHHOI TOYKE MOTOKA YIPABICHUS MPOrpaMMbl 00-
HOBJISICMBIC OOBEKTHI HA3BIBAIOTCS OMKPLIMbIMU, B TO BPeMs KaK rapaHTUPOBAHHO
HCH3MCHSEMbIC OOBEKTHI HA3BIBAIOTCS 3aKpbimbimu. KOPPEKTHOCTD HCIIOIB30BAHUS
metononoruu LCIl, Takum oOpa3zom, mpsMo BKIIOYAET TPeOOBaHUE TOTO, YTO BCE
MOTOKH YIIPABICHHS JOJKHBI PabOTaTh TOJBKO JIUOO C 3aKPBITHIMUA OOBEKTAMH,
100 ¢ 00BEKTaMH, KOTOPHIMU OHH BIAJCIOT (M, KaK CICICTBHE, MOTYT pabOTaTh C
HUMH SKCKIIFO3WBHO, B ITOCJIeIOBaTeNbHOM peknme). V3 metononorun LCI Taoke
IPSAMO CIEIYyeT, YTO OTKPHIBATH OOBEKT JOIDKEH TOJIHKO MOTOK, KOTOPBIA MM BIa-
neetT. B To jxe BpeMs eciau BO3MOXKHO JI0Ka3aTh, 9YTO OOBEKT OCTACTCS 3aKPHITHIM, OH
HE MOXET M3MEHEH M YTEeHHE M3 Hero KOPPeKTHO. /IByXMeTOYHBIE WHBapHaHTHI
MIPEIIONIATrafOTCsl BBIIOTHEHHBIME TOJBKO Ui TIEPEX0J0B MEXKIy COCTOSHHSMU, B
KOTOPBIX COOTBECTCTBYIOLINE O6’beKTLI ABJIAKOTCA 3aKPBITBIMU. HaI/I6onee BaXHbIM
CBOMCTBOM, KOTOpO€E 0OecreunBaeTcs METOA0IOT el BIaJCHNUS, SIBIIETCS CBOHCTBO
JIOKAJbHOCTH, 03HAYAIOIIEE, YTO MPOBEPKU JBYXMETOUHBIX HHBAPHAHTOB JIJIS KaXK-
JIOW cepH orepalruii 0OOHOBICHUS Ka)XIO0ro OOBEKTa B OTACIBHOCTH MPHU OIpese-
JICHHBIX OI'paHUYCHHUAX OKAa3bIBACTCA AJOCTATOYHO MJIA rapaHTUU COXPAHCHUA MHBA-
PHAHTOB BO BCEH MapasuieibHOM mporpamme nenukoM. OrpaHuycHue, HajlaracMoe
Ha JBYXMCTOYHBIC HHBAPHAHTHI IS JTOCTI)KEHUS STOTO CBOWCTBA HAa3bIBACTCS
OTpaHUYCHUEM 63AUMHOU Oonycmumocmu. JIByXMETOYHBI MHBapHaHT (B3aWMHO)
donycmum, €CIH OH peghieKcuseH, TO €CTh UIS HETO BHIONHEHO CIEICTBHE
1(s1,53) = 1(53,S,) Uit MFOOOH Mapbl COCTOSIHUM S; M S,COOTBETCTBYIOIIETO 00H-
€KTa, U cmabuieH, TO €CTh COXpaHSIeTCA MPH JIOOOM Iepexoje, COXPaHSIOMEeM
HWHBApUAHThI BCEX HN3MCHCHHBIX O6’I)CKTOB. Bz3aumnuas JOIMYCTUMOCTE ABYXMETOY-
HBIX WHBAPUAHTOB — 3TO HEJOKAJIbHOE CBOIMCTBO, KOTOPOE B OOIIEM CIIydae MOXKET
3aBUCETh OT JIIOOOTO0 WHBapHaHTa KaKOro-muOo THma 0OBEKTOB, HO 3TO CBOWCTBO
MOHOTOHHO B TOM CMBICJE, 4YTO OyIy4YH BBINOJHEHHBIM JJI Kakoro-nubo Habopa
WHBapUaHTOB, OHO HE MOXKET OBITh HAPYIIEHO TOJBKO JIUIIE IIyTeM JT00aBIECHHUS B
MPOTpaMMy HOBBIX THUIIOB OOBEKTOB WJIM MHBapHaHTOB. IIpoBepka B3auMHOI Homy-
CTHMOCTHU BCEX 3aJJaHHBIX WHBAPHUAHTOB, TAKUM 00pa30M, IO3BOJIET JIOKAJTU30BATh
MPOBEPKU COXPAHCHHS 3TUX WHBAPUAHTOB, KAXKIBIH pa3 MPUHUMAs B PACCMOTPEHUE
TOJIBKO MHBAPHAHTBl OOBEKTOB, HEMOCPEICTBEHHO 3aTParuBacMbIX IIPH JaHHOM
OOHOBIICHHU COCTOSTHUSL.

B unctpymente VCC ucrnonb3yercs pacuIMpeHne METOIOJIOTHH BIIaJICHHS, B KOTO-
POM BBOIUTCS TOHITHE ACUHXPOHHO-UIMEHSeMbIX TIONEH, IS KOTOPHIX OIepaiud
YTCHUS W 3alACU BBHINOJNHSAIOTCS amoMAapHO W Pa3pelieHbl BHE 3aBUCHMOCTH OT
BJIaJICHHUS OOBEKTOM, HO TOJILKO IIPU YCIOBHH, YTO OHU HE BBIOTHSIIOTCS OJHOBpE-
MEHHO C OIEPalMsAMHU IOCICIOBATEIPHOTO OOHOBIICHHSI COCTOSHHS OOBEKTa, TO
€CTh OOBEKT TP OOHOBIICHUH OCTAETCs 3aKpBITHIM. JIto0oe aTomapHOe 0OHOBIICHNE
ACHHXPOHHO-M3MEHAEMBIX MTOJIeH 00BEKTa TOIHKHO COXPAHATH BCE €T0 MHBAPHAHTHL.
Pacmmpenne MeTOMONOTHH BIAaJCHHS aCHHXPOHHO-M3MEHSEMBIMH IOJISIMH W aTo-
MapHBIMU OIEpAIFsIMA HE HapyIIaeT CBOWCTBA JIOKAJFHOCTH BCEH METOJOJIOTHH,
HO ITO3BOJISIET BBIPA3UTh (MU CieMU(DUIMPOBATh) ¢ €€ TOMOIIBIO Ooyiee MTUPOKUI

KJIaCC MCXaHU3MOB CUHXPOHU3AIINHU.
55



A.V. Khoroshilov, M.U. Mandrykin. Towards Deductive Verification of C Pro-grams with Shared Data. Trudy ISP RAN
[Proc. ISP RAS, vol. 27, issue 4, 2015, pp. 49-68

3. Memodonozaus enadeHuss u ACSL

Azwpik cienudukanm ACSL He OpHeHTHPOBAH Ha TOANCPKKY METOIOJIOTHH BIIajIe-
HHS, TO3TOMY, OXKHIAEMO, CYLIECTBYET psifi TPYIHOCTEH, HEU30EKHBIX KakK IMpu
HEMOCPE/ICTBEHHOW MHTErpal[iy MOAJCPIKKA METOIOJIOTHH BIIAJCHHS B ATOT S3bIK,
TaK ¥ NpPU NMPUMEHCHUHM METOIOJIOTHH BaJeHHs MOBEpPX 3TOro s3bika. Hamboree
SIBHBIC Y 3HAYUTEIIHHBIC MPOOJICMBI TIPH STOM BKJIFOUAIOT CIICAYIOIINE:

56

B otmmume ot VCC, ACSL He obecnieunBaeT u He TPEATIONIATAET UCIONh-
30BaHUSl KaKOW-TMOO OOBEKTHO-OPHEHTUPOBAHHON MapagurMbl IOBEPX
s3pika C M jaxke HE MMEET JOCTATOYHO BHICOKOYPOBHEBOI CEMaHTHKH.
Onnako, MOAynb JesSie B Tekylued peanusanuu (HaKTUYECKH yKe OCY-
IIECTBISIET TPAHCIALMUIO HMCXOAHBIX crnenudunupoBannbix C/ACSL-
NporpamMM B 00BEKTHO-OPUEHTUPOBAHHBIH MPOMEKYTOUHBIH SI3bIK (TaKXke
HaspiBaeMbIii Jessie [24]). Takum o6pa3oM, OJHHM W3 MEPBBIX IIArOB B
HAaIpaBJIECHUH MOJACPKKH METOIOJIOTHH BianeHus B si3pike ACSL sBiseT-
Csl IPEOCTABICHUE C MOMOIIBIO HETO JOCTYNa K HEKOTOPHIM BO3MOXHO-
CTSM, JIOCTYIHBIM B HPOMEXKYTOYHOM sI3bIKe JesSie (MM aHaJoTHYHOM
00BEKTHO-OPHECHTHPOBAHHOM SI3BIKE), B YAaCTHOCTH, K JONOJHHUTEIBHBIM
MPEONIPECTICHHBIM TEHEBBIM TIOJISIM KaXKJOro 00BeKTa, TpeOyeMbIM ISt
HO/IICPXKKKA METOOJIOTHH BliaeHus (Hampumep, \closed u \owns).

B VCC (u B MeTOI07IOTHH BIAJICHHS B IIEJIOM) OTCYTCTBYET IPSMOW aHa-
JIOT TIOHATHS BaJMTHOCTH yKasaTels, mpuHsToro B si3eike ACSL, u mo-
crynuoro 4epes koucrpykiuu \alid u \valid_read. Haubosnee GnuskuMu
aHaJIOraMM TOHSATHS BaJMIHOTO yKa3aTelss B METOJOJIOIMHU BIIAJICHUS SB-
JSIFOTCSI TIOHATHSI yKa3aTens Ha OTKPBIThIE OOBEKT (KOTOPBIM BIIAJIEeT Te-
KyIIUH TIOTOK) JUI1 HEeaTOMapHBIX OMNeparii M yKa3zaTells Ha 3aKPBITHIN
00BEKT A7 aTOMapHBIX onepanuii. O0beIMHEHNE ITHX CIIydaeB Haubosee
61HM3K0 COOTBETCTBYET ceMaHThKe mpeankara \valid (tounee roBops, 3T0
KOPPEKTHOE HIKHEe IPHOIIKEHHE 3TOro npeaukata). [loHaTre ykasatens
Ha 3aKpBITHIA OOBEKT MM Ha 00BEKT, KOTOPBIM BJIAJICET TEKYIIUH IIOTOK,
AQHAJIOTMYHO KOPPEeKTHO mpubimkaer npeaukar \valid_read. B nemsx
YIPOIIEHHSI MHTETPALK CYLIECTBYIOIINX BEpUPHUIMPOBAHHBIX MOCIENO0-
BaTEJIbHBIX (ParMeHTOB KOJa B KOHTEKCT pacCMaTpHBaeMoOil METOI0JIOTHH
JUISl TIapaJJIeNbHBIX IPOTpaMM  IpeasiaraeTcst OObEIMHUTH YKa3aHHbIE
OJIM3KO COOTBETCTBYIOIME MOHSTHS, BHIPA3HB UX APYr 4epe3 Apyra B KO-
HEYHBIX CIeIM(pUINPOBAaHHBIX NporpamMmax Ha s3bike Why3ML. Ilpu
ATOM IOHATHS METOJOJOTHUH BIAJICHUs Tpe/IaraeTcs paccMaTpuBaTh Kak
Gosiee mpuMuTHBHBIE, a Tipeaukarel \alid u \valid_read — kak cocrasHble,
BBbIPa3UMbIE Y€pe3 MOHATHSI METO/IOJIOTHH BiajieHHs. B OOJbIIMHCTBE ClTy-
YaeB 3TO JIOJDKHO MO3BOJIUTH YaCTH paHee BEPU(UIMPOBAHHOTO ITOCIE0-
BaTEJIBHOI'O KOJA B MAapaJljIe]IbHOM KOHTEKCTE HEIOCpEICTBEHHO, 0e3 Ka-
KUX-JINOO M3MEHEHUH B COOTBETCTBYIOUIMX cHenM(pHUKAnusaX. TUIHYHBINA
NpUMEp TaKOTO UCIIOJIb30BAaHMS — BBI30B (YHKIMH, TpeOyIoeH BaluaHO-
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CTH KaKOTO-THOO yKa3aTeds B KOHTEKCTE, Ile 00BEKT, aApecyeMblil 3TUM
yKazaTeJeM OTKPBIT U €ro BJIAJENbLIEM SIBISIETCS TEKYILIUI mpoliecc.

e [Jlomxom k cmenuduKanuyu KOHTPAKTOB (DYHKIUH, TPUHATHIH B S3BIKE
ACSL, B gactHocTH KOHCTpykumu assigns u allocates/frees, ve mmeer
MPSIMOTO COOTBETCTBUS B METOJIOJIOTHH BIAJCHUS (U B sA3bIKe crieruduka-
uuit s uHetpymMenTta VCC). CeMaHTHKa KOHCTPYKIMK asSigns He cOOT-
BETCTBYCT IMOHATHIO Pa3peIICHHs Ha 3alMCh 00BEKTA B S3bIKE criciuduka-
it s macTpyMeHTa VCC, a KOHCTPYKIMHU JUIs CeUU(pUKAIMA KOH-
TEKCTHBIX OTpaHWYEHHU# Ha coctosHue mamstu (aHanoru allocates/frees)
MOJIHOCTHIO OTCYTCTBYIOT B 3TOM si3bike. OHAKO MO aHAIOTHH C MPEJIO-
JKCHHBIM DEIICHHEM ISl MOHSTHS BAIUAHOCTH, PacCMaTpUBacMble KOH-
CTPYKIUH MOTYT OBITh OTHOCHUTEIBHO JIETKO COMOCTABICHBI KOHTEKCTHBIM
OTPaHUYCHUSIM Ha 3alUCh B OTKPBIThIE O0BEKTHI (TEKYILEro Mpolecca) u
HAa U3MCHCHHE MHOXECTBA OOBEKTOB, KOTOPHIMH BIIAJCET TEKYIIUIl Mpo-
ecc cooTBeTCTBEHHO. TakuM 00pa3oM, eciii 0OBEKT OCTAETCS OTKPBITHIM
U MIPUHAIISKAIIMM TeKyIIeMy nporeccy ((pakTuyecku 3T0 COOTBETCTBYET
MOCJICIOBATEILHOMY JTOCTYITY) Ha MPOTSHKEHUH BCErO BBIMOJHECHUSA (PYHK-
11K (B Ipe- M MOCT- COCTOSIHUSAX, a TAKXKE B JIIOOOM COCTOSIHUH, B KOTOPOM
yIpaBJeHUE HAXOMUTCS B 3TOW (YHKIMH), TAaKOH OOBEKT NOJDKEH OBITh
creudUIMPOBaH C MOMOIIBI0 KOHCTPpYKIMU assigns. Korma sxe B pe3yiib-
TaTe BBITIOJIHEHUS! PYHKIIMH OOBEKT U3MEHSET CBOETO BJIAJIENblla Ha TEKY-
Ui TIPoIEeCcC WM ¢ TEKYLIEro Mpollecca Ha Kakou-Iubo JApyroi oObeKT
(BO3MOXHO, TIpoIiecc), TaKOH OOBEKT MOJDKEH OBITh CICHU(pHUIMPOBAH C
nomoltipio koHcTpykuuit allocates/frees coorsercTBenHo. Takoe cOOTBET-
CTBHE MOJKET MOKa3aThCs HEONKHJAHHBIM JUISl TMOJIb30BaTelel, MOITOMY
Juist koHeTpykimit allocates/frees moryT ObITh BBelieHbI OoJiee OUYCBHIHBIC
CHHTaKCHYECKHU CHHOHUMHYHBIC 0003HaueHHS (Hanpumep
acquires/releases).

e B mocnenneit Bepcun si3pika ACSL (B Bepcuu, cooTBeTcTBYHOIIEH Frama-C
Sodium-20150201 [6]) ompexensieTcs qBa BHIa WHBAPHUAHTOB THIIOB JaH-
HBIX — CHJIBHBIC U CJTa0ble HHBAapHAHTHI. J[ByXMeTOUYHBIC HHBApHUAHTEHI, Je-
XKaIre B OCHOBE METOAOJOTHUHN BIIaJICHUS, HE SBIAIOTCA HU TEMH, HU JIPY-
THMH, TIOATOMY UX HpEeJIaraeTcsi HEOCPEACTBEHHO HHTETPUPOBATH B A3BIK
ACSL. Jlanee B 1aHHOW CTaThe A1 0003HAYEHUS JBYXMETOUYHBIX UHBAPHU-
AQHTOB THIIOB HCIOJB3YETCs KIIIOYEBOE CIIOBO 2state.

e Eme oguuM He 00s3aTENIbHBIM, HO BECHMA JKEJIATEIbHLIM B KOHTEKCTE Me-
TOMOJIOTHH BJIaJeHUS, paciipenueM s3bika ACSL sBisieTcs: BO3MOKHOCTD
OOBSIBJIATH TCHEBBIC CTPYKTYPHBIC TUIIBI C 3aJaHHBIMH HHBapHAHTAMH H3
J000# TOYKH MPOTPaMMHOrO KoJa (a HE TOJBKO B IIOOaIbHOM KOHTEK-
cTe). DTO pacuIMpeHre Hanbosee BaXHO JUIsl YIPOIICHHS MCIOIb30BaHUS
JMHAMHYECKUX YTBEPXKICHUH (cM. cexuio 3.2).
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4. MemodoJsiozus enadeHusi Ha npuMepax

4.1 CNUH-6NTOKUTPOBKM

PaccmoTpum Temeps mpuMep IOCTATOYHO MPOCTOTO MEXAHU3Ma CHHXPOHHU3AINH,
(hopMann30BaHHOTO C HCIOJB30BAHHEM METOAOJIOTHH BiajeHuA. HamepeHHO
YIPOIIEHHAs CHenu(UKANUs U1 MEXaHU3Ma CIUH-OJIOKHPOBOK, MPEACTaBICHHAS
Ha pHc. |, WUTIOCTPHUPYET NMpeIaraéMblii HOAXOA K MHTETPAI[M METOJIOTIOTHH Blla-
nerns B 536k ACSL. TIpencraBneHHBIH IpUMep B OCHOBHOM IIOBTOPSIET aHAJIOTHY-
HBIH npuMep crnenudukanmy w3 gokymenramun VCC [25], nepeHeceHHBIH Ha S3BIK
ACSL, oiHaKo OH TakXe JIEMOHCTPUPYET HEKOTOPBIC OCOOCHHOCTH, CIICIU(PUYHBIC
qutst si3bika ACSL. Haubonee 3aMeTHast U3 HUX — MCIOJIB30BaHUE CIIEIMAIBHO BBO-
JMMOTO TIpe[uKaTa \NeW Ui pasiudeHHs yka3areled Ha OTKPBITBIC W 3aKpBIThIC
BHOBB BbIICeHHBIe 00bekThl. Mcmonb3yembiit B ACSL mpenukat \fresh, cremys
npeiaraeMoi ceMaHTHKe [T BaJIUIHOCTH yKa3aTeJel, TOJDKeH OBITh BHITIOIHEH B
00oux 3Tux cirydasx. CeMaHTHUKH OIEpaLUil 3aKPBITHS BHOBB BBIJIEIICHHBIX U paHee
OTKPBITBIX 0OBEKTOB OTIMYAIOTCS, TAK KaK TPEOYIOT BBIOIHEHUS PAa3IHIHBIX HPO-
BEpOK MHBapHaHTOB (Hampumep, uHBapuaHT counter != \old(counter) — counter =
\old(counter) + 1 HEBO3MOXKHO TOKa3aTh AJI ONIEPALIMH 3aKPBITUS MOCJIC HHUIHAIU-
3anun o0bekta). ACSL takke TpeOyeT sSBHOH crienn(pUKAINHA KOHTEKCTHBIX OTpa-
HUYCHUI HA MHOXKECTBO OOBEKTOB, KOTOPHIMHU BIIAJICET TEKYIINH mporecc. B mpu-
Mepe TaKkkKe HCIONB3YIOTCS BBOANMBIC BCTPOCHHBIE TPUMHUTHBLI \acquire u \release
JUTSI I3MEHEHHS 3HAUYCHUH peIonpeeeHHbIX TeHeBIX mosteit \owner i \owns.

volatile_owns struct spinlock {
volatile unsigned int slock;
//@ ghost void *resource;

}i

/*@ 2state type invariant
@ same resource (struct spinlock 1) = \old(l.resource)
1.resource;

@*/

/*Q 2state type invariant
@ ownership (struct spinlock 1) =
@ !1.slock ==> \subset (resource, \owns (&1));

@*/

@ requires \owned(obj) && \closed(obj) ;

@ requires \valid(l) && \new(l);

@ requires \owns (1) == \empty;,

@ frees obj;

@ ensures \closed(1l);

@ ensures l->resource == obj;

@*/

void spin lock init (struct spinlock *1 /*Q@ ghost void *obj */)
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{
1->slock = 0;

/*@ ghost {
@ l->resource = obj;
@ \release (obj, 1);
@ \close (1),
@ }
@*/

}

/*Q@ requires \closed (1) ;
@ allocates 1->resource;
@ ensures \owned(l->resource) && \closed(l->resource);
@x/
void spin lock(struct spinlock *1)
{
int stop = 0;
do {
/*@ atomic (1) */ {
stop = !cmpxchg(&l->slock, 1, 0);
/*@ ghost
@ if (stop)
@ \acquire (1->resource, 1);
@ax/
}
} while (!stop);
}

/*Q@ requires \closed(l);
@ requires \owned (l->resource) && \closed(l->resource);
@ frees l->resource;
@x/

void spin unlock (struct lock *1)

{
/*Q@ atomic (1) */ {
l->slock = 0;
//@ ghost \release (l->resource, 1);

}

Puc. 1. Ilpumep cneyuguxayuu cnun-010KUPOBOK.

4.2 nHamMmnyeckue yTeepxaeHust

Tak e Kak M IpUMEp YNPOLICHHOH cHeun(UKaLUU CIIMH-OJIOKMPOBOK U3 JIOKY-
MmenTtaiun VCC, ero paccmoTtpenHass ACSL-Bepcust H3Ha4aIbHO JENAeT He IpUeM-
JEeMbIE B PEAILHOCTH INPEIIIOJIOKEHUS, 3aKOI0UAIOMINECS] B TPEOOBAHUH B IIPE-
YCIOBUSX NPUMUTHBOB CHHXPOHHW3AIMU BbINONHeHHOCTH npeaukaros \closed(l).
[IpobOnema Takoro mpeayclIOBHS 3aKJIFOYAETCS B TOM, YTO HEACHO, KAK OHO MOXKET
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OBITh HEMOCPEIACTBEHHO MOKA3aHO UIsA MMOTOKA, HE Biajeroriero oovexkrom |. J{ms
petuenus 3Toi npobiembl B uHCTpyMeHTe VCC BBOAMTCS CHENMAIBHOE MMOHSTHE
OUHAMUYECKO20 YMBEPIHCOeHUsl, KOTOPOE TPEICTABISCT COO0H 00BEKT OmpeecH-
HOro TUINA (C COOTBETCTBYIONIMM HAOOPOM HHBAPHAHTOB), CIEIUAILHO IPEIHa3HA-
YeHHBIH JUIA TOr0, YTOOBI MM MOT BJIAJETh HEKOTOPBIA MOTOK YIPABJICHUS U, BbI-
HOJHSASL HAJ[ 3THM OOBEKTOM ONEPAIUH OTKPBITHS/3aKPBITHS, MCIIOIb30BaTh MHBA-
PHAHTBI €r0 THIA s J0Ka3aTelIbCTBA 3aKPhITOCTH (K, BO3MOXKHO, HEKOTOPBIX JPY-
IHX CBOWCTB) ApYruxX O0OBEKTOB. J[JIsl yIIPOIICHHS HCIIOIb30BaHUSI MEXaHU3Ma [TH-
Hamuueckux yrBepxacHuii B VCC BBOISITCS CIICHHUAIBHOE NPEIONPEICICHHOE Te-
HeBoe motie \claim_counter, koTopoe mpoBepseTCsl B OMEPAIMIX OTKPHITHS 00BEK-
TOB M MOXKET OBITh H3MEHEHO TOJBKO C TIOMOIIBIO CIICHUATBHBIX KOHCTPYKIHN BbI-
JETCHHUsT/0OCBOOOKICHUS AUHAMHYCCKUX yTBEPKACHuUiA. [IpuMep oObsBICHHS THIIA
CTPYKTYPBI JUIS IMHAMUYECKOTO YTBEPKICHHS MPUBEIEH Ha puc. 2. B aToMm ompe-
JIEJICHUM UCTIONB3YETCs CHeluaabHblid aTpuOyT claim, koTopslii mo3sosser no06a-
BUTH K THITy CTPYKTYPHI HesiBHOE moste claimed u AByXMeTOUYHBINH HHBAPHAHT, KOTO-
Dbl He ABISIETCS B3AMMHO JIOMYCTHMbIM €3 yuera JONOJIHUTEILHOTO MPELyCIOBUS
Buma \claim_counter = 0 mst oneparmii OTKpBITHs 00beKTOB. TakuM 06pa3om, moj-
J€PKKA JTUHAMHYIECKUX YTBEPXKIECHUIM TpeOyeT BBEIEHUS JONOIHUTEIbHBIX MpPe/-
YCIIOBHH ISl OIEPAiK OTKPBHITUSL OOBEKTOB. DTH IPEAYCIOBHS MOTYT OBITH JTHOO
(buKCHpOBaHHBIMH, THOO 3a1aBACMBIMH IIOJIb30BATENICM [UISI KJKIOTO THIIA CTPYK-
TYp aHAJOTMYHO NBYXMETOYHBIM MHBapuaHTaM. BBerneHue QUKCHPOBAHHBIX IIPE-
YCIIOBHH W BCTPOSHHOM MOAIEPKKH IHHAMUYECKHX YTBEP)KACHHH MOXET OBITh
000CHOBaHO GOJIBIION YaCTOTOM WX HUCHOJB30BAHUS B CIICHH(UKALNSIX TTapasUIeiib-
HBIX IPOrpaMM. B BapuaHTe METOINOJIOTHH BIaJCHHUs, PEANM30BAHHOW B MHCTPY-
menre VCC, posib TUHAMUYECKUX YTBEPIKIECHUN HE OrPAHHMYUBAETCS UCIOJIB30BaA-
HHUEM X JUIS JI0Ka3aTeJbCTBA 3aKPHITOCTH OOBEKTOB, IPUHAIEKAIIUX MHOKECTBY
claimed. 3a cuer GpopMyIHpPOBaHHUS TOMOJHUTEIBHBIX ABYXMETOYHBIX HHBAPUAHTOB
JMHAMUYECKHe yTBepKaeHus B uHcTpyMente VCC npeBpaiaTcs B aHAJIOTU TIPO-
BEPOYHBIX YTBEPKICHHUMH, & TAKKE TPEJI- U MOCTYCIOBHHN B YCIOBUSIX MAPAILIENBHOMN
cpenpl. IT09TOMY KOHCTPYKIMS BBIAEJIEHHS DK3EMIUIAPOB IMHAMUYECKHX YTBEP-
xaernit B VCC mo3BoIseT HEMOCPEICTBEHHO YKa3blBaTh IPOM3BOJIBHBIN HHBApHU-
aHT (IpelUKaT HaJ COCTOSHHEM COBOKYIIHOCTH 3aKPBITBIX OOBEKTOB) IIPU CO3/a-
HHY JUHAMHYECKOTO YTBEpKICHHs. [IpeAnonaraeMpiii CHHTAKCUC COOTBETCTBYIO-
el KoHcTpyKimu B si3bike ACSL — \claim(mee _cmpyxmypwl, yxkas. na _obwvexm 1,
.., YKa3._na_obvexkm_ N, npeduxam). B IpeaukaTe Mpearonaractcs BO3MOXHOCTH
J00aBJIeHUs TI0JEH K TUILy CTPYKTYPbl IMHAMUYECKOTO YTBEPIKIAEHHUS C MOMOLILIO
KOHCTPYKIHH 6bipascerue \as ums_nons. Tak Kak co3aHue TUHAMHICCKUX YTBEp-
JKIEHUH BBINOJIHAETCS [ IPEAUKATOB HaJl COBOKYIIHOCTBIO 3aKPBITHIX 0OBEKTOB,
noutst \claim_counter sBISIFOTCST aCHHXPOHHO-M3MEHSEMBIMH Y BCEX THUIIOB CTPYK-
Typ. [Momnepskka koHcTpykuu \claim tpeOyer mo6GaBieHHsT BO3SMOKHOCTH HESIBHO-
ro OOBSIBICHHS TUIIOB CTPYKTYpP AMHAMHYECKHX YTBEP)KACHUI BMECTE C COOTBET-
CTBYIOLIMMU WHBAPHAHTAMH, YKA3bIBACMBIMH IIPH BBIIEICHUH YK3EMIUIIPOB ITHX
yrBepxaeHuit. Onepanuu BbIICICHHUS IUHAMUYCCKUX YTBEPKICHUA MOLYT OCY-
IIECTBIATHCS TOJIBKO BHYTPH aTOMAPHBIX CEKIUiA, YTO B IPHHIKIIE [TO3BOJISIET CHUH-
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XPOHHU3MPOBATh ONEPAllii W3MEHEHHMs TEHEBBIX cdyerunkoB \claim_counter u pe-
AITBHBIX CYETYMKOB CCHUIOK C TIOMOIIBIO COOTBETCTBYIOIIUX WHBAPUAHTOB U OCY-
IIECTBIIATE COOTBETCTBYIOIINE OMEPAlMU BHYTPH OJHHMX TEX K€ aTOMApHBIX CEK-
1105078

/*@ ghost claim struct claim {

@ set<void*> claimed;

@ 3};

@

@ // 2state type invariant

@ // claim(struct claim c) =

@ // \forall wvoid *o;

@ // \subset (o, c.claimed) ==
@ // \closed (o) ;

@ax/

Puc. 2. Ilpumep cneyuduxayuu muna cmpykmypol OUHAMULECKO2O YMEEPIHCOCHUSL.

4.3 MexaHn3M cuHXpoHu3saumm RCU

Read-copy-update (coxpamenno RCU [18]) — 310 MexaHW3M CHHXPOHH3AIMH C
MOAJIEP)KKOM HEONOKUPYIOIINX OMNepanuid YTEHHsS W YacTUYHO HEOJOKUPYOLIeH
orepanuu 3amucu. B TepMuHax MexaHm3ma cuHxpoHm3annd RCU 3anuchk HasbIBa-
eTcst OOHOBJICHHUEM W OCYIIECTBIISIETCS B JBE OTACTBHBIX (pa3el. IlepBas ¢aza, dasza
yIaJeHus, CBOAUTCS K 3alIMIICHHOMY 0apbepoM CHHXPOHH3AIUH IaMsATH aToMap-
HOMY OOHOBIJICHHIO 3HAUCHH 3allUIICHHONH MexaHm3MoM cuHXpoHu3anun RCU
yKa3aTenbHOH mepeMmenHON Ha 3HadeHWe NULL (wimm npyroe mpemomnpenencHHOE
3HAaYeHHE HEBAJIUJHOTO yKa3aTels), TUO0 Ha 3HAa4CHHE aJipeca MOJHOCTHIO M KOp-
PEKTHO MHHUIMAIU3UPOBAHHOTO 00bEKTa (M, TAKUM 00pa3oM, FOTOBOIO K BBINOJIHE-
HHUIO HaJ HUM TPOM3BOJIBHBIX Omepanuii ureHus). Bropas dasa, dasa ocBobokIe-
HUSI, COCTOUT B 3KCKJIFO3MBHOM (OOBIYHO 3aIUINAEMOM OJIOKHPOBKAMH) OCBOOOXK-
JICHUY TIaMSITH, 3aHIMaeMOH paHee YAaJICHHBIM IO 3aBEPIISHUIO COOTBETCTBYIOMIECH
MpeaniecTByIomel mepBoil (has3pl ycTapeBIUM 00bEKTOM. J[Be cTaanu 0OHOBICHUS
Ppa3zensIoTes ¢ IOMOIIBIO CIIEIMANBEHON OJOKHPYIOIIEH onepanui CHHXPOHHU3AIHH,
KOTOpasi TapaHTUPYET, YTO COOTBETCTBYIOMINH yCTapeBIIMHA 00BEKT (yXKe ylasieH-
HBIH, HO ellle He OCBOOOKIEHHBIH) OCTAHETCS BAIMAHBIM U JIOCTYITHBIM JUISl YTCHHS
JI0 TeX TOp, TT0Ka BCE OINEpallM YTEHUS] 3TOro 00BbEKTa BO BCEX MAapalIeNIbHO BBI-
MOJIHSIOIIMXCS TOTOKaX He OyIyT rapaHTUPOBAHHO 3aBepiieHbl. [ obecrieueHus
9TOI TapaHTHH ONepallMy YTEHHs M3 BCEX 3alluiaeMblx MexannsmMoM RCU ykaza-
TENBHBIX TEPEMEHHBIX TOJDKHBI OBITH 0OpaMiIeHBl Tapol CHENHAIBHBIX OrpaHHYN-
TENBHBIX OIepannii Hadaja/KOHIa KpUTHYecKoil ceccuu. Kpome 3Toro, KorepeHTt-
HOCTH (CBEXECTh) 3HAYCHHH 3aIIMIIAEMBIX ITEPEMEHHBIX, U3 KOTOPHIX MPOUCXOANUT
YTCHHE BHYTPH KPUTHYECKOW CEKIUH, MOJDKHA OBITH SIBHO obecmedeHa XOTS OBl
OTHAKIBI BHYTPH JIFO00H KPUTUIECKOI CEKIMH, IPUIEM CTPOTO JI0 TIEPBOTO JIOCTY-
ma K 3THM IIepEeMEHHBIM BHYTPH CEKIIMH. BrImoaHeHne 3TOr0 yciuoBus obecreynBa-
€TCcsl C NMOMOINBIO CIELUANBHOW ONepaluy 3allUIIEHHOro pa3bIMeHOBaHUs. [Ipu
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BBIMTOJIHEHAH ONHMCAHHBIX YCIOBHH OJOKMpYIOIIas OIepamys, OCYIIECTBIsieMas B
X0/1€ OOHOBJICHHSI, MOXKET ITPOCTO OXKMUAATh OKOHYAHUS BCEX KPUTUUECKHUX CEKIIMH,
OCTaBIIMXCS OTKPHITBIMU I10 3aBEpLICHWH (a3bl yIajeHUsl, YTO aBTOMATHYECKH
rapaHTHpYeT MOJIHOE 3aBEPILIEHUE BCEX OIEpaLUi YTEHUS yCTapeBIIero 00beKTa K
MOMEHTY 3aBEpLICHUs OJOKUpYIOLIEH onepanuy oxxuaanus. Takum oOpazom, cyml-
HOCTb peajm3aliy Mexann3Ma cuaxponusannu RCU 3akirouaercst B mpepocrasiie-
HHH CJIEIYIOIUX ISTH OCHOBHBIX IPUMHUTHUBOB: 1) 3amuiieHHas 6apbepoM omnepa-
Ul aTOMapHOTO OOHOBIICHWS 3HAYCHHSA U TepBod (a3l oOHOBIEHHUS (B sAOpe
Linux cooTBeTCTBYIOIIMII TPHMHUTHB HasbIBacTCA rCU_assign_pointer); 2) 6moku-
pyromias onepaiys, pasaeisoras ase (assr o0HOBIeHHs (B LINUX oHa HassiBaeTcst
synchronize_rcu); 3) omepamusi BXoJa B KPUTHYECKYIO CEKIHIO YTCHHS
(rcu_read_lock); 4) omepaums BbIXOJa W3 KPUTHYECKOW CEKIMH YTCHUS
(rcu_read_unlock); 5) onepamus 3anuienHoro passimenoBanwust (rcu_dereference).
Peanmzanust mexanuzma RCU B siape Linux mo3BosieT mist GOMBIIMHCTBA MPOLIeC-
COPHBIX apXUTEKTYp CHIeNaTh pealu3alyio onepanuid 3—5 MyCcTo, MepeIoKuB Ta-
KUM 00pa3oM Bce HakKJIaJHbIE PacxXo/bl HA CHHXPOHU3ALMIO Ha omepaiuu 1 u 2.
Kpome 3rtoro, ¢aza ocBOOOXKICHHS BMECTE C MPEAIICCTBYIONICH ¢l OIOKUpyroIeit
oreparyeil 0XulaHus MOXKET OBITh BBINOJHEHA B MapajljIeJbHOM Hpolecce. JTo
obecrieunBaeT BBICOKYIO A(P(PEKTUBHOCTh W YaCTOTY HCIIONB30BAaHHUS MEXaHH3Ma
RCU B simpe Linux [26].

Ha puc. 3 nokazan npuMep yrnpolleHHOW crenudukanyuu NpUMUTHBOB CUHXPOHH-
3anuu Mexanm3ma RCU, mpenHazHa4eHHOW IUIS MPOBEPKH KOPPEKTHOCTH HCIIONb-
30BaHUS ITOTO MEXaHMU3Ma B MOAYJsiX siapa Linux. TIpuMep ciyXuT [uis npeaBapu-
TEJEHOW WIDTFOCTPALUU MPUMEHUMOCTH PACIIMPSHHON (aTOMAapHBIMH OIIEPAITHSMHU)
METOJIOJIOTHH BiajieHus Ui Bepudukanun moayneit sypa Linux, aktusuo [26] uc-
MOJB3YIOMINX TMPEJOCTABISIEMBII OCHOBHOH YacCTBIO siapa WHTEpQeiic MeXxaHH3Ma
cuaxponmanuu RCU. BHyTpeHHss (JUTsI OCHOBHOW YacTH siipa) peai3amnus Mexa-
uusma RCU, BriosiHe BepOsSTHO, HE MOXKET OBITh BepU(DUIPOBAHA B paMKaXx CyIIle-
CTBYIOI[MX PAaCUIMPEHUIH METOJOJOTHUH BJIAJCHUS, TaK KaKk B HEW CYILECTBEHHYIO
poJb Urpaet cnadasi KOHCUCTEHTHOCTh, HE MOJIENIUpyeMasi B paMKaX MeETOJO0JIOTHUH
BhajieHnsa. HanOombInyio CI0XKHOCTh MpH crenuduKauy BHEIHEro uHTepdeiica
mexannzma RCU npencrasiser Gpopmanu3anus MOHATHS 3allUIIEHHON yKa3aTelb-
HOH IepeMeHHOMH, JOCTYITHOM Ul pa3bIMEHOBAHUSI TOJIBKO BHYTPU COOTBETCTBYIO-
el KPUTHUECKOH CEeKIMM, a Takke 0OecIedeHne 3KCKIIO3UBHOCTH IIPU BBINOJIHE-

HUU oniepaniun OCBO60)KHGHI/IH.
/*@ axiomatic rcu {
@ type rcu section = integer;

2state type invariant
rcu secion(rcu section s) = \owned (&s) ;

predicate rcu reclaimable (void *obj);

@
@
@
@
@ logic struct lock *rcu lock(void **loc, void *obj);
@
@

@

@

ghost rcu section current section = 0;
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@ ghost set<void *> rcu dereferenced = \empty;

@x/

/*@ requires current section == 0;
@ assigns current section;
@ ensures current section != 0;
@x/

void rcu read lock(wvoid);
/*@ requires current section != 0;

@ assigns current section;

@ assigns rcu dereferenced;

@ frees rcu dereferenced;

@ ensures current section == 0;

@ ensures rcu dereferenced == \empty;
@*/

void rcu read unlock(void);

/*@ requires rcu lock(loc, obj) == 1;

@ requires rcu reclaimable (obj);

@ allocates 1;

@ ensures \closed (1),

@x/
void synchronize rcu(void /*@ ghost void **loc, void *obj, struct lock
*1 */);

/*@ requires \owned(l) && \closed(1l);

@ requires l->resource == obj;

@ requires \claim count(l) == 0;

@ frees 1;

@ ensures rcu lock(loc, obj) == 1;
@ ensures rcu reclaimable( *loc);
@*/

void rcu protect (void **loc, void *obj, struct lock *1);

#define rcu assign pointer(p, v, 1) \

{0\
rcu_protect (&p, v, 1);\
p = v;\
vi\
}
/*@ requires current section != 0;

@ requires rcu lock(loc, obj) != NULL;
@ assigns rcu dereferenced;
@ allocates obj;
@ ensures obj != NULL ==> \closed(obj);
@ ensures rcu dereferenced =
Q \union(\old(rcu_dereferenced), obj) ;
@x/
void *rcu deref (void **loc, wvoid *obj)

#define rcu dereference(p, c) \
((typeof (p)) rcu_ deref (&p, p));
Puc. 3. Ynpowennasn cneyugpurayus unmepgpeiica mexanusma RCU.
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5. 3aknoyeHue

B craTtpe mpemoskeHo pacmmupenne s3pika cnermpukanmii ACSL, mognepxka Ko-
TOpOTO peann3oBaHa B Habope MHCTpyMeHTOB Frama-C-Jessie-Why3, c¢ menbto
HOJANCPKKH BepU(PUKALUK MapauIeIbHOTO KOJa ¢ UCIIONB30BaHUEM METOIOJIOTHU
BlajfieHus. B cTaThe Takke pacCMOTPEHbI MPUMEPBI NIPHUMEHEHUS TPEI0KESHHOTO
paciupenus s creludUKaniy CHH-0JIOKHPOBOK M BHELIHEro WHTepdeiica Me-
xaHm3Ma cuHxpoHuzamuu RCU, mimpoko HCIonb3yeMoro MoayisMmu siapa Linux.
[pemnoxennas hopManu3anus, 0IHAKO, He OblIa GopMaIbHO BepUupHIIPOBaHA.
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Abstract. The paper takes a look at the problem of deductive verification of Linux kernel
code that is concurrent and involves accesses to shared data and interactions with highly con-
current environment. The presence of shared data does not allow to apply traditional deduc-
tive verification techniques based solely on function contracts and loop invariants, so we
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consider verification of such code using type invariants and a particular object-oriented
methodology. For Linux kernel modules one of the usual goals of deductive verification is a
formal proof of the code's compliance to a specification of a synchronization discipline. We
propose formalizing both the synchronization discipline and the required properties of the
code in terms of ownership methodology with locally checked invariants (LCI) that was pre-
viously successfully applied for verifying the Microsoft Hyper-V Hypervisor with VCC de-
ductive verification tool. However to maintain good compatibility with the various specific C
features and extensions used in the Linux kernel code, efficiently handle data type representa-
tions with many large nested structure definitions and provide a reacher specification lan-
guage we propose using Frama-C static analysis platform with its ACSL specification lan-
guage and Jessie plugin for deductive verification as these tools have shown a good applica-
bility to verification of sequential Linux kernel code fragments in the course of the Astraver
project. The paper presents preliminary discussion of issues arising from integration of sup-
port for the ownership methodology and LCI into both the ACSL specification language and
its underlying toolset. In particular, the issue of reusing existing ACSL specifications in se-
quential context and the related issue of establishing a correspondence between ACSL notion
of validity and LCI notions of owned, wrapped and closed object are discussed. The overall
approach to specification of concurrent kernel code using ownership methodology, LCI and
ACSL specification language is demonstrated on examples of spinlock specification and a
simplified specification of RCU (Read-copy-update) API.

Keywords: Verification, concurrency, invariants, C programming language.
DOI: 10.15514/ISPRAS-2015-27(4)-4

For citation: Khoroshilov A.V., Mandrykin M.U. Towards Deductive Verification of C Pro-
grams with Shared Data. Trudy ISP RAN/Proc. ISP RAS, vol. 27, issue 4, 2015, pp. 49-68 (in
Russian). DOI: 10.15514/ISPRAS-2015-27(4)-4.

References

[1]. http://linuxtesting.org/astraver.

[2]. P. Cuoqg, F. Kirchner, N. Kosmatov, V. Prevosto, J. Signoles, B. Yakobowski,
“FRAMA-C, A Software Analysis Perspective”, Proceedings of International Confer-
ence on Software Engineering and Formal Methods 2012 (SEFM’12), October 2012.

[3]. L. Correnson, Z. Dargaye, A. Pacalet, “WP (Draft) Manual”,

[4]. http://frama-c.com/download/frama-c-wp-manual.pdf.

[5]. Y. Moy. Automatic Modular Static Safety Checking for C Programs: Ph.D. Thesis. Uni-
versité Paris-Sud. — 2009. — January. http://www.lri.fr/~marche/moy09phd.pdf.

[6]. http://kerneis.github.io/cil/doc/html/cil/.

[7]. P. Baudin, J.-C. Filliatre, C. Marché, B. Monate, Y. Moy, V. Prevosto, “ACSL: AN-
SI/ISO C Specification Language. Version 1.7”, http://frama-c.com/download/acsl.pdf.

[8]. F. Bobot, J.-C. Filliatre, C. Marché, A. Paskevich, “Why3: Shepherd your herd of prov-
ers”, Boogie 2011: First International Workshop on Intermediate Verification Lan-
guages, 2011.

[9]. J.-C. Filliatre, A. Paskevich, “Why3 — where programs meet provers", In Programming
Languages and Systems, pp. 125-128, Springer Berlin Heidelberg, 2013.

66


http://linuxtesting.org/astraver
http://frama-c.com/download/frama-c-wp-manual.pdf
http://www.lri.fr/~marсhe/moy09phd.pdf
http://kerneis.github.io/cil/doc/html/cil/
http://frama-c.com/download/acsl.pdf

M.V. Manzpsikut, A.B. Xopommios. O genykTuBHo# Bepudukanun Cu nporpamMm, paboTaroIIHX C pas3ieIsieMbIMI
nanubiMi. Tpynst ICIT PAH, tom 27, Beim. 4, 2015 ., C. 49-68

[10]. L. De Moura, N. Bjerner, “Z3: An efficient SMT solver’, In Tools and Algorithms for
the Construction and Analysis of Systems, pp. 337—340, Springer Berlin Heidelberg,
2008.

[11]. C. Barrett, C. L. Conway, M. Deters, L. Hadarean, D. Jovanovi¢, T. King, A. Reynolds,
C. Tinelli, “CVC4”, In Computer aided verification, pp. 171—177, Springer Berlin Hei-
delberg, January, 2011.

[12]. A. Riazanov, A. Voronkov, “The design and implementation of Vampire”, In Al com-
munications, vol. 15(2, 3), pp. 91—110, 2002.

[13]. S. Schulz. “System Description: E 1.8™", In Proceedings of the 19th LPAR, Stellenbosch,
pp. 477—483, LNCS 8312, Springer Verlag, 2013.

[14]. Y. Bertot, P. Castéran, “Interactive theorem proving and program development: Coq'Art:
the calculus of inductive constructions™, Springer Science & Business Media, 2013.

[15]. S. Owre, S. Rajan, J. M. Rushby, N. Shankar, M. Srivas, “PVS: Combining Specifica-
tion, Proof Checking, and Model Checking”, In proceedings of Computer-Aided Verifi-
cation '96, pp. 411—414, 1996.

[16]. T. Hubert, C. Marché, “Separation analysis for deductive verification™, In Heap Analy-
sis and Verification, Braga, Portugal, March, 2007.

[17]. J.-P. Talpin, P. Jouvelot, “Polymorphic type region and effect inference”, Technical Re-
port EMP-CRI E/150, 1991.

[18]. M. Mandrykin, A. Khoroshilov, “High level memory model with low level pointer cast
support for Jessie intermediate language”, In Programming and Computer Software,
Vol. 41, No. 4, pp. 197—208, 2015.

[19]. P. E. McKenney, J. Appavoo, A. Kleen, O. Krieger, R. Russell, D. Sarma, M. Soni,
“Read-copy update”, In AUUG Conference Proceedings, p. 175, 2001.

[20]. C. Flanagan, S. N. Freund, S. Qadeer, “Thread-modular verification for shared-memory
programs”, In ESOP 2002, Number 2305 in LNCS, Springer, pp. 262—277, 2002.

[21]. E. Cohen, M. Dahlweid, M. Hillebrand, D. Leinenbach, M. Moskal, T. Santen, W.
Schulte, S. Tobies, “VCC: A practical system for verifying concurrent C”, In Theorem
Proving in Higher Order Logics, pp. 23—42, Springer Berlin Heidelberg, 2009.

[22]. E. Cohen, M. Moskal, S. Tobies, W. Schulte, “A precise yet efficient memory model for
C”, In Electronic Notes in Theoretical Computer Science, vol. 254, pp. 85—103. 20009.

[23]. E. Cohen, M. Moskal, W. Schulte, S. Tobies, “Local Verification of Global Invariants in
Concurrent Programs”, In Computer Aided Verification, Springer Berlin Heidelberg, pp.
480—494, January, 2010.

[24]. E. Cohen, M. Moskal, W. Schulte, S. Tobies. “A practical verification methodology for
concurrent programs”, Tech. Rep. MSR-TR-2009-15, Microsoft Research, 2009.
(http://research.microsoft.com/pub)

[25]. J.-C. Filliatre, C. Marché, “The Why/Krakatoa/Caduceus platform for deductive pro-
gram verification”, In Proceedings of the 19th International Conference on Computer
Aided Verification, Lecture Notes in Computer Science, Springer, 2007.

[26]. M. Moskal, W. Schulte, E. Cohen, M. A. Hillebrand, S. Tobies, “Verifying C programs:
a VCC tutorial”', MSR Redmond, EMIC Aachen, 2012.

[27]. P.E. McKenney, S. Boyd-Wickizer, J. Walpole, “RCU usage in the Linux kernel: one
decade later”, Technical report, 2013.

67


http://research.microsoft.com/pub

A.V. Khoroshilov, M.U. Mandrykin. Towards Deductive Verification of C Pro-grams with Shared Data. Trudy ISP RAN
[Proc. ISP RAS, vol. 27, issue 4, 2015, pp. 49-68

68



