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Abstract.  A method of direct memory access subsystem verification used for “Elbrus” series 

microprocessors has been described. A peripheral controller imitator has been developed in 

order to provide a flexible way to simulate a wide range of workloads of the direct memory 

access system without a need for computational overhead caused by simulation of the 

initialization and operation of the southbridge and its controllers. The imitator has been 

implemented as synthesizable Verilog module used in verification both with the RTL model 

and with the FPGA prototype. It can be integrated as a replacement of the I/O link connecting 

the integrated northbridge with the southbridge thus eliminating the need to simulate extra 

hardware.  This connection method allowed to use a single implementation of the imitator 

with a complete series of microprocessors compatible with respect to the I/O link interface. 

The model of the imitator was also included into the functional machine simulator. A 

pseudorandom test generator for verification of the direct memory access subsystem based on 

the simulator. The test generator has been developed using library version of the functional 

machine simulator that allowed to use the simulator as a reference model during the test 

generation. The consistency of the programming interface of the imitator provides ability to 

execute generated tests unmodified on the functional machine simulator, the RTL model, the 

FPGA prototype and even the fabricated microprocessors when integrated in the FPGA I/O 

link controller. Employment of this method allowed to find a significant number of bugs in 
“Elbrus” series microprocessors being developed. 
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1. Introduction 

Modern computer systems require very intensive data exchange between the 

peripheral devices and the random-access memory. In the most cases this exchange 

is performed by the direct memory access (DMA) subsystem. The increasing 

demands for the performance of the subsystem lead to an increase in its complexity, 

therefore requiring development of effective approaches to DMA subsystem 

verification [1,2]. 

This article is based on a result of a comprehensive project than combined 

implementation of a three co-designed verification techniques based on the 

consecutive investigation of the DMA subsystem employing one the three models: 

1) a functional model written in C++ that corresponds to behavior of the subsystem 

in the environment determined by a real computer system configuration, 2) RTL 

model in Verilog and 3) FPGA-based prototype. This article describes the first 

method that enables verifying correctness of the design at an early stage of the 

verification and eliminate a large quantity of bugs using simple tests. 

a).      b). 

Figure 1. The structure of the computer systems:  

a). Real configuration. 

b). Model configuration (integration of the DMA imitator into the northbridge). 

The most important problem that significantly affects the quality of the subsystem 

verification is the exhaustiveness of the representation of the external devices 

connected to it and input vectors they generate. In this case, the problem has been 
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solved by introducing a device imitating a peripheral controller and capable of 

generating a comprehensive range of DMA subsystem interaction patterns into the 

functional model. The basic aspects of DMA imitator implementation are presented 

in the second section. 

The exhaustiveness of the subsystem in question verification is achieved with a test 

generator allowing to provide necessary inputs using the imitator. The generator 

produces a test program that performs the DMA imitator scenarios setup for all of 

its agents, launches their concurrent execution, provides memory access by the CPU 

cores during the DMA access scenarios execution and checks the final memory 

state. The generator operation principles are described in the fourth section of the 

paper. 

The generation of final memory state checking code requires a golden model of the 

memory subsystem being available for the generator. A functional model library 

that will be described in the third section has been reused from previous projects in 

order to fulfill this requirement. 

2. Peripheral device imitator 

Considering the computer system containing the subsystem (fig.1a) in question it 

should be noted that difficulties connected to precise modeling of the south bridge 

devices caused by the usage of the complex device drivers can be avoided via 

imitating behavior of the real DMA agents. A masked DMA copy operation has 

been used as a basic operation that allows to implement the significant number of 

the direct memory access scenarios. In order to achieve a high-speed test execution, 

the imitator is integrated into the IO link between the northbridge and the chipset 

(south bridge, fig.1b). The positioning of the imitator as a standard IO controller 

allowed to apply this scheme to any modern Elbrus series processor. 

The imitator represents a simplified version of the southbridge. It includes 

adjustable number of identical agents (fig.2), each capable of working in normal or 

table modes. In the table mode the memory access scenario specification is 

simplified by providing them via tables placed in the memory. 

Agent is capable of the following operations: 

 copying data from one area of the memory to another in normal and table 

modes, 

 reading copy operation parameters from memory, 

 data transformation.  

The imitator is implemented as a PCI-compatible device, each agent is an 

independent device that is controlled by a common bus via load and store operations 

to the configuration space. Agents can perform an exchange with the memory using 

standard read and write packets. The commutation between the agents is performed 

by the DMA Switch module. 
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Figure 2. The structure of the DMA-imitator. 

The structure of the DMA-agent is shown at this fig.3. ConfigResigters 

module is an array of configuration space registers containing setup operation 

modes, base addresses and other parameters. In the normal mode the addresses are 

written to the ConfigRegisters are used to access the memory. In the table 

mode the TMHandler module uses written address to fetch and process the table 

with address of reads and writes. The Format module is responsible for masking 

the data and correct merging of data in the table mode. The DMAEngine module is 

implemented as a FIFO buffer that performs loads and stores of the data using the 

DMA write and DMA read functions provided by the functional model.  

 

Figure 3. The DMA-agent. 
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3. Functional model of the DMA imitator 

The approach to the problem is based on presenting the direct memory access as 

two independent modules: the simulator, that imitates the work the computer system 

architecture objects that are directly employed in the process, and a test generator 

that provides the modes and parameters for the direct memory access, sets up the 

logic of the these objects and controls the correctness of the outcome (fig.4). The 

structural and functional independence of these modules significantly increases the 

flexibility of the system in such aspects as content and interaction of objects under 

study, the spectrum of generated inputs and results checking.  

The configuration of the simulator that has been developed contains four processor 

each one containing several general-purpose cores and a northbridge, the 

southbridge and an imitator that consists of an array of peripheral devices and their 

interfaces [3]. According to the second section the communications of the imitator 

and the north bridge are performed by the functions of the programming model 

described in the PCI standard. 

 

Figure 4. Components of the DMA subsystem functional model. 
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The simulator works according to interpretation principle [4]. In each virtual tick 

execution of one command in each of the processor cores is performed. In addition, 

different asynchronous actions in respect to the commands execution actions such as 

counter and timer ticks and external interrupt handling are also performed during a 

single tick. 

In order to enable the communication of the simulator with the generator it has been 

decided to implement a working cycle of the simulator available through a set of 

library functions. 

4. Test generator 

The generator contains the static initialization code, the memory model and the core 

of the generator. The initialization code is a sequence of instructions that performs 

the initial setup of the hardware performed by the test. 

 

The core of the generator contains the library control and communication module as 

well as the code and data generators [5]. The library control and communication 

module is responsible for interaction with the simulator. It invokes the step() 

function that implements execution of instructions of the modeled hardware and the 

analysis the result of its execution. The code generator writes the code that controls 

the operation of each of the DMA-agents and the data generator writes the blocks of 

the data to be send. The flexibility of the DMA-imitator parameterization is fully 

supported by the pseudorandom test generator that sets up pseudorandom 

parameters for the DMA-exchange such as addresses of the memory buffers, ranges 

of the DMA-packet sizes as well as different transfer modes.  

Both static initialization code and dynamically generated code is placed into the 

code area that is one of the components of the memory model. When code fetch 

takes place during the program execution the requests are directed by the callback 

function to the code area of the generator. The data area that is another memory 

model component is handled in a similar manner. The requests for the data --- the 

loads and stores can be initiated by both the CPU cores and the DMA-agents. All of 

the requests are redirected to the data structure containing the array dynamically 

allocated by the data generator. 

The step-by-step algorithm of the simulator main modules interaction with the 

generator is presented in the fig.5. 

The general scenario of working with the DMA-imitators has the following outline: 

the basic system initialization, the initialization of the DMA buffers with the data 

designated for transmission, the configuration of the DMA-imitator and the launch 

of the DMA-exchange. Such system parameters as number of processors and 

available physical address ranges can be varied in a random way to create different 

DMA routing scenarios. The system initialization procedure can also turn on 

input/output memory management unit (IOMMU) and fill translation table with 

random entries. 
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Figure 5. The control flow of the generator that employs DMA subsystem functional model. 
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5. Conclusion 

In this study the problem of the direct memory subsystem verification when applied 

to ``Elbrus'' series microprocessors has been investigated. Employment of the test 

generator built using the approach described in this paper allowed to find 45 bugs in 

three different “Elbrus” series microprocessors: 24 in a single-cores low-power 

CPU and no cache coherence support, 16 in a eight-core CPU supporting up to 32 

core per ccNUMA system with coherent DMA and 5 in the next generation eight-

core CPU with ccNUMA and updated coherence protocol. These bugs were found 

in spite of rigorous stand-alone verification of the DMA subsystem modules 

performed during the generator development. In order to enable the execution of 

sufficient number of tests and speeding up the development of the test generators 

and bug analysis a method of verification based on the replacement of DMA-

capable real devices with imitator device with a simple programming interface and 

ability to completely consume the bandwidth of the direct memory access data path 

was introduced. The application of the developed method enables to achieve the 

operation modes of the DMA subsystem analogous to the real-world ones. The 

unification of the DMA imitator interface for the RTL-model, the computer 

complex simulator and the FPGA-based prototype allows to increase the pace of 

DMA subsystem tests generator development. 
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Аннотация. В статье описан метод верификации подсистемы прямого доступа к 

памяти, примененный к семейству микропроцессоров «Эльбрус». Для обеспечения 

возможности моделирования широкого спектра режимов работы подсистемы прямого 

доступа к памяти без необходимости моделировать инициализацию и работу южного 

моста и его контроллеров был разработан имитатор периферийных контроллеров. 

Имитатор был реализован как синтезируемый модуль Verilog и использовался при 

верификации как RTL-модели, так и основанного на ПЛИС прототипа. Интерфейс 

имитатора позволил встроить его вместо канала ввода-вывода, соединяющего 

интегрированный северный мост с процессором, что также сокращает необходимость 

моделировать дополнительное оборудование. Такая схема подключения имитатора 

также позволило использовать одну реализацию имитатора со всей серией 

процессоров, совместимых относительно протокола канала ввода-вывода. Модель 

имитатора периферийных контроллеров была также включена в функциональный 

симулятор вычислительного комплекса.  На основе функциональной модели был 

разработан генератор псевдослучайных тестов, предназначенных для верификации 

подсистемы прямого доступа к памяти. Генератор разработан с использованием 

библиотечной версии функциональной модели, используемой в качестве эталонной 

модели во время генерации теста. Унификация программного интерфейса всех 

реализаций имитатора позволила исполнять тесты в неизменном в виде на 

функциональной модели вычислительного комплекса, RTL-модели, основанном на 

ПЛИС прототипе, а также произведенной микросхеме при помощи интеграции 

имитатора в реализованную на ПЛИС версию контроллера линка ввода-вывода. 

Использование описанного подхода позволило обнаружить существенное количество 
ошибок в разрабатываемых микропроцессорах семейства «Эльбрус». 
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generation. 
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