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Abstract. The identification of the distribution laws of intervals is particularly sophisticated
problem, at the same time the traffic as a random process tends to be constantly changing.
Therefore it is important to know the numerical characteristics of these intervals or their
moments. In this paper we propose to use the Wireshark analyzer to determine such
characteristics. The paper presents a plugin to the Wireshark traffic analyzer to calculate the
moments of the random variable — the interval between packets of incoming traffic. The
article also presents the analytical solution for the average waiting time for a QS type
H2/M/1. Here H2 is the 2nd order hyperexponential distribution law of the input flow time
intervals. The final result is obtained as a solution of Lindley’s integral equation using the
method of spectral decomposition. It is shown that in this case the distribution laws of
intervals between input flow requirements can be approximated at the level of their three first
moments. The joint use of these results allows to fully analyze the incoming traffic by
queuing methods. The obtained results demonstrate the fact that the classical M/M/1 system
shows optimistic results in comparison with the considered system. Therefore, the approach
can be successfully applied in the modern teletraffic theory where packet delays in the
incoming traffic are significant.
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1. Introduction

The identification of the distribution laws of intervals is particularly sophisticated
problem, at the same time the traffic as a random process tends to be constantly
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changing. It is known, the queuing theory is based on the laws of distribution of
intervals between income and service requirements. Therefore it is important to
know the numerical characteristics of these intervals or their moments. In this paper
we propose to use the Wireshark analyzer to determine such characteristics [[1]].

2. Description of the program Wireshark

Wireshark (previously, Ethereal) is a traffic analyzer for Ethernet computer
networking technology and some others. In June 2006 the project was renamed
Wireshark due to trademark issues [[1]].

The functionality provided by Wireshark is very similar to the capabilities of the
tcpdump program, but Wireshark has a graphical user interface and additional
features for sorting and filtering information. The program allows the user to view
all the traffic through the network in real time, shifting the network card to
promiscuous mode. (Eng. Promiscuous mode) (Fig. 1).

Wireshark is an application that can display the structure of a wide variety of
network protocols, and therefore allows parsing network packets, showing the value
of each field protocol at any level. The use of Pcap packet capture library allows
capturing data only from those networks that are supported by this library.
However, Wireshark can work with multiple formats of input data an open data files
captured by other programs that enhances the capture.

The features include:

o deep analysis of hundreds of protocols, with the regular addition of new
ones;

e capturing network traffic in real time, followed by analysis at any time;
o standard three-pane packet browser (standard package has three regions);

o cross-platform: there are versions for most types of UNIX, including
Linux, Solaris, FreeBSD, NetBSD, OpenBSD, Mac OS X, as well as for
Windows;

e The captured from network information can be viewed by using the
graphical user interface or by using the TTY-mode utility TShark;

o the most powerful sorting and filtering in the industry;
e agreat opportunity to VolP analysis;

o read / Write a large number of file formats capture: tcpdump (libpcap),
Pcap NG, Catapult DCT2000, Cisco Secure IDS iplog, Microsoft Network
Monitor, Network General Sniffer® (compressed and uncompressed),
Sniffer® Pro, and NetXray®, Network Instruments Observer, NetScreen
snoop, Novell LANalyzer, RAD-COM WAN / LAN Analyzer, Shomiti /
Finisar Surveyor, Tektronix K12xx, Visual Net-works Visual UpTime,
WildPackets EtherPeek / TokenPeek / AiroPeek, and many other;

o capture files that compressed with gzip can be unpacked immediately;
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e capturing real-time data can be effected via Ethernet, IEEE 802.11, PPP /
HDLC, ATM, Bluetooth, USB, Token Ring, Frame Relay, FDDI, and the
other (depending on the platform);

e decoding support for many protocols, including IPsec, ISAKMP, Kerberos,
SNMPv3, SSL / TLS, WEP, and WPA / WPA2;

¢ Highlighting rules can be applied to the package list for quick, in-
intuitively analysis;

e output data can be exported to XML, PostScript®, CSV, or plain text.

fe x

File Edit View Go Capture Anslyze Statistics Telephony Iocls Internals Help

@ iNd BERXSZ Qe+ Ti B QAR #EBX B
Filter: Expression...  Clear Apply Save

No. Time Source Destination Protocel  Length  Info -~
6618 88.121305000 54 1.249.159 192.168.1.236 TCP 60 https
6619 88.218070000 79.111.108.119 192.168.1.236 uppP 130 source
6620 88.218160000 192.168.1.236 79.111.108.119 uppP 62 Source
6621 88.218231000 192.168.1.236 79.111.108.119 uppP 616 Source
6622 88.243631000 192.168.1.236 5.164.166.217 uppP 72 Source
6623 88.293833000 79.111.108.119 192.168.1.236 uppP 205 Source
6624 B88.293884000 192.168.1.236 79.111.108.119 uppP 62 Source
6625 B88.312648000 54.221.249.159 192.168.1.236 TLSV1 507 applic
6626 88. 334514000 192.168.1.236 108.160.165.138 TLSV1 912 aApplic
6627 B88.362880000 192.168.1.236 54.221.249.159 TCP 34 24018
6628 88.366853000 feB0::e437 :b6ce:e723:85¢el ffoz::1:3 LLMNR 84 stand:
6629 88.366866000 feB0::e437 :b6ce:e723:85¢el ffoz::1:3 LLMNR 84 stand:
6630 88. 366909000 192.168.1.236 224.0.0.252 LLMNR 64 stand:
6631 88.366928000 192.168.1.236 224.0.0.252 LLMNR 64 stand:
6632 88.369789000 2001:0:5ef5:79fd:1830:1720:d1ff:dd97 2001:0:9d38:6ab8:38cf:12c5:e0¢IPVE 98 IPV6 1
6633 88.369799000 2001:0:5ef5:79fd:1830:1720:d1ff:dd97 2001:0:9d38:6abd:3027:30b0:b0:IPVE 98 IPV6 1
6634 88.369800000 2001:0:5ef5:79fd:1830:1720:d1ff:dd97 2001:0:5ef5:79fd:38ea:3356:a0cIPVE 98 IPVE 1
6636 88.398093000 192.168.1.236 192.168.1.255 NENS 92 Name ¢
6637 B88.406468000 79.111.108.119 192.168.1.236 uppP 62 Source
6638 88.406520000 192.168.1.236 79.111.108.119 uppP 62 Source
6639 88.426222000 79.111.108.119 192.168.1.236 uppP 62 Source
6640 88. 566740000 108.160.165.138 192.168.1.236 TCP 60 https

>

Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface 0

Ethernet II, src: Giga-Byt_c7:3b:83 (1c:6f:65:c7:3b:83), Dst: IPVGMCAsT_00:01:00:03 (33:33:00:01:00:03)

Internet Protocol version 6, src: fe80::e437:b6ce:e723:85el (feB0::e437:b6ce:e723:85el), Dst: ff02::1:3 (ff02::1:3)

User Datagram Protocol, Src Port: 63067 (63067), Dst Port: Tlmnr (5335)

Link-Tocal multicast Name Resolution (gquery)

0000 33 33 00 01 00 03 1c 6Ff 65 c7 3b 83 86 dd 60 00

0010 00 00 00 le 11 01 fe 80 0O 00 00 00 00 00 e4 37

0020 b6 ce e7 23 85 el ff 02 00 00 00 OC 00 0O 0O 00

0030 00 00 00 01 00 03 6 5b 14 eb 00 le 53 bb c2 25

0040 00 00 00 01 00 QO 00 Q0O QO 00 Q4 77 70 &1 &4 00

0050 00 1c 00 01 v

() [ Ethernet: <live capture in progress> Files C:\Us: | Packets: 6640 - Displayed: 6640 (100,0%) Profile: Default

—

Fig. 1. The example of a network traffic capture by Wireshark.

CSV is one of the formats of data export, convenient for viewing (Fig. 2). This file
can be opened in any text editor or spreadsheet editor for analysis and calculation of
performance.

However, it is difficult to process the data in case of intense traffic even in the
spreadsheet editor. Furthermore the traffic data can be stored in more than one file.
This article describes a software solution for the calculation of the numerical
characteristics of packet arrival intervals. The main advantage of this analyzer is his
work on a small scale of time (microseconds), in contrast to the same program
NetFlow Analyzer, which captures packets-per-minute rate.
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3. Determination of the moments of the interarrival time of
incoming traffic

The program developed by the authors of the present paper allows, in addition to the
analyzer, to retrieve the packet arrival times, isolated the incoming traffic from the
entire data set received by Wireshark. Next, using the well-known formulas of
mathematical statistics, it can be defined the moment characteristics of the timing.
We use the statistics to the third order statistical properties, which provides
representations of the distribution of the intervals.

For example, the coefficient of variation shows the difference from a Poisson traffic
flow and with asymmetry gives an indication of the degree of weight in the
distribution tails.

The average value of the interval between adjacent packets

1 N
T ZWZ(tkﬂ_tk)

k=0

where t, — packet arrival times, N — the number of intervals analyzed.

Custom dispersion D =t?>—72,

N
1 .
where t? -3 E (t,.;—t, ¥ — the second initial moment.
k=0

The coefficient of variation c=o /7 ,where o =,/D .

Asymmetry A = t-3-t>.7+27%)/6°,

— N
where t3 =%Z(tk+l_tk)3 .
k=0

®aiin  [paeka ®opmar Bua  Cnpaeka

"No.","Time","Source”,"Destination”, "Protocol”,"Length”,"Info" [a)
0.0eopeoeRR","80.77.174.170","192.168.1. 236", "UDP","128","Source port: camac Destination port: 59615"
©.0020220008","212.142.72.19@","192.168.1.236" "62","Source port: 26294 Destination port: 58259"
0.082144e00","192.168.1.236","212.142.72.198"

, s s
N N N ,"1464" ,"Source port: 58259 Destination port: 26294"
©.002180008","192.168.1.236","212.142.72.198"," ',"1464" ,"Source port: 58259 Destination port: 26294"
"@.002204000","192.168.1.236","212.142.72.198"," ',"1464" ,"Source port: 58259 Destination port: 26294"
"0.802227000","192.168.1.236","212.142.72.190","UDP","1464", "Source port: 58259 Destination port: 26294"
, s s s

, s s

, s s

"@.002264000","192.168.1.236","212.142.72.190"," ","1464" ,"Source port: 50259 Destination port: 26294
0.083363000","212.142.72.1908","192.168.1.236"," 62","Source port: 26294 Destination port: 50259"

©.083467000","192.168.1.236","212.142.72.192"," ","1464" ,"Source port: 50259 Destination port: 26294
"9.883585088","192.168.1.236","212.142.72.198", "UDP", "1464" , "Source port: 58259 Destination port: 26294"

1","0.803530000","192.168.1.236","212.142.72.19@", "UDP", "1464","Source port: 58253 Destination port: 26294"
v

< >

Fig. 2. The example of the data exported to the CSV format.

If a large amount of data is divided into several blocks, then these formulas are
determined by the average group, and then their mean values.
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4. Time data analysis software and Results

To calculate the moments of the interval between adjacent packets, we developed a
program, which selects only the data related to the inbound packet from the input
file, containing the capture of a network traffic data, and calculates intervals and
moments.

The features include:
o sample timing of the data packets arrived at said host;
o calculation of the time intervals between the incoming packets;
o calculation of the torque characteristics for intervals of received packets;
e saving time of the data packets arrived in binary and text format;
e saving data packet arrival intervals in binary and text formats;

e output and saving torque characteristics in a text format.
The program handles text files containing the data as shown in Fig. 2 or similar.
For the program the two classes (in terms of object-oriented programming) are
developed:

o TrafficLogParams — stores the packet arrival time, their intervals and
calculates the torque characteristics. Also provides the methods to store and
download the data from files;

e LogParser — static class that produces an analysis of the input file and adds
data to the TrafficLogParams class.

The input of LogParser main method is the file name and IP-address of the host.
Each line of the source file is processed and from the selected data on the time and
two IP-address - the address of the sender and the recipient's address. If the recipient
field matches the host IP-address, then the packet arrival time is added to the array
such times in TrafficLogParams class.

public static TrafficLogParams TextFileParser(string fileName, string ip, bool
isincoming)

{
TrafficLogParams log = new TrafficLogParams();
StreamReader file = new StreamReader (fileName);
string[] currentLine;
int lineNumber = 0;
int ipIndex;
if (islncoming)
ipIndex = 2;

else
ipIndex = 1;
while (!file.EndOfStream)
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{
currentLine = GetDataArray (file.ReadLine().Trim());
lineNumber++;
try
{
if (Minimizelp (currentLine[ipIndex]) == Minimizelp (ip))
{
log.AddTime(ParseDouble(currentLine [0]));
}
}
catch (FormatException ex)
{
MessageBox.Show(string.Format("{0}\nCrpoxa = {1}", ex.Message, lineNumber));
}
}
file.Close();
return log;
}

The second most important method of LogParser splits the input string into
elements, checking every element belonging to the format of time or IP-address, and
returns them as an array.
private static string[] GetDataArray(string input)
{
string[] data = new string[3];
string currentValue = "";
int symbollndex = 0;
int valuelndex = 0;
while (symbolindex < input.Length && valuelndex < 3)
{
while (symbolindex < input.Length && (char.IsDigit(input[symbolindex])
|| 1sSeparator(input[symbolindex])))

{

currentValue += input[symbolindex];
symbolindex++;

}
if (currentVValue !'="")
{
if ((IsDouble(currentValue) || Islp(currentValue)))
{
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data[valuelndex] = currentValue;
valuelndex++;

}

currentValue = "";
if (valuelndex >= 3)

{
symbolindex = input.Length;

}

}
while (symbolindex < input.Length && !Ichar.IsDigit(input[symbolindex])

&&
lsSeparator(input[symbolindex]))
{

symbolindex++;

}
¥

return data;

}

The method checks if the input symbol is a separator "." or ",". Such testing is
important only for the time data, as in some countries, the fractional part is
separated by a comma (for example, in Russia), rather than a point. It is for the
reason, when a string representation of a number is converted to its equivalent real
number denoting the time, the standard method is not used programming language,
and its modification depends on the regional settings.

private static double ParseDouble(string value)

if (Culturelnfo.CurrentCulture .NumberFormat.NumberDecimalSeparator == ".")
{

value = value.Replace(',’, .");

}

else

{

value = value.Replace(.", '");

return double.Parse(value);

¥

When comparing the IP-address of the host with the IP-address on the current line

of the log file to minimize the usual pro-1P-address to the general form. In other

words, IP-address will be equal 010,014,000,011 10.14.0.11.

The program was used to analyze the data file of the traffic coming to the proxy

server of the university with almost an hour-long data set. The input file contains
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more than 2150000 rows, which could not be processed manually. Were obtained
the following results (Fig. 3):

File Help

Initial moment of the 1st order: 5,097781e-003
Initial moment of the 2nd order: 3,325837e-004
Initial moment of the 3rd order: 5,505049e-005
Dispersion: 3.065963e-004
Variation coefficient: 3.434807e+000
Asymmetry: 1,025441e+001
Packets count: 628183

Ready!

Fig. 3. The result of the analysis program log files.

5. Research of queuing system h2/m/1

The data indicate that the analyzed traffic differs from a Poisson (coefficient of
variation ¢ = 3,43 instead of 1), the asymmetry value As = 10,25 indicates that the
distribution of intervals between the packets of traffic relates to a heavy-tailed
distributions. For example, for Poisson flow of As = 2. The calculation of the
characteristics of such traffic requires appropriate mathematical apparatus. For the
analysis of such traffic the authors of [[2]] proposed the new results for the system
H2/M/1. We will describe the basic results from the article.

It is known, as example from [[3]], to study queuing systems (QS) G/G/1 the
integral equation of Lindley is used:

W) [WO-uc) y=o o
o, y<0

where W(y) is the probability distribution function (PDF), the waiting time in line
requirements C(u) is the PDF limiting random variable, U = lim U,, = X, —t,.4,

n—o
and X, is the time of the n-th service requirement C,, and is the time interval
between the t,; arrival of the requirements C, and C,,; .

To solve (1), a spectral method is used that reduces to using the expression
A*(~s)-B*(s)—1 and finding a representation as a product of two factors, which

would give a rational function of s [3]. Thus, to find the latency distribution, the
following spectral decomposition is used:
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A*(=s)-B*(s)-1= v.(s) @)

v_(s)
where ,(s) and y_(s) are rational functions of s, which can be factored. The
functions \|1+(s) and y/,(s) must satisfy certain conditions [3]:
1. For Re(s)>0, the function \y+(s) is analytic without zeros in the half-plane.
2. For Re(s)< D, the function y/_(s) is analytic without zeros in the half-plane, (3)
where D is a positive constant determined from the following condition:

_alt)
tll_rﬂgﬁ < 0.

Moreover, the functions i/, s) and z//_(s) must have the following properties:
for Re(s)>0  lim v.(s) =1
‘S‘—)oo S

(4)
for Re(s)<D lim y/_(s):_l_

‘S‘—)oo S

We know that all the main characteristics of QSs are derived from the average
waiting time, and therefore all subsequent calculations will be performed with
respect to the average waiting time in the queue requirements.

Consider QS H2/M/1, where H2 designates the hyperexponential distribution 2nd
order arrival time requirements in a density function

a(t)= pae™ + (L p)ie™ 5)
and M — notation exponential law services with a density function
b(t)= e (6)
The Laplace transform of (5) has the form
Py A
A*(s)=p—L—+(1- :
() ps+k1 ( p)s+k2 U

and function (6):

B*()= 51 ®)

Now we define (2) for the distributions (5) and (6) from (7) and (8):
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vilS) | A g )t | g
v (5) | h-s ¢ p)ﬂq—s wrs
_ [pA(2 =)+ (= p)p( =] =y~ 5Ny =sku+s) )

(A=) =s)u+s)
_ lag—ay8)~ (4 ~s)A ~s)u+5)
(h=s)r=shu+s)
where the coefficients ay = 44, , 8 = pA +(1— p)i,.

The numerator of the right side of (9) is a third degree polynomial 5(82 —C,S— Cl)

, and it remains to determine the coefficients for the decomposition of the factors.
The coefficients of the polynomial are:

q:u[ﬂi(l— p)+22p]—/11/12, C,=A4+A —u. Then the expression (9) can be
factored:

v sloes-e) _ slrsks—s)

v(s) (s-aNl—shu+s) (s—aNrz—sku+s)’

where —S, =—(y/C,” /4+¢, —C,/2) is the negative root of the quadratic

equation in the numerator, and isthe s, = \1022 +¢; +C, /2 positive root.

Further, omitting some calculations, we obtain the Laplace transform of the density

_Sils+u)
u(s+s)

function  of  the  waiting  time: W *(s) Hence

AW *(5) _ syl +5)-5,( +

. Using the properties of the Laplace transform,

ds Wi(s+sf
we find that the average waiting time is
o * 2 2
W =- aw (S)| = Sl’u;z'u > :i—i . Finally, the average waiting time is
ds |s:o LS| S M
— 1 1
W=—-— 10
s a (10)

where s, =+/c3/4+¢, —C,/2, & = tl(L— P)+ Pl-Ada, = A+ — it

6. Practical use of the results

Consider the result (10) for example, the input distribution, with a heavy tail (fig. 3).
Using the Laplace transform (7) we can determine the initial moments of the
distribution (5):
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;ﬂ _%_'_ (1_ p)
—_2p 20-p)
Tﬂ =75 + > .

A A
—_6p _ 6(-p)
A A

Next, substituting the results obtained in step 1 from the initial moments of the
distribution of intervals between bursts to determine the unknown parameters of the

input distribution (5): 4;, 4, and p, we obtain the following system of equations:

4=P) 5 oor8e- 003

2(
(1
2

o
T

N
©

p)

)

+

=3.3258¢ - 004 (11)

|
KN

[}
©
o2}
|
o

+ =5.5050¢€ - 005

|

The solution of (11) in the package Mathcad yields the following results: p~ 0.950,
21~ 417.985, 4,~17.556.

In case of load of the channel equals to 0.4, intermediate parameters: C, ~ 10999,4;

C,~-54.655, S, ~135.707 and the average waiting time W ~5.329 1073s.

For comparison, let us look to the average waiting time for an M/M/1 system. In this
case, the intensity of service equals to x=~490.196 , and the channel loading
p=04.

plu  04/490.19
1-p 1-0.4
Thus the queuing model taking into account the distribution and its weight in the tail
of the input, gives a delay about four times larger than the classical model.

Then the average waiting time of packets W = =1.36-10"s.

7. Conclusion

This paper has presented how optimistic are the results given by classical M/M/1
system in comparison to the system in the case of high H2/M/1 weightiness tail of
the distribution of the input stream. Therefore, the approach can be successfully
applied in the modern teletraffic theory where packet delays in the incoming traffic
are significant.

Note that the distribution, which contains three unknown parameters 4, 1, and p,
allows to use the moment equations to approximate the unknown input distribution
in the first three moments.
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AnHotammsi B pabore mpesicraBieHa mporpamMMa-IoOIOJHEHHE K aHauu3aTopy Tpaduka
Wireshark mms pacuera MOMEHTOB ciydaifHOM BENMYMHBI - MHTEpBAJa MEKAY MaKETaMHU
Bxogsmero tpaduka. IIpHBENEHO aHANTUTHYECKOE pEIIeHHe Ui CPEAHEro BPEeMEHH
oxumanna s CMO tuma Hy/M/1. 3pece H; - TUNEpIKCIOHEHIMANBHBIA  3aKOH
pacrmpeneneHus 2-ro Hopsi/ika HHTEPBaJIOB BPEMEHH BXOJHOTO MOTOKa. KOHEeUHbIH pe3ynbrar
HONY4YeH IYTeM pElICHUs HWHTerpaIbHOTO ypaBHEHMS JIMHIIM METOJOM CIEKTPalIbHOTO
paznoxkenns. [lokazaHo, YTO B 3TOM Ciydae 3aKOHBI PaclpeleieHHs HHTEPBAJIOB MEXKTY
TpeOOBaHUSAMH BXOJHOTO IOTOKAa MOXKHO alPOKCUMHUPOBATh Ha YPOBHE MX TPeX HEpBBIX
MoMeHTOB. COBMECTHOE HCIOJIb30BaHME JTHX pE3YJIBTaTOB MO3BOJSIET MOJHOCTBIO
AQHAIM3UPOBATH BXOAAIIHMI TpahUK METOJAMH MAacCOBOTO OOCITY)KHBAHHUSL.

KuroueBs! ciioBa: ananusarop tpaduka, nporpamma Wireshark, ducioBbie xapakrepucTuku
CIy4aifHONM BENWYHMHBI, WHTETpAJbHOE ypaBHeHWe JIMHIUIM, METOX CHEKTPaIbHOTO
Pa3IOKEHHUSL.
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