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AnnoTtamus. Snpo omepammonHo#t cuctembl (OC) mpezactaBiseT coOOW KPUTHYHYIO B
OTHOIICHUH HaJEKHOCTU W IMPOM3BOJUTEIBHOCTH NpOrpaMMHyIo cucteMy. KauecTBo sipa
coBpeMeHHBIX OC yke HaXOIUTCs Ha JIOCTaTOYHO BEICOKOM ypoBHe. MHaue 00CTOUT 1erno ¢
MOAYJSIMH siipa, HalpHMep, ApaiiBepaMH yCTPOHCTB, KOTOPbIE IO POy HPUYHH HMEIOT
CYHIECTBEHHO Ooiiee HM3KHH ypoBeHb KadecTBa. OIHMMH K3 Hambojiee KPUTUYHBIX H
PacIpOCTPaHEHHBIX OMIMOOK B MOAYISX sApa SBISIOTCS HAPYIICHUS MPAaBUJI KOPPEKTHOTO
WCTIOJIB30BaHUS TporpaMMHoro mHTepdeiica sapa OC. BBIIBUTH Bce Takue HapyIICHHUS B
MOZYJISIX WJIM JOKa3aTh MX KOPPEKTHOCTh MOTEHIUATEHO MOXKHO C TIOMOIIBIO HHCTPYMEHTOB
CTaTHYECKOl BepH(UKAIMH, KOTOPBIM JUIsl POBEICHNUS aHAIIN3a HEOOXOAUMO HPEIOCTaBUTh
KOHTpaKTHBIE CIIeNU(UKAINH, ONUCHIBAIOINE (GopMaNEHBEIM 00pa3oM 00s3aTeNIbCTBa SIpa U
MOAyJel 10 OTHOLICHWIO JAPYr K Ipyry. B crathe paccMaTpuBaloTCs CYyLIECTBYIOLIHE
METOJbI M CHCTeMBl CTaTH4eckoil Bepudukanuum wmoxyieil sapa pasmmudbix  OC.
TIpeanaraercst HOBBIN MeTOA CcTaTHYeCKON Bepuukaiwu Moayei supa OC Linux, KoTopsrit
MO3BOJISIET KOH(PHUTYPHPOBAThH IPOIECC MPOBEPKH HA KXKIOM M3 ero tanos. [TokassiBaeTcs,
KaKiM 00pa30M JaHHBIH METOX MOXET OBITh aaNTHPOBaH AN MIPOBEPKH KOMIIOHEHTOB SI/Ipa
npyrux  OC. OmnuceBaeTcsi apXHUTEKTypa KOHOUTYPHUPYEMOW CHCTEMBI CTAaTHYECKOM
Bepubukanun wmoayneir sapa OC  Linux, peanusyrolueii MNpPEIIOKCHHBI METOA, |
JEMOHCTPUPYIOTCS ~ pe3yJbTaThl e¢ IPAaKTHYECKOro IpHMeHeHus. B 3akiroyeHun
paccMaTpHBAIOTCs HAMTPABJICHUS! JaJbHEHIIIEro pa3BUTHSL.

KnroueBble cjioBa: spo ONEPAIOHHON CHCTEMBI, MOXYJb Apa; KadeCTBO IPOTPAMMHOM
CHCTEMBI; CTaTH4ecKas BepH(HUKALVs; KOHTPAKTHas CHelU(UKAINsI; MOAEIb OKPYKEHHS;
crierUKaIKs IpaBrUila KOPPEKTHOTO MCIIOJIB30BaHMUs POrPaMMHOT0 HHTepdeiica.

1. BeedeHue

HaznexHoCTh 1 IPOM3BOIUTEIBHOCTD sapa onepauonHoi cucteMsl (OC) ABISIOTCS
Ba)KHBIMH XapaKTEPUCTUKAMH €r0 KaueCTBa, MOCKOJIBKY sSApo jexkuT B ocHoBe OC u
Ha pe3ylbTaThl ero paboThl BO MHOTOM [OJIAraloTCs BCE IOJIb30BATENILCKHE
npwioxkeHus. B sape OompmmHCTBa coBpeMeHHBIX OC peanuzyercss TOJBKO
OCHOBHasT  (DYHKIHOHAJIBHOCTh, HANPHUMED, IUIAHHPOBAHHE IMPOIECCOPHOIO
BPEMEHH, YIIPABICHHUE MAMATHIO U MEXKIIPOLIECCHBIM B3anMmoeiicTBueM. biaromaps
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3TOMY SAPO, C OTHON CTOPOHEI, SIBISETCS JOCTATOYHO HEOONBIINM TI0 00BEMY, a C
JPYTO# CTOPOHEI, IPEICTABIIET COOOH MPOTPAMMHYIO CHCTEMY, BEICOKOE KaueCTBO
KOTOpoil (OpMHPOBAJIOCH B TEUCHHWE [UINTENFHOIO IEpHOJa BPEMEHH B
Pa3HOOOpa3HBIX CIEHAPUAX UCTIOIB30BaAHUS.

B OompmmacTBe OC Habop QyHKUMH sapa MOXHO paclIMpUTh IyTeM
JUHAMHYIECKOHW 3arpy3ku Mozyneil. THIMUYHBIM IPUMEPOM MOIYJNS SiApa CIIyKUT
IpaiiBep yCTpOWCTBa, HEOOXOAMMOCTh B KOTOPOM MOXKET BO3HHKHYTh IIPH
MOJKJIFOUEHUU JTAHHOTO YyCTpoicTBa. Takke B BHIE MOIYJEH 4HacTO PEAU3yIOT
(haliIIOBBIE CHCTEMBI, CETEBBIE MPOTOKOIBI, ayAHOKOIEKH U T.1. OO0BeM MCXOIHOTO
KoJa MOmyJeH, mocTaBimsieMblx BMecTe ¢ siapoM OC, MOXET CyIeCTBEHHO
TIPEBBINIATE 00BEM MOCIEIHET0, HarmpuMep, s sapa OC Linux mpumepHo B 8 pas.
Kpome Toro, mMHorme pa3pabOTYMKH MO Pa3HbIM NPUYMHAM HE IPENOCTABISIOT
JIOCTYII K HCXOAHOMY KOy HEKOTOPBIX M3 CBOUX MOAYJIEH, a pacpoCTpaHsIOT UX B
BUJle OWHAPHOTO KO/, YTO CYIIECTBEHHO 3aTpyAHSET NPUMEHEHHE HEKOTOPBIX
MOAX0A0B oOecreueHus: kadecTBa. He Bce MoAynu siipa MOTYT HCIIOJIB30BaThCS
aKTHBHO, HalpUMep, €CIIM 3TO JpaiBepbl CHEUU(PHUYHBIX YCTpoicTB. Bce 3To0
NPUBOAMT K TOMY, 9YTO MOXYIHM sapa pasnuyHblx OC HMET CyIIecTBEHHO
MEHBIINI ypOBEHb KaYeCTBA II0 CPABHEHHUIO C CAMHUM SIPOM. DTO IOATBEP)KAACTCS
WCCIIEJIOBAaHUAMH, KOTOPBIE ITOKa3alH, YTO B TE€X MOMYJSAX, Yed HCXOAHBIH KOX
JOCTYIEH Ul aHallk3a, COAEPKUTCS NMPUMEPHO B 7 pa3 Oojplie OMIMOOK, YEM B
sape OC [1-3].

Beicokas mpousBoauTenbHOCTh Moayiieil siupa OC obecrieunBaeTcsi 3a CUeT TOTO,
YTO OONBIIMHCTBO U3 HUX pabOTaIOT B TOM XK€ aAPECHOM MPOCTPAHCTBE U C TEM XK€
YPOBHEM MpPUBWIETHHA, 9TO W sapo. 3-3a 3TOro ommOKHM B MOZYNSAX MOTYT
MPUBECTH K HEHa/IS)KHON paboTe M CHUIKEHHIO NTPOM3BOANUTEIBHOCTH S/Ipa, a TAKXKe
u OC B nenoM. AHanu3 usMeneHuil B moayisix siapa OC Linux 3a rog pazpaboTku
MOKa3aJI, YTO HAapyLIEHWs NPaBWI KOPPEKTHOTO HCIIOJIb30BAHMS MPOTPAMMHOIO
uHTepdeiica sapa B MOLYIAX SBISIOTCS MCTOYHMKOM OKOJIO ITOJIOBHMHBI ONIMOOK,
KOTOpPbIE HE CBSI3aHBI C HAPYLICHUSAMH CIIEIM(PHUKALNI anmapaTHOro o0ecredeHus,
CETEeBBIX TIPOTOKOJOB, ayauokojgekoB u T.1.[4]. Hdua ppyrux OC aBTopam
HEIOCTyIHA  TOAO0OHAas  CTAaTHCTHKA, HO  CYLIECTBYIOIIME  HAIPaBICHUS
HCCIIEIOBaHUN TaKXKe NEeMOHCTPHPYIOT JOCTATOYHO BBICOKMI MHTEpeC K OIIMOKam
naHHoro Tuma [5].

1.1. MNoaxoabl K 0OOHapyXeHUI0 HapyLLeHU NpaBuIl KOPPEKTHOro
MCNoNb30BaHUA nporpammMmHoro uHtTepdenca sgpa OC B
MoAaynsax

BrISBIATE HapyIIeHHs MpaBHI KOPPEKTHOTO WCIIONB30BAHUS IIPOrPAMMHOTO
uaTepdeiica aapa OC B MOAYNIAX MOXKHO Pa3sNUIHBIMU criocobamu. Ha mpakTike
Hanbosee 4acTo HCIIONB3YIOTCSl IKCIIEpTH3a KoJa M TecTHpoBaHMe. biaromaps
WCIIOJIb30BAHMIO JIAHHBIX ITOJIXOJI0B yJIaeTCsl OOHApyKHUTh U UCIPABUTH JOCTATOYHO
60JIBIIIOE KOJTMYECTBO OUIMOOK B MOAY IsiX. OZHAKO OHU HE TI03BOJISIOT BBISIBUTD BCE
BO3MOXKHbIe ommOku [6]. TimarenpHas »sKkcmepTu3a Kojxa TpeOyeT OONbIIMX
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TpyZAO3aTpaT, a IOTOMY OHA B IIOJIHOW Mepe MPOBOAUTCS TONBKO i siapa OC, HO
HEe JUIA Takod OOJBIIOH, CIOKHON W JUHAMHYHO Pa3BUBAIOIICHCS MPOTpaMMHON
CHUCTEMBI, Kak MOAyiIH  sapa. TectupoBaHme  OOBIYHO  TPOBOIMTCS
AaBTOMATH3MPOBAHHEIM 00pa3oM, YTO TIO3BOJIIET COKPAaTHUTh TPYHO3aTPaThl II0
CpPaBHEHHIO C 3KCIepTH30i koja. OQHAKO AAHHBIA MOAXOA TPEeOyeT MOATOTOBKH
TECTOBOTO OKPYXCHHUS, YTO, HAIPUMEp, B Cllydac JIpaiBepOB YCTPOWCTB ObIBacT
JIOCTaTOYHO 3aTpyIHUTENbHO. Kpome TOro, ¢ mMOMOUIbIO TECTUPOBAHUS MOMKHO
TIIATEEHO MPOBEPUTH TOJIBKO HEOOBIINE TPOTPAMMHBIC CHCTEMBI.

B nocnennee Bpems OCHOBHOW TEHACHLUEH B IPOBEPKE MPOrPaMMHBIX CHUCTEM
ABJISIETCS IPIMEHEHHE METOJ0OB M MHCTPYMEHTOB CTATHYECKOTO aHAIN3a KoJja, T.C.
aHanM3a Koja 0e3 ero peaslbHOrO BBIMONHEHMSA (KaK IPaBUIIO, AHAIU3HPYeETCs
UCXOAHBIM KOJ| TMpPOTPaMMHBIX cHcTeM). Ha TmpakTHKe NperMyLIeCTBEHHO
NPUMEHSIOTCS TaK Ha3blBaeMble JIETKOBECHBIE MOAXOBI, KOTOpbIe Ojaromaps
UCIIONIb30BAHMIO  psila  DBPHCTHK  IO3BOJSIOT — IPOBEPSATH  KOX  OONBIINX
NPOTPaMMHBIX CHCTEM 3a BpeMs, CpaBHHUMOE II0 TIOPSAKY CO BpEMEHEM
KOMITWJISIIMY. HeraTHMBHBIMH IOCIIEACTBUSIMU HCIOJIB30BAHUSI SBPUCTHK SIBIISETCS
TO, YTO HWHCTPYMEHTHI, KOTOpPBHIE PEATM3yIOT JaHHBIC IOJAXOIBI CTATHYECKOTO
aHanM3a KOAa, C OJHOH CTOPOHBI, NMPOMYCKAIOT OMMOKH, a C APYrod CTOPOHBI,
BBIJAIOT OOJIBIIIOE KOJHMYECTBO JIOKHBIX cooOmennii o0 ommubOkax. OTH
MHCTPYMEHTHI MPEUMYIIECTBEHHO MPUMEHSIOTCS AJIs MTOWCKAa HapyImIeHHH oOmux
npaBui O€30MaCHOTO NPOrPaMMHUPOBAHMSA, TAKUX KaK Pa3bIMEHOBAHMS HYJICBBIX
yKazaresnel, BbIXOJ 3a rpaHMIly mMaccuBa U T.A.[7, 8]. HekoTopble MHCTpyMEHTHI
OBUIM HCHOJB30BAaHBl JUISI TPOBEPKHM MPaBUI KOPPEKTHOI'O HCIHOJIb30BAHUS
nporpammuoro uarepdeiica sapa OC Linux B momymsix [9].

BrIsBUTE Bce OMMOKM MCKOMOTO BHA B IPOTPAMMHBIX CHCTEMax WM JTOKa3aTh MX
KOPPEKTHOCTh ITOTEHIHAIFHO MOXKHO C TOMOIIBIO THIATENBHOTO CTATHYECKOTO
aHanuza — cmamuyeckoli eepugurayuu. CoBpeMEeHHbIE HHCTPYMEHTBI CTaTHYECKOH
BepU(HKALINH, KOTOPHIE PEATU3YIOT, HAI[PUMEp, METO/I YTOYHEHHsI aOCTPaKIUH IO
KoHTprpumepam [10], yxKe HO3BOJIIIOT JIOKa3bIBaTh BBIIIOJIHUMOCTD
crenuQUIMPOBAHHBIX CBOWCTB AJIsl CPEIHUX IO pa3Mepy NMPOrpaMMHBIX CHCTEM 3a
npremsieMoe BpeMs. B 9acTHOCTH, C NMOMOIIBIO JAHHBIX WHCTPYMEHTOB MOXHO
BepU(DUIIMPOBATh OTAETbHbIE KOMIOHEHTH siapa OC, Takue Kak MOJyH sapa (s
sapa OC Linux pasmep GONBIIMHCTBA MOMAYJCH COCTaBISIET HECKONBKO THICSY
CTPOK KOJIa).

Camu no cebe MHCTPYMEHTHI CTATHUYECKOW BepH(HKAIMM HE CIOCOOHBI HCKaTh
HapyIIEHHUS MIPaBUI KOPPEKTHOTO UCITIOJIF30BaHMS ITPOTPAMMHOTO HHTepdeiica sapa
OC B MOAyYJSIX — OHU TO3BOJISIOT PeIIaTh 3adauy docmudcumocmu. Kak mpasuio,
WHCTPYMEHTHI TTO3BOJIIOT OINPEAESUTh BO3ZMOXKHOCTh JTOCTHKMMOCTH HEKOTOPOTO
oIepaTopa, IOMEUEHHOTO 3aJaHHOM METKOMH, OT yKa3aHHOHM TOouku Bxoza. Iloatomy
HEoOX0/MMO HEKOTOphIM 00pa3oM CBeCTH 3ajgady OOHapy)XeHHs HapyLIeHHH
NpoBepsieMBbIX TpaBWI K 3ajgadaM JOCTHXMMocTH. /[l sToro TpeOyercs
pa3paboraTh crneyugurkayuy npasuil KOPPeKMHO20 UCNOAbIOBAHUS NPOSPAMMHO0
unmepgpetica sdpa OC, KOTOpBIE YCTAHAaBIMBAIOT COOTBETCTBHE MEXKIY
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HapYIICHUSAMH MPaBHJI U JOCTHXHMOCTBIO OINEpaTropa, IMOMEYECHHOTO 3aJaHHOM
MeTkoi. Kpome Toro, mccrmenoBaHus MOKa3aid, YTO IJISL TOTO, YTOOBI MOIYYHThH
pueMJIeMbIe pe3yJIbTaThl CTAaTHYECKOW BepudUKanmuu Momyned smpa (HalTh
OmMOKH HCKOMOTO BHA IIPH YMEPEHHOM KOJHMYECTBE JIOKHBIX COOOMICHHH 00
ommnOKax), MHCTPYMEHTaM TpeOyeTcs JOCTaTOYHO TOYHAS MOOeNb OKPYIHCeHUs,
KOTOpast JI0JDKHA OIUCHIBATH TE€ K€ CLECHAPHU B3aMMOJCHCTBHS sSapa U MOJIYJIEH,
KOTOPBIC BO3MOKHBI TIPH HX paboTe B peabHOM OKpyxeHuu [11].

Takum o00pa3oM, HWHCTPYMEHTaM CTATHYECKOM BEepUPHUKAIMK U1 TOUCKA
HapyIIeHH PaBHUI KOPPEKTHOTO MUCIIOIb30BaHMs IPOrpaMMHOro nHTepdeiica siipa
OC B Monmymsix HEOOXOONMO TIPENOCTAaBUTh KOHMpAKmHsie cneyugurayuu,
KOTOpble (popManbHBIM 00pa30M OIMUCHIBAIOT 00S3aTENbCTBA SIIpa W MOAYNEH IO
OTHOIICHHUIO JApPYr K Japyry. Co CTOPOHBI sipa KOHTPAKTHBIC CICIH(UKAIUN
JIOJDKHBI  3aJ1aBaTh MHOXKECTBO BO3MOXKHBIX CIICHAPHCB B3aMMOJCHCTBHHA C
MOJIYJSIMA KOPPEKTHBIM M IOJIHBIM 00pa3oM, a TakkKe MPeJOCTaBIIAThH MOJEINb
nporpaMMHOro wuHTepdeiica smpa, ucmoibdyemoro Monayiasimu. Co CTOPOHBI
MOJIyJeH KOHTpAaKTHbIC CHeIU(UKAIMN JODKHBI 3a7aBaTh, KakKue OOpaIleHUs
MOJIyJIeH K SAPY SIBISIIOTCS KOPPEKTHBIMHE, & KAKUE — HET.

B Hacrosimiee BpeMsi HMHCTPYMEHTBI CTaTHUECKOH BepUPHKAIUHM AKTHBHO
pa3BUBAIOTCS B YHHUBEPCUTETaX M HAYYHO-HCCIEIOBATENbCKUX HHCTUTYTaxX IIO
BcemMy wmupy. C KaXIbIM TOIOM CIHCOK HMHCTPYMEHTOB momonHsercs [12-14].
WHcTpyMeHTBI CTaTHYeCKOil BepU(HKALUK PEaTU3yIOT Pa3IMYHbIC MOAXOJBI, YTO
MO3BOJISIET NPUMEHATh MX JUISL JOKa3aTeJbCTBA BBIIOJHUMOCTH  Pa3lIUYHbIX
cneuQUIMPOBaHHBIX CBONCTB. CpeaM 3TUX HWHCTPYMEHTOB HET OIHO3HAYHOTO
nMaepa, Tak Kak OHHU MCIIOIB3YIOT pa3Hble TEXHUKH M HAIEJICHBI Ha Pa3HbIC KJIACCHI
ommOok. IToaTOMy B IOATOCPOYHON NHEPCIEKTHBE BAXXHO HMETh BO3MOXKHOCTBH
MCIIONIb30BaTh PAa3IMYHbIE HHCTPYMEHTBI CTAaTHYECKON BepH(uKamy.

B nmanHO# craThe OyAyT paccMaTpHBATHCSA TOJIBKO T€ MHCTPYMEHTHI CTATHYECKOMH
BepHU(DUKAIIUH, KOTOPBIE MO3BOJISIIOT MPOBEPSTh MPOrpPaMMHBIE CHCTEMBI Ha S3BIKE
Cu, nockonbKy Moxynu siapa 6onsmuHcTBa OC pa3padaTsiBaroTcs Ha sa3bike CH.

1.2. OcobeHHOCTHM Npouecca pa3paboTku aapa pa3nu4Hbix OC

IIpn pa3paboTke KOHTPAKTHHIX clenU(UKAIN W TPOBEACHHH CTaTHYECKOH
BepudUKauH MoOIyJded HeoOXOAMMO YYMTHIBAaTH OCOOCHHOCTH  IIpoIiecca
paspabotku siapa paznuaabix OC.

SAnpo OC Microsoft Windows paspabaTeiBaeTcsi IEHTpaau30BaHo. [lpu 3TOM
BBIICIIIOTCS OOJIBIINE PECypChl HA Pa3BUTHE U IPHUMEHEHHE HOBBIX TEXHOJIOIHH, B
YaCTHOCTH, JUIsi 0OECIICYCHHUs KauecTBa MOCPEACTBOM CTATHYECKOH BepU(UKALUH.
Bonbmioe konuuectBo mMoayneit simpa OC Microsoft Windows paspaGateiBarores u
TO/ZICPXKUBAIOTCS ~ MCKIIOYUTENIBHO  TPOM3BOMUTENISIMA  COOTBETCTBYIOIIETO
anmaparHoro obecredeHus. ITO B TOM YHCIIE 03HAYAET, YTO TOJIBKO PaspaboTInKH
HUMEIOT JOCTYIl K HCXOMHOMY KOIYy MOIyJei, HeOOXOAMMOMY s MPOBEICHHSI
CTaTHYeCKo BepuduKaiiu. B CBA3M ¢ 9THM 4acTo caMH pa3pabOTUUKH BHITOIHIIOT
CTATHYECKYIO BEPU(PUKAINIO, aHAJIU3UPYIOT MONTYYAIOMIHECS Pe3yJbTaThl W MPH
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HEOOXOUMOCTH MOTYT TIPOBECTH JOpabOTKY KOHTPAKTHBIX CIeIA(DHUKAIIHA.
IIporpammusbiii uaTEpdEiic Mexay moxyismu u sapom OC Microsoft Windows
SBIISETCS CTAGHIBHBIM , YTO TO3BOJISIET HCIIOIB30BATh OHH M TE K€ KOHTPAKTHBIC
crieluduKaIy U Pa3HbIX BEPCH sIpa.

Sapo OC Linux mocraBnsietcss BMeCTe ¢ OOJIBIIMM KOJIHYECTBOM MOIyJeH (okouo 4
TBIC. B TIOCIIEIHUX BEPCHUAX) B BHJE MCXOIHOTO KoJa. B ImMOATOTOBKE BCEX HOBBIX
Bepcuil sapa mpuHUMaroT ydactre Oomee 1 000 paspaborumkoB u3 Gomee 200
OpTraHU3aINiA, pacCPeTOTOUECHHBIX Mo Bcemy mupy [15]. IIpu sTom paspaborunku
caMH HE MHUIIYT KOHTPAKTHEIE crernudukanun. [IporpaMMesid nHTEphEic MEKIY
Moxysimu 1 sipom OC Linux e siBisieTcst cTabMIIbHBIM® — 9TO OCJIOXKHSET 3a/1a9y
pa3pabOTKM M MOANCP)KKHA KOHTPAKTHBIX CIENU(HUKANNii, TOCKOIbKY NPH BBIXOJE
HOBBIX BEPCHH s1pa MOXKET MOTPeOOBaThCs UX NepepadoTka.

Ocob6enHocTH pazpabdotku siapa apyrux OC He pacCMaTpUBAIOTCS B PAMKax TaHHOMN
CTaTbH, MOCKOJBKY aBTOpaM HEU3BECTHO 00 OIBITE NMPHUMEHEHHS WHCTPYMEHTOB
CTaTUYECKOI BepU(PHUKAIINN IS HUX.

1.3. CywecTByOlWMe CUCTEMbl CTaTU4ecKon Bepudukaumm
Moayneun agpa pasnmyHbix OC

Jlyist TOro 4TOOBI ABTOMATH3MPOBATH MPOIECC CTATHUCCKOW BepUBUKAIIH MOIYICH
anpa pasnuuHbix OC, paspabatbeIBatoTCs cucmemsl cmamuyeckou sepuguxayuu. Ha
CeTONHAIIHUM JEHb JO YPOBHSA TPOMBIIUIEHHOTO WCIIOIB30BaHUA I0pOCia
€/IMHCTBeHHAsI cUcTeMa cTaThdyeckoit Bepudukanuu Static Driver Verifier (SDV)
[16], xoropas Obiia pa3zpaborana B kommanuu Microsoft. Jlannas cucrema
Mo3BoJIsieT mpoBepsiTh Moaynu simpa OC Microsoft Windows pasnudnbix Bepcuii Ha
MpeIMET BBIMOJHEHHUS IPABUI KOPPEKTHOTO HCIHOJB30BAHUS IPOrPaMMHOIO
uHTEepdeiica sfApa C TOMOLIBI0 HHCTPYMEHTa CTaTHYeCKOW BepHpHKanum
SLAM [17].

Wudopmammto o cocraBe © onmumax cOopkum wmoxyined SDV  momydaer
AaBTOMATHYECKH Ha OCHOBE OPHMIMHAJIBHBIX CKPUITOB, ONMCHIBAIONINX cOOpKy. B
JAaHHOW CHCTEME€ CTaTHYEeCKOM BepH(UKAIMM 4YacTh MOJEIH OKpY>KeHH,
OINKMCHIBAIONIAs BO3MOXKHBIE CILEHApDUU B3aUMOJCHCTBUS spa M MOAYJIEH,
reHepUpyeTCss aBTOMAaTHUECKH Ha OCHOBE clienu(HKanuii, KOTOpble pa3padoTYHKH
SDV 3amanu ams BceX THIOB MOAYyJEH, W aHHOTaIMH K MOAYISAM, KOTOPBIE
OHITYTCsT Bpy4dHyoo. Mojens mporpammuoro unrtepdeiica smpa OC  Microsoft
Windows, wucmosp3yeMoro MomayisiMd, BXoauT B coctaB SDV. Crenmdpuxanuu
NpaBWJI KOPPEKTHOTO HCIOJIB30BaHUS IporpaMMHOro uHrepdeiica sapa OC
nuiryTest Ha si3eike Specification Language for Interface Checking (SLIC) [18]. B
Hacrosimee Bpemss SDV mocraBnsiercst ¢ Habopom, BkirouyarommM oxoso 200

! Noxymenrammst mo Windows Driver Frameworks:

http://msdn.microsoft.com/en-us/Library/MWindows/Hardware/ff557565%28v=vs.85%629.aspX.

? Iporpammusrii naTepdeiic szxpa OC Linux s apaitBepos:
http://www.kernel.org/doc/Documentation/stable_api_nonsense.txt.



cnennpukamuii  npaBmin.  McciemoBarensckas Bepcus  SDV [19]  mossossier
JI00aBisATh CBOM crielM(HUKALMU TMPAaBWII, & TaKXKE HCIOIb30BaTh WHCTPYMEHT
cratiyeckoil Bepupukanuud YOQi. Bojpmioe BHuMaHue paspaborumku SDV
YISIUIIA aBTOMATH3alUK 3allycKa MPollecca CTaTUYeCKOW BepupHKALUK MOIYJCH
sapa W NOJJEPXKKEe aHalk3a pe3ylbTaTOB  CTATHYECKOH  BepudUKaIHu.
ITonp30BaTensiM TOKA3bIBAIOTCS KAaK CyYMMAapHBIC pe3yJIbTaThl CTATHUCCKOM
BepudUKaIUK s aHATU3UPYEMBIX MOJYJCH 10 BCEM MPOBEPSEMBIM IPABHIIAM,
TaK U BU3YaJU3HPOBAHHBIC mpaccyl owubOox (IyTH B UCXOAHOM KO, Ha KOTOPBIX
BO3MOXKHBI HapylIeHus mpoBepsieMbIx mHpaBui). Ilo coctosHuro Ha 2010 roxm ¢
noMoieio SDV 0bu10 BbIsIBIICHO 270 OmHMOOK B MOIYNSAX S/Ipa, BXOISIIIAX B
nocraeky OC Microsoft Windows.

Inst momyneii simpa OC Linux Osuti paspaGoTaHBl JBE CHCTEMBI CTATHUCCKOM
sBepudukamuu: DDVerify  (Vuusepcurer  Kapueru-Memmon, IlurtcOypr,
CHIA)[20] u Avinux (Vaueepcurer Obepxapaa u Kapma, TroGunrex,
Cepmanus) [21].

DDVerify wucnone3yer COOCTBEHHbIE CKPUITBI COOpKH sl M3BICYCHUS
nH(opMaLuK 0 cocTaBe M ONMUUIX COOPKH aHANN3UPYEeMBIX Moayneil. KoHTpakTHbIe
crienuduKayu B 3TOW CHCTEME CTaTUYeCKOW BepH(UKAIMU 3a/Ial0TCs TIOJIHOCTHIO
BPY4YHYI0 Ha s3bike mporpammupoBanusi Cu. Paspaborumku DDVerify cnemamu
MOJIeTIb OKPY)KEHHs JUIS 4YeThIpeX THIIOB MOAYJIEH, a Takxke Uil oOpabOTUYMKOB
annapaTHBIX NpepbIBaHMM, TaiiMepoB U T.1. KpoMe Toro, HemocpeacTBEHHO B KOJIE
MOJICTIM OKPY)KEHHs OHHM 3a/laJli BOCEMb CHEUU(HKAIMA NpaBWI KOPPEKTHOTO
UCIIONB30BAHMSl ~ NPUMUTHBOB  CHHXPOHM3aUMH M IPaBWI  KOPPEKTHOU
WHULMATM3alMd  [IePEeMEHHBIX 10 HX ucnons3oBanus. DDVerify mossomser
NPOBEPSTh MOAYJIH C IIOMOLIBIO JBYX MHCTPYMEHTOB CTATHYECKOH BepU(HUKALIMU
CBMC [22] u SATABS [23]. [Ins ynpoIeHHs aHal|3a TPacc OIIMOOK B COCTaB
CHCTEMBI CTATHYECKON BepH(UKALMK BXOJMT ILTATHH JUI HHTETPUPOBAHHOM CpeJIbl
paspaborku Eclipse.

Cucrema cratuueckoil Bepudukaruu AVINUX [PETOCTABIAET BO3MOXKHOCTH
AaBTOMATH3MPOBAaHHBIM 00pa3oM TPOBEPATH EIMHUYHBIC MPENPOIECCHPOBAHHBIE
(aiiner Momyseit sapa, U 4ero B Hel OCYIIECTBIISICTCS BCTpaMBaHHE B Ipolece
cOopku siapa ImyTeM MOAM(HUKAINN OPHIMHAIBHBIX CKPHIITOB, OMMCHIBAIOIINX
cOopky. Mogens oxpyxeHHs B AVINUX 3agaeTcs MNPAKTUYECKH IOJIHOCTHIO
BPYUHYIO (2BTOMAaTHUECKH BBI3BIBAIOTCS TOJBKO OSKCHOPTUpyeMble (DYHKIUH
MOJIyJeH, I TapaMeTpoB KOTOPBIX TEHEPUPYETCS KOA HHUIIHATU3AIHN).
Crierudukanuy IpaBUII KOPPEKTHOTO HCIOIB30BAHUS IMPOTPaMMHOTO MHTEpderica
sapa OC mummytess Ha pacmmpennn si3bika SLIC. B Avinux mopmepskuBaercst
MPOBEpKa HPAaBUI KOPPEKTHOTO HCIOJIB30BAHUS NMPUMHTHBOB CHHXPOHHU3AIMH M
MPaBWJI KOPPEKTHOW paboThl ¢ maMaAThio. CHcTeMa CTaTHYeCKOW Bepu(HUKaIruu
OblTa MHTETPUPOBaHA C €IMHCTBEHHBIM MHCTPYMEHTOM CTaTHYECKON BEepU(UKALNH
CBMC. Avinux peani3oBaH B Buje Iuiarua s Eclipse, uto mos3pousier 3amyckarhb
JAHHYIO CHCTEMY aBTOMAaTH3MpPOBaHHBIM oOpazoMm. Ho mosb3oBaTesnio BBIAAIOTCS
Tpaccel omrbok B popmare CBMC, 4TO CymIecTBEHHO 3aTpyJHSACT UX aHAJIN3.
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Hu ogHa m3 paccMOTpPEHHBIX CHUCTEM CTaTH4eCKOW BepU(UKALUM HE yYUTHIBACT
ocobeHHocTH nporecca paspadorku sapa OC Linux B monHoi mepe. Cucrema SDV
MpenHa3HadyeHa TOJIbKO JUIA CcTaThdeckod Bepudukamum wMomynen sapa OC
Microsoft Windows, mnporpamMMmHBIii HHTEpEHC KOTOPOTO HE H3MEHSETCS C
tTeuenneM Bpemenu. DDVerify TpeGyer mepepaGoTkM COGCTBEHHOTO MpoIecca
cOOpKH, 3aroJI0OBOYHBIX (AalIIOB S1pa ¥ KOHTPAKTHBIX CHEHU(DHUKALMHA IS KaXI0U
HOBOM BepcuM snpa. Kpome Toro, B JaHHOM CHCTEME CTaTHYECKOW BepUpHUKALUH
ObUTa peann3oBaHa MOJIENb OKPYKEHHS TOJBKO JJISI YETBIPEX THIIOB MOJIYJEH M3
HECKOJNBKUX COTeH. AVINUX He MOAJCPKUBACT aBTOMATHYECKYIO IPOBEPKY
MOJIyJIei, COCTOSIINX U3 HECKONBKUX (hailyioB, TpeOyeT 3amaBaTh OONBLIYIO YacTb
MOJICTIM OKPY)KEHHsI BPYYHYIO M TaKKe BPYYHYIO CIEINTHh 32 aKTyaJlbHOCTHIO
cnenupukanuii npasmwi. O6e CHCTEMBI CTaTUYeCKOi Bepu(UKAIH MOIYIEH sapa
OC Linux He TpoIeMOHCTPUPOBAIIN 3HAUNTEIBHBIX PE3YJIBTATOB HA TIPAKTHKE, H UX
HO/IepXKKa ObLIA MPEeKpaIeHa HECKOIBKO JIET Ha3al.

Hu oiHa U3 pacCMOTpPEHHBIX CUCTEM CTaTHYECKOH BepH(UKalMU HE MOJIePKUBAET
MHTETPALUI0 CTOPOHHUX MHCTPYMEHTOB CTaTHUECKOI BepupuKanuu. ITo 0COOCHHO
Ba)KHO IIpH HpoBepke Monyinei sapa OC Linux, mOCKONBKY, ¢ OZHON CTOPOHBI, IS
NPOBENICHUSI aHAIIM3a JOCTYITHO OOJIBIIOE KOJHYECTBO HHCTPYMEHTOB CTaTHYECKOM
BepH(DUKALMHK, PEATM3YIONINX NPHHIUINAAIBHO PA3IMYHbIC MOJIXOMABL, a C IPYyroi
cropoHsl, B orianume ot Microsoft SDV y pa3paboT4MKOB CHCTEM CTATHYECKOM
BepHDUKAMKA HET JOCTaTOYHOTO KOJMYECTBA PECypcoB Ha TO, YTOOBI
OJJHOBPEMEHHO BECTH IIOJHOLICHHYIO IIOJICPKKY KAaKOrO-TO  BBHIJCICHHOI'O
MHCTPYMEHTA CTaTU4eCKOl BeprduKarmu.

CylIecTBYIOIINE CHCTEMbI CTaTHYECKOI BepU(pHUKALUKN HE TPEIOCTAaBISIIOT CPENICTB
JUISl CPAaBHUTEIHLHOTO aHAJM3a PE3yJIbTaTOB BEpU(UKALNK W aBTOMATU3NPOBAHHOM
pa3MeTKH cooOmIeHnH 00 ommnoOKax, 4To BaXKHO, TIOCKOJIBKY IPOBEPSEMbIX MOJYJIEH
sapa OC  Linux, cneumdwukamuii npaBui, HHCTPYMEHTOB  CTATHYECKOM
BepUUKALUH U UX KOHPHUTYparuii MOXKeET ObITh JOCTATOYHO MHOTO, a KPOME TOTO,
CO BPEMEHEM OHHU Pa3BUBAOTCSL.

B ¢Bsi3u ¢ 3THM pa3pabOTKa HOBOIO METO/a M CUCTEMbI CTATHUECKOW BepupuKanuu
moyneit sapa OC Linux siBiisieTcst akTyanbHOM 3aa4ueid.

1.4. MnaH cTaTbM

Bo BropoM pa3zmene IOaHHOH CTaThM NPEACTABICH METOA  CTaTHYECKOH
Bepudukamun momyneit simpa OC Linux. TlokassiBaeTcs, YTO METOJ TMO3BOJISET
KOH(QHUTYypHPOBaTh TPOLECC MPOBEPKH Ha Ka)XJIOM U3 ero stamoB. Kpome Toro,
OTIHCHIBAIOTCS MOAM(MUKALMN METOJa, HEOOXOIMMBIE ISl €r0 HCIIOJIB30BaHHSA C
HEeNpl0  BepUPHUKAIMKA  KOMIIOHEHTOB  sapa apyrmx OC.  ApxuTekTypa
pa3paboTaHHON KOH(PHUTYPHPYEMOH CHCTEMBI CTAaTHYECKOH BepU(PHKAIMN MOIYyJIeH
sapa OC Linux paccMoTpeHa B TpeThbeM pasneiie. UeTBepThlil pa3zies MOCBAIICH
pe3ysibTaTaM NpaKTHYECKOTO NPHMEHEHUs JTaHHOW cucTeMbl. B nmaHHOM pasnene
AHAM3UPYIOTCSI BBISBICHHBIC OWMOKKH B Monymsax sapa OC Linux, mpuuuHBI
JIOXKHBIX COOOLIEHUI 00 ommOKax M NPOIycKa ONIMOOK, BpeMsl MNPOBEICHUS
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CTaTHYeCKOil BepHMUKAIIMM W TPWINHBI HEYCIICIIHOTO 3aBEPIICHHS PaOOTHI
CHUCTEMBI CTaTH4ecKoil Bepudukanuu. [loMmMO 3TOro, B UYETBEpTOM pasiene
paccMaTpUBAIOTCS BO3MOXKHOCTH pPa3pa0OTaHHON KOHQHUTYpHUPYEeMOH CHCTEMBI
CTaTUYeCKOi BepHUpHUKAIMKM Ui CPaBHEHHS HMHCTPYMEHTOB  CTaTHYECKON
Bepu(UKAIMN W WX KOHQUryparwmid. B 3akiaroueHNH MONBOAATCS WTOTH, a TaKXkKe
MPE/ICTABIISIIOTCS HAIIPABIICHNUS JalbHEHILEro pa3BUTHSI.

2. Memod cmamud4eckoli eepugukayuu moodyselu sidpa OC
Linux

[IpemmaraeMslii B JaHHOW CTaThe METOJ CTaTHIECKOHN BepHU(UKAIIIHM MOIYICH sapa
OC Linux cocTouT M3 HECKOJBKHUX HIATOB, KOTOPBIE OMMCAHBI B mojapasenax 2.1-
2.5. B mompasnene 2.6 ONKMCHIBAIOTCS MOAM(DUKANUU METO/1a, KOTOPHIC MO3BOJISIOT
MPUMEHSTB ero IS Bepu(UKaIui KOMIOHEHTOB sipa Apyrux OC.

2.1. NepBoHa4anbHas noaroToBKa ncxogHoro Koaa K
cTaTu4yeckou Bepucpmkaummn

Ha mepBoM m1are MeToa ocymecTBISICTCS IEPBOHAYAIBHAS TIOATOTOBKA HCXOJHOTO
koza siapa u moayieir OC Linux k cratuueckoit Bepudukanuu. B moapaznene 1.1
OBUIO OTMEYEHO, YTO COBPEMEHHBIC MHCTPYMEHTBI CTATUUECKOW BepU(pHUKALUK HE
MO3BOJIIIOT MpoBepATh siapo OC nenukoM. B cBA3M ¢ 3THM BO3HHKaeT 3ajaua
pas3ienuTh UCXOMHbIM Kox sapa u moxyied OC LinUX ¥ cOOTBETCTBYIOIIME UM
KOMaH/(bl KOMIWISIIUK ¥ KOMIIOHOBKHW, OTHCHIBAIONINE NpaBHiIa COOPKH, TaKUM
00pa3oM, 4TOOBI pa3Mep TONYYaeMBIX 00bekmos eepuguxayuu ObLT OTpaHUYCH
HECKOJIBKUMH THICSYAaMH WM JECATKAMH THICSY CTPOK, HO IIPU 3TOM JaHHBIC
00BEKTHI BKITIOYAIH B ce0s1 KaK MOKHO OOJIbIIIE KOJIa, YYaCTBYIOLIET0 B peaH3alliy
(hyHKIIMOHAJIBHOCTH COOTBETCTBYIOIIMX MOAyJseil. HanpuMep, MOKHO BBIAETATH B
OTHENbHBI 00BEKT BepuuKamuu (aibl ¢ HCXOIHBIM KOJOM, KOTOpBIC
HEIMOCPE/ICTBEHHO COCTAaBIISIOT aHAIM3UPYEMBIH MOAYJIb, ¥ COOTBETCTBYIOIINE UM
KOMaHIB COOpKH>. MOMylb $Ipa MOXKET BHI3BIBATH (DYHKIMH $Ipa, a TaKKe
(GyHKUMM W3 JIPYrUX MOAYJIEH, IMOITOMY COOTBETCTBYIOIIMH OOBEKT MOXKHO
JIOTIOJTHUTD KOJIOM THX (DYHKIIHA.

B mpemnaraeMoM Metone OOBEKTHl BepH()MKALUHM TOTOBSTCS aBTOMATHYSCKH Ha
OCHOBE OpHIMHAJBHBIX CKpHITOB cOopku sigpa OC Linux, s dYero OHHM
MOJIUDUIMPYIOTCS TAKMUM 00pa3oM, uTOObI Hapsay ¢ COOCTBEHHO COODKOI siapa u
MO)IyJ'leﬁ BBIBOJHJIACH I/IHq)OpMaLII/IH 0 COOTBETCTBYHOIIUX KOMaHAaX KOMIIMIAONNA U
KOMITIOHOBKHM.

¥ 310 MOXHO CleNaTh HA OCHOBE KOMAHJ KOMIIOHOBKH, KOTOpPbIE COOTBETCTBYIOT
MOJIYJISIM, TIOCKOJIbKY BBIXOAHBIE (haiiIbl KOMaH KOMITUIISIIUN (aiIoB ¢ UCXOTHBIM
KOJZIOM SIBJISIFOTCSl BXOJHBIMH (haiimamMu JUiss KOMaHJ KOMIIOHOBKH, B TOM YHCIIE,
KOMaH/1 KOMIIOHOBKH MOAYJIEH.
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2.2. NMocTpoeHne moaenun oKpyxeHus

Jlst Toro 94TOOBI IPOBEPHUTH TOJTydaeMble Ha IMEPBOM IIare 00bEKTHl BepHDUKAITII
Ha TPEJMET BBINOIHEHUS MPaBWI KOPPEKTHOTO WCIOJL30BAHUS IPOTPAMMHOIO
unrepdeiica smpa OC Linux, Ha BTOpOM Iare MeToja Jjisi 3THX 0OBEKTOB CTPOUTCS
MOJICNIb OKPYKCHHS W 3aJacTCs TOYKa BXONA JJII HWHCTPYMCHTOB CTaTHYCCKOM
Bepu(UKaIum.

B tummarom momyie stapa OC Linux ompemensiorest GyHKIMSA MHUIHAATA3AINH,
o0pabortunky  (00pa®OTYMKM HHHLIMAIM3aLMU W  OTKIIOYCHUS  yCTPOWCTB,
00paboTYMKK OTKPBITHS, YTEHMs, 3alMCH W 3akpbiTus (ailyioB, 00paboTUHKH
annapaTHBIX NpepbIBaHUH M T.A.) U QYHKIHS BbIxoaa. DyHKIUS MHULMATH3ALUH
BBI3BIBACTCA MpH 3arpy3ke Monayis siapoM. JlaHHas ¢QyHKUOMS peructpupyer
00pabOTYMKH MOIYJIsl, KOTOPBIE 3aTEM BBI3BIBAIOTCS SAPOM IIPH HEOOXOIUMOCTH
st 0OpabOTKM CHUCTEMHBIX BBI3OBOB OT IIOJIb30BATEIBCKUX IPHIIOKCHUI,
anmapaTHIX MPEPHIBAHUIA U BHYTPEHHUX COOBITHI sinpa. [lepen BEIrpy3Koil MOy
BBI3BIBaCTCA (QYHKIMS BBIXOAA, B KOTOPOH IMPOHUCXOAUT  OCBOOOXKACHHE
BBIICJICHHBIX JUISl MOJYJISl PECYPCOB H IepeTHCTpans 00pabOTYHMKOB MOIYJIS.

B mpennmaraemoMm Metome craruueckod Bepudpumkanuu momynei supa OC Linux
MHO)KECTBO CLICHAPHEB B3aMMOJICHCTBHSA A1pa U MOJYJEH, KOTOPhIE BO3MOKHBI TIPH
UX paboTe B peajJbHOM OKPYKCHHH, OIHCHIBACTCS C IOMOIIBIO T-POLECCOB [24,
25]. OTo mo3BONAET 3a7aBaTh MOJAENb OKPYXXCHHUS KakK Ha JETaTbHOM YpPOBHE JUIA
OTIPEZIETICHHBIX TPYII O0OpaOOTYMKOB MOIYNEH, TaKk M B BHUJEC IIA0JOHOB, IOA
KOTOpBIC ITOMaaeT OOJBIIMHCTBO OCTABIIMXCS Ipym. B mabioHax MokeT ObITh
OIMCaHO, HATPUMEP, YTO 00pabOTYNKU MOIYJIEHl MOTYT BBI3BIBATHCS TOJBKO MOCIE
YCIIEIIHOTO BbI30Ba (DYHKIMM HMHHULIUAIM3ALUKN, YTO OTKIIOYCHUE YCTPOKCTBA
MOJKET OBITh BBINMOJIHEHO TOJIBKO IOCIIE €r0 YCHEIIHOW WHUIMAIM3alKU, a YUTaTh
u3 (haitla MOXKHO TOJIBKO ITOCIIE €T0 OTKpBITHA. braromaps aToMy criennuKaIuio
T-MOJIENTH OKPYXKSHUsI Tl Bcex THIMOB Mojynei siapa OC Linux ymaercs 3amath
JIOCTaTOYHO KOMITAaKTHBIM 00pa3zoM. Kpome Toro, ofHa u Ta ke creuudukanus m-
MOJIETI OKPYXEHHUsI MOKET OBITh HCIIOJb30BaHA ISl Pa3jIMuHBIX BEPCHH sapa,
MOCKOJIbKY B IIaOJIOHAX HE yKa3bIBAIOTCS HU KOHKPETHbIE 00paObOTYMKK MOAYJICH,
HHU JaXe KOHKpETHble Ipymmbl o0paboTunkoB. B kauectBe mpumepa Ha puc. |
MOKA3aHO CXEeMaTHYHOE OIMCaHWEe MOJENN OKpYyXeHus i apaiisepa USB-
YCTpOICTBa.

Ilonp3oBaTens MOXKET JAOMONHUTH CHEUUGUKAIMIO T-MOJENIH  OKPYKEHHS,
HarpyuMep, ONHCaTh TOYHO OIPEJENICHHYIO IPYIILy 00paboTYMKOB MOIYyJEH, Il
KOTOPOH MOZENb OKPYXEHHS CTpOMJIach Ha OCHOBE IIA0JIOHA, €CIIN BBISICHUTCS, 4TO
HEKOTOpasi U3BECTHAsl OLIMOKa MPOIyCKaeTcs U3-3a TOT0, YTO MOJIENb 3aJaeT HE BCE
BO3MOJKHBIE CLIEHAPUM B3aUMOJEWUCTBUS sfpa U MOAYJIEH, WM BBIAAETCS JIOKHOE
cooOmenre 00 ommMOKe BCIENCTBHE TOTO, YTO MOJENb IOIYCKAaeT CIeHapHH
HEBO3MOXKHBIE B PEAIbHOM OKPYKEHHH.
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BrzoB
dyHKIHH
MHHUIUAIM3alUH

Monynb
BBITPYXKEH

Monyns He
3arpyxeH

Brzos

GyHKIHH Monyns Bh130B GyHKIHH
HHMLMAIA3A1IN 3arpyxeH BbIX0O/1a
Brzos
BbI30B Brizos obpaboTunka
OTKIIFOUEHHUST
o0OpaboTunka o0Opaborunka e 1
MHHTHAATA3AIIT HHHOHATH3aIHH -ycTpoKcTBa

USB-yctpoiicTBa

USB-yctpoiicTBa N
(ycrerHsblit)

(HeyCIIeLIHBIIA) USB-yctpoiictBo

HMHULIHUATIM3UPOBAHO

Puc. 1. Cxemamuunoe onucanue mooenu okpyxcenus oisa opatieepa USB-
ycmpoticmea.

[MonOupare M 3anodHATH INAOJIOHBI W3 CIEHU(UKAIMUA T-MOJEIH OKPYKCHHS
npeaaraeTcs — aBTOMaTHYECKH HAa  OCHOBE  aHalM3a  HCXOJHOTO  KOJa,
COCTAaBJIAIOLIETO MOJyYeHHBIC Ha MPEAbIIyIIeM mare o0beKTs Bepudukanuu. Jis
KaXJOro 0O0BEKTa MOXKET OBITh IOCTPOCHO HECKOJBKO MOAENEeH OKpYXeHHs,
HarpuMmep, AT pasHBIX TIpynn oOpaborunkoB moxmyneidl. C menpio TOro, 4ToOBI
BIIOCTEJICTBMM  HWCHOJB30BAaTh  paszIM4YHBlE  HHCTPYMEHTHI  CTaTHYECKOMH
Bepu(UKalMK, KakIgas TONy4eHHass MOJENIb OKPYKCHHs TPaHCIUPYETCS B
¢yakouio Ha s3plke CH, M3 KOTOpPOH BBI3BIBAIOTCS OOpabOTUMKH OOBEKTa
Bepu(UKalMH B TOM BHAE W B TOW IIOCIENOBATEIHHOCTH, B KOTOPBIX 3TO
MPOUCXOJUT MPH €ro paboTe B pealbHOM OKPY)XeHHHU. DTa GYHKIHMS 100aBiIseTCs K
HCXOJTHOMY KOAy 00beKTa BepHu(HUKAINK U B JAIbHEHIIIEM HCIIONb3yeTCs, KaK TOUKa
BX0/1a JUISl KHCTPYMEHTOB CTATHYECKOH BEpUPHUKALIHH.

2.3. NocTpoeHue cneumndmkaummn npasun KOPPEKTHOro
MCcnonb30BaHUA NporpaMmmMmHoro nHtepcenca sapa OC Linux

Ha tperpem mrare meroja Juist TeX 3JIEMEHTOB IPOrpaMMHOT0 HHTepdeiica siipa OC
Linux, KoOTOpsle pEJIEBAHTHBI CIEHUPUIUPYSMBIM TPaBHIAM, [peIaracTcs
paspaboTaTh MOJENb", a HA OCHOBAHMH COCTOSHHS 9TO MOJETH M 3THX TPABUIT —
3a/1aTh MPEAYCIOBUS TaHHBIX AJIEMEHTOB ITPOrPAaMMHOTO HHTepdeiica.

* ta MOIeITh ABIIACTCS YACTHIO MOJIENH OKPYKEHHs uTs Moayseii supa OC Linux.
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#include <linux/usb.h>
#include <verifier/rcv.h>

/* MHOXECTBO yKa3aTelei Ha CTPYKTYPBbI
urb, o KOTOpBIE ISt MOIYIISI ObITA
BbIJI€JICHA MTaMATh. THIT JAHHBIX MHOXECTBO
set, a Takxke onepauuy ¢ 00bEKTaMH JaHHOTO

/* OnucaHue MHOXECTBA TOUEK UCIIOIb30BAHUS
3JIEMEHTOB MIPOTPAMMHOT0 UHTepdeiica sapa. * /
pointcut USB ALLOC URB: call(
struct urb *usb alloc urb(int,
gfp_t))
pointcut USB_FREE URB: call(
void usb free urb(struct urb *))

THIAa ONPEACIEHBI B 3ar0JIOBOYHOM QJaime
verifier/rcv.h. x/
set URBS = empty;

/* TlpuBsi3ka BBI30BOB MOJIEIBHBIX (QYHKIMIH K
TOYKAaM HCIOJIb30BaHUs JIEMEHTOB IIPOrPAMMHOIO
untepdeiica. */

around: USB_ALLOC_URB ({

/* MopenbHble GYHKIUHU 11 BBIAEICHUS 1 1
return 1dv usb alloc urb();

0CBOOOK/IEHUSI TIAMSITH 1101 CTPYKTYpbI Urb.
MonenbHast pyHKIUS BBIIACTICHHS TAMSITH }
Idv_alloc ompenenena B 3aronosousoM daiine | around: USB_FREE_URB {

verifier/rcv.h. */ ldv_usb free urb(Sargl);

struct urb * }
1dv _usb alloc urb(void)
{ /* TlpemycnoBus 3JIEMEHTOB IIPOrPAMMHOIO

void *urb; uaTepdeiica sapa. Makpodyukuus ldv_assert

urb = Idv_alloc(); orpezesiercs B 3aroioBoYHoM Gaiine verifier/rcv.h
if (urb) { CIIEAYIOLIMM 00pa3oM:
add (URBS, urDb) ; #define 1ldv _assert(e) (e 2 0
} ldv_error())
return urb; static inline void ldv_error(void) {
} LDV_ERROR: goto LDV ERROR;
void }
1ldv_usb_free urb(struct urb LDV_ERROR sBisieTcst METKOH, JOCTHKUMOCTh
*urb) KOTOPOIi paBHO3HAYHA HAPYILICHUIO IPOBEPSEMBIX
{ MPaBUIL
if (urb) { */
remove (URBS, urb) ; before: USB_FREE_URB {
} ldv _assert(contains (URBS, S$argl));

} }
after: MODULE_EXIT {

1dv_assert(is _empty (URBS)) ;
}

Puc. 2. Ilpumep cneyugurayuu npasui KOppexmHozo 8bloeeHUst U 0C8000HCOeHUS
onoxos-3anpocog o USB-ycmpoticms. IlogpoOHO miporiecc mocTpoeHUs
cnenuUKauil IpaBmI KOPPEKTHOTO HCIIONB30BAHUS MPOTPAMMHOTO HWHTEpdeiica
sapa OC Linux onwmcan B auccepraimu [26]. Tam ke HpenCTaBIEHO ACIEKTHO-
OpUCHTHPOBAaHHOE pacIIUpeHre s3bIka TnporpammupoBanms CH, KOTOpoe
UCTIONB3YyeTCs JUIA 3amaHus crenudukanuid. Ha puc. 2 mpexncraBiieH mnpuMep
crnenu(UKAIUN TPAaBHJI KOPPEKTHOTO BBIICICHUS M OCBOOOXKICHHS OJIOKOB-
3anpocos st USB-ycrpoticts (USB Request Blocks — URB), KOTOpBIii HarJIsIHBIM
00pa30M IMOKa3bIBACT COCTABHBIC YACTH CICIU(PHUKAIMNA U WX B3aUMOCBS3b IPYT C

JPYTOM U KOJIOM aHAJU3UPYEMbIX MOYJICH.

Crenyer OTMETHTH, YTO B IIpPE/UIaraéMOM METOJE CTAaTHYECKOH BepU(HUKALUH
MoayJeit simpa OC LinuX curHatypsl 2J1€MEHTOB MPOrpaMMHOro HHTepdeiica spa,
JUISL KOTOPBIX pa3pabaThiBacTcs MOJENb M 3aJA0TCs IPELYCIIOBHS, ONUCHIBAIOTCS
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moaHoCcThIO (cM. ompenenenuss USB_ALLOC_URB u USB_FREE_URB na puc. 2).
brnaronaps >TOMy BO3MOXXHO aBTOMATH3HUPOBaHHBIM 00pa3oM HOANEPKUBATH
COIJTACOBAHHOCTH CIeLM(UKAMN MPaBHI C NPOrPaMMHBIM HHTepdeiicoM siapa U
ero peanusalyeil, MOCKOJIbKY IPH CYIIECTBCHHBIX N3MEHECHHUAX B peajiM3aliy supa
OC Linux pa3paboT4uKH, KaK TPaBUIIO, H3MEHSIOT COOTBETCTBYIOIINE 3JIEMEHTHI
nporpaMMHOTo uHTEpdeiica.

ITone30BaTenp MOXKET J0padaThiBaTh CHEHU(GUKAIMA TPABHJI KOPPEKTHOTO
HCIIONIB30BaHUs TIporpaMMHoro uHTepdeiica smpa OC Linux, eciu okaxeTcs, 4To
OHU HEJIOCTATOYHO TOYHBIC W MPHUBOMASAT K MPOIMYCKY HU3BECTHBIX OIMUOOK MJIM K
JIOXKHBIM cooOmeHnssM 00 ommbOkax. Taxke IONB30BaTh MOMKET MPEIOCTABHUTH
COOCTBEHHBIE CTICIN(UKAIIH PaBUIL.

Ha ocHoBe crnenudukanuii npaBwi B METOJE IpeAiiaractcs WHCTPYMEHTHPOBATH
MCXOJHBIN KOJI, TIOJIy4YSHHBI Ha BTOPOM IIIare, TAKMM 00pa3oM, 4TOObI HAPYIICHHS
MpaBIJI KOPPEKTHOTO KMCIOJIb30BaHUs mporpaMmHoro uurepdeiica supa OC Linux
cootBeTcTBOBaIM nocTmxkuMoctd MeTkn LDV _ERROR oT 3agaHHBIX TOYEK BXOAA.
B pesynbrare 3TOrO MONYYAIOTCS Gepupurkayuonnvle 3a0ayu — OOBEKTHI
Bepu(UKAIIUK C IOCTABIICHHBIMHI HA HUX 33JIa4aMH IOCTH)KUMOCTH.

2.4. 3anycK MHCTPYMEHTOB cTaTU4eckon Bepudurkaumm

Ha YE€TBEPTOM 1are MeEToaa Ha MNOJYYCHHBIX BepI/I(i)I/IKaIII/IOHHI)IX 3agadyax
3aIlyCKarTCsA HHCTPYMEHTHI CTaTUYECKOM Bepnq)yu(aunn JJ1d TOTO, YTOOBI BEIIBUTH
HapyHmCHUA MPOBEPACMBIX IMPAaBUJI UJIN AO0KA3aThb KOPPEKTHOCTH COOTBETCTBYOIIUX
Moz(ynef/i OTHOCHUTCIIbHO HaHHBIX IIPaBUII. B MCTOAC MpealaracTcd 3aIllyCKaTb
HHCTPYMCHTBI NOCPCACTBOM aAaIITCPOB. Az[anTep AJIsI HCKOTOPOro HMHCTPYMCHTA
CTaTHYECKOM BepI/Iq)I/IKaL[I/II/I BBITIOJIHACT CJICAYIOMICE:

e ToroBuT cocTaBisOIMe 00BEKTHl Bepudukaunu CH-(ailiipl, HanpuMmep,
NPUMEHSCT K KaXIOMY M3 HUX CTaHIApTHBHIA mHpenpoueccop szbika CH,
oOpabaTpIBaeT (ailyibl ¢ MOMOIIBI0 HHCTPYMEHTa TpaHC(POpPMAlUU KoAaa
CIL [27], wmu coenuusieT Bee (aiiiasl B 0AuH ¢ moMomibio Toro xe CIL (Bce
WHCTPYMEHTBl ~ CTaTHYECKOH BepUPUKAMKM TNPUHUMAIOT HA  BXOJ
NpEnpoLecCUpOBaHHbIe  (aiabl € MCXOJHBIM KOJOM, a HEKOTOpbIC
WHCTPYMEHTBI MOT'YT aHAJIM3UPOBATh TOJILKO OJIMH (aiin 3a pas).

e 3amyckaeT HMHCTPYMEHT  CTaTHueckodl  Bepudukanuu, nepenasas
moaroToBiaeHHsle  Cu-¢paiibel M HEOOXOOUMYI0 KOHQHUIyparuoo |
OTpaHWYMBAs TOTpeOsieMble HWHCTPYMEHTOM pECypChl, Takue Kak
NIPOLIECCOPHOE BpeMsi M ONepaTHBHas NHaMATh (3T0 Heo0XoIuMmo,
TIOCKOJIbKY HMHCTPYMEHTBI CTaTH4ecKoW Bepudukanum Moryt paboraTb
HENPHEMJIEMO JIOJITO W/WIK MOTPEOISATh Ype3MEPHO OOJIBIIOE KOJIMYECTBO
TaMSsITH).

e (OOpabarbIBaeT CTaTyC 3aBepIICHHs PabOThl MHCTPYMEHTa CTAaTHYECKOU
Bepu(uKanuy (HapruMep, 3aBEepIIeH YCIENTHO, FIIH 3aBEPIICH 110 CUTHATY
B CBS3M C TIPEBBIIICHWEM OrPAaHWYCHHS 110 TAaMSTH, WIH 3aBepIIeH
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HEKOPPEKTHO ¥3-3a OMmMMOKA B HWHCTPYMEHTE) M  MOJCYUTHIBACT
oTpeOIeHHBIE HHCTPYMEHTOM PECYPCHI.

e [lpu HEyCHeIHOM 3aBEpIICHWH WHCTPYMEHT CTaTWYecKOd Bepupukammn
HE BBIHOCHT OIPEAEICHHOTO BEPIUKTA, IIO3TOMY B [aHHOM CIIydae
amantep JOJDKEH CreHepupoBarth BepauktT Unknown u ykasaTe MpHYHHEL
HEYCIICIIHOTO 3aBEepIICHUs] PabOTbl, KOTOPHIE OH MOXKET ONPENENIUTh Ha
OCHOBE aHajJM3a BBHIBOJA HMHCTPyMEHTa W MH(MOpPMALMH O cTraTyce
3aBeplICHHs PaboThl MHCTPYMEHTA.

e B choyyae yCHEIIHOrO — 3aBEpIUCHUS  HMHCTPYMEHT  CTaTHYeCKOU
BepuHKauu J1U00 TapaHTHPYEeT OTCYTCTBHE HAapyLICHHH MpPOBEPSEMBIX
npaBuin (BeIHOCHT BepaukT Safe), mmb6o roBopur 06 OOHApy)EHHH
BO3MOJKHOTO HapyuieHus mpaBuia (BelHOCHT Bepaukt Unsafe) — agamrep
JOJDKEH OINPEIeINTh COOTBETCTBYIOIIMII BEPIUKT HAa OCHOBE BBIBOJAA
HHCTPYMEHTA.

e Ilpu BeiHeceHmn Bepaukta Unsafe BBIBOg HHCTPYMEHTa CTAaTHYECKOM
BepU(UKAIUK CONMPOBOXKAACTCS Tpaccoil OomuOKM, (GopMmar KOTOpOH y
pa3sHbIX WHCTPYMEHTOB MOXKET CYIIECTBEHHO OTJIMYAThCs, MOITOMY C
LENbI0 YIPOLIEHUS] MOCIEAYIOUIEro aHalk3a pe3yJbTaToB CTaTHYECKOM
BepuUKalUK ajganrtep AOJKEH NpeoOpa3oBbIBaTh BCE TPACCHI OLIMOOK K
obmiemy popmaty (cM. CrenyroIuil moapasuen).

Jnss  WMHTErpalyyd CTOPOHHHX HMHCTPYMECHTOB CTaTHYSCKOH  BepHUKAaLUH
H0JIL30BATEII0 HEOOX0JUMO pa3paboTaTh COOTBETCTBYIOIUM agantep. Ilpu 3tom
MOJKHO HCITIOJIB30BaTh YaCTU aAalTEPOB I APYTUX UHCTPYMEHTOB, ITIOCKOJIBKY OHU
MOT'YT OBITh YCTPOEHBI CX0KUM 00pa3oM.

2.5. AHanus pe3ynbTaToB CTaTM4eCcKon Bepudmkaumm

Ha 3zaxmrounrtensHOM — Imare  paccMaTpuBaeMOro — METOJa  Hpejasaraercs
aBTOMATH3MPOBATh aHAIIN3 PE3YJIbTATOB CTATHYECKON BepH(UKaINU MOAYJIEH sipa
OC Linux B HECKOJIbKUX HAMPABJICHHSIX.

Bo-nepBeIX, yHnpocTHUTh aHAIW3 TpacCc OIMIMOOK, BBIAABAEMBIX WHCTPYMEHTaMH
CTaTHYECKOH Bepu(MKalMy, — JaHHBIH BUJ aHaJIM3a HEOOXOIMMO BBINOJHATH IS
TOrO, 4TOOBI pa3o0paTbcs B NMPHUYMHAX BBISIBICHHBIX OIIMOOK, a TakXe, YTOOBI
OTIPEIeTINTh, KaKHEe COOOMIEHNS 00 OImMOKax SBIAIOTCS JOXKHBIMU. C 3TOH menbio
npejIaraeTcs cHadaia 1mpeoOpa3oBhIBaTh BCE TPACChl ONIMOOK K o0mmemy dopmary
(3T0 nmemaercst amanTepoM UL COOTBETCTBYIOILEIO HHCTPYMEHTa CTaTHYECKON
BepHu(UKaIum), a 3aTeM €IUHOOOPa3HO BU3yaIM3UPOBATEH TPACCHI, IPEICTaBICHHEBIE
B oOmeM ¢opmare, C TPHUBI3KOW K COOTBETCTBYIOIIEMY HCXOJHOMY KOZIY
aHATM3UPyeMbIX Moxysiei u sapa OC Linux.

Bo-BTOpBIX, aBTOMATH3HPOBAHO pa3MeyaTbh COOOIIEHHS 00 OmuOKax (yka3bIBaTh
ObUTa M HalZieHa OIMMOKa WM COOOIIeHUE 00 OmMOKe SBISIETCS JOXKHBIM), SCIU
COOTBETCTBYIOII[HE  TPACChl  OIMMOOK  OKAa3bIBAIOTCS  IMOXOXKHMH Ha  yiKe
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NPOAHAIU3UPOBAHHEIE TPACCHl OMMOOK, HAIIPUMEpP, UMEIOT OAWHAKOBBIC JIEPEBBS
WIM CTeKH BbI3bIBaeMbIX (yHKiui. braromaps 3ToMy MOXHO CYIIECTBEHHO
COKPATUTh TPYAO3aTpaThl Ha aHAIM3 pe3yibTaToB. Hampumep, ecim HHCTpyMEHT
CTaTU4eCKOi Bepru(UKAIIUH BBIJACT JIOKHOE COOOIIeHHE 00 OommOKe Py IMPOBEPKE
Momysss Hekotopoit Bepcum sapa OC Linux, To, Kak MpaBHIo, OH BBIIACT
JOCTaTOYHO TOXOXYI0 Tpaccy OMIMOKM IIpHU IIPOBEpKE JAHHOTO MOAYJS B
clefymlolied Bepcud  sAApa, M Onarojaps aBTOMAaTH3MPOBAHHOM — pa3METKe
coo01eHni 00 OmMOKax MOYKHO HE MMPOBOANUTH aHAJIM3 TOBTOPHO.

B-TperbuX, NMpemocTaBUTH CTATHCTUKY M BO3MOXKHOCTH CPAaBHEHUS Pe3yJIbTaTOB
CTATHYECKOH BepH(UKALUH, YTO HEOOXOIMMO, ITIOCKOJIBKY MPOBEPAEMBIX MOMYJICH
sapa  OC  Linux, crmemmukamuii MpaBwi, WHCTPYMEHTOB CTaTHYCCKOM
BepU(HKALUY U UX KOHPHUT'Ypalid JOCTaTOYHO MHOTO, @ KPOME TOTO, CO BpEMEHEM
OHU Pa3BHBAIOTCA.

B-ueTBepThIX, OO€cTeunTh BO3MOXKHOCTH COBMECTHOTO aHallM3a pPE3YNIbTaTOB
CTaTHYECKOH Bepu(UKanuu 0e3 CyNIECTBEHHBIX TPYyZO3aTpaT HAa OPTaHMU3AIHIO
B3aUMO/ICHCTBYS.

2.6. AganTauua metopa C uenbl BepuduKauum KOMMOHEHTOB
aapa gpyrmx OC

IIpemioskeHHBIT B JaHHOM pasfelic METOA MOXKET ObITh NPUMCHEH JUIs
Bepudukanun kKoMmoHeHTOB sapa apyrux OC. C aroit menpro miast meneBoit OC
HEOOXOIUMO:

e Ilpennoxurh Noaxon K MOATOTOBKE 00BEKTOB BepI/I(bI/IKaLu/H/I. [Honyuyats
I/IH(l)OpMaLII/IIO O COCTaBE€ U OIINUAX C60pKI/I KOMIIOHCHTOB fA/Ipa MOKHO Ha
OCHOBC OPUT'MHAJIbHBIX CKPHUIITOB C60pKI/I, TAaKXE€ KaK U 1A Moz[yneﬁ AApa
OC Linux.

e [loctpouTh MOJENs OKPYKEHUS IS aHATHU3UPYEMBIX KOMIIOHEHTOB SIIpa
OC. Jnga »TOro HYXHO U3Y4YUTh OCOOEHHOCTH B3aMMOJCHCTBHS
KOMIIOHCHTOB MEXay co00#f u ¢ okpyxenuem OC u cPopmynupoBaTh
OTPaHMYCHHUSI HA MHOYKECTBO CIICHAPUEB B3aUMOJCHCTBHS MEXIy HHUMHU.
CTpOHUTh MOJCIb OKPYKEHHUS, OMHPAsICh HA JAHHBIC OTPAHUYCHUS, MOKHO
BPY4HYIO JIMOO HA OCHOBE HEKOTOPOTrO (JOPMAIILHOTO OITUCAHHMS.

e 3amarh crnenudUKAMK MIPAaBWI, COOTBETCTBYIOMNX OIIMOKAaM HCKOMOTO
Buna. Hampumep, s ToOMCKa HapymeHWH TIpaBHI KOPPEKTHOTO
UCTIONB30BaHMs TMporpaMMHOro uHTepdeiica siupa OC cHayana HyXKHO
ONPENENNTh  pEJEeBaHTHBIC  MpaBHJIaM  3JEMEHTHl  IPOTPAMMHOTO
uHTepdeiica, a 3aTeM pazpaboTaTh MOJENb U 33/1aTh IIPEIYCIOBHS JaHHBIX
9JIEMEHTOB NPOrPaMMHOT0 HHTEepdeiica.

JanbHelimye mard, MHTErpalys M 3allyCK HHCTPYMEHTOB  CTaTUYECKOM
Bepu(UKAMK W aHAIW3 pPE3yNIbTaTOB CTATHYECKOW BEpUBUKAINH, OCTAIOTCS
TaKUMU 3Ke, KaK u Juist Moayseit sapa OC Linux.
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2.7. BbiBOAbI

B mpemioxkeHHOM METOJE CTaTHYeCKO# Bepubukanuu moxyiei supa OC Linux
MO’KHO KOH(DHUTYpHPOBAThH MPOIIECC MPOBEPKH HA KAXKJIOM U3 €TO ITAIOB!
e [lpu moaroTtoBke OOBEKTOB BepU(UKAIIMM MOXXHO BBIOpaTh, KAKUM
00pa3oM pa3[euTh UCXOIHBIA KOJI MOAYJICH U sSApa U COOTBETCTBYIOIIUC
UM KOMaHJIbI COOPKH.

° MoO3KHO JIOMOJHUTH CHCHI/I(i)I/IKaHI/IIO T-MOACTIN OKPYIKCHUSA.

e MOXHO YTOYHHUTH CYIIECTBYIOIIME CHEHU(PHUKALNHE NPABHJI KOPPEKTHOTO
UCIIONB30BAaHMS TIPOrpaMMHOro HHTepdeiica sapa, a Takke ITOOaBHTH
cOOCTBEHHBIC CTIEIA(UKAIIHH.

e Jlnd TpOBEACHUWs aHalIM3a MOXHO 3aJaTh OCOOble KOH(QHUTypanuu u
OTpaHWYCHUS Ha TOTpeONIsieMble pecypchl sl HHTETPUPOBAHHBIX
WHCTPYMEHTOB CTaTHYECKOH BepuduKamuyu, a KpoMe TOro, MOXHO
HMHTErPUPOBaTh CTOPOHHHUE HMHCTPYMEHTHI CTAaTUYECKON BepH(UKaIny.

Bo03MOXHOCTh KOHQUIYpPUPYEMOCTH IIOCIY)XMJIa OJHOM W3 NPHYMH, KOTOpas
MO3BOJIMJIA JIOBECTH PEATM3YIONIYI0 METOJ CHCTEMY [0 JOCTaTOYHO 3pesIoro
ypoBHsS. B HacTosmiee BpeMs OHa IpPOAOJDKAET AKTHBHO pa3BUBATHCHA, a C €€
MOMOIIBIO YK€ ObUIO BBIIBICHO Oojiee 150 KpUTHYHBIX OHMIMOOK B MOIYNSX sIpa
OC Linux.

3. KoHghueypupyemas cucmema cmamu4eckol
eepudcpukayuu Linux Driver Verification Tools

[MpemToKeHHBINH METOJ] CTATHYECKON Bepudukanuu moayieit supa OC Linux 6sit
peann3oBaH B KOHQUTYPHPYEMOM CHCTEME CTaTHUECKOH Bepudukamuu Linux
Driver Verification Tools (LDV Tools) [28].

3.1. ApxutekTtypa Linux Driver Verification Tools

Apxurekrypa LDV Tools mnpencraBmena #Ha puc. 3. KOMIOHEHTH u
noakommoneHtsl LDV ToolS, a Takke MHCTPYMEHTBI CTATHYECKON BepU(pUKALUH
M300pakeHbl B LIEHTPE B MOPs/IKE MX BbI3oBa. ClieBa N300pakeHbl BXOHBIC JIaHHbIC
JUIsl KOHDUTYpUpYeMOil cHCTeMbl crathueckod Bepudukamuu. CrpaBa IoKa3aH
NOpsSJoK (OPMHUPOBAHUSI OTYETa IO pe3yJbTaTaM CTaTHYeCKOW BepupHKaluH,
3arpy3ka ortdera B 0a3y mamHbpix LDV u kommonent LDV Analytics Center,
npejHa3HAYeHHBIH /Uil  aBTOMATH3allMM aHajiu3a pe3ylbTaroB CTATHYECKOM
BepHu(UKaINH.
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3.2. Apxutektypa Linux Driver Verification Tools

Apxurekrypa LDV Tools mpencrasimena wHa puc. 3. KOMIOHEHTH u
noakomroneHtsl LDV Tools, a Takke HMHCTPYMEHTBI CTaTHYECKOH BepubHUKaIHU
H300paKEeHBI B IIEHTPE B MOPSAKE UX BbI30Ba. CiieBa n300pa)keHbI BXOMHbIC TaHHBIC
sl KOHQUTypHpyeMoil cucTeMbl cTaTthdeckoil Bepu¢mukammu. CrpaBa MoKaszaH
HopsAoK (GOPMUPOBAHUS OTYETa IO Pe3yIbTaTaM CTAaTHYeCKOW BepuduKanud,
3arpyska ortdera B 6a3y mamHbeix LDV u kommonent LDV Analytics Center,
NpeJHA3HAYCHHBIH I AaBTOMATH3ALMK AaHallM3a pPe3yJbTaToB CTaTHYECKOH
Bepu(UKaIum.

3.3. LDV Core

Iporecc cratuueckoit Bepudpukarmu moxyieii smpa OC Linux HaumHaetcs ¢
3amycka komnonenta LDV Core. laHHbBIH KOMIOHEHT BBI3BIBAET MOJKOMIIOHEHT
Kernel Manager, xortopbeiii co3maer Ha gucke komuio sgpa OC  Linux,
OPEIOCTABICHHOTO MMOJB30BAaTEIEM B BHIAC apxuBa, gupekropun wimn  Git-
peno3utopusi. B nmanmpHeliieM Bce KOMOOHEHTHI W mojkomroHeHTsl LDV Tools
paboraror Tonbko ¢ komueii sapa. Kernel Manager momuduiupyeT opuraHaibHbIe
CKpHUINTHI COOPKH spa, 4TOOBI BHOCIEIACTBHU MONYYHTh MHPOPMALHUIO O COCTaBE
MOJYJIeH U ONIHAX UX COOPKH.

Hanee LDV Core srizsiBaet Build Command Extractor, kotopsiii 3amyckaet cOOpKy
sapa OC Linux. Ilo Mepe BbImOdHEHUSI COOPKH JAaHHBIA MOJAKOMIOHEHT
MEepPEeXBATHIBACT MOTOK KOMaH | KOMIMJISIIIUK ¥ KOMIIOHOBKH (aitinoB siapa. 1o oM
komanzam Build Command Extractor Beienser te ¢aiiabl ¢ HCXOAHBIM KOJOM,
KOTOPBIE OTHOCATCS K BEPHU(DUIMPYSMbBIM MOIYJISIM.

ITomy4yaemble KOMaH/ bl KOMIWISIIIMA U KOMIIOHOBKU I€PENAIOTCS] TTOAKOMIOHEHTY
Command Stream Divider, xoTopsiii ¢GopMHpyeT Ha HX OCHOBE OOBEKTHI
Bepudukanuu. B Hacrosiee Bpems Kax/blii 00bEKT BEpUPHUKAIMH COOTBETCTBYET
POBHO OZTHOMY MOJAYJIIO s/pa, Ojarofaps 4eMy B JajibHeWIIeM oOpadaTeiBalOTCs U
AHATM3NPYIOTCS Bce (aliibl ¢ NCXOTHBIM KOJIOM, KOTOPBIE COCTaBISIOT MOAysu. B
OyzmymieM IUTaHMPYETCS COCTaBISATH OOBEKTHl ISl TPYNI B3aUMOCBSI3aHHBIX
MOJyJiell, a TakkKe MAONOJMHATH HMX TEeM KOAOM sApa, OT KOTOPOTO 3aBHCST
aHanu3upyeMmele Moxaynd. I[lomp3oBarenmio OyneT NpenocTaBiIeHa BO3MOXKHOCTB
BBIOMPATh Ty WJIM MHYIO CTPATETHIO Pa3[esIeHns] NCXOHOTO KoJa sipa U MOAyJeH
OC Linux 1 COOTBETCTBYIOMIMX MM KOMAaH/I COOPKH Ha OOBEKTHI BEpUDHUKAIIHH.

Kaxxapiit u3 noAroToBieHHbIXx 006ekTOB Bepudukaiuun LDV Core mogaer Ha BXoj
noxkomnonenty — Driver  Environment  Generator [29]. Taxke aaHHOMY
MOJKOMIIOHEHTY Ha BXOJl IIOCTYNAaeT CIEeUU(HKAIMI T-MOJCIU OKpPY>KCHHS,
Bxojsimiass B coctae LDV Tools.. TIpu HeoOXOOMMOCTH MOJB30BATEIb MOMKET
JIOTIOJIHUTD JIAHHYIO CHeUU(PHUKAIHIO.

Driver Environment Generator onpexnensier  (GYHKIMIO  HHUIMAIA3AIMH,
00paboTyrky ¥ (DYHKIHUIO BBIXOJA MO HCXOJAHOMY KOJY, BXOJSIIEMY B OOBEKTHI
BepuduKauu. 3areM, HAa OCHOBE OSTHX JaHHBIX M CHEHUPUKANUN T-MOJETH
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OKPY)KEHHS U1 KaKIOro OOBEKTa CTPOMTCS IPOMEXYTOYHOE IIPEACTABICHHE
MOJIETM OKpyKeHus, kortopoe Driver Environment Generator tpanciupyer B
UCXOAHBIA Kox Ha s3bike CH, KOTOpBIH J00aBIsSeTCS K KOOy OOBEKTOB
Bepu(UKaIum.

3.4. Domain Specific C Verifier

Komnonent Domain Specific C Verifier cessbiBaeT 00bekThl BepubHUKALMU C
yKa3aHHBIMH ~CHClUGHUKANUAME TOPaBWI W 3alyCKaeT HA HHUX YKa3aHHBIN
HHCTPYMEHT CTATHYECKOW BEpU(DHKAIINK B 3aJaHHOH KOHPUTYpaIHiH.

Criermudukanuy IpaBuIl, TOCTYITHBIC JJIS TIPOBEPKH, XpaHATCA B 6ase, Tae KaKIoh
crienuQUKaIyi COOTBETCTBYET YHUKAIBHBIN naeHTHukarop. [Ipu HeoOxoaumoctu
MOJIB30BATENb MOXKET UCIIOJIb30BATh CBOO 0a3y crienupuKanuii mpaBui, 100aBUTh B
CYIIECTBYIOIIYI0O 0a3y CBOM COOCTBEHHblE CHEUM(HUKAIUM NpaBuiI  JHOO
MOTU(DHUIIMPOBATH CYIIECTBYIONINE CIICIUBUKAIHH.

Jiist KaKA0ro W3 yKa3aHHBIX HACHTH(UKATOPOB crenudukanuii mpasuin Domain
Specific C Verifier BebiBaer Rule Instrumentor. JlaHHBIA MTOJKOMIIOHEHT IO
HUICHTU(QHUKATOPY  HU3BJICKaeT W3 0a3bl HHPOPMANKMIO O  IPOBEPACMOM
crerdUKai, Ha OCHOBE KOTOPOH OH HHCTPYMEHTHPYET (hailiibl, BXOISIIME B
00BEKT BepH(HKAIMHU, TaK, 4TOOBI ObLIAa MOCTABJICHA 3a/adya JOCTIIKUMOCTH IS
HHCTPYMEHTOB CTaTHYECKOM BepU(pHKAIMK (HAXOXKACHHUE PELICHUs JaHHOHN 3a1a4n
COOTBETCTBYET BO3MOKHOMY HAPYILICHUIO MIPOBEPAEMBIX MTPABHUII).

Jlns mpoBeieHns cTaTndeckoi Bepu(UKaIMy HCIIONIB3YIOTCS TMOO0 T€ HHCTPYMEHT H
KOH(UTypanusi, KOTOpbIE YKa3aHbl NOJIb30BaTeNIeM, JTH00, MPH OTCYTCTBUU JaHHBIX
yKazaHW#, Te, KOTOpble wmcmonp3yorcss B LDV Tools mo ymomuanuro.
B3auMoneiicTBie ¢ HMHCTPYMEHTOM CTATHUECKOW BepH(UKAIMK OCYIIECTBIISIET
noxkomronent Reachability C Verifier, xoTopsiit BBI3BIBAET HHCTPYMEHT
CTaTHYECKOH Bepu(HUKalUK ITOCPEICTBOM COOTBETCTBYIOIIETO anantepa. JJaHHOMy
ajlanTepy nepenaroTcsl BepupUKannoOHHAs 3a1ada, KOHQUTYpalus ¥ OrpaHWYeHHS
Ha Pecypchl AJIsl HHCTPYMEHTA CTaTHIECKOH BepU(PHUKAIIH.

Ha ceromusmHuii AeHb B COCTaB KOHOQUTYpUPYEMOHl CHCTEMBI CTaTHYECKOMH
Bepudukamuun LDV Tools Bxomsar amanTepbl A TAaKAX HHCTPYMEHTOB
cratnueckoil Bepudukanuu, kak BLAST [30] (ucmosbp3yercss Mo YMOJIYaHUIO),
CPAchecker [31], UFO [32] u CBMC [22]. Kpome TOro, moib30BaTelb MOMKET
unrerpupoBats B LDV T00IS cTopoHHHE HHCTPYMEHTBI CTATHIECKOM BepUpHUKAIIUH
MyTEeM peasi3alny a1anTepoB Ul 3TUX HHCTPYMEHTOB.

3.5. dopmMupoBaHMe UTOroBOro oT4yeTa U ero 3arpyska B 6a3sy
AaHHbIX LDV

BepaukTel, KOTOpHIE  BBIJACT HHCTPYMEHT  CTATHYCCKOW  BepUHKAIUH,
00pabaThIBAIOTCS BCEMHM KOMIIOHEHTaMW W mojakomioneHtamu LDV Tools B
obOparHoM mopsiike (puc. 3). [Ipu 3TOM Ha Ka)IIOM STare MPOMEXKYTOYHBIA OTYET
JoronHseTcss uHpopManued o0 paboTe COOTBETCTBYIOIIMX KOMIIOHEHTOB H
MOJJKOMITIOHEHTOB. B wmrore ¢opmupyercss (QUHAIBHBI OTYET C pe3ylbTaTaMu
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cratnueckoit Bepubukammu moxynei sapa OC Linux, KoTopblii MOXeET ObITh
3arpyxeH B 0a3y manseix LDV.

Verdicts

False|?
1 Task description|linux- |08_1a |5994|5004 92 898| 2| 79111
o | BLAST, 15Gb (3 13-rc1 101_1a[5994 /5112 1 881 - 1| -
3 106_1a/50945008| 23|  963] 2| 201
a4 10_1a [5994)5175| 8/ 811 - 8| -
5 118_1a[5994/5115| 13|  866| -| 121
6 129_1a5994/5028| 7|  959| 2| 5| -
7 132_1a/5094[5055| 42|  897| 13| 14[15
8 134_1a|5994/5074| 3|  917| 3| - -
B 146_1a5994/5028| 11| 955 - 110
10 147_1al5004[5017| 21|  956] 3| 117
1 150_1a|5994/5119| 3| 872 1| 2| -
12 32_7a [59045037] B1]  876| 8 70/ 3
13 30_7a [59045050) 76/  868] 5 58/13
14 68_1 [59044867| 119]  1008] 4 115 -
15 77_1a [59045184] 1] 809 1] | -

Puc. 4. Pesynomamul cmamuueckoli éepuduxayuu, ccpynnuposantvie no eepcuu
sa0pa OC Linux (3.13-rcl) u no uoenmughuxamopam cneyuuxayuii npasu.i.

3.6. LDV Analytics Center

LDV Analytics Center — 370 KOMIIOHEHT KOHQUTYPHPYEMOil CHCTEMBI CTATHYECKOM
Bepudukamuu LDV Tools, koTopblii mo3BoSIET aBTOMATH3UPOBAHHBIM 00pazoM
MPOBOJINTh HECKOJbKO BHJIOB aHAM3a PE3yJbTaTOB CTATUYECKOW BepuHUKaLUH,
3arpy’keHHBIX B 6a3y maHHbIX LDV:

e Craructuueckuii  aHanu3  (MOXXHO  CIPYIIHMPOBaTh  Pe3yJbTaThl
CTaTHYECKOM BepuduKanuu, Hampumep, 1o Bepcud sapa OC Linux,

uIeHTH(UKATOpaM CrielUBHUKALMI IPABHI U T.1. — pUC. 4).

e AHamu3 pe3yNbTaTOB CTATHYECKOH BepH(UKAIMM, TOMYYEHHBIX IS

KOHKPETHBIX Criel(rKai, MOIysIel U T.1. — pHC. 5.
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[ Task  [Kernel[Rule |  Module  [Entry point[Verifier|Error trace| KBVerdict | KBTags |

Task description|linux- [106_1a|drivers/base Idv_main0 .

BLAST, 15Gb  [3.12-rc1| _ |firmware_class.ko - blast wu|False positive Sy
drivers/char Idv_main0 . )
Ippdevko blast ..[False positive| multi_module
drivers/hid/hid.ko  |ldv_main1 blast ..[False positive| kernel_model
drivers/hsi/clients  |ldv_main0 .

Ihsi_char.ko blast w|False positive env_gen
driversiiio Idv_main0 ~ .

lindustrialio.ko blast ..|[False positive rule_model
drivers/infiniband Idv_main0 o .
Icoreiib_ucm.ko blast ..[False positive| init_global_var
drivers/media Idv_main0

/pei/ddbridge blast ..|[False positive| multi_module
/ddbridge.ko

drivers/media Idv_main5

/usb/pvrusb2 blast ...| True positive obsolete
/pvrusb2.ko

drivers/mtd Idv_main3 | blast ..[False positive|pointer_analysis,
/ubi/ubi.ko Idv_maind | blast |False positive env_gen
drivers/net/wireless |ldv_main0 o
/mac80211_hwsim.ko blast ...| True positive new
drivers/scsi Idv_main0 . .

/dpt_i20.ko blast .[False positive| init_global_var
drivers/scsi Idv_main0 - -

/sesi_mod.ko blast ...|[False positive rule_model

Puc. 5. Ananuz coobwenuii 06 omudKax, 6p10asaemMvix UHCIMPYMEHMOM
cmamuyecxou sepupurayuu BLAST npu nposepxe cneyughuxayuu npasus,
Komopbie onucvléaiom Koppexmmuyio pecucmpayuro USB-yempoticme knacca Gadget
(cnpasa nokasamnvl pe3yibmamol pazmemku cooowenutl 06 owubrax: True positive
— sbiasnena owudka, False positive — roorcnoe coobwenue 06 owudke).

e CpaBHHUTENBHBI aHaMW3 (HAOpUMEp, MOXKHO CPaBHUTH PE3yIbTATHI

CTaTUYeCKOH BepU(pUKAIMH, TMOJTy4YCHHBIE I pa3HbIX Bepcuil sapa OC

Linux, — puc. 6).

Safe —+ |Unsafe —| Unsafe — |Unknown —|Unknown —
Unknown Safe Unknown Safe Unsafe
linux-3.12-rc1 —[39_7a 310 23 1 2 75 10|
linux-3.13-re¢1

Puc. 6. Cpasnenue pesynomamos cmamuyeckou sepugpurayuu mooyneti sopa OC
Linux gepcuti 3.12-rcl u 3.13-rcl (wacmob owubox 6vlia ucnpasiena — nepexoovl u3
Unsafe, ors 6onvbuezo konuuecmsea modyneii yoanocs 00Ka3amey KOPPEKmHOCHb —
nepexoowt ¢ Safe wiu naiimu éozmodxcnvle owubdxu — nepexoowt ¢ Unsafe).

C uenplo ympocTuTh aHanu3 Tpacce ommbok LDV Analytics Center ucrnonb3yer
noakommonent  Error  Trace  Visualizer [33].  JlaHHBI  TMOAKOMIIOHEHT
BU3YaJIM3UPYET TPACcChl OMUOOK, MPEICTaBICHHBIE B 00meM (opmaTe, B BHIE BeO-
crpanuil. [loymp30BaTento MpenoCTaBisieTCss YAOOHAas HaBHTalus [0 Tpaccam
OMHMOOK M COOTBETCTBYIOLIEMY KM HCXOJHOMY KOXy MOXyJed, sapa H
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KOHTPAKTHBIX crenudukanuid. Ilpumep BH3yann3upoOBaHHOH TpacChl ONIMOKH
MPUBEJICH Ha pucC. 7.

Error trace Source code
EFunction bodies | EBlocks | gthers. .. ‘ rtw m1m405_1ntfs.c_prep ldv comﬂosdep sénetdev‘IJ
1504 -res_netdev_open_21 = netdev_open(\* s rezaiztlltcaeu_urv & - S = —
( =4
1158 +tmp = netdev_priv(pnetdev /* ge “gi i
1158 padapter = *(tmp).priv; .
1160 __enter_critical_mutex(*(padapte “gg }nt netdev_open(struct net_device *pnetdev)
{
= 1157 int ret;
117 -ret = 1d t lock. t g
* ,{re R O SUEIALD 1158 struct adapter *padapter = (struct adapter *)rt
472 ldv_mute mutex == 1) 1159
475 7= T int() [ r* F 1160 _enter_critical_mutex(padapter->hw_init_mutex,
478 a‘ssume(nondert;rrmme == 0); 7 e e = netdeySopenipnerdevls
467 eI = 1162 _exit_critical_mutex(padapter->hw_init_mutex, N
- - ! 1163 return ret;
118 return ret; “g; }
1161 lret = _netdev_open(pnetdev + pne 1166 static int ips_netdrv_open(struct adapter *padap
1162 -_exit_critical_mutex(*(padapter) “g; { int status = SUCCESS;
¢ iy L ;
124 -ldv_mutex_unlock_207 (pmutex “;Z B:gaggér;iff:—;y’se'ﬂ B fatif' AIEE DR
_ 1171 - T e
611 1d t t 1= 2
611 fls;\::m:r(m:(_;nu ex_pmutex 1 1172 padapter->bDriverStopped = false;
I )’ - . 1173 padapter->bSurpriseRemoved = false; =
3 »
Knowledge base
I Id [Model| Module Main
drivers/staging return 1 if (call_stacks_ne($et, $kb_et)): MTrue
|edit|delete[1972/32_7a|irtiB188eu Idv_main55 ositive"eW
r8188eu.ko P

Create empty KB record Create filled KB record Store KB Restore KB

Puc. 7. Buzyanuzuposannas mpacca owudKu (8bla671€H0 HapyuleHue cneyugurayuu
npasul KOPPEeKMHO20 UCHOTIb308AHUSA MbIOMEKCO8 8 0OHOM NOMOKe).

Taxoke Ha puc. 7 nokaszan BeG-untepdeiic Knowledge Base — 6a3bl 3nanuii LDV,
eme oxHoro mojakommoHenTa LDV Analytics Center. Jlannbiii Be6-unTEpdeiic
MO3BOJISIET COXPAHATh PE3yNbTAaThl aHaJIM3a TPaCcC OIMIMOOK HHCTPYMEHTOB
cratnueckoit  Bepubmkaumu. Ckpuntel, Bxomsmme B Knowledge Base,
ABTOMATHYECKH pa3MEYalOT BCE HOBBIE 3arpy)kaeMble TpacChl, €CIH OHH
OKa3bIBAIOTCSI MTOXOKUMH [0 TEM HJIM WHBIM KPUTEPHUSIM HAa paHee COXpPaHEHHBIC
Tpaccel omubok. Hampumep, mis Tpaccel OMIMOKH, NPUBEICHHOW Ha puc. 7,
BEP/MKT OBbLT BHIHECEH aBTOMATHYECKH HA OCHOBE CPABHEHHS 10 HACHTU(DHKATOPY

cnenuduKauu paBuIa (32_7a), o MOTYJTEO
(drivers/staging/rtl8188eu/r8188eu.ko), mo touke Bxoma (ldv_main55) u mo creky
BBI3bIBAEMbIX byHKIMIA (call_stacks_ne) c Tpaccoit OLIMOKOH,

npoaHanusupoBanuoii s sapa OC Linux Goliee paHHEN BEPCHH.

CpaBHeHHe Tpacc IO CTEKy BBI3bIBaeMbIX (YHKIMII B Hacrosiiee Bpems
ucnons3yercst B Knowledge Base mo ymomuanwuio. [loip30Batesb TakkKe MOMKET
CPaBHUBATH TPACCHI OIIMOOK TI0 AEPEBBSIM BBI3BIBAEMBIX (DYHKIMHA WM 3a1aTh CBON
COOCTBEHHBIH CKPUIIT CPABHEHUS.

Jnst mpoeeaenus ananmusa LDV Analytics Center npenocraBnsier BeG-uHTepdeiic,
YTO TIO3BOJISIET HCIIOJNB30BAaTh €r0 COBMECTHO HECKOJBKHM MOJIB30BATEISIM.
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Bnaronmapss »ToMy ymaercs CymIeCTBEHHO COKpPATHTh TPyI03aTpaThl Ha aHAIH3
MOJyYaE€MBIX PE3yIbTATOB CTATHYECKON BepH(UKAIIHH.

3.7. BbiBogpbl

Paspaborannas cuctemMa cratudeckoi Bepupukamuu LDV Tools momyckaer
KOH(UTYpHPOBaHHE Ha KaXKIOM M3 ITAloB cBoed pabothl. Ilomb3oBarenb MOKET
BBIOpaTh, KakkMM OOpa3oM pa3[eiuTh HCXOAHBIH KOA sAlpa M MOAynedl wu
COOTBETCTBYIOIINE €My KOMaHIbl COOpKM Ha OOBEKTHl BepH(UKAIMU; JONOIHUTH
crenuQUKaIMIo T-MOJEIN OKPYXEHHs; MOAU(UIMPOBATH CYLIECTBYIOIIUE H
MPEIOCTaBUTh COOCTBEHHBIE CIEU(PHUKAIINY NTPABIIT; 4 TAK)XKE YKa3aTh HHCTPYMEHT
CTaTHYECKOM BEpU(PUKALNM, €0 KOH(PUIYPAalMI0O M OTPAaHWYICHUS Ha PECYpPCHI,
KOTOpbIE OH MOXET HCIOJb30BaTh MpH MpoBepke Momayneir simpa OC  Linux.
Brnaronapst sTomy cucrema cratudeckoil Bepudpukaiu LDV Tools B monHo# Mepe
peanusyeTr METOJ, PEAJIOKEHHBIN B pa3aeie 2.

4. Pesynbmambl npaKkmu4ecko20 rpuMeHeHuss Linux
Driver Verification Tools

Kondurypupyemas cucrema crarudeckoi Bepudukanuu LDV Tools npumensiercs
Ha TpakThke Oojee dYeThIpex JIeT. 3a 3T0 Bpems paspaboruumkam LDV Tools
ynanoch BbIIBUTH Oosee 150 ommbok B moaymsax sapa OC Linux, a Taxxke
OlpeielIuTh HauboJiee CyLIECTBEHHbIE MpOOJEeMBbl B CHCTEME CTaTHYECKOM
BepU(PHKALIUH U UCTIOJIb3YEMBIX HHCTPYMEHTAX CTaTHYECKOH BEpUPHKAIIH.

4.1. AHanu3 BbISABNIeHHbIX oWKO0K B moaynsax aapa OC Linux

Ha ceromusmnauii gesp ¢ nomouso LDV Tools 6wi10 BeigBieHo 150 ommbOok,
KOTOpBIC OBUIM TIPU3HAHEI Pa3padOTIYNKAMU s{z[pas [34]. Ha puc. 8 npencrasieH
rpaduK, KOTOPBI AEMOHCTPHPYET, KaK 3aBUCHUT KOJIMYECTBO MCIPABICHUH JaHHBIX
ommbok B Moayisx sapa OC Linux ot Bepcum siapa. B cpeanem st siapa Bepcuit
ot 2.6.31 (Bemrymiero 9 centa6psa 2009) no 3.15-rc2 (seimymieno 20 ampens 2014) B
KOKIOW BepcuH OBIJIO HUCHpaBieHO OKojio 6 ommbok. [Ipw 3ToM ¢ TedeHuem
BPEMEHH KOJIMUECTBO MCIpaBlieHHH oummOok yBeiauuuBaercsi. OOBICHIETCS 3TO
TeM, YTO 3a YeTHIpe rojia KOHGUrypupyemas crcTeMa CTaTHYECKOH BepHU(pHUKAINU
LDV Tools mocturia Takoro ypoBHsI pasBUTHS, U4TO Pa3pabOTINKU MPHMEHSIOT €€
Ha IIpaKTHKe Bce Oomee u Oolee aKTHBHO, a TakXke TEM, UYTO IIOCTEIICHHO
pacumpsieTcss Crnucok mnpoBepsembix mpaBwi. Ceiiwac LDV Tools mossomsier
npoBepsth Oonee 40 mpaBUaI KOPPEKTHOTO HCIOJB30BaHUS IPOTPaMMHOTO
unTepdeiica sapa OC Linux.

5 Kpome ommbok, npusHaHHbix paspaborankamu sapa OC LinuX, ObUTH BBISBIECHBI
OomuOKH, KOTOpHIE YK€ OBIIM WCHPABICHB K MOMEHTY OOHApyKEHHs, a TaKke
OIMMOKA B HEMOICPKUBACMBIX MOIYISAX sApa. OTH OMMOKM HE BXOIAT B
CTaTUCTHUKY, IPUBOJMMYIO B TAHHOU CTaThe.
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Puc. 8. 3asucumocmo xonuvecmea ucnpagienuil 8visigneHHuIX ¢ nomoupo LDV
Tools owubok 6 mooyrsix sopa OC Linux om gepcuu s0pa (20pu3oHmanbHast IuHus
— cpedHee Hucio, NpsmMasi HAKIOHHAS TUHUSL — TUHEUHAS pecpeccusl).

CTouT OTMETHUTH, YTO Tocieanue 1-2 roga ¢ momowso LDV Tools BeisBasercs
6ombure ommbok B Mmoxmyisx sapa OC Linux, gem paspabotumku LDV Tools
YCHEeBAIOT MPOaHATU3UPOBATh U COOOIIUTH aBTOPAM COOTBETCTBYIOIIMX MOJIYJEH.
OTO SIBHO CBUACTENBCTBYET O TOM, YTO pa3paboTaHHas KOHPHUTypHpyeMas CUCTeMa
CTaTUYeCKON BepHUKAIIMM WMECST [OCTATOYHO BBICOKHHA TOTCHIIHAN IS

BBISIBJICHUS HOBBIX HpO6J'I€M B MOAYJISIX.

45

—— CeTeBan noJcucTeMa
—4— Megva nogcuctema
“lMecoynnua”
—i— USB-nogcuctema
——Pazxoe
daiinoeble cucTembl
== logcKHcTema XxpaHeHna
JlaHHbIX
Moacuctema CUMBONBHbIX
ycTpoiicTe
=8 [ pahnueckan nogcucreMa

Puc. 9. 3asucumocmo koruuecmea ucnpaeieHuil gvisigneHuvix ¢ nomousvro LDV
Tools owubok 6 modyrsx sopa OC Linux om eepcuu 10pa Ons paznudnvix

noocucmem s0pa.

Ha puc. 9 meronom HapacTamooLero uTora NpeAcTaBiIeHa 3aBUCUMOCTh KOJIMYECTBA
UCTIpaBleHuU ommOoK B Moay six simpa OC Linux ot Bepcuu siapa [uist pa3indHbIX
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nogcucreM snpa. IlpeactasneHHsle TpadUKH IEMOHCTPHPYIOT, YTO B IIEIOM
KOJIMYECTBO  MWCIPABISIEMBIX  OMMOOK B MOJACHCTEMAax  COXpaHAETCA
npormopuoHanbHeiM.  Ckaukn Ha Tpadukax  OOBSICHSIOTCS  HW3MECHECHHUEM
aHATM3UpyeMoil KoJoBO# 0Oa3el. Hampmmep, mns ceTeBOi MOICHCTEMBI Ha sape
BepcHH 3.6 CKAdoK MPOM3OIIEN, MOTOMY uTo ¢ momompio LDV Tools momimo
MOJIyJIeil, KOTOpbIE NPEICTABIAIOT JpaiiBepbl CETEBBIX YCTPOMCTB, CTAIN TaKXkKe
BepU(HUIUPOBATH MOAYJH, BXOJSIINE B OCHOBHYIO CETEBYIO IOJCHCTEMY siipa. B
MOJICUCTEMY «IIECOYHHUIIa» MOIAAI0T HOBBIE MOJIYNH sJpa, KOTOPHIE yXKE MMEIOT
JIOCTaTOYHO BBICOKMH ypPOBEHb KadecTBa, HO IO TEM HWJIM HHBIM TEXHUYECKUM
NPUYMHAM TOKAa HE MOTYT OBITH MEPEHECCHBI B OJHY M3 OCHOBHBIX IIOJICUCTEM.
[TockombKy B HOBBIX MOJIYJISIX MOXKET BBISBIISITHCS OOJIBIIOE KOJIMYECTBO OIMIMOOK,
MIOBE/ICHUE COOTBETCTBYIOIIETO Ipapyika JOCTATOYHO HETIPEICKa3yeMOe.

Hpyrue, 16%

Vreurn pecypcor, 35%
Bo3MOKHEE 3acCHIaHHA

B aToMapHoM KoHTeKcTe, 5%

PazriMeHOBaHHA HYNEBLIX
yrazaTened, 7%

HenonpzoBanua
HEHHHOHATHIHP OBAHHHIX
nepeMeHHEX, 9%

Branmune bnoxuposxu, 17% Tonkn, 10%

Puc. 10. Pacnpedenenue 603MOHCHBIX NOCIEOCHEUIL BbIABTIEHHBIX OUUOOK 8 MOOYIAX
s0pa OC Linux.

Juarpamma Ha puc. 10 geMOHCTpUpPYET pacnpeaesieHue BO3MOKHBIX MOCIEACTBHMA
BEISIBIICHHBIX ~OmMMOOK. BumHO, dYro B OOJBIIMHCTBE cCiiydaeB Ojarojaps
TPEIUIOKEHHBIM HCIIPABIICHISIM YIAI0Ch H36exkaTh yTedek pecypcos’. Ha BropoM u
TPeTheM MeCTax HAyT COOTBETCTBEHHO B3aHMHbBIC OJOKHPOBKH (KaK CIIGICTBHE
OTCYTCTBUS OCBOOOKICHUS HgI/IMI/ITI/IBOB CHHXPOHH3AINU B ITOTOKE, B KOTOPOM OHH
OblTM  3axBayeHbl), TOHKUM  (KaKk CJEACTBHUE OCBOOOXKIEHUS MPUMHTHBOB
CHHXPOHM3AIINU B MTOTOKE, B KOTOPOM OHH He OBbLIM 3axBadeHbl). CTOUT OTMETHTB,
9TO OBUT WUCIpPABIEH P OMIMOOK, KOTOPHIE MMEIOT CIEUGUIHBIE I MOAYJICH
sapa OC Linux mposinenus. Hampumep, u3-3a BO3MOKHBIX 3aCBHIIAHUN B

® Onpenenenne yreukn pecypea.  http://cwe.mitre.org/data/definitions/401.html.

" Onpeenenne B3aHMHO# 6I0KHPOBKH.
http://cwe.mitre.org/data/definitions/833.html.

8 Onpenenenne ronxu. http://cwe.mitre.org/data/definitions/362.html.
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aTOMapHOM KOHTEKCTE MOXKET CYIIECTBEHHO 3aMe/IMThCs paboTa siupa, a B
HEKOTOPBIX CIIyUasx Ja)ke MOXeT 3aBUCHYTh Best OC.

BonpmmacTBO  ommbok (okxono 70%) Obuim oOHapyXeHbl B Koje OOpaOOTKH
OmMOOK, HampUMep, IOCIE HEYAaYHOI'O BBLICIEHHS HaMATH WIH MpolieM mpu
VMHHIMAIN3AIH YCTPOHUCTBA. DTO 0OBSICHSIETCS TE€M, UTO IpH Ucroib3oBaHu OC u
IPH TECTHPOBAHHUH ITOJOOHBIC CUTYAIMH IIPOUCXOAAT JOCTATOYHO PEAKO, TOTAA KaKk
IOpH CTaTHYECKOH BepU(UKALMHA PACCMATPUBAIOTCA BCE BO3MOXKHBIC ITyTH
BBITIOJTHEHHSI.

IIpakTryeckn BcEe OIIMOKKM OBUTM BBISBICHBI C IOMOINBID HHCTPYMECHTA
cratuueckoii Bepubukamuu BLAST [30]. D10 00bBSCHAETCS TeM, YTO OTOT
HHCTPYMEHT ucnois3dyercs B LDV Tools mo ymonganuro, a Takske TeM, 9T0 OH ObLT
CIICIIHATIBHO ONTHMHM3HUPOBaH I aHaimm3a momyneit sapa OC Linux. 4 ommbOkn
ObUTM  BBISBJICHBl C IOMOIIBI0 HHCTPYMEHTA CTATHYECKOH BepuduKauu
CPAchecker [31] (CPAchecker mpemocraBisieT TOMOTHUTEIBHBIE BO3MOXHOCTH MO
aHanu3y (YHKIMOHAIBHBIX yKazaTened U OUTOBOU apu(METHKH MO CPaBHEHHIO C
BLAST).

B HeckonbkHX coydasx Mo pe3yibTaTaM OOCYXAEHHH ¢ pa3paboT4MKaMu MOAyJeit
u sapa OC Linux wucmpaBieHuit OmUOOK, HAWACHHBIX C  [TOMOIIBIO
koH(bUTrypupyeMoil  cucteMbl — cratudeckoid  Bepubpukaumun LDV - Tools,
TepecMaTpHBANC IW3aiiH COOTBETCTBYIOIINX MOJCHCTEM SIPA HIH MOIyIeit’.
3a4acTyio BBISBIAEMbIC OMIMOKH SBILUIHCH HaBEICHHBIMH BCIEICTBHE, HAIPUMED,
HEKOPPEKTHOH 00paGoTkn ommbok'’ MM OTCYTCTBUS MHHIMATH3AIMM JAHHBIX
(ucxo1HO OOHAPYKEHHBIE TPOOJIEMBI — YTEUKH ITaMSITH)

Jpyrue noaxozpl K 0OecleYeHHI0 KayecTBa MPOrPaMMHBIX CUCTEM TEOPETUYECKH
cMoriu Obl OOHApYX HUTh OMIMOKH, BBISBIECHHBIE ¢ momolnsio LDV Tools. Yacts
9THX OMIMOOK MOTJIA OBl MIPOSIBUTHCS MPHU HCIONb30BaHuH siipa OC Linux nmubdo npu
NpoBeNeHNUH TecTHpoBaHus. OIHAKO C OAHOW CTOPOHBI, JUIS 3TOIO MOJKET
MOTpeOOoBaThCS IOCTATOYHO MHOTO BPEMEHH, B TOM 4YHCIE Uil pa3paboTKH
CHeUU(UYHBIX TECTOBBIX CIIEHAPUEB, IOCKOJbKY OOJBIIMHCTBO OHIMOOK OBLIH
0oOHapy>XeHBI B KoJie 06paboTKH OMHUOOK. A C Ipyroil CTOPOHBI, U1 TAKHX OIIMOOK,
Kak yTeYKH PECcypcoB M TOHKH, ObIBa€T JOCTaTOYHO CJIO)KHO TOYHO
UIEHTU(HULIUPOBATH UX IPUYUHBI.

BonbIIMHCTBO BBISBICHHBIX OMIMOOK BEPOATHO MOXHO OBUIO Obl OOHApYXHUTH C
MOMOIIBIO HMHCTPYMCEHTOB, PCAIU3YIOUIUX JIETKOBECHBIC MOAXOAbI CTATUYCCKOIO
aHanmu3a. s sToro HeoOxoaumo pa3paboTaTh MOAXOAAIINE TSI MHCTPYMEHTOB
(t)OpMaJ'IBHBIe OIMMMCaHUsA TIIpaBUJI KOPPEKTHOI'O HCIIOJB30BaAHHUA TMPOTrPaMMHOI0O

’ OOcyxaeHne WCIpaBIeHUH psja omMOOK B JpaiiBepax CETEBBIX

yCTpOHCTB https://Ikml.org/lkmI1/2012/8/14/128.
IIpumep CylIecTBEHHBIX HCIpaBICHMH B KOAE JpaiiBepa mocie
oGHapyxenus B HeMm omubku. http://linuxtesting.ru/results/report?num=_L0130.
1 IIpumep HCIIPaBICHUS VHHULHAIN3aL i CTPYKTYp JipaiiBepa.
http://linuxtesting.ru/results/report?num=_L0116.
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unrepdeiica sapa OC Linux, 3amycTuTh IPOBEPKY M IPOBECTH aHAIIU3 PE3YIILTATOB.
IIpu >TOM dYacTh OMMOOK MOXKET OBITH MPOIyIIeHa (HAPUMEpP, HECKOJIbKO
JIECSATKOB OLIMOOK OBbUTH BBISIBIICHBI TIPH MPOBEJCHUN MEXKITPOILIEAYPHOTO aHaIn3a 1
MY aHAIIU3e MOTOKA YIPABJICHHUS CO CIIOKHBIMU 3aBHCUMOCTSIMH, YTO OTPAHHYICHHO
MOJJICP)KUBACTCSI B JIETKOBECHBIX I10/IX0/IaX CTATHMYECKOTO aHAIW3a), a aHalu3
pe3yabTATOB MOXKET OBITh 3aTPYAHEH WH3-32 OOJBIIOTO KOJHYECTBA JIOKHBIX
coo0mIeHn# 00 omuoOKax.

4.2. AHanu3 NpUYmnH NOXHbIX COOOLLEHMN 06 owmnbKax

[Ipu mpoBeneHNH 3KCIIEPUMEHTOB, PE3yJIbTaThl KOTOPBIX IPUBEICHBI B JIAHHOM H
Tpex IMOCIEAYIOIUX MoApa3zesaX, KOHQUTypHpyeMas CHCTEMa CTAaTHIECKOH
Bepudukarmmu LDV Tools Bepcum 0.5 3amyckamack Ha KOMIBIOTEpE C
YeThIpEeXsIIepHBIM mporieccopom ¢ wactotoi 3.4 GHz (Intel Core i7-2600), 16
rurabaiitamu onepatusHoi mamst 1 OC Ubuntu 12.04 (ssmpo OC Linux Bepcum
3.5, 64-OutHast apxuTekTypa). I TPOBEPKH WCIIONB30BANCS HWHCTPYMEHT
cratnyeckoil Bepudukarmu BLAST Bepcun 2.7.2 B KOHQHUTYpaliy, UCIIOIb3YEMOM
no ymon4anuio. Ha MakcuManbHOE KOJMYECTBO BPEMEHH W ONEPATUBHOM MaMSTH,
KoTOpele Mor wucnosib3oBath BLAST Ha peuieHue oJHOH BepUPHUKALMOHHOM
3aJayd, OBbUIM YCTaHOBIECHbl oOrpaHudeHus 15 wMuHyT u 15 ruraGair
COOTBETCTBEHHO.

B Tabn. 1 mpuBeneHO pacmpeznelicHHE JOXHBIX COOOMmEHHHA 00 ommOKax Mmo uX
npuYuHaM Juis  Tpex crenuukaumii  mpaBwil. s cocTaBieHHs — 3TOTO
pacrnpenesieHusl ObUTH MPOaHATM3UPOBAHBI PE3YJIbTAThl CTATHYCCKON BEpUPUKAIMH
Beex Moyneit sapa OC Linux epcuu 3.12-rcl (mpumepro 4200 momyneii®?). Tlo
TaOJIUIIEe BUIHO, YTO MOMYJICH, U1 KOTOPBIX OBUIH BBIIAHBI JIOKHBIE COOOIICHHS 00
omu0OKax, He TaK MHOTO OTHOCHTEIBHO OOIIEro KOJMWYECTBA aHATH3UPYEMbIX
Moxynei (B cpexHeM okoio 1,5%). OCHOBHBIMU TPUYHHAMH JIOKHBIX COOOUICHUN
00 omMOKax SBJISIOTCS:

e HexBarka mnpu aHanu3e KOAAa B3aMMOCBS3aHHBIX MOJYJEH, Halpumep,
KOT[la aHAM3UPYEMBIi MOIYIh BBI3BIBACT (YHKIUH, OIPEICIICHHBIC B
JPYTUX MOIYJISIX.

e HeroyHas MoJenb OKpY)XEHHs, HalpuMep, BBI3OBHI 00pPaOOTUMKOB
MOJIyJIeil B HETIPaBUIILHOM IOPSIZIKE.

e HenocraToyHO TOYHBIM aHAIN3 WHCTPYMEHTA CTaTHYECKOH BepHpuKarmn
BLAST, nanpumep, BcaeCTBHE HETIOJIHOTHI aHAJIN3a aJIHacOB.

12 B LDV Tools mist ogHOro MOAyNIsi MOXET I'€HEPHPOBATHCSA HECKOJBKO

Moieneit okpyxeHus. B tabi. 1 u nanee dnciia mprUBEICHBI C YYETOM BCEX MOJIeNei
OKPYXEHMS 11 MOLYJIEH.
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Criennpuxanus | KoppektHoe KoppekTHoe BbI- Koppexraas | Utoro
MIpaBUJIa | ICTIONB30BAHKE | ICTICHUE H peructpanus
MBIOTEKCOB B 0CBOOOXKIIEHHUE USB-
[IpyunHa NOXHBIX | OTHOM noroke™ OJIOKOB-3aIIPOCOB YCTpOMCTB
COOOIIEHNI s USB- KJlacca
00 ombkax yerpoiicrs™ Gadget™®
HexsaTka npu
aHaJM3e Koja 4 29 5 38
B3aMMOCBSI3aHHBIX
MOJyJIer
Hetounas mozaens 24 43 7 74
OKpPY>KCHUS
Herounas
crennuKaIus 18 6 3 27
TIPaBHII
HenocraTouno
TOYHBIN aHAIIN3
HHCTPYMEHTA 17 34 5 56
CTaTUYECKOU
BepuduKaum
Hroro 63 112 20 195

Tabn. 1. Pacnpedenenue n02%CcHbIX cOOOUeHUL 00 OWUOKAX O UX NRPUHUHAM O
mpex cneyupuxayuii npasun u cex mooynei sopa OC Linux 3.12-rcl.

4.3. AHanu3 NpUYMHbLI Nponycka ownbokK

MeTOJII)I CTaTUYECKOM BepI/I(i)I/IKaHI/II/I HM3HAYaJIbHO OBbLIN HaIlCJICHbI HA BBISABJIICHUC
BCEX BO3MOJKHBIX OIIMOOK MCKOMOTO BUAa WKW HA J0KaA3aTCJIbCTBO KOPPEKTHOCTHU
AHAJIU3UPYEMBIX MPOTPAMMHBIX CUCTEM OTHOCHUTCIIBHO MPOBEPACMBIX ITPABUJL. Tem
HE MCHCEC, 10 TEM WJIM MHBIM NPpUYHMHAM BO3MOKEH IPOITYCK OIIHOOK.

JIs OIEHKM KONWYeCTBa MPOMYIICHHBIX OMMOOK KOHPHUTypUpyeMas CHCTeMa
cratnyeckoit Bepudukanuu LDV Tools 3zanmyckamace na 34 momymsx syapa OC
Linux pasHbIX BepCHif, B KOTOPBIX HMEJIMCh H3BECTHBIE HAPYIIEHUS MPABHUI
KOPPEKTHOTO HCIOJIBb30BaHUS TPOTpaMMHOTO HHTepdeiica sapa. C mOMONIBIO
MHCTpyMeHTa craTudeckoil Bepudukaun BLAST ynanock 00HapyxuTh 16 13 3THX
omm6ok, ¢ nomoupo CPAchecker'® — 14. BLAST namen Bce Te e OLIMOKH,

13
14
15
16

http://forge.ispras.ru/issues/1940.
http://forge.ispras.ru/issues/3233.
http://forge.ispras.ru/issues/2742.
Pesusus SVN 8244, xondurypars, UCHIOIb3yeMast [0 YMOJIYAHHUIO.
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kotopeie ooHapyxuin CPAchecker. [lns oOHapyxkeHus 2 OMIMOOK, KOTOPbIE HAILEI
BLAST, CPAchecker He xBaTiIo OTBEICHHOIO BpEMEHH.

OCHOBHbIE ~OPHYMHBI MPOMYCKA OCTAIBHBIX OIIMOOK Y HCIOJb30BAHHBIX
HUHCTPYMEHTOB  CTATHYECKONM  BepHUKAIMM  CIEAYIONIME:  HEJOCTATOK B
BepU(UKAIMOHHBIX 33J1a4aX KOJa B3aMMOCBSI3aHHBIX MOyseil (5), HENOCTATOYHO
TOYHAsI MOJIENIb OKpPY>KeHHA (5), HEIOCTaTOYHO TOYHAs crierudukanys mpasui (3),
OmMOKH B MHCTPYMEHTax cratindeckoit Bepudukarmu (BLAST: 4, CPAchecker: 3),
HexBaTka mamsti (BLAST: 1) u nexsarka Bpemenu (CPAchecker: 2).

4.4. AHanu3 BpemeHu Bepudmkaumm moaynen sgpa OC Linux

OKCHEpUMEHTHI TTOKa3aly, YTO Ha MPOBEPKY BCEX IpaiiBEpOB, KOTOpPHIE BXOAAT B
cocraB sapa OC Linux 3.12-rcl u koTopble MOTYT OBITH MPEICTABICHBI B BHJC
moxayneit (mpumepHo 3300), mo opHOW crnenMpUKaUMK OPaBHJI B CpPEeIHEM
NOTpeOOBAJIOCH OKOJIO 25 4YacoB MpOIECCOpPHOro BpeMeHH. Ha mpoBepky Bcex
MOJyJNel sifpa — 0KoJIo 36 yacoB mpoiieccopHoro Bpemenu. [Ipumepro 70% Bcero
BpPEMEHH aHaJIN3a 3aHsuIa paboTa HHCTPYMEHTA CTAaTHIECKON BEpU(PHUKAIIIH.

CTOHT OTMETHUTB, YTO B HACTOSIIEE BpeMsI KOHQUTYpUpyeMasi CUCTEMa CTaTHYECKOH
Bepudukamuu LDV Tools we paboraer B mapamienbHOM pexuMe (IMOCKOIBKY
MHCTPYMEHTaM CTaTH4ecKol BepuduKauuu Tpedyercssi OoblIoe KOJIMYECTBO
ONepaTHBHON NaMATH), MOITOMY KOJIMYECTBO sJiep Hpoleccopa MPaKTUYECKH He
BJIMSIET Ha o0llee BpeMsl Bepu(UKaLnK.

4.5. AHanM3 NpUYUH HeyCMNewHOoro 3aBeplueHunsa paboTbl LDV
Tools

U3 Bcex momyneir smpa OC Linux 3.12-rcl co BcemMu CreHepUpPOBAHHBIMH
MOJICIISIMU OKpY>XKeHHs1 He ynanochk Bepuduuuposats okono 800 (mpumepHo 15% ot
OOIIEro KOJMYECTBA) MO CIEAYIOIMUM npuunHam: omubku B Command Stream
Divider (oxono 12% ot 800), omu6ku B Driver Environment Generator (oxoso
11%), ommbku B Rule Instrumentor (oxono 19%), omubku B BLAST (okomno 29%),
NPEBBIIICHUE JOIYCTUMOTO OTPaHUYCHMS MO MaMsATH (0koso 22%) U 1Mo BpeMeHH
(okomo 7%) y BLAST.

4.6. BoamoxxHoctu LDV Tools ansa cpaBHeHUsi UHCTPYMEHTOB
cTaTu4yeckoun BepucmkaLmm n nx KoHcpurypauumm

Koudurypupyemast cuctema craruueckoir Bepudukammu LDV Tools mossomser
CPaBHMUBATh HMHCTPYMEHTHI CTAaTHYECKON BepUOUKAIMH W WX KOHUTypaluu Ha
TAaKOW OOJIBIION, CIIOKHOW ¥ JWHAMUYCCKH pa3BUBAIOMICHCS IMPOrpaMMHON
cucreme, kak moaynu sapa OC Linux [35, 36]. baarogapst aToMy Jjisi IPOBEICHUS
cTaTH4ecKoii Bepudukaunu Moxaynei sapa OC Linux ¢ nespo BBIABICHUS OMIHOOK
yaaeTcsl mogo0paTh HHCTPYMEHTHl U UX KOH(QUTYpallui ONTHMAaIbHBEIM 00pa3oM C
TOYKHA 3PCHHS YMCHBIICHUS IIPOMYIICHHBIX OINMOOK, KOJIUYECTBA JIOKHBIX
cooOmennit 00 ommbkax M TOTpeOssieMbIXx pecypcoB. Kpome Toro, ymaercs
BBISIBUTH NPENSATCTBHS NPUMEHEHUS HHCTPYMEHTOB CTATHYECKON BepH(HUKAIINH Ha
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NpaKkTUKe, HANpUMep, HYTO B HWHCTPYMEHTE €CTh HEKOTOpPBIE OINMOKH WU
BBIIaBaeMbIe MM TPACCHl OMIMOKH COAEpaT HEeIOCTATOYHO MH(OpMAIM Uil UX
HATJBITHOW BU3yaJIM3allHy.

HeckosbKo MoCHeTHUX JIET € TOMOIIbI0O KOHPUTYPUPYEMOH CHCTEMBI CTAaTHYECKON
Bepudukammun LDV Tools rotoBmiacs Habop BepubHKAMOHHBIX —3ama4
DeviceDrivers64 s €XerogHbIX COPEBHOBAaHHW, TMPOXOMSIIUX B paMKax
meponpusituii  ETAPS/Competition on  Software Verification [12, 13]. Tlpu
MOATOTOBKE Habopa paspaborumkun LDV Tools orobpanu Te BepuQpHKamHOHHBIE
3a7a4y, IPU PEIICHUH KOTOPHIX OBLIN BBISBICHB HAPYIICHUS MIPABHI KOPPEKTHOIO
HCIIOJIB30BaHMS IIPOTPaMMHOTO HHTepdelica sSapa MM HHCTPYMEHTaM CTaTUYeCKOH
Bepuukanun morpedoBanock Oompmoe KommuectBo pecypcoB. C 2013 roma
DeviceDrivers64 cran cambIM OONBIIMM HaOOpPOM IO KOJUYECTBY 3amad (Ooee
TMIOJIOBHHBI OT KOJINYECTBA BCEX 33/1a4).

B T1abn. 2 npuBeneHbl MHPOpMALU O KOJMYCCTBE BEpU(PHUKALMOHHBIX 33734 B
Habope DeviceDrivers64, ooeIuTENN €KETOHBIX COpPCBHOBAHUIHA
ETAPS/Competition on Software Verification na nabope DeviceDrivers64 u ux
UTOTOBBIE pe3yJbTaThl (HAOpaHHOE KOJIMUECTBO OalIoB M Bpems pabotel). JlaHHbIe
pe3ysbTaThl IOKa3bIBAIOT, KaKHMe€ WHCTPYMEHTHI CTaTHYECKOH BepHuHUKaLUU
HEO0O0XO0MMO HUCTIOIB30BATh TIPH MPOBEICHUH MIPOBEepKU Moayei simpa OC Linux.

Habop BepudukaiuoHHBIX 1-e mecTO 2-¢ MecTo 3-e MecTo
3aga4 DeviceDrivers64
SV-COMP 2012 BLAST CPAchecker- SATabs
41 3amaya, MAKCUMAJIBHO Memo
55 6amios 32 6amnos
66 6amioB 49 6annos
1400 ¢ 3200 ¢
500 ¢
SV-COMP 2013 UEO CPAche_zc_ker- BLAST
1237 3ama4, MaKCUMAaIbHO Explicit
2408 6aiu1oB 2338 camoB
2419 6aiu1oB 2340 6ayu1oB
2500 ¢ 2400 ¢
9700 ¢
SV-COMP 2014 BLAST UFO FrankenBit
1428 3ama4, MaKkCHMaIbHO 2682 6amnos 2642 6amios 2639 bamtoB
2766 6ai1oB 13000 ¢ 5700 c 3000 c

Tabn. 2. [Tobedumenu exce2oonvix copesnosanuii ETAPS/Competition on Software
Verification na nabope sepugpuxayuonnvix 3aoau DeviceDrivers64.

4.7. BbiBogbl

AHanu3 pe3yJbTaTOB NPaKTHYECKOTO MPUMEHEHHs KOH(PUIYpUPYEMOH CHUCTEMbI
craTudeckoii Bepudukauun LDV Tools HarnsaHeiM 006pa3oM IpoaeMOHCTPUPOBAIL,
YTO HWHCTPYMEHTHl CTAaTHMYECKOM BepudUKAaMM MOTyT OBITH  YCHELIHO
WCTIONIb30BAHbI ISl BBISBJICHUS HApYIICHWH MPABHJI KOPPEKTHOTO HCIIOJIb30BAHMS
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nporpammuoro uHrepdeiica supa OC Linux B Momymsx. Takke OH IO3BOJIMI
OIpeIenTh HanboJIee cymecTBeHHbIE podeMsl B LDV Tools:

e Hepgocratok B BEpU(PHKANMOHHBIX 33Ja4aX KOJa B3aMMOCBI3aHHBIX
MOAYJIEH.

e Henocraroyno TouHas crenuUKALUS T-MOJCITH OKPYKCHUSL.
e Henocrato4Ho TOUHBIE crielU(DUKAINY TPABUIL.
e  OmuOKH B KOMITIOHEHTaX 1 noakoMmoHeHTax LDV Tools.

1 UCHIOJIb3YCMBIX MTHCTPYMCECHTAX CTaTUYECKOM BepI/I(bI/IKaHI/II/IZ

e HenocTaroyHO TOUYHBIH aHANW3 anMacoB, (PYHKIMOHAIBHHBIX yKa3aTelei,
OuTOBOM ApUPMETHUKH U T.J.

e Ommubku B MHCTPYMEHTaxX, HapUMep, IpH pa3dope (ailyioB ¢ MCXOAHBIM
KOJIOM, IT0JJaBa€MbIX UM Ha BXO[I.

e  UpesmepHoe MoTpedICHUE PECYPCOB.

braromapst penieHHIO JaHHBIX NpoOIeM B OyAylmIeM MOXKHO CYIIECCTBEHHO
COKPATUTH KOJMYECTBO MPOMYIICHHBIX OIMMOOK M JIOXKHBIX COOOIICHHI 00
omuOKax, u30exaTh HEYCIEUIHOTO 3aBEpUICHHs pabOThl CUCTEMBI CTATHYECKOM
BepU(HKAIUH, a TAKIKE ONITUMU3UPOBATH BPeMsi €€ pabOoTHI.

5. 3aknroyeHue

CoBpeMEHHbIE METOAbl W WHCTPYMEHTHI CTATHYECKON BEPUPHUKAIMU  yiKE
MO3BOJISIFOT JTOKA3aTh BBIIOJHUMOCTH CHEIH(HUITMPOBAHHBIX CBOWCTB LIS CPETHIX
MO pa3Mepy IMPOrpaMMHBEIX CHCTEM 3a NpHeMilieMoe Bpems. bmaromaps sTomy ¢
MOMOIIBI0 JaHHBIX HMHCTPYMEHTOB MOXXHO BBIABUTH BCE HApYIICHUS IIPaBUII
KOPPEKTHOT'O MCIOJIb30BaHusl MporpamMmmHoro uHrtepdeiica simpa OC B MOIyIsiX.
OneIT cTaTU4eckoi BepH(UKAIMKU OOJBIIOTO KOJIHYECTBA CIOXKHBIX W aKTHBHO
pasBuBaromuxcs Moayieit supa OC Linux mokasan BaXHOCTh MPO(HECCHOHATEHOTO
pelieHust OONBIIOr0 KOJMYECTBA MHXKEHEPHBIX 3allad, 0e3 KOTOpOro He yaaercs
UCIIONIb30BaTh IMPEUMYINECTBA Ja)Xe CaMbIX MEPEJOBbIX METOJIOB CTaTHYECKOM
BepHU(UKaIUH.

B rmpemnoxxeHHOM B paboTe MeETOAE CTAaTHYECKOW BepH(UKAIUK MOKHO
KOH(QHUTYypHPOBATh MPOILECC MPOBEPKH HA KAKIOM M3 €r0 3TaroB, Ojarogaps demy
peanmsyromas MeTol KOHQUTYpUpyemas cUcTeMa ctaTndeckoi Bepudukammu LDV
Tools TIIPOJOJDKACT YCIICIIHO Pa3BUBATLCS, 4 KPOME TOTO YK€ MO3BOJIMJIA BBISIBUTH
6omnee 150 kpuTHuHBIX omMOOK B MOmyItsix simpa OC Linux.

B pabore Obuio mokazano, 4to mMoxynu sapa OC Linux sBIsSiOTCS yHUKaJIbHBIM
IMOJIMTOHOM i1 HUCIIBITAHUS WHCTPYMCHTOB CTaTHYECKOM BepI/I(bI/IKaLII/II/I. 210
MO3BOJISIET, C OJHOM CTOPOHBI, NOAOOpaTh Ui TPOBEACHHSA BEpUPHUKAINN
ONTUMAJIFHBIE IO PANY KPUTEPUEB MHCTPYMEHTHI M MX KoHOurypamuu. C apyroi
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CTOPOHBI, TIOJOXUTEIBHBIE PE3yIbTATHl TAKOTO KOMIDIEKCHOTO TOAXOA SBISIOTCS
HOBOM JIBIKYIIEH CHJIOM JUIsi pPa3BUTHS CaMHX METOJOB M HWHCTPYMEHTOB
CTaTHYECKOH BEpUPUKAITUH.

B Xozme mpakTHUECKOro NpHMEHEHHs KOH(UTYpHUPYEeMOH CHCTEMBl CTAaTHYECKOW
Bepudukamun LDV Tools 6buti BbIsIBICHBI OPOOIEMBI, KOTOPBIC OMPEACISIOT
OCHOBHBIC HAIIPABJICHUS TaTbHEHIIETO pa3BUTHS:

e  AHaiu3 IpyI B3aUMOCBSI3aHHBIX MOJTYJICH.

e JlomoJHEeHUE CTICIU(HUKAIINY T-MOJICITH OKPYKCHUS.

e  VYTOYHEHHE CYMIECTBYIOMINX CICII(PHUKAININ IPABHIL.

e lcmpasienne ommOOK B KOMITOHEHTaX M oakoMIoHenTax LDV Tools.

Kpowme Toro, mnaHupyroTcs: pa3BUBATh CICAYIOIINE HAPABICHUS:

e TIpogomkenue aHanusa usMeHeHuidl B Moxyisx sapa OC Linux ¢ menbro
BBISIBJICHUS HOBBIX KPHUTUYHBIX TIIPpABUII KOPPEKTHOI'O0 HCIIOJb30BaHUA
MPOrpaMMHOTO HHTepdelica sapa U pa3paboTka HOBBIX CHELU(DHKAIUIA
MPaBUIL.

e  lHTerpanus HOBBIX MHCTPYMEHTOB CTaTHYECKOW BEpHU(PHKALNH U 1OI00D
ONTHMANIBHBIX KOHQUTYpaLnii HHCTPYMEHTOB JUISl IIPOBEPKU TEX MIIM HHBIX
TIPaBHIL.

e  MmHoroacnekTHas ctaTuyeckas Bepudukanus Mmoayieit sapa OC Linux amst
BBISBJICHMSI BCEX BO3MOXKHBIX HApYyUICHHH HECKOJBKHX MPOBEPAEMBIX
MIPaBUJI 32 OJIMH 3aIyCK MHCTPYMEHTA CTaTHYECKOH BEpUPHKAIIH.

e Craruueckas BepuHKaLus MOAYJICH siapa Uil PaziIM4YHBIX apXUTEKTYD,
takux kak ARM, MIPS, S/390 u PowerPC, a taxxe Hamboiiee 4acTo
HCTIONB3YeMBIX KOHGUTypaImi sapa.

e lcrnonp3oBaHWE W pasBUTHE METOJIOB PErPeCCHOHHON CTaTHYECKOH
Bepu(HUKaIWU UISI MPOBEPKH W3MEHEHHWH B Koje Moxmyned m sapa OC
Linux.

e PacnapaiienuBanue ctaTuueckoit Bepudukanuu moaysei sapa OC Linux.

e [lpuMeHeHHE TPEUVIOKEHHOTO METoJa CTaTHUeCKOH BepHpukanmn
moayneit sapa OC Linux mist mpoBepkd KOMIOHEHTOB sipa npyrux OC.

Pa3paboTunMkaM HWHCTPYMEHTOB  CTATHYECKOH  BepHHKaUMU  IpeiaraeTcs
pa3pabaTbiBaTh 0OJiee TOYHBIE METOJbl AaHAlKM3a, WCIPABIATh OLIMOKH B
HHCTPYMEHTaX, a TaKKe ONTHMH3HPOBATh PEANH3ANUI0 METOJOB C IIENBIO
YMEHBIICHUS TOTPEOICHUS PECYPCOB.
Tekyrmue JOCTHXEHHS, TPOOJIEMBI, TEPCIEKTHBBI W IUIAHBI  PETYISPHO
obcyxnarores Ha cemunapax Linux Driver Verification Workshop u meponpustusx
ETAPS/Competition on Software Verification, B xoTopeix Hauboiee aKTHBHYIO
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pois wurpatoT HMHCTUTYT cuCTeMHOTo TnporpammupoBanus PAH, Mocksa
(pa3paboTynk KOHPUTYPHPYEMOW CHUCTEMBl cTaTmdeckod Bepudurarmmun LDV
Tools) u Yuuepcurer ITaccay, 'epmanust (oCHOBHOU pa3pabOTYHMK HHCTPYMEHTA
cratnueckoit Bepuduramun CPAchecker).

Bbaaroagapuoctu

ABTOpHI BEIpakaloT mpu3HaTenbHOCTH I1. AHapmanoBy, B. I'patmrHCKOMYy, B.A.
3axapoBy, M. Makuenko, B. Mopnanro, O. CrpukoBy, A. Ctpaxy, I1. HIsexy u 1.
[IlemeTkoBy 3a aKTHBHOE Yy4YacTHE B TPOCKTHPOBAHMH W  pa3paboTKe
KOH(UTYPHPYEMOU CHCTeMBI cTaTiHuyecKoi Bepudukanuu LDV Tools.
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Configurable Toolset for Static Verification of Operating
Systems Kernel Modules

1.S. Zakharov, M.U. Mandrykin, V.S. Mutilin, E.M. Novikov, A.K. Petrenko, A.V.
Khoroshilov

Institute for System Programming of RAS (ISP RAS), Moscow, Russia
{ilja.zakharov, mandrykin, mutilin, novikov, petrenko, khoroshilov}@ispras.ru

Abstract. An operating system (OS) kernel is a critical software regarding to reliability and
efficiency. Quality of a modern OSs kernel is high enough. Another situation is with kernel
modules, e.g. device drivers, which due to various reasons have a significantly lower level of
quality. One of the most critical and widespread bugs in kernel modules are violations of
rules of correct usage of a kernel API. One can identify all such the violations in modules or
prove their correctness with help of static verification tools which needs contract
specifications describing formally obligations of a kernel and modules with respect to each
other. The paper considers existing methods and toolsets for static verification of kernel
modules of different OSs. It suggests a new method for static verification of Linux kernel
modules that allows to configure checking at each of its stages. The paper shows how this
method can be adapted for checking kernel components of other OSs. It describes an
architecture of a configurable toolset for static verification of Linux kernel modules, which
implements the proposed method, and demonstrates results of its practical application.
Directions of further development are considered in conclusion.

Keywords: operating system kernel; kernel module; software quality; static verification;
contract specification; environment model; specification of rule of correct usage of API.
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