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Annoramusi. OOGdyckarueil mporpaMM Ha3bIBaeTCsl TAKOE SKBUBAJIEHTHOE MpeoOpa3oBaHHe
HIporpaMmM, KOTOpoe NpHAaeT mporpamMmme GopMy, 3aTpyJHSIONIYI0 TOHUMaHHUE aJTOPUTMOB U
CTPYKTYP IAaHHBIX, pEaln3yeMbIX [IPOrpaMMOii, W MPEISTCTBYIOIIYIO U3BIEUCHHIO U3 TEKCTa
MPOTPaMMBI ONpEACTEHHON ceKpeTHoW HH(opMmanuu, conepkameiicss B Heil. [lockombky
o0dyckarys mporpaMM MOXKET HaWTH IIMPOKOE TPHMEHEHHE NPH PEHICHHH MHOTHX 3amad
Kpunrorpaguu ¥ KOMIBIOTEPHON O€30IIacHOCTH, 3ajade OLEHKH CTOHKOCTH 0O0(ycKauuu
HpUIaeTcs O4YeHb OOJIbIIOE 3HAUeHHe, HaYMHAsl C CaMbIX MEepBBIX padoT B 3Toil obGnactu. B
9TOi CTaThbe MPUBOANUTCS 0030p Pa3IHMUYHBIX ONPEACNICHNI CTOMKOCTH 00(yCKaluy porpamMm
U Pe3yJIbTaTOB, yCTAHABIMUBAIOIIUX BO3MOXHOCTb WJIM HEBO3MOXKHOCTb IIOCTPOEHUS CTOMKOM
00dycKaIyu MporpaMM B TeX MM UHBIX KPUITOTPaQUIECKUX MPEANOIOKEHIAX.

KnioueBsble cioBa: mporpamma, o0¢pycKamms, CTOHKOCTh 00 yCKaluy, CI0KHOCTh, MAIInHA
TrropHHra, MOZEIb YEPHOTO SIINKA

1. BeedeHue

OO0dyckamueld mporpaMMbl Ha3BIBAaeTCsS BCAKOE €€ IpeoOpa3oBaHUE, KOTOpOe
COXpaHseT BBIYHCIIIEMYIO IIporpamMmoit (byHKIMIO (9KBHBaJIEHTHOE
npeoOpa3oBaHHe), HO TPH HTOM NpPUAAET IMporpaMMme Takyl ¢GopMmy, dUTO
M3BJICUCHHE U3 TEKCTa MPOrpaMMbl (IIPOTPaMMHOTO KOJa) KIF0UYeBO MHPOpManu
00 anropMTMax M CTPYKTypax JaHHBIX, PEATN30BAaHHBIX B JTOH IporpaMmme,
CTAaHOBHTCS TPYIOEMKOW 3amadeit. OO0¢yckanus mporpaMM B MPOTHUBOIOIOKHOCTh
peopranm3anmu  (peakTopuHTy) mpecieayeT Iielb 3aTPyJHUTh TMOHUMaHHE
NPOrpaMM M BOCIIPEISITCTBOBATH LEJIEHANIPaBIeHHOH nx Moandukauuu. [lostomy
3a71aqy OOQycKanmMy NIpOrpaMM MOXKHO CYECTb OJHOW M3 3ajJad CHUCTEMHOTrO
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MPOTrpaMMHUPOBAHUS, MOJOOHOW APYTrHUM 3agadaM NpeoOpa3oBaHUsl NPOTPaMM —
TpaHCISIOWY, ONTHMHU3AIMM, pEOpraHu3aunuy, pacnapamienusanus. C apyroi
CTOPOHBI, 00(hyCKaMI0 MOXKHO TAaKXKE PaccCMaTpPHBaTh KaK 0COOYIO Pa3HOBHIHOCTH
mupoBaHust HporpaMM. B OTIMYME OT TPAAWIMOHHBIX BHUJOB IIU(POBAHMS
oOdyckanusi He TpeanojaraeT IMOCTPOCHUS  I(PQPEKTUBHBIX  AJITOPUTMOB
pacumpoBaHusl, T.c. BOCCTAHOBIICHUS HCXOJHOTO TEKCTa IMPOTrPaMMbI, HO 3aTo
TpeOyeT COXpaHCHHsS CMBICIA 3alIU(PPOBAHHOTO COOOIICHUS — (YHKIUH,
BBIYMCIIIEMON  00Qyckupyemoii nporpammoil. IlosTomy 3amada o06dyckamuu
porpaMM MOXeET OBITh TaKXKe OTHeceHa K oOnacth Kpunrorpapuum
KpunroaHanuza. IMEHHO IBOHCTBEHHOCTH ATOH 3aa4l M OOBACHSICT TOT (PAaKT, UYTO
ee HMCCIICIOBAaHNE BOT y)ke Oosiee 15 meT mpoBOAMTCS 1O BYM HANpaBICHUSIM — CO
CTOPOHBI CHCTEMHOTO TPOTPAMMHPOBAHMSA M CO CTOPOHBI KpHUnTorpapuw, —
KOTOpBIE OUYEHb MaJI0 B3aUMOJEHCTBYIOT Apyr ¢ aApyroM. lLlenbs HacTosuel cratbu
— O3HAKOMHTbH CIICIHAINCTOB B OOJACTH CHCTEMHOTO IPOrPaMMHPOBAHHSA C TEMH
pesyipTaTaMM HM3y4eHHs 3amaud  o0QycKmmum mporpamM, KOTOpBIE —OBUIH
JOCTUTHYTBI K HacTOAIIEMY BpPEMCHU B O6J'IaCTI/I MATCMAaTHYCCKHUX OCHOB
kpuntorpaduu. OTa cTaThs OTKPHIBAET LUKJI padoT, MOCBAIICHHBIX BOIPOCaM
o0¢ycKkanuu mnporpaMM, paccMaTpUBaeMbIX C TOYKH 3peHHs Marematuku. [Ipu
M3y4eHUH MaTeMaTH4YeCcKOil mpoOiieMbl 00(yCcKaluy NporpaMM Ha4MHATh HY)KHO C
OMpeneNieHus] CTOWKOCTH o0Qyckaruu. TpeOoBaHHS CTOMKOCTH CYIICCTBEHHO
3aBUCST OT TeX NMPHIIOKEHUH, B KOTOPBIX MCIONIB3yeTcst o0dyckanus. 1 mostomy B
MEepBOM CTAaThE ATOTO IMKIA MBI PACCMOTPHM M IPOAHAIM3HPYEM OMPEIEICHHS
MOHATHS CTOWKOCTH 00(ycKamu nmporpamM. B nocnenyromieit paborte miaHupyeTcs
NPOBECTH HCCIEIOBAaHWE TEX 3aJad CHCTEMHOTO IPOrPaMMHPOBAHHUS |
KpunTorpaduu, Ui pemIeHHs KOTOPbIX  MOXHO ObIIO OBl HCIOJNB30BaTh
o0dyckanuio mHporpamMM, W OLECHHUTh, B KaKOH Mepe COBPEMEHHBIE METOJIbI
obdyckanuu npUOAM3WINCHE K HMX pelleHuro. M, HakoHel, B MOCIeTHEel cTaThe
IUKJIa MBI PACCKAXEM O HOBEHIIINX JOCTUIKCHHUAX B PCIICHUM 3a/la4u TTOCTPOCHUA
CTONKHX 00(yCKaTOpOB MPOrpaMM.

BepositHo, 3amaua oO¢yckauuu Obula BrepBble yHoMsiHyTa (0e3 SIBHOTO
ynoTpebieHus TepMUHa «00dycKkaiusa») B 1976 rogy B ocHOBoMoOaramoiieii padore
Juddu n Xennmana [1]. JKenast mporsuToCTpUpOBaTh KOHIEIIHIO IU(PPOBAHUS C
OTKPBITBIM ~ KJIIOUYOM, OHH TPEUIOKWIH CIEAYIONIYI0 TIPOCTYI0O CXEeMy ee
peanu3anuy. Berbupaercss mpou3BoNbHas KPUITOCHCTEMA C CEKPETHBIM KIIFOUYOM, B
nponenypy — mUGpPOBaHMA ~ BCTAaBISETCA  CEKPETHBIM  KJIIOY, W 3aTeM
VMHHIMAJIM3UPOBAHHAsL THM KJIIOYOM IIporpaMma mu(poBaHus 3alyThIBaeTCs Tak,
YTOOBI N3BJIEUEHUE U3 €€ TEKCTa CEKPETHOTO KIIF04a OBbUIO OUeHb TPYIHOH 3a1aueii.
Takum oOpasom, MoanHUUMpOBaHHAs Tpolenypa IMNUGPOBAHUS CTAHOBUTCS
OTKPBITBIM ~ KJIFOYOM  HOBOH  KPHUITOCHCTEMBI.  3allyThIBaHHE  IPOLEAYPHI
MUGPOBAHUS C LEJIBIO MPEJOTBPAILCHUS HM3BJICYEHUS U3 €€ TEKCTa CEKPETHOTrO
KJIFOYa SIBJISIETCS OJHUM M3 BO3MOXHBIX NMPUMEHEHHH 00(YyCKalllu MpOorpaMm IS
pemeHns HeKOTOPBIX 3a/1a4 KPUNTOrpaduu 1 KOMIBIOTEPHOH 0€301IacHOCTH.
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B sBHOM Buzae monsTHe OO(yCKarMu IMporpamMMm ObLIO BBeAeHO B 1997 romy B
pabote Komnbepra, TomGopcona u Jloy [2]. ABTOpBI 3TOH pabOThl paccMaTpUBAIH
o0dyckanuio TmporpaMMm, B TIEPBYIO Odepelb, KaK CPEICTBO 3aIlUTHI IPaB
MHTEJUIEKTYyalbHOH COOCTBEHHOCTH Ha alTOPUTMBI, KOTOPBIE pealM3yloTCs B
IporpamMMax C OTKPBITBIM KogoM. B pabote [2] ObuM mpeiosKeHsl POCTEHInNe
BUIBl  OOQYCKHpYIOIIMX  mHpeoOpa3oBaHMi  MporpaMM,  MHpOBeleHa  HX
crcTeMaTH4ecKasi KilacCU(UKaLus 1 IPOCIIeKeHa B3aUMOCBA3b 3a1a4n 00 yckanuu
MpOrpaMM ¢ HEKOTOPBIMH M3BECTHBIMU 33]ja4aMH CUCTEMHOTO ITPOTrPaMMHUPOBAHHSI.
Ecnu BkpaTie NMOABITOXHUTH pe3yJbTaThl MCCIEAOBaHMS MPOOJIEMBbl 00QycKaluu
nporpamm 3a npoiueanmye 18 jet, To MOXKHO C/IeNaTh CIIEAYIONINE BBIBOIBI.

1. Cnekrtp 3a1a4, Uil PEeUIEHUs] KOTOPBIX MOKHO ObUIO OBl HMCIOJIB30BATH
ITOPUTMBI NIPOTPaMMHON  00QycKanuy, BecbMa OOWIMPEH, M LeJn
npUMeHeHus: 00dyckau MOryT OBITh MPOTHBOMOJIOKHEL. O0(dycKkarmio
MOXKHO HCIIOJIb30BaTh KakK JJIS 3allUThl MPOrpaMM OT BHUPYCHBIX aTak [3],
TaK M JUIi MAaCKUPOBKH KOMITBIOTEPHBIX BHPYcOB [4,5]. [Ipu o0dyckanmn
OporpamMM Ul HYXA KPUOTOTpadUHu MENbI0 MACKHPOBKH SIBIISIETCS
COKpPBITHE IAaHHBIX (CEKPETHOTO KJIo4ya), HO He anroputMmoB. Ho korma
METOIBl 00(yCKalMM TPHMEHSIOTCS Ui OOecIedYeHHs KOMITBIOTEPHON
6€e301macHOCTH, TO LENbI0 MACKHPOBKH SIBIACTCS COKPBITHE alrOPHUTMOB,
HO He oO0pabaTbIBacMBIX JaHHBIX. TakuM oOpasoM, “mpoOiema
00(yckanmu TporpaMm” BKJIHOYACT B ce0sl IeJoe CEeMEHCTBO 3amay
MacKHpPOBKH MPOTPaMM, JUI KaKA0H U3 KOTOPHIX BBOJSTCS CIIEIHaIbHbIE
TpeOOBaHHUS CTOWKOCTH 00(YCKalny.

2. Umeercs O6OnbpLION pa3pblB MEXAY TEOPETUYECKUMU TpPeOOBAHUSIMHU
cToiikocTH 00(ycKalMu MporpaMM U NPUMEHSIEMBIMH Ha IIPaKTHKE
METOZAMHU U CPEJICTBAMHU PEIIeHHs 3TOH 3anaun. M3BecTHO Hemaso pabor,
B KOTOPBIX MPEAJIaraloTcsl pa3jinuHble TPAKTUYECKUE METO bl 00 yCKalnu
nporpamMm; MOJApOoOHOE ONUCAaHHEe MHOTMX W3 HHUX MpPEACTAaBICHO B
monorpaduu [6]. HekoTopble W3 3THX METOIOB OBLIM pEAJM30BAHBI B
KOMMEPYECKHX MPOrpaMMHBIX MPOAYKTaX (cM., Hampumep, [7-12]).
Onnako BiMsHME (YyHAAMEHTAIBHBIX TEOPETHYECKHX DPE3yJIbTaTOB (CM.
[13-16]) w©a oTy BeTBb pa3BUTHS MPOrPAMMHOrO  ObecreueHus
MHHHUMAaJIBHO: TpeOOBaHUs OE30IaCHOCTH, HCCIeyeMble B KOHTEKCTE
KPUNTOTPA(QUUECKUX MPHUIO0KEHUH, JTHOO0 SBIAIOTCS CIHIIKOM CHIIbHBIMH,
100 HeaneKBaTHBI TeM 3ajadaM 3allUThl IPOTPAMMHOTO OOECTIeYeHUs,
KOTOpBIE BO3HUKAIOT Ha MPAKTHUKE.

3. Mex1y MNOJOXHUTEIbHBIMH W OTPHLATEIbHBIMH PE3YJIbTaTaMH PEILCHHUS
3amaun  o0Qyckamuu oOpa3oBaics OonbIIoOi paspeiB. B cratee [13]
JIOKa3aHO, YTO ]ISl HEKOTOPBIX CTPOro (HhopMajM30BaHHBIX OTpPECICHU
cToifkoctn 06dyckarmuu (CTOWKOCTE B MOJENN BHPTYAJIBHOTO «4EPHOTO
SIIIKA») CYHIECTBYIOT TakKWe ceMeicTBa 3()h()EeKTHBHO BBIYMCIMMBIX
(yHKIMHA, KOTOpBIE HE MJOIMYCKAlOT CToiKoW o6dyckammu. Croiikyro
o6dyckanyio yaamoch MOCTPOUTHh ISl CYIIECTBEHHO Oosiee Ciabbix
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TpeOOBaHUH CTOMKOCTH W JIUIIIb JIJISI OY€Hb MPOCTHIX (DYHKIUH - TOUSIHBIX
dbyHKIIMH 1 OMU3KUX K HAM cemeicTB Gynknuii [17-21]. HecmoTps Ha ToO,
YTO TOJIOKHUTENBHBIE PE3yIbTaThl OBUIH 0000IIEHHI B cTaThe [22-24] mis
Oonee IMIMPOKUMX KIACCOB (YHKIHMH, BOMPOC O (HE)BO3MOXKHOCTH
3¢ pexTuBHOI 00 ycKaruu At 00MUX KPUIITOrpaguuecKux IMpOTOKOJIOB
WIA Ke i1 JI000ro 3HAYMMOro Kiacca MporpaMM (Hampumep, st
KOHCYHBIX ~ aBTOMATOB) TMNpPH  CTAaHAAPTHBIX  KPUITOTpapUUCCKHIX
MIPENOJIOKEHUSAX OCTAETCSI OTKPBITHIM.
IIpuBencHHBIC BBIBOBI MTOKA3BIBAIOT, YTO MpoOaeMa 00(hyCKaIlui POrpaMM — 3TO
OUYeHb CIIOKHAsi M MHOTOTpaHHAas 3ajaya, Juig KOTOPOW BpSAJ JU yAAcTCsS HaWTH
€IMHbII YHUBEpPCAJbHBI METOJ peweHus. Mbl Hajeemcs, 4YTO JajdbHEHIINH
mporpecc B HCCICNOBAHMU 3TOW  NHPOOJEMBbI  MO3BOJHUT  CPOPMHPOBATH
MaTeMaTHYECKHEe OCHOBBI JJIS CO3MaHUS IIMPOKOTO MHOT000pa3us (opMabHBIX
KOHICTIIIN ¥ METOAOB 0O0(QycKauu MporpaMM B KOHTEKCTE Pa3THIHBIX
npwioxkeHnii. Co3maHue TaKOTO MAaTEeMaTHYeCKOTO ammapara CIeAyeT HadaTh C
pa3paboTKN pPa3IUYHBIX ONPEACTICHUN CTOHKOCTH OO(YCKAIlMM W HWCCIICIOBAHUS
B3aUMOCBSI3M MEXKAY TMPEIUIOKCHHBIMH ~ ONPENCICHUAMH W MOIXOMSIINMHA
MOHATHSAMH W MOICISMH  AWCKPETHOM  MaTeMaTHKH, MaTeMaTHYeCKOH
KpUNTOrpaduu, TCOPUU CIOKHOCTH BBIYHCICHHHA. DTO MOMOXXET HAM OTKPBITh
HanboJice Ba)KHBIC CBOMCTBA Ul BCEX TUIOB 00¢yckanuu mporpamm. Pacrmomaras
CICKTPOM Pa3MYHBIX OMPEICICHHA CTOMKOCTH O0O0(YCKallMH, HCCICI0BATEISIM
Oyzer jierue NoHATh, KaKue TpeOOBaHMsI 0E30MaCHOCTH 00ECIICUNBAIOT TC WIIA UHBIC
00(yckupyromre Mmpeodpa3oBaHUs M OICHUTh, HACKOJIBKO 3TH MPeoOpa3oBaHUs
VIOBJICTBOPSIOT 3asBICHHBIM IeNsIM. MHOrooOpasne HOBBIX (OpPMAIBHBIX
OTIpeNeNIeHul CTOWKOCTH MOXET TIPOSICHUTh PEIICHHE IIOCTABICHHBIX 3a1ad.
Hakonen, BBemeHHEe HOBBIX (OPMaNBHBIX TpeOOBaHMHA CTOHKOCTH 00dycKarmm
MpoTpaMM OTKPOET HOBBIE BO3MOXXHOCTH aJaNTaldd (OPMATBHBIX METOIOB
TEOpPETHIECKOI HHPOPMATHKH K PEIICHHUIO 3a7a4 3aIUTHI IIPOTPaMM.
Cratpu [1] ¥ [2] monoxwiv Ha4yajgo JBYM HamlpaBiICHHUSIM HCCIEAOBaHUN 3ajauu
00(yckanmu mporpaMM, a IMEHHO, 00 YCKaIlH MPOrpaMM KaK CPEIICTBa PEIICHU
HEKOTOPBIX KPUITOTpapuUecKuX 3aiad U O0O0(YyCKallMH MporpaMM KakK OJIHOTO M3
METOZOB O0ECIleYeHUs] KOMIBIOTEPHOH Oe3omacHOCTH. MBI yAennM TJaBHOE
BHHUMaHHWE TIEPBOMY HAIPABJICHUIO WCCienoBaHui. OHAKO TS TOJIHOTHI KapTHHBI
B CIEIYyIOIIeM pasjelie CTaTbh Mbl KOPOTKO OIHUIIEM OCHOBHBIE JOCTYIKEHHUS B
petieHnH 3aaa4u 00()ycKaluu MporpaMM M HEKOTOPBIX CMEKHBIX C HEH 3amad B
00acTH CHCTEMHOTO IMporpamMMmupoBaHus. [lamee, B pasgene 3 MBI paccMOTpPHM
HamOoniee W3BECTHBIE (OpPMaJbHBIE OINpeNeNeHus] CTOMKOCTH 00¢ycKkanun
MPOrPaMM U B3aUMOCBSI3b MEXIAY dTHMH OTPEeIICHUSIMHU.

2. O6¢yckayusi npozpamMM C MO3UyUU  CUCMEMHO20
npoz2paMmupoeaHusi

HpOFpaMMHaSI 06(1)y01<au1/m MorJia Obl OBITH OYEHB MOJIE3HOM JJI peUICHUST MHOT'UX
3ala4 CUCTCMHOI'0 IPOrpaMMUPOBAHHUA U KOMHB}OTCpHOﬁ 0Ee30IIaCHOCTU. YK€ B
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paHHUX paboTax, MOCBSIICHHBIX OO0(QYyCKalMu MporpaMM, OBUIO TOKa3aHO, YTO
o6dyckupyomue mpeodpazoBaHUs MOTYT OBITh HCIOJB30BAHBI IS 3allUTHI
MHTEJUIEKTYyalbHOH COOCTBEHHOCTH B KadeCTBE CPEICTBA, IPEISITCTBYIOIIETO
BOCCTAHOBJICHHIO MCXOJHBIX AJTOPUTMOB Ha OCHOBE OTKPBITOTO IPOTrPaMMHOTO
kona [2,25-27] u yhganeHHr0 W3 NPOrpaMM BOISHBIX 3HakoB (watermarkings) u
«ortneuatkoB manbleny» (fingerprintings) [6,8,28-31], mis 3aiuThl mpOrpaMMHOTO
obecrieueHns OT aTak CO CTOPOHBI BPEIOHOCHBIX NPOrpamMM (KOMITBIOTEPHBIX
BUPYCOB) M obecreyeHus: 0€30MacHOCTH MOOMIIBHBIX areHTOB B MH(QOPMaIIMOHHBIX
ceTsix [32-36], mns mpoBefcHUs OE30MaCHOTO MOWCKAa B TMOTOKAaX JAaHHBIX [37],
3amuTel 0a3 JaHHBIX [38], 3amIUTH MPOEKTHBIX PEMICHWI MpPHU NPOEKTUPOBAHHUU
MHUKpPORJIEKTPOHHBIX cxeM [39,40]. OOGOopoTHO# CTOPOHOW MOJNE3HBIX ITOCTOMHCTB
o0dyckanuu SBISIETCS BO3MOXKHOCTH €€ HCIHONB30BAHUS U 3aTPYAHEHHS
oOHapyXeHHs BPEIOHOCHBIX mporpaMM [4,5,41], a Tarxoke co3maHus yA3BHUMOCTEH B
CUCTEMaX 3alIUThl KOMIBIOTEPOB [42].

BriepBeie mpocreiimme npueMsl 00(QycKanuy mporpamMm ObIIM IMEPEYUCICHBl H
CHUCTEMAaTH3UPOBaHE B padorax [2,43]. ABTOpHI 3THX pabOT MPHILIA K PARY
BBIBOJIOB, KOTOpHIE B JAJIbHEHIIEM OMNPENENIMIN HECKOJIbKO OCHOBHBIX JIMHHUH
UCCIENOBaHMA 3a7adu  oO(dycKauu NporpaMM METOJaMH W CPEACTBaMHU
CHCTEMHOT'0 POrPaMMHPOBAHHS  TEOPUH aHAJIHM3a IIPOTPaMM.

o Ilenpro 00¢ycKkanmuu MpOrpaMM SBISETCS MPOTHUBOICHCTBHE alTOpUTMaM
CTaTHYECKOT0 M JAMHAMUYECKOro aHanmu3a mnporpamm. [losTomy kauecTBo
00(hycKalMu MOXHO OICHHBATh JKCICPUMCHTAILHO B 3aBHCHMOCTH OT
TOrO, HaCKOJIBKO PE3yJIbTaTUBHBIMHA OKa3bIBACTCsA MMPUMCHCHUEC
MpOTrpaMMHO-UHCTPYMCHTAJIbHBIX CpCacCTB aHaJiu3a ImporpamMm K
nporpamMMam, mojasepriumcst oo¢yckamnuu. TakuM o0pazom, pa3paboOTKy
cpeacTB 00GyCKaluu MPOrpamMM IEeIecooOpa3HO MPOBOIAWTh B TECHOU
B3aMMOCBSI3M C COBEPIICHCTBOBAHHEM CPEICTB Ne00(pyCKAUN MPOTrpaMM
M0 TPUHIUITY COCTS3aHMSA IMUTa W Meda. Pa3BUTHE 3TOTO COCTSA3aHUSA
MOXKHO TIPOCIEIUTh B cepud pabor [44-60] m Hamuwio BOIUIOIICHHE B
€XEroJHO IIPOBOJANMOM KOHKYpce 00(yCKHPOBAHHBIX ITPOTPAMM.

e Jlna mpenBapUTENbHONW TEOPETHYECKOW OLEHKM KadecTBa 0OQyCKaluu
MOXKHO HCIIOJIb30BaTh METPHYECKHE XapaKTePHCTHKH, OMHCHIBAIOIIUE
CIIO)KHOCTh YCTPOMCTBA TMpOrpamMm: 0O(QYCKalHs NporpaMMbl JOJDKHA
NPUBOIUTH K 3HAYUTEILHOMY YBEIMUCHHIO 3TUX XapaKTEePUCTHK. AHaJH3
KadecTBa OO(QYCKUPYIOIIMX NpeoOpa3OBaHWii Ha OCHOBAaHWUH METPHK
CITOKHOCTH MPOTPaMM MPOBOIHIICS B pabotax [61-65].

e [lockonbKy ienblo 00 ycKaIK SBISCTCS MPOTHBOACHCTBUE allTOPUTMAM
CTaTHYECKOTO aHallU3a, TO CTOWKOCTh 00(YCKHUPYIONMX NpeoOdpa3zoBaHUi
MOJKHO OIICHMBAaTh TAaKXe OTHOCHTEIBHO CJOXHOCTH TEX MOIeei
POTPaMM, KOTOPBIE UCIOIB3YIOTCS B aJlTOPUTMAX CTATHYCCKOTO aHAIIN3a,
HalpaBJICHHBIX HAa BBIABJICHUE W YCTPAHCHHC HOCHC}ICTBI/Iﬁ MAaCKHUpPOBKHU
MPOrPaMMHOTO Koja: oOdyckarusi cuuTaeTcsl TeM Oojiee CTOWKOW, YeM
Oosiee CJIOXKHBIE MOZEAM IPOTPaMM HEOOXOMUMBI Ui MPOBEACHHUS
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1eo0(yCKUPYIOIero CTaTUYeCcKoro aHanusa mporpamM. MccnenoBanus
CTOMKOCTH O00(YCKHPYIOMHUX MpeoOdpa3oBaHUl OTHOCHUTEIBHO METOJOB
CTaTUYECKOTO aHayim3a OBLIO MPOBENCHO B paboTax [66-73]. Pe3ynpraTs
9TMX  WCCIENOBaHMH, B  YaCTHOCTH  TPHBEIM K  CO3/aHHIO
CTEUUAIN3UPOBAHHBIX aJITOPUTMOB Uil OOHAapY)XEHHs IOJIMMOPQHBIX
KOMITBIOTEPHBIX BHPYCOB, HCIIOJB3YIOMIMX TPOLEIYpbl 0O0(ycKauuu B
nporecce peruukanuu [74-76].

e B cratee [2] OBIIO OTMEYEHO, YTO KIOUEBBIM JJIEMEHTOM MHOTHX
npueMoB oO0(dyckanuu Nporpamm  SBJISIOTCS T.H. HENPOHHLAEMBIC
npeaukarel (Opaque predicates) — mpeaMkaThl, MOCTYCIOBUS KOTOPBIX
TPYIHO BBIYUCIHUTH IOCPEICTBOM AJITOPUTMOB CTaTHYECKOro aHanu3a. B
HECKOJBKUX padotax [29,31,77-79] ObUIO MPOBEACHO M3YYEHHUE CIIOCOOOB
HOCTPOCHHS ¥ OLCHKH CTOWKOCTH HEIPOHHIAEMBIX NPEAUKATOB. ABTODEI
cTaTbu [2] Takke OOpaTWIM BHUMAHHE Ha TO, YTO JUIS HOBBILICHUS
CTOHKOCTH 00 yCKUpyFrOIInX npeoOpa3oBaHuUit enecoodpasHo
UCIIONB30BaTh  BBIYHCIHUTENBHO TPYOHBIE KOMOWHATOpDHBIE —3a/1ad,
KOHCTPYHpPYS Ha MX OCHOBE HEIPOHHUIIACMBIC MPEIUKATHl TAKHM 00pasoMm,
4TOOBI PACKPHITHE TOBEIEHHS TAKOTO IMpeuKaTa ObLIO Obl PAaBHOCHIIBHO
pelIeHUI0 yKa3aHHOHM 3agauu. DTOT IpueM OBLT MCIONB30BaH B paboTax
[25,80-83] mis AeMOHCTpaIk TOTO, YTO B HEKOTOPBIX CIydasx 3amada
JIe00(yCKAIUK TPOTPaMM MOKET OKa3aThCsl BEIYHUCIUTEIBHO TPYIHOM.

e 3agadyy oOdyckanuu mporpaMMm MOXKHO pellaTh W B TaKOW MOCTaHOBKE,
KOTJa JIUIIb HEKOTOpas 4YacTh MPOTpaMMBl JOCTYIMHA NPOTUBHUKY IS
aHanM3a U MoAM(UKALIUHU, B TO BPEeMsl KaK BCE OCTaJbHbIE KOMIOHEHTHI
IPOTPaMMbI  BBIOJHSIOTCA ~ HAa  3alIUIIEHHOM  BBIYHUCIUTEIHFHOM
ycTpoiicTBe. BriepBble B Takoi MOCTAaHOBKE 3ajaya 3alllUThl IpOrpamm
OBLTa paccMOTpeHa B cTaTbe [84]; B 3TOM cTaThe paccMaTpUBAIACh MOJIEITH
BBIUUCIICHUH, COCTOSIIAs M3 3allUIIEHHOr0 YCTPOWCTBA MNaMSITH U
001Ie10CTYITHOTO TpoIieccopa. Y CIIeNHOE PeIeHNe 3TOH 3a1aul IIPUBEIIO
K pa3paboTKe HEKOTOPBIX  CIOCOOOB  OOQYCKamuu  MpOTrpaMM,
ONMPAIOLIUXCA HA allapaTHYIO MOANEPKKY [85,86].

Pe3ynbraTel MpOBEJEHHBIX TEOPETUUECKUX U KCIIEPHMEHTAIBHBIX HCCIEN0BaHHUN
3a1a4d  OOQyCcKanmMu TPOTpaMM  BOIUIOTHJIMCH B  HECKOJBKHX  JIECATKax
HMPOrpaMMHO-UHCTPYMEHTAIbHBIX CPEJACTB 3aILUTHI IPOrpaMM IIyTeM INPUMEHEHUS
00dyckupyomux mnpeobpa3oBaHWN TOrO0 WIM WHOTO BHAA. bombmas d9acTb
MPEUIOKEHHBIX TOAXO/M0B TIPEACTABIAIOT COOOHW 3BPUCTHKHM (HEKOTOpBIE U3
KOTOPBIX BECbMa H3OLIPEHHBI), NpeAHA3HAUYEHHBIC JUIS YCIOXHEHHS IPOrpaMM
aHanmu3a anroputMoB. OOIINM HX HEJOCTATKOM SIBISIETCS OTCYTCTBHE OOOCHOBAaHUS
rapaHTHPOBAaHHOHN cTOHKOCTH. HekoTopele U3 3THX cpeAcTB 0b6dyckanuy JOBOIBEHO
YCIIEIIHO MTPOTHUBOCTOSAT aBTOMATHYECKUM WHCTPYMEHTAM CTaTHYECKOTO aHajlu3a U
JEKOMIWIALUU HPOrpaMMHBIX KoJ0B. OfHako B Cilydae NPUMEHEHUS METOOB
JUHAMMYECKOTO aHajiM3a INporpaMM U TPUBJICUYEHUS KBATH(UIIMPOBAHHBIX
9KCIEPTOB B 00JIACTH CUCTEMHOTO IPOTPAMMHPOBAHUS CTOHKOCTH CYIIECTBYIOIMINX
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cpencTB 00 ycKauy IporpaMM OKa3bIBAETCs yiKe HEJ0CTaTOUHO. TakuM oOpa3om,
pa3paboTaHHble K HACTOAIIEMY BPEMEHH NPAKTHYECKHUE METOIbl M aJITOPUTMbI
o0(yckanuu mporpamMM CIIOCOOHBI 3aTPyIHUTH (IIOPOH, BechMa 3HAYHTEIHHO)
MOHMMaHHE ¥ MOJU(UKAIMIO IPOrpaMM, HO HE MOTYT PacCMaTpPHBAThCS B KAUeCTBE
CPE/CTB 3allUThl CEKPETHOH MH(pOpMAaIMH, CoepKallelicss B IpOrpaMMHOM KOJIE,
MOAOOHBIX CHCTEMaM IH(POBaHUSI.

3. O6¢pyckauyuss npozpamMM ¢ no3uyuu Mamemamu4veckol
Kpunmoepaduu

O0¢yckanus mporpaMM HMMeEeT Ba)KHbIE NMPHIIOKEHHS B 00NacTu KpHNTOTpaduu.
Ve B panHux paborax [1,13] Obuio ormedeHo, uTo OOdyckamus Hporpamm
MO3BOMISIET  NPEe0OpPa30BHIBATE  KPUNTOCHCTEMBI C  CEKPETHBIM  KIIOUYOM B
KPHUIITOCUCTEMBI C OTKPBITHIM KJIIOYOM: B KAQ4ECTBE OTKPBITOrO KIIIOYa BBICTYNACT
00dyckupoBaHHasi Hpouexypa MH(POBaHMUSA C BCTABICHHBIM B HEE CEKPETHBIM
kimodoM. [Ipn momomm oO¢dyckanuu mporpaMM MOXKHO TaKkKe KOHCTPYHPOBAaTh
roMmoMopdHBIE cucTeMbl mHdpoBaHus [13], QyHKIHOHATBHBIE CHCTEMBI
mmdpoBanus [87], moBepeHHBIE cxXeMbl mepemuppoBaHus [23] w 3IEKTPOHHO-
udpoBoii moamucu [88], M30aBIAATBCS OT MOJECIHM CIYYallHOIO Opakyja MpU
JIOKa3aTeIbCTBE CTOUKOCTH KPHUITOrpadUUeCKUX IMPOTOKOJOB [2], OCYIIECTBIATH
CIy4aliHyl0 TICPETACOBKY 3alIM(ppPOBAHHBIX COOOIICHHWH B CXeMax TalHOro
ronocoBanus [89], cO3/1aBaTh CXEMBI JI€3aBYHUPYEMOI0 (IBYCMBICICHHOTO)
mmdposanus [90,91] u omgHOocTOpoHHME (yHKIMH ¢ cekpetom [91]. Boiee
NOAPOOHO 00 3THX NPHIOKEHWAX 00(dycKaluu MporpaMm B CIEAYIOIIEH CTaTbe
Hamiero nukia. OJHAKO AT TOTO, YTOOBI KaX/I0€ U3 MIEPEUNCICHHBIX TPHII0KEHUN
o0Jaziano omnpeeNieHHOW KpUNTOTrpahuuecKoi CTOMKOCTBIO, HCIIOJIb3yeMast JUIsl €T0
MOCTPOeHHsT 00(QycKalust MporpamMM TakKe JOJDKHA YAOBIICTBOPSATH HEKOTOPHIM
TpeboBaHUsAM cToiiKocTH. [lo3TOMYy mpH HccienoBaHMM NPoOIeMbl 00dycKanuu
NporpaMM C TO3UIMM MaTeMaTHYecKoi Kpunrorpaduu TpeOOBaHHWE CTOMKOCTH
BBIJIBUT'ACTCs Ha l'[epBI)If/'I nnad. B atom pazaeie CTaTbu Mbl paCCMOTPUM pPa3JIMYHBIC
ONpe/ieNieHns  CTOMKOCTH 00¢yckaiuu, WU3BECTHBIE B COBpPEMEHHOU
MaTeMaTHYCCKOU JIMTEPpATYpPEC U TMPUBCIACM HEKOTOPLIC OCHOBHBLIC pPE3YJIbTATHI,
00OCHOBBIBAIOIME BO3MOXKHOCTh HJIM HEBO3MOXXHOCTH IOCTPOEHHMS CTOMKHX
06dyckupymux npeodpazoBaHUiA.

3.1. O6¢pyckaumua nporpamm B Moaenun BUPTYarbHOro «4e€pHOro
ALMKa»

BriepBeie crporoe onpenenenne 0d6¢hyckanyuy nporpaMm ObUI0 COPMYIHMPOBAHO B
cratbe [13], aBTOpBI KOTOPOH ONMpaNNCh Ha Pe3yNIbTaThl OoJiee paHHEeH craTbu [92].
K 06¢yckanmn nporpaMmM npeabsBISIOTCS TPH INIABHBIX TPEOOBAHHS — COXpPaHEHHUE
(DyHKIIMOHAJIBHOCTH TIPOrpaMMBbl, HE3HAUHWTEJIbHOE H3MEHEHHE €€ pa3sMepa H
ObicTponeiicTBUs M TpeboBaHme croiikocTd. OOQycKalmus mporpaMm CUUTAETCS
CTOMKOM B MOJENH BUPTYAJIBHOIO «UEPHOTO SIIUKA», €CIU NPOTUBHUK, UMEIOIUI
HEOTpaHMYEHHBIN JOCTYII K TEKCTY 00(yCKHPOBAHHOH MPOrPaMMBI, MOXKET U3BJIECYb
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W3 ITOTO TEKCTa TOJBKO Ty HWH(GOpMAIMIO 00 HWCXOAHOHM Iporpamme, KOTOPYIO
MOXXHO OBIJIO OBI TONYYWTH, NMPOBOAS OIHH JHUIIb TECTOBBIE SKCICPUMEHTHI C
mporpamMMoii  6e3 moctyma K ee Tekcry. JlJIs cTpororo MaTreMaTHYecKOro
ornpezeseHust 00(pycKanuy MporpaMM B MOJENIN BUPTYaIbHOTO «YEPHOTO SIIIUKA
HY’KHO BBECTH PsiJl BCIIOMOTaTENbHBIX TIOHSTHI.

B mreparype mo TEOpHM CIOXHOCTH M MAaTeMaTHYeCKOH KpHunTorpapuu
UCTIONB3YIOTCS JIBE OOLIeNpUHSTHIE (opManu3aliy TOHSTUS «BBIYUCIHTEIIBHAS
nporpammay. CoOrlacHO OJHOMY M3 HHUX IPOTPaMMbl HPEICTABISIOTCS B BUAE
MamuH ThIOpHHTa, a COTIacHO BTOPOMY MPOTPaMMbl IPEICTABISIOTCS B BHJE CXEM
n3 (QYHKIIMOHANBHBIX DJIEMEHTOB (JIOTHUECKHMX cxeM). B Tex ciydasx, Korma
CIIO)KHOCTH BBIYHMCJICHHII U pa3Mepsl MPOrpaMM OLCHUBAIOTCS C TOYHOCTBIO JO
HOJIMHOMUAJBHBIX INIPeoOpa3oBaHUH, 3TH [Ba OINpPEACNICHUS PaBHONIPABHBI (CM.
[93]). Hdnsa enmHOOOpa3usi MBI OTPAHUYMMCS PACCMOTPEHHEM IpeICTaBICHHS
nporpaMMm B BHIE MaliuH TelopuHra. B kpunrorpaguu B KadecTBe MOJICIH
NPOTHBHHKA  Yalle  BCEr0  HCIOJB3YIOTCS  BEPOATHOCTHBIC  aJTOPHUTMBI,
MOApa3yMEBaIOIINEe BO3MOXKHOCTh IPOBEJICHUSI BBIYMCICHUH C HCIOJIb30BaHUEM
cnyqaﬁme BCIINYWH (}IaTLII/IKOB cnyqai/iHbe qucel, CHy‘IaﬁHLIX JABOUYHBIX CTPOK U
T.H.). HpI/I OTOM BBIYUCJICHHA MNPOTHBHUKA JOJDKHBI 3aBEpIIATLCA 3a BpEMA,
MOJIMHOMHAJIBHO 3aBUCSIIEE OT pa3Mepa TeX JaHHBIX, KOTOPBIMH OH PacIoJaraer.
Taxum 06pa30M, B Ka4€CTBC MOJICIN IMPOTUBHUKA TAKKEC HCIOJIB3YIOTCA MAlIWUHBI
TelopuHra, HO HPH DTOM BEPOSTHOCTHBIE M OTrPaHMYCHHBIC MOJIMHOMHAIbHBIM
BpemeHeM. [l 0003HaUCHHMSI TOro Kiacca MallMH HCHOJb3yeTcs abOpeBHaTypa
PPT. B Teopuu CIIOKHOCTH BBIYUCICHUI Hapsny ¢ OOBIYHBIMH U BEPOSTHOCTHBIMH
MamHaMu ThIOpHHTA TakikKe HCIONb3YIOTCs MamuHbl ThIOpUHTa ¢ opakysioM. B
KauecTBE OpaKyJia MOTYT BBICTYNATh J0Oble (DYHKLUUM I NPEIUKATHI, KOTOPHIE
paccMaTpHBAKOTCS KaK BCIIOMOTaTENbHBIE CPEICTBa BhIYMCICHUS. TM ¢ opakyiom

F moxer 00paTUTBhCS K OpaKyily AJsl BBIYMCICHUS 3HAYCHUsS (QyHKINU F(y)
JUIS TIPOU3BOJIBHOM CTPOKH y , 3allMCaHHON Ha CHELUANIbHOM JIeHTe opakyia. JTo

3HAYCHHUEC BBIYUCIIACTCA 3a OAWH IIar HE3aBMCHUMO OT CJIOKHOCTH (I)yHI(I_[I/II/I F .

X

Just mamunael Teropunra (TM) 7Ty nBowdHON CTPOKH , UCIONb3yeMOH B

Ka4y€CTBC BXOJAHBIX HTAHHBIX JJIA TM, YCJIOBUMCS HCIIOJb30BATH 3aIlIUCh I 7 | JIIA

obOo3HaueHna pasmepa TM 7T sammer 7F (€9) JUIa 0003HA4eHUs] pe3yibTaTa

BeIUKCIIeHuss M T Ha BXOIHBIX IOAHHBIX X , W 3a1m1cCh tlme(ﬂ(x)) JUIA

0G03HAUYeHNs BpeMeHH (uncia maros) Berauciaerns TM 70 Ha BXOIHBIX JaHHbBIX
X TM 721 u 72 cumraroTcst SKBUBAICHTHBIMH, €CITH (X)) =7,(X) jua

MEOBBIX BXOAHBIX AAHHBIX X . ®ynkuus V- N — [0 cupraeres peHeOpeKuMOo
MaJloH, eciii OHa yObIBaeT ObIcTpee, 4eM Jitobast pyHKuus, oOpaTHass MHOTOYJICHY,

noeN, n>n,

T.e. UIA JI0O0TO keN CYIIECTBYET TaKoe 9TO ISl BCEX

174



Tpyast UCIT PAH, Tom 26, BbInL. 3, 2014 1.

k
BBINOJIHAETCS HEPaBEHCTBO v(n) <1/n" Jdnst o0o3HaUYeHHs NHPOU3BOJIBHOTO
NOJMHOMAa W TPOW3BOJBHOW NPEHEOPEKUMO MaoW (QYHKIMH TPaJULHOHHO

UCIIONb3YIOTCS 0003HAUCHHUS Poly(:) ; N€g() coorpercraento.
Omnpenenenne 1 (MOAENTs BUPTYATBHOTO «IEPHOTO SAIIUKay) [13]
Obghyckamopom 6 moodenu BUPMyanbHO20 «4epHo2o Awuxka» I cemeiictea TM

M naspiBaercs takas PPT O , KOTOpas YIOBIETBOpPSAET CIEIYIOUUM TpeM
YCIOBUSIM:

1. @®yEKNMOHAILHAS YKBHBAJIEHTHOCTD. /i moboit TM 7: 7F € M,

B
pesynpTate TNpHMEHeHus o0dyckaTopa O x 7 ctpoutcss  TM,
SKBHBAJICHTHAs HCXOHOM Mammue 7

2. Toammomuansubie w3nepxkku. [l mo6oit TM 7%+ 7 € M pasvep
opicTponeiicTBue 060l TM O(7) OTIIMYAeTCd OT pasMepa U
6sicTponeiictBus  TM 7T me Gomee uem MIOJIMHOMHANBHO, T.€.
|O(7) I= poly (| 7 |) ,, time(O(z(x))) = poly(time(z(x)))

3. CBoiicTBO BHPTYaJbHOI0 «4epHOro smuka». s mroboit PPT A

(mpotuBHUKA) cymecTByeT Takas PPT S (cumymnsaTOp), IS KOTOPOI
COOTHOLICHHE

| PrLA(O (7)) =11 - Pr[S™ (™) =1] < neg(| 7 )
BBIMOTHAETCS U1 Mmoot TM 77+ 7 € M, IpHYeM NepBas BEpOsTHOCTh
BBIYMCISIETCS UL CIyYallHBIX BEJIWYMH, HCIOJB3YeMBIX 00(hYCKaTOpOM
O u npotusHEKoM A\, a BTOpas BEPOSTHOCTh BBLIYMCISETCS VIS

CITy9aliHBIX BEJIHMYHMH, UCIIOJIE3YEMBIX CHMYIATOPOM S.
OnuH U3 OCHOBHBIX PE3yNIbTAaTOB paboThI [13] Takos.

Teopema 1. [13]. CymecTtBytoT Takue cemeiictBa TM, ams KOTOPBIX HENb3s
MOCTPOUTH 00(ycKaTop B MOJEIH BUPTYAIILHOTO «YEPHOTO SIIIUKAY.

Wnes nokasaTelnbCcTBa JTOH TeopeMbl mpocTa. Pacecmorpum mapy TM “Fab n

7T X

c.d . [lepBast U3 HUX ISl KaXXJOH BXOIHON CTPOKH BBIUHCIIIET Ha BBIXOJIE
CTPOKY b , ecmn X =1 4 Bhimaer Ha BbIxozE HYJIEBYIO CTPOKY B NPOTUBHOM
ciydae. Bropas u3 stux TM paccMmaTpuBaeT BXOJIHYIO CTPOKY X' xax ormcarue

HEKOTOPOM IPOrpaMMbl U NPUMEHSET 3Ty IPOrpaMMy K CTPOKE C u Bezaer Ha
BBIXOJE 1, €ciu 3TO BBIYMCIECHUE 3aBEpIIACTCS 3a MOJIMHOMMANIBHOE BpEMs

(OTHOCHTENBFHO JUTHHBI X) C pe3yJbTaTOM d ; B IpoTHBHOM ciydae TM ““c.d
Belmaer Ha Bbixoge 0. M3 srtux nByx TM moxHO cdopmupoBate TM

7Cab,c.d (<. y) , KOTopast B ciy4ae y=0 NPOBOJIMT BBIYMCJICHUE TaK K€, KaK
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T™ “Fab ) , @ B IPOTHBHOM CJIy4ae MPOBOJUT BBIYUCICHHUE TaK ke, Kak 1M

e (X) Hensto (yrpo3oii) NpoTUBHUKA SBJIAETCS BBIACHEHHUE 1A 3aaHHOR TM

Zap.ca (X Y) , BEpHO JIH, 9TO a=C y b=d 5o LeNN JIETKO JOCTHTAeT

JeTepMUHUpOBaHHas TM A, KOTOpas, TOJly4HB Ha BXOJE OO(YCKHPOBAHHYIO

! —
nporpammy 7% = O(ﬂa,b,c,d ) , IOJICTaBIISIET B 3Ty IPOrpaMMy B Ka4€CTBE BTOPOH
KOMIIOHEHTHl BXOJHBIX JaHHBIX O m 1, a 3aTteM BBIUHCISIET 3HAYCHHE

’ ’ —
7 (72- (.’O) ’1) . O‘IeBI/II[HO, YTO paBCHCTBA a=c¢C u b = d BBITIOJIHAKOTCA TOT Ja
M TOJIBKO TOTJa, KOrjJa YKa3aHHO€ 3HAY€HUE, BBIUYHUCICHHOC IIPOTUBHUKOM A,

paBHO 1. B TO ke BpeMs BCAKHA CUMYJISATOP S, 3aBepmuaromuii pabory 3a
MOJMHOMMATIBHOE BpeMsl U MMEIOUIMH JIMIIb OpaKyJIbHBIM JOCTYH K HporpaMme

7Cap.c.d , MOXCET HNPaBUWJIbHO MNPOBEPUTH BbIIIOJIHHUMOCTDH YCJIOBI/Iﬁ a_C u

b=d mmm 3a cuer CITy4aifHOTO yraJbIBaHHs MOJXOMAIIMX 3alIPOCOB K OPaKyIly,
T.€. C IPEHEOPEIKUMO MaJIOH BEPOSITHOCTEIO.

ABTOpBEl paboThl [13] CMOTTIM TOCTPOHUTH HACIEOCMBEHHO HeoOQycKupyemoe
cemelicmgo @yuKyul, T.e. TAKOE MHOXECTBO (YHKIMH, YTO BCSKas IIporpamma
BBIYHCIICHHA JI000H M3 (QyHKIUH 3TOro MHOXKECTBA HE JOITycKaeT oO(yckaruu B
MOJIETI BHPTYaJIbHOTO «UYEPHOTO SIIWKa». MHTEpECHO OTMETHTh, YTO B KJAcc
HACJIEJICTBEHHO HEOO(YCKHPYEMbIX CeMeCTB (YHKIMIA BKIIOYAIOTCS HEKOTOpBIE
ceMeiicTBa ICeBIOCTyYaiHbIX (QYHKUUHE, (YHKIMHA MUQpPOBaHHUS C CEKPETHBIM
KJIFOYOM, CXEeMBI JJIEKTPOHHO-IU(poBoii nmoanucu. Kpome toro, B cratske [13] Obu10
MOKa3aHo, 4YTO o0O0dyckanus B MOIEIM BHPTYaJbHOTO «UEPHOTO  SIIAKA»
HEBO3MOJXKHA JJII HEKOTOPBIX CEMEHCTB NPOrpamMM, NMPEICTaBUMBIX JIOTHYECKUMHU
cxemamu u3 knacca TCy. CXeMbl 3TOT0 Kilacca CTPOSITCS U3 IOPOTOBBIX 3JIEMEHTOB,
U ITyOMHA CXeM OrpaHuueHa HEKOTOPOH KOHCTAHTOM.

B uenom, pesynbratsl craTh [13] MokasbIBaloT, 4To 331a4a 00(ycKauuy mporpamm
HE WMEeT IMPOCTOr0 pEIIeHUs: CYNIECTBYIOT TakKHe CeMeicTBa Mporpamm,
BBIYHCIISAIONINE CPABHUTEIBHO MTPOCThIE (DYHKIUH, JUIST KOTOPBIX HEJb3sI HOCTPOUTH
CTOHKYI0 00(ycKaIiio B MOJIENTH BUPTYaIBHOTO «4EPHOTO SIMKa». B cBs3u ¢ 3TUM
JanbHEHIINe HMCCIeoBaHMs NPOoOJIeMbl 00(ycKanmuu OBUIM COCPEJOTOYEHBI Ha
MOJy4YeHHH OTBETOB HAa ciedylomue Bompockl. CymecTBYIOT JiIM Jpyrue
ompeielieHust  CTOMKocTH  oOdyckamum,  KOTOpble  SIBISIOTCS ~ MEHee
TpeOOBaTEIbEHBIMHU, HEXKEJIM CTOHKOCTh B MOJIEIH BUPTYAJIHOTO «YEPHOTO SIIHUKaY,
HO TIpH 3TOM TO3BOJIIOT HAXOAUTh Ui OOQyCKaMM  TOAXOISIINE
Kpunrorpadguyeckue npwiIokeHUs? [ig KakuX KIACCOB IPOTPAMM  MOXKHO
MOCTPOUTh 00(yCKATOpPBI, YIOBJIETBOPSIOMIME TEM WIM HWHBIM Pa3yMHBIM
TpeGoBaHMsAM cTOHKOCTH? KakoBBI HEOOXOIMMBIE W JOCTATOYHBIE YCIIOBHS
HeoO(dyCcKupyeMoCTH mporpamMmm?
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3.2. Bapuauum mogenv BUPTYanbHOro «4epHOro AwmKa»

VYke U3 caMmoro ompezaeieHus o0(pycKauuu B MOJEIN BHUPTYAIBHOTO «YEPHOTO
SIUKa» BUAHO, YTO OHO JOMYCKAeT HEKOTOphIE BapualM 3a CYET U3MEHEHUS

OrpaHquHHﬁ, HaJlaracMbIX Ha IPOTUBHUKA A U CUMYJIATOD S .

HaHpI/IMCp, MOXHO Ipeamnoaararh, qTo BBIYHCIIMTCIBHBIC BO3MOXXHOCTH
IMPOTUBHUKAa HEOTPAaHNYCHHBI. Torma yYAa€Tca TIOJHOCTBIO OIHUCaTh KJlaccC

mporpaMM, IoImycKarmux oo¢yckamuio. CeMeHCcTBO mporpaMmm M naspBaercs
s¢dexTrBHO BhiBenbiBacMoii (learnable) [94], ecnu cymectByer Takas PPT L, uro

s moGoii nporpammel 7, T € M, TM L Beimaer na Beixome mporpammy 7T

SKBUBAJIEHTHYIO IporpamMMe 7 . B cratbe [20] ObUIO yCTaHOBJIEHO, YTO CEMEHUCTBO
MporpamMM JIOIycKaeT 00(yCKalMio B MOJICNIM BUPTYAJIBHOTO «YEPHOTO SIIIMKA» C
HEOrpaHWMYCHHBIM NPOTUBHUKOM B TOM U TOJIBKO TOM CiIydae, KOTJa 3T0 CEMEHCTBO
nporpamMmm 3 (EeKTHBHO BBIBEABIBAEMO.

MoXHO paccMOTpETh TaKOM BapuaHT ONpeAeTeHUs 1, B KOTOPOM BBIUUCIUTEIbHBIC
BO3MOXKHOCTH CHUMYJISITOpa HEOTpaHWYEeHBI, HO INPH 3TOM 4YHCIO oOpalmieHui
CHMYJISITOpa K OpaKyldy OTPaHHYEHO BEIMYMHOW, IMOJMHOMHAIIBHO 3aBHCSIIEH OT

pa3smepa 00¢yckupyemoil mporpamMMbl 7. Takas pa3sHOBHIHOCTH OOQYCKaIuu
Obuta BBeleHa B craThe [95]; OymeM Has3biBaTh ee oOQyckaiueid co ciadbo
OTpaHUYEeHHBIM CUMYJIATOpPOM. B 310 e paboTe ObLIO MOoKa3aHo, YTO TPeOOBAHMS
cToikocTH o00(dycKkauu B MOJENH CO c€J1a00 OTrpaHHYEHHBIM CUMYJSITOPOM
CYIIECTBEHHO ciiabee TpeOOBaHUs CTOHKOCTH 00(yCKaIlMU B MOJIENIM BUPTYaJIbHOTO
«4EPHOTO SIIIUKAY.

Teopema 2. [95]. Ecmu cymecTBylOT OJHOCTOPOHHHE TIEPECTAHOBKH, TO
CYIIIECTBYET TaKOe ceMeicTBO TM, KoTopoe nomyckaeT 00¢ycKamu B MOAEIH CO
cabo OrpaHMYCHHBIM CHUMYJISITOPOM, HO HE JIONycKaeT o0(yCcKaluu B MOJEIH
BUPTYAJILHOTO YEPHOTO SIIHKA.

JlokazaTenbcTBa 3TOM TEOpPEMbl OCHOBBIBAETCS HAa TOM XKe ulee, 4YTO U
JIOKa3aTeNbCTBO TEOPEMBI 1.

ABTropam cratbu [95] ynamoch Taxke IOKa3aTh CYIIECTBOBAHHE TAaKHX CEMEHCTB
TM, Ui KOTOPBIX HEBO3MOXHO MOCTPOUTH OO(dycKaluu B MOJEIH cO ciado
OrpaHUYCHHBIM CUMYJIATOPOM.

B03MOXHOCTH CHUMYIATOpa MOXXHO YCHIHTE M JpyruMm crocobom. ITockombky
NPOTHBHUK, WMEIOMMNA JOCTym K 0O(YCKHMPOBaHHOW mporpamMme, MOXKET
Ha6ﬂIO}IaTB HEC TOJIBKO IMapbl BXOI-BBIXOJ], HO OTCJIC)KHUBATH TPACChI BBIqHCHeHHﬁ,
11eJIecO00pa3HO TPOBEPUTH, HENB3s JIM JOOUTHCS TOrO, 4TOOBI B pe3yibTaTe
npeoOpa3oBanusi  00(QyckalMu TPOrpaMMBbl, €€  BBIYMCIHMTENBHBIE  TpPacChl
COCTaBJISIIM OBl €IMHCTBEHHYIO TOJIE3HYIO HH(OPMAINIO, KOTOPYIO MOXKET U3BJICYb
MPOTUBHHK IPOBOJISl SKCIIEPHUMEHTHI C ITPOTPaMMOIA.

Jns nocTrkeHus 3TOW 1esn MOoIUQUIIpyeM orpeeieHre o0dycKkauy B MOJIEIH
BUPTYQJILHOTO «4epHOro smuka». OOQyckanuss HOBOrO BWIA, BBEJCHHAs H
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WcciieoBaHHas B cTaThe [14], Obia Ha3zBaHa oOQyckanmmeld B MOJENH
BUPTYQJILHOTO  «CEpOro  siuKay. MoJellb BUPTYAIbHOIO «CEpPOro  SIIIHUKa
OTJINYAETCS OT MOJICIIH BUPTYAILHOTO YEPHOTO SIIMKA» B IBYX ACIEKTaX.

Bo-nepBrIX, opakynl cuMynATOpa B OTBET Ha 3ampoc X BBIIACT HE TOJBKO
pe3yNbTaT BBIYMCIEHHs 00(yCKHpyeMoil mporpaMmer 7% (€9) , HO TaKXe U Tpaccy

BBIUHCJIICHUSA IPOTrPaMMBbI T IJIs1 BXOJHBIX OaHHBIX X . Takum 06p330M, 31€Ch
Ba)XXHO 3HATb, KakKasgd MMCHHO M3 JKBUBAJICHTHBIX IPOTpaMM BI)I6paHa B Ka4yCCTBC

opakyina. MsI TpeOyeM, 9TOOBI TaKOH IMporpaMMoii ObLTa UCXOIHAS TIpOorpaMMa 1
310 03Ha4aeT, 4yTo 00QycKaTOp HEe O0s3aH CKPHIBATh HU OJHO U3 TEX CBOMCTB

MPOTPaMMBbI T , KOTOpble MOXHO 3((EeKTHBHO yCTAHOBHTH HA OCHOBE TpacC
seruncienus TM 77

Bo-BTOpPBIX, BMECTO 3aBEPIIAIOIINXCS TPOTPAMM MBI PACCMAaTPHBAEM PEarHpyIOIINe
mporpaMMbl. B oTimume oT 3aBepluaromiuxcs NporpamM, NpeAHA3HAUYEHHBIX IS
BBIUMCIICHUSI ~OTHOIIEHHI MEXAy BXOAHBIMH UM  BBIXOJHBIMH  JITAaHHBIMH,
pearupyromye MnporpaMMbl OCYIIECTBISIFOT MPeoOpa3oBaHKs MOTOKOB COOBITHIA-
3aMpocoB, MOCTYHAIONUX HAa BXOJ MPOrpaMMBl, B IOTOK OTKIMKOB-PEAKLIU Ha 3TH
coObITHS, BbIpabaThiBaeMbIX Ha BBIXOJE MporpamMMmbl. TakuM  oOpaszom,
pearupyromasi mporpaMma BBIYHCIIET (YHKIHIO, 0TOOPaKAIOIIyl0 OECKOHEUHYIO

MOCJIeI0BAaTEIbHOCTEH BXOJTHBIX JTAHHBIX Xpr Xoaeeon Xpyee
(mocnenoBaTe bHOCTh 3alPOCOB) B OECKOHEYHYIO IMOCIIENOBATEIbHOCTh BBIXOJIOB

yl’ y2 L yn L (HOCJ’IGHOBaTeHBHOCTB OTKJ'II/IKOB), TaK 4TO Ka)KI[BIﬁ BBIXOO

¥Yn saBucur TOmbKO OT BXOZOB X1t X2s--+s Xn, IIpumepamMu pearupyromux

IporpaMM  MOTYT  CIOYXHTb  CETEBbIE  INPOTOKOJBI (B TOM  YHCIE
KpUNTOTpauuecKre), BCTPOCHHBIE CHUCTEMBI, OICpPAllMOHHBIE CHUCTEMBl W T.IL
Pearupyromyto nmporpaMMmy MOXKHO OHpenesuTh (GopManbHO Kak oObraHyro TM,
KOTOpasl HCHOJNB3YeT BXOAHYIO W BBIXOJHYIO JICHTBI, a TaKXe HEKOTOpoe
KOJIMYECTBO BCIIOMOTATENIbHBIX JICHT TaK, YTO YTEHHE OYEPETHOTO BXOJHOIO CJIOBA

Xn+1 HE OCYHICCTBJIICTCA OO0 TEX HOP, IMOKa HE 6y,I[CT NOJIHOCTBIO 3aBEpLICHaA

3aIMCh BBIXOJHOTO CJIOBA Yn. s obo3HAaYeHMsT TaKMX MalluH OyjaeM
ucronb30BaTh a00peBuaTypy RTM, 4To0bI OTAMYHUTE UX OT 00bIUHBIX TM.

YroObl oTiIMYATh OpaKyJsl M3 omnpenelieHus: 00(pyckaTopa B MOJEIN BUPTYAILHOTO
«aepHoro simuka» (Ompenenenwe 1) OT oOpakyna, HCIOJNB3yeMOTO B HOBOM

OIpPCACIICHNH, YCIIOBUMCH 0003HaYaThH HOCHCHHI/Iﬁ 3allMCh IO Tr(ﬂ) . B oTBeT Ha

KaXIbIi OdYepeHoil 3ampoc Xn opaKy Tr(z) BBIJIAET Iapy (Y tr(x,)) ,

7T X

e Yn - pe3ynapTaT paboTHl MAIIWHBI Ha BXozxe “'n (OTMETHM, YTO Yn

3aBUCUT HE TOJIBKO OT Xn , HO U Ha BCEX MPEALIAYIIHUX BXOJ0B, KOTOPBIC paHEC
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tr(x,)

HCIOJIB30BAJIMCH B KaUCCTBC 3alIPOCOB K opaKyny) n - TpacCa BbIIIOJIHCHUA

7 ua stom BXOZE.
Omnpenenenne 2 (Moaejib BUPTYAJbHOT0 «CEPOro smuKay) [14]
Obghyckamopom 8 modenu 8UpmMyanbHo2o «cepozo awjuka» g cemerictea RTM
M naspiBaercs  takas PPT O , KOTOpas  yHNOBJIETBOPSIET  YCIIOBHSIM
(DYyHKIIMOHATBHOW O3KBHBAJICHTHOCTH U TIOJMHOMHAIBHBIX M3JCPXKEK, a TaKXKe
CIIeyIoNIeMy TPeOOBAHHUIO CTOHKOCTH:
CBOJiCTBO BUPTYAJIBHOI0 «ceporo smuka». (st qodoit PPT A (mpoTUBHUKA)
cymectByet Takast PPT S (cumynsATOP), AL KOTOPOH COOTHOIICHUE

| PrLA(O()) =1]—Pr[s™ (1) =1]|< neg(| 7 |)

BBINOJIHAETC Juis ook RTM 7 77 € M, IpUYeM TMepBas BEPOSTHOCTh
BBIUUCIISICTCS U CIYyYalHBIX BEIWYMH, WCHOJB3YyeMBIX 00]ycKaTopoM Oy
TIPOTHBHUKOM A a BTOpasi BEPOSATHOCTh BBEIYUCIIACTCS IS CIIyJalfHBIX BEIMYUH,
HCTIONIB3YEMBIX CUMYIISITOPOM S.

Teopema 3. [14]. Eciu cymecTByIOT OIHOCTOPOHHHE (DYHKIMH, TO CYIIECTBYIOT
takue cemeiictBa RTM, 00(dyckanus KOTOPBIX B MOJCIH BUPTYaJbHOTO «CEPOTO
SIITHKa» HEBO3MOJKHA.

Eme omma BapmaHT ompenerneHus 00QycKaruy, OMU3KUN K MOJIENN BUPTYaIbHOTO
«UYEPHOTO SIIHKay, ObUI MpeIoXkeH B cTaThe [96]. Ha mpakTuke NpOTUBHUK MOXKET
NPOBOJUTh aHaU3 00(yCKUPOBAHHON NpOrpamMMBbl, pacroiaras HEKOTOPBIMH
JIOTIOJTHUTEIbHBIMH JAHHBIMU, KOTOpPBIE MOTYT UMETh WJIM HE UMETh OTHOILIEHHE K
3TOi mporpamme. Hampumep, NPOTUBHHK MOXXET pacmoyiaraTb Hapsay C

06yckupoBaHHOil mporpammoii /¢ Takke M JEMOHCTPALMOHHON YIIPOLICHHOM

!
Bepcueil 5Toii mporpamMmbl 72 . Toryia MOJIeNlb BUPTYAIBHOTO «YEPHOTO SIIHKA
MOXeET OBITh COOTBETCTBYIOIINM 00pa3oM MOAU(DHUIIMPOBAHA.

Omnpenenenne 3 (Modelb  BHPTYAJbHOI0  «YE€PHOro  SINIUKa» €
JOMOJIHUTEJILHBIM BX010M) [96]

Ob6ghyckamopom 6 MoOenu SUPMYAIbHO20 «YEPHO20 AWUKA» C OONOJHUMETbHBIM
éxooom mia ceMmeiictea TM M haspisaercs PPT O , VIIOBIICTBOPSIOIIAS
yCIOBUSM (DYHKIIMOHAIBHON JKBUBAJICHTHOCTH U MOJHHOMHAIBHBIX U3IEPKEK, a
TAKXKe CIICAYIONIEMY YCIOBHIO:

CBOIiCTBO BHPTYAJIbHOI0 «4€PHOT0 SIIHKA» C JOMOJHUATEILHBIM BX0A0M. {75t

moGoii PPT A (mpotuBHUKa) cymecTByeT Takas PPT S (cumynsTop), s
KOTOPOI COOTHOILIEHUE

| PrLA(O(7), z) =1]1—-Pr[ST"™ @™, z) =1]|I< neg(| = |)
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TM 7Z',7Z'€|V|,

BBIMTOJIHSIETCS  JUISL  JIIOOOH U JBOMYHOM  CTPOKH

(HOHOJ’IHI/ITCJ’ILHOFO onaa) Z , [IprU4YeM I€pBasg BEPOATHOCTb BBIYUCIIACTCA IJIA

CHy‘IafIHLIX BCJIMYMH, NCIOJIb3YCMbIX 06(1)YCKaTOpOM O " MMPOTUBHUKOM A , a
BTOpasd BEPOATHOCTbL BBIYUCIACTCA JIA cnyqaﬁm,lx BCJIMYMH, MHCHOJIb3YCMbIX

CHMYJIISITOPOM S.
B stoM ompeneneHuM AOIMyCKaeTcss BO3MOXHOCTb TOTO, YTO IONOJIHUTENBHBIE

BXOJHblE jaHHble MOTYT 3aBHCETh WJIM HE 3aBHUCETb OT 00(QYyCKHpyeMoi
nporpammbl. [losToMy, ectb saBa BapuaHTa OO(QYyCKalM{U C JOMOJHUTEIbHBIM
BXOJIOM, M JUI1 000MX ObUIa YCTQHOBJIEHa WX B3aHMMOCBS3b C BBEICHHBIMHU BEIIIC
Pa3sHOBHIHOCTSIMH 00(YCKalny.

Teopema 4. [95,96]. Ecmn mist cemetictea TM M CYIIECTBYIOT 00¢ycKaTtop B
MOJIETH BUPTYAJIBLHOTO «YEPHOTO SIIINKa», TO AJIs 3Toro cemeiictBa TM cymiecTByeT
00¢ycKkaTop C JONOJHHUTEIBHBIM BXOJOM, HE 3aBUCILIMM OT 00dyckupyemoii

nporpamMmbl. Ecmu mst cemeiictea TM M CyIIecTBYIOT 00(yckaTop B MoAeH
BUPTYAJILHOTO «4EPHOTO SIIIMKa» CO CJIa00 OTpaHMYEHHBIM CHUMYJIATOPOM, TO VIS
atoro cemeiictBa TM cymecTByer 00(dyckaTop C JONOJHUTEIBHBIM BXOJOM,
3aBUCSIIMM OT 00(hyCKUPYEMOH IPOrpaMMBl.

B craree [96] ObUT Takke ONMUCAH KJIAacC JIOTHYECKUX CXEM — CXEMBI CO
CBEpXIOJIMHOMHUAIBHOW dHTponuel, Bbruucisoonme ¢yHkuuu ¢ NP-momHbIM
GuIbTPOM, — JUIST KOTOPBIX HEBO3MOXKHO MOCTPOUTH 00()yCKAaTOPOB C 3aBHCUMBIM
WIM HE3aBUCHMBIM JOTIOJHUTENIBHBIM BXOJOM. ABTOPHI YHOMSHYTOW CTaThH, B
YaCTHOCTH, MOKAa3ald, YTO KJIACC CXEM CO CBEPXINOJIMHOMHAIBHOW >HTPONHUEH
BKJIIOYaeT B ce0i BCSAKOE CEMEWCTBO JIOTHYECKHX CXEM, BBIYHCIISIOMINX
NICeBIOCITyyaliHbple (DYHKIMH, a TaKXKe BCSKOE CEMEHMCTBO JIOTHUECKHX CXEM,
peaNM3yIONMX KPUITOCUCTEMBI, B KOTOPBIX HCIOJIB3YIOTCS IICEBIOCIyJalHbIC
(hyHKIHM.

[TomydeHHbIe pe3yabTaThl MOKA3bIBAIOT, YTO IPOCTHIE OCIAOICHUS TpeOOBaHUS
CTOMKOCTH 00dycKanuy B MOJENH BUPTYaIBHOTO «4YE€PHOTO SIIMKa» HE BIEKYT 3a
co00i1 CyIIecTBEHHOTo YIpOIIeHus 3an1adu oodyckanuu nporpamMm. Kpome Toro,
BBISICHWJIOCH, YTO JUII MHOTHX KpUnTorpapuyeckux GyHKIHMHA HHKaKas mporpamma
UX BBIYUCICHHS HE MOXKET OBITh IOJHOCThIO 00(dyckupoBana. Iloatomy
1eJIeCO00pa3HO  paccMOTPETh Jpyrue BHIbL 00(QyCKaluu Iporpamm, MeEHee
TpeboBarelibHbIe, HeXeH 00(QyCKalui B MOAEIH BUPTYaAJIbHOTO «YEPHOTO SIIIIUKAY.

3.3. O6cyckauma anroputmoB

Haubomee oueBmmHoe mpuMeHeHHe OOGyCcKaluMu i 3allMThl MPOTPAMMHBIX
MPOAYKTOB MpeJyIaraeT CIeAyonmii ciieHapuil. [IpenonaoxkuM, 94To HEKTO u300pem
OBICTPBI AJTOPUTM PEIICHHS CIOKHOM M NMPaKTHYSCKH BaKHOU 3ajmadu. llembro
o0(yckanmu B 3TOM cly4ae, SIBISCTCS TakKoe MpeoOpa3oBaHHE IIPOrPaMMBL,
peanu3yoNni 3TOT alTOPUTM, KOTOPOE HE TTO3BOJISIET U3BJIEYB €T0 C JISTKOCTHIO U3
06dyckupoBanHoi Tporpammbl. OO0QycKanuss B MOJEIN BUPTYaJIbHOTO «4E€PHOTO
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SITIKA» 34€Ch HETPHUTOTHA: BPSA JIM HAMIETCS KIMEHT, TOTOBBIN KYIHUTh «YCpHBINA
SIIIIAKY», KaK 9acTh MPOrpaMMHOTO obecriedeHusi. Hanpotus, 110001 porpaMMHBIH
MPOAYKT Ha pBHIHKE OJDKEH HMMETh PYKOBOJACTBO IIONB30BATENSI, C YKa3aHUEM
CBOMCTB  (yHKIHMOHANbHOCTH. Ecim  u3BecTHa  (QYHKIMS,  BbIYHCIsIEMast
NporpaMMoi, To 1enb oO0dyckanuu B 3TOM CiIydyae COCTOMT B TOM, 4YTOOBI
BOCHPENSATCTBOBATh MOHMMAHHMIO OPUTHMHAIBHBIX OCOOEHHOCTEH anropuTMa, Ha
OCHOBE KOTOPOTrO IIPOCTpOEHA JaHHas Mporpamma. Takas pPa3sHOBHIHOCTb
00¢yckanuy nporpaMM 0osiee COOTBETCTBYET LIEJSIM 3aIIUTHI aJITOPUTMOB, HEXEIIH
TOoTaylbHAsE 0oO(dycKalus B MOJENH BUPTYAJIBHOTO «4epHOro siuka». CaMblid
pocToii crrocod Gopmanmzaruy MOHATHS 00(yCKAINK aTOPUTMOB COCTOHT B TOM,
9TOOBI TPEJOCTaBUTH IPOTHBHUKA B KA4eCTBE JOMOJHHUTENHFHOW HH(pOpMAIHn

HEKOTOPYIO (TIPOM3BONIbHYIO) MPOrpaMMy 70 , BBIYMCIISIONIYIO Ty K€ CaMylo

(yaKIHIO, 9TO U 00 yCcCKHUpyemas mporpaMmma 7T Takum 00pa3oM, MBI IPHXOIIM
K HECKOJNbKMM OmpeseeHusM o0¢dyckaTtopa ajlropuTMoB, KOTOpbIe ObLIM
npeJIoKeHbI B padoTax [13,14,16].

Omnpenenenne 4 (00¢pyckauusi aaropurmon) [14]

Obghyckamopom aneopummos 1 cemeiicrea TM M hastisaercs Takas PPT O
KOTOpasl  yAOBJICTBOPSICT YCIOBHSAM (DYHKUMOHAJIBHOW OSKBHUBAJIICHTHOCTH H
HOJINHOMUAJIBHBIX H3IEPAKEK, a TAKKE CIIENyI0IeMy TpeOOBaHUIO CTOMKOCTH:

CpoiicTBO cokpbITH aaroputma. [l mro6oir PPT A (IpOTUBHUKA)
cymecTtByet takas PPT S (cumynsaTOp), AL KOTOPOH COOTHOLICHUE

| PrEA(O(7), 77,) =11 - Pr[S (@™, 7,) = 1] < neg(| 7 |)

BBINOJIHAETCS ISl JIF06OH maphbl 3KkBMBadeHTHBIX TM 72> 7Co u3 kiacca M
YIOBJIETBOPSIOIIEH YCIOBUIO | 72 |= poly (| 7 ) , TIpUYEM TepBas BEPOSATHOCTb
BBIYMCIISCTCS JUIA CIY4YalHBIX BEJIMYHMH, HCIIOJIB3YEMbIX 00(ycKaTopom Oy
MIPOTUBHUKOM A a BTOpasi BEPOATHOCTH BBIUUCIIACTCS IS CIyJalHBIX BEJTMYHH,

HCHOJIb3YEMBIX CUMYJIATOPOM S .

[TomMuMoO yKa3aHHOTO BbIlIE OmNpenesieHHust oO0dyckaropa alropuTMOB B CTaThsX
[13,16] nmnst  COKpBITUS aNTOPUTMOB OBUIM  TPEUIOKEHBI  JIBA  CXOJHBIX
IBTEPHATHBHBIX ~ OMNpeZeNieHus o0(dyckaluy, OCHOBaHHbIE Ha KOHIEILUH
BBIYHMCIIUTEIBHO  HEOTVIMYUMBIX  pACIpeleNeHUI  CIydaiHbIX  BEJIMYMH  —
HeoTnnunMas o0¢ycKamus 1 Hauirydmias 00 ycKanus mporpamm.

Omnpenenenne 5 (HeoTauuumasi 00¢yckanms) [13]
Heomnuuumeim o6¢pyckamopom s cemeiictea TM M naswiBaercs taxas PPT

O , KOTOpas YJAOBJICTBOPSCT YCIOBUAM (byHKHHOHaHBHOﬁ OKBHUBAJICHTHOCTU H
IMOJIMHOMHUAJIBHBIX U3ICPIKEK, a TAKKE CICAYIOUIEMY YCIIOBUIO:
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CaoiicTB0 3 (PeKTHBHONH HEOTIMYUMOCTH TporpamMm. [l o060l mapsl
skBuBaneHTHEIX TM 7715 72 y3 xnacca M | umerommx oxusakoBbiii pasmep,
pactpesieNieHus BEPOSTHOCTEH CIydaiiHBIX —BEIMIHH O(m) u OC(r)

BBIYMCIIMTENLHO HEOTIIMYMMBI, T.€. 11 Jiroboir PPT D CIpaBeIIINBO
cootnomenne | PFID(O(7,)) =1]—Pr[D(O(7,)) =1]|< neg(| 7 |)
HerpynHo BHIETH, YTO CBOWCTBO HEOTIMUMMOCTHU MPOTPAMM CIIEAYET M3 CBOWCTBA
BUPTYaIBHOTO «4EPHOTO SAIIUKa», OXHAKO TOT HPHEM, KOTOPBHIA NMPUMEHSICS B
TeopeMe 1 a1 IOKa3aTelIbCTBa HEBO3MOXHOCTU IIOCTpOEHHS 00¢yckaropa B
MOJEIIY BUPTYaJIBbHOTO «YEPHOTO SIIHKa», yXKE HEIPUTOCH B CIydae HEOTIMYUMOM
o0dyckanmu. HemoctaTox ompemeneHHss 5 COCTOMT B TOM, YTO OHO HE JaeT
MHTYUTUBHO TMOHATHBIX TapaHTHH TOro, 4YTo O0O(QYCKHpOBaHHAas Iporpamma
JIEHCTBUTENTFHO MAacKUPYeT peann3yeMbli anroputM. [lostomy B ctathe [16] 65110
NPe/II0KEHO ajJbTEPHATUBHOE OIpEJelICHHE, B OCHOBY KOTOPOTO TaKXe MOJIOKEHa
uziesi 0 HEOTJIMYMMOCTH 00()yCKUPOBaHHBIX IIPOTPAMM.

Onpenenenue 6 (Hanaydmas oo¢gyckanus) [16]

Haunyuwwum od6¢yckamopom nns cemeiicta TM M haspisaercs taxas PPT O
KOTOpasi yAOBJETBOPSACT YCIOBUAM (DYHKIMOHANbHOW DKBHUBAJCHTHOCTH U
HOJINHOMUAJIBHBIX H3IEPAKEK, a TAKOKE CIICYIOIEMY YCIOBHIO:

CBoiicTBO orpanm4eHHOil 3¢ dpexTHBHON BbIBeabIBaemMocTH. [l mroboit PPT
L (BBIBempIBaTENh) CymecTByeT Takas PPT S (cumynsaTop), 9TO I TEOOOM
napel SKBHBANEHTHBIX TM %10 7Z2  n3 knacca M | umeromux onuHaKoBsiii
pa3mep, pachpeliesieHUusT BEpOSITHOCTEM Cily4yalHbIX BEJIWYUH L(O(ﬂl)) u

S(72) semucnurenso HeoTTHAMMBL.

CBOICTBO OrpaHMYCHHON BEIBEIFIBAEMOCTH TTOAPA3yMEBAET, UYTO MPOTUBHUK MOXKET
W3BJICYh W3 TEKCTa OO(PYCKUPOBAaHHON MPOTPaMMBI JIAIIb TAaKYyIO TIOJE3HYIO
HHPOPMALINIO, KOTOPYI0 MOXHO OBIIO OBl ()()eKTUBHO BBIYHCIHTH, UMES TEKCT
7000 SKBUBAJIICHTHON MPOTrPaMMBI.

B onpenenenusix 5 u 6 ycnoBusl BBIUUCIUTEIBHON HEOTAMYMMOCTH pacIpeleIeH i
BEPOSATHOCTE MOXXHO  YCHJIHNTh, NOTpe0OBaB, 4TOOBI paccMaTpHUBacMbIe
pacmpesnenieHns: BepOsSTHOCTEH coBmaganu (a0COMIOTHAs HEOTIWYMMOCTh) WIIH
4TOOBl CTATUCTUYECKOE PACCTOSHHE MEXIY HUMH HE MPEBOCXOAMIO HEKOTOPOi
3apaHee 3aJaHHONH KOHCTAHTHI (CTaTHCTHYECKass HEOTIMYUMOCTh). M  xoTd
B3aMMOCBSI3b OmpeneeHnid obdyckammu 1, 5 m 6 HeodeBHIHA, CIIpaBeIIMBa
CIeyIomas

Teopema 5. [16,95]. Crieyromue Tpu Buaa 00 yckamuu mporpaMM paBHOCHIIBHBI:
1. Heornmummas oO¢pyckanms,
2. Haumydmias oodyckanus,
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3. o0dyckanus B MOJEIH BUPTYAJIBHOTO «YEPHOTO SIIHKA» C CUMYJSATOPOM,
MMEIOIMM HeOTPaHWYEHHBIC BEIYHUCIUTEIBHBIC BOSMOXKHOCTH.

U3 3TOii TeopeMBl BHAHO, 4TO OOQYCKaIHs BCSIKOTO Kiacca IMPOrpaMM B MOJIEIH

BUPTYaJIbHOTO «UEPHOTO SIIHKa» BJIEYEeT 3a COOOW M HAWIYYIIyI0 O0(YCKAIIMIO

TOrO ke Kiacca nporpamm. [loatomy TpeboBaHue 3PEKTUBHOCTH CUMYJISTOpA S
B omperneneHud 6 sBiseTcs M3OBITOYHBIM. Kpome Toro, o0¢yckamus aaropuTMoB
UL TF000TO KiTacca MporpaMM BJIEUET HAWIYYIIYI0 0O(yCKaImio TOTo ke Kiacca
nporpamM. OnHAaKo BOIPOC O TOM, BEPHO JH OOpaTHOE BKIIOYEHHE, OCTAETCA
OTKPBITBIM. OTKpBIT M BONPOC O CYIIECTBOBAHWM CEMEWUCTB NpOrpamM, JUis
KOTOpBIX HE CYyIIECTBYeT Hawminyuuied oodyckaumu. OnHako B crathe [16] ObLia
JOKa3aHa clelyomlas TeopeMa

Teopema 6. [16]. Ecnu cemelicTBo mporpamm, npeactaBieHHbIX B Buae 3-KHO,
UMEeT HAWIYYIIyo (B CMBICIC CTATHCTHYCCKOW HEOTIMYMMOCTH) 00(yCKaIHIO, TO
KOJUIATIC TOJMHOMUAIBHON UEpapXUU KIACCOB CJIOKHOCTH MPOUCXOAHUT HAa BTOPOM
YpOBHE.

B Hacrosiiiee Bpemst BOIpoc 00 YCTPOUCTBE MOJTUHOMHAIBHON HEepapXUu OCTACTCS
OTKPBITBIM, XOTSI OOJIBIIMHCTBO CICIMAIMCTOB B OOJIACTH TCOPUM BBIYHMCICHUMN
MPUACPKUBAIOTCS MHCHHUS O TOM, YTO OHA UMeeT OECKOHEYHO MHOTO YPOBHEH.
BaxHbIM YacCTHBIM cCilydaeM oOO(yCKallMi aJIrOPUTMOB SBISCTCS 00¢YycKanus
KOHCTaHT. [Ipeamonokum, YTO HMMeEeTCs MapaMeTpu3oBaHHOe cemeiictBo TM

M(C)Z{ﬂ' (0):c eC}, KOTOpbIe OTIMYAIOTCA JAPYr OT [Opyra TOJBKO
3HaYEHHEM OJJHOTO CEKPETHOTO IMapaMeTpa, UCIOJIb3YyeMOT0 B Ka4yeCTBE KOHCTaHThHI.
Takum mapameTpoM MOXeET OBITh, HalpUMeEp, CEKPETHBIH KIIOY B IMpoLenype
mHUGPOBAaHUS WM AJIEKTPOHHO-IM(POBON MOAMUCH. ANTOPHUTM, peaH3yeMbIi
porpaMMaMiu ceMeiicTBa M (C), HE COCTaBJSIeT CEKpeTa M He HyXKJaercs B
MacCKHPOBKE.

B myOsiukanusx, MOCBSAMICHHBIX MpobjeMe 00(dycKamuu mporpaMM, MPEyIoKEHO
HECKOJIBKO ONpeAeTeHU mapaMeTpU30BaHHBIX HporpaMM. OHO U3 HHUX SBISIETCS
NpoCTOM ajanTanyed ompenelieHuss o0O(QyckaTopa B MOJIEIM BHPTYaJbHOTO
«UYEPHOTO SAIIUKAY.

Onpenenenue 7 (o0gyckanusi KOHCTAHT B MOJeJIU BHPTYATbHOI0 «4E€pHOro
sAmKay) [14,21]

O06dyckaTopoM KOHCTAaHT aiis cemerictea TM M (C) HasbiBaercst takas PPT O ,
KOTOpasi  yIOBJIETBOPSIET YCJIOBUSAM (DYHKIMOHAIBLHOW OSKBHUBAJICHTHOCTH U
MOJTMHOMHAJIBHBIX U3AEPIKEK, a TAKXKE CIeTyIoneMy TPeOOBaHHIO CTOHKOCTH:

CBoiicTBO COKPBITHS KOHCTAHT. J[i1s1 mo6oii PPT A (TPOTHBHHKA) CYIIECTBYET

Takas PPT S (cumynsaTOp), U1s1 KOTOPOH COOTHOIICHHE
| PTAO((cp)), 72(c)) = 1] = Pr[S ™ (0™, 7(c)) =1] |< neg(| 7(c,) ]

BBINONTHSACTCA sl J000oH maper TM 7(c), = (Co) U3 Kjacca M(C),
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YIOBJIETBOPSIONIEH  yCIIOBUIO | 7(co) I= poly(| 7z(c) ) , TpHYEM IepBas
BEPOSTHOCTh  BBIYMCHISETCA I CIyY4ailHBIX  BEIMUYMH,  HCIIONB3yEMbIX

00dyckaropom Oy MPOTUBHUKOM A a BTOPasi BEPOSITHOCTD BBIYMCISAECTCS IS

CITly4alHBIX BEJIMYUH, UCIOJIb3YEMbIX CUMYJITOPOM S,

[Ipumep mporpamm, Uit KOTOPBIX HEBO3MOXHO TIOCTPOUTH 00(ycKaIiio B MOJEIH
BUPTYQJILHOTO «YEPHOTO SIIUKA», CBUAETEIBCTBYET TAKXKE W TOM, 4YTO JUIA
HEKOTOPBIX CEMEWCTB MapaMeTPU30BaHHBIX MPOrpaMM HEBO3MOXHO IPOBECTH
00(hyCKaIno KOHCTAHT.

Jpyroe omnpeneneHue SBISIETCS IEPENIOKCHUEM OIPEAETICHUs] HEOTIMYUMOTO
ob¢pyckarop. Ilycte Ha MHOXeCTBE KOHCTAHT C  samamo HEKOTOpOE
pacnpeeneHue BeposTHOCTEH.

Onpenenenne 8 (HeoTmuumMasi 006¢yckanust KoHcTanr) [21]

O06¢dyckaTopoM KOHCTAHT I cemeiictea TM M (C) HazbIBaeTcs Takas nmapa PPT

(G,0)

, KOTOpast yIOBJIETBOPSIET CIEAYIOUIUM TPEM YCIOBUIM:

1. @OyHKUMOHAJBLHAS KBHBANEHTHOCTb. JU1s Mo6oii xonctantsi €» € € €

BBIXOJIOM G(c) d,decC,

O(G(c).c) siBisieTcss TM 7' , Takue, 4to TM 7z (c) SKBUBaJicHTHA TM
14
7'(d)

2. TlonrmHoMuaNbHBbIE M3AEPKKHU. [ 10001 KOHCTAHTHI

G(c)

SBIIACTCA KOHCTaHTa a BBIXOOAOM

c,cedC, pasmep

10001 KOHCTaHTBI OTJIMYACTCA OT padMepa KOHCTAHTBI c He Oojee

9YeM IMOJMHOMHAJIBHO, M pa3Mep W BpeMs BBIIOJHEHHUs 6ol TM O(7)
oTiMyaercs ot pazmepa TM 7T ye Golee YeM MONMHOMHAIIBHO.

3. CBoiicTBO HEOTIHYMMOCTH  KOHCTaHT. /[los  sroboit  PPT D
(pacno3HaBaTens) cymiectByeT Takas PPT S (cuMynATOp), VIS KOTOPOM
COOTHOILICHHE

| Pr{D™© (1", G(c)) =1] — Pr{D~ (1, 57 (1)) =1] |< neg(| <)
rae koucranta € BEIGHPAETCS COIIACHO yKA3aHHOMY BBILIE PACTIPEIETICHHIIO
BEPOSITHOCTEH, W 00€ BEPOSTHOCTH, QUIYpHUpPYIONIME B JIEBOH  4YacTu
COOTHOIIGHHUS BBIYMCISETCS JUIS CIlydalHBIX BEJIMYWH, HCIIOIBb3YEMbIX
ob6dyckatopom o , pacro3HaBaTteIemM Dy CUMYJIATOPOM S,

3necy 00¢ycKauy MOABEpraeTcsl caMa KOHCTAaHTa, a IMporpaMma, HCIOJIB3yIomas

ee, JIMIIb MOAW(PHUIUPYETCS, YTOOBI YAOBIETBOPATH YCIOBHIO (YHKIHOHAIHHOW

9KBUBAJICHTHOCTU. DTO olpejesieHne 00(dycKaliu KOHCTAHT CIENHaIbHO BBEJICHO

JUIS. MCHOJIb30BaHUS €r0 B PEUICHUH 331a4 MpeoOpa3oBaHMs KPUITOCHCTEM C

CEeKpPETHBIM KIIOYOM B KPHUITOCHUCTEMBI C OTKPBHITHIM KitodoM. OmHaKo mis
OTIpe/IeNIeHUs 8 CYIIECTBYIOT MPOTPaMMBbI, KOTOPBIE HENNB3s1 00 YCKUPOBATH.
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Teopema 7. [21]. CewmelicTBO  nporpamm M(C), peanu3yromux
NICEBJOCITyYaliHyl0 (DYHKLHMIO HEBO3MOXHO OO(YCKMpPOBaTb B COOTBETCTBHE C
onpeaeseHueM 8.

3.4. O6dyckaums npegukaToB

Criextp popManbHBIX ompeneneHnid 00¢ycKanuu IporpaMM 3aMbIKaeT 00(pycKaIus
npeaukaroB. OHa TNpegHa3HAuYeHa JUIi COKPBITHS KaKOro-nuOo BBIAEIEHHOTO

cBoiictBa nporpamm. IpeanonoxuM, uro Ha MHOkectBe TM M 3aman npeaukart
P.
Omnpenenenue 9 (o0¢pyckanus npeauxkaTon) [14]

O06dyckaTopoM mpeaukara P nns cemerictea TM M HaswiBaetcs takas PPT O,
KOTOpas. yJOBJCTBOPSET YCJIOBHSIM (YHKIIMOHAJIBHON HSKBUBAJICHTHOCTH U
MOJIMHOMMAJIBHBIX U3AEPIKEK, a TAKXKe CIeAyIoneMy TpeOOBaHUIO CTONKOCTH:

CpoiicTBO cOKpbITHS Npeankara. s moboit PPT A (IpOTHBHUKA) CYLIECTBYET

Takas PPT S (cumynsaTOp), TSI KOTOPOH COOTHOIICHUE
| PITA(O(2)) = P()] - Pr[S”™ (17”") = P(x)] < neg(| 7 |)

BBIMOJTHACTCS i Jiro0oit TM 7T y3 xnacca M , TIpU4YEeM IiepBasi BEPOSTHOCTH
BBIUUCIISICTCS U CIyYalHBIX BENWYMH, HCHOJB3YyeMBIX 00]ycKaTopoM Oy
MIPOTUBHUKOM A , @ BTOpasi BEPOSATHOCTb BBIUUCIISIETCS JUIsl CIy4alHbIX BEJIUYMH,

HCIIOJIE3YEMBIX CHMYIIITOPOM S.

ComocraBuB omnpezeneHust 1 1 8, MOXXHO 3aMETUTh, YTO 00(ycKanus IporpaMM B
MOJIETIM BUPTYAJIFHOTO «YEPHOrO SIIMKa» JOJDKHA CKPBIBATh BCE BO3MOJKHBIE
NpeIMKaThl Ha 3aJaHHOM CEMEWCTBE IpOorpaMM, B TO BpeMs KaK OIpeleieHue 8§
JIONyCKaeT MOCTPOCHHE PA3IMYHBIX 00(ycKaTOpoB A pasHbIX HPEIUKaTOB.
CymecTBoBaHHEe HEOO(YCKHPYEMBIX TMPEIUKATOB [UIS HEKOTOPHIX CEMEUCTB
MPOTPaMM CIEAYeT U3 TEOpPEeMHI 1.

4. 3aknro4yeHue

Kak BUIHO U3 NIPUBECHHON B 3TOM pa3z/iesie OHTOJIOTHH onpeieneHuii 00dyckannu
nporpamM, 00QyckaTopsl MOTYT OBITh YCJIOBHO pa3fejieHbl Ha JBa Kiacca —
«cmbHBIe» 00(dyckaTophl (ompenenenus 1-3), mpu3BaHHBIE MAaCKHPOBATH JIIOOBIE
HEBBIBEIBIBAEMBIE CBOMCTBA MPOTpamMM, M «ci1adbie» 00(ycKaTopsl (OMpeaeIeHns
4-8), npeaHa3HAYCHHBIE [Tl COKPBITHS JIUIIb OTJEIbHBIX CBOWCTB mporpamm. J{is
KOKIOrOo  ompeneneHus  oOQyckanmuu  J0Ka3aHO  CYIIECTBOBAaHUE  TaKUX
NPE/ICTABUTENBHBIX KJIAacCoB (QYHKIMHA (BKIIOYAIOMMX (QYHKIHUH, WMEOLIHe
KpUNTOrpaduuecKkre IPUIOKEHHs), KOTOpble HE MOTYT OBITh peaJM30BaHBI
00¢ycKkupyeMbIMH NIporpaMMamMu. MaTteMaTHueckasi TeXHUKa, pa3BUTas B paboTax
[13,14,16,20-22,96] mo3BOJSET, MO-BUAMMOMY, MOCTPOUTH MPUMEPBI TAKOTO Poja
Uit r000ro  «pazymMHoro» ompenenenus od¢dyckamuu. I'opasmo Gonee TpyaHO
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JIOKa3aTh, YTO HEKOTOPBIC MPAKTUYECKH 3HAYMMBIE NTPOTPaMMbl U (QYHKIMH MOTYT
ObiTh 00 yckmupoBanbl. O030p Hamboiee HMHTEPECHBIX pPE3YJIBTATOB B ITOM
HaIlpaBJICHUH MCCIEeIOBAaHNH NpUBeIeH B paszaeine 5. Ho mpexae uem oOpaTtuthes K
9TH pe3yJbTaTaM, B Kakoil Mepe o0QycKanus mporpaMm MOXKET OBITh IoJIe3Ha JUIs
pELICHUs TeX WM MHBIX 337a4 KPUNTOrpaguu 1 KOMITBIOTEPHON 0€3011acHOCTH.
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Annotation. Program obfuscation is a semantic-preserving transformation aimed at bringing
a program into such a form, which impedes the understanding of its algorithm and data
structures or prevents extracting of some valuable information from the text of a program.
Since obfuscation could find wide use in computer security, information hiding and
cryptography, security requirements to program obfuscators became a major focus of
interests for pioneers of theory of software obfuscation. In this paper we give a survey of
various definitions of obfuscation security and main results that establish possibility or
impossibility of secure program obfuscation under certain cryptographic assumptions. We
begin with a short retrospective survey on the origin and development of program obfuscation
concept in software engineering and mathematical cryptography. In the introduction we also
point out on the main difficulties in the development of practical and secure obfuscation
techniques. In the next section we discuss the main line of research in the application of
program obfuscation to the solution of various problems in system programming and
software security. Finally, in section 3 we present and discuss a compendium of formal
definitions of the program obfuscation concept developed so far in mathematical
cryptography - black-box obfuscation, gray-box obfuscation, the best possible obfuscation,
obfuscation with auxiliary inputs, etc.. We also make a comparative analysis of these
definitions and present the main results on the (im)possibility of secure program obfuscation
w.r.t. every such definition.

Keywords: program, obfuscation, security, complexity, black box model, Turing machine
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