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Abstract. When a component of a discrete event system is faulty there is a problem how to
locate a faulty component. In this paper, we consider the composition of two Extended Finite
State Machines and propose an approach for locating a faulty component using preset and
adaptive experiments with Finite State Machines.
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1. Introduction

Telecommunication systems are multi-component systems. When some of
components are faulty the behavior of the whole system can be different from that
of the specification system. The problem arises how to locate faulty components. In
this paper, we propose an approach for locating a faulty component in sequential
composition of two Extended Finite State Machines (EFSM). The joint behavior of
these components is presented as a composed EFSM. We assume that only one
component can have transfer or output faults. Faults of each type are described
using a Mutation Machine. Since there are no formal methods for distinguishing two
mutation EFSMs, we unfold those EFSMs as classical Finite State Machines (FSM)
and use preset and adaptive experiments with FSM for distinguishing two EFSMs.

2. Preliminaries

A Finite State Machine (FSM) [1] A is a 5-tuple (S, I, O, h, o) where S is the non-
empty finite set of states with the initial state sy, | and O are input and output
alphabets, h = S x | x O x S is a transition relation. An FSM is called complete if for
any pair (s, i) € S x | there exists a transition (s, i, 0, s") € h; otherwise the FSM is
partial. If for every pair (s,i) € Sx | there exists at most one transition
(s,1,0,8") € h then the FSM is called deterministic; otherwise the FSM is non-
deterministic. If for any triple (s,i,0) € Sx | x O there exists at most one state

47



Trudy ISP RAN [The Proceedings of ISP RAS], vol. 26, issue 6, 2014.

s' e S such that a transition (s, i, 0,s") € h then the FSM is called observable,
otherwise, the FSM is non-observable.

An Extended FSM (EFSM) [2] M is a pair (S, T) where S is the set of states and T is
the set of transitions between states of the set S, such that each transitiont € T is a
7-tuple (s, i, P, op, up, 0, "), where s and s' are the initial and final states of the
transition t; i € | is an input with the set Dj,,.; of input parameter vectors; o € O is
an output with the set Dgsw, Of output parameter vectors; P: Dinp.
i x Dy —> {True, False} is a predicate where Dy is the set of context vectors;
0p: Ding-i X Dy = Dqyto 1S an output parameter update function; vp: Djpg.i x Dy — Dy
is a context update function.

A configuration of an EFSM M is a pair (s, v) where s is a state of the EFSM and v
is a context vector. A pair (i, p) is a parameterized input symbol where p € Dipp.i.
An input sequence of parameterized inputs is a parameterized input sequence;
however some of inputs may be non-parameterized.

An EFSM is complete if for each state s with an appropriate context vector v and
any parameterized input (i, p) there exists at least one transition (s, i, P, op, up, 0, )
with the predicate that is true for given (s, v) and (i, p), otherwise the EFSM is
partial. If for each state s with an appropriate context vector v and any
parameterized input (i, p) there exists at most one transition (s, i, P, op, up, o, s") for
which the predicate is true for given (s,v) and (i, p) then the EFSM is called
deterministic; otherwise the EFSM is non-deterministic.

A transition t = (s, i, P, op, up, 0, s") of an EFSM M has a transfer fault if the final
state s" of an implementation transition t' = (s, i, P, op, up, 0, s") is different from
the final state s' of the transition t. A transition t = (s, i, P, op, up, 0, s') has an output
fault if an output symbol o' of a transition t' = (s, i, P, op, up, 0', 8" is different from
that of the transition t. An output fault of a transition t means that the output of the
transition t has been changed when the specification EFSM was implemented.
Transfer and output faults model many other faults in an EFSM.

Given an EFSM, its behavior can be described by a corresponding FSM. States of
an FSM are configurations of an EFSM, inputs and outputs correspond to
parameterized inputs and outputs of the EFSM. The FSM at current state (s, v)
under a parameterized input (i, p) verifies which transition is valid for current
values of context vector v and input parameter vector p, calculates new value v* of
context vector and output parameter vector p, produces a parameterized output
(o, u) and moves to a final state s' of the corresponding transition. The
corresponding transition of the FSM has the initial state (s, v), input (i, p), output
(o, w) and final state (s', v*).

If a corresponding FSM is big enough the behavior can be described over all input
sequences of length | [3], i.e., an FSM that is an l-equivalent of the initial EFSM can
be derived. One can simulate a behavior of the FSM under all input sequences of
length | accepted at the initial state of the FSM. In general case, the l-equivalent is a
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partial (possible non-observable) FSM and its behavior coincides with that of the
original FSM under all input sequences of length I.

Given two FSMs over the same input and output alphabets, the FSMs can be
distinguished by a preset or adaptive distinguishing experiment. A preset
distinguishing test case is an input sequence such that the output responses to this
sequence of the two FSMs do not intersect. Since a corresponding FSM for a given
EFSM can be partial and non-observable, an approach proposed in [4] can be
applied. Sometimes when two FSMs cannot be distinguished by a preset
distinguishing experiment they still can be distinguished by an adaptive
distinguishing experiment.

An adaptive distinguishing test case is a single-input output-complete connected
initialized FSM that has a finite number of traces. In other words, at each
intermediate state of the test case only one input with all possible outputs is defined.
Such a test case first has been derived for two states of an observable FSM [5, 6]
and then was extended for any number of states of a non-observable FSM [7]. The
test case is a distinguishing test case for the set of states of a given FSM if each
trace of the test case from the initial to a deadlock state is a trace at most at one state
of the given set of states.

Consider an observable FSM S with two initial states s, and s; in Fig. 1. Let S/1
denote the FSM S with initial state s, while S/2 denotes the FSM S with initial state
Sl.

iy/o, i,/0, /o,
=)=
i,o,
Fig. 1. FSM S with two initial states s, and s;.

A test case P over alphabets |={ij,i,} and O =4{o;,0,} is an adaptive
distinguishing test case of S/1 and S/2 and is shown in Fig. 2.We also notice that the
machines can be separated with a single input, namely, the input i..

1,/ 0/ i,/0

Fig. 2. A test case P.
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3. Fault detection in sequential composition of two EFSMs

Consider a sequential composition N of two components A; and A, in Fig. 3.

Fig. 3. A sequential composition of two EFSMs A; and A,.

Let A; =(C, Ty) and A, = (Q, T,) be completely specified and deterministic EFSMs.
We suppose that the set of outputs of A; coincides with the set of inputs of A, which
are not parameterized, i.e., predicates of the EFSM A, depend only on context
variables. Each transition of an EFSM A; is a 6-tuple (c, i, Py, ups, Ugu, €') and
every transition of an EFSM A; is a 7-tuple (0, Uing2, P2, 0p2, Up,, 0, 9°).

The composition of A; and A, is an EFSM N=(Z,R) where Z=C x Q and
R={(z i, P1 &Py, op,, {ups, upz}, 0,2) [ 3 (c, i, Py, Upy, Ugus, €) € T1 3 (0, Uinga, P2
, 02, UP2, 0, ) € To (Uoun = Uin2), Z = (¢, @), 2'=(c', q)} [8].

As a formal model, we consider a composition of two Extended Finite State
Machines and suppose that only one of two components can be faulty. Moreover,
we assume that the faulty component has transfer and/or output faults. In this paper,
we describe such faults using a special EFSM called a Mutation Machine MM [9].
Let the component A; have transfer or output faults and EFSMs MMy, and MMgy
describe these faults in the component A;. We note that mutation machines can
become non-deterministic. EFSMs MMy, @ A, and MMgyu @ A, correspond to a
behavior of faulty composition N. Let the component A, have transfer or output
faults and EFSMs MMy, and MMgy, describe these faults in A,. Let EFSMs
A; @ MM+, and A; @ MMgy, correspond to the behavior of a faulty composition
N.

To detect transfer or output faults in the composition N one can use a strategy
proposed in [4]. An input sequence « is called a separating sequence for states s and
s' of an FSM if it is defined at states s and s' and sets of outputs to this sequence at
both states do not intersect. An input sequence o is called a separating sequence for
two FSMs if it separates initial states of FSMs.

If two FSMs that correspond to A; @ MMy, and MMy @ A; (or A; @ MMgy, and
MMo @ A;) without traces of the specification composed FSM can be
distinguished by a preset or adaptive experiment, i.e., there exists a separating
sequence or an adaptive test case such that after applying this test case, then we
could learn which component is faulty after applying such a test case. If there is no
chance to construct FSMs corresponded to A; @ MMy, and MMy, @ A, (or
A; @ MMgy and MMgu @ A,) due to their complexity then an approach based on
l-equivalents can be used. For each mutation machine input sequences and
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corresponding traces are derived for both machines one by one and each two traces
are checked for the distinguishability. In this case, it is unnecessary to construct the
composed EFSM,; it is sufficient to model the behavior of the compositions on input
sequences of length I. Experiments with telecommunication protocols [10] show
that more than 80 % of transfer and output faults in protocol implementations can be
detected using 5-equivalents of corresponding EFSMs.

An example of utilizing a proposed approach for sequential composition of two
FSMs is given below. Consider component FSMs in Figs 3a and 3b and assume that
a transition shown in bold can have any transition or output fault.

L,/n Wiy
iy, by C@%:)

Fig. 3a. The head component FSM. Fig. 3b. The tail component FSM.

After deleting the specification traces from the component FSMs the mutation
machines shown in Figs 4a and 4b are obtained.

i)/z,, iy/zy 9

i,/z

iz,

: Llzy| |i/z,
ip/zy

i,/z,

1,/

. iy/z,, Iz, @

Fig. 4a. The mutation machine for the head component FSM
w o/ i/z
. iy/z,

\
(ot (@)
- // Iy/z;

—
1)/zy, iy/z;

/- /-
)12y, 1y/2,

.Fig. 4b. The mutation machine for the tail component FSM.

By direct inspection, one can assure that the machines in Figs 4a and 4b can be
distinguished by the input sequence i»i,i;. If the output sequence to i, is z, then only
the tail component can be faulty. If the output sequence to i, is z; then the next input
i, is applied. If the output to the next input i, is z; then only the head component can
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be faulty. If the output sequence to i, is z, then the next input i, is applied. Output
sequences to i; are different and both mutation machines are distinguished.

In case when a separating sequence does not exist, one can try to construct an
adaptive distinguishing test case [7]. If an adaptive distinguishing test case exists
then based on the output response of the composition to this adaptive test case one
can conclude which component FSM is faulty.

4. Conclusion

In the paper, we have discussed how to locate a faulty component in sequential
composition of two EFSMs. The corresponding I-equivalents of mutation EFSMs
which describe component faults can be derived based on the composed EFSM as
well as by simulating the composition behavior under input sequences of length I.
Moreover, the use of l-equivalents simplifies the problem of deleting the
specification traces from the mutation machine and the approach allows eliminating
the state explosion problem of an EFSM unfolding when | is not very big.
Additional research is necessary in order to evaluate the integer | for appropriate
cases, for example, for locating faults in protocol implementations as well as for
considering other kinds of faults such as predicate faults and faults in the
implementations of the update functions.
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Nokanusauua HeMCﬂpaBHOVI KOMMNOHEHTbI B
KOMNO3nunn paCllMpeHHbIX aBTOMAaTOB

Csemaana [Ipoxonenko <s.prokopenko@sibmail.com>
HU TT'Y, 634050, Poccus, 2. Tomck, np. Jlenuna, dom 36

Annoramus. [IpoGiema JoKanM3alMy HEWCHPAaBHOW KOMIIOHEHTHI B aBTOMAaTHOH ceTH
XOpOIIO M3BECTHA, W B JAHHOHM paboTe MBI pemaeM 3Ty npoOieMy Ui OMHApHOW CeTH W3
pacIIUpEeHHBIX aBTOMATOB. JIms KaXAOH W3 KOMIIOHEHT CTPOUTCS MYTalMOHHBIN
pacIINpPEHHBIH aBTOMAT, OMHICHIBAIONINI HanOOIee BEpOSATHbIE HEUCTIPABHOCTH KOMIIOHEHTEI.
JIis KOMIO3WLIMM MYTAIlMOHHOTO aBTOMAara co Chelu(uKanueil Ipyrod KOMITOHEHTHI
MOCPEICTBOM MOJIETMPOBAHUS OIpeAeseTcs IPEeBOBHIHbBIA KOHEUHBII aBTOMAT, TOBEACHNE
KOTOPOrO COBIIAJaeT C IIOBEACHHEM HCXOJHOTO pacUIMPEHHOr0 aBTOMaTa Ha BCEX
HOCIIeJOBATENILHOCTSX JIMHBI He Ooubine 1 (1-okBuBasieHT). 13 1-3KBHBaNICHTOB ymansioTcs
BXOJI-BBIXOJIHBIE TTOCIIEZIOBATEILHOCTH, IPUHAICKAIINE KOMIIO3UINH-CIICIU(BUKALIIN, U JUIS
MONYYSHHBIX MYTAI[OHHBIX |-9KBHBAJICHTOB CTPOUTCS IMAarHOCTHYECKUH OSKCIIEPUMEHT.
Ecnu Takolf nmarHOCTHYECKHH SKCHEPUMEHT CYIIECTBYET, TO IO PEAKIUH KOMIIO3ULHUH,
NpEeIbABICHHON AT TECTHPOBAHUS, AOCTATOYHO YaCTO MOXHO OINPENeNnTh, Kakas u3
KOMIIOHEHT SIBJI€TCSl HEUCIIPAaBHOM, MIPU YCIIOBUH, YTO HEHCIPABHOCTH BO3MOJKHBI TOJIBKO B
OJIHOI KOMIIOHEHTE.

KiroueBbie ciioBa: pacmnpel—mmﬁ aBTOMar, KOHEYHBII aBToMar, ]-SKBHBaHeHT, OIINOKHU
TNEPEXOJ0B U BBIXOIOB
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