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Abstract. Unified Modeling Language (UML) is widely used standard for models visualization in software
industry. Hence, a preparation of IT professionals involves the learning modeling process. Studies of student
perception of UML modeling indicate that this process is perceived as quite complex. This paper presents
software for validation activity, class and use-case diagrams by XMI representation. To achieve this goal, we
researched existing methods and systems. Besides, we analyzed mistake catalogues and Perm State University’s
student models to propose a mistake classification and checklist that presents a list of validation to be done.
This paper focuses on validation each type of diagram separately, without maintaining consistency between
different UML models. However, all these validation modules are combined in one system, which allows to
check any of the described types of diagrams.
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Ilepmckuii eocyoapcmeentblil HAYUOHATLHBIL UCCIE008AMENLCKUL YHUBEpCUmMEN!,
614068, Poccus, 2. I[lepms, yr. Bykupesa, 0. 15

AHHOTammsi. YHuUUMpPOBaHHBINH s3bIK MojgenaupoBanus (UML) sBisieTcs IMIMPOKO HCIOIb3YEMBIM
CTaHIapTOM [UIsl BHM3yalM3allud Mojelell B OTpacid MporpaMMHOro obecnedeHus. CreroBaTeNnbHO,
noxroroeka MT-crenmanicToB BKIOYaeT B cebsi 00ydeHHE MOJCIMPOBAHUIO. VIccienoBaHuUs BOCIPHATHS
crynentamu UML-MoznennpoBaHus MOKa3bIBAIOT, YTO 00y4eHHE MPOXOTUT IOBOJFHO HEMpOCTO. B mamHOMN
CTaThe MPEJCTABICHO IIPOrPaMMHOE OOeCIedeHHne A TNPOBEPKH JHAarpaMM aKTHBHOCTH, KJIacCOB H
MIPENeEHTOB MO WX mpexacTaBieHnio B ¢opmare XMI. [Inst DOCTIKEHUS] 3TOH IENM MBI MCCIIEIOBAIIN
CYIIECTBYIOIIE METOIBI M CHCTeMBl. Kpome TOro, MBI MPOAHAIM3HPOBAIHM KATAJOTH ONIMOOK M MOJETH
CTyAeHTOB [lepMCKOTro rocyaapCTBEHHOIO HAIIMOHAIBHOTO HCCIIEOBATEIbCKOTO YHHBEPCUTETA, YTOOBI
NPEUIOKUTh KIACCU(PUKALNIO OMMOOK M KOHTPOJIBHBIH CHHMCOK, KOTOPBI MPEICTaBISIET CIHCOK
HEOOXOJUMBIX TPOBEPOK. B HaHHOW cTaThe OCHOBHOE BHHMAHHUE YAENSETCS MPOBEPKE KaXKAOro THIA
JUarpaMM HE3aBUCHMO JPYT OT Apyra, 0e3 COXpaHEHHs COTJIACOBAHHOCTH MEXIY Pa3IMYHBIMH MOJEISIMH
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UML. OpHako Bce 3TH MOAYJIH MPOBEPKH OOBEIHHEHBI B OJHY CHCTEMY, KOTOpas MO3BOJISIET NPOBEPUTH
J1000# 13 HCCIEJOBAHHBIX TUTIOB JHATPAMM.

KumoueBsle cioBa: nposepka; UCD; AD; CD

Jast umtupoBanus: ['amesa T.C., Bnacos [I.U., Otunos A.B., lauyn H.H. Apromaruzauus nposepku UML
narpamM, co3naHHbeix crygeatamu. Tpyast UCIT PAH, tom 33, Bem. 4, 2021 ., ctp. 7-18 (Ha aHrImiickoM
s3pike). DOI: 10.15514/ISPRAS-2021-33(4)-1

1. Introduction

Modern approaches to validation student models are UML is a standard that provides system
architects, software engineers, and software developers with tools for analysis, design, and
implementation of software-based systems as well as for modeling business and similar processes
[1]. This standard is widely used in the software industry.

On the one hand, it is used in Object-oriented analysis and design (OOAD) in the development of
complex systems [2]. Formal methods or model-based specification [3] are used to verify such
models [4], [5].

On the other hand, a preparation of IT professionals involves the learning modeling process [6] and
Model Driven Architecture (MDA) [7]. Studies of student perception of UML modeling indicate
that this process is perceived as quite complex. This opinion is shared by both computer scientists
[8], [9] and computer science majors [8].

Besides, the process of manual validation of models is a time-consuming process, especially during
the review of dozens of student models by the teacher. Therefore, the creation of such system is
actual.

This paper presents a description of a system for automatically checking use case (UCD), class (CD)
and activity diagrams (AD) based on an XMI [10] representation. This format can be exported from
most Case-tools creating UML diagrams and contains description of the diagram elements.

Not all types of UML diagrams were chosen for research. To automate the validation, two analysis
phase models were chosen - UCD and AD, and one design phase model - CD. This choice is based
on the experience of checking these models and on others papers [8], [11].

We researched existing tools for validation UML diagrams. We put forward the criteria of
applicability to the solution of our problem for the found tools but they do not fulfill our criteria.
Modern approaches to validation student models are based on the use of catalogues or lists of
common mistakes [12], [13], [14], [15], [16]. Using the results of these catalogues and own review
models of Perm State University (PSU) students we classify the mistakes in two dimensions. The
first dimension represents the severity of the mistake. We distinguish three types of severity:
Warning, Serious, Fatal. In the second dimension, we consider three main categories of mistakes:
Model, Consistency, Layout. Model mistakes contains subcategory.

In this study, we consider in detail only the model mistakes. Using these mistakes, checklists for
UCD, CD and AD are composed. These checklists are used to validate diagrams using Case-based
reading method (CBR) [17]. Besides, for checking AD we use a graph with semantics similar to the
Petri net, which was mentioned in the article [18], and colored tokens, similar to tokens in colored
Petri nets [19].

To this end, we present the system implementation and demonstrate case studies. The quality of
mistakes detections by the system is high, which confirms the achievement of the research goal.

2. Related Works

2.1 Analysis of Existing Mistakes Classifications

Chren et al. [12] evaluated over 2700 UML diagrams and examined students' mistakes with use case
diagrams, activity diagrams, class diagrams, state machine diagrams, sequence diagrams,
8
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communication diagrams, and entity-relationship diagrams. They produced their catalogue from
papers and their own research and identified 146 mistakes. They split all mistakes in two dimensions
— the first one represents the severity of mistakes, the second refers to the nature of the mistakes.
The overview of the classification scheme is in fig. 1 [12].

Use case specification

Actor specification | Use Case diagram System boundaries
Relationship specification /l Domain understanding J Level of detail
Action nodes specification Issues [ Conceptual
Control nodes specification "1 Activity diagram visual readability
T -
Flow specification | - Clarity - Naming
= e Issues | | =i
Class specification
- ~  Class diagram
Relationship specification f—— Diagram element Consistency I Interconnection between diagrams

Issues |

Diagram Issues
Message specification 'y‘ Interaction diagram Classification

_— State diagram |
Transition specification f————— |
sk kachldi oz dockkioo>

State specification issues | ‘

Lifeline specification

Combined fragment specification |

Entity specification UML specification error
y specificat

\ERD Severit '
Relationship specification ) ) | Violation of recommendation

Fig. 1. Orthogonal classification scheme for diagram issues
They figured out that the most common mistakes for UCD, AD, and CD are Diagram element issues.
The detection rate for top four mistakes in UCD is 31-42.9%, in AD - 26.2-42.9%, in CD - 42.9-
59.5%.
Delgado et al. [16] considered use case, class, state-machine, sequence diagrams. They separated
mistakes on six categories: Layout mistakes, Traceability, Notation, Semantic, Documentation,
Naming, Conventions. They concluded that in UCD the most common mistakes are Notation
mistakes and the least common are Traceability mistakes. In CD the most common defects are
Documentation and the least common Traceability.
Reuter [8] classified mistakes in a category system that is commonly known from errors in
programming languages and the Standard Classification for Software Anomalies [20]: Lexical,
Syntactic, Semantic, Logic, Missing, and Unnecessary. Unfortunately, the numbers of mistakes were
not presented, so that no conclusions could be drawn about the frequency of mistakes.
Bolloju [15] separated 380 mistakes in the 14 projects in three groups: Syntactic, Semantic,
Pragmatic. They found out that the most frequent types of mistakes for UCD and CD are Syntactic
(57% for UCD and 64% for CD) and Semantic (64% and 50%, respectively).
In our work, we use classification structure similar to Chren’s. We also use two dimensions, one of
which is severity and another links with the origin of the mistake. However, we use different severity
subcategories. It relates with our future work — the development of system of qualifying the degree
of deviation of the student model.

2.2 Analysis of Existing Software for Validation of UML Diagrams
Special criteria were identified for the existing UML diagram validation software:

e meet all the standards of the UML language;

e open source and free to use;

e support for graphical display of diagrams;

e software is easy to install and use.
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The first two criteria are critical when analyzing existing software because of the target group of
users — teachers and students.

For UC validation, two software products were discovered: FOAM [21] tool and Rational Rose [22].
FOAM it’s open-source project, but disadvantage of this tool is that in order to analyze an existing
UCD, you should independently translate all the contents of the diagram into a special text format,
in which you must manually specify all the established elements and the relationships between them.
Also, this tool doesn't have a graphical interface. Rational Rose it's a commercial product, that
supports modeling UCDs and their continues validation. But the list of checking mistakes is quite
small.

For AD validation, there are analyzed tools such as UML-VT [23] and Woflan [24]. These funds
also do not match the main criteria identified earlier.

In existing publications [25], there are only brief descriptions of algorithms for validating CD, and
it is impossible to study and analyze them in detail, since they are in the private domain. The set of
libraries used in private validation systems: Eclipse (2000 LoC) and Java classes (11500 LoC) [26]
[26], Dresden OCL toolkit [26], [27] extensible libraries (for processing and loading constraints)
and MDR (for importing/exporting UML models from XMI [10]).

2.3 Analysis of UML Diagram Creation Software Providing Metadata

The choice of the software that will be used for the construction of diagrams is an important step in
this work, since the chosen software tool will determine the possibility and success of further
analysis, design and implementation of the prototype. That is why special requirements were defined
for the selection process of competing modeling systems. The result of the research in this issue was
the choice of the GenMyModel [28]. It combines a simple user interface, does not require installation
and has the function to export the diagram in the required formats. The advantage of this tool is that
when building diagrams, it does not allow you to perform some activities that can lead to mistakes.
Due to this, the list of conditions to be checked can be reduced.

Based on this, it was decided that the input data (XMI and PNG files) will be generated using the
GenMyModel tool.

3. Classification of Students Mistakes
Based on existing catalogues and own student’s models analysis, we composed the classification.

1) Model: The Model category covers mistakes that violate the UML specification or
recommendation.

a) Lexical.
b) Syntactic.
c) Semantic.

2) Consistency: The Consistency category contains mistakes that are related to maintaining the
dependencies between the diagrams.

3) Layout: The mistakes in the Layout category are caused by incorrect arrangement of elements
on the diagram (overlapping elements, crossing of relationship lines); these mistakes are
extremely difficult to detect using the XMI representation.

4) Severity.

a) Warning.

b) Serious.

c) Fatal
The Severity category depends on how accurately the mistake can be detected by system (warning
— if the mistake cannot be accurately identified by the system), on the possibility of further validation

10
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(fatal mistakes in AD lead to the termination of further validation) and on the recommendation
(warnings for minor mistakes, fatal for major mistakes).

Model mistakes are also divided into lexical, syntactic, and semantic subcategories. On lexical step,
the diagram elements are considered separately, individually (a mistake in the name of the element,
the type of the element does not belong to the diagram). On syntactic step, we consider mistakes
related to the constructing diagram rules, the rules for connecting diagram elements. Semantic
captures the quality of a model. This category covers mistakes relating to invalid representation of
domain, violation of the boundaries of the system, incorrect display of meaning.

In this work, we consider in detail only the model mistakes. GenMyModel does not allow to make
some syntax mistakes in UCD, AD and CD, so we did not include them in the checklists. Table 1
presents the examples of Model mistakes.

Table 1. Examples of model mistakes

Mistake Subcategory Severity

Invalid actor name: should be
represented by a noun, starting Lexical Serious
with a capital letter

More than one initial node Syntactic Fatal

When specifying the roles
multiplicity, some numbers are Semantic Serious
negative integers

4. Validation Methods

4.1 Approach for Use-Case Diagram Validation

A research was carried out among the existing UCD validation methods. For the use case diagrams,
the following were identified: Object-Oriented Reading Techniques (OORT) [29] and CBR [30] -
reading based on a list of requirements.

Since we have a list of mistakes, the CBR methodology was chosen. CBR is a very common method.
List of mistakes should be checked during the validation. CBR provides more aid and advice to the
inspectors than ad-hoc reading and is therefore a very common technique.

Initially, the XML document is read into the program internal data representation. Each chart
element has a unique identifier, coordinates on the image, and a name or description. On the reading
stage, some types of mistakes can be verified (mostly lexical). Items not included in the UCD list
are excluded.

The next stage involves conducting sequential checks of each type from the list of the most common
mistakes of students.

4.2 Approach for Activity Diagram Validation

To solve the AD validation problem, the analysis of existing methods was carried out, such as the
construction of a Petri net [31], the use of temporal logic [32], as well as graph with semantics
similar to Petri Net [18].

For this work, we use a subset of UML elements. We consider the initial node, final node, decision
node, merge node, activity node, fork node, join node, swimlane, comment node, flow.

Now we describe the basic idea of the validation process. For each element in AD, there is a class
in our system. Each class has field for token and field for list of links on the next objects. Besides,
it can contain additional information about AD element. For each AD element, the object is created

11
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and placed in a graph. The graph’s vertices represent AD’s nodes and the graph’s edges represent
AD’s flows.

The validation is divided into two steps. At the first step, lexical, semantic and part of syntactic
mistakes are checked. Then we check unpaired using fork and join by modeling token flow through
the graph.

After the model passes the first steps of validation, in order to continue validation, we impose some
restrictions. The restrictions are as follows.

1) AD must have exactly one initial node, one or more final nodes and at least one activity node,
2) initial node has no incoming edge and the final node has no outgoing flow,

3) activity, merge, join and init nodes must have exactly one outgoing flow,

4) fork and decision nodes can have any number of outgoing flows,

5) activity, fork, decision, final nodes should have only one incoming flow,

6) each join and merge node can have any number of incoming flows,

7) flows cannot start and finish in the same node.

If the restriction was violated, we finish validation without graph checking.

The tokens flow through the graph along the edge directions from initial to final node. The validation
is completed when all token flows are checked or a mistake is found. In this case mistakes are the
situations when several tokens appear in one node at once or when a token remains in the graph
upon reaching the final node or when deadlock occurs (the situation when there is no token can be
moved).

According to [18], the graph uses token-flow semantics. Each element has own set of rules, which
ensure the token flows through the graph.

The state of the graph at each step can be encoded with a sequence of zeros and ones, where zero
means that the element is inactive (does not have a token), and one means that it is active. A stack
of current masks and a set of checked masks are created. At each step, the top mask is taken from
the current masks and processed. The processing’s result is new masks, that are checked for use
early using a set of used masks and, if they have not been previously used, are added to the list of
current masks.

At each step, all existing tokens are moved to one of the next nodes. In the case of a decision node,
a token can activate a random element. Therefore, it generates several possible next states that are
pushed into the current mask stack.

However, the problem of unpaired use of a joint and a fork remains. When there are several fork
nodes corresponding to one join nodes, the join can be activated wrongly. Fig. 2 presents this issue.

+_—— )
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Fig. 2. Several fork nodes corresponding to one join nodes
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To figure out this kind of mistake, it was proposed to use tokens of different colors. It is some
additional data that is stored on the token’s stack [19]. The fork node generates a unique color every
time a token pass through it. The output tokens have the same color; it means that the fork’s color is
placed on the token’s stack of colors. For join node activation, it is necessary that the colors at the
top of the stacks have the same color. If the condition is right the join node becomes activated, and
the output token remains all colors except the top color. In other case, a fatal mistake occurs and
validation is completed.

4.3 Approach for Class Diagram Validation

There are very few fully automated methods for validating CD. Most of the existing solutions require
a translation process into specific data formats that must be performed by a human. This approach
is not suitable, since we need to quickly validate the diagrams, and the translation process takes a
sufficient amount of time.

The validation process is based on and similar to the program compilation analysis stage, and it can
be divided into three stages: the first stage is lexical analysis, the second is syntactic analysis and
the third stage is semantic analysis. At each stage, the corresponding rules will be checked. During
the first stage, metadata is converted into a set of tokens, the use of invalid tokens, incorrect names,
designations and properties of tokens is detected. During the second stage, the correctness of creating
constructions of the UML language from a valid set of tokens. And at the final stage of validation,
the semantics of the constructed class diagram is considered, namely the correctness of the semantic
meanings of words, phrases and elements.

Validation process begins with reading all data about the model from the XMI file. All properties of
the CD tokens can be retrieved from these data. Already on the basis of these properties, it will be
easy to detect some inconsistencies and mistakes.

The main point in this method is to designate a set of rules for constructing UML CD such as to
identify all mistakes in the validated diagram. The set of rules was compiled using the UML
specification [1]. The list of all rules that will be checked during validation was described in detail
earlier. Also, special attention will be paid to common mistakes when constructing CD.

5. Implementation
For developing the system, we used C#. The process of validation system creating was divided into
two stages:

1) implementation of the UCD, AD, and CD validation modules in prototype mode as a console
application and presentation the result in the form of text message,

2) integration of UCD, AD, and CD validation modules into the system with a user graphical
interface.

The system has the following features:

1) the ability to upload one or several files into the system;

2) the ability to validate one or several models;

3) the ability to automatically find the pair "metadata - image" while files are uploading into the
system;

4) the ability to add and remove diagrams from the current list of models;

5) the ability to work only with metadata diagrams (without images);

6) dynamic changing the graphical presentation of diagrams while switching is occurring between
them;

7) dynamic mistakes designation on the graphical presentation of the diagram while switching is
occurring between mistakes;

8) highlighting each mistake in a different color depending on its severity;

13
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9) the ability to check all diagrams with "not checked" status at once.
Fig. 3 shows the results of CD validation.
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Fig. 3. Results of CD validation

6. Case Study

We analyzed the quality of projects developed in PSU by full-time undergraduate majors "Software"
and "Computer security» (course «Modeling of Information Systems») and part-time specialty
"Information technologies" (course "Design and implementation of information systemsy). These
are projects of information systems (IS) for business applications, computer security, and
information technology. Each project includes models of three stages of IS life cycle: analysis (UCD,
AD, sequence diagrams), design (collaboration diagrams and CD), implementation (component
diagrams and deployment diagrams). The projects were carried out by teams of 2-3 students.

The checklists used in CBR to validation diagrams include 6, 10, and 5 lexical mistakes; 14, 15, and
8 syntactic, 7, 1, and 2 semantic mistake for CD, AD, and CD.

Fig. 4 presents examples of mistakes in Table 1 in: a) for UCD, b) for AD, c) for CD.
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Fig. 4. Examples of mistakes found by system
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7. Results

An analysis was carried out of 191 the work of IT students who create models of information systems
based on an object-oriented approach to modeling. UCD module was tested on 70 student models,
AD — 41, CD - 80. UCD module can detect 25 mistakes, AD — 26, CD — 26.

Fig. 5 presents percentage of mistakes found by system. System did not find semantic mistakes in
students’ CD models.

Percentage of mistakes found by system

100 97 100
a2
100 77 33 91
#= 50
8 9
0 |
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mUCD mAD mCD
Fig. 5. Percentage of mistakes found by system

8. Discussion and Future Work

The current version of the UML diagram validation system solves the following tasks:
1) based on the exported XMI file, mistakes are searched in UCD, AD, and CD,

2) visualization of found mistakes and their display on exported diagram images.

It can be recommended for use by two categories of users:

1) students: to check models before submitting for teacher’s grading.

2) teachers: to validate models of students.

For the future, we will work on the validation functions for teachers in order to qualify the degree
of deviation of the student model from the task specification and to form the recommended score
for the model.

9. Conclusion

We proposed a mistakes’ classification with two dimensions and observed model mistakes in detail.
We justified the choice of the tool for creating UML diagrams. Modules for validation of UCD, AD,
CD were developed and realized. These modules were integrated into a system allowing package
processing of model files. In the end, we tested the system on 191 student models.
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AnHoTanusi. Cpenbl pa3pabOTKH ¢ HU3KUM KOJIOM NPUBIIEKAIOT BHUMAaHUE H3-32 UX MOTEHIIMAla B KauecTBe
MapaJurMel pa3pabOTKU U1 OYeHb KpymHoMacmTabHoro BHeapeHus B UT Oyaymero. B 3Toif crathe Mbl
Ipe/IaraeM MeTOJ] PacIIMpeHus (IPHIOKEHUH) MpeAMETHO-OpPHEHTUPOBAHHBIX SI3BIKOB, ITOIAEPKUBAEMBIX
IBYMsI CpefiaMi pa3paboTKH ¢ HU3KUM yYPOBHEM KO/, OCHOBAaHHBIMU Ha ()OPMAIBbHBIX MOJENSAX, & HUMEHHO
DIME (ponnas Java) u Pyro (poxguoii Python), nnst BkimoueHust GpyHKIMIH, pa3MEIIeHHBIX Ha T€TePOTreHHBIX
TEXHOJIOTHAX U Iu1aTdopMbl. I 3TOro MBI cllelyeM aHaJloruy ¢ MUKpocepBUcaMH. [locie 3Toi HHTerpanuu
o0e cpeasl MOTYT HCIIONB30BaTh CBsI3b C YK€ CYNIECTBYIOIIMMH yaaneHHbIMH ciayxOamu RESTful n
KOPIIOPaTUBHEIX CHCTeM, B HameM ciaydae Amazon Web Services (AWS) (HO 3TO MOXHO JIETKO
pacmpocTpaHuTh Ha Apyrue obnavnsle miaTgopmbl). Takum 0Opa3om, pa3paOOTINKH MOTYT UCIIOIB30BATh B
DIME u Pyro moTeHIman CIOXHBIX CEPBHCOB, MOTCHIMAIBHO Bcell skocucteMsl Python u AWS, B Buze
O6MOIMOTEK TMEepeTacKNBAEMbIX KOMIIOHEHTOB B YIIPABIIEMOM HMH CTWIIE ¢ HU3KHM KojgoMm. Hoeere DSL
noctynasl B DIME u Pyro xak komiekuuu peann3oBaHHBIX SIB u 65okoB. M3-3a 0cOOBIX BO3MOKHOCTEH H
MPOBEPOK, Jiexkamux B ocHoBe miatpopm DIME u Pyro, otmenehbie ¢yHkimu DSL aBroMaTHyecku
MIPOBEPSIIOTCS HA CEMAaHTHYECKUE U CHHTaKCHUECKUE OIIHOKH B 00eHX cpenax.

KiroueBble ciioBa: mnpeaMeTHO-opueHTHpoBaHHbIM s3bik (DSL); ympaBnsemas mozensimu paspaboTka
(MDD); sxcTpemanbHas yrpasisieMasi MoJIelsiMU pa3padotka (XMDD); cepBHCHO-HE3aBHCHMBIE KOMITOHEHTBI
(SIB); cpenst ManokooBoit paspaborku; DIME; Piro

Jas nutupoBanus: Yayaxapu X.A.A., Maprapus T. VHTerpaiusi MUKpOCEpBUCOB Kak KOMIIOHEHTOB Cpe[l
MOJIETUPOBAHUS ISl MaJloko0Bo# pazpabotku. Tpynst UCIT PAH, Tom 33, Beim. 4, 2021 1., ctp. 19-30 (Ha
anrmmiickom si3pike). DOI: 10.15514/ISPRAS-2021-33(4)-2

BaaromapHocTu: Jta pabota Obuta moanepkana rpantamu Mpnanackoro vaygnoro ¢pouaa 13/RC/2094 (Lero,
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HccenenoBaTebCKHi LIGHTP MHTEIUIEKTYalbHOTO MPOU3BOICTBA).

1. Introduction

Low code development platforms enable their users to design and develop applications with minimal
coding knowledge [1], with the support of drag-and-drop visual interfaces that operate on
representations of code as encapsulated code wrappers. The main aim [2] of these platforms is to
produce flexible, cost effective and rapid applications in a model driven way. Ideally, they are
adaptive to enhancements and less complex is terms of maintenance. Model-driven development
(MDD) is an approach to develop such systems using models and model refinement from the
conceptual modelling phase to the automated model-to-code transformation of these models to
executable code [3]. The main challenges with traditional software development approaches are the
complexity in development at large scale, the maintenance over time, and the adaptation to dynamic
requirements and upgrades [1]. Doing this on source code is costly, and it systematically excludes
the application domain experts. who are the main knowledge and responsibility carriers. At the same
time, the cost of quality documentation and training of new human resources for code-based
development are other concerns in companies and organizations that depend on code.
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Domain Specific Languages (DSLs) conveniently encapsulate most complexities of the underlying
application domain. Encapsulation of code and abstraction to semantically faithful representations
in models empowers domain experts to take advantage of these platforms. They can develop
products in an efficient manner and also meet the growing demands of application development
without having deep expertise in software development. Based on a study [4] from 451 researches,
the maintenance effort with low code platforms proved to be 50-90% more efficient as compared to
changes with classical coding languages.

Software systems in general, and especially web apps in internet-centered ecosystems and digital
threads in an Industry 4.0 context, are not isolated in nature: they demand interaction with various
external systems, libraries and services. Frequent needs are (but not limited to)

e acquire sensors data from external systems,

o feed data to external dashboards for analytics and publishing,

e utilize the compute power of cloud systems,

e sophisticated enterprise services.

In this context, microservices [5] play an important role at the enterprise level. The microservices
paradigm (SOA done right) defines certain methods to design software services as suite of
independently deployable components with the purpose of modularity, reusability and autonomy
[5]. Different versions of these services may coexist in a system as a set of loosely coupled
collaborative components and must be independently replaceable without impacting the operations
of heterogeneous systems.

This paper proposes the integration of microservices as components in two graphical modelling
development environments based on formal models: the general purpose, desktop DIME [6]
Integrated Modelling Environment and the special purpose, web based Pyrus (Pyro) [7]. Their
extension and integration with external systems through services extends the capabilities of these
platform to meet wider communication needs (e.g. in the cloud), and also to take advantage of
existing sophisticated enterprise services (e.g. AWS).

Low-code programming both at the API and the platform level is considered to be a game changer
for the economy of application development. Gartner Inc., for example, predicts [8] that the size of
the low-code development tools market will increase by nearly 30% year on year from 2020 to 2021,
reaching a $5.8 billion value in 2021. They state that so far, this is the fastest and probably the
simplest and most economical method of developing applications.

In this paper, Section 2 discusses the state of art, Section [3] states the problem, Section [4] gives an
overview of the platforms used to extend the low-code DSLs. Section [5] explains the integration,
architecture and implementation of SIBs in DIME (the desktop IME) and blocks in Pyro/Pyrus (the
web IME). Finally, in Section 6 we conclude and discuss.

2. State of the art

Most domain specific languages today are at the coding level and do not leverage a model driven
approach at the platform level. The rise in re-usability and maintainability demands paved the path
to low code development environments and gained the attention of the developer’s community [9].
The construction of meta-models behind these DSLs is challenging, since they must capture all the
domain knowledge, i.e. provide both semantic and syntactic rules.

Ktrain [10] is a popular coding level DSL: a python wrapper that encapsulates Tensor Flow
functionalities and facilitates developers to augment machine learning tasks with fewer lines of
python code. Xatkit [11], still in early stages of development, increases the reusability of chat bots
by evolving NLP/NLU engine for text analytics. At the language level they support several versions
of bots, but the generation of chatbots from existing data sources at the framework level is in future
plans. JABC [12] is a general purpose XMDD framework for the development of desktop and
enterprise applications in model driven fashion. It enables its users to compose models by drag and
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drop of reusable blocks into hierarchical graph structures that are executable (interpreted) and
compilable. Aurera [1] is a standalone desktop system for business modelling and addresses the
challenges of frequent changes to IT solutions. The system is in early stages of development and
does not support communication with external systems.

DIME [6] is a general purpose MDD platform-level tool, suitable for agile development due to its
rapid prototyping for web application development. It follows the One Thing Approach based on
XMDD [13], in a lineage of development environments that traces back to the METAFrame'95 [14].
DIME supports both control flow and data flow modelling in its process diagrams. Control flow
models admit a single start node but may have multiple end nodes, and nodes (called SIBs)
representing single functionalities or sub-models are graphs, i.e. formal models. The SIBs are
connected via directed edges depending on the business logic, with distinct edge types for dataflow
and control-flow.

Agent-based modelling paradigm [15] is another popular approach to increase the development
productivity in simulation environments. CaaSSET [16] is a Context-as-a-Service based framework
to ease the development of context services. The transformation into executable services is semi-
automatic.

The market segment of web based development environments is still relatively young. Not having
many established environments, there is a huge potential for research and collaboration in this area.
Theia [17], is a textual DSL tool supporting both desktop and web based IDEs.

Pyro [7] is a web base graphical modelling environment for the collaborative development of web
applications based on DSLs. Pyro, like DIME, is itself a product modelled with the Cinco [18] Meta
Tooling Framework, which provides a suite of textual DSLs in which to specify the models for
which to generate editors. The MGL («Meta Graph Language») defines the structural information
on the tool’s model; the «Meta Style Language» (MSL) file specifies the visual characteristics (e.g.
shapes and colors) of this model. The «Cinco Product Definition» (CPD) file specifies the details of
the tool generation.

Both DIME and Pyro are advanced graph model editors generated in this way from Cinco
specifications. In this sense, they share a common philosophy, the semantic and syntactic
characteristics of their respective models and edit/check/manipulate capabilities are described
formally in their MGL, MSL and CPD files.

To interact with external entities, Micro service [19] is a popular way to develop modular, reusable
and autonomous service components. We adopt this approach to extend the functionalities of two of
the platforms in a model driven way. Following the same principles of graphical microservices
architectures, AjiL [20] is a good effort in this direction, but due to performance delays in complex
applications, they shifted their focus from graphical to textual notations.

3. Problem Statement

We consider the DIME [6] and Pyro [7] Cinco-products as our case study. Both are graphical
Integrated Modelling Environments for low-code/no-code application development, used to develop
research [21, 22] as well as industrial applications. We will use DSLSs to virtualize the technological
heterogeneity of the services, delivering a simple, coherent and efficient extension to both low-code
modelling platforms.

Concretely, we show how to extend the capabilities of the DSLs through new, heterogeneous

services. We

1) extend DIME, an offline eclipse-based general-purpose MDD environment for Web
applications, by integrating a generic RESTful service as a new component, technically adding
a new executable SIB that a) represents and b) executes this REST service;

2) extend Pyrus/Pyro, a collaborative, web based special-purpose MDD environment for data
analytics and AI/ML, by integrating cloud-based enterprise services in a similar fashion. Here
we chose Amazon Web Services.
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The models in the 2 IMEs are different: DIME has rich models that cover processes, data, GUI, roles
and security, and supports both dataflow and control flow models. Pyrus is simpler, and supports
only dataflow modelling, which is popular and sufficient in the analytics pipelines it addresses. As
the specific integration depends on the characteristic and expressive power of the models, there are
differences.

The extension by integration adds to the tools the capability to communicate with sophisticated
enterprise ecosystems, without sacrificing the flexible yet intuitive modelling style for the no-code
users, who just use the DSLs that are available.

4. Overview of the IMEs

Domain-specific languages aim at minimizing the domain/IT knowledge gap between domain
experts and software developers by lifting the vocabulary, granularity and structure of the
application domain into the modelling language, so that the modelling entities stay familiar to the
domain experts and their intuition is indeed correct. Domain experts prefer graphical languages
because of the haptic functionality of drag-and-drop from a collection of functionalities is an apt
metaphor for the construction of complex behaviors from an appropriate network of identifiable,
well understood building blocks along intuitive control flow and data flow patterns.

The effort to develop these tools from scratch is enormous. Consequently, the specialization and
evolution of such tools is hindered by the sheer cost and complexity of managing their code and its
quality and support. Cinco [18] was a game changer: a meta-level platform that wipes out this cost
and complexity by providing the above described domain specific graphical modelling and code
generation capabilities. Most Cinco products are based on Eclipse, enhanced with graphical
modelling tools and various plug-ins. Suddenly, one can create a new Integrated Modelling
Environment by specifying properties in three files and availing of the Cinco code generation
capability for the target execution environment (e.g., eclipse or web). Modifications are not anymore
at the code level: to change DIME or Pyro, one edits the specifying files and re-generates the tool
with the appropriate generator.

In this paper?, we will discuss the extension and integration of external systems as micro services in
two of the Cinco’s products DIME and Pyro (particularly Pyrus).

4.1 DIME

DIME is an Integrated Modeling Environment based on J2EE eclipse, to design, develop and deploy
web applications in an agile paradigm. Its model types help users to graphically model and develop
different aspects of ordinary web application: (i) data model, (ii) GUI model, (iii) business logic in
terms of processes and persistence, and (iv) roles and security model. The specific functional
capabilities are provided to the users as a family of Graphical DSLs. The GUI DSL and a DSL
providing a collection of generic blocks (called SIBs, for Service Independent Building Blocks)
come with DIME, and other, domain specific DSLs can be added at need.

Modelling in DIME happens mainly by the mechanism of drag-and-drop of DSL components on a
canvas, and components comprise a node and a predefined set of outgoing edges. DIME supports
both data and control flow to implement different aspects of business logic. Consistency checks are
built-in in the DIME MGL and MSL, so that errors are either prevented (e.g., an output cannot
connect to another output) or detected (e.g. the model is incomplete because some edges are
dangling, not connected). DIME follows the One Thing Approach philosophy [23] by enforcing the
SIBs to be generic and encapsulate only the required functionality. This way, SIBs are easily
understandable and reusable, and application experts that are not coders can develop complex
applications by using the SIBs in the provided DSLs. GUI models represent single pages of the web
application and links to the underlying functionalities. Process models can be hierarchical, i.e.

! The complete project code is available in Github: https://github.com/ahmadch1991/syrcose21.
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contain other process models, this way easing the organization and comprehension of the structure
and behaviour of complex applications. Once the models are ready, the product generation step feeds
the models collection to successive model-to-model and model-to-code transformers, resulting in a
complete code generation for a standard web application runtime.

The setup for the development environment for DIME requires Java version 1.8 and eclipse
dependencies to be installed on the development machine.

4.2 Pyro

In contrast to DIME, Pyro is a web based Cinco-product that runs in a web browser and turns it into
a collaborative domain-specific graphical modelling environment for data-flow applications.

%The high level metamodeling is braced by MGL and MSL: The MGL depicts the syntactical
constraints including the available nodes and edges; and the visual appearance of these modelling
artefacts is defined in MSL. Pyro stores objects and data types in a loosely coupled manner [24]. To
incorporate the rich features of typical web application, like the built-in support of cross-platform
and a reusable components focused architecture, its front-end is built upon the Angular Dart [25]
framework. To meet the needs of uninterruptible user interaction with the modelling environment,
data exchange is implemented via non-blocking REST-based asynchronous communication. As a
more recent development, Pyro is being enhanced with performance optimization and integration of
external systems.

Pyrus is a specific Pyro derivative specialized for dataflow models executing within the popular
Jupyter notebook environment. It is therefore particularly attractive for data analytics and Al
applications, that are frequently coded in Python.

Working with Pyro/Pyrus requires the platform deployment on a local or remote server accessible
via browser.

5. Proposed NPU architecture modifications

5.1 Memory synchronization via the shared bus

In this approach, the following modifications are proposed: memory devices containing the
algorithm state are added to each pipeline stage. Memory devices on pipeline stages with equal
depths are connected using a shared bus. The bus is used to synchronize data in the memory devices.
When a memory cell in some memory device is updated, the new value and memory cell address
are sent to other memory devices via the bus.

There are two operations available for the processing unit: read a value from a memory cell and
write a value to a memory cell. When the value is read it is taken from the memory device that is on
the same pipeline stage. When the value is written to the memory it is written to the memory device
on the same pipeline stages and then is sent to appropriate memory devices in other pipelines.

5.2 Combining mechanism

In this approach, memory devices and processing units are connected using a packet switched
network-on-chip with special switches that allow to combine memory requests. Memory requests
have a Read-Modify-Write form. Memory request has a form of a tuple (id, addr, f) where id is a
unigue request identifier, addr is a memory cell address and f is a memory operation identifier. The
response consists of two values: request identifier and the value that was in the memory cell before
the memory operation was done.

This approach requires memory cells and network switches to have specialized arithmetic units to
perform memory operations and memory request combinations.
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6. Extending the IMEs

We show now how to extend DIME and Pyrus with RESTful services and cloud-based AWS
services, respectively. This happens by implementing a new DSL consisting of a collection of
capabilities that run on an external platform in a different technology. Effectively, these are akin to
microservices. We show here exemplarily how to implement one such microservice for each case.
The extension to other RESTful services or other AWS or similar services is then easy to achieve
following these blueprints.

6.1 RESTful extension of DIME

We show now how to develop a generic Service Independent Building Block (SIB) in DIME that
communicates with any external RESTful system.

Extending the DIME functionality happens by using the support of native library it provides. In
DIME's multi-model type architecture, the business/logic model type is where the new SIBs will be
utilized. As shown in fig. 1, the existing model architecture is extended with the addition of a native
library as a new block belonging to the process/business logic model type. The native block will be
merged to the process/business logic models during the automated code generation phase for the
web application. Concretely, the extended functionality will be integrated as Java code with the
remainder of the application during the compilation, and this way it will not add any additional
performance penalty.

DIME

=1
Control Layer |« !
(Business Logic) X
i'_

AT
Interface Layer
(Gun)

“

Data Layer

Fig. 1. DIME: Modelling Architecture and Native Library support

For the SIB implementation, we consider here a REST service that acts as a server and returns a list
of country names on the basis of a country code input, e.g. United Kingdom for input ‘uk’, and the
name of all countries from the database for input ‘all’. The service is implemented in PHP in a
conventional fashion, and deployed on an external public server. It will respond to the requests
generated by client SIBs
Now, we need to create a new client SIB with appropriate characteristics to communicate with
RESTful service. This encompasses the SIB declaration and the SIB implementation.
The SIB declaration is shown in Listing 1.
package app.demo
sib rest read str list : file path#Java fn

url : text

input var : text

input : text

output : text

—> success
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output: [text]
-> noresult
-> failure

Listing 1. SIB declaration for the «REST Ready SIB

e Firstly, in the project explorer we add a new, empty file with extension «.sib» and the name of
the proposed SIB.

e This SIB declaration file contains the signature of the new SIB. It starts with the keyword «sib»,
followed by the new SIB name, that in our case is REST_read_str_list, followed by a colon and
the path to the attached Java function. This is the function be invoked when the SIB is used in
the process modelling.

e The next section contains the proper signature: the list of inputs and outputs, with name and
data types. In our case, the SIB accepts the following 1/O:
— URL of an external server;
— input variable name and data to create a valid URL at run time;
— the output variable name is also added in the signature, to extract the requested data from
server response for further JSON parsing.

o Finally, the list of different control branches based on outcomes. In our case the three branches
are «success», which returns a text output provided by the external service, «noresult» of the
external services returns no result, and «failure» in case of error in the communication with the
external service.

For the SIB implementation, The RESTful «Rest Read» service is implemented in PHP in a

conventional fashion, and deployed on an external public server. It will respond to the requests
generated by this SIBs.

Basic
~ B Native
~ @ app.sibs
rest_read_str_list { Text Text Text Text ) -= |success|noresult|failure|
rest_read_str_str ( Text Text Text Text ) -> |success|noresult|failure|

Fig. 2. SIBs explorer with the new Native SIBs
Once the declared SIB, its signatures and the attached Java function are validated by the platform,
the SIB will be visible in the explorer as a Native SIB, with the other default SIBs as shown in fig.
2. At this point it is ready to be used, and available to the DIME users as a drag and drop item, ready
to be inserted in any process model.

rest_read_str_list

url :Text
input_var -Text
input :Text
output Text

|

SUccess
output :[Text]

lterate

@®

B list :[Texi]

Fig. 3. The REST Read SIB in use: Visual representation in a model
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Fig. 3 shows the visual representation of the newly developed SIB, as it appears when it is used in a
process model. The required four inputs are being fed to this block using data flow (dotted) arrows.
We see the three outgoing branches, labelled as defined. On success, the result will be conveyed as

a string (or list of strings) to the successive SIB.

DIME automatically validates semantic and syntactic errors after the insertion and data connectivity
of SIBs, ensuring this way the correctness of intended behaviour (automatic quality assurance [26]

of models).

6.2 Cloud extension of Pyrus

We extend now the Pyrus is an online data analytics platform built using Pyro with Amazon Web

Services (AWS), choosing the Amazon Translate service [27].

o g |
| | Pyro Modeling Environment :
! i
! I
| .- == |
: ; ) aws ) |
: | Explorer . | :
| | ol (I
| | Pelette | il :
i | ¥ | "y |
! | Checks | ! i !
l | o —_
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| Pyro Q |
| y Pyrus —
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l I
| I
I I
| ’ I
| |
! I

Fig. 4. The Pyrus/Pyro Architecture extended with AWS

Pyrus communicates with Jupyter hub at the backend. It uses the RESTful protocol to read function
signatures and execute the attached python code. As shown in fig. 4, Jupyter and Pyrus

communicates in asynchronously manner.
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Fig. 5. Pyrus pipeline using AWS translate
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The mechanism for the new AWS Translate block definition and implementation is similar to the
DIME SIB declaration, but it only contains the signature, no outgoing branches. As Pyrus supports
a dataflow modelling style, there are no control elements (the branches). The signature declaration
starts with the # keyword, it is followed by meta data and the implementation of the functions in a
python file. It has an extension «.py» and is located in the Jupyterhub space. Pyrus automatically
reads these annotated signatures and shows them as drag-able blocks in its explorer.

Fig. 5 shows the working pipeline of AWS_translate: in reality we have defined 2 blocks,
AWS.init_session and AWS.translate_string.

The initialization block must meet the preconditions of the external server in order to use its services.
Communication with the AWS server/services requires a valid session, validated with credentials,
i.e. access key, secret key, server information. The AWS.init_session initiates the communication
transaction with the AWS server. It accepts the required inputs/tokens from connected grey blocks,
which are constants.

Once successfully authenticated by AWS, a session token is provided for further communication
with AWS. This token (output) is fed to the AWS.translate_string block along with the other required
inputs: the text string to be translated and the code of the from and to languages.

Finally, the (translated text) result is passed to the next block, text_util.print_string, that prints it on
screen.

The pipelines are automatically validated by the underlying modelling platform to check for
connectivity errors of the blocks on the canvas.

6.2 Tool and Technologies

The tools and technologies used for these implementations and extensions are Eclipse, Java, JSON
library, PHP, Python, DIME, Pyrus, Jupyter Hub and Amazon Web Services.

As the methodology is generic, it can be followed like a blueprint to implement communication and
integrate a large variety of external services and platforms. The resulting drag and drop components
enrich the DSL domain and expressive features of low code development in the mentioned
platforms.

7. Conclusion and Discussion

We presented a generic extension mechanism to two low code development environments along a
microservice philosophy. We showed it by integrating preexisting remote RESTful services and
cloud-based enterprise system services as new drag and drop components in the respective DSLS. In
DIME, an offline low-code IME, we used the native library mechanism, with signature declaration,
linked Java backend code, and the code is merged with the logic layer at compile time. Pyrus, an
online no code graphical data analytics tool, is linked with Jupiter Hub for functions discovery and
code execution. To display new python functions as components in Pyrus, custom signatures are
added to the python files defined in Jupyter hub, and the data flow pipeline of the service is modelled
in the Pyrus frontend.

The simplicity and generality of the integration are an important feature of the chosen platforms. We
envisage in fact a systematic integration of DSLs for various application domains stemming for our
research collaborations. The simpler this is, the easier is the adoption of the approach across diverse
application domains, research groups, and industrial partners. The (hand)code based extension
approach of most popular low-code environments, that do not use formal models, nor generate
«intelligent» modelling domains that have built-in checks for the model conformance are in fact
inferior and sources again of complexity in the management of heterogeneity, code maintenance and
evolution. The next application domains will be data visualization and data streaming platforms.
We will support more Al/ML and data analytics functionality both in DIME and in Pyrus, adding
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also cross-platform integration, in order to use the analytics capabilities of Pyrus pipelines in the
DIME Digital Twin applications for Industry 4.0 as well as in the Digital Humanities [28].
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AnHotammsi. B crathe paccmarpuBaercs 3amada KiacCH(HKalMM ceTeBOro Tpaduka Ha TpH THMA, B
3aBUCHMOCTH OT TIPEJCTAaBICHHUS IAaHHBIX B HEM: NPO3payuHbId, CXKATBIH M MH(pOBaHHBIN. OINCEIBAIOTCS
CYIIECTBYIOIMIE METOIbI KiIacCH(UKAaUM, CIOyXallhue sl pasJeleHus Tpaduka Ha IPO3padHBId |
HETIPO3PayuHbIH, CKaThIi 1 MM (POBAHHBII IPUMEHUTENIFHO K CETEBBIM JaHHBIM U JOKyMeHTaM. Ha ocHoBe HuX
BBIOMPAIOTCS METOMBI, TOKA3aBIINE JIyJITHEe Pe3yIbTaThl, H MIPOU3BOJUTCS OTOOD ITydlIed UX KOMOWHAIINN 1
BBIBOJ| €AMHOTO pe3yNbTaTa C MPUMEHEHHEM METOIOB MAaIIMHHOrO oOydeHHs (ciydaiiHeld nec). Taxoke
HCCIEAyeTCs BOIPOC KIACCH(UKAINY ITOTOKOB KaK €JHHOTO IIEJNIOT0 M IpeylaraeTcs HOBBIH, OTIIMYHBIA OT
CYIIECTBYIOIINX CII0CO0. 3aBepIaeTcs CTaThsl aHAJIM30M HAIPaBJICHUH JUTS JATBHEHIIINX UCCIIeIOBaHUH.

KiroueBbie ci1oBa: aHaan3 cereBoro tpaduka; kiaccupukanyus ceTeBoro Tpaduka; MalIMHHOE 00YyuYeHHE,;
mmQpoBaHHbIi Tpaduk
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Abstract. The article is dedicated to the problem of classifying network traffic into three categories:
transparent, compressed and opaque, preferably in real-time. It begins with the description of the areas where
this problem needs to be solved, then proceeds to the existing solutions with their methods, advantages and
limitations. As most of the current research is done either in the area of separating traffic into transparent and
opaque or into compressed and encrypted, the need arises to combine a subset of existing methods to unite
these two problems into one. As later the main mathematical ideas and suggestions that lie behind the ideas
used in the research done by other scientists are described, the list of the best performing of them is composed
to be combined together and used as the features for the random forest classificator, which will divide the
provided traffic into three classes. The best performing of these features are used, the optimal tree parameters
are chosen and, what’s more, the initial three class classifier is divided into two sequential ones to save time
needed for classifying in case of transparent packets. Then comes the proposition of the new method to classify
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the whole network flow as one into one of those three classes, the validity of which is confirmed on several
examples of the protocols most specific in this area (SSH, SSL). The article concludes with the directions in
which this research is to be continued, mostly optimizing it for real-time classification and obtaining more
samples of traffic suitable for experiments and demonstrations.

Keywords: network traffic analysis; network traffic classification; machine learning; encrypted traffic
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1. BeedeHue

JlaHHBIE, IepeiaBacMBbIe B CETEBBIX AKETaX, HEOJHOPOIHBI 10 CBOEMY NpeacTaBieHH0. OHM MOTYT
coZieprKaTh B ceOe TeKCTHI, HAlINCaHHBIC HA ECTECTBCHHOM SI3bIKE, IEPEAaBaTh JaHHBIC YEPE3 CTPOTO
CTPYKTYPHPOBAaHHBIE, HO BCE K€ UCIOBEKOYMTACMBIC IIPOTOKONBI, COJIEPXKATh JTOKYMEHTHI
pasnmuHbIX (opmatoB. Takxke, COACPKUMOE ITAKETOB MOXKET OBITh C)KATO IS YMCHBIICHHA
pasMepa TepeJaBaeMbIX JAHHBIX M ONTHMH3alMU HCIONB30BAaHUS KAHAJIOB CBS3U WIH
3anmppoBaHo At obecrieueHus: KOH(PHICHINATbHOCTH.

Paznble nmpeacTaBieHns IepeaBacMbIX JaHHBIX TPEOYIOT pa3HbIX BUIOB MX 00paOOTKY U aHAJIH3a.
Hanpumep, curHaTypHBIH MOMCK MOXET IIOMOYb OIPEAEINTH MIPOTOKOIM Mepefadn COOOMECHUS U
THUIT TPUJIOKEHHBIX K COOOIIEHHIO JOKYMEHTOB, HO CXaTbhlii TpaMK HYXXHO IpeIBapUTEIbHO
pa3apXuBHpOBaTh. 3amM(poBaHHbII TpapUK HE MONAAETCS TAKOMY CIIOCO0Y aHaNIN3a, TOATOMY €ro
KIaccuuKanus 1 00padoTKa TpeOYIOT 0COOBIX TOAXOIOB.

3ajaua ompeleneHUs IPEACTABICHUS IIepeflaBaeMbIX OaHHBIX MMeEeT pPa3HOOOpasHble
NpaKkTHYEeCKUe MpHUIoKeHHs. Taknue cBeAeHHs MOTYT MCHOJB30BAaThCS B CUCTEMax OOHApYKEHUS
atak. Hannume cxxaroro winm 3ammgppoBaHHOTO TpaduKa B CHUTYyallMH, JUIi KOTOPOH OOBIYHO
UCTIONB3YEeTCsl TOJIBKO TPO3payHblii Tpaduk, MOKET CBHAETENLCTBOBATH, HAIpUMEp, O paboTe
cepBepa komaHy OotHeTa [1].

CeezieHns 0 mu(ppPOBaHUM JIAHHBIX BHYTPH NAaKETOB MOTYT MPUMEHSTHCS Ui OOJiee TOYHOTO
OIIpe/IeJIeHUsI TPOTOKOJIOB M THIIOB COJIEP)KUMOT0, YTO, B CBOIO OUYEPE[lb, CITY)KHUT JJISl TOBBILICHUS
KauyecTBa OOCHY)KMBaHMS, BBIICIEHHs NpUOpUTETHOro Tpaduka [2] M aHanm3a ycTpoHcTBa M
3 PEeKTUBHOCTH CETH B LIEJOM. DTH JIaHHbIE MOT'YT HCIIOJIL30BaThCsl KaK caMu 10 cebe, Tak U B
Ka4ecTBE TOJILKO OJJHOTO U3 MPU3HAKOB B III00ANBHON cHCTEME NPUHATHH PEIIeHHH.

Taxke, B 3aBUCHMOCTH OT COCTaBa NepeNaBaeMbIX JaHHBIX, MOLYT HPUMEHSTHCS pa3HbIC
TpeOOBaHMS K MX IPEACTaBICHUIO I oOecrieueHHs KOH(PHUICHIMAIBHOCTH JIMYHBIX JTAHHBIX
nonb3oBaresnieif [3]. Tak, MEUIIMHCKHE TaHHBIE HE MOTYT IIEpEaBaThCs B OTKPBHITOM HIIH CXKATOM
BUJIE - TOT/Ia UX CMOTYT NPOYUTATH 3JI0yMBIIIJICHHUKH.

ApxXuBaTOpHl 0OBIYHO HOOABIAIOT CBOW NMPU3HAKM M METKH B (a1, 4ToOBl MOXKHO OBUIO JIETKO
HOHATH ero Qopmar M ajaropuT™M CXaTus, HO MO CETH JIOKYMEHTHI IIePEdaloTCs IO YacTsM,
pa3zfenéHHbIM MEXJy MHOXECTBOM IIaKeTOB, M HEJIb3sl TapaHTHPOBaTh, YTO CHCTEMa aHaJK3a
CMOJXKET MOJIYYUTh U U3BJICUb HYKHbIE JaHHbIe. Ha mpakTuke oTaM4uTh GhparMeHT CHKaThiX JaHHBIX
oT mH(pPOBaHHBIX — HETPUBHANIBHAS 33/1a4a, KOTOPOi MOCBSIIIIEHO HE OJTHO HCCIIeI0BaHHE.

B 1ieniom, MOXHO BBIJIEITUTh TPH OCHOBHBIX KJIacca MPeCTaABICHHS JaHHbIX:

e Hemm(poBaHHEI (transparent),
e cxarblid (compressed),

e mmbpoBanHsi (encrypted).

B HEKOTOPBIX UCCICAOBAHUAX HE ACIACTCA paBJ’[I/I‘II/Iﬁ MEXKIY BTOPBIM U TPETBUM KJIaCCOM H3-3a
CXOXECTH HECKOTOPBIX HUX CBOMCTB. Torz[a OHH 06’I)CJII/IH${}OTC${ B eIII/IHI:Jﬁ Kj1acC HETIPO3pavyHOro
(opaque) Tpaduxa.

TakuM 0Opa3oM, eciii MPOU3BOIUTH MPEABAPUTENBHYIO 00pabOTKy Tpaduka ero pasjeieHueM Ha

YKa3aHHBIC BBIIIE KIIACCHI, OTO AaCT HaM JaHHBIC UIA PEHICHUA HCKOTOPBIX U3 MMOCTAaBJICHHBIX 3a1a4
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WM TIO3BOJIUT K KaXXJOMY M3 HHX IPHMEHSITh Y)K€ LEICHANPABICHHO CBOM METOJIBI aHAIHN3a, YTO
COKDPATHUT BpeMs K TPYAOEMKOCTh 00pabOTKH MOMy4aeMbIX AaHHBIX (puc. 1).

AHANIH3
MEHHEIX
[Tossapumamma] |

CHEATEIE

mHEGPORAHHEE

Puc.1 Cxema knaccugpuxayuu u 06pabomxu OaHHbIX
Fig.1 Data classification and processing scheme
Takas kmaccupUKaIMs MOXET MPOBOAUTHCS KaK JJIS OTIACIBHBIX MAKETOB, TAaK U JUIS IOTOKA
MaKEeTOB B LIEJIOM, [Ji€ MOTOK — 3TO MOJMHOKECTBO MAaKETOB, OMpPEAEIIeMOe MATEPKON 3HaUECHUMN
<IP anpec ormpaButens, [P aapec mnomydarens, Homep mHoOpTa OTIpaBUTENsA, HOMEpP MOpTa
MOJIyYaTeisl, TPAHCIIOPTHBIN MPOTOKOI>. B 3aBUCHMOCTH OT 3a1a4¥t MOXKET OBITH MPEANOUTHTEICH
TOT WJIM MHOU CITOCO0.

» HHEIE EnaccHpUEaTop

OTnenbHBIE TAKeTHl IOTOKAa MOTYT UMETh pa3Hblil Tun. Hanpumep, amst nporoxona HTTPS moxHO
BBIJIENIUTH CIETYIOIUE YACTH MOTOKA.

e TCP pykomnokaTue: MakeThl HE COMEPKAT MOJIC3HON HATPY3KH, TOITOMY (hOpMaIbHO HE
OTHOCSITCS] HU K OJHOMY U3 KJIaCCOB.

L4 OOMeH KIIIYaMu: COACPIKMMOC IMAKCTOB HCH.II/Iq)pOBaHHOG.

e [lepenaua cooOrenuii: 3anmdpoBaHHbIil TpaduK.

Takum oOpazoM, Uil KiacCM(UKAIMKM MOTOKAa KaK EIUHOrO LEeJNOro HYKHO YCTAaHOBHUTH
CIelHaNbHbIe IPAaBUIa COOTHOILEHHS MEX/y BCTPEYAIOMIUMHUCS B HEM THIIAMU ITaKETOB.

B 3aBucuMocTH OT cTofmled mepexl HaMM MPAaKTHUYECKON 3ajadyM aHaidu3 Tpaduka MOXKeT
MPOU3BOJUTHCS KaK B OHJIAWH-pe)KMMeE, Ha JIeTy, Tak U oduiaiiH, nocrdakrtym. DTo onpejenser,
Kakoe BpeMsi Mbl MOXKEM TPaTHTh Ha KJIACCU(HKALMUIO OTICIBHOrO MaKeTa WM MOTOKa, YTOOBI
JIOCTHYb KOMIIPOMHCCAa MEXIY Ka4eCTBOM IOJYYCHHOTO PELICHHS M CKOPOCTBIO €ro MPHHATHS
(uToOBI TPUHUMATH JOCTATOYHO XOpOIee pElIeHHe C MUHUMAaJIbHON 3anepskkoi). Taxxe,
HEKOTOpbIe TOTOKHM MOTYT NPOJOJDKATHCS HOCTATOYHO IUIMTENBFHOE BpEeMs WIIM BOOOIIE HE
3aKaHYMBATHCS B 0003puMoM OynymieM (mocrosiHHas noanepxka HTTP coexnnenust uepes Keep-
Alive), HO UX BCE paBHO HY)KHO YMETb KaK-TO KJIACCU(PHUIUPOBATD.

Ha ocHoBe Bcex OmMMCaHHBIX BBINIE HJEH PAacCMOTPUM 3ajady Kiaccuukanuu Tpaduka Mo
NPU3HAKY €ro MpeCTaBJICHUsI Ha TPH Kilacca 1o MMOTOKaM M B OHJIaWH-pexxume. B pasn. 2 Oyayr
OIMCaHbl CYIIECTBYIOIME METOABI pelleHnst OnM3Kux 3amad. B pasza. 3 OyayT paccMOTpeHBI MX
0COOCHHOCTH, IMPEUMYILIECTBA W HENOCTaTKW W BBIJIENICHBl JIydllMe M3 HHUX. Tam xe Oyzxer
IpPeJIOKEH OCHOBAHHBIM HAa U3y4EeHHOM MaTepualle Hall MOAXOJ K pEelIeHHI0 JaHHOH 3anauu. B
pas3a. 4 OyayT onmucaHbl SKCIEPUMEHTHI, IPOBEAEHHbIE AJIsI ONPEETICHUs €ro XapakTepucTuk. U,
HaKOHEIl, B pa3a. 5, OyayT Ce’TaHbl BEIBOBI U3 MOIYYECHHBIX PE3YIbTAaTOB.

2. 0630p cywecmeayrouw,ux Memoaooe peweHus

K obnactn knaccudukanmm 3ammppoBaHHBIX JAHHBIX MOXXHO OTHECTH PabOTHI, ONHCHIBAIOIIHE
Kinaccupukanmio Tpaduka, KiIacCH(UKAIUIO ITOKyMEeHTOB ((aiioB), a Tarke paboTel o0
MU(POBAHUH ¥ T€HEpalMH CITyYaifHbIX 3HAUCHHH.

B [4] npeamerom KilaccuUKanuK SIBISIOTCS HMOTOKM TpaduKa, KOTOpPBIE pa3lesslFoTcsl Ha
mu@poBaHHbIE W HEMU(PPOBAHHBIE HA OCHOBE aHalM3a IEPBOTO 3HAYMMOIO IMakera (IakKera,
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coJlepKalero IMOJIE3HYI0 Harpy3ky). JlJis 3Toro cHadanma ompenensercs SHTporus (Oornee
MoIpoOHBIC 0OBICHEHHUS MPUMEHIEMBIX METOJIOB OYAYT NaHBI B pa3. 3) MOJIE3HOW HArPY3KH MaKeTa
(1e meHee 16 6aiiToB), a 3aTeM MPOBEPSETCS TOJIS IIEIATHBIX CHMBOJIOB B ITEpBEIX 96 OaiTax. Takue
orpaHn4eHust ObLIM BBIOpaHBI AL YCKOpEHHs mpolecca kiaccupukauuu. Jns mpoBepku
MOJY4YEHHBIX PE3yNbTaTOB HUCHONb30Bancia HMHCTpyMeHT SPID [5], xoTopslif cHadana 3axaBai
UCTUHHBIC 3HA4YEHHUS MIPOTOKOJIOB I KaXKAOTO MOTOKA, a 3aTeM NPHUMEHSIICA Ul ONpeieieHUs
Tpaduka, KI1accu(pUIUPOBAHHOI'O CUCTEMOH KaK 3allu(pOBaHHbIH. ABTOPHI YKa3bIBAIOT BHICOKHUE
pe3ynbTaTtel paboThl CBOEH CHCTEMBI, HO CaMH TOBOPST O €€ HENPUMEHHUMOCTH K HEKOTOPHIM
nonyisipaeiM nporokoniam (SSH, SSL) n3-3a ocobenHoctelt ux ycrpoiictBa. Takke, cucrema He
BBIZICTISIET CXKATHIC JTAHHBIC B OTACIBHBIN KJ1acc.

B [6] uccienoBareny UCMONB3YIOT CBOIO CUCTEMY YTOOBI OT(QHIBTPOBAaTH TpadUK, KOTOPHIH HE
MOXeET OBbITh aHaIM3UpoBaH MeToiamu DPI. Tem caMmbIM OHM yITy4IIIatoT MPOIYCKHYO CIOCOOHOCTh
M KadecTBO paboThel GmibTpoB Snort [7] 3a cHET IMpemoTBpaIIEHIs MOTePh 3HAYUMBIX ITAKETOB H
OTCYTCTBUSI BPEMEHHBIX IOTEPh Ha aHANIN3 3alIM(POBAHHBIX NAKETOB, KOTOPbIE HE MOTYT OBITh
aHATM3MPOBAHBI TaKMM CHOCOO0M. B KadecTBe eqMHUIBI KJIACCU(HUKALMKA OHHM BBIOMPAIOT IAKET
cereBoro Tpaduka, K KOTOPOMY IPHMEHSIOTCS BEPOSTHOCTHBIE TeCTHl. JIisi TecTHpOBaHMS
HCTIONIb30BAJINCh HAOOPHI pa3HBIX THUIIOB (haiIoB, mepeqaHHble 1o mpoTokonam nosepx TCP na
CTEH/I, U BBIJICJICHHBIC U3 PEAIbHBIX CETEBBIX TPACC, COOPAHHBIX HAa KaMITyce, TOTOKH TPOTOKOJIOB
SSL, SSH, SMTP u HTTP, npuuém BayTpu npotokona HTTP Obu10 Takke mpoBejeHO BHYTPEHHEE
JIeJICHUe TaKkeToB Ha Tumbl B coorBercTBuM ¢ mnossimu Content-Type m Content-Encoding. 13
MPEJCTAaBICHHBIX PE3YyNbTaTOB MOXKHO BUAETh, YTO MPEATIOKEHHBIH aBTOpaMH MOIXOJ ABJISAETCA
JIOBOJIBHO 3((PEKTUBHBIM, OJHAKO, MOCKOJBKY B HAIlleM Clly4ae NPeIIOYTHUTEIbHON SBISETCS
Kki1accuukanys He MaKkeToB, a MOTOKOB, OH HYXXIAaeTcs B YJIy4IICHHAX. Takke jelaTelbHO
N00aBUTh OTIIMUUS MEXKAY MIHM(QPOBAHHBIM M CXKaTBIM TpaQUKOM M PACIIUPUTH MHOKECTBO
U3y4aeMbIX IPOTOKOJIOB.

ABTOpHI HccnenoBaHus [8] MCHONB3YIOT KOMOWHAIMIO TPEX TECTOB (PHTPOIUS, KPUTEPHUH XH-
KBaJIpaT, apu(MeTniyecKkoe cpeiHee 3HAUEHWH OalTOB), NPUMEHSS WX K II0JIe3HOHM Harpyske k
GaiiToB makeToB (r1e k MeHbIIe pa3Mepa nakeTa) ¥ UCTIOJIb3ys METO bl MAIIMHHOTO OOyYEeHUS JUIs
OTIpeIeNICHUs TIOPOTOBBIX 3HAYCHUH. DKcrepuMeHTH Ha Tpaguke npotokoiaoB HTTP, FTP, Telnet,
SSH mokazanu aydmrue pe3yabTaThl IPH HCIoIb30BaHNH KitaccudukaropoB CART [9] u NB [10],
tatoke CART mokaszan Hamiydinee COOTHOLIEHHE KadecTBa M CKOPOCTH KIACCHU(DHKAIMH TIPH
UCTIONIb30BAaHUN TOJNBKO 32 OalTOB CONEP)KMMOTO TaKeTa. VICHonb30BaHUE COUETAHUS pPa3HBIX
TECTOB TI03BOJIMJIO pa3/iesisiTh TpaQuK Ha TPH THMA, OTIEISIS CKAThIi Tpaduk OT MHPPOBAHHOTO.
Tarxoke OBUIO TPEUIOKEHO BHIOMpaTh OAWTHI JUIS aHajW3a HE M3 Hadaja MakeTa, a CIy4YailHbIM
00pa3oM, 4TO MIOMOJKET JIydIlle KIacCH(PUIPOBATh PA3HOPOAHBIC TAKETHI.

I'maBHOU 11e71610 HCCIenoBaHus [ 1] ABJISIETCS Onpe/eieHrue OJI0KOB TaHHBIX C BHICOKOW SHTpOMHUEH
JUISL TIOMCKA U PO HIIMPOBKY POTOKOJIOB 0OMEHA KIII0OYaMH, YTO MO3BONIUT () (PEKTHBHEE UCKATh
00TOB M TOTOKM MX KOMaHJ B ceTH. JlJI 3TOro HCHONB3YyeTCsl COKpAalI€HHas SHTPONHSA B
CKOJIB3AIIIEM OKHE, TOPOTOBbIE 3HAUCHHS BBIOMPAIOTCS HKCHEPUMEHTAIBHO. DKCIEPUMEHTH! OBIIH
TpoBeseHs! Ha BeIIeneHHbIe tshark Tpaccax mpoTokonoB TLS 1 HEKOTOPBIX APYTUX, OTHECEHHBIX K
MpO3payuHbIM, a TaKKe HAa Habope JaHHBIX Tpaduka OoTHeTa. [lodyueHHbIE pe3yabTaThl MO3BOJIMIN
aBTOpaM BBIABUHYTH THIIOTE3Y, YTO CO3JaHHBIH METOJ| ITOMOJKET BBIIENSATH Ul JaJbHEHIIEeTo
MCCIIEJIOBaHMSI HECTAHAAPTHHIE CIIydaW HWCIIOJIb30BAaHHUS MIN(POBAHUS MOTOKOB, KOTOPHIE MOTYT
UCIIONIb30BAThCSl U TIepefadyd  KOMaHIHOM wuHopmammu Ootam B cetn. OtneneHue
mm$poBaHHOTO TpaduKa OT CKATOTO B paboTe HE PacCMAaTPHBAIIOCK.

Xots naHHOE HccnenoBanue [11] mpoBoaUIOCs HE Ha CETEBOM TpaduKe, a Ha pa3IMYHBIX BUAAX
(aiinoB (TeKcT, aynno, BUAEO U T.JI.), OHO HHTEPECHO TEM, YTO aBTOPHI CTABST 3a/1a4y HAyYHTHCS
pasnuuaTh ciy4am CxXKaThs M MMQpoBaHUs AaHHBIX. J[JIs1 3TOro OHM NpemIaraioT MPUMEHSTH
HEKOTOPBIE METOIbI, KOTOPBIE OOBIYHO NUCIIONB3YIOTCS AJISl TECTUPOBAHMS T€HEPATOPOB CITydalHBIX
yrcel. M3 moaydeHHbIX pe3ysbTaTOB MOKHO BHAETh, YTO 3TOT METOJ| YCHENIHO NPUMEHUM H YTO
TOYHOCTh KIACCU(PUKAIIMKA PACTET C YBEIMUYEHHE pa3Mepa aHAIM3UpYyeMbIX (aimoB (rydmas
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nosrygaeTcs npu ananuse 32 uimu 64 KB), To ecTh 1o Mepe yBenmdeHus KOJIMIeCTBa JOCTYITHON ISt
TECTUPOBaHMs MH(OpMaLUH.

B [3] aBTOpHI HCcCHEQYIOT MTOIKIIOUEHHBIE K HHTEPHETY Bellel MEAUIIMHCKIE YCTPOUCTBA U HIIYT
UCXOMSIIMKA OT HUX NMPO3padHbIi TpadHK, C IETbI0 MPOBEPKU 3aMUTHl KOH(UACHIINATBHOCTH
JaHHBIX TIONB30BATENCH (M TPUXOASAT K HEYTCIIUTENbHBIM BbiBoAaMm). [l 5Toi menmm oHH
CPaBHHUBAIOT UCIIOJIB30BaHIE SHTPOINH, OIX01a, ocHoBaHHOTO Ha cuMBonax ASCII, u Tecra xu-
KBa/IpaT, KOTOPBIH M IOKA3bIBAET B UX pabOTe JIydIlIne Pe3yIbTaThl.

[12] sBnsercs B HEKOTOPOM poje TPOIODKeHHEeM [3], 37ech aBTOPHI NMPHOETaloT K METOIaM
MAIIMHHOTO 00y4YeHUs Uil KiacCH(UKAIUKN MaKETOB C BHICOKOM HTpONHEll Ha mMH(ppPOBAHHBIE U
cKaTble (TaK Kak C)KaTHe TOXKE He 00ecreduBaeT 3alluTy JAHHBIX I0Jib30BaTelnell). B kauectBe
MoJieJied MAalIMHHOTO OOYYeHHs OHHM pacCMaTpHBalOT pa3IMYHBIE BUJABI HCKYCCTBEHHBIX
HEHPOHHBIX ceTell, U3 KOTOPBIX OCTaHABIUBAIOTCS HA HCIIOJIb30BAHUY JIs CBOUX L€l CBEPTOUHOU
HEWPOHHOW CeTH, a B KayecTBE NMPU3HAKOB BHIOpaHa Mepa XM-KBaApaT TECTa, BHIYKMCICHHAs Ha
4eTBEPTU paccMaTpUBaeMOro makera. Mx mydminii pe3ynbTaT cocTaBiseT okono 70%, 4ro xyxe,
YeM pe3yJbTaThl, OIydyaeMble B aHAJIOTHYHBIX TECTaX IPYTUMH METOIAMH.

B [13] paccmaTtpuBaercs KiaccupUKaIMsg IMOTOKOB Ha MPO3payHble M HEMPO3pPavyHbIC C
HCIIOJIB30BaHHEM KaK MOJKHO MEHBIIETo 4uciia rnakeroB. COrNIacCHO UCCIIEA0OBAHUSAM aBTOPOB, I
3TOr0 AOCTaTOYHO HaWTH N IOCNEeI0BaTEeNbHBIX TAKETOB C BEICOKOI SHTpoOMHEil, a 3aTeM U3MEepUTh
COBMECTHYIO HTPOIHIO CIEAYIOIMX M makeToB (TO €CTh paccMaTpUBaTh IAKETHl KaK EIUHOE
1enoe).

3neck [14] Obuta mpeAnpUHSATA MOMBITKA ONPENCIUTH THII CONCPKHMOTO (HAlpuMmep, TEKCT,
n300pakeHne, cXaroe M300pakeHne, 3amu(pPOBaHHBII TEKCT W T.J.) TNPUMEHEHHEM
knaccupukatopa SVM [15] kK BEKTOpY 3HTPOIHH U JOTOJHHATEIFHOMY MPU3HAKY B BHAE YaCTOT
HocJIeIoBaTeNnbHOCTEH U3 4 OMTOB (U1 pa3zieseHus mu(poBaHHOTO U cxkaToro Tpaduka). OgHako,
OCHOBHBIEC 3KCIIEPUMEHTHI OBUIN IPOBEACHBI HAa PA3HBIX BUIaxX (aiiax, a He Ha CETEBOM TpaduKe,
YTO OCTABIISAET OTKPHITHIM BOIIPOC O MOJTHON NMPUMEHUMOCTH 3TOTO METO/Ia B CETH.

B [16] onuceIBaeTCst NCIIOJIB30BaHUE SHTPOIIMH AJISI OT/ICNICHHS 3aIN(POBAHHBIX MIIN YIIAKOBAaHHBIX
PE ¢aiisioB oT 0OBIYHBIX.

B [2] motoku VolP xnaccudunmpyrorcs Ha mudpoBaHHBIE W CKATHIE C HCIIOIB30BaHUEM Ha00Opa
tectoB NIST (anrm. The National Institute of Standards and Technology, HarmonansHbIH HHCTHTYT
cranzaptoB 1 TexHosoruid CIIIA), paspaboTaHHBIX ATl IPOBEPKH FE€HEPATOPOB MICEBOCTYIaHBIX
gucen [17]. B HeKOTOPHIX cirydasx (A1 HEKOTOPBIX KOJCKOB) M3-32 0COOCHHOCTEH WX YCTPOWCTBA
HEJb34 BBIICINTH SIBHBIEC PA3JINYMsA, IOITOMY MPEIOKEHO TOTOIHUTEIBHO yIaIATh YacTh OalTOB
W3 CepeIVHBl MAaKETOB JJISI MCKYCCTBEHHOTO OOAaBJIEHHUS TaKOTO Pasiu4Msa. JTO TpeIoKeHHe
OCHOBaHO Ha OCHOBHBIX CBOWCTBaxX MIM(POBAHHOIO U Cxkatoro Tpaduka: mmudpoBaHHbIN Tpaduk
JIOJDKEH OBITH PaBHOMEPHO CIy4aWHBIM, B TO BpeMs KaK COKaThIH TpahUK MMEET ONpeleléHHYIo
CTPYKTYpY, ¥ ylaJICHHE YacTH OalTOB JOJDKHO BIUSTH HA BUIUMOCT 3TOW CTPYKTYPHI.

B [18] ucnonezyercst NIST ju1s onpezienieHust CKaThIX M 3alIM(pPOBAaHHBIX JOKYMEHTOB.

B [19] (n pactumpenHoii Bepcuu ctathu [20]) anms knaccudukanuy muhpoBaHHOTO U MOMYISIPHBIX
(hopmaToB cxxaToro Tpaduka HCHOIB3yeTCs] HEHPOHHASI CETh CO 3HAYCHHUAMH (DYHKINHU TUIOTHOCTH
BEPOSATHOCTH IOMHTEPBAIBFHOIO pAacHpeiesiecHHs 3HaueHWH OaWTOB B (parMeHTax HaHHBIX B
KadgecTBe MpU3HaKoB. [1o pe3ynpTaTam SKCIIiepuMEHTOB Ha Habope (paiiioB 3TOT METOJT IIOKA3hIBAET
BBICOKHE KadeCTBO M CKOPOCTH PabOThHI, HO U XOPOIIMX PE3yIbTaTOB MUHHMAJBHBIN pa3sMmep
aHAIM3UPYEMOTo (parMenTa orpanudeH cHu3y npumepto 2 Kb.

Takum 00pa3om, U3 ONTMCAHMS CYIIECTBYIOUINX UCCIEIOBAHUH JaHHOM 3aa4l MOKHO BUJIEThH, UTO,
XOTS MHOTHE W3 TIOA3a/a4 OTAEIbHO YK€ OBUIM pEUIeHBI, HET E€AWHOTO peIleHHs 3aJadd
KiIaccu(UKalMM MOTOKOB CETeBOro Tpaduka Ha TpH THHAa (HEIIM(POBAHHBIH, CHKATbIH,
MU(GPOBAHHBIM) B OHJIAHH pEXUME C JIOCTATOYHOM CKOPOCTHIO M TOYHOCTBIO M Ha OCHOBE
HEeOOJIBIIOTO KOJIMYECTBA JAHHBIX, aHATM3UPYEMBIX B IIAKETaX MMOTOKA.
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3. Modx00kbI k peweHuto 3adayu onpedesieHus1 npedcmaeJsieHuUs mpaguka
YCJ'IOBHO, B pemaeMoﬁ 3a1a4€ MOKHO BBIJACIIUTD CJICAYIOUINUEC NOoA3ada4YU.

1) Knaccubukanus nakeToB Ha npo3payHeie (HemH(poOBaHHbIC) HITH HEMPO3PAUYHBIE (CHKATHIC UITH
MmU(ppPOBaHHEIE).

2) Knaccudukamus HENpO3pavHbIX MAKETOB Ha CXKAThIC U IIH(PPOBAHHEIE.

3) Kuaccuduxaiys 1enoro moToka Ha OCHOBE BXOJSAIIMNX B HET'O MAKETOB MIJIM MX YACTH.

[lepBble ABe Mmoja3amauu MOTYT peUIaThCs OAHOBpeMeHHO. OnMuieM s KakAod M3 moj3anad

CYIIECTBYIOIIME METOJbI €€ pPelIeHHst U BbIOEPEM METO/Ibl, ITOKa3aBIINe CBOIO 3((EKTUBHOCTH B

CYIIECTBYIOIIMX HCCIIEIOBAHUIX U COOTBETCTBYIOIUE HAIIEH TIOCTAHOBKE 3aJa4H.

3.1 Knaccudmkaums naketoB Ha Npo3payHbie U Henpo3payHble

Cpean METOAOB U METPHK, HCIONB3YIOIIUXCS ANl PElIeHUs ATOW 3aJauyd, MOXHO BBIIECIUTH
CIICYIOIIHE.

3.1.1 Ucnonb3oBaHMe 0COBEHHOCTEN KOOQUPOBKU

B koauposke ASCII neyatHbie cMMBOJIBI — 3TO 3HaueHMs 1 Gaiita ot 32 1o 127. [Ipu paBHOMEpHOM
pacnpesielieHu BEPOSITHOCTEH MOSBJICHHUS KaXKJ0TO0 M3 CHUMBOJIOB B COOOLIEHHH, CBOHCTBEHHOM
MM(pPOBaHHOMY U, UyTh B MEHBLIEH CTENICHHU, CKaTOMY TpaduKy, HX J0JIs COCTaBUIIa Obl IPUMEPHO
37.5%. OnHako, i Helu(POBaHHOTO Tpa(uKa WX MPOLEHT CHIILHO YBEIMYHBACTCS, TOITOMY B
KauecTBe MOPOTOBOTO 3HAYEHHMS MOXHO BBHIOpaTh 3HAYMTENBHO OOJee BBICOKOE 3HAuCHHE
(nanpumep, B [4] aBTOpamu 66110 BeIOpaHo 75%).

Wnorna, muis obneryeHus mpoiiecca mojacyéra mepebie 32 OaiiTa HE BBIACISIIOTCS B OTICIBHYIO
KaTeropuio U Bce OaiiTel MeHble 128 cuuTaroTcs NpUHAAISKALIMMEI MPO3pauHOMY (YMTAEMOMY)
Tpaduky. DTO MOXKET YCKOPUTH IMpOIlecC BBIYNCICHHN, HO OKa3aTh BIMSHHE HAa TOYHOCTH,
HalpUMep, TPH BO3HWKHOBCHWH MITUHHBIX IETI0YEK HYIIEBBIX CHMBOJIOB, HE CBOWCTBEHHBIX
MPO3pavyHOMY TpahHKy.

3.1.2 ApucbmeTnuyeckoe cpegHee

AHaJOTUYHO TPEBIIYIIEMY BapHaHTy, MOXHO CUUTATh HE JOJNI0 OalTOB C ONpenenéHHBIMU
3HAYEHUsAMHU, a CpeiHee apu(MeTHIecKoe 3HaueHne Bcex 0aiiToB B nocienoBarensHocT [8]. st
PAaBHOMEPHOT'O paclpe/eieHus], 3TO 3HaueHue Oyaer Onmmsko k 127.5, i npo3padHbIX JaHHbIX,
COOTBCTCTBCHHO, MCHBIIIC.

3.1.3 SHTponusa

Orta mepa, BBeA¢HHast lllenHonom [21] ucmonb3yeTcst IJisi YHUCICHHOTO BBIPAKCHHS 3HAYCHUS
HEOIPEeIeNEHHOCTH, B YaCTHOCTH XapaKTEepH3yeT HEMpeaCcKa3yeMOCTh MOABICHHS KaKOTO-JIHOO
CHMBOJIA B MOCJIEOBATEIbHOCTH. [l CTPYKTYpUPOBaHHBIX JAHHBIX M JaHHBIX HA €CTECTBEHHOM
A3bIKE TaKasl HEONPeeIEHHOCTh HIXKE, B TO BPEMsI KaK C)KaThle U MM(POBaHHBIC TAaHHBIC 110 CBOCH
NPUPOJIE XapaKTEPU3YIOTCS BBHICOKOW 3HTpomnuel. [ns mmdpoBaHHOro Tpaduka 3TO CBS3aHO C
HEOOXOMMOCTBIO TIPEJICTABUTD PE3yJbTaT CIIydaiHBIM Ha BHJ, YTOOBI HCKIIOYUTH BO3MOXKHOCTh
HpOCTOH pacmMppPOBKH Ha OCHOBE CTATHCTHUECKOTO aHaiIM3a TekcTa. /st cxxaroro Tpaduka 310
CBSI3aHO C MAaKCHMAJbHBIM YJAJIEHHEM IIOBTOPSIOIIMXCS KOHCTPYKIMH, YTOOBI H30ekKaTh
M30BITOYHOCTH B AaHHBIX [2]. VI3 3TOro BHAHO, YTO SHTPONMS MOXET OBITH 3(PQPEKTUBHA IS
Kimaccupukanuu Tpaduka Ha TPO3padHBId W HEMPO3padyHblii, HO HE ISl KJIacCHPHUKAIUU
HETPO3pavYHOro TpaduKa.

Hus anpaBura £ = {0,1, ... ,m — 1} u pactupenenenus p = (p;);ex:

H(p) = — X" p;ilogp; (hopmyna lllenHOHa IS SHTPOIHH, TE Pj — BEPOATHOCTH COOBITHI U3
npocTpaHcTea L ).
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Ecmu w - coBo mymmaEl N B andasurte X, a n; - KOJUIECTBO OYKB i B CIIOBE, TO MOKHO
BBIYMCITHTh YaCTOTY OYKBHI [ f; = % ¥ sHTporHMIo croBa Kak Ay E(w) = — Y7 filog f;, e
MLE (Maximum Likelihood Estimator) — MeTon MakCHMAaTBHOTO TIPABIOTOAOGHS.

Taxoe mpubimkeHne OyIeT CXOAUTHCS K 3HAUeHUIO YHTponuH npu N — 0o, COOTBETCTBEHHO, 3TO
NpHOMIDKEHHOE BBIYHCICHUE SHTPONMH MaT OJHM3KOEe K HACTOALIEMY 3HAa4YeHHE TOJIBKO IPH
JIOCTAaTOYHOW OTHOCHTENFHO pa3Mepa andaBuTa ITMHE MOcenoBaTenbHOCTH. B gactHOCTH, B [1]
HPUBOASTCS pacyEThl, 4TO s 256 3HaUeHHH 0alTOB OTpeOOBaNyCh OBl MPUMEPHI AJIHMHOM OKOJIO
2000 baiiToB, 9yTO IpeBHIIIaeT 00BIYHOE 3HaYeHne MTU.

3.1.4 CokpaluéHHas aHTponus

B cratesax [22] 1 [23] paccMaTpHBarOTCS TEOPETUIECKUE OCHOBBI SHTPOIINH, CTPOSTCS 3aBUCUMOCTH
BBIYHCIICHHBIX METOJIOM MaKCHMAJIbHOTO IIPaBAONON00HS MPHOIMKEHHBIX 3HAUYCHUI SHTPOIUH U
peanbHBIX 3HAYCHUH, ONMUCHIBAIOTCS KOPPEKTOPHI, NPUMEHSEMbIE Ul YCTPAaHEHUS MOAOOHBIX
pacxoxxaenuid. {ist 0ombuiero ynoocTBa paboThl C OrpaHUYEHHBIMU Pa3MEpaMH CETEBBIX ITaKETOB
BBOJUTCS cokpamiéHHas (N-truncated) sHTpoOIUsI, KOTOpasi OIPENeNseTcsl Kak CpeHee SHTPOIINH,
MOCYUTAHHON METOI0OM MaKCUMaJbHOTO MPaBIONON00Us, IPUMEPOB CPEIN BCEX CJIOB JUTHHBI N,
BBIOpaHHBIX CIy4aiiHBIM 00pa3oM B COOTBETCTBUH C BEPOSTHOCTSIMH CHUMBOJIOB 3aJl@aHHOT'O
angasura.

Hanpumep, mna N=32 (uTo 3HauuTeNbHO MeHblIe 256), 3To 3HaueHue Oyner paBHO 4.87816 c
nIoBepHuTeNbHEIMH HHTepBagamMu +4x0.081156. CiegoBaTenpHO, I KaXKABIX (UKCHPOBAHHBIX N
u m (pasmep anpaBuTa, B JaHHOW 3amadue m=256), MOXHO BBIYHCIHTh TAaKOE 3HAUCHHE II0
crienManbHoit popMyJie U cpaBHUMBaThH BhruciseMoe 3nadenne HME yixe ¢ num. Ecnu nomydeno
3HAYEHNE HWKE 3TOM 3alaHHOW IpaHMIBI, TO (pparMeHT cuuraercs mpo3padnsiM. Yem Gombire N,
TEM MEHbIIIE TOBEpUTEIbHBIN HHTEpBaIl.

3.1.5 NMpoBepka OTHOLWEHU BepOATHOCTEN

B crarbe [6] uccnenyroTcsi IpUMeEphl CTATUCTUYECKUX TECTOB JIJIsl POBEPKHU THIIOTE3, HYJeBO Hy
(o ToM, 9TO pacmpezneneHre paBHOMEPHO) U albTepHaTUBHON H; (0 TOM, 4TO OOJIBIIMHCTBO OaifTOB
UMeeT 3HA4YeHHUs MeHbIne 128, mporeHT 0alToB, 3HaUeHHE KOTOPHIX JOJDKHO OBITh MeHbIe 128,
napaMeTpusyeTrcss 3HadeHueM &). B Xoje 9KCHEPUMEHTOB JIydyIlMEe pe3yJbTaThl Ao
UCIIONIb30BaHKE IOCIIE0BATEIbHON MPOBEPKH OTHOILEHHsI BeposiTHOcTel (sequential probability
ratio test). OTOT TeCT YCTPOCH CIIEAYIOIINM 00pa3oM:

A(X) - 5To oTHOIIEHHE BEpOATHOCTH X NpHU aNbTEPHATHBHOW THIIOTE3e K BEPOSATHOCTH X TIpH
HYJIEBOH THITOTE3E.

a = P(accept H,|H,) — xenaemas BeposiTHOCTH false negative pesyinbrara.

B = P(accept Hy|H,) — xenaemas BeposTHOCTH false positive pe3ysbrara.

go(m) = 1% ug(m) = % — IIOPOTOBBIC 3HAUCHHUS.

Tornma nporenypa nociae10BaTeIbHON IPOBEPKU OTHOIICHHS BEPOSITHOCTEH BBITIISTUT CIICAYIO IHM
00pa3oM: Ha KaXI0W UTepaIMy M NPUHAMASTCS PEIICHHUE
accept Hy if Ay, (X1, Xo, s Xm)
accept Hy if A, (X1, X5, oo, Xin)
continue otherwise
Jist Toro, 9TOOBI rapaHTHPOBATh CXOIUMOCTh METO/Ia, PACCMATPUBAIIUCH JBA CIIOCO0A: OTPaHIUYUTh
JUTMHY aHAJIM3HPYEMOM MOCIIC0BATSILHOCTH OalTOB MIIH YMEHBIIIATH IIOPOTOBBIC 3HAYCHUS B XOIE
aHajiu3a I0CIIe0BaTeIbHOCTH. [IepBhIii CIOCOO OKa3ajcs MPEeANOYTHTENbHBIM. ECiu 3amaHHOe
YHUCI0 0alTOB MPOAHAIM3UPOBAHO, & IOPOrOBOE 3HAYCHHUE HU B OJHY M3 CTOPOH HE IPEOI0JICHO,
BBIAETCS TOT PE3yIbTAT, K KOTOPOMY TEKYIIlee 3HAYCHHE OJIIDKE.

go(m)

<
= g:(m)
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B peammzanmm mganHoro anroputMa SPRT wucmonp3yeT mpaBmomogoOue KoJudecTBa OaiToB,

MeHpmux 128, mo pacmpeneneHuio beprymim. [lomydas makeT Ha BXOJ, aJTOPUTM CHadala

MPOIMYCKAeT 3aJaHHOE KaK ITapaMeTp MpOorpaMMbl KOJMYECTBO OaWTOB of fset, a 3aTeM B KaKIOM

miare aHajJM3HpyeT KOJMYeCTBO OaWTOB Stepsize, pacCUMTBHIBAS MPaBAONONO0HOCTh JBYX

OIMMCaHHBIX BBIIIE FUITOTES 10 CIEAYIOIEH hopMyIe:

L(6;]x)) = Cf*0f » (1 —0)" ™, rne:

e 1 = stepsize — KOJINIECTBO OAUTOB, IPOBEPSAEMBIX 32 OJUH IIIaT;

e  k — KomuuecTBO 0alTOB, MEHbIINX 128, B OHOM IIIare;

e 0O; — mons GaiitoB, MeHPIHX 128, MpM OMHOMHHAIBHOM pAacIpeleIeHIH, OTHOCAIIEMCS K
THIOTE3E i}

e X —Habop 0aiiTOB, aHAMTM3UPYEMBIX Ha IIare j.

3aTeM pacCYMTBHIBACTCSI OTHOCUTEIHHOE TPaBIONIOJ00HE IS ABYX THUIIOTE3

L _ L)
NTCHEN

" CyMMa J'IOl"apI/I(bMOB OTHOCUTECJIbHBIX HpaB[[OHO[[O6PIﬁ OOHOBIIIETCS CJICAYIOLIUM 06pa30M:

S] = j—1 + ln/l] (HpI/I SO = 0)

I[J'I?[ Jo 1 gq TaKKe 6€pyTC$[ J'IOFapI/I(bMBI. Ecnu nocne ananm3a 3aJaHHOTO Kak mapamMeTp maxBytes
KOJIM4YeCTBa 6aﬁTOB, pemICHUE HE MPUHATO, AJITOPUTM OCTAHABJIIMBACTCA U IIPUHHUMACT OOHY M3
TUIOTE3 HAa OCHOBAHUM TCKYLICTO 3HAYCHUA S]

3.1.6 Kputepun xu-kBagpat

Kpurepuii xu-kBaapaT cpaBHHBaeT HaONIOAAEMYIO YacTOTY Ka)KAOTO CHMBOJA f; C OXHIaeMOH B
cilydae paBHOMEPHOTO pacrpesiesieHus ;. Pe3ynbraT BeIucaseTcs o Gpopmyie

i e)?
Xt = ;—ei

UeM cunbHEE peabHbIE YACTOTHI CUMBOJIOB OTJIMYAIOTCS OT OKHIAEMbIX, TEM BBILIE 3HAUYECHUE )2,
Takum 00pa3oM, MOXHO YCTaHOBHTh IOpPOT JUIS pas3felieHHs MAaHHBIX Ha MPO3payHble U
HENpo3pavHble. DTO METO MOKA3all Ty4IlIUe pe3yabTaThl U3 HECKOJIBKUX METOMIO0B B [3].

3.2. Knaccucukaums Henpo3pavHbiX NaKeToB

W cxatsle, U muppoBaHHbIE MAKeTH IOKA3bIBAIOT 00Jee BBICOKHE 3HAYCHUS SHTPOIHH, YeM
npo3pauHblii Tpaduk, Oiarosaps 4eMy MX MOXKHO BBIJICIHTH B OT/AENbHBIN Kilacc. Ho mpu sToM Ha
HEpBBIA B3MIA 00a 3TH THIIA NPEICTABICHHUS BHIIAAT KakK CIy4aiHbIi HaOop 3Ha4YeHWH, U MX
paszeneHue Ha KJIacChl BBITVISIUT HETPUBUAIILHON 3a1aueil. B kauecTBe MEeTONOB KiaccH(puKanuu
MIAKETOB Ha C)KaThle M NTHN(PPOBAHHBIE MOXHO BBIACIHTD CIEAYIONIEE.

3.2.1 Ucnonb3oBaHMe TECTOB AJIAA FTeHepPaToOpPOB Clly4YalHbIX Yucen

ITo ompenenenuto, menu cxaTusg ¥ MH(pPoBaHUS MaHHBIX paznwyHbel. llndpoBanue HyXHO 1A
obecrieueHns1 KOHPHUICHIIMAIBHOCTH, ¥ XOpOIas KPUITOCUCTEMA JIOJDKHA PaCIIPEAEyATh JJaHHbIC
MO COOOIIEHMIO PAaBHOMEPHO M HE JaBaTh HHUKAaKWX 3aKOHOMEPHOCTEH MJIsI CTaTUCTUYECKOTO
aHaJM3a, KOTOPBIH MOT OBI MO3BOJINTH PacII(poBaTh AaHHEIE TpeTeil ctopone. CxaTre Tpedyercs
JUIL YMEHBIICHHsT KOJIMYecTBa OWTOB, HEOOXONMMBIX /i Iepepaud WHopMmanuu, ITyTéM
yCTpaHEHUs] W30BITOYHOCTH, W OOBIYHO C)KaTble AaHHBIE HA0OOPOT HMEIOT OINpeNeNEHHYIO
CTPYKTYpY. B CBSI3U C 3TUM MOXHO CUMTATh paclpeliesieHHe CHMBOJIOB B IIM(POBAHHBIX JaHHBIX
Gosiee OIM3KMM K MCTHHHO CIydYailHBIM, B OTJIMYMH OT CXKAThIX JAHHBIX, M MCHOJIb30BATh JUI HX
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pas3leNieHust TECThl, NPEJHA3HAUCHHBIC U1 OMNpENENeHHs KadecTBa pabOThl MPOrPaMMHBIX
TeHEPaTOPOB CiIy4alHbIX ynces. OnHUM U3 Takux HabopoB TectoB siBisiercss NIST [17].

NIST — 3To makeT CTaTUCTHYECKHX TECTOB, paspaboraHHBIN JlabopaTopueid WHPOPMATNOHHBIX
TexHoJ0ruil HanoHnanbHOro MHCTUTYTA CTAHAAPTOB M TEXHOJIOTUM. B ero coctas Bxoadr 15 tectoB
JUIT  ONpENeNICHHS MEphl CIy4ailHOCTH JBOMYHBIX IIOCIIEAOBATEIHLHOCTEH, KOTOpPBIE YacTO
UCTIOJNIB3YIOTCS JJIS TPOBEPKH PaOOTHI FEHEPATOPOB CITyYaiHBIX YHCEIT.

Paznbpie Tecter NIST mMeroT pasHylo peKOMEHIYEMYIO JIMHY BXOJHOH ITOCIIEIOBATEIHHOCTH, B
CBSI3H C YEM HE BCE U3 HUX MTOAXOAAT AJISI HCTIOJIb30BAHUS HA CETEBBIX NTAKETAX C X OTPAaHNYCHHBIMH
pa3mepamu. Kpome Toro, HEKOTOpBIE METOBI HE TaK XOPOIIH JUI pa3InueHHs MI(POBAHHOTO U
CKaToro TpauKa COINIACHO pe3yjbTaTaM AKCIEPUMEHTOB [11] MM CIMIIKOM BBIYMCIMTEIBHO
CJIOKHBI JUIS1 IPUMEHEHHS NP KIIACCU(DHUKAINY ITAKETOB B OHJIAWH PEKUME.

W3 noaxoaammx MOKHO OIMCATh CIEAYIOIUE TECTHI.

1) YacroTHsIi TOOGHUTOBBIH TecT. TeCcT ONMpeneNsieT, IBISCTCS JIM KOJIWIECTBO HYJICH W eIWHHI] B
JBOWYHOI MOCIICIOBATEIHFHOCTH IPUOIM3UTEIHHO OAMHAKOBBIM. [IJI1 3TOTO BEIYUCIISIOTCS:

e S, —cymma mudp B npumepe (rae 0 3amMeHsieTcst 3HaueHueM -1);
ISn|

® CTAaTUCTHKA Sgps = ~— , TJIe N — VIMHA NIPUMEPa;

SObS)
5
IMpu p —value < 0.01 nocnenoBaTENBHOCTh CUUTAECTCS HeCIydailHOW. PexomeHmyercs

Opate MuHuMyM 100 GMTOB AJIs aHATIH3A.

e p—value = erfc(

2) YacroTHbIi 6JOYHBIN TECT (YACTOTA €AUHUIL B GJIOKAX). AHAJIOIUYEH MPEAbIIYIIEMY TECTY, HO
1uist N 00K0B (PMKCHPOBAHHOM JUTMHBI M BHYTPH MOCIIEI0BATEILHOCTH. BhIaucistoTest:
M
_ Zj=18i-1M+j
M
e x%(obs) = 4MYN  (m; — 1/2)2 - CTATHCTHUKA XU-KBAJIPAT JJIsl HAOIOJCHU;

2
e p-—value= igamc(g,%bs)).

[pu p —value < 0.01 mocnemoBaTeNbHOCTh CYHTASTCS HeCTy4allHOW. PexomeHmyeTcs
opatp MuanMyM 100 OutoB mst anammza, M > 20u N < 100.

o T - IPOTIOPIIMS IUHUII B KaXKI0M Osioke amuubl M (& - ouepeaHoii OuT);

3) Tecr Ha MOCIEIOBATEILHOCTh OJUHAKOBBIX OUTOB. VICXOMHO TECT 3aKII0YaeTCs B MOICYETE
YHcia PAJOB B UCXOMHOM MOCIEI0BAaTEILHOCTH, TJ€ P/ MPEACTABIET COO0I HEMPEPHIBHYIO
ITOIIIOCIIEIOBATEIIFHOCTh OJIMHAKOBEIX OMTOB. Llenbro JaHHOTO TecTa SBISIETCS BEIBOI O TOM,
JEHCTBUTEIHHO JIH KOJIMIECTBO PSIOB Pa3HBIX IIHH U3 0 1 1 COOTBETCTBYET UX KOJIHYECTBY B
CITyq9aifHO! TOCIIeIOBaTENFHOCTH. Takke, MOKHO HCIOIh30BaTh YIPOIIEHHEIH BapHaHT TECTa,
3aKITIOYAIONIAICA TMPOCTO B BEIUMCICHHH MAaKCHMAJFHOTO HEMPEPHIBHOTO KOJMYECTBA
OJIMHAKOBBIX CUMBOJIOB TIOAPSI.

4) Tect KyMyJISATHBHBIX CyMM. J[Jisi MPOM3BOILHOTO 00X0/1a BEIYMCIISIETCS KYMYJIATHBHAS CyMMa
3HaYeHU! OWTOB B moamocienoBarenpHocTH (rae 0 3amensiercss 3HadeHumeMm -1). Lembio
SIBIISICTCS CPABHEHUE ONPEACIEIEMBIX CYMM C OXHIA€MBIM WX IOBEICHHEM B aOCOJIIOTHO
cly4ailHO! mocie10BaTeIbHOCTH.

[TakeT cumraeTcs m(pPOBAHHBIM, €CIIH OH YCIIEIIHO MPOXOAUT BCE TECTHI, HOPOTOBBIE 3HAUCHUS B
KOTOPBIX ObUTH BEIOpaHH! B [ 1 1] Ha 3KcTIeprMeHTaIBHOM OCHOBE.

3.2.2 UIcnonb3oBaHMe MALIMHHOIO 00y4YeHus

Jnst kmaccupuKanuyl CKaThIX W MU(MPOBAHHBIX MAKETOB B HEKOTOPHIX PabOTax HCHOIB3YIOTCS
pa3IUYHbIE METOJBI MamMHHOTO o0ydeHWs. OHM MOryT paboTaTh Kak ¢ MPU3HAKAMH CaMOTO
MakeTa, TaKk U TIOMOTaTh OMPEACIIATh OPOTOBBIC 3HAUSHUS JIJIsI KOMOWHAIMI JPYTUX OMHUCAaHHBIX
TecToB. [ HUX TpeOyeTcss HEKOTOpPOe KOIMYECTBO TOCTOBEPHO Pa3MEUCHHBIX HHBIMH CIIOCO0aMH
TPEHUPOBOYHBIX JaHHBIX.
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SVM (anrn. Support Vector Machine, MeTon omopHBIX BEeKTOpOB) [15] — MeTOq MalIMHHOTO
00y4YeHHs, OCHOBAHHBIM HA IOCTPOCHHWH DPAa3ACIAIONICH THUIEPIUIOCKOCTH B IPOCTPAHCTBE
MpU3HAKOB 00BekTOB. B pabore [14] B kauecTBe MpPHU3HAKOB 1A ATOTO Kiaccuukaropa
UCIIOJNIb3YETCST BEKTOP SHTPONHMHM BCEX BO3MOXKHBIX IOJIOCIEN0OBAaTEIbHOCTEH OalTOB M
9aCTOTHI PA3JIMYHBIX 4-OUTOBBIX CHMBOJIOB. BuiHO, 4TO Aaxe 1iist yacTeli makeToB B 1024 Gaiita
9TOT CIIOCOO SIBIISIETCS BBIYMCIMTEIBHO 3aTPaTHBIM, a €ro NokazaHHas 3((eKTHBHOCTh HE
npeBhIimacT 3QPEKTHBHOCTD IPYTHX METOJIOB, IIO3TOMY TaKOI BapHaHT KiacCH(DUKALIUY Jaliee
paccmarpuBarbes He OyJeT.

CART (amrn. Classification And Regression Tree) — oguH U3 adropuTMOB 0OYyUEHHS JepeBa
pemtenuii [9]. B [8] aTOT MeToA UCTIONB3YETCS ISl aBBTOMATHUECKOTO ONPEAETICHHsI TOPOTOBBIX
3HAYCHHUN JUIs TPEX CTATHCTHUYCCKUX METOMOB (PHTpOMUS, apu(METHYSCKOE CpeIHEee, XU-
KBaJpaT) U X OOBCITUHCHUS, TIOKA3aB JIyUIlIMe PE3yIbTaThl, YeM JIPYTUEe U3 OMPOOOBAHHBIX
ITOPUTMOB MAIIMHHOTO 00yYeHHs. DTOT METO]] B HCCJICOBAHUH MTOKA3aJl XOPOIIUE KaYeCTBO
U CKOpOCTh paboThl. Tarke ucnonas3yercs B [24].

Metona k-0amkaiimux coceneii (anri. k-nearest neighbors algorithm, kKNN) [25] npucsauBaer
00BEKTY TOT KJlacc, KOTOpBI Haubojee pacrnpocTpaHéH cpeau Kk ero OmmkaldIux Mo
HCIIOJIb3YEMON METpUKE COcefiel, KilacC KOTOPBIX yKe u3BecTeH. /[ 3Toro mMeTrosia HyKeH
MpeBapUTEIbHBIN 3Tan BbIIENEHUS NPU3HAKOB (B [12] 3TO IOKaNbHBIE 3HAUEHUS 110 METOLY
XH-KBaJpaT), a B paboTe OH IOKa3aJl He CaMble BHICOKHE PE3yJIbTaThI.

Heiiponnsbie cern. Taxke ecTh HCCIEAOBaHMS MO IPUMEHEHUIO HCKYCCTBEHHBIX CETEH K
pemaemoit 3agaue. Cpenu apXUTeKTyp €cTh Kak ceTu MpsaMoro pacmpoctpanenus ([12], [19]),
Tak U cBéprounsie ([12]). B [12] aBropam He yaanock HOOUTHCS BBICOKHX pE3yIbTaTOB
Ki1accuuKanuu, XOTS JydYlIMH M3 NoixydeHHbIX (okoyo 70%) BCE-TakM CTaTHCTHYECKH
NPEeBOCXOJUT  Kiaccu(UKaluio ciydaiHeiM — BbiOopoMm). B [19]  kiaccudukaTopsl,
00beANHSIONIE IPU3HAKH, MTosyyaemble Tectamu U3 NIST, tect xu-kBaapat u cam ¢parmeHT,
MOKa3aJIi XOPOIIHNE Pe3yIbTaThl, IPEBOCXOAAIINE APYTHE METOBI, IPH JOCTATOYHOM pa3Mepe
aHATM3UPYEMOro (parMeHTa JaHHbBIX.

3.3 Knaccudmkaums notokoB

I[J'IS[ TOTO, YTOOBI KJ'IaCCI/I(i)I/IHI/IPOBaTI) HC OTHACIBHBIC IIAKCTBhI, 4@ BCChb IIOTOK ICIUKOM, OBLIO
MPCATIOKCHO CICAYIOIICE.

1

2)

3)

40

Krnaccudunuposats Bech MOTOK 10 MEpBOMY 3HauMMOMy makeTy (He yuutbiBas TCP
pyxonoxarue) [4]. Taxoit moaxon paboTaeT maneko He BO Bcex ciydasx. Hampumep,
mmdpoBanusle mpoTokonsl SSH m SSL HaumHAIOTCSA € OTKPHITOrO OOMEHa KII0YaMH, a
nporokon HTTP, naxe ecnu mnepena€r ckaTble AaHHBIE, HAYMHAETCS C IPO3PavHbIX
3aroJIOBKOB, MO3TOMY aHAJIM3a TOJIBKO IEPBOTO IMakeTa, a TeM OoJjiee ero 4acTh MOXKET He
XBaTHUTh.

CkiienBaTh JaHHBIE TIOJIE3HOI HAarpy3KH MAKETOB M aHAJM3UPOBATh yke ux [2]. Takoif moaxon
Oosee MEPCIEKTUBEH C TOYKH 3PEHHS PE3yJIbTAaTOB KIIACCH(DHKALINHU, YeM NPEIbIIyIIHni, HO
TpeOyeT XpaHeHHUs! OOJBIIOT0 KOJIMYECTBA JITAHHBIX, OCOOCHHO TP OJJHOBPEMEHHOM aHaln3e
MHO)KECTBa NOTOKOB. Takske, HE0OX0IMMO OIPaHUYUTH KOJIMUECTBO aHAM3UPYEMbIX IIAKETOB
B TOTOKE, 4YTOOBI oOecreunTh padOTy B PEXHUME pPEATLHOTO BpPEMEHH, W peajn30BaTh
OINpe/eNeHne KOHIa TOTOKA, €CIIM OH HACTYNHUT PaHbIE 3TOH I'PaHUIBL.

Hckath B MOTOKE HEMpEpHIBHBIC MOCIEA0BATEILHOCTH HEMpo3padHbix maketoB [13]. s
pasfeneHys NOTOKOB Ha MPO3padyHble U HEMPO3pPadyHbIe B 9TOM HCCIEJOBAHUU NpeAnIaraercs
Haiitt N (BbIOpaHo N=3) mocienoBaTeNIbHbIX TAKETOB C BBICOKOW SHTpomnmei cpeanm 640
NIepBBIX OaWTOB, a 3aTEM M3MEPHUTh COBMECTHYIO SHTponHIo cieayommx M mnakeros. Takoe
pelleHre N03BOJIIET XOPOIIO BRIAEIATh HEMPO3payHble MOTOKH, OJHAKO B CIIyyae MIpO3payHbIX
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MOTOKOB TPEOYIOT U3JIMIIHUX BBIYUCICHHUH (HYXKHO Y3HATH SHTPOIHIO BCEX MAKETOB JI0 KOHIIA
MTOTOKA).

3.4. Haw nogxon

Hu omwH M3 ommcaHHBIX BEINIE CIIOCOOOB KITACCH(HUKAIMHA ITOTOKOB HE IOAXOINT JUIS HAIIeH
MIOCTAaHOBKH 3a/1a4X WM HEe JaéT JOCTATOYHO XOPOIINE PE3YIBTATHI, TOSTOMY MBI ITPEIOKAM CBOH
METOJ, UCXOJIS U3 CIICIYFOIIUX COOOPaKCHHN:

KOJIMYECTBO aHATM3UPYEMBbIX TAKETOB B MOTOKE JOJHKHO OBITh OTPaHHYCHO ISl BO3MOKHOCTH
KiIaccuuKaluu B OHJAWH peXHUMe, HO JODKHO OBITh JOCTATOYHBIM, 4YTOOBI [aTh
MPECTAaBICHAE O TOTOKE W JOUTH 10 (a3sl coOCTBEHHO oOMeHa wHGpopmanueil (mocie
PYKOTIOXKATHs, IPHBETCTBHUS, 0OMEHa KIII0YaMH | T.I1.);

IIOTOK KﬂaCCI/I(l)I/IHI/IpyeTCH Ha OCHOBC BCCX aHAJIU3UPYEMBIX IMAKECTOB, HO XpaHuMas 10 MOMCHTa
MPUHATHUA PCHICHUA I/IH(i)OpMaHI/IH 00 HCCJIICAOBAHHBIX ITAKCTaxX JOJIKHaA OBLITH MHUHHUMAJILHA JJIA
OIITUMH3AIlNH pa6OTLI 110 IMaMATH,

BCC MAKETHI IPO3PavYHOro MoToKa npo3pavyHbl;

B ClIy4yac CXKaToro ujin H.II/I(prBaHHOFO IOTOKa B Ha4dajJe €ro MOryT HUATH HCECKOJbKO
MMPO3PAaYHBbIX MAKCTOB,

HCKOTOPLIC MOTOKU HE COACpkKAT MOJIE3HOH Harpysku 30061116 - UX UMCCT CMBICJI CUHUTATh
MNpO3pavYHbIMU;

TOYHOCTbh K.]'IaCCI/I(l)I/IKaHI/II/I HCIPO3pavyHbIX IOTOKOB HEHUACAJIbHA, IIO3TOMY MNPHUHUMATH
pCUICHUEC JTYyUlI€ Ha OCHOBE HE OTHOT'O HEMPO3PAYHOI'0O IMaKeTa, a HECKOJIbKUX.

Ha ocHOBe NpHUBENEHHBIX BBHINIEC PEIICHUN @0J331a4, HUX IIPEUMYILECTB U HEAOCTaTKOB
OTHOCHTEJIFHO TIOCTABJICHHBIX 1IeJIel, HAMH OBUIO MPEAIOKEHBI i ONPOOOBAHBI CIIEAYIONINE TECTHI
JUISL KJTacCU(HUKALIMY TAKETOB B PA3JIMYHBIX UX COUCTAHMSIX.

1

2)
3)

4)

5)

6)

7)

8)

9)

Hcnonb3oBanue ocobenHocreit komupoBku (freq): BelumMcieHme mnporeHTa OaiToB CO
3HaUEHUSIMU MeHbIe 128 B mose3Hol Harpy3Kke makera.

Durpomnust (entropy): BEIYHUCICHHE SHTPOIUH MOJIE3HOM HATPY3KH MAaKeTa.

IIpoBepka OTHOIIEHUH BEPOATHOCTEH (Sprt): B KauecTBEe HaYaJIbHBIX 3HAUEHUI BHIOMpAIOTCA
a =5, =5, offset = 32,stepsize = 32,theta = 85.

Kputepuit xu-kBagpat (Chi): BBIMHCICHHE 3HAYCHHS JAaHHOTO TeCcTa IPH YCIOBHH
PaBHOMEPHOTO paclpeeeH s 3HaueHUH 0alTOB B KaueCcTBE HYJIEBOM IT'MIIOTE3HI.

KymynaruBaas cymma (amanrtammst Tecta w3 NIST) (CUSUM): BBIYHCIHTH MaKCHMAallbHOE
OTKIIOHEHHUE 0alTOB (KOJMYECTBO TAKMX 0AaNTOB moapsia) oT 128 B OHY WK IPYTYIO CTOPOHY.

HauboubIee KoIM4ecTBO OJMHAKOBBIX CHMBOIIOB moApsia (amanTanus tecta u3 NIST) (runs):
B KauecTBe pe3yJbTaTa BO3BpalllaeTcsl Takoe 3HaueHue; B oTiauune oT NIST ucnonb3yrorcs
3HauYeHHUs 0alTOB, a HE OUTOB.

Io6utoBas gactota (tect NIST) (bit freq).

MakcumaiabHOe KOJHYECTBO OUTOBBIX equHuUI noaps (ananTaius Tecta NIST) (bit ones): kak
pe3yJIbTaT TecTa BO3BpAIIaeTCs TAKOe 3HAUCHHE.

Yacrora equnnn B 6mokax (tect NIST) (bit freq block).
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4. dxkcnepumMeHmMsbI

ﬂHH TIPOBCIACHUA OKCIIEPUMCHTAIIBHOTO MCCICIOBAHUA ITPEIIOKCHHOTO PEIICHUA HaHHOﬁ 3a1a4n
OBLIT IIOATOTOBJICH Ha60p JaHHBIX, COCTOAINUX W3 TIIOTOKOB, BBIJACJIICHHBIX W3 pPCAJBHBIX U
HCKYCCTBEHHBIX CETEBBIX TPACC.

4.1 Knaccudmkaumsa naketoB

JIs SKCIIEpUMEHTOB IO CpaBHEHHIO 3()(HEKTHBHOCTH METOAOB KIACCH()HUKAMN MAKETOB HA TPH
KJlacca HMCIOJb30BAINCH BBIJEIIEHHBIE U3 CETeBBIX Tpacc makeTsl, no 30000 makeToB Ha Kilacc
(20000 s TperupoBOUYHOH BEIOOPKH, Mo 5000 AN BaNMOAIIMOHHON M TECTOBOM). DTH KIIACCHI
COCTOSIUTH U3 MAKETOB IPOTOKOJIOB:

e mpo3pauHslii Tpaduk: pop, ftp, smtp, imap, http (TekcToBbIe HeszamMbpOBaHHBIE TaAHHbIC
COTJIACHO 3HAaYeHUsIM MoJieil content-type u content-encoding).

e cxarelii Tpaduk: http (content-encoding=gzip uiu content-type=png, gif, jpeg).

e mmdpoBaHHkIi Tpaduk: gquic, ssh, tls.

OTH makeTsl OBUTH paclpeleieHbl M0 yKa3aHHBIM KJaccaM COTJIACHO CBOMCTBAM IPOTOKOJIOB C

MUHUMAaJIBHON PYYHOH BaJIMJALUEH.

Janee ObUIH IOCTPOCHBI TPH THIA KIACCHPHUKATOPOB:

e accu(UKaTOp Ha BCe TPH KIacca;
e  xiaccu(uKaTop Ui pazaenacHus TpaduKa Ha MPO3pavyHbIil 1 HENPO3paydHbIii;

e kimaccuuKkaTop sl pa3iAeiCHUs HeMpo3pauyHoro Tpaduka Ha mMruGPOBAHHBIN U CHKATHIH.

s mocTpoeHHMs — KiIAacCH(UKATOPOB — KCMONB30BaJach  MOJEIb  CIIydailHOro  Jieca
(RandomForestClassifier) u3z 6ubaunoreku Scikit-learn, mis koTopoit Ha BaluAAIMOHHON BEIOOPKE
ObLT TPOBEAEH NMOA00p ONTUMABHBIN TAPAMETPOB MaKCHMAJIbHOM TTyOUHBI JiepeBa M KOJIHMYCCTBA
nepeBbeB (Tabu. 1). g xakaoit KoMOMHALIMY TApaMeTPOB B CBS3H C AIEMEHTAMHU CIIy4aifHOCTH B
nporiecce 00yIeHUs MPOU3BOAMIOCH HECKOIBFKO 00YICHUH MOJIENH JIJIs BRIOOpA JIyUIIIeH.

Tabn. 1. Beibpannvle 01 KIACCUPUKAMOPOS HA OCHOGE MOOEU CIYUALHO20 Jleca JyHuiue KOMOUHayuu

napamempos
Table 1. Best combinations of parameters chosen for Random Forest classifiers

Tun kaaccupuxaropa MaKc. riyouHa KOJIU4eCTBO /IepeBbeB
1 kaaccupukarop 30 25
2 kJaaccupukaTop 25 25
3 knaccuduxkaTop 25 40

Tabn. 2. [lonyuennvie 015 YKA3AHHBIX NAPAMEMPOS PE3VIbMamyl (C UCNOIb308AHUEM 6CEX NPUSHAKOB)
Table 2. Results obtained for chosen parameters (using all features)

Tun kaaccupuxaropa TOYHOCTH TOJIHOTA F1 mepa (Makpo)
1 kn1accupuxarop 0.9594 0.9604 0.9593
2 kaaccudukarTop 0.9996 0.9994 0.9995
3 kaaccuduraTop 0.9395 0.9408 0.9395

MoxHo BuzeTh (Tabi. 2), 9To Ha 3a7ade pa3feleHus TpaduKa Ha MPO3PAvHBIA M HEMPO3PATHBIHA
JIOCTHTaeTCsl OYeHb XOpOolliee Ka4eCTBO, B TO BPEMs Kak 3ajaya KiIacCU(PHUKALNKU HEPO3padHOro
TpaduKa OKa3bIBaeTCs HECKOJIbKO CJIOXHee (aHaJlM3 OIIMOOK MOKa3blBaeT, YTO H s
Kiaccu(uKaTopa Ha TPH KJIacca 3Ta CUTYalus SBISIETCSI OCHOBHBIM HCTOYHHKOM OIIMOOK).

Taxoke, ¢ MOMOLIBIO IapaMeTpa, XapakTePHU3YIOLIEro BaKHOCTb KAKAOTO M3 IMPU3HAKOB JUIs
mpo1uecca KHaCCI/IqH/IKaHI/H/I, OBl TIOJTYYCHBI OTHOCUTECIIBHBIC 3HAYCHWA BaAXKHOCTHU ITPU3HAKOB IIPU
KITaCCU(UKAIIMN COTIIAaCHO KpUTepuio JPKUHU. DTH 3HAUYCHHUS TIPEACTABIICHBI B Ta0JI. 3, 4eM OoJbIe
YHCIIO, TEM BaXKHEE MPU3HAK.
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Tabn. 3. Basicnocmo npusnarkog 015t KIaCCUQUKayuu co2nacto kpumeputo Jicunu
Table 3. Feature importance according to Gini criterion

freq entropy sprt chi cusum runs bit freq | bitones | bit freq
block

1 0.1784 | 0.0711 | 0.0563 | 0.1571 | 0.2764 | 0.0026 | 0.0993 | 0.0640 | 0.0645
2 0.3244 | 0.0419 | 0.1208 | 0.0016 | 0.3828 | 0.0676 | 0.0145 | 0.1102 | 0.0012
3 0.0395 | 0.1747 | 0.0064 | 0.3093 | 0.0251 | 0.0329 | 0.2147 | 0.0640 | 0.0766

Jis momydeHns: oOIIero mpeicTaBiIeHUs OBUIO M3MEPEHO BpeMs PalOTHI KaXIOW W3 (PyHKIHA
TIOJY9IEHHUS OJJHOTO M3 IIPU3HAKOB Ha Beex makeTax (Python). Pesympratser mpuBenens: B a0 4.

Tabn. 4. Bpems nonyuenus npusHaka 07is 6cex npumepos
Table 4. Time to compute the feature for all data samples

freq entropy sprt chi cusum runs bit freq | bitones | bit freq
block

Bpems (c)| 8.84 10.19 1.15 21.22 9.67 1586 | 31.73 | 128.18 | 49.95

Mo>xHOo BUACTD, YTO JaJICKO HE BCC IMPU3HAKU OAMHAKOBBI Ba’XHbI JJIsA KJ'IaCCI/I(bI/IKaHI/II/I, KpOME TOT'O
HX BBIYHCJIICHHUC 3aHUMACT pPa3sHOC BpPEM:, IJId HCEKOTOPLIX 6OJ'II>IHOG, OTHOCUTCJIBHO JpPYTHUX,
MMO2TOMY HUMEET CMBICJ HCIOJB30BaTh TOJBKO 4YaCTbh M3 3THUX IMPU3HAKOB JIA KJ'IaCCI/I(bI/IKaHI/II/I,
OTIPEIeIINB CaMbIe B)KHBIC B KOKIOM H3 CIIydacB.

Jliist oT60pa mpu3HAKOB OBLIH BRIOPAHBI JBA METO/IA M3 CIICIIUATA3UPOBAHHOTO pa3ieia OHOIMOTeKH
scikit-learn.

e SequentialFeatureSelector (mociemnoBaTebHbIH BEIOOP TIPH3HAKOB) — (OPMHPYET
[OIMHOKECTBO IPU3HAKOB 33/IaHHOTO Pa3Mepa KaJHbIM CIIOCOO0M, HA KAKIIOM Ilare
J00aBJIsAs JTyYNINiA U3 OCTABIIUXCS IPU3HAKOB HA OCHOBE OLIEHKH, MOJIYyYEHHON KpOCcC-
BaJIUIallueH.

e RFE (Recursive Feature Eliminator — pexypcuBHBI STMMHUHATOP TPU3HAKOB) — UCTIONIB3YSI
noJtyyaeMble 00ydaeMoi MOJENbI0 Beca (pyHKIMI, peKypPCHBHO BbIOMpAET BCE MEHbBLINE U
MEHBIIINE IT0IMHOXKECTBA PU3HAKOB, TIOKA HE JOCTUTHET HY>KHOT'O pa3Mepa MOIMHOKECTBA.

Tabn. 5. Jlyuwue npusHaxu 01s Kaxic0020 u3 Kiaccuguxamopos, noryyennvie memooamu SFS u RFE

Table 5. Best features for each of the classifiers according to the SFS and RFE methods

MeTox kjaaccuukarop | 1 npusHak | 2 npusHak | 3 nmpu3Hak 4 npusHak 5 npusHak
SFS 1 freq chi entropy bit_freq bit_ones
2 cusum freq entropy runs bit_ones
3 chi runs sprt entropy bit_freq
RFE 1 chi freq cusum entropy bit_ones
2 bit_ones cusum freq sprt entropy
3 entropy chi bit_freq bit_freq_block bit_ones

Tabn. 6. Beibpannvie 015 K1accughukamopos Ha 0CHOGe MOOeIU CIYHALHO020 ecd Jyyuiue KoMOuHayuu
napamempos (¢ ucCnoab308anuem COKPAuEHHO20 YUCid napamempos)
Table 6. Best combinations of parameters chosen for Random Forest classifiers (using only chosen features)

Tun kaaccudpukaropa MakKc. ri1yonHa KOJINYECTBO AePEeBLEB
1 knaccupuxarop 30 40
2 kaaccupuraTop 15 20
3 knaccuduxkaTop 30 40

Ha ocHoBe comocraBiaeHus PE3YIBTATOB, MOJYYCHHBIX O3TUMHU JIBYMsS METOJaMHU, U HW3HAYaJIbHOM
OIICHKHW BAXHOCTH IIPU3HAKOB, a TAKXKEC C y‘IéTOM BPEMECHHN BBIYUCICHUA OTIACIIBHBIX IPU3HAKOB,

43



Getman A.l., Ikonnikova M.K. Identification of transparent, compressed and encrypted data in network traffic. Trudy ISP RAN/Proc. ISP
RAS, vol. 33, issue 4, 2021. pp. 31-48

MOKHO OIPENETUTh CaMble BaXKHBIE TMPU3HAKHU JJIS KaXA0ro n3 Kiaccupukaropos (Tabdn. 5 u 6),
COKpATHB TaKUM 00pa30M MHOXECTBO MIPH3HAKOB!

1: freq, chi, entropy, cusum, bit_ones;

2: freq, cusum, sprt, entropy, bit_ones;

3: bit_freq, chi, entropy.

Tab6n. 7. [lonyuennvle 011 YKA3AHHBIX NAPAMEMPOS PE3YTbMAMbl (C UCHOIb308AHUEM MOJILKO 6blOPAHHBIX

NPU3HAKOB)
Table 7. Results obtained for chosen parameters (using only chosen features)

Tun knaccuduxaropa TOYHOCTH MOJTHOTA F1 mepa (makpo)
1 knaccuduxaTop 0.9324 0.9341 0.9322
2 kiaaccudukarTop 0.9993 0.9989 0.9991
3 kaaccudpukarTop 0.9147 0.9170 0.9146

Tak kak kiaccu(huKaTop MAKETOB HA MPO3PAYHBIC  HETPO3PAUYHBIC TIOKA3EIBACT XOPOIIICEe KAYeCTBO
U TpeOyeT MEHbIIEC MPU3HAKOB, YeM KIACCH(PHUKATOP Ui BCeX TPEX KJIACCOB, UMEET CMBICI
paccMOTpeTh cxeMy Kiaccu(UKaIuy B Ba dTamna (BbIICICHHE HEIPO3PaYHbIX MMAKETOB U OT/CIbHAS
UX KiIaccu(UKalUs) U CPABHUTH ¢€ MO KA4YeCTBY U BPEMCHH C OJHOITAIHBIM KJIACCH()HUKATOPOM
(Tadmn. 7).

Vcrnonb3yss Ijsl OMHOITAIHOTO Kiaccu(UKATOpa YEThIPE BBHIOPAHHBIX BBIINIC MPU3HAKOB, MBI
MOJTy4aeM CIISIYIOUIYIO OIIEHKY 0 BPEMEHH BBIYHCIICHHS PU3HAKoB: 49,91 ¢

Jliis iByXaTamHoro kiaccudukaropa:
e 4 mpusHaka: 29,85 c;

e -+ 2 mpu3HaKa JUIs YacTH MaKeToB: 52,95 * <10 makeToB> ¢, TaK KaK 3TH IPU3HAKU HYKHO
BBIYUCIIATH YK€ HEC [JI BCCX IMMaKCTOB. B namem cjy4dae, mpu yCJIOBHU, YTO TPETh MMAKETOB
npo3pauHas, mojy4aeTcs 3Hauenue 35,3 ¢ => oduiee Bpemst 65,14 c.

Tabn. 8. Pesynomamul, nosyuennvie 0ist 08X MUNos8 Kiaccupuramopos
Table 8. Results obtained for two types of classifiers

KJaccupukarop TOYHOCTH MOJIHOTA F1 mepa (Makpo)
OHOATANMHBII 0.9324 0.9341 0.9322
JABYXITaNMHBIN 0.9423 0.9438 0.9422

Tabn. 9. Mampuya owubok 01151 00HOIMANHO20 KlAccupuramopa (Céepxy uCmuHHble 3HAYEHUs., Cllesd -
nonyuennvle)
Table 9. Confusion matrix for one-step classifier

Tpadguk NpO3pavyHbIA CKATBIH IHPPOBaHHbII
Mpo3pavyHbIii 14999 10 0
CHKATBII 1 14286 299
A (POBaHHBII 0 704 14701

Tabn. 10. Mampuya owubox 0151 08yX3manto2o Kiaccugurkamopa
Table 10. Confusion matrix for two-step classifier

Tpaduk NMPO3PAYHBIH CKATBIN mu¢poBaHHbII
TPO3paYyHbIii 14998 10 0
CKATBIH 2 14379 242
U ppoBaHHBII 0 611 14758

MOXHO BHIETH, 4TO 00a KiIacCH(pHUKATOpa IOKA3LIBAIOT MPHUMEPHO OJMHAKOBBIE 10 KayeCTBY
pe3ynbTaThl, TPH 3TOM, B 3aBHCHMMOCTH OT JOJNH HIH(PPOBAHHBIX IIAKETOB, JBYXITAIHBINA
KJIACCU(UKATOP MOXET paboTarh OBICTpee, He MPOM3BOMS BHIYMCIICHUM HEKOTOPHIX MPU3HAKOB
(tab6n. 8-10).
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Tarke ObLT TpoBenEH BBHIOOp ONTUMANBHBIX TapamerpoB it SPRT (emuHCTBEHHBIH W13
UCIIONIb3yEMBIX TECTOB C MEPEMEHHBIMHU MapameTpamu) (tabu. 11-13).

Tabn. 11. DxcnepumeHmanobHo nonyieHHvle ONMUMAatbHule 3Hadenus oaa mecma SPRT
Table 11. Experimentally obtained optimal SPRT test parameters

napamerp 3HaYeHHe
orcTyn oT Hayagaa (offset) 0
mar aHajiusa (step) 32
(anpTepHaTHBHAA runote3a) theta 85

(kesaemblrii false negative) alpha

(:xes1aemblii false positive) beta

Tabn. 12. Pe3ynomamul npu vl00pe onmumanbHulx napamempos mecma SPRT
Table 12. Results for optimal SPRT test parameters

Mepa

TOYHOCTb

MmOJHOTA

F1 mepa (makpo)

pe3yJabTaThl

0.9

0.9011

0.8998

Tabn. 13. Mampuya owubok npu evib6ope onmumanvhvlx napamempos mecma SPRT
Table 13. Confusion matrix for optimal SPRT test parameters

Tpadguk NPo3payHbIi CKATBIN IHPPOBaHHbII
NMPO3pavHbIi 14997 3 0
CIKATBIi 3 14907 54
WuPPOBAHHBII 0 90 14966

Xorenock Obl MPOM3BECTH AAJbHEHIIEEe YCKOPEHHE Mpouecca MPUHITHS PEIICHHs O MaKeTe I
BO3MO’KHOCTH KJIacCH(UKAIMN B pexKHMe OHIaiH. 15 3TOro ObUIO MPEIOKEHO HE PACCMATPUBATh
[AKEThl MCHbIIIE MUHUMAIBHOIO pa3Mepa U PaCCMaTpUBAaTh HE BECh MAKET LIEJIUKOM, a TOIBKO €TI0
N GaiitoB. Kak MOXXHO BuaeTh U3 rpaduka 3aBUCMMOCTH KauecTBa Kiaccu(pUKalUU OT pazMepa
nakera (puc. 2), Takas ONTHMHU3aNNs BO3MOXKHA.

Quality dependence on number of bytes analyzed in packet
70.00

69.75

£9.50

69.25

£9.00

Quality (F1)

63.75

63.50

63.25

63.00

3z 64 128 56 512 1024 1500
Maximum number of bytes analyzed in packet

Puc.2. I'pagux 3asucumocmu xawecmsa knaccugurayuu (8 F1 mepe) om maxcumanbHoeo Koauyecmea
aHanuzupyemvlx 6aiimos @ nakeme
Fig.2. Dependency of quality of classification (in F1) on maximum number of bytes analized in one packet

Ha ocHOBe 3KCIIEpUMEHTOB JIy4IIUM 3HAUYEHUEM AJIs1 OTPAaHUYEHHUS CBEPXY pa3Mepa aHaIU3upyeMou
yacTu makera ctayso 1024 Oaifra. DT0 3HaYeHHE HECKOJIBKO BAPHHPOBAJIOCH JUIA PAa3HBIX THIIOB
Tpaduka (IMPO3pavHOTO W HEMPO3PayHOro) W OBLJIO BBHIOPAHO KaK KOMIPOMHCCHOE ISl 3THUX
curyanuid. Takke, CTaJi0 BO3MOXKHO OTPAHWYHTH pa3Mep aHAIM3HPYEMBIX JAHHBIX B TECTE
nobutoBoii yactorel (bit_freq), pasmenus ero Ha 8, W COKpPaTUTH JUIMHY aHATU3UPYEMON YacTH
MaKeTa B TECTaX MPOBEPKU OTHOIICHUS BEPOSTHOCTEH (SPIt) M KyMyISTHBHBEIX cCyMM (CUSUM) 1o 64
0aiTOB O€3 CYIIECTBEHHBIX IIOTEPh B KAUECTBE U C BEIMTPHIIIEM 110 BPEMEHH.
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Jis OleHKH MPOM3BOIUTEIBHOCTH TIpeIaraéMble METOABl OBUIM PEaM30BaHBI B BUIE MOIYJCH
pacumpenus Ha s3bike C++ mis paspabareiBaemoit B ICIT PAH cuctemsl aHamm3a ceTeBOTO
tpaduka Kouseep. Takum o6paszom, oOydcHHbIe B GuOmHoTeke SCikit-learn momenmu Obin Takke
nepeBeicHbl Ha C++ U 3arpy>KeHbI B CHCTeMY. [IpH OMMCaHHBIX BBIIIC OMPAHUYCHUSIX TOTYYHIHCH
Cleyrolre pe3ynbTaThl (Tadn. 14) mis daitnos Tpacce, cogepxanmx mo 30000 makeToB (TeX, Ha
KOTOPBIX 00yJanach U TeCTHpOBasach cucreMa Ha Python).

Tabn. 14. Pe3ynomamul u npousgooumenvrocms mooyna Ha C++ @ cocmase cucmemul Konseep

Table 14. Results and performance of C++ module in Konveyer system

Tpacca Bpems (He)* | ckopocts (I'0/c)| mpospaunblie caKaTbie mudpoBaHHbIC
transparent 1907 0.7 29952 48 0
compressed 5378 0.24 192 21962 7846

encrypted 5803 0.22 0 918 28868

*BpeMs - CpefHee BpeMs KlacCH(UKaIK OJJHOTO MaKeTa B HC

4.2 Knaccudumkaums noTokoB

Jns kraccuukayy MOTOKOB IpeyiaraeTesl CIeAyromas cxeMa: Kiaccupuuupyrores nepsbie N

NAaKETOB ITOTOKA, JUII HAX BO3MOXKHBI BapHAHTBI: IPO3pavHbIA (CIOAa K€ OTHOCATCS MaKeThl, He

coziepIKallKe MMOJe3HON HAarpy3KHu), C)KaThIi, MU(GPOBAaHHBIA MM HEONpeaeIEHHBIN (eciu 3a1aHa

HIDKHSSI TPaHULA pa3Mepa IakeTa M OH MeHbIe Heé). Jlanee 11t KaxkJoro MOTOKa pacCMaTPHBAIOTCS

N nakeToB ¥ MPUMEHSIOTCS CIIEYIOIINE IPAaBUIIa B YKa3aHHOM IOPSIKE:

e CCIIM CpeiM HHX €CTh IIM(POBAHHBIA MakeT, TO BECh IOTOK KIACCHPHLUPYETCS Kak
1 pOBaHHbIIH;

®  eCIM Cpellu HUX €CTh CXKAThII MaKeT, TO BECh MOTOK KIacCU(PUIMPYETCs Kak CKaThIi;

®  ©CIIH €CTh HeoNpeAeNIEHHbIE TAKeThI, TO BECh HOTOK KJIaCCH)UIIUPYETCsl HEONpeIeIEHHBIM, TaK
KaK MOXKHO OBLJIO TIPOMYCTHTh KaKyI0-TO BOKHYIO HH(POPMAIIHIO;

®  YHA4e IOTOK CYMTAETCS IPO3PAUHBIM.

,21.]'[5[ HEKOTOPBIX IMPOTOKOJIOB ObLIH MPOBEACHBI OKCIIEPUMECHTBI Ha BBIACJICHHBIX M3 PCAILHOTO
Tpaq)mca npuMepax Ajisd OnpeACJICHUS MUHUMAJIBHOT'O YK CJIa TAKETOB IOTOKA JId aHaJIh3a.

Tabn. 15. Pesynomamoi 01151 pazHO20 KOIUYECMBA AHATUSUPYEMBIX NAKEMO8 8 NOMOKE
Table 15. Results for different number of packets analyzed in network flow

MPOTOKOJI KOJINYECTBO | BCETO MOTOKOB | TPO3pavHbIe cKaThble mudpoBaHHbIe
TaKeTOB
SSL 10 200 0 75 125
15 199 0 15 184
20 194 0 3 191
25 194 0 2 192
SSH 10 200 0 295 5
15 200 0 98 102
20 200 0 1 199
25 200 0 0 200
GQUIC 10 200 0 0 200
25 200 0 0 200

N3 Taba. 15 MOXHO BUAETH, YTO B COOTBETCTBUHU C YCTpOUCTBOM MpoTokoioB SSL u SSH, rue
BHavase uaET Heln(ppoBaHHAs YaCTh, HAMIYYIINM KOJMYECTBOM ITAKETOB ISl aHAJM3a B MOTOKE
MOXHO cuuTath 20: Mpu HEM MPOTOKOJIBI YXKE JOXOSIT 10 MU(PPOBAHHOM YaCTH, YTO MO3BOJISIET UX
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NPaBWIBHO KJIACCH(DUINPOBATh, HO KOJIMYECTBO MUHMMAJIBHO U3 BO3MOXKHBIX JUIsl OoJiee OBICTPOit
Kiaccudukanuu.

OKCIIepHMEHTHI Ha APYTUX HPOTOKOJIAX MEHEe I0Ka3aTeIbHbI, TaK KaK YHCTO NPO3PAYHBII TpaduK,
HalpyMep, ropasfo CIOKHEe BBLISIHUTh U3 PeajbHO IepefaBaeMbIX B CeTH NaHHBIX. OqHAKO, U3
MUMCIOIIMXCS JTaHHBIX O IPOTOKOJAX, NAHHOTO KOJMYECTBA IAKETOB OyIeT NOCTAaTOYHO I
KiaccuuKkanuy.

5. BbigoObI

bbbl n3ydeHsl CyIecTBYONINE MOAXO0bI K KIaccudukanuy Tpaduka Ha IPO3padHbIA, CXKATBIH U
M pOBaHHBIA U BBISIBJICHBI MX HEJJOCTATKH C TOUKH 3pEHUS HaIlei mocTaHOBKH 3a1a4yn. Ha ocHoBe
CYIIECTBYIOIMX HJEH W METOJOB, OblIa NMpeAyiokKeHa peanu3auusi, oObeAWHUBIIAS TE M3 HUX,
KOTOpPBIE TTOKA3aJIM XOPOIINE PE3YNIbTATHI B IPOBEIEHHBIX HKCIIEPUMEHTAX.

Hamra peanmzanus cioco6Ha paboTaTh ¢ CETEBBIM TPapHKOM, KIACCH(PHUINPOBATh KaK MaKEeTHl, TaK
MU [OCJBIC TIOTOKH, MOKa3bIBasg IPU IOTOM JOCTATOYHO XOPOHIME PE3YyJbTAaThl IO KAa4Y€CTBY H
IpHeMIIeMBbIe - 10 BPEMEHU. JTa pealu3allds BCTPOCHA KaK MOIYNb B 0ojiee IIMPOKYIO CHCTEMY
aHanu3a TpaduKa U MOXET CIYKUTb OJHUM M3 3TaloB €ro oOpaboTKU B XOJe pelieHus Ooiee
CIIOKHBIX 3a]1a9.

B nanpHeliem raHupyeTcs IPOIODKUTE cOOp M pa3MEeTKy MpuMepoB Tpaduka, 4ToObl 00y4aTh U
TECTUPOBATh CHCTEMY Ha OOJIbILIEM KOJMYECTBE PEaJbHBIX MPUMEPOB, C YYETOM UX pasHOOOpa3us
Y M3MEHYMBOCTH. JKeJaTelbHO BBIICIUTH 0O0JIbIlE TIPUMEPOB Pa3HBIX THIIOB TpaduKa IS pa3HBIX
npoTtokoiioB. Takke, MpeAnoaraeTcst MpoJA0DKUTh MMOUCK ONTHMAILHBIX KOMOMHAIIMI METOJI0B U
HapaMeTpOB AJIsl yCKOPSHHUS TOTyIECHHUs PE3YJIbTATOB B YCIOBHAX PaOOTHI B pealbHOM BPEMEHHU.
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AnHoTanusi. B nmanHOi pabore maercs 0030p HAay4dHBIX HCCIENOBaHMHA B 00NacTd 3axBaTta W 0OpabOTKU
BBICOKOCKOPOCTHOTO TpadyKa, a TAKXKE pacCMaTPUBAIOTCSI KOHKPETHBIE POrPaMMHO-aIIapaTHBIe PeIeHHsI.
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B3auMoJeiicTBHe Mexay coboil. Ha ocHoBe 0030pa BbIIENCHBI OCHOBHBIE IPOOJIEMBI CETEBOIO CTEKa
ONEpallMOHHBIX CHCTEM M CHOCOOBI WX pelleHus. PaccMaTpuBaroTCsi peaan30BaHHBIE B IIPOTrPaMMHO-
anmnapaTHBIX CPEICTBAaX AITOPUTMBI U CTPYKTYpPBI, a TAaKKe HX apXUTEKTypa. s KaKIOro M3 pelieHui
OITMCHIBACTCA MPOLIECC MOTYYEHHUS TTAaKeTOB ¢ ceTeBoro uurepdeiica. Kpome Toro, mpoBeaeHo cpaBHEHHE HX
MPOU3BOIUTEIFHOCTH, OOIIMH aHaIW3 peanu3aluii, a TaKKe NPUBEACHBI PEKOMEHIALWH 10 00JacTH
TIPUMEHHMOCTH.

KuroueBble cioBa: NnepexBaT BBICOKOCKOPOCTHOTO Tpa(bnka; nporpaMMHast o6pa60T1<a Tpad)I/IKa; Amnanuz
npomsBoautensHocty; libpcap; PF_RING; DPDK; Netmap; eBPF; XDP; AF_XDP

Jas murupoBanus: Jlapun J.B., T'etbman A.M. CpenctBa 3axBata W 0OpaOOTKH BBICOKOCKOPOCTHOTO
cereBoro tpaduka. Tpynst UCIT PAH, tom 33, Beim. 4, 2021 1., cTp. 49-68. DOI: 10.15514/ISPRAS-2021—
33(4)-4

High-speed network traffic capturing and processing tools

!D.V. Larin, ORCID: 0000-0001-8686-8916 <larin.dv@ispras.ru>
237 1. Getman, ORCID: 0000-0002-6562-9008 <thorin@ispras.ru=

Moscow Institute of Physics and Technology,
9, Institutskiy per., Dolgoprudniy, 141701, Russia
2Ivannikov Institute for System Programming of the Russian Academy of Sciences,
25, Alexander Solzhenitsyn st., Moscow, 109004, Russia
3National Research University Higher School of Economics,
20, Myasnitskaya Ulitsa, Moscow, 101978, Russia

Abstract. Network stacks currently implemented in operating systems can no longer cope with the packet rates
offered by 10 Ghit Ethernet. Thus, frameworks were developed claiming to offer a faster alternative for this
demand. These frameworks enable arbitrary packet processing systems to be built from commodity hardware
handling a traffic rate of several 10 Gbit interfaces, entering a domain previously only available to custom-built
hardware. In this paper, we survey various frameworks for high-performance packet 10 and their interaction
with a modular frameworks and specialized virtual network functions software for high-speed packet
processing. We introduce a model to estimate and assess the performance of these packet processing
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frameworks. Moreover, we analyze the performance of the most prominent frameworks based on representative
measurements in packet capturing scenarios. Therefore, we provide a comparison between them and select the
area of applicability.

Keywords: high-speed traffic capturing; software packet processing; performance measurements; libpcap;
PF_RING; DPDK; Netmap; eBPF; XDP; AF_XDP
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1. BeedeHue

C pasButueM cetu MHTEpHET M YBEIMYEHHEM MOCTYIMHOCTH OIEPATOpPhl CBSI3M M HWHTEPHET-
MIPOBaiAEPhI BEIHYKICHBI PACIIUPSATH KaHAJIBI [IEPEIadn JaHHBIX U IPHUMEHSThH O0Jice COBPEMEHHBIC
C TEXHOJIOTHYECKOW TOYKM 3PEHHS PemIeHHs Uil oOpabOTKM W aHalW3a CETeBOTO Tpaduka Ha
ckopoctax 100 I'd6ut/c m Oomee. Takue 3amaum, kak OanaHcMpoBKa W (uibTpauus Tpaduka,
oOHapy)XeHHE | NPEIOTBPALICHHE PpA3IMYHBIX CETEBBIX YIPO3, BBICOKONPOM3BOAUTEIbHBIC
KOMMYTallMsi M MapLIpyTH3alusi MOTpeOoBadu pa3padOTKH HOBBIX MOJXOIOB, CIIOCOOHBIX
obecrieunBaTh XOPOIIY0 IPON3BOIUTEIFHOCTD Ha BEICOKOHATPYKEHHBIX CETSIX.

Jis  pemieHuss BO3HMKAlOMIMX HPOOJIEeM  CETeBble  ONEpaTopbl  HAadyald  MCIIOJIb30BaTh
crenuanu3upoBaHHble anmnapartHele pemeHus (Hanpumep, FPGA, ASIC, SmartNIC, apxurextypa
P4). Takue ycTpolicTBa HaCTpauBarOTCA MO/ HY>K/JbI KaK0i-T100 KOHKPETHOH 3a7a4H, TpeOyromen
OYCHb BBICOKOH MPOU3BOIUTEIHLHOCTH — HAIPUMEP, 3aXBaT CETEBOr0 Tpaduka Oe3 morTepsb, pazdoop
MaKeToB, KoMMyTalus Tpaduka. OIHAKO, STH PEUICHUs 3a4acTyl0 CTPAAAlOT OT HEJOCTATOYHOM
THOKOCTH W MAacIITaOMpyEeMOCTH, YTO CTAaHOBHUTCS TPOOJEMOl B YCIOBHSX COBPEMECHHBIX
BBICOKOMACIITaOUPYEMBIX CHCTEM.

AJBTEpHATHBOM CTaJI0 UCIIOJB30BaHHE BO3MOXKHOCTEH CTaHAAPTHOIO CETEBOro 00OPYAOBAHUS H
porpaMMHON 00paboTku Tpaduka. [lepen annmapaTHpIME peaTn3ausMi TaKOH MOIX0x o0afaeT
pSIOM TIPEMMYINIECTB, CPEeId KOTOPBIX BO3MOXKHOCTH aJanTaluyl amlmapaTypbl IS pelIeHus
Pa3IMYHbIX 33]]a4, CHI)KCHHE OTIEPAIIMOHHBIX M KalMTAIBHBIX PACX0JI0B IIPU MOCTPOSHUHN OONBIINX
cHCTeM /JIi MOHMTOPDHMHTA W aHalli3a CETH, JOMYCTHMOCTh HWCIIOJIb30BAHMS IIMPOKOTO Kiacca
MIPOTPaMMHBIX PEIIEHHH C OTKPHITBIM HMCXOIHBIM KOJIOM. B TO ke Bpems, JaHHbIE pEIICHHs
TpeOyIoT pa3paboTKH 3(GQHEKTUBHBIX METOJOB B3aUMOJCHCTBUS C CETBIO M CTaBAT IIEpen
HccIIeJ0BaTeIIMU HOBBIE 33/1a4H 110 CO3/[aHUI0 THOKHUX M MacIITabUPyeMbIX CUCTEM JJIs IIepexBara,
aHanmm3a 1 00pabOTKH BEICOKOCKOPOCTHOTO TpaduKa.

JanpHeimass cTaTtes ycTpoeHa cieayromuMm oOpa3oM. B pa3ag. 2 ommcaHsl OCOOEHHOCTH
porpaMMHO# 00paboTku Tpaduka. B pasa. 3 mpuBemeH moapoOHBIH 0030p CYIIECTBYHOIIUX
NpOrpaMMHBIX perieHud. Pa3n. 4 TMOCBAlIEH aHamu3y M CPaBHEHUIO MPOM3BOIUTEIBHOCTH
OTIMCAaHHBIX pemeHni. B pasza. 5 noaBeneHs! UTOrM pabOTEHI.

2. MpoepammHasi obpabomka mpacghuka

[IporpammHbIe pemeHNs T0 00paboTKe CEeTeBOTro TpaduKa MOXKHO pa3felWTh HAa TPU OCHOBHBIX

kateropuu [1-3]:

1) HHM3KOYpOBHEBBIE pelieHus, obecneunBaromire BBo/BeIBOA Tpaduka: DPDK [4], PF_RING
[5], XDP [6], netmap [7], libpcap [8];

2) CchenuaIu3UpOBAHHBIC MPOTPAMMHBIC pean3allii BHPTYAIbHBIX CEeTeBBIX (yHKuuit: Open
virtualSwitch (Open vSwitch) [9], ESwitch [10], PacketShader [11], DPDKStat [12];

3) MonyneHbIe (GperimMBOpKY st co3aaHus ceteBbiX ¢yHkumit: Click [13], FastClick [14], VPP
(Vector Packet Processing) [15], BESS [3], Snabb NFV [16], PacketMill [17].

JanHas cratbs (oOKycupyeTcs Ha HCCIEIOBaHMM pPEUIEHHH TIepBOM KaTeropuu, T.e.
HHU3KOYPOBHEBBIX PELICHUH 10 nepexBary U nepegade Tpaduka. OHU MOTYT OBITh MCIIOJIB30BAHBI
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JUISL BCEX THIOB MPHIIOXKEHHH, KOTOPBIM HEOOXOIMM AOCTYIl K ceTeBoMy Tpaduky. MX MoxHO
pa3zfenuTh Ha JBa THIIA B 3aBUCHMOCTH OT UCIIOJIb3yEMON apXUTEKTYPHhI:

Kernel-Bypass. OcHoBHasi 0COGEHHOCTD JaHHOM apXUTEKTYpPhI 3aKIFOUaETCs B Iepenade Tpaduka
OT CEeTEBOH KapTHI B MPOCTPAHCTBO MoIb30BaTels “B 06xox” aapa OC, T.e. Bcs 00paboTKa makeToB
MPOU3BOJIUTCS HE B CETEBOM CTEKE ONEPAI[IOHHON CHCTEMBI, & B IT0JIb30BAaTEIIHCKOM IIPOCTPAHCTBE.
ITo »TomMy mpuHIHTY (GYHKIHOHHPYET, HAlpUMeEp, NMpHEeM M 00paldoTKa MaKeTOB C ITOMOIIBIO
libpcap. K wactHOMy cityuato apxutektypsl Kernel-Bypass MOXHO OTHECTH CXEMBI 10 IIEPEXBATY
Tpaduka “Oe3 komupoBaHui” wim “0-copy”. Ilocmennee cTano BO3MOXKHBIM, Onarogaps
“a¢hpexTBHOMY” ncnionb3oBanmio Mexanm3mMa DMA (Direct Memory Access) — koHTpoiuiep DMA
3aIiChIBAacT IMPUIIEANINE Ha CETEBYIO KapTy IaKeThl B IPEBAPHUTENILHO BBLICICHHYIO 00JacTh
naMsTH s1pa, KOTopas, B CBOIO Ouepesib, OTOOpakeHa Ha 00JIacTh HaMsATH B IPOCTPAaHCTBE
nosnb3oBarels. Takum 00pa3oM, MoJIb30BaTENbCKUE TIPUIIOKEHHS MOTYT HAPsMYIO 00paIaThest K
COZIEPKIMOMY TTaKeToB 6e3 HeoOXxomumocTH ero konupoBanus. [lomnepxkoir DMA cHabxkaroTcs
BCE COBPEMEHHBIE CETEBBIE KapThl, a Ha €ro OCHOBE clenaHbl Takue pemenns, kak PF RING Zero-
Copy (ZC) u DPDK (Data Plane Development Kit)

In-Kernel FastPath. OcoGeHHOCTh AaHHON apXUTEKTYphl 3aKIIOYAETCS B 3aMyCKe MEPBUYHOM
00pabotku Tpaduka B mpocrpancTse sapa OC mo Toro, Kak maker nepeaaercs B cereBoii crex OC.
Hcropuueckn nporpaMMUpOBaHKe spa ObUIO CI0XKHOW 3a/1aueii 13-3a HeOOXOJMMOCTH HAITUCAHHS
KOJla Ha HU3KOYPOBHEBBIX SI3bIKaX IPOrPaMMHUPOBAHMSA W CTPOTHX TpeOOBaHUI K 0€30MaCHOCTH
KoJa — ommuOKa B mporpamme Morna mpusecTH K oTkazy OC. C mpuxomom TexHonoruii eBPF
(extended Berkeley Packet Filter) u XDP (eXpress Data Path) uccnenosatesnsiM yaanocs 100UThCs
3arpy3Ku U BBINIOJIHCHUS MTOJIB30BATCIIBCKUX TPOrpaMM, HAITMCAHHBIX HAa BBICOKOYPOBHCBLIX SI3bIKaX
nporpammupoBanust, B siupe OC ¢ coxpaHeHHeM Bcex TpeOOBaHMiI 1O 0e30MacHOCTH KOJa.
ApXUTEKTypa Mojipa3yMeBacT UCIOJIb30BaHue Bo3MOxHOCTEeH siapa OC st paboThI ¢ BXOISIIUM
TpadukoMm, 0e3 HEoOXOAMMOCTH IepeAaBaTh TpauK B CETEBOH CTEK WJIM B MHPOCTPAHCTBO
nosnp3oBarensi. Ecnu nocnenHee Bce jke HEOOXOAMMO, TO ISl OTHX LeJeil HUCIONb3yeTcs COKET
AF_XDP.

2.1 Receive Side Scaling (RSS)

C YBEJIUYCHUEM KOJIMYECTBA BXOAANINX CETCBBIX MAKETOB B ClIydac O6pa6OTKI/I B OAHOIIOTOYHOM
peXHMe TPOIECCOP MOKET HE CIPABIATHCS ¢ 00pabOTKOM BCero mocrymaromero tpaduka. s
pEIIEeHHUS 9TOH MPOOIEMBI MOKHO BOCTIONB30BATHCS IPEUMYIIIECTBAMH MHOTOIIOTOYHOM 00paboTKH,
OJTHOM M3 COCTaBJISIOIINX KOTOPOH siByisieTcst Mexanu3M Receive Side Scaling (RSS).

Recaived Packet  |r--------=r=vromemememecmrme oo, ' RSS
: Queuel

, RSS

Hash function Queue 2

LS8y Indirection < >

table .| RSS

Hash Value Queue 3
P RSS

Queue N

Puc. 1. Mexanusm pabomer RSS [18]
Fig. 1. RSS architecture [18]
RSS mo3BonsieT pacmpenensaTs MOMyYCHHBIE CETEBOM KapTOW MAKETHI 0 HECKOJIBKAM BXOIHBIM
ouepensiM, KaKIOW U3 KOTOPBIX ONepallMOHHAs CUCTEMa Ha3HAvYaeT CBOE sIpo mpoueccopa. Takum
o0pa3oM, Harpy3ka mo o0paboTke BXojsiiero Tpaduka pacrpeneiseTcs Ha HECKOJBbKO siep
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MHOTOSIZICPHOYW CHCTEMBI, YTO TIO3BOJISIET N30€KaTh MpoOJeM, CBA3aHHBIX ¢ 00pabOTKOW HAa OJTHOM
MPOLIECCOPHOM sIIpe, U ONTHMHU3MPOBATh MCIOJIb30BaHHE Kimia. ['oBopsi Oonee aeranbHo, RSS
pacripezenser Tpaduk MO BXOJHBIM OUYEpPEASM MPU MOMOIIM 3HAYCHHH, MOIYYSHHBIX IOCTE
NPUMEHEHUST XII-(QYHKIUU K HECKOJBKHM IIOJISIM BXOJSIIUX IAKETOB, M TaOIMIBI KOCBEHHOM
anpecanuu (indirection table).

Kak wm3o6paxeHo Ha puc. 1, mammenee 3Hawamme Omter (Least Significant Bits, LSB) xama
UCTIONB3YIOTCST B KayecTBE KIOUEH Ui JIOCTyHa K COOTBETCTBYIOIIUM MO3WIMSIM B TaOiuIe
KOCBEHHOI1 anpecanuny. Takas Tabmuna coaepXuT B ceOe 3HaUSHHMS, CITyKallie JUIs pacipeaeieHus
MOJYYSHHBIX JaHHBIX Ha 00pabOTKY KOHKPETHBIM SAPOM mpoueccopa. it BBIYHUCIEHHS XdLIeH
ucnone3yetcs xam-pynkiwms Témmmia (Toeplitz), Ha Bxoa KOTOPO# mogaeTCsi MACCHB JaHHBIX (T.H.
5-tuple wmu 5-kxa noseii maketa [19]), cocrosuii u3 IPV4/IPV6 aapecoB OTIpaBUTENS/IOTyYaTEIs,
TCP/UDP nopToB OTIIpaBUTENS/TIONyYATENs W ONIIHOHATBHBIX PACIIHPEHHBIX 3aroioBkoB IPV6, n
cexpeTHbIN 40-0aiTOBBII KITIOY - KaK MPaBwiIo, OnToBas Macka. CTaHIapTHEIN KITIOY pacIpeesieT
TpaduK MO OYepesiM, MOAJSPKUBasi OJHOHANPABICHHYI0 KOTEPEHTHOCTh HA YPOBHE MOTOKA -
MaKeThl, KOTOPbIC COJCPIKAT OJMHAKOBBIC ajpeca W MOPTHI OTIPABHUTEIS/TONyYaTeNs, OyayT
HaIpaBIICHBI HAa 06pabOTKY B OJHY U Ty e odepens [18, 20].

2.2 CeTeBOM CTEK OnepaLMOHHON CUCTEMbI

CoBpeMeHHas ceTeBas anmapaTypa CTpeMHTEIBHO pa3BUBACTCsA I PAOOTHI ¢ BBICOKOCKOPOCTHBIM
TpahMKOM, OJHAKO IMPOTPaMMHBIE PELICHHS 3a9acTyi0 HE CIEeIYIOT 3TOMY TpeHIy. bonpmmHcTBO
CYIIECTBYIOIIIX ONEPAIIIOHHBIX CHCTEM IIPEAOCTABIAIOT YHUBEPCATBHBIN CETEBON CTEK C IIPOCTHIM
MOJIb30BATEILCKUM HHTEp(elcoM Ha OCHOBE COKETOB JUIS IOJYYEHHS/OTHPABKU NAHHBIX H
MOJJIEPKKH OOJIBIIOTO YHCIIA CETEBBIX MPOTOKOJIOB M alNapaTypsbl, B IPHOPUTETE KOTOPOTO CTOUT
COBMECTHUMOCTb, a HE TIPOU3BOJUTEIHLHOCTb.

— DMA-able Kernel o
[Physmai I|nk1 [ NIC } {memory region ] [packet buifer] [Usar appllcatlon]

: |

Paey, L v

et 1l
D‘w_/ == .
\ Bing / |

.- ,.’ g,

\

pl_scheduleq)

i

! mamepy(}

1 push

| 1 (eopy) in butfar

push
In butfer

|

sack_recvll

(copy)

Puc. 2. Cemesoii cmex GNU/Linux, mexanusm NAPI [20]
Fig. 2. Linux NAPI RX scheme [20]
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B naHHO# craTthe paccMaTrpuBaroTCs cyiiecTByromue pemenus g GNU/LINUX kak ais camoro
MIMPOKO HCIIOJIb3yEMOTO CEMEHCTBA ONEPALMOHHBIX CHCTEM C OTKPBITHIM HCXOJHBIM KOZOM,
MPEOCTABISAIOMETO MHOXECTBO CPEACTB Ul aHAIW3a IPOM3BOAWTENBHOCTH CHUCTEMBI. Jlis
Ka)KJJOr0 pelieHust OyIeT OTJeIbHO yKa3aHo, MOIAepKUBaeTCs Jin oHo Ha npyrux OC.
BoBIIMHCTBO COBPEMEHHBIX BHICOKOCKOPOCTHBIX paiiBepoB, HaunHas ¢ Bepcuu 2.6.0 sapa Linux
(2003 1.), ncons3yrotr Mexann3M NAPI s 3axBaTa maketoB ¢ ceteBoit kapTel. NAPI mo3Bomnser
CYIIECTBEHHO CHU3HUThH KOJIMYECTBO MPEPHIBAHUI 110 CPAaBHEHHIO C MPEABIIYIIMMHU cxeMaMu. boiee
JETAIBHO MPOUCXOJUT 3TO CIEIYIOIMKMM 00pa3oM: NpH MOJYYEHHH IEepBOTO MpephIBaHUA
JpaiiBepoM 3armyckaeTcsi oTBeTcTBeHHas 3a mpepbiBanus NAPI ¢yHKIMs, HO, B OTIIMYHE OT
TPaAUIOHHOTO TI0/IX0/1a, OHA HE IPUCTYIAET K KOMMPOBAHUIO U MOMEIICHHUIO TTaKeTa B 04epeab, a
mnanupyer (Shedule) seimonnenne ¢ynkuuu poll() m oTkIOYaeT aHaNOTHYHBIC TMPEPHIBAHUS B
nanbHeimeM. JlaHHas QyHKIUS MPOBepsieT HATMYME HOBBIX IAKETOB, U, B CIy4ae UX TOTOBHOCTH,
KOITPYET W TMoMemiaeT B ouepeas cereBoro creka GNU/LinuX, Ge3 oxumanus mpepsiBaHus. B
nanpHeimeM ¢yukmus Poll() mianupyeT cBo# ClieMyIONIHii 3aIycK, POOIIKast 10 TEX TOp, MOKa
Ha CETEBYIO KapTy MPUXOAAT MaKeTbl. AITOPUTM paboThl H300pakeH Ha puc. 2.

Kpome Ttoro, ecnmm cucrema He crpaBisiercsi ¢ 00paOOTKOW BBICOKOCKOPOCTHOTO Tpaduka,
mexaHn3M NAPI mo3Bossier orOpachiBaTh ITaKeThl HA YPOBHE CETEBOrO ajanTepa — T.€. A0 HX
MpHUxo/a Ha ypoBeHb sAapa. CTOUT OTMETUTh, 4To MexaHu3M NAPI cunbnee Harpyxkaetr CPU mpu
00paboTke MEIJEHHOTO TpaduKa MO CPaBHEHHIO C TPAAWIMOHHBIMH MexaHm3mamu. C
YBEJNYCHHEM CKOPOCTH BXOAIIETO Tpaduka Harpy3ka cHinkaetcs [20].

2.3 NpobnemMbl ceTeBOro creka

Cpemn mpobiem cereBoro creka GNU/Linux u, B wactHocTH, MexaHusmMoB NAPI m RSS, B
cootBeTcTBHH C [20], MOKHO BBIIETUTD CIIEIYIOIIHE.

2.3.1 MonakeTHOe BbiaeneHMe n oCBObOXeHMe NnamMmsaTn

Kax bt pas, Kora Ha ceTeBYyI0 KapTy MPUXOANT HOBBIH MaKeT, Uil XpaHEeHHs HH(POPMAIUH O Telle
M 3arOJIOBKE ITAKeTa B MaMATH BBIIEIIETCS MaKeTHbIN peckpuntop. [Toce 3aBepureHus paboTsl ¢
MaKeTOM 3TOT JECKPHIITOp ocBoOokaaercs. Takoil mporecc pabOThl ¢ MaMATHIO NPHBOAUT K
3HAYNTEIHHBIM BPEMEHHBIM U3/IEPXKKaM, YTO CEPbE3HO BIMSACT HA MPONU3BOIUTENBEHOCTD ITPH padoTe
C BBICOKOCKOPOCTHEIM Tpadukom — 14.88 mMmmmmoHoB maketoB B cekyHAy (Million packets per
second, Mpps) mis 10GbE. Kpome toro, crpykrypa Sk_buff, ncnonssyemas mnst xpanenust Bceit
uHdopMaluK 0 makerax, 00JagaeT 3HAUYUTEJBHBIM pa3MepoOM, TaK KaK COAEPIKHT MHOMXECTBO
uH(OpMAaLK 0 Pa3IMYHBIX IPOTOKOJIAX HA HECKOJIBKUX YypoBHAX. Kak ornucano B [21], oOpaiienue
u Boinenenue sk buff ucnonszyer okosno 1200 takroB CPU Ha kaxplil maker, a 0CBOOOXKICHHUE
nopsiaka 1100 takToB. A Ha oneparuu o B3aumoeicteuto ¢ SK_buff npuxomurcs nopsiaxa 63%
Harpy3sku CPU npu o6paborke makeroB Ethernet murmmanbHOTO pasmepa, cocraBisitornero 64
Gaiira [22].

Juist perenust 3Toi npooOIeMbl IpeIaraeTcs UCI0Ib30BaTh 3apaHee BbIJCICHHbBIC YIaCTKU MaMSsTH
U MEpeucIionb30BaTh UX B JanbHeiiniem. [1o 3ToMy mpuHIMIy paboTalOT KOJbLieBble Oy(epsl.
[epen Hauanom 06pabOTKH, ISt HY)KHOTO KOJIMYECTBA KOJIBLEBHIX Oy(hepoB BhIAEISIETCS TaMSTh, B
KOTOpYIO 3amuchiBaeTcss MHpopMamms o makeTax. [locie o0paboTkM makeTa, HaMsiTh He
0cBOOOX/IaeTCsI, a TEPEHCIIONb3YeTCsl CHOBa /sl HOBBIX MAkeToB. TakuM o0Opa3oM, ypaercs
n30eXaTh MHOXXECTBEHHBIX BPEMEHHBIX 3ajepkek. K MuHycaM moaxoma MOXHO OTHECTH
BpPEMEHHBIC 3aTpaThl Ha BBIJEICHUE NaMATH IIepe] HadalloM OOpadOTKM M €€ IOCTOSHHYIO
3aHATOCTH BO BpeMs 00pabOTKH.

2.3.2 CepuanusyemMocTb focTtyna K Tpaduky

CoBpeMeHHbIC CETEBbIC KapThl MOANCPKHUBAIOT TMOJYYCHHE IAKETOB C HCIOJb30BAHHEM
anmapatHeix Receive Side Scaling (RSS) ouepezneit. OHu MO3BOISIIOT Pa3ACATh BXOAAIINI TpadhuK
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Ha HECKOJIBKO MOTOKOB, 3@ CYET NMIPUMEHEHHS XdII-(PyHKINH, HAIPUMEp, K S-Ke MoJeH MmakeTa, u

MapauIen30BaTh MPOIECC 3aXBaTa ITAKETOB, IyTEM OTOOPaXEHHs KaXIOW BXOIHON odepeny Ha

coOcTBeHHOE sApo mporeccopa (cMm. moxapasmen 2.1). IlpoOieMbl HAYWHAIOT MOSIBISATHCS

HECKOJBKUMHU YPOBHSAMH BbIlIe, Koraa ceteoit crek GNU/LINUX HaunHAET cOBMEIICHHE TAKETOB

U3 BCEX o4epeJiel B 0/IHY Ha CETEBOM M TPAHCIIOPTHBIX YPOBHAX JUIS UX MOCIIEAYIOIEro aHaIu3a.

B cBsi3u ¢ 3TUM BO3HUMKaeT JBe npobiaemMbl. Bo-nepBuix, Bech Tpaduk cobupaercst B 0JJHOH TOUKe,

YTO BEIET K CHM)KEHHIO IPOU3BOIUTEIEHOCTH. BO-BTOPBIX, MOJIb30BATENBCKUI MTPOIIECC HE MOXKET

MOJTy9aTh JaHHBIE M3 KaKOW-TO KOHKpeTHOH RSS ouepemn.

YToObI pemunTh 3TH NpoOJieMbl HEOOX0IMMO OpraHU30BaTh MPsIMOi poctyn kK RSS ouepensm mis

MOJIb30BATENLCKUX IpOIleccCOB. MakcumasnabHas HPOM3BOAUTEIBHOCTh JaHHOW apXHUTEKTYpHI

JIOCTHTaeTCs, KOT/Ia OZMH ITPOIIECC BBIMOJHSCT Cpa3y JBE 3aJa4uM - IpueM rnakeToB u3 RSS ouepenn

U WX JaJbHEHIIYI0 Iepefady B IPOCTPAHCTBO NoJb3oBaTens. Kpome Toro, Takod mnoaxon

YBEJIMYHMBAET MaCIITAONPYEeMOCTh CHCTEMBI - MOKHO T0OABJIATH HOBBIE TOTOKH 00Pa0OTKH 110 Mepe

TOT0, KaK HapacTaeT YUCIIO 3aIeHCTBOBaHHBIX siiep U RSS ouepeneit. K Munycam manroro moaxona

MOKHO OTHECTH CIeyIoLIee.

1) HeoOXx0oOuMOCTh HCIONB30BaTh Cpa3y HECKOJBKO siiep, KOTOPBIE MOYKHO HCIIONIB30BATh O]
JpyTHe 3a/1a4H.

2) Hcnonb3oBaHue Xd-(QyHKIUN IS pacipeeeHus TaKeToB o oyepensM. B Tom cirydae, eciu
3a7aqa Mojpa3yMeBaeT paboTy €O CBA3aHHBIMH IAKETaMM, IIOTOKAMH WM CECCHSAMH,
UCTIONIb30BaHNE XAII-QYHKIMU AJSL pacrpeneraeHus Tpaduka Mo BXOJHBIM OYEPEasiM MOXKET
MPUBECTH K TOMY, YTO CBSI3aHHBIN Tpaduk Oyner oOpabaTeiBaThCsl HA pas3HbIX ouepeasx [23].
Ora npobiiema akTyanbHa, HapuMep, A cucteM 1o Mmouutopunry Voice over IP (VolIP), a
nMeHHO 171 ToTokoB SIP 1 RTP tpaduka, KoTopble MOTYT HE pa3ieisiTh 3ar0JOBKH CETCBOTO
U TPAHCIIOPTHOI'O YPOBHEM.

2.3.3 MHoOXecTBeHHble KonupoBaHusdA nakeTtoB Ha NyTun OT ceTeBOM KapTbl Ao
npoCTpaHCTBa Nnonb3oBaTens

[NakeTsl, TPOXOAIINE Yepe3 CETeBYIO MOJCHCTEMY LinuX, HECKONBKO pa3 KOMHPYIOTCS A0 UX
MOJYYCHHUS TI0JIb30BaTEIILCKUM TIPIIIOKeHHEM. Kak MUHIMYM JTBaXKIBI — OJMH pa3 KOIMHPOBaHHUE
MIPOUCXOIUT BO BpeMs IepeHoca naketa 3 DMA-o0macTu maMsTH B Oydep Ha ypoBHE sipa, BTOPOi
pa3 u3 Oydepa B mpocTpaHcTBe siapa B Oydep nonb3oBatens. K mpumepy, Ha OJHO KOMHPOBAHHE
tpedyercst ot 500 o 2000 TakTOB Mpolleccopa B 3aBUCUMOCTH OT pa3zmepa nakera [21]. Bro6aBok
K 3TOMYy, MHO)XECTBCHHbIC KONHMPOBAHUS HEOOJBIINX IO pa3Mepy IaKeTOB MPHUBOIAT K
3HAYUTEEHON MOTEPE MPOM3BOIUTEIHHOCTH.

Jlist perienns 3Toi mpobIeMBbI TIpeIaraeTcs UCIOJIb30BaTh 0ToOpaxeHrne DMA-yuacTkoB mamsTu
O3V HampsMyl B MPOCTPAHCTBO MOJb30BaTeNs. TakoW MOIXOJ MO3BOJISIET CBECTH KOJIUYECTBO
KOITUPOBAHHUH TAHHBIX TAKETOB K HYJIIO (ZEr0-COPY), OJHAKO BO3MOKEH TOJBKO MPH MOAIAEPIKKE CO
CTOPOHBI CETEeBOM KapThI. B kauectBe AJIBTCPHATUBEI, KOTOPAs IMOAACPKMUBACTCA HA OOJIBIIIEM YHCIIE
CETEBBIX KapT, BO3MOYKHO HCIIOJIb30BaHHE 0TOOpakeHus Oydepa Ha ypOBHE sipa B IPOCTPAHCTBO
TMOJIB30BATEIIS, UTO SIBIISIETCS pean3aiieil CXeMbl ¢ OHUM KomupoBanueM (1-copy).

3.3.4 NepeknovyeHUs1 KOHTEKCTa MeXxAay SsAPOM U NPOCTPaHCTBOM Nosib3oBaTens

[Tonmp30BaTeNnbCcKOE TPHIIOKEHHE TOJDKHO OCYIIECTBISATH CHCTEMHBIM BBI3OB ISl ITOJYYEHHS
Kaxmoro makera. Kakaplii TakoW BBI30OB BIIEYET 3a COOOH IMEPEKIIOYeHHEe KOHTEKCTa, MEXIY
IIPOCTPAHCTBOM MOJIB30BATENS M MPOCTPAHCTBOM sZIpa U HA00OpPOT. DTO BEAET K BO3PACTAHUIO
ucronb3oBanus pecypco CPU. Kaxnaplii cMCTEMHBIN BBI30B M NMEPEKIIOYEHHE KOHTEKCTa MOTYT
notpe6oBath 0 1000 TakTOB Mporeccopa Ha 06paboTKy oaHOTO Makera [21].

Pemaercs nannas mpoGiiemMa myteM moiyueHus maketos rpymmamu (batch-processing). Pemrenne
HoJipa3yMeBaeT cOOp HECKOJILKUX MAKETOB B Oydep 1 KoNMpoBaHHe MOJy4YeHHOW IPYIITBI B HAMSTh
IPOCTPAHCTBA sApa WK monb3oBaTens. C MOMOILBIO AaHHOM METOAMKM YAAeTCs YMEHBIIUTH
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KOJIMYECTBO CHCTEMHBIX BBI30BOB M COOTBETCTBYIOLIMX KM TMPEPHIBAHWH, a TaKkKe CHU3UTH
KOJIMYECTBO KoTMpoBaHUi. B coorBeTcTBHM ¢ apxutektypoid NAPI, ecimu Tpadmk epexBaThIBaeTCs
IpU TIOMOIIM MEXaHW3Ma OIpOoca, TO MOXKHO 3alpOCUTh MOJyYeHHE HE OJHOTO IMaKeTa, a cpasy
HeckonmbkuX. Ecnu Tpaduk mHpHUHHMMAaeTcss ¢ IMOMOLIbI0O MEXaHW3Ma MpEephIBAaHHH, TO MOXKHO
UCIIOJIb30BaTh JIOTIOJIHUTEIBHBIH Oy (ep-TIoCpeTHHK JUIsl XpaHEHUsI IT0JTyYeHHBIX TAKETOB, II0Ka OHH
He OynyT 3ampolueHsl npuioxeHueM. OCHOBHas mHpoOiieMa MOJyYeHHs MaKeToB TIpyINaMu
3aKJIIOYaeTCsl B YBEJIMUCHHWM 3a/epXKEeK W JDKUTTEpPE, a TakKe B HETOYHOCTH BBICTABICHUS
BPEMEHHBIX METOK Ha MNOJIyYeHHBIC IMAKEeThl, TAK KaK MakeTaM HEOOXOANUMO JKAaTh 3aIlOJHEHUS
TPYIIIBI WJIM UCTEUCHHUS Taiimepa [24].

2.3.5 HeadphekTBHOE ncnonb3oBaHMe floKanuMsaumm namaTm

[epBuuHoe obOpamenne k DMA-061acTi mamsTH BBI3BIBAET NPHHYIUTENBHBIE POMaxH Kd3IIa
(compulsory cache-misses), npoucxopsiie W3-3a MHBATHAALMU JIMHUKA K3IIa Tporeccopa Juis
KOHCHCTEHTHOCTH namsTu. Takue mpoMaxu Kama cocTaBisiiorT 13.8% ot oOmiero umcna TakToB
mpolieccopa, 3aTpaucHHBIX Ha TOJy4YeHHEe OJHOro 64-GaiitHoro makera [22]. Kpome Ttoro, B
crcreMax, oOCHoBaHHBIX Ha uctonbzoBaHn NUMA (Non-Uniform Memory Access), 3a1€pKKH IIpH
0o0pamieHnn K MaMsATH 3aBHCAT OT TOro, K KakoMy y31y NUMA mpoucxoaut obpamenue. Takum
obpazoM, Hea(pdexkTHBHOE WCIOIb30BAaHNUE JIOKAIM3AIWK TAMSITH IPHUBOJUT K CHIDKCHHIO
MPOU3BOIUTEIHHOCTH.

Apxurektypa NUMA mnozapasymeBaeT paszieneHHe AOCTYTHOH B CHCTEME IaMSITH MEXIy
pa3IMYHBIMK IIPOLIECCOpaMM, Ha3Hadas KaXIOMy M3 HHUX HO cBoed oOsactu. KomOmHamust u3
npoueccopa 1 obnactu mamsty HassiBaeTcst NUMA-y3mom. li1st yBemmueHNs POU3BOANTEIBHOCTH
¥ WCHONB30BAHUS JIOKAIM3AIMM TIaMATH, IIPOIEcC MOJDKEeH paboTaTh B 00JIaCTH TaMSTH,
Ha3HA4EeHHOH TOMY JK€ MpoILeccopy, Ha KOTOPOM OH HCHONHseTcs. Takas TeXHWKa Ha3bIBaeTCs
3akperieHre namsat (memory affinity). Kpome toro, cymectBytor npusska k mpomueccopy (CPU
affinity) u mpussska npepsBanmii (interrupt affinity). Ilepsoe mompasymeBaeT 3akperuieHHe
mpoIiecca WM MOTOKa 3a KaKUM-TO KOHKPETHBIM IpoleccopoM. Bropoe oTBewaer 3a MpUBS3KY
00paboTKM TpephIBaHUN K pa3NHYHBIM TporeccopaM wid sapam (smp_affinity). Baxwocts
00paboTKU NpepbIBAaHUI 1 MOTOKOB BXOJHBIX JAHHBIX HAa OJIHOM SIIPE 3aK/II0YAETCS B TOBBIIICHUN
a¢dekTHBHOCTH 00paleHH K JAHHBIM K311Ia ¥ Paclpe/ielIeHHH Harpy3KH Io siipam cucteMsl. Kak
TOJBKO MOTOKY TpeOyeTCsl MOIyYUTh JOCTYH K HMOJyYSHHBIM JaHHBIM, OH OBICTpEe CMOXKET HaWTH
UX B JIOKQJIBHOM K3III€ IpoIeccopa, €CIH A0 3TOTO 3TH JaHHbIE ObUIH MOJTy4eHbl 00paboTINKOM
HpepbIBaHUH, HA3HAYEHHBIM Ha TO K€ 51po. Bce HeoOX0quMble HACTPOHKH MOXKHO ITPOU3BECTH IPH
MOMOIIY YyTHIXTEL humactl.

[TomMumo ommcaHHOTO, HEOOXOAMMO TaKXKe OOpaTHTh BHUMAHHE Ha INPUBS3KY ITOTOKOB BXOJHBIX
naHHbIX K y31amM NUMA, HazHaueHHbIM Ha Ty ke muHy PCle, k koTopod monkiitoueHa cereBast
kapra. CrouT YHOMSIHYTh W CpeJICTBa ammapaTHoit mnpeaseioopku (prefetching) nmanmbix
CJISIyIOLIET0 MaKeTa M €ro JECKPUITOpa BO BpeMs 00paboTKM TeKyllero mnakera. 3ajaava
NPEeIBBIOOPKH 3aKIII0YACTCsl B 3arpy3Ke AaHHBIX B KAII-TIAMATh U3 ONEPaTUBHON MaMsTH 10 TOTO,
KaK OHHU TIOTPeOyIOTCSI.

3. O630p npozcpaMMHbIX peweHul

3.1 libpcap

libpcap — GuGMoOTEKA, PETOCTABIIAIONIAS BHICOKOYPOBHEBBIN MHTEPQENC IS CUCTEM 10 3aXBaTy
Tpaduka, a TAKKe MMOICPKUBAIOIIAs BO3MOXKHOCTH YTECHHS MAKETOB B HEPa30OPIMBOM PEKHME
(promiscuous mode) u ux 3amucu B ¢aitn [25]. C ucnons3oBanuem libpcap paspaGoransl Takue
npuioxenus, kak Wireshark, tcpdump, snort [26-28] u muorue apyrue. [lannas 6ubianoreka He
npeqHa3HAa4YeHa I TepexBara BBHICOKOCKOPOCTHOrO TpaduKa, MOCKONbKY B CBOSH OCHOBE OHA
UCIIONB3YeT paiBep ypoBHs simpa, a uMenHo Berkeley Packet Filter [8, 19]. Takum o6pa3om, oHa
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HEPEHOCHT IaKeTHl 4epe3 ceTeBoil crek LinuX, mpou3Bosl MX KONMMPOBAaHWE HA yPOBHE sApa B
ctpyktypy Sk_buff, koTopast ucronesyercst st xpanenusi Beeit nHdopmarmu o makerax. Takas
CXeMa CHJIBHO BIHSET HAa HTOTOBYIO IPOU3BOIUTEIBHOCTD 10 CPABHEHHUIO C PEaln30BaHHBIME O3
KONMPOBaHuii apxuTexTypamu. [Iporiece 3axBara MakeToB ¢ UCHoIb30BaHueM oubuoTeku libpcap
NPUHIUIHAIBHO HE OTIIMYAETCS OT OMMCAHHOM paHee (CM. PHUC. 2) CXEMBI 110 YCTPOMCTBY CETEBOTO
creka GNU Linux.

K npeumyiectBam libpcap MOKHO OTHECTH TOIJIECPIKKY BCEMH MOITYJISIPHBIMHU ONEPALIMOHHBIMU
CHCTEMaMHU U CeTeBbIMH Kapramu. Mcmonb3oBanue libpcap ompaBaaHHO, €cid ISl PEIIeHHs
HEe00X0JMMa HE MPOU3BOUTEIBHOCTD, @ COBMECTHMOCTD C 000PYIOBaHHEM.

3.2 PF_RING

PF_RING — 3710 (hpeiiMBOpK /st 3aXBaTa CETEBOTO Tpaduka Ha PasIMYHBIX CETEBBIX Kaprax [5]
(cm. puc. 3). CyuiecTByeT HECKOJNBKO peaju3aliii, KOTOPbIe MPUMEHSIOTCS B 3aBUCHMOCTH OT
annapaTHBIX BO3MOXKHOCTEH U ApaiBEpOB CETEBBIX KapT. A IMEHHO — He TPeOyIOUHi crienuaabHOM
anmapatHoit moamepxku Vanilla PF_RING u, HaoGoport, Tpebyromuii Takoii mogaepxkku PF_RING
Zero-Copy (ZC). Ilomumo 3toro, BHe 3aBucuMocTH OT pexuma, ¢ PF_RING wmoxHO
B3aMMOJIEHCTBOBATE TIPH MOMOIIH cTanaapTHoro libpcap API, a Takke UCoNs30BaTh COOCTBEHHBIH
APIl, mpenocraBusromuii  Bo3MokHOCTH Hamucanuss BPF  ¢uiprpoB, mpuema maketoB u3
HECKOJIBKUX BXOIHBIX OYepeieH, 3aKpeIlUIeHUs] NPOrpaMM 3a BBHIODAHHBIMH SIApaMU M APYroi
¢dyHKmonan, no3posstonnid npuMensats PF_RING muist petnenns pa3inuHbIX 3a/1a4.

PF_RING Applications Legacy Applications

Fibarblaze - Myricom
B Exablaze NMNEE Inveatech [ Napatach |

Endace B Matlanox B HNetcope

Puc. 3. Oowas cxema PF_RING [5]
Fig. 3. PF_RING architecture [5]

3.2.1 Vanilla PF_RING

Vanilla PF_RING nonyuaet Tpaduk ¢ ceteBoit kapTsl npu nomoinu NAPI, konupys npuiesinme
Ha CETeBYIO KapTy MakeThl B KOJIbIEBOH Oydep, U3 KOTOPOro MONB30BATENBCKOES MPHIOKCHUE
MOXKET CYHMTAaTh NAaKeTbl. I[IpH HEOOXOIMMOCTH, WOAACPKUBACTCS HCIIOIb30BAHHE Cpasy
HECKOJIBKUX KOJbLEBHIX Oy(hepon. Takas cxema HO3BOJISAET H30EKATh H3AEPKEK, BOSHUKAIOIIUX B
KJIaCCHYECKHUX MEXaHH3Max 2-COPY, TeM He MeHee B Hell Bce elle IPUCYTCTBYET OHO KOITMPOBAHHE.
[TpoGnembl aHHOTO MOAXOJAa HAYMHAIOT IPOSIBIATHCSA, KOTZA CKOPOCTh BXOASINETO Tpaduxa
BO3pACTAET U KOJBLEBbIC Oy(hepbl HAYMHAIOT OBICTPO MEPEMONHATHCS.

Vanilla PF_RING ocHOBaH Ha HMCIOJB30BAHMH KOJIBLEBOrO Oydepa B NMPOCTPAHCTBE sjpa, B
KOTOPBIN KOTIUPYIOTCS BCE BXOJsmne makersl (cM. puc. 4) [29]. Jlanusiit Oydep BbIAEIsIETCS TPH
co3manun coketa PF_RING m ocBobokmaeTcs mpy €ro yOaleHHHd W MOXKET OBITh MPUKPEIUICH K
CETEeBOMY aanTepy mpH momomu cucteMHoro Bezosa bind(). Kak Tonsko ceTeast kapTa moaydaeTt

56



Jlapun J1.B., Tetoman AWM. Cpenctsa 3axBaTa U 06pabOTKH BHICOKOCKOPOCTHOTO cereBoro tpaduka. Ipyosr UCIT PAH, Tom 33, Bbm. 4, 2021 1.,
ctp. 49-68

MaKeT, JipaiBep MEePEHOCUT €ro B MPOCTPAHCTBO sijapa Mpu oMo mexanusma DMA. B ciyuae
ucrionb3oBaHust coketra PF RING kaxmelid BXOMSIIMI TMaKeT KOMUPYETCs W ITIOMemaeTcs B
KoupIleBoi Oydep. B ciaydae mepenomnenus Oydepa maket orOpaceiBaetcs. KomblieBoil Oydep
IKCMIOPTUPYETCsI B MPOCTPAHCTBO MOJIB30BaTess mpu momornd mmap().
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Puc. 4. IIpoyecc nonyuenus naxema Vanilla PF_RING [20]
Fig. 4. Vanilla PF_RING Rx process [20]

Korma nonp30BaTensCKOMY IPHUIIOKESHUIO HEOOXOIUMO MOIYIHTh JOCTYII K CETEBOMY TpaduKy, OHO

BbI3bIBaeT MMap() Ist mosydeHusl ykas3arelsh Ha KoJsiblieBo# Oydep. Slmpo komupyer makersl B

KoublleBo Oydep W mepeMemmaeT yKkasaTreldb Ha 3alliCh, IOJIE30BATEIBCKOE MPIIIOKCHHE

MPOM3BOIUT AHAJOTHYHYIO OICpAIMio i yKas3arteds Ha 4ureHue. [Ipym 3TOM HOBBIC IMMaKeTHI

TIepe3aniChIBAIOT YK€ MPOYUTAHHEIC MTOJIH30BATEIBCKUM MPHIOKEHHUEM, TO €CTh HE MPOUCXOINT

3aTpaTHBIX C TOYKH 3pPEHHUs TOTPEOJEHHUS TAaKTOB MpOIECCOopa OIMepalfii MO BBIJCICHUIO U

0CBOOOXKICHHIO TaMATH. K mpenMytecTBaM JaHHOTO MOX0/1a MOXKHO OTHECTH CIIeAyIoIIee:

1) Bxomsuii TpaQuK HE OTIPABIIAETCS B CTPYKTYPHI CETEBOTO CTEKA SIIPA;

2) mmap() mo3BOJISET MOJIL30BATEILCKOMY TMPHUIOKEHHUIO MONy4YaTh AOCTYyN K Tpaduky 6e3
HEOOXOIUMOCTH OCYIIECTBIIATH €r0 KOMMPOBAHUE;

3) HECKOJIbKO MPHUIIOKEHUI MOTYT CO3/aBaTh COOCTBEHHBIC KOJIbIIEBbIE Oy(hephl Al YTCHHS U3
HECKOJIbKMX BXOJHBIX RSS ouepeneii.

JlaHHBIA MEXaHU3M OCYLIECTBIISIET OJIHO KOIMPOBAHKUE HA YPOBHE sJIpa, B CBSA3H C YEM MPOITYCKHAS

CHOCOOHOCTh MOJYJS 4YTeHHsS ¢ ucnoib3oBaHueMm Vanilla PF_RING 3aBegomo Hmke, 4eMm ¢

WCTIOJb30BaHNEM MeXaHn3Ma 0e3 KOITUPOBaHUH.

3.2.2 PF_RING Zero-Copy

PF_RING Zero-Copy ocHOBaH Ha UCIIOJIb30BaHUH MOJU(PHUIIMPOBAHHBIX IPAaiiBEPOB CETEBBIX KapT,
KOTOpPBIE MO3BOJIIIOT OCYIIECTBIIATH IMEpefady MakeTOB ITO0JIBb30BAaTELCKUM IPHIOKEHHUAM 0e3
kormmpoBanuii (puc. 5). PF_RING ZC oro0paxaeT mamMsATh MOJIB30BATENHECKOTO MPOCTPAHCTBA B
obmacte mamsath DMA, B cBSI3M ¢ YeM OTHazacT HEOOXOJAUMOCTh B HCIOJb30BaHUU
MIPOMEKYTOUHBIX Oy(epoB B IPOCTPAHCTBE sIpa. MexaHN3M MPeI0CTaBIIeT BO3MOKHOCTh YTCHHUS
MAKETOB W3 HECKOJNBKMX BXOAHBIX OuYepelieid, YTO BKyIE C OTCYTCTBHEM KOIMPOBAaHWU JaeT
3HAYUTENbHBIN IPUPOCT IPOU3BOAUTENBLHOCTH.
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Puc. 5. Ilpoyecc nonyuenus nakema PF_RING ZC [20]
Fig. 5. PF_RING ZC Rx process [20]

OpHako, JaHHBIM NOAXOA OOJaNaeT M OYEBUIHBIM HENOCTaTKOM — H3-32 HEOOXOJUMOCTH
UCIIONIb30BaTh MOAMGUIIMPOBAHHBIE JpaiiBEPhl IJIsl CETEBBIX KapT, KOJMYECTBO 000pYIOBaHHs Ha
kotopom mnojaepxkuBaercs PF RING ZC orpannmueHo (Ha MOMEHT HamMCaHUs palOTHI
MOJI/ICPKUBAIOTCS TOJIBKO CeTeBbIe KapThl Intel).

Just Bcex mepeuncnennsix perieHunid PFRING npenocrasnsier libpcap-like API, 4ro cuibHO
YIpoIIaeT pa3paboTKy HPHIIOKEHUH € HMCIOJIb30BaHUEM AaHHOro (dpelimBopka. Kpome Toro, B
PF_RING peannzoBana BO3MOXHOCTB rcmonb30Bath XDP u coker AF__XDP st 3axBaTa Tpaduka.
Untepdeiic PF_RING M0OXHO HCIONB30BaTh COBMECTHO C TAKMMH TPHIIOKEHUAMH, Kak Snort,
Suricata u Zeek (6onee u3BecTHblit kak Bro).

3.3 DPDK

Data Plane Development Kit (DPDK) — ato ¢peiimBOpK, npeaocTaisiomuii Habop OudInoTex u
npaiiBepoB st OBICTpOl 00pabOTKM Tpaduka B TPOCTPAHCTBE IIOJIB30BATENS, HCIIONB3YS
apxutekrypy Kernel Bypass (cm. puc. 6). DPDK nonHocThi0 3amMeriaer ceteBoit crek Linux - mpu
TIOJIKJIIOYEHHH K CETEBO KapTe Bce B3aUMOACHCTBHUE C HEl Oy1eT IPOUCXOANTH Yepe3 KOMITOHEHTEI
DPDK u HuKakue Apyrue NpUIoKeH!s He CMOTYT MOJyYUTh K HEH TOCTYIIL.

Crout otmeruth, 4ro cam mo cebe DPDK cereBrIM cTekoMm He siBisieTcss — pa30op MakeToB
HEOOXOMMO pean30BbIBaTh CAMOCTOSTEIBHO C MCIIOJIb30BAHUEM IIPEAOCTABICHHBIX OMOJIMOTEK.
CosokynHocts 6ubmmorek DPDK o6pasyer EAL (Environment Abstraction Layer), xotopsrit
CKpbIBAaET pa3iMyMs B alnapatHOW M MPOrpaMMHON 4acTsAX cucTeM u mnpexpocrtasisier APl mis
B3aUMO/ICHCTBUS C CHCTEMOM M3 IPOCTPaHCTBA MOJIb30BaTels. J{JIst mepeMenieHus CETeBbIX [TaKETOB
DPDK wucnonssyet 6ydepsr mamsatu (mbuf). Kaxmerit mbuf coctout u3 Tpex cexumid: (i) CTpyKTypHI
JIaHHBIX rte_mbuf, comepxameit MmeranHpopmanuio o makete (Hanpumep, Homep VLAN mmm RSS
ouepeH, CChUIKY Ha CISAYIOMNI MakeT U T1), (ii) GUKCUPOBAHHBIX TI0 pa3Mepy o0nacTei mamMsaTH
(headroom/tailroom) ayst OGaBIEHNS AOTOJHUTENBLHOM HHpOpManyy u (iii) cerMeHTa NaMsTH JJIs
xpaHeHus Bcero naketa [4]. Kaxnas crpykrypa rte_ mbuf ucrons3yet Tosibko 2 610Ka kama (cache
line) ans MuHUMU3aHMK 3aHUMaeMoi mamsatu. [Tomumo storo, DPDK npenocraBnser apaiiBepsr
IUTS CeTeBBIX KapT - T.H. Poll Mode Driver (PMD), koTOpbI€ MO3BOJISIOT IPUIOKECHUSIM HAIIPSIMYEO
B3aUMO/ICHICTBOBATH C CETEBBIMU KapTaMH.
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Linux Kernel

Puc. 6. O6was cxema DPDK [30]
Fig. 6. DPDK architecture [30]

PMD wucnonb3yer mbuf ajst nojyueHuss ¥ nepegaddl NakeToB BO BpeMsl paOOThHI, a BbIJEJICHUE
MaMSATH JUIS HAX TIPOMCXOAMT HA CTaJWU MHHULMANM3ALUN NpUiIokeHus. [l 3axBara MakeTos,
PMD nepenaet ykazaresip Ha mbuf u ero 1eCKpUnTOpbI, 3aBUCSIIKE OT ApaiiBepa, CETEBOM KapTe,
YTO MO3BOJISIET €i npu oMo DMA 3amuchIBaTh OJTydeHHBIE TAKETHl U UX MeTanH(opManuio B
HeoOxoanuMmble paszaensl naMatd. 3areM, PMD npu nmoMomm onpoca oOHapy»XHBaeT 3aBepIICHHUE
oneparu DMA 1 konupyeT Heo0XoauMy1o HHPOPMANHIO U3 AECKPUIITOPOB JpaiiBepa B CTPYKTYPY
rte_mbuf. Bce Oydeprsl maMsaTi XpaHATCS B 00BEKTe rte_mempool U3 KOTOPOTo MPH HMOMOIIH
KOJIBIIEBBIX ouepeneil (rte ring) mMOJIb30BaTENbCKUE MPHIOKEHUS MOTYT TOJIydaTh JOCTYI K
JaHHbIM npuHATBIX maketoB [17, 30]. Cxema B3aumopeiictBus DPDK ¢ npusioxeHHsME
MOJIL30BaTEs MPUHITUIHATIBLHO HEe oTandaeTcs oT ananorudHoi aist PFRING ZC, uzobpaxeHHOI
Ha puc. 6.
[Nomumo onmcannoro, DPDK npenocTasisier u Apyrue BO3SMOKHOCTH JUIs IOJTy4EHHsI 1 00paboTKH
Tpaduka. K HIM MOXHO OTHecTH 3axBatr Tpaduka npu nomomu cokera AF XDP, 6ubanotexy c
peanm3anueii anropuTMa COIoCTaBICHN MakcuMaibHOTo npedukca (Longest Prefix Match, LPM)
g IPv4 n IPv6 ampecoB, 6ubmmoTeky TaMepoB Ui aCHHXPOHHOTO BBITIOJIHEHHS (QYHKITHI,
OubnnoTeKy X>MHUpOBaHMA W MHOrme napyrue. OnmHako OH oONagaeT 3HAYMTENFHOTO pa3Mepa
JOKyMEHTaIMeH, KOTopast CHIIbHO YCIIOXKHSET paboTy ¢ JaHHBIM (HPEeHMBOPKOM.
Pecypcet DPDK st 3axBaTta M mepefadd NMakeTOB MCIONB3YIOT Takue (peimBopku, kak VPP,
PacketMill, FastClick m BESS, a Tak:xe Bo3MOXHO ero ucmonb3oBanue ¢ Open vSwitch u ms
pabotsl ¢ BupTyansHeiMu MamHaMu (SR-IOV u VMDq pexxumsl npaiisepa).

3.4 XDP/eBPF u coket AF_XDP

eBPF (extended Berkeley Packet Fiter) m XDP (eXpress Data Path) nHeo6xomumo paccmaTrpuBath B
COBOKYITHOCTH HM3-3a UX TECHO CBSI3U My co60it (cM. puc. 7). XDP — 310 ppeiiMBOpK, KOTOPHIit
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BBIICTISIET OTPAaHUYCHHYIO CpEJy BBIMIOJIHEHUsS BHYTPH BUpTyabHON MamuHbel ¢eBPF. Dta cpema
MIO3BOJISIET 3aITyCKaTh Pa3lINYHbIE MPOTPAaMMbI HEMOCPEACTBEHHO B KOHTEKCTE SIApa, €Ie 0 TOTO,
KaK caMo SO MOIYYHT AOCTYH K BXOJHBIM JaHHBIM. DTO AaeT BO3MOXKHOCTH 00paboTKH Tpaduka
(B TOM 4HCIe U €ro IepeHanpaBieHie) Ha caMOi paHHEH W3 BO3MOXKHBIX CTaAMH — cpasy Iocie
MOJIy4EeHHUs TAKeTOB OT ceTeBoit kKapTel. I[Iporpamma XDP 3amyckaercs apaliBepoM ceTeBON KapThl
KaXbli pa3, Korja B CHCTEMY IPUXOAUT HOBBIN MaKeT. 3aycK IPOUCXOIUT BHYTPU BUPTYaIbHOU
Mmameel €BPF, uto mosBonsier no6aBuTh HeoOXoaumyro mpenobpadborky. Kpome toro, eBPF
NPEIOCTaBIISIET BO3MOXKHOCTh HCIIONIB30BaTh (GyHKIMM momolnHuku siapa (kernel helpers) ms
JIOCTYMA K CTPYKTypaM siApa M Pa3IMIHBIM CHCTEMHBIM BBI30BAM, a TAKXKe Pa3JeisieMyl0 MaMATh -
eBPF maps, KOTOpyI0 MOXXHO HPUMEHSTh KaK AJSI XPAHCHHS COCTOSIHUSI MEKy BBI3OBAMH, TaK U
g csizu ¢ apyrumu eBPF mporpammamu m mpocTtpancTBoM monbs3oBarerst (puc. 7). Ilomumo
nepeunciennoro, eBPF wucmomezyer Verifier - BepudukaTtop mMOIB30BATENBCKHX IPOTPAMM,
KOTOPBIH POBEpSAET KOJ Ha 0€30MacHOCTh (HapHMep, Ha OTCYTCTBHE OECKOHEUHBIX IIUKIIOB, YTO
rapaHTUpPYET 3aBepIleHHe IPOrpaMMBbl) Epe ero 3arpy3koil B IpOCTpaHCTBO spa [6].

g_ VMs and cantainers | Applications Control plane
g ' 5 '
|3 !
i B p i ’! = I T
F 4‘ ¥
g | i Netwark stack
= =
= AF_INET
g\
g | Terjuop | =
e o E = / s &
| 1P Layer L
& —_ e || §
W | Queueing
| and fo ling TC BPF il >
Mot —( XDP | poldsipu | PovEedriver
Brep

Network hardware

S e At >
Packet data low Control data flow

l Userspace-accessinle sockets User applications, VMs, containers

Network stack precessing steps | Parts of the XDP system

Puc. 7. Obwas cxema XDP/eBPF [6]
Fig. 7. XDP/eBPF architecture [6]
JeiicTBus, KOTOphle MPOU3BOANUT mporpamma XDP MOXHO pas3mennTs Ha OTOpackIBaHWE MakKeTa
(XDP_DROP), ero npomyckanue B ceteBoii crek Linux (XDP_PASS) unu nepenady nakera B TOT
xe (XDP_TX) unu B apyroii cereBoii uarepdeiic (XDP_REDIRECT), kak yka3aHo Ha puc. 8. Tak
kak nporpamma XDP ucnosnnsercs Ha ypoBHE aApailiBepa, TO BBIIOJIHATH 3aJa4l OHA MOJMKET
noctaTogHo ObIcTpo. Ho oHa orpaHndeHa B pasMepe W MOXKET BBIIOJHATH TOJNBKO OTPaHHMYCHHOE
YHCII0 MHCTPYKIWH, TI0O3TOMY, B CIy4ae He0OXOAMMOCTH IIPOBEACHUS 00JIee CIOKHBIX OIepaIlfii,
MaKeT MOXKET OBITh MepelaH B CeTeBOM CTeK LinuxX Wiy B MPOCTPAHCTBO MOJIB30BATENIS, HCIOIB3YS
MHOECTBO CymiecTBylomux cokeroB, Takux kak AF PACKET, cranmaprtastit qms TCP/IP coker
AF _INET wmn AF_XDP. Paccmotpum padoty nocneanero 6oinee nogpoono. AF_XDP — sto tun
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COKeTa, KOTOpBIH ITO3BOJISICT TIepenaBaTh JaHHBIC IAKETOB HANPSAMYIO C CETEeBOW KapTHl B
TIPOCTPAHCTBO IMOJIb30BaTENs Hconb3yst XDP u m3beras kommpoBanuii. AF XDP paboraer B Tpex
pexumax, HaurMHasi OT CaMOT0 MEJIJIEHHOTO JI0 CaMOro OBICTPOro:

1) skb pexwum, paboraroruuit Ha 1000 ceTeBOil KapTe;
2) XDP-copy pexuM, KOTOPbIA TpeOyeT MOAACPKKH ApailBEpOM CETEBON KapThl;

3) Pexum 6e3 KOMUPOBaHHUIL, KOTOPBIA paboTaeT TONBKO Ha JApaiiBepax ¢ momaepxkoi XDP u
pacimpeHneM s Zero-Copy.

Application Application
E
AF_INET
AF_PACKET AF_XDF
Linux Network Stack < Driver ‘ XDP
NIC
Input packets

Puc. 8. [Tomox mpaguxa c ucnonvzosarnuem XDP [31]
Fig. 8. XDP traffic flow [31]

Jlanee MbI OyieM pacCMaTpHUBATh TOJILKO apXUTEKTYPY Zero-copy Kak CaMyro IIPOU3BOIUTEIBHYIO.
C TOUKM 3pEHHsS TNPUIOKEHHsS BCE IMAKEThl HAXOIITCS B BBIACICHHON O00JACTH MaMSTH,
HasbiBatouieiicss UMEM, kak uzo0paxeHo Ha puc. 9. Ota 061acTh COCTOUT U3 CETMEHTOB OJHOTO
pa3mepa - MakeTHBIX O0y(hepoB B KOTOPBIX HaxomuTcs uH(opmanus o makerax. Bmecre ¢ UMEM
CO3/IaroTCs 1Ba KoJbIla: Konbro 3amonHenus (fill ring) u xompio 3aBeprneHus (completion ring).
Kompmo 3amoiHEHWs HWCHONB3yeTcs M Tepefadd YIpaBleHHS IakeTHBIM OydepoM ot
MTOJTF30BATEIBCKOTO MPOCTPAHCTBAa B sAnpo. KoibIlo 3aBepmieHMs, HAOOOPOT, CUTHAIUZHPYET O
repeade yrpaBlieHHs TaKeTHBIM Oy(epoM OT siipa B POCTPAHCTBO IMOJIb30BaTeN . [IpritoskeHue
YBEIOMIISICT O TIIepefade YIPABICHUS 3allMChIBas OTHOCHTENBHBIA ajpec MakeTa B KOJBIO
3aroNHeHUA. AHAJOTHYHBIM O00pa3oM IOCTYTAaeT SIpO, HCIONB3ys KONBIO 3aBepiieHus. [Ipu
MOMOIIK JAaHHBIX OYepened Mbl MOKEM IMepeaBaTh yMpaBJICHHE MaKeTHBIMU Oydepamu 0e3
HEOOXOMUMOCTH TOJIy4aTh M OTIPABIATh JaHHbIC. s TONyYEeHHUS M OTHPABKHA IAKETOB
HCTIOJIB3YIOTCS €Ile 1Ba KOJbIla: KOJbIo monydeHus (Rx ring) u konsio ormnpaBku (Tx ring).

‘One FouTx fing pair per sockel ,.—-—m‘_\Urnem consisting of equally sized packe! buffers Cne FR/CR pair per umam
] h)
RX Ring Fill Ring (FR)
Received packats /— i - | / Gilve empty packet butfer o kernel
7
TX Ring L. Completion Ring (CR)

Packets to transmit 'u/ Tx has completed. Packet buffer belongs 1o application

Puc. 9. 4 korvya AF_XDP u cmpyxmypa UMEM 0as xpanenus oanneix o naxemax [31]
Fig. 9. Four AF_XDP rings and UMEM structure [31]
IIpu mosyueHuu nakera s;Apo 3aMMChIBAET AECKPUIITOP MAKETa B KOJIBIO MOITYYESHHUSI, YKa3bIBasi, YTO
MAKETHBIN Oydep CONEpKUT IaHHBIC ITAKeTa W 3aJaeT €ro OTHOCHTCIBHBIA aIpec W IUIUHY.
IIpoBepsist KOJIBLIO NOJIYUEHUS, TPUIIOKEHUE ONPEJIEIAET, UTO MAKET MOJYyYEH U CYUTHIBAET €TO0.
AHAJIOTUYHBIM 00pa30oM TMPHIIOKEHHUE IMOCTYMAeT MPHU OTIPABKE IMAKETa, HCIONb3ys O4Yepelb
oTnpaBku. CTOUT OTMETUTD, YTO OYEPEIN OTIPABKU U MOTYUYEHHS CO3AAI0TCS IJIsl OHOTO COKETa,
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U KaXIbI COKET IpuBs3bIBacTCs K oaHoi ctpykrype UMEM, koTopas uMeeT Juilb OJHY Hapy
KOJIETI 3aroiHeHus M 3aBepiieHus. OxHako, k cTpyktype UMEM MOXHO NpHBSI3aTh HECKOJIBKO
COKETOB, B 3TOM city4ae OydepoB 1oirydeHus U OTIPaBKU OyJeT HECKOJIBKO.

[Ipormecc momydeHws makeTa MOXKHO OIHCATh CIeAyIoIiM oopazoM (cM. puc. 10). [Taket npuxonut
Ha CETeBYI0 KapTy W 3abmpaercss IpalBepoM, BEINONHSIOIMMM Tporpammy XDP, koTopas
MIPUHUMAET pemreHue 00 OTIpaBKe MaKeTa B Kakol-To KOHKpeTHbIH cokeT AF XDP. Tak xak cokeT
AF_XDP paboTaer B pexuMe zero-copy, TO CeTeBas KapTa yXKe 3alucajia JIaHHbIE [aKeTa B
nakeTHbIi Oydep crpykrypsl UMEM, nostomy Bce, 4To ocTaeTcs ClenaTh APy — ITO 3alncaTth B
KOJIBIIO TOJIyYEeHHUS AECKPUITOP MaKeTa, YTOObI YBEIOMUTD IPUIIOKEHHNE O HAXOXK/ICHUU MaKeTa B
naMsATH. 3aTeM NPUJIOKEHHE MPOBepseT KOJIbILO MOJIyUYeHHs Ha Haluuue makeToB. Kak Toneko oHO
3aKkaHuYMBaeT 00pabOTKy MakeTa, JECKPHUIITOP MaKeTa BO3BPAILIAETCs B SAPO MPH MOMOIIHU KOJIbIIa
3aIlOJTHEHMS, TAKUM 00pa30M HOBBIH ITAKET MOXET OBITh 3aIMCaH B TOT JKe MTAKETHBIN Oydep.

; " DMA-able o
[Physmal |Iﬂk] [ NIC } [memory region ] { Kemel ] User application I

B. ol
okt Amjy AT

v \ !

—
R Y )

[ihy o, '

!\ \\Fllng,/l 4“‘3*9!.-73,,3_,& JUMEM .

= AF_XDP socket?

_‘TF P s\ RAx Ring

{na copy) )

AF_XDP sockel,

Puc. 10. Ilpoyecc nonyuenus nakema AF_XDP
Fig. 10. AF_XDP Rx process
Unatepdeiic AF_XDP nmns 3axBata W mepefaddl MaKeTOB MOXET OBITh HCIOJB30BaH C TAKUMH
¢dpetimBopkamu, kak VPP, FastClick u BESS, a taxxe ¢ Open vSwitch.

Application
netmap API

netmap
rings

1 \host stack 3

NIC rings

network adapter

Puc. 11. Obwasn cxema Netmap [7]
Fig. 11. Netmap architecture [7]
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3.5 Netmap

Netmap — 3to GpperiMBOpPK 17151 paGOTHI C BRLICOKOCKOPOCTHBIM CETEBBIM TpadhKOM Ha CTaHAAPTHOM
ceteBoM obopynoBanmuu (puc. 11). B coorBercTBuu ¢ [7] pemieHne MCIONB3YET NpenBhIICICHUE
MaMsITH Ha CTaTuH WHUNHAIH3anuu, Oydepsl pukcupoBaHHoro pasmepa (2048 Oaiit), 06paboTKy
MAKETOB TPYNIIAMH, a TaKKe TPEIOCTaBIIeT BOSMOXKHOCTE IapauIebHON 00paboTKH TpaduKa.
Kpome Toro, netmap HCIONb3yeT OTOOpaKeHHE MaMATH I O0ECIEYEHMS MOJIB30BATEIBCKHUX
NPWIOKEHUH TNPAMBIM JIOCTYIIOM K IaKeTHBIM OydepaM ¢ HPOCTBIM M ONTHMH3UPOBAHHBIM
Npe/ICTaBICHUEM METaJaHHBIX - KOJBLOM ITaMATH netmap (netmap memory ring). OHO COAEPKHUT
nH(OopMaLHUIo 0 pa3Mepe KOoJblla NaMsITH, YKa3aTesb Ha TEKYIIy0 TTO3ULHNI0 Oydepa, KOJIUIeCTBO
MOJy4eHHBIX Oy(epoM MaKeTOB WIIM YHCIIO CBOOOIHBIX NO3UIIMH B HEM B 3aBUCHMOCTH OT paboThI
B peXXHME IpHUeMa WM Tepeaayu TpadrKka COOTBETCTBEHHO, (Iarm O TEKyIEM CTaTyce, OTCTYI
naMsTH nakeTHoro Oydepa u MaccuB ¢ MetauH(opmanuen. Takke Ha KakIblil TakeT BbIJEICHA
HaMATh UL XpaHeHUs pa3Mepa I1aKeTa, ero HHIeKca B IAKETHOM Oydepe 1 HEKOTOPBIX (hi1aros.
Konbira mamsatu netmap co3maroTces o 0JJHOMY Ha KaXIyio BXoAHYI0 RSS odepenn, 4To mo3BomseT
o0pabaTbIBaTh TpauK B MHOTOIIOTOYHOM pexume. [Iponecc 3axBara nakera M300paXkeH Ha pHC.
12.

Amnanornuno XDP, untepdeiic Netmap 1uist 3axBaTa u iepejauy IakeToB MOXKET ObITh UCIIOJIb30BaH
¢ VPP, FastClick, BESS u Open vSwitch.

Physical link ] [ NIC ] [ DMA—abIe_ ] [ Kemel ] User application
memory region | I
5 |

Netmap buffers '
- Netmap ring

memary mapping
(no copy) ==

Puc. 12. Ilpoyecc nonyuenus naxkema Netmap
Fig. 12. Netmap Rx process

4. AHanus npoe2paMMHbIX peweHul
Jlanee mpuBOAMTCS CpaBHUTEIBHBIN aHann3 onucaHHbIX pemeHnii: Vanilla PF RING, PF_RING
Zero-Copy, DPDK, Netmap u XDP/eBPF ¢ AF_XDP.

Tabn. 1. Cpasuenue pewenuti (D - opatisep, K - s0po, K-U - unmepeiic sopo/nonvzosamens)
Table 1. Comparison of solutions (D - driver, K - kernel, K-U - kernel / user interface)

XapaxkTepucTuku / Vanilla PF_RING DPDK | XDP/eBP Netmap
peleHus PF_RING ZC F
AF_XDP
BecriatHOCTE V4 X v v v
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Open-source v v v v v

[IepeucnonszoBanue u v v v/ V4 v
TIPEBBIICIICHIE TAMSTH

IMonnepxka RSS u v v v v v
UCTIOJIHEHUS B
HECKOJILKO TI0TOKOB

OTtoOpakeHne maMsITH v v v v v
Zero-Copy X v v v v
O6paboTKa MaKeTOB v v v v v
rpynmaMu
3akperuienne CPU u v v v v v
NpephIBaHUN
3aKperuieHHe aMsITH v v v v X
O06paboTka Ha YpOBHE X X X v X
sapa OC
O6paboTka B v v v v v
POCTPAHCTBE
0JIB30BATEIS

VYporuu mogudukammii | D, K, K-U D, K, K-U D,K-U | D, K, K-U D, K, K-U

API libpcap- libpcap-like | Custom Custom Standard
like libc
ApxuTekTtypa Kernel- Kernel- Kernel- | In-Kernel Kernel-
Bypass Bypass Bypass Fastpath Bypass

Mopnepxxusaembie OC | GNU/Linu | GNU/Linux | GNU/Li | GNU/Linu | GNU/Linux,
X nux, X, FreeBSD
Window | Windows

S

[onnepxxuBaembie JIroOb1e* Intel JIroOb1e* JIroOb1e* Intel,
ceTeBble KapThl Mellanox,
Nvidia,
Realtek

e HeoOXoiMMa HOJAEpIKKa JpaiiBepaMy CETEBBIX KapT

4.1 AHanu3 npon3BoAUTENbHOCTU

JlaHHBIN TOzpasen copepuT pesdynbraThl TectupoBanus Vanilla PF_RING, PF_RING Zero-
Copy, XDP/eBPF ¢ AF_XDP u 6ubnuoreku libpcap Ha TecToBOM cTeHIe, HOCTPOCHHOM Ha 0a3se
nByx cepsepos ¢ OC Ubuntu 18.04 (128 Gb RAM, npoueccop: AMD Ryzen Threadripper 3960X ¢
takToBOW yactorod 3.8 GHz u 24 ¢usnueckumu sapamu) Ha Ka)JOM U3 KOTOPBIX yCTaHOBIICHBI
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cetebie kapTHl Intel i40e XL710 ¢ nyms moptamu 40G QSFP+. CepBepa coequHEHBI HAIPAMYIO,
OJIMH M3 HUX BBICTYIIAET B POJIM I'eHepaTopa Tpaduka, Ha BTOPOM 3allyLeH aHaIu3aTop TpaduKa 1
MPOUCXOUT TIEpPEeXBarT.

B pabote ncnonb3oBaincs nmporpaMMHsii reHepatop Tpaduka PFRING (pfsend), mo3sonsromnuii B
pexume zero-copy oTrpasisaTh Tpaduk Ha 40 Gb cereBrIx kKapTax Ha ckopoctu oT 30 ['6uT/cex mms
MAKEeTOB MUHUMAIILHOTO pa3mepa (64 Oaifra), mocturaromieit 40 I'Out/cex i makeToB, pa3Mep
KoTopbIX mpesbinaeT 100 6aiiT. OTnpaBKa IPOUCXOIUT B HECKOJIBKO IIOTOKOB C MCIOJIb30BaHUEM
RSS ouepeneii. [{ns mocTikeHns MakCUMalbHON MPOU3BOAUTEIHLHOCTH B OOJIBIIMHCTBE CIIydacB
JOCTaTOYHO OJHOBPEMEHHO 3alyCTHTh 3 TreHepartopa. /JlanmbHeiimee yBeaudeHHEe YHcia
TEHEPATOPOB K YJIY4IICHHIO IPOU3BOUTEILHOCTH He TpuBouT. Kpome Toro, reneparop PF RING
no3BoJisieT OalaHcUpoBaTh TpaduK A Teperadn ero B pasHble RSS ouepenm Ha npueMHON
cTopoHe. Peann3zoBaHo 3TO 3a cyeT BBICTABJICHHS M U3MEHEHUS aJ[pecOB U IMOPTOB OTIPABHUTEIS B
CTeHEPHPOBAHHBIX MTAKETaX.

Ha puc. 13 u 14 npusenenst pesynsrathl TectupoBanus PF_RING (Vanilla u Zero-Copy),
XDP/eBPF ¢ AF_XDP u 6ubnuoteku libpcap na crenzne ¢ 40 Gb cereBbiMu kapTamu. Ha rpadukax
M300paXkeHa CKOPOCTh BXOXICHHS AKETOB B CHCTEMY B 3aBUCHMOCTH OT UX pa3Mepa. V3mepeHue
CKOPOCTH OCYIIECTBISIETCS INPU IMOMOIIM CIELHAIBHO pPa3padOTaHHON IpPOrpaMMbl, KOTOpas
HOJIy4aeT IakeThl C CeTeBOro MHTepdelca MpH MOMOLIM OJHOro U3 (GpeiiIMBOPKOB W mepenaeT
TpaQuK B BBIICNCHHBIA KonbleBod Oydep. Takum oOpa3om, mporpamMma NPOH3BOTHUT OIHO
KOIIMPOBAHNE M MPENOCTABICT BOBMOXKHOCTD JalbHEHIIeil 00paboTKH MAaKeTOB B MPOCTPAHCTBE
H0JIL30BATEIs.

40t libpcap 1q —=—
Vanilla PF-RING 1q ~——
PF-RING ZC 1q —#—
PF-RING AF-XDP 1q
AF-XDP with ts 1q active —+—
AF-XDP with ts 1q poll
AF-XDP without ts 1q active —»—
AF-XDP without ts 1q poll
30t
(72
Q.
o)
O]
o
(3]
Q
% 20 -
[}
=
[
(5]
[}
(14
10
0 " 2
0 500 1000 1500

Size of packets, bytes
Puc. 13. Cpasnenue npoussooumenvrocmu pewieHuli Ha 00HOU 6X00HOU o1epeou
Fig. 13. Performance comparison on one input queue
Ha puc. 13 cpaBHHBaIOTCS MPOU3BOAUTEIFHOCTH MIPOTPAMMHBIX PEIICHHA, pAOOTAIONINX B PEIKUME
3axBaTa IAKETOB U3 OJIHOW BXOIHOU ouepeau. 1o BceM MpHUBEICHHBIM rpadrKaM MOKHO 3aMETHTh,
yro ucnoine3oBanue libpcap u Vanilla PF_RING 3akoHOMepHO NPUBOAMT K HAMMEHBIIHM
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MPOITYCKHBIM criocoOHOoCTsIM. Kpome Toro, u3 Beex peieHuii Heooxonumo Beiaenuth PF_RING ZC,
KOTOPBIl CIIOCOOEH MpWHUMATh MakeTsl Ha ckopoctH 40 ['Out/cek, MCHONB3ys TOIBKO OIHY
BXOAHYyI0 odepenb. Hambomee Ommsok k Hemy AF_XDP, pabortatommii B pekuMe aKTHBHOTO
O’KHJIaHUs 0e3 BBICTAaBIICHUS] BpPEMEHHBIX MeTOK. Kpome Toro, Kakaoe n3 NporpaMMHBIX PEIeHU
TECTUPOBAJIOCH HA IPHEME IaKEeTOB M3 OJHOM, IIECTH W ABEHAIaTH BXOAHbIX RSS ouepexneil B
peXXrMe aKTUBHOTO OKUAaHUS (CM. puc. 14).

10| i ; 40
W w
2 30¢f 2 30t 1
(] L&)
g 20t g 20t 1
n m
= 2z
8 8
£ 1ot ® 1ot 1
nilla PF-RING 1q —s— PF-RING ZC 1q ——
Vanilla PF-RING 6g —=— PF-RING ZC 6g —=—
o Vanilla PF-RING 12 —s— o PF-RING ZC 12q —»—
0 500 1000 1500 0 500 1000 1500
Size of packets, bytes Size of packets, bytes
fa) Vanilln PF_RING (b) PF_RING ZC
40 : ¥ __f_,—.' . 40 i -~ . d
2=
/ 4
2 30 /'.’ a 30 4
o} . G
i ! ¥ e
§' 20 / > /\’ 2 9 / - ]
@ / " o o
z 4 =
g .f/ / § -
T 40t ‘,-" o=~ KF-XDP with ts 1q active —s— ® 4 < AF-XDP without 1s 1q active —8— -
:// AF-XDP with ts 1q poll AF-XDP without ts 1q poll
- AF-XDP withts Bq —— e AF-XDP without ts 6q —=+—
: AF-XDP with ts 12q —+— 6 AF-XDP without 1s 12q ——
0 A . :
] 500 1000 1500 0 500 1000 1500
Size of packels, byles Size of packets, byles
(c) AF_XDPwith timestcmps (d) AF_XDP withour timesicinps

Puc. 14. Hzmepenus npouzsooumenvHocmu
Fig. 14. Performance measurements

Jnst XDP/eBPF ¢ AF_XDP cHsTa NpOHM3BOIUTENBHOCTh 3aXBaTa MaKeTOB B PEKUME OMpoca
(polling), uto orpaxeno Ha puc. 14 (c, d). [TomuMoO 3TOro, MOCKOJIBKY B CTAHIAPTHOM PEKHMME
AF XDP ne mnonmnep)XWBaeT BBICTaBIICHMS BPEMEHHBIX METOK, Obputa peamm3oBaHa €eBPF
nporpamma, KOTOpasi 3alliChiBaeT BPEMEHHbIE METKH B METaJaHHbIe I1aKeTa W [O3BOJISET
MOJIb30BATENLCKUM MPUIIOKEHUSIM UX CUUTHIBATh. Pe3yJbTaThl TECTUPOBAHUS JAHHOTO PEXKUMa
n3o0paxensl Ha puc. 14 (C), OIHAKO WMCHOJB30BAHUE AOMOJHUTENBHBIX CHCTEMHBIX BBI30BOB
MPUBOJMT K YXYALIEHHIO IPONU3BOIUTENHFHOCTH. C yBEJIMUCHHEM KOJIMUYECTBA BXOIHBIX Odepeen
BCE PEIICHHMS MOKA3bIBAIOT IPUPOCT IMPOU3BOJUTEIFHOCTH. MHUHYCOM JaHHOTO ITOJXO0/1A SIBIISETCS
cunbHas Harpyska Ha CPU n3-3¢ napasienibHoit paboThl HECKOJIBKUX HPOLIECCOB.

[TonyueHHsle pe3ynbTaThl HEOOXOJMMO HMHTEPIPETUPOBATH KaK OICHOYHBIC, IIOCKOJBKY B
3aBUCHMOCTH OT apXWUTEKTYpbl IOJb30BATEIbLCKOTO MPHIOKEHHS, pellaeMoil 3amaun U
KOH(UTypanuy amnmnaparypsl HMPOM3BOJUTENBHOCTh IIPOIPAMMHBIX DEIICHHH MOXKET CHIIBHO
OTIIMYATHCA.
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5. 3aknroyeHue

B pamkax nmaHHOW paboThl OBLT TMPOBEACH aHANIW3 pEIICHWH T0 TepexBaTy M 00paboTke
BBICOKOCKOPOCTHOTO Tpa()uka Ha CTaHAAPTHBIX CETEBBIX KapTax. Jms KakZOTO M3 PELICHUH
BBIIEIICHa 001aCTh MPUMEHUMOCTH. Libpcap mo3Bomser ocymecTBIsITh MpHeM aKeTOB Ha JTFOOBIX
CeTEeBBIX KapTax W omnepanuoHHBIX cuctemax. PF RING peammsyer mnepexBar Tpaduka Ha
OTIepalliOHHON cucTeMe Linux, a mpu moamep ke IpaiBepoM CETEeBOW KapThl MOXET paboTaTh B
pexume 0-copy. DPDK mpenocrtaBnseT HamOONBIIYI0 COBMECTHMOCTh C pEIICHHSAMH IO
nporpaMMHOW 00paboTke Tpaduka. AF_XDP mnosBonsier ocymiecTBiIATh NpHEM MakeToB 0e3
KOMMPOBaHUH Ha mojaepxkuBatomux XDP ceTeBbIx kapTax, Kpome TOro, Bce 0oJblie pelieHuid o
00paboTke TpaduKa peasu3yloT ero noaaepkky. Netmap — 1ocTaTo4Ho JIerkoBeCHbIH HHCTPYMEHT
JUIS TIepexBaTa Tpa(uka ¢ BO3MOXKHOCTSIMU pacIIMpeHust (yHKIHOHANA.

[onydeHHBIE ITPU TECTUPOBAHMU NPOTPAMMHBIX PELICHUH pe3yNbTaThl OTPaXkaroT BO3MOXKHOCTH
COBPEMEHHBIX IIPOrpaMMHO-aNNapaTHBIX CPEICTB B 3ajadax IlepexBara CeTeBOro Tpaduka,
MOCTYIAIOIIEro Ha ckopoctu mopsinka 40 ['out/cex. B kauecTBe manpHeiiero pasBuTus paboThI
npejiaraeTcs pa3paboTka M TeCTUpOBaHHE MHTep(eiicOB 3aXxBaTa BBICOKOCKOPOCTHOTO CETEBOTO
Tpaduka c nmpumenenneM ¢pperimBopkoB DPDK u Netmap.
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AnHoTanus. B nanHoit paboTte paccMaTpuBaeTcsl apXUTEKTypa IPOrpaMMHPYEMOTO CETEBOTO IIPOIIECCOPHOTO
ycrpotictBa (CITY), ocHOBaHHOTO Ha CHEIHANTN3NPOBAaHHBIX BEIMUCIUTEIBHBIX spax. B HacTosmee Bpems B
TIPOTPaMMHO-KOHQUTYPUPYEMBIX CEeTSAX Ppa3BHBAIOTCS AITOPUTMBI OOpabOTKH TAKETOB C XpaHEHUEM
coctostHUsL. OCOOEHHOCTBIO aATOPUTMOB JJAHHOTO THIIA SBISAETCS IEPEHOC YaCTH YHPaBIIONMX (QyHKIMH U3
IJIOCKOCTH YIPaBJICHUs B INIOCKOCTD Mepenayn JaHHbIX. Ho 1yt paboThl anroputMoB 00pabOTKH MAaKeTOB C
XpaHeHHEeM COCTOsHHs TpeOyercst moanepxkka co croponsl CITY. B paborte mpeasnoxeHsl MoaudUKaIin
apxutekTyps! CI1Y, N03BOJISIOIINE HCIOIB30BATh AITOPUTMBI 00paOOTKH TTAKETOB C XPaHEHUEM COCTOSIHUS U
CHHXPOHH3UPOBATh COCTOSIHME anroputMma o0OpaboTku mnaketoB Mexay nopramu CIIY. Ilposemeno
JKCIIepUMEHTAIIFHOE HCCIIeOBaHNEe MOAN(HUIIPOBaHHOI apxuTekTypsl CITY.
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1. Introduction

Nowadays software-defined networks (SDN) are being developed [1]. The main principle of SDN
technology is placing conrol functions in separate server called controller. Control functions are
moved from network devices to the controller.

The main functional element of a network device is the network processing unit (NPU). NPU is a
specialized integrated curcuit that is used for packet processing in network devices.

Nowadays programmable NPU are being developed. NPU of this type allow to load new packet
processing programs and define new data transfer protocols [2].

Packet processing in programmable NPU is done according to the packet processing program that
implements data-plane algorithm. One class of such algorithms is a class of stateful data-plane
algorithms. Stateful data-plane algorithms are used in data processing centers’ networks and in
telecommunication providers’ networks [3]. The state of data-plane algorithm is a set of changeable
variables, keeping their values on moving to next packet processing. The examples of such
algorithms are load balancing with consistency [4], port knocking algorithm [5], failure recovery
algorithm [4]. The main feature of stateful data-plane algorithm is the ability to introduce
dependency of the process of packet processing on the properties of packets, processed by this NPU
before. With the development of SDN and programmable NPU the task of implementing stateful
data-plane algorithms on programmable NPU appears.

If NPU does not have state handling support, the state will be stored on the controller. But the state
can change depending on the properties of packets, processed by the NPU. If the controller stores
the state, the network device will access the controller for every packet that will lead to network
device perfomance reduction, packet loss and network services work failures. So, implementing the
hardware support mechanism for stateful data-plane algorithm state storage in NPU becomes actual.
The architecture of the considered NPU RuNPU does not support stateful data-plane algorithms.
Thus, this work proposes the RUNPU architecture modifications that allow to use stateful data-plane
algorithms with synchronization between the ports of the network device.

2. Formulation of the problem

It is necessary to propose the RUNPU architecture modifications that will allow to support stateful
data-plane algorithms with state synchronization between NPU ports.

RUNPU architecture has the following features:

e  Each NPU port has its processing pipeline.

e  Processing pipelines are not connected to each other and operate in parallel.

e  Packet processing time on one pipeline stage is limited to 250 ticks.

Data-plane algorithm state is represented as a set of variables. The following symbols are introduced:
e nisanumber of pipelines in the NPU;

e [isanumber of stages in each pipeline;

e g isanumber of state variables available for each pipeline stage;

e P={P,...,B,}isaset of the NPU’s pipelines;

e D;jisaj-th stage of i-th pipeline;
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e S;x(t) is avalue of k-th state variable of the stage D;; in the time moment t;

o S5;i(®) ={Sij1(©),...,Si;4(t)} is a state of the stage D;; in the time moment t;

o S;(t) ={S;;(t),...,S;(t)}is astate of the i-th pipeline in the time moment t.

Time moments t,,,m = 0,1,2,...are considered. They correspond to the moment of the next
instruction execution beginning. The following situation is considered: during the instruction i — 1
execution the state of the x-th pipeline has changed. It means that 3y, 3k: S,y (ti—1) # Syyi (t:). It
is necessary to propose state synchronization system that will allow other pipelines to have an access
to an updated state variable3da € NU{0}:Vp € {1,2,...,n} = S,k (tirq) = Syyk(t;) with
minimum a. And the proposed modifications must take into consideraton the RUNPU architecture
features and limits.

3. RuNPU architecture description

During the processing the packet header and metadata are moving through every stage of the pipeline
(fig. 1). Every stage processes the packet header for fixed number of ticks. Now this value is equal
to 250 ticks. The stage consists of RISC processing core and memory device containing packet
processing program. Packet header processing on every stage runs according to the following
scheme. First of all, the packet header and metadata are loaded into the pipeline stage memory. After
it, the program loaded into the stage memory device is executed. When the program finishes its
work, the packet header and metadata are transferred to the next pipeline stage and new packet
header and metadata are loaded into the current pipeline stage memory.

This architecture has two aspects that do not allow to use stateful data-plane algorithms. Firstly,
pipelines do not have memory devices for the algorithm state. Pipeline stage memory device contains
only program microcode, packet header and metadata. Secondly, NPU architecture contains a set of
pipelines that work in parallel and do not have any connections to each other. It means that stages
of different pipelines can not exchange data to update state in all pipelines. So, this NPU architecture
does not allow to use stateful data-plane algorithms.

r
1
Stage 1 :~ Stage 2 |- » Stagen

. .
— T ——
0 1
1 1
! Memory 1
: Ingress T Egress :
I E
1 Processing unit 1
1 1
l ’

Fig. 1. NPU processing pipeline scheme

4. Related work

The analysis of existing methods of memory synchronization in multicore systems was done. The
overview is carried out according to the following criteria:

e  Synchronization delay, ticks (the paramerer a value).
e  Memory access time, ticks.
e A possibility of long-time blocking.
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4.1 Flexible multiprocessor locking protocol

Flexible multiprocessor locking protocol (FMLP) is a mutex based synchronization algorithm for
real time systems [6]. In this approach shared memory resources are protected using mutexes.
System operation time is divided into two phases: reading phase and writing phase. To get an access
to a shared memory the process must acquire the appropriate mutex for reading or for writing
depending on the access type. All memory reading operations start in the beginning of the phase and
the phase is not changed until all requests in the current phase are done. Writing operations are done
in the writing phase in FIFO order.

4.2 Combining mechanism

The work [7] proposes the following approach: the memory is a set of memory devices. Devices and
processing units are connected using a layered packet switched network.

The network has the following properties:

e  The network is no overtaking. It means that if two messages are sent from one node in some
order and arrive later at some other node then they arrive in the same order as they were sent.

o  Areply message is sent back using the same path as the request message.
The memory requests are Read-Modify-Write (RMW) operations. An RMW operation is equivalent
to the execution of the following function:
function RMW (X, f)
begin

temp := X;

X = £(X);

return temp;
end
This operation applies the transformation f to the value X stored in memory and returns the old X
value to the processing unit.
The combining mechanism is an approach to handle parallel requests to the same memory location.
A memory request has the form (id, addr, f), where id as a unique request identifier, addr is an
address of the memory location and f is an identifier of the transformation function. When two
requests to the same address are received on the same network switch they are combined into single
request. It is done in the following way: the messages are (id1 , addr, f) and (id2 , addr, g). They
have the same memory address and conflict. Combining them into single request is done according
to the following steps:

e  The switch saves id1, id2 and f and forwards the message (id1, addr, f° g).

e When a reply message (id1, val) reaches the switch, the saved information is retrieved by
matching the ids. The message (id1, val) is forwarded as a reply to the first request and a
message (id2, f (val) is forwarded as a reply to the second request.

4.3 Write-update algorithm

In the work [8] various cache coherent algorithms are overviewed. One of them is write-update
cache coherence policy. According to this policy, if some processing unit writes data to the memory
it is updated in the same cache blocks in other processing units’ cache.

It can be applied to the NPU in the following way: each processing unit has its memory device for
the packet processing algorithm state. Memory devices located at pipeline stages with equal depths
are connected with a shared bus. When a processing unit reads data from the state memory the value
is taken from the local memory device. When some processing unit writes data to the state memory
it is written to the local memory device and updated in all other memory devices using the bus.
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4.4 Result

The problem of the FMLP algorithm is that phases do not have fixed length, so this approach can
lead to request locking for an unestimated period of time what can lead to pipeline errors because it
has only 250 ticks to process a packet header. Two other approaches do not allow such behavior, so
their applicability and exact properties will be evaluated during the experimental research. The
overview results are shown in the table 1.

Table 1 Algorithm overview result

Algorithm Value Memory access time (read | Possibility of long-
[ write), ticks time blocking
FMLP Depends on the|1/1 +

blocking duration

Cobining mechnism 1 Number of switches on the
route to memory device

[EEN

Write-update algorithm 1/2 -

5. Proposed NPU architecture modifications

5.1 Memory synchronization via the shared bus

In this approach, the following modifications are proposed: memory devices containing the
algorithm state are added to each pipeline stage. Memory devices on pipeline stages with equal
depths are connected using a shared bus. The bus is used to synchronize data in the memory devices.
When a memory cell in some memory device is updated, the new value and memory cell address
are sent to other memory devices via the bus.

There are two operations available for the processing unit: read a value from a memory cell and
write a value to a memory cell. When the value is read it is taken from the memory device that is on
the same pipeline stage. When the value is written to the memory it is written to the memory device
on the same pipeline stages and then is sent to appropriate memory devices in other pipelines.

5.2 Combining mechanism

In this approach, memory devices and processing units are connected using a packet switched
network-on-chip with special switches that allow to combine memory requests. Memory requests
have a Read-Modify-Write form. Memory request has a form of a tuple (id, addr, f) where id is a
unique request identifier, addr is a memory cell address and f is a memory operation identifier. The
response consists of two values: request identifier and the value that was in the memory cell before
the memory operation was done.

This approach requires memory cells and network switches to have specialized arithmetic units to
perform memory operations and memory request combinations.

6. RUNPU simulation model

The RuNPU simulation model is used for the experimental research. It is written in Python
programming language and allows to evaluate various NPU parameters such as pipeline throughput
and power consumption. The simulation model input consists of two parts: pcap files with test
packets and the packet processing program written in the assembly language. Each ingress port has
separate pcap file with a sequence of packets. The output consists of the statistics and pcap files with
packets that were sent via the NPU egress ports.
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The simulation model consists of a number of the modules that are responsible for NPU modules
work simulation. These modules are:

e  Main application module. This module is responsible for other modules initialization and
configuration.

e  Pipeline module performs pipeline initialization and controls all pipeline components. There
are 24 pipelines in the RUNPU simulation model.

e InFIFO module reads the network packets from the pcap file that corresponds to the NPU
ingress port.

e  OutFIFO module writes processed packets to the pcap file that correponds to the NPU egress
port.

o DE (Decision Engine) module represents the NPU pipeline stage and is responsible for packet
header processing according to the packet processing program.

e  PacketMem module stores the packet bodies while packet headers are being processed in the
pipelines.

For each proposed approach the simulation model was modified. For the synchronization method

based on shared bus the following modules were added: memory devices for the data-plane

algorithm state and the shared bus modules. For the combining mechanism approach the network

module, network switch modules and memory devices for the algorithm state were added to the

simulation model.

7. Experimental research

For the experimental research a program that implements flowlet switching algorithm was written.
This algorithm is used to balance packet flows on transport layer and requires state synchronization
between the NPU pipelines. Pcap files with test packets were generated. Test packet sequences
contain a number of packet groups. Each group consists of packets that belong to a single transport
flow.

During the experimental research the test packets were processed by the simulation model and the
required statistics was collected. The experimental research consists of a series of the NPU
simulation model runs with a different number of pipelines working with the state. It allows to
evaluate how the number of pipelines actively working with state affects the time required to process
a packet header.
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Pipelines working with state

Fig. 2 Shared bus approach evaluation results
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The experimental research results for the shared bus approach was finished (Fig. 2). It shows that
the number of ticks required to process a packet header does not exceed 250 ticks.

9. Conclusion and future work

This work proposes the RUNPU architecture modifications that allow to synchronize stateful data-
plane algorithm state between the NPU processing pipelines. An overview of the existing methods
was done and two approaches were selected for further implementation and experimental research.
A simulation model and test data for the experimental research were prepared.

In the future it is planned to finish an experimental research for the combining mechanism approach
and determine what approaches are applicable.
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AnHoTamms. JlaHHas CTaThsl MOCBALIEHa MpoOiemMaM KiacCH(UKAUKM MaKeTOB B apXHTEKType CETEBOTO
nponeccoproro ycrpoiictsa (CITY) 6e3 BbImeneHHOro acconuatuBHOTO ycrpoiicTsa. [lon kmaccupukanueit
MBI MTOHMMAaeM IIPONecC WACHTHU(HKANNK IaKkeTa o ero 3aroioBKy. Ha srame kmaccudukammu tpebGyercs
peanu3anust CTPYKTYp AAHHBIX JJIS XpaHEeHUs TaOi oTokoB. B manHo# pabote paccmarpuBaetcs CITY 6e3
ajipecyeMoi maMsITH, a TaOJIUIIBI TIOTOKOB MPECTABIIIOTCS B BHJE MPOTpaMMBI Ha s13bIke accembiepa CITY.
Jns nepeBozja TaOnuIl MOTOKOB B MPOTrpaMMy Ha s3bIKe acceMOyiepa HCHONIb3YeTCs TPAHCIATOP TaONHILL
noTokoB. HeoO0XoAMMOCTh peann3alii aaropuTMOB CKAaTUsl AAaHHBIX B TPaHCIATOpPE TaOJMI[ MOTOKOB
00ycnaBiInBaeTcs TeM, YTO COBPEMEHHbIE TaOJIUIIbI TOTOKOB MOT'YT 3aHUMATh MaMATh 00BEMOM 10 JECSITKOB
MmerabaiT. B Hacrosiell craThe paccMaTpUBAIOTCS CIEAYIOUIME aJrOPUTMbl CXKAaTHA AAHHBIX: aJTOPUTM
ONTHMAJBHOTO KAIIHMPOBAHHS, PEKYPCHBHOIO OTCCUCHUS] M OOINME aITOPUTMBI CKaThs AaHHBIX. OIeHKa
peanu30BaHHBIX AITOPUTMOB CKaTHs JaHHBIX IPOBOJMIACHE HA UMHUTAMOHHON Mogenu CITY.
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1. Introduction

At present, software-defined networks (SDN) are in active development and require high-
performance switches [1]. The main functional element of the high performance SDN switch is a
programmable network processor (NP). The network processor is a system-on chip specialized for
network packet processing. In this work, we consider a programmable NP. A programmable NP is
one that supports on-the-fly modification of the packet processing program and the set of header
fields to be processed.

In this article, we discuss data compression algorithms used for flow tables. Flow tables are needed
for packet classification process. A flow table is the set of rules defined by OpenFlow protocol.
OpenFlow is one of the most common protocols for controlling a network SDN switch. This paper
considers OpenFlow version 1.3 [2]. Each rule contains a match field, a bit string by witch a packet
can be identified and a set of actions, that the NP performs on this packet. Classification is the
process of the identification of a network packet by its header.

This article has the following structure: in second section we introduce problem, in third section we
introduce the NP architecture and flow tables translator, in fourth section we describe related work,
in fifth section we describe data compression algorithm implementation and in sixth section we
introduce our evaluation methodology.

2. The problem

Let us consider OpenFlow tables formalisation. An ordered set of all considered attributes is denoted
as I = {my,m,,...,my}. Every attribute m; from the set I is described by a bit string m; €
{0,1,4} . In this article symbol * denotes any bit. But, if 3m/ € m; and m/ = x, then for vm} ,
where k > j,m¥ = «. The length of the attribute is denoted len(m;) = W.

Flow tables are represented by a set of rules R = {ry, r,,..., 1,}. With every rule r; binding the
features:

e Anindexi;

e Anpriority p; € Z,;

e A vector of values of attributes f; = {f1, £ ,..., f¥ }, where fij is an attribute value m; € I,
e Asetofactions Ai = {ay,a,,...,a,}.

A network packet header x and its metadata with vector values of attributes g
{94, 9%...., g*} (x - g), a match rule r; € R with a vector of values of the attributes f;

(f f2 ,....fF }and a priority p; (arule r; € R identifies a network packer with a vector values of
attributes g), if:

1) avector values of attributes g match a vector of values of the attributes f,vg; € g, len(g;) =
len(f), v, € f!, £/ € {xg"} L = 1k;

2) apriority p; is the highest among all rules ; € R, if a vector g match a vector f;.

The set of rules R must satisfy the following constraint. For any two rules r;,7; € R,7; # 1, if their

vectors of values intersect, there is a set of attribute values. This set corresponds to vectors of values

of attributes of both rules p; # p;.
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Let us introduce the function for network packet identification x — gin flow table R, (denotes as
R(x)). It returns a set of actions, that corresponded to the rule x — gin.

R(x) = A,, where 4,, is the set of actions 7; € R.
We need to introduce a similar concept of the sets of rules R, and R,. The set R, is similar to the

set R, when for any network packet header, that can be identified by some rule from the set r; €
Ry, and there exists another rule that identifies itas 7; € R,, and 4; = A4; .

We need to develop an algorithm for compressing flow tables. This algorithm must translate an input
flow table (a set of rules R;) into a new compressed set of rules R,.

1) The set of rules R, is similar to the set of rules R,.

2) The cardinality of the set R, must be lower than the cardinality of the set R;.

3. Network processor architecture

In the considered NP the pipeline architecture is used, with each pipeline consisting of 10 computing
blocks. To avoid complex memory organization, there is no associative memory in the considered
NP. The NP uses the same memory both for commands and data.

Let us consider the pipeline NP architecture. Each computing block has an access to the memory
area where the program with data is located. There is a limit of 25 clock cycles per packet on each
processing block. There is up to 512 kilobytes to store assembly language program representing flow
tables. Due to the instruction set architecture, there is no separate memory area where data is stored.
Therefore, the microcode contains all the data, required to classify packets.

3.1 Flow tables translator

Flow tables translator is a tool that is executed on CPU. It is used for flow tables translating into
assembly language programs, that can be interpreted by NP. Flow tables translator uses tree
structures for flow table representation. Every node of the tree structure can be associated with a
table rule. After building a tree every node is translated into a part of an assembly language program.
Here is a flow tables translator workflow:

1) Load a flow table from file.

2) Check every rule in the table.

3) Build a tree structure from a set of rules.

4) Translate every node into a part of an assembly language program.

5) Combine all translated parts into the one assembly language program.
6) Add a header that corresponds to used protocol.

7) Write the assembly language program into file.

This tool was implemented in work [3]

4  Related work

In this section, we introduce a review on data compression algorithms, that already used for other
network processors [4]. To choose algorithms for implementation in NP we used the following
criteria:

1) Compression rate, is needed for algorithm performance evaluation.
2) Evaluation of compression algorithm complexity.

3) Usability of compressed flow tables without decompression.

4) The necessity to use external memory by the algorithm.
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4.1 Most common data compression algorithms

Data compression algorithms have evolved over the years. Nowadays compression algorithms can
be used in many different ways. In this section we describe the algorithms that compress data in
binary format. There are most known of them: Huffman codding, JPEG, LWZ, zip. These algorithms
require decompression for data usage. And this is why we will not use them in our flow table
translator.

4.2 Optimal rule caching

Optimal rule caching algorithm is more specific data compression algorithm. It is used for table
compressing in SND switches [5]. It is based on search tree structure, that is built based on rules
usage frequencies. There are two trees: the first tree consists of the most used rules. This tree is
translated into assembly language program. The second tree consist from other rules; it is stored in
CPU memory.

4.3 Recursive end point cutting

Recursive end-point cutting algorithm is based on HyperSplit tree usage. Compressing is performed
by destroying duplication rules [6]. This algorithm permits operations with flow tables without full
rebuilding tree. By rules duplication we understand the following rules:

e Arrule storing in a node duplicates the rules in leaf nodes (particle duplication).

e Arule storing in a node duplicates the rules in all leafs nodes (full duplicating rule).

This algorithm recursively uses NewHypersplit tree to remove duplicate rules from the currently
being built tree. The deleted duplicate rules are then collected into a second rule table, called a
recursive table, to build a second tree. It is possible that duplicate rules still exist in the second tree,
and some of them are also removed and used to build the third tree.

This tree building process is performed recursively while there are duplicate rules in the last tree.

4.4 Algorithms comparison

Let us describe data compression algorithms comparison in Table 1. Each algorithm has its own
pros and cons.

1) Optimal rule caching — has the highest compression ratio, and is quickly implemented in the
considered NP. The need to use external memory imposes additional overhead on some packet
processing.

2) Recursive end-point cutting — has the lowest compression ratio, it is more difficult to implement
than the optimal rule caching algorithm. Moreover, this algorithm does not require the use of external
memory.

3) Common data compression algorithms — have good compression ratios on average, but require
data decompression.

Tablel. Data compression algorithms comparison

Name Complexi_ty of Compression | CPU memory | Decompression
construction rate usage needed

Optimal rule O0(N?) 0.1...09 yes no

caching

Recursive end- O(N 0.1 no no

point cutting * log(N))

Common data O(K * log, N) 0.1...0.8 no yes

compression

algorithms
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5. Our solution
In this section, we introduce our solution of flow tables compressing.

5.1 Flow table optimization

First of all, we need to introduce operation getting last important bit last(m;) = j, m{ € {0,1}
and m(i”l):*. We claim that the rules ;€ R and 7, € R are the same if vu €
len(f;) last(f* ) = last(f*) = Lbut f*' # f* and A; = A;. For flow table optimization we

need to remove all same rules.

5.2 Main flow table compression algorithm

Let us introduce a packet header distribution P where p,, mean network packet income probability
x > g = {g%g%...,9"}. We need a correction ratio T» (R;,R,) where R, and R, are two
different flow tables. Thus correction ratio means probability of incoming network packet header by
distribution P. As well as probability of identifying this network packet by rulesr; € R, and r, € 2.
Moreover, the sets of actions of this rules are similar A, = A,, A €ry, 4, € 15.

Tp (R, Ry) = z Px
x=g,R1(x)=Rz(x)
The optimal correction ratio for flow table R and a number of rules n and a network packet header
distribution P is:

{(n,R,P) = o max Ty (R, R)).

vlRi|<=n
Let p® be probability of choosing rule r; € R, in distribution P. Let rules in flow table R be in not
increasing order of their probabilities. Then:

{(n,R,P) > z pl+1- Z pt = n/no0.
i€[1,n] i€[1,n0]
This algorithm needs exploration and building a flow table R, based on input flow table R. There is
a minimal set of rules (n,) and a maximum optimal correction ratio {(n, R, P).

5.3 Software solution

In this section, we introduce software workflow of our algorithm. First of all we need to add a new
fields in tree structure nodes for our algorithm.

e A probability into tree node. It must be filled if node contains rule.
e Asum of probabilities of leaf nodes.

Let us introduce program operation for split tree.

e  Generate a set of tree nodes.

e Sort this set in non-increasing order.

e Create a counter that stores a sum of node probabilities.

e Get the first node with maximum self-probability.

¢ Increase the counter.

e Add this node into another set and remove from first.

¢ Repeat last three operations while counter less than 0.95.

e Build tree from second set of rules.

After performing these operations, we get the set of nodes. We could build first tree from second set
of rules and second tree from first set of nodes. After this, we need to translate the first tree into an
assembly language program.
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5.3.1 Notation used

Let nodes, node, — tree vertices, value — some feature value. Let’s introduce the following notations:
e Tree.root — the root node of the tree Tree.

¢ node;(value) — the descendant of the node nodes, connected to it by an arc with the mark value.
e nodes.rules — set of rules corresponding to node node.

¢ node;.edges — set of marks of arcs coming from node node.

e nodes.prob — an amount of probabilities of rules.

e copy(nodey, val, node;) — a procedure that adds to the node nodel a descendant with an arc
marked value, copying the tree that forms the node node,.

e equals(nodes, nodey) — function that returns true if the trees formed by nodes node; and node;
are the same, otherwise it returns false. The comparison takes into account the rule sets and arc
labels associated with the nodes.

e same(rules, rulez) — function that returns true if rules are same.
e isleaf(node;) — function that returns true if node; — tree leaf, otherwise it returns false.

5.3.2 Flow table optimization algorithm
Let us introduce procedure Same (Listing 1), it returns a set of rules that are a union of same rules
in the sets of two nodes.

Let us introduce flow table optimization algorithm. It can be described by the procedure Optimize
(Listing 2), where node — tree node. For optimizing flow table, we need to perform this procedure
to Tree.root.

1 procedure Same(node 1, node 2):

2 rules = {}

3

4° for all rule 1 in node 1l.rules do

5 for all rule 2 in node 2.rules do

6" if same(rule 1, rule 2) then

7 rules += {rule 1 union rule 2}
8" endif

9

10" return rules

Listing 1. Procedure for obtaining a set of rules derived from the same rules

1 ' procedure Optimize (node) :
2 if not isleaf (node) then

3 for all val 1 in node.edges do

4 for all val 2 in node.edges do

5 if val 1 not equal val 2 then

6 node.rules += Same (node(val 1), node(val 2))
7 endif

8 for all val in node.edges do

9 Optimize (node (val))

10 endif

Listing 2. Procedure for optimizing the tree
6. Evaluation

6.1 Evaluation methodology

In this section, we describe evaluation methodology. Flow table compression algorithms can be
assessed by an assembly language program evaluation. This is so because flow tables translator with
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implemented data compression algorithms translates flow table into an assembly language program.
We used the following parameters in our evaluation:

e An assembly language program memory usage%Memory usage by assembly language
program.

e An assembly language program average number of instructions requires for one packet
processing.

The described analysis requires doing the following actions for each flow table.

1) Choose a flow table for this experiment.

2) Translate the flow table using flow tables translator implementation based on: LPM tree, AVL
tree, Our flow table compression algorithm.

3) Execute simulation on the NP simulation model.

4) Evaluate results.

6.1.1 Memory usage calculation method

The flow tables translator tool uses intermediate flow table representation as trees. Each node of the
tree is translated into an assembly language program part. Fully assembled from parts assembly
language program has N instructions. Every instruction uses 128 bits of memory. Therefore, memory
usage defined as M can be calculated as:

M = 128 = N.
In our evaluation results we use Kbytes to represent memory usage units.

6.2 Evaluation data
Several variants of the flow tables should be used for the evaluation. These variants cover most
usable network protocols. In this section, we will introduce the flow table templates.

o The first pattern — a flow table rule pattern contains the values of three attributes: an input port
number, a destination MAC address and a source MAC address.

e The second pattern — a flow table rule pattern contains the values of two attributes: an IPv4
destination address and an IPv4 source address.

e The third pattern — a flow table contains five attributes: an input port number, a destination
MAC address, a VLAN ID, a L3-level header ID (EtherType) and a destination IPv4 address.

An example of input data represented in Listing 4.

1 {SRC MAC , DST MAC , INSTR}

2 {SRC MAC , DST MAC , INSTR}

R T —— - o +
4 | 1 | 12 | 10:1 | goto table 1 |
5 4-——f-mmm—————— - o~ +
6 | 1 | 23:45 | 20 | goto table 1 |
A e - o~ +
8 | 1 | :0 | el | goto table 1 |
9 +———F————————— - o~ +

Listing 4. Example of input data for input of a flow table

6.3 Evaluation results
We performed an evaluation on the simulation model of the NP. This evaluation shows that our
solution allowed to use several times less memory of the NP.

We carried out our research for different sized flow tables. Currently, the maximum size of a flow
table is 6000 rules with compression. Flow table without compression can contain only about 1500
rules.
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Optimal caching has the best compression rate (fig. 1a) but the worst average number of instructions
required to processing one packet (fig. 1b).
This can be explained by necessity to use many instructions to make the CPU call.

|DE| AVL treelINo compression J3 Oprimal caching ISREC BINP limit i
g w | |
o =
f 1.000 |- - £ 60 =
2
§ 5 40+ -
e £
v 500 |- M | an N £ — M . A
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e T T
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(al Network processor memory usage depends different (bl Average number of instructions for processing one
tlow table sizes, packet depends flow table size

Fig. 1. Results of evaluation

7. Future work

In the future works, we will refine evaluation data. We expect less memory usage with our
compression algorithm implemented into flow table translator. In the first experiments conducted,
we obtained results showing a significant reduction in the amount of memory usage with the help
the data compression algorithm. After this we could check possibility of TCAM memory
implementation and use this compression algorithm for it.
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1. BaedeHue

OOmenpuHATas Mpoeypa Ul JUATHOCTHKH CEPACYHBIX MATOJIOTUI — 3IeKTpoKapanorpadus B
12 orBenenusx. CHsATas ANIEKTpOKapIuorpaMma MpeacTaBsieT cO00H KpUBbIE, KOTOPBIE OTPaXKAIOT
M3MEHEHHE OMOAICKTPUUECKHUX MMOTEHIINANIOB, TEHEPHPYEMbIX MBIII-IIaMH pabOoTaroLIero cepala,
BO BpeMmeHH. 12 orBenernit OKI' mpuHATO AETUTH Ha JBE TPYIIIIEL:

e 6 otBeneHui o1 koHeuHocTel: 3 yHunosspHeIx (I, II, IIT) u 3 bunoxsapuseix (aVR, avlL, aVF);

e 6 rpynubix otBeneHuit (V1, V2, V3, V4, V5, V6).

Hecmotpst Ha GoJIblIe KOJHMYECTBO PaOOT, MOCBSIEHHBIX MOCTPOCHHIO 3P (PEKTUBHBIX AJITOPUTMOB
ABTOMATHYECKOH KiIacCU(UKAIMU AIIEKTPOKApIUOTpaMM, 3Ta mpobiemMa HO-TPEeKHEMY OCTaeTcs
aKkTya’bHOH. Mojenn, OCHOBaHHBIE HAa BPYYHYIO CO3JAHHBIX METOJAX W3BIICUEHHS NPU3HAKOB,
MOT'YT HE YYHUTHIBaTh CKPBITBIE 3aBUCUMOCTH, HEOOXOAUMBIE [Is OoJiee TouHOI Kiaccudukarmu. B
TO K€ BpeMs MOJAENIU TIJIyOOKMX HEHPOHHBIX CeTeil He TpPeOyIOT 4YEeNOBEYECKHX 3HaHHH O
NpeMETHON 00J1acTH, B KOTOPOW OHU NMPUMEHSIOTCSI U MOTYT OBITh 00y4YEHBI HE3aBHCHMO OT HUX,
BBIICISIST HanOoyiee Ba)KHBIC 3aKOHOMEPHOCTH B CHTHANAX MUl W3BJICUECHHUS NPU3HAKOB WIIH
kinaccuukanuu. I'iryObokne HeHpOHHBIE CeTH OBUIN BIIEPBBIC UCIIOIB30BAHBI IS KIaCCH(DUKAIINU
OKI' oTHOCHWTENBHO HENABHO, HO OHH Cpa3y e IOKa3aJl MHOTOOOEMIAOIINE PE3YJNbTATH,
IPOJEMOHCTPUPOBAB KAYECTBO PACIHO3HABAHUS HEKOTOPHIX MATOJOTHM, COMOCTaBUMOE C
4eloBeYeCKHM. TeM He MeHee, TAKUE MOJIENIN YyBCTBUTENBHBI K TUITY BXOJHOTO CUTHAJIa, Ka4eCTBY
U KOJIMYECTBY Pa3METKH, a TAKoKe K pa3IMYHBIM METaJaHHBIM.

B nmpencraBieHHON cTaThe MBI PaCCMaTPHUBAEM HEAPXUTEKTYPHBIC CIIOCOOBI YITyUIICHHS Ka4eCTBa
kinaccudukanmu DK ¢ ucrons3oBaHreM Tiy00Koi HeHpOHHOH ceTH. B craThe paccMaTpuBaroTCs
Takhe CrocoObl, KaK BKJIIOUCHHWE METAJaHHBIX IIal[eHTa, YCTpaHeHHWEe IIymMa u oOydeHue
caMOaJanTHBHON Mojenu. [locTaBineHbl pasziIHYHBIE IKCIEPUMEHTHI, OLIEHUBAIOIINE BaKHOCTH
Pa3NUYHBIX MapaMeTpoB Ui oOyueHHs Mojenu, Takux Kak anmuHa OKI' 3ammcu, KOJIM4ecTBO U
BBIOOp OTBeleHHH, 00beM 00yuaromeil BRIOOPKH. DKCIEPUMEHTHI, IPOBEACHHBIE HA IOTy4YeHHBIX
00BeMax MaHHBIX, CBHIETEIHCTBYIOT O PEJIEBAHTHOCTH NPEAJIOKEHHBIX METONOB M Ba)XHOCTU
BEIOOpA MapaMeTpOB OOyICHUS.

2. O630p cywecmeyrowux peweHuu

B sTOM pazzerne KpaTKo ONMUCHIBAIOTCS HEaBHO MOSIBUBIINECS alITOpUTMBI Kitaccupukannu JKI'.
Mupoxoe pacmpocTpaHeHue NUGPOBEIX CUCTEM TUATHOCTHKH 30POBBS NMPHUBEIO K HAKOIJICHUIO
OONBIINX MAaCCHBOB MEAMIMHCKHX [aHHBIX M, KaK CJIEICTBHE, K BO3MOXKHOCTH YIIyYIICHHUS
CYLIECTBYIOIUX CUCTEM aBTOMATUYECKOI TUarHOCTUKY 3a CYET UCIIOJIb30BaHHUs HEMPOHHBIX ceTeH
(1] [2].

Juis pemieHus 3a7auM KIACCH(PHKAIMK AIIEKTPOKAPIUOTpaMM OBUIM MPEIIOKEHBl Pa3IUIHbIC
ApXUTEKTYpBl TIIyOOKMX HEHpOHHBIX ceTedl. Hampumep, B [3] pekyppeHTHbIE HEHpOHHBIE CETH
MCTIOJIb30BAJINCH JUTS paclio3HaBaHMs apuTMHK. B paboTe cpaBHUBAINCH apXUTEKTYPhI HA OCHOBE
nonroit kpatkocpounoit mamstd (LSTM) m ynpaBisiembix pexyppeHTHBIX OnokoB (GRU). B
KayecTBE BXOJHBIX JAHHBIX HCIONb30BajJCid CUTHAN TOJIBKO OAHOro OTBeAcHMA. Kpome Toro,
aBTOPBI OTPaHUYMIINCH 33/1aueii OMHapHO Kiaccudukanuu. PexyppeHTHas HelipoHHas ceTh Ha Oa3e
LSTM Takxe ucronp30Baiach B KA4eCTBE AITOPUTMA TS M3BIICUCHUS TII00aTbHBIX TPU3HAKOB [4].
B [5] pacno3HaBaHue apUTMUI OCYIIECTBIISAIOCH C TIOMOIIbIO BEPOSATHOCTHON HEHPOHHOI ceTH
(PNN). Ha Bxop eft nogaBasicsi BEKTOp MPU3HAKOB, MOJYYEHHBIH C ITOMOIIbI0 [(poBoii 00paboTkn
CUTHalla, KOTOpas COCTOsUIa M3 BeUBJIET-TIpeoOpa3oBaHus, AeTeKTHpoBaHUS R-mmka, QRS-
KOMIUTeKca, a Takke P u T BonH. B [6] kiraccnuuupoBamich TOJIBKO TPH THIIA CEPACYHBIX PUTMOB
1 1711 HUX KCTIOJIh30BANIaCh HEMPOHHAS CETh ¢ MHOTOCIONHBIM TiepcenTponoMm (MLP NN). Ha Bxon
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el TakKe IMoJaBajcs BEKTOp NPU3HAKOB, OJHAKO IIOMHMO OOpabOTKM CHUTHAJIOB W H3BICYCHUS
IIPU3HAKOB B paldoTe TakKe HCIOIb30BajCs He3aBUCUMBIM KommoHeHTHBIM aHanu3 (ICA) mns
MOHMKEHUSI pa3MEpHOCTH. BekTop NpHU3HAKOB MOAABAjJCS M HA BXOJA JABONHON IMOJHOCBA3HOM
HeiiponHo# cetn [7]. IlpuMmeHeHMEe TakoW apXHUTEKTYpsl ObBIIO OOyCIOBIEHO OOpHOOH C
HecOaaHCHPOBAaHHOCTRIO YeThIpeX kiaccoB. OHM OBUIM pas3feneHbl HA IBE TPYNIBI U IHepBas
HEWpOHHAS CETh YYMIIACh ONPEICISATh CHUTHAI B OJHY M3 3THX Ipymim. Bropas HeipoHHas ceTb
HCTIONH30BANIACh ISl KJIACCU(HUKALMK CUT'HANA BHYTPH NEPBON Ipynisl. BHyTpr BTOpOH Tpymirst
KiaccuduKaiys IpoBoIUIIach ¢ MOMoIIbio oneHkn RR-uHTepBana.

ITpoGnema HecOamaHCHPOBAHHOCTH KJIACCOB SIBIISIETCS THIMYHOM UIS 3JICKTpOKapauorpaduu u
BEI3BIBACT TPYIOHOCTH, CBSI3aHHBIE C OOydeHHMeM HEHpOHHBIX cereil. OOHMM M3 CHOCOOOB
IPeoJoNeHNs AnucOanaHca SBIAIOTCA KIACCHMYECKHE METOAbl YBEIMUYCHUS aHHBIX, TAKHX Kak
CABUTH, TIOBOPOTHI M300paXK€HHS BIOJIb TOPU30HTAIBHON HIM BEPTHUKAJIbHOM OCeH, BpalleHHe,
KOTOpbIE CTalM BaXXHBIM IIArOM B 3ajadaXx KOMIBIOTepHOTo 3peHus [8]. OnHako Takue
peoOpa3oBaHus MOTYT HapPYIIUTh 3aBUCUMOCTh MEXy HEKOTOPBIMH IIPU3HAKaMH B CUTHAJIAX, 4TO
OTPHIIATSIILHO CKaKETCs Ha KadecTBe 3TuX AaHHbIX. AnroputMm SMOTE (Synthetic Minority
Oversampling Technique) Takxe sBISETCA METOJOM YBEIMYCHUS KOJIMYECTBA MPHUMEPOB B
HalMEHEe paclpOCTPAaHEHHBIX KJaccax, OJHAKO B OTJIMYME OT KIACCHYECKUX IPUEMOB
ayrmenrtanui, SMOTE co3maer «Onu3kue» K HCXOIHBIM INPHUMEPHI, KOTOpBIE HE SBILIOTCA
peoOpa3oBaHUEM KaKOro-TO OIHOTO CHTHaJla M HE HapyIIAIOT 3aBHCUMOCTb MEXKIY IIPU3HAKaMU.
Taxue npuMepsl SBISIFOTCS TPOMEXYTOUHBIMHE, MEKTY JBYMS COCEJHUMH B HAOOpE JaHHBIX. DTOT
aJTOPUTM HUCIOJIB30Bajcs, Hanpumep, B [9] u [10]. Tem He menee, anroputM SMOTE Hukak He
YUUTHIBAET INIOTHOCTD PACTIpECTICHUSI MCHEE PACIPOCTPAaHEHHBIX KiaccoB. Ecin oHM paBHOMEpHO
C HU3KOW IIOTHOCTBIO pacIpeieiieHbl B MaKOpUTapHbIX kiaccax, To SMOTE nHapyummr sto
pacrpezeneHue.

Brpouem, cymiecTBYIOT TEHEpaTHBHBIE MOJENH, KOTOpPBIE Yy4aTcsi BOCCTaHAaBIMBATH TaKOE
paciipeeneHle ¥ 10 HEeMY CHHTE3MpOBaTh HOBbIE IpHMepbl. OAHUM W3 BHIOB T€HEPaTHUBHBIX
MoOJIeNiel  SBIIAIOTCS TeHepaTUBHO-cocTsa3aTenbHble ceTh (GAN), KOTOpble TMOKa3ald CBOKO
3¢ QEeKTUBHOCTh IPU CHHTE3e H300pakeHHH B Heckosbkux obmactsix [11]. Tak B pabore [12]
MoKa3alu, YTO CHUTHAJbl, CHHTE3WPOBAaHHBIE C IOMOINBI0 T'€HEPATHBHO-COCTA3ATENBHBIX CETeH
BHOCSIT OOJIBIINI BKJIAJ B KayecTBO KiIacCH(UKAIMU, YeM JIPYTHe PacHpOCTPAaHEHHbIE METOJIbI
YBEJIMUYECHHUS JTaHHBIX.

HawuGomnee yacto ncnosszyemoit st knaccudukaipn KT apxurexTypoii riy6okoli HEHpOHHON
ceTH sBisAeTca cBepTouHas HeiipoHHas ceTb (CNN), Tak kak CNN AeHCTBYIOT OHOBPEMEHHO Kak
QNTOPUTM H3BJICYCHHS NPHU3HAKOB M Kak Kkiaccudukarop. [ns oOHapyxeHus (GpUOpHIIAINH
npeacepauii Cst (Yong Xia) u jap. [13] wWCOONB3yIOT ABYMEPHBIE CBEPTOYHBIE CETH IS
KIIaccH(UKaIMN 3IEKTPOKapANOTPaMM T10 CIIEKTPOTPaMMaM, MOJTYUSHHBIM € T10-MOIIbI0 OKOHHOTO
npeoOpasoBanus Pypbe WK TUCKPETHOTO BerBreT-nipeobdpasosanust. [munep (Vadim Gliner) u ap.
[14] nmpemnoxunu nBe pasuble apxuTekTypsl CNN, oxHy, OOy4eHHYIO C HCIIOJIb30BaHHEM
IU(POBBIX CHTHAIOB, a JPYTyl0 C MOMOILIbI0O M300paKCHUH. DTH METOIbl MOKa3aln BHICOKHE
pe3yIbTaTHl B BRIABICHUH GuOpmuinuy npencepauii (AF).

B [15] n [16] CNN npumensimch HemocpeacTBeHHO k curHanry OKI. HaGopel naHHBIX,
UCTIONb3YEMBbIE B ATHUX CTaThsIX, ObUIM 3HAYNTEIHHO OOJIBIIE, YEM BO BCEX paHee YIMOMSHYTHIX
Ha0bopax, MOCKOJbKY OHHM HE SIBIAIOTCS oOIlenocTynmHbIMH. B pamkax nccnenoBanus [15] Obun
nonydeH Habop 3ammceir DKI' B omHom otBenennu. CoOpaHHBIC JaHHBIE OBUTM aHHOTHPOBAHBI
cepTuGHUIMPOBAHHBIMU Kapauojgoramu. 3ateMm, ogHoMepHass CNN ¢ ocTaTo4HBIMH OJI0KaMu Oblia
oOydeHa IpecKa3bpIBaTh THII pUTMa Kaxabie 1.21 cekyH/IpI Ha OCHOBE COOTBETCTBYIOIIETO CHTHAJIA
OKT 6e3 npenBapuTeabHON 00pabOTKH.

Pubeiipo (Antonio H. Ribeiro) u ap. [16] ucrons30Bany TaHHBIE CHCTEMBI TEJIEIHArHOCTHIECKOTO
mouutopurara OKI. Hcmoms3oBanHass BbeIOOpKa coctosia u3 2 470 424 3zamuceir DKI' B 12
OTBEJICHHUSAX, YTO COOTBETCTBYET 1 676 384 manmentam. Kak u B [15], Mozenb npencraBiseT coooit
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onnomepHyto CNN ¢ ocrarounbiMu O10kamMu. OOyueHHas B TOM HCCJICIOBAHUH MOJEINb JIOCTHIJIA
Oosiee BBICOKOTO KayecTBa KiacCH(UKAIMM IATOJIOTHH, YeM 4YeNOBEeK, JJISI HEKOTOPBIX U3
paccMaTpUBAEMBbIX IATOJIOTHI.

B pabote [17] npoBoaunTcst psijt pe3yIbTaTOB CPAaBHUTEIHFHOTO aHAJIM3a HEJABHO OITyOJIMKOBAaHHOTO
Habopa naHHbIX PTB-XL, oxBaThIBalOIMX pa3nuyHble 33/1a4d MamuHHOTO 00ydeHus it OKI.
BakHO OTMETHUTB, YTO aBTOPBHI KOCHYIUCh CPABHEHHUS PA3IMUYHBIX apXUTEKTYp HEHPOHHBIX ceTeH
Jutst 3aiaun knaccupukanuy DK v npegocTaBuiIi HCXOJHBIA KO TSl UX TECTUPOBaHHS B OO
nmoctyt. Tekymiast paboTa MOCTPOCHA Ha MX Peaji3allii apXUTeKTYphI HelipoHHOM ceTH resnetld50.

3. Memodosnozusn

3.1 Mopenb

Just knaccudukarun DK rcnonp3oBaiack CBEPTOYHAs HEUPOHHASI CETh C OCTATOYHBIME OJIOKAMHU
resnet1d50, aganTupoBanHas i paboThl ¢ OMHOMEpPHBIMU AaHHBIMU (curHan DKI' B mMcxomHoM
Buzie). Mogens Obula pa3paboTaHa ¢ HCIOJb30BaHHEM (peliMBopka Pytorch, Ha ocHOBe
peanuzanuu, IpeacTaBiIeHHOH B [17]. ApXUTekTypa MOJeNn peACcTaBieHa Ha puc. 1.

Signals

. o

Max |

Conv| BN |ReLU Pool

| BN | <€— Metadata

| |
Res Res Res Res | - ]
Grp3  Grpd Grp6  Grp3 ’—> 8N |Drop) Lin

ReLU| BN [Drop! Lin |

o > Bottleneck | »| Bottleneck | »| Bottieneck | —>

for first bottleneck block of each residual group

#»|Conv 1x1 | BN |

Conv| BN [ReLUiConv{ BN [RetUiConv| BN w>®——- >

L ]
\

Puc. 1. Apxumexmypa neiiponnoii cemu. Conv - onepayusi 00HomepHoui ceepmxu, BN - 6amu-nopmanuzayus,
RelLU - @pynxyus nerunetinocmu, Drop - onepayus uckniouenus, MaxPool - o6vedunenue no ¢pynkyuu
maxcumyma, Lin - nonnoceasuwiil aunetinviil ciou, Concat - KOHKameHayust 6eKMopos
Fig. 1. The neural network architecture. Conv - unidimensional convolution operation, BN - batch
normalization, ReLU - nonlinearity function, Drop - dropout operation, MaxPool - pooling by the maximum
function, Lin - fully connected linear layer, Concat - vector concatenation, Sigm - element-wise sigmoid
function

B xadectBe BXOAHBIX AaHHBIX Uit Moaenu BeicTynaoT DKI' B 12 oTBeieHUsAX, IpEACTaBICHHBIE B
Buze Marpuisl 10000x12, a Taxoke MeTaganHble (BO3pacT NAIMEHTa B BU/IE HATYPAJILHOTO YHCIIA OT
18 110 96). 10000 - 3T0 KOJMIMUYECTBO N3MEPEHNUH, KOTOpOEe COOTBETCTBYET 10 CeKyHIaM 3alucy NpH
yacrore auckperuzanmu 1000 I'm. B Habope HaHHBIX Takke OBUIM MPEACTABICHBI JTaHHBIC C
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yactoToit Hrke 1000 I'n. [{ns Takux JaHHBIX ObUIA IMPOBEJECHA MPOLEAYpa NEePEIUCKPETU3ALNHT K
gactote 1000 I'm. YToOBI yMEHBUIMTH BIMSHHUE HEKOPPEKTHO pa3MeueHHBIX oOpasnoB OKI' Ha
npouecc oOydeHHsi, Oblila peann3oBaHa HENABHO IPEUIOKEHHAss TEXHHKAa CaMOaIalTHBHOIO
obyuenus [18]. OOyueHHas Mojenb MO3BOJACT mpercka3pBaTh Hammune Ha OKI matomormid
CIIEYIOINX KJIaCCOB: XeIyIoukoBbIe dKcTpacucToisl (PVC), curycosas 6pagnkapans (SBRAD),
cunycoBas Taxukapaust (STACH), 6okana meBoit Hoxku mydka ['mca (LBBB), 61okana npaBoit
HoXku Tryuka I'mca (RBBB), ¢ubpmmmsimus npencepauii (AFIB). BrixonHsle JaHHBIE MOAETH
IIPEACTaBICHEI B BU/ie Habopa 3HaueHni B mHTepBaie (0, 1), rae kKaxkmoe 3HaUYCHHWE IOKa3bIBACT
BEPOSATHOCTH MIPHUCYTCTBUS COOTBETCTBYIOMICH MaTONOTHH Ha paccMmarpuBaemont DKI.

3.2 [laHHbIe

Habop nannbix, comepxamnuii 3anmcu DKI' B 12 0TBeACHUAX, HCTIOIB3YyEMBIX B 3TOU paboTte, ObLI
monydeH oT OO0 «TenemenumuHCKAe WHPOPMAIMOHHBIE CUCTEMBD». JlaHHBIE OBUTH COOpaHBI C
pas3HbIX reorpaduyeckux Touek TaTapcTaHa ¢ MOMOINBIO TEIEMEAUIIMHCKON CUCTEMBI U Pa3MEUCHBI
6onee 200 Bpayamu Tarapctana B pexume oOcienoBaHus. [107€3HONH OCOOCHHOCTBIO CHCTEMBI
cGopa JAHHBIX ABJIACTCA CTaHAapTHU30BaHHaAA KJ'IaCCI/I(bI/IKaL[I/I}I MaTOJIOTHH C MMPpUMEHCHUEM JICPEBa
MIaTOJIOTHH, 4To obserdaet padoty ¢ ganHeIMU. Pacnipenenenne DKI' no uccieryeMbIM MaTOIOTHIM
(m. 3.1) mpeacrasneHo Ha puc. 2.

STACH 19717
17500
LBBE -15000
-12500
RBBB
10000
SBRAD
7500
AFIB -5000
2500
pvc EEE 7 ( 6317
-0
STACH LBBE  RBBB  SBRAD  AFIB PVC

Puc. 2. Pacnpedenenue obpasyos IKI" no knaccam. Hucio na nepeceuenue i-ii cmpoku u j-2o cmonoya
coomeemcmeyem Koauvecmey 3anuceﬁ, 6 Komopblx odHoepeMeHHo npedcma@ﬂenbl i-51 uj'ﬂ namoJiocuu, i-e
YuUCio HA Ouda2oHaIu 00o3HaYaem 06%{@8 Kojluyecmeo 30}11/{0612, coomeemcmeyrouux i-otl namono2uu
Fig. 2. Distribution of ECG samples by class. The number at the intersection of the i-th row and j-th column
corresponds to the number of records in which the i-th and j-th pathologies are simultaneously represented,
the i-th number on the diagonal indicates the total number of records corresponding to the i-th pathology

Jnmaa kaxmoit 3amucu B Habope Bapwupyercs oT 4 10 69 cexkyHn. s SKCIIEpUMEHTOB ObLIH
0TOOpaHbI CHrHaJBI JUIMHOU 10 cekyHa, a Takke 0osee JINTEIbHBIC 3aIHCH, KOTOPhIe HAape3alrch
Ha 10 cexyHaHble oTpe3ku. B pesynbprare ObUI0 monydeHo 74931 aHOHMMH3MPOBAHHBIX 3amucel
OKT', cooTBeTCTBYIOIIMX MallMEHTaM B Bo3pacTe oT 18 ner. Pacnpenenenue 3amucei mo Bo3pacty
MAIIEeHTOB IPUBEICHO HA pHC. 3.
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Ha MHOruX 3ammcsx MpUCYTCTBYIOT MMOMEXH B BHJE «OIyKIaromied u30MuHum». {1 Toro 4ro0s
CKOPPEKTHUPOBaTh HW3OJUHHIO, Kak[gas 3alUch ObUIA MPEIBapUTEILHO 00paboTaHa METOIOM
JIOKaJIbHO-B3BeleHHoro criaaxusanns LOWESS.
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Puc. 3. Pacnpedenenue 3anuceti KI" no 6o3pacmy nayuenmos
Fig. 3. Distribution of ECG records by age of patients

4. AkcnepumMeHmMbI

B paspmene ommcaHBI SKCIICPUMEHTHI, OLCHUBAIOIINC BIUSHHUC Pa3IMYHBIX HEAPXHUTCKTYPHBIX
M3MCHEHHH MOIENH Ha Ka4decTBO IpEICKa3aHWs. B IOCTaBICHHBIX JKCIIEPHUMEHTaX H3y4aeTcs
3aBUCHMOCTh Ka4yecTBa KJIacCHU(UKAIMU OT MpeJoOpabOTKH CUTHalla, KOJIMYECTBA OTBEICHUM,
JUIMHBI 3aIllicH, oO0beMa oOydYaroliedl BBHIOOPKM M HCIIONB30BaHHS TEXHHKH CaMOaJalnTHBHOTO
oOyueHus. B OOJBIIMHCTBE IPEACTaBICHHBIX HKCIEPUMEHTOB OblLla TNpOBENEHa S-KpaTHas
mepeKkpecTHasl MpoBepka. B KkauecTBe mokazareiei 3(PQPEKTHBHOCTH KiIacCHBHUKAIMKH ObUH
BBIOpanbl: wiomans mog ROC-kpusoit (ROC-AUC), cpenuss Tounocts (AP) u F-mepa (F1-score).
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Puc. 4. 3asucumocms noxazamerneu Mempuk Kkadsecmea om Memodwzoeuu, ucnomﬁyemozl
ons knaccuguxayuu IKT'. (a) - ycpeonennvie no knaccam; (b) - ons kascoozo kuacca.
baseline - ucxoonas mooens (resnetld50) ¢ neobpabomannvimu cuenanramu 6 Kayecmee
6x00HbIx dannwix, PREP - npeosapumenvhas obpabomra cuenanos (LOWESS), MET -
gKII0UeHUe Memaoannvix 6 mooenv, SELFAD - mexuuka camoadanmuénozo o0yueHus
Fig. 4. Dependence of quality metrics indicators on the methodology used for ECG
classification. (a) - class averaged; (b) - for each class. baseline - original model
(resnet1d50) with raw signals as input, PREP - signal preprocessing (LOWESS), MET -
including metadata in the model, SELFAD - self-adaptive learning technique
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4.1 3aBUCMMOCTb KadecTBa Knaccudukauum oT MeToAoB npenoopaboTku
OaHHbIX

B mpomecce u3ydeHHs MMOIXOJIOB K YIYYIICHUIO KadecTBa KiacCH(UKAaLWKM, KOTOpbIE He

3aTparuBalOT apXUTEKTYpy MOJENH, ObLI TPOBEIEH 3KCIEPUMEHT, B KOTOPOM CPaBHUBAIHCH

MOJIETH C PA3TMYHBIMU BXOJHBIMH JAaHHBIMH M Pa3METKOH. [y sKcriepuMeHTa ObLIN 0TOOpaHbI 5

MOJEICH:

Mozensb resnet1d50 ¢ HeoOpadoTanubiMU DKI' B KauecTBE BXOTHBIX JaHHBIX;

Mozenb ¢ npensaputensHo o0padoranabME JKI™ (Metog LOWESS);

MoJeNb ¢ penBaputensHo o0padoranabiME JKI™ + MeTamgaHHbIe (BO3pAcT MAIMICHTA);

MoJIeNb ¢ npenBaputenbHo o0padoranabME DKI' + TeXHHKa caM0aTanTHBHOTO O0YYIeHHS;

MOJENb ¢ IpeABapuTenbHo 00padoTaHHbMKH DKI' + MeTanaHHBIE + TEXHHKA CaMOaAaNTHBHOTO
00yUeHHS.

[NonoxxuTenbHast AMHAMUKA U3MEHEHMSI METPHK KadecTBa (pHc. 4) CBUAETEIBCTBYET O TOM, UTO

UCTIONIb30BAaHUE IPEAJIOKEHHBIX METONOB IIO3BOJSIET IOBBICUTH KadecTBO KiacCH(UKaINK.

OKcHepuMeHTHl MOKazanu, 4to mnpenodpadotka OKI' curHama m TeXHHKa caMoOaJanTHBHOTO

00yUYeHHS MOJICIIH YIYYIIAIOT Ka4eCTBO paboThl Moaeiu. [Ipy 3TOM BBIICHUIIOCH, YTO 100aBICHHE

BO3pacTa MalxeHTa He IaeT CYLIECTBEHHOT0 IPUPOCTa KauyecTBa JAJIsl PACCMAaTPHBAEMBbIX ITATOJIOTHH
(cm. 3.1).

4.2 3aBUCUMOCTb Ka4yecTBa knaccudukaumm OT pa3mMepoB oOy4arowen
BbIOOpPKU

BaxHy!o pojib B MAaIIMHHOM OOY4YEHHH UTpaeT pazMmep oOyuarouield BbIOOpKH. [yt u3yueHus ero
BJIMSIHHS OBLI IOCTAaBJICH 3KCHEPHMEHT, B KOTopoM Mojnenb PREP oOywanace Ha pa3muyHbIX
o0bemax faHHBIX. YTOOBI 60s1ee 0OBEKTHBHO OTPA3UTh 3aBUCHMOCTh KauecTBa KIACCU(PHUKALIH OT
pa3Mepa BBIOOPKH, BMECTO MCHOJB30BAHUS 5-KPAaTHOH IEPEKPECTHOW NMPOBEPKH, HAOOpP JaHHBIX
ObUI TOZIETIEH Ha HellepeceKarolnecs MHOXXECTBA TPEHUPOBOYHOH, BaJIMIALMOHHOM M TECTOBOM
BeIOOpKH. Jlanmee W3 TPEHMPOBOYHOHM BHIOOPKM OTOMpanach HEKOTOpas YacTb, Ha KOTOPOH
MIPOM3BOIMIIOCH O0YUSHHE MOJIEIIH.

==

Puc. 5. 3asucumocms mempux kawecmsa om pazmepa UCNOAbL30BAHHOU 00yUaiowyell 8bIOOPKU BLIPAICEHHOLO0
6 007151x om 75 mulcau 06pazyo8 (MAKCUManbHO OOCMYNHbLI pasmep obyuaroueli 6b100PKU Ha KPOCc-
sanudayuu). (8) - ycpeouennwle no xnaccam; (b) - 0ns kasicdozo kiacca
Fig. 5. Dependence of quality metrics on the size of the used training sample expressed in fractions of 75
thousand samples (the maximum available size of the training sample for cross-validation). (a) - class
averaged; (b) - for each class
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[To rpajukam (puc. 5) BHIHO, YTO KayecTBO KIACCHU(MKAILMU CHUXKACTCS IPH YMEHb-IICHHEM
pa3mepa oOydaroieil BBIOOpPKH, HO JJaHHasi 3aBUCHMOCTb UMEET HelMHEHHBIH XapakTtep. OTciona
MOXXHO C/IeJIaTh CJICIYFOIINE BHIBOIBI.

e JloroHEHNE TPEHUPOBOYHON BHIOOPKM HOBBIMH OOpaslaMd MOTEHIUAJIBHO INp-BElET K
JanbHEHIIeMy yIy4lIEeHHIO KayecTBa Kiaccuukanun HekoTopsix naroioruii(PVC, LBBB,
RBBB, SBRAD), B T0 Bpems kak aist apyrux natonoruii(STACH, AFIB) npu ucnons3oBanun
pa3mepa obydatomieii 6omee 45% HaOIIOZACTCS CUTYAIS C BEIXOJOM Ha TLIATO.

e Jlnst Gomee ObICTporo mogdopa THUIEpHapaMETpPOB MOXKHO HCHONB30BaTh 45% OT oObeMa
UMeFoIIeiics] TPEHUPOBOYHOM BEIOOPKH.

4.3 3aBMCUMMOCTb KayecTBa Knaccudukaumm ot ANNHbI BXOAHOIO CUrHana

Eme omanM ¢akTopoM, BIHSIOMMM Ha KadeCTBO KIACCH(PHUKALNH, SBISIETCS UIMHA BXOIHOTO
CUTHAJIa, WCIIOJNE3YEMOTO NpU TPEHHUPOBKE. B cBs3M ¢ 3THM OBII IPOBEICH JKCIIEPHMEHT C
BapbHpOBaHNEeM UIHHBI BXxogHoro curHana JKI' mpu o0yuennu monenu. B pamkax skcriepuMeHTa
JUIMHA CUTHaJla BapbUpOBAIach B COOTBETCTBUHU € ceTKOH [2, 4, 6, 8, 10] cexynn. CTOUT OTMETHUTD,
YTO JJIMHA CHUTHAJIOB B TECTOBOH BBIOOPKE IMPH 3TOM OCTaBaiach paBHOW 10 cekyHmam, 49TO
MO3BOJIAET IPOBOAUTH MPSIMOE CPAaBHEHHE PE3YIBTATOB C APYTUMHU SKCIIEPUMEHTaAMU.

ITo pe3ymnbraTam sKcriepuMeHTa (CM. prc. 6) MOKHO C/IETATh BEIBOJ, YTO CPEIX MATOIOTHIA U3 1. 3.1
CYIICCTBEHHYIO 3aBUCHUMOCTh OT [UIMHBI CHUTHajla Ha STale TPEHHUPOBKH mMeeT Toibko PVC.
KadecTBo Kitaccu(puKaimu OCTaabHbBIX MATOJOTHI BRIXOUT HA [UIATO MPH TPEHUPOBKE HAa CHTHAIAX
JUTHHOM OoJtee 4 CeKyHI.
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Puc. 6. 3asucumocms mempux Kayecmea om O1UHbL 6X00HO20 CUSHAAA. (a) - ycpeonenHble no kaaccam, (b) -
0714 Kavicoozo Kiacca
Fig. 6. Dependence of quality metrics on the length of the input signal. (a) - class averaged; (b) - for each
class

4.4 3aBMCMMOCTb KavyecTBa knaccudumkaumm ot Habopa oTBegeHUN

B pamkax mpencTaBICHHOTO HCCIEAOBAaHUS OBUIO H3y4E€HO BIHMSIHHWE pa3IMIHBIX HAO0pOB
OTBEJICHWI Ha KauyecTBO MPEICKa3aHus BHIOpAHHBIX maTojoruil. OmeHka xapakTepa 3aBUCHMOCTH
KagecTBa Kiaccupukanum oT KonmuduecTBa oTBeneHnit Ha OKI' mpoBoamiack MO METOJOJIOTHH
CXOXEH C METONOJIOTHeH, UcTIoNb30BaHHOH B 4.1. B skcriepumenTe paccMmarpuBaeTcsi 5 HaOOpoB
OTBEJICHUI:
. (MK

. I, 11, V1,
. V1, V2, V3, V4, V5, V6,
. I, 11, 1, aVL, aVR, aVF, V1;
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. I, 11, V1, V2, V3, V4, V5, V6;

Pesynbrathl skcnepuMeHTa (puc. 7) TOKa3bIBalOT, YTO IPH HCIIOJIB30BAHUM KOMOHMHAIMN
’three lead” u ’eight lead’ nocturaercs HamOousibllee 3HaUYE€HHE METPHUK KadecTBa. Mojenu
two_lead’” m ’six_lead’, koTOpble TpeACKAa3BIBAIOT MATOJOTHH TOJNBKO II0 OTBEICHHUSIM Ha
KOHEYHOCTSIX M TPYIHBIM OTBEICHHUSIM COOTBETCTBCHHO, YCTYNMAalOT IO KAauecTBY IPYIUM
TIpeacTaBICHHBIM MonersaM. [l Ooiree BrIcOKoro KauecTBa kiaccupukarun DK mo BEIOpaHHEIM
[aTOJNOTMAM HEOOXOAWMO H3ydaTh M TpPyIOHBIC OTBEICHHS, M OTBEICHHS Ha KOHEYHOCTSX.
Ucnonp3oBanne koMmOmHammu ’three lead” mis paccMaTpuBaeMBIX TATOJOTHHA  IO3BOJISAET
CYIIECTBEHHO COKPATUTh 00BEM BXOJHBIX JaHHBIX, U, KaK CICACTBHE, YCKOPHUTH IpoLecc 00yIeHUs
MoJienH, 03 CYIIECTBEHHBIX MTOTEPh B KAYECTBE.

——— i
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Puc. 7: 3asucumocms mempux kawecmea om ucnonb306aHH020 HAOOPa omeedeHUll. (a) - YCpeOHeHHbLE NO
xknaccam; (b) - ons kascoozo knacca. ‘two_lead “ - omseoenus 1, 11, ‘three_lead ‘ - omsedenus |, 11, V1;
six_lead ‘ - omeeoenus V1, V2, V3, V4, V5, V6, ‘seven_lead‘ - omseoenus 1, 11, 111, aVL, aVR, avVF, V1;

‘eight_lead * - omeeoenus 1, 11, V1, V2, V3, V4, V5, V6
Fig. 7: Dependence of quality metrics on the set of leads used. (a) - class averaged; (b) - for each class.
"Two_lead' - leads |, II; "Three_lead' - leads I, Il, V1; 'Six_lead' - leads V1, V2, V3, V4, V5, V6;
'Seven_lead' - leads I, II, I1l, aVL, aVR, aVF, V1; 'Eight_lead' - Leads I, Il, V1, V2, V3, V4, V5, V6

5. 3aknoyeHue

B mpencraBieHHON crathe ObUIM MPEAJIOKEHBI METONbI yiydlneHus kiaccuduxamuu OKI mo
MATOJIOTHSIM, HE MEHSIOIIME apXUTeKTypy Mozean. Kpome Toro, ObUI0 OLIeHEHO BiUsiHKE (opmMaTa
JAaHHBIX O0y4YaeMoil MoJenu Ha Ka4yecTBO INpeACKa3aHUs. OKCIEPUMEHTHI, NPOBEICHHBIE Ha
OonbIIoM HabOpe JaHHBIX, AOKa3ajll PEJICBAHTHOCTH IPEJIOKEHHBIX METOJOB M IMPEAIOKWIN
ONTHMAJIbHBIE 3HAYCHHMS MTapaMeTPOB BXOJHBIX JaHHBIX, Takux Kak JumHa OKI' 3amucu, BBIOOD
OTBE/ICHUH JUIsl TIpeJcKa3aHust U 00beM oOy4varomield BEIOOpkH. [IpeioxkeHHble oeHKH (opMaTa
JITAaHHBIX U HEU3MEHSEMbIE apXUTEKTYpPY ITOIXO0/Ibl, KOTOPbIE YJIYYIIaoT KauecTBO KiacCch(pUKauy,
JTAF0T BOBMOYKHOCTB NIPUMEHATH UX B IPYTUX IITyOOKHX HEHPOHHBIX CETAX.

Cnucok nutepatypbl / References

[1] V. Gulshan, L. Peng et al. Development and validation of a deep learning algorithm for detection of
diabetic retinopathy in retinal fundus photographs. Jama, vol. 316, issue 22, 2016, pp. 2402-2410.

[2] A. Esteva, B. Kuprel et al. Dermatologist-level classification of skin cancer with deep neural networks.
Nature, vol. 542, issue 7639, 2017, pp. 115-118.

[3] S. Singh, S.K. Pandey et al. Classification of ecg arrhythmia using recurrent neural networks. Procedia
computer science, vol. 132, 2018, pp. 1290-1297.

[4] T. Teijeiro, C. A. Garcia et al. Arrhythmia classification from the abductive interpretation of short
single-lead ecg records. In Proc. of the 2017 Computing in Cardiology (CinC), 2017, pp. 1-4.

96



Ananbes B.B., Ckopuk C.H., Hlaknenn B. B., Apetucsn A. A., Teperynos 10.3., Typaakos /1.10., I'munep B., llycrep A., Kapnynesnu
E.A. Ouenka BIUsHUS pPa3INYHBIX HEAPXUTEKTYPHBIX H3MEHEHHUI Mpe/icKazaTebHOM Mojien Ha kadecTBo kinacchudukammu OKI. Tpyow
UCII PAH, tom 33, Beim. 4, 2021 1., cTp. 87-98

[5] J.A. Gutiérrez-Gnecchi, R. Morfin-Magaia et al. Dsp-based arrhythmia classification using wavelet
transform and probabilistic neural network. Biomedical Signal Processing and Control, vol. 32, 2017,
pp. 44-56.

[6] M. Ramkumar, C.G. Babu et al. ECG cardiac arrhythmias classification using DWT, ICA and MLP
neural networks. Journal of Physics: Conference Series, vol. 1831, 2021, article no. 012015.

[7] H.Wang, H. Shi etal. A high-precision arrhythmia classification method based on dual fully connected
neural network. Biomedical Signal Processing and Control, vol. 58, 2020, article no. 101874.

[8] A. Krizhevsky, I. Sutskever, and G.E. Hinton. Imagenet classification with deep convolutional neural
networks. Advances in neural information processing systems, vol. 25, 2012, pp. 1097-1105.

[9] S. Mousavi u F. Afghah. Inter-and intra-patient ecg heartbeat classification for arrhythmia detection: a
sequence to sequence deep learning approach. In Proc. of the IEEE International Conference on
Acoustics, Speech and Signal Processing (ICASSP), 2019, pp. 1308-1312.

[10] K. N. Rajesh u R. Dhuli. Classification of imbalanced ecg beats using re-sampling techniques and
adaboost ensemble classifier. Biomedical Signal Processing and Control, vol. 41, 2018, 242-254.

[11] I. Goodfellow, J. Pouget-Abadie et al. Generative adversarial nets. Advances in neural information
processing systems, vol. 27, 2014, pp. 2672-2680.

[12] A.M. Shaker, M. Tantawi et al. Generalization of convolutional neural networks for ecg classification
using generative adversarial networks. IEEE Access, vol. 8, 2020, pp. 35592-35605.

[13] Y. Xia, N. Wulan et al. Detecting atrial fibrillation by deep convolutional neural networks. Computers
in biology and medicine, vol. 93, 2018, pp. 84-92.

[14] V. Gliner, N. Keidar et al. Automatic classification of healthy and disease conditions from images or
digital standard 12-lead electrocardiograms. Scientific Reports, vol. 10, issue 1, 2020, pp. 1-12.

[15] AY. Hannun, P. Rajpurkar et al. Cardiologist-level arrhythmia detection and classification in
ambulatory electrocardiograms using a deep neural network. Nature medicine, vol. 25, issue 1, 2019,
pp. 65-69.

[16] A.H. Ribeiro, M.H. Ribeiro et al. Automatic diagnosis of the 12-lead ecg using a deep neural
network. Nature communications, vol. 11, issue 1, pp. 1-9.

[17] N. Strodthoff, P. Wagner, et al. Deep learning for ecg analysis: benchmarks and insights from ptb-xI.
IEEE Journal of Biomedical and Health Informatics, vol. 25, issue 5, 2020, pp. 1519-1528.

[18] L. Huang, C. Zhang u H. Zhang. Self-adaptive training: beyond empirical risk minimization. Advances
in neural information processing systems, vol. 33, 2020, pp. 19365-19376.

MUHdopmauma 06 aBTopax / Information about authors

Brnagucna BanepreBua AHAHBEB sBisieTcss BBITYCKHHKOM UM aCCHCTCHTOM  Kadempbl
uHpopMannoHHBIX TexHoJormid u cucreM Hoel'Y, corpymamk WUCIT PAH. Cdepa nHaydHBIX
MHTEPECOB: aHAJIM3 M Pa3METKa JaHHBIX M3 PA3IMYHBIX cep AesTeIbHOCTH, TTy0oKoe 00ydeHwe,
KOMITBIOTEPHOE 3peHHe 1 00paboTKa H300paKEHUIA.

Vladislav Valerievich ANANEV is a graduate of the magistracy and assistant of the Department of
Information Technologies and Systems, Novgorod State University, an employee of ISP RAS. Area
of research interests: data labeling and analysis for various fields of activity, deep learning, computer
vision and image processing.

Cepreii Hukonaesuu CKOPUK, crynent 6akanaspuara M®TU. HayuHble nHTEpeCh: MalIMHHOE
o0y4eHne, METOIbI ONITHMHU3ALHH.

Sergej Nikolaevich SKORIK undergraduate student of Moscow Institute of Physics and
Technology. Research interests: machine learning, optimization methods.

Bcesonon Bnaancnasosuu HIAKJIEWH, crynent GakanaBpuata HOBI'Y. HayuHble mHTEpecs!:
MAaIInHHOE 00y4eHHUe, aHAJIN3 JaHHBIX.

Vsevolod Vladislavovich SHAKLEIN, undergraduate student of Novgorod State University.
Research interests: machine learning, data analysis.

97



Ananev V.V., Skorik S.N., Shaklein V.V., Avetisyan A.A., Teregulov Y.E., Turdakov D.Yu., Gliner V., Schuster A., Karpulevich E.A.
Assessment of the impact of non-architectural changes in the predictive model on the quality of ECG classification. Trudy ISP RAN/Proc.
ISP RAS, vol. 33, issue 4, 2021, pp. 87-98

Apam ApytionoBny ABETUCSH, crynenr marucrpatypsl dakynsrera BMK MI'Y. Hayunsle
UHTEpPECHl: cOOp NaHHBIX, aHATN3 HH()OPMALMOHHBIX TIOTOKOB B ceTH MHTEpHET.

Aram Arutyunovich AVETISYAN, graduate student of the faculty of CMC at Moscow State
University. Research interests: data collection, analysis of information flows on the Internet.

Opwuit OmmnseBnda TEPEI'YJIOB — nokTop MEeAUIIMHCKHUX HAYK, JOICHT, 3aBeXyIONINi Kadeapoit
(YHKIMOHATIBHON JUATHOCTHKH, JONEHT Kadeapsl TOCIUTANBHOW Tepamnud, 3aBeXyFOLIHHA
oTaeneHneM (yHKINOHAIBHOHN muarHOCTHKH. Cdepoit HaydHBIX WHTEPECOB SIBISICTCS H3YyUCHHE
SHIOTEIHAIBHON AUCOYHKINH, TEMOIUHAMUIECKAX OCOOSHHOCTEH apTepHaNbHBIX THIICPTEH3UM,
OIIGHKa ECTKOCTH apTepUaNbHOW CHCTEMBI HAa OCHOBE MAaTEeMAaTHYECKOH MOJETH CepIedHO
COCYIMCTON CUCTEMBI.

Yurij Emilevich TEREGULOV — D. Med. Sc., Associate Professor, Head of the Department of
Functional Diagnostics, Associate Professor of the Department of Hospital Therapy. Research
interests include endothelial dysfunction, hemodynamic features of arterial hypertension,
assessment of the rigidity of the arterial system based on a mathematical model of the cardiovascular
system

Hennc FOpreBny TYPJTAKOB — k.¢.-M.H., 3aBexyromuii otaenom «HPOpManOHHBIE CUCTEMED)
UCII PAH, nouiear MI'Y. Cdepa HayIHBIX HHTEPECOB: MAaIIHHHOE 00yUeHIE, MHTEIUICKTYaTbHBIH
aHaJ W3 JaHHBIX, W3BJeUeHHE HH(pOpMaLuH, 00pabOTKa €CTECTBEHHOTO S3bIKA, CIIOXKHBIE CETH,
aHaJIU3 COLMANBHBIX CeTeH, OONbIINE JaHHbIE.

Denis Yuryevich TURDAKOV, Ph.D. in Physics and Mathematics, Head of the Information
Systems Department at ISP RAS, Associate Professor of the System Programming Department of
Moscow State University. Research interests: natural language processing, machine learning, data
mining, social network analysis, distributed data processing.

Bagum TJIMHEP, Ph.D., pykoBoamtens rpymmbl. HMcciiemoBaTenbcKoe HHTEPECH BKIFOYAKOT
pa3paboTKy ¥ BHEJIpPEHHE aIrOPpUTMOB (KOMIUIeKCHas 1mdpoBas o0paboTka OMOCHUTHAJIOB,
QJICKTPOMArHuTHOE MOJICIIUPOBAHNUE, AJITOPUTMBI J'IOKaJ'II/I?;aHI/II/I\HaBI/IFaHI/II/I, AJITOPUTMBI
HCKYCCTBEHHOTO MHTEIUIEKTAa U MAITMHHOTO O0YUYECHHS), SIEKTPOMATrHETH3M U 3JIEKTPOOITHKY.

Vadim GLINER, Ph.D., team leader. Research interests include algorithms development and
implementation (complex digital signal processing of bio-signals and others, electromagnetic
simulations, localization\navigation algorithms, artificial intelligence and machine learning
algorithms), Hardware Engineering, & Physics (electromagnetism and electro-optics).

Accad IOVCTEP, Ph.D., mpodeccop. HccnemoBarensckue MHTEpEChl MaIIMHHOE W TITyOOKOE
oOyuenue, OosiplnMe JaHHBIE, KHOepOE30MAaCHOCTh, MapajulelbHbIE W  pacHpeieiICHHbIC
BBIYHCIICHHS.

Assaf SCHUSTER, Ph.D., Professor. Research interests: Machine and Deep Learning, Big Data,
Cyber Security, Parallel and Distributed Computing,

Esrenuit Anapeesuu KAPITVJIEBUY sensercs cnenuanmuctoM otaena «MHbopManmoH-HEIE
cuctembl». Cdepa HaydHBIX HWHTEPECOB: NPHMEHEHHE aJrOPUTMOB aHaNIW3a JAaHHBIX K
OMOMETUIIMHCKOMY JIOMEHY, Pa3pab0TKy CHCTEM paclpeleIeHHOIO XpaHEeHUS U aHaIi3a TaHHbIX.

Evgeny Andreevich KARPULEVICH is a specialist of the Information Systems Department.
Research interests: application of data analysis algorithms to the biomedical domain, development
of systems for distributed data storage and analysis.

98



Tpyowr UCIT PAH, mom 33, evin. 4, 2021 2. /] Trudy ISP RAN/Proc. ISP RAS, vol. 33, issue 4, 2021

DOI: 10.15514/ISPRAS-2021-33(4)-8 toclﬁu

CuHTaKcM4eCcKMm aHann3 TeKCTOB NpeaMeTHOMU
obGnacTu npu NOMOLUU OHTOJSIOMUMU

Y B.U. I'envyep, ORCID: 0000-0002-9250-557X <boris.geltser@vvsu.ru>
2T A. I'op6au, ORCID: 0000-0003-4380-6517 <tagorbachdv@gmail.com>
2B.B. I'pubosa, ORCID: 0000-0001-9393-351X <gribova@iacp.dvo.ru>
% 0.B. Kapnux, ORCID: 0000-0002-0477-1502 <parlak@mail.ru>
49.C. Knvuuuncrkui, ORCID: 0000-0002-4020-488X <eklyshinsky@hse.ru>
4 H A. Kouemxoea, ORCID: 0000-0002-5346-0081 <nkochetkova@hse.ru>
2 J1.5. Oxyns, ORCID: 0000-0002-6300-846X <okdm@iacp.dvo.ru>
2 M.B. Ilempsesa, ORCID: 0000-0002-1693-4508 <margaret@iacp.dvo.ru>
SK.U. Llaxzenvoan, ORCID: 0000-0002-4539-685X <carina.shahgeldyan@vvsu.ru>

! Hanvneeocmounviii @edepanvivtii yrusepcumen
690922, Braousocmox, o. Pycckuil, n. Aaxc, 10
2 Uucmumym asmomamuxu u npoyeccos ynpasienus JBO PAH
690041, Braousocmox, yn. Paduo, 0. 5
3 Uncmumym npuxnaonoti mamemamuxu um. M.B. Kenoviua PAH
125047, Mockea, Muycckas na., 0. 4
4 Hayuonanvnwlil uccnedosamensckuii yuueepcument « Bicuias wikona d3KOHOMUKIUY
105066, Cm. hacmannas ya., 0.21/4, cmp. 1
5 Bradusocmoxckuti 20¢y0apCcmeenHblil yHUSepCumen SKOHOMUKU U Cepeuca
690014, Braousocmox, yn. I'ozons, 0.41

AHHOTammsi. B paGoTe mpoBomuUTCS CpaBHEHHE TPEX METOJOB CHHTAKCHYECKOTO aHalM3a TEKCTOB HKanod
MAllMEHTOB, M3BJICUEHHBIX M3 IEKTPOHHBIX MEIUIMHCKUX KapT. B KauecTBe KOHTpPOJBHOIO TecTa
HCIIOJB3YIOTCS CYIIECTBYIOIINE OMOIMOTEKH CHHTAaKCHYECKOTO aHajlnM3a TEeKCTa. B KkadyecTBe abTepHATHBEI
NpeUIaraeTcss HCIOJIb30BaHWE OHTOJIOTMU ISl MCHPABJIEHHs OIIMOOK, NOMYLICHHBIX CHHTAKCHYECKUM
aHANN3aTOPOM, MO0 MONHOE (OPMHPOBAHNE CHHTAKCHUCCKHX 3aBHCHMOCTEH IO MAaHHBIM, XPaHHMBIM B
OHTOJIOTHH. B cTaThe 1MOKa3aHO YTO OTPaHWYEHHBII HAOOP MpaBWII, ONHCHIBAIOMINX YHPaBICHHE MaJeKaMH
3aBUCHUMBIX CJIOB, MOXKET TIOKa3bIBATh TOYHOCTH, COTIOCTABUMYIO C TOYHOCTHIO COBPEMEHHBIX CHHTAaKCHIECKHUX
QHAJIN3aTOPOB, OCHOBAHHBIX HAa HEHPOHHBIX CETSX.

KiloueBbie c€JIOBa: CHHTAaKCHMYECKUN aHAIN3; TOBEPXHOCTHO-CHHTAKCHUUECKUH aHaJIW3; OHTOJIOTHH,
MEIUIIUHCKUE TEKCThI

Jusi uutupoBanusi: Temvuep b.U., Topbau T.A., I'puboa B.B., Kapnuk O.B., Kubimuunackuii 3.C.,
KouetkoBa H.A., Oxkynp /J.b., Ilerpsea M.B., Illaxrenpasn K.M. Cunrakcudeckuii aHalu3 TEKCTOB
npeaMeTHOU obnactu npu noMouu onronoruu. Tpynst UCIT PAH, Tom 33, Bein. 4, 2021 1., cTp. 99-116. DOI:
10.15514/ISPRAS-2021-33(4)-8

Baaromapuoctu. [lannas pabota nognepkana rpanrom PODU 18-29-03131.

99


mailto:boris.geltser@vvsu.ru
mailto:boris.geltser@vvsu.ru
mailto:tagorbachdv@gmail.com
mailto:tagorbachdv@gmail.com
mailto:gribova@iacp.dvo.ru
mailto:parlak@mail.ru
mailto:eklyshinsky@hse.ru
mailto:nkochetkova@hse.ru
mailto:nkochetkova@hse.ru
mailto:okdm@iacp.dvo.ru
mailto:margaret@iacp.dvo.ru
mailto:carina.shahgeldyan@vvsu.ru
mailto:carina.shahgeldyan@vvsu.ru

Geltser B.1., Gorbach T.A., Gribova V.V., Karpik O.V., Klyshinskiy E.S., Kochetkova N.A., Okun D.B., Petryaeva M.V., Shakhgeldyan K.I.
Ontology-based syntactic analysis of domain-specific texts. Trudy ISP RAN/Proc. ISP RAS, vol. 33, issue 4, 2021, pp. 99-116

Ontology-based syntactic analysis of domain-specific texts

1B.1. Geltser, ORCID: 0000-0002-9250-557X <boris.geltser@vvsu.ru>
2T.A. Gorbach, ORCID: 0000-0003-4380-6517 <tagorbachdv@gmail.com>
2V.V. Gribova, ORCID: 0000-0001-9393-351X <gribova@iacp.dvo.ru>
30.V. Karpik, ORCID: 0000-0002-0477-1502 <parlak@mail.ru>
4E.S. Klyshinskiy, ORCID: 0000-0002-4020-488X <eklyshinsky@hse.ru>
“N.A. Kochetkova, ORCID: 0000-0002-5346-0081 <nkochetkova@hse.ru=
2D.B. Okun, ORCID: 0000-0002-6300-846X <okdm@iacp.dvo.ru>
2M.V. Petryaeva, ORCID: 0000-0002-1693-4508 <margaret@iacp.dvo.ru=>
°K.l. Shakhgeldyan, ORCID: 0000-0002-4539-685X <carina.shahgeldyan@vvsu.ru>

L Far Eastern Federal University
10 Ajax Bay, Russky Island, Vladivostok, Russia, 690922
2 Institute of Automation and Control Processes, Far Eastern Branch of RAS
5 Radio st., Vladivostok, Russia, 690041,
3 Keldysh Institute of Applied Mathematics
4 Miusskaya square, Moscow, Russia, 125047,
4HSE University
21/4 building 1, Staraya Basmannaya st., Moscow, Russia, 105066,

5 Vladivostok State University of Economics and Service

41 Gogolya st., Vladivostok, Russia, 690014

Abstract. The paper compares three methods for parsing of patients’ chief complaints extracted from electronic
medical cards. We propose two methods which are based on usage of an ontology: either as a method for
correction of mistake made by a parser, or for constructing syntactical dependencies according to this ontology
and a limited set of rules of syntactical governance. As a control test, we use existing natural text parsing
libraries. The paper demonstrates that such a simple approach could achieve a high accuracy, which is
comparable to modern parsers.

Keywords: parsing; shallow parsing; ontology; medical texts

For citation: Geltser B.I., Gorbach T.A., Gribova V.V., Karpik O.V., Klyshinskiy E.S., Kochetkova N.A.,
Okun D.B., Petryaeva M.V., Shakhgeldyan K.I. Ontology-based syntactic analysis of domain-specific texts.
Trudy ISP RAN/Proc. ISP RAS, vol. 33, issue 4, 2021, pp. 99-116 (in Russian). DOI: 10.15514/ISPRAS-2021-
33(4)-8

Acknowledgments. This work was supported by the grant of RFBR no. 18-29-03131.

1. BeedeHue

MenumHcKkre THQOPMAITMOHHBIE CHCTEMBI TTO3BOJISIFOT BEIBECTH OOIICHNE TOKTOPa U NAaIlHEeHTa Ha
HOBBIN ypoBeHb. Curyamms, korga wH(opMamus o0 OJHOM MAIMEHTE CTEKAeTCS W3 Pa3HBIX
MEIHUIUHCKUX IICHTPOB B OJJHY TOYKY, SBJISIOIIYIOCS COCPEIOTOYHEM CaMO MOTHON HH(OpMAIH
00 aTOM marueHTe, ynooHa BceM ydyacTHUKaM. CTaHOBSITCSI BO3MOXHBI KOHCYJIbTAIMH C BpadaMHU B
JIpYTUX TOpOoJax U CTpaHax 0e3 MmoTepu AaHHBIX 00 mcTopuu Oosie3Hu manueHTa. OTHOW U3 TeM,
aKTHBHO Pa3BHUBAIOIINXCS B paMKax JAHHOTO HAIIPaBJICHUS, SBISETCS aBTOMaTHUecKas 00paboTka
METUITMHCKUX TEKCTOB, IIOMOTAIOMIAs U3BJICKATh U3 MEIUIMHCKUX KapT MalMeHTOB MHPOPMAITUIO
o TeueHnn 3abosieBanus. [lomydeHHbIe JaHHBIE MOTYT MCIIOIB30BATHCS ISl PEIICHUS Pa3IMIHBIX
3aa4: TMOMOUIb B JIMArHOCTUKE TMAalMEHTa IO NPOSBISEMBIM CHMIITOMaM W pe3yJibTaTaM
00ciieIOBaHUs; TOWCK B3aMMOCBS3CH MEXKIy CHMITOMAaMH, TUATHO30M M MPONHCAHHBIMU
nexapcTBamu [ 1]; aBromMaTu3amst oneHKA 3QQEeKTHBHOCTH MPUMEHEHHS JIEKAPCTB MO Pe3yiIbTaTaM
MTOBTOPHOTO OOCIICIOBAHUS U T. 1.

OmgHuM ©3 METOJOB 00pabOTKM MEIHMIMHCKAX TEKCTOB SIBIISICTCS HM3BJIICUCHUE (PAKTOB, CYTh
KOTOPOTO COCTOUT B BBIACICHUUA OOBCKTOB U COOBITHI, a TaKKE B3aMMOCBSI3CH MEXIy HHMHU.
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WzBneuyenne QaktoB, B CBOIO ouepenb, Oasupyercs Ha HW3BICUEHHM CYIIHOCTEH (B TOM 4HCIE,
MMEHOBaHHBIX), KOTOPOE MOMOTaeT HAaWTH TEPMHUHBI, Ha3BaHMS JICKAPCTB, MMEHA MAIlMEHTOB U
Bpaued, eAuHMI] M3MepeHWss W TA. [2] [ HaXOKACHHS CBS3eH MEXIY H3BICYCHHBIMH
CYIIHOCTSIMU MCIIONB3YETCSl CHHTAaKCHYECKUH aHalW3, HMMEHHO OH IIOMOTaeT MOHSTH JIOTHUKY
B3aUMOJICHCTBHS MEXYy W3BJICUEHHBIMU CYIIIHOCTSMU U CYTh IPOU3BOAUMBIX MU AelicTBUM. Eciin
OTBJICYBCS HA IPYTYIO MPEAMETHYIO 00JIaCTh, TO HENOCTATOYHO MOHATH, YTO OblIa NPOU3BEICHA
cienka Mexy kommaHmwiMu A, B u C, B KOTOpyro ObUIM TakkKe BOBJICUCHBI aKIIH; HEOOXOIMMO
TIOHATH, KaKas W3 KOMIAHUHA NpHOOpena akIuHM IPYyro KOMIIAHWK y TpeTheil. AHAJIOTWYHEIC
MpOOIIEMBI CTABATCS M [P aHATHN3E METUIMHCKUX TeKCTOB. Hampumep, TpebyeTcss MOHATH Kakas
J103a KaKkoro U3 JICKapCTB OblIa MPOIHCaHa ITPpY KaKOM BUJIe 00JTH B KaKOH IMEHHO YacTH Tella.
OOBIYHO /7151 CHHTaKCHYECKOTO aHAIM3a IPUMEHSIIOT COOTBETCTBYIONIHNE TIPOTPaMMHBEIE OMONHOTEKH,
TOYHOCTH pabOTHl KOTOPBIX [IOCTHTaeT HA pealbHBIX TeKcTax mopsaka 95%. Takas TOYHOCTH
JIOCTHTAeTCs 32 CUET KMCIOJb30BaHUs HEUPOHHBIX ceteit. Yatie ucmonb3yrotes sueiiku LSTM [3],
HEKOTOPBIC CHCTEMBI CTPOSATCS MO apXUTeKType TpaHchopMepor [4] ¢ HCMONb30BaHMEM YPOBHSI
BHUMaHuA [5].

TO‘IHOCTLaHaJII/I3aMCZ[I/ILII/IHCKI/IXTeKCTOBFOpaSHO HIDKE. DTO CBsI3aHO C TEM, 4YTO MCIUMIMHCKHC
TEKCTbI HAIIMCaHbl BECbMa CHEL[I/I(I)I/I“IHI)IM SA3BIKOM, C 0OJIBLINM TPYAOM TIOAJAOIIUMCS aHaJIU3y:
IPE/IOKEHUsS. MOTYT CTPOMTBCS 0Oe3 NpUMEHEHHs IJIaroJioB; MCIOJb3yeMash TepPMHHOJIOTHS CJIOXKHA,
TEPMHUHBI TPEACTABIAIOT COOO0M MITMHHBIC MOCICIOBATEIBHOCTH CJIOB C OOJIBIIO TTyOHHOM IOTYHHCHNS;
TEKCTbI COACpKAT JJIMHHBIC NEPCUUCTICHUSL HOZ[O6HI)IX CJIOKHBIX TEPMHUHOB. B HUTOIC, TOYHOCTH
pabOThI CHHTAKCHYCCKUX aHAH3aTopoB manaet a0 80-85%. CriencTBreM HU3KOM TOUHOCTH SBJISFOTCS
CIIO)KHOCTH B TNPaKTUYECKOM IPUMEHEHHH METO/OB aHaJIN3a MEAWIIMHCKHX TEKCTOB. M3Bnekaemast
U3 HAX MH(OpMAanus CITy>KUT BXOAOM IS TPOYMX ITANOB (INarHOCTUKH, pacyeTa CTATUCTUKU U T. I1.).
[TomydnB Ha BXOA HETOUHYIO MH(OPMAIHIO, 3TH 3Talbl caMH OyIyT BbIAABaTh HCKOPPEKTHBIC MITH
HETIOJHBIE PE3yJIBTAThl, YTO BCTYNACT B MPOTHBOPEUHE BBICOKON TOYHOCTHIO aHAIN3a, KOTOPBIN TaK
BaKEH B 001acTn MenuiuHbl. TakuM o0Opa3om, TpeOyercss pa3paboTka HOBBIX METOJIOB
CUHTAKCUYECKOro aHajin3a MEAUIUHCKUX TEKCTOB, KOTOPHIC IMTO3BOJINIIN OBl TOBBICUTE €70 TOYHOCTb.
B nanHO# cTaThe MBI XOTENN OB BEPHYTHCS K CTAPON HJiee N3 00JIaCTH aBTOMATHYECKOH 00paboTKH
TEKCTOB, 3aKJIIOYAIONIEHCS B NPUMEHEHHH TIIyOMHHON CEMaHTHKH B CHHTAKCHYECKOM aHanu3e. TekcT
COACPIKUT B cebe HEKOTOPYIO CEMAHTHUKY U JIOTUKY ITOBECTBOBAHUS, KOTOPHIC BHIPAKAIOTCS B CBA3AX
MEXIY CJIOBaMH. AHaJOTHYHBIE CBSI3U OOBIYHO 3aKJIaZIBIBAIOTCA B TE3aypyChbl WJIM OHTOJIOTUH.
CrenoBatenbHO, Ul CHHTAKCHYECKOTO aHallM3a TeKCTa MOXeT HCIOoNb30BaTkesi MH(OpMauus o
CEMAHTUYCCKUX OTHOLICHUAX MEKIY TCPMUHAMU Hpe)lMeTHOI}'I O6J'IaCTI/I, ONHCAHHBIX B OHTOJIOTHH dTOM
HpeﬂMeTHOﬁ O6J'IaCTI/I. B uuncrom BUJIC TaKOH MoAX0/J IUI0OXO0 MPUMEHUM Ha NPAKTHUKE, TaK KaK IJId
CHHTaKCHYECKOTO aHajM3a TEKCTa Ha JII0OOOM S3bIKe HEOOXOAMMO HMETh XOTS OBl HEKOTOpHIE
HpeJICTaBIICHHS O CHHTAKCHUCE JAHHOTO SI3bIKa: TPEUMYIIIECTBEHHOM HANPaBJIeHNHN CBA3EH MEXTY CIIOBAMH
IUI pa3HBIX KOHCTPYKIMH W BHJOB IOJYMHEHMS CIIOB, COTJIACOBAHMM CJIOB B OIPEJIEIEHHBIX
KOHCTPYKIHSX, TJaroJIbHOM U MIMEHHOM YIIPABJIEHUH CJIOB U T. 1. OCOOCHHOCTH S3BIKOB C Pa3BUTOMH
CHCTEMOH CIIOBOM3MEHEHHUsI, HallpuMep, PYCCKOTO, TMOJIbCKOTO WK  (DHHCKOTO, TPpeOYIOT IPOBEICHNUS
MOP(OJIOTHYECKOTO0 aHaNW3a M CHATHS TI'paMMaTHYeCKOW HEOIHO3HAYHOCTH cJI0B. UrHopupys 3TH
0COOEHHOCTH A3bIKA, MBI HE CMOKEM ITOJTYYNUTh KAYCCTBECHHYIO CUCTEMY CHUHTAKCUYECKOT'0 aHaInu3a.

B nanHO#i pabore MBI TpeniaraeM CMENIaHHYI0 METOIMKY CHHTAaKCHYECKOTO aHalIn3a TEKCTa,
OIMPAIONIYIOCS Ha HCIONB30BaHWE OOraTod OHTOJOTMM IPEAMETHOH 00JacTH M MOBEPXHOCTHOTO
CHHTAKCHYECKOT0 aHain3a (YNPOIIEHHOH W HETOIHON ero BepcHH). 371eCh MBI HCIIOJIb3YeM TOT (akxT,
4TO ABa TEPMHUHA, CBA3AHHBIC B TCKCTEC, TOJIKHBI OBITH CBSI3aHBI K B OHTOJIOTHH, a CaM (baKT UX CBA3N
6y}1€T BBIPAXXCH MPU MOMONIN IIPEIJIOTOB U IpaMMaTH4YC€CKOro COTJIaCOBAHUA WJIN YIIPABJICHUA. Mel
yTBEpIKIAeM, YTO [UIsl MPOBEICHHS TOI00HOTO aHaiM3a Tpedyercst KOPOTKHil CIIUCOK MpaBui u 6asa
I/IH(I)OpMaHI/II/I 00 IMEHHOM yHOpaBJIC€HUHU 3aBUCUMBIMHU CJIOBaAMU, O/THAKO CaM METOI IIOAXOAUT JIUIIb OJIA
aHaJIM3a KOPOTKHX TEKCTOB Y3KOH MpeaMeTHOW o0iacTh. MaTepranaoM i KCTIEPUMEHTAILHOM
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YaCcTU HMCCICAOBAHUA IIOCTYKHIIN TEKCTHI Kanoo MarueHTOB. TeKCThI OBLIN 3aIIMCaHBI BpadyaMu u
SABJIAJIUCH 4aCTbIO UCTOPUU Ooue3nu nangucHTa.

2. Cywecmeyrowue peweHusi

[Mpexxe Yem omucaTh CYIIECTBYIOLIME PEIICHUS B 00JIACTH aHAITN3a MEMIIMHCKHUX TEKCTOB, Oolee
BHHMATEIHHO PACCMOTPUM CaM 3Tall CHHTAKCHYECKOTro aHanu3a. LIenpio JaHHOro 3Tamna sBIsIeTCs
MOCTPOCHHE IePEeBa 3aBHCHMOCTEH, MOKA3bIBAIOIIETO CBSI3H MKy CIIOBAMH B MPEIIOKEeHUH. Tak
st ppasel «OH BHAENT UX CEMBIO CBOMMH TJIa3aMU» MBI ITOJIYYUM CJICIYIOIIHE CBSI3H: HEKTO «OH»
NPOU3BOAWII ACHCTBHE «BHICTH», HAIPABICHHOE Ha «CEMBIO», «CeMbs» ObLIa «uX», AciicTBHE
MPOU3BOAMIIOCH NTPU TIOMOLIN MHCTPYMEHTA «IJ1a3a), HMEIOIIET0 CBOHCTBO «CBOMY». 3aMETHM, YTO
¢dpaza sBISETCA HEOTHO3HAYHOH, W aJbTEPHATUBHBIN pe3ysbTaT ee pa3dopa OYIeT CIIeIyFOIIIM:
JelCTBUE HAPABIICHO Ha «HHUX» (BUACI HX), ACHCTBHE NPOU3BOAMWIOCH IIPH IIOMOIIN HHCTPYMEHTA
«TJ1a32, KOJMYECTBO IJ1a3 PaBHO CEMH («CEMBIO TT1a3aMM»), OCTANIbHBIC CBSI3H COBIIANaOT. B 060mx
Clydasx ceMaHTHuYecKas WH(opMmarms o0 OKpYXKarolleM MUpPE HCIOIB3YETCS KOPPEKTHO («OH»
MOYKET MPOU3BOAUTH JCHCTBHS, «CEMbs» MOXKET SIBIATHCS OOBEKTOM MAaTepHAILHOTO MHpPa U €e
MOYHO YBHICTbD, CEMbS» MOXKET OTHOCHUTHCS K KOMY-TO, «IJ1a3a» MOTYT KOMY-TO TIPHHAUICKATD U
ObITh B OMNpENCICHHOM KOJNMYECTBE), pPAaBHO KaKk W MpaBWia s3blka (CyOBEKT MeHCTBHS
MPEIIECTBYET TIAroiy, 00bEKT — CIIEAYET 38 HUM, CBOMCTBA, BRIPAKCHHBIC MPIIAraTeIbHBIM HITH
MECTOMMEHHEM, HAYT TepeA TIJaBHBIM CIIOBOM U COTJIACOBBIBAIOTCS MO TPaMMATHYCCKUM
npu3HakaM). Eciu M3 NONy4YEeHHBIX CBsI3ed IOCTPOHMTH NEPEBO, TO MBI IOJIYYUM CTPYKTYPY,
Ha3bIBAEMYIO IEPECBOM 3aBUCHMOCTEHA.

Kak ObUIO CKa3aHO BBIIIE, COBPEMEHHBIC CHCTEMbl CHHTAKCHYECKOTO AHAIN3a CTPOSTCA C
UCIIONB30BAaHMEM HEHWPOHHBIX CeTeld. 3aMeTHM, 4YTO, NPHMEHSS [PHUMEPHO OIMHAKOBBIH
MHCTPYMEHTApHil, CHCTEMBl CHHTaKCHYECKOro aHaimu3a paboTaloT ¢ pa3HOi 3(P{eKTHBHOCTHIO U
CKOPOCTEI0. AITbTEPHATHBOM HEHPOHHBIM CETSIM SIBISIOTCS MOBEPXHOCTHBIA CHHTaKCHYECKUH aHAIM3 U
cermenTaiys [6, 9]. OHM IPUMEHSIOTCS, KOr1a HeT HEOOXOAUMOCTH MPOBOIHUTH MOJHBIA CHHTAKCHYECKUN
QHAIM3 BCETO NPESAIOXKEHHsS, a JOCTATOYHO OOHApYKUTh I'paHULBl (parMeHTa, HampuMmep, HpU
M3BIICUCHUH TEPMHHOB, MMEHOBAHHBIX CYIIHOCTeW Wik (hakToB. B Takoil curTyarn MOXKeT ObITh
HCIIONB30BaHa CErMEHTAIlMs, KOTOpasl Jake He CTPOHMT JepeBa 3aBucumoctedl. CerMeHTanms
ormdaetcsi 6ojiee BBICOKOH CKOPOCTBIO pabOThI, CBSI3AHHOM C YMCHBIICHHEM YHCIa MPAaBUI WA
HCIIONB30BaHHEM 0oliee MPOCTHIX METO/0B, HAMpPHMEp, CKPBITHIX MapKoBckux wmomeneit [7],
YCJIOBHBIX CJTy4YaifHbIX 1M0JI€eit [8], KOHTEKCTHO-CBOOOJHBIX TPAMMATHK MJIM KOHEYHBIX aBTOMAaToB [9].
B omnnume OT cerMeHTaIny, MOBEPXHOCTHBINH CHHTAKCHUCCKUH aHAITM3 BOCCTAHABIMBAET CTPYKTYPY
3aBHCHMOCTEH B (hpase MM IPEIOKESHNH, HCTIONB3Ys CXOJHBIC HHCTPYMEHTHIL. OTHAKO B €ro 3a/1a4un
HE BXOJIMT BOCCTAHOBIICHHE JICPEBA 3aBUCUMOCTEH BCETO MPEUTOKCHHS UITH TEKCTA.

[IpuMeHeHNe  TOBEPXHOCTHO-CHHTAKCHYECKOTO — aHaiW3a MO3BOJSIET  COCPEJOTOYUTHCS — HA
OIpEe/ICNICHHBIX ACIEeKTax s3bIKa, HE pellas 3aJady aHaiu3a B o0wmieM ciydae. DTO MOMOraeTr
YIPOCTHTh aHAJHM3 KOHKPETHBIX S3BIKOBBIX SIBJICHHUM, HO TPeOYeT HAITMCAHHS HIIM aBTOMATHYECKOM
reHepanuu Habopa npasuil. Takas paboTa 3aHUMAET JIOBOJIBHO MPOODKUTENILHOE BpeMsi U TpeOyeT
3HAYUTENBHOTO PYYHOTO TPY/Ia.

Kak orMmewanoce BhIllle, HaIla HACS COCTOMUT B MPOBEACHUH CHHTAKCHYECKOrO aHajIH3a C
WCIIONB30BAHUEM 3HAHHMIl M3 OHTOJIOTUI. B 11e710M, TOCTPOCHNE OHTONOT |l OMICAHO, HATIPUMED, B TAKHX
(GyHIaMeHTanbHBIX Tpyaax, kak [10, 11]. O6pamiasch K OHTONOIHSIM MEIULMHCKOR 00NacTH, CleayeT
3aMETHTh, YTO YCIEXH 37eCh JOCTUINIM BICUATIISIONIMX Pa3MEPOB: B CBA3M C BaXHOCTBIO U
AKTYaIBHOCTHIO TIPEIMETHOM 00JIACTH, MEIMIIMHCKAE OHTOJIOTHH SIBISIFOTCS CAMBIMA TIPOPaOOTAHHBIMA
cpemn Beex. Camoit Gombiioit n3 MeauImHCKuX ontonoruit seisiercs Unified Medical Language
System (UMLS) [12]. Ona coxmepxxur B cebe Takue moacucteMsl, kak Metathesaurus (nepapxuro
MOHSTHIA, COOPaHHBIX U3 PA3IMYHBIX cioBapeit), Semantic Network (oTHomIeHHs MEXIY TTOHATHIMH
u xareropusmu) 1 SPECIALIST Lexicon and Lexical Tools (Gonbioii cnoBaps OHOMEIHIIMHCKHX
TEPMHUHOB M CJOB OOLIEr0 AHIJIMKMCKOrO $3bIKA, HCIOJB3YyEeMBIH CIEHUATIBbHO pa3pabOTaHHBIMH
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MHCTPYMEHTaMH JUlsl aHanmu3a Tekcto). Metathesaurus, nassiBaemblii Taroke MeSH (Medical Subject
Headings), ucrons3oBaics, Hanpumep, B cucteme MetaMap, npenHasHaueHHO#H s U3BICUCHHUS IAHHBIX
U3 MemuuMHCKHX TekcToB [13]. Asnroputm MetaMap coctout u3 nOByX STamoB: oOpaboTka
MEJIMIIMHCKHUX TEKCTOB C M3BJICUCHHEM (DAKTOB M YTOYHCHHE M3BICUCHHBIX MOHsTHH. [lepBbiii aTan
COZIEPXKHUT B ce0e Takue CTaHAApPTHBIC MIArd, KaK TOKCHW3AUMs, CHHTAKCHYECKHH aHalH3, IOUCK
COKpamieHHH # ab0OpeBHaTyp, MOMCK HEOJHOCIOBHBIX TEPMHUHOB M Mpod. PesynmpraroM paboThl
SBISIETCSl Pa3MEUYCHHBI MEIMIMHCKUX TEKCT, cojepammii B cebe ccpuiku Ha Metathesaurus.
CXOmHBIH 0AX0M, OCHOBAaHHBIN, OJHAKO, HA TIOBEPXHOCTHOM CHHTAKCHYSCKOM aHAJIN3€, HCIIOJIb30BaH B
pabote [14]. Crnosaps Metathesaurus 6bu1 mepeBene Ha 15 s3pkoB, cumrast pycckumii [15]. Tak
cucrema Exactus [16], ucniosb3yromas nepeseneanyto Bepcuio UMLS, mpoBOANT TOTHUECKHUiA BBIBOT
OTHOCHTETIFHO TEUCHHsS XPOHHUYECKHX 3aboneBanuid. EE anroput™ MaimmHHOrO OOYYeHHS MO3BOISET
HOJHATh TOYHOCTH M3BJIeueHHs pakToB 10 82% it onpeneneHus TsbkecTH 3aboneBanust U 10 99%
IUIsL TedeHus 3a00IIeBaHus.

CTpyKTypa OMHCAHHBIX BBIIIE OHTOJNOTHH MpemoyiaraeT oOBEAMHEHHE MOHATHH B TEMATHUCCKHC
TPYIINBl WIH TOCTPOCHHE HEPApXHH MMOJOOHBIX TPYIII, OAHAKO B HUX HAXOAUT C1ab0e OTpakeHHE
uHpopMaLus 0 CBA3SX MEXKY CJIOBaMHU TeKcTa. B pe3ysbTaTe, Takne OHTOJIOTHH XOPOLIO HOJIXOAST
JUISL BBIIEIeHHsI (DAKTOB MJIM MOMCKA CYIHOCTEH, HO IUIOXO0 — AJIs [IOMCKA CBSI3eH MEXITy IIOHSTHSIMU.
B cnenyromem pasesne Mbl OIMIIEM CTPYKTYPY UCIIOJIb3YEMONH HaMH OHTOJIOTHH, CTPYKTypa KOTOpOit
TOAXOIUT [T PELICHHs MOCTABJICHHBIX 3a1a4.

3. Ucnonb3yembie OaHHbIe U UHCMPYMEHMbI

B Hamem ncciiegoBaHIH MBI HCIIONB30BaH «ba3sy MEIMIMHCKOW TEPMUHONOTHH W HaONIONCHHID
[17], xoTopast obnamaeT HECKOJIbKHMH IMOJNE3HBIMH Ul HAac CBoiicTBamu. [IOMHMO OMUCAHHS
OTACJIbHBIX HOHHTHﬁ, JaHHas OHTOJIOTHA BKJIKOYACT B ce651 TpU OCHOBHBIX THIIA CyHlHOCTCﬁl
MIPU3HAKU, XapaKTePUCTUKH M 3HaueHHs. [Ipu3Haku oOBEAMHSAIOT XapaKTEPUCTUKH B CMBICIIOBBIC
TpyNIbl. XapaKTePUCTHKN MOKa3bIBAIOT TEKYIIMIl (YHKIMOHAIBHBIN CTaTyC MAIMeHTa U CBS3aHBI C
MHOKECTBOM ITPUHHUMAEMBIX 3HAYEHUH. 3Haqu1/151 OIIMCBHIBAIOT TCUYCHHC 336OHeBaHI/IH " MOT'yT 6I)ITI)
Ka4Y€CTBCHHBIMU, YU CJIOBBIMU UJIK UHTCPBAJIbHBIMU. baza Mel[PII.[PIHCKOﬁ TEPMUHOJIOTUU U Ha6HIO)IeHI/II>’I
umeetT QopMy gepeBa, B KOTOPOM 3HAUCHHs SBIIOTCS JIUCTHSIMH, MOAYHHSIIONIUMUCS Ha3BaHUIO
XapaKTepUCTHKH. Ha3BaHWe XapaKTepHCTUKH TIOJYMHSACTCS HA3BaHWIO IPH3HAKA, BCE HA3BaHHA
TIPH3HAKOB TOJYMHEHKI 00IIEH BEpIIIHE, ONMCHIBArONIEH xano0s! nanuenToB. Hanpumep, 6oab 8 Hoze
— flokanusayua — npasaa Hozd. KaxxaoMy TepMHUHY MOXKET OBITh CONOCTaBJIeH Habop ero
CUHOHHMMOB WJIM 3aMEHUTEJIEH.

OHTOIIOTHS TaKXKE COICPIKHUT B cede Apyrue pa3feisl, HapuMep, pasfell CHMITOMOB, B KOTOPOM
XpaHUTCS MHPOPMAITUS O BHaX CCIeIoBaHNi. B maHHON paboTe MBI HCIIOIH30BAIN TOJIBKO CEKITHIO
Kaso0 MAIMeHTOB, OMHCHIBAIOIIYI0 CYOBCKTHBHOC MHEHHUE M OIIYIICHHS MMAIUCHTOB. DTOT pa3aes
XapaKTCPpU3yEeT CAaMOTYBCTBUEC NMAITUCHTOB U COCTOAHUE CUCTEM OpTraHU3Ma: HepBHOﬁ, HBIX&TCHBHOﬁ,
OTIOpHO-JBUTATeNIbHOH W nip. Pazmenm xamo0 comepxut B cebe moapasgen «OOmme xaaoObn»,
OMHKCHIBAIONINEG CHMIITOMBI 3a00JI€BaHMi: ClabOCTh, TOJOBOKPYKEHHUE, TOIIHOTA, TOTIHBOCTD U IP.,
noapasien «bosmy, BKItoYarominii B ce0s roJI0BHYIO 00J1b, 00 B CriMHE, O0JIb B Iiee, O0JIb B TOpIIe
U Ap., ¥ Ipyrue noxpasznensl. i NpU3HAKOB ONpPEAENEHbl TAKUE XapaKTEPUCTHKH Kak, HaIIpUMep,
«JIOKAJTH3AIHSDY, «[IPUYHHAY, <IaCTOTaY, KBPEMs BOSHUKHOBEHUS U JIP.

3aMeTI/IM, YTO CpEau MPOYMNX B OHTOJIOTUAX UCIIONB3YETCA ABAa BUOA CBA3U: FI/IHOHI/IM/FI/IHCPOHI/IM u
MEpPOHUM/XOJIOHUM. [ MIOHMM BBIpaXkaeT Oojiee YacTHYIO CYIIHOCTh, YeM AaHHas. | MepoHnwM,
HA00O0pOT, MOKa3kIBaeT Ooyiee OOIIYIO CYIIHOCTH (TO €cTh oOpareH rumoHmMy). Ha HexoTopom
ypoBHE aOCTpaKIMK MOXKHO CKa3aTh, YTO 0A30BBI KJIACC SBISCTCS THIICPOHUMOM MO OTHOLICHHIO K
HACJENyeMOMY OT HETO THIOHUMY. MEpOHHMBI M XOJOHHMBI OTPaXalOT OTHOIICHWS YacTh-IeJO0e.
MepoHUM SIBIISICTCS. COCTABHOM YACThEO XOJIOHMMA (II€J0€ MO OTHOIICHWI0 K MepoHumy). Tak
ABTOMOOWIIb SIBJISICTCS XOJOHMMOM I10 OTHOIICHHIO K MEPOHHMMAM JIBUTATEIb, KAIOT, PYJb U JP.
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ITomMuMO 3THX JBYX BHIOB OTHOIUCHWH, BBOIMTCS LEJBIA pAA APYrUX: (YHKLIHOHAIBHEIE,
IPOCTPAHCTBEHHbIC, BpEeMEHHELE, arpuOyTtuBHbIE U Ap. [10] B ncnonssyemoit Hamu ontonoruu «baza
MEUIIMHCKON TEPMUHOJIOTHH M HaOJIFONCHMUIT» HMCIIONIb3yeTCsl HECKOJIIBKO BHJIOB OTHOLICHUH. Tak,
HarpuMep, CBSI3b MEX/Y Ha3BaHMEM XapaKTEPUCTHKH M €r0 3HAUCHUEM SIBJIACTCS aTpUOyTHUBHOM
(VTokanusayua — [paselli 2n103), MKy TPU3HAKOM U XapaKTEPUCTUKOM — QyHKIMOHATBHOH (506
8 enasy — J1oKaAu3ayus), MeXIy TPYIION IPU3HAKOB U MPU3HAKOM — THIIEpOHUMUYECcKoil (Bosb —
bonb 8 2nasy). Kak 310 oTMeuanoch BbIllie, Hallla OHTOJIOT U MPEACTABISIET co60it nepeBo (a He
rpagd, KaKk 3T0 ObIBacT BO MHOTHX OHTOJIOTHSIX), COZIep Kaliee B cede CCHUTKH Ha IpyTHe BeTBU rpada,
HCIIOJIb3yeMBbIe B Pa3HBIX MecTaX. Tak eciy JIOKaIn3aIys HECKOIBKIX BUIIOB O0JIM MOXKET COBIIAJIATh,
Ul HUX OyZeT IOCTPOSHO EIWHCTBEHHOE MOIIEPEBO, CCHUIKM HA KOTOPOE OYIyT pa3MEIleHBl B
COOTBeTCTBYIOMMUX MecTax. [1o00HbIH noIxo ] momMoraeT u3berath 1y O0aupoBaHus HHYOPMAIHH.
BaXHBIM 37EMEHTOM HAMIMX 3KCICPUMEHTOB SBJUIOCH HCIIONB30BAHHE IPOrPAMMHBEIX OHONHOTEK
CHHTaKCHYECKOr0 aHajIu3a, I KOTOPBIX MPEXyCMOTPEHa BO3MOXKHOCTh PabOTHI ¢ PYCCKUM SI3bI-
xom: UDPipe Bepcun 2.5 (Boimymien B mekabpe 2019) [3] u spaCy 3.0 (BemymieH B mapte
2021) [18]. O6a cHHTAKCHYECKHX aHAIIM3aTOpa HCMONB3YIOT HEHpOHHbIE ceTH Ha ocHOBe LSTM.
SzeikoBast Mozens UDPipe Obuia 00ydeHa TOJNBKO Ha PYCCKOSI3bIUHOM yacTu kopryca Universal
Dependencies [19]. SpaCy o6yuanach Ha HECKOJIBKHX KOPITycaX B 00J1a1aeT IIEIbIM PSIOM MOJIENEH,
JIyqiae HpI/ICHOCO6HeHHbIMI/I U1 aHaJIn3a TCKCTOB, HAIIMCAHHBIX B  pPa3HbIX CTUIIAX. IIJ'I)I CBOHUX
JKCIEPUMEHTOB MBI HCII0JIb30BaIM MOJENb «IU_COre_NEWsS_SM», HaTPEHUPOBAaHHYH HAa HOBOCTHOM
JICHTE M MOKa3bIBAIOIIYIO [0 OT3bIBaM co3JaTeseil Ooliee TOYHBIC PE3yJIbTaThI.

4. An2opummbl CUHMAaKCUYECKO20 aHanu3a MeOUUUHCKUX MeKCmoe

B nmanHOl paboTe MBI M3JI0KHM JITOPUTMBI pabOTHI TPEX METOAOB pa3zbopa kKajaod MalueHTOB:
CHHTaKCHYECKUH aHaJIM3 IPH NOMOIIHN CTaHJapT HOW OMOIMOTEKN ¢ KOPPEKIHEH pe3yabTaToB IPH
TIOMOIIIY TaHHBIX U3 OHTOJIOTHH, HOBEPXHOCTHO- CHHTAKCHYECKUH aHaIN3 Ha OCHOBAHUH CBSI3EH 13
OHTOJIOTHM M, B KadecTBE KOHTPOJBHOIO METO/a, OOBIYHBIH CHHTaKCHUECKHil aHammu3 0e3
IIPUMEHEHMs OHTOJOTMM. B cienyromem pasiene OyaeT JaHa KOJHYECTBEHHAs OIEHKa paboThI
YKa3aHHBIX METOJIOB.

4.1 CAHTaKCUMYEeCKMN aHanu3 C Koppekuuen pes3ynbTaToB Mpu MOMOLLMU
OHTONOrnMn

Kak ormedanoch BbIIIe, TEKCTHI ajlo0 MalMeHTOB MHUIIYTCS BeCbMa CHEIU(PHIECKUM S3BIKOM,
aHaJIM3 KOTOPOTO MPUBOJUT K OOJIBIIOMY YHCITY OMINOOK, CBSI3aHHBIX C COEINHEHUEM CIIOB B IEPEBO
3aBucuMoOcTed. IIpnunHoi Takux OMIMOOK ABIAETCAS HEKOPPEKTHOE B3BEUTMBAHNE CHHTAKCHUECKUX
CBsA3el aHAIN3aTOPOM, WM CJEJOBaHHE HauOojiee BEpOSTHOMY DEIICHHIO, KOTOpPOE B JaHHOM
KOHKPETHOM TeKcTe OyaeT HeBepHbIM. HempaBmibHbIe CHHTAaKCHUECKHE CBSI3U BIEKYT OIIMOKH B
CEeMaHTHKe, HallpUMep, MOAYNHCHNE 3HAUCHNS 3HAYCHHUIO WM XapaKTePHCTUKE U3 APYTrod BETBU
oHTOJIOTHH. VITOrOM MOKET OBITH IepeBO 3aBUCUMOCTEH, SIBIIIOIIEECS KOPPEKTHBIM C TOUKH 3PEHUS
CHHTaKcHuca (Tak Kak BO3MOXKHBI HECKOJNBKO BapHaHTOB pa30opa [MaHHOTO TEKCTa), HO
HEKOPPEKTHBIM C TOYKHM 3PEHHSI CEMAaHTHKH, TaK KaK INOJOOHBIE CBS3M C €€ TOYKH 3pEHUs
3aIpenieHbl WM MPOTHBOPEYAT CBSA3IM OHTOJIOTHH.

OcHOBHas uaed TAHHOTO METO/a COCTOMT B CleAyromeM. Tpebyercs MOTydHTh pe3yabTaThl
CHHTaKCHYECKOTO aHaJM3a TEKCTa, a MOTOM OTKOPPEKTHPOBATh UX B COOTBETCTBHH C HepapXueH
TEPMUHOB, XpaHUMOH B OHTONOTHU. CyTh aIrOPUTMa COCTOUT B IIOCJIEI0BATEIbHOM TIepEMELIEHUN
BEpIIUH 10 JepeBy. Ecnu ecTh CBSA3p MEXIy ABYMs TEpPMUHAMHU U3 Pa3HBIX BETBEH OHTOJOIHUH,
TIOJIYMHEHHBIH TEPMUH JIOJDKEH OBITh IEPEMEILCH BBIIIE IO IEPEBY C TEM, YTOOB! HAMTH TaM HAYaJIO
KOppeKTHOH BeTBU. Eciam MBI BHIMM HEKOPPEKTHOE IIOJYMHEHHWE TEPMHUHOB M3 OJHOW BETBH,
CJIeyeT UCIPABUTh CUTYAIHIO XOTS OB YACTUYHO.
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[Ipennaraemsplii anropuT™ BKIIOYAET B ce0sl CICAYIOIINE ITAIBI: TOKSHU3ALHS, MOP(OIOrHIECKUH
aHalu3, W3BJICUEHUE TEPMUHOB, CHHTAKCUYECKHM aHalu3, KOPPEKIHs MOIYyYeHHOro JepeBa
3aBucuMocTeid. Ha sTame TokeHM3anmy NpeayokeHHe pa30MBacTCsl Ha OTAENBHBIE CJIOBA. DTal
MOP(]OJIOTHYECKOTO aHaIM3a IPHUITUCHIBAET 3TUM CJIOBaM rpaMMaTHYECKHe XapaKTepUCTHKHU (pof,
YHCIIO U Ap.). DTall U3BICUECHUS TEPMUHOB aHATM3UPYET MOCIEI0BATENILHOCTh TOKCHOB H BBIACISACT
U3 HUX HENEepEeCeKaloIuecs ITOCIEeJOBAaTEIbHOCTH CIIOB, SIBISFONINECS TepMuHaMmH. [lanmee Bce
HEO/IHOCJIOBHBIE TEPMHUHBI OyIyT aHAJIM3UPOBATHCS KaK CIMHBIC HJIEMEHTHL. B Hamiem ciydae HeT
HEOOXOIMMOCTH penIaTh Mpo0IeMy MOUCKa HOBBIX TEPMHUHOB MIIM CHATHS MX MHOTO3HAYHOCTH, TaK
KaKk TEPMHHOM MOJXKET SIBJISATBCA TOJIBKO HAOOp CIOB, NPUCYTCTBYIOIIMH B OHTOJOTHH. Bce
OCTalbHBIE CJIOBAa U CJIOBOCOYETAHUS PACCMATPHUBAIOTCSA KaK «3aMOJIHUTENN», HE HMEIOIIUe
OTHOIIEHMSI K MpeaMeTHOl obnacti. To ecTh 37ech MBI OyleM MCXOIUTH M3 IPEIOJIOKEHUS O
MOJIHOTE OHTOJIOTUH MPEAMETHOM 00J1acTH, JaXKe eCIIU 3TO NPeIoIoKeHne HeBepHOo. OCHOBHBIMU
npobyieMaMy 37eCh SIBISIOTCS BO3MOXKHOE IIE€PEeCeYeHUE TEPMHHOB, NPOITYCK B HUX CJIOB WU
HanMcaHue cioB ¢ omubOkoi. Ilon mepeceueHreM TEpPMHUHOB MBI ITOHMMAaeM CHUTYalUIO, KOTJa
Hayano M KOHEIl IOCJIe0BAaTeIbHOCTH MOTYT OBITh OTHECEHBI K pa3HBIM TEPMHHaM, a CIOBa B
CepeHe OTHOCSATCSA K HUM 00ouM. B TakoM cirydae Haslo MPHUHATH pelieHne KaKoi W3 TEPMHHOB
Oynet BeIgeneH u3 TekcTa. [locneaHnMu TanaMu anropuTMa SBISIOTCS CHHTAKCHUSCKUNA aHAIN3
KOpPPEeKIMs JepeBa 3aBUCUMOCTEH 110 aJrOpUTMY, OIIUCAHHOMY HIDKE.

31eck MBI OyzieM ImoJiaraTh, 4TO JjBa MOHSATHS U3 AE€PEBa 3aBHCUMOCTEH MOTYT UMETh OOLIYIO IyTy
TOJBKO CITydae, KOTrJa B OHTOJIOTHH €CTh MPSAMOI BOCXOASIINI WIIM HUCXOAAIIMN ITyTh OT OJHOM
BEpIIMHBI K Ipyrod. B mpoTuBHOM cityuae nepeBO 3aBHCHMOCTEH TOKHO OBITh UCIIPABIECHO MPH
MIOMOIIU CJIETYIOUUX IPaBUIL

e Ecam ponurensckas BepIIMHA B JIEPEBE 3aBHCHMOCTH HMeEeT Oosiee HHM3KHH YpPOBEHb B

OHTOJIOTHH, YeM J0UEPHSs, CIeAyeT IOMEHSITh MECTaMHU 3TU JBE BEPIINHEIL.

L4 Ecmu B oHTONOTHH OTCYTCTBYCT HpHMOﬁ IyTb MCXKAY ABYMA COCAMHCHHBIMH BEPIIMHAMMU,
CJICAYCT NMOAUYUHUTL JOYCPHIOIO BCPHIMHY CICAYIOLNIEMY POAWUTEIINO, HAXOAAECMYCS Ha OAUH
YPOBCHDb BBILIC.

e [lycTe nBe BepIIUHBI JepeBa 3aBUCUMOCTEH MOAYMHEHBI OJHON POAUTENBCKON BEPIIMHE, IPU
5TOM OJHA W3 BEPUIMH SBISETCA MOTOMKOM JAPYrod BepIIMHBL. B Takom cilydae, mepByro
BEPIIMHY HAJI0 IOAYUHUTH BTOPOM.

Ot IpaBujia MPUMCHSAIOTCA K JACPEBY 3aBHUCUMO cTel J0 TEX IMOp, IOKa Iponecc HEe COﬁﬂCTCH.
TTocie MEepeCcTpoOCHUsd, ACPEBO 3aBHCUMOCTEH JOJI2KHO COOTBETCTBOBATh 06]].[617[ I/Iepapanecxoﬁ
CTPYKTYPE OHTOJIOTHMH, TO €CTb POAUTCIIM U IMOTOMKHU NOJIKHBI OTHOCHUTBHCA K OOAHUM U TEM KC
BETBJAM OHTOJIOTUM M HMCTb KOppGKTHbeI OpAAOK MNOAYMHCHUS. YacTtb BEPLIINH, KOTOPBIC
OTCYTCTBYIOT B OHTOJIOTUH, NOJZKHBI OKa3aTbCd HA CAMOM BECPXHEM YPOBHC JICPEBaA. I[JISI OCTaJIbHBIX
BEpIIMH (aKT CBSA3M MEXAY JBYMsl BEpLUIMHAMU OYAET O3HA4aTh, YTO B OHTOJIOTHH CYLIECTBYET
MNpsAMOU MYTb BHU3 OT POAUTECIILCKON BEPUINHBI K TOYCPHEU.

Paccmorpum npumMep pabotsl anroputma. [lycTs naHO cienyroliee NpeluIosKeHUe: «H#aa06b6! Ha
8bIpaXEHHY0 6076 8 MOACHUYHOM Omoesie MO0380HOYHUKA, O2paHuU4YeHue oOsuxceHull 8
MOACHUYHO-Kpecmuyosom omdaesne, HapyuieHue xo0bbbl, HapyuwieHUe GyHKYUU ma308bix
opeaHose». Tlocine HaxoXIeHUS W OOBEAUHEHWUS TEPMHUHOB MBI TOJYYUM CIEAYIONIYIO
[OCIIEIOBATENLHOCTD: «[J#an06bl] Ha [8blparxceHHYI0] [6041b] 6 [NnoacHUuYHOM omdene
No0360HOYHUKA], [02paHUueHUe OJsudceHUll] 6 [NOACHUYHO-Kpecmuoeom omdene],
[HapyweHue x00b6bl], [HapyweHue @YHKUUU mMma308blx oOp2aHos]». Ilocie
CHHTAKCHUYECKOTO aHam3a OyAeT MoJydeHo CIeayIoliee TePeBO 3aBUCUMOCTEH.
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root
|1 xamobs1
| 4 boms

tZ Ha
3 BLIpaXeHHVIO

| 6 TOSCHIYHOM OT/ele [03BOHOUHHKA
L se

| 8 orpaHHveHHe ABILKeHHI

| 10 IOACHHYHO-KPECTLOBOM OTIele

L 98

| 12 mapymieHme Xomp08!

[ 14 HapyTIeHne (yHKITTH Ta30BBIX
OpraHog|

Bepmmnasl 1 1 8 HaxomATCS Ha OTHOM YPOBHE B JiepeBe, HO 8 sABISAETCSA MpU3HAKOM B pasmerne 1.
CrnenoBarenpHO, 8 HeoOxoaMo noquuHUTE 1. BepmmHa 6 sBisseTcst 3HaYCHUEM BEpUINHEI 4, TO
€CTh TIepBas TOJDKHA OBITH IMMOJAYMHEHA BTOpOil. Bepmmnaa 12 sBnsercs «Opatom» BepmIUHBL 8, TO
€CTb JI0JDKHA OBITh TIO/IHSTA HAa OJIMH YPOBEHb BBepX. [locie npuMeHeHus Bcex Ipeodpa3oBaHuii,
JIEPEeBO BRITIBIIUT CIEIYIONIM 00pa3oM.
root
|1 xamoGm
.4 bdons
2 Ha
3 BEIpaEKEHHYIO
6 MOACHHYHOM OTIeNle [103BOHOTHHEA
L 58
| § orpaHHucHHE IBIDKEHINI
|10 noschmunO-KpecTiOBOM OTjele
L 98
.12 napymene Xous0sl
L 14 HapyleHHe (PYHKIIIH Ta30BbIX
OpTraHoB

4.2 CNHTaKCM4YeCKMWN aHanu3, OCHOBaHHbIN HA npuMeHeHnn OHToJNIornn

Bropoit paccMarpuBaeMblii aJTOPUTM MPENIONAraeT, uTO OHTOJOTHS  ONUCBHIBAE€T  BCE

pa3pelIeHHbIE CBSI3U MEXIY IMOHATHAMH, 32 UCKIIOYEHHEM HEKOTOPBIX CBS30K, MPEIMHCHIBAEMBIX

cuHTakcucoM. HrtoroBoe pmepeBo pa3bopa IODKHO ITOJTHOCTBIO COOTBETCTBOBATh CBS3SIM B

OHTOJIOTHH U MOXKET U3HAYAJILHO CTPOUTHCS IO HUM. [{JIs1 oIpeiesieHus MopsaiKka CIe10BaHus CIOB

U CBS3€M MEXAy HUMU UCHONb3YIOTCS IIPAaBUiIa MOBEPXHOCTHOIO CUHTAKCHCA. JIaHHBIN anropuT™M

HCTIONB3YeT HEKOTOpBIE MPENNOIOKEHUS O CTPYKTYpPE PYCCKOTO MPEANIOKEHUS, OMUCHIBAIOLIETO

xano0s! nanueHTa. ChopMyIupyeM HX B TEPMUHAX Halleil OHTOIOTHH.

e [Ipu3HAK BBOJHTCS IO MEPEUNCICHHUS CBOUX XapaKTEPHUCTHK.

e  XapakTepuCTHUKa BBOJMTCS J0 YIOMHHAaHWs 3HadeHuit. Hanpumep, «Kasno6bl Ha 604b 6
CNuUHe[npusHak] € flOKaﬂuS’auueﬁ [xapakTepuctukal 8 obnacmu NOACHUYHOZ20

omdena NO3860HOYHUKA [3HaueHwne]”-

° Tak xak B TEKCTEC xcano6},1 MOT'YT OITYCKAaTbCsl Ha3BAHHS XapAKTCPUCTHK U MNPHU3HAKOB, IO
YMOJIYaHHUIO 3HAYCHUE MOXKCET 6I:ITI) CHUHTAKCHUYCCKHU MOJYUHCHO KaK XapaKTCPHUCTUKE, TaK U
NPU3HAKY, a XapaKTepUCTHKa MOXKET OBITh MOJYMHEHa Npu3Haky. Hanpumep, «*Kaao06el Ha
60ab 6 cnuHe ¢ JaAokaau3auuell s obaacmu NOACHUYHO20 omadena
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NO360HOYHUKA» HMEET TO XKE 3HAYEHHUE, UTO U *Kasa1066/ Ha 60ab 8 CNUHeE 8 obaacmu
NOACHUYHO020 omdena Nn0360HOYHUKA.

e B nocnenoBaTeabHOCTH HEOAHOCIOBHBIX TEPMUHOB, 00JIQIAIOIINX OJHUM U TEM XK€ MEPBBIM
HITH TTOCITIE THUM CIIOBOM (FUTH CIIOBOCOYETAHHUEM ), TIOBTOPSIOIIECECS CIIOBO MITH CIIOBOCOYCTAHNE
MOJKET OBITh 3aMHCAHO TOJIBKO OAWH pa3 (CMUHHAA U MOACHUYHAA 06/1GCMb MO380HOYHUKA
BMECTO CrUHHGA 06/1aCMb  M0380HOYHUKA U MOACHUYHAA 061acmb  M0380HOYHUKA)L.
HazoBem Takyio QopMy 3amicu YIaKOBaHHOW (OPMOIM HCIONB30BaHHS TCPMHHOB.
OObeIMHEHNE TEPMHUHOB B YIIAKOBAaHHYIO (POPMY MOXKET MPOU3BOAUTHLCS MPH MOMOIIH COK032a
nnmn 0e3 Hero (Hampumep, 2pyOHAA aopma U apmepus, CUHHAA, MOACHUYHAA obaacme
M0380HOYHUKQ).

Jist TOro 4T0OBI CO3/1aBaTh TOJNLKO KOPPEKTHBIC CHHTAKCHYCCKUE CBSI3H, HAM MOTPEOYETCs CIIHCOK

TEPMHUHOB, MPEUIOTOB M MAaJeKel, pa3pemIeHHbIX I CO3MaHMs ONMpPENeNICHHBIX CBA3EH C dTHMHU

TepMUHAMH. TepMUHBI JODKHBI COOTBETCTBOBATH KAaK TJIABHOMY, TaK W IMOJIYHMHEHHOMY CIIOBAaM, U

MOTYT 3a/1aBaThCsS HE TOJIBKO HAYaNbHBIMUA (POPMaMU, HO W pa3leliaMH OHTOJIOTHH (31ECh MOXKHO

HCIIONE30BaTh PETYIBIPHBIC BBRIPAKCHHUS AJIS IPOBEPKU IYTH OT KOPHS OHTOJIOTUH K TCPMHUHY Ha

cooTBeTcTBHE MmMabnoHy). [lomoOHBIE OrpaHWYEHUS MOTYT OBITH BBIPAXKCHBI B BHIE KOpTEKa,

3a[Ial0IIero TIaBHOE U MOJIHMHEHHOE CIIOBO, MA0JIOH MX MYTH B OHTOJIOTHH OT KOPHS, BO3MOKHBII

MpesIor U MajeK, MPH MOMOIIU KOTOPHIX MPOBOJUTCS MOJYMHEHUE 3aBUCUMOTO CJIOBA IJIABHOMY.

B kadecTBe mpuMepa mpuBEIEM MPaBWIO <«», «.+/bommy», «», «», «.t/bomu/.+/Jlokanuzarms/.+»,

«», «B», «Case=Locy»>, rae 000My TJIaBHOMY CIIOBY, HAXOAAIIeMycs B pasaene «boiu», MoxkeT

MOMYUHATHCS JIoOoe clioBo 3 mojapazjaena «Jlokanuzamus» pazaena «bomu» B MpeasiosKHOM

najeske, COeJUHEHHOE Yepe3 MPeIorT «By» (00K B CIMHHOM OT/ENe MMO3BOHOYHKKA). Beero GbL10

HarncaHo 44 TakWx mpaBwia, mpudeM 41 w3 HAX OMHCHIBANIO TPEIUIOTH W TAJCXKH, 3aIarolie

MOTYMHEHNE KOHKPETHBIX TEPMUHOB.

C y4eToM OMMCaHHBIX MPABUJ U MPEATIOI0KEHHH O CTPYKTYpe TEKCTa, aJTOPUTM aHaln3a Kajod

MAIMEHTOB HA OCHOBE OHTOJIOTHH BBHITILSAHUT CICAYIOIIAM 00pa3oM.

1. TIpoBecTr TOKEHH3AIUIO H MOP(HOIOTHUECKYIO Pa3METKY TEKCTa KaJo0bI.

2. B pa3MedyeHHOM TEKCTe HaliTh Bce TepMUHBI. Kak/plii HEOTHOCIOBHBINA TEPMUH TOJKEH OBITH
CBEPHYT K OJHOMY TOKEHY C MPHUIMCAHHBIMH K HEMY TpaMMaTHUYECKUMHU MapaMeTpaMH,
B3SITBIMH OT TJIABHOTO CJIOBa. [lociie10BaTeIbHOCTh TEPMUHOB B YIIAKOBAaHHOU (hOpME JT0JIKHA
OBITH pa3BepHYTa B COOTBETCTBYIOMICE TICPEUUCIICHUE ITOTHBIX TEPMUHOB.

3. CoenmHUTH OCTABIINECS CIIOBA IPH MOMOIIX MHOKECTBA IIPABHIL.

a. Co3smaTh IMycTOM CIIUCOK MPaBWIT KaHAUJATOB.

b. TIpoiitT o BCceM ciioBam TekcTa.

C. Haumnas c XBocTa chmucKa TpaBWI KaHIWIATOB, HAWTH IepBOE, MOMEUYCHHOE Kak
«aKTHBHOEY, M YbE TIOJJUNHACMOE CIIOBO MOXKET OBITh MPIMEHEHO K TeKyIIeMy cloBy. Eciu
TaKoe MPABUIIO OBLIO HAWIEHO, HYXKHO: 1) ymamuTh Bce mMpaBWiia, HAXOMASIIUECS TOCIE
HEro; 2) Co3/1aTh COEIAMHEHHE MEXIY IIABHBIM M 3aBHCHMBIM CIIOBaMH; 3) MOMAYMHHUTH
MpesIor 3aBUCUMOMY CJIOBY, €CJI OH €CTh B IPaBUJIE.

d. TloMecTUTh B CITUCOK MPaBHUJI-KAHAUAATOB BCE MPABHIIA, Yb€ IIIABHOE CIIOBO MOXET OBITh
YCHEHO MPUMEHEHO K TEKYyIIeMy CJIOBY. Eciin nmpaBuiio TpedyeT nmpesiora, IOMETUTh €To
KaK «HCaKTUBHOE», B IPOTUBHOM CJIy4ae — KaK «aKTUBHOEY.

e. Ecmu texymee cnoBo SBISETCS MPEAIOTOM, TOMETUTh BCE HEAKTUBHEIE MTPaBUIIa, KOTOPBIC
O0KHJAIOT 3TOTO MPEIJIOTa, KaK «aKTUBHBIC»; BCE MpaBWIa, He 00JaaroIIne IpejioroM,
MOMETHTh KaK «HCAaKTUBHBICY.

! TlonoGHoe stBNIEHME OTIHCaHO, HapuMep, B [20, . 240]
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4. Tlepebuparh Bce IpuiaraTteibHbIe M MPUYACTUS B pa3MEUEHHOM TEKCTE, KOTOphIe HE OBUIH
BKJIFOUYCHBI B HEOJHOCIOBHBIE TEPMHHBI M HE OBUIA COEIWHEHBI C IPYTMMH CIOBaMH Ha
MPEeBIAYIINX Imarax. OTH CJIOBa CJIEAyeT COCAWHUTh C COCEIHHMH CYIIECTBUTCIHHBIMH,
COMIACYIONUMHUCS C JaHHBIM MpPUJIAraTeJIbHBIM WM MpUYacTHeM. [IpeArnouTeHue oTaaeTcs
CYIIECTBUTEIIFHOMY, HAXOIAIIEMYCS CIIPaBa.

5. Tlo mony4yeHHOMY CIHCKY CBSI3CH CIIOB CO3/IaTh JACPCBO 3aBUCUMOCTCH MPCATIOKCHHUS.

VY mansst mpaBriIa B IyHKTE 3C allTOPUTMA, MBI ITBITAEMCS IOJICPKUBATh IPOCKTHBHOCTD JIEPEBA, TO

€CTb CBOMCTBO, TIPY HAJIIMYUHN KOTOPOTO CJIOBA ABYX CHHTAKCHYECKHUX TPYIIIT HAXOIATCS KOMIIAKTHO

U He TmepeMemuBaroTcsa. [Ipy COCTUHEHWW MPUIATATENBHBIX M CYIIECTBUTENBHBIX, MBI

MPUIEPKUBAEMCS  COOTBETCTBYIOLIEH CTATUCTUKU JUIi  pycckoro si3eika [21, 22]. Mu

«IEPEHCIONb3yeM» MPEHJIOTH, TaK KaK Mbl OOHAPYKHIIH, YTO 3a4acTyl0 MPH NCPEUHUCICHUU

TEPMHHOB MPEJUIOT MHIIETCS TOIBKO MPHU IIEPBOM YIIOMUHAHUY, & AAJIBIIIC OMyCKACTCS. AHATOTHYHAS

cHTYyaIus HaOMIOIACTCS U B TPYIINAaX TSPMUHOB B YIIAKOBAaHHOM (hopMe. 3aMEeTHM, YTO IIPU aHAIIA3E MBI

UTHOPHPYEM BCE 3HAKU MPCMUHAHKS, TaK KaKk B HHUX JeJaeTcs Ooblle Bcero ommoOok. Takke

0O0JIBIIIOE KONMYECTBO OIMIMOOK JIENAeTCS M B HAIIMCAHWU TEPMHUHOB, B CBS3H C U€M MBI IIPHUME HIEM

IIpU UX IOUCKE AJITOPUTMbBI HEYETKOT'O CPaBHCHUA.

PaccMotpum mpumep pa3dopa TEKCTa KaloOBI TP TOMOIIH MPEIOKESHHOTO alTOPUTMA.

*Kanobbl Ha sbipaxdceHHy0 60/1b 8 2pyOHOM U MOACHUYHOM omoesie MO380HOYHUKA, ycuseHue

60nu npu ¢usuveckoli Hazpyske, HapyuieHUe xo0bbbl.

Ha nepBoM »Tarme MBI TOKEHU3UPYEM TEKCT U 00padaTbiBacM TEPMUHBI, KaK OJJHOCIIOBHBIE, TaK U 1

HEOJHOCIOBHBIC. Himke TepMUHBI TaHBI B KBaJIpaTHBIX CKOOKAX, a OCTaJbHBIC CIIOBA — B (PUTYPHBIX.

Pesynbrat pa3dopa OymeT CaeIyronuMm.

[anobsi] {Ha} [sbipaxceHHyto] [6onb] {8} [2pyOHOM omOiene n0380HOYHUKA] U [MOACHUYHOM

omoesie N0380HOYHUKA], [ycuneHue 6oau] npu [¢pusudeckoli HaepysKe], [HapyweHue xo0bbbl].

[ocne aHanm3a mepBHIX ABYX CIIOB (Kas1066! HA) B cTIMCKE OYAET OTHO MPABHIIO, TOMEYEHHOE KaK

aKTUBHOE, KOTOpPOEe OyIeT OMMCHIBATh COSAMHEHUS MIPU3HAKA «H(As100b1» C €T0 XapaKTePUCTHKAMHU.

CnoBo «BbIpaMceHHy» TpoIycKaeTcss 0e3 NMpuMeHeHus mpaBwmi. [lo mMeromeMycs B CIHCKE

MIPaBUIY, TEPMHUH «60s1b)» MOKET OBITH COEIAMHEH C «Hasa00b6l Hay». Taxke Ha 3TOM ciioBe OyaeT

00ABJIEHO HECKOJBKO MPaBHJ BHIA «OOJIb + B + JIOKaaM3anys B MPEIIONKHOM MAAeKe». ITH

mpaBuia Oy1yT aKTHBUPOBAHBI IIPU aHAJTU3E CIICAYIOIIETO CJI0Ba — IPEJIOra «8%». AKTUBUPOBAHHBIC
mpaBuia OYAyT NMPUMEHEHBI K TEPMHHAM «2PYOHOM omoesie M0380HOYHUKA» ¥ «MNOACHUYHOM
omoesie M0360HOYHUKA», TIO ATHM MpaBWIaM OYAYT CO3HaHBI COOTBETCTBYIOIIUE COCIAUHCHHS

MEXIy TepMHHAMH. TepMHUH «ycusneHue 60au» co30acT COCTMHEHUE MEKAY MIPU3HAKOM «60s16» 1

XapaKTePUCTHKOHN «ycuneHue 6oau». Ha aToM ke cimoBe OynmeT ymaieHO MpaBmwiIo «Ooib + B +

JIOKATU3aIHsI» U T00aBICHO MPABIIIO KyCHJICHHE OOJH + IPH + 3HAUCHUE B TPEIIIOKHOM ITaJICIKE.

IMocnenHee mpaBwio OyJAeT aKTHBHUPOBAHO IMPEAJIOTOM «IpuU», a Ha TEPMHHE «Ppusudeckoli

Haepy3Ke» OymeT CO3maHa CBS3b MEXIy TepMHHAMH. HakoHel, TepMHH «HapyweHue Xo0bbbly»

OyJeT MPUCOeIMHEH K TEPMUHY «}#as100061», 8 BCE TIPaBHUiIa, OTHOCSIIUECS K YCUICHUIO 00JIH, OyayT

yAaJCHBI U3 CIUCKA.

B pesynbrate paboThl anropuT™Ma OyAyT CO3IaHBI CIICAYIONINE CBSI3U MEXITY TCPMUHAMHU:

wanobol = 6016 > Ha,

60716 = 2pyoHol omOes N0380HOYHUKA > 8,

60716 => MOACHUYHBIU 0MOes No380HOYHUKA = 6,

6016 - ycuneHue 6osu,

ycuneHue 601U - u3UYeCcKaa Hazpy3Ka —» npu,

Hanobsl - HapyweHue xo0bbbl - Ha

Ha crnenyromeM 1mare Mbl COeIMHUM clioBa «b60sb» W «gbipaxceHHoll». Tlociae sToro w3

MOJTYYCHHBIX CBSI3¢i MOKHO (DOPMUPOBATH UTOTOBOE JACPCBO 3aBUCHMOCTEH.
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root
| xano6et
| DoIb
| _Ha
| BBIPAKEHHYIO
| TPYAHOM OTJelne M03BOHOTHIKA
| s
| IIOACHHYHOM OTIeJe [IO3BOHOUHHEA
|
| ycuneHne O0IH
| dusmueckoit Harpys3Ke
Tb, npHu
| HapyIleHne X0Ib0bl
Ha

3amMeTHM, YTO TMpaBWia IJIaroJibHOTO M MMEHHOTO YIPaBIEHUs JJii TEPMHUHOB, KOTOPBHIE MBI
TIHCAJIN BPYYHYIO0, MOTYT OBITH H3BJICYCHBI M3 TEKCTOB XKaJI00 B aBTOMATH3UPOBAaHHOM pexkumMe. J{s
3TOro HEOOXOAUMO MOCUUTATH CTATHCTUKY COBMECTHOW BCTPEUAEMOCTH TEPMHHOB C YYETOM HX
CBs3ell B HMEpapXWd OHTOJIOTHH M BBIOpaTh HauOoOJiee BEPOSTHBIC BapuaHTHI pa3dopa. OmHako
JeTajgbHas pa3paboTKa TAaKOTO METONAa CIOXKHA W SBIIETCS TEMOW IS OTACIBHOTO IPOEKTa.
[MocnenoBaTtenpbHOCTH CIIOB, KOTOpHIC HE OBUIM HaiileHBI B OHTOJIOTWH, NOJDKHBI OBITh B HeEe
Jo0aBNeHbl BPYUHYIO, TaK KaK ISt 3TOTO TpeOyeTcs OnpeieIuTh UX MECTO B IIPEIMETHOM 00JIacTH.

4.3 Pa36op TeKCTa C ncnosfib3oBaHneM CUHTakKCU4eCKOro aHanumsartropa

B kadecTBe KOHTPOJSI MBI HCIOJh30BATH CHHTAKCHYECKHAC AHAIM3AaTOPHI OOIIET0 HA3HAYCHHS.
3aMeTI/IM, 4TO MCXKAY ACPEBbIMU SaBHCHMOCTeﬁ, KOTOPBIC CTPOAT HALIX aJITOPUTMBI, U J€PECBbAMU
SaBHCHMOCTeﬁ, TTOCTPOCHHBIMU O6I>I‘IHI>IMI/I aHaliu3daTopaMu, HMEECTCA BAXHOC Ppa3IMvucC:
MOCIIETHUE CTPOSIT JIEPEBbsI, BEPIINHBI KOTOPHIX MPENICTABIIIIOT COO0H OT/AETbHBIE CIIOBA, TOTA KaK
MBbI 06’[)6I[I/IH)I€M HECKOJIbKO CJIOB HEOJHOCJIOBHOT'O TE€PMHWHA B OJIHY BCPUIUHY. KaK CJICACTBHC,
psMOE CpaBHEHHE ICPEBHEB CTAHOBHTCS HEBO3MOXKHBIM, W BO3HHKAET HEOOXOIMMOCTH BBECTH
HOBBIN 3TAI MOCTOOPAOOTKH.

ITocne pa3dopa ¢ HCIOIB30BAHMEM aHAIW3AaTOpPa OOINEro HA3HAYEHHUS Mbl HAXOIUM TCPMHUHBI B
HCXOJTHOM TEKCTE W BEPIIMHBI, COOTBETCTBYIOIINE KOPHIM TepMHHOB. [locie 3Toro Mel ynaiseMm
BCE BEPIINHBI, COOTBETCTBYIOIINE CIOBAM KaKIOTO TEPMHUHA, OCTABJISIS JIUIIH OJTHY, HAXOISAIITYFOCS
Ha CcaMOM BeEpXHEM YpoBHe. TOKEH OJTOH BepIIMHBI 3aMEHSETCS Ha TEKCT TEPMHHA, a
rpaMMaTHYCCKHE IapaMeTphl 3aMEHSIOTCS Ha IMapaMeTphl CJI0Ba, COOTBETCTBYIOIIETO KOPHIO
nepeBa pa3bopa TepMHHA. B ciydae, ecinm B iepeBe 3aBUCUMOCTEH MPEUIOKEHISI HaXOIUTCS HE
OJTHO CITOBO Ha BEPXHEM YPOBHE, a HECKOJIBKO, MBI OCTaBJIsIeM IIEpBOE HaiiieHHOe. Takas cuTyanus
03HAYaeT, YTO CHUHTAKCHYCCKHI aHAIM3aTOp OIMMKOCS ¥ pa30MiI TEPMHUH HA HECKOJIBKO
CHHTAKCHUYCCKHN HE CBsI3aHHBIX q)paFMeHTOB WM HEKOPPEKTHO OIPEACINII CBA3M TEpMHHA C €T0
noroMkamu. Hampumep, npeanoxenne *Kasnobel Ha 6016 8 NOACHUYHOM omoese M0380HOYHUKA C
n1esoli cCMopoHbI MOXKET Pa300paThCI KaK #anoba - 60sb, 6016 - NOACHUYHbLIU omden u #anoba
—> M0380HOYHUK (TO €CTh TIO3BOHOYHHK JKAITYEeTCS Ha 00JIb B TOSICHUYHOM OT/IEeNe). B 3ToM mpumepe
TEepMUH OBLT pa30pBaH Ha JIBE 4acTd. J[pyriuM BapHaHTOM aHAJIM3a SBIACTCS 60/1b —> MOACHUYHbIU
omoesn n0360HOYHUKA WU 60ab —» 71€80A CMOPOHA BMECTO MOACHUYHbIU omoesn M0380HOYHUKA —>
/1e8asA CMOPOHA. 31eCh TEPMUHBI OBUTH BBIJICIICHBI KOPPEKTHO, HO CBSI3U IIOCTPOCHBI HETPABHIIBHO.
B mepBoii cuTyanuu HaIl anroOpUTM MOXET CO3/1aTh HEKOPPEKTHYIO CBSI3b (KaK MBI 3TO BHJEIH BO
BTOPOM IIPUMEpPE), B pe3ysIbTaTe Yero Oy/IeT CreHeprupoBaHa onriodka (4To SBISETCS MPaBUILHBIM
noBefieHreM). OHAKO BepOsITHA CUTYyalys, KOT/Ia HAalll AITOPUTM YCTPAHHUT OIIUOKY M TEM CaMbIM
TIOBBICHT TOYHOCTH Pa0OTHI CHHTaKCHYECKOTO aHamu3aTopa. TakuMm o0pa3oMm, MoTydeHHas OIIeHKa
JUTSL JAHHOTO aJIrOpUTMa OYJIET SBISTHCS CKOPEE OIICHKOM CBEPXY, XOTSI U JJOBOJIHHO TOYHOIA.
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5. OuyeHka moyHocmu memodoe

Wrak, uenpo 1aHHOW paboThl SBISETCS CPABHEHHE TPEX ONMUCAHHBIX BBIIIE MMOJXOJ0B K aHAIU3Y
TEKCTOB JKano0 MalUeHTOB: TPaJUIMOHHOTO CHHTAKCHYECKOrO aHanu3aTopa 0e3 Kakux-indo
MOJICKAa30K; TPAJUIMOHHOTO CHHTAaKCHYECKOTO aHalIM3aTopa, pe3ylbTaThl pPabOThl KOTOPOTO
HCMPABISIFOTCS. TIPH [OMOIIM JAHHBIX W3 OHTOJIOTHH; MOBEPXHOCTHO-CHMHTAKCHYECKHIA aHau3
TEKCTa Ha OCHOBE OIPEIENICHHs CBA3EH MEXKY TEPMUHAMHK U3 OHTOJIIOTHH. [1J1s1 9KCTIEPUMEHTOB MBI
UCIIONIH30BANIHN JIBa CHHTaKcHueckux ananuzatopa: UDPipe 2.5 (Beimyiuen B nekadpe 2019) u spaCy
3.0 (mapt 2021).

Mbl Bpy4YHYIO Pa3METHIIM «30JI0TOM CTaHAAPT», COACPIKALIMHA CTO TEKCTOB Kano0d MAIUEHTOB,
HalMCaHHBIX Ha pYCCKOM s3blke. Kaxmas skanoba Oblna IpeacTaBlieHa B BUIE JepeBa
3aBUCHMOCTEH, BCEro ajoObl copepxkanu 1313 cBsizei, coeauustomux TepMuHbl. CpaBHUBas
pe3ynbTaThl paboThl aHAIN3ATOPOB C «30JIOTBIM CTaHAAPTOM», Mbl HE NMPUHHMAINA BO BHUMAaHUS
CJIOBa, HE SIBJISIIOIIMECS TEPMUHAMH, M HE BKIIOUWIIM UX B Pa3METKy «30JIOTOTO CTaHAAPTa.
HecMoTps Ha To, 4TO MpeAyory B Halled HOTAIMM HECYT BaXKHYIO MH(OPMAIUIO O COCTUHEHHU
TEPMHUHOB, OHU TaK)Xe OBbUTM HMCKIIOYEHBI M3 PAaCCMOTPEHMSI C TEM, YTOObI HE BHOCHUTH IIYM B
CTATUCTUKY COCTUHEHHS TEPMUHOB.

Tak xak Halei 1enbio OblIa OLIEHKAa TOYHOCTH COCIMHEHUSI TEPMUHOB MEXy cO00ii, a He OLleHKa
MPaBWJIBHOCTH ONpENEeNICHUs] BHJA TaKOro COCJMHEHMs, MbI HCHoOJb30Banmu MeTpuky UAS
(Unlabeled Attachment Score, mons mpaBWIBHBIX OTBETOB IIPH MOCTPOCHHUU CBs3eii), a He LAS
(Labeled Attachment Score, 1015 MpaBUIIbHBIX OTBETOB KaK ISl CBsI3ed, Tak U UX MeTOK) [23].
Pe3ynbraThl HalIMX SKCHEPUMEHTOB MPUBEIEHBI B Ta0II. 1.

Tabn. 1. Pe3ynomamol 9KCHepumMenmos
Table 1. Experimental results

Meton [IpaBHIBHBIX OTBETOB UAS
UDPipe 975 0.743
Spacy 1080 0.823
UDPipe + 930 0.708
OHTOJIOTHSI

Spacy + 1021 0.778
OHTOJIOTHSI

IToBepxHOCTHBI 1084 0.826
il

CHHTAKCHYEeCKHA

BHaJIM3 +

OHTOJIOTHSI

Kak Bugno u3 Ta0:. 1, npuMeHEHUE OHTOJIOTHH YXY/IIAST Pe3yIbTaThl CHHTAKCUIECKOTO aHaJN3a,
YTO CBSI3aHO C HENOJHOTOH MNPHMEHsEMOW HaMH OHTOJOTMH. Ham aHamW3 Iokasai, dro
MIPUMEHEHHE OHTOJIOTHHU TT03BOJISICT MCIPABUTh HEKOTOPHIC OMMUOKH aHAIH3aTopa, HO MIPHUBHOCHT
nBe 6ombime poosieMbl. [lepBas mpobaema 3aKIro9aeTcs B TOM, YTO €CITU JIB€ BEPIIMHBI HalIeHBI
B OHTOJIOTMH, HO MCKAY HHUMU HET HpﬂMOﬁ CBsA3U, TO HAIl METOJ NMEPEHOCUT MOAYMHCHHYIO
BEPHINMHY BBIIIE K KOPHIO, TAC OHA M OCTACTCA. HonyqaeTc;I, YTO METOI pas3pbIBACT BCPUIIMHBI,
KOPPEKTHO COCTMHCHHBIC CUHTAKCUYECCKHUM aHAJIN3aTOPOM, BHOCSA TEM CaMbIM OH_H/I6Ky. 3aMeTI/IM,
YTO TaKOH Ke pe3yabTar MBI IOJTYYUM Tam, IJ€ CHUHTAKCUYECKHUI aHajiu3aTop caM JONyCTHII
ommbKy. Bropo#t nmpoGieMoii siBiisieTcst TOT (PakT, 9TO METO/ HE BKIIIOYAET B UTOTOBOE JIEPEBO TE
BEPIIUHBI, KOTOPhIC HE OBUIM HAWICHBI B OHTOJIOTHH, TOTJA KaK CHHTAKCHYCCKHUU aHAIU3aTOP
cTapacTcs TaK WM MHAYE COCAMHUTH TAaKyl BEPIIMHY C APYTUMH (IIPHYEM MOXKET CACIAaTh 3TO
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BIOJIHE ycnelHo). [Tomydyaercs, 4To HEMOIHOTAa OHTONOT UM, B KOTOPOM OTCYTCTBYIOT KaK MOHSATHS,
TaK ¥ CBSI3M MEKAy HUMH, IPUBOJUT K YBEIMUEHHIO YHCIIA OIIHOOK.

[ToBepXHOCTHBII CHHTAKCMYECKMH aHANIW3 C NPHUMEHEHHWEM HH(OpMaluU M3 OHTOJOIMH MEHee
YyBCTBUTEIEH K €€ HEeINoJIHOTe. BMecTo TOro 4roObl HMCKaTh IPSIMBbIE COSIUHEHHSI MEXIY
BEpIIMHAMU B OHTOJIOTMM, METOJ IpOBEpseT CEMaHTUYECKHE METKU, KOTOPBIMH SIBISIOTCA
(parMeHTsI myTeil OT KOpHS OHTONOrUH. Hanpumep, eciii TepMHH UMEETCS B OHTOJIOTHH U 3alUCaH
B Hell kak «Jlokanu3arms», To OH Oy/IeT TPaKTOBaThCSA KaK TaKOBasi BHE 3aBUCHMOCTH OT HAJIMYUS
CBSI3M C HYXHbIM TepMHHOM. llomydaercs, 4TO METOJ MOJpPa3yMeBacT HETOJIHOTY OHTOJIOTHH:
JOKAJIM3alys AT OZHOTO IMPU3HAKA MOJXKET SIBIATHCS JIOKANM3aIMel g OpYyroro, Jaxke €ciu
npsiMast CBSI3b B OHTOJIOTHU HEe 0003HaueHa MO TEM WM MHBIM NpHurHaM. boiee Toro, orcyTcTBue
MOAO0OHOHN CBSI3M MOXKET PACCMaTPUBATHCS KaK CUT'HAI O HEOOXOAMMOCTH IOTIOJTHEHUS] OHTOJIOT HU.
OtmernM pasHuIy Mexny pesyiabratamu padbotrsl UDPipe m spaCy — 0.08 UAS. Dra pasnuma
ABJISIETCSA BUIUMBIM IIPOTPECCOM B 00JIACTH CHHTAKCHYIECKUX aHATU3aTOPOB 3a MOCJIEAHIE TTOJITOPa
roga. Mel cpaBHIIH pe3ynbTaThl padora spaCy 2 u UDPipe 2.5 u 00Hapy»XWiTH, 9TO TOYHOCTH MX
paboTHI SIBISIIACH CPAaBHUMOM.

Taxoke OTMETHM pa3HHUILY MEXIy TOYHOCTBIO, KOTOPYIO TMOoKa3bBaeT spaCy, M TOYHOCTBIO HAIIETO
mertona. Cpeay Mpodero Takasi MaJeHbKast pa3HUIla CBA3aHa C TEM, YTO HaM HE YAaJI0Ch PeaIn30BaTh
00paboTKy MOCIen0BaTENbHOCTEH TEPMHUHOB B YNIaKOBaHHON (opme mpu aHanmse B spaCy m3-3a
CIIO’)KHOCTEH peJaKTHPOBAHUSA U PYYHOI'O TIOCTPOCHUS FeHEPHUPYEMOro UM JepeBa 3aBUCUMOCTEH.
MbI 0OHapYKUIH, YTO B «30J0TOM CTaHmapTe» umeeTcs 20 MMOCIea0BaTEILHOCTEH C COI030M I
(cTIMHHOW W TIOSICHMYHBIA OT/E] MO3BOHOYHHUKA) M HECKOJIBKO, OOBEIUHEHHBIX 4Yepe3 3allsiTylo
(cTIMHHOM, MOSICHUYHBIH OT/AEN MO3BOHOYHKKA). T0o ecTh pe3ynbrarhl padoThl spaCy JOIKHBI OBITh
BBIIIIE.

OpHOM M3 caMBIX BaXHBIX MpPOOJEM MeToJa TMOBEPXHOCTHOTO CHHTAKCHYECKOTO aHaju3a ¢
WCIIOJI30BAaHHEM OHTOJIOTHM SIBISIETCS OTCYTCTBME IIPaBWJI, ONMCHIBAIOIIMX TIJIarOJIbHOE
yrnpaBieHue (KOTOpOMYy TakXKe MOJYUHSIOTCS W MPUYACTHs). 3aMETHUM, OJHAKO, YTO OHTOJIOTHS
COJZIEPXKHUT B cebe Mo OosbieH YacTu HHPOPMAIIHIO O IOHATHUSX, TO €CTh CYIICCTBUTEIILHBIX, & HE O
nporeccax, BeIpaxaeMbIX riaroiaaMu. Kak ciencTsue, Ha TEKyIeM 3Tare Mbl MOKeM HTHOPHPOBATh
TJIaroJbl, TaK Kak B jKaJo0ax IMareHTOB OHU BCTPEUYAIOTCSl OTHOCUTEIHHO PEIKO U HE UTPAIOT TOH
BR)XHOH pOJM, KOTOpas UM IPUCYIIA B ApPYruX TekcraxX. Emé ogHmM pemieHneM MOXeT OBITh
npeoOpa3oBaHKE IJIAr0JIOB B CYIIECTBUTENBHBIE IO CIOBApPIO.

MBI MOKeM yTBEpPXKIaTh, YTO HAIIN 3KCIIEPUMEHTHI MOATBEPIUIIN CTAPYIO UICI0 O TOM, YTO aHAIN3
TEKCTOB MOXKET MPOBOANTHCS C UCIOIb30BAaHNEM CEMaHTHUECKOI HH(opManuy (B HalIeM ciydae —
OHTOJIOTMH) ¥ HEOOJIBIIOTO YHCIIa TPOCTHIX MPaBHI IMOBEPXHOCTHOI'O CHHTAKCHYECKOTO aHaJIN3a
(xoTs Tekyme npaBwia CKOpee XpaHAT MH(pOpMaIuio 00 MMEHHOM ympasieHuH). [lomoOHbIe
MpaBUJIa MOXKHO M3BJIEKaTh U3 TEKCTOB B aBTOMAaTH3MPOBAHHOM PEKUMeE, HO Takas paboTa CIyXKHUT
TEMOH IS OTAEIBHOTO HCCIeNoBaHMA. [lJI1 aBTOMAaTHYECKOTO IOJNYYEHHS KaHIWIATOB B
Jno0aBiisieMble TEPMUHBI MOYKHO HCIOJB30BaTh IOAXOBI, MOJOOHBIE NpenoXeHHOMY B [24],
M3BJICKAIOIINE UX U3 (POPMATM30BAHHBIX ONMUCAHUH IPEIMETHON 00IaCTH.

6. MUcnonb3yembie ceolicmea oHmMosio2uu u mpeboegaHus K Hel

B nanHOM mpoeKTe MBI HCIIOIB30BAM HECKOJIBKO CBOMCTB CBS3€il OHTOJOTHH, OTHOCSIIMXCS K
CHHTAKCHUCY PYCCKOTO s3bIKa. YacTh U3 3THX CBOMCTB ObLIA OTpakeHa ITPH HOCTPOCHUU OHTOJIOTHH,
WCTIONb30BaHHOW B JAHHOM IMPOEKTe — ba3bl MEAMIIMHCKONW TEPMHUHOJIOTHH M HabmoaeHuit [17].
OmnuiieM pa3HUIYY MEX]y Pa3HBIMH IIOX0aMH B pa3padOTKE OHTOJIOTHH.

Onromornss  WordNet B wucxomHoM Buzae [25], wucmoip3yeT OrpaHHYEHHOE KOJMYECTBO
CEeMaHTHUYECKUX TOMET JUIsi CBsI3el MEXIy CJIOBaMH: T'MIOHHM/THIIEPOHUM, MEPOHHM/XOJIOHHM,
crenranbHbIe HAOOPHI CBSA3EH IS TIIAaroyioB M MpriaraTenbHbBIX. Cama CTpyKTypa OHTOJIOTHH HE
3alpeIaeT MCIOJb30BaHWE APYTMX BUIOB CBA3€H, OJHAKO Ha MPAKTHKE OHU BCTPEYAIOTCS
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JIOBOJIBHO PEAKO. ODTOT HENOCTaTOK 3a4acTyi0 HCIPAaBISIETCA IPU MEPEBOAE OHTOJOTHUH WIIH
KOHBEPTAIMH JIPYTHX OHTOJIOTHH M Te3aypycoB B ¢opmatr WordNet. Tak, Hanpumep, OHTOIOTHS
ruWordNet, coznanHas Ha ocHoBe Tezaypyca PyTes, [26] comepxur B cebe Takue CBI3M Kak
accornuanuu, ciHoHuMus u np. B ormmune ot WordNet u ruWordNet, Hama OHTONIOTHS CONEPIKHUT
B ceOe (PyHKIMOHAIBHEIC U aTPHOYTUBHBIE CBA3H (CM. pasi. 3).

Tenepp KpaTKO pacCMOTPUM, KaK 3TH CEMaHTHUECKHE CBA3M BBIPAXKAIOTCSA B PYCCKOM sI3bIKe. CBSI3b
TMIIOHUM/THIIEPOHUM BBOJUTCS B TEKCTE MPH TIOMOIIH CIIEHHUABHO KOHCTPYKINH, HAIIPUMEp, «A
— 9710 B», «A, Bug A — B» u T.11. (moapobOHee onmcano B [27, 28]), B IPOTUBHOM cilydyae, OH OyeT
cojepkarb B cebe TaBTojoruio. To e KacaeTcsi CHHOHUMHYECKUX M aHTOHUMHYECKUX CBSI3EHl.
OTHOLIEHNE MEPOHUMHUH MTOKA3bIBAET [TPUHAIC)KHOCT OJJHOTO 00BbEKTa WIIN MOHATHA Apyromy. B
PYCCKOM S3bIK€ Takas CBA3b BBIPAXKAaeTCsl NP MOMOIIM T'€HETHBHOM KOHCTPYKLUHU (XOJOHHM
MOIYUHSACTCS MEPOHUMY M HAXOIWTCS B POAUTENBHOM MAJeke) — «KarmoT aBToMoOmisi». Ta ke
TCHETHBHAs KOHCTPYKIMS MOXET HCIIOIb30BAThCS M JUIA BBIPAKCHUS (DYHKIMOHATBHON CBSI3H —
«i1okanu3anus 0omm». Taxke GyHKIMOHANBHAS CBSA3b MOXKET OBITh BBIpa)KCHA NP IIOMOIIY CBA3H
yepes3 NpeuIor — «00JIb ¢ JIOKTHU3AINEH UITH C NCII0Ib30BAHUEM CBSA3BIBAIOIIETO TJ1aroJia B PasHbIX
(dopmax — «00b, TOKaTHU3yroImasics By». [ aTpuOyTHBHBIX CBSI3€H TaK)Ke MOXKET UCIIOIB30BATHCS
IpsIMOE JOMOJHEHNE WU MPEII0KHAS CBS3b — «JIOKAIU3alys B MIPaBOM Ia3y», «UppajHanus B
NpaBylo HOTY». B oTiimume ot Apyrux BHIOB, aTpUOyTHUBHAS CBSI3b MO3BOJISIET CBSI3BIBATH MEKIY
c0001i CyIIECTBUTENBHOE, BRIpaXKarolliee Ha3BaHUE aTpuOyTa, M IpUiIaraTelbHOE, BRIPAXAIoIee ero
3HAUCHHE — «CHJIbHAS 0OJb B TIIA3y».

3aMeTnM, 4TO (PYHKIMOHAIBHBIX U aTPUOYTUBHBIX CBS3€H JOCTATOYHO, YTOOBI OMUCATH OOJBIIYIO
4acTh CBs3€H MeXAy CIOBaMHU B MEIUIIMHCKUX TeKCTaX. [Ipu 3TOM OTCYTCTBHE TaKuUX CBA3EH He
MIO3BOJISIET MOJYYUTh IIPUEMIIEMBII YPOBEHbB TIOJIHOTHI IPH MX aHanu3e. Takum 00pa3oM, Mbl MOKEM
yTBEPXKIaTh, YTO OHTOJIOTHS Kano0 MalUeHTOB 00s3aHa BKIIIOYATh B ceOsi aTpuOyTHBHBIE U
(YHKIMOHANBHBIE CBSI3M JUIsi O0OECHeUeHUs] yCHEeImHOH paboThl CHHTAKCHYECKOI'0 aHaJIH3aTopa.
NmenHo 310 cBOlicTBO HabmI0AaeTcs y «ba3sl METUITMHCKOW TEPMUHOJIOTHUH U HaOmroaeHuin» [17],
U MMEHHO Ojarojaps €My HaM yJalloCh JOCTHUTHYTH JIOCTATOYHO BBICOKOTO YPOBHSI TOYHOCTH
pe3yNbTaToB (XOTS, TOBOPSI O TOYHOCTH, CIEAYyeT TOBOPHUTH CKOpee 00 OmmMOKax, MOIyYeHHBIX
BCJIEJICTBHE HEIIOIHOTH OHTOJIOTUH U CUCTEMBI IIPAaBMJI IIOBEPXHOCTHO-CUHTAKCHYECKOT'0 AHAJIN3A).
Takxe 3aMeTHM, YTO CHHOHMMUYECKHE ¥ THIIOHUMUYECKUE CBSI3H OKAa3bIBAIOTCSI OUYEHB MOJIE3HBL,
KOT'Jla OIMH TEPMUH OKa3bIBACTCS 3aMEHEH APYTUM. J{JIsl HalIel OHTOJIOTUY TaKas 3aMEHa 03HA4aeT
IPOIYCK YPOBHS B CBS3SX OJHOIO T€PMHHA C APYrMM. VIMEHHO MOATOMY MBI NPEXbSBILSLIN
TpeboBaHNE NPUHIUIHAAIGHOTO HAJWYHS TPSMOTO ITyTH MEXAY TEPMUHAMHU IO HEpapXwu, a He
HaJIMYMsl HEMOCPEICTBEHHOH CBs3H. TpeOOBaHUS HAIMYMS TPSIMOTO ITyTH CBA3aHO C TEM, YTO
Mepexo] MEXIY COCeIIMH O3HAdaeT MEepexoi K MOHATHIO XOTS M OJM3KOMY, HO HMEIOIIEMY
orimmuus. Tak, Hampumep, «bosp B Iiazy» uMmeeT HaboOp XapakTEpPUCTHK M WX 3HAYEHHII,
OTIIMYAIOIIMICS OT XapaKTePUCTUK MOHATHS «boJb B CIIMHE», XOTS 00a 3TUX TEPMUHA SBISIOTCS
COCEIsIMH U NMPSIMBIMHU TOTOMKaMH TepMUHa «bomby.

7. 3aknroyeHue

B naHHO# cTaThe MBI I0KA3aJIM, YTO OBEPXHOCTHBIM CUHTAKCUYECKUI aHAIU3 PYCCKUX TEKCTOB C
OTIpe/ieIeHueM CBS3eH MPH IMOMOIIM OHTOJOTHH Y3KOH MpeIMeTHOI 00JacTH MOXKET IOKa3bIBaTh
TOYHOCTh, CPAaBHHUMYIO C TOYHOCTBHIO COBPEMEHHBIX CHHTAKCHUYECKHX aHAJIIM3aTOPOB HAa OCHOBE
HEHUpOHHBIX ceTel. [IpemioKeHHbI HaMU NOAXOJ HAaXOOUTCS Ha OJHOM YpPOBHE C OJIHUM M3
JYYIINX COBPEMEHHBIX CHHTAKCHUECKHX aHaiu3aTtopoB — spaCy 3.0 B obnacTu aHanm3a xajaod
MAMeHTOB, U3BJICYEHHBIX M3 UCTOpUIl Oose3Hu (pa3Huna coctamia ymins 0.003 UAS). 3amernm,
YTO Ipeblaylee MoKoJeHne cuHTakcnyeckux ananusaropos (UDPipe 2 u spaCy 2) noka3siBaer
ropaszo 6ojee HU3KUE pe3yIbTaThL.

[Tono6Hnast pa3Hnna 00ObICHIETCS TEM, YTO METUIMHCKHE TEKCTHI 00J1aJal0T PsIZIOM 0COOCHHOCTEH,
KPUTUYECKH CHIDKAIOIMIMX TOYHOCTh IPU HX aHalIM3e: OTCYICTBUE [JIarojoB; JJUHHBIC
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MIOCJIC/I0BATEILHOCTH UMEHHBIX T'PYIII, BBIPAXKAIOMIMX CBSI3M MEXIy TEPMUHAMH; CAMU TEPMHHBI.
W3-3a Takux 0cOOEHHOCTEH, TOYHOCTh CHHTAKCHYECKOTO aHalli3a CHIKaercs ¢ npumepHo 0.95 mo
npumepHo 0.85.

HemocTatkoM mNpeioskeHHOTO METONA SIBISCTCS HAJTUYME OHTOJIOTMH TPEIMETHOH 00iacTy,
MOCTPOCHHOW MO OINpPEJCIICHHBIM TPHHIUIAM W COJICpXKallel B ceOe HepapXHio TEPMHHOB.
Co3nanue mo1o0HON OHTOJIOTHH SBJSICTCS CEPHE3HBIM TPYIOM U 3aHUMAET roJisl. PydHoe co3anue
MpaBWJI TJIaroJibHOTO W HMEHHOTO YTMpaBJICHHS TaKXkKe 3aHUMaeT MHoOro BpemeHu. [logoGHas
CUTYyaIHs OIIPaBIBIBAaCT ceOs B CIydasiX, KOTJa HCXOMHBIX JaHHBIX HEIOCTATOYHO /IS IPUMEHEHHS
METOZOB MAaIIMHHOTO OOy4deHHs. B To e Bpems, pa3BHTHE HEHPOHHBIX CETEH, SBISIOIINXCS
OCHOBOH COBPEMEHHBIX CHUHTAKCHUUYECKHUX aHAJIMN3aTOpOB, €II€ HE MCUEpPHaJo CBOErO pecypca, B
CBA3M C YEM MBI MOXEM OKUIAaTh HOBOI'O IPOTpecca, B TOM UUCIIE U B CHHTAKCHYECKOM aHaJIM3E.
[IprMeHeHre IPeI0KEHHOT0 HaMH METOa ISl IHPOKOTO CHEKTPa TEKCTOB TPEOYyeT MOSBICHUS
HOBBIX METO/IOB aBTOMATU4ECKOTO BBIJIECJICHUS CIOBApPEH INIarojbHOr0 U IMEHHOTO YNpPaBJICHHUS, a
TaKK€ aBTOMATHU3UPOBAHHOI'O IIOIMOJJHCHUA OHTOJ'IOFI/II7I, TaK KaK IIOJJHOTa W TOYHOCTHb
CYIIECTBYIOIIUX METOIOB BCE €IIIE HE YIOBIECTBOPSICT MIPAKTHICCKHUX OTPEOHOCTEH. B CBsI3M ¢ 3THM
MOXHO YTBCPXKAATh, YTO npeunomeHHmﬁ HaMH1 METOA IOAXOAUT OJIA TEKCTOB y3KOﬁ Hpe)lMeTHOﬁ
00JacTH C MPOCTHIM CHHTAKCHUCOM, CYIIECTBEHHO OTJIMYAIOMIMMCS OT OOIIETPUHSATOW HOPMBI, U
XOpOIIIO MPOpPabOTAHHOW OHTOJIOTHEH, OTBEYANOIICH OMUCAHHBIM B CTaThe TpeOoBaHUsIM. B
MOJOOHON CHTyalluW OH IO3BOJHT ITONYYUTH BEIMTPHII B CKOPOCTH Pa3pabOTKH CHUCTEMBI H
TOYHOCTH €€ pabOTHI.
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NMocTpoeHue HenpoceTeBbLIX Moaesnen
Mopconornyeckoro n MmopdpeMHOro aHanusa
TeKcTa
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AHHoTanus. Mopdonoruueckuil aHaIu3 TEKCTOB Ha €CTECTBEHHOM SI3BIKE SIBIISIETCSI OJJHUM H3 Ba)KHEHIINX
JTamoB aBTOMaTtndeckod o0pabotku TekcToB (AOT). TpagumuoHHBIE W XOPOIIO HCCIEIOBaHHBIE
3a1a9i MOP(OJOTHYECKOT0 aHAIN3a BKIIOYAIOT MPHUBEICHUE CIIOBOQOPMBI K HOpMaibHOU (opme (JIemme),
ompeneneHne ee MOpP(OIOTHYECKUX XapaKTepUCTHK, a TaKKe paspeuieHue (CHATHE) MOp(OIOrHYecKOu
OMOHHMMHH (HEOJHO3HAYHOCTH XapakTepucTuk). K MopdonormyeckoMy aHann3y OTHOCHTCS TakkKe 3axada
MopdeMHOro pa3zdopa ciIoB (T.e. CErMeHTALMsI CJIOB Ha COCTABIIIONINE MOP(BI M MX KiIaccuduKkanys), Kotopas
BoCTpeOOBaHa B HEKOTOPHIX npmwiokeHnsx AOT. B mocnennue roas! pa3paboTaH psi IPOrpaMMHBIX MOJENIEH
Ha OCHOBE MAaIlMHHOTO OOY4YEeHHsI, MOBBIIAIOMINX TOYHOCTh TPAJUIHOHHOTO MOP(OIOrHIecKoro aHaausa u
MopdemHOro pas3bopa, OJHAKO IPOM3BOAUTENBHOCTh TAKMX MOJENEH HeZocTaTouyHa JUIi MHOTHX
MIPaKTUIECKUX 3a7ad, a JIi 337a4d MOP(EMHOro pazdbopa BHICOKOTOYHBIE MOJENHU IOCTPOSHBI TONBKO IS
nemMM. B nmamHOI paboTe ommcaHBl ABE HOBBIE BHICOKOTOYHBIE HEHPOCETEBBIC MOJENH, PEaTH3yIOIINe
MopdeMHEBIi pa36op croBOGOPM PYCCKOTO S3BIKA NPH JOCTATOYHO BBICOKOH mpom3BoauTensHOCTH. [lepBas
MOJIENIb OCHOBaHa Ha CBEPTOYHOMN HEHPOHHOI CETH U MOKa3bIBaeT I0CTOHHOE KayecTBO MopdemMHoro pasbopa
cioBopopm. Bropas monens, xpome MopdemHOro paszdopa cioBoOPMBI, MO3BOJISIET MPEABAPUTEIHHO
YTOYHUTH €€ MOp(doJOrnuecKkne XapakTepHCTHKH, pelias 3aJady CHATHS OMOHUMHUH. [IpOnN3BOANUTENEHOCTH
9TOil 00beANHEHHOH MOpdoJIOrHuecko MOAENN OKa3ajach HAWIydlIed CpeIu pacCMOTPEHHBIX Mojesei
Mop(heMHOT0 pazdopa, P CPaBHUMOU TOYHOCTH pa3bopa.

KiroueBbie ciaoBa: wmopdomormdecknii aHanu3 cinoBodopM; aBromMaTHdecKuii MopdeMHBIi pa3dop;
HeiipoceTeBble MOJeTH MOPpEMHOTO pazdopa.

Jas uutupoBanus: Canua A.C. IloctpoeHne HEHpOCETEBBIX MOJeNeld MOP(OIOTHIECKOTO U MOP(HEMHOTO
ananusa Tekcra. Tpyast UCIT PAH, tom 33, Beimn. 4, 2021 r., ctp. 117-130. DOI: 10.15514/ISPRAS-2021-
33(4)-9

Building neural network models for morphological and morpheme
analysis of texts

A.S. Sapin, ORCID: 0000-0002-9532-132X <alesapin@gmail.com>
Lomonosov Moscow State University,
GSP-1, Leninskie Gory, Moscow, 119991, Russia

Abstract. Morphological analysis of text is one of the most important stages of natural language processing
(NLP). Traditional and well-studied problems of morphological analysis include normalization (lemmatization)
of a given word form, recognition of its morphological characteristics and their morphological disambiguation.
The morphological analysis also involves the problem of morpheme segmentation of words (i.e., segmentation
of words into constituent morphs and their classification), which is actual in some NLP applications. In recent
years, several machine learning models have been developed, which increase the accuracy of traditional
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morphological analysis and morpheme segmentation, but performance of such models is insufficient for many
applied problems. For morpheme segmentation, high-precision models have been built only for lemmas
(normalized word forms). This paper describes two new high-accuracy neural network models that implement
morphemic segmentation of Russian word forms with sufficiently high performance. The first model is based
on convolutional neural networks and shows the state-of-the-art quality of morphemic segmentation for Russian
word forms. The second model, besides morpheme segmentation of a word form, preliminarily refines its
morphological characteristics, thereby performing their disambiguation. The performance of this joined
morphological model is the best among the considered morpheme segmentation models, with comparable
accuracy of segmentation.

Keywords: morpheme segmentation of wordforms; neural models for morphological analysis; morphological
analysis of wordforms

For citation: Sapin A.S. Building neural network models for morphological and morpheme analysis of texts.
Trudy ISP RAN/Proc. ISP RAS, vol. 33, issue 4, 2021, pp. 117-130 (in Russian). DOI: 10.15514/ISPRAS-
2021-33(4)-9

1. BeedeHue

Mopdonorndeckuil aHann3 sBISIETCS OJHAM K3 0a30BBIX ATAINOB ABTOMATHYECKOH 00pabOTKH
TekcToB (AOT), pe3ynbTaThl KOTOPOTO HCIONB3YIOTCS BO MHOTHMX NPHKJIAAHBIX 3amadax. K
OCHOBHBIM 3a/1auaM MOP(OJOrHYECKOro aHajlinu3a OTHOCHTCS OmpesesneHHe MOp]OoIOrHYecKux
XapaKTepUCTUK (YacTh pedH, Majuex, 4uciio, pox u T.A.) cioBodopmbl [1]. Hampumep, nns
coBOo(OpPMBI “IIOKOJaNa” PACIO3HAOTCS XapaKTEPUCTHKU: CYHICCTBUTEILHOE, POJUTEIBHOTO
nasieka, eAMHCTBEHHOT'0 YUCIIa, MY>KCKOTO poJa.

BakHoii 3a1a4eii MOp(OJIOTHUECKOTO aHAIN3a ABJICTCS CHATHE (pa3pelieHre) MopdoIoruiaecKoi
HEO/JHO3HAUYHOCTH (OMOHHMMHH), T.€. BBIBIECHHE KOPPEKTHOTO Uit 00pabaThiBaeMOro TEKCTa
BapuaHTa MOpP@ON0cUHeCcKUX Xapakmepucmuk CIOBOGOPMBI M3 BCEX BO3MOXKHBIX. Hampumep,
cnoBoopma “cmanu” MOXKET OBITh KaK CYIIECTBHTEIBHBIM MHOXXECTBEHHOro uucia (“sudvl
cmanu’), Tak ¥ TJIAr0JIOM MPOIIEAIEero BpeMenu (“cmanu pasepyscams ™). Pazpenienne OMOHUMUN
B 3TOM IIPHMeEpE CBOJMTCS K BBIOOPY OJJHOTO BApHAHTA W3 JBYX BO3MOXHBIX <cCyuf., MH. 4., ..> 1
<en., np. 6p., ...>. KauecTBo Mopdosorngeckoro aHaan3a 0ObIYHO OLEHUBAETCS C YYETOM CHSTHS
OMOHMMHH, JUIi 3TOTO HCIIOJB3YEeTCs METpHUKa aKKypaTHOCTH (TOYHOCTH) OIpENesICHHs
MOP(OJIIOTHYECKNX XaPAKTEPUCTHK [2], KOTOpasi pacCUNTHIBACTCS KaK KOJIWYECTBO INPABMIIBHBIX
OTBETOB K KOJIMUECTBY BCEX aHAIM3UPYEMbIX CIIOBO(OPM TeKCTa.

Emgé onHoit 3amaueit, oTHOcAIIEHCS K MOP()OJIOrHIeCKOMY aHAIN3Y, SBIsIETCs MOP(hEMHBIN pa3dop
[3], xoropslii 3akimroyaeTcs B aHaIM3e MOP(EMHOr0 cocTaBa CJIOBa IYTEM €ro pa3OueHus
(cermenranuun) Ha MOpdbI (MOpdemsr), Harpumep: impossible — im-poss-ible, npexpacuwviti — npe-
KpaC'H'bllZ. MOp(beMLI SABJIAOTCA HAMMECHBUIMMU 3HaYalllUMU CIUHUIAMH TEKCTA, U PE3YJIbTAaThbl
MopdemMHoro pa3bopa HeoOXOIUMBI B psjae npukiaanHbix 3anad AOT, Takux Kak HCIpaBieHHE
CJIOBOOOpa30BaTEIbHBIX W MapOHUMHYECKHX OLIMOOK, paclo3HABaHWE CMbICJIA HE3HAKOMBIX U
PEIKHUX CIIOB 110 OOJIee YaCTOTHBIM POJICTBEHHBIM CIIOBaM.

3amaun  paspemeHuss MOPQOJOTHIECKOW OMOHUMHM W MOpQGEMHOro pa3dopa SBISIFOTCS
AKTyaJIbHBIMH JJIA BLICOKO(I)HGKTI/IBHBIX SI3BIKOB CcOo CJIOKHBIM CJIOBOU3MECHCHHEM )5
cioBoobOpa3oBanueM (00NbIIOE KOMMYECTBO CY(h(UKCOB, MPEPUKCOB, OKOHYAHWH), K KaKOBBIM
OTHOCHUTCS pyCCKI/Iﬁ s3eIK. B TOCIIEAHNUE TOJbI MPOAODKAOTCA HCCICAOBAHUA IO IPUMEHCHUIO
MaITMHHOTO 00YYEeHHMsI IJIs1 33,124 MOP(OITOTHUECKOTO aHAIN3a PYCCKOTO s3bIKa [4, 5, 6, 7], KoTophIe
TIO3BOJIMJIN YITYYIIUTh KA9€CTBO pa3perieHnsi Mop(oIorHIecKoi OMOHIUMUH 10 95% To4UHOCTH JUIs
MOPQOJIOTHYECKNX XapaKTepuUcTUK. OFHAKO NPOWU3BOJUTENHFHOCTh TAKUX MAIIMHHOOOYYEHHBIX
MoJIeJiel aHau3a SBJISIETCS YPe3BbIYaiHO HU3KOM (BCEro JIMIIb COTHH CJIOB B CEKYH/Y Ha OJJHOM
sape CPU). nst 3amaun mopdemHoro pazdopa Ha 6a3ze MAIIMHHOTO OOy4YeHHsS! OBLIM TOCTPOCHEI
BBICOKOTOUYHBIE MOJIENH pa30dopa ieMM (HopMasIbHEIX (hopM) pycckoro si3bika [8, 9, 10], oqHako nx
TOYHOCTH JUISl Pa3IMYHBIX CJIOBO(OPM PYCCKOTo si3bIKa HEJIOCTATOYHA M MX MPOU3BOJIUTEIEHOCTD
HE OLICHUBANIACh.
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Hacrosimass  paGora mocBsimeHa TnpobiieMe  3(GQGEKTHBHOCTH  MPOTPAMMHBIX — MOJENel
MOP(}OJIOTHIECKOTO aHaIu3a, B TOM 9ncie MopheMHOTO pazbopa, Uit CIIOBOPOPM PYyCCKOTO A3bIKA.
Iox 3pPeKTHBHOCTHIO MBI IIOHUMAEM KaK BBICOKYIO TOYHOCTB PEIICHHS 3a7a9 MOP(OIOTHIECKOTO
aHalu3a, TaK M IPOU3BOJIUTEIHLHOCTh, IMO3BOJIOIIYIO OBICTpee 00padaThIBaTh COBPEMCHHEIC
KOpITyca TEKCTOB U3 COTEH MUJUTHOHOB CJIOB.

B pabote peanm3oBaHBl U HCCIEJOBAHBI IBE HOBBIE HEHpoceTeBbIe MOAeIH MOppeMHOTo pazbopa
cnoBoopM pycckoro s3eika. IlepBas MOAENTb BBIIOJTHIECT MOPQEMHBIH pa3bop ciIoBOGOPM,
MPEBOCXO/1 KaK TI0 TMPOWU3BOJUTEIFHOCTH, TaK M 10 TOYHOCTH pa3bopa H3BECTHBIC MOJICIH
MopgemMHOoro pazdopa s temm [8, 9, 10]. [lockombKy A MPUMEHEHHUS 3TOW MOACTH HEOOX0[iMa
Takas MOP(OIOTHYEeCKas XapaKTePUCTUKA CIOBOGOPMBI, KaK YacTh PEYH, JOMOJHUTEIHHO Ha
OCHOBC 3TOW MOJENH MOCTPOCHA BTOpas, OObEAWHCHHAS MOJCIb MOP(OIOTHYECKOTO aHAJM3a,
BBIMOJIHSIONIAS. OJHOBPEMCHHO CHATHE MOP(OIOTHICCKONH OMOHHUMHH CIOBOQOPMBI U €6
MopeMHBII pa3dop.

B cnenmyromem pasjene KpaTKO —HM3JIAralOTCs  PE3yNbTaThl B OOJNIACTH  TPAJUIIMOHHOTO
MOpP(OJIOTHYECKOTO aHANIN3a, MPUMEHUMBIC ISl TOCTPOCHHUS MPOIIECCOPOB PYCCKOTO s3bika. B
TpPEeThEM pa3lielie pacCMaTPHUBAIOTCS MOOXOABI K aBTOMAaTHYeCKOMY MopheMHOMY pazbopy H
pa3paboTaHHEIE B ITOCIICIHUE TOIBI BRICOKOTOYHBIE MOJEIH MOp(HhEeMHOTo pa3dopa JIeMM PYCCKOTO
s3bIKa. B geTBepTOM pasnene ommchIBacTCs pa3paboTaHHAsE HAMH MOJIEIs MOp(hEeMHOTO pazbopa
coBo(opM pYyCCKOTO sI3BIKA, a TaKkKe e€ HKCIepUMEHTANbHOE HCCiIeoBaHue. B msaToMm pasmene
COJZICPXKUTCSL OMHMCaHHEe OOBEAWHEHHON MOJIEIN MOP(OIOTHIECKOro aHal|3a: ee apXUTEKTypa,
napaMeTpbl o6yqu1/1;1, OLICHKKU KadeCTBa W MNPOU3BOAUTCIHLHOCTHU. B 3axmouyeHun KpaTKo
TIPUBOIATCS OCHOBHBIC PE3YIIbTaThl HACTOAIICH paOOTHI.

2. MemoOdbI mpaduyuoHHO20 MOPEhOSTI02UYECKO20 aHaIu3a

Jns pycckoro si3plka OOJNBIIMHCTBO NPHMEHSIEMBIX B HACTOAIIEE BpPeMs MOP(OIOTHUECKHX
MpoIIeccOpoB (B TOM 4YHCIIE OTKpHITHIE aHanmm3aTopsl [11, 12, 13]) 6a3upyroTcst Ha CIOBapHOU
nHpOpMaIIny, T.€. TUOO Ha CJIOBAape OCHOB, JINOO HA CIOBape cI0BOGOPM (TOCIETHIE I PYCCKOTO
A3BIKA HCTIOJIB3YIOTCS 3HAYUTENbHO damie). OmpeneneHne MOpP(}OIIOTHYECKUX XapaKTEPUCTHK
aHATTU3UPYEMOil CIT0BOPOPMBI CBOAUTCS K €€ TIOUCKY B COOTBETCTBYIOIIEM CIIOBape M BbIade BCEX
BO3MOXXHBIX ~ BapMaHTOB  MOP(OJOrMYECKHX  XapakTepucTUK (TeroB) oOpabaTeiBaeMOii
CIOBO(OPMEL.

CroBapHble MOP(OJIOTHH MOKA3bIBAIOT BBICOKYIO MPOU3BOMUTENBLHOCTH (10 120 ThICSY CIOB B
cekyany Ha CPU [11]), ogHako He TO3BOJIAIOT pelIaTh 3aaady CHATUS Mopdoioruueckoi
oMmoHnmuu. /st e€ pemreHus TpeOyeTcs mociieayroniee NIpUMEHEHNE OTIEIbHOW MPOLeaypsl K
MOJyYeHHBIM U3 CJIOBaps pe3yJsibTaTaM. JTa Mpoleaypa OOBIYHO CTPOUTCS Ha OCHOBE MAIIMHHOTO
00y4eHUs ¢ yUUTEIEM 110 pa3MEUCHHOMY TEKCTOBOMY KOPITyCY M O3BOJISIET BEIOPATh € IMHCTBEHHO
BEpHBII BapHaHT MOP(OJOTHYECKHUX XapPaKTEPUCTUK N3 HECKOJBKHX BO3MOXHBIX. B pasHbIX
MOP(]OJIOTHYECKNX TIPOIECCOpPax HCIOIB3YIOTCSI Pa3Hble METOAbl MAalIMHHOTO OOYYEHUs: B
Huanuur-AOT [11] — ckpeiThie MapkoBckue nenu, B TreeTagger [14] — nepeBbs peuieHuil, a B
napcepe UDPipe 1.0 [15] — mosHOCBsI3Hass HeWpoOHHas ceTh. I1107100HbIE METOIBI JOCTHIAKOT
TOYHOCTH OIpeJiesieHHs: MOP(OIIOrHIECKUX XapaKTEPUCTUK C YUETOM CHATHS MOP(OIOTHYECKOM
OMOHUMHH 110 94.5% Tt U3BECTHBIX CIOB M 10 79% s CIIOB OTCYTCTBYIOLIMX B cioBapsx [2].
TouHOCTh (aKKYPaTHOCTB) ONpeeeHUs] MOP(OIOTHYECKUX XapPaKTEPUCTUK PACCUUTHIBACTCS KaK
OTHOIIIEHHE KOJIMYECTBA CIIOBOGOPM, y KOTOPHIX XapaKTEepUCTHUKH OMNpeNeNeHbl BEpHO, K
KOJIMYECTBY BCEX aHAIM3UPYEMBIX cII0BO(opM:

Zéi’é(damset) correct(word;)

A =
tags len(dataset)

rue len(dataset) — konuuecTBO c10BOGOPM B aHATHM3UPYEMOM TeKcTe, WOrd; — i-oe CJI0BO B TEKCTE,
a correct(word;) = 1, xoraa Bce MOPGHOIOrHIECKHIE XapaKTEPUCTHKU CIIOBA OMPEACICHBI BEPHO, U
paBHO 0 B IPOTHBHOM CiIydJae.
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B mocnemame romel OBUTM TPEIIOKEHBI MOAETH MOP(OJIOTHYECKOTO aHaNW3a, B KOTOPBIX
ompeneneHne MOpPOIOTHISCKUX XapaKTEPUCTHK U CHATHE OMOHUMHH IIPOUCXOTUT OAHOBPEMEHHO,
T.. I KaXIOW CIOBOGOPMBI cpa3y K€ HaXOOUTCA CIWHCTBEHHBIH BapHaHT JEMMBI U
MOP(hOJIOTHYCCKUX XapakTepucTuk [4, 5, 6]. OCOOCHHOCTBIO TAaKOrO MONXOJAA SIBISCTCS
UCTIONB30BaHUE BEKTOPHBIX INPEACTABJICHUI CIOB M3 HEHPOHHBIX A3BIKOBBIX MOJENEH pa3HOro
Buma: FastText [16], ELmO [17], BERT [18]. B pabore [5] wucnoip30BaInch
KOHTEKCTyaJIH3UpOBaHHbIe BeKTOpHBIe mpercTaBieHus BERT u mynpTukiIaccoBas joructuyeckas
perpeccusi ¥ ObIIO JTOCTUTHYTO HAMITydIllee KauecTBO PELICHUs 33124 MOP(OIOTHYECKOT0 aHaIn3a
JUIl PYCCKOro si3blka: 95% TOYHOCTH omnpenesneHHs MOPQOIOTHUECKHX XapaKTepHCTHK. Takue
MOKa3aTeIn KadecTBa MOCTAaTOYHBI Ui MpUKIagHbiX 3axad AOT, omHAaKO MPOM3BOIUTEIHHOCTD
MTOTOOHBIX BBICOKOTOYHBIX MOJENel OKa3bIBaeTcs Ooiiee 4eM Ha [Ba MOPSAKAa HIKE CIOBAPHBIX
METOJIOB, MIO3TOMY HMX TPHMEHEHHE B MPAKTUYCCKUX NPHUIOKEHUSIX orpaHudeHo. OTKpHITHIE
Mop¢oJOTHYeCcKHe TMpoIeccopsl pycckoro sizpika [11, 12, 13] mo-mpexxHemy O0a3mpyrorcs Ha
CIIOBApsIX U 00JIee MPOCTHIX METOaX CHATHSI MOP(HOIOTUIECKON OMOHHMHUH.

3. MemoOdbi mopgheMHO20 pa3bopa sieMm
W3BecTHBI 1Ba BapuaHTa MOPGEMHOTO pa3dopa CIIOB:

®  Mopgemnas ceemenmayus, Koraa TpeOyeTcs CeTMEHTUPOBATH CIIOBO HAa COCTABIIIOIIME €ro
Mop¢sl (MOpdEMBbl), HaTIpUMED, IS CIOBA CemKa — cem-K-d,

e MopdemHas ceamenmayus ¢ Klaccugurayueil, Koraa TpedyeTcs He TOJbKO CErMEHTHPOBATh
CJIOBO Ha MOP(QHI, HO U omnpeaenuts ux tun: npucraBka (PREF), kopens (ROOT), cydhdukc
(SUFF), oxonuanue (END) u T.1., Hanpumep, cemka — cem:ROOT/x:SUFF/a: END.

Mopdemnas cermMeHTarms ¢ KiaccUpUKalen sBIseTCS HauOoJee MOJHBIM BAPUAHTOM 3aadu

MopdeMHoro pa3dopa U UMEHHO OHa PaccMaTpUBAeTCs B HACTOsIIEH padoTe.

KauecTBo aBTOMaTHUECKOIt MOP(EMHOI CErMEHTALMH OLIEHUBACTCS C TIOMOILBIO METPHK TOYHOCTH

(Presicion), monnotet (Recall) u F-mepsr mo rpanuiam mopdem [19], paccuuThIBaeMbIX

CIeNYIOIINM 00pa3oM:

Precision = ——— ; Recall = T ; F S — ,
TP + FP TP + FN 2TP+(FP+FN)

rae TP — xonmuecTBO BepHO OOHAPYKEHHBIX I'paHUIl MexXIy Mopdamu, FP — konmmdecTBo 105XHO

00OHapyxeHHbIX rpanul], FN — konuecTBO He OOHAPYKEHHBIX paHull. J{Jst 3a1a41 CErMEHTAIMH C

knaccudukanmen 100aBisAOTCS  emié TOYHOCTh (aKKypaTHOCTh) OIMpENeNieHHUsT THUMA BCEX

MOJYYUBIIUXCSI MOP(EM B CErMEHTHPOBAHHOM CIIOBE (aKKypaTHOCTh MO CJIOBaM LEITUKOM):

len(dataset
3 ( )

i—0 correct(word;)

Awords =

len(dataset) !

rae, len(dataset) — konmuecTBO CIIOBOGOPM B aHATM3UPYEMOM TeKCTe, WOrdi — i-0€ CIIOBO B TEKCTE,
a correct(word) = 1 TompKO KOT/a THIIBI M TPAHUIBI BCEX MOP(HOB CIIOBA OMPEICIICHBI BEPHO, U
pasHo 0 unHaye.

ITepBrie MeTOmBI aBTOMAaTHIYEeCKOH MOpdeMHo# cermeHTanuu [3] OBUIM YHUCTO CTATUCTHYECKUMH,
OCHOBaHHBIMHU Ha HEPa3MEUSHHBIX JaHHBIX U Moka3biBaiin 50-65% 3HaueHust F-Mepbl oOHapyKeHust
rpanui; Mopdem. Hambonee wuzBecTHOE pemieHHe 3amadyd MOP()EMHOH cerMeHTaruu ObLIo
peanmmn3oBano B cucteme Morfessor [20] Ha OCHOBE MeTO/1a MAITUHHOTO O0y4YeHHsI O6€3 YUUTeIs 1Mo
00JIBIION Hepa3MEUeHHOH KOJUIEKIUH TekcToB. OCHOBHas uzes meroaa Morfessor cocTouT B
MIONCKE MUHUMAJIBHOTO Habopa MopdeM, C TOMOIIBI0 KOTOPOTO MOXKHO CETMEHTHPOBATh BCE CIIOBA
00pabaTeIBaeMON KOJUICKIIMH TEKCTOB. J{JIsl TAKMX S3BIKOB KaK aHTIIMHCKUH, (PUHCKUI M TYpeLKUH
cucreMa rnokasbiBaet okoJio 70-80% F-mepbl 1uist 0OHApYKEHHBIX TPaHUI] MOPdEM.

JUis mpuMeHeHHs MallMHHOTO OOYy4eHHs C Y4YUTENEeM HYXKHbl HpEeACTaBUTEIbHBIE HaOOPHI
pa3sMedeHHBIX NaHHBIX (damacemsl) ¢ CETMEHTUPOBAHHBIMU MOp(deMaMH, HO OHU TPYJOEMKH B
CO3JJaHUU W OTCYTCTBYIOT JJIsI OOJIBIIMHCTBA $I3IKOB. OTHOCHTENBHO HEJIABHO MOSBHIINCH

120



Canur A.C. IlocTpoeHne HelipoceTeBbIX Mojieeit Mopdomornieckoro 1 Mophemuoro ananusa Tekcra. Ipyost UCII PAH, Tom 33, B 4,
2021 r., ctp. 117-130

HECKOJIBKO JTaTaceToB ¢ MOp(eMHOHN pa3MeTKol (CerMeHTaIus ¥ Kiaccu(pUKaIus) sl pyccKoro
A3bIKa, HanboNee NpeICTABHTENbHBIA U3 HUX, RuMorphs-Lemmas!, 6b11 momyden Ha OCHOBe
CII0BO0Opa30BaTeIbHOTO ciIoBapsi TuxoHOBa [21] M COOEPKUT OKOJIO 96 THICSY Pa3MEUCHHBIX JIEMM
pycckoro si3plka. biaronapst 3ToMy, Ha OCHOBE METOJJOB MAIlIMHHOTO OOYYEHHS C YYUTEIEeM ObUIH
pa3paboTaHbl HECKOJBKO BBICOKOTOUHBIX METOJOB (Mojenei) MopdeMHOH cerMeHTanuu c
Kiaccudukanue st memMMm pycckoro sseika [8, 9, 10]. B 3tux MoAensx HCIOIb30BaIHCh
pa3NUIHbIE METOABI MAITTHHOTO O0YUeHUS:

e cBepTouHas HelipoHHas ceTb (CNN) [8];

e  J1epeBbs perieHuil ¢ rpagueHTHEIM 0yctuHroM (GBDT) [9];

e nByHampaeneHHas HeliponHas LSTM-cets (Bi-LSTM) [10].

Bo Bcex mozensx 3amaua MopdeMHOro pazbopa paccMarpuBaiach Kak 3ajada KiacCH(pHUKALUH
OyKB, ¥ NMOMHUMO DPa3IMYMii B METOJAX MAIIMHHOTO OOyYeHMs MOJCIH Pa3MyaroTcsi HabopoM
kiaccoB OykB. CNN-Mozens npumMenseT cxemy kiaccudukauun BMES (ucnonb3yemyto 0ObIMHO B
3ajja4ye BbISBJICHUS MMEHOBAHHBIX CYIIHOCTEH), KIacCUPUIMPYs Kaxayto OykBy Ha 22 pa3iuuHBIX
kiacca, a mogenn GBDT u Bi-LSTM wmcnons3yroT cokpameHHbI Habop m3 10 kimaccoB, HO
JNOCTAaTOYHBIM 1T PEIICHHs paccMaTpuBaeMod 3amaud. Bo Bcex Mojensx OyKBBI CIIOBa
NPE/ICTABISIIOTCS B YHUTApHOU KoaupoBke (0ne-hot encoding), a taxke yuutsiBaeTcs HHGOpMAIHS
o ux rmacHoctH. HomomrurensHo, GBDT-momens wcmonp3yeT 3HaUYeHUS MOP(OIIOTHIECKUX
XapaKTepUCTHK CETMEHTHPYEMOTO CIIOBa: YacTh PEYH, PO, YHCIO, Maaex, Bpems. Mojems Ha
ocHOBe nByHampaBieHHOH LSTM-cetn Takke mpuMeHseT MOP(OIOTHIECKYI0 HWH(POPMAIHIO, HO
TOJNBKO 4YacTh peud. Baxnoit ocoOenHOCThI0O CNN-Momenu SBISCTCS —JIOTMOJHUTEIbHAS
KOPPEKTHPYIOIIAs MpoLeaypa Ha OCHOBE MPOCTHIX MPaBUII MOP(OTAKTUKU (KOPEHb HAET MOCIe
NpUCTaBKH, cyhUKC TocIe KOPHS U T.I1.), IPUMEHsIeMast K pe3yJIbTaTy HeHPOHHOM CETH, a TaKkKe
HCIIOJIb30BaHUE aHCaMOJii U3 TpexX oauHakoBbix CNN-Mojened, YTO 3HAYUTENLHO MOBBIIIACT
TOYHOCTH pa3d0pa, HO YBEIMIMBACT pa3Mep MOJICIH U CHIDKACT MTPOU3BOIUTECIFHOCTD.
DKcrniepuMeHTaNbHas oleHKa [9] Tpéx yka3zaHHBIX MOJIENed Ha OJHUX M TEX e pa3MEUEHHBIX
Jaracerax Uil pycckoro si3eika (B ToM uucie RuMorphs-Lemmas) mokaszana ux cpaBHUMOE
kadyecTBO: 10 98-99% F-mepsr mo rpanuiiam MopdeM (B 3aBUCHMOCTH OT 00YYaIOIIero JaTacera u
napaMeTpoB Mojenn), a Takke 86-89% TouHOCTH (aKKypaTHOCTH) MOp(hEMHOro pa3bopa CioB
[ENTMKOM — CM. Tabll. 1 ¢ olleHKaMu, MOJTy4YeHHBIMU Ha natacetre RuMorphs-Lemmas. Monens Ha
ocHOBe Bi-LSTM crnerka mpeBocxoauT CNN-mMonens, BO3MOXHO 3a CUET JOMOJIHHUTEIBHOTO
HCIIOJIb30BAHUS YACTH PeUr pa30MpaeMoro CiIoBa U COKpAIICHHOTO Habopa KiaccoB OykB. B Toxe
BpeMs dTa MOJETh He TPeOYIOT KOppeKTUpYIomIei npoueaypsl. B padore [9] Takke moka3aHo, 94To
HanOoITbIIIee BIUSHAUE HAa PACIIO3HABaHUE Kiacca OYKBHI OKAa3bIBAIOT HE TOJIBKO COCETHHUE OYKBEI,
HO ¥ 4acTb PEUH.

Tabn. 1. Kauecmeo mopghemnozo pasbopa ons nemm pyccrkoeo sizvika (%)
Table 1. Quality of morphemic segmentation for Russian lemmas (%)

F-mepa no TouHoCTH
Mopeasn rpaHunam pa3bopa cioB
Moppem
CNN + KoppeKTupymouas 98.10 88.62
npoueaypa + ancam0JIb ) )
GBDT * 98.01 86.54
MOP(OXapaKTEPUCTUKU
BI-LSTM * 98.45 89.03
4acTh peun

OnucaHHbIE MOACIN MOp(l)CMHOIZ CEerMCHTAllUl C Knaccn(bm(auneﬁ MOKa3bIBalOT BBICOKYIO
TOYHOCTH pa36opa JIEMM, OJHAKO HX MNPOU3BOJUTCIBHOCTb HE HU3MEPAIACh. HOCKOJ’II)Ky KO
MO,Z[GHGﬁ SABJIACTCS OTKPBITBIM, MbI IMPOU3BEIIN 3aMCpPbl UX MPOU3ZBOAUTCIIBHOCTHU Ha q)parMeHTe

L https://github.com/cmc-msu-ai/N LPDatasets/blob/main/morphemic/dicts/tikhonov.txt
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xomnexuu Tekctos lib.rus.ec?, o6semom 10 MitH cI0B, B OAHOAAEPHOM pexkUMe npoueccopa Intel
Core 17-8750H, 6e3 ucnosb30Banus rpaGuIecKOro yCKOpHUTest. M3Mepsioch KOJUYECTBO CIIOB B
CeKyHIy, 00pabaTbIBa€MbIX MOJIENBIO (C YIeTOM BPEMEHH Ha OIpefesicHHe MOP(hOIOTHIECKUX
xapakTepuctuk B Mozensix GBDT u Bi-LSTM u koppektupytoueii mpouenypsl B CNN-Mozenu),
Ppe3yNbTaThl HOKa3aHbI B TA0II. 2.

ITpon3BoANTENEHOCT MOAENEH OKa3anach HEBBICOKA, TaK UTO A 00paOOTKH OOIBIION KOJUICKIHH
TEKCTOB (COTHU MHJUIMOHOB CJIOB), JIaKe C YYETOM Tapajuiesii3Ma moTpedyeTcss HECKOJIbKO JHEH.
HawnGomnp1iasi Ipon3BOIUTENBHOCTh JOCTUTAETCS MOJEIbI0, MOCTPOSHHOW Ha 0a3e CBEPTOYHBIX
HEHUPOHHBIX CETEH, OHA KE UMEET U HAMMEHBIIUHN pa3Mep.

Tabn. 2. [IpouzsooumenvHocms mooeneti MOphemMHoz20 pa3doopa 1eMm PYCCKO20 A3bIKA
Table 2. Performance morphemic segmentation of Russian lemmas

Mopeasn ais 1eMM CaoB B Pa3zmep
cekyHay | moxenu (MB)

CNN + koppekTupymomuas
npoueaypa + ancam0ib 354 9.5
GBDT + onpenenenue 269 2651
MOpP(}HOXapaKTEPUCTHK
Bi-LSTM + onpenenenne 64 203
YacTH peuu

OTMeTHM, YTO BCE OIMHUCAHHBIC BBINIE MOJAEIA MOpPPEeMHOro paszdbopa ObUTH OOydYeHBI IS
MopdeMHOoro pasbopa JieMM (HOPMAJbHBIX (OPM) PYCCKOTO s3bIKA, W BBITIOJIHCHHBIC 3aMEphl
KauecTBa MOp(heMHOro pasdopa sl CIOBOPOPM MOKA3aIM MX HEMPUTOAHOCTH ISl MPAKTHKU
(menee 38% TouHOCTH pa3bdopa Mo ciaoBaM HeAHKoM). [IpUunHOM TOTO SBISETCS CYIIECTBEHHOE
pasiuyrie B MOp(HEMHOU CTPYKTYPE Pa3IMIHbIX CIO0BOPOPM MOP(]OIOTHIECKH OOraToro pyccKoro
sI3bIKA, HAITPUMED:

pa3dop JeMMBI: pacuums — pac: PREF/uu:ROOT/mv: END

pa3bop cioBodopmer: pazousiom — pazo:PREF/utb:ROOT/iom:END
TTOCKOJIBKY TEKCTBI COCTOSAT HE W3 JIeMM, a u3 cinoBodopm, Heobxoquma 3(hPeKTHBHAST MOIEIb
MopdeMHoro pa3dopa, OpueHTHPOBaHHAs HAa 00Pa0OTKY clI0BO(OpM.

4. CeepmoyHasi Modesib MoOpgheMHOo20 pa3bopa crioeoghopm

W3BecTHO, YTO CBEpTOUHBIC HEHPOHHBIE CETH SIBIISIOTCS OZHUM M3 HanboJee MPOU3BOIUTEIBHBIX
BHJIOB HEHPOHHBIX CeTell, Kak sl 00yueHHsI, TaK U JUId IPUMEHEHUs y)ke 00ydeHHoH Moaeu. [Ipu
CpaBHEHHHM Mojeneii MopdpemHOro pasbopa semm (Tabm. 2) Momens Ha 0a3e CBEPTOYHBIX
HEHPOHHBIX CeTell TarkkKe IMOKa3aja HaWIy4IIyl MPOM3BOIUTENBHOCTh. [103TOMY MBI BRIOpain
OJTHOMEPHBIE CBEPTOYHBIE HEHPOHHBIE CETH B KAYECTBE OCHOBBI apXUTEKTYPhI MOEIN MOP()EMHOTO
pazbopa cnoBodopm. ITIOCKONBKY CBEpTOYHBIE CETH pPa0OTAIOT C TOCIEAOBATEIHHOCTIMU
(PUKCUPOBAHHOM JUTHHBI, HAIlla MOJIeNb 00pabaTriBaeT cioBa u3 20 6yKB (IIOAABISAIOMIEE YHCIIO CJIOB
PYCCKOTO sI3bIKa COJIEP’KUT MEHbIIIee YUCIIo OYKB). bonee KopoTKue Ci10Ba JOMONHSIOTCS ITyCTBIMU
CHMBOJIaMH, a Ooiee AITMHHBIE JAeATCS Ha YacTH. APXHUTEKTypa CeTH MpeACTaBlIeHa Ha puc. 1.

Ha Bxox paspaborannoii CNN-Mozmenn mojaercs 4HCIOBOH BEKTOp W3 3aKOIMPOBAHHBIX OYKB
CJI0BO(OPMBI B YHUTapHOI KOANPOBKE, IPHU3HAKOB X TIACHOCTH, a TAKXKE 3aKOIUPOBAHHON YacTH
peun cioBodopMbel. BXon Monenu coeMHEH cO “‘CBEPTOYHBIM OJOKOM™, KOTOPBI COCTOUT W3
OJJHOMEPHOIO CBEPTOYHOTO CIOs, closi cyomuckperusaunu (max pooling) u cios MCKITIoYeHUs!
(dropout). Crno#t cy0aucKpeTH3aLiy MO3BOJSIET 3HAYUTENBHO YCKOPUTh 00y4eHHE U MOCIeIYIoIIee
NIPUMEHEHNE MOJIEINH, a CJIOW HMCKIFOYeHHs! rmoMoraeT 0opoThesi ¢ nepeoOydeHueM. B kauectse
(YHKOIMN aKTHBAIlMM CBEPTOYHOrO ciost B3sta ReLU, koropas sBIsSeTcS OJHOBPEMEHHO
BBIYMCIIUTENIFHO MPOCTOM M XOPOIIO 3apeKOMEHOBaBIIei cebs Ha mpakTuke. Bcero B Momenu

2 librusec.pro (pparment o cewuike https://bit.ly/3typZ57)
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UCTIONB3YIOTCA TPU MOCJIEAOBATEIFHO COEAMHEHHBIX “CBEPTOUYHBIX OJIOKA”, BBIXOJ IOCIEIHETO
MOAAeTCsd HAa BXOJA TIOJHOCBSI3HBIM CJIOSIM CETH C (YHKIWMEH aKTHBAIMM MATKHH MaKCHMyM
(softmax), BeicTyIafomuM B pONH KIACCH(PUKATOPOB. DKCIEPUMEHTBI MOKA3aJIH, YTO YBEIHICHHE
YHcla CBEPTOYHBIX OJIOKOB HE3HAYMTENBHO YIydllaeT KayecTBO pa3dopa, HO CHHXKaeT
MPOU3BOIUTENEHOCTD MOAEIIH.

Iockonpky st oOydeHns Moaenu MopheMHoro pasdopa caoBoGOpM HEOOXOAMM pa3MEUCHHBIH
jJaracer ¢ MopdeMHbIM pazbopom cioBodopM (a He JeMM), HaMu Obula paspaboTaHa
aBTOMAaTHYeCKas MpolLeaypa TeHepaluyd pa3MEueHHOro jaracera CcjiIoBO(OpPM, HCXOAS U3
u3BectHoro naracera RuMorphs-Lemmas. IIpoueaypa mocnemoBarenbHO NPUHUMAET Ha BXOJ
MopdeMHbIiH pa30op ouepeaHON JIEMMBI PYCCKOTO SI3bIKa M3 3TOTO JIaTaceTa M Ha OCHOBE CHCTEMBI
CJIOBOM3MEHHTEJIFHBIX KIJIACCOB AJIsI PYCCKOTO s3bIKa M WH(opManuu U3 MOPQOIOTrHYECKOTO
cinoBapst Opencorpora [22] reHepupyeT pa3dopsl BCeX cI0BOGOPM BXOIHOM JeMMEL. [10CTpOCHHBIH
matacer RuMorphs-Words comepxkutr Oomee 1.7 MIH pa3inu9HBIX cIOBOGOPM C MOPPEMHOH
pa3MeTKOM, [UIsl KaXKI0H CI0BO(GOPMBI yKazaHa e€ 4acTh PEUH.

P

Pesyneripyoume { |1-=!P| iﬂ|
Knacck Gyke :

| | | | CeepTodHbIi cnoi

WekmoueHre

& (YY) eysaeckperaaups

/
1
(FJ [T T T comosmacns

CBepTOyHbIA BRok

o
e
——

Mpwanakn Gyxs
W YACTE PEUH

1

T

c

cnuﬁ?sﬁ?ulmu {
Puc. 1. Apxumexmypa moodenu mopghemuozo pazbopa cio8oghopm
Fig 1. The architecture of the morphemic segmentation model of wordforms
IIpu 0o6yuenun Moaenn OyKBHI cnoBodopMel KiaccuuuupyroTes Ha 10 KIaccoB, YTO JOCTATOUHO
JUISL BBIICJIEHHS COCeHMX Mop(eM, OTHOCSIIMXCS K ofHoMy u Tomy ke tuny (ROOT, PREFIX,
SUFFIX). Huxe mpuBeicH mpuMep, MOKa3bIBAIOIIMKA OTAMYHUS Ooyiee TpamuiuoHHod BMES-
pasMetku (22 knacca) OT ucmosib3yeMoit Hamu BM-pasmetku (10 kmaccoB) Ha mpumepe pazdopa
cinoBoopmer “meumamens”, meum:ROOT/a:SUFF/men:SUFF/a:END:
M e 4 m a m e J A

B-ROOT M-ROOT M-ROOT E-ROOT S-SUFF B-SUFF M-SUFF E-SUFF S-END

B-ROOT M-ROOT M-ROOT M-ROOT B-SUFF B-SUFF M-SUFF M-SUFF B-END
Kak BugHOo, BM-pasMerka (HIDKHSS CTPOKa) MO3BOJISIET BBIACIMTH I'PAHUILY IOCIEAOBATEIBHBIX
cyhdukcoB “a” u “mens”.
IIpu oOy4yennn mMoxenm mataceT pazomBaics B cootHomeHn: 70% ams oOydaronero MHOXKECTBa,
10% nmnst BanmumarponHoro u 20% aist TecToBOro (BpeMs 00y4eHHsT COCTABIIIO OKOJIO 25 MUHYT Ha
Nvidia Tesla T4). Tounocts 00y4eHHOH Monenu MopdeMHOro pasbopa clOBOQOpM cocTaBHiIa
91.06% 1o cnoBam eNMKOM JuIsi cI0BOGOPM, a MpH MpoBepke Tosibko Ha JemMMmax — 90.03%, 4ro
SBJISIETCS HAWTYUIINM JOCTHKUMBIM KaueCTBOM MopdeMHOro pa3dopa AjIst CJIOB PyCCKOTO SI3bIKa —
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cM. Tabi. 3, crpoka 1 (TouHOCTh F-Mephl o rpanuiiaM MopdeM TakKe BBICOKA, KaK M B MOJIEISIX
JUT pa3dopa JieMM, TOATOMY HE IOKa3aHa).

Tabn. 3. Tounocmo modeneit mopdhemnozo pasbopa ciosodopm pycckozo azvika (%)

Table 3. Accuracy of models for morphemic segmentation of Russian word forms (%)

Mopneas pas ciaoodopm | RuMorphs-Words | RuMorphs-Lemmas | Morphs-SynTagRus
CNN 90.03 91.06 -
Oo0bennHeHHas - 85.90 88.54

OreHKa MPOM3BOANUTEIBHOCTH MOJEIH JUIs CJIOBO(OPM BBINOJHSIACH C IMOMOLIBIO OMOIHMOTEKH
tensorflow-lite [23], Tak Kak OHa BKJIHOYaeT OOJBIIUHCTBO peaTW30BaHHBIX B tensorflow
ONTUMU3AINNA, a Takke oOJamaer NPOCTHIM HHTepdelicoM aIs TPUMEHEHHS MOJACIeH W
MOJIACPIKUBACTCS TSI HECKOIBKHUX SI3BIKOB IPOTpaMMHpOBaHUs. Pa3zpabotaHHas it cioBodopM
MOJENb TOKa3ajla HAWIyYIIyl0 IPOMU3BOAWUTENFHOCTh CpPEOH PACCMOTPEHHBIX  MOJEIeH
Mop¢emHoro pazbopa: 4559 cnoB B cekyHAy — cM. Tabxi. 4, crpoka 1. OmHAKO, ¢ y4ETOM BpeMEHH
onpeneneHds 4acTH pedd (MopdompoueccopoM® s PYCCKOro S3blka) HPOU3BOAMTENHLHOCTD
cam3miack 10 2380 cnoB (cTpoka 2 Tabm. 4). Tem caMbiM, ompeneieHie YacTH PeYd HETaTHBHO
CKa3bIBACTCSl Ha IMPOU3BOIMTENBLHOCTH MoOJeiH. PaszpaboraHHas HamMu OObEeAMHEHHAs MOJENb
MOP(OJIOTHYECKOTO0 aHajIu3a IO03BOJSET JOOUTHCS OOJbIEH NPOU3BOMUTENBHOCTH 3a CUET
OJTHOBPEMEHHOTO OTIPEIeIICHHUS YaCTH pedr U MOpPeMHOT0 pa3dopa cI0BOPOPMEIL.

Tabn. 4. [IpouzeooumenvHocms mooeneti Mopghemno2o pazoopa cio8oghopm

Table 4. Performance of models for morphemic segmentation of Russian word forms

CioB B Pa3zmep

Mogeas aas ciioBodgopm CeKYHILY (MB)
CNN ¢ u3BECTHOM YacThIO peun 4559 11
CNN c ompeie/iecHUEM 4acTH pedn 2380 11
O0nenuHeHHass MOP(OTOTHIECKAs 1893 15
MOJENb
Komuiekc 00beIMHEHHBIX 3 3543 135
MOP(}OJIOrHUECKUX MoJeTIei

5. O6beduHeHHasi MoOeslb MOPEO/I02UYECKO20 aHanu3a

OObenrHEHHAs MOJIENb, TaK e, Kak M Mojaeldb MopdeMHoro pasdopa ciroBodopM, OCHOBaHA Ha
CBEPTOUYHBIX HEUPOHHBIX CETAX U3-3a UX BBICOKOM IIPOU3BOJUTEIILHOCTU. B oTiaM4une oT onucaHHOU
Beimie CNN-mozmenu st ciioBodopM, oObeMHEHHAST MOJeNb 00padaThiBaeT TEKCT 10
MIPEUTOKEHISIM, TIOCIIEIOBATEIIFHOCTSIM CJIOB (PMKCHPOBAHHOTO pa3Mepa.

Jnst  kaxmoir  cioBOGOpPMBI  TIpEeNJIOKEHHs] OepyTcsi €€ BO3MOXKHbIE MOp(dosoruueckune
XapaKTEepUCTUKU (BapUaHThl MOP(OJIIOTHYECKOTO aHali3a), omnpesesseMble MOp(OIOrnIecKum
nporieccopoM. B ciydae mopdonornueckoil OMOHUMHUH MOJIEh CHUMAET €€ (YTOUHSET YacTh PEYH,
MIa/IeXK, YHCII0, POJI, BpEMsI) M HCIOIB3yeT YTOUYHEHHYIO YacTh PEUH JJIS BBIIOJHEHUS MOP(YEMHOTO
pasbopa.

ApxuTekTypa 00beAMHEHHONW MOJIENN TpPE/CTaBlIeHa Ha pHUC. 2, CIEeBa MMOKa3aHa 4acTh MOJEIH,
OTBeHarolas 3a paspeuieHrne MOopQOIOTHUECKOil OMOHMMHH, & CIpaBa — 4YacTh MOJEIH,
oTBevaromas 3a MopdeMHbIH pazoop.

ITockoyIbKY HCHOJIB30BAaHUE BEKTOPHBIX IPEACTABICHUN CJIOB, IOJYYEHHBIX W3 HEHPOHHBIX
SI3BIKOBBIX MOJIEJICH, 3HAYUTEIHLHO MOBBIMIAET KaueCTBO MOpdoorudeckoro anammsa [4, 5, 6], Ha
BXOJI MOJIEJIN TIOJIAOTCS BEKTOpa 00pabaTbiBaeMbIX cl10BO(hopM U3 si3bikoBoi Mojienu FastText [16]
(9Ta OmHA W3 BBIYMCIUTEIBHO-TIPOCTHIX S3BIKOBBIX MOJENEH AJsl BHICOKO(IEKTUBHOTO PYCCKOTO

3 https://github.com/alesapin/XMorphy
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A3bIKa). DTH BEKTOPa CIOBOGOPM KOHKATEHHPYIOTCS C BEKTOPaMH 3aKOAHPOBAHHBIX BApHAHTOB MX
MOP(]OJIOTHYECKOTO aHAIN3a, MTOJYYEHHBIMU MOP(OIIPOLIECCOPOM.

Otu naHHBIE 00pabaTHIBAlOTCS TPEMs CBEPTOUYHBIMH OJOKaMH (WX apXUTEKTypa aHAJIOTHYHA
CBEPTOYHBIM OJIOKaM BEIIICONIMCAHHON Moenn MopdeMHoro pazbopa ciioBopopM), MOTYICHHBINA
pe3ynbpTaT IOCTYIMaeT B MOJHOCBSI3HBIE CJIOM (VI KaXXOOTO CcJOBa CBOMl Habop cloés),
BBICTYIIAIOIIME B POJIM KIACCH(OUKATOPOB M OINpPEACIAIONIME 3HAYCHHS MOPQOIOTHIECKHX
XapaKTEepUCTHK CIOBO(OPM: YacTh peyH, Maaex, pol, YUCIO0, BPEMsL.

OnI¥H BBIXOJ TIOJTHOCBA3HOTO CIIOS ISl KKAOTO CJI0Ba, OTBETCTBEHHBIH 32 4acTh PEUH, II0JaeTCs B
Ty YacTh MOJEIIH, KOTOpas peann3yeT MOp(peMHEBIi pa3dop, BMECTEe ¢ 3aKOMPOBaHHBIMH OYKBaMH
oOpabaThIiBaeMBbIX CIOBOGOPM U TPH3HAKAMH HX TJIACHOCTH (AQHAJIOTMYHO CBEPTOYHON MOJENN
MopdemHOro pasdopa crmoBodopm). MopdeMmHsbiii pazdop cioBodopMm u3 o0pabaThiBaEMO
HOCTIEZIOBATEIIFHOCTH CJIOB BBITIOJIHSCTCS HE3aBUCHMO.

[ockonbky mis oOydeHHs pa3pabaTbiBaeMOil MoJenu HEOOXOIUM pa3MEYeHHBIH JaTaceT, B
KOTOPOM Oy/IeT OTHOBPEMEHHO 1 MOp(dosiorHuecKasi, 1 MopdeMHas pa3MeTKa CIIOBO(GOPM PYCCKOTO
A3bIKa, a TAKUC JaTacCThbl Ha I[aHHI;IfI MOMCECHT HE pa3pa60TaHLI, TO 6])1.]'[ B34AT U OOIIOJIHUTCIIBHO
pa3MeuceH U3BECTHBIN KOpIyc ¢ Mopdoaoruyeckoii pasmerkoit SynTagRus [24] (oxomo 1.1 muH
CJIOB) — B HeM OblIa no0aBieHa MopdeMHas pazmeTka Kaxoi cioBodopmsl. Koprmye SynTagRus
ObLT BBIOpaH, KaK MPEACTaBUTENbHBIM M B TOXE BPEMs HCIIOJIB30BaHHBIH B MOP(OIOrHYECKOM
COpEBHOBaHMHU [7], YTO MO3BOJSET CPAaBHUTH pa3pabOTAHHYIO HAMH MOJENb C HAMIY4YIIAM
JOCTIDKMMBIM KadecTBOM MOpP(OJIOrHYecKoro aHaim3a. MopdemHas pa3meTka I00aBisiach B
ABTOMAaTU3MPOBAHHOM PEKHME C MOMOIIbI0 HAICH YK€ PealM30BaHHOM CBEPTOYHON MOENH
MopdeMHOro pa3bopa cioBo(GOpM U TOTOTHUTEIBHONW PyYHOI IPOBEPKH PE3yJIbTaTa.
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I!‘.’TH: i" | ;{ | Kaccs ke
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£
d 4 cnaw
',_i 2 : I' [ [ 1 T I .| } CeepTodMLEIA Gnok
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Puc. 2. Apxumexmypa obvedunenno mooenu
Fig. 2. The architecture of the joined model
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[Tpu 0OyueHnn paccMaTpuBaeMoil 00beTMHEHHOW MOJIEITH HCITOIB30BAIOCH CIIeAyIolIee pa30oreHre
kopmyca SynTagRus ¢ Mmopdemuoii pasmerkoit, namee — Morphs-SynTagRus: 70% mnpemtoxeHuit
g obOydaromero MHoxectBa, 10% mma BammpmanmonHoro u 20% pns tectoBoro. B xoxe
SKCIIEPUMEHTOB C MOJIENBIO OBUIO BBIICHEHO, YTO HAaWIyylllee KauecTBO MOP(OIOTrHYECKOTo
aHanu3a 1 MopdeMHoro pazbopa cioBo(OpPM IOCTUTAeTCs MPU CIECAYIOIIMX THIIEepapaMeTpax:
KOJIMYECTBO Y3JIOB B CBEPTOUHBIX CJOSX PaBHO COOTBETCTBEHHO 512, 256, 192, amroputm
rpagueHTHoro cnycka — Adam, co ckopocteio 00yuenus: pasHoi 0.001. Bennuuna ucKimodeHUs
pasHa 0.3, a pa3mep cyoauckpeTu3anny paseH TpéM. OOydeHne Takoi MoJe 3aHUMaeT 0koJio 20
MuHYT Ha Bugeokapre Nvidia Tesla T4.

Ornenka Mozend, 0Oy4eHHOH Uil BXOAHBIX MOCJIEAOBATENBHOCTEH M3 9 CIIOB, IOKaszajia, 4To
TOYHOCTH pa3pelieHnss OMOHUMHUH paBHa 94.2%, 4TO HECKOJIBKO HIDKE HAMIYYIIEero JOCTHKUMOTO
kauecTBa (96.5% [5]), a TouHOCTH MOp(heMHOTr0 pa3dopa 1o cIoBaM LEIMKOM fAocturaet 96.5%, 4aro
3HAYUTENBHO MPEBOCXOANT BCE MPEIBIAYIIHE MOJCIH MOPPEMHOTo pazbopa. 3aMeTHuM, 9TO MpH
OLIEHKE KayecTBa MOP(EMHOro pa3dopa HE YUHTHIBAINCH BCE CIOBAa M3 TECTOBOTO MHOXKECTBA
Kopoue Tpex OyKB, T.K. MOp()eMHBIH pa300p TaKuX CIOB TPUBHAJICH, U OLIEHKA MOJEIHN OKa3aJlach
OBl 3aBblieHa. OHAKO MMPU JOTOJHUTENBHON Banuaanuy Ha naracere RuMorphs-Words monens
MOKa3ana 3HAYNTENbHO XyAmuil pe3ynbraT — 47.3% TodHOCTH MOp(hEMHOro pa3zdopa IETHKOM.
OO0HapyxeHHasi Ype3MepHasi HacTpoiika Monmenu Ha xopmyc Morphs-SynTagRus ¢ Mopdemuoit
pa3MeTKol OOBACHSETCA B MEPBYIO O4YepeAb TeM, YTO CJIOBa B ATOM KOpIyce OOJIafaroT O4YeHb
HU3KUM “MOp(EMHBIM pa3Ho00pa3neM’: B HEeM MaJIeHbKOE KOJIMYECTBO PA3IMYHBIX CJIOB, OOJIBLIOE
KOJINYECTBO KOPOTKHUX CJIOB, B TOM YHCJIE TIOBTOPSIOIINXCS WIIM OYE€Hb MTOX0XKUX IO CTPYKTYpE.

Jns mpeomosicHHsT OOHAPYKEHHOI'O HEIOCTAaTKa ObUT MPUMEHEH TEXHHMKA ‘“TiepeHOca 3HAHHMA’
(transfer learning), uacrto mcrons3yemas TpH CO3MaHHM HEHMPOHHBIX MoOeIed s 00paboTKU
TekcToB. O0yUYeHHne 00beTUHEHHOW MOIeH ObIIO pa3zesicHo Ha 3 stama. Ha mepBom 3tamne 4acThb
MOJIEH, OTBEYAIOIIas 32 MOpheMHBIN pa3bop, oOyyanack OTaeabHO Ha gatacete RuMorphs-Words
(c yxe u3BEeCTHBIMH YacTsaMu peur). Ha BTOpom sTame Beca B 3TOW YacTH HEHPOHHOU MOETU
3aMOpakuBanachk (T.e. UCKIIOYATNCh M3 OOYyUYEHHs) M IPOU3BOIIIOCE 00yUYeHHE 00BETUHEHHOW
MoJleny Ha JopasMedeHHoM kopryce Morphs-SynTagRus. Ha Tpetsem 3Tame Beca MopgeMHOM
MTOIMOJIEITH Pa3MOPaKUBAIHCh, CKOPOCTh OOYYCHHUS YCTAaHABIMBAIACH Ha 2 TIOPSIIKA MEHBIIE, YeM
Ha BTOPOM dTarie (s TOro, YTOOBI He TOTepsTh 3HAHUS, TOTyYeHHBIE Ha dTarne 1), u 00ydeHue Bce
00BEIMHCHHOW MOJENN IMPOU3BOAWIOCH €IIe pa3 C MaKCHMAllbHBIM KOJHYECTBOM HTEpPAIlHid
paBHbIM 20 (TI0 TO¥ ke caMOoi IPUYHHE).

Takum oOpa3oM, MoJeNb COXpaHsiia 3HaHUS 0 MOpP(EMHBIX pa3dopax, MOJYYCHHBIC Ha TIEPBOM
sTare 00y4YeHHUs, H B TOXKE BpeMs oOydanack pazoupats ciioBogopmsl u3 Morphs-SynTagRus. Oto
TO3BOJIMIIO JOOUTHCSI TOYHOCTH MopdeMHoro pazbopa 88.5% Ha cioBax u3 Morphs-SynTagRus u
85.9% st cioBodopm u3 RuMorphs-Words — cm. tabi1. 3, crpoka 2. ITocaeaauii mokasaTesb HUXe
HaWJIy4lIEero JOCTHKUMOTO, OJJHAKO 3aMETHUM, YTO NP YMEHBLICHUH YHCIIa UTEpAlUii Ha TPEThEM
atane o0ydeHUss TOYHOCTh MopdemMHoro pazdopa cioBodopm n3 RuMorphs-Words Obuta Gosee
BBICOKOH, HO Tipu 3ToM Jutst Morphs-SynTagRus 6bita Hike. TeM caMbIM, H3MEHSS KOJIHYECTBO
UTEpaLUii Ha TPETheM JTare 00y4eHHs, MOJIe]Ib MOXKHO HACTPAaUBaTh HA CHEHU(HUKY OJHOTO WU
JIPYTOro JlaTacera.

HroroBoe cpaBHeHue KadecTBa Hammyunreil mojenu mist jsemm (Bi-LSTM), CNN-mozmenn mist
coBOGOpM U 00bEAMHEHHON MOJENHN MO0 METPUKKA TOYHOCTH CErMEHTAIMHU C KiaccupUKaluei mno
CJIOBaM IIEIHKOM — CM. Ta0I. 5.

Ta6n. 5. Tounocme modeneti mopghemnozo pazbopa oinst pycckozo szvika (%0)

Table 5. Accuracy of models for morphemic segmentation of Russian (%)

Moaean RuMorphs-Lemmas | RuMorphs-Words | Morphs-SynTagRus
Bi-LSTM (;iemmbr) 89.03 38.57 34.49
CNN (croBodopmsr) 90.03 91.06 -
OO0ObenHEHHAs 85.11 85.90 88.54
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Kak BuaHO M3 Tabimipel, moaens Bi-LSTM mis pa36opa jeMM IIOKa3bIBAeT ILUIOXOE KAvyecTBO
pasoopa cioBodopm. CNN-mozens pazbopa cia0BoGOPM MOKA3bIBACT HAMJIYUINEES TOCTHXKHMOC
KauecTBO Ha garacerax RuMorphs-Words u RuMorphs-Lemmas (ua matacere Morphs-SynTagRus
MOJIeNIb HE OICHHBANAch, TaK Kak C e MOMOIIBI0 MPOM3BOIMIACH pa3METKa 3TOrO IaTaceTa).
O0benuHeHHas: Mopdonornieckas Mozess npourpeiBaer no TouHocth CNN-Monenu, XoTs u He
KPUTHYIHO, OTHAKO €€ MPUMEHEHHE MO3BOJIACT NOJTYIHUTH JIyUIIyI0 IPOU3BOIUTEIHHOCTb.

Jns TecTHpoBaHUS TPOW3BOJUTENIFHOCTH OOBEJAWHEHHON MOJENU HCIOJb30Ballach OMOJIMOTEKa
tensorflow-lite. TIpou3BoanuTEIEHOCTS MOJIEITH OKa3anach paBHa 1893 cioBa B cekyHIy — CM. TabJI.
4, cTpoka 3, 4TO CpaBHHUMO C MOJENbI0 MopdeMHOro paszdbopa cioBoOpM C y4EeTOM BpPEMEHH,
3aTpaynBaeMoOro Ha omnpejesieHne yactd. Pazmep oOy4eHHOH 0OBEIMHEHHONW MOJENN COCTaBIISET
MeHee 1.5 mera0aiir.

OnucanHast 00beIMHEHHAs: MOJENb 00ydallach Ha BXOJHBIX ITOCIIEA0BATEILHOCTSX U3 JIEBSITH CJIOB,
J0 nBaauati OykB Kaxzaoe. [JockobKy B TEKCTax 4acTO BCTPEYAIOTCS] KOPOTKHE MPEJIOKEHUs, a
TaKKe KOPOTKHE CJIOBA, TO NPU MX OOpabOTKE BBHINMOJHSIOTCS HW3JIUIIHUE BBIYUCICHUS (IS
JIOTIOJTHEHHBIX J10 (PUKCHPOBAHHOTO pa3Mepa KOHILIOB TaKUX MPEAI0KEHUH U cIoB). [IJist yTydIeHust
TIPOM3BOIUTEIHHOCTH MPEAIaraeTCsl HCIOIb30BaTh KOMIDICKC M3 9 aHAIOTUYHBIX 00bEAMHEHHBIX
MoJIeNIeH, 111 MEHBIINX Pa3MepOB BXOJHBIX JaHHBIX: 9 CJOB, 7 CIOB, 5 CIIOB U, COOTBETCTBCHHO
Kaxxaas u3 HAX st cioB u3 20 OykB, 12 OykB u 6 OykB. CyMMapHBIA 00peM KOMITIEKCa MOAeIeH
cocraBm okoso 13.5 merabaiit. [Ipu 06paboTke BXOOHOTO TEKCTa AENACTCs BHIOOP MOIXOISIICH
MOJIENI KOMIUJICKCa, T.€. pa3Mep CIOB B KOTOPOil Ooiblle, 4eM BO BXOJHOM IPEIUIOKCHUH, H
KOJIMYeCTBO OYKB B CJoBax OoJjbplle, 4eM Y CaMoro JUIMHHOTO cjioBa. B a3rom cmydae
MIPOU3BOUTEIHHOCTh TAKOTO KOMILIEKCA COCTaBMJa OKONO 3543 OB B CEeKyHJy, YTO SBISAETCA
HAMITYYIINM Pe3yIbTaToOM Ui MOp(hEeMHOTo pa3dopa cioBodopM (Tadm. 4, ctpoka 4).

6. 3aksroyeHue

Pa3zpaboTaHbl U SKCHEPUMEHTAIBHO HCCJIEIOBaHbl JBE HEHPOCETEBbIE MOJENHU, peaH3yIOIIUe
MopdeMHbIii  pazdop ciaoBodopMm  pycckoro si3bika. WX addexTHBHOCTH  OlLieHHMBAJIACh
OJTHOBPEMEHHO M0 JBYM acleKTaM: TOYHOCTH MopdeMHOro pasdopa u 3arparaMm IO BPEMEHH
paboThl U MmaMsATH (IO MPOU3BOJMUTENLHOCTH, BBIYMCIIAEMOI B CIIOBaX B CEKyHIy, U MO 00beMy
namsti). CBeprouHas Mojeinb Mop(deMHOro pazbopa ciioBOGOpPM MOKa3blBaeT HaMJyulliee
JOCTHXHAMOE KauecTBO MOp(eMHOro pa3dopa npy JIOCTATOYHO BEICOKOH NMPOM3BOAUTEIHHOCTH, HO
TpeOyeT 3apaHee ONpeNeIeHHOW 4acTH peun  cioBodopM. OObEIUHEHHAs  MOJETb
MOP(]OJIOTHYECKOTO aHalM3a JIOMOJHUTEIBHO YTOUHSET MOP(OJIOTHUECKHE XapaKTePHCTHKH
c0BOOpM, B TOM UHCIIE YacTh peud. IIpemmaraemMplii KOMIUIEKC MMOJOOHBIX MOJIENeH TO3BOJISIET
JOCTHYb OoJiee BBICOKOW MPOM3BOIUTENLHOCTH MOP(EMHOro pa3dopa, HO ¢ HEKOTOPOH HoTepen
TOYHOCTH. BpIOOp MOmenn 1l KOHKPETHOW NPHUKJIAJAHOW 3aJadd 3aBHCHT OT OCOOEHHOCTEH
nocieiHel. Peann3oBaHHBIE MOJAENNM BCTPOEHBI B OTKPBITHIH MOP(QOJIOTHYECKUH ITPOLeccop
PYCCKOro sI3bIKa*.

3ameTuM, YTO IMPOM3BOAUTEIBHOCTH OIMCAHHBIX MOJENIEH HM3ydalach TOJBKO C TOYKU 3pPEHHUS
ApXUTEKTYpBl MOZIEJIEeH MAalIMHHOTO 00yueHus. JIOMONHUTENBHOE HCIIOJIb30BaHNE TAKUX TEXHHK,
KaKk KJIIMPOBaHME pe3yJIbTATOB aHalK3a, KBAHTOBAHHE M yJAJICHWE JIMIIHUX BECOB, a TaKXke
HapajuleJIn3M MOKET YBEJINYUTh NPOU3BOIUTEILHOCTD Ha MOPSIIOK.

s oOyueHns pa3pabOTaHHBIX Mojiesieil ObLTH IOCTPOEHBI HEOOXOINMEBIE pa3MedeHHbIE HAOOPHI
JIAHHBIX (aTaceThl) Co CI0BOGOPMAMHU PYCCKOTO SI3bIKA. B OTKPBITHII TOCTYH BBIJIOXKEHBI KaK CaMH
JIATaceThl, TaK U PEATM30BAHHBIE MOJIENM MOP(OJIOTHYECKOTO aHaIn3a. >

4 https://github.com/alesapin/XMorphy
5 https://github.com/alesapin/XMorphy/tree/trying_tensorflow/scripts
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AHHOTammsi. B craThe mpeacTaBIeH aNrOpUTM MAapKHPOBAaHHS JJIEKTPOHHBIX TEKCTOBBIX JTOKYMEHTOB,
OCHOBAHHBIH Ha BHEIPEHUM HICHTH(HMKAIIMOHHON MH(pOpPManUM 3a CYeT W3MEHEHHS BEIHYMH HHTEPBAJIOB
MeXIy cloBamu. Pa3pa0oTka anropuTMa HampapieHa Ha IOBBIIICHHWE 3alHMIIEHHOCTH JOKYMEHTOB,
COEPXKAIMUX TEKCTOBYIO HH(OPMAIHIO, OT YTEUKH MO KaHaTy, 00YCIOBICHHOMY Iepefadell HarmedaTaHHBIX
Ha Oymare JOKyMEHTOB, a TaKKe COOTBETCTBYIOIIMX SJIEKTPOHHBIX KOMWi OyMa)KHBIX JOKyMEHTOB. B
mpornecce pa3pabOTKH aNTOpUTMa MapKHPOBAaHMS IIPOBEJCH AaHAIN3 CYMIECTBYIONIMX CPEACTB 3alllUTHI
OyMa)KHBIX JOKYMEHTOB OT YTE€UKH, PACCMOTPEHBI MPAKTUUECKHE PEIICHUS B OOJACTH 3aIUTHI TEKCTOBBIX
JIOKyMEHTOB, ONpeJIeNIeHbl X JOCTOMHCTBA M HEIOCTAaTKH. B KadecTBe Mmoaxoza K BHEIPEHUIO HH(OpMAIMN
BBICTYIIAET aJrOPUTM MU3MEHEHHs BEJIMYMH MHTEPBAIIOB MEXIy CIIOBaMHU. VI3MEeHEeHHe BEJIMUMH MHTEPBAIOB
MEX]y CJIOBaMH OCHOBAaHO Ha BCTPAaMBAaHUM YIJIMHEHHOrO IMpobena B BhIAEJICHHbIE 001acTH CTPOK TEKCTa U
KOPPEKTUPOBKE OCTAJIbHBIX 3HAUCHUH BETMUMH HHTEPBAJIOB MEX/Ty CIIOBaMH Ha PaCCUNTAHHBIE 3HaYeHUsL. st
obecriedeHrs] MHBApHAHTHOCTH BCTPOEHHOTO MapKepa K IeYaTH M IIOCIEAYIONIEMY CKaHHPOBAHUIO WIIH
(dororpadmpoBaHuio pa3pabOTaHbl aNTOPUTMBI (POPMUPOBAHUS O0ONAacTeld BCTpaWBaHUS W MAaTPHUIBI
BCTpanBaHUs. B mponecce GopmupoBanust obmacTelf BCTpanBaHMs U3 CTPOK TEKCTa MCXOJHOTO TOKyMEHTa
(hopMHPYIOTCS MacCHBBI MPOOETOB, COCTOSAIINE W3 Tap: MO YeThIpe W JIBa Mpodea WU Mo JABa Mpodera.
[TocpencTBoM BeTpanBaeMoi HHGOpMANUU B CHOPMHUPOBAHHBIX 00JACTAX OMPEACIATCS MECTa BCTPAHBaHHS
yIUTHHEHHOTO npobera. B mporiecce BcTpanBanus Mapkepa GOpMHUpYeTCs MATpHIa BCTPAUBaHMs, COJIepIKaliast
3HAQYCHUA CMCEUIEHUS CJIOB, U OCYILIECTBIISICTCSA €€ BCTpauBaHUC B HCXOﬂHbIﬁ JOKYMEHT IIpU II€YaTH.
[IpumeHeHne pa3pabOTaHHOTO aNropuTMa MapKHPOBAHUS IIO3BOJISIET BHEAPSITH B CTPYKTYpPY TEKCTa
3NIEKTPOHHOTO JIOKyMEHTa MapKep, HHBAPHAHTHBIA K IpeoOpa3oBaHMIO JopMaTa IMEKTPOHHOTO JOKYMEHTa B
OyMa)KHBIH MOCPEJICTBOM ITeUaTH M 00paTHO depe3 CKaHMpoBaHWE WM (oTorpadupoBanue. IIpencraBieHs!
0COOCHHOCTH M OTPaHMYCHHS pa3pabOTaHHOTO anropuTMa MapkupoBaHus. OnpeneneHsl HalpaBICHHS
JJIbHENIINX UCCIIeJOBaHUH.

KiioueBble ci1oBa: 3amuTa OT yTeukd HH(OpPMAIMHU; MapKUpPOBaHKE; pacro3HaBaHHe 00pa3oB; oOpaboTka
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Abstract. The article presents an electronic text documents marking algorithm based on the identification
information embedding by changing the values of the intervals between words (interwords distance shifting).
The algorithm development is aimed at increasing the documents containing text information security from
leakage through the channel due to the transfer of documents printed on paper, as well as the corresponding
electronic copies of paper documents. In the marking algorithm developing process, an existing tools analysis
of protecting paper documents from leakage was carried out, practical solutions in the field of protecting text
documents were considered, their advantages and disadvantages were determined. The interwods distance
shifting algorithm acts as an approach to the information embedding in electronic documents. Changing the
values of interwords distance is based on embedding the normalized space in the selected areas of text lines
and adjusting the remaining values of the spacing between words by the calculated values. To invariance ensure
of the embedded marker for printing and subsequent scanning or photographing, formation algorithms of
embedding regions and embedding matrix have been developed. In the embedding regions forming process
from the text lines of the source document, arrays of spaces are formed, consisting of pairs: four and two spaces
or two spaces. By means of the embedded information in the formed areas, the places where the normalized
space is inserted is determined. In the embedding a marker process, an embedding matrix is formed, containing
the values of the word displacement, and it is embedded in the original document in the process of printing.
The developed marking algorithm usage makes it possible to introduce a marker into the electronic document
text structure that is invariant to the format transformation of an electronic document into a paper one and vice
versa. In addition, the developed marking algorithm features and limitations are presented. Directions for
further research identified.
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For citation: Kozachok A.V., Kopylov S.A., Gorbachev P.N., Gaynov A.E., Kondrat’ev B.V. Text documents
marking algorithm based on interword distances shifting invariant to format conversion. Trudy ISP RAN/Proc.
ISP RAS, vol. 33, issue 4, 2021. pp. 131-146 (in Russian). DOI: 10.15514/ISPRAS-2021-33(4)-10

1. BeedeHue

COBEpIICHCTBOBAaHNE CPEJICTB 3aIINUTHl MHGOPMALMH SBIIETCS OJHUM M3 Hanboliee aKkTyalbHBIX
HampaBIeHUH pa3BUTHSA TMOAXOJOB K oOecmedeHHI0o WH(POPMAIMOHHOW  0O€30macHOCTH.
CrpeMuTensHBI Tepexon BceX cdep OOIMIECTBEHHBIX OTHOIIEHHH B HH(POPMAIMOHHOE
MIPOCTPAHCTBO MO3BOJIMII HE TOJIBKO IMOBBICUTH CTETIEHh ABTOMATH3AIMH MIPEI0CTABISIEMBIX YCIIYT U
CEPBHUCOB KOHEYHBIM IOJIB30BATENSM, HO W BBIIBUTH CYIIECTBYIOIINE OTPAHUYEHUS U JE(EKTEHI,
MIPUCYILUE CPEICTBAM 3alHTEHI.

AHanu3 MHIUACHTOB HH()OPMAIIOHHOH 0€30MTaCHOCTH, CBSI3aHHBIX C YTEUKOW KOH()HICHINAIEHON
nH(OPMAIIUY 1 TIEPCOHALHBIX JAHHBIX MOKa3all, uTo 3a 2020 roj B Mupe 3apeructpupoBaHo 2395
CiIydaeB yTedykd HH(MOpPMAIMM OrpaHMYEHHOTO [OCTyma, ImpH 3ToM Ha Poccuio mpuxomurcs
npumMepHo 17 mporenToB (404 cimydast yreukn) ot obiero uncia [1, 2]. Tlo Tumy Hapymiresnst
HanOOJbLICe YHUCIO YTEUSK OCYLIECTBICHO 3a CYeT JIeHCTBHI BHYTPEeHHHX Hapywurenei (79 %),
KOTOpBIE B OOJBIIMHCTBE CIIy4yaeB OCYILIECTBJICHBI yMbIlUIeHO. HanGosnbiuee pacrpocrpaHeHue
CcpeaM KaHaJloB yTEYKH Moiydmin: cereBble (61%), ciaykObl MIHOBEHHBIX COOOIICHHUH,
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OCYIIECTBIISIIOIIUX TIepeIauy TEKCTOBBIX, TOJOCOBBIX U BHIe0 coobmienuii (19,7%), a Takxe kaHan
yTeukd OyMakHBIX NOKYyMEeHTOB (15%). Peamusaiys CTONb 3HAYMTENHHOTO YHCIA HAPYIICHUIT
MH(OpPMALMOHHOH 0€30IIacHOCTH CTajla BO3MOXKHA BBHAY OPHUEHTHPOBAHHOCTH CYIIECTBYIOIIUX
CpPE/ICTB 3alUThl HA IPOTHBOACHCTBUE BPEJIOHOCHBIM U IPOTHBOIPABHBIM JEHCTBHSAM BHEUTHHX
HapyIIUTEIEH.

Jns 3ammuTel  OT yTEYeK IIMPOKOE paclpOCTpaHEHUE MOJNYYHIH CPEACTBA MEXCETEBOro
9KPAHHUPOBAHUS M CHCTEMBI MpenoTBpaiieHus yreuek uHpopmanun (Data Loss/Leak Prevention,
DLP-cucremsr). MexceteBoit akpan (6panamayap, firewall) — anmapatHoe w\iiH IporpamMMHOE
CPEZCTBO, OCYIIECCTBIIIOIEE AHATN3, MOHHTOPHHT M (IIBTPALUIO MPOXOISIIETO CETEBOTO
Tpaduka COTJIACHO YCTAHOBIEHHBIX mpaBwi OesomacHoctd [3-5]. IlpuMeHeHne MeTOIOB
OIOKMPOBKH M aHaNM3a IepelaBaeMoro Tpaduka Ha pasHbIX ypoBHiAX moxaern OS| cpencrBamm
MEKCETEBOTO AIKPAaHHPOBAHUS MO3BOJSIET CHU3UTH KOJIMYECTBO YTEUEK, OCYIIECCTBISIEMBIX IIO
CeTEeBBIM KaHalaM, a TaK)Ke [0 KaHajllaM YTEYKH, HCIHOJIB3YIOIMM CIIy>KObI MI'HOBEHHBIX
COOOIIEHNH, OCYIIECTBISIOIIUX TIepeaady TEeKCTOBBIX, FOJOCOBBIX M BUAEO COOOIIEHHH. B TO e
BpeMsl yKa3aHHbIE CpEACTBA 3allUThl HE CIOCOOHBI INPOTHBOJECHCTBOBATH  yTEYKaM
KOH(HICHIIMATBHON HHpOpMAIMU 10 KaHaly, OOYCIOBICHHOMY IMpeoOpa3oBaHueM (opmara
JJIEKTPOHHOTO JOKYMEHTA, COJIEPXKAlIero TEKCTOBYIO HMH(OpManuio, B OyMa)kKHBIH JOKyMEHT
MOCPE/ICTBOM MeyaTd M o0patHO — B IM(ppoBoe H300pakeHHE IMOCPEJCTBOM CKaHHPOBAHHMS
pacreyaTaHHOTO JOKYMEHTA.

Jis  ycTpaHeHHs] YKa3aHHOIO  HEIOCTaTKa MOTYT ObITh mpuMeHeHbl DLP-cucremsl,
OCYLIECTBIISIIOIIUE UACHTH(UKALNIO KOHPUICHINATbHBIX TaHHBIX, HAIIPABJIIEMbIX B APYTUE CETH,
HaxOIIMeCs B PACIpPEACIICHHBIX pPEno3uTopusax (0aHKkax NaHHBIX), a TAKKe XpaHALIUXCA Yy
KOHEYHOI0 NoJib30Batelis [6-9]. B 3aBucHMOCTH OT HCTOIB3yeMoro MeTona 3amuThl DLP-crcTembl
MOTYT OBITh Pa3JieieHbl HA: CHTHATYPHBIE METObI (TEXHOJIOTH HU(POBBIX OTIICYATKOB MaJIbLICB),
METOJBl TOWCKA IO CJOBAaplo, a TaKXKe METOAbl MapKHpoBaHUs. [IpHMeHEHHWE TEXHOJIOTHH
U(POBBIX OTIEYATKOB IANbLEB MO3BOJSIET JNOOWTHCS BBHICOKOW TOYHOCTH OOHApy>KeHHS B
uccienyeMoM Tpaduke KoH(puaeHnnansHoi nHGopmanuu. K HegocTaTkaM TaHHOW TEXHOJIOTHH
OTHOCHTCSI OTCYTCTBHE CTOIKOCTH CHTHaTyphl (mabjoHa) K NPUMEHEHHIO NpeoOpa3oBaHUil M
BHECEHHIO MCKa)XEHUil (B TOM YHCJE W NpeTHAMEPEHHBIX), @ TAaK)Ke HEBO3MOXKHOCTH BBIJICIICHUS
(opMupoBaHus) CUTHATYPBI ISl HEKOTOPBIX TUIIOB JJAHHBIX. KpoMe TOro, CHrHaTypHbIE METO/IbI 1
METO/JIbI TIOKCKA T10 CIIOBAPIO HAKJIA/IBIBAIOT HA Mpoliecc 0OHapyKeHHs: TpeOOBaHKE 110 CO3/IaHHI0 U
BE/ICHHIO aKTyaJIbHOW 0a3bl CUTHATYP WJIM [Ia0JIOHOB.

B omimume OT TeXHOJOTMM LU(POBBIX OTHEYATKOB MAJBIEB, B MPOLECCE HCIOIb30BAHUS
TEXHOJIOTUM MapKUPOBAaHUs OCYILIECTBISETCS BCTpaMBaHWE Mapkepa (MISHTU(PHUKALMOHHON
uHbopManun) B ucxoHbH mokymeHT [10]. Hannuue BCTpOSeHHOTO MapKepa MO3BOJISET TOBBICHTh
CTOMKOCTh 3aIlIMINAeMOM HMHGPOPMAIMM K OCYIIECTBICHHIO pPAa3IUYHBIX IPeoOpa3oBaHUN W
BHECEHMIO MCKaXXEHUH. YKa3aHHasi OCOOEHHOCTH ITO3BOJISIET UCIIOJIL30BATH METOIbI MAPKUPOBAHHUS
JUIS TIOBBIILICHUS 3aLIUIIEHHOCTH OYMa)KHBIX JOKYMEHTOB OT YTECUKH.

AHanu3 CyIIeCTBYIONIMX PELICHUH B 001aCTH MapKUPOBAaHUS JOKyMEHTOB, BHIBOAUMBIX Ha I1€4aTh,
MOKa3aJ, YTO JUIA 3aIIUTHl OYMaKHBIX JIOKYMEHTOB OT YTEUKH CYLIECTBYIOT CIIEAYIOIIHE
nporpammHbie TpoaykThl Trace Doc [11], EveryTag [12] u SafeCopy [13]. OnHako cyniecTBeHHbBIM
HEJIOCTaTKOM BCEX MPOJYKTOB SBISIETCS HEOOXOJMMOCTh CO3IAaHMs 3alUICHHON 0a3bl TaHHBIX,
coJieprKalliel MM OPUTHHAIIBI SJIEKTPOHHBIX TEKCTOBBIX JJOKYMEHTOB, ITOJrOTOBJICHHBIX K IE€YaTH,
WIN WX TOJIHCaHHBbIe Konuu. Hamnune yka3zaHHOTO HEJOCTaTKa HE IO3BOJISIET NPEJOTBPATUThH
yTeuKy OyMa)KHOT'O JOKyMEHTa, He MMEFOIIET0 TOAMMCAHHOTO AJIEKTPOHHOTO OPUIHHAIA.

s ycTpaHeHHs yKa3aHHOTO HEJ0CTaTKa M MOBBIMICHHS 3alUIIEHHOCTH OYMaXKHBIX JIOKYMEHTOB,
a TaK)Ke COOTBETCTBYIOUIMX JICKTPOHHBIX KOMHMH OT yTEUYKH HEOOXOJMMO Pa3padoTaTh alropuTM
MapKUpOBaHHUS TEKCTOBBIX JOKYMEHTOB, [OJrOTOBICHHBIX K T[€4aTH, OOeCIe4HnBarONUii
WHBapUAHTHOCTh BCTPOCHHOW WH(POPMAalUK K OCYIIECTBICHHIO TNpeoOpa3oBaHus ¢opMara H
BO3MOJKHOCTb M3BJICUCHHSI BCTPOCHHOT'O MapKepa TOJIbKO U3 MOJIHCAaHHOTO JTIOKYMEHTA.

133



Kozachok A.V., Kopylov S.A., Gorbachev P.N., Gaynov A.E., Kondrat’ev B.V. Text documents marking algorithm based on interword
distances shifting invariant to format conversion. Trudy ISP RAN/Proc. ISP RAS, vol. 33, issue 4, 2021. pp. 131-146

2. AnzopumM MapKupoeaHusi meKcmoebix OOKyMeHmoe Ha OCHoge
U3MeHeHus1 UHmepeaasioe Mexdy croeaMu

B kadecTBe MpeAIOKEHHOTO TTOAX0/1a K MAPKUPOBAHHIO 3IEKTPOHHBIX JOKYMEHTOB, COJIEPIKAIINX
TEKCTOBYIO MH(OPMAIIHIO, B TPOIECCE MEYaTH BHICTYMAET IOAXOMA K BHEIPEHHIO MH(opManuu B
CTPYKTYpY ¥ (OpMAT TEKCTa 3a CUET TOPU3OHTAIBHOTO C/IBUTa CII0BA BHYTPH CTpokH [14].

IMoaxon kK MapKHUPOBAaHMIO 3IEKTPOHHBIX JAOKYMEHTOB, OCHOBAHHBIM HAa M3MEHEHUH IIOJIOKEHHS
(TOPH30HTAIBHOTO CIBHIa, W3MEHEHHs BEIMYMHBI HWHTEPBala MEXIY CIIOBaMH) CJIOB BHYTPH
TEKCTOBBIX CTPOK, UCTIOJB3yeTcs B paborax Xyanra (Ding Huang) u ap. [15], Anarrapa (Adnan M.
Alattar) u mp. [16], Slwa (Huijuan Yang) u ap. [17].

B pa6orte [15] B KagecTBe BIIEKTPOHHOTO TOKYMEHTA, B KOTOPHI OCYIIECTBIISCTCS BCTPaHBaHME,
BBICTYIIAE€T JJIEKTPOHHOE TEKCTOBOE H300paskeHne (M300paXKeHUe, cojepiKallee HCXOHBIN
TEKCTOBBII JOKYMEHT). BcrpamBanme wuH(oOpManuy peanusyercs IOCPEICTBOM H3MEHEHUs
PAacCTOSIHUS MEX]ly CIIOBaMHU U JUIMH KaXkJOT0 CI0Ba TaKUM 00pa3oM, 4TOOBI cpe/lHee pacCTOSIHUE
MEXIy CIIOBaMU B KaXJIOH CTpOKE MPEACTaBISIO co00i CMHYCOUANbHYIO BOJIHY OINpeaesIeHHOM
(a3l 1 4acToThl. K T0CTOMHCTBAaM MpeI0KEHHOTO ITOX0/1a OTHOCSATCS: BO3MOXHOCTh U3BJICUCHHS
BCTPOEHHOM MH(pOPMAIMH TOJBKO W3 MOJMHUCAHHBIX H300paKeHUI, CTOWKOCTh K OCYILECTBICHHUIO
npeoOpa3oBaHus "TiedaTh-CKaHNpOBaHUEe", GubTpanys U300pakeHHsI M MOBOPOT Ha HeOOoJbIINe
yrel.  CyImIeCTBEHHBIM — HEJIOCTATKOM  MPEATOKEHHOM CXEMBl MapKHUPOBAHHUS  SBISIETCS
BO3MOXKHOCTh BHEIpPEHHS MH(OpMAanMK TOJIHKO B TEKCTHI, BEIPABHEHHBIC IO IIMPHHE, a TAKXKE
TpeboBaHNE TO HAIMYUIO WHPOpMAnuu o (ase W YacTOTe CHHYCOMWIATbHOW BOJIHBI Ha 3Tare
W3BJICYEHUS BCTPOSHHOW MH(OPMALIHH.

ITo aHanoruu ¢ uccnenoBanueM [16], B pabore Anarrapa [15] npeacraBnena cxema MapKUPOBaHUS
JIEKTPOHHBIX TEKCTOBBIX JOKYMEHTOB 33 CUET MU3MCHEHHS BEIMUNH HHTEPBAJIOB MEXKIY CIIOBAMH,
MO3BOJIAIOIIAS] OCYIIECTBISATh H3BJICUCHWE BCTPOCHHOW WHQOPMAIMU, KaK W3 3JIEKTPOHHBIX
JIOKYMEHTOB, TaK M M3 COOTBETCTBYIOIIMX MM OyMaKHbIX Komui. B mporecce BcTpamBaHus
nH(OpMaLIMK OCYLIECTBISETCS YBEJIMYEHHE WIIM YMEHBIICHHE BEJIMYMHBl HHTEpBAJIA MEXKIY
CIOBaMHM Ha YCTAQHOBJICHHOE 3HAU€HHE B 3aBHCHMOCTH OT 3HAYCHHS CHMBOJIA BCTPAaHMBAEMOU
MOCTEeI0BATEeNbHOCTH. [IpenoxkeHHass cXeMa II03BOJISET IIOBBICUTH BEIMYHHY IIPEIENbHO
JIOCTHXKUMON eMKocTH BerpauBanusi 10 300 Out Ha crpaHumy Tekcra ¢opmara Letter. B coro
ouepesib, MPOIECC M3BJICUEHUST XapaKTepu3yeTcss HaIndueM '"madek" ommoOoK (MocieaoBaTebHO
UIYIIUX OIIMOOK), YTO HaKIa bIBaeT TPEOOBAHUE MO UCIIONB30BAHUIO IIOMEXOYCTONYHMBBIX KOJOB,
00Ja1a10ImmX CBOUCTBOM IepeMeskeHus. [Ipumenenne noJoOHIX KOJI0B, B CBOIO OU€Pe/ib, CHU)KAET
pasMep BcTpanBaeMoi HHGOpMAIUH.

B ommnune ot uccnenosanuii [15, 16], B pabore [17] mpeanokeHa cxemMa M3MEHEHHs BETUYUH
MHTEPBAJIOB MEXY CJIOBaMM, OCHOBaHHAsI HA M3MEPEHUN HE TOJIHKO MHTEPBAJIOB MEK/TY CIOBaMH,
HO W MHTEPBAJIOB MEXJY CHMBOJAMH Ha Kpasx cJoB. B mporecce BHEIpEHHS OCYIIECTBISIETCS
JIETEKTHPOBAHHUE CMEXHBIX JIPYT C JPYI'OM CJIOB, a TAK)Ke HMHTEPBAJIOB, KaK MEX/Iy CIIOBAMH, TaK U
MEXIY COCEIHUMHU CHMBOJIAMH, HAXOISAIINXCS HA KpasiX JaHHBIX clIoB. [locpeacTBOM IOITydeHHBIX
3HAQUEHWH OCYIIECTBIAETCS YBEIMYEHHE WM YMEHBIICHHE WHTEpBaja MEXIy CJIOBaMH Ha
YCTaHOBIICHHOE 3HadeHHE. Pa3paboTaHHBIN aNTOpUTM IMO3BOJSIET OCYIIECTBISATH BCTPAUBAaHHE U
M3BJICUYEHNE BCTPOCHHON MH(MOPMAINH U3 TEKCTOBBIX M300paKEHHH M XapaKTepPU3yeTCs] BEICOKOH
TOYHOCTBIO W3BNIeUeHUs. lIpu 3TOM B cilyuyae U3BJICYCHHS BCTPOCHHOH WHGpOpMANWUU W3
OTCKaHHUPOBAHHBIX WIH Cc()OTOTpapUpPOBAHHBIX H300pakeHUI BO3pacTaeT KOJIMYECTBO OMIMOOK,
CBSI3aHHBIX C OIIMOOYHBIM IETEKTHPOBAHUEM TIOJI0KEHNS KPACBBIX CHMBOJIOB. Y Ka3aHHBIE OIINOKH
BO3HUKAIOT N3-3a 00BbEMHEHNS COCEJHUX CJIOB MIIM CJIOBA U MPEAJIOra BOSANHO.

[IpoBenenHsIit aHann3 pa3pabOTaHHBIX MOIXOM0B K MapKHPOBAHHUIO 3JEKTPOHHBIX JOKYMEHTOB,
OCHOBAaHHBIX Ha W3MEHEHHWU HWHTEPBAIIOB MEXY CIIOBAMH, ITO3BOJISIET CIENIATh BHIBOA O HATHYHH
OTrpaHMYEHUH B TIpollecce 3aluThl OYMaXKHBIX JOKYMEHTOB OT YTEYKH, OOYCIOBICHHOM
npeoOpa3oBaHueM Qopmara OyMaKHOrO JOKYMEHTa B OJIEKTPOHHBIH BHJ IIOCPEICTBOM
NIPUMEHEHHS ONlepaly "edaTb-ckaHupoBanue" win "neyars-ororpaduposanue”. B cBs3u, ¢ uem
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JUISL IOBBILIEHHSI TOYHOCTH W3BJICYEHHS M HEBHIMMOCTH BCTPOCHHBIX JAHHBIX IPEUIOKEHA CXeMa
mapkupoBanus 4BLK +2 . B kauectBe o6nacTeil BCTpaBaHHs BBICTYMAIOT MMOCIEI0BATEIFHOCTH
U3 4YeThIpeX WM JABYX IMOCIEAOBAaTENFHO HAYIIMX NpoOenoB. BcerpanBanue unHbopMmanuu
OCYIIECTBIISIETCS 32 CYET U3MEHEHHUS BEJTMYMHBI ITPOOEIIOB MEXIY CJIOBAMH CJIEAYIOIIUM 00pa3oM:
MOCNIEOBATEILBHOCTH M3 4YeThIpeX MpOOEJIOB COOTBETCTBYET JBa CHMBOJA BCTPaHBacMOM
nHbOpManuy, AByM HpodenaM — OAWH CUMBOJ. IIprMeHeHHe NaHHOH CXEMBI MMO3BOJET YYecTh
HEJIOCTaTKH MOAX0/I0B MapKUPOBAHMs, OMHMCAHHBIX B padorax [15-16].

Pa3paboTaHHbIH adrOpUTM MapKHPOBAHUS 3JIEKTPOHHBIX JOKYMEHTOB IpeCcTaBieH Ha puc. 1.

Data: Mowryasent Dy, serpansaesas srdpopraims L
Result: [logmicamnil norysyent Dap

1 fm +— DocumentConverting (Do)

2 Lines + TextDetection (Tr)

a3 N + |Lines|

1 for !« 1 to N do

5 if (| Lines[{]| > 1) then

n SPl] + CalcSpacelnLine( Lines|l])
5
T Long[l] + LongSpace( %%{li‘l )
& BLK = max({d ¢ 0, |.S.j’;\f'|-| B ool 4=0})
o {C8H 11}, O8] + DevideSpaces(SP|},
0 Vresg € |J OS] Jasy £ SP]: esy = a0 =hb < BLK
11 Yes, € C5I] Jssy € SP[l]: es, po="0bb=BLK b< DLK +12
12 Wis € CGHI: Jes| = 4
13 eS| < (0,20 U Cs* | uesH| c {15, |SPE| -1}
14 else
16 | SPULCSHI OS] «— &

16 E + ReedSolomon (L)

1T om0

18 forl « 1to N do

19 for i« 1 to |CS']]] do

% if (CS1[{]k] # 2) then

21 switch (Eqrim |m)- Earim 1 e)) do

22 case (0 do

2a L CEH[E] + [Leng[l].0.0,0], m =m+2
24 case 0,1 do

an L CEHI[E] < [0, Long[l]. 0,0, m = m +2
26 case 1,0 do

a7 L CSHH ] = [0.0, Longll], 0], m = m +2
28 otherwise do

20 | CSUIE < [0,0,0, Longll]]l, m =m+2

s | If (CS%)] # 2) then

81 if (Eqpim, ey == 1) then

az | €8I+ [Longll] 0], m++
83 else

&4 | CS*[i] & 0, Longli]], m++

ED u:[E] 10

A if (P[] # @/ then

TSP - SPiI - T 5P

w | | e SSEN-TESP -SSP
L [Pl

aw | A Lines[l] « (OS], CS*){]. av]l])

sa [, + ChangeSpaces{ D, Lines, M Lines)
return [y

Puc. 1. A./ZZOpMm.M MAPKUPOBAHUS MEKCMOBbIX J/IEKMPOHHbIX 00Kymenm06, OCHOBAHHBIU HA UIMEHEeHUU
urnmepesanos MeDiC()y crosamu
Fig. 1. Electronic text document marking algorithm based on interword distances shifting
HpI/IMeHeHI/Ie YKa3aHHOTO ITOJAX0/Jia MO3BOJIACT OCYIIECTBUTH NEPUECIITUBHO HEBUANMOC BHECIAPCHUC
nHpOpMaNNHN, He BHOCSA N3MEHEHUH B CTPYKTYPY, CEMaHTHKY ¥ CHHTaKCHC UCXOIHOTO JOKYMEHTA.
Kpome Toro, aropuTmsl AaHHOH IPYIIIEl XapaKTEPU3YIOTCS BBICOKON HEBUIMMOCTBIO BCTPOECHHOM
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nHpopMaMK K BU3YAIBHOMY aHAllM3y, & TaKk)Ke eMKOCThIO BCTPAHBAHUS JOCTATOYHOW [UIs
BHeapenus 50-200 Oout unpopManmy.

ANTOpUTM MapKHUpPOBAHUS IEKTPOHHBIX TOKYMEHTOB, COJEPIKAIINX TEKCTOBYIO MH(OpMALUIO —
INEKTPOHHBIX TEKCTOBBIX TOKYMEHTOB, IOATOTOBIEHHBIX K IEUaTH, COCTOUT U3:

e mpeobOpa3oBaHus GpopMaTa IEKTPOHHOTO TEKCTOBOTO JOKYMEHTA B H300pakeHNE;
e BBIIEIICHUS CTPOK TEKCTa U3 TEKCTOBBIX o0nacTel n300pakeHus;

e  BbIIEIICHNS 00JacTeil BCTpauBaHHus,

®  KOJIUPOBaHHS BCTPanBaeMoi MH(OPMALIIH;

e  (QopMupOBaHHS MAaTPHUIIHI BCTPANBAaHUS Ha OCHOBE 3aKOAMPOBAHHON MH(popMaIm u obmacteit
BCTpanBaHHUS;

e cMmeuieHus obsacteil n300paXkeHHe COOTBETCTBYIOIIUX CJIOBAM B BBIACICHHBIX TEKCTOBBIX
CTPOKaxX COTJIACHO PACCUYMTAaHHOW MaTpPHUIIE BCTPANBaHMUA.

Ha mepBom stame (mar 1 anropuTMa MapKHPOBaHHSA) NEKTPOHHBIH TEKCTOBBIH NOKYMEHT Dg

nojBepractcs KoHBepTanuu (opmara B uzoOpaxenue IM. Iloj HIEKTPOHHBIM TEKCTOBBIM

JOKYMEHTOM B KOHTEKCTE PabOTHI IIOHMMAETCSI JOKYMEHT, COACPIKALINI CIUIOIIHON TEKCT, TEKCT,
pa3ouThIil Ha rpadbl, a TAKKE APYTYIO TEKCTOBYIO HH(MOPMALIHIO, IPEICTABICHHYIO B JJICKTPOHHOM
dopme [18, 19].

Ha Bropom srare (uar 2 anropurMa MapKHpPOBaHHUs) OCYLIECTBILSIETCS] () OPMUPOBAHHE TEKCTOBBIX
obnacteii n300paXxkeHus U BBIACICHHE CTPOK TekcTa Lines mocpencteom dyukumu TextDetection.

2.1 BbigeneHue CTPOK TeKCTa B TEKCTOBbIX 06nacTsx nsobpaxeHus

AJITOpHUTM BBIACICHHUS CTPOK TekcTa Lines, peanmmsyemerii pynkiueit TextDetection, npencraBnen
Ha pHuC. 2.

Function TextDetection([m)

iy — Rasterization( fri)

2 k=1

if (width(Imi, .} < 1654} then
1654

= width{ Imegae)

-

7]

5 | Imyesr = Resize(Im a5, k)
6 if (width{Imi.qe) > 9920} then
y 9920
A i)
¥ Finpnse +— Resize(Hiriega, i)
s for i+ () to 4 do
10 I'm g +— BlurGaussianFilter( I, [5 * 5])

Ty + Dilate(frrgay. [3 3 3])

12 Ity o0 +— Binarization{Im s, )

13 Areas +— DetectConnectedAreas( I, on,)
14 Links + DetectAreaLlink( Arcas)

16 Raw Lines +— DetectLines( Links)

16 for I + 1 to |RawLincs| do

1r | Lines[i] + SplitToWords( Raw Linesi])

return Lines

Puc. 2. @ynkyus svioenenue cmpok mexcma TextDetection
Fig. 2. Text lines detection function TextDetection
B mnporecce wu3Biaedenus cTpok Tekcra Lines wu3 wsoOpaxenus ¢ynkuuen TextDetection
OCYIIECTBIISICTCSI TETEKTHPOBAaHUE TEKCTOBBIX OOiacTeil. M3 MOydeHHBIX TEKCTOBBIX OOJACTel
(OpMHUPYIOTCS TEKCTOBBIE IIOCIENOBAaTEIIFHOCTH, COCTABILIIONIHE CTPOKH TEKCTa HCXOIHOTO
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nokymeHnTa Dg . Ha mare 1 ocymecTsisieTcss pacTepusalus BEKTOPHBIX 3JIEMEHTOB H300paKeHUs
Im, pu UX HAJIMYUK B COOTBETCTBUU C 33JJaHHBIM pa3pellIeHUEM [IeYaTH.

PacrepuszoBanHoe n300pakeHne M,z MOIABEPracTCs MPOIEAype HOPMATU3AINN H300paKCHHUs
(mraru 2-8). B cnyuae ecnu mmpuaa width(Im,.s.) npesbimaer 3HaueHne B 9920, To width
yMeHbIaeTcss 10 3HaueHust 9920, B cimyuae ecnu width(Im,.s) Mensime 1654, To width
YBEJIMYUBAETCS JI0 3TOTO 3HAUEHHUs. B pesynbTaTe HOpManu3auu GOPMUPYETCS HOPMATH30BAHHOE
pacTpupoBaHHOe u300paxenue Im,qq; (puc. 3a). [Iporeaypa HOpMaIU3aLKU PA3PELICHUsI, C OJHOM
CTOPOHBI, SBJISAETCS ONTHMU3AIMEN, MOCKOILKY 3a/aul JACTEKTHPOBAHHs TEKCTOBBIX 00JacTeil He
TPeOYIOT CBEPXBLICOKOTO Pa3peIleHUs H300PaKEHHU, HO B TO e BPEMS CIIOKHOCTL TAKUX METOJI0B
pacTeT HeJIMHENHO, M paboTa HaJ BBICOKOIETAIM3UPOBAHHBIM HM300PAKEHUEM MPUBEIET K
B3PBIBHOMY POCTY BBIUMCIUTENBHOM CIOKHOCTH. C APYroi CTOPOHBI, OTPAaHHUYCHHE BO3MOKHOTO
paspereHuns H300paKEHNS HEKOTOPHIM JHANa30HOM 3HAYCHHUH TI03BOJIET Ha TTOCIIEIYOMINX arax
3aJI0KHUTh DBPUCTHKA W (PUKCHPOBAHHBIC 3HAYCHHS MATPHII, MCIOJNB3YEMBIX B OTEpPAIMsIX Haj
HU300paKCHHUEM.

a) O HU3BJICYCHHC HOBBEIX THUITIOB JAaHHBIX,
6) O H3BJCYHCHHE HOBLIX THIIOB JIAHHBIX]
8} H3BJCYHCHHE HOBLIX THITOB JTAHHBIX
2) O HM3BJIECUYEHHUE HOBBIX THIIOB JAHHBIX;
o ©O HBBNSUSHHE HOBLIX THITOB aiiAsIX:
¢ O H3BAECUCHHE HOBLER-THHOB JQHHLIX;
») O W3BICYCHAC HOBBIX THITOB JIAHHEIX)
3 O H3BICUCHHE HOBEIX THIIOB [IAHHEIX]

Puc. 3. Pezynomamoi gvloenenus cmpok u3 u300paxceHus
Fig. 3. Lines detection results from image

HopwmanuzoBanHoe uzo0paxenue Im, g moasepraetcs GUIbTpalny, BKIFOYAOIYIO TayCCOBCKUIA
¢unbTpa pasmertus (marn 10-11) u omepanuio pacTATHBaHHS CBETNBIX oOmacteit (mar 12).
Oyukuus  BlurGaussianFilter  dunstpyer wuszobpaxkenuelm, gy TayccoBCkuM DHIBTPOM
pa3MbITust MaTpuieii ceptkn 5x5 (puc 36). ®yukuus Dilate ocymectsiser pactsaruBanue
(pacmmpeHue) CBETNIBIX 00JacTell HM300parKeHUs Imgy;., WCTIONB3ys MATPHIly CBEPTKH 3x3
(puc 3B). @unbTpaiysi U300paXKEHHsS MO3BOJIIET CHH3UTh IIYM M TOBBICUTH TOYHOCTH
JIETEKTHPOBAHUS TEKCTOBBIX obnacteil. OTQuabTpoBaHHOE HM300paskenue Img;, MNOABEpraeTCs
OuHapu3auuu — (OPMHUPOBAHHIO UYEPHO-0EIIOro HM300pakKeHHs My, ,,, MOCPEACTBOM (DYHKIUH
Binarization (pwuc. 3r). COBOKYMHOCTh TaKko# MOCIEIOBATEIBHOCTH TPEX OIMEpalnili Tak e
NPUBOANT K YMEHBIICHHIO Pa3IMUMid MeXAYy OMHAPU3WHOBAHBIMH N300paKEHUSMHU OJHOTO U TOTO
K€ JOKYMEHTA, IOJYYEHHBIX W3 Pa3HBIX HMCTOYHHKOB. (DaKTHYECKHUM pPE3YJIbTaTOM SIBISIOTCS
OCTOBBI TEKCTOBBIX CHMBOJIOB, KOTOpble HEOOXOAMMO OOBEAMHHTH B COBOKYIHOCTH,
NpUHAJISKAIME K OHOU CTPOKE, OJJHOMY CIIOBY.

Belienenne MHOXKECTBA CMEXKHBIX 00JIacTei OHOTO 1BETA B M300paXEHUH [M,4p, PEATUZ0BAHO
npouenypoit DetectConnectedAreas (mar 14), myréMm mo3TamHOro o6x0Aa BCEX MMUKCENeH
M300paKEHNsI ¢ MACKOW OTCEUeHHs Ml yXKe MOoceleHHbIX koopanHat. Ha Beixone popmupyercs
CHCTEMa MHOXKECTB, 3JIEMEHTBI KOTOPOIl COOTBETCTBYIOT KOOPIMHATAM IHKCeleH, HOpMHUPYIOIIX
OCTOBBI CUMBOJIOB. [Ipy 3TOM, B CHIly 0COOCHHOCTEH S3BIKOBOM 3amucH, MpH(Ta ¥ HCKaKEHUH
M300paKeHMs, HEKOTOPBIE CHMBOJIBI MOT'YT PaClO3HABATHLCSI KaK II0CIIEeI0BATEIbHOCTh 13 DoJiee YeM
OJIHOH obyacTH, Hampumep, cuMBoibl "bI', i, "i". Y Ha00OpOT, KOTJAa OJHON OOJACTH MOTYT
NPUHAIJICKATh TOCIEI0BATEIbHOCTH W3 HECKOJBKHX CHMBOJIOB, K HpPUMEpPY, CIHMBAIOIINAECS
JIEKOPaTHBHBIE JJIEMEHTBHI MOCIIEI0BATEILHOCTH CUMBOJIOB «HBD» JUIA IIPUPTOB C 3aceukamu. B
npouenype DetectConnectedAreas peanuszoBana 3BpPHCTHKAa OTOPACBHIBAHHUS TEX ODJIEMEHTOB
CHCTEMBl MHOXXECTB, KOTOPbIE HMEIOT CIIMIIKOM Malyl0 MOIIHOCTh JJsi Pacro3HaBaeMoro
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M300paKeHMsI, YTO TIO3BOJISIET KA4eCTBEHHO OTQPMILTPOBBIBATH JIMITHKUE MIyMbl (puc. 3r, 3m). C
TEOPETUYECKOH TOYKHM 3pEHUs Takas O3BPUCTUKA OOOCHOBaHAa MHHHMMAIbHBIM YHTaeMBIM
paspelieHneM, MOCKOJIIBKY COBOKYITHOCTh W3 2-3 THKCeJel IIyMa, OCTaBIIAsCS IIOCIE STalloB
GuIbTPaLUK M300paXKEHUs, HE MOXKET TPEJICTABISATh CO00I 4acTh M300paXKEHUsI IPUTOTHYIO IS
MHTEPIIPETALH YeJIOBEKOM B Ka4eCTBE CHMBOJIA.

PaccunTanHasi cHCTeMa MHOXECTB, mepemaercs B mpouenypy DetectArealLink, rme ¢ xaxmpim
9JIEMEHTOM COIOCTABIISIIOTCSI €r0 6a30BbIe XapaKTEPUCTUKH, BKITFOUYas ICHTP 00i1acTu (LSHTPOH ),
BBICOTY, INUPUHY. 3areM, AJsi OJNM3KUX Map CHMBOJOB DPacCUMTHIBATHCA HHGpOpManus o0 ux
CBSI3aHHOCTH, BKJIIOYAsi PACCTOSIHUE MEXIY HHMH, COOTHOIIEHHE UX CTOPOH OTHOCHTENIEHO APYT
npyra. TexcroBas 001acTh IpeACTaBIseT cO00H COBOKYITHOCTh CBS3aHHBIX KOHTYPOM OTAEIBHBIX
CHUMBOJIOB, IPHHAJIEKAIINX OJHOW MPSMOH, MPOXOSIIEeH Yepe3 LEHTP CHUMBOJBHBIX KOHTYPOB.
JLiist Ka)JOT0 CHMBOJIBHOTO KOHTYpa rocpeacteoM dyukimu DetectArealink paccuntsiBaercs ero
HeHTp (LEHTPOWA), KOTOPBIA COCIOHMHSETCS ¢ LEHTPaMH COCEIHUX CHMBOJIBHBIX KOHTYPOB,
MIpUHAAJICKAIIAX ONHOHN psmoii muann (puc 3e). CHUMBOJIBHBIE KOHTYPHI, COPMHUPOBAHHBIE Ha
mare 15, mpexacraBisitoT co0oil cBsi3aHHBIE 0Omactd, u3 Kotopbix (yHkuuenr DetectLines
¢dbopmupytotest ctpoku Tekcta RawLines (puc 3x). Ha mrarax 17-18 kaxigas TekcToBash CTpOKa
pasnensercs Ha cioBa (puc. 33). [lodydeHHBIH MacCHB TEKCTOBBIX cTpOK Lines mpencrasnser coboi
pe3ynbTar BeinonHeHus pyukiuu TextDetection, Ha ocHOBaHHM KOTOPOTO OPMHUPYIOTCS 00IaCTH
BCTpaMBaHUs ¥ BCTpauBaeMas IOCIIeI0BaTEIbHOCTh CABUIOB CIIOB B TEKCTE.

2.2 ®opmunpoBaHMe obnacren BCTpanBaHUA

Ha tperbem stane (maru 3-15 anroputma MapKUpOBaHHUs) W3 MacCuBa CTpOK Tekcta Lines
dbopMHUpyIOTCS 00JaCTH  BCTpPaMBAaHUS HCXOAHOrO gokymeHTta D,. OOnacTh BCTpauBaHHS
MPECTaBsICT COOOW CHUCTEMY MHOXKECTB, JJIEMEHTBI KOTOPOW SKBHUBAJICHTHBI CIIOBAM CTPOKH
TEKCTa ¥, B CBOIO OY€pe/lb, COCTOAT U3 HaOOPOB KOOPJIMHAT MHUKCEJeH, 00pa3yIoIuX 3TH CJIOBa.
[Tpennaraemslit anropuT™ TpeOyeT He MEHee TPeX CJIOB B KXKA0H KOJUPYEMOil CTPOKE, MOCKOIIBKY
KpallHUE CJI0OBa OCTArOTCSl HAa CBOMX TO3HMIMSX JJS COXpaHEHUs BBIPABHUBAHUS TEKCTa U
MUHIMH3AIUU BU3YAIBHBIX HCKOKCHWHA. Takum o00pa3oM, CTPOKH W3 OIHOTO-ABYX IIPHU
BCTpanBaHUM METKH OCTAIOTCS 0€3 U3MEHEHUI U UTHOPUPYIOTCS MPH €€ N3BJICUCHUH.

B mpomecce KoppeKmMu HCKaXKEHHW TpeOyeTcss BBIMOJHUTH CIBHUT CJIOB BHYTPH CTPOKH,
00ecrieUMBArOIINN  W3MCHEHHE COOTHONICHHWS [UIMH OOpaMIIIIOIIMX WX TPOOENoB, TPH
HEM3MEHHOCTH CYMMEI BCEi COBOKYITHOCTH, UTO CO3aET 0COOBIE TPeOOBAaHHUS K TAKOBOM OIICPAITHH.
He3naunTensHOE H3MEHEHHUE MTPOOEITIOB MEKIY CIIOBAMHU MOYKET OKA3aThCS HEAOCTATOUHBIM IS UX
pa3IHYus Ha dTalle U3BICUCHUS HHPOPMALIUH, B TO KE BPEMs HCIIOIB30BaHHE YPE3MEPHO [THHHBIX
po6esoB, MOTpedyeT paBHOI'O WX [UIMHE COKPAIISHHS OCTANBHBIX. B CBOIO ouepenp, yKazaHHAS
0COOEHHOCTh MOXKET IIPUBECTH K HEJOCTATOYHOCTH JJIMHBI Tpodena I pa3/ieleHus AByX U Oojee
CJIOB W Ha dTare JeTEKTUPOBAHHS, U OHU OYIyT OOHApYKEHBI KaK OJIHO.

i pemienns 5ToM mpobmeMbl Oblma mpemokeHa cxema komuposamms "4BLK +2". B
COOTBETCTBUH C 3TOW CXeMOii MpoOelibl B CTPOKE, HAUWHAsI C CAMOT0 IIEPBOI0 MOCJIEI0BATENbHO
00beunaThesd B BLK (war 8) 61nokos CS* 1o yetwipe npobena B kaxaoM (war 9). [pu Hanuuuu B
CTpOKE OCTaTKa, M3 JBYX-TpEX MpoOENoB, He BOEAUNX B 6Joku CS*, mepsas mapa popmupyer
omuH 6710k CS?. Jlns ipuMepa, CTPOKH M3 TPEX, YeThipex ciioB popmupyeT BLK = 0 6;10k08 CS* 1
omuH 010k CS?, mare-mects cinoB naoT BLK =1 610k CS* u Honp GrokoB CS? u Tak panee.
dopmainbHbIE YCIOBUS, KOTOPBIM JIOJDKHA YJOBJIETBOPATH (opMHpyeMass COBOKYIHOCTh
{CS*[1], CS?[1]}, onpenenennl B crpokax 10-12. B Takoii cxeme, jis 0OIMHOIO TEKCTa MMEETCS
CYIIECTBEHHOE Npeobiaganue 610koB Tuna CS*, uTo mosposser GOpPMUPOBATH CIBUIU C OJHHUM
VIUIMHEHHBIM  (YAJIMHSIOLIAMCS) MpoOeIoM, NPH BBIYMTAHUM OTOrO YIUIMHEHHS M3 Tpex
yKopauuBaroiuxcs. [1onoOHbIil OAX0 YMEHbLIACT OIIKOKH B XOJ€ JETCKTUPOBAHHUS TEKCTOBBIX
obnacTeil ¢ Ype3MEpHO MaJbIMU MPOOEIaMu, a TAKXKE CBA3BIBACT CXEMY KOAUPOBAHHUS C KOIOBOM
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CTPYKTYPO#l C YETHBIM YHCIIOM OJIOKOB, CHMXAasi BEPOSTHOCTb BIIMSIHUS OLIMOOK BCTaBKH WIIH
BBINIAJICHHS OAMHOYHOTO MMPOOETa B CTPOKE.

B pesympTaTe Ha TpeTheM OJTame AIrOPHUTMa MAapKUPOBAHUS IJIsi KaKAOW CTPOKH Tekcra |
(opmupyetcst 001acTh BCTpanBaHHUs — MACCHB 3HAUCHHUH, COCTOSIIUM U3 CIETYIOMHNX JIEMEHTOB!

e SP[l] — mocnenoBaTebHOCTh HHTEPBAIOB MEXK/LY CJIOBaMH (TIPOOEIIOB);

e {CS*[1],CS?[l]} — 0bmacTh BCTpauBaHUs, COCTOSMAS U3 TIOCIE0BATENbHOCTEH 10 4 nau 2
npobena;

e Long[l] — 3HaueHue yUIMHEHHOTO Mpobena.

Ha yerBeptom atamne (war 16 aaroputma MapKHpOBaHHsS) OCYLIECTBIISICTCS ITOMEXOYCTOHYHBOE
KOIMpOBaHHE BCTpauBaeMoil uHpopmanmu L B kadectBe wmapkepa E. Hcnonb3oBanue
MIOMEXOYCTOWYMBOTO KOJA ITO3BOJSET KOMIICHCHPOBATh OINMOKM, BO3HMKAIOIIUE B pe3yjbTaTe
UCKa)XCHUI MapKHPYyeMOro JOKyMEHTa: B Pe3yJbTaTe ero NOAINUCH, T00aBICHHs B OTIIEYaTaHHbIN
JOKYMEHT IIe4aTel, yTpaThl ero 4YacT! WIH OLIHOOK B paboTe AETEKTOpa TEKCTA.

2.3 OcobeHHOCTU hopMMpPOBaHUA BCTPaMBaeMoro mapkepa

B kauectBe BcTpamBaeMoil nHpopManuu L MOKeT BRICTYIATh CIIEAYIONIast HHPOPMAIIUS:
®  HACHTU(HUKATOP MOJIH30BATENS L]

® METKa KOH(bI/I,ueHLu/IanLHOCTH JIOKyMeHTa L,;

e  MeTKa, coJepikalias nHpopManuio o BpeMeHH BCTpauBaHus L

o I/I,I[CHTI/Iq)I/IKaTOp CpeacTBa BBIYHCIIMTEIIEHONM TEXHUKH L4_;

e uyH(MOpPMAaLU O LETOCTHOCTH TIOKYMEHTa L.

BerpanBaemasi MeTKa 3aBHCUT CTPYKTYPBI M pa3Mepa BcTpauBaemol uHpopmaimu L. Mcxons u3
Henu  pa3pabOTaHHOTO  AIrOPUTMAa  MapKHpPOBAaHWS  —  IOBBIIIEHHE  3aIIUIICHHOCTH
KOH(QUICHINAIBHON HMHGOPMAaMM W NEPCOHAJBHBIX JAHHBIX OT YTeYeK II0 KaHally yTedKoi
OyMaKHBIX TOKYMEHTOB, CTPYKTypa BcTpanBaemoit nHGopMmarwn L umeer Bua: L = Ly, Lo, L.
Pasmep BcTpanBaeMoi METKU 3aBUCUT OT €EMKOCTU BCTPAUBAHUS 3JIEKTPOHHOIO JOKyMeHTa Dy u He
MOJKET IPEBBIATh BEIUYMHY MpPENeNbHO MOCTIDKUMOW €MKOCTH BCTpamBaHHA. 1107 €MKOCTBIO
BCTpavBaHMsl TOHMMAETCSl TO KOJIMYECTBO HMH(POpMAIMU, KOTOPOE MOXET ObITh BCTPOCHO B
AJIEKTPOHHBIM JOKYMEHT BBIOPAHHBIM IIOJIXOJ0M K BHEAPEHHIO MHpOpMAanuu. s 3JIeKTPOHHOTO
TEKCTOBOTO JIOKyMeHTa D, BenuunMHa TpeaensHo paBHa 3Hauenuro |SP[l]|,VI€1..N u
orpezenseTcs KOJMIECTBOM HHTEPBAJIOB MEX/y CIIOBaMH (YHCIIOM ITPOOEIIOB) B TEKCTE.

Hcxons n3 ocoGeHHOCTEH 3JIEKTPOHHBIX JOKYMEHTOB, KOTOPbIE MOTYT OBITH 3aIlOJIHEHBI TEKCTOM
MOJTHOCTBIO, HAMOJIOBUHY WJIM MOTYT COJEpKaTh BCEr0 HECKOJBKO CTPOK TEKCTa, IIEIECO00pa3HO
OTpaHWYMTh pa3Mep BCTpauBaeMoro wmapkepa 48 Ouramu. YuuTbiBas TOT (akT, 4ro B
pa3paboTaHHOM aIrOpUTME MapKUpPOBaHUS Uil BHeApeHus | Oura mHbopManuu He0OX0AUMO 1Ba
MHTEpBaJIa MEXJy CJIOBaMH, TO Al BHeapeHus 48 Out mHpopmanum tpeOyercs He MeHee 96
MHTEPBAJIOB MEXJy cJIOBaMU (IPOOETIOB) B TEKCTE M COOTBETCTBYET JOKYMEHTY, COJEpKaIIEMy
nopsinka 100-120 cos.

Jns obecniedeHnst CTOMKOCTM BCTPaMBaeMOro Mapkepa K OCYIIECTBICHHIO IpeoOpa3oBaHUA
(hopmara JIEKTPOHHOTO TEKCTOBOTO JIOKYMEHTA B OyMaKHBIH BUJI, @ TAK)KE TOBBIIICHHUS TOYHOCTH
U3BIEUCHHUsS] BCTPOEHHOTO MapKepa Ha Imare 16 anropuTMa MapKHPOBAHUS HPOHCXOIUT
MIOMEXOyCTOHYMBOE KOAWpOBaHWE BcTpamBaeMoii wnHdpopmammu L komom Puna-ConomoHa.
IIpumeHeHre yKa3aHHOTO KOJa K TOCIEeI0BaTeNbHOCTH Mapkepa E pasmepom 48 Out cHukaet
WHGOPMAIMOHHYIO YaCTh JI0 3HaUeHHUs B 32 OUTa, OcTanbHbIe 16 OUT MPUXOIATCS HAa TPOBEPOUHYIO
4acTk.
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Jnst dopmmpoBanust Mapkepa E umcxomnas mHbpopmamms L xomupyercs B JBOMYHYIO CHCTEMY
CUHCIICHUS, ITPH TOM ITOJT KXKIbIi KOMIIOHEHT L oTBoMTCS onpeneneHHoe yucio out: L, — 14 6wur,
L,,— 4 6uta, L3 — 14 Our. [losydeHHas mocienoBaTebHOCTb Koaupyercst kogoMm Puna-Conomona
U mepefaeTcs Ha 3tan (OPMHUPOBAHUS BCTPAUBAEMOIl [TOCIIE0BATEILHOCTH.

2.4 PopMmupoBaHMe MmaTpuubl BCTpanBaHuA

Ha marom osrtame (warm 17-38 anropurMa MapKuUpOBaHMsI) IOCPEICTBOM 3aKOJUPOBAHHOM
unpopmaiuu E u obnacteit Berpamsanus (SP[l], {CS*[l], CS?[1]}, Long[l]) ocymecTsaseTcs
(bopMupoBaHKe MaTpHIBl BeTpauBaHus MLINeS, comepskamieil TO3WIMM HHTEPBAIOB MEKITY
CIIOBAMH U COOTBETCTBYIOIIUE 3HAYCHUSIM B TUKceNsX. i1 GOpPMHUPOBAHKS MOCIIEI0OBATEIbHOCTH
MLines ocyiiecTBIsIeTCsl IIOCIENOBATEILHOE CUYUTHIBAHKE DIIEMEHTOB 06JIacTeil BCTpauBaHUsI
{CS*[1],CcS?[1]}. JOna ©OGnoka wu3 uerelpex mpobemos CS*[l] w3  3akoaumpoBaHHOM
nocieoBarebHOCTH E u3Biekaercs oyepenHas mapa OUT, ONpeNeNIsioNnias HOMEP HOPMAaIbHOTO
npo6ena Long[l] B 6noke CS*[l]. B 3aBMCHMMOCTH OT TOC/ENOBATENLHO CUMTAHHBIX CHMBOJOB
Egrm, g1 Ecrim+1,5) CS*[1] dopmupyercst cemyromim oGpasom:

e  eciM JBa NEPBBIX CUMBOJIA MocienoBareabHoCcTH E nMetot 3Hauenue (0,0), To nepBelii mpoben
B mocieoBarensHocTn CS*[1] 3amensercs Ha HopMupoBaHHbli npoben Long[l] crpokwu |,
ocranbHble 21eMentsl CS*[1] ocTaloTcs HeM3MEHHBIMU;

e eciM JABa MEpBBIX CHUMBOJIA MociepoBaTenbHOCTH E mmeror 3Hauenue (0,1), To 3HaueHue
Long[l] npuceamBaeTcs BTOpoMy 3JIEMEHTY, IIPU 5TOM OCTalbHbIE ieMenThl CS*[1] ocTarorcs
0e3 U3MEHEHUIA;

o CCJIM ABa IICPBBIX CHUMBOJIA MOCJICAOBATCIBbHOCTH E wunmeror 3HaueHue (1,0), TO 3HAYCHHUC
Long|[l] npuceanBaeTcs TpeThbeMy 3JEMEHTY, TPH HEU3MEHHOCTH OCTAILHBIX DJIEMEHTOB
CS*[1];

e B OCTalbHBIX CIy4asX — TONLKO YeTBepThlii snement CS*[1] samenserca na Long|[l];

e mocne Jmo0OH M3 3aMEH OCYHIECTBIAETCS MEPEXOM K CIEAYIONIEMY CHMBOIY KOJIOBOH
mocie10BaTenbHOCTH E.

Jns 6n0koB u3 AByX 6ur CS?[l] marpuusl Bcrpausanus {CS*[I], CS?[l]}, B 3aBucumocTu OT

cuMBONa Egr (5|, poben Long|[l] moxctapnsercs ciemyronum 06pazom:

e eciii CHMBOII TIOcenoBatensHocty E umeer snauenue (0), To 3snavenue Long [[|npucsansaercs
TIEPBOMY 2JIEMEHTY, NIPU 3TOM BTOpOii d1emenT CS?[l] He n3mensiercs;

e B IIPOTHBHOM CJlyyae — BTOpoit anement CS2[l] 3amensiercs Ha Long|l], npu otcyTcTBum
W3MEHEHHH B TIEPBOM;

e mociie Jr000H 13 3aMEeH OCYIIECTBISIETCS TIEPEX0]l K CIEAYIOIEMY CHMBOITY KOJIOBOH
nocieioBaresbHoOCTH E.
CTOUT OTMETHTB, UTO B CIIy4ae HAJI0XKEHHs CHOPMUPOBAHHON MaTPHIIBI BCTPAUBAHUSI HAa HCXOTHBIH
TEKCT 0€3 OCYLIECTBICHHUSI KOMIIEHCAIIMH OCTAIBHBIX MPOOEIOB B CTPOKE BO3MOXKHO IOSIBJICHUE
apTedakToB BHAA: BBIXOJ CTPOKH TEKCTa 3a II0JISl, HCKA)KEHHE CTPYKTYPbI TEKCTa, CIIBUT 3HAKOB
MYHKTYalUU U IIPOYHE U3MEHEHHSI B CTPYKTYPE HCXOIHOTO TEKCTa.
Hanmume yka3zaHHBIX HCKQ)XEHHH Je1aeT BCTPOSHHBIN MapKep 3aMETHBIM JUISl BU3yaJIbHOTO aHAIHN3a
W HapyIIaeT CTPYKTypy TeKkcTa. J{ist ycTpaHeHns yKa3aHHOTO HEeJ0CTaTKa UCIOIb3YeTCs IpoLelypa
KOMITeHcauu rmpobeioB B crpoke. Ha marax 35-37 juis Kax 101 CTPOKH pacCUUTHIBAIOTCS Pa3MepEbI
BCcex ocTanbHbIX npobenoB av([l]. [lepepacuer pazmepoB mpoderna Mo3BOISET JOOUTBCS TOrO, YTO
BCE HOPMHMPOBaHHBIE TIPOOEIBI IPUHSUIIN OJMHAKOBOE 3HAUEHHE, a CyMMa BCeX NPOOeIoB B CTPOKE
ocTaJach HEM3MEHHOH OTHOCHTENIBHO HCXOJHOTO JIOKyMEHTA.
[Monyuennslie 3HadeHust npodenoB av|l] u MaccuB 3HaueHHH NpobOenoB obiacTeil BCTpanBaHUS
{CS*[1],CS?[1]} npencraBnstoT coboil MaTpuily BeTpamBanus MLines. TlonydeHHas MaTpuua
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HCIIOb3YETCs HA ITAIle BCTPAUBAHMUS BCTPAUBAEMON MHPOPMALUK B BEIMYHHBI HHTEPBAIOB MEXK/LY
cmoBamu (yrkimeit ChangeSpaces.

2.5 BHenpeHMe MaTpuubl BCTpanBaHNA B TEKCTOBbIE obnacTtu ncxogHoro
3NTIeKTPOHHOI0 [OKYMEeHTa

Ha 3akmrounTensHOM 3Tarne alropurMa MapKHUpOBaHUS OCYLIECTBISIETCS BHEAPEHUE BCTPauBaeMoi

uHGOpMAIUK B 3JEKTPOHHBIH TEKCTOBBIH IOKYMEHT IIOCPEICTBOM H3MEHEHHS BEIUYUH

MHTEPBAJIOB MEXIY CIOBaMH (3HaYCHHH NMPoOEIOB) MCXOMHOTO TEKCTOBOTO AOKyMeHTa Dy. Ilpn

3TOM Bce MPoOeITbl B TEKCTE 3JEKTPOHHOTO TOKYMEHTA 3aMEHSIOTCS 10 CIIETYIOMIEMY TIPaBHILy:

e pobebl B CTPOKE [, COOTBETCTBYIOIIME MO3UIMAM HOPMaIbHOTO pobera Long[l] B o6mactsim
scrpausanus {CS*[1], CS?[1]}, samenstorcs Ha 3HaueHue pasHoe Long|[l];

e 3HAYCHHC OCTAJIBHBIX mpoOenoB crpoku | KoppekTupyroTcss (YMEHBINAIOTCS — WM
YBEJINYUBAIOTCS) 0 3HAYCHHS paBHOTO av([l].

V3MeHeHue BeMUIUH NPoOesioB ¢(hOPMUPOBAHHON MAaTPHLBI BCTPAUBAHHS OCYLISCTBISICT (HYHKLIHU
ChangeSpaces, npeacrasieHnas Ha puc. 4.

Function ChangeSpaces{Dg. Lines, M Lines)
1 Sre +— Rasterization( g )
+— LinkedForegroundObjects|{Sre, Lines)
a st ClearForeground{Sre, Lines')
2 fastdlin +— 0
6 fastMar ()
o for |« to M Lines| do
r 8 C8* av +— M Lines|l]
s 8 S Jos?
a SP + CaleSpacelnLine( Lines[l])
10 cur 1)
1 for &+ | to |('5] do

12 if [(CS[k] == 0) then

13 | CS[k] +av

14 if (k=0and &< ('S — 1) then

15 sp i SPk]

16 oy = (O8[k — 1] — (sp — enrd)

17 af fsetlk] « Round{rur)

18 else

18 | of feet[l] <0

20 Sfastlof Feet[k]] « fastlof fset|k] | GetWord PixelMask(Lincsl], k)
e fastMin « min{ fastMin, of fsct[k])
i fastMaz +— max{ fostMaz, of fact[k])

za for [« fastiin to fastMar do
24 if {fast[l] # @) then

28 mask — [Hetght[Sre) x« Width{Sr)]
26 for [ + fastdlin to festMar do
a7 it (Width( fost] |+ 1 = Width(5rc)) then

2% |_ mask[fast[[][k] « 1

20 musk « Dilate(mask, [5 % 0])

a0 locs «— {pix € mask : mask|pic] # 0}
a1 | Dstlloes +1] + Sreflocs]

a2 L T D = Dst

return 70,

Puc. 4. @ynxyus usmenenus eenuuun medxncoy crosamu ChangeSpaces
Fig. 4. Interword distances shifting function ChangeSpaces

B Havane npouecca BHEJApEHUsT MaTpulbl BCTPaWBAaHMUSI MPOBOJUTCS ASTall JOMOJHUTEIHHOIO
JIETEKTUPOBAHKSI IIIYMOB, Ha KOTOPOM BCE OOBEKTHI, HE COOTHECEHHBIE CO CTPOKAMH JETEKTOPOM
TEKCTa, CBI3BIBAIOTCS C OJIKAMIIMM CIIOBOM M BKJIFOYAIOTCS B ero coctaB. Ha mrare 1 mcxoaHbIi
TEKCTOBBIN TOKyMEHT Dy KOHBEPTHPYETCS B N300pa’keHNe U pacTepu3yeTcs. 13 pacTepu3oBaHHOTO
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U300paKeHuss STC M M3BJIEYEHHOrO Ha NPENbAyLIIMX OJTalax MaccuBa CTPOK TEKCTa
Lines nocpencrteom (ynkuuu LinkedForegroundObjects seimensiercs maccus crpok Lines’,
coziepKallHii O0BEKTHI, HE COOTHECEHHBIE CO CTPOKAMU Lines. DTOT 1ar mo3BoJseT COOTHECTH CO
CIIOBAaMHU JIIOOBIE 3JIEMEHTHI M300PaKEHUsl, KOTOpPhIE Ha OSTamax JETEKTHUPOBAHHMS TEKCTOBBIX
obrmactell MOriaM OBITH OTQWIBTPOBAHLI B KAueCTBE IyMa, M OOECIEYMBAET MUHUMHU3ALUIO
BU3YaIbHBIX UCKKEHUI TIPY N3MEHEHHH MECTOTIONOKEHHUS CIIOB.

ITocne atoro Ha miare 3 paccuuThiBaeTcs (OHOBOE H300pakeHHE, T.€. UCXOIHOE MHOMKECTBO
MUKcenel ST¢ MPUBOANTCS K TAKOMY BHITY, YTO 3HAUCHHUE IIBETA [UTSI BCIKOTO JIEMEHTa MHOYKECTBO
Src, BXOIAIIETO B COCTAB OJHOTO M3 TOJAMHOXKECTB Lines', 3aMelaercs yCpeJHEHUEM IBETA
OmKkaiuX K HEMY MO MATPHIE CMEKHOCTU 3JIEMEHTOB STC HE MPHUHAJICKAIINX KaKOMY JH00
noaMHoxecTBy Lines'. Jlns xaxmod cTpoku [ W3 Mackd BcTpauBaHus Mlines BbIIETSIOTCS
snadenus CS*, CS? u av. CS* u CS? popmupyioT MacKy BcTpauBaHus cTpoku CS (ar 8). dyHKuus
CalcSpacelnLine BoruncisieT 3HaY€HNs BEJIMYHNH HHTEPBAIOB MEXIY CIOBaMH B MacCHBE CTPOK
Lines (mar 9). VMcxons u3 MONYYCHHBIX 3HaYeHWH oONacTeil BcTpamBaHUs, Ha miarax 11-19
OCYIIECTBIIICTCS. PacyeT BEJMYMH HHTEPBAJIOB MEXKAY CIOBAMH Ul KaXIOH CTPOKH TEKCTa C
y4eToM c(OPMHUPOBAHHOH MaTPHILBI BCTPAUBAHU CJICIYIOIIIM 00pa3oM:

®  eCIM B TocieI0BaTeIbHOCTH CS NMEIOTCS ellie He pacCUUTaHHbIE 3HAUYEHHs, TO 3HAYCHHUAM
HHTEPBAJIOB MEX Iy cioBamu (mpoGenoB) npucBanBaetcs 3HaueHue av|l] (uaru 13-14);

®  HaY{HAs CO BTOPOTO M 3aKaHYUBAs MPCIMOCICIHIM CIIOBOM B CTPOKE, OCYILIECTBILSIETCS
pacyeT CMENICHHS OTHOCUTEIIFHO UCXOTHOM TIO3HIINK CI0Ba CUT, MONYYEeHHBINA Pe3yabTar
okpyrisercst 1o nenoro ¢pyukuueir Round (maru 15-20). B pe3ynbrate OKpyriaeHus s
Ka)XJJOH CTPOKH TeKcTa (GOpMHpPYETCsl MacCUB cMellleHnH of f set;

®  BO BCEX OCTAJBHBIX CIydasx GOpMUpYeTCs HYJICBOE CMEICHHE, YTO COOTBETCTBYIOT
(hOpMHPOBAHUIO HEMapPKUPOBAHHOTO TIOKYMeHTa Dy .

U3 chopmupoBaHHOrO MaccMBa CMEUIGHHH M PAaCCUUTAHHOM MOCPEACTBOM  (DyHKUUH

GetWordPixelMask wmacku cioB Bcex CTPOK TekcTa (OpMHPYETCS Macka 3alojHEHHS,

cojieprkalasi KOOpIUHATH (OPMUPYIOIIMX CIIOBO MUKCENEH W COOTBETCTBYIOIIUE UM CMEILCHUSI.

Kpome Toro, BbIUMCIsIeTCSl HAUMEHbIIIEe 3HAUSeHHE MacchBa cMmelleHus fastMin u HanOounblnee

fastMax (waru 22 1 23 COOTBETCTBEHHO).

Jist ocyliecTBIICHHST BHEAPEHUS MAaTpHIbl BCTPaMBaHUS B TEKCTOBBIE OONACTH HCXOJHOTO
3JIEKTPOHHOTO JOKYMEHTa pealu3yeTcs Ipolexypa MOp(OIOTHYECKOro H3MEHEHHs TI'PaHUIIbI
MOCPEICTBOM HCIOJB30BaHUS si/ipa (DUIBTPa, KPATHOTO pasMmepy u3oOpaxenus (marm 25-30).
[Mocne yero M300paXkeHUE 3aMOIHIETCS 3HAYEHUSIMH MTHKCEIeH ¢ KOOpANHATAMH, CIIBUHYTHIMU Ha
paccunTaHHOe 3HadeHHe cMmemieHus (mar 31), BKmMouyas HyJIE€Bble CMELICHHS TSl HEPBBIX U
MOCJIE/IHUX CJIOB CTPOK. B pesynbrate paboThl alropurMa MapKUpOBaHUs (OpMHUpPYETCs
MOJNUCAHHBIN JOKyMeHT Dy, TOJATrOTOBIEHHBIH K IeyaTH, T.€. JOKYMEHT, COJEp Kallui
BCTpanBaeMyto nHpopManuio L (Mapkep).

Ipennaraemsrit Ha marax 20-31 moaxol He TOJBKO pealn3yeT pa3pabOTaHHbBIA ajJrOpUTM, HO U
obecrieunBaeT ONTHMHU3AIMIO, CBSA3aHHYIO C BHEJPEHHEM CIIEIHANbHBIX IEPEMEHHBIX fast,
fastMin, fastMax, no3BOJISIIOIIMX CTPYIIIUPOBATH ONIEPAlMU CABUra Ha WICHTUYHBIC 3HAYCHUS,
YTO aKTyaJIbHO B BUJY UX JUCKPETHOCTH. Takas onTUMHU3anus yMEHbLIAET YUCIO0 JOPOrOCTOSIIUX
oreparii MOp(hOJIOrnIecKoro uckaxkeHus (mar 29), n3snedyeHus koopauHar no macke (mar 30), a
TaKKe JIOKAJIM3YET ONEpaIuu J0cTyma K namstu (mar 31), yBenudauBasi BeposSTHOCTh IIOTIaJaHus B
MPOLIECCOPHBIE KAIIIU.

Pa3paboTaHHbIi QJITOPUTM MapKHUpPOBaHWs, OCHOBAHHBIII HAa M3MEHEHHMHM BEIWYMH HWHTEPBAJIOB
MEXAY CJIOBaMHM, IIO3BOJSIET OCYLIECTBISATH BHEIpEHHE HACHTH(HUKAINOHHON HMH(pOpMaluu B
pas3yMuHble JOKYMEHTHI, COZEpIKallie TEeKCTOBYIO MH(POPMAIMIO M IOJTrOTOBJICHHBIC K II€YATH.
CTOUT OTMETUTH, YTO, KaK U J00O0W aJropuT™M MapKHpOBaHUs, pa3paOOTaHHBIA AITOPUTM UMEET
HEKOTOpPbIe OCOOEHHOCTH.
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3. Ocob6eHHOcmu pa3pabomaHHO20 asi2opummMa MapKupoeaHusi

OtnnuuTenbHas 0COOCHHOCTh pa3pabO0TaHHOTO AIrOPUTMa MapKHUPOBAaHHS COCTOMT B TOM, YTO
QITOPUTM MOXXET OBITh NPUMEHUM TOJNBKO K JIOKYMEHTaM, COJIEp)KallluM TEKCT WJIM TEKCT,
pa3ouThlii Ha rpadpl, a TaKkKe IPYryl0 TeKCTOoBylo HHpopmauuio. IlomMuMo onmcaHHOH,
pa3paboTaHHBIN ATOPUTM XapaKTEPU3YETCs CIICAYIOIIMHU ocobernocTsmu [20, 21]:

e HalmU4yMe CTOMKOCTH BCTPOCHHOTO MapKepa K OCYIIECTBICHHUIO NEYaTH JOKYMEHTa, a Takxke
MPUMEHEHNUS ONepalii CKaHUPOBaHUA Win (HoTorpahupoBaHUs K MOIYICHHOMY OyMaKHOMY
JIOKYMEHTY;

e BO3MOXXHOCTH MapKHpPOBaHWS JIOOOro Hcmonk3yemMoro Qopmara mgokymenta (.doc,
docx, .odt, .pdf, .png, .jpg, u ap.), a TakKe OTCYTCTBHE 3aBUCHMOCTH TIPOIIECcca BHEAPEHUSA OT
HCIIONIB3YEMOT0 TEKCTOBOTO peAaKTopa (Ipu padoTe ¢ TEKCTOBBIMU JOKYMEHTAMN);

®  BBICOKOW €MKOCTBIO BCTpauBaHus MH(OpMauuu, T. K. JUId BCTpauBaHus 1 Oura nHpopmanmu
TpeOyeTcs TOMBKO 2 HHTEpBaIa MEXIy ClIoBaMH (TIpoOerna) Win 3 CloBa;

® OTCYICTBHE CTOHKOCTH BCTPOCHHOIO Mapkepa K MPUMEHCHUIO CPEICTB ONTHYECKOrO
pacro3HaBaHUs CUMBOJIOB.

Kpome paccMOTpeHHBIX 0COOEHHOCTEH HEOOXOIUMO OMHKCATh IPOLECC M3JeUeHHs U3 OyMaKHBIX
JIOKYMCHTOB BCTpPOCHHOH wuH(opMaruu. l3BiedeHne BCTPOCHHOW HH(OPMAIMH pPeaTH3yeTCs
AHAJIOTHYHBIM 00pa3oM, YTO W BCTpauBaHue. CTOUT OTMETHUTh, YTO H3BJICUCHHE BCTPOCHHOM
HHQOPMALIMU  pealn30BaHO Ui UUQPOBBIX H300PAXKCHUM, TMOIYYCHHBIX IOCPEIACTBOM
CKaHUPOBaHUS WU GoTorpadupoBaHUs OYMaKHBIX TOKYMEHTOB.

[Ipu >TOM pUMeHeHNe yKa3aHHBIX OIEPaIliii UMEET CIIEeIYIOMIIe 0COOCHHOCTH:

e  TIpolecc CKaHUPOBAHUS XapaKTEpU3yeTcs BHECCHHEM B KOHEUHOE H300paKeHUE TAKUX
HCKaKCHUH KaKk TeOMEeTpHIECKue peodpa3oBanus (IIOBOPOT, MacIITaOMpOBaHKE, CIBHT,
o0pe3ka | Ip.) U IIyMbI CKaHepa (JOMOIHUTENbHBIE TUKCETH WM 00J1aCTH H300paXKeHNUs, He
MPHUCYTCTBOBABIINE B OyMaKHOM JOKYMEHTE);

e nporecc GoTorpadupoBaHisi TIOMUMO BHECEHHS T€OMETPHUECKUX HCKAKECHUH B TPEX
TUIOCKOCTSIX (TTOBOPOT, OTKJIOHEHNE U HAKJIIOH KaMephl) XapaKTepU3yeTcs pa3InIHbIMU
BUJIaMH UCKQXEHHUH, BHOCHMBIX 00BbEKTHBOM (DOTOANIIAPATYPhI U YCIOBUSIMH ChbEMKH
(mucTopeusi, Iporpeccupyrolee CHIKEHHE OCBEIICHHOCTH, XpOMaTHYECKHe adeppaluy, Myap
U TIpoYHe).

Hanunuue stana npeasaputelibHOi 00pabOTKH B ITPOIIECCe BBIACIEHHS CTPOK TEKCTA, Peai3yeMOoro

¢bynkumenr TextDetection, mo3BoiseT yCTpaHUTh JHMIIb HEKOTOPbIE W3 IPEACTAaBICHHBIX

UCKaXeHUH. [l ycTpaHeHMsS YKa3aHHOTO HEJOCTaTKa Heo0XOoAMMO pa3paboTaTh anropuTM

W3BJICUCHHUS BCTPOECHHONH WHPOPMALMH U3 U300paKEHHH COOTBETCTBYIOIINM OyMa)kKHBIM

JOoKyMeHTaM. Pa3paboTka anropmrmMa W3BICYEHHS BCTPOCHHOW WH(GOpPMAIMK  IO3BOJHT

OCYIIECTBUTh KOJHMYECTBEHHYIO OILIEHKY TOYHOCTH W3BJICYCHHUS, YCTOWIMBOCTH BCTPOECHHOTO

Mapkepa K OCYIIECTBICHHIO MPeoOpa3oBaHWd W BHECEHWIO HCKAXEHHH W OCYIIECTBUTH

CPaBHUTEIbHBII aHAIN3 NOTYYEHHBIX PE3yIbTaTOB C AHAIOTaMH.

4. 3aknoyeHue

[peanoxeHHbIH MOAX0A K MapKHPOBAHHUIO AJIEKTPOHHBIX JOKYMEHTOB, BBIBOJMMBIX Ha I1€YaTh,
M03BOJISIET TIOBBICHTH 3aIUIEHHOCTh OYMa)KHBIX JJOKYMEHTOB, COJIEPKAIINX KOH(OUACHINATBHYIO
nH(pOpMaIHIo, a TAKXKe NEPCOHANILHBIE JIAaHHBIE, B CIlydae HEKOHTPOJIMPYEMOTO PacHpOCTpaHEHHs
WIW TIepeiayd JOKYMEHTOB JIMIaM, HE MMEIOIMM K HHUM JISTHTUMHOro Joctyna. Kpome Toro,
HaJIMYhe BCTPOCHHOH MH(OpPMAIMHU IMO3BOJISIET OAHO3HAYHO YCTAHOBUTH (DaKT yTEUKH, a TAKKe
UIeHTU(HUIMPOBATh HapymuTens. Pa3paboTaHHBI aNroputM MOXET NpuMeHsThess B DLP-
cucTeMax M CHCTeMax pacclieloBaHHMs MHLMICHTa MHPOpMalMOHHON Oe3omacHocTH. Ilpu sTom
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pa3paboTKa IOMONHHUTENBHBIX 3TaloOB IIPOIECCa HW3BJICUCHHS, HAIPABICHHBIX Ha CHIDKCHHE
BIMSHUS TIpoliecca cKaHupoBaHus (doTorpadupoBaHusl) HA TOYHOCTh M3BICUCHUS BCTPOSHHOM
nHpOpPMALIUK, a TaKkXKe OKCIIEPUMEHTaJIbHAas OIGHKa OCHOBHBIX IIapaMETPOB alTOpUTMa
MapKHPOBAHUS U CPABHCHHE TIOYUYCHHBIX PE3YJIBTATOB C CYIICCTBYIOIIMMHU aHAJIOTAMH SIBIISCTCS
HaIpaBJICHUEM JAJBHENIINX HCCIEA0BaHUM.
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AHHOTAnMsl. VYTedyka 3HAYUTENBHONM YacTH  DJICKTPOHHBIX  JOKYMEHTOB  IIPOHCXOJUT  IyTeM
dororpaduposanust 3kpana. s paccienoBaHus TaKHX CIydaeB NPUMEHSIOTCs TexHonmormu data leakage
prevention (DLP), B yacTHOCTH, BHeApeHHE UPPOBBIX BOASHBIX 3HaKoB (I[B3) B n300paxkeHue Ha skpane. B
CTaThe MpEICTaBICH KpaTkuii 0030p cymiecTBYrOmMX MeTonoB BHeapeHus LIB3. IpemnmoxeHn moaxon k
MapKHPOBAaHHIO H300pakeHHH TEKCTOBBIX IOKYMEHTOB, BBIBE/ICHHBIX Ha dKpaH. L{ndposas MeTka BHeApsieTCs
B MEXCTPOYHBIC MHTEPBAIBl TEKCTa IyTeM HE3HAYMTENILHOI'0 M3MeHeHHus spkoct. L[B3 Hepasmuuum s
BOCIIPHATHS 4YEIOBEKOM, HO MOXKET OBITH 3amedaTiieH Ha ImpoByo Kamepy. Paspaboran amroputm
u3BJIeYeHUs: UGpoBol MeTkH U3 Qororpaduu skpaHa. ANroput™M He TpeOyeT H300paXKeHHE HCXOIHOTO
JOKyMEHTa JUIsl ycremHoro n3BiedeHns L[B3. Pe3ynbTarsl TecTHpOBaHUS IOKa3alH, ITO OU(POBas METKa
yCTOiYMBa K TpeoOpa3oBaHUsIM (aTakaM), BOHUKAIOMINM B XoJe (ororpadupoBaHus dkpaHa. [IpemnoxeH
METO/I, HO3BOJIAIOIINH OIEHUTh KOPPEKTHOCTH M3BIIEICHHS NU(PPOBON METKH IIPU OTCYTCTBHU HH(OpPMAIIN O
BCTPOCHHOU IH(POBOH METKE.

KmroueBsbie ciioBa: 3amura oT yredek nHdopmaimu; udpoBoil BOIIHON 3HAK, MapKUPOBaHHE JOKYMEHTOB
Ha ’KpaHe MOHMTOPA; cienoe ussineuenue LIB3; ycToitunBocTh k screen-cam aTakam
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Abstract. One of the most common ways documents leak is taking a picture of document displayed on the
screen. For investigation of such cases data leakage prevention technologies including screen watermarking are
used. The article gives short review on the problem of screen shooting watermarking and the existing research
results. A novel approach for watermarking text images displayed on the screen is proposed. The watermark is
embedded as slight changes in luminance into the interline spacing of marked text. The watermark is designed
to be invisible for human eye but still able to be detected by digital camera. An algorithm for extraction of
watermark from the screen photo is presented. The extraction algorithm doesn’t need the original image of
document for successful extraction. The experimental results show that the approach is robust against screen-
cam attacks, that means that the watermark stays persistent after the process of taking a photo of document
displayed on the screen. A criterion for watermark message extraction accuracy without knowledge about the
original message is proposed. The criterion represents the probability that the watermark was extracted
correctly.

Keywords: data leakage prevention; text documents screen watermarking; screen-cam robust watermarking;
blind watermarking method
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1. Benenue

C pasBuTHEM HHOPOPMALMOHHBIX TEXHOJIOTMH MPOUCXOAUT MOCTOSHHOE YBEJIHYECHHE OOBEMOB
MHPOBOTO 3JIEKTPOHHOIO JOKYMEHTO00OpOTa. 3HAuYMTeNbHAas YacTh JOKYMEHTOB COJACPIKUT
KOHOUICHIIMATBHYI0 HHPOPMAIIHIO, TOCTYI K KOTOPOH MpeHA3HAYACTCsI OTPAHHYCHHOMY KPYTY
nur. OJHAKO KOMITAHUSM MPUXOMUTCS CTANKHBATHCS C MPOOIEMON yTEUKH TAKHX JTOKYMEHTOB.
3a4acTyi0 BUHOBHHKaMH yTEUEK SIBISIFOTCS COTPYAHHKHM KOMIAHHH, CIyYalHO WM YMBIIIICHHO
CMoCcOOCTByIONIME — mepefade KOHMDUICHIMAIBHBIX JIOKYMEHTOB TPEThHUM JHIaM. Tak,
uccnenosanre kommanud InfoWatch [1] 3a 2020 rox mokasamo, uyro Gosee 79% yreuek
HH(MOPMAIHK B POCCHHCKAX KOMITAHHSAX MPOUCXOIHT 10 MPUYMHE NEHCTBHI COTPYAHHUKOB, a HE
3JI0YMBILIICHHUKOB M3BHE. HeMaiyro poib B pocTe Yucia yTeueK JOKyMEHTOB ChIrpaja MaHIeMust
Bupyca COVID-19 B 2020 romy. MHoOrue mnpeinpusTusi NepeBesd OOJBIIYI0 YacThb CBOUX
COTPYAHHKOB Ha YyJaJeHHBIH PEXUM pabOThl, YTO YCIOXHHIO BO3MOXXHOCTH OTCIICKHUBAHHS
obopota KOH(UACHIMANBHBIX JOKYMEHTOB. 3HAuuWTeNlbHAs JOJS YTEYeK JIOKYMEHTOB
OCYIIECTRIIIOTCS ITyTeM (GOTOrpadUpOBaHUS MITH B3SATHSI CKPHUHIIIOTA DKPaHa.

Jnst npenoTBpalieHus yTeueK KoHQUISHIAIbHOH HHOPMALUK HCIONB3YIOTCS TexHonoruu Data
Leakage Prevention (DLP). DLP-peuienus mnpeacTaBisiioT coOOH MpOrpaMMHO-annapaTHbIe
KOMIUIEKCBI, BEAYLIME MOHHTOPHHI JEHCTBUIl COTPYAHHKOB, a TAKXe ONPEACICHHBIM 00pasom
pearupyronye Ha 3Tu aericteust. CrniennanuzuposanHoe [10 Ha pabodem MecTe COTPYAHUKA MOKET
BECTH KypHAJ MCIOJIB3YeMBIX MPIIOKCHHUH, OIOKAPOBATh JOCTYI K ceTH MHTEpHeT, 3ampeniaTh
ucrons3oBanue cbeMHbIX USB-HaKkonuTe e, 3aiuchBaTh JEUCTBUS COTPYIHHUKA Ha BeO-KaMepy U
T.0. B To ke Bpems cymectBytone DLP-cucteMbl He TO3BOJSIOT MPEAOTBpAIATh YTEUKH,
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BO3HHUKAIOIME B pe3yibraTe QoTorpadupoBaHus SKpaHa MOHHUTOpA, HA KOTOPOM OTOOpaxkaeTcs
COZIEPKUMOE KOH(PHUICHITHATHHOTO TOKYMEHTA.

s peanuzanyy Takoro poja yreuek He Hy)KHO 00JaiaTh ClelUaTu3MpOBAHHBIMU 3HAHUSIMH —
JOCTaTOYHO HCIIONIb30BaTh BO3MOXKHOCTH COBPEMEHHBIX cMapToHOB. L{udpoBeie kameps
CcMapT(OHOB MO3BOJIAIOT OBICTPO JAENaTh CHUMKH BBICOKOT'O KayeCTBa, a COBPEMEHHBIE COTOBBIC
CETH — OTHPABIIATH CHUMKH JIFOOOMY TIOJTy4daTelTio.

CHHUMOK 5KpaHa B JajJbHEHIIEeM MOXKET OKa3aThCi B MyOJMYHOM JocTyre. B aTom ciywae ero
MOXKHO MHCIOJB30BaTh Ui pacciefoBaHus yTeukd. OAMH M3 MOAXOJOB K MOCIEIYHOLIEMY
MPOBEICHUIO PACCIICNOBAHUS COCTOMT BO BCTPAWBAaHWU JONOJHUTENbHOW HH(POpPMAUU B
n300pakeHne, BRIBOAMMOE Ha dKpaH. Ecnm 3Ta mH(OpMAaIms momager Ha CHAMOK, SKCHEPT IO
paccieJOBaHUIO CMOXKET €1 BOCIOJIb30BaThCs. [10€3HBIMU AJIs pacciaeloBaHUsI MOT'YT OKa3aThCsl
CBeIeHUS 00 YCTpOWCTBE, Ha KOTOPOM OBUI OTKPBIT JAOKYMEHT, YYeTHasl 3alHCh IOJIH30BATEIIS
YCTpOHCTBa, AaTa W BpeMs CO3IaHUSA CHAMKA. B COBOKYIHOCTH C JaHHBIMH BHACOHAONIONCHUS U
3aMuCcsAMH B JKypHaJlaX 3Ta HH(GOpMAIHS MO3BOJIUT YCTaHOBHUTH OOCTOSTENBCTBA MPOU3OIIECATICH
YTE€UYKHU U BBIICHUTH, KaKOI COTPYIHMK €€ TOIYyCTHIL.

BcerpanBanue qOMOTHATENEHON HHPOPMALINHN B M300paKCHHE OTHOCUTCS K TEXHOJIOTUH YUPPOBbIX
so0snvix 3naxos (IB3). IIB3 mpexncrasisier coboif He3aMeTHOE ISl TIOJIB30BATENsl BHEAPCHHUE B
(haiinm momoNHUTENBHON MH(POPMALNH, KOTOPYIO BIOCIEIACTBHH MOXXHO OymeT u3 3Toro (aiina
u3BIeYb. B HAacTOSMIMI MOMEHT TeXHOJOrus BHeapenus [[B3 mmpoko mpumensercs B 00JacTH
3alIUTHl aBTOPCKUX MpaB HU(PPOBBIX JAHHBIX Pa3IMYHBIX (OPMATOB: U300paKeHUH, ayauo- M
BUACO(AIITOB.

Hanee Oynem otoxaecTBiaTh noustus 1IB3 u yugposwvix memox, a npouecc BctpauBanus 11B3 B
n3o0paxkeHne OyneM Has3bIBaTh Mapkupogauuem uzobpadicenus. lludpoBele BOAsHbIE 3HAKKA Ha
M300paKEHUAX MOTYT OBITh BUIMMBIMU MM HeBHAMMBIMU. Bunnmeiit LIB3 npencrasiser coboi
n300pakeHne, HaKJIaJblBa€MOE Ha Mapkupyemoe u3oOpaxeHue Tak, uto LIB3 cranoBuTCA
3aMeTHBIM a1 HaOmonatens. Takue 1IB3 mcnonb3yroTes € IeNbI0 3allpeTa KOMUPOBAHHS JUIA
coxpaHeHHMs1 aBTOpckuX npaB. HeBuaumbie LIB3 00bIMHO HE3aMETHBI JUIsi HEBOOPY)KEHHOTO IJia3a,
HO MOXET OBITh PACMO3HAH COOTBETCTBYIOIIMM aJTOPUTMOM H3BICUYCHUS LU(PPOBOW METKH.
Hesumumere 1IB3 npuMmeHSrOTCs, KOTrZa HEOOXOAWMO CKPBITh OT TIOJNB30BaTeNlss  (akT
MmapkupoBanus. Takue [IB3 oTHOCATCS K cTeraHorpaduu — crocoOy nepenayu nHPOpMAaInu, pH
KOTOPOM CKpBIBaeTCs caM (akT rmepenadd. B JaHHOM cTaThe pacCMaTPHUBAIOTCS IMEHHO HEBUINMEIC
IB3.

2. CueHapuu ucnonb3o8aHusi cucmem eHedpeHus B3

TuroBoif cueHapuii HCIIOIB30BAHMS CHUCTEMBI, IPEIOTBpAIAfONIed YTEUKH IOCPEICTBOM
MapKHUpOBaHUS HM300paKeHMH, Kak IPaBWJIO COCTOMT M3 TpEX 3TamoB: BcTpamBaHue 1[B3 B
n3o0pakeHne, 1npeoOpa3oBaHHEe MapKUpOBAaHHOTO H300paxkeHus, wusBiedeHue LIB3 wu3
peoOpa3oBaHHOTO MAPKUPOBAHHOTO M300pakeHus. O0Ias cxema npejacraBieHa Ha puc. 1.

Ha orame BcTpamBaHmsi ucnosib3yercss ainropur™, (opmupyromuii nzobpaxenue c 1IB3 mo
HCXOTHOMY H300pakeHHI0 M cooOmeHuto, BHeapsiemomy B IIB3. B HekoTophIx cucremax
MapKHUPOBaHUS M300paKEHNH UCTIONB3YIOTCS CXeMbl IN(POBAHUS IS 3aIIUTHI III(PPOBOI METKH.
B takux cucremax npu BcrpanBanuu L{B3 npumensercs kpunrorpaduyaeckuii kimod. PesymsraTrom
pabotsr anroputMma BeTpamBanus 1[B3 sBmsercss mapkupoBanHOe m3o0pakeHue. Ecmu cucrema
MapKHPOBaHUS BCTpauBaeT HeBUAMMEIHN [{B3, MapkupoBanHOE H300pakeHUE JOIDKHO OBITH TPYIHO
OTJIIMYMMBIM OT UCXO/HOTO, IPH BU3YaJIbHOM BOCIIPUSITHH YEIIOBEKOM.

Ha BropoM »sTame wMapkupoBaHHOE H300pakeHHWE IOJABepraercs Ipeodpa3oBaHusIM. bynem
Ha3bIBaTh aTakoil Ha IUQPPOBYIO METKY Jitoboe mpeobpa3zoBaHUEe H300paKEHUS CO BCTPOCHHBIM
IIB3. [udpoBas MeTka CUMTAETCS YCTOMYMBOW K arake, €CJIM IOCJIe MPUMEHEHHs 3TOH aTaku
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COXpaHsAeTCS BO3MOXKHOCTD ompeneneHus Hamnans [[B3 u ero koppekTHOTo n3BIcUeHNU. ATakd Ha
B3 nensitcs Ha 1Ba Kiacca: NpeAHaMepeHHbIE U HeNpeAHAMEPEHHbIE.

| Coobnene LB3

Hexommoe
m3obpazenne

MapkuaposaHHOE

h 4

Berpanganne [1B3

306 PACHIIC

Kpuntorpadgmaeckmii | 5
KIIHY

MpeoBpa3sosalie MapkMpoOBAHHOTO M30BPaKEHHA B paMKax |
clUeHapWa ucnonk3oeaqua LIB3 N

{ Hexonnoe nzodpakenie } ------------

[IpeobpazopanHoe W
MAapKHPOBAHHOS
modpazkeHne

Kpurrrorpadiraecxmit
K0T

Puc. 1. Obwas cxema ucnonvzosanus L[B3

Fig. 1. General watermark usage scheme
[Mon mpeaHaMepeHHBIMHI aTaKaMH IIOIPa3yMEBAIOTCS MPEOOpa3oBaHUs N300PaKEHHS YEITOBEKOM,
3HAIONINM O Hamuduu BeTpoeHHoro [[B3, ¢ menpro ynamuTte muGPOBYIO METKY WIH H3MEHUTH
3akogupoBanHble B 1IB3 mamHeie. B maHHOW paboTe TakWe aTakW paccMaTpUBATBhCS HE OYAYT.
HenpenHamepeHHbIE aTaky BKIIOYAIOT B ceOS MCKaKeHHS M300paKCHHS, BO3HUKAIOIINE B XOC
CIICHApHEB MHCIOJB30BAHUSA ATOT0 H300pakeHus. OOBIYHO PACCMATPHUBAIOTCA TPU CIICHAPHUSA:
CKaHWUPOBAHWE HATEYaTAHHBIX M300paxkeHuit («print-scany), dbororpadupoBaHue HamedaTAHHBIX
n3o0paxeHuit («print-camy), dhororpaduposanue H300pakeHUI, BRIBECHHBIX Ha 3KpaH («Screen-
camy).
Ha mocnennem, tpetbeM stamne uzobpaxenue ¢ [[B3, mogBeprayToe atakam, mojmaercs Ha BXOJ
anroputma uspnedeHust [[B3. B 3aBucumoctu oT TOro, ¢ Kakoil IeNbi0 MPUMEHSIETCS cucTeMa
MapKHPOBaHUS H300paKeHUH, pe3yIbTaTOM pabOTHI anroputMa n3pnedeHus [[B3 MoxeT ObITh:

e  cooOIeHne, BHEIPEHHOE B HCXOJHOE H300pakeHue ¢ momMomisio [[B3;

e  mpoBepka KoppekTHocTH 1|B3, mokaspiBaromasi, OpU10 U H300pakeHHe MOIUPHIIMPOBAHO B
X0Jie epeaauy;

e mposepka (akra Hammaus [[B3.

Ha Bxoj anropur™a M3BII€UEHHS JIOMOIHUTEIBHO MOTYT MOJaBaThCS: KpUITOrpadhMuecKuid KIroy,
nucxoaHoe u3obpaxenue, sctpoeHHsld 1[B3. Eciu npu usBneuennn 1[B3 ncxonHoe n3odpakenne
He TpeOyeTcsi, TOBOPSAT, YTO METOJ PA0OTAET B PEXKHUME C1eN020 U3BACYEHUSL.

Iudposas meTka oOnamaeT psoOM CBOMCTB, OJHAKO B CTaThsX, MOCBSIIEHHBIX TEXHOJOTHH
BHeZpeHus 1[B3, akueHT IiaBHBIM 00pa3oM JefaeTcsi Ha TpeX CBOMCTBax: eMKOCTh (Capacity),
HesametHocTh (imperceptibility), ycroiiumBocTs (robustness) [2]. Emkocte mudpoBoii MmeTku
03HAYaeT KONWYECTBO OWTOB MH(OpMAIUK, BCTpaUBAaeMOH B HCXOJHOE H300pakeHHe.
HezameTHOCTB 1IM(POBON METKH TOKA3bIBAET, HACKOJIBKO CI0KHO YEIOBEKY ONPEAETHTh HAIUIHE
[IB3 B MapkupOBaHHOM H300paKEHUH. YCTOHYMBOCTh IHM(POBOH METKH XapaKTepU3yeT
comnporuBisieMocts (B3 m3MeHeHMSIM H300pakeHUs, NPOMCXOIAIAM MEXIy IPOIECcCCOM
BcrpauBanus [IB3 u mpomeccom wu3Bnedenus 1IB3. Dtm Tpm cBoiictBa 1H(POBOH METKH
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B3aMMOMCKJIFOYAIOT JPYT JPyra, MO3TOMY MPH pa3padOTKe/MIPUMEHEHUH METOJla MapKUPOBAHHS
HEOOXOIMMO JOCTHYh KOMIIPOMHCCA MEXKTYy HUMH.

3. Amaku Ha YB3 e cyeHapuu «screen-camy»

Wzo0paxeHue, moiaydeHHOe IyTeM (GOTOrpadupoBaHus SKpaHa, CYIIECTBEHHO OTIMYAeTCs OT
M300paKeHHUsI, BBHIBEJICHHOI'O Ha SKpaH. Takoe pasnnuune oOyCIOBICHO OOJBIIMM KOJHYECTBOM
HelpeHaMEPEHHBIX aTaK, BO3HUKAIOIINX B CLIEHAPUHU «SCIeeNn-Camy. DTH aTaku MOKHO pa3/iesuTh
Ha Tpu rpymisl [3] B 3aBUCHMOCTH OT TOTO, B KAKOW MOMEHT OHH BO3HHKAIOT: BHIBOJ H300pasKCHHS
Ha 3KpaH, poTorpadgupoBaHre KpaHa MOHHTOPa, 06paboTka poTorpaduu (puc. 2).

Ha xadecTBO BBIBOJA W300paXeHMs Ha OSKpaH BIUSAIOT HACTPOMKM MOHHTOpA: SIPKOCTb,
KOHTPACTHOCTB, [{BETONEpeaaya, FaMMa-KOpPEKIHUsL.

dororpahupopanne

SRpRNR O6paboTka
BriBost H306paXeHus PacnonoxeHue thororpaduu
Ha 3KpaH RAMEpLI

QUNLTPH

HapaMeTphl ]
MOHHTOpA $oxycrposxa
HacTPOHKH HepasHoMepHas dopnmara
MOHUTOpA SIPKOCTE pracsmsas
H300pakKeHHs
Sddekt Myapa

Puc. 2. Amaxu na [{B3 6 cyenapuu «SCreen-campy
Fig. 2. Screen-cam attacks on watermark

B npouecce pororpadupoBanus 3kpaHa BOZHHKAIOT TOMOTHUTEIbHbBIC HCKaKEHUS.

Hexonsoe
usobpaxeHne

TlonyyenHas
dortorpadus

e  PacrosoxeHHe KaMepbl OTHOCHTEIBHO SKpaHa: BIHMACT Ha H3MCHCHUE NEPCIEKTHBBI, C/BUT,
HM3MEHEeHHe MaciITaba n300pakeHusl.

e  DOKyCHPOBKA: €CJIM KamMepa PacriofioKeHa 10,1 OOJIBIIMM YIJIOM K TUIOCKOCTH SKpaHa, pasHbIe
YaCTH HKPaHa HAXOMATCS HA Pa3HOM PACCTOSHHUH OT HEe, MOITOMY YacTh H300paXKeHHs MOXKET
ObITh He B (hoKyce.

e  HepaBHoMepHas sipkocTh Ha oTorpadun: Ha ApKOCTh GoTorpadun 3KpaHa BIUAET HECKOIBKO
¢axtopos. [ToMmnmo TOTO, YTO CaM 3KpaH SBISETCS HCTOYHUKOM CBETa, HAa HETO MOXKET MaaTh
CBET JAPYIMX HCTOYHHMKOB. Ha skpaHe Tarkke MOTYT OKa3aTbCcid TEHH APYIHX OOBEKTOB.
VY naneHHble yacTy SKpaHa Ha ¢ororpaduu OyayT MeHee SIPKUMH 110 CPAaBHEHHUIO C YacTSIMHU,
PAacIIoI0KEHHBIMH OJIM3KO K Kamepe.

e Dddexr Myapa: BOZHHKAET U3-3a TOTO, YTO ITMKCEIIN IKpaHa U CEHCOPBI KAMEPhI PaCIIOI0KEHbBI
niepuoan4HO. [110CKOCTB 9KpaHa U INIOCKOCTh MaTPHIIbI KaMEPHhI BO BPEMsI CbEMKH 00BIYHO HE
CTPOTO TMapajuIeNbHBI APYT APYTY, W3-3a 4ero Ha ¢oTorpaduul MOSBIAETCS HEPETyISPHBINH
y30p, PacIIpOCTPAHSIOIIMICS 110 BCEMY N300pakEeHHIO.

ITony4eHHbI! CHUMOK TIOJIBEpraeTcsl JOMOJHUTEIBHON 00paboTke Ha ycTpoiicTBe. COBpeMEHHbIE

cMapTdOHBI B Tporiecce 00paboTKH MPUMEHSIOT K (poTorpaduu ps M3MEHSIONNX ee (HHUIBTPOB.

Taxoxe mpon3BOgUTCS IpeodpazoBaHue popmarta U CxKaTHe H300pakeHNs (HarpuMep, alrOpUTMOM

JPEG). Cxartue yMeHbIIaeT pa3Mep CHMMKa B HaMsATH YCTPOICTBA, HO HEraTMBHO BIIHMSET Ha

KayecTBO n300paxkeHHss. OHO MOXeT OBITh BBIOJHEHO ABTOMATHYECKH IIPH IEPEChUIKE

tdhotorpaduu B cetn MIHTEpHET.

4. MemoOdbI MapKupoegaHusi, ycmou4ueble K «SCreen-cam» amakam

B HacTosmmii MOMEHT U3BECTHO OOJIBIIIOE YHCIIO TIOAX0A0B K MAPKUPOBAHUIO N300pakeHuid. B To
e BpeMst OOJTBIIMHCTBO U3 HUX MTPEAHA3HAYCHBI ISl UCTIOIh30BaHMS B CLICHAPUSX «Print-scany miu
«print-camy u TpeOyrOT 3HAYUTENBHBIX U3MEHEHHH JUTS YCIEIIHOM paboThl B CIICHApUH «SCreen-
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camy. [lanee OyayT pacCMOTPEHBI METOBI MAPKHPOBAHUS M300pAKECHUMH, TOKA3aBIINX BBICOKYIO
YCTOHYHMBOCTH K «SCreen-camy arakam Ha LIB3.

B ocHOBY MeTO/1a, ONIMCAHHOTO B CTaThe [4], OI0KEHO AUCKPETHOS KOCHHYCHOE peobpa3oBaHue.
BcerpanBanmne nupoBoif METKH OCYIIECTBIIICTCS B ABa dTama. Ha mepBoM 3Tame OmpenesstoTcs
obmnactu BerpauBanust LIB3. st 3TOro HCHONB3YIOTCS KIFOUEBBIE TOUYKH, MTOTYIEHHBIE C TOMOIIBIO
anropurma |-SIFT [5]. Okono kaxmoii KIIFOYEBOM TOYKM BBIACISETCS TPSIMOYTONBHAS 001acTh, B
KOTOpYyIO0 BHenpsercs uudposas Merka. Komaupyemas WH(oOpMamus BCTpauBaeTcs B JOMEH
JIMCKPETHOTO KOCHHYCHOTO TpeoOpa3oBaHus Kakaoid oOmactu. MHOXKECTBEHHOE BCTpaUBaHUE
MPUMEHSETCST AJIsl TOr0, YTOOBI IOCe CheMKH Ha Kamepy Obuia BO3MOXKHOCTH M3Biedb [IB3 u3
obnactu, HanMeHee noctpaaasiieii ot atak Ha LIB3. B nponecce n3pneyenns 1udpoBoil METKU C
¢dororpaduu anropurmom |-SIFT (kak M mpu BCTpamBaHWHM) ONPENEISIFOTCS KIIOYEBBIE TOYKH,
pacIiooKeHHe KOTOPBIX YCTOWYMBO K cheMKe. LnppoBas MeTka n3BiekaeTcs u3 obnacteil OKoio
KITFOUEBBIX TOYEK, OTIPEIEICHHBIX Ha POTOrpadum.

B pa6ote [3] mpumensercs cxoxas uaes MOMCKa HanOojee MOAXOMAIMX oOmacTed st
BerpauBanus  [[B3.  Ilentpamu 3tux  oOmacTeid  SBISIOTCS  TOYKH,  OMNPEICIICHHBIC
MOAN(DHUIMPOBAHHEIM JIeTeKTOpoM Xapucca-Jlamnaca [6]. s kax ol Takol TOYKH ONpeaenseTcst
BEKTOp, 3aJalOIfii MOBOPOT M pa3Mep KBaJIpaTa, BBICTYINAIOIIETO B KAa4eCTBE OOJACTH I
BcTpamBaHuA. LludpoBas MeTka BHeApsETCS B JOMEH IHUCKPETHOTO mpeoOpasoBanus Dypbe
HaWJEHHBIX KBaJpaTHBIX 001acTel C HCHONB30BAHMUEM IICEBAOCIYYaiHOI MOCIIEN0BATENBFHOCTH,
PacIoJIOKEHHO Ha OKPY)KHOCTH, COOTBETCTBYIOIIEH cpegHMM dacTtoTaM JgoMmeHa Dypse.
ITonmoxxeHne LIEHTPOB KBAApaTOB, HANpaBJICHHE M pa3Mep BEKTOPOB, 3aJAIOLIMX ATH KBaIpaThl
(ITMHY CTOPOHBI M YTOJI TIOBOPOTA), & TAKXKE CPEHUE YaCTOTHI B IoMeHE Pyphe 001a1al0T BEICOKOM
YCTOMUMBOCTBIO K aTakaM CLEHapUsl «SCreen-camy, YTo MO3BOJSIET YCIEIIHO W3BICKaTh
BcTpoeHHbI [IB3.

PaccMoTtpeHHbIe MeTOBI 00J1aar0T 001Iel YepToi: udpoBas MeTKa, BHeApsieMasi B ©300pa)KeHUe,
BCTpaWBaeTCsi B JOMeHe mpeoOpasoBanmit. B cratee [7] Takke mpemiaraetcst MOAXOM,
BHIMONIHAONIMIA BcTpauBanue 1IB3 B momene mnpeoOpasoBanust Dypbe. [{udpomas wmerka,
BCTPOEHHAs B JIOMEHE NpeoOpa3oBaHus, CO3aeT XapaKTePHbIH IyM Ha N300paxeHHH. DTOT IIyM
HC3aMCTCH Ha 60rame OBCTAaMH U ACTAJIAMHU 1/1306pa>1<eH1/151x, HO XOpOoUIO pas3jinyuM Ha OJHOTOHHBIX
n300paKeHHAX, B YAaCTHOCTH, Ha TEKCTOBBIX JOKyMeHTax. B pabore [4] nokasaHo, d4TO
npeioxeHHslil B [4] LIB3, BCTpoeHHBIH B JOMEHE TUCKPETHOIO KOCHHYCHOTO MPeoOpa3oBaHMs,
XOpOIIIO 3aMETeH Ha M300paXEHUH TEKCTOBOTO JOKyMeHTa. Iloxoskuit a3peKkT BO3HHMKAET mocie

BHECEHMS U3MeHeHUH B JoMeHe Pypbe n300paXkeHus TekcTa Ha 6etoM ¢oue (puc. 3).

7 F < FormposaToe 22 T T o0 e W A 531 [oTpOBTe AT FoTE oS Te  awe ]
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Puc. 3. Cpasnenue uzobpadsicenuii nocne enecenus usmenenuil 6 domene Oypove
Fig. 3. Images comparison after changes in DFT domain

Merton, npeanoxeHHblit B ctatbe [8], mpeanasHaueH [JisI MapKUPOBaHHUS JIFOOBIX M300paKCHHUI,
BBIBEJICHHBIX Ha 9KPaH, B TOM YHCIIE TEKCTOBBIX JJOKYMEHTOB. Miest moaxoaa oCHOBaHA HA TOM, UTO
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3pHUTENIbHAsE CUCTEMa YelIoBeKa CJ1ab0 BOCIIPUMMYMBA K HEOOJIBIIOMY HENPEPHIBHOMY N3MEHEHHIO
SPKOCTH, B TO BpeMsI Kak Kamepa criocoOHa ero pa3nu4yuth. L{udpoBas MeTka BcTpanBaeTcs MyTeM
YMEHBIICHUS WM YBEIMUYECHUS SIPKOCTH 00JacTel Ha 9KpaHe. Macka SpKOCTH, HaKJia/ibIBaeMasi Ha
M300pakeHNe Ha DKpaHe, pACCYMTHIBACTCS 3apaHee U 3aBUCHT OT KOJUPYEMOi HHpOpManuy, HO He
OT COJEP)KUMOTO HM300paKeHUsl Ha SKpaHe. Takod IMOAXoJ MO3BOJSET HCIONB30BATh MAacKy B
pEeXHMME pearbHOTO BPEMEHH, HE PACXOXys IPU 3TOM BBIYHCIMTEIBHBIE PECYPCHl CHCTEMBI Ha
pacuer IIB3. ABTOpaM ymanock HOOHWTBCS PaOOTHI METONA B PEXKHUME CIIETIOTO H3BIICUCHUS.
Kaxngomy Outy mHGMOpMAmmu COMOCTABIACTCS KPYrOoBOW MapKep B HaKJIagbIBaeMOW Macke.
OO0mnacTp B IEHTpE Kpyra JeIacTcs spye WIN TEMHEE 9eM 00IacTh y €r0 TPaHUIBl — B 3aBUCHMOCTH
OT 3HaueHMs Kopupyemoro UM oura. Hezamernocts LIB3 nocturaeTcs 3a cueT niaBHOrO U3MEHEHHS
apkocTd B Kpyre. OIHAaKo MapKepbl OCTArOTCS 3aMeTHbIMH Ha OenoMm ¢one (HambOoiee
pacrpocTpaHeHHOM [uisi JTOKyMeHToB). B xome wu3Bneuennst 1IB3 wu3 ¢ororpaduu skpana
OIpeesseTCs MOJI0KEHHE KPYTOB M ISl KaXKJIOTO KpyTra BEIYHCIAETCS Pa3HOCTh IPKOCTH B LICHTPE
Y Ha TPaHMIIE.

5. Paszpabomka memoda MapKupoeaHusi MeKCcmoebiXx OOKyMeHmMoe Ha
3KpaHe

[IpoBeneHHBIN aHamM3 CYNIECTBYIOIIMX METOJOB MAapKHPOBaHMS TEKCTOBBIX JOKYMEHTOB
yKa3bIBaeT Ha HEOOXOAWMOCTH Pa3paboTKN COOCTBEHHBIX ANTOPUTMOB BHEAPEHUS M N3BICUCHUS
[IB3. Ilom TEKCTOBBIM JOKYMEHTOM Jajee MoJpa3syMeBaeTcs H300pakeHue, copaepKamiee
HECKOJIBKO CTPOK TEKCTa, PACIOJIOKCHHBIX NEPUOJMYHO HAa OJHOTOHHOM (oHE (Kak MpaBHIIO,
4YepHbIH TekcT Ha OemoM ¢one). IIpu 3TOM CTPOKM TekcTa MOTYT OBITh OPHEHTHPOBAHBI HE
TOPHU30HTAJILHO, 4 IO HEKOTOPLIM YIJIOM.

Ha ocHoBe aHanmm3a CyIIECTBYIOLIMX METONOB MAapKHPOBAaHMS OBUIM BBINEJICHBI CIEAYIOLIHE
TpeOOBaHUS K CHCTEME:!

e [ludpoBas MeTka B JOKyMEHTE JI0JDKHA OBITh HE3aMETHOM ISl TI0JIb30BATEIIS.

e  [IB3 nomkeH BCTpauBaThCs B JOKYMEHT B PEKHUME PEATLHOIO BPEMEHH: 3TO 3HAYUT, YTO METKA
JIOJDKHA COOTBETCTBOBATH COJIEP)KUMOMY H300p2XKEHUSI HA HKPaHE B MOMEHT MOJIyUYSHHUS
CHHMMKA KpaHa.

e [IB3 momkeH ObITh YCTOWYUBBIM K aTakaM, BOZHUKAIOIIUM B CIIEHAPUHU «ScCreen-camy.

e [ludpoBas MeTKa J0JDKHA COAEPKATHCS BO BCEX TEKCTOBBIX JIOKYMEHTAX, OTOOpaKEHHBIX Ha
9KpaHe, BHE 3aBHCHUMOCTH OT ¢opMara (aiiina JOKYMEHTa W IPHWIOKEHHS, MOCPEACTBOM
KOTOPOT'0 OCYIIECTBIIIETCSl paboTa Haj JOKYMEHTOM (Hanmpumep, 1oKyMeHTsl Microsoft Word,
JIokyMeHThI B popmare PDF, n3o0paxeHus CKaHUPOBaHHBIX JJOKYMEHTOB).

e lludpoBas MeTKa TOJHKHA M3BJIEKATHCS B CiIydae, Korza Ha (ororpaduu 3armeqaTiieHa TOIbKO
4acTb 9KpaHa, COAEpKallas TEKCTOBbIN JOKYMEHT.

e  Anroputrm u3BiedcHus [IB3 momkeH OBITh CIIOCOOCH W3BICKATH METKY, ITONYYHB HA BXOJ
TOJBKO (hoTorpaduro skpaHa (PexKUM CIETIOTO U3BIICYCHHS).

5.1 CTpykTypa uncppoBon MeTku

HNcxons u3 TpeboBannii k LIB3, 6511 pazpaboTaH moax0/1 K MAPKUPOBAHHIO TEKCTOBBIX JOKYMEHTOB,
BBIBOJMMBIX Ha 9KpaH MOHUTOpPA. EMKOCTE cooOmieHus, BHeapsiemoro B LIB3, cocrapnser 32 Outa.
Hudposas MeTka BCTpamBaeTcsi B MEKCTPOYHBIC MHTEPBAIBI MApKAPYEMOT'O TEKCTa, B KaueCTBE
MOCJIEIOBATEIIEHOCTH CBETIIBIX H TEMHBIX MPSIMOYTOJBHBIX 00nacteit (puc. 4). Bynem Ha3bpIBaTh 3TH
obmactu mapkepamu. B Hawano, cepeuHy M KOHEI MEXCTPOYHOTO HHTEPBajia BCTPAUBAIOTCS
CICIHANBHBIC JBOHHBIC MapKephl, COCTOSIINE U3 JBYX YacTed pa3HBIX LBETOB (BBIACICHBI CHHEH
paMKoOH Ha PUCYHKE), IPUYEM MapKep CepelHHbl «IIPOTHUBOIOJIOKEH» MapKepaM Havyana U KOHIIA.
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OTH Mapkepbl HCHOJB3YIOTCA IS ONpENeleHHs IOJOKCHUS MapKepoB, KOIUPYIOLIMX OHUTHI
cooOrienus, B npouecce uzBneuenns L1IB3 n3 ¢pororpadum sxpana.

J1a mnpenoTEpalmmeHHs WHIH pacCIeNOBaHHA VTedeK KOHOHISHUIHATSHOH HHGOpMAUHH
HCHOIB2VIOTCA TexHoIoruH Data Leakage Prevention (mamee. DLP). Pemenus. ocHOEaHHEIE Ha
DLP TexHOJOrHAX, NpPeACTARLIIOT CODOH NPOrpaMMHO-aNNapaTHEIE KOMILIEKCEHL, BEIYIIHE

_TPEIQTE / CceIem VI OH 0
L S o PR Bk,
P TexHOIOTHAX, MpE ) TIPOr paMMHO-alTTIa] K IEKCEI, BENyY

Puc. 4. Cmpyxmypa yugposoii memxu
Fig. 4. Watermark structure
Kaxmomy OuTy cOOOLICHHS CTaBHTCS B COOTBETCTBHE KOMUPYIOIINH €ro Mapkep (BBIIEICHBI
KpacHO# paMKkoil Ha pucyHke). TeMHBIE MapKepsl KOTUPYIOT «1», cBeTisie — «0». BHeapsemoe
coobmerne nmenutcs Ha 4 wactu mo § Our. Kakmas 4eTBepTh COOOMICHHS BCTPAMBACTCS MEXKY
COCEIHUMU JABOWHBIMY MapKepaMHu.

[epen geTBepTHIO COOOMICHNUS TOOABIACTCS JOMOTHUTENBHEIN OUT (MapKep, BBIICICHHBIH 3eJICHOM
paMKoif), yKa3BIBAIOMINK, K KaKOH ITOJIOBHHE COOOIIEHUS OTHOCHTCS CICIYIOIas 3a HAUM YacTh
coobmernns. Takum o0pa3oMm, ABOHHOH MapKep W IOMOJHUTEIBHBIN OWT, IMPEaIIeCTBYIOIIHNE
MOCJICIOBATEILHOCTU U3 8 MapKepOB, KOJUPYIOIIUX OUTHI COOOIICHHS, OJHO3HAYHO OMPEICIISIIOT,
K KaKOH’ Y4eTBEPTH COOOIICHHST OTHOCUTCS ATa MOCIICIOBATEIHHOCTD.

Mexay kKakaoi mapoit MapKkepoB, KOAUPYIOMIHUX OUTHI COOOIICHHS, T00ABISIETCS IPOMEKYTOTHBIH
Mapkep. Eciiu coceiHne 3HaunMble MapKephl OIHOTO 1IBETa, MPOMEKYTOUHBII MapKep MEXTy HUMHU
3aIOJIHACTCS [IBETOM, TOTIOJHSIOMIAM 710 OEJIOT0, a €CIIU Pa3HOr0 — CPEIHUM 3HAYCHHUEM IIBETOB
COCEIHUX 3HaYMMBIX MapKepoB. Takoe yepejoBaHNe [IBETOB UCIIOIb3YETCS B IPOLIECCE U3BICUEHUS
METKH.

Jns npenoTsy W paceae1on: yreuek kondmaenmaioi nidopma-
i nenoassyires rexuonormt Data Leakage Prevention (nanee, DLP). Petnesns,
ocnopanuue 13 DLP Texnonoruax, npeictaniaot coboll nporpasMMuo-annapaTise
KOMILICKCH, BEAYIHE MOHUTOPHHE ACHCTEHI COTPYAHNKOB, & TAKKC ONPCAC/CHHNM
00pA30M pearnpy e na 3t aeictaus. Tax. cnenuansuposanioe [0 Ha paGouem
MECTE COTPYAHHKA, MOKET BECTH AYPHA HCIIOIB3YEMBMN IPIIOECHII, OI0KHpOBATH
aoctyn k cern Murepier, sanpetars uenonsiosanmne creminy USB-makonmrenedi,
SAUHCHBATL ACHCTENA COTPYAHMKA Ha se-Ramepy M 1.4, Tem He Menee, cyumec isy-
woue DLP cucremul He NOSBOAKIOT HPEAOTEPAIATE YTEUKN, BOIHHKAOWME W3-30
hororpahipoEaIsL HKPANE MOMITOPE. HA KOTOPOM OTOOPAKAETCH COACPAUMOE KO-
(IICHIHATEHOND AOKYMEHTa, /1A OCYMICCTRACHKA TAKOTO POXA YTCUCK HCT HCOO-
XOAMMOCTH OOAAZATE CHCLIHRTMINPOBAIILIMN SHANHAMH, A0CTATOMHO HCNIOABIOBATE
BOIMOKHOCTH COBPEMCHHMX CMapTonos. LInpposte KaMepul CMAPTROHOB 10380+
AMOT ST CHUMKI BHCOKO Ka'eCTBa 1 KOPOTKOE BPEMs, 3 COBPEMEHHBIC COTORKE
CETH NPEIOCTARIINT BOIMOAHOCTE OTIPABITL CHMOK YKpPaia MODOMY HOAYUATET0.

a) Hzoopancenue mexema ¢ 3% samemnenue

s npejioTny u/nm pacc. yreuex kouduaeHimaanioi ugopma-
uHE Henoar3yTea Textonormn Data Leakage Prevention (nance, DLP). Pemcnns,
ocxosantue 1a DLP Texsonormsx, npeacrasisos coboit nporpaMmMHO-aimparise
KOMILICKCH, BEAYULHEC MOHRTOPHHE ACHCTBHI COTPYAHMKOB, i TAKAC ONPE/AC/ICHHNM
ofpasom pearupyioue na 3t geicrans. Tax, cnenpantiposannoe IO na padouem
MECTE COTPYANHER, MOKCT BECTH AYPHII HCHOIRIVEMBIX IPIWIOKeHUH, GA0KHpOBATL
aoeryn K cern UHTepHeT, sanpemarts Henonsiopadne ceemunx USB-nakomreneit,
JMCLIBATL ACACTEIS COTPY MUK Ha seD-kavepy u 1.1 Tem ue mence, cymecray-
wugte DLP cHcTeMil He No3sosior IpeioTBpaiar. YICHKH, BOSHAKMOUME 13-
oTorpatbpoRAHNS IKPAHA MOHHTOPA, HA KOTOPOM 0TOOPAKACTCA COACPAHMOE KOH-
runenuHaILHOro 20RYMenTd. 1A OCYIMECTBACHIA TAKOIO POUA YTeUeK HeT Heob-
XOUMOCTH OOARLATH CHCHHATHINPOBAHHEIMU SHAHMAMM, JOCTATONHO HCHIOIN30BATH
BOIMOKHOCTH COBpeMEHHNX camapThonos. Lupporue kaMepu eMaprgoHOB 10380
0T JICHATH CHUMKH BHCOKO Ka'CCTBa 33 KOPOTKOE BPCMA, d COBPEMCHHKC COTOBRE
CETH HPEAOCTABIMIOT BOIMOKHOC Th OTHPARITL CHIUMOK IKPAHR H0B0MY Oy Uare o,

0) Huhpoeas semia scmpoena ¢ nenpospainocmuio 3%

Puc. 5. Ilpumep mapxuposannozo mexcma
Fig. 5. Example of watermarked text image
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Jnsi OBBIIEHUST HE3aMETHOCTH METKHM IEepexXojbl LIBETOM MEXIY MapKepaMH CIJIa)KHBaIOTCS
nocpeacTBoM ¢uibtpa ['aycca, pasmep sapa KOTOPOTo IOAO0UpPaeTCsi UCXOS U3 pa3Mepa (BBICOTHI
M [IMPHHBI) MEXCTPOYHOrO HHTepBaja. I[lockolbKy (OH  TEKCTOBBIX  JIOKYMEHTOB
NPEerMYLIECTBEHHO OeJIoro 1BeTa, 001mas SpKocTh H300pa)KeHuUs HOHMKAETCS TaK, YTOOBI pa3HOCTh
SPKOCTH MKy CBETIBIMH MapKepaMy U OesIbIM (POHOM COBIaAana ¢ Pa3HOCTBIO SPKOCTH MEXTY
OeneIM (OHOM M TeMHBIMU MapkepamH. [1pu 5ToM nudpoBas MeTka CTAHOBHUTCS MEHEe 3aMETHOM
Ha OenioM (ore. Ha He3amMeTHOCTE IU(POBOH METKH BIIHSET HHTEHCUBHOCTH MapKepOB, 3aJaBacMast
YPOBHEM HeTIpo3payHOCTH. Tak, mpu yposHe Hempo3spauHoctH 0% LIB3 Oyzmer oTcyTcTBOBaTSH, a
npu Herpo3pagHocTH 100% TemHbIE MapKepsl OymyT aOCOMIOTHO YEPHBIMH, @ CBETIIBIC — OCIBIMU
(puc. 5). I1py mpoMeKYTOUHBIX 3HAYSHUAX HETIPO3PAYHOCTH IIBET MapKepa OyneT 3aBuceTh OT oHa
TEeKCTa.

[Ipennoxennas crpykrypa LIB3 nmeer psia npenmyIiecTs.

e IludpoBas MeTKa, BCTpPOCHHAs B MEXKCTPOUHBIH WHTEpBaJ, HE BIMSET HA KadecTBO
0TOOpaxaeMoro TeKCTa.

e [InaBHOE M3MEHEHHE SIPKOCTH €Ia00 3aMETHO AT BOCIPHATHSA, HO XOPOIIO Pa3IHIMMO
U(pPOBON KaMEPOH.
e  Jlnsg nonHOro BcTpauBaHuUs 32 OUTHOTO COOOILIEHHUS JOCTATOYHO TPEX CTPOK TEKCTA.

e  Ecnu TexcT cocToUT U3 OOIBLIOTO YUCIa CTPOK, METKA MOXKET ObITh BCTPOSHA HECKOJIBKO Pas,
a [IB3 moxer ObITh N3BJI€YEH U3 (hoTOrpadun TOJBKO YACTH TEKCTA.

e JlomycTUMBI OTKJIOHEHMS BBICOTHI OIPEAEICHHOTO MEXKCTPOYHOIO HHTEpBaja OT €ro
(haKTHIECKON BBICOTHI.

e [lockonbky wuHGpOpMaIMs, BCTPOSHHAass B OAWH MEXCTPOYHBIH WHTEpBal, OJHO3HAYHO
COOTBETCTBYET YacTH COOOIICHHS M HE 3aBUCUT OT JAPYTMX MEKCTPOUYHBIX HHTEpPBAJOB,
JOIMYCTUMBI ~ OIIMOKM  ONpEAeNeHWS  MEXCTPOYHBIX  HMHTEPBAJIOB  Ha  JTamax
BCTpaMBaHMs/N3BJICUCHUs (pa30MeHNEe MEKCTPOUYHOTO MHTEpBaa HA HECKOJIBKO WHTEPBAJIOB,
00beIMHEHNE MEKCTPOYHBIX HHTEPBAJIOB M CTPOKM MEXAY HHUMHU B OIMH MEXCTPOYHBIN
HHTEPBAJI, ONpEAeTICHHE JIOKHBIX MEKCTPOUHBIX HHTEPBAJIOB).

5.2 AnropuTtm BCcTpamBaHusi LM POBON METKU

Juis HamoXKeHWs MAacKd ¢ OOJacTIMH HM3MEHEHHOH SPKOCTH Ha H300pakeHHEe Ha OJKpaHe
UCIIONB3YETCs TO/IX0/1, onucanublii B [9]: co3maercst OkHO, 00aarolee CBOUCTBAME YaCTHIHOM
BU3YaAJIFHON MPO3PAavHOCTH M «IIPO3PAYHOCTHY HAXKATHUS KIaBHII. DTO OKHO BCETla HAXOIUTCS Ha
BEpIIMHE CTeKa 0TOOpakaeMBIX OKOH, YTO MO3BOJISIET BcTpanBaTh [[B3 B m000i MOMEHT BpeMeHH.
Hanee OyaeM Ha3pIBaTh 3TO OKHO OBepiiell. C MOMOIIBIO OBepiies: MOKHO OTOOpas3uTh Jr0boe
n300pakeHne, coaeprkaiiee 4 kaHajna: 3 BETOBBIX KaHalIa KPACHOTO, 3€JIEHOTO M CHHETO I[BETOB, a
Takke anb(a-KaHaJ, 3aJaroIlnii HENpO3padHOCTh KaKIOTO MHKCENs H300pakeHUs B OBepIee.
HrtoroBeie 3HaueHHS IIBETOBBIX KaHAJIOB 1/1306pa>1<eH1/m, BBIBOJIJUMOI'O Ha 3KpaH, IMOJTYyYaroTCA Kak
TUHEHHas KOMOMHanus n300pakeHHWsT Ha OBepiiee M HM300paXEHHS, COCTABJICHHOTO IPYTHUMHU
OKHaMH.

[onokeHHe OKOH Ha JKpaHe, a TakKe MX COJCPKUMOE MEHSETCS B 3aBHCUMOCTH OT JIEHCTBHIA
nosnp3oBatens. Comep>kuMoe oBepiiesi HE0OX0IMMO PETyIIIpHO OOHOBIIATH, YTOOBI IIM(POBast METKA
COOTBETCTBOBaJla HM3MEHEHHOMYy wu3o0paxenunto. IIpomecc BcrpamBanms LI[B3 cocrout wu3
CJIC/TYIOIITNX JTAIIOB:

1) mnosayuyeHHE CIUCKA OKOH U X TIOJIOXKEHHUS B CTEKE;

2) TOnyYeHHE CKPUHIIOTOB BUAMMBIX YacTell OKOH, MMOJICKAIINX MAPKUPOBAHUIO;

3) ompenenenue 06acTel ¢ TEKCTOM Ha IMOTYUYCHHBIX H300paKCHUSIX;

4) ompeeleHUe YIJIOB MOBOPOTA TEKCTOBBIX 00JIaCTEM;

5) ompeneneHue MOJIOKEHUSI MEXCTPOUHBIX HHTEPBAJIOB;
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6) orobpaxkeHue HUPPOBOM METKH Ha OBepjiee B 00JACTAX, COOTBETCTBYIOIINE MEKCTPOUHBIM
MHTEpBaJIaM HIDKEJIC)KAIET0 MapKUPyEeMOTo TEKCTa.
Ha nepBoM 3Tamne nmocpeacTBoM OKOHHOTO MeHemkepa OC onpenemnsieTcst CHICOK OTKPBITHIX OKOH,
X TIOJIOXKEHHE B CTEKE OKOH, KOOPIMHATHI NPAMOYTOJBHHKOB OKOH. M3 3TOoro cmmcka
HCKJIIOYAIOTCA OKHO-OBEpJIeH, a Takke OKHAa, 3aBEIOMO HE cojaepkamme TeKcT. Ha ocHose
MTOJYYCHHOW MH(OpMAINK OIpeaenseTcs, Kakie OKHa BHIHBI IOJb30BaTelro. s mampHennen
00pabOTKM MOJTyYarOTCsl CKPUHILIOTHI BUIUMBIX YacTei OKOH.
Bropoii stam — ompenencHue oONacTe C TEKCTOM Ha MONYYEeHHBIX CKpHHIIOTaX. s 3Toro
HCTIONB3YeTCsI IpeABApUTEIHHO 00ydIeHHasI HeHpOHHAs ceTh. B 0CHOBY HEMPOHHOW CETH MOJIOKEHA
apxutektypa U-Net [10]. C uenbto yckopeHuUst paboThl anropiut™Ma ObLIO COKPAIICHO YHUCIIO CIOCB
HEWPOHHOM CETH, a TAK)KE YUCIIO KAaHAJIOB B IPOME)KYTOUHBIX CIOSX.
Vron moBopoTa TEKCTOBBIX 0OJacTedl ompenesseTcss mpy moMmomy npeobpazoBanus Xada [11],
MPUMEHSAEMOT0 ISl HACHTH(UKAIMHY NPSIMBIX Ha M300pakeHuH. HanpasrieHue JIMHNHN, HaliJeHHBIX
TaKUM 00pa3oM Ha M300paKEHUH TEKCTa, MPEUMYIIECTBEHHO COBNANaeT C HAIPaBICHHUEM CTPOK
TEKCTa. DTO TMO3BOJISIET JOCTATOYHO OBICTPO ONPENENUTh Yroj HakJIOHAa TEKCTa C JOCTATOYHO
BBICOKOIf TOYHOCTBIO.
O6acTi MEKCTPOUYHBIX WHTEPBAJIOB OMPEACISAIOTCS MO0 0co0biM Toukam anroputma FAST [12].
MeToa CX0% € METOIOM OMPEIeICHHUSI TOPU30HTAIBHOTO TPOGHIS CTPAHHIIBI, ONUcaHHBIM B [13].
[Tpu moxcueTe TOPU3OHTAIBHOTO NPOQUIIS YIUTHIBAIOTCS HE YEPHBIE THKCENH, & 0COObIE TOYKH.
Tako# moaxo/| MO3BOJISAET ONMPENEISTh 00JIACTH MEKCTPOYHBIX MHTEPBAJIOB BHE 3aBUCHMOCTH OT
I[BETA TEKCTa ¥ I[BeTa (oHa.

5.3 AnropuTtm nssnevyeHusi LUPPOBON METKU

B cuenapuu «screen-camy, Ui KOTOpOro Oblia pa3paboTaHa rpejjiaraeMasi CHCTeMa, H300paxeHue
MapKHpPOBAHHOI'O JOKyMEHTa BBIBOJUTCA Ha OJKpPaH MOHHUTOpPA, IIOCIE Yero SKpaH
¢ororpadupyercs. [TomydeHHBII CHUMOK ITOJIBEpraeTcst poleaype n3BiIeueHus u(ppoBoil METKH.
Wzpneuenne [IB3 npoBoanTCS B HECKOIBKO ITAIIOB:

1) koppekius MepcneKTUBbl 1 00pe3ka GpoTorpaduu IKpaHa;

2) ompenenenue obnacrtei ¢ TekcToM Ha hororpaduu;

3) omnpeneneHHe MEKCTPOYHBIX HHTEPBAJIOB TEKCTA;

4) TIOWCK IBOIHBIX MaPKEPOB B MEKCTPOUYHBIX HHTEPBANIAX;

5) wusBieueHHe OUTOB COOOIICHUsI, 3aKOIMPOBAHHBIX B Mapkepax 1[B3.

B 3amaue paccienoBaHuS yT€4eK TEKCTOBBIX JOKYMEHTOB BPEMS U BBIUYMCIIHMTEIBHBIE PECYpPCHI,
3aTpadyMBaeMble Ha TPOLECC HU3BJICUCHHS HU(POBONH METKH, MMEIOT MEHbIEee 3HauCHHE, YeM
TOYHOCTB M3BJICYEHHOTO COOOIIEHHS. DTO MO3BOJISET BBHITOJIHATE M3BiIeueHne [{B3 MHOTOKpaTHO C
11o00pOM TTapaMeTpOB C LEIbI0 MOIydeHUsT HanboJee YCIIeIHBIX pe3yabTaToB. HekoTopsle sTars
M3BJICYCHUS MOTYT OBbITh IPOBE/ICHBI KAK aBTOMAaTHYECKH, TaK U BPyuHYI0. K HUIM OTHOCSITCS 9Taribl
1-3. Ilpu dororpadupoBaHny SKpaHa KaMepa MOXKET OBITh PACHOI0KEHA MO YIJIOM K IFIOCKOCTH
9KpaHa, IOATOMY Ha IIEpPBOM 3Tarle U3BJICYCHHUS HEOOXOUMO MTPOU3BECTH KOPPEKITHIO TIEPCIIEKTHBEI
u o0pe3ky Qororpaduu. Ha crnenyromux AByX dTamax Ha CKOPPEKTHPOBaHHOW (oTorpaduu
OTIPENIEIAIOTC O0JIACTH C TEKCTOM M MEXCTpOUYHBIE MHTepBaibl. Ha 3TuX 3Tamax MoXeT OBITh
IIPUMEHEH TaKOU ’k€ METOJ, UTO U MpH BcTpauBaHuu L[B3.

Jns onipenieneHust MOIOKEHUST HUGPPOBON METKH B MEKCTPOYHOM MHTEPBAJIE IPOU3BOANUTCS TTOMCK
JIBOMHBIX MapKepoB. [Ipy 3TOM y4HTBHIBAETCS, YTO BEPXHSSI U HIKHSSL TTOJIOBUHBI BCEX MapKepoB,
KpOME JIBOMHBIX, OJUHAKOBOro mBera. IlyreM cpaBHEHMS HW)KHEH W BEpXHEH IIOJOBUH
MEXCTPOYHOI'O HHTepBasa Ha QoTorpaduu ompenensercsi, B KaKHX TOYKAaX MEXKCTPOYHOTO
MHTEpBala PacIoJIOKEHBl MapKepbl Hadaia, cepenusbl ¥ koHna LIB3. ITo HUM MOXHO TOYHO
OTIPEJCTINTh KOOPIUHATHI IEHTPOB MAPKEPOB, KOAUPYIOMIUX OUTHI COOOIICHUS.
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B npouiecce n3BiIeYeHUs! OTAEIBHBIX OUTOB COOOLIEHHS UCTIONB3YETCsl TOT (PAKT, YTO COCEITHHE C
KOJIUPYIOIIMM TIPOMEKYTOUYHBIE MapKepbl OTIMYAIOTCS OT Hero IBeroM. DYHKIMS SPKOCTH OT
TOPU3OHTAILHOM KOOPAMHATHI B MEKCTPOUYHOM HHTEpBaje Ha (ororpaduu MMeeT JOKalbHbBIE
MHHUMYMBI B TEMHBIX MapKepax, KOJAUPYIOUIMX OUT «1», W JIOKaNbHbIE MAKCUMYMBI B CBETJIBIX
MapKepax, Kogupyomux Our «0». Xapaktep sKCTpeMyMa MOYKHO OINPEISNUTh 10 3HAKYy BTOPOH
MIPOU3BOAHOM: IOJOKUTENBHOE 3HAYCHHE IUIS JIOKAJBHOTO MHHMMYMa M OTPULATEIbHOE VIS
JoKagpHOTO MakcumyMa. Ilycts [(x,y) — (QYHKIHS APKOCTH CKOPPEKTHPOBaHHON (oTorpadum
9KpaHa, (X;,V;) — KOOpAUHATHI LIEHTPa MapKkepa i-ro outa cooduieHus M = m, ...my. 3Ha4ueHue
M3BJIEKAEMOTO OWTA ONPEEISIeTCS MO PaBHILY:

62
S = ﬁl(xi:yi),

m = {O, ecmn s; < 0
L 1, u"aue

5.4 Anroputm nssneyeHus LMppoBoON METKU

OObryHO B mporecce usBiedeHus 1[B3 oTcyTcTByeT BO3MOXKHOCTH CpaBHEHUsI M3BJICYEHHOTO
coo01eHus ¢ BcTpoeHHbIM nocpeactBoM L[B3. B takom ciydae, ecinu pe3ysbTaThl, HOTyYeHHBIE B
XOJIe U3BJICUCHHS C Pa3IMYHBIMH ITapaMeTpaMH, He COBNAJAI0T, HEBO3MOXKHO ONPEIEIUTh, KaKoe
W3 HU3BJICYCHHBIX COO6H16HI/II71 COACPKUT MCHBIIC OIHI/I6OK MO0 OTHOUICHUIO K BCTPOCHHOMY
cooOmmeHnio. B naHHOM moppaszene HpeokeHa METPHKa OLCHKH KOPPEKTHOCTH pe3yibTaTa
pa0oThl anropuTMa H3BICUCHHS HU(PPOBOH MeTKH. EE mocTpoeHHEe OCHOBAaHO HA CIEIYIOIINX
MPEION0KEHUSX.

e 5;,i=1..N— He3aBUCHMBIEC OJJMHAKOBO paclpe/ic/IeHHbIC CIyJaiiHble BEINYHUHBL;

e  3HaueHHMs BTOPOH MPOU3BOIHON B TOUKaX MEXCTPOYHOTO MHTEpBaia Ha GoTorpaduu 6e3
BcTpoenHoro 1IB3 ynoBneTsopsioT HopMansHoMy pacnpeaenenuto N (0, 02);

e Ecnu i-b1if OUT M; BCTPOSHHOTO cO00LIeHUs paBeH 0, 4YTO PaBHOCHIBHO BCTPAUBaHHIO
CBETJIOTO MapKepa, TO 3HAYEHUE BTOPO MPOU3BOIHOMN B IIEHTPE COOTBETCTBYIOIIETO MapKepa
CMeIIaeTcs Ha KOHCTaHTy —U, S; ~ N (—u, 02). Ecin xe 6UT cooOueHus paBeH 1, To s; ~
N(u,0?).

[puBeeHHbIE TPEIIONI0KEHUS ObLIIM TPOBEPEHBI IKCIIEPUMEHTAIBHO. Pe3ybTaThl IKCIIEPUMEHTA

Npe/ICTaBJIeHbI Ha puc.6.
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Puc. 6. Pacnpedenenue 3nauenuil S; Ha gpomoepaguu 3Kpana
Fig. 6. Experimental distribution of s;

IMo ¢otorpaduu skpaHa, MOJAHHOW HA W3BJICUYEHHUE, ONMPEJCISIeTCS BHIOOpKA 3HAUEHWU §,,i =
1...N. ITo 5Toii BEIOOpKE MOKHO OLIEHMTh 3HAUECHUS U U 0 2. J{js BceX [ IPOM3BOAUTCA BHIOOP M3
JIBYX THUIIOTE3:
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{Ho:si ~N(=u,6%),m; =0
Hi:s; ~N(u,0%),m; =1

Pemarolee OpaBuIo CTPOUTCSA HA OCHOBE PABHOLEHHOCTH TUIIOTE3, 2 UMEHHO PABEHCTBE OMIHOOK
HEpBOro U BTOPOro pojia (MUHUMAKCHOE pellalollee MPaBuio). B cuiy cummeTpuu pacipeaeneHuii
oTHOcHTENbHO 0:

m = 005 = [ 1) > Sl _ (0.5 <0
, UHa4e 1, uHaue
rae
1 (c+w)?
f(x|Hy) = ﬁe 202,
1 _(=p)?
f(lel) = We 202

JI71st KaskTOTO TIOJTy9IEHHOTO OMTa COOBIIEHHUS MOKHO OIICHHTE BEPOSTHOCTD, C KOTOPO BBEIOpaHHASL
runotesa crpaseuiuea. [1o gpopmyne Baiieca, npu yenosuu P(H,) = P(H,):

P(Ho|§l) — £ (Si|Ho)-P(Ho) — F(SilHp) .
£(SilHo)-P(Ho)+£(s;|Hy) P@ty) — £(si|Ho)+r(Si|H1)
OrmpeienuM BEPOSTHOCTH P;, COOTBETCTBYIOIINE PEIAOIIEMY TIPaBUITy 6:

pi = max{P(H,|s,), P(H,|5)}.

W3 mpenmnonoxkeHnsi 0 HE3aBUCUMOCTH S;, MOJyYaeM BEPOSTHOCTh TOTO, YTO COOOIIEHHE OBLIO
M3BIICYEHO BEPHO:

]P(mlr “'!mnlsqr '§1;) = Hjivzl Di-
[NomydeHHast BEPOATHOCTH ITO3BOJIAET OLEHUThH, HACKOIBKO TOYHO Mpoiuio u3BiedeHue LIB3: ecnn
3HaueHne Omm3ko K 1 (0.9 u BbImIE), MOXKHO CUMTATh, YTO W3BJICYEHHOE COOOIIEHNE COBIANACT C
cooOmenneM, BCTpoeHHBIM mpu momomu LIB3. [lpuBeneHHas oneHka ObUta MOMydeHa
skcnepuMeHTansHo. Eciu 3HaueHune BepositHocTH MeHble 0.9, n3sneuenue L[B3 cnenyer cunrtatsh
HEYJauHBIM: PEKOMEHIYeTCS W3MEHHTh IapaMeTphl ajlropuTMa M IOBTOPUTH HPOIEIYPY
n3BJIeYEHUS U(PPOBOH METKH.

6. TecmupoeaHue pazpabomaHHO20 Memoda MapKUpo8aHuUsi

Jng npoBepky yCTOWYMBOCTH MPEUIOKEHHOTO METOJIa MAPKHUPOBAHUS TEKCTOBBIX JTIOKYMEHTOB K
aTakaM CLEHapus «screen-camy ObUI MPOBEJEH PsJ SKCIIEPUMEHTOB 110 BCTPAUBAHUIO U(PPOBOIA
METKH B M300pa)keHHe JOKYMEHTa Ha dKpaHe M W3BJICYEHHIO 3TOW METKU u3 (hortorpaduu sKpaHa.
udpoBas MeTka BCTpamBajlaCh B TEKCT, COCTOSLIMH M3 15 CTpOK, 4TO coOTBeTCTByeT 14
MEXCTPOYHBIM HHTepBanaM. Kerns mpudra 14 0T, MHOXKUTENs MEKCTPOUHOTO MHTEpBana 1.15,
macmrad tekcra 100%. Texer oroOpakaicst Ha skpaHe MoHHTOpa Acer VG272U nuaronansio 27
JIIONMOB, ¢ paspemienueM 2560x1440 nuxceneif, tunom wmatpuusl IPS. CHumku skpana
BBITIOJHSJIMCH Ha Kamepy cmapTdoHna Samsung Galaxy S8, oOnanaromiyro xapakTepucTukamu: 12
Meranukcenei, aneprypa /1.7, okxycHoe paccrostane 26 MM. B MexxcTpoUHBIE HHTEpPBAIIBI TEKCTA
BHeJpsiach UdpoBas MeTka, cocrosmas u3 32 6ur. Beero merka Obuta BcTpoeHa 7 pas, B Mapsl
NOApSA MAymMX HHTepBatoB. Portorpaduu moaBepranuch MpoUEAype H3BICYECHUS METKH.
W3BnedeHHast METKa CPaBHUBAIACH CO BCTPOSHHOM Ha JKpaH.

st onenku m3Bnekaemoctr LIB3 nmpumensiercst mepa Bit Error Rate (BER). BER Brrancisiercs kak
OTHOIIIEHHE YKCJIa HEBEPHO M3BJICYEHHBIX OMTOB K 001IeMy YucTy OMTOB udpoBoi MeTku. Eciu
IIPY M3BJICYEHUH ATA BEMUMHA PaBHA HYJIO, 3TO 03HadaeT, uto [[B3 Obi1 m3BnedeH 6e3 ommobokK.
Wzpnexaemocts B3 cpaBHuBasace Tpems oreHkamu: oreHkoii BER-32, Beramcmsemoii mocie
0o0BbeIMHEeHNsT 3HAYCHWH IM(PPOBBIX METOK, BCTPOCHHBIX B Pa3HbIE MEXCTPOYHBIE HHTEPBAJIEI,
onenkoit BER-224, moncaer KOTOpoi MPOBOIWICS TPH MPEATIONIOKEHIH, YTO NHU(POBBIE METKH,
BCTPOGHHBIE B pa3HBIC MEXCTPOUYHBIC MHTEPBAIbI, HE3aBUCHUMBI, M OLEHKOW BEPOSTHOCTH
P(M|5;,+, 532), paccunThiBaeMoii Ge3 ydera 3HAHHUsS BCTPOECHHOro coobuienus.. Eciu 3HaueHue
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HOCJIe/THEH OLIEHKU OJIN3KO K 1 B cirydae, eciiy U3BJICUSHNE IPOXOIMT YCIIeIHO, ¥ 6iu3Ko K 0, ecn
coOo0IIeHNe U3BJICUYEHO C OIIMOKaMHM, 3TO 03HAYAET, YTO OHA MPUMEHHMMA JJIsl IPUHATHS PEICHUS
00 YCIEITHOCTH U3BJICUCHUS B YCIOBHAX OTCYTCTBUSI HHPOPMAIIMU O BCTPOCHHOM COOOIICHHUH.

B xaxxpom skcnepuMente Obuto crenano no 10 ¢ororpaduii. B npuBeaeHHbIX HIDKe TaOIUIax
yKa3aHo 4ucio QoTorpaduii, Ha KOTOPHIX IUdpoBas MeTka OblIa OOHApyXKEHa, a TAKXKE CPeIHHe
3HAYCHUS OLIEHOK MO BCEM TaKUM (oTorpadusim.

6.1 Henpo3pa4yHOCTbL MapKepoB

Panee oTMedanach HEOOXOAMMOCTD OCTIDKEHHS KOMIIPOMHCCA MEXY YCTOHIHBOCTBIO IU(PPOBOHA
METKH K aTakaM U ee He3aMeTHOCThI0. Ha HesameTHOCTS 1[B3 OKa3bIBacT BIMSHIE HEMPO3PAIHOCTh
MapKepoB: 4eM OOoJIbIlIe HEMPO3pavyHOCTh MapKEepOB, TEM OHM Oojee 3aMeTHBI. IIpH yMeHbIICHUH
HENPO3PavHOCTH MAPKEPOB CHIDKAETCS] 3aMETHOCTh LU(POBOI METKH, HO MPU 3TOM CHIDKAETCS U
pa3nMuuMocTh MapkepoB Ha (ororpaduu Ha dTane u3BiedeHus. B rtabn. 1 mpencraBneHsb
Pe3yJIbTaThl SKCIEPUMEHTA IO U3MEHEHHIO HENPO3pavyHOCTH MapKepoB 1M(ppoBoil MeTkH. B aTom
9KCIIEPUMEHTE KaMepa pacroaranach Ha paccTostHUU 60 cM OT 9KpaHa MapaulesIbHO €r0 INIOCKOCTA.
B cremyronmx sKcriepuMeHTax MapKephl METKH BCTPAUBAINCH C HEMPO3PAYHOCTHIO 3%.

Tabn. 1. H3enexaemocms yughpoeoii Memku 8 3a8UCUMOCU OM HENPO3PAYHOCU MAPKEPO8
Table 1. Extraction rate with different watermark opacity

Henpospaunoctsb Merka BER-32 BER-224 P(M|S], -, 533)
MapKepoB oOHapyxeHa
6% 10/10 0% 0% 1
5% 10/10 0% 0.2% 1
4% 10/10 0% 0.8% 1
3% 10/10 0% 2.3% 1
2% 6/10 0.5% 7% 0.94
1% 0/10 - - -

6.2 PacnonoxeHue Kamepbl OTHOCUTENbLHO 3KpaHa

[IpemnoskeHHBI MeTON OBUT MPOTECTUPOBAH HA YCTOWYHMBOCTh K aTakaM IIPOCTPAHCTBEHHOTO
pacroyioxeHus KaMmepbl OTHOCUTEIBHO AKpaHa. bpulo mpoBeneHo JiBa AKcrepuMeHTa. B nmepBom
SKCIEPUMEHTE U3yJaJIOCh BIUSHUE PACCTOSIHHS OT KaMephlI 10 SKpaHa Ha U3BJIEKaeMOCTh IU(POBOIH
METKH MPHU PACIIOJIIOKEHUN KaMepPbl apajlieJbHO MIIOCKOCTH IKpaHa. Pe3ynbpTaThl IpecTaBIEeHbI B
Tab1. 2. MeTka u3BIeKaeTCs ¢ OMMUOKaMH, KOT/1a KaMepa pacroiio’keHa Ha paccTosHusAx 40 cM u 25
CM OT DKpaHa. DTO CBSI3aHO C TEM, YTO Ha TAKUX PACCTOSIHUAX 3PPEKT Myapa OKa3bIBaeT OOJIBIIOE
BIIMSIHHE Ha u3BJiekaemocTh [1B3.

Tabn. 2. Brusinue paccmosinusi om kamepuvl 00 IKPana Ha uzeiexaemocms L[B3

Table 2. Extraction rate with different capture distances

Paccrosmme, o | _ Gx;;;i}m BER-32 | BER224 | P(M|s],,53)
100 10/10 0.6% 9.6% 0.7
80 10/10 0% 6.9% 1
60 10/10 0% 2.3% 1
50 10/10 0% 2.5% 1
40 9/10 3.3% 13% 0.61
30 10/10 0% 1.9% 1
25 8/10 12% 24% 0.27
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Bo BTOpOM 3KCIIepMMEHTE CHUMKH 3KpaHa ObUIM CACNaHbl MOA YIJIOM K INIOCKOCTH PKpaHa Ha
¢ukcrpoBaHHOM paccTosiHUHU. C LENbIO MOBBIMICHHUS TOYHOCTH OLICHKH BIMSHHSA BEIHYHMHBI YTIIa,
ChbEMKa MPOBOAWIACH HA paccTOsiHMM 50 CM OT KaMmepbl A0 IIGHTpa 3KpaHa. Pe3ynbTarsl
npezacTaBieHsl B Ta0I. 3. L{udpoBas MeTka ycremHo u3BieKkaeTcs py yriax He Ooiee 45°, a Takxke
COXpaHSeT BO3MOXKHOCTh YAaCTMYHOIO H3BJIEUYECHUS BIUIOTH 0 yria 60° Mexay kamepod u
IUIOCKOCTBIO 9KpaHa.

Tabn. 3. Hzenexaemocmov L[B3 npu pasuvix yenax mexcoy Kamepoul u RI0CKOCHbIO0 IKPAHA
Table 3. Extraction rate with different capture angles

Bemmunna yrma | MeTka oOHapyxeHa BER-32 BER-224 P(M|S7, -+, $32)
0° 10/10 0% 2.3% 1
15° 10/10 0% 2.5% 1
30° 10/10 0% 5.4% 0.89
45° 10/10 0.9% 7.6% 0.89
60° 10/10 1.5% 10% 0.64
75° 4/10 7.5% 24% 0.17

6.2 Cxartue cotorpacum

Brime ynommuHanock, 4To B CLEHapUHU «screen-cam» (oTtorpaduu dKpaHa MOTYT IOABEPraThCs
BO3/ICHCTBHUIO AITOPUTMOB CXKATHS.

OHUM U3 pacpOCTPAHEHHBIX AITOPUTMOB CXKaTHs H300pakeHu sBisiercst anroput™ JPEG.

BbIn mpoBenieH HKCIEpPUMEHT 10 NPOBEpPKE INPEIUIOKEHHOTO METOJa Ha YCTOWYHMBOCTbH CXKATHIO
n300paskeHHs.

dotorpadun sKpaHa, MOTyICHHBIE IPU PACTIOJIOKECHUH KaMepPhl Ha paccTOSTHUH 60 cM IapajuieIbHO
IJIOCKOCTH 9KpaHa, MOJBEprajuch pa3HoW creneHu cxatus no anroputmy JPEG. Pesynbrarsl
npeacTaBieHsl B Tabu. 4. IIpe/utosKeHHBIH METOJl MOKa3bIBAET BHICOKYIO YCTOHYMBOCTH K aTake
cxatus portorpaduu.

Taba. 4. Buusnue cmenenu cocamust JPEG na usenekaemocms L[B3
Table 4. Extraction rate with different JPEG compression

i‘j{i‘i’iﬁfg& Merka o6Hapyxkena | BER-32 BER-224 | P(M|sy, -, S32)
100 10/10 0% 2.1% 1
60 10/10 0% 2% 1
40 10/10 0% 3.2% 1
20 10/10 0% 7.6% 1
15 10/10 0% 9.9% 0.98
10 8/10 0.4% 22% 0.82

7. 3aknroyeHue

B crathe mpexacraBieH MeTOA MapKUPOBAaHUSI TEKCTOBBIX JOKYMEHTOB, BBIBOJMMBIX Ha 3KpaH
MOHHUTOpa — aJrOpUTMbl BcTpauBaHus W u3BieueHus 1[B3. Onmcan moaxon, MO3BOJIIOLIUN
OIICHUTHh TOYHOCTHh M3BIICYCHHOU IH(POBOI METKU MPHU OTCYTCTBUU BCTPOSHHOTO cooOIieHus. B
XOZIe TIPOBEJICHHOTO TECTUPOBAHHS Pa3pabOTAaHHOTO METOAa OleHHBaiach TOYHOCTh L[B3 mpu
pa3IUYHBIX NapaMeTpax: 3aMeTHOCTh, MojoXeHue Kamepsl, creneHb JPEG-cxkatus. PesynbraTel
9KCIIEPUMEHTOB MMOKa3allk, YTO Pa3paOOTaHHBIM METOJ YCTOMYMB K OCHOBHBIM aTakaM CIICHApHS
«screen-camy M MOXKET UCIIOJIb30BaThCS Ha MPAKTUKE.
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Abstract. Visual modeling is widely used nowadays, but the existing modeling platforms cannot meet all the
user requirements. Visual languages are usually based on graph models, but the graph types used have
significant restrictions. A new graph model, called HP-graph, whose main element is a set of poles, the subsets
of which are combined into vertices and edges, has been previously presented to solve the problem of
insufficient expressiveness of the existing graph models. Transformations and many other operations on visual
models face a problem of subgraph matching, which slows down their execution. A multilayer approach to
subgraph matching can be a solution for this problem if a modeling system is based on the HP-graph. In this
case, the search is started on the higher level of the graph model, where vertices and hyperedges are compared
without revealing their structures, and only when a candidate is found, it moves to the level of poles, where the
comparison of the decomposed structures is performed. The description of the idea of the multilayer approach
is given. A backtracking algorithm based on this approach is presented. The Ullmann algorithm and VF2 are
adapted to this approach and are analyzed for complexity. The proposed approach incrementally decreases the
search field of the backtracking algorithm and helps to decrease its overall complexity. The paper proves that
the existing subgraph matching algorithms except ones that modify a graph pattern can be successfully adapted
to the proposed approach.

Keywords: DSM platform; visual model; subgraph matching; isomorphism; graph model; HP-graph;
algorithms on graphs.

For citation: Suvorov N.M., Lyadova L.N. A Multilayer Approach to Subgraph Matching in HP-graphs. Trudy
ISP RAN/Proc. ISP RAS, vol. 33, issue 4, 2021, pp. 163-176. DOI: 10.15514/ISPRAS-2021-33(4)-12

MHorocnounHbIn noaxoa K NOUcKy nsomopdHbix noarpacoB
B HP-rpadhax

H.M. Cysopos, ORCID: 0000-0003-2871-9757 <SuvorovNM@gmail.com>
JIL.H. JInoosa, ORCID: 0000-0001-5643-747X < LNLyadova@gmail.com>
Hab]uOHa]lebllZ uccne008amebCKull YHUBepcumem «Bvicwas wixona OKOHOMUKUY ,
101978, Poccus, e. Mockea, yn. Macnuykas, 0. 20

AHHOTaums. BusyanepHoe MopjenMpoBaHME HA JaHHBIA MOMEHT IIMPOKO pAacHpPOCTPaHEHO, OJHAKO
CYLIECTBYIOIME ILTaTHOPMBI, IMpEeJHA3HAUYCHHbIC /Ul MOJCIMPOBAHUS, HE MOTYT YAOBJETBOPUTH BCE
Tpe6OBaHI/I$[ MOJI30BaTECIICH. BI/I3yaﬂbele SA3bIKHU, KaK IIpaBUJIO, OCHOBAaHbI Ha l'“pa(bOBbIX MOJCIAX, OAHAKO
rpadoBble (opManu3Mpl, HCHONB3yeMble JUId TMPEICTaBICHHS MoOJelNield, 00NafaloT CyIIeCTBEHHBIMHU
orpannueHusIMA. Jlisi penieHus mpoOieMbl HEZOCTATOYHOW BBIPA3UTENBHOCTH CYIIECTBYIOMIMX IPad)OBBIX
MoJienell paHee Oblia mpejcTaBieHa HoBasi rpadosas Mozenb (HP-rpad), OCHOBHBIM 3JI€MEHTOM KOTOPOW
SIBJISICTCS. MHOXKECTBO IOJIFOCOB, TIOJMHOKECTBA KOTOPBIX OOBEAMHEHBI B BEPIIMHBI U runeppebpa. Muorue
olepanuy HaJ BU3yaIbHBIMH MOJEISIMH, BKJIIOUYasi TPAaHC(HOPMALUIO MOJIENel, CTAIKHBAIOTCS C MpoOIeMoit
roucka u3oMopdHoro noxarpada, 4To OKa3bIBaeT 3HAYMUTENHFHOE BIMSHHE HA CKOPOCTh MX BBINOIHEHUS.

163



Suvorov N.M., Lyadova L.N. A Multilayer Approach to Subgraph Matching in HP-graphs. Trudy ISP RAN/Proc. ISP RAS, vol. 33, issue 4,
2021, pp. 163-176

MmnorocnoiiHas ctpykrypa HP-rpada mo3BonsieT CHH3HTH BPEMEHHYIO CIO0XKHOCTh aJTOPUTMOB IIOMCKA.
KonunuectBo omeparuii MoxeT OBITh CHI)KEHO Onaromapst TOMy, 4TO HOMCK W3HAYaJIbHO OCYILIECTBIISIETCS Ha
cJioe BEpIIVH U rureppedep, ¥ TOJIBKO B CIyd4ae HaXOXKICHUS MoArpada ¢ KenacMbIMH XapaKTePUCTHKAMH
aITOPHUTM TIEPEXOTUT Ha OoJIee JIeTATBHBIN YPOBEHB, TIIE CPABHIBAIOTCS HAOOPHI COOTBETCTBYIOIIAX MOJTKOCOB
7 OOBIKHOBCHHBIX CBSI3¢l 0TOOpaHHBIX moArpadoB. [IpecTaBIeHo onHucaHue HICH MHOTOCIOWHOTO MOIX0/1a.
[Ipennoxen anroput™M Moucka ¢ BO3BPAaTOM, OCHOBAaHHBIA Ha 3TOM MOAXoje. ANropuTmbl Yibmana u VEF2
aJanTHPOBAHBI K JAHHOMY MOJXO/Y, BBIIOJIHEHA OIIEHKA MX BPEMEHHOH cI0XHOCTH. [IpeanoxeHHblil moaxon
MOCTETIEHHO COKpallaeT 00JacTh MOMCKA aIlOPUTMOB M IOMOTaeT YMEHBIIUTh HX OOLIYIO CIIOKHOCTb.
B cTatee moKa3bIBaeTCS, UTO CYLIECTBYIOLIME aITOPUTMBI COMIOCTABICHUS MOATrPadoB, 3a UCKIIOUYCHHEM TeX,
KOTOpbIE U3MEHSIOT Ma0I0H rpada, MOTyT OBITH YCIIEIIHO aIaNTUPOBAHKI K MTpeylaraeMoOMy MOJIXOY.

KnroueBbie ciioBa: DSM mmardopma; BusyansHas MoJielb; MOUCK n3oMopdHoro nmoarpada; momophusm;
rpadosast mogens; HP-Tpad; anmropurmsl Ha rpadax

Jnsi nurupoBanus: CysopoB H.M., Jlamosa JI.H. MHoOrocnoifHeII mogxon K MOUCKY H30MOPQHBIX
noarpagos B HP-rpadax. Tpyast ICI1 PAH, Tom 33, Bem. 4, 2021 1., cTp. 163-176 (Ha aHTIHIACKOM SI3BIKE).
DOI: 10.15514/ISPRAS-2021-33(4)-12

1. Introduction

The study of any objects and processes, as well as their design, can barely be done without modeling;
that is why software tools that allow specialists to build various models and formalize descriptions
of objects and processes, or use modeling as a method of analysis, are becoming more popular.
Models are described and built with the help of a visual modeling language, which is a fixed set of
graphical symbols and rules for constructing visual models by using these symbols [1]. Visual
languages can be represented as various types of graphs, including oriented graphs [2], hypergraphs
[3], hi-graphs [4], meta-graphs [5] and P-graphs [6].

Previously, a new graph model, called HP-graph, was proposed as a formalism for representing
visual languages [7]. This model unites expressive possibilities of all the mentioned graph types and,
thus, it can be used for building more complicated models than those which can be built with the
help of the other graph models. The paper [7] proved that this graph model allows the creation of a
flexible visual model editor based on it.

This model is proposed as a basis for domain-specific modeling, one of the key aspects of which is
model transformations. Such transformations allow users to move from one level of abstraction to
another (a vertical transformation) or from one modeling language to another (a horizontal
transformation) [5]. Different approaches can be used to transform visual models, but the current
standard is the algebraic approach which is based on the graph grammars [9]. Based on this
approach, a transformation r = (L, R) includes the left and the right part, where L is a subgraph to be
found in a source graph, and R is a subgraph replacing L in the source graph.

As for the HP-graph, only main operations, including operations of adding and removing graph
elements and operations of decomposition, were described for this model, and no algorithm were
proposed to perform an isomorphic subgraph search operation. The structural complexity of the
model requires modifying the existing algorithms to adapt them to this model. The HP-graph has a
multilayer structure which consists of the layer of vertices and hyperedges and the layer of poles and
links, sets of which are combined into the elements of the former layer. The multilayer structure of
the graph model allows to reduce time complexity of search algorithms. The number of operations
can be decreased due to the fact that the first search and matching is performed on the layer of
vertices and hyperedges, and only after finding a subgraph with the desired characteristics, the
algorithm moves to a more detailed level, where the already selected sets of corresponding poles
and ordinary edges are compared.

In practice, a task of finding an isomorphic subgraph has a wide range of applications, including
chemical compound search [10], social network analysis [11], pattern recognition [12], and protein
interaction analysis [13]. However, subgraph matching is a bottleneck in the overall performance
for most of these applications due to the fact that this task is NP-hard [14]. For instance, nodes count
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for protein structure analysis can reach up to tens of thousands [15]; that is why active efforts are
currently being made to find an optimal algorithm for subgraph matching.

In visual modeling the problem is the same. The thesis [5] proposes to represent all the models in
the form of a single graph, which allows users to maintain links between the models and
automatically propagate changes from the source model to the target ones associated with it. For
instance, a change in the metamodel of the subject area should be propagated to all the models built
on this metamodel. However, storing all the models as a single graph increases the computational
complexity of the algorithms on this graph, which requires developing an efficient subgraph search
algorithm for the graph model used.

The contributions of these paper are:

1) anew multilayer approach to decrease complexity of subgraph matching algorithms,

2) abacktracking algorithm based on this approach,

3) applications of this approach in several existing subgraph matching algorithms.

The paper is organized as follows. Section 2 discusses related work and the main algorithms for
finding subgraph isomorphism. Section 3 presents the proposed graph model, definitions of the HP-
subgraph and isomorphism of the HP-graphs, and the multilayer approach to subgraph matching.
Section 4 introduces a backtracking algorithm based on this approach. Section 5 presents several
applications of the approach in the existing subgraph matching algorithms. Section 6 describes the
obtained results. Section 7 concludes the paper.

2. Related work

The problem of subgraph matching has been investigated for many years. The works of many
scientists, such as [16]-[18], are dedicated to exploring applicability, time complexity and limitations
of the existing subgraph matching algorithms. These algorithms are generally divided into two
classes:
e  Algorithms that observe many graphs {Ga, ..., Gn} and retrieve those which contain a query
graph Q.
e  Algorithms that observe a single graph G and retrieve all its subgraphs which are isomorphic
to a query graph Q.
In both of these approaches, algorithms can either return a correct and complete answer (having an
exponential time complexity) or return an approximate answer (having a polynomial time
complexity). While the complete answers describe all subgraphs exactly isomorphic to a pattern, the
approximate answers are generally obtained using specific similarity measures and, thus, may also
contain false positive subgraphs.
This work belongs to the second class of the algorithms. Most of these algorithms use backtracking
to move through the built search tree and find appropriate combination of corresponding vertices of
the source graph and the graph-pattern. Algorithms in this class include Ullmann algorithm [19],
VF2 [20] (and also VF2 Plus [21] and VF3 [22]), TurbolSO [23], CFL-Match [24], QuickSI [25],
SPath [26] and others. These algorithms implement various techniques to decrease time needed for
the matching process.
Exploiting Pruning Rules. The Ullmann algorithm uses refining procedure on each step of the
algorithm by comparing degrees of corresponding neighbors of the added pair of vertices. VF2 [20]
provides feasibility rules that are checked before a vertex is added to a graph-candidate. There rules
check consistency of graph-candidates with this vertex and check for a sufficient number of vertices-
neighbors of these graph-candidates. SPath [26] uses neighborhood signature for each vertex to
store information about the surrounding vertices. These signatures are compared with the
corresponding signatures of the query graph and are used for search space pruning before subgraph
matching. TurbolSO [23] compares quantity of neighborhood labels of corresponding vertices and
prune out unpromising ones. CFL-Match [24] proposes a compact-path-index (CPI) structure
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presented as a tree which is built from the source graph vertices with the same labels as query graph
vertices and then refined by exploiting matching operations.

Graph Pattern Modification. The Ullmann algorithm and VF2 [20] do not modify graph pattern
and search its embeddings in the source graph. SPath [26] changes the way of graph query processing
from vertex-at-a-time to path-at-a-time, which tends to be more cost-effective than traditional graph
matching methods. TurbolSO [23] presents a NEC-tree structure which merges similar vertices
together and present a query graph as a tree. CFL-Match [24] transform a query into a set of dense
subgraphs, forests, and leaves. The source graph in this algorithm is only probed for non-tree edge
validation, whereas other query parts are checked in the CPI structure.

Optimizing Matching Order. The Ullmann algorithm [19] does not specify the matching order of
the vertices, whereas VF2 [20] starts from a random query vertex and then recursively adds those
vertices that are connected with the already matched ones. QuickSI [25] exploits an order which is
based on the vertex label frequency, and the algorithm starts a process of matching from the least
frequent ones. TurbolSO [23] implements a concept of candidate region exploration and produces a
matching order for every region where a NEC-tree was found. CFL-Match [24] present all
candidates as a CPI-structure, where all the pattern embeddings are filtered and validated by
traversing this tree structure.

The most of theoretical research of this problem was conducted specifically for ordinary graphs [18];
that is why the approaches of these algorithms have to be adapted to an HP-graph model. In
particular, this paper presents an adaptation of a standard backtracking algorithm for subgraph
matching, the Ullmann algorithm [19] and the VF2 algorithm [20], which are optimized for the
multilayer structure of this graph model.

3. Graph-Matching Approach for HP-graphs

Let Pol be a set of all poles of the graph, including external poles and internal poles of vertices and
hyperedges. Then, an HP-graph is an ordered triple G = (P, V, W), where P = {m,...,m} is a set of
external poles, V = {v,...,vm} is @ non-empty set of vertices, W = {wi,...,w} is a set of hyperedges
[7]. An example of the graph model is demonstrated on fig. 1.
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Fig. 1. Example of an HP-graph

In this figure external poles are represented by a set P = {mi, m}, hyperedges by a set
W = {wa,...,ws}, and vertices by a set V = {vi,...,vs}. A set Pol includes of the poles of the graph
and is presented as {pi,...,p12}{m, w2}

Every hyperedge w of the HP-graph G can be presented by ordinary links, which are defined as a
set Ew = {ea,...,en}, Where every link (e € Ey) is a pair of connected poles (p, r), where p is a source
pole and r is a target pole of a link. An example of this decomposition is presented in Fig. 2. The
hyperedge w. defines a set Ew, = {(p4, p8), (p4, p6), (p6, p8)}. Every vertex and hyperedge can also
be decomposed by a new HP-graph, which is described in detail in [7].
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Fig. 2. Decomposition of the hyperedge w2

3.1 Definitions of a Subgraph and Isomorphism
To determine subgraph matching operations, it is needed to give a definition to a subgraph of the
HP-graph. An HP-graph G' = (P', V', W') is a subgraph of an HP-graph G = (P, V, W) iff G’ is a part
of thegraph G (P' < P & (WW'eV'3v € V: [V' = v]) & W' = W) and meets the condition (1) to make
transformation operations possible [7]. A subgraph can contain vertices called incomplete whose
sets of poles are only part of the sets of poles of the vertices of the original graph:

vYweW(@Eve V\WV paria ([Pol(w)nPol(v)A3])—»weW"), 1)
the set V'pariiar iS @ set of the incomplete vertices in the graph, where V'parial = V'
To define the isomorphism mapping, it is necessary to establish one-to-one correspondences
between the same type elements of graphs that preserve the incident relations. This, two HP-graphs
G=(P,V,W)and G' = (P', V', W) are isomorphic iff there exists a bijection f: 2F°I(G)2P0l(@) gych
that for Vte2PoI®);

(teWef(t) eW) & (te Vef(t) e V) &(te P> f(t) e PY).

3.2 A Multilayer Approach to Graph Matching

As the graph model is proposed to store all the models together, search algorithms for this formalism
have to be optimized for this task. A possible solution to this problem is to divide the HP-graph into
two main levels: the level of vertices and hyperedges, and the level of poles and ordinary links
between them. In this case, the search is started on the higher level, and when a candidate is found,
it moves to the lower level, where a more detailed comparison of graph elements is performed.

Fig. 3(a) illustrates an example of a query graph Q, which is a pattern for subgraph matching for a
data G from Fig. 1. As is seen, it contains 4 vertices, 2 hyperedges and 4 poles. Its higher (or first)
level is presented in fig. 3(b). It contains only 4 vertices and 2 hyperedges, whereas all the poles are
eliminated. This layer is compared with the first layer of the graph G (fig. 4), and when a potential
subgraph is found, the matrix of vertex correspondence is built.
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(a) Query graph Q ({b) First layer of graph Q
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Fig. 3. Query graph Q and its first level
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Fig. 4. First level of the graph G

The found correspondences between vertices of Q and G can be presented as a set {(v1', v2), (v3', v3),
(v2', v4), (v4',v5)}. If a subgraph is found, the algorithm moves to the next level, where the
corresponding hyperedges and their poles are compared.
All the candidate hyperedges are grouped by their incidence with each other depending on the poles
which they consist of. For instance, hyperedges wl' and w2' are presented as a single group because
of the pole p3' which both of them own. Thus, a corresponding pair (w3, w4) is also presented as a
single group. All these groups are compared for exact isomorphism on the layer of poles and ordinary
links. Fig. 5 demonstrates this layer for a pair of candidate groups (w1', w2') and (w3, w4). All these
hyperedges are decomposed and only their poles and links are considered on this stage. As these
graphs are identical, the found correspondences between poles of incident hyperedges of graphs Q
and G can be presented as a set {(p3', p9), (p4', p11), (p2', p7), (p1', p4)}.
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Puc. 5. Conocmasaenue cuneppebep (W3, wd) u (wl', w2")

Fig. 5. Comparison of hyperedges (w3, w4) and (w1', w2")
If a validation on this hyperedge group is succeeded, the algorithm moves to the next group of
hyperedges and validate them, until all the hyperedges are traversed. If a validation fails, the
algorithm moves to the upper level and tries to find new pairs of vertices and hyperedges and validate
them.
Lastly, the algorithm verifies that for every pole of the pattern graph only one pole of the source
graph has been found. Otherwise, the found subgraph is considered as not isomorphic and the search
continues.

4. Backtracking Graph Matching Algorithm based on the Multilayer Approach

The algorithm presented in this section uses as a basis a backtracking algorithm presented in [19].
This algorithm traverses a search tree using DFS until an isomorphic subgraph is found. If a pair of
corresponding elements cannot be found at a certain step, a transition to an earlier step is carried out.
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Considering the division of the subgraph matching into several levels, the search algorithm should
be modified to perform the isomorphism search operation separately at the vertex level, separately
at the hyperedge level, and separately at the level of poles and links.

Let CompElems define a set of compared elements: vertices, hyperedges or poles. Then, an
algorithm for matching the corresponding sets of graph elements can be presented as follows
(listing 1):

Function FindIsomorphism(G, Q, CompElems, args):
M, M, H F, k, d = InitializeValues(G, Q, CompElems, args);

do:
k = GetNextNonVisitedColumn (M, F, k);
if (k = -1):
if (d=1):
return null;
else
MakeStepBack (F, d, M, k);
continue;

M = ChangeRowElementsToZerosExceptChosen (M, d, k);
MakeStepForward(k, d, F, H, M);

while (d £ |CompElems(Q) |);

return ValidateIsomorph(M’, CompElems(G), CompElems(Q));

Jlucmumne 1. Ilceédokoo aileopumma conocmaeieHuss Coomeemcmeyrouux MHOMCecme 3J1emMennoes zpad)a
Listing 1. Pseudocode of the algorithm that matches the corresponding sets of graph elements

This algorithm at the beginning initializes a matrix M° which defines possible candidates between
corresponding elements of graphs. If m%; = 1 then the i-th element of the first graph is a candidate
for isomorphism for the j-th element of the second graph. Otherwise, they cannot form a pair of
corresponding elements. At each step, the modification of this matrix is used to determine
appropriate pairs of elements. Thus, it is needed to define rules for building this matrix for each set
of HP-graph elements.
For vertices matching, external poles and vertices can be combined into one set and named as
vertices (for simplification). Thus, the matrix M° = |QyUQp|x|GvUG| is filled according to the rule
(2); if this condition is not met, m% = 0:
mY% = {1| Deg(vgj)>Deg(vqi) & Count(vgj)>Count(vai)}, (2)
Deg(v) is a number of hyperedges incident to the vertex v, Count(v) is a number of the vertex poles.
For hyperedges matching, the matrix M® = |Qw|x|Gw| is filled according to the rule (3):
m% = {1] Vertices(wg;j) = Vertices(wqi)}, (3)
Vertices(w) is a set of vertices incident to the hyperedge w.
For poles matching, the matrix MC is created for each pair of grouped hyperedges; thus
MO = |Pol(Waq)|x|Pol(Wem)|. The matrix is filled according to the rule (4), considering that graphs G
and Q on this stage only contain those hyperedges that are presented in the current groups:
m% = {1 vertex(pe;)=vertex(por) & deg(pe;)>deg(por) &
& Vedge(pqi) Jedge(pe;) [edge(pe;j) = edge(pai)] & (4)
& Vedge(pej) Jedge(poi) [edge(pe)) = edge(pai)] 3,
vertex(p) is a vertex which contains a pole p, edge(p) is an edge which is incident to a pole p, deg(p)
is a degree of a pole (a number of ordinary links incident to a pole).
Listing 2 illustrates how an isomorphic subgraph for the proposed graph structure can be found.
Vectors VCorr, WCorr and PolCorr contain pairs of corresponding elements of the graphs.
Findlsomorphism method is presented above and is assumed to have a possibility to continue the
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search from the position where the last candidate was found. For this purpose, the last argument for
vertices and hyperedges isomorphism search is given to the algorithm (VCorr and WCorr
respectively). GroupBylncidence combines the given hyperedges into groups, which represent
incident edges.

Function FindHPGraphIsomorphism(G, Q) :
VCorr = [|V(Q)UP(Q)|], WCorr = [|W(Q)|]; PolCorr = [|Pol(Q)I|];
do:
VCorr = FindIsomorphism(G, Q, V(Q)UP(Q), VCorr);
if (VCorr = ) :
continue;
do:
WCorr = FindIsomorphism(G, Q, W(Q), VCorr, WCorr);
if (WCorr = & & |W(Q)| > 0):
break;
incidentHyperedges = GroupByIncidence (WCorr, G, Q);
for V(W’g, W’s) € incidentHyperedges:
polWCorr = FindIsomorphism(G, Q, Pol(W’y), VCorr, WCorr);
if (!PolCorr.TryAppend(polWCorr)) :
PolCorr = O;
break;
if (PolCorr # & or |W(Q)| = 0):
unlinkedCorr = MatchUnlinked(G, Q, PolCorr, VCorr, WCorr);
GenerateAnswer (PolCorr, unlinkedCorr, VCorr, WCorr);
while (PolCorr = O);

while (VCorr # & & PolCorr = J);

Jlucmune 2. Ilcee0oko0 ancopumma noucka usomopguozo noocpagha ¢ HP-epaghe
Listing 2. Pseudocode of the algorithm that finds an isomorphic subgraph in HP-graph

The main idea of this algorithm is to incrementally shorten the search field. While the search for
vertices traverses all the vertices of the original graph, the search for hyperedges only moves through
those edges that are connected with the already chosen vertices and utilizes information about their
correspondence with the vertices of the query graph. Pole matching is performed for each group of
incident hyperedges, where a sufficient quantity of combinations is pruned out by exploiting
information about the corresponding vertices and hyperedges. The algorithm also checks and
matches the unlinked poles if they exist, which can be done in linear or close to linear time as all the
corresponding vertices are already found. For simplicity, the algorithm is given for searching for the
first isomorphic subgraph but can be transformed to searching for all embeddings of a pattern.

5. Exploiting Pruning Techniques of the Existing Algorithms

To optimize algorithms certain existing techniques can be used. Adaptation of the main techniques
of the existing algorithms to the proposed graph model can prove the possibility of adapting these
algorithms as a whole and improve the efficiency of the algorithm presented above.

5.1 Ullmann Algorithm

Ullmann algorithm [19] is one of the first algorithms for subgraph matching. This algorithm uses a
backtracking algorithm presented above and at each step it performs a refinement procedure to prune
out unpromising pairs.
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This algorithm is performed at each node of the search tree. It traverses the matrix M and converts
a certain part of values from ones to zeros. The condition for preserving 1 is that if a vertex j of the
original graph is a candidate of a vertex i of the pattern graph, then each neighbor of the vertex i
must have at least one candidate among the neighbors of the vertex j. Otherwise, j cannot be a
candidate for a vertex i.

This algorithm can be implemented for both vertex matching and pole matching to eliminate
unpromising element pairs. The refining algorithm for vertices can be presented as follows
(listing 3):

Function RefineV(G, Q, M):
do:
anyChanges = false;
for Vi € Range(|V(Q)]):
if (=375: [Mi; = 1]):
return false;
for Vj € Range(|V(G) |):
for Vx € V(Q)\{vp:} where IweW(Q) [wnve:#d & wNx#J]:
if (=3yeV(G) \{ves} where IweW(G) [wNnvgy #& & wNy#D1& My, = 1) :
M;s = 0;
anyChanges = true;
while (anyChanges) ;
return true;

Jlucmune 3. I[Icesdokoo anreopumma ouucmu ons gepuiun HP-epagha
Listing 3. Pseudocode of the algorithm that runs refining for vertices of the HP-graph

The algorithm goes through all the neighbors of the current query vertex, which have at least one
common hyperedge with this vertex, and checks whether a source graph contains a corresponding
neighbor-vertex. The algorithm for poles looks similarly but poles and ordinary links are used
instead of vertices and hyperedges.

5.2 VF2 Algorithm

VF2 [20] has been proposed for performing subgraph matching on large graphs. Effective
representation of data structures and the usage of feasibility rules significantly reduces both the
average time complexity of the search and the amount of memory used.

The idea of the algorithm is to use special rules, called feasibility rules, at each node of the search
tree to evaluate the feasibility of further progress on this branch of the tree before adding a pair of
vertices to graph-candidates. There rules check consistency of graph-candidates and sufficiency of
vertices-neighbors’ quantity of the graph-candidate. If all the checks are passed, the algorithm can
move to the next level of the tree.

An approach of checking the feasibility rules can be applied on both vertex and pole layers. As a
pole layer is presented as an ordinary graph, the feasibility rules from [20] can be used without any
significant modifications. However, feasibility rules for a vertex layer have to be defined.

The first rule checks the consistency of the existent candidate graphs by checking correctness of
connections with the already added vertices. Let coreg be a list of found pair vertices for the graph
G and coreq be a list of found pair vertices for the graph Q. Accordingly, let conng be a list of
vertices which already have a pair or have a connection to the current graph-candidate G' and conng
be a similar list for the graph-candidate Q'. Then, the first rule can be presented as follows:

vn'[coreg[n']#d & n'eConn(G', n)]: Im'[m'eConn(Q’, m) & coreg[m'] =n'] &
& Vm'[coreg[m']£J & m'eConn(Q’, m)]: In'[n'eConn(G', n) & coreg[n'] = m'].
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Conn(G, v) is a set of vertices of the candidate-graph G, which are connected to the vertex v.

Let PC define a set of vertices that can be connected to the vertex u, but the graph G does not include
them; then it can be represented as follows:

PC(G, u) = {v|veConn(G, u) & coreg[v]= & conng[v]~AJ}.
Thus, a new rule, which compares numbers of newly added connections to graphs, appears:
[PC(G', n)| = [PC(Q", m)|.
The last rule performs a two-look-ahead in the searching process. Let N be a set of vertices which
are connected to the target vertex but are not connected to the graph-candidate:

N(G, u) = {v| v eConn(G, u) & conng[v] = &}.
Then, the last rule is presented by the condition:
IN(G", )] > IN(Q", u)l.
The algorithm for traversing vertices can be presented as follows (listing 4):

Procedure RecurseV(G, Q, vectors):
if (Vitem € vectors.coreplitem#d]) :
polesy, = RecurselW (vectors.cores, vectors.coreg, &, G, 0);
if (polesp # J):
GenerateAnswer (polesp) ;
else:
vectors = RestoreVectors (vectors);
else:
P = GetAllCandidatePairs (vectors);
for Vp € P:
if (CheckVFisibilityRules(p, vectors, G, Q):
vectors = UpdateVectors(vectors, G, Q);
RecurseV (G, Q, vectors);
vectors = RestoreVectors(vectors);

Jlucmune 4. Ilcegdokod aneopumma odoxoda eepuiur HP-2pagha na ocnoge ancopumma V'F2
Listing 4. Pseudocode of the algorithm that traverses vertices of the HP-graph based on the VF2 algorithm

5.3 Graph Pattern Modification Algorithms

The usage of algorithms such as TurbolSO [23], CFL-Match [24] and other ones, that change a
graph pattern, is complicated in the presented multilayer approach because these algorithms are
made specifically for ordinary graphs. Their usage on the layer of vertices and hyperedges is a
subject for the future research as it requires reformulation of their main aspects and ideas.
Nevertheless, all these algorithms can be successfully used on the layer of poles and links and can
find an isomorphic subgraph in the single-layer approach.

6. Complexity of the Algorithms

The presented algorithms can decrease the complexity of subgraph search by implementing
matching on different graph layers. The search field shortens at each stage whereas the usage of
pruning rules can also eliminate unpromising combinations of elements. Table 1 shows
computational complexity of the backtracking algorithm at its main stages.
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Tabn. 1. Crosxcrnocmo anzopumma NOUCKAa ¢ 6036pamom
Table 1. Complexity of the backtracking algorithm

Algorithm Best Case Worst Case
Isomorphic Vertices Matching O(N?) O(NxN!)
Isomorphic Hyperedges Matching O(N?) O(NxN!)
Isomorphic Poles Matching O(N?) O(NxN!)

The evaluation of the backtracking algorithms based on the Ullmann refinement is presented in
Table 2. As the algorithm of hyperedge matching does not implement this technique, its complexity

stays the same.

Tabn. 2. Cnosicnocms aneopumma Yivemana
Table 2. Complexity of the Ullmann algorithm

Algorithm Best Case Worst Case
Isomorphic Vertices Matching O(N3) O(N3xN!)
Isomorphic Hyperedges Matching O(N?) O(NxN!)
Isomorphic Poles Matching O(N3) O(N3xN!)

The evaluation of the algorithms based on the VF2 approach is demonstrated in Table 3. The
modification of the GetAllCandidatePairs procedure according to rules (2-4) slightly increases the
worst-case complexity from NxN! to N2xN! and the best-case complexity from N2 to N® but
significantly shortens the search field.

Tabx. 3. Crnoscrnocmo anzopumma VF2
Table 3. Complexity of the VF2 algorithm

Algorithm Best Case Worst Case
Isomorphic Vertices Matching O(N?) O(N2xN!)
Isomorphic Hyperedges Matching O(N?) O(N2xN!)
Isomorphic Poles Matching O(N?) O(N2xN!)

7. Conclusion

This paper proposed a solution to the problem of identifying isomorphic subgraphs in HP-graphs.
The proposed approach is based on implementing matching on different graph layers of the graph
model and incrementally shortening the search field at each layer.

The designed algorithms for subgraph matching based on the multilayer approach and evaluations
of their complexity are presented above. The proposed approach incrementally decreases the search
field of the algorithm and helps to decrease its overall complexity. The usage of pruning rules of the
existing algorithms can eliminate unpromising candidates at each stage of the proposed algorithm
and thus, significantly shorten the size of the search tree.

It is planned to evaluate actual time complexity of these algorithms on various data sets and develop
a visual modeling system using the proposed approach to subgraph matching.
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1. BeedeHue

Unes dopmynupoBanns cnenupuUIecKux JIOTHYECKHMX TEOPHH, pa3pemuMbIX C IOMOIIBIO
TPAHCISIIIMU B OJIHY W3 JIOTHK, [OJJIEP)KUBAEMBIX COBpeMeHHbIME SMT-pemarensMmu, BO3HUKIA Y
aBTOPOB JIAHHO# CTAThH B KOHTEKCTE JIeMyKTHBHOM Bepudukanuu Cu-nporpamm B cpene Isabelle-
HOL. IToaToMy BHauasie pacCMOTPHM NPOOJIEMbI, BO3HUKAIONME IPH aBTOMATU3AIMN PYTHHHBIX
JIOKa3aTeJbCTB (4aCTO HEOOXOJMMBIX IPU BepH(UKALMU IIPOrpaMM) B CHCTEMaX MHTEPaKTHBHOU
BepuduKauu, Takux kak Isabelle/HOL.

Ha cerogmsmnmii seHp B 00JIacTH aBTOMAaTHU3MPOBAHHOM JieAyKTHBHON Bepudukamuu Cu-
IporpaMM pPAacHpOCTPaHEHBbl JBa OCHOBHBIX IOJAXOAAa K AaBTOMATU3alMM J0Ka3aTeNIbCTB —
UCTIONIb30BaHKUE CIENM(PUIECKUX TAKTUK M MCIOJIB30BaHUE OOIIMX PEHIAIonX MPOLEayp, TaKuX
kak SMT- u cyneprno3unuonssle pemarteny. IIpm sTromM o0a moxxoxa Ha NMpakTHUKE 00JagaroT
JIOCTaTOYHO CYIIECTBEHHBIMU HenocTaTtkamu. I1oaxoJ ¢ MCroab30BaHHEM Y3KO CHEHU(pHYECKUX
TaKTHK YacTO CTpaJaeT M3-3a CIHIIKOM Y3KO OIpeJelIeHHOro Habopa NpeoOpa3oBaHUil MM
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JIOKA3aTEeNIbCTB, BHIMOIHICMBIX MM MOAACPKMUBAEMBIX KaXI0W KOHKPETHOW TAKTHKOM, TAKUX KakK,
HAIpUMep, 3aMeHa HEKOTOPOTO BBIICIICHHOIO MOATEPMA Ha SKBHBAJICHTHBIN (IEPETUCHIBAHIE) MU
HNOJJIEPKKA TEOPUHM JIMHEHHOW [ENOYHUCICHHOW apu(pMETHKH HajJ HEHHTEPIPETUPYEMbIMU
KOHCTAaHTaMU. XOTS KaXI0€¢ KOHKPETHOC MPUMCHCHHE TAKOH Y3KO CICIU(PUYHOW TAKTHUKH, KaK
MPaBUJIO, MPHUBOAUT K XOPOIIO OMPEACICHHOMY W BIIOJIHE OXHIAEMOMY pPE3yJbTaTy, YHUCIIO
B3aUMOJICHICTBAH C HMHTCPAKTUBHBIM HHCTPYMCHTOM BepU(HUKAIMK, HEOOXOIUMOe s
JIOKA3aTeIbCTBA TUIHMYHO BO3HUKAIOMIMX IICJICH TPU HCIOJNB30BAaHUM CICIU(PUUHBIX TAKTHK
0OBIYHO OKAa3BIBACTCS BEChMa OOJBIINM, YTO CHJIBHO YBEIMYHMBACT TPYJOEMKOCTh BepHU(UKAIIUH.
Hcnonp3oBaHue ke OONMMX pPEIIAIOIIAX MPOLEAYP OOBIYHO XapaKTepH3yeTcs OOJBIION
HETPEeCKa3yeMOCThI0 Pe3yJibTara, TaK Kak JIeKAaIlne B OCHOBE TAKUX MHCTPYMEHTOB MOAXOMbI B
o0mmeM ciay4ae He 00JamaloT MOJHOTOW IS (GOPMYIN M3 TOTO KJIAcCa, UI KOTOPOTO OHHU YacTo
OpUMEHSIOTCs. [Ipr 3TOM B CHIIy HEIOJHOTBHI MPAKTHYECKOE 3HAYCHHE OOBIYHO MMEET TOJIBKO
yCIIENHOE MPUMEHEHHE PelIaTessl Ul HOJHOrO Pa3pelieH s KaKoi-1u0o0 IenH H0Ka3aTeNnbCTBa,
BO3MOXXHOCTH KOTOPOTO YacTO TPYAHO IMpPEACKa3aTh 3apaHee U KOTOPOE YacTO OKa3bIBaeTCs
HEYCTONYMBBIM K HEOOJIBIIIMM U3MCHECHUSM II€JICBOT0 YTBEPKIACHHS.

HexoTopbIM TPOJABMKEHHEM [0 CPABHEHHIO C ONHCAHHBIMU MHPAKTHYECKH HCIOJb3yEeMbIMH
MOAXOAaMHU KaXkeTcs mpuMeHsemblii B uHcTpymente Isabelle/HOL [1] moaxom Ha ocHOBe
CTPYKTYPHPOBAHHBIX JIOKAa3aTelbcTB Ha s3bike Isabelle/Isar, B koTopoM Kaxmas 1ejb
JIOKa3aTeIbCTBA SIBHO CTAaBUTCS IMOJIb30BATEIEM C YYETOM BO3MOXHOCTEH pEai30BaHHBIX B
HHCTPYMEHTE METO/IOB aBTOMATH3aIIMHU JIOTHYECKOTO BHIBO/IA, YTO TIO3BOJISICT HAMITYUIIINM 00pa3oM
MOJICTPANBaTh CTPYKTYPY IOKa3aTENbCTB IMOJ] BO3MOXXHOCTH HMHCTPYMEHTOB aBTOMATHYECKOTO
JIOKa3aTeNbCcTBa. B coueTaHMHM C JOCTATOYHO MOIIHBIMA METOJAaMH, OCHOBAaHHBIMH Ha
nepenuchBaHuH TEpMOB (Simp, auto), meroe tabio (blast) u ucnonbp30BaHNY CYTIEPIOZUIIMOHHBIX
(metis, meson) u SMT-pemareneii (SMt), Takoil MOAXO0J MO3BOJISET CYIIECTBEHHO YBEIHYUTH
yI00CTBO UCIIOJIb30BaHMsI HHCTPYMEHTA BepU(DUKAIIUH.

B naHHON cTaThe MBI paccMaTpUBAaeM OJHO W3 HAINPABICHUHM DPAa3BUTUSA TAKOIO IOAXOJA K
BepUpUKALUK TPOrPaMM, MO3BOJSIONIETO JOCTHYh MOJHOTHl PelIafoniell MpoIeayphl s
MPAKTHYECKH 3HAYMMOTrO KJacca [EJIEeBbIX YTBEPXKACHHUM, & UMEHHO JUIS (OPMYJI, OMHCHIBAIOIINX
yTBepxkKIeHus: 00 aapecHol apudmerrke B si3bike Cu. BHauane Mbl popMynupyem abCTPaKTHYIO
AKCHOMATHYECKYIO TEOPHIO aJipecHOil apupmeruku [uis s3bika CU ¢ y4eTOM Kak MPaKTHIECKOTO
OIbITA MCIPABJICHUSI PA3JIMYHBIX M3BECTHBIX OIIMOOK, CBSI3aHHBIX C aJPECHON apu(MEeTHUKOH, B
UHJ{yCTpHAJIbHOM Kojie Ha si3bike CH, Tak U CHeUU(HUKALUKM ONepalui aapecHol apudMeTHKH,
NPUBEJCHHOW B TOCICAHUX BEPCHSAX CTaHmapra s3bika. Dopmysupyemas TEOpPHs, OIHAKO, HE
MOJTHOCTBIO (hOopManmu3yeT Bce acmeKThl KOPPEKTHOI'O HCIOJIb30BAHUS aIpPECHOW apu()METHKH B
si3pike CH, HO OTPaHWYMBACTCS JOCTATOYHO 3HAYMMBIM (PArMEHTOM TEX CBOWCTB yKa3aTesew,
KOTOPBIC HE CBS3aHBI C COCTOSIHHEM a[pecyeMoii maMsatu. Takum 00pa3oM, B 4aCTHOCTH, TEOPHS HE
BKJIIOYAET OMEPALUIO Pa3bIMEHOBAHUS U MOJHYIO (DOPMAIM3AIIUIO TOHATHS BAIUIHOTO yKa3aTeJsl.
OTH acmekThl (GopMaTH3aUA MOACTH MAMSITH CHIBHO 3aBHCAT OT KOHKPETHOTO HCITOJIB3YEMOTO
MOJX0a K €€ MOJCIHPOBAaHUIO, TAKOMY KaK CelapalloHHAas JIOTHKA WJIM HCIIOJIb30BaHHE
JUHAMUYECKUX (peiMOB M OCTAIOTCS 3a paMKaMHU JaHHO# paboTel. OqHaKo, hopMaNIn30BaHHAS B
JMAHHOM CTaThe MOJENh COBMECTHMA C Pa3IHMYHBIMH METOJAaMU MOJCIHUPOBAHUS NaMITH W
MOJIHOCTHIO (POPMATIM3YET MOHSATHsI OJIOKA MaMSITH (KT IPOUCXOKAeHust (Provenance) ykasarerst),
ajpeca, BKIIOYas OTCYTCTBHE IMCPENONHEHHUs, HYJIEBOIO yKas3areis, OTHOCHTEIBHOTO
BBIPABHHBAHUS yKa3aTes Ha 3JEMEHT MAcCHBAa M OTYACTH, MOHSATHE BAJIUIHOCTH, TaK KakK IS
HEBAJIMIHOTO YKa3aTejisi HEBO3MOXKHO B OOIIEM ciiydae IMOKa3aTh OTCYTCTBHE IEPEIIOTHEHHS
azapeca.

1.1 MNpumepbl N3BECTHLIX OLWIMOOK Npu paboTe € ykasaTensamu

Jdns dopmynupoBaHusl TEOpUM OrpaHMYCHHOM aJpecHOW apu(METHKHM pacCMOTPUM BHayaje
NPaKTHYECKUE MPUMEPBI M3BECTHBIX OIIMOOK, IMOKa3bIBAIOLIME HEOOXOIUMOCTh MOJICITUPOBAHMS
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OJstokxa maMsITH (TIPOUCXOXKISHHUS) yKa3aTelsi, KOpPPEKTHOTO COOTHECEHHS 0JI0Ka C aipecoM, a TaKkKe
IIPOBEPKH NEPETIONHEHHS aipeca B ONEpalysX apecHON apu(hMETHKH.
BHauase paccMOTPHM COOTHOIIECHHUE TTOHATHS yKaszaTellsl U aapeca B s3bike Cu, kK Gopmanmzam
KOTOPOTO MOXXKHO NPHHTH, PacCMOTPEB JABa BAKHBIX INPHMEpa pabOTHl ONTHMHU3HPYIOMINX
KOMITIJIITOPOB, OMH M3 KOTOPBIX PEaJIbHO BCTPEUaJCs B MPOMBIIUIEHHOM KOAE. DTOT MPHMED U3
HCIIPaBIICHUsI, BKITFOUYCHHOTO B 0/1HY 13 Bepcuii simpa OC Linux [2]:
extern struct builtin fw  start builtin fw[];
extern struct builtin fw end builtin fw([];
for (b fw = start builtin fw; b fw != end builtin fw; b fw++) {
31ech ycIoBUE BXOA B UK for ONTHMU3HUPOBAIOCH KOMIIMIATOPOM B TOXKIECCTBEHHYIO HCTHHY,
YTO BIIOCJIEICTBUU BBI3BIBAJIO BBIXOJ] 32 TPAHUILY BBLACICHHON CTpaHULIbI TaMATU. Takas ceMaHTUKa
CpaBHEHUs yKaszareieil B JaHHOM ()parMeHTe COBMECTHMa CO cTaHmapToMm si3bika CH, Tak Kak
MOBE/ICHHE KOMITWIISITOpa IPY CPAaBHEHHUHU yKa3aTellel Ha pa3HbIe BbIIEICHHbIE O0BEKTHI B MAMSTH
(B maHHOM cCilydae MAacCHBBI _ start builtin fw M __end builtin fw), 3a HCKIIOUYCHHEM
CHELUaJbHOrO Clly4yas HEIOCPEICTBEHHO CJEAYIOMIMX IpPYr 3a JPYyroM OOBEKTOB, SBISIETCS
HEOTpeICICHHBIM moBeeHneM [3] 1 moagaeTcss IPOM3BOIBHON TPAKTOBKE B KaXKIO0H KOHKPETHOM
peanu3anuyu KOMIWIATOpa. DTOT IpUMep IOKa3bIBaeT, YTO IOHATHE yKa3atens B s3bike Cu He
CBOJMTCSI K MOHATHIO aJipeca, Tak Kak Jro0oi aapec B MPUHIMIIE MOXKET OBbITh TOJIyYeH U3 JII0O0ro
JIPYTOro € TIOMOIIBIO ONIEpaLluK aIpecHOl apu(pMETHKHN, 2 UMCHHO PUOABIICHHS TIOJIOKUTEIILHOTO
WJIN OTPHLATEIHHOTO CMEIIECHHS. YKa3aTeNH jk€ Ha SIIEMEHTHI Pa3HbIX OOBEKTOB B IIAMSITH C TOUKH
3peHUs] KOMIMJISITOpA pacCMaTpHBAIOTCSA KaK 3aBEOMO PAa3IWYHbBIC (HE paBHBIC) HE3aBHCHMO OT
npuOaBIeHUs K HUM IPOU3BOJIBHOTO CMEIICHMS. JTO CBOMCTBO yKa3aTeneH eime Ooiee HarysaaHO
JIEMOHCTPUPYET CICAYIOLUNI IPUMED:
#include <stdio.h>
int main (void) {

int a, b;

int *p = &a;

int *q = &b - 1;
“Sp %p %d”, p, 9, P == d);
return 0;

printf (

}

B srom mpumepe pe3ynbraToM pabOThl Takoil MPOTrpaMMbl B HEKOTOPBIX COBMECTHMBIX CO
craagaptoM ANSI C koMmuaTopax co BKIIOYEHHBIME onTuMm3anusMu (Hanpumep, GCC 11.1.1 ¢
omiuei —~03) MOXeT ObITh, HATIPUMED, TaKasi CTPOKa:

Ox7ffe32e8ece8 0x7ffe32e8ece8 0

BuaHo, 4TO XOTS 3HAYCHMs yKasaTeledl p W g, MPEACTaBICHHBIC B BHAE aipECOB, COBIAIAIOT,
3HAUEHME BBIPAKEHHSA p == g BBIYUCISETCS KOMITHISTOPOM B JI0Xkb (0 B s3bike Cu) BOOGIIE
HE3aBUCHMO OT 3HAYCHHH COOTBETCTBYIOIIMX aJpecOB, IOTOMY 4YTO IIPEAIOJNIATacTCs
HeTIepeceyeHne yKas3aTeJe Ha pa3Hble OOBEKTHI MaMATH a U b, U1 KOTOPBIX HE TapaHTHPYeTCs
HUKAaKOe KOHKPETHOE pasMelnieHne (B TOM dHwucie MocleaoBarenbHoe). OpueHTHpysICch Ha
MPUBEJICHHBIC IPHMEPHI, MOXXHO TIPEIIOJIO0KHUTh, YTO BBIICICHHBIA OOBEKT MOXKHO BCE IKE
UACHTU(PHUIIPOBATH MO €T0 HAYATFHOMY aJIpecy U MPEACTaBIITh YKa3aTellb B BUIC YIIOPSAOYCHHON
napel (ag,a), TAe a — aapec, SBILIIONINICSA 3HAYCHHEM YKa3aTelsd, a 4, — HadalbHBIH aapec
HEKOTOPOTO BBIZACICHHOTO OOBEKTa, NPUIHCAHHOIO YKa3aTelo KoMmmmisTopoM. OnHako ¢
MTOMOIIIBI0 HEOOIBIION MOJU(HUKAIIMN OCIETHETO MPHMEepa MOXKHO IOIYYUTh €Ie OJUH MPUMED,
OTPOBEPTAIOIINI TAKYIO MOJCIb YKa3aTelIs:

#include <stdio.h>

int *f (int *u) {
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int b, *pb = &b;
“p %p %d”, u, &b, u == &b);
return pb;

printf (

int main (void) {

int a, *b = f(&a);

£(o);

t(b);

return 0;
}
IIpu wucmonmp3oBanMM KoMmmisTopa Crane 12.0.1 ¢ ommued —03 pe3yiapTaToM pabOTHl Takou
TPOTPaMMEI MOTYT OBITH, HAIIPHMEP, CTPOKH:
0x7££d0382falc 0x7££d0382fal8 0O
0x7££d0382fal8 0x7££d0382fal8 0O
0x7££d0382fal8 0x7f£d0382fal8 0
3mech, B OTIIMYHE OT NPEABIAYIIUX MPUMEPOB, HE HCIHOIB3YyeTCs NMPHOABICHHE K YKa3aTelro
CMELICHHs, a HayaJbHBIE ajgpeca OOBEKTOB B MaMATH coBnajgaroT. Ho onuH u3 00BEKTOB, Ha
KOTOPBII yKa3blBaeT yKaszareslb U3 mapamerpa (GyHKIHH, YK€ He SBJISACTCS BBIJCICHHBIM. TakuM
00pa3oM, ykazaTesb Ha paHee BbIJCICHHBI 00BEKT CUMTACTCS BCEra OTIMYHBIM OT yKa3arels Ha
000 Apyroil BBIACICHHBIN (B TEKYIIEM COCTOSHHHM WIH paHee) OOBEKT, HE3aBHCHMO OT
HayanbHOTO aJipeca KaXJI0To U3 3TUX 00bEKTOB. BhIpa3uTh Takoe CBOMCTBO MOXHO, B YACTHOCTH, C
MOMOIIIFI0 MOJIENIM yKa3aTellsl B BHAC ymnopspodeHHoH mapwl ([, a), Toe a — Kak U paHee —
3HAYCHHE aJIpeca, coleprKameecs B ykasarenie, a | — YHHUKaJIbHBIN HIeHTH(HUKATOP BEIACICHHOTO
0J10Ka, KOTOPBIN MPUCBAUBACTCS TIPH JIFOOOM BBIJICIICHUH MAMSTH U HUKOTAa HE IOBTOPSETCS.

1.2 Tpebyemble NOHATUSA

BrigenuM Temeps MOHATHSA, KOTOPHIE MOTYT HCIOJB30BATHCS IS CHEHU(UKAIIMH ONEpaIliii Ha
yKa3aTelsIMHU, W OTpPENeNINM, Kakue W3 HHUX OyIyT MpeNCTaBICHBI B pa3pabaThIBacMON MOIEIH
anpecHO apupMETHKH W KakuM oOpa3om. [loMHMO XpaHUMOTO B YyKaszareine aipeca H
UIeHTH(QHUKAaTOpa ONOKAa TMaMATH, KOTOPHIH HE MEHSETCS IPH CIBUTE YyKa3aTels Ha Jro0oe
CMeIlleHne, TPpHU OMNHMCAHWU ONepanui Haja ykaszareiasmu, kak B cTtanmapre ANSI C, Tak u B
MOBCEIHEBHOM MPOTPAMMHUCTCKON TPAKTHKE, YaCTO UCTIONB3YIOTCS CICIYIOIINE IOHITHS:

e Pasmep BBIAEIEHHOTO OOBEKTA (B CMBICIIC KOJIMYECTBA AJIEMEHTOB). DTO ITOHATHE YacTO
HCIIONIB3YEeTCST HESIBHO B BHJE YINOMHHAHHUS «IIOCTIEIHETO 3JeMeHTa MaccuBay. IIpobiema
(hopManuzany pa3Mepa BBIIEIEHHOTO OO0BEKTa B OTPHIBE OT COOTBETCTBYIOIIEH MOJENN
MaMsATH B TOM, YTO 3TOT pa3Mep 3aBUCHUT OT PacCMaTPHUBAEMOI0 COCTOSHHS IPOTPaMMBI H
MEHSETCS] TIPU BBIJICIICHUH WM OCBOOOXKACHUH IaMATH, 3aHNMaeMoil o0bekToM. [loaTomy B
TEOPHUIO aJIpecHO apudMeTukH, HOpMATU3yEMYIO B JaHHOK CTAaThe, STO MOHITHE HE MOXKET
ObITh BKITIOYEHO sBHO. OnmHako, Kak OyneT sCHO Jajee IpH PAcCMOTPEHHH CEMaHTHKH
orepanuii  agpecHOi  apu(METHKH, NPOBEPKH IIEPENOJIHEHUS ajpeca MOoTpedyroT
JIOTIONTHUTENbHBIX TpexycnoBuil Buga 0 <a m a < A, rae a — aapec, XpaHALIMNACA B
yKazaTene. OTH NPeAyCIIOBHsI MOTYT BBIBOJAUTBHCS, B YACTHOCTHU, U3 YCJIOBHSI BBIJCIEHHOCTH
a/ipecyeMoi yKa3areseM MaMsTH, KoTopoe GpopMaliu3yeTcst y)Ke B paMKax BEIOpaHHOW MOJEH
MaMsTH, a He aipeCHOI apu()METHKH, U CBA3aHO C TEKYIUM Pa3MEPOM BBIZIEIEHHOTO 0OBEKTa.

e Hauambubiii (6azogwiti) ampec 00beKTa. IJTO TOHATHE BO3HHWKACT, HANpHUMeEp, MPH
(opmanmzamu criennuKanuil GyHKIUN yIpaBiIeHUs TaMAThIO (TaKuX Kak malloc U free) U,
B OTJIMYME OT pa3Mepa OOBbEKTa, HE MEHSETCS B XOJE BBINOJHEHHUs MPOTPaMMBbl M, TaKUM
00pa3oM, He 3aBHUCHT OT €€ COCTOSIHHA. Tak Kak B CHJIy CEMAaHTHKH BJIOXEHHBIX OOBEKTOB,
npuHATOR B si3pike CH M TIPEAIosIararomieil HEMOCPEICTBEHHOE IUIOCKOE pa3MELICHHE
BIIOKCHHBIX OOBEKTOB OJHOTO 3a APYTMM, B IOJHOH MEpe pa3IuIHbIMH OOBEKTaMH B

181



Sadykov R., Mandrykin M. Complete decision procedure for the bounded theory of pointer arithmetic based on quantifier instantiation and
SMT. Trudy ISP RAN/Proc. ISP RAS, vol. 33, issue 4, 2021, pp. 177-194

MIpOrpaMMe MOTYT CUHTATHCSA TOJIBKO OOBEKTHI, M3HAYAIGHO BBHIIEICHHBIE B Pa3HBIX TOYKAX
MPOrpaMMBbI (B Pa3HBIX OOBSIBICHUAX MEPEMEHHBIX MO0 MPU Pa3IMYHBIX BbI30BaX (hyHKIIHH
YOpaBJICHHS TaMATHIO), 0a30BBI aapec O0O0BEKTa (DaKTHUECKH CTAHOBUTCS AaTPHOYTOM
COOTBETCTBYIOIIEro eMy Onoka naMsatd. [loaTomMy B Teopuu aspecHoil apupMeTHkn 0a30BbIN
anpec popmanuzyercst Kak GYHKIMS OT WAECHTU(HUKATOpa BhIIEICHHOTO Oiioka. Bynem nanee
0003HauaTh ATy QPyHKIUIO OT OJ0Ka [ kak base (1).

o  Cmewenue 00BEKTa OTHOCUTEIHLHO 0a30BOrO ajpeca. B cuTyaunu, Koraa OCHOBHBIE ONEpaliy
HaJl yKa3aresjsiMH (CIBWI, BBIYMTAHUE, CPABHEHUE) OIpENeNICHbl TOJBKO Ui yKa3areneid Ha
9JIEMEHTHI OJHOTO M3HAYaIbHO BBIAEISIEMOTrO 0a30BOTO MaccHBa OOBEKTOB M yKa3aTeJield Ha
BJIOXKCHHBIC B 3JIEMEHTHI 3TOT'0 MACCHBa IOI00BEKTH, Yallle BCETO UMEET CMBICT TOBOPUTH HE
00 abcoIrOTHOM agpece 00BEKTa B MAMSTH, a O €ro CMEIIeHHH OT Hadana (6a30Boro aapeca)
BEIJIENIeHHOTO 00BekTa (MaccuBa). [Ipu Takom moaxone aapec oObekTa MOXKET OBITH BCeraa
npencraBieH kak cymma address(p) = base(block(p)) + offset(p), tone p —
ykazarenb, block(p) — wunentudukatop OJ0Ka NaMATH, NPHUIMCAHHOTO YyKa3aTelto [,
of fset(p) — cMmeleHne ykasatels P oT 6a30Boro aapeca (1ennoe yucio 6ait), a address(p)
— 3Ha4YeHHeE aJpeca, XpaHsilleecs B yKasaree p.

e FEme ogHO NoHITHE HESBHO BO3HHUKAET NPHU (HOpMAIM3ALMK TAKOTO TEPMUHA, KaK «3JIEMEHTHI
OHOTO MaccuBa». UTOOBI MOHATH CYHNIECTBEHHOE OTJIMYHE ITOTO IOHATHS OT JJIEMECHTOB
OJTHOTO OJIOKA MaMSTH, PACCMOTPUM ISl IpUMepa CIEAYIOINH MaCCHB:
struct s {

int b[2];

char c;

int c[2];
}oalz];
B sToM mpmMepe MOXXHO BHICTh IO KpalHEH Mepe HYeThIpe pa3iIndHbIX Pa3sHOBUAHOCTH
yKazateneil tuna int *: &a[0].b[0], &a[0].b[1], & [0].c[0] U &a[l].b[0]. IIpu 3TOM
mpo mapbl ykasateieil (ca[0].b[0], &a[0].b[1]) u (&al[0].b[0], &a[l].b[0]) uMeeT
CMBICII TOBOPUTH Kak 00 yKa3areysix Ha 3JIEMEHThI OJIHOIO MaccuBa (BHYTPEHHEro MaccHBa b,
00 BHEIIHETO0 MaccvBa a, a Ipo OCTaBIIMECS IIaphl (&a [0].b[0], &al[0].c [O]),
(sa[0].b[1], &a[0].c[0]), (¢a[0].b[1], &a[l].b[0])Hu (&a[0].c[0], &a[l].b[0])—B
obmem ciydae HeT. i dopmanuzanuy Takoro NMOHUMAaHUs 3JIEMEHTOB OJJHOTO MAacCHBa
XOPOIIO MOJXOUT IIOHATHE GbIPAGHUBANUE YKA3ATellsl, ONIPEIeTICHHOE KaK OCTaTOK OT AeJICHUsI
ero abCOJIIOTHOTO ajpeca, MO0 CMELICHUs] OTHOCHTENILHO 0a30BOro ajupeca, Ha pa3Mep THIa
yKkazatens (B JaHHOM ciydae int). Ecmu cumrarh, 4TO CMEIICHHE IMONS C CTPYKTYPHI S
OTHOCHTEIIFHO €€ TN b (PUKCHPOBaHO HEKOTOPOH HEM3BECTHOM KOHCTaHTOW d, a pa3mep
CTPYKTYPHl s paBeH TakKe HEM3BECTHOW (PMKCHPOBAHHON KOHCTaHTE S, TO BBHIPaBHUBAHHS
yKazaTellei B~ COOTBETCTBYIOIIMX  Mapax  Oyayr  Belpaxatbes  kak  (0,0),
(s % sizeof (int), s % sizeof (int)) COOTBETCTBEHHO JUIA NEPBBIX [JBYX TMap MU Kak
(0,d % sizeof (int)), (0,d % sizeof (int)), (0, (s + d) % sizeof (int)) u
(d % sizeof (int), (s + d) % sizeof (int)) COOTBETCTBEHHO Uil YETBIPEX OCTAJbHBIX. B
o0111eM ciyuae KOHCTaHThI S M d MOTYT OBbITh 10100paHbl TAKUM 00pa30M, 4TO BBIPABHUBAHUS
JUTS TIOCTIETHUX YeThIpeX (HeYMopsA0ueHHBIX) Map yKa3aTelneil He coBnaayT. Takum oOpasom,
OCTaTOK OT JEJEHHs CMELIEHHsI Ha pa3Mep yKazaTessl JaeT KeJaeMylo CEMaHTHKY.

ITepen ¢opmanmzanmeid omepamuii HaJ yKa3aTeIsIMH BO BBEIEHHOW MOJENM yKazaTelled Kak

ynopsimoueHHbIX nap (I, a) HeoOX0AUMO OTHENFHO BBIIEIUTDH MOHITHE HYJIEBOTO yKazaTess. OTo

Mpe/CTaBIsIeT CO00 HEKOTOPYIO TPYJAHOCThb, MOTOMY YTO C OJHOW CTOPOHBI TaKoil yKa3aTeib

JIOJDKEH OBITh OTJIMYEH OT JII00O0T0 yKaszaTelsl Ha BBIICJICHHBIH OOBEKT, C APYro#, MOCKOJIBKY B

peanM3aniy yKa3aTelM IPEJCTABISIOTCS TOJIBKO XPaHMMBIMH B HHMX ajJpecaMH, B IpPUHIUIE

HYJIEBOW yKa3aTelb MOXKET OBbITh IMOJy4eH W3 yKa3aTeled Ha pas3in4HbIC BBIICJICHHBIE OOBEKTHI C

MIOMOIIBIO CIBUI'a HA COOTBETCTBYIOILIEE OTPULATEIBHOE CMEICHNE, & IOMUMO 3TOTO JIIOObIE /1Ba
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HYJIEBBIX YyKa3aTels JOJDKHBI CUMTAThCS PaBHBIMH APYr JApyry. UToObl OOOWTH TPYAHOCTBH
(opManm3anyuu HyJIEBOTO yKa3aTels, NPUMEHHM BEpXHEE NPHOIIKCHNE, OCTaBHB IOBEACHHE
OTlepalii CABHTa HEONPEAEICHHBIM NPH IOJYYEHHH yKa3aTels ¢ HYJIEBBIM aJIpecoM, a TaKxKe
UCKIIIOUUB W3 OIpEJeNICHUI BCeX Omepalyif, KpoMe CpaBHEHMsS Ha PaBEHCTBO, ONEpaldd Hal
M00BIMHM  yKa3aTeIsIMH, HMMEIOIIMMH HyJeBoil anpec. Takas ¢opManu3anus He MOJHOCTBIO
MOKPBIBa€T BCE BO3MOXKHBIE IIOBEJCHHUS, pa3pelleHHble CTAaHAApTOM, B YAaCTHOCTH, OHa
Iperoaraer, 4To HyJeBO! yKa3aTeslb XpaHUT HyJIeBOH agpec, HO Ha MPAaKTUKE 3TO COOTBETCTBYET
MOBEJICHUIO TPAaKTHUYECKH BCEX CYIIECTBYIOIIMX peanu3anuit s3bika. Kpome »3Toro, Taxas
(dopmanmzays He HCKIIOYAeT CEMaHTHKY, NpHU KOTOPOH IOMHUMO YyKaszaTelaed Ha OOBEKTHI
(BanmmaHBIE W HEBAJIUAHBIC) M HYJIEBOTO YKA3aTels MOTYT CYLIECTBOBAaTh M APYTHE YKa3aTEIH C
HYJIEBBIM apPeCOM, KOTOpbIe TEM HE MEHEe OTIIMUYHBI OT HYJIEBOTO yKa3aTes.

1.3 CemaHTMKa OCHOBHbIX onepauumn

OnpeznenyM Teneps CEMaHTUKY OCHOBHBIX OTlepaluii C yKa3aTelIsIMHU C HCII0JIb30BaHHUEM BBEICHHBIX
MOHATUH U COOTBETCTBYIONINX UM (pOpMaNIbHBIX 0003HAYCHUI:

1.3.1 CaBur ykasaTtens

Crangapt ANSI C (myHKT 6.5.6(8)) ompenensieT CIOKEHUE YyKazaTelned B MPEANoOKEHUU
OTCYTCTBUS TIEPETIOIHEHUSI aIpeca, MOJIyYCHHOTO B PE3yJIbTaTe CABUra. DTO MPAKTHUCCKU BAXKHOEC
TPEOJIOKEHHE, KOTOPOE MPUBOIIIO K BOSHUKHOBEHHUIO MOTCHIIHATLHO KPUTHICCKHUX OIIHOOK B
npoMbiiieHHOM koze [4]. ToMHUMO OTCYTCTBHSI MEPENOJIHEHHUs, OMEpalys CABUTa yKa3aTes
JODKHA OBITh HE OIMpejesieHa ISl apryMeHTa JMOO pe3yibTata ¢ HyJIeBbIM aiapecoMm. CaBur
yKa3arelsi TaKkkKe MOPOXKAAET yKa3arellb Ha TOT iKe 00BeKT mamsitu (0e3 ydera BIOKEHHOCTH, TO
ecTh B Hamieil Mojgenu — OJIOK), 4TO W MCXOIHBIM yKa3arellb. DTH COOOPaXKEHUsI MPUBOIST K
ClelyroIIeH akcHOMaTHIeCKOH (hopManu3ally ONepally C/IBUTra yKa3aTens (+):

Vpi. address(p) # 0 Arange(p,i) > pAp+,1i,

Vpi. address(p) # 0 Arange(p,i) — of fset (p +, i) = of fset (p) + s X i,rAe
range(p,i) = 0 < address(p) + s X i Aaddress(p) + s X i < A,

p A q = block(p) = block(q).

Hecmotpst Ha TO, uTO Takas ¢opManu3anys HE IMOJHOCTHIO OTPAaHWYMBACT OMNEPAlHUIO CIABHIa
yKazarelisi B COOTBETCTBHH CO CTAHJapTOM, He TpeOys BBIAECIEHHOCTH COOTBETCTBYIOIIETO OOBEKTA
B TIaMSTH M HE NCKJIIOYAs BHIXOJI 32 TPAHUILY BBIICJIEHHOTO MaccHBa 0OBEKTOB Oojiee, YeM Ha OJJ1H
9JIEMEHT, Ha IpPAKTHUKE J0Ka3aTelbCTBO OTCYTCTBHS mepenoiHeHus (ycnosue range(p,i))
NOTPeOyeT UCIIOJIb30BAHUS YCIOBHSI BBIJICICHHOCTH apryMeHTa HJIH Pe3yJIbTUPYIOLIETO YKa3aTels,
KoTopoe OyzaeT (popMaIu30BaHO C UCIOIB30BaHUEM COOTBETCTBYIOLIEH Mozaenu mamsaTu. Jlanee B
cTatbe OyAeM paccMaTpuBaTh OJMH THUI yKa3aTeled Ha HEKOTOPHIH (PUKCHPOBAHHBIA THI C
HEHYJICBBIM Pa3MEpPOM S U aJPeCHOE MPOCTPAHCTBO C MAaKCUMAIBHO JOIYCTUMBIM aapecoM A.
Apundmernka ¢ ykazaTeasiMU Ha THIIBI IPYTHX Pa3MEpOB MOXKET OBITh (hOpMann3oBaHa aHAIOTUYHO,
a TIpUBEJICHUE THUIA yKa3aTellsl MOXET ObITh (OpMaM30BaHO 4Yepe3 KOMOMHAIMIO OIepalui
nonyuenust anapeca (address(p)), unentudukaropa Onoka block(p) (s ucxomHoro tumna
yKazaresis) M ONepanuio Moaydenus Hosoro ykasarens (l,a), (Juid ueneBoro THIa ykasaTens),
paccMOTpPEHHYIO j1ajee.

1.3.2 Pa3HoCTb yKa3aTtenen

Paznocth yKa3aTeneI71 OIpECAC/ICHA B CTAHAAPTE A3bIKA TOJIBKO JIA 3JIEMEHTOB OJHOI'0 MacCHBa.
VuuTtsiBas MMPpUBCICHHBIC COO6pa>KeHI/I$I o 1noBOoAYy HCIIOJb30BAHUA BI)IpaBHI/IBaHI/Iﬁ JUIs
I/IL[CHTI/I(l)I/IKaHI/II/I QJICMCHTOB OJHOI'O MaCCHMBa M HWCKJIIOYCHHA M3 CCMaHTUKU onepaunﬁ HYJCBBIX
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yKasareed, MOJNYYUM CIEAYIOIYI0 aKCMOMAaTHYECKYI0 (OPMAIM3ALMIO OIEPALMH PA3HOCTH
yKasarenei (—p):

VP q.pLoq AP Il q— sX(p—pq) =offset(p) — of fset(q), rne
pLAoq=pAqgAaddress(p) # 0 Aaddress(q) # 0,
p Il g = align(p) = align(q).
Jus dhopmanusaruu BeipaBHuBaHus (align(p)) cpady ydTeM BbIpa3HTENbHBIC BO3MOXHOCTH
LIEJIEBOM JJOTHKH — KOMOHMHAINH TEOPHH OECKBAaHTOPHOHN TMHEWHON IETIOYHCICHHON apr()METHKHI
1 KOHTPYIHTHOCTH ¢ HemHTeprperupyeMbiMu GyHkuusmu (doruka QF UFLIA). B atoit Teopun
OTIepaIuio MOJTyYeHHUs OCTaTKa OT JENCHMS Ha KOHCTaHTYy S MOXKHO BBIPa3HTh C ITOMOIIBIO
CIIEAYIONINX aKCHOM (BOMPOC O TOJHOTE WHCTaHIUPOBAaHHUS KBAaHTOPOB PACCMOTPEH Aanee H
SIBIISIETCSI OCHOBHBIM ITPEAMETOM PacCMOTPEHUS JAHHON CTaTbu):
Vp. of fset(p) = s X quot(p) + align(p),
Vvp. 0 < align(p) A align(p) < s.
3neck quot(p) — HenHTepnpeTHpyemas GyHKIHS, UCIIOIb30BaHHAs ISl CKOJIEMH3alui KBAaHTOPA
CYIIECTBOBAHMUS YaCTHOTO OT JICJICHHUS.

1.3.3 CpaBHeHMe yKka3aTerien Ha HepaBeHCTBO

B cranmapre ANSI C cpaBHeHHE yka3aTenei onpeaeneHo TOAbKO Ul yKa3aTeael Ha OAUH U TOT
K€ BBIZICJICHHBII 00BEKT MaMsATH 0e3 ydeTa BIOKEHHOCTH, YTO COOTBETCTBYET ycioBuio p A q. C
y4eTOM HCKIIIOYEHHS HYJIEBOTO YyKasaTelsd, I KOTOPOrO CpaBHEHME Ha HEPaBEHCTBO HE
ONpeJIeNIeHo, ToJlydaeM yclioBue p A, q. be3 orpanndyenus obmHocTH OyleM paccMaTpUBaTh
TOJILKO OJIHY OTIEPALMIO0 CPAaBHEHHS yKa3aTeslel Ha HEPaBEHCTBO (<,):

Vpq. p Ao g 0 <pq=o0ffset(p) < offset(q).

1.3.4 CpaBHeHMe yKa3aTeneun Ha paBeHCTBO

Tak Kak B CTaHJapTe pa3pelacTcs CpaBHEHUE yKa3aTelel Ha IBa Pa3IMIHBIX BBIICIICHHBIX 00bEKTa
MaMATH, a TaKKe CPAaBHCHHE HAa PABCHCTBO C HYJEBBIM yKaszareieM (B TOM YHCIE HYJIECBBIX
yKaszaTeJel Ipyr ¢ APyrom), s ONepalliil CPaBHEHMS Ha PaBEHCTBO HE yIaercs (hopMaln3oBaTh
HUKAaKUX 3HAYUMBIX TIPEIyCIOBHH. YCIIOBHE BBIJCIEHHOCTH OOOMX aJpecyeMbIX OOBEKTOB HE
MOXeET ObITh (hopManM30BaHO B OTpHIBE OT HCHOJB3YeMOW Mozenu mnamsTtd. [loatomy s
CpaBHEHHs yKas3aTeJel Ha PaBEHCTBO IpeIaraeTcsi HEMOCPEICTBEHHO MCIOJIh30BATh PABEHCTBO
COOTBETCTBYIOIIIMX 3HAUYEHHUH M3 TEOPHMHM KOHTPY’HTHOCcTH (=). Jlnsa omeparuii cpaBHEHHS
yKazaTellell Ha pPaBEHCTBO, HCIIONB3YEMBIX B KOJE MPOrpaMMBI, MOXXHO OTICIBHO 3a1aTh
MPeIyCIOBUE BBIACICHHOCTH UIA CIy4as CpPaBHCHHs yKasaTellell Ha pasiamyHble OOBEKTHI (C
HCTIONB30BaHUEM MOJENH TaMmsiTH). B To ke Bpems QopMmanm3oBaHHAs TEOPHS aIpecHOM
apupMeTHkH (1axe 6e3 3TOro NpeayCcIIOBHs) 1aeT JOCTATOYHO TOYHOE MPUOIMKEHHE BO3MOKHBIX
MOBEJCHUA NpOTrpaMM MocHe KOMIMISIMM, YYHUTBIBAas IPUIUCBIBAEMBIE KOMIIMIATOPOM
yKaszaressiM HMICHTH(UKATOPHl BBIJEICHHBIX OOBEKTOB B maMiATH. Kpome 3rTOro, TO4YHOE
onpesesieHre (HE)BBIIEICHHOCTH aApecyeMoro OoO0BEeKTa JOCTATOYHO CJIOXHO B peaIN3aIHUH
(TouHee, B 00meM ciIydae alTOPUTMHUYECKH HEPa3pelIrMoO), YTOOBI BEPOSITHOCTE HAMEPEHHOTO
HCIOJIB30BAHUA ONITUMHU3HUPYIOHNIUM KOMITUIATOPOM HEOIIPEACIICHHOI'O IMOBCACHMSA, pa3pCII€CHHOTO
CTaH/IapTOM JUIS CPAaBHEHUS C yKa3aTeJleM Ha HEBBIICICHHbIH 00BEKT, ObUIa 0UEHb HEBBICOKOH.

1.3.5 MNony4yeHue HOBOro yKa3sartessi: No agpecy u naeHtTudukaTtopy 6noka

Dra omeparys HeoOXoIuMa IS TIOJTHOTHI OTIPEICIICHUS] TCOPUH aAPECHON apu()METHKH, a TaKKe
JUTSI BBIpQKEHUST OTIEpalliy MPUBEJCHUS THIA YKa3aTels W Olepaliy MPUBEICHUS K YKa3aTelo
3HAUEHUS LEJIOYUCICHHOTO Tuma. HecMoTpss Ha TO, YTO B HMCXOJHOM KOJ€ MPOTPaMMBbI Takas
omepanys (paKTHIECKN HCIIONB3YeTCs IS OJHOTO apryMeHTa — ajipeca, MCIIONb3yeMasi B SI3BIKE
CEeMaHTHKa yKazaTenel GpakTudecku TpeOyeT aHHOTUPOBAHMUS OTICPAIli IPUBEICHUS THIIA OJIOKOM
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NaMSATH TOJy4EHHOTO yKa3aTens. B paccMarpuBaemMoil (popMaaM3annuu MbI HE TPEOYEM HMKAKOTO
KOHKPETHOTO CIoco0a ONPENENEHNs] PE3yIbTUPYIONIEro OJOKA IaMSATH, OCTAaBJIsAsS BO3MOKHOCTE
IUI  Pas3iMYHBIX KOHKPETHBIX peaju3aldii B MHCTpyMeHTax Bepudukaimu. Popmanusanus
OIepaIyH MoMydeHHs HoBoro ykasarens ((l, @),) I0MKHA yCTaHABIIMBATH Ba OCHOBHEIX CBOHCTBA
HOJyYEHHOTO YKa3aTellsd — €ro ajapec W OJ0K MaMATH, a TakKKe YCTAHABIMBATL MOJHOTY JTHX
CBOWCTB, TOJHOCTBIO ONPEAEISIOIMX 3HAUCHUE YKA3ATEN:

Vlia. 0 <aAa<A— block((l,a),) =1,

Vlia. 0 <aAa<A— address((l,a),) = q,

Vp. (block(p),address(p))p =p.

JI71s1 TOJTHOTHI aKCHOMAaTHYECKOTO ONPENeNICHU TCOPUH aAPECHON apu(METHKN OCTaeTcs 3a4aTh
HOCJIEIHIOK0 aKCHOMY, OTPa)KaroOLIyI0 OTPaHMYEHHOCTh Pa3Mepa apeCcHOr0 MPOCTPAHCTBA!

Vp. 0 < address(p) A address(p) < A.

Taxum 06pa3om, B JaHHOM CTAaThE PACCMATPUBACTCS aKCHOMAaTHYeCcKask (POPMYITHPOBKA CEMaHTHKH
TEOPUH OTPAHUYCHHOMN (TO €CTh C OTpaHWYECHHBIM Pa3MEPOM aAPECHOTO IPOCTPAHCTBA) alPECHON
apudmeTnky, BKmodaromeil B ce6s 8 ocHoBHbIX omepammit: (I,a),, block(p), offset(p),
align(p), base(p), p +,i, p—pq U p <, q. B crathe paccMaTpuBaeTCs KOMOMHAIMUS TOH
teopuu ¢ iorukoit QF _UFLIA, onpenenennoii B popmare SMT-LIB. CootBercTByIomas 3agada o
BBITIOJTHUMOCTH (POPMyIT B MOTYUYCHHOW KOMOMHAIMK TEOPHH PEIIACTCS C TIOMOIIBIO TPAHCIIALUH
UCXOAHBIX ()OPMYNT B COOTBETCTBYIOIIME DAaBHOBBIIOIHUMBIE (GOpPMYIBl B 0a30BOH JIOTHKE
QF_UFLIA, xotopas noanep>kuBaeTcst Kak OOJNBIIHHCTBOM COBpeMeHHBIX SMT-pemmrarerneit, Tak u
NpOLEIYpOll BOCIIPOM3BENCHMS JIOKA3aTeNbCTB, peainn3oBaHHOW B cucteme Isabelle/HOL.
OcraBiasicss 4acTh CTaThbU IPAKTUYECKH LIEIUKOM IOCBsIIeHa (GOPMYIIMPOBKE U JI0KAa3aTEIbCTBY
KOPPEKTHOCTH U TIOJIHOTBI COOTBETCTBYIOIIEH NPOLEAYphl TPAHCISAUUU (HOPMYJ U3 MOJTYYECHHOH
TEOPUHU OTpaHUYCHHON ajipecHor apudmernku (qanee — BPA) B noruky QF _UFLIA.
CdhopmynupoBanHas pemiaromias mpoueaypa it teopun BPA takke Oblia peann3oBaHa B BHIC
METO/Ia B CHCTEME aBTOMAaTH3UPOBAHHBIX J0Ka3aTesscTB Isabelle/HOL. Dtor merom coctout B
MHCTAHIIMPOBAaHMU akcHoM Teopun BPA TepmamMu M3 mCXomHOW (GOPMYNBI B COOTBETCTBHM C
[IPEJCTaBICHHON B CTAaTbe IIOJHOM MpOLENypOd TpaHCISLUU, UHTEPIPETALUU IIOJy4YEHHOU
dopmyner B gormke QF _UFLIA  (mpu 3tom cumBoasl  Teopun BPA  craHoBsTcs
HEMHTEPIIPETUPYEMBIMH), IPUMEHEHHN COOTBETCTBYIOIIEH CYIIECTBYIOLIEH MOTHON pemaromeit
npouenypsl ¢ TOMONIbI0 BbI3oBa SMT-pemarenss ©  MOCHEYIOIIETO BOCCTaHOBJICHUS
JoKa3zatenbcTBa cpencreamu cucremsl Isabelle/HOL. B cBoro ouepenp, 10Ka3aTeNnbCTBO MOTHOTHI
NPE/UTIOKEHHOTO METO/a OCHOBBIBAaeTCs Ha mpeoOpasoBaHmM mnoxydeHHOW or SMT-pematens
mojenu B soruke QF UFLIA B mozens Teopun BPA.

Kak ormeuanoch paHee B mpenabiaynieil cratbe [5], HamM He TpeOyeTcs BHOCUTh WU3MEHEHHS B
MHCTPYMEHTBI BOCIIPOM3BEICHHUs JI0Ka3aTeIbCTB cucTeMbl Isabelle/HOL u SMT-pewarens. Kpome
3TOT0, MHCTAaHIIMPOBAHUE AKCHOM UCXOAHOW TEOPUH B COOTBETCTBHUH C ITPEAJIOKEHHOI Nporerypoit
YBEIMYMBACT MCXOAHBIN pazMmep aHaIM3upyeMor (opmynsl He Oonee, yeM JuHEHO. OCHOBHOM
LEeNbl0 Halieid padoThl SIBISJIOCH JI0OKA3aTeNbCTBO IIOJHOTHI M KOPPEKTHOCTH MPEII0KEHHOM
npoIexypsl mpeodpazoBanus hopmyrn u3 Teopuu BPA B moruky QF _UFLIA.

2. Cywiecmeyrowue modesniu adpecHol apughmemuku

Kak mpaBwmiio, mpu MOACTHPOBAHUN CEMAHTUKU MPAKTHYCCKH 3HAYUMBIX (pparMeHTOB s3bika CH
MOJIeTIb aJIPECHON apu(METUKH pacCMaTpUBACTCS COBMECTHO C MOJIENBIO TaMsTH, TO €CTh C
OornepanuaAMU YTCHU U 3allUCU 3HAYCHUS 110 YKa3aTCIIro. Tem He MCHEC, B TCX MOJCIIIX CCMaHTHUKH
SI3bIKa (B YaCTHOCTHU, MOACIIAX HaMHTI/I), KOTOPBIC YYHUTHIBAIOT BO3MOXXHOCTH HCIIOJIB30BAHUA
pa3pelIeHHbIX CTaHIAPTOM ONTUMH3AIHH, KaK MPABHIIO, JIETKO MOXET ObITh BbIIeNieH (parMeHr,
COOTBETCTBYIOIIMKA (OpManu3oBaHHOW B JnaHHOW cTathe Teopun BPA. Cpemu dersipex
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pacCMOTpPEHHBIX HaMu pabor [6-9] mo MomenumpoBaHuio mamstd i s3bika CH  (parMeHr,
COOTBeTCTBYIOIINI Teopur BPA, MoxkeT ObITh BhIIEIEH B BYX padotax — [7] u [9]. B 06eux sTux
MOJEISIX Ul TpEACTaBlICHUsl yKasaresedl Hucroib3yloTces mapel Buzaa (l,0), OTAMYHBIE OT
NPE/ACTaBICHHBIX B OJTOHW crarbe ykasartened Buaa ([,a) TOMBKO HENOCPEACTBEHHBIM
UCIIONIb30BAaHUEM CMEIIEHHsT BMECTO ajpeca. B Takux Mopensix MOXKHO OIpeAeIUTh
COOTBETCTBYIOIIUE TIOHATHS CMEIICHUS U 0a30BOT0 aJipeca Tak, YTo akCHOMBI Teopuu BPA OynyT
BBITOJTHEHBI (/IOKA3aHHBI) KaK JIEMMBI (TCOPEMBI) COOTBETCTBYIOIICH MOJEIH MaMsaTH. B Takom
cirydae teopust BPA Oyznet sBisAThCS (parMeHTOM MOJCIH ITaMSTH, M €€ CEMaHTHKa OyIeT HaIeKHO
NpUOIMKATH CEMAHTHKY BCEX MPHUCYTCTBYIOILIMX B HEH OMepaluii aapecHoi apupMeTHKH, KpoMme
CpaBHEHMs YyKas3aTeleldl Ha paBeHCTBO. lIpenycioBue omepaluu CpaBHEHHs YyKazaTeneil Ha
PaBEHCTBO HE BRIpa)KaeTcs B MOHATHAK, POpMaIM30BaHHBIX B paMKax camoi Teopun BPA (B Heit
HEeT [OHATHS BAJIUIHOCTH YKazaTenis), W MOITOMY MpHUOIIKAeTCss B HEH CHH3Y, TO €CTb
OTIpeNIeIIeTCSl CEMaHTHUYECKH OoJiee CHITbHASL olepanusi. JDTO He MEMIaeT, OAHAK0, (OpPMaIH30BaTh
TaKKe U KOPpEeKTHOe (BepxHee) NpHOIMKEHHE ONepalliy CPaBHEHHUs yKaszaTeleld Ha paBeHCTBO (C
HUCIIOJIb30BAHUEM (bOpMaHI/ISOBaHHOFO B MOACIH IIaMATHU IIOHATUA BaJ'II/I[[HOCTI/I), HO I
MOJYYSHHOW B pe3yJsibTaTe TEOpUH He OyeT B MOJHOW Mepe paboTaTh Mpoleaypa, npeAcTaBlIcHHas
B IAaHHO#1 CTaThe. DTO 03HAYACT, UTO B PAMKaX MOJICNICH TaMsITH, IPEACTABICHHBIX B paboTax [7] u
[9] npencraBnennas B 3TOM cTarhe pemaroiias npoueaypa it teopun BPA Gyner HemomHOM
TOJIBKO JUTSL CITy4aeB CPaBHEHHsI Ha PABEHCTBO yKas3areseil Ha [Ba Pa3iMYHBIX OJIOKA TaMATH, IO
KpaiiHeil Mepe OJIUH U3 KOTOPBIX HE SIBJISIETCS BAIUAHBIM. TeM He MeHee, TaK KaKk TaKue CIydau Ha
MpPaKTHKE JOCTATOYHO PEIKH, MONHAs pelarolnas npoueaypa amst teopuu BPA moxer ObITh
CYIIECTBEHHO HCIOJb30BaHA KaK JJIsl YIPOIICHUS J0KA3aTENbCTB B MOAOOHBIX MOIEISIX MMaMSITH,
TakK U Jisl IOMCKA KOHTPIPUMEPOB YTBEPXKICHUI B paMKaX 3TOH TEOPHH, IS KOTOPBIX COXPAHSIETCS
MOJHOTA.

[pexacraBnenubie B AByX Apyrux padorax ([6] u [8]) Mogenu mamsiTu menaroT MpeanoNoKeHUs O
CEeMaHTHKE aJIPECHON apu()METHUKH, CYIIECTBEHHO OTIMYAIOININECS KaK OT CEMaHTHKU Teopun BPA,
TaK U OT CEMaHTHKH CaMoro s13bika CH ¢ TOYKH 3pEHHS ONTUMH3UPYIOIIETro KoMImwisTopa. B padore
[6] (ucmonp3oBanHOW Ha mpakTHKe Tpu Bepubmkaimum Koma Mukposgpa L4[11]) wHe
pacCMaTpuBaAIOTCA YHUKAJIbHBIC I/II[EHTI/I(I)I/IKaTOpI)I 6J'IOKOB, IMPUITMCBbIBAEMBIC pa3JIMYHbIM 00BEKTAM
B MaMATH [POrpaMMbl ONTHUMHU3UPYIOIIMM KOMIIWIATOPOM. YKa3aTead HENOCPEICTBEHHO
COOTBETCTBYIOT XpaHHMBIM ajpecam. B paGote [8] 3HaueHus aapecoB OOBEKTOB B MAMATH
mporpaMmMbl HE OTPAHUYCHBI CBEPXY U MOTYT 6LITI) NpeACTAaBJICHbBI MaTEMATUYCCKUMU TCJIBIMU
(mpenmonaraeTcss OTCYTCTBUE TEPETIONIHEHUN 3HAauYeHUsl ykaszarens). Takum obOpaszom, obe 3THX
MOJICNIM YITyCKAIOT CYIICCTBEHHBbIE HA MPAKTHUKE ACIEKThl CEMaHTHKH yka3zateneil B si3bike CH.
Jlpyrue npuMepsl HEOYEBUAHOTO MTOBECHUSI IIPOrPaAMM MPH KCHOJIb30BAHUH OTIEpPAInil BEIYUTAHUS
Y MPUCBAMBaHKs yKa3aTeliei, COOTBETCTBYIOIHE TEM He MeHee cTanaapty si3bika Cl1, npuBeneHs
B pabote [10].

3. OcHoeHbIe onpedeneHusi

B cramgapre SMT-LIB [13], QF UFLIA — o310 snoruka GecKBaHTOPHBIX (OPMYT C
HEMHTEPNPETUPYEMBIMH  CHMBOJIAMH M DPaBEHCTBOM B KOMOMHAIMM TEOpPHH JIMHEHHOM
LENIOYNCIIEHHOW apudmMeTnkn u HemHTeprperupyembix ¢ynkuumit. Jloruky QF UFLIA moxHO
paccmatpuBaTh kak koMmOmHanuio noruk QF LIA u QF UF. QF LIA 00603Ha4aroT 3aMKHYTHIE
O6ecKkBaHTOPHBIE (DOPMYIIBI C PABEHCTBOM B TEOPUH JTMHEHHOU 1enouncieHHoi apudmeruxu (LIA).
B curnarypy 3Toi Teopuu BXOIAT clienyroiine GyHKIHOHaIbHbIE cuMBOIbL: {+,¢ X:, < }, e ¢
— mnenouncienHas koHctaHTa. QF UF o6o3nauaer 3amMKHyThIE OECKBAaHTOPHBIE (GOPMYIBI C
PaBEHCTBOM B TEOPHH HEHHTEPIIPETUPYEMBIX (DyHKIIUH.

Teoputo orpaHuueHHOW ajpecHO apupmetrnku BPA OymeM 3amaBaTh aKCHOMATHYECKH Kak
pacummmpenne Jjorukd QF UFLIA. B curmatypy OaHHOW TEOpHMH BKIIOYHMM  CJICIYIOLIHE
(YHKIIMOHATIBHBIC CUMBOJIBI:
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{'<p " +p " —p block(), base("), of fset(:), align(:), (-;), }.

Tepmbl B 3TO# Teopun MOTYT OBITH OBYX Pa3IMUYHBIX COPTOB — yKaszaTenH M Ieinble. CeMaHTHKA
IpeAnoaraeT MOJASIUPOBAHUE yKa3aTelel Kak yNOpSAOYCHHBIX Map — (WEJI0e YHCIo, LIENoe
YHCIIO0), TJIE IEPBBIN SIEMEHT Maphbl COOTBETCTBYET YHUKAILHOMY HICHTH(UKATOPY OJI0Ka IamsITH,
a BTOpOIl — XpaHUMOMY B yKazaTese ajapecy. [Ipon3BoNIbHBII yKa3aTeab MOXKHO TaKHM 00pa3oM
TIOJTyYHTh MPH OMOIIHY COOTBETCTBYIomEH dynkuuu (-,'),. HepopmanpHas ceMaHTHKa OCTATbHBIX
(yHKIIMOHAJIBHBIX CHUMBOJIOB ObliIa 00BsSICHEHA paHee BO BBEACHHH.

s pemienus 3aja4u 0 BBIOJIHUMOCTH (opmyn B Teopun BPA Gynem mcnonbs3oBaTh npouenypy
tpancisnuu B moruky QF UFLIA. IMponenypa npeobpazoBaHus HCXOTHOH GopMyIIsl F' cOCTOUT U3
MIOCJIEI0BATEILHOTO HHCTAHIIMPOBaHMs akcuoM Teopur BPA. HcTaHnmpoBanueM akcnomMsl A 1t
HeKoTopoi (opMynsl F OyneM Has3pIBaTh B3SATHE KOHBIOHKIUU F C DK3EMIUIIPOM aKCHOMBI A, B
KOTOPOM BMECTO BCEX IIOAKBAHTOPHBIX IIEPEMEHHBIX MOACTABICHBl HEKOTOPHIE ITOITEPMEI
¢dopmynsl F cootBeTcTBYyOIero copra. [loarepmsl popmyisl F BHIOMPAIOTCS COTJIACHO MTPpaBUIIaM
NpoLeaypbl WHCTAaHLIMPOBAHUS — TPHUITEpaM, 3aJaBacMbIM OTAENBHO ISl KaXKJOH aKCHOMBI
Teopud. MHCTaHIMpOBaHWE BBIMOJHSAETCS IOCJEIOBATEIbHO JUIS BCEX aKCHOM M IOATEPMOB
UCXOAHOW (popMyJIbl F, KOTOpBIE YIOBIETBOPSIOT 3aJaHHBIM TpUrTepaM. B pesynbraTe nomyyaercs
tdopmyna F*, xoropas unTeprnperupyetrcs B noruke QF UFLIA. Ha ¢opmyne F* 3amyckaercs
pemratromias npouexypa SMT-pemrarenst 11 3Toi JIOTHKH, KOTOpast sIBIsieTCsl MOMHOH. B cimydae
HEBBITOMHUMOCTH (opMynel F* B pe3ynpTaTe IOJydaeTcsl I0Ka3aTelIbCTBO, KOTOPOE 3aTeM
BocnpousBoautcs (cepruduuupyercs) cpeacrsamu cucrembl Isabelle/HOL [14], [15]. B ciyuae
BBITIOJTHUMOM (hOpPMyYJIBI MOJHOTA PEMIAIoIIeil PoNeypbl TapaHTUPYET CYLIECTBOBAaHUE MOIEIH
hopmymsr F*.

Jnist nokazatenbeTBa MOJHOTHI MPOLEAYphl MHCTAHIIMPOBAHHS pacCMaTpUBaeM Cllydaill, KOTAa Mbl
MOJYYHIIH HEKOTOpYIo Mojaenb R dopmynsl F*. Ha3zoBem momens R dopmynsl F* peamusarmeit
¢dopmyansl F. B naHHO# cTaThe MBI IOKa3bIBa€M, KaK M3 pean3aiuid R MoxeT ObITh BOCCTaHOBJIEHA
noJHas MoJiestb M ucxomHoi ¢popmynsl F B Teopun BPA.

Hamum ¢dopmansHoe onpexaencHue teopun BPA. Ilycth Z — MHOXKECTBO mHeibiX uucen, P —
MHOXKECTBO yKasaTejiel, ), = {+p,><p, <p block,base,of fset, align, (-,-)p} — CHTHarypa
teopun BPA. Akcuombl Teopun BPA moryr ObiTh 3amucanbl B soruke QF_UFLIA. Onu
Npe/ICTaBJICHBI Ha puc. 1.

4. NMpouyedypa uHCMaHYuUpPoB8aHuUsl

3aganuM npouenypy tpaHcasiuuu popmyisl F B Teopun BPA B paBHOBbIONHUMYIO hopmyity F* B
moruke QF _UFLIA. [lamHas mpomenmypa WCHONB3YeT TOJNBKO aKCHOMBI Teopuu BPA,
HpeaCcTaBlIeHHbIE Ha pHUC. 1, M ompeaessieT sl UX MHCTAHUMPOBAHHUS TPUITEPHI CICAYOLINM
obpazom:

e (A,) MHCTaHIMPYETCS BCEMH YKa3aTeIbHBIMH TEPMaMu p B popmyre F;

e (Ay) MHCTAaHIMpPYETCSI BCEMH yKa3aTeJIbHBIMU TepMaMHu p B hopmyite F;

e (A¢) MHCTaHIMPYETCS BCEMH yKa3aTeIbHBIMU TepMaMu P B popmyrne F;

e (A,) vHCTAaHIMpPYETCs BCEMH yKa3aTeJIbHBIMH TepMaMH p B popmyite F;

® (A.) MHCTaHIMpPYETCS TEPMaMU P M ¢ JUIs IFOOOTO TepMa BUIA p <, q B popmymne F;
e (A_) MHCTaHUMpYETCSA TEPMaMH P U ¢ JUIA JI0OOTo Tepma BUIa p —, q B hopmyie F;
® (A,) VHCTaHIMpYETCS TEPMaMM p | i 1JIs 1oOoro TepMa BUIa p +p, i B hopmyrne F;
e (A,) MHCTaHUMpYETCA TEPMaMHU P H [ JUIs JII0OOTo Tepma BUaa p +, i B popmyne F;
e (A,) uacrannupyercs repmamu [ u a qis moboro Tepma Buna (I, a), B popmyne F;

* (Ap) uucranmupyercs TepMamu [ u a s moboro Tepma Buaa (1, a), B popmyne F.
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HpI/IBeﬂeHHLIC IpaBuJjia Ha3bIBAOTCA TPUTTCPAMU COOTBECTCTBYIOIINUX aKCUOM.

3= {+p, —p» <p, block, base, of fset,align, (~,~)p},
p,q EP; La,ijeE Z.
block(p) € Z,base(p) € Z,of fset(p) € Z,align(p) € Z,(l,a), € P.
Beedem obosnauenus:
address(p) = base(block(p)) + of fset(p),
p Il g = align(p) = align(q),
p A q = block(p) = block(q),
p Ao q=p A qAaddress(p) # 0 Aaddress(q) #0

range(p,i) =
0 < address(p) + s xi A address (p) +sXxXi <A, 20es, A€ Z—
KOHCIMAHMbL.
ﬂaﬂee onpe()eﬂuM aKcuomol.
Vp,q € P.p Agq = (p < q) < of fset(p) < of fset(q), (49)
vp € P.(block(p), address(p))p =p, (4,)
Vp € P.0<align(p) A align(p) <s-—1, (Ag,)
Vp € P.0 < address(p) A address(p) < A, (A¢)
VD,.q€P.p Agqg Aplig=

s X (p —p q) = of fset(p) — of fset(q), (A-)
Vp € P.offset(p) = s x quot(p) + align(p), (4,)

Vi € Z.Vp € P.address(p) # 0 Arange(p,i) = p+,iAp (Ap)

Vi € Z.Vp € P.address(p) # 0 Arange(p,i) =

offset (p+,i) = of fset (p) +sx i (A

Via €L 0<aAra<A = address((l,a),) =a (A
Via €Z. 0<aha<A = block((,a),) =1 (4p)

Puc. 1. Akcuomamuka meopuu 02panuieHHOU a0pecHol apu@pmemuKu
Fig. 1. Axioms defining the theory of bounded pointer arithmetic
O6o3naunMm 3a F* opmyny F mocie BBIIOJHEHHS alrOPUTMa HHCTAHIMPOBAHUS aKCHOM.
O6o3HaunM 32 F= MHOXKECTBO 3K3EMILIAPOB AKCHOM, MOIYYEHHBIX [OJCTAHOBKOM TEPMOB BMECTO
TIO/IKBAHTOPHBIX IEPEMEHHBIX P U q B akchoMe (A<) Ui mo0oro TepMa BUaa p <, q B hopmyie F.
AHaNoOruYHO onpeeuM MHOKecTBa FP st (Ap), F% s (Ay,), FE nns (Ag), F° st (A,), F A s
(Ap), F* nna (A,), F~ nnsa (AZ) u, nakoneu, F® nna (A,) u FP nna (A,). Homydennas nocie
MHCTaHIMPOBaHUs (popMyia F* Torjga MoxeT ObITh 3aIicaHa CJIEAYIONIMM 00pa3oM:

F* = F ANFP ANF”® ANF€ ANF° ANFA ANFY ANF™ ANFSANF® ANFP.
®opmyna F* untepnperupyercs B toruke QF_UFLIA, Tak uro Bce cumBouibl Teopun BPA B Heil He
uHTepnpeTHpytoTes. Tak kak Gpopmyna F* nomyyaercst U3 F TOJIBKO C HOMOIIIBIO HHCTaHIIUPOBAHUS
akcroM Teopun BPA, u3 Beimonmnumoctu popmynsl F B BPA crienyer BeimonHnMocTs F* B JIOTHKE
QF_UFLIA, uTo coOTBETCTBYET KOPPEKTHOCTH HPEICTABICHHOI MPOLIEAYPbI TPAHCIISLIHH.

5. [lokazamenbcmeo nosiHomsl

Paccmorpum npousBonbHyo opMyity F B Teopun BPA, e€ Tpancisinuio F*, momydeHHyr0 depe3
NpoLEeypy MHCTAaHLMPOBAHUS aKCHOM, M MOJENb R, Momyd4eHHyro At TpaHcisiuuu F* B joruke
QF_UFLIA, xoTopyto MBI Ha3bIBaeM peaim3anneil. YkazaTeabHbIe TepMBI Janiee OyaeM 0003Ha4aTh
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OykBaMH p U ¢, a LIENOYHCIICHHbIE TepMbl — OykBamu [,a,i u j. JloKa3aTeabCTBO MOJIHOTHI
OCYIIECTBIIIETCS C TIOMOIIBIO BOCCTAHOBIICHHS Monenn M ucxomaHoi ¢opmynsl F B Teopun BPA u3
peanuzanuu R.

Jns Hayana nmpuBeneM HECKOJIBKO BCIIOMOTATENIbHBIX JIEMM.

Jlemma 1. Tepm suoa block(p) npunaonexcum ¢opmyne F* mozda u moavko moeda, Koeoa
COOMBEMCcmaYIoWUll ykazamenvHulli mepm p npunadaedxicum F.

Jlemma 2. Tepu 6uda address(p) npunaoresxcum gopmyne F* mozoa u monvko moeda, ko2oa
coomeemcmsyrowull adpechvili mepm p npunaonexcum F.

Jlemma 3. Tepu 6uoa (1, a), npunaonexcum gopmyne F* mozoa u monvko mozoa, ko20a 6o o
ucxoono npunaonexcum F, aubo noomepm | umeem euo block(p), a noomepm a — e6uod
address(p), 20e coomeemcmayrowuil yrkasameivbhvlil mepm p npunaonexcum F.

ﬂOKaSaTeJ'H)CTBO OTUX JICMM OCYHICCTBIIACTCA HCNOCPCACTBCHHBIM nepe60p0M NPUBCACHHBIX
IpaBUJI NHCTAHIIUPOBAHUS.

Jlanee namyM HECKOJNBKO JONOJIHUTEIbHBIX 0003HAYeHHH, KOTOpble MBI OyJeM HCIIOJIb30BaTh B
JokazarenscTBax. OmpenenyM o0pa3 moaMHOXecTBa X MHOKecTBa A NpHU OTOOpaKeHHH C
nomolinsto Gynkuun f: A = B kak f[X]. Beenem crnenyromiee o603HaueHue:

{FCO)IPX)}=f[{x 1 P(x)}], rtme {x|P(x)} — MHOKECTBO TEpPMOB X,
VIOBJIETBOPSIOMINX MpeauKary P(x).
Jaiee ompenenuM cieayomue MHOXKECTBA:

PR = {p® | address(t) € F*},

R — [(JR R x

R ={@®, a®) | (b,a), € F'},

LA = (Z x [0, AD\LR, rze, p®, IR u a® 0603HauaroT 03HauMBaHKS COOTBETCTBYIONINX TEPMOB
p, l v a B peanuszanmu R. Taxke BBezieM QyHKIHIO () | MpeoOpa3oBaHusl yKas3arels B apy, KoTopas
sBnseTes caeyrommm cokpamenuem: p, = (block(p), address(p)).

Peamusanus R yKe CONEPKMT yacTUdHble Mojenu (yHkuuit (v,), ¥ | Ha COOTBETCTBYIONIMX
muoxkecrBax L* u PR. Pacemorpum dyrxumn (+,)5 u -§, kotopsle GyneM cunTarh peannsarisMu
coorBercTByrommX GyHkumii (), u -, Ha MHOxectBax LF m PR coorsercraenno. Jlokakem s
HHX CIIEJyIOLIHe CBOMCTBA:

Jlemma 4. [PR1R < LRN(Z x [0, A]). TokasbiBaeTcs ¢ moMompio emMm 1-3.

Jemma 5. [LR]3 € PR. TlokasbiBaercst ¢ momouibro siemm 1 u 2.

Jlemma 6. -® unvexmusna na mnoocecmee PR. Cnenyer us nemm 1-5 1 nmpaBuia MHCTaHLMPOBAHMS
axkchomsl (Ap).

Jlemma 7. -8 ciopvexmueno omobpasncaem PR na mmoocecmeo smauenuii LR 0 (Z x [0, A]).
Crenyer u3 1eMM 1—5 u paBuila HHCTaHIIMPOBAHUS aKCHOMBI (A¢).

Jlemma 8. -8 aenaemca 6uexyueti mesicoy muooncecmeamu PRu LR 0 (Z x [0, A)), a ¢ynxyus (-,-)5
na muosicecmee LR N (Z X [0, A]) sersemea obpammoii x ueii.

IlepBas yacTh yTBEpKIAEHUs O TOM, 4TO -} sBIAETCA GUeKImMeil HEMOCPEICTBEHHO CIIEMYeT U3 IEMM
6 n 7, a oOparHas GpyHKIUS MOXKET OBITh OJJHO3HAYHA OXapaKTepPH30BaHa ypaBHEHHUEM

(-BY"Y(p")R = p’ ansa mo6oro p’ € PR. Ho ams kaxmoro Takoro p’ Bepro, uto p' = pR, rne
address(p) € F*. 13 nemmsl 2 crieyet, uto p € F. Jlanee, COrJIacHO MPaBUIy HHCTAHIIUPOBAHHMS
aKkCHOMBI A, BEpHO, 4TO (block(p), address(p))p =p. Takum o6pasoM, oOparHas K

onexrnsroi -§ pynxums (-§)7! cosnamaer ¢ (-,-)K.

TTomyuuM CHTYaIHIO, H300pakeHHYI0 Ha puc. 2, Tae -F spnsercs 6uekuueit mexay PR u LR N (Z x
[0,A]) (ua puc. 2 3TO MHONKECTBO 00O03HAYEHO ABOWHOM mITpUXOBKOiM), a (+,-)® onpenenena na
muoxkectBe LR u sBnsercs obpatnoit k R ma PR. Paccmorpum Temepr muoxkectBo LA =
(Z x [0, AD\LR. OHO umeer He Gonee, 4eM CUETHYI0 MOIIHOCTb. BbIOepeM IIPOM3BOILHO
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COOTBETCTByIOMIEe (KOHEYHOE, JIMOO CUETHOE) YHUCIIO Pa3IUYHBIX DJIEMEHTOB M3 KaKOTO-JTHOO
CYETHOTO JIOMEHa M 0003HAYUM TOTy4EHHOE TaKMM 00pa3oM MHOXECTBO JJIEMEHTOB 4epes  Z,.
Teneps B KauecTBe JIOMEHA yKasaTellell B BOCCTaHOBIEHHOM Mojenu M Bo3bMeM MHOxkecTBO PR U
Z,. O6osuadum ero PM. Tak kak MHOXecTBa L* ¥ Zj 1O NMOCTPOCHHIO MMEIOT OXMHAKOBYIO
MOIIHOCTh, MEKIY HHMH CyIIeCTByeT Ouekims. I[IpOM3BOIBHO BbIOEpEM TaKyl0 OHEKIHUIO,
ONpe/IeNICHHYI0 Ha MHOKECTBE Zj, ¥ HA30BEM €€ |, a 00paTHYIO K Hell (yHKIIHIO, ONpeieeHHYI0
Ha MHO>KecTBe L4 — (+)p- Benem coxpamenus p) = (block’(p), address’(p)) u onpenenum

address'(p) — base®(block’ (p)), block'(p) € {I? | base(l) € F*}
address'(p), unaue

of fset' () = {

R
Ak

Puc. 2. Pacuupenue 6uexyuu mexcoy muoxcecmeamu PR u LR 0 (Z X [0, A]) na muoscecmea PM = PRy
Zy, uZ % [0,A]
Fig. 2. Extending the bijection between P® and LR 0 (Z X [0, A]) to the whole sets PM = PRy Ly, and T. X
[0, 4]

Teneps MBI TOTOBBI BBECTU OIIPEIEIICHUE BOCCTAHOBICHHON U3 peanu3auuu R nonHoi monenu M
ucxomHot ¢gopmynasl F B Teopum BPA, koTopoe mnpexacraBieHo Ha puc. 3. Jlamee JoKaxeM
HEOOXOIUMBIE CBOMCTBA 3TOTO OIIPECIICHHS.

Jlemma 11. Boccmanosnennas mooenv M na pucynke 3 00HO3HAUHO onpedenena.

BoccTanoBeHHas MojieNlb M, MOKa3aHHas Ha puc. 3, BKIIOYAET B cebs onpenenenue nomena PM
BCEX YKazaTeJIeH, a TaKKe ONpeleNIeHUs] MOJeNei Al BceX (PYHKIMA W3 CUTHATYypBl Teopuu BPA.
OtH QYHKIMK MOTYT BO3BPAIaTh JIEMEHTHI JIByX COPTOB — IIEJbIC YUCIIA U YKa3aTelu.

Takum 00pa3oM, MbI JIOJDKHBI [T0Ka3aTh, YTO (GYHKIMH, BO3BPAIIAIONINE YKa3aTelHd, ONpeaeIeHHbIC
Ha PHUCYHKE, JEHCTBUTENHLHO OTOOpa)aloT Jr00yl0 KOMOWHALIMIO CBOMX apryMEHTOB, B3SITHIX M3
COOTBETCTBYIOLIUX JIOMEHOB, B SJIEMEHTHI JIOMeHa ykasareneit PM .

Paccmorpnm cirydan juist yrkuan (+,-)y . B nepsom ciyuae (1, a)y € PR s mo6oit mapei (1, a) €
LR cornacuo nemme 7. Bo Bropom ciyuae (I, a), € Zp' € PM no moctpoenuto gomena PM. B
TpetheM ciydae €PM € PM o ompenencHmio smcmioH-omepaTopa Immnbepra € (BHIGOP
IPOH3BOJIBHOIO HIEMEHTA U3 HEMlyCTOr0 MHOXKECTBA), TaK Kak B o0weM ciyyae mbo Z,', mibo PR
Henyctel. OcraBuiasicsi ykasarenbHas (QyHKUus +, B Mogend M OJHO3HAYHO ONpEENICHA C
ucnonb3osanneM GyHkuun (-,)5.

Jlemma 12. Axcuomet (Ap), (Ae), (Ag,) u (Ay) meopuu BPA evinonnenst 6 mooeau M.

Jlemma 12. Axcuomol (A<) u (A_) meopuu BPA coxpansiomes 6 modenu M.
Jlemma 14. Axcuomor (Ap) u (A) meopuu BPA coxpansiomes 6 modenu M.
Jlemma 15. Axcuomor (Ap) u (Ag) meopuu BPA coxpansiomes 6 modenu M.

190



Cagpikos P.®., Manapsikua M.Y. TTonHas pemaromas mpomueaypa Ajs TeOPHU OrpaHHueHHO# anpecHoit apudmeruxn. Tpyost MCIT PAH, Tom
33, Boim. 4, 2021 r, c1p. 177-194

Jlemma 16. Mooerv M mooicem 6vimb pacuiupena HeuHmepnpemupyemvimMuy KOHCMAHMAamu,
xomopwie codepacamces 6 F mak, umo ons 1106020 noomepma t € F e2o unmepnpemayuu 8 mooeau
M u 6 peanuzayuu R cosnadarom, mo ecmo t™ = t&,

PM = PRUZ),

GLa)E  (Qa)elk
Loy ={0a)y,  (a)éLRae(0,A]
ePM, (La) & LR,a ¢ [0, A]

blockR®(p), pePR
block'(p), p & PR

of fsetR(p), p € PR
offset'(p), pé¢PF

baseR(l), 1€ {IR|base(l) € F*}
0, ¢ {IR|base(l) € F*}

block (p) = {
of fset" () = {

baseM(l) = {

align®(p), pePR

Ry —
align®(p) {offset’(p) % s, p & PR

Mo quotR(p), p € PR
quot™(p) = {offset’(p) +s, p¢PR
p+ii
B p+ii,  (p0) €{@RiM)Ip+yi €F*}
~ | (block™(p), (address™(p) + s X i) % A + 1)M, (p, 1) & {®,i®)|p+,i € F}

o { r—34 @ e{®q®lp—pqeF?
P7v 4 (offset™(p) — of fset"(q)) <, @@ e {@?ip—picF }

M ={ r<pqa (@@ e{@?dp<, qeF}
P=r 97 offset(p) < of fset'(q),  (0.q) & (PR, qIp <, q € F*}

Puc. 3. Onpedenenue soccmanosnennoii mooenu M ¢opmyner F 6 meopuu BPA
Fig. 3. Definition of the reconstructed model M for the formula F in BPA
ITonHoTa npoueaypsl HHCTAHIMPOBAHUS HAMIPSMYIO CIAEAYET U3 NePEUUCICHHBIX JIEMM:
Teopema 1. Kaoicoas beckeanmopuas gopmyna F evinornuma ¢ meopuu UPA moeoa u moavko
moeda, kozoa eé mpancaayus F*evinornuma 6 nocuxe QF UFLIA.

6. ®opmanusayus

Jloka3arenbCTBO MOTHOTHI, OIMCAaHHOE B IIPEABIAYIIEM pa3ielie, i OblIo (JOPMaIU30BaHO B CHCTEME
Isabelle/HOL. C nempto 0600meHus (opMann3andy Ha CIydail MPOW3BOJIBHBIX PaCIIUPEHUH
noruku QF UFLIA pa3nuuHbIME aKCHOMAaTHYECKH 3aJlaHHBIMH TEOPHSIMH sl (hOPMabHOTO
npencTaBieHus (GopMya MbI MCHOJIB30BAIHM HETHIHM3MPOBAHHOE IIIyOOKOE TOTPYKEHHE BCETO C
JIBYMSI KOHCTPYKTOpaMH — TIpUMEHEHHE (QYHKIMH K aprymeHraM (App) M IOIKBaHTOPHAs
nepeMeHHasi (Var). CBoOoOaHBIE INEpEeMEHHblE, WJIM HHa4€ HEUHTEPHPETHPYEMbIC KOHCTAHTBHI,
HPEICTABIAIOTCS. B 3TOM CiIydae KaK HPUMEHEHHS COOTBETCTBYIOLICH HEMHTEPIPETHPYEMOU
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GYHKIMH K IIyCTOMY CHHCKY apryMeHTOB. KBaHTOpHI SBHBIM 0O0pa3oM He BKJIIOYAIUCH B
IpeacTaBieHle, BMECTO 3TOTO Ul Kakaod (OpMyIbl W3 MHOXKECTBA aKCHOM TEOPUH HESBHO
HCIIONB30BAIACh CXeMaTHYecKas KBAHTH(HUKALHS 110 BCEM ITOJIKBAHTOPHBIM IIEPEMEHHBIM, KOTOPbIE
BCTPEYAIOTCSl B TEJE€ aKCHOMBI. Takke A ONIpeNeNieHHs CEMAaHTHKU J3TUX KBaHTOPOB OBLIO
OIIpEZIEJICHO TOHSATHE O3HAUYMBAHUS HE3aMKHYTOTO BBIPRKCHHS, B KOTOPOM BMECTO OLICHKH
cBOOOIHBIX (TIOKBaHTOPHBIX, HO HE CBSI3aHHBIX) NEPEMEHHBIX MCIONB3YeTCs T0JICTaHOBKa. bomee
MOAPOOHO 3TOT MpUEM ONKCAH B Hallel crarhbe [5], KoTopas MUCHONb3yeT aHAJOTHYHBIN ITOIX0 K
uHTepnperauuu popmyn. Takum oOpa3om, B XoJe AaHHOI paboTe MBI IOATBEPAWIN, YTO paHee
CHCTaHHYI0 (OPMAaM3ANHI0 U3 CTaThU [5] MOXKHO YCIIEIIHO HCIIONB30BaTh KaK OCHOBY B XOJIE
JIOKA3aTeJIbCTBA ITOJTHOTHI HOBOH aKCMOMAaTHYECKOW TEOPHH.

Taxoke CTOUT 3aMETHTh, YTO B NEPBOHAYAIBEHO CHOPMYIMPOBAHHON HAMH BEPCHH TPHUITEPOB IS
akcuoM (Ao,) u (A,) UCHOIB30BATIOCH HHCTAHIMPOBAHUE HE BCEMH YKAa3aTeJbHBIMH TEPMaMH
HCXOJHOW (OPMYJBI, a TOIBKO TepMaMmu p i moatepmoB Buaa align(p). Ognako B Xxoje
BepU(UKAIUK BBLICHIIOCH, YTO TaKas IPOLEeAypa TPAHCIISAILUH He SBISCTCS MOJTHOM, B YaCTHOCTH,
tapronorus address(p) # 0= p —, (p +, 0) = 0 Teopun BPA He BhIBomMMa C THOMOIIBIO
TaKoii mpouexypsl. Takas omibka Moria Obl B IPHHIIKIIE HAWTHCH M IPU TECTUPOBAHUH MPOLIETYPHI
TPAaHCIALMH, HO MOA0Op JOCTATOYHO IIONHOrO Habopa (GOpMyN Ui NPOBEPKH MPOLEAYPHI
TPAHCIILMK C TOMOIIBIO TECTOB TAaKXKE JOCTATOYHO CIIOXKEH Ha MpakTHKe. DTO OTYACTH
OIpAaBJIbIBAET NPUMEHEHHE C IENbI0 MPOBEPKH KOPPEKTHOCTH PEUIAIOIINX IPOLEAYpP CHUCTEM
ABTOMATU3MPOBAHHOTO JI0KA3aTENILCTBA TEOPEM, TakuX Kak Isabelle/HOL.

CoortBetcTBylomas Gpopmanu3anuu teopus Isabelle HaspiBaeTcst TSMT Pointers Complete [17].

7. QanbHelwue uccnedoeaHusi

OCHOBHBIMH HAIPaBJICHUSIMH OyIyIiiell padOThI BKITIOYAIOT Pa3paboOTKy HEKOTOPBIX MPEICKa3yeMBbIX
(XOTI W HENONHBIX) MOAXOAOB K 0O0pabOTKe KBAaHTOPOB, BCTpEYAMONIMECs B MHedn 0e3
COOTBETCTBYIOIUX TPHUITEPOB (CTpaTerud Juisi 0OpabOTKM KBAHTOPOB BHYTPH CYIECTBYIOIIUX
pemareneii oueHb 3(GEKTUBHBI, HO PEAKO mpeickadyembl). Eille 0HO Ba)KHOE HampaBlieHUE —
¢dbopManmzanus ¥ OIEHKA PElICHHS, OCHOBAHHOTO HAa peallu3alud MPOLEAypbl Ui APYTUX
Pa3peuIuMbIX TEOpUi, TaKUX Kak 3()(HEKTUBHO pa3peiumMbiii pparMeHT TeOPHUH OMT-BEKTOPOB —
MOHOTOHHBIE (POPMYITBI HaJl PABEHCTBAMU MEX]y BBIPAKECHHUSIMH C TIOOUTOBBIMH OIEPAIIASMH.

AKCHOMBI, (OpPMATH3YIOIINE CEMAaHTUKY IOOMTOBBIX OTNepanuii MOTYyT HMETh OOIUi BHJ

Vby...bp ly... Ly L. P(i’f1(b1..n: ll..m)!!gl(ll..m'i): ---'fk(bl..n' ll..m)”gk(lL.m: 0)), roe ! — or0
B3ATHE 3HAYEHHUs OWTa (KaK MpeuKaT), a f; (m, E) ng; (H, i) oguHAKOBBIE (00IIHE) IS BCEX
P, To ecTh B pasHbIX akCHOMaXx OJHOH f; HE MOXET COOTBETCTBOBaTh pasHblil g;. To ecTh Kax/as
¢byHKIMA (oTIeparys) OT BEKTOPOB MOXKET BXOJUTh B AKCHOMBI TOJBKO C OJTHUM COOTBETCTBYIOIINM
WHJICKCOM, 3aBHCSIIUM OT MOAKBAHTOPHOW mepeMeHHOH. Ecim neneBas ¢opmyna B Teopuu
OWUTOBBIX BEKTOPOB SIBIISETCS MOHOTOHHBIM IPEIMKATOM OT PAaBEHCTB MEXIy IOOMTOBBIMU
BBIP@KECHUSIMH, TO TMPOBEPKY CYIIECTBOBAaHMS €€ MOJEIM MOXHO CBECTH K IIPOBEPKE
CYIIECTBOBaHUSI HEKOTOPOro HabOpa HMHIEKCOB OMTOB, B KOTOPBIX HapyIIEHBHI HEKOTOpBIC M3
paBeHcTB. Torzia Bce akCHMOMbI MOXHO WHCTaHIUPOBaTh COOTBETCTBYIOIIMMHU CKOJIEMOBCKHMH
MHJIEKCAMH, MPU 3TOM JUISi OCTABIIMXCS MHICKCOB CYIIECTBOBAHHME MOJIENH JOCTATOYHO OyAeT
MPOBEPHUTH OJIMH pa3 B 00IIEM cilydae, Tak KaK pa3Hble OUTHI OJHOW ONepalny He 3aBUCAT IPYT OT
JIpyra B CUIly OTpaHHYEHHs] Ha OJIHOKPATHOE UCIIOIb30BaHHE MH/IEKCOB. [I0OMTOBBIMHU ONepalusiMu
SIBJISIOTCSI, HAlpUMeEp, ONepanuu U3 si3blka nporpammupoBanus Cu — &, |, 7, ~, <<, >> #
LIEJIOYHCIICHHBIE ITPUBE/ICHHS THIIOB. B caMy TeOpHIo BXOJAT 3TH ONEPALIUH 1 €I OTIePAIINs B3ATHS
6uta !!. Hanpumep, st oneparun << HYXHbI JBe akcMoMbl: Va k. Vi > 0. i<n—k — (a K
kKlie—ali+k)uVak. Vi=zn—k. =(a < kll'i).

AHanorn4HeIM 00pa3oM MOXHO C(HOPMYNIHMPOBATH HEKOTOPBIE JPYr'He aKkTyaJlbHbIE TEOPHU U MX
(parMeHThI, HanpuMep, PparMeHT TEOPUH OTIEPAIHIA CO CTTHCKAMH.
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8. 3aknroueHue

B pabote mnpencraBneHa TeopHus oOTrpaHWUYeHHOW anpecHoi apupmetuku (¢ CH-TOTOOHBIM
pasleneHMeM ~Ha  HEMepeceKalomuecss OIOKM  MaMsATH), [O3BOJIIOIAsl — pPealn30BaTh
COOTBETCTBYIOIIYIO pemraromryto mporenypy B Isabelle/HOL nHa ocHOBe SMT- pemareneir. Jta
pemraronas npouexypa Mo3BoJseT YIPOCTHTh ACAYKTUBHYIO BEPHU(PHKAIMIO IIPOTPaMM Ha S3bIKE
Cu. PazpaboTanHas pemaromnias mporeaypa ocHOBaHa Ha 3(pQEeKTHBHON C TOYKH 3peHUs pazmepa
TEPMOB TPaHCIAIMU (HOPMYIT TEOPUH aAPECHOH apu(METHKH B CYIIECTBYIOIIYIO M IIHPOKO
noanepxkusaeMyto goruky QF UFLIA.
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AuHotaumsi. C pasBUTHEM ONTHMHM3UPYIOIIMX KOMIMJIATOPOB CTalIM BO3HHMKATh CIy4ad IOSBICHUS
yA3BHMOCTEH B IpOrpaMmax BO BpeMs ONTHMH3AIMH. JTO CBA3aHO C TEM, YTO 3a4acTylO0 MPOrPAMMHCTHI
HCTIONB3YIOT KOHCTPYKIIUH C HEOIIPEACICHHBIM ITOBEICHIEM, ONIMPAsiCh HA CBOE IIPE/ICTABICHHUE O TOM, B KaKOif
KOJI TaKUE KOHCTPYKIHU TPAHCIHPOBAIICH 3HAKOMBIM UM KOMITHJISITOPOM JUISL OTIPEACICHHON apXUTEKTYPHI.
B T0 € BpeMsi KOMITHIIATOP, PYKOBOJICTBYIOIIUICS CTAHIAPTOM SI3bIKa, BIIPABE IPOBOUTH ONTHMH3AINH TaK,
Kak OyaTo ObI TAKMX KOHCTPYKIMII B KOJIe HE MOXKET CYLIECTBOBATh. B 3TOH cTaThe OMMCHIBAIOTCS MOAXOIBI K
00HapyXEHHIO M YCTPAHEHUIO YsS3BUMOCTEN B IPOrpaMMax, pacCMaTPHBACTCsI HPUMEHUMOCTB STHX IT0JIX0/I0B
JUIsL CiTydasi ysS3BUMOCTEH, MOSBIISIOLIMXCS BCIEICTBHE ONTHMH3ALUM, B YCIOBHSX, KOTJa BO3MOXHOCTh
HN3MEHEHHUsI HCXOJIHOTO KO/la OTpaHHYEHa MM OTCYTCTBYET. B cTaThe mpeyiaraeTcst KOHIENIHs 6€30MacHOro
KOMIIWJIAITOPA, T.€. KOMIMIISTOPA, 00ECIEeYMBAIOIEr0 OTCYTCTBHE BHECEHHS YA3BHMOCTEH B IIPOTpaMMmy BO
BpeMsl ONTHMH3AINN, U ONKCHIBACTCS pealu3alis Takoro Kommwitopa Ha 6asze kommuritopa GCC. s
6€30MacHOr0 KOMITMIISITOPA TIPUBOJUTCS pa3eeHle Peaan30BaHHOT0 (yHKIMOHAIA HA TPH YPOBHSI 3aLUTHI
U ONHCAaHHE NMPUMEHUMOCTH 3THUX YPOBHEW, IMOKa3bIBACTCS MPUMEHMMOCTh O€30IacHOTrO0 KOMIIMIATOpa Ha
MpPaKTUKE, a TAKXKE OLICHUBACTCSI N3MEHEHNE MPON3BOIUTEIBHOCTH MTOIy4aeMOi IIPOTrpaMMBI.
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Abstract. Aggressive optimization in modern compilers may uncover vulnerabilities in program code that did
not lead to bugs prior to optimization. The source of these vulnerabilities is in code with undefined behavior.
Programmers use such constructs relying on some particular behavior these constructs showed before in their
experience, but the compiler is not obliged to stick to that behavior and may change the behavior if it’s needed
for optimization since the behavior is undefined by language standard. This article describes approaches to
detection and elimination of vulnerabilities arising from optimization in the case when source code is available
but its modification is undesirable or impossible. Concept of a safe compiler (i.e. compiler that ensures no
vulnerability is added to the program during optimization) is presented and implementation of such a compiler
on top of GCC compiler is described. Implementation of safe compiler’s functionality is divided into three
security levels whose applicability is discussed in the article. Feasibility of using the safe compiler on real-
world codebases is demonstrated and possible performance losses are estimated.

Keywords: compiler; vulnerability; undefined behavior
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1. BeedeHue

K mosiBneHmI0 ys3BUMOCTEH B IMporpaMmax MOTYT IMPHBOAHUTH HE TOIBKO OIIMOKH, JOIYIICHHBIE
MPOTPAMMHUCTOM, WJIM 3JI0M YMBICEN, HO W arpecCHBHBIC ONTHMHU3AIMH KO, BBITOIHICMEIC
KOMIIMJIITOPOM, Kak 3TO MOKa3aHo B pabore [1]. B Takux ciydasx OZMHAKOBBIA HMCXOJTHBIH KOX
MOXET OBITh CKOMIIJIMPOBAH B KOPPEKTHO PAaOOTAIOIIHI UCTIOIHSIEMBIN KOJI, €CJTH KOMITUIISITOP TI0
KaKOW-TO TPUYMHE HE UCIONIb3YeT HEKYI0 KOHKPETHYIO ONTUMHU3anuio (HampuMmep, Bce
ONTUMH3AIMKM OTKIIIOUEHBI, WM B BLIODAaHHOHW BEPCHUU KOMIWJIATOpPA TakKas ONTUMU3AIUS
OTCYTCTBYET, WM ONTUMH3AIMS HE MPUMEHACTCS I BHIOPAHHON ammapaTHO# miatopmsl), U B
HCTIONTHSAEMBIN KOJI, COJIEPKAIINI YA3BUMOCTb, €CJIHM 3Ta ONTHMM3AIMS HCcTonb3yercsa. [Ipu aTom
HEBO3MOXXHO TOYHO IIPEJCKa3aTh, COXPAHUTCA JH OXHAJaeMas MPOTPaMMHUCTOM CEMaHTHKA
MPOTPaMMEI TIPH CMEHE (PIaroB KOMITWISALUH, BEPCHH KOMIHIIATOPA, CAMOT0 KOMITHIIATOpa (TaK,
HaTpuMep, HEKOTOPEIe OJ00HBIe OMMOKY mposBisutiuch npu 3amene GCC Ha Clang) win neneBoi
apXUTEKTYPHI.

B Gosnpmieii 9acTu TaKUX CIy4aeB pedyb WACT O KOMITWIIALIUHU KO/, COACPKAIIEro KOHCTPYKIIHHU C
HeomnpeaereHHpIM noBeaenreM (undefined behavior). HeonpenemeHHBIM TOBEICHHEM HA3bIBACTCS
pe3yIbTAT BBIOIHEHUS KOHCTPYKIUH 53bIKa, HE PErjJaMEHTHPOBAHHBIA CTaHIAPTOM s3bIKa. B
ciydae s3pika C prMepaMy TaKUMX KOHCTPYKIUH SBIISIOTCS pa3bIMEHOBAaHUE HYJICBOTO yKa3aTeds,
MIePETIOTHEHNE 3HAKOBBIX IeJIBIX Yrced U Jp. KoMIIIATOp AeUCTBYET, UCXO/sI U3 MPEITOI0KECHHUS,
YTO KOMITWJIMPYEMasl MPOrpaMMa CTPOTO COOTBETCTBYET CTaHAAPTY SA3bIKA W, TAKUM 00pa3oM, He
BBI3BIBAET HEOTIPECIIEHHOTO MOBEACHUS. DTO MO3BOJIAET eMy Oosiee 3P PEKTUBHO ONTUMHU3UPOBATH
KOJl B psle CIy4daeB, OJHAKO MOXET IMPHUBECTH K MOSIBJICHUIO YSI3BHUMOCTH B Ciy4ae, €ClH B
KOMIIIINPYEMO IIpoTrpaMMe MPUCYTCTBOBAIO HEOTPEACICHHOE TIOBEICHHE.

VY3BUMOCTH, BO3HUKAIOITUE BCICACTBUE ONMTUMHU3AINN KOIa KOMITMIISITOPOM, HE OTPAHUIHBAIOTCS
CIyJassMU HEOTPEEIICHHOTO TOBEIEHUSA: €CTh NMPUMEpP KOPPEKTHON C TOYKH 3PEHHUs CTaHIapTa
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SI3bIKA ONTHMU3ALINH, BHOCSIICH YS3BUMOCTh B KO/ 0€3 HeolpeaeneHHoro noseaeHus. [lepesanuch
Oydepa mamsT 6€3 €ro MOCISAYIONIETO HCIIOIb30BAHHUS MOXKET OBITh yIajieHa KOMITUISTOPOM KaK
HE BIIMSIONIAS HA PE3YJbTAT BBIMOIHEHHS IIPOrPAMMBI, YTO MPUBEIET K TOMY, YTO YyBCTBUTEIIbHbIC
JTAHHBIC MOTYT OCTAThCS B IIAMSATH, OTKYa UX CMOXKET MOJIYYHUTh 3JI0YMBIIUICHHUK.

Koz, KoTOpbIit MOXKET OBITh YJAJICH KOMIHISTOPOM BCIIEACTBHE TOTO, YTO KOMITHIISITOP MOJIAraeTest
Ha OTCYTCTBHE B [IPOTrpaMMe HEONpPEISICHHOT0 MOBEACHHS, HA3bIBACTCSl HECTAOMIBHBIM KOJIOM [2].
B pamkax 3T0if paboThI Tak ke OyAeT Ha3bIBaThCsS KO, B KOTOPOM yIajieHa Tepe3amnuch 0ydepa
MaMSTH.

B pasn. 2 AeMOHCTPUPYIOTCS] IPUMEPHI YA3BUMOCTEH, BOZHUKAIOUIMX B Pe3yJIbTaTe arpeCCUBHbBIX
ONTUMU3AIMHN KOJa KOMIIIATOpoM. B pasn. 3 00CykaaroTcs HOAX0/IbI, TPUMEHICMBIC Ha IIPAKTHKE
UL OOHApYKEHHsI M TPEJOTBPALICHUS YSI3BUMOCTeW. B pasnm. 4 omnmceiBaercs Oe30macHBIN
KOMIIWJISITOP M €ro 00JacTh MPUMEHUMOCTH. B pasn. 5 mpUBOASTCS HEKOTOPBIC TOAPOOHOCTH
peam3anuu 6€30MacHOr0 KOMIMIISITOPA M YPOBHEH 3alUThl B HeM. Pa3. 6 mocBsIleH pe3yIbTaTaMm
TECTUPOBaHHs O€30MACHOT0 KOMITUIISITOPA HA PEabHBIX MPUIOKCHHUAX.

2. [lpumepsbI ysizeumocmeli

B »TOM pasgmene npuBefeHb NpPUMEpPbl HEKOTOPHIX THUIOB YA3BHMOCTEH, BO3HUKAIONIMX B
pe3yabpTaTe arpeCCUBHBIX ONTUMU3AINH Ko/1a KoMOmisTopoM. B pabote [1] mpuBeneHo eme 4 Tuna
ySI3BUMOCTEH, OCHOBAaHHBIX Ha ONTHMM3ALMU HEOIpEAeNICHHOTO MoBeaeHHUd. B paMmkax maHHOro
HCCIeI0OBaHMs OBIJIO HAal/IEHO elle HEeCKONbKO THMOB. [logpoOHee 0 MOMCKE TaKUX YSI3BUMOCTEH
pacckasbiBaeTcs B nozpasz. 6.1.

2.1 HeonpepeneHHoe noBeaeHue

2.1.1 Cnuwkom 60NnbLIOW apryMeHT onepauum caBura

Ha muctunare 1 mpogeMorcTpupoBaH (parMeHT kofa (aimoBoil cucteMsl ext4. M3HaganbpHO 3TOT
(¢parMeHT  coiep)kal  yA3BUMOCTb: B  HEKOTOPHIX CIy4asX 3HAaue€HHE IEepEeMEHHOH
groups_per flex CTaHOBWIOCh HYJEM, YTO HIPUBOJIWIO BBHIIOJHEHUIO AEJIEHUS Ha HOIb U,
COOTBETCTBEHHO, HCKIIOYEHHIO. Takas CHUTyalluss MOTrJa CIIydHThCs, Halpumep, Ha 32-OUTHOH
apxurektype PowerPC, eciu B sbi->s log groups per flex Obuio 3Hauenue 32 (Ha
PowerPC nnst xpaHeHus apryMeHTa CIBUTa OTBeACHO 6 OuT, Ha X86 — TOJBKO S5, MOITOMY
BBIMIOJIHUTh CABUI Ha 32 Ourta He mnomydutcs). VcmparieHuwe, noOaBisromee NPOBEPKY
groups_per flex Ha paBEHCTBO HYJIO, JOJKHO OBLIO YCTPAHUTh 3Ty YSA3BUMOCTb, OJJHAKO Ha
caMOM JIeJie 3TOro He Npou3onuio. [IppunHa B TOM, 4TO C TOYKH 3peHHUs cTaHaapTa si3bika C cBur
3HAKOBOT'O IIEJIOTO YHCJIa Ha YUCIO OWT, OOJbIliee MJIM PaBHOE IIMPHHE €ro THIIA, SBISIETCS
Heorpe/elieHHbIM noBeaenueM (1. 6.5.7. cranpapra C11 [3]).

groups per flex = 1 << sbi->s log groups per flex;

/* There are some situations, after shift the
value of 'groups per flex’ can become zero
and division with 0 will result in fixpoint
divide exception */

if (groups per flex == 0)
return 1;
flex group count = ... / groups per flex;

Jlucmune 1. Koo us fslextd/super.c 6 sope Linux 2.6.31
Listing 1. Code from fs/ext4/super.c in Linux kernel 2.6.31

KoMmunsTop MOXKeT HoKazaTth, 4YTO B OTCYTCTBHE HEOMPEICIIEHHOTO TOBEACHUS 3HAYCHHE
groups_per_ flex cTpOro MoyioKUTEILHO, IO3TOMY BeIpakeHHe groups_per flex == 0
TOXKIECTBEHHO JIOXKHO, ¥ MPOBEPKY MOXKHO yAanuTh. iIMeHHO Tak moctymnaet kommmwisatop Clang.
Kommmnstopsr GCC u Clang He peoCTaBIAIOT ONIMHA OTKIIOYEHHUS T0J00HOM ONTHMH3AIHH.
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2.1.2 NMepenonHeHne 3HaKOBOIO Liefioro

Ha nucrunre 2 mpuBeneH ¢parMeHT pealu3alMu cUCTeMHOro Bb3oBa vEs fallocate B
tekymeii (5.14) Bepcum smpa Linux. 3HaueHms nepeMeHHBIX offset m len mnpuxomar wu3
MOJIb30BATENbCKOTO MPOCTPAHCTBA, MOITOMY TpeOyroT mpoBepku. CHauana NpoBepsieTcsi, 4To
3HaueHue of fset HeoTpuIaTeNbHO, a 3HaYeHHUe len monoxurenbHo. Kpome Toro, mporpaMMucr,
MUCABIINI ATOT KOJ, HOHMMAJI (O YEM CBUACTEIHCTBYET KOMMEHTApHIi), YTO MPU CITOKESHUH MOXKET
MIPOU30MTH LIEJIOYUCIEHHOE NIEPETIONHEHNE, YTO IPUBEIET K TOMY, 4To cymma offset + len
OyzeT MeHbllle 3HaueHusd inode->1 sb s maxbytes, U BbINoNHEHHE HYHKIMU IPOJIOIKUTCS
BMecTO Bo3Bpara co 3HaueHueM -EFBIG. Jlns yctpaneHus 3To ySI3BUMOCTH OH JOOABIII B YCIOBUE
IIPOBEPKY Ha MepenoaHeHue npu ciaoxenun offset + len. Kak u B ciaydae, pacCMOTpEHHOM B
MPeABIAYIIEM Noapa3aeie, 100aBIeHHas IPOBEPKa HE IPUBOINT K YCTPAHEHHUIO YSI3BUMOCTH.

int vfs_fallocate(..., loff_t offset, loff_t len)
{

struct inode *inode = ...;

if (offset < 0 || len <= 0)

return -EINVAL;

/* Check for wrap through zero too */

if ((offset + len > inode->i sb->s maxbytes)
|| (offset + len < 0))
return -EFBIG;

}

Jlucmune 2. Koo u3 fs/open.c 6 adpe Linux 5.14
Listing 2. Code from fs/open.c in Linux kernel 5.14

Kommumnsitop GCC cnocoGeH Joka3aTh, YTO MPOBEpPKa Ha MEPETONHEHUE MPOUCXOIUT TONBKO B
cily4yae HEOTpUIIATEIbHOTO 3HaueHs o f fset W MOJOKUTENbHOTO 3HaueHus 1en. [lepenonHenue
3HAKOBOTO IIEJIOTO YHCIa SBISIETCS HEOIpeIeieHHBIM moBeneHneM (1. 6.5. crarmapra C11 [3]),
MMOSTOMY KOMITHIIATOP BIpPAaBE PACCUHUTBIBATH, YTO ATOTO HE mpom3oiner. [IocKombKy, ¢ TOYKH
3peHHs KOMITWIIATOpPA, B TMPOBEPKE HAMMMCAHO TOXKAEGCTBEHHO JIO)KHOE BBIPAKEHHE (HEKOE
MOJIOKUTETHHOE 3HAUCHNE MEHBIIIE HYJIS), OH BIIPaBe YAAJIUTh 3TO BeIpakeHue (expr || false
& expr). Takum 00pazoM, ySI3BEMOCTE ocTaeTcst Ha Mecte. [lo1o0HOe HeTOTOHUMAaHNE MEXKITY
KOMITWJIITOPOM M ITPOTPAMMHCTOM IPOUCXOJMT J0CTATO4HO yacto, nodromy U B GCC, u B Clang
Obuta goOaBneHa onmus -fno-strict-overflow, KoTopas TMO3BOJSIET —3alpPETUThH
KOMIIHJISITOPY MOJIaraThCsl Ha OTCYTCTBHUE LEIOYUCIICHHOTO epenoiHeHus. Sapo Linux, HauuHas ¢
Bepcuu 2.6.31, u Apyrue KpyIHble MPOEKTHI B 00s13aTEILHOM MOPSIIKE UCTIONB3YIOT 3TY OMIUIO TIPU
cOopke.

2.1.2 YTeHue HEMHMLMANMUN3INPOBAHHOW NEepPeMeHHOMN

Ha nuctunre 3 npuBeneH xox u3 ¢ynkunu srandomdev B 6ubnnoreke libc B FreeBSD 8.0. B
cilyyae KOMITWIBIIMK 0e3 ONTUMH3ALHH Ha0II0JaeMbIM TIOBEICHUEM B 3TOM Cllydae Oy/eT XpaHeHue
B NEepeMEeHHOH junk Hekoro “mycopHoro” 3HadeHuss co creka. Cynas MO KOMMEHTapuI0 U
COOOIIEHNIO B COOTBETCTBYIOIIEM KOMMHTE, aBTOP 3TOro (parMeHTa pPacCUUTHIBAJl MMEHHO Ha
Takoe TOBEACHHE MPOTPAMMBI JJIsI WCIIOJB30BAaHWS B KayecTBE HMCTOYHHWKA SHTPONHH. 311€Ch
HMeeTcsl Cpas3y ABE MPOOJIEMBI: BO-TIEPBBIX, CTAHAAPT S3bIKA HHYETO HE TOBOPHUT O Pa3MEIICHUH
NepeMEeHHbIX, 3T0 penreHre npuHuMaeT kommuitop (GCC ¢ BKIIOYEHHBIMH ONTHMHU3AINSIME B
JAaHHOM  Cilydae pa3MeIlaeT IepeMEeHHYI0 Ha  perucrpe), a BO-BTOPBIX, UYTCHHE
HEMHUIMAIM3NPOBAHHOW NEPEMEHHON SIBIISIETCS HEOINPEAEIeHHBIM MOBEJIECHHEM, YTO IO3BOJISET
KOMITWJISITOPY, HallpuMep, 3aMEHUTh BCE BBIP@KEHHE B apryMeHTe (yHKIHMN srandom KOHCTaHTOH
(mmeHHO TakuM oOpa3zom moctymaeT Clang).
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struct timeval tv;
unsigned long junk; /* XXX left uninitialized on purpose */

gettimeofday (&tv, NULL) ;
srandom ( (getpid() << 16) ~ tv.tv _sec * tv.tv usec

Jlucmune 3. Koo us lib/libc/stdlib/rand.c uz FreeBSD 8.0

Listing 3. Code from lib/libc/stdlib/rand.c in FreeBSD 8.0

Ha momenr namucanusi cratbu B Clang Gbuto mpuHSATO W3MeHEHHE, A06aBISIONIEe OMIUI0 —
ftrivial-auto-var-init. OTa onuMs HHUIMAIU3UPYET aBTOMATHYECKHE IEpEeMEHHbIE
YKa3aHHBIM 3HAYEHHEM, HE OCTaBIsA, TAKMM OOpa3oM, B IpPOrpaMMe HEWHHIHAIH3HPOBAHHBIX
repeMeHHBIX. Cxoxee m3MmeHeHne Obuio mpemtoxxeHo B GCC B ¢espane 2021 roga, ogHako Ha
MOMEHT HAIIMCaHHUs CTAaTbU OHO elle He ObLJIO MPHHSATO.

A

junk) ;

2.2 YoaneHue 3anucu B NamMAThb

Ha nucrtunre 4 npuseneH npumep Koaa, KOTOPBI HE CONEPIKUT HEOTIPEAETEHHOTO MOBEAEHHUS, HO
TEeM HE MEHee, B pe3yJbTaTe paboThl ONTUMH3MPYIOIIEr0 KOMIIMIATOPA B TIOJIyYalolIeMCsl KOJe
MOXET TIOSIBUTBCS ysi3BUMOCTh. CraHmapT s3bika C He 00s3bIBACT KOMIIMJISITOP COXPaHSTh
no6ouHbIe P PEKThI, KOTOPHIC HE BIUSIOT HA PE3yNIbTAT BEIUMCICHUI. B npuBeneHHoM (parmeHTe
KOJ1a TAKUM TI0O00UHBIM 3(h(eKToM Oy/IeT 3aMKch B IaMsITh B PE3yJIbTaTe BbI30Ba (PYHKIUHN memset.

void func (void) {
char password[1000] = {0};
get password (password) ;
use password(password) ;
memset (password, 0, 1000); // delete password from memory

}

Jlucmune 4. Koo, cmuparowuti uyscmeumenvhvle OanHHble U3 NAMIMU
Listing 4. Code to erase sensitive data from memory

KommwisiTop MOeT paccyinTb, 4TO pa3 3TH [aHHbIE HUKOT/A HE OYyAyT IPOYUTAHBI, TO
s peKkTuBHEE MX HE 3aMKChIBAaTh, U YIAJIUTh BBI30B memset. B pesynpraTe Takoro pemeHus
YyBCTBHUTEJIbHBIC JAHHBIE OCTAHYTCS B TAMATH, W 3JIOYMBIIUIEHHUK CMOXET HX MPOYUTATH,
BOCTIOJIB30BABIINCH APYTrON YS3BUMOCTBIO (B TOM YHCIIE, BO3MOXHO, B JApyroi mporpamme). Hu
GCC, uu Clang He PeOCTaBIIOT HAJEKHOTO CIIOC00a N30eKaTh MOTOOHON YSI3BUMOCTH.

3. MoOx00bI kK 06HapyXeHuro u npedomepauwjeHuro ysszeumocmeli

3.1 UHCTpyMeHTbI cTaTU4eCKOM NPOBEepPKU Koaa

OmHUM U3 OCHOBHBIX CIIOCOOOB MOMCKA YA3BUMOCTEH B POTpaMMe SBIISICTCS CTATUICCKUN aHAIH3.
Cratuyeckuil aHamn3 pabOTaeT ¢ UCXOMHBIM KOJOM MporpamMmbl. CTaTHUECKUI aHAIH3 SIBISCTCS
MOIIHBIM HHCTPYMEHTOM ITOMCKa OIUOOK, OJTHAKO HE JIUIICH HETOCTATKOB.

Bo-nepBBIX, HEKOTOPHIE THUIIBI OIITUOOK MPOSIBIISIOTCS TOJBKO BO BPEMs HCIIOTHEHHUS, CTATUICCKUI
aHaIM3aToOpP, KOTOPBIA OyJeT MBITAThCS OTMEYATh BCE BO3MOXKHBIE MECTa TAKHX OIIMOOK, OyIer
Oecrtoie3eH Ha MPAKTHKE, MOCKOJIBKY JIOKHOIIOJIOKUTEIBHBIX cpabaThIBaHUH OyIET Ha HECKOIBKO
MOPSIKOB OO0JIbIIE, YeM UCTUHHBIX.

Bo-BTOpEIX, B 00IIIEM Cllydae, CTATUYECKUN aHAIM3aTOp HE UMeeT HHOOPMAIMH O KOMITHISTOPE,
KOTOPBIN OYIeT HMCIONB30BAaThCsA, U O LEICBOM apXHUTEKType, KOTopas HeoOXoauMa Ui IOMCKa
YS3BUMOCTEH, CBSI3aHHBIX C HECTAOWJIBHBIM KOJOM. B KadecTBe MCKIIOYEHHS MOXHO NPHBECTH B
npumep uHCTpyMeHT STACK [4], KoTophIii HaleJIeH Ha TOUCK KOJa, HeCTAOWIBHOTO C TOYKH
3penunst Clang. TOT HHCTPYMEHT OCHOBBIBAETCSl HA 3HAHWU yCTpoiicTBa ontuMusanuii B Clang u
Croco0CH HaXOMUTh CITydau, MOJOOHbBIE ONMMCAHHBIM B 2.1, HO CO BpEMEHEM ONTHMHU3ATOP MOXKET
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HAYYUTHCS HCIOIB30BaTh APYTME THUIBI HEOINPEAEIECHHOTO IOBEICHHUS, O YEM MOXKET OBITH
HeusBecTHO HHCTpyMeHTy STACK.

B-TpeTpux, 00mMM MECTOM ISl BCEX HHCTPYMEHTOB CTATUYECKOTO aHAIN3A SIBISETCA TOT (DakT, UTO
CTaTHYECKHE aHATM3AaTOPHI TOIBKO CUTHAIM3UPYIOT O BO3MOXKHOM OIMOKE, HO HE HCIPABIISIOT U HE
MPEJOTBPALIAIOT ONIMOKA. DTO MOXET OBITh HEIOCTAaTKOM B CIy4asx, KOTJa MOTU(HUKAIHS
HCXOHOTO KOJIa MO KaKMM-TO IIPUYMHAM HEBO3MOXKHA MJIM 3aTPYAHUTENbHA.

3.2 MHCTpYyMEeHTbI AMHaMN4YeCKOM NpoBepKU Koaa

K wHCTpyMEeHTaM AMHAMHYECKOTO aHajW3a OTHOCATCS Takwme HHCTpyMeHTH kak Undefined
Behavior Sanitizer (UBSan) [5] u Address Sanitizer (ASan) [6], Bxomsmiue B coctae GCC u Clang,
uHTepnperarop tis-interpreter [7]. CaHuTali3epbl BCTaBJISIIOT B KOJA IIPOrPaMMBI IIPOBEPKH,
oOHapyxuBaromye OomHMOKH (B TOM 4YHCIE CIy4ad HEONpPEJeNICHHOro TMoBeAeHus). Ilpu
cpabaThIBaHUU 3TUX MPOBEPOK IPOrpaMMa aBapuilHO 3aBEpIIAETCs, HO B HEKOTOPBIX CIydasx
UBSan mno3BosseT MpoaoKUTh BBIIOJIHEHHE MPOTPaMMBI IIOCHE OMIHOKM (Tak, HaIpuMep, ecTh
BO3MOKHOCTH ITPOJOJDKHUTE BBITOJHEHHE MPOTPaMMBI IOCHE IETOYUCICHHOTO NMEPENoJHeHUs, B
3TOM clIy4ae MOBEJIeHHE MPOrpaMMBbl COBIIAIAeT € IOBEAECHUEM ITPOrpaMMBbI, CKOMITMIMPOBAHHOMH €
¢marom -fwrapv). CTOUT OTMETHTB, YTO MHCTpYMEHTanus, ucnonszyemas UBSan, He mo3Bomsier
KOMITIWJIATOPY YNAJIUTh HECTAaOWIBHBIM KOJA, NPUYMHOW HECTAaOMIBHOCTH KOTOPOTO SIBISIETCS
HeompeesIeHHOe ToBeneHne. VHcTpyMeHT tis-interpreter siBisieTcsi MHTEpIpeTaTopoM si3bika C,
KOTOpBI BO BpEMs BBINOJHEHUS KOHCTPYKIMH INIPOTpaMMBbl IPOBEPSET, CIIOCOOHBI JIH OHH
BBI3BIBATh HEOTIPE/IEIIEHHOE IIOBEICHHE.

[TpenMymiecTBOM CPEACTB ANHAMUYECKOTO aHAIM3a ABIIIETCS O0JIbIIast TOYHOCTH IO CPABHEHHIO CO
CPEACTBAMHU CTaTHYECKOro aHanm3a. OOMMMH HEIOCTaTKaMH CPEACTB ITMHAMHYECKOTO aHAIH3a
SIBISIFOTCS] 3aMETHOE 3aMEUICHNE aHAIN3UPYyEeMOH MporpaMMbl (3aMeasieHue B 2-3 pa3a CUMTaeTCs
HOpMalBHBIM Tpu ucmonb3oBaHmu UBSan [8]), a Takke 3aBHCHMOCTh KadecTBa aHajim3a OT
BXOJ/IHBIX JIaHHBIX (JIMHAMHYECKUI aHalnW3 He HaiJgeT OIMOOK Ha HEBBINOJHSBIIUXCS MYTSX).
Takxe ymoMmMsHyTBIE CpeACTBa AMHAMHUYECKOTO aHAJIM3a HECIIOCOOHBI YCTPAaHHUTh YS3BUMOCTH,
MIPUBEACHHYIO B 2.2.

B omnmume ot cpenctB cratuyeckoro aHamuza, UBSan cmocoGeH mpenoTBpaTUTh YSI3BUMOCTH
BCJIEJICTBHE HAJWYUSA HECTAOMIBHOTO KOJAA, OJHAKO JUIs OOJNBIIOrO YHCIA PEAbHBIX MPOrpamMM
3aMeJyIeHNe, BhI3bIBaeMoe ucnonb3oBanneM UBSan sBisieTcst HerpremieMbIM.

3.3 TectupoBaHue

Jna oOHapyXeHHUs yA3BMUMOCTEH B CKOMIIMJIMPOBAHHOW MpPOTpaMMe MOXKET MCIOJIb30BAaThCA
TECTHPOBaHHE, B TOM YHCJIE aBTOMaTH3MpOBaHHOE. | 'eHepalisi TeCTOBBIX HAOOPOB TaKKe MOXKET
MIPOU3BOIUTHCA aBTOMATHYECKH C TOMOIIbI0 HHCTpYMeHTOB Takux kak KLEE [9]. BaxHo, 9T0o0BI
HCIOJIb3YEMbIE UHCTPYMEHTBI KOPPEKTHO MOZEIUPOBAIN HEOIPEINEICHHOE MIOBEJCHUE C YUYETOM
BEIOPAaHHOW IIENEBOM apXWUTEKTYphl. Takoe TECTHPOBAHME MOJDKHO MPOBOIHUTHCSA ST TOH XKe
LIENIEBOM apXUTEKTYPBl M BEPCHH KOMIMIATOPA, KOTOpbIe OyIyT BEIOpaHb! uIsl pUHAIBHOM COOpPKH.
BaxHO OTMETHTB, YTO, KaK M CTAaTUYECKHH aHaJM3, TECTHPOBAHUE CIIOCOOHO CHI'HAIN3UPOBAThH 00
omuoKe, HO He MPEIOTBPATUTH MOSIBICHUE YSI3BUMOCTH.

3.4 U3meHeHMe cTpaTerMm onTMMmM3auum B KOMNUnsTope

[MTockonbky npobniema, obcyskiaemasi B JaHHOW padOTe, COCTOMT B TOM, YTO HECTAOWJIBHBIN KOJ
yAanseTcss KOMIHISITOPOM B X0JI€ ONITUMM3AIMA, OHUM 13 BO3MOXKHBIX CII0COO0B OOPHOBI ¢ ATUM
SIBIISIETCS OTKIIFOUSHNE ONTUMH3ALUH. J[J11 HEKOTOPBIX ciIydaeB HECTAOMIBHOTO KO/ CYIIECTBYIOT
¢duylarn  KOMIWIATOPA, OTKJIIOYAIONIME COOTBETCTBYIOIIME ONTHMHU3ALMU WM MEHSIONNE HX
noBeneHue (K TakuM Quaram otHocsTcs —fno-strict-overflow, —fno-delete-null-
pointer-checks u apyrue), Ho A1l HEKOTOPBIX (Kak ISl Cirydast, mpuBeaeHHoro B 2.1.1) Takux
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(maroB He mpeaycmoTpeHo. [Ipu 3TOM MoTHOE OTKIIOYEHHE ONTUMU3ANNi (YPOBEHb ONITUMH3AINN
-00) ¢ 0OJHOM CTOPOHBI SIBISIETCS KpaifHe HEXKETATEIBHBIM C TOUKH 3PEHHS IPON3BOIUTEIBHOCTH,
a ¢ JIpyroil CTOpPOHBI HE TapaHTUpPYET OTCYTCTBUA ysa3BUMocTel (Tak, HanpuMep, GCC ¢ ypoBHEM
ontuMuzanui —~O0 crocoOCH ynansaTh TakKue MPOBEpKH Kak x + 100 < x). K mpenMymecrBam
3TOTO MOAX0a OTHOCHUTCSI OTCYTCTBHE HEOOXOANMOCTH MOAN(UKAIINN HCXOJHOTO KOJa.

3.5 Ucnonb3oBaHue 6e3onacHbIX (PyHKUUN

HexoTopsle ya3BEMOCTH MOTYT OBITH IIPEAOTBPAIICHBI C MIOMOIIBIO MCIIOJIB30BAHMS O€30MaCHBIX
aHaJIOTOB YS3BUMBIX (yHKIMA. B s3pike C, HaunHast ¢ Bepcun Cl1, npencrasneH Habop QyHKIMHA
(omucanbl B mpunoxeHnun K k cragapty sseika C [3]) ¢ cydbdukcom _s. B ormimume ot
COOTBETCTBYIOIMX QYHKLUIA 6e3 cydukca s, OHM JOIKHBI IPOBEPATH OrPAHUUEHUS BO BPEMs
BBINOJIHEHHA (TaK, Hampumep, QyHKIUS memcpy s JAOMKHA MPOBEPATh, YTO yKasaTeld B ee
aprymentax He paBHbl NULL, 3HaueHus pasMepoB HE MPEBOCXOIAT MAKCUMAJIBHOIO 3HAYEHUS,
Oydephl He mepeceKaroTest U T.4.). [IpuMeHHuTeNbHO K IpobieMe HeCTaOMIILHOTO KOJla MHTEPECHA
byHKIMSA memset s: ee cnenuduKaiys TpedyeT 0053aTeNpHOT0 COXPAaHEHHS 3alIMCH B TaMATh (B
OoTIIMYKe OT crieruuKanuy GYHKIUHA memset). DTO OINYNe MO3BOISIET H30€XKaTh YsI3BUMOCTEH
MOIOOHBIX OITMCAHHOMN B 2.2.

Oynkunu u3 npunoxenns: K k cranaaprty s3pika C He SIBISIOTCS 00s13aTENbHBIMU IS peali3aliiu
B Onbmmoreke s3pika C JUIsi COOTBETCTBHSI CTAHIAPTY, MHOTHE peanu3aunuu oudmuoreku (glibc u
musl B MX 4MClIe) HE BKIIOYAIOT 3TH (YHKIMH M HE COOMPAIOTCS MX BKIIOYATh B 0003pUMOM
Oyxmyem.

MHorue peanuzanuu 6uOaMoTEKH si3bika C BKIIOYAIOT CBOM peanu3alui GYHKIHHA CO CXOKHM
obyskmonanoMm (explicit bzero B glibc, SecurezeroMemory B Windows), 01HaKO OHH He
ABJISIIOTCSL CTAaHJAPTHBIMH M HE TapaHTHPYETCs, YTO KOMITHISATOP HHUKOTJa HE CMOXET
ONTHMHU3UPOBATh UX AHAIOTUYHO memset.

Hcnonp30BaHue JaHHOTO TOAXOMa TpeOyeT MOMU(HKAIMK HCXOMHOTO KOJa, MPUYEM 3aMETHO
Oonee HeTpuBHANBHOI [ 10], YeM 3a1yMBIBAIOCH CO3/IATEIIIMHU (PYHKITNH U3 ipritokeHus K.

3.6 MpoBepka ceMaHTUKMN

B cratbe [11] onuceiBaeTcst "HeratuBHast" ceManTuka si3bika C. [lon "HeraTuBHONU" MOHMMAaeETCs
CEeMaHTHKa, OINMCHIBAIOIIAs HEONpeaelieHHOoe MoBeaeHume. Ha ocHOBE HEraTWBHOW CEMaHTHKH
peanu3oBaH WHCTpyMeHT kcc, ocHoBbiBatomuiics Ha ¢peiimBopke K. kcc crmocoGeH HaxomauTh
0O0JIBIIIOE YUCIIO CITydaeB HEOIIPEISIIEHHOTO MTOBEICHUs. KCC ABNACTCS aKaleMUIECKUAM MTPOSKTOM H
He sBIseTcs AS(QQEKTUBHBIM C TOYKHA 3pEHHS NPUMEHHMOCTH, B IIEPBYIO OdYepenb H3-3a
OTPaHWYCHHON TOAJCPKKH CTaHTApTHBHIX OumbOmmorek. Kommepueckum mpomomkerneM kcc
seisiercss RV-Match [12]. RV-Match nopnepsxusaer crangapt C11. B otnuune ot kee, RV-Match
He TpeOyeT, 4TOOBI BCEX HCIOIb3yEeMBIX B IIPOCKTE OMOIMOTEK OBLIa oIpe/eiieHa ceManTuka. [1o
3aJyMKe aBTOpoB, kcc (1, cooTBeTcTBeHHO, RV-Match) 10mKHO OBITH BO3MOXHO HCIIOIB30BATh KaK
IpSAMYIO 3aMeHYy gcc 0e3 N3MEHEeHHS CUCTeMbI cOOpku. V3BeCcTHO, 4TO AJIs1 HEKOTOPHIX MPOTPaMM,
HanpuMmep, gzip, Takas 3aMeHa JeHCTBUTENHHO BO3MOXKHA. D¢ dekTnBHOCTh RV-Match mokazana B
pabote [13]. B aroii ke pabore 3asBusieTcss paborocmocobHocTh RV-Match mnst mpumoxenueit
o6weMom ~300 TeIcsY cTpok Koaa. K HemocTaTkaM ucnois3oBanus kec/RV-Match moxHO oTHECTH
cleayromee:

®  HENOJHAs MOJJICPKKA CTAHAAPTHBIX OUOIUOTEK;

o YacCTb TUIIOB HEOMPECACICHHOTO MOBEACHUA O6Hapy)KI/IBaeTC${ TOJIBKO B MOMCHT BBITIOJIHCHU A,
T.€. 3 PEKTUBHOCTD 3aBUCUT OT MTOJIHOTHI TECTOBOTO TIOKPHITHS;

e HEW3BECTHO KadecTBO PAaOOTHI MHCTPYMEHTa Ha OONBIIMX IPOEKTaX; pa3Mep HEKOTOPBIX
COBpPEMEHHBIX MPOeKkToB (Hampumep, PostrgeSQL mmm simpo Linux) mpeBocxomut | MuimmoH
CTPOK KOJa;
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e TI03BOJISICT OOHAPY)XWBAaTh HEONPEACICHHOE MOBEIACHHWE, HO HE MO3BOJSIET NPEIOTBPATUTH
YS3BUMOCTB: Kcc Hemb3s HCIONB30BATH B PENU3HONW COOpKE NpOrpaMMBI M3-3a HHU3KOH
MIPOU3BOIUTEIHHOCTH, ISl IPEAOTBPAIICHUS YA3BUMOCTH TPHUAETCS HCIPABIATh HWCXOIHBINA
KOJ IMPOTpaMMBlI;

® HHCTPYMEHT HaIlleJIeH Ha TOWCK HEONPEACJICHHOTO IMOBEICHHS, IOTOMY HE CMOXET HailTh
HecTaOWIIBHBII KOJI, TOJOOHBIN IPUBEACHHOMY B 2.2,

3.7 Ucnonb3oBaHue cTaHAAPTOB 6€30NacHOro NPorpaMMMpoBaHuA

[Ipu co3gaHuu mporpaMm, HCIOJB3YEMBIX B 00JACTAX, B KOTOPBIX OE30MAaCHOCTh KPUTHYCCKHU
BakHa (MEIUIIMHA, aBUAIWS U T.J.), IPUMEHSIOTCS CTAaHAAPThI IPOrPaMMHPOBAHUS, HAIICICHHBIC
Ha moBeIieHne Oe3omacHocTH, Takue kak MISRA [14], SEI CERT C Coding Standard [15] u
JIpyrue. ITH CTaHAAPTHI OIPAHUYMBAIOT HCIOJIb3YEMOE MOIMHOMXKECTBO SI3bIKA M BBOJST yKa3aHHs
10 MCIIOJB30BAHMIO JTOr0 ITOJMHOKECTBA. IJTO IO3BOJIIET IHMCAaTh Oojee O€30ITaCHBIM KOI C
MEHBIIAM YHCIIOM YsA3BUMOCTEil. B pamkax 3aja4yu, OMMCAaHHOW B 3TOM CTAThe, MCIOJIBb30BAHUEC
CTaHAapTOB 0E30MacHOr0 MPOTrPAMMHPOBAHUS HE MOXKET OBITh COYTCHO PELICHHEM, MMOCKOIBbKY
MOJIpa3yMeBaeTCs, YTO UCXOIHBIA KOJ Y)K€ HAMHCaH, & He MHIIETCS C HyJsS ¢ COOJIOJCHHEM
CTaHJAPTOB.

4. KoHuenuus 6e3onacHo20 KoMnuassmopa

B curyanusx, korjna HCXOAHBIN KO IIPOrpaMMBbl AOCTYIIEH, OJHAKO 10 KaKUM-THO0 NPUYMHAM He
MOXET OBITh MOTUPHUIMPOBAH, WIM MOAMMDUKAINSI TOTPEeOyeT CIWIIKOM OONBIINX YCHIHH,
OOJIBIIMHCTBO W3 CIOCOOOB, OIMMCAHHBIX B pasfeine 3, HE NMPHUBEAYT K JKEIAEMOMY pPE3ylbTarTy:
MIPEAOTBPALICHUIO YA3BUMOCTEH. MHCTPYMEHTH JMHAMHUYECKOrO aHaln3a B OOLIeM ciydae He
CIOCOOHBI 3aMETHTh, YTO YSA3BUMOCTH, NOAOOHAs OMHMCAHHBIM B 2.1, MOSBHJIACH B PE3yIbTATE
pabotel kommmisTopa. OtmenmsHO Hano cka3ath o0 Undefined Behavior Sanitizer: mpm ero
UCTIONIb30BAaHUN MHCTPYMEHTAIMS BCTABISIETCS] B IPOMEXXYTOUHOE MPECTABICHHE MIPOTPAMMBI /10
sTana pabOThl ONTHUMM3ATOpA, YTO IPUBOIUT K TOMY, YTO ONTHMH3ATOp HE OyHeT yIaJATh
HECTaOMIBHBIN KOJI, IPUYUHONW HECTAOMIBHOCTH KOTOPOTO ABJISETCS HEOIpEeeIeHHOE TIOBEACHNUE.
Cnoco0, omucanHbli B 3.4, TakKe B HEKOTOPOW CTENEHH IOMOTaeT: 4acTh ONTHMHU3AIUH,
CHOCOOHBIX yIATUTh HECTAOMIBHBIM KOJ, MOXHO OTKJIIFOYHUTH. DTOT CHOCOO HE SBISAETCS MOJTHBIM!
HEKOTOPBIe ONITUMM3ALINHU HEJIb35 OTKIIOYUTh, HE YCTAHOBUB ypOBeHb onTuMu3anuiil -O0, u naxe B
aToM ciy4dae, eciu paccmarpuBath GCC, HEKOTOpBIE ONTHUMH3AIMU HE OTKIOYaroTCs. Takke
HEIb3s1 Ha3BaTh 3TOT CIIOCO0 HA/IEKHBIM: IIOTPeOyeTCs BHOCUTh M3MEHEHHUS B CUCTEMY COOpPKH, HO
9TH N3MEHEHHS MOTYT OBITh OTMEHEHBI JPYTUMH (1araMu I0o3/Hee, IIPU 3TOM caM (PaKT U3MEHEHUH
B cHCTeMe COOPKH MOXKET OBITh HEXeJaTelIbHbIM.

B Takmx curyanmusx BO3MOXHBIM CIIOCOOOM TPENOTBPATHTh IOSBICHUE YSI3BUMOCTEH H3-3a
HecTaOWIBHOTO KOoJia OyZeT MCIIOJb30BaHHE 0E30I1acCHOr0 KOMITHIISITOpA, HE BHOCSIIETO B KOJ
YSI3BUMOCTH TIPH BBINIOJIHEHMM onTuMu3anuii. Heynanenme HecraOwibHOTO Koja 0e3 OOnbIINX
NOTeph B  IPOM3BOJUTEIBHOCTH CKOMIMJIMPOBAHHOW HPOrpaMMBI  SIBISETCS  OCHOBHBIM
TpeboBaHHEM K O€30MacHOMY KOMIMIATOPY, IPH 3TOM O€30MacHBI KOMITHIISITOP MOXET
MIPEJOCTABIIATh JIOTOJMHUTENbHBIE BO3MOXHOCTH Ui OOHapyXeHHs H IPeIOTBpaIlCHHS
ysa3BumocTeil. Takxke 6€30MacHBI KOMIIIATOP AOJDKEH paboTaTh MPH YCIOBUH, YTO BHOCHMBIE B
HCXOIHBIA KOJ MOIU(HKAINNA MHUHUMAJIbHBI WIH BOOOIIE OTCYTCTBYIOT. Takoi Oe30macHBIN
KOMIMJISTOP MOXHO HCIOJIB30BATh B KAYECTBE 3aMEHBI IITATHOTO KOMITHIIATOpPA B CHCTEME COOpKH,
YTO MO3BOJIUT OTPAHWYHUTHCS MUHUMAIBLHBIMU U3MEHEHHUS B CHCTEMe COOPKH MIIH Jaxe OOOUTHCH
6e3 Hux. Ilpm 3TOM Oe€30macHBIl KOMIWIATOP HE MIOJDKEH NPEAOCTaBIATH BO3MOXKHOCTB
OTKJIFOUEHHS! OMINH, KOHTPOJIUPYIOIINX NPEIOTBPAIEHHE YSI3BUMOCTEH.
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5. Peanu3sayus 6e3onacHo20 Komnusasmopa

PeanmuzoBanublli Oe3omacHbIi KOoMIWIsATOp paspadoran Ha 6aze GCC 9.3.0. Om peanmsyer
CTaTHYECKHE ¥ TNHAMHYECKHE METO/BI 3aLINUTHI, a TAKXKE MOXKET PaboTaTh BMECTE CO CPEACTBAMH
6esomacaoctn OC. K craTHyeckuM MeTomaM 3allluTBl OTHOCSTCS IHATHOCTHKH, HACTPOUKH
ONTHMU3aNNH (KaK OTKITIOYCHNE KOHKPETHBIX ONTHUMM3AINH, TaK M M3MEHEHUS nXx moseaenus ). K
IMHAMHAYECKHM MeTodaM oTHocuTcst ucrojb3oBanne Undefined Behavior Sanitizer, meTomoB
3amuTs! oT nepenondenus 6ypepa (FORTIFY SOURCE [16], stack protector [17]). be3omacHsrii
KOMITMJISAITOP MPEAOCTABISACT BO3MOKHOCTh UCTIOJIB30BATh yiIydllieHHYo Bepcuio ASLR [18].
OueBHIHBIM CIEICTBUEM NPHMEHEHHS HOBBIX AMArHOCTHK, NTPOBEPOK, ONTUMHU3ALMNA U yCIOBHA
HEBO3MOKHOCTH MOJM(UKAIIMK HCXOIHOTO KOJa IporpaMM OyIeT TO, YTO HEKOTOPHIE IPOrpaMMEI
HE CMOT'YT OBITh COOpaHbI 6€30MaCHBIM KOMITWIIATOPOM. DTO MOKET HAKJIaIbIBaTh OrpaHUYCHHS Ha
NPUMEHUMOCTh 0€30IIacHOrO KOMITWISTOpa. Pa3neneHue peann3oBaHHBIX B 0Oe30MacHOM
KOMITHJISITOPE METOZOB 3allUThl Ha HECKOJIBKO YPOBHEH Mo3BoisieT Ooiee TMOKO MOJOUTH K
BOIIPOCY NPUMEHEHUs OE30IIaCHOTO KOMIMJIATOpA Ul KOMIHJLIIMU peajibHBIX Mporpamm. beuio
MPEIOKEHO pa3/ie/ieHNe Ha TPH YPOBHS 3aIINUTHI.

Hcnonb3oBaHue 6€30MacHOT0 KOMIMIISITOPA C YPOBHEM 3allUTHI 3 JOJKHO MO3BOJIATH COOMPATH 0e3
OMOOK OOJBIIMHCTBO MPWIOKEHHH. Ha 3TOM ypoBHE KOMIMJISATOP JOJDKEH BKIIOYATH OILIUH,
OTHOCSIIIMECS K “JIY4IIMM ITPaKTHKaM”, UCIIOJIb3YEeMbIM B O0JIbIINX MpoekTax (siape Linux, Firefox,
PostgreSQL). K HuM oTHOcsATCS Takue omuu kak —fPIE (KOMIWIAOWS B TO3HIHOHHO-
He3aBUCUMBIN ko), —fstack-protector-strong (ucmonb30BaHMEe MexXxaHH3Ma stack
protector g (yHKIUH, KOTOPBIE COAEpKAT UTO-THOO M3 IEPEUHCICHHOTO: JIOKATbHBIN
MAacCCHB, BBI30B QPyHKIMK alloca, JIOKAIbHYIO IEPEeMEHHYI0, Y KOTOPBIH Oepercs aapec), —fno-
strict-aliasing (3ampeT KOMIOWISATOPY CUUTATh yKa3aTeNH PA3IMIHBIX THUIIOB 00513aTEIHHO
pa3IMYAONIUMHKCS) U IPYTHe, a Takxke ucnojib3oBanue fortified-¢hyHKimiA, BKIFOUaEMbIX OMIIMCH
FORTIFY SOURCE. OTu (QyHKIMY ABIAIOTCS peanu3alueil pyHKIui cTaHiapTHON OGUOINOTEKHU C
JIOTIOJIHUTENBHBIME TIPOBEPKaMK Ul OOHAapy»KeHHsl BBIXOAOB 3a rpanuilbl Oydepon. Fortified-
¢yHKIMK ObIIIM TOPTHPOBaHBI N3 OMOIMOoTeKM Musl U TIpe/ICTaBICHBI B 3ar0JIOBOYHBIX (aiinax B
cocraBe Oe3omacHOro Kommuisitopa. Takke nuarHoctuka -Wclobbered, npucyrcryromas 8 GCC,
O6buta mepepaboTaHa (B YAaCTHOCTH, HOBas pealM3alys HCIOIB3yeT Jpyroe BHYTpEHHeEe
npencraiaenne GCC) B pamkax 0e€30I1aCHOr0 KOMITIIIITOpa. OJTa JAMAarHOCTHKa MHOTpedoBaia
nepepabOTKH, T.K. BEPCHsI ANATHOCTHKH, ipucyTcTBYyIomas B GCC, nmeeT 60IIbIIOE YUCIIO JT0XKHBIX
cpabarbBanuit [19]. Oxmmaercsi, 9TO HCIONB30BAHUE YPOBHS 3aIIUTHI 3 MOXET MPHBOIHUTH K
HeOOJIBIIOMY 3aMEJICHHIO CKOMIMJIMPOBAHHOW NHPOrpaMMBI IO CPAaBHEHUIO C IPOTPaMMOH,
ckommrpoBaHHOH GCC 9.3.0. B o0omx ciydasx MpearoiaraeTcsi HCHOIb30BaHHUE YPOBHS
onTUMu3anuu —02, SBISFOLIErocs Je-(aKTo CTaHAAPTHBIM YPOBHEM ONTHUMHU3AIMU NP COOpKe
peanbHBIX IPHIIOKECHHUH.

Ha ypoBHe 3ammutel 2 po0aBistroTcs (uiarm  ympaBieHHS ONTHMH3AIMSIMH W HACTPOUKH
ONTUMU3AINH, pa3pabOTaHHbBIE CHEIHANBHO IS 0€30ITaCHOTO KOMITWIISTOPA, a TAKXKE BKIIIOYAIOTCS
CTaH/IapTHBIE OIIMH, HeoOXoauMble Uil MX paborel. K noGaBneHHBIM Ha ypoBHE 2 duiaram
YIPaBJIEHUS] ONTUMHU3ALMAME OTHOCSITCS, B YaCTHOCTH, (uiaru —~fkeep-oversized-shiftsu
-fpreserve-memory-writes. @nar -fkeep-oversized-shifts 3aIperaeT
KOMITHJISITOPY TIPOBOJMTH CBOPAYMBAaHHE KOHCTAHT M NPOJBIKEHNE KOHCTAHT B CIy4asX, KOTAa
BTOPO apryMeHT OIlepaTopa C/ABUTa OOJIbIIEe WIN paBeH MIMPUHE THIA. DTO MO3BOJISIET COXPAHUTD
OTIEpAIMIO CJIBUTra B MOJIyYalOIIEeMcs acceMOIEpHOM KOJIe, IOBTOPSIS IIOBEICHNE KOMITIIIATOPA 0e3
ontummsanuil. @nar -fpreserve-memory-writes yka3plBaeT KOMIHMIISITOPY COXPAHATH BCE
no6ouHble A3PPEKTH BceX olnepanuii 3alKcH, 3aTparuBalonX Y9acTOK MaMATH U3 KOTOPOTO e€CTh
XOTsI OBbI OTHO YTE€HHE. DTOT (JIar MO3BOJISIET YCTPAHUTD YSA3BUMOCTH BCIIEJICTBHE HECTAOMIIBHOTO
KO0J1a, MOJJOOHBIE OIMcaHHoi B 2.2. Vcnonb30BaHue BTOPOTO YPOBHS 3aIIUTHI MOXKET TPUBOJUTH K
TOMY, YTO HEKOTOpbIE NPHJIOXKEHHUs He OyayT cobuparbes. OKupaeTcsi, YTO IEPEXOA C YpPOBHS
3aMUTHl 3 HA yPOBEHb 3aIIUTHI 2 HE NPUBEICT K CHIIBHOMY YBEIHMUCHUIO KOJIMYECTBA MPOTPAMM,
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KOTOpBIE HE CMOTYT OBITh COOpaHbl O€30MacHBIM KOMIMISITOPOM, HO CKOPOCTH pPabOTHI
CKOMITMIMPOBAHHBIX IPOrPaMM MOKET YMEHBIIUTHCS.

YpoBeHb 3amuTH 1 OTIIM9aeTcs OT MPEABITYINX B MEPBYIO odepens ncnoiap3oBanuem UBSan. B
6e3omacHOM KoMIHIsATOpe nernonb3yercss UBSan ¢ 1o6aBneHHBIME ONMIMSIMH, B TOM YHCIIE OMIIUCH
-fsanitize=function, nobaBmsArOmedl HHCTPYMEHTAIMIO HETPSMBIX BBI3OBOB (YHKIHN
IIPOBEPKAMHU TUIOB. DTa OMIMUSA SIBJISETCS pealn3alueil aHaJOrMYHON ONLUY, IPUCYTCTBYIOIIEH B
Clang. Taxke Ha 3TOM ypoBHE H00aBieHB ommuu -fsanitize=null (HOMHMO APYTHX
UCTIONIb30BAaHUH HYJIEBOT'O YKa3aTels, J00aBJIeH 3apeT BbI30Ba (DYHKIIMH 10 HYJIEBOMY yKa3aTellio)
n -fsanitize=return (mocTiwkeHne KOHIA GYHKIMH TUIA OTIMYHOrO OT void Oe3 Bo3BpaTa
3HAUEHMs, PAHBIIE TaKas MPOBEPKa BBINOIHLIACH TOJIBKO U KoAa Ha s3bike C++). Taxke Ha
ypoBHe 3amuThl 1 mcmonb3yercs moauduimpoanHas Bepcusi ASLR. B ormmune ot oOBraHOIM
peamm3amm~ ASLR, MO3BOJLSIIOIIEH  pa3MelaTh  3arpykaeMyr  IOporpaMMy IO
PaHIOMU3UPOBAaHHOMY ajpecy B mnamsaTH, peanu3aimus ASLR B 0e3omacHOM KOMIUISTOpE
MO3BOJISIET TMPOBOJUTH PAHJOMH3ALMIO PACIIONIoKeHUsT QYHKUUHA B (ailyie mporpaMMbl, a TakkKe
PaHIOMH3ALMIO TIOPSAAKA pa3sMELICHHs JIOKAIbHBIX IIEPEMEHHBIX BHYTpH (peiiMa (yHKIUH.
YpoBeHb 3auTH 1 100aBiIsSeT CTPOrke NPOBEPKU, MHOTHE MPHIOKEHHSI HE CMOTYT OBITh COOpaHEI
Ha 9TOM YpOBHEe 0e3 U3MEHEHHMH B MCXOIHOM Koje. Vcrosjp30BaHHE 3TOr0 YpOBHS MO3BOJISET
3aIIUTHTBCS OT OOJIBIIEro Habopa ysI3BUMOCTEH U CHU3UTh YPOBEHb YTPO3bl, TOCKOJIbKY IEPEBEACT
4acTh YSA3BUMOCTEH U3 pa3psilia “yTeduka JaHHbIX U “BBIIOJHEHHE MPOU3BOJIBHOrO KoJa” B paspsin
“oTKa3 B OOCITyXMBaHUHM . DTOT ypOBEHb NPEAHA3HAUCH IS CIy4aeB, B KOTOPBIX O€30IacHOCTH
SBISIETCST ~ HAWBBICHIMM  HpHOpUTETOM (B TOJB3Yy  YEro  MOXKHO  II0XKEPTBOBATh
MIPOM3BOUTENBHOCTHIO, BIIOTH A0 3aMEICHHUS CKOMIIMIMPOBAHHOHM IIporpammsl B 2-3 pasa, U
BO3MOXXHOCTBIO COOMpaTh HEJOCTATOYHO HaJAeKHbIe NpuiIoxeHus). Tabm. 1 cymmumpyer
nH(popManuIo 0 pa3/ieieHHH METOIOB 3alUTHl HA YPOBHH, IIPUBEICHHYIO B 3TOM pa3zele.
BxiroueHne ypoBHS 3alIMTHl B 0€301MaCHOM KOMIMIIITOPE PEUTN30BAHO C IIOMOIIBIO JOOABICHUS
ommwu -Safe ¢ IENOYNCIEHHBIM apryMEHTOM, aHAIOTHYHO ONIMH -0, KOHTPOJIHMPYIOIICH
ypoBeHb ontuMu3anud. COOTBETCTBEHHO, 0€30MacHBIH KOMITHJISITOP MOXET OBITh 3allyIleH C
ommusaMu -Safe3, -Safe2, -Safel g BKIOUYEHUS COOTBETCTBYIOLIETO YPOBHS 3aIUTHI.

Taon. 1. [Ipumepsvl ucnonb3yemuix Menooos 3auumul No YPOSHAM
Table 1. Examples of used methods of protection by level

MeToasb! 3aIIUTHI YpoBeHb 3aUTHI 3 YpoBeHb 3aIUTHI 2 YpoBeHnb 3amuTsi 1

-fPIE X X X

-fstack-protector-strong

-fno-strict-aliasing

FORTIFY_SOURCE

XX | XX

-Wclobbered (ymyumr.)

-fkeep-oversized-shifts

X | X| X | X[X|X

-fpreserve-memory-writes

-fsanitize=undefined

-fsanitize=function

-fsanitize=null

-fsanitize=return

XXX XXX | X|X|X|X|X

ASLR (ymyymr.)
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6. Pesynbmamasl

6.1 UccnegoBaHme cnyvyaeB HeonpeaeneHHOro noBeaeHus

B xonme maHHO#M paboThl OblTa NpPOaHATM3WPOBaHA BO3MOXHOCTH MOSBICHHS B MPOrpaMMmax
HECTaOMIBHOTO KOJa B pe3yibTare padOThl ONTUMH3HMPYIOIIETO KOMIMIATOpa. Jnd m3ydeHus
MOBE/ICHHSI KOMITWIATOPOB MPU KOMITMJISILIMY KOHCTPYKIMI C HEOTPEIeICHHBIM MOBEACHHEM ObLI
COCTaBJIEH TECTOBBI HA0ODP, collep KaInii o OAHOMY U OoJiee (hparMeHTy Koja Ha Kaxapli u3 203
CllydaeB, EPEUYHCICHHBIX B IMpuioxeHun J k crannapry sa3bika C Bepcun C11. AHanu3 nokasadn,
910 3HaHHe 0 17 u3 203 TUMOB HEONPEIENIEHHOIO OBEICHHS UCIOIb3YeTCs KOMIMIATOPaAMHU NIPU
npoBeneHuH ontumuzanui. Eie 9 TunoB Mornu Obl BIUATH HA pabOTy ONTHMU3AIMHN, OJJHAKO HE
yaJOCh HAaUTH MOATBEPXKICHUA 4T0 KoMmuaTopsl (uccnenoBanuck GCC u Clang) ucmnons3yroT
3Ty BO3MOXHOCTb. OcTaibHBIC THIBI HEONPEACICHHOTO IOBEICHUS JIMOO OOHApPYKHUBAIOTCS
JMarHOCTHKAaMH KOMITHIIITOPA B BH/E MPEIYPEKICHIUS WIN OLIIHOKH, THO0 KOMITMIHPYIOTCS B KOZ
¢ HEeKOHU mpezcka3zyeMoil cemaHTukoi. [lox mpenackazyeMoil ceMaHTHKON MOHMUMAETCS, YTO JHO0
CYIIECTBYET €AMHCTBEHHBIH Pa3yMHBIH CIIOCO0 CKOMIMIMPOBATh KOHCTPYKIMIO C TAKHM CIIydaeM
HEOTPEICJICHHOT0 TIOBEICHHS (SIPKUM NMPHMEPOM MOXKET CIYKUTh HEOIPEICICHHOE NTOBEJCHUE U3
m. 6.4.2.1 cragmapra C11 “/IBa uaeHTHPHUKATOPA OTINIAIOTCS TOJHKO B HE3HAYUMBIX CHMBOIAX’
— BCE COBPEMEHHBIE KOMITWIIITOPBHI HCHOJIB3YIOT MOJHBIE MEHA HICHTH(UKATOPOB, a HE TOJIBKO
nepBbie 16 CUMBOJIOB), JINOO PE3yJIbTATOM KOMIWIISIMY OYAET KOJI, COJEPIKAILUA OMINOKY, IpUUeM
3TOT pe3ysbTaT He OyeT 3aBUCETh OT UCIOIb3yeMOM BepCHH KOMIMIATOPA, YPOBHS ONTHMHU3AIMH
Y LIEJICBOH apXUTEKTYPHI.

[TpoBenenne mnomoOHOro wucciepoBaHus aist sizpika C++ mpencraBiseTcss 3aMeTHO Ooliee
TPYIOEMKHM I10 CJIEIYIOMINM NpuuuHaM: si3eik C++ Ooliee cinoxHbIi, yeM s3b1k C (Tak, cTaHaapt
C++17 3anumaer 1448 crpanun, a ctangapt C11 — 696), mpudem miis s3pika C++ He CyIIEeCTBYeT
HCUEPIIBIBAIONIETO CIHCKA HEOINpPEeNICHHOTO IIOBEACHHUS, AHAJIOTMYHOTO NPWIOKEHHI0 J K
craagapty C11. CocraBieHune mofo0HOTO CIUCKA caMo TI0 ce0e SBIIETCS HETPUBUABFHON 3a/1a4eH.
B 2019 rony B pabodyto rpymiy mo cranmaptusanun s3eika C++ 0p010 BHECEHO Tpeaioxerue [20]
0 COCTaBJICHHH TAKOT'O CIIHCKA, OJTHAKO HA MOMEHT HAIIMCAHMS CTaThU OHO HE OBLIO MPHUHSTO.

6.2 KoppekTHOCTb

J11st npoBepKH KOPPEKTHOCTH pabOoTh! 6€30MaCHOT0 KOMITHIIITOPA OB COCTAaBIIEH TECTOBBIM HAOOP,
BKJTIOYAONINHA B ceOs 3 TWIa TECTOB: TECTHI, MPOBEPSIONUINE HAaJMYHE BHIBOAA KOMITWIATOPOM
TpeOyeMoii IMarHOCTHKH, TECTHI, IPOBEPSIOIINE cpadaThIBaHHE JMHAMHIECKUX ITPOBEPOK BO BPEMSI
BBITIOJTHEHHMS, ¥ TECTBHI, IPOBEPSIIOLINE PE3yIbTaT KoJoreHepannu. TecTsl, IPOBEPSIOIINE pe3yIbTaT
KOJIOT€HEepaINH, TOCTPOECHBI Ha OCHOBE HCCJIEOBaHMS CIydaeB HeCTaOMIBHOTO Koja. TecToBbIH
Ha0op paszeneH Ha 3 YpPOBHS COOTBETCTBEHHO YPOBHSM 3alUThl. be30macHbI KOMIHIATOD,
3aHyIHeHHBIﬁ C OHHHeﬁ, yCTaHaBHHBa}OIHeﬁ YPOBEHb 3alIWThI, TOJDKEH MPOXOJUTH BCE TCCTHI
COOTBETCTBYIONIET0 ypoBHs. Pa3paboTaHHEBIN B paMkax 3TOH pabOThI Oe30MacHBI KOMIHMISATOP
YCIIEIIHO MPOXOAUT TECTHI.

6.3 Coopka auctpubyTnBoB Linux

ITomuMmo cOOpKH peanbHBIX TPUIIOKEHUH IO OTIEIBHOCTH C TIOMOIIBI0 O€30ITaCHOT0 KOMITHIIATOPA,
o vem OyzmerT moapoOHeEe pacckazaHO B CIEAYIOIIEM pasjiene, MPUMEHUMOCTh 0e30TacHOTO
KOMITMJISITOPA B PEANIbHBIX YCIOBHUAX OIICHHBANACh Ha cOopke quctpuOyTuBoB Linux. Heo6xoanmo
OTMETHUTb, YTO cOOpKa MUCTpUOyTHBa LinuxX KOMIWISITOPOM, OTJIMYHBIM OT CTaHIAPTHOTO JIJIs
JTAHHOTO TUCTPUOYTHBA, Yallle BCETO SBISETCS HETPUBHAIBLHON 3aj1adeil — HamnpuMep, Jaxke Npu
obnoBiennn Bepcun GCC 4game Bcero TpeOyeTcsi M3MEHEHHE HMCXOJIHOIO KOJa B HEKOTOPBIX
nakeTax, He roBops yxe cOOpKe KakuM-Iubo OpYruM KoMIiIsTtopoM, Hampumep, Clang — na
JAaHHBIII MOMEHT TaKas 3a/laua pelleHa He JUIsd Bcex rnakeToB. HecMoTps Ha To, 4To Oe30macHbIi
KOMITHJISITOp pazpaboraH Ha ocHoBe GCC, ¢ psnoM nakeToB auctpuOyTHBa Linux (mpexze Bcero,
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spa ¥ HEKOTOPBIX CUCTEMHBIX) BOHUKAIOT TPYIHOCTH. JJaHHBINH BOIIPOC 3aCITyKHBAET MOAPOOHOTO
aHaJIW3a M PAcCMOTPEHMs B PaMKaxX OTAENbHOM palOoThl, a B JAHHOH CTaTbe€ MBI NPHBOIUM
Pe3yNbTaThl NPEIBAPUTEIBHBIX IKCIIEPUMEHTOB.

Jmns sxcriepumenToB uctonb3oBanmick CRUX 3.5 [21] (Bepcust siapa 4.19.48) u Debian 10.2.0. B
cirygae CRUX Ge3omacHBI KOMOIIISTOP C YPOBHEM 3aIIUTHI 3 0OHAPYKUI IPOOIIEMBI B 28 akeTax
u3 100. Otr mpoOIeMBI yOanoch YCTPAHUTD C MTOMOIIBI0 MOAUMHUKAIIIN HCXOXHOTO KOJIa M COOpaTh
CRUX c yposHem 3amutsl 3. ITonbitka codopare CRUX ¢ ypoBHeM 3amuThl 2 ToKaszaja, 4To
HEoOXoMMa 3aMeTHO OoJbIIas MOIUQUKaIM UCXOJAHOTO KOJa, KOTOpas Ha JaHHOM JTale He
BEIMONHsIack. B ciyuae Debian Bo3HuKIN pobiieMbl co cOopkoii 83 makeroB u3 983 ¢ ypoBHeM
3aIUTH 3, yCTpaHeHHe 3THX NpodiieM NOTpeOOoBano ObI CIMIIKOM OOJBIINX YCHUIINH, U B paMKax
JTaHHOHU pabOTHI TAKXKE HE MPOBOANIACH.

ITpu cOopke peanbHOro AMCTPUOYTHBA CIIOKHOCTH BO3HMKAIOT INpexJe Bcero ¢ sapom Linux,
CHUCTEeMHBIMHU OMONIMOTEKaMHU U IIporpaMmamMu (Hampumep, grub u busybox), cpenamu ucroaHeHus
(python), a Taxke mHporpaMMamH, COAEP)KAIIUMH OYEHb CTapbli KOJ, HE COOTBETCTBYIOLIMN
cranaapram (cpio). Tak, Hampumep, siIpo HE MOXKET ObITH coOpaHo ¢ ommuei stack protector,
CHCTEMHBIC TPOTPaMMBI HCIIONB3YIOT B KOJE HEIOANCPKUBAEMBIC TEXHUKH ONTHMH3ALUH, YTO
MIPOTUBOPEUYHT HACTPOWKaM 0E30IIacHOTO KOMIIMIIATOpA JUIA BceX ypoBHEi OezomacHocTH. PaboTa
[0 WCTPABICHUIO MCXOAHOTO KOAA IAKETOB, KOTOPBIH HE COOTBETCTBYET CTaHAApTy s3bika C,
MPEATIoNaraeT He TOJIBKO YHCTO TEXHHUYECKHE HCIIPABICHHUS, HO 3a4acTyi0 TpeOyeT CIIOKHOTO
aHaJIM3a, Al TOro YTOOBI MEepenncaTh HECOBMECTUMBIE YacTH NPHIIOKEHUS, HE MOBIHUSIB HA €TO0
(GyHKIIMOHATBHOCTh. Takas paboTa JO/DKHA BECTHUCh pPa3pabOTUYMKAMHU JAUCTPUOYTHBA C
MIPUBJICYCHUEM Pa3pabOTUNKOB MPUIIOKEHHUH.

Pabota, mpoBeieHHAs B paMKax IIPOEKTa O€30IIaCHOTO KOMITMIIATOPA, TOKa3ajIa, YTO Takasi OoJIbIIast
3aja4a, Kak cOopka JUCTPUOYTHBA ONEPALIMOHHOMN CHCTEMBI, SIBISETCS BBIITOJHUMOW, HO TpeOyeT
B3aMMOJICHCTBHS C pa3pabOTYNKaMu OTICPAIIMOHHON cucTeMbl. Ha MOMEHT HamMCaHus 3TON CTaThU
5Ta paboTta OblIa B HAYAIBHOHN CTaIHH.

6.4 UccnepgoBaHue Npon3BoAUTEribHOCTU

[TpoM3BOAMTENBHOCTh  NPOrPaMM,  CKOMIMJIMPOBAHHBIX  O€30MacHbIM  KOMIWJISITOPOM

TECTUPOBAJACH B 5 CIIEHAPHUIX:

e BOCHpOM3BEIEHHE YacTH MNapTud B To ¢ mnomoupio mpuiaoxenus GNU Go 3.8 [22],
SIBIISTFOIIETOCS YacThio Habopa TectoB SPEC [23];

e mepekomgupoBaHue Habopa WAV-gaitmoB B dpopmar MP3 ¢ momomsio npmnoxenns LAME
3.100 [24], sBnsromerocs 4yactbio Habopa TectoB Phoronix Test Suite [25];

e 3amyck peanm3anuu OeHumapka fannkuch, Bxomsmero B cocraB Habopa TectoB The Computer
Language Benchmarks Game [26];

e nepekoaupoBaHue Habopa BuaeodaitnoB u3 ¢opmara YUV B dopmar MKV npu nomomu
oubnuoteku x264 [27], Bxomsuei B cocraB Habopa TectoB SPEC (x264-snapshot-20190407-
2245-stable);

e CXaTHWe TEKCTOoBOro (Qaina npu nomomu o6udmnorekn zlib 1.2.11 [28], sBistomeiicss 9acTbio
Habopa SPEC.

Tabn. 2. Pesynomamul usmepeHus Rpou3go0umeibHoCmu
Table 2. Performance evaluation results

Cuenapuii | Baseline Safe3 Safe3 Safe2 Safe2 Safel Safel
3aMeaJI. 3aMeaJI. 3aMendn.
GNU Go 4.67 ¢ 485¢ 3.85% 523 ¢ 11.99% 932¢ 99.57%
LAME 345¢ 3.55¢ 2.89% 3.55¢ 2.83% 9.89 ¢ 186.31%
fannkuch 2.03¢ 242¢ 19.21% 242¢ 19.21% 351c¢ 72.91%
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X264 791 c 790 c -0.23% 8.06 ¢ 1.78% 18.30 ¢ 131.21%

zlib 2.25¢ 229¢ 2.00% 2.28¢c 1.33% 2.80c 24.44%

B Tabn. 2 npuBeneHsl pe3yinbTaThl M3MEPEHHsS BPEMEHU BBIIOJIHEHUS TECTOBBIX CIIEHApHEB Ha
KomItstoTepe ¢ npoueccopoM Intel® Core™ i5-7600K (apxutekrypa x86 64) u onepanMoHHOM
cuctemoii Ubuntu 20.04.2. Cron6en baseline coorBeTcTByeT 3amycky kommuisitopa GCC Bepcun
9.3.0 ¢ ypouem ontumuzauuu -O2. Cronousl Safe3, Safe2, Safel coorBercTByIOT 3amyckam
0€3011acHOT0 KOMIIMJISITOPA C YPOBHSMH 3aIIUTHI 3, 2 ¥ 1 COOTBETCTBEHHO U YPOBHEM OITUMH3ALIUH
-O2. [lns KaKA0T0 U3 3THX CTOJIOIOB B CTOJIOLE CIIpaBa yKa3aHO 3aMeIJIeHHE COOTBETCTBYIOLIETO
CIIcHapus B MpoleHTax. B crombmax ykasano cpemnee mo 20 3amyckaM BpeMs, OKPYTIICHHOE J0
COTOH CeKyHIBI, 3TO NMPUBOIUT K TOMY, YTO IUISI OQMHAKOBBIX 3HAYECHHH BPEMEHH MOXET OBITH
HeOOIBIIOE OTIMYME B 3HAUCHWUU 3aMeuieHus. B nByx cmyuasx (mexnay Baseline m Safe3 B
creHapun x264, u mexxay Safe3 u Safe2 B cuenapum zlib) HabromaeTCcs yCKOpeHHE B CpeTHEM Ha
0.01 c, 9To He sBNIAETCS 3HAYMMBIM PE3yIbTaTOM.

[IpencraBneHHbIe AaHHBIE ITOKA3bIBAIOT, YTO B CJIydae HCIOIB30BAaHMS YPOBHS 3allUTHI 3,
3aMeUIEHHE CKOMITMIIMPOBAHHOHN MPOrpaMMbl COCTaBisAeT He Oonee 20%, mpuyeM B 4 cIeHApHIX
u3 5 He npesblmaeT 4%. Mcnone3oBaHre ypoBHA 3aIIUTH 2 yXYyIIIAET MPOU3BOIUTENBLHOCTD B 2
CIIEHApUAX U3 5 OTHOCUTENHHO YPOBHSI 3aIIUTHI 3, HO 3aMeiJieHue Takke He npesbimaer 20%.
Hy»Ho 3aMeTuTh, 4TO 3aMeJICHHE MOXET YCHIIMBAThCS B ClTydae IIPOrpaMm, B KOTOPBIX 3aMETHBII
BBIMIPBHIII OT ONTHMM3ALMU JOCTUTaeTcs YyAaJeHHEeM JHIIHMUX 3anuceil B mamsate. [lpu
HCIIOJIB30BAaHUM YPOBHS 3alUTHl 1 3ameuieHHe cocTtaBiseT oT 24% o 186%, uto cormacyercs ¢
oxugaHueMm: B [29] yka3bIBaeTcs, YTO MPH HCIOJIb30BAaHUHM CAHUTAN3EpOB MporpamMma MOXKET
3aMenNIsThes B 2-3 pasa.

7. 3aknroyeHue

B pamkax ganHO#l paboThl OBUIO MPOBENEHO HCCIIENOBAaHHME BO3HUKHOBEHHUS YSA3BUMOCTEH B
pe3ynpTate pabOTBl KOMOMWJISTOPHBIX ontumm3anuil. OCHOBHBIM BHAOM  YS3BHMOCTEH,
PacCMOTPEHHBIX B 3TOH paboTe, ObUTH YS3BUMOCTH B PE3yJIbTaTe HAIMYMS HECTAOMILHOTO KOJa, T.C.
KOJla, KOTOPBIH MOXET OBITh YAaJeH B pe3ysbTaTe arpecCUBHBIX onTHMHu3anuii. B pabore Obim
PaccMOTPEHBI MOJXObI, MPUMEHSEMbIEC U1 OOHApYXXEHUS W yCTPAaHEHHs YSI3BHUMOCTEH B KOJE
nporpamM. [yt pemieHus ONMMCaHHOM MpoOieMbl Oblla NpeUIoskeHa KOHIENIHs 0e30IacHoTo
KoMImisiTopa. Takke B craTbe oOmMcaHa peaju3anys Oe30IMacHOro KOMIMISTOpa Ha Oase
kommuisitopa GCC, B HeM pealn30BaHO TPH YPOBHS 3aITUTHI.

Peanm3oBanHbIi 0€30MacHBIi KOMIMJIATOP OBUI YCIEHIHO NPUMEHEH Al COOPKH peanbHBIX
TpOTpaMM, a TakXke Uit COOpKU UCTpHOYTHBOB oneparoHHbIX cucteM CRUX u Debian. B ciryuae
Debian He ymamock nOOWTBCA MONHOH COOpKH IUCTPUOYTHBA IIPH COXPAHECHUH YCIOBUS
MUHMMAaJIBHOCTH BHOCHMBIX H3MEHEHHH, 3a1ady cOOpPKM TUCTPHOYTHBA MIAHHUPYETCS PEIIMTH B
JATbHEWIIIEM BO B3aMMOJEWCTBUHM C pa3paboTUMKaMH JUCTPUOYTHBa, paszpaboTaB HaOOp
UCIIPaBJIEHUH €ro HCXOJHOT0 KOJa.
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AnHoTanus. Lludposusamus oOmecTBa MPUBOAUT K CO3MAHMIO OOJBIIOTO KOJMYECTBA PacIpeeleHHBIX
aBTOMAaTU3UPOBAHHBIX HH(POPMAIMOHHBIX CHCTEM B pPAa3dHYHBIX OONACTSIX COBPEMEHHOH JKH3HU.
HeobxomumocTs oTBedaTh TpeOOBaHMSAM 0€30MAaCHOCTH M HAAEKHOCTH TOATAIKHBACT K CO3MaHHIO
WHCTPYMEHTOB HX AaBTOMATH3HPOBAHHOTO TecTupoBaHMs. Da33MHI-TECTHPOBAHHE B pPaMKax IHMKIA
Ge3omacHOl pa3paboTKH SBISIETCS HEOOXOANMBIM HHCTPYMEHTOM pELIeHHs YKa3aHHOW 3aiadn, HO He MeHee
BOCTpeOOBaHBI cpencTBa (az3nHra GMHAPHOTO KOJa, 00ECTIeUNBaIOIIe TONCK KPUTHIECKHUX Ne(DEeKTOB B yKe
¢yskunoHupytonmx cucremax. OCoOEHHO OCTPO 3TOT BONPOC CTOMT INPH HCCICAOBAHMM OE€30I1aCHOCTH
NPOIIPUETAPHBIX CHCTEM, (QYHKIMOHUPYIOIMX C KCIOJB30BAaHHEM 3aKpBITHIX IPOTOKOJIOB. B xone
TIPOBOAMMBIX HCCIIEROBAaHUN OBLIO BBIABIEHO, UTO IUISI TECTHPOBAHUS CETEBBIX NPHIOKEHHH B YCIOBHSIX
OTCYTCTBHSI HCXOJHBIX TEKCTOB MPHUMEHEHWE YHHBEPCAalIbHBIX (ha33epoB  3aTPyJHHUTENBHO. OTH
00CTOATENHCTBA MOATANKIBAIOT K CO3AHHIO IIPOCTOTO B AKCIUTyaTallny MHCTPYMEHTA (pa33MHT-TECTUPOBAHUS
CeTeBBIX MporpamMM. B paboTe paccMaTpuBaroTcst 0cCOOCHHOCTH (ha33MHT-TECTUPOBAHMS TAKOTO POJa MPOTpaMM
U MIPEe/JIaraloTcsi BO3MOJKHBIE ITyTH PEIICHHUS BBISBICHHBIX MPOOIIEM.

KaroueBbie ciioBa: (a33uHr; TECTUPOBAHKE; CETEBBIC TPOrpaMMBl; crieludukaius mpotokoaa; DynamoRIO;
MPOTOKOJIBHBIN aBTOMAT
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Abstract. The digital transformation of society is leading to the creation of a large number of distributed
automated information systems in various areas of modern life. The need to meet security and reliability
requirements prompts the creation of tools for their automated testing. Fuzzing within the security development
lifecycle (SDL) is a strictly required tool for solving this problem. Tools for fuzzing binary-only applications
are in demand too. These kind of fuzzing tools provide the search for critical defects in already functioning
systems. It is especially acute when researching the security of proprietary systems operating using closed
protocols. In the course of the research, it was found out that for fuzzing network applications in the absence
of source codes, the use of universal fuzzers is complicated by many factors. These circumstances are pushing
for the creation of an easy-to-use tool for network applications fuzzing. The paper discusses the features of
fuzzing of this kind of programs and suggests possible solutions to the identified tasks.
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1. BeedeHue

B yciioBusiX CTpeMUTENLHON IUPPOBU3AINK 00IIECTBA KpaiiHe BOCTpeOOBaHbI HHCTPYMEHTAIbHbIC
cpeicTBa aHanm3a Kkojga mporpamMmHoro obecrnedenus ([10) Ha wHanmmume nedexroB. Pacter
KOJIUYECTBO pacrpeeneHHbIX ABTOMATU3UPOBAHHBIX UH(pOPMAIHOHHBIX CHUCTEM,
obecrieunBaOIUX GYHKIIMOHUPOBAHUE OOBEKTOB KPUTHUYECKOH HHPPACTPYKTYPBI, 6€30MaCHOCTD,
MEJIMIIMHCKYIO JIeSTeNIbHOCTh, BHUIICOHAONIOICHUE, JIIEKTPOHHYIO KOMMEPIHIO, XpaHEHHE U
00paboTKy MepcoHaNbHBIX JaHHBIX. LleneHanpaBiieHHas: SKCIUTyaTalys NPOrPaMMHBIX J1e(QEeKTOB
crocoOHa BBIBECTH M3 CTPOSI WM 3aXBaTUTh YNPaBICHHE TAaKOW CHCTEMOM, YTO BIEUET 3a COOOM
OUYEHb CEPbE3HBIE MOCIIEACTBUSI.

B cocTaB cOBpeMEHHBIX MHCTPYMEHTAJBHBIX CPEJICTB BXOJIAT CPEACTBA JUHAMHYECKOTO aHAM3a
(TectupoBaHus), rA€ AuA oOecriedeHuss 0€30MacHOCTH HamboJsiee TMOMYJSPHBIM — BHIOM
TECTUPOBAHMUSI SIBJISAETCS (ha33MHT.

®a33uHT-TECTUPOBAHWE — 93TO CIOCOO AaBTOMATH3WPOBAHHOTO TECTUPOBAHHS MPOTPAMM,
CHOCOOHBIN HaXOIUTh Ae(EKTHI B UX UCIIOIHIEMOM KOJI€ BHE 3aBUCHUMOCTH OT HaJIWYHsI HCXOIHBIX
TeKCTOB. MIHCTpyMeHThI (ha33UHI-TECTUPOBAHHS BXOJASAT B CTEK TEXHOJIOTHH IMKJIa 0e30mMacHoit
pa3paboTKu, pEerjJaMeHTHPOBAHHOIO HOPMATHBHBIMU JOKYMEHTAMH BEJIOMCTB-PErYJISTOPOB,
mpoBeaeHue mporenyp ¢assunr-tectupoBanus npeaycmorperno ['OCT P 56939-2016 kak
HE00X0IUMOU MephI pa3paboTku Oe3omacHoro I10.

CyIiecTBYIOT pas3IMYHBIE XOpPOIIO 3apeKOMEHIOBaBIIMEe ce0s B MPaKTUYECKOW padoTe
KOMIUIEKCHbIE MHCTPYMEHTBI M MOJXOJbl K PEIISHUI0 JaHHOHW 3aaaun. Hampumep, Kk 1mogo0HbIM
CpencTBaM OTHOCHUTCS HWHCTPYMEHT auHamudeckoro anammza Crusher [1] (MCIT PAH).
HopmaTuBHble TpeOoBaHUs, HEOOXOOMMBIE C TOYKH 3peHHs pa3paborku OesomacHoro [1O,
NPUBOIST K (OPMUPOBAHUIO THIIOBBIX METOMUK (Da33MHI-TECTUPOBAHUS W CTaHAAPTH3ALUH
TEXHOJIOTMUECKHX LIeNoYeK. JlaHHbIe YCIIOBUS BHIHY)KIAIOT CO3/1aBaTh YHUBEPCAJIbHBIC U CI0XKHbBIE
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B OKCIUTyaTallid MHCTPYMEHTHI (ha33MHr-TeCTHpOBaHus, (PyHKINOHUPOBAHHE KOTOPBIX OCHOBAHO
Ha TUIOBBIX NPHEMAX, YTO 3ATPYAHSCT PEANN3ALMI0 OPUTHHAIBHBIX M HECTAHJAPTHBIX METOHK
(az3uaT-TecTHpOBaHMA. CTOUT OTMETUTH, YTO MHOTHE cepbe3HbIe ys3BUMOCTH [10 ObIH HaiineHsI
HE C IOMOIIBIO CIOXHBIX MHOTO(QYHKIIMOHAIBHBIX CHCTEM, a C IMOMOIIBIO IPOCTHIX MPOTPaMM,
CO3/IAHHBIX /IS PEIICHHST KOHKPETHOW 3a1a9H C MCIIO0Jb30BAaHUEM OPHTHHAIBHBIX MOAX0I0B [2-5].
®Da33uHT, OCYIIECTBIIEMBI B paMax IHKJIa 0e30MacHOM pa3paboTKH, IpegHa3HAYCH IS PEIICHUS
3a]]a4 BBISBJICHHS Ne(EKTOB /10 Hayaja SKCIUTyaTallui IPOrpaMMHOTO CPE/CTBA, T. €. HalleJIeH Ha
npenynpexiaenue Boimycka 110 ¢ nedexramm n ys3BumocTsmu. OnHako, y4yuTbiBas (akThl
BBISIBJICHHST HOBBIX YS3BUMOCTEH B «CTapblX» KommoHeHTax [1O, B 3aMMCTBOBaHHOM KOJE,
OYEBHIHO, YTO MOJHOCTHIO PEHINTh 337a4y 3THM IIyTeM HE YAaeTcs, IPUMEPOM MOXKET CITYKHTh
ysa3sumocth OpenSSL CVE-2021-3449 [6]. [lanHOEe OOCTOSITENBCTBO SBISAETCS JBUTATEIEM
pa3BUTHUS CPEACTB aBTOMAaTU3UPOBAHHOTO TECTHPOBAHUS OMHAPHOTO KOJA B YCIOBHSX HaJTHM4HS
MHHAMYMa HH()OpMaUK U OTCYTCTBHS HCXOAHBIX TEKCTOB.

dazzepsl MOXKHO paccMaTpUBaTh HE TOJBKO KaK TEXHOJIOTHYECKUI 3JEMEHT JKM3HEHHOTO IMKIIa
6e3omacHoro I1O. OnHOBpEMEHHO C ATUM OHH SBIAIOTCA HE3aMEHMMBIMH HHCTPYMEHTaMH
HCCIIEZIOBaHMS U OLEHKH HaJIS)KHOCTH U CTAaOMIBPHOCTH OMHAPHOTO KO/a passMuHbIX Kiaccos [10,
UX I1e1eco00pa3HO MPUMEHATh, KaK OJMH M3 WHCTPYMEHTOB B TECTUPOBAHWM Ha IIPOHHKHOBEHHE
(penetration test). B Takmx ycioBusAX cpencTtBa (a33MHra He MOTYT HCIOJNB30BaThCS IS
«TSDKEJIOBECHOI» BEpU(HKALMK MIPOTPAMMHBIX CPEICTB U JOJDKHBI 00ECIIEUNBATH «HEIOPOTOI»,
JIETKOBECHBI METOJ ITOHCKa OIMOOK M BBIABICHUS yA3BUMOCTEH. [IpH 3TOM CI0BO «HEZOPOTON)
ClIelyeT OTHOCHTh HE CTOJIbKO K HCIIOJIb30BAHUIO BBIUYMCIHUTENBHBIX PECYpPCOB B IpOILEcCe
(YHKIIMOHMPOBAHUS UHCTPYMEHTA, CKOJIBKO K TPEOOBAHUSIM I10 TTOJTHOTE M JOCTYITHOCTH HCXOIHBIX
JAHHBIX Ha TOATOTOBUTENHLHOM 3Tare: MCXOJHBIX TEKCTOB, AokyMmeHTauuu [10, xoHpuUrypanmii
CI/CD, ¢yHKIIMOHANBHBIX TECTOB M TECTOBOW OOBSI3KH, H T.[I.

OcHOBHasi 3ajjaya JAHHOTO WCCIIEAOBAaHUS 3aKIII0YaeTcss B CHCTEMaTH3alu [polieMm,
BO3HHUKAOMIUX TIpH (1)333I/IHF6 B YCJIOBUAX OTCYTCTBHUA HMCXOJHBIX TEKCTOB, M OIPCACICHUN
BO3MOXKHOCTH CO3JIaHUsI THOKOT0, JIESTKOBECHOTO U «HEIOPOTOro» B UCIIOJIb30BaHUH POrPAMMHOTO
cpeacTBa, win (peliMBOpKa AJIsl aBTOMAaTH3MPOBAHHOTO TECTUPOBAHUS CETEBBIX CEPBEPHBIX U
KIIMEHTCKUX IPOTPaMM, JTOCTYII K HCXOJHBIM TEKCTaM KOTOPBIX HEBO3MOJKEH.

2. MocmaHoeka 3ada4yu u cnocobbl peuweHusi

B xadecTBe HCXOIHBIX JaHHBIX PACCMOTPUM CHUTYAIIMIO, KOT/Ia B HAIIIEM PACIIOPSIKEHUH UMEIOTCS
HACTPOEHHBIE U KOPPEKTHO (hYHKIIMOHUPYIOLIHE HA KOHTPOJIMPYEMBIX KOMIIBIOTEpax cepBepHas U
kireHTckas nporpammel. Cpena ux Qyskiuonnposanuss OC Linux x86-64. McxoaHbIX TEKCTOB
Her. IlpoTokos cereBOro B3aMMOJEHCTBHS HEHM3BECTEH (HE JOKYMEHTHpOBaH). B kauecrtse
IeJIeBOTO 00bEKTa BBIOEpEM cepBepHyIo nporpamMy. OCHOBHas 331a4a 3aKJII0YAETCs B BBISIBICHUH
OIMOOK, NPUBOAAIIMX K HAPYIICHHUIO ee (PyHKIMOHHpOBaHMsA. [IpoBeas NEeKOMMO3UINIO 3aJaun
MOJTy4aeTcsl, YTO ISl OCYIIECTBICHUS (ha33MHI-TECTUPOBAHUS LIENIEBBIX MPUIIOKEHNIH HEOOX0IMMO
PELINTH CIIEYIOIHUE 3a1aTH:

®  IIPOAHATU3UPOBATH AITOPUTMBIL, BBISIBUTh TOCTYITHBIC HJIST BO3ICHCTBHS OJIOKH;

®  M3YYHTH CIICIU(PHUKAINIO CETEBOTO IMPOTOKOA, BKIIOYAs CIIYKeOHYI0 COCTaBISIONIYIO;
®  OMpeAeNuTh MOBEPXHOCTh aTaKH;

e  chopMHUPOBATH CUCTEMY OIICHKH PE3YJIHTATOB IMMOMCKA OIINOOK;

®  peamu30BaTh CUCTEMY KOHTPOJS COCTOSIHUH IEJIEBOM MPOTPaMMBI ¢ HHTEP(PEHCOM NPSIMON H
00paTHOM CBS3H;

e  TOATOTOBUTH HAYaJIbHYIO MOCJIEOBATENLHOCTE W CO3JaTh CIOCOO aBTOMAaTH4ecKOH
Mogudukanuy (MyTalMu) J@HHBIX, [OpPEAHA3HAYECHHBIX JUI OTIPAaBKH HCCIIEAyeMOn
IporpaMme.
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2.1. AHanu3 anropMTMoOB CeTeBbIX NPOrpamMmm

Coznanue YHUBEpCAILHOTO (a33epa YIUpaeTcs B UCTIOIb30BaHUE OOJIBIIOTO KOJWYECTBA CHIHHO
pa3NUYAONIMXCSl  ANTOPUTMOB B Pa3HBIX MOporpamMMax. B OOJBUIMHCTBE CIy4aeB XOf
aBTOMATHU3UPOBAHHOTO TECTUPOBAHUS MOAPA3yMEBAET, YTO HCCIEAyeMasi MporpaMma KOPPEKTHO
3aBepIIAETCs] CAMOCTOSTEIBHO MO 3aBEPILICHUIO TECTa HIIK aBAPUIHO B MPOLIECCE €r0 BBIOIHEHUS,
B MPOTUBHOM CJIydYae MPUHUMAETCS PEIICHHS O 3aBUCAHHH, BBIMIOJIHACTCS €€ MPUHYAUTEIbHOES
3aBepIICHHE U 3aIlyCKaeTCsl OUepeTHON LUK TECTHPOBAHUSI.

CeTeBble MPOrpaMMBbI, KaK [IPABUIIO, CAMOCTOSATEIBHO HE 3aBEPIIAOTCS TIOCKOJIBKY MX alTOPUTMBI
OCHOBaHbI Ha OCCKOHEYHBIX LHUKIAX OXHIAHUS MOJKIIOYCHUH, 00pabOTKU BXOAHBIX AAHHBIX H
OTIPABKHU UCXOSIINX COOOLICHHH.

B 3TOM COCTOHT O/1HA U3 TPYAHOCTEH NX (ha33UHI-TECTUPOBAHMUS B YCIOBHUSIX OTCYTCTBUSI HCXOIHBIX
TEKCTOB. MOIUPHUIIUPOBATh OMHAPHBINH KOJ| C LIEJbI0 OTPAHUYCHHUS KOJIMYECTBA UTEPALUNl XOTh U
BO3MOXKHO, HO KpaliHe 3aTpaTHO; TpeOyeTcst Apyroi moaxo.

Ecnu abcTparmpoBaThCsi OT JeTaliell KOHKPETHBIX —peanu3andii, aOCTPaKTHBIA aJIropuT™M
(YHKIIMOHMPOBAHUS CETEBOro cepBepa (puc. 1) 3aKirouaeTcs B CIIETYIONIUX LIarax:

®  CO3JaHHUE COKETa;
®  UHUIMAIW3AIIUs CETEeBOTO MOAKIIOUEHUS B PEKUME MTPOCTYIIIBAHHS,

®  OXHIaHHWE 3amIpoca KINEHTa Ha TOAKIIOYCHHE,

®  TOPOXKAEHHS JOYEPHETO IPOLEecca/TIOTOKA IJIsl OCYILECTBICHHS CETEBOr0 B3aUMOICHCTBHS;

L4 Mepexoa B COCTOAHUC OKUAAaHUA OYCPCAHOIO 3alIpOCa Ha MOJAKIIOUCHUC.

O6paboTKa BXOAHBIX JAHHBIX OCYLIECTBILIETCS B LIUKIIC OIYYCHHUS-OTIPABKH JAHHBIX B JOYCPHEM
nporecce/moToKe.

server_listener = socket()

@
= bind(server listener)

L]

e

E v

-E listen(server listener) £

= client_connection = accept{server listener) recyv(client_ connection, buffer)

Buffer processing
algorithm

»

frok/execve/pthread create/async...await

Child module

send(client connection, data)

]

Puc. 1. Cxema pabomoul cemegoeo cepsepa
Fig. 1. Network server work scheme

W3 onumcanusa ajaropuTMa (t)yHKI_H/IOHI/IpOBaHI/Iﬂ CCPBEPHOTO IPUIIOKCHUA BUIHO, YTO BHCUIHEC
BO3ZICUCTBUE Ha ero (YHKIMOHWPOBAHHE BO3MOXKHO OKa3aTh 4epe3 CeTeBON MHTEepQeiic TOIBKO B
JIOYEPHEM MPOLIECCE/TIOTOKE MOCHE MOJYyYeHHs MOPILHMU JAHHBIX OT HOAKIIOYEHHOTO KIIMEHTA.
Takum 00pa3om, U3ydeHre aNropuT™Ma CEPBEPHON MPOrPpaMMbl MOYKHO CY3UTh 10 O6J10Kka 00paboTKH
BXOJHBIX AaHHBIX (Ha cxeme «Buffer processing algorithmy, cm. puc. 1), Toukoii Bxoma cieayer
paccMaTpuBaTh MHCTPYKIIUIO CIEAYIOIIYIO 3a (YHKIMEH recv(...), a TOYKOH BBIXOAa — Teper
BBI30BOM (yHKLMHK Send(...).

Knmentckue ceteBble MporpaMmsl (QYHKIIHOHHUPYIOT MO CXOXKEMY aJTOPUTMY, 32 HCKIIOUYEHUEM
TOTO, YTO UMEHHO KJIMEHT WHUIMUPYET CO3/IaHMe KaHaja BhI30BOM (YHKIMH CONNECt(...), mocue
4eTo HauyWHaeTcs MUK oOMeHa WHpopmarmeil. CToUT oOpaTuTh BHUMaHHWE HAa TO, YTO OJIOK
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00paboOTKN BXOJASAIIUX COOOIIEHUH 371eCh MOXKET ObITh 3HAYMTEIHLHO OOJIBIIE, TTOCKOIBKY MOMKET
BKITIOYATh YaCTh KOJa, OTBEYAIOIICTO 32 MOJIh30BATEILCKUAN HHTEP(dEIC, )KypHATUPOBAHUE U T.1I.

2.2. AHanun3 cneuncukauum ceTeBOro nNpoToKosna

3amada BOCCTAHOBJIICHHS CETEBOTO IPOTOKOJIA Pa3/eisieTcsl Ha JABE MOTONHAIONINE IpYT IpyTa
MO33/1a49H: BOCCTaHOBIICHHE (POPMATOB CETEBBIX COOOIIEHMIA W BOCCTAHOBIICHHE MPOTOKOIFHOTO
aBToMaTta. Jlma mepBod 3amauM  OBUIM  TPEMJTIOKEHBI  pa3lMYHBIE IOOXOABI K  €e
ABTOMATH3MPOBAHHOMY PEIICHHIO, M3BECTHBIC €IIe C HYJEBBIX T'OJOB, IUIS BTOPOH 3amadd Ha
JAHHBIH MOMEHT 3((eKTHBHBIC aBTOMATH3HPOBAHHBIC PCIICHUS AaBTOpPaM JaHHOW CTaThU
HEU3BECTHHL. boiee Toro, naxke B yCI0BUAX HATMYUS UCXOJHBIX TEKCTOB TECTUPOBAHHE peaTr3alii
MPOTOKOJIA 3a4acTyI0 OCYHIECTBIISIETCS MOCPEACTBOM BPYUHYIO HalMCAHHOW TECTOBOM CUCTEMBI,
KOTOpasi B TIOJIHOM Mepe peatn3yeT OTBETHYIO YacTh CETEBOTO B3aNMOICHCTBHI.

MeToap! BOCCTaHOBIICHHSI CETEBBIX IPOTOKOJIOB MOKHO Pa3JIeNIUTh HA YETHIPE TPYIIIIHL:

L4 3allMCh U aHaJIN3 CETCBBIX TPACC,

e  u3acceMOJIMPOBAaHUE IIENE€BOH MNpOrpaMMbl M aHAJIU3 IOJIYYCHHOTO CTaTHYECKOTO
IIpeCTaBICHNUS,

®  OTIOXKEHHBIM aHAIW3 IIOTOKA JAHHBIX II0 3allMCAHHOM Tpacce BBIIIOJHEHUS TECTUPYEMOH
IIPOTpaMMBl;
e  MHAMUYECKHU aHAJIH3 MOTOKA JAHHBIX HEMOCPEICTBEHHO BO BPEMsI BBIMIOIHEHHS.
3amuch CETEBBIX TPAacC IO3BOSIET MONYYUTh IOPSIOK OOMEHa CETEBBIMH COOOLICHUSIMH,
NPOCMOTPETh UX COAEPIKUMOE, ONMPEAECIUTh Pa3Mep U Ha3HAYEHUE OTJENIbHBIX MOJEH, HO HE JaeT
BO3MOYKHOCTh YBHJIETH MOJHYIO KAPTUHY CTPYKTYP HMaKEeTOB.
JuzaccemOnupoBanne (HOpMHPYET CTATHYECKHH KOJ AITOPUTMOB M TOTEHIUAIBHO ITO3BOJISET
pemnrats 3a7ady BOCCTAHOBIICHUS CIEHU(HUKAIIMN TPOTOKOA, OJHAKO B CIydae aHAIN3a CIOXKHBIX
TPOMO3JIKMX IPOTPaMM 3TOT IMPOILECC JOCTATOYHO TPYNOEMKHH M TpedyeT 3HaYMTEeIHHOTO
BpEMEHHU. ENUHCTBEHHBIM CpPEACTBOM AaBTOMATHU3allMM BBICTYHNAET JEKOMIIMIATOP, KOTOPBIH
BOCCTaHABIIMBAET NIEPEMEHHBIE, B TOM YHUCIIE — arperaTHbiX TUNOB. Ho Takol BayKHBIN acleKT, Kak
CEMaHTHKY MOJICH TEKOMIMIISIINS He 3aXBaTBIBACT, PELIaTh ATY 3a/1a4y IPUXOAUTCS BPYyUHYIO, KaK
U BOCCTAHOBJIEHHE IPOTOKOJIEHOTO aBTOMATA.
OcHOBHas Hjes aHaIn3a MMOTOKA JAHHBIX 3aKII0YACTCs B KOHTPOJIE OOpaIieHnH K COJIepKUMOMY
0JI0Ka aMsTH U €ro paclupoCTPaHEHHIO B Ipolecce (QyHKIMOHUPOBaHHS MporpaMmel. B 3aiade
BOCCTaHOBJICHUS CHEeNHU(UKAIMI CETEeBBIX NPOTOKOJIOB JaHHBIM IMOJXOJA IO3BOJSET BBIACIHTH
OCHOBHBIE 2JIEMEHTHI TAKETOB, UX Pa3Mephl, CMEIIEHUs] OTHOCUTEIBHO Hadaia UCXOHOro 6j0ka. B
pesynbrate (GopMupyercs 0000ILIEHHAs CTPYKTypa CETEeBBIX [AKETOB, HEOOXoIuMas st
palMOHATBHON MOTU(PHUKAIIMA/MYTAPOBAHHUS COOOIICHUI B XOJ€ OCYIISCTBICHHS (Pa33uHr-
TecTrpoBaHus. OTISATE JKe 3a/1a9a BOCCTAHOBIICHHSI IPOTOKOJIFHOTO aBTOMATA B TAaHHOM ITOJIXOZE HE
peaercs.

3aHI/ICB " aHaJIM3 TpacCChbl BBINIOJIHCHUA IPOTPaMMBbI IMMO3BOJIACT aHAJIU3UPOBATH ITOTOKU JaHHBIX,
OTCJIC)KUBATH UX PACIPOCTPAaHCHUE, HE TOJIBKO IO caMou nmporpaMmMe, HO U MEXIY IIpoueccamMu.
Omnako 3Ta paboTa JOCTATOYHO PECypcoeMKas, OCOOCHHO B CIydae 3amiCH Tpacc BO BpeEMsI
OCYHIECTBJICHUA IJIUTECIBHBIX ceccun B3aHMOIIeﬁCTBHH KIIMCHTa W CEPBEpa, HCO6XO}1HMBIX JJIs1
BOCCO3/IaHUs HanboJIee MOHbBIX crielnpUKanuii.

Ilocnennuil moAXoA NMPEAINONATacT BBIIOJHEHUE JTMHAMMUYECKOIO aHaJIN3a OCYLIECTBIIAECTCA «HA
JIeTy», B TIporecce paboThl MccaeTyeMoi porpaMMel. JIaHHBIA TOAX0 MOXKET OBITh peann30BaH
MyTeM JWHAMUYECKOH WHCTPYMEHTALMM C WCIOJb30BaHUEM, Hampumep, cucreM Qemu,
DynamoRIO wiu Pin 1 mo3BOJISET HE TOIBKO OTCIEKUBATE IOTOK YIIPABJIEHHUS, HO KOHTPOJIMPOBAThH
ero. Kpome Toro, nmHamMuueckuil aHajlu3 IO3BOJIAET OCYIIECTBISATH MOHUTOPUHI TOJBKO
MHTEPECYIOIIECH YacTH aJlrOPUTMa, YTO CYIIECTBEHHO YMEHbILAET 00beM PaboThI.
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CeTreBble TNMPOTOKOJIBI PA3CNSAIOTCS Ha IMPOTOKOJBI 0e3 cocTosHUS (stateless-TpoTOKOMBI) H
Tpebyromre coxpaneHus coctosiaus (stateful-mporokosnsr). [Ipu ocyniecTBIeHNN B3aUMOACHCTBHS
MEXIy KIHEHTOM H CEpBEpOM ¢ rmomouibio Stateless-mporokona kaxaoe mociaeayoiee cooOueHne
HE 3aBHCHT OT MPEABIAYIIETO, MpUMepoM MoxeT ciyxute HTTP, stateful-npoTtokosnsr onpenenstor
CTPOTHH HOPSJIOK OTIPABKH M MOJIYYEHHs COOOIIEHUH, TpeOyeMblil I repexo/ia K CIeIyomeMy
COCTOSIHUIO, HapyIlIEHHe KOTOPOro MPUBOJUT K OTKATY K NMPEABITYLIEMY COCTOSIHUIO UITH 3aKPBITHIO
CETEeBOTO KaHaja, Hampumep, mpotokonsl FTP, TLS.

B ycioBHsSX HEM3BECTHOTO CETEBOIO IPOTOKOJA BO3HHMKAET OTAEJbHAs 3ajada KiacCU(pHKaIMH
npoTokona Kak stateless mim stateful. Pemars Takyro 3agauy aBTOMaTH3MpOBaHO BO3MOXKHO IIPH
HAJIMYMH [IPEACTaBUTEIbHBIX 00pa3loB Tpaduka, M0 KOTOPHIM 3aIHCHIBAETCSl TPAcCa BBHIIOIHEHUS
uccieayemoil nporpaMmel. Ilocie BBIBIEHUS B HEMl MECT, B KOTOPBIX NMPUHUMAIOTCS BXOAAIINE
MaKeThl HEOOXOINMO ONPENEIUTh HaJMYHEe CBSI3H B MOTOKE JAHHBIX MEXAY 00pabOTKOW pa3HBIX
[IAKETOB. B cuily CI0KHOCTH W CaMOJOCTaTOYHOCTH JaHHOM 3aJaud B HACTOSLIEN CTaTbe OHA HE
paccMaTrpuBaeTcs.

IIpencraBnsercs menecooOpa3HbIM OLIEHUBATH IOJHOTY JOCTUTHYTOTO HMOKPBITHS HE TOJIBKO IO
MOKPBITHIO KOZA, KaK TOT0 TPeOYIOT AeiCTBYIONINE HOPMATHBHBIE TOKYMEHTHI. [1pu TecTupoBannn
cereBoro IIO0 He MeHee BaXHO OOECHEYUTH MAKCHMAJIBHO IOJHOE MOKPHITHE COCTOSHHUH
MIPOTOKOJIBHOTO aBTOMaTa. Hirke 1o TekeTy OyAyT NCTIONIb30BaThCs MOHATHSA (ha33MHTa «B MIAPUHY
U «B TIyOnHY», BO N30€XKaHNEe BOZHUKHOBEHUS KOJIJIM3HH OMPEAEINM, YTO 3TH MOHSATHS B JaHHOM
KOHTEKCTE PacCMaTpUBAIOTCSl NMPUMEHUTENBHO K CHEIM(HUKALMKE CETEeBOTO NPOTOKONA, a HE K
CTPYKTYpe OMHAPHOTO KOJa UCIIOJIHIEMOW MPOrpaMMbl. Y [UIMHCHUE ICTIOYKH 3a/ICHCTBOBAHHBIX B
npolecce TeCTUPOBaHUS 0a30BBIX OJIOKOB HE yKa3bIBaeT Ha yBEJIMYCHUE IIyOuMHBI (pa33uHra, a
Iepexo Ha CIeXyIoUuil ypoBeHb MPOTOKOJA KaK pa3 U SBISCTCS MHIUKATOPOM IOTPYKEHHS U
nepexoaa NPOTOKOJIAa B HOBOE COCTOSHUE.

®a33uHT-TeCTHPOBAHUE CETEBBIX MPOTrPaMM, PEATH3YIOUIUX stateless-IPOTOKOIBI, MPECTaBISET
co00ii HCClIeZIOBaHUE «B HIMPHHY», MOCKOJIBKY MOPAIOK OTIPABKH MAKETOB HEBa)keH TpedyeTcs
MaKCHUMAaJIbHO paCIIMPUTh KOJMYECTBO BO3MOXHBIX THIIOB TIakeToB. IHTepecyeT mporecc
00paboTKM BXOAHBIX IaHHBIX, 32/1a4a CBOAUTCS K MOAU(DUKAINY BXOTHBIX JAHHBIX TAKUM 00pa3oMm,
4TOOBI MaKCUMaJbHO YBEJIMYHUTh KOJMYECTBO 33/1€HCTBOBaHHBIX B MX 00paboTke ¢yHkuuid. [Ipu
3TOM HEOOXOIUMO OCYIIECTBISTH KOHTPOJb BBINOJHEHUS IIEJI€BOM INPOTpaMMBbl  ITyTeM
OTCJIEKUBAHNA NIEPEXO0I0B MEXKAY 0a30BBEIMH OJIOKaMH.

Uccnenoanus [10 ucnonp3ytomero stateful-mpoTokosbl ciioxkHee, 3/1eCh BaKeH M IMOPSJIOK U
COJIEP)KUMOE TIepejaBaeMbIX COOOIICHUH, KOHEYHOM 11€ThI0 MOXKHO Ha3BaTh (a33MHT «B IIIyOHHY»,
T.€. OCYIIECTBIICHHE PE3YJIbTATUBHOM OTIIPaBKH HANOOJIBIIETO YHCIIA PA3IMIHBIX 00pabaThIBaEMBIX
(He oTOpachIBaeMBIX) IeNIeBOI MporpaMMoi cooduieHnid. OHAKO TP JOCTHKEHUH OYepEeIHOTO
YPOBHSl «IIOTPY>KEHHUS» B COOTBETCTBHM C HWMEIOIIeics crennpuKanued MpoToKoia cieayer
OCYIIECTBIAIT (ha33UHT «B IIUPUHY», KOHTPOJIHUPYS IPH 3TOM COCTOSIHHE IIETIEBOM MPOrpaMMBbl U
MIPOTOKOJIA ISl IPUHATHS PeIIeHNs1 00 OTIIpaBKe ouepesHOro nakera. [ pemenus 3Toi 3agauu
MOKET MCII0JIB30BATHCSI MATEMATHUECKHUH amapaT KOHEYHBIX aBTOMATOB Wi Iierieit Mapkosa [9].
[TpoTOKONEHBIN aBTOMAT ONpEAENSET MOPSAAOK M 3amaeT (YHKIHMIO ITepexojia U3 COCTOSHHS B
COCTOSIHHME, KaK TIIPaBHJIO, SBISIETCS IOJICHCTEMONW WHCTpyMeHTa (a33MHI-TECTHUPOBAHUS, OH
3a[IeiiCTBOBAH B IPOIIECCe TeHEPaIli Habopa BXOIHBIX JaHHBIX M MPUMEHSIETCS JJIS UCKITIOYCHHS
CIydaiHBIX IIaKeTOB, HE YJOBJIECTBOPAIONINX CHEUU(UKAIINHA, W COKpAIICHUS KOJMYECTBA
HEpe3y/IbTaTUBHBIX TecToB. Hambomee ynoOHBIM cmocod rpaduveckoro MNpencTaBIeHHS
MIPOTOKOJIFHOTO aBTOMaTa — OpUEHTHPOBAaHHEIN rpad, TIe BEpPIIMHBI 3a1al0T COCTOSHHA, a pedpa
OTPaXKkaroT BO3MOKHBIE TIEPEXOJIBL.

IIpoTOKONBHBEIA aBTOMAT CTPOMTCS HTEpaTHBHO. PaccMoTpuMm mpumep aOCTPakTHOH CHCTEMEI C
aBTopm3anueil u ayreHTudukanueir. OcymecTBIM NOJKIIOUEHHE KINEeHTa K cepBepy. [IpoBenem
TPH TAKMX DKCIEPUMEHTA. B X0/1e MepBOro BBIIOIHUM MOJKIOYEHUE C HCIIOIb30BaHUEM BaIUIHON
napsl JOTMH-TIAPOJIb M peaju3yeM Iocjie 3Toro pabory c cucremoit (puc. 2a). Bo BTOpoM
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9KCIIEPUMEHTE MCITOIBb3yEM HEBEPHOE MM Toib3oBateist (puc. 2b. B TpetbeM — HempaBuITbHBIH
napois (puc. 2¢€). B pesynbrate OymayT moirydeHsl TpH rpada mepexoqoB COCTOSHUHN, KaXKAbIH 13
KOTOPBIX OIUCHIBACT YaCTh MPOTOKOJIBHOTO aBTOMATA TAHHOW CHCTEMEI.
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Puc. 2. HpuMep 2manoe nOCMpoerusl nNpomoKOJIbHO2O asmomama
Fig. 2. Stages of building a protocol state machine sample
[ony4deHHbIe rpadbl MEPexo10B JIETKO 0000LIAI0TCS B €IMHBIN MPOTOKONBHBII aBTOMAT (puUc. 3),
OTpaXKaIOINI PEATN30BaHHYIO B pAMKaX TECTOBBIX CECCHI YacTh NPOTOKOJIA. BMecTe ¢ TeM, BaXKHO
OTMETHUTD, YTO HAYMHATH (a33MHI-TECTUPOBAHKE B OOIIEM CIIydae MOXKHO Ja)Ke UMesl TOJIBKO 4acTh
aBTOMAaTa, MOJYYCHHYIO B PaMKax OJHOM CECCHH, a €ro JOMONHEHHE M MOJEPHU3AIUS MOXKET
OCYIIECTBIIATHCS B XOZI€ TECTUPOBAHUS C HCIIOIH30BAHNEM BHOBB MOIYYEHHBIX JAHHBIX.

Puc. 3. I[Ipumep 0606wenno2o npomoKoaibHo20 agmomama

Fig. 3. Composite protocol state machine example
VYcnemHasi mpakTHKa MPUMEHEHHS IMPOTOKOJBHBIX aBTOMAaTOB B Iporecce (a33uHra CEeTeBBIX
NPWIOKEHNI HarmsiqHo oTpaxkeHa B wmHCTpymeHTe AFLNet [12], ocHOBaHHOM Ha IIHPOKO
u3BecTHOM (azszepe AFL, mo3BossiomeM OCYIIECTBIATh (Pa33MHI-TECTHPOBAHUE MPOTpPaMM 0Oe3
UCXOIIHBIX TEKCTOB, JUII WHCTPYMCHTAI[MM B 3TOM Cllydae Hcmoibdyercs smymsitop QEMU.
ApXUTEeKTypa HWHCTPYMEHTa TaKOBa, 4YTO aBTOMAT CTPOWMTCS BPYYHYIO Ha OCHOBE aHAaJIHM3a
MOCJIEIOBATEILHOCTH  MEPEXBAYCHHBIX CETEBBIX IAKETOB HCCICAYEMOrO TMPIJIOKCHHS H
peanmsyercs (yHKIMEH Ha s3bIke mporpamMupoBanus C. OTHAKO 3TO BHOCUT OIPECICHHBIC
HEYJ00CTBa B CHIIY TOTO, UTO IS KQXKIOTO HOBOT'O MPOTOKOJIA MPUXOTUTCS IEPEKOMITHIHPOBATE U
OTJIQKUBaTh MHCTPYMEHT. Ba)KHO OTMETHTH, YTO B XOJA€ HANMHCAHUS (YHKIMH, PEaTH3yIOLICH
MPOTOKOJIbHBIA aBTOMAaT, TpeOyercss crenuduKamus MPOTOKOIA W IMOHHMAHHE CTPYKTYPHI
coobmieHnii. B mpoTHBHOM cilydae pe3yabTaTHUBHOCTh W YCIIEMIHOCTH (Da33MHT-TECTHPOBAHUS HE
rapaHTHPYETCSL.
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B xoxe urepanuu ¢azzunra ¢ ucroib3oBanneM AFLNet BeImostHsIeTCS Toce[0BaTeIbHast OTIIPaBKa
LEMOYKH COOOIICHUI M aHAIU3UPYIOTCS OTBEThl TECTHPYEMOH MPOrpaMMbl, IO 3aBEpIICHHIO
OTIPaBKH OCYIIECTBISIETCS €€ IPHHYIUTEIbHOE 3aBepienne komannoi Kill(...), 4To B HEKOTOPBIX
CITyYasiX MPUBOAUT K 3aBUCAHHIO H HEOOXOJAUMOCTH MPEPhIBaHUS (pa33uHIa.

2.3. OnpegeneHne NOBEPXHOCTU aTaku

ITpn mocTpoernu cucreM, QyHKINOHUPYIOMKX C MCIOIb30BAaHUEM 3AIMIICHHBIX KAHAJIOB CBSI3H,
UCTIONb3YETCS TEXHOJIOTHS MHKAICYJISAINN IIPOTOKOJIOB, CXEMaTHYHO 3TO MOKa3aHO Ha puc. 4.

i 4
\ o /
\* lllmbpueaﬂne }‘/ / /
/ /
MpoToken
\\ ( CepEHCa }'/}/

\{ Urxpmue
_ TaRHEE

Puc. 4. Cxemamuunwiti npumep unKancyisayuu RPOmMoKoa08
Fig. 4. Schematic example of protocol encapsulation

OTKpBITEIE TaHHBIE — OTO MJaHHBIE [OCTYNHBIE B SBHOM BHIE, HAmpuUMep, COOOIICHUS,
0ToOpakaeMble C TOMOIIBIO AIIEMEHTOB MOJIB30BaTEILCKOTO HHTEpdetica, HiTH paiiipl, XpaHsIIHecs
Ha Hocurene wuHpopMmanuu. OTKPBHITEIE JaHHBIE KOAHMPYIOTCS M TPaHCHOPMHUPYIOTCS B
COOTBETCTBHUH C (POPMAIEHBIM MIPECTaBICHIEM MIPOTOKOJIA TPOTPAMMEL, (POPMHPYETCS COOOIICHUE
uia otnpaBkd. Jlamee oHO mepemaeTcs cucteMe MUGPOBaHUS, POPMHUPYETCS HOBOE COOOIICHUE
COMJIACHO CIIEIT(HUKAIINN UCTIOTIB3YEMOI0 CPEICTBA 3aIUThI. [10CiIe Yero TpaHCIOPTHBIN TPOTOKOI
OCYILIECTBIISIET €ro OTNpaBKy ajapecary. Ha nmpuHuMaroeid cTopoHe sl U3BJIEUEHHS] OTKPBITHIX
JTAHHBIX OCYIIECTBIsICTCS 00paTHas MPOLEaAypa «CHATHS» CIOCB.

IIporpammubie Ae(eKThI, MOTEHIMATBHO, MOTYT IPUCYTCTBOBATH B MPOrPAMMHBIX MOIYJISX,
obecrieunBarIUX paboTy JO0Oro Cios, a 3HAYUT MpOBeACHUE (a33UHT-TECTUPOBAHUS CIICAYET
MPOBOJUTH ISl BCEX MCIMOJIb3YEMbIX MPOrPAMMHBIX MOJAYJIEH M 3a/1eMCTBOBAHHBIX MPOTOKOJIOB.
Ilpuyem yem OoJbllie «rIyOMHA MOTPYXKEHUS» MEXKIY CIOSIMH TeM OoJibine TpedyeTcs
JIOTIOJTHUTEIBHON HHpOpMAIIHH.
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Puc. 5. I[lpomokonvHblil agmomam npocpammHoll CUCTeMbL C HOOCUCMEMOU 3auumyl UHPOPMAYUU
Fig. 5. System with crypto protection subsystem protocol state machine example
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HeszaBucumo oOT THma NpOTOKONA, IOCIHE HMHKANCYISAIUMA Al 00ecredeHuss Oe30MacHOCTH
nepeaaBacMbIX JaHHBIX (HAIIPUMED, ¢ MCIOAB30BaHHEM TLS), ero cieayer paccMaTpuBaTrh, Kak
stateful-mporokon.

YCIOXKHUM pPacCMOTPEHHYIO paHEe CHCTEMY, BBEIS B €€ COCTaB IIOACHCTEMY 3aIlUTHI
nepexgaBaeMoil mHGpopManuu. [IpOTOKONBEHBIN aBTOMAT HOBOW CHCTEMBI OIYYIHUT JONOTHUTEIEHOE
COCTOSIHUE — ITPOXOXKICHHMS TIPOLIETYyPbl HHULUATIM3ALUH 3aIIUILIEHHOT0 COeTMHEHHS (pHC. 5).
CucremMa MOCTPOEHUS 3alIUIICHHOTO KaHA/Ia CBSI3M MMEET COOCTBEHHBIM MPOTOKOJ, 3HAYHUT, Kak
MOKa3aHO Ha puUC. 5, IpH HEOOXOIUMOCTH BO3MOKHO ITOCTPOHTH aBTOMAT, OIMCHIBAIOIINNA ce
cocTtostHns. OTHAKO OCYIIECTBIATH (ha33MHT-TECTUPOBAHNE MOZOOHON CHCTEMBI JIy4Ile Pa3JeiuB
ee Ha JIBe: caMOi CHCTeMBbI 0e3 3aIUThl MHPOPMAIMU U TOACUCTEMY 3aIlIUThl HHOOPMALIUH, - 3TO
TI03BOJIMT CYIIECTBEHHO YNPOCTUTH MPOLIECC.

2.4. OueHKka pe3ynbTaToB (a33MHra U KOHTPOJIb COCTOSIHUA LeEeneBoMn
nporpaMmmbl

CoBpemMeHHble (azzepbl Uil OLEHKH pe3yJbTaTOB TECTHPOBAHMS HCIONB3YIOT H3MEpEHHe
KOJIMYECTBA BBIIIOJIHEHHBIX (DYHKIU, 0a30BBIX OJIOKOB, CTPOK HMCIIOJIHEHHOTO MCXOJHOTO TEKCTa,
pebepHoe MOKphITHE rpada NepexoqoB MeX Ty 0a30BEIMU OIOKaMH H T.1.

IIpupoCT MOKPHITHS TOACUYMTHIBACTCS IO pe3yibTaTaM HaboOpa TECTOB, MEXAY KOTOPHIMH
OCYIIECTBIISIETCS MEPe3alyCK LeJIeBOM MPOTrpaMMbl M, KaK CIEACTBHE €€ Iepexoj B HadalbHOE
coCTOsiHME. B pe3ynprare moiydeHHas OLEHKAa MOKA3blBaeT, YTO Ta WM HHAS YacTh Koja
JOCTHXHMa B XOJIE€ TECTUPOBAHMS, OHAKO, HE TAPAHTHPYET OTCYTCTBUE B HEM JIE()EKTOB, KOTOPHIC
MOTYT IIPOSIBUTHCS B XOJ€ AJIUTEIBHOM dKCIUTyaTaruu. Kpome Toro, B cirydae, KOTrzia HCXOIHBIC
TEKCTBI HEOCTYIHBI U crielu(UKays HeU3BeCTHa, JOCTUTHYTh 100% MOKPBITHE HCIOIHAEMOTO
KOJ1a HEBO3MOXKHO.

B cereBbIX NPWIOKEHUSIX KOJMYECTBO KOJA, OTBEYAIOIIETO 32 HEMOCPEICTBEHHOE CETEBOC
B3aUMoO/ieiicTBHE M 00pabOTKY BXOJIHBIX JIaHHBIX, MOXKET 3aHMMaTh JIMIIb Majlyl0 4acTh OT €ro
obmero odbema. B 3TOM ciyuae B mporecce TeCTHPOBAaHMS IIOJCYHUTAHHOE IOKpBHITHE Oyner
HECYIIECTBEHHBIM, a MOAXO0J K OIEHKE pe3yJbTaTOB Ha OCHOBE [aHHOH METPHUKH Majo
UHQOPMATHBEH.

[1Ba BbIlIE OMMUCAaHHBIX (paKTOpa MPHUBOJAT K HEOOXOANMOCTH UCTIONb30BAaHHUS HOBOW METPUKH JUIS
OLICHKH PEe3yNbTaToB (Pa33MHT-TECTHPOBAHMS CETEBBIX NporpamM. [Ipenmnosaraercss B KauecTBe
IBTEPHATHBBI HCIIOJBb30BaTh «IOKPbITHE» crenudukanuu mporokoia. [loacuer pedepHoro
TIOKPBITHS, BMECTE C TeM, OyIeT MCIONb30BaThCsl B KayecTBE MHCTPYMEHTa KOHTPOJIA Ipoliecca
(ha3z3uHra, BRIABICHHUS YCIOBHBIX MEPEXOI0B M MOATBEPIKICHHS MPOABIDKECHUS MEXTy 0a30BBIMU
O6mokamu. PemmTh maHHYI0 3aady BO3MOXHO C IPUMEHEHHMEM CpEACTBA JUHAMUYECKOM
MHCTPYMEHTALHH.

2.5. TlopgrotoBka HavYanbHOM NocrefoBaTeNlbHOCTU U moaudmKaums
BXOAHbIX OAAaHHbIX

B kadecTBe HAYaNbHOW IIOCIENOBATEIBHOCTH [UIA WHUIMANH3AIMK Iporecca (as33uHra
nenecooOpa3Ho BHIOMpaTh HAOOp JIETUTHUMHBIX CETEBBIX MAKETOB, OTIPABICHHBIX ICIICBOM
MpoTpaMMe B IPOIIECCE €€ M3YUCHUS U BOCCTAHOBIICHHS CIICIU(UKAINU IPoToKoia. Kpome Toro,
NpU TPOBEICHUN (PAa33MHI-TECTUPOBAHHS CETEBBIX IMPOrPaMM IEIecooOpa3HO HE YMEHbBIIATH
KOPITYC HadaJbHBIX TaHHBIX, @ MAKCUMAJILHO HArPY>KaTh MPOTOKOJILHBIM aBTOMAT.

Hanmane crierudukanuu no3possietT GopMUPOBATH IPABHIBHEBIC C TOUKH 3pEHHS HA3HAYCHUS TIOJICH
COOOIICHNUS, OJTHAKO, B CIIy4ae MCIOJIB30BAaHUS B UX CTPYKTYPE KOHTPOJIBHBIX CYMM BO3HHKAIOT
JIOTIONTHUTEIBHBIC TPYTHOCTH. J[JIsi IPAaBUIILHOTO BBIYHCICHUS KOHTPOJIBHON CYMMBI COOOIICHHS
HEOOXOIMMO 3HATh aJITOPUTM U TIOHUMATh KaKre JaHHBIC U3 COOOIIECHHS MCTIONB3YIOTCS B KAUeCTBE
mapamMeTpoB s (YHKIUH €€ BBIYUCICHHS. B yclIoBHSAX paccMaTpHBaeMOW 3a/aud HCXOIHBIC
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TEKCTBl 1IENEBOM INPOrpaMMBl HEIOCTYHNHBI W alTOPUTM BBIYHUCICHUS KOHTPOJBHOH CYyMMBI
HEH3BECTEH, yKa3aHHYI0 HHPOPMALMIO BO3MOXKHO IIOIYYHUTh B XOJI€ aHAJIM3a aJITOPUTMOB LIEJICBOH
IpOrpaMMbl ITIOCHIE AW3acCeMOJMPOBAaHHMSA WIM B IIPOLECCE aHAM3a TPACCHl BBIIOJHEHHS
NPOrpaMMBI, OJJHAKO, KaK OBLIO OTMEUEHO paHee, ATH MOJX0/Ibl TPYA03aTPATHHIE U PECYPCOEMKHE.
CyIIecTBYIOT MOAXOIBI, OCHOBAHHbIE HA T'CHETHYSCKUX aJIrOPUTMax, IO3BOJIAIONIME B XO.IC
(a33uHra reHepupoOBaTh COOOIICHHS, KOTOPBIE IPOXOAAT IIPOBEPKY KOHTPOIBHOH CYMMBI M MOTYT
BBI3BATh aBapHiiHOE 3aBeplIeHHE TecTupyeMol mnporpamMmbl. OJHAKO OIHUM U3 OCHOBHBIX
HEJIOCTaTKOB OJTOr0 ITyTH MOXHO Ha3BaThb BBICOKYIO BBIYHCIHUTENBHYIO CJIOXHOCTh H,
COOTBETCTBCHHO, 3HAYMTEIBHBIC BPEMEHHbIE 3aTPaThI [ 7].

Hwke mnpemaraercss KOMIIPOMHCCHBIH CHOCO0O, IO3BOJISIIOIIMI peIuTh 3ajady (ha33uHr-
TECTUPOBAHUSI C HEKOTOPHIMH OrPaHWYEHHSMH, HE MEHSIOIIMHA paHee MPUHATYIO MapajurMy o
«JIETKOBECHOCTI TIOIXO0MA.

[TpoBepKk KOHTPOJBHBIX CYMM B GHHAPHOM KOJE peanu3yrotcs HHCTpyKimsamu JZ win JNZ [8]
000UTH X MOYKHO HHBEPTUPOBAB YCIIOBHBIE MIEPEXO/IbI, 3TO MO3BOJIUT UCKIIIOYUTH HEOOXOJUMOCTh
MojicyeTa KOHTPOJIBHBIX CYMM B IIpOllecCe T€HEepalud BXOJIHBIX JAaHHBIX U HCIIOJb30BaTh
cllyyaiiHOe 3HA4YeHHE, IIOCKOJIbKY IaKeThl C HEBEPHBIMH KOHTPOJBHBIMH CyMMamH OyayT
MPOXOIMTH MPOBEPKY, a CiIydyaiiHas reHepalys NPaBHIBHBIX KOHTPOJIBHBIX CYMM CTaTHCTHYECKH
MaJIOBEpOsITHA.

Jis ompeneneHusi TOYEK MPOBEPKH KOHTPOJBHBIX CYMM, MOJJIEKAIIMX HHBEPCHH, MOXKHO
00paTHThCS K aNroputMaM o00pabOTKH BXOMSIIMX CETEBBIX MakeToB. OHM MOJIpa3yMeBaloOT, UYTO B
NEepBYIO odepelb, BO H30EkKaHHE BBINOJHCHHS HEHYKHBIX, a BO3MOXKHO, ONACHBIX ICHCTBHUIA
HEO0OXOIMMO MPOBEPATH LENOCTHOCTH MOJYYCHHBIX JAHHBIX, O3TOMY B OOIIEM CIy4ae MOXKHO
MPEANOI0KUTh, YTO OJHA M3 MEPBBIX HHCTPYKIMH ycIoBHBIX nepexonoB (JZ wmu JNZ) mocne
MOJy4eHHsI COOOIICHUSI W BBIYHMCIICHUS €ro KOHTPOJBHOW CyMMBI OyIeT MCKOMOH, TaKkoe Ke
MPEIOIOKEHHE JIeTaeTCsl B uccneaoBanuu [9].

IIpy WCMOJB30BaHMM JAHHOTO MOAXOJA HEOOXOJMMO YYHTHIBAaTh, YTO IMOJTBEPAWTH HAIUYHE
BBISIBJICHHBIX HPOrPaMMHBIX Je(EKTOB € HCIONB30BAaHUEM IMONTYYECHHBIX I10OCIEI0BATEIbHOCTEH
cooOmeHnid nmpu paboTe ¢ HEe HHCTPYMEHTHUPOBAHHOH IIENEBOH HPOrpaMMoil HANpsMy He
HOJYYHUTCS MOCKONBKY HEOOXOIMMO BBIYHMCIUTH BEpHBIE KOHTPOJBHBIE CyMMbI. [ pereHus
JaHHOM MPOOJIEMBI B psAfie ClIy4aeB BO3MOXKHO HAa OCHOBE UMeEIoLIelcs creupUKaliy IpOTOKOIa
BBIJICIISITh MOJIE3HYIO HArpy3Ky W3 CIEHEpHUPOBaHHBIX B Ipoliecce (a33MHIa CEeTEeBBIX IaKETOB U
UCIIONIb30BaTh OPHUIMHAIIBHOE KIMEHTCKOE IMPHIOKEHHE Ul Iepefadd CepBepy, HpU 3TOM
BaJTUJHBIE KOHTPOJIbHBIE CYMMBI OyIyT BBIYMCIICHBI aBTOMATHYECKU.

3. lpobnembl u nepcrniekmMuebl pa3eumusi UHCMPYMeHmMoe ba33uHa-
mecmupoeaHusi cemeebiX MpozpamMm

OcymiecTBieHne (a33uHT-TECTUPOBAHUS CETEBBIX MPOTPAMM CBS3aHO C PSIOM IIPOoOIeM, J4acTh W3
HHUX 00yCJIOBJIEHA YIIPOLICHNUSIMH aJITOPUTMOB | JIOIYIIEHUSMHE B IPOIECCE aHAIM3a POTPaMM:

e  HEBepHas WMHCTPYMEHTAIWA HHCTPYKIMA MOXET CIIOMaTh ajiropuT™M (YHKIHOHHPOBAHHS
MPOTPaMMEI, B PE3YNbTaTe Yero BBISABICHHBIC Ae(eKTH HE OyIyT MPOSABIATECA B IpoIecce
paboThI OPUTHHAIEHON IPOTPAMMEB;

e  (a33uHr MPOTOKOJNOB 0Oe3 0OpaTHOW CBSI3M OCJOXXHEH OTCYTCTBHEM HH(POPMAIMH O
pesynpratax 00pabOTKHM COOOWIeHMH, IS pemeHus Tpedyercs CHHXPOHH3HPOBATH
MPOTOKOJIbHBII aBTOMAT Ha CTOPOHE MHCTPYMEHTA (pa33uHra U CpelICTBO KOHTPOJIS LIEIEBOr0
MIPWIOXKEHN B pAMKaxX MHCTPYMEHTALINH;

e  3aMe[UieHUE pa0OTHI, CBA3aHHOE C WHCTPYMEHTANMEH, MOXET IPOBONUPOBATH OOPHIBBI
COEMHECHU;

e  MacmtabupoBanue ¢az3uHr-TecTupoBanus. OCHOBHAS WJes MacIITaAOMPOBAHUS 3aKITIOYACTCS
B YMCHBIIICHHH BPEMCHH, 3aTPAUYCHHOTO MPOIECC TECTHPOBAaHUs. JOCTUraThCsl 3TO MOXKET 3a
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CUCT MapajuICJIbHOIO BBITOJIHCHUA HECKOJIBKUX OK3EMILIAPOB 1S (5:10) IIpOTrpaMMBbl UJIN ITYTEM
BBIMTOJTHEHHUST OOJIBIIOT0 KOJUYCCTBA MOIKTIOUYCHUH K O,Z[HOﬁ. Enunoro peucnra peucHuA
JTAaHHOM 3aJa4yu HET. B HEKOTOPBIX CiIydasaX MPUXOAUTCA JOBOJIBCTBOBATHCA OCYIIECTBICHUEM
TECTUPOBAHUA B PCIKUME «one-to-one»;

e BHIOOp CTEKa TEXHOJOTHHA Ui pa3paboTKum WHCTPYMEHTOB (¢a3smHra. Pazpaborka
KOMIIOHEHTOB (ha33epa JOJDKHA OCYIIECTBIATHCS HA S3BIKE MPOIPAMMHPOBAHHMS OJYYHBIIEM
IIMPOKOE PacHpOCTpaHEHHE, 0OeCIIeYHBAIONIEM HU3KYIO CTOMMOCTB, HU3KHI MOPOT BXOJa U
ruOkoctb. C 3TOI TOYKH 3pEHUS B CHIIy €ro IIHPOKOIO PACIPOCTPAHCHUS HMOAXOIHT SI3BIK
nporpammupoBanus C, onHako, 1o6oe UcIpaBiIeHHe TpeOyeT NepeKOMIMIALNN U OTIaaKH,
4TO JOCTaBUT HEMalo Hey#oOcTB. B ciyuae ¢a3sunra cereoro I10, a 0coOeHHO 0CTPO 3TOT
BOMPOC BCTaeT INPH HCCICMOBAaHUM MPOTPaMM, B3aWMOJCHCTBYIOIIMX MO MPOTOKONIY C
3aKpBITOil cnemuduKanueil, HeoOXOJUMO UMETh MPOCTOH CMOCO06 BHECECHHS W3MCHEHHI B
HCXOMHBIC TEKCTHl M OTIAAKA MOAYJCH, OCYIICCTBISIFOLIMX CETEBOE B3aMMOACIHCTBHE C
CJICBBIM OG'I)CKTOM, MO}II/Iq)I/IKaI_II/IIO JaHHBIX, a TAKXC PCAJIN3YIOINUX HpOTOKOJ’IbHLIﬁ aBTOMAT
statefull-mpotokosoB. DT0 0OCTOSATENBCTBO MOATANKHABAET K HCIIOJIB30BAHUS CKPHIITOBBIX
S3BIKOB, Han[puMep, Python, HecMoTps Ha Goliee HU3KYIO IPOU3BOJUTEIBHOCTE IPOTPAMMBI.

HampaBneHust pa3BUTHs MHCTPYMEHTOB (Da33MHI-TECTHPOBAHUS, B OCHOBHOM, HAaIlPaBJICHBI HA

ABTOMATHU3aLHIO IIOrOTOBUTEIILHOTO Talla U PYTUHHBIX OIepariyii:

L4 COBECPIICHCTBOBAHUC AJITOPUTMOB BOCCTAHOBJICHU L q)OpMaTOB;

L4 aBTOMaTI/IBI/IpOBaHHHﬁ croco6 CO3aaHUA ONTHMAJILHOW HadaIbHOM IOCJICA0OBATCIbHOCTH
BXOOHBIX TAHHBIX;

®  ONTHUMU3AIHS CPEICTB UHCTPYMCHTAIIUH;

e  «yMHBIHY IN-Memory ¢as3uHr;

e  ABTOMATHYECKOE MOCTPOCHUE M PACIIMPEHUE MPOTOKOILHOIO aBTOMATA;
e  IpUMEHEHHE METOJ0B MalIMHHOro 00y4enus [10];

e  cozJaHue KOpOOOUHBIX pelIeHui 1 PpeiiMBOPKOB.

4. lfpakmuyeckue pe3ysibmamabl nNpPeodsIoKeHHo20 Nooxooa

B Hacrosimee Bpemst Hcciie10BaHM 110 JaHHOW TeMaTHKe HaXOsITCS B HAYalIbHOM CTaNH, OJTHAKO,
y’Ke TIOJydeHbl HEKOTOpbIE NMPAaKTHUECKHE Pe3ysbTaThl. B mpomecce ampobanny npeiosKeHHBIX
MOAXOA0B K PEUICHHUIO 337a4M JETKOBECHOTO (ha33MHI-TECTUPOBAHMS Pa3padOTaH MAKET KIMEHTa
cuctembl DynamoRIO [11] mist HHCTpyMEHTAIMH CETEBBIX CEPBEPHBIX MIPOTPAMM.
Peanm3oBaHHBIE AITOPUTMBI TO3BOJIAIOT OTCIEKUBATEH (haKThl OAKIIOUCHHS! KIMEHTOB K CEpBEpY,
TIOCJIC BBITTOJTHEHUSI KOTOPBIX HAaOMIOZEHUE 32 MOTOKOM YIPABJICHUS W KOHTPOJIb ITOTOKA JaHHBIX
HNEPEHOCUTCS B MOPOXKIECHHbIE MOTOKM WM JOYEpHHE IPOLECCHI, OCYIIECTBIISIONUIUE
HETIOCPEACTBEHHOE B3aMMOACHCTBHE MEXIy KIHMEHTOM M cepBepoM. Jlajee HauWHAETCS aHAJIH3
BXOJSIIETO TTOTOKA COTJIACHO MPEUIOKEHHOH B 1. 2.1 cXeme, 3TO MO3BOJSIET B ABTOMAaTHYECKOM
peKHMe KOHTPOJMPOBATH MPOIECC 00padOTKM COOOIICHUN M BBIACISATh MX COCTaBHBIC OJIOKH H
(hopMHpPOBATh CTPYKTYPY COTIACHO CIICIU(UKALINH.

Jlis mpoBeieHNs SKCIIEPUMEHTOB B KaueCTBE IEJIEBOT0 00BeKTa ObIT BEIOpaH cepBep 0a3 JaHHBIX
PostgreSQL. Jlannasi mporpaMma MpejiCTaBisieT MHTEPEC, BO-NEPBBIX, MOTOMY, YTO HCIOJb3YeT
THOPHUIHBIN TPOTOKOJI, BKIIOYAIOIINI KaKk OMHAPHYIO, TaK U TEKCTOBYIO YacTh. C OHOW CTOPOHHI,
3TO CYIIECTBEHHO YIPOIIAeT IMPOIECC OIEHKH YCIENIHOCTH SKCIEPUMEHTOB, MOCKOJIBKY YacTh
CTPYKTYPHBIX OJIOKOB COOOIIEHHI MPECTAaBISIOT OO0 OOBIYHBIN TEKCT, C APYTrO — MO3BOJISET
CJ/IeNaTh NPEIIOI0KEHHE O MOTEHIMAIBHON BO3MOKHOCTH aHAJIM3a OMHAPHBIX TPOTOKOJIOB.
Bo-BTOpBIX, CepBep 0a3 nanHbix PostgreSQL, mopoxaaet mpoecch-MOTOMKH 151 Ka)KI0T0 HOBOTO
NOAKIIOUEHNUS W BBINIOJHEHHUSA CIIy)KCOHBIX oOmepanuid. OTO MO3BOJIIET INPOTECTHPOBATH
BO3MOHOCTb [IEPEHOCA KOHTPOJIA NOTOKOB YNPABJICHHS U JAHHBIX B JOYEPHHUE MPOLIECCHL.
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XoJ sKcrepuMeHTa:
®  3amyCK cepBepa M0l HHCTPYMEHTALINEIH;
®  MOJAKIIOYEHHE K CEPBEPY C HCIOIb30BAHUEM KIMEHTCKOW MPOrPaMMBbI;

° BBITTOJIHCHHUEC 3aIIpoca K Oase JaHHBIX.

PesynbTaTe aHalM3a NOTOKa OAaHHBIX IaxHbEe (HEX) OnmcaHue

libc_recv (8, 0x7£5418292760, 81) 0000005100030000757 Pasmep cooBmeHns
3657200747669737400 81 OamT
6461746162617365007
06£7374677265730061
70706c69636174696£6
e5f6e616d6500707371
6c00636c69656e745f6
56e636£64696e670055
5446380000

from 0x7£5418292760 + 0 to 0x7fff5d46608bc size 4 00000051 0000000

from 0x7£5418292760 + 4 to 0x7£541830c5a0 size 77 0003000075736572007 00030000user00tvi
4766973740064617461 st00database00pos
6261736500706£73746 tgres00applicatio
7726573006170706c69 n_name00psgl00cli
636174696f6e5f6e616 ent encoding00UTF
d65007073716c00636¢ 80000
69656e745f656e636f6
4696e67005554463800
00

from 0x7£541830c5a0 + 9 to 0x7£5418336568 size 6 747669737400 tvist00

from 0x7£541830c5a0 + 24 to 0x7£5418336580 size 9 706£73746772657300 postgres00

from 0x7£541830c5a0 + 33 to 0x7£5418307700 size 17 6170706c69636174696 application name0
f6e5£6e616d6500 0

from 0x7£541830c5a0 + 50 to 0x7£54183365f0 size 5 7073716c00 psql00

from 0x7£541830c5a0 + 55 to 0x7£5418336628 size 16 636c69656e745£656e6 client encoding00
36£64696e6700

from 0x7£541830c5a0 + 71 to 0x7£5418336668 size 5 5554463800 UTF800

from 0x7£54183365f0 + 0 to 0x7£5418327590 size 5 7073716c00 psgl00

from 0x7£5418327590 + 0 to 0x7£5198cd6980 size 4 7073716¢ psqgl

from 0x7£5418336668 + 0 to 0x7£5418327380 size 5 5554463800 UTF800

from 0x7£5418327590 + 0 to 0x7£5198cd6980 size 4 7073716¢ psqgl

from 0x7£5418327590 + 0 to 0x7£5418336bb0 size 5 7073716c00 psgl00

from 0x7£5418336bb0 + 0 to 0x7£5418307061 size 5 7073716c00 psgl00

from 0x7£5418327380 + 0 to 0x7£5418336bb0 size 5 5554463800 UTF800

from 0x7£5418336bb0 + 0 to 0x7£5418307060 size 5 5554463800 UTF800

from 0x7£5418336bb0 + 0 to 0x7£5418307062 size 3 6£6e00 on00

from 0x7£5418336bb0 + 0 to 0x7£541830705d size 3 6£6e00 on00

from 0x7£5418336bb0 + 0 to 0x7£5418307060 size 5 5554463800 UTF800

from 0x7£5418336bb0 + 0 to 0x7£541830705f size 5 31312e3300 11.300

from 0x7£5418336bb0 + 0 to 0x7£5418307066 size 6 747669737400 tvist00

from 0x7£5418336bb0 + 0 to 0x7£541830706c size 3 6£6e00 on00

Jucmune 1. Bbi6o0 ananuza nomoxa 0anuvlx 6 Xooe obpabomru nakema asmopusayuu kiuenma CYBJ]
Listing 1. Data flow analysis output during processing of a client authorization package

BrIBo pe3ynbTaTOB aHANIHM3a OTAEIBHBIX CETEBBIX COOOIICHWN C MUHUMAJIbHOU AeTanu3arueit (c
[IEJTbI0 YMEHBIIIEHUS €r0 00beMa), OTpaXkarolied KOMMMPOBaHUEe OJIOKOB JAHHBIX M UTHOPUPYIOITHI
YTEHHE OTJENbHBIX OaWTOB, TMOJYYCHHBI C TIOMOINBIO CPEICTBA HMHCTPYMEHTAIMU B XOJe
SKCIIEPUMEHTA, TIPUBEICH B TUCTHHTaX | 1 2; B cTonO1e «Pe3ynbTaThl aHAIM3a MMOTOKA JAHHBIX)
MIPUBEICHBI TPACKTOPUH JBWKCHHS OJIOKOB JaHHBIX, BBIICICHHBIX W3 TMOIYYSHHBIX COOOIICHUH;
cronber «Jlanapie HEX» oTpaxaer naHHBIC B IIECTHAIUATCPUYHOM BUIE; cTONOCH «OnucaHue)
[IOKA3bIBAET KOMMEHTApUIl HJIM NEYaTHbIE CHMBOJbBI, COOTBETCTBYIOLIME IIECTHAAUATEPUUHBIM
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KomaM. Pe3ynbrarsl pasbopa Tex e MakeToB ¢ moMoripio ananusaropa Wireshark npusenersr Ha
puc. 6 u7.

+ Frame 9: 147 bytes on wire (1176 bits), 147 bytes captured (1176 bits) on in
+ Etherpet II, Src: 60:08:00 08:08:08 (E6:80:08:09:08:00), Dst: D8:00:00_06:60
+ Internet Protocol Version 4, Src: 127.68.08.1, Dst: 127.6.0.1
+ Transmission Control Protocel, Src Port: 55984, Dst Port: 15432, Seq: 1, Ack
PostgresgL
Type: Startup message
Length: 81
Parameter
Parameter
Parameter
Farameter
Parameter
Parameter
Parameter
Parameter

name: Uuser

value: tvist

name: database

value: postgres

name: application_name
value: psgl

name: client_encoding
wvalue: UTFE

@8 BS 81 ea 40 08 40
98 ©1 da 60 3c 48 af fe 87 fa 22 eb Sb
a0 @2 868 fe TO 80 A6 &1
apan 42

gase
egsa
eava
2oBQ
[uge

al 7f oe @ :
8 868 18 ‘<H [h
81 88 Pa 1a cf 9b 42 la cf ¥ B

on_name. psgql.cli
ent_enco ding: UTF|

Puc. 6. Jlexooupoeanue naxema agmopuzayuu kiuenma ¢ nomowwio Wireshark
Fig. 6. Client authorization packet decoding using Wireshark

PesysnbTaTe aHajMz3a [IOTOKA HOAaHHBIX Iannee (HEX) OnmcaHue

libc_recv (8, 0x7£5418292760, 29) 510000001d73656¢c656 IlonyueHno 29 Ganr
374202a2066726£6d20
70675£726£6c65733b0
0

from 0x7£5418292760 + 1 to 0x7fff5d6605bc size 4 0000001c 0000001c

from 0x7£5418292760 + 5 to 0x7£541830blcO0 size 25 73656c656374202a206 select * from
6726£6d2070675£726£F pg_roles; 00
6c65733b00

from 0x7£541830blcO0 + 0 to 0x7£51994af380 size 24 73656c656374202a206 select * from
6726£6d2070675f726fF pg _roles;
6c65733b

from 0x7£541830blcO0 + 0 to 0x7£541830baf0 size 24 73656c656374202a206 select * from
6726£6d2070675f726fF pg_roles;
6c65733b

Jlucmune 2. Bvi600 ananuza nomoxa 0anHwix 6 Xo0e 06pabomKu naKkema ¢ 3anpocom K 6ase OaHHbIX
Listing 2. Data flow analysis output during processing of a client request to the database

Wireshark - Packet 16 - Loopback: lo

» Frame 16: 95 hytes on wire (760 bits), 95 bytes captured (760 bits) on inter
» Ethernet II, Src: ©0:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_060:00
» Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1
» Transmission Control Protocol, Src Port: 55904, Dst Port: 15432, Seq: 82, Ac
Type: Simple query
Length: 28
Query: select * from pg_roles;

00 G0 00 00 00 G0 00 00 00 00 G0 00 08 00 45 00 o swie<E
00 51 01 ec 40 60 40 06 3a b9 7f 00 00 01 7f 0O Q-8 :--o-.
00 01 da 60 3c 48 af fe 88 4b e2 eb 5c be 80 18 “<H K\

02 00 fe 45 00 00 01 @1 08 Oa la cf d3 6c la cf 3 1

0040
0050

ELIEENS1 00 00 60 1c 73 65 6C 65 63 74 20 2a 20
66 72 6f 6d 20 70 67 5f 72 6f 6¢c 65 73 3b 00

Q- -5 elect
from pg_ roles; .

XClose | § {Help

Puc. 7. Jlexoouposanue naxema c 3anpocom knuenma k 6aze danuwix ¢ nomowwio Wireshark
Fig. 7. Client request to database decoding using Wireshark
W3 npuBeneHHBIX JTUCTUHIOB B CPaBHEHUHU C pe3yibTaTaMU ACKOJIUPOBAHUS TEX K€ MAKETOB C
ucnons3oBanueM Wireshark Busno, uto onpeenieHbl Bce OCHOBHbIE OJIOKHM MOIYYEHHBIX CEPBEPOM
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COOOIIeHNH, UX CMEIICHHsS OTHOCHTEIhHO Hadaja Oydepa, B KOTOPHIH JaHHBIE OBLTH 3aIMCaHbI
dbyHKIMER recv(...), u pa3mepbl 010koB. J/[aHHOE OMHCAaHHWE TO3BOJIIET CPOPMHUPOBATH TpPaBUIIA
MOIU(pHUKAIMA JAHHBIX B X0JI¢ (ha33MHr-TeCTHPOBAHUSL.

HpOBeﬂeHHHe HCOBITaHUA NOATBCPANIIN:

e  5(deKTHBHOCTh NMPEIIOKEHHOTO IMOJAX0Ja K aHAJIM3Y alrOpHUTMa CETEBBIX NPOTPaMM Ha
OCHOBE BBIJICJICHHS OJI0Ka, OTPAaHUYCHHOTO (QYHKIIMSIMH FECV(...) mpruema u Send(...) OTIpaBKu
JaHHBIX;

° MNPUHIUIIAAIBHYIO  BO3MOXXHOCTL  aBTOMATHYCCKOTO  BOCCTAHOBJICHUA cneumbnxaunn
IMPOTOKOJIa B XO0JA¢ AMHAMUNYCCKOT'0 aHa/IM3a aJilrOprUT™Ma,

o BO3MOXHOCTh AaHAJINTUYECKUM HUTEPATUBHBIM IIYTEM BOCCTAaHABJINBATH HpOTOKOJILHbIﬁ
aBTOMar.

Bmkaiimune 3a1aun, TOCTaBICHHBIE B paMKax JaHHOHM paOOTHI, 3TO HCCIIEIOBAHU:

e  BO3MOXXHOCTU U pa3pabOTKa METOJOB IOCTPOEHHsS aBTOMAaTa COCTOSHHMH HCCIIeTyeMoi
MPOTpaMMBI;

L4 Croco00B aBTOMAaTHYECKOTO TIOCTPOCHHUA U paCHIMPEHUA IPOTOKOJIbHBIX aBTOMATOB;

L4 TCXHOJIOTMICCKUX NOAXO0A0B K peain3alluiu in-memory (I)aSSI/IHFa.

ﬂaﬂbHeﬁ]ﬂHe JatSAI050 I/ICCJ'Ie,ZLOBaHI/Iﬁ IO DJTOM TeMaTHKe OIpCACIICHbBI B COOTBCTCTBUU C
NEPCICKTHUBHBIMU HAIIPABJICHUSAMUA Pa3BUTHUA NUHCTPYMCHTOB q)aSSHHF'TGCTPIpOBaHI/Iﬂ.

5. 3aknroyeHue

AxTtuBHas umdpoBu3anus oOIIECTBA CONpPsDKEHA C  CO3/JaHMEM OOJBLIOTO  KOJIMYECTBa
pacIpeielIeHHbIX aBTOMAaTH3NPOBAHHBIX CHCTEM B Pa3IMYHBIX cdepax ku3HH. JIrobas u3 JaHHBIX
CHCTEM MOJKET CTaTh LENbI0 aTakK, PEAIN3yeMbIX 33 CUET YSI3BHMOCTEH BXOISIIETO B MX COCTaB
MIPOTPaMMHOTO 00€CTeYeHUs, BBISIBICHHE KOTOPBIX MOXET OCYIIECTBIATHCS C HCIOJIB30BAHUEM
MHCTPYMEHTOB (a33uHra. B pamkax AaHHOTO HCCIIEIOBAaHHS PAacCMATPUBAIOTCS OCOOCHHOCTH
TECTUPOBAHUS CETEBBIX NPHJIOKEHUH B YCIOBUSX OTCYTCTBHS HCXOAHBIX TEKCTOB, a TaKXKe
npeaiaraeTcs MoJaXoJ K pa3paboTKe INMPOCTOH C TOYKHM 3PEHMSI apXHTEKTYyphl W IKCILIyaTallin
cUcTeMbl WK (ppeliMBOpKa JIJIsl peLICHUs YKa3aHHOM 3aja4uH.

HccnenoBanne HaxoQuTCs Ha HadaJbHOM JTale; B HACTOSIIEE BPEMs ONpPENENICHBl OCHOBHBIC
3a7a4n  (a33MHT-TECTHPOBAHMS CETEBBIX IPHUIOKEHHWH, YacTh KOTOPBIX MOTYT BBUIUTHCS B
OT/IeJIbHBIC HCCIIEIOBAHUSL.

Bo-nepBbIX, BOCCTaHOBJIEHHE CHENM(HUKALUA W OINPEAEIeHHe THIIOB NMPOTOKOJIOB (stateful mmm
stateless). B GonbIIMHCTBE ciiy4aeB B X0Jie PELICHHs AAHHOM 33/1a4d MPUXOANTCS I10JIaraTbesi Ha
peleHue aHanuTuka. [IpeioxkeHHbIi cmocod BOCCTaHOBJIEHHS crienu(pUKanu ObUT ONPOOOBaH B
XO0JIe TECTUPOBaHUA cepBepa 0a3 ganHbIX PostgeSQL. OgHako cymecTByeT GOpMabHEIN cmoco0 —
KOHTPOJIb OTCYTCTBHSI CBSI3€H IO JAHHBIM MEXy 00paboTKOH MakeToB, IPH ITOM, YTO €CTh CBS3b
TI0 IaHHBIM M CIIOCOOBI €€ BBISIBJICHUS — TeMa OT/EJIBHBIX UCCIIEIO0BaHUH.

Bo-BTOpBIX, C€HOCOO BOCCTAHOBJICHHS TMPOTOKOJHLHOTO aBTomMaTa. COBpEMEHHBIE TEXHUKHU
MOJIPa3yMeBaIOT MCIIOJIb30BAaHUE IMIHMPHUYECKUX MOAX0/0B. CTOUT BCE K€ OTMETHTh YTO 3ajada
BOCCTAaHOBJICHUSI aBTOMATa — TOKE OT/EJIbHAS Ba)KHASl TEMa UCCIIEOBaHMH.

W, HakoHer, BOIIPOC OLEHKM pPE3yIbTaToB (pa33MHra M HMPUHATHS PEIIeHUS O HeO0OXOIUMOCTH
IIPOJOJDKECHU S NI 3aBEPIICHUA. B GonpmnHCTBE CJIyJacB OICHUBACTCA MMOKPBITUE 0a30BbIX 0JIOKOB
aNropuTMa MPOrpaMMbl WK pebepHOe MOKPBITHE, B PACCMAaTPUBACMOM MOAXOAE MpeliaraeTcs
OLIEHUBATh ITOKPBITHE» CHEUU(PHUKAIINH TPOTOKOJIA.
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AnHoTtanmsi. B paGore npoBoanTcst kanubpoBka k — € Mozenu TypOyIeHTHOCTH JUTsl HOTOKOB CO CBOOOJHOM
MOBEPXHOCTBIO B pyCiie M Ha CKIIOHE. J[11s1 KannOpoBKH MOJIENH IIPOBOAUTCS SKCIIEPUMEHT B HAKIIOHHOM JIOTKE
MOCTOSIHHOTO YKJIOHA IIPSIMOYTOJIBHOTO cedeHus. B akcnepumenTe ¢ momompio Tpyoku ITuto mamepstorcs
3HAUCHUS! AaBJICHUS B ITOTOKE HAa PA3IMYHOM PACCTOSHUM OT JHA, C TOMOINBIO0 KOTOPBIX TaK jK€ MOIydaeTcs
npoduIb CKOPOCTH MNOTOKAa. Ha OCHOBaHMM JaHHBIX 3KCHEPUMEHTa C MCIOJIB30BaHUEM aAITOpPUTMa
onrtummzanu Henpepa-Muaa npousBoautcs kanubpoBka k — € Mmogenu TypOyneHTHOCTH. OTKaInOpoBaHHAS
Mozienb TYpOyJIEHTHOCTH Jlajiee TPUMEHSETCs Ui pacyéra MpOpBIBa JICTHUKOBOTO 03epa, BOIU3M JICTHUKA
Mausrit Azay.
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Abstract. We calibrate the k — ¢ turbulence model for free surface flows in the channel or on the slope. To
calibrate the turbulence model, an experiment is carried out in an inclined rectangular research tray. In the
experiment, the pressure values in the flow are measured at different distances from the bottom using a Pitot
tube; after transforming data, the flow velocity profile is obtained. The k — ¢ turbulence model is calibrated
based on experimental data using the Nelder-Mead optimization algorithm. The calibrated turbulence model is
then used to calculate the outburst of a lake near the glacier Maliy Azau on the Elbrus (Central Caucasus).
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1. BeedeHue

MaremMaTHyeckoe MOJCIUPOBAaHNE [JUHAMHMKMA IIOTOKOB Ha TOPHBIX CKJIOHAax IO3BOJISET
MIPOTHO3UPOBATH OINACHBIE 30HBI, M3y4aTh pPa3MbIB CKJIOHOB WJIM KaHAJIOB ITIOTOKAMH, a TaKXKe
paccUMTHIBATh HAIPSHKEHUSI, BO3HUKAIOIINE B 3alUTHBIX COOPYXEHHUSIX M JIPYTrUX 00bEKTax NpH
yzape moToKa.

Bonbmast 49acTe HCHONIB3yeMOTOo B HACTOSIIEE BpEeMs IPOTPAMMHOIO O0ECHedeHUs Ul
MOJIETIMPOBaHMSI TEUEHWH Ha TOPHBIX CKJIOHaX OCHOBBIBACTCS Ha YPAaBHEHHSX MEJKOH BOJIbBI
(ocpenHEHHBIE 1O TIIyOMHE YpaBHEHMS MEXAaHUKH CIUIOIIHOM cpenpl). Takoi moaxon naer
nH(pOpPMANNIO TOJIBKO O TPAHUIAX OIIACHOH 30HBI, TOJIIIMHE IT0TOKA M CPEHEH CKOPOCTH MTOTOKA I10
rinyoune. Kpome Toro, ocpeaH€HHBIE TI0 TI1yOUHE ypaBHEHHs colepkaT KOdQPUIHEHTBI, KOTOPbIE
MOJKHO HalTH TONBKO IPH PEerHOHAIBHON KanOpoBKe. TpexMepHOe MOAETNPOBAaHNE, OCHOBAHHOE
Ha TIOJHBIX YPaBHEHMSX, a HE HAa YCPEAHEHHBIX IO TTTyOMHE YpaBHEHUSIX, MOXET NPEI0CTaBUThH
TIOJIHYIO MH(POPMAIUIO O pacrpeelieHnH apaMeTpoB B MOTOKE. DTO OYeHb BaXKHO, 0COOCHHO, B
3ajia4e B3aMMO/ICHCTBYSI IOTOKA C Pa3HBIMH OOBEKTaMU.

HcTopuyecku MepBBIMU JJIS1 HCCIIEAOBAHIS IIOTOKOB HAa CKIIOHAX TOP UCTIONB30BAINCEH OTHOMEPHEIE
OCpeTHEHHBIE 10 TIIYOMHE MOJIENH B CUITy CBOEH BBIYMCIHUTEIHHON MPOCTOTHL. DTO Takhe paboOThI
Kak [2,5, 11,12, 14, 18, 34, 35, 39], narupyromuecs HauuHasi ¢ 1967 rona. JlampHeHIIMM pa3BUTHEM
OCpeHEHHBIX 10 TITyOMHe Moenel ObUT0 paccMOTpeHHe AByMepHoro moaxoxaa [13, 25, 29, 40]. B
HacTOsIIee BPeMsl HCII0JIb30BaHHE OCPEIHEHHBIX 110 NIyOHHE ypaBHEHHH MOKHO BHIETh B paboTax
[6-8, 17].

Heckomnpko uccnenoBaTenbCKuX TPyl B MEPE 3aHUMAJIICh MOJICIMPOBAaHUEM IIOTOKOB HA CKJIOHAX
rop ¢ ucnoJsszoBanueM 3D-monenupoBanus [3, 4, 9, 15, 21, 22, 24, 30-34, 37, 41], cpenu HuX
SImary4u (Yuya Yamaguchi) u coaBropsl [41], OHE HCTIOIB30BaIM METO KOHEUHBIX AJIEMEHTOB Ha
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ocHoOBe noxoxaa [lerposa-I"anépkuHa 11 MOIENMPOBAHIS CKIIOHOBOTO TIOTOKA (CHEXHAS JIABHHA)
Kak ABYX(a3HOTO IMOTOKa (CHET ¥ BO3AYX), I/Ie CHET OBLT peCTaBICH OMHTaMOBCKOH JKHAKOCTHIO.
Kennun Ogxa (Kenichi Oda) u coasropsr [30] Takke HMCIOIB30BATH ABYX(A3HBIA MOAXOM IS
ONUCAaHMs TUHAMUKUA CHEXKHOW JIABHHBI, TOJBKO B OTJIMYKME OT paboThl [41] cucTeMa ypaBHEHHIA
pemianack KOHEYHO-Pa3HOCTHBIM MeTojoM. B Hacrosmedl pabGore OyIneT WCIOIb30BaTHCS
MHOTO(]a3HBI OJHOCKOPOCTHOM MOAXOJ MAJsl MOJAEIMPOBAHUS MOTOKOB Ha CKIOHAax TIop C
UCIIONIb30BAaHUEM MeTosa KoHeyHoro o0béma [31]. Tewyenue cuuraercs TypOYJICHTHBIM,
ucnons3yercs K — € Mmogens TypOynentHocT. CHCTeMa ypaBHEHHI PeLIaeTCsi METOAOM KOHEYHOTO
00BEMa.

Main catching dam

Two small catching dams

Puc. 1. Cxema sxcnepumenmanvrozo nomxa [1]
Fig. 1. Scheme of experimental chute [1]
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Puc. 2. I'paguxu ckopocmu (cunuii) u 2nybuHvl NOMoKa (KpacHulii), 3ameperuvie Ha paccmosnuu 11.1 mempa
om Hauana ycmauosku. Ilokazansl sxcnepumenmanvHbie sHavenus uz pabomet [1] (Experiment),
BbIUUCTIEHHYLE C UCNOB308AHUEM OCPEOHEHH020 no enyoure nooxooa (Calculated d.-av.), sviuuciennvie ¢
UCNIONB30BAHUEM MPEXMEPHO20 NOOX00A NpU ramunaprom pexcume mevenus (Calculated lam), vruucnennvie
¢ ucnonvzosanuem k — & mooenu mypoynenmuocmu ¢ mpéxmeprom nooxooe (Calculated turb. k-e) u
sbluucienHble ¢ ucnoavzoganuem k — w SST modenu myp6yrenmuocmu 6 mpéxmeprom nooxooe (Calculated
turb. k-w SST)

Fig. 2. Depth-averaged velocity (blue) and flow depth (red) graphs measured at a distance of 11.1 meters
from the start of the installation. Shown are the experimental values from [1] (Experiment), calculated using
depth-avaraged approach (Calculated d.-av.), calculated for laminar flow (Calculated lam), calculated using
the k — ¢ turbulence model (Calculated k-e) and calculated using the k — w SST turbulence model (Calculated
k-w)Scheme of experimental chute [1]

2. AkmyanbHoCcmb

IloTokun Ha CKIOHAaX TOp SBIAIOTCS TYpOYJIeHTHBIMH HOTOKaMH. CyIIeCcTBYIOLIHE MOZIENU
TYpOYJIEHTHOCTH COIepXkKaT B ceOe psi KOHCTaHT, KOTOPble ObUIM OTKAJIUOPOBAHBI NPH pacuére
KaHOHMYECKUX TEUCHUH TaKHX, KaK 00TEKaHUs IOTOKOM BO3[yXa Pa3IMYHBIX NpoQuiIel, TedeHus
B TpyOax W KaHamax W np. [26, 27, 38]. KanmuOpoBku Monenei TypOylIeHTHOCTH Juisi pacuéra
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MIOTOKOB HEHBIOTOHOBCKOM JXHMIKOCTH CO CBOOOJHOW MOBEPXHOCTHIO HA CKJIOHAX TOp HE
IIPOBOJIUIIOCH.

Ha mpumepe pacdéra sKCepHMEHTa IO CITYCKY BOAOCHEXKHOTO IOTOKAa B SKCHEPHMEHTAIbHOM
JIOTKE C OBYMsS HEOOJBIIMMH 3aIIUTHBIMHA AaMOaMH M OJHOW OCHOBHOH yaAep:KHBalomen maMO0it
(puc. 1), mposenéunoro B yausepcurete Vcmananu [1,23], moka3aHa HEOOXOIUMOCTh KaTHOPOBKH
TypOyJICHTHOM MOJENH C IIETbI0 YBEIWICHNUSI TOYHOCTH pacyéra 3alIMTHBIX COOPYXEHUH (puc. 2 u
Tabm. 1).

JlaHHBI PKCTIEPUMEHT, ITOCTABJICHHBINA B YHHBepcHUTeTe VcmaHauu ObUT CIIPOEKTUPOBAH C MEIBIO
BOCIIPOM3BECTH B3aMMOJICHCTBIE BOJOCHEKHOTO IIOTOKA C Pa3IMYHBIMHU MPEHSATCTBUAMH. s
MIPOBEACHUS HKCIEPUMEHTA HCIIOIb30BaIaCh YUCTasi BOAONPOBOAHAS BOJA, TaK KaK OHA SIBISIETCS
JIETKO JJOCTYIHBIM MaTepHaOM M CXO0’Ka IO INIOTHOCTHU C HACHIIIEHHBIM BOJOCHEXKHBIM MOTOKOM.
B ToM umcne Boja Mo3BOJSET BOCHPOU3BECTH OTJIMYMSA B JUHAMUKE BOJOCHEKHBIX MOTOKOB OT
C)KUMAeMBbIX MOTOKOB I'PaHYJIHMPOBAHHBIX CpPeJl C BBICOKUM uuciaoM Ppyna. DKCIepUMEHT ObLI
CHPOEKTHPOBAH TaKUM 00pa3oM, 4to0s! yncio Opyna 0puto 6:113K0 K akTnueckomy ynciay Opyna
JUTS BOJIOCHEXKHBIX MOTOKOB: B uanazoHe 3 < Fr < 5. I'my6GuHa noToka, BeIcOTa 0apbepoB U ApyTrHUe
TEOMETPHUUECKHE XapaKTEPUCTHKH SKCIEPHMEHTa MOJSIUPOBATHCH ¢ Koddduumentom 10.
OKCHEeprMEHT NMPOBOJMIICS B AJIMHHOM JAEPEBIHHOM JKe100€, KOTOPBII COCTOSI U3 YETHIPEX CEKLIMH
¢ pa3HBIMH yriIaMu HakitoHa (55°, 27°, 11.7°, 0° — creBa HampaBo), cM. puc. 2. Cample HIDKHHUE
5.05 M xenoba ObUTM TOPH3OHTANBGHBIMH, @ BEPXHHE €r0 YacTH OBUIM IMOKPBITHI KOBPOM IS
YBEIMUYECHUS] TPEHUS M CHIDKCHUS CKOPOCTH IIOTOKAa M, CIeJoBaTelbHO, uncia PDpynma amis
MOJIyYCHHUs IIEJICBOr0 nuamna3oHa uyuced Ppyna. 3aluTHbIC KOHCTPYKUIUHU OBUIH BBIOJHCHBI U3
(daHepHL

Taon. 1. CpasHerue usmepeHHbIX U PACCUUMAHHBIX NAPAMEMPO8 NOMOKA
Table. 1. Comparison of measured and calculated flow parameters

ITapametp IJKcnepuMeHTAaJb- JlaHHBIE YHCJIECHHOIO pacuéra
cpaBHEHHUs Hble JaHHbIE
JlaMuHapHbIi k — € monean k — o SST monenn
pexum TypOy1eHTHOCTH | TypOYyJ€eHTHOCTH
Bricora Bcrrecka | 1.3 M 228 ™ 1.64 m 24wm
HAa OCHOBHOH
Jambe
Bpewms 1.25¢ 1.5¢ 13c¢ 13¢
B3auMozieiicTBUs
MIOTOKA C OCHOBHOM
Jam60i
O0BéM, 2.684 m? 2.629 m? 2.528 m* 2.655 m*
yaepKaHHbIN
naMooi u3 2.7 M3

Pacuér skcmepmMmeHTa OBLT TPOBENEH C HMCIONB30BAaHHEM MHOTO(A3HOTO OJHOCKOPOCTHOTO
moaxona, peannzoBaHHoro B makere OpenFOAM B pematene interFoam. Ha puc. 2 BugHO, 9TO
Pacd€THI ¢ HCTIOJIE30BAHUEM TYPOYIICHTHBIX MOICNIEH JTyUIlie BOCTIPOU3BOISAT IKCIIEPUMEHT HEKEIH
JIAMHHAPHBIA PEXUM TeUSHISI, He3HAUUTENIFHOE MTPeuMyIiecTBo y k — € Mmogenu TypOyneHTHOCTH.
OpmHako Mo pe3ysibTaTaM CpaBHEHUH MapaMeTpoB B Tabymie 1 BhITEKaeT, 9To 00a TypOyIeHTHBIX
pacuéra TpeOyroT 10paboTKH.

B nmanHOi# paboTe ¢ MOMOIIBIO METOZOB MAIIMHHOTO OOyUYEHHs TIPOU3BOAUTCS KaIHOpOBKa K — €
MoJieny TypOyJIEHTHOCTH JUISI TAKOTO Kilacca 3a/ad, Kak MOTOKH CO CBOOOIHOM MOBEPXHOCTHIO HA
CKJIOHE TI0/1 IEHCTBUEM CHJIBI TSKECTH.
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3. Kanubpoeo4HblIl 3akcrepumMeHm

Jnst kamuOpoBku ko3P durmierToB k — € Moaenu TypOyJIEHTHOCTH UCTOJB3YeTCs SKCIIEPUMEHT,
nocrasieHHbld B HUW Mexanuku MI'Y. B nponecce skcriepuMeHTa B JIOTKE IOCTOSIHHOIO YKJIOHA
(3KcnepuMeHT MpOBENEH Ul HECKONBKHX pAas3HbIX YIVIOB HAKIOHA) IPOU3BOIMICS CITyCK
TypOyJIEHTHOTO MOTOKA XHUAKOCTH. VICcIONb30BaCs JOTOK CIEAYIONMIEH TeOMETPUH: JUIMHA — | M,
mmpuHa — 12 cM, BbicoTa 6opTKoB — 10 cMm.
U, Fg

Puc. 4. Cxema sKcnepumeHmanbHo20 10mKa
Fig. 4. Experiment chute scheme

B pacqéTax HCIIOJIB30BAJIACh 00JaCTh JIOTKA MCKAY ABYMS TOYKAMHU 3aMCpa CKOPOCTU U FJ'Iy6I/IHBI,
HaxXoIsIMMHUCA HAa pacCTOSHUUN 23 ¢cm u 82 cMm oT BCPXHECTO Kpasd JIOTKA. CxeMma OKCIICPUMCHTA
IMOKa3aHa Ha puc. 4, I[J'Ii[ MPOBCACHU DKCIICPUMCHTA UCIIOJIB3YCTCA BOAOIPOBOAHAA BOJd, KaK B
OKCIICPUMCHTC YHUBCPCUTCTA I/ICJ'IaH,IlI/II/I. JIOTOK BBINOJNIHEH IOJIHOCTBIO W3 AKPpUJIOBOI'O CTCKJIA
tomuuHON 4 MM. Boma momaéres w3 pesepByapa ¢ BO3SMOXXHOCTBIO PETYIHPOBKH BBICOTHI CTOJIOA
JKUJAKOCTH IIpHU 1oJade. HpI/I BXOJ€ B I/ICCJ'IGZ[yeMHﬁ Y4acCTOK JIOTKAa YCTAHOBJICH YCHOKOUTCIIb
IIOTOKA. 3KCHCpI/IMeHT MMPOBOAUTCA B CTAlUOHAPHOM PECKUME C 3aMKHYTBIM KXUIKOCTHBIM
KOHTYPOM. CTaIlI/IOHapHOCTI:- oOecreunBaeT Hacoc MEPEKAYKN  KUAKOCTH H3 HUIKHETO
BOJIOCOOpHMKA B BepXHHUH pe3epByap. i 3aMepa npoduins CKOpOCTH ITOTOKA HCTIONB3yeTCs TpyOKa
HI/ITO, HpI/ICOf:,I[I/IHéHHa}I K JaTYUKY OaBJICHUA.

briio MpOBEACHO 3 CCPUU IKCIICPUMEHTOB, B KOTOPBIX MCHSAJICA YT'OJI HAKJIOHA CKJIOHA, HaYaJIbHasd
rTyOWHA MOTOKA M HAaYaIbHBIA MPOQIITE IIOTOKA, KaK TTOKa3aHo B Ta0. 2.

Tabn. 2. [lapamempul pacuémos
Table. 2. Experiments’ parameters

ul cpeonee no 2nyoune, m/c h0, mm 0
1.63 4.20 25°
2.00 4.95 28°
1.78 3.45 33°

4. Mamemamuyeckass modesib

Hcnone3yercst TpEXMEpHBIM MOJIXOI JJIsl MOJAENHMpOBaHUs mNoToka. [Ipu 3TOM mojaxojae MOTOK
paccMmaTpuBaeTcsi Kak MHOTo(a3zHoe TedeHne, OCpEIHEHHE 110 TIyOnHe He ucnoib3yercs. OqHa u3
(a3 — BoO3IyX, Apyras — MaTepHal MOTOKa (CHET WM Tps3eKaMeHHas CMecCh), TpeTheil (a3oi
MOXXeT OBITh MaTepuan TOJCTWIAINIEH IMOBEPXHOCTH. B maHHOW paboTe paccmaTpuBaeTcs
IByx(hasHast MOJIeNb — MOTOK-BO3yX. Mcnosb3yercs k — € Mozenb TypOyJIeHTHOCTH, OCHOBaHHAsI
Ha pabotax [27], [38].

B pabote ucnonnzyetcst metosr VOF (00BbEM KHIKOCTH) JJIs1 OTCICKUBAHUS TPAHUIIBI CBOOOTHON
HOBEPXHOCTH, KOTOPBIit 6bu1 nipeanoxer Xuprom (C.W. Hirt) u Huxoncom (B.D. Nichols) B 1981
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roxy [20]. JlaHHBI METO/ HE OTCIICKUBAET TPAHUILY SIBHO, OHA 3a1aéTCs KaK TIOPOTOBOE 3HAUCHUE
Ut 00BEMHOM MoK (ha3bl.

Brmmmiem cuctemMy ypaBHEHHH 71 OTIMCaHUA IBYX(a3HOM MO TeUSHSI, B KOTOPOil Kaxaas u3
(a3 cunraeTcs HeC)KMMaeMoi 1 00e (a3pl UMEIOT equHyI0 cKopocTs (1). JlaHHas MozIenb cOCTOHUT
U3 CIEOYIOIINX YPaBHEHMI: ypaBHEHHsS HEPa3pBIBHOCTH JUIS CMECH, YPaBHEHHUsS IepeHoca
00BEMHOI oM OfHOHN U3 (a3, ypaBHEHHs COXPAaHEHHs KOJIMYECTBA IBIDKCHUS, YPaBHECHUS UIA
pacyéra TypOyJICHTHOH KHHETHYECKOM OSHEPTMH M YpaBHEHHs IUCCUNALUM TypOyJIeHTHOH
KUHETUYECKOH SHEpPIUH, a TAKKe 3aMBbIKaHHUH ISl TEH30pa HANpPsDKEHUH, sBisiomerocst GpyHkunei
5 PEKTUBHON BSI3KOCTH W TEH30pa CKOpocTeil nedopmanuii, 3pQeKTUBHAS BI3KOCTH SBISIETCS
CyMMOH MOJIEKYJSIDHOM M TypOyJIeHTHOH BSI3KOCTEW, a TypOYJICHTHasi BSI3KOCTH IIpEJCTaBJICHA
¢byHKIMEeH TypOyJIeHTHOM KHHETHYECKON SHEPTUH U €€ TUCCUTIALNH, TTIOTHOCTD H BSI3KOCTh CMECH
B MOJIENHN BBIYUCIISIOTCS 1I0 MPUHIUILY BECOBOTO CPEIHETO.

V-u=0,
%% 1V (@) =0
ot war =5
a(pu)
0 + V- (puu) = —Vp+V-T+pf,
(p )+l7 (puk) =V - (uvk) -V <—t|7k+Pk)—p£,
Tk €Y)
6(/)8) — 3 e e
V. = CyPy——pCoy—+V - (=Ve),
ot + (,Duf) Csl kk pCsZ k + (Us 5)

T = 2lefrS,5 = 0.5[VU+ (V)] ptegr = p + e, e = pCu k% /¢,
p=pa+p(l—a)p=vpv=via+v(l-a.

3/1ech U — CKOPOCTh CMECH, TOPHU30OHTAIBLHON YepTOil Hajl OyKBaMu 0003HAYACTCS OCPEIAHCHHE I10
Peitnonbcy; @ — 00bEMHAs 10J1s1 BRIOpAHHOM (a3bl; p — MIIOTHOCTh CMECH; P — JaBIICHHUE; ]_f —
IUIOTHOCTh MAcCCOBBIX CHJ; K — IUIOTHOCTh TYpOYJIEHTHOW KHHETHYECKOH OSHepruu; & —
JUCCHIIAIMS TypOyIeHTHOM KHHETUIECKOH SHepTun; P, — CKOPOCTh IPOU3BOCTBA TYpOYICHTHON
KMHETHIECKONH DHEPrUH CPeIHHM TedeHueM, Cgq, Cgp, Cy, Ok, 0y — KODPOHUIMEHTH MOAETH
TypOYJIEHTHOCTH.

O6bémHas o (as3sl mpuHUMaeT 3HaueHus B Auanasone 0 < a < 1. B cnyuae, Hanpumep, eciu
a = 0 B suelike, TO OHA TOJHOCTHIO 3amoiHeHa ¢azoit 0, mwim, ecmu a = 1 B s4eiike, TO OHA
MOJIHOCTBIO 3amofiHeHa (a3oif 1.

Bornee jpetanpHOE ONMKMCaHHE MATEMAaTHYECKOW MOJENU MOXHO HaliTh B kHure ®epuurepa (Joel
Ferziger) u Ilepuua (Milovan Peric) [16].

5. BbiqucnumenbHasi Modesb

JIis perieHus THAPOMHAMIYECKON 3a/1a4X TSYCHUS KUAKOCTH Ha CKIIOHE UCTIONIB3YETCS CBOOOTHO
PpactpoCTpaHsIEeMBbIi MAaKeT ¢ OTKPBITHIM UCXOAHBIM K0j1oM OpenFOAM.

5.1. PacyéTtHasa obnactb ana akcnepumeHta HUA MexaHukn MI'y

s pacuéra sxciepumenta HIM Mexanuku MI'Y 6pu1a paccunTana 9acTh 3KCIIEPHMEHTAIILHOTO
JIOTKA, HaXOJISIIIasiCsl MKy IByMsl TOUKaMH 3aMepa MpoQuIIsi CKOPOCTH U IITyOHHBI HOTOKA. Pacuér
MIPOBOAMIICS. JUISl CPEJMHHOMN IOJIOCKH JIOTKAa TOJMIIHMHON 10 MM, rnie BiMsHHE OOKOBBIX CTEHOK
HEe3HAaYMTeNbHO. [I1epBhIi M3MepeHHBIH MpoQHIIb To1aBalICs Ha BXOJ pacuéTHOW 001acTH, BTOPOH
SBISUICST OOBEKTOM CpaBHEHMs. ['eomerpus pacdyéTHOH o0OJacTH TpencTaBiIsieT Ccoboit
napautenenunex JmuHHON 590 MM, mmpunoit 10 MM, n rryounoit 30 mM. KosmmuectBo syeek
coctaBmino 590x10x60.
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Beuti BBIIENIEHBI CIIEMYIONINE TPAHMIIBI pacYETHON 00IaCTH: JHO JIOTKA, OOKOBBIE CTEHKH JIOTKA,
BEPXHSSI [PAHULIA JIOTKA, TNIOCKOCTh Ha BXOJE B JIOTOK, MJIOCKOCTh HA BBIXOJE U3 JIOTKA.

Brinu 3amansl CJICAYIOUINE T'PAaHUYHBIC YCIIOBUA:

e  JIHO JIOTKA: I CKOPOCTH 331aHO YCIOBHE NPUIHIMAHUS, AT 00BEMHOM 10mu (a3l —HyIeBoi
IpaflieHT, s TypOYIeHTHOH KHHETHYeCKOH OSHEPTHH YCTAHOBIEHO YCJIOBHE HYJIEBOTO
rpafuenTa, Ul TUCCHIALME TypOYIeHTHOH KHHETHYECKOM SHEPTHH yCTAHOBJIEHA KOHCTAHTA
0.1 m?/c?;

e (OOKOBBIE CTEHKH JIOTKA: JUI BCEX PACCMATPUBAEMBIX BEJMYHH 3aJaHO YCIOBHE HYIEBOTO
IpajueHTa;

e  BepXHsA MPAHHMIA JIOTKA: CMENTAHHOE YCIOBHE C 3aJaHHEM aTMOC(EPHOTO JABIEHHUS, U YCIOBHS
OTCYTCTBHS TIPUTOKA CpeAbl Yepe3 AAHHYI0 TPAHHUI, OTTOK IPOMCXOAMT TI0 MPUHIIHITY
HyJIEBOTO IPaJUEHTA;

e BXOJHAas IUIOCKOCTH: 3allaHbl (PUKCHPOBAaHHBIC 3HAYCHHUA OOBEMHON momm ¢a3el U mpoduis
CKOPOCTH IIOTOKA, JUISl IPYTUX BEIWYHH YCTAHOBIICH CBOOOIHBIN BXOJ C YCIOBHEM HYJIEBOTO
TpajineHTa, MO3BOJIIOMMHA C TEYEHHEM BPEMEHH YCTAaHOBHTBLCS HCCIEIYEMBIM IapamMeTpam
MOTOKa;

e  BBIXOJHAs MJIOCKOCTB: JJIS BCEX BEJIMUUH YCTAHOBIJICHO yCIIOBUE HYJIEBOTO IPaHEHTA.

HauanpHble ycnoBus B 3a/1a4€ TaKOBBI, YTO 0OBEM HOTHOCTHIO 3aII0JIHEH HEMOABHKHBIM BO3yXOM

U MoJaéTcsl XUIKOCTh Yepe3 BXOAHYIO IUIOCKOCTb, CITyCTS BpeMsI IOTOK YCTaHABIMBACTCS U

CHMMAIOTCS 3aMepBl Ha BBIXOJHOHN IUIOCKOCTH AJISI CPABHEHHS C SKCIEPHUMEHTAIBHBIMU JAHHBIMH.

[ToTok cunTaeTcss yCTAHOBUBLIMMCS CITYCTS 5 CEKYH/.

5.2. PacuéTHas obnacTb Ans 3KCMepuMeHTa, NPOBeAEHHOIO B YHUBepcuTeTe
Ucnanoum

Juis pacuéra SKCHEepHMEHTa, IOCTABICHHOTO B YyHuUBepcuTere McmaHauuM HCIOIb30Balach
JIByMEpHas pacu€THast 007acTh. bplM BeIIEIEHBI CIEAYIOMINE TPAHUIIBI:

e JHO JIOTKa, BKJIOYalomee B ce0s 3aIIUTHBIE COOPYXKEHHs, TPaHUIy OKOHYAHHUS
HKCIEPUMEHTAIFHOW YCTAaHOBKH M 0OpTa pe3epByapa C >KHUAKOCTBIO, Ui KOTOPBIX 3aJaHbI
aHanoruyssle ¢ s3xcnepuMenToM HMM Mexanuku MI'Y rpanuysbie ycioBus;

e BEpXHAS TIpaHULA SKCIEPUMEHTAIbHOM YCTAaHOBKH, C COOTBETCTBYIOIIMMH T'PaHUYHBIMU
YCJIOBUSIMU, OTUCAHHBIMU B MIPEBIIYIIEM pa3ielie;

e OOKOBBIE TpaHHWIBI pacu€THOW o00JacTH, 3aJaHHbBIE KaK Hepacuy€THBIE IS pealn3aliu
JIBYMEPHOU IIOCTaHOBKHU.

Bcero pacuérnas ob6nacte coctouT M3 257 ThIcA4 sdeek. HauanbHble ycrmoBHS 3alaHbl TaKUM

o0pazoM, uTo BoAa, TiryOmHOHM 0.9M pacnomaraercsi B CTapTOBOM DPE3EpBYape M YAEp>KHBAeTCS

BUPTYaJIbHOU I'PaHULIEH, NCUE3AI0OUINI ¢ HAYaJIOM pacuéra.

6. Aneopumm onmumu3sayuu

Heo6xoaumocTh 1 3 GEKTHBHOCTE KaTHOPOBKH TYpOYJICHTHBIX MOJIEIeH MPOJEMOHCTPU POBAHBI B
Takux pabortax, kak [19,28]. Pabora yuénsix Cepixxa ['nitsaca (Serge Guillas), Hunsl I'moeep (Nina
Glover) u JIuopsr Manku-Onmrreiin (Liora Malki-Epshtein) [19] nemoscTpupyet 3¢ dheKkTHBHOCTS
MPUMEHEHNS KaTHOPOBKH C IOMOIIBI0 0aileCOBCKMX MeTO0B A KoadduuneHtoB k — &€ Mmoxenn
TYpOYICHTHOCTH TIPH MOJICIUPOBAHNH BO3IYIIHBIX MOTOKOB B TOpome. B pabore amepukaHCKHX
yuénbix Jxymuu Jluar (Julia Ling), Dumpro Kypzascku (Andrew Kurzawski) u Jxepemu
Temmarona (Jeremy Templeton) [28] aBTOpsl HCMONB3YIOT TIyOOKHE HEHPOHHBIE CETH ISt
MOJIyYEHHUSI 3aMBIKAIOIIEr0 WieHa Julsl pacuéra HanpsbKeHUd PeilHonbaca, y4MTBHIBAIOLIETO
AHU30TPONHIO TYpOYJIECHTHOCTH MOTOKA JKUAKOCTH B KaHaje. B NpHMeHEHMH K 3amade
MOJCIUPOBAHUS ~AWHAMHKHA CHEXXHOW JIABMHBI WM  TI'PA3E-KAMCHHOTO Cels TOYHOCTh
MOJCITUPOBAHUS TUHAMUKH TYPOYJICHTHOTO OTOKA MMEET CHIIbHOE BIUSHUE HA PACUYET 3aIIUTHOTO
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coopykenus. Kak ObUIo moxa3aHo B TaOn. 1, pa3nuume SKCIIEPHMEHTAIBbHBIX W PAacUETHBIX
apaMeTpoB MOXKET JOCTUTaTh 25%.

L(f, fexp) = RMSE(f, fExp}l

RANS with k-€
turbulence model

[C,.. Ci. G, Cs, 0y, 0, ——[ML optimization

Puc. 3. Apxumexmypa npednazaemoeo aneopumma 0711 Karubposku Kodgpuyuenmos k — & mooenu
mypoyieHmHocmu
Fig. 3. The architecture of the proposed algorithm for calibrating the k — ¢ turbulence model coefficients

k — £ Mmogens TypOyneHTHOCTH conepkuT psix korctaHT: C, = 0.09; C1 = 1.44; C, =1.92; C3 = 0.0;
ok = 1.0; o, = 1.3. Hcmonp3oBaHne OaHHOH TypOyNIEeHTHOM MOJENW Uil pacdéra IOTOKOB
HEHBPIOTOHOBCKHX JKHAKOCTEH Ha CKJIOHAaX TpeOyeT KamuOpoBKHM KodpduuueHTOB Momenu. s
OpraHM3aliHy Ipolecca KaTMOPOBKH HCIOIb3YIOTCS allTOPUTMbI MAIlTMHHOTO 00yYeHUS.
KanmnbpoBka TypOyJIeHTHOH MOAENN MPOBOAMIACH C HCIIOJIB30BAHHEM CIEIYIOIETO aJropuTMa,
OCHOBaHHOTO Ha 00Y4YEHHUH C MOJKPEIVICHHEM, TOKa3aHHOTO Ha puc. 3:
1. O6ydenue Ha Oa3e psmga pacy€ToB, MPOBEAECHHBIX ¢ UcToNb30BaHHeM RANS monenu ¢ k—¢
MOJIETBIO TYPOYJIEHTHOCTH C Pa3IMYHBIMY 3HAYCHNUSIMH KOHCTAHT;
2. Ilomy4yeHne HOBBIX 3HAUEHUH KO3 (UIIEHTOB TypOyIeHTHOH MOJETIH OCPEICTBOM aITOpPUTMa
ONITHMU3ALINY;
3. Pac4ér ruapoaiHaMHKH TIOTOKA C MCIIOIB30BAHUEM TYPOYJICHTHON MOJIEIH C
k03(h(pULMEHTaMH, TOJYYEHHBIMH C TOMOLIBIO JITOPUTMA ONITUMHU3ALIHH;
4. looOy4yeHue alnropuT™Ma ¢ UCIOJIb30BAaHUEM MOJTYUYEHHBIX JAaHHBIX PacuyéTa TUAPOAMHAMUKA
MIOTOKA.

IMpu ontummzanuu KodIPPUIMEHTOB TypOYyJSHTHOH MOJAENM MHUHHMHU3UPYETCS KOPEHb U3
CPEIHEKBAIPaTHYHOTO OTKJIOHEHHUS! BBIYMCIEHHOIO NPO(UIISL CKOPOCTH MOTOKAa Ha BBIXOJHOM
IUIOCKOCTH OT 3KCTIEPUMEHTAIBHOTO TPOQUIIS:

520 (o @) = @) @

L = ,
RMSE h

rae h — rryGrHa NOTOKa Ha BRIXOAHOM IUIOCKOCTH.

Jit MuHMMUu3anuu ucnone3dyercss Meton Hemnepa—Muna (Meron OGe3yciiOBHOW ONTHMH3AINHU
(YHKIIMA OT HECKOJBKMX I€PEMEHHBIX, HE HCIOJB3YIOMNI I'PaJUeHTOB), pEaln30BaHHBIA B
oubnmnoreke SciPy.

Jist peanu3anyu MprUBEIEHHOTO BBIIIE AITOPUTMA OBUIO pa3padoTaH MOJIYJIb, KOTOPBIH MO3BOJIMII B
aBTOMaTHueckoM pexume cBs3atb OpenFOAM pacu€rsl ¢ anroputMom ontuMusanuu. B
pe3ynbTare B Ipolecce ONTHMU3AINN TeHEPUPOBAINCH OOHOBIEHHBIE 3HAYCHUS KO3()(DUIIMEHTOB
TypOyJIEHTHOM MOJIENIM, KOTOpbIe IEpefaBaIUCh B YTHJIMTY IIPENPOLECCHUHTra, TI'OTOBSIIYIO
pacuétHble kelichl. [lanee 3anyckanuch pacu€rsel OpenFOAM keiicoB B mapasieIbHOM PexXHMe, 0
pe3ynbTaTtaM pac4€ToB paCCUMTBHIBAIOCH 3HaUeHHUE 0SS-(hyHKIIMK U ITepe1aBalloch B ONTHMHU3ATOP.

7. Pesynbmamsi kanubpoeku

st onrumuzarmu koaddurmentos k — € Mmogenu TypOyneHTHOCTH ObLTO TpoBeieHo 180 pacuéros
KaJTMOPOBOYHOTO dKCTIepuMeHTa (pHC. 5), 4To 3aHs10 213 gacoB paboThI Ha 24 sapax.
HauansHbie 3Ha9eHNS K03 UITMEHTOB OBUIH 33aHBI CIIETYIONIMHU:

C, =009 C =144 C, =192 C; = 0.0; g, = 1.0; o, = 1.3. 3)
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Iocne kanuOpoBKH 3HAUYCHUS KOA(D(GUIIMSHTOB CTAIIU CIICTYOIIUMHU:

C, = 0.0902; €, = 1.5419; C, = 1.92; C3 = 0.0001; g = 1.0215; 0, = 1.3334.  (4)
Brum momydeHsl poduiIE CKOPOCTH Ha BBIXOIHOW TUIOCKOCTH IS PA3NWYHBIX YIJIOB HaKIOHA
JIOTKA, KaK IIOKa3aHo Ha puc. 5
KanuOpoBka npuBena K MUHUMU3AIUH (HYHKIIMA TOTEPS (5), MOKa3aHHOW B Ta0II. 3

35

— 25° Experiment f —— 28° Expenment | 1T — 33 Experiment
25° Calculated k-e (initial) - 28* Calculated k- (initial} - 33° Calculated k-e (initial)
301+ — 25° Calculated k-e {tuned) — T — 28° Calculated k- {tuned) 1 —— 33° Calculated k-e (tuned)

~
in

m
o

n

Flow depth, mm

10

0.0 r‘:"":'f
00 05 1o 15 20 25 3000 05 Lo 15 20 25 3008 05 10 15 20 25 30
velocity, mys Velocity, mys velocity, my/s

Puc. 5. Cpasnenue sKkcnepumenmansHo2o npo@uisi CKOPOCMU ¢ pacyémubim NPU UCRONb308AHUY
CMAHOApPmMHbIX 3HAUeHUl KOdphuyuenmos k — € mooenu mypoyieHmHocmu u OMKAIUOPOSAHHBIX 3HAUEHUL
KO3(@uyuenmos 8 10MKAxX pasiuiHo20 yend HAKIOHA K 20PUSOHNY
Fig. 5. Comparison of the experimental velocity profile with the calculated one using the standard values of
the k — & turbulence model coefficients and the calculated velocity profile with calibrated values of the
coefficients for different slope inclination angles (to the horizon)

Tabn. 3. Munumu3zayus gynxkyuu nomeps
Table 3. Loss function minimization

Yroa nakioHa joTka | HavanbHoe 3HaueHne pyHKnun norteps | MHUHUMH3HPOBAHHOE 3HAYEHHE
¢yHkuumn norepn

25° 0.242 0.218
28° 0.377 0.389
33° 0.236 0.168

8. Bepugpukayusi Ha akcrnepumeHme yHueepcumema UcnaHouu

Beur mpomsBen€H pacy€r IKcrepuMEHTa yHUBepcuTera VcnmaHmuu, moka3aHHOTO Ha puc. l, c
HCIIOJIb30BAHUEM OTKAIHOpPOBAaHHBIX Ko3(duimentor k — € mojenu TypOyJIeHTHOCTH. Bwiau
MOJYYEHBI Pe3yJIbTaThl, IIOKA3aHHBIC HA pUC. 6 U B Ta0II. 4.

Ha puc. 6 mokazano, 4to i TIyOMHBI MMOTOKA YMEHBIIMIIOCH PA3JIMYNe IKCTIEPUMEHTATBHBIX
JIAHHBIX OT PACUETHBIX IMOCNe KAIMOPOBKH KOIPGUIIMEHTOB TypOyneHTHoi wMoxaenu. Jlms
MapaMeTpoB, IEPEUUCICHHBIX B TA0IHIIEe 4 MOKEM BUAECTh YMEHBIIIEHUE PACXOKICHUS JIJIST BBICOTHI
MIEPBOTO BCIJIECKA HA OCHOBHOM nambe Ha 41%, nis o0bpéMa, yaep:kanHoro namooin — Ha 60%. U3
BBINIECKa3aHHOT'O MOYKHO CJIEIaTh BBIBO/I, UYTO KAMOPOBKa K03()PUIIMEHTOB TypOYJIECHTHONH MOAETH
JUIA MCCIIEAYyeMOro Kilacca 3afad yBeJWYWiIa TOYHOCTh pacuéroB. OnHako, He OyHeT TUIIHEH
JapHeHas KamruOpoBKa TypOYICHTHOM Monend s yd€Ta aHW30TPONHH TYpOYJICHTHOCTH,
KOTOpass MMEET CYINICCTBEHHOC 3HAYeHWE IIPU HCCICAOBAaHHH IIOTOKOB CO CBOOOJHOM
MOBEPXHOCTHIO HA CKJIOHAX.
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Puc. 6. I'paghuxu ckopocmu (cunuit) u enybunst nomoka (KpacHwlii), samepennvle Ha paccmosnuu 11.1 mempa
om Hauana ycemanosku. Ilokazanvl sxcnepumenmanvhvie snavenus uz [1] (Experiment), eviuucienuvie ¢
ucnoavsosanuem k — e mooenu mypoyrenmuocmu (Calculated k-e (initial)) ¢ ucxoonvimu snavenuamu
K03 huyuenmos u gviuucieHHvle ¢ Uchonv3oeanuem k — & mooenu mypoynenmuocmu (Calculated k-e
(tuned)) ¢ omrxanubposannvimu Ko3pPuyuenmamu
Fig. 6. Depth-averaged velocity (blue) and flow depth (red) graphs measured at a distance of 11.1 meters
from the start of the installation. Shown are the experimental values from [1] (Experiment), calculated using
the k — ¢ turbulence model (Calculated k-e) with initial coefficients and calculated using the k — ¢
turbulence model (Calculated k-e tuned) with calibrated coefficients

Tabn. 4. Cpasnenue usmMepeHHbIX U pacCHUMaHHbIX RaApamempos NOmoKa
Table. 4. Loss function minimization

ITapameTp cpaBHeHust JKCcrnepuMeH- k — € moenn k — & mogenn
TajlbHble JaHHbIE | TYpOYJeHTHOCTH C TypOyJeHTHOCTH ¢

HCXOTHBIMHU OTKATHOPOBAHHBIMH
Kko3ppuueHTAMH K03 puuneHTaMu

BricoTa nepBoro Bemiecka Ha | 1.3 M 1.64 m 1.5Mm

OCHOBHO# nambe

Bpems c Havana | 1.25 ¢ 13¢ 13c¢

B3aHMOJICHCTBUSI TOTOKa C

OCHOBHOM 1aMOOM, bi (o)

OKOHYaHHuA nepeIMBaHUs

MOTOKa Yepe3 AamOy

O6BEM, yaepkaHHBIH nam6oit | 2.684 M3 2.528 M3 2.622 m3

u3 2.7 M

9. Pac4ém e03MO)HO20 npopbiea 036p e6nu3u nedHuka Manbii Azay

C moMouiplo TOJNYyYeHHOH OTKanuOpOBaHHON Mojenu TypOYJIEHTHOCTH TNPOU3BENEM pacuér
BO3MOYHOT'O TIPOPHIBA JIETHUKOBOTO TOPHOTO 03epa BOIM3HU jJennnka Manbiid Azay [10].

I'pynma 03€p, pacroyioxkeHHast OKOJIO JieJHUKa Maiblii A3ay Ha I0)KHOM CKJIOHE DIIbOpyca, ITMPOKO
U3BECTHA U €XKErOJHO IOCEIlaeTcsd TypUcTaMH M anbnuHucTamu. B mepuox 1957— 2021 rr.
3a(pUKCHPOBAHO JBa CIy4as MPOPBIBOB 03&p: 03epo 3amagHoe B 1978 r. u o3epo BocTtouHoe B 2011
r. IlepBeIfi TIPOPHIB CBSI3aH C MPOIECCAMHU OIOJIBHEBBIX AcGopMaIiii MOPEHHOTO MAacCHBa,
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CJIararoulero 4acTb O3EPHOM KOTJIOBHHBI, BTOPOM — € Aerpajauueil JeJsHO IUIOTUHBI 03epa U
MIEpEeTMBOM BOABI OBepX He€. CyIIecTBYONINE B HACTOSIIEE BPEMsI MOPEHHbIE TUIOTHHBI 03Ep H
Y4YaCTKH TTOBEPXHOCTHOTO CTOKA BOJBI M3 03Ep HAXOIITCS B CTAOMIBHOM COCTOSIHHH, IO3TOMY
yrposa mpopsiBa 03€p oTcyTcTByeT. IloTeHIManbHas yrpo3a IpopbliBa OCTAETCs B CBA3U C BBICOKOH
CEHCMHUYHOCTBIO M BO3MOYKHOW BYJIKAHMUECKOH AEATEIbHOCTBIO B 3TOM pailoHe.

PazpaboranHoe 10 1mo3BossieT MoMyIHTh TOUHBIE JaHHBIE O Iy TH IBIDKCHHUS aBOKA, €TO Mpoduie
CKOpOCTH, paclpe/Ie/IeHHH JaBJICHHs B IOTOKE, HAIIPSKEHUHU Ha JHE IOTOKA B PA3JIMUHBIX TOUKAX.

Py prs B¢ o 10 20 30 a0

.m/s ’
1000 1300

o

(lonsina
Azay

Puc. 7. Kapma penvega uccnedyemoii mecmuocmu (cnesa) [10]; mpéxmepuas pacuémnas obracmo 6
HAUAIbHBLIL MOMEHM 6PEMEHU C HAYAIbHbIM PACROAOACEHUEM 03epa (YeHmp); KapmuHa NOMoKd 6 MOMEHM
spemenu 100 munym om nauaia npopwléa (cnpasa)

Fig. 7. Maliy Azau glacial lake outburst flood map (left) [10]; three-dimensional computational domain at
the initial time moment with the initial location of the lake (center); outburst flood at 100 minutes from the
start (right)
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Puc. 8. I'paghuku pacxoda srcuokocmu (Kpacuwlit) u 06Ema JHCUOKOCMU CIUBULE2OCS C 03epPa (CUHUTL)
Fig. 8. Graphs of the flow rate (red) and the volume of liquid poured out of the lake (blue)

B pesymprare MareMaTHYECKOTO MOJEIHPOBAHMS IIPOPHIBA O3¢pa TIIyOMHBI 2 MeTpa OblH
MOTy4eHbl KapTHUHBI TEYEHH, KaK MOKa3aHo Ha puc. 7. Ciuesa Ha puc. 7 1mokazaHa KapTa penbeda
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ncciemyeMon 00IacTh, 3eNE€HBIM IBETOM CXEMAaTHYECKH OTMEYCH KOHTYp pacu€THOW 00JacTH; B
LEHTpPE pUC. 7 MOKa3aHa pacuéTHast 001acTh B HAYAJIbHBIH MOMEHT BPEMEHH, (DHOJIETOBBIM [[BETOM
OTMEUYEHA BOJA B 03€pe; CIIpaBa Ha pUc. 7 MOKa3aHO paclpeaesieHue CKOPOCTH MoToka ciycts 100
MUHYT IIOCJIE IPOPHIBA.

Ha puc. 8 moka3zano, 9To mpopsIB 03epa npoaoinkaeTcs 6onee 200 MUHYT, MaKCHMAIBHBIA pacxo
KHUJIKOCTH COCTaBIISACT Mopsaka 760 M /MuH, cpenanii — 58 M3 /mun. Takxke HA puc. 8 MBI BHINM
BCIUIECK PAcXo/ia >KUIKOCTH Cpa3y IOCHe MPOPhIBA, XapaKTEPHBINA ISl TAKOTO THIA TCUCHHUU U
JanbHeiIee BrIpaBHUBaHUE TIOTOKA.

10. Pe3ynbsmamai u 8b1800bI1

B nporuecce paboTs! ObUT IPOBEIEH IKCIIEPUMEHT, IO pe3yJIbTaTaM KOTOporo Obliia OTKaIuOpoBaHa
k —e Moznenp TypOyJIEHTHOCTH, MPOM3BEAEH PACUET BOBMOXKHOTO TIPOPHIBA JIEAHUKOBOI'O TOPHOTO
o3epa BOMI3M nenHuKka Manbrii Azay (KaBkas).

e  DBbIIO mosy4eHO yMEHBIICHHE PAcXOXKICHHs Ha 00ydarolieM dKcrepumMenTe 10 29%.

e Ilpm ontummzamun Ko3(h(UIMEHTOB TypOYJICHTHOM MOJENM WCIIOIB30BAINCH TPH
9KCIIEPUMEHTA, YTO TO3BOJIHIIO H30eKaTh Iepeo0yIeHUs alropuT™a.

e [lpm ucnone3oBaHUM TypOyJICHTHOH MOJENM C OTKAIMOPOBAaHHBIMH KO3((UIMEHTAMH TPH
MOJIETTMPOBAaHUHU TECTOBOTO IKCIEPHMEHTa YHHUBEpcUTeTa Vcnanan nomydeHo yMEeHbIICHHE
PacxXoKAEHUS pacu€THBIX XapaKTEPUCTUK C SKCIIEPUMEHTAIbHBIMH.

e [Ipu wmcronmp30BaHUU TYpOYICHTHOW MOJENH C OTKATHMOPOBAaHHBIMH KOA(P(OHUIMEHTAMH IIPH
MOJICIIPOBAHIH TECTOBOTO HSKCIICPUMCEHTA Y HUBepcUTeTa VCnaHauy MOTydeHO yMEHBIICHUE
pacxoxaeHus: pacuéTHOro o0bEMa, yAEpKAHHOTO KOMOWHAIMEH 3aIlMTHBIX COOPYXKEHUH M
JKCHEpUMEHTaNBHOTO Ha 60%.

e C WCHONB30BAHHUEM OTKATHOPOBAHHON MoOJeIH TypOyIeHTHOCTH OBbUIO MHPOBEACHO
MO/JISIMPOBAaHKE BO3MOYKHOTO MPOPHIBA JIEJHUKOBOTO TOPHOTO 03epa BOIM3H JeJHUKa Maublid
Aszay (KaBka3).
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