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AnHoTanms. B nocieHee BpeMs CHCTEMBI yITPpaBICHUS JaHHBIME 00 u3aenuu (PDM) mupoko UCob3yroTes
B CIOXXHBIX MEXIUCIHUIUIMHAPHBIX IPOEKTaX B Pa3IMYHBIX HPOMBINUICHHBIX obmactsix. PDM-cucreMsr
TO3BOJISIIOT TPYHIIAM TIPOEKTHPOBIIMKOB, HWHXXEHEPOB M MEHEPKEPOB yIaJeHHO OOmaThCcsi B CETH,
0OMEHHMBATHCS 1 COBMECTHO TIOJIB30BaThCs 00mIel nHdpopmanueit 00 u3nenuu. st HHTErpauy MPHIOKESHUH
CAD/CAM/CAE ¢ PDM-cucremamu u 00ecriedeHusI IX COBMECTHMOCTH OBIJIO Pa3pabOTaHO M HCTIONIB3YETCs
cnenuanbHoe cemeiictBo cranaaptoB STEP (ISO 10303). Yacteio 3TOro cemeicTBa ABISETCS OOBEKTHO-
OpHEHTHPOBaHHBII 51361k MonenupoBanus EXPRESS, npennasnaueHHslil A1 GOpMaIbHOTO OMUCAHUS CXEM
JaHHBIX, a TaKke GopMmarsl (ailioB IS XpaHSHUS W NepeAayu JaHHBIX 00 M3IENUH, YIPaBISIeMBbIX 3THMH
cxeMaMu. D10 GopMaT KOJAUPOBAHHUS TAaHHBIX OTKPHITEIM TekcToM SPF u STEP-XML. B HacTosiiiee Bpems, ¢
pa3BUTHEM U IIMPOKUM BHeIpeHHeM BeO-TexHoioruii, ¢popmar JSON craHoBHTCS Bce Gonee MOMyJIsSpHBIM
Onarozapsi TOMy, 4TO OH TIOJXOJMT IS 3aiad oOMeHa M XpaHeHHs 00BeKTHO-OPHEHTHPOBAHHBIX JAHHBIX, &
Taroke Olrarogaps ero mpocToMy W yIoOHOMY JUIS aHall3a CHHTAKCHCYy. B cTaThe ncciaeayeTcst BO3MOKHOCTh
npumMeHeHust Gopmara JSON mns mpencraBieHHs, XpaHEHUS W OJHO3HAYHOW MHTEPIIPETAMH JaHHBIX 00
H3Menid. B mpeArnonoKeHu , 9To TaHHbBIe ONPEACIAIOTCS HHPOPMAIIHOHHEIMU cxeMaMH Ha si3bike EXPRESS,
B CTaThe MPE/IOKEHBI M ONMCaHbI (hOpMalIbHBIE IIpaBrIIa MPOAYKIMK 00bekTHON HoTarmu JSON. IlpuBomsTes
IPUMEpPBI, WUTIOCTPUPYIONINE MPeAoKeHHble TpaBmia. Takke 0O0CYKTAOTCS Pe3ybTaThl MPOBEACHHBIX
BBIUUCIIMTEIBHBIX IKCIIEPHMEHTOB, KOTOPbIE MOATBEPIKAAIOT MPEUMYIIIeCTBA UCIoIb30Banus Gopmara JSSON
o cpaBHeHuto ¢ SPF u STEP-XML u ciy)xaT OCHOBaHHEM JUIs €r0 IIMPOKOTro MPUMEHEHHS TIPH HHTEeTPaliH
MIPOTPaMMHBIX MPUIIOKEHHH.
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Abstract. Recently, product data management systems (PDM) are widely used to conduct complex
multidisciplinary projects in various industrial domains. The PDM systems enable teams of designers,
engineers, and managers to remotely communicate on a network, exchange and share common product
information. To integrate CAD/CAM/CAE applications with the PDM systems and ensure their
interoperability, a dedicated family of standards STEP (ISO 10303) has been developed and employed. The
STEP defines an object-oriented language EXPRESS to formally specify information schemas as well as file
formats to store and transfer product data driven by these schemas. These are clear text encoding format SPF
and STEP-XML. Nowadays, with the development and widespread adoption of Web technologies, the JSON
language is getting increasingly popular due to it being apropos for the tasks of object-oriented data exchange
and storage, as well as its simple, easy to parse syntax. The paper explores the topic of the suitability of the
JSON language for the unambiguous representation, storage and interpretation of product data. Under the
assumption that the product data can be described by arbitrary information schemas in EXPRESS, formal rules
for the producing JSON notation are proposed and presented. Explanatory examples are provided to illustrate
the proposed rules. The results of computational experiments conducted confirm the advantages of the JSON
format compared to SPF and STEP-XML, and motivate its widespread adoption when integrating software
applications.
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1. BeedeHue

B nocnennaue necatuneTus CHCTEMBI yIpaBiIeHUs JTaHHBIMU 00 m3neimnu (Product data management,
PDM) miMpoKo UCIOJIB3YIOTCS AJISl PeasTU3alny CI0XKHBIX MEKAUCIUIUIMHAPHBIX IIPOEKTOB B TAKUX
oTpacisiX, Kak a’poKoCMHUuecKas, 000pOHHAs!, aBTOMOOHIIbHAS TIPOMBIIIIIEHHOCTH, CY/I0CTPOCHHE,
JNIEKTPOHUKA W CTPOUTENBCTBO. JlaHHBIE CHCTEMBI MO3BOJISIIOT TPYNIaM MPOCKTUPOBIIMKOB,
WH)KEHEPOB U MEHE/DKEPOB yJaJICHHO B3aMMOJICHCTBOBATh B CETH, OOMEHUBATHCS U COBMECTHO
MOJIb30BaThCsl 00mIel MHpopManueil 00 W3IeNUH, ITOJyYEeHHOH € MOMOIIBIO NPHIOKEHHH
aBTOMAaTHU3MPOBAHHOTO  TPOEKTHPOBAaHWS,  NPOW3BOJACTBA W HHXKCHEPHOTO  aHaM3a
(CAD/CAM/CAE). [ns wuHTEerpalMd NpOTpaMMHBIX MNPWIOKEHWH M obecreueHust UX
HHTEpOIepadenbHOCTH ObII pa3paboTaH CrielMaIbHbIH MEXYHAPOAHBIN CTaHAAPT NPEICTABICHHS
u oomena nanueMu 00 m3aenuu (STEP) [1]. Ero nems cocTout B ToM, 4TOOBI 00€CTIEYUTh OO
JUIl OTHENBbHBIX OTpacyieil croco® ommcaHusl AAaHHBIX 00 H3IEIMH Ha NPOTSHKEHHM BCETO
KM3HEHHOTO [HKJIA OT MPOCKTUPOBAaHHs [0 AaHalIn3a, IPOHM3BOJICTBA, KOHTPOJS KadecTna,
MHCIIEKIIMH, MOJJICPKKH W dKCIulyatanuu. biaaromaps cBoeMy HEHTpalbHOMY XapakTepy Takoe
OINCaHWE MOJXOAWT HE TONBKO JUIi OpraHu3aluu (aizoBoro oOMeHa NaHHBIMH, HO U
MHOTOIOJIL30BaTENILCKOW PadOTHI C HCIOJIL30BaHNEM apXUBOB U 0a3 NaHHBIX. [IpuMedaTensHo, 4yTo
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MHOTHE Ipyrue OTpaciieBble craHmaptsl, Takue kak P-LIB (ISO 13584), CIS/2 (CIMSteel
Integration Format), POSC/CAESAR (ISO 15926), PSL (ISO 18629) n IFC (ISO 16739),
pa3paboTaHHBIE I aHAJIOTWYHBIX [IEJIEH, 3aMMCTBYIOT METOOJIOTHIO 1 (hyHAaMEHTAIbHbIC JaCTH
STEP.

Cranmapt STEP opranm3oBaH B BHIE HECKOJBKHX YaCTEeH, Kakhas M3 KOTOPHIX OMyOIMKOBaHA
otaenbHO. Hanbonpmmii mHTEpeC B KOHTEKCTE 00CYKIAaeMOW 3a/1aui MPEACTaBIIAIOT TPH U3 HUX:
gactu 11, 21 wm 28, mostomMy B Hacrosmed pabore NOAPOOHOE pPACCMOTPEHUE CTaHIapTa
OTpaHMYMBACTCSl IMEHHO JaHHBIMH 4acTAMHU. OOBEKTHO-OPUEHTUPOBAHHBIH S3bIK MOJIETMPOBAHHMS
nauueix EXPRESS (11 yacte cranmapta) ompenensiet 6a3oBblid Metoq omucanus [2,3]. Yacts 21
ornpezeinseTr GopMaT AJs 3aIKCH TaHHBIX B (pailyl OTKPBITHIM TEKCTOM, Takxe u3BecTHbINH kak STEP-
¢aiin wau SPF [4]. Yacts 28 ucnons3yet s13b1k pasmeTkd XML kak quist npencrasnenus EXPRESS
CXeM, TaK U HEMIOCPECTBEHHO TAaHHBIX, OMIUCBIBaeMBIX cxeMaMmH [5]. JlaHHbIi hopMart n3BecTeH Kak
STEP-XML.

B Hacrosiiee BpeMsi ¢ pa3BUTHEM BeO-TEXHOJOTHH A3bIK 00bekTHOI HoTanuu JavaScript (JSON)
CTaHOBUTCSl BCcE 0OoJiee MOMYJIAPHBIM, NOCKOJIBKY OH IIOAXOAWT JJIs 3aJady OOMEeHa W XpaHEHUs
00bEKTHO-OpUEeHTHPOBAaHHBIX JaHHBIX [6]. JSON — 310 0bnerdeHHsIil opMaT 0OMeHa JaHHBIMU B
cTrie "KIoY-3HadeHue", KOTOPhIH He 3aBHUCHUT OT SA3bIKa MPOTPaMMHPOBAHUS, TIPH 3TOM IIPOCTO
AQHATM3UPYETCS] M TCHEPUPYETCs] IPIIIOKEHUSIMA. B TO ke BpeMs OH JIETKO YUTaeM JUIS YeJIOBeKa.
[IprMeHUTETHHO K JaHHBIM 00 M3MIEIMN 3TH CBOMCTBA MpUOMIKaloT ero K ¢popmary SPF. B To xe
BpeMs JSON mmpoko ucnonb3yeTcs B kKauecTBe (hopmara 0OMEHa AaHHBIMU MEXIY Pa3IHIHBIMU
BeO-mpuiokeHusamMu, B qactHocTH, AJAX [7]. Tlpumeuarensto, uto JSON wucmonb3yercs B BeO-
npuinoxeHusx Hapsany ¢ XML. Oanako nmpu ucnoib3oBaHud XML HaGmoqaeTcss 3HaUUTENbHOE
CHIYKEHHUE MPOU3BOJUTEILHOCTH BeO-CEPBUCOB U3-3a HU3KOW 3(P(hEeKTUBHOCTH UTEHMS M aHAIH3a
naHHbIX. Ha ocHOBe mu3MepeHMs MOKa3aTeled MpPOU3BOIUTENBHOCTH, TAaKUX KaK KOJINYECTBO
OTIPpaBJICHHBIX OOBEKTOB, CpeJHEe BpeMsl MepeAadyd OJHOT0 O0BEeKTa, 3arpy3ka Ipoleccopa H
namsITd, ObLIO MOKa3aHo, 4To 00paborka maHHbIX B JSON (dopmare MpOHCXOIUT 3HAYUTEIHHO
ObicTpee u obnanaer npeumyiinectsom Hag XML [8].

Hecmortps Ha npennmoyturensHOCTh Ucnionb3oBaHust JSON no cpaBHeHuto ¢ XML s pa3paboTku
BeO-TIPUIIOKEHNUH, a TakKe ero yaobountaeMocTH, Oiam3koM K SPF, 1o cux mop He MpoBOAHMIOCH
CHCTEMHBIX HCCIICZIOBAHUH, KakuM 00pa3oM JaHHBIE 00 M3JENIHH MOTYT OBITH INpEICTaBIICHBI,
COXpaHEHbl M OJHO3HAYHO INPOMHTEPIPETUPOBAHBI C ITOMOLIbI0 OOBEKTHOW HOTamuu. Llenbro
JAaHHOM CTaThbH OBLIO BOCHOJHWTH JAHHBINA mpoOes. B pasn. 2 mpoBeneH kpaTkuil 0030p s3bIKa
EXPRESS, B K0TOpOM OCHOBHOW aKIICHT AeJaeTcsl Ha KaTeropu3aluio 0a30BBIX THUIIOB JAaHHBIX.
[pmmep cxemsl naHHbIX, onucanHoi Ha EXPRESS, npexacrasieH B pasn. 3. 31ech ke MPUBOAUTCS
Ha0Op MaHHBIX, HCIOJB3YIOIINA YKa3aHHYIO CXeMY, M MPEICTABICHHBIA albTePHATHBHBIMU
crniocobamu B popmarax SPF u JSON. dopmanbHble nmpaBuiia Juist IPOAYKIMH 00bEKTHOW HOTAI[MH
JSON nans  gasHbIX, ompexaenseMbix mnpousBosbHOW EXPRESS  cxemoii, 0000r1ieHsl,
CHCTEMaTH3HPOBAaHBl M NPOWIUIIOCTPUPOBAHBI B pa3fd. 4. Pa3a. 5 MOCBSIIEH BBIYHCIUTEIBHBIM
JKCIIEPUMEHTaM 1 CPABHUTEIBHOMY aHAIN3Y TpeIokeHHOro opmara, ocHoBanHoro Ha JSON, co
craugaptHeiMu SPF u STEP-XML. B BeIBogax omnpezeicHbl MePCIEKTUBBI CTAHAAPTU3AINH |
MINPOKOTO MPUMEHEHHs OopMaTa IIPH WHTETPALIUH UHYCTPHAIBHBIX IPOTPAMMHBIX PHIIOKEHHH,
npexnie Bcero, B obnactd MHOOPMALMOHHOTO MOJEIMPOBaHMs 31aHuil U coopyxenuil (Building
Information Modeling).

2. Kpamkuti 0630p si3bika ModenupoeaHusi 0aHHbIx EXPRESS

EXPRESS — 310 nexnapatuBHbIH sI36IK THOOPMALIMOHHOTO MOJICIUPOBAHMS, IPE1yCMaTPUBAIOIINI
(opmasbHBIE NPaBUJIa ONMMCAHUS 0OBEKTOB PEAJbHOTO MUPA, X XapaKTEPUCTHK M OTPaHWYEHHH.
MHorue KOHCTpYyKTHBHBIE TpHHIHIGI s3bika EXPRESS 6butn 3aumctBoBansr u3 Ada, Algol, C,
C++, Eiffel, Euler, Icon, Modula-2, Pascal, PL/I, SQL, ER u UML. Hexotopbie OpUrrHaIbHbIE
BO3MOXKHOCTU OBIIIM CHELUaJbHO IPUBHECEHBI Juisi Toro, 4roObl cienats EXPRESS 0Oonee
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HNOAXOSIIIMM ISl 3a1ad MH(OpManMoHHOTO MojenupoBaHus. Takxke Obulo paspaboTaHo H
CTaHJAPTU3UPOBAHO rpaduueckoe mpeacTapicHue st noamHoxectsa EXPRESS-koHCcTpyKIHMi,
HasbpiBaeMoe EXPRESS-G.

OcHoBHOM koHCTpykimen s3pika EXPRESS sBmsgercs cxema, mo3ToMy BCe OINpeneNeHus
MOSIBJIAIOTCS. B KOHTEKCTE OOBsBIEHHsS cxeMbl. Cxema BKIIOYAaeT B ce0sl ONpEAEICHHs THIIOB
JAaHHBIX W OTPAHMYEHU, 3alaHHBIX JUISI MX IK3EMIUIAPOB. THUINBI JaHHBIX MOApa3AeIAITCA Ha
CIICAYIOIINE KAaTEeTOPHHU: MPOCTHIC THIIBI, arperHPOBAHHbIC TUIBI (Pa3IMYHBIC BHABI KOJUICKIIHIA),
MepeUNCIsIEMbIE THITB, BBIOOPKH, @ TaKXXE IEPEOIPEACICHHbIC THUIbl JAHHBIX, B TOM YHCIE
00BeKTHBIC TUITBI (HJIM CYIIHOCTH). DTH KAaTEerOPHH [OKa3aHsl Ha puc. 1. [IpemonpeaencHHbIe THIIBL
nmaHebIX, npexycMmorpenHsile EXPRESS, BrimeneHsl XUpPHBIM KypcuBoM. KoHCTpykmmm s
MOJTb30BATENECKUX TUIOB IIOKa3aHbl OOBIYHBIM IIpU(GTOM. CTpEeNKH YKa3blBalOT OTHOIICHUS
0000meHNs/CTIeIMaNN3allid MKy THIIAMH JaHHBIX. B mocnegHel pegakuuy CTaHAapTa
EXPRESS nist 0OBEKTHBIX THUIIOB MOXET OBITH OIpPENCICHO IUHAMHUYECKOE IMOBEICHHE Kak
pe3ynbTaT peaklMu Ha COOTBETCTBYIOIIME COObITHS. JlaHHBIE BO3MOXKHOCTH SI3bIKa HE
CYIIECTBEHHBI /I 00CYKAaeMOro Kpyra 3afiad 1 [03TOMY AajbHeiIIee pacCMOTpPEHUE CTaHAapTa
OyIeT orpaHUYeHO ero nepBoHaYaNbHOM Bepcuei [3].

GENERIC
I I 1 1
SIMPLE CONBTRUCTED NAMED AGGREGATE
ENUMERATION SELECT DEFINED ENTITY
I T T 1 I T |
LOGICAL NUMBER S5TRING BINARY BAG OF LIST OF ARRAY OF
I GENERIC GENERIC GENERIC
BOOLEAN REAL SET OF BAG LIST ARRAY
] GENERIC
INTEGER SET

Puc. 1. Knaccugpuxayus munos danuvix sasvika EXPRESS

Fig. 1. Datatype categories available in EXPRESS language
IIpocTeie THMBI ompeaesnsoT aTomMapHele enuHHMIBl AaHHBIX B EXPRESS. IlpocteiMu THHmAMH
spisitoTes:  BemecTBeHHbIM (REAL), nenoumcnenssnii (INTEGER), uucnosoit (NUMBER),
ctpokoBelif (STRING), noruyeckmii (LOGICAL), 6ynes (BOOLEAN) u nBonunsiii (BINARY).
IlepeuncasiemMble THUIBI W BBHIOOPKM OOBSABISIIOTCA C HCIOJB30BAaHHEM KIIOYEBBIX  CIIOB
ENUMERATION u SELECT cootBerctBeHHO. MHoxkectBoM 3HaueHHH ENUMERATION
SIBIISICTCA MHOYKECTBO MMEH, KOTOpPBIE HA3bIBAIOTCS MJIEMEHTAMHU NepedncieHus. J[Ba pasHbIX THUIa
naaabix ENUMERATION Moryt conepskaTh OIWH M TOT K€ JIEMEHT IepeducieHus. B atom
CIydae CCBUIKM Ha JJIEMEHTHI IIEPSYUCICHHS IOJDKHBI CHA0XKaThCS HICHTU(PUKATOPOM THIIA
JIaHHBIX, YTOOBI OJTHO3HAYHO HHTEPIPETUPOBAThCA. MHOKecTBOM 3HaueHu# Trna faHHeix SELECT
SBIIsIETCSl 00bEMHEHNE MHOXKECTB 3HAUEHUH BCEX MMEHOBAaHHBIX TUIIOB JIAaHHBIX, YKa3aHHBIX B €T0
omnpenenenun. Tem cambiM, Tvn 1aHHbIX SELECT sBnsiercst 06001meHreM KaXkJJ0ro U3 yKa3aHHBIX
MMEHOBAaHHBIX THIIOB JIAHHBIX.
Arperanuu B EXPRESS onuceiBaroT pazianunblie BuAbl KoJeKuui. OHU 3a1al0TCs IIyTEM YKa3aHHs
6a30BOT0 THIIA MX IEMEHTOB. KOJIM4YecTBO 371eMEHTOB MOXKET BapbUPOBATHCS U OBITH OIpaHUYCHO
cnemudukanueid. B EXPRESS npencraieHs! ueTblpe OCHOBHBIE THIIA arperaiyi, ornpeaensieMbIX
C TIOMOIIBIO CIETYIONINX KITFOUEBBIX CIIOB.

L4 BAG OIIPEACIACT HEYINOPAJOUYCHHYIO KOJUICKIIUIO, B KOTOpOﬁ Ppa3pClICHbl MOBTOPAIOIINUCCH
OJICMCHTBI.

o SET ompenenser HEYMOPsAOUCHHYO KOJUICKIMIO YHUKAIBHBIX JJIEMCHTOB.

° LIST OIMPCACIIACT YNOPAAOUYCHHYIO KOJUICKIIUIO D3JICMCHTOB, K KOTOPbBIM MOXHO IOJYYUTH
JOCTYII IO UX MOJIOKCHUTO B IMMOCJICA0OBATCIIbBHOCTH. O0nsaienne LIST MoxeT OBITE JOIIOJIHCHO
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¢ omoripio orpanmdeHus UNIQUE, uTo moapa3zymeBaeT MOCIeI0BaTEIbHOCTh YHHKAIBHBIX
AIIEMEHTOB.

e ARRAY ompenensier ymopsiioYeHHYIO — KOJUISKIMIO  (DMKCHPOBAaHHOTO  pasMmepa C
MHIEKCUPOBAHHBIM JOCTYIIOM K 3jeMeHTaM. KonuuecTBo 31eMeHTOB B Kojuiekuuu ARRAY
MOXeT (PUKCHPOBATHCS KaK KOHKPETHBIM 3HAUCHUEM, TaK M IEPEMEHHOM.

Arperammnn si3pika  EXPRESS omgnomepHBl. CTpyKTYphl [OaHHBIX, KOTOPBIE OOBIYHO HMEIOT

HECKOJIbKO N3MEPEHHNH, MOTYT OBITh IIPE/ICTABIIECHBI arperaruei, 0a30BbIM THIIOM KOTOPOH SIBISETCS

opyrasi arperanus. Takod TOAXOJ IIO3BOJISIET IPENCTaBUTH JF0O00€ KOIMMIECTBO HM3MEPECHHUH.

Hanpumep, MmaTpuma ImHEHHOH anreOpbl MOXeT OBITH OIpeAelcHa KaK MacCHB MAacCHBOB

BEIIIECTBEHHBIX YUCEIL.

[lepeonpeneneHHbIE THITBI JAHHBIX, 0OBSABICHHBIE C TOMOIIBIO KitoueBoro ciioBa TYPE, Brrouator

THNBl JAHHBIX C HWMEHEM M C OTpaHHYCHHSMH. MHOXECTBOM 3HAYCHHH OTrPaHWYEHHOTO

MEPEONPEICNICHHOTO THIIA JAHHBIX SBISIETCS ITOJMHOXKECTBO 3HAaueHWH 0a30BOro THIA,

YAOBIETBOPSIONMUX Joruueckoe orpannuenue WHERE.

OO0001eHHBIE THITBI TaHHBIX OOBIYHO HCHOJB3YIOTCS TIPH ONPEICICHUH MTapaMeTpoB (DyHKIUH U

npornenyp EXPRESS cxemsr. Tun garasix GENERIC sBistercst 0600mieHreM BceX THIIOB JaHHBIX.

Tun nanaerx AGGREGATE sBnsercst 0000IIeHneM BceX arperupoBaHHBIX THIIOB MaHHBIX BAG,

SET, LIST u ARRAY u ux crienpanu3anui.

OOBEKTHBIE THIIBI JAHHBIX OOBABISIOTCA ¢ MOMOIIBIO KiIr0ueBoro ciioBa ENTITY. OOBEKTHEIN THII

onpezenseTcs B TEPMHHAX aTpUOYTOB, KaKObIM M3 KOTOPBIX XapakTepH3yeTcs HMEHEM ¢

MHO)KECTBOM 3HaueHHH. ATpHOYTbI MOTYT HNPHHHMMATh 3HAUYEHHS W3 YKa3aHHOTO MHOXKECTBA C

Y4eTOM OTpaHUYEHHUH, ONpeAesieMbIX WHAWBUAYAJIBHO JUIS OTIENBHOTO aTpudyTa HIM IS

KOMOMHaIMKU atpuOyToB. OOBIYHO 3HAYEHHS ATPHOYTOB SIBHO MPEJOCTABISIOTCS peann3alueil npu

KOHCTPYUPOBaHUH OOBEKTHBIX JK3eMIUIIpoB. MckioueHwe Jenaercs s aTpuOyToOB,

00bsBIIeHHBIX ¢ Ki1t04eBbIM c10BoM OPTIONAL. Ecin atpubyT He nMeeT 3HaueHus1, OHO CYUTACTCS

HeonpeneneHHbIM (7). KimroueBoe cioBo DERIVED yka3piBaer, 4To 3HadeHHE aTpHOyTa JOIDKHO

OBITh BBIYHCIICHO TMpenmucanHeiM crocoboM. KitoueBoe cioBo INVERSE ykaswsBaer, 4To

3HA4YEHHEM aTpuOyTa SIBISETCS MHOXKECTBO OOBEKTOB, AaCCOIMHPOBAHHBIX C JAHHBIM OOBEKTOM B

OTIpeieNIeHHON aTpHOyTHBHON POJIH.

EXPRESS mo3Bonmser cnenmuUIUpoOBaTh OOBEKTHBIE THMIBI C TOMOINBIO  OTHOUICHHH

MOATHUIIA/CynepTrIia. B 3ToM ciydae MmoATWI HacieayeT cBOMCTBa (T. €. aTpuOyTHl, TOBEICHHUE,

OTPaHWYEHUsI) CBOETO cymnepTuna. ATpuOyT, OOBSBICHHBIA B CyNEpTHIIE, MOXKET OBITh IIOBTOPHO

0OBSBIIEH B TIOATHUIIE C YTOYHEHHEM MHOXKECTBa €ro 3HaueHud. Hanpumep, arpuOyT THIA JaHHBIX

NUMBER B cyneptume moxet 06Th n3MeHeH Ha REAL nnn va un ganasix INTEGER B moarumne,

HEeoOs3aTeNbHBI aTpUOYT — Ha O0s3aTeNBHBIN aTpUOYT, SBHBIH aTpUOYT — Ha BBIYUCISCMBINA

aTpubyT, aTpUOYT TUIA HEYOPSAAOUEHHOH KOJUIEKIIUU — Ha aTpUOYT YHOPSIOUCHHOMN KOJIIEKITHH.

CrnoxHoe HacnegoBaHue peanusyercss ¢ nomompto orpanuueHnit ONEOF, ANDOR u AND,

KOTOPBIE YCTaHABIMBAIOT OTHOWICHWA MeXITy mpsMbiMu montumaMu. Orpanumgenne ONEOF

YCTaHaBJIMBAET, YTO IEPEUNCICHHBIE B €T0 CIUCKE IMOATHIIBI SBISIOTCS B3aWMMOMCKITIOYAIONTIMH.

Kaxmp1it KOHCTpYHPYEeMBIi 00BEKT TOJKEH UMETh CTPOTO OJUH U3 IEPEUNCIICHHBIX TOATUIIOB 1 HE

MOXeT OBITh TNpHHAUIEKATH JIOOOMY JpYyroMy NOATHITy (HampuMep, B pe3ynbTaTe

KOHCTPYHUPOBAHHUS COCTaBHBIX 9K3EMILTSAPOB). Ecmu TTOITHIIBI HE SIBIISTIOTCSI

B3aMMOWCKJIIOYAIONIMMA W OOBEKTHI MOTYT OBITh SK3eMIULIpaMu Oojiee 4YeM OIHOTO W3

HNEPEYUCIICHHBIX MOATUIIOB, TO OTHOLICHHS MEXAy NOATHUIAMH YCTaHABIUBAIOTCA C MOMOUIBIO

orpannueHuss ANDOR. Ecnu 00beKTBI MOTyT OBITH TOApa3liefieHbl Ha HECKOJIBKO TIPYHII

B3aMMOMCKIIIOYAIOINX NOATUIOB (T. €. Ha Heckoibko rpynn ONEOF), mpuiyem o0beKTH Kaxkaoi

TAKOM TIpyHnbl KOHCTPYHUPYIOTCSL KaK COCTAaBHBIE JK3EMIUIAPBl HECKOJIBKUX IOATHUIIOB, TO

OTHOIICHHS MEXy HUIMH yCTaHABIUBAIOTCA ¢ TToMonIbio orpanmderns AND.
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Hakownen, npu omnpeneneHud OOBEKTHBIX THIIOB OOBIYHO YTOYHSETCS MHOXKECTBO JIOITYCTHMBIX
3HaueHuil. C 3TOHM LENbI0 HCHOJB3YIOTCS CIHEIUAJIbHbIE OrPAaHUYEHHUs, KaXI0€ M3 KOTOPBIX
YCTaHABJIMBAET OAHO M3 CIEIYIONINX CBOUCTB OOBEKTA:

L4 J0IYCTUMOEC KOJIMYECTBO JJICMCHTOB JJI1 anI/I6yTa arperaTHoro TUIa,

®  3aBHCHMOCTb MEX/y 3HAUCHHSAMH aTPHOYTOB MM OTPaHHUYCHUE 3HAYCHHI aTpuOyTa AJIst
TAHHOTO 00BeKTa, Ha3pIBaeMbIe IpaBmiamu nomeHa WHERE;

®  YCIIOBHME YHUKAJIbHOCTH 3HAUEHHH aTpuOYTOB HA SKCTEHTE 00BEKTHOTO THIA (IS BceX
00BEKTOB JAaHHOTO THMA), Ha3biBaeMoe npaBuiioM yaukanbHocTd UNIQUE;

®  OrpaHHYCHHE KOJMYECTBa OOBEKTOB, YIACTBYIOIINX B 00OpaTHOM aTpuOyTe JaHHOTO 00BEKTa
INVERSE;

®  3aBHCHMOCTb MY SKCTCHTaMH HECKOJIBKUX OOBEKTHBIX THIIOB, KOTOPAs ONPEALIIETCS KaK
riobansHOe paBmwio RULE.

PaccMOTpeHHBIX BBIINIE NPUHOWIIOB W KOHCTpyKOmi s3pika EXPRESS  nocratouno mms
JAbHEHINEr0 u3IoKeHus. bonee mompobHyo wuHbOpMaIHI0 00 S3BIKE MOXKHO MOYEPIHYTH
HEMOCPEICTBEHHO U3 cTaHaapTos [2,3].

3. Mpumep EXPRESS cxemb! u Habopa 0aHHbIX

B kauectBe mpumepa paccMoTpuM cxemy ActorResource, dparmeHT crnenudukauu KOTOpoit
npencrasieH B juctuare 1. Imarpamma EXPRESS-G mis manHO# cxeMbl mOKa3aHa Ha puc. 2.
Cxema ompeenseT o0MIy0 IpeJIMETHYI0 00IACTh Ul KITFOUEBBIX OOBEKTHBIX cyl[HocTeil Person,
Organization, Address, PostalAddress, TelecomAddress, OrganizationRelationship u HexoTopsix
BCIIOMOTATCIbHBIX ~THIIOB JAHHBIX, TaKWX Kak BbIOOpka ActorSelect, mepeuuncieHue
AddressTypeEnum, crpokoBsriii Tum Label n mepeonpeneneHuslii ctpokoslii Tun ActorRole.

Address o0ObsiBieH kak aOCTpakTHBIN cymepTtun Uit oObekTHbIX TumoB PostalAddress u
TelecomAddress. Oto o3nauaer, uro Address KOHCTPYHPYETCS TOJBKO Yepe3 €ro IMOJTHIIBL
PostalAddress u TelecomAddress HacnenyloT kak aTpuOyThl, TAK M OrPaHUYEHHs HUX OOLIETO
cynepruna Address. Oto sBHble arpubyThl Purpose, UserDefinedPupose, oOpartHbie aTpuOyThI
OfPerson, OfOrganization u mnpaBuio WRI. CornacHo npaBwiy, 3HaueHHe aTpuOyTa
UserDefinedPupose He MoeT ObITh HEOIIpeIeICHHbBIM, €ClIi aTpUOyT Purpose npruHUMAET dJIeMEHT
nepeunciennss USERDEFINED. Kpowme toro, PostalAddress onpenenser arpubyt AddressLines, a
TelecomAddress — arpubytsl TelephoneNumbers, FacsimileNumbers, ElectronicMailAddresses,
WWWUrls u codbcrBennoe npasmio WRI.
TYPE ActorSelect = SELECT (Organization, Person);

END TYPE;

TYPE AddressTypeEnum = ENUMERATION OF (OFFICE, HOME, USERDEFINED) ;

END TYPE;

TYPE Label = STRING (255);

END TYPE;

TYPE ActorRole = Label;

END TYPE;

ENTITY Address
ABSTRACT SUPERTYPE OF (ONEOF (PostalAddress, TelecomAddress)):;

Purpose : AddressTypeEnum;
UserDefinedPurpose : OPTIONAL STRING;
INVERSE
OfPerson : SET OF Person FOR Addresses;
OfOrganization : SET OF Organization FOR Addresses;
WHERE
WR1 : (Purpose <> AddressTypeEnum.USERDEFINED) OR

((Purpose = AddressTypeEnum.USERDEFINED) AND

12
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EXISTS (UserDefinedPurpose)) ;
END ENTITY;

ENTITY PostalAddress
SUBTYPE OF (Address) ;
AddressLines : LIST [1:?] OF Label;
END ENTITY;

ENTITY TelecomAddress
SUBTYPE OF (Address) ;

TelephoneNumbers : OPTIONAL LIST [1l:?] OF Label;

FacsimileNumbers : OPTIONAL LIST [1:?] OF Label;

ElectronicMailAddresses : OPTIONAL LIST [1:?] OF Label;

WWWUrls : OPTIONAL LIST [1:?] OF Label;
WHERE

WR1 : EXISTS (TelephoneNumbers) OR EXISTS (FacsimileNumbers) OR
EXISTS (ElectronicMailAddresses) OR EXISTS (WWWUrls);
END ENTITY;

ENTITY Organization;

Id INTEGER;

Name : Label;

Description : OPTIONAL STRING;

Roles : LIST [1:?] OF UNIQUE ActorRole;

Addresses : LIST [1:?] OF UNIQUE Address;
INVERSE

IsRelatedBy : SET OF OrganizationRelationship FOR
RelatedOrganizations;

Relates : SET OF OrganizationRelationship FOR
RelatingOrganization;
Engages : SET OF Person FOR EngagedIn;
UNIQUE
UR1 : Id;
WHERE
WR1 : SIZEOF( QUERY( temp <* Engages |
‘Director’ in temp.Roles ) ) = 1;

END ENTITY;

ENTITY OrganizationRelationship;
Name : Label;
Description : OPTIONAL STRING;
RelatingOrganization: Organization;
RelatedOrganizations: SET [1:?] OF Organization;
WHERE
WR1 : SIZEOF( [RelatingOrganization] * RelatedOrganizations ) = 0;
END ENTITY;

ENTITY Person;

Id : INTEGER;
FamilyName : OPTIONAL Label;
GivenName : OPTIONAL Label;
MiddleNames : OPTIONAL LIST [1:?] OF Label;

PrefixTitles : OPTIONAL LIST [1:?] OF Label;
SuffixTitles : OPTIONAL LIST [1:?] OF Label;

Roles : LIST [0:?] OF UNIQUE ActorRole;
Addresses : LIST [1:?] OF UNIQUE Address;
EngagedIn : SET OF Organization;

UNIQUE

13
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UR1 : Id;
WHERE
WR1 : EXISTS (FamilyName) OR EXISTS (GivenName) ;
END ENTITY;

END_SCHEMA;
Jlucmune 1. Cneyughuxayus cxemwr ACtorResource ua szvike EXPRESS
Listing 1. Specification of ActorResource schema in EXPRESS language

Description

OrganizationRelationship

Name

RelatingQOrganization RelatedOrganizations S[1:7]

(INV) Relates $[0:7] (INV) IsRelatedBy S[0:?]
Purpose
Description Addresses L[1:7]
Organization
Roles L[0:7] *Id (INV) OfOrganization 5[0:?]
-
INTEGER I (ABS)*Address
1

Engagedin S[0:7]
(INV) Engages S[0:?]

Roles L[0:7] “Id Addresses L[1:7]
*Person

FamilvName
GivenName

(INV) OfPerson S[0°7]

AddressLines L[1:7]

PostalAddress

MiddleNames L[1:?]
PrefixTitles L[1:7] !

WWWUTrls L[1:7]

SuffixTitles L[1:?]

*TelecomAddress

ElectronicMailAddresses L[1:7]

TelephoneNumbers L[1:7]

FacsimileNumbers L[1:?]

UserDefinedPurpose

Puc. 2. I'paguueckoe npedcmasnenue cxemvr ACtorResource xa ssvike EXPRESS-G
Fig. 2. Graphical representation of ActorResource schema in EXPRESS-G language

OO0nbexTHBIe cymHOcTH Person m Organization omnpenensioT coOCTBEHHbIE HAOOPHI SBHBIX H
00paTHBIX aTpUOYTOB, a TAKXKE 3aJAI0T OIPAHUYEHHs] Ha HUX B BUJIE COOTBETCTBYIOLIMX MPABHUIL
Oo0wextHBIN THI OrganizationRelationship ompeneneH B cxeme s TOTO, YTOOBI yCTaHABIUBATH
KBaM(UINPOBaHHbIE aTpUOYTHBHBIE OTHOLIEHHS Mexay oObekramu Organization. J{ns 3aganHus
OTHOWICHWHA «OJWH KO MHOTHM» HCHONB3yloTcs aTpuOyTel  RelatingOrganization u
RelatedOrganization, nepBblii 13 KoTopbix MMeeT Tun Organization, a BTOpOH OIpelesieH Kak
HeIycToe MHOXKECTBO 00beKkTOB THia Organization. Kpome Toro, ncrons3yst oOpaTHble aTpuOyTHI
IsRelatedBy, Relates, Engages o0bexTa Tuna Organization, mosiBISI€TCSI BO3MOXHOCTE OIPEACTUTh,
C KaKMMHU HMEHHO OOBEKTHBIMHU SK3EMIUISIPAMH M B KAKMX OTHOLICHHUSX OH Y4acTBYET.

JIJIst KpaTKOCTH OITyCTHM JIaJIbHEHIIINE TTOSICHEHHS, ITOCKOJIBKY OCTaBINAsCS YacTh CHeln UKL
CXEMBbI HCIIOJIb3YeT aHAIOTHYHbIE KOHCTPYKIIUH.

B kadectBe mpumepa paccMOTpuUM HabOp NaHHBIX, onpexaensieMbix onucanHoH Bbime EXPRESS
cXeMoli u npezcTaBieHHbIX B (aitnoBom popmare ASCII SPF (suctunr 2). ®aiin opraHn3oBaH Kak
HA0Op CTPOK, Kaxaasi M3 KOTOPBIX IPEACTABISET OAMH U3 SK3EMIUIIPOB OOBEKTHOTO THIIA U
MepeaeTcsl B COCTaBe CTPYKTYphl 0OMeHa. OOBEKTHBIN THI DK3EMILISApA TOJKEH OBITh ONpeaeneH
B EXPRESS cxeme, ykazaHHO#H B 3arosioBke ¢aiiia. B Hamiem npuMepe ykazaHHas cXxema — 3TO
ActorResource, a 3K3eMIULIpEI — OOBEKTHI COOTBeTCTBYIomuX TumoB Organization, Person,
PostalAddress, TelecomAddress m OrganizationRelationship, ompenenseMbIx maHHOW CXEMOI.

Kaxprii 3x3eMIUIsIp MPEACTaBICH B CTPYKType OOMEHa TOYHO OIHMH pa3 M WMEET yHHUKaJIbHBIA
14
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uaeHtuduratop. [Topsmok IK3eMIUIIPOB B CTPYKType oOMeHa He uMeeT 3HaueHus. Ha aKk3eMInIsiphbl
MOJKHO CCBUIATBCS C TIOMOIIBIO HACHTU(UKATOPOB U3 JIFOOOI0 MECTa CTPYKTYPBI OOMCHA.
#11 = Organization (1203, 'Automobile Inc.', 'In cars we trust.',
('Supply Chain Manager', 'Executive Manager', 'Sells Manager'),
(#31, #34));
#12 = Organization (1204, 'Wheels Inc.', 'We do wheels.',
('Executive Manager', 'Sells Manager'), (#32, #35));
#13 = Organization (1205, 'Motor Inc.', 'Motors are essential.',
('Executive Manager', 'Sells Manager'), (#33, #36));

#31 PostalAddress (.OFFICE., $, ('9292 Automobile Dr.', 'Mc Lean',

'VA 22101'"));

#32 = PostalAddress (.USERDEFINED., 'Sells Department',
('1172 Wheel Avenue', 'Fresno', 'CA 93711"'));

#33 = PostalAddress (.USERDEFINED., 'Sells Department',
('"1119 Motor Road', 'Reno', 'NV 89501'"));

#34 = TelecomAddress (.OFFICE., $, ('678-762-2354"', '678-762-2355"),
$, ('automobile@cars.com'), ('http://www.cars.com/automobile')):;

#35 = TelecomAddress (.USERDEFINED., 'Product Information',
('"775-201-8669', '775-761-2384"), $, ('wheels@cars.com'),
('http://www.cars.com/wheels'));

#36 = TelecomAddress (.USERDEFINED., 'Product Information',
('609-639-9256"', '201-213-0598'"), $, ('motor@cars.com'),

('http://www.cars.com/motor"')) ;
#51 = OrganizationRelationship('Consumer', $, #11, (#12, #13));
#52 = OrganizationRelationship ('Supplier', $, #12, (#11));
#53 = OrganizationRelationship('Supplier', $, #13, (#11));

#61 = Person (901, 'Pringle', 'Andrew',6 $, ('Mr'), S,
('Supply Chain Manager', 'Executive Manager'), (#34), (#11));
#62 = Person (902, 'Martinez', 'Bill', $, ('Mr'), S,
('Executive Manager', 'Sells Manager'), (#35), (#12));
#63 = Person (903, 'Ackley', 'Chris', $, ('Mr'), S,
('Executive Manager', 'Sells Manager'), (#36), (#13));
Jlucmune 2. Ipumep nabopa dannwix, onpedenennvix cxemoti ACtOrResource u npedcmaenennuix 6 hopmame
SPF
Listing 2. Sample dataset driven by ActorResource schema and represented in SPF format

[lopsimok mapaMeTpoB B CTPOKE SK3EMIUIIpa TakoH ke, KaK TIOpSIOK OIPEAeIeHHs
COOTBETCTBYIOIINX aTpHOYTOB B OOBSBICHHM OOBEKTHOH cymHOocTH. IIpu 3TOM arpuOyThl,
OIIpeZieJIeHHbIE B CYyNEPTHUNaX, MPEANIECTBYIOT aTpuOyTaM NOATHUIIOB. 3HAYeHHE KaxXJOTro
napaMeTpa JJOJDKHO COOTBETCTBOBATh THITY AaHHBIX aTpuOyTa.

B npencrasnennom Habope naHHBIX dK3eMIUIp PostalAddress ¢ yHUKaJIBHBIM HJICHTH(PHUKATOPOM
#31 umeer cnenyromue napameTpsl: nepoiid napamerp «.OFFICE.» — 3nauenue arpudyra Purpose,
o0BsBeHHOTO B cyneprune Address, BTopoii mapametp «$» — HeompeieneHHOE 3HaUeHUE aTpUOyTa
UserDefinedPurpose, taxke oOwsBieHHoro B cymeptuiie Address, Tperuit mapamerp «('9292
Automobile Dr.', ™c Lean', 'VA 22101 ")» — sto 3Hauenue sBHoro arpuOyra AddressLines,
o0wsiBneHHOTO B 00BbekTe PostalAddress kak criricok cTpok. 31ech CTOHUT yKa3aTh, YTO B CTPYKType
oOMeHa MpPHUCYTCTBYIOT TOJIBKO XpaHMMbIE 3HAYCHHUS SIBHBIX aTpUOYTOB, & MPOW3BOJHBIC W
oOparHble aTpuOyThl, OOBSIBICHHBIE ¢ MOMOINLI KiIoueBsix ciaoB DERIVED u INVERSE,
urHopupytorcsi. IIpennonaraercs, 4To OHM BCETAa MOTYT OBITh BBIYHCIICHBI IPHIJIOKEHHEM IO
3aJJaHHBIM SIBHBIM aTpUOyTaM U MOITOMY HET HE0OXOUMOCTH BKIIIOUATh UX B CTPYKTYPY OOMeHa.
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4. lpasuna npodykyuu o6 bLekmHou Homauyuu JSON

JSON — 370 TekcTOBBIN (hOpMAT AT IPEJICTABICHHS U CEpUaU3alui 00beKTHO-OPHEHTHPOBAHHBIX
JIAaHHBIX, OCHOBAHHBIA Ha s3blke nporpammupoBanust ECMAScript, KOTOpbIil B CBOIO o4epenb
sBisieTcs pacmrpenneM JavaScript [6]. JlanHbIe B 9TOM (hopMaTe OMUCHIBAIOTCS C UCTIOIb30BAHUEM
YeThlpeX NPUMUTHBHBIX THIOB (CTPOKH, 4YHCIa, Jiorudeckue 3HaueHus u null) u  aByx
CTPYKTYPHUPOBAHHBIX THIIOB (00BEKTHI M MacCHBBI). OOBEKT — 3TO HEYNOPSIOYSHHAST KOJUIEKIINS U3
HYJI WK Oosiee nap (WIEHOB) KIIOY / 3HAYE€HHE, B KOTOPBIX KIIFOUHM MPEJICTABISAIOTCS CTPOKaMH, a
3HAUEHHs — JIIOOBIMHM TIPEAYCMOTPEHHBIMH THUIAMHU IAaHHBIX. MaccWB — 3TO yNOpsIOYECHHAS
MIOCIJIEI0BATENILHOCTD M3 HYJSI Wi Oosiee 3HaueHHH. CTpoKa — 3TO MOCIEAOBATENFHOCTD U3 HYJIS
unu 6onee cumBoioB Unicode.
JlaHHBIN pa3zen NOoCBsmeH 0000IMEHNIO I CHCTEMAaTH3anud (pOpMaTbHBIX MPABUII, TOCPEACTBOM
KOTOPBIX THIIBI JaHHBIX, onucanHble Ha sa3pike EXPRESS, MoryT OBITH COMOCTaBIICHBI C THIIAMH
maHabix  JSON. Takoe oToOpakeHHE MHODKHO OMpEICNATh HENPOTHBOPEUMBEIN  Ccrocod
MIPECTaBICHNS, XPaHEHUs W MHTEPIIPETAlNN TaHHbIX 00 m3menuu B (popmate JSON Hapsmy c
¢opmaramn SPF u STEP-XML, omnpenenseMbiMH JCHCTBYIOIIUMH  MEXITyHAPOIHBIMH
nH(pOpPMALMOHHBIMU CTaHAPTAMHU.
[epBbie ABa MpaBwiIa HOCAT OONIMH XapaKkTep M MPUMEHSIOTCS HE3aBUCHMO OT ITOJIb30BATEIBCKUX
tunoB gaHHbIX EXPRESS. IlepBoe mpaBmiio peryiaupyeT NpeACTaBICHUE OINLMOHAIBHBIX
aTpuOyTOB, OOBSABJICHHBIX B CXEME C HCHoOJb3oBaHHeM kimodeBoro cioBa OPTIONAL. Takwue
aTpuOyThl He 00s3aHBl UMETh 3HAYCHUH B OOBEKTHBIX SK3eMIULsIpax. He3amaHHble 3HauYeHUS
koxupytorcst B JSON 3nauenueM "null", KoTOpoe cOOTBETCTBYET 3HaKy nojuiapa «$» B (opmare
SPF. 3ananHble 3HaueHHs JODKHBI OBITH IPEACTAaBICHBI B COOTBETCTBHU C IpPaBUIIAMH,
MIPEACTABICHHBIMHE B CIEIYIOIINX HOApa3eax.
Bropoe mpaBuio kacaercs yrouHeHus TumnoB naHHbix EXPRESS. YTounenwe HeoOXoauMo B
cily4asix, KOr/ia 3HaueHHe aTpuOyTa He MOXKET ObITh OJIHO3HAYHO MHTEPIPETUPOBAHO O€3 sIBHOTO
yKa3aHusi THIa JaHHBIX. OOBIYHO TakHue ClydaW BO3ZHHMKAIOT JJIs aTpUOYTOB BHIOOPOYHOTO THIIA
SELECT. YrouyHeHue THIa AaHHBIX TakKe HEOOXOIUMO B COCTABHBIX JK3EMIUIIPaX OOBEKTHBIX
TUTIOB, OOBSBICHHBIX ¢ orpaHmdeHusMu noaruma/cynepruna ONEOF, ANDOR, AND. UroOsr
n30eXaTh HENPaBUIbHOW HHTEPIPETALNH, TPOCTHIE IK3EMIUIIPEI OOBEKTHBIX TUIIOB TOJDKHBI OBITH
CHAa0>XEHbI IMEHEM THIA AaHHBIX. I ONpeneleHHOCTH M YUTaeMOCTH BCE MMEHA THIIOB JTAHHBIX
YKa3bIBAIOTCS C MCIOJIB30BAHUEM TOJIBKO CTPOYHBIX OYKB.

SCHEMA IllustrationResource;

TYPE Url = STRING; END TYPE;

TYPE Png = BINARY; END TYPE;

TYPE Pixels = LIST[1:?] OF INTEGER; END TYPE;
TYPE Image = SELECT (Url, Png, Pixels); END TYPE;

ENTITY Title;
text : STRING;

END ENTITY;

ENTITY Picture;
figure : Image;

END ENTITY;

ENTITY Illustration SUBTYPE OF (Title AND Picture);
END ENTITY;

END_ SCHEMA;
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{

" Oj_d": "#1"’
"Eype": "Picture",
"figure": {
"type": "Pixels",
"value": [0,255,255,128,128]

" oid": H#Z",
"type": "Illustration",
" prototype":
[
{
"type": "Title",
"text": "Book"

by
{
"type": "Picture",
"figure": {
"type": "Url",
"value": "http://www.cars.com/automobile/picture.jpg"

]

Jlucmune 3. Ipumep ymounenus muna dannvix EXPRESS 6 ¢hopmame JSON

Listing 3. An example of EXPRESS datatype qualification in JSON format

[IpowmmocTpupyeM naHHOE NpaBwIo, Ucroib3ys cxemy lllustrationResource n HaboOp AaHHBIX,
npencraBieHHbIe B TMcTHHTE 3. CxeMa onpelienseT OCHOBHBIe 00beKTHBIe cyiHocTH Title, Picture
u Illustration, a Takxke HECKOJIBKO BCIIOMOTATEIbHBIX THIIOB JaHHBIX. THUIT JaHHBIX Image sBisercs
BEIOOpPKOW W 00BsABICH Kak o0oOmenne TumoB maHHbIX Url, Png, Pixels, kaxnuprii u3 KOTOPBIX
COOTBETCTBYET OJHOMY albTEpHATHBHOMY CIIOCOOY NpeacTaBiIeHust u3oOpakeHuit. IlosTomy,
KOT/1a KOHCTpyHpYyeTcs 3k3eMIurip Picture m mHMIMHMpyeTcst ero atpudyt «figure», NpuCBOCHHOE
3HaYeHHe J0JKHO IONOJHAThCS nMeHeM tuna Url, Png miu Pixels. B npuBeeHHOM Habope 1aHHBIX
aK3eMIUIIp Tuma Picture ¢ naeHTudukaropom «# 1» onpeseneH kak uMeroluii arpudyt «figurey,
MHHUIMHMPOBAHHBIN 3aJJaHHBIM CIIMCKOM IIEJIbIX YMCeN M KBainpuuupoBaHHbIN Kak «Pixelsy. Kax
BUJIHO W3 TpUMEpa, B TAKHUX CIIydasx 3HAYCHHUsS] aTpUOYTOB JOJDKHBI OBITH INpPEACTAaBIEHBI Kak
BiIOJKeHHBIE 00BeKTHI JSON ¢ coOCTBEHHBIMHU WI€HaMH «typey, «valuey.

Cxema lllustrationResource ompenenser Takke ClaoKHBINA 0o0bekTHBIM THI «lllustrationy,
sBystrormiicss noarunom «Titley u «Picture». Dto o3Hauaer, yTo sK3eMIuIsApsl Tuma Illustration
COCTOAT W3 TPOCTBHIX AK3EMIUIIPOB COOTBETCTBYIOIIMX CYNEPTHIIOB. B TpuBeneHHOM mpuMepe
sx3eMIurap tuma [llustration ¢ naeHTHGUKATOPOM & 2) OTIpEAETICH KaK COCTOSIINN U3 SK3EMIUISIPOB
tunos Title u Picture. DKk3eMIIIsIpBI CYIIEPTUIIOB JOJDKHBI OBITH IPEICTAaBIEHBI Kak 00BbeKThl JSON
U KBaJH(UIMPOBAHBI ¢ MOMOIIBIO 4jeHa «type». OOBEeKTHl BKIIOYAIOTCS BO BHEIIHHI MaccuB
JSON, koTopblil ompenenseTcd Kak 4lIeH « prototype» cHOXHOro sk3emmspa. IIpocTtsiM
SK3eMIUIIpaM B JAHHOM CIIydae HACHTH(UKATOPHI HE TPUCBANBAIOTCS.

CTOUT OTMETHTB, YTO NOPSAIOK CiIefoBaHUS arpuOyToB B iobOoMm o0bekte JSON He nmeer
3HAYEHMs, OJHAKO PEKOMEHIYeTCs IIepPBBIMHM YyCTaHaBIMBaTh aTpuOyTHl « oid», «type»
«_prototype», a sl CIEAYIOIIMX HCIIOJIB30BATh IOPSJIOK, B KOTOPOM OIpPENENICHbl aTpHOYTHI
CYIIHOCTH B UCXOJHOH cxeme. B 110100HOM IpeAIonokeH!H YAaeTcsl ONTUMH3NPOBATh 00pa0OTKY
JAHHBIX 00 m3mennu, mpenctaBieHHBIX B ¢opmare JSON B COOTBETCTBHH C MPEIIOKEHHBIMHU
HpaBUJIaMH.
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4.1 MpaBuna npeacTaBreHUA MNPOCTbIX, KOHCTPYMPYEMbIX M arperaTtHbiX
TunoB EXPRESS

s mpocteix tunoB nanHbeix EXPRESS ompenenuM cienyronue npaBuiia UX MPEeNCTaBICHUS B
gorarmu JSON.

e  Tuny nanasix NUMBER cooTBetcTByeT uncnoBoi tun nanusix JSON. IIpencraBnenue ynciaa
aHAJIOTMYHO TOMY, KOTOPOE MCIOJIb3YETCsI B OOJIBIIMHCTBE SI3BIKOB IIPOrpaMMHUpOBaHusl. Yuciio
MPE/ACTABIIETCS 10 JAECATUYHOMY OCHOBAHHUIO C MCIIOJIb30BAaHMEM COOTBETCTBYIOIIMX LHUMP.
OHO COJCPXUT IIEJIOYHCICHHBIM KOMIIOHEHT, KOTOPOMY MOXET IpEIIeCTBOBATh
HeoOs3aTeNbHBI 3HAK MHHYC “-“, 32 KOTOPBIM MOXKET CJeJ0BaTh APOOHAs 4YacTh M / WK
JKCIIOHCHLIMAJIbHAS YaCTh.

e  Tun nanseix INTEGER paccmarpuBaeTcs Kak LeIOYUCIEHHOE ITIOAMHOXKECTBO JUIsl YUCIOBOTO
Tuna AaHHbBIX JSON, a ero 3K3eMIUIIphl IPEACTaBIAI0TCA KaK MOCIeJ0BATEIbHOCTU U3 OAHOM
WJIN HECKOJIBKUX LU(p 0e3 HayaJbHBIX HyJEH, KOTOPOH MOXKET MPEeIIeCTBOBATh 3HAK MUHYC
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e Tuny marasix BOOLEAN cootBercTBYeT oruueckuit tum gaHHex JSON.

e Tuny nmanHbeix LOGICAL coOTBETCTBYET MpENONPENECIICHHOE IMEPEUNCICHUE CTpOK '"true",
"false” u "unknown".

e Tumy manubix STRING coorBerctByer crpokoBblii Tvn JSON, KoTOpbIi ompenensercs
COTNANICHUSAMH, TPHHATBIMH JUI1 ceMmeiicTBa s3bIkOB mporpammupoBaHus C. Crpoka
HauMHAEeTCsl M 3aKaHYMBaeTcs KaBblukamMu. Bece cumBonbl Unicode MOryT OBITH MOMEIIEHHI B
KaBBIUKH, 32 HCKIIIOYEHHEM CHMBOJIOB, KOTOpBIE IOJKHBI OBITh IKPAHUPOBAHBI: KaBBIUKH,
oOpatHas Kocas yepTa u ynpasistomue cuMBoibl (ot U + 0000 xo U + 001F);

e Tuny pnannsix BINARY cootBerctByeT cTpokoBblii THI JSON, 3HadeHHS KOTOPOro
MPECTABJICHBI B 3aKOMPOBAHHOM BHUJI€ B COOTBETCTBHHM CO CTaHapToM Base64 [9]
Iepeuncaumeiii Tun ganasix ENUMERATION, o6ssaBnennsiii B EXPRESS cxeme, momkeH ObITh
npenacrasieH kKak crpoka JSON, cOOTBETCTBYIOIIAs OJJHOMY M3 MMEH JJIEMEHTOB MEPEUUCIICHUS.
Tun manaeix SELECT otoGpakaercss B Tumbl naHHBIX JSON TakuM ke 00pa3oM, Kak U THIIbI
JIaHHBIX, TIEPEUYHCIICHHBIE B €TI0 BRIPAKEHUHU. 3HAUECHUS dTUX TUIIOB JIAHHBIX, BKIIIOUYAs BJIOKEHHBIS
BBIOOPKH, KOJUPYIOTCS B COOTBETCTBHM C YKa3aHHBIMHU BBIIIE MPaBUJIAMH U JIOMKHBI OBITh
CHa0XCEHEI MOJIeM «type» IIJIsl YTOYHEHHS TUTIOB BRIOpaHHBIX 3HAYCHUH.
Arperarubie tunbsl ganHbix BAG, SET, LIST, ARRAY mnpencrasisitorest kak MaccuBbl JSON.
JlommycTuMo Hcnonbp30BaHNEe HEOAHOPOIHBIX 3JIEMEHTOB pa3HBIX THIOB AaHHBIX. B maccuBe JSON
KaXXJIBIH DJIEMEHT JIOJDKEH OBITh 3aKOIUPOBAH B COOTBETCTBHH C €TI0 THIIOM JaHHBIX, OOBSIBICHHBIM
B cxeMe EXPRESS. [Ilopsizok »5»1eMEHTOB B KOJAUPOBKE JOJDKEH MOANEPKHUBATHCA NS
ynopsimoueHHbIx arperammii LIST mw ARRAY. Ecnm arperamms mycra, TO OHa JOJDKHA OBITH
mpejcTaBicHa kak myctod mMaccuB JSON, a He Kak HEONpeNeIeHHOE 3HauyeHUe, 0003HAYCHHOE
KJIFOUYEBBIM ciioBOM "null".
Hakonen, 3Hauenue arpubyta oObekTHOro TtHma ENTITY, sBusromeecs accouuarnueid Ha
COOTBETCTBYIOIIUI OOBEKT JaHHOTO THIIA, JOJDKHO OBITH mHpejcTaBicHO B Buue crpoku JSON,
colepKameil UICHTU(PUKATOP OOBEKTHOTO JK3eMIUIApa. HamoMHHM, 9TO KaXABIi OOBEKTHBIN
9K3EMIUISIP MPEICTABIICH B CTPYKType 0OMeHa pPOBHO OJIMH pas.

4.2 MNpaBuna npeacTtaBneHns o6bLEKTHbIX TUNoB EXPRESS

Crpykrypa oOMeHa naHHbIMU 00 n3nennu B popmare JSON nperncrasiseTcs Kak MacCHB OOBEKTOB,
KaX[bIil M3 KOTOPBIX COOTBETCTBYET dK3eMIULipy oobekTHoro Tnna EXPRESS. Kaxnsiit o0bexr
MIpeICTaBIsgeTCs B BUIEe HAOOpa map KiIro4/3HaueHue.

[IpencraBnenyue 00bEKTa JODKHO COAEPHKATH CIECIYIONINE SJIEMEHTHI.
e CrpokoBblii uueHTH(UKAaTOp 00BEKTa € KiIFOYOM « 0id». Ero 3HaueHnme IODKHO OBITH
18
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YHUKAJBbHBIM B TIpeleiax CTPYKTyphl oOMeHa. B 3aBHCHMOCTH OT LIEJIEBOTO NPHIOKEHHS
MOXXKHO TpeOOBaTh M INIOOAJBHYI0 YHUKAJIBHOCTH 3HAYCHUI HICHTH(OUKATOPOB. JlaHHBIH
aTpuOyT SABISIETCS 00S3aTENBHBIM IS BCEX DK3eMIULIPOB 00bekTHHIX TuHoB EXPRESS, ne
SBJISIFOLIMXCS MPOCTBIMH SK3EMIUISIpAMH CJIOKHBIX OOBEKTHBIX THIOB. [IpeamiecTByrommii
CHMBOJI [10JJYEPKUBAHMUs1, KOTOPBIH UCIIOJIB3YETCSI B KIIIOYEBOM CJIOBE, JIOJDKEH MPe0TBpaIaTh
KOH(IMKTBL MMEH C BO3MOXXHBIMH OIpeNeNicHUusIMH 0a30BoM cxembl. [l oOecrieueHus
cornacoBanHocTu ¢ gopmarom SPF B kauecTBe MIEHTH(HUKATOPOB MOTYT HCIIOJIB30BATHCS
LEJI0YHCIICHHBIE 3HAYESHUS, KOTOPBIM MPEIECTBYET CUMBOJI <«H#»;

e Tun obwekTa MOKEH OBITH MPEACTaBIICH Kak cTpokoBoe 3HaueHHe JSON ¢ KIodoM «typey.
3HaueHHEe JOJDKHO COOTBETCTBOBATh MMEHHM OOBEKTHOI'O THIIA, ONPEAEICHHOTO B 0a30BOU
cxeme. JlanHblit aTpuOyT sABIIsSIETCS 0053aTEIBHBIM /IS BCEX OOBEKTOB;

e [IporoTum 00bEKTa C KIIFOUOM «_prototype» MpeACTaBISIETCS KAK MACCHB BI0)KEHHBIX OOBEKTOB
JSON. [lamHbIil aTpuOyT oOmpenenseTrcs TONBKO IS COCTaBHBIX SK3EMIUIIPOB CIIOKHBIX
o0pekTHBIX ~ THMOB  ENTITY, OOBABICHHBIX ¢  HCIONB30BAHHEM  OTPAHHICHUUN
noaruna/cyneptunia ONEOF, ANDOR, AND. B takux ciy4asx KaxJIbplii IPOCTOH 9K3eMILISIpP
CynepTHIia JOJDKeH OBITh IpEeICTaBIeH KaK OOBEKT MacCHMBa MNPOTOTHUINA. ODK3EMILISpaM
CYNEpPTHUIIOB OOBEKTHBIE HJICHTU(PHUKATOPHI HE Ha3zHa4yaloTcs. J{OMOIHHUTENbHBIE CBEICHHS O

KOHCTPYUPOBAHUHU HK3EMIUISIPOB CIOXKHBIX CYIIHOCTEH MOXHO HAlTH B CTaHJIapTe f3bIKa
EXPRESS [3];

e Kaxnmplii arpuOyT 0OBEKTa COOTBETCTBYIOT OJHOMY W3 SIBHBIX aTpHOYTOB 3K3EeMIUIIpa
oowsekTHOro TMma EXPRESS. B kadecTBe KiIroua HCIONB3YeTCsl MMs aTpubyTa Kak OHO
ompezieieHo B 0a30BoW cxeMme. 3HaueHHE aTpuOyTa JOJDKHO OBITh IPEACTAaBICHO B
COOTBETCTBMM C TpaBWIaMH, ONMMCAHHBIMU B TIPEIBIAYIIEM MOApa3ieliie. YTOYHEHHE THIIa
JIAHHBIX JOJDKHO NPUMEHSTHCS BO BCEX CIIy4asix, KOT/1a 3HaYeHUE He MOXKET OBbITh OIHO3HAYHO
MHTEpIpeTHpOBaHO. HMKakuX OrpaHMueHHd Ha TOPSNOK 3agaHus aTpUOyTOB He
HakJaapiBaeTcs. O0s3aTeapHbIe aTpUOYTHI, HE 00BSBIEHHBIE B ONPeIeIeHUN 00bEKTHOTO THITA
kak OPTIONAL, o6s3anbl ObITh 3amaHbl B cTpykType JSON o00BekTa. OTCYTCTBYIOLIHE
HeoOs3aTeNbHbIE aTpUOYTHl CUMTAIOTCS HEYCTaHOBICHHBIMH. ATpHOYTHI, OOBSBICHHBIC B
cxeme kak DERIVED u INVERSE, urnopupytorcsi.

4.3 Mpumep npoayKLUM 06 BHLEKTHOMN HOTAL MU Ha OCHOBE NpaBus

YroObl MPOULTIOCTPUPOBATh MPEUIOKEHHbIE (DOpMasbHbIE MPaBUIIA, BOCIOIB3YEMCS CXEMOMU
ActorResource u HaOOpOM JaHHBIX U3 pa3f. 3.

[

"_oid":"#11",

"type":"Organization",

"id":1203,

"name" :"Automobile Inc.",

"description":"In cars we trust.",

"roles":["Supply Chain Manager", "Executive Manager",
"Sells Manager"],

"addresses": ["#31", "#34"]

by
{

" oid":"#12",

"type":"Organization",

"id":1203,

"name" :"Automobile Inc.",

"description":"In cars we trust.",

"roles":["Supply Chain Manager", "Executive Manager",
"Sells Manager"],

"addresses": ["#31", "#34"]
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{

]

}y

" oid":"#13",

"type":"Organization",

"id":1203,

"name" : "Automobile Inc.",

"description":"In cars we trust.",

"roles": ["Supply Chain Manager", "Executive Manager",
"Sells Manager"],

"addresses": ["#31", "#34"]

" oid":"#61",
"type":"Person",
"id":901,
"familyName":"Pringle",
"givenName" :"Andrew",
"middleNames" :null,
"prefixTitles": ["Mr"],
"suffixTitles":null,
"roles": ["Supply Chain Manager", "Executive Manager"],
"addresses": ["#34"],
"engagedIn": ["#11"]

"_oidll . ll#5lll,
"type":"OrganizationRelationship",

"name" :"Consumer",
"description":null,
"relatingOrganization":"#11",
"relatedOrganizations": ["#12","#13"]
" oid":"#31"’

"Eype":"PostalAddress",

"purpose" :"OFFICE",

"userDefinedPurpose":null,

"addressLines":["9292 Automobile Dr.", "Mc Lean", "VA 22101"]

" oid":"#34",
"type":"TelecomAddress",
"purpose" :"OFFICE",
"userDefinedPurpose":null,

"telephoneNumbers":["678-762-2354", "678-762-2355"],
"facsimileNumbers":null,

"electronicMailAddresses": ["automobile@cars.com"],
"WWWUrls": ["http://www.cars.com/automobile"]

Jlucmunz 4. Habop oannvix, onpedensiemviii cxemoti ACtorResource u npedcmasnennsiii 6 popmame JSON
Listing 4. Sample dataset driven by ActorResource schema and encoded in JSON format

B muctunre 4 npuseaer JSSON-10KyMeHT ¢ TeM ke HaDOPOM JaHHbIX, KOTOPBINA OBLT MIPEACTABICH
Ha puc. 2 B popmare SPF. B cTpykType o6MeHa ompeienieHsI Te ke 00bekThl TuoB Organization,
OrganizationRelationship, Person, PostalAddress u TelecomAddress ¢ TeMH ke 3HAYEHUSAMH
aTpuOyToB. 115 comocTaBieHUsT HAOOPOB HAHHBIX MACHTH(OHUKATOPHI 0OBEKTOB OBLIH CIIEIUAIBEHO
Ha3Ha4YeHBI TAaKUMU ke Kak B SPF-(aiine, XoTs mpaBuiia A0MycKaroT 6osee o01ue crmocoOsbl.
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Baxno ormeruTh, uro cxema ActorResource Oblla HCIOJIB30BaHa IS HAlVIAIHOCTH U
KOMIIAaKTHOCTH TMpeACTaBieHus AaHHbIX. OHa SBISETCS YacThio crelu(UKAlUKd Ha s3bIKE
EXPRESS mesxmyHapoaHoro HHIyCcTpHansHoro ctanmapta Industry Foundation Classes (IFC) [10],
KOTOPBIH ONpeAenseT OKOJO THICSYM OOBCKTHBIX THIIOB JAaHHBIX M HECKOJBKO THICSY
BCIIOMOTATEIIbHBIX THITOB IS IIPEICTABIICHUS JAHHBIX 00 apXUTEKTYPHO-CTPOUTEIBHBIX IPOCKTAX.
OueBuAHO, YyTO 0€3 00OOIICHUS M CHUCTEMAaTH3alud (POPMAJBHBIX MPAaBHI OTOOPAKECHUS THIIOB
nmanabix u3 EXPRESS B JSON u yrouHeHHs crmocoOOB MpeACTaBICHUS NaHHBIX 00 M3ICIUU, UX
00paboTKa 1 UHTEPIIPETALIMS PA3HBIMU MPUIIOKEHUSIMH HE TPEACTABIISLINCH ObI BO3MOYKHBIMH.

5. Banudauyusi ¢popMasibHbIX NMpaeu’sl

[pemnoxeHHbIe TpaBUia MPEACTABICHUS. NaHHBIX 00 W3Menuu ObLIM ampoOHPOBAaHBI B XOJE
pa3paboTKU MPOrpaMMHOTO TPHIOKEHHS, MPEAHA3HAYCHHOTO Ui WX CepUaau3alud B (opmar
JSON wu TtpexmepHoit Busyamusanuu. C TOMOIIBIO TPWIOKCHUS ObLIa BBHITIONHEHA CEpHS
BBIYHCIUTEIBHEIX JKCIIEPUMEHTOB W TPOBEICH CPAaBHUTEbHBIN aHauu3 C ajlbTepPHATHBHBIMH
croco0amu IpeICTaBICHUs JaHHbIX 00 W3JIeJny B CTaHAapTHBIX (opmaTtax SPF u STEP-XML.

(d) (e) ®
Puc. 3 Bu3yaﬂu3az4uﬂ ”:C-()aHHblx, UCNONIb306AHHbIX 6 8bIYUCIUMENIbHbIX IKCNEPUMEHMAX
Fig. 3. Visualization of IFC data used in computational experiments

B kadectBe TecTOBBHIX HAaOOpPOB JAHHBIX JUIS BBIYHCIHMTEIBHBIX JKCIICPUMEHTOB OBLIH
ncrionb3oBanbl [FC nanHbIe pa3HO# cinoskHOCTH (puc. 3). JlaHHBIE HMENTHCh B OTKPBITOM JIOCTYIIE U
ObLTH ITOITy4YeHs! IyTeM 3kcnopTta u3 Revit 2019 B popmat SPF (mpumenurensHo k IFC cxeme gacto
HassiBaeMoM |IFC dopmarom). DKCIIEpUMEHTHI IPOBOMINCH HA KOMITBIOTEPE C mporieccopom Intel
Core i7-7700 CPU, takroBas yactora 3.60 [T, o6sem O3V 32 I'6.
B nepBoMm skcrniepuMeHTe cpaBHHUBAICS pa3Mep (ailyioB B yka3aHHBIX opmarax (tadn. 1) u B ux
apXMBHPOBAHHBIX BapuaHTax (Tadi. 2). Bumawo, uto pasmep daiios B popmare JSON B cpeanem B
JiBa pa3a MeHbIne, ueM B hopmarte STEP-XML, u npubnu3utensHO B 2 pa3a 0oibiie, 4eM B popmare
SPF. ApxuBHpOBaHHE HUBEIHPYET Pa3HUILy MKy pazmepamMu (aiiioB, 0JHAKO 00Mast TeHACHIINS
He Mmensercs: SPF daitiel komnakThee, yuem JSON, a JSON daiiner komnakraee, yeM XML.
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Tabn. 1. Pazmep ucxoonwix |FC dannwix, npeocmasnennvix ¢ SPF, ISON u STEP-XML ¢gopmamax

Table. 1. The size of original IFC data represented in SPF, JSON u« STEP-XML formats

Habop SPF JSON STEP-XML
IFC mannbix | Kb Kb (% ot pasmepa SPF) | Kb (% ot pazmepa SPF)
a 952 2195 (231%) 4375 (460%)
b 2516 6054 (241%) 11556 (459%)
c 26274 56613 (215%) 113199 (431%)
d 40816 89794 (220%) 175689 (430%)
e 93160 237564 (255%) 379806 (408%)
f 173307 430514 (248%) 746400 (431%)

Tabn. 2. Pazmep |FC dannvix nocne Zip-apxusuposamus

Table. 2. The size of IFC data after zip-archiving
Habop SPF zip JSON zip STEP-XML zip
IFC nannbix | Kb (% cxkarus) | Kb (% cxarus) Kb (% cxarus)
a 175 (82%) 202 (91%) 237 (95%)
b 429 (83%) 545 (91%) 646 (94%)
c 4230 (84%) 4635 (92%) 5643 (95%)
d 6903 (83%) 7587 (92%) 8906 (95%)
e 16095 (83%) 19920 (92%) 23225 (94%)
f 30084 (83%) 35252 (92%) 39860 (95%)

Bo BTOpOM 3KCIIEpUMEHTE CPaBHUBAIIOCH IIPOLIECCOPHOE BpeMst, Tpebyemoe st cunthiBanus IFC
JaHHBIX B Pa3HBIX (popMaTax B ONEPATUBHYIO MaMATh KOMIBIOTEpa. sl 3TOro MCHONIB30BaIUCh
mapcepsl JSON u XML ¢aiimoB B cocraBe cpemsr Qt Bepcun 5.15.1. Pesynprarer B Tabm. 3
CBUJICTEIIECTBYIOT O CYIICCTBEHHOM YCKOPEHHH paboThl mpu ucmonb3oBanmu ¢opmara JSON mo
cpaBuenuio ¢ STEP-XML.

Tabn. 3. [Ipoyeccoproe spems cuumvieanus dannwvix 06 usoenuu 6 popmamax JISON u STEP-XML
Table. 3. CPU time for parsing product data in JSON and STEP-XML formats

Ha6op JSON STEP-XML Vckopenue (JSON no
IFC nannbix | CPU time (ms) CPU time (ms) oTHoIeHuto k STEP-
XML)

a 38 146 3.84

b 129 564 4.37

c 824 2772 3.36

d 1281 4205 3.28

e 3124 9025 2.89

f 5626 31864 5.66

TakuM 00pa3oM, IPOBEACHHBIC BHIYHUCIUTENbHBIE SKCIIEPUMEHTHI TTOATBEPHKIAIOT MPEUMYIIECTBA
ucnonb3oBanus ¢Gopmara JSON, mopoxgaeMoro mpeioKeHHbIME (HOPMaJbHBIMU TIPABUIIAMH
MPE/ICTaBICHUS JAHHBIX 00 W3/eNnH, MO CPaBHEHHIO CO CcTaHAapTHBIM (opmarom STEP-XML.
OpmHako ciexyeT OTMETHTh, YTO B CIydasx, KOrja cuuTbiBaHMe AaHHBIX B JSON coderaercs c
CEMaHTHYECKUM KOHTPOJIEM, HAllpUMep, ITPH NOTyIeHUH NTaHHBEIX PDM-cucteMoi 1 HeoOX0auMoi
npoBepkoii Ha coorBerctBue EXPRESS cxeme, BBIMTPBIII MOXET OBITH HHUBEIHPOBAH
OTHOCHTEJIEHO BBICOKHMH 3aTpaTaMH Ha CEeMaHTHYECKHH KOHTposib. B nmpyrux ciydasx, korga
TaKOW KOHTPOJIb He TpeOyeTcs, HapuMep, IPH NOIyYeHNH JOCTOBEPHBIX JaHHBIX KirneHToM PDM-
CHCTEMBI, CKOPOCTh CUHMTBHIBAHHS OKa3bIBaeTCsl BaXHbIM (pakTopoM. C y4eToM CyIIECTBEHHOTO
YMEHbIIEHNs] 00beMa NepechlIaeMbIX IaHHBIX IIPH paclpeneneHHoil koHourypamun PDM-
CHCTEMbI MpPENMYIEecTBa MPEACTaBICHUS JaHHBIX 00 M31enuu B Qopmare OOBEKTHOH HOTAIMH
JSON cranoBsiTcs oueBuanbIMU. Hakorer, 3aMeTuM, 9To ctanmaptHeiii SPF dhopmar obecrieunBaeT
NpUOIM3HTENPHO TAaKOW K€ pa3Mep apXWBHUPOBAHHBIX (DailJloB, OFHAKO HMEET APYTHUE
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CYIIECTBEHHBIC HEIOCTATKH, CBSI3aHHBIC CO CII0KHOCTHIO 00pabOTKH M MHTEPIIPETAIINH TaHHBIX Web
TPUIOKCHUSIMH.

6. 3aknro4yeHue

Takum o00Opa3oMm, B CTaThe pPacCMOTPEHBI BO3MOXKHOCTH TnpuMeHeHus ¢opmara JSON s
NPE/CTAaBICHUS JaHHBIX 00 W3AENHH, ONpeNesiieMbIX HH()OPMAIMOHHONH CXeMOil Ha s3bIKe
EXPRESS. B crarbe mnpexacrtaBieHsl (oOpMalbHblE MpaBWiia IPOJYKIWU OJHO3HAYHOW, HE
M30BITOYHON M HE3aBHCHMOW OT MPOTPaMMHBIX peanu3auuii oObekTHOW HoTamuu JSON s
JaHHBIX 00 m3menmu. IlpuBeneHsI conepskaTenbHbIE NMPUMEPHI, WILTIOCTPUPYIONINE NMPHUMEHEHUE
NpPEeIOKEHHBIX NpaBwil. [lpaBuia mponum ampoOanuio B XOA€ pPa3pabOTKH MPOTPaMMHOTO
NPUIOKEHNUS, NPEAHA3HAYCHHOTO Ul CEpHANN3alii M TPEXMEPHOI BH3yalIHM3alliM JAHHBIX 00
m3nennu. lIpoBeseHHBIE C €T0 ITOMOINBIO BBIYMCIMTENBHBIC 3KCICPUMEHTHI MOITBEPIHIH
IpenMyIIecTBa HCnoap30BaHus popmara JSON o cpaBHEHHUIO cO CTaHAAPTHEIME (popMmaTtamu SPF
u STEP-XML, uTo ciayXuT OCHOBaHHEM st €ro 0ojiee NIMPOKOro MPUMEHEHHUs [IPU WHTErpaluu
WHJyCTPHAJBHBIX TPOrPaMMHBIX NpWIOKeHnH. OXHIOaeTcs, YTO YCHIMS I0 CTaHJapTHU3ALUU
MPE/JIOKEHHBIX MPaBWI M MOpOXKIaeMoro umu ¢aittoporo gopmara, mpexae Bcero, B 00iacTu
HH(POPMAIMOHHOTO MOJEIUPOBaHus 3nanuit u coopyxkenuii (Building Information Modeling),
OyayT CriocOOCTBOBATH ATOMY.

OTMeTHM, YTO MpeAIoKEHHbIE PaBHiIa ONPEACISIOT CIIoco0 MPeCTaBlIeHUs TaHHBIX 00 H3IeNUH,
ompenensembix EXPRESS cxemoii, HO He camoii cxembl. B HekoTopeix paborax [11]
npeanpuHUMAaloTcs nmonblTku npeacraBieHus |IFC cxemsl B Buge JSON mokymeHTa, OZHAKO WX
CJIelyeT IPU3HATH JOBOJIBHO YaCTHBIMU M OTPAHMYCHHBIMH C YYETOM Pa3HO0Opas3nsi KOHCTPYKIMH
s3pika EXPRESS. B wactHocTH, Hanmmume anreOpandecKdx CrenupuKanuid Uis aTpuOyToB
DERIVED wu pasnoro pona npasun WHERE, UNIQUE u GLOBAL He mo3BOJISET MOTHOLIEHHO
npeacTaBuTh MHpopMaruonHyto cxemy B JSON m mpuMmeHHTH ee, HampuMmep, Uil BallUIAIlH
nanueix [12]. TlosToMy [aHHBIE BO3MOKHOCTH HE SIBISUIMCH TPEJAMETOM IPEICTABICHHBIX
HCCJIEJOBAHUMN.
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Annotanus. Pazpabortka 6e3omacHoro cucteMHoro nporpammHoro obecriedenus (I[10), Ha ocHOBe KOTOPOTO
CTPOSATCS CepTUGUIMPOBAHHBIC CPEICTBA 3alIUTHl MHGOPMAIMH, JOCTHKEHHE JIOBEpUsl K HEMY COTJIACHO
TpeOOBaHUAMH HOPMATHUBHBIX JOKYMEHTOB OTE€UECTBEHHBIX DPETyJIATOPOB — KpYMHAs Hay4YHO-TEXHHYECKas
npobneMa. Bo3MOXHBIM IyTeM ee peleHus sBiseTcs (OpMHPOBaHHE COOTBETCTBYIOLIEH METOJOJOTHH,
KOTOpasi OJDKHA BKIIFOYHMTH IIEPETIOBbIe HayYHbIE Pe3ysIbTaThl B 001acTH HHPOPMAMOHHON 6€30MacHOCTH U
CHCTEMHOTO IIPOrPaMMHUPOBAHMSI W OTPa3uTh JIydlllMe INPaKkTHUKH paspabotku Takoro I10. B crartbe
paccMaTpHUBAIOTCSl TEKYIIHE Pe3yabTaThl (H)OPMUPOBAHMS STONH METOOJOTHH, KOTOPOE OCYIIECTBIISIETCS MO
CIIE/IYIOIIUM HampaBlICHUSIM. BO-TepBBIX, 3TO NEATEIBHOCTH 1O PAa3BUTHUIO HOPMATHBHOW 0a3bl B 0OJIACTH
pa3paboTkn M obecriedeHus noBepusi K Oe3omacHomy cuctemHoMy I1O, BKmrouas cosgaHue HPOQMIBHBIX
HAIMOHAJIBHBIX CTaHIAapTOB. BO-BTOPBIX, pa3paboTka M Bepudukamus (GopManbHBIX MOJENel yIpaBICHHSL
JOCTYIIOM, KaK OCHOBBI MEXaHM3MOB 3aIlUTHI, BXOJAIIMX B cocTaB cucTeMHOro IO M coCTaBiSIOIMX €ro
IMNOBEPXHOCTb aTaKH. B'T'peTbl/IX, METO/IbI U TEXHOJIOTMH CTATUYCCKOTO U AMHAMUYECKOT'0 aHaJIn3a NporpaMMHOI0
koza cucremHoro I10 ¢ yuérom ero crnenuduku. B-ueTrBepThIx, ciocobbl cOopa U aHATUTHYECKOH 00paboTKu
JIAaHHBIX, MOJy4aeMbIX B X0/Ie aHaJIn3a IporpaMMHoro koja cucrtemuoro I10. Bee Hanpasnenus GpopMupoBaHus
METO/I0JIOTUH HILTIOCTPUPYIOTCS IPUMEPaMH e MPAKTHIECKOro MPUMEHEHHs U arpobaryu npu paspadotke OC
cemeiicTBa Linux, B 0COOEHHOCTH CepTH(GHIMPOBAHHON MO BBICIINM KJaccaM 3alllUThl M YPOBHSM JOBEPHS
OIEePAaIMOHHOM CHCTEMBI CIIEIMAIbHOTO Ha3HaueHus Astra Linux Special Edition.
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1. BeedeHue

Pa3paboTka 6e3omacHoOro cucteMHOro nporpamMHoro obecrnieuenus (I10), noctmxeHne noBepus K
HEMY SIBJISIE€TCS CaMOCTOSITEIbHOM KPYITHOW HaydHO-TEXHHUYECKOH mpobiiemMoil. ITo oObsicHseTCs,
BO-TIEPBBIX, OONBIIMMH O0BEMaMH KOJa, CJIOXXKHOCTBIO apXUTEKTYphl U HUHTep(eiicoB
B3auMoIeiicTBHA KoMIOHEeHT Takoro I1O kak BHyTpu camoil HHPOPMAIIMOHHON CUCTEMBI, TaK U CO
cpenoit ee pyHKIMOHUpOBaHUs. Bo-BTOpHIX, cucteMuoe 110, Hanpumep, onepannoHHbIE CUCTEMBI
(OC), mo cytu sBsIOTCS (PyHIAMEHTOM, HA KOTOPOM CTPOWMTCS O€30MacHOCTh M HAJEKHOCTh
paboTel Bcel cucTeMBl B IIEJIOM, B TOM dmcie ee mpukinagHoro I10. B-tpetsmx, Ha ocHOBe
cucremHoro [1O co3pmaroTcsi MHOTHE OTE€YECTBEHHBIE CEpTHU(HIMPOBAHHBIE CPEACTBA 3aIHUTHI
napopmanuu (C3M), KOTOphIE BHEAPSIOTCS B paMKaX HWMIIOPTO3aMEIIEHUs] BO MHOTHX
nH(OPMALMOHHBIX CHCTEMaX OPraHOB T'OCY/IApPCTBEHHOM BJIACTH, KDUTHYECKOH MH()OPMALMOHHOH
nH}ppacTpyKTypsl U1 KOMMepUeckux komnanuit Poccuiickoit @enepaunu. Bee 310 B cBoro ouepenpb
MOBBILIAET OTBETCTBEHHOCTh BCEX YUYAaCTHHKOB IIpolecca paspaborku cucremHoro I1O 3a
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obecrieueHne ero 6e30MacHOCTH U IOBEPHUS K HEMY, BBIOOP HCIIOJIB3yEMBIX IIPH 3TOM TEXHHYECKUX
peleHunit, HayYHbIX ITOIX0I0B U METO/IOB.

HenpeprlBHO coBepIIeHCTBYeMBIE C ydacTHeM camux paspabdorumkoB [1O, mpencraButeneit
HAyYHOTO COOOIIEeCTBa HOPMATHBHBIC JOKYMEHTBHI OTEUECTBEHHBIX PETYISITOPOB B oOmacTu
pa3pabotku 6e3omacHoro 11O 1 obecriedeHus JOBEpHs K HEMY TaK)Ke OKa3bIBAIOT CYIIECTBEHHOE
BIMSHHE Ha Tporecchl pa3paborkm cucremaoro I1O. bBompimoe 3HaueHME 374€Ch HMMEIOT
HopMaTuBHBIe foKyMeHTsl PCTOK Poccun, B nepByto ouepens 6asupytomuecs Ha OCT P 56939-
2016 [1] yrBepxkaennsle IIpuxasom Ne 76 ot 02.06.2020 Bo BTOpo# penakiuu «TpeboBaHus mo
Oe3omacHocTH MH(MOPMALMH, YCTAHABIMBAIOLINE YPOBHH JOBEPHS K CPEACTBAM TEXHHYECKOH
3amuTHl MHpOpPMALUK U CpeCcTBaM 0OecredeHus] 0e30MacHOCTH MH()OPMALMOHHBIX TEXHOJIOTHI
(manee — TpeOoBanus poBepust) [2] COBMECTHO C JETANM3UPYIOUIEH WX YTBEPKAEHHOM
OCTOIK Poccun  25.12.2020 Bropoil pemakuueil «MeTOAUKHM BBIABICHUS YSI3BUMOCTEH H
HEJICKJIApUPOBAaHHBIX BO3MOXKHOCTEH B IPOTPaMMHOM oOecredeHHM» (mamee — Mertoauka
BBISIBJICHHS ysi3BUMOCTEN) [3].

OTH HOpPMaTHBHbBIE JOKYMEHTHI, YK€ INPOIIEANINE HECKOJIBKO JIeT amnpoOanuy NpH MPOBEICHUH
ceprudukanmu C3U, BKIIOYAIOT MIMPOKHHA CIIEKTp TpeOOBaHMIA, OCHOBAaHHBIX Ha NMPUMCHCHHH
MEpPENIOBBIX PE3yabTATOB HAYKH M pEaTu3yIOIINX HMX TexHojoruid. IIpum 3ToM BocTpeOOBaHBI
HaydHbIE TEOPHH, IIO3BOJIIOIINE C Y4ETOM CIOKHOCTH cucteMHoro [1O mozenmpoBaTh
aHAJIM3UPOBATH PA3JIMUHbBIC ACIIEKTHI €r0 0E30MaCHOCTH.

B stom I1O Gonburyto poib WrpaeT ympaBieHHE JOCTYNOM K KOHTPOJIHPYEMBIM UM pecypcam,
Harpumep, 1 OC 310, Kak MEHUMYM, YIIPaBJIEHHE JOCTYIIOM CYOBEKTOB J0CTyIa (IIPOLECCOB) K
o0bekTaM noctyna ((aitnam, karanoram u T. 1.). [loaToMy MexaHN3M yIIpaBICHUs JOCTYIIOM YacTO
ABISIETCS OCHOBHBIM W3 BXOMIIMM B cocTaB cucTeMHOro IIO0 MeXaHHM3MOM 3allWThl,
(hopMUpYIOIIUM MOBEPXHOCTh aTaku [3], W, Clel0oBaTeabHO, OT TOTO, KaK OH pPEajM30BaH, BO
MHOTOM 3aBHCUT Oe3omacHocTh Bcero cuctemHoro [10. B 9Toil cBsi3u Teopus ynpaBieHHs
JIOCTYIIOM M MH(QOPMAIMOHHBIMU MTOTOKaMH (CKPBITBIMU KaHAJIaMM) MO ITaMATH U [0 BPEMEHH [4,
5] y’ke MHOTO JIET SIBJISIETCS «JIOKOMOTHBOMY» pa3paboTku 6e3omnacHoro cucremuoro [10. B pamkax
ATOW TEOpUM Ha MareMaTHYecKoM Wi (opManr30BaHHOM (MAalIMHOYHUTAEMOM) SI3bIKAX
(hopMHpPYIOTCS M BEpUPHUIMPYIOTCS BILIOTH 0 peaju3alii B IPOrpaMMHOM Koje cucteMHoro [10
(opMarbHBIE MOJENH YIPABJIEHHUS JOCTYHOM [6], YTO IIOJHOCTBIO OTBEYaeT TPeOOBAHUIM
JIEHCTBYIOIUX HOPMATUBHBIX JOKYMEHTOB.

HecomHeHHO, BaxkHEHIIeH COCTaBIsOmEH pa3paboTku Jroboro OesomacHoro I[1O sBisiercs
obecrieueHne KauecTBa M JIOBEPHS K €T0 MPOTPaMMHOMY KOJTy, KOTOPBIE JOCTUTAIOTCS B PE3yIbTaTe
NPUMEHEHUS] IIUPOKOTO CIIEKTpa TEXHOJOTHMH €ro aHajiu3a W aBTOMATH3MPYIOINX HX
MHCTPYMEHTAIBHBIX CPEJCTB, BKIIOYAs HMCHOIB30BAHUE JIYUIINX MEXIYHAPOAHBIX MPAKTHK IO
pa3pabotke OeszomacHoro I10O, takmx kak Secure Software Development Lifecycle (SSDL) [7].
BwMmecte ¢ TeM BaXHO paccMaTpUBaTh ATU NMPAKTUKH C YUYETOM CIIEU(UKHU CO3/IaHNS U IPUMEHEHUS
cucremHoro [10 B ocHoBe ceptuduumpoBannsix C3U, yacto BrimtoueHus B 310 [10 3HAUUTENBHBIX
00BEMOB IPOTPaMMHOT0 K0J1a, 3aMMCTBOBaHHOTO U3 cBoboaHOoro I10 (Open source). B wactHOCTH,
HEOOXOIMMO MPOBECTH IPHOPUTH3ANMIO KOMIIOHEHTOB, HCXOAS W3 HX POJHM B pealn3aIliu
(yHKIMOHATMBHBIX TpeboBaHM O6e3omacHOCTH M moBepxHocTH ataku C3U [3], m amanTupoBaTh
YPOBEHb IPOBOJUMOIO aHAJIM3a B 3aBHCHMOCTH OT YCTaHOBJICHHBIX mpuopureToB. Hambomee
3HaYMMBIMH KOMIOHEHTaMH Jis cucteMHOTo 110, Kak mpaBmiio, SBISFOTCSA TE, YTO OTBEYAIOT 3a
peanu3aluio MeXaH|u3Ma yIpasieHus 1ocTynoM. [1oaToMy aHan3 nporpaMMHOTO KOZIa B HauboJee
TIIATEJIHHOM BHJIE JIOJDKEH OBITh CKOHIIEHTPHPOBAH HMEHHO Ha HUX. B pamkax 3Toro Heo6XxoauMo
NPUMEHEHHE CTaTHYECKOro aHaiu3a (B TOM YHCIIE YYBCTBUTEIBHOTO K KOHTEKCTY M IIyTSIM
BBIIIOJIHEHHS) U JIMHAMHYECKOTO aHajn3a (BKJIIOYas IeHEpalMOHHOE M MYTAIOHHOE (ha33HHI-
TECTHPOBAHKE, aHAJIM3 TPAacC, BHIABIECHUE YTEUYKH YyBCTBUTEIBHBIX JAHHBIX) MPOTPAMMHOIO KOJA
[1], BoOpaBero B ceOst mepeOBbIe PE3yJIbTAThl TEOPUI CHCTEMHOTO IPOTPaMMHUPOBAHUS, METOZ0B
BepU(UKALIH, CHMBOJIBHBIX BEIYHCICHUH U AK€ UCKYCCTBCHHOTO HHTEIUICKTA.
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ITpu 3TOM Takke Ba)KHO HCIIONIB30BAaTh BO3MOXHOCTH BHEApEHHS B TakoMm cucteMHoM IO, B
MPUMEHSACMBIX Ui OOEcredeHHs AOBEpHsS K HEMY METOJaX M HMHCTPYMEHTAIBHBIX CPEICTBAX
PE3yNBTaTOB HAYYHBIX HCCIIEIOBAHUN OTCUECTBECHHBIX CIEIIMAINCTOB, BO3MOKHOCTH OTPa3UTh BCE
MIEpEUUCICHHOE B HOBBIX WJIM aKTyaJIM3UPYEMbIX HOPMAaTHBHBIX JOKyMEHTaX.

IMpuuem nns cucremuoro 11O BakeH KOMIUIEKCHBIM MOAXOJ B MPHUMEHEHHH PacCMaTPHUBAEMBIX
TEXHOJIOTHIT U METOAOB O0OecIiedeHHUs ero 0e30MacHOCTH, TaK Kak (parMeHTapHOCTH 31ech (C
yuéToM cnenuuky U ciaokHOCTH Takoro [10) mpuBeAeT K HAINYUIO B HEM YSI3BHMOCTEH M TeM
caMbIM CBEJET Ha HET BCE NMpHJIaracéMble YCHIIHA 110 JOCTHKEHHIO K HeMy nosepusi. Kpome Toro,
3HAYUTEJIbHBIE 00BEMBI KOA U CIOKHOCTH cucTeMHoro 10, kak npaBuio, NPUBOAAT K OOJIBIINM
o0beMaM pe3ysIbTaTOB €ro aHajm3a, 00pabdoTKa KOTOPHIX 3a MPHEMIIEMOE BpeMs U IPUBEICHUE UX
K BHJIy, MO3BOJSIOIIEMY HCIOJB30BAaTh ATH PE3yIbTaThl Uil OINEPAaTHUBHOIO MCIPABICHUS
BBIBISIEMBIX OIIMOOK, TaKkKe SBISIETCS NPOOJIEMOH, Uil pelleHHusT KOTOPOH CO3AaroTCs
COOTBETCTBYIOIINE TEXHOJIOTHU U MeTobl. Takum 00pa3oM, yMECTHO TOBOPUTH O (POPMHUPOBAHUH
y Hac B CTpaHE METONOJIOTHH pa3paboTku Oe3omacHoro cucremHoro I10, HampaBieHHOW Ha
KOMIUIEKCHOE pEUICHHE IPaKTHYEeCKUX MpoOJIEeM B 3TOH MHpeAMETHONH 00JIacTH B KOHTEKCTE
BBINOJIHEHHSI TPEOOBAaHUI COOTBETCTBYIOIIMX HOPMATUBHBIX TOKYMEHTOB PETYJIATOPOB.

VYyactue B 3TOM TIIpoIiecce, C OXHOH CTOPOHBI, OCYIIECTBISIOT IIPEACTABHTENN HAYIHOTO
cooOmmecTBa, BEOYIIMX HAayYHBIX IIGHTPOB KOMIIETCHIMH B  OOJACTH  CHCTEMHOTO
pOorpaMMHpOBaHus U pazpaboTku O6e3omacHoro I10. C npyroit cTopoHsl, ycnex (popMHpPOBaHUS
METOJIOJIOTUH HEBO3MOXKEH 0€3 HCIONb30BAaHMS OINbBITA, TEXHOJOTHMH W  KOMIIETCHIUH
OTeYeCTBEHHBIX pa3padoTankoB cucteMHoro [10, B Tom uncie OC u CYB/I. Ilpu sToM naHHBIHA
ompIT OyZeT TeM IIeHHee, 4YeM OoJbIIeMy cocTaBy TpeOOBaHMH IOBEpHUs YAOBIETBOPSET
coznaBaeMoe cucteMHoe 110, u uem OoJjblie ero pa3pabOTYUK CAMOCTOSITEIBHO BHEAPHI H
pa3BHBaeT HEOOXOAUMEBEE Ul 3TOI'0 HAayYHO OOOCHOBAaHHBIE TEXHUUYECKHE DEILCHHS, METOAbI U
peann3yone NX HHCTPYMEHTAIbHBIE CPEICTBA.

B cBs3M ¢ 3TUM B HACTOSIIEH CTaThbe AHAINM3UPYIOTCS PE3YNbTaThl COBMECTHBIX YCHIIHMH IO
(GbopMUpOBaHUIO W anpoOaluu paccMaTpUBAEMON METOOJIOTHH cHenuanicramu MHcTuTyTa
CHCTEMHOTI'0 NporpammupoBanus Poccuiickoit akagemun Hayk uM. B.I1. Banaukosa (MCII PAH)
u 000 «PycBUTex-Actpa» (I'K Astra Linux) — pa3paboTurka cepTH(hHHUIHPOBAHHOH 110 BBICIIEMY
1 kmaccy samutel (1 ypoBHiO moBepusi) B cucteme ceprudpukannn @CTOK Poccun (a Taroke
CepTUQUIIMPOBAHHON IT0 BRICOKMM KJlaccaM 3aluThl B cucteMax ceptruduxammun @Ch, MuHo60poHbI
Poccun u Pecrry6mmku benapyck) onepannoHHo# cucteMsl cniennansHoro HazHaueHus (OCCH) Astra
Linux Special Edition [8, 9].

Crathst OpraHM30BaHa B COOTBETCTBUH C OCHOBHBIMH HAalpaBJICHUSAMH (POPMHUPOBAHUS METO/IOIOTHH,
HETIOCPE/ICTBCHHOE YYacTHE B PeaiM3allii KOTOPBIX NPHUHUMAIOT aBTOPH, U B HEPBYIO OuYepelpb
NPUMEHNTENBHO K pa3paboTke ceptuduimpoBanHbeix OC. B cnenyromeM paszene ONMCHIBAeTCS
SIBJIAIOIIAsICS. BaKHOM 4YacThIO METOIOJIOTHH JAESTENHHOCTh MO PAa3BUTHIO HOPMAaTHUBHOW 0a3bl B
obnacti pa3paboTKM M obecrieueHns goBepus K OezornacHoMy cuctemMHoMmy [10, B ToM umcie 1o
CO3/IaHMIO COOTBETCTBYIOLIMX HaroHaNbHBIX cTangapToB ("OCT). B pasz. 3 npuBoauTcs onucanne
OCHOBHBIX TIPHEMOB H METOJIOB IT0 pa3paboTke U BepupHuKanuu GopMalbHBIX MOJEICH yIpaBIeHUS]
JIOCTYIIOM, KaK OCHOBBI MEXaHHW3MOB 3aIIIUTHI, BXOJSIINX B cOCTaB cucTeMHOro [10 u cocTaBisiomux
€ro MOBEPXHOCTH aTaku. B pa3y. 4 aHamM3upyroTCS 0COOCHHOCTH IPUMEHEHHS METOIOB M TEXHOJIOTHI
CTaTUYECKOTO W AWHAMHYECKOTO aHan3a NPOrpaMMHOrO kKoma cuctemHoro IIO ¢ yuérom ero
cnerdukn. B pasn. 5 paccMatpuBaeTcs psii cioco00B cO0pa M aHATUTHIECKOH 00pabOTKH TaHHBIX,
MOJTyJaeMbIX B XOJI€ aHaiM3a NporpamMmMHoro koma cucrtemsaoro I1O. Bee pasmensl BKIIOYArOT
HPUMEPHI MTPAKTHYECKOTO MPUMEHEHUS U anpodaiyy GopMUpyeMOH METOJIONOTHH TIPH pa3paboTke
OC cemeiictBa Linux, B ocobennoctn OCCH Astra Linux Special Edition. 3akmroueHue 3aBepmaer
CTaTblo, B HEM IIPHBOJTCS BO3MOXKHBIE HAlpaBJICHUS JAJIBHEHIIEro COBEPLICHCTBOBAHMUS
METOJIOJIOTHH.
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2. Pazeumue HopmamueHoU 6a3bl

OCHOBOTIOArafOIIUM HaIMOHATBHBIM CTAaHIAPTOM B 00JIacTH pa3paboTku OezomacHoro 110, B ToM
grcie cucreMHoro, sisiercst 'OCT P 56939-2016 [1], B koTopoMm ompeieneHsb! IPUMEHsIeMBIE B 3TOH
obnacTy 6a30BBIE TEXHOIOTHU U METOABL. [I1s COEp KaTeIbHOTO X HATIOMHEHMS, CO31aHNS yCIOBUI
Ut PEKTUBHOTO MCIIONBH30BAHMS Ha TPAKTHKE JIHOO YK€ YTBEPKICHBI, THOO TOTOBUTCS €IIe PSIT
HAIMOHAJIBHBIX CTAaHAAPTOB M HOPMATHBHBIX JJOKYMEHTOB (B TOM UHCJIC PYKOBOACTBA 110 PEATH3ANH
Mep 1o pa3pabotke Oe3omacHoro [10, O MPOBEICHNIO CTATUYECKOTO WM JHHAMHYECKOTO aHAIIN3a
I1O u nmp.). OTa AEATETBHOCTh OPraHU3YETCS TEXHUUECKUM KOMUTETOM IO CTaHAApTU3alUU «3aluTa
unpopmanmm» (TK 362), B cocraB koToporo Hapsiny ¢ apyrumu junenznaramu @CTOK Poccun,
ucnbTateTbHBIMU Jtabopatopusmu BxoasT MCIT PAH u T'K Astra Linux.

OTO MO3BONSAET BKJIIOYATH B HOBBIE HOPMATUBHBIE JOKYMEHTHI MOJOXKEHHS, OCHOBaHHBIE Ha
MEpeAOBbIX HAYYHBIX HCCICJOBAHUSIX W IIPU STOM anpoOMpOBaHHBIE B pe3ysibTaTe pa3pabOTKH
npomsblnuieHHoro cucremMHoro I10. OpHako 371eck MMEIOTCS TPYAHOCTH, KOTOpBIE TPEOYIOT
ycTpaHeHus B paMkax popmupyemoit Mmetogonoruu. OHM 3aKII0YAI0TCs B HEOOXOANMOCTH HAXOIUTh
OIITHMAJIbHOE COAIAHCHPOBAHHOE COYETAHWE TAKHUX II0JIOKEHHH. Bo-TepBbIX, B HOpMAaTHBHbBIE
JOKYMEHTBI HEOOXOMMO BKJIIOYATh TPEOOBAHHS, OTPAXKAIOIINE TOJIUTHKY PETYISATOPOB B 00IACTH
paszpabotku Gezomacuoro 10, cruMynmpyromue pa3BUTHE OTpacid. Bo-BTopsIX, LenecooOpasHo,
YTOOBI 3TH IOJOKEHUS OCHOBBIBAIMCH HA JYUYINUX NPAKTHKaxX B JAHHON OOJIACTH M aKTyaJbHbBIX
HAay4YHBIX pa3paboTkax. B-TpeTbHX, BaXHO, YTOOBI IOJOKEHUS HOPMATHUBHBIX JOKYMEHTOB
MPOXOJIMIIM BCECTOPOHHIOIO TPOBEPKY Ha BO3MOXKHOCTH MX TPUMEHEHHUS B IIOJHOM OOBEME U C
yuérom cnenuduku cucrtemHoro 110, wWMeromero MmMpOKOEe BHEAPEHHE B  PEaTbHBIX
MH(OPMAIMOHHBIX cucTeMax, Bkiitouast C3M, a He ToyibKo Ha MakeTax Takoro 110 niti ToJIBKO B 4acTH
CTAHJAPTU3UPYEMBIX TOJIOXKEHHH.

B sroif csi3u g mpumepa pacemotpuM monoxeHus [OCT 59453.1-2021 «3amuTa mHbOOpMALIIHL.
®dopmanpHas Mozens ynpaeieHus goctynom. Yacts 1. O6mme nonoxenus» [10] u TOCT 59453.2-
2021 «3ammura nHpopmarmu. PopMaibHas MOJIENb yIipaBlieHust qoctynoM. YacTs 2. Pexomenaanmu
1o BepuduKanuu GopMarsHON MOJENN YIIpaBIeHHs JocTynom» [11], HemocpeacTBeHHOE yyacTue B
pa3paboTKe KOTOPHIX IMIPUHUMAIIN aBTOPHI.

IToaroToBKa 3TUX HAIMOHAIBHBIX CTAaHIAPTOB CTaja HEOOXOAUMOM mocie BrmoueHust B 2017 T.
KoMIloHeHTsl joBepuss ADV _SPM.1 «®opManpHas MOJENs TOJUTHKK 0€30IacHOCTH» B
yrBepxkneHHble DCTOK Poccun mpodunm 3amuter OC [12], HaumHas ¢ 2 Kiacca 3amuThl, U B
nanpHeidimem B 2018 r. BitoueHus: TpeOOBaHUI O pa3paboTke (HOpMaIbHOW MOJEIH YIpaBICHHS
JIOCTYIIOM U €€ BepU(HKALMU C TPIMEHEHHEM HHCTPYMEHTAJIBHBIX CPEACTB, COOTBETCTBEHHO, B 4 1 3
YPOBHH JI0Bepus NepBoii pepakiu TpedoBanuii nosepus [2].

Ha nmepBoM 1mm1are pa3zpaboTKH 3TUX HALMOHAJIBHBIX CTAHJAPTOB OBUIM MPOAHATM3UPOBAHBI JTyUIIINE
NPAKTUKH HCIIONBb30BaHUS (DOpMaNbHBIX MOJeNeld MpH peaau3alii MEXaHW3MOB YIIPABJICHUS
noctyioM B peanbHbix C3U, B Tom ymcie OC [9, 14]. Taxxe ObUTM pacCMOTpPEHBI aKTyaJbHBIC
TEXHOJIOTUM BepHU(UKAMH (OPMATBHBIX MOJEIeH YIpaBlIeHNs IOCTYNOM C IPUMEHEHHEM
MHCTPYMEHTAIBHBIX cpelcTB [6, 15]. B pesynbrare Obu10 npunsTo pemenue, uto B 'OCT 59453.1-
2021 nomKkHBI OBITH CTAaHIAPTU30BAHbl HE KOHKPETHAsI MOZIENb WM TPeOOBaHHs, KOTOPHIM JOJDKHBI
YJIOBJICTBOPSTH Bce (OpMajbHbIe MOJEIH, a C YYETOM TEKYILETO YPOBHS Pa3BUTHs TEXHOJOTHH W
omeIta co3ganns C3U, peanus3ylomux MOJMTHKY YIPABICHHS JOCTYIIOM, CTaHIapTH30BaHbI TOIBKO
KPUTEpUH, KOTOPHIM IOJDKHBI COOTBETCTBOBATH ONHCAHUS (DOpPMANBHBIX MOJENeil yIpaBIeHUSI
JIOCTYIIOM, Ha OCHOBE KOTOphIX paspabdareiBatoTcs 3t C3U. Ilpu srom B OCT 59453.2-2021
JOJDKHBI  OBITh  CTaHAAPTU30BAaHBl PEKOMEHIAIMM 10 BEpUPUKAIMH C TNPUMEHEHHEM
MHCTPYMEHTAIBHBIX CPEJICTB (hOpMAaTBHBIX MOZIENEH yIpaBIeHUs JOCTYIIOM.

Janee OpUIH NTpOaHANM3UPOBAHBI KJIACCHYECKHE W COBPEMEHHBIE (hOpMabHBIE MOIETH YIPABICHHS
JIOCTYTIOM (HampuMep, U3JI0KEeHHbIE B [4, 5]), TOIXO0IbI K UX ONMMCAHUIO. DTO TIO3BOJIUIIO ONIPEETUTh
Hay9IHBIE OCHOBBI pa3padaThiBaeMbIX cTaHAapToB. B Tom umcne, B TOCT 59453.1-2021 yka3aHo, 9To
cozliepKaHMe ONMUCaHWs (OPMaJbHONH MOJENN YIpaBiIEHHs JOCTYIIOM JOJDKHO OBITh JaHO Ha
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MaTeMaTH4eCKOM MM (HOpPMaIU30BaHHOM (MAIIMHOYUTAEMOM) SI3bIKAX W BKIIOYATh OIMCAHUE
COCTOSIHMH W TPAaBWJI TIEPEX0A MEXKIY COCTOSIHUSIMHU aOCTPAKTHOTO aBTOMATa, COOTBETCTBYIOLIETO
MOJINTUKAM YIPABIECHHS IOCTYIOM, peaan3yeMbiM MozpenupyeMbiM C3M. DTo onmcaHue HOIKHO
OBITH JAHO KaK MHUHAMYM C HCIIONB30BAaHHEM TEPMHHOB: OOBEKT HOcTyma (0OBEKT, KOHTEHHep,
CYIIHOCTh), Y4Y€THas 3amHCh IIONB30BATEIs, CYOBEKT J[OCTyma, JIOCTYyH, IIpaBo JOCTYIIa,
nH(OPMAIMOHHBIH TOTOK. Takke JOKHBI OBITh ONMCAHBI YCIIOBHUsSI 0E30MACHOCTH, BBHIIIOJHEHHUE
KOTOpHIX B a0CTPaKTHOM aBTOMare YKa3blBaeT Ha PeallM3allMi0 33/IaHHBIX TOJUTHK YIPaBICHUS
JIOCTYTIOM. Y BEpEHHOCTh B KOPPEKTHOCTH (hOPMaIILHOM MOJIENH YIPABJICHUS IOCTYIIOM JA0JDKHA OBITH
JIOCTUTHYTa MaTeMaTHYecKUM ((hOpMasIbHBIM) JIOKa3aTEILCTBOM TOTO, YTO B HEH HE COAEPIKUTCS
MPOTHBOPEUHH, T. €. B a0CTPAKTHOM aBTOMATE BBIIIOIHSIIOTCS yCIOBUS O€30MacHOCTH.

[TockonpKy B CyHIECTBYIOIIMX HOPMATHBHBIX JOKYMEHTaX, TEXHHUECKOW M HAy4HOH JuTeparype
YacTO MPUBOASATCS HECOIIACOBAHHbIE OIPE/IENICHUS] TS PMUHOB, UCTIOIb3yEMbIX IPH MOJEINPOBAHUI
YIpPaBJICHUs] JOCTYIIOM (HampuMep, OOBEKT JOCTyma, CYOBEeKT JOCTymna, Yy4ETHas 3aIuch
TIOJIH30BATEIIA U JIp.), CYIIECTBEHHBIX IJIsI KOPPEKTHOTO M3noskeHus mojoxkeHnid [OCT 59453.1-2021,
TO B 3TOM CTaHIApTe MOTPEOOBATIOCH JaTh ONPEACICHNS OOJIBIIMHCTBA TAKUX TepMHUHOB. [Ipn dem
OTIpesieNICHNsI psiia TEPMUHOB, HAIIPHMEP, TIOJUTHKA MAaHJATHOTO KOHTPOJIS LIEIOCTHOCTH MM OOBEKT
JIOCTYIIA, AaCCOLMUPOBAHHBIM (DYHKIIMOHAIBHO C CYOBEKTOM JOCTyIa, OBLIM CTaHAAPTH30BAHBI
BIIEPBBIE.

Jiist Toro 4TOOBI, C OHOI CTOPOHBI, IaTh KPUTEPUH, KOTOPBIM JOJKHBI COOTBETCTBOBATH ONMCAHMS
GonpIIMHCTBA (POPMATIBHBIX MOJIENIEH YIIPABIIEHHS IOCTYTIOM, a, C IPYTOH CTOPOHBI, IPUBECTH Ooree
JieTalbHbIe KPUTEPUH JUTs onrcanus Mozeneid nst C3U, peanusyromux Hauboree BOCTpeOOBaHHBIC
Ha TpakTHKE BHUIBI TOJHUTHK YIpaBIeHUS poctymoM, cTpykrypa ['OCT 59453.1-2021 Osputa
copmupoBaHa clieayronmM oopazom. Kakaelii pazzen crangapra (MOCBSILEHHbIH, COOTBETCTBEHHO,
ONMHUCAaHMIO B paMKax (OpMalbHOW MOJENHM YIPaBICHUS JOCTYIIOM COCTOSHHH aOCTPaKTHOTO
aBTOMAaTa, OMHCAHMIO TPaBUJI €ro Iepexoja W3 COCTOSHUHA B COCTOSHUSI M JOKa3aTelbCTBY
BBITTIOJIHCHU A yCHOBI/Iﬁ 0€30I1aCHOCTH BO BCEX €0 COCTOSHUAX U TIpy BCEX MNEpeXoaax u3 COCTOSIHUM B
cocTostHMs) ObLT pa3OWT Ha mATh 4acTed. [lepBas yacTh Takoro pasjena MpeaHa3Hauanach JJIs
U3JI0KEHUsI KPUTEPHEB, KOTOPHIM JOJDKHBI YIOBIETBOPSTH OIMMCAHMSA BCeX (HOPMaTBHBIX Mojenen
YIPaBJIEHUS JIOCTYIIOM, & IIOCIEAYIOMINE YacTH — JUId KpUTepueB omucanus mozeineit st C3U,
peaNn3yIoINX, COOTBETCTBEHHO, IMCKPEIIMOHHOE, POJICBOE, MAHJATHOE YIPABJICHUE IOCTYNOM H
MaH/IaTHBIU KOHTPOJIb LIEIOCTHOCTH.

B cBoro ouepens mpu m3noxkennun B [OCT 59453.2-2021 pexomeHmanuii mo BepuduKanmm c
NPUMEHEHHEM HWHCTPYMEHTAIBHBIX CPEJACTB (OPMAIBHBIX MOJENEH YNpaBlIeHHUsS JIOCTYIIOM
HanOoJbIlIee BHUMAaHKE OBLIO YACICHO OTTUCAHWUIO BBIIOJIHACMBIX IIPHU 3TOM L[eﬁCTBHﬁ, B TOM YHUCJIC:

® pa3paboTKa ¥ NPUMEHEHHE KPUTEPUEB BHIOOpA HHCTPYMEHTANILHBIX CPEJICTB BepU(HKAIINY;

® qepeBox (IPH HEOOXOIUMOCTH) OIMCAHHS MOJIEIN W3 MAaTeMaTHYeckoro B (hOpMall30BaHHOE
(MamMHOYHUTaEMOE) OTIHNCAHHE;

®  aBTOMATHYECKOE JI0KA3aTEeIhCTBO HEMPOTHBOPCUMBOCTH (POPMATHLHON MOJEIU WM BBITOJHCHUS
3aJ]aHHBIX B €€ paMKax yCJIOBHUIA 0e30MacHOCTH (YCIIOBHI Bepr(UKaIN).

Js mpupanust nonoxkernsm [OCT 59453.1-2021 u T'OCT 59453.2-2021 Oomnbliei SICHOCTH H
oOecriedeHns OOJBIIETO YA0OCTBA MX HCIOJIL30BAHMUS TPHU pa3paboTke u Bepudukamu GpopMaTbHBIX
MOJIEIICH YIIPaBICHUS JOCTYIIOM B TEKCT IIEPBOT0 CTAHAAPTA OYTH K KQXKJOMY ITyHKTY OBLT T0OAaBICH
mpuMep, a BO BTOPOM CTaHAapTe MpUMephl cOOpaHBl B NPWIOKCHWH. B 3THX mpuMmepax Ha
KITAaCCHYECKOM MAaTeMaTHYeCKOM sI3bIKe€ M Ha (OPMAIM30BAHHOM SI3bIKE, IOJJICPKHUBAEMOM
¢dopmaneHbM MeToioM Event-B [15], mosCHSFOTCS MOTI0KEHH 000MX CTaHIapTOB.

O0a craHgapTa MPOILTH arpoOaIIHIo HA IPUMEPE OMTUCAHUS 1 BepU(PHUKAIINH MaHIATHOW CYIITHOCTHO-
poneBoii JII-Momenu ympaBieHusl AOCTYNIOM W WH(POpManuoHHbIMH moTokamu B OC cemelicTBa
Linux (MPOCIJI Jll-moxenu) [5, 9], sBisromencs HAyYHOH OCHOBOM MeXaHW3Ma YIPaBICHHS
nocryniom OCCH Astra Linux Special Edition.
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Takum o6pazom, npu paspadbotke 'OCT 59453.1-2021 u TOCT 59453.2-2021, 10 MHEHHUIO aBTOPOB,
yIAI0Ch, PYKOBOJACTBYSChH IOJUTHKOH PEryJsATOPOB, Y4eCTh JIy4lINe NPAKTHKH IPH ONUCAHUH H
Bepudukanuy (GopManbHBIX MOZENEeH YIpaBlIeHHSA NOCTYIIOM, a TaKXKe COBPEMCHHbIC HayYHBIS
TEOPHH M peLIeHHs B 3TOH o0sacT. BeipaboTaHHBIE IPH 3TOM anpoOUPOBaHHBIE TTOIXOIBI SBISIOTCS
gacThio (hOpMHUPYEMOil MeToI0T0THH pa3paboTku Oe3omacHoro cuctemHoro I10.

3. Paspabomka u eepucgpukayusi ¢hopmasibHbIXx Moodesiel ynpaesieHus
docmynom

Kak yxe ObUI0 OTMEYEHO, yIpaBJIeHHe JOCTYIIOM K KOHTPOJMPYEMBIM pecypcaMm SIBIISIETCS] OJJHOM
u3 KinoueBbIX GyHKui cucremuoro [10. [Toatomy peanuzarms MexaHu3Ma YIIPaBICHUS JOCTYIIOM
C UCITIOJIb30BaHUEM COOTBETCTBYIOLIECH (pOpMaIbHOM MOJIENH COTIIaCHO TPeOOBaHUSIM HOPMATHBHBIX
JOKYMEHTOB PETYJSITOPOB CTAHOBUTCA HEOTHEMJIEMOM 4YacThiO pa3paboTKu 0e301macHoro
cucremHoro IIO. IIpm »TOoM, Kak MpaBWIO, WHTEPPEHCHI ATOTO MEXaHH3Ma COCTABISIOT
MOBEPXHOCTh aTaKH, a, 3HAYWT, IIPH €T0 peaH3aliy CIeIyeT MPUMEHSATh BECh CHEKTP CPE/ICTB
aHaJIM3a ero MPOTPAMMHOTO KOAa. DTO B COBOKYITHOCTH NPEJOCTABIIET BO3MOXHOCTh BBIPAOOTKH
¥ anpo0OaIy KOMIUICKCHBIX Hay9HO 0OOCHOBAHHBIX TEXHOJIOTHII M METOIOB 00ECTIEUECHUS JOBEPHS
Kak K CaMOMy MEXaHHM3MYy YIPABJICHHS JOCTYIIOM, TaK M PacHpOCTPAaHEHHs 3TOTO JAOBEPHs HA BCE
cuctemHoe I10 B nenom.

OueBHAHO, YTO MEPBHIM IIArOM INpH pa3paboTKe (OpMaIbHONW MOJETH YHPaBICHHUA JOCTYIIOM
JOJDKeH OBITh aHalW3 M3BECTHBIX MOJEJeH, MX TEOpPEeTHYECKUX OCHOB, ONbITAa peaju3alif B
cuctemHoM [10, B Tom yuciie C3U, ¢ 1ienbpro 000CHOBaHHUS BO3MOXKHOCTH HUCIIOJIb30BAHUS KaKOW-JIH00
CYILECTBYIOLEH MOZEIN, KOMOMHAIIMK TAKUX MOJIEJIeH, THO0 He0O0X0IMMOCTH (hopMUPOBaHHUS HOBOI
MOJIEIH.

B cootBerctBun ¢ I'OCT 59453.1-2021 cnemyrouM IaroM, Korjaa paspabaThiBaeTcsl HOBas
(dopmanbHas MOJENb, SBISIETCS OIpeselieHne BUAOB peanusyeMblx C3M monuTHk ynpaBieHUs
JOCTYIOM. DTO, C OJTHOI CTOPOHBI, 3aJ1aeT BCe JalbHEHIIee coiepKaHue MOIENH, C IPYTOif CTOPOHBI,
MIOCKOJIBKY B OONBIIMHCTBE peanbHbIX C3M MCIomb3yI0TCs HECKONBKO MOJUTHK (HAIpHMeEp, 4acTo
JUCKPELIMOHHOE WM POJICBOE YIIPABJIEHHE JOCTYIOM COYETaeTCsl C MAaHIATHBIM YIPaBICHHEM
JOCTYIIOM), TO B2)KHO TPH OOBEIMHEHNHU B PaMKax MOJEIH HECKOJBKUX MOJUTHK CIelaTh 3TO He
«MEXaHHYECKN», T.€. B CIIOCO0aX TaKOro 0OBEIMHEHHNS JOJDKHBI YUUTHIBATHCS CBOMCTBA KaXKIOH M3
MOJINTUK, YTOOBI TpH peanmzaiyy Mojenu B C3V ofHM NMOIMTHKKM HE NPOTHBOPEUMIN JIPYTHM.
[IpumepoM MposIBIEHUS TaKOTO NPOTUBOPEUMS SIBIISIOTCS 3alpelieHHbIEe TOJUTHKON MaHAATHOTO
YIIpaBJICHUS TOCTYIIOM MH()OPMAIMOHHBIE TOTOKH (CKPBIThIE KaHAJIBI) TTI0 BPEMEHHU OT CYLTHOCTEH C
OonmbIIMM ~ YpOBHEM  KOH(QMAEHIMAJIBHOCTH K  CYIIHOCTAM C  MCHBIINM  ypPOBHEM
KOH(HCHIIMATBHOCTH, BO3HHUKAIOIIME 33 CUET HMCIIOJIb30BAHUSI IapaMeTPOB JHMCKPEIIMOHHOTO HITH
POJIEBOTO YIPaBIEHUS AOCTYIIOM [5].

JanpHeHmM marom siBisieTcst coOCTBEHHO paspaboTka ¢ ucnoibzoBanueMm ['OCT 59453.1-2021
caMoi (opMaNbHOW MOJENH YHpaBIECHHS JMJOCTYIIOM M ee BepHpUKamus C I[PUMEHEHHEM
HHCTpyMeHTANbHBIX cpeactB cormacHo ['OCT  59453.2-2021. Cxema »3toro mporecca |
PEKOMEHIAINH TI0 €T0 BBITIONHEHUIO M3JI0KEHBI B YKa3aHHBIX CTAHIApTax, a TakKe B HAY9IHOH U
yaeOHol nuTeparype (Hampumep, B [4-6]), BoOpaBiield B ceOsi yXe IMOUYTH IOJyBEKOBOH OIIBIT
CO3JaHUS W BepruHUKanuu (GOPMAIBHBIX MOAEIEH BIUIOTH JI0 MX PEAM3alii B IIPOrPaMMHOM KOJIe
C3U. CambIM TPYAHBIM 3JieCh SIBISIETCS HAWTH OallaHC MEXIY BBIPa3HTEIbHOCTBIO (OpMATBHOM
MO/, 00eCIIeueHNneM ee aJleKBaTHOCTH peaibHoMy C3U m upe3MepHBIM YCI0)KHEHHEM MOJIEIIH,
YTO CJIeJIaeT TEXHUUYECKH CIIOXHBIMH €€ BepH(HUKALMIO M JO0KAa3aTENbCTBO B €€ paMKax YCIOBHH
6e3omacHocTH. Kpome Toro, pu 3TOM ciletyeT yIuThIBaTh, 4TO, Kak U Moaenupyemoe C3U, koTopoe
B OOJIBIIMHCTBE CilydaeB Oyner nopabareiBacTcs, Tak M (opMmajbHas MOJEIb JIOJDKHA Oyner
Pa3BHBATHCS, TOITOMY ITOTPEOYIOT MHOTOKPATHOTO MOBTOPEHUS U JOKA3aTeIbCTBA, 1 BEpU(HUKAILINS.
Jns npumepa paccmotpum onbIT GopmupoBanus MPOCJI [II1-moneny, Ha OCHOBE KOTOpOW B
nozacucteme 6e3onacnoct PARSEC [9] peanuzyercs Mmexanusm ynpasienust focryriom OCCH Astra
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Linux Special Edition (8 OCCH He mpHMEHSIOTCSI aHAIOTUYHbIE 3aWMMCTBOBAaHHBIE WHOCTPAHHBIC
MEXaHW3MBbI 3amuThl, B ToM yuciie SELinux u AppArmor). B Havane pa3paboTKu 3TOW MOJENH B
2012 r. aHanMM3 CyIIECTBOBABIIMX HA TOT MOMEHT (DOPMANBHBIX MOJENECH YIpaBICHUS IOCTYIIOM
MOKa3ajd OTCYTCTBHE I'OTOBOM MOJENH, KOTOPYIO MOKHO OBUIO HMCIHOJIB30BaTh 0€3 CYIIECTBEHHOMH
nepepabotku. IlosTomy ObUTO TIPHHATO pelIeHHe Ha OocHOBe cemeiicTBa JII-mMomenmeit m psma
KJIacCCHUYEeCKUX Mojeneil co3nate HoByto JIII-mMonmens u oObeTMHUTH B HEM MaHJATHOE YIpaBJICHHUE
JIOCTYIIOM, MAaHJATHBIH  KOHTPOJb  LEJOCTHOCTM M PONEBOE  YIpaBIEHHE  JOCTYIIOM.
Ienecoobpa3HOCTh MepBOii MOMUTUKY ciiefoBaia u3 odractu npumeHenuss OCCH kak C3U, kotopoe
MOXeT o0pabaTeiBaTh MH(GOPMALIUIO PA3IMYHBIX YPOBHEH KOH(HIEHIMAILHOCTH. HeobxoanmocTh
MaH/IaTHOTO KOHTPOJISl LEJIOCTHOCTH OOOCHOBBIBAJIACH €ro 3(GQEKTHBHOCTHIO NP  3alHUTe
LEIOCTHOCTH MporpaMMHoii cpersl OC, 9To MOATBEP KOATIOCH MPAaKTHUKOH ero BHeApenus ¢ 2007 r. B
OC cemeiictBa Microsoft Windows. PoieBoe ympasieH#e J0CTyIIOM paccMaTpUBaIOCh KaK MOIITHAS,
ruOKas ¥ IepCIEeKTHBHAS MMOJIUTHKA, C TIOMOIIBI0 KOTOPOH JIETKO BeIpaXkaeTcs TpaauimoHHoe it OC
cemeficTBa Linux QuCKpenHOHHOE yIpaBieHne TocTynoM. [Ipu 3ToM Bee TpH MOJTUTHKH COUETATHICH
B MPOCIJI AI1-Moznenu ¢ yuéToM UX CBOICTB, HE IPOTUBOPEYA IPYT APYTY, B TOM YHCIIE, HE CO3/1aBasi
YCJIOBHH JU1sl BOBHUKHOBEHHUSI 3alPEeIIeHHBIX HHPOPMALMOHHBIX IOTOKOB IT0 aMSITH UITH 110 BPEMEHH.
[pakrimuecku cpasy MPOCIJI [AIl-mozens ¢popMupoBanach B IBYX HOTAIUSAX: MAaTEMaTHYeCKOW H
¢dopmanmzoBaHHON Ha s3pike Metoma Event-B [6, 15]. Mozgenr B mepBOW HOTalMu KpoMe
UCTIOB30BaHMS OIBITA Pa3pabOTKU KIACCHYECKHX MOJETEH yNpaBlIeHHUs TOCTYIIOM, IIPEIOCTaBIsIeT
BO3MOXXHOCTb OOBEKTHBHOIO aHain3a €€ KOPPEKTHOCTH JIFOOBIM CIIEHUAIMCTOM B 00JIacTH
nH(OpPMaIMOHHOM 0€301aCHOCTH, 3HAKOMBIM C SI3BIKOM MareMmaTHku. Hampumep, MoxeT ObITh
IIPOBEPEHA KOPPEKTHOCTh JOKA3aTeNbCTB O€30M1aCHOCTH MOAEIHUPYEMON CUCTEMBI IIPH BBIOTHEHUN
3aJ[aHHBIX B pPaMKaxX MOJENHU yCIoBUil O6e3omacHocTu. B dopmanuzopanHoii Hotanmu MPOCJT AI1-
MoZIeNb BepU(UIMPYETCs C MPUMEHEHHEM HHCTPYMEHTAJIBbHBIX CPEJICTB JEAYKTHBHO (C MOMOILBIO
Rodin) u mo mertomy mpoBepku Mmojenedl (¢ momornipio ProB) [16], uro Takke obecrieunBaer
YBEPEHHOCTD B €€ KOPPEKTHOCTH.

MPOCJI [ll-Mozmenp B 00eMX HOTAIMAX HMMEET HEpapXU4ecKoe MpPeJCTaBIeHHEe, COCTOsIIee M3
BOCBMH yPOBHEH — 4eThIpeX YpOBHEH JUI1 MOAETUPOBAHNUS YIPABICHUS TOCTYIIOM HETIOCPEICTBEHHO
B OCCH Astra Linux Special Edition (mepBeiii — poJEBOTO YyIpaBICHUs IOCTYIIOM, BTOPOH —
MaHJIaTHOTO KOHTPOJSL LEJNOCTHOCTH, TPETHH — MAaHIATHOTO YIpPaBIE€HHWsS JOCTYIIOM C
MH(OPMAIIMOHHBIMHU TTOTOKaMH T10 TaMSTH, YETBEPTHI — MaHJaTHOTO YNPAaBIICHHS JOCTYIIOM C
nH(OPMAIIMOHHBEIMHU IOTOKaMH 110 BPEMEHH) M YETHIPEX YPOBHEH JUIsl PEIICHNS aHATOTHIHON 3a/1a91
B mratHoil i OCCH CVYB]] PostgreSQL, 4uro obecrednBaeT COTJIACOBAHHOCTh MEXaHH3MOB
ynpasnenust goctynom B OCCH u CYB/l, a Ttakke BO3MOXHOCTh aHallM3a 0e30MacHOCTH
HH(QOPMAIIMOHHBIX MOTOKOB (CKPBITBIX KaHAJIOB) MO MaMATH U MO BPEMEHH MEXIY CYIIHOCTSIMHU
OCCH u CYBA.

[Mepexon k HepapXxuuecKOMy NPeJICTABICHHIO (TIEpBOHAYAIBEHO MOJIeb (HOPMUPOBaATIACh MOHOJIUTHO
0e3 pasnerneHus e€ ONMUCAaHUS 10 BUJIAM TOJIUTHK YIPABICHHS IOCTYIIOM) OBLT Ba)KHBIM IIaroM B
pa3paboTke MOJIENH, TaK KaK CO3/aBajl MPENNOChUTKA, BO-TIEPBBIX, I PA0OTHI ¢ OOJIBIIIM 00BEMOM
OTIMCaHUs MOJIENH (ceiiuac B MaTeMaTHIeCKOH HOTAIMU OHO cocTaBiisieT 6osee S00 cTpaHUIl TEKCTa).
Bo-BTOpEIX, 1711 ynoOcTBa €€ mpeacTaBieHns U BeprupuKanui B GOpMaIn30BaHHON HOTAIWUH, TAE JUIS
3TOTO MPHMEHUTICh TEXHHUKH MomaroBoro yrounenus (refinement) Event-B, maBmme BO3MOKHOCTB
pa3enuTh Mojellb 00beMoM Oosee 32 ThICSY CTPOK KOJa HA IOCIIE/IOBATEILHOCTh M3 BOCHMH
CBSI3aHHBIX MEXIly co00# crienuduKkanuii, COOTBETCTBYIOIINX YPOBHAM MOJENIN B MaTeMaTH4ECKOM
HOTaIMM. B-TpeThux, NOMHMO JEIYKTHBHOW BEpU(HKAIMK IIOCTYNATENFHO MO YPOBHSIM
crequ(UKAMKA  HCIOJB30BaTh METOJA  IPOBEPKUM  MOJENEH, KOTOphIH H3-3a  IpOOJIEMBI
«KOMOMHATOPHOTO B3pBIBa» UPE3BBIUAMHO YyBCTBUTENEH K 00beMy BepHpHIMpyeMoi Moxenu. B-
YeTBEPTHIX, pa3JelieHHe MOJENM Ha YPOBHHM COOTBETCTBYET MOAXONYy N0 €€ peaau3aluu
HETIOCPEJCTBEHHO B TporpaMMHOM Koje noacuctembl 6e3omacHoctd PARSEC OCCH Astra Linux
Special Edition. B urore, meTon oCHOBaHHBIN Ha NMPUMEHEHUH HEPAPXUICCKOTO TPEACTABICHUS U
HCTIOJIb30BaHHH JUTS 3TOTO OZHOBPEMEHHO MAaTEMATHIECKOH 1 (pOpMann30BaHHOM HOTALU HE TOIBKO
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ompasman cebs Ha mpumepe OCCH, ero menecooOpa3HO PEeKOMEHIOBATH M Pa3pabOTKU JAPYTUX
CJIOXKHBIX (JOPMANTEHBIX MOJICIICH YIIPABICHHUS TOCTYIIOM.

Takke BaXHO OTMETUTh, 4YTO C HcHonb3oBanueMm onucanus MPOCII [Il-monmenun B
(hopManM30BaHHON HOTAIMH TSI AEMOHCTPANH KOPPEKTHOCTH €€ pea3aniil HeTTOCPEACTBEHHO B
nporpammaoM kojge OCCH Astra Linux Special Edition ma sBeike ACSL paspabarbiBatorcs
cnenudukammn Qyakunit noxacucrembl Oe3omacHoctH PARSEC, mocnme dero mpomcxoauT mX
JCTYKTUBHAs BepU(PHUKAIUSI C MPUMCHECHHEM HHCTPYMEHTAIRHOrO cpenactea Frama-C [17]. B
pe3yjibTaTe KOPPEKTHOCTh HamOoyiee CcyluecTBeHHOM st OezomacHocth OCCH wactu e
MPOrPAaMMHOTO KOJla JOKa3hIBACTCS MAaTEMATHUYCCKH, a yXKe Jalice, Kak 3TO OyIeT MOKa3aHO B
MOCJICAYIONIUX pa3/ieiiaX HACTOSIICH CTaThH, ITOT KOJl 00padaThIBACTCs CPEJACTBAMH CTATHYCCKOTO U
JITHAMHYECKOro aHaM3a. TakuM 00pa3oM, IeNacTcs mepexo] oT pa3paboTku GpopMabHOM MOENH C
MPUMCHCHHEM B OCHOBHOM MAaTEMAaTHYECKAX METOJIOB K HCIIOJB30BAHHUIO METOJOB CHCTEMHOTO
MPOrpaMMHUPOBAHUS [UIS aHATTN3a U 00ECTIeUeHIS TOBEPHS K IPOTPaMMHOMY KOy, pealTi3yIOMeMy B
OCCH moBepxXHOCTb aTakH, 9TO SBISIETCS BAYKHOU YacThI0 (OPMUPYEMON METOJONOTHH Pa3padOTKI
6e3omacuoro cuctemuoro I10.

4. Cmamudyeckuli u OuHaMu4YecKull aHanu3 npo2paMMHO20 Koda

Cornacio 'OCT P 56939-2016 [1] cratnyeckuil U AMHAMUYECKHUN aHAIU3 HNPOrPAMMHOIO KOIa
oTpezieTIeHBI KaK OCHOBHBIE MEpHI, HCIONIb3yeMble TIpHu pa3pabdotke Oe3omacHoro I10. KonkperHoe
ONKCAaHUE TOTO, KaK 3TH MEpbl JOJDKHBI INPUMEHATHCS A JAOCTIXKEHUS AoBepus K takomy 1O,
U3J0XKEHO B MeToauke BbISIBIEHUs ysi3BuMocTei [3]. B Tom uwmcne, 3T0 aBTOMaTH3UpPOBAHHBIE
TEXHOJIOTUU U METObI CTATUYECKOr0 aHAJIN3a, YyBCTBUTEIBHOIO K KOHTEKCTY U IyTSAM BBIIIOJIHEHUS
Y peai3yIoIero METO CTAaTHYECKOTO CUMBOJIBHOTO BBITIOJHEHUS, a JJIsl JMHAMUYECKOTO aHaIn3a —
9TO B MEPBYIO OUEPEeb TEXHOJIOTUH U METOJIbI MyTAllMOHHOTO (BKJIIOYAs PEaTU3aIMI0 TeHETUIECKUX
ITOPUTMOB) M TCHEPAIIMOHHOTO (BKJIIOYAs JHHAMHYECKOC CHMBOJIBHOE BBIMOJHEHHE) (ha33uHr-
TECTHPOBAHUS, a TAKXKE aHAIM3 Tpacc BBIMOMHEHMs TecTupyemoro 110 u BhIsSBICHHE YS3BUMOCTEH,
CBSI3aHHBIX C YTEUKOH YyBCTBUTEIBHBIX TAHHBIX (HAIIpUMeEp, ITapoieit).

s cuctemuoro I10, Takoro kak OC win CYB/I, BBHIY CJI0KHOCTH €0 apXUTEKTYPbI, HHTEP(EHCOB
B3aMMOJICHCTBHS €r0 KOMIIOHEHT, 00beMa KOJ[a, YaCTO UCUUCIIIEMOTO JECATKaMU MIJUTMOHOB CTPOK,
ajlanTanys TEXHOJOTHH M METOJIOB aHaln3a MpOorpaMMHOro kozaa cucreMmHoro I10, opranuzanms
COOTBETCTBYIOILIET0 TEXHOJIOTMYECKOT0 MPOLECCa UMEIOT CYIIECTBEHHOE 3HAUEHHE.

B Merouke BbIsSIBIICHUS YSI3BUMOCTEH IIPU OCYILLIECTBIIEHUH CTATUYECKOTO ¥ JUHAMUYECKOI0 aHaIn3a
TpeOyeTcs aKIeHTUPOBaTh BHUMaHUE Ha IPOrPAMMHOM KOJIE, pEaTU3YIOIIEM MOBEPXHOCTh aTaku. B
cinydae cucreMHoro IIO ompeneneHne aJekBaTHOM MOBEPXHOCTH aTaku 4pe3BblUaliHO BaxkHO. C
OJIHOW CTOPOHBI, BKJIOUYEHHWE B HEE MAaKCHUMAaJbHOIO COCTaBa KOMIIOHEHT cuctemHoro I1O u
pearn3yeMbIX UMH HHTePPENCOB MOXKET CIeNaTh 3aady IOJHOTO aHajIn3a HX IMPOrpaMMHOTO KoJa
HE BHITONHUMOW Ha mpakTtuke. C Ipyroil cTOpOHBI, HEOOOCHOBAHHOE yYMEHBIICHHE MOBEPXHOCTH
aTaky HaBepHsKa NPUBEJET K NPOIYCKY CYIIECTBEHHBIX ys3BUMocTel B TakoM I10. B cBs3u ¢ atuM
JUISL OIpeleNieHus] MOBEPXHOCTH aTaku cucreMHoro IIO crieayeT UCXOIUTh W3 BCECTOPOHHETO
WCCIICIOBAHUS apXHUTEKTyphl cucteMHOTO I1O, €ero MexXaHW3MOB 3alUThl ¥ (HOPMHUPOBAHUS
COOTBETCTBYIOIIEH MOJENHM HApYyIIUTENsl. 37ech OOOCHOBaHHBIM HAYYHO U TOATBEPKICHHBIM
MPAaKTUKOM MOXKHO CYHTATh TOAXOJ], MPEANOJararoliuidi OIpeaeieHHe MeXaHW3Ma YIPaBICHHS
JIOCTYTIOM, JIPYTUX CBS3aHHBIX C HUIM MEXaHU3MOB 3aIIUTHI (HAlIpUMep, HAPaBJICHHBIX Ha CO3/IaHUEC
M30JIMPOBAHHOM MPOTPAMMHOMN CpeJibl) M MX MHTEP(EHCOB B KAYECTBE OCHOBBI MIOBEPXHOCTH aTaKH
cucremHoro [IO. Dto moATBepXkKIAeTCS TeM, UYTO TMPEXKAEC YeM HApPyIIUTEIh CMOXET
MPOAKCILTYaTUPOBATh YS3BUMOCTb B HEKOTOPO KOMIIOHEHTE PEATU3YIOLIET0 Pa3BUThIE MEXaHU3MbI
3amuThI cucteMHOro [10, eMy B OOJIBIIMHCTBE CITy4YaeB MOTPEOYETCs MPEOI0NETh UX, T. €. KIPOOUTH
MOBEPXHOCTh aTaKU. AHAIOTUYHO, €CJIU J1aXKe HAPYILIUTEIIO YACTCsl BOCIOIB30BATHCS YS3BUMOCTBIO
¢ynkunonupyromero B cpene cucremHoro 110 mpukiagnoro I1O, To Ui nanbHedmiero
pacrnpocTpaHeHUs aTaky Ha BCIO CUCTEMY, 3aXBaTa KOHTPOJIS HaJl HEM, MHBIX aTaKyIOIIHUX JAECHCTBHIA,
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HalpuMep, pealn3aliy yTeUKH KOH(QHICHIMAIbHBIX AAHHBIX, €My, KaK IPaBHIO, MOTpeOdyercs
MPE0/I0IIETh MEXaHU3MBI 3alUTHI crucTeMHuoro [10.

PaccMOTpHM OMBIT IPHMEHEHHMS CTATHYECKOTO M TMHAMHUYECKOTO aHAIN3a MPOrPAMMHOTO KOZa IPH
pa3pabotke OezomacHoro cuctemHoro I1O wHa mpumepe OCCH Astra Linux Special Edition. J{ns
aBTOMAaTH3alMK €€ TPOLECcCcOB COOPKH, TECTUPOBAaHMS W BepU(PUKAIMK HCHONB3YeTCs MpPaKTHKa
HETIPepBIBHON HMHTErpalmy (continuous integration) B mHcTpyMmeHTanbHOU cpene GitLab. B aroit
cperne pa3BEPHYT CIENMANbHBI KOMIBIOTEPHBIH IOJMIOH, Ha3BaHHBIH «CTEHIOM JOBEpHS»,
SIBIAIOIIUICS KOMIIEKCOM COBPEMEHHBIX WHCTPYMEHTAIBHBIX CpEICTB IPUMEHEHHS HaydHO
000CHOBaHHBIX TEXHOJIOTHI Oe3omacHoil pa3paboTku n obecneuenus: nosepusi k OCCH, a taxke
cOopa 1 aHaIUTUYECKOH 00pabOTKH BBISIBIIEHHBIX OIIMOOK B MPOrPaMMHOM KOJIE€ M PE3YJIbTaTOB UX
YCTpaHEHHSI.

B xauecTBe OCHOBHBIX MHCTPYMEHTAJIBHBIX CPEJCTB cTaTHdyeckoro ananmmsa koga OCCH na «Ctenne
noBepus» npumensitorest cppcheck [18], Clang Static Analyzer [19] u paspatorannoe MCIT PAH
HHCTpYMEHTaJIbHOE cpencTBo Svace [20].

C yuéroMm cneuuduKH peanu3alii OCHOBHOTO MexaHu3ma ymnpasienus poctynom PARSEC B
npoctpanctee sapa OCCH st cpeacTB cratmdeckoro aHanmsa crenuamuctamu 'K Astra Linux
YTOYHSIIOTCSI CYLIIECTBYIOIME U CO3/1AI0TCs HOBbIe MOy TecTupoBanus (checkers). Tak, Harpumep,
NPUHUMAIOTCS BO BHUMaHHME COIJIAIICHUS O BBI30BaX M Iepefaye MapameTpoB B (YHKIUHM Kak
HerocpecTBeHHO B aape OCCH, Tak u npu obpaiiieHnu K Moy siM siapa, B ToM uncie PARSEC, uto
3HAYUTEIBHO COKPAIIACT KOJMYECTBO «YCJOBHO JIOXKHBIX» HPEIYNPEXICHHH 00 ommbKkax BHUIa
«pa3bIMCHOBAHME HYJIEBOTO yKa3aTells» W UM MOAZOOHBIX. [Ipy 3TOM AenaroTcsi IpOBEpKH OTCYTCTBHUS
HapyIIAOIINX JAHHBIC COTJAIICHUS ITyTEH BBIIOJIHEHUS, NMPUBOIAIINX K BBI30BY MOTECHIHAIBHO
HeOe30macHON (YHKIMH B YCIOBUAX OTCYTCTBHUS BHYTPH HEE IPOBEPOK KOPPEKTHOCTH MEPEIAHHBIX
aprymeHToB. [lis1 oOecriedeHust kKadecTBa MPOBOJMMOro aHain3a cucreMHoro I10, comocTaBuMoro ¢
pe3ynbTaTaMM aHanm3a npukiaagHoro I[10, aias COOTBETCTBYIOIIMX MOIYJIEH TECTHPOBAHMS
pa3pabateiBaroTcs crienubukanuyd QyHKIuU paboThl ¢ mamsaThio B mpoctpaHctBe sapa OCCH.
Hampumep, B HaOop cneuudukanuii HHCTPYMEHTAIBHOTO CpelcTBa Svace J00aBJICHbI OIMMCAHUS
crenuanm3upoBaHubix  QyHkimid  kimacca kvmalloc  (kvfree), duro mo3BONSET OTCICKUBATH
WCIIOJIb30BaHKUE AMHAMHUYECKH BBIJIEISIEMOI TaMSTH U BBISBJISATH OIIMOKH ITpU paboTe ¢ Heil, B TOM
YHCIIe TPUBOJISIINE K €€ «yTEUKe».

Ipu BeIOOpE cpeacts auHamuueckoro ananmmza OCCH Astra Linux Special Edition myist moctmkeHus
HanOoubIed 3(hheKkTUBHOCTH (Da33UHT-TECTUPOBAHMUS YUUTHIBAIOTCS YCIOBUS (DYyHKIIMOHUPOBAHUS
Ka)KI0TO0 U3 €€ TECTUPYEMbIX KOMIIOHEHTOB, B IIEPBYIO Ouepe/ib nojcucreMsl 6ezonacHoctu PARSEC.
[TosToMy B KauecTBE OCHOBHOTO HHCTPYMEHTAJILHOTO cpeicTBa Ha «CTeHE TOBEPHS» UCIONIB3YEeTCs
Syzkaller [21], ¢ mnpUMeHEHHEM KOTOPOTO OTKPHITBIM COOOIIECTBOM BBISIBICHO MHOXKECTBO
ySI3BEMOCTEH B pa3nuuHbIX Bepeusx anaep OC cemeiicta Linux.

Syzkaller o6mamaer 1OCTaTOYHO MIMPOKUMH BO3MOXKHOCTSIMH H peanm3yeT 3()(EeKTHBHBIE METOJBI
(anroputmbl) (pa33MHT-TECTUPOBAHMS: T'€HEPALMOHHbBIE AITOPUTMBI ISl COCTAaBIEHHMS HAYaJIbHBIX
LIEJIEBBIX TECTOBBIX JIAHHBIX Ha OCHOBE IIPEIOCTABJICHHBIX €My ONMCAHWN CHCTEMHBIX BBI30BOB Ha
CHELUAIM3UPOBAHHOM SI3bIKE; Ppa3JIMYHbIE aJTOPUTMBI MYTAllMM CTeHEPHUPOBAHHBIX TECTOBBIX
3HAYEHUH C IIENBI0 JOCTIKEHHs OOJIBIIEro IOKPBITHS; T€HETHYECKHEe ajropuTMBI JUIsl OTOOpa
HanOoJyee MOAXOASIINX («KHHTEPECHBIX») SK3EMIUIIPOB HaOopa CreHEepUpPOBaHHBIX 3HAUCHUH
(KOpITyCOB BXOJIHBIX JIAHHBIX ), HALIPHMEP TeX, KOTOPbIE MO0 PACHIUPSIIOT IOKPBITHE, B TOM YHCIIE B
3aJ]aHHOM HaIpaBJIEHUH, JIMOO Yalle MPUBOAAT K «mameHusm». [lomumo storo, Syzkaller taxxke
obecriedrBaeT BO3MOKHOCTh MUHUMM3AIIMU KOPITyCa C LEJBI0 COKPAIICHHUS COJEPKALIMXCS B HEM
JIAHHBIX, YTO 3HAYUTENILHO MOBbINIAET A(P(EKTUBHOCTh (Ha33MHI-TECTUPOBAHKUS W ITIO3BOJISET
COCPEIOTOUNTHCS Ha YJacTKax Koja (MOIYNAX), HEMOCPEACTBEHHO COCTABISIOIIMX IMOBEPXHOCTH
ataky. biaronapst 5TMM BO3MOXKHOCTSIM allpoOMPOBaHbI MIOAXO/bI [0 YTOYHEHHUIO CYIIECCTBYIOMINX U
OIMCAHHIO JIOTIOTHUTEIILHBIX TPOTOTHIIOB ISl TEHEPALMY Ha NX OCHOBE HaYaJIbHBIX JAHHBIX (ha33uHI-
TECTHPOBAHUs, HAllCJICHHBIX HEMOCPEICTBEHHO Ha mnoxacucteMy OezomacHoctn PARSEC, uto
MO3BOJIMIIO JIOOMThCSl CYIIECTBEHHOTO YBenMdeHHs MOKpeITus (1o 70% mo 6a3oBbIM Oiokam)
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Han0oJee «IyBCTBUTEIHLHOTO» KOJA C OJHOBPEMEHHBIM KPATHBIM YBEJIMUCHHUEM CTEHEPHPOBAHHBIX
JUIsl 9TOT0 HaOOPOB TECTOBBIX JJAHHBIX.

Jnst  peanmszanmy  MeTola PErpecCHOHHOTO  (ha33MHT-TECTHPOBAHUS aBTOPAaMH  Pa3BUBACTCS
HHCTpyMeHT  Syzcrawler, KOTOpBI  o0ecreymMBaeT  aBTOMATH3MPOBAHHOE  TECTHPOBAHUS
0o0Hapy>KeHHBIX paHee OIIOOK (TIaeH i) Ha cTeHaax (ha33uHra ¢ HOBBIMU (IOPaOOTaHHBIMHE) SAPAMHU
OCCH Astra Linux Special Edition ¢ menpo moaTBep>KIeHUS HX YCHENTHOTo ycTpaHeHus1. [lomimo
TECTHPOBAHMS OLIMOOK, HAHEHHBIX ¢ moMolbio Syzkaller, 1yt KOTOpBIX (hazzepoM ObLIH OCTPOESHBI
(baitnbl I BOCTIPOM3BE/ICHHUS C TIOMOIIBIO BCTPOCHHON B HEr0 YTHIHUTHI Syz-Fepro, Syzcrawler
HO/IZIEPXKUBAET BOCIIPOMU3BEICHNE OLIMOOK 110 (haiinam xypHaia, koTopsle Syzkaller cocraBmuser s
Ka)XI0ro OOHapy)KeHHOro majaeHusl. Taxke B paMKax pabOThl Haj MOBBIIIEHHEM 3(P(EeKTHBHOCTH
PErpecCHOHHOTO TECTUPOBAHUS M €r0 aBTOMATH3aLHEl IIPOXOUT arnpoOanuio MEeTol OOHaAPYKEHHS
OLIMOOK 110 1abJI0HaM, COCTABJICHHBIM Ha OCHOBE Y K€ BBISIBIICHHBIX B pe3ybTate (pa33unra najaeHuw,
YTO TO3BOJISIET HAXOUTh THIIOBBIE OIINOKH, HE IOKHUAASACH PE3YIIbTaTOB JMHAMUYECKOTO aHATIH3A.

C 1enblo (pa33MHr-TECTUPOBAHMS OTHACIBHBIX JPaiBEPOB WM NPHIOKCHUI I0JIH30BaTEIBCKOTO
NPOCTPaHCTBA, B TOM YKCIIE BXOSIIMX B nojicucteMy 6e3onacHocti PARSEC, Ha «CteHne noBepus»
MPUMEHSIOTCS TTOJIOKUATEIHHO 3apeKOMEHI0BaBIIHe cedst cpeactBo Amrican Fuzzy Lop [22] (mamee
— AFL) n koMInieke quHaMmdeckoro aHanu3a nporpamm Crusher [23], pazpabarsiBaemernii ICIT PAH.
AFL — a33ep ¢ OTKPBITBIM HCXOIHBIM KOZOM, B OCHOBE KOTOPOTO JIEKAaT HHCTPyMEHTAalsI KoJla Ha
3Tarne KOMIWIALHWN MPOTPaMMbl U NIPUMEHEHHE TeHETHYECKUX M MYTAIMOHHBIX alrOPUTMOB UIS
TIOMCKa HOBBIX TECTOBBIX CIIy4aeB M PACIIMPEHHS IOKPHITHA aHanmmu3upyemoro koza. Crusher — aTo
MHCTPYMEHTAJILHOE ~ CPEJCTBO, peanusylolee (ha33MHI-TECTUPOBAHHE C  HCIIOJBb30BaHHEM
TEHEPAIOHHBIX M TCHETHYECKHUX aJlTOPUTMOB M TMHAMHYIECKOTO CHMBOJIHOTO BBITTOJTHEHHSI.

Jnst da33uHr-TecTHpOBaHMS NPHIOKCHUH  MOJB30BATEIBCKOTO  IPOCTPAHCTBA  MOACHCTEMBI
6ezonacHoctt PARSEC st AFL u Crusher Obuti HanucaHbl JIOTOJHUTENIBHBIE «IIPOTPaMMBbI-
00epTku» (nanee — 00EpTKH), KOTOPBIE B CBOIO 0YEpeb NEPEAatoT MOTyYeHHbIE OT (az3epa JaHHbIE
B I[eJIEBYIO IporpaMmy. [Ipu 3ToM BaskHO, 4TOOBI 00€pTKa IPUHUMAIa JTF00ble HCKaKEHHbIEe 3HAUCHUSI
1 UMeJa Y3KYIO I1eMb, [0 3TOM NPHYNHE IIPU TECTUPOBAHNU OBLIO IPUHATO PELICHHE HE UCII0Nb30BATh
OJTHY 00EpTKY TS LIEJIOr0 Habopa MPUIIOKESHUH, pa3ielisis MeXy HUIMU BXOAHOM Oydep, a co3maBath
JUIS KQKIOTO TECTUPYEMOTO PHIIOKEHHSI CBOIO. JIaHHBINA MOAXO MO3BOJIMII 3HAYUTENILHO TIOBBICHTH
3¢ eKTHBHOCTh (pa33nHra U CKOPOCTh OOHAPYXKEHHS HOBBIX IyTEi MCIIOIHEHHS, YTO B COYETAHHH C
NPUMEHEHHEM COCTABJICHHBIX TS KQKIOTO TECTUPYEMOTO KOMIIOHEHTA CJIOBapel BXOAHBIX JAHHBIX
00€ecIeqmIo BBICOKHE PE3YJIbTaThl OKPHITHS 332 KOPOTKOE BpeMst paboThI IMPOrpaMMHOTO KOMILIIEKCa
TecTupoBaHus Ha «CTeH e ToBepHs». B pe3ynbTare anpodayuy JaHHBIX HHCTPYMEHTAIBHBIX CPEJICTB
TIOKPBITHE TPUIIOKEHUH (OMOIMOTEK) MOIB30BATENLCKOTO IpocTpaHcTBa, BXomsammx B PARSEC,
nocturaer 60-80% (B OTIENBHBIX CiTydasx W BbIIIE), a mapauiensHoe npuMeHeHne AFL u Crusher
00€eCIeunBatOT MOBBILIEHHYIO 3(PEKTUBHOCTh TECTUPOBAHKS M OOJIBIIYI0 YBEPEHHOCTh B KAYECTBE U
JIOCTOBEPHOCTH TIOJTyYEHHBIX pe3ynbTaTtoB. CieayeT OTMETHTh, YTO B COOTBETCTBHU C MeTomukon
BBIBJICHUS YS3BHMOCTEH IOCTIDKEHHE TAaKOTO MOKPBITHS MOXKET XapaKTePH30BATH IPOLEIYPY
(ha33uHr-TeCTUPOBaHUS Kak 3P eKTHBHYO.

s Tpebyemoro cornacHo MeToarKe BRISIBICHUS YA3BUMOCTEH aHaIM3a TOMEUSHHBIX JaHHBIX (taint-
aHanu3a) npumensiercs coznanHoe CIT PAH unctpymenTtanbpHoe cpenctBo biecna. Ono, Hanmpumep,
3¢ (GEeKTHBHO IO3BOJISIET OCYIIECTBIATH ITOWCK ITyTeH HECAHKIIMOHMPOBAHHOW IEpefadyd MEXIY
nporpammubiME MotyssiMu OCCH maposist mosib3oBaresnst (BMECTO €ro 3aTHpaHHs B IAMSITH).

Takum obOpasom, nmpumeHeHne Ha «CTEHIE MOBEPHSD» COBOKYITHOCTH PACCMOTPEHHBIX METOIOB,
TEXHOJIOTHI W PeaM3yIOINX HX HWHCTPYMEHTAJIBHBIX CPEICTB CTATUYECKOTO M JAWHAMHUYECKOTO
ananmu3a koga OCCH Astra Linux Special Edition k cocTaBsIFOIUM MOBEPXHOCTH aTAKK MOAYJISIM €€
nozcuctemsl 6ezonacHoctn PARSEC, no3Bossttor obecriednBaTh BRICOKHI YPOBEHb JJOBEPHs K HEl
Ha MPOTSDKEHUH BCEro XM3HEHHOT'O LIMKJIA €€ pa3paOOTKH, yCTpaHssi OOJIBIIMHCTBO MPOrPAMMHBIX
OLIMOOK Ha €ro PaHHUX dTanax. OTO CO3aeT YCIOBUS I PACIIPOCTPAHEHNUS! JOBEPHS JlaJiee HA BECh
nporpammMHsbIii kog OCCH.
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5. AHanumuyeckas o6pabomka pe3ynbmamoe aHasu3a

C yuerom crieunduku cucremHoro I10 npu npoBeneHNy aHaau3a ero NporpaMMHOIO KOJla OJTHOH 13
OCHOBHBIX NIPOOJIEM SIBISCTCS aHATMTHYECKas 0O0pabOTKa M MHTEPIPETAlNsA PE3YJIbTATOB TaKOTO
aHanm3a. Ha 00bp€Max nmporpaMMHOTO KOAa, THIIMYHBIX [T cucteMHoro 110, a 3To MAIIIMOHBI CTPOK,
WHCTPYMEHTAIBHBIC CPEICTBA BBIAAIOT THICAYM, 4 HHOTJA, ACCATKH THICSY MPEIYNPEKACHUN O
BO3MOXHBIX OIIMOKax, OOJBIIAs YaCTh U3 KOTOPHIX, KaK MPaBHUJIO, OKa3bIBAIOTCS JIOXKHBIMU WM HE
YUUTBIBAIOLIMMH OCOOCHHOCTH aHAIM3UPYEMOTO KOJa, YTO Hanbojee aKkTyalbHO Ul MOIYJICH Win
npaiieepoB simpa OC. BosnoxeHue o0si3aHHOCTEH 10 aHANMH3Y STHX MPEAYyNPEeKICHIA 00 ommdKax
HEMOCPEJCTBEHHO Ha  IPOrpaMMHCTOB-pa3paboTuukoB  cuctemMHoro IIO  pe3sko  cHU3UT
s dexTrBHOCTL UX PabOTHL. B CBSI3M € 3TUM HEOOXOMMBI TEXHOJIOTUH U METOJIbI, PEATU3YIOIINE X
WHCTPYMEHTAJIBHBIE CPEICTBA, aBTOMATH3UPYIOIIME O0paOOTKYy ASTHUX TNPEAYNpekICHHH, YTOOBI
nporpaMMHCTaM-pa3paboTdynkaM HHQOpMAIMs MPEIOCTaBIsIACh ¢ YUYETOM CTENEHH KPUTUYHOCTH
OIIMOKY B BUJIE, MAKCHMAJIBHO TOYHO YKAa3bIBAIOLIEM HA MECTO €€ BOSHUKHOBEHHSI.

ITockonbKy OOJBIIMHCTBO HHCTPYMEHTAIBHBIX CPEJICTB AaHaINW3a IPOrPaMMHOIO KOJAa HMEOT
WHJMBU/IyaJIbHbIE YaCcTO HECOBMECTHMbIE (pOPMaThI MPEACTABICHNUS PE3YIILTaTOB CBOEH paboThl, TO,
KOHEYHO, JUIsl JlaJibHeHIeil aHanTHueckod 00pabOTKH 3TUX Pe3yJbTaToB TpeOyeTcs peann3anus
CPE/ICTB MX MPHUBEACHHUs K €IMHOMY (OopMaTy B HEKOTOpPOW oOIed 0a3e maHHbIX. [Ipu 3ToM s
MOBBIICHNS () (EKTUBHOCTH aHATUTHYECKOH 00pabOTKH KeIaTebHO OCHAICHUE ITOH 0a3bl JAHHBIX
uHTepdeiicamy, TO3BOJISIONMMHI BH3yaIN3UPOBaTh IOIYyYEHHBIC PE3yNbTaThl aHanu3a. Hampumep,
MIPOBOJUTH Pa3METKY PE3yJIbTaTOB aHAJIN3a, COTIOCTABICHHUE TAKUX PE3yJIbTATOB, MOMYYCHHBIX JTHOO
B pa3Hoe BpeMs, JIMO00 OT pa3HbIX HHCTPYMEHTAJIBHBIX CPEICTB.

[Tpn opraHM3amyy aHATUTHYECKOH OOpabOTKM CleoyeT MMEeTh BBHIY, 4TO ais cuctemHoro 1O
(ocobenno OC) mpoBepeHHE AWHAMHYECKOTO aHAIM3a IPOTPAMMHOTO KOJa M TJIaBHOE
MHTEPIIPETALHS €TO PE3yIbTATOB SABIsIETCS O0JIee TPYTOEMKON N TEXHUIECKH CIIOKHOM 3a/auei, ueM
IUTS CTaTUIeCKOTo aHamu3a kona. C oHOH CTOPOHEI, 001IIee YHUCII0 cOO0IIeH i 00 ommbKkax (cOosx B
paborte cucremuoro 110), BeIgaBaeMbIX HHCTPYMEHTAJIBHBIMU CpPEJICTBaMH (HallpuMep, pH (Ha33uHr-
TECTHPOBAHUH) 3a MPUEMIIEMOE BPEMsl TECTUPOBAHHS, CYIIIECTBEHHO MEHBIIIE, 9YeM P IPOBEACHIH
cratndyeckoro aHanmsa koja. C Apyrod CTOPOHBI, MPAKTHYECKU BECh MATBHEUIIHNA aHAIU3 3THUX
omuOOK ¢ OONBIIMM TPYJAOM AaBTOMATH3MPYETCS M B OOJBIIMHCTBE CIIy4acB IPEATOaraet
HETIOCPEICTBEHHYIO MX 00paboTKy («pydHOID aHalN3) aHAJUTUKOM. VIMEHHO MOITOMY CpeJicTBa
JTUHAMHYECKOTO aHaJi3a Yalle BCEro MPUMEHSIOTCS HEeIOCPEICTBEHHO MOCTE BBIXOAAa CHCTEMHOTO
IO Ha cTagmio TecTUpPOBaHWS, KOTJ@a OMIMOKH, OOHApY)KCHHBIE CTATHYECKHMH aHAJIM3aTOpaMu
YCTpaHEHBI.

Kpome Toro, B ciaydae, xorjga 6osbinue 00beMbI MPOTrpaMMHOTO Koaa cucteMHoro I10O spmsrorcs
3aMMCTBOBaHHBIMH n3 cBobomHoro [1O (Hanmpmmep, korma oHo paspadatbiBaeTcsi Ha ocHoBe OC
cemeiicTBa Linux), meeT 0oJpIIoe 3HaUeHHE IPUMEHEHNE TEXHOJIOTHI 1 METOAOB CTATUCTHIECKOM
00paboOTKM pe3ynbTAaTOB aHaIM3a. DTO IO3BOJIMT BBIABIATH AHOMAJbHBIC H3MEHEHHWS B TaKOM
3aIMCTBOBAHHOM KOZI€, YTO MOXKET yKa3blBaTh Ha HEOOXOAMMOCTH OoJiee AETATBHOTO aHanu3a
BBISIBJICHHBIX B HEM OILIHOOK.

[pumenutensro k OCCH Astra Linux Special Edition B paMkax paccCMOTPEHHOTO B MPEABLIYIIEM
pazzerne crenuatbHOrO0 KOMITBIOTEpHOro rnosurona — «CTeHa IoBepHs» pa3BepHyTa 0a3a JaHHBIX,
Ha3BaHHas «ba3oil maHHBIX nOBepus». B Heil coOuparorcst naHHbIE OT BCEX MHCTPYMEHTAIBHBIX
CPEACTB aHaJM3a MPOrPAaMMHOTO KOJA, OCYIIECTBISIETCA MX aHAJHTHYeCKas o0paboTka, I 4ero
cnenmanuctamu 'K Astra Linux pa3pabaTeIBaroTCsi COOTBETCTBYIONINE CPEICTBA aBTOMATH3ALINH, B
TOM YHCJIe BKITIOYAIOIIME HHTEepdeiCh BU3yann3anny pe3yIbTaToB Takoil 00padoTKH.

s obecrieueHNs BOSMOYKHOCTH PEaH3alliy eHOT0 HHTepdetica paboThl ¢ IpeaynpexIeHHAMH,
MOJTY9EHHBIMHA OT PA3IMYHBIX HHCTPYMEHTAIBHBIX CPEJICTB CTATHIECKOTO, TMHAMHYECKOTO U JIPYTHX
BUJIOB aHAIN3a, C MPHUBS3KOH K HMCXOJHOMY KOIy TECTHPYEMBIX KOMIIOHEHTOB, OCYIIECTBIISICTCS
aBTOMAaTHU3UPOBAHHOE COINOCTABICHHUE IIOJNYYEHHBIX pE3YJIbTATOB 110 3HAYNTEIBHOMY YHCITY
[IapaMeTpOB, BKIFOYAst TUII ¥ MAOIOH OMMCAHUS OIIHOKH, YPOBEHb JOCTOBEPHOCTH, MECTO CPabOTKH,
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MOCJIEZIOBATENBHOCTD BBI30BOB, MPUBOIAIINX K OMINOKE,  TAK XK€ APYTUe 3HAYNMBbIE XapaKTEPUCTHKH,
HepedeHb KOTOPBIX MOCTOSHHO pacmupsierca. [lomumo 3T0oro, B (pyHKIHMOHAIBHBIE BO3MOXKHOCTH
«ba3bl TaHHBIX JOBEPHS BXOAUT MPUMEHEHHE aJITOPUTMOB MAIlIMHHOTO O0YYIEHHS [UIS ONIPEISIICHIUS
YPOBHS JOCTOBEPHOCTHU IOJY4aeMbIX Pe3ylbTaToB aHaiu3a. OOyueHue MPOBOAUTCS HA HOCTATOUHO
00BeMHBIX HA0Opax JaHHbBIX, IPEIBAPUTEIBHO 00pa00TaHHBIX aHAJIUTHKAMHU HA MPEIMET BISIBICHUS
JIOKHBIX Cpa0aThIBAHUH W KOPPEKTHPOBKH, NPH HEOOXOIMMOCTH, CTEIEHW KPUTUYHOCTH
HpeayNpeKIeHUH, TeHCTBUTENLHO CIIOCOOHBIX IPUBECTH K BO3HUKHOBEHHIO OIIMOOK. Takoi noaxon
o0ecreunBaeT BO3MOXKHOCTh TPUMEHEHUsI HAaKOIUICHHBIX DPE3y/IbTaTOB IPH aHajiu3e Kak elle He
3aTPOHYTHIX KOMIIOHEHTOB MpuUKIagHoro W cucremHoro [1O, Tak W HOBBIX BepcHi paHee
MPOTECTHPOBAHHBIX MTAKETOB, B MCXOIHBIX KOAAX KOTOPBIX BO3MOXHBI CYIIECTBEHHbBIC N3MEHEHMS,
Kak HalpuMep MpHU nepexoie Ha HoBYyto Bepcuto sapa OCCH.

B xome aHanuTHueckoil 00paOOTKM TIIPU ONPENENCHUM YPOBHS KPUTUYHOCTH BBISBICHHBIX
WHCTPYMEHTAIBHBIMH  CPEACTBAMHM OIIMOOK B MPOTPAaMMHOM Koae (M, Kak CIEICTBHE,
MPUOPHUTETHOCTH WX YCTPAHECHWS) YUUTHIBACTCS HAJMYUE COOCTBEHHBIX peanm3oBaHHBEIX B OCCH
cpezacTB 3amuTH B €€ moacucteMe 6ezomacHoctd PARSEC, popMupyromieit moBepxHOCTh aTakd. T.e.
takue ommoOkn B PARSEC mpoxomsar gepe3 camblif TmiatensHBIN aHamm3. Bmecte ¢ Tem B «baze
JAaHHBIX JIOBEPHS» OCYIIECTBISIETCS COIMOCTABJICHHWE OIIMOOK, OJHOBPEMEHHO BBISBICHHBIX
CpeICTBAMU CTaTHYECKOTO W IMHAMHYECKOTO aHallM3a, YTO YIPONIAeT IPOIECC OLCHHWBAHUS HX
JOCTOBEPHOCTH W KPUTHYHOCTH. JIJIi HEKOTOpPBIX THUIOB OIIMOOK armpoOHPYIOTCS MOAXOJBI,
MO3BOJISIOIIME HA OCHOBE PE3y/bTaTOB, MOTYUYECHHBIX CTATUYECKUMH aHATM3aTOPAMH, OCYLIECTBIATh
ABTOMATU3MPOBAaHHYIO IT'eHepalrio HabOpOB BXOHBIX JAHHBIX IS CPEJICTB AMHAMUUECKOTO aHAJIN3a,
BBITIOJIHSIOIINX JIOTIOJHUTENBHYIO IPOBEPKY BOCHPOW3BOAUMOCTH HAWIEHHBIX IMOTECHIMATBHBIX
OIIHIOOK.

[lpn sTOM paspabaTeiBarOTCS TMOAXOABI O 00pabOTKE pe3yJbTAaTOB CTaTHYECKOTO aHAIU3a
MpOrpaMMHOTO KoJia rojicucteMbl Oezonactocti PARSEC B coueTaHuu ¢ METOIaMH U TEXHOJIOTHSAMHU
JEYKTHBHOM Bepr(DUKALMK 3TOTO KO/Ia C PUMEHEHHEM MHCTpYMEHTabHOro cpenacrea Frama-C. B
O0COOEGHHOCTH TOW 4YacTW KOJa, KOTOpas HENOCPEICTBEHHO peansyeT (QyHKIMH yIpaBlieHUE
noctyrnoMm coriiacio MPOCIT I1-monenu. 3amanue crenudukanuii Takux ¢yHknuit Ha ACSL u
JajpHeWImass uX BepH(UKAIMs B3aWMHO JONOJHSIOT W Pa3BUBAIOT TEXHOJIOTMH W METOJBI,
HCTIONb3yeMBIe IIPpU 00pabOTKe Pe3ysIbTaTOB CTATHIECKOTO aHAIN3a.

B wrore mporpammuctei-pazpaboranku OCCH Astra Linux Special Edition momydaroT TombpKo
JIOCTOBEpHYIO0, BEpU(PUIIMPOBAHHYIO AHAIUTUKAMH HHpOpManuio 00 OmHOKax C pasbsICHEHHEM
NPUYMH BO3HUKHOBEHHS, U, BO3MOKHO, C IIPEAJIOKEHUEM CIIOCOOO0B MX yCTpaHeHHs. TakuM oOpazom,
MO CyTH TpeOOBaHHE OTCYTCTBHS (MHHHUMH3ALMHM /IO ONPENCTIEHHOM CTENeHH KPUTHYHOCTH)
BBISIBIISIEMBIX MHCTPYMEHTAJIBHBIMU CPECTBAMH CTaTHUECKOTO M TMHAMHUYECKOTO aHaJIM3a OIIHOOK B
MPOrpaMMHOM KoJie CTaHOBUTCA A7 pazpabotunka OCCH cranmapTom KadecTsa.

6. 3akro4eHue u HanpaeJsieHusl pasumusi

B HacTosmiel craThe MpoaHANIM3UPOBAHBI OCHOBHEIC HATIPABJICHUS (POPMHUPOBAHUS METOIOJIOTHH
paszpabotku Oe3omacHoro cuctemHoro [IO, B TOM dYwWcie JESTENBHOCTh IO Pa3BUTHIO
COOTBeTCTByIOHIeﬁ HOpMaTPIBHOﬁ 63,351, BKJIFOYast HpO(i)I/IJ'IBHI)IC HallMOHAJIbHBIC CTAHAAPTHI, CO3/ITaHUEC
1 Bepudukanus GopMaIbHBIX MOJIETEH YIIPaBIeHUS JOCTYIIOM, METO/IbI 1 TEXHOJIOTHH CTATHIECKOTO
W JUHAMHYECKOTO aHalW3a MpOTrpaMMHOTO Kojaa cucrtemHoro I[1O, aHanmutudeckoit oOpaboTku
JAHHBIX, TOJMy9aeMBIX B XOJ€ aHajlM3a IporpaMMHOro koma cucremuoro I1O. Drtor mporecc
(hOpMHUpOBAHUSI METOJOJIOTHHU €lIe JAJIEK OT CBOEro 3aBepIICHHs, TPEOYIOT COBEPIICHCTBOBAHUS
MHOTHE COCTaBJISIIOIIHE €€ TEXHOJIOTHH U METO/Ibl, B OCOOCHHOCTH HAaIlpaBJICHHBIE Ha OIIPEACIICHNE
TITyOMHBI MTOBEPXHOCTH aTaKd M HAa aHAJM3 IporpaMMHOro koma cuctemuoro I1O ¢ yu€rom ero
00beMOB ¥ CIOXHOCTH. Kpome Toro, tpeOyeT paclMpeHHs CIEKTp MOAICPKABACMBIX
WHCTPYMCHTAIBHBIMU CpPEJICTBAMU aHAM3a KOJA S3bIKOB IMPOTPAMMHPOBAHHS M aNapaTHBIX
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wiatpopM, B MEPBYIO Ouepenb Oa3MPYIOIIMXCS HAa OTEYECTBEHHBIX IIPOIECCOPAX TAaKHX, Kak
«Qnpdpyc» n «batikamy.

B T0 ke Bpems yke MMEIOIMINIACS OTBIT YCIICITHOH anpodauu MeTogonoruy npu co3ganuu C3U na
ocaoBe OC cemetictBa Linux, Bimowas OCCH Astra Linux Special Edition, moarsep:xmaer
MPaBHIIBHOCTH BRIOPAHHBIX HANIPABICHUH €€ OPMHUPOBAHHA U BOCTPEOOBAHHOCTD B JATbHEHINIEM IIPU
pa3pabotke 6e3omacHoro cucteMHoro [10 u obecrieueHUH 10BEpUst K HEMY.
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AHHOTauMs. B urore BbINOJHEHHS PabOThI, OPHEHTHPOBAHHOH Ha MOBBIICHHE 3()(PEKTUBHOCTH CHCTEMBI
nHMOPMAIMOHHON 6e30MacHOCTH 3a CYeT Pa3pabOTKU OHTOJOTHYECKONH MOJENH M IOJIXOZa Ha €€ OCHOBE K
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CHIDKCHHSI BPEMEHHBIX 3aTpaT Ha IIPHHATHE YIPaBICHYECKHX penieHHH. B KoHIe paboTel HpoBeseH
CPaBHUTENBHBIA aHAIN3 CYLIECTBYIONIUX MOAX0M0B U METOANK K yIpasieHuo puckamu b u omiceiBaeMbIit
noxxon. Ha ocHoBe pa3paboTaHHOW OHTONOIMH M IOAXOJa Ha €€ OCHOBE MOTYT OBITh CO3/aHBbI
BBICOKOMHTEIUICKTYaJIbHbIE CUCTEMBI ynpaBiieHus puckamMu b i cucteMoit 3a1uThl HHHOPMALUH B LIETOM.
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Abstract. As a result of the work focused on improving the efficiency of the information security system
through the development of an ontological model and an approach based on it to ensure information security
(1S) risk management, a flexible result was obtained, which is designed to ensure an increase in the efficiency
of the information security system by reducing the time spent on managerial decision-making. At the end of
the work, a comparative analysis of existing approaches and techniques to information security risk
management and the described approach was carried out. Based on the developed ontology and approach,
highly intelligent information security risk management systems and the information security system can be
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1. BeedeHue

WNndopmannonnas 6ezomacHocts (Mb) sBnsercss ofHMM W3 BaKHEWIIMX MPOLIECCOB JIHOOON
CepbE3HOM COBPEMEHHOM opranusauuu. IloaToMy crpoxaimmii konTpons Han b u ynpasineHue
€10 B pEeXHUME pEalbHOI0 BPEMEHM SIBJISIOTCS HSK3UCTCHLMOHATIBHON HEOOXOIUMOCTBIO [UIf
coBpeMeHHOM opranuzanuu. Cerogus sapom Wb aBistoTcs aHanu3 U yIpaBleHUE
nHpopmannoHHeiMA puckamu (MP). IlosTromy wn3ydeHue, co3maHWe ¥ BHEAPCHHE CPENCTB,
aBTOMATH3UPYIOIUX Mpolecc aHanusa M ynpasieHus HMP, gBIAOTCS BecbMa aKTyalbHBIMH
3amadaMu i1 Jroboro cnenuanucta B oonactu Mb. Bens 310 mo3BoMIsSeT 310pOBO COKPATHTE BpEMS
Ha NMpHHATHE ynpaBieHdeckux pemeHuit (IIYP).

OpHUM W3 AaKTyaJbHEHIIMX WM MHOTOOOCIIAIONMX HAIPAaBICHUH IPH PEIIEHHH IPOOIEMBI
aBTOMAaTH3allMd INPOLECCOB aHanu3a M ympasineHus, kak WP, tak m Wb B menom sBusercs
npuMeHeHne dkcrepTHeIX cucteM (DC) monmepkku npunatus pemennii (I1I1P), mo3Bomsromux
BBITIOJTHUTH JILBUHYO TOTI0 (QYHKIHH ¥ pyTHHHBIX ONepanuii, BEIMOIHIEMBIX OOBIMHO IIEPCOHAIOM,
YTO CHJIBHO COKPATHUT BPEMsI Ha IIPUHSITHE MPABIIBHBIX HEOOXOIUMBIX YIIPABICHUYECKHX PELIICHHUH.
B ycnoBusix, xorya BbICOKasi: TUHaMHKa M3MeHeHUs: TpeGoBanuii mo b, nuHamuka n3MeHeHUs
METOJ0JIorHuecKkux noaxoaos k b, nuHamuka nsmeHenuss MEHeHu# sxcneptos no b, nunamuka
n3MeHeHHs: (HaKTOpOB, BIMSAIONIMX Ha HMH(OPMALMIO, JOTUYHBIM M OIPAaBIAHHBIM SIBISETCS
IIPUMEHEHHE TUHAMHUYIECKHX dKcnepTHBIX cucteM ([DC). Ho nMineMeHTanus cuCTeM yIpaBieHHUs
Wb na 6aze ADC IIIIP 3arpynHeHa HeXBaTKoOil Hayd4HO OOOCHOBAHHOT'O METOJAMYECKOTO H
METO/I0JIOTUYECKOT0 anmnapara, yIuThIBaIOLIEro He TOINBKO TpeOOBaHMS M CHENU(HKY YIPaBICHHS
Wb, B TOM duucie MHEHHE OHKCIICPTOB KOMIIAaHWH, HO M BAXKHYIO CHEHU(UKY peanu3aliu
uHppacTpykrypsl nHbOpManuoHHbIX TexHosorui (UT).

J9C 310, pexIe BCero, CUCTEMbI, OCHOBAHHBIE HA KCIIEPTHBIX 3HAHMAX B NMPEAMETHOH 00IacTH
(ITpO). B nacrosmiee Bpems, it popmanmzanuu [IpO HUCHONTB3YIOTCS OHTOJNOTHH. A JHHAMHUKA
N3MEHEHHs] TpPeOOBaHWI, METOMOJOTMYECKHX MOAXOJ0B, MHEHHH O3KCIIEPTOB, BIIMSIONIMX Ha
nHpopmanuio HakTOpoB M T.A., MOKHO IIPOCTO PACCMATPUBAThH Kak 00ydeHne oHTosnoruu. O0yuuTs
OHTOJIOTHIO 03HAYAET IPOCTO KOPPEKTUPOBATH B HEN 3HAHMSI WU JOIOTHUTH €€ HOBBIMH 3HAHUSAMM.
CerotHs MBI 3Ha€M, 4TO TpoIiecc 00yIEHHUsI OHTOJIOTHH MOKET OBITh TIOJIHOCTHIO aBTOMAaTH3UPOBAH
Pa3IMYHBIMH TEXHUKaMH (TIpaBUJIaMH BBIBO/IA, MAIIMHHBIM 00Y4EeHUEM, IPEIeICHTHBIM II0IX0/I0M
u T.A. 1 T.1.). CrenoBaTensHO, MoXkeM paccMmarpuBath /I3C, oCHOBaHHBIE HAa OHTOJIOTHIO, T.C.
onronoruueckue I93C (OJ3C). Brimie ckazaHHOE U ONIPEESIIIO HAILY TEMY U THIIOTE3Y.
IIpennonaraercs, uyto cozganue ontojoruu IIpO «Ympanenue puckamu Wby sBnsgerca oueHb
Ba)KHBIM LIIArOM K ITOCTPOCHUIO 3 (HEeKTHBHON HHTEIIEKTYaJIbHOW CUCTEMBI aHAJIM3a U YIIPABICHHS
puckamu 1B. C mOMOIIBI0 OHTOJIOTHH MOYKHO 10 METbYaHIIINX MTOAPOOHOCTEH OOBSICHUTH MAaIINHE
CMBICH TIOHSTHSA M YKa3aTh €ro NMpaBHIbHOE HCIONb30BaHHe. OHTOJIOTHS MOXKET COJIEpXKaTh BCE
3Hanus [IpO, B TOM dYnciie akCHOMBI M TPaBHIIa JIOTHYECKOTO BBIBOJAA. Kak TOMBKO MBI CyMemH
OOBSCHUTb,  IO-HACTOSILIEMY OHTOJOTMYECKHM IIOJXOJOM, MAaIlIMHE 4YTO TaKOE «PEecypey,
«IEHHOCThb PECypcar, «yrposay», «ys3BHUMOCTbY», «BEPOSITHOCTb YCIIEHIHON peannu3aludl yrpo3bl»,
«x0dpuIMEeHT pa3pyHMINTETbHOCTH», «HETaTUBHOE COOBITHE», «4acToTa BO3HHKHOBEHMS
HeOIaronpuaTHOr0 COOBITHA 32 (PMKCHPOBAHHBIN NMPOMEXYTOK BPEMEHM», «PUCK», «yIIPABJICHHE
pHCKaMK» U T.JI., TO CHCTeMa Ha OCHOBE OHTOJIOTHH Oy/IeT criocoOHa Oe3 KosiebaHuii 00HapyKHUBaTh
HeraTuBHBIE COOBITHS, YS3BUMOCTH, YIPO3BI, OIPEAEINTHh PHCKH, JaTh PEKOMEHMAlMHd U T.J.
KoHneuno, Bce 3aBUCUT OT CTETIEHH pa3pabOTaHHOCTH W KadecTBa dTOW caMoil oHTojoruu. Torma
pacmiozHaBaaus npobiem Mb OyxeT ocHOBBIBAaThCSI Ha 3HAHUAX W NPaBHIIaX JIOTHYECKOTO BBIBOJA.
[IpaBuia mo3BOJIAT U3BJIEYB JaKe CIOKHBIE IMIUTUITUTHBIC (HE SIBHBIEC) 3HAHMUS, YTO B CBOIO OYepeb
MIO3BOJIUT HE BKIFOYUTH B OHTOJIOTHIO BEIBOANMBIE 3HAHUS, T.€. COKpAIaTh 00BEM pabOTHI U CHIBHO
ONTUMU3UPOBATH KAaK CaMy OHTOJIOTHIO, TaK U IPOLENYpPYy PACIO3HABAHUS YSI3BUMOCTEH, yrpo3 H
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T.1. Ha €€ ocHOoBe. OTCIO/a HaIlla TUIIOTE3a O TOM, YTO MOJHAsl U HEMPOTUBOPEUMBAS OHTOJIOTHS
IIpO «Ympasnenne puckamu Mb» ¢ COOTBETCTBYIONTUMH MTPaBUIIAMH JIOTHIECKOTO BBIBOJIA, B TOM
YHUCclIe C YYETOM MPEIEJCHTOB SBIAETCA HEOOXOAMMBIM M JIOCTaTOYHBIM (DyHIAMEHTOM
3¢ PEeKTUBHOI MHTEIUIEKTYalbHON CUCTEMBI YIIpaBJIeHUs puckamu. OTcroa NeIH U 3a1a4u JaHHOH
padoTHI.

O0BbeKTOM TaHHOW paboTHI SABISIETCS cUcTeMa ympaBieHus puckamu Ub. IIpeameroM paOoTHI
SBJISIETCS OHTOJIOTMUECKOe olecrieueHne cucteMbl ynpasieHus puckamu Wb. Ileabio sBisiercs
MOBBIIIEHHE KauecTBa U 000OCHOBAHHOCTU IIPUHUMAEMBIX PElIeHUH Npu ymnpasieHuu puckamu Ub
3a c4eT opraHu3anuu uHTeekryansHol I1TIP Ha ocHoBe oHTONOrMM [IpO «YIpaBneHue puckamMu
Wby, BkItoyarole ’KCIepTHbIE 3HAHUS (CTaHAAPTHI, IPABOBBIE HOPMBI, KOHIIENTHI, POLECCHI,
OTHOIIICHMSI, TPEOOBaHUS W OIPAHUYCHHUS, pEIIAIOIINEe MpaBuia, (OPMYJIBI, AITOPUTMBI,
NPENEACHTHI U T.4.) U PAacCyKACHUHN 110 HUM.

Jlnst OCTIKEHUsI yKa3aHHOH Lenu TpeOyeTcs peleHHe CIEAYIONIHX 3a1ad.

1) Cocrasnenue onronoruyeckoit momenu IIpO «Vrpasnenue puckamu Uby.

2) CocTraBieHHE OHTOJIOTMYECKON MOZIEIH TpolLiecca yrpaBieHu: pruckamu Ub.

3) Omnpenenenue MecTa ¥ posd yrpasienus puckamu b Ha ocaose OJ1DC IIITP.

4) VYnpasneunue puckamu b Ha ocHoBe OJ1DC TIITP.

5) Crpykrypa noaxoaa Ha ocaose OJ12C IIITP.

6) Oumenka s3¢dpexruBnoctu C3U na ocHose OAIC TIIIP.

JlanHas paboTa SBJISICTCS] BXKHOM COCTABHOM Y4aCThIO OOJIBINIOM HCCIIEIOBATEIILCKOM PaOOTHI, IIETIBIO
KOTOpOIl sBiseTcs pa3paboTKa, peanu3alusl U UCCIIEOBAaHHE COBPEMEHHOW MHTEICKTYalbHOU
cuctemsl noanepxxku IIYP no UMb ¢ npumeHeHueM noaxoja OHTOJIOTMYECKOTNO WHKMHUPHUHIA,
KOTOpast Obl YUNTHIBaJIa TpeOOBaHMS M OTPaHUUCHHSI HOPMAaTHBHO NPaBOBOM AoKyMeHTalmu o Ub,
MHeHust skcrieproB 1o Wb u cBszun mponeccoB UMb, u kotopas Obl obecrnedmia MOBBIMICHUE
addekTuBHOCTH crcTeMbl 3amuThl HHpopMaruu (C31) 3a cueT cokpalieHus BpeMEHHBIX 3aTpaT Ha
I1yP.

2. OHmMonozu4eckoe modenupoeaHue npedmemHol obnacmu
«YnpaeneHue puckamu Ub»

2.1 OHTonorusa NMpO «YnpaBneHue puckamu Ub»

2.1.1 OcHoBHbIe KoHuenTbl MpO

W3 aHanu3a HOpPMAaTHBHO-TIPaBOBOi 0a3bl [1]-[29] ObLia BBIABICHA COBOKYIHOCTH 0a30BBIX
koHuenToB [IpO. Hmwxe nepeurcieHsl HEKOTOPBIE KOHIEITH 3TOH COBOKYITHOCTH.

AKTHB — 1100251 IEHHOCTh OpraHu3aliy. EcTb cienytonmye BUabl akTHBOB: MaTepUalIbHbIE AKTHBEI
(mampumep, oOopyzoBaHHE), (HUHAHCOBBIE AaKTUBBE, HH(MOpManMoHHbe akTuBel (MA),
YeJIOBEYECKHIE aKTUBBI (JIFOJIU M UX KBATM(UKAIWS, HABBIKH U OIIBIT), IPOIECCHI, HEMaTepHaIbHbIC
aKTHUBHI (Hanpumep, peryrtaius, uMuk). Undopmanuonnsie akTussl (MA) — nHQOpMaIMOHHEIE
pecypcel, B TOM YHCJI€ Pa3lWYHbIe BB WHPOPMANNH, HNUPKYIUPYIOUHE B HHOOPMAIIMOHHOMN
CHUCTEeME Ha BCEX JTamax >XU3HEHHOTO IWKIa (TeHepamws, XpaHeHHe, oOpaboTka, mepenada,
YHHUYTOXEHUE), WIIN cpelcTBA 00padoTKH nH(popManum.

ATaka — TIOTBITKA peayu3aluy yrpo3bl (YHHITOXKEHUS, PACKPBITHA, W3MEHEHHUS, OJIOKHPOBAHUS,
Kpaku, TMOJTy4eHHUs HECAHKIIMOHUPOBAHHOTO JOCTYNA K aKTUBY WJIM €r0 HECAHKIIMOHHMPOBAHHOTO
ucronb30BaHus. Yrpo3a UB — cOBOKYIHOCT YCIIOBHH U ()aKTOPOB, CO3AIOIMINX MTOTEHINAIBEHYIO
WY pealibHO CYIIECTBYIONIYIO ONacHOCTh HapyiieHus Mb. Yrpo3a — noreHunansHas BO3MOXXHOCTb
UCIIOJIb30BaHUs YSI3BUMOCTH. UHTEHCHBHOCTH Yrpo3bl — OTEHIMAIBHBIN yliep0, KOTOPBIA MOKET
OBITH HAaHECEH OpraHU3allMK B CIIy4ae pealn3aliy JaHHOI yrpo3bl. YSI3BHMOCTH — HEJJOCTATOK B
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aktuBe win B C3W, ucmone3ys KOTOPHIi, MOKHO HAMEPEHHO HApYIINTh €€ [EIOCTHOCTh M BBI3BATh
HempaBwibHyI0 paboTry. HeratuBnoe codbiTue (HC) — coObTHe, KOTOpPOE MOXET TOPOIUTH
yTpO3bI pecypcaM (aKTHBaM), 331€iCTBOBAHHBIM B OCHOBHBIX MPOLIECCaX OpraHU3aIUH.
OcHoBHoil npouecc (OII) — 5TO COBOKYIHOCTbh B3aMMOCBSI3aHHBIX MEpONPUATUN WU 3aad,
HaTpaBJICHHBIX HA CO3JJaHNE ONPEeNEHHOTO MPOAYKTa WITH YCIYTH I oTpedurenei. [Ipomece —
arperupoBaHHbIN aKTHB, KOTOPHIH OMEpUPYeT BCEMU APYTUMH aKTHBaMU IS JOCTIKCHHS OM3HEC
ueneit opranusanuu. [Hommpomece (ITIT) — mporiecchl, pabOTHI, BXOASAIINE B COCTaB OCHOBHOTO
Tporiecca M MpeCTaBIIoINe COO0 TakKe MPOIECCHI.

Puck B — BO3MOXXHOCTB TOTO, UTO AAHHAS YTPO3a CMOKET BOCIIOJIB30BATHCS YA3BUMOCTBIO aKTUBA
WJIM TPYIIIEI aKTHBOB U TEM CaMbIM HaHeceT yiep6 opranu3anui. MHGpopManmoHHbIi pUCK — 3TO
OMACHOCTh BO3HHMKHOBCHHS YOBITKOB WM ymiepba B pe3ylbTare NPUMEHCHUS KOMIAaHUCH
HHPOPMANMOHHBIX TexHoyoruil. I[lpmemiieMblii PHUCK — TakoW pPHUCK, C KOTOPBIM JIUIIO,
npunumaroniee penrenus (JIIP), B umeromieiics cutyanuu MOXeT CMUPUThCS. ToJlepaHTHBIN pUCK
— TpeCTbHBIN YPOBEHb PUCKA, KOTOPBIH OpraHM3alds MOXET BBIICPKATh 0€3 3HAYUTEIHHOTO
ymep0ba 1t cBoel (MHAHCOBOW M KOHKYPEHTHOM MO3HIINH.

Crparterusi 3alIUTBI OT YIpo3 - 3TO OOINas, paccuMTaHHas Ha MEPCIEKTHUBY PYKOBOIALIAs
yCTaHOBKA MpU opraHu3anuu u obecnedenuu Wb, HanpasieHHast Ha TO, foCTUTATUCH 1ienu Wb mpu
HanboJee parMoOHaIHFHOM PACXOIOBAHUN UMEIOIIHUXCS PECYPCOB.

¢ deKTUBHOCTH CpeacTBA — OIEHKA, KOTOpas OTpakaeT, ¢ KaKOW BEPOSTHOCTHIO MPUMEHEHHUE
JTAHHOTO CPENICTBA JIOKAJIH3YeT COOTBETCTBYIOIIYIO €My 0a30BYIO YyIpo3y.
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‘;.,\.. et |
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Puc. 1. Onmonoeuueckas modens IIpO « Ynpasnenue puckamu Uby»
Fig. 1. Ontological model of subject area «1S Risk Management»
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2.1.2 OHTONnorn4yeckas mogens MpO

Ha puc. 1 otobpakena onromorudeckas monenb [IpO «YnpasieHue puckamu Mby.

JlaHHas oHTOJIOrMYECKas MOAEIb OTPaKaeT B3aUMOCBA3b OCHOBHBIX KOHIIENTOB U KOMIIOHEHT
YIpaBJIEHUS] pUCKaMU KOMILIEKCHOU cuctembl Ub.

2.1.3 XapaKTepuCTUKN HEKOTOPbIX KOHLEeNTOB oHTonorum MNMpO

Ha puc. 2 u 3 npencrasnens! B Bune ER-nguarpamm cBoiicTBa, orpaHUYeHUS U B3aUMOOTHOIIICHHS

HCKOTOPLIX KOHIICITOB OHTOJIOTHUHA HpO

KowmmenTapui

binary
JHANGHHE DLIEHKA varchar

f # 10 scnpoca integer
!-.f 10 nonnaceaTens integer

K OUeHkE varchar

Tin v

Mapone

Homep rypa intager
Hontacearenn
— [:-% ID nonssoeaTens integar

Waanucy  varchar

WImA yeeTHOR 3annck varchar

PeiTuHr nonsadEaTens yarchar

varchar

Wkane:
|5 1D wiane!

Tun Wk ans

Ko
LLar wkanel

Cnvcok Taps

Hauzans-oe sHauskue integer

Peaynuramsd
|5at 1D pewneTara infeger
CORMARR OLEHKS JKCT 8 PTOE Tost
MoaocTan ougHka float I
| Coennzeseewennan oueHka float
Mzgnaqa float

Hut#HAA rpaHnLE OoBeOKTeNsHOM WHTepBana  float

BepxHAR IpAHINLA foaspuTenkHoro uHTepeans  float

integer <
varchar

Integar

warchar

| Homep ypa ineger |
| 10 sonpocs integer
| HenAeTeA i A3HHLI DETMETAT KOHEUHEIM binary

|BOI'I|'JOE-hI

v | ;i Intager

! TeKET EONPOCA varchar

| 1D wxans integer

| MlanycTuiaoe 3HAYSHKE ADRERATENRHOM HAETEpSana  float

| Homep rekywesm tvpa infeger

Puc. 2. Xapaxmepucmuxu nonsmus’ Bonpoc, [lkana, Oyenxa, llonvsoeamens, Pezyromam
Fig. 2. Characteristics of the concept: Question, Scale, Assessment, User, Result
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Axrng_MN Haumenoparme
% id
AKTVE
Noanpouecc - T
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Puc. 3. Xapaxmepucmuxu nowamus. Axmus, Yeposza, Hecamusnoe coovimue, 3awyumuas mepa, Ocnognoii
6azoevil npoyecc, Iloonpoyecc, Pezynomam
Fig. 3. Characteristics of the concept: Asset, Threat, Negative event, Protective measure, Main basic process,

Sub-process, Result
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XapakTepHUCTUKH KOHIICTITOB Ha AWarpaMMax (puc. 2 u puc. 3) mpeAcTaBiIeHbl B TAKOM BHJIE TOJIBKO
Uil ynoOcTBa uTeHHs W HOHATHOCTH. OHM Ha CaMOM [ielie ONKCBHIBAIOT JK3EMILLIPHI KIIACCOB
COOTBETCTBYIOIIUX KOHIICIITOB OHTOJIOTHH U SIBIIIOTCS YacThIO €€.

2.1.4 Bo3MOXHble Bonpochbl (3anpochkl) K oHTonoruu MpO

3anpockl K OHTOJIOTHH OCYIIECTBISIOTCS JJIs W3BJICUCHUS SBHBIX M HESIBHBIX 3HaHUN n3 Heé. B
IaHHOI pabote oHTONOTHA TpencTaBieHa cnennpukamusvu IDEF. B Oynymem s n3BiedeHus
OoIbIIIe BRITOABI U3 Hee, OHa OyIeT pearn3oBaHa CIIeHU(UKAIISIMA H CPEICTBAMH CEMaHTHUECKOTO
BeOa. [Ipu peammanun onrtomormu cnemmpukanusmu (RDF/RDFS, OWL, SKOS, FOAF, DC,
vCard u T.1.) 1 cpeacTBamMu (protége M ero IIarnHaMu, rpagaMu 3HaHUH H T.J.) CEMaHTHYECKOTO
Beba, TO 3ampocChl NI W3BJICUCHUS SIBHBIX 3HAHUN MOTYT OBITh OIMHCAHBI C MOMOIIBIO SI3BIKA
3arpocoB SPARQL, a 1y u3BiedeHHs HESBHBIX (CKPBITBIX) 3HAHWH, C TOMOINBIO IPABUI
JIOTHYECKOTO BRIBOA, MOXHO pIMEHUTH s1361ku SHACL, PIN, SWRL u nogo6HsIe.

Hwxke nana BepOanbHas GopMyTupoBKa MPUMEPOB BO3MOYKHBIX BOIIPOCOB (3alIPOCOB) K OHTOJIOTHH

[IpO.

e SIBmsAeTcs M JAHHOE COOBITHE HETATUBHBIM COOBITHEM?

o  KakoBBbI HEraTUBHBIC TIOCIICICTBHS JAHHOT'O HETATUBHOT'O COOBITHS?

e Kakwue yrpo3sl BbI3BIBaeT JaHHOE COOBITHE?

o Kakwue ysS3BUMOCTH MOKET SKCIUTYaTHPOBATh JaHHAS yrpo3a?

e Kakwue ysI3BUMOCTH MIPUCYTCTBYIOT B CHCTEME?

e Kakwue yrpo3sl MpUCYTCTBYIOT B cUCcTeMe?

e KakoBO NpOUCXOXKIEHUE YTPO3bI?

e Kakue coBMECTHMBIE MEPHI M CPEICTBA 3alIUTHl ONTUMAIBHO BBHIOPATH JIJIsl TaHHOU yrpo3b1?

o Kakme coBMecTUMBIE MEPHI U CPEACTBA 3aIIMTHI ONTUMAILHO BEIOPATh MU JaHHOTO Habopa
yrpo3?

e  CoBMECTHMBI JIM JJAaHHBIE Mepa M CPECTBO 3AILUTHI?

e PemaroT v JaHHYIO YTPO3y JaHHBIE MEpa U CPEIICTBO 3AIIHUTHI?

e [lo xakuM mapameTpaM ONTHUMAaIbHO BHIOMPATh COBMECTUMBIE MEpa U CPEICTBO 3AIIUTHI JIJIs
JAHHOH yTpo3bl win uX Habopa?

e OTBEYaOT JM JaHHBIE Mepa U CPEJCTBO 3aIIUTHI TPeOOBAaHUSAM JAHHOTO POCCHUICKOTO WU
MEXITyHApPOIHOTO cTaHmapra?

e OTBevalOT JIM JaHHBIC Mepa U CPEACTBO 3aLIUTHI TpeOoBaHUAM naHuoi HIT/(?

e KaxoBa mpuemMieMocTh TaHHOTO pUCKa?

2.2 OHTONOrNYecKas Mmoaenb npouecca ynpaBsneHus puckamm Ub

OHTOJIOTHSl JaHHOTO TIpolecca Oa3upyercsi Ha JBYX TJIaBHBIX IOHSTHSX: IPOCYET PHCKOB MU
06paboTka prckoB. C 3TUMHU HOHATHSIMH CBS3aHBI CIEIYIONINE BaXKHBIE MOHATHA: yrpo3sl Ub; A
(0OBEKTHI BO3JICHCTBYS); HCTOUHUKH yI'PO3; BO3ACHCTBHUS HAa OOBEKTHI 3AIIUTHI.

IIpu mpocuere pUCKOB ONPENEISIOTCS: ONACHOCTb YIPO3bl; BEPOATHOCTb PEAIM3allUU YIPO3bI;
YS3BUMOCTH peaii3aliyd YIpo3bl; CIIOCOOBI peaqu3aliii yrpo3bl; BO3MOXKHBIE Pa3pyLINTEIbHBIC
BO3CUCTBUS; PUCKH U UX XapPAKTEPUCTUKU.

IIpu 06paboTKe PUCKOB JOIDKHBI OBITH OMpPEAETCHBI KOPPEKTHPYIOUIHE W TPeryNpesKIaroniie
BO3J€HCTBHS.
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3. YnpaeneHue puckamu Ha ocHoee O]3C I1IP

3.1 MecTo0 1 ponb ynpaBneHus puckamm b Ha ocHoBe O13C MNP

B cocraB ¢yHKIUI JaHHOTO METOJa BXOJSAT: OHTOJOTHYecKas (opmanm3anus TpeOOBaHHN H
cucTeMaTH3alusl npoueccoB obecnedenust Mb; oHTONOrMuUeckas aBTOMAaTH3amUs COBMECTHMOTO
BBIOOpa Mep 3aIIUTHI M TEXHUYECKUX CPEACTB 3aIIUTHL; IOTHYECKUiT BBIBOA (MOHUTOPHHT) ACHCTBUS
HPUHATBHIX MEP U CPEICTB 3alIUTHl; AHAUTUTHIECKOE 00ecTIedeHNE AeATeIbHOCTH nepcoHana o Mb.
B pesynberaTe peanmmsanuM IaHHOTO METOAA MBI MOIYYHM: OHTOJNOTMYECKYIO CHUCTEMAaTH3aLHIO
TpeboBaHuii o ynpasnenuto Wb, ncxons u3 cocraBa mpoueccoB obecrieuenus Ub; cBszanHoe
NPUMEHEHNE OPTaHU3ALMOHHBIX Mep 1 TexHnuecknx C3U; popMupoBaHHYIO aHATUTHUECKYIO Oa3y
NPOBEICHUsT HCCIeNoBaHMW ¥ aHanmu3a cocrosHus  Wb;  panuponansHO  000CHOBaHHOE
CTpaTernueckoe, TaKTHYECKOE M OIEepaTHBHOE YIpaBiieHHe mnporeccamMu obecrnedenus Ub;
BO3MOXXHOCTH  CBOEBPEMEHHOTO IPHMEHEHHS KOPPEKTHPYIOLUMX U  MPeAyNpexJaroIuX
BO3JICHCTBHI Ha OCHOBE KOMILIEKCHOTO aHanu3a coctosHus Vb B menoM, u 0ObEKTOB 3aIUTHI B
YaCTHOCTH; BO3MOXKHOCTH OOECIeUCHHS IUIAaHWPOBAaHWS pa3BuTus U mnoxanepxkanus C3U;
OHTOJIOTHYECKYIO (POpMaN3alii0 OCHOBHBIX M BTOPOCTETICHHBIX IPOIECCHBIX COCTaBIISIOIINX
ynpasienust U obecnieueruss Mb; mossimenne obmero yposas Wb 3a cuer dopmanmzamum u
CHUCTEMATH3aLNH €€ OCHOBHBIX IPOLIECCOB; CHUKEHUE ONIEPALIMOHHBIX PUCKOB 32 CUET YMEHBIICHHS
BEPOSTHOCTH peanu3aimu yrpo3 Wb, BBUAY NOBBIIIEHUS €€ OOIIEro ypOBHS; ITOBBIIICHHE
npo3padHocTu nporieccoB b B pamkax C3U; moBblllieHHE ONEPATUBHOCTH MPU PEIICHUU 3ajad
obecnieuenus Ub; cHmkeHHe TpyJO0EMKOCTH omnepanuii o odecneuenuto Mb; noBeiieHne ypoBHs
KOMIIETEHIINM TIepCcoHaNla opraHu3anuu u crnernuanuctoB mo 3M B Bompocax Mb; moBbimeHue
OIEPATUBHOCTYU pearupoBaHus Ha nHUUAeHTH b; MuHMMH3anuio 3aTpaT Ha 3kcmnyaTanuo C31.

3.2 YnpaeneHue puckamu Ub Ha ocHoBe O3C MNP

3.2.1 TpyaHocTtb MYP npu ynpasneHun Ub

IlycTs y Hac ©MeeTCst OpraHu3aIys, B KOTOPOH BEIMOTHSIOTCA | = 1, ..., 11 paBHOIICHHBIX IIPOIIECCOB
ynpasneHus b u mycTh 7; HEKOTOPOE KOJMYECTBO PECYPCOB, 3aTPayMBaeMOe Ha peau3amuio i-To
nporecca.

Ilycts mporiecc i xapakrepusyercs: mapamerpamu: t;(r;) — BpeMs Ha mojydeHune HH(opMaIuu B
XOZie BBINOJTHEHHE TIpoIiecca C HCIIONb30BaHMEM pecypca 7;; (X;) — KOJIMYECTBO MOIydaeMOH
MH(OPMAIIH B XOI€ BHITIOJIHEHHS MpoIiecca.

[TycTp Ha OpraHM3anMIO MPOBEIH aTaKy, YTPOXKAIOIIYI0 €€ HENPEPHIBHYIO PabOTy W PYKOBOACTBY
Hy)HO cpouyHo IIYP mus He#fTpanmusamum ataku 3a BpeMS g, NPU HEM3MEHHOM OOIIEM
KonudecTBe pecypcoB R. Torma: R = Y[, 1; = const, u PyKOBOACTBY HEOOXOIMMO IOIYYHTh
Takoe KoyumuecTBO MH(popmauuu f or Bcex mpoueccoB ympasienus Wb s nepesoga C3U B
Oe30MacHoe OT aTaKH COCTOSTHUE Ha OCHOBE JTOCTYITHBIX PECYPCOB U 32 He OoJiee YeM MaKCHMaIbHOE
JIOCTYIIHOE BpeMs Ha MPUHATHE peleHus. DopMalbHO MaTEMaTHUECKU 3TO 3HAUUT:

n
i(Xj) — max
Zfl( l) x=(x1,xn)EZY

i=1

n
k Z ti(ri)xi < tmax
i=1
Ilo TEOPpUU YIPABJICHUA, PCUICHUE, KOTOPOC HCO6XOI[I/IMO MPpUHSATD, 6y):[€T OIIMCHIBAThCA
napameTpamu: F — coBOKyNHbII 00beM MH(MOPMAIH, HEOOXOJUMBIN JUIS IPUHATHS perteHust; T —
BpeMsi, He0OX0IMMOE JJIsl IPUHSTHS pelieHus 1 00padboTku nHpopmau; R — cocras pecypcoB Ha
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BBITIOJTHEHHME 33/1a9M; AHAJMTHYECKHE AITOPHTMBI IS 00paOOTKM MHGOPMALMH W IIPHHSTHUS
penieHus.
Toraa BO3MOKHBI CIIEAYIONIUE CUTYAIUN:
1) HexBaTKa BpEMEHH JUIS IMOJAy4EHHMS HEOOXOOMMOTO KOIMYECTBA MH(OPMAlMH, T.€.
n .
max Y-, fi(x;)) <F;
2) BO3MOXHAas XBAaTKa BPEMEHH IS TMOJNyYEHHs HEOOXOIMMOIO KOMMYECTBAa MH(OpPMAIUH, T.€.
n .
max Y, fi(x;)) <F;
3) 0CTarouyHo BPEMEHW Ui TIOJYYEHHS HEOOXOOMMOTO KOJNMYECTBA WHPOPMALUH, T.E.
n — .
max Y, fi(x;)) =F;
4) GoJjee 4eM AOCTATOUHO BPEMEHH IS MONYyIEHH HEOOXOIMMOTO KOJHIECTBA HH()OPMALIUH, T.€.
n
max Y, fi(x;)) = F.
W3 ycnoBuil 3ajauy M alrOpMTMa PEILEHHMs MOXKHO 3aKIHOYMTh, 9To 1us 1-ro ciaydas, C3U u
MEXaHHU3MBl YIpPaBICHUs €0 OyIyT HEJOCTATOYHBI, T.e. HAa0Op MNPUMEHSEMBIX IPOIECCOB
Hed(p(EKTHBEH U HE MOXKET PELIMTD 3a/1a4y MOJTHOCTBIO.
JInisl HETATUBHOTO ClieHapus (HEXBAaTKa BPEMEHH) 2-TO Cilydas BCE Kak B 1-OM cliydae, HO Il €ro
ITIOJIOXKUTCJIBHOI'O C]_IeHapI/IH (MI/IHI/IMaHLHOC BpeMH I[OCTaTO‘IHO), II0OJITHOC peHIeHI/Ie MOXHO
nonyunth. Kpome HeapdhekTMBHOCTH peanusaiuu 1 ynpasienus C3U, Takike BO3MOXKEH BOIIPOC O

HEAOCTATOYHOCTU PECYpCOB HJIM O HCXBATKC BPCMCHU MH3-3a HNPUMCHCHUSA HeB(i)q)eKTI/IBHBIX
AJITOPUTMOB. B Takom CJIydac MOXXHO HMCKaTh PCIHICHUC 10 AJITOPUTMY Ha pUC. 4.
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Puc. 4. Aneopumm pewenus 3a0auu
Fig. 4. Algorithm for solving the problem

Kak MoxHO BUACTH U3 PHUC. 4, BO3MOXHa CUTyalust HCXBATKHW BPEMCHH JIA IMOJTHOTO PCIICHUA
3aJa4Hu. le/l OTOM TaKXE€ BO3MOKHO, YTO HEJIb3d OKa3aThb BJIMAHHUEC HAa BPEMCHHBLIC PAMKH, YTO
OoJIbIlIe 3aTPYIHSET CUTYALHIO.

[peamnosnaraercs, 4TO pa3pelieHHe ITOH CI0KHOCTH BO3MOXKHO 32 CYET BBEJCHHUS B MPAKTUKY
MeToauKy ynpasieHuss Ib ma 6aze ob6obmenHoro Habopa mpaBmi Jorndeckoro BeiBoga OJ19C
[IITP, mo3BONAIOMNX CHIBHO COKPATUTh BPEMEHHBIEC 3aTPaThl HA MH()OPMAIIOHHEIE MPOIECCHl U
MIPOLIECCHI NPUHATHUS JJOJDKHOTO U aIeKBATHOT'O YIIPaBIEHUYECKOTO PELICHUS.
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3.2.2 Mpouecc ynpaBneHusa puckamm Ub Ha ocHose O 3C IMMNP
Obwee onucanue npoyecca ynpasieHus puckamu

VYnpapneHne pUCKaMH SIBIISIETCSl OJHUM M3 KIIOUYEBBIX mporieccoB B obecrieuennn Ub. B naHHbIi
MOMEHT €CThb MHOXECTBO METO/IMK yrpaBieHus puckamu 1b. KitoueBbIM MOHATHEM BCEX METOIUK
SBIIAETCS NOHATHE «yrpo3a Uby.

I'maBHOe npeHa3HaYeHUE Mpoliecca ynpasiieHus puckamu Ub cocTout B naeHTHh UKy, aHaImu3e
U KOHTpOJIE Mep, YUYUTHIBAIOUIUX BEPOSATHOCTH MMIUIeMeHTauuu yrpo3 b, a mo tumy u coctaBy
sanmmaemMoro MA, MaTteMarudeckd MPOCUUTATh MOTEHIUATIBHYIO BEIMYUHY IHOTEPh OT 3TOH
UMIUIEMEHTAIUM. DTH MOTEPU 3aBUCIT OT CTOMMOCTH aKTHBa (BaKHOCTU aKTHBA) U ONACHOCTH
UMIUIEMEHTAIMU YTrpo3bl. «CTOMMOCTh akTWBa» win «BaXKHOCTh aKTHBa» MOXKET NPHUHUMATh
crenyromue 3Ha4eHus: «Bricokas», «Cpenusisny, «Huzkas». Yrposa 1B, BMecte ¢ Temu Ha puc. 3,
OMKCHIBACTCS CIIEAYIONIMMU OCHOBHBIMHU [IAPaMETPaMu: OOBEKT BO3ACHCTBHSA yrpo3bl (aKTHB\TUII
aKTWBa); HCTOYHHK BO3HWKHOBEHHS YTPO3bl; YA3BUMOCTH, MHCIIOJNB3yEMBIE B IIPOIECCE
UMIUIEMEHTAllMHd  YTPO3bI; CIIOCOO0 MMIUIEMEHTAMM YTPO3bI, MOCPEACTBAM HCIIOIb30BAHMS
NpUCyIied el  ysI3BHMOCTEH; MAECTPYKTHBHOE BO3JCHCTBHE, BO3HHKAIOIIEE B IIpoOIEcce
HUMIIJICMCHTAIIUNU YI'PO3bl; BCPOATHOCTH HMIIJICMCHTAIIUNU YI'PO3bI; OIMMACHOCTH UMIUICMCHTALlUU
yrpo3sl. JlaHHBIE TapaMeTpbl B3aUMOCBs3aHbI (puc. 5.). C y4eToM napaMeTpoB akTHBA JJIsl OLIEHKH
puckoB b nomydnm puc. 6.
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Fig. 5. Interrelation of IS threat parameters
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Puc. 6. Bsaumoceazo napamempos akmuea u yepo3 1Ub
Fig. 6. Relationship between asset parameters and IS threats

Hcxoms w3 puc. 6 BUAHO, UYTO U1 KAKIOTO AaKTHBa MOXHO IIONYyYHTH JAEPEBO BHIA,
MPEICTaBICHHOTO Ha PUC. 7, TIO3BOJISIONIETO JIETKO aHAJIM3UPOBATh JaHHBIN aKTHB.
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Fig. 7. Asset threat tree

IIpn ynpaenenun puckamu Wb BaxHON 3amayedl sABIAETCS KOHTPOJIb U Y4ET KOHTPMEp
(MepormpuaTHil mo 3ammTe akTHBa). Ilo KOHTpMepaM M HUX IapaMeTpaM MOXHO MOJYYHTh
BEPOATHOCTh MMIUIEMEHTAIIUH YTPO3bI, SBJISIONIYIOCS KIIFOYEBBIM IPH CO3IaHHH MOJIENH YIpo3 H
IOpH pacdyeTe PHUCKOB. PacueT pPHCKOB BBINOIHSAETCS HAa OCHOBE MHEHHMH BCEX OSKCIEPTOB,
MOJYYEHHBIX METOJOM JKCIEpTHOW OneHkH. Takoil MOAX0A O00NajgaeT CleAyIOIMMU
HEJIOCTaTKaMH: CyOBEKTHBHAsI OIIEHKa 3KCIEpPTa; pa3pO3HEHHOCTh MapaMeTpoOB, HCIIOJIB3yEeMBIX
JKCHEpPTAMH; PYTUHHOCTb IPOTEKaHMs IMPOLECCa; JUINTENLHOCTh MEPUOA MPOBEICHUS OLIEHKH,
BBI3BaHHAss HEOOXOJMMOCTBIO TIOCTOSIHHON aKTyaJIM3alliy U MepeolieHKH nHdopManny, 00IbIImM
00beMOM aHaMM3MpyeMoi HH(OpManuy, OONBIINM KOJMYECTBOM CBS3aHHBIX I1apaMeTpPOB,
HCTIONB3YEMBIX IIPU OIIEHKE; COMHUTEIBHOCTD ITOIy4YEHHBIX PE3YIbTaTOB, C YI€TOM YEIOBEYECKOTO
(axTopa; TPyZOEMKOCTh MpOIEcca; OTCYTCTBHE BO3MOXKHOCTU JaJIbHEHIIEro HCIOJIb30BaHUS U
aKTyaJlu3aluy cOOpaHHONW MH(OpPMAaLUH.
Ot npo6ieMBl MOTYT OBITH pEIIeHBl IPUMEHEHNEM CPEICTB aBTOMATH3aIMK Ha OCHOBE METOJa
OASC IIITP. B pgaHHOM METOAE WCIHOJB3YeTCS OHTOJOTHS, TIIOJNydeHHAas B pe3ynbTaTe
OHTOJIOTHYECKOTO HH)XWHUPWHTA (KOHCTPYMPOBAaHUS OHTOJOTHYEeCKOH ©0a3pl 3HaHumit) IIpO
«Ynupasnenue puckamu Uby.
Anpuopnas eepoamuocms peanusayuu yepo3 b no memody O/[OC II1P
Jlnst anpuopHOTO OmpeneNieHnss BeposiTHOCTH peanm3anyuu yrpo3 (AOBPY) Wb, ecrecTBeHHO
mpumersTh B OJDC wmerox skcmeptHoi oneHkn (M30). MBO mo3BosiseT YYHTHIBATh
cnenuduIeckne 0COOCHHOCTH KOHKPETHOTO 00BEKTa U AMHAMHUKY M3MEHEHUS MHEHHH HKCIEPTOB
mo WB. OTo momoraer MoOBBICHTh TOYHOCTH OIleHKH pucKoB b yuetom Bcex cBoiicTB MC. Takxke
puMeHsieTcs NMpuHIUN ycpenHeHns koddduuuentoB (IIVK) mis ymeHpmieHHs mOTrpemrHocTer
M3O. [1YK no3BonseT CymecTBEHHO CHU3UTh CpeiHIo0 norpemHocts MDO. Meton yrpaBneHus
Wb na ocroe O/1DC IITP paccMaTpuBaeT KaxIyl0 yrpo3y Kak adCTpaKTHBIH IUCKPETHBIH OOBEKT
CO CBOMM HaOOPOM B3aUMOCBSI3aHHBIX ITAPAMETPOB.
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AOBPY cocTouT B: onpeieieHny poodieMHoN 001acTh (BEpOsSTHOCTH BOSHUKHOBEeHHS yrpo3 UB),
JUIST UCKIIIOUEHHS KOMOMHATOPHOTO B3pbIBAa; (POPMHUPOBAHMM TPYMHIBI 3KCHEPTOB; HHKCHEPUH
3HAHUH SKCIEPTOB — OHTOJIOTMYECKUI WHXUHHUPHHT; (HOPMUPOBAHUM paboueil 06a3bl JaHHBIX —
3aIl0JHUTh OHTOJIOTHIO; (popMaiM3alluil NPHUHATHA PELICHUH NP IOJyYCHUH pe3yIbTaToB —
paccyXICHNUH U JIOTHIECKOM BBIBOJIC.

C npumeneanem MOO u [IYK HyXHO BBIIONHHUTH €mI€ W CIEAYOUINe MyHKTH: OmnpenencHue
BO3MOXKHOCTH OCYILIECTBJIEHHS crocoba peanusauud MDOO; VYcpeanenune ko3(h(HULNEHTOB,
MOTyYCHHBIX OT 3KCIEPTOB.

Jlnst Ha4aapHOTO HANOJHEHUS OHTOJIOTHU 3HaHMSAMM, Tpymma dkcrepros o Wb npeanaraercs ms
3aroJIHCHHS MaTpuIla u3 Taom. 1.

Jus npumenennss AOBPY HeobxoamMo cHavgana npoBecTr aHaim3 Beex yrpo3 Vb, HalineHHBIX pr
IPOCYETe aKTYaJIbHOCTH YIPO3 C IENbI0 ONPEICICHUS BCEX CBS3aHHBIX C HHUMH CIOCOOOB
UMIUIEMEHTAINH.

Tab6n. 1. Mampuya oyenku c6:23u UCMOYHUKA Y2pO3 U cnocobda peanusayuu yzpo3 Ub

Table 1. Matrix for assessing the connection between the source of threats and the method of implementation
of IS threats

Cnoco6 Cnoco6 Cnoco6 . Cnoco6
peanu3anuu peanmzanuu 1 peanm3anuu 2 peammzanun M

HcTounmnk
YIpO3bI
HcToununk

yrpo3sl 1
HcTounmnk

yrpo3s 2

HcTtounuk

yrpo3sr N

Slyelika MaTPHULBI 3aMONHICTCS SKCIIEPTOM CIEAYIOMMM oOpa3om: HeBo3MoxHa (H\B) — ecnm, mo
MHEHHIO JKCTIEPTa, CII0CcO0 pean3aliy He HCIO0NIb3yeTCsl NCTOYHUKOM yrpo3bl; Hu3kas (H) — ecin,
10 MHEHHMIO 3KCIEPTa, CHOCO0 pean3anny ciado UCTIONb3yeTcs HCTOYHUKOM Yrpo3sl; cpeansis (C)
— €CJIH, TI0 MHEHHIO 9KCIIEPTa, CIIO0CO0 pean3aii HOpMaIbHO UCIIONb3YEeTCsl HCTOYHUKOM yIpO3bI;
BbICOKas (B) — ecii, Mo MHEHHMIO 3KcIIepTa, crocol peanr3aniy YacTo UCHONb3YEeTCsl HCTOYHUKOM
YTPO3BIL.
JlaHHbIe KaueCTBEHHbIC 3HAUCHHUSI IMEIOT Cleytoline KonnvecTBeHHbie onenku: H\B = 0; H=10,2;
C=0,5; B = 1. Koneunas marpuna k,. BO3SMOXXHOCTH peanuzanun yrpo3 (BPY) mocne 3amomnenns
BCEMH JKCIIepTaMH UMEET BU:

i1 o 1M

W=y T

i=t LN1 -+ NMI,
rze { — 4UCII0 3KCHepToB, N 9HCIIO HCTOYHUKOB YTpo3, a M — umcio cnocobos peanusanuu. [Ipu
3TOM BO3MOKHOCTH peann3anuu V; yrpo3st b i onuceiBaercst HabopoM Bcex CIOCOOO0B pean3alium
nanHou yrposel E; € M. Tlokazarens BPY V; mapymmutenem | paccuuThiBaeTcs Kak CpeliHee
apugMeTHYecKoe NOJHOW CyMMBI NOKa3aTesnel cTpoku J Matpuusl k, st Beex Ej.
B 3aBucumocTu OT HCIOJIB3YEMOH METONOJIOTMM pacueTa aKTyaJbHOCTH yrpo3 U puckos Ub,
K03((PUINEHTHI TTO/UIEeXKAT JOTIOIHUTEIBHON TPAKTOBKE, OHAKO UCXOAs M3 00IIel JOTHKH MeTo/1a
pa3bpoc BO3MOMKHBIX 3HAYEHHI MTOrOBBIX MOKa3aTenel cinemyer Tpakrosars Tak: V; € [0, 0,2) —
uepeanusyema; V; € [0,2 , 0,5) — mano BepostHO peanmusyema; V; € [0,5, 0,8) — BepostHO
peanusyema; V; € [0,8 , 1) — kpaiiHe BEpOATHO peanu3yema.
Cmenenwv onacnocmu pearusayuu yepo3 Ub no memooy O/IC IIIIP

51



Boubacar I., Budko M.B., Budko M.Yu., Guirik A.V. Ontological support of information security risk management. Trudy ISP RAN/Proc.
ISP RAS, vol. 33, issue 5, 2021, pp. 41-64

Onenka crerneHu omacHocTH peanm3anuu yrpo3 (COPY) Ub ocHoBbiBaeTcs Ha npuHinnax OJ19C
[ITIP. Tlpu 3TOM nNpPUHUMAIOTCS BO BHUMAHHME BEJIWYMHY W CTETEHb BJIMSHHUS BO3MOXHBIX
HETaTUBHBIX MOCIeACTBU pu peamm3annu yrpo3sl (BHIIPY). B ocaoBHOM COPY dopmanmsyeTcs
B BHUJIE ICHE)KHON CyMMBI (CM. HUXE), OTHAKO ITO HE IPUMEHSETCA, €CIIH TOCJIEACTBUS pealnu3aliu
yrpo3 b HeolleHUMBI B IEHE)KHOM SKBUBAJIEHTE, WIH, €CIIM 3Ta OLIEHKA HellpueMiIeMa 110 CTEIeHU
BaXXHOCTH CaMHUX aKTUBOB. Torja MOCTPOCHHE MOJEIU Yrpo3 UMeeT LeNlb He MHHUMU3AIUS
(rHAHCOBOI1 MoTEpH, a onpeeneHne Handosee ysa3BUMbIX MecT B C3U u popmupoBanue nepedHs
KOHTpMEp.

st ouenxku COPY Ub 6ynyt npumensitees B OJJ2C MO0 u ITYK. Kak u Bbiliie MeTon yripaBieHuUs
Wb na ocroe O/1DC IIITP paccMaTpuBaeT KaxIyt0 yrpo3y Kak adCTpaKTHBIH AUCKPETHBIH 0OBEKT
CO CBOMM Ha0OpOM B3aUMOCBsS3aHHbIX mapamerpoB. Ilpm stom COPY Oyzmer MeHsATbCs
OTHOCHTENIFHO BaKHOCTH aKTHBA.

Onenka COPY cocrout B onpeseneHny npoOieMHoi ob1acTu (cTenens onacHoctd yrpos UB), nis
UCKJIIOYEHHS KOMOMHATOPHOTO B3phIBa; (POPMUPOBAHUM TPYHIIBI SKCIIEPTOB; WHKECHEPUN 3HAHUH
9KCIIEPTOB — OHTOJIOTHYECKUH WHXMHUPUHT; (OPMUPOBaHUM paboyel 0a3bl JaHHBIX — 3aMOJIHUTH
OHTOJIOTHIO; (POPMATHM3ALMH TIPUHATHS PEIICHUI NP MOTYYCHUN PE3YNIbTATOB — PACCYKICHUH H
JIOTHYECKOM BBIBOJIE.

C npumenenuem MO0 u [TYK Hy>XHO BBITIOJTHUTS €1 U cleAytolue MyHKThl: onpeaeneaue COPY
JIECTPYKTHBHOTO BO3xeicTBUs Ha ocHOBe MDO; ycpenHeHne ko3()(UINEHTOB, MOIYYCHHBIX OT
9KCIIEPTOB; OTpe/IeNeHHe BAKHOCTH 3alIUII[AMbIX aKTHBOB.

JIy1s1 HauaJIbHOTO HAIOJHEHHS OHTOJIOTMH 3HAHWSAMMU Tpynmna skcrnepros no Vb npeanaraercst mis
3aIl0JIHEHHs] MaTpUIa U3 Tad. 2.

Jus ouenkn COPY HeoOXoauMo cHayaja NMpOBECTH aHan3 Bcex yrpo3 Vb, HaiiieHHBIX mpu
MIPOCYETE AaKTYAIBHOCTH YIPO3 C LIENbIO0 ONPENENEHUs BCeX CBsI3aHHbIX ¢ HUMU BHIIPY.

Tabn. 2. Mampuya oyenku cesazu ucmounuxa yepos u BHIIPY UB

Table 2. Matrix for assessing the connection between the source of threats and the impact of possible
negative consequences in the implementation of the IS threat

BHIIPY BHIIPY 1 BHIIPY 2 BHIIPY M

HcTounnk

YTPO3BI
HcTtounuk

yrpo3sl 1

HcTtounnk
YTPO3bI 2

HcTtounuk

yrpossl N

Slueiika MaTpHUIB 3aMI0IHIETCS HKCIIEPTOM cieaytomuM oopasom: Huskas (H) — ecnu, mo MHeHUIO
skcnepra, BHIIPY umeer Hu3Kylo cTeneHb BIUSHUS Ha 3alUIIAEMbIE OT HCTOYHHMKA YTPO3BI
aktubl; Cpennsst (C) — ecin, mo MHenuro skcriepra, BHITPY uMeer cpenHIo0 cTeneHb BIMSHUS
Ha 3allMIIaeMble OT MCTOYHMKA Yrpo3bl akTWBBL, Bricokas (B) — ecim, mo MHeHHIO JKcmepra,
BHIIPY umeeT BbICOKYIO CTEIIEHb BIMSHUS HA 3aIIUIIA€Mble OT UCTOUYHUKA YTPO3bl AKTUBHI.
JlaHHBIE KaueCTBEHHbIE 3HAYCHUSI UMEIOT Cieylomue KoandectBeHHsle oneHku: H = 0; C = 0,5;
B=1. Koneunas marpuna k, COPY nociie 3anoHeHUs] BCEMH dKCIIEPTaAMU UMEET BH/I:

i1 o 1M

R3]0 T

i=t LN1 - NMI,
rae [ — 4ucio sKcnepToB, N 4HCIO UCTOUHUKOB yrpo3, a M — uucino BHIIPY. IIpu sTom crenens
omacHoctH D; yrpossl Ub i ommcriBaeTcs Habopom Bcex BHIIPY Q; € M.
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ITokazarens COPY D; HapymmuTeneM | pacCUMTHIBAaeTCS Kak cpeiHee apu(MeTHIecKoe TOTHON
CYMMBI [T0Ka3aTeied CTpOKH J MaTpuubl K, uist BeexX Q;.

B 3aBucuMocTH OT HCIIOJIB3YEMOHI METONOJIOTMH pacyeTa aKTyaJlbHOCTH yrpo3 u puckos Wb,
K03((UINECHTHI TTOIEXKAT JOMOTHUTEIBHON TPAKTOBKE, OHAKO UCXOAS U3 OOIIel JOTHKN MeToa
pa30poc BO3MOMKHBIX 3HAYEHHMI UTOTOBBIX MOKA3aTellel cieyer Tpakrosath tak: D; € [0, 0,4) —
Hu3Kas creneHb omacuoct; D; € [0,4 , 0,8) — cpennsist crenens onacuocry; D; € [0,8 , 1) —
BBICOKAs CTETIEHb OTTACHOCTH.

®opmammsanus COPY B Bue IeHEKHOH CYMMBI IIPOU3BOANTCS CIIEIYIOIINM 00pa3oM:

Jns KaXKII0oro aKTHBA OIPEAEIHM JEHE)KHYI0 CTOMMOCTh C TOYKH 3PEHHS €r0 MaTepHaIbHOU
(manpumep, Qusnueckoil HWHPPACTPYKTyphl) W HEMaTepHANbHOM (HampuMmep, pemyTaluH
opranmzanuu M 1HGPoBOM MHPOpMaNMKM) LEHHOCTH s opraHuzanuu. OIEeHUBas OOILYIO
CTOUMOCTh BIUSHMA JJI1 KaXKJOI0 aKTHBA, HCIOJNb3YeM CIEIYyIOIIUe KaTeropuu: CTOMMOCTH
3aMEHbl, 3aTpaThl Ha O0OCIy)XMBaHWE M IOJJepXKaHHe paboTOCHOCOOHOCTH, 3aTpaThl Ha
obecrieueHne M30BITOYHOCTH M JOCTYITHOCTH, peIyTals OpraHu3aluu (peryTanus Ha phIHKE),
3¢ peKTUBHOCT, pabOThl OpraHW3alMd, TOJOBOH J0XON, KOHKYPEHTHOE IPEUMYILECTBO,
BHYTPEHH:A 3()(PEKTHBHOCTD 3KCIUTyaTalllH, IPAaBOBas M PETyJISITUBHAS OTBETCTBEHHOCTb.

Eme oauH moaxoj K OnpeAeseHUI0 CTOUMOCTH aKTHBOB OCHOBAH Ha COTPYIHHUYECTBE C IPYMIION
yIpaBiIeHUs] GPUHAHCOBBIMH PUCKAMH, Y KOTOPOH TOJKHBI OBITH CTPAaXOBBIE OLEHKN W HH(OPMAITHA
0 CTPaXxOBOM IMOKPBITUH I COOTBETCTBYIOIINX aKTHBOB.

B pesynbraTe mosiyduTcs NepeyeHb aKTHBOB C YKa3aHHMEM HX MPHOPHUTETOB M NPUOIM3UTEIHHOM
OLICHKH MX JICHE)KHOW CTOMMOCTH JAJIsI OPTaHU3AIIH.

Tenepb MOXHO ONpENENUTh CTENEHb ylepOa B IMPOLEHTAX, KOTOPBHIH MOXKET ObITh HNPUYUHEH
akTUBY. [l 3TOr0 MCIONB3yeM YpOBEHb IMOABEPKEHHOCTH BO3IEHCTBUIO, ONPEICNCHHBIN B X0/€
aHanM3a M OOCYXICHHS COOpaHHBIX AaHHBIX. llosydeHHOe 3HauyeHWe Ha3bIBaeTCs (HaKTOPOM
MOJBEPKEHHOCTHU BO3JIEHCTBHUIO.

Crnenyromuil mar cOCTOUT B MOJYYCHHH KOJIMYECTBEHHON OICHKH BIMSHUS IyTeM YMHOXEHHUS
croumocTu aktupa C; Ha (axTop noasepxeHHOCTH BosznedcTBHIo f;. Torna COPY D; B nenbrax
orpezieseTcss CyMMHPOBAaHUEM BCEX KOJIMUYECTBEHHBIX OLEHOK BIIMSHHS Ha aKTHUBBI JUIS JTAHHON

yIPO3EL, T.€.
L
D; = Z G *fj
=1

rae D; crenenb onacHoctu yrpossl Ub i B neHbrax, L - uncio aktuBoB, C; — CTOMMOCTS j-Or0
aKTuBa, f; - GaKTOp NOJABEPKEHHOCTH BO3IEHCTBHIO j-Or0 aKTHBA.

Iocmanpuopnas oyenka 6o3modicHocmu peanuzayuu yepos Ub

Ha ocHoBe ompepeneHun MOCT anpuOPHOM OIIEHKH BO3MOXHOCTH peanu3ainuu yrpo3 (ITAOBPY)
Wb nonoxens! crpykrypa OJI3C TP u MDO. bazoit ams npuHATHS perienuii npu onenke BPY
Wb saBisA0TCA 3HaHUA B CTATUUECKON M AMHAMHMYECKOM 4acTSIX OHTOJIOTMHU. J[MHaMUYecKas 4acTh
OHTOJIOTHH cozepkuT 3Hanwus o VC, Brirouas cBenenus 00 UA, cpencrBax u mexanmsmax 31, a
Tak)Ke CBOMCTBA U MeTa3HaHUs 1o Kaxkaomy MA, mo kaxmoit C3U.

Cratudeckasi e 4YacTh OHTOJOTHH COJIEPKUT CIyXeOHyl0 HuH(GOpPMAIMIO | TIpaBHiIa
B3aUMOJICHCTBHUS, KaK B CAMOM CTaTUYECKOH 4acTH, Tak U B JTUHAMUYECKOIL.

CraTtuyeckast 4aCTh OHTOJIOTHH COAEPKUT: 3HAHMA O KaXIOoW U3 uMmeronuxcs yrpo3 b, Bkirouas:
00BexT Bo3aercTBUs (MA), cmocoOBl MMIUIEMEHTANN YS3BHUMOCTH, IPEIyCMOTPEHHBIE TaHHOW
YTPO3bl; YCIOBHS CYLIECTBOBAHUS JAHHOW yrpo3sl A 3amuimaemoro HA.

[IpaBuia TOrn4ecKoro BEIBOAA ISl OTBETA HA BOIIPOCHI (3aIIPOCHI) CTPOATCS] HA OCHOBE CIICTYIOIINX
IpUBSA30K mapameTpoB napyr k npyry: «Tun HMA» — «VYrpoza»; «Yrpoza» — «¥YcioBue
BO3HUKHOBeHHUsT yrpo3sl (YBY)»; «Yrpoza» — «Mepsl 3amutsl ot yrpossl (M30VY)»; «M30VY» —
«Tpebosanus»; «M30Y» — «OrpannueHus»; «M30Y» — «Cpezncrsa 3amutsl ot yrpo3sl (C30Y)»;
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«M30VY» — «Crannaptel 1 HIT/]»; «TpeboBanus» — «Orpanudenus»; «C30Y» — «CtaHmapTsl U
HITA» v T.4.

IMockoneky YBY mpsimo cBs3ano ¢ tunoM WA u ero yrpos, To oreHka mapamerpa «YBY» Oyzer
MeHAThCs B 3HaueHusX («): 0 — YBY otcyterByert, 1 — VBY cymectsyer.

YBY omnpezensiercs no o01ieMy MHEHHIO BCEX IKCIEPTOB.

Omnmpasics Ha 3HaHUAX 00 YBY 1 Tnmax A Bo3eficTBIS yrpo3bl, Ha STare HallOJTHEH!S OHTOJIOTHH
¢dopmammzyrorcs M30VY, mns kaxmoil n3 Kotopsix 3amonHstorcs C30Y. [l 3ammTsl 0T yrpo3sl
Habopom M30VY, kaxgas M30VY Oyner uMeTh CBOI Bec B BHIE MPOLECHTHOHN Ipajalii CTECICHH
3aIUTHI OT YIPo3sl (X).

s xaxmoro C30Y xomkperHoit M30VY ompenensercs MaKCHMalbHOE YHCIOBOE 3HAYCHHE,
onpenensroniee NOTHOTY nepekpeitust M30VY nanaeiM C30VY (R). Ha ocHOBe MHEHHS SKCIIEPTOB
o 1B, R moxet npuHuUMaTth cienyromnie 3HadeHus: 0 — C30VY orcyrcTByet; 3 — C30VY He obmanaeT
MOATBEPXKICHUEM pea3aluu TpeOyeMbIX (QyHKUMI, KOPPEKTHOCTH MX HacTpoiiku; 5 — C30Y
o0naiaeT NoATBEPKICHUEM TPeOyeMbIX (DYHKLHIA, HO OTCYTCTBYIOT CBEJICHHSI O KOPPEKTHOCTH; 7 —
C30VY obnanaer noATBepXkIeHUEM TPeOyeMbIX (YHKIMH U €CTh ITOATBEPXKACHUS KOPPEKTHOCTH
HACTPOUKHU.

Pacuer BPY V mpousBomutcs mo gopmyie:

Xy X5 Xn
( (leax - RIP‘") * 100 + (Rzmax - RZP‘") * 100 + (anax - Rnpar) * 100
V=asx
Rinax
X1 +X2 + "'+Xn = 100,
\ a € [0,1].

Ripar_ Tekyliee 3HaueHue R nonHotel nepekpsitus C30V i-oit M30V.

X;— ko3¢ ¢unueHT X cTeneHH 3aIlIuTHI OT Yrpo3sl V-oit M30V.
a — Hannyue YBY.
Jlocmouncmesa nooxooa na baze OIIC IITTP

JocrounnctBa noxxona Ha ocHoBe OJIDC TIITP cocrosT B: oHTONOrMueckol dopmanuzanuu [IpO
«Ynpaenenne puckamu HMbB»; BO3MOXXHOCTM TNpPHUMEHEHHS COBPEMEHHBIX CrelU(pUKaIH,
TEXHOJIOTHII M CPEACTB OHTOJIOTMYECKOTO HHXKHHHPWHTA, HAalpHUMeEp, CEMaHTHYECKOro Beba u
protégé, nus ynpapnenus puckamu Ub; uckimodeHnn cyObeKTHBHOM HEOTIPEIETICHHOCTH YKCIIEPTOB
mo WbB; oOwvexTHBHOCTH oueHKH BPY, ¢ yderom oOmero MHEHHS TPYIIBI SKCIEPTOB;
dopmamm3anu BceX MPHMEHsAEMBIX mapameTpoB oneHkdn BPY Ub; apromarmsamum wu
MHTEJJIEKTYaIN3allii BRITIOJIHEHHS IIpolecca; yueTe TpeOOBaHMi 1 AEHCTBYIONIMX CPEJCTB U MEp
3U; CyIEeCTBEHHOM COKpAallleHUU BpPEMEHH IPOBEICHUS OLEHKH; YIPOILICHUU IIPOLECCOB
MPOBEACHUS TMEPEOLEHKH M aKTyalu3allud; COKpallleHWM Harpy3kd Ha aHanuTukoB no Ub;
YCTaHOBJIEHUM JIOTMYECKOM B3aUMOCBS3M IIapaMeTpoB, NpUMeEHseMbIX Npu oueHku BPY Ub;
CTaTUCTHYECKOW JOCTOBEPHOCTH TIOJyUYEHHBIX pPE3yJIbTATOB, MHHHMHU3AIMH YEIOBEUYECKOTO
(akTOpa; BOSMOXKHOCTH JaJHHENIIEr0 NCIOIb30BAHUS U aKTyalIn3alui coOpaHHoi HHMOpMAIHH,
JIOCTUTAEMOH MTOCPENICTBOM IIPUMEHEHHUS CPEJCTB aBTOMATH3AINH; | MOKOCTh METO/1a yIIpaBIICHHS
puckamu B, y4uTBIBaIOLIETO HE TOJIBKO MOJIOKEHUSI Poccuiickoi u Mexa1yHapoAHOH HOPMATHUBHO-
paBoBOW JokyMmeHTalmu o Vb, Ho u BHyTpeHHHE 1 oTpacieBble TpeOOBaHUs, XapaKTEPHBIE IS
creuu(UKN JIeSITeNbHOCTH KOHKPETHOW opraHm3anuyu; CHI)KEHHE BPEMEHHBIX W MaTe€pHalIbHBIX
3aTpaT Ha moJjepkaHue nporeccoB obecnevenus Ub;

OCHOBOI TIpeasiaraeMoro MeTojia sSBJsieTcsl OHToJIorn4eckuii moaxon u npuanunsl J[OC III1P, a
M3O wucnonp3yercss TOIBKO I ydeTa MHEHHMS JKCIEPTOB M KaK OAWH U3 MHOTUX IyTei
3aII0JTHEHMS] OHTOJIOT MU JaHHBIMH HapsIy ¢ aBTOMaTHYeCKUMHU MeToamu. Crucrema 6azupyercs Ha
JeTabHO paspadorannoii oHronoruu [IpO «Ymnpasnenue puckamu Ub». Kpome MO0 cymectByer
pacuMpeHre OHTOJIOTHYECKONW MOJIEIH IO NMPUHIMIY OOBEJUHEHHS! OHTOJIOTHI Pa3HOrO ypPOBHS
NPEACTaBICHUS WM 00ydueHus. Takxke CylIecTBYeT paclIMpeHHE aHAIUTHYECKUX CIIOCOOHOCTEH
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OJIDC IIIP mobaBneHNEM HOBBIX MPABHII JIOTMYECKOTO BBIBOIA SKCIIEPTHBIM METOAOM, METOaMH
DataMining 1 MaluHHOTO 00Y4EHHUS.

Hamr oHTOMOTMYECKHi OAXO MO3BOJHUT A(PGEKTHBHO YIPABIATh 3HAHUAMHA I 3PPEKTHBHOTO
ynpasinenus 1P.

[IpumMeHeHne TpaBWI JIOTHYECKOTO BBIBOAA OOECHECUMBACT IIOJyYCHHE MAETATbHOM KapTHHBI
NPUHATOTO PEUICHUS W TPEOCTABIAET BO3MOXKHOCTH OLCHHUTH CTENECHb BIMSHHAS HA CUCTEMY
B3aUMO/ICHCTBYIOMINX (haKTOPOB.

3.3 CtpyKTtypa nogxona Ha ocHoBe O13C MNP

Crpyxkrypa Tunosoi O/I3C IITIP B ynpasnenun puckamu b BxiIrouaeT cieayromue KOMIOHEHTHI.

e Omnronoruro [IpO «Ympasnenue puckamu Mb» ¢ paspaboTaHHBIMH KiIaccH(pUKATOPaMU OT
9KCIEPTHOH IPYIIIBI, HOAACP)KAHHON TPYIIION HH)XEHEPOB 10 3HAHUSAM. OHTOIOTHS COAEPIKUT
Bce 0 [IpO, B TOM UmCIIe METOIMKH OIIPEACICHHS aKTYalIbHOCTH YTPO3, YA3BUMOCTEH M PUCKOB
Wb; meronukn omeHkn 3¢ ¢dexktuBHOCTH padoTel C3U u e€ COCTaBHBIX YacTell; METOAUKH
MPOBEICHUS ayANTa ¥ OLEHKH CTETIEHH COOTBETCTBHS TPEOOBAaHMSAM BHEUIHHX M BHYTPCHHHUX
PEryIupyIOUMX OPTaHOB; MPaBUIIa JIOTHYECKOT0 BbIBoa. OHa MOXeT ObITh co3/laHa B Protégé.

e Tlonb3oBarenbckuii nHTEpdEiic I NONb30BaTeNeil H SKCIEPTOB, KOTOPBINA MOXKET ObITh CO3/aH
cpenctBamu Java u Jena unun Ha 6aze Protégé.

e lHTe/eKTyanbHbIi PEAaKTOP OHTOJNOTHH, KOTOPBIA MOXKET OBITh CO3[aH cpelcTBamMu Java u
Jena wnu Ha 6aze Protégé.

e [leneBas ayquropus Monb30BaTeNeii CHCTEMBI.

e DKcmepTHas TpyIma, yJacTByIOImias B Ipouecce (OPMUPOBAHUS TPEOOBAHUH HCXOIHBIX
JTaHHBIX TI0 CAMOM cucTeMe U €€ COCTaBHBIM YacCTSIM.

e ['pynma HMHXEHEPOB MO 3HAHUSAM, OCYLIECTBISIOIIMX OHTOJOTMYECKHMH HHXXUHUPHHT IO
KOHTPOJIEM DKCIEPTHO IPYTIIEL.

e Pabouas naMsTh CHCTEMBI, 00eCIIeYnBalOIIasi B3aMMOICHCTBHE JITaHHBIX.

e MexaHuU3MBl ~ JIOTHYECKOTO  BBIBOJA,  OCYIIECTBISIOIIETO  aHAIN3  HMCXOAHBIX U
aKTyaJIM3MPOBAHHBIX 3HAHUI Ha OCHOBE C(OPMUPOBAHHBIX HKCIIEPTAMHU JIOTHYECKUX IMPABUII
MOBEJCHHS CHCTEMBI.

e [loacucrema oOBSICHEHHH, OTBEYAIONIAS 32 AHATUTHYECKOE 00OCHOBAHNE MPUHATHIX PEIICHUH
TI0 pe3yJbTaTaM 00padOTKH 3HAaHWH MEXaHU3MaMH JIOTHYECKOTO BBIBO/A.

3.4 OueHka acpdekTuBHoctu C3U Ha ocHose O13C MNP

st oueHKH 3 PEeKTUBHOCTH M0X0/1a He00X0auMOo cpaBHUTH 3 dexTrBHOCTH C3U Ha ero ocHoBe
u C3U 6e3 ero nmpumeneHwus. J{is aToro tpedyercst onpenesuTh riaBHble (pakTopbl, BIUSIONINE Ha
s¢p¢pextuBHOCTF C3U. CpaBHeHme OyaeM INPOBOAWTH MAaTEMaTHYECKH, CYMMHUPYS YacCTHBIC
K03 puneHTH 3P PEKTHBHOCTH (CYMMHUPYIOTCS B3BEIICHHBIE CyMMBI YaCTHBIX (DAKTOPOB BIIMSTHUS
Ha a3 dekruBHocTs C3U), T.e. Koadpuument sppexruHocTn C3U paccunteiBaercs mno ¢popmyie:

W(S) = Xf-1 apsy(S),
rae: S; — HICXOHBIN MOAX0/ K yrpasieHuto puckamu b B komnanun EDM SA Pecny6inku Manwu;
S, — monxoJ K ynpasienuto puckamu b Ha ocaose OJIDC TII1P;
W (S;) — koadpdunuent apdexrusroctr C3U moaxona;
f — unnexc dakropa BIUSHUS;
N — xonmdecTBO (haKTOPOB BIHSHHUS,
af — Bec dakropos s¢(S;) B 06mem Bece rpdexTusHOCTH C3U, PU STOM Z?zl ar=1 0<ar <
1.
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dakTophl, UMEIOIINE BHICOKOE BIUsHUE HA 3P dekTuBHOCTh C3U mpemnocTaBieHbl dKCIepTaMH 1o
Wb manuiickoit sHepretndeckoir komnannu EDM SA mocne ompoca. B pesynbrare moydeHb
CIIeIYIONINE KPUTEPUH JUIS ONCHKH Y(PPEKTHBHOCTH: BpeMs Ha BHEAPEHHE IPOIECCca YIPABICHHS
puckamu Vb; BpeMs Ha cOOp MCXOMHBIX JaHHBIX OT IMpoliecca yrpapieHus puckamu 1B; Bpems Ha
00paboTKy coOpaHHOW OT mpolecca ympaBieHus puckamu Wb uHpOpmanum;, Bpems Ha
aKTyaJH3aIuio cOOpaHHOW OT mpoliecca yrpasieHus puckamu b nHpopmanmu; BpeMs Ha aHAIU3
[IOJIYYEHHBIX pe3yJbTaToB; BpeMs Ha [IYP.

DKCIEPThI OLEHITU KX bl PaKTOp, IPU STOM BBEICOKUIN KO3 PHUIUEHT moryumi ToT moaxon C3U,
B KOTOPOM BpEMs Ha BBIIIOJHCHUE TOJIHOTO IUKJIA MO MpOIecCy ympasieHus puckamu Wb Obuio
MUHUMAaJIbHBIM. OICHKH SKCIEPTOB yKa3aHbI B TaOJ. 3. YTOUHsEM, YTO JaHHBIC 3HAUCHUS OBLIH
BBICTABJICHBI JKCIEpTaMH MajHickol 3Heprerudeckoil kommaHuun EDM SA u aBTOpBl naHHOU
paboTHI HE OTBEYAIOT 32 MX KOPPEKTHOCTb.

Tabn. 3. [aunvie ons pacuema u ananusa 3¢gghexmugnocmu ucxooHo2o nooxoda k UB u nooxoda k UF na
ocnose O/{DC IIIIP

Table 3. Data for calculating and analyzing the effectiveness of the initial approach to 1S and an approach to
IS based on decision support with ontological dynamic expert systems

CreneHn Yacrublil nokasarenb [YacTHblil noka3artesib

dakTopsl, BIUAOLINE HA 3HAYUMOCTH HcxXoaHoro moaxoaa |moaxoxaa OADC IIITP
3¢ pexTuBHOCTE C3U K03 punnenra ynpasaenus Ub ynpasjaenus Ub

BpemeHnHble 3aTpaThl HA
1 | Buenpenue npouecca b 0,25 1 0,1

Bpemennble 3aTpaTsl Ha
c0Op HCXOAHBIX AAHHBIX OT
2 | mpouecca UB 0,10 0,5 0,9

BpemeHnHble 3aTpaThl HA
00padoTKy cOOpaHHOIl OT
3 | mpouecca UB undopmannn 0,15 0,3 0,8

BpemeHnHble 3aTpaThl HA
aKTyaJu3aluI0 cOOpaHHON
ot npouecca Ub

4 | undopmanumn 0,15 0,4 1

BpeMeHHbIe 3aTpaThl Ha
NPUHSITHE
5 | ynpaBieH4eckoro peuieHus 0,25 0,6 1

BpeMeHHbIe 3aTpaThl Ha
aHaJIM3 MOJTyYeHHBIX
6 | pesyabTaToB 0,10 0,3 0,8

HUTorossiii ko3 puuueHt
3¢ ekTHBHOCTH 0,58 0,95

Pacuer ko3¢ dummenra r3¢pdpexruBHOCTH C3U ¢ HCTIOIB30BAHUEM HCXOIHOTO MOIX0/1a YIIPABICHHUS
Wb S1:
W(S;) = 0,25 % 51(S1) + 0,1 * 5,(S;) + 0,15 % 553(S;) + 0,15 * 5,(S;) + 0,25 * 55(57) + 0,1 * 54(S;) &
w(s;)=025%1+0,1%05+0,15%0,3+0,15%0,4+0,25%0,6 +0,1*%0,3 <
w(s,) =0,58
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Pacuer koadpdummenta spdexruBaoctn C3M ¢ ucnonp3oBaHueM moaxona ympasienus Wb Ha
ocrose OJIDC IIIIP S2:
W(S,) = 0,25 % 5,(S;) + 0,1 % 5,(S,) + 0,15 * 53(S3) + 0,15 * 5,(S3) + 0,25 * 55(S3) + 0,1 * 54(S,) ©
w(s,)=025+«1+01%09+0,15%08+0,15x1+0,25%*1+0,1%0,8 ©
W(S,) = 0,94
U3 pacueToB BUAHO NpeuMyIecTBo nmoaxoaa ynpasienus b na ocaose OJI9C IIIP. DTtoT monxon

CHJIBHO CHIDKAeT BPEMEHHBIE 3aTpathl U yBenndausaeT 3¢ dexrusaocts C3U Ha 36%.

4. CpaeHumenbHbIl aHanu3 cyujecmeyrouux nodxodoe u MemodouK K

ynpaesieHuro puckamu U6 u O0443C NP

CpaBHeHI/Ie MMPOBOAUTCA Ha OCHOBC YKa3aHUA MPCUMYHICCTB U HEAOCTATKOB KaXJA0T'0 MoAaxoaa. B
Tabm1. 4 YKa3aHbl OINMUCAaHUEC, CWIbHBIC U cla0ble CTOPOHBI HCKOTOPBIX COBPEMCHHBLIX IMOAXOAO0B K

ynpasienus puckamu Ub, B Tom gncne OADC TIIIP.

Tabn. 4. Ananusz HeKOMOPLIX COBPEMEHHBIX NOOX0008 K YNpaesieHuto puckamu Ub
Table 4. Analysis of some modern approaches to information security risk management

Ionxon/
MeTtoauka

Onucanue

CuibHble CTOPOHBI

Cnalble cTOPOHBI

Merton [denndu

DopMasbHBII METOA YUCTO

Ilo3BoJsIeT OICHUTH

CII0’XHOCTH B BBIOOpE

u t.11.) [30],[31]

pHCKa.

[31], [32] 9KCIIEPTHOTO IIPOTHO3UPOBAHUS; crerMpUKy KaKTIOoH | OOIbLIONH TPYIITBI
OCHOBBIBAETCS TOJIBKO Ha KOHKPETHOH KOMIICTCHTHBIX
JKCIIEPTHBIX OLICHKaX. CHUTYallNH, JKCIIEPTOB,
CIocoOCTBYET Ype3MEpPHYIO
BBIPaOOTKE CyOBEKTHBHOCTh
HE3aBHCHMOTO OLICHOK.
MBILIICHHUS YJICHOB
9KCIIEPTHON TPYIIITEI
" MO3BOJISIET
MOJIYYHUTh
B3BEILICHHYIO
OLICHKY
paccMaTprBaeMoro
BOMpOCA.
Crarucriyeckue | 3aKIIIOYArOTCS B OIPeJeNICHIN [Mo3Bonsier HeobxoaumocTs
METO/IBI BEPOSTHOCTH BOZHHUKHOBEHHS MPOBOJUTH aHAJN3 M | UCIOJIB30BaHUS B
(RiskMetrics MOTEPh Ha OCHOBE CTATUCTHYECKUX | OLIEHKY PAa3IMYHBIX | JAaHHBIX MeToJax
Value-at-Risk JTAHHBIX MPEALIECTBYIOIIETO BapUaHTOB PA3BUTHS | BEPOSTHOCTHBIX
VaR, Mepro/a U YCTaHOBJICHUH 00JIaCTH | COOBITHH 1 XapaKTEePUCTHK.
Nwmuranuonnoe (30HBI) pUCKa, KO3 PHUIIHCHTA YYUTHIBATh pa3HbIC
MOJICIMPOBAaHUE | pHCKA H JAPYrUX MapaMeTpoB (hakTOpBI PUCKOB B

paMKax 0OJHOI0
noaxona € yu€tom
HaKOIIJICHHBIX

CTaTHUCTHYECKHX
JTAHHBIX
Meronuka OO6Hapy>xeHue ys13BUMOCTeH Ha [o3Bonser He yuurtsiBaer
RiskWatch [30]. | ocHOBe ankeTHpOBaHMUS C 0GHapyXHUBATh OpraHU3alUOHHBIE U
CIHIA. UcTob30BaHueM Ooee uem 600 YIpO3Bl U | aIMHUHHCTpPATHBHBIC
BOIPOCOB, Pa3/ICNCHHbIX Ha YA3BUMOCTH, YPOBHH, HE peain3yer
Kacchl. B kauecTBe nokasarenei OLICHMBATh yPOBHH | BCE aCHEKThI
JUISL OICHKH M YIIPaBICHUS BBIJICJICHHBIX KOMIIIEKCHOIT 3aIlUThI
PHMCKaMHU UCTIONB3YIOTCS (akTopoB, uHpopMaLyH,
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MIPOTHO3UPYEMBIE CPETHET0I0BbIE
norepu (Annualized Loss of
Expectancy, ALE) u orjenka
BO3Bpara oT MHBecTHIMH (Return
on Investment, ROI). Oxxunaemas
4acTOTa pealn3aluy yrpos3
OTIPEAENAETCS] B TEPMUHAX
CpeHEro0BOM OLEHOYHOM
4acToThl yrpo3sl (Annual
Frequency Estimate, AFE). baza
3HaHuid RiskWatch onpenensier
JUISL KKIOH yrpo3bl CTAaHAAPTHYIO
oleHOouHyIo yactoty (Standard
Annual Frequency Estimate,
SAFE).

OLIEHUBATh
coOmoicHne
TpeOoBaHMIA
CTaHJapTOB,
MIPOTHO3HPOBATH
BENUYMHY ymiepOa u
BbIpa0aThIBaTh
KOHTPMEPbI c
MaKCHMAJIbHBIM
BO3BPATOM
BIIOYKEHHH.
Conepxur
(13187139
3HAHUH,
COJZIepIKALIYIO
H“H(bOPMAITUIO o
aKTHBaM, YTpo3am,
YSA3BUMOCTSIM,
BUJIaM yiep6a,
MepaM 3alluThl, a
TaKxKe OTIPOCHBIC
JUCTBI I OLICHKH
(hakropos pucka.
Jnst BBIYUCIICHUS
BETUYHUHBI pucka
HCTIOJIB3YETCS
JIOKaTbHAs
OIICHOYHAs 4YacToTa
YTPO3bI (Local
Annual  Frequency
Estimate, LAFE),
ompenensemMast
MOJIb30BaTENEM
CaMOCTOSITEIBHO Ha
OCHOBaHUH
3nauenus SAFE.

0azy

MaTeMaTHIECKOe
OXXHJaHue yiepoa He
OTpakaer ¢
CHCTEMHBIX [O3HIHI
KOHIICTITHI PUCKA.

OCTAVE Paspaborana B yHHBepcHuTETE IIpenycmatpusaer He naer
(Operationally Kapueru-Menon B 2007 roxy, peryisipHoe KOJIMYECTBEHHOU
Critical  Threat, | onmcsiBaeT moaxom K MPOBE/ICHNE OIIEHKH | OLEHKH PHCKOB,
Asset, and | xauecTBEHHOIl OLIEHKE PHCKOB. pHUCKOB U | OTCYTCTBHE
Vulnerability OcCyIIecTBISIET ONIEPATHBHYIO 0oOGHOBIICHHUE X | moxpobHbIX 6a3
Evaluation) [31] OLIEHKY KPUTHYECKHUX YTPO3, BENIMYMH KaK YacTH | 3HAHUIA, OTCYTCTBHE
AKTHBOB M yA3BHMOCTEH. mpolecca  OLEHKH | BO3MOXKHOCTH OIICHKH

PHCKOB, TPOCTOTA U | PHUCKOB B JICHBTaX.

MPO3PaYHOCTH,

UTEPATUBHbINA

TOOXON K aHau3y,

HEBBICOKHE

TPYIO3aTPATHL.
COBIT for Risk | PaspaGorana accormanueit Hoctyn k obuieii | Boicokast CIIOXHOCTD U

[32],[34] ISACA (Information Systems o6ubmorexe COBIT, | Tpymoemkocts cbopa
Audit and Control Association) B anpoOUpPOBaHHBIN WCXOJIHBIX  JIaHHBIX,
2013 roay u 6a3upyercs Ha METOJ, IPH3HACTCS | PECYpCOEMKOCTb,
JIYYIIHX NPAKTUKAX YIPaBICHHUS MEXIYHapOAHBIMH OTCYTCTBHE
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puckamu (COSO ERM, 1SO 31000,
ISOMEC 27xxx u np.).

WHCTUTYTaMH,
HaJIMYhe KaTaJloroB
PHUCKOBBIX

cueHapueB u «UT-
KOHTpOJIEH», MOXET

BO3MOKHOCTH OLICHKH
PHUCKOB B ICHbI'aX.

OBITh  HCIIOJIB30BaH
HpH ayJuTe.
FRAP Paspaborana kommanueii Peltier [IpocroTta u | OTcyTcTBHE  JKECTKO
(Facilitated Risk | and Associates B 2000 roxy, PO3PAYHOCTb, peraaMeHTHPOBAHHOTO
Analysis Process) | ommchIBaeT Moaxo. K MHHHMAJbHbIC mporecca ynpaBlCHHs
[32],[34] Ka4eCTBEHHOH OIIEHKE PHCKOB. TPyZ03aTpaTHl, pHCcKaMu ub "
Ilenbr0 METOANKH SIBIISCTCS MHHHMAJbHOES JIeTaJIbHBIX 6a3
BBUSIBJICHUE, OLICHKA U KOJINYECTBO 3HAaHHUH, OTCYTCTBHE
JOKYMEHTHPOBaHHUE COCTaBA Y4aCTHHKOB BO3MOXKHOCTH
pUCKOB HH(POPMALTUOHHOH MIPOEKTHOU rITyOOKOM
6e301acHOCTH 171 3apaHee KOMaH/Ibl. JICKOMITIO3HUIIUH,
OTIpeNIeNICHHON 00JIaCTH moapoOHOH M TOYHOM
uccrenoBanus. B xauectse OLICHKH PHCKOB,
00J1acTH MCCIIeIOBAHUS MOXKET OTCYTCTBHE
ObITh BEIOpaHa HHPOPMAIIHOHHAS BO3MOXKHOCTH OLICHKH
cHucTeMa, IPHIoKeHue, Or3Hec- PHCKOB B JICHBI'aX.
MPOLIECC MU JpyTas 4acThb
HHOPACTPYKTYPhI OpraHU3aLHH,
HY)XJQIOLIAsCs B OLICHKE PUCKOB
HH()OPMAIOHHOH 0€30ITaCHOCTH.
Meton CRAMM | Ilpumensiercs kak KoMminekcHbIi Heo0OxogumMocThb
(CCTA Risk | rocymapcrBeHHbIi cTanmapr, MOJXO0J K OIEHKE | BHICOKOM
Analysis and | obmamaet GosbiIol GHOINOTEKOM PHCKOB, KBaH(HUKAHH
Management Mep 3aIlUThI, COCTOSIIEeH NpUMEHEeHHe ayauTopa, Ioxast
Method). npumepHo u3 3500 HauMEHOBaHHH, | TEXHOIOTHH OLECHKH | aJalTHBHOCTD K
[31],[32] pasneneHHoit Ha 70 JTOTHIECKIX yrpo3 U | HOBBIM
rpynim. Beibop Mep 3aluThl TAKKe | YS3BUMOCTEl no | MHGOPMALMOHHBIM
MOXKET OMpPEACIATHCS B KOCBEHHBIM CHCTEMaM,
BemnkoGpuTanus | COOTBETCTBUM C TPEOOBAHHAMH (axropam C | OTHOCHTENIBHO
crannaptoB BS7799:2005/ISO BO3MOXKHOCTBIO TPYAOEMKHUH, CI0XKHas
27001. BepU(HKaIIT OTYETHOCTb,
pe3yabTaToB, TPYAHOCTH npu
XOPOIIO aJlanTaum K
anpoOupoBaH, MOTPEOHOCTSAM
Xopomas — CHCTeMa | KOHKPETHOM
MO/IeJIMPOBAHUS KOMIITAaHUM B CBSI3H C
MH(GOPMAIMOHHBIX HEZOCTYITHOCTBIO
TEXHOJIOTHH, noas3oBaTeasiM B [10
6onpmass Bl mns | CRAMM
OIICHKH PHUCKOB H | MOTU(UKAIUK  0a3bl
BBIOOpa KOHTpPMeEp, | 3HaHMH U II1a0IOHOB
HCIIOJIB30BaHUE B | oryeros, [IO0 CRAMM
KauecTBE CpPEICTBA | MMEeTCs TOJBKO Ha
aynura, QHTJIMIICKOM  sI3BIKE,
YHUBEPCAJIBHOCTh U Joporas JULIEH3UA OT
aJanTuPyeMoOCTh 2000 o 5000
(ot npoduaM | J0IapoB.
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PpasHbBIX
opraHusanui.
MSAT [Ipennoxena xopnopanuei IIpo3paunocTs, OTCyICTBHE THUIIOBBIX
«Microsoft Microsoft B 2006 roxy. OneHka KOMOWHHPOBaHHE PHUCKOBBIX CIIEHApHEB,
Security PHCKa COCTOUT U3 OIPEICIICHUS KaueCTBEHHOTO ¥ | BBICOKas
Assessment npo¢us pucka At OM3Heca u KOJINYECTBEHHOTO TPYAOEMKOCTb
Tools» [33] OIIEHKH MHJEKCa MOJXOJIOB, OXBaT | Ipolecca YIpaBICHUS
SIIETOHUPOBAHHO 3aLlUTHI, BCEX aCIICKTOB | PUCKaMH, ILUIOXO
KOTOpPBIE CPaBHUBAIOTCS JUIS yIpaBIeHUS] YUYHUTHIBACT
W3MEPEHHs Paclpe/ie/iCHHs PUCKa pHCcKaMu, 0ocoOeHHOCTeH
BO BCEX 00JIACTSX aHAIN3A. BO3MOXKHOCTb KOMITaHUH Ha
oueHku puckos b B | teppuropuu P®D, He
JeHbrax, Hamu4yue | paboTaer o
0a3bl 3HAHUM. TpeOOBaHHUAM
pOCCUICKOTO
3aKOHOJATENbCTBA U
CTaHIAPTOB, HE
nu3MepseT
3¢ PEKTUBHOCTH
PHUMEHSIEMBIX
3aIIUTHBIX Mep.
PTA  (Practical | KonnuecTBeHHast OLEHKa PHCKOB. MosxHO PesynbraTtel  OLCHKH
Threat Analysis) | Ha Bxoje mocTymnatoT CBeICHUst 00 | HCMONB30BaTh  KaK | PUCKOB B IPOIEHTaX
[32] aKTUBAX, yIPO3ax, YSA3BUMOCTSAX CpEICTBO I0XO
KOHTpMepax. Ha BbIXo/ie mojydaeM | HENpepbIBHOTO HHTEPIPETHPYIOTCS.
0OIIYI0 CTOMMOCTD aKTHBOB, YIIpaBICHHS Taxxke He Bceraa
CTOMMOCTb KOHTPMEP, YPOBEHb puckamu.  MOXHO | BO3MOXKHa OLICHKa
PHCKOB, IepedueHs U3 5 Hauboee OTCII)KHMBATh aKTHBa WM yuiepoa,
OMACHBIX YTPO3. JTMHAMUKY HAHOCHIMOTO YTPO30H,
COCTOSIHUS B JICHE)KHBIX SIMHULIAX
3aIUIICHHOCTH KakK 3TO TpeOyercs.
00BEeKTa  W3MEHSIS
BXOJIHBIE  JIaHHBIC
(naHHBIC ~ AKTHBOB,

yYIrpo3, ys3BUMOCTEH
U KOHTpMEp), a
TaKkKe Ha OCHOBE
pE3yJIbTaTOB OLCHKH
PHCKOB, MOKHO
HOBBICHTb

3 PEKTHBHOCTH
CPEJICTB 3alHUTHI.

CORAS [32],[34]

CyTb COCTOUT B aJlaNTallNH,
YTOYHEHUH U KOMOMHHPOBAHUH
TaKHWX METOJIOB TIPOBE/ICHUS
aHaJ3a PUCKOB, Kak Event-Tree-
Analysis, nerru Mapkosa, HazOp u
FMECA. Hcnons3yetcs
texnonorus UML, 6asupyercs Ha
aBCTPAINIICKOM/HOBO3EJIaHACKOM
crangapre AS/NZS 4360: 1999
Risk Management u ISO/IEC
17799-1: 2000 Code of Practice for

OueHb POCTOH
NOJIXOM, MOTPeOsieT
Maio pecypcos,
MIPOBOJIUT
KIIaCCU(PHUKALTUIO
PHCKOB ISl OIIEHKH,
CHIDKEHHS WITH
yCTpaHeHHs,
JIMKBUJIALNS YTPO3.

He IIpeIyCMOTpEHA
l'lepI/IOJlI/ILlHOCTb

MPOBENICHHUST  OLIEHKH
PUCKOB U OOHOBJIICHHE
ux BEJIMYHH, HE
MMO3BOJIIET  OIICHHUTH
3pPEKTHBHOCTH

WHBECTULIMI ISt
BHe}lpeHI/IH Mep
0€30I1aCHOCTH, HE JacT
BO3MOKHOCTH  HaWTH
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Information Security Management. HEOOXOIMMBIN OaaHc
B 3TOM CTaHmapTe y4TeHbI MEXIY Mepamy,
PEKOMEH/IAIMH, H3JI0KEHHBIC B HanpaBlICHHBIMH  Ha
nmokymentax ISO/IEC TR 13335-1: MpeloTBpalleHue,
2001 Guidelines for the BBISIBJICHHUE,
Management of IT Security u IEC HCTIpaBJICHUE WITH
61508: 2000 Functional Safety of BOCCTaHOBIIEHHUE
Electrical/Electronic/Programmable HHPOPMALIMOHHBIX
SafetyRelated. AKTHUBOB.
AURUM Ilo3Bomsier aBTOMaTH3HPOBATh OHTosI0rNuecKuit Wndopmarms,
(Automated Risk | ympaBnenue puckamu Wb, MOAXOA K aHamu3y | IpencTaBieHHas B
and Utility | Bxitodast 0ObEKTHBHBIC MEPBI 110 PHCKOB. OHTOJIOTHH, BKIIOYAET
Management) CHIKCHHIO PHUCKOB C Y4ETOM BCeil B ce0sl TOJIBKO MOHSITHS
[34] o6craHoBKU opranusarui. OH YIPO3BbI, YSA3BUMOCTH H
OCHOBaH Ha OHTOJIOTHH KOHTPOJISI, YTO OYEHb
npeameTHoi obnactu B, 4To0b1 OTpaHUYEHHO o
TapaHTUPOBATh, 4TO 3HaHU 00 b CpPaBHEHUIO c
HPEIOCTABISAIOTCS MCHEIDKEPY OHTOJIOTHYECKUM
PHCKOB IOCIIEIOBATEIbHBIM 1 HO/IXO/IOM,
BCe0oOBEMITIONTNM 00pa3oM. MPeUTOKEHHBIM B

JTAaHHOM paboTe.

OIDC IIIIP. OnuceiBagMasi B 3TOM CTaThe Cm. 2.1 wm 2.2.2. | OueHp Oonpmas u
Poccus crucreMa (locTouHcTBa JeTanbHas

moaxona Ha 0as3e | OHTOJIOTHS, 9TO MOXKET
OA>C IIIP). WU | B nanbHeimem

tawke OJIDC IIIIP | ycrnoxxHUTH 3anpockl
YUUTHIBACT BCE | W JIOTUYECKHIA BBIBOJI,
NpeuMyIllecTBa W | IPH HEHaUIe)KalleM
HEJJOCTAaTKH KOHTpOJIE 1 HEe
KOHKYPEHTOB. aBTOMAaTHYECKOM
YIpaBIICHUHA €F0
METOAaMHI
DataMining u
MAaITUHHOTO
00y4eHusI.

IIpeumymectBa OJIDC IIITP Hax KOHKYpeHTaMU TOBOPAT CaMU 3a ceOs.

5. 3aknroyeHue

B pabore: npuBenensr ocHoBHbIe KoHuenThl [IpO «Ympasnenue puckamm Uby»; paspabortana
oHTosoruueckas Mozens IIpO; mpuBeneHbl OCHOBHBIE CBOWMCTBa KoHIENToB oHTosoruu IIpO;
yKa3aHbl TPUMEPHBIE BOIPOCHI K OHTOJOTMHM JUISl M3BJICUCHMS 3HAHWI; pa3paboTaHa
OHTOJIOTHUECKasi MOJENb Mpolecca ynpasneHus puckamu Mb; yka3aHel MECTO U poJib yIIpaBICHUS
puckamu Ub Ha ocHoBe OJIDC IIIIP; onucaHa TpyJHOCTb NMPHUHATHUS YIPABICHUECKUX PELICHUN
npu ynpasnenuu Ub; onucan nponecc ynpasienus puckamu b Ha ocrose OJ1DC TP u yka3zansl
ero npeumyiiecTna; Aano onucanue crpykrypsl C3U Ha ocHoBe OJIDC III1P; BhIMONHEHA OlIEHKA
a¢p¢pextuBHOCTH C3U Ha ocHOBe OJIDC IIITP. poBeeH CpaBHUTENBHBIA aHAIN3 CYIIECTBYIOMINX
MOJXO00B U METOAUK K ynpasieHuto puckamu b u OADC IIIIP.

Ha ocHoBe pa3paboTaHHON OHTOJIOTHH U [TOX0/1a MOTYT OBITH CO3AaHBI BRICOKOMHTEIICKTyaTbHEIC
CUCTEeMBI yripaBiieHus1 puckamu Vb u cuctemoii 3amuTsl mHGopMaiyu B iesioM. [lomoOHas cucrema
ceifyac paspabaTbIBaeTcst U OyJIET MOJHOCTHIO PeaJIi30BaHa U MPOTECTHPOBAHA.
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Abstract. This paper describes the results of the development of methods for marking text documents
represented as a raster image. An important feature of the algorithms is the possibility wipe current document
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1. BeedeHue

MHorue 4dYacTHBEIE KOMIIAHUHA H TOCYAApCTBCHHBIC YYPCIKIACHHUSA HECYT (I)I/IHaHCOBLIC n
penyTallMOHHbIC TIOTEPU B CBA3U C YTCUKAMU KOHq)I/I,I[GHL[I/IaJ'IBHBIX JaHHBIX. VTeukn MOXKHO
pa3aciMTh Ha IBC KaTCTrOpUH:

®  yubluenHble — IpeTHAMEPEHHBIE YTEUKH, peai3yeMble C IIeIbI0 OITYIeHUS TMYHON BBITO/IBI,
MIPOMBIIIJIEHHOTO MIMHOHAXA U TPOYETO0;

® cuyualimble — TPAMO HWIM KOCBEHHO IIPOM3OLIEAIINE MO HEOCTOPOXKHOCTH — WIIH
HEOCBEIOMIIEHHOCTH COTPYIHHUKOB.

CornacHo cratucTrke [1] 0K0JI0 MOIIOBHHBI yTE€UEK OTHOCHUTCS K MepBoii kKateropui. Jiist 60ps0bI ¢

HETPaBOMEPHBIM paclpocTpaHeHHEM KOH(PHICHIIMAIbHONH HHPOPMAIUU CYIIECTBYIOT Pa3INIHbIC

MIPOTPaMMHBIE CHCTEMBI, KOTOPBIE TAK)KE MOXKHO Pa3/ICIUTh HA JBa THIIA:

o Cucmemul npedomepawenus ymeyex — CHCTEMBI, paboTarolne NPeBEeHTHBHO U IPU3BaHHbBIEC HE
JIONYCTUTh yTE€U4Ky HHpopManuu. Takue CHUCTeMBl aHAIU3UPYIOT IIOTOKH JIAHHBIX,
NepeceKarolnX T'paHHIBl BHYTPEHHUX CeTeH OpraHM3alyM, HOTEHIMAJIbHO CIIOCOOHbIE
coJep)kaTh KOHQUICHIMANbHYI0 HH(opMmanuio. IIporpaMMHBIE CHCTEMBI OTCIIEKHBAIOT
PA3IHYIHYIO «ITOO3PUTENBHYI0 aKTUBHOCTBY C MCIIOJIb30BAaHUEM PA3MUYHBIX TEXHHK: aHAIIN3
CeTeBOro Tpaduka, KOHTPOJIb YTCHUS U 3alMCH HH()OPMAIMHA HA KOMIIBIOTEPAaX COTPYAHUKOB,
OTCJICKUBAHNE N3MEHEHUH CETeBBIX HACTPOCK U T. 1.}

o Cucmembvl pacciedosanue UHYUOEHMOE YymedeK — CHCTEMBI, IpeJHa3HauYCHHbIE JUIA
JIOKANW3allUi M BBIACHEHMsS NPUYMH YK€ NPOU3OIIEAIIeN yTeuKd HaHHBIX. Yamie Bcero
MOJI0OHBIE CHCTEMBI CIELHaIbHBIM O0pa3oM IIOMEYAIOT paclpoCTpaHseMble JaHHBIE, YTO
MIO3BOJISIET 110 TIOJTyYEHHBIM B XOZ€ PAacCiIE0BAHUs 00pa3IiaM ONpPENeIUTh HCTOUHUK YTCUKH.
Taxxke cX0KHe IPUHLIUIBI MOTYT IPUMEHATHCS B CUCTEMAX 3alUThl aBTOPCKUX IPaB.
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BonbmMHCTBO CUCTEM NPEAOTBPAIICHUS YTCUCK JaHHBIX, MPEICTABICHHBIX HAa PBIHKE, HAICICHBI
Ha pabOTy HCKJIIOUUTENHFHO C NU(GPOBBIMU KaHAJAMU YTEYKH WH(POPMAIUHU: CETh, DJICKTPOHHAS
MOYTa, MECCCH/DKEPhl WM Tpouue. J[eHCTBUTENBHO, TO pAAY NPUYUH OOJBIIMHCTBO YyTCUCK
OCYILIECTBIIACTCS MMEHHO MO JTHM KaHanaM. OIHaKO METOJIbl TPOTHUBOJCHCTBUS yTEYKaM
uHGopMaUK HA OYMa)KHBIX HOCHUTENSX MO-TPEKHEMY aKTyallbHbl — COTJIACHO OTYETY KOMIAHUH
InfoWatch 3a 2020 rox mo 10% yredek MpuUXOIMTCS UMEHHO Ha 3TOT KaHan [1]. Bonee Toro, B
HEKOTOPBIX OPraHU3aIMsX J0JIs yTeueK HHPOPMAK Ha OYMaXKHBIX HOCUTEIISIX MOYKET OBITh BBIIIE
B cuily crieliuuKy pabouux MPOIECCOB, KaK HAMPHUMEp, U30JMPOBAHHAS BHYTPEHHSS CETh WA
3anpeT Ha UCIOJIb30BAHUC JIMYHBIX MOOMIBHBIX CMapT(HOHOB.

Tekymrast paboTa BBIMOJIHSIACH B XO/I¢ MPOEKTA 0 CO3JaHUI0 CHCTEMbl KOMILICKCHOW 3allUTHI OT
yredek uHpopmanmu. B maHHOW cTaThe pacCMATPUBAIOTCS METOIbI G6HeOpeHUss METKU B
n300pakeHHe BBIBOJAMMOIO Ha TMe4arh JOKyMeHTa. Memxou B JaHHOM KOHTEKCTE SIBJISETCS
MOCJIEIOBATEILHOCT OUT OIPE/ICIICHHOM JUTMHBI, C TOMOIIBI0 KOTOPOH MOKHO UICHTH()HUIIUPOBATH
KOMHLIOTep, C KOTOpOFO I[OKyMeHT 6]:.1.]1 OTHpaBHeH Ha re4yarthb. BCTpaI/IBaHI/Ie MCTKU HpOI/ICXOI[I/IT
MyTEeM MAaJI03aMETHOTO HM3MCHEHHUS BHEIIHErO BUIAa TEKCTa MOKyMeHTa. [Ipu paccienoBaHuu
HUHIOUOCHTOB yTequ BBITIOJIHACTCA U36/1eUueéHue MCTKU U3 1/1306pa>i<eH1/1$1 MapKI/IpOBaHHOFO (I/IJ'II/I
nomeuenno2o) JOKyMEHTa, TOJNYyYEeHHOr0 IIyTeM CKaHUPOBaHUs WM (HOTOrpadUpoBaHMs
OyMaXHOTO  JOKyMEHTa. [IpM  HCHOJB30BAaHMM OyMaXKHBIX HOCHUTEJICH B  CHUCTeMax
JIOKyMEHTO000pOTa 3a4acTyI0 BO3HUKAET HEOOXOJUMOCTh TOBTOPHOM MEYaTH OTCKAaHUPOBAHHBIX
JIOKYMEHTOB, TIOTCHIHAIBEHO yXKE MAPKUPOBAHHBIX, TOITOMY TPEOYeTCs: 00ECIeYUTh BO3MOKHOCTD
3aMEHbI METKH Ha JOKyMEHTaX C y>Ke BCTPOCHHON MeTKOii. [Ipoiiecc 3aMeHbl METKH MOXHO pa3ouTh
Ha JIBE OTepalli: CMUpPaHue CTapoil METKH U BHeJpeHue HoBoi meTku. Ha Puc. 1 nmpencraBnena
CcXeMa MapKHpOBaHHUsS JOKYMEHTOB, WHTerpupoBanHas B mojcuctemy mnedatu OC [2], userom
BBIJICTICHBI PEATU3yeMbIe AITOPUTMAMH MAPKUPOBAHHUS OTIEPAIIHH.

JlokymeHT - CkaHupoBaHHE
Ortnpaska Crupanune BcerpanBanne HW3pneuenne
—> — — [evars
Ha [eyaTh METKH METKI METKH
VHUKanbHAS dotorpadupoanie
METKa

Puc. 1. Cxema mapxuposanus 00KyMeHmog
Fig. 1. Document marking scheme

2. CesizaHHbIe pabombl

3amaya BCcTpauBaHus ITUGPOBBIX METOK B U300paKEHHS JOCTATOYHO XOPOIIIO U3yUeHa U OMUcaHa B
psne myOnukauid. BONBIIMHCTBO aBTOPOB BBIIEISIOT METO/bI BCTpauBaHHs HU(PPOBBIX METOK B
obnacTe npeobpazoBanus (transform domain) wim B npocTpaHcTBeHHas obnacts (spatial domain).
K nepBoii rpyre 0OTHOCSITCSI METO/IbI BCTpaBaHUsl IM(POBBIX METOK B M300paKEHUsI, IOy YCHHbIC
MyTeM HEKOTOPOro MpeoOpa3oBaHWs — B YAaCTHOCTH, MOCPEICTBOM JHCKPETHOI'O KOCHHYCHOTO
npeobOpaszosanus (DCT) [3], muckpernoro mpeobpaszosanus dypre (DFT) [4], auckperHoro
BelBieT-npeodpazoBanus (DWT). B nmanHOW cTaThe 3TH METOABI paccMaTpUBATBCA HE OYIyT,
MOCKOJIbKY MX IMPUMEHEHHE K HM300pa)KCHUSIM TEKCTOBBIX JIOKYMEHTOB (BH3YaJbHO OJIM3KUX K
OMHApHBIM M300paKEHUSIM B OTIMYME OT LBETHBIX TIpadUuecKUX HN300paKeHUH) BHOCHT
CYIIECTBEHHbIC HCKAXKCHUS.
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Bropas rpyria BKIIoYaeT METOIbI MAPKUPOBAHHMS, OCHOBAHHBIE Ha MOAU(UKALMU OPUTHHATILHOTO
U300paKEHHS — B YaCTHOCTH, BHEAPEHUE HEKOTOPOTO MEPUOANYECKOTO MIA0IOHA U1 rpaduuecKux
n3o0paxkenuii [5], COBUI CIOB, M3MEHEHHWE MEKCTPOYHOTO HHTEpBaja, J00aBJICHHE OIIMOOK
(opdorpaduyeckux, IMyHKTYallMOHHBIX)  JUIs  TEKCTOBBIX  JOKyMEHTOB.  JlanbHeiinas
KJTacCU(HKAIIHA METOI0B MAPKUPOBAHUS IPOCTPAHCTBEHHOTO JIOMEHA BBIIENAET JIMHIBUCTUYECKUE
U CTPYKTypHbIe MeTos! [6][7]:

° JIMHrBHCTHYECKHE METOAbl — M3MEHSIIOT CEMaHTUUYECKUE TN CHHTaKCUYECKHUE CBOMCTBA
TEKCTOBOI'O0 COACPIKMMOT'O TOKYMCHTA,

e  CTpyKTypHBIE MeTOAbl — M3MEHSIOT apaMeTPhl BU3YaIbHOTO MPEACTABICHUS TEKCTOBOTO
CJI0SI JOKYMEHTA, HO HE MEHSIOT CMbICT TEKCTa.

2.1. lInHrBucTnyeckme metoabl
JIuarBUCTHYECKHE MCTOAbI MAPKUPOBAHUA TOKYMCHTOB MOAPA3ACIIAOTCA HA KaTeFOpI/II/I:

e  Cemanmuueckue — BKIIIOYAIOT B ce0sl pa3JIMuHbIE METOJbI COKPBITHS MH()OPMALIMH B TEKCTE
MOCPEACTBOM H3MCHCHHA TaKHUX anI/I6yTOB TCKCTa KaK MNpaBOMNHCAaHUEC, HCIIOJIb30BAHHUEM
ab0peBuaTyp U aKpOHHUMOB, 3aME€Ha HA CHHOHUMBI U IpYyTHE.

e  Cunmaxcuueckue — COKpBITHE MHPOpMALUK 0e3 3HAYUTEILHOTO M3MCHEHHMS CMBICIIA TEKCTa.
B 3HauyMTENnbHON CTENEeHH Takue METOJbl MapKUpPOBaHHS I0JIaraloTCs Ha CHHTaKCHYECKHE
CBOIicTBa s3bIKa MM MCIIONBb3YyeT MpUCylHe eMy ocoOeHHocTH. Hampumep, 3ameHa
orpeJieTIeHHbIX OyKB HEKOTOPOro andaBuTa Ha BU3YaJIbHO CX0XkHKe OYKBBI Ipyroro andaBura.

2.2, CTpyKTypHble MeToAbl
CTp}IKTypHLIe MCTOAbI MAPKUPOBAHUA JOKYMCHTOB NOAPA3ACIAIOTCA Ha CICAYIOMINEC KaTCrOpUH.
o Heneuamaemvle cumeovt

PasnuuHbie HereyaTaeMblie CHMBOJIBI ITUPOKO MCIIOIB3YIOTCS MIPH MAPKUPOBAHUU TOKYMEHTOR.
CyIecTBYOT pabOThl, 1€ TAKHE CHMBOJIBI HCIIOIB3YIOTCS KaK JJIS 3aMEHBI, TaK U JIJIsl BCTABKU
COJIEPIKUMOTO B HCXOTHOM TeKcTe. [IpoOesibHbIe CHMBOJIBI XOPOIIIO MOAXOIST /IS BCTPAUBaHUS
nH(pOpMAIINH B TEKCTOBBIN CIIO#, MOCKOJIBKY KPaiHE CII0KHO BU3YaJbHO OTIIMYUTH PA3THYHbIC
Bapuanuu 1npoOena (B Unicode-KOAMpOBKE HMeeTCS IOYTH JBa JECSITKa MPOOEThHBIX
CHUMBOJIOB). BcTpeuarorcsi pasnuuHble BapHalMd  alrOPUTMOB, KOraa HHGpOpMAIHs
BCTPAMBACTCS MEKAY CIIOBAMH, MPEAJIOKEHUIMH, a03a1aMu, MyCThIMUA CTPOKaMu 1 uHbie [8]-
[10].

Takke CYIIECTBYIOT aJITOPHUTMBbI, HCIOJB3YIONIUE JIs KOJAUPOBAHHS CHMBOJIBI HYJICBON
UIMPUHBI, HAPUMEP, MPOOEn HYIEeBOW JIMHBI WA CHMBOJIBI, BBIMOJHSIONINE CEPBHUCHBIC
¢yHKIMU B muraTypHeix mpudrax. Beero B Unicode cymectByeT 10 HemeyataeMbIX CHMBOJIOB.
Komupyromue MeTKy CHMBOIBI MOTYT pa3MEIIaThbCsi HA CaMBIX PA3IMYHBIX ITO3UIMSIX,
HaTpUMep, MOCIe MyHKTYallMOHHBIX CHMBOJIOB, MEXAY MyCTHIMU JMHHUSAMHU H Haparpadpamu
[11][12].

o Cuewenue mexcmosbix dI1eMeHMO8

OpHa U3 nepBHIX paboT M0 MAPKUPOBAHHIO JOKYMEHTOB Ha OCHOBE BEPTHKAIHLHOTO CMEICHHS
TEKCTOBBIX JINHUI MOsBIIIACH erie B 1994 romy [13]. CMerierne TeKCTOBOM JIMHUM BBEPX HIIH
BHU3 KoaupoBano eauHuuHbsli Out [15]. Tlo3mHee mosBHIMCH PabOTHI, B KOTOPBIX JUIs
KOJUPOBaHKs MPUMEHSJIOCh TOPU3OHTAIbHOE cMemienre ciioB [14]: cioBa 0ObeAMHAIOTCS B
TPyNIBl IO TP W CIOBO, CTOAIIEE IOCEpEAMHE, CMEIAeTcs BIPAaBO WIHM BIEBO JUIA
KOJUPOBaHHs OAHOTO OuTa MeTku [16][17].

o Ceoticmsa (hopmamuposanus, mexKcma
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Bonpiinm pa3HooOpazueM o0iafaeT rpymmna METOAOB, HCIOJB3YIOUIUX s KOAWPOBAaHUS
pa3nuyHbIe CBOWMCTBA (OpPMATHPOBAaHUS TEKCTa: pa3Mep, IBET, OCOOEHHOCTH HayepTaHUs
mpudTa u Apyrue cBoicTBa. B wacTHOCTH, pa3paboTaHO MHOXKECTBO METOAOB KOJMPOBAHUS
METKH Ha OCHOBE MCKa)KeHUs HauepTaHus riudos. B paHHnx paborax BHOCUMBIE HCKaXKEHHUS
JIOBOJIHO TI'pyOble M BU3yalbHO 3aMeTHBL. B mocmemyrommx padoTax H3MEHEHHs MEHee
3aMETHBI, TOCKOJIBKY MOAU(DUIIMPYIOTCS JIMIIh KOHTYPHI OTAENbHBIX riupos [18]. Merox Ha
OCHOBE HCKa)XCHHS WPH(Ta HCIOIB3YyeT HEHPOHHYIO CETh Ui CUHMTHIBAHUA BapHaLlMH
KOHKPETHOH OYKBBI M BU3YaJIbHO PAa3IMYUM TOJIBKO HPH OJIM3KOM PACCMOTPCHUH U MPSIMOM
cpaBHeHHH ¢ opuruHaigom [19].

Taxke CymecTByeT Trpymnma METOJIOB, CICHHATU3UPYIOMAsACS Ha KOJUPOBAaHHU C
HCIIONIb30BaHUEM OCOOCHHOCTEH apaOCKOro si3bIka. MeTKa KOJUPYETCs IOCPEICTBOM CIBHIOB
TOYEK B OINPEACICHHBIX CI0BaX, NCIOJIB3yEMbIX IIPH HauepTaHUH OyKB apaOckoro andasura, a

TAKXC yI[HI/IHCHI/Iﬂ BepTI/IKaHLHbIX ‘lepT B I[perIX 6yKBaX, YTO HEC MCHACT CMBICJIa HAIIUCAHHOT O
[20].

2.3. CyuwecTBylowme peLieHns

B HacTosuii MOMEHT Ha POCCHHCKOM PBIHKE CYHIECTBYET HECKOJBKO MPOJIYKTOB, KOTOPHIC
peanu3yroT BO3MOXKHOCTh BHEIPEHHS YHUKAIbHBIX METOK B BBIBOJMMbBIC HA MEYaTh JOKYMEHTBI:
TraceDoc [21] u EveryTag [22]. Uudopmanus 006 HCHONB3yeMbIX METOJaX MapKHPOBAHHUSI
MPEICTaBIsIET KOMMEPYECKYIO TaliHy W OTCYTCTBYET B OTKPBITOM JOCTYIE, OJHAKO OIMMCAHHE
MPOJIYKTOB Ha CaliTax MPOU3BOJUTENS TMO3BOJISIET CEIaTh BBIBOJ, YTO JJIS W3BJICYEHHUS METKU U3
MapKUPOBAHHOTO JOKYMEHTa CHCTeMaM TpeOyeTcss OpHIMHAllbHAs, HEMapKUPOBAHHAS BEPCHS
JOKyMeHTa. Takod MOJXO0J HWMEET CBOM MPEUMYINECTBA — BO3MOXHOCTh CPaBHHBAThH
MapKUPOBAHHBIM JOKYMEHT C OPHTHHAIOM MOTEHIMAIBHO MOBBIIMIAET TOYHOCTh HM3BJICUCHHUS, A
TAK)KE CHUYKAET 3aMETHOCTh METKH Ha JIOKYMEHTe. B To ke BpeMsi HE0OX0UMOCTh COIEPIKAHUS
HNOJJIEPIKKUA 0a3bl JIAHHBIX OPHUIMHAJIOB U BCEX YHUKAIBHBIX KOIHUHA JOKYMEHTOB SBIISICTCS
3HAYUTEIbHBIM HEIOCTATKOM JJAHHOTO IOJX0J1a, TAK KaK Takasi 0a3a CTAHOBUTCS €IUHOW TOYKOM
OTKa3a, a TaKXKe [CHTPAIM30BAHHBIH XapakTep TakoW 0a3bl MOXET ObITh HECOBMECTHM CO
CTPYKTYpPOH HEKOTOPBIX OpraHU3alMiil.

2.4. Pe3ome

Cpenu pacCMOTPEHHBIX METOJIOB MapKHPOBaHUs ObLT BEIOpAH CTPYKTYPHBIN MOAXO0J Kak Hauboee
HOAXOMSIIMA JUIsl PELIeHUs] MOCTABJICHHOH 3alauydl — MapKHPOBaHHE TEKCTOBBIX JIOKYMEHTOB.
JIMHrBUCTHYECKHE METOIBI HE MOAXOST, IIOCKOJIbKY M3MEHSIOT COJACPKHUMOE NOKYMEHTa, 4TO B
UMEIOLIeHCS MOCTAaHOBKE HENOMYyCTHMO. MeTOoabl BCTpauBaHUS LU(POBBIX METOK B 00JacTh
npeoOpa3oBaHUsl TakXKe He MOAXOAAT, TaK KaK CYIIECTBEHHO YXYIIIAIOT BH3yalbHOE
MpEACTABJICHUC TOKYMEHTA. HO}IXOZII)I K MapKUpOBaHUIO HA OCHOBE U3MCHCHUA CBOMCTB OTACJIIBHBIX
FJ'[I/Iq)OB I{pe?;BLI‘-IaI\/'IHO Tpe6OBaTeJ'H)HBI K Ka4€CTBY 1/1306pa>1<eHI/m IIpyu U3BJICYCHUU, YTO CUIIBHO
OrpaHUYMBACT HMX BO3MOXHOE IIPAKTHUYCCKOE TNPHUMCHCHUEC. MCTOJIBI BCTpauBaHUA I_H/I(I)pOBI)IX
METOK, HCIOJIb3YIOLIHEe OCOOEHHOCTH OMpE/IeNICHHBIX ()OPMATOB, OIPAaHUYMBAIOT IMPUMEHEHHE
CPaBHHUTENHHO HEOONBIINM YHCIOM (OpMATOB JOKYMEHTOB. Taxke TpH BCTpaWBaHUH
UCTIONB3YyeTCsl CTpyKTypa (opmara, mpemocraBisiomas HHPOPMAIMIO O TEKCTOBOM  CJIOE,
(hopMaTHpOBaHUU M APYTHX aTpUOyTax JOKYMEHTa, TOTrJa KaK NpW M3BJICYCHHUH MM ITOBTOPHOM
BCTPavBaHUN CKaHUPOBAHHBIH Wi (oTOrpadupoBaHHBIN JOKYMEHT IPEJICTABIEH KaK PacTpoBOE
n300pakeHue.

Pa3zpaboTka Merona KoaMpoBaHUsS TpeOyeT MOMCKa KOMIPOMHCCA MEXIY IPOTHBOPEUYMBBIMH
KPUTEPHUSIMH:

L He3aMeTHOCTD — CTOHMKOCTH METOoAa K 06Hapy)KCHI/I}0 MCTKH B MApKUPOBAHHOM JOKYMCHTE;
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e HagexxHocTb — CTOHKOCTH MeTOJa K Ppa3IWYHBIM HCKQ)KEHUAM, BO3HHMKAIOIIUM IIPU
reyaTn/CKaHupoBaHuK/GhoTorpadhMpOBaHUN MapPKUPOBAHHOTO IOKYMEHTA;

° EMKOCTB — KOJIMYECTBO 61/IT, KOTOPbIC MOJKHO BCTPOUTH B MapKI/IpyeMHﬁ JOKYMCHT.

Koppexums PasmeTra Paz0nenme
PPeXIL — —»  OunsTpanma — ©
yIIa IOBOPOTA TOKYMEHTa HAa TPYIIIEL

I'enepanns Obpatroe
Amnanns : : ~
z . : H METKH C : ! |npeobpasopanme
HEECUR S Dbk : BUX konom H JMOKYMEHTA
: i | Pacnipenenenne
Hemnpasnenue ~
. OUT MCTKH
I’I[lBGpCMl’l MECTKH MO rpynnam
[lpeobpazopanue
TOKYMEHTA
H3Bjieuenne ! ! Berpansanue i ! Crupanue
Obparnas
KOPPCKIIHS

yIJIa OBOPOTA

Puc. 2. Dmanwi mapxuposanus OOKyMeHmMa 015 pasiuyHulX onepayuil (46emom ebloesieHvl Imanbvl,
peanusayus KOmopbix 3a8UCUM OM A120pUmMa)
Fig. 2. Document marking process pipeline for different operations (algorithm specific stages colored)

3. OnucaHue an2opummoe MapKupoeaHusi

B pamkax paGoTbl HaJ MPOEKTOM OBbLTO pa3pabOTaHO U PEATM30BAHO JIBa METOJIa MapKUPOBaHUS
TEKCTOBBIX JOKYMEHTOB. B OCHOBE NepBOro Meroja — HE3HAYMTEJILHOE CMELIEeHUE CIIOBA I10
BepTHKaIK. BTOpoil MeToq M3MEHsIeT SpKOCTh HauepTaHus WIpudTa BIOJIb JUHHUHU, TPOXOsIIEit
IocepeIMHe CJIOBA — BU3YalIbHO JaHHBIN 3(QEKT HATOMUHACT NMepeYepKUBaHNe CI0Ba.
ANTOPUTMBI PAacCUHUTaHBI Ha paboTy C PacTPOBBIMH H300paKEHUSMH TEKCTOBBIX IOKYMEHTOB,
paspenienne koTopsix npesbimaer 150 DPI. Kaxnast ctpaHnma MHOTOCTPaHHMYHOTO TEKCTOBOTO
JIOKYMEHTa MapKHpyeTCss 10 OTHeNbHOCTH. Ha Kaxmol cTpaHune JOKYMEHTa JOJDKHO
MPUCYTCTBOBaTh HE MEHee 12 CTPOK TEeKCTa, a B KaXKIOW CTPOKE — HE MeHee IIATH CJOB s
MapKUpPOBaHMsI MOCPEICTBOM IIEPBOIO AJITOPUTMA M HE MEHEe TpeX CJIOB JUIl MapKHpOBaHHUS C
MIOMOLIBIO BTOPOTO.

3.1. Obwasn cxema paboTbl

HecmoTtps Ha TO, 9TO MEXaHU3MEI PabOTHI Pa3paOOTAHHBIX ANTOPUTMOB KOJMPOBAHUS Pa3IHYHbI,
3HAYHUTENIbHAS YacTh JIOTHKH OOpabOTKM NOKYMEHTOB coBmamaer. Ha Puc. 2 mpexpcrarieHa
MOCJICIOBATEIEHOCTD BBHITIOJHECHUS TAIOB JIUIsl PA3JIMYHBIX ONEpaliii MApKUPOBAHHS JOKYMEHTA.
OO6mwme dTansl 00paboTKH TOKYMEHTA, MPEICTABICHHBIE HA CXeMe, BKITIOYAIOT!
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®  KOppeKyus yeia nogopoma: KOPPEeKTUPOBKA OCYIIECTBISCTCS B HEOOJIBIIOM JJHana3oHe YIioB
Y HE UCTIPABJIACT OIUOKH OPUCHTAIUHN JOKYMCHTA;

®  pazmemka OOKyMeHmaZ BBIZICJICHHUEC Ha 1/1306pa>1<eH1/11/1 JOKYMEHTa CJIOB, TEKCTOBBIX HHHHﬁ,
TCKCTOBBIX 6J'IOKOB;

® ¢urempayus: cocTaBleHHEe Habopa 3IIEMEHTOB pPa3METKH (CIIOB WM TEKCTOBBIX JIMHUI),
KOTOpBIE HE OYIyT UCIIOIB30BATHCSA MIPU KOAUPOBAHUM;

®  paszbuenue Ha epynnvl: 00BETUHCHUE CJIOB B TSCKCTOBBIX JIMHUSX B TPYIIITBI, KOJUPYIOIIUX OJTUH
OUT METKH,

®  0OpamHas Koppexkyus y2ua n0gopoma: BOCCTAHOBICHNE HCXOAHOTO yIJla IOBOPOTA JOKYMEHTA.

3.1.1. BctpanBaHue MeTKu

Bxonnble 1aHHbIE: pacTpOBOE H300pakeHHE TOKYMeHTa, 32-0uTHAs METKa;
BoIxoHbIe JaHHBIE: PACTPOBOE H300paXKEHNE JOKYMEHTa C BHEJPEHHOW METKOM.
KpaTKOG OIIMCAHUE 5TAIIOB 06pa60TKI/I BO BPEMs BCTpanBaHUSA MCTKU:

o [enepayus memxu ¢ BYX xodom: mpeobpa3oBaHHe BXOMHOW METKH B IMOCICIOBATEIBHOCTD
6uToB, MoOaBIIcHIE OJI0KA KOPPEKIHK omnOoK Ha ocHoBe BUX-kona;

e Pacnpedenenue 6um memxku no epynnam: BEIYUCICHUE COOTBETCTBUH MEXAy OUTaMH METKH H
rpyImnaMu, KOTOpBIE X KOJUPYIOT;

e [Ipeobpasosanue 0oKymeHma B COOTBETCTBHU C BHIOPAaHHBIM METOJOM IPENCTaBICHHS METKHU:
nepeuepkuBanus (paszaen 4) wiu cmenienus (paszaen 5).

3.1.2. I3aBne4yeHne MeTKU

BxojHble IaHHbIE: PACTPOBOE H300pAXKEHUE JTOKYMEHTA C BHEAPSHHON METKOM;

BreIxoauble 1anHblie; 32-OMTHASA METKA.

Kparkoe ormucanue 3tanoB 00pabOTKH BO BpeMsl U3BICUCHUS] METKH:

o Ananuz npeobpazoeanuii: U3BICUCHNUE 3aKOJUPOBAHHBIX OUT U3 KX I0W IPYIIIbI, 00beIUHEHIE

B OMTOBYIO MIOCIIEIOBATEILHOCTD. Peanu3alius JaHHOTO 3Tarna 3aBUCUT OT BEIOPAHHOTO METO/A:
nepeuepkuBanus (paszaen 4) wiu cmenienus (pasaen 5);

e Ucnpaenenue ungepcuii memku: pasJeJIeHUE N3BICYEHHON OMTOBOM MOCIIEIOBATEILHOCTH HA
MeTKy 1 BUX-kos! koppeknun. OOHapyKeHIe MHBEPCHI OWT, €CIIM KOJIMYECTBO OMIMOOK HE
CJIMIIIKOM BEJIUKO.

3.1.3. CtupaHue meTkun

BXOIIHI)Ie AaHHBbIE: PaCTPOBOEC I/I306pa)K€HI/IC JAOKYMCHTA C BHeILpeHHOfI MCTKOﬁ;
BoixoaHble JaHHBIE: PACTPOBOE U300paKEHNE JOKYMEHTA CO CTEPTOI METKOIA.
KpaTKOC OIIMCAaHUE 5TAIIOB 06p360TKI/I BO BPpEMs CTUPAHUS MCTKU:

e Obpamnoe npeobpasosanue 0OKyMeHma OCYIIECTBISIETCS 1O rpynnaM. Peannsanust 1aHHOTO
JTara 3aBUCHUT OT BEIOPAHHOTO METOa: TiepeuepKkuBanus (pasaen 4) win cMmenieHus (paszaen 5)

3.2. Pa3ameTKa fOKYMeHTa

Pa3paboTaHHBIE aNTOPUTMBI MAPKUPOBAHUS ONCPUPYIOT HAJ CIOBAMH M TEKCTOBBIMHU JIMHHSMH,
MOSTOMY OJUH W3 JTAllOB Pa0bOTHI alTOPUTMOB — IIOJNydEHHE Pa3METKH TeKcTa. Pesyibmam
8bINOIHEHUS. PA3MEmMKU meKcma — 3TO UH(pOpMaIus 0 MUHHUMAIBHBIX OTPaHUYUBAIOIINX CIIOBA
NPAMOYTONBHUKAX, 0Aa30BBIX JIMHHUSAX M B3aMMHOM PACIIONIOKEHHH DJIEMEHTOB Ha W300paKCHHU
TEKCTOBOTO  JTIOKyMEHTa. Munumanvuviti  oepanuyusaowuii  npamoyeorvhux  (MOI) —
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MPSMOYTONBHUK MHHHMAIBHOH IUIOMIaAH, BHYTPH KOTOPOTO CIOBO WM TEKCTOBAas JIMHMSA
HaXOIWTCS LENUKOM. bazoeas aunus — BooOpaxkaeMas JMHHS, IPOXOIAIIasl 0 HIDKHEMY KpParo
cioBa 0e3 y4era HI)KHHX BEIHOCHBIX 3JIeMEHTOB (nmpumep Ha Puc. 3).

JIist mosmydeHnst pa3METKH TEKCTa UCTIONb3YIOTCS HHCTPYMEHTHI CETMEHTAIMH. B qaHHBI MOMEHT
MOJAEPIKUBACTCA JBA UHCTPYMEHTA:

e Tesseract OCR — 310 cB0OOIHO pacmpocTpaHseMas IporpaMMma il paclo3HaBaHUS TEKCTa
[23];

o DocParser — pemenue, pazpadorannoe maptaepamu VCI1 PAH Ha ocHOBE HEHpOHHOH ceTu
apxutekTypsl UNet [24].

[Ipu paboTe ¢ UHCTPYMEHTaMHU CETMCHTAIIUM OBLT BBISIBICH psif mpoOyieM. [maBHas mpobiema —

HECOBIMAJCHHE Pa3METKH OPUTMHAJIBHO JOKyMEHTa M Pa3METKH CKaHUPOBAHHOTO HM300pa)KeHUs

TOrO € JOKyMEHTa. Takoe HEeCOBIaJECHNUE MOKET CUIIBHO MOBJIMATh HA KOPPEKTHOCTh BHEAPEHHUS

1 TOYHOCTH U3BJICUCHHS METKH. B X01e paboThI OBUTH BBIACTICHBI CICIYIOIINE TUIIHI OITHOOK:

L4 pa36I/ICHI/Ie OJITHOT'O CJIOBa Ha ABa,
L4 CJIMAHUC IBYX CJIOB B OJJHO,

®  BBIJICTICHUE PA3IMYHBIX JePeKTOB (IIyM, AeeKThl CKAHUPOBAHMSI) KaK OTACIBHBIX TEKCTOBBIX
3JIEMEHTOB;

L4 HEKOPPCKTHAA pa60Ta C JOKYMCHTaMHU, COACPIKAIIUMHA Ta6J'II/ILII>I;

L4 HEKOPPCKTHAA pa60Ta C JOKYMCHTaMU, MapKUpPOBAHHbIMU Memooom nepe4epKueanusl.

3.2. MexaHu3Mbl 06paboTkun owmnboK

BrlensnosxeHHbIE HpO6J’IeMLI HHCTPYMEHTOB CCTMCHTALMU TCKCTa BJIMUAIOT Ha KOPPCKTHOCTH
HU3BJICYHCHUA MCTKU. HHS[ TMOBBIIICHUA TOYHOCTHU AJITOPUTMOB OBLIIO pa3pa60TaHo HCCKOJIbBKO TCXHHK,
KOTOPBIC MNO3BOJIAIOT 3HAYUTCIIBHO YMCHBLIIUTH BJIUAHUC OIIHOOK Pa3METKN Ha KOPPEKTHOCTH
U3BJICYCHUA MCTKH. CpeI[I/I HHUX:

e TI'pynnupoBKa c10B B TEKCTOBBIX JUHUAX. CyTh TaHHOTO METOa 3aKII0YAeTCA B TOM, YTO
OoMH OUT METKH KOJIUpYeTCs He OJHHMM CJIOBOM, a IPYNION M3 HEeCKOJBKHX cioB. Kaxmas
CTpOKa JIoKyMeHTa fesmTes Ha N (1o ymomanuio N = 3) paBHBIX 10 MIMPUHE YacTeil, KaKaoe
CJIOBO B TEKCTOBOW JIMHUM IONAIET B OIPEACICHHYIO TPYIIY B 3aBHCUMOCTH OT CBOETO
NoJIOKeHHs. ['pymma MoKeT BKIIOYAaTh HECKOJIBKO CIIOB HMJIM OBITH ITycTOH. JlaHHBIH MeTox
MIO3BOJISIET YAaCTUYHO HUBEIMPOBATh OMIMOKM Ppa3METKH, CBSA3aHHBIE C HEKOPPEKTHBIM
OTIpeJIeTICHUEM TPAHUIL CJIOB.

e Koabl koppexkuun omudok. MeTtka, KOTopas BHEAPSETCS B JOKYMEHT, IIPH HEOOXOUMOCTH
MOXeET OBITH JIOTIOJHEHAa OJOKOM OOHapyKeHHs M HCHpaBJICHHS OMTOBBIX MHBepcuil. s
Koppekuuu oummnbOok ucnonedyercss BUX-kox [25], koTopelli B TEOpUM MO3BOJISET
KOPPEKTHPOBATh IMPOU3BONBHOE KOIMYECTBO WHBEPCUM, OJHAKO YBEIUYEHUE KOIUYECTBA
00HapyXMBaeMBIX OIIMOOK TpeOyeT yBeJMUEHMs JJIUHBI Oiioka Koppekuuu. Ilo ymomuaHuio
KOppEKTHpYeTcs 3 OIMOKN — JUIMHA OJI0Ka ¢ KOAaMH KOPPEKIMHU TIPH 3TOM cocTaBisieT 18 Our.

e  @uabTpanms 3ieMeHTOB. HexoTopsle clioBa WM TEKCTOBBIE TMHUU MOTYT HE MOJAXOIATH JIJIs
KOAMPOBaHUs WHQPOPMAIMU, BBUAY TOTO YTO OHHU SIBISIOTCS HCTOYHHKOM OIIMOOK IpH
pa3MeTKe WM M3-3a CIeHU(HUKH KOHKPETHOTO AITOpPHTMAa KOAMPOBaHUs. [Ipu BHeApeHHH H
M3BJICYEHUH METKU TaKHUE€ 3JIEMEHTHI MPOITyCKAIOTCS U HE UCIOJIb3YIOTCS ISl KOAUPOBAHHUS.
Hcnonp3yroTes ciaeayronye KPUTSPHH: IUPHUHA CIIOB, KOJIMYECTBO CJIOB B TEKCTOBOW JIMHUH,
HaXOJKIEHHE CI0Ba B TAOJIMIIE U T.1.

° IleTeKTHpOBaHPIe TaﬁJII/III. I/IHCprMCHTLI CCIMCHTAllMU TIJIOXO CHOPaBJIAIOTCA C pa3M€TK0171
JAOKYMCHTOB, B KOTOPbLIX MPUCYTCTBYIOT TaGJ’II/IHLI. ﬂﬂﬂ peuicHuss JTOU HpO6J’IeMLI BCC CJIOBa,
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KOTOpBIE HaXOJSITCSl BHYTPHU IpaHMI] Tabnu, oTGUIbTPOBIBatOTCS. Pa3zpaboTaHHbIi alroputm
JIETEKTUPOBaHUs TaOJIMI] HAXOJUT BHEIIHHE KOHTYPBI BCEX TaOJHIl B JOKYMEHTE M IIOMEYaeT
CJIOBA, HAXOASIINECS BHYTPH 3THX KOHTYpOB. II0MCK BHEIIHMX KOHTYPOB OCYIIECTBISETCS Ha
OCHOBE TOTMOJIOTHYECKOT0 aHaM3a OMHAPU30BaHHBIX H300paxeHHi [26].

3.3. No3numoHnpoBaHme MeTKU B OKYMEHTE

Ecnu B 1okyMeHTe IPUCYTCTBYET OOJIbILE TEKCTOBBIX JIMHU, YeM HEOOXO0IMMO ISl OTHOKPATHOTO
BHEJPEHHSI METKH, BBINIOJHAETCS MOUCK Hauboyee MOAXOAsAIIeld 00NacTH BCTpaMBaHHST METKH.
OO6mnacTb BcTpanBaHUs MpeACTaBIIET cO00M HAOOP TEKCTOBBIX JIMHHM, CIISAYIOUIIX APYT 33 IPYTOM,
OrpaHUYCHHBIH CHELHaTbHBIMU CTpOKaMHU-Mapkepamu. [Ipu BbIOOpE MO3HIMHU AT BCTPaHBaHUA
METKH YUUTHIBAIOTCS Cleylomue (GakTopsl (B MOPSIKE IPUOPHUTETA):

1. HaJIMYME B CTPOKE CJIOB, HE SBJISIONIMXCS MAITHHOUCHBIM TEKCTOM! (MEHBIIIE — JIyYIIE);
2. KOJIMYECTBO ITyCTHIX TPYNII (MEHBIIEC — JIYYIIC);
3. «3ATI0JTHEHHOCTBY» TEKCTOBOI JINHUY, BBIYHCIsIEMas 10 popMylie Hike (00JIbIe — JTydiie).

i al bJ
tli _ tlwidth . Z Warea
fat —

w i
tlwidth tlarea
ot g — mupura MOII { TeKCTOBO# JIMHKY;

o tloq — miomans MOII i TEeKCTOBOM THHUM;

ij . . .
e wgl,, — miomams MOII j cioBa B i TEKCTOBO# JTHHHM;

e tl'— KOIMYECTBO CIIOB B i TEKCTOBOI JIHHNUH;

e W — HOMeEp caMoil LUUPOKOH TEKCTOBOM JIMHUU.

OO6nacTe BCTpamBaHHUS METKHM — 33JaHHBI JMANa30H CTPOK — OTPAaHUYHBAETCS IOCPEICTBOM
CIEeNHANbHBIX CTPOK-MAapKepoB Havajla M KOHI[a METKH. B kauecTBe MeTo/a npeoOpa3oBaHus I
CTPOK-MapKepOB Ha4yaja M KOHIA METKH HCIIOJIb3yeTCs allTOPUTM IIepedepKUBAHUS CIIOB.

4. Anzopumm KodupoeaHUsl Ha OCHO8e rnepeyYyepKUBaHUs CJ108

4.1. BHeapeHne MeTKU

AJITOPUTM KOJUPOBAHUS HCIOJB3YeT MOJXOA C HM3MEHEHHEM SPKOCTH TIIM(GOB B oOIacTsIx
nepeceyeH s FTOPU30HTAIBHOM JIMHUM, IPOXOSIICH MO JUTMHE CIIOBA MEXIY 6a3060U N MEOUAHHOT
JMHHUSAMH, a TaKkKe HMeueil TommuHy o. BusyanbHO naHHBIA 3(QQeKkT HanmoMHHaeT
nepeuepkuBanue ciosa (puc. 3). TouHa THHIK 0 BRIYUCIISCTCS Ha OCHOBE CPEIHEH BBICOTHI CIIOB
BO BCeM JIOKyMeHTe. [lepeuepKkHyTOoe CIIOBO KOAUPYET €NUHUYHBIN OUT, HENIEPEUEPKHYTOE CIIOBO —
HyJeBoH (puc. 4).

mMegunaHa

bazoBasi UHUA

Puc. 3. Pacnonooicenue nepeuepkusaioweil TuHUY
Fig. 3. Strikethrough line location

! Ilnst onpeiesnienust THIIA COAEPKMMOTO CJI0BA UCTIONB3YETCS HEMPOHHAs CETh HA OCHOBE apXUTEKTYphl ResNet
[27].
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Lorem ipsum dolor sit amet, consectetur adipiscing elit.
@ 1 e 1 1 0 1 0
T Avars svmectirms AAlA 3 AAdIrmIcAtim e Aala
Lorem ipsum uwu:‘ sit amet, consect%tur adipiscing elit.
1 0 1

Puc. 4. Ilepeueprusanue cnog: obviunoe (8viuie), ¢ 2pynnuposKoll (Huice)
Fig. 4. Words strikethrough: simple (upper), with grouping (below)

4.2. A3BneyeHne MeTKu

WHCTpYyMEHTHI MOJYYEHHsT Pa3METKH JOKYMEHTa II0XO paboTaroT ¢ JOKYMEHTaMH, B KOTOPHIE
BHEJPEHA METKa IMOCPEACTBOM I€peYepKUBaHUs CJIOB. [lyisi pemieHust 3ToH HpoOJieMbl mepes
MOJTyYEHHEM Pa3METKH MPOBOAUTCS ONEpands BOCCTAHOBJIEHHUS JOKYMEHTA, KOTOpas OCHOBaHa
Ha MOP(OIOruYecKol onepanuu spo3uu’. s KOPPEKTHOH paboThl anropuIMa BOCCTAHOBJICHHS
TpeOyeTcss 3HATh 3HAUEHHWE TOJNIIHHBI TIEPEUEPKUBAIONICH JIMHAM B TMHKceNsx o. Ha stame
BHEJIPEHUs METKH JaHHAs BEMUMHA JUHAMHUYECKH BBIYHMCIIACTCS, UCTIONB3Ys TIOTYUYCHHOE B XOJIE
pa3sMETKH 3HAUEHHE CPEIAHEH BEICOTHI CTPOK. J[JIst aropuT™Ma BOCCTaHOBIICHHsI OBLT BHIOPAH ITOAXO,
KOTOPBIH allpOKCUMUPYET CPETHIOI0 BBICOTY CTPOK O€3 MCIOIb30BaHUS Pa3METKH JOKYMEHTA.
IMocne mosydeHre pasMETKH AITOPUTM W3BIEUEHHS METKH IS KaKIOTO CIIOBa OINpPEIEIseT,
MepPEeYepPKHYTO OHO WJIM HET. AJITOPUTM JETEKTHPOBAHHUs TIEPEUEpKUBAaHHA B CIOBE paboraer
CIEIYIOUIIM 00pa3oM:

1. ®parmeHT U300paKEHUSI, COMEPKANINN CIIOBO, OUHAPH3YETCS;

2. TlpoBoawmTcst MHOXKECTBO JHHHI 0T JeBoro kpast MOII cioBa x mpaBomy. Ecin Hammachk Xots
ObI OJ1HA JIMHUS, HE MIEPECEKalOIas YePHBIX IUKCENeH, TO CIOBO MIEPEUEPKHYTO U KOJUpYeT 1,
nnage — 0.

4.3. CTupaHme MeTKu

Ha Tekymuii MOMEHT CymiecTBYeT JBa IOJAXOJa K CTUPAaHHIO METKH: MOPQOJIOTHYECKHU WU
HelipoceTeBol. Mopgonozuueckuil TOIXON WCIIOIB3YET OIMCAHHBIA B pasaene 4.2 ajaroputm
BOCCTAaHOBJICHUSI IOKyMeHTa. K BOCCTaHOBIEHHOMY HOKYMEHTY NPHMEHSETCS OINEpaIys 3po3ul,
BBIYHCIIAIOTCS 00JIaCTH IIEPEUEPKUBAHMS CIIOB, OCIIE YeTO ()parMeHTHI CJIOB U3 BOCCTAHOBJIEHHOTO
JIOKyMEHTa HaKJIa/JbIBAIOTCS Ha MCXOAHBIA JOKyMeHT. KauecTBO pabOTHI alrOpUTMa CTHPAHUS
METKH 3aBUCHT, B TOM YHCIIE OT COJeprKaluxcs B ciioBe OykB. Hanpumep, B kupnindaecknx OykBax
a, 8, e, H, 10, 9, U, U, X, 3 BEICOKA BEPOATHOCTD IOsIBIEHHE Je()EKTOB.

Heitipocemesoii anroput™ cTHpaHUsT METKH, HCTIOIB3YIONINA CBEpTOYHYIO HeHpoHHYI0 ceTh UNet
[24], maer menbinee konuuecTBO aedekToB (puc. 5). Apxurekrypa UNet Obiia BoiOpana cpean
MIPOYMX, ITOCKOJIKY XOpPOIIO CIpaBisieTcs ¢ 3ajadeidl cermMeHrannu u3oOpakeHuil. IlosHas
CBEPTOYHOCTh HEHPOCETH IO3BOJISIET B Cilydae HEOOXOAMMOCTH HM3MEHHMTh pPa3Mep BXOIHOTO
n3o0paxenus. J{ns oOyueHnss HEMPOHHOH ceTh OB coOpaH HAbOP JaHHBIX, coCcTOSIIHN U3 20427
n3obpaxkennii cinoB. Ha kaxkmoe wu3o0pakeHWE CJIOBa HAKIAABIBAJOCh MEPEYepPKUBAHHUE C
OIpEIeTICHHBIMHM apaMeTpaMH M T€HEPHPOBAaNach COOTBETCTBYIOMIAS MACKA HepeuepKUuGanus.
BunapnzoBaHHOEe H300pa’keHNE MEPEUIESPKHYTOTO CIIOBA SABISETCS BXOJOM HEHPOHHOM ceTH, a
0’KUIa€MBIM BBIXOJIOM SIBIII€TCS MACKA NEPEUePKUBAHUSL.

2 Onepauyst CBEPTKH M300pKEHHS C MPAMOYTOJNBHBIM SAPOM. BU3yanbHO NaHHAs ONEPAlUs BHI3BIBAET
pacumpenne TeMHBIX obacTei Ha n300paXKeHUH.

74



O6s1nenkoB /1.0., @ponos A.E., Mapkun 10 B., ®omun C.A., Konzapatse b.B. MeTosl MapKupoBaHHUs TEKCTOBBIX TOKYMEHTOB MPH
IeYaTH MOCPE/ICTBOM BEPTHKAIBHOIO CIBUIA M H3MEHCHHS APKOCTH (parMeHToB ciioB. Tpyost UCIT PAH, Tom 33, Bbin. 5, 2021 r., ctp. 65-
82

NATATT TR
LS T A AV t.!“

ccKTOpQ
CEKTOpa

Puc. 5. Cpasnenue memooos cmupanus. Ceepxy cio60 ¢ 6HeOpeHHOU MEmKOlU, nocepeoune -
Mopgonozureckuti noOX00, CHU3Y - HeUpocemegou nooxo0
Fig. 5. Wipe methods comparison. On top word with label injected, on the middle - morphological approach,
bottom - neural network approach

5. Anzopumm KoOupoeaHusi Ha OCHO8e 8ePMUKasIbHO20 CMeU,eHUsI C/T108

Kaxk ymomuHanoce paHee, cpeAM CIPYKTYpHBIX METOAOB KOIMPOBAaHUS PACIPOCTPAHEHBI
JITOPUTMBI, UCIIOJIB3YIOIINE CMEIIEHHE TEKCTOBBIX JIMHUK U naparpadoB 1o BEpTUKAIN WU CIIOB
no ropuszoHranu. OJHAaKO HE BCTpedaeTcss pabOT Ha OCHOBE BEPTHKAJIBHOIO CMELICHUs CIIOB,
MOATOMY ObLIa MPEANPHUHATA HOMBITKA PEAN30BaTh MOJOOHBIN aITOPUTM.

5.1 BHegpeHue MeTKu

B xozme pabothl Obul pa3paboTaH adropuT™M KOJUPOBAHUS METKH HAa OCHOBE BEPTHKAIBHOTO
cMetteHus cioB. [lepBoe u mocneHee CI0BO B CTPOKE 0003HAYAIOTCS ONOPHBIMU U HE CMEIAOTCS,
YTO MO3BOJISET 3a[1aTh HYJIEBOW YPOBEHb CMEILICHHS M OLICHHBATH CMEIICHHUE OCTAIBHBIX CJIOB
OTHOCHTENILHO ONOpHbIX. YPOBEHb CJIOBA OMPEACISAETCS M0 ero 6a3080u aunuu. JIaHHBIA METOx
UCTIONB3YET CICAYIOILYIO CXEMY KOJUPOBAHHUS: €CIIH CIOBO KOAUPYET 1, TO OHO CMeNIaeTcsi BBEpX
Ha f mukceneit, ecnu 0 — ocraercs Ha MecTe. 3HaueHUE [ BBHIYMCISNCTCS HA OCHOBE CpPEIHEH
BBICOTHI CJIOB BO BCeM JoKyMeHTe. [Ipy MCIOJIh30BaHUH TPYIIIIMPOBKH BCE CJIOBA, HAXOASIIHECS B
OJIHOW TpyIIe, KOAMPYIOT OIWH OWT, a 3HAYMUT, UMEIOT OJHO M TO e cmerieHue. [Ipumep
KOJMPOBaHMs BEPTHUKAIBHBIM CMEIICHHEM NpejcTaBieH Ha Puc. 6, BeiquuynHa [ HAMEPEHHO
yBEJIMYEHA JUIsl HATJISITHOCTH.

Lorem _ipsum__dolor it amet, n r adipiscin, li

0 1 0 1 0 1

I II ITI
Lorem _ [ipsum dolor sit| amet CQDSQQIQHL adipiscing | elit
1 0 1

Puc. 6. Bepmukansnoe cmewenue cios.: 06viuHoe (8bluie), ¢ 2pYRNUposKoul (Hudice)
Fig. 6. Vertical word-shift: simple (upper), with grouping (below)
ITpu cmemennu Bee conepxumoe MOITa croBa cMmeraercst BMecte ¢ HUM. @parMeHT n300pakeHusI,
KOTOPBIN TIPH CMEIIEHNH MTEPEKPHIBACTCS CIIOBOM, TAK)KE CMENIAETCS ¥ 3aMeIaeT 0CBOOOIUBIIIEECS
MIPOCTPAHCTBO.

5.2. 3aBneyeHue MeTKU

AJNTOpUTM M3BJIEUCHHS METKH pab0OTAET IIOCTPOYHO M ONPEALIIIET CMEIIEHHE IS KaXKI0TO CII0Ba B
crpoke. Ilpu cunThIBaHMM 3aKOJAMPOBAHHOM IIOCIEAOBATENbHOCTU HCIOJIB3YETCSI CMEILEHUE
6a30BOi1 IMHUH CI0Ba OTHOCUTEIBHO Ipeabinymiero. Hanbosee BeposTHas MOCIENOBATENBHOCTD
CMEIIEHUH CJIOB B CTPOKE BBIYHUCIAETCA HpHU momomwm anroputma Burep6u. Mudopmarus o Tom,
YTO IEPBOE U IIOCIEHEE CIIOBA B CTPOKE HE CMEILEHBI, TO3BOJISIET OTCEYh MHOXKECTBO BAPHAHTOB U
BBIOpaTh TONBKO oanH. [locme CUUTBIBaHUS IOCIEAOBATENBHOCTH W3 CTPOKH OIPEAEIIETCS
COOTBETCTBME MEXIy CIIOBOM M 3aKOJAWPOBAHHBIM OMTOM. B cHily HCKakeHMH pa3IMuHOTO
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XapakTepa W OIIMOOK pa3METKH BO3MOXHA CHTyalHs, KOTAa CJIoBaM B OJHOW Tpymme
COOTBETCTBYIOT pa3HbIe OHUTHI, TOATOMY IIPH BBIOOpPE OWTa TPYIIBI BHIYHUCISIETCS B3BEIICHHAS
CyMMa JUIsl K&KA0TO 3HaueHus. Bec A KaX0ro coBa BBIUUCIAETCS MHAUBUIYaIbHO HA OCHOBE
CIenyrounx GakTopoB:

1. mwmpuna cnosa (6osblle — JIydIie);

2. KOJHYECTBO CUMBOJIOB B CJIOBE (0OJIbIIC — JIyYIIE);

3. HaIMYMEe CHMBOJIOB C BHIHOCHBIMH 3JIEMEHTAMU® (MEHBIIE — JIYUIIE).

5.3. CtupaHune meTtku

ITpu cTupaHMM METKH HCTIONB3yeTcsd MH(OpMALUs O CMEIICHUAX B KaKAOW CTPOKE, MOIydYCHHAS
IIpY TTOMOIIM anropuTMa BuTepOu aHAIOrMYHO TOMY, KaK 3TO AENACTCS MPU M3BICUYCHUH METKH.
ITocne w3BneyeHnss GUTOBOI MOCIIENOBATENLHOCTH U3 CTPOKHU BBITOJIHICTCSI 0OpPaTHOE CMEIICHHE
JUISl K&K0TO CJIOBA MHAMBUAYaIbHO, 0€3 yueTa pacipe/ie/ieHHs CJIOB 110 TPYIIaM.
CTpoku-MapKepsl Hayaia ¥ KOHIa 001acTH BCTPANBaHMS METKH BOCCTAHABIMBAIOTCS MIPU TTIOMOIIH
TeX K€ aJrOPUTMOB, YTO HCHOJB3YIOTCS NPH CTHPAHUH B alrOPUTME MApKHUPOBAHUS METOAOM
nepedepKUBaHUS CIIOB.

6. Peaynbmamsl mecmupoeaHusi

Pa3zpaboTanHple B XOJ€ HCCICOOBAaHMS AalTOPUTMBI OBIIM PEANM30BaHBl M IPOTECTHPOBAHEI.

WHCTpyMEHTOB MapKHpOBaHMs TEKCTOBBIX JOKYMEHTOB Ha OCHOBE CTPYKTYPHBIX aJTOPHUTMOB

HaliieHo He Obuto. [[yisi TecTMpoBaHUS anropuTMOB ObLTa coOpaHa BbIOOpKa M3 40 TOKyMEHTOB

Pa3INYHOTO CcOJepKUMOro | (opMmarhHpoBaHus. JlOKYMEHTHI AJsl JAHHOW BBIOOPKH OBLIH

3arpyKeHsl ¢ caiita MunncTepcTBO 06paszoBanus u Hayku PO (URL: https://minobrnauki.gov.ru/).

B kaxx11plif JOKYMEHT BHEAPAIOCH 4 METKHU:

1) cnyuaiiHas MeTKa (CreHepHPOBAHHAS Mepe]] TECTHPOBAHIEM ),

2) wWHBepCHsI CIyIailHOW METKH,

3) MeTKa, COCTOSMIast TOJBKO U3 €UHHUII,

4) MerKa, COCTOSIIAs TOJIBKO U3 HYJIEH.

Ucneitanns npoBoguinuck mo TpeM cueHapusm (I — mewats, C — ckanumpoBanue, ® -

¢dororpadupoanue):

e TJIC. B noxyMeHT BHeIpsIeTCS METKa, TOKYMEHT C METKOI IeJaTaeTcs, pacreyaTaHHbIi
JIOKYMEHT CKaHHPYETCS, U3 CKaHa JOKYMEHTa M3BJIEKAeTCsl METKa;

e [ICIIC. 13 ckaHa JOKyMEHTA U3 MIEPBOTO CLIEHAPHUSI CTUPAETCS] METKA, B JOKYMEHT CO CTEPTOM
METKOH BHEJPSIETCS MHBEPCHS MIPEABIYIIEH METKH, IOKYMEHT ¢ HOBOH METKOH IevaTaeTcs,
pacredaTaHHbII JOKYMEHT CKaHHPYETCsl, U3 CKaHa JOKYMEHTa U3BJIeKaeTcs MeTka. B taHHOM
CLIEHApHMH UCTIONb30BAIUCh TONBKO ClTy4yaiiHas METKa U ee UHBEPCHS,;

e [Id. B 1okyMeHT BHeApsETCsl METKa, TOKYMEHT C METKOW Ne4aTaeTcsi, pacredyaTaHHbli
IIOKyMeHT (oTorpadupyetcs, u3 pororpaduu TOKyMeHTa U3BJICKaeTCs MeTKa. B taHHOM
CLEHApUH MPUMEHSUIUCH TOJBKO CllyuyaiiHasi METKa U €€ UHBEPCHSL.

JI1s1 oueHKY pe3yabTaToB UCHOJIB3YIOTCS CIENYIOIINE METPUKH:

e BHeapeHno — 10y JOKyMEHTOB, B KOTOPBIE YAAJIOCh BCTPOUTHh METKY. HeKoTOpbIe JOKYMEHTHI
HE MOTYT OBITh UCTIOJB30BAHBI JIsl BCTPAUBAHUS METKH OIPEIeTICHHBIM aJITOPUTMOM BBUIY
HEJIOCTATOYHOI'O KOJUYECTBA TEKCTA,

° H3BaeueHo — J0JI1 JOKYMCHTOB, U3 KOTOPBIX YAaJIOCh U3BJICYb METKY;,

° TounocTh — CpeaHssa n0JI1 OAUHAKOBBIX our IIpU BHCAPEHNHU U U3BJICYHCHUU METKU (663

3 Hannure HKHUX BBIHOCHBIX 2JIEMEHTOB ITOBBIIIAET BEPOATHOCTb KOPPEKTHOI'O BEIYUCIICHUA 0a30BOH JIUHUH.
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0J10Ka ¢ KOJJaMU KOPPEKLNH);

L4 IlotHOTa OTHOCHTENbLHASI — JIOJIS U3BJIICUCHHBIX METOK C TOYHOCTBIO paBHOI\/'I 1,

L4 IMoHOTA a0COIIOTHAS — J0JIs1 U3BJICUCHHBIX METOK C TOYHOCTBIO PABHO 1 Ccpeaun BCEX
JOKYMEHTOB.

AJ'Il"OpI/ITM MapKUpOBaHHA Ha OCHOBE BEPTHUKAJIBLHOI'O CMCIICHU CJIOB ITOKA3bIBACT JIYUIINEC

3HAYCHUS METPHUK a0COIFOTHOM MOTHOTHI, YTO AACT KyMYJISATHBHYIO OLICHKY TOYHOCTH U
yHHBepcanbHOCTH (Tabu. 1, 2, puc. 7-9)). Bosbliee 4ruciao yCrexXoB Mpyu BHEAPCHUU METKH MEPBBIM
ANTOPUTMOM 00YCIaBIMBACTCS MCHBIINM KOJIMYECTBOM CJIOB B TEKCTOBOI JIMHUHU, HEOOXOJMMBIM

JJIA pa36I/IeHI/IH Ha rpymnribl. CHIKEHHE TOYHOCTU U3BIICUCHUS B ClCHapuun 1P no CpaBHCHHIO C

JPYTHMH CIEHAPUSAMH OOBSACHSIETCS 3HAYNUTENbHBIMI HCKAXECHUSIMH, B YACTHOCTH, abepparueil u

JUCTOPCHUEH.

Tabn. 1. Pe3yﬂbmambl mecmupoearus aicopummom Ha OCHO6e CMeuleHUsl Cl108
Table 1. Test results of the algorithm based on word shift

Cmewenue
Tecmoswiii cyenapuii Tonnoma IHonnoma
Bueopeno | Hzeneueno | Tounocmo
omnocumenvhas | adcooOmuas
1ic 88/160 74/160 0.980997 0.864865 0.4000
Icic 88/160 71/160 0.898768 0.521127 0.2312
o 44/80 35/80 0.829464 0.285714 0.1249
Tabn. 2. Pesynomamsl mecmupo8anus aieOpummom Ha OCHO8e NePeuepKUBaHs Cl108
Table 2. Test results of the algorithm based on word strikethrough
Ilepeuepkusanue
Tecmosbiii cyenapuil Buneopeno | Uzeneueno | Tounocmo THonnoma Ilonnoma
omuocumenvhas | abconomuan
1Ic 148/160 147/160 0.966837 0.897959 0.8249
Iicic 148/160 148/160 0.944046 0.871622 0.8062
o 40/40 39/40 0.737981 0.282051 0.2749
POCCHHCKOHM ®EJEPAIIAH
(MMHOBPHAYKH POCCHH)
MPHKA3

O npucpoennn y4eHsIxX 3BaHuil npodeccopa u JONEHTA B BLIIAYE ATTECTATOR

Mocksa

,&_;{ﬂ/ /lz,e.

O NPHCBOCHHH YHEHBIX 3BaHKH npodeccopa u AoOUEHTA

B coorsercteun ¢ nynkrtom 4.3.10 TMonoxenus o Munucrepcrse Hayku

u  Beicmiero  obpasopauus  Poccuiickod  (Mesepaum,  YTBEpPXIEHHOTO
nocratoniensem [Ipanurenscrsa Poccuiickoii ®enepaumu ot |5 mions 2018 T
Ne 682, TllomoxenHeM © TNPHCBOCHHW YYeHBIX 3BaHHH, YTBEPHICHHBIM
nocraHosienuem [Tpasurenscersa Poceuiickoit ®epepanun ot 10 gexabps 2013 r.

Ne 1139, Tlopsiakom o(opMIeHHS W BEIJAYH ATTECTATOB O NMPHUCBOSHHH YYEHBIX

Puc. 7. dpazmenm omckanuposannozo 0okymenma 6e3 memxu
Fig. 7. Fragment of scanned document without label
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7. 3aknoyeHue

B pamkax uccrnenoBanusi ObUH pa3paboTaHbl aJrOPUTMBI MapPKUPOBAHHUS BBHIBOAMMBIX Ha IedyaTh
TEKCTOBBIX JIOKYMEHTOB Ha OCHOBE BEPTUKAJILHOT'O C/IBUTA M TIEpeYepPKUBaHMA CJIOB. Bo3MoXHOCTh
W3BJICYECHUs] METKH O€3 MCIOJIb30BaHUSl OPUIMHAIBHOTO JIOKYMEHTA SIBIISIETCSI NPEUMYIIECTBOM
nepes NpOJIyKTaMM, KOTOpbIE yXe MPUCYTCTBYIOT Ha PHIHKE, @ BOBMOXXHOCTh CTE€PETh METKY W3
MapKHPOBaHHOI'O JOKYMEHTA SBJSETCS HOBOBBEICHHEM IO CPABHEHHIO C IOIXOJAMH, KOTOPHIE
OmHCcaHbl B OMyOJIMKOBAaHHBIX paHee padorax. B xome paboTHl OBUIO NMPOBEAEHO TECTHPOBAHUE
HPOTPaMMHBIX pPeajiM3aliil alrOPUTMOB Ha BCEX IPEAINONIAracMbIX CLEHApHUSIX HCIIOIb30BAHMS,
BKJIIOYAsl CTHPAHHE METKH M ¢ IIOBTOPHOE BHEIpEeHHe. Pe3yibTaThl TECTHPOBAHHS IOKa3aJIH
MPaKTHYECKYIO IPUMEHUMOCTD pa3padOTaHHBIX METO0B MapKUPOBAHUS.

MHHHUCTEPCTBO HAYKH H BBICHIEI'O OBPA3OBAHU S

POCCHICKOH ®EJIEPALIHH
(MMHOBPHAYKH POCCHH)
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AE pecapht A . ¥P //”&
7] 7 Mocksa
O =g npogeccopa n T2 H BhIla4€e ATTECTATOB

1X zpanmif

hononma
e pPaH g

u  Beiciero  ofpasoBanus  Poccumlickolt  (esepaumu,  yTBepXKIEHHOTO

« Ilpapurennerna Poceniickoll Menepaunn ot 15 urons 2018 r.

MEHLIX  3BAHHH, YTBEPHKICHHBIM

enepain o 10 zexabpa 2013 .

Puc. 8. (DpaeMeHm OMCKAHUPOBAHHO2O GOKyMEHma ¢ MEmKOU HA OCHOBE ajieopumma nepedepKusaHust cioe
Fig. 8. Fragment of scanned document with label based on word strikethrough algorithm

MHUHHUCTEPCTBO HAYKH U BBICIIEI'O OGPA3OBAHUSA

POCCHMCKOW ®EJIEPALIAM
(MUHOBPHAYKH POCCHH)
TIPUKA3
1 peropd MAD. w2 //‘/‘
[/ Mocksa
O npucBoeHHH YIEHBIX 3BanHii npodeccopa u Ta H Bbia4e aTTECTATOB
0 MPHCBOEHHH YYEHBIX it npog pa u Ta

B coorserctun ¢ nyHkroM 4.3.10 Tlonoxenns o MuHHCTEpCTBE Hayku
u  Beicero  OOpasosanus  Poccuifckodf  Mejepaumy,  yTBEpIEHHOTO
nocraHosnexnem [IpaButensctsa Poccuiickoit Menepatmu or 15 mions 2018 r.
Ne 682, TlosmokeHueM o TPHCBOSHWH yueHKIX 3BaHMi, YTBePHKICHHBIM

nocranosnenuem [Ipasutenscrpa Poccutickoit ®enepaumy or 10 pexabps 2013 r.

Ne 1139, Iopsaxom opopMIeHHs W BEIIAYH aTTeCTATOB O NPHCBOESHHH YYEHBIX

Puc. 9 (DpCZZMEHm OMCKAHUPOBAHHO20 ()OKyMEHma ¢ MEmKOU HA OCHOBE ajeopumma 6epmuKalbHoco
CMeweHus cioe
Fig. 9. Fragment of scanned document with label based on word shift algorithm
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[Tyt nanbHEHIEro pa3BUTHs BKJIIOYAIOT CIICAYIONIME HAIIPABICHHS:
® [OBBINICHHE KayecTBa paOOTHI IPH M3BICYCHUN METKHU U3 GoTorpaduu;
e  yMEHBIIEHHE BU3YAIbHOI 3aMETHOCTH METKH;

L4 pa3pa60TKa METOAOB SMYJIALINN ,Z[e(l)eKTOB, KOTOPbIC MOTYT BHOCUTH CKaHCPHBI, YTO MMO3BOJIUT
3HAYUTCIIBHO YIIPOCTUTH TECTUPOBAHUC,

®  [IOBBIIICHHE CTAOMIBHOCTH PAOOTHl HHCTPYMEHTOB CETMEHTAIMH TEKCTa HA CKaHaX U
thoTorpadusx.
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AHHoTanus. B paboTe paccMOTpeHBI BOIPOCHI OOy4eHHS Mojenel OOHapyKEeHHs KOMIIBIOTEPHBIX aTak,
OCHOBAHHBIX Ha IPUMEHEHHH METO0B MAMINHHOTO 00y4eHus. [locieoBaTensHO MPeACTaBIeHbI Pe3yIbTaThl
aHanm3a OOIIEOCTYIHBIX 00YyYaloIMX HaOOpOB JaHHBIX W MHCTPYMEHTOB aHajM3a CETeBOro Tpaduka u
BBIJICJICHUS TPU3HAKOB CETEBbIX ceccud. OTMedeHBbl HEAOCTATKU CYLIECTBYIOIIMX HHCTPYMEHTOB H
BO3MOXKHBIE OIIMOKH B (POPMUPYEMBIX C MX TOMOLIbI0 Habopax NaHHBIX. ClenaH BBIBOJA O HEOOXOIUMOCTH
cOopa coOCTBEHHBIX 00YYaIONIMX JaHHBIX B YCIOBUSAX OTCYTCTBHS FapaHTH JOCTOBEPHOCTH OOIIEIOCTYITHBIX
Ha0OpOB MaHHBIX M OTPAHHMYECHHOTO NPHMEHEHUs NMpefoOydeHHBIX MOJENeil B CEeTIX ¢ XapaKTepHCTHKAMH,
OTJIIMYHBIMU OT XapaKTePUCTHK CETH, B KOTOPOil mpomsBoamics cOop oOywaromero Tpaduka. IIpemmoxen
TIPaKTHIECKUH MOAXO0A K ()OPMHUPOBAHMIO TAHHBIX OOYydUCHHMS ISl Mopeneil oOHapyXeHHsS KOMIBIOTEPHBIX
atak. [IpomsBeneHa anmpoOarys MpefIaraeMblX PelIeHui C IIENbI0 OLEHKH KadecTBa O0ydeHHs MOJIENH Ha
COOpaHHBIX JaHHBIX U Ka4eCTBa 0OHAPYKEHUs aTaK B YCIOBUAX peajbHOM ceTeBOi HHPPACTPYKTYpHI.

KmioueBbie ciioBa: nHdpopmairioHHass 0€30MacHOCTh; CUCTeMa OOHApyXEHHs aTak; MalluHHOe o0ydeHwe,
HA0Op TAHHBIX; TEPEHOC O0YUCHHUS; CITyIaliHbIH Jiec; CeTeBOU TpaduK; KOMITBIOTEPHAs aTaKa
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Abstract. The paper discusses the issues of training models for detecting computer attacks based on the use of
machine learning methods. The results of the analysis of publicly available training datasets and tools for
analyzing network traffic and identifying features of network sessions are presented sequentially. The
drawbacks of existing tools and possible errors in the datasets formed with their help are noted. It is concluded
that it is necessary to collect own training data in the absence of guarantees of the public datasets reliability and
the limited use of pre-trained models in networks with characteristics that differ from the characteristics of the
network in which the training traffic was collected. A practical approach to generating training data for
computer attack detection models is proposed. The proposed solutions have been tested to evaluate the quality
of model training on the collected data and the quality of attack detection in conditions of real network
infrastructure.

Keywords: information security; network intrusion detection system; machine learning; dataset; transfer
learning; random forest; network traffic; computer attack
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1. BeedeHue

Pa3zBuTne COBpeMEHHOro OOIIeCTBa HEpPa3phIBHO CBS3aHO C IPUMEHEHHEM HIMPOKOTrOo CHEKTpa
MH(OPMALMOHHBIX TEXHOJIOTHI: TOMCKOBBIX CHCTEM, BeO-CEpBHCOB, CIyX0 oOMeHa (aiinamu,
CEpBUCOB OHJIAMH-IIJIATEXKEH W MHOTHX JIPYTHX, YTO HEM30EKHO COMPOBOXKIACTCS POCTOM UHUCIa
yrpo3 uH(popmMarmonHoi Oe3zomacHocTH. OAHOM W3 yrpo3, MPEACTaBISIIONUX HAWOOJIBIIYIO
OIACHOCTB, SIBIISIETCS yIP0O3a OCYIIECTBICHHSI KOMIIBIOTEPHBIX aTak Ha MH(OPMAI[MOHHBIE CEPBHUCHI.
JlaHHBI BUJI  BO3ZEHCTBHS, Kak MpPaBWIO, TPHBOAWNT K HAPYIIEHUIO KOPPEKTHOTO
(YHKIIMOHMPOBAHUSI CEPBHCOB, PACKPBITHIO KOHQHICHIMAILHOW MH(POPMAIMH II0JIb30BaTENCH,
(bPIHaHCOBBIM TMOTEPAM U APYTUM HETATUBHBIM ITOCICIACTBUAM.

[t 0OHapyXeHUs] KOMITBIOTEPHBIX aTak B OCHOBHOM HCIIOJIB3YIOTCSI CUTHATYPHBIE aHaIN3aTOPBI
cereBoro Tpaduka, 3¢p(PeKTHBHOCTh KOTOPBIX OIpaHHYEHa ITOJIHOTOH 0a3bl PEeIlaroIIMX IPaBHII
0oOHapyXeHHs W3BECTHBIX MH(OPMANMOHHBIX BO3JAEHCTBHH. OYEBHAHBIM HEZOCTATKOM TaKOTO
MOJXO0Aa SBISIETCST TPAKTUYECKH HYyJIeBas BEPOSTHOCTb OOHApYXEHWs HEW3BECTHBIX WIIN
MOJU(UIMPOBAHHBIX CETEBBIX aTakK, a TAK)KE HEBO3MOXXHOCTh aHaNIn3a 3ali(poBaHHOTO Tpaduka
(HampuMep, 3aNIUIIEHHOTO ¢ MOMOIIbI0 mportokoia TLS), duro moarBepknaeT HEOOXOAUMOCTH
pa3paboTKN HOBBIX 3BPUCTHUYECKUX AJITOPUTMOB KJIaCCH(HUKAIIMN CETEBOTO TpaduKa.
[TepcrieKTHBHBIM MOAXOAOM K CO3aHHIO HECHUTHATYPHBIX METO/I0B OOHApYKEHUSI KOMIBIOTEPHBIX
aTak SBJSIETCS TPUMEHEHWE TEXHOJOTH MallMHHOTO oO0ydeHws. Bmecte ¢ TeMm, pa3paboTka
IBPUCTHYECKOTO aHAIU3aTOpa CETeBOro Tpaduka HAa OCHOBE MAIIMHHOTO OOy4YeHHUsS TpedyeT
pEeLICHUs psiJia CII0XKHBIX 33/1a4:

o BI)I60pa MPU3HAKOBOT'O ITPOCTPAHCTBA IJIA ACKBATHOI'O OIMMCAHUA TOI'O UJIX MHOI'O0 CETEBOTO
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Tpaduka;

(hopmupoBaHUs 00yJaroIIero Habopa NaHHBIX;

BbIOOpa 1 00yYCHHS MOJEITH MAITMHHOTO O0yUYCHHUS;

pa3paboTku anroputma Knaccupukanuy tpaduka, oeHKr ero 3QHeKTHBHOCTH;
MPaKTHYECKOW peai3anuy, anpodauy 1 BHEAPEHHS ajlrOpUTMa.

Pemiennio ogHOW U3 BBILIENIEPEUNCICHHBIX 33/1a4 — 33a4i (JOpMHUpPOBaHUs 00ydarolero Habopa
JAHHBIX — ¥ TIOCBSIEHA JJaHHAs CTaThs. LleJbh HACTOAIIEro Mcciae0BaHUs COCTOUT B pa3padOTKe
METOJIMKH cOOpa TaHHBIX AJIsl 00y4EHHs MO/IENN 00HApYKEHUsI CETEBBIX KOMIBIOTEPHBIX aTak. J{ms
JOOCTIDKSHUS CHOPMYITHPOBAHHON LIEIN HEOOXOIMMO PEIIUTh CJISIYIOIIHE 3aJa4H:

® TPOBECTU aHAIN3 CYLIECTBYIOUIMX OOIETOCTYHBIX HAOOPOB AaHHBIX, IPEAHA3HAYCHHBIX IS
00y4eHHst IBPUCTUUECKHUX aITOPUTMOB OOHApYKEHUsI KOMITBIOTEPHBIX aTak;

®  BBIIBUTH OCOOCHHOCTH (DYHKIIMOHUPOBAHUSI MHCTPYMEHTOB aHaJIM3a CETEBOTrO TpaduKa 1
BBIJICJICHUS IPU3HAKOB CETEBBIX CECCUll;

e  BBIPa0OTATH TPEOOBAHUS, PEABSIBIISIEMbIE K CO3/1aBaMbIM HA0OpaM JaHHBIX st 00yUYEHUsL;

e  pa3paboTaTh CTEHIBI VI MOJACIMUPOBAHHU KOMITBIOTEPHBIX aTak U (JOHOBOTO Tpaduka
TMIOJTE30BATEIICH;

®  IPEUIOKHUTH METOJMKY cOopa oOyuaromero Habopa JaHHBIX M IPOBECTHU €€ anpoOaruio B
OTHOIIICHUHN BHIOPAHHOTO 00BEKTA 3aIIUTHI C TOCIEIyIONIeH OIIEHKOH KauecTBa OOHApyKEHUS
aTax.

HoBu3na paboThl 3akimodaeTcs B NPUMEHEHHH CHCTEMHOTO MOAXOAa K PEIICHHWIO BOIpOCa

o0y4eHHss MoAenH OOHapyKEHHsS KOMIIBIOTEPHBIX aTak B YCIOBUSAX OTCYTCTBHS TapaHTHH

JOCTOBEPHOCTH OOIIENOCTYNHBIX OOYyJalomKuX HA0OpOB JMAaHHBIX, a TaKXe BapHATHBHOCTH

XapaKTepUCTHK 3aIIUIIIAeMON CETH U BO3HUKAIOIINX 10 3TON MPHUYUHE CIOKHOCTEH MPaKTHUECKOTO

PUMEHEHHUS PEJ0OYyICHHBIX MOJIENICH.

2. AHanu3s pesieeaHmHbIx pabom

Bomnpocs! npuMeHeH!sI METO0B MAIMHHOTO 00y4YeHUs Il 0OHAPY)KEHHSI KOMITBIOTEPHBIX aTaK U
BO3HHKAOIME IIPU 3TOM CJI0KHOCTH B ITOJIy4YE€HHH aKKypaTHO Pa3MEUCHHBIX JAHHBIX JJI 00y4eHHS
aKTUBHO 00CY>XAal0TCs B mociefHue roabl. [1o yka3aHHON TeMaTHKe OMmyOIMKOBaHO JOCTaTOUYHOE
KOJIMYECTBO PabOT, KOTOPHIE MOTYT CIIyKHTh OCHOBO NajbHEHIIINX HCCIIEIOBAHHH.

B cratbe [1] cdopmynupoBaHbl TNEPCHEKTUBHBIC HAIpaBICHHUS HCCIEIOBaHUH B 00JacTH
KnOep0Oe30MacHOCTH, CPpeI KOTOPHIX BhIJENIEHA 3ajjada Pa3BUTHUS IPAKTHKU PUMEHEHUS METOIOB
WUCKYCCTBEHHOTO HMHTEJUIEKTa W MamuHHOro oOyuenus. OtTMedaeTcs Ba)XXHOCTh BBIOOpa
MPU3HAKOBOTO MPOCTPAHCTBA, Pa3METKH JAHHBIX s o0ydeHus. [IpuBoauTCcs crmcok Hanbomee
HCIIOJIb3YEMBIX OOIIEOCTYIHBIX HAOOPOB MAaHHBIX ISl 337ad KHOepOe30macHOCTH, OHAKO
OTCYTCTBYIOT CBEJICHHS O MPAKTHYCCKOW NMPUMEHUMOCTH MOJENel, MpeqoOyIeHHBIX HA TaKUX
JTAHHBIX.
B pabote [2] momuepkuBaeTcsi, YTO B YCIOBHUSX TIOCTOSIHHOTO TIOSIBJICHHS HOBBIX THIIOB
KOMITBPIOTEPHBIX aTaK aKTyallbHOW SIBISCTCS 3a/ava pa3paboTKH HaOOPOB NAHHBIX, COJEPIKAIIUX
COBPEMCHHBIC THIIBI aTak. Takas 3ajada IOApa3yMeBaeT HaIW4YWe Yy pa3paboTdmka
COOTBETCTBYIOIINX JKCIIEPTHBIX 3HAHWA B 00JAaCTH IOCTPOCHHUS PACHPEACICHHBIX TECTOBBIX
CTEH/IOB, COBPEMEHHBIX CETEBBIX TEXHOJIOTUH, MOJAETUPOBAHUS KOMIIBIOTEPHBIX aTak M Jp.
IIpoBeneH anHanw3 OOLICTOCTYNHBIX HA0OPOB JaHHBIX, (OPMATU30BaHEI TpPEOOBaHMS K
CO3/1aBacMbIM HAa0OpaM JaHHBIX Ui OOYUYCHHS: PA3HOPOJHOCTH MPEICTABICHHBIX aTaK, HATNYHS
MOJTHOW KOH(UTYpPAIIUU CETH, TTOJHOTO CETEBOTO B3aUMOICUCTBUS, PA3HOPOJTHOCTH MPOTOKOJIOB 1
np. ChopmupoBan nyOommuabiii Habop gaHHBIX CICIDS2017, KOTOPHIA BIOCIHEACTBHUA TMOTYYUIT
MIMPOKOE PaCIPOCTPAHCHUE B HCCIIEIOBATENBCKUX MPOEKTaX. BMecTe ¢ TeM B cTaThe HE IPUBOIATCS
pe3yNbTaThl anpoOanuy MpeajaraeéMbIX pelieHnid B peaqbHOW CETH U HE OIEHUBAETCS BO3ZMOXKHOE
CHI)KCHHE KauecTBa OOHAPYKEHHS aTak 10 MPUUHNHE PAa3InIHsl XapaKTePUCTUK 3aIIUAIIIAeMON CETH
U CETH, B KOTOPO# Mpou3Boamics cOop oOydaromero tpaduka.
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B uccnenoBanuu [3] npencrasien 063op 34 o0menocTymHbIX HAOOPOB JAaHHBIX C YKa3aHUEM WX
OTJIMYHUTEIBHBIX OCOOCHHOCTEH, WCIONB3YEMBIX CLEHAPHEB aTaK, MMEIOIINXCS HEJOCTATKOB.
OT1enpHO OTMEYAETCSI HEAOCTaTOUHAsI PENPE3CHTATUBHOCTD CYIIECTBYIOIINX HAOOPOB TaHHBIX IS
00yd4eHwust, YTo, TI0 MHEHHIO aBTOPOB, SIBJISIETCS OJTHUM M3 OCHOBHBIX ITPEISITCTBHI ITPU MTOCTPOCHUH
cucteM oOHapyeHHs arak. [IpenoskeHa MEeToI0I0THs OLICHKH MPUMEHUMOCTH HaOOPOB JaHHBIX
K pPa3IM4HBIM 33/a4aM MH(pOpPMaHoHHOW Oe3zomnacHocTH. Cpeny MpoaHaIM3UPOBaHHBIX HA0OPOB
JAHHBIX JUISl  WCIIONIb30BaHMA B IPAKTHYECKMX 3ajJadax aBTOPbl PEKOMEHAYIOT HaOOpEI
CICIDS 2017, CIDDS-001, UGR-16 1 UNSW-NB15. Bmecte ¢ TeM He IPUBOJATCS TPAKTUUECKHE
NIPE/TI0KEHHS 110 YCTPAHEHUIO N3BECTHBIX HEAOCTATKOB 3THX HAOOPOB JaHHBIX, & PE/ICTaBICHHbIC
PEKOMEHAANH 110 cOOPY COOCTBEHHBIX HAOOPOB HOCAT OOIINI XapaKTep.

B pabore [4] paccmarpuBaroTcsi 3ajada KiacCH(MKaIMU CETEBOr0 Tpaduka M BO3MOXKHOCTH
NPUMEHEHHsT METOJIOB MAIIMHHOrO OOy4eHWs Juii ee pemeHus. ccmenyercss Bompoc
(opMHUpOBaHMS TPHU3HAKOBOTO TPOCTPAHCTBA, OOCYXTAIOTCA CYIIECTBYIOUINE IPOOIEMBI
MOJTyYSHHS JaHHBIX AJIsI OOY4IEHHsI M OCHOBHBIE KOMIIPOMHUCCHI B 3TOM Bompoce. [lepeuncistores
JaCTO UCTIONIb3yEMbIE OOIIEIOCTYITHBIE HA0OPHI JAHHBIX U UX XapaKTEPUCTHKH. ABTOPBI OTMEYAIOT,
YTO OJHAM U3 BAPHAHTOB IOJIyYCHNUS aACKBATHBIX JaHHBIX U1 00y4eHHS ABISIETCS (JOPMUPOBAHHE
cBoero codcTBeHHOro Habopa naHHbIX. OTHAKO B CTAaThe HE MPEICTaBlICHA CHCTEMa TpeOOBaHHH K
co371aBaeMbIM HA0OpaM JTaHHBIX.

B cratpe [5] paccmaTpuBaeTcs oaMH M3 acleKToB mpobiemsl transfer learning B mcciemyemoit
NpeAMETHOW o0JlacTH — H3MEHEHHE KadecTBa padOThl KiaccH(HUKaTropa CETeBOro Tpaduka,
peo0yYEeHHOT0 B CETH C XapaKTEePUCTUKAMH, OTJIMUYHBIMH OT XapaKTEPUCTHUK 3alUIIAEMON CETH.
[TpoleMOHCTPUPOBAHO CHW)KEHHME KadyecTBa OOHApYKEHHsI CETEeBBIX aTak Ipu IepeHoce
npenoOy4eHHOH Mojenu B JAPYryl ceTb. [IpoBeaeHBl OKCIEPUMEHTHI 110 OIpEIesICHHIO
JIOTIOJTHUTEIBHOTO 00beMa JaHHBIX 1000YYEHUs], JOCTATOUYHOTO JUIsl BOCCTAHOBJICHHS HUCXOIHOTO
KavyecTBa Npeno0ydyeHHOro kinaccupukaropa. Bmecre ¢ TeM B KayecTBe JaHHBIX JUIS OOY4YeHHs B
pabore wucnomb3ytorcss mybnuunable Habopel NIMS2018 m UNB2015 ¢ cOOTBETCTBYHOIIUMU
ApPXUTEKTypaMH CeTeH, U He PEJICTABICHBI MPAKTHYECKNE IPEATI0KEHHS 110 J000YUCHUIO MOJIeNer
00OHapyKEHHS aTak B CETSIX C OTIIMUHBIMH XapaKTEPUCTUKAMH.

B pabote [6] mpencTaBieHbl pe3ysbTaThl aHAIN3a aKTyalbHBIX HAa0OPOB JaHHBIX Ui OOyuUeHUs
cucteM OOHAPY)KEHHS CETEBBIX aTak. ABTOPBI PEKOMEHIYIOT OLIEHMBATh KauyeCTBO OOHAPYKCHMS
aTak, TPUMEHAA HECKOJbKO HabOpOB MJaHHBIX, 4YTOOBI H30exkarh mepeoOydeHus. Jlis
HCTIONB30BaHUs B MPAKTUIECKUX 3a7adax aBTOpHl pekoMeHayroT Haboper UNSW-NB15, CIDDS-
001, CICIDS 2017 u CSE-CIC-IDS 2018, yka3biBasi Ip1 7TOM UX HEJIOCTaTKH.

B wuccrmenoBanmm [7] momdepKHBaeTCs BAXHOCTh JTana (OPMHPOBAHUS IPU3HAKOBOTO
IpocTpaHcTBa, cOoOpa M pa3MeTKH AaHHBIX. Ha mpuMmepe MmupoKo UCHoIb3yeMoro, HO yCTapeBIIero
Habopa maHHEIX KDD Cup 1999, oTMedaroTcss HEIOCTATKH CYIISCTBYIONINX ITyOIHIHBIX HAOOpPOB
nmaHHbIX. OTHaKO ATl OLIEHKH NpeUlaraeMbIX PeIICHUH aBTOPBI TAKXKE HCIIONB3YIOT ITyOIMIHBINA
Habop nansbeix NGIDS-DS, He noarsepx/ast BO3MOXHOCTb IPUMEHEHHS TPpeAo0ydeHHOH MOaenn
B 3alMIIAEMON CETH C XapaKTePUCTHKAMH, OTIMYHBIMH OT XapaKTEPUCTUK CETH, B KOTOPOii
Ipou3BOIMIICS cOOp Tpaduka.

JlocTaTto4Hasi HHTEPIPETUPYEMOCTh IIUPOKO PACIPOCTPAHEHHBIX MOJEIeH MAITMHHOTO 00y4eHHs
MO3BOJISIET MPUMEHUTh K UX MPAKTHYECKUM PEATU3ANMSIM H3BECTHBIH B MH(GOPMATHKE MPHHIMIT
«garbage in, garbage out» W MOAUEPKHYTh MpPH 3TOM BaXXHOCTh WCTIOJB30BAHUS MPU OOyUEHUH
aJIeKBaTHBIX, aKKypaTHO pPa3MEUEHHBIX JaHHbIX. B OTMeuYeHHBIX BbIlIE pPabOTax IMOAPOOHO
paccMaTpHBarOTCsl BONPOCH! IPUMEHEHHUsS] MOJENel MalllMHHOTO O0yueHHMs ISl PelleHHs 3aa4uu
knaccudukanuu cereBoro Tpaduka B Pa3IMYHBIX MOCTAHOBKAaX, MOJYEPKHUBACTCS 3HAYMMOCTD
sTana cOopa M IOArOTOBKHM 00ydaromero Habopa JaHHBIX B BUY NPSIMOH 3aBUCHMOCTH KauecTBa
oOHapyxeHHs (PMHAITEHON MOJIENN OT Ka4ecTBa JaHHbBIX At 00ydeHust. OHaKo OnmyOIMKOBaHHBIE
Pe3yNbTaThl HOCSIT HEJOCTATOYHO MOJIHBIA M CUCTEMHBIN XapakTep ¢ TOYKH 3peHUs (hopMati3aliiu
TpeOoBaHUII K cO37aBacMbIM HabopaM JaHHBIX; MPAKTUYECKOW pealM3aluy 3TarnoB cOopa H
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pasMeTkH; anpobanuu Mojenel, 0OydeHHBIX Ha COOCTBEHHBIX HAOOpax NaHHBIX; BCTPaUBAHUS
pa3pabaTbIBaeMBIX IPOIPAaMMHBIX MOAYJICH B IEHCTBYIONINE CUCTEMBI M KOMIUIEKCHI H JIP.
Hactosimmass paGorta sBisS€TCS JIOTHYECKHAM IIPOJOJDKEHHEM HCCIICIOBaHUS [8], B KOTOPOM IIO
pesyipTataM anpoOalyy CHHTE3UPOBAHHONW MOIENH OOHApYXKEHHs aTaKk Ha peajbHBIX ITaHHBIX
HOKa3aHa €€ COCTOSATENBHOCTb TOJIBKO IIPH YCJIOBUM OOYYCHHS Ha JaHHBIX, COOpaHHBIX B
KOHKPETHOH 3alUINaeMoil ceTn, B BULY 3aBHCHMOCTH Psijia 3HAUMMBIX IIPU3HAKOB OT (PH3UIECKOH
CTPYKTYpPbI CETH M HAaCTPOEK HCIHOJB3YeMOro o0opyaoBaHus. B KauecTBe OJHOTO M3 OCHOBHBIX
BBIBOJIOB CTaTbU OTMEYEHa HEOOXOAMMOCTbH INPEIBAPUTEILHOIO 00y4eHHs MOjelieil Ha Habopax
JIAHHBIX, TOJy4eHHBIX Ha OCHOBE aHallM3a CeTeBOro Tpaduka B 3allMIIAeMON ceTh (aHaiore c
COOTBETCTBYIOIIMMH ~ XapaKTEpUCTUKAMH) W COJEep)KallleM MpHU3HAKK KIacCH(PUIMPYEMbIX
KOMIIBIOTEPHBIX aTaK.

Pemaemasi B JaHHOM HMCCIIE0OBaHUM OCHOBHAs 3ajadya 3aKJI04aeTcsi B pa3paboTKe MPaKTHYECKOTO
noAxoAa K (POPMUPOBAHUIO JAaHHBIX O0YYEHUs IS MOJielieil OOHapyKeHUs! KOMITBIOTEPHBIX aTak,
OCHOBaHHBIX Ha IPUMEHEHHH METOJOB MalIMHHOrO oOydeHus. OTAenbHON BakHOM moja3amgaden
IPU 9TOM SBJISETCS amnpoOalys NpeaiaraeMbIX pelleHHH C Iebl0 OLCHKH KauecTBa OOy4eHHs
MOJICJIM Ha COOpPAaHHBIX JAHHBIX W KadecTBa OOHAPY)XCHWUs aTak B YCIOBUSX PEabHON CETeBOH
UH(PACTPYKTYPHI.

3. O6bwedocmynHbie Habopbl OaHHbIX

Jns oOydeHus cucTeM OOHApyKCHUS KOMIBIOTEPHBIX AaTaK YPOBHS CETH, OCHOBaHHBIX Ha
NPUMEHEHUH HECUTHATYPHBIX METOJOB OOHAPYKEHUS, NPHMEHSIOTCS CIICIHAIN3UPOBAHHbIC
HaOOphl pa3MEdeHHBIX MAaHHbIX. K Hambonee W3BECTHBIM M OIMyOJIMKOBAaHHBIM B OTKPBITHIX
HCTOYHHKAX HabopaM TaHHBIX MOXHO oTHecTH cienyronme: DARPA1998, KDD Cup 1999, Kyoto
2006, NSL-KDD 2009, ISCX 2012, CTU-13, UNSW-NB15, CIDDS-001, UGR-16, CICIDS 2017,
CICIDS 2018 u gpyrue [3]. JaHHBIe HAO0OPHI HCHOJB3YIOTCSA MOAABISIOMIAM OOJBIIHHCTBOM
UcclleloBaTeNIe Ui anpoOaluy HCCIeJyeMbIX alrOpUTMOB OOHapykeHus. Jlias ommcaHus
HabOPOB JTaHHBIX BOCIIOJIBb3YEMCs CIIECIYIOIINMH XapaKTepUCTHKaM1 Ha00pa TaHHBIX.

e Upcno mnpu3HakoB B Habope JaHHBIX. B 4HCIO TPU3HAKOB BXOIAT: HPHU3HAKH,
XapakTepu3sylomue o0y nHGopMaIuo 0 coeAUHeHNN / IOTOKe (HalpuMep, BpeMs Hadaia
coenuHenus; [P aapec ucTOYHMKA aTaky; MOPT UCTOYHHMKA aTakd U T.II.), MHPOPMAaTHBHBIE
NpU3HAKK (HApHUMeEp, UIMTEIbHOCTh COCAMHEHHS, YHCIIO NEePENaHHBIX / MPHUHATHIX OalT M
T.1.), a TaK)Ke MPU3HAKH, KOTOPBIE HCIONIB3YIOTCS Ul ONHCAaHWUA aTaKH WM HOPMAJIbHOTO
CETEeBOr0 COCIMHEHMs (HampuMep, MeTKa Kiacca Tpaduka, ONHCAHWE aTaKd, peakius
AQHTUBUPYCHOTO CPEACTBA HA COCANHEHNE).

e [Ipupona nHpopMaTHBHBIX NpU3HAKOB. B Tabm. 1 ucnonb3yrores cneayromue 0003HauYeHHUS:
I[ICC - mpu3Haky, XapaKTepHU3YIOIIUE CETEBOE COEIAUHEHUE (HampuMmep, AJIUTEIBLHOCTb
CEeTEeBOHHCECCUN);
[THIT — npu3Haky, XapakTepu3yIollne HalpaBJICHUE Nepeiady JaHHbIX (HapuMep, Yucio Oait
NEpeJaHHBIX B HAlpaBJICHUH CEPBEPa; CpPEIHEe BpeMs MEXAy CETeBBIMH MaKkeTaMHU B
HaIpaBJIeHUUHKINEHTA);
[IITY — npusHaky, XapakTepU3YIOLIHE ONEPAllMU, BHINOIHAEMbIE HAa NPUKIAJHOM YPOBHE
(HanpuMep, ycriex ornepanyy yIaJleHHOW ayTeHTU(HUKALNH TT0JIb30BaTENs, YHCIIO ONepaluii ¢
(haitlaMu B JAaHHOM COCTUHEHUH H T.I1.);

e UHCTpyMeHT, KOTOPBIH OBLT HCIOIB30BAH IS BBIICICHUS IIPU3HAKOB U3 CETEBOTO Tpaduka.

L] Twumel ceTeBBIX aTak B Ha6ope JaHHBIX.
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Tabn. 1. Onucanue Habopos OaHHbIX, NPEOHASHAYEHNBIX OJis 00YYeHUs HECUSHAMYPHBIX CUCTHEM
0OHAPYHCEHUS KOMNBIOMEPHBIX AMAK YPOBHSL cemu
Table 1. Description of datasets designed for training non-signature network intrusion detection systems

Ne Ha6op nannbIx Yucao IIpupona HucTpymeHT Tunbl ceTeBLIX aTAK B
NPU3HAKOB | HHPOPMATHBHBIX | VISl BbIICJICHUS Ha0ope JaHHbIX
B Ha0ope NMPU3HAKOB NPU3HAKOB
JAHHBbIX
1 DARPA 1998 10 I1cc Her cBenenuit DoS, Remote to User,
[9] User-to-Root,
Surveillance/probing
attacks
2 KDD Cup 1999 42 TICC, IIITY MADAM ID DoS, Remote to User,
[10] User-to-Root,
Surveillance/probing
attacks
3 Kyoto 2006+ 24 TICC Her cBenenuit Pasnuunble ataku Ha
[11] honeypots (backscatter,
DosS, exploits, malware,
port scans, shellcode)
4 NSL-KDD 2009 42 IICC, IIITY MADAM ID DoS, Remote to User,
(co3man Ha User-to-Root,
ocaose KDD Surveillance/probing
Cup 1999) [12] attacks
5 ISCX 2012 [13] 19 MCC, ITHIT He u3BecTHO Brute Force SSH, HTTP
DoS, DDoS using an
IRC Botnet, Infiltrating
the network from inside
6 | CTU-13[14] 33 TICC, TTHIT Argus botnets (Menti, Murlo,
Neris, NSIS, Rbot,
Sogou, Virut)
7 UNSW-NB15 45 TICC, ITHIT, ITIITY | Argus, Bro-IDS | Fuzzers, Analysis,
[15] Backdoors, DoS,
Exploits, Generic,
Reconaissance,
Shellcode, Worms
8 | CIDDS-001 [16] 14 ICC, TTHIT NetFlow Port scanning, DoS,
BruteForce, Ping Scan
9 | UGR-16 [17] 132 (Feature as ICC, TTHIT FCParser low- and high-rate DoS,
Counter), Port scanning, UDP port
13 (8 CSV scanning, SSH scanning,
(haitne) Botnet, Spam
10 | CICIDS 2017 85 IICII, TICC, ITHIT | CICFlowMeter DoS Hulk, PortScan,
[18] DDoS, DoS GoldenEye,
FTP-Patator, SSH-
Patator, DoS slowloris,
DoS Slowhttptest, Bot,
Infiltration, Heartbleed,
Web Attack — Brute
Force, Web Attack —
XSS, Web Attack — SQL
Injection
11 | CICIDS 2018 80 IICII, TICC, ITHIT |[CICFlowMeter-v3| Brute Force, Heartbleed,
U ipyrue Botnet, DoS, DDoS,
HaOOPBI TaHHEBIX, Web attacks, Infiltration
CO3JaHHEIE B of the network from
inside
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AHanu3 myOiIuKanuil ¢ pe3ylibTaTaMU OLCHKH Ka4eCTBa Pa3lIUYHBIX KIACCU(PHKATOPOB CETEBOTO
Tpaduka, o0ydeHHE KOTOPHIX OCYIICCTBILUIOCH Ha IIPEACTABICHHBIX BBIINIE HaOOpax TaHHBIX,
nokasai cienytoriee [6 , 8]:

e Ui NOCTPOCHUS CHCTEM OOHAPY)KCHUs KOMIBIOTEPHBIX aTaK YPOBHS CETH HCIIOJIb30BAHHE
NPH3HAKOB, XapaKTEPHU3YIOIUX ONEPAIii, KOTOPBIE BBHIIOJHAIOTCS Ha IPUKIAJHOM YpPOBHE,
HEBO3MOXXHO B CIJIy TOTO, YTO B HACTOsIIEE BpPEMsl NMPAKTUYECKH BECh CETEBOM Tpaduk
ABIISIETCA 3amU(POBaHHBIM (McHob3ytoTes mpotokonsl TLS / SSL u IPSEC);

e B OONBUIIMHCTBE NPHUBEICHHBIX BBIIIE HAOOPOB HAHHBIX HCIOJIB3YIOTCA IPHU3HAKH,
XapaKTepu3yolhue TOJNBKO CETeBOE COeIMHEeHHe B 1enoM (axpecHas uHQopmanus,
JUIMTEIBHOCTh COEMHEHUs], YNUCIIO TIepEeaHHbIX 0aiiT), a TaKKe JONOJIHUTEIbHBIE TPU3HAKH,
MIOJTy4CHHBIE TIPH aHAIN3€ JaHHBIX IIPUKIAIHOTO YPOBHS;

e IS yJIy4llIeHHs Ka4ecTBa KJIaCcCU(HKATOPOB CETEBOr0O TpaduKka HEOOXOJUMO HCIOJIb30BaHUE
NPU3HAKOBOTO TPOCTPAHCTBA, KOTOPOE BKIIOYAaeT B ce0S MHOXECTBO IIPH3HAKOB,
XapaKkTepU3yOINX CETEBOE COCJUHEHHE B IEJIOM, KaXJ0€ HalpaBJeHHUE B OTJEJIBHOCTH, a
TaKXe 0COOCHHOCTH KOHKPETHOTO COCIMHEHUS (ITOTOKA) Ha TPAHCIIOPTHOM YPOBHE.

B HacrosiieM McclieoBaHUU 32 OCHOBY B3ATHI MPU3HAKH, MPEICTaBICHHBIE B HAO0Opax JaHHBIX
CICIDS 2017 u CICIDS 2018.

4. UHcmpymeHmMbI 8biOesnieHUs1 NPU3HaKoe8 cemeabix ceccull

KauectBo hopmupyemoro Habopa JaHHBIX HEMOCPEICTBEHHO 3aBUCHUT OT KaueCTBa HHCTPYMEHTOB,

UCIIONb3YEMBIX Ha JTane cOopa M aHaln3a CeTeBOro Tpaduka, BBIJEICHUS MPU3HAKOB CETEBBIX

ceccuil. B xone uccnenoBaHus MyOIMYHBIX HAOOPOB JAHHBIX OTAEIBHOE BHUMAHHE YAEIAIOCH

aHAJIM3Y HCIIOJIb3yEMbIX aBTOPAaMH HHCTPYMEHTOB.

WHCTpyMEHTBI BbIACIEHHS IPU3HAKOB CETEBBIX CECCHIl OOBIMHO peIIaroT psii 3ajad |

MPEOCTABIISIOT CJIYIONIIE BO3MOKHOCTH.

1) Amnamu3 cereBoro TpauKa, BBIIEICHHE CETEBBIX ceCCHi (OOBIYHO PUMEHSFOTCS
HacTpanBaeMble TAHMayThl O)KUAAHUSI, AKTHBHOCTH U JIp. mpoTokona TCP, oT KOTOphIX 3aBUCHT
MOMEHT JIOTHYECKOT0 3aBEPILICHNS CETEBOH CECCUM MHCTPYMEHTOM).

2) OO0paboTKa CETEBBIX CECCHUIA U BBIIEIICHUE MPU3HAKOB.

3) O6paboTka Tpaduka peaTbHOTO BpEMEHHU U MPEABAPUTENHFHO coxpaHeHHoro Tpaduka (PCAP -
(hatirer 1 f1p.).

4) Coxpanenne cpOpMHPOBAHHBIX HAOOPOB JAHHBIX B OfAHOM u3 (hopmaroB skcropra (CSV,
XML, TXT u ap.).

Haubonee pacnpocTpaHeHHBIMH WHCTPYMEHTAaMM aHali3a TpaduKa ¥ BBIICIEHHS ITPU3HAKOB

CETEBBIX CECCHH SIBIISIIOTCS cienyrommue (Tad. 2).

e Argus (Audit Record Generation and Utilization System) [20] — cBoOoaHO pacrpocTpaHsieMbilit
MHCTPYMEHT CETeBOI'0 ayJuTa, pa3padOTaH OJHUM M3 IEPBHIX B CBoeM Kiacce. [lo3Boiser
00pabaThIBaTh ceTeBOM TpaduK ¢ BbIACIEHHEM HIMPOKOTO CIIEKTPa MPU3HAKOB CETEBBIX CECCHI
(Bcero 125), aHoHmMHM3MpOBaTh TpadHK, o00Oramarb BEKTOpa IPHU3HAKOB CECCHU
JIOTIOJTHUTENBGHBIME JTAaHHBIMH (HarpuMep, JaHHBIMH O Teojokauuu u 1p.). IlognepxuBaer
miarpopmel Mac OS X, Linux, Unix, Windows; npotokonst SMTP, POP3, HTTP, NNTP,
ICMP, SNMP, FTP, Telnet, SSH, Gopher, NFS, DNS, Radius, IAX2, SIP, SunRPC, Whois,
Rwhois, LPD, NTP; nognepxwusaer [IPv4 u IPv6. IlpenocTaBisier BO3MOKXHOCTh PaCcIIUPEHHS
(hyHKIIMOHATIA C TIOMOIIBIO TIOJIL30BATEIBCKUX CKPUIITOB. VIcTIoIbp30Baics mpu coope HaOOpoB
manaeix CTU-13 1 UNSW-NB15.
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e CICFlowMeter (mepBast Bepcus HasbiBagack ISCXFlowMeter) [21] - cBoGomno
pacnpocTpaHAEMbIil aHATN3aTOpP CETEBOTO TpaduKa, KOTOPHIN IMO3BOJSIET BBIACIUTH CETECBBIC
CeCCHHU W JUIA KaXKJOH ceccur chopMUpOBATh BEKTOp Mpu3HaKkoB B ¢popmare CSV (Bcero §0).
Pa3zpaboran Ha s3pikax mnporpammupoBanus Java/C. Mcmonp3oBancs mpu cOope HabopoB
nmaanbix CICIDS 2017, CICAAGM 2017, CICAndMal 2017, CICIDS 2018, CICDDoS 2019 n
np. Paspaboran B Canadian Institute for Cybersecurity.

e NFStream [22] — cBoGomHO pacmpocTpaHsemblii Python-¢ppeiiMBOpK, TpeaHA3HAYCHHBIH ISt
BBICOKOIIPOM3BOIUTENILHOTO aHAIM3a CETeBOTO Tpaduka. Paciupsercs: ¢ moMOIIbIO CHCTEMBI
IUIArMHOB, YTO MO3BOJISIET JOOABIATH (DYHKIIHOHAT BbIACICHHS HOBBIX PU3HAKOB U BCTPAUBaTh
MOJICJIA MAITHHHOTO 00yUYCHUs B OOIIMI TpakT 0OpaboTKH Tpaduka.

e FCParser [23] — mapcep MOTOKOB NaHHBIX, PEANTH3YIOIIHNA METOJOJOTHIO KOHCTPYHPOBAHHUSI
npu3HakoB «feature as a counter» (FaaC): xaXkaplii mpHU3HAK MpPENCTaBISIET COOON CUETUMK
qyucia HaONIOAEHHWH ONIpelelIEHHOTO COOBITHA B 33JaHHBI NPOMEXYTOK BPEMEHH.
HWcnonp3oBancs npu coope Habopa manaeix UGR-16. Pa3paboTan Ha s3p1ke Python.

¢ MADAM ID (Mining Audit Data for Automated Models for Intrusion Detection) — cerepas
cucteMa OOHapy)KCHHS aTak, HCIHONB3YIONas WHTEIUICKTYalbHBI aHalu3 JaHHBIX JUIS
OoOHapyXeHHs aHOMaInil. YCTapeBIIMH MHCTPYMEHT, MCIIOIB30BAJICS MPU cOOpE OIHOTO U3
nepBeIX HabopoB gaHHEIX — KDD Cup 1999.

Jns mpoBepku KoppeKTHOCTH pa3sMmerku Habopa maHHeIXx CICIDS 2017 aBTOpaMH HacTOSIIETO

UCCIICIOBAaHMsT OBUTH BOCIIPOM3BEACHBI AKcrepuMeHThl [2, 24]. Ilo pesymeratam 00pabOTKH

ncxonuasix PCAP-¢aitnos ¢ 3axBaueHHBIMEU TakeTamu Habopa qaHHEIX CICIDS 2017 co6cTBeHHBIM

WHCTPYMEHTOM BBIJICNICHHUS IPU3HAKOB CETEBBIX CECCHH OBUTM OOHApyXEHBI PACXOKACHHA

MONMYYCHHBIX JaHHBIX W JaHHBIX Habopa CICIDS 2017. JlampHeimne uccieqOBaHUS ITOKA3aIH

HaJlM4YMe CIeAYIIMX OomuOoKk B wucxomHoM koxe uHctpymeHta CICFlowMeter, koTopsiid

HCTONB30Baics pu cobope u hopmupoBarnu Habopa manaex CICIDS 2017.

1) Ommbku mnpu pacuerax 3HaueHuil npusHakoB «Packet Length Meany (cpemusis minHa
MOJIC3HON HArPy3KH B MaKeTax Bcero moroka), «Packet Length Std», «Packet Length Variance»
n «Average Packet Size». Ommnbka cBsizaHa ¢ JBOWHBIM Y4ETOM IIEPBOIO MaKeTa B CTPYKTYpe
JTAaHHBIX CO CTaTHCTHKOM JJIMH TTAaKETOB CETEBOM CECCHH.

2) HexkoppekTHOE 3aBepIlIeHHE CECCHIl — P EPBOM TIOSIBJICHHH B ceccui makeTa ¢ pmarom FIN.
Bosmoxnsie cnenyronue nakersl ¢ Guaramu FIN ACK n ACK, daktuueck oTHOCSIIHECS K
MIepBOIl HE3aBEPIIEHHOH CECCHH, MOMAA0T BO BTOPYIO CECCHIO. DTO MPHUBOAUT K IOSBICHUIO
B Habope JaHHBIX OOJIBIIOTO KOJHMYECTBA CECCHH, COCTOSIINX M3 OJHOIO-IBYX ITaKETOB, C
HYJIEBOH IJTMHON NOJIE3HOM HAarpy3KHu.

3) Hyb6nuposanue npusHaka «Fwd Header Lengthy.

4) Ommbka npu pacuere miuasl TCP makera — qmuna gomonuenus (padding) dpeiima Ethernet
npubasisieTcs k umHe TCP makera.

5) Ilpusnaku «Packet Length Mean» u «Average Packet Size» NOIDKHBI MMETH OJWHAKOBOE
3HAa4YCeHHE, OJHAKO 110 MPUYMHE JIOTHYECKOW OMMOKH MMEIOT paszianyHble 3HaueHws. Ommoka
COCTOWT B TOM, YTO TPH 3aBEPIIECHHH CECCHM IO TaliMepy TPaHWYHBIA MakeT MOIajacT B
CTaTUCTHKY JJIUH MAKETOB, 4 CIETYMK KOIMIECTBA MAKETOB (3HAMEHATENb B BRIPAKEHHUH IS
pacuera 3HaueHHs npu3HakoB «Packet Length Mean» u «Average Packet Size») yBenuunBaercs
TOJIBKO JUISI OJJTHOTO U3 IIPU3HAKOB.

Otuer 00 ommbOKax OTIpaBlieH aBTOpaM Habopa maHHBIX B Mapte 2021 roga, B TOM 4mcie B BUAC

issue B pEno3uTOpUil c HCXOIHBIM KOZIOM HHCTPYMEHTA CICFlowMeter

(https://github.com/ahlashkari/CICFlowMeter/issues/111), omHako Ha MOMEHT TOITOTOBKH

My OJIMKAMU HACTOSIIETO ucciienoBanus (HOs0ps 2021 roa) ommOKy He HCTIPABIICHEL.

Vka3aHHBIC OOCTOSITENILCTBA B OTHOIICHWM OJHOTO M3 HauOoiee LUTHPYEMBIX B MHUpe HaOOpOB

JTAaHHBIX TIOATBEPKAAI0T HEOOXOAMMOCTh KaK 0053aTeIbHOM BEpUPHUKALINH HCIOTIb3YEMbIX JaHHBIX
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Ut OOydYeHHsT MoOjieNeil MAIlMHHOIO OO0Y4YeHHs, TaK W MPEIbSBICHHS COOTBETCTBYIOIIETO
TpeOOBaHUS K CO3/aBaeMbIM OOIIEAOCTYITHEIM Ha0opaM IaHHBIX: BO3MOXKHOCTH BEpHU(PHUKAIUN
MyOJINKYEMBIX TaHHBIX.

Hanmuuue ommbok B 00LIEIOCTYNHBIX HHCTPYMEHTAX BBIACICHUS MPU3HAKOB SIBJISCTCS MPUYUHOM
BO3MOJXKHBIX CKPBITBIX OHINOOK B CO3/IaBAEMbIX C UX MOMOIIIO HA0Opax JaHHbBIX. B TakuxX yCIOBHAX
ONpPAaBIaHHBIMU SIBIISIIOTCSL pa3paboTKa CBOMX COOCTBEHHBIX HHCTPYMEHTOB C IIOCIEIYIOLINM
CpPaBHCHHEM pE3ylbTaTOB HX pPa0bOThI HAa MyONUYHBIX HAOOpax MaHHBIX C pe3yJIbTaTaMH
OOILETOCTYTHBIX HHCTPYMEHTOB.

Tabun. 2. Obuedocmyntvle UHCMPYMEHMbL 8bIOCLEHUSL RPUZHAKOS CeMeBbIX CecCull
Table 2. Public generators and analyzers of network traffic flows

IHabopsbi TAHHBIX,|
Ha3panue IKosimuecTBO
IMonnep:xxuBaemble [SI3bIK cpopMupoBaHHBIE €
WNe MHCTpyMeHTA, BbIIeJIs1eMbIX
MmIaT(HOpPMBbI MpOorpaMMHPOBaHHUS MCI0JIb30BAHUEM
lTHIeH3us MPU3HAKOB
HMHCTPYMeEHTa
1 |Argus, Linux, Solaris, BSD,C 125 CTU-13,
GPLv2 0S X, IRIX, AIX, UNSW-NB15
\Windows, OpenWrt
2 |CICFlowMeter, |(Cenenus Java/C 80 CICIDS 2017,
Mpom3BOJHAs OTOTCYTCTBYIOT CICAAGM 2017,
MIT CICAndMal 2017,
CICIDS 2018,
CICDDoS 2019 u ap.
3 [NFStreams, Linux, MacOS, ARMPython 48 CaeneHust
LGPL-3.0 OTCYTCTBYIOT
4 [FCParser, Unix Python [epemenHOE UGR-16
CBEICHHA [KOJTMIECTBO
OTCYTCTBYIOT, (MeTomoI0THUA
MCXOMHBIA  KOJ| FaaC)
OTKPBIT
5 |MADAM ID, [Cenenus CaeneHust CeneHust KDD Cup 1999
CBEIEHUS OTCYTCTBYIOT OTCYTCTBYIOT OTCYTCTBYIOT
OTCYTCTBYIOT

5. Memoduka c6opa oby4arouje2o Habopa 0aHHbIX

5.1 Tpe6oBaHuA K Habopam AaHHbIX

BosibimHCTBO MyOIMYHBIX HAOOPOB AAHHBIX JUIA 00Y4EHHS CHCTEM OOHAPY)KCHHSI KOMIIBIOTEPHBIX
aTak ObuM pa3pabOTaHBl C TJIABHOM LENbI0 — MPEJOCTaBHTh HCCIIEAOBATENSIM BO3MOXKHOCTB
CpaBHEHUsI Pa3IMYHBIX METOZOB OOHAapY)XEHHs B OAMHAKOBBIX ycioBusiX. Ha mpaktuke wacto
BO3HHKACT M Jpyras 3ajjada: OLEHUTh KaueCTBO CHHTE3MPOBAHHON MOJIENI MAIIMHHOTO O0yUYeHHS
Ha HECKOJIPKHX Habopax NaHHBIX. 1 B mepBOM, U BO BTOPOM CIIydae HCCIIEIOBATENIO MPEACTOUT
000CHOBATh BBIOODP WCIIONB3YEMBIX INPH OOYYEHHWH HAaHHBIX. [IpM CpaBHEHHH XapaKTEPUCTHUK
Pa3NUYHBIX HAOOPOB JaHHBIX BAXKHBIM SIBISIETCSA BONPOC (hOopMaiu3alMy €IUHBIX TpeOOBaHUH K
HHM.

OcHOBOMONIATAIONTIMHA TPEOOBAHUSAMH K IyOJUKYyeMBIM Ha0OpaM JaHHBIX MOXKHO CYHTATh
MIEPEYMCIICHHbIE B UCCIIeI0BaHuu [25]:

®  BO3MOYKHOCThH OHO3HAYHON MACHTH(PHUKAINN — HAOOp TaHHBIX JOJDKEH OBITh YHUKAJIBHBIM,
coJiepXKaTh NOAPOOHOE ONMMCaHNE, OBITh MPOUHAECKCHPOBAHHBIM B COOTBETCTBYIOIINX
IIOMCKOBBIX CHCTEMAX;
®  JIOCTYIHOCTb — JI0JDKEH OBITh PEJI0CTaBIICH CBOOOAHBIN IOCTYN K HA0OpY TaHHBIX IO €T
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uAeHTHPHUKATOPY;

o BO3MOXHOCTb CpaBHCHUS METAAaHHbIX — HaGOpLI JaHHBIX JOJI2KHBI UCITI0JIb30BaTh CAMHBIC
CJIOBapu MCTaJaHHBIX;

®  MHOTOKpPaTHOE MCIOJh30BAHUE — JAHHBIC TOJKHBI OBITh TOUHO OMKCAHBI COBOKYITHOCTHIO
PEJICBAaHTHBIX aTPHOYTOB M COOTBETCTBOBATH OTPACIICBBIM CTaHIAPTAM, JOJDKHBI ObITh
yKa3aHbI IPOUCXOKICHHUE TAHHBIX U JIUIICH3UOHHBIC YCIOBHS UX UCIIOJIb30BAHMUS.

B cratbe [26] paccMaTpuBarOTCs CACIyIONUE TPEOOBAHUS K CHHTETUYECKUM HabopaM JaHHBIX IS

oOydeHus MoJiesielt 0OHapy)KeHHUS aTak.

e [lonHas koH(UTrypams ceTH. B MomenupyemMoii ceTH ZOMKHBI OBITh TPECTaBICHEI
pa3IYHbBIE YCTPOWCTBA: MOAEMBI, OpaHIMAay3pbl, KOMMYTaTOPHI, MAPIIPYTU3ATOPEL, C
Pa3INYHBIMH ONIEPAIMOHHBIMH CHCTEMaMH.

o  Tlommsiii Tpaduk. Habop JaHHBIX TOMKEH BKIIOYATh U «IUCTHI TpaduK, U Tpahux
KOMIBIOTEPHBIX aTak.

e  Hanuuue pazMeTku.

o TlomHoe B3aumopeiicteue. [Ipu c6ope Habopa TaHHBIX HEOOXOIUMO MOICITHUPOBATH
B3aHMOJICHICTBHE BHYTPH KOHKPETHO JIOKAJIBHOM CETH, MEXy HECKOJIbKIUMH JIOKATbHBIMH
CeTSIMH U CBsI3b uepe3 MHTepHeT.

e [loxnHsIi 3axBat Tpaduka U COXpaHSHHE.

e PasHooOpa3ue ceTeBbIX MPOTOK0I0B. Habop Jo/nkeH BKIIOYATh JaHHBIE B3aUMOACIHCTBHSA 110
pasimuusbM potokonam: HTTP, HTTPS, FTP, SSH, npoToxonam 371eKTpOHHOM MOYTHI U Ip.

e Pa3znooOpasue arak. [Ipu cOope Tpadrka aTak JOKHBI MOJCITUPOBATHCS HanOoJIee
pacmpocTpaHeHHBIC aTaKH, Takue Kak BeO-ataku, bruteforce, DoS, DDoS, nonsiTku
MIPOHUKHOBEHUSI, aKTUBHOCTh OOTHETOB, CKAHUPOBAHHUE U JIP.

° PaSHOpO,I[HOCTL AHAJIU3UPYCEMBIX JTaHHBIX. Z[OJ'I)KeH OCYHICCTBJIATLCA 3aXBaT CETCBOI'O
Tpa(bm(a 1 aHaJIu3 AaMIia MaMsATH U CUCTEMHBIX BbI3OBOB CO BCEX MAIIIMH-XKCPTB BO BpEM:
BBIIIOJIHCEHHUS aTak.

e IIpencrasnenue nanHbIX. CoOpaHHBIE U pa3MeUeHHBIE JaHHbIE CIeayeT MyOINKOBaTh B OAHOM
U3 OOLICTIPUHSTHIX (HOPMATOB MPE/ICTABICHUS JaHHbIX.

B pabote [3] mpemtoKeHbl AOIOTHATEIbHBIE TPEOOBaHHS K CO3/1aBacMbIM Ha0OpaM IaHHBIX IS
oOyueHHs Mofeniell OOHapy>XKeHHS KOMIIBIOTEPHBIX aTaK: aKTyaJbHOCTH M Pa3HOPOIHOCTH
NPE/ICTABJICHHBIX aTaK, HAJIMYUS «YUCTOTO» IOJb30BaTEIbCKOro Tpaduka U B HEM — Tpaduka
MIOJIE3HOW HArpy3KH, KOPPEKTHOCTH pa3MeTku. Kpome Toro, mpu co3pgaHun HaOOpOB JaHHBIX
JIOJDKEH OXBAaThIBATHCS 3HAUYMTENbHBIH BPEMEHHOM WHTEpBaJl sl BKIIOYEHHS B Habop
JIOCTATOYHOTO KOJIMYECTBA 3aliceld, COOTBETCTBYIONINX aTakaM M «4HCTOMY» Tpaduky. ABTOpHI
O0TMEYaloT, YTO B METaJaHHBIX Habopa MOJDKHBI YKa3blBaThCs CBEACHHS O €ro pasOMeHHH Ha
OTJeJbHBIE JIOTHUECKHE OJIOKU JaHHBIX (€CIIN €CTh), @ TAK)KE CBEACHHS 0 OanaHce Ki1accoB 0OBEKTOB
BBIOOPKH.

B ycnoBusix Hamuumsi BO3MOXKHBIX CKPBITHIX OINMOOK B pa3MeTKe MaHHBIX HEOOXOAMMO
MIPEABSBISTH JIONOJHUTENLHOE TpeOOBaHNE K MyOIMKyeMbIM Ha0OpaM JaHHbBIX: BOBMOXXHOCTb HX
BepupuKanuu.

5.2 Bbi6op o6beKTa 3awWmThl U Kinacca atak

KagecTBO MO1e)H BBISIBIICHHS aTaK HAIIPSMYIO 3aBUCHUT OT KauecTBa 00ydaromiero Habopa JaHHBIX,
KOTOpOE TEM BBIIIE, YeM OJIFKE MOACIHPYEMBIA 00BEKT K peabHOMY. B poiu 00beKTa 3alIuThI
MOXET PacCMaTPHUBATHCS KaK KOPIIOpAaTHBHAS CETh B 1IEJIOM, TaK U €€ OT/IeIbHbIE CepBUCHL. BMmecTe
C TEM TPaBWIBHBIM BBIIJBIIUT TOAXOH, TIPH KOTOPOM B KadyecTBE OOBEKTa 3alHUTHI
paccMaTpUBAIOTCI ~ WMEHHO  KOHKPETHBIE  TPOAYKTHl  HWH(GOPMAIMOHHBIX  TEXHOJOTHUH,
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(GyHKIMOHMpYIOIINE B UccleyeMoii ceT. Hanpumep, B posi 00BbEKTOB 3aIUTHI MOT'YT BBICTYIIATh
SSH, FTP, TELNET wu npyrue ceTeBble CIIyXObI, BEO-TIPHIJIOXKEHHUS, BKIIOYas BeO-KOHCOIH
VIpaBJICHUS PAa3NUYHBIX YCTPOMCTB CETH, CIy)K0a yNaleHHBIX pabdoumx cTojoB M T. A. COop
oOyuatomiero Habopa JaHHBIX JJIS BBIICICHHBIX OOBEKTOB 3alUTHI JOJDKEH OCYILECTBISATHCS B
peanbHOW ceTH, B KOTOpOH OHM (DYHKIIMOHHMPYIOT, WX (IIPH OTCYTCTBUH TaKOH BO3MOXHOCTH) Ha
OJIM3KOM IO CTPYKTYpE, COCTaBy M HAaCTPOMKaM CETEBBIX YCTPOMCTB Makere ceTd. [Ipu sTtom s
KQXJOro OOBEKTa 3allMThl IMEPEUeHb peaJu3yeMbIX B OTHOIICHMHM HHUX KJIacCOB aTak Oyzer
WHIMBHYaJIbHBIM M OIPEENSeTCs NCXO/S U3 ero ocodeHHocTel. Takke He0OX0ANMO OTMETHTb,
YTO HEKOTOpHIE KIAacChl aTak OYAyT XapaKTE€PHBI TOJBKO JJIS ONPEJENICHHBIX THUIIOB OOBEKTOB
3aIIUTHI, HALIPUMeED, KiIacc Be0-aTak XapaKTepeH TOJIBKO Ul TAKOT'O THIIAa OOBEKTOB 3alUTHI KaKk
BEO-TIPHIIOKEHUSL.

B mnpencraBieHHOM HccCleOBaHUM BoOmpoc (GopMHUpOBaHMs OOydaromero Ha0opa JaHHBIX
paccMaTpuBalics Ha IpuMepe Kiiacca BebG-aTak.

5.3 OcobeHHOCTU reHepauun Beb-atak B Habope gaHHbIXx CICIDS 2017

B xone ananuza nnpopmaum 06 0coOEHHOCTIX reHepaliu Beb-arak s Habopa nanueix CICIDS
2017 [2] ObLTO YCTaHOBIICHO, YTO B KAYECTBE aTAKyEeMOTO MPUIOKEHUS B CTCHJE HCIOIH30BAJICS
npoekT Damn Vulnerable Web Application (DVWA) — «depToBCKI» ysI3BUMOE BEO-TIPHIIOKCHNE,
B OTHOIIEHHH KOTOPOTO MOZAENMPOBAIOCH TpH Buaa atak. MHdopmanus o kommuecTBe BeO-aTak
Ka)XKJOTO BHJA, MPOIOJDKUTEIBHOCTH WX TCHEPAalUH M HCHONb3YeMBIX IJISi 3TOTO CPElCcTBax
npescTaBieHa B Tabu. 3.

Ta6ux. 3. Hughopmayus o ee6-amaxax ¢ CICIDS 2017

Table 3. Number of attacks in the CICIDS 2017 dataset

Ne| Tum ataku Kosmuecrso IpoaoaKuTeILHOCTH Cpencrso
arak reHepaluy aTak reHepanuu

1 | Web Attack — Brute Force 1507 40 MuH. Patator

2 | Web Attack — XSS 652 20 MHUH. Selenium

3 | Web Attack — SQL Injection 21 2 MUH. Selenium

Wrorossrit Habop manubelx CICIDS 2017 comepxur 2180 3amuceii, kacaromuxcsi Beb-aTak, 9ToO
cocrasiseT 0,07% ot Bcero naraceta. IIpu 3ToM NPOIOIKUTEIFHOCTh TEHEPAIH aTak TOBOPUT O
TOM, YTO B XOJIe¢ 3TOr0 Ipollecca HE YYHUTHIBAIHCH BO3MOXKHBIE BpPEMEHHBIE IapaMeTphl
MO/JICIUPOBAHMSA aTaK, T.€. 3aA€PKKH, a TaKOKe APYrHe BO3MOXKHbBIE HACTPOUKH CPEACTB T'eHEePaIlHH.
Kpowme Toro, 661710 ycTaHOBIICHO, YTO IPH MOAEINPOBAHNH BE0-aTaK HCIOJIB30BAIHCH 1Ba CyObeKTa
— wucroynmk  atakum  (205.174.165.73/172.16.0.1) wm  arakyemoe  BeO-TIPIIOKCHHE
(192.168.10.50/205.174.165.68). To ecTp B IaHHOM [aTaceTe MOJCIHUPOBANACH OTpaHHUYCHHAS
cxema peanm3anun XSS-atak (6e3 ydacTHs TpeTbel CTOpOHBI). B cBepeHnsx o Habope AaHHBIX HE
yKa3aHo, 10 KaKOMY ITPOTOKOJIY OCYIIECTBIISIICS JOCTYI K BEO-NIPHUIIOKEHHIO (TOJIBKO HA OCHOBE
anamza PCAP (¢aiima MOXHO ycTaHOBHTH, 4YTO ucmosbs3oBaics mnporokon HTTP). Taxxe
OTCYTCTBYET HH(OPMAIHS O THUIIE U HACTPOMKAX MCIOIB3yeMOTo Beb-cepBepa.

[IpoBeneHHbBIE HCCIIEI0BAHMS TIOKa3allH, YTO ITapaMeTphl CETEBBIX COEANHEHUH pu paboTe ¢ BeO-
NPWIOKEHUSIMHU CYIIIECTBEHHO 3aBHcAT 0T Tuna nporokosia (HTTP/HTTPS) u ot Tuna Be6-cepsepa
(mampumep, Apache/Nginx) u ero HacTpoek (Hampumep, mapamerp timeout). B gactHOCTH, B X07€
SKCHEPUMEHTOB YCTAHOBIIEHO CIEAYIOIIEE:

e mozenu, ooydennsle Ha HTTP tpaduke, He criocoOHBI KauecTBeHHO padoTtats Ha HTTPS
TpaduKe 1 HA0O0POT;

e wmojenu, oOyueHHbIe Ha Tpaduke ¢ Be6-cepBepom Apache (KeepAliveTimeout 5), He
CIIOCOOHBI KauecTBEHHO padoTaTth Ha Tpaduke ¢ BeO-cepBepoM Nginx (keepalive timeout 65)
1 Ha00O0pOT.
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Taxoke B X0/1€ IPOBEACHHBIX SKCIEPHUMEHTOB OBIIIO YCTAHOBJICHO, YTO TIPH PEAN3alNu BeO-aTak C
HCTIONb30BaHUEM Opay3epa B CETEBOM MOTOKE OYIyT COACPIKATHCS KaK CECCHH, KOTOPBIE COAEpKaT
aneMeHTHl araku, Hampumep, GET/POST-3ampocsl co 370BpeqHON HArpy3KOW, TaK M CECCHH,
KOTOpBIE OTHOCATCS K (DOHOBOMY TpaduKy, Harpumep, LITaTHas MpOLEaypa aBTOPH3ALUH WU
nepexo/Ibl 10 CChIIKaM. B 3Toii cBsi3u Takoii Tpaduk 10KeH HOABEPraThCs TIIATEIEHOMY aHAIU3Y
n pasMmerke. JlaHHas mpoleaypa He SBIAETCA CIOXKHOM M MOXET OBITh pealu30BaHa C
UCTIONIb30BAaHMEM MEXaHU3Ma PeryisipHbIX BbIpakeHnil. Bmecte ¢ em s HTTPS tpaduka rakas
npoueaypa norpedyer npoBeleHUs paclMpoBKH Tpaduka, A Yero HEOOXOAWMO HaJH4yHe
cootBercTByromux SSL kmoueii. Takoit Borpoc B CICIDS 2017 He yuuTsIBaics.

®onoeiit Tpaduk B CICIDS 2017 MomenupoBalicss Ha OCHOBE HCIOJIB30BAHUS CTATUCTHYCCKUX
npoduneit pabotsl ombp3oBareneit (B-Profile) [27].

Ha ocHoBe mpoBegeHHOro aHanu3a ObUTH C(HOPMYJIUPOBAHBI CIEAYIONIME MPEIUIOKEHUS IO
VIIy4IISHNIO KauecTBa (popMupyeMoro o0yJaromiero Habopa JaHHBIX IS BBIABICHHUS BeO-aTak:

®  PACIIMPUTH NIEPEYCHb aTaK U MCIOJIb3YEMBIX CPEACTB reHepauu Tpaduka;

®  HCIIONIB30BATh IPH MOJICIMPOBAHNH Tpauka BO3ZMOXKHOCTH MPUMEHEHNS BPEMEHHBIX
3a7IepKeK 1 APYTUX MapaMeTpoB (OIIHMHA) CpeaCTB TeHEPaLlnH;

®  OCYIIECTBIIATH Pa3METKy TpauKa, IBHO COACPIKAIIETO KaK aTaku, TaK U JICMEHTHI
JISTUTUMHBIX JICHCTBHII TTOJIb30BATEINCH;

e  pacmupuTh 00beM HabOpa JaHHBIX;
®  YYHUTBIBATh THII HCIIOJB3YEMOr0 NIPOTOKOJIA PEATIBHOIO O0BEKTa;

®  YYMTHIBAThH TUI M HACTPOUKHU BeO-CcepBEpa PeaJbHOTI0 0OBEKTA.

5.4 UcnbiTaTenbHbIV CTEeHA ANA MoAenNMpoBaHuA Beb-aTak

B xauecTBe TecTOBOrO BEO-IIPHUIIOKEHHUS UIST MOJEIMPOBAHMS aTak M (OHOBOro Tpaduka ObLIO
NpUHATO pelieHre 00 ucronb3oBanun DVWA. Jlns MozaenupoBaHusi ObL1 ONpPEIENeH CIIMCOK U3
IIECTH BUJIOB BeO-aTak:

e Cross-Site Scripting (XSS);

e Cross Site Request Forgery (CSRF);

e SQL Injection (SQLI);

e Upload a Web Shell to a Web Server (Malware);
e Password Brute Forcing (Brute);

e (OS Command Injection (COMMI).

I[anee 6BIJ'I NPOBCACH aHAJIU3 IMPOTPAMMHBIX CPEJACTB, KOTOPLIC MOI'YT HCHOJIB30BAaTbCA IJIA
peajin3ally 3TUX aTaK, a TAKIKE reHEpaliun (I)OHOBOFO Tpa(bm(a, nu BI)I6paHI>I HaI/I6OJ'I€e nmoaxoasamue
(Tabm . 4).

Tabn. 4. Bazosvie uncmpymenmanvhvle cpedcmsea MoOeIuposanus 6e0-mpagpura
Table 4. Basic web traffic modeling tools

Tun Beo-Tpaduka Ba3oBble HHCTPYMEHTA/IbLHBIE CPEACTBA
MO/IETMPOBAHUSA
®oHOBBIN Tpah K Bpaysep; Selenium IDE;
Araka: Cross-Site Scripting (XSS) Bpay3ep; Selenium IDE; Hackapp; Xsser
Artaxka: Cross Site Request Forgery (CSRF) Bpay3ep; Selenium IDE; Hackapp
Artaka: SQL Injection Bpay3ep; Selenium IDE; Sqlmap
Araxka: Upload a Web Shell to a Web Server Bpaysep; Selenium IDE; Weevely
Artaxka: Password Brute Forcing Patator
Artaka: OS Command Injection Bpay3ep; Selenium IDE; Commix
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WTOroBblif CIMCOK MCIONB3YEMBbIX JJIsl FeHepaluy o0y4aromiero tpaduka IporpaMMHbBIX CPENICTB
BKIFOUaeT cieayromue: Bpaysep, Selenium IDE, Xsser, Hackapp, Sqlmap, Weevely, Patator,
Commix. Bce mepeunciieHHbIe cpencTBa, 3a wuckimoueHneM Hackapp, Bxomst B cocras
muctpubyruBa OC Kali Linux. Hackapp — 31o BeG-npunokenne, KOTOpoe ObUIO CHEIHATBHO
paspaborano mis moaenupoBanus XSS (Reflected) u CSRF arak. OHO BKJIFOYACT CTPAHUIIBI CO
CKpPBITBIMH ~ (OpMaMH, MPH MOCCHICHHH KOTOPBIX OTHPABISIOTCS 3ampochl OT HMEHH
ABTOPHU30BaHHOTO MOJIB30BATENS aTaKyeMOro BeO-TPHIIOKEHUSI U TEeM CaMbIM OCYILIECTBILSIFOTCS
aTaKkl COOTBETCTBYIOIIMX KIAacCOB. B mTore, B cocraB CTeHOa MOJACIHUPOBAHHUs Beb-aTak ObUTH
BKITIOYEHBI TPH KOMITOHEHTa (puc. 1):

e Attaker — XOCT reHepalnyu U peaan3aniy aTak;
e \Web — xocT, Ha KOTOPOM YCTaHOBIIEHO aTtakyeMoe Beb-npuiokenne (DVWA);

e Victim — xoct mons30Batens, B OTHOIIEHUH KoToporo peanusyiorcs XSS (Reflected) u CSRF
aTaKH.

Web

Docker

Ubuntu/Kali @ '

DVWA

A

i I
E VICTINY CSRF

A

orowser

HackApp

Ubuntu/Kali

Puc. 1. Obobwennasn cxema mooenuposanus 6ed-amax u hoHoeo2o mpaguxa

Fig. 1. A generalized modeling scheme for web attacks and background traffic
Jiss  yckopeHus Tpolecca pa3BepThHIBAaHHA BEO-TPIIIOKEHHUH HCIOJIh30BAIacCh TEXHOJIOTHS
koHTelHepu3anuu Docker.

5.4 CueHapuu reHepauum ¢poHoBOro Beb-Tpachumka u artak

C yueToM cOPMHPOBAHHOTO MEPEYHs MHCTPYMEHTAJBHBIX CPEICTB, aHAJIN3a UX BO3MOXKHOCTEH
OBUTH ITOJIrOTOBJICHBI CIIEHAPHH T€HEPALUH AECSITH THIIOB Tpaduka (Tadi. 5).

®DoHOBEIHN TpaduK, a TakK)Ke HEKOTOPHIE BUIBI aTaK MOJESIHPOBAINCH C MCIOJIH30BAHNEM ILIaTHHA
st 6paysepa Selenium IDE (SelDE), mo3Bomsitoiero cosgaBaTh W BOCIPOU3BOJIUTH TECTHI,
COJIeprKallliie I10CIIeJ0BaTeIbHOCTh JACHCTBUI Tosib30BaTenss B Opaysepe. OOmmil anroputm
MoaenupoBaHus Tpaduka Ha ocHoBe SelDE cocTouT B cremyromem.

1) Cospaercs 6a30BbIil TECT MOACTUPOBAHUS ICHCTBHI MOJIb30BATEINS.

2) Ba3oBbIif TECT TUPAKUPYETCS C OJHOBPEMEHHOM BCTABKOM CEKIMH IMay3 MEXAY CEKIUAMH
omeparuii Tecta. I[lay3pl 3amONHSIOTCS CIy4ailHBIM —o0Opa3oM, a TMpH HEOOXOJAMMOCTH
KOHKPETH3aIMH BBOJAMMBIX ITOJIF30BAaTEIEM JIAHHBIX MCIIOJIB3YETCS 3apaHee MOArOTOBICHHBIN Iyl
MOJIE3HOHM HArpy3KH (Hampumep, Uit MojenupoBanus atak XSS, SQLi, COMMi).
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3) OcymecTBIsETCS MOCICIOBATENBHBIA 3aMyCK BCEX THPaKUPOBAHHBIX TECTOB. IIpH 3TOM
Opay3ep Hs BOCHPOHU3BENEHHUS OYEPEAHOTO TecTa BHIOMpaeTcs CIy4alHbIM oOpa3oMm (B
HCCIIeIOBAaHUH UCTIONB30BanChk Opay3epsl Chrome u Firefox).

Tabn. 5. Tunwi cenepupyemoco eb-mpagpuxa

Table 5. Types of generated web traffic

Knace Tpaduka

O003HaYEeHH
e

CpenctBo
reHepanuu

Tun tpaguka

Benig
n

DoHOBBIN
Tpaduk

Benign

SelDE

Tpapuk Ha  ocHoBe TectoB  SelDE,
OCYIIECTBISIIOIIMX BhIMONHEHHME B DVWA
00mmUX ICUCTBHH, HE CONIECPIKAIINX aTaK

Benignxss

SelDE

Tpapuk Ha  ocHoBe TectoB  SelDE,
OCYIIIECTBIIIOIINX BBIIIOJHEHNE HA ysS3BUMOW
crpanue DVWA, coneprkamieil ys3BUMOCTb
XSS, neifctBuit, He colepKAIIUX aTaK

Benignsqli

SelDE

Tpapuk Ha  ocHoBe TectoB  SelDE,
OCYIIECTBJISIIOIIMX BBINIOJHEHUE HA YA3BUMOUN
crpanue DVWA, coneprkameil ys3BUMOCTb
SQLI, neiicTBHiA, HE COAEPIKAIIUX aTaK

Attac

Cross-Site
Scripting
(XSS)

XSS

Xsser

Tpaduk, reHepupyeMBIii ¢ HCTIOTB30BAHUEM
YTHJIUTBI XSS€r, OCYHIECTBIISIOIEH TOUCK
XSS-ysazsumocteit B DVWA

SelDE

Tpapux Ha  ocHoBe TectoB  SelDE,
OCYIIECTBIISIOIINX peann3amnuio aTak
(BHEIpEHHE 3JI0BPETHOMN MOJIEC3HOH HArpy3KH)
Ha ysa3BuMoil ctpannue DVWA, coxepxamieii
ys3BUMOCTE XSS

HackApp

Tpaduk Ha ocHoBe TecToB SelDE,
OCYIIECTBIISIOLINX MTOCEIICHHE
HEZIOBEPEHHOTO caiTa (IPHIIOKEHNE
HackApp), conepskariero 30BpeIHbIi KO,
peanmmsytomuii XSS-ataku B OTHOLICHUHN
DVWA

SQL Injection

SQLi

Sqlmap

Tpaduk, reHepupyeMblii C HCTIOIb30BaHUEM
yTHIUTHL Sqlmap, 0CyIIeCcTBISIONEH TOUCK
SQLi-ysi3Bumocteit B DVWA

SelDE

Tpadpuk Ha  ocHoBe TectoB  SelDE,
OCYIIECTBIISTIOIINX peann3anuio aTak
(BHEIpeHHE 3JI0BPEIHOM MOJIE3HOM Harpys3kH)
Ha ys3BuMoil ctpannue DVWA, conepxareit
ys3BuMocTh SQLi

Password
Brute Forcing

Brute

Patator

Tpaduk, reHeprpyeMblii C HCIOIb30BAHUEM
yrunutel Patator, ocymiectBistronieit moaoop
naposis DVWA

Cross Site
Request
Forgery
(CSRF)

CSRF

HackApp

Tpaduk Ha ocHoBe TectoB SelDE,
OCYIIECTBIISIOIINX [TOCEIICHHE
HEZIOBEPEHHOTO caiTa (IPHIOKEHUE
HackApp), conepixalero 3JI0BpeaHbIH KO,
peamm3ytomuiit CSRF-araku B oTHOImEHNN
DVWA

Upload a Web
Shell to a
Web Server

Malware

Weevely

Tpaduk, reHepupyeMblIil ¢ HCIIOIb30BaHUEM
yruiutel Weevely, ycTaHaBiMBaromieit
coenuHeHue ¢ BHenpeHHbIM B DVWA Shell-
kojoM (BackDoor.php).
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OS Command | COMMi Commix Tpaduk, reHepUpYEMBbIii ¢ HCIIOTb30BaHHEM
Injection yruautsl CommiX, OCYIIeCTBISIONICH
skcruryaTtaitto yszpumocta OS Command
Injection B DVWA

SelDE Tpapuk Ha  ocmoBe TectoB  SelDE,
OCYIIECTBIISIOIIIX peanu3anuio aTak
(BHEIOpEHHE 37I0BPETHOM MOJE3HOM HArpy3KH)
Ha ys3BuMoll crpanune DVWA, conepxameit
ysi3BuMocTs OS Command Injection

Jns ycmemHoW paboThl CIENMANN3UPOBAHHBIX MPOTPAMMHBIX CpPEACTB TEHEpAIMH BeO-aTak
TpeOyeTcs 3HaHue aBTopU3aoHHo cookie (st DVWA sto PHPSESSID), koTopast MoXeT OBITH
M3BJICUCHA W3 XpaHWINIIA Opay3epa wii u3 HHOOPMAIIMOHHOTO OOMEHa ¢ BeO-IpuiioKeHneM. B
npezncraBieHHoM ucciemoBannn cookie PHPSESSID wm3Bnekamack mo BTOpOMY BapHaHTy H
nepenaBajach B KaueCTBE OJHOTO M3 BXOIHBIX MapaMeTpOB Uil pabOTHl CKPHUIITOB T€HEPaLUH,
3aMyCKamIUX COOTBETCTBYIONIME MporpammHbeie cpenctsa (Sqlmap, Xsser, Patator, Weevwly,
Commix). KpoMe Toro, mpu reHepamuy aTak MPUMEHSIUCH COOTBETCTBYIOIIME OIMIIUU TAaHHBIX
NpOrpamMM, ONpEACISIONINE 3HAYCHUsI 3aJIepIKEK, IIOTOKOB U JPYTHX MapaMeTpoB, MMO3BOJISIOMINX
BapUaTHUBHO PEAIM30BBIBATh 3IOBPEIHBIEC ICHCTBHS.

5.5 Komnnekc ckpuntoB reHepauuu Beb6-Tpachmka n popmMmpoBaHna Ha ero
OCHOBe oby4arouero Habopa gaHHbIX

Jnst HanucaHust BCeX CKPHUIITOB UCIIOIB30BANICS A3bIK Bash.

B mpomnecce npoBeneHust ucciaeqoBaHKsT ObUIM BBIPAOOTaHBI TPeOOBaHMS K MOAYJSIM T€HEepaluH
(doHOBOTO BeO-Tpaduka u Tpaduka Bed-aTak, HO3BOJIAIONINE aBTOMAaTH3UPOBATh TAHHBIH Tpolece.
1) Cxkpuntsl renepanuu GoHOBOro BeO-Tpaduka u Tpaduka BeO-aTak JOIKHBI MTO3BOJISATH:

e TeHEepPHUPOBATH OTAEIHHBIN TPa(UK MO BEIOOPY;
e TeHepHUpOBaTh BeCch 00yUalOIIUii Tpahuk cpasy.

2) Tpabuk momkeH remepupoBarbess oauum ckpuntom (TrafficGen.sh), B kotopom OymayT
oTIpeJieTIeHbI BCE 331a4H 110 (JOpMHUPOBaHMIO 00yUaromero Tpaduka.

3) BeoimonHeHne 3aja4 MO TEHEPAIlMd KOHKPETHOTO BHAA Tpaduka OCYIIECTBISIETCS C
HCIIOJIb30BaHHEM pa3pabOTaHHBIX CKPUITOB M TECTOB TeHepanuy Beb-arak U (poHOBOTO BeO-
TpaduKa, 3aIyCcK KOTOPBIX ponrchiBaeTcs B ocHoBHOM ckpunre (TrafficGen.sh).

4) Ckpuntel reHepanud TpaduKa IOJDKHBI HCIOJB30BATh IAPAMETPHl KOMAHIHON CTPOKH,
MO3BOJISIIOIME Tepe/iaBaTh B HUX BCE HEOOXOAMMBIE Il MX PaOOTHl MapaMeTphbl, 4TO
o0ecreunT OTCYTCTBHE HEOOXOAMMOCTH BHECCHNSI I3MEHEHUH B CAMHU CKPHIITHI.

5) JInst CKpUITOB TeHepanuy Tpaguka J0/OKHA ObITh TPEAYCMOTPEHA BO3MOKHOCTD OIPEIENICHHS
rapaMeTpOoB WIIM UX YaCTH B KOHPHUI'YPAIIMOHHBIX (aiinax.

B pesynbrare 0bu1 pa3paboTaH KOMIUIEKC CKPHUIITOB, TO3BOJISIOMINX ITOJTHOCTHIO aBTOMAaTH3UPOBATh

mpolecc TeHepanuu, coopa m oOpaboTKH 3amaHHOrO oOydaromiero BeO-Tpaduka. O600IIeHHAS

cxema paboThl KOMIUIEKCa IPeIcTaBlIeHa Ha puc. 2.

Ilepen 3amyckoM ocHOBHOTO MOayis reHepanyu Tpaduka TrafficGen.sh Heo6xoaumo:

e  OIpeAeNHTH 3HAYCHUsI OOLIUX TapaMeTpoB, TpeOyeMbIX 11 paboThl ckpunToB (IP agpeca, mytn
K Karajoram c pecypcamu, HacTpoiiku SSH coennHeHMi, ONIUM BBIMONHAEMBIX A€HCTBUI U
T.J1.), KOTOPbIE IPOIMCHIBAIOTCS B €AMHOM KOoH(UrypannoHHoM ¢aiine TrafficGen.conf;

®  YTOYHHTH B OCHOBHOM MOJyJe reneparun tpaduka TrafficGen.sh mapameTps! 3amyckaeMbIx
BCIIOMOTATEIBHBIX MOYJIEH (OCYIIECTBISIIOT TOATOTOBUTENBHBIC IEHCTBHSA, 3aKITIOYAIOIINECS
B HacTpoiike npuinoxxenns Hackapp, Beinenennn PHPSESSID, tipaskupoBaHun TeCTOB 1
BCTaBKE B HUX I1ay3) U MOJyJIeH renepaiun Tpaduka (BBIIOIHAIOT OCHOBHOW (YHKIIMOHAI 110
(hopMupoBaHUIO 00YJArOIIEr0 HAOOPA JAHHBIX).
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F—— + ——————— - Supporting scripts :
o 1
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e ] [
i b . 1 - Hackappinstall.sh
| Traffic generation : - PHPSESSID.sh
: scripts ] - SelDE_InsertPause.sh
/SeIDE /Payloads I : - SelDE_MakeDiffTests.sh
I
I I | Traffic collection | | |]|!
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Trgffic.log | Traffic generator : Traffic pecp
it et e Troffic.ssl ==l 1 - ———T
i p aunch | ]
I ] 1
é’ : ¢ i I |
Trgffic. [ - .| ! ssh |
R Traffic file copving ]
[logs Traffic. iput I+ — . 1 et =i
I and preprocessing ‘ 1 o
I v 1 Target (DVW.A)
]
: : i ] Traffic peneration scripts:
]
| | ! SessionAnalize " -SelDE_RunAllTests.sh
| ] | Litnah ] -xss_hackapp.sh
| : ‘ ] - csrf_hackapp.sh
Il Irqfcesy_all || ) : - xsser.sh
_____ Traffeecsv I I -sqlmap.sh
| 1 H - patator.sh
[SessionAnalizer e - weevely.sh
- comm ix.sh

Puc. 2. Obobwennas cxema pabomel KOMIIEKCA CKPURMOG 2eHepayul 6e0-mpapura u opmuposanus Ha
€20 0cHose 00yyarueo Habopa OaHHbIX
Fig. 2. Web traffic generation scripts and training dataset generation

OO0muii anropuT™ padOTHI MOIYJIeH TeHepaun Tpaduka COCTOUT B cieayromeM (puc. 2):
Ocymectisercs SSH-noaxitoueHne K MUIIESHH, T/ 3alycKkaercs npoueaypa coopa tpaduka
¢ ToMoIIbI0 mporpaMMmHoro cpenactBa Tshark. JIns muHMMM3anmmm oObemMa COOMpPaEMBIX
JITaHHBIX PErucTpanus TpaduKa MOXKET BBITOJHATHCS Ha nHTepdetice dockerO.
OcymecTBiseTcst 3aMyck TeHepaTopa Tpaduka (3amyck COOTBETCTBYIOMIETO MPOIPaMMHOTO
CpEICTBa, KOTOPOE MOJECTUPYET TpaduK onpeaeeHHoro Buaa). [Ipu 3ToM Begercs jor paboTHl,
B KOTOPOM PETUCTPHUPYETCsS BBINOJHSIEMOE ACUCTBHE M BpeMs €ro Hayajla U 3aBEpLICHHUS.
Kpome Toro, aimst HTTPS tpaduxa B xpanunume coxpanstorces SSL-kmroun. [To okoHuanuu
paboTel reHepaTopa coop Tpaduka IpeKpaniaeTcs.
Bemonnsercs konupoBanne PCAP-¢aiitna Tpaduka B LeHTpanbHOE XpaHWIMILE W €ro
npenobpaboTka. B wacTHOCTH, AN TpaduKa, cojepkaliero BeO-aTaku € 3JIEMEHTaMU
JIETUTUMHBIX IeHCTBUH 1T0JIb30BaTENeH, BBIACISIOTCS HOMEPa AaKETOB, B KOTOPBIX COJIEPIKUTCS
350BpeaHas nonesHas Harpyska (st HTTPS tpaduka nepen 5TuM ¢ moMomIbio MporpaMMHOTO
cpenctsa Tshark BeimosHsIeTCS pouieaypa pacuin@poBKH HA OCHOBE COXpaHEHHBIX paHee SSL-

1)

2)

3)
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4)

Ocymectisiercs oopadotka PCAP -daitma Tpaduka Ha mpeaMer BbIIETEHHS CcecCUd U
pacdera nxX HMapaMeTpoB C MOMOIIBIO Pa3pabOTAHHOTO B XO/€ MCCIIEAOBAHUS MPOTrPaMMHOTO
Moxmyns SessionAnalizer. B cmyuae Tpadmuka, comepkamero BebO-aTakum C 3IeMEHTAMHU
JIETUTUMHBIX JCHCTBUII TOJIb30BATENCH, HA BXOJ JAaHHOTO MOJYJS TaKke Mojaercs (ain c
HOMEpaMH MaKEeTOB, COACPIKALIUX 3JIOBPEAHYIO IOJIE3HYIO HAarpy3Ky, YTO MTO3BOJISIET TIOMETUTh
CecCHM, CoOJepiKalllue JaHHble NakeThl. PesynmbTatom pabotel Monyns SessionAnalizer
asisiercs ¢aitn B popmare CSV, rae kaxaas CTpOKa COOTBETCTBYET BBIJICJICHHON CECCHH, a
CTOJIOEL] COOTBETCTBYET IapaMeTpy ceccHuH (MpH3HaKy). 3a OCHOBY B3STO NPU3HAKOBOE
npoctpanctBo Habopa manubix CICIDS 2017. Ilpu stom B oOydwarommuii HabOp AaHHBIX
BKITIOYAETCS TOJNBKO TOT TpaduK, KOTOPHIN reHepupyetcs ¢ I[P agpeca xocra-reHeparopa Ha
3amaHHbli mopT (80/443), mo 3amarnoMy nportokony (HTTP/HTTPS), a takxke comepsammit
MHTepecyromue makeTsl. [locnenHumM cToa0oM pe3ynsTHpyIomero ¢aiina BKII0YaeTcsl METKa,
KOTOpasl OIpeAeNnseT MPUHAMICKHOCTh ceccud K (oHOBOMY TpadmKy WIM K OJHOH U3
MOJETIMpYEeMBIX BeO-aTak. JlaHHas MeTKa Npefolpe/iesieHa 3apaHee M COOTBETCTBYET THUILY
TpaduKa, KOTOPBIH MOAENIUPYETCSI CKPHNTOM. Pe3ynbraroM paboOThl KakKIAOTO MOIYIS
rerepanuu  Tpaduka Oymer sABIAThCS (parMeHT oOyuwaromero Habopa JaHHBIX,
MpUHAJICKAIIA TOJIBKO OJHOMY KJIaccy.

5.6 PasBepTbiBaHWe NCNbITAaTeNbHOrO CTeHAa U c60p AaHHbIX

Kak oTMevanoch BbIe, cOOp MaHHBIX MPH MOJCIMPOBAHHHM aTak M (hoHOBOTO Tpaduka it
BBIOPaHHOT'0 OOBEKTA 3aIIUTHI JIOJDKEH OCYIIECTBISTHCS B pealbHOW ceTH. B 3To# cBsi3u ObLIO
OCYLIECTBJICHO Pa3BEPTHIBAHUE JIEMEHTOB IIPEAJIOKEHHOIO MCIIBITATEILHOIO CTEHAA B PEAJIbHOM
MH(PACTPYKTYpE B BUIE COOTBETCTBYIOIINX BUPTYaJIbHBIX MAIINH:

Web — BupTyasnpHas Marnna ¢ oneparmonHoi cuctemoit Ubuntu 20.04 ¢ pa3BepHyTHIMHU B BHIC
docker-konteiinepoB muiieHsiMu DVWA, HCHONB3YIOHMIMMU pa3Hble THIIBI BeO-CEpBEPOB
(DVWA_apache u DVWA_nginx);

Attacker, Victim — BupTyambHas MammHa ¢ onepanuoHHoit cucremoit Kali Linux ¢
YCTaHOBJICHHBIMH CpEJICTBaMHK T'eHepanuu (MojenupoBanus) Bed-tpaduxa (Chrome, FireFox,
Selenium IDE, Xsser, HackApp, Sqlmap, Weevely, Patator, Commix).

Pesynbratel cOopa oOydvatomero Habopa maHHBIX st mpotokona HTTPS, momyuenneie Ha
pa3BepHYTOM HCHIBITATEIHHOM CTEHJIE, TPEICTABICHHI B Ta0I. 6.

Tabn. 6. Pezynomamel c6opa obyyaioue2o nabopa oannsix 0s npomokoia https
Table 6. The results of collecting the training dataset for the https protocol

Kiacc Tun O6o3Ha- | Uncrpy- | Koin- Bcero | Bcero Kosn- Bcero | Bceero
Tpad)mca YCHHUC MCHT BO nmo o BO o mo
THIY KJjac- TUITY Kjac-
Tpa- caMm Tpa- caM
¢duka ¢uka
Apache Nginx
Benign | ®onoswiii | benign SelDE 19901 | 29807 | 29807 | 4752 8498 8498
BeO- benignsgli | SelDE 5023 1861
Tpaduk benignxss | SelDE 4883 1885
Web CAPEC- XSS SelDE 1286 13925 | 28223 | 944 11353 | 36027
Attack 63: Cross- Xsser 11637 9022
Site hackapp | 1002 1387
Scripting
(XSS)
CAPEC- csrf hackapp | 931 931 1422 1422
62: Cross
Site
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Request
Forgery
CAPEC-
66: SQL
Injection
CAPEC-
49:
Password
Brute
Forcing
CAPEC-
650:
Upload a
Web Shell
to a Web
Server
CAPEC-
88: 0OS
Command
Injection

SelDE
sqlmap

537
918

2693

1455 521

910
49

sqli 1431

brute patator 2693 49

malware weevely | 6452 6452 6748 6748

SelDE

commix

101
2666

2767 100

14924

commi 15024

HUroro: 58030 44525

6. TecmupoeaHue u anpobayussi MemoAuKku

Ha ocHoBe chopmupoBaHHOTO HabOpa AaHHBEIX ObLIA CHHTE3UPOBAaHA MOJICTh BBIBICHHS BeO-aTak,
B OCHOBE KOTOPOH HCIONB30BajJCd XOpOLIO 3apeKOMEHIOBABINMK cebs KiaccudukaTop
RandomForestClassifier. IIpy mocTpoeHn: MOAENHM OCYIIECTBILUICS MOAOOp THIEPIIapaMeTpoB
MOJIEIIH.

Mopgenb cTponsiack B IIPEATION0KEHHH TOTO, YTO BEO-IPHIIOKEHHE (PYHKINOHUPYET MO IPOTOKOITY
HTTPS nHa BeG-cepBepe Apache, T.e. I ee 00YUICHHS HCIIONB30BAJICS COOTBETCTBYIOIINI HAO0D
IaHHBIX (Tabm. 6). IlomydenHass momenp (Tabn. 7, skcmepuMeHT Ne 4) Mo MeTpUKaM KadecTBa
MIPEBOCXOJUT MOJIENH, MpEACTaBICHHbIE B [8], KOTOpBIE HCIOJIB30BAIM NPH OO0yd4eHHH HAOOp
nannbix CICIDS 2017 (tabn. 7, sxcriepumeHT Ne 1-2), a Takke HaOOp JaHHBIX, COOpaHHBIH Ha
pearbHOM CeTH, HO B OTPaHUYCHHBIX YCIOBHAX (Tabm. 7, axcepuMeHT Ne 3).

Taon. 7. [Ipomoxon sxcnhepumenma
Tabl. 7. Experiment protocol

JKcnepu- JKcnepu- JKcnepu- JkcnepuMeHT Ne3 JkcnepuMeHT Ned
MEHT / MeHT Nel MeHT Ne2
Xapakrepuc-
THKA
Jtan o0y4yeHus MoaeH
Hcnons3y- CoaaHcupoBaHHas U Coopmuposannslii Habop | ChopmMupoBaHHBIH
eMblii  Habop | mpemoOpaboTaHHAsA JTAaHHBIX, Habop JIaHHBIX,
JAHHBIX n01131>16op1<a BeO-aTak COOTBETCTBYIOIIUX COOTBETCTBYIOIINX
WebAttacks naGopa naHHbIX peansHOMY CETCBOMY | pEalbHOMY  CETE€BOMY
CICIDS 2017. Tpaduky Tpaduky
7267 3ammceit, u3 Hux 5087
9K3EMIUIIPOB  KJIacca  «HET
arakn» u 2180 »3K3eMIUIIpOB
KJIacca «eCThb aTaKay.
Obyuaromas 70% 3anuceir ucnons3zyemoro | 70% 3amuceit 70% 3anuceit
BBIOOpKA Ha0opa JaHHBIX UCTIONIBE3yeMOro Habopa UCTIONIb3yeMOro Habopa
JTAHHBIX JTAHHBIX
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Mozensb RandomForestClassifier RandomForestClassifier RandomForestClassifier
MaIIHHOTO (max_depth=17, (max_depth=None, (max_depth=17,
o0ydeHus max_features=10, max_features="auto’, max_features=10,
min_samples_leaf=3, min_samples_leaf=1, min_samples_leaf=3,
n_estimators=50) n_estimators=250) n_estimators=50)
HauGonee 1. Average Packet Size Flow Packets/s Fwd IAT Total
3HAYUMBIE Flow Bytes/s Flow IAT Max Fwd Packet Length Max
MPU3HAKA Max Packet Length Bwd Packet Length Min Fwd Packet Length Std

Fwd Packet Length Mean

Flow Duration

Bwd IAT Total

2

3

4

5. Fwd IAT Min Flow IAT Mean Bwd Packet Length Std

6. Total Length of Fwd Packets | Flow IAT Std Total Length of Fwd

7. Fwd IAT Std Average Packet Size Packets

8. Flow IAT Mean Fwd Packet Length Max Flow IAT Max

9. Fwd Packet Length Max Total Packets Bwd Packet Length Max

10. Fwd Header Length Fwd Header Length Bwd Packet Length
Mean

Total Length of Bwd
Packets

tan TeCTUPOBAHUA MOAEJIN

TecroBas 30% zamuceit | 100% 30% 3anuceit 30% 3anuceit
BBIOOpKA HCIIOJIb3YEMOT | 3armuceit UCIIOJIb3yeMOro Habopa HCIIONB3YeMOro Habopa
0 Habopa chopmupo- naHHBIX. TecToBas u naHHbIX. TecToBas u
JIAHHBIX. BaHHOTO oOyyarolasi BEIOOpKa He oOydJaromiasi BEIOOpKa
TecroBas u Habopa HUMEIOT TIEPECEYEHUIA. HE UMEIOT TIepeceYeH it
oOyyaromias JTAaHHBIX,
BEIOOpKA HE COOTBETCTBY-
HUMEIOT FOIIUX
nepecedeHuil | peasbHOMY
CETEBOMY
Tpaduky
3HayeHHs] METPHK Ka4ecTBa KJacCHPUKAMM
Accuracy 0.983 0.456 0.858 0.983
Precision 0.982 0.812 0.812 0.998
Recall 0.961 0.033 0.966 0.961
F1 0.971 0.064 0.882 0.979

HOJ’Iy‘IeHHHG pe3yabTaThl CBUACTCIILCTBYIOT O H€O6XOI[I/IMOCTI/I O6y‘ICHI/I$[ MOACIIN O6Hapy)KeHI/I$[
aTaKk Ha Ha60pe JaHHBbIX, C06paHHOM Ha OCHOBC aHaju3a CETCBOIO Tpa(bmca B OTHOIICHHUH

KOHKPETHOT'O

3aluIaeMoro o0beKTa peasbHOM certu. Ilpm 3TOoM mepen mpouemypoi

(opmupoBanus oOyuaromero Habopa JaHHBIX JTOJDKHA OBITH NPOBEICHA BCECTOPOHHSS OIICHKA
obbekTa 3anmuThl. [1o ee pe3ynbraTtaM JOKHBI OBITh OTIPE/IEIICHBI:

YCIIOBHSA, B KOTOPHIX (PYHKIIHOHUPYET OOBEKT 3aIIUTHI;
0c00CHHOCTH KOH(pUTYpannu 00beKTa 3alHThI;
NepeyeHb aKTyaJIbHBIX /ISl 0OBEKTa 3alUThI aTakK;

MEPEUYCHb MHCTPYMEHTAJIBHBIX CPEJACTB, UCIIOJIB3YEMBIX JIJIA MOACINPOBAHUSA AKTYyaJIbHbBIX
arak B OTHOLICHUU 00BEKTa 3alllUThI;

nepeyeHb HHCTPYMEHTAIBHBIX CPEJICTB, UCIIONIb3YEMBIX JJISl MOJIETMPOBAHHs (JOHOBOTO
Tpaduka 00beKTa 3aIINTH;

MHUIICHb, B KAUYCCTBEC KOTOpOﬁ MOXET BBICTYIIaTh CaM 00BEKT 3alyUThI UJIX €T0 aHAJIOT,

renepaTop(bl), C MOMOIIBI0 KOTOPBIX OCYINECTBISIETCS MOIeIUpoBanne (POHOBOTO Tpaduka u
aTax;

TUIBI TEHEPUPYEMOTO TpaduKa U IIOPSIOK €ro pa3MeTKH;
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®  CTPYKTYpa HCIBITATEIILHOIO CTeH/A, MO3BOJISIONIAs MOIEIMPOBATh (DOHOBBIH TpaduK U Bce
aTaky U3 ¢(hOpPMHUPOBAHHOTO TIEpeUHs (BCE TUITHI TpaPHKa), a TAKKe 00eCTIeunBaromas
BO3MOXKHOCTh Pa3BEpTHIBAHUS CTEH/IA B peallbHOU HH(PACTPYKTYypE;

®  [yTH aBTOMAaTH3alUH Npoueaypsl GOpMUpPOBaHHs 00y4Yaromiero Habopa qaHHbIX.

7. 3aknroyeHue

B mpeamectBytomeM wnccienoBaHun [8] A7 ONEHKHM NPHUMEHHMOCTH METOIOB MAIIMHHOTO
o0y4deHUsI B cHUCTeMax OOHApYKCHHS KOMITBIOTEPHBIX aTak OBII TPOBEAEH 3KCICPHUMEHT C
HACTPOUKOM MOJIEIH «CITydaifHBIN Jec», o0ydeHreM Ha myoamaHoM Habope nanueix CICIDS 2017
U TECTHPOBAHUEM B pealbHBIX ycIoBUsIX. HacTpoiika mapaMeTpoB BBIOPaHHOTO KiIacCH(pHUKATOPa
MO3BOJIMJIa HAa BAJIMJIAIIMOHHON BBIOOpKE MONy4yuTh oueHKy F1-mepwt 0.971 nnst Habopa naHHBIX
CICIDS 2017. IIpu »TomM ObLTa MOJYEPKHYTAa HEBO3MOXKHOCTH INPHMEHEHHS IpeIo0yuYeHHON
MOJIETIM Ha TECTOBOW BBIOOpPKE, MOJYYCHHOW Ha OCHOBE aHAlIM3a CETEBOTO TpaduKa B peaslbHOH
koMmmbtoTepHoid cetu (Fl-mepa 0.064, HeymoBieTBOpHUTENIbHOE KauecTBO). J[isi momydeHus
yJIOBJIETBOPHUTEIHHOTO KauecTBa 00HApYKEHHS IIOTPEOOBAIIOCH BHIMOIHUTH IEPEOOyUSHUE MOJICIH
Ha c(OPMUPOBAHHOM COOCTBEHHOM Ha0Ope TAaHHBIX, YTO MTO3BOJIMIIO MOJMY4UTh 3HaueHue F1-Mepsr
0.882.

B Hacrosiiem uccieoBaHuM MPeAIokKeHa MEeToinka cOopa Takoro ooyyaromniero Habopa JaHHbIX,
MO3BOJISIIOIAS CHHTE3MPOBATh aJCKBAaTHYIO MOJENb OOHApy)KeHHs KOMIIBIOTEPHBIX aTak B
OTHOIICHHUHX 3apaHee M3BECTHOTo 00BekTa 3amuThl. OCHOBa METOAWKH 3aKIIOYACTCS B TOM, UTO
cOop obOygaromiero Habopa TaHHBIX BEJCTCS B PEATBHON CETH B OTHOIICHIH KOHKPETHOTO 00BEKTa
3alIUTHl WIIA €r0 MOIEH, MaKCHMaJbHO YYWTHIBAIOIIEH BCE €ro XapakTepucTukd. [Ipm sTom
METOJWKA MPEAIONaraeT HWCIOJIb30BaHUE IIPH MOACTHPOBAHUH TpaduKa IIHPOKOTO Kpyra
MPOTPAMMHBIX CPEJICTB, 3aIlyCKAaeMBIX C TPHIMEHEHHEM BPEMEHHBIX 3alepXKEeK H IPyTrux
mapaMeTpoB (OMIHIA), TO3BOJISIOIINX BAPHATUBHO PEAII30BEIBATh HETaTUBHBIC ACHCTBHS, a TAKKe
TpeOyeT OCYNIECTBITH Pa3MeTKy Tpaduka, SIBHO COJEpKAIEro Kak aTakH, TaK M DIJIEMEHTHI
JIETUTUMHBIX JICHCTBUI MONb30BaTeNeH, B TOM YHCIE U MPU UCTONb30BaHuu npoTokonga HTTPS.
OTO MO3BOJISIET TOBBICHUTh TOYHOCTH BBISBICHHS arak: pe3y/bTaThl arpoOalMy NpeaiaraeMbiX
pEeLICHUI JEMOHCTPUPYIOT BO3MOXKHOCTH JTAJIbHEHIIIETO MOBBILICHHsI Ka4eCTBa OOHApPYKEHHS aTak,
Ha TecTOBOM BbIOOpKe moiydeHo 3HaueHue Fl-mepsr 0.979 (tounHocTs 3HaueHus F1-mepsr
OTPaHUYHBACTCS, B TOM YHCIIE, 00BEMOM BBIOOPKH).

Jlis nopnepkaHuss Habopa JaHHBIX B aKTYaJIbHOM COCTOSIHUM HEOOXOJUMO BKJIIOYATh B HETO
JTaHHbIE II0 BCEM CYIIECTBYIOUIMM Ha TEKyIIMH MOMEHT aKTyaJbHBIM TeHepaTropaM aTak M
MTOCTOSTHHO JIOTIONHSTH IO Mepe TOSBICHUS HOBBIX CPEIICTB pEaTU3aIiH aTaK.

Kpome Toro, moctpoeHHast MoJienb OOHAPYKEHUSI KOMIIBIOTEPHBIX aTakK JOHKHA JJ000YydaThCsl 1O
Mepe pacuMpeHns Habopa JaHHBIX, a TAKKe anpoOHPOBATHCS HA aTakaX, Peau3yeMBbIX U3 Pa3HBIX
TOYEK PACIOJIOKECHHUS CETEBOW HHPPACTPYKTYPHL.

HanpaneHusMu JambHEHITNX WCCIEIOBAHUH SBISIOTCA: BO3MOXHAS aBTOMATH3AINS MIPOLEAYPHI
00y4YeHUs I HOBBIX OOBEKTOB 3AIUTHI;, IITyOOKHH aHAIM3 MPHU3HAKOBOTO IPOCTPAHCTBA C LETBIO
OTpENCICHUsT TPU3HAKOB, HE3aBHCAMIMX OT (U3NYECKOH CTPYKTYpBI CETH, HACTPOCK
HCTOJIB3YEMOr0 00OPYIOBaHHMS, MUCIONB3YEMBIX MPOTPAMMHBIX CPEICTB; BCECTOPOHHSS OIICHKA
MTOJTyYCHHBIX PE3yJBTaTOB B CPABHEHUH C CYIIECTBYIOIIUMHE CPEICTBAMH 3aIIUTH HH()OPMAIIH.
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AnHortammsi. Kpunrorpagudeckue MpoTOKOJIBI UCIONB3YIOTCS Ul YyCTAHOBIICHHS! G€301IaCHOTO COCIMHEHUS
MEX]y ‘““deCTHBIMH’® areHTaMH, KOTOpbIe OOLIAl0TCS CTPOro B COOTBETCTBUY C IPaBHIIAMU MpOTOKoma. J{is
TOro, 49roObl yOEOWTBCA, UYTO  CIPOEKTHPOBAHHBIM  KpUNTOrpaguuecKuii  NPOTOKON  SIBISIETCA
KpHITOTpadMUECKH CTOWKHM, OOBIYHO HCIOJIB3YIOTCS Pa3IMYHBIE NPOTPaMMHBIE MHCTpyMeHTH. OnHAaKo,
aJleKBaTHasl CreNU(UKAUs KPUNTOrpadUuecKOro MpOTOKoda OOBIYHO IMpEeACTaBIsieTCs B BHAE Habopa
TpeOOBaHUH K IOCIEIOBATENBHOCTAM II€pEIaBaeMbIX COOOIICHHH, BKIIFOYas (OpMaT TAaKUX COOOIICHHH.
BrimosHeHne Bcex 3THMX TpeOOBaHWH NMPUBOAMT K TOMY, YTO (opMmanbHas cnenudukanus sl peasbHOTo
KPUOTOrpaMIecKOro MpOTOKOJa CTAHOBUTCS TPOMO3IKOHM, B CIEJICTBHUM Yero e€ TPyIHO aHAIN3MPOBATh
¢dopmanbHEIME MeToAaMH. OTHUM M3 TaKUX CTPEMHUTENIFHO Pa3BUBAIOIIMXCSI HHCTPYMEHTOB JUTsl (popMabHO
BepuduKanuu Kpunrorpapuyeckux MpOTOKodoB sBisiercss ProVerif. OTnuuuTtensHONH 0COOSHHOCTBHIO
uHcTpyMeHTa ProVerif ssisercs To, 4To npu GOJBIINX MPOTOKOJIAX OH YacTO HE CIIPABIIAETCS C UX AHATIM30M,
T.€. HE MOKET HH JIOKa3aTh 6€30MacHOCTb MIPOTOKOJIA, HU ONPOBEPTHYTH e€. B Takux ciydasx npuberaiot 160
K anpOKCUMAIIH 3a1a49H, JTH00 K SKBHBAIICHTHBIM IIPe00pa30BaHUsIM MOJIEIH IIPOrpaMMbl Ha si3bike ProVerif,
ymnpomaromux ProVerif-mogens. B aroii cratee MbI mpemnaraeM cmnoco® st yrporuenust ProVerif-
crier¢ukanuid it AKE-ipoTokonoB, Ucnone3yomux cxemy mmpoBaHus JDib-I'amans. A UMEHHO, MBI
npejiaraeM KBHBAJICHTHBIE PeoOpa3oBaHMms, IIO3BOJIIONINE OCTPOUTh ProVerif-cnienudukanuio, kotopas
yhnpomiaer aHanu3 crnenudukanuu sl MHCTpyMeHTa ProVerif. DkcneprMeHTaJ bHBIE Pe3ylbTaThl UL
kpunronporokoioB Huaxema-IlIpénepa u Yahalom mnokaseiBatoT, 4TO Takoil MOAXOJ MOXET OBITH
TIEPCTIEKTUBHBIM JUISI aBTOMATHIECKOH IPOBEPKH PEATbHBIX MPOTOKOJIOB.
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to the fact that the formal specification for a real cryptographic protocol becomes cumbersome, as a result of
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of cryptographic protocols is ProVerif. A distinctive feature of the ProVerif tool is that with large protocols, it
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resort either to the approximation of the problem, or to equivalent transformations of the program model in the
ProVerif language, simplifying the ProVerif model. In this article, we propose a way to simplify the ProVerif
specifications for AKE protocols using the EI Gamal encryption scheme. Namely, we suggest equivalent
transformations that allow us to construct a ProVerif specification that simplifies the analysis of the
specification for the ProVerif tool. Experimental results for the Needham-Schroeder and Yahalom
cryptoprotocols show that such an approach can be promising for automatic verification of real protocols.

Keywords: cryptographic protocols; equivalent transformations; ProVerif

For citation: Vinarskii E.M., Demakov A.V. Optimization of ProVerif programs for AKE-protocols. Trudy
ISP RAN/Proc. ISP RAS, vol. 33, issue 5, 2021, pp. 105-116 (in Russian). DOI: 10.15514/ISPRAS-2021-
33(5)-6

Acknowledgements. The research is supported by the grant of the Ministry of Education and Science of the
Russian Federation No. 075-15-2020-788.

1. BeedeHue

Kpunrorpaduueckue npotokonsl (KII) mHUpOKo HCHONB3YIOTCS B COBPEMEHHBIX ceTsX. OHH
rapaHTUPYIOT ayTEHTH(PHUKALNIO YIACTHUKOB, CEKPETHOCTh CEAaHCOBBIX KiItouei u T.1. IHCTpyMeHT
Jutst hopMabHOM BepU(UKaIK KPUIITOIPOTOKOJIOB ProVerif mupoko ucnons3yercst 1t IpOBEPKH
CBOMWCTB 0€30MaCHOCTH JIJIsl TIPAKTUYECKH BaYKHBIX IPOTOKOJIOB Takux, kak TLS 1.3, ARINC823 u
ap. [1, 2, 3]. TlockombKy s KPHUITOTPAQUYECKHX TMPOTOKOIOB HEOOXOIMMO BBITIOIHHUTH
MHOXXECTBO TpeOOBaHHii, UX aJeKBaTHbIE (hOpPMalbHbIE MOJEIHM OYEHb IPOMO3JKH, B CIEJCTBUE
Yero TPYAHO TPOBECTH UX QopManbHylo Bepudukammio. OJHAKO, €CIH HCIOJb30BaTh
cnenuduieckne 0co0eHHOCTH HHCTpyMeHTa ProVerif u mpoBoIUTE aHAINM3 TOJIBKO OTHOCHTEIHEHO
3apaHee OIPEAENEHHBIX CBOMCTB 0e30mMacHOCTH (HAampUMep, TOJNBKO CEKPEeTHOCTH OOIMuX
CECCHOHHBIX KJIIOYEH), TO TPOMO3JKOCTh MPOTOKOJA M, COOTBETCTBEHHO, CIOXXHOCTH aHAIM3a
MOXeT OBITh yMeHbIIeHa. B yacTHOCTH, U1t nHCTpyMeHTa ProVerif Takoe ynpomienne MoxeT ObITh
IIPOBEJICHO TP TIOMOIIY SKBUBAJICHTHBIX IIpeobpa3oBanuii (OI1), To ecTh Taknx npeodpa3oBaHuH,
KOTOpBlE HE YMEHBIIAIOT aJEKBATHOCTH MOJENH, HO TPH OTOM YIPOIMIAIOT aHAIN3
KPHIITONPOTOKOJIA.

OHUM 13 OCHOBHBIX KpUNITOTpaQUueCKuX MPUMHUTHBOB sBiIsieTcst PyHKms mudposanus. OaHAKO,
YTOOBI TOCTPOUTD JIEKBATHYIO MOJIENb, OMMCHIBAIOIIYIO ONEepaIio mudpoBaHus/paciuppoBHUS,
HaMm Heobxommmo no0aButh B ProVerif ypaBHeHnue, cBsA3bIBatoIiee 3TH IBE OIEPAIMH, TPUMEP
TAKOIr0 ypaBHEHMs H300pakéH Ha puc. |1 u 2. Takue ypaBHEHHs: MOTYT CHIBHO YCIOKHHUTE ProVerif-
MOJIEITb, 1, CJIEIOBATENILHO, IPOBEPKY CBOMCTBA O€30MMaCHOCTH /IS MOCTpoeHHOU ProVerif-momeny.
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B 9T0#1 cTaThe MBI IIpeUIaracM SKBUBaJIEHTHBIE TpeoOpa3zoBanus, yupolarome ProVerif-monens
Cc omepanusaMu IH@poBaHus/pacmudpoBaHus. MBI HUCHOIB3yeM CIEAYIOIHE IMard s
ONTUMU3AINN TIPEICTABICHUS KPUNTOTpaUIecKoro IMpoTOKona Ha s3bike ProVerif, 4ToObI
YIPOCTUTH MPOBEPKY CBOMCTB O€30MACHOCTH.

B mHacrosmee BpemMs B GopManbHOM BepH(DUKAUH KPHUNTOTPahUUIECKUX IPOTOKOJIIOB
TOCIIO/ICTBYIOT JIBE OCHOBHBIX MOJIEIH.

e CumBoJbHas Moaeb. Kpunrorpadpuueckue NpuMUTHBEI PaCCMaTPUBAIOTCSA KaK HICaTbHBIC
YepHbIEC SIIUKH, MOAENHpyeMble (YHKIMOHAIBHBIMA CHMBOJIAaMH B anreOpe TepmoB. Bce
BBIYMCIICHUA MPOBOAATCA B (DMKCHPOBAHHON TEOpHH, O0Opa3oBaHHON (PYHKIMOHAIBHBIMU
CHMBOJIaMH U MTPAaBUIIAMH peyKunH (ypaBHEeHUs ) Hax HUMHU. COOOIIEHHS — 9TO TepMBbI Ha ATUX
NpuUMHTHBAX. [IPpOTHBHHK MOXET HPOBOIWTH BBIYUCICHUS, HMCHONB3YS TOJNBKO B paMKax
(ukcupoBaHHO! Teopuu. JIydIIMMu CUMBOJIBHBIMU COJIBEpAMU Ha TEKYILHH MOMEHT SIBJISTIOTCS
Tamarin-prover [4, 5, 6] u ProVerif [7, 8, 9].

e Mogean goka3yeMoii croiikocTH. B nanHON Monenu cooOlieHHsi — 3TO OUTOBBIE CTPOKH,
KpunTorpaduueckie NPUMUTHBBL — (QYHKIUH OT OUTOBBIX CTPOK, a HPOTHBHHUK - JI00as
BepOSITHOCTHAs MaiinHa TrropuHra. CTOMKOCTh IPOTOKOJIA BBIPAXKAETCS Ye€Pe3 CTOMKOCTH ero
NpUMHATHBOB. CaMbIM YCIICIIHBIM MHCTPYMEHTOM Ha TeKyIInii MOMeHT siBisiercst CryptoVerif
[10].

B a3t0it cTaThe MBI paboTaeM ¢ HHCTpyMeHTOM ProVerif, KoTopblii peaan3yeT CUMBOIBHBIN TTOX0]

k npoBepke KII. ProVerif npuHnmaer Ha BXOA MOJENb IMPOTOKONA 0E30MAaCHOCTH, ONpEAEsis

JEWCTBHS YECTHBIX arcHTOB M CICIM(UKAINIO KETAeMbIX CBOWCTB MpPOTOKoya. Ui omucaHus

YEeCTHBIX AarcHTOB MPOTOKOJA HCIONb3yeTcst anredpa mpoueccoB. ProVerif aBromarmueckn

MIEPEBONT TIPOIIECCH B CHCTEMY AW3BIOHKTOB XOpPHA M HCIIOJB3yeT ajJrOPHTM, OCHOBAHHBIN Ha

CcBOOOHOM BBIOOpE AM3BIOHKTA U3 IOCTYITHOTO MHOXKECTBA, YTOOBI ONPENENIUTb, SBIACTCSA JIH

YTBEpKICHHE BEPHBIM B 3aJlaHHOW CHCTeMe MpaBHi BeIBoJa (Teopun). Ecnu Takoro mormueckoro

BBIBOJIa HE CYIIECTBYET, TO JKEIAaeMOE CBOMCTBO 0E30MAaCHOCTH CUMTAeTCsA JOKa3zaHHBIM. Ecim

BBIBOJ] CYIIECTBYET, TO paccMaTpUBaeMOe CBOWCTBO MOXKET OBITh He cToiko. IlonmHoil rapanTuu

HECTOMKOCTH OBITh HE MOJXKET, TaK KaK JAU3bIOHKTHI XOpHA MOTYT IPHUMEHSITHCS HEOTPAHUUEHHOE

YHCIIO pa3, YTO SIBJISIETCS ANNPOKCHUMAIMeld KPUITONPOTOKOJA, B CIEJCTBHE YEro JOTHYECKHi

BBIBOJI MOXKET COOTBETCTBOBATH JIOKHOM artake [7, 8].

Pabotel, cBA3aHHBIE ¢ onTHMH3anMed mnpexactaBieHus wMojeneit KII mmg mporpaMMHBIX

HHCTPYMEHTOB BepHU(bHKAIMH JOCTATOYHO pa3BuTa. ABTOPHI B cTaThe [5] mpemmararor 2 moaxoaa K

YIIPOILEHHMIO JT0Ka3zaTeabcTBa ieMM st mozenu KIT na Tamarin Prover — (i) ucnions3oBanue source

lemm, KoTOpbIe MO3BOJISIOT OTPAHUYHTH pa3Mephbl MOJETH, B KOTOpo# wmrytcst pemenus (ii)

UCIIONIb30BAaHHE OPAaKyJoB, IOMOTAIONIMX I0JICKAa3aTh IIyTh, CJEAYsS KOTOPOMY MOXKHO

JI0Ka3aTh/ONPOBEPrHYTH JIeMMY. MBI MpesiaraeM HCIIOJIb30BaTh CTAHAAPTHBIA MaTeMaTHYeCKUil

croco0 (PKBUBAJCHTHBIC MPeoOpa3oBaHusl) Ul yHpouleHus mojaenu. B crarbe [7] pasbupaercs

meron npexacrasineHust KI1 nuspronkramu XopHa (TpaBwiia BBIBOJA), MOJTYYMBIIHECS IpaBUIIA

BBIBOJIA JIOTIOJHSIOTCSI TIPaBMJIaMHU BBIBOJA, ONPEECIEHHBIMHU JUIA NPOTHBHHKA, MOJIYYHBIIHECS

IpaBuiIa BEIBOJA GOPMHUPYIOT TEOPHIO. YTPO30i CUMTAETCSI BBIBOJ] TEPMa, CHIHAIIM3UPYIOLIETO, YTO

OPOTHBHUK 3HaeT cekper. [lpw omrumusammu ProVerif-momenn mns KIT mbr mpexme Bcero

YIPOINAIK CUCTEMY MPABWII BHIBOJA. BbUIM ceaHbl CIeQyIOIINe Iard, YTo0bl ONTHUMH3HPOBATh

ProVerif-monens mia KII.

1. OrpannuuBaeM cBOWCTBA 0€30ITACHOCTH CBOMCTBOM CEKPETHOCTH CECCHOHHOTO KITFOUa.

2. Bsogum MOHATHE ProVerif-monenei, SKBUBAJICHTHBIX  OTHOCHUTEJIBLHO bopmyn
KPHIITOIPOTOKOJIOB.

3. Ilpemnaraem okBuBaneHTHbIe mnpeoOpazoBanus (OII) s GyHkMKM mMpoBaHUsS W
JIOKa3bIBaeM, YTO IIOJIyYMBIIMHCS B PE3yJIbTaTe TaKUX HPeoOpa3OBaHHWN KPHUIITOIIPOTOKOI
ocTaéTCcsl DKBHBAJIEHTHBIM HMCXOJIHOMY OTHOCHTEIBHO CBOMCTBA CEKPETHOCTH CECCHOHHOTO
KJTFOYa.

107



Vinarskii E.M., Demakov A.V. Optimization of ProVerif programs for AKE-protocols. Trudy ISP RAN/Proc. ISP RAS, vol. 33, issue 5,
2021, pp. 105-116

4. TlpoBoamMm 3KcHepUMEHTHI s mpoTokoidoB Humgxema-Ilpénepa u Yahalom, koropsie
MOKAa3bIBAIOT, YTO IIPEUIOKECHHBIC OSKBUBAJICHTHBIC MPE0Opa3oBaHMs, ICHCTBHTEIBHO,
YIPOULIAIOT aHAJIU3 KPUIITONIPOTOKOMA.

CrpyKTypa CTaThM BBITJSIANT CIELyIOMMM o00pa3oM. B pasa. 2 mpeacTaBieHBl OCHOBHBIC

OTIpeNieNIeHns] U ToKa3aHo, Kak ProVerif mpeoOpasyeT KpHUIITOMPOTOKONI B CHCTEMY TU3BIOHKTOB

XopHa. Pazn. 3 mocBsmena onmMcannio SKBUBAICHTHBIX IIpeoOpa3oBanmii. B pasn. 4 mpencraBieHb

SKCIIEPUMEHTANIbHbIE PE3yNbTaThl. B pa3a. 4 comepKUTcs 3aKkiOYeHHe CTaThd M OIHCAHBI

HEKOTOpHIE HAIIpaBICHUS Oy Iymiei padoTHL.

2. lMpedcmasneHue kpunmozpaghuyeckoz20 npomokosa Ha ProVerif u
Ou3bOHKMbI XOpHa

B sToit CCKIIUHN MBI KPATKO OIMUIICM CUHTAKCUYCCKNEC KOHCTPYKIINUHU, BKJIIOUEHHEIE B A3BIK ProVerif.

Ha puc. 1 [7] u3o6paxeHa rpaMMaTHKa, ONpeaesIsoiasi IpaBuiia MOCTPOCHHUS TEPMOB U TIPOLIECCOB

Ha s361ke ProVerif; monnoe onmcanue MoKHO HaiiTu B [7].

M,N == terms
Ty, 2 variable
ab, ek name
JiMy, ... M) constructor application
P,{ = processes
M(N)y.P output
M(x).P input
0 nil
P|Q parallel composition
'P replication
(va)P restriction
let o = g(My,...,] M, ) in Pelse ¢ destructor application
if M =N then P else () conditional
event(M).P event

Puc. 1. Cunmaxcuc ProVerif

Tepmbr B ProVerif mMoryr cocTosiTh W3 MEpEeMEHHBIX, HICHTH()UKATOPOB, KOHCTPYKTOPOB U
JIeCTPYKTOpOB. KOHCTPYKTOPBI HCTIOTB3YIOTCS JJIsI MOCTPOEHUS TEPMOB, AECTPYKTOPHI — YACTHUHBIE
¢byHknuu (OmpeaesncHbl HE HaJ BCEMH BXOAHBIMH TaHHBIMH). Hampumep, nectpykrop let x =
gMy,...,M,) in P else Q mubitactcs Bbuuciuts g(My, ..., M,); ecnu 3710 ymaercs, TO B
MIEPEeMEHHYIO X 3allUChIBACTCS PE3ybTAaT BBIYKMCICHHUS ¢ W BBINOJHSETCS Tporecc P, wHaue
BeImoHsIeTest mponece Q. JetictBue (va)P o6GosHadaer, uto mporiecc P obGnamaer CirydailHBIM
CEeKpETHBIM 3HaYEHUEM .

2.1 TpeactaBneHue wudposaHus B ProVerif

MBeI paccMaTprBaeM ONTHMH3ALMIO KPUIITONPOTOKOJIOB, COACPKALINX MPOLENYPY CHMMETPUYHOTO
mmdposanus. [Ipu MmoxenupoBanun cxeMsl mudposanus B ProVerif o0br4HO Hemosb3yeTcs cBsA3Kka
KOHCTpyKTOpa Encrypt ¢ necrpykropom Decrypt. Ha puc. 2 u 3 nu300paxkeHo MpeACTaBIeHUE Ha
ProVerif cxem mmdposanusi.

fun Encrypt(bitstring , bitstring):bitstring.
reduc forall mess: bitstring ,key: bitstring
Decrypt ( Encrypt (mess . key) .key) mess

Puc. 2. Cmanoapmnas pynxyuss cummempuiHo2o wugposanus
Fig. 2. Standard symmetric encryption function

108



Bunapckuit E.M., [lemakos A.B. Ontumuzarms nporpamm Ha ProVerif s kpuntorpaduaeckux IpoTOKOIOB BEIPAOOTKH 0OIIEro KI04a.
Tpyowt UCII PAH, Tom 33, Boim. 5, 2021 r., ctp. 105-116

fun Encrypt(bitstring ,bitstring ,bitstring):bitstring.
reduc forall mess: bitstring ,key:bitstring ,iv:bitstring
Decrypt ( Encrypt (mess , key ,iv) ,key ,iv) mess

Puc. 3. Qynxyua cummempuynozo wudposanus ¢ 6eKmMopom UHUYUATUZAYUY
Fig. 3. Function of symmetric encryption with an initialization vector
Cxemy mudpoBaHus, H300paXEHHYIO HA pUC. 2 MBI OyneM Ha3bIBaTh cmanoapmHou. JIs Takoi
cxembl ProVerif nopoxnaer cnenyronye an3broHKThl XopHa (1X):

e attacker(mess) A attacker(key) = attacker(Encrypt(mess, key));
o attacker(Encrypt(mess, key)) A attacker(key) = attacker(mess).

Cxemy 1mudpoBaHus, H300paxEHHYI0 Ha puc.3 Mbl OyaeM HasblBaTh uwiu@gposanuem c
unuyuanuzupyrowum gexmopom. Takas cxema NOPOKAACT CICAYIOIINE TU3BIOHKTH X0pHA

e attacker(mess) A attacker(key) A attacker(iv) = attacker(Encrypt(mess, key, iv));

o attacker(Encrypt(mess, key, iv)) A attacker(key) A attacker(key) =
attacker(mess).

2.2 Cxema wudpoBaHma Anb-Famans

B crathe MBI mpexmornaraeM, 4TO BBIYHCICHUS MPOUCXOAST B Tpymie G, rae g — oOpasyromui
anemenT B G [11]. Ha puc. 4 npencrasneno ypasuenue (g*)Y = (g¥)* ProVerif ans rpymnmosr G.
Cxema mudposanus Onb-I'amans [11] mpeanaraer cmoco® mepeaaTh K04 CHMMETPHYHOTO
mMppoBaHus Ipyroi CTopoHe B 3aiudpoBaHHOM Buae. Onuinem, Kak cxema Dib-I amais MoxeT
ObITh TpezicTaBiIeHa Ha s3bike ProVerif. Tlpeamnonoxum, 94T0 KPUITOCHCTEMA COCTOUT M3 KIIHCHTA
Clnt(x, g*) u cepsepa Serv(y,g”), rae x (V) — HOITOBpEMEHHBINH 3aKPBITHIA KIHOY KIMEHTa
(cepBepa) u g* (g”) monroBpeMeHHBIM OTKPBITHIA K04 KiueHTa (cepBepa). Ilycte k —
CHMMETPHYHBIHA K104, CTCHEPUPOBAHHBIN Ha CTOPOHE KJIMEHTA, KOTOPBIH HEOOXOANMO TepenaTh
cepBepy 3aIUIIEHHBIM crioco0oM. Toraa KiueHT reHepupyeT cirydailHblil a €y G, BBIYUCISAET S =
k - (g%)% u oTmpaBJIsieT cepBepPy COOOIIEHNE

(g%s)
Clnt - Serv.

Cepeep npuHHMaET S ¥ Beaucisier k = s - (g4)™ =k - g¥% - g7¥% = k. Takum oGpa3om ceprep
HOJTy9aeT KIIF0Y CHMMETPUYHOTO MIM(PPOBAHUS K, OTIPABICHHbINA KITHEHTOM.

equation forall al:bitstring ;a2:bitstring;
Exp(Exp(g, al), a2) Exp(Exp(g, aZ), al).

Puc. 4. Ypasnenue na szvixe ProVerif
Fig. 4. Equation in ProVerif language

fun ModMult( bitstring , bitstring ,bitstring ): bitstring .
reduc forall a0:bitstring ,al:bitstring ,a2:bitstring:
ModDiv0(ModMult (a0 ,al ;a2) ;al ,a2) al.

Puc. 5. Ypasnenue na sisvixe ProVerif
Fig. 5. Equation in ProVerif language

Cxema mmdposanust Dimb-Iamans Ha si3pike ProVerif moxer ObITh peann3oBaHa € MTOMOIIBIO
koHcTpykTopa ModMult u mectpykropa ModDiv0 (puc. 5). Takas cxema MpeaCTaBisAeTCs
cnenyromumu X, rae vCurveN — MOayb SJUIMOTUYECKON KPUBOM:
e attacker(key) A attacker(g*) A attacker(vCurveN) =

attacker(ModMult(key, g°, vCurveN));

o attacker(ModMult(ay, ay,a,)) A attacker(a,) A attacker(a,) = attacker(ay,).
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2.3 CoucTBa 6e3onacHOCTU KpunTorpacnyeckoro npoTokona

B nanHOM Tmopapaszmene MBI paccMaTpUBaeM CBOWCTBO CEKPETHOCTH Kito4a (CBOMCTBO
noctkumocta [7]), B ProVerif croiictBo cekpeTHOCTH Kitoua key 3amaéress GOPMYIION @ge, =
attacker (key).

YroObl MPOBEPUTH CBOMCTBO CEKPETHOCTH @y, = attacker(key), ProVerif crpour cucremy
IU3BIOHKTOB XOpHA W HWINET crmoco6 BeiBecTH TepM attacker(key). Ecmu NMpOTHBHHK CMOT
BbIBeCTH TepM attacker(key), To 3TO creqyeT NOHUMATh, KaKk "IPOTUBHUK MOXeT 3HaTh key". C
JPYToi CTOPOHBI, €CJIU MPOTUBHHUK HE MOXKET BbiBecTH coObiTHe attacker(key), To "OPOTUBHHK
HE 3Hnaer key". Takas anmpokcuMaryss BOCXOAUT K TOH OCOOCHHOCTH, YTO KaXKIBIH JU3BIOHKT
XopHa MOXKeT OBbITh IPUMEHEH CKOJIb YTOJHO MHOTO pa3, YTO MOXKET ITIOPOXKAATh "JIOKHbIE" aTaKH.
Tem He MeHee, 3a7avya TIPOBEPKM BBIBOAMMOCTH TepMma attacker(key) anropuTMHYECKH
paspermma (cM. [7]), ¥ IpeUToKeHHBIH anmropuT™ [ 7] mokasai cBoro 3¢ GEeKTHBHOCTE TIPH TPOBEPKE
MPaKTHYECKU BaXKHBIX MMPOTOKOJIOB (cM. [4, 5, 6]).

[TycTh T — KPUITOMPOTOKOJ, TOTAa MOJIENb 1T Ha si3bike ProVerif mer Oyem 0603Hauath uepe3 My,
P(M,) — cucrema mu3bioHKTOB XopHa (JI1X), MOCTpOeHHBIX 110 Mojenu M. O603HaunM uepes
Npub(Npriy) MHOXKECTBO OTKPBITBHIX (IpHBAaTHBIX) HMEH. Takum oOpasom, cucremy JIX,
MTOCTPOCHHBIX T10 MIPOTOKOJY 7T M BO3MOXKHOCTSIM IIPOTHUBHHUKA 0003HaUUM R, = Rt o Wiy =
P(M,) U [{attacker(a[])|a € Npyp} U {(Rn), (Rh), (R]),(Rs)}, rne mpaBwia  BhIBOJA
{(Rn), (Rh), (Rl),(Rs)} mpexncraBiensl Ha puc.6 u Tepm message(x,y) O3HAYaeT, dUTO
coolmerrne y ObUTO OTIPaBIeHO B KaHad X. [locTpoeHHYIO TakuM oOpazom R, MBI Ha3bIBaeM
NpaBUJIaMH{ BBIBOJIA, TIOPOIKIAEMbIe MOAEIBIO TIPOTOKOJIA TT WM POCTO meopuel Tt.

MBI TOBOpPHM, HYTO KPHUITOIPOTOKON 1T Y0081emEopsen CEOUCMEY CEKPeMHOCU Pgor =
attacker(key) Torma M TONBKO TOTAa, KOTAA Rt N pup Nppip F Psecs TO €CTh  COOBITHE

attacker(key) HE BbBogumMo B Teopuun R HaguM  omnpejeneHre TEOPHid

TN pubNpriv
KPUIITONPOTOKOJIOB, SKBUBAJICHTHBIX OTHOCUTCJIIBHO (i)OpMyJ'I.

Onpenenenue. Ilycts ¢ — dopmyna, m; U T, — KPUOTONPOTOKOJBI, TOTJa MBI TOBOPUM, UTO

Ty ~¢ Ty € Ry N pupNpriy = @ TOTIA U TONBKO TOTZA, KOTZa R”ZJNpub'Npriv E .
attacker(bg[z]) (Rn)
For each public constructor f of arity n, (RF)
attacker(a1) A ... A attacker(z,,) = attacker(f(ry,...,2,)) '
For each public destructor g,
for each rewrite rule g(M,, ..., M, ) — M in def(g), (Rg)
attacker (A1) A ... A attacker( M, ) = attacker(M)
message(x, y) A attacker(r) = attacker(y) (R1)
attacker(r) A attacker(y) = message(r, y) (Rs)

Puc. 6. Juzwvionkmol Xopna 015 npomusHuka
Fig. 6. Horn's disjuncts for an enemy

3. 9keueaneHmHbIe npeobpa3zoeaHust

B sTOoM paszene MBI OMHMCBIBAEM HEKOTOPHIE TEXHUKH, MO3BOJIIONINE MPOBECTH SKBUBAJIICHTHBIC
npeobpasoBanus Haj ProVerif-Mmoensro, KOTOpele MO3BONISIOT YIPOCTHTH MOJIEND MPOTOKOJIA T,
OTIEPHUPYIONINH HAJl OTKPHITHIMU UMEHAMHU Ny, M 3aKPHITBIME HMEHAME Ny, (Ry, Npubr Npm). Kaxk
MOKa3bIBAIOT HAINK OSKCIepuMeHTs! (pasn. 4), mns  onrumusupoBanuoi  ProVerif-mozenn
MIpUBEAEHHBIE 3/1€Ch YKBUBAJIEHTHBIE MPE0OPa30BaHMUS YIIPOIIAIOT IPOBEPKY CBOMCTBA CEKPETHOCTH

Kitouel. [[nst mpocToThl M310KeHUs Mbl IuiieM R,; BMECTO anNpubvariv'
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3.1 OnTMMK3auma B NpeacTaBreHUn cxeMbl W pPoBaHUsA

MBI nmokaxkem, YTO, €CIM MBI TpoBepsieM 0e30MacHOCTh KpPHUNTONpPOTOKona Ha ProVerif
OTHOCHUTEJIFHO CBOICTB CEKPETHOCTH KIIIOYA (Ige, ONMPEACIEHHBIX B MOApa3n. 2.3, TO CXeMma
MU(pPOBAHUS C HHUIMAIN3UPYIOLIEM 3HaUeHHEM YKBUBAJICHTHA CTAHIAPTHON CXeMe IU(PPOBaHHUS.
[Iycts m°» — KPUNTOIPOTOKOJI, HCIIONB3YIOMINI CXeMy MIH(PPOBAHUSA ¢ BEKTOPOM HHULUATIH3ALINI
iv, Torma M. comepKHUT KOHCTPYKTOPHI/IECTPYKTOPHI, H300pakéHnble Ha pHc. 2. O603HAYMM
COOTBETCTBYIONIYIO cucteMy JIX kpunTonporokona 7 gepes P¢v (M), COOTBETCTBEHHO, TEOPHIO
7 0603HauNM yepe3 Ro?,

OGo3Haunm yepes M MoIenb KPHITOPOTOKONA 7T, B KOTOPOH BCE BXOXK/IEHHS KOHCTPYKTOpPA
Encrypt;, (puc. 3) 3aMeHeHbI Ha KOHCTPYKTOp Encrypt (puc. 2) u Bce BXOKICHHS JECTPYKTOpa
Decrypt;, 3aMeHeHbI Ha aecTpykTop Decrypt. COOTBETCTBYIONIYIO TEOPHIO 0603HAYMM Yepe3 RE.
Torga crnpaBeniyBa CIeAyIOLIEE YTBEPKACHUE, B KOTOPOM yTBEPKAAETCS, UTO TEOPUH .’Rf,“’ u RS
9KBHBAJICHTHBI OTHOCHTEIIBHO HOPMYIIBI Qg = attacker (key).

. e; e e;
Yreepxaenue 1. Ilycts iv € Ny, Torma R RE, T.e. R, E Qspc TOTA U TOMBKO TOTTIA,

. ~Psec
korna Ré E Qgec-
JlokazaTenscTBo.
ej e
= [ycts R, E @Qgec, HO IPH 3TOM HEBEPHO, 4TO R E @g,.. Torma repm attacker (key) BeiBogM

B Teopun RS, paccMOTPHM TaKoii BEIBOJ p (TI0C/Ie10BaTeNbHOE MpuMeHeHue J1X) B Teopun RS, p =
11, -, Tn. TaKko# TOTHYECKUit BEIBOZ P 00s3aTebHO coaep kut X, mopokaaeMbie KOHCTPYKTOPaMH
Encrypt u nectpykropamu Decrypt, Tak Kak WHa4Ye TaKo e JIOTHYECKHUI BBIBOJ P CYIIECTBOBA
6b1 1 B TeOpHH R

PaccMoTpuM Takoi BBIBOL p =Ty,..,T,, W HycTh 7; — mpumenenue JIX attacker(mess) A
attacker(key) = attacker(Encrypt(mess, key)). U3 Toro, uto iv € Ny, cilemyer, 4To
HOPOTUBHHUKY [OCTYIeH TepMm attacker(iv), crnenoBaTenbHO, JIOTMYECKHM BBIBOA O MOXET
coziepKaTh X attacker(mess) A attacker(key) A attacker (iv) =
attacker(Encrypt(mess, key, iv)). AHAJOTUYHO, €CJOM JIOTUYECKHH BBIBOA O COAEPIKHUT
npumenerne 11X attacker(Encrypt(mess, key)) A attacker(key) = attacker(mess), To
MoXeT ObiTh mpumenéH wu  JIX attacker(Encrypt(mess, key, iv)) A attacker(iv) A
attacker(key) = attacker(mess).

TakuM 0Gpa3oM, JTOTHUECKHil BBIBOJ P CYIIECTBYET M B TEOPHH R..”, TO €CTh HEBEPHO, 4TO R
F @gec — IPOTHBOPEYHE.

< MyCTb TENeph R?T E @gec, TOTTA GAKT, UTO RZ"" F (Qgec, JOKA3BIBACTCA aHAJIOTHYHO.

AHaIIOTHYHOE YTBEp)KIICHHE MOXXET OBITh JOKAa3aHO W UL IPYTUX cXeM MmudpoBaHus. Taxmm
oOpa3omM, nmamee MBI OyAeM paccMaTpUBaTh TOJIBKO TEOPHH, B KOTOPHIX HCIOIB3YIOTCS TOJBKO
CTaH/apTHHIE QYHKIUH IUPPOBAHUSL.

3.2 Acnonb3oBaHWe ogHOro Krno4a wudgposaHna npu cxeme wudpoBaHus
Anb-Famans

B maHHOM pasgene Mbl NpEIaraéM DSKBHMBACHTHBIE MPEOOPa30BaHUS, KOTOPBIE MO3BOJISIOT
prOCTI/ITB MOJeiIn KpI/IHTOHpOTOKOHOB, I/ICHOHBBy}OI]_II/IX CI/IMMCTpI/I‘-IHOC HH/I(I)pOBaHI/Ie C
UCIIONB30BAaHHEM CXeMBbI DJib-I'amanst. [TycTh 0jiHa CTOPOHA KPHITTOTIPOTOKOJIA 7T IEPEAAET JAPYroi
3aI(poBaHHBIE COOOIIEHHST MeSS; Ha CHMMETPHUYHOM Kitode K; M messS, Ha CUMMETPUYHOM
Kmode K. MBI paccMaTpHBaeM CBOKCTBO CEKPETHOCTH KPHITOTPOTOKONA TT: Qsec, =
attacker(k,).

MBI TOKakKeM, 9TO CXEMA C JIBYMS CECCHOHHBIMHM CUMMETPUYHBIMH KIIFOUaMu K4, K5, n1300pakénHas
Ha pHC. 7, DKBUBAICHTHA CXEME C OJTHUM CECCHOHHBIM CUMMETPHYHBIM KITIOUOM k{, H300paKEHHOM
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Ha puc. 8. O603HAYUM TEOPHIO, MOCTPOeHHYI0 Mo M*1¥2(1r), uepes R
T

k1,k2

, B TO BpeMmsi, Kak

K Kk
noctpoennyio no M¥1 (1) uepes R;'. Mbl fokasbiBaeM, 4To Teopuu R 2 u RE sKkBuUBaneHTHBI

OTHOCHTENBHO GOPMYJIHL Q.. = attacker (k).

processC (skC, pkC)

new kl:bitstring;

new al:bitstring;

let g pkS_al Exp(pkS, sal) in

let ems_kl = ModMult{kl. g_al) in
Exp(vBasePoint, al) in
Encrypt(messl, k1) in

let g_al
let enc messl
out(e, (g_al, uns_kl , enc_messl) )

new k2:bitstring;
bitstring;

Exp(pkS, a2) in
ModMult (k2, g a2) in
Exp(vBasePoint , 22) in

Encrypt(mess2, k2) in
cms_k2, enc_mess2) )

new
let g_pkS_a2
let ems_k2
let g a2

let ene_mess2

out(c, (g_a2,

processS (skS, pkS)

let k1

let messl

ModDivO(cms_k1.Exp(g_al,skS)) in
Decrypt (enc_messl, kl) in

let k2

let mess2

ModDivO(ems k2 Exp(g a2,skS)) in
Deerypt (ene_mess2, k2) in

in(c.(g_al:bitstring .cms_k1:bitstring ,enc_messl

:bitstring)):

in(c,(g_a2:bitstring ,cms_k2: bitstring ,enc_mess2: bitstring));

Puc. 7. Cxema npomoxona ¢ 08yMs CeCCUOHHLIMU KIIOUAMU CUMMEMPUIHO20 WUPPOBaAHUs
Fig. 7. Scheme of the protocol with two session keys of symmetric encryption

processC (skC, pkC)

new k:bitstring:

new a:bitstring:

let g _pkS_a Exp(pkS. a) in

let ems_k = ModMult(k, g_a) in

let g a Exp(vBasePoint, a) in

let ene_mess Encrypt(messl . k) in
out(c, (g_n, cms_k , enc_messl));

new k2:bitstring:

new a2:bitstring:

let g pkS_a2 Exp(pkS, a2) in

let cms_k2 ModMult(k2, g_a2) in
let enc_mess2 Encrypt (mess2, k) in
let g a2 = Exp(vBasePoint, a2) in
out{c, enc_mess2):

processS (skS, pkS)

let k ModDivO(cms_k,Exp(g_a,skS)) in
let messl Decrypt(enc_messl, k) in

in(c,enc_mess2: bitstring);
let mess2 Decrypt(enc_mess2, k) in

in{c,(g_a:bitstring ,cms_k: bitstring ,enc_mess: bitstring));

Puc. 8. Cxema npomokoia c OOHUM CeCCUOHHBIM KTIOYOM CUMMeMPUYHO20 mud)poeauuﬂ
Fig. 8. Scheme of the protocol with one session symmetric encryption key
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kyka k
YT1Bepkaenne 2. R, Psecy Rx.

Joxa3zareancTBo. OTMETHM, 4TO 00€ TEOPHUH OINpEEIeHbl Ha/l OAHUM M TEM XK€ IPOCTPAHCTBOM
UMEH: Ny U Ny,

[Tycts BepHO R,’il FE @sec, HO TIPH 3TOM HEBEPHO R,’;l’kz F @sec,- Torma Tepm attacker(kq)

kqi,k o
BBIBOJMM B TCOpPUU :Rnl 2, pacCMOTpUM TaKOU BBIBOOA pP =T14,...,1, (HOCJ'ICI[OBB.TCJ'IBHOG

npumenerne JIX) B Teopun RE. X, mopoxmaemsie Teopuamu R (1) u R*¥vk2() ornuuarorcs
TeM, 4TO Teopus Rkvkz (1) COZIEPKUT TepMBI attacker(Exp(g, ay)),

attacker (ModMult(kz, Exp(g, az))), attacker(Encrypt(messZ, kz)), KOTOPBIX HE COMEPIKUT
teopust R¥1 ().

Takum 06pa3om, Tak Kak JOTHYECKHil BHIBOJ p CylecTBYeT B Teopun R¥1K2 (1), Ho He cymecTByer
B TEOpUH R¥1 (1), TO P COZICPIKHUT TEpPMBI attacker(Exp(g, ay)),

attacker (ModMult(kz,Exp(g, az))), attacker(Encrypt(mess,, k,)), Tak kak nHaue TaKoit

BBIBOJI CYIIIECTBOBAII OBI U B TEOPHU R¥1 ().

IIpu 3TOM TEPMBI attacker(Exp(g, az)), attacker (ModMult(kz,Exp(g, az))) MOTYT OBITh

BBIBE/ICHBI IPOTUBHIKOM COTJIACHO mpaBuiy BeiBoxa (Rh) ¢ puc. 6. AHanorudHo, eciu B BEIBOJC
p, TpUBOISAIIMIA K oOmagaHuio OpoTHBHUKOM TepMma attacker(k;), TO ectb TepM
attacker(Encrypt(mess,, k,)) u cymectsyer Beox p = plky/k, k,/k], cnenosarensHo,
HeBepHo, uto R*1 (1) E attacker (k,) — npotuBopeune.

Teneps paccMoTpuM, Kak emé MOXKeT ObITh ympouieHa cxema mmdposanus Dib-I'amans. [TycTs
KJIHEHT WCIOJb3yeT CHMMETPUYHBIN Kitou InudpoBanus K, MEpelaHHbId CepBepy C
HCIIOJb30BaHUEM cxeMbl Dib-I'amais. B To Bpemsi, Kak cepBep HCIONb3yeT CHMMETPHYHBIA KT
i poBanus Kg, EepeJaHHbI KIHSHTY C UCIIOJIb30BaHUEeM cxeMbl Dib-I'amaist. Mbl npeyiaraem
SKBUBAJICHTHBIC MPEOOpa3oBaHus, KOTOPBIE II03BOJSIOT MEPEdTH K MOJIENH, B KOTOPOM
HCIIONB3YeTCsl TOJNBKO OIMH KI0Y CHMMETpudHOro Inmbposanus. OO003HAYMM TEOPHIO,
noctpoennyio 1o M ¥Cks () uepes R,};C’ks , B TO BpeMs, KaK MOCTPOeHHYI0 1o M K¢ (1) uepes .‘R,];C.
Torma cripaBeUTHBO yTBEPIKACHUE 3, KOTOPOE AOKA3BIBACTCS aHATIOTHYHO YTBEPXKICHHIO 2.

kcks kc
YrBepixkaenue 3. R Osece R -

Takum 00pa3oM, MBI TIOKa3aJH, YTO IPHU IMPOBEPKE CBONCTBAa CEKPETHOCTH CECCHOHHOTO KITF0Ya B
MPOTOKOJIE €O CXeMol mudpoBanus Oib-I'aMans, B KOTOPOH HCIIONB3YIOTCS HECKOIBKO
CECCHOHHBIX KITFOUEH MOXKHO MEepeiTH K IMPOBEpPKE CBOHCTBA CEKPETHOCTH CECCHOHHOTO KITIOYa B
MPOTOKOJIE, B KOTOPOM HCIIOJIB3YETCS BCETO OJMH CECCHOHHBIN KIF04. TakKe MBI IOKa3aid, 4TO
CXEeMBI IMU(PPOBAHHUA C BEKTOPOM WHHIMAIN3AIUN SKBUBAJICHTHBI CTAHAAPTHBIM CXEMaM
mdposanus st ProVerif monenu. B pasn. 4 Mbl mokakeM, Kak UCTIOIB30BATh OTH PE3YIbTATHI JIJIS
orrruMmusanuu ProVerif-kona.

4. dkcnepumeHmarnbHble pe3ysibmamabl

B manHOM pasjerne mpeacTaBleHb! SKCIIEPUMEHTSI ¢ mpotokonamu Humxema-IIpénepa u Yahalom,
KOTOpPBIE TOKAa3bIBAIOT 3()(EeKTHBHOCTh MPEIUIOKEHHBIX SKBHBAJICHTHBIX NPEOOpa3oBaHHUU IS
ProVerif-xoxa KpunTonpoTokoa.
Mse1 paboranu ¢ momudpukamnmel nporokosna Hunxema-lllpénepa, nzobpaxeénnoii Ha puc. 9. B
OpHTHHAJIlE B 3TOW CXEME€ HCIOJb3YeTCs 3 CECCHOHHBIX Kio4a. MbI MPOBEPSUIM CBOWCTBO
CEKPETHOCTH CECCHOHHOTO KitoYa (.. = attacker(key). Mbl MOTUDUIMPOBAIU 3Ty CXEMY,
cHagasa coriacHo Teopeme | mepemmmm K craHmapTHOW (yHKIHHM IMUGPOBaHHA, a 3aTeM
MPUMEHHUIN TEOpeMbI 2 U 3, 4TOOBI MEpEeHTH K DKBUBAICHTHBIM ProVerif-monmensm ¢ MeHbITUM
4HCIOM MpaBii BbiBozga. [damee mbl 3amyctunu Proverif, uto6sr npoBeputs 3 Bepcuu ProVerif-
MOJIeJIel: ¢ TpeMsi CECCHOHHBIMH KJIOYaMH, C JIByMS CECCHOHHBIMHM KJIIOYaMH M C OJHHUM
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CECCHOHHBIM KITFOYOM. Bce HexoMHbIe KOIBI 9KCIIEPUMEHTOB OCTYIIHBI TI0 cchuike [12]. B kauectse
METPHUKH MBI HCIIOJIB30BATHM KOIMYECTBO TIPABWI, KOTOpBIe ucmons3oBan ProVerif mms
JI0Ka3aTeabCTBa (POPMYIIBI CEKPETHOCTH CECCHOHHOTO KITI0Ua (g, = attacker (key).

processAli processBob

pkp

(g%, ky - pky', < nonceA, pky =)

(g7, ky - pkg:, < nonceA, nonceB =)

(g, ks - pkg®, < nonceB =)

Puc. 9. Cxema npomoxona Huoxema-IlIpédepa c mpemsa ceCCUOHHbIM KIIOUAMU CUMMEMPULHO20
wugposanus

Fig. 9. Scheme of the Needham-Schroeder protocol with three session keys of symmetric encryption
B pesynbTate, eciiu HCOIB3YeTCS 3 CECCHOHHBIX Kimtoua, To ProVerif ucronssyer 45800 npasuu,
ecnu 2 CeCCHOHHBIX Kittoueit, To ProVerif ucronsayer 3000 mpasun u eciu 1 ceCCHOHHBIX KITHOYA,
to ProVerif ucnons3yer 200 npasuit. Takum 00pa3om, Mbl BUAMM CYIIECTBEHHBIH BBIMTPHIII TPH
HCIIOJIb30BAHUHU OHTHMH3aHHI7[, MPEAJIOKECHHBIX B CTAThHE.
AHanorudHbsle dKCIEPUMEHTHI MblI mpoBenu ¢ ProVerif-monmensio nporokona Yahalom (mxema
n3obpakeHa Ha puc. 10). Mbl MpoBepsUT CBOWCTBO CEKPETHOCTH CECCHOHHOTO KIOYA (Pgpr =
attacker(k), Bce WCXOIHBIE KOIBI OSKCIIEPUMEHTOB JOCTYIHBI TO ccbutke [12]. Mu
MOIUGHUIMPOBATH 3Ty CXEMYy, CHadala COTJIAaCHO YTBEPXKACHUSM 2 ®W 3, mepeins K cxeme
umdpoBanus Iib-I'aMans ¢ OJHUM CECCHOHHBIM KIIOYOM. B pe3yrbraTe, €Ciid MCIOIb3YeTCs 2
ceccHOHHBIX Kiroua, To ProVerif ucnonssyer 2600 npaswi, a eciu 1 ceccrnoHHbIi Kirod, TO 200
paBUJL. Takum o6pa30M, CHOBA, Mbl BHJUM CyHleCTBeHHBIﬁ BBIMI'PBIII IIPXU HCTIOJIB30BAHUUN
ONTUMU3AIHH, PEJIOKSHHBIX B CTAThE IS JOKA3aTeIbCTBA CBONCTBA CEKPETHOCTH CECCUOHHOTO
KJIFOYa C Mcrojib3oBanueM ProVerif.

processA(ska, pka) process] (sky, pk;) processB(skg, pkg)

| @k )
= *1 (gn:rkﬂj a pk]b)

(A1)

(B, < A, g, ng .=~KB])

(< A, k,ng,ng <Ak >Kpy)

Kagr

(<Ak >Kgy T Mo =)

Puc. 10. Cxema npomokona Yahalom ¢ 0syms ceccuonnbim Kuouamu CuMmMempuiHo20 wugposanus
Fig. 10. Scheme of the Yahalom protocol with two session keys of symmetric encryption
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5. 3aknroyeHue

B oroif crathe MBI OPEAIOKHIM TEXHHKH Uil onruMmusaumu  ProVerif-monemnu
KPUMTOrpadhuuecKoro MpoToKoa. MBI IPeUTORKUIN HECKOJIBKO TpeobpaszoBanuii ProVerif-momenu
U JOKa3ajH, YTO OHH SBISAIOTCS OSKBUBAJICHTHBIMH OTHOCHTENBHO (DOPMYJIBI CEKPETHOCTH
CECCHOHHOTO KiTfo4Ya. D(P(EeKTUBHOCTH JaHHBIX IpeoOpa3oBaHU OBbIJIa IPOBEPEHA HA peaTi3allin
npotokonoB Hunxema-IIpéaepa u Yahalom.

Janee MBI IUITAaHUPYEM TIPEATOKUTH PA3JIMNIHbIC TEXHUKH ONTUMH3ALUH VIS IPYTUX KOHCTPYKIIUH
s3bika ProVerif 1 mpoBecTH SKCIIEPUMEHTBI ¢ IPAKTUYECKH Ba)KHBIMU IIPOTOKOJIAMH.
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Annorammsi. [lpuvenenne ¢GopMambHBIX METONOB B pa3pabOTKe pealn3aldii CeTEeBBIX IPOTOKOJIOB
CIIocOOCTBYET IOBBINICHUIO KadecTBa JTUX peanusanuit. HamOonpmmit »ddexr nact wmsnoxeHwe Ha
(hopMaILHOM SI3BIKE IEPBUYHBIX CIIeNU(HKAIMI IIPOTOKOJIOB, ITyOIuKyeMbIX B nokyMeHTax RFC. B cratee
npeiaraetcs HOpMabHBIHN A3bIK OITMCAHUS KPHIITOrpadhUuECKUX IPOTOKOJIOB, HAIIGIICHHBIN Ha OoJ1ee MOoHOE,
10 CPaBHEHHIO C CYIICCTBYIOIIMMH S3bIKAMH IEPBUYHBIX CICHU(UKALNI, BBINOJHEHAE CICAYIOLIHX
TpeOOBaHMIl: JIAKOHUYHOCTb, JCKIAPATUBHOCTb, BBIPA3UTENBHOCTb, OJHO3HAYHOCTH, HCIOJIHHMOCTb,
BO3MOXKHOCTh aBTOMATHYECKOTO M3BJICUCHHS U3 crelMpHKanui HabOPOB TECTOB BHICOKOTO KayecTBa. OCHOBa
S3bIKa — BBIYHMCIIUTEINb, CIENUAIBHO pa3pabOTaHHBIM IS NPEAMETHOH oO0JIacTH KpUNTOTrpadUuecKux
IPOTOKOJIOB, — T. H. C2-MammHa. B craTtee npH M3710K€HUN NPUHIUIIOB ITIOCTPOSHHS U (pYHKIIMOHUPOBAHHUS
C2-MammHBl  WICHONB3YeTCS METOA  IIOCIEAOBATEIBHOIO YTOYHEHHS MOJEIM: CHa4yajla BBOAUTCS
HeJIeTepMUHHUPOBAHHBIH aBTOMAT, Ha KOTOPOM B HauOoJjee o0IIeM BHAE 3aJaeTCsl ONEPallMOHHbBIH KOHTPAKT
nmpoToKoJIa, 3aTeM BBoAMTCA MamuHa CO, Ha KOTOPOH [EMOHCTpPUpYETCS Mpe/laraeMblii MOIXOA K
crienuUIMPOBAHHIO HEACTEPMHUHHU3MA TPOTOKOJIOB, U Aanee — MamrHa C1, Ha KOTOpOit B HopMaTH30BaHHOM
BHJC 3a7aeTCsl CEMaHTHKa 0a30BbIX MHCTpYKuuit C2-mammHbl. CTaThsi WLTIOCTPUPOBAHA TPHMEPAMH IS
npotokona TLS.

KaroueBbie ciioBa: kpuntorpapuyeckue MpoTOKOIbL; popManbHbie crieiupukaimu; C2-mamnmHa

Jns mutupoBanus: IIpoxonseB C.E. dopManbHbIi S3bIK EPBUYHBIX crelydukanuii kpunrorpadguieckux
npotokoinoB. Tpyast UCIT PAH, Tom 33, Beim. 5, 2021 r., ctp. 117-136. DOI: 10.15514/ISPRAS-2021-33(5)—
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Abstract. Use of the formal methods in the development of the protocol implementations improves the quality
of these implementations. The greatest benefit would result from the formalizing of the primary specifications
usually contained in the RFC documents. This paper proposes a formal language for primary specifications of
the cryptographic protocols, which aims at fulfilling (in a higher degree than in the existing approaches) the
conditions required from primary specifications: they have to be concise, declarative, expressive, unambiguous
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and executable; in addition, the tools supporting the language have to provide the possibility of automatic
deriving of the high quality test suites from the specifications. The proposed language is based on a machine
(dubbed the C2-machine) specifically designed for the domain of the cryptographic protocols. Protocol
specification is defined as a program of the C2-machine. This program consists of two parts: the definition of
the protocol packets and the definition of the non-deterministic behavior of the protocol parties. One execution
of the program simulates one run of the protocol. All the traces, which can be potentially produced by such
execution, by definition, comprise all conformant traces of the protocol; in other words, the program of the C2-
machine defines the operational contract of the protocol. In the paper, to make the design and operational
principles of the C2-machine easier to understand, two abstractions of the C2-machine are presented: CO-
machine and C1-machine. CO-machine is used to explain the approach taken in expressing non-determinism of
the protocols. The abstraction level of the C1-machine (which is a refinement of CO-machine) is enough to
define the semantics of the basic C2-machine instructions. To enhance the readability of the programs and to
reach the level of declarativeness and conciseness of the formalized notations used in some of conventional
RFCs (e.g. TLS RFCs), C2-machine implements some syntactic tricks on top of the basic instructions. To use
C2-specifications in the black-box testing, the special form of the C2-machine (C2-machine with excluded role)
is presented. Throughout the paper the proposed concepts are illustrated by examples from the TLS protocol.
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1. BeedeHue

Iepen TeM, Kak IMOJIB30BATEIH MOIYYaT B CBOE PACIOPSIKEHUE PEaM3aIMI0 KPUITOrpadHIecKOro
MIPOTOKONA, CHEIHANHCTHl TPOBOIAT psAA OOM3aTENbHBIX HCCIEAOBaHWHM, BKIIOYAas aHAIH3
KpHIITOrpa)uIecKux CBOWCTB MPOTOKOJIA B Pa3HBIX MOZAENSX (B CTaHAAPTHOW MOJIEIH, MOJIEIH
JoneBa-Slo m 1p.) W aHaIM3 KOPPEKTHOCTH IPOTPaMMHOM peajln3aluy MPOTOKOJIA C
HCTIONB30BaHUEM CTATUYECKUX U JUHAMHYECKUX METO/IOB.

dopmanbHBIE METO/bI TTO3BOJIAIOT ITOBBICHTH Ka4eCTBO HCCIEIOBAHMH, A1 HEKOTOPBIX M3 HUX
TIO3BOJISIIOT 3a/1aTh METPUKH OLEHKU JOCTHTHYTOTO YPOBHS KadeCTBa, a TAK)KE yNPOILAIOT 3a/1ady
Bepu(HKaUKM MOJTYYCHHBIX Pe3ynbTaToB. [Ipy 3TOM Hcmosb3oBaHHE (OPMAIBHBIX METOJOB HE
BCET/Ia O3HAYaeT YAOPOKaHUE UCCIIEOBaHM, TaK KaK yAauHas (opMaIn3alist MoXeT 00ecrieunThb
BO3MO>KHOCTh MX aBTOMAaTH3AIMH U, KaK CIEJICTBUE, CHU3UTH TPYIOEMKOCTh UX ITPOBEACHUS.

Ha Ttexkymmii MoMmeHT QopMaibHBIE METOABI MCIOJB3YIOTCS B pa3pabOTKe NpPOrpaMMHBIX
peamuzanwmii [2, 3], B TectpoBaHuu [4, 1], B aHamm3e kpunrorpaduIecKuX CBOMCTB MPOTOKOJIOB
[5, 6].

Bo Bcex mepeumcieHHBIX CIydasx IO MEPBHUYHBIM ONHMCAHMSAM (CHEIU(HUKAIMIM) MPOTOKOJIOB,
N3JIOKEHHBIM HA €CTECTBEHHOM si3blke (Hampumep, B gokymenrax RFC), Bpyunyio
pa3pabaTbIBaroTCs BTOPUYHBIE (popMabHbIE CIeUpUKAIMA (K KOTOPHIM MBI OTHOCHM M UCXOHBIE
TEKCTHI peaIn3aiui).

MO>KHO MOTIBITATHCS! yMEHBIINTH 00BbEM PYYHOTO TPYZa, 00eCIIeunB aBTOMATHYECKYIO TPAHCIISLIUIO
BTOPHYHBIX crenu(uKanuii 3 oqHON HOTanwu B Apyryro. HampuMep, cienudukaniuy B HOTAITUH
ESPI (mpuromnoit s aHann3a WHCTpyMeHTOM ProVerif) MOXXHO MBITaThCSI KOHBEPTHUPOBATH B
HCXOJIHBIE TEKCTHI Ha si3bIke Java (cM. [7]), uimu Hao00POT, HCXOIHBIE TEKCTHI Ha sI3bIKe C MBITAThCS
KOHBEpTUPOBaTh B crierudukamu uist ProVerif (cm. [8]).

XOoTd BTOPWYHBIC CHEIU(PHUKANNHN, TIOIyYCHHBIE aBTOMAaTHYECKH W3 JAPYIHX BTOPHUYHBIX
cnenuUKaIuii, MOTYT pemaTh CBOIO 3a7ady MeHee (¢ (EeKTHBHO, YeM HANMCAHHBIE BPYYHYIO, Ha
MpaKkTUKe (aKTOp MUHUMAIBHOH TPYIOEMKOCTH WX IONydeHHs (YCHIIMBAEMBIN ITOCTOSHHBIMH
KOPPEKTHPOBKAMH TEPBUYHBIX cHenuUKanuii B XOJ€ JKM3HEHHOTO LHUKJIA pPa3pabOTKH
MPOTOKOJIOB), 3TOT HENOCTaTOK MOXeT mnepeBecuTh. Kak ormeuero B [9], «...a developing
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environment where several tools can be used for different purposes on the base of the same

specification model can be much more convenient than having different tools, even if more efficient,

working on input models with their own different languages».

[TomuMo aBTOMaTHYECKOH TpaHCIAIHMA crel(UKALINI 13 OJHOH HOTAIlMU B JPYTYIO, €CTh U IIyTh

BCTpaWBaHMUsA METOJZIOB aHalW3a, PabOTAIOIMX B CBOMX MOJEISIX CO CBOEH crenuduIeckon

HOTaImel, B npyrue monenu. Hanpumep, B padote [10] MmeTox BepudHUKayuu MpoTOKOJIOB B MOACIH

Honesa-Slo Ha OCHOBe AM3BIOHKTOB XOpHa BCTpoeH Bo QpeiimMBopk Java Cryptography

Architecture.

BaxHeHmmM BOIPOCOM SIBISETCS TO, HACKOJIBKO TOYHO BTOPHYHAS CHIEHU(DUKAIMS OTPAKaeT

TpeOOBaHusl, NPEIbsBICHHbIC K NPOTOKOJY B IIEPBUYHON crielM(UKALNK, TO €CTh HACKOJIBKO OHA

MOJHAa M KOpPpeKTHa. BoO3HMKaeT >kellaHHEe YMEHBIIUTh «CEMAHTUYECKHH pas3pbIB» MEXAY

NepBUYHOI HeopManbHOU crienuduKanield U BTOpUYHON (hopMaibHOU crienuduKanuen myTeMm

MOBBILIEHHS YPOBHS (hpOpMalM3alvy IIEpBUYHON crienudukanuy. B nepBuuHbIX crienudukanmsix

MHOTHUX TIPOTOKOJIOB TAKHE MOTBITKU JENAF0TCS.

Hanpumep, popmanuzopanHas 3anuchk GopmaTtos cooduiernii B RFC 8446 (TLS Bepcuu 1.3) nenaet

crienu()MKAIUIO TPOTOKOJIA B 3TOW 4acTH 0oJiee CTPOroil (yMEHbIIIACT HEOAHO3HAYHOCTH). OTHAKO

9TOT (OpPMaiu3M HE HCIIOJIHHM, TO €CTh OH HE IOJJEp)KaH HHCTPYMEHTOM TPAHCISUU B

HEKOTOPBIA «MOJE3HBII» S3BIK, HAaIpUMep, B TPOMBINUICHHBINH SA3BIK NPOrpaMMHPOBAHUS, Ha

KOTOPOM pean3yeTcst IPOTOKOJI, MM B HOTAIHIO, IPUHSATYIO B HEKOTOPOI CHCTEME TECTUPOBAHHS.

[Ipumep ncnonHIMOTO (hopManu3Ma — epBUYHAs crienu(uKaIys mpoTokona Signal, cogeprkamast

BCTaBKM KoJa Ha s3bike Python. OTm BcTaBKM MOXKHO 03 M3MEHEHHH NMEPEHECTH B HCXOIHBIC

TEKCThl peaJu3aliy, TPH 3TOM OHHM JOCTAaTOYHO XOpPONIO YHUTACMbl BBUAY JIAKOHWYHOCTH

CHHTaKCHCa 3TOTO s3bIKa. Jlpyroil mpumep: B pabote [11] mnsd MepBHYHBIX CreIU(pUKAIAA

npejiokeHa (GopManbHash HOTaUWsl JUIS OIMCAaHWsS YNpaBjloUleld JIOTMKM IPOTOKOJIA,

HoAJep)KaHHAS HHCTPYMEHTOM TpaHCISIIuH B kKo Ha C++ 1 Java.

Coopmynupyem crepyronme TpeOOBaHUS K «HIICaJbHOMY» SI3bIKY NMEPBUUYHBIX CHENU(PUKALM

KpUNTOTrpauuecKux MpOTOKOJIOB!

1) xoporras YUTAEMOCTh (JJAKOHHYHOCTh U IEKITAPATHBHOCTS );

2) BbBICOKAs BBIPA3HTEIBHOCTB: YacTh ClICHU(HUKALNY, BRIPOKCHHAS Ha HEM, JOJDKHA OXBATHIBATh
Ha TOpsA0K Oosblre TpeOOBAaHWH K MPOTOKOINY, YEM 4YacTbh, BBIpa)KEHHas HAa €CTECTBCHHOM
A3BIKE,

3) 0IHO3HAYHOCTB,

4) BO3MOXHOCTB FC€HEpALUH U3 CIICHU(PHKALIMY IPOU3BOIBLHOIO YMCIa KOHTPOJIBHBIX IPHMEPOB C
napamMeTpaMy, HHTEPECYIOLTIMH UCCIIeI0BaTeN;

5) BO3MOKHOCTH aBTOMATHYECKON TPAHCILSIIAM CHEMMUKAINNA B PEATH3AIMH, TIPUTOTHBIC IS
BCTPEYHOH pabOTHI ¢ MPOMBIIIIEHHBIMH PeaTu3alnsiMHI IPOTOKOJIOB;

6) BO3MOKHOCTH AaBTOMATHYECKOTO W3BJICUCHHUSI U3 CIICIU(PUKAIMA HAGOPOB TECTOB (KaK TECTOB
Ha KOH(OPMHOCTh, TaK M (Pa33MHr-TECTOB), CYIIECTBEHHO IPEBBINAIONINX 10 KadyeCTBY
HabOPBbI, KOTOPBIE MOXHO c(hOPMUPOBATH BpyUYHYI0. [Ipr 3TOM J10KHA BBIJaBaThCS aieKBaTHAs
OIIeHKAa Ka4eCTBa MPOBEICHHOTO TECTHPOBAHMS;

7) BO3MOXXHOCTh aBTOMATHYECKOW TPAHCISIIMK CHEUU(UKALUHA B S3bIKU CIELHATH3HPOBAHHBIX
MHCTPYMEHTOB aHajM3a KpHUITOrpaduueckux cBOWCTB mnpoTokoioB (ProVerif, Tamarin,
CryptoVerif u ap.).

B nacrosmei padore npeacrasieHa GopmanbHas HOTaluWs, HalleJICHHAs Ha OoJiee TOJIHOE, YeM B

CYIIECTBYIOIIMX I0/IX0/1aX, BHINOJHEHUE MPEIbABICHHbBIX BbIlIe TpeOoBanuil. Horanms ocHoBaHa

Ha BegUciuTene (Tak HaspiBaeMon C2-wmauwune), crenuanbHO pa3pabOTaHHOM JUIS MPEAMETHOM

00J1aCTH MPOMBIIIICHHBIX KPUNITOrpaUIecKUX MPOTOKOIIOB, Takux kKak TLS, IKEvV2 u ap.

C2-MaliHa HCTIOJHSET MPOrpaMMbl, COACPIXKAILe eapouposarnusie komarovt (guarded command

programs, [12]). B Takux nporpaMmax CyIIECTBYIOT TOYKH BBIIIOJIHEHHUS, B KOTOPBIX JallbHEHIIEe
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BBIYMCIICHHUE 3amaeTcss Habopamu map guard/update, roe guard — mpeaukat (rapi), 3aZarolHi
YCIIOBUSI, IPU KOTOPBIX AciicTBre Update MoskeT ObITh BBIIIONHEHO. B ciydae, Koraa 0JHOBPEMEHHO
WCTHUHHBI HECKOJIBKO Tap/I0B, HEAETEPMHUHUPOBAHHO BHIOMPAETCs OJIMH U3 HUX. JleTanu ucrosHeHus
nporpamM C2-MalIvHbI, KacaloIluecs «rapAUpOBAaHU», MOXXHO HAWTH B pa3l. 2 u 3 Hacrosmei
CTaTbu.

Texkctsl mporpamm anst C2-MalMHBI M IpeAsaraeTcsl HCIOJb30BaTh B KAaueCTBE INEPBHUUHBIX
cnenuUKaIuii MPOTOKOJIOB.

Kaxnprit 3amyck cnenudukanyuy Ha C2-MalIMHe AaeT Tpaccy cooOLeHuii nporokona. Tak e, Kak
B noaxozae NCT [13], mpoTokoun ornpeaenseTcs MHOXKECTBOM CBOMX KOH(POPMHBIX Tpacc, KOTOPOe,
B CBOIO OY€PEIb, 33/1aCTCS1 KAK MHOXKECTBO BCEX TPACC COOOIIEHNH, KOTOPBIE TOTEHIIMAIBHO MOXKET
MPOM3BECTH  MAallMHA, BBIIONHAS  cHenuuKanuio. B menoM wuaes  HCIONB30BAHUS
CHELHUATN3UPOBAHHBIX MAIIMH NPH MOJAEIHUPOBAHIH KPUNTOrPadHIECKUMH IIPOTOKOJIOB, HE HOBA
(mpumepsl: matmHbl CrAM [14] u CVM [8]).

B Hacrosmied craTtbe W3NOKEHHWE NMPUHIOUIOB MOCTpoeHHs C2-MaluHBI MPOBOAUTCS METOIOM
MIOCJIEI0BATENILHOTO yTouHeHHsT Mojenu (model refinement). Chauana B pasa. 2 mpencTaBiieH
MIPOCTON HEJIETePMUHHUPOBAaHHBIN aBTOMaT A (mepBoe mpuOmwkenne C2-MamuHbl), B KOHTEKCTE
KOTOPOTO PAacCMaTPUBACTCSI IIOHATHE ONepPAyUOHHO20 KOMmpakma TpoTokona. B pasm. 3
paccCMOTpPEH MpeJlaracMbelii MOAXOJ K 3axBaTy HEICTCPMHHH3Ma IIPOTOKOJOB C ITOMOIIBIO
nocnedogamenbHocmetl U 2apOupo6anusi SHaUSHNH 1oJiei cooOIeH I POTOKOJIOB H IIPEACTABICHO
BrOopoe mpudmmkeHue C2-mamwmusl — MammHa CO. B pasm. 4 paccMoTpeHsl uncmpykyuu,
npoyeoypul, vipasxcenus N npoepammuvl C2-MalIUHbBI U MPEACTABICHO €€ TPeThe MPUOIMKEHNEe —
mammHa C1. Pa3a. 5 mocesien ciocobam npecrasienus npoueayp C2-MaluHbl B JAKOHUYHOM U
JIeKJIapaTUBHOM BHJE, pa3l. 6 — TECTHPOBAHUIO peajH3alii NPOTOKOJIOB B PEXHUME «UYEPHOTO
SIIMKa» C TIOMOIIBIO TaK Ha3blBaeMoi C2-mawunsl ¢ uckiioueHHou ponsio.

2. OnepayuoHHbIlU KOHMpPaKkm rpPomokKoJia

PaccMOTpUM HEJETePMHHHUPOBAHHBIN aBTOMAar A, ONpelelicHHe KOTOPOrO aJalTHPOBAHO K
MPEAMETHON 00JIACTH MPOTOKOJIOB MEPEIavn COOOIICHU:

A = (State, Role, Packet, ProtocolSpec, calcpacket, s0), rae

State — MHOXecTBO cocTosiHuii aBromata, Role — MHoecTBO poseii mportokosia, Packet —
MHOECTBO ITAKeTOB MPOTOKOMa, ProtocolSpec — muoxectBo cnenudukanuii mpotokosos, SO ::
State — HauaIbHOE COCTOSTHUE aBTOMATA,

calcpacket :: (ProtocolSpec, State, Role, Role) —: (State, Packet)U{stop, fail} -
HEJIeTePMHUHUPOBaHHass (DYHKIMSA BBIYMCICHHS TaKeTa MPOTOKOJNA M Mepexola B CIeAyroliee
cocrosiHue; Stop, fail — ocobbie 3HaueHus, noonpenensiomue Gpyunkuuio calcpacket.

Ipumeuanue: 0gotinoe 0goemouue :: 0003HAUAEM NPUHAOTEHCHOCHb INEMEHMA K MHONCECMBY;
sanucsy (X,...Y) — 0exapmogo npouzeedenue muoxcecms X,...Y; cmpenouka ¢ ogoemouuem "—:" —
HeOemepMUHUPOBAHHYIO (DYHKYUIO.

PasenctBo calcpacket (protSpec, si, src, dst) = (sj, pkt) urTepnpeTUpyeTcst ciaeayromuM oopa3om:
aBTOMar, paboTas 1Mo crenu(uKayuu ProtSpPec, Haxoasich B COCTOSIHUM Si W MOJTydast B Ka4eCTBE
BXOJJHOTO CHMBOJIA 1apy (Src, dst), mepexoAnT B COCTOSIHUE Sj M BBIIAET BBIXOIHOM cumBoa PKL.
Auroput™ paboTsl aBTOMaTa A (IUIs1 HEKOTOPOTo 3Ha4YeHHs ProtSpec):

0. B MOMEHT 3amycka aBTOMAaT HaXxoIuTcs B coctosiHuu SO;

1. u3 muoxectBa (Role,Role) HenerepmuHnpoBaHHO BEIOMpaeTcs (Src,dst);

2. ecim calcpacket (protSpec, si, src, dst) :: {stop, fail}, To koner pabotsr;

3. ecnu calcpacket (protSpec, si, src, dst) = (sj, pkt), To Bo3Bpar Ha mmar 1.

Tpaccoti 3anycka agmomama A Ha3bIBaeTCsA COHMCOK Tpoek (Src,dst,pkt), cHuMaeMmbIx BHEUTHHM
HaOmonarenem Ha mare 3. B o0iiem ciyuae aBTOMaT MOXKET HE OCTaHABIMBATHCS U MPOU3BOAUTH
OECKOHEYHbIE TPACCHI.
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Beuny nemerepmmHmiMa mara | (nedemepmunusma uepedosanus, interleaving choice) u
HenerepmuansMa Qyukiun calcpacket (redemepmunusma cneyuguxayuu, specification choice),
pa3HbIe 3aIyCKH aBTOMAaTa, KaK MPaBIIO, OYIyT IPOHW3BOIAHUTH pa3Hble Tpacchl. Takmm oOpa3om,
aBTOMAT 33/1€T SI3BIK, CIOBAMH KOTOPOTO SIBIISIIOTCS] BCE TPACCHI, KOTOPBIE OH NOTEHIIHAIBHO MOYKET
npou3BecTH (Tpacchl, 3aBepmmpinrecs fail, B 361k He BKITIOYAIOTCS).

Ecmu s13bIK, TPOW3BOAMMEIA aBTOMAaTOM A, COBHAmaeT CO MHOXECTBOM KOH(OPMHBIX Tpacc
MOJIEIUPYEMOT0 MPOTOKOJa, TO TOBOPAT (cM., Hampumep, [15]), 4To 3TOT aBTOMAaT 3amaeT
ONnepayuoHHbIl KOHMPAKM TMPOTOKOTIA.

ABToMar A siBisieTcst mepBbIM npuOmkeHreM C2-MarinHbL.

3. CneyuguyupoeaHue HedemepMUHU3Ma MPOMOKOJI08

3.1 NMocnepoBaTenbLHOCTM CECCUN, NAaKeTOB U PparMeHTOB NaKkeToB

KitoueBbIM TOHATHEM TIpeIUIaraeMoro MOAXO0Ja K MOJIEIUPOBAHHIO TPOTOKOJIOB SIBIISIOTCS
nocaedosamenvrHocmu. llpennonaraercs, 4To B JI000M IPOTOKOJIE BCEr/a NPHCYTCTBYIOT IBE
NOCTIeZIOBATEIBHOCTH:  _SeSSIONS  —  MOCHeMOBATeIbHOCTh ~ CECCHH  MPOTOKOda  (3TO
MOCIIEIOBATEIFHOCTh BCEX IAKETOB M3 Tpacchl aBTomMara A u3 pasmena 1) u _packets —
MOCJIEJOBATEIEHOCTE ITAKETOB, MIPUHAIJICKAIINX OTHOW CECCHHU TTPOTOKOIIA.
OOBIYHO MOCJIEIOBATENIFHOCTH 00pa3yroT Mepapxuioo. Hanpumep, 3JeMeHT mocieoBaTeIbHOCTH
_Sessions coAep)KHUT BIIEMEHTHI MOC/IenoBaTeNibHOCTH _packets. B kaxaoM makere MPOTOKOJA
MOJKET OBITh CBOSI HEpapXusl IOCIEIOBATEIFHOCTEH ()ParMEeHTOB.
[Iprmep: nepapxus (HEMONHAS) ITOCIeNOBaTeIbHOCTEH poTokona TLS:
_sessions — _packets _clientHelloExts — _cIntSuppVersions
_packets — _records
_records — _handshMess
_handshMess — _clientSuites

_clientHelloExts — _cIntKeyShares
_handshMess — _serverHelloExts

_handshMess — clientHelloExts _handshMess — _certRequestexts )
“clientHelloExts — _clntSuppGroups _certRequestExts — _certRequestSigAlgs
_clientHelloExts — _cIntPointFormats _handshMess — _certificates
_clientHelloExts — _cIntSigAlgs _certificates — _certificateExts
Kaxnomy ¢parmMenty mnakeTa, BKJIIOYAs MaKeT IEIMKOM, MOXHO COIOCTaBHTb CITMCOK Iap
(«umeHTHUKATOP  TOCICAOBATETIBHOCTHY,  «HOMEP  OJJIEMEHTa  IOCIEeIOBATCIBHOCTHY),
OTpaXKaloIMi MeCTO 3TOro (parMeHTa B HEpapXHU IOCIEAOBAaTEIHLHOCTEH mNpoTokosa. bynem
Ha3bIBATh 3TOT CIHUCOK SEquence-undexcom (WK TPOCTO, uHOekcom) pparMeHTa makeTa.
[Ipumep: B mpotokoie TLS dparment makera, copepikamuii 4€TBEPTHIH MO MOPAIKY IJIEMEHT
pacumpenus ServerHelloExtensions coo6uenus ServerHello mosxer umets cnegyromuii sequence-
HUHACKC:
[(_sessions,1), (_packets,2), (_records,1), (_handshMess,1), (_serverHelloExts,4)].
Pasnble yacTi OAHON MOCIEIOBATENEHOCTH MOTYT OBITh «PacKHIaHBD) MO PAa3HBIM MaKeTaM W IO
pa3HbIM MecTaM nakeToB. Hanpumep, B mpotoxone TLS Bepcun 1.3 B mepBbIX IBYX MakeTax MepBoit
CECCHM MOTYT OBITh (pparMeHTHI CO CIEAYIONIMMHU HHACKCaMHU:
naxem 1:
[(_sessions, 1), (_packets, 1), (_records, 1), (_handshMess, 1)] — ¢parmeHT makera, B KOTOPOM
pasmerteHo coobmenne ClientHello moamporokona TLSHandshakeMessages moampoTokoiia
TLSRecords;
naxkem 2:
[(_sessions, 1), (_packets, 2), (_records, 1), (_handshMess, 1)] — ¢parmMeHT makera, B KOTOPOM

pasmemnieno coobmenue ServerHello moamporoxora TLSHandshakeMessages moampoTokomna
TLSRecords;
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[(Csessions, 1), (_packets, 2), (_records, 2)] — ¢pparmMeHT nakeTa, B KOTOPOM pa3MEIICHO COOOILICHHE
ChangeCipherSpec moanporokona TLSRecords;

[(_sessions, 1), (_packets, 2), (_records, 3), (_handshMess, 1)] — ¢parmenT makera, B KOTOPOM
pasmemieno  coobmenne  EncryptedExtensions  moamporokoma — TLSHandshakeMessages
nmoxnporokosa TLSRecords;

[(_sessions, 1), (_packets, 2), (_records, 3), (_handshMess, 2)] — -//- CertificateRequest -//-;
[(_sessions, 1), (_packets, 2), (_records, 3), (_handshMess,3)] — -//-Certificate -//-;

[(_sessions, 1), (_packets, 2), (_records, 3), (_handshMess, 4)] — -//- CertificateVerify -//-;
[(_sessions, 1), (_packets, 2), (_records, 3), (_handshMess, 5)] — -//- Finished -//-.

B nanHOM TpuMepe mocnmenoBarenbHocTh _handshMess pa3ouTa Ha TpW 4YacTH: MepBas YacTh

(cocTosmiasi U3 OJHOTO 3JEMEHTa) pa3MEIeHa B IIEPBOM IaKeTe, BTopas (COCTOsImasi U3 OJHOTO
9JIEMEHTA) U TPEThS (COCTOSIIAS U3 TIATH JIEMEHTOB) — BO BTOPOM.

3.2 Bropoe npubnmkeHne C2-mawmHbl — mawmHa CO

Mammna CO — 310 abctpakuus C2-ManivHbl, JOCTATOYHAs A (OPMATU30BAHHOTO H3JI0KEHHS
MIPeATIaraéMoro crocoda CrenudpuIpPOBaHUS HEJCTEPMHUHN3MA ITPOTOKOJIOB.

Huxe ucnionb3yercs ICEBAOKO/I, COACPKAIIMN CIEAYIONINE HUHTYUTUBHO MOHSATHBIE KOHCTPYKITUU:

if ... then (do) ... (else (do) ...) return ... o && ...
case ... do ... case ... do ... let... = (do) ...

HCHOJ’IBSyIOTC?[ cieayromuye onepanum o CnMCKkaM U ApYruc CorjiiamcHus:

] MYCTO# CIHCOK,

a:as Jno0aBlieHHE B HAYAJIO CIIUCKA aS DJIEMEHTA 4,
as ++ bs koHKaTeHalMs CIIMCKOB as U bs,

nullas  ecnmu crrcok as mycToi, TO KCTHHA, HHAYE JIOKb,
length as amuna crovcka as,

take n as cmucok U3 mepBBIX N BIEMEHTOB CIHCKa as,

drop nas crmcok as 6e3 mepBbIX N DIIEMEHTOB,

reverse as nepecTaHOBKA DJIEMEHTOB CITMCKA S B 00paTHOM MOPSJIKE,
init as CITUCOK aS 6e3 MOCIIEeHEro HIEMEHTa,

lastas  mociegumii sneMeHT cMcKa as,

fst ab JIEBBIi dJIEMEHT Haphl ab,

sndab  mpaBeiii anemenT napsr ab,

empty mycras yacTUuHas QyHKIwS,

Maybe A muoxectBo {Just x | x :: A} U {Nothing},

A\B pasHOCTh MHOXECTB A 1 B,
a:«—A4 AIIEMEHT & HeIeTePMUHUPOBAHHO BBIOPAH M3 MHOXKECTBA A,
a—f a IprHUMAaeT 3HaueHUe, Bo3BpaliaeMoe pyHKIueH f,

VIi=X OOHOBIIEHHE HepCMCHHOﬁ V COCTOSIHMSI MAllIMHbI 3HAYEHHUEM X,

X1 MHOXECTBO CIIMCKOB KOHEYHOH JJIMHBI, COCTABICHHBIX U3 3JIEMEHTOB MHOXECTBA X,
BKJII0Yasl MyCTOH CIHCOK,

Map XY wmHOXecTBO BceX yacTHUHBIX QyHKIMA 13 X B Y,
Domf  ob6macts onpenenenus yacTuaHoN QyHKIWMH f,

insertabf moGaenenue B yacTuunyro ¢pyHkuuto f mapsr (@, b) (¢ 3ameniennem napel Buaa (a, *),
ecii TakoBas B f ObL1a),

122



IIpokomses C.E. ®opmanbHbIil 361K MEPBUYHBIX creHuHKanni kpuntorpadguueckux mpotokonos. Tpyoet UCII PAH, Tom 33, Boim. 5, 2021
r., cTp. 117-136

fabc f::(A B,C)—Y; mapamerpsl GyHkuuii (B JaHHOM cirydae mapamerpamu (yHkiuu f
sBistiorest @ &2 A, b i B u ¢ i C) 00bIY4HO OyayT 3aIUCHIBATHECS 0€3 KPYIIIBIX CKOOOK M 3aIlThIX —
gepe3 MpoOebl,
N1 HATypalbHbIC YHCIIa, HAYMHAS C CIUHHIIBL,
Bool {True, False}.
CO0 = (State, Role, SeqID, FieldName, FieldValue, protSpec).
Cocrosinue mamuasl CO — 3TO TpU MEPEMEHHBIX, 3HAUYCHUSIMH KOTOPBIX SIBISIOTCS YaCTHYHBIC
GhyHKIHN:
State = {packetRoles :: Map (N1, N1) (Role, Role),

fieldvalues :: Map (FieldName, Seqindex) FieldValue,

sequencelnfo :: Map SeqID (Map Seqindex N1)},
roe SeqlD — MHOXecTBO mueHTH(HKaTOpoB mocienoBarenbrocTel, FieldName u FieldValue —
MHO’KEeCTBa MMEH ¥ 3HaYeHHH ToJiei maketoB mpoTokoia, Seqlndex = [(SeqlD, N1)] — mHOkecTBO
BCEX sequence-uHJEKCOB.
Huns seqid :: Dom sequencelnfo wactuunas ¢yukuus sequencelnfo seqid cocrout u3 MHOXkecTBa
nap (index, num), rae index :: Seglndex — sto uHACKC QparMeHTa nakeTa, BHyTPH KOTOPOTO CO3/1aHa
YacTh MOCIEAOBATENLHOCTU ¢ uaeHTUHKaTopom Sedid, a num :: N1 — yucio 35eMeHTOB B 3TOM
YJaCTH.
Crerukaiis mpoToKoia pa3ouTa Ha [Ba KOMIIOHEHTA:
protSpec = {packetDef :: PacketDef, controlDef :: ControlDef}, rae
PacketDef = (State, SeqlID, Seqlndex) — Fragment — ¢yukuus BeruncieHus GparMeHTOB MaKeTOB
NPOTOKOIIA,
Fragment = Field FieldName | Sequence SeqlID | B [Fragment] —  (3amaHHOe B BHJE
anreOpanvdecKoro THITA JaHHBIX) MHOXKECTBO (pparMeHTOB MakeToB (TO €CTh PparMeHT — 3TO MO0
HUMEHOBaHHOE T0JIe, TM0O0 MOCIIeIOBATEILHOCTh ()PArMeHTOB, TMO0 KOHKATEHAIS (ParMeHTOB),
ControlDef = SeqID — ([(GuardFun, [Assignment])], ReadyFun) — dyukmsa, aas  Kakmoro
MHJEKCa 3aJ[afolasi, BO-TIEPBBIX, BAPHAHTHI BO3MOMHBIX 3HAYCHUN HMEHOBAHHBIX IOJICH
(parMenTa nakera ¢ STUM MHIEKCOM BMECTE C 2apdaMiu ITUX BAPUAHTOB (TO €CTh YCIOBUSIMH, TIPH
KOTOPBIX OHH JOMYCTUMBI):
Assignment = (FieldName, [FieldValue]),
GuardFun = (State, SeqIndex) — Bool;
BO-BTOPBIX, YCJIOBHE, [IPU KOTOPOM BO3MOXKEH BBIXOJI U3 MMOCIIEI0BATEILHOCTH:
ReadyFun = (State, SeqIndex) — Bool.
Heperepmunmsm cnenudukanuu (specification choice) «paccpemoTodeH» mo Tpem mecram: 1)
BBIOOD «IPOJOIIKATH WM HE MPOAOIDKATH MOCIEJOBATEIBHOCTY — HPHU YCJIOBHH, YTO BBIXOJ
BO3MOXeH, 2) BeIOop rapaa guard :: GuardFun us3 umcia tex, 9To 00paTHINCh B HCTHHY, 3) BBIOOD
3HAYCHU WMEHOBAHHBIX MMOJEH M3 YHCId BO3MOMHBIX BapHUAHTOB, 3a/[aBAEMBIX CITHCKOM
assignments :: [Assignment], crosimum B ape ¢ atum guard. Hiwke B ricenokoze Jlucrunra 1 atu
MECTa BBIIEIICHBI MOTYKUPHBIM LIPH(DTOM.
runC0 = run session 1

run session s = do
do sequence packets 1 [( sessions,s)]
b :« Bool

if b then run session (s+1) else stop
do sequence seqgid 1 index = do
b « proceed or drop seqid i index
if not b then return else do
if seqid == packets then do
(src,dst) :« (Role,Role)
packetRoles := insert (s,1i) (src,dst) packetRoles
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new seqgelement seqid i index
do _sequence seqgid (i+1) index
proceed or drop seqid i index = do
let checkready = snd (controlDef seqgid)
let b = checkready (index ++ [(seqgid,i)])
if not b then return True else do
c :— Bool
if ¢ then return True
else return False

new segelement seqgid i index = do
let index' = index ++ [ (seqid,i)]
let guardedassignments = fst (controlDef seqgid)
truelists « select truepairs guardedassignments []
assignment :— truelists
assign fieldvalues assignment
let frag = packetDef seqgid index'
do fragment frag
sequencelInfo := insert (seqid,index) i1 sequenceInfo

select truepairs xs acc =
if xs == [] then return acc else do
let (guard,assignments) :xs' = xs
if guard index'
then select truepairs xs' (acc ++ [assignments])
else select truepairs xs' acc

assign fieldvalues xs =

if xs == [] then return else do
let (fieldname,variants) :xs' = xs
vnt :—~ variants
fieldValues := insert (fieldname,index') vnt fieldValues

assign fieldvalues xs'

do fragment frag = do

case frag == Field fieldname do

if (fieldname,index') :: Dom fieldValues
then return else fail

case frag == Sequence seqid' do
do sequence seqgid' 1 index'

case frag == B frags do
do concat frags

do concat xs =
if xs == [] then return else do
let frag':xs' = xs
do fragment frag'
do concat of xs'

Jucmune 1. Ancopumm pabomer mawunst CO
Listing 1. Algorithm of the machine CO

4. JanbHelwue demanu nocmpoeHuss C2-MawuHbI

4.1 UHCTpYyKuMM 1 npoueaypbl

Ilpoyedypa C2-MaliMHBI — 3TO MOCIIEAOBATENLHOCT UHCIMPYKYULl, WCIIONHIEMBIX Ha CTEKe:
apryMeHThl MHCTPYKIUI OepyTcs M3 CTeKa M Pe3yJbTaThl BBIOJHEHHS WHCTPYKIHH KIamyTCs B
CTEK. DIIEMEHTaMH CTeKa SIBJISIOTCS OANT-CTPOKU NepeMEHHON KOHEYHOH JJIHHBI.
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[py MCTIONTHEHNU MHCTPYKIIMI UCTIONIB3YETCs M OOHOBIISICTCSI BHyTpeHHEe cocTosiHue C2-MalliHbI.
Kpome Toro, ucnons3yercs mHpopMalius, cHumMaemasi co BctpoeHHbIX JICU u yacoB peanbHOTO
BpPEMEHHU.

Pesynomupyrowum nabopom 6aiim-cmpokogblx 3HaueHuti MHCTPYKUUK (IPOLELyphl) Ha3bIBACTCS
COJICPIKMMOE CTeKa TOCIie 3aBepIICHHs] UCTIOJHEHUS HHCTPYKIUH (mpoueaypsl). Ecnu aToT Habop
COCTOMT M3 OJIHOTO 3JIEMEHTA, TO UCIONIB3YETCS TEPMUH Oaiim-CmpoKogoe 3HAYeHUue UHCTPYKIINU
(mpouenypsr).

[pumeps! uHCTpyKIHA C2-MamuHbI (¢ HehOPMATBHBIM U YIIPOILICHHBIM MOSCHEHUEM CEMaHTUKH):
C [0x15, 0x21] —mosoxuth B cTek Gaitr-ctpoky [0x15, 0x21];

V_ "ChosenSuite" [(_sessions, 1)] — ecnu MaIimmHe W3BECTEH (pParMeHT TaHHBIX C HWMEHEM
"ChosenSuite", BBIYHCIICHHBIN B TIEPBO# CECCHH MPOTOKOJIA, TO TIOJIOKHUTE B CTEK 3TOT (parMeHT
JIAHHBIX;

Random (Plain 4) Cint (V_ "Key" [(_sessions, 3)]) — eciu ceifuac HaeT TPEThA CECCHS MPOTOKOIA
OTHpaBHUTENb TEKYIIEro GpopMupyemoro nakera — posib Clnt, u ecnu ¢pparmMeHT JaHHBIX ¢ UMEHEM
"Key" B Tperbeit ceccun emie He ObUT BRIUHCICH, TO CHATH ¢ JJCY deThlpe ciydaifHpIx Oaiita u
TIOJIOXKHUTh MX B CTEK, IPU 3TOM CUYHTATh ATH OalThl 3HadeHHWEM (parMeHTa HaHHBIX "Key" u3
TpEeThEN ceccuy;

Length_ — B3sTh U3 cTeka KpaliHUIA AJIEMEHT U MOJIOKHUTH 0OPATHO JUTHHY 3TOTO dJIEMEHTa B OaliTax
(B bopmare big endian 6e3 TUAMPYIOMINX HYJIEBBIX OAHTOB);

12Bytes_ 32 — momosHUTE KpaHWUIT AIIEMEHT CTeKa CJIeBa JTUAUPYIOMIUMHU HYJIEBBIMU OaiiTaMu 110
JUTUHBI 32;

Hash_ — B3sarh u3 cTeka aBa KkpaiiHuUX sneMeHTa (MACHTU(DUKATOP AJITOPUTMA XDIIUPOBAHHS U
TEKCT), BEIYUCIUTH U MOJOKHUTH B CTEK XOIII;

Encrypt_ 4 — B3siTh U3 cTEKa YeThIpe KPAHUX dlieMeHTa (MIASHTU(PHUKATOP aaroputMa mudposaHus,
OTKPBITHI TEKCT, KIHOY W HHHUIMATU3UPYIOMIUN BEKTOP), BBIYUCIUTH HA ITHUX MMapaMeTpax
MIM(PPTEKCT U TOJIOKUTh €T0 B CTEK;

B_ 3 — B3sTh U3 cTEKa TPU KPAHHUX DJIEMEHTA U MOJI0XUTh 0OPATHO UX KOHKATEHAIIUIO;

Not_ — B3siTh U3 cTeKa KpaiHuil aieMeHT, eciii oH paed [0x01], o monoxuts B ctex [0X00], nuaue
nojoxuts [0X01];

And_ 2 — B3sTh U3 CTeKa JBa KpalHUX 3JIEMEHTA, eClid OHK 00a paBHbl [0x01], TO MOJOKUTE B CTEK
[0x01], uraue monoxuts [0x00];

Src Serv — ecnu OTIPABHUTENb TEKYIIETO MaKeTa — Poiib SEerv, To mojaoxuth B ctek [0X01], nxaue
nojoxuts [0X00];

Equals_ 2 — B3sTh U3 cTeka JiBa KpallHUX 3HAYCHHUS i CPABHHUTH X OAMT-CTPOKOBBIC 3HAYCHHST; €CITH
paBHbI, TO MOIOKUTH B cTek [0X01], nnade - nonosxuts [0x00];

P instrs — BBIOJIHUTE NPOLIEAYPY instrs.

MaiunHe He Bcerga xBataeT HMH(OpPMAIMH, XpaHAIIEHCS BO BHYTPEHHEM COCTOSHHH, YTOOBI
BBIYUCIIUTH OaliT-CTPOKOBOE 3HAYECHHE MHCTPYKLUUH. Takoe COOBITHE SIBISCTCS HOPMAlbHBIM, U
CYIIECTBYET CIielMalbHast MHCTPYKIIHUS, 3aJ]aHHasi Ha 3TOM COOBITHH:

Known instr — ecnu GaiiT-cCTPOKOBOE 3HAYCHHE MHCTPYKLUUH NSt MOXKET OBITh BBIYKMCICHO, TO
nostoxuTh B ctek [0X01], nraue momoxuts [0X00].

Ipumeuanue: 3anuce [a,b...], 20e a, b u m.0. — snemenmovl HEKOMOPO20 MHOICECMEad, 0bo3HauYaem
CRUCOK U3 IMUX ILEMEHMO8.

S3pix mHCTpykumi C2-MallMHBI HE MOJAEPKUBACT LUKIBI WK pekypcud. EcTb moaaepikka
BETBJIEHHUI TOCPEACTBOM HHCTPYKIMu Select instr cases.

IIpumep:
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Select (V_ "ChosenSuite™ [(_sessions,1)]) [([0x13,0x01], insl), ([0x13,0x02], ins2), ...] — ecau
Oaiir-cTpokoBoe 3HaueHue MHCTpyKuuu V_ "ChosenSuite™ [(_sessions,1)] pasuo [0x13,0x01], To
BBITIONTHsIETCST MHCTpYKIHs INS1, ecym [0x13,0x02], To iNS2 u T.1.

[MocnenoBatenbHOCTH (PArMEHTOB BHYTPU MHAKETOB CO3JAIOTCS C TMOMOIIBIO HHCTPYKIHH
Sequence seqid seqgelem, rae seqid — uaeHTH(GUKATOP MOCIIEI0BATENLHOCTH, a Seqelem — mporenypa
BBIYHCIICHUS OYEPEIHOTO 3JIEMEHTA IT0CIIEA0BATEeIEHOCTH.

BBuny Hamuuus TaKuxX «MaKpOMHCTpYKImi», kKak P instrs, Select instr cases u ap., TepMHHBI
«UHCTPYKLHMA» U «1ponenypa» C2-MalnHbl SBISIOTCS B3aHMO3aMEHICMBIMH.

4.2 BoipaxeHus C2-malluuHbI

Konmexcm evinonnenus npoyedypsi — 3T0 sequence-MHICKC (parMeHTa IakeTa, BBIYUCISIEMOTO
9TOH mpoueaypoll. B 3aBucMMOCTH OT KOHTEKCTa, O/lHa U Ta ke mpouenypa C2-MamHbl MOXET
HUMETh pa3Hble OaHT-CTPOKOBBIE 3HAUCHNS.

Buipasicenus — 310 popmyisl, KoHCTpyHpyemble C2-MaIIMHOI B X0/€ BBIIOIHEHUS MPOLELY, C

TIOMOIIBIO0 KOTOPBIX OHA 3a[IOMHHAET PE3yIbTAThl BEIYUCICHUH C YI€TOM KOHTEKCTa BBIIIOIHEHNSI.

Hanee Word8 — mHOecTBO 1enbIx dncen B auanazone 0..255, String — MHOXeCTBO CHMBOJIBHBIX

CTPOK.

BblpaskeHusT M BBIYHMCIICHHBIE OalT-CTPOKOBBIC 3HAUEHHMsS, COIOCTABICHHBIE MM, XPaHSITCS B

CJIEAYIONINX NTEPEMEHHBIX COCTOSIHUS C2-MaIlnHbL:

expressions :: Map ExprDesc (Corelnstr, [ExprDesc]), rae Corelnstr — muokecTBO 6a30BbIX (He

3aBUCAIIMX OT KOHTEKCTa) MHCTpyKuuil C2-mamunbl, EXprDesc — MHOXXECTBO IECKpHUITOPOB

BBIPAKEHUH;

values :: Map ExprDesc [Word8].

Takum 06pa3oM, BepakeHHe — 3To mapa (coreinstr, ds), rae coreinstr — 6azoBast unctpykuusi, a ds

— CITMCOK JJECKPHUIITOPOB BBIPKEHUI! [TapaMeTpOB.

IIpumeps! BoIpa>KeHUN!

(V_"ChosenSuite" [(_sessions, 1), (_packets, 2)], [1)

(C [0x15, 0x21], 1)

(Encrypt_ 4, [34, 53, 57, 60])

IpuMep WHCTPYKIMKM MAIIUHBI, 3aBUCAIICH OT KoHTekcta: Vistr, rme str:: String. Berperus

uHCTpyKIWmio Vi Str B mporeaype, BBIMOIHAEMOW B KOHTEKCTE iX, MammHa 3amensiet VisStr ma

V_strix.

B C2-MammHy B HEM3MEHHOM BHIIE TTEPEHOCHUTCS XpaHminine Sequencelnfo, 3amanHoe HaMu Bhiriie

ot Mamuabl CO.

MexaHu3M MOCTPOCHUsI BBIPRKEHUH M COXPAHEHUsI UX BMECTE C OaWT-CTPOKOBBIMH 3HAUCHUSIMH

obecnieunBaet C2-MalIvHe CICIYIONIUE CBOMCTBA!

1) mammHa HUKOTAa He JyONuMpyeT BBIUMCICHMS: CHa4yajda OHA CTPOUT BBIPAXKEHHE,
COOTBETCTBYIOIIIEE NPOLIE/IyPE, IIOTOM IIPOBEPSIET, U3BECTHO JIK yXKe 0aT-CTPOKOBOE 3HAYCHHUE
9TOT0 BEIPAKEHUS; €CIIU [, TO BBINOJIHEHUE NPOLEAYPHI Ha 3TOM 3aKaHYMBACTCS;

2) OJMHAKOBBIC TPOIEAYPHI B OIWHAKOBOM KOHTEKCTE BBIMONHEHHS MAlOT OJWH M TOT K
pe3yJIbTaT, HECMOTPS Ha CIIy4alHOCTh T€HEPHPYEMBbIX KIIIOYEH;

3) mosBIAETCS BO3MOXHOCTh HMETh CIIEAYIOIINE BaYKHbIC HHCTPYKLHH (C y4eTOM HH(OpPMAIUH O

MOCIIeZI0BATEIBHOCTSX, HAKOIUICHHOM B Sequencelnfo):
LastIn seqid instr filtercondition — waiiTu mocieaHu#t MO MOPSIIKY UHAEKC, OKAHYUBAIOIIHIACST
(B neBoii yactu mapsl) Ha Seqid, Takoil 4ro B 3TOM KOHTekcTe mHcTpykuwms filtercondition,
BBICTYMAFOIIAS B POJTH TIPEMKATA, HICTHHHA, ¥ BHIYMCIIUTD B 3TOM KOHTEKCTE HHCTPYKIIHIO iNStr
(npumeuanue: ecau 6aum-cmpokogoe 3uavenue uncmpyxyuu paguo [0x01], mo cuumaemcs,
4mo sma UHCMPYKYus 00pawaemcs 8 UCIUHY, UHAYe — 8 JI0JiCh);
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Allin seqid instr filtercondition — 3amucaTe 1O TOPAAKY B CIHMCOK BCE HHIEKCHI,
OKaHYMBaroIMecs Ha Seqid, Takue 4To B MX KOHTEKCTe MHCTpyKuusa-npeaukar filtercondition
WCTHHHA, ¥ BBIYHUCIUTH B KOHTEKCTE KAXIOTO M3 HUX WHCTPYKIHIO INSr; pesynbTHpYIOIIie
0aiiT-cTPOKOBBIC 3HAYCHHS MOJIOKUTH B CTEK COTJIACHO MOPSIKY OTOOpaHHBIX sequence-
HHIIEKCOB.
B C2-mammunse B oTHebHOM nepemMernoi coctostaust curstep :: (N1, N1) xpauwutes mapa (S, p), rie
S — HOMep TEeKYyILeH ceccuu, P — HoMep Tekyuiero nakera. OT 3HaUeHHUsI CUIStEp 3aBUCHUT Pe3ysIbTaT
BoInoNTHeHus1 uHCTpyKuui INCurrSess u InCurrPack (Hike cumtaeMm, 4TO HadalbHBIH OTPE30K
TeKymero kKourekcra uMeet Buj [(_sessions, s'), (_packets, p'), ...J):
InCurrSess eciu §' == S, To pe3ynbtar [0X01], unaue [0x00]
InCurrPack eciu p' == p, To pe3yaprar [0X01], nraue [0x00]

4.3 MNMporpamma C2-malwumnHbl (cneundmkaumsa npoTokona)

JByXKOMIIOHEHTHas ~crienudukanus, ompepenenHas s wmamuesl CO, B C2-mammHe

JeTaTU3UPyeTCs CIEAYIOIUM 00pa3oM:

packetDef :: Instr;

controlDef :: Map SeqID [((Instr, [(Instr, Instr)]), Instr)].

3mech INStr — 3To0 MHOKECTBO BCeX HHCTPYKIMA C2-MaIlIHHEL.

B crpykrype ((guard, assignments), ready) = controlDef seqid kommonentsr guard u ready — ato

HHCTPYKIMU-TIPSIUKATBL. JJIeMeHT assSignmentS — 93TO CHOHCOK, COCTOSIINKA W3 Tap BHiaA

(instr, values), rae instr — uHCTpyKIUs ¢ (MOKa YTO) HEM3BECTHBIM OANT-CTPOKOBBIM 3HAYCHHEM

(06b14HO 310 HHCTPYKIMWMs Vi Str), values — MHCTpYKIuSI, pe3yIbTUPYIOIIHIA HAOOP 6alT-CTPOKOBBIX

3HAYCHUI KOTOPOH COCTABIIET MHOKECTBO BO3MOXKHBIX 3HAUCHUH JUTs iNStr.
[pumep: ameMeHT cricka assignments, onpeneaeHHbIN Kak
(P [Lastin _handshMess (P [Vi "HandshType", C [0x01], Equals_ 2]) (Src Clint),
Known (Lastln _handshMess (P [Vi "HandshType", C [0x02], Equals_ 2]) (Src Serv)),
Not_,
And_ 2],

[(Vi "HandshType", C [0x02]),

(Vi "ChosenSuite”, P [C [0x13, 0x01], C [0x13, 0x02]1)1),

O3HaYaeT ClielyIollee: eclid B TocieHeM (Ha TeKYIIUi MOMEHT) 3JIEMEHTE I0CIIe0BaTEIbHOCTH

_handshMess u3 nakera, ornpasnennoro possio Clnt, ¢pparment manusix "HandshType" umen

snauenue [0X01], u panee B _handshMess He cyiiecTBOBaIO 2IeMEHTA U3 MAKETa, OTIIPABIEHHOTO

poibio Serv, B kotopoM ¢parmenT ganHbix "HandshType" umen 3nauenue [0X02], To B Texkyiiem

(bopMupyeMoM dIeMeHTe mociienoBaresibHocTH _handshMess mpucBouth (parMeHTy IaHHBIX

"HandshType" 3nauenue [0x02], a dparmenty nanueix "“ChosenSuite” mpucBouTh 3Ha4YeHWUe,

HeJIeTePMHUHUPOBAHHBIM 00pa30M BEIOpaHHOE U3 IBYX BapuanToB — [0x13, 0x01] u [0x13, 0x02].

Kak Obmo mokasano Ha ypoBHe aOctpakimu Mamuael CO, C2-mammba coBepruaer

HeJleTepMUHHUPOBaHHBIN BbIOOp (B wacTu specification choice) Torma m TonbKO TOrAa, Korja

HACTYNAeT MOMEHT (OPMHPOBaHHsS OYEPEIHOrO JJIEMEHTa IOCIEA0BATENbHOCTH. Pesromupyem

MOBE/ICHIE MAIITMHBI B TOT MOMEHT JUIsl HHCTPYKIMH Sequence seqid segelem:

1) mnepen GOpPMHUpPOBaHHMEM OYEPEIHOTO OJIEMEHTA IOCIEAOBATENFHOCTH MOCIEI0BATEIBHO
nepebuparorcst Bce mapbl (guard, assignments), otHocsimuecs K Seqid, ¥ B 3THX mapax
BBIYMCISIIOTCS Tapfbl; Jajlee M3 4YWcia TeX TapAoB, YTO OOpaTWikch B HUCTHHY,
HeJIETePMHUHUPOBAHHO BBHIOHPAETCS OJIUH;

2) oOpabaTbIBaeTCsl COHMCOK assignments, cTosimuii B mape ¢ BHIOpAHHBIM rapioM (34ech TakkKe
COBepIIACTCS HEACTCPMUHUPOBAHHbIH BBIOOP 3HAYCHHH); €ClH Creu(pUKALMs KOPPEKTHA, TO
nocie o0pabOTKM 3TOr0 CHHMCKAa mpoueaypa Segelem craHOBHTCS [IETEPMHUHHUPOBAHHO
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BBIUMCIIMMON: BCEM HYXXHBIM HUHCTPYKIHAM, HC HMCBIIUM 6aﬁT-CTpOKOBBIX 3Ha‘l€HHI7[, 9TH
3HA4YCHU Ha3HAYCHBI,

3) BBITIOJIHACTCA poueaypa SEQE|em, BBIYUCIIAOIIAsA oqepez[Hoﬁ QJICMCHT IIOCJICAOBATCIbHOCTHU

seqid.

4.4 Tpetbe npubnuxeHme C2-mawmnHbl — mawmHa C1

OcobenHocTr (QyHKIMOHUpOBaHMS C2-MalIMHBI, PACCMOTPEHHBIC B MPEIBIIYNINX maparpadax
paszena, onumieM B popMaI30BaHHOM BHE B BUxe MamtiHbl Cl.

C1 = (State, Instr, N1, Word8, String, Bool, SeqlD, argsnum, calcfun, protSpec)

State = {curstep 7 (N1,ND),
packetRoles  :: Map (N1,N1) (Role, Role),
expressions :: Map Desc (Corelnstr, [ExprDesc]),
values :: Map Desc BS,

sequencelnfo  :: Map SeqlD (Map Seqindex N1)}
Seglndex = [(SeqID, N1)]
Instr ::= Corelnstr | Vi String | V1 String | V2 String | Known Instr | P Instrs |

Src Role | Dst Role | InCurrSess | InCurrPack |

Sequence SeqID Instr | Select Instr [([Word8], Instr)] | B [Instr]
Corelnstr ::= C [Word8] | V_ String Seqgindex | Encrypt_ N1 | Hash_ | Length_ |

B_ N1 | Known_ Seqindex | Equals_ N1 | Not_ | And_N1] ...

SeqID ::= _sessions | _packets | _records | ...
argsnum :: Corelnstr — NI
calcfun :: (Corelnstr, [[Word8]]) — [Word§]
protSpec :: (Instr, Map SeqID [(Instr, [(Instr, Instr)])])
OmnpeneneHus BCIOMOTATENbHBIX (HYHKIMN Tponeaypsl pyHKIIMOHUpoBaHUs MamHel C1:
dochoices :: (SeqID, SeqIndex) — Bool
symexecute :: ([Instr], Seqlndex, [ExprDesc]) — [ExprDesc]
calcvalue :: ExprDesc — [WordS]
Peanmzanus BcioMoratenbHBIX (QYHKIUH Mporeaypsl GyHKIHOHHPOBaHUS MamuHEl Cl 1
Anroputm pabotsl MammHbl C1 moka3ansl B JIuctuHTrax 2 v 3 COOTBETCTBEHHO.

dochoices segid ix = do
let filtguards ac xs =
if null xs then return ac
else do
let (guard,assignments) :xs' = xs
[d] < symexecute [B [guard]] ix []
bs ~ calcvalue d
if bs == [0x01]
then filtguards (ac ++ [assignments]) xs'
else filtguards ac xs'
let doassignments xs =
if null xs then do

let info = if seqid :: Dom sequenceInfo
then sequencelInfo (seqid) else empty
let info' = insert (init ix) (snd (last ix)) info
sequencelInfo := insert seqid info' sequencelnfo
return True
else do
let (ins,values):xs' = xs

[d] < symexecute [B [ins]] ix []
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if d :: Dom values then fail
else do

ds « symexecute [values] ix []
d' :— ds
mbs « calcvalue d'
if mbs == Just bs

then do

values := insert d bs values

doassignments xs'
else fail
let controlDef = snd protSpec
updlist « filtguards [] (controlDef (seqid))
if null updlist then return False
else do assignments' :— updlist
doassignments assignments'
findcase bs cases =
if null cases then fail else do
let (cs,insl) :cases' = cases
if ¢cs == bs then symexecute [B [insl]] ix []
else findcase cases'
doexpress coreins ix stk = do
let push d stk = return (d:stk)
let pops n stk =
if length stk < n then fail
else return (take n stk, drop n stk)
(ds, stk') < pops (argsnum coreins) stk

let expr = (coreins, reverse ds)
if d :: Dom expressions && expressions(d) == expr
then push d stk'
else do let e :: DescExpr \ Dom expressions
expressions := Iinsert e expr expressions
push e stk'

symexecute instrs ix stk = do
if null instrs then return stk else do
let chkbool expr = if expr then C [0x01] else C [0x00]
let [( sessions,s), ( packets,p)] = take 2 ix
let ins:inss = instrs
case ins :: CoreInstr do
stk' « doexpress ins ix stk
symexecute inss 1ix stk'

case ins == P inss' do (symexecute (inss' ++ inss) 1ix stk)
case ins == Src r do chkbool (fst (packetRoles(s,p)) == r)
case ins == Dst r do chkbool (snd (packetRoles(s,p)) == r)
case ins == InCurrSess do chkbool (fst curstep == s)

case ins == InCurrPack do chkbool (snd curstep == p)

case ins == B inss' do

ds « symexecute inss' ix []
d « symexecute [B (length ds)] ix []
symexecute inss ix (d:ds ++ stk)

case ins == Vi str do (symexecute [V str ix] ix stk)
case ins == V1 str do (symexecute [V _ str (take 1 ix)] ix stk)
case ins == V2 str do (symexecute [V str (take 2 ix)] ix stk)
case ins == Known ins' do

symexecute [B [ins'], Known 1ix] ix stk
case ins == Select ins' cases do

[d] < symexecute [B [ins']] ix []
mbs ~ calcvalue d
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case mbs == Just bs do [e] « findcase bs cases
symexecute inss ix (e:stk)
case mbs == Nothing do fail
case ins == Sequence seqid insl do
let addelem i stk’ = do
let ix' = ix ++ [(seqid,i)]

b « dochoices seqid ix'
if b then do [d] « symexecute [B [insl]] ix'
addelem (i+1) (d:stk”’)
else symexecute inss ix Stk
addelem 1 []

calcvalue d =
let mapMcalcdesc zs = do

let calc ac xs =
i1f null xs then return (Just ac)
else do let x:xs' == xs
if calcdesc x == Just y
then calc (ac ++ [y]) xs'
else return Nothing
calc [] zs

if d :: Dom values then return (Just (values(d)))
else do let (coreins,ds) = calcexpress (expressions(d))
if mapMcalcdesc ds == Just bss
then do let bs = calcfun coreins bss
values := insert d bs values

return (Just bs)
else return Nothing

Jlucmune 2. Peanuzayusi 6CnomMo2amenbublx GyHkyuil npoyedypul Gynkyuonuposanus mauunst C1l
Listing 2. Implementation of the auxiliary functions of the procedure for the functioning of the C1 machine
runCl = do
let packetDef = fst protSpec
let run (s, p) = do
let chksess = do b’ :«~ Bool
if b’ then run (s, pt+l) else run (s+1, p)

curstep := (s, p)

(src, dst) :—~ (Role, Role)

packetRoles := insert (s, p) (src, dst) packetRoles
let ix = [( _sessions, s), ( _packets, p)]

b — dochoices __packets ix
if b then do [d] — symexecute [B [packetDef]] ix
mbs — calcvalue d

if mbs == Just bs then chksess else fail
else run (s+1, p)
packetRoles := empty

run (1,1)

Jucmune 3. Anecopumm pabomer mawunst CI
Listing 3. Algorithm of the C1 machine

[MocnenoBatenbHOCTE Tpoek (Src, dst, bS), cHuMaeMbIX BHENIHMM HaOJIOJATEIEM Ha KaKIOH
uTepanuy GyHKIHUU FUN, HAa3bIBaeTCs mpaccol sanycka mawiunst CI.

5. fleknapamueHoe npedcmasneHue npouyedyp C2-MawuHbl

Tak kak C2-mammHa SBISETCS CTEKOBOM MAIIMHOW, IPOLEAYpPHl BBIUMCICHUS (GopMyn
MIPEACTABISAIOT COOOM 3amuch 3TUX (GopMyn B OOpaTHON «IOJbCKOW» HoTanuu. Hampumep,
dopmyny EncryptAES128 (plaintext ||[HashSHA256 (plaintext), key, iv), rme plaintext, key, iv —

130



IIpokomses C.E. ®opmanbHbIil 361K MEPBUYHBIX creHuHKanni kpuntorpadguueckux mpotokonos. Tpyoet UCII PAH, Tom 33, Boim. 5, 2021
r., cTp. 117-136

HEKOTOpbIe 0alT-CTPOKH, MOKHO BBIYHMCIINTH Cienyrolei nporenypoit C2-mammunst: [C iv, C key,
C plaintext, C sha2560id, Hash_, C plaintext, B_ 2, C aes128oid, Encrypt_4], rue sha2560id,
aes128oid — 310 6alT-CTPOKU-UACHTH(DUKATOPHI AITOPUTMOB.
Ecmun no6aButh B s3bIK MHCTpYKIWH C2-MamMHBI «CHHTaKCHYECKHH caxap», B YacTHOCTH,
3anuceBas GOpMyITEl B IPUBEIYHOM WHPHUKCHOM BHUJE, TO Mporeaypsl C2-MaluHBI IPHOOPETAIOT
yIOOHBIN AJISI BOCHIPUATHS IEKIApaTHBHBIN BUJ. Hanpumep, onmycanHyo0 BBIIIE IPOLEAYPY MOXKHO
Hepenucarh CiIeayomuM 00pa3om:
Encrypt (C aes128oid) [text, C key, C iv] where

text = B [C plaintext, Hash (C sha2560id) (C plaintext)]
CymIecTBYIOT IUIOXO YUTAaeMbIe HPOLETYPHI, YaCTO BCTPEUAIONIMECS B Pa3HBIX HpoTokosax. Mx
MOKHO BBIHECTH B OMOJIMOTEKM CTaHTApTHBIX mporexayp. Hampumep, mporemypa withLen n instr
TIPHUITHCHIBAET CIIEBA K PE3YIIBTUPYIONICH OaiT-CTpOoKe HHCTPYKITHH INSLI MUTHHY 3TOM OalT-CTPOKH,
YJIOXKEHHYIO B N GaiiToB B nopsiike big endian:
withLen n instr = B [B [instr], Length_, I12Bytes_ n, instr]
Becy «cunTakcuueckuil caxap» s3pika C2-MalluHBI, BBUAY OTpPaHHYEHHUII Ha 00bEeM TEKCTa, B
HacTosIel cTaThe He MpUBOANTCA. KOHEUHBIN pe3ynbTaT MPUMEHEHHUS PUEMOB M0 YITyUIICHHIO
YHUTAeMOCTH IT0Ka3aH B Jluctuure 4.
packetDef = Sequence records tlsRecord

where
tlsRecord =
B [Vi "ContentType" # OfLen 1,
Vi "Version" # OfLen 2,
withLen 2
(Select (Vi "ContentType")
[Case [0x14] changeCipherSpecMsg,
Case [0x15] alertMsg,
Case [0x16] handshakeMsgs,
Case [0x17] encryptedMsqg])]
where
changeCipherSpecMsg = C [0x01]
handshakeMsgs =
Sequence handshMess handshMsg
where
handshMsg = B
B [Vi "HandshType" # OfLen 1,
withLen 3 (Vi "HandshakeMsg" ##
Select (Vi "HandshType')
[Case [0x01] clientHello,
Case [0x02] serverHello,
Case [0x05] endOfEarlyData,
Case [0x08] encrypExtensions,
Case [0x0d] certificateRequest,
Case [0x0b] certificate,
Case [0x0f] certificateVerify,
Case [0x14] finished,
Case [0x04] newSessionTicket,
Case [0x18] keyUpdate]) ]
clientHello =

B [C [0x03,0x03],
random Clnt,
withLen 1 clientSessionID,
withLen 2 clientSuites,
withLen 1 (C [0x00]),
withLen 2
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(Sequence clientHelloExts extension)]

where
extension =
B [Vi

withLen 2 (Vi
Select (Vi

[Case
Case
Case
Case
Case
Case
Case
Case
Case
Case
Case
Case
Case

[0x00,0x00]
[0x00,0x0a]
[0x00,0x0b]
[0x00,0x23]
[0x00,0x16]
[0x00,0x17]
[0x00,0x0d]
[0x00,0x2b]
[0x00,0x31]
[0x00,0x33]
[0x00,0x2a]
[0x00,0x2d]
[0x00,0x29]

"ClientExtensionID" # OfLen 2,
"ClientHelloExtension"
"ClientExtensionID")

##

serverName,
groups,
pointFormats,
sessionTicket,
encryptThenMAC,
extendedMaster,
supportedSigAlgs,
supportedVersions,
postHandshAuth,
keyShare,
earlyData,
pskKeyExchMode,
preSharedKey] ]

where
serverName = withLen 2
(B [Vi "NameType" # OfLen 1,

Jlucmune 4. Hauanvuas yacms cneyugpuxayuu naxema npomoxona TLS eéepcuu 1.3
Listing 4. An initial part of the specification for a TLS protocol package version 1.3
Takast HOTaIWsL, SIBIBIACH MO-HACTOSIIEMY (POPMaIbHOM (MCIIONHUMOH Ha HEKOTOPOH MAIiHE) I10
BOCIPHUATHIO HE CUJIBHO OTJIMYACTCA OT HOTaHUU (1)0pM3HH3OBaHHI)IX BCTaBOK, MCIIOJIB3YEMbIX B
nokymentax RFC 5246 (TLS Bepcuu 1.2) u RFC 8446 (TLS Bepcuu 1.3), — TOT ke 1eKIapaTUBHBIN
1 JIAKOHWYHBIH CTHITb ONTMCaHus (POPMATOB COOOICHHI U OnpeAeIeHUN (HYHKIIUH.
IMpumep nanbueitmieit Gopmanuszamuu RFC 8446: tekcty Ha ectecTBenHOM s3bike “Many of the
cryptographic computations in TLS make use of a transcript hash. This value is computed by hashing
the concatenation of each included handshake message, including the handshake message header
carrying the handshake message type and length fields, but not including record layer headers. l.e.,
Transcript-Hash(M1, M2, Mn) = Hash(M1 || M2 || ... || Mn).» ©yner cooTBeTcTBOBAaTH
ciaeayromas (I)opManLHa;{ 3anuch Ha a3bIke C2-MalIuHbI:
Hash hashOID (Allin _handshMess
(B [Vi"HandshType", withLen 3 (Vi "HandshakeMsg")])
filtercondition)
e filtercondition — 510 HCTPYKIMA-TIpEAUKAT, KOTOPAsI, B CBOIO OYEPE/Ib, (HOPMATBHO OMMCHIBAET
ycnoBusi ot6opa coobuienuit M1, M2, ..., Mn, nedpopmanbho 3aganusie B RFC 8446.

6. TecmupoeaHue «4epHO20 sIWUKa» U Kpunmozpaguyeckas MawuHa C
UCKJTIOYEHHOU poJibIo

Crnenuduxkarus mpoTokoyia 3ajjaHa Ha OJTHOM MallnHe, COBMECTHO HCIIOJIb3yeMON BCEMH POJISIMHU
mpoTokona. 3amyckas crnerudukanuio Ha C2-mammuHe, pa3pabOTYMKH  TPOMBIIIICHHBIX
peanu3aluii MpOTOKOJIA MOTYT T€HEpUPOBAaTh ATAJOHHBIE TPACCHl C HUHTEPECYIOIIUMU UX
napaMeTpaMI/I U UCIIOJb30BATh UX B KAYECCTBEC KOHTpOJ'lBHI)IX HpI/IMepOB.

ECJ’[I/I Xe paCCManI/IBaTB 3azlaqy TCCTI/IpOBaHI/Iﬂ «qepHoro SmuKa, TO TeCTI/IpyeMaH peanmaunﬂ
MPOTOKOJIA — 3TO OTHENBHBIA 00BEKT. TecTHpyIomeld cUcTeMe He M3BECTHBI CEKPETHBIC KITFOUU
00BEKTa TECTHPOBAHUS W PE3YNIbTAaThl Pa3pelIcHUs HEISTCPMUHH3MA IMPOTOKOIA HA CTOPOHE
00BeKTa TecTHpoBaHUs. Kak clie[icTBHe, TpenBapUTeNbHAs TeHepanus W3 CHenu(UKaId
HEKOTOPOT0 MHOXECTBA TPACC B IEJIAX MPOBEPKH KOH(POPMHOCTU «USPHOTO SIIMKA» HE UMEET
cMbIcna. TecThl TOJKHBI TeHEPUPOBATHCS JMHAMUYIECKU C YIETOM PEAKIMH «ISPHOTO SIIHKAY.
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C2-mawuna ¢ ucknouennou ponvio role (nmance — C2ER-mamuna) — 310 Bapuant C2-MalllnHbl,
KOTOPBIN paboTaeT B Mape ¢ «YCPHBIM ALIUKOMY, PEaTH3YIOLIMM NPOTOKON Ha CTOPOHE poutu role.
C2ER-MamHa MOJDKHA YMETh pemIaTh JABE 3aAadm: 1) TIpoBepsATh KOH(POPMHOCTH IIAKETOB,
MOCTYTIAIOIINX OT «YEpHOTO SAIMmHMKa» (message verification); 2) mo makeTam, IMOCTYHAIOIIAM OT
«4EpHOTO SIIMKa», aKTyallM3HPOBaTh CBOE COCTOSHHE TaK, YTOOBI COXPaH;AIACh KOH(POPMHOCTDH
nocienyromiero nmopeneHust C2ER-mammmner (state updating).

Iponenypa ¢ynkuunonupoBanus FUNCLER, ommceBatomas C2ER-mammHy BO  BTOpPOM
npubmmwkenun (Jluctunr 5), ornmugaercs ot npoteaypsl runCl HanmuuueM OBYX AOTOTHHUTEIBHBIX
¢byukumit — receivefrom (momydenwe makera wsBHe) u Verifyupdate (Bepudukanmst makera u
akTyanuzanus cocrostuuss C2ER-mammnbl; B ciydae ycriexa (yHKIHMS BO3BpamiaeT 1rue, nHave
False).

receivefrom :: Role — Maybe [Word8]

verifyupdate :: (ExprDesc, [Word8]) — Bool

runCIlER role = do

let packetDef = fst protSpec
let run (s, p) = do
let chksess = do b’ ~: Bool
if b’ then run (s, p+l) else run (s+1, p)

curstep := (s, p)

(src, dst) :— (Role, Role)

packetRoles := insert (s, p) (src, dst) packetRoles
let ix = [(_sessions, s), (_packets, p)]

if src == role
then do mbs « receivefrom role
if mbs == Just bs

then do [d] « symexecute [B [packetDef]] ix
b « verifyupdate d bs
if b then chksess else fail
else stop
else do b « dochoices packets ix
if b then do [d] — symexecute [B [packetDef]] ix
mbs — calcvalue d
if mbs == Just bs then chksess else fail
else run (s+1, p)
packetRoles := empty
run (1,1)
Jlucmune 5. Ipoyeoypa ¢ynxyuonuposanus runC1ER
Listing 5. RunC1ER Functional Procedure

Peamuzanmst  ¢yuxkuum verifyupdate — wempocras 3amaua. Hampumep, B paborte [16]
NPOJIEMOHCTPUPOBAHA HETPUBHAIBLHOCTD 33Jadll MPUMEHEHHS JHCCEKTOPOB OOIIEro Ha3HAauYCHHMs
(na npumepe ¢peiimBopka Python Scapy) amnst pazbopa nmakeToB KpunTorpaduueckux IMpOTOKOJIOB
(ma mpumepe QUIC).

C2ER-manmHy OyzneMm HasblBaTh KoppekmHuou npoexyueti C2-MallMHBI, €CIW  BBINOJIHSIETCS
ciieslyroniee yciIoBue: s Jr000i crieruduKanuy IpoTOKOJIa MHOXKECTBO TPace, MPOU3BOANMBIX
C2ER-MarmHo#, SBiIseTCs IOAMHOKECTBOM MHOXKECTBA TPACC, MPOU3BOAUMBIX C2-MalInHOM.

7. 3aknroyeHue

st mpoBepkH paboTOCIIOCOOHOCTH MPEIONKEHHOTO MOAX0/a aBTOPOM pa3paboTaHa peaan3aris
C2-mammuHsb!l ¢ MCKII0OUYeHHOH poiibio Ha s3bike Haskell n cienudmkanmum nporokona TLS (Bepcuii
1.2 m 1.3). Cnenudwukanus cymecTBeHHOH dyacTu mporokona TLS 1.3 (B yacTHOCTH,
MOJJIEP)KUBACTCS] IBYCTOPOHHSISI ayTEHTU(UKALIMS 1 BOCCTAHOBJICHUE CECCHIl C MCIOJIb30BaHUEM
THKETOB) Ha sA3bIke C2-MaiuHbl 3anuMaeT okosto 800 crpok (yacte packetDef — 500 cTtpok u yacth
controlDef — 300 crpok). Eme 200 ctpok (06paboTka cepTH(GUKATOB W Ap. OOLIEYHOTPEOUMbIE
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nporeaypsl) BoiHeceHbl u3 packetDef B Gubnmorexy, o6yt Juis BceX MPOTOKOJIOB. B poswm
«9EepHOTO SAMNKay» BBICTYIAJ IIPOTPaMMHBII MmakeT openssl.

IIprMEHNTENBHO K 3aj1au€ TECTHPOBAHMS «YEPHOTO SIIMKA» pean3alds MalIUHbl yMEET JIeaTh
MOJTHBIH 00X0/1 BCEX BO3MOKHBIX TPAEKTOPHH TIPOTOKOJIA, 3aBUCAIIMX OT TECTHPYIOLIEH CTOPOHEL,
[IOCJICIOBATEIBHO nepebupas pasauYHBIE BapUaHTEI pasperieHus cuTyanuit
HeJETEPMUHUPOBAHHOTO BEIOOPA (B MPEATIONOKEHUH, YTO OOBLEKT TECTUPOBAHUS JETEPMUHUPOBAH
M JISL HETO BO3MOYKEH Haoedicnblil pecmapm, reliable reset).

Ha nanHOM 3Tame peanMzaiiy MOJX0Ja OTpaHHYECHHE Mepedopa MpeArogaraeTcs OCYIIECTBIISTh
IyTEM pPYYHOTO COKpallleHWs HeaeTepMUHM3Ma crenupukanny. Peammzanus 3h(GeKTHBHBIX
cTpaTteruii 00Xoaa Ha MOJIHOIEHHON crenn(uKalui — TeMa JalbHeWIx uccienoanuii. Llems —
Ha 6aze ¢opmanuima C2-MallUHbI 33]aTh METPHUKH Ka4eCTBa TECTHPOBAHHS KPUITOMPOTOKOJIOB,
CXOKHE C METpUKaMH, MPHHATHIMH B CTaHAapTax TECTHPOBAHUS IMPOrPaMM B aBHOHHKE.
Bo3MoxHBIE TOAXOIBI K PEMICHHIO 3TOW 3aaddl pPacCMOTPEHEI, Hampumep, B pabore [17] (B
KOHTEKCTE Mauiunsl ¢ abcmpakmuvimu cocmoanuamu (ASM) [18]). B crenyromeit pabote Takke
[UIAHUPYETCS  MPEACTaBUTh  PE3YNbTAaThl ~ MOJEIUpOBaHMs  Ha  s3bike  C2-MalldHbI
pENpe3eHTaTHBHOTO, C TOYKU 3PECHUsI OOOCHOBAHUS BBIPA3HTEIBHOCTH IMPEAJIOKEHHOTO S3bIKa,
Habopa MpOMBIIUIEHHBIX kKpunrorpaduuecknx mporokoios (IPSec (IKEv2), QUIC u mp.).

JlononHutenbHO aBTOpckass peanusanus C2-MallUHbI C  HMCKIIOYCHHOH pOJIBI0  BKIIOYAET
peanuszarto anroput™a JI. Aurmyuns (Dana Angluin) [19], ¢ moMomp0 KOTOPOTo MONTy4YeHHOES
JIepeBO 00XoJa CBOpayMBaeTCs B Ooyiee KOMIAKTHOE (YIOOHOE i BH3YaJILHOTO aHAJIN3a)
Npe/ICTaBICHUE B BHUJIE KOHEYHOIO aBTOMAra, a TaKKe TPAaHCIATOp Tpacc 3amycka C2-MalvHbI B
crenu(uKaiy B HOTAI[MU aHAIN3aTopa MPOTOKoJI0B ProVerif.
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AnHoTtammsi: Pa3paGoTka Ul CTEKOBBIX IPOIECCOPHBIX apPXUTEKTYp OOBIYHO BENETCSI C HCIIOJIH30BaHUEM
yCTapeBIINX HU3KOYPOBHEBBEIX SI3BIKOB IPOrPaMMHUpPOBAaHMs WM sI3bIKa acceMbiep. IlodTomy akTyaiabHa
3aj1a4a IoJIeP KK SI36IKOB ITPOTrPaMMHUPOBAHUS BEICOKOTO YPOBHS IUIsI TAKUX apXUTEKTYyp. B 3T0i padore MbI
paccMaTpuBaeM mporece pa3padoTKH U peanu3anud Ha 6asze mHPpacTpykTypsl LLVM/Clang momHoneHHOH
CHCTEMBI MPOrpaMMHUpOBaHus Ui s3bika Cu i crekoBoil apxutekTypsl TF16. Vcmons3oBaHue MMEHHO
LLVM B kadyectBe 0a30BOH CHCTEMBI MPOTPAMMHPOBAHUS OOYCIOBICHO OOJBIIUMH BO3MOXKHOCTSIMH
ajanTaliy  JOIOJHHUTEIBHBIX KOMIIOHEHTOB CHCTEMBI IIPOTPaMMHUPOBAHHMS, HANpHMeEp, TaKHX Kak
nu3acceMOiep, KOMITOHOBIIMK M OTJIQMYUK IS HCIIONb30BaHUS C HOBBIMH apXuTekTypamu. Hamu Obutn
pa3paboTaHBI IBe Bepcuy KoMITIiIsIiTopa. B nepBoii Bepcun kommnmmsitopa apxurekrypa TF16 paccmarpuBanach
KaKk KJacCHYeCKas PEerucTpoBas apXUTEKTypa, U CrEeHEPHUPOBAaHHBIM KOJ HE MCIOJIb30Bal CTCKOBbIE
BO3MOXKHOCTH. DTa BepCcHs OblIa OTHOCHUTENBHO IPOCTa B pa3pabOTKE M CIIY)KHIA TOUYKOH CPaBHEHUS NS
BTOPOH BepcHHU KoMnuisiTopa. Bo Bropoii Bepcun koMmmisiTopa ObUT pa3paboTaH M peaqn3oBaH MaThopMo-
HE3aBUCHMBIH ANTOPUTM ITUIAHUPOBAaHHUS KOMAaHI C YYETOM OCOOEHHOCTEH CTEKOBBIX apXUTeKTyp. llpu
CPaBHEHMH JABYX BEPCHil BepCHS KOMITHIITOPA C IOJAEPKKOH CTEKOBBIX BO3MOXKHOCTEH TEHEPHPYET KOJ,
KOTOpBHIi B cpeiHeM Ha 35.7% ObIcTpee 1o BpeMeHH BhITIONHeHHs U Ha 50.8% MeHsbIIe 1mo pasmepy, 4eM Kof,
TeHEePUPYEMBII BepCcHel KOMITIIIATOpa 0e3 MOJIEPKKH CTEKOBBIX BO3MOXKHOCTEH. Pa3paboTaHHbIH anroputm
MO3BOJIET peannu3oBarh B komnuisitope LLVM noanaepxky Jpyrux CTEKOBBIX MPOLECCOPHBIX APXUTEKTYP.

KumroueBsbie ci10Ba: cTekoBIil nponeccop; komnwistop; LLVM

Jas matuposannsi: CxsoprioB JI.B., Baes P.B., Homropykosa K.IO., Hlapeirun E.}O. Pa3spabotka
KOMIMWIATOPA JUIsl CTEKOBOH nporieccopHoit apxutektypsl TF16 Ha ocHoBe LLVM. Tpyznst UCIT PAH, Tom 33,
BoII. 5, 2021 1., ctp. 137-154. DOI: 10.15514/ISPRAS-2021-33(5)-8

Developing an LLVM-based compiler for stack based
TF16 processor architecture

L.V. Skvortsov, ORCID: 0000-0002-1580-1244 <Ivs@ispras.ru>
R.V. Baev, ORCID: 0000-0002-7999-7952 <baev@ispras.ru>
K.Y. Dolgorukova, ORCID: 0000-0002-8220-8328 <unerkannt@ispras.ru>
E.Y. Sharygin, ORCID: 0000-0002-4042-3302 <eush@ispras.ru>

Ivannikov Institute for System Programming of the Russian Academy of Sciences,
25, Alexander Solzhenitsyn st., Moscow, 109004, Russia.

Abstract: Development for stack-based architectures is usually done using legacy low level languages or
assembly code, so there exists a problem of a high level programming language support for such architectures.
In this paper we describe the development process of an LLVVM/Clang-based C compiler for stack-based TF16
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processor architecture. LLVM was used due to adaptation possibilities of its components for new architectures,
such as disassembler, linker and debugger. Two compiler versions were developed. The first version generated
code without using stack capabilities of TF16, treating it instead as a register-based architecture. This version
was relatively easy to develop and it provided us a comparison point for the second one. In the second version
we have implemented a platform independent stack scheduling algorithm that allowed us to generate code that
makes use of the stack capabilities of the CPU. When comparing the two versions, a version that utilized stack
capabilities generated code that was on average 35.7% faster and 50.8% smaller than the original version. The
developed stack scheduling algorithm also allows to support other stack based architectures in LLVM toolchain.

Keywords: stack processor; compiler; LLVM
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1. BeedeHue

HecmoTpsa Ha TO, yTO B HacToslee BpeMsl CPeAu MPOIECCOPOB Ul BCTPAUBAEMbIX YCTPOMCTB
JIOMUHHUPYIOT pa3nndHbele BapuaHThl RISC-apXuTekTyp, Mporeccopbl o CTEKOBOI apXUTEKTYpoil
Bc€ el HaxogaT npuMeHeHue. IIoMHMMO BONPOCOB COBMECTUMOCTH M II€PEUCIOJIb30BAHUS
IIPOBEPEHHOTO BPEMEHEM KOJa B COCTaBE CIOXKHBIX CUCTEM, 3TO B TOM YHCIIE CBA3AaHO C TeM, UTO
CTEKOBBIE IIPOLIECCOPHI YJIOBIETBOPSIOT OCHOBHBIM TPEOOBAaHUSIM BCTPaNBAEMBIX YCTPONUCTB, TAKHM
KaK HaJAEKHOCTh pabOTHI, pa3Mep U BEC MUKPOKOHTpOJUIepa U 3HepromoTpedienue [1].

3a4acTylo JJisl CTEKOBBIX apXUTEKTYP HET COBPEMEHHBIX CPEICTB [UIsl pa3pabOTKU MPOrpaMMHOTO
obecrieueHusi, a Juil NPOrPaMMHUPOBAHMs HMCHOJB3YyeTCsl acceMOiep JMOO0 NPUMEHSIOTCS
CIeTHATH3UPOBAHHBIC CTEKOBBIC S3BIKH.

Opnnoit 13 Takux apxutektyp ssisiercst TF16 [2]. TIporpamMmmupoBanue i MUKPOKOHTPOJLIEPOB
9TOM apXUTEKTYpPHI BBHITIOJTHACTCS UCKIIOUHUTENIHHO Ha si3bike mporpammupoBanus FORTH, mns
KOTOPOTO peajn30BaH TPAHCIATOP B MalInHHbIE Koabl TF16.

B cospemennom mupe s3pik FORTH [3] umeer oveHp cinaboe pacmpocTpaHEeHHe, MO3TOMY
aKTyaJbHa 3aJadya CO3[JaHMA CHUCTEMBl MPOrPaMMHPOBAHUS JUIS IIMPOKO PACHPOCTPAHEHHBIX
SI3BIKOB BBICOKOT'O YPOBHS Ui apXuTektypbl TF16.

Lenbto maHHOW paboOTHl SBISIETCS pa3paboTKa W peannm3anus Ha 0aze HWHPPacTPyKTypHI
LLVM/Clang [4] mosnHOIEHHO# cHCTEMBI porpaMMupoBanst s s3sika Cu u matdopmsr TE16.
Hcnonp3oBanne umerHo LLVM B kadecTBe 0a30BOii CHCTEMBI IPOTPAMMHUPOBAHUS O0YCIIOBICHO
OONBIIMMH ~ BO3MOXKHOCTSMH  QJIaliTAllAd  JIOTIONTHUTENBHBIX ~ KOMIOHEHTOB  CHUCTEMBI
MPOTPaMMHPOBAHUs, HApUMep, TAKUX Kak Jr3acceMOiiep, KOMIIOHOBIIMK, W OTIAIYUK IS
HCTIONB30BaHUS C HOBBIMH apXUTEKTypaMH.

CyIecTByeT HECKOJBKO pealln3aliii KOMIIIATOpa si3bika CH U CTEKOBBIX apXHUTEKTyp. Tak, B
pab6ote [5] onuckiBaetcst Moaytb it GCC [6], ONTUMHU3UPYIOLIMI KO MOJ] CTEKOBYIO apXUTEKTYPY
B paMKax oJHoH ¢yHKumH. B pabote [7] 3TOT mOAX0A pacIuupsieTcs: 10 MEKIPOLETYPHOTO YPOBHSI.
Takke CyIecTBYeT peaau3alys rI100aJbHOT0 INTAHUPOBAHHS HHCTPYKIIUH CTeKa ATl KOMITIIIATOPa
LCC [8]. Onnako Bce 3TH peaiam3aliiy ObLIM Pa3pabOTaHbl IO/ YHUCThIE CTEKOBBIE aPXUTEKTYPHI,
T.€. APXUTEKTYPHI O3 PETUCTPOB OOIIETO HA3HAUCHUS, HE SBIISIOMINXCS YaCTHI0 CTEKOBOM MOJIENH.
TF16 He siBsieTcs TakoH apXUTEKTYPOM, IOITOMY JJisl He€ TaKOW MOJXO0 HE TOUTCSL.
JlanbHeiiee U3I0KeHNe MOCTPOSHO CISIYIONMIM 00pa3oM. B pa3z. 2 onmuchIBatoOTCst 0COOCHHOCTH
apxurexktypsl TF16. Pa3n. 3 ommceiBaeT peanu3aruro 0a30BOH MOIAEP)KKH 3TOH apXUTEKTYpHI B
xommuisitope LLVM u mepBoro corjameHusi o BeI3oBax. B pasa. 4 obcyxmaercst pa3zpaboTka
MOJACPKKHA [T WCIOJIB30BAHUS CTEKOBOM MOJEIM BBIYMCICHUII BMECTO PETUCTPOBOH, UYTO
BKITIOYaeT B Ce0s CO3JaHME CTEKOBOTO IUIAHWPOBIIWKA, YIOPSAOYHBAIONIETO KOMAaHABI W3
MIPOMEXYTOYHOTO BHyTpeHHero mpenactaBieHuss DAG, KOTOpoe ONMCHIBaeT BBIYUCICHHS B BHIC
JlepeBa 3aBHCUMOCTEI 10 JaHHBIM, M PEAJIM3alyI0 BTOPOTrO COIJIAILICHUs O BbI3OBax. B pasm. 5
paccMaTpUBAIOTCS pealu3alld AMYNATOpa M CUCTEMBbl PETPECCHOHHOIO TECTUPOBAHUS IS
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miatrpopmer  TF16. B Pa3n. 6 mnpuBemeHsl pe3ynbTaThl TECTUPOBAHHS PEATM30BAHHOTO
KOMITHJISITOPA JIJIS pa3IMYHBIX HAOOPOB TECTOB. Pa3i. 7 coAep KUT 3aKITIOUYCHHE.

2. Apxumekmypa TF16

TF16 — 16-6utHas apxutekTypa. MukpokoHTpoiuiepsl TF16 mcmoms3yioT 16-0MTHBIE PETUCTPHI.
IIpu sTOM enmHUNEH TF000TO OOpamIeHU K IMaMsTH SBIsieTCS 16-OMTHAs sSdelika, TO ecThb aapec
oOpamennss Oyner dYeTHBIM. Eciam mepemaTh HEYETHBIM ajgpec — Miammuii Out OyneT
npourHopupoBaH. [yt Toro, 94TOOBl ampecyeMoe IPOCTPaHCTBO He ObpuIo orpanmyeHo 64 Ko,
UCIIOJIb3YIOTCS YEThIPE 6-OMTHBIX CErMEHTHBIX perucTpa. TakuM 06pa3oM, C ITOMOIIBIO CErMEHTHON
aZipecaniii MO>KHO aJpecoBaTh MPOCTPAHCTBO 0ObeMoM 4 MO.

o knaccuduramuu Kynmana (Philip J. Koopman) [1], apxurektypa TF16 Giinke Bcero Kk Moaenu
MHO)KECTBA CTEKOB C MaJIBIM pa3MepoM Oydepa n MHCTPYKIHUSIMH ¢ ogHUM onepanaoM (MS1). Oto
O3HaYaeT HaJIM4Ke HECKOJIbKUX cTeKoB (B ciryuae TF16 — nByX), pacroyio)keHHbIX B 00LIeH MamsTH,
QJIEMCHTBI KOTOPBIX IpHU HeO6XOI[I/IMOCTI/I MOXHO aAp€COBATh HAIPAMYIO, UCIOJIB3Yyd UX aJpeC B
oOmeit mamsTu. Taroke 3TO 03HAYACT, YTO MHCTPYKIUU B apxuTekType TF16 ABHO NIpHHUMAIOT OJUH
apryMEHT W HESBHO HCIOJB3YIOT KaKk BTOPOH apryMeHT 3JIEMEHT Ha BepuiuHe creka. Creayer
3aMETHTh, YTO HE Bce MHCTpyKiun TF16 momanmaror mon 3to mpaswio. IlogpobHee MHCTPYKIMH
paccMaTpUBalOTCA B COOTBETCTBYIOIIEM Pa3zielie.

2.1 PerucTtpbl npoueccopa TF16

[Ipu pabote crexoBoro nporeccopa TF16 ncronp3yercst ABa cTeka — CTEK AaHHBIX M CTEK aJpPECOB
Bo3Bpata. Ui yKasaHMS BEpPUIMH JTHX CTEKOB HCHOJb3yloTcsi peructpel PSP u RSP
COOTBETCTBEHHO; 00a perucrpa conepxar mo 16 paspsmos. B perncrpe xpaHutcs MMEHHO aapec
BEPXHETO JJIEMEHTA CTEKa, a HE yKa3aTellb Ha CICIYIOUIylo cBOOOJHYIO S4YeiKy. B cTek maHHBIX
MOMHMO MH(pOpMaNH U3 MaMSATH JIOTHIECKN BeTpauBatoTest perucTpsl T u N, onmcanHble Hike. B
CTEKe BO3BPATOB TaKOW HAJCTPOWKH HET, BEPXHUI AJIEMEHT OyneT HaXoauThes To anpecy [RSP].
Hanpasienune pocta 1y 000MX CTEKOB ONpeeNnseTcs] MIAANINM OUTOM perucrpa-ykasatens. Ilpu
YCTaHOBJICHHOM MJIajieM Ourte (3HaueHHe 1) COOTBETCTBYIOLIMH CTEK «PacTeT» B HANPaBICHUH
YMEHBUICHUS aIpeCOB.

CermentHble peructpel CS n SS mMeroT oco0oe HazHau€HHE — MEPBBIA M3 HUX yKa3bIBaeT Ha
CerMEHT KoJla, OTKyJa IPOM3BOAUTCS BHIOOpKA KOMaHI; BTOPOM peructp — SS — ykasblBaeT Ha
CTEKOBBIN cerMeHT. OcTanbHbIe 1Ba cerMeHTHBIX peructpa DS n ES MoryT npou3BoibHBIM 00pazom
MCIIONIb30BAThCS JUTA a/ipecaliiyl JaHHBIX B JIIOOBIX CErMEHTAaX.

Peructp T sBnsercss 16-pa3psgHbIM aKKyMyJISITOPOM, a TaKKe BHUPTYalbHON BEPIIMHON CTeKa
JaHHBIX. Kakaas HHCTPYKIUS MPOU3BOANT YTEHUE MITH 3alMCh 3Toro peructpa. Peructp N takxe
16-pa3psiHbli, U SIBIISIETCS pPACHIMPEHUEM aKKyMYJISTOPa, UM BTOPBIM CBEPXY AJIEMEHTOM Ha CTEeKe
JaHHbIX. [Tocnenyromue 31eMeHTHI CTeKa XPaHATCS B IAMSITH.

CymecTByeT eme 4 perucrpa, KOTOpsle MOKHO Ha3BaTh PerMCTpamMu o0Imero HazHaueHus. OHH
HasbiBatoTcs Al, A2, A3 u A4 u Takxe conepxar 16 6ut. OHM MOTYT UCTIOJIL30BaThHCS Kak 0a30BbIC
IpHU 00paIIeHNH! K MTaMSTH.

1 opraHu3amy HEKOTOPBIX BHIOB IIUKJIOB €CTh CIICIIMATBHBIN 16-pa3psaHblil peTUCTp CUETIHKA
nukna C.

CymiectByeT Takxke omHopaspsaabiid peructp guara CARRY, kKoTopbiii 00BIYHO yCTaHABIUBAETCS
B | IIpy HaNMYMK TEPETIOTHEHHS BO BPEMsI BBIIIOJIHEHHS MOCIIEAHEH apuMeTHIeCKOi KOMaH/IbI.

B xadectBe cu€Tumka KOMaHJ HCHOdb3yeTcs 15-paspsansiii peructp PC. AnmpecoM Tekymiei
KOMaH/bl sIBJIAETCs 3HaueHue peructpa PC, noruuecku cIBUHYTOE BIEBO HA OJUH pa3pal.
JlomoTHUTEIbHBIE PETHCTPHI, OTBEHAIOMIME 3a PadOTy CHCTEMBI IMpepBIBaHWN, MBI HE Oynem
paccmarpuBaTh B paMKax JaHHOH paOoThlI.
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IIpoueccop TF16 Takxe moamepkuBaeT no0aBicHUE K HeMY Tepu(epuitHBIX YCTPOUCTB. B aToM
pabote MBI OyzmeM paccMaTpuBaTh TOJNBKO OFHO TaKO€ YCTPOHCTBO — COMPOLECCOp M
BEIIECTBCHHBIX BRIYUCIICHUHA. B 3TOM comporeccope copepxkarcs 8 16-OUTHBIX peTHCTPOB 00IIero
HasHauyeHust R1-R8, o0bennuénnbIx B 32-0utnbie peructpsl OP1-OP4, rie R1 << 16 | R2 = OP1,
R3 << 16 | R4 = OP2 u t.1. Ha perucrpax OP1-OP4 cnenyer pacronarate 32-OUTHbBIE YHCIIa C
IUIaBaOLIEH 3aMATON.

2.2 Cncrema KomaHpg,

Komanner nmponeccopa TF16, xak 1 y APYruX CTEKOBBIX MPOLECCOPOB, OUYEHb IUIOTHO YIAKOBAHBI,
W 3a OAHY KOMaHIy TIIO3BOJISIIOT BBINOJHUTE HECKOJIBKO HENPOTHBOPEUYUBHIX JIEHCTBHNA
onHoBpeMeHHO. CymiecTBYIOT 16-0uTHBIC 1 32-0MTHBIC KOABI KOMaH. [lociieiHre 3aHUMAIOT J1Ba
MOCJIEIOBATENIbHBIX  16-OMTHBIX ~ CJIOBa, W BTOPOE  CJIOBO  SIBISieTCS  16-pas3psiiHBIM
HETIOCPEICTBEHHBIM OIIEPaHIOM.

K HekoTOpsIM KOMaH/iaM MOXHO 100aBUTh Cy(pdUKCHI, 4TO H00aBISET KOINIECTBO IPPEKTOB OT
BBITIOJTHEHHS 3THX KoMaH 1. CITUCOK CY((HUKCOB C KPaTKUM OIHCAHHEM UX paboThl OyAeT NpUBEIEH
HITKE.

Bce koMaHBI TIpoIieccopa MOXKHO Pa3JIenuTh Ha HECKOJIBKO KIIACCOB.
e  KomaHel pabOTHI CO CTEKOM.

e Komanma PPUSH nmoGarisieT Ha CTeK MaHHBIX 3HA4YCHHUE, Haxojsiieecs B peructpe T. B
TepmuHax npomneccopa TF16 310 03Ha"aeT, 4To MPOU30HAET MHKPEMEHT (FIIH IEKPEMEHT)
peructpa PSP, 3atem 3HaueHne, Haxoxsmeecs B peructpe N, OyAeT 3alicaHo B HaMATh MO
anpecy [PSP], a B peructp N OyneT 3anucaHo 3HadeHHE, HaxoasIeecs B peructpe T.

e Komanna PPOP cHuMaeT co cTeka NaHHBIX BepxHee 3HaueHue. B TepmuHax mporeccopa
TF16 3to o3Hauaer, 4uro 3Ha4YeHue peructpa N OynaeT 3amucaHo B peructp T, 3HaueHue,
HaxoJsmeecss B mamstu mo anpecy [PSP], Oyner 3ammcano B peructp N, U mpou3onaér
JIeKpeMeHT (WM HHKpeMeHT) peructpa PSP.

e Jlns paboThl co cTeKOoM BO3BpaToB ucHoib3ytoTcss koMauasl RINC, RDEC, RMOVA,
RLOAD, RPUSH u RPOP. Komauast RINC nu RDEC ocCyiiecTBIsIFOT MHKPEMEHT M
JIEKpEeMEHT 3HadeHus peructpa RSP B 3aBUCHMOCTH OT 3HA4YEHHUS MJIAJIIEr0 OWTa 3TOTO
peructpa. Komanast RMOVA u RLOAD ocyliecTBISIOT YTEHUE W 3alUCh 3HAYCHHS Ha
BEpIIMHE CTEKa BO3BPATOB COOTBETCTBEHHO. B IIepBOM cityuae 3HaueHHE C BEPIINHBI CTEKA
BO3BpaToB OyzaeT 3amucaHo B peructp T, BO BTopoM 3HaueHHe B peructpe T Oyzmer
3anMcaHo Ha BepuHy cteka Bo3BparoB. Komanaet RPUSH u RPOP skBHBasieHTHBI apam
koMmaHg RINC+RLOAD u RMOVA+RDEC cooTBETCTBEHHO.

e KomaH/bl UTE€HUS U 3aITUCH PETUCTPOB.

e Komanna LOAD 3anuceiBaeT 3HaueHue peructpa T B peructp, NEpeAaHHBIX B KauecTBE
ssBHOTO omepanaa. K aToil komanne MoxxHO n00aBuTh cypdukcet POP, POPNT, PUSH,
RET.

e Komanma MOVA 3anuceiBaeT 3Hau€HHE PETUCTPA, MEPEJaHHOIO B KAadeCTBE SIBHOIO
ornepanna, B peructp T. K aToit komanae MoxxHo n06aButh cypdurcet POP, PUSH u RET.
Taxke B KauecTBe OINEpaHAa MOXHO IEpeJaTh HEMOCPEACTBEHHOE Lienoe 3HaueHue. [lpu
3TOM €CII HEMOCPEICTBEHHBIH ONepaHi HaxXoAWTcs B auamasoHe oT 0 mo 255, Takyio
KOMaHJy MOJXHO 3aKOJUpOBaTh JBYMs crocobamu, kKak 16-OMTHYIO ¢ 8-OMTHBIM
HETIOCPEACTBEHHBIM ONEPaHIOM, TaK M Kak 32-OUTHYIO C 16-OUTHBIM OIEepaH/IOM.

e Komanna XCHG MmeHsieT MmecTamMu 3HaY€HHE PErUCTpa, NEPEIaHHOTO B KauecTBE SIBHOTO

orepaHna, u 3HaueHue peructpa T. K artoit komanae MoxxHO 106aBuTh cyddukc(sr POP,
PUSH,) RET.

e Bce Tpu KoMaH/1bl IPUHUMAIOT B KA4ECTBE SIBHOTO OIepaHa Jr000i u3 peructpoB Al-A4,
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N, C, CS, SS, DS, ES, PSP, RSP.

ApI/I(I)MeTI/I‘leCKI/IC N JIOTUYCCKHUEC KOMaH/Ibl

ADD, ADDC, SUB, SUBB, SBB, SBBB, AND, OR u XOR.

OmHNM W3 OMepaHIOB B THX KOMaHJax BCErjaa BeICTymaeT peructp T, a B KadecTse
BTOPOTO MOKET HCIIONIB30BAThCA Kak Jr000i m3 peructpos Habopa Al-A4, N, C, Tak u
HETIOCPEACTBEHHOE 3Ha4YeHHe. [Ipn 3TOM ecnm HeMoCpeACTBEHHBIN ONepaH]] HaXOAUTCS B
nunamazone ot 0 1o 255, Takyro KOMaHIy MOXKHO 3aKOJHPOBATh ABYMs CIToco0aMu, Kak 16-
OUTHYIO ¢ 8-ONTHBIM HEMOCPEICTBCHHBIM OIIEPAaHIOM, TaK M Kak 32-0HTHYIO ¢ 16-OUTHBIM
omepaHnoM. Omepanuy CIOXKEHHSA W BBIUNTAHUS BCErZa YCTAaHABIMBAIOT Quar
neperionHeHust CARRY cornmacHo o0OBIMHBIM mpaBmiiaM paboThl ¢ 0E33HAaKOBBIMHU
BeryucineHussMu. Komanna ADDC otnmyaercst ot ADD Tem, 4To npy BBIYHCICHUN CYyMMBI
nornoiHuTenbHO npubaBut 3HaueHue CARRY. Ananormuno SUBB orimuaercs ot SUB,
sHayeHue CARRY Oyzaer momonHuTensHBIM BbhlumTacMbiM. B komanmax SBB u SBBB
PCaIN30BaHO BbIYMTAHUE CO CMEHOU OICpaHa0B — B HUX PETUCTP T siBnsieTCst BEIMUTAEMBIM.
PesynbraT BeIMMCIEHNH Beerna OyaeT pacronoxeH B peructpe T.

Ecnu B kauecTBe SIBHOTO OllepaH/a UCIOJB3YETCsl PETHCTP, TO K THM KOMaHIaM MOXKHO
no6asuthk oauH U3 cypoukxco POP, RUSH, RET unu REG!.

Komanner nmepexona.

Komanga NOP mepexoauT Ha CIEAYIOIIYI0 KOMaHIy 0e3 mobounbix 3¢ ¢extoB. K atoit
KOMaHJie MOXHO 100aBuTh cyhdurc POP. PesynapraToMm monyduBiieiics komauasr NOP
POP o6yzaer copoc Broporo smementa (peructpa N) cO CTeKa AaHHBIX C COXpaHEHHEM
BepIIUHKI cTeka (peructpa T) Oe3 n3MeHeHU .

Komangs! BR, BP ocymecTtsusitor 6e3ycinoBHbIH nepexo. OnepanioM SBISETCS 3HAKOBOE
CMeIIleHHe OTHOCUTENBHO TeKyIero 3HadeHus peructpa PC. ITockonbky 06e koMaHas! 16-
paspsiaHble, CMENIeHre TOJKHO yMenaTbes B 8 Out. B cinydyae komanasl BP Takxke co creka
JIaHHBIX COPACHIBAETCSI BEPXHUI JIIEMEHT.

Komanga JUMP ocymiecTBisier 6€3yclOBHBIH Mepexo] MO MepenaBaeMoOMy B KadeCTBE
omnepaHjia abcomoTHOMY 16-OUTHOMY ajpecy.

Komanner BZ, BNZ, BLZ, BGE, BZP, BNZP, BLZP, BGEP, BC, BNC, BCP, BNCP
OCYLIECTBJIAIOT YCJIOBHBIM mepexoi aHanoruyHo komanaam BR u BP. nga nmocnegnux
4eThIpEX KOMaHI YCIOBHE Tepexona 3aBUCHUT OT 3HadeHus peructpa CARRY, mis
OCTAJILHBIX - OT 3Ha4eHus peructpa T.

Komanga CYCL ocyuiecTBisieT YCHIOBHBIM Iepexosa aHaiorndyHo komanzae BR. Ilpu
mepexoie KOMaH/a TakXKe MOHIKAeT 3HaueHue cuéranka mukia (peructp C).

Komangsr CALL u RETURN ocyIiecTBiIsIoT BBI30B (YHKIWH W BO3BpAT M3 (DyHKIHHA
cooTBeTcTBeHHO. B Tepmuuax mpoueccopa TF16 3to o3nawaer, uro komanma CALL
IIPUHUMAET B KauecTBe onepaHaa 16-pa3psaHbIi agpec MepexoAa aHaJIOTHUYHO KOMAaHJE
JUMP u xnanér Ha BepHIMHY CTeka BO3BparoB ajpec Bo3BpaTa. Komanga RETURN
CHMMAaeT C BEPIIMHBI CT€Ka BO3BPATOB ajpec BO3BpaTa M OCYIIECTBISIET O€3yCIOBHBIH
Hepexos Mo ATOMY afipecy.

Komanne! ciBura.

DSRL, DSRA, DSLL, DSRC, DSLC — koManbl ABOHHOTO caBura. OCyIIECTBISIOT CABHUT
32-6uTHoro 11eoro uncia, Haxosierocs B peructpax N u T, rue B peructpe T HaxoasTcs
BepxHHE 16 OuT uymcia, B peructpe N — HibkHHE 16 OuT yncna. K 3TiM KoMaHgaM MOKHO
no6asuts cyppukc RET.

SRL, SRA, SLL, SRC, SLC — xomanzabl oauHapHOTro ciBura. OcymecTBIsSOT caBUT 16-
OuTHOTO 11eJI0T0 Yncia, Haxoxsmerocs B peructpe T. Takxe cymectByer komanga SWAB
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— IMKJIMYECKHUil CABMT Liesioro 4ncia B peructpe T Ha 8 pa3psioB (MOKHO paccMaTpHBaTh
KaK IePECTAaHOBKY BEPXHUX U HIDKHUX 8 OalT uncia). K aTiM koMaHaaM MOKHO T0OaBUTh
cypdurcer PUSH, POP u RET.

e Bce xomaHzgp! caBura, kpome koMaHIsl SWAB, OCyIIeCTBIAIOT CABUT HA OTUH Pa3psm U
HE IPHHAMAIOT SBHBIX OIEPaHIOB.

° KOMaHZ[I)I pa60TI>I C IaMAThIO.

e DOTH KOMaHIbl NPUHUMAIOT 2-3 SBHBIX omepaHna. KomaHIBI CTpOSATCSA CIlEAyIOIUM
obpazom:

o KimroueBoe cmoBo LOAD wmmum MOVA — 3amuch B MaMITH M UYTEHHE U3 IIAMATH
COOTBETCTBEHHO

e Perucrp obmero HazHauenus Al-A4 wnu kitoueBoe ciioso MEM. B nepBoM ciryuae 3anuchb
Oyzer o3HauaTh, UTO B KAYECTBE aJpeca UCTIOJIb3YyeTCs 3HaUeHNe, HaXOAd1Ieecs B PerucTpe
obmero Ha3HaueHuWs. [Ipy 3TOM K pErucTpy MOXHO J00aBUTh IPEJUHKPEMEHT,
IPEeJEKPEMEHT, IOCTUHKPEMEHT WM IOCTAEKpEMEHT. Bo BTOpOM ciyyae B KadecTBe
ajJipeca UCIONb3yeTCs 3HaUEeHUE, Haxoasmeecs Ha peructpe T.

e Cermentnsiii peructp CS, SS, DS unu ES.

e  Kimod -n nnw -t. DTOT KIIF0Y yKa3bIBAeT Ha TO, U3 KAKOTO perucTpa Oepércs 3Ha4eHUEe IS
3alliCH B TaMsATh, JHOO B KakoW peructp OyIeT 3arpyXeHO 3HAUCHHE M3 MaMATH.
HUcnonb3yrorest Tonbko peructpsl N u T.

Kaxk 6b1110 0OTMEUEHO BbILIC, K HECKOTOPBIM KOMaHaM MO>KHO I[O68.BI/ITL cireayromuye Cy(l)(I)I/IKCBIZ

o  Cyddukc POP. ITocne BEIUKCICHUS Pe3yIbTaTa BTOPOI SJIEMEHT CTEKA NaHHBIX, HAXOSIIUACS
B peructpe N, OyzeT cOpoleH co cTeka.

o Cybduxc POPNT. Hcnomap3yercst Tosbko ¢ koMaumoit LOAD. AHaJOTHYHO mape KOMaHI
LOAD <REG> + PPOP.

e Cyddukc PUSH. IToMmuMo BEMUCTICHHS pe3ybTaTa MEpe/l 3alUChI0 B PETUCTP TPOU3BOIUTCS
komanga PPUSH.

e Cyddukc RET. [Tocne BeruncieHs pe3yibTaTa U 3allUCH B PETHCTP OyeT BBIIIOJIHEH BO3BpAT
13 TeKymen GyHKIuu.

e Cybodukc REG!. Crapoe 3Hauenue peructpa T OyaeT 3anucaHo B peruCTp, UCIOIb30BAHHbBIH B
Ka4yecTBE SIBHOTO OINEpaHAa HHCTPYKILIUH.

ITomuMo 3TOrO, HECMOTPS HA TPATUIMOHHBIM JUI CTEKOBBIX MAIIMH OTKa3 OT HCIIOJIb30BaHUA
koHBeliepa koMman, B TF16 on npucyrctByer. Hanbosee o4eBHIHO 3TO MPOSBISAETCS B IOBEIEHUU
koHCcTpykunu LOAD CS POPNT; RETURN. Byay4u BBIIIOJHEHHOW MOC/IEHOBATENIBHO, MepBas
KOMaH[Ia B 3TOW KOHCTPYKIIMH 3aIMCHIBAET HOBOE 3HAYCHHUE B CETMEHTHBIM PETUCT], O3HAYAFOIIUIT
CerMeHT K0JIa, 3aTeM HOBasi KOMaH/a T0JDKHA OBITh CUMTAaHA YK€ M3 HOBOro cermenra. OmHako, B
peansHOCcTH KoMaHga RETURN Oynet cuntaHa emé co crapbIM 3HaYCHHEM CETMEHTHOTO pEeTucTpa
CS, a nmepexox o ajapecy Bo3Bpara yke OyZeT MCIOJIb30BaTh HOBOE 3HaueHue. B pasx. 4 Oyner
MTOKa3aHO, KaK IMEHHO HCIIONB3YETCS 3Ta OCOOCHHOCTb.

3. Hecmekoenbli kKoMnunassmop

Ha mepBom sTame pa3paboTkm cTosla 3afjada peann3aniud 0a30BOW BEPCHH KOMITHIIATOPA,
HCcnoib3ysl BCTpoeHHble Bo3MoxkHOocth LLVM. Ilockonbky LLVM mnopnep:kuBaeT TOJBKO
KJIACCUYECKHE PETUCTPOBBIE APXUTEKTYPBHI, TO HA 3TOM JTale MPOLECCOp paccMaTpUBAIICS Kak
PErucTpoBBEIi Ipolieccop ¢ peructpamu obero HasHaueHus Al-A4 u C. Kpome Toro, peructpst T
u N He paccMaTpUBAJINCh KaK BEPIINHA CTEKA, IO3TOMY B paMKaxX 3TOr0 pas3jela BEpIIMHON CTeKa
Oyner HasbIBaThbesl neMeHT no azapecy [RSP]. Permcrp N Toxe cumrancss peructpom ooOiiero
Ha3HAYCHUSL.
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Paccmorpum o0myro cxemy pabotrst LLVM Ha mpumepe ¢yaxmum foo, ocymecTBistoniei
CJIOKEHUE JBYX 32-OMTHBIX YKCE U BO3BpAT pe3yibTarta. DyHKIus ykasana Ha puc. 1.

int32 t foo(int32 t x, int32 t vy)

{ return x+y; }

Puc. 1. Tecmosas ¢ynkyus
Fig. 1. Test function
PaccmarpuBate Oyznem onTUMU3HPOBAHHEIH Ko Ha ypoBHE -O1. LLVM paboTtaeT ¢ K0JoM Ha SI3bIKE
LLVM IR, ans moxydeHust KOTOporo u3 koaa Ha sa3sike C ucnonbzyercs ¢pporTIHA Clang.
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Puc. 2. I'pag enympennezo npedcmasnenust 015 Qynxyuu foo
Fig. 2. DAG for “foo” function
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IIo sTOMYy KOAYy CTpPOUTCS MAIIMHHO-HE3aBUCHMMOE BHYTpPEHHEE IMPEACTABICHUE B BHIC
HampayieHHOTO anukinudeckoro rpada (DAG). HagansHenii rpad ans gyaknum foo mpencraBieH
Ha puc. 2. Kaxslit y3en rpada npenctaBiseT u3 ceds CTpYKTypy, BKIIIOYAIONTYTO B ce0sI OTIepalliio,
BBITIOJTHAEMYIO Y3JI0M, 3HaU€HHs pe3yJibTaTa M yKa3aTelld Ha onepan/asl. Ha pucyHke ykazaHue Ha
orepaHasl 0003HaUeHO 4EPHON CTpenkoi. PesynbraToM pabOThl MHCTPYKIHMH MOTYT OBITH Kak
LIEJIOYHCIICHHBIE M BEIECTBEHHBIC 3HAYEHUsI, TaK M CIIeUaJbHbIC 3HAYCHUS JJIsl pean3aluu Tak
Ha3bIBAEMBIX «CLEIUICHHBIX» HHCTPYKUMil. Ha puc.2 cuensieHHble HHCTPYKIIMH COSANHSIOTCS CHHEH
MYHKTUPHOH cTpenkoil. Ecnu y MHCTpYKIMHM ecTh HEKOTOphId nmoOouHblil 3ddexT (Hanmpumep,
YTEHHE/3aIMCh), TO OHAa 00s3aHa NMpPUHMMATb LEMHYI0 CBS3b B KauecTBE IEPBOTO OlEpaHia H
BO3BpAIllaTh B Ka4eCTBE MOCIICAHEr0 pe3yibrara. [loMUMO LEMHOW CBSI3U MOPSAOK BBIMOJIHEHHUS
HHCTPYKIIMK MOXET ObITh YyKa3aH 4Yepe3 CBs3b, HA3bIBAEMYIO CKJICHKOW WM CKICCHHBIMU
HHCTpYKIMAMH. Takasi CBS3b 03HAYAET, YTO MEX/Y JABYMs CKICCHHBIMU HHCTPYKLUSIMHA HE MOXKET

OBITh 3aIUTAHMPOBAHA Ha BHITIOJIHEHNE HUKAKAs IPpyTast HHCTPYKIIUS

. Ha pucyHke sTa cBA3b yKazaHa
KpacHOI! cTpenKoi.
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Puc. 3. Onmumu3supogannviii 2pagh sHympennezo npeocmagienus ons Qyukyuu foo
Fig. 3. Optimized DAG for “foo” function
HauansHoe NpeACTaBJICHUEC MTPOXOAUT YEPE3 HECKOJIbLKO Hp€06pa30BaHI/II71 C IICJIBIO OIITUMHM3AIIUHU U
JICrajiu3anyuu 1o BLIGpaHHYIO APXUTCKTYPY. Jler aln3alnusa O3HavacT, 4TO B NPCACTABJICHUN HE
JOJIZKHO HCIIOJIB30BAaThCA THUIIOB JaHHBIX U onepaunﬁ, KOTOPBIC HE NOAACPKUBAIOTCA BLI6paHHOﬁ
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apxuTeKTypoi. Tak, Jeraaiu30BaHHBIA W ONTHMH3WPOBAaHHBIA Tpad i ¢yHkmmm foo mis
apxurektypsl TF16 yka3an Ha puc. 3. Ha aToM mare nmpeoOpa3oBaHHid cTOsIIa OJHA W3 OCHOBHBIX
3ajga4d Uil HOAJEP)KKH apXWUTeKTypbl. s neramusanuu rpada HEoOXOAMMO, YTOOBI KaykmOH
MHCTPYKIUH COOTBETCTBOBAJIO HEKOTOPOE MpeoOpa3oBaHKE B IOCIEIOBATEIBHOCTh HHCTPYKIHH,
UCIIOJIb3YIOIINX TOJIBKO MOJAEPKUBaeMble TIaT(hOpMOil onepanuy U TUIBI JaHHBIX. YacTh Takux
npeoOpa3oBaHUi JOCTYIHBI 0 YMOJIYaHHIO, Hampumep, Ha puc. 4 BHAHO, 4TO 32-OMTHas
uHcTpyknusi add mpeoOpazoBaHa B mocCiefOBaTeNbHOCTE MHCTpykumi adde wu  adde,
OCYLIECTBIISIIOIUX CJIOKEHWE C YCTAaHOBKOH INEperojHeHHs M J100aBJICHUEM IEPEHOIHEHUS
cooTBeTCcTBeHHO. OJTHAKO, HEKOTOPBIE MHCTPYKLUH ITPE0OPa3yIOTCs CIUIIKOM HEONTUMAIBHO IS
16-6utHoit mmaTdopmel (Hampumep, select), wnm mpeoOpa3oBaHME TaKOH WHCTPYKIHU HE
npexycmorpero B LLVM (32-6urasie capurn). [Tostomy mnst mognepsxku TF 16 Opiu peann3oBaHsl
HEJIOCTAIOIINE TPeo0pa3oBaHusL.
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Puc. 4. I'pag ¢ uncmpyxkyuamu yenesoti apxumexmypuvl 05 QyHKyuu foo
Fig. 4. Target Instruction DAG for “foo” function

Ha ocnose neranusupoBanHoro DAG npoucxoauT BEIOOpP MHCTPYKIUH LENEBOI apXUTEKTYpPhI U
IUTAaHUPOBaHKE Topsaka ux BeimoiHeHus. [Ipumep DAG ¢ BeiOpanHbIM nHCTpYKImsamu 1 TF16
1oKasaH Ha puc. 4.

3ammanupoBanueiii DAG mpeobOpasyeTcss B MOCIEIOBATEILHOCTh MAITUHHBIX WHCTPYKIUH |
TICEBAOMHCTPYKINI — KOHCTPYKIUH, BBIMOJHSIOMNX HEKOTOPOE BBIYHCICHUE, KOTOPHIC ITO3XKE
3aMEHAIOTCST Ha MOCJICAOBATEILHOCTE KOMaHj mpoueccopa. Ha srtame BbiOOpa MamiMHHBIX
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MHCTPYKIHH MPOUCXOANUT OOJBIIMHCTBO ONTHMHU3ANNH, PACHpPENEICHHE PETUCTPOB U PACKPHITHE
TICEBIOMHCTPYKIMA. B KoOHIIE paboOThI dTama ocTaéTcs TPEACTaBJICHHE, B KOTOPOM KaXIOi
MAalIMHHOM HWHCTPYKLIMU COOTBETCTBYET KOMaHJa mpoueccopa. W3 a3Toro mnpencTaBiaeHus
TeHEePUPYETCs UCIIOTHAEMBIH KOJI.

Jns xoTs OBl YaCTWYHON NOJAEPKKA BO3MOYKHOCTEH HHCTPYKLHH, BBIMOTHSIOIINX HECKOJBKO
neficTBUN OJHOBPEMEHHO, ObLT pa3paboTaH ONTUMH3HPYIONINHA MTPOXOJ CIHSIHUS MHCTPYKIui. B
9TOM NPOXOJE MAIIMHHBIE HHCTPYKIMY 3aMEHSIOTCS Ha aHAJOTMYHbIE MO PE3yJIbTaTy BHIOIHEHHS,
HO 3aHUMAOIUE MEHBIIE MAMATH WM MPOLECCOPHOIO BPEMEHHU.

Crout 00paTuTh OTHEIFHOEC BHUIMAaHIE Ha TOANEPKKY BHI30BOB (pyHKIHA. Ha mepBoM stare Ob110
NIPUHSTO PEIIeHNE UCIIONb30BaTh CTEK AaHHBIX JUIS Iepelauu napaMeTpoB pyHKIUK U peructpsl N,
Al-A3 — nnst Bo3Bpara 3HaueHUi U3 QyHKIMU. [lapamMeTpsl pacronaraaick Ha CTEKe B MOPSJIKE,
IpU KOTOPOM B MOMEHT BBbI30Ba (DYHKIMHM Ha BEpIIMHE CTE€Ka HAXOJWJICA INEPBBIH Mapamerp.
BosBpamaemoe 3HaueHne ObUIO PACHIONIOKEHO MO NPUHIUITY, HarloMuHatomemy little endian, T.e. B
N Jexana camas Miaimas yacte, B Al — crapmas yacte 32-0utHoro uucia, B A2-A3 — crapmas
moJjioBuHa 64-0utHOrO uyncna. OpeiiM (QYHKIUH CO3/laBajcs Ha CTEKE JaHHBIX, a OOpalleHHe K
3JIeMEHTaM (peliMa MPOUCXOAMIO OTHOCUTENBHO peructpa A4.

J11st TUHKOBKY MCTIONHSEMBIX (pailyioB Taioke ObLIa peanr3oBaHa noaaepkka apxutekrypsl TF16 B
muHkepe LLD. [Ind KOpPpEeKTHOIO paclpeneiacHus KoJa M JAaHHBIX B IIAMSATH HCIIOJB3YETCs
CHENMANbHBIN TMHKEP-CKPUINT, a A7 Ha4adbHON HACTPOMKHM CErMEHTHBIX PETHCTPOB — HaYallbHBIN
¢aiin begin.s.

4. CmekoebIli KoMnuJisimop

B nponecce peajansannun HECTEKOBOI BCPCUU KOMIMWIATOPA IIOYTH HE OBUIM HCITOJIH30BaHbI
CTCKOBBIC BO3MOXXHOCTHU IIpoHeccopa. MC)K,I[y TEM, IpH HpaBHHLHOﬁ OpraHu3alnu pacrtoJIOKCHUA
JaHHBIX Ha CTCKE HUCIIOJIB30BAHUEC OTHUX BO3MOKHOCTEH MOTJIO OBl JaThb Oouee 3CI)(1)€KTHBHBII>‘I KOnI. B
CBs3U C OTUM BTOPBIM 3TAIIOM CTAJI IEPEXOT OT peFI/ICTPOBOﬁ MOJIEJIA K CTEKOBOW MO/ICIIH.

4.1. NMnaHnpoBaHne KoMaHA

OCHOBHOI 3a/1aueii Ha JAHHOM 3Tarle SBISUIACh pa3paboTKa aNropuT™Ma ITIAHUPOBAHMS KOMAaH JUIs
CTEKOBOHM apXHUTEKTYpHl. BbIII0 HEOOX0ANMO BBICTPOUTH HOPSIOK KOMaHJ TAKUM 00pa3oM, YTOOBI
MHUHAMH3HPOBATh KOJMYECTBO OOpAIeHNH K JaHHBIM BHE CTEKa BO BpeMst pabOTHI MporpaMmsl. B
KJIACCMUYECKHX CTEKOBBIX apXMTEKTypax IUIAHHpPOBaHWE KOMaHI, 0 CYTH, 3aMeHseT co0oil aram
pacrpeeneHust perucTposB.

Hns apxurektypsl TF16, umeromeil perucTpsl OOIIEro Ha3HAYCHUS, a TaKKe OTHCIbHBIA
PETUCTPOBEIN (ainm IIsi KOMaHI C IDIABAIONICH TOYKOH, HCIIONB3yeTCs THOPHUIHBIH MOIXOI.
Pacripenenenne perucTpoB oOHIEro Ha3HAYEHUS! TPOUCXOJUT HA 3Tane BhIOOpPa MAalIMHHBIX
MHCTPYKIHH, a TUTAHUPOBIIUK CTAPAETCS KaK MOXKHO OOJBIIIE JaHHBIX YIOXKHUTH B cTeK. Kak mpumep
OyZeM paccMaTpuBaTh YKa3aHHYIO Bbilie QyHKIuO cioxenus foo. Ha puc. 5 ykazan HauanbHBIH
rpad st QyHKIMHM B CTEKOBOHM BEpCHH KOMIHMIISITOPA.

MO>HO 3aMEeTHTb, YTO 3TOT rpad cierka oTiaHdaeTcs OT Ha4YaJIbHOTO rpada B HECTEKOBOH BEpCHH
KOMIMJIATOpA. DTO OTIMYHE CBS3aHO C M3MEHEHHON KOHBEHIMEW BBI30BOB (yHKuui. Kak m B
HECTEKOBOW BEPCHHM, apryMEHTHl BBI30BAa (DYHKIMHU IEPEHaroTCs 4epe3 CTeK MAHHBIX, MPHIEM
MIEPBBIM apryMEHT HAaXOOUTCA Ha BepmMHE cTeka. OIHAaKo, B OTIMYHE OT HECTEKOBOH BepCHH
KOMIMJISTOPA, BO3BpAlLla€Mble 3HAYEHUSI TOXKE IEPENAIOTCS 4epe3 CTeK JaHHBIX, a He uepes3
peructpel. Ha BepimnHe cTeka mpu 3TOM HaXOAUTCA CTapllas 4acTh BO3BPAIla€MOI0 3HAYEHUS.
@peiim QyHKINU co31a€Tcsi HAa CTEKE BO3BpATOB, a oOpalieHWe K 3ieMeHTam Qpeiima naér
oTHOcuTenbHO peructpa RSP. B ciydae ucnonb30BaHUS MacCUBOB NEPEMEHHOM IIMHBI 3Ta
¢byHKIMs tepexonut peructpy A4. Taxoke, BMECTO SIBHBIX 3arpy30K 3Ha4eHHH U3 QpeiiMa QyHKIIH
UCTIONB3YIOTCS 3arpy3Kd M3 BUPTYaJIBHBIX PErHCTPOB. B cTekoBoW Mojenu 3TH 3arpy3ku OyayT
peoOpa30BaHbl B MHCTPYKINH B3ATHS 3HAYECHHA CO CTCKA.
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Puc. 5. I'pagh enympennezo npedcmasnenus ons QyHkyuu foo 6 cCmekosoul 8epcuul KOMRUIAMOPA
Fig. 5. DAG for “foo” function in the stack scheduling compiler version
I'pad moce 3tana neranu3anui ykasad Ha puc. 6. [loMUMoO yxe 0003HAYCHHBIX BBINIC OTIHYHUMA
MOJKHO 3aMETHTh OTCYTCTBHE BBIYHMCIICHHI CMEIICHUS OTHOCUTEJIbHO HHIEKca (peiima s
MTOTyYCHHSI BEPXHEH U HIDKHEU TIOJIOBUH 32-OHTHOTO YHCIIA.
I'pad mocne 3Tama BHIOOpPAa HMHCTPYKIUE mpeicTaBieH Ha puc. 7. ITOCKONbKY Ha 3TOM 3Tare

CTCKOBasd W HECTCKOBAasA BEPCHU KOMIIUIIATOpA MEPECTAOT OBITh IMMOX0XXUMH, NIPOBOJUTH IPAMOC
CpaBHCHUC l"pa(bOB HC UMCECT CMbICJIA.

Cremuduranusa apxutektypsl TF16 mpenmonaraer (UKCHPOBAHHBIA TOPSIOK PACIOIOXKECHUS
OTIepaHJIOB Ha CTEKE IPH BHI30BE, a TAK)KE BO3BpAIIaeMble 3HAUCHUS B ONPEIEIEHHBIX PETHCTPax,
¥ 5TH TIEPEMEIICHUS MBI TakOKe oTpakaeM rpu co3manuu DAG Ha dTane HOHIKEHUS] BHYTPEHHETO
npencrasienns (lowering) kak 3aBucuMocTtd chain, ecnu neHCTBUS 00S3aTENBHO MOJKHBI OBITH
BBINTOJIHEHBI JI0 WK TIOCJIEe HHCTPYKIMU, HO HEBa)KHO, HACKOJIBKO paHo, WiH glue, Koraa JeiicTBrs
JIOJDKHBI OBITH BBIIOJIHEHBI CTPOTO TIEPE]] WU 110CIIEe HHCTPYKIIUH.

Pa3paboTaHHBI aNrOpuTM TUIAHUPOBaHWS KOMaHJ paboTaer B JBa mmara. Ha mepBom miare
MPOMCXOINT IUTaHupoBaHWe KoMmaHd B DAG-mpencraBnennn. Ha BTOpoM Immare HpOMCXOAHT
reHepanys MallMHHBIX HHCTPYKIUI HAa OCHOBE 3aIUIAHUPOBAHHOTO CIHMCKAa KOMaH/,.

CxemaTtudHO paboTa OCHOBHOHM (DYHKLIMH IEPBOTO Imara m3oOpakeHa Ha puc. §. IlepBrIii mar
00xomxnt DAG B riyOuHy, HauMHAs ¢ KOPHEBOTO y37a rpada (TocaeaHsas HHCTPYKINS, HMEIOIas
nobouHslit addekr). s paccmaTpuBaeMoro mpumepa 3TO KOMaHAa Bo3BpaTta u3 ¢yHKimu. Ha
KaXAOM WTepalul paccMaTpUBAETCs BCS IOCIEAOBAaTEIbHOCTb MHCTPYKIMH, HMMEIOLIUX C

147



Skvortsov L.V., Baev R.V., Dolgorukova K.Y, Sharygin E.Y. Developing an LLVVM-based compiler for stack based TF16 processor
architecture. Trudy ISP RAN/Proc. ISP RAS, vol. 33, issue 5, 2021, pp. 137-154

WHCTPYKIHEH BXOTHOTO y37la 3aBUCHMOCTH glue. Takue “ckieeHHBIE” IEMOYKH HE MOTYT OBITH
pa3beIMHEHBI, TO3TOMY 00pabaThIBaroTCA Kak eamHoe menoe. Tak, komanma AddePseudo Oymer
paccmatpuBaThcst BMmecTe ¢ KkomaHmoii AddcPseudo. Ecnmm  Takmx cBsAzel  HET, TO
TIOCJIEI0BATENILHOCT OyIET COCTOSTh TOJILKO U3 MHCTPYKIMH BXOJHOTO Yy3J1a.

~
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Puc. 6. Onmumusuposannsiil epag eHympeHHe20 npedcmasienus 01 QyHKyuu foo 8 cmekogou epcuu
KOMRUAAMOPA
Fig. 6. Optimized DAG for “foo” function in the stack scheduling compiler version

CHauana AJs TeKyueil mociae10BaTeIbHOCTH pacCMaTPUBAIOTCS Y3IIbl, CBA3aHHBIE C €€ 3JIeMEHTaMH

3aBUCUMOCTHIO chain. [yt 3THUX y3J10B MPOBEPSETCS, UMEET JH CMBICA IUIAHHUPOBATH UX PAHO.

Pannee nnanupoBaHue MCONB3YyeTCS ISl MUHMMHU3alMM BO3MOYKHOT'O MCIOJIb30BaHUsI PETUCTPOB

JI7I BPEMEHHOI'0 XpaHeHus pe3yiibrata. KpurepueM paHHEro riiaHMpOBaHUs SIBJISETCA OTCYTCTBUE

Y37I0B, CBS3aHHBIX chain 3aBHCHMOCTBIO C pacCMaTPUBAEMbIM Y3JIOM W HCIIOJB3YIOMNX 3HAUCHUS

pe3ynbTara 3TOro y3j1a — TO €CTh LIENOYKa SBJIAETCS HE3aBUCHUMOM OT paccMaTpUBaeMoro ys3ia U

MOJKET OBITh BBHITIOJHEHA OTACIHHO.

Ecnmu oOHapyXuUIUCh Y3JIbI, IS KOTOPBIX paHHEE IUIAHUPOBAHWE HMEET CMBICI, TO OHHU

IJTAHUPYIOTCS. 3/1€Ch U ajiee MO «IUIaHUPYETCS» UMEETCS B BUY PEKYPCHBHBIN BBI30B OCHOBHOM

(YHKIHUU alropuTMa JUI IIAHHPYEMOTo y3JIa.

3areM And  KaXOOrO JJIEMEHTa  IOCIEeNOBATEIBHOCTH  IUIAHHUPYIOTCS €r0  OIEpaH[Hl.

[TocnenoBaTenbHOCTH TPH ITOM OOXOIMTCS C KOHIIa B oOpaTHOM mopsake. Taxoke B oOpaTHOM

mopsiAKe 00XOISITCS ONEPaHAbl KOKIOH HHCTPYKIMH B TIOCIICIOBATEIIEHOCTH.

3areM IIAaHUPYIOTCS Y3JIbI, CBS3aHHBIC C AJIEMEHTAMU TTOCIIEI0BATEIFHOCTH Yepe3 chain 3HaYeHUs,

JUIL KOTOPBIX HE UMEO CMBICIIA PaHHEE IUIAHUPOBAHMUE.
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Puc. 7. I'pagh c uncmpyxyuamu yenesoii apxumexmypul 01 QyHKYuU foo 8 Cmexogou epcuu KOMRUIAMopa
Fig. 7. Target Instruction DAG for “foo” function in the stack scheduling compiler version.
HaxoHel, 37eMeHTBI pacCMaTpUBaeMOil MOCIIEA0BATENLHOCTH 00ABISIIOTCS. B 3aIUIAHUPOBAHHYIO
[OCJIEA0BATENBHOCTE. BXOIHAs 11OCIIE0BATENBHOCTD 3/1€Ch PACCMATPUBAETCS B NIPSIMOM IOPSIIKE.
Takum 00Opa3oM MoOJTydaeTcsl MOPSIAOK MHCTPYKIIUH, MPH KOTOPOM JJIsl KKIO0W WHCTPYKIUU Ha
MOMEHT Hayasa e€ BBIITOTHEHUS € OTlepaHIbl OYIyT HaXOIUThCS HA BEPITUHE cTeKa. BMecTte ¢ 3TiM
paccMaTpuBalOTCs pe3yJbTHUPYIOLIME 3HAYEHUS MHCTPYKUMH. Ecium ogHO M3 pe3ynbTHPYIOMIUX
3HAYCHUH HHCTPYKIMH UCTIONB3YeTCs OOJBIIE, YeM OJTUH Pa3, TO OHO COXPAaHSICTCS B BUPTYAIBHBIH
peructp. Ecmu pe3ynpTHpyroniee 3HaYeHNEe HHCTPYKIUU HE HCIIONB3YETCs, TO OHO COpachIBacTCs
co creka. Tarxke mpu HEOOXOAMMOCTH B 3aIIAHUPOBAHHYIO IOCIIEIOBATEIEHOCTh BCTABILIOTCS
WHCTPYKIWH, TYOITUPYIOIINE Pe3yIbTaT Ha CTEKE MITH MEHSIOIINE MOPSIOK PE3YIIbTATOB HA CTEKE —
HalpuMep, €ClIM pe3yibTaT SBJSETCA ONEPaHAOM JPYroil MHCTPYKIMH, HO BBIYUCISIETCS HE
MOCJIETHUM, TO €CTh HE OCTAa&TCs Ha BepIunHe cTeka. [107j00HbIe MaHUITYIISAIINH CO CTEKOM Ha 3Tare
TUTAHUPOBAHMSI TIPEIOCTABIIAIOT THOKOCTD VISl TTOCIIEAYIOMINUX ONTHUMH3AINHI, TTO3BOJISIST OCTABIATh

CTEKOBBIC OIIEPAIlUy, T/Ie 3TO BO3MOXKHO, i YOUPATh COXPAHEHUS B PETUCTPHI U 3arPy3KH U3 HUX.
BTopbIM 1mm1arom anroputMa siBsieTCs BBIOOp MAITMHHBIX MHCTPYKIMH Ha OCHOBE 3aIlJIaHUPOBAHHON
MOCJIEOBATEIFHOCTH. JTOT IIar B [EJIOM NpSAMOJIMHEEH. Eciam TeKymui diIeMeHT
MOCJIEI0BATEIbHOCTA COOTBETCTBYET MAIIMHHOM HMHCTPYKIMH, TO CTPOUTCS COOTBETCTBYIOIIAS
MalllMHHAs UHCTPYKIUS U e€ onepanibl. Eciii HeT, ToO TeHepUpYyIOTCS CrielalbHble HHCTPYKIIMH B
3aBUCUMOCTH OT THIAa 3JIEMEHTAa. Takue KOHCTPYKUUH TE€HEPUPYIOTCS Ui KOMUPOBAHUN W3
perucTpa, KOMAPOBAHUIA B PETHCTP, aCCEMOJIEPHBIX BCTABOK, IPAHUI] MHTEPBAJIOB JKU3HU, a TAKKE
KOMaHJ] cOpoca co cTeKa, AyOITUpOBaHUS CTEKA, 1 CMEHBI ITOPSIKA 3JIEMEHTOB Ha BEPIIMHE CTEKa.
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CreyeT OTMETUTh, YTO Pa3pabOTaHHBIA alrOPUTM pabOTaeT Ha BBHICOKOM YpOBHE aOCTpaKIIWH,
MO3TOMY TOAXOAUT JUIS pean3aliy FeHepalui CTEKOBOTO KO/1a He TOJIBKO JJist apxutekTypbl TF16,
HO Y JUJISl IPYTUX CTEKOBBIX apXUTEKTYP.

k.

N = input_node;
glueChain.add(N);

h.

N = gluedMode(N}); = foreach M in glueChain:
glueChain.add(N); Yes MBS pd nidey No | foreach C in chains(N):

Should schedule

C early? Schedule{C)

No |

k.

N = glueChain.end{) |~‘. L Endloop

Op = N.operands.end()

k.

Schedule(Op)

k.

Op !'= N.operands.start()
? Op--: endloop

L L \:ﬁ:uecgsg;nfggﬁ 0 )—' Schedzf;ig‘laimng —b‘/fureach Nin giue(:hajnw

k.

scheduled.add({N)

b

End ]4—‘\ Endloop )

Puc. 8. Cxema pabomvi ancopumma nianuposaHus KOMaHoO 8 CMeKoBoll 6epcull KOMNUIAMOPaA
Fig. 8. Stack scheduling algorithm scheme for stack scheduling compiler version

4.2. Apantauuma nopa cTeKoBoe BbiNOfIHEHUe

[ToMuMoO co3maHus anropuUTMa IIAHWPOBAHHS KOMAHI, JJIS CO3MAHUS CTEKOBOTO KOMIIHIISATOPA
TakXKe OBUIO HE0OXOAMMO aIalITHPOBATH HEKOTOPHIE MOMEHTHI B TeHEpaIluy Kojia. Tak, B CTEKOBOM
KOMIMJISITOPE TP PACKPHITHH TICEBIOMHCTPYKIUI HCIIONB3yeTCS MPaBIIIO COXpaHEHHUs OanaHca
creka. [TockonbKy nmpearnonaraercst, 4YTo MAaIIMHHBIE HHCTPYKIMU ITPUHUMAIOT apTyMEHTHI CO CTeKa
JIAaHHBIX W COXPAHSIOT pe3yJlbTaT Ha CTeKe NaHHBIX, TO KaKaas ICEBIOMHCTPYKLMS JOJDKHA
PacKphIBaTLCSA TakuM 00pasoM, 4TOOBI ObLIO BepHO paBeHCTBO PSP, — OpSize + ResSize =
PSPyt » Te OpSize — pasMep ONEPaHIOB TICEBIOMHCTPYKIMH Ha cTeke, ResSize — pasmep
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pesyJbTaTa TNCEBIOMHCTPYKIMH Ha CTeke, a PSPy, U PSPy, — 3nauenns peructpa PSP no
BBITIOJIHEHHS IICEBJOMHCTPYKIUH U IIOCIIE COOTBETCTBEHHO.

[To6ouHBIM P PeKTOM HEOOXOTUMOCTH COXPAHATH OaaHC CTEKa CTAJ0 YBEIHMYCHHE KOJIMIECTBA
MHCTPYKIUH, AENAIOIUX 4TO-THO0 CO CTEKOM, NPUUYEM 3a4acTyi0 aHHYJIUPYIOLIMX PE3yJIbTaThl
apyr apyra. I1ockoibKy omepanyy co CTEKOM OTHOCHTEIBHO JOpPOrHe — Ha paboTy C MaMsThio
YXOIHUT KaK MHHUMYM Ha OJIMH TaKT MPOLIECCOPHOTO BPEMEHH OOJIbIlle, YeM Ha BBIYMCIICHUS Ha
perucrpax - Uil CHHDKCHUs JEHCTBUI CO CTEKOM ObUI JOpPaOOTaH ONTHMHU3UPYIOMIMH MPOXOX
CIIMSTHHS HHCTPYKIUH.

4.3. AgpecHble NpocTpaHcTBa

OnHuM U3 T000YHBIX 3()(HEeKTOB Iepexo/1a Ha CTEKOBYIO MOJENb BBIIOJIHEHHS CTaJI0 OBBIIIEHHOE
UCIIONIb30BaHMe o0med namsatu A pabortsl mporpamm. Ilpomeccop TF16 mnomnepxuBaer
CErMEHTHYIO aJpecallfio MaMsITH, IO3TOMY HE0OXOJMMO OBIJIO Pean30BaTh IeHEPALMIO KOAA JUIs
paboTHI ¢ HECKOJIBKMMHU CErMEHTaMH.

Ha pamnem stame pa3paboTku OBUIO NMPUHATO COTNAIIEHHWE, YTO IO YMOJYaHHWIO KOX OynmeT
pacnionaratbesi B cermenre 0, a 1aHHbIe — B cerMeHTe 1. Uepes MMHKep-CKPUINT M Ha4aIbHbINA (aiin
begin.s MOXXHO OBUIO PACIIOJIOKHUTH TAHHBIE M KOJI B IPYTHX CETMEHTaX.

[Mognepkka anpecalliy 4epe3 CEerMEHTHBIE PErHCTphbl Oblila OCHOBaHa Ha CHCTEME aJpECHBIX
npoctpancts B Clang u LLVM. Crneagyet oTMeTHTB, 4TO pa3zpaboTka Benack B Bepcun LLVM 4.0.1,
B KOTOPOH MHOAJEp)KKa aJpecHBIX IMPOCTPAHCTB ObLIA pealn30BaHa HE N0 KOHIIA, ITO3TOMY B
npouecce pa3pabOTKU MOJAEPKKA aJpecHbIX MIPOCTPAHCTB OblIa 0OpaTHO MOPTHPOBaHa U3 Ooiee
no3aHen Bepcun LLVM.

Just apxutextypsl TF16 OblH BBEICHBI HECKOJIBKO KITFOUEBBIX CJIOB, YKA3bIBAIOIINX Ha TO, B KAKOM
cerMenTe OyJeT HaXOUThCS TI00aNbHBIN 00BEKT.

Taxoke Obuta paspaboTaHa MoAepsKKa Tak Ha3bIBAEMbIX JTAIbHUX BBI30BOB, T.€. BHI30BOB (DYHKITHH,
HaxoAsIIMXcs B JIpyroM cermeHte. st sToro Oblia peann3oBaHa BCIIOMOTATedbHas (YHKIHS
JIaTIbHETO BBI30Ba, IPUHUMAIONIAss HOMEP CETMEHTA U aJipec BBI3BIBAEMON (DYHKIINH, COXPaHSIONIAs
TEKyIUil HOMEp CErMEHTa Ha CTeKEe BO3BPATOB M JAENAroIlas HENpsMOH NalbHUI BBI30OB uepes3
koHCcTpyKIuio LOAD CS POPNT; RETURN, ocob6eHHOCT pabOThI KOTOPOI OMHICEIBACTCS B Pa3I.
2. Ha Bo3BpaTte u3 ganpHel (GyHKINU UCIIOIB3YETCS aHATOTUYHAs KOHCTPYKLIHS.

5. Pazpabomka QononHumesnbHbIX UHCMPYMEeHmMoe8

C 11e71p10 OTJIAIKK TEHEPUPYEMOTO KO/Ia HA paHHEM 3Tare pa3paboTKH Ha OCHOBE CYIIECTBYIOIIETO
B LLVM nmm3accemOepa ObLT pa3paboTaH MPOTpaMMHEIA SMYJSITOp Ui nponeccopa TF16. s
3TOro B JAu3acceMOnepe OblIa pealn3oBaHa MOJJEPKKAa pPAaCHIU(PPOBKM MAIIMHHBIX KOJOB
mporieccopa. OMYJISATOP BBIIOIHAET MPOTPaMMy IO MHCTPYKIMAM M BO3BpallaeT 3HaueHHE Ha
BEPIINHE CTeKa B MOMEHT 3aBepIICHHS (PYHKIIMU Main B Ka4eCTBE KO/Ia BO3BpaTa. DMYIISTOP TaKXKe
CYHTAaeT BpPeMs BBIIIONHEHHUS MPOTpaMMBI B TaKTaxX IPOIECCOpa M pa3Mep HCIOIHAEMOTO Koja
HIpPOTPaMMBI.

C wncnoip30BaHMEM NPOTPAMMHOTO AMYNATOpa M BXozsAmero B coctaB LLVM wmHCTpyMmMeHTa
TecTupoBaHus lit OpuTa  paspaboraHa cucTeMa IS PETPECCHOHHOTO  TECTHPOBAHHA
pa3pabaTbIBAEMOTr0 KOMITMIISTOPA.

6. TecmupoeaHue

Iockonpky mox apxurektypy TF16 He cymecTBOBaIO Ipyrux KOMOISTOPOB si361ka CH, IPOBECTH
CpaBHEHHE PE3yNbTaTOB BO3MOXKHO TOJIBKO JJISI HECTEKOBOW M CTEKOBOM Bepcuil pa3pabOTaHHOTO
HaMH KOMITHUJIATOPA. CnenyeT OTMETHUTb, YTO BO BpPEMA pa3pa60TI<1/I CTCKOBOI'0 KOMITUJIATOpA
HECTEKOBas BEpCHs IOIeP>KUBAJIach IyTEM 00paTHOTO MOPTUPOBAHUS U3 CTEKOBOM BEPCHH HOBBIX
pa3paboToK, HE 3aBsA3aHHBIX HAa CTEKOBOI MO/IENN BBINOIHEHH TporpamM. OiHaKo 1pu pa3paboTke
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HE CTOsUIa 3a7a4a 0OpaTHOTO IIOPTHPOBAHMS BCEX HOBBIX Pa3pabOTOK, TOITOMY B CTEKOBOI BEPCHH
BO3MOXXHO TIPUCYTCTBHE ONTHMH3ALMUI, KOTOPblE MOKHO ObUIO OBl OOpaTHO MOPTUPOBATH B
HECTEKOBYIO BEPCHIO, HO 110 TEM HJIM MHBIM COOOPa)KEHHSIM 3TOTO CIENIaHO He OBLIO.

Taxxe cneayeT OTMETUTh HECKOJIBKO MOMEHTOB, CBSI3aHHBIX C CUCTEMOM TECTUPOBaHMUSL.

1) B HecTeKOBOM KOMITHIISITOPE HE MOJICPKHBAIOTCS YPOBHH ONTHMHU3ALUHK Bbilie, yeM Ol.

2) TlockodbKy Uil BO3BpAILCHUS pPE3yJabTaTa TECThl MONATAIOTCS HCKIFOYUTENBHO HAa KOJ
BO3BpaTa, PY BKJIIOYEHHH YPOBHA onTuMusanuu Ol 4acTo BO3HMKAET CHTyaIHs, KOTAa KOJ
¢yHKOMM main ObUT ONMTUMHU3UPOBaH B momodOme return 0. TecTsl, momamaromue MOJ ATOT
ciry4aii, o0beTuHEHbI B 001uii Tect return-0.C.

3) HaGopsl nomepKUBAEMBIX OMOIMOTEYHBIX (QYHKIUMA CHIBHO OTIMYAIOTCS MEKITY BEPCUSIMH,
KaK OTJINYAIOTCA M UX PEaIM3alii KaK Ha A3bIKEe acceMOiepa, Tak 1 Ha s3bike CH, M03TOMY UX
CpaBHEHHE CII0’KHO Ha3BaTh KOPPEKTHBIM.

B cBs131 ¢ 3THM U1 IeMOHCTpayy ObUIN BEIOpaHbI 1Ba HAO0pa TECTOB, B3STHIX U3 CYLIECTBYIOIINX

Cu xommomisitopoB. IlepBbiit — Habop TectoB w3 kommmisitopa SCC [9]. Bropoit — Tecth

kommuisitopa fcc [10]. Bcero 6buto ucnonb3oBano 191 cunTeTHueckux TtectoB. CpaBHEHHE

MIPOBOJMIIOCH TOJBKO Ha ypoBHAX ontumuzauuu O0 u O1. J{nsg HECTEKOBOM BEpCUU KOMIUIISTOPA

MIPUBOISITCS. 3HAYCHUS ABYX BapHAHTOB HAIIPABICHHUS POCTA CTEKOB: JAHHBIC BBEPX M BO3BPATHI

BHU3, M JaHHBIC BHU3 M BO3BpPAThl BBEpX. ENWHUIEH M3MEpeHMS NMPOM3BOAUTEIHHOCTH CITY>KUT

KOJINYECTBO TaKTOB MPOLECCOPA, U3MEPEHHOE B NMPOIPAMMHOM SMYJIATOpE, EAUHUIICH U3MEepeHHs

00Bb&Ma — unciio 16-0UTHBIX CIIOB.

ITo pe3ynpTaTtaM B cpefiHeM pa3Mep Koja [0 CPaBHEHUIO ¢ HECTEKOBOI Bepcueil yMeHbIIaeTcs Ha

50.8%. 3amMeTHBIM HCKJIIOUEHHEM OKa3bIBaeTca ciydail return 0, HO 3TO CBS3aHO C TeM, 4YTO

3Ha4YeHUE B HECTEKOBON BEPCHM BO3BpAIaeTcs yepe3 perucTp N, a 3HAUUT KO MOXKHO 00BEIUHUTD

B koHcTpykiuio MOVA 0; LOAD N RET. Ilo BpeMeHHM BBINOJIHEHHE CpENHEE YIIydllEHUE

cocraBisaeT 35.7%. OqHaKko B OTOENBHBIX TeCTaX HaOM0aI0ch 1 yxyamenue 10 10%. B ocHoBHOM

3TO CBSI3aHO C JIOPOrOBU3HOM CTEKOBBIX onepauuid Ha npoueccope TF16.

7. 3aknro4yeHue

B nanHoit paboTe ObIIIM PacCMOTPEHBI 331a4H, CBSI3aHHbBIE ¢ pa3pabOTKOH KoMIuiIsITopa si3bika Cu
IUIA cTekoBoi apxurekTypsl TF16 Ha ocHoBe kommmmaropa LLVM, a Takke 0OCOOCHHOCTH
peanMzanyM TeHepalMu KoJa M CTEKOBOW apXWTEKTYphl B paMKax KOMIMJISTOPHOM
HHPPACTPYKTYpHI, TpenHa3HadueHHOH mpexne Bcero mms RISC-momoOHbIX apxutektyp. Beuro
IIPOBEZICHO CpaBHeHHE 3()(EKTHBHOCTH KOJa, CICHEpHUPOBAHHOTO Oe3 yuéra ocoOeHHOCTEH
CTEKOBOW apXUTEKTYphl, C KOJIOM, CT€HEPHUPOBAHHBIM C YYETOM OCOOEHHOCTEH CTEKOBOM
ApXUTEKTYpHl . Pe3ynpTaThl CpaBHEHHS ITOKA3BIBAIOT, YTO NPH Y4€Te OCOOEHHOCTEH CTEKOBOM
apXHUTEKTYpBI pa3paboTaHHash KOMIMIATOPHAs UHPACTPYKTypa reHepupyer 0osiee ONTUMAIbHBIN
KOJ Kak IO pa3Mepy, Tak U 10 BPEMEHU BbIIOJIHEHHS.

B mporecce paboThl Hax KOMIMIIATOPOM OBLT pa3paboTaH IIaTGOpMO-HE3aBHCHUMBIN aITOPUTM
IUTAaHUPOBAHMUSA KOMaHJI ¢ y4ETOM 0COOEHHOCTEH CTEKOBBIX apXHUTEKTyp i Kommuisitopa LLVM,
MO3BOJISIOIIUI pearTn30BaTh NOAAEPKKY B ’TOM KOMIIIATOPE APYTUX CTEKOBBIX APXUTEKTYP.
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Annortamusi. CtpemurensHoe pasputue MurepHera-Bemei (IoT) TpeOyeT pa3BHTHS METONOB U CPEICTB
aHanu3a MOJOOHBIX ycTpoHcTB. CyllecTBEeHHas YacTh TAaKUX YCTPOWCTB paboTaeT MOJ YIpaBICHHEM
onepamnoHHbIx cucteM (OC) cemeiictBa Linux. HemocpencTBeHHOE MpUMEHEHHE CYMIECTBYIOIINX CPEICTB
TS aHanu3a nporpammuoro obecneuenns (I10) manHoro KITacca yCTpoHCTB HE Beeria BO3MOKHO. B mporecce
uccnenoBanus BerpanBaeMsix OC Linux 6sut co3man uHctpyment ELF (Embedded Linux Fuzz), kotopsiii u
TIpeICTaBIICH B JaHHOI padoTe. B ctatbe paccMaTpuBaeTcsi aHANU3 CHCTEM, TOCTPOCHHBIX UCKIIOYUTENIHHO Ha
6aze smep Linux. Cpena ELF mnpennasHaueHa A JUHAMHYCCKOTO aHAM3a YCTPOKMCTB Ha OCHOBE
noiaHocucTeMHoi smysiun B QEMU. B ocHoBy ELF ObUH MOJTOKEHBI CIIETYIONINE aCTICKTHI: BBITOJHEHHE
TectpoBaHus U aHaimm3a [1O peanbHBIX yCTPOHCTB B Cpele, MAaKCHMAJIbHO IPHOIIKEHHOH K HX «POJHOI»
cpele BBINONHEHUS; WHTETPAlMs C CYLIECTBYIOLIMMH CpeIcTBaMU (pa33uHra; BO3MOXHOCTH IPOBEICHHS
pacrpeeIeHHOTO aHaIn3a.
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Abstract. The sweeping evolution of the Internet of Things (10T) requires the development of methods and
tools for analyzing such devices. A significant part of similar devices run under operating systems (OS) of the
Linux family. Direct application of existing tools for analyzing software (SW) of this class of devices is not
always possible. In the process of researching embedded Linux OS, the ELF (embedded linux fuzz) tool was
created, which is presented in this work. The article deals with the analysis of systems built exclusively on the
basis of Linux kernels. ELF environment is designed for dynamic analysis of devices based on full-system
emulation in QEMU. ELF was based on the following aspects: performing software testing and analysis of real
devices in an environment as close as possible to their «native» execution environment; integration with
existing fuzzing tools; the ability to conduct distributed analysis.
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1. BeedeHue

B mnpouecce nposenenust auHamuueckoro ananmuza [1O IoT-ycTpoiicTB 0OBIYHO BO3HHUKAET psij
npo0JieM, KOTOpBIE TPEkK/IE BCErO CBSI3aHbl C OCOOCHHOCTSMH pealn3alyi U (yHKIMOHHUPOBAHMS
TaKUX YCTPOWCTB. Bo-mepBbIX, ammaparypa M apxuTekrypa MHTepHeTra-Belieil pasHOOOpa3HbI
(ARM, MIPS, x86 u T.1.) U 3aBHCAT OT peainsanuu KoHkpeTHoro loT-ycrpoiicTBa, u3-3a yero
ananu3 [10 maHHOTO KITacca MOXKET OBITH CYIIECTBEHHO 3aTpyIHEH. BO-BTOPHIX, IS MIPHUKIIAJTHOTO
I[NIO IoT-cuctem xapakTepHO OTCYTCTBHE HCXOJHBIX KOZIOB, YTO caMO IO ce0e He SBIsAeTCA
YHHUKaIBHON 0coOeHHOCTRIO [oT-cricTeM, 0JHAKO CO3AaeT HEKOTOPHIE TOTIOIHUTEIIHHEIEC TPYIHOCTH
IIpYU BBHIIOJHEHWH WX aHAM3a, B TOM YHWCIE TUHAMHYECKOTO. AHaIH3 OMHAPHOTO KOAa BHYTPH
JIECKTOIHBIX CUCTEM, KaK IPAaBUJIO, HE BBI3bIBAET HUKAKUX 3aTPyIHEHUI HAa CaMOM pPaHHEM €ro
JTare (Iu3acceMOInpoBaHue, 3aIyCK U T.1.), IIOCKOJIBKY 00BEKT aHAIIN3a TOJHOCTEIO JOCTYIeH. B
ciyyae xe loT-cuctem, npolecc aHaau3 0OBIYHO HAYMHACTCS C MOJIYUEHHs JOCTYIa K OWHAPHBIM
KoaaM OOBEKTOB aHaiu3a. B maHHOI cTaThe MBI HE OYJEM OCTaHABJIMBATHCS MOAPOOHO HA ITOM
miare, IMOCKOJBKY pacmakoBka o0pa3oB loT-ycTpoHCTB sIBiseTCS OTAENBHOM TeMOW st
uccaenoBanus. OTMETHM TOJBKO TOT (PaKT, 4TO B MPOCTOM CiIydyae MOYKHO BOCIIOJIB30BaThCS
cpenctBoM binwalk [1] uiau aHamorn4HeIMY, a TaK)Ke 00OPaTUTHCS HA CAUT MPOU3BOIAMTENS], KOTOPBIH
MOJKET TIPENOCTABIIATE OOHOBIEHUS I cBOWMX [0T-ycTpoHCTB, a B HEKOTOPHIX CIy4asx Haxe
HCXOJIHBIE KOJIBI IS OTAETbHBIX YacTeH UX CHCTEM.

3amyck OunapHoro koma loT-ycTpoiicTBa BHE MpEIIOIaraeMoil IPOHM3BOIAMTEIEM CPEIbI
BEITIOJTHEHUSI MOJKET OBITH JIMOO BOBCE HEBO3MOXKCH, MO0 3aTPYTHEH, B CHIy YerO0 HEOOXOIUMO
OyZIeT MpOBECTH psi NCUCTBUI MO HACTPOMKe cpelpl BBHIMONMHEHUS U camoro [10. 3To, B CBOIO
ouepeh, MOXKET IMPHBECTH K TOMY, YTO IMOBEAcHHWE OOBECKTa aHaimm3a OyIeT CYIICCTBEHHO
OTJIMYATbCSl OT NPEINOJaraéMoro B OPUTMHAIBHOM OKpYKE€HUH. Takoe IMOJIOKEeHHE Bellen
CYILIECTBEHHO OIrpAaHUYMBAET MPUMEHEHHE IUHAMHYECKUX METOAOB aHalu3a, B TOM 4HCIE
¢azsunara. Vcnonp3oBanue smymsatopa QEMU mo3BoNsSeT TOMBKO YaCTUYHO PEUINTH YKA3aHHYIO
mpobiemy.

Yacto s opraHuM3aliil JWHAMHYECKOTO aHalliM3a OWHApHOTO KoJa HEOoOXOAMMO BHECEHHE
JTOTIONTHUTEIHHBIX MHCTPYMEHTOB B CPEAY BBINOJIHEHUS (OTIATYHKH, MPO(UIMPOBIINKA U T.1.).
JloGaBneHne Nog00HOr0 HHCTPYMEHTAIBHOTO KOJIa BHYTPh Cpe/Ibl BeIOIHEeHUs loT-ycTpoiicTBa He
BCerjia BO3MOXKHO, a B PsiJie CIIy4aeB COMPSKEHO CO MHOXKECTBOM TpyIHOCTeH. Bo-TiepBBIX, 00BEM
namsatu loT-ycTpoiictBa MoXeT ObITh CHIBHO OrpaHH4YeH. Bo-BTOpeIX, mpomsBoxutens [oT-
YCTPOMCTBA MOKET MCIOJIBb30BaTh (aitnossie cucteMbl (PC), B KOTOPHIX Ha oniepaiuu 3anucu B OC
HaKJIaJBIBAIOTCS JIOTIOJTHUTEIbHBIE OTpaHUYeHUs. B-TpeThuX, U1 TOT0, YTOOBI Iepecodpats oOpa3
lI0T-ycTpoiicTBa, MOKET MOTPEOOBATHCS JONMOIHUTENBHBIA aHATTN3 PEeATN3alliH 3arpy3dHKOB, Ko/1a
MIPOBEPKH LENOCTHOCTH U T.1 [2]. Ilpu 3TOM maxe B TeX ciydasx, KOrja yAanoch IOMECTUTb,
HarpuMmep, OTiax4uK, BHYTpb loT-ycTpoiicTBa, ero ncroib30BaHue MOXKET OBITh 3aTPYIHEHO IO
caMbIM pa3NIMYHBIM TIPUYMHAM (HanpUMep, OrpaHMYEHHOCTh (YHKIMOHAJIBHOCTH — B sApe
HEJIOCTYTIEH CUCTEMHBIN BBI3OB prtace).

OpuuM 13 3(QQEKTUBHBIX IOAXOA0B JUIl OPTraHM3alM{ HPOBEIECHUS JUHAMHYECKOTO aHajIHu3a
OnHapHOTO Kozia (¥, B YaCTHOCTH, (pa33nHra) sBISETCS IPUMEHEHUE CPECTB HHCTPYMEHTAIBHOTO
ananu3a OmnHapHoro koja (Pin Tool [3], DynamoRio [4]). Mx ucmonn3oBanue BHyTpu l[0T-
YCTpPONCTBA HE BCEr/la IPEACTABIAETCS BO3ZMOKHBIM, IOCKOJIBKY HCIOJIb3yEMOE OKPYKEHHUE BHYTPU
cpenbl, B KoTopoil (yHkmmoHupyeT koa loT-ycTpoiicTBa, He MO3BOJISET 3TOTO ciAenaTh. B
YaCTHOCTH, BHyTpH OosbmuHCTBa loT-ycTpoiicTB paboraer OC mHa 6asze crapeix sjgep Linux
(TMHEWKH BTOPBIX U TPETHHUX BEPCHH), YTO TaK)Ke HAKIIAABIBACT JOMOIHUTEIbHBIC OTPaHUYEHHS Ha
HHCTPYMEHTHI aHAIN3a TAKUX CHCTEM.
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OcHoBbIBasCh Ha ombITe aHamm3a loT-cucteM, MOXKHO BBIIEIWTH ABAa OCHOBHBIX IIOAXOAA K
MOCTPOSHHUIO TPOTPAMMHOM CpeIbl IS aHATHU3a KOJA sIIpa, CEPBUCOB U MOIB30BATEILCKUX YTHIIUT,
¢yaxanornpyronmx BHYTpH loT-yctpoiictBa. CyTh mepBoro moaxona (Ha30BEM €ro BHEIIHUM)
3aKJIFOYaeTCs B TOM, YTO KOHKPETHBIE CEPBUCHI W/WITM YTUINTHI U3BJekatoTcs u3 loT-ycTpoiicTBa u
3aITyCKalOTCsl BO BHEITHEM OKPY>KEHHH, OJM3KOM K OpHI'MHAIBHOMY. Jlanee K HUM NMPUMEHSIOTCS
pa3nuyHble TEXHOJIOTHU aHanu3a ((pa33uHr, CUMBOJIbHAS MHTEpIpeTanus, u T.1.). Bropoit noaxon
(BHyTpeHHHI), HAO0OOPOT, 3aKIIIOYACTCS B TOM, YTO K (DYHKIMOHHUPYIOUIMM B OPUTHHAIBLHON
nporpammHoi cpene loT-ycrpoiicTBa cepBucaM M yTHIMTaM NMPHUMEHSIOTCS B KaKOM-JIMOO BHIE
TEXHOJIOTHH aHAJIN3.

O6a noxxona 001aAa0T PSIOM JOCTOMHCTB M HENOCTATKOB. CaMbIM CYIIECTBEHHBIM HEJJOCTATKOM
BHELIHEro Iojxoja sBisgeTcs TOT (akT, uro 3adactyio loT-ycrpoiicTBo obOnamaer cBouM
crenudUIecKUM KOJIOM sijipa (KaKk camo SiIpo, TaK U pa3iIMYHbIe MOJYIH siApa), OT 0COOEHHOCTEH
peann3ayy KOTOPOTo CHIIBHO 3aBHCHT IOBEJCHUE CEPBHUCOB. DTO AENACT CIHIIKOM TPYI0EMKHM
IpolLece MePEeHOca aHATM3UPYEMBIX CEPBHCOB B HHCTPYMEHTAIIBHYIO IPOTPaMMHYIO Cpeny (Jaxke B
TOM CITy4ae, KOTJa yIaJoch MOf0o0paTh MOJHOCTHIO WM YACTHYHO MOIXOJIIEE M0 HapaMeTpam
craHmaptHoe sapo Linux). Takke 3a4acTyio cepBHCH, (GYHKIHMOHMpYoumme BHyTpu loT-
YCTPOWCTBA, CHIBHO CBSI3aHBI JPYyr C JPyroM, B TOM 4YHCIE€ OOIIMMH HAaHHBIMH, KOTOpBIC
HEOUEBHIHBIM 00pa30M HHUINATU3UPYIOTCS B XOZ€ TPYAOEMKOT0 [UIS aHaJIM3a IpolLecca 3arpy3Ku
ycrpoiictBa. [lostomy wu3Bneus u3 loT-ycTpoiictBa M 3acTaBUTh INTaTHBIM  00pazoM
(YHKIMOHMPOBATh KaKOW-TMOO OJMH HMHTEpPECyOUIMHd cepBHC (OCOOEHHO CEeTeBOM) He BCeraa
MPE/ICTABISIETCSI BO3MOXKHBIM.

OCHOBHBIM MPECUMYHICCTBOM BHCUIHETO IMOAX0 A SABJIACTCA TOT q)aKT, YTO €CJIN YAaJIOCh IMOCTPOUTH
MHCTPYMEHTAIBHYIO POTPaMMHYIO CPEy AJIsl KOPPEKTHOrO (QyHKIMOHUPOBAHUS UHTEPECYIOIIUX
CEPBUCOB, TO AabHEHIINI Ipoliecc UX aHanu3a (B ToM uucie ¢assunra) ynpomaercs. [losnsercs
BO3MOXKHOCTh 3allyCcKaThb B JTOH K€ cpelle pas3ndHble IPOJBHHYTHIE CpEACTBA aHaJIH3a,
OCYHIECTBJIATH (ba?BI/IHF C YUCTOM IMOKPBITHA KOAA, OTCICIKHUBATH aBapPIfIHI:-Ie 3aBCPUICHUA, BBIXOAbI
3a rpaHuLbl OydepoB mamsaTH U T.1. OJHAKO Aaxe B Cllydae YCIICIIHOTO 3allycKa CEpBHCOB BO
BHEIIHEH cpejie, CYIECTBYIOT OrpaHnYeHHs, 00ycIOBIEHHbIE cBOWCTBamMK aHamm3upyemoro I10.
Yacto B loT-cucTemax ncnone3yroT crapsle Bepcnu siaep Linux u 6ubnmorek. IHCTpyMeHTalIbHBIE
cpeactsa it ananmusa [1O paspabarsiBaroTcst ¢ yueToM paboThl Ha coBpeMeHHBIX Bepcusix OC.
[TosTOMY B IOITy4YE€HHOM BHEIIHEM OKPY)KEHHH TakKHe CPe/ICTBA MOYTH HABEPHSKA HE 3apaboTaroT
«13 KOPOOKM», MX HEOOXOIMMO Oy/IeT DOTOJHUTEIHFHO HACTPauBaTh, BO3MOXHO KOMITMIIMPOBATH
CIENHMANBHO CO3/aHHBIMHU MIIH 1T0J0O0OPaHHBIMHU TyT4eHHAMH.

OCHOBHBIM IIPEMMYIIECTBOM BHYTPEHHET0 I0AX0/a K aHanu3y l0T-cucrem siBiseTcs coXxpaHeHHe
IITAaTHOW cpeabl (PYHKIMOHUPOBAHUS AaHAIM3MPYEMOTO MPOTPAaMMHOTO KOAA. DTO MPaKTHYECKH
HCKJIIOYAET IOSBJIEHUE JIOXKHBIX OIINOOK (HaHpI/IMep, BCJICACTBHEC TOI'O, YTO Kakue-au00 JaHHBIC
HCTIPABUJIbHO HWHHUIHUAJIU3UPOBAHBI, 100 OTCYTCTBYIOT 3aBUCHUMOCTH H T.I[.), B OTJIHUYUEC OT
HCIIOJIb30BAaHUA BHEOIHETO IIOJAXOJa K aHalInu3y. O}IHaKO IIpu  3TOM HCO6XO}II/IMO UMCTb
BO3MOXKHOCTh 3aIycka cBoero koja BHyTpu loT-ycrpoiicTBa, 4To He Bcergja BO3MOXKHO 0€3
MMPOBEACHUA JOIMOJTHUTECIBHBIX HCCJ'IGIIOBaHHﬁ, YTO ABJIACTCA HEAOCTATKOM JJAHHOT'O ITOJAX0Aa. EHIC
OJTHOH TPYIHOCTBIO, C KOTOPOH MOKHO CTOJIKHYTBCS IIPH UCIIOJIb30BaHNH BHYTPEHHETO MOJX0a K
ananuzy loT-cucrem, siBIsSETCS HANINYNE €CTECTBEHHBIX OIPAHWYEHHH HA BBHITOJIHAEMBIN KOJI, 4TO
CBSI3aHO C  OCOOGHHOCTSAIMHM  peaym3auMd  Toro wiam  uHOro  loT-ycrpoiictBa  —
wIaTOpMO3aBUCUMOCTb, 3aBUCHMOCTb OT BEPCHH HCIIONb3yeMbIX OHONMOTEK, sApa W T.J.
[Tono6HBIE OrpaHNYEHHs], KaK YK€ YIIOMHHAJIOCH BBIIIE, MOTYT BO3HUKHYTh H B CIIy4ae IIPUMEHEHUS
BHEIITHET0 [0JX0/a.

Hcxons M3 nepedncieHHbIX JTOCTOMHCTB U HEOCTaTKOB ONMCAHHBIX MOJAX0J0B K aHaimmu3y loT-
YCTPOWMCTB, CTaHOBHUTCS SICHO, YTO B OOJBIIMHCTBE CIy4aeB II€JIeCO00pa3sHO MNPUMEHSThH
KOMOMHHUPOBAHHBIM ITIO/IX0/, KOTOPBIA 3aKiroyaeTcst B TOM, 4To eciu B loT-ycTpoiicTBe ecTb
HEKOTOpBIH OMHApHBIA KOJA, KOTOpBI o0OnamaeT HEOONBIIMM  KOJMYECTBOM  BHEIIHUX
3aBUCHMOCTEH, ¥ €TO MOKHO OTTYAa OTHOCHTEIBHO ITPOCTO U3BJICYb U 3aIIyCTUTbh, TO AHAJIU3 TAKOTO
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KOJa MOXHO OCYIECTBISATh BHe loT-ycTpolicTBa (Hampumep, pasiaudHbie OWOIHMOTEKH,
HCTIONIb3yEMBIE CEPBHCAMU BHYTPH YCTPOHCTBA, HECIIOKHBIE YTHWIINTHIL, U T.J.). AHAJIN3 XK€ CII0KHBIX
MOJIyJIeH, TAKMX KaK HallpuMep CETEBBIC CEPBUCHI, IeIeCO00pa3HO OCYyMmeCcTBIATh BHYTpH [oT-
YCTPOWCTBA.

Taroke B KauecTBE OTAENBHOTO OOIIMPHOTO M JOBOJBHO IIEPCHEKTUBHOTO HAIPABJICHHUS CTOUT
BBIJICTIMTh IPUMEHEHHE TEXHOJIOTMU BUPTYyaiau3aluu K gpazzunry loT-cucrem.

Jannas paboTa COCTOHT W3 CIEAYIOIINX pa3fesioB: (2) MpuBeaeH 0030p CYMIECTBYIOMIUX METOI0B
U cpencTB i aHanm3a [oT-yCTpoHcTB, B TOM YHCIe HA OCHOBE HMOJTHOCHCTEMHOH aMymsamuy; (3)
mpuBeneHa cxema paboTel mHCTpyMeHTa ELF, ero ocHOBHBIE KOMITOHEHTHI; (4) TpHBEIEHBI
pe3yNbTaThl U3MEPEHUI Ha CHHTETHYECKUX TECTaX, a TAKXKE PsJl CPAaBHEHHH C CYIECTBYIOLIMMHU
HHCTpyMEHTaMH; (5) B 3aKIIOYEHHUE TpeJyIaraloTcs JOMOJHUTEIbHBIC HOBIIECTBA U YIYYLICHHS B
paboTe, KOTOpBIC TOABATCS B Oyaymmx Bepcusax nHCTpymeHnTa ELF.

2. Cywecmeyroujue memoObl u cpedcmea

O0001mMM OCHOBHBIE MOJIXOJbI K AMHaMUueckoMmy aHainu3y loT-cucrem, knaccuduuupys ux 1o
METOy 3aIyCKa BCTPanBaeMOTo KOJa.

1) AnmapatHas oTiagka ¢ ucmoib3oBaHueM wuHTepdeiica JTAG wmnum momoOubix cpenacts [5].
JlaHHBIN METOJ MOKET MPUMEHSTHCSA JJIs1 aHaIu3a ToJIbKo yacTu koaa loT-ycrpoiicTBa, HO TpyAHO
peanu3yeM Ul aHaJIM3a KOJa MOJIB30BAaTENbCKOTO peKUMa. MeTo | anmapaTHONW OTJIaAKH 3aBUCHT
ot loT-yctpoiictBa. OH, KaKk IPaBUIIO, BHIMOIHACTCS BPYYHYIO, €0 TPYJHO aBTOMAaTU3UPOBATh U
MacITabupoBaTs.

2) TexXHOJIOTHSI SMYJISIIUK BBITIOJHEHUS KOJa MOJIb30BaTeabckoro peskuma (QEMU-usermode) [6]
SIBJSIETCSL MIPOCTBIM M OBICTPBIM METOJIOM JMHAMHYECKOTO aHain3a I0JIb30BaTeIbCKOTO KOJa,
MO3BOJIIIOIMM 3allyckaTh OWHApHBIH KOJ, NpeIHA3HAYCHHBIH U1 Pa3JIMYHBIX amMapaTHBIX
apxutekTyp (arm, mips u T.;1). CyTh UCIIOIB30BaHUS JAHHOTO MOX0/1a 3aKTF0YACTCS B U3BICUCHUH
usermode-cpensl (OuHApHBINA KOJ, (ainpl HacTpoek u T.m.) u3 loT-ycTpoiicTBa U MpUMEHEHHS
chroot, 4T0 TIO3BOIIIET PEIIUTE MTPOOIEMY OTCYTCTBUS (AiIOB IMHAMHYECKIX OMOIHOTEK U MIPOIHNX
CCBUIOK BO BpeMms BEIMONHeHUs. KpoMe Toro, Bo3aMoskeH 3amyck gdb mist otnaaku koxa. OmHako
Cepbe3HOE OTrpaHHYCHHE HAKJIAJbIBACT CaM MEXaHHW3M pabOThl IMYILIUH TO0JB30BATEIECKOTO
pexxnma. Kak TOIBKO B KOJE BCTPEUYACTCS CHCTEMHBIN BBI3OB, OH IIEpPEajpecyeTcss XOCTOBOU
CHCTEME, a Ta, B CBOIO OYepe/b, HE BCErZla MOXKET BBIIOIHUTH €r0 KOPPEKTHO, MOCKOIBKY JUIA
00pabOTKM CHCTEMHOTO BBI30BAa MOXET TpeOoBaThCs cheruduyHas ammapaTypa WIH
MIPOTIPUETAPHBIC MOIYJH SIIPa, OTCYTCTBYIOIINE B SIIPE XOCTOBOM CHCTEMBI.

3) [TonHOCHCTEMHAS SMYJIAINS B OJHOM U3 Cpesl BUPTYAIHU3aLNH, HAIIPUMEpP, B CHCTEMHOM PEKUME
QEMU. Ecnu ynaetcst BRITOIHUTD dSMyIsiuio [oT-ycTpoiicTBa mo106HbEIM 00pa3oM, TO Ha OCHOBE
JTAHHOTO TMOJX0Jla MOYKHO TOJIyYUTh XOPOIIHNE pe3ysibTaThl. HampuMep, Takoil MHCTpYMEHT, Kak
FIRMADYNE [7] ocHOBaH Ha MOJHOCUCTEMHOMN 3MYIISILIUU.

KiroueBoe cnoBo 31eck — «ecim». ITonrocucremHuas smymsnus loT-ycrpoiicTBa HEe MOXeET OBITH
BBITIOJTHEHA /IS IPOM3BOJILHOTO YCTPONCTBA, M3-3a MX OONBIIOro pasHooOpasus. CoBpeMEHHBIE
cpenbl BUpTyanu3anuu (vmware, gemu, virtualbox u T. 1.) mogIepKUBAIOT JUIIb TUTIOBOH HAOOp
BUPTYaJIbHBIX YCTPOUCTB Ul KXKJOU apXUTEKTyphl. Mcnonb3oBaHue OJTHOCUCTEMHON SMYJISLIUU
TaKkke€ HE O3HAYAeT, UYTO IMYJIUpyeTcs abcomoTHO Bech koa loT-ycrporictBa. Hampumep, kox
3arpy34rKa MOXKET OBITh 3aMEHEH, €CJIM 3TO HE MPUHIUITHAIBHO /I IPOBEICHUS HCCIIEIOBAHMSL.
4) JlomonneHnast (augmented) OSMyNSOMS — 3TO TEXHOJIOTHS COBMEIICHUS OSMYJISALUH
MOJIb30BATENBCKOTO PEXUMA U TIOTHOCUCTEMHOM dMyIsiiiuy. OCHOBHBIM IPEUMYIIECTBOM JAHHOTO
MOJIX0/1a SIBJIACTCS MOBBIIICHUE CKOPOCTH pabOTHl AMHAMUYecKoro aHamu3a. Hampumep, FIRM-
AFL ocHoBana Ha 3ToM MeToze [8]. OmHako Takoii MoIxoa caM 1o cebe He yCTpaHsIeT HeIOCTATKOB
MIOJTHOCUCTEMHOM AMYJISIIIMK, OH HE MOJKET PEeIlUTh NMpobieMy ammapaTHOW 3aBucUMOcTH. Kpome
TOTO, TIEPEKITIOYCHNE U O0ECIIeYeHne CHHXPOHM3AINN MEXIY MOJIb30BAaTEIHCKUM U CHCTEMHBIM
peXUMaMH MPUBOJUT K AOMOJHUTEIILHBIM H3IEPAKKAM.
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5) Yactuunas smynsamus Qemu — 3TO TEXHOJOTHS SMYJSIIAM 00OpymoBaHUs, WHGOpMAIus o
KoTOopoM Tepenaercss Qemu B Buje onmcanus Ha ckpuntax lua. LuaQEMU [9] — 310 cpena ans
MPOTOTHINPOBAHUSA esieBbIX cucteM. MaTepnpeTarop LuallT Bctpoer 8 QEMU u npemocraBnser
noctyn k BHyTpenHeMy APl QEMU mns smynsaiuum obopynoBanus. OCHOBHBIM HEIOCTATKOM
NPUMEHCHUS YKa3aHHOT'O TOJXOJa K aHaIM3y pealbHbIX |0T-cucTeM sIBISETCS TPYIOSMKOCTb
MPOTOTHIUPOBAHKS B OOIIEM CiIydae, NaXke eCJIM MPEICTaBIICHA JOKYMCHTAIUMS HA MHUKPOCXEMY
YCTpOICTBa.

6) AHanu3, OCHOBaHHBIN Kak Ha peaibHbIX [0T-ycTpolicTBax, TaKk U HA TEXHOJOTHUH IMYJIALIUU.
JlaHHBII TOJIXO/ HATIPABJICH HA pEIICHHE MPOOJEMBl TOYHOCTH BBIMONHEHUS Koaa l0T-cucremsl,
KOTOpasi HC MOXKET OBITh PEIICHA C MOMOIIBIO0 IMYIIAIUHU, U MPOOJIEM aBTOMATHYECKOrO aHau3a,
KOTOpBIE HE MOTYT OBITh PEIICHHI C TOMOILBIO anmnapaTHoi oThnaaku. ABatap [10] u ABarap 2 [11]
SIBIISTIOTCSI TIPUMEPAMHK 3TOTO MOAXO0a, MBITAIONINECS MEPEHANPABUTH ONCPAIlK BBOJIa-BHIBOJIA HA
peanbHBIe YCTPOWCTBA, €CIIM WX HEBO3MOXXHO BBIMIOJNHUTH B cpene sMmyisinuu. OgHako ABatap u
ABatap 2 o0mamaroT KOHIENTYaJbHON MpoOJeMoli, 3aKIF0Yaroelicss B TOM, YTO MHOTOKpPATHEIC
TIEPEKITIOUCHIUST MEXKAY CPElOi SMYIINH W PEeabHBIMH YCTPOWCTBAMH HETaTHBHO BIHSIOT Ha
CKOPOCTb pabOThI IPH MOJTHOMACIITAOHOM (ha33UHI-TECTHPOBAHUH.

U3 001me 10CTYTHBIX H3BECTHRIX COBPEMECHHBIX pean3alnii, OCHOBAHHBIX Ha MOJTHOCHCTEMHOMN MITH
JIOTIOJTHEHHOU AMYIIAINH, OTMeTUM crenyroniue: naerpymenr FIRMADYNE [7], FIRM-AFL [8],
TriforceAFL [12], loTFuzzer [13], luagemu [9]. Omumem HeMHOro 6ojice AETAILHO OCHOBHBIE
0COOCHHOCTH HEKOTOPBIX U3 3TUX peali3aLlfil.

Wuctpyment Firmadyne [7] npencraBiser coboi ppeiiMBOPK U aBTOMATHIECKOTO TECTUPOBAHUS
3agaHHbIX [0T-ycTpoiicTB Ha HanW4YMe B HUX M3BECTHBIX ys3BHMOCTEH. B ero cocrase mmeercs
TabnuIa MpOM3BOANTENECH YCTPOWCTB, ¢ cooTBeTcTByromuMH URL-ampecaMu, 1Mo KOTOpPBIM C
HCIIOJIb30BAaHHEM HEKOTOPOTO aBTOMATH3MPOBAHHOTO HHCTPYMEHTA IIPOMCXOIUT IOJIyYEHHE C
caiiToB mpou3BouTeNeil OMHApHBIX 00pa30B YCTPOMCTB, 3amyck uxX mox ynpasieHueM QEMU B
peXuMe CrenHanbHOM NOTHOCHCTEMHOM AMYJIISIIIMY B OCIEyIoMIast aBTOMaTHYeCKas IpOBepKa Ha
HaJIMYKMe W3BECTHBIX YSA3BMUMOCTEM ¢ ucmoib3oBanueM Metasploit Framework[14]. B pesyibrate
TECTOBBIX 3aIlyCKOB (PUKCHUPYIOTCA KaK yJauHbIEe MOMBITKH 3KCIUTyaTalldH YS3BHUMOCTEH, TaK H
aBapuitHBIC 3aBEepIIEHNU BHYTPEHHUX MporieccoB. I1pu 3ToM B 6a3e JaHHBIX JaHHOTO HHCTPYMEHTa
JUIT KaXJIOTo W3 XOTs Obl pa3 3amymieHHbIX loT-ycTpoicTB coxpaHsercss MHGOpMALUS s
BO3MO>KHOCTH BBITTOJTHEHUSI TIOCIIETYIOIINX TECTOBBIX 3aITyCKOB YK€ 0€3 IIOBTOPHOTO BBIKAYHBaHMS
obpaza. [TognepxuBarorcs apxutekTypel ARM u MIPS. B nanHo# cxeme WHTepeC MpelCTaBIsieT
nogxon FIRMADYNE k nonxrocuctemHo# smyisiun [oT-yerpoiictBa B QEMU. O6pa3 kaxmoro
BBIKAYaHHOTO YCTPOMCTBA pa3BOpAuMBAaeTCsl MyTeM 3alycka OMYJSITOpa CO  CIEIHaIbHO
MOATOTOBJIEHHBIM 3apaHee sapoM Linux (amst Bcex oOpa3oB HCIONB3YETCsT OZHO M TO K€ SApO,
coOpaHHOE pPa3HBIMH KPOCC-KOMITMJIATOPaMH I10JI COOTBETCTBYIOIIYIO apXHTEKTypy) M 0Opa3zoMm
KOpHEeBO (aitiioBoii cucTeMbl. B taHHOE SIpo Ha yPOBHE MCXO/IHBIX KOJIOB BCTPauBaeTCs JpaiBep,
KOTOPBIM BBICTABIISIET 3ariIyllIKH Ha y3JIbI JepeBa YCTPONCTB, NMCEeBI0-(halIoBOM CHCTEMBI /proc
T.JA., TeM caMbIM 3acTaBisist loT-ycTpoiicTBO BuAEThs HEOOXOAMMBIE eMy ISl PaOOTHI AIIEMEHTHI
CHCTEMBI. B KkadecTBe COAEPKUMOTr0 KOpHEBOH (hailloBOH CHCTEMBI BBICTYNAeT W3BJICUEHHAS B
aBTOMAaTHYECKOM pexkuMe u3 obpasa loT-ycrpoiicTBa daiinoBas cucrteMa, B KOTOpYIO go0aBiieHa
HOJ/IEPKKA JOMOMHUTENbHON KOHCONM [l TPaHCHSLMM YINPaBIAIOMMX KOMAaHJ, a TakKxke
O6ubsMoTeKa JUIs yHpaBJIeHHs SMYJIILHEN nvram 4Yepe3 yIoMsHYTHIH BellIe JpaiiBep sapa. boiee
noipoOHOE omnricanue U UcxoaHbIi ko1 poekta FIRMADYNE npusenens B [7].

Wncrpyment TriforceAFL [12] cam no cebe He sBisieTcs HU (azzepoM, HU (HpeMBOPKOM IS
HOJIHOCUCTEeMHOM amMyisatun [oT-ycTpoiicTs, a npeacraBiseT u3 cedst MexaHu3M Juts (ha33nHra sijpa
Linux ¢ wucnonp3oBanuem AFL. JlaHHBIH MeXaHH3M pealn30BaH ITyTeM I00ABICHUS B KOJ
smynsatopa QEMU ¢yHkumoHana, peann3yomniero, BO-IepBbIX, HECYIIECTBYIONINE HHCTPYKIIMH JIIS
apxurektyp x86 1 ARM c nensto nepegauu yepe3 HUX MyTUPOBaHHBIX AaHHBIX OT AFL BHyTph
TOCTEBOM CHUCTEMBI Ha CHCTEMHBIC BBI3OBEI, BO-BTOPHIX, fork-cepBep BHyTprn QEMU, 1 B-TpeThUX,
coop xaptel mokpeiTust AFL BHyTpn QEMU. TlomnepxxnBaercs Tonbko Bepcust QEMU 2.3, Jlns
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opranmu3anuu (az3unra sjapa Linux ¢ ucrons3oBanueM Triforce AFL HeoOxo1uMo Ha IIeIeBOM siipe
3anycTuTh KopHeByto PC, cojmeprKalllyio B KauecTBe MpOIecca init Tak HasbiBaeMbId user-mode
npaiiBep (azsmHra. OTOT IpaiiBep CONEPKUT HECYIIECTBYIOIIME HHCTPYKIHH IIPOIECCOpa,
BBINIOJTHEHHE KOTOPBIX NMPHBOJAUT K OIPEAEICHHOH IOCIeJ0BaTeNbHOCTH JeicTBUi BHYTpU 10T-
yerpoiictBa 1 QEMU: 3anyck fork-cepBepa; mosiydeHne MyTHPOBaHHBIX IaHHBIX OT (as3epa;
HayaJlo ¥ 3aBEepIICHHE BBIOJIHEHHS LENEBOro Koja /uisl (a33uHra. DTOT KOJ NPEACTaBIsIET CO00it
00epTKy, pachpeieNsoNnyl0 MyTUPOBaHHbIE IaHHBIE IO MapaMeTpaM LEJIeBOr0 CHUCTEMHOTO
BbI30Ba. [IpuMepsl opranuzanuu ¢a3szuHra ¢ ucnoib3oBaHueM TriforceAFL mpusenens: B [12].
Taxoke cieayeT OTMETUTh CylecTBeHHYI0 ocobeHHOCTh TriforceAFL — ¢a33uHr BHINONHSIETCS B
RAM-namsTH, Ha Ka’KIOM TECTOBOM 3aITyCKE TOCTEBON CHCTEME HEAOCTYICH JKECTKHUH IHCK, YTO
roauTcs Ans (az3uHra sapa, HO MOXKET CYIIECTBEHHO MOBJIHATH HAa JTOCTOBEPHOCTH PE3yJIbTATOB
(ha33uHra B ciiydae MCIOJIb30BaHUs YKa3aHHOTO 1Moxo/a K (a33uHry user-mode Koza.
Wuctpyment FIRM-AFL [8] mpemna3znaueH HemocpencTBeHHO M (asz3uara loT-ycTpoiicTs.
HoBble moaxonpl, WCHONB3yeMbIE B JAaHHOM HHCTPYMEHTE, NPEKAE BCETO HANPaBICHBI Ha
ONTHMHU3AIMI0 TI0 CKOpOCTH mpomecca (as3smHra. B kadectBe ¢haszepa ucmomeszyercst AFL.
[Honnocucremuas samynsauus loT-ycTpoiicTB BoinmonHseTcs ¢ ucnoas3oBanueM FIRMADYNE [7],
3a HCKITIOYEHNEM TOTO, UTO BEIOpaHa Oosiee HOBast BEpCHS S/1pa, HA KOTOPOH 3aITyCKaloTCs IIeIeBbIe
ycrpotictBa. Takxe, kak u B ciydae TriforceAFL [12], ucone3yetcs Bcrpoernas B QEMU kapta
mokpeiTus AFL, oHaKo B OTJIMYKE OT HETO, UCIOIb3yeTcs He BcTpoeHHbld B QEMU fork-cepsep,
a MeXaHH3M JISTKOBECHBIX CHUMKOB (SNapshots), mpu 3ToM BEIOOp MOMEHTa COXPAHECHHSI COCTOSHUSI
TOCTEBOM BUPTYaJIbHON MaIlIMHBI, TaK e, KaK ¥ IPYTHe BCIIOMOTaTe/IbHbIE MOMEHTHI, BBITTOIHACTCS
¢ wucnons3zoBanueM DECAF [15] u BcTpoeHHOHt B Hee uHTpocmekiuu. OIHHUM H3 CpPEICTB
ONTUMU3AIMU 110 CKOPOCTH SBJISETCA MCIOJIB30BAHUE JOMOJHEHHOM SMYIALUH, CYTh KOTOPOIf
3aKJIIOYaeTcsl B TOM, 4YTO B MpoOllecce MHUIMaNM3anuu neseBoro loT-ycTpoiicTBa BBHIOMHSETCS
MOJTHOCHUCTEMHAS SMYJIALHS, a IIOCIe TOTo, KaK IOCTeBas CHCTEMa Iepeluia B HY)KHYIO TOUKY,
nenaercst cHUMOK BM, m Qas33uHr 3amyckaercss B pexuMe user-mode SMyISIUH, ITOCKONBKY
BBITIOJHSACTCS TECTUPOBAHUE NPHKIAIHBIX MporpaMM. [Ipu 3ToM B HEKOTOpOM (aiine XpaHHTCS
COCTOSTHHE TTOJTHOCHCTEMHOTO KOHTEKCTa, UCIIOIb3YEMOTO IEJIEBbIM IPHIIOKEHHEM, @ CHCTEMHBIE
BBI30BBI TPAHCIUPYIOTCS B PO XOCTOBOW CHCTEMBI. Takoi MOAX0/, CO CIOB aBTOPOB, O3BOJISIET
3HAYUTENBHO YBEIMUUTH CKOPOCTh (a33uHra. B [8] ykasaHo, 4TO HaHHBII MPOEKT MOAAEPKUBACT
apxutektypsl MIPS u ARM, onnako no ¢akty aHamu3 KojJa U3 OTKPBHITOrO PEMO3UTOPUSI IIPOSKTa
MOKa3aj, 4YTo B pabOTOCIIOCOOHOM COCTOSIHMM HaXOJUTCS TOJILKO KO i apxuTekTypbl MIPS, a
kox st ARM He TectupoBancs. [Ipu 3ToMm aHanm3 Koja TakKe MOKa3all, 4YTO Peaan3anus JOBOIBHO
CHWJIBHO TIPUBA3aHA K apXWUTEKType, U I00aBJIE€HHE, HANpUMep, MOMICPKKH apXUTEKTyphl X86
MIPE/ICTABILIETCS TPYIOEMKOH 3a1auei.

3. Ulucmpymenm ELF

WNuctpyment ELF mpexacraBnser co0ol  HWHCTpYMEHTaNbHYIO IUIATGOpPMY Ha OCHOBE
nonHOcucTeMHON »Mmyisimnn QEMU, obecriednBaionylo BHECEHHE PAa3IMYHBIX HHCTPYMEHTOB
aHaiM3a (B TOM 4nciie pazzepoB) B IITATHYIO cpeay (PyHKIMOHUPOBAHMS IIPOrpaMMHOTro koja 10T-
ycrpoiicTB. Kak npasuito, aist 3amycka auctpudyrisa OC Linux (B Tom umcie u st loT-cuctem)
B cpene Buptyanusannd QEMU HyxeH o6pa3 ®C, sapo, o0pa3 HauansHoi kopHeBoit @C (initrd) u
3arpy3uuk. [lyist pabotsl ¢ ELF TpeGyercst npeiBapuTeNbHO BHIICINTD BCE 9TH KOMIIOHEHTHI U3 [oT-
YCTPOUCTBA. Y CIOBHO TaKOH IMOAXOJ MOKHO Ha3BaTh — «pa3Aeisii U BIACTBY», T.K. B 3TOM Clly4yae
JIOTIOJTHUTEIbHBIH MHCTPYMEHTAJBHBIH KOJ MOXXET OBITh J100aBjieH B JII000H W3 yKa3aHHBIX
KOMIIOHEHTOB B 3aBHCHMOCTH OT pelIaeMoii 3a/1auu.

B HexoTopbIX cityyasx yaércsi BOCCTaHOBUTB Bepcuio n KoHpurypanuto siapa loT-cucremsr. Torna
SAPO MOXKET OBITH 3aHOBO COOPAaHO M3 MCXOAHBIX KOJOB C JI00aBJIEHHEM pPa3INYHBIX MOJYJEH,
MOJIE3HBIX JJIS1 OTIAJKH U aHAIIN3A.
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Ecnmn 0o6paz ®C mo3Boise€T BHOCUTh M3MEHECHHMS, TO OYEBUAHBIM 00pa3oM, HHCTPYMEHTAIbHbIC
cpeacTsa pobasisitoTes Ha ypoBHe DC.

OpmHako B XOZ€ MPOBEICHHBIX HCCICAOBAHMI OBUIO YCTaHOBJICHO, YTO Hamboiee MPOCTHIM
CIIOCOOOM SBISIETCS BHECCHHE B LEJIEBYIO CPEIY AOMOJIHHUTEIBHBIX WHCTPYMEHTAIBHBIX CPEICTB
aHanM3a depe3 HadanpHyro KopHeByro @C. Ilpm TakoM croco0e HHXEKTHPOBAHUS
HMHCTPYMEHTAIbHBIE CPEACTBA OCTAIOTCS MPO3PAYHBI JUTA MPOrpaMMHOro kozaa loT-ycrpoiicTBa u He
BJIMSIIOT Ha €ro (PyHKIMOHAIBHOCTS.

B cocras ELF BxomuT Ha0Op CKPHITOB, OOCCIIEYMBAIOIINX ABTOMATHUYECKYIO TEHEPAIHIO
HavabpHOH KopHEeBO @C mpu kax oM 3arrycke QEMU B COOTBETCTBHH € 3aITyCKaeMBIM CIIECHApHEM
Tecta (BBIOOp MHCTPYMEHTAIIBHBIX CPECTB, BXOHBIE ITAPAMETPHI U T. II.).

Ha puc. 1 npuBenena cxema pa6otsl ELF 1 ero 0CHOBHbIE KOMITOHEHTHI.

QEMU (moAHOCUCMEMHAA 3MYIALUA)

loctesan OC loT-ycTpoicrea Ceresoii das3ep
Cepaucel 1 - (boofuzz)
MPMNOKEHHA

initrd LononHvrensHoin
wncTpymerTapui [ UHCTpYmeHT
s " YAENEHHO IO YNPaB/IeHWs
ﬂ’ﬂ‘po Maogynm
WHCTRYMEHTALMN

KOMNOHEHT ! - o AFL-nogobriblii dpassep
cBopa NoKPeTUA Werepdeiic Wrrepdedic I
tina GDB AFL
l
raw i
— 1 Binary, esv, . KomnoHeHT aHanusa
—  ApmHaMwe | -
J NOKPLITHA
raw e _Z
Web-
KNHEHTEI

e

Puc. 1. Ocnoguvie komnonenmol uncmpymenma ELF

Fig. 1. The main components of the ELF tool
B nactosmiee Bpemst B ELF aBropamu peamm3oBana nmoanepxkka AFL-nogo0HbIX [16] 1 ceTeBBIX
¢azzepor Sulley/Boofuzz [17, 18] anst apxutektyp x86 64 u ARM. [lyis1 ucnons30BaHus pexuMa
ommanku QEMU wMoxer ObiTh 3amymieHa co BcTpoeHHbIM GDB-cepBepom. JlaHHBIH peskuM
WCTIONB3YETCS sl paboThI ¢ TakuMu (azzepamu, kak Sulley/Boofuzz.
Jlanee paccMaTpUBarOTCsl OCHOBHBIE KOMIOHEHTHI ELF.
a) QEMU. Ocuosnas wacts ELF — sT0 mosHOCHCTeMHBIH aMysitop QEMU. B kauectse 6a30Boi
BepcuM BblOpaHa crienmanusupoBanHas Bepcusi QEMU UCII PAH [19]. B sty Bepcuro QEMU
ABTOpPaMH{ BHECEHBI CIIEYIOIINE JONOIHUTEIFHBIE KOMITOHEHTHI:

e wuHTrerpanuu ¢ AFL da33epom (qvacTuaHo 3auMcTBOBaHHO U3 npoekTa TriforceAFL);
e cOOpa MOKPBITUS KOJA;

® paboOThI CO CHUMKaMH.
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B Texymeii Bepcun ELF uaterpuposan Tonsko ¢ AFL dazzepom gepes unrepdeiic AFL u npaiiBepa
(az3unra, Mo aHajoruu kak 3to caenano B TriforceAFL. Cxemarnuno B3ammopeiictBue AFL u
QEMU B uncrpymenre ELF nokasano Ha puc. 2.

QEMU
[paiisep |
daszunra
il
Q,‘O_E‘\N) - startFuzz [ILL)
ald e —] savevm
/ equeﬁ |
P rca‘:‘l; equest— | getWorkiiLL)
AFL i con
// startWork(ILL)
o~
Ry PN W,
iy, ® o0 doneWark(ILL)
: )}fﬂ\‘ / K 8 loadvm
target
—
— sed e

Puc. 2. Ilpomoxon ezaumooeiicmeus AFL u QEMU
Fig, 2. Protocol of interaction AFL and QEMU

B npaiiBep a33mHra BCTaBIACTCS CHENHANbHAS HECYIISCTBYIOMIAs MAaIIMHHAS HWHCTPYKITHS,
koTopas obopadateiBaercss QEMU ocoObiM 00pa3oM M CHTHAIH3UPYET B KaKOl MOMEHT HauWHATH
¢azsuar. Dazzep AFL 3amyckaercs HEMOCPENCTBEHHO HAa XOCTE, TOC W TCHEPHPYET BXOIHBIC
JIaHHBIC JUIA UCCJIEyeMOro MPHIOKEHUs. JTU naHHble TpaHcaupytorcs B QEMU u yxe B cpene
I0T-ycTpolicTBa mepenarTcs NpuiIokeHuto. TakuM 00pa3oM, HET HEOOXOJMMOCTH MOPTHPOBATH
dazzep s padboTel B cpeze loT-ycrpoiicTBa. AHATOIHYHBIM CIIOCOOOM MOYKHO aJaNnTHPOBATh HE
tonbko AFL, HO u apyrue cyuiectByromue ¢azzepbl 63 He0OOXOTUMOCTH BBHITIOIHITh UX COOPKY
KpPOCC-KOMITHIIATOPOM TIOJ] IPYTYIO apXUTEKTYPY.
B unctpymente ELF aBropamu peann3oBaH cOOCTBEHHBIH MEXaHU3M I10/ICUETa TIOKPBITHS KOJia, He
CBSI3aHHBINA C KakuM-JIn00 (hazzepoM. KoOMMOHEHT cOOpa MOKPHITHS KOJAA BBIMOIHSICT (HUKCAIHIO
aZpecoB BBIMNOJHEHHBIX 0a30BBIX OJOKOB. /laHHBI MEXaHU3M, MOMHMMO TPAIUIIMOHHON OIICHKH
nporecca (a33uHra KOHKPETHBIM (ha33epoM, MOXKET HCIOJIb30BAThCSI TAaKXKe Uil CPaBHEHHUS
pa3IHYHEIX (a3zepos, padoTaronux Ha mwiatdpopme ELF Hax omHON M TOM ke HEINbI0.
B omimmune ot TriforceAFL, B unctpymenre ELF 8 QEMU st dasz3unra npumensiercst ve fork-
cepBep, a MEXaHNU3M CHHMKOB (vm-snaphots). HecMoTpst Ha To, 94TO mocIemHUH sBisieTcst Ooree
MeIJICHHBIM, UCTONb30BaHue fork-cepBepa mpearmonaraeT TeCTHPOBAHUE MCKIIOYUTEIBHO B ram-
MaMATH TOce MOPOKACHUs AodepHero mporecca. OcobeHHOcTH peanm3anmu fork-cepsepa B
QEMU TaKkoBsI, 4TO MOAOOHEIH MOAXO] BICYET 32 COOOW OTCYTCTBHE (PHKCALMU TeX OMIMOOK, Ha
BO3HHUKHOBEHHE KOTOPBIX BIUSIOT JaHHBIE U KOJ CUMTBIBAEMbIN ¢ kecTkoro nucka BM. Takoe
MTOBEJICHUE HETATHBHO BIMSIET U Ha KAYECTBO IIPOBOIUMOTrO (ha33nHra.
6) Komnonenm ananuza noxpwimusi. B xone paborsl ELF Ha XocroBoil MammHe coxpaHsercs
nHpopManus o NOJIy4YEeHHOM ITOKPBITHH, @ UMEHHO: 1) BUPTYyaJIbHBIE aapeca BceX OJI0KOB Koja (Kak
JUTSL SIAPa, TaK M MOJIb30BaTEIbCKOT0 PeXUMa), 2) KapTa MOKpbITHs AFL (17151 COBMECTHMOCTH C 3TUM
¢dazzepom), 3) B TOM cioydae eclid BO3MOXXHO TMEPEKOMIMIMPOBATH SAPO (C  OMIHEH
GCOV_KERNEL), To coxpansiercsi MOKpbITHE s11pa B popmare gecov.
KoMIioHeHT aHanmm3a TOKPHITHS arperupyer yKa3aHHbIE BHJIbl COOMpPAEMOro MOKPBITHS,
obpabatsiBaeT U oToOpakaet. J{yis MOIbp30BATENsI OKPBITHE MPEACTABIseTCs B 6ase maHHbBIX [da
Pro mst onpeneneHHOr0 MOy st Mt uepe3 Web-Opay3sep aiis Bceil CHCTEMBI B 1IEJIOM ¢ pa3OrueHueM
10 KOJy T0JIb30BaTEIbLCKOTO peXknma 1 Koy sapa (puc. 3).
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Puc. 3. Omobpasicenue nokpwimus koda 6 uncmpymenme ELF: ¢ 6aze oannvix 1da Pro u ¢ Web-unmepgeiice
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Fig. 3. Displaying code coverage in the ELF tool: in the Ida Pro database and in the web interface for kernel
and user mode

B) Jononnumenvuwiti  uncmpymenmapuii. Jlanseiii  kommoneHT ELF Bkmoyaer B ceds
JIOTIOJTHUTENbHBIE usermode-Mo 1y, pa3paboTaHHbIE aBTOPAMHU ISl YIIPABICHUS U TECTUPOBAHUSL:

e CONroot—3To MHCTPYMEHT, KOTOPBI 0OecreunBaceT yiajJeHHOe yrpasieHue nocpeacrsom shell-
KOMaHJI, 03BoJIsist BRINOTHATE KoMaH sl B OC loT-ycTpoiicTBa miu 3amycKkaTh IPUIOKECHUS U3
Habopa JOMOJHUTETHLHOTO HHCTPYMEHTapHS;

e npaiiBepsl s (a33MHIa — JONMOJIHUTEIbHBIE Usermode-OnOIMOTeKH, KOTOPBIE ONMPEAEISIOT
1enb (az3uHra ¥ IMO3BOJIAIOT MPOBOAUTE TECTUPOBAHME HE TOJBKO OTAEIBHBIX YTHIIHT, HO H
oubnmotek nn apaiisepoB B OC loT-ycrpoiicTsa;

e HabOp yTHIHUT A paOOTHI C TTOKPHITHEM;

® TECTOBBIE YTWINTHI — HAOOP MPHUIOKEHH C BHECEHHBIM OLIMOKAMU JUIsi CAMOTECTHPOBAHMSI.

r) Omaadounvie uncmpymenmst. s ananmusa OC IoT-ycrpoiicTBa 100aBIISAIOTCS TAKUE YTHIIUTHI,
kak gdb, gdbserver, strace u T.11. Kpome TOro, eciu ecTb He00X0AUMOCTh, TO BO3MOXKHO BKIIFOYHTH
B CcOOpKy crHeuuanbHblii coOpaHHbId busybox, pacimpstomunii mratHeiii ¢gynkumonan 10T-
YCTpOICTBa.

n) Uumepdgpeiicom uncmpymenma ELF Ui B3aMMOJEWCTBHSL C TOJIB30BATENIEM SIBIISIETCS HAaOOp
CKPHUITOB, KOTOPBIH 00ECHEeYMBAIOT HE TOJIKO 3allyCK TECTOB, Pa3IM4HBIX (Da33epoB, HO W
BBINOJIHACT NPH HEOOXOAMMOCTH NepecOOpKYy BCeX KOMIIOHEHT B 3aBHCHMOCTH OT CIIEHapus
TecTHpoBaHUs. TeM caMmpIM HCKIO4atoTcss omubOku B pabore ELF, cBs3anHBIE C
paccoriacoBaHHOCTBIO OT/AEIBHBIX KOMIIOHEHTOB ¥ MOJTYJIEH.

4. CuHmemu4eckue mecmbli

B nanmHOM pa3zmene mpuBOIATCS pe3yibTaThl paboTsl mHCTpymMeHTa ELF Ha pasmmyHbIX
CHHTETHYECKUX TecTax. s mpoBepkH u KOHTpossa padoTocnocodHocTH HHCTpyMeHTa ELF B ero
COCTaB BXOJIUT TPHU I'PYIIIIbI CAHTETUYECKUX TECTOB:

e TecThl Ha ocHOBe Juliet v1.3 [20];
e tecthl oT Google Ha ocHoBe fuzzer-test-suite [21];

e ceTeBOil cepBep vulnserver, OCHOBaHHBIN Ha MpoBepouHOM TecTe st Boofuzz [22].

Jnst mepBoro u BTOporo Habopa TECTOB co3laHbl npaiiBepa (azzuara. C HX TOMOUIBIO

ocymecTBisieTcst TectupoBanne AFL-mogo6HeM aszzepom. TpeTnit TECT MOKET OBITH BBHIITOTHEH

OONBIIMHCTBOM CeTeBhIX (ha33epoB. B mpoBoaMMOM HCClieOBaHNN B KauecTBe ceTeBoro (assepa

BeIOpaH Boofuzz.

ITepsriit Habop TectoB u3 Juliet v1.3 chopmupoBan u3 105 TecToB ¢ pa3IUIHBIMA OIMMOKAMHU

nepernonuenust 6ydepa: CWE-121 (Stack Based Buffer Overflow), CWE-122 (Heap Based Buffer
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Overflow), CWE-124 (Buffer Underwrite), CWE-369 (Divide by Zero) u CWE-476 (NULL Pointer
Dereference). lanubiii Ha0Op TECTOB IpeaHA3HAYEH IS MPOBEPKM BO3MOMKHOCTH YCIELIHOTO
(ha33uHTa ¥ HAXOXKICHHS PA3IHYHOTO THIIA OMIHOOK, PETUCTPAIIH aBapHIHBIX 3aBEPIICHUN B Cpejie
uccneayemoro loT-ycTpoiicTBa. [l Kaxaoro Tecta B TCYCHUE HECKOJIBKUX MHUHYT JTOJDKHO OBITH
HalIEHO XOTs OBI OJJHO aBapUIHOE 3aBEpIICHUE. Y CIICIIHOE BHIMOJIHEHUE TAHHOTO Habopa TeCTOB
JIEMOHCTPHUPYET, 4TO CTEHJ C uccieayeMbiM [oT-ycTpoilcTBOM KOPPEKTHO HACTPOEH M HAXOAUTCS
B pabOTOCIIOCOOHOM COCTOSIHHH.

Bropoit Habop TectoB (fuzzer-test-suite) mpemHa3zHaueH MAJIS OMPENENICHUS CKOPOCTH PabOTHI
(ha33epoB U MoJIyIaeMOro MU MOKPHITHs. KakIpIii TeCT mpecTaBIseT co00it OMOINOTEKY, KOTOpast
COJICPKHUT U3BECTHBIC OMIMUOKH, BBISIBIICHHBIC paHee. C IOMOIIBIO KPOCC-KOMITHIIATOPA, OMOIHOTEKH
u3 coctaBa fuzzer-test-suite coOuparorcs mis pabotsl B cpeae loT-ycrpoiictBa. JlaHHBINA HAOOD
TECTOB MOXET TaK)KE MCIIOJIb30BAThCS JIJIsl CPABHEHUS pa0bOTHI pa3HuHbIX (paz3epo. B ToMm uucie,
B XOJIe TIPOBEJICHUS HCCIICIOBAaHMH OBIJIO BEITIONHEHO CpaBHEHHUE IBYX Bepcuid nHCTpyMeHTa ELF,
peanu3yommx pa3Hble MOaX0Abl — ¢ UcHonb3oBaHueM fork-cepsepa u MexaHH3Ma CHUMKOB BM:
1) Ha ocHoBe QEMU Bepcuu 2.3 ¢ fork-cepsepom (TriforceAFL) u 2) na ocHoBe QEMU Bepcuu 5.2
¢ MexaHI3MOM cHUMKOB BM. HauansHble BXOHBIC TaHHBIE (Seeds) NCTIONb30BANINCH OJMHAKOBBIC
JI7IS1 KaKJI0M BEPCUU.

B Tabn. | mpencraBieHs! pe3ynbTaThl ()parMeHTa HCHBITAaHWH Ha 4-X OMOMMOTEKax M3 cocTaBa
fuzzer-test-suite. B cTronbuax, otMmeueHHBIX «V1», npeacTaBieH pe3ynsrat pabotsl ELF ¢ Qemu 2.3
u fork-cepsepom (TriforceAFL), B cTtonbuax ¢ otMeTkoi «V2» — pe3yabrat pabotsl ELF ¢ Qemu
5.2 ¥ MeXaHU3MOM CHHUMKOB, @ B CTOJIOIaX C OTMETKOMU «V2-ramy» — pe3ynbTat padoTsl ELF ¢ Qemu
5.2 ¥ MEeXaHM3MOM CHHUMKOB C ucroib3oBanueM RAM-mucka.

Taon. 1. CpasHenue npouzeooumenvhocmu AFL ¢ghazzepos ona Qemu ¢ Fork-cepsepom

Table 1. Comparison of performance of AFL fuzzers for Qemu with Fork-server

Bpewms pabotsI (4.) Hucro 3amyckoB CpenHsisi CKOpOCTb IToxpsiTHE Owunoku
(muH.) (3amyckos/ c.) (AFL, total
paths)
vl V2 V2- vl v2 v2- vl v2 v2- vl v2 vl | v2
ram ram ram
libjpeg 113 | 113 75 164 | 271 | 249 40.3 6.7 9.2 701 1359 - -
libc-ares 113 | 113 75 18.0 | 2.89 | 2.62 44.2 7.1 9.7 739 779 - -
liblems 113 | 113 75 394 | 07 0.78 9.7 1.7 2.9 212 605 - +
libproj4 113 | 113 75 159 | 2.77 | 257 39 6.8 95 | 1629 | 1817 - -

B pesynbrare sxcriepuMeHTa ObLI OTy4YeH CIIeIYIOIIH pe3yIbTaT — IpU O0JIbIIEM YUCTIe 3aIlyCKOB
(cxopoctp paboter QEMU c fork-cepBepom mpubmusutensHo B 6 pa3 Bemme, yem y QEMU c
mexanm3mMoM cHuUMKOB BM) ELF-epcuss ¢ fork-cepsepom (ot TriforceAFL) mokassiBaet
3HAYUTEIBHO XY/IIIHN Pe3yIbTaT M0 MOKPBITHIO. 3amMeTnM, uto B ctonbdue «[lokpeirue (AFL, total
paths)» npuBeaeHb! pe3yIbTaThl yuéTa paboThl BCEro MOJIb30BATEIFCKOTO KOA B CHCTEME, BKIIOYAs
Bce (oHOBBIE mporecchl. VceiaenoBaHue MOKa3ajo, YTO NPH HMOPOXKICHUH JIOYEPHEro mporecca
QEMU 2.3 (TriforceAFL) ¢ wucrnomp3oBanuem BbizoBa fOrk Tepsercst cBsf3p ¢ BHUPTyasIbHBIM
KECTKMM JAHuCKOM. Takoe MOBeleHHEe CYIIECTBEHHO BJMSET Ha JIOTMKY pabOThl MPOLECCOB,
HCIIONB3YIOIIMX MeXaHU3MBI (ailioBoro BBoAa/BbIBOA. B psife cirydaes 3TO MPUBOAUT K TOMY, YTO
Bepcusi ELF ¢ QEMU 2.3 (TriforceAFL) mpomyckaer aBapuiiHble 3aBEepIICHHS, KOTOpbIE ObUTH
3adpukcupoBansl Bepcueit ELF ¢ QEMU 5.2 (MexaHM3M CHHMKOB), MOCKOJIBKY YacTb Koza
CTaHOBUTCS HeJNOoCTHWXHMa. Takum oOpa3om, npu tectupoBanuu 6ubmmorek B ELF ¢ QEMU 5.2
(MexaHH3M CHEMKOB) TIOKpBITHE YBeHUMIOCh B ciydae libjpeg na 94%, libc-ares — Ha 5%, liblems
—Ha 185%, libproj4 — na 12 %.

Kpome toro, Bepcus ELF ¢ mexanmsmom caumkoB BM Obina agantupoBana k pabore ¢ RAM-
JIMCKaMH, YTO YBEJIMYHMIIO CKOPOCTh paboThl B cperHeM B 1.5 paza (cM. cTonOusl V2-ram B tabu. 1)
1 TIO3BOJIMJIO MOJIYYHUTh T€ e pPe3yJIbTaThl 3a 75 4.
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Tpertnii HabOp TECTOB — 3TO ceTeBOM cepBep vulnserver, B koTopom peanuzyercss HTTP-mono6HbIi
npoTokosl. B oOpaboTdmkax 3ampocoB cepBepa HAMEPEHHO 3aJIO’KEHBI OIMMOKH. 3ammyCcK TecTa
MO3BOJSIET TIPOBEPUTH paboTy ceTeBoro creka mnportokoma loT-ycrpoiictBa. Peructpamms
aBapUIHBIX 3aBepIICHU oOecieunBaeTcs uepes uutepdeiic gdb QEMU.

5. 3aknrodeHue

IlpuBenenHass cxema wucnosb30BaHus HHCTpyMeHTa ELF 1o3BOJis€T ympocTUTh IpoLEecc
HNOATOTOBKK IporpaMMHOro koga loT-ycTpoiicTBa K TUHAMHYECKOMY aHAlU3y, B TOM YHCIE C
NPUMEHEHHUEM Pa3IMYHBIX CYLIECTBYIOMINX (ha33epoB.

[TomydeHHble 3aMepbl CKOPOCTH pabOTHl M TOKPBITHS YK€ B TEKYIIEH BEPCHU IIO3BOISIOT
NpOBOAUTH (DAa33MHT 3a MpUEMIIEMOE BpeMs, IPH 3TOM B mpouecce (a33uHra odecreynBacTcs
ctabmibHas padora [oT-ycrpoiicTBa u Bcero komiuiekca B 1ienom. Takke B uHctpymernte ELF, B
ormimmuue ot TriforceAFL, pemena 3a1aua CHHXpOHH3AaLUK JJAaHHBIX 110 )KECTKOMY JTUCKY BO BpEeMs
(haz3mHTA.

C nenpio ycoBeplIeHCTBOBaHUS HMHCTpyMeHTa ELF mimaHupyercs paccMOTpeTb BO3MOXHOCTH
J00aBIIEHUS ClIeAYIONIEro QyHKIMOHAA!

® pacIIMpPEHNE HOMEHKJIATYPHI ITOIAEPKIBAEMBIX (a33epoB;
e no0aBlicHHE BO3MOXHOCTH MacIITaOUpOBaHUS;

® JCIIOJB30BAHHUC ACKOMIIMIIATOpA AJId HNPEACTABIICHUS IMOKPBITUA B (I)opMaTe lCOV, Jaxxe €CJIn
HCXOJAHBIC KOJbI OTCYTCTBYIOT,

® UMHXCKTUPOBAHUE CPEICTB OMHAPHON JTUHAMHYIECKOM HHCTPYMEHTAIUH.

B mepByto ouepenp, manupyercs 1o6aBuTh (aszep libFuzzer ans rectupoBanus xona OMOIHOTEK,
BXOsUX B cocTaB loT-ycTpoiicTBa, a Takxke ofuH u3 ¢asszepos sapa OC Linux.

Tekymas Bepcusi MO3BOJISIET 3allyCKaTh HECKOJbKO Konui umHCTpymeHTa ELF 111 nmpoBeneHust
(az3mara. OMHAKO, HACTPOWKa KAXIOTO SK3EeMIUIIpa TecTHpyeMod BM, WX KIOHHpOBaHUS,
yKa3aHue 3aaHuil Ui (a33uHra (1esm, HadajabHble JaHHBIE) — BCE 3TO BBIIOJHICTCS BPYYHYIO.
Junst ynoOcTBa MCHONb30BaHUs M OBICTPOTO MACIITAOMPOBAHMS YKA3aHHBIE 33/1a4M B CIEAYIOIIEH
Bepcuu ELF OyyT BBITOIHATHCS aBTOMAaTH3UPOBAHO.

Hecmotps Ha 10, uTO HacTosmas Bepcus ELF nognepxuBaet uHTEerpanuto ¢ 6a3oii naHuex Ida Pro,
OYEBHIHO, UTO IS aHaIM3a Oosiee yo0eH gpopmat Icov, B KOTOPOM HOKPHITHE NPEAOCTABISETCS B
BUJIE MCXOAHBIX KOMOB C YKa3zaHHWeM OoKkoB si3bika C, BBIIIOJHEHHBIX B Xoje (asz3uura. B
cienyronire Bepcun ELF mnanupyercs 1o6aBuTh pa3mMeTky Koaa Ha ypoBHe si3bika C. [Tockonbky
sapo OC Linux, MHOTHE CEPBHCH U IPWIIOKEHHUS TIOJIb30BaTeNIbCKoro peskuma B loT-ycrpoiicTBax
Harmucanbl Ha si3pike C, TO MOXKHO IIpelrosiaraTh, 4TO JACKOMITMIIMPOBAaHHbBIA Kox Oyner
(YHKIIMOHATIBHO OJIM30K K OPUTHHAILHOMY.

WHXeKTHpOBaHNE COBPEMEHHBIX CPEICTB OMHAPHOM JMHAMHYECKOW MHCTPYMEHTAIMU IMTO3BOJHT
pacImpuTh Kiiacc GUKCUpyeMbIx omubok Ha |0T-ycTpoiicTBe. OCHOBHAS CIIOKHOCTH 3aKITI0YAETCS
B TOM, 4TO 3alyCK TaKWX CPEJCTB aHanmu3a B cpene |0T-ycTpolCTB 4acTo 3aTpyIHUTENCH B CHUITY
OTrPaHUYECHHOCTH (DYHKIIMOHAJIA CPEMIBI BBITIOTHEHSL.
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Abstract. Modern graphics accelerators (GPUs) can significantly speed up the execution of numerical tasks.
However, porting programs to graphics accelerators is not an easy task. Sometimes the transfer of programs to
such accelerators is carried out by almost completely rewriting them (for example, when using the OpenCL
technology). This raises the daunting task of maintaining two independent source codes. However, CUDA
graphics accelerators, thanks to technology developed by NVIDIA, allow you to have a single source code for
both conventional processors (CPUs) and CUDA. The machine code generated when compiling this single text
depends on which compiler it is compiled with (the usual one, such as gcc, icc and msvc, or the compiler for
CUDA, nvcc). However, in this single source code, you need to somehow tell the compiler which parts of this
code to parallelize on shared memory. For the CPU, this is usually done using OpenMP and special pragmas to
the compiler. For CUDA, parallelization is done in a completely different way. The use of the functional
programming library developed by the authors allows you to hide the use of one or another parallelization
mechanism on shared memory within the library and make the user source code completely independent of the
computing device used (CPU or CUDA). This article shows how this can be done.
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Annoramusi. Copemennsle rpaduueckne yckoputenn (GPU) mO3BONAIOT CyINIECTBEHHO YCKOPHUTH
BBINIOJIHEHUE YHCICHHBIX 3amad. OJHako IepeHoc NIporpaMM Ha TIpauiecKue YCKOPUTENU SBIISIETCS
HenpocTo# 3afaueil. UHoraa nepeHoc nporpaMm Ha Takue yCKOPHUTEIM OCYLIECTBISETCS MyTEM TPAKTHUECKU
MOJIHOTO WX IepenuchiBaHus (Hampumep, Ipu ucnonb3oBanud TexHojoruu OpenCL). [Ipu 3ToM Bo3HHKaeT
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HenpocTas 3aJia4a MOAJNCPKKU JBYX HE3aBHUCHMBIX HCXOIHBIX KomoB. OpHaKo, rpaduueckue yCKOpUTEIH
CUDA, Gnaronaps paspaborannoii komnanueirt NVIDIA texHonoruu, N03BOJISIOT UMETh €IUHBIA HCXOTHbIA
Kox Kak it oObraHbIX mponeccopoB (CPU), tak m gt CUDA. MammHHBIA KOZ, T€HEPHPYEeMBIH IIpH
KOMITHJISIIMH 3TOTO €JMHOTO TEKCTa, 3aBUCHUT OT TOTO, KAKMM KOMIHMIATOPOM OH KOMITHIIPYETCs (OOBIYHEIM,
TakuM, Kak gcc, icc 1 msve, win kommmwisitopoM it CUDA, nvee). OfHako, B 3TOM €IMHOM HCXOJTHOM KOJIE
HY)XHO KaKHM-TO 00pa3oM yKa3aTh KOMITWITOpPY, KaKHe YacTH 3TOr0 KoJa HY)KHO paclapajuleNuBaTh Ha
obmeit mamsatu. s CPU 3t0 00b1uHO Aenaetcs ¢ nomoiusio OpenMP 1 cennaipHBIX IparM KOMIWIATOPY.
Jns CUDA pacnapaiennBaHue AeiaeTcs COBEPILICHHO Mo-apyroMy. [IpuMenenue pa3paboTaHHOI aBTOpamMu
616moTeKH (PYHKIMOHAIBHOTO MPOTPaMMHPOBAHUS IO3BOJISIET CKPBITh HCIOIb30BAaHHE TOTO WM WHOTO
MEXaHU3Ma pachapa/uleliBaHus Ha oOIeld MmaMsATH BHYTpH OMOIMOTEKH U CHENaTh I0JIb30BAaTENbCKUIL
HCXOAHBIM KOJ MOJHOCTBIO HE3aBUCHMBIM OT HCHOJB3yeMOTO BBIUHCIHTENbHOTO ycTpoiictBa (CPU mm
CUDA). B HacTosImeii cTaThe MOKa3hIBaeTCs, KaK 3TO MOXKHO C/EJAaTh.

KnroueBsbie cioBa: C++; 6ubnmoreka ¢pyHknuonansHoro nporpammuposanns; CUDA; OpenMP; OpenCL

Jst mutupoBanus: KpacHoB M.M., ®eonopurosa O.b. Vcnons3oBanue OuOMmoTekn (QyHKIMOHAILHOTO
MIPOTPaMMHPOBAHHA JJIsl PELICHUS YHCICHHBIX 3aad Ha rpaduuecKux yckoputensx ¢ texHomorueir CUDA.
Tpymst UCIT PAH, Tom 33, Boim. 5, 2021 ., ctp. 167-180 (na anrnmiickom sizeike). DOI: 10.15514/ISPRAS—
2021-33(5)-10

1. Introduction

In recent years, graphics accelerators (GPUs), used as computing devices for numerical calculations,
have become increasingly widespread. Such accelerators are installed on many computing clusters,
in particular, in the TOP500 list of the most productive supercomputers from June 2021, in the top
ten, six use graphics accelerators from NVIDIA [1]. The speed of numerical calculations on such
accelerators can be many times higher than on a CPU (according to the authors' experience, the
acceleration can reach 10-20 times). Therefore, the transfer of programs implementing numerical
methods to graphics accelerators is an extremely urgent task.

However, porting an existing program to a GPU is not an easy task. Perhaps the ideal option is to
write the program right away so that it can execute on any computer. In any case, the first question
that arises is what kind of GPU technology to use? At the moment there are at least three main
technologies - OpenCL (open standard for heterogeneous systems) [2], OpenACC [3] and CUDA -
developed by NVIDIA for its graphics accelerators [4]. Each of these technologies has advantages
and disadvantages. The main advantage of OpenCL is its open standard. A program using OpenCL
will run on any computing device that supports this standard, including NVIDIA and AMD GPUs,
Intel Xeon Phi processors with Intel MIC technology, and even conventional CPUs. The main
disadvantage of this technology is that the source code of the program appears in two copies: for the
CPU, which is compiled by a regular compiler and is part of the main program, and the text for
OpenCL is in separate files, and when changing algorithms, you must make changes in both places.
The advantages and disadvantages of CUDA technology are a mirror image of the disadvantages
and advantages of OpenCL. CUDA only runs on NVIDIA GPUs. On the other hand, in CUDA we
have a single source code that is precompiled as a part of the main program (including the code that
will be executed on the GPU). The main disadvantage of the OpenACC technology is that it is not
yet widespread enough. Compilers that supports this technology are not installed on all clusters with
graphics accelerators.

We choose CUDA technology. Our main argument is that in (our) real life we are faced exclusively
with devices from NVIDIA. GPUs from AMD and Intel Xeon Phi processors are quite exotic, and
although we have met them, they are really irrelevant. Therefore, the disadvantages of CUDA is not
a disadvantage for us, but its advantages remains.

The next problem is that parallelization on shared memory on the CPU and on CUDA is done in
completely different ways. If we want to get a single text that should be compiled for both CPU and
CUDA, then in those places where parallelization should be, we will have to write different code
(for example, using the #ifdef construction), which is inconvenient. Then the idea arose to use a
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library of functional programming for the C++ language previously written by one of the authors of
the article [5]. When using this library, all the specifics of the computing device (CPU or CUDA)
can be placed inside the library, and the user source code will remain platform independent.

This article consists of three main parts: a short introduction to functional programming (as long as
needed to understand the rest of the text), a short description of the funcprog functional programming
library, and a description of the use of this library for solving numerical problems. A short working
example is also given.

2. A brief introduction to functional programming

In functional programming, the central object is (as the name suggests) a function. Functions are full
participants in the computational process, the same as numbers are in ordinary calculations. This
means that a function can be passed as a parameter to another function and can be returned as a
result of a function. A function can be calculated, just as a number can be calculated in normal
calculations. A simple example is a composition of two one-place functions, which returns a new
one-place function that calls both functions in sequence. In specialized functional programming
languages (such as Haskell), such capabilities are built into the language, while the implementation
of function composition in C++ is a non-trivial task that requires special tweaks. Examples will be
given in the Haskell language, since this language allows you to write many things as concisely and
at the same time clearly.

Functional programming has a number of features compared to imperative programming that can be
summarized in several principles. The first and main mandatory principle, already mentioned above,
is that a function is a full-fledged participant in the computational process and can be either passed
as a parameter or returned as a result of a function. Among others we can mention function purity,
immutable variables and lazy calculations. Let us shortly describe some other principles (important
for our discussion).

Currying. Named after the American mathematician and logician Haskell Curry (the programming
language Haskell is also named after him). The principle of currying is that if the parameters of a
function are not fully specified, an error does not occur, but instead a function is generated with a
smaller number of parameters (equal to the number of missing parameters). It is implemented in
many modern functional programming languages (in particular, in the Haskell language). Currying
allows a function with multiple arguments to be treated as a collection of functions with one
argument.

n-reduction (eta reduction, or n-transformation). Suppose we want to write a function with one
parameter, a list of numbers, that returns a list of the sines of these numbers. The text of this function
in Haskell is obvious:

mapsin lst = map sin lst

It follows from the currying principle that if we omit the second parameter when calling the map
sin 1lst function, that is, we write just map sin, then we will get a function with one parameter
that takes a list of numbers as this parameter and returns a list of sines of these numbers, that is, in
fact mapsin function. That is, mapsin is equivalent to map sin. The principle of n-reduction
says that in such cases, the last parameter (one or more) in the function definition can be omitted.
The definition of the mapsin function can be written shorter: mapsin = map sin.

Functions composition. Function composition is so important in functional programming that
Haskell makes it as simple as possible. Usually, one considers the composition of one-place
functions (let's call them £ and g), in Haskell it is written like this:

(f . g9) x=1f (g x)
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3. Functors, Applicatives, and Monads

Functors. Suppose we have some container that stores a number of values, for example, a list or an
object or the Maybe class. Now let us set the task: apply a regular one-place function (for example,
sin) to the values in the container. You know how to do this with lists — use the map function.
However, how do you do this with the Maybe type, and in general, how do you do it with data in an
arbitrary container? The universal approach is to entrust this responsible business to the container
itself. For this, Haskell defines a special Functor class, in whichthe fmap function is declared:

class Functor f where
fmap :: (a -=> b) -> f a -> £ b
(<$>) = fmap

The operator <$> is an infix synonym of the fmap function. This is a statement for applying a
function to a functor. It is similar to the operator for applying a function to an ordinary value ($).
The fmap function prototype can be written in another equivalent form (this follows from the right-
associativity of the right arrow):

fmap :: (a -=> b) -> (£ a -> £ Db)

Thus, fmap can be thought of as a one-parameter function that takes a function that takes and returns
normal values, and converts it into a function that takes and returns functors. Any data type can be
declared a functor by implementing an instance of the Functor class and the fmap function for
it. Any functor implementation must satisfy two functor laws:

1. fmap id = id -- 1lst law
2. fmap (g . £f) = fmap g . fmap £ -- 2nd law

Here id is a function that returns its argument: id x = x. The first law says that applying the id
function to a functor should not change the functor, just as applying this function to an ordinary
value does not change it. The second law is the distribution law of the functor operation with respect
to the composition of functions.

Applicatives. If the task is to apply a function with two arguments to two containers (for example,
to sum two lists), then the functionality of the Functor class will not be enough. To solve this
problem, another class is intended — an applicative functor (applicative). Here is the definition of the
Applicative class:

class Functor f => Applicative f where

pure :: a->f a
(<*>) :: £ (a ->Db) ->f a->1fhb
1iftA2 :: (a->b->c)->f a->f b->f c

1iftA2 £ x y = £ <$> x <*> y

Thus, in each applicative, two main operations must be implemented: the pure function, which puts
an ordinary value in the «purex» applicative, and the operator (<*>), which takes the function placed
in the applicative as the first parameter, and the value, placed in the same applicative, as the second
parameter and returning the result in the same applicative.

If we look at the prototype and implementation of the 11 fta2 function, we can see that it passes a
function with two parameters to the operator (<$>), which takes a function with one parameter.
However, there is no contradiction here, since we can write a function with the prototype a->b->c
as follows: a-> (b->c), that is, as a function with one parameter that returns a function. Then the
operator (<$>) will just return to us the function b->c, placed in the functor, which is then passed
to the operator (<*>). By analogy with the £map function, we can write the prototype of the 1ifta2
function like this:
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1iftA2 :: (a->b->c)->(f a->f b->f )

that is, think of it as a function with one argument, taking a function that works with ordinary values
and returns a function that works with functors, «lifting» a function with two arguments (hence its
name) into the applicative. By analogy with the 1ifta2 function, you can write a function that
«lifts» a function with three (and any other number) arguments into the applicative:

1iftA3 :: Applicative f =>
(a=>b->c->d) ->f a->f b->f c->f d
1iftA3 £ x vy z = £ <$> x <*> y <*> z

Any implementation of the applicative must satisfy the applicative laws:

pure id <*> v = v -- Identity
pure f <*> pure x = pure (f x) -- Homomorphism
u <*> pure y = pure ($ y) <*> u -- Interchange
-- Composition:

pure (.) <*> u <*> v <*> x = u <*> (v <*> Xx)

Monads. Let's write the «safe» functions safe sqrt and safe log:

safe sqrt :: (Ord a, Floating a) => a -> Maybe a
safe sqrt x=if x<0 then Nothing else Just(sqrt x)
safe log :: (0rd a, Floating a) => a -> Maybe a

safe log x=if x<=0 then Nothing else Just(log x)

These functions return the result of Maybe data type, which has two constructors, Nothing with
no arguments and Just with exactly one argument. Returning Nothing means an error condition
(the function's argument is out the scope of its definition) and Just — normal result. Now suppose
we want to calculate the square root of the logarithm of a number. For both operations, we have
«safe» functions. How do we now apply the safe sqrt function to the result of the safe log
function? The functionality of functor and applicative is not enough for this. Monads serve this
purpose. Monads can be viewed as a further continuation of the applicative; they are intended for
building chains of monad calculations. Each monad has two main functions: mreturn (return
in Haskell) and mbind (operator >>= in Haskell). The mreturn function is similar to the pure
function for applicatives (in fact, for most monads, mreturn is defined as pure), and the mbind
operation has the following definition:

(>>=) :: (Monad m) ->ma -> (a ->mb) ->mb

It takes as parameters a monad and a function that takes an ordinary (non-monad) value and returns
a monad value (possibly of a different type, but in the same monad). We will call such functions
monadic. The safe logand safe sqrt functions are examples of monadic functions.

The mreturn and mbind functions must obey three monad laws. In order to formulate them, we
introduce the operation of monad composition (mcompose or the operator >=> («fish» operator)
in the Haskell language). It is defined as follows:

(>=>) :: £ >=> g = \x => (f x >>= qg)

Both operands of a monad composition and its result are monadic functions. Consequently, monadic
composition can be viewed as a group operation in the space of such functions. In terms of this group
operation, monad laws are formulated as follows:

1. mreturn >=> f ==
2. f >=> mreturn ==
3. (f >=> g) >=> h == f >=> (g >=> h)
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In other words, the mreturn and mbind functions must be defined so that, firstly, the mreturn
function is the unit element (left and right) of the monad composition (the first two laws), and,
secondly, the monad composition must be associative (the third law). Now the square root of the
logarithm can be calculated like this:

safe log 5 >>= safe sqrt -- Just 1.26863624
safe log (-5) >>= safe sqrt -- Nothing
safe log 0.5 >>= safe sqrt -- Nothing

If an error occurs somewhere in the chain of calculations, then a quick exit from the entire chain
occurs, the rest of the functions are not actually calculated. Keep in mind that the Maybe data type
is declared as a functor, an applicative and a monad.

4. Functional programming library

4.1 General description of the library

When implementing the functional programming library for the C++ language named funcprog, the
task was to write a library with which one could write in C++ in a style close to the style of the
Haskell language.

The important question is what is a function in terms of this library? In the original version of the
library, a function was understood as an object of the std: : function class. This option does not
suit us now, since we want the function to be executed on a graphics accelerator, and an object of
the std::function class can be executed only on the CPU (in particular, because its
implementation uses virtual functions that are not portable to the GPU). It cannot be an ordinary
function either, since it (its address) cannot be passed as a parameter from the CPU to CUDA. It was
decided to consider any functional object (having a functional operator ()) as a function, in particular,
it can be a C++ lambda expression. However, in order for this object to be passed to CUDA, this
functional operator must be marked with the _ device  keyword. The disadvantage of this
approach is that the metadata of the function includes not only its prototype (parameter types and
return value), but also the implementation (object class) — this is the price for the possibility of
porting to CUDA. This is how the function is implemented:

template<typename FuncType, typename FuncImpl> struct function2;

template<typename Ret, typename... Args, typename FuncImpl>
struct function2<Ret (Args...), FuncImpl> {

using result type = Ret;

function2 (FuncImpl consté& impl) : impl (impl) {}

result type operator () (Args... args) const

{ return impl (args...); }

private: FuncImpl const impl;2

b

You can see that, unlike the std: : function class, two template parameters are passed to the
function2 class. To simplify the work with such functions, there is a helper function
(underscore). Here's how it is defined:

template<typename FuncImpl, typename Ret,

typename... Args>
struct function2 type {
using type = function2<Ret (Args...), FuncImpl>;

b

template<class F> // Common case for functors & lambdas
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struct function2 type : function2 type<decltype (&F::operator())>{};

template<class Cls, typename Ret, typename... Args>
struct function2 type<Ret (Cls::*) (Args...)>
function2 type <Cls, Ret, Args...>{};

template<class Cls, typename Ret, typename... Args>
struct function2 type<Ret (Cls::*) (Args...) const>
function2 type <Cls, Ret, Args...>{};

template<typename F>
using function2 type t =
typename function2 type<F>::type;

template<typename F>
function2 type t<F> (F f){ return £f; }

Let's give a short example of working with this library:

double d=( ([] (double x){ return x*x; }) &

_([] (double x){ return x+1; })) (5); //36

In this example, we create two functions (using the _ function), compose them (using the &
operator), and call the resulting composite function with the parameter 5. As a result, we get the
number 36.

The funcprog library implements function currying quite fully. To do this, the library implements
an operator for applying an argument to a function using the left shift operator <<. This creates a
new function with one less parameter. In particular, if the original function had a single parameter,
then a function with no parameters will be created.

4.2 Implementation of functors, applicatives and monads

The implementation of functors, applicatives and monads in the funcprog library is somewhat
similar to the implementation of these concepts in the Haskell language. Any class can be declared
as a functor, an applicative, or a monad. For this, it is enough to implement the specialization of
classes Functor, Applicative and Monad, respectively, for this class. No changes are required
to the class itself.

Any functor or monad is a type with one parameter. In C++, parameterized types are implemented
using class templates. Let us look at the definition of a functor using the Maybe class as an example.
It is defined like this:

template<typename A> struct Maybe;

A class template is not a type and cannot be passed as a parameter to a template of another class.
Therefore, another class (without a template) is defined with the name Maybe (with an underscore
in front). This is a real class, it can be passed as a template parameter:

struct _Maybe {};

The Maybe class template inherits from this class:

template<typename A>
struct Maybe : std::optional<A>, Maybe, {

}i
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The specializations of the Functor, Applicative and Monad classes are written for this
_Maybe class:

template<> struct Functor< Maybe>({

b

Inside the specialization of the Functor class, you need to define a static function fmap. The
specializations of the Applicative and Monad classes are defined similarly. For the applicative,
the methods are called pure and apply, and for the monad their names are mreturn and mbind.
When implementing static methods of these classes, one should not forget about the functor,
applicative and monad laws.

Note also that the funcprog library uses the division operator as a functor operator (fmap), and
multiplication as an applicative operator (apply).

5. Using the library for numerical methods

When solving numerical problems (for example, problems of gas dynamics or heat conduction), a
certain grid (regular or, more often, irregular) is constructed in the region to be solved. On some
elements of this grid (for example, nodes or cells), a so-called grid function is created, in which
some physical quantities in grid elements are stored. As a rule, there are two grid functions — at the
previous time step and at the current one. The main cycle of the program runs over time; at each
time step, the values at the current step are calculated based on the values at the previous step. This
cycle is always performed sequentially. At the end of a step, the computed new values are copied
from the grid function for the current step to the grid function for the previous step (sometimes these
grid functions are simply swapped). Inside the body of the main loop, there is a loop (one or more)
over the grid function, in which new values of physical variables are calculated for each value of the
grid function index. If the method is explicit (in which the new values of the physical variables
depend only on the old ones and do not depend on new values in the neighboring grid elements),
then the values in different grid elements can be calculated independently of each other, in particular,
these calculations can be carried out in parallel. Thus, inner loops can (and should) be parallelized
on shared memory. When calculating on a CPU, parallelization of loops is done, as a rule, using
OpenMP. When calculating on CUDA, the parallelization methods are different from OpenMP. To
hide the parallelization method from the applied mathematician who implements the numerical
method, it is proposed to use the funcprog functional programming library as described below.

5.1 Grid Expressions and Grid Functions

Let us introduce the concept of a grid expression. This is an object defined on all grid elements, that
is, for any object that is a grid expression, you can find out what its value is for any grid index. A
special case of a grid expression is a grid function, which simply stores its values in memory and
returns them, if necessary. For grid expressions, a template is defined for the grid expression
class, from which all grid expression classes must inherit (in particular, the grid function class
also inherits fromthe grid expression class). Thus, the phrase «an object is a grid expression
means that the class of this object is inherited fromthe grid expression class. This inheritance
uses the Curiously Recurring Template Pattern (CRTP) [6], in which the final class is passed to the
base class as a template parameter. You can read about this pattern and other metaprogramming
methods in books [7,8]. You can also read about expression templates in [9].

Any grid expression can be assigned to a grid function. This assignment operator iterates over all
the indices of the grid function to which the grid expression is assigned. For each index it queries
the grid expression for its value and assigns this value to the grid function at the given index. This
assignment operator implies that values for different indices can be computed independently of each
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other, and therefore can be computed in parallel. It is in this assignment operator that the very inner
loop over the elements of the grid function is executed. This assignment operator, depending on
which compiler the program is compiled with, chooses the method of parallelization of this loop. If
it is a compiler for CUDA (the preprocessor variable  CUDACC___is defined), then parallelization
is carried out using CUDA, otherwise — using OpenMP. Thus, the parallelization method is hidden
from the application programmer inside this assignment operator. Let us show how this assignment
operator is implemented for the CPU:

template<class GEXP>
void operator=(grid expression (GEXP, typename GEXP::proxy type) consté&
gexp0) {

GEXP consté& gexp = gexpO();
#pragma omp parallel for

for(size t 1 = 0; 1 < size(); ++1i)

(*this) [1] = gexpl[i];

}

There is one more aspect to mention when talking about grid functions. A GPU can work only with
its own memory, which means that when working on a GPU, the grid function must request memory
for its data in the CUDA memory. There are no problems with this either. Grid functions are
designed in such a way that, when compiled on CUDA, they request memory in CUDA, otherwise,
in CPU memory.

5.2 Proxy objects
The grid expression class template is defined as follows:

1. template<class E, class Proxy = E>
2. struct grid expression;

Here E is the final classand _Proxy is the proxy class. By default (if not specified), the proxy class
is the same as the final class. It is needed to create a copy of an object. The only way to transfer
parameters from the main processor memory to the CUDA memory is by value transfer (that is, a
copy of the parameter is made). Transfer by address and reference is not possible. Only variables of
simple types (numbers and pointers) and class objects containing only simple types can be passed
by value. In addition, these objects must not contain virtual methods, and the methods called on
them must be accessible from CUDA. Not all objects meet all these requirements. If such an object
still needs to be transferred from the CPU to CUDA, then a proxy object can be created for it that
meets the listed requirements and stores all the basic data from the main object. There is another
reason why it is not always possible to store references and pointers to objects, even on the CPU.
The fact is that in complex expressions temporary unnamed variables may appear that do not have
permanent memory, and references and pointers to which cannot be saved. Such objects must be
copied. You cannot always copy objects either, since there are «large» objects (for example, data
vectors) that, when copied, make a copy of this data. The general rule is as follows. If the object is
«small» and does not have virtual methods, then it can be copied, and the proxy class is not needed,
otherwise such a class is needed.

5.3 Grid Expressions as Functors, Applicatives, and Monads

Grid expressions can be thought of as containers (this is especially true for grid functions). In
funcprog library, the containers (e.g. lists and the Maybe class) are functors, applicatives, and
monads. This makes it possible to apply ordinary functions to the values stored in them (a property
of a functor). We will also make the grid expression a functor, applicative, and monad so that
functions can be applied to grid expressions as well. To understand how this can be done, consider
a typical loop that calculates the new value of the grid function from the old one:
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for(size t i = 0; i < N; ++1i)
f new[i] = calculate(f old[i]);

Here calculate is a function that calculates a new value in a cell from the old one. The old value
in the cell is passed to it as a parameter. In the new approach, we want to be able to write in this
case:

f new = (calculate) / f old;

If the calculations require several more grid functions (let's call them £2 and £3), then instead of

for(size t i = 0; i < N; ++1i)
f new[i] = calculate(f old[i], f2[i], £3[i]);

Wwe can write:

f new = (calculate) / £ old * £2 * £3;

that is, we applied the functor property for the first grid function, and the applicative for the
subsequent ones. If we want to pass to the function some additional constant value (independent of
the loop index), then we could write instead of:

for(size t i = 0; i < N; ++1)
f new[i] = calculate(f old[i], some value);

something like:

f new = (calculate) / f old * pure(some value);

Thus, the result of applying a function to a grid expression (or to several grid expressions in the case
of an applicative) must also be a grid expression, that is, it can be queried for a value by index (the
[ 1 operator must be implemented). Grid expressions, in addition to grid functions, are also the
results of applying functions to grid expressions as to functors and applicatives. In addition, the sum
and difference of two grid expressions, and the product and quotient of the grid expression and
numbers, are also grid expressions.

Now let £ be the function to be applied and gexp the grid expression.

Functor. For a functor, we give the following definition (in pseudo-Haskell):

(fmap f gexp) [1] = f gexp[i]

Theorem 1 (on the functor). The fmap function defined above is functorial.
Proof. Let us rewrite the first functor law completely (without n-reduction)

fmap id gexp = id gexp

or (by the definition of the id function):

fmap id gexp = gexp

Further,

(fmap id gexp) [i] = -- defenition of fmap
id gexpl[i] = -- definition of id
gexp[i]

thatis, indeed, fmap id gexp = gexp. The first law is proven. Let us rewrite the second functor
law without n-reduction:

fmap (g . f) gexp = (fmap g . fmap f) gexp
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Then

(fmap (g . f) gexp)[i] = -- definition of fmap
(g . f) gexp[i] = -- definition of function composition
g (f gexp[il)

On the other side:

((fmap g . fmap f) gexp) [i] = -- definition of function composition
(fmap g (fmap f gexp)) [i] = -- def. of fmap
g (fmap f gexp) [1] = -- def. of fmap

g (f gexplil])

That is, indeed,

fmap (g . f) gexp = (fmap g . fmap f) gexp

The theorem is proved. The definition of the Functor is correct. o

Applicative. The pure function takes on some value and «brings» it into the applicative. In our
case, makes a grid expression out of it. Let us define its operator [] so that it returns the same value
for any index:

(pure val) [1] = val

The apply function (an analogue of the operator <*> in Haskell and the operator * in the funcprog
library) in our case accepts two grid expressions: the first (let us call it gexp_ £) returns functions,
and the second (let's call it gexp) — some values (parameters of these functions). We define the grid
expression of the apply function as follows:

(apply gexp f gexp) [1] = gexp f[i] gexpl[i]

Theorem 2 (on the applicative). The pure and apply functions defined above satisfy applicative
laws.

Proof. Let us rewrite the applicative laws using the apply function:

apply (pure id) eobj = eobj -- Identity

apply (pure f) (pure x) = pure (f x) -- Homomorphism

apply u (pure y) = apply (pure ($ y)) u —-- Interchange

apply (apply (apply (pure (.)) u) v) x = apply u (apply v x) --

Composition

The first law (Identity):

(apply (pure id) eobj) [i] = -- def of apply
(pure 1id) [i] eobj[i] = -- def of pure
id eobj[i] = -- def of id
eobij[1i]

i.e. apply (pure id) eobj = eobj. The first law is proved. The second (Homomorphism):

(apply (pure f) (pure x))[1i] = —-- def of apply
(pure f)[i] (pure x)[1] = -- def of pure (2 times)
f x

On the other side:

(pure (f x))[1i] = -- definition of pure
f x
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The second law is proved. The third law (Interchange):

(apply u (pure y))
uli] (pure y) [1]
uli] y

[i] = -- definition of apply
= -- definition of pure

On the other side:

(apply (pure ($ y)) u)[i] = -- def of apply
(pure ($ y))[i] ul[i] = -- def of pure
($ y) uli] = -—- def of function application
uli] y

The third law is proved. The forth law (Composition):

(apply (apply (apply (pure (.)) u) v) x)[i] = -- definition of apply
(apply (apply (pure (.)) u) v)[i] x[i] = -- definitiono apply
(apply (pure (.)) u)[i] v[i] x[1] = -- definition of apply
(pure (.)) [1] uli] vI[i] x[i] = -- def of pure
(.) [1] V[l] x[i] = -- rewrite function composition in infix form
(ufi] . vI[i]) x[i] = -- definition of function composition
uli]l (v[i] x[i])

On the other side:

(apply u (apply v x))[i] = -- def of apply
uli] (apply v x)[i] = -- def of apply
uli] (v[i] x[i])

The forth law is proved. The theorem is proved. The definition of the Applicative is correct. O
Monad. The monad function mreturn is defined in the same way as the pure function:

(mreturn val) [1] = val

The monad function mbind takes a monad and a function that takes an ordinary (hon-monad) value
and returns a monad. Let us define the mbind function for grid expressions as follows:

(mbind gexp f)[i] = (f gexp[i]) [i]

Theorem 3 (on the monad). The mreturn and mbind functions defined above obey monadic laws.
Proof. Let us rewrite the monad laws in terms of the mreturn and mbind functions:

1. mbind (mreturn x) f = f x

2. mbind eobj mreturn = eobj

3. mbind (mbind eobj f) g =
mbind eobj (\x -> mbind (f x) g)

The first law:

(mbind (mreturn x) f)[i] = -- def of mbind
(f (mreturn x)[1i])[1i] = -- def of mreturn
(f x)[1]

The first law is proved. The second law:

(mbind eobj mreturn) [1] = -- def of mbind
(mreturn eobj[i]) [1] = -- def of mreturn
eobj[1]

The second law is proved. The third law:
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(mbind (mbind eobj f) g)[i] = -- def of mbind
(g (mbind eobj f)[i])[i] = -- def of mbind
(g (f eobj[i]) [i]) [1]

On the other side:

(mbind eobj (\x -> mbind (f x) g))[i] = -- definition of mbind

((\x -> mbind (f x) g) eobj[i])[i] = -- beta-reduction, substitute
eobj[i] instead of x

(mbind (f eobj[i]) g)[i] = -- def of mbind

(g (f eobj[i]) [i]) [1]

The result is the same. The third law is proved. The theorem is proved. The definition of the Monad
is correct. O

5.4 Grid Expressions as Functors, Applicatives, and Monads
Here is an example program that calculates the axpy function from the BLAS library:

#include <iostream>
i#include <funcprog data.hpp>

template<typename T>
void axpy (T a, math vector<T> consté& %, math vector<T> &y) {
mv(y) = ([] _ DEVICE _ HOST
(T a, T xi, T &yi, size t /*i*/){
yi += a * xi;
1)/ p(a) * mv(x);
}
int main () {
size t const N = 10;
math vector<double> x (N, 2), y(N, 3);
axpy (5., %, y);
std::cout << y[0] << std::endl; // 13
return 0;

}

This program compiles without any modifications for CPU and for CUDA. First, two data vectors
of length 10 (x and y) are created and initialized with initial values. On the CPU, the math vector
class is equivalent to the std::vector class, and for CUDA it is equivalent to the
thrust::device vector class. The mv function turns the math vector into a grid function, and
the p function calls the pure function from the grid expression applicative. The assignment operator
in the axpy function starts a loop over the grid function vy, assigning to each of its elements the
corresponding element of the grid expression on the right side of the assignment operator. This loop
for the CPU is parallelized using OpenMP, and for CUDA — using CUDA. All the specifics of this
parallelization are hidden from the application programmer in this assignment operator inside the
library.

7. Conclusion

Declarative programming languages, which include functional languages, allow, in contrast to
imperative languages (such as C++), to concisely and at the same time clearly enough to write down
the desired result without going into implementation details. The specific implementation can be
hidden in the language and depend on the current software and hardware environment. The C++
language turned out to be powerful enough to allow the implementation of a functional programming
library in it, allowing you to write programs in a style close to the style of purely functional
languages such as Haskell. Such concepts from the world of functional programming as functors
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and monads, implemented in the functional programming library, turned out to be a very convenient
tool for transferring numerical problems to CUDA graphics accelerators. Grid expressions were
defined as functors, applicatives, and monads, allowing functions to be applied to the values stored
in them. More information about the C++ language can be found in the sources [10-14].

We are currently using the proposed approach for creating generic code that simulates compressible
multicomponent viscous heat-conducting medium. The program is under testing.
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AunHoTtauus. [Ipemaraercst HOBBIN BEICOKOYPOBHEBBIH MOAXO0/ K pa3paboTke npunoxernii Ha GPU Ha ocHOBe
Vulkan API. Ilens paGoTsl — CHIKEHHE TPYAOEMKOCTH Pa3pabOTKH M OTIIAJKH NPHIOKEHHH, peaTn3yIomnmx
cnoxuele anroputmbl Ha GPU mpu momornu Vulkan. TIpemnaraemslii MOAXOJ HCIOJB3YeT TEXHOJIOTHIO
TeHepaluy KoJa ITyTeM TPaHCISAIUM MPorpaMMmbl Ha si3bike C++ B ONTHMH3MPOBAHHYIO pealn3alyio Ha
Vulkan, BKJIIOYAIONIYI0 aBTOMAaTHYECKH TeHEpaLUIo MIeHIepOB, IPUBI3bIBAHAE PECYPCOB U HMCHOJIB30BaHHE
MEXaHH3MOB CHHXPOHHM3alMH. IIpeiularaemMoe pelIeHHE He SBISCTCS TEXHOJOTHEil NporpaMMHpPOBaHUS
0011ero Ha3Ha4YEHHUs, a CIICHATM3UPYETCS HA KOHKPETHBIX 3aa4ax, HO 00J1a1aeT P 9TOM PacIIMpsIeMOCTBIO,
TTO3BOJISFOIIEH aTaNTHPOBATh PEIICHHE MO HOBBIE 3a1a4n. I 0JJHOH BXOJHOI mporpaMMbl Ha si3bike C++,
MBI MOXKEM CT'¢HEPHPOBATh HECKOJIBKO Pealn3alyil Uil pa3HbIX cliydaeB (OMIHMil TPAHCIATOPA) WIIH Pa3HOTO
armapartHoro obecriedenus. Harmpumep, BbI30B BUPTYalbHBIX QYHKIHH MOXKET OBITH pealli30BaH JH00 uepes
KOHCTPYKIIMEO SWitCh B 0JJTHOM BBIUHCIIHTENHHOM SIAPE, JTUOO Yepe3 COPTHPOBKY MOTOKOB M HEMPSAMOM BBI3OB B
pasHbIX sjapax, 6o depes T. H. callable shaders B Vulkan. Takum oGpa3om, mpezjaraemasi TEXHOJIOTHS
MO3BOJISIET 00ECTIEUUTh KPOCCINIAT(OPMEHHOCTh PEIISHN 32 CYET TeHepaliy pa3HbIX pean3alnii OQHOTO U
Toro ke anropurma mox pazasie GPU. B To ske Bpems 3a CU€T 3TOTro OHa MO3BOJSIET 00ECIEYHUTH JOCTYI K
crenuguyecKoil anmapatHol GyHKIIHOHATBHOCTH, HEOOXOIMMON B MIPHIIOKEHUSAX KOMIBIOTEPHOH IpaduKH.
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Abstract. In this paper we propose a high-level approach to developing GPU applications based on the VVulkan
API. The purpose of the work is to reduce the complexity of developing and debugging applications that
implement complex algorithms on the GPU using Vulkan. The proposed approach uses the technology of code
generation by translating a C++ program into an optimized implementation in Vulkan, which includes
automatic shader generation, resource binding, and the use of synchronization mechanisms (Vulkan barriers).
The proposed solution is not a general-purpose programming technology, but specializes in specific tasks. At
the same time, it has extensibility, which allows to adapt the solution to new problems. For single input C++
program, we can generate several implementations for different cases (via translator options) or different
hardware. For example, a call to virtual functions can be implemented either through a switch construct in a
kernel, or through sorting threads and an indirect dispatching via different kernels, or through the so-called
callable shaders in Vulkan. Instead of creating a universal programming technology for building various
software systems, we offer an extensible technology that can be customized for a specific class of applications.
Unlike, for example, Halide, we do not use a domain-specific language, and the necessary knowledge is
extracted from ordinary C++ code. Therefore, we do not extend with any new language constructs or directives
and the input source code is assumed to be normal C++ source code (albeit with some restrictions) that can be
compiled by any C++ compiler. We use pattern matching to find specific patterns (or patterns) in C++ code
and convert them to GPU efficient code using Vulkan. Pattern are expressed through classes, member functions,
and the relationship between them. Thus, the proposed technology makes it possible to ensure a cross-platform
solution by generating different implementations of the same algorithm for different GPUs. At the same time,
due to this, it allows you to provide access to specific hardware functionality required in computer graphics
applications. Patterns are divided into architectural and algorithmic. The architectural pattern defines the
domain and behavior of the translator as a whole (for example, image processing, ray tracing, neural networks,
computational fluid dynamics and etc.). Algorithmic pattern express knowledge of data flow and control and
define a narrower class of algorithms that can be efficiently implemented in hardware. Algorithmic patterns
can occur within architectural patterns. For example, parallel reduction, compaction (parallel append), sorting,
prefix sum, histogram calculation, map-reduce, etc. The proposed generator works on the principle of code
morphing. The essence of this approach is that, having a certain class in the program and transformation rules,
one can automatically generate another class with the desired properties (for example, the implementation of
the algorithm on the GPU). The generated class inherits from the input class and thus has access to all data and
functions of the input class. Overriding virtual functions in generated class helps user to carefully connect
generated code to the other Vulkan code written by hand. Shaders can be generated in two variants: OpenCL
shaders for google “clspv” compiler and GLSL shaders for an arbitrary GLSL compiler. Clspv variant is better
for code which intensively uses pointers and the GLSL generator is better if specific HW features are used (like
hardware ray tracing acceleration). We have demonstrated our technology on several examples related to image
processing and ray tracing on which we get 30-100 times acceleration over multithreaded CPU implementation.
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1. BeedeHue

CymiecTByIOINE Ha CErONHSIIHUN J€Hb KPOCCIUIAT(OPMEHHBIE TEXHOJIOTHU MPOTPAMMHPOBAHHUS
GPU, Taxme xak OpenCL u OpenMP, He mpenocTaBisIOT AOCTYI K HOBEHIINM BO3MOXKHOCTSIM
coBpemMeHHBIX GPU, TakuMm Kak HENmpsSMOH BBI30B BBIUYMCIHTENBHBIX fA1ep, Oydepsl KOMaHI,
ympaBisieMasl CHHXPOHH3ALMSI, allllapaTHas TPACCHPOBKA Ty4eH, BHI30B BUPTYaIbHBIX (QYHKIMH H
Ip. TexHOmorWu, MpPENOCTAaBISIONNE TAKyI0 BO3MOJKHOCTB, SBJIAIOTCS JIMOO 3aKPBITBIMH |
OpHEHTHPOBAaHHBIMH Ha KOoHKpeTHyI0 matgopmy (CUDA, OptiX, Metal), b0 TpyZoeMKUMH B
ucnons3oBauuu (Vulkan, DirectX12).

OyHAaMEHTaIbHOH TPOOIEMOH, KOTOpas SBSIETCS NPUYWHOW BBICOKOW TPYHAOEMKOCTH H
CTOMMOCTH DPa3pabOTKH, SBISETCS OTCYTCTBHE aJrOPUTMHUYECKHX ONTHUMH3ALMH B CHUCTEME
TPaHCISIIUU/KOMIIWIISIIAM B COBPEMEHHBIX TEXHOJOTUsAX mnporpammupoBanus GPU: wmHorue
3¢ QEeKTUBHBIC aNTOPUTMBI U Pa3HBIX NpPWIOKEHUH peanusytotrcs Ha GPU cxoxum wiam
OJIMHAKOBBIM 00pa3oM, HO MX pean3alysi MOXKET 3aBUCETh OT KoHkpeTHoro GPU. Ha mnpaxTuke
pa3paboT4yrKaM IPUXOAMUTCS MOAJCPKUBATH HECKOJILKO BAPUAHTOB OJTHOTO M TOT'O )K€ alropuT™Ma
Jutst pazHbix GPU it ocTHKEHMsI BHICOKOTO YPOBHS TPOM3BOAUTEIHHOCTH M COBMECTUMOCTH. [1pu
3TOM pa3Nu4usl B UICXOAHOM KOJIE ¥ B IPOM3BOANTEILHOCTH MOTYT OBITH BEChbMa 3HAUUTEIbHBIMH.
Hanpumep, peammzanms anropuTMOB 00pabOTKM H300pakeHHH MOKET OBITh BBINIONHEHA C
UCIIOJIb30BaHUEM BBIYHCINTEIBHBIX IICHICPOB WIH C UCTIOIb30BaHUEM Ipaduiaeckoro KoHBelepa ¢
annapaTHeEIM anb(a-CMEIINBAHUEM, WM C HCIIOJIb30BaHHEM BO3MOKHOCTeH MoOmnbHbIX GPU c
TaloBON apxXuTeKTYpoil. CyTh allropuT™Ma He MEHSETCS OT TOT0, KaK KOHKPETHO OH peasli30BaH Ha
GPU, HO pa3paboTunkaM HEOOXOJMMO pEaIN30BBIBATH pPAa3HBIE BEPCHH U PadOTaTh C
HU3KOYPOBHEBBIMHU JIETAJSIMH, KOTOPHIC OTIMYAKOTCS IS pa3HbIX IpadUuecKUX IPOIECCOPOB.
Takum o6pasoM, kpoccrathopmerHas pazpadorka [10 ¢ [ocTynoMm Kk anmapaTHOMY YCKOPEHHIO
ABJsIeTCA (DyHAAMEHTAIbHOM MpoOJIeMOil Ha CeTOHSALIHNI CHb.

OcHOBHasl 11eJIb Hallleil TEXHOJIOTHU — 00eCIIeYeHUE TOCTYIA K JTIF0OBIM TEKYILHM U [EPCIIEKTUBHBIM
amnmapaTHbIM BO3MOXKHOCTSIM coBpeMeHHBIX GPU mnpu coxpaHeHMHM KpOcCCIUIaT(OPMEHHOCTH H,
TakuM 00pa3oM, 00ecreueHHue TeXHONIOTHYECKOH HEe3aBUCHMOCTH Pa3padoTdHKa IPOrPaMMHOIO
obecrieuyeHns OT IPOU3BOANTEISI 000PYLOBAHUSL.

2. Cywecmeyroujue peweHusi

KomngectBo  cymiecTByrommx — TexHosorumii  mporpammupoBanuss GPU  u  apyroro
CIeNMaNU3UPOBAHHOTO amnmapaTHoro obOecmedenus (Hampumep, FPGA) B Hacrosmee BpeMs
orpoMHoOe [1]. IT0 CcBsI3aHO C BBICOKOH aKTYalbHOCTBIO 3aJIa4M 1 CYIIECTBYIOIIUMHU pobieMaMu B
obusractu. PaccMOTpHM 3TH pelieHus, TpyNIupys UX 10 CIIoco0y paboThI M MX Ha3HAYECHUIO.

2.1 O6bwue TexHonornm

K 00muM TEXHOJIOTHSIM OTHECEM pEIICHHUs, HE OPUEHTHPOBAHHBbIE HA 3a/laud B KOHKPETHOU
obJiacty, a MO3MIMOHUPYEMbIe KaKk YHUBEpCaIbHbIE cpeacTBa paspaborku Ha GPU.

2.1.1 TexHONOrnMM Ha OCHOBE AUPEKTUB KoMNunAaTopa (nparm)

JlarHas rpynmna pemeHuii OpueHTHPOBaHa Ha MaKCUMAaJIbHOE YIPOIICHHE pa3pabOTKH U yCKOPEHHUE
npomsBoibHOTO Kosma Ha GPU  HacTonmbKo, HACKONBKO 3TO BO3MOXKHO aBTOMATHYECKH.
[ToTeHIMaTBHBIMU TTOJIF30BATEISIMA TAKUX TEXHOJIOTHH SIBIAIOTCS YUEHBIE W pa3paOOTUHKH, HE
WHTepecyromuecs jaeransimu peannzanuu anroputma Ha GPU. Cioga MoxHO otHecTH OpenMP,
OpenACC [2], C++ AMP (Miscosoft), Spearmint [3], OP2[4], [5], [6], wactTuurno DVM/DVMH [7-
9] (cucrema DVMH mpeacrasisier co60i uckimtodeHne u OyeT noapoOHee paccMOTpPEHa MO3Ke).
OCHOBHO# NOAXOM, KOTOPBII OOBIYHO MCHOJB3YIOT MOJAOOHBIE TEXHOJOIMH, COCTOUT B IEPEHOCE
peanu3aniy OTACNBHBIX NapauleNbHBIX y4acTKOB (0ObdHO nukioB) kofa Ha GPU um pemenue
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3anaqun dpdexTuBHOrO0 KommpoBanus NaHHBIX Mexay CPU m GPU mpu momomy koHBeHepHO
00paboTKH.

VY 3TOr0 MoAXOoa eCTh JBa KIIFOYEBHIX HexocTaTKa. [lepBeIid — craOblii KOHTPOJb 32 OIepausIMI
KOnMpoBaHUS M pactpeneneHuss naHHpx Mexny CPU m GPU, koTophle NpHXOOUTCS OENaTh
aBTOMATHUYECKH, YTO CTAHOBHUTCS Y3KUM MECTOM U NMIPHUBOIUT K HU3KOH Mpou3BoAuTenbHOCTH [10].
B pemenmm 31O mpoOIEMBI MHTEpECHBIE PE3YNbTaThl JAOCTHTHYTH B pabore [6], rme Oblia
HCTIOJIB30BaH MPOTPpaMMHBIN KOHBeHep, coderaromuii B cebe craanu BeimonHenns Ha CPU u GPU.
OpnHako KOHBEHep HE BCETla MOXKET IIOMOYb, TOCKOJIBKY HI3Kast IPOU3BOAUTEILHOCTE MOXKET OBITH
BbI3BaHA HEJEIMMOCTHIO HEKOTOPBIX ITANOB BBIYUCICHUH JIMOO HEOOXOIUMOCTBIO NepenaBaTh
Oonmpiiold  00BEM maHHBIX. UYrTo Oosiee BaXkHO, THOPUAHOE BBIIOJHEHUE IPHUIOKCHHUN
(omnoBpemenno Ha CPU u GPU) ne Bcerna HyxHO. Kpome Toro, B onpenenéHHbIX CHUTyalusX,
yIpaBjeHUE MNaMIThI0 W KONUPOBAaHHE JOJDKHO CTPOrO KOHTPOJIMPOBATHCS (HAmpuMep, B
MIPWIOKEHUAX peabHOTO BpeMeHH, st dero cymectByer OpenGL SC u Vulkan SC).

Bropoli knro4eBol HENOCTAaTOK JAHHOW IPYNIBI TEXHOJOTMM 3aKII0YacTCsd B HUCKIIOYUTEIIBHO
cnaboit mojnepkke anmapaTHeIx Bo3MokHocTedl GPU. Hampumep, B OpenACC HEBO3MOXKHO
HATPSAMYIO HCIIOJIb30BaTh Pa3AesieMyI0 MaMsaTh, GYHKIIMK ToocoBaHus (warp voting functions),
OTCYTCTBYET NOAACPKKAa TEKCTYp ('—ITO HCMIPUECMIIEMO JII BBICOKOIIPOMU3BOJUTCIBHBIX U
9HEprod(QPEeKTUBHBIX MNPWJIOKECHUH KOMMBIOTEPHOTO 3pEHUs M KOMIIBIOTEpHOH Tpadukm).
AHanoruuHsle Ipo0IeMbl CyIECTBYIOT U y APYTUX TEXHOJIOTUN TaHHON TPYIIIHL.

2.1.2 CkeneTHoe nporpamMmmmpoBaHue

TexHoIOTHH TAHHOH IPYIIIBI HAIICJICHBI HA TO, YTOOBI UMETh OJIHY peanu3aluio anropurma va C++,
KOTOpast MOXKET paboTath 3¢ dekTrBHO Kak Ha CPU, Tak u Ha GPU, 1100 BBIMONHATHCS THOPHIHO
(omaoBpemenno Ha CPU um GPU). Croma MoxHO oTHecTH Takue paboTsl kak SkePU[11, 12],
SkelCL[13], SYCL [14] u ero npoussoausie (Intel one APT).

OcHOBHast Ujes CKEJICTHOTO MPOTrPaMMHUPOBAHUS COCTOMT B TOM, 4TOOBI KOHCTPYHPOBATH KOJ
MIPOTPaMMEI B BHIC KOMOHHAIIMH OTIPEICIICHHBIX 0a30BBIX IPUMHUTHBOB H OTIEPALUH - «CKEIETOBY,
KOTOpBIE MOTYT OBITh peanm3oBaHbl 3PdexTrBHO Ha GPU wu, kpome Toro, Moryt OBITH
KOHBelepu3oBanbl. Hanmpumep, Takue koMOuHaIwmu, kak map-filter u map-reduce.

OCHOBHBIM TIPEUMYIIECTBOM, II0 CPABHEHHIO C TPEABIYIICH TPYIIION pelieHni, IBisieTcs: Oomee
BBICOKast 3()()EKTUBHOCTh B OTHENBHBIX AJITOPUTMaX, KOTOPHIE aKTHBHO HCIIONB3YIOT 0a30BEIC
CKeJIeTHI WIIM UX KOMOMHAIWU. HemocTaTKoM SBIISAETCS CYIIECTBEHHOE YXYIIICHHE YATACMOCTH,
COTIPOBOXKIAEMOCTH KOJIa M €r0 THOKOCTH, TOCKOJBKY PEai3alii0 aJITOPUTMOB IIPUXOIUTCS
MIOJICTPAMBATB ITO]T UCTIOIh30BaHUE 0a30BBIX MPUMHUTHBOB U oreparuii [ 15]. Kpome Toro, ckenetHoe
MIPOTpaMMHPOBaHHE HACIEyeT HeTOCTATKH PEAbLIYIIEH IPYIIIHI TOIX0A0B, B YACTHOCTH, B INIAHE
MOIICPIKKH CIICIUATN3UPOBAHHbBIX anapaTHeix Bo3MoxkHocTedt GPU. OnHako, clielyeT OTMETHTS,
YTO B CKEJICTHOM IPOTPaMMHUPOBAHHU MPHMEHSIOTCS aJIrOpUTMUYECKUe ontumu3anuu Ha GPU:
TPaHCIATOp O00NamaeT 3HAHUSAMH 00 anropurMe, Oyaromapst 4eMy MOXET CreHepHUpOBaTh
s exTrBHYIO peann3aiuio, UCIOIb3ysl HU3KOYPOBHEBYIO TEXHOJIOTHIO MIPOTPAMMHPOBAHHS KaK
cioit HikHero ypoBHs (T.H. back-end).

2.1.3 Bbluuncnenusa Ha GPU ob6uwero HasHa4vyeHus (general purpose computing on
GPU, GPGPU)

K aroit rpynne otHocarcs CUDA u OpenCL.

Ha cerogmsmauii  nenp CUDA  sBhsieTcss JOMUHHUPYIONIEH TEXHOJOTHEW Omaromaps
TexHoJorudeckoMy nuaepcTBy Nvidia. OmHako, HECMOTPS Ha 3TO, JaXKe MOMHUMO OTCYTCTBHS
KpOCCIUTaT(OPMEHHOCTH, y HeE€ HMEeTCs MHOTO HEIOCTaTKOB: 3TO BEChMa TSDKEIOBECHAS
TEXHOJIOTHSI C OTPOMHBIM KOJIMYECTBOM (yHKIHMOHAJIbHOCTEH M Bepcuit (11 Bepcumil Ha TeKymwid
MOMEHT), KOTOpPBIE HE BCET/Ia OJJHAKOBO XOPOIIO PadOTAOT Ha BUACOKAPTAX PAa3HBIX MIOKOJICHUN H
apxutekTyp. [lepeHoc mporpammHO# cuctembl ¢ omHoi Bepcuum CUDA Ha apyryio 3adactyio
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CONPSDKEH CO 3HAYMTENFHBIMM 3aTPaTaMHU BPEMEHH (HAIpHUMEp, M3-3a MPEKPAICHHUs MOIICPKKH
OTIPEZIETICHHBIX BO3MOKHOCTEH MM CYIIECTBEHHBIX M3MEHEHMAX B HUX). HakoHeI, 3HauNTeIbHBIN
HenoctaTok CUDA cOCTOUT B HANWYIHH TI00aTBHBIX COCTOSIHUH (TEKCTYpBI, KOHCTAHTHASI TAMSITh),
YTO MOXET OBITh YJOOHO sl HEOOJBIIMX MPOEKTOB, HO CTAHOBHUTCS MPOOJIEMOH IpU OTIanKe
00JIBIIOTO TIPOEKTA.

Texnonorus OpenCL numena BermenepeuncieHHbXx HenoctatkoB CUDA, HO obnamaer kpaiiHe
c1a00¥ Mo IepKKOH CYIIECTBYIOLIMX allapaTHbIX BO3MOkHOCcTel coBpeMeHHbIXx GPU. Hanpumep,
T.H. HENpsIMOM BBI30B BBIYHCIUTENBHBIX sAnep [16], KOTOpbIM Tak M He MOSBUICS B HEIAaBHO
BeieameM cranaapre OpenCL 3.0. Ota pyHKIMOHANIBEHOCTB SIBISIETCS] KPUTHYECKOM JUIS CITOKHBIX
ANTOPUTMOB, B KOTOPHIX IIOTOK YIIPABIICHHUS 3aBUCUT OT pe3yabTaToB Berancienuit Ha GPU [17].
Taxxe cefnyeT OTMETHUTh, YTO CYILECTBYET HECKOJIBKO OTKPHITHIX peanu3anuil TexHonornu CUDA
yepe3 OpenCL wnu SIMD wunctpykuuu CPU [18-20], a takke AMD HIP [21]. Ot noaxonast
00JIaIaloT TaKUM JK€ HEJIOCTaTKOM, KOTOPBIH MOXKHO Ha3BaTh KPUTHYECKUM, - OTCYTCTBHUE
MOJIEPKKU aIlIapaTHBIX BO3MOXKHOCTEH B TEXHOJIOTUH, UCIOIB3YEMOM B KaUeCTBE CJIOSI HUXKHETO
YpPOBHS. DTOT HEJOCTAaTOK MPUBOAUT K TOMY, YTO JITOPHUTM JIMOO HE 3apabdoTaeT COBCeM, JIMOO
Oynmer oOnamaTh HU3KOW NMPOM3BOIHMTEIBFHOCTHIO M3-32 HMPOTPAaMMHON SMYISALUHM TOH WM MHOU
oTcyTcTBYMOUIEH QpyHKInoHansHOCTH. Hanpumep, B OpenCL oTCyTcTBYeT moaaep Ka aTOMapHbBIX
orepanyii sl THIOB C TUIaBaroieii Toukoil. [Iporpammuas smynsanus Takod (QyHKIMOHAIBHOCTH
cymecTByer [22], Ho oHa MeaneHHas. OTHaKO B MOJABISIONIEM OOJIBIIMHCTBE CIIydaeB COXPAHUTD
MPOU3BOIUTENBHOCTD BCE-TAKM MOXHO, €CIIM 3aMEHUTH aTOMAapHBIE OIEpalliy Ha MapauIeIbHYI0
penykuuio. Ho asst 3Toro HyXHO nepenucarh ajaropuTM, II03TOMY TpaHchopMalnus Koja J0DKHA
MPOU3BOIUTHCS Ha 00JIee BHICOKOM YPOBHE HEXKEJH JENACTCs B 3THX padoTax.

2.1.4 T'pacdmueckune API

Croma MOXHO OTHecTH Takue TexHonoruu, kak OpenGL4+, DirectX10--DirectX11, DirectX12,
Metal, Vulkan.

Hecmotrps Ha Ha3BaHme, rpaduyecKkume MpOTpaMMHO-aINMapaTHRle HHTEp(EHCH HE SBISIOTCS
Y3KOCTIEIUATFHBIMU ¥ TIOYTH BCETa IMPEJOCTABIIIOT 0oJiee MIMPOKHE BO3MOXHOCTH, deM API
o0IIero Ha3HA4YeHUs. BBUUCTUTENbHBIC MICHACPHI SBISMIOTCS YaCTBhIO JIFOOOTO W3 YIOMSHYTHIX
UHTEP(EHCOB M TO3BOJIIOT MOTYYUTh JOCTYI K TOH ke ()YHKIIHOHATBHOCTH, YTO H, HAIIPUMED,
CUDA, 1 mupoKo UCHOIB3YIOTCS B PA3IMYHBIX MPUI0KEHUSAX.

3a mociegHue MATH JIET MPOTrpaMMHUpPOBaHHE IpadUIecKUX MPOIECCOPOB CHIFHO M3MEHIIOCH B
CBSI3U C TIOSBIICHHEM HOBBIX allllapaTHBIX Bo3MOokHOCTeH B Takux API, xak Vulkan, DirectX12 u
Metal. [lanee Oynmem paccmartpuBarh Tosibko Vulkan, moTomy 4To 3TO KpoccmiathopMeHHas
TEXHOJIOTHS, B oTiimyue oT DirectX 12 u Metal.

Haubomee cymectBeHHpIM oTiuureM Vulkan oT mpeapiaymux uHTEp(EHCOB IPOrpaMMHUpPOBAHHUS
Ha GPU sBisieTcs Hanmdue BO3MOXKHOCTEH, KOTOPBIX HET B JPYTUX TEXHOJOTHIX COBCEM JHOO B
TO# ke cTenenn. K TakuM QyHKIIUSAM OTHOCATCS: Oydepbl KOMaH/I, HacCTpanBaeMasi CHHXPOHHU3AIINS
Ha OCHOBE 0aphepoB, YIpaBJIEHHE KOMIIOHOBKOW TEKCTYp HUepe3 MpOXOJbl peHiepuHTa (render
passes), YIpaBJieHHE TMaMsIThi0 TpaQuUecKoro Mporeccopa, MOA-TPOXoabl (subpasses) IS
MOOMIIBHBIX TpapUIeCcKHX MPOIECCOPOB, KOHBEHWEP TPACCUPOBKH Jyded (UTO BKIOYaeT B cels
nreraepHepIe TaOJHIIEL, a 3TO, IO CYTH, €CTh BRI30B BUPTYalbHON (DYHKITMH) U MHOKECTBO (DYHKITHH,
KOTOpbIe TpejacTaBieHbl, Hamnpumep, B OpenGL, HO He BKIIOYEHbI B TEXHOJOTHUHU
MPOTPaMMHUPOBaHKS OOIIEro Ha3HAYCHHUS: HETPSIMOHN BBI3OB sep, rpadyudecKuil KOHBeHep, Mell-
HIeHaepsl, CKaTHEe TEKCTyp, co3manue pabotel Ha GPU, ympaBnsemas cTpaHWYHAs TaMsTh
(pa3pexeHHsbIH Oyep/TekcTypa) U HEKOTOpPhIE JpyTHe.

Braronapst mepekiiaibIBaHHIO OTBETCTBEHHOCTH Ha pa3paboTunka Vulkan-apaiiBep pemaer MeHbIe
3agad. [loaTtomy pa3pabOTYMKH MPOTPAMMHBEIX CHCTEM, YMEIOIIHE TIIATEIHHO HCIIOJIE30BaTh
Bo3MoxkHocTH Vulkan API, MOryr momy4uTh CyIIECTBEHHBIC NPEHUMYIIECTBA Kak IO
MPOU3BOUTEIBHOCTH, TaK W MO 3HEProd((EKTUBHOCTH CO3JaBACMbIX MMHU HpPHUIOKEHUH [23].
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Kpome Toro, monnepxka Vulkan peann3oBaHa B OTpOMHOM 4YHCIIE COBPEMEHHBIX HACTOJBHBIX H
MOOMJIBHBIX YCTPOUCTB [24].

OpHako, W3 IIMPOKHX BO3MOXKHOCTEH Ui pa3paboOT4UMKa CIEAYyeT M BBICOKAs TPYINOEMKOCTB
co3manus mporpamm, - 10 10 pas [25] 6omeme, wem mans CUDA mmm OpenCL, dro sBisieTcs
CJIEZICTBHEM HEOOXOAMMOCTH PYYHOTO YHPABJICHHSI OIMCAHHBIMH BO3MOXHOCTSIMH. JTO Ha
MPAaKTHUKE MOJXKET 3aTPyJHATh MJOCTIDKCHHWE IIETM TIOBBIMICHUS IPOU3BOJUTENBHOCTH, T.K.
MOIuHUIMPOBaTh OONBIION 00BeM ncxomHoro koma Ha Vulkan TpymHO, M pa3paboTIUKH HE
YCIIEBAIOT IPOBEPUTH BCE BO3MOKHBIE ONTHMHU3ALINH.

TpaanuoHHBIH CIOCOO CHIDKEHHMS CIOKHOCTH KOJa 3aKJII0YaeTCsl B CO3JaHMUH BCIIOMOTATENbHBIX
6ubimoTek 00IIero Ha3HAYCHUS WM OPHEHTHPOBAHHBIX Ha IIeJeBoe IpriiokeHne. OqHaKo, B HIX
TIOJI30BATENIO BCE PABHO NMPHUXOIUTCS paboTaTh ¢ TeMH ke cymHocTsMH Vulkan, HacTpamBas u
COCIMHSISI CBSI3M MEXIy HUMH. AJIbTEpPHaTUBHBIA criocol - Oojee TshKenble BApHaHThl OMOIHOTEK
WIN JIBUKKOB, KOTOPbIE MHKAINCYIUPYIOT cymHoctd Vulkan u 00pabaThIBatoT HEKOTOPHIE BELIH
aBTomaruuecku [26-28]. TTomoGHbIe peleH s, M0 CyTH, BHIMOIHSIOT paboTy ApaiiBepa, HalpuMep,
OpenGL, uyTOo MOXeT NPUBOAUTH K HEONTHMAJbHON peanu3alMd MU OIIHOKAaM, ITOCKOJBKY
pa3paboTUYHK B 3HAYUTEILHOM CTEIICHN TTOBTOPSIET PabOTy ITPOM3BOANTEISI 3TOTO ApaiBepa.

2.1.5 PasnuyHble TexHonornm

B nannyto rpynmy BXOIAT pa3iudHble YHUKAIbHbBIC PEILICHUS.

B pabote [29] ucnone3yroTcsl Tak Ha3bIBa€Mbleé MHOTOMEPHBIE TOMOMOPGU3MBI, — (GopMaTbHOE
ONMCaHHE 3a/a4d Ha BBICOKOM YPOBHE, MO3BOJIIIONIEE BBIPA3UTh BBIYMCICHUS INPU HOMOIIH
MapajyieNIbHBIX TaTTEepPHOB, KOTOPBIE MOXHO IO-pasHOMY peaju30BaTh Ha Pa3IHUYHOM
obopynoBanuu. CyIllleCTBEHHOE OrpaHuueHue padothl [29] cocrout B mcmonb3oBanue OpenCL B
kauecTBe cnos HrokHero ypoBHsA (OpenCL koa reHepupyeTcs Ha BbIXOJE), YTO HE IMO3BOJSET
UCIIOJIb30BaTh MHOTHE U3 HOBBIX BO3MOKHOCTEH coBpeMeHHBIX GPU (B TOM 4mciie MOOMIIBHBIX) B
cury orpanudeHHocTH OpenCL. Omucanus anropuTMoB B [29] HpOM3BOAWTCS Ha KpaifHe
OTPaHMYCHHOM TIPEJMETHO-OPUEHTUPOBAHHOM S3bIKE, 4YTO TaKXKe SBISICTCA CYIIECTBEHHBIM
HEJIOCTaTKOM. JlaHHast TEXHOJIOTHSI pacCMaTPUBAET JOBOJIBHO OTPaHUYCHHBII HA0Op ONTUMHU3AIMH
IIapaMeTpOB aJITOPUTMOB, - pa3Mephl OJIOKOB, IMOPSIIOK IUKIIOB U CIIOIb30BaHNE PA3IMIHBIX THIIOB
MaMTH.

B TaskFlow [30] mnpenmmaraercs MoOzenb, MO3BOJSIONAS BBIPaKaTh BBIYHCICHHS B BHIC
CTaTHYECKHUX M IMHAMUYECKHX IpadoB 3a1a4 U reTepOreHHBIX BBIYUCINTEIBHBIX CUCTEM. 3a1a4H
00ImaroTCesl MOTOKAMH JAHHBIX MEXIy co0o# mo pédpam rpada uepe3 ouepean, UCIONb3Ys CXeMy
pou3BoIUTENh-IoTpeduTens (producer-consumer). B TaskFlow ecTs BO3MOXHOCTH MOCTPOSHHS
reTeporeHHbIX TpadoB (ucnoip3yromux omHoBpemMenHo CPU m GPU) m ux pampHeimero
KOHBEHEPHOTO BHINOJIHEHHs aHaorn4Ho padote [6]. Henocrarok TaskFlow B ToM, uTo anropurm
HEOO0XOIMMO SBHO OMHCHIBATH B TEPMHUHAX Irpad)oB 3a/1a4, YTO HE OUEHb YAOOHO [T pa3paboOTKH U
OTIAJKH.

PACXX [31, 32] ucnonb3yeT HWAE€H CKEJIETHOTO MPOrpaMMHUPOBAaHHUsA, HO Oojiee ymoOeH st
HCTIONB30BaHUS B cymecTtByromeM konxe. PACXX Hampsmyloo peann3yeT KOHCTPYKITHH
cospemerHoro C++ wu TtpaHcimpyer ucnonb3oBanne STL konrteiiHepoB B Oydepsr Ha GPU.
OrnpenesieHHBIN HIDKHAN YpOBEHB (03K-9H/T) BEIOUpAETCS PU TIOMOIIN JOTOJHATENBHBIX BRI30BOB
obwekta wucnomnutens (Executor) m B ciydae peammzanmuu Ha CPU 3T BBI30BBI MOTYT
UTHOpPUPOBAThCA, a B cityuae peanusanuu Ha GPU xommunsrop renepupyet ko Ha CUDA nnu
OpenCL. Onnako PACXX peanusyer nuiib 6a30BbIe ONEpaly MPOrPaMMHUPOBAHUS U HE UMEET
JIOCTYIa KO MHOTHM aNIapaTHBIM BO3MOXKHOCTSM (HanmpuMep, K Tekctypam) noctynasiM B CUDA
u OpenCL.

Chapel [33] craBuT Lenbio 0OUTHCS KPOCCIIAT(GOPMEHHOCTH, YTOOBI €IMHCTBEHHOE OIMCAHUE
anroput™a Morio 3¢ ¢dexTuBHO padorath kak Ha CPU, tak u va GPU. [Ins atoro npennaraercs
HOBBIH sI3bIK OOINEr0 Ha3HAueHMs, W3HAYaJbHO OPHMEHTUPOBAHHBI Ha Mapajie’abHOE
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nporpaMMmupoBanue. KiroueBod HEJOCTaTOK TaKOTO IIOAXOAAa B TOM, YTO IOJB30BATEINIO
MPUXOJUTCS] HEPEHOCUTH OMMCAHUE 3HAYNTEIBHON YaCTH CBOETO AJITOPUTMa HAa HOBBIH S3BIK, YTO
OOBIYHO BCTPEYAET CONMPOTUBIICHHIE B HHAYCTPUH. [IpHIHHBI TAKOTO CONPOTHUBIICHAS B TOM, YTO IIPU
UCIIOJIb30BAaHUN COBEPIICHHO HOBOT'O SI3bIKa KpPOCCINIAT(OPMEHHOCTh OOECIeUnBAECTCS TOJIBKO
KOMITHJISITOPOM 3TOTO s13bIKa. V3-3a yero pa3paboT4nK MMomnajaeT B 3aBUCUMOCTb OT €INHCTBEHHOTO
B MHpE pa3pabOoTINKa KOMITHIISTOPA 3TOT0 HOBOTO SI3BIKA.
Tiramisu [34] — MHOTOrpaHHBI KOMITHISITOP (TO €CTh PACCMATPUBAIOIINHA PA3IUYHBIC BAPUAHTHI
ONTUMH3AIMA OJHOTO U TOTO K€  alropuTMa), KOTOpBIH  CHEelHanu3upyercss Ha
BBICOKOIIPOM3BOJIUTENIFHOM TeHepaluy KoJa JUIl paslIMuHbIX IUIaTGOpPM. ITOT KOMITHIISTOP
OpPHEHTHPOBAaH Ha KJIACTEPHBIC BBIYMCIICHHMS HA Pa3iIM4HbIX Iuardpopmax. Takum oOpazom, OoH
HOJIEP’KUBAET BBIIIOJHEHNE OJHOTO U TOrO ke koaa Ha MHoronotoyHsix CPU, GPU npousBoactea
kommannu Nvidia, kimacrepax u3 Heckoibkux Bbramcaureneit 1 FPGA. K nocromncTBam sroit
TEXHOJIOTUH MOKHO OTHECTH NMEPEHOCHMOCTh MEXIY Pa3IMYHBIM alllapaTHBIM O00ECHEUCHUEM H
BBICOKYIO CKOPOCTh pabOTBI OTHOCHTENIFHO APYTHX CXOXKHX MOAXOIOB. B TO ke Bpems, MaHHBIH
KOMITWJIITOp ~ MIMEET P  HEAOCTAaTKOB.  Bo-TepBBIX, OH  NOAJECP)KUBACT  TOJBKO
CIEIUATN3NPOBAHHBIN BEICOKOYPOBHEBBIH SI3BIK, UTO 3aTPYAHSACT €T0 BHEAPCHUE B IPHIIOKEHHS Ha
JIPYTUX S3bIKaX W yYBEIMYMBAET BPEMEHHBIC 3aTpaThl Ha IEPEHOC aJTOPUTMOB, HAINMCAaHHBIX Ha
IPYrHX S3bIKaX IPOTPaMMHPOBaHMSA. BO-BTOPHIX, AAHHBIH KOMIIWIATOP aJalTHPOBaH IS
KJIACTEPHBIX BBIYUCICHHH M HMEeT CYIIECTBCHHbIE OrpAaHMYCHHS B IUIAHE amlapaTHOro
obecricueHusI.
Kommumsitop clspv  [35] mossomsier TpaHcimupoBath simpa OpenCL B mpOMEKyTOYHOE
npexacrasiaenue koga ans GPU, HaseiBaemoe SPIR-V (ucmonmb3dyemoe B Vulkan mis 3apaHus
HIeHIepHBIX IPOrpaMM) M, TAKMM 00pa3oM, MOXKET OBbITh UCIIONIL30BaH MpHu pa3zpadoTke Ha Vulkan.
OpHako, OH MOJAEP)KUBACT TOJBKO BBIUMCIUTENBHBIC INEephl M B HACTOSIIUI MOMEHT
ounmanbHO HAXOUTCS B CTaJIUH MIPOTOTHUIIA (XOTSI YKe SIBISIETCSI OTHOCUTENILHO CTA0MIIBHBIM, T.K.
paspabateiBaercs ¢ 2017 roxa). [Ipemiaraemasi HaMu TEXHOJIOTHS UCIOJIB3YET ClSpv Kak OauH U3
BO3MO’KHBIX KOMIHJISITOPOB HHKHETO YPOBHSL.
Kommusitop Circle nosiBusicst B 2018 roay, Ho nuins B 2020 rogy crajl OpHEHTHPOBAHHBIM Ha
nporpammupoBanue 1t GPU [36]. B HacTosmuit MOMEHT 3TO OAMH UX ABYX KOMIUIATOpoB C++
B MHpe€, NOAJEP)KUBAIONINH Tpaduieckyto GyHKIMOHAIbHOCTh coBpeMeHHbIX GPU (rpadmuecknit
KOHBeliep, KOHBe#ep TpacCUpOBKU nyuei, meut meitnepsl). Circle - TpaauioHHbI KOMIWIATOD,
KOTOpBIII caM 1O cebe MMeeT Bce HEJOCTATKH TPaJUIMOHHOTO IIOJXO0Ja: €CIH Pa3padOTIUK
HauyMHAeT ucnoib3oBarh Circle Kak OCHOBHOM MHCTPYMEHT (TO €CTh HE TOJBKO JUIS IIEHIEpoB, a
JUIS BCETO ONHCAHMS ajIrOpHTMa), TO OH CTAHOBHUTCS 3aBHCHMBIM OT HETOo M cOOpka Ha Jo0yro
miatpopMmy yxe HeBo3mokHa Oe3 Circle. B coderammm ¢ tem ¢akrom, uro Circle sBnsercs
MPOEKTOM C 3aKPBITHIM HCXOJHBIM KOIOM, €ro MpsMO€ HCIOJIB30BaHHE HEIPHUEMIIEMO B psfe
ClIydaeB, T.K. OIITh JK€ pa3pabOTYMK HAYMHAET 3aBUCETh OT EIUHCTBEHHOTO 3aKpBITOrO
KOMITHJISITOPA.
Bropoit kommmwistop mreiinepos Ha C++ mmst Vulkan mosiBuiicst coBcem HemaBHo [37] m
OPHMEHTHPOBAH Ha WCIOJB30BaHHE B cocrtaBe mrposoro apmikka Unreal Engine. Kak u Circle,
aBTOPBI [37] MCIONB3YIOT MEXaHW3M aTpuOyTOB, MosBHBIIMiCS B craHmapre C++11 B KauecTBe
CTaHIAPTU3UPOBAHHOTO CHHTAKCHCa I PACIIMPEHHUHl s3bIKa, I 0003HAUeHHUs yacTed Koja,
KOTOpBIE J0JKHBI OBITh 00paboTansl Ha GPU. Hanpumep, atpubyT [[entry]] onpenensier dpyukimio
Kak TOYKY BXoja, rae Bb3biBaercsi GPU kox, a ¢pyHKIMH, KOTOpBIE TOJDKHBI BhI3bIBaThes HA GPU
o6o3navarotcst arpubytom [[gpu]]. IIpu sTom GPU ko MHKAICYTHPYETCs B KIACChI, @ MEXaHU3M
BUPTYQJIbHBIX (YHKIMH MCHONB3YEeTCS Ul TEHEepalud pPa3jIMYHbIX BAapHAHTOB MIEHIEpOB
TPAHCIIATOPOM, BXomsuiuM B peuieHue [37]. TpaHcisrop, peann3oBanHbi Ha ocHoBe Clang
LibTooling [38], xouBeptupyer C++ xox B C++ u HLSL xox, koTopblil yxe obpabarbiBaeTcs
CYIIECTBYIOIUMH KOMIIISTOPAMH 3THX S3BIKOB.
3aberas Brepén, cienyer cka3arb, uto padora [37] Haunbosee OJIU3Ka K HalIei padoTe Kak Mo CYTH,
TaK ¥ I0 HCIOJIb3YEMBIM CpencTBaM 00paboTKM ucxoxHoro kona. HamGomee cymiecTBeHHOE
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orinure pabotsl [37] oT Hameil B ToM, uto B [37] u “xocroBeiii” (CPU) u “nesaiicosiii” (GPU)
KOJI MUIIETCS EHTPAIN30BaHHO B OHOM MECTE, UTO JIEJIACT 3TY TEXHOJIOTHIO B HEKOTOPOH CTETIEHH
moxoxeid Ha CUDA,; B Hamie#i TexHomoruu, C n1pyroit ctopousl, no CPU kody eenepupymecs ezo
“sepranvhoil kion” Ha GPU, KOTOPHIH MONB30BaTEII0 HYKHO CBSI3aTh CO CBOMM XOCTOBBIM KOJIOM
Ha Vulkan camocrostensro. O mpewMyInecTBax W HEMOCTATKAX TAKOTO MOAXOda MBI Oyiem
TOBOPHThH B pazJielie Mpo npeiaraeMoe petieHue. Emeé ogHo cyiecTBeHHOE OTIMYKE B TOM, 4TO B
KavecTBe CJI0s B [37] HIKHErO yPOBHS HCIOJB3YETCS CYIIECTBYONMI nHCTpyMeHTapuii “Unreal
Engine 4” (UE4) u ero crnennduyeckre MEXaHW3MBbI, YTO HA HAII B3[JISA B HEKOTOPOW CTEMEHU
OTpaHUYHBAET Kpocc-TuiaThopMeHHOCTh T.€. UE4 — 3TO 0YeHB TsKEIOBECHOE pelIeHHE.

2.2 CneuymannanpoBaHHble TEXHONOMrmn

B nanHOM nojpasaene pacCMOTPEHBI pellieH s, OpUEHTUPOBAaHHbIE Ha pEeIlIeHHE Y3KOT0o Kpyra 3a1a4
B KOHKPETHO# obnacTu.

2.2.1 BunbnuoTekun, NpeaoCTaBnsoWMe peann3auun KOHKPEeTHbIX UHCTPYMEHTOB
WIn anropuTmMoB

Crozta MOXHO OTHECTH Takue u3BecTHbIe OubmmoTeku kak TBB, Thrust [39], CUBLAS, IPP, NPP,
MAGMA, [40], [41], HPX [42] u mHOTHe npyrue. HekoTopble U3 HUX MpEeBpalatoTcs B JOBOJIBHO
MOIIHBIE TIPOTpaMMHBIE PELICHUs, WMEIOIIMe BHYTPH ceOsi crenupuuecKkre KOMITHISTOPBI
NpeIMETHO-OPHEHTUPOBaHHbIX s3bIKOB (Domain Specific Language, DSL) nns Helipocereid
(nanpumep, PyTorch [43], TensorFlow [44] u [45]). OcHOBHOW HemOCTaTOK OMOJIHOTEK B HMX
OTpPaHMYEHHBIX BO3MOXKHOCTAX. Kpome TOro, MHorue OHOIMOTEKHM HaMEPEHHO JIHIICHBI
kpoccruiatdopmerHocta (Hanpumep, TBB, Thrust, IPP, Intel Embree), mockombKy BBHITyCKaroTCS
ompenenéHHBIM npomsBoauTeneM amnmaparHoro obecneuenns (CPU w/mmm GPU), B ToM uucre, B
LEeNsIX MPOJBIKCHHUS COOCTBEHHOrO OOOpYIOBaHMS M HMEHHO MO3TOMY  JENAloTCs
HENepeHOCHUMBIMHU.

2.2.2 TNpeameTHO-OpueHTUpOBaHHbIe API

B oty rpynmy BXozsT Takue TexHosioruu, kak Nvidia OptiX [46] u Microsoft DirectML [47]. OptiX
— 3TO CIIENNAIM3NPOBAHHAS TEXHOJIOTHS AJIsl YCKOPEHHS MTPHUIIOKeHNH TpaccupoBkH srydeit GPU,
KoTopast mpuHUMaeT Ha Bxo Ha C++. OptiX BKIIIoUaeT Be KitodeBble TexHonoruu: (1) anmaparHo-
YCKOPEHHYIO TPacCHUpPOBKY JIydel u (2) yCcKOpeHHEe BBI30BOB BUPTYaJIbHBIX (DYHKIHMI C MOMOIIBIO
Tabmun medaepo. Ot 2 QyHKmuu Tarke goctymHel B Vulkan u DirectX12. ITockombky
nporpammupoBats B OptiX HaMHOTO mpoiie (a 3TO €ANHCTBEHHAs! TEXHOJIOTHS MPOMBIIIIEHHOTO
ypoBHs, moaaepkuBatonias C++ must TpaccupoBku aydeir Ha GPU), mouTH Bce MPOMBIIUICHHBIC
cucreMbl peHjiepunra nepenud Ha He€: Octane, VRay, IRay, RedShift, Cycles, Thea u npyrue.
Xotg HoBelimue rpadpudeckne nmpoueccopsl AMD HMErOT anmapaTHyo MOANCPKKY TPACCHPOBKH
Tyded, Ha camMoOM Jiene IS ToJb3oBaTeneld HeT anbrepHaTuBbl Nvidia. Anamoru [48, 49]
CYIIECTBEHHO OTCTAIOT OT penieHuid Ha ocHoBe OptiX.

2.2.3 TMMpegomeTHO-OpUeHTUPOBaAHHbLIE fA3bIKM U TexHonoruun (Domain Specific
Language, DSL)

JlanHas Tpynma pemeHuidl OpueHTHpOBaHA Ha KJIacC pa3pabOTYMKOB B KOHKPETHOHN MPeaMETHOM

obmacTH, IS KOTOPBIX BaKHO JOOMTHCS MAaKCHMAJIBHOTO YIIPOIIEHUS W aOCTparupoBaHHsS OT

netanei peanuzanuu anroputMa Ha GPU mpu BRICOKOM ypOBHE MPOU3BOAUTEIHHOCTH.

Hanpuwmep, s3pikn Darkroom [50] u Halide [51-53] npeana3sHadeHs! Uit CO3JaHUSI QJITOPUTMOB
o0pabotkn m3o6paxenuit. Kpoccrmardpopmennocts B Halide nocrturaercs myrém peannzanmun
OOJIBIIOTO KOJIMYECTBA CIOEB HIDKHETO YPOBHS, a BBICOKAst 3(PEKTUBHOCTH 3a CUET MPUMEHEHUS
ONTHMU3AINH NTOCTIEN0BaTEeIbHOCTENH GUIbTPoB. OHA U3 KITIOYEBBIX ONTUMH3ALUA OCHOBBIBAETCS
Ha ujee TNepeynopsJOYMBaHMs OICpalMii: €CM paccMaTpuBaTh NPUMEHEHHE NOBYX (HIBTPOB
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MOCJIEAOBATEIHHO K N300paKEHHIO, TOT/Ia 3a4aCTYI0 N300paKeHHE MOKHO Pa30UTh Ha PETHOHBI U
K KaXXIOMy PErHoHy cpa3y HMPHMEHHTH BCIO IETOYKY (puiapTpoB. 3a CUéT 3TOrO MpH Iepenade
JAHHBIX OT OJHOTO (PHMIBTpPa K APYroMy OHHM HE BBITPYXKArOTCcA W3 Kdma (T.K. oOpabaTwiBaeTcs
HeOOJIbIION pEeruoH). ITO UMEHHO TOT THIT ONITUMH3AINH, KOTOPBIE UCIIOIB3YIOTCS B ITOJI-TIPOX01aX
(subpasses) Vulkan u Metal. XoTs B HUX 3Ta ONTUMU3AIMS PeaIn30BaHa B 00Jice OrPaHUICHHOM
BapuaHTe, MOCKOJbKY HEOOXOIUMO JIOMOJHUTEIBHO pelaTh IMPOoOJIeMy MepeKphIBAIOIINXCS
peruoHoB u3obpaxeHnus. Hanmpumep, aHATOTHYHO TOMY, Kak 310 Aenaet cuctema DVMH [9] Ha
OCHOBE TECHEBBIX rpaHull. Creayromas BayKHas ONTUMHU3AIMA, peanu3oBanHas B Halide - Giounoe
pacriojio)keHHe JaHHbIX H300pakeHus: B mamsatu (4yto B Vulkan peanmusyioT TekcTypsel). OTo
JIOTIOJTHUTENNBHO TI03BOJISIET MOBBICUTH A (EKTUBHOCTD K31IIIa.

OcHOBHasi MOTHBAIMsl CO3JaHUSI HOBOTO SI3bIKa B TOM, 4YTO B TPaAMIHOHHBIX S3bIKaX
NpOrpaMMHUPOBAHUS HEOCTATOYHO KOHCTPYKIMH JJIsl BRIPKEHHS TaKMX BELIeH Kak Iapajuiesii3M
U JIOKQIBHOCTh AaHHBIX. [losTOMy mommmo ympomieHusi paspaborku, Halide na camom pene
npecienyeT LeJb TOBBIIICHUS KOHTPOJS HAaJ MEXaHW3MOM HCIIOJIHEHHS aIropuTMa M, Kak
CJIC/ICTBHE, TMPOU3BOJMTEILHOCTU: TI0JIb30BATENb HMEET BO3MOXKHOCTH BBIOMpATh pa3iMyHbIC
BapHaHTBl pealM3alMd OXHOW M TOW ke IENOYKH QWIBTPOB U H3MEpATh HOIYYCHHYIO
NPOU3BOAUTEIILHOCTD, YTOOBI OCTAHOBHTHCS Ha JydlleM BapHaHrte. HakoHel, CyIIeCTBEHHBIM
npenmymectBoM Halide sBnsiercs BO3MOXHOCTB TeHepupoBaTh koj Ha C/C++ s meneBoi
mathopMbl Ha BeIxoe. TakuM 00pa3oM, IT0JIb30BaTeNb He JOIDKESH HOAKIIOYATh K CBOEMY IIPOCKTY
xomrmaTop Halide Ha nmeneBoii muiatopme, a MOXKET HCIIOIB30BATh CreHepHpoBaHHBIH C++ Kox
(+ weitnepsr s GPU) u mobyto cucteMy COOPKH.

[lpeumymecTBa  NPEAMETHO-OPHEHTUPOBAHHBIX  TEXHOJNOTMA  COCTOMT B OBICTpOW,
BEIcOKOd(dektuBHO U wmHorma (Halide) xkpoccmiardopMeHHOW pa3pabdoTKe alropUTMOB
ompeneneHHoro kmacca. OT4YacTH OSTO MNPOUCXOAUT Onarofaps OTrpaHUYCHHSAM, KOTOPHIC
NpeIMETHO-OPUCHTUPOBAHHBIC S3bIKU POrPAMMHUPOBAHHMS IPUBHOCAT B MPOLECC pa3paboTK. DTo
J00aBIsIeT BO3MOXKHOCTH JUTSl ONTHMHU3ALUH U TeHEPAIH BBICOKOPOU3BOAUTEILHOTO KOJIA.

KiroueBoll He1OCTaTOK MPEIMETHO-OPUEHTUPOBAHHBIX SI3IKOB COCTOUT B TOM, YTO aJITOPUTMBI U
3HAHWS, HAIIMCAHHBIE HA HUX, TPYIHO IMEPEHOCUTH HA Jpyrue o0JacTH W TPYIHO COCTHIKOBATH C
octanbHOM yacTeio [10, He ucoB3YIOIIEH TPEeIMETHO-OPUEHTUPOBAaHHBIN A3bIK. KpoMme Toro, uem
Goutbiie 0OacTel B MPOrpaMMHOM PELIEHUH 3aTparuBaeTcs, TeM Oorpiie pasnuaHeix DSL HyxHO
OyzeT MCIOIb30BaTh M COCTHIKOBBIBATD, YTO CYIIECTBEHHO YCIOXHSET pa3padboTky. Hampumep, B
COBPEMEHHBIX NPWIOKECHUSAX KOMIBIOTEPHOH IpaVKM IIEHIepHl 110 CYTH SBISIOTCS MPEAMETHO-
OpPHEHTHPOBAHHBIM S3bIKOM. B Hacrosiiee BpeMsl €CTh HECKOJBbKO BapHaHTOB Tpaduueckoro
KOHBelepa U KOHBelepa TpacCUPOBKH JIydei, I OQUH alrOPUTM, 110 CYTH, PACIPENEIAETCS Ha
HECKOJBKUX MporpaMm (0T 2 70 5), AOHOJHAEMBIX HACTPONKONH COCTOSHHH TpaduuecKoro
KOHBellepa WM KoHBelepa TpaccHpoBku siydeid B C++ kome. DTo JenaeT MpolecC HaIHCaHUS
MPOTpPaMMBbI KpaifHe HEOUEBUAHBIM, IOCKOJIBKY HET OJHOTO CBSI3aHHOTO ONHCAHUS aJTOpPUTMA, a
BMECTO 3TOT'0 UMEETCSI MHOXKECTBO Pa3pO3HEHHBIX IPOTPAMM M HACTPAMBAEMBIE CBSI3H MEXKIY HUMH
B OTICTHHBIX MECTaX.

DVM — 3T0 TeXHOJIOTHS MPOTpaMMHUPOBAHKS Ha OCHOBE AMPEKTHB, OJTHAKO XK€ HMCIOJIB3YIOIIast
PSI aITOPUTMUYECKUX ONTHMHU3AIMI Ha HIDKHEM ypoBHe. Hampuwmep, tpancistop DVM moxer
MPO3payvHBIM 00pa30M MEHATH PACIIOIOKEHIE MAacCHBa B MIAMATH “TIO CTPOKaM/IIO CTOJIOaM”’, 9To
MOBEIMAeT 3((EeKTUBHOCTH BBIIOIHEHUS psiaa anroputMoB. DVM opueHTHpOBaHa Ha KiIacTEepHBIE
BBIUUCIICHHS U PACUYETHI HA CETKAaX C INIOTHBIMU CTPYKTYpaMH JaHHBIX, I03TOMY MOXKHO CKa3aTb,
YTO B HEKOTOPOM CMBICIIE 3TO HPEAMETHO-OPHEHTUPOBAHHAS TEXHOJOTHs MPOTrpaMMUpPOBAHUS,
XOTSI ¥ C JIOCTATOYHO IIMPOKUMH “O0LIMMHU’~ BO3MOXKHOCTSIMHU. MHTEpecHoi Bo3amoxHOCThI0 DVM
CHCTEMBI SIBJISIETCS] IMHAMHWYECKHH PEXUM BBIIIOJHEHHS! C aBTOMAaTHYECKHM I10JJ0OPOM CXEMBI
pacnpeseneHus JaHHbIX B KaXI0M MapajIeIbHOM PETHOHE.

Ecmu DVM paboraet ¢ IOTHBIMH CTPYKTypaMu NaHHBIX, To Taichi [54-56] opueHTHpoBaHa HA
NPWIOKEHUs, PabOTaroIIUe C Pa3peKCHHBIMU CTPYKTYPaMH JaHHBIX, BKIIOYas (QH3HUECKOE
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MOJICIIMPOBAHKE, TPACCHPOBKY JIyueii 1 HeifpoHHble ceTH. Taichi Mo3BoJISIeT NOJIH30BATENISM MTUCATh
BBICOKOYPOBHEBEIH KOJI C HCTIOIH30BAaHUEM TpeITaraeMoro si3bika (maTepderic BerpoeH B C++), kak
eCJTi ObI OHU UMEJIH JIEI0 C OOBIYHBIMHE IFIOTHBIMH MHOTOMEPHBIMH MAaCCHBaMHU. 3aTeM KOMITUIISTOP
TeHEPUPYET MPOMEKYTOUHOE MPEICTABICHHE, ONTUMH3UPYET ero W Bo3Bpamiaer kox CH++ wiu
CUDA. Taichi Tarke 3aHMMaeTcs yIOpaBICHHEM IAMATBI0 W HCHOIB3YeT (YHKIHIO
YHUHULIMPOBAHHOTO JOCTyna K mamsrtu, noctynnyio B CUDA. Bo3moxHocTh paboTaTh Kak C
LEHTPAIBHBIMH IPOLIECCOPaMHU (C HCIONBb30BAHNEM TaKUX METO0B, KaK BEKTOPU3ALHs IUKJIA), TaK
U ¢ rpadYecKUMH TMpolieccopamMu (XOTsl TONBKO ¢ ucnonb3oBanrneM CUDA) siBisiercst criibHOR
cTopoHoi atoro peureHus. Tor ¢akr, uyro Taichi HamemeH Ha onepanuu ¢ KOHKPETHBIMH
CTPYKTYpaMH JaHHBIX, TI03BOJISIET €My CO37[aBaTh BBICOKO ONTUMH3MPOBAHHBIA U 3(deKTHBHBIN
KOJl, HO B TO K€ BpeMsl OTpaHMYHMBACT €ro MOTEHIMaIbHbIe npuinoxenus. byayun DSL, Taichi
TaKKe UMEEeT Te )K€ HeJOCTATKH, OJHAKO TecHas uHTerpaus ¢ C++ HECKOJIBKO CMSITYaeT HX.

B nanbreitmem Taichi pa3BuBaicsi B HECKOJIBKHUX Pa3IMUHBIX HAIPABJICHUIX, OCTABasICh IIPH 3TOM
NpeIMETHO-OPUEHTHPOBAHHOMN TeXHOJIOTHEH. Bo-TiepBhIX, 3T0 nanbHelee pa3BuTre GU3NIECKOTO
MOJICITUPOBAHUsI U Iepexo 1 Ha Python-momo6HsIit A36IK (TpaBaa CO CTAaTHYECKOW THIH3AINCH) ATIst
ONHMCaHUsl AITOPUTMUYECKON cocTaBisitolei Mopeined. Bo-Bropwix, 310 nuddepenupyemoe
MojienupoBaHue [55] u cxatue naHHbIX [56].

2.3 Pe3romMe No CyLeCTBYHOLWUM peLUeHUAM

TexHosornn oOIIEro Ha3HA4YCHUs HE NOAJCPKUBAIOT JOCTATOYHOE KOJMYECTBO amllapaTHBIX
(GYHKIMHA, YTO CHWXKAeT NPOU3BOJIUTENBHOCTh M 3HeprodddextuBHOCTh (Hampumep, PACXX,
OpenACC, DVM, OpenCL, CUDA, TaskFlow). TIIpomsiuuienusie APl Hu3kOro ypoBHS
MPEAOCTAaBIIIOT TaKyl0 TONAEPKKY, HO pa3pabOTKa C WX HCHONb30BAHUEM YpPE3BBIYANHO
tpynoemka (Vulkan, Metal, DirectX12). [IpemmeTHO-OpHEHTHPOBAaHHBIE TEXHOJIIOTHH W S3BIKH
(Halide, Optix) sSBISIOTCS XOPOIINM pEIICHHEM KakK Ul rpadUIecKuX MPOIecCOpPOB, TaK M IS
npyrux BeraucnutenbHbIX cucteM (FPGA wmmum ASIC). OmHako WX KIIOYEBOH HEIOCTAaTOK
3aKJII0YaeTCsl B TOM, YTO JITOPUTMBI M 3HAHUS, PEATN30BAaHHBIE C MX TOMOUIBIO, TPYIHO NTEPEHECTH
B Ipyrue o0JacTH U TPYAHO HHTETPUPOBATH C OCTAILHBIM IIPOrPAMMHBIM 00ECIIEYEeHUEM, KOTOPOE
HE UCIIOJIB3YeT SI3bIK, CIIEU(UUHBIN U IPEIMETHON 001aCTH.

TaxuM 00pa3oM, BBI30B K TEXHOJIOTHHU MIPOTPaMMHPOBAHUS 3aKITI0YAETCS B TOM, YTOOBI 00€CIIeUnTh
OJTHOBPEMEHHO M JIOCTYI K crenuduieckuM GYHKIHUIM anmnaparypbl, ¥ KpoccruiaTopMeHHOCTb.
dyHgaMeHTaNbHOE NPOTHBOPEUME, BBHI3BAHHOE JTHM TpeOOBaHMEM, HEOOXOIMMO peIIaTh.
Hawmyumive pe3ynpTaTsl B 5TOM HaIllpaBJIeHWH, Ha HAIll B3MJIA, JOCTUTHYTHI B [29, 30, 34, 55].

3. lpednazaemoe peweHue

BmMmecTo co3aHus YHUBEPCAIBHOW TEXHOJIOTHH MPOrPaMMHUPOBaHHMS JUIsl IOCTPOCHHS Pa3IMYHBIX
NPOTPaMMHBIX CHUCTEM MBI IIpeJUlaraeM pacIIupsSeMyl0 TEXHOJOTHIO, KOTOpas MOXET OBbITh
HACTpOEHa JJIS OTIPEICIICHHOTO KiTacca NpuiIokeHuil. B otimuune or, Hanpumep, Halide [51-53], mbt
HE HCIIOJIb3yeM MpPeIMETHO-OPUEHTHPOBAHHBIN SI3bIK, 2 HEOOXOAMMbIC 3HAHMS M3BICKAIOTCS U3
00b1yHOTO K0/1a Ha C++. OHUM M3 OCHOBHBIX MPEUMYIIECTB MPEAIaraeMoil TEXHOJIOTUH SIBIISIETCS
TO, YTO MCXOJHBIN KO/ HE PACIIUPSETCS HUKAKUMU HOBBIMH SI3bIKOBBIMH KOHCTPYKLHMSIMH HITH
JIUpekTrBamHu. [Iperonaraercsi, YTO MCXOJHBIA KOJ SIBIISIETCS OOBIYHBIM HMCXOJHBIM KOJIOM Ha
s3pike C++ (XOTSI M ¢ HEKOTOPBIMHM OTPaHMYECHUSIMHU), KOTOPHIH MOXET OBITh CKOMIHMJIMPOBAaH
TM00BIM KOMITIIIATOPOM C++. DTO 3HAUUTENBHO YBEIHYMBAET BO3MOKHOCTH KPOCCILIAT(OPMEHHOM
Pa3pabOTKHU ¢ HCIOIB30BAHUEM NIPEATaraeMoi TeXHOIOT UH.

MB&I Henosb3yeM corocTaBieHre ¢ odpasiom (pattern matching), 4toObl HAXOAUTE onpedenéuHvle
wabnousl (uiu nammepnuor) B C++ xoze u npeodpazoBbIBaTh UX B addexrusubii kox s GPU ¢
ucnonb3oBanreM Vulkan. [1laGioHsI-nIaTTepHbI BBIpaXatoTcst yepes Kinaccbl C++, QyHKInu-1IeHbI
Y OTHOILECHUS MEXIy HUMU.
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BaxxHO OTMETUTH PA3HUIY MEXKIY MpPEAIaraeMoi TEXHOJIOTUeH U OOMBITHHCTBOM CYILIECTBYIOIINX
TEXHOJIOTHI TMapaJieIbHOTO TporpammupoBanusi, Takux kak DVM, CUDA, Taichi, Halide u
JpyrUe: OHH PACIIUPSIOT A3bIK MPOTPAMMHUPOBAHUS HOBBIMU KOHCTPYKIMSMH WIIM MPEIJIAraroT
HOBBIC SI3BIKM, B KOTOPBIX MapajUiclibHbIC KOHCTPYKIIMU OTOOPaXKaroTcs B HEKOTOPYIO
3¢ (GEeKTUBHYIO pealIn3alliio Ha ONPEICIEHHOM anmnapaTHOM obecnieueHun. [IpenmaraeMplii moaxom
MPOTHBOMOIOXKEH. BO-TIepBEIX, MBI He T00ABIIIEM PACIIMPECHUS IS A3bIKa MPOrPaMMHPOBAHUS, a,
Hao0OpOT, BBOJMM OTPAHMYECHHUSI HA HCIIOJIb30BaHHE €ro BO3MOXKHOCTEH. Bo-BTOpHIX, 1M1a0I0HbI-
NATTEPHBI HE ONPEACIAIOT ammapaTHbIX (DYHKIUH, & BBIPAKAIOT AITOPUTMUYECKHC WU
apXUTEKTypHbIC 3HaHUSA. TakuM oOpa3om, 3a ammapatHble (YHKIMH OTBEYACT TPAHCIATOP, a HE
pa3paboTIHK.

3.1 labnoHbI

[ITabmoHBl (WM TATTEPHBI) JCIATCS HA APXUTCKTYPHBIC U QITOPUTMHUUYCCKUC. APXUTCKTYPHBIH
abaoH ompeseNsieT MPeAMETHYI0 00JacTh M TMOBEJCHHUE TPAHCIATOpa B LEIOM (HAIPHMED,
00paboTKy U300paKeHUH, TPACCHPOBKY JIydeii, HEHPOHHBIE CETH, (PHU3NUECKOE MOICITUPOBAHHE H T.
I.). ANTOpUTMHUYECKHE I[IA0JIOHBI BBIPAXKAIOT 3HAHHS O IMOTOKAX JAHHBIX U YIPABICHUS U
OTIPEICTIAIOT OoJiee Y3KHi KIacC alrOpUTMOB, KOTOPhIE MOTYT UMETh 3(D(EKTUBHYIO aNmapaTHyo
peanu3aiuio. AITOpUTMUYECKHE IAOIOHBI MOTYT BCTPEUAThCS BHYTPH aPXUTEKTYPHBIX [1a0JIOHOB.
Hanpumep, mapaienbHas peayKius, YIUIOTHEHHE (mapajvielbHOe M00aBlCHHE JIIECMEHTOB B
0ydep), copTHpOBKa, peUKCHAsI CyMMa, BBIYUCICHUAE TUCTOrpaMMBbl, map-reduce u jp.
PaccMmoTpuM m1abJI0Hb, peau30BaHHBIC B TEKYIIEH BEPCHH TPAHCIIATOpPA:

e  ApPXUTEKTYpPHBINA MAOIOH 06padomku u300pasxicenuti. ITOT MAOIOH MPETOCTABISAET 0a30BEIC
Bo3MokHOCTH I T.H. GPGPU. HcxonmHelil Koa BBIMIAAUT Kak OOBIMHBEIN koxy Ha C++ ¢
mukaaM B ctmie OpenMP, 3a HCKIIIOYEHHEM TOTO, YTO MBI HE HCIIONIBb3YeM AWPEKTHBBHI
(mparmbr). Bmecro »TOro mabmoH mpexnnonaraeT, 4ToO CYyIIECTBYeT HEKHMH Kiacc ¢
YIPaBISIIOMUMU QYHKIMAMU ¥ QYHKIMAMHU-siApaMu (uctuHr 1). OyHKOuu-sapa cojepxar
KOJI BHYTPH LIUKIJIOB, KOTOPBIN mpexanonaraeTcs nepeHocuth Ha GPU mpakTtuyecku onuH B
OIMH. Y1papisitoniie QyHKINT — 3T0 (GYHKIMH, KOTOPbIE BBI3BIBAIOT (GYHKIMH-S/IPA U, TAKHUM
00pa3oM, OMpeNeNaioT JOTMKY HMX 3allycKa M NPHUBSI3KY PECYpcOB (BXOIHBIX M BBIXOJHBIX
6ydepos u TekcTyp). PyHKIMH-s1pa UMEIOT criermanbHbie npedukcs (KernellD_, kernel2D_,
kernel3D_ u mpocrto kernel B ma6none TpaccHpoBKHU Jiy4eii). Mbl MOTIIH ObI HCIOJIb30BATH
JUISL 3TOTO JIMPEKTHBBI KoMmuisitopa uinu cuntakcuc [[Kernel]] mo anamoruu ¢ paboramu [36,
37]. Dro xopolllee pelIeHHE, XOTS Ha Hall B3MUIAJ pasHuLa yMo3puTenbHas. Mcnonesys
npeuKChl, MBI MOXKEM OCTaThbcs B pamkax cranmapra C++ 98 um He BBOAWTH HHUKAKHX
pacIIMpeHHus B sI3bIK, YTO OBLIIO OJHON M3 HAIIWX HEJEH.

e  ApPXUTEKTYpHBIA mMAaOIOH s mpaccuposku jayyeu. Llenb 3Toro mabioHa - MpemocTaBUTH
JOCTYIl K TPAacCUpOBKE JIydeil ¢ ammapaTHbIM YCKOpEeHHeM M 3(QEKTHBHO BbI3BIBATH
BUpTyaJIbHbIe (pyHKIMHM Ha TpaduueckoMm nporeccope. [loaToMy ero MoXXHO paccMaTpuBaTh
Kak kpocciuiatpopMmerHsiii anaror OptiX. CyimecTBeHHas pa3HUIA MEXKTY STUM MAOJIOHOM U
NPEABIAYIINM 3aKII0YaeTcs B TOM, 4YTO B MmabjaoHe o0paboTkm W300pa>KeHWHA ITHKIIBI
MpearoJiaraeTcs pa3MenaTh BHyTpy QYHKIUN s7pa, B TO BpeMs KaK B IIa0JIOHE TPACCUPOBKH
Jy4el mpemnosaraeTcs, YT0 OHM HaXOAATCS BHE yNpaBIsonied pyHKINH (¥, CIeI0BATENBHO,
BHE QyHKIUI-siep). CiaenoBaTebHO, MAOIOH TPACCUPOBKH JTydel yao0eH, eCIIH A KaXI0TO
MOTOKA MJIM KaXJOro o0padaThiBaeMOro AJIEMEHTa JaHHBIX UCIOJb3YEeTCsl CIOXKHBIA KOJ, HO
UK 00paOOTKM MAaHHBIX TPOCT. A mabimoH o0paboTKKM H300pakeHWH ymoOeH, Koraa
KOJIMYECTBO TTOTOKOB (00pabaThIBaEMBIX 3JIEMEHTOB JAaHHBIX) MOXET W3MEHSTHCS BO BpeMs
pabotel anroputma. Hampumep, eciii HYKHO H3MEHHTH pa3Mep H300paKeHUS, MOXKHO
00paboTaTh YMEHBIICHHYIO BEPCHIO H300paKEHNs, a 3aTEM CHOBA MaCIITa0MPOBATh €€.

e AnropurmMuueckuil maONOH napanienvHou pedykyuu. st 3TOro mabiioHa IpeajiaracMoe
peleHre OOHapy’KMBAeT JOCTYI K MEPEMEHHBIM JaHHBIX Kilacca (WIEHBI BXOAHOIO Kjacca,
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JHUCTHHT 1) ¥ TeHepupyeT Ko IS napamieabHol pexykiuu Ha GPU B cOOTBETCTBHY ¢ THIIOM
NEpEeMEHHOM 1 ONepalyii, y9acTBYIOIMX B PEAYKLIUH (JIMCTHHTH 2 ¥ 3).

®  ANTOpUTMHYECKUH MAOIIOH 015 NApaiieibHo20 000asieHUs J1eMeHmo8 8 Oygep U CBI3aHHBIA
C HUM wabnon Henpamozo gvizoea sadpa (indirect dispatch). Hanpumep, ecth GyHKITHS-UICH,
KOTOpast 00pabaTeIBacT BXOIHbIEC JAHHBIC U 10OABISIET HEKOTOPHIC BEIXOIHBIC TAHHBIC B BEKTOP
yepe3 «std.:vector.push_back(...)». Tlocne dero BbIOpaHHBIE AaHHBIE 00pabaTHIBAIOTCS B
Ipyroii (yHKOWH, TPH 3TOM CUETYMK LHUKJIA 3aBUCHT OT «vector.size()», M TOITOMY
(akTHueckoe koamdecTBo NoToKOB Ha GPU m0mKHO OBITH IpYTHM: OHO OYAET U3BECTHO TOJIBKO
TIOCJIE 3aBEPILICHHS IIEPBOTO SAPa; TOITOMY 37€Ch HE0OX0IMMO UCTIOIb30BaTh HEMPSIMOI BHI30B
sapa.

B Jluctunre 1 mokaszaH mpumep BXOZHOTO Koja, a B JluctuHrax 2 U 3 — ympoIIeHHbIE TPHUMEPHI

BBIXO/HBIX JaHHBIX.

1. class Numbers {

2. public:

3. void CalcArraySumm(const int* a data, uint a dataSize) {
4. kernellD ArraySumm(a data, a dataSize);

5. }

6. void kernellD ArraySumm(const int* a data, size t a dataSize) {
7. m_summ = 0;

8. for (uint i=0; i<a dataSize; i++) {

9. int number = a datali];

10. 1f (number > 0)

11. m_summ += number;

12. }

13. }

14. int m_summ;

15.1%};

Jlucmune 1. [Ipumep ucxoono2o Ko0a Osi apxumeKmypHo2o wadiona oopabomxu u300paxicenull .
8bIUUCTEHUE CYMMbL 8CEX NOJIOHNCUMENbHBIX YUCET 8 MACCUBE

Listing 1. Sample source code for an architectural imaging pattern: Calculate the sum of all positive numbers
in an array

B nmpumepe JIluctunra 1 ¢pyaxums sapa u ee pasmepst (1D, 2D nimm 3D) u3BnekaroTest MyTeM aHaIH32a
nvern Qyakmun (kernellD ArraySumm, ctpoku 6-12). Ymopansromas (GyHKIHS H3BIICKACTCS
IIyTeM aHalli3a ee KOJa: €M M3 3TOH (YHKIMHU BBI3bIBaeTCA XOTsS Obl 0Ha M3 QyHKUMit-aaep, To
s10 ympasistromas Gyukmus (CalcArraySumm, ctpoku 3-5). JroOble wieHBl TaHHBIX Kiacca, K
KOTOPBIM HUMEIOT JOCTYI (DYHKIUH-S1pa, IOMELIAI0TCS B ¢ AMHCTBEHHBIN «Oy(ep JaHHBIX Kilaccay
(m_summ, ctpoka 14). JlocTyn 1id TaKuX HEpEMEHHBIX aHAIM3UPYETCs JONOIHHUTENbHO. Ecin B
HEKOTOPOM sIIpe OJHA M Ta e IepeMEHHasl 3alMChIBACTCS Ha pPasHBIX HTEpaIsaxX IUKIa
onpenenéHHbiM 00pa3zom (cTpoka 11), To TeHepupyeTcs nmapajuleIbHBIA KOA PEeIyKIUU B KOHIIE
HIeiiepa Juist 3Tol epeMeHHON (JIMCTHHT 3).

1. class Numbers Generated : public Numbers {

2. public:
3.
virtual void SetInOutFor CalcArraySumm(VkBuffer a dataBuffer) { ... }
4. virtual void CalcArraySummCmd (VkCommandBuffer a commandBuffer,
uint a dataSize) {
5. m currCmdBuffer = a commandBuffer;
6. vkCmdBindDescriptorSets (a commandBuffer, ... , ArraySummLayout,
&allGeneratedDS[0], ... );
7. ArraySummCmd (a_dataSize);
8. }
9. protected:
10. virtual void ArraySummCmd(size t a dataSize) {
11.
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12. vkCmdBindPipeline (m_currCmdBuffer,
, ArraySummInitPipeline);
13. vkCmdDispatch (m_currCmdBuffer, 1, 1, 1);
14. vkCmdPipelineBarrier (m currCmdBuffer, ... );
15. vkCmdBindPipeline (m_currCmdBuffer, ... , ArraySummPipeline);
16. vkCmdDispatch (m_currCmdBuffer, a dataSize/256, 1, 1);
17. vkCmdPipelineBarrier (m_currCmdBuffer, ... );
18. }
19. ...
20.}

Jlucmune 2. Ilonyuue Hekomopbwlil KNacc 8 Kauecmeae 6X00HbIX OaHHbBLX, npediaeaeMoe peuieHue 2eHepupyent
unmepdetic u peanuzayuro 01 GPU eepcuu aneopummos, peaiuz08anHbix 6 YRPaGIAoWUX YnpasieHus
Listing 2. Having received a certain class as input, the proposed solution generates an interface and
implementation for the GPU version of the algorithms implemented in controllers

N3-3a ocobennoctelt Vulkan HeEoOXommuMoO CreHEpHpPOBATH JBE (QYHKIUH I KaKIOH (QyHKIHH
yIIpaBJeHUs BBOJIOM. Hns CalcArraySumm TEHEPUPYIOTCS GhyHKIMU:
SetInOutFor CalcArraySumm u CalcArraySummCmd. ITepBast cozgaer Habop AECKPUITOPOB IS
BxoaHOTO Oydepa (a_dataBuffer B mpumepe) u coxpansier ero B allGeneratedDS[0]. 3ameTnmM, uto
napaMeTp BXOIHOro ykazaTtens a data Obul ynaneH. B creHeprpoBaHHOM KoJe HapameTphl
yKasaTeJini B YIPaBJIAIOMINX (byHKHI/DIX " sAapax HE HUCIOJB3YIOTCHA, T.K. BCC JaHHBIC TCIICPb
HaxoAsTcsl Ha rpaduyueckoM Mpoleccope, W JIOCTYI K HUM OCYLIECTBISIETCS 4epe3 HaOOpEI
JICCKPHIITOPOB B Ieigepax. B 3ToM mpuMepe ObUTH CreHEpUPOBaHBI JIBA Pa3HBIX Mielaepa:
ArraySummlnitPipeline, KOTOpbIif BHITONHACT WHUIHAIN3ANNIO OUKIa (OOHYJIEHHE CYMMBI), a
BTOpO#i - ArraySummPipeline, KOTOPBIiA BBIMOJHACT TEJIO IUKIA (JIUCTHHT 3).

1.  kernel void kernellD ArraySumm(_ global const int* a data,
~_global NumbersData* ubo, ...) |

2. __local int m summShared[256*1*1];

3.

4. int number = a datafli];

5. if (number > 0)

6. m_summShared[localld] += number;

7. e

8.  Dbarrier (CLK _LOCAL MEM FENCE) ;

9. m_summShared[localIld] += m summShared[localIld + 128];
10. Dbarrier (CLK _LOCAL MEM FENCE) ;

11. m summShared[localld] += m summShared[localIld + 64];
12. Dbarrier (CLK_LOCAL MEM FENCE) ;

13. m summShared[localld] += m summShared[localIld + 32];
14. m_summShared[localld] += m summShared[localld + 16];
15. m_ summShared[localld] += m summShared[localId + 8];

16. m summShared[localld] += m summShared[localld + 4];

17. m_summShared[localld] += m summShared[localId + 1];

18. if(localld == 0)

19. atomic add(&ubo->m summ, m summShared[0]);

20.}

Jlucmune 3. Ilpumep ceenepuposannozo wetdepa 0Jisk KOMIUIAMopa clspv
Listing 3. An example of a generated shader for the clspv compiler
B npumepe Jluctunra 3 ncxoqHoe Teno NMKIa nIpeodpasyercst B CTpoku 4—6. BuaHo, uTo moctyn K
m_summ Obu1 nepenucad Ha m_summsShared [localld], koTopslit B qanpHeIIEM HCTIONB3YETCS IPH
napaiienbHON pelyKIMK B KOHLE mieinepa. B crpokax 13-17 peann3oBaH ONTUMHU3UPOBAHHBIN
BapHAHT MapaJIeIbHON peIyKIUuu Jiis Tpadudeckoro nporeccopa Nvidia, mpeamnoiarao muid, 9To
pasMep TMOATPYIIBI paBeH 32 MOTOKaM. JTOT pa3Mep MEHSETCS B 3aBUCUMOCTH OT BXOJHBIX
IapaMeTpoB HAIIeTo TpaHcaisTopa. Hampumep, MOKHO OTKIIOUHTH ONTHMU3AIMIO WM 337aTh
MEHBIINKA pa3Mep MOATPYIIILI (8 IIsT MOOMIIBHBIX TpadUIeCKUX MPOIECCOPOB) MITH MCIIONIh30BaTh
subgroupAdd Bmecto 13-17 cTpok (noctynHo tonbko B GLSL).
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3.2 NeHepauusa koga

[Mpennaraemslit renepaTop padoTaeT no NpuHLUIY MopduHra kona [57]. Cyrs aToro noaxoxna B
TOM, 4YTO, WUMEs OIpEICICHHBII Kiacc B IporpaMMe M IpaBWiIa NPeoOpa3oBaHHs, MOXHO
aBTOMAaTHYECKH CTCHEPUPOBATH APYTOi KIACC C KEIaeMBIMH CBOMCTBAMH (HAIIPUMED, PEATN3AIHIO
anroput™Ma Ha GPU). ITlpaBmia mpeoOpa3oBaHHS OINpPENENSIOTCS yKa3aHHBIMH MIaOJIOHAMH, B
paMKax KOTOPBIX OCYIIECTBISIETCSI 00pabOTKa M TpaHCIANUS TEKyIiero koaa. CreHepupoBaHHbBIA
KJIacC HacJeIyeTcsi OT BXOJHOTO Kjacca M, TAKMM 00pa3oM, MMEET AOCTYN KO BCEM JAHHBIM U
(YHKIMSM BXOJHOTO Kilacca.
BxomHo#t ncxomHsIid Ko oOpadaTreiBaeTes ¢ moMotbio clang u libtooling [38]. ITpaktudecku Bce
3a7a4d B IPEIJIaraéMOM TPAHCISITOPE BBIMONHIIOTCS 3a IBa mpoxoia. Ha mepsom mpoxone
MIPOUCXOIUT OOHAPYKEHHE IMATTEPHOB M WX HacTei ¢ moMomsio libtooling: BIOXEHHBIE ITHUKIIBI
BHYTpY (DYHKLUI siipa, peayKIus, JOCTYII K WieHaM JaHHBIX Kjlacca u T. A. Ha Bropom mpoxoxe
MIPOMCXOJUT TEPENHUChIBAHUE HWCXOJHOrO Koaa ¢ wucrosb3oBaHueM clang AST  Visitors.
OKOHYATEIbHBIN HUCXOMHBIA KOJA CO37aeTCs C MOMOIIBI0 T'CHEpaluu TeKcTa o mabdiony [58].
Taxum o0pa3oM, IpejlaraeMoe pelIeHue peaau3yeTcs HCKIIIOUUTENbHO 3a cueT source-to-source
npeoOpa3oBaHusi, T.. B oTiauuue, Hanpumep, ot Circle, koropselii padoraer ¢ LLVM-
IIpeJCTaBICHUEM Ko/ia. XOTs 3TOT HOAXO0]l UMEET ONpeeTICHHbIE OTpaHUYCHUS (HEIb3s N3MEHHUTh
BXO/IHOH SI3BIK IPOTPaMMHUPOBAHUS, YTO BO3MOXKHO IpH Hcmonb3oBannu LLVM), oH Taxke nmeer
3HAYMUTENbHbIEC IPEUMYIIIEeCTBA!
CreHepupoBaHHbIH HCXOIHBIH Ko 171t 000ux TuroB meinepo (OpenCL C mist clspv [35] unu
GLSL) u C++ xox ¢ BezoBaMu Vulkan BHEITIAIAT KaKk OOBIYHBIN KO, HAIMCAHHBINA BPYYHYIO.
Ero MO’XHO OTJIa)KMBaTh, H3MEHSTH I KOMOMHUPOBATh C APYTUM KOJIOM JIFOOBIM CIIOCOOOM.
TakuM 00pazoM, B OTIAMYHME OT MHOTHX CYNIECTBYIOIIMX TEXHOJIOTHH NPOTrpaMMHPOBAHHMS
JIETKO OTJIMYWTH OMMOKH HAIETO TPAHCIATOPA OT OMMOOK IMOJb30BaTels. JTO Ipobiema,
nanpumep, mias OptiX, Taichi wmm Circle, moToMy YTO HEMOHSTHO, YTO TEXHOJOTHS
IIPOTPaMMHPOBAHHS HA CAMOM JIeJIe JIEJIaeT C BXOJHBIM KOJIOM.
Bo03MOXXHOCTh T€HEPHUPOBAaTh MCXOIHBIM KO JUIS HIEHAEpPOB AaeT 3HAYUTEIbHYIO TMOKOCTb,
MIOTOMY YTO MOJKHO JIETKO J00aBIATH MOJJIEPXKKY Pa3IMYHOTO aIapaTHOTO oOecredeHHs.
Panus1s1 Bepcus Hallero MHCTPYMEHTA HCITOIb30Bajia TONBKO clspv [35] as metinepos. OgHako
MBI OBICTPO IOHSUIM, YTO BO3MOXKHOCTEH ClSpv HEJOCTaTOYHO /IS anmnapaTHOro YCKOPEHHs
TPAaCCHpPOBKHM Jyueif, maccuBoB TekcTyp (dynamic descriptor indexing), BupTyambHBIX
¢byHKIMHA 1 MHOTOTO Apyroro. KoHeuHo, MOKHO JI00aBUTh Takylo HOAJEPKKY B clspv, 4TOOBI
NoJy4uuTh Kenaemble pyHkiuu B SPIR-V u3 ncxonnoro kona meiaepa OpenCL C, HO 3TOT
MyTh JIOPOTOM U TPY/AHBIM, MOCKOJIBbKY padoTa ¢ ncxoaubiM koxoM SPIR-V u clspv tpebyer
CHeUraIbHBIX 3HAHUH 1 3HAYUTENBHBIX ycinil. B To e BpeMs 100aBUTh TTOAIEPKKY HOBBIX
BO3MOXKHOCTEH aIlapaTHOro oOecredeHHs HENOCPEACTBEHHO B CTEHEPUPOBAHHOM KO/€ Ha
GLSL 0THOCHTENBHO JIETKO.

3.2.1 NMepepnaya paHHbIX CPU <=> GPU

Kak yrmomuHanocs B 0030pe, MHOTHE CYIIECTBYIOIIHE PEIICHUS aBTOMAaTHYECKH PEIIAI0T MPOOIIeMy
KOIIMPOBAaHUS JaHHBIX. B  OONBIIMHCTBE CiIydaeB JUIsI MPOTPaMMHOIO  obOecredeHus,
ucnone3yroniero Vulkan, 3To HeNlb3s JAenaTh M0 MHOTHM IpPUYMHAM. B OCHOBHOM, TIOTOMY 4TO
konmpoBanue B Vulkan — HeTpuBHaNIbHAS OIIEpaIisl, KOTOPas 3aBUCUT OT CIICHAPHSI UCIIOJIb30BAHHS
aJropuTMa U BO3MOXKHOCTEW ammaparypbl. B mpeasaraeMoM moaxoje BBIMOJIHAETCS TeHepalus
KOJa JUIS BBINIOJHEHUS QJITOPUTMOB Ha rpadudeckoM mporeccope W IS BBIIOJTHCHUS
KOIMPOBAHUS, a 3aTEM I0JIb30BATENIO NPEJOCTABISAETCS BO3MOXKHOCTh CAaMOCTOATEIBHO BbI3bIBATh
stoT Ko1. Co3nanHas ¢pynkuus ¢ umereM «UpdateAll» Bermonasier 3Ty 3anagy. Eciin monp3oBareito
HYXHBI JaHHBIe 00paTHO Ha CPU M3 HEKOTOPHIX BHYTPEHHUX JaHHBIX CTEHEPHUPOBAHHOTO Kilacca,
TO MOHO CO3/aTh HOBBIM KJIacC, KOTOPBIA HAcJIeyeTCsi OT CITe€HepUpOBaHHOTO. B 3TOM Kiacce
MOKET OBITh pEaTU30BaH JHO0O0W JONOJHUTEIBEHBIA AITOPUTM WM (DYHKIHS KOITHPOBAHUS.
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[lpemaraemoe penieHHe peaan3yeT BeChb CreHEPUPOBAHHBIN alropuTM Ha TpadUIECKOM
nporeccope, NO3TOMY, Kak IIPaBUIIO0, BCE CTeHEPHUPOBaHHbBIE IepeMeHHbIe 1 Oydepsl HaxosATCs Ha
rpaduueckoM nponeccope. OIHAKO, MOCKONBKY CIrCHEPHUPOBAHHBIM Kiacc HAclexyeTcss OT
HCXOMHOTO, OH TAaKXE COACPKUT BCE HCXOMAHBIC MepeMeHHble u BekTopsl Ha CPU mon ux
COOCTBEHHBIMH HMeHaMHu. [lomb3oBaTenb JHOO TMPEIOCTABISIET COOCTBEHHYIO pealU3aliio
KOIUPOBaHus (depe3 peaiusauuio uarepdeiica T.H. “lCOpyENQGine” ¢ HeCKOIBKUMH BUPTYATbHBIMH
¢byukumsimu tuna Update/Read), 1160 ucmosb3yeT NpeaocTapIsIeMy0 HAMH PEaln3aliio TOro Ke
unTepdeiica. TakuM ke 06pa3oM MONIB30BATENIb MOKET BPYUHYIO YIAIUTh HCHYKHbIC JaHHBIC Ha
CPU mnocne BbzoBa merona UpdateAll B kiacce, HacieayeMOM OT CT€HEPHPOBAHHOIO, a IpU
HE0OXOJMMOCTH BO3MOYKHO JCTAIBFHOE yIPaBICHHE KOIIMPOBAHHUEM.

3.2.2 ConocTaBneHue ¢ o6nuxamwmmm aHanoramm

Takum o0Opa3zom, emé pa3 oTmeTruM, uto Ham HHCTpyMeHT mo CPU xomy reHepupyer ero
“3epkanbHbIi KI0H” Ha GPU, KOTOPBIi MOJIb30BATENIO HYXKHO CBA3aTh CO CBOMM KoaoM Ha Vulkan
CaMOCTOATENILHO. D10 Oosiee Tpymoémko, yem moaxonq CUDA wumm paboTsl [37], HO UMEET U CBOH
MPEeUMYIIECTBA, MOCKOJIbKY HE 3aBHCUT OT TSDKEJIOBECHBIX MHCTpyMmeHTapueB Bpojae UE4 u He
MMOPOKAAET 3aBUCHUMOCTH OT ce0s caMOro B HCIIONB3YEMBIX IMPOEKTaX: CTCHEPHPOBAHHBINA KOJ
BCETJ]a MOKHO JIOTIMCATh WIH IIEPEHCaTh BPYIHYIO H, TAKIM 00pa30M, OCTETIEHHO M30aBUTHCS OT
HAIIIETO PEMICHHS, eCIM OHO MOJB30BaTeNs He ycTpanBaeT. KpoMe Toro, Takod MoIXod YIpOoIIaeT
OTJAJIKy W TIOUCK OMIMOOK: MBI BCET/Ia MOYKEM MOHATH B KAKOM UMEHHO MECTE IPOU30IILIA OIIHOKa
— Ha CTOpOHE TMOJB30BATEN WIH B TeHEPaTope, T.K. BRIXOJ MPEACTaBisaeT cO00H 0OBIKHOBEHHBIN
yuTaeMbIil ¥ oTnaxuBaeMblil ko Ha Vulkan u C++.

4. dkcnepumMeHmarsbHasi oyeHkKa

MBpI IPOTECTHPOBAIN HALI MOAXOJ HA HECKOJIBKHX MPHIOKECHUSX, U KOTOPBIX MBI TSHEPUPOBAIIH
paszmmunbie peanusanun (GPU v1 — v3), ucnonp3ys pasHbIe O TPAHCIATOPa. DTH OIIUU
OTBEYAIOT 32 BHIOOP pa3jMYHBIX Peajn3andil OAHOTO U TOro ke anroputma Ha GPU. ITostomy B
HEKOTOPBIX CITy4asiX MPOU3BOIUTEILHOCTD CHIIBHO OTIINYACTCS.

Puc. 1. /lemoncmpayus npumererus paspadbomaHHol mexHono2uu
Fig. 1. Demonstration of the application of the developed technology

Tabn. 1 ¥ 2 1eMOHCTPUPYIOT MOJyYEeHHbIE Pe3ysbTaThl. Puc. 1 AeMOHCTpUPYET MPHIOKEHHS, Ha
KOTOPBIX MBI TECTUPOBAITUCH.

B cpeanem Ha GPU Mmbr mocturanu yckoperust B 30-100 pa3 0OTHOCHTEIbHO MHOTOIIOTOYHOM BEPCHH
Ha CPU (14 stmep, OpenMP), uro siBiisieTCs aieKBaTHBIM ITOKA3aTEIEM JIJIsl PACCMATPUBAEMBIX 3a/1a4.
OpHako B mJaHHOW paboTe MBI HE CTABHJIM CBOEH IETHI0 0OOTHATH KaKyIO-THOO peann3annio Wi
TEXHOJIOTHIO IPOrpaMMHUpOBaHus. BaxkHee Ipyroe: Mpou3BOAUTEILHOCTE ObLTAa Pa3HOM JJIsI pa3HbIX
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CTeHEpUPOBaHHBIX peanu3auii ¥ pa3Heix GPU. D10 03Ha4aeT, 4To Ha NPAKTUKE IS JOCTHXKEHUS
KETaeMOTr0 YPOBHS IPOW3BOMUTENBHOCTH pa3pabOTUMKy MNPUXOJUTCS MOAJCPKMUBATH BCE
BO3MOJKHBIE BepcuH peanusanuii Ha Vulkan Bpy4nyro. B Hauiem TpaHCISITOpe BRIOOP MEXKIY STHMH
peanM3anysIMy OCYILECTBIIETCS aBTOMATHYECKH IPOCTHIM MEPEKIIIOYeHHEM (Iiaros.

Peoykyua (Nel — Ne3). B »Tux mpuMmepax MBI JEMOHCTPHPYEM BO3MOXKHOCTH OOHApY)KHBaTh
PEAYKINIO ¥ TEHEPUPOBATh NMapauleNnbHyIo peaykunio Ha GPU ¢ pasmuaasiMu peammsanusimu: GPU
V1 mpezcraBisieT co0O0# MONHOCTRIO KpoccmuiatgopMenHyto peamuzanmio, GPU v2 3naet pasmep
moxarpymmsl (Warp), a GPU v3 He ToibpKO 3HaeT pa3Mep MOATPYIIEL, HO M HCIIONB3YET T.H. ONepaIiy
BHYTPH MOJTPYIIIIBL

3aoaua N men (Ne4). Dto xmaccmueckas mpodinema GPGPU ¢ xBampaTWdHOW CIIOKHOCTEIO,
peanu3oBaHHas B paMKax mabioHa 00paboTku m300pakeHuil. B maHHOM cirydae MBI HE IPUMCHSIIH
HHUKaKHX CHEIUAIbHBIX AITOPUTMHYECKUX ONTHMHU3ALINI.

Touupyrommuii oneparop (Bloom, Ne5) u mewnoiizuar (Non Local Means, Ne6). B stux npumMepax
MBI IEMOHCTPHPYEM BO3MOXXHOCTb TPAHCIIITOPA N3MEHATh UCITIONIB3YEMYIO CTPYKTYPY AaHHBIX JUTS
XpaHeHUs1 n300pakeHu B mabiaoHe 00paboTke m300paxenuit ¢ Oydepa (GPU V1) Ha TekcTypy
(GPU Vv2) u Ttekcrypy ¢ monoBuHHON TouHOCTBIO (GPU V3). WMHTEpecHO OTMETHTh YTO Ha
UCIMOJIB30BaHHOM Hamu Buaeokapte Nvidia (tab:. 1) peanusanus uepes 6ydep paboraer ObicTpee,
a Ha HCIOJIb30BaHHO# Hamu BuaeokapTe oT AMD mobennna peanusaiius depes TeKcTypy (tabdi. 3).
Monme-Kapno mpaccuposuwjux nymeii (Ne7) 1eMOHCTPUPYET MEPEHOC alIrOPHTMA TPACCHPOBKH
nyteid Ha GPU ¢ ucronp30BaHMEM annapaTHOrO0 YCKOPEHUS! TPACCUPOBKH Jydeil HECKOJIBKUMH
cnocobamu: GPU V1 — peanu3zanus BCEro ajJropuTMa B HECKOJIBKHX OTACIBHBIX spax (IPU 3TOM
00e BepCHHM BbI30Ba BUPTYaIbHOM (YHKIMK Yepe3 KOHCTpYKImio SWitch u depes indirect dispatch
UMEN TPHONH3UTENEHO ONUHAKOBYIO IMPOU3BOIUTENBHOCTH). GPU V2 — peammzammio Bcero
anropuT™a ¢ ucroib3oBanuem T.H. “callable shaders” u GPU v3 — peanu3anuio Bcero airopurma B
1 simpe ¢ mpeoGpasoBaHHEM BBI30BAa BUPTYaNbHOH (QYHKIMH B KOHCTpyKLHMIO Switch. B stom
IpUMepe MHTEPECHO OTMETHUTH TOT (akT, 4To Goiee MpocToil crocod Yepes KOHCTPYKLUIo SWitch
ObLT B 3 pa3a ObICTpee CIICLHMANBHO NpeIHa3HAuYeHHOH s dToro ¢yHkiuoHansHOCTH “callable
shaders”. lanpHelimuit ananu3 (pasn. 4.1) mokasai, 4To NPUYKHA 3TOTO 3aKJIIOYAETCS B TOM, YTO
peanu30BaHHBIN HaMU KOJl 00pabOTKM MaTepHalioB OTHOCUTEILHO HECIOXKHBIN, U KaK CJIEeICTBUE,
BeIuHcuTeNbHbIe 0510k GPU HenorpyxeHnsl. B pesynbrate Bapuantet GPU v1 u GPU V2, Gonee
WHTEHCHUBHO paloTarolye C MaMsThi0, OKA3aJUCh CYIIECTBEHHO MeieHHee. OHAKO CHUTyaIus
MOXET MOMEHSThCS B JAJIBHEWIIEM NPH PaCIIMPEHUHM (YHKIMOHAILHOCTH MaTEpUaliOB M IPU
YBEJIMYEHUH KOJMYECTBA TUIIOB MaTepuaioB. [1oaToMy Ha Hall B3IJIsII HEJb3s CKa3aTh Harepén,
Kakoi MMEHHO M3 3TUX BapHaHTOB Jydiie. [IpeliokeHHOE pellleHHe MO3BONISIET Pa3pabOTUUKY
MIOJIJIeP)KUBATh U TECTHPOBATH HECKOJIBKO BAPHAHTOB C HU3KOH TPY0EMKOCTBIO, TEPEKITIOUast JTHIIIb
(aru TpaHcisTopa.

Tabn. 1. Bpems eévinonnenus 6 muinucexynoax ons paziuunoix (V1-v3) pearuzayuil
Table. 1. Execution time in milliseconds for different (v1-v3) implementations

App/ CPU (1 core) CPU (14 cores) GPU v1 GPU v2 GPU v3

Impl Input source OpenMP Ours Ours Ours
(#1) Int Arr. 1.263 mc 0.271 mc 0.095 mc 0.089 mc 0.084 mc
(#2) FloatArr. X 1.420 mc 0.342 mc 0.104 mc 0.096 mc 0.096 mc
(#3) Sph. Eval. 39.73 mc 2.931 mc 0.399 mc 0.364 mc 0.320 mc
(#4) NBody 250400 mc 11920 mc 118.0 mc - -
(#5) Bloom 711.8 mc 52.74 mc 0.733 mc 1.420 mc 0.841 mc
(#6) NLM 88440 mc 6851 mc 422.0 mc 571.1 mc 351.0 mc
(#7) Path Trace 188.4 mc 14.928 mc 4.790 mc 1.360 mc 0.460 mc

ITepBas cTpoka Tabi. 1 — 3a7a4a BEIYMUCICHHUS CyMMBI | MUJITHOHA TIEJIBIX YHCET, N300paxEHHAs Ha
JIuctunrax 1-3. BTopas cTpoka — Takas k€ CyMMa, HO YXK€ YMCeN C IUIABalolleld TOUKOH, A
KOTOPOH TpPaHCIIATOP TEeHEePHPYeT IOMOJHHUTENbHBIE IIPOXOIBI IIOCIE OCHOBHOTO sapa (T.K.
aTOMAapHBIX OTepaIiii ¢ TaBaroiei Toukoi HeT). TpeThs CTpoUKa — PeAYKIUS TSl BBIYUCIICHUS
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cepruecknx TapMOHHK IO HM300paXEHHAM. OTa 3ajada CX0)ka BBIYHCICHHIO T'HCTOTPAMMBI.
YetBépras cTpouka — 3amada N Ten, 5 1 6 CTpOUYKH — YHNOMSHYTBIE paHee (GUIbTPhl 00pabOTKH
n3o0paxkernid. [locmemHsAs cTpouka — TPacCHpPOBKa IMyTeH UIA M300paKeHHS B pa3pelleHUH
512x512 mnuxceneit (256 teicsiu myTedt). [na peanmszanuu TpaccupoBku myTd Ha CPU wmbl
HCIIOJIb30BAJIM TPACCHPOBKY Jiydeld u3 oubmuorexku Embree. Mcnonsszyemsrit CPU: Intel Core i9
10940X, rpa¢wuueckuii mpomeccop — Nvidia RTX 2080. [ns TpaccHpoBKH IyTH OBLIO
BU3YyaJIM3UPOBAaHO M300paxkeHue pazmepoM 512x512 (1. e. 256 Toicsy myTeit). MI3mepenust BpeMeHn
npoBoIITKCH rpu oMoty Nvidia Nsight.

Tabn. 2. Konuuecmso cmpok kooa
Table 2. Number of lines of code

App/Lines C++ Vulkan (generated) Vulkan Vulkan
(input source) (compact) (shaders only)

(#1) Int Arr. X 80 640 500 195
(#2) Float Arr. X 80 780 650 285
(#3) Sph. Eval. 120 1280 1000 445
(#4) NBody 115 850 700 140
(#5) Bloom 300 1460 1050 250
(#6) NLM 330 1290 1000 250
(#7) Path Trace 800 4500 3200 1470
KonmyecTBo cTpok KoJa BO BXOJHOM IpHMepe (IEPBbIH CTONOEI), KOJIMYECTBO CTeHEPUPOBAHHBIX CTPOK
Ha Vulkan (Bropoii croiber), OICHEHHOE HEKOTOPHIM 00pa3oM, KOJIHMYECTBO CTPOK IPH PYYHOM
KOJIMPOBAHUHM 3a/1au¥l (TpeTHi cTo0eI]) M KOJIMIECTBO CTPOK KOJIa B Ielaepax (MocieTHui cTooe ).

Tabn. 3. Bpems evinonuenus 8 Muiiucekynoax oas paznuunsix (V1-v3) peanuzayuii na 08yx éudeokapmax:
AMD Radeon Vega 10 / Kirin 980 (mo6unvruii GPU)

Table 3. Execution time in milliseconds for different (v1 — v3) implementations on two video cards: AMD
Radeon Vega 10 / Kirin 980 (mobile GPU)

App/ GPU v1 GPU v2 GPU v3
Impl Ours Ours Ours
(#1) Int Arr. X 0.24 mc / 0.22 mc/1.51 0.21 mc/ -
1.51 mc MC
(#2) FloatArr. X 0.26 mc / 0.26 mc / 1.61 0.26 mc / -
1.62 mc MC
(#3) Sph. Eval. 23 mc / 22 mc/ 17 mc/ -
24 mc 22 mc
(#4) NBody 1260 mc / - -
768 mc
(#5) Bloom 20 mc / 16 mc / 11 mc/
273 mMc 280 mc 196 mc
(#6) NLM 4510 mc / - 6000 mc / - 2580 mc / -
(#7) Path Trace 63.5 mc / - 39.7 mc /
80 mc 52 mc

Jnst npumMepa #7 TpaccupoBKa JTydei OblTa peaqu3oBaHa MPOrpaMMHO, a BHI3BIBAEMbBIE IIISHIEPHI Ha
Vega 10 u Kirin 980 He momnepxwuBarorcs. M3MepeHuss BpeMeHH NPOBOAMINCH TPH TTOMOIIH
taitmepa std::chrono. @umeTp Non Local Means ne 3apaboran Ha Kirin 980 n3-3a Gombioro
BPEMEHHU 0)KUAAHHsI BEIYUCINTEIBHOTO IIeHiepa.

4.1 fletanu peanusauum Bbi3oBa BUpTyanbHon yHKuumn Ha GPU

Br130B BUpTyanbsHONM (PyHKINH SBISETCS aITOPUTMHUYECKUM MIa0JIOHOM /ISl HALIIETO TPAHCIATOpA.
IIpo6iieMa, KOTOPYIO MBI XOTHM PELIMThH — 3TO dPPEKTHBHAS peanu3anus BeTsieHni Ha GPU mus
JIOCTAaTOYHO TsDKENOTO KOJIa, KOTia MoTepu Ha T.H. branch divergence cTaHOBSATCS CyIICCTBEHHBIMHU.
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B paccmarpuBaeMOM IpHMepe TPacCHpOBKe ITyTeHd pealu30BaHbl YEThIpe THUIA MAaTepPHAJIOB!
Jlambepr, momens GGX [59] (vaiitHuk U 3epKanbHbIe 00BEKTHI clipaBa OT Hero), Cmech Jlambepra u
GGX mo Macke, BBIUHCIAEMOH IpH MOMOIIN TaK Ha3bIBaeMoro nryma Boporoso [60] (mmmHOp ©
PO30OBEIMH TIPOXHIIKAMH), W CaMOCBETAIIMKCS MaTephal ¢ aHamorom mrymoMm [lepmmna [61]
(ucrounmk ceera). OOmmi 00BEM TepeaBaeMBIX B BUPTYalbHYIO (pyHKIHIO aprymeHToB — 120
0aiiT Ha OJTMH TIOTOK.

Ha npumepe 3Toro moppasmena Mbl JAEMOHCTPHPYEM aHAIN3 IPOM3BOIUTEIBHOCTH, KOTOPBIH
MOKEM HPOU3BOAUTEH Ul PA3IMYHBIX peanu3auuid. MTak, MBI paccCMOTPENH TPHU BO3MOXKHBIX
croco0a peann3aIiiy BEI30Ba BUPTYaIbHOM (pyHKITHIH.

1) CrenepupoBath KOHCTPYKIIHIO SWItCh B KOJe BBIYHCIHATENBHOTO sIpa. ITOT Crocob Hanboee
TPUBUAJIBHBIN U YHUBEPCAIIbHBIN.

2) OtcopTHpOBaTh NOTOKU MPH MOMOLIX MAPaUICIBHOrO MOACYETa THCTOrPaMMBI (TAe KaKaast
sYeKka THUCTOTPaMMBl OTBEYAET 3a KOJIMYECTBO OOBEKTOB IAHHOTO THIIA), IOCIE YETO
HCIIONB30BaTh TIOCIIEA0BATEIBHOCTS HEMPIMBIX BBI30BOB (indirect dispatch).

3) Hcnonn3osats dyukiponaisaocts Vulkan APl “callable shaders”.

Jlyist Toro 4ToOBI BBI30B BUPTYAJILHOM (DYHKIIMH MOXHO ObLIO peann3oBath dddexrusno Ha GPU,

MBI BBOJMM PSiJl OTPAaHUYEHHUN M PACCMaTPUBAEM TOJIBKO CIICIMANBHBIN CIyda.

1) Opun ypoBeHb BIOXKEHHOCTH. Bolbliiee KOMTMYECTBO YPOBHEH MOXKXHO ObLIO GBI MOAICPKATH
(HampuMep, eciM Bcer/ia NpeoOpa3oBbIBaTh Ha MOCIEAYIONINX YPOBHAX BBI30BBI BUPTYaJIbHBIX
(GyHKIWH B KOHCTPYKIHIO SWitch), OJJHaKO MBI HE MICCIICIOBAITH 3TO B HAIIeH paborTe.

2) OOBekTsl (OTHOCHUTENBHO KOTOPBIX BENETCS MUCICTUCPHU3AINS) MOXKHO CO3/1aBaTh, TOJBKO
BBIJCISSL MX W3 Myna. B HacTosimuii MOMEHT Mpe.IoJiaraeTcsi, 4Yto IMoJb30BaTedb CO34aéT
00wexTsl Ha CPU mocie yero oHn oguH pa3 3arpysxatorcs Ha GPU myTém mepeMenieHus Bcero
myna Ha GPU B crenepupoBanHoii ¢pynkumu UpdateAll. 3mecr HeoOXonmMmo cpenats Ba
Ba)KHBIX yTOYHEHHUSL:

a. Bce JaHHbIe IS KaXIOro o0bEeKTa JOJDKHBI HAXOAWTHCS B JIMHEHHOM M HENPEPHIBHOM
y4yacTKe MaMsITH BHYTPH IyJa,

b. mpu HEOOXOMMMOCTH MAMSATP B IyJie MOKHO ObLIO ObI BeienaTh u Ha GPU (T.e. co3naBath
HOBEIe 00BekTH Ha GPU) mpu moMoIy mapasuienbHOi npe(hUKCHONH CYMMEI, OJTHAKO MBI
HE pean30BbIBAIIU 3TOT CLIEHAPHH.

3) OOBEKTHI HeNB3s YIATATH [0 OTASIBHOCTH. MOYKHO JIHIIb OYUCTHUTD ITYJT LCITHKOM.

4) B Tekymiei peanu3aiui MOKeT ObITh TOJIBKO QYHKIMA-SAPO [eTHKOM. [Ipr 3TOM yKa3aTenb Ha
00BEKT MOXKHO IIOJIYYHTh JIMIIb CHEHUAIbHBIM 00pa3oM M3 Jpyroil GyHKUUM sapa, KOTopas
(dbopMupyeT ero 1o Taxk Ha3zpiBaeMoMy HJeHTH(DUKaTOpy oObekTa (JIuctunr 4).

TestClass::ControlFunc (uint tid, floaté4* out color) ({
IMaterial* pMaterial = kernel XXX(tid, ...);
pMaterial->kernel YYY or zzZ(tid, ...);

}

Jlucmune 4. [lpumep moeco, Kax 6viena0um 6vi308 GUPMYATLHOU QYHKYUU 6 NOAb308AMENbCKOM KOOe
Listing 4. An example of what a virtual function call looks like in custom code

Ha Jluctunre 4 kernel_XXX — 3710 crnenpansias GyHKIUS-SIPO-KOHCTPYKTOP, KOTOPasi BHYTPH
obsi3yercst BeI3BaTh npyryio dymkmmio “MakeObjPtr”, Ha KoTOpyl yke pearupyer Har
tpancisiTop. Oynkuus kernel_YYY_or_ZZZ — suptyanpHas.

Mbl W3MEpWIIH BpEMs BBIMONHEHHS HTOTOBOTO KOJa TPACCHPOBKH MyTEH C Ppa3lTHIHBIMH
peanu3aIisIMH BbI30Ba BUPTYaIbHON (QYHKIIUK U OTISIBHO BPEMSI HA BBI30B BUPTYaIbHOM QyHKIMH
B Te€X CIIydasx, KOT/a 3T0 MOXHO 0110 cenath, ucmoib3ys Nvidia Nsight (tabm. 4).
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Tabn. 3. Bpemsa vinonnenus
Table 4. Time of execution
BapuanT peanuszanuu Bpems Ha Becb aIrOpuT™M Bpewmst Ha BBI30B BHPT.(YHK. Haknanneie
pacxonbl
v1, 1 sapo, switch 0.46 mc — —
V2, MHOXECTBO sJiep, 1.52 mc 0.22 mc —
switch
V2, MHOXECTBO sJiep, 1.72 mc 0.21 mc 0.20 mc
indirect dispatch
v3, callable shaders 1.36 mc — —

s paspemenns nzoOpaxenust 512X512. Mbl ucnonp3oBanu HeOOIBLIONH pa3Mep M300pakeHus], YTOObI
CHM3UTh HArpy3Ky Ha NaMAThb M YIydIIUTb paboTy L2 Kk3mia B JaHHOM 3KCHEPUMEHTE, a MTOTOBOE
n3zobpaxxeHue Mbl ooxommwnu O6moxkamu. [Tpu yBennueHnun pasmepa OJioka Harpyska Ha mamsaTh B Ta0i. 4
pacTér.

Ta6n. 5. Haepyska na pasnuunsle 610xku GPU
Table 5. Load on various GPU blocks

Harpyska na 6noku GPU switch indirect dispatch callable
(MHOXeCTBO sizep) (MHOXeCTBO siziep)

VRAM | 60.3% 64.8% —

L2 xomr | 22.5% 21.3% —

L1 xomr | 10.4% 7.0% —

SM| 40.4% 5.7% —

SM unused warps| 30.5% 9.0% —
SM compute warpst 62.3% 87.5% —

Mamsite (VRAM), L1 u L2 ko, 3arpy3ka BeIMUACIUTEIBHBIX OJI0KOB My abTHIIponeccopa (SM) u cpenree
KOJIMYECTBO OXMIAOIINX moArpymnm Warp aist aero (SM unused warps). ITockonbKy BpeMst BBITOJTHEHHUS
OBLIO MPAaKTHIECKH OJANHAKOBO JUTS pacCMaTpHBaeMbIX Bapuantos (Switch u indirect dispatch), smy«mre ecnun
IIPY OJTHOM U TOM )K€ BPEMEHs BBIIIOJIHEHHS 3arpy3Kka 0J0KOB OyaeT MeHbIle. DTO 03Ha4aeT uTo Tereph 3a
TO K€ CaMoe BPeMsI MBI MOKEM BBITIOJHUTE OOJIbIIe BBIYUCIeHHH. CTpeKaMyl B IEPBOM CTOJIOIE TOKa3aHO
B KaKyI0 CTOPOHY JJOJDKHO M3MEHHTBCS YHCIIO JUI TOTO, YTOOBI MBI MOTJIM pacCMaTPHUBAaTh 3TO N3MEHEHHUE
Kak yJy4IieHue.

Kpowme Toro, MBI IpOBEITN aHATH3 Pa3THIHBIX BAPHAHTOB CTCHEPHPOBAHHOTO KOJa HA 3aTPy3Ky IO
oraensHeiM 010kamM GPU na Nvidia Nsight (ta6i. 5), 1 Ha ocHOBe 3TOro aHaln3a MOXKEM CIeIaTh
CIIEYIOIIHE BBIBOJBI.

1) B paccmarpuBaeMOM OTHOCHTENBHO MPOCTOM MPUMEpPE TPACCHPOBKH MyTel ObICTpee BCEro
oKazajcs Hauboiee TPOCTOH W YHHMBEPCAIBHBIM CHOCOO 4Yepe3 CreHepHpOBaHHYIO
KOHCTPYKIIHIO SWitch.

a. IlpmumHa 3TOrO B TOM, 9YTO B pAcCMaTpPUBAaeMOM TIpUMEpPE TPACCHPOBKH ITyTeH
BBIYUCITUTENbHBIC OJI0KH BcE emé HemorpyxeHsl (40.4% B Tabn. 5), a mpu peanusanuu
Yyepe3 MHOKECTBO siJiep HaMsATh siBIsieTcs y3kuM MectoM (60.3% B taba. 5). [Tpomie rosops,
ucnonb3yembiid Hamu GPU okazaiicsi cunikom “ipoXOpiuBbeIM”™ B IIJIaHE BBIYNCICHUH, 1
peann30oBaHHBIN KO/ C IIyMaMu HE CMOT 3arpy3uTh €ro HAacTOJBKO, YTOOBI BBIYHCIICHHS
CTaJI! Y3KUM MECTOM.

b. [lns nanHOrO MpHMepa HaKJIaJHbIE PACXObl HA MOACYET TUCTOrpaMMbl B (.2 MC CITHIIKOM
Gonpmme.

2) Tem He MeHee MBI MOXEM BHIEThb, YTO IPH OJAHOM M TOM K€ BPEMCHH BBITIONHEHHS spa
Harpy3ka Ha BBIYMCIHMTENbHBIE OJOKM ymana B 7 pa3 (¢ 40.4% no 5.7%), a kommdecTBO
OXHUJAOUMX Ipymnn Warp cokpatuiock ¢ 30.5% 1o 9% (aHaJOTrMYHO KOJHYECTBO 3aHSTHIX
noAarpymmn Warp Beipocito ¢ 62.3% mo 87.5%).
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a. Takum 00pa3oM, 3¢(HEKTUBHOCTH BHIMIOJIHEHHS 3TOTO y4acTKa KoJa B HEKOTOPOM CMEBICIIS
BBIPOCJIA, ¥ TETIEPH 3a TO KE CAMOE BPEMSI MBI MOKEM JOOABUTH OOJIbINE BEIYUCICHUH IS
peamm3anu 00pabOTKM MaTepuaioB. JleTanbHBIA aHaMH3 3TOTO (CHOMEHA SBIISCTCS
MIPEAMETOM HaIUX OYAYIIUX HCCIICTOBaHUMH.

3) B paccmarpmBacMOM HaMH IPHMEPE Y3KHM MECTOM SIBIIETCS MaMmsTh. [10CIe COPTHPOBKH
MIOTOKOB OOBEIMHEHHUE 3aIIPOCOB K MaMATH paboTaeT, 04eBUIHO, Xyxke. [loaToMy 1 ymydimeHus
10 BPEMEHH BBITTOJTHEHUS HET.

4) Tlo cBOMM BpPEMCHHBIM XapaKTePUCTHKAM pEanu3alysi dYepe3 CICHUaIbHO BBEASHHYIO
(GYHKIHOHANBHOCTE BBI3bIBaeMbIX ImeimepoB (callable shaders) B Vulkan He 6bita
CYIIECTBEHHO Jydlle, YeM pealu3alis BCEro alropuTMa TPACCHPOBKM ITyTeH depes
MHOXkecTBO szep (1.36 mc mpotuB 1.52 mc). Peamm3zamnust ke B OTHOM sIIpe W KOHCTPYKIUS
switch cymectsenno Brepenu (0.46 mc).

a. OTO CBHIETENBCTBYET O TOM, YTO HET €AMHCTBEHHO JIYYIIETO CIOC00a AT peaan3aliin
BBI30Ba BUPTyanbHOH (pyHKIMH Ha GPU, mOCKOJbKY HECMOTpS Ha TO YTO BBI3bIBACMBIC
IHCﬁ]IepLI CIICHHAJIbHO MPCAHA3HAYCHBI JJId PCUICHUA HpO6HeMLI BeTBJ’IeHHﬁ, Jaxe Mnpu
HaJMYWU JOCTAaTOYHO TSDKENOTO KOJa BBIYMCIEHHUS ImymMa [55] B HCXOIHOM KoOJie
MaTepHalioB, COXpaHEHUE JAHHBIX B IAMSTh OKa3bIBACTCS TOPOXKE.

b. Tem He MeHee mpH AanbHEHIIEM POCTE CIOKHOCTH W (YHKIHOHATLHOCTH 0GPabOTKH
MaTepHalioB BHI3bIBAEMBIC ILECHIEPhl CKOpPEE BCETO OKAXYTCS BIEPEAH, T.K. CIEIHAIBHO
IUISL 3TOTO pa3pabaThIBAIINCh.

5. BbigeoOblI

Mbl TpeIoKIIN pEelIeHne, CIOCOOHOE CHHU3UTh TPYAOEMKOCTh pealu3alli aJIrOPUTMOB Ha
Vulkan u GPU. Ha Bxome Haiero perreHusi OObIKHOBEHHBINH C++ KOJ C psAIOM OTpaHHYCHUIA, Ha
Bbixose — C++ ¢ HeobxoaumbiMu BhizoBamu Vulkan API u xomom meiaepos (OpenCL C wuiu
GLSL). B mporiecce reHepanuu Kojaa MOTYT MPUMEHSITHCS Pa3IMUHbIe ONTHMU3AINH JTISI CO3aHHS
HECKOJIbKUX pealu3aldii B 3aBUCHMOCTH OT CHCIU(PHUKH TpOOJIeMbl W/WIKM  3aJaHHBIX
koHpurypanuit GPU. CreHeprpoBaHHEII KOl MOXKHO YHTATh, OTJIA)KUBATH U HCIIOIB30BaTh TOYHO
TaK ke, Kak v KoJ| Harucanublil Ha Vulkan Bpy4nyro. DTo M03BOJISET HAM JIETKO OT/ICISATh OLIMOKH
oJIb30BaTeleil 0T ONIMOOK reHepaTopa.

Hakonen, anamu3 mpomsBomurensHocTH Ha GPU — 3T0 Bompoc wuccnemoBarenbckuif. Harmm
MPOTHO3Bl O TPOHM3BOJUTEIBHOCTH TOH WM WHOHM peanm3amuu Ui oO0paOOTKH H300pakeHUH,
TPacCHPOBKU ITyTEH, BHI30Ba BUPTYAIBHBIX (YHKIHH (WM 4ero-TO APYroro) MOTYT JIETKO HE
cOBIThCA. [IpH ATOM Takoil aHaIH3 ABISIETCS TOCTATOYHO TPYIOEMKOH paboToH, KOTOPYIO HE BCeraa
MOJKHO BBHITIOJIHUTH TSI OOJBIION MPOTPaMMEI B pa3yMHBIX BPEMEHHBIX paMkax. [IpemroskeHHas
HaMW TEXHOJIOTUS TMPOTPaMMHUPOBAHUS MO3BOJIIET CHU3UTh TPYAOEMKOCTh TMOJOOHBIX
AKCIIEPUMEHTOB JJIsI JOCTATOYHO OOJBIIONH KOJOBOW 0a3bl 3a CUET aBTOMATHYECKOW TeHEpaIuu
Pa3HBIX peau3aluil A OTHOTO U TOTO K€ aJropuTMa.

6. Oe2paHuyeHus

VY npennaraeMoil TEXHOJIOTUU €CTh J1BA OCHOBHBIX OrpaHM4eHHs. Bo-NepBBIX €€ HCII0JIb30BAHUE
BO3MO’KHO TOJIBKO Ipo(dheccHoHanbHbpIMU pa3paborunkamu Ha GPU, xopomio Biageromumu Vulkan.
[peamosaraercs, 4To pa3pabOTUUK CBA3BIBAET CreHEpUpOBaHHbIi Ko Ha VUulkan co ceonm komom
Bpy4yHyIO. DTO Ooiee TpymoéMKo dYem, Hampumep, paspaborka Ha CUDA, omHako Bcé-ke
CYIIIECTBEHHO MEHEe TPYJOEMKO, YeM pealli3alys CIOXKHBIX aaroputMoB Ha Vulkan memnkom
BpPYUHYIO.

BO-BTOpBIX, Ha IMMPAKTUKE OYCHB JIETKO BBIMTH 3a MpEaciibl H_Ia6J'IOHOB, IPEAOCTABIIACMBIX TeKymeﬁ
BEpCHe Hallel CUCTEMBI, UTO JeJIaeT HEBO3MOXKHBIM €€ MPUMEHEHHE 0€3 MMOCTOSIHHOM alanTaIii
[0JI KOHKPETHBIA KJIacC MPUJIOKEHUM WM JlaXKe KOHKPETHOE MPHJIOKeHHE. Mbl BUIUM B 3TOM
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aJlanTalyyd HOBYIO “HOPMaJbHOCTE” JuIs paspaborunkoB Ha Vulkan Tak ke, Kak, HApUMEp, PaHO
WIM TO3HO MOXKET MOTPeOOBaThCS PACIIUPEHHE 000N HCTOIB3yeMOW OMOMUOTEKH B pamMKax
00bIYHOM pa3paboTku Ha C++.
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Annortammsi. ['moGamm3anust TpeOyer Hanuuus JHIEPOB MHPOBOTO Kjacca, W OYEHb YacTO B IpoIecce
MIOATOTOBKH TpeOyeTcsi HayYUTh WX BBIYMCIHTEIHHBIM HMHCTPYMEHTaM, TJIABHBIM 00pa3oM, IS YITy4IIeHUs
CPE/CTB YHpABICHUS MpOeKTaMH. YTOOBI MOBBICHTH KadeCTBO YIPABICHUS MPOEKTAMH, OYECHb BAXKHBIM
MOMEHTOM SIBIISIETCSI KOHTPOJIb M OTCIEKUBAHUE Pa3HOOOPa3HBIX TPEOOBAHUH BCeX MOIB30BaTENICH OT Hadana
JI0 KOHIIA MPOEeKTa J00O0ro THIA: aJAMHHUCTPATUBHOTO, aKaJeMHUYECKOTO, WHXKEHEPHOTO, MPOTPaMMHOTO
obecrniedeHns, BUACOUTP, BUPTYAIbHOM U CMEIIAaHHOH PeaTbHOCTH U T.J. DTO HCCIIE0BAaHNE IEMOHCTPHPYET
MOAXOJ K YIPABICHUIO TPeOOBAaHUSAMH B IIPOEKTE, TO3BOJISAIOIINH Y3HATh KOHKPETHBIC TPEOOBAHNUS Ha KaXkKIOH
n3 (a3 IpoeKTa U JaTh MOAPOOHOE ONMUCAHNE MX Pa3IMYHBIX THIIOB M BO3MOXKHOCTh UX OTCIIeKHMBaHMs. Hamr
MIPOTOTHIT TIPOJBHUraeT IEepeOBBIC METOJbI YIPABICHUS TPEeOOBaHMSAMH K IIPOSKTAM M CBS3BIBAET HX C
pa3TMYHBIME O0NACTAMHM NPOEKTHPOBAHMS, aJMUHHCTPHPOBAHHS, IUIAHUPOBAHUS, a TaKKe C OOIIECTBOM,
MIPOMBIIUIEHHOCTHI0, KOMMEPIIHEH 1 aKaJJeMHYECKUM CEKTOPOM.

KioueBble cioBa: ynpasieHue; NpodecCHOHANBHBIE IPOCKTH; O0y4YeHHE; JMACpbl; HH)KCHEepHbIC
TpeOOBaHUSA

Jas nurupoBanusi: Baprac-Ilepec B.A., Baprac-Ilepec JI.C., I'yreeppec-Toprec A.®., Coto-DpHange M.,
Oenmre-Puepor D.M. VYmpasnenue TpeOoBaHUSAMH TPH O0yYEHHH MPOQPECCHOHATBHBIX PYKOBOIHUTENCH
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1. Introduction

Over the past decades, different types of projects failure are widely known. For example, not meeting
deadlines, overflowing budgets, not corresponding functionalities with customer’s specifications,
and as a consequence, a negative impact has been obtained within entrepreneurs and investors.

It is common knowledge that when a project ends the deliverables are given to the client, assuming
that all the needs and requirements requested have been met in accordance with signed contracts,
but it turns out that the resulting products are not those that the users expected, so the final results
are not satisfactory [1], [2], [3], [4].

As observed, there are common errors, such as not specifying agreements due to the informality
with which the client's requests are treated. This has to do with the lack of correct detection, definition
and formalization of client or users” requirements.

We hereby propose to streamline the development process, reducing the costs of both the resulting
products and the entire project, by establishing a designing model with four quality levels.
Objectives: These must be defined at the project beginning in order to formalize the results of each
request submitted by clients or users and the holistically system to which they will be connected.
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Problematic: In university training there are no internship programs supporting software tools for

monitoring and controlling the multiple and diverse requirements within different types of projects.

There are no tools allowing the linking, in an integral and quality way, the projects with other areas.

Project management and evaluation tasks, within the study programs, are carried out using simple

formats, so that subjective, deficient and minimal quality results are obtained [5], [6], [7].

To express users’ requirements it is preferred to use the natural language method, even today when

more exact instruments are known by software and computer systems engineers.

So, for any project that is carried out, the most important requirements source are the interviews

between clients or users and systems analysts [2].

Justification: Software control tools are necessary in order to follow up and monitor project

requirements, as well as other standardized instruments, which will allow to successfully complete

the related projects, resulting in the strengthening of those companies linked to their development.

Companies manage to benefit through different skills and techniques, such as the following:

e Define in a more correct, clear and effective way the project’s requirements;

e Increase procedures efficiency in investment, development, quality, etc., in order to clearly
visualize users’ requirements and objectives;

e Use national and international standards adapting them to particular business realities;

e Apply standardized methods to raise the quality of both, projects and products in general.

2. Related Tasks

Requirements Engineering can be defined as: “the processes that aim to describe the precise users’
needs and translate them into corresponding instructions, without any ambiguity, which might be,
subsequently used in the development of the system” [8].

The organization, monitoring and control of projects requirements are considered as best practices
concentrates, that provide knowledge of the various problems which must be solved, and also
provide the best ways to solve them [9], [10], [11], [12].

The competencies related to carrying a good project general requirements definition are the
following [13]:

e Identify and define the projects needs to be carried out;

e Analyze, evaluate and negotiate the projects needs with various users;

e Define and specify requirements according to detected needs; * Design the project requirements
model according to its technical specifications;

e Validate those requirements defined in the model;

e Manage and implement the determined requirements.

Identify and define the project’s needs: various interviews are carried out with the client, with

diverse users and with all those involved in the projects, mainly with those who are experts, in order

to know the company objectives, and the system or product to be created. It is about having the

maximum knowledge of what is expected to be obtained as deliverables at the end of the projects,

seeing how they will adapt to the client's needs, and later, knowing how they will be used, in order to

detect in time the problems may arise.

Analyze, evaluate and negotiate the projects needs with various users: The needs become

requirements when defined and grouped by categories and subsets. All are analyzed, one by one,

in terms of their ambiguity, consistency, completeness and are classified according to the needs of

the users, especially the client. Contradictory requirements are frequently requested, insisting that

they are vital in meeting important needs. It is also very common for users to state that they need

more than what should be done, according to the project.

Define and specify the requirements according to the detected needs: when the specifications are

defined, flexibility is required to implement them. Then the effort needed to implement each

requirement is estimated and its impact is assessed against the results delivery time and the project
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cost. Iterative processes are used to combine, modify and eliminate the requested requirements
according to the defined objectives. In large systems, a written document with graphic models must
reflect the specifications of all defined requirements.

Specify and define the system requirements model: a requirements document is then formalized,
containing the functions and characteristics descriptions of each system module to be created. It
must also contain its development restrictions. Each system element is described in the
specification, including all the information that enters and leaves it. A model is designed together
with its blueprint to describe the system and its aesthetics, as well as to evaluate each componentand
its relationships, in order to determine and justify the requirements.

Validate those requirements defined in the model: it refers to the specifications of the system
requirements examination to determine whether they contain or not omissions, ambiguities or
inconsistencies. Also, to confirm the correction of detected errors and the system adapts regarding
its processes and products, to established standards. Formal technical reviews are carried out by
engineers, users, or clients to validate requirements

Manage and implement requirements: these are activities carried out by the project work team for
requirements identification, monitoring and control. Management begins by identifying each
requirement, to which a unique identifier is assigned. Its formalization is as follows: <type of
requirement> <requirement #> <description>.

There are software tools for Requirements management, in the world market. Requirements
engineering (RE) is essential to prevent major systems and projects from failure. The following are
some representative statistics of the lack of RE and its negative impact on projects [13], [14]:

1) Poorly collected and incomplete requirements: 13.1%;

2) Users with little involvement in the project: 12.4%;

3) Allocate few resources: 10.6%;

4) Express unreal expectations: 9.9%;

5) Management little involved and interested: 9.3%;

6) Constant changes in specification: 8.7%;

7) A wrong planning: 8.1%;

8) The system is canceled, or is no longer required: 7.5%;

9) Poor management or lack of it: 6.2%;

10) Lack of technology: 4.3%;

11) Various factors: 9.9%.

As aforementioned, support tools are necessary to successfully complete projects, which is why
true monitoring systems and requirements control are required.

Currently there are software systems available that require technical knowledge, not only for its
potential application, but also for the proper use of the tool. They are widely recognized and
disseminated, have broad support from the companies that develop them and made possible system
functionalities improvement.

e Regarding CASE (Computer Assisted Software Engineering) tools, some focused upon
requirements management are at disposal [15], [16], [17]:

e These tools are concentrated only to determine project software requirements and their
development. Some of the specialized software that cover the described functions are: IRqA
3.0, DOORS ERS, CaliberRM, IBM Rational RequisitePro, etc.

e Project management success lies upon experience and organizing efforts through the use of
world leading standards and institutions, such as International Project Management
Association (IMPA) [18] and Project Management Institute (PMI) [19], [20], [21].

e IMPA is an organization based in England, focused in linked within the projects, so that they
are carried out successfully [18].

e PMI is an international organization based in the USA, focused in performance and the
dissemination of project management best practices and knowledge. It stands out in producing
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the most recognized standard in this field, the Project Management Body of Knowledge
(PMBOK) which provides basis, by guiding project leaders to successful results and
achievements [19], [20], [21].
This proposal provides requirements monitoring and controlling guidelines for various types of
projects, and is one of the firsts of its kind in Mexico [22], [23], [24].

3. Methodology

RE consists in applying the best techniques to collect users” requirements, facilitating the
understanding of what the client needs and wants, by analyzing its feasibility. Each specification
must be validated. Requirements must be managed to negotiate, without ambiguity, so that they
become a reasonable solution, an operational system [8], [17]. RE is based on Software Engineering
Management, which can be adapted to any different type of project. Its phases are shown in fig. 1,
[9], [11], [12], [17]. They are the following:

Feasibility Study: in this phase a complete report is carried out by the project development team
evaluating whether the project is justified to be implemented.

Capture and Analysis: the project teams contacts end user in order to identify the services to be
provided by the system and determine their performance level.

Specification: customers’ requirements are transferred into a document, where each is precisely,
completely and verifiably described, along with their respective hardware and system developing
restrictions.

Validation: here each one of the detected requirements is verified and their specifications are
approved and accepted. Finally, a management process must be executed in order to monitor and
control requirements stability or volatility).

User needs

Systems Models
Feasibility
report
Validation
User and system
requirements
o REquirsment

¥ documents

Fig. 1. RE phases
During a requirements selection process, for example, using the prototype model, the system
validates those requirements obtained. A small negotiation may be required if several users are
involved at the same time. The processes may have different variations, depending on the
application’s nature (resources, uncertainty, risks, embedding, etc.), or on the project’s nature (tailor-
made or market directed) [10].
Several techniques exist and are used for requirements specification: questionnaires, interviews and
meetings, sampling, observation, examination of files, etc.
When requirements have been identified, a set of matrices for their monitoring is elaborated. They
are called traceability matrices, which identify the requirements linked to the system or its
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environment. Traceability matrices are frequently related as part of a database requirement, being
useful to quickly access various requirements” aspects affected by changes, of the system to be
implemented [21].

Project management is a modern discipline, with a professionalization, that was born and grew in
the USA military environment. It began in the sixties, when complex systems were needed to
coordinate the joint work of teams from diverse disciplines. Today, project management has been
implemented in all kind of institutions, as well as banks, industry, commerce, hospitals,
pharmacies and also in advertising, accounting, construction, governments, etc.

Therefore, it is necessary to adapt the PMBOK standard to each project in a technical domain, backed
by ANSI / PMI 99-001-2008 [17] and 1SO 21500 [20] standards. The Project Management
Professional (PMP) is considered the most important certification of its king and it is promoted by
PMI and IMPA.

RE techniques, applied in each stage or phase are widely used, since they have many advantages
(although also some disadvantages). A comparative table is presented below (Table 1) [9].

Table 1. Requirement Engineering (Re) Techniques

Analysis of Evaluation
the and T Validation Evaluation

prebiem:  negutiation "PeCTIRtIOn

Interviews
and Surveys X X
Brainstorming X X
Proto

types X X
Hierarchical
Analysis X X
Use Cases X X

Interviews vs. Use Cases. The information obtained during the various users” interviews serve to

build use cases, and through them the development team can better understand the environment

involved. Analysts, when they need to understand a task, use Use Cases compiled from the

questionnaires answers or delivered during the interviews, and use the diagrams to understand the

system environment.

Brainstorming vs. Interviews. The ideas that are manifested by the working groups are mostly

collected from the information gathered from interviews or questionnaires. While brainstorming

tries to find answers to the difficulties that arose when understanding the client’s requirements and

expresses them in terms and concepts understandable by all participants, reaching a consensus.

Brainstorming vs. Use Cases. A list of ideas, obtained from user interviews, can be graphically

represented by Use Cases means.

This proposal is oriented to requirements follow up and control. It allows a complete description

of the different types of requirements and guarantee their traceability. It does so while following

RE canons, including the conformation of Use Cases, Test Cases and other tools. The software so

created on purpose integrates the main RE modules: Document Management, Traceability between

work documents, Administration and Configuration, Reports and statistics [14], [22].

Classical and agile methodologies techniques are used, both in the design of the software tool, such

as the RAD model, evolutionary prototyping and SCRUM, and RE techniques in the requirements

organizer design, such as the monitoring of requirements traceability matrices [22].

This software system provides, in addition to its functionalities, the following:

e Optimal user’s permissions

e Change control management improvement, registering the different generated versions
(Configuration Management).
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e Various reports generation: basics or specific, requested by different users and those resulting
from advanced searches.

Requirements as a software development stage is confirmed by the processes determining,

documenting and managing stakeholder’s needs and expectations in order to meet the project

objectives. Collecting requirements will provide the basis for defining and managing the project

scope. The following figure represents the methodology to follow when managing project

requirements, formed by the inputs, tools and outputs of these processes (fig. 2) [20].

INPUTS > TOOLS = QUTPUTS 1

s Scope Management Plan | |
. Requirements i
Menagement Plan,
¢ Sukehcider Management
Plan | *  Meetings with staff » Documentation of
* - Project intiation | . Meetings with the client requirements
centificate *  Consnuit with expects * Requirements Traceability
o Regater of interested *  Sacklzing meetings Matroc
parties Il = Daocumentation analysis
o Enviconmental factors of ‘ ‘

the Company.
e Assetsof the
Organization’s processes

V. X y

Fig. 2. Requirements Management Processes

Inputs: are made up by seven very important elements, which, through the transformation processes
using the five here mentioned tools become the representation of the projects” requirements, and
their sub-processes, which will become the inputs, of the following management processes.
Outputs: correspond to the requirements documentation established from the requirements list. The
second output of the process corresponds to the requirements traceability matrix. Both outputs will
be part of the Scope Management processes of the project.

4. Results "Discussion

The proposed requirements organizer prototype is based on the RE and project management
methodological model under standards guidance [13], [15], [18], [19], [20], [21], among others. This
improve the negotiation and prioritization of certain requirements, making the corresponding
reviews, which allow the determination of which requirements are urgent and should be
implemented immediately, which are unnecessary and therefore should be eliminated, and which can
be postponed.

This software prototype was developed in a responsive environment, with HTML5, CSS3 JavaScript
and PH programming languages, in addition to a MySQL database manager that was installed on an
HP ProLiant DL380 server with a Windows Server 2008 network operating system.

This software system is in its final phase as a prototype. It was designed and implemented so that
different types of projects, from different areas, can optimized their requirement’s control. Its
principal interfaces are shown form fig. 3-8.

Some teachers and students already tested this prototype in the Systems and Computing
Department at ITCM. Its use has been well accepted by designers and business leaders.

The problem that managers or administrators face when developing a project is the lack of
information provided by participants or stakeholders. An exact definition cannot be obtained and
the difference between what is desired and what is required to be done is not established, resulting
in a requirement misinterpretation and in addition, not monitoring the project objectives in detail.
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Fig. 4. Create a new project
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Fig. 8. Operations allowed in the requirements for modules and submodules of projects

Therefore, the construction of a requirements organizing system is proposed to solve the problems
described. It is also intended to serve as a support for project leaders or managers, by providing
detailed descriptions of each requirements and of the different projects sections of any kind,
grouping them into four levels: modules, sub- modules, requirements and sub-requirements,
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optimally and consistently; This will help to complete the projects, within the established deadlines,
and deliver them with quality.

This tool could be useful, also, for investment projects, because it will guide its deliverance on time
and within the assigned budget, according to the needs raised, which would increase the confidence
of investors, customers and users.

Therefore, business relationships would have greater growth and maturity, which would facilitate
the link between the different sectors.

Currently, tools that guide project leaders regarding their financial feasibility, but not technical
feasibility, are common, although there are other tools that perform software project management.
The software here proposed will help to track project requirements, designed in a four- level quality
and precision model (module / submodule / requirement / sub requisite), which will be reflected in
a correct definition of its technical feasibility, rather than its financial feasibility.

5. Conclusions

Requirements (RE) is a very important and standard methodology used worldwide. It requires the
highest possible precision to determine all the application requirements. It will permit to avoid
ambiguities, which is difficult, considering the pressures of the environment (time, costs). There
are many drawbacks and challenges, such as the integration of domain or interface requirements,
the functional and non- functional activities, and the evaluation of alternative specifications, among
others.

According to requirements meetings results, it is necessary to obtain the correct information from
what is said there, allowing ambiguity cancelation and as they are accurate, avoiding corrections
and raising future costs. The negotiating and prioritizing requirements manners are reviewed as
they help to define which requirements can be implemented as a priority, which can be changed,
which are canceled, and which are postponed.

The here proposed tool creates a simpler way of doing the requirements tracking process, with
greater effectiveness and consistency, regardless of the type of projects. It will allow them to be
delivered within the budget and within the agreed term, thus the clients acquire greater confidence,
which will tend to greater growth and maturity in their business relationships.

This proposal of a requirements organizer is designed to have better control and monitoring of
project requirements, to contribute to the training of world-class project leaders of both research
projects and other applications, to do so more completely, and contributing to deliver quality
results.

This prototype can be installed in a multi-user environment, as a finished software product; in a
WEB environment with a client-server architecture, which will contribute to make the process of
monitoring and controlling requirements more effective, consistent and simple.

This tool allows the designer to create good teaching practices in the areas of Software Engineering,
Requirements Engineering, Software Quality, Virtual and Mixed Reality, etc. It can also be used
in video games, or in other engineering and undergraduate degrees.
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AnHoTaums. 19 cenrs6ps 2017 roga B MeKcHKe MPOU30LUIO 3eMIICTPSICEHHE C SMHMLEHTPOM B Iperenax
mrratoB [1ys61a 1 Mopenoc. OHO UMeno HHTEHCUBHOCTD B 7,1 6amioB no mkane Puxrepa. Iloctpanano 31 090
JIOMOB, U3 HUX 1659 ObUIH MONMHOCTBIO pa3pyHIeHbl. [ NPUHATHS MEp B YCIIOBHAX YPE3BBIYAHON CUTYAIIMU
IPaBUTENLCTBO Moperoca B IIEpBbIE e 4achl CHOPMHUPOBAIO MEKBEAOMCTBEHHBII KOMHUTET IS IIPOBEICHUS
NIepBOHAYAIBHOM JMAarHOCTUKH yIiepOa M OKa3aHHsS IKCTPEHHOH MoMomHu. B 3ToH craThe MpencTaBieHEI
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NPHUHATHE pELICHWH Ha OCHOBE IaHHBIX, a TAKKe OOLICAOCTYNHBIH MOPTal IJIS OTKPBITHIX JAHHBIX U
MIPO3PaYHOCTH OIOKETA. .
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1. Introduction

On September 19, 2017 at 1:14 p.m. an earthquake occurred with an epicenter in the limits of Puebla
and Morelos with a magnitude of 7.1 degrees on the Richter scale and a duration of one minute. 74
people died and 1,944 people required medical attention. Likewise, 31,090 homes were affected, of
which 1,659 with total damage and the rest with varying degrees of damage.

A few hours after the seismic event, informal rescue networks and relief groups were set up in the
main disaster areas, and at the institutional level, triage and emergency medical care teams and civil
protection teams were dispatched to deal with the situation. There were also some spontaneous aid
initiatives by the affected population itself, particularly in the most isolated rural areas.

For earthquake response there are official protocols directed to the population and also for the actions
of state and municipal authorities. Unfortunately, however, when earthquakes occur in non-seismic
zones, as was the case, neither the population nor the civil protection authorities were prepared.
During the first weeks there was no clearly identified entity to lead and coordinate the relief, medical
assistance and reconstruction work. Each of the heads of the state government agencies, by official
decree, took charge of the needs as a whole of each of the 33 municipalities, with the support of the
municipal agencies of Health, Civil Protection, Education, etc.

This article addresses the support given by the state government's digital government office for
housing reconstruction. The article does not describe the efforts made by other state offices and civil
society organizations to attend to the contingency. Although the data obtained were widely used by
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all these offices to meet the information needs detected in the areas of health, education, mobility,
etc.

The objective and focus of this article are the description, from a software engineering point of view,
of the process of developing a single comprehensive data platform for damaged housing, as well as
the implementation of a management and logistics system to offer reconstruction assistance and to
provide information to the population and federal authorities under the open data modality.

Due to the haste with which action had to be taken to address the contingency, it was not possible at
that time to think of a properly planned development process. The imperative was to meet the
demand and urgency of data that were being required by the various agencies, depending on the
resources available to be able to obtain and deliver them.

Due to the urgency with which the contingency had to be dealt with, at the beginning there was no
planned development process or system architecture. The imperative was to meet the demand for
data required by the various agencies and with the resources available at the time at the various
locations affected.

In relation to the subject of this article, most of the works found in the literature are related to various
prevention proposals to mitigate damage in seismic zones.

In relation to the subject of this article, in [1], [2] we find several prevention proposals to a) mitigate
damage in seismic zones, b) reduce risks to the population and c) reduce material damage.

In [3], [4], they point out the effectiveness of protocols to reduce losses and indirect costs such as
interruption of productive activities and basic services and the effects of post-traumatic stress.
Other works [5], [6], [7], emphasize the complexity of disaster scenarios and the need for the
different actors involved in damage repair to share unique information, in particular the use of
mobile computing and social networks.

We did not find references of works to provide systematized and structured data to meet the needs
throughout the various stages of the contingency, as in this case study.

2. Setting up of a specialized agency to support the contingency

In the first hours, the government of Morelos created an organization called Unidos por Morelos
(UxM) with advisory, technical and legal support, coordination and planning units. Its objective
was to implement the necessary actions for the reconstruction of the areas affected by the earthquake,
through self-construction, citizen participation and priority attention and linking the needs of the
affected population with the public, private and social sectors.

In order to have complete, reliable and timely data during the entire process of assistance to the
affected population, the presidency of the Technical Committee of the UXM organization decided to
have a technological arm for data support.

To address this need, UxM turned to the Digital Government office of the government of Morelos.
The instruction was to support the process of planning and organizing the work from practically
zero. It was the first experience of its kind, since Morelos had no history as a seismic zone.

3. The work team

After the formalization of the UxM organization and the integration of the digital government office,
the development of the Integral Platform for Logistics and Decision Making Based on Data for the
Reconstruction of Housing in the State of Morelos began. At first, no precise scopes or goals were
specified, only the intention of accompanying the various UxM actors in their various information
requirements and in parallel to integrate and interoperate the various systems that were built over
the following months. In some cases, the systems were discarded, the data were backed up and new,
and more appropriate systems were built. In other words, the platform specifications were obtained
gradually over several months. In some cases, the same data, but with a different name and format,
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were required by different authorities. There we had to reconcile with the various requesters in order
to keep, as far as possible, a single type of name and format for a given piece of data.

It was a two-speed development, on the one hand those in charge of identifying information needs
and formalizing them with the various requesting groups, and on the other hand, in a very distinct
manner, the solution design and software development group.

3.1 Integration of the work team
The team was composed as follows:

e A project leader, interlocutor with the various UxM agencies. His responsibility was to ensure
deadlines for the delivery of information or systems required, and to negotiate with the
corresponding instances the requirements of personnel, equipment and facilities for the
development of the project. Try to be the only visible face of the development team vis-a-vis
UxM and other authorities.

e Asoftware architect, in charge of ensuring the a) integration and interoperability of the systems
created, b) the sizing and planning of the development effort, and c) the quality assurance of the
data obtained. It is important to mention that as the platform grew, so did the amount of data
store. It was necessary to constantly review the causes of incomplete or erroneous data. For
example, there were people who had more than one CURP identity card, where it was necessary
to search the database of the National Population Registry (RENAPO) and take the first CURP
on the list, as well as cases in which more than one person sought to request support for the
same affected house, etc. The main activity and commitment of the architect was very oriented
to ensure the quality of the data.

e A senior developer, responsible for coordinating the programmers, both those assigned to the
same area of digital government and those located in other units.

e Programmers, a variable group of 5 to 8 people divided into developers of the software logic,

specific utilities such as web services, database design and configuration, user interfaces, etc.
Likewise, for the physical deployment of the systems in the territory of Morelos, the digital
government office coordinated with various computer and telecommunications areas of the state
government:

e The state agency of computing and telecommunications infrastructure, (i) to identify the areas
with coverage of the state radio and internet telecommunications network, as well as the areas
where commercial broadband internet and mobile data are available, (ii) to provide connectivity
to a provisional office in each of the capitals of the 33 municipalities, (ii) to provide computing
and network equipment for the applications that were being developed.

e The state public security agency, i) to provide personnel for the development of the first systems
implemented in the affected municipalities, and ii) to install the developing versions of the
systems in its data center before uploading them to the cloud for operation.

4. The development methodology used

Although several members of the team were familiar with agile methodologies, in particular Scrum.
From the beginning it was difficult for us to apply it because the objective was not so much the
development of a system but to meet very specific information needs. There was no client to show
a prototype or a graphical interface, it was not the right time. The information was needed under any
support, even preferably in spreadsheets. The client was rather ourselves, as we sought to obtain a
single system that could house the various systems that were generated. In any case, we did agree to
support the development in some agile methodology because of the need to respond quickly and
systematize all our activities. Under these considerations, we found that the closest methodology
was eXtreme Programming, better known as XP [6], [7], [8], [9], [10].
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The following qualities of the XP methodology were taken into account, at first intuitively but later
deliberately:

e |terative and incremental development. Due to the lack of requirements specification because
the UxM staff was only interested in having the data they needed as the contingency evolved.
Within the work team we had to decide the type and level of granularity of the data and show it
to know if it was the required data before starting any development.

e Pair programming. It was a very convenient strategy, if not the programming totally in pairs, it
was very convenient to have two programmers supporting and complementing each other in the
development of the code, the choice of algorithms, tests and documentation.

e Continuous unit testing. To ensure the integrity of the software and a robust development of the
platform, it was established as a requirement to perform unit tests of all subsystems and modules.

e Periodic bug fixes. It was decided not to let bugs slip through for correction later. We had to be
sure to have an error-free development for a correct integration of the platform's subsystems and
modules.

e Integration of the programming team with the client. The project leader was in charge of
interacting and establishing agreement with the authorities of the UxM organization. In some
cases, he was only accompanied by the software architect to quickly agree on solution options
and delivery deadlines. This decision was taken to expedite decision making.

e Simplicity, shared code ownership and code refactoring. These were some of the premises of
the software development: to be lightweight and portable; to work together for the development
of a platform of which we are all co-authors; and finally, to review the consistency and
efficiency of the coding. Evolutionary software development projects that are prolonged over
time, as in this case, involve different actors. If, in addition, we work against the clock and under
pressure, we will have an accumulation of programming errors that it is important to control and
correct in time [11], [12].

5. Technologies and standards implemented

Some of the technologies implemented were:

e The design of the platform using the following languages as appropriate: Java, PHP, Scalable
Vector Graphics (SVG), HTML5 and CSS.

e Implementation of dynamic and interactive infograms in web browsers from the data of the
affected houses using the D3.js library. This solution enabled the design of dashboards for
monitoring and data-driven decision making.

e Responsive and adaptive web development allowing the display of information on desktops,
laptops, tablets and smartphones.

e Implementation of biometric identification mechanisms such as registration and verification of
fingerprints, for the validation of beneficiaries for the UxM.

e Implementation of the use of bank-type terminals for the download of points (material for
reconstruction) according to the level of support assigned to the beneficiary.

e By having a centralized database and web access with low bandwidth requirements, access in
general was very agile, for these purposes a cloud platform service was contracted with 99.99
availability, with mirror in the data center of the state public security agency.

Some of the standards and norms implemented were:

e Implementation of INEGI's own Technical Standard for Geographic Addresses for the survey
of addresses of affected homes [13].

e Implementation of a geographic information system (GIS) for georeferencing affected homes.
This allowed the precise location of affected homes on a map and the generation of heat maps
and identification of the areas most affected by the earthquake.
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e Implementation of the open data guide, for the cleaning and stabilization of data, as well as for
the corresponding integration of the same, in the open data sets of the Government of the State
of Morelos.

The objective was to build a data platform under a flexible, robust, secure and reliable architecture

for UxM, and in turn feed a transparency portal aimed at the population of Morelos, an open data

portal, as well as various dashboards with indicators for other state and federal government agencies.

6. Platform development stages

6.1 Rapid Census

Starting on the third day of the earthquake (September 22, 2017), a rapid census was initiated to
obtain a diagnosis of the situation in the 33 municipalities of Morelos. A mobile application based
on JotForm was developed with which 1,200 brigadistas classified homes with structural risk or
located in risk zone, identified injured people as well as other basic needs of shelter, clothing and
food [14]. The application was developed to store data locally when broadband internet or mobile
data was not available on site. Once internet or mobile data was available, the data was synchronized
with the central server. The first census teams were sent to the municipalities and communities where
the main effects were known. The work was carried out by brigades deployed simultaneously in the
33 municipalities and coordinated by a command center made up of personnel from the state civil
protection, the state security commission and the secretary of government, in conjunction with
municipal civil protection authorities and personnel.

Fig. 1. A coordination meeting of UxM with the municipal authority of Huizilac
Features of the rapid census application:

e Standardized form for the census including name of the head of household, address, type of
dwelling, data on injuries and other non-material damage.

e Photographic record of up to 10 images.
e Characterization of 11 types of damage and their qualification of partial or total damage.
e Georeferencing of damaged homes.
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Fig. 2. Rapid census of damage to affected homes
This first development made it possible to quickly obtain coarse data; however, it had the
disadvantage of making an open description of the addresses, without catalogs of roads, human
settlements, or specifications of the types of damage. In rural areas, georeferencing can have an error
of up to 100 meters. It should be noted that 80% of the homes in Morelos are located in rural areas,
and most of this population does not even have an official address according to INEGI's Technical
Standard on Geographic Addresses. In rural areas the specification of the address is very different
than in urban areas. A lot of desk work was required to clean the information and export it to tables
in a standardized database. However, these data configured a first map, which was very useful to
start the next phases of this project.

6.2 The PVC ID Card System

To ensure the completeness and correctness of the affected housing census in a timely manner, from
October 15 through November 2017, one month after the earthquake, the data previously captured
through the JotForm application were migrated to a more robust database. Some specific utilities
were developed for data cleaning, particularly for the elimination of duplicate records and removal
of invalid records, among other errors.

Subsequently, it was decided to carry out a process of elaboration of PVC ID Cards for the
beneficiaries and at the same time to carry out a new validation and completing of the data already
obtained through the quick census. Three hundred volunteers were trained to prepare and deliver a
PVC ID Card to each of the heads of household of the 31,090 affected households. This activity was
carried out in public spaces set up in the 33 municipalities. As a result, an electronic file was created
for each of the beneficiaries with their complete identity data, official identification code CURP
validated by the National Population Registry (RENAPO), address with georeferencing according
to INEGI's technical standard, scan of an official identity document, address reference, as well as
photographs and an official damage report. It is worth mentioning that of the total of 31,090 homes
affected, the National Disaster Fund assisted 15,586 homes and the remaining 15,504 were assisted
by UxM. Both datasets were integrated into our platform to avoid duplication and to follow up on
both types of support.

The kit for the elaboration of the Plastic PVC Card was composed of a lap top to capture the personal
data of the beneficiary and the affected home, a scanner printer to digitalize the official identification
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of the head of household and proof of address, a camera to take a photograph and a scanner of the
fingerprint of the owner of the affected home. All integrated to make and deliver the plastic PVC
Card with barcode and ID associated to the affected person in only 3 minutes. Likewise, two sheets
of paper are printed in duplicate: the official request for assistance of the affected person and the
delivery of the aid package, documents that must have a handwritten signature for legal reasons. The
beneficiary receives a copy of these two documents. It is important to mention that in order to offer
greater certainty to the beneficiaries and to give greater legality to the procedure, it was decided to
recur to the printing of documents and to request autographic signatures, although originally it was
considered a totally digital development.

UNIDOS POR SaLR IHUITZIAC
@ ViSEEDs

Actualizacién de Datos

m-CEnso cé L Nimero de Credenels

Datos del Afectado

Nambre(s) fer Apeliida 2do Apsilido

Teléfon Principal Teléfona Secundaria

Direccién de la Afectacién

Calle Ndm Exterfor Ndm Interlor NomDegta

Fig. 3. Web capture sheet for the elaboration of the Plastic PVC Card, 1 of 2

Georeferancia

Documentaclén a recabar por parte de Unidos por Morelos
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acion,
Teenologin

fva

Fig. 4. Web capture sheet for the elaboration of the Plastic PVC Card, 2 of 2
Information obtained:

a) identification and biometric data of the beneficiary and at least two landline or cell phone
numbers,
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b) data on the dwelling: address according to INEGI's Technical Standard on Geographic

Addresses, including its georeference by means of a map; 3 photographs of the damage;
characterization of the damage according to 11 types of damage defined by civil engineering
experts and the qualification of the damage according to the following criteria: minor damage,
partial damage, severe damage and total damage.
The responsive web application was developed in PHP and Java with MySQL database. It is
basically a formulary to integrate data, digital documents and images. To ensure the quality of
the data, specific validation mechanisms were incorporated for each type of data and, where
possible, catalogs were incorporated to facilitate data entry, see fig. 3 and 4.

A training program was carried out for all personnel in charge of credentialing. The work team

consisted of capturers, a supervisor in charge of resolving doubts of the people who came to the

module and a technician to resolve connectivity problems, equipment configuration and to supply

consumables, fig. 5.

Fig. 5. Training for the personnel in charge of Plastic PVC Card elaboration

This application allowed data capture and delivery of Plastic PVC Cards simultaneously in the 33
municipal stations. A calculation was made to determine the number of Plastic PVC Card production
stations per municipality, taking into account the number of homes affected. All digital files were
integrated into a central database. Only in some of the municipal modules with deficient internet
access was a server installed to concentrate the information obtained, to later integrate it into the
central database.

\ \

Fig. 6. Elaboration and delivery process of the Plastic PVC Card in all 33 municipalities
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The development of this system took 2 and a half months, started on October 15 and concluded in
December 2017. Although it began to be used to deliver Plastic P\VC Cards on November 8, 2017
(fig. 6-8).

-
]

Fig. 8. A Plastic PVC Card delivered to a beneficiary

6.3 Technical Assessment System

Its purpose was to program on-site attention by volunteer civil engineers from the National
Polytechnic Institute, to review and complement the first damage survey of the rapid census,
diagnose the level of damage to housing and propose repair solutions for self-construction to those
affected. It was developed in 3 stages, corresponding to three modules of this system. It had as
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input the information captured from the Plastic PVC Cards system, in particular the data related to

the characterization of housing damage:

Stage 1: Module for scheduling and assigning emergency personnel. Based on the information
generated by the Plastic PVC Cards system, the scheduling of visits by paramedics, civil
protection personnel and civil engineers for the care of injured people and people at risk
was generated.

Stage 2: On-site technical evaluations module. Scheduling of visits by civil engineering experts to
assess damage to each of the affected homes using a mobile application to determine the
types of damage and prioritize their attention. In cases of total damage to schedule routes
and workloads of demolition and debris removal teams.

REPORTE FOTOGRAFICO

uuuuuuu

(((((((

Fig. 9. Web capture sheet of the technical evaluation system

Stage 3: Module that allows remotely determining material assistance packages for reconstruction
based on housing damage. The aid packages are established on the basis of a damage
assessment based on data captured in the census relating to 11 types of structural damage,
a free description of the damage, as well as 3 to 7 photographs of the damage. It was
designed with the support of civil engineers specialized in structures. It uses heuristics
based on artificial intelligence to assign 4 types of aid packages in construction materials,
which are yellow package for minor damage, blue package for moderate damage, purple
package for severe damage and green package for major reconstruction, and whose
materials are economically equivalent to $15,000, $30,000, $45,000 and a variable amount
of up to $60,000 Mexican pesos. For homes with total damage, i.e., not recoverable, 5
different foundations were used to build new homes with amounts ranging from $145,000
to $160,000. For damage to buildings in 11 housing units, structural evaluation techniques
were used and aid was assigned depending on the type of building and other technical
considerations that automatically result in the corresponding aid package. It is important to
mention that for each of the houses with total damage, a complete electronic file was
created, with information and scans of official documents such as demolition permits,
structural report, documents of legal ownership of the property, etc. Finally, 253 damaged
houses located in risk areas were identified, where the experts' recommendation was to
relocate them to safer areas. See fig. 9.
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It is important to mention that in order to carry out the damage assessments it was necessary to have
complete information. In the event of not having enough elements for the assessment, for example,
if the photographs were not clear or the description of the damage did not correspond to the
photographs, an on-site visit was scheduled to verify data or to take the photographs again. These
activities were carried out in coordination between UxM agency staff and personnel from the
municipality

6.4 Operational Coordination System

This system was developed to plan, organize and coordinate the supply and delivery of materials to
the beneficiary population, as well as to follow up on the reconstruction of each of the houses
affected by total or partial damage based on the damage diagnosis. The platform has a module that
allows budgeting, scheduling for purchase and managing the reception of construction materials
from suppliers in the state of Morelos and neighboring states. It also generates distribution logistics
in the 33 distribution centers, one for each municipality in Morelos.
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Fig. 10. Point-of-sale terminal for delivery control of construction materials
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Fig. 11. Material delivery progress control sheet by municipality
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Through the platform, a person responsible for logistics in each municipality schedules
appointments with the beneficiaries to go to the distribution center to receive their materials. The
aid packages consist of cement, sand, blocks, rebar, paint, among other materials. Using point-of-
sale terminals, the material delivered is downloaded from the balance of the Plastic PVC Card and
an inventory control is kept at each distribution center, see fig. 10.

At the central level, there is access to the platform for monitoring the delivery of materials. We
delivered 15,501 material aid packages for the reconstruction of affected homes in Morelos.
Likewise, those affected were provided with advice and support from civil engineers for the
reconstruction of their homes at all times, see fig. 11.

This system started to be developed since October 15, 2017, a first version was released on
November 19, 2017, and continued its development and improvement for several months, its final
version was completed on May 15, 2018.

6.5 Follow-up system for UxM representants

Each of the 33 UxM representatives in each of the municipalities had web access to a control panel
to verify the progress of the delivery of material packages to the affected people. The dashboard
provides information on the types of packages delivered and to be delivered, damaged houses
classified by total and partial damage. Whether FONDEN support is available or not. They can
consult the information corresponding to their municipality: access the registry of each of the
damaged houses and review their location, damage data, the affected person, as well as review the
integration of the file that includes identification of the affected person with fingerprint and
photograph, as well as photographs of the damage. The data can also be viewed or exported to a file
as a report. See fig. 12.

.

Fig. 12. Progress in the delivery of construction material in the municipality of Amacuzac
This system began its development in January 2018, in its first version was completed on February
15, 2018 and continued its improvement and update until its final version on May 15, 2018.

6.6 A Data-driven decision-making system

It was developed with the purpose of offering in real time an updated and reliable source of
information for the operational and technical directorates of UxM, for the internal control body and
for the various agencies of the government of Morelos involved such as the State Evaluation
Commission, the Comptroller's Office, the Office of Social Development and the Office of Public
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Works and Services. In addition, this system feeds data to the state open data portal and the citizen
transparency portal.

This system started its development in January 2018, in its first version was completed on February
15, 2018 and continued its improvement and upgrade until its final version on May 15, 2018.

6.7 Transparency and Accountability Portal and Open Data Portal

The platform built made it possible to feed the Transparency and Accountability Portal of the
Morelos government's Treasury Office as well as the Morelos State Open Data Portal. These portals
were built by instruction of the federal government to offer the general population data of public
interest generated by the various government agencies. In particular, the Transparency and
Accountability Portal offering detailed information on the application and expenditure of budgetary
resources and the Open Data Portal with detailed information on the georeferencing of the damages
by type of damage and the progress of reconstruction. See figures 13 and 14.
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Fig. 13. Graphical description of types of housing damage by municipality
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Fig. 14. Deployment of housing damage in the municipality of Huitzilac

7. Conclusions

The development of this platform was fundamental to support all activities related to the seismic
contingency. From the first days of this unfortunate event until the closing of the UxM agency's
activities in mid-2018, work on updating and improving it never stopped. There were always new
needs to be addressed throughout this time, in particular special reports to the office of the governor
of Morelos or to federal government authorities.
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In this article we show the most relevant methodological aspects of the development of the platform.
That is to say, the aspects that concern the support given to the UxM organization to have at all times
the data for its planning, management and decision-making activities. In this sense, for us it was not
so important the development of this platform, but to be in a position to provide data in the format
and at the time they were required as the attention to the reconstruction of the affected houses
evolved.

The development team had to solve many problems on the fly, not only technical, but also of
communication, coordination and in general of organization to establish agreements between all the
parties involved. For example, when for the same project we need to serve different types of users
with different types of requirements, it happens that the concepts to name the same object or the
same event may have different meanings, may have different levels of urgency and may vary the
level of granularity of the information they need about that object or event.

Some of the main lessons learned were the following:

e Itisessential that in the meetings for requirements gathering or project follow-up, all users and
key stakeholders must be present, we have to ensure that this is the case.

e Itis very important to establish and define exactly each of the terms and ensure that everyone
understands them well.

e ltisnecessary not to compromise, due to urgency, the delivery of new versions of the developed
systems.

e The systems area must be recognized as a strategic and allied area to provide useful information
and not as a group of programmers subordinated to do only what they are asked to do.

Some examples of problems that appeared on the fly and that were addressed were the following:

e When there was never full agreement of the civil engineering experts to generate the catalog for
damage characterization, it was necessary to conciliate with them by showing them proposals
until an authority declared that the last proposal presented remained.

e When there was no standard for the survey of addresses, nor data for the georeferencing of the
affected houses. After an analysis of the INEGI Technical Standard for geographic addresses,
we had to develop a web application that implements it.

e When there was no way to obtain the information directly from the developed systems at the
time, it was often necessary to export the data to a spreadsheet, adapt it and deliver it to the
requesting entity. Users do not care about getting the information directly from the platform,
they care about having the information at the time and in the format, they need it.

The development was in charge of the internal staff of the Digital Government Office of Morelos.
There was no external contracting. It was entirely based on free software. Only 100 kits were
purchased for the Plastic P\VC Card process, which were reused internally at the conclusion of this
project.

We conservatively consider that a contract to carry out all the support for the development of a
platform of this type would have cost around 20 million pesos. But the most important thing is that
it was an entirely customized development that will become part of the assets of the government of
Morelos. This platform received 3 national awards:

e First Place National PREMIOS 1+T GOB EDITION 2018, State Category, Technological
Innovation Award, granted by the Committee of Informatics of the State and Municipal Public
Administration A.C. [15].

e National Digital Government Award u-GOB 2018, State Category, granted by the specialized
magazine U-GOB Technology in Government [16].

e  4th place National Award "The Most Innovative" in its 2018 edition awarded by Innovation
Week Magazine [17].
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Finally, to say that out of a total of 31,090 homes damaged as a result of the earthquake, 15,586 had
support from the National Disaster Fund FONDEN and 15,504 had support from the UxM agency.
A total of 13,592 construction materials were provided to repair partially damaged homes. 1,659
homes with total damage were rebuilt through 5 foundations with 50% state participation and 253
homes in high-risk areas were relocated to safer areas.

We believe that the support of this digital platform was fundamental to ensure coordination between
all federal, state and municipal agencies involved, as well as some civil society organizations, in
particular to share a single database, with views and privileges for all actors involved for an
opportune attention to the reconstruction of homes damaged by the earthquake.
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1. BeedeHue

HccrnenoBanne B3aMMOAEHCTBHSA MHOTO(A3HBIX ITOTOKOB C OOTEKaeMBIMH TellaMH — OJHA W3
aKTyaJIbHBIX 3a7]a4  a’pOTHJIPOMEXAHUKH. ITO OOYCJIOBIEHO IIMPOKUM KpPYTrOM SIBICHUH,
BO3HUKAIOIINX B TEXHUYECKUX TMPWIOKEHHUSX, B YaCTHOCTH B 3ajJadax MPOTHBOJSHCTBUS
00JIeICHEHNIO, YIPABICHUS TEIUNIOMACCOOOMEHOM M TPH BH3YyaIM3allMM MPOIECCOB B
a9POTUIPOIMHAMUYECKUX YCTaHOBKaX. [IpHCYTCTBHE IHCIIEPCHON TNpPUMECH Jaxe B MallbIX
KOJINYECTBAX 3a4aCTyl0 MPUBOMUT K CYIIECTBEHHBIM HU3MCHCHHSIM XapaKTEPHUCTUK (HU3UUIECKOTO
mpolecca, B YACTHOCTH K CYIIECTBEHHOMY CHIDKCHHIO a’pOJMHAMUYECKOTO KadyecTBa U
MIOBEIIICHUIO Beca MpH oOneneHeHny. McenenoBanue pexuMoB obieneHenus JIA, mpu KOTOPBIX
HEOOXOIUMO YYHUTHIBaTh SPQPEKT APOOIICHHUS Kamlellb MPeACTaBIsIeT OONBIION HHTEpEC IpH
pacueTax  OOJICICHCHHS  JICTAaTeNbHBIX  aNllapaToOB, ONTHMU3AIMH  THAPOPOOHBIX U
MPOTHBOOOJICJICHUTEIILHBIX CBONCTB TOKPBITHA W aKTYalbHO B PsAIC IPYTHX NPAKTHYSCKUX
MIPHIIOKESHUH.

K ocHOBHBIM (pr3myeckiM npodiaeMaM u 3aadaM (GpyHIaMEHTaIbHBIX UCCICIOBAHUS 00JICICHEHHUS
CleyeT OTHECTH: 1) MOJETMpPOBAaHUEC W YIPABICHHE B3aWMOJICHCTBAEM BOIBI M JbIA C
MTOBEPXHOCTHIO; 2) OMUCAHUE MPOIECCOB, COMPOBOXKIAOIIUX KPUCTALTH3AINIO IEPEOXIIAKICHHBIX
MeTacTaOHUIBLHBIX Karelhb: MPEe0 I0JICHNE MMOTEHITNATBLHBIX 0aphepoB, MOTOK YHEPTHUH HA MEeX(Pa3HOH
rpaHulle U 00pa30BaHME KPUCTALIOB MPHU MPOXOXKIACHUN (PPOHTA KPUCTAJUTM3AINH, 3) ONHCAHHE
JBIDKEHUSI KPHUCTAJUIOB CJIOXHOW (OPMBI M WX B3aUMOJEHCTBUS C TBEPIBIM TEJIOM;
4) peosioruueckre OCOOEHHOCTH IUIEHKH, COAEpIKALled KPUCTAIUIBI, 5) MEXaHWU3MBI aOJIALMUH H
9PO3HH JIbJIa B IOTOKE.
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Co3aaHne BBICOKOIPOM3BOIUTEIBHBIX METOIOB pacueTa B3auMOACHCTBHS a3PO30JIbHBIX TCUCHUH C
TBEPIBIM TEJIOM IPEACTABISICT OOJBIION MPAKTHYCCKHI MHTEPEC B 3aJavax MPOTHBOACHCTBHS
o0IefIeHeHUO JleTaTenbHbIX ammaparoB [1, 2]. CToxacTHdyecKHe TPOIECCH, BO3HHKAIOIINE MPH
JBIDKCHUHM YAaCTHIl, W JAPOOJICHHWE Kamellb O TMOBEPXHOCTh JICTATEILHOTO ammapaTa MOTYT
CYIIECTBEHHO MOBIHATH HA MPOIECC 00ICACHEHNSI.

ManHast paGoTa TMOCBSIICHA PA3BUTHIO MOJENH OWHAMHUKHM dacTul [3, 4], a Takke Mojenn
JPOOJICHUS TEPEOXJIAKICHHBIX Kamellb a3pPO30JIbHOTO IMOTOKA MPH €ro B3aUMOJCHCTBUU C
MOBEPXHOCTBIO O00TEKaeMOro Tena. Pa3BUThIC (DU3MKO-MAaTEMAaTHYECKHAE MOJCTH MOTYT OBITh
UCIIOJIb30BAaHbl B IPOrPAMMHBIX KOMILUICKCaX YHCJICGHHOTO MOJCIMPOBAHUS OOJICACHCHHUS
JIeTaTeNbHBIX alnapaTos.

2. Modenb OuHaMuKu Yacmuy, ¢ y4emom e/IUsIHUST CIMmoxacmu4yecKux
npouyeccoes

IIpn JlarpaHkeBOM pacCMOTPEHHH JBW)KEHHM 4YacTHI B 3a7adax OOJICICHEHUS MOXHO
UCIIONIb30BaTh MOJENb cdepuyeckoit yactunbl. Cuia, AEHCTBYMONIas Ha YacTHUIy MOXET OBITh
onucana HopMyJION:

1 Pa av, 1 Q)
F,= —ECDﬂaépale.ale.a +m,g—mpg—— maT - 6ap\/ TPqHq f N d‘,l[ (1)

Pp
rue Vp — CKOPOCTh 4acTullbl, V, — CKOPOCTb CpPelbl B TEKYIIIEH TOUKE HAXOXKICHHS YaCTHIIH, Vp’a
CKOPOCTb YACTHIIBI OTHOCHTENBHO Cpeapl (MHICKCHI @ U P OTHOCATCS K BO3AYXy U YacTHIIE,
COOTBETCTBEHHO); Cp — KOI(PMHUIMEHT COMPOTHBIECHHUS YACTHUIIBI, 3aBHcs{mu171 OT pexuMa ee
0O0TeKaHus — IIaBHBIM 00pa3oM OT 4ucen Pelinonbaca u Maxa. m,, = Pp3 nap Macca 9acTHIIBL;
a,, — 00bEMHOIKBUBAJIEHTHBIH pajiiyC YaCTHIIbI; ¢ — TEKYILEE BPEMS; P;, — INIOTHOCTh YaCTHIIBI; P
— IUIOTHOCTb CPEJIBI; [y L, — BA3KOCTD Tasa.

[epBoe cnaraemoe B (1) COOTBETCTBYET CHIIE a9POJMHAMHUYECKOTO CONIPOTUBIICHUS, BTOPOE — CHIIaM

TSKECTH, TpeThe — cuine Apxumena (g — BEKTOpP YCKOPEHHs CBOOOMHOTO MaAeHUs), YeTBepTOe —
o o P

cuite, 0OyCIOBIEHHOW HAIMYMEM «IPHCOEIMHEHHOM» Macchl (371eCh M, = M, p—“), msToe —
2

«HacnencTBeHHONW» cune bacce. Kak moxa3plBaloT OIEHKH, B CIIydae Ta30BOIO a’3pO30JIBHOTO
MOTOKA BBU/Y Pa3JIMYMsl HA TPU MOPSIAKA IIOTHOCTEH ra3a U TBEPABIX YacTHIl (Karelb) 3HAaYUMbl
TOJIBKO MIEPBOE U BTOPOE CIIaraeMoe.

ITocne mpuHATHIX JOMYIIEHUH CUITa, IEHCTBYIOMIAs Ha ChepUIecKyIo YaCTUILY, IPUMET CIISTYIOIINH
BUJI:

1
F,= —ECDnalz,pa|Vp,a|Vp_a +m,g.

Boubiolt mHTEpEC TaKkXKe MPENCTABIAET Cilydail KpHCTauIHueckoro oduieneHenus. Kpucramisl, B
OTIIMYHE OT Kalelb, XapaKTepU3yIoTCs OOMBIINM pa3sHooOpazneM ¢opM. B xadecTBe xapakTepHOU
(hOopMBI MOKHO paccMOTpPeTh chepounst (IIUTUIICOU, JIBE TTOJIyOCH KOTOPOTo paBHEI). B oTianume ot
yactun cheprueckoir Gopmbl, s cheponoB CIIEAYET YUUTHIBATH NMOJBEMHYIO CHITY, a TaKXkKe
HaJIM4YKe BpaIlaTeIbHOIO MOMEHTa CHIIEL. B TakoM ciydae ypaBHEHHS IMHAMUKH YaCTHIBI IPUMYT
BUJ:
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dv, 1 1
my 32 = 2 Co(a,Rey, E)mapa Vol e + 35 Cu(a,Rey, E)radpa|Vyal e, +myg
dw 1 2(2a )2
) Lpe dfc = Epa| p,a| TpCT(a, Rep,E)eT

dr,
T = Ve
dd
= @p

371€ch I, — paauyc-BEKTOP TOJIOKEHHUS YACTUILI B HETIOJBHXHON CUCTEME KOOPIMHAT; U, — yron
MEXIy OCBI0 CHMMETPHH YacTHIBI M OChIO X HETOABIDKHOW CHCTEeMBI KoopamHat (puc. 1); Ipc -

MOMEHT MHEPIUH YaCTHIbI OTHOCUTENBHO OCH Z, TIPOXOMSIIEH Y€Pe3 UEHTP MACC YaCTHUIIBI; Wy —
v a
TIPOEKITHS YTIIOBOI CKOPOCTH BpAIIeHUs YaCTHIIBI Ha OCh Z; E = 5 ~ YUIMHEHHE YaCTHIIbI; @ — JUTHHA

IJIABHOW TOJyOCH YacTHIbI; b — IUIMHBI OOKOBBIX TIOJIyOCEH YacTHLBI; €p, €r, €, — COUHUYHbBIE
Hamnpasisrone Bektopa; Cp, Cr, €, — k03¢ UINEHTHI CHITBI TOO0BOTO CONPOTHBIECHUS, ITOJbEMHON
CHWJIBI U BPAIIaTEIbHOTO MOMEHTA COOTBETCTBEHHO, 3aBUCSIINE YIia aTaKd YacTULBI d, OT YhCIIa

— PadpVp,a
Ha

Peiinonbaca obTekanus yactuup! Re, u ee yJuMHeHus E; 1, — AMHaAMH4YecKast BI3KOCTh

Cpensl.

Hnst mogenuposBauust Cp, Cr, C;, MOKHO HCIIONB30BaTh 3aBUCHMOCTH, IMOJNyYEHHBIE HA OCHOBE
YHCIIEHHOTO MOJENUpOBaHus B paborax aBTopoB @Dpomumxa (Frohlich), Canmxkusu (Sanjeevy),
3acraBuu (Zastawny), llwutepa u Haymanua (Schiller&Naumann) [5-8] (puc. 1).

Puc. 1. Ocnosnvie senuuunst 01 cghepoudnou yacmuyvl
Fig. 1. Scheme of the main forces acting on a spheroid particle near a streamlined body

B niporiecce ABMKEHHSI 4aCTHI[A MOXKET HCIBITHIBATH CTOXACTHUECKOE BIMSHUE CIIEAYIONNX BHOB
(puc. 2):

e  TYpOYJIEHTHBIE MyJILCALUH OTOKA;

e  OpOYHOBCKOE JBHKEHHE MaJIbIX YaCTHUI] U MOJIEKYJ;

e croxactuueckue 3p(eKThI NPy CTOIKHOBEHUH YaCTHIL APYT C JPYrOM U C 00TEKaeMbIM TEJIOM;
e 3(QdeKTs HEOJHOPOIHOCTH M HECTAIMOHAPHOCTH 3JIEKTPOMArHUTHOTO TIOJIS.
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Puc. 2. Cxema dsudicenust yacmuywvl asposonvrozo nomoka. 30ecy F — cuna, V — ckopocms, 8 — manas
eenuyuna, undekcel P — uacmuya, TUrb — mypoynenmmusiii, Br — 6poynoscroe, Det — demepmunucmuueckuii
Fig. 2. Aerosol flow particle motion diagram. Here F is the force, V is the velocity, J is a small value, the
subscripts p is a particle, Turb is turbulent, Br is Brownian, Det is deterministic.

OueHNM BKJIAAbl PAa3IMYHBIX THUIIOB CTOXAaCTHYECKOro BIWSHMS. OTHOIIEHHE XapaKTePHBIX
BEJIMUMH CKOPOCTeH TypOyJEHTHBIX W TEIUIOBBIX ITyJbCAlMi MOXHO OICHUTH CIICAYIOIIUM
obpazom:

<VT2yp6> ~ 12 (uaoo)28pp‘r[a1?;
(Vedna) 9kT '

KI
Jns mensHbIX 9acTHI] ¢ TUIOTHOCTBHIO Pp = 920 —;, mmameTpom dp = 260 MKM, IpU CKOpPOCTH
M

MOTOKA (Ugeo) = 9%, WHTCHCUBHOCTH TypOyneHTHbIX mynscammii [ = 0.05 u temmepatype T =

V2
268K umeeM <T2i6) = 10°.

Tel'l][)

B nmpakTHUeCKHX 3a]]auaX MACCOBOE COIEPKAHUE YACTHIl MMeeT NOpA0K AecaTka r/mM°. O6beMHas
JONS YacTHII B TAKOM Clydae cocraBuser mopsigka 10°, uro mosBoisier mpeHeGpedb
B3auMoJieiicTBreM gactuil [9].

Takum 00pa3oM, U3 BCEX CTOXACTHYECKUX MEXAHU3MOB HaMOOJI€e CYNIECTBEHHBIM OKa3bIBAETCS
Haauyhe TypOYJNEHTHBIX IyJbcaldii 1moToKa. Kiaccuueckwil  MOAXOH — MCCIIETOBaHUS
TypOyJEHTHOCTH 3aKIIOYAaeTCsl B NPEJACTABJIEHHHM MapaMETPOB IMOTOKA B KaXIOH TOYKE
MPOCTPAHCTBA B BUJIE CYMMBI CPEJIHETO 3HAYCHUS] 1 MTHOBEHHOU IYJIbCAIIMOHHOM COCTABISIFOIICH:

Vo (r,t) = (Vo (r, t)) + V' (1, ).

Ipu ucronp30Bannu Mojeieil kK — € 1 k — w C momorbio RANS-ypaBHEeHHI BEIYKUCIISIETCS CPEIHEES
none ckopoctu {V,(r,t)) <Va (r,t)) U MOJIEIMPYIOTCS XapakTEPU3YIOIIUe TypOYJIEHTHOCTE

1 .
BEJIMUMHBL K, &, w. k =§(V’aiV'ai) IpeAcTaBsieT coOOl yNeNIbHYI0 KHHETHYECKYIO SHEPTHIO

TypOYJIEHTHBIX IyJIbCAIlMA W XapaKTepH3yeT CPeIHHH KBaJgpaT MyJIbCAllMid CKOPOCTH B JaHHOW
TOYKE MpocTpaHcTBa. YacTe mHPOpPMannu O TypOYIEHTHOH CKOPOCTH Ta3za IMpPH YCPEIHEHHH
tepsiercsi. HeoOxoanma MoJiens [UIst TeHepaliy MyJIbCAllMOHHON CKOPOCTH.
IIpeanonaras JIOKanbHYIO M30TPONHOCTH IyJIbCALUN CKOPOCTH, PACCMOTPUM OJHY KOMIIOHEHTY
IyJIbCALIMOHHON CKOPOCTH IBMXKEHHS YacTULbI cpeAbl. BOoCnonb3yeMcsl ONMCaHUeM JIBUYKEHUS C
MOMOIIbIO ypaBHEHUs JlaHkeBeHa:
dt
Vi(t+dt) =V'(t) +V'(t) T + 2)

corr
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_ oy |2k .
rme o =+/(V'?) = ~ — CPCIHEKBa/IPATHYECKOE 3HAYEHHE KOMIOHEHTBI MYJIbCAIMOHHOM

CKOpPOCTH B JaHHOW Touke mpoctpanctBa; dW (t) — I'ayccoB Oenblii mym ¢ aucnepcueit dt u
HYJIEBBIM CpeiHUM, T, — JIOKaJbHBIH BPEMEHHOW MacimiTa® TypOYJIEHTHOCTH, KOTOPBIH H3

. k
coo0pakeHHsI pa3MepHOCTel Moaenupyercs B BUAE: Tyorr = C o Tne C —>MnupHuyecKast KOHCTaHTa.

VpaBaenue (2) comepKuT Kak AeMI(HUPYIOIIEe ClIaracMoe, BRI3BAHHOE TPEHHEM O COCEIHHE CIIOU
KUIKOCTH, TaK M CJIAaraeMoe, MOJCIHPYIOLIee CTOXaCTHYECKHEe HMITYJbCHl. YpaBHeHue (2)
npeoOpa3zyeTcst K TUCKPETHON GopMe JUIsi KOHEYHBIX BeJIHYHH At:

V'(t + At) = V' ()R, (At) + oF /1 — R%(A0), 3)

! !
rae R, (At) =W = exp(—At/T,yr) — JlarpamkeBa aBTOKOPPEIANUOHHAS (YHKIIHS

MyJIbCAIIMOHHON KOMIOHEHTHI ckopocTH; & ~ N (0.1).

3. Pesynbmambi modenupoesaHusi 08uUXXeHUs1 Hecghepu4yecKux 4acmuuy,
ebsiu3u mena

Monemupyrotcs nefsHble yacTuisl (p, = 917 %) BOMM3M UIMHApa Auamerpom D = 315 MM npu
CKOpOCTH MOTOKa Bo3ayxa V., = 9% u temneparype T = 268K. UHTCHCUBHOCTH TypOYIICHTHBIX

myJabcaldii Ha JIeBOM TpaHmile 3amgaHa paBHou [ = 5%. JlaHHble ycioBus ObBUIM BBIOpaHBI B
COOTBETCTBHH C IKCIIepUMEHTaNbHBIMEU MaHHbIMU [10]. PacueT aspoauHamMudeckux monei BOIM3N
LIJIMHIPA OCYIIECTBISIETCS C MCHOIb30BaHUEM MOJIENU TypOyneHTHocTH SST. BszkocTs Bo3myxa
BEIUHUCIIsIETCS 0 hopmyne CazepreHaa.
WuTepec mpencTaBisieT HHTErpalbHas XapaKTePUCTHKA B3aUMOICHCTBHS YaCTHII C TIOBEPXHOCTHIO:

_ Mimp

Minc

TJI€ Ty, — MACCA YACTHII, CTAJKHBAIOLIMXCSA C HOBEPXHOCTBIO TeJIa, B €IMHUILY BPEMEHH; Ty, —
Macca YacTHIl, TIPOXOJAIINX B €IUHHUIY BPEMEHH 4Yepe3 NMOBEPXHOCTh, MIMPHHA KOTOPOH paBHA
mupuHe Teia (KpacHas MOBepXHOCTh Ha puc. 3). Ha puc. 3 pacuernas obmacte 0003HaueHa
ITyHKTAPHOM JIMHUEH, a YaCTUIIBI — 3eJICHBIMHU ToukaMu. Taroke Ha puc. 3 TOKa3aHO KaKuM 00pa3oM
OTIpENIEISIETCS YTOJI TOTAJaHUs JaCTHIIHI 0.

)

1

1

1

1

]

1

Mine '
L ]
1

1

1

1

1

1

]

1

Puc. 3.Cxema pacuemmnoii obracmu
Fig. 3. Scheme of the computational domain
Pesymprathl MOAETUpOBaHUS C  PA3MUYHBIMA  MOJEIIMH  pacdeTa  adpPOJHHAMUYCCKUX
KO3 (QHUIUEHTOB NPUBEACHBI Ha puc. 4. BHIHO, Y4TO 1) 3aBUCHT OT OTHOIICHUS OOJBIINX ITOIYyOCEH
cthepouno E mns mmwmmaApa D = 315 MM. Pe3ynbTaThl MOJENUpOBaHHS MOKA3BIBAIOT, YTO KaK
Hanuuhe yauuHeHus y dactun (E > 1), Tak u Haamuue crunocHytoctd (E > 1) npuBoauT K
JIOTIOJTHUTEITFHOMY — PAaCCEeSTHHIO, BBI3BAHHOMY HECPEPHYHOCTHIO YaCTUIBL. MakCHUMyM T
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HaOronaercst uist chepruueckux yactuil. MakCMMyM BEJIHMYHHBI 1) HAOII0HaeTCst Ut CheprIecKuX
yacrtuil (E > 1) u conanaer ¢ [10] npu ucnionszoBanuu moeneii [lnmnnepa-Haymanna u @ponuxa.

0.75 * S ——
X Frohlich |
ﬂ Sanjeevy
Schiller
0.7 ¥ Zastawny
X % =1 =
@]
0.
o
x
06 -
x
0.55
* X
0.5 5 - ! 1 L L I )
U] 0.1 0.2 0.3 04 0.5 0.6 0.7 0.8
E

Puc. 4. Pe3ynomamul MOOeIUPOBaAHUsl GEIUYUHDBL 1] 8 3ABUCUMOCIU OM YOruHeHust chepoudos E ous yununopa
D=315 mm
Fig. 4. The results of modeling the value of # depending on the elongation of the spheroids E for the cylinder
D =315 mm

Ha puc. 5 peicTaBieHs! TpaeKTOpuH chepHUECKHX YACTHIL C IaMeTpoM Dy, = 3 — MKM ¢ y4eToM
BJIMSHMSA HA HUX TYpOYJIEHTHBIX MyJIbCALU M 6€3 yueTa mocieqHux. Jis HArIIHOCTH Ha 3TOM JKe
PHCYHKe TpUBEIEHO Hose ckopocTtH (V).

= 503 BNUAHNA TYPEYNOHTHOCTH 16
- Mopens Jlankesena

-1 -0.5 0 0.5 1

Puc. 5. Tpaexmopuu wacmuy 601u3u yuIUHOpa
Fig. 5. Particle trajectories near the cylinder

Ha puc. 6 OPpUBEACHA 3aBUCUMOCTDb MPEACIIbHOIO yIja MnmonagaHust Gmax HacCTUll Ha MMOBEPXHOCThb
4 ppVaco ‘1127
wimaHapa ot uncna Crokea Stke = === Uucno Crokca BapbUPOBANOCH IyTEM H3MCHEHHS
Ha

nuamerpa 4actuil dp,. Y4YeT CTOXaCTHYECKOTO BJIMAHMS TypOYJIEHTHBIX IyJIbCAlMi MPUBOIUT K
YBEJIUYCHUIO 0,4, -
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80
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60 |
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o X
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[ % Monean Mawxesena
% X bes pananus TYPOYIACHTHOCTH
ZU i L
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Stk
+'s]

Puc. 6. 3asucumocms MaKcumMaibHo20 NOAAPHOLO Yeid NONAOAHUA YaACMUY HA No8epXHoCcmb O, ... om uucia
Cmoxca Stko, ¢ yuemom nusinus mypbyienmuocmu (cunue mouxu) u 6e3 yuema (KpacHvie mouxi,)
Fig.6. Dependence of the maximum polar angle of particle hitting the surface 6,,,,, on the Stokes number
Stk,, taking into account the effect of turbulence (blue points) and not taking into account (red points)

4. Modenu ApobneHust kanesnb NMpu coydapeHuu ¢ NoeepxHoOCMbio

IIpu 3HAYUTETHHOM OTIMYMM CYETHOW KOHIIGHTPALMH BBUAY OTIMYUS KOJHUYECTBA Karlelb,
KOTOPBIE MOJACTUPYIOT OPBI3TH, PacIpeAeICHNUs MAaCCOBBIX KOHIIGHTPAIUIl Kallelb MPaKTHIeCKH He
orimyatotes pu N = 5. Takum obOpasom, onrumMansHoe 3HadeHue N okono 5. Ilpu pacuere
WCTIONIE30BANIMCE  CIIEYIONNE TapaMeTpel: @, = 50 MKM; HadalibHOe 4YMcIo dacTun N, =

200000; paguyc munuaapa R = 0.1 m; V., = 100%; JaByieHue aTMocdepHoe; Temmeparypa T =

263K. PacmpenereHue TONIIMHBE TOTPAHWMYHOTO €O & BOJH3M OOTEKaeMOTo a’3pO30JIbHBIM
MIOTOKOM TIONIEPEYHOr0 NWJIMHAPA MOXKHO OIEHWTh Ha OCHOBaHMHU CIIEAYIOLIETO XOpPOIIO
COTJIACYIOWIETOCS ¢ 60Jiee TOUHBIM PEIICHHEM YPaBHCHHUI ra30BO THHAMUKH BhIpaxkeHHeM §(S) =

2
5o (1 + (T[RL/Z) ), 37IeCh S — KOOpJIMHATa HAa MOBEPXHOCTU LUIMHpaA paguyca R.

. . Vmax
B Hacroseit pabote ¢ yuerom 3aBucumocTd [11] MakcuMasbHON CKOPOCTH yaapa Karejb I‘/“

peo
exp(—1/4Stk,,) monydeH KpuTepuit pekuMa APOOIEHHS Kalellb a3po30JIbHOTO TIOTOKA KOTOPHIH

00TeKaeT KPBUIO JIETATENBHOTO alapaTa ¢ XapaKTepHBIM PaIiycOM KPUBH3HBI Mpoduis R:

IR

We 2a,,pp Vi 2a,ppVE —25tk
O b
Oh? o/ 0h? o/ 0h?
rae Ve — CKOPOCTb Kallld BJIajld OT OOTEKAaeMOro Teja C XapakTePHLIM PajiycoM KPUBHU3HEI
nepeaHen Kpomku R.
Ecmu 3Havenne K > 1 npu oOTekaHHWM Tela, KaIuld a’po30is OyayT OpoOUTHCS NPH yaape o
_ PpdpVin
MTOBEPXHOCTH. 3€Ch YUTEHA 3aBUCHMOCTh 4ncia Bebepa Ve, = ———— ynapa Karm 1o HOpMaiu
[oF
P

K TOBEPXHOCTH Tena oT yucna Crokca Stk,,, paccuuTaHHOE 110 HOPMaJIbHOM KOMIIOHEHTE CKOPOCTH

ymapa, Oh :% — yucno Ownesopre, oy — KO3(Q(QUIMEHT MOBEPXHOCTHOTO HATSKECHUS
a%pdp
JKUJIKOCTH.
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3Has ckopocTh oaieta Vy 1 0TCKOKa VRepound KAIUTH, KOHEYHYIO M HAYaJIbHYIO MAacChl KaIlTH M,
U Mpehound, @ TAKKE MACCy OPBIST Mgplash, CKOPOCTb TOCIENHMX MOXKHO HAHTH COTJIACHO
CIIEAYIOIIEMY BBIPAXKEHUIO:

V. ~ mOVO - mReboundVRebound
Splash = Msplash .
plas

1)

Puc. 7. Busyanuzayus nosedenust kaneib npu ux opooienuu 01s pasnmuunolx snavenuti N2 1) N =2; 2) N =5;

3)N=10
Fig. 7. Visualization of the behavior of drops during their crushing for different values of N: 1) N = 2; 2)
N=5;3)N=10

ITockoapKy Karuis qpoOUTCsT Ha KOJIOCCAIBHOE KOJIHYECTBO OPBI3T, B HACTOSIICH paboTe OphI3ru
MOJICTIMPOBATUCH HAOOPOM OJIMHAKOBBIX 0OOJiee MENKHX YaCTHLl, CYMMAapHBIH UMITYJIBC KOTOPBIX
paccuYMTHIBAICS B COOTBETCTBMU C M3MEHEHHEM MACChl U CKOPOCTH yJapa KaIlld O MOBEPXHOCTb.
Hanpapnenusi pasznera OpbI3T — paBHOBEpPOSTHBIE B Ioiiycdepe, KoTopas MEpIEeHANKYISIpHA
MOBEPXHOCTH o00TekaeMoro Teja. B pacderax mpejrosiaraioch, 4YTO €CIH pa3Mep Karuiu
yMeHsblaercs Ha 99 %, To cuuTaercs, 4To KaIulsi MOJHOCTBIO paclanachk MpH yaape Ha Opsisru. B
pacyerax INpeJIoarajock, 4YTo OPBI3TH MOAEIUPYIOTCS 3aJaHHBIM KOJMYECTBOM N OTIENIBHBIX
Karenab  Maccoil  M'splash = Msplash/N, PasneTalomuxcs MOA MPOM3BONBHBIMU  YIJIAMH B
MOJIYIIPOCTPAHCTBE, OrPaHUYCHHOM KacaTeNbHOHW IUIOCKOCTBIO K TOYKE yjapa O IMOBEPXHOCTh
00TeKaeMoro Tena.

Ha puc. 7 mokazaHa BH3yasln3allusi W3MEHEHHMS pa3MepoB Kalelb IPU HX B3aUMOACHCTBHM C
UJIMHAPOM B BO3AYIIHOM NOTOKe. [TocKkosbKy pa3mepsl Kaneib Ha 5S—6 HOpsIKOB MEHbIIIE painyca
LMIMHPA, HA PUCYHKE MX pa3Mephl yBenudeHbl B 104 pas. U3 pucyHKa BHIHO, YTO KAYECTBEHHO
pacripesieseHuss 4acTHIl B IPOCTPAaHCTBE OTJIMYAIOTCS HE3HauuTenbHO. HanmbGonbinme oTmuyus
BOJIM3M TIOBEPXHOCTH TeNa, T.K. MEJKWE OpBI3TM B CWIIy MaJOCTH WX HHEPIHUH U BPEMEHH
penakcany ObICTPO YBJICKAIOTCS TIOTOKOM M CHOCSITCS BHH3 110 TEUEHMIO. BimsiHue xonnvecTna
KaIeJb Ha paclpeeseHre MacCOBOH KOHLEHTPALlMK HE3HAYUTEIbHOE.

Ha puc. 8 nokazano uHTerpasibHOE 3HaYCHUE Pa3HUIBI KOHLICHTPAIMHA BOJIM3M 00TEKaeMoro Tena.
[on cueTHOH KOHIIEHTpAIMEH YaCTUI] TOHUMAIOT UX KOJIMYECTBO B €JMHUIIE 00beMa, I10]] MacCOBOH
— Maccy 4acTull B efunuie oobema. O6nacts uHTerpuposanus: x € [—2R, 0],y € [-2R,2R], R -
paguyc UIHHAPA. 3Ha4eHHs 00bEeMHBIX KOHLEHTPALMH HETPYJHO TIOIYIUTh, JOMHOXKUB 3HAUCHUS
MaccOBOI KOHILIEHTPAIMK HA IUNIOTHOCTh MaTepHhaja YacTHIl.
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Puc. 8. Hnmeepanvuas pasnocms KOHyeHmpayuil Kaneiv: a) cuemuot, 06) maccosoul. Buuzy noxkasamul
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sblpasicenue OJI51 YUCA MAKCUMATIbHAS CKopocmb ydapa Kanejlb 0 N06EePXHOCNb 3d6UCUNt On 4ucia Cmoxkca
Fig. 8. Integral difference of droplet concentrations: a) countable, b) mass. Below are shown the
dependences of the concentration difference on the Maximum Weber number: the maximum velocity of
droplet impact on the surface included in the expression for the number depends on the Stokes number

5. 3aknroyeHue

HccrnenoBaHo ¥ MIUTIOCTPATHBHO MOKAa3aHO BIMSHKUE (DOPMBI YACTHIl HA KO QHUIIMEHT UX 3axXBaTa
MIOBEPXHOCTBI0 B NPWIOKEHHH K 3aJadaM pacdeTa OOJEJeHEHHUS JeTaTeNbHBIX allapaToB.
[TpuBeneHbl OLCHKM XapaKTEPUCTHK OCHOBHBIX MEXaHM3MOB CTOXACTHYECKOTO JBIIKCHUS Tell B
HEOJHOPOAHBIX cpenax. [lokazaHo, 4TO y4eT CTOXaCTHIECKOTO BIMSHUS TYPOYICHTHBIX ITyJIbCAIIIH
MPUBOJUT K YBEJIUYCHUIO TPEACIBHOIO yIja nmonagaHus 4aCTUIbl Ha MOBEPXHOCTb.

CcopmynupoBaH KpuTepuil pexuma JIpoONeHHs COyNapsIOIMXCS C IOBEPXHOCTHIO Kalelb,
3aBUCSIINI OT ITAPaMETPOB a3PO30JILHOTO TIOTOKA AJIsl OLICHKH HAINYHMS JPOOJICHHUS IIPU 00TEKaHUH
TeJla TPH 33/JaHHBIX NapaMeTpax. [loka3zaHO BIMSIHME APOOJCHWS Kalelb HAa WHTETPaJbHYIO
Pa3HHUILY B paclpe/ielIeHHN MacCOBOM U CUETHON KOHLIEHTpalyii Kamnelnsb. [IpencraBieHHble B paboTe
Pe3yNbTaThl AHATUTUYECKUX U YHUCIICHHBIX MCCIIEAOBAaHUI MOTYT OBITh MCIIOJIB30BaHbl B pacueTax
00JeIeHeHNS M TOCTYXUTh OCHOBOH B 33a/a4axX MPOTHBOACHCTBUS 3TOMY SIBICHHIO.
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AnHortanmsi. B pabote paccMmarpuBaercs Bo3mMokHocTs 6ubmmorexu ICELIB, paszpaborannoii B ICII PAH,
JUIsL MOJICNIUPOBAHMS MPOLIECCOB JIEA000pa30BaHUs Ha MOBEPXHOCTH JIETATEIBHBIX ammaparoB. B kadecTse
TECTOBOTO NPHMEpa I CPABHEHUS TOYHOCTH MOJCIHPOBAHUS (HU3UUECKUX IPOLIECCOB, BOSHUKAIOLIUX MPU
SKCIUTyaTallid CaMoJIeTa, MCCIIEeI0BaIach MOBEPXHOCTh CTPEIOBHIHOIO Kpbuia ¢ mpodmiem GLC-305. B
craTbe 00CYXKIAIOTCS BO3MOXXHOCTH 3()(EKTHBHOTO ajropuT™a pacrlapaiIeluBaHUs C HCIOJb30BaHHEM
MOJENH XHUIKOH IUICHKH, TUHAMHUYECKOW CETKH M TeOMETPHUYEecKoro merona Ouccektpuc. PaspaboTanHas
6ubmoreka ICELIB sT0 coBokymHOCTh Tpex pemareneii. [lepBoiii pemaress iceFoaml npeanasHaden mis
NpeIBAPUTENHHON OLICHKH 30H OOJEJICHEHUs TOBEPXHOCTH (ro3eisbka M KpbUla JISTATENBHOTO ammapara.
V3meHeHneM reomeTpudeckoil (Gopmbl HccienyeMoro Teiaa IpeHeOperaeM, TONIIMHA 00pa3oBaHHS JIbJA
npeHeOpexxnmo Mana. JlaHHas BepcHUs penraTess He MMeeT OTPaHUYeHUI Ha KOJMMYECTBE BBIYHMCIUTENBHBIX
sqep Mpy pacnapaiuienyBanud. Bropas Bepcus pemarens iceDyMFoam?2 npenrasHadeHa U1 MOAEIAPOBAHUS
obpa3oBanusi IBYX THIOB Haneau riaaakoit (“Glaze ice”), tak u peixioii (“Rime ice”) mms xoTopoii 3agactyio
(opma Jbia TPUHUMAET CIIOXKHBIA U TIPUYYINBBIA BHJ. YUUTHIBACTCS BIMSHHE H3MEeHEeHHs (HOPMBI Tea Ha
nporecc obneneHeHus. OrpaHUYeHHs CBA3aHBI C 0COOEHHOCTSAMH IIOCTPOSHHEM CETKH BONM3U OTPAHUIHOTO
ciosi obtekaemoro Tema. JInsl ABWOXKEHMSI NepelHEd M 3aJHell TI'paHUIl IUICHKH HCIOJB3YIOTCS pa3HbIe
ITOPUTMBI, KOTOPBIE ONTUMU3UPOBAHBI JUIsl CBOMX ClydaeB. [IpHpOCT HMPOW3BOANTENEHOCTH OTPaHHYEH U
Jocturaercst npu GUKCHpOBaHHOM uucie sinep. Tperbs Bepcust pemarens iceDyMFoam3 Takxke mo3Bossier
YUUTHIBATh BJIUSAHUE U3MCEHCHHUS INMOBEPXHOCTU TBEPIAOIO TEIa IPU 06pa3OBaHI/lI/I HaJI€Au Ha caM npouecc
obnenenenust. J{ns ciydast o6pa3oBaHus HAJIEAH IIAAKOTO TUIIA MOCICIHSS BEPCUs PEIaTesIs oKa yCTynaeT
10 CBOMM BO3MOXXHOCTSM BTOPOH IpH CIOXHBIX (opMax MOBEPXHOCTH Jibda. B TpeThell BepcHM IOKa
HCTIONB3YETCs HECKOJBbKO YIPOIICHHBI M Gojiee eAMHOOOpa3HBIH MOAXOA Ul pacuera IBHKEHHs 00enx
rpaHHI] IUICHKH Haneau. [IpoBeieHa OlLieHKa pe3y IbTaToB pacdeTa ¢ JaHHBIMU dKkcnepumenta M. Papadakis
UL pa3iMYHBIX IMpoduieil u cTpenoBuAHOro Kpbuia i ciydas “Rime ice”. IlomydeHo xoporuiee
COTJIACOBAaHHE C PE3yJIbTATAMH SKCIIEPHMEHTA.

KioueBble ¢10Ba: ra30KarellbHbIH; MOTOK; KPbUIO; pacyueT; peliaTelb; CeTka; 00JeIeHeHHE; )KUIKasl TUICHKA,
HapaJulesIbHble BBIUUCICHUS; KOOPAMHATHI, y3el, TOJIIMHA JbJa; 00JacTh; NEKOMIIO3UIMSA; OCPEIHEHHE;
pacripeqieTIeHUe 10 sSApaMm.

Joas muruposanus: Komenes K.b., Ocunos A.B., Ctpmxak C.B. Ocobennoctu peanmusanun 3¢ deKTHBHOTO
ANrOpUTMa TMApaUICNIbHBIX BBIYUCICHHH Ui MOJETUPOBAaHMS OOJEACHEHUS CTPEJOBHIHOIO KpbUla C

249


mailto:koshelevkb@mail.ru
mailto:a.osipov@ispras.ru

Koshelev K.B., Osipov A.V. Strijhak S.V. Features of implementation an efficient parallel computation algorithm for modeling the ice
accretion of a swept wing with a GLC-305 airfoil. Trudy ISP RAN/Proc. ISP RAS, vol. 33, issue 5, 2021, pp. 249-258

npoduiem GLC-305. Tpyast UCIT PAH, tom 33, Beim. 5,2021 r., ctp. 249-258. DOI: 10.15514/ISPRAS-2021-
33(5)-15

Baaromapoctn: McceroBanue BhIomHEHO pH puHAHCOBOH noanepskke PODU B pamkax HayqHOTO IIPOESKTa
Ne 19-29-13016.
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Abstract. The paper considers the possibility of the ICELIB library, developed at ISP RAS, for modeling ice
formation processes on the surface of aircraft. As a test example to compare the accuracy of modeling the
physical processes arising during the operation of the aircraft, the surface of a swept wing with a GLC-305
profile was studied. The possibilities of an efficient parallelization algorithm using a liquid film model, a
dynamic mesh, and the geometric method of bisectors are discussed. The developed ICELIB library is a
collection of three solvers. The first solver iceFoam1 is intended for preliminary estimation of the icing zones
of the fuselage surface and aircraft’s swept wing. The change in the geometric shape of the investigated body
is neglected, the thickness of ice formation is negligible. This version of the solver has no restrictions on the
number of cores when parallelizing. The second version of solver iceDyMFoam2 is designed to simulate the
formation of two types of ice, smooth (“Glaze ice”) and loose (“Rime ice"), for which the shape of ice often
takes on a complex and bizarre appearance. The effect of changing the shape of the body on the icing process
is taken into account. The limitations are related to the peculiarities of the construction of the mesh near the
boundary layer of the streamlined body. Different algorithms are used to move the front and back edges of the
film, which are optimized for their cases. The performance gain is limited and is achieved with a fixed number
of cores. The third version of solver iceDyMFoam3 also allows you to take into account the effect of changes
in the surface of a solid during the formation of ice on the icing process itself. For the case of smooth ice
formation, the latest version of the solver is still inferior in its capabilities to the second one with complex ice
surface shapes. In the third version, a somewhat simplified and more uniform approach is still used to calculate
the motion of both boundaries of the ice film. The estimation of the calculation results with the data of the
experiment from M. Papadakis for various airfoils and swept wing for the case of “Rime ice” is carried out.
Good agreement with the experimental results was obtained.

Keywords: gas-droplet flow; wing; simulation; solver; grid; ice accretion; liquid film; parallel simulation;
coordinates; grid; thickness of ice; domain; decomposition; averaging; distribution on cores
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1. BeedeHue

Bormpockl n3ydeHust mporeccoB 00JICICHEHHSI SIBISIFOTCS aKTyalbHBIMU B CBSI3U C UCTIOJIB30BaHUEM
aBHAIIMOHHOW TEXHHUKH, Pa3INIHOTO 000PYI0BAHUS, BETPOIIEKTPUIESCKUX YCTAHOBOK B CEBEPHBIX
IIMPOTaX U B CIIOKHBIX KIMMAaTHIECKUX YCIOBUSIX Ha Tepputopun PD. Ha moBepXHOCTH 3JIEMEHTOB
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camoJreTa, BepTojera, kabemnei TMHNM dJIeKTpoIiepead, JOMacTe BETPOIIEKTPUIECKOH YCTAHOBKH
(BDY) Moryr 00pa3oBBIBATHCS pa3indHbie (QOPMBI JIbJa, KOTOPHIE TPHUBOASAT K CHUKCHHIO
AIPOTMHAMUYIECKOTO KAa4eCTBa M K CHIKCHHUIO MOJBEMHON CHIIBI I 00TeKaeMOW MOBEPXHOCTH.
st 60pBOBI CO JIBIOM HCIONB3YIOT Pa3IHyYHBIC MPOTUBOOJICICHUTEIFHBIC CHCTEMBI, HO HX HE
BCErJla yCTAHABIUBAIOT, HAPUMEP, Ha KpbLUIe camojera u Jionactd BOY. [TosTtoMy BaxkKHO UMETh
JKCIICPUMCHTAIBHBIC YCTAHOBKH, TEXHOJOTMHM OOPa0OTKM NaHHBIX JICTHOTO AKCICPUMCHTA H
pacueTHbIie 3()(HEKTHBHBIC KOJBI ISl U3YUCHUS MPOIECCOB 00pa30BaHKUS JIbJa HA TOBEPXHOCTH TIPU
U3MCHCHUHU (PU3UUCCKUX MapaMeTPOB (CKOPOCTh, TEMIIEPATypa, BOAHOCTh, TUAMETP Kareib, BpeMs
B TIOTOKE KaIleJb) B IIMPOKOM JHAaNa30He H3MEHEHUH UCCIIEAYSMbIX BEINIHH.

2. Mamemamuyeckasi moodesb

B UCII PAH Obin pa3paboraH TemMaTH4eckuil pemarens iceFoam c ucnosnb3oBanuem OJitnep-
JlarpamxeBoil MoJenH Uil MOJEIUPOBaHMs mpouecca odneneHenus [1]. B manpHeiimem Obum
pa3paboTaHbl TpH HOBBIE BepcHH pemarens iceFoam Ha ocHoBe DifiiepoBoro moaxona i Ta30BoOH
¢a3sl u JlarpankeBoro moaxoAa Uil MOAEITHPOBAHMUS KaIleJIeK BOABI M MOJEIH TUICHKH BOJBI Ha
MOBEPXHOCTH MPOQHIIS ITOBEPX CJIOA JbJ1a. Bo BCcex Tpex BepcHsAX pemaresieil HCIonb3yeTcsl MOACb
IUIEHKHU BOJBI U CJIOS JIbJ[a, KOTOPas CBS3aHa C MOJEJIBIO 110 TeOpUH MenKoi Bofsl [1,2].

IlepBas Bepcus pemarens iceFoaml npenHasHaueHa Ui HAYaIbHOW OLEHKH MECT OOJIE/ICHEHHS
nponsBoiabHOTO 3D mpodmist. JlaHHBIN pemraTens MOTHOCTBIO HCIIONIB3YET BCE BO3MOXKHOCTH
TEXHOJIOTHHM TapayienbHOro mnporpaMmupoBanuss MPI  mns  mpoeneHus 3¢ (GEKTHBHBIX
BBIUHCIIEHUN cpeactBaMu oTKpbITOro nakera OpenFOAM v1912. I'naBHBIM OrpaHUYEHUEM 3TOTO
pemnrarens sBASETCS MPEIOJIOKEHNE, YTO TOJIIMHA CIIOS JIbAA JOCTATOYHO Majla U M3MEHEHHEM
MOBEPXHOCTH MPOGUIISA IIPU 00JIeICHEHUH MOXKHO ITpeHedpeub. [Ipodwis co abaoM u npoduis 6e3
JIb/1a MOJIATAOTCS COBMAJAIOIUMHU. J[11d TpoBeeHNs AeKOMIIO3UIIUN POCTPAHCTBEHHOI 001acTH
IUICHKA HCIONb3yercs paspabortanHas yrwiuta extrudeToFilmCellDist. JlanHas yTwiauta
MO3BOJISIET 00ECHEeYUTh OJHOOOpa3He [EeKOMIIO3WIIMK JIOMEHOB B Tra30BOW o0mactd u B
npuieraronei ieHke. JlaHHast Bepcus pemaTelis He UMeeT OrpaHudeHHit Ha KonuuecTse siaep. C
LENBIO OI[EHKW MACIITAOUPOBAHMSI PEIIATENS BBITOIHUIUCH pacyeT Ha 12, 24, 48 BEIUNCIUTENBHBIX
anpax. C NOMOIIBIO IAHHOTO PEIIaTeNst MOXKHO MPOBOAUTD OBICTPHIN pacyer.

Bropas Bepcust pemaresst iceDyMFoam?2 npenna3zHaueHa iss MOJICITHUPOBAHUS O0JICACHEHUS KaK
peIxieM TeA0M (Rime ice), Tak u rmagkum abpaoM (Glaze ice), ams koToporo 3agactyro GopMma Jbaa
NPUHAMAET CIOXHBIA M NPUYYyAJIUBEIA BuA. B 3T0ii Bepcum permarens I0CTaTOYHO 3()(PHEKTHBHO
MO3BOJISIET YYUTHIBATh BJIMSIHAE M3MEHEHHS! HMOBEPXHOCTH MPOQMIS NpH OOJENCHEHHH Ha caM
npouecc obneneHeHus. [laHHBIN pelraTens TpeOyeT HCIOJb30BAHHUS CTPYKTYPUPOBAHHOH CETKH
BOJIM3H MOBEPXHOCTHU MPO(UIIS ¥ HATMYHS TOJIBKO OHOTO MTPOCTPAHCTBEHHOTO IOMEHA IS TUNICHKN
U TPUMBIKAIONICH K HeW »iepoBoil ceTku. OMBIT BBIYHUCICHUH TOKasal, 4To 3TO TpeOoBaHHE
OTpaHUYMBAET MaKCUMAaJIbHOE KOJIMYECTBO siiep, He Oonee 12. [Ipu nanpHeimem ke yBeIHIeHUH
KOJIMYECTBA HUCTOJIBb3YEMBIX sifep (G (EeKTUBHOCTh MapaIeNbHBIX pacTeT cIabo WM Jaxke majgaet
npu 24 sapax. J{is ynporieHusl TeKOMIO3UIIMK MPOCTPAHCTBEHHON 00JIacTh Ta3a paszpaboTaHa
yrunuta addTwoLayersTo0. [laHHas yTunanTa MO3BOJISIET 3aJaTh PacUSTHBIM JOMEH Ha HYJIEBOM
npoleccope st INICHKH | TS ABYX MPUJIETaloIINX CJI0EB dHJIepOBOH CETKH Ta30BOii (ha3bl MOTOKA.
Tperbst Bepcust pematens iceDyMFoam3 Taxke TO3BOJISIET YYHTHIBATH BIIMSHUAE H3MEHEHHS
MOBEPXHOCTU TIpoduis Tpu 0OJIeACHEHNH Ha caM Tiporiecc obsieneHenns. Kak u nepsasi Bepcus,
3TOT pemaTesb HOTHOCTHIO MCTIONIB3YET BCE BO3MOKHOCTH TEXHOJIOTHH HapallIeIbHON OHOIHOTeKH
MPI s mpoBenenust 3¢ ¢GeKTUBHBIX HapaienbHBIX BeIUMciIeHUH. [lapamnensHas peanmmsanus
TpaHMIBl JBIDKEHUS JIbJia TOTpeOOoBaia HCIIOJIb30BAHMHM HU3KOYPOBHEBBIX (YHKIMH Ha S3bIKE
nporpammupoBanust C++ otkpeitoro makera OpenFOAM. B stom ciyyae Oyayt oOsi3aTenbHO
Y3161, KOTOpPBIE MTOTIAAyT Ha TPAHUILy HECKOJIBKUX JOMEHOB.
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B caydae wcmonb30BaHHMA TONXOJa C JAMHAMHYECKOW CETKOH TOTpeOOBalOCh COOUpATh
nHpopmanuio 00 y3max, KOTOpbIE XPAHITCS B HECKOJIbKUX JAOMEHAX HIIM HA Pa3HBIX PacUETHBIX
BBIYHMCINATENBHBIX SApax. I Takux y3/10B HOCIE TOKaIbHBIX BEIYMCICHUH BHYTPH OZHOTO IOMEHA
BBITIOJTHAJIACH OIEPaLys 110 ONIPEIeTICHUIO HOBOT'O MOJOKEHHS y37a. Jlanee nenmanock ocpenHeHue
IO BCEM JIOMEHaM, YYacTBYIOLIMX B pacdyerax AaHHOTo y3na. OcpeJHeHHbIe 3HAUCHHS TIOJI0KEHHE
Y3JI0B, KOTOPbIE 3aIIMCaHbl OBLIM OOJIBIIE YEM B OJHOM JIOMEHE, 00paTHO paclpeAesUINCh 110 BCEM
HEOOXOJMMBIX BBIYMCIHUTENBHBIM sifpaM. Takum o0pa3oMm, 00ecneYrBaIOCh COBIAJACHHS
JBIDKYIIMXCS Y37I0B HA Pa3HbIX JTOMEHAX.

Jist cimydast oOpa3oBaHMs HaJlely TIaJKOTO TUIa TpeTbs Bepcus pematens iceDyMFoam3 noka
yCTyHaeT [0 CBOMM BO3MOXXHOCTSIM BTOPOH BEPCUH PeLIaTes s IPH CIOXKHBIX (POPMaxX OBEPXHOCTH
JIbJ1a, TAK KaK BO BTOPOM BEPCHU ISl IBMIKCHUS NIEpeIHEH U 3a/THEH IPaHMII IUIEHKH UCTIONBb3YIOTCS
pa3HbIe aJlrOPUTMBI, KOTOPBIE ONTHMU3UPOBAHBI JUIsl CBOMX CiIydaeB. B TpeTbeil ke Bepcuu Imoka
HCTIONb3YETCS HECKONIBKO YIPOIIEHHBIN 1 0oJiee eAnHO00pa3HbIi TOAX0A I pacdyeTa IBIDKCHUS
obenx rpaHm. Jnsd TpoBeNeHMS IEKOMIIO3HMIMHM IPOCTPAHCTBEHHOH O00JAacTH IUICHKH
ucnoinb3yercs pazpadoranHas yrunura extrudeToFilmCellDist.

Bce Tpu Bepcun penratess iCEFOamM 1 NOMOTHUATENBHBIC YTHINTHL I pabOThI C PaCUeTHOH CEeTKOM
COCTaBJISIIOT OCHOBY TeMarnueckoi 6ubmmorexu ICELIB.

Jus Bepudukanmu pemareneldl HamMu Obula NPOBENEHA CEpHs PACUETOB HAa BBIYHCIUTEIBHBIX
knactepax UCII PAH, HUII “KypuatoBckuiit UactutyT” s paznmaaeix npodrmieit (NACA 0012,
GLC-305, General Aviation, Business Jet, Commercial Transport) u 3D cTpenoBHIHOTO KphLIa.
Pacuersl mpoBoAWINCE AT Pa3MMYHBIX 3HAYCHUH AMAMETPOB Kallellb, TEMIICPaTyphl, CKOPOCTH
Ha0eTaroIero M0ToKa, BOAHOCTH, BpEMEHH 00JIeIeHEHNsI B HaberarommeM oToke. beiio mpoBeneHo
CpaBHEHHE pacyeTa ¢ pe3yJabTaTaMH 3KCIEPUMEHTa 110 TOIIUHE U dopme abaa [3,4]. Ommbka He
npesslimana oonee 10%.

3. OcobeHHOCMU peasnu3ayuu napasuiesibHO20 ajieopumma

Cornacuo kornenuuu nmakera OpenFOAM, y31bI Ha TpaHUIAX PACYETHBHIX TOMEHOB TyOIUPYIOTCS
B K&XX/IOM M3 3THX JOMEHOB. B cirydae n3MeHeHHs: KOOpIMHAT 3TUX Y3JI0B HE00X0IMMO 00eCcIeunTh
HX COBIIQJICHHWE Ha Pa3HBIX BBIUMCIUTEIBHBIX SApax cepBepa. VMeeTcs 3Hau€HHE JOIYyCTHMOTO
paccoriacoBaHHs KOOPAWHAT TaKuX y37oB. O0braHO 3710 3HaueHue 0.0001 M.

Jlist pacyera M3MEHEHHs TPaHUIBI JIbJla I'€OMETPUUECKHMM METOJIOM OHCCEKTpHC HeoOXxoauma
nHpopManus 0 MOJOKEHHH BCeX IpaHel, KOTOPBIM MPHUHAIUISKHUT y3en. OHaKo, 0 yMOIYaHHIo,
Takass MHGOpPMALUs JOCTyIHA TOJBKO B paMKaxX TeKyliero JomMeHa. akTHYeCKH Ha TIpaHUIe
JIOMEHOB BMECTO ITPOIIeTyphl HHTEPIIOJISAIINH HCTIONIB3YeTCs poLeaypa 3xcTpanosaus. [Ipu atom,
KaK TMOKa3aHO Ha pHUC. |, IepeMelIeHne COBMAJAIOIMINX Y3JI0B M3 Pa3HBIX JTOMEHOB MPOUCXOJUT
HEOJHOOOPa3HO.

correctly

Wrong WIrOnNg

Puc. 1. Pacnpedenenue no domenam u Hanpagienue eKmopa pocma ivod
Fig. 1. Domain distribution and direction of the ice growth vector
IMosTOMy JUIsi yCTpaHeHHsi 3TOrO HejocTarka Oblla pa3paboTaHa M 3alporpaMMHpOBaHa
cleayromias mpoleaypa:
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1. TlpenBapuresbHbIi mar. BEISBISIOTCS HOMEPA BCEX Y3JIOB, KOTOPBIE NPHHAIEKAT OOJIEe YeM
OJTHOMY JIOMEHY. DTOT LIAr BHIOJIHSIETCS OMH Pa3 IEPE] PACUETOM, TaK KaK TOIOJIOTUS CETKH
HEe MEHSETCS.
2. Ha kaxaoM miare rmo BpEMEHH MPH pacueTe ABUKEHHS TPAHUIIBI JIbJA:
2.1. CraHaapTHO BBIMONHAETCS MPOIEIYPa pacyera IBHKEHHUS JIba METOJIOM OMCCEKTPHC.
2.2. JInst Kaxmoro ysia, NPUHAJICKAIIEro 0ojiee YeM OJHOMY JOMEHY, BBIMOJHSACTCS
OCpe/IHEHNE KOOPIMHAT M0 BCEM sIIApaM IPOIECCOPOB C HCIOIb30BAHMEM (YHKIIHH
“reduce”.
2.3. OcpenHeHHOE 3HAYEHHE KOOPIUHATHI MPHCBAUBAETCS COOTBETCTBYIOLIMM y3JIaM TaK)Ke
JUTSL K&KIIOTO SIIpa.

4. NlocmaHoeka 3adayu

Jns pacdyeTHOro mpHMepa paccMaTpuBallach CTpeJIoBHIHOE Kpbulo ¢ npodumem GLC-305 u3
pabotsl [5]. Ha pucynke 2 moka3zaHa reOMeTpHs CTPEIIOBHIHOTO Kpblia ¢ inHOH L=1.52 metpa u
MIUPUHOH KopHEBOH Xopabl c=0.64 MeTpa, Ha prCYHKe 3 mMoKa3aH NMpo(uiIb KpbUIa ¢ KOOPJHHATAMH
Toyek B Oe3pasMepHOM BHIe. PacueTHas oOsacTe mpencTaBisiia coOOW mHapauleNeHHIe] C
pa3Mepamu: 1uiHa 7 METpoB (OT -2 10 5 METPOB, KPbUIO HAYWHAETCA B TOUKe ¢ KoopauHaTtamu 0, 0,
0), BeicoTa 3 meTpa (ot -1.5 mo 1.5 meTpoB), mupuna 3 Metpa (ot 0 10 3 metpa). s Kpbliia Takxke
3aJlaHbl YTIIBI CTPEJIOBUIHOCTH U KPYTKH.

Ha Bcex BHEHmIHMX TpaHHIAX, KpOME BXOJHOTO CEUCHUS, 3a/1aBajlOCh I'PAHUYHOE YCIOBHE “ZEro
gradient”, HO TIOBEPXHOCTH Kpblia — ycioBue “no slip”. B ogHOoM mapcene momydamnocs 350000
KareJek, a Bcero mapceneil 6su1o 6ompmre MmwumoHa. Ceprdeckne 4acTHIp! BBOAMINCH 3a 0.5
MeTpa OT IepeaHeil KOPHEBOM KPOMKHU Kpblla B ceueHHH mo Beptukanu oT -0.19 mo -0.01 metpa,
YTOOBI HAKPHITH KPHUIO TOJIHOCTHIO MO YIJIOM B 6 Tpajaycos, Io mupuHe 1.6 MeTpa.

PaHee no100HbBIE YHMCIIEHHBIE PACUEThl TPOBOAMINCH C UCIIOIb30BAaHUEM Pa3IMIHbIX COOCTBEHHBIX
KOJIOB JIJIsl aHAJIOTHYHOTO CTPEJIOBHIHOTO Kpblia B paboTax [6-8].

Puc. 2. 3D modenv cmpenosuonozo kpviia
Fig. 2. 3D swept wing model

W 1

Puc.3 Mooenv npoguns GLC-305
Fig.3.Profile model GLC-305
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PacuerHast HeCTpyKTypUpOBaHHAs alalTHBHAs CeTKa OblIa MOATOTOBJIEHA C IIOMOILIBIO YTHIINTEI
snappyHexMesh B cocraBe OpenFOAM v19.12 u conepxana 1 355 049 y3noB. CeTka BkJIro4Yana B
ce0st 1Be obJylacTH: HepBast A NPUCTEHOYHOI 10J00IaCTH IUIEHKH € BHICOTOH B OIHY PacUETHYIO
s4eliky, BTOpas JUIs BHEIIHEH o0O0JacTH Ui MOJEJIMPOBAHUS Ta30KalelbHOrO IOTOKa.
XapakTepHbIi pa3Mep S4elKd OKOJIO Kpbuia OblI nopsinaka 4 mM. Ha puc. 4 nzobpaxeHa cetka ¢ 4

YPOBHSIMH aIalTAIHH.
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Puc. 4. Cemxka ¢ 4 yposuamu adanmayuu
Fig. 4. Mesh with 4 levels of adaptation

5. Peaynbmamsl pacyema

Pacuers! npoBoamiuch i cinydast “Rime ice” st 3Hauenus ckopoctu V=90 m/c, yriia ataku B 6
rpaaycoB, Temreparypa Bosayxa Tair = 261.87 K, LWC=0.51 r/m%, auamerp wactun d=14.5
MHKpPOH, BpeMs o6sefeHenns tau=5 munyT. PacueTHblil mar 3ajgapaics paBHbIM 6-107° cexyH.
OpuH BapuaHT cuuTajcs Ha BbruuciauresnsHoM Kinactepe HPC4 HUILL “Kypuarosckuit MucTHTYT”
33 yaca Ha 24 BBIYUCIIUTENBHBIX AIpaAX.

a) b)
Puc. 5. ITlone CKopocmu U mpaekmopuu 4acmuy 60Kpye cmpeﬂosudnozo Kpbvlia
Fig. 5. Velocity field and particle trajectories around a swept wing

b)
Puc. 6. ©opma nvoa na kpuiie 8 pasnvix ceuenusx A
Fig. 6. The shape of the ice on the wing in different sections A
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a) b)

Puc. 7. Dopma nvoa na kpoulie 6 pasnuvix cevenusix B
Fig. 7. The shape of the ice on the wing in different sections B

a) b)

Puc. 8. Dopma nvoa Ha kpviie 6 paznvlx ceuenusx C
Fig. 8. The shape of the ice on the wing in different sections C

Puc. 9. ©opma nvoa na HudicHell nogepxHocmu Kpblie
Fig. 9. Ice shape on the underside of the wing

Ha puc. 5 nmoka3zaHa BepTHKaJIbHasi CKOPOCTh Kalellb BOJBI C BHJOM CBEpXy U CHH3Y. CKOPOCTb
OTHOCHTEJIHO XOPJIbl KPblJIa, KOTOpasi caMa HAaKJIOHEHA MOJ yTIJIOM aTakd 6 rpalycoB.

Ha puc. 6a, 7a, 8a nepenHsisi KpOMKa Kpblia JI0 U 10cje 00Jie/ICHEHUsI TPUMEPHO B TeX K€ MecTax,
gro u B [5]. Ha puc. 6b, 7b, 8b Beck mpoduis mo 1 mocie obeneHeHns B TeX e MecTtax. BuiHo,
YTO K Kpalo Kpbljla 00JIe/IeCHEHNE CHU3Y YBEIMUMBACTCS.

Ha puc. 9 npencrasiena ¢opma MOBEPXHOCTH Jibjla CHH3Y Ha Kpbuie. Buano 3D monoxenue
MOBEPXHOCTH JIba. OTOT PHUCYHOK IEMOHCTPHPYET CIIOCOOHOCTH peIIaTeNs MOJSIHPOBAHUA
CYIIECTBEHHO TPEXMEPHBIX IPOLIECCOB 00JIEACHEHNSL.

B pabore [5] mpuBenens! ocpenHeHHBIE TOJBKO 2D rpaduku moBepXHOCTH JbAa. [Ipr 3TOM MOKHO
OTMETHTH, YTO PE3YNIbTaThl JAHHOW pabOThI OJU3KH 10 MaKCHUMAaJIbHOI TONIIMHE JIbAA (IPUMEPHO
3 MM) K JIJaHHBIM KCIEPUMEHTA, 0 (GOPME JIbJIa PE3YJIbTAThI TAKXKE KAUECTBEHHO COBINA/IAIOT.
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6. 3aknroyeHue

B nmaHHO# paboTe mpeacTaBlIeHO ONMHCAHWE TpeX BepcHid pemmarens iceFoam ¢ mommep:kkoi
IapaJuIeNbHBIX BEIYHCICHUN. Pemena 3agaya ¢ MoAeInpoBaHuEeM 00JIE AECHEHHS AJIs CTPEIOBHIHOTO
kprita ¢ mpoduem GLC-305. [ pacueroB ncnonb3oBaiach Bepeus pemarens iceDyMFoam3.
[IpoBeneHo cpaBHEHHWE C pe3yiabTaTaMH OJKcnepuMmeHta paboTel [5]. IlomyueHo xopormee
COBITQJICHKE TI0 TOJIIMHE U OopMe JIbJa.

Heobxonnma nanpHeimass paboTa MO YIydIIEHHIO PAcHapaUICINBAHUS NTOPUTMA pEIIaTess
iceDyMFoam3 mist pacueToB Ha MHOTOY3JIOBOM BBIYHCIATENFHOM KIACTEPE C HCIOJIB30BAHUEM
texHonoruu MPI [9,10].
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AnHotammsi. Pabora mocBsmeHa YHCICHHOMY HCCIIEOBAaHHIO MHKPOKIMMATa JKHJIOTO IOMEIICHUs,
000pYJOBAaHHOTO CHCTEMON YIpaBICHHS MHKPOKINMATOM, O0O3HAaYaeMOH TEpMUHOM «YMHBIH JIOMY.
YncneHHOe MOJEIMPOBaHHE MUKPOKINMATa ITOMEIICHUH SBISETCS aKTyalbHOH 3amadedd, ITOCKOJIBKY
3¢ eKTHBHOE POEKTHPOBAHHE CHUCTEM «YMHBIH IOM» IpeAIoNaraeT HeoOXOIMMOCTh MPOTHO3HPOBAHUS
TEIIO(GU3NIECKUX MAPaMETPOB IOMEHICHHS C IeNbl0 OOecreueHus] BO3MOXKHOCTH CBOEBPEMEHHOTO
HM3MEHEHUs] 3THX MapaMeTpoB. MaTemaTHueckoe MOJAENHPOBaHHE OBUIO MPOU3BEICHO Ha 0a3e ypaBHEHHS
COXpaHEHHs Macchl (ypaBHEHHE HEPA3PHIBHOCTH), YPABHEHHUS] COXPAHEHUS KOJIMIECTBA JIBHKEHHUS (ypaBHEHHE
HaBpe-CTokca) W ypaBHEHHS SHEprHd. 3aMbIKaHWE CHCTEMbl YpPaBHEHHH OCYIIECTBICHO Ha OCHOBE
ucnosb3oBanust K- SSt Momenu TypOyneHTHOCTH. YHClIeHHOE pelieHne ObLIO MONYYEeHO METOI0M KOHEUHBIX
00BEMOB ¢ MOMOIIBIO TIporpaMmHOro koga Code_Saturne, oTHOCSIIErocst K CBOOOJHOMY MPOrPaMMHOMY
o6ecrieuenuto (CITO). ITocTpoeHHe CETKH BBIMOJIHEHO B IIPOrPaMMHOM KoMIUIekce Salome, Takxke uMeroneM
cBOOOIHYIO JHIIeH3HI0. B paboTe mpoBeneHa npoBepka aJeKBaTHOCTH IOJIy4aeMOI0 YHCIEHHOTO PElIeHHS.
Jnis pa3pemieHus 1mosisi CKOpOCTH MPUMEHeHa cxema BToporo mopsiaka (SOLU), nist mons naBneHns — cxema
(Multigrid), mms kuHeTHdeckodl SHepruum TypOYICHTHOCTH, €€ TUCCHIANUH W sl Ol TEMIeparyp
HCTIONb30BaHBI aBTOMaTHIECKHE HACTPOHKHM, MAKCHMATbHOE KOJINIECTBO UTEPAIHii 110 KaXKIOMY IUKITY 33JaHO
paBueiM 10000, TounocTs pematens (Solver Precision) mpunsara 1078, [lns monydenus cBA3aHHOTO pelleHHUs
ypaBHEHHUI OalaHca HMMIyJbCca M HEpa3pbIBHOCTH wHcmonb3oBan anroput™ SIMPLEC. Bepudukarms
MaTeMaTH4eCKOil MOJIENH MoKa3alia, YTO OTHOCHTENILHOE OTKJIOHEHHE TEMIIepaTyp OT 3HAYCHUH, OTy4eHHBIX
JIPYTHMH aBTOpamH, coctaBwio He Oosee 0,8-1,2%. Takum 0Opa3oM, MPEACTABICHHYI0 MAaTEMAaTHUCCKYIO
MOZIENIb MOKHO TPH3HATh ajieKkBaTHOW. Ha 0a3e BBINOJIHEHHOrO MaTeMaTHYeCKOr0 MOJENMPOBaHUS ObLia
MOJNy4eHa OIleHKAa TeIUIOQU3NUeCKNX MapaMeTpoB MHUKPOKIMMAara B JKHJIOM ITOMENICHUH, KOTOpOe
000pyJOBAaHO CHCTEMOH YHpaBIICHUS «yMHBIH A0M». MareMaTHdeckoe MOAENMPOBAHME IIONSI TEMIEPaTyp
JKUJIOTO TIOMEIIEHUS ITOKA3ajlo, YTO MPH HCIIOIBb30BAHUM CHUCTEM YIPABICHUS MHKPOKINMATa 3HAYCHHS
TEeMIepaTyp B IOMENIEHHUAX, HUMEIOIINX pa3IMdyHOe Ha3HAYeHWEe, HE BBIXOAAT 3a paMKH TpeOOBaHUH
koM(popTHOCTH. MareMaTHdeckoe MOJENMPOBAaHNE CKOPOCTEH ABIDKCHUS BO3MyXa B PA3IMYHBIX JKIIIBIX
MOMEIICHUSX HE HapyHIaloT TpeOOBaHMH KOM(OPTHOCTH ISl TaKUX THIOB IOMEIICHHWH W NPHUHUMAIOT
sgauenus ot 0,12 1o 0,15 M/c.
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Abstract. The work is devoted to the numerical study of indoor microclimate. Accurately predicting the
distributed microclimate inside the residential space equipped with a microclimate control system called the
«smart house» allows to save thermal energy significantly. Mathematical modeling was carried out by means
of the Navier-Stokes equation, the energy equation, the continuity equation. The system of equations used was
closed using the k-w-sst turbulence model. The resulting numerical solution was performed in the Code_Saturn,
which has a free license. The Salome free software package was used to build a grid. In this context, a second—
order scheme (SOLU) was used to resolve the velocity field, a MULTIGRID scheme was used for the pressure
field, automatic settings were used for the kinetic energy of turbulence and her dissipation and for the
temperature field, the maximum number of iterations for each cycle was equal to 10000, the Solver Precision
accuracy was 108, The SIMPLEC algorithm is used to obtain a connected solution of the momentum balance
and continuity equations. The paper provides an example of numerical solution verification, which is showed
the relative temperature deviation from the values obtained by other authors was no more than 0.8-1.2%.
Numerical simulation of the air velocity field in the residential space showed values from 0.12 to 0.15 m/s.
Based on the results of the obtained solution, an analysis of the saving of thermal energy was carried out when
regulating the supply of heat.

Keywords: free software; mathematical modeling; indoor microclimate; smart home; model verification;
energy saving
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1. BeedeHue

Maremarnueckoe MO/JIETTMPOBAHNE IIMPOKO UCTIOJIB3YeTCS npu HCCIIEJOBaHUU
TEIUIOMAacCOOOMEHHBIX MIPOIIECCOB B SHEPreTHKE U TexHuke [1,2].

[Tpu co3maHuy NpoeKTa Ha CTaJuM MPOSKTHPOBAHMS WIIM PEKOHCTPYKIUH CHCTEM OOECIIeYeHUs
MHUKPOKIIMMAaTa [2] YMCIEHHOE MOJCIMPOBAHHE SIBISETCS CIIOCOOOM CHIDKCHHMS 3aTpaT BPEMEHH U
MaTepHallbHBIX CpeAcTB. YHCIeHHOE pelleHHe MOAOOHBIX 3a/ad MOKET NMPOBOAMTHCA Ha 0Oase
cBoboaHOr0 mporpamMmmuoro obecnedenus (CI1O), nanpumep, OpenFoam unu Code_Saturne. [3,4].
OTH HporpaMMHBIE KOJBI MOTYT OBITh ¢ rpaduyeckuM uHTEepdeiicom mim 6e3 Hero. OCHOBHOE
noctonHCTBO CIIO C OTKPBITBIM KOAOM COCTOMT B TOM, YTO IOJIb30BAaTENb CaMOCTOSTEIIHHO
noAOUpaeT METOJ YHCIEHHOTO HCCIIEAOBaHUS B COOTBETCTBUM CO CBOMMH TPEOOBaHMSMH H
BO3MOXKHOCTSIMH.

[Tpn MpoeKTHPOBaHNY M AKCIUTyaTalluM CHCTEM 00ecIieueHNs] MUKPOKJINMATa C CUCTEMOM «yMHBIH
JIOM» BCTAEeT 3ajJja4a CHI)KEHHS 3aTpaT TeIJIOBON SHEPTHH TIPH YCIIOBHU COXPAHEHHS HEOOXOJUMBIX
TpeboBaHuii KoM(popTHOCTH B momenieHuu [2,5,6]. IloBeimenne 3¢()eKTHBHOCTH TaKUX CHCTEM
MOXET OBITh JIOCTHIHYTO KOPPEKTUPOBKOH OKCILTyaTallMOHHBIX IapaMeTpoB Ha OCHOBE
PE3yIBTATOB MATEMATHYECKOTO MOJICIMPOBAHUS TIAPAMETPOB MUKPOKIMMAaTa momenteHus [2, 6-8],
000pyI0BAHHOTO CUCTEMOM PEeryIUpOBaHUs MUKpOKIUMaTa [6-9].

Hcnonp30BaHWE YHCICHHOTO MOJEIUPOBAHKSA II03BOJHMT IOBBICHTH 3(QPEKTUBHOCTE DPAOOTHI
CHCTEMBI PETYIHPOBaHMS MHUKPOKIMMATa 3a CUYET MOJCIHPOBAHHUA pPA3JIMUHBIX PEKIMOB
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yIpaBlieHus. (PEKUM BBIXOIHOTO IHS, PEKHM CYTOYHOI'O DETYIMPOBAHMS, HOYHBIE PEKHUMBI H

nodacagHoe peryiupoBanue u T.1.) [6-9].

Jnst mpoBemeHMs YHCICHHOTO WCCIICNOBAaHMS AaBTOPaMH ObUT BBIOpAaH NPOTPAMMHBIH KOX

Code_Saturne [2]. Maremarnueckuit anmapar Code_Saturne To3BOJNET MOJAECTHPOBATH

THAPOAMHAMUKY M TEIUIOOOMEH DHEPreTHYeCKUX YCTaHOBOK [2], MCCIENOBATh BBIHYKICHHYIO H

€CTeCTBeHHYI0 KOHBeKImio [10], TerumooTaady B KaHajlaX € HETIYOOKHMH IOIAKOBOOOPa3HBIMH

nynkamu [11].

C yueroM 0CoOEHHOCTEH MAaTEMaTHYECKOr0 MOACIUPOBAHUS MHUKPOKIMMATA KHIBIX OMEIICHUH

UCCIIeJIOBaHNE ITPOBOAMUTCS B CIEIYIOIIEM MOPSIIIKE:

1) ¢opmynupoBka MaTeMaTHYECKON MOJIENH;

2) Bepudukanus chopMyIUPOBaHHONH MAaTEeMaTHIECCKOI MoIeny;

3) MaTemaTHyeckoe MOJCIMPOBAaHHE MHKPOKIMMATa MOMEIICHHUS, OCHAIICHHOTO CHCTEMaMHt
YIIPaBJICHUS TEIUIONOTPEOICHUEM;

4) 0000IIeHHBIN aHAIN3 MOTYYCHHBIX PE3yIbTaTOB;

5) paspaboTka peIICHHI O MOBBIIICHHIO 3(P(HEKTUBHOCTH pPabOTBI CHUCTEM YIPABICHUS
MHKPOKJIMIMATOM (YMHBIH I0OM) Ha OCHOBE Pe3yJbTaTOB MaTEMaTHYECKOI'O MOJICTIU POBAHHSL.

2. @opmynupoeka 3adavyu

B paboTe mpoBoAMIOCH YHUCICHHOE UCCIICAOBAHIE MUKPOKIMMATA KUJIOTO MOMelIeHus. B
xadecTBe paboueil cpeibl NPUHAT BO3AYX C HayanbHOM Temnepatypoii To = 20°C, HauansHEIM
naBieHueM po = 101325 Ila.

2.1 Marematnyeckas mogenb

MaremaTuyeckoe MOJCTHUPOBAHUE CHCTEM O0ECHeueHUs MMKpPOKIMMaTa M HX 3JEMEHTOB
nposoamitock B Code_Saturne mocpencrsom RANS mozaxona.

MatemMaTHueckasi MOJIENIb COCTOHUT U3 yPaBHEHUS COXPaHEHHSI MacChl (ypaBHEHHE HEPA3phIBHOCTH),
ypaBHEHHS cOXpaHeHHs KoimuecTBa JIBIkeHus (HaBpe-CTokca), ypaBHEHUS SHEPTUH. Y paBHEHUS
UCIIONIB3YIOTCS B 3aIUCH U3 MOoHOTpaduu [12]:

du _ P ol (Lou 2. =] o au )| o au o).
p—=0y——+—| Y 2——=diW ||+—| 4| —+— ||+ —| 4 —+—
dt ox  OX| ox 3 6y oy oOx oz o0z ox
pyz gy_£+i 7 6_U+ﬂ +— 0 zﬂ_gd“/v 6 ﬂ+% ; (1)
dt oy x| "oy x| oy M oy ik oy
d—W—g —E+3_ 6_u+@ +i (’N w 8 2%——dIVV
ot % o _” o o)| o|“\a . oy 72|\

T7ie p — 3HAYCHHE IUIOTHOCTH; U, U, W — MIPOEKIINH BEKTOPa CKOPOCTH IMTOTOKA COOTBETCTBEHHO Ha
ocu X, Y, Z; t — BpeMsi; Ox, Oy, §; — IPOEKLMU BEKTOPA BHELIHEW MacCOBOM CHJIbI HA KOOPAUHATHbBIE
ocu; P — naBienwue; u— 3HaueHHe KOAPPUITMEHTA TUHAMHUYECKON BI3KOCTH.

ITockodapKy B paccMaTpuBaeMoil 3ajgade OTCYTCTBYIOT HCTOYHHKH MAacChl, YypaBHEHHE
HEPa3pbIBHOCTH 3aMUIIETCS B BUJE!

d—€+div(p\7):0, @)
YPaBHCHUEC DHEPTHUU:
p% = —div(ci)+ q - Pdiv(\_/’ )+ S, ©))

TOTJIa TUCCUITATUBHYIO QYHKIHMIO S MOXKET OBITH OIMcaHa BeIpaxkeHueM [2,12]:

261



Tsynaeva A.A., Tsynaeva E.A. Numerical simulation of indoor microclimate using free software. Trudy ISP RAN/Proc. ISP RAS, vol. 33,
issue 5, 2021, pp. 259-270

. (aujz [avjz (awjz [av aujz [aw asz [6u awjz
=2 | — | +|— | +| — +| —+— | +|—+— | +| —+—| =
ox oy oz ox oy oy oz oz  oX

2 (4)

2(ou ov ow
—=|=+=+=|

3\ox oy oz

v !

IJic e — BHYTPEHHss HEprus; ¢’ — BEKTOP MOTOKA TEIUIOTHI, paBHbiil ¢ = —AVT [2,12]; q"" =0
— TemyIoBask MOINHOCTh BHYTPEHHHMX MCTOYHHKOB TeIUIOTHI; A — 3HaueHume kod(ddurmenrta
TeronpoBoAHOCTH; T — TeMIieparypa.
ITockonbKy B paccMaTpuBaeMoi 3a1aue pabOYNM TEIOM BBICTYIIAET BO3YX, TO ypaBHEHNE
COCTOSIHUS BeIpaXkaeTcs ypaBHeHueM MenneneeBa-Knaiinepona [12]:
P_R
Z_Fm g (5)

p Mg
31€Ch R, — yHUBepcalbHas Ta30Bas OCTOSHHAS; My — MOJIEKYIIAPHAs Macca.

Jnst 3amblkaHus cucTeMbl AuddepeHIuansHbIX ypaBHEHUH NpuMeHsulack K- SSt monens
typoynentHoctu [13]. Tlpumenenue K- SSt mMomens TypOYJIEHTHOCTH MPOBOIMIOCH C YYETOM
OIBITa MHOYKECTBA HCCIenoBanuit [8-12].

VYpaBHEHUS] WHTETPUPOBAINCH 10 KAKIOMY KOHTPOJIBHOMY 00BbeMy Qi ceTkH [2], a duciieHHOe
peleHre ObUIO MOIYYeHO METOI0M KOHEUHBIX 00BEMOB.

UYucieHHOe pelleHne ObUTO MONy4eHO B HporpaMMHOM Komiuiekce Code_Saturne, mmeromem
MHTYUTUBHO IOHATHBIA rpaduueckuii maTepdeiic. I'pannunsle ycnosus B Code_Saturne moryt
OBITh 3a1aHBI Kak yciaoBus Jupuxie unn Hefimana. UnciieHHOE peneHue Moay4eHo HTEPAHOHHBIM
MeTozoM. [111s pa3penieHuns Mok CKOPOCTH MPUMEHEHa cxeMa BToporo mopsiaka (SOLU), ams mons
nmanenust — cxema (Multigrid), Tak ke, xak B paborax [10,11], i KHMHETHYECKOW IHEPTUH
TypOyJEHTHOCTH, €€ IUCCHUMAMKU M JUIs TI0JIsl TEMIIEpaTyp HCIIOJIb30BaHbl aBTOMATHYECKUE
HACTPONKH, MaKCUMaJbHOE KOJIMYECTBO HMTEpAIMHA MO KaXXAOMYy IMKIY 3amaHo paBHbiM 10000,
TouHocTh pemarens (Solver Precision) npunsta 1078, Jlna nosydeHus CBSA3aHHOTO pEUIEHHS
ypaBHEHHIA OalaHca UMITYJIbCa U HEpa3phIBHOCTH UCIOIb30BaH anroputM SIMPLEC [10,11].

2.2 Bepudukauma matemaTu4eckon moaenu

Jns  BepubuKanuu MaTeMaTHYSCKOW MOJAEIM  MPOBOJHIOCH CPAaBHCHHE  PE3YJIbTAaTOB
MaTeMaTH4eCKOTO MOJIEIUPOBAHMSI C PE3yJIbTaTaMu, MOJYYeHHBIMH APYTUMHU aBTopamu [6,14] no
mapamMeTpaM MHKPOKITIMATa TECTOBOTO IIOMEIICHHSI.

Puc. 1. 'eomempusi mecmogozo nomeujeHusi NPUHAMO20 015 6ePUPUKAYUL MAMEMAMUYECKOU MOOenU
Fig. 1. Geometry of the room for verification of the mathematical model

duznueckast MOCTAHOBKA 33/1a41 BepHpUKaIMH:
— MOMEIIEHUE UMEET pa3Mepbl 6 MX 6 MX 3,5 M;

— B TIOMEIIEHUH YCTAHOBJICHBI IPUTOYHAS W BBITSDKHAS PEIIETKA, IS OCYIIECTBICHHS
LMUPKYJISLUU BO3yXa;
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— B [IOMEILEHUH B OMPEJICICHHBIX TOUKAX pa3MeIleHbl 4 ueaoBeKa;

— o01as cymMma sIBHBIX TEIUIOBBIICICHHI OT Jitojieit cocraniser 300 Br.

Ilo wumerommMcs mapamerpam [6,14] ObUIa MOCTPOCHA TEOMETPHSI TECTOBOTO IMOMEIICHUS,
npeAcTaBiIeHHas Ha puc. 1.

[Ipu momoInM OporpaMMHOTO KoMIutekca Salome, MCXOost W3 TeOMETpUH MOMEIIeHHs, Oblia
CO3/1aHa HECTPYKTYPHUPOBAaHHAS pacdeTHAs CETKa.

s moctpoeHust pacueTHo# cetku B Salome wucronb3oBanucs uHctpymeHtsl Tetrahedron (3D),
Netgen 3D Parameters (nmuanaszon pasmepos 0+0.2 m), Netgen 1D-2D, Netgen 2D Parameters
(nmmamnazon pazmepos 0+0.2 m). [TomydeHHast pacueTHas ceTka NpeiCTaBiIeHa Ha puc. 2.

Puc. 2. Pacuemnas cemxa 0151 mecmogoz2o nomewieHus
Fig. 2. Calculation grid of the room

[To pe3ynbpTaTaM IPOBEACHHOTO aHAIM3a CETKU IIOCTPOCHHASI PACUETHAS CETKa HE UMEET 1e()eKTOB
10 OPTOTOHAIBLHOCTHU S[UEEK, MO CMEIIECHHWIO IEHTPA, 10 T'PaJUCHTY HaMMEHBIINX OOBEMOB, IO
COOTHOILICHHIO U T.[.

B xauecTBe Ha4YanmbHBIX YCIOBHH MOJEIMPOBAHMS MPUHSATHI CIEAYIOIINE TEIUIohU3MIECKHe
CBOWCTBa paboueii cpebl (BO3MyXa B MOMENIEHHH): TNIOTHOCTh, 0 = 1,2041 kr/m®; MonekynspHas
BA3KOCTH, 1t = 18.1-10°° TTa-¢; u306apHas TemioeMKkoctTs, ¢, = 1005 x/(kr-K); TemionpoBojHOCTb,
A=0.0259 B1/(m-K).

Ha puc. 3 mokasaHo 1moje TemIieparyp IOMELICHHUs, HCIIOIb30BAaHHOE ISl BepH(UKAINU

Pe3yIbTaTOB MAaTEMaTHYECKOTO MOJICIUPOBAHMUS, MPEICTABICHHOE B JOCTYITHBIX MCTOYHHKAX [6,
14].

lemperanse
> 5 s 2 25

Puc. 3. Ilone memnepamyp ons mecmogozo nomewenus uz [6, 14]
Fig. 3. Temperature field of the test room from [6, 14]

Puc. 4 noka3sIBaeT mose TeMIEPaTyp IIOMEIIEHHUS B BEPTHKAILHOM IPOAOIBHOM CCUESHHH,
nnosrydyeHHoe apropamu npu nomouru CIIO.

263



Tsynaeva A.A., Tsynaeva E.A. Numerical simulation of indoor microclimate using free software. Trudy ISP RAN/Proc. ISP RAS, vol. 33,
issue 5, 2021, pp. 259-270

@]

T
25-

4 Ll N
s ROK
N @

N
N
BN

mfnhHmmhuuuf‘i‘v.
N
o

21

Puc. 4. [lone memnepamyp, nonyueHHoOe agmopamu, Oisi Mecnogo20 HOMeujeHUs 8 GePMUKATbHOM
npO()OJleOM ceyerHuu
Fig. 4. The temperature field of the room in the vertical longitudinal section produced by the authors

AHanu3upysi MojyueHHbIe JaHHbIe, MOXKHO CKa3aTb, YTO TeMIlepaTrypa BO3JyXa B XapaKTEPHBIX
TOYKaX BEPTUKAIHLHOTO MPOJI0JILHOTO CeUeHus cocTaBisieT Ha Bxoze 21 °C, a BOim3m yenoseka 24.8
°C.

Ilpn cpaBHeHMM [JaHHBIE MOJCIUPOBAaHHS C pe3yJbTaTaMH, IOJYYEHHBIMH JPYTUMH
uccienoBatessiMu [6,14], BuaHO, uTo UX pacxoxaeHue cocrapiseT 0,3°C win B OTHOCHUTEIHLHOM
BeIpaxkeHud 1,2 %.

Ha puc. 5 mokasano mnone TeMmmeparyp IIOMEIIEHHS B TOPH3OHTAIBLHOM cedeHHu. Jlroau
PAacIIONIOKEHBI B COOTBETCTBUH € ycioBusamu [6,14].
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Puc. 5. Ilone memnepamyp ()]lﬂ mecmoe0co nomewenus 6 COpU3OHMAIbHOM Ce4eHUuU, nojly4eHHoe asmopamu
Fig. 5. The temperature field of the room in horizontal section produced by the authors

Ecmu cpaBHUTH 3HA4YeHHUS TEMIIEpaTyp B XapaKTEPHBIX TOYKax (BONM3M Jrozei) ¢ JaHHBIMH,
MOJyYCHHBIMH JIPYTHMHU HCCIIENOBATEeNAMH [6, 14], MOXXHO yBHIETh, UTO TEMIIEpaTypa BO3AyXa B
9THX TOYKaxX y aBTOpPOB moiydmiack paBHoi 24.8 °C, a B mccnemoBanmu [6, 14] mpuHmMMana
3HaueHue 25 °C.

Takum 06pa3oM, pa3HOCTs MEXKAY 3HAYCHUAMHU TEMIIEPaTyp, MOIYICHHBIMH B pacueTe aBTOPOB U B
uccienoBanusx [6, 14] cocrasmnser 0,2 °C win B OTHOCUTENHOM BbIpaskeHuu 0,8%.

DTO TOBOPHUT O TOM, YTO NMPHHATASI MaTeMaTHYeCKas MOJENb aJeKBaTHA M METOJ| MCCIIEI0BAaHNUS,
peaNn30BaHHBIM C MOMOMNIBI0 MporpamMmHoro komaa Code_Saturne, MOXXHO HCHONB30BATH IS
YHCJIEHHOTO MCCIIEA0BAHNS MUKPOKJIMMATA [TOMEIICHHUSI.
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3. Mamemamu4eckoe ModenupoeaHue MUKPOK/IUMama Xusio2o
nomeuwjeHusi ¢ cucmemou «yYMHbIU OOM»

IIpu obecneueHnn KOMGPOPTHBIX YCIOBHI B IOMEIICHUH CHIDKEHHE 3aTpaT TEIUIOBOH >HEPTHH
BO3MOXKHO TIpM  WCIIONIB30BAaHUM  PE3YJIbTATOB MAaTEMaTHUYECKOTO MOICIHUPOBAHUS IS
MPOTHO3UPYIOIIEr0 yIpaBiIeHHs CUCTEMAMHU PEryIMpOBaHuUs MUKpoKiumara [6-8, 15], nanpumep,
«YMHBIH JOM».

[Ipu 5TOM BO3MOKHO CHH3HUTH 3aTPaThl TEIUIOTHI B HEKOTOPHIE IIEPHOBI CYTOK, KOTJa OTPeONTEIh
HE HAaXOJUTCA B 3[JaHHUSAX OOIIECCTBCHHOTO HA3HAYCHUS MU B HOYHOC BPEMS B XKIJIBIX 3AHUIX 0€3

HapylueHus yciosuii kompoprHocTn [16].PU3NYECKaa NOCTaHOBKA 3aAayun
OOBEKT YHCIIEHHOTO MOJICITUPOBAHNS: )KIJIOE TIOMeIeHre Turomansio 130 M2, HaxozdIeecs Ha 5-

M 3Taxke 9-TH 3TaXKHOTO J0Ma, OKOHHBIC TPOEMBbI ITOMEIICHU BBIXOAAT HAa FOKHYIO U 3allaJHYIO
CTOPOHEI CBETA.

IInan 00bEKTa MATEMATHYECKOTO MOACJIMPOBAaHUA TOKa3aH Ha puUC. 6.

Puc. 6. [Inan ob6vexma mamemamuueckoeo MoOeIupoB8anus
Fig. 6. Plan of the Residential space is an object of numerical simulation

3.2 TeomeTpus pac4yeTHOM O0GNaCTU U pacyeTHasA ceTKa

I'eomeTpust pacueTHOM 00sIacTH MpezcTaBlIeHa HA puC. 7.

Puc. 7. 'eomempus pacuemnoti obnacmu
Fig. 7. The geometry of the estimated region
PacuerHas ceTka Obliia CO3/1aHa MPH MTOMOIIH IIPOrPaMMHOT0 KoMmIuiekca Salome. PacuerHas ceTka
HE SIBJISIETCS CTPYKTYPUPOBAHHOM M COCTOUT M3 MUPAMUJIATIbHBIX siueeK. PacuerHas ceTka rnokasaHa
Ha puc.8.
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JIst mocTpoeHusT pacueTHOM CETKH MPUMEHSUINCH clieayromue HHCTpyMeHTHl: Tetrahedron (3D),
Netgen 3D Parameters (nuamason pasmepoB 0+0.4 m), Netgen 1D-2D, Netgen 2D Parameters
(mmamazon pasmepos 0-0.4 M)

Puc. 8. Pacuemnas cemka
Fig. 8. Calculation grid

IIpoBeqeHHbIN aHATH3 KAYECTBA CETKH C MOMOIIBIO BCTPOEHHBIX HHCTPYMEHTOB [POrPAMMHOTO
koma Code_Saturne ue BoISIBI B Heil 1e(heKTOB.

3.3 HauanbHble 1 rpaHnyHble yCroBuUs

Havanpubie n TpaHUYHBIC YCJIOBUA 3a4aBaJIUCb B COOTBETCTBUMU C (1)I/I3I/I‘I€CKOI\/’I IIOCTAaHOBKOM
3a1a4u. HpI/IHI/IMaJ'II/ICL CJICAYIONUE HAaYaJIbHBIC YCJIOBUS:

e HauvajbHas Temneparypa cpensl — 1 = 20 °C;
e HavanbHOE AaBieHue — po = 101325 Ila.

Temneparypa HapyXHOro Bo3ayxa Opasack mo HaOmoneHumssM B ropoge Camapa
ANMpPOKCUMHUPOBANach QyHKIHCH:

T,= —4—4,55in[(ﬁj—40} (6)

t — Bpems, c.

BelpaxkeHue Ui onpeneneHusl TEMIEPATypsl MOBEPXHOCTH PAJUATOPOB MPU HATHMUUU CUCTEMBI
yIpaBJIeHUsI TOJIy4eHO MPeo0pa3oBaHUEeM ypaBHEHHsI U3 paboThI [ 17] myTeM MoJICTAHOBKU yCIOBHIA
MIPOEKTUPOBAHMS O0BEKTA:

_(r 0.8
Ta=T,+ At’Tg(T”)—O,SH(T”) , ()
5T 5T

0T = Ty — Ty, Tyyo — IPOEKTHAS TEMIIEPATYpa HAPYHKHOTO BO3/LyXa ULt cucteM oTorutenus, °C, T,

— MpOEeKTHasi TeMIlepaTypa Bo3ayxa B momemieHuu, °C, @ — pacueTHBIN mepemnaj TemmepaTryp B
MecTHOM cucteme otorienus, °C, At' — TemneparypHslii Hanop paauaropa, °C.

CornacHo (U3UIECKO MOCTAHOBKE 3aJa4l TPAHIYHbIC YCIOBUS 33/1aBAIICh CIEAYIOIUM 00pa3oM:
Ha OKHAX, HAaIpUMeEp JIsS MOBEPXHOCTEH co cBoicTBaMu «okHO 1» (Wall) 3amano orcyrctBHe
IIEepOXOBAaTOCTH M TEMIIepaTrypa IMOBEPXHOCTH, paBHasg MuHYC 31°C, Ha BBIXOJE M3 NMOMEIICHUS
3agaHa moBepxHocTh «lllens 1» (Outlet), Ha MOBEPXHOCTAX PaAMATOPOB 33]aBajach INHAMUYECKH
n3MeHsieMass BO BPEMEHM TemIieparypa noepxHoctu «Paamarop 1» cormacHo ypaBHeHuio (7),
Hapy>XHbIE CTEHBI 3a/IaHbl, KaK MOBEPXHOCTH 0€3 IIepOXOBaTOCTH C OTPULATEILHBIM TEIUIOBBIM
norokom B pasmepe 31 Br/M%, 3a1aHa TOBEPXHOCTH «3MEEBHMK» C ITOJIOKUTEIHHBIM TEIUIOBBIM
noroxkom B 80 BT/M?, Ha BXOJIe B TIOMENIEHHE 3a/1aBAJICS OOLEMHBII MOTOK BO3/yXa Ha €UHUILY
IUTOIIA M.

266



IpinaeBa A.A., LlpiHaeBa E.A. YncnenHoe nccie10BaHNe MUKPOKINMaTa moMelenus ¢ ucnonb3oBanueM CIIO. Tpyow UCIT PAH, tom 33,
Boim. 5, 2021 r., ctp. 259-270

4. Peaynbmambl YucsieHHO20 ModesiupogaHusi U ux obcyxdeHue

Ha puc. 9 nmokazano noJie TeMuepaTyp KHIOT0 IOMEIIEHNS, ITOJTYYSHHOE C Lo
MIPOTHO3UPYIOIIETO YIPaBICHHU CHCTEMaMH PeTYINPOBAHNS MUKPOKINMATA IIPH COXPaHSCHUH
YCIIOBUI KOM(OPTHOCTH.

Puc. 9. Ilone memnepamyp sicunoeo nomeweHus
Fig. 9. The temperature field of the residential space

3HaueHus TOJIYUYCHHBIX TEMIICPATYP O pE3yJibTaTaM MOJACIUPOBAHUA MPCACTABJICHLI B Tabm. 1.

Tabn. 1. 3nauenus memnepamyp 6 Hunom nomeweHuy
Table 1. Temperature in the residential space

Temnepatypa, nojryueHHast
HaumenoBanue Temnepatypa cor;iacHo
. B pe3yJibTaTe .
TOMeIleHU I HOPMAaTHBHBIX TpedoBaHuii [16]
MO/eJIUPOBAHUS

Kyxus (1) 20,8 °C 19-21°C
TocTtunas (2) 21,29C 20-22 °C
Xomn (3) 20,7°C 19-21°C
Crnanbus (4) 21,6 °C 20-22 °C
Crnanbns (5) 21,7°C 20-22 °C
Clysen (6) 24,8°C 24-26 °C
Tapaepob (7) 19,6 °C 19-21°C

Takum 00pa3om, MaTeMaTHYeCKOe MOJICIMPOBAHNE MUKPOKIIMIMATAa MO3BOJISIET IPUMEHSITh
MIPOTHO3HPYIOIIEe YIPaBICHHUE CUCTEMaMH PETYIUPOBAHUA MUKPOKINMaTa 0e3 oTepu
KOMQOPTHOCTH 110 TEMIIEpaType.

Velocity

02 0a 06

2

0 0.753

Puc. 10. Ione ckopocmeiti 0gudicenusi 6030yXa 8 HCULOM NOMEUjeHUU
Fig. 10. The field of air velocity in the the residential space

[oJist ckopocTelt IBIKEHUS BO3/yXa B XKHJIOM MOMEIEHNH 1ToKa3aHbl Ha puc. 10.

3HaveHMsT MOJYYEHHBIX CKOPOCTEH [BMJKCHHS BO3[AyXa [0 pe3yJibTaTaM MOJICITUPOBAHHUS
MpeACTaBICHBI B Ta0. 2.
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Tabn. 2. 3nauenus ckopocmeti 08UNCEHUS B030YXA 6 HCULOM NOMEUEHUU
Table 2. Air velocity in the residential space

CxopocTh ABHKeHUsI Bo3ayxa | CKOpOCTh ABHKEHHsI BO3AyXa B
. B ’KHJIOM NOMEIIEHHH, JKHJIOM NOMeLEHHHCOTJIACHO
HanmeHoBaHue noMeLeHU .
NOJIyYeHHAas1 B pe3yJbTaTe HOPMATHUBHBIX TPeGOBaHMIA
MOJeJTMPOBAHUS [16]

Kyxus (1) 0,13 m/c 0,15 m/c
Tlocrunas (2) 0,13 m/c 0,15 m/c
Xomn (3) 0,14 m/c 0,15 m/c
Cranshst (4) 0,12 m/c 0,15 m/c
CrasnbHs (5) 0,12 m/c 0,15 m/c
Clysen (6) 0,15 m/c 0,15 m/c
Tapnepo6 (7) 0,12 m/c 0,15 m/c

Takum o00pa3oM, MaTeMaTHMYECKOE€ MOJEIMPOBAHUE I[I0Ka3alo, YTO MPUMEHEHHE CHUCTEM
PEryJIUpOBaHUS MApaMETPOB MUKPOKJIMMATA MO3BOJIAET Oe3 moTepu KOM(OPTHOCTH 3KOHOMUTH
okouio 118,75 I'kait 32 OTONUTENBHBIN EPUOJ] OT OJHOTO 9-TH 3TAXKHOI'O JOMA.

5. 3aknroyeHue

B X04A€ ONAHHOI'O HMCCIICIOBAHHC ObLIa BBIMTOJIHEHA MaTeMaTHYCCKast (I)OpMyJ'II/IpOBKa 3aga4du IJiAd
MOACIMPOBAHUA MUKPOKIIMMATA KUJIOTO MOMCHICHUA C CUCTEMaMU YIIPABJICHUA ((yMHbIﬁ JOM.

YucneHHOe MOICIUPOBAHME MHUKPOKIMMATa IIPOBEACHO C IOMOLIBIO MPOrpaMMHOIO KO
Code_Saturne ¢ OTKpBITHIM IPOTPAMMHBIM KOJIOM.

IIpoBepka amekBaTHOCTH C(HOPMYIHPOBAHHOW MAaTEMAaTHYCCKONH MOJEIH OCYIIECTBIICHAa Ha 0ase
CpaBHEHMs PE3yJIbTaTOB MOJEIMPOBAHHUA MUKPOKJIMMATa TECTOBOTO MOMELICHMS, MOJYyYEHHBIX
aBTOPAaMH C pe3yJIbTaTaMu JIPYTUX UcciiefoBareneil. BolsBneHa aqekBaTHOCTh CHOPMYITHPOBAHHOM
MaTeMaTH4YeCKONH MOJIENH U UCIIOJIb30BAHHBIX IPOTPAMMHBIX CPEICTB.

B pesynbrare mccienoBaHUs BBISIBICHO, YTO MAaTeMAaTHYECKOE MOJCIHPOBAHHE MUKPOKIMMATa
MO3BOJISIET MPUMEHSTH IPOTHOZUPYIOIEE YIPABICHUE CUCTEMAMH PETYJIMPOBAaHUS MUKPOKJINMATA
6e3 notepu KOMGOPTHOCTH B TOMeIIeHU . Takoi o 1X0/1 MO3BOJUT 3KOHOMUTH 0K0J10 118,75 I'kan
3a OTONHTENBHBIN TIEPUO C OJHOTO 9-TH 3TAXKHOTO JKUJIOTO JIOMA.
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AuHoTaums. PaboTa nocesiieHa BONPOcaM YHCICHHOTO MOJICTIMPOBAHHUS CONPSIKEHHOMN 3a/1a4M TeIIoo0MeHa
B YCTAaHOBKAaX 3aMKHYTOTO THIA IPU HCIIOJb30BaHUM B KayeCcTBE pabOYMX 3JIEMCHTOB OPEOPEHHBIX
OuMeTauTYecKuX TPYOOK C MCIIOIb30BaHHEM HHCTPYMEHTOB Makera OpenFoam. MonenupoBanue mporecca
TeIIoNepeHoca B OMMETALINYECKUX TPyOKax CONPSDKEHO C pelIeHHeM 3aJadl OIpeleleHUs KOHTAKTHOTO
TEpMHYECKOTO  CONPOTHMBIGHHS Ha TpaHHIEe MeTau/MeTaul.  PaccMmaTpuBaeMas — KOHCTPYKIHUS
Oumerayutmdeckod TpyOKM TpenmoyiaraeT OOKHM MeAHBIX I[Iali0 10 MOBEPXHOCTH AIIOMUHHMEBON
LIHJIMHIPUYECKON TPYOBI, BCIEACTBHE Yero KOHTaKTHas MOBEPXHOCTb TPYOKH SBIISIETCS HE M30TPOIHOM IO
cBOMM cBoiicTBaM. IIpeyiokeHa MaTeMaTH4ecKas MOJENb CONPSHKEHHOrO TEIIoOOMeHa Juisi cpen
BO3IyX/OnMeTarur/xnagareHT. llokazaHel OCOOSHHOCTH OpPTaHW3AIlMM TEIUIOPH3MYECKNX IIPOLIECCOB Ha
rpaHHIe KOHTAKTa METaJUIOB M Ha IPaHMIAX CONMPSDKEHMS] METAUT/BO3yX H METa/Ll/XnagareHt. IIpuBeieHHbIe
pacrpe/eneHus TeMIepaTyp M TEIUIOBBIX IOTOKOB MO3BOJISIOT OLEHHTh BKJIAJI KQKAOTO OT/IEIBHOro pebpa B
HCCIIelyeMblii TIPOIecC TEIUIO0TBOJA OT BO3AYIIHOW cpenbl. [TokazaHa 3(pQEeKTHBHOCTH PacCMOTPEHHOMN
TEXHOJIOTMH M3TOTOBJICHHUS OMMETAIUTHYECKOU OpeOpeHHOI TpyOKH.
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1. BeedeHue

Heocna6eBatomuii [1-5] uHTepec wuccnemoBatenell K TEMJIOOOMEHHBIM ammapaTam pPa3IndHBIX
KOHCTPYKIHUH CBA3aH C aKTHBHBIM BHEJIPEHHUEM 000pyI0BaHNUS TPEOYIONIETO TEPMOPETYINPOBAHUS
pabounx cpea. OgauM u3 HamboJiee PaCHPOCTPAHEHHBIX BUIOB TEINIOOOMEHHBIX ammaparoB [6]
SBIISIFOTCS. BO3AYIIHBIE TEIUIOOOMEHHUKH, COCTOAIMINE U3 MakeTa opedpeHHBIX TpyOok. IIpocroTa
KOHCTPYKIIMM W BO3MOXKHOCTBH YTpaBIEHUS ee I(PPEKTHBHOCTHIO 3a CYET KOMIIOHOBKH IaKeTa
obecrieunBaeT ee IUPOKOE pacrpocTpaHeHue. [Ipy 3TOM OJHUM U3 METOJOB JOMOJHUTEIBHOTO
noBeIIIeHUsT 3(P(EKTHBHOCTH TEMJIOCheMa B TaKHUX YCTpPOMCTBax SIBISIETCS Mepexoj] OT
MOHOMeETaJljIa, UCTIOIB3YEMOT0 B KaueCTBe MaTepHaJia sl TPyOOK, K OMMeTaTy.

Opebpenue rinaakoi TpyObl, B Cllydae UCHOIb30BaHUS JIBYX Pa3IMuHbIX MaTepHAJIOB JUI Hecylen
TpyOBI ¥ pedep MOXKET ObITh BHIIIOJHEHO C OMOIIBIO JIaMeJIeH, CIIMPAIEBUIHBIX WM KOJIBLEBBIX
pebep. Ilpu 3ToM, 3(h(PEKTHBHOCTE OMMETAINIMYECKOW CBS3KM JOCTHTaeTcsl TOJBKO 3a CYET
BHEITHEro 0oJiee TeIIONPOBOIHOIO Ciios. B 3aBucHMOCTH OT THIAa OpeOpeHus UCTIOIb3YyeTCs TOT
WJIN WHOHM METOJI N3rOTOBIEHHS OMMeTayumueckux Tpyook [7]. [Ipu crimpainbHO-BUHTOBOW HaBUBKE
MeTaJUIn9YecKas JIeHTa JHO0 BAABIMBACTCS B HAPYKHYIO IIOBEPXHOCTh HECYIIEH TpyOHI, OO
KpEeTUICHHE IPOBOANTCS ITyTEM CBapHBAHMUS KOHTAKTHBIX ITOBEPXHOCTEH MOCTE MX pa30rpeBa TOKOM
BBICOKOIl 9acTOThl. B cilydae M3roTOBICHUSI METONOM HAKATKM HA HECYIIYIO TPYOKy KpemuTcs
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JIOTIOJTHUTENbHAst My(Ta, BHITIOIHEHHAs! U3 IPYroro MaTepualia, Ha KOTOpOH METOI0M HaKaThIBaHHs
BbIaBMBatoTcs peopa (puc. 1). Jlns ¢dopMHUpOBaHHS KOJBIIEBOTO IONEPEYHOTO OpeOpEHHs
HCIIONIB3YETCS TaKXKe METOJ| pa3gadd TpyO THApaBIMYECKUM NaBleHHEM (MPOTATMBAHHE JOPHA)
(puc. 2). B aToM ciiyyae KOHTaKTHAs MIOBEPXHOCTh COCTOUT U3 JABYX METAJUIOB, HATIPUMED, METHBIX
pebep ¥ aTIOMHHHUCBOW IWIMHAPHYCCKOW MeEXpeOepHOW MoBepXHOCTH. Takas cocTaBHas
MOBEPXHOCTh MOXET 00eCTeUnTh OOJBIINKA YEIbHBIN TEIIOChEM, OJHAKO e¢ npuMmeHenue [8, 9]
OTPaHUYCHO HEJOCTATOYHOU CTEMEHbI0 N3YYCHHOCTH MPOLECCOB TEILUIONEPEIadH.

Puc. 1. Bumemannuueckas opebpennas mpyoKa, noIy4eHHAs: NO MEeXHOIO02UU HANPEeCCOBKU U HAKAMKU
Fig. 1. Bimetallic ribbed tube formed by pressing and knurling method

Puc. 2. Bumemannuueckas opebpennas mpyoka, NOIYYEHHAS. N0 MEXHOI02UU pa30ayu mpyool
2UOPABIUYECKUM 0as/leHUeM
Fig. 2. Bimetallic ribbed tube formed by hydraulic expansion method

2. Mamemamud4eckass nocmaHo8Ka

[poitecc OXax/IeHHs BHEITHETO MOTOKA MPH MOMOIIM OUMETAIUTHYECKHX OPEOPEHHBIX JIEMEHTOB,
M0 KOTOPBIM JBIDKETCS XJIaJarcHT, UCCIEAYSTCS B paMKax 3a7add COMPSHKCHHOTO TEIIo00MeHa
OJTHOW OpeOpeHHON TPYOKH MpH 3aJaHWU YCIOBHHA CHMMETPUU Ha OOKOBBIX TPAaHSX PAaCUCTHOM
001aCTH, MOJCITUPYIOIIUX, 10 CYyTH, OJUH MONEPEYHBIH Psii opedpeHHbIX TPYyOOoK. ['eomMeTprudeckas
MOJIETIb COCTOMT K3 44 [OMEHOB, XapaKTepU3YIOUIMXCS pa3IMUHBIMH TEIUIOPU3MIECKUMH
cpoiictBamu (Tabm. 1). IlepBble nBa JTOMEHA OTHOCSATCS K TEKy4HUM CIUIOIIHBIM Cpefam. ITO
BHEIITHUN OXJIAXKAEMbIil IOTOK BO3/yXa (Qas), MOACIUPYIONIHMIACS B paMKax MOJEIH CKHUMAeMOM
TEIUIONPOBOMHON Bs3KOM cpeabl, u oxnaxpatomas xkugakocts (liquid) — sTuneHrnmukoss,
OIMKCHIBacMasi MOJICITBIO BSI3KOM HEC)KMMAaeMOW TEILUTOTPOBOJHON JKUAKOCTH. PaccmaTtpuBaemas
OnMeTaiuTHYecKast TpyOKa BHIITOJTHEHA B CBS3KE ATFOMHHUI-Me b, OTICTBHBIM JOMEHOM BBICTYIIACT
MUITHHpUYECKas alfoMuHueBast TpyOka (tube). OcranbHbie JOMEHbI — KOJIbIIEBBIE MeHbIE pedpa,
CTBIKYIOIIIHECS C HECYIIeH TpyOKOH 1Mo BHyTpeHHe# moBepxHocTH (ribs).

Tabn. 1. Tennoghusuueckue ceolicmea Mamepuanos
Table 1.Thermal and physical properties of the materials

Tapametp | 3Ha4eHne IMapametp ‘ 3HaveHne
Omunenenuxons (70%) Anromunuii

IlnoTHOCTD 1100 xr/m® IL10oTHOCTH 2700 kr/m®

TemnoeMKkocTh 3100 Ox/(xr*K) | TermoemkocTh 920 x/(xkr*K)

Bsi3kocTh 0.11 ITa*c TernonpoBoxHocts | 236 B1/(M*K)
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TemonpoBoIHOCTh ‘ 0.32 W/(m*K) ‘

Bosoyx Meow
TenaoeMKoCTh 1007 Tx/(xr*K) | ILmoTHOCTB 8930 kr/m®
Bsskocth 18.5 mxIla*c TennoemkocTsb 385 JIx/(xr*K)
TemonpoBomHocts | 0.025 Br/(M*K) | Temmonposoxuocts | 401 B1/(M*K)

Hecymas TpyOxa TonImHOM 2 MM BHITIOJTHEHA U3 allfoMUHMS. KobIieBbIe MeTHBIE peOpa TONMUHON
1 MM © BBICOTOIT 2 MM, pa3MelleHbl Ha TpyOKe depe3 Kaxkasle 5 MMm. Takum oOpa3zom, Ha TpyOKe
umHOU 25 cMm pasmenieHo 41 pebpo. KoHdurypamus ckperieHHs HeCymed DUIHHAPHIECKON
TPYOKH ¢ OpeOpeHHeM COOTBETCTBYET METOy pa3liadn TpyO THApaBINIECKUM IaBieHUeM (puc. 3).

I ' :
Vivx

Puc. 3. Pacuemnas obnacmo
Fig. 3. Calculation domain
MopennpoBaHue NPOBOAMUTCS HA OCHOBE PEILICHUS YPAaBHEHUN COXpPAHEHHs TEKYYHUX Cpen IUIs

JOMCHOB gas—liquid COBMCCTHO C ypaBHeHI/IeM TeHJ‘IOHpOBOZ[HOCTI/I B TBCp,I[OM TEJIC I O6J'IaCTeI7[
tube-ribs.

gas

Qe

9P o _ )
ot 0ox
. Opuu, ooou | 2
%+&:_aip+i U %4_7] _*:u%é‘ij +Fi (2)
ot OX; % OX; oX;  O% ) 37 0x
opHu; ourr; 0Oq;
6pE+ pH i_ ||J+i+|:iui (3)
ot OX; OX;  OX;
B cucreme ypaBHenmit (1)-(3) mpuHATH cleayromue IOMyLNIEHWS: L — IUIOTHOCTH CpEnbl;
U, - KOMIIOHEHTBI BEKTOpa CKOpOCTU U; P — OaBieHue; A - AUHAMHYeCKHH Kod(pduuueHt
Bs3KocTH; Fi — BHEmHsSA MaccoBas cuia, 3aJaeTcsl JUId XJaJareHra Uil ydeTa TPaBUTALH;
E=C,T +0.5u° — nonuas yaenbHas sueprus cpesr; H =E + p/p=CJT +0.5u° =h+0.5u” —
2 ou, .
NONHas  ylelbHas OSHTAIbNUs; T = 25, -3 ,uaTé‘ij — TEH30p BS3KUX HAaIpsHKEHUH;
k
1 Gui aUJ— o o or o
ij=-| =+t | - Temsop ckopocteit nedopmaimii; ;=4 - TEIUIOBOW TOTOK;
To2(0x; 0% OX

j
A - K0P PUIMEHT TEIIONPOBOJHOCTH CPEIbl; T — TEMIEpATypa.

B ciyyae MozenupoBaHus ABMKEHHUS Ta3000pa3HBIX CXKUMAEMBIX Cpejl cucTeMa ypaBHeHuni (1) —
(3) nomonusIack ypaBHEHHEM COCTOSTHUS MIEAIbHOIO ra3a

p=pRT, 4
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rac R - yAaeabHas ra3oBasd MOCTOSAHHAs, a B CIIyd4ac MOACIIUPOBAHU HEC)KUMAEMOH JKUIKOCTH —
YPaBHEHHUEM ITOCTOAHCTBA IIIOTHOCTH CPEABL

p =const . (5)
[Iporece mepeHoca Teria B TpyOKe OMUCHIBACTCS HA OCHOBE YPaBHEHHS
or o ,oT
P B 6
oot " ox, " ox, (©)

i
30€Ch Cp - YACIbHAaA TCIUIOEMKOCTh MaTe€purasa.

OCHOBHBIE TPaHUYHBIE YCIIOBHS, UCIIOIB3YIOIIUECS IPY YUCICHHOM MOJICIMPOBAHNH, ITOKa3aHbI B
Tabn. 2. KpoMe 3TOro Ha HENpPOHHLIAEMBIX CTEHKaX HCIIOJIb30BAIOCH YCJIOBUE NPWIHIAHHUSA U
yCIIOBHE CHMMETPUHU Ha OOKOBBIX T'paHHUIIaX JOMEHa (as.

TeueHue xagareHTa NPOUCXOIUT CBEPXY BHH3 C yUETOM JEHCTBUS 00beMHOI cHitbl TshkecTH. [Ipn
OTOM XapaKTCPUCTHUKHU KUAKOCTU U CPCAHAA CKOPOCTh TCUCHUA IO3BOJIAIOT MOACIHUPOBATH
JIBUKEHHE B JIAMUHApHOHN mocTaHoBke (uucio PeitHonpaca pasHo 1000). B To ke BpeMs TeueHue
BO3Ayxa ¢ uyucioM PeitHonbzaca paBHbIM npuMmepHO 8000 COOTBETCTBYET MEPEXOTHBIM PEXHMaM
JBIDKEHUS cpep ¥ TpeOyeT yueta 3¢ dexToB TypOyneHTHOCTH. [loaToMy AJIst pacueTa mapaMeTpoB B
JIOMEHE §as MOJK/IIoYaiach MoJeNib TypOyaeHnTHoctd Menrepa [10]. bonee moapoOHoe onucanue
MaTeMaTHIeCKOH IMOCTAHOBKHM HMCXOJHOW 3aladyd COIPSDKEHHOTO TEIIO0O0OMEHa MOXKHO HAWTH B
pabote [11].

Tabn. 2. ['panuunvie yciosus

Table 2. Boundary conditions

JIOMEeHBI/TpaHHUIIBI tube ribs BXOJ BBIXOI

ﬂ=ﬂwﬂ 2 oT, _, T u, =4mbc p, =10°IIa
gas 9 on on 9 on ¢ on T, =333K

T,=T, T.-T,
o A ﬂ:ﬂt oT, u, =—-1m/c i —105Ta
liquid on on - T, =213K

T =T,

PG
tube on % on B -
T =T

PacueTHas ceTka MOCTpOEHA C MCIOJIb30BaHUEM YTHIMT moctpoenus cetok blockMesh u topoSet
nakeTa openFoam u comepxut Oosiee 16 MIH HMpU3MaTHYSCKUX 3eMeHTOB (puc.4). JlomeH gas
comepkur 11 muH., momen tube — 960 Teic., nomen liquid — 3600 Teic. sueek. Kaxmaoe pebpo
comepxut 1920 sueex. Ha rpaHumpl compsbkeHHs Tra3-MeTajul HNpUXOAMTCS 172 ThIc. TpaHeH,
MeTauT-KuaKocTe 120 ThIC. rpaHel, Ha rpaHuMIly MeTaul-MeTamul 19 Teic. rpaneil. CeTku Ha
rpaHunax conpspkeHus gas/ribs/tube/solid sBnsroTces cornacoBaHHBIMH.

Puc. 4. Pacuemnas cemka
Fig. 4. Calculation mesh
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UwncneHHOE MOJENMpPOBaHME MPOBOIWTCS Ha ocHOBe pemratens chtMultiRegionSimpleFoam —
CTalMOHAPHOTO permaTes I MOISINPOBAHHA 3a7ad COIPSKEHHOTO TeriooOMeHa. J{7s permeHns
YpaBHEHHs TEIUIONMPOBOTHOCTH B TPyOKe W pedpax WCHONb3yeTcsl CTaHAAPTHBIN METOX
comnpsbkeHHbIX TpaaueHtoB PCG. [lns paspelieHus: ypaBHEHMH HMITYJbCa, DHEPIHM, a TaKKe
ypaBHEHHH TmepeHoca TypOYyJIEHTHBIX XapaKTepHCTHK MOTOKa HCIOJb3YeTCs I'€OMETpo-
anreOpandeckuii MHOTOceTOUHbIH MeTol GAMG co criaxuBanuem mo merony ['aycca-3eiimens.
Vcnonp3yemble CXeMbl IPUBEICHBI B TAOIHAIIE 3.

Hcxonnas obnacth OblIa pazjeneHa Ha 4acTH 11 3amycka pemratenst chtMultiRegionSimpleFoam
B MapajuieibHOM pexxume. Mcmonp30Bacs METo ] IeKOMIO3UIMH 001acTu SCOtch ¢ pa3duBkoii Ha
5 mpoueccos.

Taba. 3. Pacuemmnvie cxemol
Table 3. Numerical schemes

Tun cxemsl Orpanuuenue
Gradient cellLimited leastSquares 1
Divergence bounded Gauss upwind -
Laplacian Gauss linear limited corrected 0.33
Interpolation linear -
Surface normal gradient limited 0.5

HOI[pO6HaH Bajinganus 4YHMCJICHHBIX CXEM JJIA 3aJa4 BHyTpeHHeﬁ TUAPOJAMHAMUKU TPUBECACHA B
pabore [12], mns 3amad BHemHe#l a’poamHamMuku B pabore [13], kpoccmnaThopmeHHas
BepuGUKays PEeIICHNS 3a/ladd CONPSDKCHHOIO TEIIOOOMEHa Ul TaKeTa OpeOpeHHBIX TPyOOK
mpencraBicHa B pabote [14].

3. Pe3ynbTaTthbl pacyeTa

ITpu oOTexaHnK BO3YLIHBIM IIOTOKOM OJIMHOYHOM OpeOpeHHOit TpyOKHU B JIOHHOM 4acTu TPyOKH, B
obmacTn OTpBIBa IOTOKA, OOPa3yIOTCS CHMMETPHYHBIE BO3BpATHBIC TEUEHMs, KOH(HTyparms
KOTOPBIX OTpeJIeNsieTCs] OTHOIICHNEM JrameTpa pedpa K auamerpy TpyOku. PacuerHas cTpykrypa
(puc.5) KauecTBEHHO COBIAIACT C IKCIIEPIMEHTAILHOH, TIPeICTaBlIeHHON B padoTe [15].

Puc. 5. Conocmasnenue pacuemnozo u d9kcnepumenmanvrozo [12] eekmopmwix noneti
Fig. 5. Results comparison with experiment

B oGmactu oTpeiBa moToka (puc.5, o0macTh a) HAOMIOJAeTCS] HE3HAYUTENbHOE YMEHbBIIICHUE
TeMIiepatypbl (puc.6, a), oOyclIOBIIEHHOE Kak OOpa30BaHHWEM HHU3KOCKOPOCTHBIX BO3BPATHBIX
TEUEHU, TaK U BTOPUYHBIM TEIUIOCHEMOM C JIOHHOW dacTu TpyOku. [lomoxkeHue obmacTe oTphiBa
[TOTOKA OMpeIesIeT 00acTh MUHUMAJIBHOIO TEIUIOChEMa Ha BHEIIHEH MOBEPXHOCTH OPEOPEHHOM
TpyOkH (puc.6,0). O6IacTh KOHTAKTa ¢ HAOETAIONMM TTOTOKOM Ta3a Ha MEePEIHIOI KPOMKY BILIOTh
110 OOKOBOW OBEPXHOCTH TPYOKH 00€CIIEYMBAECT MAKCHMATBHBIH TCILIOCHEM.
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Puc. 6. Ilone memnepamyp 6 ceuenuu medxncdy pebpamu (a) u menniosoi NOMoK Ha nosepxHocmu peopa (6)
Fig. 6. Temperature field between pair of ribs (a) and specific heat flux on the middle rib surface (b)
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Puc. 7. Tennosoii nomok 60016 mpyoku 6 (a) 106060t u (6) kopmoeoil mouxax
Fig. 7. Wall heat flux on the tube outer surface: (a) at the front point, (b) at the back point
IIporper pebep U MWIMHAPUIECKON YacTH TPYOKH 10 JUIMHE HE paBHOMepeH. Ha puc. 7 mokazaHo
W3MEHEHHE YAEIHHOTO TEILIOBOTO MOTOKA MO JUIMHE TPYOKH B JIOOOBOW M KOPMOBOW TOYKaX.
BcenenctBue ynapHOTO B3aMMOAEHCTBHS ra30BOTO MOTOKA HA TIEPEIAHION0 YacTh TPYOKH, TETIIOBOH
IIOTOK B MECTaX KOHTAaKTa C aJlOMUHUEBOI CTEHKON UMEET CTYIEeHYaThli XapakTep n3MeHeHnus. Ha
TOpIIax MEIHBIX pedep BHUJEH 3aMETHBIN CIaj TEIIOBOTO TOTOKAa, B TO BpeMs Kak Ha KPOMKax
HaOJroaeTcs ero pe3koe yBenmueHne. B cpeHem, xapakrep pacupeaeaeHus yAeIbHOTO TETII0BOrO
MOTOKA 11T BceX pebep 1 MeXpeOepHBIX yJacTKOB TPYOKH oAMHAKOB. B oTimame ot 1000BO# 9acTH,
B KOPMOBOW TOYKE TPYOKH TEIIOCHKEM HMMeEeT 0ojee HepaBHOMEpPHBIH XapakTep (pHc. 70), 4To
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00yCIJIOBIICHO PEXMMOM TEUEHHMS 3a TPYOKOH, a UMEHHO c(hOpMHUPOBaHHBIMH BO3BPATHBIMH 30HAMH
U UX HEOJHOPOJHOCTBIO IO JUTHHE TPYOKH. Y POBEHB TEIJIOBOTO MOTOKA Ha OOKOBBIX MOBEPXHOCTSIX
TpyOKH Tak)ke HOCUT HEPABHOMEPHBIH XapakTep U u3mensercs ot 1000 go 7000 Br/m2,
U-00pa3ssblii mpoduinb n3MEeHEHHUS TEMIIEPATypHOTO ITOTOKA 10 BEICOTE pedpa MOKeT OBITh CBSI3aH
CO CPBIBOM TEIUIOBOTO MTOTPAHUIHOTO CJI0S B 007IaCTH OCTPOI KpOMKH pedpa, IIpu 3TOM U3 puc.70
BU/IHO, YTO PAcCIpEAEICHHE TEIUIOBOTO IMOTOKA IO MOBEPXHOCTH ATIOMHHHEBON TPYOKH MEXIY
MEIHBIMH peOpaMH HMeeT KOCHHYCOMJAIbHYIO (opMy, YTO KOCBEHHO CBHJIETEILCTBYET O
nepepacnpeeIeHIH TEIUIOBBIX IIOTOKOB B MEXXPEOEPHOM MPOCTPAHCTBE.

ComocraBlieHAE TEMIEPATypHBIX MPO(UIEH, TOCTPOCHHBIX MO JIMHMSAM, HAIPAaBICHHBIM BIOJb
(xpuBass T _x) u nomepek (kpuBas T y) HanmpaBICHHIO ABMXXGHUs I[OTOKA Ta3a U MPOXOJISIIUX
OJTHOBPEMEHHO I10 Ta3y, MEJAHOMY peOpy, allOMHHUEBOH TPYOKe M KUAKOCTH (puc. 8) mo3BosisieT
OLICHUTH, KaK TEIIONPOBOAHOCTD Ha rpaHuiiax gas/ribs, ribs/tube u tube/liquid B paccmatpuBaembix
00acTsIX, TaK M HEMOCPEJCTBEHHO OLEHUTH CKOPOCTh U PAaBHOMEPHOCTH IPOTPEBa sijipa MOTOKa
xJjagareara. HecMoTpsi Ha TO, 4TO B KOPMOBO# yacTu TpyOkn HaOmoaaeTcs caMoe 3HAaYUTEIbHOE
naJicHue TeMIlepaTypsl rasa, 0ojiee HHTEHCUBHO IMPOLECC TEIUIOOTIAud MPOTEKaeT Ha OOKOBBIX
MIOBEPXHOCTSIX TPYOKH.

Pacnipenenenue Temneparypsl B TpyOKe U [0 IIPOAOJILHOMY CEUSHHUIO XJIalareHTa MpeICTaBIeHO Ha
puc. 86. IMoka3anbl mpoduin Temmeparypsl B j1060BO#M (kpuBast T_front), kopmoBoii (kpuBas
T_back) 3onax, B 6okoBoit uactu (kpuBas T_side) TpyOku, a Taxke B sape MOTOKa (KpuBas
T_liquid). Pacnpenenenue TemmepaTyp 1o BEICOTE METHOrO pedpa, B CPAaBHCHUH C U3MEHEHHEM
TEMITEpaTyphl ATIOMIHNEBON TPYOKH MO3BOJISIET OLICHNUTH MaJicHUE TEMIIEpaTypsl OTOKA Ta3a MpH
MIEpPBUYHOM B3aUMO/ICHICTBIH C peOpoM (B 1000BOI 00IaCTH, COOTBETCTBYIONIEH 30HE TOPMOKEHHS
MIOTOKa), cocTapistroniee ot 273 K B BepxHelt yacTu TpyOKu (Ha BXO/1e HOTOKA XJIaJareHTa B TPYOKY)
1o 255 K (mpu remnepatype Haberatoniero noroka 325 K 1 remrieparype Ha IIOBEpXHOCTH TPYOKH
ot 264 K no 268 K), a mageHue Temrmeparypsl IOTOKa B 30HE BTOPUYHOI'O B3aMMOJAEHCTBUA (B
JIOHHOW 4YacTu, B 00JACTSIX BO3BPATHBIX TEUEHHIA) COCTaBIsieT, B cpenHeM, 42 K, mpu cpemneit
TeMIlepatype BO3JyxXa B BO3BpaTHBIX TeueHUsX — 307 K u u3MeHeHWW TeMIepaTypbl Ha
moBepxHoCTH TpyOkH oT 263 K 10 267 K.

0.000

noos 0010 0016 0020 0025 0030 0035 0040 TR VTR T
L.m

(2)

Puc. 8. Ilpoepes cmenox mpyoxu u srcuokocmu: a) nonepex mpyoxu u 6) no orune mpyoxu
Fig. 8. Wall and liquid heating-up: (a) across tube and (b) along tube

OObeMHOE HM3MEHEHHE TEMIIepaTypbl IpeicTaBieHO Ha puc. 9. DddekTHBHOE OXJIaXKICHUE
Ha0eraromero 1MoToka rasa eJIMHUYHONW TPYyOKo# oOecriedeHO TOJBKO Ha ydacTke N0 1/3 JTHHBI
TpyOKn (TO ecTb, B paccMaTpuBaeMoM ciydae, nmpumepHo, 10 0.08 M), nmamee HaOmomaercs
YCTOWYMBBIN ITPOTPEB XJ1aAareHTa (puc. 8) ¢ yBeIMYeHNeM MOIIHOCTH TEIJIOBOTO CJI0S B TPYOKe 110
80% oT ee auameTpa K BEIXOJHOMY cedeHnto Tpyoku (0.25m).
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Puc. 9. Ilpoepes sicuoxkocmu (a) 6 npodonvHom HanpasieHuu u (6) npospes cmeHKu

Fig. 9. Liquid heating-up (a) and wall heating-up (b)
ComocraBneHne rpauiIeckuX MAaHHBIX Ha pHC. 0-9 mO3BONAET OJHO3HAYHO OMNPENESIUTH
JOCTHTaeMbIil TEepBUYHBIN TIepenaj TeMIepaTyp NpH B3aWMOACHCTBHM IIOTOKa BO3AyXa C
OXJIAKAAIOIINM 3JIEMEHTOB B BHIE OpeOpeHHOM TpyOku. be3 yuera 30HbI BOCCTaHOBIICHHS MOTOKA
(B TOM YHMCIIE BOCCTAHOBIICHHUS TEMIIEPATYPHOTO TI0JIS) 32 YYaCTKOM CTa0MIM3ALMK TEUCHUS 110CIe
00J1acTH BO3BpATHBIX TEUEHHH, TO €CTh B 30HE J100O0Bast 001acTh TpyOKW/MOHHAs 007aCTh TPYOKH,
JOCTUTaeMBbIil Iepenaj TeMIepaTyp, Ul pacCMaTPHBAEMOT0 PEKUMa OXJIAXKICHHS, COCTaBIISET
(10-25) K na BHemnrHe# kpomke MeqHbIXx pebep 1 (1-2) K Ha OBEpXHOCTH aNIOMUHHUEBOI TPYOKH.
Takoe pacnpeneneHue TemIlepaTyp KOCBEHHO CBHIETENILCTBYET Kak O pPaboTocrocoOHOCTH
Npe/I0KEHHOW KOHCTPYKIIMU OMMETaITMYeCKO opedepeHHOM TpyOKH, Tak 1 00 3¢ PeKTUBHOCTH
MIPUMEHEHHS MEIM B KaUeCTBE MaTEpHIIa I KOJIBIIEBOTO OPEOPEHUS.
Heo0xoauMo OTMETUTh, Y4TO COTIACHO [16] i pacueTa KOHTAKTHOTO COIPOTUBIICHHUS B CIIOXKHOM
CHCTeMe MOJKET OBITh MCIOIb30BaHa CIIEAYIOIAs 3aBUCHMOCTB!
b L
A4S A4S,
rae | - JuIMHA y4yacTKa TEIUIOBOM LemH, M (BbICOTa MeiHOTO pedpa (1) u TommIHa amroMUHIEBOH
TpyOKH (2)), S - myIoIIaAb MONEPEYHOr0 CEYEeHHs yyacTKa, M? (TUIOIIaAb KPOMKH MEIHOTO pedpa 1
IUIOLIAJIb TIOBEPXHOCTH MEXPEeOEepHOil MOBEPXHOCTH alIOMUHHMEBOM TpyOKH). OYeBHAHO, 4TO
UCIIONIb30BAaHKWE JIAHHOTO THIA 3aBUCHUMOCTH JUIsl pacdyeTa TEPMHYECKOrO COMPOTHBICHUS
opeOpeHHOI TpPyOKM KpaiiHe HelenecooOpasHo B BHAY €ro HEyao0CTBa JUIsl  CIIOKHOU
MHOTOCOCTaBHOM CHUCTEeMBbI. AJIbTepHaTHBHAs (OpMa KIIACCUUECKOTO OINPEAEICHHUs] TEPMUYECKOTO
COIPOTHUBJICHHS TIPEJIIIONIATACT yUET Iepenajia TEeMIepaTyphl ¥ OTBOJIMMOTO TEIUIOBOTO MOTOKA!

R or g, (BT ()

A q2

COTJIACHO KOTOPOMY CpEJHEe TEPMHUYECKOE CONPOTHBICHHE CHCTEMBI MEIHOE pebpo —
AIIOMHUHUEBas TpyOka (I eAMHMYHOTO pebpa) B pPAaCCMOTPEHHOM CIy4ae COCTaBIISET
0.011 M*>'K/Bt. Tlpu 5TOM KOHTakTHOE CONpPOTUBJIEHWE Maphl MeAb — AIOMHHUH B
paccMaTpuBaeMoi cucteMe ocrtaercs HeoumeHeHHBIM. CormacHo paborte [7], KOHTaKTHOE
TEPMHYECKOE CONPOTHUBIIEHHE MOXET OBITh OLICHEHO aHAJIOTMYHON 3aBUCHMOCTBIO, TIE B KAYECTBE
repenaga TeMmIeparyp Oepercs pasHHWIAa TeMIeparyp BOJM3M TPaHUIBl KOHTAKTa, TaM e
OLICHMBAETCAd M NOJBOAMMBIA TEIUIOBOM IOTOK. B 3TOM ciydae, KOHTAKTHOE TEPMHUYECKOE
conpoTuBiieHHe Ha 1 peOpo sl paccMarpuBacMOW CHCTEMBI M3MEHSETCS B JIMalla3oHe
(0.0005+0.002) m?-K/Br.

R,=R,+R,,=

2
’
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4. 3aknroyeHue

B paboTe npoBeeHO YHCIEHHOE MOACIUPOBAHUE CONPSHKEHHOTO TEIUIOOOMEHa MEXKLy BHEITHUM
ITOTOKOM Topstdero Bo3ayxa (temmeparypa 333 K) u xmagarentom (temmeparypa 213 K), Texynmim
mo opebepeHHON OmMeTammmieckoil TpyOke. MonmennpoBaHHe HPOBOIHUTCS C HCHOIH30BAHUEM
nHCTpyMeHTOB makera OpenFoam ©Ha ocHoBe pematens chtMultiRegionSimpleFoam,
pa3paboTaHHOTO /ISl PELICHHs 33/1a4 CONPSHKEHHOTO TeII000MeHa.

OCOOCHHOCTBI0 paccMaTpUBaeMON OMMETAITHYECKONH TpPYOKH SBISCTCS HECTAHTAPTHBIA THII
OopeOpeHys, MOoNy4YaeMblii METOIOM pa3fauyd TPyO THAPABIMYSCKUM JAaBiIeHHEM. J[aHHBIA THI
NPOU3BOACTBAa OPEOPEHHBIX TPYOOK MO3BOJsIeT M30ekaTh HAJIMYUSA JONOJHHTEIBHOTO
METaLTMYECKOTO CIIO0s, YTSKEISFOIIETO paO0oUuHii HJIEMEHT.

B pabote chopmymupoBaHa MareMaTHdecKas MOJENb COIPSDKEHHOTO TEIUIOOOMEHA IS Cpex
BO3IyXx/OMMeTamy/xnanareHT. IlokazaHel 0COOCHHOCTH OpTaHNU3AINH TEIDIO(QU3NIESCKUX IPOIIECCOB
Ha TpaHUIE KOHTaKTa METaJJIOB U Ha TPaHHULIAX CONPSIKEHUs] METaJU/BO3yX M METaJUl/XJIaJlareHT
u noATBepxkaeHa 3((GEKTUBHOCTh TEXHOJOTMH W3TOTOBIICHHS OMMETAaUTMYECKOl OpeOpeHHON
TpyOKH METOZOM pa3zfayu TpyOKH MHAPaBINUECKUM JaBICHHEM. AHAIN3 Pe3yIbTaTOB YHCICHHOTO
MOJZEIUPOBAHUS MPOLECCa OXJIAXK/ICHUS IOTOKA BO3AyXa, IIPU €ro B3aUMOJICHCTBUM C OpeOpeHHOI
OuMeTaM4ecKod TpyOKOH, BO BHYTPCHHHH KaHal KOTOPOH IMOJaeTrcst XJaJareHT, MO3BOJIHI
OLICHUTh KOHTaKTHOE TEPMHUUYECKOE CONPOTHUBICHHE HAa KaKJ0e M3 pedep TpyOKHM Ha TpaHule
amoMuHNI/Menb. Takxke MOTydeHbI OIEHKH VI TEPMUIECKUX COIPOTHBICHUI CUCTEMBI B IIEJIOM,
CHpaBeUIUBBIC 11 OPEOPEHHBIX TPYOOK aFOMHUHHI/MEb, IMEIOINX HE N30TPOIHYIO BHEIIHIOIO
MIOBEPXHOCTb.
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