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Abstract. One of the key aspects of the correctness of the memory subsystem of a microprocessor is its
functioning in accordance with the memory coherence protocol. This article presents an approach to test
program generation for memory coherence verification of “Elbrus” microprocessors. Requirements for memory
coherence tests are considered. The memory map structure allowing to describe the memory areas used in tests
and the types of accesses to these areas in a flexible way is presented. The method of test program generation
based on the memory map structure is described. The method of automatic memory map generation is proposed.
Generated tests have been used for verification of RTL models and FPGA-based prototypes.
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KOTePEeHTHOCTH IaMsiTH. IIpeincraBneHa CTPyKTypa KapThl NaMsATH, HO3BOJIIOMIAs THOKO OIMCHIBATH
UCHOJIb3yeMble B TECTOBBIX IPOrpamMMax OOJAacTH HaMATH M TUNbl oOpameHnii k HUM. OnmcaH MeTon
TeHepalyy TECTOBBIX IPOrpaMM Ha OCHOBE KapThl MaMATH. [IpeioxkeH criocod aBTOMaTHIECKOI TeHepannn
KapT namsaTu. CreHepupOBaHHBIE TECTOBBIE IPOTPaMMbI HCIIOJIB30BAIIMCEH IIPH NIPOBEICHHN BepH(uKanuy Ha
RTL-monensx n npoTtoTnnax Ha 6ase [IJIUC.

KnroueBble caoBa: cucremHas Bepu(UKalys; BepU(pHKAIMS KOTEPEHTHOCTH NaMSTH, TeHeparus
MICEeBIOCITYYaiHBIX TECTOB; DIBOpYC.

Jnst uurupoBanusi: Aragonos B.A., ®ponos I1.B., Memkos A.H. [Toaxoa k reHepayi TECTOBBIX IPOrpaMm
JUTA Bepru(HUKauy KOTEePEeHTHOCTH MaMATH MUKponpoueccopoB «msdpyc». Tpyast UCII PAH, Tom 34, Bbim.
2,2022 ., ctp. 7-16. DOI: 10.15514/ISPRAS-2022-34(2)-1

1. Introduction

Memory subsystems of modern microprocessors provide support for various address spaces with
address translation and include various levels of cache memory, means of ensuring data coherence,
numerous buffers and switches [1]. To ensure the consistency of states of caches, the computing
nodes of the system are combined into a single system and exchange messages in accordance with
a cache coherence protocol [2]. All this determines high combinatorial complexity of verification
[3], which sharply restricts the use of formal methods to individual bottlenecks or devices.

To increase the probability of reproducing various dynamic situations that occur when many devices
are functioning simultaneously in the system, increasing the number of tests is necessary. In order
to automate the development of test scenarios and their implementations in the form of ready-made
test programs, automatic test generation is actively used. In this case, the source code of the test
program is generated randomly, considering the specified parameters [3]. Parameterization allows
fitting tests to reproduce certain situations with certain sets of random parameters [4]. The selection
of test generation control parameters is performed at the development stage of each tool separately
and is determined by the test generation algorithm.

Currently, MCST JSC is designing multi-core microprocessors with general-purpose cores of
“Elbrus” architecture version 6. The development of “Elbrus” architecture has led to significant
additions to the instruction set architecture and changes in the operation of devices included in the
memory subsystem. In particular, the transition to a new coherence protocol affected the
functionality of existing memory accesses. This led to inapplicability of the existing test generation
algorithm to verify the memory subsystem of the developing microprocessors. For these reasons,
development of a new algorithm for generating memory coherence tests and its implementation in
the form of a pseudo-random Assembly test generator was required. This article discusses a new
approach that is the basis for solving this problem.

2. “Elbrus” architecture overview

“Elbrus” architecture introduces a set of memory types determining the system behavior of memory
accesses. The system behavior of memory access is characterized by a combination of specified
properties. Each memory type describes a unique combination of these properties.
Memory access instructions are represented by instructions of store and load types. The size of the
addressing memory fragment and the source/destination register format are determined by the
memory access instruction format. “Elbrus” architecture uses an operation code extension — memory
address specificator (MAS) for each memory access instruction. MAS defines the additional specific
properties of the memory access, the method for storing data in different cache levels and affects the
memory type. Thus, the set of memory accesses types is determined by the following formula:
TCIXFxM D
where:
T — set of memory accesses types,
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I — set of memory access instruction types,

F — set of memory access instruction formats,

M — set of MAS.

According to the generally accepted classification “Elbrus” is a VLIW (Very Long Instruction
Word) architecture [5]. Each VLIW contains a set of instructions. Instructions placed in the same
VLIW are executed in parallel.

In “Elbrus” architecture VLIW consists of 6 instruction channels. The sets of instructions supported
by each channel are different. Memory access instructions are supported by only 4 instruction
channels. However, store instructions are supported by only 2 of these channels. The use of certain
memory access types is moreover supported by only certain channels. Due to architectural
restrictions, the placement of several instructions in the same VLIW is limited.

Modern “Elbrus” microprocessors are Systems-on-a-Chip (SoC) with multiple unified general-
purpose cores. The unified general-purpose core includes private level 1 instruction cache (L1I),
level 1 data cache (L1D) and level 2 cache (L2). SoC of various configurations are being developed.
The number of unified general-purpose cores, the presence of shared level 3 cache (L3), the number
of interprocessor communication channels (IPCC), the number of memory controllers and other
options are defined by the SoC configuration. Multiple microprocessors can be combined in a
multiprocessor system with coherent shared memory based on ccNUMA principle by IPCC.
Among the innovations of “Elbrus” instruction set version 6 can be noted: the introduction of
additional memory access properties, the transition to new memory types, the introduction of
additional MAS with extended caching hints and the elimination of Input-Output memory space
coherence support. In addition, hardware innovations include the transition to unified general-
purpose cores, cache memory policies modification and optimization for unaligned memory
accesses. The coherence protocol has also been significantly changed.

3. Test requirements

The following requirements for generated tests were formed.

Since “Elbrus” microprocessors contain multiple cores and can be combined in a variety of
multiprocessor configurations, memory coherence tests should be designed for verification of
multiprocessor systems. Before the execution of a test sequence, the system under test should be
initialized. In order to check different operating modes of memory subsystem devices and cover
more dynamic situations, the implementation of pseudo-random initialization of memory subsystem
devices settings within acceptable limits is necessary. The system initialization procedure should
end with a cores synchronization procedure to ensure that all of the cores of the system under test
are ready for execution of a test sequence.

The existing test development environment provides a unified parameterized system initialization
program and implementations of commonly used test procedures, such as cores synchronization and
exit code output to the using test bench. Using the test development environment is a great way to
simplify test development.

After the execution of the system initialization procedure each core executes a test sequence of
instructions. In the case of memory subsystem verification tests, the test sequence should contain
memory access instructions of various memory access types and perform the operation of cores with
shared memory. In order to check the functionality of individual cache memories, the organization
of memory access sequences at addresses that lead to cache lines eviction is necessary. To test the
memory coherence mechanisms, a stream of parallel requests to the same cache memory lines from
different cores should be formed. In addition, the generation of VLIWSs with various combinations
of memory access instructions needs to be supported in order to check the VLIWSs execution.

The test sequence of instructions for each core should end with a self-check procedure that checks
the correctness of register values and data in the tested memory areas. This approach allows using
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tests to verify RTL models, FPGA-based prototypes [6], and to test manufactured chips. The
intention is to use a self-checking code generator for the self-check procedures generation. This tool
is based on the functional model of the system under test and allows to generate the code for
comparing registers with the reference values obtained as a result of the test execution by the
functional model [7][8].

Debugging of generated tests is supposed to be performed using a functional model of the system
under test and a trace comparator. The results of the test execution on the functional model and RTL
model are the executed instructions traces. Firstly, to achieve a successful test execution on the
functional model is necessary. This is followed by debugging the test on the RTL model. To speed
up the search for differences between the functional model and RTL model executed instruction
traces the trace comparator should be used. Due to the unavailability of the execution instruction
trace, debugging tests on the FPGA-based prototype is difficult. For this reason, the test exit code
should localize the failed self-check code statement. The reasons for the test fail can be both the test
errors and the system under test errors.

4. Shared memory interaction

The operation of multiple cores with shared memory allows using memory coherence maintain
mechanisms and detecting errors in their implementations. There are two ways of sharing memory:
true sharing and false sharing. Both of them are presented on fig. 1.

True sharing False sharing
Clache line [ l | |
Core; 1 T Core

Core; Core;

Fig. 1. Methods of memory sharing

True sharing is the operation of multiple cores with overlapping memory fragments. The
implementation of true sharing in tests is limited due to the need to ensure deterministic test
execution. To ensure determinism of the true sharing usage, synchronization of code execution by
the cores before and after each modification of the overlapping memory fragments is necessary.
Since the cores synchronization procedure requires multiple memory accesses from each of the
synchronized cores and blocks the test sequence execution, use of true sharing can lead to high
overhead costs.

False sharing is the operation of multiple cores with non-overlapping memory fragments. One of the
cores is designated for each memory fragment — the core-owner. Only the core-owner can operate
with its own memory fragments. Since cache lines change their states according to the coherence
protocol, this way of sharing memory allows loading memory coherence mechanisms without the
overhead of ensuring the determinism: multiple cores use the same cache line, however, the order
of memory accesses of the core-owner is guaranteed by the hardware according to the used memory
type and other cores do not affect the content of the memory fragment.

In comparison with true sharing, false sharing does not provide real operation with shared data.
Thus, some ways of changing the states of cache lines are not checked. In addition, using true sharing
can change the dynamics of the test execution.

For these reasons, the combination of both approaches was proposed: mainly to organize data
separation in tests by false sharing, but at the same time to implement operation with common data
in some volume. This is achieved by forming a testing sequence from a parameterized number of
sections. The full test structure is shown in fig. 2. At the beginning of each section, all of the cores
are synchronized. After synchronization procedures, a random sequence of VLIWSs with different
combinations of memory access instructions is generated for each core. Within each section of the
test sequence, cache lines are split between the cores using false sharing in different ways. Therefore,
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when switching between test sections occurs, some memory fragments are passed to other cores-
owners for management. Thus, the operation with shared memory fragments by several
microprocessor cores is implemented in cores synchronization procedures and during transitions
between the test sections.

System initialization program

B
L
A

4

Test sequence

[ Initialization ]
Section 1 \
[ Synchronization ]

[ Sequence of memory access instructions

Cores Coren

)

loop

/ Section N \
[ Synchronization ]
Sequence of memory access instructions
\ Coren Core, /
- i - 3
Self-checking code execution
Cores Core,

\. J

A 4

Print exit code and stop

Fig. 2. Test structure

5. Description of memory accesses

A special structure —a memory map has been developed to describe memory accesses. The memory
map contains a list of address ranges corresponding to memory fragments and maps the memory
fragments to their parameter sets:

allzegin’ aind] N {Ik' Fk' Mk: o TkSt/ld, p}:}, k= L—K (2)
where:
al®9™ _ the address of the nth memory fragment beginning,

a™® — the address of the nth memory fragment ending,
I, — the nth set of memory access instruction types,

E, — the nth set of memory access instruction formats,
M,, —the nth set of MAS,
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¢, — the nth core-owner,

1/'_ the nth store-to-load ratio,

px — the nth priority of use,
K — the number of the memory fragments in the memory map.
All addresses are presented in terms of bytes. The memory map describes non-overlapping memory

fragments:

begin end begin end begin end
a, <ai* < a, <as™ < <ag” Lay 3)

Adjacent memory fragments with equivalent parameter sets are combined into a single memory
fragment in the memory map. Priorities of use memory fragments allow managing the frequency of
memory accesses to each memory fragment, as well as store-to-load ratios control the frequency of
using different types of memory accesses. This allows configuring spatio-temporal profiles of cores
with different memory areas in a flexible way [9].

The need to ensure a deterministic state of memory imposes restrictions on the combination of using
memory access types. Using coherent and non-coherent memory accesses to the memory fragments
located in the same cache line generally results in an undefined cache line memory value. For this
reason, the set of valid memory access types for each memory fragment should be selected for
deterministic reasons.

A memory map is used to describe the requests generated in a test section. For multi-section tests, a
separate memory map for each section of the test should be used. In this case, ensuring deterministic
transitions between the test sections by adding additional procedures to the test is necessary.

6. Code generator

The code generator implements the described in the memory maps memory accesses as a ready-

made Assembly test in accordance with the test structure presented in fig. 2.

At the beginning of the test, the code generator defines initialization parameters for the

parameterized system initialization program. Depending on the test generation parameters, default

or random settings for memory subsystem devices can be used.

The test sequence is executed in a loop. The number of iterations of the loop is parameterized. Due

to the operation of the cache memory, different dynamics of the test program execution at different

iterations is achieved. Consequently, with a slight increase in the size of the test, the execution time

and the number of situations being tested can be increased many times. This is convenient when

performing a test on an FPGA-based prototype, where the test load time is significant.

Memory access instructions are generated based on the memory map of the current test section. The

algorithm for generating a test sequence using a memory map runs independently for each core. To

check the correctness of the store-to-load bypass in the L1D cache, random generation of the load

instruction corresponding to the previous store instruction by address, format and MAS is provided.

Random generation of “wait” instructions is also implemented. For core ¢ the algorithm consists of

the following steps:

1) Retrieving the set A of memory fragments owned by core c;

2) Anempty VLIW creating;

3) Constructing a memory fragments probability distribution based on the priorities of use p* for
memory fragments a € 4;

4) If bypass-load is scheduled to be inserted into this VLIW, restore the memory access type t, the
memory access address d@ and go to step 13;

5) With specified probability of wait instruction generation randomly choose an instruction from
the set of acceptable wait instructions and go to step 14;

6) Random choice of the memory fragment a, € A according to the constructed memory
fragments probability distribution;

12



AradonoB B.A., ®ponos I1.B., Menxos A.H. Iloaxox k reHepanuy TECTOBBIX MPOrpaMM Ui BepU(UKALMH KOTEPEeHTHOCTH MaMSTH
MHKpornpoueccopoB «msdpyc». Tpyowt HCIT PAH, Tom 34, Bem. 2, 2022 1., ctp. 7-16

7) Constructing a store-to-load probability distribution based on the store-to-load ratio r,ff/ .

8) Random choice of the instruction type i € I,,, according to the constructed store-to-load
probability distribution;

9) Retrieving the set F,, c F,, of suitable memory access instruction formats f:size(f) <
size(a,,), Vf € Fop;

10) Retrieving the set T,, of suitable memory access types using (2) in accordance with the
requirements of the instruction set architecture:

T, SiXE,XM, (4)

11) Random choice of a memory access type t € Ty,;

12) Random choice of the memory access address d € a,,, considering the memory access alignment
and the borders of a,;

13) Selecting the data register for the generated memory access instruction;

14) Placing the generated instruction in the current VLIW or in a new empty VLIW if the placing
in the current VLIW is impossible;

15) If i is store, with the specified probability of store-to-load bypassing save the memory access
address &, the memory access type t and randomly choose the VLIW to bypass-load insertion
based on the specified VLIW skipping range;

16) Repeating steps 4-16 until the specified number of memory access instructions is reached.
The register and memory random values initialization code is placed in the beginning of the first
section of the test for each core. In this case, a prohibition is introduced on the generation of load
instructions, only uninitialized memory fragments are written with store instructions of the
maximum possible format.
The mode of generation of unaligned addresses is optional, its use is determined by the generation
parameters of the test.
Code generation for each test section is performed independently using different memory maps. The
code generator ensures the correctness of the transition between test sections. If the memory access
types of a cache line are changed from coherent to non-coherent, the cache line should be flushed
out of all the caches when switching between the test sections. Before starting a new test section,
the code generator places the cores synchronization procedure and a sequence of cache line flush
instructions for such cache lines. Changing the memory access types of a cache line from non-
coherent to coherent does not violate determinism; therefore, no additional code is generated in this
case. As a result of using this approach, the functionality of evicting the specified cache lines is
additionally checked.
The final step of the test is checking whether the register and memory values match the reference
values. The self-checking code is generated independently for each core. The memory map of the
last section of the test is used as a description of requests. In this way, each core checks its own
memory fragments. If a discrepancy between the test data and the reference data is detected, the test
execution is terminated with the output of diagnostic information to the user (exit code or debug
printing when executed on an FPGA-based prototype).

7. Automation of the memory maps formation

Memory maps are a large and detailed description of memory accesses. Manual compilation of
memory maps requires high labor costs. In practice, describing memory requests in high detail, up
to fragments, is not always necessary. In order to minimize the effort involved in creating memory
maps for large memory areas with the same allowed memory access types, this process has been
automated.
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The user is given the opportunity to describe memory maps at a more general level: the description
is made for arbitrary memory areas. In accordance with each memory area A, the parameter set are
placed:

A+ {lie, Fio Mie, G, So g pih k = LK (5)
where:
I, — the nth set of memory access instruction types,
F,, — the nth set of memory access instruction formats,
M,, — the nth set of MAS,
C,, — the nth set of cores-owners,

S,, — the nth set of memory fragment sizes,

1S/' _ the nth store-to-load ratio,

p — the nth priority of use,

K — the number of described memory areas.

No restrictions are imposed. The resulting parameter set of overlapping memory areas is a union of
the overlapping memory areas parameter sets. All conflicts will be resolved automatically. If the
conflicts cannot be resolved, test generation ends with an error message.

Then the symbol A is used for the described memory areas set. The algorithm for generating a
memory map consists of the following steps:

1) Splitting of the memory area set A into K fragments 4, € A,k = 1,K of cache line size and
alignment with the parameter set inheritance as {Iy, F, My, Cr, S, 757", p23;

2) Analysis of the MAS sets My, k = 1, K for simultaneous presence of coherent and non-coherent
types of MAS in M, sets;

3) Elimination of coherent or non-coherent types of MAS in a random way for each M, set, which
contains coherent and non-coherent MAS simultaneously;

4) Splitting the fragments A, k = 1,K into fragments aX € 4,,n = 1,N(k) of 5, sizes in a
random way, where N (k) is a resulting number of memory fragments aX in 4;

5) Mapping the memory map parameter set {Iy, F, My, Gz, rk“/ ‘4, p¥3 with random core-owner

éor € Cy to each memory fragment aX.

The result of this algorithm is a memory map that describes the memory requests for a test section.
The memory maps are generated independently for each section of the test using the presented
algorithm. Ensuring true sharing of memory and variations in request types used in different sections
of the test is achieved due to the randomness of the memory map generation algorithm. The code
generator provides determinism support during transitions between the test sections.

To check the functionality of individual caches, memory areas are selected based on the organization
of the target cache. Requests to lines with the same indexes lead to evictions from the cache memory,
and the number of lines used must exceed the associativity of the target cache memory. To automate
the compilation of memory areas aimed at creating evictions in various cache memory levels, a
memory areas generator has been developed. The memory areas generator allows generating a
memory area that corresponds to a given number of lines of the target cache level with the same
indexes and different tags.

8. Results

A method for describing memory accesses using a memory map was developed. The test generator
of self-checking Assembly tests for memory coherence verification of “Elbrus” architecture
microprocessors implementing the memory accesses described in the memory maps was developed
in C++.
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The memory areas generator and the memory maps generator have been developed for the
convenience of creating memory maps that are used for checking the functionality of individual
cache memories. Automating the formation of memory maps allows reducing the volume and
complexity of describing the memory maps. In this case, the user can simultaneously use an arbitrary
number of memory areas generators and manually specify memory areas. Moreover, the parameters
for generating memory maps can be set separately for each obtained memory area. The
implementation of the described tools for automating generation of memory maps does not lead to
the loss of the ability to describe requests at the fragment level, but in some cases significantly
simplifies the process of configuring the test generator.
Currently, the developed test generator is used for verification of RTL models and FPGA-based
prototypes of developing microprocessors with general-purpose cores of “Elbrus” architecture
version 6. As a result of using the test generator, 74 logical errors were detected in the following
hardware units: L1D-cache, L2-cache, L3-cache, Translation Lookaside Buffer (TLB), Memory
Access Unit (MAU), On-Chip Network (OCN), Home Memory Unit (HMU), Memory Controller
(MC), EFUSE. In addition, 3 malfunctions were found in the hardware of the FPGA-based
prototype. These malfunctions are not errors of the original design and are specific only to the
implementation of the FPGA-based prototype. Logical errors were manifested in the following
manner: data corruption, deadlock, RTL assertion failure (available only in RTL-simulation).
Conducting verification on the FPGA-based prototype allows using tests with a large number of the
test sequence iterations (> 100) and, therefore, obtaining a variety of the test sequence execution
dynamics, which is difficult to achieve with RTL-simulation. For this reason, some logical errors
were found only during verification on the FPGA-based prototype. Detailed statistics on detected
logical errors are presented in Table 1.
The plan for further development of the test generator consists of work in the following areas:

e Test scenarios development;

e  Support for virtual addressing;

e Development of algorithms for verification of memory consistency.

Table 1. Statistics on detected logical errors

Unit Number of logical errors
Detected on the FPGA-based prototype Total

L1D-cache 2 19
L2-cache 1 10
L3-cache 2 10
TLB 0 5
MAU 0 13
OCN 0 4
HMU 0 6
MC 1 6
EFUSE 0 1
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AHHOTanMsl. ABTOMAaTH3MPOBAaHHOE TECTOBOE IIOKPBHITHE HA JAaHHBII MOMEHT SBIAETCS IIHUPOKO
pacIpoCTpaHEHHOH TPAKTHKOH B JONTOCPOYHBIX MPOEKTaX pa3pabOTKH IPOTPaMMHOTO OOECIIeUeHHSI.
CormacHo mOAXOmy K pa3paboTKe TECTOB, KaXAblii aBTOMATH3HUPOBAHHBI TECT JODKEH MOBTOPHO
HCTIONB30BaTh (QYHKINH, pean30BaHHBIE B TECTOBOM cpene. [IpencraBnenHoe HecaenoBaHue HallpaBIeHo Ha
COBEpIICHCTBOBAHHE MOAXOAa K pa3pabOTKe TECTOBOW CpeAbl C HCIIOIb30BAaHHEM METOJO0B 00pabOTKH
C€CTCCTBCHHOI'O A3bIKA. AHFOpl/ITM BKJIIOYACT CJIICAYIOIUE OTallbl: IOAIOTOBKAa TECTOBBIX CLEHAPUCB,
npeoOpa3oBaHue ab3aleB CIEHApHUS B CHUHTAaKCHYECKOE JEPEeBO C HCIOJIb30BAaHUEM IIPEIBAPUTEILHO
obyuenHoi mozenu OpenlE; cpaBHeHHe IIaroB TeCTHPOBaHUs ¢ MHTepdeiicaMu TecToBoro ¢gpeiMBopKa ¢
ucmoib3oBanreM monaenu GloVe; nmpeobpasoBaHue 3aJaHHOTO CEMaHTHYECKOTO JepeBa B koj s3bika Kotlin.
CraThsl COIEPKUT ONMCAHHUE TPOTOTUIIA CUCTEMBI aBTOMAaTHYECKOH reHepal s3bIKoBbIX TecToB Kotlin u3
crieru(UKAIIN HA €CTECTBEHHOM SI3BIKE.

KaioueBbie C¢J0Ba: aBTOMATHYECKUI TECT; KOMIIBIOTEPHAs] JIMHIBUCTHKA;, W3BICYCHUE OTHOILICHUIA,
M3BJICUYEHUE OTKPBITOW wuH(OpMaImu; pa3bop JepeBa 3aBUCUMOCTEH; 06paboTKa €CTECTBEHHOTO SI3bIKA;
kiacrepusauus; E2E-tect; GloVe; Kotlin
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s uutupoBanus: Koosiues K.C., MonoaskoB C.A. AJIroput™ reHepauuy TeCTOB U3 (PyHKIHMOHANBHON
cneuudukanuy ¢ ucnonb3oBanueM monenu Open IE u kinactepusauun. Tpynst UCII PAH, tom 34, Beim. 2,
2022 r., ctp. 17-24. DOI: 10.15514/ISPRAS-2022-34(2)-2

1. Introduction

Automated test coverage is a widespread practice in long-live software development projects for
now. The coverage can be implemented on different levels of testing pyramid: unit tests, integration
tests, APl (Application programming interface) tests, E2E (End-to-End) tests [1]. The practice of
test coverage allows us to decrease complexity of code refactoring process, also tests can be used as
primary code documentation according to the Test-Driven Development methodology [2].

Also, there is another popular approach of test framework development. This approach complements
the automated test coverage approach. According to the test development approach, each automated
test should reuse functions implemented in test framework [3]. Therefore, after implementation of
test framework, we have a clear architecture of test infrastructure without code duplication and with
reusable test steps and objects.

The provided research is aimed at improving the test framework development approach, at reducing
labor costs of this approach using natural language processing methods. We consider the existing
test automation approaches, define their shortcomings and analyze how these shortcomings can be
addressed.

2. Problems of existing testing automation approaches

When a programming system is quite complex, usually, analysts prepare a document describing the
system behavior called a functional specification. Usually, in case of complex and long living
projects, the functionality should be delivered by short release cycles, a program build should be
delivered immediately after functionality implementation. In this case it is necessary to check not
only the new functionality, but also existing earlier. In other words, it is necessary to complete the
automated regression testing in such cases. Consider the testing automation methods presented in
Table 1 and define their disadvantages.

Table 1. Existing approaches characteristics

Approach Formal Neural
Classic | BDD | verification | Network
Characteristic methods training
Test structuredness - ++ ++ --
Analyst participation - ++ ++ +

Source code

: . ++ ++ -- ++
complexity resistance

Reliability + + ++ -

Automation -- - ¥ it

According to the classic testing automation approach, analyst should prepare a functional
specification that is used for automatic test preparation by QA engineers (Quality Assurance
engineer). Automatic tests are prepared manually. This method forces analyst and QA engineers to
work separately. Participation of analysts is minimal and interaction between analysts and QA
engineers is done over the document — functional specification. Also, QA engineers are responsible
of test framework structure support. This approach excludes the full automation of test preparation.
The BDD approach (Behavior-Driven Development) is based on test framework interfaces
preparation by analyst with using of domain-oriented language [4]. Analysts prepare structure of test
framework and QA engineers implements the test framework. This approach allows to achieve the
high level of test structuredness. This approach like the classic approach, excludes the full
automation of test preparation.

A set of formal verification methods allows us to check completely the program correctness
according to functional specification requirements, made with, for example, language of temporal
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logic [5]. The performance of verification process significantly degrades with increasing of
cyclomatic complexity of program source code. The formal verification process is a check of all
possible program states, which can cause the “combinatorial explosion”. Therefore, the formal
verification usually applied for prototype of program instead of the source program.

Also, there is an approach based on the training of neural network [6]. Authors proposed to train
neural network by random input data for program and given from its output data. This approach does
not take in account analyst participation and testing is based on already prepared program. But this
approach cannot guarantee the reliability because it is impossible to make the completely correct
trained neural network model. Also, it is impossible to continue the model training with new
program changes.

So, the following problems were found out during the existing methods analysis:

e  Chaotic state, low level of test structuredness.

e Analysts work separately from QA engineers, absence of correct unified understanding of
expected system behavior. Their work can be done only through documents, functional
specification, consisted of non-strict natural language texts.

e  Low testing system performance when source code of checked program is complex.
e Absence of guarantee that automatic testing system is completely correct.
e Aot of manual work on preparation of test infrastructure.

Consider the proposed approach, and how this approach allows us to deal with these enumerated
shortcomings.

3. Proposed test development automation approach
Consider the solution proposed in the current research schematically presented in fig. 1.

Kotlin language
autotests

Test Scenarios

Natural Language
Scenario

| Step 1 generate
Natural

| Step 2 [—load® Language
H converler

| Step 3 et used | Test Step
¥ | Interfaces
S

implemeants

describes

Test Step implementation

—davslop.
Analyst
QA | Test Developer

Fig. 1. The proposed solution for automatic test generation
We proposed to organize the development process by the following way:
e Analysts prepare natural language scenario set.

e Natural language test scenarios are transformed to interfaces of test steps by the proposed
automatic software tool and to tests that are using interfaces from the generated test framework.

e QA engineer implements given test step interfaces on Kotlin programming language.
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So, the main idea is to convert automatically non-strict natural language test scenarios to the stricter
Kotlin programming language using existing natural language processing methods. Thanks to
automated natural language processing of test scenarios, we achive such advantages of the
considered BDD test automation approaches as good test structuredness, consolidated understanding
of system behavior between analysts and test developers, high reliability of testing system. Also, we
decreased the manual work on test infrastructure preparation with automated test scenario
processing. All, that test developer should do is implementation of test framework interfaces. The
structure of tests and tests themselves will be prepared automatically.

Consider the proposed solution in detail, each step of the proposed test scenario processing
algorithm.

4. Test generation algorithm steps
Consider the proposed algorithm steps schematically presented in fig. 2.

Database with existing

test steps and
parameter types

: [R) ‘ @ Kotlin autotest
O] | Oy |
Test Scenatio Paragraph 0 o @ ®
Syntax Tree Syntax Tree

with categorized
parameters and tesl steps

Fig. 2. Steps of the proposed test generation algorithm
The proposed method includes the following steps:
1. A test scenario name is taken as a test method name.

2. The test scenario is divided to sentences. Each sentence will be transformed to the one line of
final code.

3. Each sentence is transformed to the syntax tree using the pretrained OpenlE model [7].

4. Test step, parameter group and separate parameter names are associated with test step, parameter
group and parameter types using GloVe model [8, 9].

5. The given semantic tree is transformed to the Kotlin language code.

Consider steps 3, 4, 5 in detail.

5. Syntax tree preparation
OpenlE model is used to build the syntax tree from test scenario sentence [7]. Before OpenlE
processing, the text data should be prepared by the following algorithms: tokenization [10],
lemmatization [11], part-of-speech definition [12], building the dependency tree D [13]. Triplets are
formed with using of OpenlE according to the expression (1), where s is a subject, R is a relation, o
is an object:

T; = siR;0; ¢h)
In some cases, an object contains a set of several interconnected natural language words. The object
can be presented in a form of a part of dependency tree, therefore according to the expression (2):

a; € Di (2)
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This view allows us to present the object as a hierarchic structure of different parameters, that will
make automatic tests more descriptive. The dependency tree can be presented by expressions (3)
and (4), where P are tree nodes, and V are leaves. In other words, these leaves are values V' of
parameters P. And parameters P can include other parameters P or values V, so o can be presented
in a form of hierarchic structure, so tests will contain trees of parameters P with values V:

Oi=PUV=(Pl,Pz,...,Pk)U(Vl,Vz,...,Vk) (3)
v, By = (P, Pyyys s By) U (Ui, Vi, s V) (4)
For now, when the current step is completed, found subjects, relationships, parameter sets, and

values are not associated with any types. In the next step, they will be classified to form interfaces
of test framework.

6. Test element type definition

As a result of the previous step, we got a hierarchically connected subjects s, relationships R,
parameter sets P, values V. Each s, R, P, V is associated with some source natural language word or
word set. Any natural language word can be presented in a form of coordinates vector in semantic
space. Close s, R, P, V can be grouped to clusters associated with test framework interfaces.

Fig. 3. Clustering of natural language words in semantic space
For now, there are many ways to get natural language word coordinates in semantic space. The most
used for today models presenting word semantic coordinates are: RNNLM [14], word2vec [8],
GloVe [15], fastText [16]. The GloVe model was used in the proposed method because this model
takes in account in significant degree word cooccurrence frequency, that is important for our
clustering.
As it was discussed earlier, we got a syntax tree D and a set (s, R, P, V). Also, before clustering, we
have a set (s, R, P, V0), associated with a cluster set (s;, Ry, P,V ) found earlier on
clustering of previous test scenario sentence words.
Each subset s, R, P,V is divided to clusters separately. Consider an example in the fig. 3 in two-
dimensional space, when clusters sf, s§ already found from previous test scenario sentences and for
now we want to parse 3 remaining sentences and define their s, R, P,V types or clusters.
After parsing of three remaining sentences, as a result, algorithm extracts subjects ss, s,, s5 from
these three sentences. Clusters of these subjects are defined in the following way. So, we get a point
in the two-dimensional semantic space. If there are no clusters in radius r from the given point, then
the cluster with radius r will be placed at this point and the point will be a cluster center. If the point
is in the other cluster zone, then this point will be associated with that cluster. If the point is not in
cluster, but the r-radius circle from this point intersects with any cluster, then the point will be
associated with the closest cluster.
We can see on the fig. 3 that clusters s7, s5 were found at the beginning. Then algorithm accepted
the point sz, that was associated with the cluster s$, because the r-radius circle from this point is not
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intersected with any existing r-radius clusters. The r-radius circle of point s, is intersected with
cluster s§, that is why it was associated with the cluster s§. The point s5 was associated with the
cluster s5 because it was inside of the r-radius circle of this cluster.

The last remaining step is to get the Kotlin language code from the given semantic tree.

7. Semantic tree transformation to the Kotlin language code

The last step is to get the Kotlin language code from the given typed semantic tree. As a result, we
will get an automatic test on the domain-oriented language and interfaces of the test framework.
Consider transformation rules presented in the Table 2, where you can see examples of the parsed
sentence in the “before” column and prepared automatic test code fragment in the “after” column.

Table 2. Transformation rules to the Kotlin language code

Transformation rule

Before

After

Subject

User paid free package
User - subject

user |
..paid free package...

}

User paid free package.

user |
...paid free package,

Subject grouping User got payment bill. got payment bill..
}
user {
Relationship User paid free package paid(..)
}
user |
Object User paid free package paid(Package (..))
}
user |
Parameter User paid free package paid(Package (type=..)
}
user |
Value User paid free package paid(Package (type=FREE)

}

Test Scenario

Payment flow:

User paid free package.

User got payment bill.

@Test
fun paymentFlow () {
user {

paid (Package (type=FREE)
got (PaymentBill ())

}

}

The found subject is transformed to the lambda expression with context. QA engineer should
implement the context class. If the same subject is appeared in two test scenario sentences, then
those subject lambda expressions will be grouped to the one lambda expression. The found
relationship is transformed to the method call, and that method should be implemented. Parameters
are transformed to the class field names. Values are transformed to the primitive types of the Kotlin
language or Strings. Then all code is wrapped to the test method having the name like the test
scenario name.

8. Prototype of the proposed solution

A prototype of the proposed solution was implemented on Java language. The developed system
uses a pretrained OpenlE model in a form of Maven package manager dependency called Stanford
NLP. A pretrained GloVe model was used. This model was given from Wikipedia of 2014 year and
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Gigaword text corpuses. The model contains 400 thousand words and their coordinates in 100-
dimensional space and takes 822 Mb of memory. The GloVe model was stored and indexed in
Mongo database. For now, the prototype gives true results for simple test scenarios, however, we
found that it does not work correctly in some complex test scenarios including multiple words in
subjects and relationships. Therefore, we need to investigate more and improve clustering stage of
the proposed algorithm for now.

9. Conclusion

In the provided research we analyzed existing automated testing approaches and defined their
disadvantaged. After the analysis we proposed solution based on natural language processing of test
scenarios and transformation of them to the Kotlin language autotests and test framework.

As a result of research, we implemented a prototype of the proposed algorithm on Java language in
a form of Maven open-source library. The developed solution includes a pretrained OpenlE model
from Stanford NLP library. A pretrained GloVe model was used to automate a search of test items
categories. This model was given from Wikipedia of 2014 year and Gigaword text corpuses. The
model contains 400 thousand words and their coordinates in 100-dimensional space and takes 822
Mb of memory. The GloVe model was stored and indexed in Mongo database.

For now, the prototype gives true results for simple test scenarios, however, we found that it does
not work correctly in some complex test scenarios including multiple words in subjects and
relationships. Therefore, we need to investigate more and improve clustering stage of the proposed
algorithm for now.
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AunHotaumsi. CoBpeMEHHOE INPOTrpaMMHOE OOECIIEUCHHE CTPEMUTENIBHO DPAa3BHBACTCS, IPUHOCS HOBBIC
omnOKH, W Bce OoJblIe KOMIIAHWH CIeAyloT Oe3omacHOMy IMKIYy pa3zpadotku [10. OmHuMH M3 caMbIx
TIOMYJISIPHBIX CPEICTB VIS MOJJEPKKH 0E30MacHOro IUKIa pa3pabOTKM SBISIFOTCS (Da33MHT M CUMBOJIbHAS
HHTEpIIpeTanys IporpaMm, MO3BOJISIONINE aBTOMATHYECKH TECTHPOBATh IPOrpaMMy M HCKaTh B HEH OIIHOKH.
T'ubpuaHblil Gaz3uHr — Harbosee 3h(HEKTHUBHBIN TOIX0/, KOTOPBIH 3aKII0OYACTCS B MPUMCHEHHH KOMOMHAIHN
9THX JBYX TEXHHUK, IPH KOTOPOM JIBE TEXHUKHU pabOTar0T COBMECTHO. JIpyruM criocoO0oM HUCKaTh TPOrpaMMHEIE
OLIMOKH SIBIISIETCSI CHMBOJIBHASI HHTEPIIPETALHS C MCHONB30BAaHNEM IIPEINKATOB 0€30MaCHOCTH — YCIOBHH Ha
BXOJIHbIE JJaHHBIE, IIPH BBINOJHEHUH KOTOPHIX OyJeT HposiBieHa ommoOka. B aToii paboTe MBI npemiaraem
METOJ] aBTOMaTH3UPOBAHHOTO IIOMCKA OLIMOOK C TOMOLIbIO AMHAMHYECKOW CHMBOJIBHOW WHTEPIIpETalluH,
COBMEIIAIOIINI THOPUAHBIA (a33MHr ¢ TPOBEPKOI MpeaukaTtoB Oe3omacHOCTH. [ MOpHIHBINA (a33uHr
TpebyeTcs s MOJTyueHHs GOJBIIOrO KOJIMYECTBA PAa3INYHBIX BXOAHBIX IaHHBIX, a OIIMOKU pabOTHI C MaMSThIO
U HEONPEIENCHHOTO MOBEACHUS B MPOrpaMMax MINYT MpPEAUKaThl Ge30MacHOCTH, KOTOpHIE MO3BOJISIOT
HaxXOJIUTh OLIMOKH JIeJICHHS Ha HyJIb, BBIX0/1a 38 IPAHMIIBI MACCHBA, LIEJOYHCICHHOTO TIEPENOTHEHHS U JPYTHE.
PesynpraTel paboThl NpeAnKaToB 0E30MaCHOCTH BEPHMULIUPYIOTCS C IOMOIIBIO CAaHUTAH3epOB, YTOOBI
OTOpPOCHTH JIOXKHO TIOJIOKUTENIbHBIE —cpabaTbiBaHMs. B pesynbrare NpPakTHYECKOTO IPHUMEHEHHUs
HPEUIOKEHHOT0 METO/Ia K IIPOrpaMMaM C OTKPBITBIM MCXOJIHBIM KOJOM OBLIO HaiaeHo 11 pa3indHbIX HOBBIX
ouIMOOK B 5 pa3HbBIX MPOEKTAX.
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Abstract. Modern software is rapidly developing, revealing new program errors. More and more companies
follow security development lifecycle (SDL). Fuzzing and symbolic execution are among the most popular
options for supporting SDL. They allow to automatically test programs and find errors. Hybrid fuzzing is one
of the most effective ways to test programs, which combines these two techniques. Checking security predicates
during symbolic execution is an advanced technique, which focuses on solving extra constraints for input data
to find an error and generate an input file to reproduce it. In this paper we propose a method for automatically
detecting errors with the help of dynamic symbolic execution, combining hybrid fuzzing and checking security
predicates. Firstly, we run hybrid fuzzing, which is required to increase number of corpora seeds. Then we
minimize corpora. Thus, it would give the same coverage as the original corpora. After that we check security
predicates on minimized corpora. Thus, security predicates allow to find errors like division by zero, out of
bounds access, integer overflow, and more. Security predicates results are later verified with sanitizers to filter
false positive results. As a result of applying the proposed method to different open source programs, we found
11 new different errors in 5 projects.
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1. BeedeHue

CoBpeMeHHOe TporpaMMHOe oOecIieueHHe CTPEMHTENbHO pa3BHBaeTcsi. HOBBIN KOI HEN30€XHO
MPUHOCHUT ¢ cO0O0i HOBBIE OIMHUOKU 1 ys3BuUMOCTH [1]. Bc€ Gounbiiie u Goblile HHAYCTPHATBHBIX
KOMIIAHHUH CJIEAYIOT 0€30IacHOMY MKy pas3pabotku [2-4] mnst  yiaydiieHus KadecTsa
MIPOTPAMMHOTO 00ECTIeUeHH U 3aIUTHI €T0 OT 37I0HAMEPEHHBIX aTak. [ TaBHOMW 1enpio 6€301acHOro
UKITa pa3paboTKH SBIIETCS TOWCK OIMMOOK B pa3pabaThIBa€MOM HpPOTpaMMHOM OOECIIeYeHNH,
BKJIFOUAIOIIHMX B ce0s1 KaK MPOCThIE OLUIMOKH, MPUBOSIINE K HEMPABUIBHOW PaboTe IPOrpaMMbl B
HECYII[ECTBEHHBIX MECTaxX, TaK U Te, KOTOpPbIe MPUBOAT K aBapUHHOMY 3aBEpIICHHIO pabOThI
NpOrpaMMbl WJIM OTKPBIBAIOT JOCTYI Uil pa3lIMuHbIX 3J0HAMEPEHHBIX aTak. B pesyibrare
IIPUMEHEHHMs 6e301I1aCHOT O IIMKJIa pa3paboTKU IIPOrpaMMHOE OOecTieueHIe CTAaHOBHUTCS Oe30I1acHee,
HaJie)KHEee U KaueCTBEHHEH.

OpHo#t w3 HamboJiee pacIpOCTPAHEHHBIX TEXHOJIOTHH I IMOIAEP)KKH Oe30ImacHOro NUKIa
pa3paboTku ocraercs (a33uHr ¢ OOpaTHOM CBS3bEO MO MOKPBITHIO [5-6]. ['mbpumHbi (a33uHr
W3BIICKACT BHIFOAY W3 JIMHAMHYECKOH CHMBOJIBHOI MHTephperauuu [7-17], OTKpbIBas CIOXKHbBIC
COCTOSTHHSI IPOTPAMMBI, TPYIHO AOCATAEMBIE C TIOMOILBIO TPOCTOTO (ha33UHTA.

®az3uHr npeacrasisieT co0OM METOJ aBTOMAaTHYECKOT0 TECTUPOBAHHS MPOTPaMM, IPHU KOTOPOM
porpamMme Ha BXOJl II01aeTCsl MHOXKECTBO HaOOPOB BXOHBIX JIAHHBIX, ITOCIIE YEr0 aHAIN3UPYETCs
peakius IporpaMMbl U TeHEPUPYIOTCSI HOBBIE BXOJIHbIE AaHHbIe. Llenpio (a33nuHra sBiseTcst HOUCK
BXOJIHBIX JIaHHBIX, KOTOpPbIE NPUBEAYT BBHINOJHEHUE IPOrPaMMBbl K aBapHHHOMY 3aBEPILICHUIO,
MIEPETIONHEHUIO 110 MAMSATH WU 3aBUCAHUIO.
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CuMBONTEHAST MHTEPIIPETAINS NPEACTABIIET cOO0H METO aBTOMATHYECKOTO TECTUPOBAHHS, IPH
KOTOPOM TIPOMCXOAWUT HHTEPIIPETAINS MPOTPaMMBI, TJ¢ KOHKPETHBIM 3HAYCHHUSM IEPEMEHHBIX,
3aBHCAIINX OT BXOIHBIX JAaHHBIX, COMOCTABIISIOTCS CHMBOJIBHBIC IEPEMEHHBIC, IMPHHUMAIOIINE
MPOU3BOJIbHBIC 3HAUCHHS. AHATU3UPYEMBI MyTh BBIMOJHEHHS MPOrPAMMBI MOXET OBITh OMHCAH
MpEeIUKaTOM yTH — CUCTEMON YpaBHEHU U HEPABEHCTB, 3aBUCSIIUX OT CHMBOJIbHBIX IEPEMEHHBIX,
pelieHne KOTOpoil oOecredyrBaeT MNPOXOXKJICHHWE II0TOKA YIPABJICHHS IO TOMY JK€ IyTH.
IIpenukaTom 0€30aCHOCTH MBI Ha3bIBaEM JOTOTHUTEILHBIC YCIOBUS HA MPEAUKAT MyTH, KOTOPBIC
TIO3BOJISTIOT MIPOSIBUTH OMIMOOYHYIO CUTYAIIHIO B TIPOTPaMMe.

B nanHoit paboTe MBI ONMCHIBaeM pa3pabOTaHHBIN METOJ TOMCKa OMINOOK pabOThl C MAMATBHIO U
HEOTPEeIeJICHHOTO MTOBEICHHS B IIPOIPAaMMHOM 00€CIIEYEHNH, UCTIOB3YIOIINI THOPHUTHBIH (a33uHr
MpOrpamMM M NpenKaThl 0€30MaCHOCTH, U MPEJCTABIISIEM PE3YJIbTAThl IPAKTUYECKOTO TPUMEHEHHS
3TOTO METO/Ia Ha MPOTPaMMaXx C OTKPBITHIM HCXOIHBIM KOJOM.

2. 0630p

2.1 KLEE

KLEE - »TO WHCTpyMEHT AN CHMBOJBHOW WHTEPIIPETAIlNH, CHOCOOHBIH aBTOMATHUYCCKU
TEHEPUPOBATH TECTHI ISl JOCTIKCHUS BBICOKOTO MOKPBITHS U ITOMCKa OIIMOOK Ha pa3sHOOOpa3HOM
HaOope cinoxHBIX mporpamMm [18]. Bo Bpems cumBompHOW wHTepnperanmun KLEE s
MOTECHIIMAJIbHO OIACHBIX OIEpallii T'CHEpUPYET YCIOBHBIE IEPEXOABI, KOTOPHIE IPOBEPSIOT,
CYIIECTBYET JIM KaKOW-1M00 HAaOOp BXOJAHBIX JaHHBIX, KOTOPHIH MOKET MPHUBECTH K MPOSBICHHIO
ommOku. HanpumMep, MHCTPYKIKUS A€NEHHUS TeHEPUPYET YCIOBHBIH Mepexo/l, IPOBEPSIOIINIL, MOKET
T JAeiuTeNnb OBITh paBeH HYJ0. Takue yCIOBHBIE IMEpexois! OyayT paboTaTh Tak ke, KaK H
OOBIYHBIE YCJIOBHBIE MNEPEXOJbl: NPU BBIMOJHUMOCTH IpeIuKara IyTH, COJAEPXKALIero TaKou
YCIIOBHBIH Tepexo/i, OyAeT CreHEepUPOBaH BXOAHOM (aili 1 BOCIPOU3BEICHHS ONIMOKU U OyaeT
nopoxaeH HoBbIM mporiecc paborsi KLEE, KOTOpBI MPOJODKUT aHAiIW3 IyTH C YCIOBHEM,
0OpaTHBIM YCIIOBHIO ISl IPOSIBIICHUS oMOKK. TakuM 00pa3om, Aaxe ecim MpoBepKa ycenna (To
ecTb oOHapyxkeHa ommbOka), KLEE mpomomkaer paboTy mo IyTH, Ha KOTOpPOM OIIMOKa He
NPOSBIISIETCS, 100aBIIsisl OTPHULIAHKE YCIOBUS IIPOBEPKH B KAUECTBE OrPaHUUESHHUS Ha ITYTh.

2.2 Mayhem

Mayhem — 310 cucrema Juisi aBTOMAaTHYECKOTO OOHAPYKEHHS NPOrPAMMHBIX OIIMOOK B OMHAPHBIX
¢aiinax [19]. Kaxnas ommbka, Haiinennas ¢ moMoipio Mayhem, conpoBoxkaaercs paboraroiieit
9KcIUTyaTanueil 3Toi ommOku. Mayhem reHepupyeT SKCIUIOWTBI A KaXIOH BO3MOXHOM
nepes3aniucu CyYeTYHKa HHCTPYKIHMH, OOBIMHO BBI3bIBaeMOH IepernonHeHueM Oydepa. Korma
Mayhem HaxomUT CHMBOJIBHBII anpec MHCTPYKUHWH, OH MBITAETCS CIEHEPUPOBATh SKCILIyaTallHIo
Mepexo/1a 1Mo perucTpy. B Takux ciaydasx C4eTYHK WHCTPYKIMN TOJDKEH YKa3bIBaTh HA HHCTPYKITHH
10 THIy jmp eax, a Per’cTp eax JO0JDKCH YKa3bIlBaTh Ha MECTO B MAaMSTH, IIe MOXKET OBITh
pa3MelieH KakoW-TO IPOM3BOJBHBIN KoJ. Takue yclIOBHSI KOHCTPYHPYIOTCSI B BHUIE (OPMYJIbI,
KOTOpast IepeAaeTcss MaTeMaTHYecKOMYy pelnartelnio. Ecin penieHue cymecTByeT, To OINOKa MOXKeT
ObITH IIpO3KCIUTyaTHpoBaHa. Eciy pemieHust He CyIIECTBYET, TO T'eHepHupyercs Ooiee mpocras
(dopmyna, Tae CYETYMK MHCTPYKIIUH JOJDKEH yKa3bIBaTh KOHKPETHO HA MECTO B IIAMSITH, I'/I€ MOXKET
OBITH pa3MelIeH IPOU3BOJIFHBIN KO,

Hnst popmatasix ctpok Mayhem nposepsiet, conepskar ju apryMeHTsI 1uisi ()OPMATHOH CTPOKHU HITH
cama (opMaTHas CTpoKa CHMBOJbHbIC OaiiThl. Ecnu Tak, To Mayhem meitaeTcs pasmectutsh B
apryMeHTe [aHHbIE, KOTOpbIE NMPUBEIYT K MEpe3alucH agpeca Bo3Bpara u3 (opmarupyromieit
¢$yHKIHH.
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2.3 Google Sanitizers

Google Sanitizers — 3to HaGop HHCTPYMEHTOB C OTKPBITBIM HCXOIHBIM KOJOM AJIS TUHAMHIECKOTO
aHanmm3a kofa [20], mo3Bomsiomye OOHAPY)KUBATh PA3NUYHBIC OMMOOYHBIE CHTYaIllMH BO BpeMs
BBITTOJTHEHHS IPOTPaMMBI.

Peanm3anus caHnTali3epoB OCHOBaHA HAa MHCTPYMEHTAIIMX IIPOTPAMMHOTO OOECIIEUEHHs Ha JTare
ero koM. Hanpumep, mpu ucnonb3oBannu AdressSanitizer pa3indHble MaHATYJSIAHA C
MIAMATHIO B IIPOIIECCE BBIMOJTHEHHS MPOrPaMMBI OJHOBPEMEHHO OTOOPaKarOTCSl OIPENEICHHBIM
crnocoOOM B OTAENBHOW CTPYKType NAHHBIX, Ha3bIBaeMOH TEHEBOH MaMSATHIO, IO3BOJIAIONICH
CJIEINTH 32 KOPPEKTHOCTHIO BBINOIHEHMS PA3IUYHBIX ONEPAIM ¢ MaMAThi0. [Ipyu ncronb30BaHuH
UndefinedBehaviorSanitizer B kox mporpaMMbl Ha 3Tarie KOMITMIISIIIMK BCTPAUBAIOTCS pa3lInuHbIe
IIPOBEPKH Ha [EIIOYHNCIICHHBIC TIEPETIOTHEHNS U APYTHE OMNOKN HEONPEAETICHHOTO TOBEACHHS.
CymiecTByeT HecKoNbKO camuTaiizepos: AddressSanitizer, LeakSanitizer, ThreadSanitizer,
UndefinedBehaviorSanitizer u MemorySanitizer.

AddressSanitizer mo3BoJsIeT OOHAPYKUBATH OIIUOKU PaOOTHI C MAMATHIO BO BPEMS €€ BHIITOITHCHUS.
OH crocoOeH 0OHapyXHTh HepenoigHeHHe Oydepa Ha cTeke, Kyde, a TakKe IeperoHeHUE
rnobanbHeIX OydepoB. Takke OH MMO3BOJISICT OOHApY)KMBATh HCIOJIB30BaHUS yKaszareneil mocie
0CBOOOXKICHHUSI TTaMSTH, Ha KOTOPYIO OHH CCBUIAIOTCS, U OOHAPY>KUBAET IBOWHBIC U HEKOPPEKTHBIC
0CBOOOXICHHS TTaMSITH, a TAKXKE APYTHe OMHMOKN paboThl C HaMATHIO.

LeakSanitizer no3Bosisier 00HapyXKMBaTh YTEUKH NMamsTH. /s MCIOIp30BaHMs ATOTO CaHUTal3epa
OTIEIbHO He TpeOyeTcsi MHCTPYMEHTAMM NpPOrpaMMBbl, OIHAKO TaK)Ke OH BCTPOEH B
AddressSanitizer, 94To 103BOJIIET UCTIOIB30BATH 3TH J[Ba CAHUTAH3epa COBMECTHO.

ThreadSanitizer mo3BoJsier 0OHapy)HUBaTh OMIMOKK FOHKH JaHHBIX, KOTOPbIE IPOUCXOMST, KOTa
pa3Hble TOTOKM BBIMOJHEHHUS oOpamjaroTcs K OAHMM M TeM ke oOjacTaM mnamsatu 6e3
CHHXPOHH3ALINH U T/I€ XOTS OBl OZIHO U3 OOpalIeHUH SBISIOTCS 3aMChIO B 3Ty 00JIACTh ITAMSTH.
UndefinedBehaviorSanitizer 1mo3BojiseT oOHapy»XHBaTh OLIMOKH HEONPEIEIEHHOrO MOBEICHNUS,
SIBJSIFOLIIMECS] PE3YJIbTATOM BBIIOJHEHUS ONepanuii ¢ HecrneUUpUIUPOBaHHBIMU CEMaHTHKaMHU,
TaKUX Kak JieleHHWe Ha HyJlb, pa3bIMCHOBAHUE HYJIEBOTO YyKas3arels, HCIIO0JIb30BaHHE
HEMHUIAAIN3NPOBAHHON HECTATHYECKON ITEPEMEHHOH U T.11.

MemorySanitizer mo3BossieT 0OHApYKUBATH OMINOKH HEUHUIINATM3UPOBAHHOTO YTCHUS U3 TAMSITH.
DTOT caHMTaW3ep HAXOAUT CITyyau, KOr/[a MPOU3BOIUTCS YTCHUE U3 NTaMSTH, BbIICICHHOM Ha CTeKe
WIN B Ky4e, 10 TOTO, KaK B 3Ty MaMATh ObIIO Y4TO-INO0 3aIicaHo.

2.4 SAVIOR

SAVIOR - 310 ¢peiiMBOpPK aisi THOPHIHOTO TECTHPOBAHUS MPOTPAMMHOIO OOeCIeueHHsl,
HalleJIeHHbI Ha mouck ommOok [21]. Pabora SAVIOR ocHOBhIBaeTCS Ha JBYX MeXaHU3Max:
MeXaHU3Me pacHpeesIeHHH TPUOPUTETOB, OCHOBAHHOM Ha OIIMOKaX, U MEXaHU3Me BepU(UKAIIH
C YY€TOM OIIUOOK.

CyTp MeXaHH3Ma pacCHpeleNeHUs MPHOPUTETOB 3aKII0YaeTcs B TOM, HYTOOBI IPOU3BOIUTH
CHMBOJIFHYIO HHTEPIPETANNIO HE HA BCeX Ha0Opax BXOJHBIX JaHHBIX, & OTaBaTh IIPHOPHUTET TAKUM
BXOJHBIM JIaHHBIM, KOTOpBIE C OOJBIIEH BEPOSITHOCTHIO MIPUBEAYT K 0OHAPYKEHHIO IIPOTPaMMHBIX
omnbok. J{o TectupoBanust mporpaMmHoro odecrieueHns SAVIOR ananm3upyer UCXOAHBIN KO U
CTaTUYECKH TIOMEYaeT NOTeHMAIbHO onacHble MecTa B porpamme. Takxe SAVIOR BbicUUTHIBaET
Ha0bop 0a30BBIX OJIOKOB, JOCTHXHMMBIX OT KaXJIOT'O YCIOBHOTO Iepexoja. Bo Bpemst cHMBOJIbHON
nnrepnperann SAVIOR cunTaer npHOpPUTETHBIME T€ HA0OPBI BXOAHBIX JAaHHBIX, KOTOPBIE CMOTYT
NIPUBECTH K IOCELICHHIO HanOOJIBIIETO0 YMCIla BAXKHBIX YCJIOBHBIX IepexoJoB. Takum obOpazom,
SAVIOR yckopsieT 00HapykeHHE HOBBIX OIHOOK B TIpOTpamMMax.

CyTb MexaHH3Ma BepUBHUKAIMY 3aKII0YaeTcs B cieaytomeM. [lonydas HaOopbl BXOIHBIX JaHHBIX
B pe3ynbraTe (paz3unr-rectupopanusi, SAVIOR BhITOTHSIET MpOrpaMMy Ha 3THUX BXOJHBIX JTaHHBIX
U A8 KaKIOTO paHee IMOMEYCHHOTO MOTEHIMAIbHO ONACHOTO MeCTa BepHPHIUpPYET
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COOTBETCTBYIOIIHI €My IIPEeIuKaT, MPOBEPSSI €ro C YU4eTOM IIyTH BHIIONHEHHWA. Ecnm mpemmkar
YAOBIETBOPUM, TO OmHUOKa TmoATBepkIeHa. OTto mo3Boisier SAVIOR renepupoBaTh
JIOKA3aTeNbCTBO OOHApY)KEHUS OMMOKA B BHAC KOHKPETHBIX BXOMHBIX MaHHBIX WIH €€
HECYLIECTBOBAHMS HA KOHKPETHOM ITyTH BBIITOJHEHHS IPOTPaMMBI.

[TomeTka mOoTEeHIHATFHO OMACHBIX MecT mpom3BouTcs ¢ nomomsio Undefined Behavior Sanitizer.
Ha ocnoBe wuHCTpyMeHTanmmu oT caHuTaizepa SAVIOR wHHCTpyMEHTHpPYET MO-TEHIHAIHHO
OIacHBIE MECTa B IPOTPaMMe NpeIrKaTaMHt, yIOOHBIMH JJIsl MAaTEeMaTHUECKOTO pelaTesst, KOTOpble
OynyT mpoBepsThCs Ha dTane Bepudukanuu. Takum odpazom, SAVIOR nonnepxuBaet npeauKaTsl
JUISL OIIMOOK BBIXOJA 32 TPAaHMIBI MacCUBa, OMTOBBIX CIBMIOB Ha CJIMIIKOM OOJbLIOE 3HAYECHUE,
3HAKOBOT'0 M 0€33HAKOBOTO LIEJIOYUCICHHOrO IepenoiHeHus. C MOMOIIBIO CTaTHYECKOTro aHajlu3a
SAVIOR y4nThIBaeT 3HAKOBOCTH ONEPAHIIOB M MX Pa3MEphl IPH COCTaBJICHHM INPEIUKATOB LIS
JABHEeHIIe MPOBEPKH Ha dTare Bepru(UKAIIH.

2.5 ParmeSan

ParmeSan — wuHCTpyMeHT anst ¢a33uMHra ¢ oOpaTHOIl CBS3bI0 IO CaHHTaii3epaM, KOTOPBIH
ONTHMU3UPOBaH CIELUHAJIBHO JUIA IOKpBITHS ommoOok [22]. OcHOBHOW wupeeil sBisieTcs
UCIIONb30BAaHUE  MHCTPYMEHTAIlMM, IPOM3BOAMMOHN  CcaHHTaii3epamm, Uil oOecIieueHHS
3¢ (eKTHBHOTO MEXaHN3Ma ITOMCKAa MHTEPECHBIX 0a30BBIX OJIOKOB I 0OpaTHOH CBS3H C (ha33epoM.
B otnmume ot ¢as3zepoB ¢ 00paTHOH CBSA3BIO MO MOKPBITHIO, KOTOPHIE BCIEMYIO MOKPHIBAIOT BCE
6azoBble OMOKM mTporpaMmsbl, ParmeSan HampaBieH Ha HCCICAOBAHUE IyTEH BBIIOIHEHUS
MPOTPaMMBI, IMEIOIIUX HAaUOOJBIIHNI IIAHC TPOSBICHHS ONIMOOK 3a KpaTyaiiiee BpeMs.

[epBeiM menom ParmeSan nccienyer HHTEpECHbIE LENN U3 JAaHHOTO CaHUTaii3epa, KOTOPBIM OblIa
NPOMHCTPYMEHTHPOBaHA IpOTpaMMa, yOupass HEHMHTEpECHBIE IMPOBEPKH. 3aTeM TUHAMHYECKH
KOHCTpyHupyeTcst rpad) OTOKa yHpaBJICHHs, YTOOBI HAITPaBUTH (ha33uHT HA KOHKpeTHbIe 1enu. Cam
npouecc (as33uHra OCHOBaH Ha JABYX dTamax: (ha33uHra mjisi KOHCTPYHMpOBaHHS Tpada MOTOKa
yhnpaBieHus: ¥ (a33uHra LEeNeBbIX TOYEK MpOrpaMMbl, HAlEJIEHHOTO Ha MOUCK OUIMOOK B
nporpamme. J1is yckopenus paboThl BToporo dTarna ParmeSan KCosb3yeT TOCTYIHYIO U3 aHaIu3a
NOTOKa JaHHBIX MH(popmaiuio. OJHONW M3 OCHOBHBIX HJEH, 3alokeHHBIX B pabory ParmeSan,
SBJISIETCS TO, KAK CHCTEMa HaIlpaBiisieT (a33uHr 110 MyTSM BBINOJHEHUs, BEAYIIUM K HHTEPECHBIM
6nokam. ParmeSan B npouecce paboTsl cTpout rpad moroka ympasieHus. ParmeSan BeinonHsier
MporpamMMy Ha HCXOJHBIX Ha0Opax BXOAHBIX TaHHBIX M CMOTPHT, 10 KaKUX 0a30BBIX OJIOKOB JOMIIO
BBITIOJTHEHHE TTpOrpaMMbl. OCHOBBIBasICh Ha TIOCTPOSHHOM rpade MoToka ynpasieHus, ParmeSan ¢
MIOMOIIIBIO BBE/IEHHOM aBTOPaMHU METPUKH BHIYUCIISET JUCTAHIHIO OT MMPOMICHHBIX 0a30BBIX OJIOKOB
JIO LIEJIEBBIX OJIOKOB, M Ha OCHOBE MOJYYEHHBIX 3HAUCHWH METPHUKH U rpada ImoToka yrnpaBieHHs
HarpasisgeT (a33uHr Tak, YTOOBI KaK MOXKHO CKOpee JOMTH 10 LEeJIEBBIX OJIOKOB, COJEpIKaINX
NOTeHIMAIbHyI0 omuOKy. Just sToro (¢hassep, mnperncraBieHHbli ParmeSan, mnpu BeiOOpe
CJIe/IyIOLIero Habopa BXOJHBIX JaHHBIX /IS MYTAlMU BBHIOMpAET TOT HAOOp, MPH BBHIMOJIHEHUU
KOTOpPOro ObUIM TOcelIeHbl 0a30Bble OJOKH, UMEIOIINE HAUMEHBIIYIO JUCTAHIHUIO C EJIeBbIMU
0JI0KaMH, ¥ TOBBIIIAET MPUOPHUTET JUII MHBEPTHPOBAHMS TEX YCJIOBHBIX IMEPEXOJIOB, KOTOpPHIC
Hanbosee OJIM3KO PACIIONIOKEHBI K 11eJIeBBIM 0a30BbIM OJIOKaM.

Canuraiizepbl HMHCTPYMEHTHPYIOT TIpOrpaMMy JByMsi pasHbIMH crocobamu. HekoTopsie
MHCTPYMEHTAIMK IIPOCTO OOHOBJISIFOT BHYTPEHHHE CTPYKTYPHI JaHHBIX (HAIpUMeEp, TEHEBYIO
MaMsTh), IPyrie MHCTPYMEHTAIMU HUCIIOJIb3YIOTCS, KOT/Ia CaHUTai3epbl OOHAPYKHUBAIOT OLINOKY,
UCIIONIb3Ysl YCJIOBUE YCIIOBHOTO TIEpexojia, KOTOpPOe B3aUMOJEHCTBYET C BHYTPEHHUMHU
CTPYKTYpPaMH JAaHHBIX WJIM HETOCPEICTBEHHBIM COCTOsSHHEM mporpammsl. llens ParmeSan —
HanpaBuTh (pa33MHr B T€ TOYKHM MPOrpaMMBbl, I/Ie CaHUTai3ep OOHOBIISIET CBOM BHYTPECHHHE
CTPYKTYpBbI IaHHBIX, M peLIaTh NPEINKAThI, BCTABJICHHBIE CAHUTA3epaMH, BBIIOJHUMOCTh KOTOPBIX
03Ha4aeT OOHApY>KEHHE OIINOKH, C TIOMOIIBIO MyTalluii HA OCHOBE aHAJIM3a IIOTOKA JaHHBIX.
Takum o0paszom, mporecc pabotsl ParmeSan coctout u3 tpex ¢as. Ilepmast ¢dasa — OwicTpoe
UCCIIeIOBaHNE IyTeH HUCIIOMHEHUS C ONOPOH HA MOKPHITHE U 3Tall TPACCUPOBKH, YTOObI MOJIyYUTh
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rpad moroka ympaBieHus. B Teuenue mepBoi ¢asel ParmeSan coOupaer Tpacchl M TBITAETCS
HOCTPOHTH Ipad) MOTOKA YIPABICHHS HACTOIBKO TOYHO, HACKOJIBKO 3TO BO3MOXHO. Bropas da3za —
HaTpaBJICHHOE HWCCIIEJOBaHNE, YTOOBI JOCTHYH IICNICBHIX 0a30BBIX OmokoB. Tperbs daza —
reHepalysi BXOJHBIX JAaHHBIX, MPOSBISIONINX OMIMOKY, — HAUWHAETCS, KOr/a eJIeBoil OJIoK ObLI
JOCTUTHYT.

2.6 IntScope

IntScope — uHCTpYMEHT A1t OOHAPYKESHUS OMIHOOK IEJOYHCICHHOTO TIEPENOTHESHUS TIPH TOMOIIH
CHUMBOJILHOIM HHTEPIPETANHU IPOrpaMMHOro obecriederus [23]. IntScope mpeiaraet cie y o
MOJXOM JUIsl OOHApYKESHUS OIIMOOK IEJOYHCICHHOTO NepenoiHeHus. [Ipy noMomy cuMBOIbHON
MHTEPIIPETANH aHAIN3UPYIOTCS MHCTPYKLUH, pealusyroniie apudmerndyeckue onepauun. [Janee
HalJJeHHble MecTa C MOTEHIHATbHONH OIMMOKOW ILEJIOYMCICHHOTO MEPETOIHEHHS MPOBEPSIOTCS
JICHUBO, TO €CTh apu(pMeTHUeCcKass HHCTPYKIMS IPOBEPSETCS HE Cpasy, a JIMILIb KOTia TOMEYEHHOE
CUMBOJIBHOE 3HAYEHHE HCHOJIb3YETCsl B UyBCTBUTENBHBIX TOYKAaX, TAKMX KaK BBIICICHUE MaMATH
¢yEkmmaMu malloc, calloc. IntScope mnpemympekmaeT O TOTSHIHMATBHOW —OIMHOKE
LIEJIOUUCIIEHHOTO TEPETIOIHEHHS], TOJIBKO ECIIU TIOMEYCHHOE CHMBOJIbHOE 3HAUCHHE, HUCIIOIB3yEeMOe
B YYBCTBHUTENBHBIX MECTaX, MOXKET IEPEMOTHUTHCSL.
HenocToBepHbIil HCTOYHUK — apu(MeTHYecKass WHCTPYKIHMS B NPOTpaMMme, I/ie MOTECHIHAaIbHO
MOJKET NMPOU30MTH OmMOKa LETOYUCICHHOTO NMEPENoNHeHNs, U OJUH U3 ONEpPaH/I0B MOIy4eH U3
IIOMEYECHHBIX JaHHbIX. IloMedeHHBIE MaHHBIE MOTYT OBITh IOJNYYEHBl U3 HEIOBEPEHHBIX
HCTOYHHMKOB BXOJHBIX JIaHHBIX, TaKMX KaK CeTh, (ailiibl WIM ONUUH KOMaHJHON CTPOKH.
OYHKIUSAMH, C TOMOIIBIO KOTOPHIX MOTYT OBITH IOJSyYeHBI IMOMEUYECHHBIE JaHHbBIC, CUHUTAIOTCA
read, fread, recv.
CTOK OIIMOKN — MECTO B IPOTrpaMMe, B KOTOPOM HCIIOIb30BaHNE IIEPETIOTHEHHOTO 3HAYEHHSI MOJKET
MPHUBECTH K JaJbHEHIIUM MPOrpaMMHBIM ya3BUMOCTSIM. B IntScope Bbimemsitorcs cienyromue
CTOKH OIIHOOK:
e BBIJCJICHHE MaMsITH (WCIIOJIb30BAHME IICPEIIOJIHEHHOTO 3HA4YeHWS B apryMeHTax TaKhX
GbyHKIWMii, Kak malloc);

e JocTyn K mamsTd (TeperoIHeHHOE 3HAueHHEe HCIIOJIb30BAaHO B KAueCTBE HWHJIEKCA WM
CMEILCHHUsI IPH Pa3bIMCHOBAHUH aJpeca);

e  YCIOBHBIH Iepexoi (UCHONb30BaHHE IEPEHOJHEHHOTO 3HA4YeHHS B YCIOBHOM IIEpEeXOfe,
KOTOPBII MOXET MPUBECTH K MIPOIYCKY MPOBEPOK Ha 0€30MacCHOCTB).

ITpu [OCTIKEHUH MOTEHIMAIBHOTO CTOKA OUIMOKH, MCIHOJIB3YIOIEro yKe HaiJIeHHBIH UCTOYHHK

OIIMOKH, MPOMCXOAUT COOTBETCTBYIOIIAs MpoBepka. Eciii cTOK — apryMeHT (pyHKINHU BbIICICHUS

MaMsTH, TO 3HA4YCHHE MpoBepsieTcs Kak Oe33HakoBoe. Takxke HHGOPMAIMIO O 3HAKOBOCTH

CHUMBOJILHOTO 3HaueHus IntScope mosyyaer ¢ moMoIbi0 HHCTPYKIMK YCIOBHBIX MIEPEX0/I0B, TAKUX

Kak JG (3HaKoBbIi), JA (0€33HaKOBBIN) U MOJIOOHBIX.

2.7 O6HapyxeHue LiefIoYUCNeHHbIX yA3BMMOCTeN NepenosiHeHns B
ABOUYHOM KoAe nporpaMMHoOro obecneveHus

B nanHO#l paboTe aBTOpHI Npeiiarar0T CBOW MOAXOA Uil TOHMCKA OMIMOOK IIEJIOYMCICHHOTO
nepenoaHeHuss B OuHapHBIX (aitax [24]. Ilogxon ocHOBaH Ha CHMBOJIBHOW HWHTEpPHpPETalMd U
JIBOWHOM OTOOpakeHHH mamsTu. st 3TOro CTPOUTCS yCEYEeHHBIH rpad) moTOKa ympasieHUS,
OCHOBaHHBIH Ha MamMHHOM Kone. Cnoum rpada MpoBEpSIOTCS HA BBIIOJHEHHE YCIOBHH Ul
0oOHapy)XeHHs yI3BUMOCTH.

I'maBHast uzest MOAX0/a — UCIIOIB30BaTh CUMBOJIBHYIO HHTEPIIPETANNIO KOJIa AJISI KOHCTPYHUPOBAHHSA
YCJIOBHIA, ITPOSIBIISIONINX YSI3BUMOCTB, Ha BXO/IHBIE TIepeMeHHbIe. [1ociie 3Th ycIoBus Hy)KHO OyieT
PELINTB.

[TpencTaBneHHBII T0X0] MOKHO Pa3/esIUTh Ha CIIEAYIOUIYIO IT0CIEI0BaTENbHOCTD (as3.
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e TlocTpoenne rpada moroka ynpasJjeHusi. BxomHoi ¢aiin uCTonb3yeTcsl ISl MOCTPOSHHUS
rpada 1moToka ynpaBJIeHHS TECTHPYEMOU MPOTrPaMMBI, B PE3YJIbTaTe KOTOPOTO JOJDKHBI OBITH
oOHapyXeHBl BEpIIMHBI BBOAA W BBIBOJA. BepmmHa BBoma oToOpa)kaeT YacTH KOma, TIe
MPOMCXOJUT BBOJ JIAHHBIX, a BEPIIMHA BBIBOJIA OTOOpa)KaeT 4acTH KOJA, TJC MPOUCXOIUT
BBI30B (DYHKIIMI BBIJCIICHIS MTAMSTH.

e OrceuBaHHMe HEHMCIIOJIb30BAHHOIO NYTH B rpaje moroka ynpasJjeHusi. Bce Bepuiunsl,
KOTOpBIE He OBUIN MCIOJIB30BaHBI B JIIOOOM M3 ITyTeil OT BEPIIMHBI BBOJIA IO BEPILUHEI BEIBO/IA
JIOJDKHBI OBITH yIaJICHBI.

L HOCTpOC]—ll/le CHMBOJIBHOI'0 BXO/JAa. Bxomgnsie JaHHBIE 1 HECWHUIUATIIIN3UPOBAHHBIC STICHKHU
naMsTH 110J1araroTCsa CHUMBOJIbBHBIMU. Kam,uaﬂ syeiika M3Ha4YaJbHO 0T06pa>1<aeTc51 Kak r1apa,
cocrosAmas 3 CMMBOJIBHOTO YHUCJIa 1 CHMBOJIBHOTO aagpeca.

e CumBoJbHas sMyasinmsi. Kaxxaeiid myTs oOpabateiBaeTcst He3aBucuMo. O0paboTKa BKIIOUaeT
B ce0sl CHMBOJIbHYIO SMYJBILHIO MAaIIMHHBIX MHCTpyKuuil. OHa 3arparuBaer o0e 4YacTu
oToOpakeHHs stueek (4ucio u aapec). CUMBOJIBHBIC SYEHKH MOTYT MOTEPSATh OJUH U3 ITHX
MapaMeTpoB, €CIIH B NIPOIIECCEe HHTEPIIPETAI[MM CTAHOBUTCS MTOHATHO, SIBIISICTCS JIM CUMBOJIbHAS
nepeMeHHas afpecoM uin uuciaoM. Hampumep, eciu nepeMeHHast OblIa pa3bIMEHOBaHa, TO OHA
ABJISIETCS a/IpecoM, TOTIa TapaMeTp Ynciia 0TOpachIBaeTCs.

e TlocTrpoenne cucremsbl ycjaoBuii. CucreMa YCIOBUH OMNUCHIBAET JOCTYIMHOCTH BEPIIHHBI
BBIBOJ[A OT BEpIIUHBI BBOJA. OrpaHuucHus J00aBIAIOTCS B CUCTEMY 110 MEPE HCCIICIOBaHUS
MyTeil BBIMOJHEHUS. Y CIIOBUS [T POBEPKU BO3MOYKHOCTH OIIMOKH UCIIOIB3YIOTCS B KAUECTBE
MIOCJIETHETO YCIIOBUSA B CHCTEME.

e TIIpoBepka cyuiecTBOBaHUSI pemieHHsi cucTtembl. Co37aHHBIE YCIOBHSI TPOBEPSIIOTCS C
MTOMOIIBI0 aBTOMAaTHYECKOM CUCTEMBI I0Ka3aTebCTBa TeopeM. Eciu cuctema nMeer peuieHue,
TO TpOTpamMMa ysS3BUMa, a CTCHEPHPOBAHHOE PELICHUE SBISICTCS T0KAa3aTeIbCTBOM HalIeHHON
OIIMOKH.
CuMBOIIBHASL AMYJSNHS [POTPAMMBI MPUMEHSETCS K KOKAOMY IYTH B rpade, MPUBOIAIIEMY K
Ha3HAYCHHOH BEepIINMHE BBHIBOJA. YPAaBHCHHS M HEPABCHCTBA HAa CHMBOJBHEIC IIEPEMEHHEIC, W3
KOTOPBIX COCTaBISETCS CHCTEMa, KOTOPYIO TO3[MHee OyAeT pemaTh MaTeMaTHYeCKUH pelateib,
MOTYT BCTPEUATHCSI MEXKTy BepIIMHAMH Tpada u ABISTHCS YCIOBUIMHI ONIEPATOPOB BETBICHUS WITH
YCIIOBHSMH HA TIEPEMOTHEHNE B HHCTPYKIHSIX, PEANH3YIOMHUX apU(PMETHICCKIE ONCPAIIH, TAKIX
Kak add, sub, mul, imul, shl u T.x.
CocraBiieHHass CUCTeMa YpaBHEHHMH W HEPAaBEHCTB HAa CHMBOJIbHBIE TEPEMEHHBIE MPOBEPSETCS
penrareieM MOCieI0BaTeIbHO TI0 JOCTHXKEHUIO BEPIIMHBI BBIBOJA, TO €CTh BHI30BA HEKOTOPOMH
OTIACHON ()YHKITUH, WCIIOH30BAHKUE TEPENOTHEHHOTO 3HAYCHHUS B KOTOPOW MOXKET MPHUBECTH K
CepbE3HBIM MoceNCTBUsIM. EClii cricTeMa pemiaema, TO 3T0 TOBOPUT 00 YSI3BUMOCTH BEI3BIBACMOM
¢hyHKIHN.

3. CumeonbHblie npedukamsl 6e3onacHocmu

[IpemukaTel 0E30MACHOCTH — 3TO JOIOJHHUTEIBHBIC YCIOBUS HAa MPEIUKAT IyTH, KOTOPEIC
MO3BOJISIFOT OOHAPYXKUTHh OIMMOKY B mporpamme. sl MOCTPOEHUs MpeauKaTa 0e30MacHOCTH BO
BpEMsI CHMBOJILHOW MHTEPIIPETAIIUH IPOTPaMMBbI aHATTM3UPYIOTCS OMPEICIICHHBIC €€ HHCTPYKIIHU ’
MeCTa, KOTOPhIe CYMTAIOTCS OIMAaCHBIMU. Ecin Takoe MeCTO HaXOIUTCS, TO COCTABILICTCS MIPEIHKAT
0C30MacCHOCTH, TPEACTABISIONUN c000i ypaBHCHWS W HEPAaBEHCTBA HAJ CHUMBOJBHBIMU
MCPEMCHHBIMHA M KOHCTAHTHBIMH 3HAYCHUSMU. 3aTEM IMPEIUKAT OC30MaCHOCTH M MPEIUKAT IMyTH
COBMECTHO 00pa3yloT CHCTEMY YPaBHEHUIT M HEPABEHCTB, KOTOPas IEPEIAeTCsl B KAUECTBE BXOIHBIX
naHHbIXx SMT-pemarento [25]. Penenne Takoi cucTeMbl YpaBHEHUH TpeACTaBiIsieT coboi Habop
BXOJIHBIX [IaHHBIX, KOTOpbIE€ O0ECHEeYMBAIOT KakK MPOXOXKICHHE [OTOKA YIPABICHUS MO
UCcClelyeMOMY MYTH, TaK M NPOSIBJICHHE KOHKPETHOH mporpamMmHOl omuOku. Takum oOpazom,
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3aIlyCK NMPOTPaMMbl HA 3THX BXOJIHBIX JAaHHBIX BOCIIPOM3BOAMT HalgeHHBbIC OmHOKH. [Ipenukarer
6e3omacHocTy ObUIN pa3paboTaHbl B paMKax MHCTpyMeHTa Sydr [26].

OmgarM w3 pa3pa0OTaHHBIX TNPEIUKATOB OE30IACHOCTH SIBIISICTCS MPEONKAT OE30MacHOCTH JUIA
MONCKa OLIMOOK IEIOYHCICHHOTO NENEeHUs Ha Hyldb. BO BpeMs CHMBOJBHOHW HHTEPIIPETALUH
OounapHOTO (paiima Kaxnmas CHMBOJIbHAS HMHCTPYKIUS [eleHus, Takas kKak div wmm idiv,
NpoBepsieTCs NPeIMKaToOM 0E30IacHOCTH JUIs TIOMCKa OMIMOKM JeNeHHs Ha Hyib. Ecnu nenutens
HMHCTPYKIHH SBJIAETCS CUMBOJBHBIM, TO COCTAaBISIETCS] ypPAaBHEHHE HA PAaBEHCTBO ACIHTENS HYIIIO.
3areM TOJy4WBIIEECS] ypaBHEHHE KOHBIOHKTHPYETCS C NPEAUKATOM IYTH H IIOJy4aeTcCs
COOTBETCTBYIOIINI MpeauKaT 0e30MacHOCTH, KOTOPHIA Iajiee MPOBEPSETCS IO BEHIMICONMMCAHHON
cXeMe.

3.1 Bbixopa 3a rpaHuLbl MaccuBa

BBIX0m 3a TpaHHMIBI MacCHBa — OJHA M3 CaMBIX OIACHBIX M PACIPOCTPAHEHHBIX IMPOTPAMMHBIX
omm6ok [27]. st 06HApYKEHHUS TAKAX OLMTMOOK MBI CTPOMM TPEIHKAT GE30MaCHOCTH JIJISI KaXKI0TO
pa3bIMEHOBaHHS CHMBOJIBHOTO ajipeca.

Jliist Toro, 94TOGH! TIOCTPOUTD MPEAUKAT GE30MaCHOCTH JUIA OMIMOKH BBEIXOJ[A 3a TPAHUIBI MacCHBa,
CHayajga HYKHO ompenenuth rpanuipl maccusa [lower_bound; uppper_bound). Omnpenenus
TPaHUIBl MacCWBa, MBI CTPOUM IPEIUKAT OE30MacHOCTH, KOTOPHIM BO3BpAIacT WCTHHY, €CIH
CHMBOJIGHBIM aJpeCc BBIXOJWT 3a TPaHUIBl MacchBa. Jlamee TIOMYYHBIIMECS HEPABEHCTBA
KOHKATEHUPYIOTCS C TPEIUKATOM IyTH W UTOTOBBIM MPEIUKAT MPOBEPSETCS HA BBIMOJTHHUMOCTD.
Ecnu mpeaukar BBIMOJHUM, TO T€HEPUPYIOTCS BXOJHBIE JAHHBIE, MMPUBOJSIIIKNE K BBIXOAY 3a
TpaHuIly MACCHBA.

B cuyyae, ecniu Sydr He MOxeT 0OHApYKHUTh 00 TPAHHUI(BI MACCHBA, COCTABJISICTCS MpPEIUKAT
0€30MacHOCTH JUI BBIXOJa 3a HIDKHIOI TPaHHUIly MacCHBa, KOTOPYIO MOXHO MOJYyYHUTh
9BPUCTUUECKMMHU MeTojaMH. Hampumep, B aapecHOM BeIpaxkeHun [rdx + rax], rae rax
SIBISIETCSI KOHKPETHBIM a/ipecoM 0a3bl, a rdx SIBISIETCS] CHMBOJIBHBIM HHIEKCOM, Sydr mosjaraer
KOHKPETHYIO 4acTh PETUCTPA rax 3a HIKHIOK MPaHHIly MacCHBa.

Jlist onpesienie s CHMBOJIBHBIX TPaHUI] aJpECOB MBI TTIOIIEPKUBAEM TEHEBYIO Ky4y U TEHEBOH CTEK.
Sydr obopaunBaer Bce GyHKIMM I8 pabOTHI C JUHAMHYECKOW MaMsThIO, Takue Kak malloc,
calloc, realloc, free u T.I., U IPU BBI30BE TakuX (YHKUUH OOHOBISIET TEHEBYIO Kyd4y,
KOTOpasi COJIEPKUT BCE TPAaHUIBI BBIJEJICHHBIX B HaMsaTH Oydepos. [[ns kaxaoil BcTpedeHHOM
uHeTpyKuuu call Sydr knazer ajpec, 10 KOTOPOMY pacrojiaraetcst ajpec Bo3Bpara, Ha TeHEBO
CTEK; a JUIl KaKJ0M MHCTPYKLIMH Bo3Bpara ret Sydr cHUMaeT 3JeMEHTHI C TEHEBOTO CTEKa B
COOTBETCTBHHM C TEKYIIMM 3Ha4€HHEM YKa3aTess CTeKa.

CoOTBETCTBEHHO, KOT/Ia TIPOUCXOANUT pa3bIMEHOBAHHE CHMBOJIBHOTO ajpeca, Sydr oOHapyXHBaeT
TPaHUIIBI COOTBETCTBYIOMIETO Oydepa creayromum odpazom. Eciin Tekyiee KOHKPETHOE 3HAUCHHE
azpeca HAXOIUTCA B TEHEBOW Kyde, TO 00e TpaHMIBI MOXKHO MHONY4YHTh M3 Hee. Ecmm ampec
yKa3bpIBaeT Ha CTEK, TO OMMKaWmMK agpec Ha TEHEBOM CTeKe, OONBIINK TEeKyIero aapeca, Oymer
CUHUTATHCA BerHeﬁ FpaHHHeﬁ maccuBa. HuxkHAS TpaHulla BBIYUCIIACTCA OBPHUCTUYCCKHU U3
KOHKPETHOH 4YacTh (GOpMyJbl CHMBOJIFHOTO ajpeca. [ aBHOH maeeil Takoro crocoba sBIsIeTCS
CyMMHUPOBaHHE KOHKPETHBIX 9aCcTeH CUMBOIBHON (hOpMYITBL.

Taxxe MbI 000OpaunBaeM (QYHKIMH KOMMPOBAaHUS, TaKHe KaK memcpy, memmove, memset u T.1.,
9TOOBI OOHAPYXXHMBATH IEpEroNHeHNs Oydepa, K KOTOPBIM MOXKET NPHUBECTH HeOe30IMacHoe
UCTIONB30BaHNE TakuX (yHKIUHA. Ecnu aprymeHT pazmepa KONMpOBaHHUS SIBISIETCS] CUMBOJIBHBIM,
Sydr nmeITaercst caenaTh €ro TakUM, YTOOBI BBINTH 32 BEPXHIOIO I'PaHUILY.

Ilepen pemenneM npenukara 0€30MaCHOCTH MBI COCTaBIIsIEM KOHBIOHKIUIO C JOTOJHUTEIBHBIMA
YCIOBUSIMHM Ha TIPEIUKAT OE30MIaCHOCTH, KOTOPBIE MO3BOJISIOT OOHAPYXKHTH OMIMOKY, KOTOpas
BEPOSITHEE NIPHUBEAET K aBapUHHOMY 3aBEPILICHHUIO IPOrPaMMBI, NIEPE3aNnCcaB aJpec BO3Bpara Mnpu
oOpamieHny K maMATH Wid o0pamasch K OTpUIATENbHOMY aapecy. Eciam Takoit Oonee CHIIBHBIHN

32



Bumnsikos A.B., Ko6pun N.A., ®enoros A.H. Ilonck ommbok B GMHAPHOM KOJEe METOJaMH JHHAMHYECKOH CHMBOJIBHOW MHTEPIPETALINH.
Tpyowt UCII PAH, Tom 34, Bbim. 2, 2022 r., ctp. 25-42

npeauKkaT He YOOBJISTBOPHM, Sydr Bo3BpamlaeTcsi K PELICHHI0 HW3HAYAIBHOIO IIpeIUKaTa
6e3onacHocty. Ecim npu 5T0M 1 azipec, n 3Ha4eHHe, KOTOpoe OyIeT 3alncaHo 10 aapecy, SBISIOTCS
CUMBOJIGHBIMH, Sydr TpemyrnpexmaeT O BO3MOXHOCTH OIMHOKH write-what-where st Takoro
BBIX0/1a 33 TPaHUIIBI.

3.2 LlenouncneHHoe nepenosiHeHue

OmnbKa LEeNOYNCICHHOTO MEPETIONHEHNUS ABIACTCS ONHOW M3 CaMBIX THITMYHBIX IPOrPaMMHBIX
omuboK [27], omHAKO OHA JOCTaTOYHO YacTO BCTpeUaeTcs B OMHApHOM Koxe. Sydr Oyzaer paboTath
CJIMILIKOM JI0JITO, €CIIM OH OY/ET IPOBEPSATh KAXKI0e MECTO B MPOrpaMMe, TJie MOXKET BOSHUKHYTb
LIEJIOUUCIIEHHOE TNepenoiHeHne. bojee Toro, B HEKOTOPBIX CHUTyallUsX, TAKUX KaK BBIUUCIICHHE
3HAYEHMs XOUI-(QYHKIHMHU, LEJTOYUCICHHOE TEperoHEeHHE SIBISETCS KOPPEKTHBIM. [loaToMy MBI
BBIJICTSIEM TOJIBKO KPUTHYECKHE YacTH MPOrpaMMbl M Ul HUX MPOBEpSIEM INPEeIUKaThl
6e3omacHocTH. B oTiiM4me oT Ipyrux npeankaToB 0€30MacHOCTH, Mbl OT/EIISIEM CTOK OIIHOKH OT ee
UCTOYHMKA. MICTOYHHMK — 3TO MHCTPYKIHSA, I'/I€ MOXET ITPOM30MTH LEIIOYNCICHHOE TIEPEIIOTHEHIE
(HanpumMep, pasiUYHbIE apU(PMETHIECKNE MHCTPYKIMH, TAKHE KaK CIOXEHHE WIM YMHO)KCHHE).
CTOK — 3TO MECTO, B KOZI€, I'/I¢ IIPEALIECTBYIOIIEE IIET0UNCICHHOE TIEPENOTHEHHE MOKET IIPHBECTH
K KPUTHYECKOH OLIHOKe.

MBpI pemaeM npeaukaThl 0€30IIacHOCTH IS IOMCKA OMIMOOK [EIOYHCICHHOTO MEPETIOTHEHUS IS
CTOKOB OIIMOKH, KOTOpPBIE HCIOJB3YIOT IOTEHIMAIBHO IEPENoNHeHHOe 3HadeHue. Hampumep,
CTOKaMH MOTY OBITH YCJIOBHBIC Iepexofpl (M3MEHEHHE ITOTOKAa YNPABICHUS B 3aBUCHMOCTH OT
MIEpPETIOTHEHHOTO 3HAUEHHMS), aipeca Uil 0OpalieHus K MaMATH U apryMeHThl (yHKIuiH. OcoOeHHO
KPUTHYHO MOXET OBITh UCIIOIb30BAHHE MTEPETIOIHEHHOTO 3HAYEHHS B apIYMEHTaX TaKUX (DyHKIUH,
kak malloc, memcpy u T.a. [23, 24] Mbl o0opaynBaeM HEKOTOpbIE (YHKIUH CTaHIAPTHOW
OMOMMOTEKN M TI0JlaraéM BCE WX CHMBOJIBHBIE apryMEHTHI NMOTEHIWAIBHBIMH cTOKamu. Jlyist
OCTaNbHBIX (YHKIMH MBI TIPOBEPSEM IEPBBIE TPH apryMeHTa B COOTBETCTBHH CO CTaHIAPTHBIM
COTJIAIIIEHHUEM O BBI30BaX.

[Ipn anHasm3e KOHKPETHOW HMHCTPYKLIUHM MBI IIPOBEpSieM, SBISETCS JHM OHAa IOTCHINAIbHBIM
HCTOYHHMKOM, TO €CTh SIBIISICTCS JIM OHA apHU(PMETHUECKOW M SBJISCTCSA JIM XOTS Obl OAMH M3 ee
OTIEpaH/IOB CUMBOJIbHBIM. Eciy Tak, TO MBI CTPOMM NpEAMKaThl OE30MacHOCTH Ul O€33HaKOBOTO
(¢pmar CF) u 3HaK0BOTO (OF) IIEIOYUCICHHOTO TIepenoTHeHu. J[i11 O0MbIIMHCTBA apuPMETHISCKAX
MHCTPYKIUI IpenuKar 6e30MacHOCTH OyIeT HCTHHHBIM, KOT/Ia COOTBETCTBYIOIIHIT (par BEICTaBICH
B eAnHUI. VICKITIOUEHHEM SIBIISIOTCSI HHCTPYKIMH OMTOBBIX CABUTOB, JUISl KOTOPBIX MBI COCTaBIIsIEM
npeanKaT 0€30MacCHOCTH OTAEIBHBIM CIIOCOOOM TaK, YTOOBI OH COOTBETCTBOBAI LEIOYUCICHHOMY
MIEPENIOTHEHUIO B TAKUX CITydasX.

3areM MBI NpOBEpsieM, 3aJEWCTBOBAHO 1M IMOTEHIMAIbHO INEPENOIHEHHOE 3HaueHHe, TO €CTh
MCTOYHMK OIIMOKH, B BBIYMCIEHHH CTOKa. JJIs1 3TOrO MBI MPOBEpsieM, SIBISIETCS JIN aOCTPaKTHOE
CHHTaKCHYECKOE JIepeBO MCTOYHHMKAa PeOEHKOM aOCTPaKTHOIO CHHTaKCHYECKOTO JepeBa CTOKa.
Ecmu Tak, TO BEIYHCICHHE CTOKA COAEPKUT MOTEHIINAIFHO TEPETIONHEHHOE 3HAYCHHE.

[lanee Mbl y3HaeM 3HAKOBOCTh apH(h)METHUECKOH OIIepaIiy C IOMOIIBI0 00paTHOTO ciaiicunra [12].
MBpI IpoBepsieM HHCTPYKINH YCJIOBHBIX IIEPEX0I0B, HAUYMHAS C MOCJIEIHETO B TEKYIIEM MTPEIUKaTe
MyTH, TIOKa Kakas-mn0o Takas MHCTPYKLHUS HE CMOXKET HaM JaTh MH(OpManuio O 3HAKOBOCTH
Kakoro-imbo W3 omnepaHaoB (Harmpumep, MHCTPyKnus JL TOBOPUT O TOM, YTO BBIYHMCICHMS
3HakoBbIe) [23]. Taxke MBI MOXKEM y3HATh 3HAKOBOCTh BHIUYHUCICHHHA C TIOMOIIBIO PEATM30BaHHBIX
HaMH CEMaHTHK QYHKLIUHA BUAa strto*1 [26].

Kpome Toro, MbI cocTaBisieM JOMOIHUTENbHBIE YCIOBUS U (DyHKIMH BBIICICHHUS MaMsATH, TAKHX
kak malloc, calloc, u QyHKUMI KOTMPOBAHUS, TAKMX KaK MEemcpy, Tak Kak IeperoJHeHe B
TakuX (YHKIHAX MOXKET IPUBECTH K Oojee cephe3HbIM mocneacTBusIM. 11 GpyHKuumii BeaeneHus
MaMSATH MBI COCTaBIISIEM JOTIOJHUTENIHLHOE YCIIOBHE, YTOOBI 3HAUCHNE, TIOTyYUBIIECECS B PE3YIbTATE
IIEPENOJIHEHMS, OKa3ajJoCh MEHBIIE YeM 3HAaYE€HHE, Ha KOTOPOM IIPOMCXOAMIIO KOHKPETHOE
BBINOJIHEHHE, HO IIPH ATOM HE PABHSJIOCH HYIIIO, YTO ITO3BOJISIET MEPEMOIHUTD Pa3Mep BBIIEIIEMON
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MIAMSATH U TIPY 3TOM €€ YCIEIIHO BBIIEINUTS (€CIIM IEPETIOITHEHHOE YUCII0 OyAeT O0IbIIe KOTUIECTBA
aMATH Ha MaliuHe, To malloc BepHET Hylb). Jnd GyHKIUH KOMUPOBAHUS MbI XOTHM HOJIYyYUTh
HeperosHeHHOe 3HaYeHUe 0OJIbIIe YeM TO, YTO OBUIO IMPHU KOHKPETHOM BBINOJIHEHHH IPOIPaMMBL.
Eciu npenukat ¢ JOMOIHUTENBHBIMY YCIOBUSIMU HE YIOBIETBOPUM, MBI ITPOBEPSIEM H3HAYAIBHBII
MpeIUKaT 0e30MaCHOCTH.

Taxoke MBI 00pabaThiBacM cCilyyaid, Koraa apudmeTndeckasl onepanusi NPOU3BOIUTCS C THIAMHU,
pa3Mep KOTOpbIX MeHbLIEe 4YeM sizeof (int). B Takom ciaydae B cuily paclIMpeHHs
LIEJIOYHCIIEHHBIX TUIIOB JaHHBIX IIPU BEIYUCIICHUSAX OPUTHHATIbHAS MHCTPYKIIUS HE MOXKET IPUBECTH
K IIEPENOIHEHHIO, TO3TOMY MBI CAMOCTOSITEIIFHO CTPOMM HOBBIE NPEIUKAThl O€30IaCHOCTH VIS
LIEJI0YHMCIIEHHOTO NIEPETIOIHEHHS C KOPPEKTHBIM Pa3MEPOM OIEPAH/IOB.

4. Memod aemomamu3upoeaHHO20 Noucka owub0K cUuM80JIbHbIMU
npedukamamu 6e3onacHocmu

JIJisi npuMeHeHns1 CUMBOJIBHBIX MPEJINKATOB 0€30MacHOCTH ObUT pa3paboTaH CIEAYIOIIUA METOo
aBTOMATHU3MPOBAHHOTO MTOKCKa omnOoK. CHavasna mpou3BOANTCS THOPUAHBIN (ha33UHT BBIOPAaHHOTO
MPOEKTa, TP KOTOPOM COBMECTHO paboTaioT (a33ep M MHCTPYMEHT AWHAMHUYECKOH CHMBOJILHOM
uaTepnpetanuu Sydr [12]. [Tocne 3TOro Mpou3BOIUTCS MUHUMH3ALNS KOPITyca BXOJAHBIX JaHHBIX,
MOJTYYCHHBIX B pe3yibTaTe TMOpUAHOTO (a33uHra. 3aTeM HAET 3Tall IPOBEPKH IPEIUKATOB
OezomacHOCTH Ha Bcex (haifimax, MONYyYSHHBIX II0CIE MHHHMH3AIMK Kopryca. Pe3ymbpraTs
NPEANKATOB 0E30MacHOCTH BEPUPHIUPYIOTCS C MOMOIIBIO HCHONHsIeMOro (aiiia, coOpaHHOTO ¢
caHuTaizepamu. BepuduipoBaHHble pe3ysbTaThl OLCHUBAIOTCS YEIOBEKOM Ha KPUTHYHOCTH U
KOPPEKTHOCTh. Takke BO3MOKHA aBTOMAaTH3MPOBAaHHAs JeAyIUIMKAIN, KIacTepu3alys U OleHKa
KPUTUYHOCTH aBapUUHBIX 3aBepluieHuid ¢ nmomompio Casr [28], ecnu TakoBble ObUIM HaWIEHbI Ha
Kakux-J1n00 Habopax BXOAHBIX JaHHBIX.

s daz3unra Mel ucnonb3oBanu libFuzzer [5]. s moAroTOBKH K 3Tamy THOPHUIHOTO (pa33uHra
TpebyeTcsi cOOpaTh Ba UCIOHAEMBIX (haiiia 1ist Kax 101 (a33uHT-1IeTH IPOCKTA: TIePBBIN JODKEH
ObITh cOOpaH ¢ canuTaiizepamu u libFuzzer’om, Bropoit — 0e3 caHuWTalH3epoB, HO C OTJIAJOYHON
nHdopmanueir (oH Oyzer ucnonb3oBaTbes Sydr’om). Ilocne MOAroTOBKM HayMHAETCS JTall
THOpUIHOTO (a33MHTa, B PE3yJIbTaTe KOTOPOTO MOIY4aeTCsi KOPITYC BXOIHBIX JAHHBIX, ITOJyIEHHBIX
ot (a3zepa u Sydr’a.

Bo Bpemst paboThl mpeAMKaTOB O€30MacHOCTH aHAJIM3UPYETCSl JIMIIb KOHKPETHBIH IyTh
UCTIOJTHEHUSI, TO3TOMY JUIS IPOBEPKH KaK MOXKHO OOJIBIIEro KOJIMYECTBA HHCTPYKIMH MPOTrpaMMEI
HEOOXOANMO TPOBEPUTH KaK MOXKHO Ooublne BXOAHBIX (aitoB. OgHAKO B IOSYYHMBIIEMCS B
pesynbTare paboThl 3Tama THOPUAHOTO (a33MHra KOPIyCe MOXET COAEPKaThCs OOJbIIoe
KoJIyecTBO (haiiyioB, TIOXOKKX JIPYr Ha Jpyra W HMOKPHIBAIOUIMX OJWH U TOT )K€ KOJ B IIEJI€BOM
npoekre. [losToMy mepex HadasoM 3Tama MPOBEPKH MNPEANKATOB OE30IMacHOCTH HEO0OXOIMMO
MHUHAMH3HPOBATh KOPITYC, YTOOBI OCTaBUTH B HEM HanOosee 3 QEeKTUBHOE TIOAMHOXKECTBO (aiiios,
JIafoIiee Takoe XK€ MOKPHITHE KOAa MPOrpaMMbl, HO MPH 3TOM CojepXKaliee HaMHOTO MEHbIIe
(aiiioB, 4eM M3HAYAIBHBIN KOPITYC.

[Toce MUHMMHM3AIMK KOpITyca HAaUMHAGTCS JTAIl IPOBEPKH MPEeANKaToB OezomacHocTu. [IpoBepka
MIPEIUKATOB OE30MAaCHOCTH 3aIyCKaeTcs s Kaxaoro gaiia U3 MUHUMH3HPOBAHHOTO KOPITyCa.
Hosrle ¢aiinel, reHepupyeMble TNpeIuKaTaMyd O€30MacHOCTH, BEPUPHUIMPYIOTCS C ITOMOIIBIO
ucrnonHseMoro (aiina, coOpaHHOTO ¢ caHHWTaizepaMu. Ecinu mpwW 3ammycke 3TOTO HCIOIHSIEMOTO
(hafina caHuTa3ephbl BEIAIOT PEAYNPEKICHUE UTSI CTPOYKH MPOTPAMMBI, aHAJIOTHYHOW TOM, IS
KOTOpOH OBLIT CreHEpPHPOBAaH INPOBEPSIEMBbIi HAOOP BXOJHBIX AAHHBIX, TO PE3YNbTaT CUUTACTCS
BepU(HULIMPOBAHHBIM U COXPaHSETCs OTAENbHO. Takxke, eciin 3arycKk coOpaHHOro C CaHuTal3epamMu
ucronHsemoro (Qaiia Ha NpoBepsieMOM HabOpe NPHBOAMT K CpabaTbIBaHUIO CaHUTAaW3EpOB,
OTCYTCTBOBABIIEMY ITPH 3aIIyCKe 3TOI0 UCTIOJHAEMOTo (aiiia Ha opurnHaabHOM daiie (T.e. daiine,
Ha KOTOPOM HPOBOJAWJIACH CUMBOJIbHASI MHTEPIPETALMs M MPOBEpPKa MPEIUKAaTOB OE30MacHOCTH),
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pe3yabTaT TaKKe CyuTaeTcss BepuduiupoBaHHbIM. OTOEIBHO MPOBEPSCTCS, IPUBOIUT JIH
MPOBEPSIEMBIN HA0OP BXOTHBIX JAHHBIX K aBAPUIHOMY 3aBEPIICHUIO.

IMocne 3Tama NMpoBepKH MPEAUKATOB OE30MAaCHOCTH CTOUT BPYUYHYIO MPOBEPHUTH, KAKUE HMEHHO
ObuM HaiiieHBl OMMOKW. 3a4acTyl0 HaWJCHHBIE OINMOKM MJCUCTBUTEIHHO MPUBOIAT K
CpabaThIBAHUIO CAHUTANU3EPOB, HO C TOYKHU 3PEHHS JIOTHKUA PabOThI IPOrpaMMbl MOTYT OIIUOKAMHU
He sBAThCs. Takxke, ey B pe3yjbTare MPOBEPKU MPEIUKATOB 0E30MAaCHOCTH ObLIM HaWICHBI
HAOOPHI TAaHHBIX, IPUBOJIAIINE K aBAPUITHOMY 3aBEPIIICHUIO, CTOUT MPOBECTH MX aBTOMATHUYCCKUIA
aHaU3 ¥ KIACTEPH3AIMI0 C MOMOIIbI HHCTpyMeHTa Casr [28], KOTOpBIA MO3BOJISIET MOJNydYaTh
MOPOOHBINA OTYET 00 aBapHIHBIX 3aBEPIICHUSX.

5. Pe3ynismamabi npuMeHeHUs1 Memooda K npoeKkmam ¢ OMKpPbIMbIM
UCXOOHBLIM KOOOM

Pa3paboTaHHbIil METO/T aBTOMATH3UPOBAHHOTO TIOKUCKA OIMIMOOK OBLIT MPUMEHEH K Py MPOCKTOB C
OTKPBITBIM HMCXOJHBIM KOJOM. B pesynbTare mpuMeHEHHs pa3pabOTaHHOTO METOJa B HUX OBLIH
HaWJIeHbI HOBBIC OLIHOKH.

5.1 Freelmage

Freelmage — 3To OubIHOTEKA ¢ OTKPBITBIM UCXOIHBIM KOJIOM [29], KOTOpasi MoAAepKUBaeT padoTy
¢ M300paXEHUSIMHU PAa3MUIHBIX (popMartoB, Takux kak PNG, BMP, JPEG, TIFF u T.1. C momorpto
paspaboranHoro Meroma B koxe Freelmage Obuto HaiimeHo 5 OmMOOK ILIEIOYHCIEHHOTO
MeperoTHEeHHUs Ha dTalle MPOBEPKH NpeauKaToB 6e3onacHoctu [30].

unsigned off head, off setup, off image, i, temp;

fseek (ifp, off setup + 792, SEEK SET);

Jlucmune 1. bezsnaxosoe yenouucnennoe nepenonnenue 6 fseek (BMP)

Listing 1. Unsigned integer overflow in fseek (BMP)

Ha nuctunre 1 nmpuBomutcst gpparMeHT kKoja, OTHOCSIIMKCS K 00paboTke n3o0paxenuit Gopmara
BMP, B kotopom Obula HalaeHa ommOKa O€33HAKOBOTO ILEJIOYHMCICHHOTO MEpETONHEHUS NpH
BbI30Be QyHKIMK fseek, cMelmaromel TeKynyo mo3uuuio B daiine. Tak Kak B KOJE OTCYTCTBYIOT
NPOBEPKH BBEICHHBIX 3HAYEHWH, BbIpa)keHHMe Off setup + 792 MOXET NpPUBECTH K
MEPENOTHEHUIO, YTO B CBOIO OYepedb MOXKET NPHBECTH K HEMPABUIBHON MO3MIMU B (aiine,
W3MEHEHHOW ¢ moMombio ¢yHKunu fseek. McTOYHMKOM OHIMOKH, OTPEAEICHHBIM IPOBEPKOI
NpEMKaToOB OE€30IIaCHOCTH, SBJISETCS WHCTPYKIMS CIIOKEHUS, pealn3yonias BbIYHCICHHE
BelpakeHust off setup + 792, a cCTOKOM OMIMOKY SIBIISIETCS apryMEHT CMelleHHs B QyHKIUH
fseek.

fseek (ifp, offset + length - 4, SEEK SET);

Jlucmunz 2. 3naxogoe yenouuciennoe nepenonnenue 6 fseek (TIFF)
Listing 2. Signed integer overflow in fseek (TIFF)

AHarornvHasi omuOKa MPENCTaBICHA HA JIMCTHHIE 2, TAC Takke ObUla HaiiieHa OIIMOKa
LEJIOYHCIICHHOTO NEPEIOJIHEHNS P BbI30BE PYHKIMHU fseek, HO yKe B YaCTH KO/ia, OTBEYAIOIIEeH
3a 00paboTKy m3o0pakenuit hopmara TIFF. Haiinennas ommOKka 1eI09MCICHHOTO TIEPETIOTHSHUS
MIPOUCXOINUT B apTyMEHTE cMeleHus QYHKIMK £ Seek MPHU BRIUYUCICHUN BhIpakeHUs of fset +
length - 4.

Ha nuctunre 3 npeacrasnen gpparmeHT koja Freelmage, rae B aprymente yHkiuu parse tiff
IPOUCXOUT HEABHOE IpeoOpa3oBaHue THIIA 1 ong K TUIly int, rjae nepeMenHas thumb offset
uMeeT ThOo long. Tak Kak mpemukaT OE30MacHOCTH UIS TMOWCKA OIMHOOK IIEJIOYHCICHHOTO
HEPEIOIHEHNUS OIIPEAEIIACT Pa3Mep ONEPaHIOB 10 pa3Mepy THUIIA CTOKA, SBJISIOLIETOCsS apryMEHTOM

35



Vishnyakov A.V., Kobrin E.A., Fedotov A.N. Error detection in binary code with dynamic symbolic execution. Trudy ISP RAN/Proc. ISP
RAS, vol. 34, issue 2, 2022, pp. 25-42

(yHKINH, TO IPEAUKAT OE30MTaCHOCTH ITOCYUTAN ATy OMIMOKY KaK IeJIOUNCIIEHHOE TIepEOTHEHHE,
KOTOpoe 1o (akTy ABISAETCS HEIBHBIM IpeoOpa3oBaHUEM THUIIA, TAE 3HAUYCHUE, IOTydaroieecs nu3
BeIpaxkeHns thumb offset + 12 Tuna long, He MOXKET OBITh TOMEIIEHO B ApIYMEHT QyHKIIUH

THNA int MEHBIIEro pa3mepa.

int parse tiff (int base);

parse tiff (thumb offset + 12);

Jlucmune 3. Hesgnoe npeobpazosanue 8 parse_tiff’
Listing 3. Implicit conversation in parse_tiff

if (*len * tagtype dataunit bytes[ (*type <= LIBRAW EXIFTAG TYPE IFDS8)
? *type : 0] > 4)
fseek (ifp, getd () + base, SEEK SET);

Jlucmune 4. Beszsnaxosoe nepenojiHeHue 8 yCl06HOM nepexode
Listing 4. Unsigned integer overflow in branch condition

Ha yuctunre 4 mpuBoautes GparMeHT Koja, TAE B YCIOBUH OIEpaTopa BETBICHUS OblIa HaiileHa
omuOKka 0E33HAKOBOTO IICTOYNCICHHOTO TIIEPETONHEHWsS NpH yMHOXKCHHMH *len  Ha
tagtype dataunit bytes[ (*type <= LIBRAW EXIFTAG TYPE IFD8) ? *type
: 0]. UHCcTpyKuuell MCTOYHMKA SIBISETCS YMHOXXEHHE, a CTOKOM — HHCTPYKIHUS YCIOBHOTO
nepexona. beun momoOpaHsl TakWe BXOTHBIC TaHHBIC, YTO TPH ICTOYUCICHHOM MEpPEIOTHEHUH
MEHSIETCS TIOTOK YIPABJICHUS, YTO MPUBOIHUT K OMIHOOYHON pabOTe MPOrpamMMEl.

Ha nuctunre 5 npuBoanTcs pparMeHT Koja, Iie BEIYUCIAETCS HeKoTopas mupuHa. [lpu
€€ BBIYMCIEHUH MOXKET IIPOU30MTH OINOKa 0€33HAKOBOTO IIEJI0UUCICHHOTO TIepEoIHe-
HUs. 3HaYEHHE T03XKE UCIOIb3YETCs B YCIOBHBIX MEPEX0J1aX U MHOTHUX JPYTUX MECTax,
1 Hal/IeHHas OIMOKa MOKET IPUBECTH K HENIPAaBIIILHOM paboTe MporpaMMEl.

width = raw width - left margin - (get4d() & 7);

Jlucmune 5. bessznaxosoe YenovuUcCilenHoe nepenojiHenue npu 6blHuCieHuu upuHtbl
Listing 5. Unsigned integer overflow in width computation

5.2 xInt

xInt — 310 OHONMMOTEKA C OTKPBITHIM HCXOJHBIM KOIOM JUisi si3bika CH++ Ui ympaBiieHUs
JIEKTPOHHBIMU TaOJIMLIAMM M MX YTeHMs/3anucu u3/B ¢aiinsl Gopmara XLSX [31]. C momouipio
paspaboTaHHOro MeToza B xInt ObUTa HalAEHBI JJBE OMIMOKK LIENIOYUCIEHHOTO NepenoaHenHus [32,
33] u ommOKa BbIXO/a 32 rpaHMIlbl MaccuBa [34].

in ->seekg(static cast<std::ptrdiff t>(sector data start() +
sector size() * static cast<std::size t>(id)));
std::vector<byte> sector(sector size(), 0);

Jlucmumne 6. bezsnaxosoe yelovucileHHoe nepenojiHerue 6 xint

Listing 6. Unsigned integer overflow in xInt

Ha nmuctuare 6 mpuBeneH ¢parMeHT Koja, Tae ObulM HalaeHsl 00e omuOkd 0e33HAKOBOTO
[EJIOYNCIIEHHOTO  TIEPeNoNTHeHHsT B apryMeHTe QYHKOHH seekg B BBIPaKECHUH
sector data start () + sector size() * static_cast <std::size t>(id)
IPU YMHOXXCHHHM U CIIOXKCHHU COOTBETCTBCHHO. VICTOYHHMKOM OIINMOKH SIBIISICTCS BBIYUCIICHHE
MPUBEJICHHOTO BBIPAXKEHHS, a CTOKOM — apryMEHT BBI3bIBAEMOW (DYHKIUH, SBISIOIIUICS
pe3ynbTaroM BbrYHcicHHH. Cama OImMOKAa HE MPUBOIUT K CEPHhE3HBIM MOCIEICTBHUSM, OJIHAKO
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nogoOpaHHbIe ISl BOCIIPOM3BEACHUS MEPETIOIHEHUS 3HAYECHHUSI MOTYT MPUBECTH K CIICAYIOLINM
HCXO0JaM.

bein Haiinen HabGop BXOAHBIX JaHHBIX, HPU KOTOpPOM 3HaueHHd sector size() u
static cast<std::size t>(id) [I0CTaTOYHO BENHKH, 4YTOOBI TIPU TNEPEMHOKEHUH
NPUBECTH K IIEPENONHEHMIO. Tak Kak 3Ha4eHHEe sector size () O4YEHb BEIHMKO, TO BBI3OB
KOHCTpyKTOpa std::vector<byte> sector (sector size(),0) mnpuBogur K
aBapUHOMY 3aBEpLICHUIO Pa0OTHl NPOrpaMMBl M3-32 HEBO3MOXKHOCTH BBIJCIHUTH CIUIIKOM
Oosibiioe KoyMuecTBO mamsATH. Takxke ObUT HaiileH HAO0Op BXOAHBIX JAHHBIX, NPH KOTOPOM
3HaYeHue id paBHAETCS -1, ¥ IPU NPUBEAEHUH 3TOTO 3HAYEHUS K TUILy S1ze t moaydyaercsd O4eHb
6outpIIOE 3HAUEHHE. DTO TAKKE MPUBOAUT K EPETIOTHEHHUIO B yKa3aHHOM BbIpakeHHH. OTHAaKO, TaK
KaK 3HaueHHe sector size () He ObUIO MOAOOpPaHO OOJBIIMM, TO aBapUIHOIO 3aBepILECHUS
IIPOrpaMMBI IIPU BBI30BE KOHCTPYKTOPA Ha CIEAYIOLIEeH cTpoke He nmpoucxoaut. Ho nanee B ToMm xe
(aiine ucxonHoro xozaa B GyHkuuu read directory NpoHCXOAMT OOpallleHHE Ha YTEHHUE M3
HaMsTH : entries [static cast<std::size t>(current entry id)]. llpu
00paIeHN B MaMsTh B CHITy HOZOOPAaHHBIX IS MEPETIONHEHNUS 3HAYCHUI IPOUCXOINUT BBIXOJ 32
TPAHULIBI MACCHUBA U aBapUMHOE 3aBEPILICHUE.

compound document::follow chain(sector id start,
const sector_chain &table)
{
auto chain = sector chain();
auto current = start;
while (current >= 0)
{
chain.push back(current) ;
current = table[static cast<std::size t>(current)];
}
return chain;

}

Jlucmune 7. Bvixoo 3a epanuysl maccuga ¢ XInt
Listing 7. Out of bounds access in xInt

Ha nmuctunre 7 npuBeneH pparMeHT Koja, Te OblTa HaliieHa onmrOKa BhIX0/1a 3a TpaHHMIlbl Oydepa.
Omnbka OpPOMCXOAUT TpU  OOpalleHWH IO  ajgpecy Ha CTpoke current =
table[static_cast<std::size t>(current)]. 3HaueHue current OBLIO
nono6paHo paBHEIM 2147483647, uro NpUBOANT K OOpaLICHUIO B ITaMsATh 3a TpaHUIIaMH Oydepa.
OmnOka Obl1a HalifieHa HE3aBUCHMO Kak (pa33epoM, Tak M IpeuKaTaMu 0e3011acHOCTH.

int sign = 0;

uint32 t i = 0;

uint32 t seconds = 0;

for (*endptr = nptr; **endptr; (*endptr)++) {
switch (**endptr) {
case '9':
i *= 10;

}

Jlucmumne 8. Bezzuakosoe YenovucienHoe nepenojiHerue 6 unbound
Listing 8. Unsigned integer overflow in unbound
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5.3 unbound

unbound — 310 MPOBEPSAIONINH, PEKYPCHBHBIH, KIIIUPYIOMMi pacnosHasareab DNS [35]. B kome
mpoekTa unbound mpu MOMOIIM pa3padOTaHHOTO MeTo[a ObUTa HaimeHa ommbOka 0e33HaKOBOTO
LETIOYHNCIICHHOT O TIepenoHeHus. PparMeHT Koza, B KOTOpOM Oblla HaliieHa olnOKa, IpeACTaBICH
Ha JHUCTHHTE 8.

Iepenonnenue npoucxoauT B yHkiuu sldns str2period, koTopas 00pabaThIBaeT CTPOKY U
MEPeBOANUT €€ B HEKOTOpOE 3HaueHHWe BpeMeHH. [lepernosiHeHHE MPOMCXOAUT B IEPEMEHHOW 1
BHYTPH LHKJIAa 00paboTKH cTpoku. [lepemonHeHne MOKEeT MPUBECTH K HEMPaBWIBHOM paboTe co
CTPOKOW W BCIEACTBHE K HEMPaBWIBHOMY pe3yibTaTy pabotbl ¢yHKumu. Ommbka Obbia
UCTIpaBJIeHa aBTOPOM IIpoekTa [36].

5.4 hdp

HDF — 3to 6ubmuoTeka, mpeaocTaBisaiomas Habop yTIIMT i paboThl ¢ ¢aitmamu ¢popmara hdf,
KOTOPBIM UCHOJB3YETCS Ul XpPAaHEHUS] HAyUHbIX JaHHBIX [37]. OnHON U3 TaKUX YTWIUT ABIISETCS
hdp, xoropas obecrieunBaet ObICTpOE MoJy4eHHe OCHOBHOW nH(popmaunu u3 hdf-daiinos. B xone
NPUMEHEHHUs pa3paboTaHHOT'O METO/Ia ABTOMATH3MPOBAHHOTO NoKcKa ounOok B hdp Oblia Haiinena
omubKa NEJOYHUCICHHOTO JIeJIeHHsT Ha HyJb, IPHBOJAAIIAS K aBapUHHONH OCTaHOBKE pPabOTHI
yTuiuthl [38)].

int32 buf size;

/* we are bounded above by VDATA BUFFER MAX */

buf size = MIN(total bytes, VDATA BUFFER MAX);

/* make sure there is at least room for one record in our buffer */
chunk = buf size / hsize + 1;

Jlucmune 9. J[lenenue na nyno 6 hdp

Listing 9. Division by zero in hdp

Ha nuctuare 9 mpuBeneH ¢pparMeHT Koza, B KOTOPOM IIPOUCXOIUT AeJieHHe Ha Hyb. Ko npuBeneH
u3 pyHKIUU VSread, KOTOpasi CYUTHIBACT JaHHBIC B HEKOTOPBIH Oydep. [IpuBeneHubIil pparmeHT
KOJ1a BBIUUCIISIET, KAKOE KOJIMYECTBO SJIEMEHTOB MOXKHO CUMTATh 3a pa3. Tak Kak B KOJIe OTCYTCTBYET
MpOBEpKa Ha PABEHCTBO [EIUTENs HYINIO, Ha JTale MPOBEPKHA INPEAUKATOB OE30MaCHOCTH
moaoupaeTcs 3HaueHHe hsize, paBHoe -1, 4TO MIPUBOAUT K ONIMOKE JICICHUS HA HYJIb.

5.5 miniz

MINiZ — 9TO BRICOKOTIPOM3BOIUTEIbHAS OHOIHMOTEKA CKATHS TAHHBIX 6€3 TIOTEPh B OJJHOM HCXOTHOM
(atine, peanmsyromas ctaHaapthl Gopmata cxatus gaHHbIX zlib m Deflate [39]. Taxxke miniz
BXOIWT B 3aBucuMocTH PyTorch — momynspHoro ¢peiimBopka ans MammuHOTO 00yueHus [40]. B
pe3ynbTaTe IpUMEHEHUsT pa3pabOoTaHHOTO METO/1a TECTUPOBAaHWsS B Miniz ObUIa HakljeHa ommoOKa
LIEJOYHUCIIEHHOTO nepenoaHenus [41].

if (cdir size < pZip->m total files * MZ ZIP CENTRAL DIR HEADER SIZE)
return mz zip set error(pZip, MZ ZIP INVALID HEADER OR CORRUPTED) ;

Jlucmune 10. L{enouucnennoe nepenoaHenue @ miniz

Listing 10. Integer overflow in miniz

Ha mmctuare 10 mpuBeaeH (parMeHT KoJia, B KOTOPOM MOJXKET IMPOHM3OWTH IIEJIOYNCICHHOE
nepenonHenue. [IpuBeicHHOE yCI0BUE MPOBEPSIET 3aroJIOBOK (haiiia Ha KOPPEKTHOCTb, U B CIIydac,
€CJIM 3aroJI0OBOK HEKOPPEKTEH, BO3BpaliaeTcs omudka. B pesynbrare npuMeHeHUs pa3padoTaHHOTO
METOJIa YAAJIOCh HAWTH BXOJHBIC JAHHBIC, KOTOPHIC MPHBOIAT K OIIMOKE IIEIOYHCICHHOTO
nepenonHenus. OIHAKO JJ1s1 YCIOBHBIX MEPEXO0I0B Mbl HAKJIaIbIBAEM JOMOJHUTENbHbIE YCIOBUS Ha
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npenukar 0e30MacHOCTH, YTOOBI TP MPOSBICHUH OMMUOKU OBIIT M3MEHEH MOTOK YIpaBieHHus. Tak
KaK [pU KOHKPETHOM HCIIOJHEHUH MPOBEPKA MPOXOMJa YCIEIIHO, TO ObUIM MOA00paHbl TaKHe
BXOJIHbIE JaHHbIC, TP KOTOPBIX MPOUCXOIUT OIIHOKA [IEIOYHCICHHOTO NePEOTHEHHS K MEHACTCS
MOTOK YIPABJICHUs, B Pe3yJbTaTe YEro MPOUCXOAMI BO3BPAT M3 (PYHKIUHU C COOOIICHHEM 00
omuoOke. J[yst Takoro cirydast MbI IOMEHSUTH TOTIOJTHUTEIIFHBIC YCIIOBHS Ha MPEIUKAT OC30MaCHOCTH
Tak, 4TOOBI MPHU TPOSBICHUH OINMOKHM TMOTOK YIPABJICHUS COXpaHsUICA. B pe3ynprate 3TOro0
JKCIICPUMEHTA MBI TOJYYMIH TAKUEC BXOJHBIC JAaHHBIC, IPU KOTOPBIX 3arojIOBOK (aiiyia sSBISIETCS
HEKOPPEKTHBIM, HO OJlaroapsi IeJ0YHCICHHOMY TEPEIIOTHCHUIO OYJICBO BBHIPAXKCHHUE B YCIOBHU
NPUHAMACT 3HaYCHUE UCTUHBI, U IPOBEPKA MPOXOAUT YCIIEIIHO.

6. 3aksroyeHue

B nmanHOl paboTe OBUT MPEAJIOKEH METOJ IOUCKAa OIMOOK B OWHAPHOM KOJE METOJaMU
JUHAMUYECKON CHMBOJILHOW HMHTEpPIIPETAIlMH, 3aKIoJaoluiics B (a33uHre s T'eHepaluu
KOpITyca BXOIHBIX JaHHBIX U MPOBEPKE MPEAUKATOB 0€30TIACHOCTH Ha CTCHEPHPOBAHHBIX JTaHHBIX.
C moMoIbI0 pa3paboTaHHOTO METO/1a MOYKHO HAXOJUTH OITHOKH IEJIOYHCIICHHOTO TIePENOITHEHUS,
BBIXOZIa 3a TpaHMUIBl MaccuBa, JACJICHUS Ha HyJdb U JApyrue. B pe3ynpraTe HpakTHYECKOTO
TMPUMEHEHUsT pa3pabOTaHHOTO MeETOoAa K IMpOrpaMMaM C OTKPBITBIM HCXOTHBIM KOIOM OBLIH
HaeHs! 11 pa3nuvHbIX HOBBIX OIIMOOK B 5 pa3HBIX MPOCKTAX.
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AHHoTanmsi. Pa3paboTka U dKCIUTyaTallsi CUCTEM, OCHOBAHHBIX Ha 3HAHHSX, OCJIOKHSIETCS PsIOM mpobiieM
obecriedeHHsIX KU3HECIIOCOOHOCTH, KOTOpPBbIE HEM30eKHO BO3HHUKAIOT B O0JACTIX C HHTEHCHBHBIM
HCIIONb30BAHUEM JaHHBIX TaKWX, HAPUMEp, KaK, aHAM3 COlMalbHbIX cereil n memua (Social Network
Analysis, SNA). Bo MHOroM 3TO CBSI3aHO CO CBOWCTBaMHU CIIA0OCTPYKTYPUPOBAHHBIX OOBEKTOB U IPOIIECCOB,
KOTOPBIE ITOJ{BEPTalOTCSI aHATIN3Y CHEUAINCTAMH C IIPUBJICYEHHEM METOI0B ABTOMATH3UPOBAHHON 00paboTKH
naHHbIX (data mining, mamrHHOE 00y4Yenue, Bl-anamus u mp.). s Toro 4roObl aHanuTHYeCKas miathopma,
OCHOBAaHHAasi Ha 3HAHUSX, ObLIAa KU3HECIOCOOHOH, OHA NOJDKHA OOECIeYMBaTh WHTETPALMIO Pa3HOPOIHON
uH(OpMAIIHH, BKIIOYaTh HHTEPIPETALUI0 HHOPMALIMK B TIOHATHOM ULl Pa3HbIX KaTErOPHi MOJIb30BaTeseit
BHUJIE U MMOJJICP)KUBATh MHCTPYMEHTBI [UIsl pacuinpeHus GyHKINOHATIBHOCTU. B naHHON paboTe mpemiokeHbt
OHTOJIOTHYECKHU TMOJAXO0J K MHTETpauuy WHPOPMALMU U MaTTEPHBI MPOSKTUPOBAHUS Ul Pa3pabOTKH sipa

43



Zayakin V.S., Lyadova L.N., Rabchevskiy E.A. Design Patterns for a Knowledge-Driven Analytical Platform. Trudy ISP RAN/Proc. ISP
RAS, vol. 34, issue 2, 2022, pp. 43-56

AHATMTHYCCKOW TIaTGOPMBI, OTBEYAIOIIETO 33 YIPABICHHE PEMO3UTOPUEM OHTOJIOTHH, TEHEpaIHio
npeMEeTHO-OPUCHTUPOBaHHBIX  s3bikoB  (Domain-Specific  Languages, DSL) u  CHHXPOHH3AILHIO
IIpOrpaMMHOro koaa ¢ DSL-monensamu.

KawueBsle ciioBa: nHTerpanus uH(opMmanuu; 0a3sl 3HaAHHH; 0a3bl JAHHBIX; YKU3HECIIOCOOHOCTH CHUCTEM,;
aHATMTHYCCKUE TUIATQOPMBI; OTKPBITHIC TAHHBIC; aHATN3 TAaHHBIX.

Jnsi mutupoBanus:. 3asxud B.C., Jlamosa JLH., Pabuesckmii E.A. IlarTepHBl NPOEKTHPOBAHUS IS
aHATUTUIECKO# aTdopmbl, ocHoBaHHOH Ha 3HaHusX. Tpynst UCIT PAH, Tom 34, Beim. 2, 2022 r., ctp. 43-
56. DOI: 10.15514/ISPRAS-2022-34(2)-4

1. Introduction

The development of knowledge-driven analytical systems in data-intensive domains (e. g. social
network analysis) is inevitably accompanied by problems of maintaining viability of those systems.
Such class of intelligent systems shares common properties of development and support processes
that result in common design challenges.

Firstly, logical models of knowledge bases (KB) and databases (DB), used by intelligent system for
modeling the analyzed objects and processes, as well as to describe the ways of their physical
representation, are constantly expanding and being modified, which creates problems of information
integration. To a large extent, this is due to the properties of semi-structured objects and processes
being analyzed, as well as the intensive use (gathering, processing, generation, etc.) of data.
Secondly, a wide range of specialists are involved in the development of intelligent system such as
domain experts, knowledge engineers, data analysts, software engineers, etc. Each of these groups
of specialists may interpret the integrated information differently, depending on the domain context
in which they operate. Thus, it is crucial for analytical platform to successfully solve problems of
interpreting same data according to different tasks and domain models.

Thirdly, the analytical platforms that are used in data-intensive domains are required to be extensible
and allow users to implement or specify algorithms for data processing (including the use of data
mining and machine learning techniques) themselves. Considering that the majority of end users (in
particular, domain experts) do not have programming skills needed to implement such functionality,
this creates problems of platform's extensibility and requires providing users with domain-specific
modeling tools.

For developing a consistent and comprehensive solution to the mentioned groups of problems in this
paper we identify common design challenges that arise in the process of development of knowledge-
driven analytical platforms in data-intensive domains. As a result, this research proposes a
conceptual ontological approach to information integration based on rules as well as design patterns
for knowledge-driven analytical platform core functionality based on OWL 2 models of its abstract
syntax.

2. Requirements and design challenges

Tools for development of viable knowledge-driven systems should be able primarily to integrate
heterogeneous information, support changes traceability in data and knowledge models and interpret
information according to the domain model that is understandable to the data consumer [1].
However, the development of an analytical platform is not feasible for an ordinary developer, since
it involves the development of methods for solving specialized problems and the design of domain
models that could include fuzzy relationships, fuzzy terms, temporal and spatial knowledge. In this
regard, the solution of such a complex problem should be focused primarily on the creation of core
tools, invariant to the domains in which they are used and that could be used to implement base
functionality of a platform [2].
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The following common requirements can be applied to the development tools of knowledge-driven

analytical platforms in data-intensive domains:

1) Ensuring extensibility of logical models when descriptions of new sources of the information,
such as data sources and domain models are included. It also requires automatic checks of logical
integrity of the integrated model.

2) Ensuring integration of subject data with results of their analysis when algorithms of automated
data processing (e. g. data mining techniques) are applied.

3) Providing tools for independent interpretation of data and results of their processing according
to different domain models.

4) Ensuring traceability of changes in metamodels to support the relevance of semantic annotation
of stored information.

5) Providing tools for declarative specification of data processing as well as input/output data
structures used to extract/write data from/into DBs before/after executing data processing
algorithms.

6) Providing tools for integration of data and knowledge models with software modules which
implement data processing algorithms.

Related work in the field of knowledge-driven analytical platforms development includes the

development of approaches to information integration and data federation. The vast majority of

existing approaches are based on ontologies [3]. These approaches combine ontological descriptions
of integrated sources and the descriptions of mappings and transformations between ontologies and

information sources into a multifaceted ontology [4, 5].

Existing approaches are specifically designed to independently model and integrate various aspects

of an intelligent system, namely, data structures (databases, event logs, texts), domains, data

processing tasks, domain-specific languages, etc. This approach also provides a straightforward
extension of the integration model, allowing to embed a new ontology by describing axiomatic
relations between its elements and elements of previously formed ontologies. The implementations
of multifaceted ontology-based information integration are used to design data architecture for
networked enterprises [6], integrate spatial DBs [7], construct or transform queries to distributed

DBs [8, 9, 10], describe and form datasets for machine leaning tasks [11].

Based on the analysis of modern tools for the development of knowledge-driven analytical

platforms, following common design challenges could be stated:

1) Integration of information (data sources models, data processing problems descriptions, domain
models) at the level of source metamodels which are described independently of each other. It
allows for metamodels to be described by different teams or to be imported from the Web and
reused in the process of system development and maintenance.

2) Automated interpretation of data based on formal description of logical constraints and domain
rules. It allows to use single inference subsystem to restructure data according to different models
which helps to deduplicate and/or reduce the volume of stored information.

3) DSL integration for specification of data processing modules for gathering, preprocessing,
analyzing and interpreting data. It requires the development of DSM subsystem. In exchange this
provides users with tools to extend the functionality of the platform independently of its
developers.

4) Integration of problem solvers based on declarative specifications of platform modules. It allows
to generate specified versions of scripts and applications and to call them by providing a
declarative description of input data, and parametrized attributes.

5) Composition of data processing modules into pipelines based on input and output data structures
descriptions. It allows to automatically infer in which sequence data processing modules can be
called. This can be used to orchestrate data processing tasks and manage data flows by such
systems as Apache NiFi.
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3. Ontological approach to information integration

The problem of information integration appears to be central in knowledge-driven analytical
platform development. Without solving this problem, it is problematic to provide users with data to
analyze in a transparent and comprehensible way which creates difficulties for them when choosing
analytical techniques, methods and tools for data to be processed. Considering that in data-intensive
domains data models are iteratively evolving it is crucial to develop an approach to information
integration which would serve as a framework for managing multiple sources description.

Though existing approaches [6-11] allow to model and integrate source descriptions, they are
restricted in terms of managing different versions of the same models resulting in changes
traceability difficulties. For this reason, we introduce an ontological approach to information
integration which helps to overcome described problem.

The proposed approach to information integration helps to organize information that is used in the
processes of applying methods of automated data analysis and interpreting the results of analysis
using expert knowledge of domain (fig. 1).
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Fig. 1. The model of process of data analysis and interpretation
The process of data analysis and interpretation includes following steps:

1) A data analyst, based on the analytical problem being solved, determines the method for solving
it.

2) A software engineer implements algorithms for selected method(s).

3) A domain expert and a knowledge engineer formulate rules and logical restrictions for
interpreting the results of data analysis based on the possible outputs of the analysis methods.

4) A domain expert formulates new knowledge about the domain after interpreting the results.

5) Corresponding knowledge models then can be refined by a knowledge engineer by describing
new patterns based on the extracted knowledge.
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Knowledge base (fig. 2) is structurally divided into three groups of ontologies according to the type
of modeled information:

1) Knowledge about data and data sources (Data Source ontologies). They may include information
about data types, data storage formats, relations arity, attributes, etc.

Knowledge about data processing problems that use subject data to infer new facts and extract
new knowledge (Problem ontologies). They may include information about the structure of input
and output data for data processing procedures (e. g. data mining algorithms), links to externally
executed scripts, the sequence of procedure calls, etc.

Domain knowledge (Domain ontologies). They may include concepts of the domain, as well as
axiomatic statements that model the limitations of the domain.

2)

3)

o //—b Association
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Fig. 2. The basic structure of knowledge base

The main idea of the approach is to model various information sources (using relevant terminology
for context of the source) independently using ontologies. Then, elements of integrated ontologies
are linked (or mapped) together using production rules or logical restrictions which allows automatic
inference using semantic reasoners (e. g. Pellet, ELK, HermiT, etc.). There is a set of languages that
could be used to formally describe ontologies and rules such as OWL 2, SWRL and RIF.

This approach can be called interpretive. Initially, ontology individuals are annotated according to
the concepts in the ontology that describes some data source. When used to solve analytical problem,
individuals are interpreted in terms of an ontology that models the conceptual scheme of this
problem, according to the rules or logical restrictions. Similarly, the results of the analysis which
are annotated using the concepts of the problem ontology, then are interpreted in the context of the
ontology that models domain defined by experts and conceptualized by knowledge engineer.

In practice, the proposed approach allows to avoid data duplication. Data interpretation is
determined while processing user query according to the context defined by ontologies. At the same
time, it is possible to trace which facts and at what stage of processing was fetched or inferred. Facts
gathered from a source (for example, from a specific social network) would be annotated using an
ontology that describes this source. The results of data analysis (for example, the identifiers of
duplicated objects) would be annotated using concrete problem ontology. This increases the
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transparency of the data and allows to present the same information to different platform users
according to the terminology they are familiar with.

Moreover, the proposed approach allows to manage and integrate different versions of ontologies to
ensure traceability of changes in the same fashion as different types of ontologies which is not
supported by existing approaches. We can simply copy an old version of ontology, modify it and
define new rules and logical restrictions to bind elements of two versions of the same ontology.

4. Description of design patterns

According to [13], in order to develop a modern knowledge-driven analytical platform it is crucial
to define its core functionality and to create tools which will allow to implement its base modules
for gathering, preprocessing, analyzing and interpreting data. Then it will be possible to extend
platform specifying new functionality by adapting its base modules.
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Fig. 3. An approach to analytical platform development

In this paper we propose (fig. 3) that new modules of an analytical platform are specified by users
using a set of visual domain-specific languages generated on top of ontologies which are integrated
in the knowledge base [5]. As a result, using generated DSLs, users who are not familiar with
programming will be able to specify the modules and functions of the platform adapting existing
functionality to their specialized problems [14]. At the same time, to support the uniformity of the
resources description, DSLs themselves can also be represented in ontologies.

An approach to information integration, in that regard, is used to describe data structures of inputs
and outputs that could be queried from fact base and passed into platform modules instances.
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Besides, analytical platform modules’ ontologies form base functionality of concrete analytical
platform (for instance, platform for social network analysis) to be implemented using core
functionality of a platform and could import, reuse and extend integrated information ontologies as
well.

In order to execute approach to analytical platform development core functionality should allow to:

e manage ontologies;

e generate DSLs and visual editors for them;

e synchronize DSL-models with source code of the platform modules;
e execute problem solvers;

e manage problem solvers pipelines.

Thus, it is important to develop design patterns for the common core of different analytical platforms
which could be developed using this approach. The specification of OWL 2 language [12] is used
for this purpose. It contains the set of UML class diagrams and allows to extend them introducing
new elements (which are highlighted in bold) to form the patterns.

4.1 Pattern for integrating ontologies

The pattern for integrating ontologies (Fig. 4) describes the taxonomy of integrated sources
descriptions, as well as the types of logical restrictions that can be used to link elements of several
ontologies.

\*LogicalRestriction |
? = Axiom | axioms imports
|
y o versionlR|
“SWRLRule |_ "1°5 = oniology > IRI
+ label:string 2|
zr\. ontologyIRI
“InformationOntology
Ja\
“DataSourceOntology | |” ProblemOntology © DomainOntology

Fig. 4. The model of the pattern for integrating ontologies

Ontology which describes an integrated source of information is modeled by InformationOntology
class which has three subclasses (DataSourceOntology, ProblemOntology, DomainOntology)
according to every type of ontologies in the knowledge base. In order to identify ontology and all its
versions IRIs are used.

Elements of ontologies (classes, object properties, datatype properties, etc.) are linked using either
SWRLRules or Axioms that could be modeled using OWL 2 expressive capabilities. SWRLRules
are one of the ways to define ontological mappings and logical restrictions within ontology. Just like
axioms, they can be interpreted by reasoners (e.g., Pellet) to obtain new facts based on the
information that gathered from data sources and stored in the fact base.
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4.2 Pattern for ontology-based metamodeling

The pattern for ontology-based metamodeling (Fig. 5) is intended to be able to create metamodels
are defined in the form of ontologies for describing DSLs and input/output data structures for
problem solvers on top of integrated in knowledge base ontologies.

For each Ontology could be defined SubOntology that specify it. It is used to choose elements of the
specified ontology that will form a model of an integrated DSL. It is constrained that SubOntology
only can specify existing elements on an ontology, which is why elements added into SubOntology
can only be SubEntities (e. g. subclasses and subproperties).

AssertionSubOntology which is the subtype of SubOntology is also used to specify ontologies but
only by adding individuals and assertions involving them. It allows to ensure that new elements and
axioms in AssertionSubOntology do not change the structure of metamodel that is defined by
specified ontology. AssertionSubOntologies are supposed to be used to define concrete models
according to the DSL and specify data structures of inputs and outputs for platform modules.
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\l_—’
" IRI * Axiom _|_axioms ® _ Ontology
Tentitlel l Ta
: I specifiedOntolo
—= Entity “Declaration | |“Assertion P ay
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= SubEntity “AssertionSubOntology
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~ Individual
* ClassExpression
addedDeclarations
“ObjectPropertyExpression
= DataPropertyExpression

For each SubEntity | ™
.. [should exist at least

"lone parent class, object
property or datatype
property.

Fig. 5. The model of the pattern for ontology-based metamodeling

4.3 Pattern for integrating DSLs

The pattern for integrating DSLs (fig. 6) specify the ontological metamodeling pattern for generating
and integrating DSLs to create languages to specify data processing modules in order to formally
describe and manage the architecture of the analytical platform.

Classes and properties of ontologies that are specified by SubOntology can used to form
DSLMetaModel, and DSLConcreteModel is used to define models using DSL. DSLConcreteModel is
a subclass of AssertionSubOntology, thus, added elements of DSL-models are individuals. The
definition of DSLEnities as ontology classes and properties allows integrating them for inference of
new facts which could be then automatically conceptualized in terms of InformationOntologies.
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Fig. 6. The model of the pattern for integrating DSLs

4.4 Pattern for integrating problem solvers

The pattern for integrating problem solvers (Fig. 7) describes the structure of entities that are used
to implement data processing modules of a platform using generated DSLs. The implementation of
this pattern requires coordinating the processes of designing platform modules using DSL,
implementing algorithms for problem solvers, and modeling the structure of input and output data
for the problems to be solved by platform modules.

“ProblemOntology “AssertionSubOntology

t Ja

describedProblem

inputData
~ Problem “DataStructureOntology

outputData

followingProblems
executedSolver

solvers

“ProblemSolver _|” Module

‘!’_l

"~ Program
D architectureModels

- DSLConcreteModel

Fig. 7. The model of the pattern for integrating problem solvers

A set of DSLConcreteModels is used to describe architecture of a platform’s Modules which are
interpreted by platform’s core. Every Module includes ProblemSolvers that are executed by the core.
Each ProblemSolver are linked to the Problem description which is defined by some
ProblemOntology. DataStructureOntology specifies input and output data structures of a Problem
which allows inferring if one Problem can be solved following another one when defining a data
processing pipeline.
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5. Functionality of analytical platform core

It is assumed that the developed design patterns can be used to develop the analytical platform core.
In order to demonstrate the principal possibility of creating such subsystem, in this section we
describe the functionality of the core.

We propose that the knowledge engineer is responsible for managing the ontology repository
(Fig. 8). He can create ontologies in a form of files corresponding to the OWL 2 with the assignment
of a URI for the ontology and all its elements (classes, properties, etc.). Once created, the ontology
file should be available for opening externally in an ontology editor (e.g., Protege) to directly fill the
ontology with axioms and rules.

Analytical platform core

—_

—( Create an ___ff‘_z’_“_e_"‘_d_’_’___l Reference

. ontology \an ontology,
v el e
engineer Create a Data
Source ontology

_./"_'_'_._‘_‘_\_""‘--\__
Create a Prohlem>

ontology
=<Extend>=> —
i ontology
¥ Createa
_Subontology 4

<<Extend=>>

> Validate a
Subontology

Fig. 8. The functionality of the tools for managing the repository of ontologies
It is also possible to create the special kinds of ontologies based on the existing ones. As was
mentioned, a subontology (Create a Subontology) allows definition of a new element (class,
property) if it is located within the existing taxonomies of an original ontology. In an assertion
subontology (Create an Assertion Subontology) it is strictly individuals that are available for
creation, as well as the assignment of property values to them.
In the process of creating subontology, the knowledge engineer selects a part of the taxonomies of
classes and properties that are transferred to the subontology. This requires performing a reasoning
to restore domains and ranges of properties if they are represented by classes that are removed from
the taxonomy of the original ontology.
In addition, it is crucial to be able to Validate a subontology to verify the consistency of the creation
of any elements in a subontology (or an assertion subontology) within the taxonomies of the original
ontology.
If it is needed to use an existing ontology, it can be imported into the repository (Import ontology)
from a remote server or a local file. After the import, a duplicate ontology is created separately
within repository not to cause any conflict with files in the internal file system of the host operating
system. For the purpose of building ontologies using existing ones there is a use case Reference an
ontology, which allows elements of an existing ontology to be reused in the selected ontology.
According to an approach to analytical platform development, the software architect can use the
platform core to create DSLs (Fig. 9) which provides users with tools to specify platform modules
in a declarative way using visual editors. Using the pattern for integrating DSLs we can easily define
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which elements of selected ontologies (i.e. which parts of taxonomies) form a concrete DSL
metamodel using the level of abstraction that is provided by subontologies.
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Fig. 9. The functionality of integrating DSLs and problem solvers

Itis proposed that classes of the ontology that describe a DSL are used to represent classes of model
elements (node types), object properties are used to depict relationships between classes (edge types)
and datatype properties are used to list classes’ attributes. Thus, a concrete model that is created
according to DSL can only contain elements, edges between them and attribute values that can be
represented as an assertion subontology.

In addition, the core allows the software engineer to generate source code of platform modules. For
instance, we can transform an ontology as a set of classes that are translated to Python 3
programming language to be used as a blueprint of a problem solver.

Similar to DSL metamodels, the data engineer (fig. 10) can define metamodels of input and output
data structure (Describe data structure for a problem) as a subontologies. Then, based on them the
data analyst can describe and extract a dataset that is passed into a problem solver when the problem
is being solved. Also, he has the possibility to validate the dataset according to the metamodel that
defines its structure. When the data processing task is completed, validation can also be applied to
the result of data processing.

The core users (namely, data analysts) can extend the platform functionality by simply specifying
DSL models of a new module that is relied on a problem solver. This helps to reduce their
dependence on software engineers and increase an adaptivity of a platform resulting in its improved
viability.
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6. Conclusion and future work

In this paper we proposed an ontological approach to information integration that allows to integrate
different types of ontologies which are relevant to data-intensive domains (data source metamodels,
problem descriptions, domain models). An interpretive approach to integration helps to avoid data
duplication, ensure changes traceability of ontologies and automatically interpret data and the results
of data analysis to provide them to different groups of users according to terminology that they are
familiar with.

In order to create a basis for solving the design challenges of developing knowledge-based analytical
platforms we presented design patterns based on the models of OWL 2 language. It is expected that
the developed models will be used to implement analytical platform core functionality that will help
to provide users with the tools to extend platform functionality with minimal reliance on software
engineers.

Further work in this field is aimed at implementing software prototypes of the platform’s core
functionality based on described patterns and ontological approach to information integration.
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AnHoTtanus. Llensio naHHON pabOTHI SBIISETCS HCCIEI0BAHIE BO3MOXHOCTH ITPUMEHEHHS] aKTOPHOTO ITOIX0a
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1. Introduction

Background. Business process modelling and management is one of the most important tools for
analysts and project managers developing software systems [1], including analytical systems and
machine learning models (ML models). The main notation for business process modelling over the
last decade is BPMN [2, 3].

Problems of business process modelling arise in many projects; an overview of these problems is
given in [1, 3]. Different software tools are used for further management of modelled business
processes. There are many tools on the market with different functionalities, their analysis is
conducted in [2] and it highlights a few problems of existing tools.

Professional Significance. This study is a follow-up to the study [7] which proof of concept of an
actor-oriented approach to business process modelling. The present study intends to confirm the
feasibility of using an actor-oriented approach to further business process management and to
advance the field of analytical systems lifecycle management, including by combining the artifact-
and actor-oriented approaches.

Avrticle structure. The remainder of this article is organized as follows: Section 2 introduces the
motivation of this study, Section 3 reviews the related work, Sections 4 describe the problem
statement and research methods, Section 5 describes the problems of analytical systems
development, Section 6 highlights the key features of main approaches to business process
management, Section 7 discusses an addition to the actor-oriented approach and the actor model for
business process management of analytical systems development. Conclusion and future work are
given in Section 8.

2. Motivation

The BPMN methodology has a few limitations [1, 3, 4], including the lack of flexibility in business
process management. This problem is especially relevant when building analytical systems, as this
area is characterized by a high proportion of data manipulation and experimentation when
developing and implementing analytical models and ML models [5, 6].

Many different approaches to business process design have been proposed to address the above-
mentioned problems. This paper discusses actor-oriented approach and combines it with artifact-
oriented approach [7].

Actor-oriented approach is based on describing business processes through the interaction of actors
that have their own state and have the ability to asynchronously exchange messages, process
received data and generate new actors [8]. The artifact-oriented approach is based on describing
business processes through describing the flow of process business artifacts and organizing the
execution of tasks based on this flow [9]. By a business artifact (simply artifact) in this case is meant
data records relating to key business-relevant objects, their lifecycles, and their use in carrying out
process tasks

The use of the actor-oriented approach is also required in the development of an enterprise product,
and this study was conducted for the purpose of designing an element of the system being developed.

3. Related works

Business process modelling is a key task for businesses [1] because with process modelling, further
analysis, and management the performance of a business system can be significantly improved. This
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is particularly important in the development of analytical systems and ML models, as will be shown
below. Furthermore, there are a few approaches in business process modelling whose applicability
to the lifecycle management of ML models can be shown since the identified features of this cycle.
The development of analytical systems and especially ML models stands out for the high complexity
of data management business processes, experimentation in model development and implementation
in the final systems. The complexities of data management processes are shown in [5]. This process
involves data exploration, validation and cleaning, and the process can be repeated several times to
introduce additional features into the dataset. This leads to many business process artifacts that need
to be tracked.

The cyclicality of analytical systems development processes is related to the large number of
experiments required to build an accurate model [6, 10]. During the development process, the data
scientist may test the applicability of multiple data processing algorithms and must use many input
features to produce a result. Because of this, the development process often returns to previous
phases for additional research or data preparation. This leads to the need to model highly flexible
business processes. Moreover, the large number of experiments generates even more artifacts and
metadata of the business process.

Once an analytical system is built, it goes through verification and implementation phases [10],
which can also lead to changes in business processes. Meanwhile, an important part of the life cycle
of ML models is monitoring and modification of models in case deviations are identified [10], which
leads the model to return to the previous phases within the business processes. Thus, the main
challenges for business process modelling and management of analytical systems development are
the high number of experiments in the domain, which requires high process flexibility, and the huge
number of process related artifacts that need to be manipulated.

To solve the highlighted issues, existing approaches and tools for business process modelling need
to be explored. Nowadays, there is much research in this field in different directions. Thus, the paper
[11] provides a survey of 405 articles devoted to business process modeling and management
research of the ML model life cycle, highlighting the main research topics. According to this study,
"Model Management™" is the topic of about one third of all research, but the "Experiment
Management" aspect is only addressed in 4 articles. “Data Management” is investigated in the 19
articles used in this research. This shows a low degree of investigation of the business process
management challenges of developing analytical systems.

Tools are needed to use any business process modelling approach. A survey of 83 tools [2] shows a
similar situation to the research in this area. According to the study, functionality for ‘“Process
lifecycle management” is represented in 4 tools and functionality for “Configurable meta model” in
6 tools. Thus, the existing tools do not satisfy the identified requirements for business process
modelling and management of analytical systems development.

To respond to the highlighted challenges, it is necessary to identify the main approaches to business
process modelling. Currently, action-, artifact- and actor-oriented approaches are distinguished.
The action-oriented approach means modelling a business process as a flow of tasks performed by
process actors. The main modelling language for this approach is BPMN. This approach is currently
the most used in real-world projects [2]. However, the action-oriented approach has several critical
issues. Source [3] lists disadvantages of BPMN and other action-oriented business process notations.
Among other issues, it highlights difficulties with resource management, process control flexibility
and process inter-relationships, which do not allow effective use of the action-oriented approach for
business processes management of analytical systems development. The papers [4, 12] also highlight
the shortcomings of the action-oriented approach and provides a brief survey of the artifact-oriented
approach concept.

The artifact-oriented approach offers the business processes management through a set of artifacts
used and generated in these processes. The advantage of this approach over the action-oriented
approach is the high flexibility of the built processes and the possibility of micro-manage of the data
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used in the business processes [4], which is extremely important for business processes management
of developing analytical systems. The authors of this study also highlight disadvantages of this
approach, including difficulties in maintaining the connection between business process and
business strategy. The study [9] presents the developed framework for this approach and confirms
the possibility of using this concept for business process modelling.

A third approach is also proposed for modelling business processes. According to the actor-oriented
approach, a business process is supposed to be considered as an interaction of intelligent business
objects (IBO) [8]. Each IBO must be able to exchange messages asynchronously with other IBOs,
process received messages, change its state, and generate new IBOs. This approach allows
asynchronous interaction of business process parts and significantly increases the flexibility of the
business process. The challenge of this approach is the difficulty to visualize the business process.
The paper [7] presents the proof of concept of the actor-oriented approach.

4. Problem statement

The BPMN methodology has a few limitations [1, 3, 4], including the lack of flexibility in business
process management. This problem is especially relevant when building analytical systems, as this
area is characterized by a high proportion of data manipulation and experimentation when
developing and implementing analytical models and ML models [5, 6].

This study intends to address the following research questions:

RQ1: What would be the benefits of an actor-oriented approach for business process modelling of
analytical systems?

RQ2: How to develop an actor-oriented approach using elements of other approaches to business
process management?

The outcome of the study is expected to be the answers to these research questions, as well as an
actor model for the simple prototyping of business process management system for development of
analytical systems.

5. Development analytical systems challenges

Articles [5, 6, 10] show the main challenges of analytical systems development processes. The
following are important for this article:

1. The high experimental nature of the field. When developing analytical systems, it is necessary
to research the domain of the analytical model, prepare data for the model, test the applicability of
several algorithms in the domain and on existing data, develop the model and implement it in the
runtime environment, and conduct continuous validation of the model's performance quality on
updated data. Each of the steps described can be repeated several times, since at any of them it may
be necessary to return to the previous step. This causes significant difficulties in the design of
continuous business processes and their further management.

2. The need to track data flows. The main resource of the model work is the data on which it is
applied. For proper functioning of the model, it is necessary to correctly process the raw data, to
choose the algorithm for its analysis and to track the changes of data during the model's operation.
To do this, it is critical to retain information about the data that is used as part of the business process
of developing the model.

3. The creation of many business artifacts. The development of analytical systems generates
many artifacts as part of experiments as well as data processing for the model. To effectively manage
the processes, it is necessary to retain information about the artifacts that appear.

Thus, the business process management approach to developing analytical systems should allow
flexibility to change the built business process in accordance with the current work and track the
flow of data and artifacts.
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6. Features of other approaches

When highlighting the main features of each of the approaches to business process management, it
is necessary to operate on the needs of the area under study.

To address the challenges identified in the previous section, this article points out the following
features of the approaches:

1. Simple process visualization (necessary for any human process management).

2. High flexibility (covers the high experimental nature of the field).

3. Control of data flows.

4. Possibility of asynchronous operation of business process elements (also covers high
experimental nature of the field).

5. The ability to control individual tasks (adds flexibility to the approach).

6. Possibilities to control artifacts.

This article discusses three basic approaches to business process management - action-, artifact- and
actor-oriented approaches. Their comparison according to the selected features is given in Table I.

The comparison shows that actor- and artifact-oriented approaches roughly equally cover the
requirements of the study field. However, the most successful in terms of visualization remains the
action-oriented approach.

Table 1. Approaches comparison

Action-oriented Avrtifact-oriented | Actor-oriented
Visualization + +/- -
Flexibility - + +
Asynchronous operation +/- +/- +
Control of data-flow - + +/-
Control of artifacts - + -
Control of individual tasks + - +

7. Actor-oriented approach

The actor-oriented approach fits well with the microservice architecture. A separate service can be
created for each actor to handle the messages received by the actor. On this basis, this approach was
chosen as the key approach of this paper.

The comparison of the approaches showed that the most promising development of the actor-
oriented approach is to combine it with the artifact-oriented approach. For this purpose, the creation
of a separate class of actors for artifacts is proposed. Thus, the actor model builds a system for
supporting actors and processing their states.

The problem of business process visualization in this approach remains unresolved. When

developing an enterprise product, it is possible to visualize using standard BPMN methods.

To build an actor model based on this combined approach, the following entities are also needed:

1) User controller.

2) Business process - for each business process an actor is created in the system.

3) Artifact controller.

4) Task controller.

5) Restriction controller — for working with user-defined restrictions on task execution.

6) Business process architect — for creating a business process according to the parameters entered
by the user.

The actor model created based on the selected entities is shown in Fig. 1.
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8. Performance examples

The proposed approach can create many different cases that meet the needs of a particular
implementation. Two typical situations are designed for this article.

The first case is shown in Fig. 2. It represents the selection of a task by the user and its further
execution. In the diagram, each of the objects is a previously described actor. Business process
interrogates groups of actors of artifacts, tasks and constraints, on the basis of the responses it
generates a list of available tasks to run. After selection by the user, the business process creates a
new actor for the started task, and it performs the necessary actions for its execution.

The second case is presented in Fig. 3. This diagram simulates the situation of an artifact state change
and the system response to this change. The artifact actor notifies the business processes and tasks
actors subscribed to it. The end actors analyze these changes and update their state as needed. This
process can be extended by a more complete description of the logic of each actor's actions,
depending on the implementation context.
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Fig. 3. Artifact update, UML sequence diagram
9. Conclusion

9.1 Answers to research questions

The following research questions were answered in this article:

RQ1: What would be the benefits of an actor-oriented approach for business process modelling of
analytical systems?

A: The actor-oriented approach does not have decisive advantages over other business process
management approaches to developing analytic systems, but it does make it easy to incorporate
aspects of other approaches into its model. Moreover, the actor-oriented approach fits well with
microservice architecture. These advantages make it possible to build business process management
systems based on this approach.

RQ2: How to develop an actor-oriented approach using elements of other approaches to business
process management?

A: The actor-oriented approach fits well with the artifact-oriented approach. This combination
covers all the major challenges of business processes management of analytical systems
development.

The article also provides an actor model for the system based on the developed approach.
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9.2 Future work

The main area of further work will be to create a prototype system based on the developed approach
to business process management. Another area of work could be the further combination of the
created approach with others. For example, there are approaches based on Petri nets [13, 14], which
were not considered in this article, but offers great functionality for process mining.

Finally, the study does not consider the problems of visualization of business processes built based
on this approach. To create a visualization notation would require either combining the developed
approach with BPMN diagrams or developing a new notation.
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1. Introduction

Nowadays, in order for a company to remain competitive, efficient and attractive to investors, it
needs to have reliable and threat-resistant business processes. At the same time, modern processes
tend to have more complex and multi-level architectures. Therefore, in the case of a risky situation,
the consequences can seriously affect not only the company owning the process, but also the
associated companies, thus determining the relevance and necessity of developing sustainable
processes.

Under the risks (threats) for a business process is usually considered a set of conditions, actions and
factors, the implementation of which cause any damage or hinder its implementation and
achievement of the goal of these business processes. You should consider how these threats will
affect the operation of a business process, whether they are triggers for each other, and what the
consequences of a particular risk will be. Therefore, at the stage of analysis and process design, it is
necessaryto decide on the modeling method, the way to identify threats and ways to prevent them,
and the order of bottlenecks identification.

The description of your own business processes is necessary first of all because you can describe
your activities, adequately assess the processes, identify problem areas, as well as represent the
relationships between the participants and the elements. To analyzea business process, it is necessary
to study its model. Under the model we will take a set of tools that can describe, document, and
design the area under consideration. As a rule, several classes of models are considered, but often
the business processes are described by analysts, using graphic models in one or another notation:
IDEF, BPMN, UML, etc. There are papers that present methodologies (ROPE [1], INMOTOS [2],
PoSem [3]) for detectingrisks in business processes with subsequent application of countermeasures
for their elimination.

The authors present a software system that proposes the use of simulation modeling methods to
study the functioning of business processes over time. In this case, an automated transformation of
the conceptual model My, where X={IDEF, BPMN,...,UML} (My is a graphical model of a
business process whose description is performed using one of the notations: IDEF[4], BPMNI[5],
UML[6], etc.) into a simulation model MZ%, where Y = {GPSS, AnyLogic, ..., NetLogo}. Here Myis
a business process model that isdescribed using simulation languages: GPSS[7], AnyLogic[8],
NetLogo[9], etc. Z ={QT, PN,..,MC} — aset of mathematical schemes that underlie this or that
simulation system (queue theory, Petri nets, Markov chains, graph theory, etc.). Thus, a multi-model
approach can be used to study business processes [10], namely, the business process model is
transformed into a simulation model, which is based on a particular mathematical scheme. The
transformation is performed using DSM (Domain Specific Modeling) Meta Language software
[11,12]. As a result of the simulation experiment the risksof business processes are determined. For
their identification and neutralization, the ontological approach is used [13]. Then, an automated
modification of the original My model according to the specified countermeasures is performed
and the actions associated with business process research are repeated (transformation of the
conceptual My model into a simulation My, simulation experiment, risk identification and
countermeasures, application of countermeasures for business process reengineering, etc. Thus, the
construction of a robust business process is iterative in nature.

The distinctive feature of the scheme proposed by the authors ofbuilding a reliable business process
is the possibility of using a multi-model approach, involving the use of different mathematical
apparatuses for dynamic research of business process functioning, analysis of countermeasure
effectiveness, ontological approach for risk identification. In addition, any simulation modeling tool
available to the researcher can be used for research, and any of the notations can beused to describe
the business process.
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In the following, the existing solutions for building reliable business processes, transformation rules,
ontological approach for risk identification and countermeasures for their elimination, modeling
results are discussed in detail.

2. Existing solutions

One of the methods that meets current conditions is the application of the ROPE methodology. Risk-
Oriented Process Evaluation or ROPE is a three-layer model: synthesis of business process
modeling, risk coordination and business continuityrepresentation [1].

The model contains:

e Abusiness process layer that describes the core activity of theprocess.

e Activity component definition layer - CARE (Condition, Action, Resource, Environment)
diagram [1].

e Layer defining the consequences of occurred risks and possible threats, as well as making
business decisions aimed at minimizing possible losses.

Because ROPE is aimed at revealing and removing of threats caused by the lack of resources, this

method is applicable only to thecoordination of the elementary processes, because more complex

processes can lack the existing functionality.

Based on the ROPE model and taking into account the need to evaluate risks on the basis of several

approaches, assessments and perceptions, the INMOTOS methodology was developed [2].

In general, the INMOTOS methodology begins with the modeling of business processes, using the

CARE - diagram, followed by decomposition. Also, the necessary resources to perform the process

are taken into account. During the threat prediction phase, an auxiliary agent is introduced, capable

of identifying risks or their consequences, and triggers a process of predefined countermeasures.

The process is completed by preventing threats and mitigating their impact on resources. However,

the INMOTOS model does not take into account that threats as rules manifest themselves in complex

ways and are most often triggers for each other.

POSeM (Process Oriented Security Models) methodology aimsat exploring the relationship between

business process re- engineering or general process modeling and methods to strengthen their

resilience to risks, or to facilitate the choice of taking countermeasures to prevent risks by forming

recommendations derived from the process description [3].

The implementation of this methodology follows two basic rules. Firstly, by means of the developed

SEPL language, the requirements for business process resilience are provided. Secondly,a couple of

rule bases are used to check the resilience of business processes to risks.

This method does not pay enough attention to external threats, the sources of which are not directly

related to the process itself.

3. The example of constructing a reliable business process

So, we have considered a number of methodologies related to enhancing the reliability of business
processes. In contrast, the authors propose to use models described using common notations with
subsequent transformation (by DSM methods [11,12]) into simulation models developed in one of
the popular simulation languages, as the ones studied for stability of business processes. The study
of business processes for sustainability is performed by simulation modeling methods. As a result
of risk detection, countermeasures for their elimination and automated modification of the original
model-business process are determined. The general scheme of research of business processes on
reliability is shown in fig. 1.
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Fig. 1. Scheme for determining the sustainability of a business process, identifying and eliminating risks
Therefore, the proposed software system has metamodels that can be used to represent a business
process in a particular notation and perform the transformation into a simulation model. As an
example, we will consider the logistics process described in BPMN 2.0 notation (see fig. 2.) and its
transformation into a simulation model (here we use AnylLogic [8], and Petri nets as the
mathematical apparatus).
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Fig. 2. Logistic process "Ship boarding in the port"

It is well-known that the rules of transformation from BPMN notation to Petri net notation were
mentioned in literature [14].

Transformation of the model is performed using the Metalanguage language toolkit [12].
Metalanguage was developed at Perm State University and meets all the key requirements for DSM
platforms. The toolkit allows developing modeling languages of any subject area with the possibility
of quick editing, implementing multilevel and multilingual modeling. Our task is to represent a
logistic process described in BPMN notation with a list of rules into a model that can be represented
by a Petri net (the mathematical apparatus that we chose to study the reliability of the process). The
following are the rules of transformation T: M, —» MZ (M is the description of a business process
in terms of temporal Petri nets (Z), the simulation experiment must be performed on one of the
simulation platforms (Y — AnyLogic)) (see fig.3)
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The platform for the implementation of simulation of the logistics process is the development of a
Russian company — AnyLogic. AnyLogic is a domestic simulation modeling system widely used by
specialists both in Russia and abroad. Models built in AnyLogic are scalable. When using this
modeling system AnyLogic, the number of model elements is not limited [8].

As a result of transformations (Table 1), the initial process takes the following form (see fig. 3).

pl

sy

Fig. 4. The result of the simulation experiment - a transition that cannot be performed is identified
Next, a simulation experiment is performed, as a consequence of the simulation experiment the
errors in the section t1-p4-p5-t2 are determined (fig. 4). To trigger transition t2, tokens must be
present at place p4 and p5. Since transition t1 transfers tokens to place p4, and place p5 remains
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empty — transition t2 fails. So, place p5 d
port. Thus, transition t2 cannot work if the

isplays the use of the database of ships unloaded in the
re is a database failure.

In order to determine what actions (countermeasures) should be taken to avoid the risk of an
unregulated business process execution, we will use the ontology (fig. 5) and SPARQL query.
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Fig. 5. Risks Ontology
The results of the SPARQL query are presented in fig. 6.

SPARQL query:

PREFIX rdf: <http:ffwww.w3.0rgl1999/02/22-rdf-syntax-ns#=
PREFIX owl: <http:ifwww.w3.orgi2002/07 fowl#=
PREFIX rdfs: =http:iwww.w3.orgi2000/01 rdf-schema#=
PREFIX xsd: <http:iwww w3 orgi2001XMLSchema#=
PREFIX SP: <http:/iwww.semanticweb.org/katar/ontologies/2021/58/seaport_risk_1.0.0#=
SELECT*
WHERE { ?s SP:has_relation SP:CGoil_0a3el_OaHHbIX.
?s rdfs:subClassOf Po.

}

S
PesepBHOE_KONMWPOBAHWE_OaHHbIX  Mepsl_no_npenoTepaleHn_pNuCKos
MocneacTenA_peannaalum_pucKos

Fig. 6. SPARQL
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Table 1. Part of the result transformation rules

Name of the rule

Left part of the rule Right part of the rule

PlaceOTransition0
Placel_Task

Place0OTransitionOPlace 1 Task

: 1 D1 :
] To P1 Task
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again (see fig. 7).
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Then, using measures to prevent risks, the main process is restructured, and all stages are repeated
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Fig. 7. Restructured logistic process "Ship boarding in the port"
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4. Conclusion

The paper presents a methodology and software system that allows to identify risks in the business
process model and perform reengineering actions in accordance with the recommendations for the
application of certain countermeasures. Incontrast to the methodologies discussed in the review part,
the authors propose to use any well-known business process notations (DFD, EPC, BPMN and so
on) made using notations, transform it into any simulation languages (AnyLogic, NetLogo for
example) and use any mathematical apparatus (Queue network, Petri nets and so on). Thus, DSM
methods are used to transform a business process model into a simulation model and back.
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AHHOTammsi. B craThe wHcciemyroTcs pasinMyHBE CTPATETMH CEMIUTMPOBAHWS TEKCTOBBIX IAHHBIX IIPH
BBIIIOJIHEHUHM aBTOMAaTHYECKOW KJIacCH(PUKAIMK NPEUIONKEHHH C IeNbl0 OOHApYKeHUS HEeTOCTAIOIINX
6ubmorpaduueckux ccpulok. ITocTpoeHHe ceMIUIOB OCYIIECTBIIACTCS Ha OCHOBE NPEIOKEHUI B KauecTBe
CEeMaHTHYECKUX €JUHUIl TEKCTa, K KOTOPHIM J00ABISAETCS X HETOCPEACTBEHHBIN KOHTEKCT, COCTOSIIUN U3
HECKOJIBKHX COCEIHUX MpetoxkeHui. VicenemyeTes psii cTpaTeruii CeMINTUPOBAHUS, KOTOPBIE Pa3IHIaloTCs
pa3MepoM H IOJI0KEHHEM KOHTEKCTa. DKCIIEPUMEHT NPOBEEH Ha JAHHBIX M3 COOpPHMKA HAYIHBIX PaboT 1o
€CTECTBEHHOHAyYHOM M WH)KEHEpHOH TeMaTuke. [loka3aHo, YTO BK/IIOUYEHHE KOHTEKCTa MNPEAJIOKEHUHA B
CeMIUTBl yJydIlaeT pe3yiabTaT Kiaccuukanuu mnpeanoxeHni. IIpeayokeH MeTox aBTOMaTHYECKOTrO
OIIpEe/IeNICHNs] ONITUMAIBHON CTPATErMU CEMIUTMPOBAHUS /Il TAHHOM TEKCTOBOW KOJUICKLIMH: ONTHMAlIbHAs
CTpaTerHs ONpPEeIeNsIeTcs] Pe3yIbTaTOM I'OJIOCOBAHMUS OJJMHAKOBBIX KIaCCH(HUKATOPOB, MOTYyYaIOMINX Ha BXO
OJIHM U T€ K€ JaHHbIe, CEMIUTMPOBAHHBIC PA3JIMYHBIMH criocobamu. CeMIUIMpOBaHKE C y4eTOM KOHTEKCTa
MPEIOKEeHUsI B COYETAHWHM C MPOLEeXypoi skectkoro romocoBanusi (hard voting) mokasamo To4HOCTB
knaccupukamn - 98%  (omenka F1). IlpemmoxkeHHbld mogxon K OOHapyKEHHWIO HETOCTAIOMINX
OubmmorpaIecKuX CCBHUIOK MOXKET HCIIONB30BAThCA B PEKOMEHIATENBHBIX MOIYISAX HPHUKIAJHBIX
HMHTEIUIEKTYaIbHBIX HH(OPMAMOHHBIX CHCTEM.

KnaoueBble ci10oBa: CeMIIMPOBAaHWE TEKCTA; CTPATETHsl CEMIUIMPOBAHWS, aHAIU3 I[UTHPOBAHUS,
MPOTHO3UPOBaHUE OHOMHOTPadUUECKIX CCHITIOK; KIaCCH(DUKAIUS TPEITOKCHUI
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Abstract. The paper proposes various strategies for sampling text data when performing automatic sentence
classification for the purpose of detecting missing bibliographic links. We construct samples based on sentences
as semantic units of the text and add their immediate context which consists of several neighbouring sentences.
We examine a number of sampling strategies that differ in context size and position. The experiment is carried
out on the collection of STEM scientific papers. Including the context of sentences into samples improves the
result of their classification. We automatically determine the optimal sampling strategy for a given text
collection by implementing an ensemble voting when classifying the same data sampled in different ways.
Sampling strategy taking into account the sentence context with hard voting procedure leads to the classification
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accuracy of 98% (F1-score). This method of detecting missing bibliographic links can be used in
recommendation engines of applied intelligent information systems. Keywords: text sampling, sampling
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1. BeedeHue

Hayunoe mcciemoBaHne HEBO3MOXKHO 0€3 COOTHECCHHS IONYYCHHBIX PE3YIbTaTOB C paboTamu
IPYTHX YYEHBIX: HX CIEeNyeT YIOMSIHYTb, BCTAaBMB B CTaThi0 OnONMorpaduveckne CCHUIKH.
CrermamucTel B OONACTH  HAYKOMETPHH — IO-Pa3sHOMY OOOCHOBHIBAIOT — HEOOXOIUMOCTH
YCTaHOBIICHHUSI TaKUX CBS3EH MEXKAY HCCICIOBAHUSAMH W (OPMYIHPYIOT pasziIHMdHBIE TEOPUH
LUTUPOBAHUSL.

HopmaTtuBHast Teopusi IUTHPOBaHUS, KOTOpas OMNHPAETCs HA TMPHUHIUINBI HAYYHOH OTHKH,
chopmynupoBannsie Mepronom (Robert K. Merton) [1], npenmnonaraer, 4To CChUIKH B HAYYHBIX
CTaThAX MPU3BaHBI YKa3bIBaTh HA paOOTHI, KOTOPHIC SBIISFOTCS OCHOBOM [T HCCIICIOBAHIIS, CBSA3aHBI
TEMATHYCCKH, OIKMCHIBAIOT HCIIOJb3YEMbIC METOMIbl WM HEOOXOMUMBI Il OOCYXKICHUS
pe3yabTatoB. CornacHo pedIeKCHUBHOM TCOPHH, CBSI3H MEXKY HAYUHBIMU pabOTaMU YKa3bIBAIOT Ha
COCTOSIHAE HAYKH M MOMOTAIOT CO37aTh e¢ (hopMann30BaHHOE MPEICTABICHHE, HATPUMED, KaPThI
Hayku [2-3].

Takum oOpas3omMm, GeHe(HUIITapOM KOPPEKTHOCTH HAYYHOTO IUTHPOBAHUS SBISETCS BCE HAaydHOE
COOOIIECTBO, KaK HCCJIENOBATEeNIM, CO3/JAIIUe CTaThM O CBOMX pe3ylbTaTaX, TaK H
aIMUHUCTPATOPBI, OTCIEKHUBAIOIINE JOCTI)KCHUS B PA3IMYHBIX 00JACTSIX HayKd. YTIOMHHaHUE
aKTyaJIbHBIX U 3HAYMMBIX PE3YJIbTATOB IPYTHX YUEHBIX SIBISIETCS OJTHAM M3 OCHOBHBIX TpEeOOBaHUMN
MIPY IOCTPOCHUU HAYYHBIX TEKCTOB, B YACTHOCTH, C TOUKH 3PEHUS PEAAKTOPOB HAYYHBIX KYPHAJIOB.
Ot TpeOOBaHUSI OTMEUEHBI B PYKOBOJICTBAX 110 aKaAEMUIECKOMY MUCHMY [4-6] U IOATBEP>KAAIOTCS
Ha TIPaKTHKE, 9YTO ONWCAHO, HANpHMep, B pe3ylbTaTaxX HCCICJOBaHUHN ITyOIMKAIIMOHHOM
aKTHUBHOCTH B BRICOKOPEUTHHTOBBIX MEXIYHAPOIHBIX XKypHanax [7].

ABTOpHI HAYYHBIX PabOT CAMOCTOSTEIHHO BEIOUPAIOT HCTOYHHUKH JJISI MUTHPOBAHUS W TIO3UIIHH JIJIS
CCBUIOK B TEKCTE, M B HACTOAIICE BPEMs STOT IMPOIecC HUKAK HE aBTOMAaTHU3UpPOBaH. B maHHOM
paboTe umccuemyeTcss BOSMOXXKHOCTH CO3JAHHSI PEKOMEHIATEIFHOTO allTOPHTMA, IMO3BOJISIIOIIETO
HAXOJUTh HeIOCTaoNue OUOIHOrpauecKue CCHUIKH B HAYYHOH CTAaThe, TO €CTh BBISIBISITH TC
(parMeHTsI TeKCTa, TJIe HEOOXOAUMO YIOMSHYThH IPYTYIO HCCIEAOBATEIBCKYIO paboTy. s 3toit
LIEJTM OIIEHUBAETCSI BEPOSTHOCTh HAMYHSI CCHUIOK BO ()parMeHTax TEKCTa, UCIIOJIb3Yys 00yueHue ¢
YaCTHYHBIM TIpUBJIeYeHHEM yuutTens. DopmanbHas TMOCTAaHOBKA paccMaTpUBAEMOW 3aaadu
3aKJIIOYAETCSl B CIEAYIOIIEM: TpeOyeTcss aBTOMaTHYEeCKH HaXOAWTh B TEKCTE HAYYHOH CTaThbU Te
(dparMeHThI (TIPEIOKEHHSI), TNIE CChUIKA OTCYTCTBYET, HO HEOOXOJIMMa, MCIOJB3Ys B KauyecTBE
00yJarOMKUX JaHHBIX HA0OP pa3MeUeHHBIX ()PArMEHTOB CO CChUIKAMH U 0€3 CCBHUIOK.

3amaua kiaccuukanuu (GparMeHTOB TEKCTa B 3aBUCUMOCTH OT HAlWYHWs B HHUX CCHUIOK
METOJIOJIOTHYECKH CXO0Xa C 3ajadell aHaim3a TOHAJIBHOCTH, B paMKaX KOTOPOW TEKCTHI
aBTOMATHUYECKU KIACCU(DHUIMPYIOTCS KaK TO3UTHUBHBIC H HETATUBHBIE (B OCHOBHOM) B COOTBETCTBUHU
C UX SMOIMOHAIHHBIMHU XapaKTEepUCTHKaMH. B momonHeHme K kiaccuukanum (pparmMeHTOB Ha
[IO3UTUBHBIEC U HETATUBHBIEC MPUHIIMIT aHAIN3a TOHAIBHOCTH UCIIOJIb3YETCS TSl BBIICIACHUS APYTUX
KJIACCOB, BKJIIOYAsl OMNpeleeHre 3HAaYMMOCTH uutupoBanus [8-11]. 3amaya BbIIBICHHS
HEJOCTAIOUIUX WJIH HEHYXXHBIX CCBUIOK B TEKCTE TaKKe MOXET paccMaTpUBaTHCS aHAJIOTUYHO
aHAM3y TOHAIBHOCTH, TOTJAa HCKOMBIM HACTPOCHUEM 3/IECh SBIIICTCS MOTPEOHOCTH aBTOpa
MOJITBEPANTH CHOPMYIHPOBAHHOE YTBEPIKICHHE.
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Jpyrum ONM3KMM HAampaBlIeHHEM HCCIICIOBAHUI SBJISCTCS pACIO3HABAHWE WMMEHOBAHHBIX
cymuocteir (Named Entity Recognition, NER) Ha ocHOBe mpejckasaHusi KiacCH(UKATOPA.
AHarorndHas 3amada paccMmarpuBaeTcss B pabore [12], Toe CYIIHOCTH BBIACISAIOTCS dYepes
ompezeienre crnanoB (Span prediction). 3amaua NER wmoxeT ObITh pelieHa B JBa JTara:
UICHTU(HKAIHSA PPArMEHTOB C BBICOKOH BEPOSATHOCTBIO COJCPKAHUS CYIIHOCTCH M ONpPEICIICHUE
TOYHOTO TOJOXeHUs 3Tux cymHoctedl [13-14]. Hekotopsie metonslt NER Takke y4uTBIBalOT
KOHTEKCT CYIIHOCTEH, KaK JIOKaJbHBIH, TaK U TJI00aBHBIN, a Takke BHEITHHH [ 15].

3amada KiIacCU(pUKAIMH MPEUIOKEHUHA ¢ y4STOM UX OJIMDKANIIEro KOHTEKCTa 00CYKIanach B psjc
uccnenoBanuii. B padote [16] ucnoap30BaalCch KOHTEKCTHO-3aBUCHMEBIC IMOCITUHTH, CO3/JTAaHHBIC
SI3BIKOBBIMHU MOJICIISIMH, BEICOKOE KaUeCTBO KOTOPBIX JIOCTUTAETCS IICHOM CKopocTu. ABTOpoM [17]
U3ydanach TeMaTHUCCKas KIaCCU(PHUKAIMS U OBUIO MOKA3aHO, YTO MOJECIH, MOTYYAIONIHEe KOHTCKCT
Cpel BXOIHBIX JaHHBIX, pabOTalOT Jydlie Mojeneit 0e3 koHTekcta. B atux paborax pasmep
KOHTEKCTa ONPEACIIICTCS SAMHOKIBI HCXO U3 HEKOTOPHIX MPEATIONIOKEHIH U U1 KOHKPETHOTO
TEKCTOBOT'O KOPITyCa OH MOXKET OKa3aThCsl HEOMTHUMAIbHBIM.

Mertoa, mpeACTaBICHHBIA B JaHHOH paboTe, TakkKe MOXKHO pacCMaTpHBaTh KaK CBOETO poja
pecemminpoBanue (anrui. resampling). Jlo cux mOp OHO BBIIONHSIIOCH B OCHOBHOM ISt
0amaHCHPOBKH pacIpelesieHIs KJIAacCOB B oOydaromiell BEIOOpKE C IETbI0 TOBBIMICHHUS TOYHOCTH
TpecKa3aHus, Ha KOTOPYIO HecOaJaHCHPOBAHHOCTh NaHHBIX BIHSET HETaTHBHO. MeTOIBI
0aaHCHPOBKH TOAPA3ICIAIOTCS HAa TPHU THIA, a MMEHHO: COKpAIlleHHE KOIMYeCTBA OOBEKTOB
MakopuTapHoro kiacca (undersampling), yBenwmdeHwme KoimdecTBa OOBEKTOB MHHOPHTApHOTO
kinacca (oversampling) u rubpugHbie MeTonbl. [lepBbIii MOAXOA MOAPa3yMEBACT HCKIIOUCHUEC
HEKOTOPBIX JAHHBIX Ma)KOpUTApHOro kiacca (cM., Hampumep, [18-19]); BTOpoil mpenmonaraet
BOCIPOM3BE/ICHHE CYLIECTBYIOMINX HK3EMILIIPOB MUHOPUTAPHOI'O Kiacca 0O CO3/laHHue HOBBIX
[20-22], a rubpu/IHBIE METO/IHI HATIPABIICHBI HA 00BEANHEHUE TPEUMYIIECTB 000HX MOAX00B [23].
JlokasbHbIe U 1JI00ATBHBIC KOHTEKCThI YUUTHIBAIOTCS COBPEMEHHBIMH apXUTCKTYPAMU HEHPOHHBIX
ceTell Juia aHanmm3a TekcTa. [I0CKOMbKY TEKCT MpPECTaBisieT cOOOM OJHOHANPABICHHBINH CIIMCOK
TEPMOB, KOHTEKCT OOBIYHO TIOHUMAETCsI KaK HEKOTOPAasi COBOKYIHOCTh COCETHUX CJIOB JI0 WITH T10CTIe
paccMaTpuBaemMoro Ttepma [24-25]. B cBepTOYHBIX HEHpPOHHBIX CETAX YBEIHMUYCHHE pa3Mepa
KOHTEKCTa MPUBOJUT K 3HAYUTEIHHOMY YBEIMYCHUIO PAa3MEPHOCTH TCH30POB M, KaK CIICACTBUE,
KOJIMYECTBA APAMETPOB MOJICIH, YTO B CBOKO Oo4Yepeab TpeOyeT yBeTUIeHHUs pa3Mepa KOJIISKITHH.
B Mozensx ray6okoro o0y4denus tumna transformer KOHTEKCT yYUTHIBAETCS C TIOMOIIBIO MEXaHU3Ma
BHHMAaHHs, a JIOKAJbHBII KOHTEKCT coveraercs ¢ bosee mupokum konrekcrom (BERT [26], GPT-3
[27]).

BaxHO, 9TO BCE BBIIICTIEPCUUCICHHBIC AJITOPUTMBI HE YYUTHIBAIOT €CTECTBEHHBIC CTPYKTYPHBIC
CIMHUIIBI TEKCTOB (MIPEUIOKEHUS M a03albl), TMOCKOJIBKY 3TH alTOPUTMBl HACTPAWBAIOTCS Ha
OIIpEIeIICHHBIN pa3Mep KOHTEKCTa, COCTABISIONINN (PUKCUPOBAHHOE KOJIHYECTBO CIIOB, B TO BpeMs
Kak pa3Mmep MpeyioxkKeH i 1 a03aleB BapbUpyeTcsl.

2. MemoOsbi

3amada onpeAeNeHrsT HeJJOCTAOIINX CChUIOK (popManmu3yeTcs Kak MOUCK (parMeHTOB TEKCTa, TIC
CCBUIKAa OTCYTCTBYET, HO HEOOXOAMMa, HJIH, HA000POT, MPUCYTCTBYET, HO HE HY)KHA.

Pemaercs 3amaya aBTOMAaTHYECKOW KiIacCHUKAMH C JABYMs Kiaccamu (TIO3UTHUBHBIM H
HEeraTUBHBIM). J[7s Kaxxaoro ()parMeHTa HayJYHOW CTaThU MPEJIOKCHHBIA aJrOpUTM ONpeAessieT
BEPOSATHOCTh HAIWYKA B HeM OuOnmorpaduyeckoil cchuiku. Habop TEKCTOBBIX ITOKYMEHTOB
3a/1aeTCs TaK, YTO Ka)XJbli JTOKYMEHT COCTOUT U3 (hparMeHTOB. DparMeHT MpencTaBisieT cOOOM
MIOCJIEJOBATEIEHOCTE CIIOB (TEPMOB) pa3HOM UTMHBI. DparMeHTHI MOTYT HAKJIAABIBATECS APYT Ha
JIpyra ¥ pa3iaudaThes 1Mo pasMepy. Kakmpiil parMeHT mpeacTaBiisieT coO0H CeMIUT U TIoMedaeTCs
METKOH OJHOTO M3 JBYX BO3MOJXKHBIX KJIACCOB: MO3WTHMBHOTO WJIM HeraTWBHOro. MeTka Kiacca
COOTBETCTBYET TOMY, COJIEPKUT JIM NAHHBIH (pparMeHT OMOIMOTrpaduIecKyro CCHUIKY WM HET.
3amadeil TaHHOTO WCCIENOBAHMSA SBISICTCS MOWCK TaKOW CTPAaTeTMH MOCTPOCHHS (HparMeHTOB

79



Krasnov F.V., Smaznevich I.S., Baskakova E.N. Text sampling strategies for predicting missing bibliographic links. Trudy ISP RAN/Proc.
ISP RAS, vol. 34, issue 2, 2022, pp. 77-88

(ceMrupoBaHus), KOTOpas OaeT HAaWOONBIIYI0 TOYHOCTh B OIPENEICHHH METOK Kilacca Ui
3aJJaHHOTO KIaccuukaTopa.

I'umoresa HCCICAOBAHUA 3aKIIIOYacTCA B CICAYIOMIEM: CTPATETHHU CEMIUITMPOBAHUA TEKCTa,
YYUTBIBAIOIIHUE KOHTEKCT, IMOBBIIIAKOT TOYHOCTH Knaccmbnxaunn HpeZ{HO)I(CHHﬁ, HCHOHBSyeMOﬁ
JJIA IPOTrHO3MPOBAHU HEAOCTAIOIIUX 6I/I6J'II/IOFpa(1)I/I‘-IeCKI/IX CCBIJIOK B HAYYHBIX CTATbAX.

[To3UTHBHBIA CEMIUT COCTOUT M3 OMONMHOTpaUIecKoil CCBUIKH, OKPYKEHHOH ee KOHTEKCTOM H3
HCXOHOTO TEKCTa, & HETaTUBHBIN CEMIUT PEICTaBIsIeT cCO00H GparmMeHT Oe3 oubimorpaduaeckoit
CCBUIKM B HeM. UToObl m30ekaTh AyOIMpoBaHUS OOpasIoB, MpPEUIOKEHHE ¢ ABYMs HIH Oolee
CCBUIKaMH PacCMaTPHUBACTCS TOIBKO OJHH pa3. KOHTEKCT CChIIKHM OrpaHNYMBAETCS COAEPIKAIINM €€
NPEATI0KEHHEM JIHO0 PACIIMPSIETCS U BKIIIOYAET B Ce0sI TAKXKE COCEIHUE TP €ATI0KEHHS.

HaunmyuymrM BapuaHTOM SIBIII€TCS CUTYyallMsl, KOTJAa IPAaHUIBI KOHTEKCTA CCBIIKU COBHANAIOT C
IPaHMLAMHU 3aKOHUYEHHON MBICIHM aBTOpa, K KOTOPOM OTHOCUTCS 3Ta CChUIKAa. B 3TOM ciiyuyae
CMBICIIOBOM €IMHUIIEH TeKcTa MOTyT OBITh KaK OJHO, TaK M HECKOJBKO MPEAIOKEHUH, UTO
3aTpyHSET ONpelielieHHe pa3Mepa KOHTeKCTa. TeM He MeHee, YTOObI IPHOIU3UTHCS K HAaWTydIIeH
CUTyallMM, B TPEIJIOKEHHOM aJrOPUTME B KadyeCTBE KOHTEKCTa paccMaTpuBaercsi (parMeHT,
pa3Mmep KOTOPOTo ONpeAessieTcss KOJIMYeCTBOM NPEeSIOKEHHH, a He CJIOB (B OTJIMYHE OT alNrOPUTMOB
HelipoHHOH cerH). TakuM o00pa3oM, KOHTEKCT (OpPMHUPYETCST Ha OCHOBE €CTECTBEHHBIX
CTPYKTYPHBIX €IUHHI] TEKCTA.

IIpocTpaHCcTBO NPU3HAKOB CO3/AeTCA aBTOMATHYECKH HAa OCHOBE CTAaTHCTHKH CJIOBAaps B paMKax
mozenu «Memiok cioB» (Bag of Words). CnoBaps Momenu BKiIOYaeT B cebs clioBa W Bce
OpUTMHAJBHBIC 3HAKW TPENUHAHWA W CIIy)KeOHble CHMBOJBL. B KadecTBe NOMONHUTENBHBIX
IIPU3HAKOB PaCCMaTPHUBAIOTCS MIMEHOBAHHBIE CYIIIHOCTH.

3. Anzopumm
AJNTOPUTM COCTOUT U3 CIEIYIOIIHUX 3TaIoB.
e IlIpenBapurensHas 06paboTKa TEKCTa.

e OumcTka TeKCTa: yJaJleHue CIyKeOHBIX CHMBOJIOB (TaOyIIsIIIusl, IEPEBOJ CTPOKH U T. 1.), CJIOB
(nazBanus xypHayoB, ISBN u T.1.) u pazaenos (uHbopManus o GUHAHCHUPOBAHUH, CITUCOK
JUTEPATypHI);

e ToxkeHusauus:
O pasbueHue TeKcTa Ha MPEII0KECHHUS,
O HOpMalu3allus TEPMOB.
e Pa3mMmeTka JaHHBIX.
e  Jlns kaxmoro JOKyMeHTa (CTaThH) TOOABISAIOTCS METKH Havaia U KOHIIQ;
e JIns KaXKA0ro MpeIoKEHUS:

O  eCIIM IMPEeJIOKEHHE COIEPKUT OMOIHOrpadmIecKyro cChIKy (0003HaUEHIE INTHPOBAHNA),
OHO NOMEYaeTcsl Kak oTHocsieecs K kiaccy "Co ccpuikamu';

O  €clii B MPEIJIOKEHUU HEeT 0003HAUEHUs IIMTUPOBAHMS, OHO MOJTy4aeT MeTKy kinacca "be3
CCBUIOK".

e Iloce pa3mMeTKH IpeAToKeHIH 0003HaYSHUS] IUTHPOBAHUS Y IAJISIOTCS.
e (OO6paboTKa IMEHOBAHHBIX CYIIHOCTEH.

e OOHapyxeHHE UMECHOBAHHBIX CYIIHOCTEH B TEKCTE;

e 3aMeHa MMCHOBAHHBIX CYIIHOCTEH ClIEIIMAIbHBIMA METKaMH.

o KoucrpyupoBanue cemmuioB. CeMIUIBI CTPOSTCS TO-pa3HOMY B 3aBUCHMOCTH OT KJacca
(TTO3UTHBHOTO WJIM HETATHBHOTO):

o Ilo3utuBHBINA cemmn cTpouTcs U3 OAHOTO mpennoxeHus “Co ccbUIkaMu’, K KOTOPOMY
Jno0aBiIsieTcss N MPEAbIAYIIMX NPEIUIOKEHHH M M IOCIEeNyIOMNX IPEUIOKEeHU; Bce
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MIPEATIoKEHHs OepyTCsl B NCXOJHOM HMOPSIKE.

o HeraruBzsiii cemrur cocraBisiercs u3 k npemioxenuit "be3 ccputok", HAyMmUX HOAPSI B
HCXOJIHOM TeKcTe (CMEXHBIX Npe/iokeHni), rae k=n+ 1 + m.

CTpyKTypa CeMIUIOB MOKa3aHa Ha puc. 1.

I i = Hamnuue
[Ipennoxenne [Ipemnoxenne 6e3 - s
s Fome i s DI e 6ubnorpaduyueckoii cebUIKI
¢ onbdiorpadirueckoii onomorpadiyeckoi
s B [1PE/UIOKEHIH HE HMeeT
CCHUTKOI CCBUIKH
3HAUCHHS
TosuruBubii cemna Heratusubiii cemima
- e J--- U =) =] - 2]
n. (ST m. J L n. ] Sl m J

Puc. 1. [locmpoenue cemnnog
Fig. 1. Construction of samples

e Kraccudukaius ceMIUIoB.

e DbanaHcupoBka pacmpeneneHHsi KJIacCOoB B OOyYaloIleidl BBIOOPKE BBIIOJHSACTCS METOIOM
CITy4aifHOTO COKpaIeHHUs MakopuTapHOro kiacca (random undersampling).

e JIs Ka)KIOTO CEMILIa CTPOUTCS BEKTOPHAs MOJENb C MCIOJIb30BAaHUEM CYETYMKa CIIOB (KaK
HanOosiee ObICTPOro ¥ 3(P(PEKTHBHOTO C BBIYUCIUTEILHOW TOYKH 3PCHHUS MPEICTABICHUS
TEKCTa).

e BekropusoBaHHbIH Ha0Op CeMIUIOB 0OpadaThIBAETCs ¢ OMOIIBIO KIaCCU(PHKATOPA.

(] OHpeZ[eJ'ICHI/Ie OITHUMAaJIbHOU CTpPATEruu KOHCTPYUPOBAHUS CEMILIOB.
Cemnn S; Knaccudukarop S;

I 2§@

"““"“"‘“"“‘ e s; AHcambnb S

Knoccmdmestop, PS( sf
J

| ggg

Knacendimaropd

JoKyMeHTO

Crpaternu

ceunnupoaauun%

LokymeHTy

Puc. 2. Obwas cxema aneopumma kraccugpuxayuu npeonodicenuti na kaaccol "Co cevinkamu” u "bes ccoinox”
€ UCNONBL308ANHUECM PA3TUYHBIX CIMpame2uil cemMnaupoganus (0ran =m = 1)
Fig. 2. The algorithm flowchart for classifying sentences into the classes "With links" and "Without links"
using various sampling strategies (forn =m = 1)

Hdanee ocCyulecTBIsIeTCS MMOCTPOCHHWE aHcamMOns Mojeiedl  KiacCHpUKalud C  LENbI0
ABTOMATHYECKOTO OMPEACICHHS ONTHMAIBHON CTPATerHH CEMIUIUPOBAHMUS, & UMEHHO: OJHHU U TE
e JaHHbIC, COOpaHHBIE B CEMIUTBl Pa3HBIMH CIOCOOaMM, O0OpadaTHIBAIOTCA OIHOTHITHBIMH
KJIaCCUPUKATOPAMH, TIOCIIE YeT0 Peain3yeTcs MPoleypa roJ0COBaHMS.
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OO6mas cxeMa ajJropuTMa rmokasada Ha puc. 2. Kakaplit ceMIuT 1uist IpeIIoKeHHs Sj COOTBETCTBYET
OJTHOI CTpaTeruy CeMIUIMPOBAHUS, U JUIS KXKAO# CTPaTerud CEMILUTUPOBAHHS BBITIOIHSIETCS CBOS
npoueaypa knaccupukanuu. [Ipu 3ToM Bee kiaccuprKaTopbl UCTIOIb3YIOT OJMH U TOT K€ METO/I,
HO B Ka4ECTBC BXOJIHBIX JJAHHBIX HCIIOJB3YIOT Pa3HBIC THUIIBI CEMILIOB.

4. SkcnepumeHm

OKCIepUMEHTaIbHAsA TPOBEPKa TUIIOTE3bI ObUIa NMPOBEICHA HAa KOJUICKIIMM HAYYHBIX CTaTeil Mo
€CTECTBEHHOHAYYHOH 1 nHkeHepHO TeMatnke (STEM) 3 6a3sr arXiv.org [28]. JJoKyMeHTHI 3TOTO
Habopa IaHHBIX COAEp)KAaT TOJNBKO TEKCThI, PUCYHKH W TaOJMIBl yJaleHbl. MaTeMaTH4ecKue
(dopmynbl 1 0003HAUEHHST IMTHPOBAHUS 3aMEHEHBI CIIELHATbHBIMI TOKEHaMH — (@xmath<uwncio>
n @xcite (METKH LUTHpOBaHUs). JJOKYMEHTBI COJAEpXAT TOJBKO pas3zeibl 10 «3aKII0ueHHsD
BKITFOUUTENBHO, BCE MOCIEAYIOIINE PA3ACIIbl YAAICHBI.

Pasmep HaOopa MaHHBIX CIEIYIOIIMNA: KOJWYECTBO JOKYMEHTOB — 215 ThIc., cpemHsas nauHa
JnokyMmeHTa — 4938 cioB, cpeansas JyrHa aHHoTauuu — 220 ClioB.

®aiinbl npeCcTaBICHBI B JopMate jsonlines, rae Kax/aas CTpoKa MpeACTaBisieT co0oi 00BeKT json,
COOTBETCTBYIOIMI ONHONH HayuyHOW cTaThe. Kakgas cTpoka COXEp)KHT aHHOTALMIO, NEpeyeHb
HaMMEHOBAHUH Pa3JeNloB M OCHOBHYIO YacTh CTAThH, I'/I¢ BECh TEKCT Pa3ZIeicH Ha MPEUIOKCHNUSI.

B akcmepumenTte paccMaTpuBaroTCs IpelokeHus aiauHo Oonee 30 cimoB. C yueToM 3TOro
OTpaHUYCHUS HA0OP JaHHBIX COCTOUT B OOIMIEH CIOKHOCTH U3 458774 mpemnokeHui.
[MpennoxeHus, couep)kaliye CHEeUUaJIbHbIE METKH IUTUPOBaHHUS (@XCite, OTHOCATCA K
no3utuBHOMY Kiaccy ("Co cceuikamu'), Mociae dYero METKH LHMTHUPOBAHMSA YyIAJSIOTCS.
[Mpennoxenus 6e3 METOK LUTUPOBaHUs Kiaccupuuupyrorcs kak HeratuBHble ("be3 ccpuiok™).
CooTHOIIEHHE KjaccoB cienymoomee: 24% — TpeaioxeHus W3 MO3UTHBHOTO Kiacca, 76% —
NpEeUIOKEHNsT W3 HEraTUBHOIO Kjacca. Takasg pa3Merka MNpejIoKeHUM CcUuTaeTcss HyJEeBOM
crparerueit cemmmpoBanust (Ne0), 1 pe3ynbTaT KJIacCU(PUKAINN TAHHBIX, CEMIUTUPOBAHHBIX TAKUM
o0Opa3zoM, paccMaTpHBaeTcsi Kak 0a30BBI YpOBEHb: TOYHOCTh KJIACCH(HMKALIMU CO CTpaTerueu
cemmupoBanus Ne 0, u3smepeHHas ¢ nomornbio Metpuku F1, coctasnser 0,7866.

ITocne ycraHoBieHHs 6a30BOTO YPOBHS TOYHOCTU OBUIM MPOTECTHPOBAHBI PA3IHUUHBIE CTPATETHH
CEeMIUIMPOBAHUS JIaHHBIX C IIETbI0 TOBBIIICHUS] TOYHOCTH Kiaccupukanmu. OCHOBHas wHes
CEeMIUIMPOBAHUSI COCTOMT B TOM, YTOOBI YYHTHIBATH HEKOTOPHIH KOHTEKCT HPEIOKEHHH €O
CCBUIKOW. PasnmuuHble cTpaTernu CeMIUIMPOBaHMS IIPEIIOJaraloT pa3iudHble HalpaBIICHHMS,
MO3UIMM M pa3Mep KOHTEKCTa, OIpeesieMbli YHCIOM COCEAHHX mpemioxeHuil. Kaxmoe
npeuioxkeHne [i] B pasmMYHBIX CTPATErHsX CEMIUIMPOBAHHS BKJIIOYASTCS B PAa3HBIC THUIIBI
(BapHaHTHI) CEMILIOB.

B akcnepumenTe TectipoBaiuch 10 cTpareruii co crenyromumMu napamerpamu: N: [0, 1, 2 3 4 5],
m: [0, 1, 2, 3, 4], k: [1, 3]. Bce TumBI CEMIUIOB, COOTBETCTBYIOIINE BHIOPAHHBIM CTPATETHIM
CEeMIUTUPOBAHMS, IPEICTABIICHBI B Ta0II. 1.

Tabn. 1. Cmpamezuu ceMniuposanus, npomecmuposantbvle 8 IKCnepumenme
Table 1. Sampling strategies tested in the experiment

KoJinuecTBo mpe/iiioKeHHil B ceMILIe
Crtparerus ceMJIMpoBaHus (AJIrOPUTM =
Ne . HeraTuBHbIi
MOCTPOEHHE CEMILIOB) IMo3uTHBHBIIH ceMILT

ceMILT
0 [Mpemtoxenmueli] 2640 12352
1 Ipemnoxenue[i: i +2] 2640 10639
2 Ipeanoxenueli -1: i+1] 2640 10639
3 Ipeanoxenueli -1: i+2] 2640 9376
4 [peanoxenueli -2: i+2] 2640 8384
5 [peanoxenueli -3: i+2] 2640 7574
6 Ipenoxenueli -3: i+3] 2640 6880
7 Ipenoxenueli -4: i+3] 2640 6287
8 Ipeanoxenueli -4: i+4] 2640 5776
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[ 9 | Hpenoxenne[i -5: i+4] \ 2640 \ 5326 |
Pacnpenenenne AnuHBI (KOJUYECTBA CJIOB) B TIO3UTHUBHBIX M HETaTHBHBIX CEMIUIAX Pa3HbBIX THIIOB
MTOKa3aHo Ha puC. 3.

Crpareive NI Croaren bl CTRATErA ka3

L e ) L LR - OTAN s
o0 FrErpyTe) n0m WAA =T .4 11zl
[
cn
naLs -
enn
nm -
oo
nuurs b
DA0ss -

nno - anm

o lihnd e, &
n wn AN £ am S P

CTpATErA MRS Croaresim CrpeTerkn Kl

ann

- diizule
£ - FERpT

o 10 200 B 4 3 v aua ma = A a0

Puc. 3. Pacnpe()EJlEHue Kou4decmeda Clo6 6 NO3UMUBHbIX U HecAmMUBHbIX CeEMNJIAX PA3HbLX MUnoe (meMHO'
CePbIM YBENOM NOKA3AHbL NO3UMUBHbLE CEMNIbL, CEEMIIO-CEPLIM — HezamueHble)
Fig. 3. The distribution of the length as a number of words in positive and negative samples of different types
(‘dark grey’ color refers to the positive class, ‘light grey’ to the negative one)
Iocne GanancupoBku KiaccoB merozom random undersampling nanxble ObUIM TMOJENICHBI HA
00yJaroIIyr0 U TECTOBYIO BRIOOPKH ¢ mapameTpoM test size=0.33.
BekropHoe mpejCcTaBIeHUE CTPOUTCS C HCmojib3oBanueMm Metoaa CountVectorizer 6ubGnInoTeKH
Scikit-learn. CnoBaps BK/IO4YaeT B ceOsi YHUTPaMMbl U OHUrpaMMbl M OTPAaHHYEH 10 YacTOTE C
mapameTpamMu min_df=3 (MHHUMaTBHAS YaCcTOTa CIIOBA JUI UCKITFOYCHUS U3 clioBaps), max_df=0,7
(mopor [u1st UCKITIOYEHUsI U3 CJIOBApsl YaCTOBCTPEUAIOIIUXCS CIIOB [0 OTHOCHTENILHOI 4acToTe)
Jus  xmaccupUKalMu  UCIONB3yeTCss MHOTOCHONHBIN mepcentpor (meron MLPClassifier
oubmmorekn Scikit-learn). JddekTuBHOCTS KIaccHUKAIMA B 3aBHCUMOCTH OT HCIOJIB3yeMOH
CTpaTeruy CeMILTMPOBAHUS MPECTaBIeHa B Tabm. 2.
Jns Kakaoro IpeayioKeHHs CPaBHUBAIOTCS Pe3YNbTaThl KiIacCH(PHKAIMM, IOJyYEHHbIE IpU
Pa3JIMYHBIX CTPATETUSX CEMIUTUPOBAHUS, M JJOIOJIHUTEIBHO YIy4IIAlOTCS C TIOMOIIBIO TPOLEIYPHI
royiocoBanust. TecTUPOBaIUCh MOOYEPETHO METOABI MATKOTO rojocoBaHus (SOft voting) u xecTkoro
rosnocosanus (hard voting). Ipu MArkoM roJloCOBaHUM JJISl CPETHEN TPEICKa3aHHON BEPOSITHOCTH
ObUIO0 ycTaHOBJEHO TmoporoBoe 3HadeHue (,5. Tlpu IKECTKOM TOJOCOBaHMHM CyMMa BCeX
Npe/ICKa3aHHBIX 3HAuYeHWH BEPOSTHOCTH CpaBHHMBANach C IOPOrOBbIM 3HadeHHeM 3. bBbuio
MPOTECTUPOBAHO Pa3HOE KOJIMYECTBO KJIACCU(HUKATOPOB, YYACTBYIOIIUX B TOJOCOBAHHUH.
KomOuHaImu KiacCUpUKaTOpoOB, COOTBETCTBYIOIMX PA3IMYHBIM CTPATErHs CEMILTMPOBAHUS,
(hopMupoBaNIMCh HAYUHAS C TPYIIHI U3 TpeX KinaccudukaTopos: Ne 7, Noe 8 u Ne 9, a 3aTem kK HUM
JOOaBISIINCE elle KJIAaCCU(HUKATOPBl — OJWH 3a APYIMM B OOpaTHOM mopsiike. Pe3ynbrarsl
TOJIOCOBAHUS B 3aBUCUMOCTH OT KOJIMUECTBA PACCMOTPEHHBIX KIacCH(PUKATOPOB MOKA3aHBI Ha PHC.
4,
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Puc. 4. Pe3yﬂbmam maccud)ukauuu C IAHCECMKUM U MACKUM 20710COBAHUEM 6 3A8UCUMOCIMU OM KoJauvyecmeda
VUACMBYIOWUX KIACCUDPUKATOPO8
Fig. 4. The result of classification with hard and soft voting depending on the number of estimators included

3. Pe3ynbmamabi u ob6¢cyxoeHue

ChopmynupoBaHHas HCCIEAOBaTeIbCKas TUIIOTe3a OblIa TOATBEPXKIACHA OKCIEPUMEHTAIBHO.
HccrnenoBanue T1MOKa3ajgo, YTO BHIOOP CTPaTerdd CEMIUIMPOBAHUS BIUSCT Ha PE3yJIbTaT
KIacCU(UKAIMY TEKCTA.

Ba30BbIii ypoBEeHb TOYHOCTH OBIT YCTAHOBJICH IIPH HCIIOIB30BAaHUH CTPATErHH ceMILTHPOBaHus Nel.
B sToMm ciydae 3hhekTHBHOCTE KiacCH(DUKALMKY, U3MEPEHHAast ¢ MOMOIIIbI0 F1-Mepsl, cocTaBiser
BCEro 79%, YTO HE ABJIACTCA AOCTATOYHBIM JJId NPAKTHYCCKOTO HCIIOJB30BaHUA B MPUKIIAAHBIX
HHPOPMAIMOHHBIX CHCTEMaX.

Tabn. 2. Pezynemam kaaccughukayuu npeonoxcenutl kiaccuguxamopom MLP 6 3asucumocmu om
cmpame2uu CeMIIUPOSARUs (CpeOHes38eUuleHHOe 3HAYeHUEe)

Table 2. The result of the classification of sentences by the MLP classifier depending on the sampling strategy
(weighted average)

CrtpaTerust ceMILTHPOBAHHS F1 Precision Recall
0 0.7866 0.7866 0.7866
1 0.8882 0.8881 0.8881
2 0.8884 0.8881 0.8881
3 0.9214 0.9214 0.9214
4 0.9444 0.9443 0.9443
5 0.9410 0.9409 0.9409
6 0.9601 0.9598 0.9598
7 0.9640 0.9639 0.9639
8 0.9593 0.9593 0.9593
9 0.9581 0.9581 0.9581

PaznuuHble cTpaTrerny CeMIUIMPOBaHMS IMOBBILAIOT 3()(PEKTUBHOCTD Kiaccupukanuu. B Tadm. 2
MOKa3aHo, YTO Hawinydmwuid pesynbrar (onenka F1 96%) nocturaercs Hpu HCIOJIB30BaHUH
ctpateruu cemmupoBanus Ne 7. Tlocnenyromiee yBennueHe KONMYECTBA IPEATIOKEHUN B CEMILIeE
CYIIECTBEHHO HE MOBBIMIAET TOYHOCTB, TIOCKOJIBKY OHA CTPEMUTCS K ACUMIITOTE.

JanbHeiliee ymydiieHue NOCTHraeTcs 3a CUET CTPATerMu CEMIUITMPOBAHUS JAHHBIX, KOTOpas
IPEeAIoJaraeT aBTOMaTHYECKOEe OIpEeeIeHIE ONTUMAIILHOTO THIIA CeMIUIa. JTO odecneunBaeTcs
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NPUMEHEHWEM  TPOLEAYpHl  TOJOCOBAaHMS K  DEIICHWAM, MNPUHATBIM  Pa3INIHBIMU
KITaCCU(UKATOPaAMHU.

Ha puc. 4 moxasaHo, 9TO TpoIeqypa TOJOCOBAaHHS MAONOJHHUTEIBHO YIyUIIAeT pE3yIbTaThl
Kinaccuukanuu u yseanausaeT oneHKy F1 Ha 1,5%. IIpu Bcex mpoTecTHpOBaHHBIX KOMOWHALIMAX
KIacCH()UKATOPOB OBUI TOJy4eH CTAOWIBHO BBICOKMH pe3ylbTaT, HO HAWIYYIIHE 3HAUYCHHS
JOCTUTANCh TPU KECTKOM rojiocoBannu 7, 8§ wmmm 10 kmaccuduraTtopoB, oOpadaTHIBAIOIINX
JUITMHHBIE CEMILJIBL.

[IpennoxeHHbI anropuT™M MOKa3eiBaeT TouyHOCTE 98% (Fl-mepa), duTro comocTaBHMO C
COBPEMEHHBIMM pe3yiabTaTamMu A 3agadd  NER ¢ ucnonp3oBaHMEM aBTOMAaTHUECKOM
Ki1accuukanMu W ApPYruxX 3anad kiaccudukamum Ttekcra [29]. BaxHo, 4TO mpeioKeHHbIH
ITOPUTM O00ECIIeYMBAECT BBICOKYIO TOYHOCTb, HO HE TpeOyeT JuIsd peaau3alddl OrPOMHBIX
BBIYHCIINTEIBHBIX PECYPCOB.

5. 3aknrodeHue

B cratbe npemnaraeTcs HOBBIA METOJ| ONPEENICHUs] BEPOSTHOCTH Hanuuusi OuOnmorpaduyeckoit
CCBUIKH BO (pparmeHTax Hay4Hou cratbu. [Tlogxon npeanosnaraer KiacCU(QHUKALUIO MPEATI0KEHHHN C
MPUMEHEHHEM TPOLEAYphl TOJIOCOBAHUSA, B KOTOPOM pa3lIMYHbIE CTPAaTeTHH CEMIUIMPOBAHUA
JAHHBIX UCMOJB3YIOTCA KiacCH(PUKATOpaMH, pealu3yIoIMMH OJMH M TOT JK€ METOJ
kinaccudukanuu. ITocTaHoBKa MpoOieMbl, clelaHHas aBTOPaMH, OJM3Ka K XOPOIIO W3y4YECHHBIM
3amauaM NER © aHamm3a TOHaNbHOCTH, HO SIBISCTCS HOBOW C TOYKH 3pPEHHS PEATbHOTO
MPUMEHEHUS.

OCHOBHBIM HOBHIIECTBOM IIpEIaraéMoro MeToja SBISETCd HaXOXKICHHE KOHTEKCTa CCBHUIKH,
KOTOPBII MaKCHMaJIbHO BIHSACT HA BEPOSATHOCTh OOHAPYKEHHS HeJJOCTaroIel onbmmorpaduaeckoit
CCBUIKH B IPEAJIOKCHHH. B IipeiaraeMoM alropuT™Me HamTydIiid pa3Mep U IOJI0KEHHEe KOHTEKCTa
OTIPENIeIISAIOTCS aBTOMATHIECKH. Pa3mep ompeenseTcs rpaHiaMi CEMAaHTHISCKUX SIUHUI TEKCTa
1 U3MepsIeTCs KOIMIECTBOM MPEINIOKCHHH, a He CIIOB, TAKIM 00pa30M UCIIONIE3YETCS TOT (akT, 9To
MpeNIOKeHHE SBIsieTcsl OoJiee CEMAaHTHYEeCKH eMKOW (3HAa4mMoil) elWHHUIeW, 4eM cJoBo. B
OOJNBIIMHCTBE CYIICCTBYIONINX METONOB KIACCH(HUKANNN TEKCTOB HE IIPEAINONAraeTcs, 4YTO
KOHTEKCT (hparMeHTa MMEeT CYLIECTBEHHOE 3HauyeHHe, HO JaHHOE MCCIIJIOBAHUE MOKA3bIBAET
KPUTHUYECKYIO B)KHOCTb €r0 PACCMOTPEHUsI. 3HAUUTENIbHOE BIIMSIHAE KOHTEKCTa Ha () (HEKTUBHOCTD
KIaccu(UKAIMM IEMOHCTPUPYET, YTO CEMAHTHKA, CBA3aHHAs C OMOIMOrpad)UuecKoil CCHUIKOM,
MOJKET OBITh JTOKAaJTM30BaHA BO ()parMeHTaX pa3HOW JTHHEI.

To4yHOCTH IpeIokeHHOTo anropurMa gocturaetr 98% (omenka F1). BaxxHO OTMETHTH BBICOKYIO
BBIYUCITUTENBHYIO 3(P(EKTUBHOCTh OINHMCAHHOTO METO/Ja IO CPAaBHEHHIO CO CBEPTOYHBIMH
WCKYCCTBEHHBIMH HEHPOHHBIMH CETSAMH. DTO MPEUMYIIECTBO JOCTHUTACTCS 3a CYET OOJBIIero
pa3mepa cemuioB. VMcciegyeMblii MOAX0A K aHATWU3y TEKCTA PAcIIMpseT NMPUHIMI MeXaHHu3Ma
BHUMAaHMSI, HAIIPABJIEHHOTO HA 00yYeHHE S3bIKOBOH MOJAEIH NOHUMAHHIO BIMSHUA INI00ATBHOTO 1
JIOKaJbHOTO KOHTEKCTOB. ABTOMAaTHYECKOE ONpEAEIeHNE TPAaHUL] KOHTEKCTa KOPPENUpyeT ¢ uaeei
ABTOMATHYECKOTI'0 BBIOOPA 3HAYMMBIX IIPU3HAKOB B HCKYCCTBEHHBIX HEMPOHHBIX CETSX.
[Ipennaraemplii cnoco®0 MOXeT OBITH HCHONB30BaH B PEKOMEHJAATEIbHBIX MEXaHH3Max B
NPUKJIAJHBIX MHTEIUICKTYaJIbHBIX WH(QOPMAIMOHHBIX CHUCTEMax, BKJIIOYas MOMOLIb B CO3IaHUH
JOKYMEHTOB M COCTaBJICHUH TEKCTOB C BO3MOXHBIMHM CCBUIKAMU Ha JApPYrHe AOKYMEHTBl WU
MIOMOIIIb B MIPOBEPKE MPaBHIBHOCTH AOKyMeHTa. Takue (QyHKIMH MOJIE3HBI BO MHOTHX O0JIACTSX,
HalpuMep, B HayKe, IOPUCHOPYAEHIMH WIM JKypHAIUCTUKE, TIJ€ MJOKYMEHTBl COJepxkKar
YTBEPKICHHUS, KOTOPBIE TOJDKHBI ObITh MOATBEPXKICHBI CChIJIKAMU Ha IPABOBBIE aKThl WM APYIUe
HCTOYHUKH.
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AnHoTammsi. Pa0oTa mOCBsIIEHAa ITOBBIIIEHWIO KadyecTBa pe3yJbTaTOB CEIMEHTAlUH H300paKeHHi
JIOKYMEHTOB Pa3JIMYHbIX HAYYHBIX CTaTCH U HOPMATHBHO-IIPABOBBIX AKTOB HEHPOCETEBBIMU MOACTSIMHU IIYTEM
OoO0y4eHHs] C WCIIOJIb30BaHUEM MOAU(PHUIMPOBAHHBIX (YHKIMH IOTEph, YYHUTHIBAIOIINX OCOOCHHOCTH
n300paXkeHNH BHIOpaHHOW mpeaMeTHOH obnactu. [IpoBomuTcst aHANM3 CymecTBYIOIMX (QYHKIMH 1OTEpsh, a
Takke pa3paboTKa HOBBIX (YHKIWH, ONEpUPYIOIIMX, KaK TOJIBKO KOOPAMHATAMH OTPAaHHYMBAIOMINX
TIPSIMOYTOJIBHUKOB, TaK U MCHOJB3YIOMIX HHPOPMALUIO O MHKCENSX BXOAHOTO M300pakeHus. s oneHKn
Ka4ecTBa BHIMOIHACTCS 00ydeHHe HeHpOCeTeBO MOAENN CeTrMEHTAIN C MOAN(DHUITHPOBAHHBIMA ()YHKIIUSIMI
TOTeph, a TaKKe IPOBOJWUTCS TEOPETHYECKass ONEHKAa C IOMOINBI0 CHMYISIIIMOHHOTO AKCHEPHMEHTA,
TIOKA3bIBAIOIIETO CKOPOCTh CXOJMMOCTH W OMIMOKY CEerMEeHTanuH. B pe3ynmbrare MCCIeOBaHHS CO3MAHBI
ObIcTpO cxoasmuecs: GyHKIMU MMOTEPh, YITy4IIAoNHe Ka9YeCTBO CErMEHTAINN N300payKeHUH JTOKYMEHTOB C
UCIIOJIb30BaHHUEM JIOTIOJTHUTENEHON HH(OPMAIMY 0 BXOIHBIX JaHHBIX.
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Abstract. The work is devoted to improving the quality of the results of image segmentation of documents of
various scientific articles and legal acts by neural network models by learning using modified loss functions
that take into account the features of images of the selected subject area. The analysis of existing loss functions
is carried out, as well as the development of new functions that operate both with the coordinates of the
bounding boxes and using information about the pixels of the input image. To assess the quality, a neural
network segmentation model with modified loss functions is trained, and a theoretical assessment is carried out
using a simulation experiment showing the convergence rate and segmentation error. As a result of the study,
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rapidly converging loss functions were created that improve the quality of document image segmentation using
additional information about the input data.
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1. BeedeHue

OrpoMHOE KOJIMYECTBO PA3IUYHBIX JOKYMEHTOB XPaHATCS B AIIEKTPOHHOM Buzae. Hexotopeie 3
HUX COAEP)KaT KOMUPYEMBIH TEKCT M MPEJOCTABILIIOT BO3MOXKHOCTH HABUTAIMU IO HEMY C
TIOMOIIBIO OTJIaBJIEHHS U CChUTOK. OJJHAKO €CTh IOKYMEHTHI (HalprUMep, KHUTH, OTYEThl, KBUTAHIHN
U T.J.), KOTOpbIE MPEICTABISIOT CO00I CKaHUPOBAaHHBIC KOMUHM OyMa)XHbIX HOKYMeHTOB. Takue
JOKYMEHTBI HE UMCIOT TCKCTOBOT'O CJIOA. Takum O6p330M, JOKYMCHTBI HE YIOPAAOYECHBI, B HUX
CJI0’KHO MCKaTh HH(MOPMAIIHIO ¥ HEBO3MOKHO HANPSIMYIO U3BJICYB U3 HUX TEKCT.

B cBsasu ¢ TEM, 4YTO CYHECTBYCT HCO6XOJII/IMOCTI) CUCTEMATU3UPOBATE U aAHAJIU3UPOBATH
HHPOPMAIIUIO B JOKYMEHTaX, MPEANOIAracTcs, YTO TOKYMEHTBI HUMEIOT ONPEICICHHYIO CTPYKTYPY.
OTO 03HAYaeT, YTO CYLIECTBYIOT OIpEJIeNICHHbIE MA0IOHbI, 0 KOTOPBIM CO3/al0TCs JJOKYMEHTHI.
OTO MpPEANOJIOKEHHE TIO3BOJISIET TOBOPUTH O BO3MOXKHOCTH aBTOMAaTHYECKOTO —aHajIu3a
ANEKTPOHHOTO TOKYMEHTA U M3BJICYCHUS JIOTHICCKOHN CTPYKTYPHIL.

HpaKTI/I‘IeCKI/I AJid BCEX ITOKYMCHTOB 061111/IM IlIa6J'IOHOM MOXHO CUYUTATh TCOMCTPUYCCKYIO
OpraHu3auio — MpUQGTHI, OTCTYIIbI, JIUHUH, 00JIee KPYIMHbIC OJOKH — ab3allbl TEKCTa, 3ar0JIOBKH,
1/1306pa>KeH1/1;1 nu T.4. ,Z[J'Dl BBIACJICHUA TAKUX HNPU3HAKOB HCIOJB3YCTCA CCIMCHTALUA CTPAaHWUIBI
JIOKYMEHTA.

B HaCTOAIIEC BpEMA JIs1 CCTMEHTALINU UCTIOJIB3YIOTCS HeﬁpOHHbIe CCTHU, IMTOCKOJIBKY OHH MTO3BOJIAIOT
MIPOU3BOJUTH BBICOKOKAUYECTBEHHYIO 00paboTKy wu3o0pakeHuit. s oOydeHus Helpoceren
HCTIONB3YIOTCS allTOPUTMBl MUHUMHU3AIMHA HEKOTOPOH (DYHKIMH, CIIOCOOHOH OICHHUTH KAa4eCTBO
cetn. Takue GYHKINU HA3BIBAIOTCS GYHKIUAME OTeph. OOBIYHO, K HUM MPEIBIBILIIOT TpeOOBaHUE
Ha 1 QepeHIUPYEeMOCTb H HEIIPEPHIBHOCTH B HEKOTOPO 00J1aCTH, OJJTHAKO CYIIECTBYIOT (DYHKIIUH,
JUT KOTOPBIX 3TO CBOWCTBO HE BHIMOJHACTCS B HEKOTOPHIX TOYKaX. B cmiry paboThl HEHPOHHBIX
ceTel ¢ KOMITBIOTEPHBIMU YHCIIAMH, HE SBISIOMIAMUCS anreOpandecKd TOYHBIM MaTeMaTHICCKIM
NPE/ICTaBICHUEM, 3TO OKa3bIBAETCS BIIOJIHE JOIYCTUMBIM.

I[Ipu paspaboTke QYHKIUI TOTEph 3a4acTyl0 TpecleAyeTcs Ielb MOIYYHTh (QYHKIHIO,
OLIEHMBAIOIIYI0 Ka4eCTBO pabOTHI ONTHMHU3UPYEMOI MOJIEIH, OJJHAKO JaJIeKO HE BCEr/ia yAeIsieTcs
JIOJDKHOE BHUMAHNE aHAIN3Y NMPOYHX CBOMCTB MOITy9aeMbIX (DyHKITHHA, KaK, HAalpuMep, TPagueHTHl,
TJIaJIKOCTh, cTienu(pruaecKkre CBONCTBA JaHHBIX MPEAMETHON 00JIaCTH U T.J1. DYHKIUS TOTEPh MOXKET
HUMETh BBICOKYIO CKOPOCTH CXOJIMMOCTH W IIOKa3bIBATbh OJM3KHE K HYJIIO 3HA4YCHUA TII0CIIC
OINITUMHU3ANHU, OAHAKO B PE3YJIbTATC ONTUMHU3AIHUNW MOIACIb MOXET pa60TaTB HEAO0CTAaTOYHO
XOpOIIIO H3-32 TOTO, YTO HE OBUIM YYTEHbl KaKWe-TO CIeNUupUIecKue OCOOCHHOCTH BXOJHBIX
naHHbIX. Pa3paboTka u uccnenoBanre GyHKIUN, CieUPUISCKUX 11 KOHKPETHON 3a/1a4i MOXKET
CYIIECTBEHHO ITOBBICUTH Ka4eCTBO MOIy4yaeMoi MoaeH. [Ipu 3ToM, BO3MOKHO, U CYIIECTBYIOLINE
(YHKIMH MOTYT IIOMOYb JIOCTHYb TaKOTo e KauecTBa, HO, HapUMep, 3a OoJblliee BpeMsl, U3-3a
gero 1enecoodpasnee OyAeT MPUMEHNTh MOANGDUITIPOBAHHBIA BapHUaAHT.

Jist cerMeHTanM nM300paXEHUH JOKYMEHTOB B OOJBIIMHCTBE PEICHHUN HCHOIB3YIOTCS TE K
HeWpoceTeBble MOJENN, YTO M JUIA CErMEHTAallMd ECTECTBEHHBIX HM300paKeHUH - OOBEKTOB
peanbpHOro Mupa. [IockombKy ecTecTBEHHbIE HM300pa)KEHHs JIMIIEHBI OOIIEH CTPYKTYpBI, TO H
MOJIENIM CEIMEHTAIlMM HE YYUTHIBAIOT JONOJHUTEIBHBIX CBOMCTB, NPUCYIIMX H300paKEHUSIM
TEKCTOBBIX JOKYMEHTOB. [IoMHMO 3TOT0, TaKHe MOAENIH IIOXO M JOJIT0 00Y4aroTCsl, a pe3yJIbTaThl
nx oOy4eHUs Ha HW300paKEHHUAX JIOKYMEHTOB IPHUBOAAT K HEOOXOAMMOCTH HCIIOJIb30BaHMS
JIOTIOJTHUTEILHOM 00pabOTKH.
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Puc. 1. Ilpumep 08yx ocpanuuueaiowux npsamoy2oaIbHUKO8
Fig. 1. Two bounding boxes example

Moyieni CerMeHTaluKl OMEPUPYIOT KOOPAWHATAMH JABYX OI‘paHI/I‘II/IBaIOL[II/IX IPSIMOYTOJIbHAKOB
(puc. 1): BI = (x7,y?,xJ,y9) — owunaembim u BP = (xP,yP,xP,yP) — mpenckazaunev, ¢
MOMOIIBEO KOTOPBIX HAXOAATCS IUIOIIAIH CAMUX NMPSIMOYTOJIBHUKOB U UX IepecedeHusi. OCHOBHOMN
3a1a4eii CerMEeHTAINY SBJIACTCS perpeccus KOOpANHAT MpeAcKa3aHHoH 00nacTh K neneBoi. OueHka
KayecTBa CEIMEHTALMM BBIMONHACTCS MyTEM aHANW3a 3HAUYCHMI IONydaeMblX Iuromiameit. Jlms
CErMCHTALMHM HPOU3BOJIBHBIX HM300pa)KCHHH 3TOTrO BIIOJHE NOCTAaTOYHO, OJHAKO CErMEHTaLUs
H300paKeHUI JTOKYMEHTOB HAKJIaJbIBACT TAKHE OTPaHUYCHHUS, KaK OTCYTCTBHE OOPE3KH TEKCTa
(puc. 2 (B)) wnu HamoxeHue Ha Apyroi 6ok Tekcra (puc. 2 (6)). Curyarms, B KOTOPOH TEKCT
BBIJICJICH ¢ y4€TOM 3THUX OTPaHUYCHHM, HO TMPHU 3TOM B3aTO OoJjbiie (oHa (puc. 2 (a)), Takke
CUUTAETCS XOPOIIei, B OTIMYHE OT PACHpPOCTPaHEHHBIX (GYHKIHUHA MOTepb. B TO ke Bpems
KOOPJHHATHBIC (PYHKIIHH BBIHY)KIAIOT MOJICTb CETMEHTAIIMH TTOICTPAHBATHCS [O/I TEOMETPUIO TOTO
JIOMEHa, Ha KOTOPOM IPOU3BOJMTCS oOyueHue. M3-3a aToro oOpaboTka JOKYMEHTOB C JIPYTUM
PacHoJIoXKEHHEM JJIEMEHTOB (HO BCE eIl SIBIIAIOIINXCS MAaHXITTCHCKMME) IPHBOIHUT K CEPhE3HOM
NOTepe KauecTBa BILUIOTh /IO HYJIEBOTO.

Lorem ipsurn dolor sit amat, consectstur adipisicing i, sed
do edusmod Tempor incdidunt ot lshore o1 dolore magna |
alisjuz. Ut snim ad minim venia, quis nestrud skertaton
ullames laboris nisl ut aligulg ex e consequat

Lorem ipsurn dolor sit amat, consectstur adipisicing i, sed
de s o rempor ingdidunt ut laheire a1 dolor magna
alisjuz. Ut snim ad minim venia, quis nestrud skertaton

ullames laboris nisl ut aligulg ex e consequat

Duls aute Irure dolor in reprehenderit

Imvnluptate velit es=e o lum dolore eu fugiat

mulla pariatur,

Ewrapieur sint socaecar cuplidatar

nen projdent, sunt in culpa qui officz deserunt mollit znim 1d
asr labarum,

(a) Xoporuee npeackasaxme

Duks aute I_ru:e dolor in reprebenderit

Invaluptate velit esze clllum dolore eu fugist

mulla pariatur,

Ewrapieur sint socaecar cuplidatar

nen projdent, sunt in culpa qui officz deserunt mollit znim 1d
asr labarum,

(6) 3axBaueH uyxoif TEKCT

(LTI ipeLr da ko sit et ton i, zed|
de s o Tempor ing didunt ut hnmudoluemagna

al[qna UL enim &4 minim veniae, quis mwudmr:nanm
S e T lI II" i

Duks aute irure dolor in reprehenderit

Im vl uptate velit es=e ol lum dolore eu fugiat

mulla pariatur,

Ewrapieur sint socaecar cuplidatar

nen projdent, sunt in culpa qui officz deserunt mollit znim 1d
asr labarum,

(B) OGpesaH 11eneBo TEKCT

Puc. 2. [lpumep npedckazanuii ¢ y4émom nepeducienHblx coUCme
Fig. 2. An example of predictions taking into account the listed properties
IMo oaroii mpuuuHe nanee pa3pabarbiBalOTCS (GYHKUUH MOTEPb, YYHUTHIBAIOLIME HE TOJBKO
TEOMETPHIO 00JIaCTeH, HO 1 0COOEHHOCTH CETMEHTAIINN H300PKEHUH TOKYMEHTOB — BO3MOKHOCTD
3axXBaTHTH OoJIbIIe (JOHA, 3aIIPET HA OOPE3KY TEKCTA U 3aXBaT UYKOTO TEKCTA.

2. Cywecmeyroujue peweHusi

B pa6orax [1], [2], [3] k ¢yHKUHE mOTeph MOGABISIOT KOS(MQUIMEHTH, JAFONINEC HEHYJICBbIC
TPAaIWeHTHl IIPH  OTCYTCTBHM IepeceueHms, 4YToOBl u30ekaTh OCHOBHOH  TPOOIEMBI
pacnpoctpanénnoii 10U ¢yHkImu.

B pa6ote [3] mpemmaraercst HoBast Gpyukmust motepb SCA 1sl 3aMEHBI KIIACCHYECKOM (QyHKITHN
noteps — loU. Pa3paboranHass (QyHKIUsI, BMECTO OLIEHKH OTHOIICHHS IJIOIIAAN IepecedeHUsI
MPSIMOYTOJIBHUKOB K IIIOMAaTu OOBenWHEHMs, Kak 3To AenaeT loU, He3aBHCHMO OIIGHHWBAaeT
OTHOIICHHUSA pPa3MEpPOB IepecedeHUs W MHHUMAIBHOTO TIOKPBIBAIOIICTO TPSMOYTOJIBEHUKOB.
HccrnenoBatenu 00ydaroT pa3InaHbIe HEHPOCETEBBIE MOJIENH C €€ UCTIOIF30BAaHIEM Ha HECKOIBKHIX
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Habopax MaHHBIX W300paKeHWH OOIIEero Ha3HAYEHWS M CPAaBHHUBAIOT Pe3yJbTAaThl HA METPUKaX
ycpeaHEHHOH TOYHOCTH (mean average precision) ¢ pa3muyHbBIME moporamu. Ilo pesyipraTam
OIIGHKA KadecTBa OOJBIIMHCTBO MOJENeH IOKa3bIBalOT OoJiee BBICOKHE pE3yIbTaThl C
MoaudUIMpOBaHHON (QyHKIMEH NOTEPb.

HUccemosatenu B [4] aktuBHO HccnenyroT mpobiaemsl IoU GpyHKIHE H CKOPOCTH €€ CXOMMMOCTH H
B pe3yJbTaTe IpeiaraloT ceMeiictBo GyHkuuii, HassiBaemoe "a-loU". [Ipussrunas loU dynkius
BO3BOJMTCS B CTENECHb @ U B pe3yJbTaTe MPOBOJUMBIX SKCIIEPUMEHTOB AEMOHCTpHpYeTCs: Ooiee
BBICOKAsl CXOUMOCTB TIPH OTIPENEIEHHBIX 3HAUCHUAX MOI00pa BBEAEHHOTO K03 punnenTa.

B pa6ote [5] aBTOpHI HCcnenytoT riaaakue Bepcud ¢GyHKuuu loU, HCMONb3yeMble COBMECTHO C
NepeKpECTHON YHTPOINHUEH C 1IENBIO MOBBIMICHUS KAa4eCTBa KJIaCCU(PHUKALMK 00BbEeKTa. AHAIN3UPYS
IpaIueHTHI OTy4aeMoil (yHKINH, UCCIIeIOBATEISIM YAaETCS YMEHBIINTH KOJIMYECTBO BHIOPOCOB U
Pa3phIBOB, a TaKXKe MMOBBICUTH TOYHOCTh CETMEHTAIINHU Ha KIaCCHYEeCKUX HAObOpaxX JaHHBIX.
Asropsl paboTh! [6] aHamu3upyrOT rpaguenHTsl Moaudukanuii loU u, )KepTBys HHBAPHAHTHOCTHIO
OTHOCHMTEJIFHO MAacCIITaOMpPOBAaHMS M MCIHOJB3YS Pa3HOCTh IUIOMIAJIEH JBYX MPSIMOYTOJbHUKOB,
MOJYYaroT (PYHKIIMIO, CIOCOOHYIO XOPOIIO pa3indyaTth OYCHb MOXOKHE M PACIOJIO0KCHHBIC OJHM3KO
OrpaHMYMBAIOIINE MPSIMOYTOJBHUKHU. [IpH 3TOM TpajueHThl Takoi (GyHKUMHU Moiry4yaroTcsi Ooiee
[JIAJKUMHU, YTO PUBOJUT K BHICOKOW CKOPOCTH CXOJIUMOCTH MOJAENEH.

OnwucanHple Bblle MogudUKaUMK (YHKIUH HOTEPh ONHMPAIOTCS JIUIIbL Ha TI'€OMETPUYECKHE
MpU3HAKK WIA MaTeMaTH4Yeckue cBowcTBa. [l y4uéra OCOOCHHOCTEW BXOJHBIX JaHHBIX HX
HCTIOJIb30BaHUE HEBO3MOXKHO, a TOTOMY HE00X0AUMO pa3paboTaTs COOCTBEHHBIC (DYHKIIUHU ITOTEPb.

Puc. 3. Ilpumeput peanvuvix 0oKymenmos
Fig. 3. Real documents examples
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3. U3ob6paxkeHus1 OOKyMmeHmoe 05151 ceameHmauyuu

B kauecTBe BXOIHBIX JAHHBIX PACCMATPHUBAIOTCS OTCKAHMPOBAHHBIC WM300PAKEHHs PA3IUYHBIX
CTaTel 1 HOPMATHBHO-TIPABOBBIX JIOKYMEHTOB C TEMHBIM TEKCTOM M CBETJIBIM OJHOPOAHBIM (pOHOM
(puc. 3).

CkaHMpOBaHHBIC JIOKYMEHTBI, KaK MPaBHJIO, XapaKTEPU3YIOTCS BBHICOKHM Ka4eCTBOM CHMBOJIOB,
6espiM (POHOM, HU3KHUM YPOBHEM IlIyMa M MaHX3TTEHCKUM CTHIIEM O0(OpMIICHUS. MaHXITTCHCKU
JOKYMEHT — 3TO [OKYMEHT, B KOTOPOM TpaHHIBI BCEX OJIOKOB MpsiMbie (Ka)Iblii OJOK WM
OPSMOYTOJIbHBIH, WK IPEACTABISIET COO0H HECKOIBKO MPSIMOYTOJILHUKOB, Y KOTOPBIX HEKOTOPHIC
BEPIIUHBI H YaCTH CTOPOH OOIIHE).

4. UccnedoeaHue ¢hyHKUuUl nomepb

B Hacrosimiee Bpemsi Hambosiee KaueCTBEHHOW MOJENBbIO CETMEHTAIMH H300pa)KEHUH SBIACTCS
apxutekrypa YOLO [7] nsitoii Bepcuu. JlaHHAS MOJIEIb HCIIOIb3YeT KOMOUHUPOBAHHYIO (DYHKIIHIO
notepb — s perpeccun wucnonbdyercss CloU [1], a mis knaccudukanuu HCMONB3yeTCs
nepekpéctHast SHTporus. Kakayro U3 COCTaBISIIONIMX JIETKO MOIU(PUIMPOBATH I COOCTBEHHBIX
9KCIIEPUMEHTOB, YEer0 HEeNb3s CKa3aTh O OOJIBIIMHCTBE APYTHUX MCIOIb3YeMbIX Moaenel. Takke Ta
MOJIETIb CerMEHTAIlMU JOBOJILHO ObICTpo oOyuaercsi. [lo BbllIenepeyrciIeHHbIM MPUYMHAM OblIa
BEIOpaHa Moaenb apxuTekTypsl YOLO.

4.1 Pa3paboTka MeTpuK, y4YuTbIBalOLWMX OCOGEHHOCTU [OKYMEHTOB
CBOICTBa METPHUK, YIUTHIBAIONINE OCOOEHHOCTH H300paXCHUH JOKYMEHTOB:

L4 COACPIKUMOC HGHGBOﬁ obnactu JAOJIKHO INOJIHOCTBIO HAXOAUTHCSA BHYTPU HpeZ[CKaSaHHOﬁ
obyactu — 06pe31<a TCKCTa JOJDKHaA OBITH CBCICHA K MUHUMYMY;

®  COIEPKMMOE, OTHOCSIIEECS K IPYToMy 00BEKTY He JI0JDKHO BXOJUTh B BBIJICICHHYIO 00JIacTh
— Yy)KOU TEKCT HE TOJKEH OBITh 3aXBaucH;

®  pa3Mmep MpelCcKa3aHHOH 001acTH MOXKET ObITh, KAK MEHBIIIE, TAK 1 OOJIbIIE ONpeeIEHHOMH,
€CJIM BBITMIOJTHEHBI YKa3aHHBIC BBIIIEC MTPaBUJIda — 3TO MO3BOJISACT BbIACIATH 60.]'[])1]16 (I)OHOBI)IX
HHKCGHeﬁ, YTO HE ABJIACTCA KPUTUYHBIM, U B TO K€ BPEMS MO3BOJIACT BBIACIIATH O6J'IaCTI>
POBHO 110 KOHTEHTY, €M (DOHOBBIX MHUKCEJICH OBUIO CIIMIITKOM MHOTO B II€JICBOM 00JacTH;

L4 B CJIy4a€ IMOJHOT'O COBIIAICHU o0acTeli 3HaYCHHE METPUKHU paBHO €AMHUIIE, BO BCEX
OCTAJIBHBIX ClTydadX 3HAYCHUE HE MPEBBIMIACT CTUHULIBI.

4.1.1 PloU - Pixel intersection over union

B kagectBe camoii pocTOl (YHKIIUU TIOTEPH, YAOBICTBOPSIONIEH BCEM YCIOBHSIM MOXHO B3STh
CJIe/TyIONLYIO:

Black(img, |BY n BP|)

PloU = - . (D)

Black(img, |B9 U BP|)
Black(img, v) — xonn4ecTBO TEMHBIX NHKCeNed B obiactu v n3obpaxenus img. [lon TéMHBIM
MHUKCeNeM OyAeM CYHTaTh TOT, Ybs SIPKOCTh MEHbIe HekoToporo mopora threshold. [Tockonbky
CerMeHTalus MPOM3BOAMTCS Ha m300paxeHusx B RGB mpoctpaHcTBe, TO B KauecTBE SIPKOCTH
MOXHO UCIIOJIb30BaTh YCPEAHEHHE 110 TPEM KaHaJIaM:

r+g+>b
N @
OO6nacTpio Oy/IeM CUUTATh NPSIMOYTOJNBHUK, OMPEACISIEMbI KOOPAMHATAMY JIEBOTO BEPXHETO U
MPaBOro HWXKHETO YIrioB — (X1, V1, X2, V2)-

Takum 00pa3oMm, (GYHKIHMS TOACYETA KOJHUUYECTBA TEMHBIX IMHUKCEJIEH MOXET ObITh OIMHCaHa
CIIEIYIOIINM 00pa3oM:

Brightness(pixel) =
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X2 Y2
Black = Z Z 5(x,y), 3)
xX=X1 Y=y1
_(1,ecu Brightness(x,y) < threshold
8Ca,y) = {g o ® . @

4.1.2 BWIoU - Black and White intersection over union

IMose3usim cBoiictBoM PloU (1) siBiisieTcst BBIIOIHEHHE BCEX IEPEUMCIIEHHBIX YCIOBHIA, OJJHAKO MPH
HCCIIeIOBAaHUHU €€ CBOMCTB ObLIO yCTaHOBNIEHO (Tabi. 1), 4TO 3HAYCHUS METPUKU NPU HEOGONBIIOM
HAJIOXKEHUH Ha 9y)KOW TEKCT WJIM Majoe oOpe3aHue 1eeBOi 00JIacTH JIHIIb HEMHOTO YMEHBIACT
3HaueHne MeTpuku. [1odaTomMy OBLIO MOCTABICHO IOMOJHUTEIBHOE CBOHCTBO — Ooniee pe3koe
W3MCHEHHE 3HA4YCHUsl MpPU ONMCAHHBIX CHUTyallMsAX M Obula MpUAyMaHa HOBash METPHKA,
YUYHUTBIBAIOIIAS] HE TOJIBKO COOTHOIICHHUE TEMHBIX IUKCEINeH, HO U CBETNBIX (HE TEMHBIX), a TAKKE
mrpadyromas 3a TEMHBIE TUKCETH BHE MEPECEUCHUS
BWloU w - Black, + (1 —w) - White, .

U =W Blacky + (1 — w) - White, + A(Black, — Black,)’ ®)
B xauecTBe 3HaueHHUil BecoBhIX kod(dunuenToB Beiopansl w = 0.7, 1 = 10. Black, u Black —
KOJIMYECTBO TEMHBIX IMHKCEJIeH B MEPEeCeYeHWH U O0beJIWHEHHH 00JacTeil COOTBETCTBEHHO.
Amnanoruutno, White, u White, — KOMHYECTBO CBETJIBIX MUKCEICH B MEPECCUCHUU U OOBCAMHCHUM
obnacreii (puc. 4).

Whitep, White,

Puc. 4. Buzyanusayus nuxkcenbHbIx Mempux
Fig. 4. Pixel metrics visualization

4.1.3 Weighted BWIoU

O6sbrynas ¢pynkiust BWIoU (5) 3HaunTenpHO JTydine yduThIBaeT 00pe3Ky TeKCTa M HaJIOXKEHUE Ha
JIPYTO# TEKCT, OJJHAKO NPH YBEIHMYEHNH (DOHA JOBOJIBEHO CHIIBHO yMEHBIIAET CBOE 3HaUeHue (TaldJl.
1). OTO MPOUCXOAUT B OCHOBHOM H3-3a NMOJOOpaHHBIX 3HaueHWH koad¢unmenra w. Bexnunny
BECOBOI0 Kod(puimeHTa CTOUT BHIONPATH aJIallTUBHO B 3aBUCUMOCTH OT N1APAMETPOB BBIJEIICHHBIX
M 0)KH/IaeMBbIX 00JIacTeld, a ToToMy ObLia IMOJTydeHa HOBasi METpUKa:

Wy - Blackn, + (1 — wy) - White, 6
wy - Blacky + (1 — wy) - White, + A(Black, — Black,) " ©)
B aToii MeTpuke BecoBble KOX(DQUIMEHTHI Ul MepecedeHuss U Ul OOBCIUHEHUS BEIYHCIISIOTCS
CJIEIYIOIUM 00pa3oM:

Weighted BWIoU =

_ White, _ White,

Wy (7

Wn

Areay’ Area,
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Hcnonp3oBaHue ananTUBHBIX KOA(PQUIMEHTOB MMO3BOJMIO MPAKTHYECKH IOJHOCTHIO HE
pearupoBatb Ha HW3MEHEHHs OO0JIacTH JUIIb B (OHOBBIX IHKCENAX, a Takxke OoJiee pe3ko
pearupoBaTh Ha OOPE3KY MM HAJIOKEHUE.

Tabn. 1. Ilpumep nuxcenbHbIX MEMPUK NPU PA3TUYHBIX NOJONHCEHUAX obracmell

Table 1. Example of a pixel metric for various positions of bounding boxes

loU = 0.7906 loU = 0.7403 loU = 0.8177

PloU = 0.9299 PloUu=1 PloU = 0.9329
BWIoU =0.7083 BWIoU = 0.7581 BWIoU =0.7274
Weighted BWIoU = 0.6675 Weighted BWIoU = 0.9792 Weighted BWIoU = 0.6793

4.2 MeTpVIKa, OCHOBaHHasA Ha oNTU4eCKOM pacno3HaBaHUN CMMBOJIOB

[TockonbKy OJJHOM M3 OCHOBHBIX I€JIeH CErMEHTALNH N300paKEHUH TOKYMEHTOB SIBIISICTCSI aHAJIN3
COJIEP’)KUMOT0, KOTOPBIA MPAKTHYECKH HEBO3MOXEH 0€3 CpPEe/ICTB ONTHYECKOTO paclo3HABaHUS
cruMBoJioB (OCR), HEOOXOAMMO BBIMOJHATH CETMEHTAIMI0 TaKUM 00pa3oM, 4TOOBI pe3yibTar
noiy4eHus Tekcta cpeacrBamMu OCR MakcHMallbHO COOTBETCTBOBAN TEKCTY Ha aHAIU3HPYEMOM
n300pakeHnu. J[ns OIlEHKM KadecTBa MOXKHO MOJNYYUTh TEKCT, HAXOJIIMHCS B LEJIECBOM M
MpeJCKa3aHHOM OTPaHUYHMBAIOIIUX MPSIMOYTOJIBHUKAX, COMOCTaBUTH OOJIACTH JPYT C APYTOM H
CPaBHHUTH ITOXOXKECTh TEKCTOB C ITOMOIIBIO PEIAKIIHOHHOTO PACCTOSHUS, HAIPUMED, C MTOMOIIBIO
paccrosinus JleBeHwuTeitHa:

DLevenshtein (Strl ’ Strz)

ratio(stry, str,) =1 — .
(stry, str) len(stry) + len(stry)

®)

match
—_—

l OCR

/] 1
text; x,

1 Y

. e
1 x_’ J’A
P_P.D

ratio(text;, text;')

Puc. 5. Cxema pabomer mempurxu OCR
Fig. 5. OCR metric flow diagram

95



Perminov A.l., Turdakov D. Y., Belyaeva O.V. Loss functions for train document image segmentation models. Trudy ISP RAN/Proc. ISP
RAS, vol. 34, issue 2, 2022, pp. 89-110

B kadecTBe MeTpUKH JUIsi HA0Opa JAHHBIX BEIOMpaETCs cpeaHee 3HaueHue ratio (popmyna 8):
Np
Metricocg = o ratio(OCR (Nearest(bboxesg, bbox; ), OCR(bboxi )) 9
L=
3necs OCR(bbox) - momyueHune TEKCTa CPENCTBAMU ONTHYECKOTO PACIO3HABAaHUS CHMBOJIOB B
00J7acTH, COOTBETCTBYIOIICH IPSIMOYTOIBHUKY bbox. Nearest(bboxesg, bboxip ) — Hauboree
o P
OTM3KME NPSIMOYTOJIEHAK CPEIN LENEBBIX bboxes, K MpencKasaHHOMY TIPAMOYTOJIBHUKY bbox; . B
KayecTBe Mepbl OJM30CTH BBIOMpAeTCS MNPSIMOYTOJbHUK, WMEIOMIMH HauOOJBIIYIO IUIOMIAAb
nepecedeHus. N, — KONHMYECTBO MpPEJNCKA3aHHBIX MPAMOYTONbHUKOB. CXeMaTHYHO IIPOIECC
BBIYHCIICHUS JAHHON METPUKH NPUBEEH Ha puUC. 5.

4.3 Ucnonb3oBaHue MeTpPUK B KayecTBe PYHKLUA NOTEpb

YroObl METPUKY MOXXHO OBLIO HCHONB30BaTh KAk (YHKIHIO I[OTEPh, HEOOXOAMMO HUMEThH
BO3MOXKHOCTh BBIYHCIUTH TPAMEHT 0 BXOJHBIM MapamMeTpaM Takod (yHKUUH. BXogHbIMU
napamMeTpamH SIBISFOTCS KOOPAMHATHI OrPaHUYUBAIONIMX MPSIMOYTONBHUKOB. [ onTUMH3aIuu
MOJICNI CErMEHTAI[MA HEOOXOJMMO BBIYMCISTH TPAAMEHT IO KOOPAMHATAM MPEICKA3aHHON
obnactu. K coxaneHuro, npeyioxeHHbIe GYHKIMK HE IMEIOT TPAIMEHTa [0 BXOHBIM [TapaMeTpam,
TOCKOJIBKY IJIA MOJIYYE€HUS OUCHKH KauCeCTBa BMECTO 3HAYECHUI KOOpAUHAT, UCIIOJB3YETCA B3ATHUC
mo100IacTH M300pakeHus: — cpe3 — He auddepeHIupyeMas omnepanus, MOCKOJIbKY KOOPIUHATHI
OTrpaHUYUBAIOIIUX MpAMOYT'OJIbHUKOB ABJIIFOTCA BCIIICCTBCHHBIMU qyHucJIaMHu (XpaHHTCH
HOPMaJIN30BaHHbIE KOOPJIMHATHI OTHOCHTENILHO DPa3MepoB M300pa)keHHs), a Juisl MNOJydeHHs
00acTu Ha H300pAKEHUU HEOOXOAUMO HCIOIB30BATh JIUIIb [IEJI0€ YUCIIO.

B pesynbrare MeTpuka naét HEKOTOpOe YHMCIO 0e3 rpaueHTa — KOHCTAHTY, XapaKTepU3YIOLIYO
npeacka3aHHyro 001acTb. [loCKONbKY MOTydaeMOoe YHUCII0 TS KaKJ0H 001acTH CBOE, TO €r0 MOYXKHO
HCIOJIb30BaTh KaK BecOBOW Ko3dduuueHt k auddepeniupyemoit Gpyukipm, Hanpumep, k loU.
TakuMm 00pa3om, UTOroBast PyHKIHUS MOTEPh OYIET BBHITIISACTH CICYIOINM 00pa3oM:

Lpixel =1- fdiff : fpixel (10)
rie faiff — mAbdepeHIupyemMas KOOPAMHATHAS METPHKA, fpiye; — SHAYCHHE IMKCEIBHON METPUKH.

TakuM 00pa3oM, MUKCEIbHBIN KOIPPUIHUEHT OYIET SBISTHCS PErylspU3aTOpOM — Juis obiacTteit
6e3 0COOEHHOCTEH MPAKTUYECKH HUYEro He OYAeT MEHATHCA, a Uil 00sacTeil ¢ HaI0KEHHEM HITH
00pe3Koii 3HaueHUe QYHKIMK NOTEPh OyAET 3HAYUTEIHHO OOJIBIIIE.

4.4 OueHka KayecTBa (PyHKUMN noTepb

Jis oumeHKM KadecTBa pabOTHl (DYHKIHMH IOTEph 10 HENOCPEACTBEHHO OOY4YEHHS MOJEIH
CerMEHTAllMM HNCCIIEOBATEIN IPOBOJASAT IKCIEPUMEHT-cUMyIsnuio (anroput™m 1): BeIOMpaercs
HEKOTOPOE KOJIMYECTBO SKOpeH (OrpaHMYMBAIOIIMX pPaMOK, OTHOCHTENIBHO KOTOPBHIX Oyner
MIPOBO/INTHCS. ONTUMH3ALUS CMEILICHUsI) ¥ CeTKa Ha 00JIacTH €MHUYHOrO KBajpara. Ciy4aiHbIM
00pa3oM CO3JaroTcs IIeNIeBhIe OTPAaHWYMBAIOIINE IMPSIMOYTOJIBHUKH. AHAJIOTMYHO CIyYaiHBIM
00pa3oM I KaKIOTO SKOPS CO3MAI0TCS CIydaiHbIe MpeICKa3aHHbIe MPSIMOYTOIbHUKA B KaXI0M
TOYKE BBIODAaHHOHW CETKM M 3allyCKaeTCs WTEPAlMOHHBIA TPOLEcC: JUII KaXAoH mapbl
MIPEJCKa3aHHOTO M IEJIEBOTO MPSIMOYTOJHHUKOB BBIYUCISACTCS 3HAYCHHE (QYHKIUH TOTEPH,
TpaJueHTHl IO KOOPAWHATAM IIPEICKa3aHHOTO MPSMOYTOJIFHUKA M OMIHOKa perpeccuu (Hampumep,
CyMMa MOAYJIEH pa3HOCTH KOOPAMHAT WM MUKCEIbHAs] METPHKA, ONMCAHHAS BBIIIE), MOCIIE YETO
KOOPJMHATHI OOHOBIISIIOTCS METOJIOM I'PaMEHTHOTO CITyCKa M IPOLECC 3aIlyCcKaeTcsl CHavana.
PesynbpraTom pabOThI TaKOH CUMYJISILIMY SIBIISICTCS OLIEHKA CKOPOCTH CXOAMMOCTH (DYHKIIMH TIOTEPD,
0 KOTOPOW MOJKHO CHEJNaTh BBIBOJBI O IIEIECOOOPAa3HOCTH MPUMEHEHMS TakoW (YHKIUH B
o0ydyeHun peanbHOM Mozaenn. OCHOBHBIM JOCTOMHCTBOM TaKOTO OJKCIIEPUMEHTa, YTO OH HE
3aHMMAeT CTOJBKO BPEMEHM KaK 00yueHHE MOJIHOLECHHOW MoJesi Ha (00BIYHO) OoJbIIoM Habope
JTaHHBIX.
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Input:
N, - KOIMYECTBO NpPEeNCKa3aHHHX MPAMOYTOJIbHUKOB,
Ny - KOIMUECTBO LEJIeBHX NPAMOYTOJIbHUKOE,
N
— (pP\'p
BP = {Bi }i=1 - HOpenckKasaHHbE MNPAIMOYI'OJIbHUKM,
N
B9 = {B] } L — LeJIeBbHe NPAMOYI'OJIBHUKM,
j=
T - xoNmMuecTBO UTepauMuii IOBTOPEHMUS,
1 — CKOPOCTb I'PaIMEeHTHOTO CIyckKa, no yMosdanuio 0.01
Output: cpenHsas oumbOka perpeccun BCeX NPeACKa3aHHBIX NPAMOYIT'OJIBHMKOB KO BCEM
L1eJIe BEIM
1: for t= 1...T do
2: for i= 1...N, do
3: for j= 1...N,; do
. — P pdg
4: Loss = L(Bi’t,Bj )
. p _ OLoss
=k VB = aB?,
i,
. P _ pp _ P
6: Bty = By —nVB;;
. i — |pP _ RY
7: RegressionError, = |B; B; |
8: end for
9: end for
10: end for
11: return mean(RegressionError;)

Aneopumm 1. Cumynayuonnsiii SKcnepumenm
Algorithm 1. Simulation experiment

Jlis  mocTpoeHHBIX  (PYHKIUA ObUT MPOBEAEH OMNHMCAHHBIA OKCICPUMEHT. B  KadecTBe
nuddepeHunpyeMoit GyHKIMU MOTeph ObLIa Ucnoiab3oBana Moaudukanus loU — CloU [1].

Db perpaconn (87 6% DyHRLAA MaTEEL L

a4

(TS ]
Pl = 02430

Bwnl = 028Ls

Wkt B = 02659

AL = 00007
G ghead B o = 00013

Puc. 6. Pesynbmamol cuMyIsayuOHHO20 IKCNEPUMEHINA NUKCENbHBIX (YHKYUL
Fig. 6. Results of simulation experiment of pixel functions
CumyIsius U1st IOCTpOeHHBIX QyHKLMi (puc. 6) mokasana o4eHb MEUICHHYIO CXOUMOCTD, M3-3a
YCero, HECMOTPA Ha Ka4€CTBO OLICHKU, B TaHHOM BUJIC UCIIOJIb30BATh UX HEBLII'OJHO. HpPI 3TOM HET
HUKAKOI'0 CMbICJIa UCTI0JIb30BATh IMMUKCCIbHYIO OLICHKY B TO BpEMs, KOIr'Zla 1ICJICBAad U MPEACKa3aHHasd
001acTH HAXOATCS AIEKO APYT OT APYra — HMEIOT MaJIeHbKOE IepecedeHne. PemenneM qaHHOM
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po0eMsl SBIsUIach Obl QYHKIHNS, KOTOPas BKII0OYAIa IIMKCEIbHYI0 METPHKY JIMIIb OJIMKe K KOHILY,
a B ocTaJibHOE BpeMsi paboraia Obl 0ObryHas ntuddepenupyemas GyHKIus 6e3 U3MEHEHUH.

4.5 YcoBepleHCTBOBaHHasA NuKcenbHaa PyHKLUA NoTepb

YroObI H30exKaTh MpoOJIeMbl MEAJICHHON CXOIMMOCTH, HO OCTaBHTh IIPEUMYIIECTBA MUKCEIBHOTO
ko3(¢unrenra, Obu1a BBeieHa HOBasi PYHKIHS MTOTEPH!
—_ *

Lease = 1 = fairr - (fpixer + 1 = faisy)- (11)
3nech fgipp — 3HauYeHue QYHKIMHU fgirp, HE UMEIOLICE TPAAMEHTA. DTO MO3BOJSET HE MEHSATH
HalpaBJIeHUe I'PaJieHTa, a JIMIIb ero aMIUIUTYAY, aHAIOTHYHO HU3HAYIbHOMY BapHaHTy. Korna nsa
OrpaHNYMBAIONINX IPIMOYTOJIBHUKA JAJIEKO APYT OT APYTa MM )K€ IPaKTHYECKU He IepeceKaroTcs,
KOODOULMEHT fpixer + 1 — fgiry TpaKTHUECKH paBeH 1, TOCKONBKY 3HAYEHUE fpixe; B TaKOH
obnactu 16O paBHO HYJIO JMOO HHYTOKHO Maso, Kak M fgirp. Korma sxe obmactu HaxonsTes
OaM3KO APYT K APYTY, 1 — fi¢f CTPEMUTCS K HyITr0, O1ar0aps YeMy OCHOBHOM BKJIal BHOCHT fpixel-
Takum 00pa3oM OOJNBIIYIO YaCTh BPEMEHU CXOAMUTCS 00BIYHAS (DYHKLUS IIOTEPh U JIAIIb O KOHEI
MHUKCceNbHas. Pe3yapTaTbl cXOAUMOCTH MOAMGUIMPOBAHHBIX (DYHKLHHA MOTEPh MPECTABICHBI Ha
puc.7.

Oumbwa perpaccun [B9 - 87| Byt noTaps L

030

e ee—— PloU [fast) = 07558
— Bl (fast) = 0.7827
wisighted BWioU fast) = 0.6110
B —— Piou = 0.8992
BVioU = 0.5418
Weighted BUioU = 8.5744

oo = 01384
PoU (fast) = 02215 e
s BWiolU (fust] = 0.2225
Vieighted BWio tfast) = 0.2233
— Ploll = 0.2657
BWioU = 0 2812

Vicighted BWiol = 0.2239 e L wrenays

3 50 100 150 200 250 300 50 o E 100 130 200 250 300 350
alsax1 alsayl aLjax2 aLiay2

cloU = -0.0178 ol
000 = —t
Vieightad BWIaU (fsst) - -0.0066
03 BIWIoU tfast = 0.0056 080
— BloU = -0.0052

Plotl (fast = -0.0040

02 BWIoU = -0.0035 oox)
Vicightes BWiol = 0.0010

= 0.0
e ———— o
-0.10 J—

Clol = -0.0810 015
e -a.20
025

- 030
MU = 0.0
Weighted BWioll = 0.0015

2 00z
Clou = 0.0248 €lou = 0.0435

038

o sn 100 150 200 250 O 3BO B s 0 150 200 250 300 350 0 5 100 150 200 250 300 30 0 S0 100 150 200 250 WO 30

Puc. 7. P€3y]lbmambl CUMYTIAYUOHHO2O0 IKCnepuMernma yCco6epuLeHCme06aHiblX NUKCEIbHbIX d)yHKL{Lﬂ/?
Fig. 7. Results of the simulation experiment of advanced pixel functions
CkopocTh cxoauMocTd MoauduuupoBanHbIX GyHKuuit moteps (PloU (fast), BWIoU (fast) u
Weighted BWIoU (fast)) Belle 1o cpaBHEHHIO ¢ ucxoaubiMu Bepcusimu (PIoU (1), BWIoU (5)
u Weighted BWIoU (6)), onnako Bcé emié moBoiabHO Hu3Kas. OOydeHHE CErMEHTAI[HOHHOM
MOJIENIM IT0Ka3aJio, YTO BCE emi€ HY)KHO JOBOJIBHO MHOTO HTeparuii 0OydeHus AN JOCTIKEHHS
KaueCTBEHHBIX PE3yJIbTaTOB.

4.6 NMokoopanHaTHaA NUKcenbHas (PyHKUUSA notepb

OmHMM W3 TIABHBIX HENOCTATKOB OIMMCAHHBIX BBINIE NHKCEIbHBIX (YHKIHHA SBISCTCA
HE3aBUCUMOCTH K03((dUIenTa MacTabnupoBanust oT KoopauHat. Eciii ofHa U3 KOOpIUHAT yXKe
HAXOJIWTCS B ONITUMAIIFHOM, C TOYKH 3pEHHS MUKCEIFHOTO OKPYKEHHS, TIOJI0KEHUH, TO, BEPOSTHEE
Bcero, €€ yxe He HYXHO MeHATh. UTOOBI 3TOTO M30€kKaTh, HO TPU 3TOM BCE eme HMETh
BO3MOKHOCTh BBIYUCIIATH IPAJAUCHT MO0 KOOPIUHATAM, MOXKHO TOOABUTH K KOOPUHATHON (PyHKIHH
MOTEPh CIEAYIONIYIO (PYHKIHIO:
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Lpiver = ky, %7 + ky - yF + ks, - x5 + ky, - y2. (12)
HecnoxxHo yOeauThCs B CISTYIOMNX PABEHCTBAX:
dL,; dL,; dL,,; dL,;
pl;el — kx1, pz;el — kyl' m;el — kx2’ m;el — kyz- (13)
Ox; dy; 0x, ay,

B xauectse 3nauenuii ko>pduumentoB ki , k , ky, u ky, MOXKHO BBIMHCIATH OTHOLICHUE

KOJIMYECTBA TEMHBIX IUKCEJIeH B 00JIaCTSX, TIOTYJAIONIIXCs MIPH CIBUTE KOOPIUHAT Ha A TTHKCenei
B Ty WIH UHYIO CTOPOHY, HallpUMep, Tak:

Xlpepe = black(x; — A, y1,%2,¥2), (14) Y1y = black(xy,y; — A, x2,¥2), (15)
X1yigne = black(x; + A, y1, X2, V2), (16)  Y1ppr0m = black(xy, y1 + 4, x5, 5,), @an
X2lefe = black(xy,y1,x; — A,y,), (18)  Y2pp = black(xy,y1, %2, ¥, — A), (19)

X2rigne = Dlack(xy, 1, %2 + 4, y2), (20) = black(xy,y1,%3,y2 + 4), (21)
yltop = Vipottom

' black (xy,y1,%2,V2)

yztop ~ Y2pottom

yzbottom

xlleft - xlright
ey, = ke - : 22) Ky, =
*1 black(xq,¥1,%2,V2) @2 7

) leeft xzright : (24) ke =k - . (25)
black(xy1,y1,%2,¥2) V2 black (x1,y1, %2, ¥2)

B xauectBe 3HaueHHit A Oepércs HeOOMbIIOE 3HAUCHNE — TPUMEpHO 3-7 mukceneil. Koadpumment

k mosBonser orpaHUYMBATH BIMSHNE MUKCEIBHON COCTABIAIOMIEH. DKCIIEPUMEHTHI TTOKa3allH, YTO

JUTS TOKYMEHTOB ONTHMAaJIbHEE BCETO MCIOJB30BaTh 001acTh B 3 mukcens U k = 0.5. Cxemaruuno

JaHHas (QYHKIMS OpeICTaBIcHA Ha pHc. 8.

(23)

ky, = k

ESTRY
~ T T =
] ] 1 1
1 1 ! ]
] I I 1
1 1 ! I
1 1 1 1
1 1 ! I
1 1 1 1
1 1 : I
1 1
[ S — f — :
1 1 ! 1
- 1 -
b e e I X2, V2
2A 24
— ——
T H =T
1
i P
[ : [
i Y
1 E 21 1z
1 = o 1 [
IR =1 1=
i oo
i .
ylto])
Ypottom
Y2iop
} 3
yzborram

Puc. 8. Cxema pabomer nokoopounammuoii NUKCenbHol GYHKYUU nomepsb
Fig. 8. Scheme of operation of the coordinate pixel loss function
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4.7 AHanu3 KkoopAUHaTHbIX PYHKUMA NOTEPb

Ipu aHanmmM3e TakuxX KOOPAMHATHBIX (yHKIWMH moreps, kak GloU [3], DloU [1], SCA [5] u T.x.,

ObUTO 0OHAPYKEHO, YTO B MOJABIIIONIEM OOJBITNHCTBE CIIYYaeB B IEPBYIO OUEPEb BBHITIOTHICTCS

CXOAUMOCTBH OJTHOTO W3 YTJIOB OTPAaHHYMBAIOIIETO IPSIMOYTONBHUKA (TO €CTh KOOPAMHATHI X,V

WIA X,,Y,) W JUIIb 3aTeM HAaYMHAET CXOAWUTHCS Apyrod yron. [lamveni 3¢dekr obOpacHsIeTCs

MaJIbIMH 3HaYCHUSIMHU I'PaJIMCHTa aHAIU3UPYEMBIX (QYHKIHMH MOTEph U HETaTUBHO CKa3bIBACTCS Ha

cxoauMocTH B 11estoM. [Ipu atom y pyrkimu SCA [5] naunsiii 3 (hekT BipakeH MEHee CHIIBHO, YTO

CIIy>KAT CHTHAJIOM K OoJiee moipoOHOMY e€ aHaIu3y.

Taxoke OOJIBIIMHCTBO (PYHKUMI MOTEph MMeeT HAauOOJbllee 3HAUCHHWE T'pajHeHTa NpPU OYEHb

OJIM3KOM DPACIOJIOKEHUH HPSMOYTOJIEHUKOB, M3-3a Yero BHIOOp OOJbLIEH CKOPOCTH OOydYeHHMs

MIPUBOJUT K OCIMJUIALIUAM IPaJieHTa U He JaéT COUTHCH 00IacTsIM.

Hemano mpoGneM NONONHUTENBEHO JOCTAaBISIET HEHYJIEBOW TPAaMEHT ISl yXKE COIICALIMXCS

KOOpAMHAT — €CIIM NPSIMOYTOJbHUK COBIAJ IO KaKUM-TO (HO HEe BCEM) KOOpAWHATaM, I'paJueHT

aHATM3UPYEMBIX (YHKIHMH MMOTEph M0 3TUM KOOpAWHATAM OTJIMYEH OT HYJIs, MPUYEM 3a4acTyro

JTIOBOJIGHO CHIIBHO, UTO TAK)KE MPUBOIUT K OCHMJUISAIISIM M HETATUBHO CKa3bIBACTCS Ha CXOAMMOCTH.

IIpoBeaéHHBII aHATN3 MPUBOAUT K ITOMCKaM ONTUMAILHOW KOOPAMHATHON (PYHKIIUH MOTEPh (pHC.

9), oTBeYAIOIIIEH CIIETYIONIMM CBOMCTBAM:

° MakCHUMaJIbHasA aMIUIMTy/la 'paluCHTa Ipu 0O0JIBIIOM PacCTOSTHUN MEKIY O6J'IaCT§IMI/I;

e  HEeIMHEHHO YMEHbBIIAIOIAsACH aMIUIUTY 1A TPAJUeHTA 110 Mepe NPHOIMKEHUS K IIeJIeBOH
obacTu;

®  MaKCHMalbHO OJIM3KWI K HYJIO WM PaBHBIN €My TPaMEHT JJIsl COBIIAAAIOIINX KOOPIHHAT;

L, _1BTnB
00 =1~ GG o]
p*(B?,BY)
Lploy = Loy + —d
nx

|BE*\(B? U B9)|
Leroy = Liou + TG

Wine - h:‘nr

Puc. 9. Hcnonvzyemvle koopounammuvle yHKyuu
Fig. 9. Used coordinate functions

4.8 YcoBeplUeHCTBOBaHHbIe KOOPpAUHATHbIE (hyHKLMU NoTepb

Beimm paspabotanbl nBe (GYHKIMH MOTeph, ocHOoBaHHble Ha SCA. OOmMM Afsi HUX SBISETCS
no0aBileHHe HOPMATM30BAHHOTO KBaJpaTa PACCTOSHUS MEXIy HEHTPaMH, Kak 3TO CAETaHO B

DloU [1]:
(8 = x2) + (0 - 32)°)
Leenter = dz (26)
cnx

(xf ,ye ), (xf e ) — KOOPJIMHATHI IIEHTPOB LEJIEBOTO H MPEICKA3aHHOTO MPSIMOYTOJIbHUKA, @ d2,,
— KBaJpaT [JUArOHANW HAWMEHBIIETO IIOKPHIBAIOIIETO MPSAMOYTOJBHUKA ISl IEJIEBOTO H
NPE/ACKAa3aHHOTO NPSIMOYTroJIbHUKOB. JlaHHbIN KoadduimeHT no3BomnseT ObicTpee cIBUraTh Bee 4
KOOPJIHMHATHI MPEACKA3aHHOIO IPSIMOYTOJIbHHUKA K IIEJIEBOMY.

4.8.1 CteneHHas (pyHKLMUA NOTEPb OTHOLUEHNA pa3MepoB

B SCA wucnons3yercs cinaraemoe Lgy = 2 — SO, mokasblBaioliee CyMMy OTHOIICHHH IIMPHH U
BBICOT NIPSIMOYTOJIbHUKA IIEPECeUeHHs U MOKPHIBAIOLINM NPAMOYTrobHUKOM. Bo3Benenue nanuoro
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kodpduunenTa B cremeHb OonblIe EIMHULBI 3HAYMTEIBHO YBEIMYHMBAECT CXOAUMOCTD
nonyyatomeiics: pynkunu. Takum obpazom nomyuaercst pynkuust ISCA:

LISCA = Lg‘lo + Lcenter' (27)

4.8.2 ®DyHKUMA noTepb, onTuMmusupyrowas dopmy

[Ipobnema cXOAMMOCTH B NEPBYIO OYEpEb JIMIIb OJHOTO M3 YIJIOB PEIIACTCS MOACTPAaUBAHHUEM
(hopMBI IIpeicKka3aHHOM OOJIACTH K IIETICBOU U JaNbHelIIee e€ mepeMerieHue. s moydeHns Takol
e (OpPMBI, KaK M y IEJIEBOTO MPSMOYTOJIbHUKA, HEOOXOAMMO CPaBHHMBATh INHUPHHBI U BBICOTHI
MeXIy coboit. OxHako He00X0ANMO MOIy4aTh 3HaueHus oT 0 1o 1 Ui HOPMUPOBKH, U3-3a YETo
JETICHUE TPEICKa3aHHBIX pa3MEpPOB HAa OXHUIAEMbIC HEBO3MOXHO, TaK KakK IIOIYJarOlIAeCs
3HA4YEHHs MOTYT OBITh rOpa3zo OoJblIe eAUHUIBL. DTOI NPOOIEMBI MOXKHO N30€XKAaTh, €CIIH ICIUTh
MHHUMaJIBHBIA U3 Pa3MepoB Ha MaKCUMaJIbHbIA. Takum o0pa3zoM [uist coxpaHeHus: (POPMBI MOXKHO
BBECTH Takoi ko3 duruent:
X min(w9,wP)  min(h9, hP) 28

form = max(w9, wp) + max(h9, hP)’ (28)
w9, wP — [IMpUHBI LENEBOTO0 M INPEACKA3aHHOTO INPSIMOYrOJBHUKOB, a h9, hP — BBICOTHI
COOTBETCTBEHHO.
Kaxnoe u3 crmaraeMbpIX TapaHTHPOBAaHHO HE TPEBBINIACT CIUHUIIBI, a MOTOMY HX CyMMa HE
IPEeBBIIAET ABYX. TakuM 00pa3oM AJIst MOTydeHHs GYHKIUH TTOTEPh U3 HErO JOCTaTOYHO BBHIUECTh
€ro U3 IByX:

min(w?,wP)  min(h9, hP)

L =2—-k =2- — . 29
form form max(w9,wP) max(h9, hP) (29)
Hrtoropas (pyHKLHS I0TEPh IPUMET CIEAYIOIMI BUL:
Lpy = Lso + Lform + Leenter- (30)

4.8.3 AHanu3 cXxoAMMOCTM NONMyYeHHbIX KOOPAMHATHbIX (PYHKLMNA

Jnst monmydeHHBIX (QYHKUMHA MoTeph OBLT HPOBENEH OMUCAHHBIA BBIIIE CUMYJISILMOHHBIH
akcriepuMeHT (puc. 10), moka3zaBuimii 3¢ (HeKTHBHOCTD HOBBIX (YHKIIHIA

Dwifa parpaccun [B7 - 87 Syurumm noTaps L

Puc. 10. Ananuz cxooumocmu HOBbIX KOOPOUHAMHBIX QYHKYUL
Fig. 10. Analysis of the convergence of new coordinate functions

101



Perminov A.l., Turdakov D. Y., Belyaeva O.V. Loss functions for train document image segmentation models. Trudy ISP RAN/Proc. ISP
RAS, vol. 34, issue 2, 2022, pp. 89-110

Ipu GOJIBIIOM PACCTOSHUN MEKITY 00JIACTAMY IPaIMEHTHI TOy4eHHbIX GyHkuuil (ISCA (bopmyia
27), FM (bopmyna 30)) mo-mpexxHeMy He MaKCHMalbHbI M M3MEHSIOTCSA HEJIMHEHHO IO MeEpe
NpUOJIMKECHUST K [EJIeBOM 00JacTH, a TakKe HMMEIOT HEeHYJIeBOM TpPaJHeHT MpH COBMAACHUH
KOOPJMHAT, OIHAKO B TEOPUH IO3BOJSIOT BBINOJNHATE PErPECCHI0 JBYX OrPaHMYMBAIOIINX
MPSMOYTOBHUKOB 3aMETHO OBICTPEE U PH 3TOM MO3BOJISIOT COXPAHATE GopMy (DYHKIMS Lgy,) 10
cpasuenuto ¢ SCA, GloU [3], CloU [1], DloU [1] u loU.

4.9 AHanu3s rpagueHToB CyLWeCTBYHOLWNX KOOpAUHATHbLIX (byHKLIMIZ noTepb

Jis moucka (GYHKIMHM TOTEPb, CHOCOOHOW YIOBIETBOPATH OIHMCAaHHBIM TpeOOBaHUSIM K

rpajiMeHTaM, clielyeT IpoaHaIu3upoBaTh (JOpMy TPaJHEHTOB UMEIOIMXCS GYHKIMH noTeph. s
P P

storo nponuddepernupyem mo xV, yP, x¥, y¥ nepemenHnM cocTaBnsionIHe CIEAYOMUX
byHKIMHI:

o Liy=1-10U,

* Lsca=Lsota:Le;

® LFM = LSO + Lform + Lcenter-

4.9.1 N'papgueHTbl L,y

Sn
Lioy=1——; 31
Su
oL 1 1—sgn(x? —x?P
Bl =——| h,loU - g 7). H(w,) - max(h,,0) - (1 +1oU) |;  (32)
0x; Sy 2
oL 1 1—sgn(y? —yF
Bl =——(w,loU - g =) H(h,) - max(w,,0) - (1L+1oU) |;  (33)
0y, Sy 2
oL 1 1+ sgn(xy — x?
2l =—| h,IoU - gn(x; 2)-H(Wn) -max(hp, 0) - (1 + IoU) |; (34)
ox, Sy 2
oL 1 1+ sgn(y) —y?
90— — (w, - 10U - =29 O yZ)-H(hn)-max(wn,O)-(1+10U) . @35)
ay, Sy 2
4.9.2 T'papueHTsl Lg
Wn hq
Loy = 2 — -, (36)
50 chx hCnx
dLgo 1 (1+sgn(xf—xF) wy, 1—sgn(xf—xD)
6x1 Wenx 2 Wenx 2
dLso 1 (1+sgn(y! —y’) hy 1—sgn(y) —yl)
6)'1 henx 2 henx 2
Ly 1 (1—sgn(xy—xF) wy 1+sgn(x)—xD)
5 = : - ; (39)
6x2 Wenx 2 Wenx 2
dlsy 1 <1 —sgn(yd —y¥) Cha 14 sgn(yd — y2p)> 40)
ay2p heny 2 henx 2
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4.9.3 N'papueHTbI L4
2 2
_(x1_x1) +(3’1 ylp) +(x2—x2) +(3’2 3’;) .

LCd - dz (41)
cnx
0Ly 2 g p 1+ sgn(xf —x)
6xf - dfzjnx <x1 B ! B 2 chx ' LCd ; (42)
O0Lcq 2 g p 1+ sgn(y1 -V )
aylp == dz,. (yl -~ 2 “Renx * Lea |5 (43)
0Lcq 2 1- sgn(x —-Xx )
63(2) - dgnx <xéq B xg 2 : - " Wenx * LCd ; (44)
0L.q 2 g o 1- sgn(ys — )
oy~ di <y2 R 2 Hhens " Lea |- (45)
4.9.4. TpapneHTbl Lfypp
min(w9,wP)  min(h9, hP)
Lform =4 ; (46)
max(w9,w?P)  max(h9, h?)
Olyorm _ 1 (14 sgn(wg —wp) 1= sgn(w, —w,) Winin ) | 47
axp Winax 2 Wnax '
6Lf0,m _ 1+ sgn(h p) 1- sgn(hg - hp) Rmin
= - . ; (48)
03’1 homax 2 hinax
0Lform _ 1+ sgn(wg - W,,) 1 —sgn(w, —wy) . wm,-n) _ 49)
axﬁ’ Wmax 2 Winax '
aLform - _ 1+ Sgn(h B hp) 1- Sgn(hg B hp) . hmin) (50)
6yf hinax 2 hmax)
4.9.5 BbiBoabl

AHaNMM3UPysT TPAJAUCHTH MUMEIOMIUXCS (YHKIHUHA, MOXHO 3aMETHTh OOIIYI0 3aKOHOMEPHOCTh —
TPaJMEHTHl HOPMHUPYIOTCS HA HEKOTOpOe oOIee YKo (BBICOTY/IIHPHHY/TUIONAIb HEKOTOPOTO
OPSIMOYTOJIEHUKA — HAWMEHBIIIETO OTPAHUYMBAIOIIET0, HAMMEHBIIIETO U3 IBYX) U T.1.). [Ipu 5TOM B
HEKOTOPBIX YCIOBHSX TPATMEHTHI 3aBHCAT TOJBKO OT HOPMHPYIOUMIETO MHOXHTENS, & HE OT
OJIM30CTH KOOp/AMHAT.

4.10 NMocTpoeHne KoopAUHaTHbIX (PYHKLUK NOTEPb MO rpagueHTy

[Tocne mpoBenéHHOTrO aHayn3a OB BBHIMOJIHEH MOWCK (PYHKIIMH TpaJueHTa, KOTOPBIE OBl TaKkke
UMENTH HOPMHPYIONTNH MHOXKHTENb, HO TPH 3TOM TPAJMCHTHI BCETAA 3aBHCEIH OT KOOPAWHAT H
NPUBOAWIM K Oojee BBICOKOM CXOAMMOCTH IO CpPaBHEHHIO ¢ UMerommmucs. OgHON W3 Takmx
(yHKIMH cTana ciemayromas:

aLgr;d _ _sgn(x1 —xP)+ % - xf; 1)
0x; Wy

6Lgrad _ _Sng(_’Yl ~— N1 ) + y1 - yl . (52)
ay;y hg ,

aLgr;d _ _sgn(xiq —xD)+ %) — xf; 53)
ox, Wy
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aLgrad _ _Sgn(yzg _yzp) + yzg — yzp
ayy hy, '

4.10.1 Nony4eHue cbyHKUMM Ly, qq

(54)

Hns BoccTaHoBieHHs QYHKUMH Lgrqq JOCTATOYHO IIPOMHTErPHPOBATH KAXIYI0 M3 HYETHIPEX
(YHKIMH 1 CIIOKUTB PE3YNbTAT, TAK KaK KaXJI0€ U3 CIaraéMbIX HE 3aBUCHT OT IEPEMEHHBIX JPYTHX
cnaraeMbIX. [Ipu 3ToM B KauecTBe KOHCTaHTBI CTOUT BEIOPATH Ty, PU KOTOPOH 3HaUCHUE (DYHKITHH

pu ncaJIbHOM COBIIAACHUU MPECACKA3aHHBIX U LEJICBbIX KOOPpAUHAT 6yz[eT PaBHO HYJIIO.

Lgrad = Lgradx1 + Lgrady1 + Lgradxz + Lgradyz;

by = - [ =) e xd =l b ] 0SG = )
g 9

Lorad,, = _fsgn(yf’ —yfh) t o =W g DY A +£.5(yf - yf)z;
g g

by = — [ =) e xf =y ] 0SE - )
g )

Lyraa,, = _J'Sgn(yzg —yz”h)g +y -y ay? = vy = 2| +I(;5(yg _ y§)2.

JocrouncrBa pyHKUMHU IPaMeHTa:

o TrpaAuCHTBI HOpMAJIN30BaHbl OTHOCUTEIIbHO HAMMEHBIICTO MPAMOYTOJIbHUKA,
®  KaXJas KOOPAMHATA CXOANUTCS HE3aBUCHMO;

e  HYJEBOW I'PaJMEHT NIPU COBIAJCHUM KOOPUHAT;

®  C OTJAJCHHEM OT IEJICBOH KOOPIUHATHI TPAIUEHT YBEIMIHBACTCS B 00€ CTOPOHEL.
HenpocraTkmn:

e  1MeeT HEYCTPAaHUMBII pa3phIB B OKPECTHOCTH PaBEHCTBA KOOPIMHAT

4.10.2 YcTpaHeHMe npobnemMbl pa3pbIBHOCTU (hyHKLUN rpaaueHTa

(55)
(56)

(57)

(58)

(59)

Bripakenue f(x) = sgn(x) + x umeer paspsiB B Touke 0. Pemienne — 3aMEHUTh HENPEPHIBHOI

dbyukuumeit, Hanpumep, f(x) = tanh(kx) + x wim f(x) = % -atan(kx) + x (puc. 11):

2.0 — signix}+x

— tanhix}+x

15 — tanhiSx}+x
= tanh{25x)+x
— tanh{1000%)+x

0.5 4
0.0

-0.5

-1.00 -0.75 -050 -0.25 0.00 0.25 a.50 0.75 Loa

Puc. 11. Cpasnenue ¢ynryuii
Fig. 11. Functions comparison
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3amena paspeiHOM (yHKIMH Sgn(x) Ha tanh(kx) + x win %-atan(kx) + x nmaér 1Be HOBBIC

¢byukunu rpaaneaToB (Av o6o3Havaer v9 — vP):

OLtann _ _ tanh(k - Axy) + Axq (60) OLgran (% -tanh(k - Axq) + Axl) 61)
6xf Wy axf == W, ;
2
Olegnn _ _tanh(k-Ay,) + Ay, ©2) Oluren (- tanh(k-Ay,) + Ay,) (63)
vy hy ' ayr hy
aLtanh _ _ tanh(k : AXZ) + AXZ . (64) aLatan (% . tanh(k . AXz) + AXz) (65)
axy Wy ’ ol - W, ;
2
OLiann _ tanh(k - Ayz) + Ay, (66) OLatan (E - tanh(k - Ayz) + Ayz) (67)
ayy hg ' ayl hy :
WurterpupoBaHue TaHHBIX QYHKIUH TPaJHEHTOB MaéT cheayromne QyHKIUH:
Ltanh = Ltanh,c1 + Ltanhy1 + Ltanth + Ltanhyz; (68)
1 (Axy®  In(cosh(k - Ax;)
Ltanhy,, = —< 14 ( p ) ; (69)
_1 Ay1 ln (cosh(k - Ay,)) _ 70)
tanhy1 h k )
Ax,? ln cosh(k - Ax
Liann,, = 2 ( ( 2)) H (71)
*2 Wg k
1 [(Ay,? ln cosh(k - A
Lignn,, =1~ Y2 ( ( YZ))) ) (72)
V2 h k
Latan - LaLtanx1 + Lat:any1 + Lataan + Latanyz; (73)
1 (ax,% 2 In(1+ k? - Ax,?)
atany, = W_g< > + E(A)ﬁ ~atan(k - Ax;) — ok ; (74)
1(Ay? 2 In(1+k?-Ay,?)
Latanyl = E( > + ;(Ayl . atan(k . AY1) — ok ; (75)
1 [Ax? 2 In(1+k? - Ax,?%)
L =— —( Ax, - atan(k - A - ; 76
atany, w, ( 2 + TL’< Xy a an( Xz) 2k ( )
1 (Ay,* 2 In(1+k? - Ay,?)
atany, = E T + ; <AYZ : atan(k : AYZ) - 2k (77)

4.10.3 CxoaMMOCTb NONYyYeHHbIX PYHKLUI

Pe3ynbTaThl 3KCIIEPUMEHTA-CUMYJISALIK OpeACTaBIeHbI Ha puc. 12. Kak u 0)umanoce, rpaueHThl
nonyqeHHbIX QyHKIMH (Lgyqq (bopmyna 52), Lignn (Popmyna 65) u Lgea, (bopmyna 70)) cxoxn
KaK mo Qopme, Tak U MO 3HAYCHHIO, OJHAKO criaxxeHHble QYHKUMH (Ligny (opmyna 65) u
Lgtan (bopmyna 70)) cxomstcs ObicTpee Lgraa (bopmymna 52) u Tem Gosee Lgc, [5].
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Puc. 12. Pezynomamul cCumyisiytitOHH020 SKCNEPUMEHMA SPAOUCHMHBIX QYHKYULL
Fig. 12. Results of the simulation experiment of gradient functions

5. Bbi6op Habopa OaHHbIX 05151 06y4yeHus

Jus sxcnepuMeHTOB ObUT BbIOpaH Habop manHbix PubLayNet [8], mpencraBnstomuii co6oit
KOJUIECKIMIO JOKyMEHTOB MEAMIIMHCKUX Hay4yHbIX ctaTeid. OH comepxuT 335 ThIcSY 00ydarommx
n3o0pakeHwit U 11.5 ThICIY TpOBepoUYHBIX M300pakeHU. [locKoNBbKYy OOydYeHHE Ha TaKOM
OosbiioM Habope TpeOyeT MHOTO BPEMEHH, a 3KCIEPHUMEHTOB ¢ (DyHKUMSIMHU HOTEPh MPOBOJHUTH
HYXHO OOJIBILIOE KOJIMYECTBO pa3, TO VISl SKCIIEPUMEHTOB Obliia BbIOpaHa HeOosbias yacts — 10
THICAY 00y4arommx m3o0paxenuit u 1000 mpoBepOIHBIX.

IToMuMoO HEro Takke MPOBOJIWINCH IKCIEPUMEHTHI Ha HaOOpe CreHepHUpPOBAHHBIX H300pakeHUH
JOKyMEHTOB DPa3IMYHBIX JOTOBOPOB M TEXHWYeCKUX 3ajanuii [9], comepkamem 20 ThICSY
oOygaromux 1 769 npoBepOYHBIX H300PAKCHHN.

6. OuyeHka Kkayecmea

Jlnst Gosree TIOMHOM OIIEHKH KadecTBa CETMEHTAIlMH, B TOM YHCJIE YYHUTHIBAIOIIEH OCOOEHHOCTH

CerMeHTalnH N300paKeHUH TOKYMEHTOB, ObUIN B3SITHI TPH THIIA METPHK:

e Crannaptaslie MeTpukH Precision, Recall, mAP (mean average precision) ¢ moporom 0.5, mAP
¢ unTepsaioMm nopora 0.5...0.95, ocHoBannble Ha loU dyHkuny;

o [lepeuncieHHble Bbile MeTpUKH ¢ 3aMmeHo# loU ¢pyHkunu Ha ukcenpHyro BWIoU (5)
(bYyHKIHIO;

¢ OCR metpuxka (9).

7. Pesynbmambl 3KcriepuMeHmos

B 1a61.2 1 3 nmpuBeaeHBI pe3yNbTaThl TECTUPOBAHMS BEIOPAHHONW MOJIEH CeTMEHTAallnH Ha Habope
nmanneix PubLayNet [8] ¢ moMoIneio KOOpAMHATHON M IMUKCEIBHOW METPUK COOTBETCTBEHHO.
Hawmnyurure pesyasratel o Merpuke MAP 0.5 1 mAp 0.5...0.95 nokassiBaroT GpyHkimu Pixel-
delta (12) u PloU (1).
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Ta6n. 2. Pezynomamul sxcnepumenmos na nabope PubLayNet (koopounammnas mempura)
Table 2. Results of experiments on the PubLayNet dataset (coordinate metric)

®yukums noreps | Precision Recall mAP 0.5 | mAP 0.5...0.95
Pixel-delta 0.931 0.906 0.934 0.817
loU 0.928 0.901 0.923 0.801
SCA 0.94 0.895 0.926 0.803
PloU 0.932 0.909 0.934 0.817
BWIoU 0.936 0.894 0.929 0.804
Weigted BWIoU 0.939 0.9 0.928 0.812
FM 0.953 0.899 0.932 0.813
atan 0.947 0.884 0.925 0.799
tanh 0.953 0.886 0.926 0.799

Tabn. 3. Pesynomamul 9kcnepumenmos na nabope PubLayNet (nuxcenvnas mempuka)
Table 3. Results of experiments on the PubLayNet dataset (pixel metric)

DyHKIMS NOTEPH Precision Recall mMAP 0.5 0.::]:?\0':?95
Pixel-delta 0.936 0.898 0.924 0.742
loU 0.927 0.895 0.916 0.721
SCA 0.931 0.888 0.919 0.723
PloU 0.925 0.902 0.924 0.727
BWIloU 0.931 0.884 0.913 0.716
Weigted BWIoU 0.93 0.891 0.915 0.711
FM 0.947 0.893 0.922 0.733
atan 0.938 0.876 0.913 0.714
tanh 0.941 0.879 0.913 0.714

B Tabi1. 4 u 5 npuBeneHBI pe3yNIbTaThl TECTHPOBAHMS BEIOPAHHOH MOICNIN CerMEHTallui Ha Habope
CHHTETHYECKHUX TOKYMEHTOB C MMOMOIIBI0 KOOPIHUHATHOM U MUKCETBHON METPHK COOTBETCTBEHHO.
Oyukuus noreps Pixel-delta nmokaseiBaeT Hamtyuiiee 3HaueHus B Merpuke MAp 0.5...0.95, a mo
metpruke MAp 0.5 Haumydmmii pe3yabpTaT MOKa3bIBaeT YHCTO MuKcenbHas GpyHkuus PloU.

Tabn. 4. Pesynomamul sxcnepumenmos Ha nabope Generated (koopOuHamuas Mempuxa)
Table 4. Results of experiments on the Generated dataset (coordinate metric)

DyHKIMA HOTepb Precision Recall mAP 0.5 O.Sn.].'j“OPBS
Pixel-delta 0.992 0.988 0.994 0.874
loU 0.992 0.983 0.986 0.858
SCA 0.987 0.981 0.987 0.861
PloU 0.992 0.988 0.994 0.862
BWIoU 0.99 0.982 0.993 0.861
Weigted BWIoU 0.99 0.982 0.991 0.858
FM 0.984 0.972 0.991 0.81
atan 0.989 0.969 0.986 0.856
tanh 0.989 0.975 0.989 0.844

Tabn. 5. Pesynomamol sxcnepumenmos na nabope Generated (nuxcenvhas Mempuxa)
Table 5. Results of experiments on the Generated dataset (pixel metric)

DyHKIMS N0TEPh Precision Recall mAP 0.5 0';1 ./i“0P.95

Pixel-delta 0.989 0.982 0.989 0.736
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loU 0.982 0.973 0.98 0.708
SCA 0.978 0.972 0.98 0.67
PloU 0.989 0.977 0.983 0.697
BWloU 0.983 0.975 0.987 0.72
Weigted BWIoU 0.98 0.973 0.981 0.733
FM 0.981 0.955 0.977 0.586
atan 0.98 0.96 0.979 0.718
tanh 0.978 0.964 0.978 0.689

B Tabn. 6 mpuBeneHBI pe3yIbTaThl TECTUPOBAHUS MOJCTIH CerMeHTanuu Ha Habopax PubLayNet u
Generated ¢ momomsio OCR metpuxu. Oyukims Pixel-delta s Bcex HaGOpOB TaHHBIX TOKA3BIBAET
HawIy4Iiee Ka4ecTBO, YTO TOBOPHUT O HanOoJiee TOYHOM BBIJETICHHH LIEJICBBIX 00IacTe.

Tabn. 6. Pesynomamul sxcnepumenmos (mempurxa OCR)
Table 6. Results of experiments (OCR metric)

Dyniums noTeph OCR metric | OCR metric
(PubLayNet) | (Generated)
Pixel-delta 0.903 0.914
loU 0.891 0.903
SCA 0.892 0.904
PloU 0.899 0.912
BWIoU 0.898 0.909
Weigted BWIoU 0.89 0.91
FM 0.891 0.902
atan 0.893 0.903
tanh 0.895 0.901

Hcnonp3oBanue GyHKINN TOTEPh, YIUTHIBAIOIINX 0COOCHHOCTH n300paxeHuit qokymeHToB (PloU,
BWIoU, Weighted BWIoU), nemoHcTpupyioT 60jiee BBICOKOE KadeCTBO CErMEHTAIMH II0
CPaBHEHHIO CO CTaHAapPTHRIMM (pyHKIMsAMH. PazpaboTaHHbie KOOpAUHATHBIE QPyHKIMK oTePh (FM,
tanh, atan) HOka3bpIBAIOT KAYECTBO HA YPOBHE CYILECTBYIOUIMX (QYHKIIHMH, HO UMEIOT 00Jiee BBICOKYIO
CKOPOCTh CcXOAuMOCTH. DYHKIUH, KOMOWHHUPYIOIHE KOOPAWHATHBIA W MUKCEIbHBIA ITOIXOJIBI
(Pixel-delta), umeror Oosiee BBICOKOE KAa4YEeCTBO CETMEHTAIlMM M CKOPOCTh CXOAUMOCTH IO
CpaBHEHUIO ¢ GYHKIHUSIMHU C OJJHUM MOAX0A0M. Pa3paboranHble QYHKIUH MTOTEPD, YIUTHIBAIOIIUE
0COOEHHOCTH H300paKEHUM JIOKYMEHTOB, YJIYUIIAIOT KauyecTBO cermMeHranuud Ha 3-5%.
Pa3paboTaHHble KOOPAMHATHBIE (PYHKIMHU MTOTEPH MOBBIIIAIOT CKOPOCTh CXOAMMOCTH.

7. Bb16oObi

B pabore Obuta BeIOpaHa MOJENb CEIMEHTAMM M pa3paboTaHbl (YHKIUHM II0TEPh, Kak
YUUTHIBAIOIINE OCOOCHHOCTH M300paKEHHH JOKYMEHTOB, TaK M HCIIOJB3YIOMINE KIIACCHYECKUH
YHCTO KOOPIUHATHBIA HOAXOI.

Hcxonst n3 MOTydeHHBIX pe3ysIbTaToB, MOXKHO YTBEPKAaTh, YTO HCIIOJIb30BaHNE (QYHKIMHA NOTEPD,
UCTIONB3YIOMINX OCOOCHHOCTH CErMEHTAIlMM H300pa)KeHUH JTOKYMEHTOB IIO3BOJISIET JOCTHYb
BBICOKOI1 TOYHOCTH CErMEHTAIlMH, a UCII0JIb30BaHNE KOOPAMHATHBIX (DYHKIIMI 103BOIIsIeT OBICTpEe
o0y4arbs MoJiestb. KoMOMHUPYST OAXOAbI, MOXKHO HOJTy4YaTh (YHKIMHU ITOTEPh, COYETAIOIIE B ceOe
00a cBOWCTBA.
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AnHoTanmsi. Pabora mocCBsIIeHAa WCCIEJOBAaHUIO M pa3pabOTKe CHUCTEMBI YIPaBICHUS 33JaHUSIMU
ABTOMAaTHU3UPOBAHHOTO cOopa JaHHBIX M3 ceTH MHTepHeT. CTaTbsi COINEPXKHT ONMCAHHE PEeaTn30BAaHHBIX
METOJIOJIOTHI U TIOBECTBYET O CO3JaHHBIX NPHEMaxX B3aMMOJICHCTBUS ¢ KOHTEIfHEpaMH, COAepKaIUMu B cebe
NPHIOKEHHS U1t cOOpa JaHHBIX. B Xo1e paGoThl ObUTH H3YUCHBI M TPEACTABICHBI CYIIECTBYIOLINE Pa3InIHbIe
CEepBHUCHI ABTOMAaTH3UPOBAHHOTO COOpa TaHHBIX U3 CETH IHTEPHET: TOTOBBIE PEIICHHUS C OTKPBHITBIM HCXOAHBIM
KOZOM, 00JIauHBIE CEPBHUCH ¢ OOMIMPHBIM (QYHKIIMOHAJTIOM, a TaKXKe COOCTBEHHOE pelIeHHE MO YIIPaBIeHUEM
Kubernetes. B pe3ynbrare paboThl peann3oBaHa W BHEApPEeHA B TuaTGopMy Uil aHanmm3a NaHHBIX Talisman
CHCTEeMa YNpaBICHUS 3aJaHUsIMH, KOTOpas OOecHeYnBaeT TOPU30HTAIBHYIO —MAacIITaOHPYyeMOCTb,
H30JIMPOBAHHOCT OKPYKEHHsI COOPIIIMKOB U HE3aBUCHUMOCTh OT TEXHOJIOTUH HX Pa3pabOTKH.
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Abstract. This work is devoted to the research and development of a task management system for automated
data collection from the Internet. This article contains a description of the implemented methodologies and tells
about the techniques created by interacting with containers containing data collection applications. In the course
of the work, various existing services for automated data collection from the Internet were studied and
presented: ready-made open source solutions, cloud services with extensive functionality, as well as our own
solution running Kubernetes. As a result of the work, a task management system was implemented for Talisman
data analysis platform, which provides horizontal scalability, isolation of the crawler environment and
independence from the technology of their development.
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1. BeedeHue

B Hacrosmee Bpemsi akTUBHO Pa3BUBAIOTCS NMPHJIOKEHHS M CEPBUCHI, MO3BOJIAIOLINE COOHPATh,
HaKaruiMBaTh W aHAJM3MPOBaTh MH(OpPMANUWIO AJsl YMEHBIICHHS 3aTpaT Ha BPEMEHHBIE PECYpCHI
MOJTb30BaTeNel U IPEJOCTABICHHUS aKTYaJIbHOM HH(pOpMAaNU 1 KOHTEHTA.

B03MOKHBIX HanpaBJIeHHH, B KOTOPBIX OBl IPUTOIMIICS COOP M aHAJTU3 AaHHBIX, I0CTAaTOYHO MHOTO.
baz0BbIM MHCTPYMEHTOM B Ka)JOM M3 HHX SIBIISICTCS COOPLIMK JaHHBIX — NPHIOKEHHE, KOTOPOe
IpUHUMAaeT Ha BXOJ HEKOTOpble apryMeHTHl U HacTpoiiku, otmnpaBiser HTTP-3ampocsl Ha
yKa3aHHbIE Web-CTpaHWIbI M Ha OCHOBE CBOeH cneuuukauuu (GopMHUpPYeT M BO3BpallaeT
cepHanu3yeMblit 0TBeT. [l omy4yeHns: OOIIMPHOI U MOJTHOM KapTHHBI 0 KaKOMY-JTHO00 00BEKTy
HEeoOxoanMo 00pabaThIBaTh HECKOIBKO NCTOYHHKOB OJHOBPEMEHHO. M3 3TOTO BBITEKACT, 4TO VIS
CHCTEMBI, KOTOpasi XOYET arperupoBaTh B ce0OC BCEBO3MOXKHBIE MCTOYHHUKH JAHHBIX JUIA
MIPEOCTaBJICHUSI KadeCTBCHHOTO aHalli3a, MPEICTOUT HCIOJIB30BAHUE OOJBIIOrO KOIMYECTBA
MIPWIIOKEHUH 1151 cOopa MH(pOpMaIHH.

Cuctema ynpaBlieHHS 33JaHUSIMI aBTOMATH3HPOBAaHHOTO cO0pa JaHHBIX U3 ceTn MHTepHeT 1omKHa
MIO3BOJIAITH 3arpy’kaTh HOBBIC COOPIIMKH, HMPOM3BOIUTH 3aIlyCK M OTMEHY cOopa JaHHBIX Ul
KOHKPETHOH BepcHM cOOpIIMKA, ITOMy4aTh coOMpacMble COOPIIMKAMHU JOKYMEHTBHI, a TaKxke
OTCIIe)KHUBATh METPUKU cOOpa, OTHpaBIIsieMbIe 3alPOChl U JIOTH 3ananuil. [Ipu 3ToM Takas cucrema
JIOJDKHA YZIOBJIETBOPATH PsIly TPEOOBAHHMA.

e TopusoHTanbHass MacmrabupyemocTb. KoiandecTBO OAHOBpPEMEHHBIX 3amad cOopa ITaHHBIX
JIOJDKHO OBITH OTPAaHMYEHO alllapaTHBIMH BO3MOXKHOCTSIMH CEpBepa, HO HUKAK HE Ha ypOBHE
IIPUIIOKECHHUS.

e l301mMpoBaHHOCTH 3aBUCHMOCTEH cOOpIMKOB. KaXkpIii cOOPIIMK JOIKEH COJIEPKATh TOIBKO
HEOOXOAMMbIE €My 3aBHCHUMOCTH OT Oubianorex. HeoOxoaumo s pasperieHus KOHGINKTOB
MEXY 3aBUCHMOCTSIMH Pa3IMYHBIX MIPWIOKEHUH ISt cOOpa TaHHBIX

e HesaBucuMoOCTh OT TEXHOJNOTHH pa3paboTku cOopumkoB. CucremMa IOJDKHA MO3BOISITH
3arpy)Kath W 3allyCcKaTh COOPINWKH, HAMHCAHHBIE C MOMOIIBI0 PA3TUYIHBIX SI3BIKOB
OpPOrpaMMHPOBaHUs 1 PPEeMBOPKOB.

B pa6oTe onuceIBaeTCsl METOIOIOTHS Pa3padOTKU CHCTEMBI YIIPaBJICHHUS 33 1aHUsIME cOOpa TaHHBIX,

OTBEYAIOIIEH MOCTABICHHBIM TPEOOBAHUIM, U €€ peanu3ands B paMKax IUIaTGOpMbI aHAIH3a

nanubix Talisman [1].

2. Cywecmeyroujue peweHus

PaccmarpuBaeMble MHCTPYMEHTBI MOXKHO pPa3OWTh Ha JBE KAaTETOPHHU: JIOKAIBHBIE CHCTEMBI,
KOTOpBIE MO)KHO YCTAHOBHTH, MCIIOJB30BAaTh M O0pabaThIBaTh, C OTKPBITBIM HCXOIHBIM KOJIOM;
obnauHble MIAT(GOPMBI, IPENOCTABISIIONINE JOCTYH K MHGOPMAINY, aHATIH3Y 33 ONPEACICHHYIO
UIaTy.

2.1 llokanbHble cMCcTEeMbI yNpaBreHus 3agaHUAMmn

ABTOpHI cTaThd [2] MPEMIOXWIM CBOM MOJXOX, HO OH OCHOBBIBACTCA HA PeajM3allMH OJHOTO
napajuieNibHoro cOopiuka. B Hariem jke ciydae HEOOXOIMMO OCYLIECTBIISITH MapaUICIbHYIO
paboTy pa3inu4HBIX COOPIIMKOB AaHHBIX.

Scrapy Cluster [3] — npoekt Scrapy [uist Co3aHus pacipeaeaeHHoro Kiacrepa s c0opa JaHHbIX
o 3anpocy. [loanepxuBaet AuHaAMUYECKHE COOPIIMKH, pabOTarOIKe 110 3a[IPOCY U TO3BOJISIONINE
NPOM3BOJILHO ~ cobupark 100y  Web-ctpanuiyy. OOecHeYMBalOTCS — MacIITaOMPOBAHHUE
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SK3EMIUIIPOB; IMapajUICIbHOE BBHIMOJHEHIE W MEXaHW3M MPHOPUTETOB. VToroM cbopa sBiseTcs
HTML-xon cTpaHHIbL, U3 KOTOPOTO Jajice HEOOXOAUMO CTPYKTYPUPOBATh HH(POPMAILIHUIO.

Scrapyd [4] — HHCTpYMEHT, TTO3BOJISIONINI YIIPABIATh HECKOJIBKAMH TIPOCKTAMH cOOpa JaHHbIX.
COOpmuKy 3arpy’KaroTcs B CHCTEMY KaK COCTaBHBIC YAaCTH IPOEKTA, IMpHUeM caM (hailil mpoeKTa
umMeet ymobroe st Python pacimpenne .egg. O6mamaet Becemu mpeumyinectsmu Scrapy Cluster, a
TaKKe TOAIEPKUBACT COOPIINKH, HAMMCAHHBIE TIPU ITOMOIIHN (PppeiiMBOpKa scrapy, 4TO MO3BOJISIET
HoJy4yaTh cpasy CTPYKTypHUpOBaHHbIe jaaHHbIe. OJHAaKO WHCTPYMEHT OOECIIEYHMBAECT TOJBKO
BEPTHKAJIBHYIO MaCIITaOMPYEMOCTb U HE TOAJCPKUBAET N30JMPOBAHHOCTD 3aBUCUMOCTEH MEXITy
COOPITIKAMH.

Scrapyrt (Scrapy realtime) [5] — ato HTTP-cepBep, kotopsiii npegocrasiser APl s HacTpoiiku
pacmucaHuii 3aIycKoB SCrapy cOOpIIMKOB M IOJy4eHHs pe3ynbTaToB cOopa naHHbIX. ObOnanaer
JIOBOJIEHO CKYJTHBIM (DYHKITHOHAIOM, HEBO3MOXKHO OCTAaHABIMUBATH COOp MJIM CTABUTH €TO Ha May3y,
paboTaeT TOJIBKO CO SCrapy-cOOpIIUKaMU 1 HE PEKOMEHIYETCS [T UCIIOJIb30BAHHMS C JTHUTEIBHBIM
cO0OpOM JTaHHEIX.

Ferrit [6] — HTTP-cepsep, mpenocrasisitomuii API st co3manust cOOPIIMKOB, WX 3alyCKOB H
MOHHTOpPHMHIa 3aJau cOopa JaHHbBIX, HallMcaH Ha s3blke MporpammupoBanus Scala. OmHako
CO3JJaHHblEe COOPLIMKM IOJYYalTCs BeChbMa IPUMHTHUBHBIMH, O€3 BO3MOXXHOCTH JETalIbHO
HACTPOUTHh MOBEJCHHE M M3BIICKaeMyl0 HH(GOPMAIMIO, PaBHO KaKk M yKa3aTh (pOopMaT BBIXOJA
coobmieHni. 3arpy3Kky KaKux-1100 CTOPOHHHX COOPIIUKOB HE TOIICPIKIBACT.

2.2 O6nayHble cepBUCbI cOopa AaHHbIX

Zyte Scrapy Cloud [7] — ato cepBuc mis c6opa manubiX. [lnardopma npegocrasiser nHTEpdEc
JUIT MOHMTOPHMHTA COOpaHHBIX AaHHBIX. ECTh BO3MOXHOCTH (DOKYCHPOBAaHHOTO cOOpa JaHHBIX,
OCHOBBIBASICH Ha II€JIEBOM OpeHIie Wi ToBape. Takke MOAJep KUBaeTCs 3arpy3Ka COOpIIMKOB Ha
M000M SI3BIKE TPOTPaMMHUPOBAHUS, MOCKOJIBKY €CThb BO3MOXHOCTb 3arpy3HTh COOPIIMKH Kak
Dockerfile, u3 xotoporo cobepercs HeoOxomammblid o0Opa3. CepBuc o00mamaeT cpeiacTBaMu
MOHHTOPHHTAa M TECTHPOBAHUS, BBICOKOW MacIITaOMPYEeMOCTBIO, MOIJIEPKUBAET COOPIIMKM Ha
ocHOBe JII0OBIX TexHoorui, ecin Dockerfile cooTBeTcTBYeT onucanHoMy koHTpakTy. [lnarhopma
JIOCTYITHA TOJIBKO T10 MOJIITHCKE.

Web Scraper Cloud [8] — cepsuc, ucnonb3ytoruii marua Web Scraper U npeoCTaBisONIni Hall
HaJICTPOIKK JUIsi oOecrevyeHuss aBTOMAaTU3alMU, MaclITaOUpyeMOCTH W YIPaBICHUS 3a/lauaMU
coopa. CepBuc o0saiaeT BCTpOCHHBIM POKCH, TNIAHWPOBILMKOM 3a71a4, CPeICTBAMU MOHHUTOPHHI'A
U TECTUPOBAHUS, BO3MOXKHOCTHIO IUIAHUPOBAHUS 33Jad M UX MapauiesibHOro 3amycka. OpHako
ucronblyercs coocTBeHHbIH JSON-popmar onncanus cOOPIINKOB, 3arpy3Ka JPYTHUX COOPIIMKOB
HE TO/JICPKUBACTCS, U MJIaTOpMa JTOCTYIHA TOJIBKO MO MOJNHCKE 0e3 BO3MOXKHOCTH J10pabOTOK
1O/ COOCTBEHHBIE HYKbI.

Octoparse [9] — cepBuc st u3BieueHus: qaHHbix. He TpeOyeT 3HaHWil B MPOrpaMMHUPOBAHHH,
MOCKOJIBKY Tiepes; cOOpOM TMpemoCTaBIIETCS BO3MOXKHOCTH BBIJENCHHS o0yiacTel ¢ TpeOyeMoi
uHpopManme musM  u3BNeuUeHHsA. [IpenocTaBiseT BO3SMOXHOCTh  IPOM3BOAWTH  KaXKIBIHA
nocJetyronui 3anpoc ¢ Hoporo IP-agpeca. OTCyTcTByeT MOHUTOPHHT 3ajad, TpeOyeTcs IiaTHas
MOANNCKAa Ha CEPBUC, M HET BO3MOXKHOCTH 3arpykaTb M HCIIOJIb30BAaTh COOPINMKHM Ha JFOOOM
(periMBOpKe.

DataOx [10] — cepBuc s mony4deHHs OaHHBIX W3 ceTH VHTepHET B OONBLIOM KOJIHYECTBE.
OTIMYUTENIFHOM 4YepTOil SIBISIETCS TO, YTO HMMEETCS BO3MOXKHOCTH PacChUIKM OOHOBJICHHOM
uHpopMaLuK 1o ykaszaHHbIM pecypcam. CepBuc npeiaraet coop Iisi CalToB JIt000i CI0XKHOCTH,
IUIAaHWPOBILMK 3aja4, MapajjieibHbIH 3allycK 3agad cOopa JaHHBIX, CPEACTBA MOHUTOPHHIA U
TectupoBaHus. OTCYTCTBYeT BO3MOXKHOCTH 3arpykaTb M HCIIOJb30BaTh COOPIIMKHM Ha JIIOOOM
(peiimBopKe, TpeOyeTcs MIaTHas MOANKUCKA Ha CEPBHC.
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B pesymprate  McciemoBaHWS — CYNIECTBYIOIIMX ~ CHCTEM  YOPAaBICHHSA  3aJaHUSMH
aBTOMAaTH3UPOBAHHOTO cOOpa MaHHBIX W3 ceTH VHTepHEeT MOXHO C(HOPMYIHPOBATEH CIETYIOIIHE
BBIBO/IBL:

e OecriaTHBIE CEpPBUCHI HE TIOJHOCTHIO YAOBIECTBOPSIOT HAIIM TPEOOBAaHUS, 3a4acTyio
MOJJICPKUBAIOT TOJIBKO ONUH (PPEHMBOPK U CHIIBHO OTPAHMYCHBI B MACIITAOMPyEMOCTH;

e  o0JyauHBIe CEPBUCHI YIOOHBI B UCIIOIB30BaHNH, HO BCE OHH HE MPEAOCTABISIIOT HCXOAHBIN KO/
JuIsl 1opabOoTOK, M AJIsl UCTIONB30BaHUs IIaT(HOopM HEOOXOANMO IIIaTUTb.

[TockonbKy paccCMOTpEHHBIE CHCTEMBI HE IIOJIHOCTBIO  yJOBJIETBOPSIOT — TPeOOBaHMSM,

c(hOpMyIHPOBAaHHEIM B pasj. 1, U, KpoMe TOro, HEOOXOAMMa W30JIMPOBAHHOCTH NPHIJIOKEHUH H

BBICOKAsi TOPH30HTAJbHAs MaclITaOUpyeMOCTb, CIEIyeT PAacCMOTPETh CUCTEMBbl OpPKECTPALUH

KOHTEHHEPU3UPOBAHHbBIX IPHIIOKEHUH.

3. UccnedoeaHue u ebIbop cpedcmea KOHMeliHepHOU opKkecmpayuu

OcHoBHasi (YHKIIMOHAIBHOCTh MHCTPYMEHTOB KOHTEHHEPHOH OpKeCTpalud — pa3BepThIBAHUE
NPWIOKEHUH, YyNaKOBaHHBIX B KOHTEWHEPHI, OTCIEKHBAHHE CTaTyca IKH3HECIIOCOOHOCTH
3alyIIeHHbIX KOHTEIHEpOB, NOAJCPKAHME HEOOXOIMMOrO YHCIa PEIUIMK KOHTEHHEpOB,
MOHHUTOPHHI' COCTOSIHUSI KOHTEHHEPOB, OOHOBIICHHE HMX BEPCHH, M YHHYTOXKCHHE Pa3BEPHYTHIX
HIPWIOKECHHUU.

TunuuHbIl COOPIIMK — 3TO 3alyCK HEKOTOPOTO HPHJIOXKEHUS BHYTPU OTIEIHHOTO KOHTEWHepa.
Hcnonb3yss KOHTEHHEPHI, MOXHO JOCTHYh H30JUPOBAHHOCTH 3aBUCHMOCTEH NPHIIOKEHUH JUIs
cOopa, TOPHU3OHTAIBHO MAacUITAOMPOBATHCS 3a CUYET CYIIECTBYIOUIMX CPEACTB KOHTEHHEPHOU
OpKECTpAIMH, a TAKIKE NOAJIEPKUBATH COOPIIMKH Ha JFOOBIX TEXHOJIIOTHIX UX Pa3paOOTKH.
Kubernetes [11] — 3T0 OTKpBITBIN POEKT JUIs ABTOMATH3AL[MU Pa3BEePTHIBAHMS, MACIITAOUPOBAHUS
W yNOpaBJeHUs KOHTEWHEPHBIMHM mpwiokeHusamu. [lommepxkuBaer pabory ¢ Docker nu
MIPEIOCTaBIISIET CPEACTBA MU YIpaBleHNs] KOHTeHHepaMu. Mojenb AeiInTCs Ha /1Ba THIA y3JIOB:
ynpasisironye 1 paboune. Paboune y3ims1 00beANHEHBI B TPYIIIBI, KKIYIO U3 TPYIIT KOHTPOIUPYET
CBOH yNPAaBISIIOLIMHN y3€J1, KOTOPBIi pactpeersieT 3a1a4y CO3AaHus U YIIPaBJICHHUS! KOHTEHHEpaMH,
a TaKKe OTCIeXHMBaHUs HX coctosHus. Kubernetes mommepxkuBaetr paboty c¢ Containerd-
KOHTEHHEpaMM W TPENOCTaBIsieT  MEXaHW3Mbl  JUIsL  pa3BEepPTHIBAHUS,  yNPAaBJICHUS,
MacITabupyeMoCTH 1 MOHUTOPUHTa PadOThl KOHTEHHEPOB.

Y noOHBIM MHCTpYMEHTOM Juisi co3naHus moxyineit B Kubernetes ssisiercst Job (3anmanme). Ilpu
MOMOIIM 33JaHKUs MOYKHO CO37aTh OAMH WIIM HECKOJBKO MOAYJEH, NpUUeM ecli Kakou-Inubo u3
MOJIyJIeil He CMOT pa3BepHYTHCS, TO 33/IaHKE MOBTOPHT IMOMBITKY YKa3aHHOE B KOH(PHUTIYPALIOHHOM
(aiise kosmuecTBO pasz, MO0 JO TeX IOp, MOKa BCE CBA3aHHBIC MOJYJH YCIEUIHO HE 3aBepuIaT
pabory. 3aaHue OTCIeKHUBAET COCTOSHUE BCEX MOJIYJIeH, KOTOpbie OHO nopoauio. [Ipu ynanenun
3aJlaHusl BC€ TIOPOKICHHBIE MOAYIHM Tarkke OyAyT yhaleHbl. 3adactyio 3amanus B Kubernetes
UCTIONB3YIOTCS AJIS TAPAJIIEIBHOTO 3aIyCKa HECKOJIBKIX MOJTyJIeH.

Docker Compose [12] — uHCTpYMEHT I HACTPOMKH H 3aITyCKa MHOTOKOHTEMHEPHBIX MTPUIIOKEHUI
Docker. s KoHOGUTypanny npuiaokeHns ucromb3yercst daitn docker-compose.yml, B KoTopom
YKa3bIBAIOTCS HEOOXOIMMBIC JUI Pa3BEpPTHIBAHMS TPHUIOKEHHS KOHTEHHEPHI, B3aUMOCBS3b M
B3aMMO3aBHCHMOCTb MEXIy KOHTEHHEepaMM, HACTPOWKH M MapaMeTphl OKpYXKarolled cpeabl s
KaXJOro KOHTEHHepa. OTO OdYeHb YJOOHOE CpEeACTBO Ul HEOONBIINX WM JIOKAIBHBIX
NIPWIIOKEHUH, MOCKOJIbKY 00JIalaeT MpOCTON HACTpOWKOW M KoH(urypamueid. Ho mpucyrcrByror
(YHKIMOHANBHBIC OTPAaHIMUYCHUS M HEJOCTATKH 110 CPABHEHUIO C IPYTUMH TIaTHOpPMaMH.

Docker Swarm [13] — cieunasnbHblit pexkum ynpasnenust B Docker Engine. OnHako B aKTyanbHbIX
Bepcusix Docker pexxum swarm nojjiep>KMBaeTcsi M3Ha4ajlbHO 0€3 JOIOJHUTEIBHBIX HAaCTPOEK.
OTOT UHCTPYMEHT OTIMYHO IMOAXOMUT JUIsl HEOOJBIIUX KIACTEPOB C MAJIBIMK BBIYMCIICHUSIMH, T/C
TpebyeTcs 1o OOJbIIeH YacTH MPOCTOTa B HACTPOWKE M KOH(UTypamuu. [ JIaBHBIM HEIOCTATOK
HMHCTPpYMEHTa — Io/IepKKa KoHTeliHepoB Docker 1 ToibKo.
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Apache Mesos [14] — co3man Kak MeHeIKEp KiacTepa HOBOTO IOKOJEHHS. DTO MPOrpaMMHOE
obecreueHne C OTKPBITBIM HUCXOJHBIM KOJOM, KOTOpoe obecrieunBaeT d(PPEeKTHBHYIO H3OJISAIHIO
PECYpPCOB U HX COBMECTHOE HCIIOJIb30BAHNE B PACIIPENSNICHHBIX MPUIOKEHUAX WIN IuIaT(hopMax.
Mesos — »To smpo pacnpeneneHHOHW cucteMbl ¢ TosnHBIM APl s mporpammupoBaHus
HETIOCPEJICTBEHHO B IIGHTpe 0O0pabOTKM JaHHBIX. ApPXHTEKTypa Mesos COCTOMT W3 OCHOBHOTO
npolecca, KOTOPbIH yNpaBisieT HOAYMHEHHBIMH JEMOHAaMH, pabOTaroIMMH Ha KaXKIOM Y3Iie
KJacTepa, U (peiiMBOPKOB, BBHIOJHSIOMINX 3aJa4d HA 3TUX IMOJYMHEHHBIX ycTpolcTBax. Mesos
JydIIe BCEro MOAXOAMT Juisl OOJBLIMX CHCTEM M 00ECHEeYMBacT MAKCUMAaJbHYIO M30BITOYHOCTS.
Mesos peKOMEeHIyeTcs, €CJIM Y Bac eCTh CYIIECTBYMOLIME paboune Harpy3ku, Takue kak Hadoop,
Kafka u T.1. OH gaet miatdopMy, KOTOpast TIO3BOJIAET YePEIOBATh 3TH PaboUre Harpy3Ku JPYT C
Ipyrom. OTo camasi ctabuibHas miaT(opmMa, HO CIIMIIKOM CIIOXKHAS 71 HeOompmmx cucteM 10 10-
20 y3moB. OcHOBHas cwia Mesos 3akimodaeTcss B OOJBIINX JaHHBIX W aHanuTHKe. OpKecTpoBKa
KOHTEHHEpOB HE COBCEM ero jeno. Mesos o0iamaeT 4ype3MepHO OONbIIMM (YHKIMOHAIOM |
CJIMILIKOM YHUBEPCaJCH.

[lpuBeneHHBI aHAMM3 CHUCTEM KOHTECHEpHOW OpKECTpalMu IIOKa3blBaeT, 4TO Haubolee
B3BCLICHHBIM PEIICHUEM, Ha 0a3e KOTOPOro CTOHMT peajn30BaTh TPEOYeMYyHO CHUCTEMY, SIBISCTCS
Kubernetes, mOCKOJBKY CHCTEMa JOCTaTOYHO YHHBEPCalbHA, COOTBETCTBYET HEOOXOIMMBIM
(yHKIHOHAJIBHBIM TPeOOBAaHHSAM M HE TIEPETPYKEHA H3ITUIITHUMHI BO3MOXKHOCTSIMHU.

Kcrath, B ctathe [15] aBTOpBI MccrnenoBand apXUTEKTYpy U NPOHM3BOJUTEIBHOCTH PA3IUYHBIX
CHCTEM KOHTEHHEepHOIl opkecTpanuu. VX BBIBOABI COBMANM ¢ HAIMMH: OHH cyHuTaloT Kubernetes
JIy4IIuM pCHICHUEM Ha TeKyIlII/Iﬁ MOMCHT.

4. XKu3HeHHbIU yukn abcmpakmHo20 c6opujuka OaHHbIX

YroObl COCTaBUTh CHEHU(PHUKAIMIO AT PabOTHl cO COOPIIMKAMU KaK HPWIOKECHUSIMH BHYTPH
KOHTEHHEPOB, HEOOXOAMMO PacCMOTPETh 3Tallbl )KNU3HEHHOTO LIUKJIA MPOU3BOJILHOTO COOPIINKA B
cHucTeMe.

JKu3HeHHbIH nuKI Tr000r0 COOpIIMKA ITOpa3yMeBaeT I1oJi co00i Bce ATambl OT €ro 3arpy3KH B
CHCTEMY 10 BHITIOJIHEHHS 3aITyCKOB Ha OCHOBe cOopuimka. [Tpu xxenaHny cOOPIIUK MOXHO yIalIUTh
U3 CUCTEMBI, [I0CJIE YEeTo AOCTYII K HEMY TepseTcs HaBCera.

3arpy31<a c60pn_u/n<a B CUCTEMY YHPABJICHUSA 3a/IJaHUAMHU aBTOMATU3UPOBAHHOTO c60pa JJaHHBIX.

ITocne 3arpy3ku cOOpIIMK MOXET ObITh 3amymieH. Ha ero ocHoBe co3maercs 3amada cOopa,
KOTOpast MOXKET HAXOAUTHCA B HCCKOJIBKUX COCTOAHUAX:

a. B oxwupmanmum — 3amada co3gaHa TOJIBKO B paMkax 0a3bl JaHHBIX, OKHAAE€T TOTOBHOCTH
OKPYKEHHS JIJIsl Hayaaa paboThl.

b. B pabGore — 3amaya HEMOCPEJCTBEHHO HAXOAWTCS B MPOIECCE BBHIMONHEHHs. EcTh
BO3MOKHOCTh OCTAHOBHTH MpoOIlecC MO HeoOxomumocTH. Ecnm 3amaga BBIIONHAETCS
JUTUTEIIFHOE BPEMs, 10 MOJIYYCHHBIM COOOMICHUSIM BHIHO, YTO KOA(Q(OHUIMEHT MMOJIC3HOTO
JEHCTBUS CTPEMUTCS K HYJIIO, HO IIPU 3TOM MECTO B IyJIe 3aIlyCKOB 3aHSTO.

C. 3aBepmeHa —3aJa4da c60pa JAHHBIX 3aBE€plI€Ha, MECTO B ITYyJIC 3alTyCKOB OCBO60>KIL€HO, BCC
CO6paHHBI€ COO6III€HI/I$I, JIOTH, 3aIpOChbl COXPAHCHBI B COOTBETCTBYIOIIUX XPAaHUIIUIIAX.
3a[1aqa MOKET OBITh 3aBEPIICHA C HECKOJIBKUMU CTAaTyCaMU:

i.  ycmemHo — omubOoK B X0/1e cO0pa He OOHAPYKEHO;

ii. ¢ ommbOkaMu — B xone cOopa ObUTH OOHApYKEHBI M 00paboTaHBl ONMIMOKH cOOpa,
HEKOTOPbIE COOOIIEHHUS YTEPSIHBL;

ili.  kpurhyeckas ommOKa — B XoJe cOopa OblIa BbIABIEHA KPUTHYECKAss OINUOKa,
BCJIEACTBUE KOTOPOH Mporece cOopa JaHHbIX ObUT IKCTPEHHO 3aBEPILEH;
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iv. OTMEHEHa — IIPH OTMEHE 3aJauM 3aIycka mojp3oBareneM. [lpu aTom Ta nHpOpManus,
KOTOpas ycmena codpaTbes, OyneT npeacTaBieHa Il XpaHeH!s U aHaJIn3a.

Koraa cOopiivk CTaHOBUTCS HEAKTyaJlbHBIM, HEOOXOIUMO MMETh BO3MOXHOCTh YIAIIUTh €r0
MOJIHOCTBIO WJIM TOJIBKO €ro Bepcuio. [Ipu yianeHun BepCUU OHA TIOMEYAeTCs KaK yaaleHHas.
Co3naBaTh 3aga4un c60pa Mo COOPIINKY C YAAICHHOMH Bepcreil HeBO3MOXHO.

AOCTpaKTHBIH COOPUIMK UMEET BO3MOXKHOCTh IIPUHUMATh Ha BXOJ| apI'yMEHTHI U HACTPOWKU. DTH
napameTpsl He0OX0IUMBI [Uisi OoJiee THOKOTO cOOpa JaHHBIX U BO3MOKHOCTHU II€PEUCIIONb30BATh
OIMH W TOT € COOPIIUK JUIS Pa3aM4HbIX neied. HacTpoilku BIMSIOT HAa KOH(UIYpalOHHBIE
napameTpsl COOpIINKA, apIYMEHTHI — OIPECIIAIOT OBeICHHE COOPIINKA B LIEJIOM.

Pesynbrar paboThl cOOpIIMKA NAHHBIX — MHOMKECTBO COOOIIEHHH, JIOTOB, METPUK M 3aIlpoCOB,
KOTOpBIE SIBIISIFOTCS,, HE OTpaHUYMBasl OOIIHOCTH, JSON-00bekTaMu. 1 MOCKOIBbKY METOZOB cOopa
JIAaHHBIX U3 ceTu MHTepHeT orpoMHOE KOJIMYECTBO, a 00padaThiBaroliasi CUCTEMa OJlHA, UMEETCs
HE00XOIMMOCTh B CTaHJIAPTH3ALIH BEIXOAHOTO (hopMara cOOOMEeHHH COOPIIUKOB TaHHBIX.
IIpencraBneHHas MozeNlb aOCTPAKTHOrO COOPIIMKA YACTUYHO COBNANAET C MOAEIBIO JKH3HEHHOTO
IIUKJIa cOOpIIYKa, PeaTM30BaHHOrO Ha Scrapy. PasHuia cocTouT B ToM, 4TO Scrapy HOApa3yMeBaeT
3arpy3Ky B CHCTEMY IPOCKTOB cOOpa JaHHBIX — Ha0oOp COOPIUMKOB, OOBEIMHCHHBIX OOIMINM
KOHHTYpaunoHHBIM (aitmom. Kak cieacTBue n BepCHOHHPOBAHHE OCYLICCTBIACTCS B paMKax
IIpoeKTa cOopa JaHHBIX.

5. Cneyudhukayusi ycmpoticmea KOoHmeliHepa co cbopujukamu

Crenndukanus ycTpoiicTBA KOHTEHHEPOB, COACPKALIMX MPUIOKEHUs I cOopa JaHHbBIX,
BKJIFOYAaeT crielu(UKalMy JUIs 3arpy3Kd COOPIIUKOB B CHCTEMY U TOJIyYCHHUS] PEe3yJIbTATOB HX
paboThI.

5.1 Cneumndmkauma 3arpy3km coopLumKkoB

Jlist KOppeKTHOW pabOThl BHYTPHM CHCTEMBI IIOCTAaBIIMK COOPIIMKOB MJOJDKEH O00eCIeunTh
clenyouiee:

e Dockerfile st KOppeKTHOro co3/1aHus KOHTEHHepa (MOXKET UCIOIB30BATHCS KaK MPOCTOE
KOIIMPOBaHMUE jar-(aiija, Tak ¥ yCTAHOBKA CICIMATBHOTO OKPY)KEHHUS C pa3apXuBaIlUe
HCXOIHBIX (paiiioB);

e  ckpunr-entrypoint — Bxoanast touka st Dockerfile, B KOTOPOM JIOSDKHBI OBITH PEATH30BAHBI
KOMaH/Ibl:

o list — u3Bneyenue cnucka cOOPIIUKOB B KOMaHHYIO CTPOKY;

o schedule — 3amyck KOHKpETHOTO COOPIIHKA C TEPEIAHHBIMU apTyYMEHTAMH KOMAaHTHOM
CTPOKH.

o apXuB C UCXOJHBIM KOJOM.

5.2 Cneundmkauma opmara coodLLEeHNI COOPLLNKOB AaHHbIX

st o6paboTku coobuieHuit cOopmmkoB Obuta paspaboTaHa crienuduUKanus, KOTOPOH ciemyer
MIPUAEPKUBATHCS IS ONTHMAIBHOW pabOTHl M KOPPEKTHOTO pa3bopa cooduieHnit mo GpuHaIbHBIM
XpaHWINILAM.

COOpIIMKA JOJDKHBI BBIBOJUTH B IOTOK CTaHAAPTHOTO BBIBOJA COOOIICHHS B BHIC
ceprann3oBaHHOTO JSON-o0bekTa B hopmate {"MessageType" : value}.
[MoxnepxuBaeMble THITBI COOOIICHHIA:

e |tem — sieMeHT COOpaHHBIX JaHHBIX;
e Log - nor ¢ yposaeMm (DEBUG, INFO, WARNING, ERROR, CRITICAL);
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e Request — a;eMeHT ¢ ONMCaHUEM BBIIIOJIHEHHOTO 3aIIpoca;
e  Stats — Texymue METpUKH (CTATUCTHKA) COOPIIHKa;

e  Finish — smeMeHT ¢ onmcanueM cTaTyca 3aBepIieHus coopa.
Omnucanne cooOmenus tamna Item:

e ltem— {"Item" : itemContent}, rme itemContent — jSON-00BEKT C JOMYCTUMBIMH OJISIMH:
o _url—url-agpec cTpanuisl, OTKyIa H3BICIECHBI TaHHbIE;
o _timestamp — Bpems cGopa;
o _attachements — BinoxeHus:
* path — myTs B (aitoBOM XpaHUITHIIIE;
= filename — ums daiina;
= checksum — xem ¢aiina;

o value — coOpaHHEIi JIeMEHT.

OcTanbHbIE THIIBI COO6H.[€HPII>1 CXO0KU MO CTPYKTYpEC C HC3HAYUTCIbHBIMU CMBICJIOBBIMU
HU3MCHCHHUAMU.

6. Apxumekmypa cucmembl

OO1mas apXUTEeKTypa CHCTEMBI IIPEICTaBIeHa Ha pHC. 1.

—)
Crawlers-AP| Crawler-1

gg :

h 4

kaniko Crawler-2

Build and e —

push OCI- o

image by " H

Dockefile
Crawler-3

Postgres quay E E E .

Crawler-M Kubernetes

Puc. 1. ﬂuazpaMMd OCHOBHbIX KOMNOHEHN 08 Cucmembsl
Fig. 1. Diagram of the main components of the system

Jis peann3anuy CHCTEMBI HCIIOIB30BAJICS S3BIK IIPOTrpaMMHUpoBaHus Scala.

skuber mpenmocraBnsier co0oif  NONMHOMYHKIMOHAJIBHBIA, BBICOKOYPOBHEBBIH UM CTPOTO
TUIM3npoBaHHbIi Scala API nns ynpasnenus pecypcamu kinactepa Kubernetes (Takumu kak Pods,
Services, Deployments, ReplicaSets, Ingresses u T. 1.) uepe3 cepBep Kubernetes REST APIL. Bein
BBEIOpaH WMEHHO skuber, TMOCKOJNBKY, TIO CpPaBHEHHIO C €ro aHajloraMH, SBISETCS Hambolee
JIETKOBECHBIM M PACIPOCTPaHEHHBIM, C XOpOLIeH TOKYMEHTalUEH.

Quay — sT0 peectp 00pa30B KOHTEHHEPOB, KOTOPBIH IO3BOJSIET CO3/aBaTh, OPraHU30BBIBATH,
pacmpocCTpaHsATh W pPa3BEePTHIBATh KOHTEHHEpPH.. B Tekymem ciydae HEOOXOAMM TaKon
PENO3UTOPHIA, TIOCKOJIBKY €CTh MOTPeOHOCTh B XpaHeHWH coOpaHHBIX OCI-00pa3oB MpPOEKTOB, C
KOTOpPBIMH Jaliee OyneT BeCTHCh paboTa. TakuM o0pa3oM, KaKIbIH MPOEKT OYIET COXPaHITHCS
OTZAEJBHO OT JIF0OOTro APYroro, a 3HauuT, HE OyJeT ONOINOTEK, TPEOYEMBIX VISl IPYTUX IPOEKTOB.
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PaccmarpuBas pabory Kubernetes m APl kak OCHOBHYIO YacTh, MOXHO BBIACIUTH OOIIHE
3aKOHOMEPHOCTH:

e B Havaje KaXJIOT0 U3 PeaJH30BaHHBIX METOJOB COOMpAeTCss COOCTBEHHBIH MAa0IOH 3a1aHIs U3
Kubernetes ¢ yka3aHueM KOHTeWHepa, €ro I[EPEMEHHBIX, M[apaMeTpoB 3amycka u
HEMOCPEICTBEHHO KOMAaH/IbI;

e KaxIblii IAOJOH SBJIAETCA OCHOBOHM s 3amanus Kubernetes, kKoTopoe Mpu MOMOIIH
¢dpeiimBopka skuber ymaeTcst coOparts;

e  KaXJ0€ 3aJlaHue TeHEePUPYEeT MOIYJIb, BHYTPH KOTOpOTro pasBopaunBaercs docker-koHTeiHep
U BBIIOJTHSIOTCS HEOOXOAUMBIE TIPOLIECCHI;

® [WKJI XU3HH KaXIOTO ITI0/a OTCIEKHWBACTCS, M B CIy4ae €ro YyCIEIIHOTO 3aBEpIICHUS W3
Kubernetes ymaisroTcs BHIIOIHEHHBIE 3aJaHIS, MOIYJIH, a TAKXKe KOH(PUTYpaIlHOHHbBIE (haiiinbl
MOZYJEH.

KitroueBoii crimcok MeTo0B, HEOOXOIMMBIH IS pean3alliil M TOJTHOIIEHHOTO B3aNMOICHCTBHSA C

CHUCTEMOM yMpaBJeHUs 3aIlaHUSMHU:

e createProjectVersion — co3anue HOBOW BEpCHHU MPOEKTA;

e getCrawlers — u3BneyeHme cnucka COOPIIMNKOB IIPOCKTA;

e cancelJob — ormena 3amauu cbopa TaHHBIX;

e scheduleJob — mocranoBka B ouepenp 3a1a4un cOOpa JaHHBIX;
e deleteProject — ynanenue npoekra,;

o deleteProjectVersion — ynanenue Bepcun IMpoOeKTa;

e listJobs — crincok Becex 3ajadu 1Mo MPOEKTY B pa3pese craryca 3aj1auu (0xuaanue, B pabore,
BBITIOJTHEHO).

6.1 OcobeHHOCTM peanu3auum KOHTpPaKTa 3arpy3ku nNpoekrTa

3arpy3ka mpoekTa MpOUCXOTUT B HECKONBKO ATarmoB. CHadaja ¢ MoJb30BaTENbCKOTO HHTEpdeiica
Ha cepBep MmocTymnaeT (aiisl ¢ MPOeKTOM, KOTOPBIN coxpaHseTcs B 0a3e JaHHBIX. J{anee BEIONHACTCS
pa3apxXUBHPOBaHHUE MPOEKTA, U3BJICUEHNE HEOOX0IUMBIX (hailioB BO BpeMeHHY!o nanky. Ha ocHoBe
IyTel K U3BJICUCHHBIM JIAHHBIM U 11a0J0HHBIX Docker-aiinos cocrapisiercs KOHOUTypaluOHHbIH
¢aitn moayis u coxpansiercst B Kubernetes. Jlanee co3gaercst KOHTEHHEP CO BCeMH HEOOXOTUMBIMH
MepeMeHHbIMH, 00pa3oM KoToporo sieisercst kaniko — umucTpyment mmst coopku OCI-oOpa3os
BHyTpu Kubernetes Ha ocnoe Dockerfile.

C HCIOb30BAaHUEM BBITIECTIEPEUHCICHHBIX KOMIIOHEHTOB (opMUpyeTcs 3azada coopa oOpasza u
pa3MeleHus ero B quay — Pero3uTopun COOpaHHBIX 00pa30B. 3amyck 3a/iauu TeHepUpyeT Mo, B
KOTOPOM MOYKHO OTCJIEKHBATh X0 paOOTHI, €r0 CTaTyC OTCIICKHUBACTCS IS Iepeaadn HH(OpPMAIH
0 3aBepuIeHnd paboTsl noja. [IocKoIbKy MBI HE MOXEM 3HATh 3apaHee, YCIIENIHO JIH coOepeTcs
00pa3 MpoeKTa, CMOXKET JIM MOCIEAHNI ONacTh B XpaHWINILE, TO JaHHBI METOJ peaM30BaH Ha
Promise, koTopble BO3BpamaroT pe3yjibTaT TOJBKO B TOM Cilydae, €CJIM IOJ| HOIy4YHJl CTaTyc
«3aBepmen» uimu «Ommodkay.

6.2 3arpy3ka npoeKkTa 4Yepe3 NoCTosiHHbIe TOMa

Bropoii peann3oBaHHbBIN MeTO pab0OTaeT HECKOJIBKO HHAYE, JIOJIbIIC, HO IIPH STOM YHUBEpPCAIbHEE
U HE WMECT JIMMHTa Ha O0BEM 3arpyaeMbix COOPHIMKOB. M3Ha4yampHO CO34aeTcsl BpeMEHHAs
JTUPEKTOPHS, B KOTOPYIO CKJIAIBIBAIOTCS IA0IOHHBIC mapameTpbl coopku OCI-o00paza. 3aTem B Hee
JKE pacCIaKOBBIBACTCS 3arPyKaeMbIi apXHB C ()J1aroM 3aMEHBI B CIIy4Yac, €CIIM KaKoi-1100 (aiin yixe
cymectByer. Ilocie MONrOTOBUTENBHBIX JEHCTBUN co3maeTcs mocTosiHHBIA ToM (Persistance
Volume Claims) ¢ mpaBaMu YTEHHS W 3alCH €IWHOXIBI W 3aJaHHBIM pa3MepoM. Cosmaercs
CHEeNHaTbHBII BPEMEHHBI MOAYNb, K KOTOPOMY Kak TOM [M00OaBIseTCs paHee CO3IaHHBII
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nocTosHHBIN ToM. [Tocne co3aanus MOCTOSHHOTO TOMa U MOJYJIS BBINOJIHACTCS KOMaH/a, KOTopast
KOIUPYET COJEP)KUMOE U3 BPEMEHHOH MAaIKH Ha cepBepe, KOTOPBII MOHTHPYETCS 110 IyTH /mnt.

Taoke Obul pa3paboTaH cnennWYHBIA Ui ¢peliMBopka Scrapy sh-CKpUNT, KOTOPBIHA
UCIIOJIB3YETCs 0 3aBEPLICHUI0 COOPKH 00pa3a Juis MPOBEPKH KOPPEKTHOCTH U COICPIKUT KOMAH/IbIL:

L] activate — OIIIIMOHAJIBHOC I10JIC, B cnyqae €CJIM Ha10 BBINIOJIHUTH KAKUC-TO JOITOJIHUTCIIBHBIC
ﬂeﬁCTBI/IH l'IpI/I 3arpy31<e HpOCKTa. BLI30B 3T01>1 KOMaH/AbI JOJI2)KCH 6BITL BBIIIOJIHCH B paMKax
Dockerfile;

L4 list — oGs3aTenpHOE MOJIC, JOJKEH BO3BpallaTh CIIMCOK 3arpy>KCHHBIX C60leII/IKOB;

e schedule — o6s3arenpHOE MMOJTIE, JOKEH BBITIONHATH 3aITyCK COOPIIHKA, & TAKXKe IepeIaBaTh B
Ka4yecTBe apryMEHTOB UMsI COOPILHKA, €T0 ApTYMEHTBI U HACTPOMKH.

6.3 N3BnevyeHmne cnucka cOOpPLUMKOB

Jis maHHOTO MeTOMa yXKe HEOOXOIUMO 3HATh, 0 KaKOMY ITyTH B XPAHWJIHIIC JICKHUT COOPaHHBIH
HECKOJIBKO IIIaroB Ha3zaz oOpa3 mpoekra. Ha ocHOBe coxpaHEHHOTO 00pas3a CTPOUTCS KOHTCHHED,
KOoTOpoMy mojaercsi apryment liSt s CkpHNTa-BXOAHOW TOYKH, MONYYarOLIEro CIHUCOK
cOopmmkoB. B cirydae, ecii 3arpyKeHHBIH MPOEKT HEe UMeeT sh-ckpumrta, OyAeT HCIONB30BaH
IIa0JIOHHBIH, HAIICJICHHBIN Ha scrapy mpoekT. [103ToMy scrapy-mpoeKThl MOKHO 3arpyxath 0e3 sh-
CKPHUITOB, HO ISl OCTAJIBbHBIX TEXHOJOTHI cOOpa JaHHBIX HEOOXOIMMO YKa3blBaTh, KAK WMEHHO
BBIMOJIHATh KOMaHIbI B CO3MaHHOM KoHTeWHepe. CocraBneHHoe 3amaHue Kubernetes
ABTOMAaTHYECKH CKayaeT YKa3aHHYI0 BEPCHIO NPOEKTa M IPUMEHHUT K IOCIeIHEMY KOMaHTY.
Pesysnpratom cumraercs Moayib B craryce «BoimonHeno» wmu «Omubkay. Coucok cOOpIIMKOB
M3BJIEKAETCS U3 NMMOTOKA CTAHAAPTHOTO BBIBO/IA MOMYJIA.

6.4 Co3gaHue 3anycka

ITockosbky mporiecc cOopa COOONICHHH MOXKET 3aHUMAaTh MPOJO/DKUTEILHOE BpeMs, IS
MOJIB30BATENSl YCIICIIHBIM CO3/IaHMEM 3afadd cOOpa JaHHBIX SBJSETCS YCHELIHO CO3JIaHHOE
3amanne Kubernetes, a cama pabora u 00pab0OTKa COOOIICHIIA BEITIOTHSIIOTCS B (POHOBOM pEXXHME,
He3aMeTHO Uil Hoyib3oBatens. s yno6cTBa MOHUTOPHHTA 3a 3allyCKaMH BCe CO3/IaHHBIC 3aa4ur
WUMEIOT CJICTYIOIINN 1a0I0H:

crawl-pid-«id npoexmax-«mooupuyuposannoe ums coopuwuxay-«Homep gepcuur-jobid-«id zadauu
3anycka»

[Ipu 3TOM mepeaaHHble HACTPOWKU M apryMEHTHI IIPEoOpa3yroTCsi U3 Mapbl «KIIOY-3HAYCHHE) B
CTPOKY, KOTOPYIO MOJKET IpUHATH KOMaHaHas crpoka. Co3maeTcs KOHTEHHEp, KOTOpOMY
nepeaaercst aprymenT schedule ays ckpunta-BX0oIHOH TOYKH C HIMEHEM COOPILHKA, HACTPOHKAMH
aprymeHTamu. Ha ocHoBe »TOro KoHTelHepa cosfaercs 3amaHue Kubernetes, kotopoe
BIOCJIE/ICTBUH BBITIOJIHSIETCSL.

Bo Bpems pa0oThl 3amycka BBIIOJIHAETCS KOMaH/a, KOTOpasi CKJIaJ(bIBaeT BCE 3alMCH M3 MOTOKA
CTaH/apPTHOTO BBIBOJA MOAYJISI BO BPEMEHHBIH (ailil, ¢ KOTOpeIM OyaeT BecTuCh pabora janee.
3amncaHHbIe B (haiiil JIOTH CYUTHIBAIOTCS 1 IPOBEPSIIOTCS 110 MX TuIly. Ecim 3anmcano cooOmenue B
¢dopmare, OTIMYHOMY OT YKa3aHHOTO B KOHTpakTe, TO OHO WrHopupyercs. Eciau dQopmar
KOPPEKTHBIH, TO COOOIIEHNWE MOTIONHUTEIBHO HACHIIAeTcs HEoO0XoAnMod WHGopManueil u
pacripenensercs:

e ltem — ornpasnsiercs B Postgres ajist XxpaHeHus;

e Log - ornpasnsercs B ElasticSearch ¢ manexcom LogsIndex;

e Request — ormipasnsiercs B ElasticSearch ¢ nunaexcom Requestindex;
e Stats — ornpasnsiercs B ElasticSearch ¢ unnexcom Metricsindex;

e  Finish — ormpasnsietcs B ElasticSearch ¢ nanekcom LogsIndex u moMeTkoii Kak cooOmIeHrne
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OKOHYAHUs pabOTHI cOOpPITUKA.

6.5 OTmeHa 3anycka

@OyHKIUS OTMEHBI 3aITyCKa peaan30BaHa KakK yCTaHOBKa 3HadeHUs «OTMeHeHo» B moiye «CTaTtyc
cbopa» B Oa3e HaHHBIX. Bce 3amyckw, KOTOPHIM MPOCTAaBICHO NAHHOE 3HAYCHUE, MEPECTAIOT
OTCIIC)KUBATHCS CUCTEMOIA.

6.6 Cnucok 3anycKkoB

Crucok 3aIlyCKOB TOJTydaeTcsl myTeM 3ampoca B Kubernetes Tex 3amaHuii, y KOTOPBIX HMEETCS
MOMETKa ¢ KJII0YoM Projectld u 3HaueHHeM U3 CIHCKA 3ampallinBacMBbIX.

HpaBI/IJ'IO YCTaHOBKH CTATyCa 3allyCKaM:

e B OXHJIaHMH — ecin y 3aqaHusi Kubernetes oTcyTcTBYeT cTaryc, nim copMUpOBaHHbIE 3aja4ueii
Monynu Kubernetes He UMEIOT CTaTycoOB «3aBepiieHO» Wik «Onirnbdka;

L4 BBITIOJIHACTCS — €CJIN Y 3aaHUsA Kubernetes ecth CTaTryCc nu Cq)OpMPIpOBaHHBIe MOAYyJIN UMCHOT
CTaTycC <(AI(TI/IBHO)>;

e 3aBepIIeHO — eciM y 3axanHua Kubernetes ects cTaTyc M COpMHUpPOBAaHHBIE MOIYJIN UMEIOT
cTaryc «3aBepiieHo» win «Ommokay.

7. 9kcnepumMeHmanbHoe mecmuposaHue

IIpexxne Bcero mnpoBepsIach KOPPEKTHOCTH pabOTBI CHCTEMBI MAaHUITYJSIMAMH CO Sscrapy-
cOOpIIMKaMH, TOCKOJBbKY OHH SBIAIOTCS TNPHOPUTETHHIMH M TpeboBaHWE 1O 0OpaTHOU
COBMECTUMOCTH OAHO M3 BaxkHeHmmx. Ho MmockonbKy peanmsanyst MOApa3syMeBaeT IOJUIEPKKY
paboTocriocoOHOCTH COOPIIMKOB Ha MPOYMX (HPPEHMBOPKAX M SA3bIKAX MMPOTPAMMHPOBAHMUS, TO OBLI
peanu30BaH TECTOBBIN COOPIIMK Ha S3bIKE MpOrpaMMHUpoBaHus Scala.

ITpu nomouu TeCTOBOro cOOpIMKal MOKHO MOJHOCTBIO MPOMOJIETUPOBATE TOBEJIEHUE JIFOGOTO
npyroro coopmmka. Jlocturaercst 3ToT 3PQEKT 3a CU4eT BO3MOXKHOCTH JICTATHHOW HACTPONKH
0’KHIaeMOT0 Pe3ynbTaTa IIPHU MOMOIIH aPTYMEHTOB.

Kak pe3ynbTart, MpeaiokeHHOE peIIeHHe YAOBIECTBOPSIET KaKIOMY IOCTaBIEHHOMY TPeOOBaHHIO.
3a cyeT BbIOOpA APXUTEKTYPHOTO PEIICHHSI M CUCTEMBI OPKECTPalii KOHTEHHEPHBIX MPHUI0KEHUH
oOecrieunBaeTcsl TOPH3OHTAJIBHAS MAaclITaOMPyeMOCTh M W30JMPOBAaHHOCTH 3aBHCHMOCTEH
COOPIINKOB.

Taxoke ObIIM peann3oBaHBl Bce HEOOXOAMMBIE B3aHMMOJICHCTBHS B paMKax >KU3HEHHOTO IMKJIA
cOopImrKa, MPOAEMOHCTPUPOBAaHA PEANIM3alNs U TECTHI, TOATBEP)KIAIONINE BO3MOKHOCTD pabOoThI
C TIPHIIO’KEHHST cOOpa Ha OCHOBE IPYTHX (pperiMBOPKOB.

8. 3aknroyeHue

B pabore co3nana MeTomosiorus pa3pabOTKH CUCTEMBI YIIPABJICHUS 33/IaHHSAMHU cOOpa JaHHBIX W3
cetu MHTEpHET.

B mpornecce BBINONHEHNST MPOEKTa OBUIO TPOBEICHO HCCIIEIO0BAaHUE, KOTOPOE BKIIOYATIO aHAIH3
JUTEPATyphl U CYIIECTBYIOUIMX PEUICHUH Ul YHpaBJICHHUS 33JaHMAMH cOOpa JaHHBIX M3 CETH
Wureprer. O030p moOKasay, 4TO TEKYIIME PEMICHHWS C OTKPHITHIM HCXOJHBIM KOJOM 3a4acTyio
3aBsi3aHbl HA OJMH SI3BIK IPOIPAaMMHUPOBAaHHUS W (QPEHMBOPK pa3paOOTKH COOPIIMKOB, MMEIOT
npoOJieMbl ¢ 00ecriedeHUEeM N30JMPOBAHHOCTH M OTPaHHYCHHYIO CTENIEHb MaclITaOUpOBaHUs, TaK
YTO OHHM NPHUMEHHUMBI TONBKO A HEOONBIINX MIPOEKTOB 1O COOpY AaHHBIX. IImaTHbIC pemeHus
JIMIICHBI YaCTH MPO0JIEM, HO HE 00J1a1al0T UCXOIHBIM KOAOM AT AalbHEHIINX MoauuKanuii. Mel
000CHOBaJIM HEOOXOAMMOCTh HCIIOIB30BAHUS HWHCTPYMEHTOB KOHTCHHEPHONH OpKECTpaluH H

! https://github.com/vlazarew/scala_test_crawler
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MPOBENM aHAJIM3 CYIIECTBYIOMIMX CHUCTEM, II0 HMTOraM KOTOPOTO i pa3paboTKu BbIOpaH
Kubernetes.

Jnst co3maHMsi CHCTEMBbI YIPaBJICHHS 33JaHUsIMH aBTOMATH3UPOBAHHOTO cOOpa MaHHBIX MBI
OTIPEICTIMIA CYIIHOCTH, ¢ KOTOPBIMU TaKas CUCTEMa JOJDKHA paboTaTh, M BBIACIHMIA OCHOBHBIC
3JIEMEHTHI KU3HEHHOTO IUKJIa abcTpakTHOTo cOoprmka. 3aTeM ObLIa OMMCaHa METOMOJIOTHS IS
paboThI CO COOpIIMKAMU, PeaTN30BaHHBIMU HaJl KOHTEHHEepaMH, BKITIOUAIOIIas CrIeHUPUKALIIH JJIs
3arpy3Kku U cOOpPKHU 00pa3oB MPOESKTOB cOOpa, 3ammycka cOopa U MOTyueHHsI Pe3yIbTaTOB 3aITycKa.

Ha ocHOBe ommcaHHOW METOIOJIOTHN pealn3oBaHa W BHeApeHa B Talisman cuctema ympaBlieHHUS
3aJaHUsIMI aBTOMATH3HPOBAaHHOIO cOOpa AaHHBIX M3 CETH VIHTEpHET, KOTOpasl YAOBICTBOPSET
TpeOOBaHUSIM TOPU3OHTAIBHOW MaclTaOUPyeMOCTH, IOJHON H30JUPOBAHHOCTH 3aBUCHMOCTEH
cOOPIINKOB ¥ HE3aBUCUMOCTH OT TEXHOJIOTHI UX pPa3pabOTKHL.
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Abstract. The work is devoted to the study of automation tools for managing stateful applications in the
Kubernetes environment, particularly object storage systems. A review of existing management tools capable
solving the set tasks is made. A comparative description of the considered tools based on review is given and a
tool is selected that meets the introduced criteria: popularity, support form Kubernetes, reactivity of developed
operator, additional features, and others. An approach to automatic object storage management using the
Operator SDK and Custom Resource Definition is suggested. As a result of comprehensive comparative
analysis of tools Kubebuilder, Juju, Metacontroller, Kudo and Operator SDK, the last one was chosen as a base
of approach implementation. The architecture of the system for managing a containerized version of storage
systems based on the Kubernetes platform and integrating the operator with a user monitoring system is
proposed. The described approach is implemented in a software tool — an operator of the object data storage
system resource. The paper describes the details of software implementation, the structure of the storage custom
resource descriptor, and methods for testing the end system. As a result, an object storage management system
based on the Kubernetes platform was created, which made it possible to reduce both labor costs for supporting
and maintaining the system, and it’s cost by reducing dependence on hardware. Moreover, described approach
corresponds to such features of modern object storages as multi-tier, erasure coding support, geo-replication,
cluster topology that is quite innovative among existing automated storage management approaches on
Kubernetes platforms.
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AnHoTamms. [lanHas paboTa TMOCBSIIEHA HCCIEJOBAaHUIO CPEACTB  aBTOMATH3aIllMU  YNPaBICHUS
TIPWIOKEHMSMH C COXPAaHEHHEM COCTOSIHUS B cpexe Kubernetes, B 4acTHOCTH OOBEKTHBIMH CHCTEMaMH
XpaHeHUs! NaHHBIX. [Ipom3BenéH 0030p CyIIECTBYIOIIMX HHCTPYMEHTOB YIIPABIICHUS, CIIOCOOHBIX PELINTDH
TIOCTABJICHHBIC 3aJladl, HA OCHOBE KOTOPOTO JIaHA CPaBHUTEJNIbHAS XapaKTEPUCTUKA PACCMOTPEHHBIX CPENCTB
M BBIOpaH MHCTPYMEHT, YIOBJICTBOPSIONIMI BBEIEHHBIM KpHTepHsM. [lo pesyiabraraM CpaBHHTEIHHOTO
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aHanu3a NpeJICTaBIIeH MOX0/] aBTOMAaTHYECKOT0 YIPaBIeHHs 00BEKTHBIM XpaHUIHUIIEM ¢ ToMotibio Operator
SDK wu Custom Resource Definition. Ilpeanoxxena apxXuTeKTypa CHCTEMbl  YIpaBICHHS
KoHTelHepu3upoBanHod Bepcuelt CXJI Ha mwiardpopme Kubernetes u wuHTEerpammum ormeparopa ¢
MI0JIb30BaTENbCKON cHCcTeMOM MoHMTOpHUHTra. ONUCAaHHBIM MOAXOJ pealu30BaH B IIPOIPAaMMHOM CPEICTBE -
oreparope pecypca OOBEKTHOW CHCTEMBI XpaHEHHs NaHHBIX. B paboTe ommcaHbl AeTaay pealn3anuy
IIpOrpaMMHOTr0 o0ecnedeHHs, CTPyKTypa AeCKPUIITOPa MOJB30BaTEIBECKOTO pecypca XpaHWINIA U METOIbI
TECTUPOBAHUsI KOHEYHOH cHcTeMbl. B pesynbraTe Oblia momydeHa cucteMa ympasieHus o0bekTHOH CX/ Ha
mwiarpopme Kubernetes, 4To MO3BOJIMIIO COKPATHTh KAaK TPYAO3ATPAThl MO COIEPIKAHUIO M OOCIYKMBaHHIO
CHCTEMBI, TaK U €€ CTOMMOCTD 3a CUET yMEHBIIECHUS 3aBUCHUMOCTH OT aIlllapaTHOTO 00eCIeueHus..

KiuoueBbie ciaoBa: Kubernetes; o0bekTHOE XpaHHIHINE; CHCTEMa XPaHEHHs JAHHBIMH; OmepaTtop; custom
resource definition; konTeiinep; opkecrparus

Jsi murupoBanmsi: CroHoxkenko K.M., Huxudopor M.B., Ycruros C.M. Ilogxox aBTOMaTHYECKOTO
yrpaBieHus 00bEeKTHBIM XpaHuTHIIeM ¢ moMmorpto Operator SDK u Custom Resource Definition. Tpyast ICIT
PAH, Tom 34, Bbim. 2, 2022 ., ctp. 123-134. DOI: 10.15514/ISPRAS-2022-34(2)-10

1. Introduction

The amount of information produced by humanity and requiring storage is increasing every day - a
study [1] conducted by the consulting firm IDC (International Data Corporation), specializing in
information technology [2], showed that approximately 1.7 Mb of data is generated every second by
single human, which in absolute terms is approximately 40 zettabytes per second.

Modern personal computers allow storing up to several terabytes of data, which, on the one hand, is
a sufficient amount of memory for the average computer user, but on the other hand, a very modest
value for large companies that produce and process petabytes and even exabytes of data. Social
networks, file hosting, web applications and other programs that communicate via the Internet can
exchange even a larger amount of information that require considerable memory resources for
storage.

In addition to information carriers, modern data storage complexes should also contain computing
devices capable of performing multi-threaded continuous operations of writing, reading, deleting,
and modifying data. Along with this, data storage systems are also responsible for the security and
integrity of stored information — access to data is provided only to those users who have the
appropriate rights, and if one or more hardware storage nodes fail, the data must be restored using
the remaining copies.

All these requirements are implemented in object storages [3], a distinctive feature of which is the
storage of all data in the form of objects located at the same logical level and defined by a set of
metadata. The absence of a hierarchy in such sort of storages makes this solution infinitely scalable,
which allows deploying system on a group of independent nodes called a cluster. The object-oriented
nature of the storage system indicates lack of data unit structure, so any data format can act as a
storage object and makes this type of storage universal.

However, the above specifics of object storage systems as a software solution dictates certain
requirements for the hardware, which increases the cost of equipment and, as a result, reduces the
potential customer base of the manufactured complex.

Reducing the dependence between the hardware platform and the software of the system could be
solved by the well-known virtualization technique [4] — creating an additional software abstraction
layer between the user application and the hardware. However, until recently, existing solutions for
deploying virtual machines on a cluster were poorly aligned with the idea of horizontal scaling and
required a significant pool of resources.

Everything has been changed with the advent of containerization [4-7] - a way to allocate a
lightweight set of system resources to programs — and container orchestration systems [8-10] —
software that monitors the execution of containers on a provided set of resources and is responsible
for maintaining a certain state of the cluster.
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One of the most popular orchestration systems — Kubernetes [11-13]. It is designed to run a huge
number of programs wrapped in containers on a set of nodes united in one network, which allows
scaling the cluster vertically and horizontally without limits. One of the distinguishing features of
Kubernetes is the presence of a replication controller [14] responsible for maintaining multiple
copies of stateless containers [11, 15]. Stateless programs can be web clients that form user requests
based only on input data, and simple web servers that send responses to a request based only on its
content.

Along with stateless applications, Kubernetes terminology also defines stateful applications that are
forced to save their state as they execute. Their replication can no longer be performed by
sequentially deleting a copy of the program and recreating it in a new location. Work features of
each individual stateful application require the creation of a separate custom replication controller,
also called an operator [16,17], which monitors the state of its replica set.

Now there are many tools for creating stateful application operators in the Kubernetes environment.
Some of them, considered in this paper, have been used by stateful software developers to create
their own Kubernetes operators. Such stateful software include databases, metric collectors, machine
learning programs, logging systems, and many others.

Transferring an object storage system to the Kubernetes container platform and creating a separate
operator for monitoring the state of stateful components is an advanced and relevant direction in the
development of object storage, which reduces the cost of storage development, testing,
implementation, and maintenance, and also provides the ability to deploy the system on almost any
set of hardware resources.

In this paper, we consider an approach to automatic management of object storage based on the use
of the Operator SDK framework and Custom Resource Definition.

2. Related works

One of the main components of the developed approach for managing object storage in the
Kubernetes environment is an operator — a kind of user resource controller. Developing an operator
from a scratch, just like its further maintenance as a product, is a time-consuming and expensive
process, which is a consequence of both the complexity of the internal structure of Kubernetes
controllers and the rather frequent change of Kubernetes API versions.

In this regard, many tools have been created for your own Kubernetes custom resource operators’
implementation. Some of these tools are described below.

Kubebuilder is a command line utility, providing functions for extending the Kubernetes cluster
API. The main purpose of the program is to create custom resources [17] and controllers for their
monitoring. The utility is implemented and builds controller code in Golang, the native language of
the Kubernetes infrastructure. The distinctive features of the Kubebuilder project include the ability
to include the configuration and the versioning of the resource being defined.

An alternative to Kubebuilder is the Operator SDK, an open-source toolkit whose main purpose is
to build Kubernetes operators. The set includes the operator-sdk utility, which provides a list of
commands for generating an operator template for any type of custom resource. The operator itself
can be implemented both in Golang (using scripts from the Kubebuilder library) and using Ansible
playbooks - configuration management scripts - or Helm charts. In addition, the Operator SDK
allows you to connect the developed operator to the Operator Lifecycle Manager - a separate
operator lifecycle management program, whose tasks include monitoring the use of system
resources, saving metadata about a specific version of the operator, simplifying the deployment,
deletion and testing of the custom operator.

Another tool for creating Kubernetes operators is Juju [18]. In Juju terminology, user resource
controllers are called «charms» [19]. Python is the preferred language for implementing charms, but
other scripting languages can be used that include libraries for interacting with Juju. Along with the
«juju» and «charmy» command line utilities, the Juju package also downloads the Charmed Operator
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Lifecycle Manager, similar to the Operator Lifecycle Manager from the Operator Framework. But
unlike the second program, the controller supplied by Juju is the software required to run on the
cluster in parallel with user statements, which negatively affects the performance and complexity of
system developed.

You can also use Metacontroller [20], a Kubernetes API extension developed by Google, to create
custom operators. The tool provides the ability to create bundles of controllers and stateful web
applications through a web-hook. These applications implement custom resource management logic
and can be written in any language capable of handling JSON-like objects, such as Jsonnet or
Python. Google's suggestion is a declarative way to create a Kubernetes operator, which simplifies
the development process, but increases the load on the cluster due to the deployment of additional
entities.

For a completely declarative way to create Kubernetes operators, you can apply KUDO (Kubernetes
Universal Declarative Operator) — kubectl Kubernetes CLI plugin. Statements developed with
KUDO manage user resources by defining tasks and plans in statement descriptors in YAML format.
The undoubted advantage is the ease of creating controllers, however, the declarative method of
setting operators reduces the ability to manage resources - KUDO allows you to deploy complex
stateful applications but is not able to respond to changes in the cluster.

A full comparison of the considered tools is presented in Table 1.

Table 1. Comparison of Operator development tools

Criteria\ Tool name Kubebuilder O%etl)'?(tor Juju Metacontroller KUDO
Popularity (thousands of 92 18 100 1610 6 360 611
Google search results)
Requires additional

- - + + -
controller level
Support from k8s + + - + -
Additional opportunities + + - - -
Operator reactivity + + + + -

During the comparison, the Operator SDK was chosen as the tool for creating the Kubernetes object
storage operator, as it meets our requirements more than others.

3. Proposed Approach description

3.1. Approach features

The software of modern object data storage systems is a combination of several services that
implement various functions. Among them are software components for accounting for user roles
of the storage system, providing access to one or more interfaces of various levels, distributing data
between several geographically separated clusters, and many others.

The main service of the system is the storage service, a component responsible directly for encoding
and saving user data. Encoding is understood as the splitting of the input stored information into
several sets of transformed data, from which it is possible to restore the original information. The
number of sets and the type of transformation depend on the selected data encoding scheme. The
key feature of this procedure is the guarantee that when the received data sets are placed on different
nodes and one or more of them fails, the system is able to restore all information on the remaining
sets, after some time recode the data and save them on the working nodes.

The difference in data encoding schemes complicates the process of managing several storage
service replicas, therefore, the main difficulty in designing an automated object storage management
system is focused on the replication of this component.
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Furthermore, none of modern approaches of storage system management on virtualized deployments
included extension of Kubernetes replication controlling system in order to maintain erasure coding
schemes and geo-replication of stored data. Storage service replication fully demands on
orchestrator or simple custom controller reconciliation logic [21, 22].

The main features of the developed approach include:

e Reducing labor costs in the implementation, maintenance and operation of the system;
e Transition to implementation of storage on any provided set of computing resources;

e Abstracting from the hardware component of the system and shifting the responsibility for
scaling and replicating storage systems to the Kubernetes platform;

e Use huilt-in Kubernetes resources to create our own event monitoring system.

The first three features of the approach are related to the transfer of the system to a virtual Kubernetes
platform. The system requirements for the hardware are dictated by the very platform, that takes
responsibility for connecting the nodes into a single network and deploying Kubernetes on the
resulting cluster. Also, the platform can provide a graphical user interface of various levels for
managing the network, nodes, Kubernetes resources and interacting with executable programs.
Elastic Cloud Storage (ECS) [23] from Dell Technologies was chosen as the object storage to which
the developed automation approach is applied. While vSphere from VMware and OpenShift from
RedHat were the Kubernetes platforms that should support deployment of containerized version of
object storage.

The fourth specified feature of the approach involves the use of the event resource to monitor the
state of storage systems during service procedures - cluster maintenance operations or changing
storage system parameters. Examples of service procedures include the following operations:

e Horizontal storage server expansion — increase of service replicas number,

o Vertical storage server expansion — increase of volumes number that bound to each replica,
e Object storage version upgrade,

e Volume or disk replacement,

e Entering maintenance mode of cluster node, etc.

During each of the presented service procedures processing, the system must ensure the correct
replication of all components of the object storage and notify the user of all changes in the state of
the storage system.

(" Container platform N
— OX1 Operator R
—  OX2
GUI

II OXn API-server

e — '

| Kubernetes % Kubernetes [

l Control Plane ‘ APl-server |
e e e i

Fig. 1. System architecture
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3.2. Architecture

A Kubernetes operator is required [24] to organize automatic management of object storage
components when deploying a system or performing service procedures. Its principle of work is
shown in Fig. 1.

All software components of the system are executed on the Kubernetes platform, that provides a
graphical user interface and a deployed Kubernetes orchestration system. The central element of the
orchestration system is the Control Plane. Interaction with it is carried out through the Kubernetes
API-server, which accepts requests from any client — the native CLI kubectl [13] or a program using
the k8s-client library.

The object storages deployed on the platform, on the one hand, are a set of Kubernetes services,
each of which requires the creation of a collection of Kubernetes resources, such as volumes, pods,
cluster-roles, replica sets [11] and others. Control plane manages all these resources according to
YAML descriptors containing a description of the desired state of the resource.

On the other hand, object stores are resources themselves that are a user-defined extension of the
Kubernetes API. Each storage instance, like any resource, is described by its own descriptor. But
since the resource is user-defined, its descriptor is called Custom Resource Definition [17], and its
management is carried out by a custom controller named operator.

Obiject storage is managed by the operator upon the occurrence of certain events associated with a
change in the state of nodes, volumes, or storage descriptors. These events are triggered by the
launch of service procedures that are initiated by the user using the platform's graphical interface.
The operator manages the Kubernetes resources of the storage system components by generating
requests to the Kubernetes API server [11].

The collaboration of the operator and the Kubernetes control plane maintains the correct operation
of the storage system, which is accessed by the user through any provided storage interface (HTTP,
S3, etc.)

3.3. Operator and monitoring system interaction

Event Kubernetes-resource [11] allows you to monitor the status of other cluster resources.
Generation of events during the operator's work can be useful both for tracking the current state of
the storage system by the end user, and for implementing a reaction to some errors that occur during
object storage management.

If some error occurs during the execution of any service procedure, it is not enough to inform the
user about it. Depending on its severity, the system should give recommendations for its elimination,
ask for help from the system administrator or even from the support engineer responsible for the
implementation and maintenance of the software product.

To implement the described logic, a Kubernetes event monitoring system is required - an
intermediate layer between the events generated by the system components and all the specified
actors.

The general scheme of interaction between the operator and the monitoring system is shown in Fig.
2.

Operator Event notification systems
Kubernetesevents’ | | ul
Events_ . monitoring system

Fig. 2. Operator and monitoring system integration
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4. Implementation

4.1. Object storage descriptor design

To organize the processing of all components of the object data storage system by the operator as a
single whole, it is necessary to implement a custom resource definition (CRD) containing the
settings of all services presented in a containerized form.

Like all Kubernetes descriptors, the storage CRD contains the following sections:
e Used Kubernetes API version (apiVersion),

e Kubernetes resource kind,

e Resource metadata,

e Resource specification (spec),

e lts current status.

Since the storage descriptor is a custom resource definition, an extension of the standard Kubernetes
API, then apiextensions.k8s.io/v1 acts as the CRD version, and CustomResourceDefinition as the
resource type. Metadata includes resource name, entity creation time, various labels and annotations.
The specification of a resource is its main characteristic since it contains all the desired settings for
both the resource itself and all its components. For instance, for the minimal executable unit of a
Kubernetes cluster — a pod — the specification contains the launch parameters of all containers,
associated volumes, the name of the node on which the pod want to be running, and other
information. Object storage, on the other hand, consists of dozens of components, for each of which
it is necessary to define a service, a replica set, a set of stateful pods (statefulset) [11], or some other
resources and their characteristics. Therefore, the storage CRD specification is the largest part of the
descriptor.

CRD status contains current information about the state of the resource, that allows you to compare
it with the desired state. The distinctive parameters stored in this section of the descriptor of our
storage system are:

e Phase that reflects storage current state,

e Components’ subsection containing brief information about the current state of all storage
components,

e Conditions [25] - a special extension of the resource status that allows you to track the time,
cause and status of transitions between resource phases,

e Additional information used by the operator in the course of managing the storage resource,
such as information about the nodes that are in maintenance state.

4.2. Reconcile loop implementation

Custom resource processing is implemented in software using the Operator SDK. As mentioned
earlier, the package includes the operator-sdk utility, which is used to create, build, run and test the
custom resource operator.

The basis of the program is the reconcile loop [24], during which the operator reads the descriptor
of the controlled resource and performs actions that bring it to a state corresponding to the
specification. In fact, this is the main task of the controller. The cycle runs at a certain interval (for
example, once a minute) and checks whether the state of the storage components corresponds to the
status of the cluster or the ongoing service procedure. Fig. 3 shows the general scheme for processing
a user resource in a loop.
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Fig. 3. Storage resource Reconcile loop

The storage processing logic encapsulated in Operator allows us to track the state of the storage
system using a phase — a capacious description of the current status of the storage system. The
behavior of our user resource can be described by the storage resource state machine, presented on

Fig. 4:

Initializeﬂ—-[ Started HProvisionedJ
UpgradingHAvailable

[ Disk Failure ] [Maintenance]

—

—

—

Expansion

Updating
topology

Fig. 4. Storage resource Reconcile loop

4.3. Monitoring system integration

In addition to the current storage phase, the end user can monitor the flow of service procedures and
their impact on the operation of object storage components using events. Developed separately from
the operator, the event monitoring system allows you to define the severity, the resource and
application involved, as well as the cause and message of the event.

If the severity of the event is higher than normal (warning or error), the system generates an issue,
which, depending on the settings, can be resolved by the user himself or sent for investigation to the
software product support service.

130



Cronoxenko K.M., Hukudopos 1.B., Yeruros C.M., [logxoq aBTOMaTHYECKOTO YIPABICHUSI OOBEKTHBIM XPAHHIIUILIEM C TIOMOIIBIO
Operator SDK u Custom Resource Definition. Tpyows: UCIT PAH, tom 34, Bein. 2, 2022 ., ctp. 123-134

5. Results

5.1. Testing methods
Testing of the implemented system is carried out at different levels - at the level of the operator code
and at the level of the entire system.

To test the functional changes of the operator unit and integration tests were created using the
Gomega and Ginkgo frameworks, the main scenarios of which include checking the correct
processing of the storage descriptor during various service procedures.

Operator testing as part of the operation of the entire object storage management system at the
Kubernetes cluster level is performed using the Jenkins automatic CI/CD pipeline, which downloads
software dependencies and the Operator SDK, code syntax analysis, executes tests, builds the image
and uploads it to the registry. A pipeline is also implemented that allows you to deploy an entire
storage management system on a provided virtual or bare-metal cluster. The resulting system is
ready for all kinds of end-2-end tests.

To monitor the absence of a decrease in the efficiency of the object storage during system
development, a cluster is regularly allocated for load testing: various service procedures are
alternately performed for several days. At the same time, object storages constantly take on the load
— the main operations are:

e creation and deletion of user with different roles,

e creation and deletion of namespaces,

e creation and deletion of buckets,

e write, read, modify and delete files to/from buckets,

e file metadata search.

To monitor the state of the storage during testing, the Grafana metrics collection and visualization
tool is used [26]. The main metrics collected include the execution time of REST requests, the
percentage of unsuccessful requests, network bandwidth, etc.

5.2. Comparison to classic approach

The main purpose of the developed object storage management system on the Kubernetes platform
is to increase the degree of automation of storage management when changing the configuration of
both the physical cluster and the storage system itself. To demonstrate the reduction in labor intensity
of storage management, a comparison was made of the time to remove a disk from a cluster between
a manual approach and the proposed automated approach.

The list of actions for an engineer when removing a disk as part of a classic deployment of object
storage without the use of container technologies includes points, presented below.

1. Simulation of disk outage on HAL level.

2. Waiting for data recovery with rest storage replicas.
3. Logic disk replacement from cluster with fabric CLI.
4. File system deletion.

5. Partition table formatting.

6. Disk wipe.

To remove a disk in the developed system, you must perform the following operations in the Ul of
the container platform:

1. Annotate unhealthy disk or volume.
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2. Wait Service procedure to finish.

The average disk replacement time for the classical approach is ~3 hours, and for the automated one
it is approximately 1 hour. In total, we have a gain in time of about three times.

6. Conclusion

Work on operator of the object data storage system helped us to reach following important results.
Firstly, an approach of automated object storage management system was introduced. Distinctive
feature of the approach is Kubernetes platform. Operator is used as a crucial element of the system
as it performs CRUD operations on Kubernetes resources to manage components of storage that is
presented by its own Custom Resource Definition.

Secondly, the operator of the object data storage system developed within the framework of this
project was successfully implemented into the storage management system on the container
platform. The operator not only manages the storage components during service procedures, but also
generates a set of Kubernetes events displayed in the platform Ul and informing the user about the
general state of the storage.

Operator was implemented based on comprehensive analysis of existing solutions: different tools to
develop operator of custom Kubernetes resources were studied that helped us to form knowledge
about different ways to build custom controllers and to choose Operator SDK as the base of operator
development framework according to its benefits.

Finally, resulting system was compared with storage build using classic approach, that let us to see
such qualitative changes as possibility to run new solution on wide specter of container platforms,
use different tools made in Kubernetes infrastructure to improve storage system and reduce of cost
of outcome product as the responsibility of deployment, replication and low-level system
management lies on orchestrator.

Manufactured software solution has shown increase in performance and more wide set of
functionalities in comparison to classic object storage system, and was applied to real enterprise
object storage system.

On the basis of results further directions of project development were suggested:

e new automation pipelines,
e use of new Operator Framework features,
e multiple Service Procedure support,

e introducing new CRD for service procedures.

One of them is the development of new automation pipelines for configurable regression testing.
The Robot Framework and Jenkins capabilities allow us to add settings to run a specific set of end-
2-end tests for each service procedure. On the one hand, this would reduce the load on the clusters
allocated for testing, and on the other hand, it would cover many previously untested use cases.
Operator Framework was also improved and issued several versions, which now allows us to add to
the project such tools as collecting metrics for the operator and all resource controllers included in
it. Analysis of the measured parameters will help us to find solutions to improve the performance
and speed of the software and reduce the consumption of cluster resources.

Moreover, one of the directions of future work on the operator is the support of several parallel
processed service procedures. Modifications in the operator code and specification of the storage
resource would allow, for example, updating the storage system version and simultaneously deleting
one of the cluster disks.

Furthermore, development of additional components of storage management system showed us that
they also need some operator-side management during service procedure handling. Introducing new
service procedure CRD would simplify monitoring of different service procedures that affect not
only storage services, but also components of the management system.
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9KCHEPUMEHTAIBHOTO HCCIICOBAHMS.

1. Introduction

Wi-Fi sensing is based on the use of Wi-Fi devices to recognize people’s activity by identifying
deviations and features in various characteristics of the Wi-Fi signal. The technology is especially
relevant on the eve of the new Wi-Fi standard, which is focused on the active development of Wi-
Fi networks for the Internet of Things. Wi-Fi sensing technologies can be used in the field of
transport, household security, healthcare and other areas of life.

With the development of Wi-Fi technology, in particular, with the improvement of the hardware of
access points, it became possible to use Wi-Fi access points as locators. The simplest and most
common method of determining the presence of a person near a Wi-Fi access point is based on a
detection of changes in the RSSI. Various algorithms have been already proposed to solve the
problem of detection changes in the RSSI, but not all of them work with acceptable accuracy.

The relevance of this work is due to the active development of Wi-Fi technologies as a part of the
movement towards the latest standard, 802.11 (Wi-Fi-7) [1]. Currently, the Wireless Broadband
Alliance has developed a document [2] reflecting the current state and problems of Wi-Fi scanning
technologies.

2. Problem Statement

The goal is to develop an algorithm for determining the presence of a person by detecting changes
in RSSI values (an indicator of the level of the received signal) received from a Wi-Fi access point.
There is a vector of RSSI 7y4in = [11, 12, ..., JWith values collected at regular intervals, and a
vector of labels y;rqin = [V1, V2, ..., Yn]. The value 1 of the label corresponds to the presence of a
person, O — absence. It’s required to find an algorithm A(r), which should be trained on the data
(optionally, this data is cleaned from the noise). The algorithm, receiving new unlabeled data 7,
tries to determine the presence of a person. The result is a vector y,,;. It’s required to maximize the
accuracy score, which is the percentage of samples that have all their labels classified correctly, as
well as minimize the number of Type | and Type Il errors.

3. Related Works

The following criteria were used for survey of the algorithms:

o algorithm class (for example, a statistical filter or a machine learning algorithm);

o presence of a special noise elimination method in the algorithm/combination of the considered
algorithm;

e accuracy of the considered algorithm;

e software and hardware equipment required for the experiment;

e type and dimensions of the room in which the experiment was performed.

3.1 Common Approaches

There are two approaches to Wi-Fi sensing. The first is based on the RSSI, and the second is based
on information about the state of the communication channel — Channel State Information (CSI).
Both approaches are based on a similar principle. When a person passes between Wi-Fi devices, the
RSSI or CSI changes. The RSSI level is a physical quantity that characterizes the full power of the
signal received by the Wi-Fi device [3]. The measurement takes place on a logarithmic scale in dBm
(decibels relative to milliwatt). This indicator can be obtained from almost all devices that work with
Wi-Fi. Each netcard manufacturer makes its own formula for determining RSSI. The general
formula is usually written as follows:
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d
P; = Py — 10nlog (d_o)’
where: d is the distance to the signal source in meters, d, is the distance in meters from the signal
source to the point where the RSSI measurement takes place, n is the coefficient for the middle point
in which the measurement takes place, which is a dimensionless quantity, calculated empirically, P,
is the desired RSSI indicator.
A very significant physical factor that makes it possible to detect a person using RSSI is the
absorption coefficient of the human body. It is close to the coefficient of water absorption (due to
the fact that the human body is mainly composed of water) and differs from the coefficient of, for
example, walls and furniture [3]. For reference, an approximate RSSI absorption values are
presented in the Table 1.

Table 1. RSSI Absorption Values for Materials

Material Absorption, dBm
Plasterboard 3-5
Glass door, metal frame 6
Metal door 6-10
Glass window 3
Block wall 6-15
Concrete wall 4-6

For comparison, the absorption value for the human body is approximately 9-30 dBm [4], which
approximately corresponds to the absorption value for water 15-20 dBm [5].

The essence of the CSl-based approach is also worth mentioning. To establish a Wi-Fi connection,
MIMO technology (Multiple Input Multiple Output) is often used. The essence of MIMO approach
lies in increasing the bandwidth of the communication channel due to data transmission via a system
of several antennas. In this case, one can set a matrix to describe the connection state in the case
when the transmitting device has a composite antenna of M cells, and the receiving device has N
cells. When transmitting data, the j-th cell of the transmitter transmits to the i-th cell of the receiver
(k€1,...,M;j €1,..,N). The element of the CSI matrix H = [hy;]| = [ay; + by;i] characterizes
the state of data transmission from the j-th cell of the transmitter to the k-th cell of the receiver.

3.2 RSSI-based Approaches

To solve the problem of determining the presence of a person according to RSSI data, statistical
algorithms are often used. For example, the Kalman filter with subsequent [6] estimation of variance
allows one to achieve accuracy of 95%. In [6] an experiment was conducted in small room 3m x
3m using three Wireless Sensor Network (WSN) nodes. A hybrid statistical approach based on a
combination of expectation and variance estimates without noise control was used [7]. The
experiment was conducted in the halls of the university. The achieved accuracy exceeded 90%. With
the help of special Zigbee modules (used for low-consumption wireless communication) and an
algorithm based on moving averages [8], it was possible to achieve 100% accuracy in laboratory
conditions. The probabilistic algorithm based on MRF (Markov Random Fields) [9] achieved an
accuracy of 86% in a large room with an area of 150 m?. The study used a Chipcon 1100 wireless
communication board.

It is also possible to use machine learning algorithms. The approach based on the complicated K-
Means method allowed to achieve an accuracy of 94%. The experiment was carried out in a room
of 18m x 18m using a TelosB wireless communication board.
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3.3 Survey Conclusion

Thus, the most frequent approach to solving the problem under consideration is based on the use of
various statistical characteristics of the filtered RSSI time series. The best results in this category
were shown by an algorithm based on the Kalman filter and an algorithm based on a combination of
filters using moving averages. However, there is also an alternative group of approaches based on
machine learning algorithms, which is represented in the survey by an algorithm based on K-Means.
Table 2 presents a comparison of the considered methods according to the selected survey criteria.
Table 2. Algorithms Comparison - in the Living Room

Publication Algorith Noise Accuracy Hardware Venue
m type Filtering
Wang. H et al. [6], Kalman | Kalman Filter 0.95 3 WSN Nodes 3m x 3m room
2020 filter
Sigg. Setal. [7], 2014 Mean No >0.9 Nexus One University hall
and smartphone
variance
estimate
Sntiprapan S. et al. Weighte Built-in 1 Zigebee Laboratory room
[8], 2021 d MA
Xu Ch. et al. [9], 2013 MRF Built-in 0.86 3 Chipcon Office hall
CcC100
Yuan Y. etal. [10], K-Means Built-in 0.94 3 Telos B 18m x 18m room
2013

It is proposed to consider new approaches from both categories, when choosing the algorithm to
solve the considered problem. The Kolmogorov-Wiener filter is presented as a statistical algorithm,
and a gated recurrent units (GRU) neural network is presented as a machine learning algorithm.

4. Proposed Algorithms

4.1 Kolomogorov-Wiener Filter

First, it is proposed to consider the Kolmogorov-Wiener filter, which is a statistical approach. The

filter is a simpler analogue of the Kalman filter, successfully used to denoise signals.

A discrete version of the Kolmogorov-Wiener filter [11] is considered. The filter works in the

following way:

1) The measured discrete signal wn] is fed to the filter input. There is also an unknown useful
signal s[n].

2) The output signal x[n] = ¥~ ,a; w[n —i] is to be obtained, where N is the number of past
points (called the filter order), are the filter coefficients a;, where i is from 0 to N.

3) The filter coefficients are obtained by minimizing the mean squared error: e[n] = x[n] —
s[n], a; = argminE[e?[n]].

To detect anomalies corresponding to the presence of a person (assuming that the noise removal was

successful), the approach proposed by Frank Hampel [12] is used. The essence of the approach is as

follows. Let’s consider a data set x; and a sample Xy = {X(k)}, k €1,...,N — k-th order statistics.

As an estimate of the median is often recommended to use median (Xn =05 (X[EH] + X[w])>
2

2
As an estimate of the Mean Absolute Deviation (MAD):. MAD(X,) = median(|x; —
median(X,)|, ..., |x, — median(X,)|). The value of x should be considered an outlier if:
[x — median(X,)| = g(N,ay)MAD(Xy), where g(N, ay) is some function of the sample size N
and some parameter ay.
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Thus, based on the Kolmogorov-Wiener filter with an auxiliary approach, which is often called the
Hampel filter, it is possible to construct an algorithm for solving the considered problem of human
presence detection.

4.2 GRU Neural Network

Recurrent Neural Networks (RNN) are successfully used for processing time series [13]. In
particular, networks with Long short-term memory (LSTM) performed well on RSSI data. An
alternative to the LSTM approach is architectures based on gated recurrent units (GRU). Although
on many tasks GRU and LSTM networks exhibit similar results in signal processing, GRU networks
are considered more computationally efficient.

4.3 Decision Tree Ensembles

Gradient boosting classifiers can be used for time series forecasting [14]. These algorithms are based
on an ensemble of decision trees. In such a way a strong classifier is built out of weak classifiers.
AdaBoosting and Gradient Boosting Machine algorithms are considered in this work.

Random forest algorithm is an ensemble algorithm which consists of the combination of ordinary
decision trees. It can also be used for time series forecasting [15].

5. Experimental Stand Design

In practice, the goal is to determine human presence via a system of two Wi-Fi devices (a receiver
device — a smartphone, and a Wi-Fi access point). Presence is determined based on RSSI metrics.
As an additional condition, absence of significant environmental disturbances (movement of
dimensional objects, sudden changes in humidity and temperature) is accepted.

The experiment was conducted using a stand consisting of two Wi-Fi devices: a Samsung A7 2018
mobile phone and a TP-Link TL-MR3020 access point with the Open WRT operating system
07/19/19 firmware. A bash script was written that ran on a Wi-Fi access point and periodically sent
RSSI values to the laptop. The experiments were carried out in two rooms. The distance in the living
room between the devices is 3 m, and in the office space — 5 m. In both cases, the devices were at a
height of about 1.5 m.

6. Implemented Algorithms
In general, pipeline is the following: preprocess/denoise data, apply a prediction algorithm.

6.1 Kolmogorov-Wiener Filter

Kolmogorov-Wiener Filter is implemented in Python3 as a separate class. During the fit phase, RSSI
data measured in the human absence should be fed to the algorithm. In such a way, noise level is
determined. In the transform phase, any RSSI data is passed to be denoised. After that, the denoised
RSSI values outliers are detected via the Hampel filter.

6.2 Data Preprocessing

No additional data preprocessing was done for the Kolmogorov-Wiener filter. However, data was
transformed before being fed into the tree-based algorithms and the GRU neural network. Sliding
window technique was used. Let the window size be s for raw RSSI values ry, ..., n,. The matrix
which can be represented as an array of rows M = [[ry,... %], [72, o, Tt b ooy [Fc oo, 1] 1S
composed to be fed into these algorithms.
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6.3 GRU Neural Network

The GRU neural network has the following architecture. A GRU layer with 200 units takes M as an
input. Hyperbolic tangent (tanh) is used as an activation function. This layer is followed by two
dense layers. The first one has 50 units and relu (rectified linear unit) as an activation function, the
second one has one single unit and linear activation. Adam optimizer with a mean squared error loss
is used. It takes approximately 36-40 epochs to train such a network. After that, the model becomes
overfitted.

7. Experimental research

7.1 Goals

It is required to check the following basic provisions:
1) The accuracy of the considered and the implemented algorithms;

2) Estimate the reliability of the assembled stand (failure-proof work during the experiment is
guaranteed).

7.2 Methodology

Two experiments were conducted. One is Kolmogorov-Wiener filter-specific, the other one is
general for all the considered algorithms. In the first case, the person was absent from the room for
200s, and RSSI data corresponding to human absence was collected. After that, the following
actions were performed:

1) For the first 50 seconds, a person crosses the line between the devices, and is also on the side;

2) Inthe next 150 seconds, the person is removed from the room.

RSSI values are requested every second. This experiment is intended to show the Kolmogorov-
Wiener filter in action.

In the second case, for the 2100 seconds, a human leaves the room every five minutes. RSSI values
are also requested every second. The goal of this experiment is to collect a dataset to fit and score
the considered algorithms. Experiments are conducted in two different rooms: a living room and an
office space.

This dataset (matrix M) is divided row-wise into two parts: M;,qin, (71.5%) and M,.,; (28.5%). The
dataset was split in such a way in order not to split the “active” phase, when a human is moving (the
whole phase fits into the test part). Also, it is worth mentioning that cross-validation for
hyperparameters tuning was done for tree-based algorithms. Accuracy score, which is the ratio of
the number of correct predictions to the number of total predictions, is the key performance metric.

7.3 Experiment results

RSSI raw data and denoised data cleaned with the Kolmogorov-Wiener filter is presented in the Fig.
1 and Fig. 2.

Accuracy, true positive rate (TPR) and true negative rate (TNR) for all algorithms is estimated on
the test part. The accuracy score results for Kolmogorov-Wiener filter, GRU neural network and
various ensembles of decision trees are presented in the Table 2 and the Table 3. Also it was
attempted to train algorithms in the office room and test them in the living room and vice versa. Thes
results for these experiments are presented in the Table 3 and Table 4.
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Fig 2. RSSI in the office room

Table 3. Algorithms Comparison - both train and test in the Living Room

Algorithm Accuracy Score TPR TNR
Gradient Boosting 0.99 0.99 0.997
Random Forest 0.99 0.99 0.994
Ada Boost 0.98 0.98 0.997
Wiener Filter 0.90 1.00 0.83
GRU NN 0.98 0.97 0.99

Table 4. Algorithms Comparison - both train and test in the Office Space

Algorithm Accuracy Score TPR TNR
Gradient Boosting 0.99 0.98 0.99
Random Forest 0.98 0.98 0.99
Ada Boost 0.97 0.95 0.99
Wiener Filter 0.94 1.0 0.90
GRU NN 0.97 0.97 0.98
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Table 5. Algorithms Comparison — train in the Living Room, test in the Office Space

Algorithm Accuracy Score TPR TNR
Gradient 0.985 0.99 0.97
Boosting

Random Forest 0.99 0.99 0.985
Ada Boost 0.98 0.99 0.96
Wiener Filter 0.75 0.97 0.46
GRU NN 0.86 0.83 0.96

Table 6. Algorithms Comparison — train in the Office space, test in the Living room

Algorithm Accuracy TPR TNR
Score

Gradient 0.88 0.82 0.96
Boosting

Random 0.76 0.99 0.44

Forest

Ada Boost 0.76 0.94 0.44

Wiener Filter 0.72 0.94 0.44

GRU NN 0.85 0.81 0.96

8. Conclusion and Future Work

Thus, machine learning algorithms are more accurate than the algorithm based on the Kolmogorov-
Wiener filter, which, in addition, requires determining the noise level in the room. Machine learning
algorithms are efficient even in the presence of noise. Code of the implemented algorithms and
results of experimental studies are available in [16].

Wi-Fi sensing is a very promising area of research, as Wi-Fi hardware is constantly improving.
Possible directions of the future work are as follows:

1) Develop new algorithms for CSI (channel state information) data;

2) Develop an algorithm to solve human detection problem based on both RSSI and CSI values for
multiple Wi-Fi access points;

3) Develop techniques to integrate WiFi-sensing into existing 10T solutions.
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AnHoTammsi. [ opraHW3anyii, KOTOpPBIE OCYIIECTBISIIOT KOHTPOJb OCO00 OXpaHSEeMBIX HPHPOIHBIX
tepputopuil Poccuiickoit ®Penepauuu, akTyalbHa 3ajJada MO KOHCOJUAALMHU JaHHBIX O MPOBOJUMBIX
HaOmoneHusAX. OTH JaHHBIE, HAa3bIBA€MBbIE JICTOIMCAMH HPHPOMBI, JOITO€ BPEMS BEINCHh B YHMPOIIEHHOM,
OymaxHO# (QopMe W HEe MMENM YETKOW CTPYKTYpHI. 3ajada aBTOMAaTH3alWH OW3HEC-TIPOLIECCOB IO cOOPY
JaHHBIX ¥ OOMEHOM 3THMH JaHHBIMM MEXKAY yJaCTHMKAMH HAyYHOTO COOOINECTBa, a TaKXKe IOCTPOSHHE
AQHAIMTUYECKUX MoJeneil, HeoOXOIMMBIX JJIsl HAyYHBIX IOJPA3/ICNICHNH MapKOB M 3aMOBEIHHUKOB, SIBIISIETCS
Ba)KHOH M aKTyaJbHOH. B cBsI3M ¢ 3THM akTyajbpHa aBTOMATH3aLMs TIPOIECca IKOJIOTHIECKOr0 MOHUTOPHHTA
nyTéM pa3pabOTKH MOJYJS 3JIEKTPOHHOIO JOKYMEHTOOOOpoTa Ha 0a3ze MHTErpalnoHHOI miaTdopMbl ais
Omsnec-pemennii  Directum RX. Ilemp wuccnenoBaHus 3aKiodaeTcs B aBTOMAaTH3allMM  IIpolecca
SKOMOHHUTOpPHHTa Ha 6Gasze miatdopmbl Directum RX, koTopas mo3BoMseT MOCTPOUTH CHCTEMY YIPaBICHUS
KOPHOPAaTHBHBIM KOHTEHTOM, & TaKKe CO3/aTh MOITHOIEHHYIO CHCTEMY XPaHEeHHs U IOMCKa JaHHBIX 110 cOopy
nHpopmary o HabmoxeHnsX. B craThe ommcana poieBas MOJENb Ul PabOTHI ¢ CHCTEMOIl, apXUTEKTypa
CHCTEMBI U pa3paboTaHHbIe KOMIIOHEHTBI MOyl « DKOMOHHTOPUHI Ha Ga3ze rardgopmbr Directum RX. J{mst
3TOTO OBUI HCIOJIB30BaH CTPYKTYPHBIN METOJ IyTeM pa30neHUs 331a9i Ha MHOXKECTBO HE3aBUCHMBIX JTAIIOB,
JOCTYIHBIX U NOHUMAHUS U PELICHUs C IOMOUIBIO HEepapXU4ecKoro ymopsiaouuBaHusa. Paszpaborana
UHTETpanusa ¢ CEPpBUCOM HH)IGKC noroja ¢ UejabrO )IaJ'[bHel\/'IU_IeFO HCITOJIb30BAHHUS B aHAJIUTHYCCKUX MOJCIIAX.
Pa3paboTaHo pemnieHHe MO YIPaBICHHIO YHHBEPCAJIBbHBIM KIacCU(PHUKATOPOM XMBOTHBIX B COOTBETCTBHE C
IPHHAITOM B MHpE KiIacCU(PUKAaTOpOM OHOJIOTHUecKoi cucteMaTHku. [IpoieMOHCTpHUpOBaHa aBTOMATH3ALIHS
NEHCTBHIA TOJIb30BaTelNeil mo coopy u 006paboTke nHPpOpMaIy 0 HabIroIeHUAX. B pesynbrare paboTel ObLT
ABTOMATU3UPOBAH TIPOIECC HKOJOTHUECKOTO MOHHTOPHHTa B OIHOM U3 3allOBEIHMKOB Poccmiickoit
®denepanuu.

KiroueBble ¢JI0Ba: aBTOMAaTH3aIHs YKOJIOTHIECKOT0 MoHHTOpHHTa; Directum RX; aBromarusanus GusHec-
MPOLIECCOB;  apXUTEKTypa KIHEHT-CEPBEPHOTO  NPWIOKEHHS, pa3paboTka MOIYIS 3IEKTPOHHOTO
nokyMeHToo6opora Directum RX

Jas uuruposanusi: Pynexo U. /., Xopomxko JIJI., Keitno I1.I1. ABToMaTn3amnus npouecca 3K0JI0rHYECKOTo
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10.15514/ISPRAS-2022-34(2)-12

Baarogapaoctn: Bripaxaem ocobyio Omaromapuocts ¢oumy AHO «/lanbHEBOCTOUYHBIE JIeOomapish» 3a
BO3MOXXHOCTb IPHHATH Y9acTHe B aMOMIIMO3HOM U IIEPCIIEKTHBHOM IIPOEKTE, 110 Pe3yibTaTaM KOTOpOro Obiia
HaIicaHa JaHHas CTaTbsl.
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Abstract. For organizations that execute control over specially protected natural areas of the Russian
Federation, the task of consolidating data on ongoing observations is relevant. These data, called the chronicles
of nature, for a long time were kept in a simplified, paper form and did not have a clear structure. The task of
automating business processes for collecting data and exchanging this data between members of the scientific
community, as well as building models necessary for the scientific departments of parks and reserves, is
important and relevant. In this connection, we see it relevant to consider automating the process of
environmental monitoring by developing an electronic document management module based on the integration
platform Directum RX business solutions. The purpose of the research is to automate the eco-monitoring
process based on the Directum RX platform, which allows to build a corporate content management system, as
well as create a full-fledged data storage and retrieval system for collecting information about observations.
The article describes the role model for working with the system, the system architecture and the developed
components of the "Ecomonitoring” module based on the Directum RX platform. For this, a structural method
was used, by dividing the task into many independent stages available for understanding and solving and
hierarchical ordering. Integration with the Yandex weather service has been developed for further use in
analytical models. A solution has been developed to manage the universal classifier of animals in accordance
with the classifier of biological taxonomy accepted in the world. The automation of user actions for collecting
and processing information about observations is demonstrated. As a result, the process of environmental
monitoring was automated in one of the reserves of the Russian Federation.
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1. BeedeHue

Pa3paboTka CpeACTB aBTOMATH3AllMd MOHUTOPHHIA 0CO00 OXpaHSEMbIX MPHUPOAHBIX TEPPUTOPHil
(OOIIT) Benack B PO npomomKuTenbHOE BpeMsi, HO MaTepuaibl U 0a3a JaHHBIX dKOJOTMYECKHX
HaOJIOZICHUH SIBISIOTCST Pa3pO3HEHHBIMH W HECTPYKTYPHUpPOBaHHBIMH. Pa3paboTka coBpeMeHHOI
wiaTdopmbl cOOpa, aHAINTHKK JAHHBIX M CKOpeWIlass MHTEerpalys HaKOIUIeHHOW MHpopManuu
OOIIT B rnobajdbHYI0O CHCTEMY, a TaKKe IIOCIEAYIOmas BO3MOXHOCTh IPeoOpa3oBaHus
PE3YJIbTaTOB HMCCIICAOBAHUM, MPEIOCTAaBUT BO3MOXHOCTh POCCHICKONM HayKe BBIMTH Ha HOBBIH
YPOBEHB 10 00padOTKE JaHHBIX U TIOATOTOBKE MPOTHO3HBIX MOJAETCH.

ABTOMATH3ALMS CIOXKHBIX OM3HEC-TMPOLIECCOB Ha 0a3e CUCTEMBI YIIpaBJIeHHs: KOHTeHTOM Directum
RX paccmarpuBanace BO MHOTHX cTaThsix [1-8]. Pemenue mogoGHOro posa 3amad HaYMHACTCS CO
cbopa TpeOOBaHUH Yy COTPYAHHKOB 3alOBEIHHKA JJIS NAITHHEHUIETO TEXHHYECKOTO 0030pa ATHX
TpeboBaHUH 1 onMcaHus 00uKa Oyaymieit cuctemMbl. CucteMa OyAeT SABIATHCS HHCTPYMEHTOM JIst
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pa6OTI)I COTPYAHUKOB 3alIOBEAHUKOB W HOJIKHA BKIIHOYATbh Ha60p CTaHAAPTHBIX U YHUKAJIbHBIX
Moz[ynef/i 110 UIST aBTOMAaTU3aluK IMpo1ecca 3KOJOTNIECKOTO MOHUTOPHUHTA.

OCHOBHBIE IIeTTH Pa3padOTKN ¥ BHEAPCHUS CHCTEMBI:

e  (pukcamus naHHBIX HaOmrOAeHMI coTpyaaukamu OOIIT;

e  KOHTPOIb 32 IeHCTBUSAMH IIEPCOHAIIA 3aIIOBEAHMUKA;

®  TIEpPEBOJ JIAHHBIX 10 HAOJIIOACHUS B 3JICKTPOHHYIO (POPMY € OBICTPBIM JOCTYIIOM COTPY/IHHKOB
OOIIT x >TUM HaHHBIM;

e BHECCHHE OTNIEPATHUBHBIX CBEACHHH O COCTOSIHUM OOBEKTOB 3KOJIOTHYECKOT0 MOHUTOPHHTA;

® IICHTPAJM30BAaHHBIH YYeT W AHAIUTHYECKasl OTYETHOCTh IO OMOIOTMYECKOMY MOHHTOPHHTY
OOIIT (cTpykTypa JaHHBIX IPHUBsI3aHA K CYLIECTBYIOIIEMY aAMUHUCTPATUBHOMY YCTPOWUCTBY
OOIIT);

e cOop doTo u Buaeo pukcanuii B eAUHYIO 0a3y TaHHBIX;

e  yIpaBlIeHHE pErlaMeHTaMU M XpaHeHHe IOKYMEHTOB B €IMHOMN 0a3e JaHHbIX;

®  BO3MOXKHOCTb IOJTy4EHUsI HATJISHBIX OTYETOB.

2. Poneesasi Mmodenb 6ydyuwieli cucmembl

PoneBass Moxyns Oynmyiiell cHCTEMBI NMOCTPOEHA NMPH IOMOIIM pa3/ielieHHuss OTBETCTBEHHOTO 3a
9KOJIOTMYECKU MOHUTOPUHI TIepCOHaNa Ha (YHKUMOHAIbHBIE TPYNIBI M pa3lelieHHEM
o0si3aHHOCTEH MO pabote ¢ cuctemoii [9]. Marpuiia Ha puc. 1 ObliIa cocTaBlieHa IPU MOMOIIH cOopa
TpeOOBaHuil y moJsib30BaTeNcit ¢ yduérom Oynayiiero macmitabupoBanus Ha apyrue OOIIT. B
3arojIoBKax CTOJIOIIOB MOXKHO YBHJAETh J3Tambl, a B CTPOKAaX (YHKIMOHANbHBIE TPYIIIEI
coTpyAHUKOB. Ha mepecedeHnH, COOTBETCTBEHHO, HAXOAUTCS Pa3BEPHYTOE OMHCAHHE ICHCTBUI
HEOOXOAMMBIX [UTS KaKIOTO 3Tara MPOEKTa OT OTBETCTBEHHOM IPyMIbl coTpyaHukoB [10].

PaspaBatea Paapaborwa / PapaBoTia rpoyeceon MAaHupoaane cBopa Bunanuenue chopa OEpabaria namysHHEN
meToganorm aohﬂ:::-‘m" cBopa garmmm —— i FrEt
. fiaapafioTna pogxoace
Yaunwm, M:?:;;'gf:"‘“ 5 AR EHEONE MAPLIYTIS
el ._ ;
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e anwcakie WETOAGONA HOAAHACKDS
MNaaroronka MDA
[ Onconee me
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Puc. 1. Ponesas mooenv 6yoyweti cucmemol
Fig. 1. Role model of the future system
HayIIHBIe COpr}IHI/IKI/I OCyH_[eCTBIIHIOT KOHTpOJ'[B 3a TeKyHH/IMI/I METOAOJJIOTUAMHU SKOJIOTHUYECCKOTO
MOHHTOPHHTA, KOTOPbIe OyIeT aBTOMaTH3MPOBAHBI MIPH IIOMOIIH cHCTeMBbl. OHH TakKe OTBEYAIOT
32 MOATOTOBKY MOOKYMEHTAIlMH W MeToxojiormu cbopa maHHbIX. Crnermmammuctsl ¢onma AHO
«/lanpHEBOCTOUHBIE JIEOTIAPIBI»  QNANTHPYIOT METOAOJOTHIO TIOJ 3aJa4ll  KOHKPETHOTO
3aMoOBEIHUKA, MOJIOTABIUBAIOT PErIIAMEHTHI 10 COOPY AaHHBIX 3KOJOTMYECKOr0 MOHHTOPHWHTA,
OCYILICCTBIIIIOT KOHTPOJIb W YIPABICHHE OICPATUBHOM aHaIMTUKOW B cucteme. llltaTHbIe
cnenuanuctsl OOIIT BHOCAT CBOM KOMMEHTApUH K METOMOJIOTHSAM U MOJXO0JIaM K aBTOMATH3AIMH
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nporecca 3KOMOHMTOpHHTa ¢ yu€toMm ocobeHHocteil koHkperHoit OOIIT, paspabarsiBaroT
MapuIpyThl Jjist cOOpa JaHHBIX JKOJIOTHYECKOTO MOHHMTOPHHIA M 3aHUMAIOTCS BHECCHHEM U
KOHTpOJIEM 3a JaHHBIMHU Y)X€ B caMoil cucreme. Pa3pabOTYMKM CHCTEMBI OTBETCTBEHHBI 3a
paspabotky moayneir COJI, mOCTpoeHNEe aHATUTHYECKUX OTYETOB U MOHHUTOPHHIOM BHYTPEHHETO
COCTOSTHHS CUCTEMBI. BOOHTEPEI, omepaTopbl 00pabOTKH ¥ BBOAA OCYIIECTBIIIOT COOP M OTIPABKY
JAHHBIX MO HU(POBBIM KaHanam B cuctemy [11, 12].

3. Apxumekmypa cucmemsbi

ApXUTeKTypa peIIeHUs Ui aBTOMAaTH3alMHM Ipolecca SKOJOTHYECKOro MOHHTOpHHTa Oblia
MOCTpOeHa Ha 0a3e cepBepoB pOCCHICKOro cepBuca SHAEKC ob0mako. DTo obecrednBaeT
HUMIIOPTO3aMEIIeHHe, YTO SBJIETCS OYCHb AaKTyalbHbIM B TEKyIIMX YCIoBHAX. Ha puc. 2
NPENCTaBICHO ONHMCAHUE TEKyLIeHl MOCTPOCHHOH apXUTEKTypbl cUcTeMbl. CepbIMH BBHIICICHBI
KOMIIOHEHTBI, KOTOPBIE HCIOJB3YIOTCA Ul OOecredeHusi paboTocrnocoOHOCTH pabouei cpembl
cucTeMbl. 3eNEHBIM IIBETOM BBIACICHBI JJIEMEHTHI, HCIOJNB3yeMble B paboTe cpenoil st
pa3pabotrku. CHHUM LIBETOM BBIIENICHBI 3JIEMEHTBI, KOTOPBIE MOTYT OBITH pa3BEpHYTHI B
JaJbHEUIIeM JUTs YITy4YIeHHs paboThl U OTKAa30yCTOHYHBOCTH CHCTEMBI.

ApXHTEKTYpa pelwenuna Directum RX ana AHO «[ansHe8ocToUHbIE 120NapasI»
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Puc. 2. Apxumexmypa cucmembl
Fig. 2. System architecture
Directum RX mo3BoiseT HCIOIB30BATH JIBA OCHOBHBIX MOAX0JA K YIPABICHHUIO MMOJIH30BATCIISIMH
cucteMsl. [loyib30BaTeIN MOTYT XpaHUTHCS JIOKAJBHO B 0a3e AaHHBIX cucTeMbl Directum RX wim
KE MOXKET OBITh UCIIOJIB30BaHO BHEIIHUE XPAHIIIHUINE YIETHBIX 3amuceii, Takoe kak LDAP-kaTanor
mwm Active Directory. IlognepxuBaercss aBTopu3ausl MMOJIB30BaTEICH C MCIOJIB30BAHUS CITYKO
denepamuit (ADFS). Taxke cuctema MokeT ucnonb3oBath LDAP-katanoru, pazpaboraHapie Ha
6aze open source pemieHui (Hanpumep, FreelPA).
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CrenyromM ypoBHEM 3allWThl SIBJISETCS AEMWINTApU30BaHHAs 30HA. B jeMuiIMTapr30BaHHON
30HE pa3MeUlaeTcsi MPOKCH cepBep, T. €. CepBep, KOTOPBIM OCYIIECTBISET MEpeHalpaBlICHUE
Tpaduka Ha cepBepa mpuwiaoxenuidt Directum RX. JlanHbIH ciioii HEOOXOAMM i 3allWUTHI
NPWIOKEHUSI OT HECAHKIMOHMPOBAHHOIO JOCTYyIA, a TaKXKe IPEJOTBpAIlaeT AKCIUTyaTalHio
ys3BUMOcCTeNl nepumerpa. Ha mpokcu cepBepe Takke HAaCTPOEH MEXKCETEBOM 3KpaH, KOTOPBIN
M03BOJISIET THOKO HAaCTPauBaTh CETEBOI JOCTYII K 3JIEMEHTaM ITPUIIOKEHUSI.

[Janee unér ypoBeHs cepBepoB npuiokenuid Directum RX, koTopslii BKilto4aeT B ce0sl HECKOIBKO
cnoés. CepBep MPHUIIOKESHUH, KOTOPBIA MOKET OBITh OPraHN30BaH, Kak U Ha tuiatdopme Microsoft
Server, tak u Ha wiatpopme Open Source Linux. Mcnons3zoBanne ®petimBopka DOT.net core,
KOTOPBIH SIBIIETCS KpOCCILTAT(OPMEHHBIM, TI03BOJISIET OPTaHU30BATh PA0OTY CepBepa MPHIIOKECHHUH
Ha JII000H JOCTYITHOW OllepanioHHOM CHCTEME.

Jns  obecriedeHnst OTKa30yCTOMYMBOCTH pPaOOTBI CHCTEMBI, YCTAaHOBKM OOHOBJICHHH Ha
OTICpAIlMOHHBIC CHUCTEMBI M Ha caMmy cucteMy Directum RX opraHm3oBaH KiacTep cCepBEpoB
npunoxenuit [13], koTopsiit MoxeT QyHKIIMOHHPOBATh, KaK U B pexume Active-Passive, Tak u B
pexume Active-Active. Tlogmepkka KiacTepH3alliy OCYIIECTBIIETCS Ha YPOBHE OIEpPalliOHHON
CHCTEMBI CepBepa MPUI0KEHUS.

Crnenyromuii ypoBeHp — codeTaHWs CTeKoB TexHouoruii Redis+RabbitMQ. 3to cucrema
YIpaBJICHUsT O4YepelsMH, KOTOpas HCIonb3yercss sl paboTel cucteMoit Directum RX. Crek
texnosoruit ELS+Kibana wcnomnb3yercst mis MHIASKcAlMU HH(DOpMAIK, KOTopas OTOOpakaeT
BHYTPEHHEE COCTOsIHUE cucTeMbl. DaiioBble XpaHunuma — 3To 0a3sl JaHHBIX cucteMbl Directum
RX, xoTopsIe sBIsIIOTCS. Hanbonee 3 GEeKTUBHBIM JUIS XpaHEeHHs JOKyMeHTOB. Kaaplil JOKyMeHT
B cucteMe peanusyercs nocpeactsom GUID o0bekTa Ha ypoBHe (haiinoBoii cuctemsl. Directum RX
MOJJIEP)KUBAET YNPaBJICHHE CChIIKAMU Ha OOBEKTHI (pailIOBBIX XpaHWiHLI. Bce MeTanaHHble U
JIAaHHbIE CIIPaBOYHMKOB XpaHATcs B 0Oa3e naHHbIXx Directum RX, koropas siBiseTcs Takke
KpoccruiaTopMeHHOH.

CepBep pa3pabOTKH sABJISIETCS KOMKMel Habopa cepBepHBIX KOMITOHEHT cucTeMbl Directum RX. Ha
cepBepe pa3paboTKU pa3BEPHYTHI CEpPBEp NPHIIOKEHUS, cepBep odepeneil RabbitMQ, non-SQL
CVYB/I Redis, ELK u Kibana.

B kauectBe cepBepa B/ B mpoekTe ucnonb3yercst cuctema PostgreSQL, Ha KOTOPOit pa3MelieHbI
MpOIYKTHBHAS 0a3a NaHHbBIX, 0a3a JaHHBIX CHCTEMBI pa3pabOTKH, a Takke 0a3bl JTAaHHBIX CUCTEMBI
ynpasieHus BepcusmMu GITEA. [lng sydmiero ympaBieHHS MaHHBIMH Kaxaas Oaza JaHHBIX
CHCTEMBI PacIookeHa B OTCIBHOM TAOJIMYHOM MPOCTPAHCTBE, YTO MO3BOJISIET THOKO YNPABISTh
OBICTPO/ICICTBEM CHCTEMBI DACIIOJIOKHB, HANPUMEpP, IPOJYKTHBHYIO CHCTEMY Ha OBICTPBIX
JIMCKaX, a CHCTEMBI TECTHPOBAHUS 1 pa3paboTKK Ha OoJiee MEVICHHBIX, YTO M OBLIO pealli30BaHoO B
paMKax mpoeKTa.

s noBeienust orkazoycroiunBoctd CYB/] B OyaymiemM MOXHO BHEIPUTD KIACTEPHOE PEIICHHUE,
KOTOPOE MO3BOJIMT PE3EPBUPOBATH BBIYUCIHTEIBbHBIE HOMBI PostgreSQL: PGSQL-cluster (Active-
Active) u PGQSL-backup (Active-Passive). DTo MHO3BOJMT MOBBICHTh OTKAa30yCTOHYHBOCTb
CHCTEMBI.

4. PazpabomaHHbie asieMeHmMbI MOQyJisi OsIsi aemomMamu3ayuu npouecca
9KOJsI02U4eCKO20 MOHUMOpPUH2a 8 cucmeme Directum RX

Pa3paboTka B cucreme Directum RX ocymecTBisieTcs mpu MOMOIIH S3bIKa MPOTPAMMUPOBAHUSA
BBICOKOTO ypoBHS C#. DTO Mo3BOJIIET HE TOJBKO 3()(PEKTUBHO pemarh OrpoOMHOE KOJUYECTBO
MPUKIIAIHBIX 3a/1a9, HO ¥ HCIIOIB30BATh YK€ TOTOBBIC PEHICHHUS IIPH IIOMOIIHA MEXaHN3Ma IMIIOPTa
CTOPOHHHX OHMONMHOTEK B cHcTeMy. Pa3paboTka KOMIIOHEHTOB MOAYJS BeJach COTJIIACHO
METOJIOJIOTUH Pa3pabOTKH MOJYJIEH CHUCTEMBI JIEKTPOHHOIrO JoKymMeHToobopoTa Directum RX.
XpaHEeHUE IAHHBIX B CHCTEME OOCCICUMBAIOT CIPABOYHHMKH, a I XPAHCHUS IOKYMCHTOB
UCTIONB3YIOTCS (DalJIOBbIC XpaHIWIWINA. MeTalaHHble B BHIC HECKOJBKHX B3aUMOCBS3aHHBIX
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KOMITOHEHT II03BOJISIIOT TMOKO HacTpauBaTh OHM3HEC-JIOTMKY CHCTeMBl. JIOKyMEHT B cucreme

peanu3yeTcst Iy MOMOIIM HECKOJIBKUX CYIIHOCTEH.

e Tyl KOKyMEHTA MO3BOJISET ONPENEIUTh JOKYMEHTONIOTOK, K KOTOPOMY OTHOCHUTCS JJOKYMEHT.
Taxoxe oT THIa 3aBUCUT HaOOp TOIel B KapTOUKE TOKYMEHTA;

e  JIOKyMEHTOIIOTOK — HarpaBjeHUE JIBI)KCHUS JOKYMEHTOB B KOMNAaHWH. PazinnyaloT MOTOKH
BXOJSIINX, HWCXOAANIMX, BHYTPEHHHX M JOTOBOPHBIX JIOKYMEHTOB. /[l Kaxmoro
JIOKYMEHTOIIOTOKa MPEIyCMAaTpPUBAETCS CBOH MOPAOOK 00paboTku mO pa3paboTaHHBIM B
KOMIIaHHH,

e Kaprouka mokymenra — Qopma, copepxkaiias HabOp XapaKTEepHCTHK, KOTOPBIC OIHCHIBAIOT
JOKYMEHT M MOTYT HCIIOJIb30BATHCS I TIONCKA U (PUIBTpanuy JIEKTPOHHBIX JOKYMEHTOB B
cucreme. Hammpumep, HamMeHOBaHHE, aBTOP, jaTa CO3JaHUs, BHJ U THI JOKyMeHTa. Taxxe B
KapTO4YKEC NTOKYMECHTAa MOKHO HACTpauBaThb IMpaBa JOCTylla Ha JOKYMCHT, CBA3U C APYTI'UMU
JOKyMEHTaMH, CO3/1aBaTh BEPCHH M MPOCMATPUBATh HCTOPHIO PAOOTHI C TOKYMEHTOM.

OCHOBHBIMU 00BEKTAMU MOHUTOPUHTA SIBJISIIOTCS )KMBOTHBIE, oOuTatomue Ha teppuropun OOIIT,

CJIeJIOBATEINILHO, TICPBOM 3aj[aucii SBJSICTCSA aBTOMATU3AIUS KJIACCU(PHUKAIMS KUBOTHBIX U JPYTUX

THIIOB O6'I)€KTOB 9KOCUCTCMBI. 33[[3‘18 aBTOMaTHU3aluKu Karajora TaKCOHOMHH BHJOB KHBOTHBIX

3aKJIroYanach B CO3JaHUU Habopa CIPaBOYHUKOB M MX 00BbEJMHEHHS B €IMHYIO HEPAPXHIO, & TAKXKE

3arpy3ka HCTOPHUYECKUX JaHHBIX 3aII0BEIHHIKA B JAHHYIO CTPYKTYpY cuCTeMBI. beuto paspaborano

BOCEMb OTAEIBHBIX CIIPABOYHHUKOB, CBA3aHHBIX JIPYT C IPYTOM MOJIEM-CChIIKOH. bplna pa3paborana

enuHas popMa co3JaHuA U PeIaKTHPOBaHMs BUIA )KMBOTHOTO [15], koTOpas npeacTasneHa Ha "puc.

3"
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Puc. 3. Kapmouka cnpasounuxa « Buovl s#cugommuvixy
Fig. 3. «Animal species» directory card
Js coopa uHpOpMAaIK 0 HAOMIOICHUAX OBUIH CO3MaHBI KApPTOYKU JOKYMEHTOB. J[s Kaxmoro
JIOKYMEHTa XapaKTePEeH CBOH HA0Op PEKBH3HUTOB, B TOM YHUCIEC CCBUIKH HAa CIIPABOYHUKH, OU3HEC-
npotiecchl u npoueayps [16, 17]. Hanpumep, aist pukcannu rubenu sxuBOTHOTO ObLT pa3paboTaH
JIOKYMEHT CO cliernaibHoi (opmoii. [Ipu 3arpyske gortorpaduu ¢ Mecta rudeinu >KHBOTHOTO OHA
cpasy ke oToOpakaeTcs Ha KapTOYKe JOKYMEHTa B COOTBETCTBYIOIIEM moje, puc. 4. OyHKIuUL
UploadPhoto, xoTopast mo3BosIsieT mpu HMIOPTHPOBAHUHK (aiiia B BEPCHIO TOKYMCHTA 3arOIHAT
COOTBETCTBYIOIIUI PEKBU3UT HA POpME JOKYMEHTA, MIPECTABICHA Ha JucTUHTre 1.

/// <summary>

/// Vicmosb3yeTcs njid 3arpy3ku GoTorpadmmu Ha KAPTOUKY HOKYMEHTa u3
ocJielHEe)N BepCumM IOKyMeHTa

/// </summary>

public void UploadPhoto ()
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{

var version = obj.Versions.LastOrDefault();
if ( version != null )
{
var body = version.PublicBody != null &&

version.PublicBody.Size > 0
? version.PublicBody : version.Body;
using (var memoryStream = new System.IO.MemoryStream())
{
body.Read () .CopyTo (memoryStream) ;
_obj.Photo = memoryStream.ToArray () ;
}
_obj.Ssave();
}
else
{
_obj.Photo = null;
}

}
Jlucmune 1, UploadPhoto
Listing 1. UploadPhoto

Puc. 4. Kapmouka cnpasounuka « Pecucmpayus eubenu scueomHuix»
Fig. 4. Card of the reference book «Registration of the death of animals»

[NonHplii HAOOp JOKYMEHTOB IIO3BOJISIET OTBETCTBEHHBIM 32 NPHPOAOOXPAHHYIO JAESTEIBHOCTD
COTpY/JHHKaM COOMpAaTh M KOHCOJIMANPOBATh HH(POPMANNIO 0 HAOIIOICHHS Ha KETHEBHOM OCHOBE,
HCIIONB3YSl €JIMHBIC CIPAaBOYHUKH U Kiaccudukaropst [18].

Jns cObopa maHHBIX O METEOYCJIIOBHMSX pPaHEe HCIIONB30BAJICS IIPOCTONH CHPAaBOYHUK IMOTOIHBIX
yCIOBHi, 0€3 KOJIMYEeCTBEHHBIX IOKasareneld. B pamkax mpoekra OBIIM pa3paOOTaHBI:
HMHTErpanMoHHass (GYHKOHS U B3aMMOJEWCTBHS C cepBHCOM SIHzaekc moroja (IpejcTaBieHa
auctuHrom ¢ynkuun RequestWeatherForecast), cripaBouHHKH CTaHIMI MOHUTOPUHIa, (HOHOBOE
3aJjaHue, KOTOPOE €XEHEBHO, KaX/IbIH yac, COOMpaeT JaHHBIC 110 BCEM CTAHIMSAM M COXPaHSCT UX
B cucteme [19]. Ha puc. 5 npuBeaén npuMep 3amucH crpaBovHuKa «MeTeoaHHbIe.
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Puc. 5. Kapmouxa cnpasounuxa «MemeooanHuviey
Fig. 5. Card of the reference book «Meteorological data»

public static YandexWeatherForecast RequestWeatherForecast
(string lat, string lon, string lang, int limit,

SortedDictionary<string,

Boolean hours,

Boolean extra)

string> urlParamsDictionary

= new SortedDictionary<string, string>()
{
{"lat", lat.Replace(",", "." ) 1},
{"lon", lon.Replace(",", "." ) 1},
{"lang", lang},
{"limit", limit.ToString() },
{"hours", hours.ToString() },
{"extra", extra.ToString() },
bi
string requestURL = "https://api.weather.yandex.ru/v2/forecast?",
parameterString = "";

(KeyValuePair<string, string> keyValuePair
in urlParamsDictionary)

foreach

parameterString += keyValuePair.Key + "="
+ keyValuePair.Value + "&";

}
string resultUrl requestURL + parameterString;
WebRequest request WebRequest.Create (resultUrl) ;
request.Headers.Add (Constants.Module.YandexWeatheApiKey) ;
WebResponse response request .GetResponse () ;
var dataStream response.GetResponseStream() ;
StreamReader reader new StreamReader (dataStream) ;
string responseFromServer reader .ReadToEnd () ;
response.Close () ;
return JsonConvert.DeserializeObject<YandexWeatherForecast>

(responseFromServer) ;

}
Jlucmune 2. @ynxyus RequestWeatherForecast
Listing 2. RequestWeatherForecast function
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Jis aBTOMaTH3anumu cOopa [aHHBIX OBl HKCIOJNb30BaHA CTAHAAPTHAs (YHKIMOHAIBHOCTH
mratopmsr Directum RX 771t BEITIOTHEHMS TEPHOIMYIECKUX 3a1annii — «DoHoBbIe 3ananus» [20].
YroObl 00eCIICUNTh YHUBEPCATIBHBIN MOIX0/ K PEealn3aluid HHTCTPAIIMOHHBIX MEXaHU3MOB OBLIO
NPUHATO pEIICHUE pa3padoTaTh OTICNIBHBIA MOAYJbh «HTerpaims», B KOTOPOM XpaHSTCS
HACTPOWKHM JJIsl BHEIIIHUX CEPBHCOB, KOHCTAHTHI M Jpyras pejieBaHTHas WHpopmanuio. B pamkax
MOJIyIIsl OBLTO pa3pabOTaHO /1Ba CIIPABOYHHKA:

®  BCHJOPHI — KOMITAHUH U CEPBUCHI, C KOTOPHIMH OYET BBIOTHITHCS HHTCTPAIIHS,

®  HACTPOMKHM MHTETPALMU — CIIPABOYHUK C YHUKAJIBbHBIMA HACTPOUKAMU JJIs1 KaXKI0TO BEHAODA.
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Fig. 7. Comparative table of animal encounters and traces of their life activity
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COoTpy/ZHUKH 3allOBEJHHKA PETYISPHO MPOBOAAT 00XOIbI MO (MKCUPOBAHHBIM MapuipyTam. B
paMKax o9Tod pabOThl (UKCHPYIOTCS BCTPEYM C JIUKHUMH JKMBOTHBIMH MM CIENAMH HX
xusHeaesTenbHocTH [21]. JlaHHBIN mpomece SBISIETCS BaKHOW YacThIO JAHHBIX YKOJIOTHYESCKOTO
MOHUTOpHHTA. KOJM4uecTBO BCTped ¢ ANKUMHU KUBOTHBIMH 32 IIEPUO/] SIBJISIETCS] BAYKHBIM KPUTEPHUEM
HaOJIIONCHUsT 3a MONYJSAUUEH J>KUBOTHBIX W IUHAMUKON €€ YBENMYCHHS WIM YMEHBIICHUS.
dakTHUeCKH, KOHCONMIUPOBAHHBIC TaHHBIE MO 00XOZaM IIO3BOJIIOT NPUHHUMATH PELICHHs IO
yCTaHOBKE ()OTO JOBYIIEK M KOPMYIIEK IS )KUBOTHBIX. BBIT pa3paboTaH HOBBIM THIT JOKYMEHTa
«O06x0BI IO MapIIPyTY». JJlaHHBIN CIIPABOYHUK BKITIOYACT B ce0S HH(POPMAIIHIO O TeorpapuIecKux
KOOpAMHATAX IPOBEAEHHBIX HCCICNOBAaHMH M BKIJIIOYAeT CCBUIKM Ha CHPaBOYHHMK «Buumbl
KHMBOTHBIX», KOTOPBIX YJaJOCh MACHTH(HUIMPOBATh B pamMkax oOxoxa. Kaprouka nokyMeHTa co
BCEMH PEKBH3HTaMU IpeJCTaBIIeHa Ha puc. 6.

Directum RX mo3Bossier pa3pabaTsiBaTh CTATUCTUYECKUE OTYETHI 1T0 TAHHBIM, KOTOPBIC XPaHSTCS
B cucTeMe. B paMkax pelieHus NocTaBIeHHOI 3a1a4uu ObUT peasln30BaH OTYET O BCTPEUax ¢ TUKUMHU
KUBOTHBIMH B pa3pe3e Pa3INUHBIX CE30HOB rojia. JJaHHbII OTYET TaKKe TO3BOJIAET CeNIaTh BBIBOIBI
00 M3MEHEHUH TOMYJIAIH KOHKPETHBIX BUAOB XUBOTHBIX. CKPHHIIOT OTYETa MPUBEAEH HA pHC. 7.

5. 3aknro4yeHue

B cratbe OblI1a paccMOTpeHa aBTOMAaTU3aLKs IPOIECCa YIKOJIOTMYECKOTO MOHUTOPHHTA B OJTHOH U3
OOIIT Ha 6a3e cuctembl ynpasnenus kontentom Directum RX. PaccmotpeHa posieBast MOfeIb
OyIylIMX HOJIB30BaTeICii CUCTEMBI, IPOAEMOHCTPUPOBAHA TEXHUUECKAsE apXUTEKTYpa CUCTEMBI U
pa3paboTaHHbIe KOMIIOHEHTHl Moayis. OmnucaHbl 3Tambl pa3padOTKH MOAYJSA: pa3padoTKa
CIPaBOYHUKOB U HHTETPALIMH C CEPBUCOM SIHAEKC morona.

[IponeMOHCTpUPOBAaH HOBBIA ABTOPCKHI MEXaHHU3M HHTETpallid C BeO-CEpBUCOM M CO3JaHUs
HepapXUUECcKOro 8-MU YPOBHEBOTO CIIPABOYHUKA TAKCOHOMHH YKMBOTHBIX, OMICAHBI KOMIIOHEHTHI
CHCTEMbI, KOTOpbIE HEOOXOAUMO M00aBUTH Ui KOPPEKTHOro (YHKIIMOHHUPOBAHUS PEIICHUS.
Paspabotana aBToMaTH3anus NeHCTBAH MOIB30BaTeNeH U1t cOOpa He0OX0IUMOW HH(DOPMATTIH IS
BBITIOJTHEHUS] OMOHAOTIOIEHUA.

HabGop pemenuif, mnpexnctaBieHHbII B HacTosAmed paboTe, JEMOHCTPUPYET MEXAaHHU3MBI
aBTOMATHU3AIMU JIeHCTBUI moJb3oBareneil cuctembl Directum RX. MexaHusm uHTerpaiuu c
BHEITHUMH BeO-CepBUCAMH SIBIISICTCS HOBOH Pa3pabOTKON M aHAJIOTOM IUIATHOTO PEMICHHUS, TOATOMY
MIPECTaBILIOT HAYYHBIN HHTEpEC KaK 00pa3el] Uil MPUMEHECHHUS JIYUIIHX MPAKTHK aBTOMAaTH3aIUI
B cucreme Directum RX mnomobHoro poma [22]. Takxke HaHHOE pEIICHHE MOXET ObITh
THPAXUPOBAHO HA JPYTUe MapKH U 3alOBEIHUKH, YTO YHHODHUIUPYET COOHMpaeMble TaHHBIC H
MO3BOJIMT MPOBOJIUTH MO 3THM JAaHHBIM MHOT'O()AKTOPHBIA aHAJH3, CTPOUTH MOJICIH, MOIYy4YaTh
3aBHCHUMOCTH M KaK Pe3yJbTaT NMPHHUMATh MPABUIIBHBIC PCIICHUS 0 YIPABJICHUIO MOIMYJISIUCH
IUKUX KUBOTHBIX. CHCTeMa Ha [OaHHBIA MOMEHT HAaXOOUTCS B OIBITHO-IPOMBINIICHHON
9KCIUTYyaTaIlUH U HCIIONB3YETCS COTPYIHUKAMHE 3aIIOBETHUKA JUTS PaOOTHI.
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Bcepoccuiickuit HUH mexnuueckou guszuxu umenu axademuxa E.U. 3ababaxuna,

456770, Poccus, e. Cuesicunck, Yensbunckas obracme, yi. Bacunvesa, 13

AuHoTauusi. B nanHoit pabore npuBoauTes obliee onucaHue nporpaMMuoro obecnedenus Slurm-BHUNT®,
pazpabotkn PI'YII POAL-BHUUT® wnm. akamem. E.M. 3ababaxwna, BKIIoYas €ro apxurekTypy u
BO3MOXXHOCTH 110  YNpPaBICHHIO  pecypcaMH M IUIAHUPOBAaHUIO — MNPOXOXKAEHHWS — 3agad  Ha
BBICOKOTIPOHM3BOIUTENILHBIX BRIYUCIUTEIBHBIX CHCTEMAX, IPeJHA3HAUCHHBIX IS PEIICHHS 3a4a1 YHCICHHOTO
monemuposanus (BBC). [IpoBeneHHble B X0Ie MHOTOJIETHHX pPa0OT, CBA3aHHBIX ¢ dKcIuTyaTanueir BBC,
HCCIIeIOBaHUS, TTIOKA3bIBAIOT, YTO 0a30BBIX BOZMOKHOCTEH IporpaMMHOro obecredenust Slurm (Simple linux
utility for resource management) SBHO HEZOCTATOYHO IJIs1 (PPEKTUBHOTO MCHOIb30BAHUS BHIYUCIUTEIBHBIX
pecypcoB B KPYIHBIX BBIYHCIHTENBHBIX IEHTPAx, MO3TOMY aBTOPaMM JAHHOW MyOJIHMKAIMU Mpeasiaraercs
YCOBEpLICHCTBOBAHHAS MOJUTHKA YIPaBICHHS 3aJa4aMi U PECypCaMy, OIMHMCHIBAIOTCS MOJIYJIH PAaCHINPEHUs
(mnarunel) k Slurm, paspaborannsie B OI'VII POAL-BHUNUT® wum. akagem. E.M. 3ababaxuna u
peanusyrolye 3Ty MOJIUTHKY.
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Abstract. The Slurm-VNIITF software developed by Federal State Unitary Enterprise “Russian Federal
Nuclear Center - Zababakhin All-Russian Research Institute of Technical Physics”, it’s architecture, resource
management capabilities and task management for numerical simulation HPC systems described in this paper.
During many years usage of the HPC systems researches show that the basic features of the Slurm (Simple
linux utility for resource management) software are clearly insufficient for the effective use of computing
resources in HPC centers. Therefore, the authors of this paper propose an improved task and resource
management policy. Slurm extension modules (plugins) for implementing this policy also described in this
paper.
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1.BeedeHue

MHOTONETHUH OMBIT SKCIUTyaTallMH BBICOKONPOM3BOAMUTENBHBIX BBIYHCIUTEIBHBIX CHCTEM,
npenHa3HaYeHHBIX Ui PEIICHHUS 3a/1a4 YHCICHHOTO MojienupoBanus (manee no tekcty — BBC) [1]
B OI'VII POAL-BHUUT® um. akanem. E.J. 3a6abaxuna (nanee no tekcry POSAIL-BHUNT®D)
MOKa3al, YTO BO3MOXXHOCTh 3()()EKTHBHOTO MCHOJB30BaHUS BBIYUCIHUTENBHBIX pecypcoB BBC
0e3yCJIOBHO CBsI3aHAa C peajM3yeMbIMU MOAXOAaMH 10 (QyHKIMOHAJIBHOW OpraHU3allMH PacyeToB
3ajad4, yrnpasieHus ux odepensto. B BBC atu ¢yHKIMM BO3nararorcsi Ha CrelHaIn3upOBaHHYIO
MOJICCTEMY YIpaBJIEHUS 3aJadyaMM U pecypcaMmM, KOTopas IpeIHa3HaueHa Uil 3alycka |
BBINIOJHEHMS 337ad II0Jb30BaTeNei (MPHUKIaTHBIX HPOrpaMM) B IAKETHOM W HHTEPaKTHBHOM
pexxume Ha BbraucnutensbHoM mone BBC. B 2015 rogy B POAL-BHUUT® Orina paspadborana
npenHasHadeHHas st ucnoib3oBanus Ha BBC oneparonnas cuctema «CI1IO Cymep-2BM»y [2].
Opnum u3 koMnoHeHToB «CIIO Cynep-DBM» siBaseTcss mporpaMMHasi 4acTb 3TOH HOJCUCTEMBI
YIpaBIeHUS 331a4aMy ¥ pecypcaMu, OCHOBaHHasI Ha IPOTpaMMHOM 00€eCIIedeHUH (Jajiee IO TEKCTY
I1O) Slurm (Simple linux utility for resource management) [3], paspaboranHom B JIuBepMOpPCKOit
HarmoHampHOU nabopatopun M. Jloypenca (Lawrence Livermore National Laboratory) wu
¢yHKIHOHATRHO AonoTHEHHBIM B POAL-BHUUT®. IlpoBeneHHBIC B X0/€¢ MHOTOJICTHUX padoT,
CBSI3aHHBIX ¢ dKcmuTyartanueit BBC, uccrneaoBanus, moka3bIBaloT, 4To 0a30BbIX Bo3MoxHOcTel 110
Slurm siBHO HemocTaTo4HO I 3(PHEKTUBHOrO HMCIONB30BaHUS BBIYMCIHUTENBHBIX PECYPCOB B
KPYITHBIX BBIYMCIUTENBHBIX IIEHTPax, MO3TOMY aBTOpPaMU IaHHOW IyONMKallMU Mpeajaraercs
YCOBEPIICHCTBOBAHHAS IOJUTHKA YIIPABICHMUS 3aa4aMU U PECypCaMH, OMHUCHIBAIOTCS MOIYIH
pacumpenus (ruiaruubel) K Slurm, paspabGorannsie B POSAI-BHUUT® wu peanusyroume sty
TIOJIUTHKY.

B TexcTe 1OKyMeHTa HCHONB3YIOTCS CIEAYIOIINE TOHSITHS:

e «basoBoe IIO Slurm» u «0a30Bble BO3MOXKHOCTH» TI0 OTHOIICHHIO K CBOOOIHO
pacmpoctpansiemoii Bepcuu 10 Slurm;

o «PaCHIUPEHHBIC BO3MOKHOCTU» IMPUMEHHUTEIILHO K (byHKI_[I/IHM, pCajin30BaHHBIM B IJIariHax,
paspabotaunsix B POAL-BHUUT® (ITO Slurm-BHUUT®);

e «3amaya» (B TepMuHONornH Slurm job) — equHMIA TIIAHUPOBAHUS BBIAEIEHUS PECYPCOB LIS
MIPOBEICHUS ONPEACICHHON BEIYUCIUTEIFHON paOOTHI;

®  «3ajJaHWe» — OINHUCAHHE 3aJlaud, TOJATOTOBJIEHHOE IOJIb30BaTeNieM IS BBOJa ee B Slurm,
comepxkamiee TpeOyeMble JUIS 3aJadd Pecypchl U BBIONHSAEMBIC JeHCTBHS (CleHApHid
BBITTOJTHEHHSI 33/1a4H);

e npouecc (B tepmunonorun Slurm task) — uacte mapanienpHOU 3aauu, 3amyCKaeMbIMU
komnonertamu [10 Slurm ua BerunciuTenpHbIx y3nax BBC.

2. OnucaHue cmpykmypbI 6a3oeol eepcuu SLURM

J1J1s1 4eTKOro MOHUMAaHHUs BO3MOKHOCTEH 1 rpezieoB Moaudukanuu 6azosoro [10 Slurm npusenem
ONHCAaHWE €ro CTPYKTYPHl, OIECHUM peaJH30BaHHBbIC (YHKIMH IO YIPaBICHHIO PpECypcamw,
YIpaBJICHUIO TUIAHUPOBAHKUEM 3aIlyCKa U 3aIlyCKOM 3a]ad.

ITO Slurm sBisieTcst BRICOKOMAcCHITaOUPyeMO MPOrpaMMHON CHCTEMOM ¢ OTKPBITHIM HUCXOHBIM
KOZOM, TpEIHA3HAYCHHOW MU YOPABICHHS pEeCcypcaMd BBIYHCIHTEIBHOTO KOMIDICKCA,
IUTAHUPOBAHHMS U 3aITyCKa BHIYUCIUTEIBHBIX 331a4. [1O Slurm BEIONHSACT TPU KITFOUEBbIC (DYHKITHH:

° OIpeACIAC€T MW 3aXBaTbIBACT PCCYPChI (BLI"II/ICJ'II/ITCJ'H)HI)IG y3ibl, OII€paTHBHAA MaMATDb,
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MIPOIIECCOPHI, SIpa) UL MOIh30BaTeNeii B HEOOXOMMOM KOJIMYECTBE Ha ONPEAeIEHHOE BpeMS;
®  IIPEIOCTaBIICT CPENCTBA [UIA 3allyCKa 1 MOHUTOPWHTA 33124 Ha BBIICICHHBIX y3JaX;
e  OpraHm3yeT ouepeib 3a1ad, BEIOIHACT IUIAHUPOBAHKE 3aITyCKa 3a/1a9 COTJIACHO HACTPOCHHBIM
MpaBUJIaM, MPEIOTBPAINACT KOH(IIUKTHI IIPU 3aXBaTE PECYPCOB.

B '\
sinfo / slurmetid
squeue /
scancel
sacct slurmd
ey e,
srun / slurmd W a slurmd slurmd

Puc. 1. Cocmas I10 Slurm u ezo komnonenmos
Fig. 1. Slurm structure

IO Slurm coCTOUT U3 CIIEIYOIINX OCHOBHBIX KOMIIOHEHTOB (CM. pHc. 1).

e IlentpanbHbiii memMoH slurmctld (kouTposuiep) — ympasisier pabOTON Bceill MOACHCTEMBI H
oOpabaTpIBaeT 3ampochl IOJb30BaTeNbCKUX KomaHna. Kak mpasuino, mis BBC B memix
OTKa30yCTOWYHMBOCTH JIOTIOJHUTEILHO MOXKET (YHKIMOHHPOBATh PE3EPBHBIH KOHTPOJLIED,
3alyIIeHHBIH Ha JpyroM (HU3WYeCKOM WM BUPTYaJbHOM cepBepe. Pe3epBHbIN KOHTpoIuiep
MOJTy4JaeT yIpasJIeHUEe B Cllydae 0TKa3a OCHOBHOTO cepBepa. KoHTpouiep BEIMOIHAST GYHKIMN
MEHE/Kepa PecypcoB M IUTAHMPOBIINKA 3a/1ad.

e Kimenrckue npemoHsl slurmd, paOoraromye Ha KaXJIOM BBIYHCIMTENILHOM Yy3ie. Bce
KJIMEHTCKHUE JAEMOHBI B3aUMOAEHCTBYIOT JIPYT C IPYTrOM U IPYTHMHU KOMIIOHEHTAMH Yepe3 CeTb,
00pasys 0TKa30yCTOHYHMBYIO HEPAPXHIECKYIO CTPYKTYPY.

e  VrwiuTbl (KOMaH[bl), IpeIHA3HAYCHHBbIE JUIS B3aUMOJICHCTBHUS IOJIb30BaTeNsl (MK
aaMHUHHUCTpaTopa) ¢ Slurm;

e HeoOs3arenpHbii JeMoH slurmdbd, KOTOpBIE MOXET HCHOIL30BAThCSA IS COXpPaHEHHS
CTaTHCTHYECKON M yu€THOW MH(OpMaIMK 10 33jadaM, MOJb30BaTeIsIM M pecypcam B 0azy
naHHbIX. OnH eMoH slurmdbd MoXeT UCTIONB30BaTHCS 1Sl HECKOJIBKHIX KIIACTEPOB U XPaHUTh
nH(OpMaLHIO B CIEUAIBHO NpeHa3HAYEHHO 111 9TOro 6ase JaHHbIX.

Jlornueckue 00beKTHI, yrpasisgemsle [10 Slurm, BKIIIOYAIOT ClIeAYIONME CYIIHOCTH:

e  y31bl (nodes) — BEIYUCTUTENHHBIE PECYPCHI;

e  pazgens! (partitions) — y3JIbl, IOTHYECKH 00bETMHEHHBIE B OTHO MHOXKECTBO;

e pesepBaimu (reservation) — BbIACNCHHBIC Ui CICHUANBHBIX LEJICH Y3/1bl, JIOTHYCCKH
00beANHEHHBIE B OJTHO MHOXECTBO;

e 3ajauy (3a1aHus, jobs) — 3aJaHHAs MOJIB30BATENIEM BBIYUCIHUTENbHAs padoTa, 1Mo KOTOPYIO
Tpebyetcs BbLenuTh pecypcsl BBC Ha onpesneneHHoe Bpems;

e aru 3aganus (job steps) — MHOXKECTBa IPOLIECCOB (IK3EMIUIIPOB IPOrPaMMBbl) BHYTPH 331a4H,
obOpabaTbIBaeMbIC OJIMH 3a APYTHM.
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Paznensl u pezepBau MOXHO PacCMaTPUBATh KakK LENEBOM Pecypc MIaHUPOBAHMS OUYEPEaHN 3aad,
KaXXJast 13 KOTOPBIX HIMEET HaOOp OTpaHUIECHUH, TAKMX KaK: YHCIIO BBIAEISIEMBIX AJISI 33/1a9H y3JI0B,
pa3peméHHbIe MONB30BATENH U T.1. Y3IIbl BHYTPH pa3/ielia BBIACISIOTCS AT 33134 JI0 TeX 10p, ToKa
JIOCTaTOYHO pecypcoB (Y3JI0B, IPOLECCOPOB, MaMATH U T.1.). [locie Toro, kak nox 3agauy BblAeNIECH
Ha0Op Y3JIOB, TOJIb30BATENIb MOXKET WHUIMMPOBATH IIard 3ajaHus (3allycKaTh MapajuieiibHbIC
nporpamMmmsbl) B Jr000H KOH(GUrypalluu Ha BBIJEICHHBIX pecypcax. Hampumep, oauH mar Moxer
UCIIONb30BaTh Cpa3y BCE Y3Jbl, BBIACICHHBIE Ui 33/1ayd, MM HECKOJIBKO ITYHKTOB MOTYT
HE3aBHCHMO HCIIOJIB30BATh TOJIBKO YacTh Y3JIOB.

IIpn mocraHoBKe 3amauu MOJb30BaTens B odepens Ha ucnoiHeHue [10 Slurm 3amomuHaer
neHTU(HUKATOP TI0JIL30BATENs], MOCTABHMBLIECIO 3a/ady, W CBSI3aHHBI C HUM HJICHTH(UKATOP
rpynnsl. B nanpHelmem, mocie BbIIEISHUs. BBIMUCINTEIBHBIX pecypcos, I10 Slurm ocymectsiser
3aIllyCK IPOLIECCOB BBIMOJHSAEMBIX B 3aJade MpOrpaMM W Ha3HayaeT MM paHee COXpaHEHHBIC
UACHTH(HUKATOPHI TIOJIB30BATENS M Ipynmbl. TakuMm oOpa3oM, MpoLecchl Ha BBIICICHHBIX 3a/aue
y3J1ax UMEIOT Te JKe TpaBa J0CTyNa K JaHHBIM, YTO U N0JIb30BaTeNb, 3aITyCTUBIIN 3a/1a4y.

3. Bo3moxHocmu 6a3oeol eepcuu SLURM no ynpaesneHuro pecypcamu

Bonpmas wacte 3amaBaeMbIX MpH IIOCTAHOBKE 3aJad4d B OYepenb IapaMeTpPOB OMICHIBACT
TpeOyeMble U1 3aJadd pecypchl. B mepBylo ouepenp 3To HMs TpeOyeMoro pasiena N
pesepBanuu. Ecim OHM He yKaszaHBI, HCIOJB3YeTCS pa3zel, 3aJaHHBIH aIMHHHUCTPATOPOM Kak
ocHOBHOH. [lonm pasmemoMm mompa3yMeBaeTCss MHOXKECTBO Y3JIOB, OOBCIMHCHHBIX OOIIUMHU
CBOMCTBaMH (apXUTEKTYpPa, XapaKTEPUCTHKH, Ha3HaueHne). OIHa 3a1aua He MOXKET 3aHUMATh Y3JIbI
W3 pasHBIX pa3felioB, XOTSA OTHH M T K€ Y37l MOTYT BXOAWTH B pa3HbIC pa3fensl. Pazmeis
CO3JAF0TCS aMUHKUCTPATOPOM MpH KoHpurypuposauuu [10 Slurm na BBC.

PesepBammeii Takke SBISIETCS MHOXKECTBO Y3J0B, HO, B OTIMYHAE OT pa3/eioOB, pe3epBaIliH
CO3/MAlOTCS ISl BBITIOJHEHHUS CIEHHANBHBIX JEHCTBHH, TAaKMX KaK HACTPOWKA Y3JIOB, WIIH
BBITIOJTHEHWE 3aJlad B 3aJaHHBId TPOMEXYTOK BpeMeHW. PesepBanuu TakxkKe CO3A0TCS
aJMUHUCTPATOPOM, HO, TI0 MEPE HEOOXOAUMOCTH, MOT'YT OBITh CO3/JaHbI HITH yIAJICHBI B KOMAaHIHOM
pexume Oe3 BHECEHHS] M3MEHEHHH B KoH(urypamuonusie ¢aiiner 1O Slurm. B ormmume ot
pasnenoB, pe3epBaluu CHa0XKarTCsl CTUCKOM JIOCTYIA, T.€. HE BCE TOJIb30BATENH MO0 YMOITIAHHUIO
JIOITYCKAIOTCS K KOHKPETHOH pe3epBarui.

Crnenyroinas Tpymna napaMmeTpoB BKIOYAET B ceOs1 HHDOPMAIIUIO O KOJHUYECTBE TPEOYEMBIX IS
3a/1a4il BBIYMCIUTEIBHBIX Y3JI0B, a TAKXKE O MAaKCHMaJIbHOM KOJMYECTBE 3aMlyCKaeMbIX B 3ajaue
OJIHOBPEMEHHO MapajuIeNbHBIX TporieccoB. [lockonbky ocHOBHOE HazHaueHue [10 Slurm — 3amyck
napauieNibHbIX POrPaMM, UCIOIB3YIOIUX TexHoioruio MPI [4] mis B3auMoieiicTBHS TIPOLIECCOB
mapauieNbHBIX Tporpamm, To B [1O Slurm ucnons3yercs ais atoro nousatue «task» u3 MPI, xoTs
1O Slurm Takxe criocobHo yunteiBaTh HoTOKH OpenMP («threadsy) [5].

B a1y e rpymiy BXOIAT JONOJHHUTEIBHBIC TTAPaMETPhI, YTOUHSIOIINE TpeOyeMble XapaKTePUCTHKH
Y3JI0B: YHMCJIO COKETOB [yl IMPOLIECCOPOB Ha Y3JI€, YUCIO SAep MpOLEccopa, YUCIO IMOTOKOB,
MIPEe/IIoIaraeMbIX K 3aIyCKy Ha Mpolecce, HAIMIHE U THII YCKOPHUTEIIS, TPEOyEeMYIO IS IPOIIECCOB
3aJa4d OMEPATHBHYIO NaMsATh Ha y3Je, creluaibHbie Bo3MoxkHocTh (features), HazHaueHHblie
aJMHHUCTPATOPOM JUIS BBIYHCIUTEIBHBIX Y3JIOB U MHOTOE Apyroe. MHOTHE U3 3TUX MapaMeTpOB
B3aMMOCBSI3aHbI, 3TO MO3BOJISET IOJIH30BATEIIO 33/1aTh TPEOyEeMyH HH(POPMALUI0 MaKCHMAIILHO
YAOOHBIM CITIOCOOOM.

[T1aHUPOBIIMK KOHTpOIUIEpPa IPU MPOCMOTPE OUSPEIH 3a/1a4 00paIaeTcs K MCHEIDKEPY PeCypcoB
UIs moadopa MHOXKECTBA Y3JI0B, KOTOpbIC ObUIM OBl CBOOOJHBI B HACTOSINEE BpeMs U
YIOBJIETBOPSUIN 3aJaHHBIM B 3agade TpeboBanusM. Ilociie ycrenHoro miaHupoBaHus 3a1aq, T.¢€.
B MOMEHT, KOT/Ia HEOOXOAMMBIN Ha0Op y3JI0B chOpMHUpPOBAH, MEHEKEP PECYPCOB 3aKPETUIIET HX
3a 3amagamMu. [locie 3aBepIIeHus IpOIEecCOB 3a/1a4 MEHEIKEP PECYPCOB OCBOOOKIAECT PECYPCHI,
BBIJICJICHHBIC MPOLIECCAM, JICNast UX JOCTYIHBIMHU JJIs IPYTHX 32144, OXKHUIAIOIINX CBOCH OUEpPeIH.
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4. BoamoxxHocmu 6a3oeol eepcuu SLURM no ynpaeneHuro nnaHupoeaHuem
3anycka u 3anyckom 3aday

Byny4n, kak ciiefyeT U3 Ha3BaHHs, B OCHOBHOM MEHekepoM pecypcos, [1IO Slurm, Tem He MeHee,
IpeCTaBIseT BO3MOXKHOCTH AJIs MJIAHUPOBAHUS 3allycKa 3aad. Takux BO3MOXKHOCTEH TpH:

¢  KCIIOJB30BAHUE OJHOIO U3 IBYX MPOCTHIX BHYTPEHHUX ILIAHUPOBIIUKOB;

e  KCIOJB30BAaHWE IUIAHUPOBIINUKA CTOPOHHHMX MPOM3BOIUTENCH, UHTErpHpyeMBIX ¢ IO Slurm
(manpumep, Maui [6], Moab [7]);

e  HamucaHue COOCTBEHHOTO ITAHMPOBIIMKA (JIJI 3TOTO MPEIYCMOTPEH YPOBEHD HHTEP(EHCOB).

B cocras I1O Slurm BxonsT nBa THIIA BHYTPEHHHUX IUIAHUPOBIIAKOB:

builtin (BcTpoeHHBIN);
backfill (c oOpaTHBIM 3aTIOTHEHUEM).

B o6riem Bujzie B mporiecce mianupoBanus B [10 Slurm BBIMOTHSIOTCS CICAYIONINE ACHCTBYS:

e co3JaeTcs CIMCOK TOTOBBIX K 3aMyCKy 3a1ad (T.e. TAaKUX, U1 KOTOPBIX BBINIOJHEHBI BCE
YCIIOBUSI, HAIPAMEP, BPeMs Hadalla BBITIOHEHHMS, M 3aBUCHMOCTH OT COCTOSIHUSI IPYTUX 3a]a4);

®  CIIMCOK 3aJ1a4 yIoOpsA04YMBACTCS 110 HECKOJIbKMM KPUTEPHUAM, OCHOBHBIM M3 KOTOPBIX SBJISETCS
MIPHOPUTET,

e ¢cCIM KOJIMYECTBO 3aJa4 B CIMCKE IIPEBBINIACT 3aJaHHBII IIPENEN, OTCEKAeTCsl MeEHee
MIPUOPUTECTHASA YAaCTh CIIMCKA,

® ISl KaXK/I0M M3 33724 (POPMUPYETCS CITUCOK PECYPCOB (Pa3/IeioB WIIK pe3epBalii), Ha KOTOPBIX
JIOIIyCTHUM 3aIlyCK 3TOH 3a1auH;

®  [PEANPUHUMACTCS IONBITKA BEIYMCIICHUS BPEMEHH 3aIlyCcKa 3a/1a4 U3 CIIHCKa.

BceTpoeHHBIH ITaHUPOBIUK MPOCTO OEpeT caMylo MIPHOPUTETHYIO 3a/1a4y U3 HHXKHEH JacTH CITUCKa
U OBITAETCS MOA00paTh JUI HEE Y3Ibl U3 CIMCKA PECYPCOB, COCTABIEHHBIX Uit 3azaud. Eciu
HEeOOXOJMMbIE y3JIbl HAXOJSATCs, 3ajaue YCTAHABJIMBAETCS TEKyIlee BpeMs Ul 3amycka u
paccMaTpHUBAETCsT BO3MOXKHOCTh 3allyCKa CIEAYIOmed 3aiayu. B MPOTHBHOM Cliyuae MpOLECe
PACCMOTPEHHS JAHHOTO CIIUCKA 337124 NPEKPAIIAETCS.

IT1aHUPOBIIMK ¢ OOpATHBIM 3alOJHEHUEM IIBITAETCS COCTABHMTH PACIMCAHHME 3amycKa 3ajad,
YYUTHIBasE BO3MOXKHOCTh OJHOBPEMEHHOTO 3aIlyCKa HECKOJBKHMX 3ajau. 3a OCHOBY OISTH K€
Oepercst yIOPsAIOUEHHbINH 10 IPUOPUTETAM CIIUCOK 3aJady, i KOTOPBIX C YY4ETOM 3aKa3aHHOIO
BPEMEHH CUETA CTPOUTCS PACIMCAHKE 3aITyCKa. 3aTeM CBOOOHBIE PECYPCHI 3AMONOHIIOTCS MEHEE
IPUOPUTETHBIMK 3anadamu. [Ipu 3TOM obecreunBaeTcst 0ojiee IUIOTHOE, MO CPABHEHHIO C
BCTPOCHHBIM [UIAHMPOBIIUKOM, 3arojHeHue BoraucnurensHoro moist BBC. Ilpu cocraBiennn
pacIMCaHusl YYUTHIBAIOTCS pa3Mep 3aj1adn (KOJIUYeCTBO TpeOyeMBIX VISl €€ BBIONHEHUS y3JI0B),
3aKa3aHHOe BpPEeMsI CYeTa, BO3MOXKHOCTh COBMEILCHHS Pa3HBIX 3a/lad Ha y3JaX W MHOTOE APYyroe.
[propuTeThl HA3HAYAIOTCS 3aJa4aM IHHAMHYECKH, MCXOMs U3 BPEMEHH HaXOXICHUS 3a1a4yd B
COCTOSIHMHU OXKHJIAHUsI, PA3MEPOB 3a/1auH, 3aKa3aHHOT0 BPEMEHH CUETA.

T'oToBast K BHIMIOIHEHHUIO 3a/1a4a OTIIPABISIETC KOHTPOJLIEPOM K KoMmmoHeHTe slurmd Ha riepom u3
BBIOpaHHBIX IS 3ama4dd y3a0B. Jlemon slurmd ofGecneumBaeT 3amycK MpoOIECCa, HA KOTOPOM
UCIIOHAETCS CLEHAPHMH 3a1a4u, COOUPAET U MEPENAET KOHTPOJIEPY BHIBOHbIE (ailiibl IPOLECCOB
3amaun (Stdout m Stderr), KOHTpoNHpyeT WCIOIB30BaHKE BHYTPeHHHX pecypcoB y3ma (CPU u
ONEPATUBHOM NAMATH), a TAKXKE OTCIIEKMBAET 3aBEPIICHUE 3a/1aud M IIEPENaeT TO COOBITHE
KOHTpOJLIEPY.
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5. BoamoxxHocmu 6a3oeol eepcuu SLURM no pacwupeHuro ¢pyHKyul

Iporpammuoe obecnederne SIUrM OpHEHTHPOBAHO HA HCIIOIB30BAHUC ITOAKIIOYACMBIX MOIYICH
(mraruHOB). CyInecTByeT HECKOJIBKO THUIIOB IUIATMHOB M HECKOJIBKO pealM3aldil KaKAOro THIIA.
Haunbonee BaXkHbIE U3 HUX CIEYIONINE:

e TaskPlugin — ucromesyercst xkommonenTo#t slurmd wa ysmax BBC mis 3amycka 3amaud u
KOHTPOJIS 33 €r0 UCIOJIHCHUEM;

e JobSubmitPlugin — wucmomne3yercs yrumuroit sbatch (salloc) mis mpoBepkd TpaBHIIBHOCTH
3a/IaHHBIX TApaMeTpOB U HOPMUPOBAHUH HA UX OCHOBE aTPHOYTOB 3a/1a4H;

e SchedPlugin — ucrionmb3yercst 71t pacyeta BpeMEHH 3aITycKa 3a/1ad;

e SelectPlugin — wucnomb3yercs st monbopa MOAXOMAIIUX /U 3a1avyd y3JI0B U, IIPU
HEOOXO0JMMOCTH, 3aITyCKa 3a/a491 Ha CYET;

e PriorityPlugin — ucrone3yeTcs [isl BBIYUCICHUS IPHOPUTETOB 3a/1a4;

o JobAcctGatherPlugin — icrions3yercst 71t oicUeTa UCMOIB30BAHHBIX 3a/1aUeii PECypPCOB;

e rpymmna IUIArdHOB MojA obmuM HasBanwem AcctGather — wucmosne3dyercs st mojcyera
ucnonb3yeMsix pecypcoB BBC (ceteBoii Tpaduk, obpamieHne K CHCTeMe XPaHEHHS U T.1.);

e PreemptPlugin — ucnonp3yercss At ONpEAENeHHs BO3MOXKHOCTH IIPEAOCTABICHHUS PECypPCOB
3ajaye 3a CYCT BBITECHEHWS APYrux 3amad (MOA MPHOCTAHOBKOW IMOHHUMAETCS BPEMEHHOE
OpeKpaleHre cdera 3agaqdn 0e3 OCBOOOKICHHS 3aHUMACMbBIX il PECypCOB OIEPATHBHOIM
MaMSTH y3JI0B);

e LaunchPlugin — wucmone3yercst It BBIIOJIHCHHS OINPCICICHHBIX NEHCTBUI MPH 3aIycKe
3aauy;

e JobCompPlugin — ucmosnb3yeTcs AJIs BBITOTHEHHS OTNPEACICHHBIX ACHCTBUI P 3aBEPIICHUH
3a/a4H.

Vcnonp30BaHne KOHKPETHON peaM3alliy IUIarMHa M03BOJIsLeT obecneuuts Gonee 3ddexTuBHOE

BBITIOJIHEHHE TPEOYEMBIX IEHCTBHUIA.

6. AHanu3 mpebyembix 0nss BBC ¢pyHKUUOHaIbHbIX 0coObeHHocmeu u
803MOXHOCMU UX peanu3ayuu e 6a3zoeoll esepcuu SLURM

Bazossie BozmoxkHoctH 10 Slurm mossosstrot mpumersTh 310 110 Ha cambix pasnuuabsix BBC. B
TOXX€ BpeMs INpH IPOBEICHUHM MacCOBO-TIAPAJUICIBHBIX PACUETOB B HAayUYHBIX OpraHH3alMiX, B
KOTOPBIX KOJIMYECTBO HACUUTBHIBAEMBIX 3a/1a4 B T'OJl MOXKET IPEBHINIATh MIJUIMOHHbBIE 3HAYEHHS, a
KOJINYECTBO HMEIOIIUXCS BBIYHUCIUTEIBHBIX PECYpCOB HE COOTBETCTBYET HOTPEOHOCTSIM B
BBIYHMCIICHUSX, OCTPO BCTaeT BONPOC O TIOBBILEHUH A(P(PEKTUBHOCTH HCIIOIH30BAHMS
BBIUMCIIUTENBHBIX PECYPCOB MMeromuxcs B Hamnunu BBC.

B Takux cimy4asx MosiBIseTCsl MOHATUE NPUOPUTETHOCTU 3a/]ad, T.€. MOSABIAETCA Kiacc 3ajaad,
KOTOPBIH HEOOXOIMMO PEIINTh B IIEPBYIO OYEpeb, AaXe, BIIOJIHE BO3MOKHO, 33 CUET BHITCCHECHHUS
¢ BeuucnurensHoro nonsg BBC yxe 3anmynieHHbIX B cueT 3aAa4. [IpyuemM NpuopUTETHOCTD 3a1a4U
— BEJIMYMHA, BO-TIEPBBIX, HEMIOCTOSIHHAS, BO-BTOPBIX, OHA MOXKET SIBIISATHCSI PE3yIbTATOM BECOBOI
(YHKIMM N3 HEKOTOPOTO YMciia IIepeMeHHBIX. KpuTepusiM1 OIIeHKH 3HAYMMOCTH 3THUX MEPEMEHHbIX
B BECOBOH (DYHKIIMHM MOTYT OBITH BaXKHOCTH peIIaeMol KOHKPETHOW 3aJadl WM TPYMIBI 337134,
BaXHOCTh HabOopa 3aJad ONpEHEICHHOTO TOJH30BAaTEeNII WM TPYIIBl  IIONb30BaTeNel,
00beIMHEHHBIX 00IIeH HayIHON MJIM IPON3BOJICTBEHHOM HAIIPABIEHHOCTBIO.

YuuteiBass 0COOEHHOCTH TPOBENCHHMA pPAa0OT, B NPUHIMIE B JIOO0M HAyYHOI OpraHM3aIlni,
nomgobuoit POAI-BHUNUT®, nmis mnpaBuUiIbHOW OpTraHM3AlMM PAcuyeTOB MOXHO BBIICTUTH
TEMAaTHYECKHE BBIYUCIUTEIbHBIC HAPABICHMS, CBSI3aHHBIE OO C MCCIEAYEMBIMU (DU3HUECKUMU
00BEKTaMu, SIBICHUSIMH U TIPOIIECCAMU, TMO0 C MCHOJIB3YEMBIMH NIPH PACUETaX MATEMaTHIECKUMU
meronamu. Habop 3amad, perraemMpIx 0 KaXIOMY U3 TAKUX HAIPABICHUH, MOXHO OYCHb YCIOBHO
Ha3bIBaTh «METOAMKOM». ABTOPHI ITyOIMKALMH HE TPETCHIYIOT HA IPABUIBHOCTD M OOBEKTHBHOCTD
JITAaHHOTO TEPMHHA, HO Takas TEpMHHOJOTWsI Mcropuiyecku Obuia mpunsita B POAI-BHUUTO.
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BaxxHOCTB Takoro AeneHus Ha HabOPhI 3aJa9 HANIPSIMYIO CBSI3aHA C MOHATHEM WX IIPHOPUTETHOCTH.
Jlrobast «MeTonrKa» B KaKOW-TO MOMEHT BPEMEHH, KOTJa TPeOyeTCs CPOYHO MOTyIUTh PE3yIbTaT
pacdeTa, MOXKET CTaTh IPHOPUTETHON M HA00OPOT, MO (aKTy MOIYIEHHS Pe3yIbTaTOB BAXKHOCTH €€
cHIDKaeTcs. TakuM 00pa3oM, TOHATHE «METOIUKA» MOXKET ONPeNeNaTh TPYIImy 3ajad,
obyazaromux OOIIMM TPU3HAKOM IPUOPUTETHOCTH M ONEPUPYS. COYCTAaHHEM MABYX ITOHSTHM:
«METOJIUKA» — «e¢ MPUOPUTETHOCTE» B OUEPEIIU 33134 IUIAHUPOBIIHKA MOKHO OoJiee 3(()EKTUBHO
ucnoib30BaTh pecypcsl BBC. B To ske BpeMsi BHYTpY OJIHOM METOJUKHU TaKX e, HHOTJIa, BOHUKAET
HCOOXOMUMOCTh BBIICTICHUS OTACIBHBIX 3aJad [0 YHHUKAIbHBIM JUIS HHUX TOKa3aTelisaM
MPUOPUTETHOCTH.
Takoe normyeckoe OOBCAWHEHHE BBIYMCIHUTEILHBIX 3a7ady HAa METOAUKH MOTCHIMAIBHO JacT
BO3MOHOCTb 33J]aBaTh KBOTHI 110 UCTIOJIb30BaHUI0 pecypcoB BBC amst KOHKpeTHOH rpymnisl 3aaad.
Uro Toxe, 0e3ycIoBHO, TO3BOIIAET Ooee 3¢ (eKTUBHO yIpaBisaTh pecypcamu BBC.
[Tomumo TOHATHSA TpPHOPUTETHOCTH TpH pacuetax Ha BBC Takke nenecooOpazHo BBOIUTH
OTIpe/ieNieHHe «IHEBHOTO» M «HOYHOTO» CueTa, CBA3aHHBIE C AKTMBHOCTBIO IOJb30BaTeled B
pabouee BpeMs M, Kak CIEICTBUE, ONPE/ICICHHON 3aBUCUMOCTBIO IPUPOCTa KOJIMUECTBA 3a]a4 OT
BpeMEHH CYTOK. CMBIC TAKOTO JEJIEHUSI COCTOUT B TOM, YTO B KHOUHOM» PEKUME, HAIPUMED, HE
TpeOyeTcsl HeMEeUIEHHOTO TTOTyYeHHs Pe3ylbTaTa OT 3aIyIeHHOH B CUeT 3aJadH, TaK KaK B HOYHOE
BpEeMs STOT Pe3yJbTaT HeKOoMy o0pabotaTh. B cmily OTCYTCTBHA IMONB30BaTEC HE MPOMCXOIUT
3alyCcKa HOBBIX 3a/ay, 4TO MO3BOJISIET IUIAHUPOBIIMKY COCTaBJIATH pacHUCaHHE, ONTUMAaJIbHO
HCTIONB3YIOMIee BBIYHCIUTENBHBIE PECYpChl. PeXMM «HOYHOTO» cUeTa IIeJIecOO0pa3HO TaKkKe
MPUMCHATH B BBIXOAHBIC U IPAa3AHUYHBIC JTHU.
B xone nposenenus pacueroB Ha BBC Hepenko BO3HHMKAOT CUTyallH, KOTJa B BEIYUCIUTEIbHON
ouepear CKaIJIMBAETCSI MHOXECTBO PAa3HOPOIHBIX 3aad, KaK MMEIOLIUMX Ba)KHOE 3HAUEHUE IS
MOJIYYCHUA KaKHUX-TO PE3YJbTATOB pacue€Ta, TaK W MNPECAHAZHAYCHHBLIX JJId OTJIaJAKHh HOBBIX
MPOrpaMM WJIH alTOPUTMOB. LIeHHOCT MOCIEIHIX MOKET 0Ka3aThCsl HEOOMBIION C MPAKTHUECKON
TOYKH 3pCHUSA, HO, TEM HEC MCHEC, HeO6XO}II/IMOCTI) MMPOBEACHUA TECTOBBIX U OTJIAJOYHBIX paCu€TOB
TOXXKe O€3yCJIOBHO cymiecTByeT. YacTh M3 TakWx 3a1ad TpeOYIOT HEOOJBIIMX BBIYUCIUTEIbHBIX
pecypcoB M HENPOJODKUTENIBHOE BpeMs cueTa, HO, TeM HE MeHee, He HMEIOT BO3MOKHOCTH
3alMyCTUTBCA Ha CUCT B TCUCHHUC MJIMTCIIBHOTO BPEMEHU H3-3a 3aHATOCTH PECYPCOB APYrUMH
pacueTHBIMM 3ajadamu. bojee omnepaTWBHBIM 3amycK TakUMX 3aJad 3a CYET BPEMEHHOTO
WCIOJIb30BaHUSl PECYPCOB MPOrpaMM, HaXOASIUXCSI B PACUETE B TEUEHUE HECKOJIBKUX CYTOK HIIU
JTlakKe MECSICB M 3aHUMAIOIIUX OOINBIIOE KOMUIECTBO BBIYHCIHMTENBHBIX Y3JIOB, HE CKa3aucs ObI
CYIIECTBEHHO Ha OTHOCUTEIHHOM BPEMEHHU HX PAacyeTa, HO CIIOCOOCTBOBAI Ooliee (P PEKTHBHOMY H
Pa3HOCTOPOHHEMY HCITOJIb30BAHUIO BRIYHCIUTENBHBIX pecypcoB BBC.
E1me otHO# Ki1r0ueBOi 0COOEHHOCTBIO 3(PPEKTUBHOTO UCTIONB30BAHMS BHIYNCIUTEIBEHBIX PECYPCOB
BBC sBisieTcs cHOCOOHOCTh CUCTEMBI YITpaBIicHHS (IIAHUPOBAHUS 3aITyCcKa 3a71ad) MEHSTh pa3Mep
3a7add (KOJMYECTBO 3aIyCKAaeMBIX MPOIECCOB W HCIONB3YEMBIX BBIYHCIHTENBHBIX Y3JI0B) B
3aBUCHUMOCTH OT CTEIIEHHU 3arpy>KEeHHOCTH 3a/ladyaMH BBIYMCIUTENBHOTO Nojs. B To Bpems, korna
HEOOXOIMMO 00eCHeunuTh MHHHMAQJIBHOE BpeMs 3aJCp)KKH 3allycka, CIeAyeT YMEHBIIUTb
KOJIMYECTBO BBIYUCIIUTECIIbHBIX PECYPCOB, 3AHATHIX 3aJla4aMU IICPEMEHHOTO pasMepa, obecreunBast
MMPOCTPAaHCTBO JJId BHOBH 3aIllyCKAa€MBIX 3aaad. A B Nepuoabl, Korga KOJIUYECTBO AKTUBHBIX
MOJIL30BAaTEJIEll BBIYHMCIHUTEIILHON CHCTEMBI HEBCJIIMKO, JIy4lI€ NPEAOCTaBUTH MaKCHUMAaJIbHBIN
BBIYUCIUTEIBHBIN pecypc, ULt MX 3G GEeKTHBHOHN yTUmn3anu. EcTecTBeHHO, IPH 3TOM 3aa4d CaMH
JIOJDKHBI IMETh BO3MOXKHOCTh CBOOOTHOM MacIITAOUPYEMOCTH, T.€. OTHOCUTCS K TaK Ha3bIBAEMOMY
MUHUMAKCHOMY THIly 3ajad (IUIsl HUX CTPOro OMNpeAesieHbl MHUHHMMAaJbHble M MaKCHUMAaJbHbBIE
NOTPEeOHOCTH B pecypcax), M HE OTHOCHTCS K KPUTHYHBIM II0 BpEMEHM cuera. ba3oBble
Bo3moskHocTu [10 Slurm B Hacrosiiiiee Bpemst TIO3BOJISIFOT 3a/1aBaTh MEPEMEHHBIN pa3Mep 3a/1auu,
HO HE UCIOJb3YIOT €r0 MpH INIAHUPOBAHUU.
BakxHo OTMETHUTD, YTO MPAKTHUUYECKU BCEr/la Ha MPAKTUKE CYIIECTBYET ONpEeNICHHBIN KJlacc 3ajad,
KOTOPBIH HE MONAJAeT M0 CBOMM MPU3HAKAM U BO3MOXKHOCTSIM HU B OJIHY U3 BBIIIETIEPEUHCICHHBIX
KaTteropuil. DTo Tak Ha3blBaeMble MCKJIIOUHUTENbHBbIC 3a1aun. Hampumep, 3agauu ¢ MOCTOSIHHOM
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MPUOPHUTETHOCTBIO, 33/a4d  HE UMeEomue (QYHKIUM aBTOMAaTHYECKOTO COXPAHEHHWS IIpH
nepesarnycke, 3a1a4d, BEITOTHAEMBIE B CPE/ie IMYNIATOPOB U T.11. OHM MaJIOUNCIIEHHBI, HO TEM HE
MCHEEe UMEIOT NPaBO Ha CYIIECTBOBAHUE U HCKIFOUUTEIBbHBIC IPaBa IPH PACHPENEIECHUN PECYPCOB
Ha BBC. Kak npaBuiio, Takue 3aauu sIBJISIOTCS HEBBITECHAEMBIMHU.

Ectp eme omnH Kiacc 3agad, Ha KOTOpBIE CIEAyeT OOpaTHUTh 0cO0Oe BHHMaHHWE — 3TO 3a/1adHy,
3ammyckaeMmble  agmuHHcTpatopaMmun BBC B mpomecce  oOciykuBaHUS — (AMArHOCTHUKH)
¢dynkimonansHbIX noacucteM BBC. [lorpebHOCT B Hanboee CpOYHOM IPOXOXKACHUH 3THX 33724
oueBHHa. BO3MOXHOCTH CPOUHOTO 3aITycKa 3a/iad B 3TOM CiIydae JOCTHUIaeTCs ABYMs CIIOCOOaMH.
B cmywae, ecmm TpeOyercsi TecTUpOBaHME M HalaJka M30JIMPOBAHHOTO MHOXKECTBa
BBIUHCIIUTENBHBIX Y3JIOB, TO IIOCJIE€ WX BBIBOJA W3 COCTOSHMS HaJaJKU MEHEIKEp PEeCypcoB
aBTOMATHUYECKU paclpeesieT UX B pe3epBalluio, MpeAHAa3HAuYeHHYI0 Ui 3allycka TecToB. B
NPOTUBHOM cilydae Bech cueT Ha BBC, kak npaBuio, 10KeH OBITh OCTaHOBJIEH, M IUTAHUPOBIINK
JIOJDKEH YMETh paboTaTh ¢ TaK HAa3bIBAEMBIM «OENBIM CIMCKOM» 331a4, KOTOPBIM IPEIOCTABICHO
UCKJIIOYNTEIHHOE MPABO 3aITyCKa HAa BBIYHCIMTEIHHOM II0JIE, TOTJa KakK JPYTHe IOJb30BaTCIH
MOTYT IPOJIOJKATh IIOCTAHOBKY PACUYETHBIX 33a]a4 B OYepe/ib.

Komrextussr nons3osareneit BBC, o0cmyxuBaromiye pacdeTsl 110 pa3IndHbIM METOJUKAM, MOTYT
OBITP JOCTATOYHO BEJIMKH, M OPTAaHM3AIMOHHO ObIBAET yNOOHBIM BBIACIHTH W3 HMX COCTaBa
aJIMHUHHCTPATOPOB pacyeTa. B Kpyr MX BO3MOXKHOCTEH IOJDKHBI BXOAWTH (YHKIMU CHSTUS U
repesarycka 3a/1a4, a TAK)Ke yrpasJeHHe HOPSIKOM 3aIlycKa 3a/1a4 COOCTBEHHON METOINKH.
@OyHKINY, ONpeneIIoIne IPUOPHTET 3aauH, a TAKKe MOPSIOK PACCMOTPEHHS KaHIUIATOB IS
BBITCCHCHHMSI, 3aBHCAT OT MHOTHX KPHTEPHEB (3aHATOCTh BBIYHCIUTEIBHBIX PECYpPCOB, CperHEe
BpEM cUeTa 3a1a4H, XapaKTepPHOE BPEMsI COXPAHECHHUS JAaHHBIX JJIS IIepe3aIrycka U T.I1.) ¥ TpeOyroT
aKKypaTHOW HAaCTPOHKH BECOBBIX KO3((UIIMEHTOB 1O Ka)KAbIM BBIYMCIUTEIBHBINA IIEHTP W KPYT
pemaemMbIX UM 3a/1a4.

[IpuBeneHHBIe TpeOOBaHMS IIOKA3BIBAIOT, YTO 0a30BbIX Bo3MokHocTeid I[IO  Slurm  sBHO
HEJIOCTATOYHO, YTOOBI YIOBJICTBOPSATH CTOJb PA3HOCTOPOHHHUM IIOTPEOHOCTSM B YIIPaBICHUH
pacyeramu. MMeromyecss Ha pbIHKE W B CBOOOJHOM JOCTyIe pemieHus tTuna Maui wiu Moab
peanu3yioT 4acTh BBINICYKAa3aHHBIX MOTPEOHOCTEH, HO B OCHOBHOM B COYETaHHUH C MEHEIKEPOM
pecypcoB Torque [8]. OmauH U3 HUX — MPOEKT Maui AaBHO MPEKpPaTHJ CBOC Pa3BHUTHUE, APYrOW,
co3/1aHHbIN Ha ocHOBe nepBoro — Moab HPC Suite o6beanHmI B cebe MHOKECTBO HHCTPYMEHTOB
g ynpasnenus BBC u sBisieTcs IiIaTHBIM IPOIYKTOM, UCXOJHBIE KOJBI KOTOPOT'O 3aKPBITHI U HE
MO3BOJIAIOT MX ANANTHPOBATH MOJ JFO0BIC Apyrue yciosus ucmonb3oBanus. s [1O Slurm o6a
9THX IUIAHWPOBIIMKA SIBJISIOTCS BHEIIHMMH, a IPOTOKOJ B3aWMOAEHCTBHS HE oOecrednBacT
JIOCTaTOYHOE KOJIMYECTBO COOBITHH U mapameTpoB. [loaromy B POSLI-BHUUT® Obuto mpunsTo
pemenue pacmmpuTh Bo3MoxHOCTH 110 Slurm cobcTBeHHBIME pa3paboTKaMH.

7. PacwupeHHble so3moxxHocmu 10 SLURM-BHUNT®

7.1 PaclumpeHHaa nonuTuKa niaHupoBaHus 3apad

Ha ocHOBe TIpOBEICHHOTO aHAJI3a MOXHO CHENaTh BRIBOJBI O TOM, KAKOH MOXET OBITh MOJUTHKA
IUTAHUPOBaHMA 3aj1a4 s TunoBoi BBC, mpenHasHaueHHON Ui pelieHHs 3aJad YHCICHHOTO
MozenupoBanus. IIpexae Bcero, ClIeayeT OTMETHTh, YTO 3Ta IMOJUTHKA IOIPa3syMeBacT
aBTOMAaTHUYECKOE YITPABJICHHUE 3aIlyCKOM 3aaad, U He TpeOyeT ydactue agmuHucTpatopa BBC B
mporiecce TIaHUPOBAHUS.

Jlannas moiuTuka Oblia peanuzoBana crerpanuctamu POJIL-BHUUT® B I10 Slurm-BHUUT .
B Heit 3a1a4u 110 3HAYMMOCTH Pa3ACISIFOTCS Ha CICTYFONIUE KIIACCHI:

® WHTCPAKTHUBHBIC — KOPOTKOXXHBYIIME 3adadyd C MHHUMaJIbHBIM TpPcOOBaHHEM K
BBIUMCIIUTEIBHBIM pPeCypcaM, HEOOXOAMMBIX IS OTVIAAKH W BU3yalW3alMd PE3YJIbTATOB
pacuera;

e CpodYHBIEe — TpeOyoIre Kak MOXHO 0oJiee OBICTPOrO pPEHICHHS, BO3MOXHO, 32 CYET MPOYUX
166



UrnateeB A.O., Kanuaun A.A, Moxums C.}O. Peanusauus GyHKIMiT ynpaBiaeHns 3a1a4aMi U PeCypcaMu BBICOKOIIPOH3BOAUTETEHOM
BEIYHCIUTENBHOM cructeMsl B «CIIO Cynep-DBM». Tpyowr HCIT PAH, Tom 34, BemL. 2, 2022 1., cTp. 159-178

3ajad;

e OOBIUHBIE — CPEOHHH KJIacc 3a/ady, HE MPEIBSIBILTIONIMX OCOOBIX TpeOOBaHMN IO CpOKaMm
pacuera,

®  HHU3KONPHOpUTETHBIE ((OHOBBIE) — KJIACC PECYpPCOEMKMX 3a/ay, peIIeHHE KOTOPBIX

MPE/ICTAaBISIET MHTEPEC, HO CPOYHOCTH ITIOJYYEHUs Pe3yJIbTaTOB OT HUX HE BEJINKA, TOITOMY
TaKWe 33724 MOTYT OBITh NPOCYUTAHBI IIOCIE OCTAIBHBIX MM IPH IOSBICHUU CBOOOHEI
BBIYHMCIIUTEIBHBIX PECYpCoB, a Oyaydd yxKe 3amylieHbl, MOTYT OBITh HPHUOCTAHOBJICHBI
(BBITECHEHBI U3 OYEpe.IH 3a/1a4 ) JUIs IPEI0CTaBICHUS pecypcoB 0ojiee NPHOPUTETHBIM 3a/1auaMm.

3agaya MOXKET OBITh NPUYHUCIEHA K COOTBETCTBYIOIIEMY KJIacCy KaK MHAWBUIYaJbHO, TaK M IO

NPUHAJISKHOCTH K ONpeJAeNeHHOW rpynmne 3axad. llpennonmaraloTcs CiieAyroNnIHe THITBI

TPYIITUPOBKH:

e 10 TeMaM — B IpyNIy MNONAaJal0T BCe 3aJaud, OO0beJMHEHHbIE OOLIeld TeMOW pacydeTos,
HarpuMmep, pacueT Kakoi-mmbo KOHCTPYKINH, (PU3NUECKOT0 00BEKTa, ero MOAYJIS U T..

® 10 METOAMKAM — B TPYNIy IMONAJal0T BCE 3aJadyd, MPOBOJSIIME pPAaCUYEThl MO OJHON
MaTeMaTHYeCKO METOIUKE MM HX HEKOTOPOMY Habopy.

Croco0bl rpyNMUPOBKU 3a1ad MOTYT OBITH M JIPYTMMH, HO B BCEX CIy4asX JUIA TPYNIHPOBKH

UCIIONIB3YIOTCS JaHHBIE M3 aTPHOYTOB 3aJa4H.

Hdns pemeHus npoOiieMbl oOecrieueHHs BBICOKONPUOPHUTETHBIX 3a/1ad  BBIYUCIHUTEIEHBIMU

pecypcaMul ObUIH OIpEeIICHBI CIIEAYIOINe MEXaHH3MbL:

®  IIPEAOCTABJICHHE 3aPe3ePBUPOBAHHBIX PECYPCOB,

e KBOTHUPOBaHHME TPYMI 3aJad — Al ATOTO KaKAOH TpyNIe Ha3HAYaroTCs OTPaHUYCHUS Ha
UCIIONIb30BAaHUE BBIYMCIMTENBHBIX PECypcoB (JIMMHTBI), TPHU TPEBBILIEHUH KOTOPHIX
O50KMpyeTCs IOCTaHOBKA HOBBIX 33J[a4 TOH e rPYIIIbI B 0Yepe/ib Ha UCIIOJIHEHHE, JTH0O0 TaKKe
3a/1a9¥ IPUYHCIIAIOTCS K Kiaccy (POHOBBIX,

e  BBITCCHCHHE MEHEE MPUOPUTETHBIX — B 3TOM CIIy4ae IPH HOSBICHHH B OYePEIN Ha BEIIIOIHCHUE
CPOYHOH 3ajaud, el MpPEeIOCTABIAIOTCA pecypchl, 3aHMMaeMble ()OHOBBIMU 3a/layaMu;
BBITECHSICMBIC 33/1a4l MCKIIOYAIOTCS M3 CYETa U MOTYT OBITh NPOJNOJDKEHBI NPH MOSBICHUH
JOCTaTOYHOTO KOJIMYECTBA BHIYMCIUTEIBHBIX PECYPCOB.

Jnst peanusanyy 3TOW IOJUTHKHA OBUTH PACIIMPEHb! (YHKIHOHAIBHBIE BO3MOXHOCTH 0a30BOH

Bepcuu Slurm:

e  pealu30BaHbl JONOJHHUTEIbHBIC BOBMOXKHOCTH JUIS 3aaHHs aTpHOYTOB 3a1a4, TO3BOJIIOLINX
OIIPEeNIeNTUTh CTENICHb CPOYHOCTH 3aJa4H,

®  peaM30BaHbI pa3INuHbIE CIOCOOBI IPYIIIUPOBKY 3aa4 110 UX aTpHOyTaMm,

®  YCOBEPUICHCTBOBAHBl AITOPUTMBI IUIAHUPOBAHUS C YYETOM NPHHAMIESKHOCTH 3aaad K

OIpeIeTICHHBIM TPYIINaM, YCTAHOBJICHHBIM KBOTaM, CTEIIEHH IIPHOPUTETHOCTH 33/1a4H, & TAKKe

BO3MOXXHOCTH BBITECHEHUS] MEHEe MPUOPUTETHBIX 3a71ad,

BBeJIeHa BecoBast (DYHKIHsI pacuyeTa NPUOPUTETOB,

BBeJIeHa BecoBast (DYHKIUSI IPUTOIHOCTH 3214 K BHITECHEHHUIO,

peain30BaHO BbITeCHeHHE (DOHOBBIX 3a/1a4 /IS CUeTa CPOUYHBIX 3a]ad,

obecrieueHa BO3MOKHOCTh TMOKOTO YNpaBJICHHS MapaMeTpaMH, ONpPeIesSIONMMU MOIUTHKY

TUTAaHWPOBAHUSL.

7.2 OnucaHue CTPYKTypbl pacwumpeHHon sepcumn MO SLURM-BHUUTD

Jdns  peanuzanmy  pacIIMpeHHBIX Bo3MokHOcTeil crnenuanuctamu POAL-BHUUT®  Obutn
pa3paboTaHbI CIIEAYOLINE TUIATHHBL:
e submit — mocraHoBKa 3a1a4M B 0YEPEb, H3MEHEHUE [TAPAMETPOB;
e priority — Ha3HAYCHHE IPHOPHUTETOB 3a1a4aM;
e sched — pacyeTr npHOPUTETOB 3a/1aY;
e preempt — BeIOOp 3a7a4 JUIsl BHITECHEHUS;
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e proctrack — mepemaya cuTHANIOB MpolieccaM 3a1ad.

PaboTa TIarWHOB YIpaBISETCS OOMKMM KOH(PHUTYpanmHoHHBIM (aiimom ¢opmata YAML [9],
pa3OuThIM Ha cekiun. Kaxknas ceKiust coaep KuT JaHHbIE, HEOOXOAUMBIE T PAOOTHI OHOTO HIIH
HECKONIBKUX IularnHoB. OTaenbHass HUTh  KOHTPOJUIEPA  OTCIIEXKHMBACT  MOJU(UKAIHIO
KOHQHUTYpallMOHHOTO (Qaifyla M TEepeUUTHIBACT €ro COJNEpKHMOe, obecrednBasi, TEM CaMbIM,
OIepaTHBHOE BMEIIATEIBCTBO aAMHHUCTPaTOpoB B paboty 10 Slurm-BHUUTO.

Ha puc. 2 npusenen npumep koHdurypannonHoro ¢daiina miarnHos aiast BBC.

# pemMM mNaEMpOBaHMS
sched:
mode: normal # day wm night B3aBMCMMOCTM OT BPEMEHM CyTOK M OHS HENS/M
blacklist: false # pemms YEpHOTO CIMCKa (3ampeT 3amycka v=CpaxsmXx)
use preemption: true
use limits: true
interval: 30 # uHTEepEBaJa MNaHMpOBaIMSA
worktime: "07:00-19:00" # BpeMa pafoTH B pexyaie BECTPOSHHOTO INaHMPOEIME
workdays: [2,3,4,5,6] # pafoume muw Hexmesm (NEPEHEIM OeHb Hemesaw BC)

preempt: # CEXuUMA BHTECHAKIETO IaHEMpPOBaHWA

background prio: 10
standard prio: 10000
urgent_prio: 1000000

urgent: # CpouHEE 3aauy, HE NOOYMHAKIMECH OTPaHMYSHMAM
- { name: '*.urgent' }

background: # DPVEYOUTEILHO QOHOEHES 3amadu
— {name:’ "X X PRV}

uncancelable: # HEeBHTECHASMHE 3amauM
— { name: "*.% H*' }

limits: # oOnNMCaHME PECYPCOE M JIAMATOE

- {key: 'Quserl-1', user: Userl, use: PIMEM, limit: 20}
- {key: 'Quserl-2', user: Userl, use: PSMEM, limit: 60}
- {key: 'Quser2-1', user: Userxz, use: PIMEM, limit: O}
- {key: 'Quser2-2', user: Userz, use: PSMEM, limit: 20}
# NOCTaHOEKA B OYEpEens
submit:
default part: "PSMEM" # paszmen ans BCeX 3azay 00 yMOIYasum
allow: ¥ OoOycTVMHE pa3nesm (name, user, users, size -> partitions)
- group: "Grpl"” # u rpynna nosssosBaTens Grpl
partitions: # COMCOX HOOyCTMMEX pPas3Aciios
. # monycmas npbo pasgen
- group: "Grp2" # ¥ rpynna nospsoBaTens Grp2
partitions: # COMCOK ZONYyCTMMEX DasOesioB
— "PSMEM" # monycTuM ToneKO pas3men PSMEM
# OPVOPUTETH
prio:
$# no Tmmy

- {name: "*,[0*", prio: 20}

- {name: "*.,M*",6 prio: 10}

- {name: "*.T*", prio: 8}
¥ amMMHEUCTPaTOPRH METOOUK
adm:

- name: ‘METCOMKAL.*’

admins:
— {user: Userl}

Puc. 2. IIpumep rongueypayuonnozo gaina niacunos
Fig. 2. Configuration plugin example
Ota xoHUrypanus coaepxut 4 ocHOBHBIX cekiuu (sched, submit, prio u adm), ompenensroniue
MOPSIIOK  TUIAHUPOBAHUsI, IIOCTAaHOBKY 3aJadd B OUYEpelb, YCTAaHOBKY IPHOPUTETOB H
aJIMUHHCTPATOPOB METO/IMK, COOTBETCTBEHHO. B 1aHHOM IpuMepe 3aJjaHo YepejoBaHNe JTHEBHOTO
U HOYHOTO pEXMMa IUIAHHUPOBAHMS, OINpPEAETCHbl INPHU3HAKKM OOHAPYXEHHMsI CPOYHBIX 3a1ad
(oxoHuaHue «.Urgent» B uMeHHM 3anaun), (GoHOBBHIX 3amad (OykBa «®D» B WMEHH 3ajnau),
HEBBITECHSAEMbIX 3amau (OyxBa «H» B mmenu 3amaum). Kpome Toro, Iuii monb3oBaTenci
YCTaHOBJICHbl OTpaHWYeHHs (KBOTBI) Ha KOJMYECTBO OJHOBPEMEHHO BBIICIACMBIX Y3JOB B
paszfenax, YCTAaHOBJICHO OIPAaHHYCHHWE Ha NCIOJB30BaHUE PA3lelIoB Ui Pa3HbIX TPy
HOJIB30BATENICH ¥ 3aJaHbl NPHOPHUTETHl JUIA Pa3HBIX THIOB 3amad. Jis 3amad MeTOAUKH
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«METOMKA1» nazHadeH amMuuucTpatop Userl, crmocoOHBI ympaBisaTh 3ajadaMyd JaHHON
METOMKH.

7.2.1 Tunbl 3apgay

Z[II}I IeJIeH ONTHUMAaIbLHOTO TUTAaHUPOBAHUS TI0JIB30BATEIb JOJDKEH YKa3aTh TUII 3aJa49H. OCHOBHBIMH
SABJISAOTCA:

® MPOU3BOJCTBCHHAS — 3aj]aya IO MPOBEJCHUIO PACUETOB B PAMKaX IJIaHA Pa0OT MPEIIPUATHS;

e MeTOOMYECKas — 3alada, CBA3aHHAS C YTOYHCHHWEM CYIISCTBYIOIIMX W OTPaOOTKOM
MIEPCIEKTHBHBIX BRIYUCIUTEIHHBIX METO/IHK;

e TecToBas — 3aJada, CBS3aHHAS C TECTHPOBaHMEM OOOpPYIOBAaHUS WIN BBYHCIUTEIHHBIX
METOIUK.

B pacmmpennoit Bepcun Slurm-BHUUT® taxske BBeIECHBI JOTONHATENbHBIC THIIBI 33/1a1.

e Cmandapmmuvle: NS KaKIOW METONUKH BBOAUTCS OrpaHMYCHUE Ha o0Liee YHCIo
BBIYMCIIMTEIBHBIX Y3JIOB, 3aHMMAaeMbIX CyMMapHO BCEMH CTaHAAPTHHIMH 33Ja4aMd TaHHOH
METOAMKY, HaXOMAIUMHUCSA B cuere. CBepX ITOro JUMHTA CTaHIAPTHBIC 3aJa4d CTaHOBSTCS
¢doHOoBbIMU. CraHmAapTHOW MOXeT OBITh JI00as 3aJaya C TUINAMU IPOM3BOJCTBEHHAS,
METOANYECKasl, TECTOBASI.

e @oHogble: B ATy KaTETOPHIO MOMANAIOT CTAHIAPTHBIC 3a1a4H, BEIXOIAIIHE 32 MPEIeIbl KBOTHI.
OHH MOTYT CHHMATBHCSI C pacyuera Uil OCBOOOXKICHMS BBIYMCIHTENBHBIX pecypcoB. OGbem
BBIYHCIIMTEIBHBIX PECYPCOB, TIIAHMUPYEMBIX I pacyeta (POHOBBIX 3a1a4 KaXKIOH METOTHKOM,
OTPaHUYHMBACTCSI JTUIIb KOJIMYECTBOM CBOOOIHBIX BBIYUCIHTEIBHBIX Y3II0B, YAOBICTBOPSIOIINX
OTpaHUYCHUAM 3amaud. [ peanusand JaHHOTO pPEeXMMa pacyera MPENoiaractcs, 4To
3a7auid  00S3aTENbHO JIODKHBI HMMETh BO3MOXHOCTh 3alMCH KOHTPOJBHBIX TOYEK U
TPOIOIKCHUSI CUETa ¢ KOHTPOJIBHON TOUKH. THIT «(pOHOBAS MPUCBAUBACTCSI MTPHU IOCTAHOBKE
3aJaudl B oyepelb Ha OCHOBAaHWMHM YKAa3aHHBIX aTPUOYTOB, MOXET OBITh SBHO YyKa3aH
noyib3oBaresieM. [Ipu MosBICHUH HY>KHOM KBOTHI BO3MOXEH 00paTHbIH nepexo/ u3 GoHOBOM B
CTaHJAPTHYIO.

o [IpunyoumenvHo ¢oHogble: 3aauM, KOTOPbIE HUKOTJA HE CMOTYT CTaTh CTaHIAPTHBIMH. WX
NPHOPHUTET Bceraa OyaeT HaXOAUThCS B TUana3oHe GOHOBBIX 3a1ay.

e Omuadounvie u UHMepPAKMuUHbIe. NTAHHBIA THI MPEIHA3HAYCH Ul ONEPATHBHOIO 3aIycKa
3aj1a4, TPEOYIOIIX HEOOIBIIHX BRIYUCIUTEIBHBIX PECYPCOB, C EBIO OTIA KK IPOTPAMMHOTO
KOJIa B peajbHOM OKPY)KCHHH (Ha BBIYUCIUTEIHHOM Mosie). JlaHHBIH THI IPHCBAUBACTCS TEM
3aj1auaM, BpeMsl BBIMOJHEHUS KOTOPBIX OTPAHMYEHO HECKOJNBKMMH MHHYTAMH W HEOOIbIINM
KOJIMYIECTBOM BBIYHMCITUTEIHHBIX Y3II0B.

o  Cpounvie: 3a1au¥ C TIPHOPUTETOM HIDKE OTIIAJOYHBIX, HO BBIIIE YeM MUANa30H CTAHIAPTHBIX
3aj1a4. J{yis1 ux 3amycka JOJDKHBI: aBTOMaTHYECKU CHUMATBCS (DOHOBBIC 3aJa4H, aBTOMATHUECKU
CHHUMATBCS CO CUeTa CTaHIaPTHBIC 33/1a4H 3TOH JKEe METOMKH, aBTOMATHYECKU HPEKPAIIaThCs
3allyCK CTaHIApTHBIX 3aaad. C pacuera CPOYHbBIC 33Ja4d HE CHUMAKTCA HUKOraa. CIHCOK
CPOYHBIX 3aJa4 331aeTCsI aIMUHUCTPATOPOM B KOHPUTYpaLMOHHOM (haiiie.

e  HegvimecHsemble: 3aa4i, KOTOPbIE HE OJDKHBI MEPE3aNyCKaThesl ISl 3aIyCKa CPOYHBIX M
CTaHAAPTHBIX 3a/1a4. YKa3bIBaCTCs [0JIB30BATENIEM IIPU OCTAHOBKE 331a4H B OYESPE/Ib.

[Tnarun Priority Ha ocHOBaHMM HH(MOPMAIIMK U3 CEKIMK Pri0 KoH(MHUrypannoHHOTo (aiiia, a TakKe

yrouHstonied nHbpopmanun u3 cexuuit sched.preempt u sched.debug, paccuuteiBaeT HavyaabHOE

3HaYeHHUE TPUOPUTETOB 3a1a4. B BEIYMCICHNN NMPUOPUTETA YYaCTBYIOT THI 33JauH, €€ pa3Mep M

npoyvre aTpulyThl, 331aHHBIC aAMHHHCTPATOPOM.
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sched:
preempt!
background prioc:
standard prio:

urgent prio:

urgent: f CpOuHEE 3amaw
- { name: '* . urgent' }
background: # OpMHYymMTENsHO GOHOEHE Iamadm
- {name: "% % _$*'}
uncancelable: B HEeENTECHASMEE IaNaYM
- { name: '*.% H~*!®
debug:
use: true
limit: 1
time: 10
size: 4
priority: 1001000
prio:
- {name: "* " nprio: 20}
- f{name: "* M*",  prio: 10}
- {name: "*,T*", prio: B8}

Puc. 3. I[Ipumep rxongpueypayuonnozo patina Priority
Fig. 3. Priority plugin example

Hanpumep, kondurypamnms, npeacraBieHHas Ha pHC. 3, ONpeIeIseT:

MIPU3HAKU IIPOU3BOJICTBEHHBIX, METOANYECKUX U TECTOBBIX 3aAad (OyKkBbI «II», «M» u «T» B
HMMEHH 33/1a4H) U UX MOTPABKHU K IPHOPUTETaM (B I[EIOUUCICHHOM BelpaskeHuH: +20, +10 n +8,
COOTBETCTBEHHO);

npu3HaK (HPOHOBBIX 3a1a4 (OykBa «D» B IMEHU 3a1aun) u 0a30BbIi mpropuTeT a1 HuX (10);
NIPU3HAK HEBBITECHsIEMBIX 3a1a4 (OykBa «H» B umeHn 3aaun);

6a30Bble MPUOPUTETHI AJIs1 (POHOBBIX, CTAHAAPTHBIX M CPOYHBIX 3a/1a4;

MIPHU3HAK CPOYHBIX 3a/1a4 (OKOHYaHHUE «.urgent» B UMEHH 3a7adi) u npuopureT ux (1000000);
IIPU3HAK OTIAJ0YHBIX 3a/1a4 (0/IHA 3a]a4a Ha MOJIH30BATEN C 3aKa3aHHBIM BpeMeHeM 10 MUHyT
U 3ampamuBaromas He 6osee 4 y3noB) u npuopureT i Hux (1001000).

HOJ’Iy'-IeHHI)Ie JJId 3a4a4M 11O Pa3sHbIM KPpUTCPUAM IPHUOPUTETHI CKIIAABIBAIOTCA.

7.2.

2 PeXuMbl NfiaHUpPOBaHus

B pacmmpennoit Bepcuu Slurm-BHUNT® BBeneHb! ciieAyOne PEXXAMBI (GYHKIIHOHUPOBAHHSI.
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/lnegnoti: OCHOBHAsI CTpaTerws MUHUMH3HPYET BpeMs OXUJAHUS HPUOPUTETHBIX 3a/1ad B
ouepenu. ObecnieynBaeT OBICTPBIN 3alTyCK MHTEPAKTUBHBIX M OTJIAJOYHBIX 33/1a4. B 1HeBHOM
peXUME HEBO3MOXKEH 3aIlyCK 33Jlaud C HU3KMM IPUOPUTETOM, IMOKAa B OYEpPEeld HAXOJUTCS
BBICOKOIIPHOPUTETHAS 3a7aya.

Hounoti: MUHUMU3UpPYET NPOCTOU BBIUUCIUTENBHBIX PECYpPCOB, XapaKTEpU3yeTCs Manoil
JIMHAMHKOI, BO3MO>KHOCTBIO COCTABJICHHSI JIONITOBPEMEHHOTO paciicaHus U 0osiee HPOKUMHU
BO3MOKHOCTSIMH ~ ONTHMH3ALWHU. VICTIONB3yeT pecypehl, NPEeNOCTaBICHHBIE [HEM IS
WHTEPAKTHBHBIX WM OTIAJOYHBIX 337ad. B HOYHOM pEXHME BO3MOXEH 3aIlyCK
HU3KOIPHOPUTETHBIX 3a/Ja4, B CIy4ae, €CIM WX CYeT HEe [IOMEMIaeT 3aIlyCKy
BBICOKOTIPHOPHUTETHBIX 3a7ad B 3aIITaHUpPOBaHHOE BpeMs. OmpeneneHne HHTepBaia BPeMEHU
JUTSL HOYHOTO PEKAMA 3a71aeTCsl B KOHPUTYparoHHbIX daitmax Slurm.

Ocmanog: TONHBIN OCTAaHOB 3amycka 3amad. Mcmoms3yercs BO BpeMs NPO(HMIAKTHKH IS
3ampera 3alycka 3a1ad.

Peotcum benozo cnucka: 3amper 3amycka 3ajad KpoMe 3aJlaHHbIX KaTeropuil. Vcrnonbs3yercs Bo
BpeMst TPOGUIAKTUKH TSI TECCTUPOBAHUSI BEIUUCIUTEILHOW CUCTEMBI.

Pestcum ueprnoeo cnucka: 3anpeT 3amycka 3a1ad 3aJaHHbIX KaTeropuil. OTOT peXXUM COBMECTUM
CO BCEMU JIPYTUMH PEKHMMaMU IUIAHUPOBaHUA. MOXKHO MCHOIB30BaTh ISl 3allycKa CPOUHBIX
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3a/1a4 3a CUET MPOCTPAHCTBA 3aJJAHHOW METOAMKH U3 YEPHOT'O CIIHCKA.
PexxuMBI TUTAaHUPOBAHUS 3a7at0Tcs B cekuuu Sched koHbuUrypamuonHoTo (aiina, IpuMep Takoi
KOH(UTypaluy NpeACTaBleH Ha puc. 4.
sched:
mode: day # YCTaHOBKAa OHEEBHOTO pExvmea

sched:
mode: night # YyCTaHOEKAa HOYHOTO peXMMa

sched:
stop # YCTaHOBKa NpMSHAKA NPEKPameHMS [UIaHMPOBaHMS

sched:
exclusive
exclusive:
—{user:Userl} # yCTaHOBKa pa3peNeHMA Ha EHONIHESHME
3amad TOABKO OOJb30BaTens Userl

sched:
blacklist
ban:
—{user:Userl} # ycTaHOBKa Ha 3anNpeT BHOOAHEHMA 3amaY
nans3o0saTens Userl;

Puc. 4. Bapuanmul 6v160pa pesxcuma niaHupo8anus 8 KOHOUypayuoHHom gatine
Fig. 4. Scheduling mode variants in configuration file

Kondurypauusi, npencraBieHHas Ha puC. 5, ycTaHaBIMBaeT YepeJOBaHUE JHEBHOTO M HOYHOTO
PEKHMMOB, THEM CUHTACTCS] IPOMEKYTOK BpeMeHH oT 7 10 19 yacoB B paboune 1HH:

sched:

mode: normal

worktime: "07:00-19:00" #BpeMa pafoTH B pemMME BCTPOSHHOT(
mnasEypoBmmKka (doprmar XX :XX-XX:XX)

workdays: [2,3,4,5,61 #paboume mEM Heneny (NEPERD ASHE HEOSJY
BC)

Puc. 5. IIpumep paszoena sched xongueypayuonnoeo paiina Priority
Fig. 5. Example of the sched section in the configuration file Priority

7.2.3 NpaBuna uMeHoBaHWA 3aAay U 3agaHue nHcopmMaunm o Ha4YUCNIEHMU pecypcoB
WNmst 3amaum sBASETCS OJHUM M3 JOTMOJHUTENBHBIX HMCTOYHWKOB HWH(MOpPMAlMUA W JOJDKHO
cootBercTBOBaTh madbmony METOAMKA.3AJIABA.TUII[.OITMCAHUE].

[Mone «<METOJIUKA» nomkHO coaepkaTb UMsI «METOIUKH», U3BECTHOU Slurm.

ITone «3AJJABA» MOIKHO cofepKaTh YUCIIOBOW HOMED 3a/lau U €€ BapHaHTa.

ITone «THUIT» MoxeT ObITh OJHUM U3 MPEACTABICHHBIX HIDKE:

IT — npousBoACTBEHHAS;

M — metoauueckas;

T — TecToBas;

® — dononas;

H — HeBbITECHsIEMAs.

ITone «OIMTMCAHUWE» MoxeT copepkaTh MPOU3BOJILHYIO JOTIOJHUTEIbHY0 HHPOPMAITHIO O 3a7a49e
(B TOM 4Hncie Ty, KOTOPYIO MOXHO JIONOJHHUTEIHHO NPUMEHSTH IPU pacdyere NPHOPUTETOB HIIN
MIPUHSTHS PEIIeHUs 00 UCKITIOYUTEILHOCTH 3a]1a4H).

WHudopmauus 0 HAYNUCICHUN PECypcoB, (T.€. KaK UX PErHMCTPUPOBATH B CTATHCTHKE) 33/1acTcs B
atpudyTte 3anaun «KACCOUNT» o mabnony TEMA:3AKA3YUK, rne «KTEMAY - unentuduxarop
teMbl, a «3AKA3UNK» — unerrudukarop 3akazduka. M To, U Ipyroe CONEPKUTCS B OTACIbHBIX
(haiinax.
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Vkaszannas uHpopMarus oopadarteiBaercs mwiaruaoM Submit. ITo urdopmariim, 3a1aHHOM B CEKIIUH
submit xorduryparoHHoro (aiiia MIardHOB, 3TOT IUIATWH IPOBEPSET MPABHIBLHOCTD 3aIaHHOM
WHPOPMALINH U, IPH HEOOXOIMMOCTH, OTBEPraeT 3aAaqy WIH (opMUpYeT HeIOCTAIOIINe aTPHOYTHI
3aJa4d  WIM ~ IepeonpenesieT  3a/JaHHble  I0Jb30BaTeleM  aTpuOyThl Ha  yKa3aHHBIC
AJIMHHHCTPATOPOM.

7.2.4 T'pynnbl 3agay

MHOXeCTBO ITapaMeTpOB, UCIOIb3YEMbIX MPH IJIAHUPOBAHUH, NPUMEHSIOTCS K TpyNIaMm 3ajad,
00bEMHEHHBIX OOIUMH NpHU3HaKamMH. [lyist BbIeNieHHs: TpeOyeMoil TPYIIbI U3 BCEro MHOXKECTBA
3a71a4 NpUMEHSIoTCs (QuiabTpbl. Kaxaslii ¢GuibTp cpaBHUBaeT OJUH W3 aTpUOYTOB 3agadu c
3aJlaHHBIM 3Ha4eHUsM. PUIBTPEI IPUMEHSIOTCS IIOCIEA0BATENbHO, B MOPSAKE UX HAIMCAHHS B
KOoH(UTrypannoHHoM daiine.

name: ‘¥ * I, %7

group: Grpl

Puc. 6. Ilpumep punompa epynnot 3a0au
Fig.6. Example of a task group filter
Hanpumep, Gunbtp, mpeacTaBieHHBIH HA pUC. 6 BRIOUpAET Bee MPON3BOICTBECHHBIC 339U TPYIIITEI
«Grply», a punpTp, MpeaCcTaBICHHBIA Ha PHC., BRIOUPAET BCE MPOM3BOJICTBCHHBIC 3a0aUl METOIHKH
«METOINKAT1» monb3oBates «Userly.

name: ‘METOOMKALl.*, II.*’
user: Userl

Puc. 7. Ilpumep punompa epynnet 3a0au
Fig. 7. Example of a task group filter

7.2.5 PacnpeneneHue pecypcos

Jlnsa xax1oi rpynmsl 3a1a4 BRIAEISIETCS KBOTA HAa UCIIONb30BaHHE pecypcoB. OCHOBHBIM peCypcoM
BBC sBnsioTcst y3/bl BBIYUCIUTENIBHOTO IIOJIS, MO3TOMY JJIs TPYNI 3a4ad  yKa3bIBaeTCs
MaKCHUMaJIbHO JIOMYCTUMOE YHCJIO Y3JIOB B KaXAOM pasfene. Pecypchl BBIYHCIHTEIBHOTO
KOMIUIEKCa JENATCS MEXIY METOIMKaMHM TaKuM 00pa3oM, 4TOOBI HEOONbIIas 4acTh PECYpCOB
ocTaBanach CBOOOJHON Ui OTJIAJOYHBIX M MHTEPAKTUBHBIX 3afad. CTaHIapTHBIE 33aa4d MOTYT
HCIOJIb30BaTh TOJBKO BBIJIEICHHYIO IpyNIe 3a1a4 KBOTY. CBepX 3TOI KBOTHI MOT'YT CyILIECTBOBATh
TOIIBKO CPOYHBIC WK (POHOBBEIC 3amaud. TakuM o0pa3oM, y KaKIOH TPYIIIBI 3aJad €CTh CBOE
BBIICJIEHHOE KOJIMYECTBO CEPBEPOB, HA KOTOPBIE MOT'YT IPETEHAOBATH TOJBKO 33Ja4u 3TON rPyIIIbI
(3a MCKITIOUEHHEM CPOUYHBIX M (DOHOBBIX 3a]1au).

O

- {key: M1-PL’, name: ‘MeTommxal’, use:
- {key: ‘M1-PS’, name: ‘MeTomuxal’, use:
- {key: ‘M2-PS5’, name: ‘MeTomuxal’, use:

PLMEM, limit:
PSMEM, limict:
PSMEM, limit:

oD
oo

Puc. 8. Ilpumep 3a0anus keom 6 aiine KoHgueypayuu

Fig. 8. Example of setting quotas in a configuration file
KBotsl 3agarorcs B cexnmu sched.preempt.limits kongurypamnuonnoro daiina. Hanpumep, To, uro
MPE/ICTaBICHO Ha pHC. 8, yKa3bIBaeT, YTO 3a/laud METOJAUKU | MOTYT MCIOJIb30BaTh B pasjelie
PLMEM oxuoBpemento Bce 80 y3imos, a B pasmenie PSMEM He 6onee 20; MeToauka 2 K pasmeiry
PLMEM Boobuie He nomyiieHa, a B pazaene PSMEM moxer ucnonszoBats He 6osiee 60 y3nos. B
3TOM IPUMEPE UCHOIB3YIOTCS (GIIBTPHI [0 UMEHH 3379 M 3aKa3aHHOTO pa3iena.

Jpyroii npumep, rae BMECTO METOJIUK HUCIIOJIb3YETCs (GUIIBTP 10 IPYIIIaM, IPEACTaBIIeH Ha puc. 9.
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sched:
preempt:
limits:
- {key: ‘G1-PL’, group: ‘Grpl’, use: PLMEM, limit: 80}
- {key: ‘G1-PS’, group: ‘Grpl’, use: PSMEM, limic: 20}
- {key: ‘G2-P5', group: ‘Grp2’, use: PSMEM, limit: 60}

Puc. 9. Ilpumep 3a0anus kK6om no epynnam 6 ¢aiiie Konpueypayuu
Fig. 9. Group quota example
YcTaHOBIEHHBIE KBOTHI CHA0XKAIOTCS YHUKAIbHBIMU HaeHTHQuKaTopamu (Key). Tekyinee 3HaYeHHE
YCTAaHOBJICHHBIX U HCIOJB30BAHHBIX KBOT MOYKHO B JIF000H MOMEHT MOCMOTPETh yTriuToi ginfo,
Kak npejcranieHo Ha puc. 10.

$ ginfo

Pexyas Housom (backfill)

KeoTm BEXNIOYEHO

BuTeCHeHMUE BRJIIDYEHO

CaoBoano BY 25

CaoBonxo PLMEM 20

CecBonxo PSMEM 5

M1-PL orpauuudenue 80 mcnonp3oeBasHo 60 gmocrtynHo 20
M2-PS orpaMmuesye 20 ucnonszosaMo 20 gocrynso O
M2-PS orpasuuenye 60 ucnons=0maHe 355 gocrynHoe S
a

3

Puc. 10. Hcnonvszosanue ymuaumer qinfo dns npocmompa ungpopmayuu o kgomax
Fig. 10. Utility ginfo output example

7.2.6 ABMMHUCTPUpPOBaHUe rpynn 3apgay

BbazoBas Bepcus Slurm He npeoCTaBiseT MOJIb30BATENEM HUKAKUX HHCTPYMEHTOB IS yIIPaBJICHUS
3ajauaMy JPYTUX mosb3oBareneid. [1omb30BaTeslb MOKET BMEIIMBATECS B paboTy Slurm Tombpko
JBYMSI CIIOCOOaMH:

e  YJaJsATh WM IIepe3anyckaTh CBOU 3a/1auk;
MEHSITh aTpUOYThI CBOMX 33/1a4 KOMaH0it scontol update job, KOCBEHHO BiHssE HAa IPUOPUTET

3aJ1a4u, 3a1aBas anI/I6yT «nicey UiIn nepeonpeacissa TUII 3aJa4U B €€ UMCHU.

OnHako BBIZIETICHUE TPYIII 33134 B OT/ENIbHYIO KaTeropuio 00padaThIBaeMbIX IUIArMHAMH JaHHBIX
U MOSIBJICHUE MHOXKECTBA aTpUOYTOB, BIMAIOIINX Ha TOPSIOK 3aITycKa 33/1a4, II03BOJISIET BBIICIUTD
OTAEJBHYIO KaTETOPHIO II0JIb30BaTeNeii, KOTOPHIM MOXKHO MAENEerHpoBaTh MOAM(PHUKALNIO 3THX
aTprOyTOB M YACTHYHOTO YIIPABICHHS HOPSIKOM 3aITyCKa B IIPEAeIax CBOEH IpyImbl 3a1ad.

Takum 00pa3oMm, BBEACHO NOHATHE «aJIMHUHHUCTPATOp TPYNIBI 3a1a4» WIH «AAMHHUCTPATOP
Mmetoaukn». CHHCOK aJIMHHUCTPATOPOB 3adaercs B cekimun adm koHduryparmoHHOro (aiina.
Hampumep, Tak, kak mpeacTaBieHo Ha puc. 11.

adm:
- name: ‘METCOWMKAL.* . *f
admins:
{‘Userl'}
name: ‘METCOVMKAZ.* . *'
admins:
{‘User2’}

Puc. 11. IIpumep 3adanus yrxyuii aomunucmpamopa 6 konghuzypayuorrom ¢paiine I10 Slurm-BHUUT®
Fig. 11. Administrator function example in the Slurm-VNIITF configuration file
IpuBenennass Ha puc. 11 3amuce mokaseiBaeT, 4To moyb3oBaTenb «Userly smusercs
anmuauctparopom Metoaukn «METOJINKAl», a monp3oBatens «USer2» — aaMHHHUCTPATOPOM
meronukn «METOJIMKA2». Ihmarua Submit Ha ocHOBaHMH 5TOH HMH(OPMAIMK pa3pelnaer
BBITTOJTHEHHE KOMaHABI scontrol update job yka3zaHHBIM HOJIB30BATENSAM IS BCEX 3a/a4 MX TPYIIL
Takxum 06pazom, aAIMUHHCTPATOP TPYTIIIHI 33129 MOXKET MEHATH THI U IPHOPHUTET 3a1a4 B IIpeaeax

CBOEH TPYIIBL.
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7.2.7 BbiTecHeHue 3agayd

[Tpu nosiBneHny B ouepenu 3a1auu, A1l KOTOPOH HE XBAaTaeT PECYpPCOB, MOXKET OBITh MPENPHHSTA
TIOTIBITKA OCBOOOJK/AEHHS PECYpPCOB UL Hee ITyTeM Iepe3alrycka HaXOJSIIIMXCS B CUETe MEHee
NPUOPHUTETHBIX 3324, HEOOBSBICHHBIX HEBBITCCHICMBIMH.

CyIecTByeT ABe CTpaTerHy BHITECHEHUS 33/1a4, B 3aBHCHMOCTH OT THIIA 3aJa4H.

[Tpu mosiBNEHNU B OYepear CPOYHOM 3aayd KaHAWAATHl Ha BBITECHEHHE HMIIYTCS B CIEAYIOLIEM
HOpsAKE:

e CHayaja paccMaTpHBalOTCs (POHOBBIE 33/1a4M, BXOSIINE B TY JK€ IPYIINY, YTO U CPOYHAs,

®  3aTeM paccMaTpHBaIOTCs Ipoure GOHOBBIC 3aa4H,

® B IIOCJIETHIOI0 OYepelb pacCMaTPUBAIOTCSl CTAaHJAPTHBIE 3a/1a4U U3 CBOCH IPYIIIIBL.

[Tpu nosiBNEeHNH B OUepein CTaHIAPTHOM 3a7a4H, YKJIabIBAIOIIEHCS B KBOTHI IPYIIIIBI, KAaHIHATHI
Ha BBITECHCHHME UILYTCS U3 YUCIIa (POHOBBIX 3a1a4 APYTHX IPYIII, HPEBBICHBIINX JIAMUTEL

B npyrux cityyasix BBITECHEHHE HE IPOU3BOIUTCS, M 3a]1a4a KT 0CBOOOMKICHHS JOCTATOYHBIX JIJIsI
ee 3aIrycKa pecypcoB.

[Mocne HaxoXAeHHS TOAXOMALIMX 3a7ad MPOU3BOIUTCS IOMBITKA MX Iepe3anycka. BriOpaHHbIE
3a7a4 JIOJDKHBI COXPAaHUTh CBOE COCTOSHHE W 3aBEpIINTCS, NEPEeHAs B COCTOSHUE OXKUAAHUS
3anmycka. I[lockojbKy cpouHas 3ajaya WMEeT HAWBBICIIMH INPHOPUTET, OCBOOOIMBIINECS B
pesynbTaTe pecypcesl OyayT mpemocTasieHsl eif. [lo3aHee mepesamynieHHbIe 3a1aud OyIyT CHOBa
ABTOMATHYECKH 3aITyIICHEL.

[Mpeanonoxum, uTo B KOHUrypanuoHHoM ¢aiine 3amaHa cieayromas HHOoOpManus,
IpeacTaBIcHHAS Ha puc. 12.

sched:
preempt:
urgent:
- {name: ‘METOIJMKAl.12345.0*’
kbackground:
- {name: “*.*.$*’
uncancelable:
- {name: *x % Hx/

Puc. 12. IMpumep 3a0anus punompa esimecnenus 3a0ay 6 kougueypayuonnom gaiine 110 Slurm-BHUUTD
Fig. 12. Task preemption filter example in the Slurm-VNIITF software configuration file

Torpa nocne nosiBieHuss B odepenu 3azaun ¢ umeHem «METOJWUKAI1.12345.011.Pacyer...»,
KOTOpas OyzeT pacro3HaHa Kak CpovHas, U3 CHHCKa (POHOBBIX 3a7ad (cojepxaniux OykBy «D» B
TPETbEM CIIOTE€ WMEHH), HAXOAANINXCA B COCTOSHUHM BBIIOJTHEHWS, HO HE SBISFOIIUXCS
HEBBITECHSAEMBIMU (T.€. B TPETHEM CIIOTE UMEHH HEeT OYKBEI «H»), OyIyT BRIOpaHBI MOAXOIAIINE 110
pa3Mmepy 3amgaun. Ecnom Takue 3amaun OyAyT HaWICHBI, UM MOCBUIACTCS CUTHAI O MPEKPAIICHUU
PpaboTHI, TOJTYYHB KOTOPHIHA, POHOBBIC 33]]a9H TOJHKHBI COXPAHUTH CBOE COCTOSTHHE M 3aBEPIIUTHCS.
IMocne 3aBepmieHMs, HOHOBBIC 3a1aYM OCTAOTCS B OYEPEIHM B COCTOSIHUU OKUIAHUS 3aIlycKa, a
0CBOOOXKIEHHBIE MU PeCypChl OyIyT MPEIOCTABICHBI CPOYHOM 3a1aue.

BaxxHO OTMeTHTH elle OoMuH achekT. MHorja, Ha MepBBIA B3I, JOCTATOYHO MOAOOpaTh LIS
BBITECHCHHS TaKO€ MHOXECTBO (DOHOBBIX 3aJad, YTOOBI 3aHMMACMBIE WMH pPECypCchl OBLIH
MUHUMAJTbHO JOCTATOYHBIMHM JJIsi CYETa BBICOKONPUOPUTETHOW 3amadu. OJHAKO, CTOMMOCTH
BO300HOBIIECHHS cueTa (POHOBBIX 3a/1a4 pas3Has, U, Kak MPaBHJIO, 3apaHee U3BECTHA JJIsI KOHKPETHON
Meronuku. Hampumep, ecnu (OHOBOH 3aaue 10 €€ 3aBepIISHIs 0CTaJIOCh BpEMEHU MEHBIIE, YeM
noTpedyeTcst Ha e€ mepe3aycK (BpeMs COXpPaHEeHUs TMPOMEKYTOUHBIX JTaHHBIX PacYeTOB M BpeMs
CUHMTBHIBAHUS JaHHBIX KOHTPOJIBHOM TOUKH IIPH 3aITyCKe 3aJadd CYNICCTBEHHBI), TO PEIICHHE O
mepe3amycke MOXKET OBITh HEepalHOHANBHBIM. B 3TOM ciTydae ONTHMAadbHBIM pELICHHEM OyaeT
OTJIOXKHTH 3aITYCK CPOYHOM 3a/1a4H JI0 3aBEPIICHUS pacueTa (JOHOBOM MM BBIOPATH IPYTYIO 3a1a4y
Ut BeITecHeHHs1. Kpome Toro, (hOHOBBIE 3a/1a4K B OYSPEAH MOTYT CHIBHO OTJIMYATHCS 110 pa3Mepy
3arpanrMBaeMbIX MU PECypcoB. B aToM cityyae Bpems OKuAaHUs sl 3a71a4 OOJIBIIETo pa3Mepa
pacTeT HENMHEHHO, TaK KaK BEPOSITHOCTh OCBOOOXKICHHS MAJIOTO KOJHYECTBA BBIYMCIUTEIBHBIX
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pecypcoB Ha BBC Bo MHOTO pa3 Oombiire, 4eM OOJbIINX. DTO 3HAYMT, YTO MPEANOYTUTEIbHEH
BBIOMpATh I BBITECHEHHS HECKONbKO HEOONBIIMX 3aJad, 4eM OAHY 3aJady, 3aHHMArollyo
HEOOXOAMMBIE BBIYUCIHUTEIbHBIC pPECypchl. MHOXECTBO YYHTHIBACMBIX IPH IUIAHUPOBAHUH
ouepenu 3aa4 (haKTOPOB TAKKE JIODKHO COAEPKATH KOJIMYECTBO MEPe3aryCcKoB 3a1auu, OJIM30CTh
BPEMEHH IOCIIEIHETO Mepe3arnycka, U MoNpaBKy K IPHOPUTETY, KOTOPasi MOKET ObITh yCTaHOBIICHA
aJMUHUCTPATOPOM  METOJAWKH, CaMUM  IIOJIb30BaTeleM, 3allyCKalomMM  33/ady WU
apmuHUcTpatopom BBC.

Taxum 00pa3zom, B pe3ynbTaTe BceX HCCIeI0BaHHI, aBTOpaMH ITyOIrKaluy ObuT pa3paboTaH HeKU
AQHAIMTHYECKUH TOJIXOM, KOTJa Uil KaKAOW BBITECHSIOIICH 3aJadd CTPOUTCS MHOXECTBO
BBITECHAEMBIX 337184 [pree, 3AHUMAIOLIMX PECYPCHI, MOIXOAIINE BBITECHAIOIIEH, KaK MOKa3aHO Ha
puc. 13. N3 »toro mHOXecTBa (Gopmupyercss HabOp, 3IIEMEHTaMH KOTOPOTO SIBIISIOTCS
TIOIMHOKECTBA PA3TMYHBIX COYETAHHH BHITECHAEMBIX 33149 M}, ¢ce TAKUX, YTO HCTIONB3YEMBIX HMH
CYMMapHBIX PECypCOB JOCTaTOYHO JUIsl 3allyCKa BBITECHSIONICH. 3aTeM, /Uil KaXJOro 3JIeMEHTa
Habopa BbIYMCIHSETCS (YHKLIUS CTOMMOCTH BBITECHEHHs D3TOrO IOJMHOXecTBa 3amad. Jlms
BBITECHEHHMSI BBIOMPAETCS TOT BJIEMEHT Habopa, JUIsi KOTOPOTOo OlleHOYHast (pyHKIHMSI BO3Bpalliaer
MHHHMaJbHOE 3HAUCHHUE.

Mjulcx- ’ ‘1
Job, ¢
S]
Job Y
= ” Sl
Job, i ;
) .I()bl Jub: ‘ S
[ 3
toxss Job, . Job, Job, ‘ S
‘ ~m

Puc. 13. Cxema onpeodenenusi MHOMCECMEa 6bIMECHAEMbIX 300aY
Fig. 13. Preemptable task set definition scheme

B pesysbTaTe BEIOOp MHOXKECTBA BHITECHAEMBIX 3a/1a4 J1JIs IIEPE3aIyCKa CBOAUTCA K MUHUMHU3ALMH
(GYHKUMHU CTOMMOCTH BHITECHEHHSI MHOKECTBA 3a/1a4 Ha MHTEPBAI IUIAHUPOBaHUs At:

M = min{S;,S,, ..., S},
31ech S,,— 3TO BHIUKCIIEMas Ha OCHOBE HA0OPa BECOBBIX (DYHKIMH U MX KO3DPUIHEHTOB )yHKLIMS
CTOUMOCTH BBITECHEHHSI M-0ro HA00pa BEITECHAEMBIX 3a71a4:

n
Sy = Z(leendi + Iy Try + kaTealc; + kyN; + kR + keS; + Ky A7),
i=1
rue:
N — KOJIMYECTBO BBHITECHIEMBIX 33/1a4 B MIOJAMHOXECTBE (T.€. pACCMAaTPUBAEMOM 3JIeMeHTe Habopa);
ky - k; — koHpurypupyemsie k03hdunneHTs HaKTOPOB CTONMOCTH;
Tend;, Tr;, Tcalc;, N;, R;, S;, A; — dyHKIME (HAKTOPOB CTOMMOCTH.

PaccMmoTpuM moapoOHee KaKIyIo U3 BECOBBIX QYHKITUH (PaKTOPOB CTOUMOCTH.

Tendi — BECOBasa (I)yHKHI/IH BPEMCHHU 3aBCPIICHMS CUCTA 3a4a4u:
(ti—nOW)
Tend; = c;\ 4t
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rme:
€, — IepEeMEHHBIN TToKa3aTeNb creneHHon ¢pyakimu (0,5...0,6);
t; — mpeamonaraeMoe BpeMsl 3aBepIleHHs 3aJauy;
NOW — TeKyliee BpeMs;
At — MHTEpBaJ BHITECHEHUS.
Tr; — BecoBast (YHKIIMSI BpEMEHH IIOCIIEAHETO Nepe3arycka 3a/1auu:
TLOW—L'Ti
Tr;=c, 4 ,
rze:
C, — IEPEeMEHHBIH MoKa3aTens creneHHoi gynkiwm (0,2...0,3);
tr; — BpeMs IOCJIeHEro nepesanycka 3ajgauy,
Now — TeKyIlee Bpems;
At — UHTEepBaJ BHITCCHEHUS.
Tcalc; — BecoBas GyHKIHUS TOJTHOTO BPEMEHHU CUETA 3aauu:
now-—tcalc;
Tcalc; =c3~ 2
rue:
C3 — IIEPEeMEHHBIH MoKa3aTelb creneHHoi Gynkiwu (0,2...0,3);
tcalc; — mpenmnonaraeMoe MOJTHOE BpEeMs cUeTa 3a1adm;
Nnow — TeKyIee BpeMs;
At — UHTEepBaJ BHITCCHEHUS.
N; — BecoBast QyHKIHS KOJTHYIECCTBA IIEPE3AITYCKOB 3a/1a4H
17¢Ci
Ni = 1 - E »
rue:
7'C; — KOJMYECTBO MEPE3aIycKOB 3a]auH B IIPoIecce cueTa.
R; — BecoBast QyHKIIHS BO3MOXHOCTH TIepe3anycka 3a1adu:
_ = 1
Ri - {Ti =0
rme:
T; — BO3MOXKHOCTh IIepe3alycka, ompejaernseMasl MoJIb30BaTesleM, aJMHUHUCTPATOPOM METOJIUKH,
agmuHuctparopom BBC.
S; — BecoBasi pyHKIHUS pa3mMepa 3a/1auu:
Si =1- C4_Si,
rue:
€, — epeMEeHHBIN MoKa3arens acumnroriudeckoit ¢pynkimu (0,996...0,997);
S; — pa3Mep 3a1a4M B BEIYUCIUTEIBHBIX y3JIax.
A; — BecoBas QYHKIUS ITOTIPABKHU MPHOPUTETA.
Ai =1- Csni,

rue:
Cs— MEPEMEHHBIN MoKkazarens acumMnToTudeckon pyHkuu (0,993...0,995);

n; — noIpaBKa K IPUOPUTETY, 3ajlaBacMast aIMUHUCTPATOPOM METOINKHN HUJIU TTOJIB30BATCIIEM.
Koadduuuenrsr k; -+ k; Tak ke, Kak ¥ mokazareiad (GYHKIUAH Cq ...C,, MPECACTABIAIOT COOOM
3HAYEHHs, KOTOPbIE OIPEIEIISIOTCS SMIUPUIECKU, HA OCHOBE OOJIBIIOr0 HAbopa CTATHCTHYECKUX
JIAaHHBIX M 3aBHCST B CBOIO ouepesb oT pazmepHoctd BBC, konuyecTBa MpOCUYUTHIBAEMBIX HA HEi
€XKEroJTHO 3a/1a4, MHOI000pa3usl TUIIOB 3aay.
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8. 3aknroyeHue

Ucmonp3oBanue paspaboranuoit B POSI-BHUUT® sepcun 10 Slurm-BHUUT® mo3Bomuio
CYIIECTBEHHO paclIMpUTh BO3MOXKHOCTH TpoBeIeHHMs pacyeroB Ha BBC, yBenmnunts
3 PEKTUBHOCTD MCTIOIB30BAHMUS UMEIOIIMXCS BEIUHCIUTENBHBIX pecypcoB. biaromaps 11O Slurm-
BHUUT® ynanoch yBEIWYUTh €KETOJHOE KOJMYECTBO IMPOCUUTHIBAEMBIX 33ad IPHUMEPHO Ha
20%. B 10 xe Bpems HaOOp peaan30BaHHBIX (YHKIMHA M yZOOHBIH, MHTYWTHBHO HOHSTHBIN
uHTEpdeEiic Mo UX HACTPOHKe, CYIIECTBEHHO YIIPOCTHIIN padoTy anMuHICcTpatopoB BBC, mo3soims
UM OIEpaTUBHO BIMATH Ha OYepe/b 33Ja4d B 3aBUCHMOCTH OT TEKYIHX NOTPeOHOCTEH B pacyerax
Pa3IHYHbIX MMOIpa3cICHNI HHCTUTYTA.

PesynbraThl aHHON pabOTHI HOCAT, OE3YCIOBHO, TOCTATOYHO OOLIMI U CyOBEKTUBHBIH XapakTep U
OTPaXalOT OJUH M3 BO3MOXKHBIX IOJXOMOB K OpraHM3alliM IIPOBEJCHUS pacueToB 3ajau
yuciieHHoro mosenuposanust Ha BBC. Tem He MeHee, aBTOpPBI CUUTAIOT, YTO OIYOJIMKOBaHHAs MU
paboTa MOXKET OBbITh IIOJIE3HA CIIEIUATIICTaM, 3aHIMAIOIUMCS Pa3paboTKON CrIelIMaT3uPOBAHHOTO
I1O nnst moacucrem ynpasieHus BBC. ABTopsl HaMepeHbI IPOJOIIKUTh MyOIMKALUK 10 JaHHOK
TeMaTuKe, C LeJbl0 MpeACTaBICHUs Oojee pa3BepHyTOH HHGOPMANUM IO KaxIOH U3
¢yHKIHoHaNBbHBIX NoacucTeM BBC, ocHOBHBIM acmekTaM M 0COOCHHOCTSIM aJIMHHUCTPHPOBAHUS
BBC, ocoberHoCTsIM pa3paboTku npukiagaoro u cucremHoro [10 mrs BBC, npennazHaueHHBIX
JUISL pellieHus 3aJa4 YHCIEHHOTO MOJEIMPOBaHNU.

Cnucok nutepatypbl / References

[1] Urmarees A.O., Mokumu C.JO. TunoBas apXMTEKTypa BBICOKOTIPOHU3BOAUTEIBHON BBIYHCIUTEIBHON
CHCTEMBI IJISl PelIeHus 3a1ad yuciaeHHoro MmopaenupoBaHus, [Ipenpunt POSL-BHUUTD Ne 265,
Cuexunck, 2020 ., 21 ¢. / Ignatyev A.O., Mokshin S.Yu. Base architecture of the mathematical modelling
HPC system, Preprint FSUE «RFNC-VNIITF named after Academ. E.I. Zababakhin» Ne 265, Snezhinsk,
2020, 21 p. (in Russian).

[2] «CIIO Cynep-DBM», Available at: http://vniitf.ru/article/spo-super-evm, accessed 01.04.2022 (in
Russian).

[3] Slurm workload manager, Available at: https://slurm.schedmd.com/documentation.html, accessed
01.04.2022.

[4] MPI: The Message Passing Interface. Available at: http://parallel.ru/tech/tech_dev/mpi.html, accessed
01.06.2020.

[5] The OpenMP API specification for parallel programming. Available at: https://www.openmp.org/,
accessed 01.04.2022.

[6] Maui Scheduler, Available at: https://github.com/TempleHPC/maui-scheduler, accessed 01.04.2022.

[7] Moab Cluster Suite, Available at: https://adaptivecomputing.com/moab-hpc-suite/, accessed 01.04.2022.

[8] Torque Resource Manager, Available at: https://adaptivecomputing.com/cherry-services/torque-resource-
manager/, accessed 01.04.2022.

[9] YAML, Available at: http://yaml.org /, accessed 01.04.2022.

MHdopmauma o6 aBTopax / Information about authors

Anexceit Onerosudy MTHATBEB — navaneHuk nabGoparopun. Cdepa Hay4dHBIX HHTEPECOB:
MPOCKTUPOBAHUEC BBIYUCIUTCIIBHBIX CUCTEM, pa3pa60T1<a napajvieJibHbIX IMPOTrpaMM YHUCJICHHOTO
MOJIETTUPOBAHUS, pa3paboTKa OTIEPAITMOHHBIX CUCTEM, METOJIBI M CPEJICTBA 3alTUTHl HHPOPMAIIHH.
Alexey Olegovich IGNATYEV — Head of Laboratory. Research interests: design of supercomputer
systems, parallel numerical simulation programs development, operating systems development,
methods and means of information security.

Anexceit Anexceenu KAJIMHUH - wnavyansHuk rpynnel. Cdepa HaydHBIX HMHTEPECOB:
MPOCKTUPOBAHUEC BBIYUCIUTCIIBHBIX CHUCTEM, pa3pa60T1<a napajjieJIbHbIX IMPOTrpaMM YHCJICHHOTO
MoAeJIMpoOBaHusd, pa3pa60T1<a OICPALMOHHBIX CHUCTEM, pa3pa60TKa KOMIUWJIATOPOB, MECTOAbI
OINNTUMHU3AINU TUIAHUPOBAHUSA BBIUMCIICHUH B napayieJIbHbIX CUCTEMax, MCTO/bI (I)OpMaHLHOIZ
BEepUPHUKAIIUN AITOPUTMOB.

177


http://vniitf.ru/article/spo-super-evm
https://slurm.schedmd.com/documentation.html
http://parallel.ru/tech/tech_dev/mpi.html
https://www.openmp.org/
https://github.com/TempleHPC/maui-scheduler
https://adaptivecomputing.com/moab-hpc-suite/
https://adaptivecomputing.com/cherry-services/torque-resource-manager/
https://adaptivecomputing.com/cherry-services/torque-resource-manager/

Ignatyev A.O, Kalinin A.A, Mokshin S.Yu. Task and resources management function in HPC operation system «SPO Super-EVM». Trudy
ISP RAN/Proc. ISP RAS, vol. 34, issue 2, 2022, pp. 159-178

Alexey Alexeevich KALININ — Head of Research Group. Research interests: design of
supercomputer systems, parallel numerical simulation programs development, operating systems
development, compilers and debuggers development, task management optimization for HPC
system, formal verification of algorithms methods.

Cepreii IOpreu MOKIINH — nauaneauk otaena. Chepa HayIHBIX HHTEPECOB: IPOCKTHPOBAHHUE
BBIYHUCIINTCIIBHBIX CHCTEM, pa3pa60T1<a Q)yHKHHOHaJILHBIX IIOACUCTEM JJIA
BBICOKOIIPONU3BOAUTEIbHBIX BBIYUCIUTCIIBHBIX CUCTEM, pa3pa60TI<a OIICPALMOHHBIX CHUCTEM,
METOBI M CPEICTBA 3AIIUTH HHPOPMAIIIHL.

Sergey Yurievich MOKSHIN — Head of Department. Research interests: design of supercomputer
systems, development of functional subsystems for high performance supercomputing systems,
operating systems development, methods and means of information security.

178



Tpyowr UCIT PAH, mom 34, evin. 2, 2022 2. /] Trudy ISP RAN/Proc. ISP RAS, vol. 34, issue 2, 2022

DOI: 10.15514/ISPRAS-2022-34(2)-14 toclﬁu

A Web Application to Promote Blood Donation
in Russia

P.A. Smirnov, ORCID: 0000-0002-1699-2281 <smpashts@gmail.com>
V.V. Malinovskaya, ORCID: 0000-0003-3647-6468 <vera8malinovskaya@gmail.com>
N.V. Voinov, ORCID: 0000-0002-0140-1178 <voinov@ics2.ecd.spbstu.ru>

Peter the Great St.Petersburg Polytechnic University,
29, Polytechnicheskaya, St Petersburg, 195251, Russia

Abstract. The paper is devoted to the issue of blood donation and possible ways to promote this activity using
modern information technologies. Existing software solutions are analyzed and new Web application is
proposed to implement all features required for potential blood donors to make this process clearer and more
comfortable.

Keywords: blood donation; software requirements; web application; client-server architecture

For citation: Smirnov P.A, Malinovskaya V.V., Voinov N.V. A Web Application to Promote Blood Donation
in Russia. Trudy ISP RAN/Proc. ISP RAS, vol. 34, issue 2, 2022, pp. 179-190. DOI: 10.15514/ISPRAS-2022—
34(2)-14

Be6-npuno>|(eHMe Anda npoaABNXeHUsA AOHOPCTBA KPOBU B Poccun

I1.A. Cmupnos, ORCID: 0000-0002-1699-2281 <smpashts@gmail.com>
B.B. Manunosckasi, ORCID: 0000-0003-3647-6468 <vera8malinovskaya@gmail.com>
H.B. Bouros, ORCID: 0000-0002-0140-1178 <voinov@ics2.ecd.spbstu.ru>

Canxm-Ilemepbypeckuii [lonumexnuueckuu ynueepcumem Ilempa Benuxoeo,
Poccus, 195251, Canxm-Ilemepbype, Ilonumexnuueckas ya., 29
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1. Introduction

Gratuitous blood donation is a very important phenomenon for maintaining public health.
Transfusion of blood and its components is required in many situations, such as surgery and
emergencies. Many medical interventions would not be possible if voluntary blood donors did not
exist.
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Today, blood transfusion services around the world face two main challenges. The first of these is a
guarantee of the quality and safety of blood. Quality control of donated blood allows medical
professionals to be sure that in case of an emergency, the recipient of blood will not be harmed. The
second important task is to ensure sufficient blood supplies. In spite of the fact that the first problem
has been solved in recent decades, the problem of the shortage of donor blood is still acute in Russia.
Today, according to the National Medical Research Center for Hematology [1], only 1.7% of
Russians donate blood and its components [2]. However, to ensure a sufficient stock of blood, it is
necessary to ensure at least 4% of the population to be donors.

To popularize voluntary blood donation among the population, it is necessary to make this process
comfortable and pleasant. While the process of blood sampling itself is the business of medical
professionals, it makes sense to provide all the previous stages, for example, searching for a blood
donation point, registering for a donation, or filling out questionnaires on contraindications, using
online services that allow the donor to quickly go through all these stages.

Another important task is to ensure the regularity of donations from each donor with an optimal
interval between two donations of 3-6 months [3]. It is very important that the donor comes for the
next donation exactly after this period, then his newly donated blood will be checked for infections
therefore the old blood will be removed from quarantine and available for transfusion. To achieve
this goal, the integration of the service with SMS or e-mail reminders about the opportunity to donate
blood again can help.

Another problem is the suspension of a donor due to temporary contraindications (for example,
vaccination, or a recent infectious disease). The solution to this problem could also be automatic
reminders via SMS or e-mail after the expiration of the suspension of the donor.

In addition, today in Russia there is no possibility of universal registration at any donor center. To
sign up for a donation, you first need to independently find the nearest blood donation point on the
Internet, then find its website or a service for registration at this point and fill out an application.
Consequently, there is an urgent need to create a single donation registration service.

Outside of Russia, there are applications that can solve some of these problems, but in all
applications available on the Russian market, there is no functionality that is critical for comfortable
interaction between donors and the blood service.

The main idea of this work is to develop an application that could be used in the Russian market and
would enable donors to interact with blood donation points easily and conveniently. The creation of
such application, considering successful foreign analogues, could, to varying degrees, solve the
above problems, make the process of voluntary blood donation comfortable, and, possibly, attract
new volunteers.

2. Current issues in the scope of blood donation

In this section several relevant works are reviewed to identify the most important requirements that
an application should meet.

2.1 Global guide towards voluntary blood donation

The problem of an insufficient number of donors is acute in different parts of the world. To help
governments move towards solving this problem, the World Health Organization [4], together with
the Red Cross, has developed a global action plan to expand blood donation in countries around the
world [5]. This publication outlines 20 strategies to help countries promote voluntary blood
donation. Some of these strategies are of interest in this research work.

Strategy 2. Establish a national voluntary blood donation program.

Among other things, this strategy recommends raising donor awareness, and one of the steps to
achieve this goal is to use communication tools for donors and blood services. Today in Russia there
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is no convenient and universal way to communicate with donor points, but the proposed application

will create the ability to quickly correspond with any blood donation point using chat.

Also, this strategy proposes to store data on temporary or permanent contraindications of donors,

successful donations, and test results in a centralized database, in order to then use this information

to alert donors.

Strategy 4. Understand blood donors.

This strategy proposes to explore the factors that positively or negatively influence the motivation

of donors, as well as the things that deter people from voluntary blood donation. In these terms it is

proposed to create a section in which donors can leave feedback about the donation, as well as about
the blood donation point itself.

Strategy 13. Keep in touch with infrequent, inactive, and suspended donors.

This strategy states that donors who donate blood infrequently, or for some reason have stopped

donating blood, are one of the target groups to attract donations. It is mentioned that returning former

donors to blood donations is much less laborious than attracting new ones. Inactive donors may
simply need to be reminded of the importance of their donations and invited to a new donation visit.

Therefore, it makes sense to create an e-mail notification system for less active donors, and donors

suspended due to temporary contraindications.

The next step is to segment the donor data according to variables such as the length of time since

the last donation, the place of donation, and the total number of donations. This will make it possible

to identify priority donors who have left; for example, it will be easier to reactivate a donor who last
visited a donor site two years ago than one who donated blood ten years ago.

Strategy 14. Retain regular blood donors.

This strategy addresses the various motivations for voluntary blood donation and suggests:

o Give donors access to their donation history, it is important that it is updated every time they
donate blood.

e Establish an easy appointment system, encourage donors to plan their next visit, and send a
reminder in advance of the appointment using their preferred communication method (e.g.,
email, calls, or SMS).

¢ Identify donors with rare blood types and educate them about the importance of their blood

type. Also motivate donors to donate blood during holiday periods or in critical situations when
the number of donors is expected to be low.

e Conduct donor surveys to assess the quality of the blood transfusion service. Give donors the
opportunity to leave feedback and suggestions for improving the blood donation process.

Strategy 16. Make blood donation convenient for donors.

Addressing issues that donors consider important goes a long way in strengthening donor loyalty

and encouraging more regular donations. This strategy proposes:

e Optimize the donation process and donor flow by making the most efficient use of time.

e Establish appointments system to prevent delays and ensure a stable and manageable flow of
donors throughout the donation process.

2.2 MHealth technology

The authors of the paper claim that only 1.8% of the world's population are blood donors, while the
need for health systems can be met when 3 to 5% of people voluntarily donate blood.

In [6] the problem of increasing and maintaining the number of blood donors is considered. The
authors of the paper believe that the use of mobile technologies in healthcare can increase the number
of blood donors. To meet this need, a qualitative study was conducted to determine the availability
of applications that support the activities of the Brazilian blood donation departments. As a result of
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this study, a list of requirements was proposed that an application must meet to be effective in
recruiting blood donors, the most interesting of which are presented below:

e Registration of donors.

e Ability to schedule a donation.

e Identify contraindications to donation and inform the donor about them.
e Calculate and save the date of the next donation.

e Show the donor the closest blood donation point.

e Make an invitation to the donor to donate blood.

e Allow the donor to send invitations to friends to become a donor.

e Ensure constant communication with the donor via SMS messages.

o Allow posting infomercials and feedbacks in the app.

o Use gamification in the app (points, badges, etc.)

e Provide the donor with blood test results after donation.

Another useful result of this study was anonymous statistics on the popularity of using various
functionalities. By collecting anonymous statistics about users of donor applications, it was found
that the most popular functions are searching for information about blood donation, determining the
nearest blood point, making an appointment to donate blood.

2.3 Russian specifics

Donors’ blood scarcity is a major challenge in Russia nowadays. In [7] author investigates
peculiarities of donor practices in Russia and considers obstacles to the dissemination of blood
donation as well as motivation to donate blood.

It is noted that one of the reasons for the low involvement of Russians in blood donation is the lack
of awareness about the process itself. Often, the reluctance to donate blood is associated with
concern for health, for example, it is still widely believed that during donation there is a high risk of
contracting infections. Therefore, potential donors should have access to accurate information and
have at least a basic understanding of the field of blood donation.

Moreover, one of the obstacles is the laboriousness of the donation procedure. The practice of blood
donation can be difficult to integrate into everyday life since the process itself is quite time-
consuming. So, it is necessary to direct efforts to reduce the time spent by the donor at the transfusion
point.

Apart from altruism, the author considers the opportunity to receive material rewards and benefits
that are provided to all donors in Russia to be the major incentives towards blood donations.
Consequently, it is necessary to inform both potential and active donors about benefits provided for
blood donation.

All in all, the features of donor practice in Russia were highlighted, which are important to take into
consideration while working towards the promotion of donation.

3. Overview of existing solutions

Available Russian and foreign applications for donors are analyzed and summarized in Table 1 with
the following numbering:

1) yadonor.ru (Russian blood service website) [8].

2) eliz-spb.ru/otdelenie-perelivaniya-krovi (blood transfusion point website) [9].

3) RedCrossBlood.org (American Red Cross blood services website) [10].

4) donorsearch.org (Russian donor community website) [11].

5) Proposed solution.
182



Cwmupsos I1.A., Manunosckast B.B., Bounos H.B. Be6-npunosxenue 1uist npoABIDKeHHsT JoHOpCTBa KpoBH B Poccun. Tpyoet UCIT PAH, Tom
34, Boim. 2, 2022 r., ctp. 179-190

Table 1. Analysis of existing solutions

Requirement 1 (2 |3 |4 5
Donor registration + |- + |+ +
Finding the nearest point (with map) - - + |- +
Questionnaire with temporary | - - + |- +
contraindications
Registration for blood donation - + |+ |- +
Reminders for upcoming donations and | + | - + |+ +
opportunities to donate blood
Donor traffic light + |+ |- + +
Sorting donor points by donor traffic lightl | - - - + |+
Feedbacks + |+ |- - +
Chat with donor point - - - - +
Donor point news + |- - - +
Viewing your donations + |- + |+ |+
Countdown to the title of “Honorary | + | - - + +
Donor”
Analysis statistics with graphs - - - - +
Intuitive interface - + |+ |+ |+
Russian language support + |+ |- + +
Registry of donors of this site with smart | - - - + |+
filtering (function for site administrator)
Countdown to the title of “Honorary | + | - - + +
Donor’?
Analysis statistics - - - - +
Intuitive interface - + |+ |+ +
Russian language support + |+ |- + +
o A B (I AB (1V)

I BT T I T R

Fig. 1. Donor Traffic Light

3.1 yadonor.ru

The site yadonor.ru is the largest website for donors in Russia, it is the official website of the Blood
Service. This site provides for the possibility of registering donors, allows you to view the donor
traffic lights of different blood donation points, and also makes it possible to leave feedback on

L The Donor Traffic Light is a system that aims to create an optimal supply of donated blood and alert donors
to the need for blood components at a specific blood transfusion point (Fig.1). It is used throughout Russia, as
well as in countries of the Commonwealth of Independent State [12].
2 Honorary Donor of Russia is a badge which expresses recognition by the state of a citizen's contribution to
the development of blood donation in Russia. It also allows the donor to receive some privileges and is a way
to encourage donors in Russia [15].
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donations. There is also a convenient section with donation statistics and an interactive donation
counter showing the required number of donations to receive the title of Honorary Donor of Russia.
The main advantage of this application, of course, is the support of the Russian language and the
ability to receive data on donations from Russian blood donation points using unique donation codes.
But a very serious drawback of this web-application is the inability to register for a donation, and as
mentioned above, the most popular function of sites for donors is the ability to sign up at any
convenient blood donation point. In addition, this site has a rather confusing and non-intuitive
interface. However, interface intuitiveness to the end wuses affects communicability,
understandability, user satisfaction and these subsequently affect on system’s usability [13].

3.2 Websites of Russian blood transfusion points

The only way to register for blood donation in Russia is through separate websites of blood
transfusion points. Since the main functionality of these sites is limited and very similar, only one
specific point is considered - the site of the transfusion department of the Elizabethan Hospital in St.
Petersburg. This site allows you to view the donor traffic light of this point, find out the working
hours, read the news of the change point. The sites of transfusion points do not provide other
functionality, they do not allow donors to register, they do not allow receiving reminders of
upcoming blood donations, and they do not allow contacting the staff of the blood collection point.

3.3 RedCrossBlood.org

Of all the considered analogs of the developed application, the RedCrossBlood WEB-application of
the Red Cross public charitable organization, available in the USA and some other countries of the
world, has the most complete functionality. This application allows users to conveniently search for
blood donation points by location, allows them to register for a donation at any convenient point,
manage upcoming donations, and view donation statistics in a convenient way.

The most interesting and important function of this application is the RapidPass technology [14],
which offers donors to answer questions about their health whenregistering for a donation, thereby
either immediately learning about temporary contraindications, or simply reducing the time spent at
the blood transfusion point. Another useful feature of this application is the ability to view data on
blood tests and thus monitor the dynamics of donors’ health.

3.4 donorsearch.org

DonorSearch is another Russian-language website for donors. This web-application is quite different
from the previously reviewed analogues and rather resembles a social network for donors.

Just like yadonor it does not provide an opportunity to register for a donation, but it has a more
intuitive interface, it also allows donors to independently keep a record of their donations and makes
it possible to independently plan future donations. In addition, this site provides access to the donor
traffic lights of various donation points and sends you reminders of upcoming donations.

4. Proposed solution

In this work, it is proposed to develop a Web application focused on donors in Russia.

The application users should be able to get information about blood donation points in their city:
opening hours, the ability to donate plasma, current news, and a donor traffic light. In addition, the
possibility of filtering by distance from the current location and/or donor traffic light should be
implemented.

Feedbacks can help donors to choose a blood donation point, on the other hand, point administration
can receive feedback and suggestions on how to improve the blood donation process at a particular
point and make blood donation as convenient as possible for donors.
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The feed section will help transfusion centers to get the important information out to donors, as well
as to draw more donors. This section is expected to include information such as the introduction of
additional blood donation dates, emergency and critical blood need alerts, and additional donor
incentives such as Donor Day, which will help maintain donor loyalty and serve as an additional
motivation to donate.
Application user requirements and roles:
1) Donor.
After registration, the donor can specify personal information, including the preferred method
of communication.
On the page of a particular donor point, the user will be able to view information about the
point, current news, leave a review and read the reviews of other donors. In addition, the user
can ask any questions to the employees of the donor center in the chat.
Maps to display blood donation points and find the nearest point will be implemented via 2GIS
API [17].
When registering for an appointment, donor is invited to fill out a blood donor questionnaire in
order to identify temporary contraindications, as well as speed up the process of donating blood.
The introduction of such a system has a number of advantages: it reduces the time that donors
spend on donating blood up to 15 minutes; donors who pre-filled the questionnaire online are
much more likely to show up to donate blood than donors who do not.
In case the donor is temporarily suspended from donating blood, it will be proposed to set a
reminder that will be sent to the mail after the expiration of the contraindications. Also, the user
will be able to enable notifications with an invitation to donate blood after the minimum interval
between donations.
In the personal account, an authorized user will be able to see the history of his donations,
namely the number of donations made with detailed information about each of them. Before
each donation, a blood test of the donor is carried out, so the results of the tests will also be
available in the personal account. The results will be presented both as a table and as a graph,
which will allow donors to track the trends in their health. Also, the personal account will
display the number of blood and plasma donations that must be made before receiving the title
of “Honorary Donor”. Honorary Donor of Russia is a badge which expresses recognition by the
state of a citizen's contribution to the development of blood donation in Russia. It also allows
the donor to receive some privileges and is a way to encourage donors in Russia.
2) Administrator.
The administrator should be able to view the registry of donors and filter the data by the time
elapsed since the last donation, place of donation, or total number of donations.
In addition to viewing a list of all donors, the administrator can view the personal information
of a particular donor and find out his contact details with the specified preferred method of
communication.
It is also possible to keep in touch with donors directly on the site: view chat messages and
reviews on the page of the blood transfusion point and respond to them. In addition, the
administrator can update the donor traffic light, publish, delete, and edit the news of his point.

5. Client-server architecture

To implement the application, a three-tier client-server architecture was chosen, which implies the
presence of three types of components in the application: the application server, the database server,
and the client application (fig.2).
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5.1 Server-side implementation

The Java programming language and the Spring Framework [18] were chosen to create the
application server.

The server of the developed product itself is a Spring Boot [19] application that makes it easy to use
all the necessary layers of the Spring Framework.

The interaction between the application server and the client application is proposed to be organized
using the REST API [20] provided by the server. REST (English Representational State Transfer)
is an architectural style of interaction between the components of a distributed application. It usually
represents a GET, POST, UPDATE and DELETE HTTP requests. The data exchange format is
JSON.

To store all the information, the PostgreSQL database management system [21] was chosen. The
database server itself is planned to be launched using the appropriate Docker container for
development convenience.

Backend Frontend
g R (
[’ S HTTP
‘ Hibmabe | Sprirg Security | REST |‘__ Companems Rower
1 L- — AXIDS
| S
> - I"‘\. Jaeq Y, Javascnpl
Sow 0 e W . .
¢ spring :
— —

Fig. 2. Software architecture
The four main types of application server components are entities, repositories, services, and
controllers. Entities describe the objects stored in the database, and the database itself is accessed
using JPA repositories. One of the Spring modules (Spring Data JPA) [22] is used for this. All
business logic is described in the service layer, and REST controllers are created to provide a strict

REST API.
Browser Sever

POST/login with username + password

Create

JWT
Return JWT to the browser

Send JWT in Authorization header

Create JWT
signature.

_ : IGet user info
Send response to client - from JWT

Fig. 3. JWT authorization scheme
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Secure access to REST APl is organized using another Spring module — Spring Security. JWT (Json

Web Token) [23] is used to authorize system users. The scheme for working with JWT consists of

the following steps:

1) The user contacts the endpoint for authorization.

2) The server checks authentication while attempting to login. If the username and password are
correct, a JWT is generated, otherwise the user will be denied access.

3) The server returns a token in the form of json-a, which is stored in the local storage of the client
application.

4) When a user tries to access a secure API, a JWT must be sent along with the request.

The server verifies the token, and if it's valid, it opens access to the API endpoint. Chat messaging

is planned to be organized using WebSocket [24], a thin and lightweight layer over TCP, and the

messaging protocol that is planned to be used is STOMP (Simple Text Oriented Message Protocol)

[25].

5.2 Client-side implementation

The site is a responsive single page application (SPA). A single page application is a site that
contains a single HTML document that updates dynamically and does not require a full page reload
during use.

To develop the client side, the TypeScript [26] programming language and the React library [27]
were chosen in combination with the Redux [28] library to save the state of the site when navigating
through history. TypeScript extends the power of JavaScript by adding static typing.

As a Redux middleware for working with the REST APl and WebSocket it is planned to use the
Redux-Thunk module [29]. The react-router [30] library will be responsible for organizing routing
to match requests to the application with certain interface components.

6. Conclusion

The problem of shortage of donor blood is still acute both in Russia and around the world. At the
moment, this process is quite laborious and takes a lot of time for donors.

This paper explores ways to promote donation, attract new donors, and retain regular donors.
Domestic and foreign applications for donors were reviewed, their advantages and disadvantages
were analyzed, and a list of requirements that an application must meet was identified.

The proposed solution is designed to facilitate the process of donating blood for donors, as well as
to popularize blood donation and ensure the regularity of donations. Such system would allow
donors to quickly receive the necessary information, provide convenient registration for donations,
as well as the ability to track health indicators. In addition, this system will help speed up the process
of donating blood, provide blood banks with a large number of supplies, and, as a result, save many
lives.

In the future, the developed system can be improved by expanding the functionality by adding the
ability to record bone marrow donors. Also, it is planned to perform load testing of the Web
application in real and peak load conditions because our implementation should remain stable with
a large number of active users. Moreover, it is considered to implement mobile version of designed
application.
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Moaudumkauma metoga pacyeTta noNIUreHHbIX
PUCKOB C ncnonb3oBaHueMm rpada Bapmauum
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Y Unemumym cucmemnozo npozpammuposanus um. B.I1. Heannuxoéa PAH,
109004, Poccus, . Mockea, yn. A. Comicenuyvina, 0. 25
2 Mockoeckuii 2ocyoapcmeennuiii ynusepcumem umeny M.B. Jlomonocoea,
119991, Poccus, Mocksa, Jlenunckue eopul, 0. 1

Annotanus. [Ipencrasnenue nocnenosatenbHoctu JJTHK Bo3aMoxHO B pasniuHoM Bue. ['pad Bapuanuu oquH
M3 CaMbIX TOYHBIX METOJIOB, KOTOPBI MO3BOJISICT Pa0OTATh C HETUITMYHBIMUA YYACTKAMH M YUUTHIBATh BCE UX
pasHooOpasue. Ha ocHOBe 3TOW CTPYKTYpBI JJAHHBIX U METOJa TIOJIUTCHHOMN OIICHKH pUCKa ObLIa MOCTPOCHA
cucrema uatepnperanun JJHK. B pesynpraTe Opu1 momydeH kodGQUIeHT Koppensinun Mexx 1y myTeM B rpade,
OTBEYAIONINM 3a KOHKpETHYI0 mocienoBarensHocTs JHK, um mpusHakom. 3aTteM MBI CpaBHWIM €r0 C
KOO(Q(HUIUEHTOM, TMOMYYEHHBIM  aHAJOTHYHBIM  METOAOM, HO  HCHOJB3YIOIIUM  MpEACTaBlICHHE
TOCTIEIOBATENIbHOCTH € HCIONB30BaHWEM OJTAJIOHHOTO TeHOMa. Takoe cpaBHEHHE IIOMOTJIO OIIEHHUTH
3¢ GbeKTUBHOCTh TpencTaBieHus B Bume rpada. [locme 3Toro ObUT MOCTPOEH MOAUGHUIIMPOBAHHBIA METO.
MOJICYeTa MOJUTCHHOW OIICHKM Ha JaHHBIX BHIPABHUBAHHS HHCTPYMEHTA V({, KOTOPBIA Takxke ObLII CPABHEH C
CYIICCTBYIOIIUMH MeTOAaMK. MoanGHUIIMPOBAHHBINA METO/I ITOKa3asl yIydllieHHEe MPOrHO3a MPHU3HaKa.

KiwueBbie ciioBa: rpad; npeacrasieHne resoma; rpad sapuanuii; HISAT2; vg;minimap2; GGP; reHoMHBIit
rpad; PRS; nonurennas oreHka; mojureHHas OLEHKA PHCKa.

Jas uurupoBanusi: KonaparseBa O.A., Kapnynesnu E.A. Moandukauss MeToga pacdeTa MOJIUTCHHBIX
PUCKOB C HcToyb30BaHueM rpada sapuanun. Tpyast UCIT PAH, Tom 34, Beim. 2, 2022 r., ctp. 191-200. DOI:
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Modification of the Method for Calculating Polygenic Risks with
Variation Graph
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Abstract. Representation of the DNA sequence is possible in various ways. The variation graph is one of the
most accurate methods that allows you to work with atypical areas and take into account all their diversity.
Based on this data structure and the polygenic risk assessment method, a DNA interpretation system was built.
As a result, a correlation coefficient was obtained between the path in the column responsible for a specific
DNA sequence and the feature. We then compared it with a coefficient obtained by a similar method but using
sequence representation using a reference genome. Such a comparison helped to evaluate the effectiveness of
the representation in the form of a graph. After that, a modified method for calculating the polygenic score on
the alignment data of the vg tool was built, which was also compared with existing methods. The modified
method showed an improvement in the prediction of the trait.
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1. BeedeHue

Y KHUBBIX OpraHM3MOB KX TCHeTHUYecKas WH(POpMAIHsS COACPKUTCI B  MOJICKYIE
ne3okcuprOonykienHoBor kucaoThl (JJHK). ¥V Bcex KiIeToYHBIX OpraHU3MOB, BKIIIOYAs YeJIOBEKa U
pacteHue apabUIOINCHC, TeHOM (COBOKYITHOCTH HACJEICTBEHHOTO MaTepHaa, 3aKI0YEHHOTO B
knerke opranusMa) cocrout u3 JIHK. JTHK oTnuuaercs Mexay pa3sHBIMH OpraHu3MaMH U
ompeJersieT HaJu4Yue Pa3iIM4HBIX NMpU3HaKoB. Hampumep, y denoBeka 3TO MOXET OBITH roxy0Ooid
LBET IJIa3 WIN NPEAIPACIONIOKEHHOCTh K KaKOW-HUOYAb Ooje3Hu. Takue MpU3HAKU Ha3bIBAIOTCS
(hEeHOTHIIOM OpraHU3Ma.

Wundopmanns B ITHK xpanutcs B BuIe KOAA, COCTOSIIETO M3 YETHIPEX XMMUYECKUX OCHOBAHUI:
ageHuHa (A), ryanuna (G), nutosuHa (C) u tumuHa (T). CexBenuposanue JJHK — 3to mporecc
YTeHUsI HYKJIEOTUAHBIX ocHOoBaHMi B Mosiekyse JJHK. ITpubop, ¢ moMOIIb0 KOTOPOTro POBOIUTCS
CEeKBEHHPOBAHNE — CEKBEHATOP CUYHUTHIBAET TONBKO HeOombimme ¢parmentsl JJHK, HassiBaeMmble
KOPOTKHMH UYTCHHSAMH (pUIaMu), Hampumep, anuHoi 120 map ocHoBanuii. I[Ipomecc moBTOpHOM
coopku Beeit mocnenoBatenbHocTH JIHK M3 momydmBmuxcs puaoB Ha3bIBaeTCS BEIPABHUBAHHEM.
CyliecTByeT CEKBEHHUpPOBAaHUE NApHBIX MPOUYTEHUH, KOTOPOE MO3BOJSET UCHOIb30BATh KOPOTKUE
(parMeHTHl U CEKBCHHPOBATh M B MPSAMYI0, U B OOPaTHYIO CTOPOHY, YTO TOBBIIIAET TOYHOCTH
JanpHeimero BelpaBHUBaHUA. CyIIEeCTBYIOUINE MHCTPYMEHTHI JJIS OCYIIECTBIECHUS MOBTOPOHOMN
coopku JIHK B oxHy mocnenoBaTenbHOCTh MOKHO Pa3feiWTh HA HCIOJB3YIOIINE 3TATOHHYIO
MOCTIEIOBATENEHOCTE (WK pedeperc) u rpadoBkIe.

B cityuae ucnonb30Banus pedeperca B mpoIecce BhIpaBHUBAHUS KaXK bl KOPOTKHUI IPOYNTAHHBIH
(parMeHT cpaBHUBAETCS C ITAJOHHBIM F€HOMOM, YTOOBI HAMTH Hamyylllee COBIAAOIIEe MECTO,
rie oH OyneT COOTBETCTBOBaTh HAMMEHBIIEMY KOJIMYECTBY pasnuuuid. B cioydae mnapHBIX
NPOYTEHHH Ka)/0e 4YTeHHWEe BBIPABHHBAETCS OTAEIbHO, a HHpoOpMalus o o0erM mapam
o0BeuHseTCA U COO0IIaeTCs B OJHOI CTpOKe BEIpaBHUBAHUSA. B BBICOKO BapHaOeIbHBIX y4acTKaxX
MIOCTIEIOBATENbHOCTH (YEeOBEUECKHE JIEHKOIMTApHbIE AHTHICHbI B T.4. TJABHBIH KOMIIIEKC
TECTOCOBMECTUMOCTH) MCIIOJIE30BaHHE 3TAJIOHHOTO TeHOMA 3aTPYAHUTEIFHO U IPUBOAHNT K ITOTEPE
nHpopmanuu. [ToaTomy BMecTO pedepeHcoii mocae10BaTeIbHOCTH MOYKHO UCTIOIB30BaTh TpadoBoe
IIPE/ICTaBIICHUE, KOTOPOE NMeeT 0oJiee CIOKHYIO CTPYKTYpPY M IO3BOJISIET YYUTHIBATH BapHalllH
BKJIIOYAH JIeJIelIMU U BCTaBKH.

I'padbr 3aHMMAIOT TaBHEE MECTO B aHAJIM3€ OMOJIOTMYECKUX I10CIIEJ0BATEIbHOCTEH, I/Ie OHU YacTo
HCTONB3YIOTCS AJI1 KOMIIAKTHOTO MPEACTABIEHUS] MHOKECTBA BO3MOXHBIX MOCIEI0BATENBHOCTEN.
Kak mnpaBmiio, camu IOCIeJOBAaTENbHOCTH HESBHO MPEACTAaBISIFOTCS Kak 00Xoxel B Tpade.
Bo3MO0XHO, caMBIM TPOCTBIM TNpe/CTaBI€HHEM rpada SBISETCS OpUEHTHUPOBaHHBIH Tpad. B
KOHTEKCTe cOOpkHM reHoMa rpadsl e bpeiiHa SBISIOTCS MONYJISIPHBIMH IPECTaBICHUIMH
OpUEHTHPOBAHHBIX TPadoB, B KOTOPHIX KAXKABIH y3el mpenctaBiseT k-mer (YHUKaIbHYIO CTPOKY
IIMHBL K), ¥ Ka)xaoe HampaBJieHHOEe peOpo mpeacTaBisieT coboi mepekpbiTie k—1 ocHoBaHwmid
MeXAY cyhhUKCOM y311a «0T» U MPehUKCOM y3I1a «K».

OpueHtupoBaHHbIe Tpadbl HE MOJHOCTHIO BRIpAXKAOT KOHIenHio ABYX Henodek JJHK. To ects onn
He pasnuyator uyteHue MoJekyssl JJHK B ee mpsmoii u 00paTHOM KOMIUIEMEHTAPHON OpHUEHTAIIHH.
UToOBl  BBIPA3UTh OTO CBOWCTBO, OpPHEHTUPOBaHHbIE Tpadpl MOXHO OOOOMMTH 1O
JIByHAIIPaBJICHHBIX TpadoB, B KOTOPHIX Kakaas KOHEYHas TOYka pedpa MMeeT HEe3aBHCHMYIO
OpHMEHTAINIO, YKA3BIBAIOIIYIO, JOJDKHA JIM TIpsIMas WM OOpaTHas JOTOJHUTENbHAs MEeTrovKa
MIPUCOEIMHEHHOTO y3J1a OBITh MOCENaeTCs IPH BXOJAE B y3€J Uepe3 3Ty KOHEUHYIO TOUKy pedpa.
WuBepcuyn, oOpaTHble TaHAEMHBIC MAYIUIMKAMM W TPOU3BOJIBHO CJOXHBIC IEPECTAHOBKH
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BBIPQ)KAIOTCS B JIBYHAIIPABICHHOM IIPEACTABJICHUH. TaKue CIOXKHBIE BapHAHTHI HE MOTYT OBITH
BBIPQ)KCHBl B BEPCHH OPHEHTHPOBAHHOrO rpada 6e3 co3maHMs HE3aBUCHMBIX Y3JIOB IIPSMOTO H
oOpatHOro o00X0ma ¥ COXpaHEHHsS IOMONHHUTEIbHON WHGOpMANWK IS ONHCAHUS 3TOH
B3aUMOJIOTIONIHAEMOCTH. Bepcusi IByHampaBieHHbIX rpadoB ¢ peOpaMy JaeT SKBUBAJICHTHOE
npecTaBIIcHHE.

2. Cywecmeyrouwjue peweHusi

2.1 Minimap2

CylecTByeT MHOXECTBO HHCTPYMEHTOB, KOTOPBIC PEaM3yIOT BHIPABHUBAHHE HA STAJIOHHYIO
MOCJIEeI0BATEILHOCTE, Takue kak BLASR [1], BWA-MEM [2], GraphMap [3], Kart [4] u minimap2
[5]. Minimap2 ofuH U3 HOBBIX HHCTPYMEHTOB U MPEBOCXOUT IPYTUEC aHATOTHYHBIC HHCTPYMCHTHI
BBIPABHUBAHUSI [Vl KOHKPETHBIX MPEJIMETHBIX 001aCTel KaK 110 CKOPOCTH, TaK U 10 TOYHOCTH [5].
[TosTOMy OH OBLT BEIOPAH JJIs CPABHUTEILHOTO aHAIN3a C JPYTUMH.

Minimap2 HCHONB3YeT OAMH U TOT K¢ Oa30BBIA AJITOPUTM, HO pa3Hbie HAOOPHI MapaMETPOB B
3aBUCHMOCTH OT THIIOB BXOJHBIX JaHHBIX. BO3MOKHOCTM minimap2 OCHOBaHbI Ha OBICTPOM
6a30BOM aJrOpPUTME BHIPABHUBAHHUS MTOCICIOBATECIBHOCTH [6] U TOYHOM aarOPUTME BBIPABHUBAHHS
germoyek [7]. Jas 3THX aQIrOPUTMOB CIa0bIM  MECTOM MPOM3BOJUTENHLHOCTH  SIBIISIETCS
BBIPABHUBAHHUE JUIMHHBIX MOCIEIOBATEIBHOCTEH, YTO OBUIO HEMPAaKTUYHO MeeHHbIM 10 ner
Hazan. AnroputM Cymsyku-Kacaxapser (Hajime Suzuki, Masahiro Kasahara) [8] B 3HaunrtensHO#
CTEINICHU YCTPaHsET 3Ty NpodIieMy.

2.2 HISAT2

[IponomkeHneM pa3BUTHS MOJXOJa C HMCIOJIB30BAHUEM ATAJIOHHOTO T€HOMA, SIBISIETCS CHavala
co3JlaHue JIMHEHHOTO rpada pedepeHca, a 3aTeM 100aBlICHHE MyTallui B Ka4eCTBE alIbTEPHATHBHBIX
myteil mo rpagy (puc. 1). Taxoit meron Ol peanu3oBaH B uHCTpyMeHTe HISAT?2 [9].

Puc. 1. Ilpedcmaenenue c ucnoavzosanuem epaga Kycka nociedogamenvrocmu. 1100 yugppamu yxasarvl
paznuunsie 6udbl cmpykmypuuix eapuayuil. 1 - Oononyxneomuonuiii nonumopguzm (SNP). 2 - Yoarenue
(Oeneyus). 3 - Bcmaeka
Fig. 1. Representations using the sequence piece graph. Below the numbers are the various types of
structural variations. 1 - Single nucleotide polymorphism (SNP). 2 - Deletion (deletion). 3 - Insert

AJNTOpUTM peanm3yeT CTPYKTYypy JaHHBIX Ha OCHOBE TpadOoB W HCIONB3YyeT NpeoOpa3oBaHUsA
beppoy3a-Yunepa (Michael Burrows, David Wheeler) (BWT) [10]. Bepiutsl mpencTaBisiioT
coboit ogHO M3 ocHoBanuii {A, C, G, T}, a UX OTHOWIEHUS MPEICTABICHH Kak pebdpa. UToOb
obecrieynTh OBICTPOE HAaXOXKAEHHE NMYTH B rpade, KOTOPhId cooTBeTCTBYeT KoHKpeTHOoMy JIHK
ObUTM CcleNlaHbl HECKOJBKO IIAroB JUIS ONTUMM3AIMKM. B oTianume OT Jpyrux ajlropuTMoB
BBIPDABHUBAHUS TpadoB, KOTOPHIE HCIOJIB3YIOT HMHAEKCHI Ha OCHOBe Kk-MepoB, TpeOyrommx
MHTEHCUBHOTO WCIIOJb30BAaHMS TaMsATH, Takux kak vg, HISAT2 wucnoms3yer umnuekc rpada
®epparunsi-Mansunu (Paolo Ferragina, Giovanni Manzini) (dGM-ungexc, GFM) [11].

2.3 MannnanH reHoMHoro rpada

B naHHOM wWHCTpyMeHTe ObUIa peali30BaHa CTPYKTypa JaHHBIX TeHoMa rpada, Koropas
Hpe/ICTaBIsIeT TeHOMHEBIE IT0CIIeI0BAaTEIbHOCTH Ha pedpax rpada. ['enomuslii rpad (GGP) crpoutcs
U3 TOMYyJSALUU T€HOMHBIX IOCIEN0BATEIbHOCTEH, TaK YTO KAXAbIH T'€HOM B STOH MOMYNALUU
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NpPE/CTaBICH IIyTEM T[OCJEJO0BATENbHOCTH 4epe3 rpad. DKCIEpHUMEHTBbI, MPOBEACHHbIC
co3martensaMyd  HWHCTpyMeHTa [12] 1O CpaBHHTEIBHOMY aHajdW3y, JCMOHCTPHPYIOT, 4TO
HCIOJIb30BaHHE TEHOMHOTO Tpada yiydiiaeT BhIpaBHUBAaHHE MPOYTEHUH M MOMCK BapUaHTOB 0e3
COIMYTCTBYIOIICH MOTEPH TOYHOCTH.

B nacrosiiee Bpemst GGP ananusupyer o0pasiibl 0 OTASIBHOCTH, U BEPCHS], KOTOPasl BBIIOIHSIET
COBMECTHBI MOMCK BAPUAHTOB, HAXOAUTCS B CTafuu pa3pabotku. MHdopmanus, Takasi Kak 4acTOThI
ajieNieil KaKJI0ro BapUaHTa M HEPABHOBECHE 110 CIICTUICHUIO MKy HIMU, MOXKET OBITh BKITFOUCHA
B rpad, MpeaoCcTaByisis MOMOJHUTEIBHYI CTAaTHCTHUCCKYH0 WH()OPMAIUIO i BBIPaBHUBAHUS
CUMTHIBAHUS U OUCKA BAPUAHTOB. B JaHHBIIl MOMEHT 3TO peajn30BaHO TONBKO B rpade Bapuanmi.

2.4 I'pach Bapmuauum

I'pad Bapumanmii [13] npencrapnser coboii AByHANpaBiIeHHBINA Tpad mocnenosarenpHocTedt JJHK,

KOTOPBIIl MpEeACTaBNsSeT TEHETHUECKHEe BapHallMd B MOMYIAIMH. OJTa CTPYKTypa JaHHBIX

00ecreunBaT CKaToe KOAUPOBAHHE MOCIENI0BATEILHOCTEH MHOTMX TeHOMOB. I'pad) Bapumanwmii

COCTOWT H3:

®  BCpIIMH, B KOTOPBIX COAEPIKUTCS mociienoBaTenbHOCTh U3 {A, C, T, G} u unentudukarop;

e pebep, KOTOpbIE COSAMHSIIOT IBE BEPILUHBI Yepe3 000 U3 UX COOTBETCTBYIOIMX KOHIIOB;

e  myTel, KOTOpPBIE OMMUCHIBAIOT TCHOMBI, BRIPOBHEHHBIE MTOCIIEIOBATENBHOCTEH H aHHOTAIINN KaK
nepexo/ibl Yepe3 BEPIIMHBI, COSTMHEHHbIC peOpaMHu.

UYroObl 00ecnednTs CONOCTABICHHE YTEHHWS W JAPYTHE ONepanuH JOCTyma K OoiplmmM rpadam
MIOCJIEI0BATENILHOCTEH, HHCTPYMEHT UCTIONB3YyeT KPaTKoe MpeAcTaBieHne rpada Bapuanuii vg (xg),
KOTOPOE SIBJISIETCS CTATUUECKUM, HO 3(PEKTUBHBIM C TOYKH 3PEHUS AMSTH U BPEMEHH.

2.5 CpaBHeHMe pa3nu4HbIX NpeacraBsieHUN

BripaBHUBaHHE POYTCHHUN TEHOMA SBJISCTCS TIEPBBIM IIIaroM B OOJBIIMHCTBE PA00OYUX MPOIECCOB
aHanmm3a reHoMa. CyIIecTByeT HECKOJBKO IOAXO0J0B K PEHICHHIO 3TOU 3aadd, KOTOPhIE MOYKHO
paslenuTh Ha IB€ OCHOBHBIE KATETOPUU:

®  CIOJBH30BAHNE 3TAIOHHOTO F€HOMA,

®  HCIOJB30BaHKE IPa)OBOrO MpeACTaBICHUS.

Tabn. 1. Cpasnenue uncmpymenmos 0Jisi 8blPAGHUBAHUSL
Table 1. Comparison of alignment tools

Hazpanue | Pesyabtatr | Ucnonb3oBanue rpadpa | OTKpBITHIA KO
minimap2 | sam Her Ha

hisat2 sam Ha Ia

GGP bam Ha Her

vg bam Ja Ha

Xortenoch OBl OTMETHUTH, YTO HMHCTpyMeHT GGP, XOTh W TOKa3al XOpOIIME Ppe3yNbTaThl, K
CO’KaJICHUIO, HE MUMEET OTKPBITOTO Koma. Takke I JanpHeimed TpaHcopManui 60IbITHHCTBO
HHCTPYMEHTOB OMOWH(OPMATHKH IPUHUMAIOT M OKUIAIOT Pe3yIbTaTOB BEIPABHUBAHMA B popMate
bam, a minimap2 u HISAT2 Beipator sam. DT0 UCTIpaBIIAETCS ITyTEM HCIOJIB30BAHNS HHCTPYMEHTA
npeoOpa3oBaHus samtools ¥ BO3MOXKHO, NMOCKOJIBKY MH(pOPMALHs B 3THX (opMaTax oJAWHAKOBasd,
pocTo bam — 3T0 TBOUYHBIHN (aii.

3. 3adaya uHmepnpemupoeaHus

ITo oCJICA0BATCIIbBHOCTHU ,Z[HK BO3MOXHO OHPEACINTb HECKOTOPHIC NPU3HAKU OpraHu3ma. Taxas
orepanyrs Ha3bIBACTCA HHTCPHPETHPOBAHUEM I[HK C‘{I/ITaeTCﬂ, 4YTO BCC MNPHU3HAKKU OpraHu3Ma
HMCIOT F'€HETUYSCKUM KOMIIOHCHT, OAHAaKO CTCIICHb, B KOTOpOﬁ T'CHbI CHOCO6CTBy}0T Ppa3BUTHIO
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(enotuna, Bapeupyercs. CyIecTByeT HECKOJIBKO BHIOB ()EHOTHIIOB - MOHOTE€HHBIE, XDPOMOCOMHBIE
U TOJHMTeHHble. MOHOTEHHBIC MPU3HAKH CBSI3aHBI C OJHMM TeHOM. Hampumep, Hammuue Takoro
3a00JIeBaHMS KaK CEPIIOBUIHOKIICTOYHAS aHEMUS y YeJloBeKa 00ycioBieHo MyTanueii reaa HBB.
XpOMOCOMHBIE TIPH3HAKU OOYCIIOBJIEHBI HM3MEHEHHEM KOJIM4ecTBa XpomocoM. [loimreHHble
NPU3HAKK K€ OOBIYHO SBISIIOTCS PE3yJIbTaTOM COUYETAHMS PA3IMYHBIX T€HOB, KAXKIBIA U3 KOTOPBIX
YBEJIMYMBACT BOCIPHUMMYUBOCTH K ITOMY COCTOSIHMIO. M3yueHuwe Takoro (eHoTumna Bcerja
HPEACTaBIIIO CI0XKHYIO 3aauy. OUH U3 METOI0B UHTEPIIPETUPOBAHMS Ha3bIBACTCS MOIUTCHHOM
oneHkoil (PRS). O coctout B TOM, YTOOBI HA OCHOBE AAHHBIX MOJTHOT€HOMHOI'O HCCIIEIOBAHUS
accounanuu (GWAS) wu remoma opranmzma B ¢opmare VCF mnomyuurs 4ucio, KOTOpoe
KOppPENUpPYyeT ¢ IPU3HAKOM.

4. [Nodcyem nonuz2eHHoOU OYeHKU

CTaHILapTHI)Ie OLICHKHU IOJUI'CHHOTO PpHCKa OOBIYHO CTpPOATCA Ha OCHOBC B3BCIICHHOM CYMMBbI

KOJIM4YeCTBa anneneﬁ, TO €CTh:
PRS = E ,Bixl-
i

CyliecTByeT HECKOJIbKO MOJXO0J0B sl mojcuera f3;. HekoTopble BKIIIOUEHHbIE BapUAHTBI MOTYT
OBITh JIO)KHOIIOJIOXKUTEIBHBIMH, 1 HEOOpaOOTaHHBIE OLIEHKH pa3MepoB 3(h(eKTa OT HUX MOTYT OBITH
MOJIBEPKECHBI CHCTeMaTHueckoi omubke ordoopa [14]. Kpome Toro, cranmaptheiii mogxon PRS
TpebyeT TeCTUPOBAHHUSI B JHAla30HE TIOPOTOBBIX 3Ha4YeHH P-value, KoTopsie 4acTo BBHIGHPAIOTCS
npousBoiibHO. Ommbka MpeackazaHus, OlleHHBaeMas 10 ONTUMH3MPOBAHHOMY IOPOTY, TaKkKe
MOXeET OBITh MO/BEPKEHA ONTUMUCTUYECKOMY CMeIleHHI0. UTOOBI yJIydlIMTh IpeAcKa3aHHe
TEHOMHOTO PHCKa, ObUT MPEJIoKEH IMIHPHIECKUEe OaileCOBCKUE MOMXO/BI ISl BOCCTAHOBIICHHS
OCHOBHBIX pa3mepoB 3(ddekra. ITOT MeETOJ YAOBIETBOPUTEIBHO MOKa3an cebs mpu
MmojienupoBanud. OH MPOCT B BBIYMCIUTEIHLHOM OTHOLICHHWM W HE TpeOyeT NpearojoKeHHH o
pacnpeseneHnn pasmepa 3ddexra. DTOT MOIX0/] 3aKII0YAETCS B UCTIONb30BaHUU Bopmyny Teuau
(Maurice Tweedie) st KOpPEKTUPOBKH OLIEHKH f3;

B Twe,i —

rae & — GyHKuusA npeoOpa3oBaHus Z-CTATUCTUKU B JUCIICPCUI0 OOBSICHEHHOW OTBETCTBEHHOCTH,
onwucanHas B [15], f(x) — stnepHas ouenka mwiotHoctu (KDE):

rae K sisercs sapoM, TO €CTh HEOTPHUIATENEHOW QYHKIUEH, a h > 0 SBISETCS CTiaKHUBAIOIIAM
[apaMeTpOM, Ha3bIBAEMbIM LIIMPUHOM MOJIOCHI.
Jpyro#i moaxo 1 uCroyib3yeT GopMyIy:

ﬁTwe,tdr = Brwe(1 — fdr),
rae fdr — nokajbHas 4acTOTA JIOKHBIX OTKPBITHH, BEPOSTHOCTh HYJEBOTO 3HAYCHHUS C YYETOM
HaOmogaemoit  z-cratuctukd. (1 — fdr), cnemoBaTenbHO, SBIACTCS JIOKAJILHOM HCTHHHOM
CKOPOCTBI0 OOHAPYXKCHHS. DTOT METOJ B3BCIIMBACT KAXKAYIO OICHKY BCIUYHMHBI d(pQeKTa Io
tdopmyne TBuIM C BEpOSTHOCTHIO TOTO, YTO OHA HE paBHA HYNIO. Ha mpakTuke 3TO NPUBEACT K
JATbHEHIIIEMY YMEHBIICHUIO pa3mepoB 3¢ dekra A0 Hy/s, U 4acTh pa3MepoB 3¢ddekra craner
paBHOM HYITIO, TOCKOJIbKY JIOKAJBbHBIN fdr paBeH eNUHHUIE U1l HEKOTOPBIX MapKepOB.
Emie ogun paccMaTpuBaeMblid CITOCOO MCITONB3YeT:

Brar = B~ fdn),
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B KOTOPOM KOI(()HUIHEHTH PErpecCHH B3BCIIMBAIOTCS 10 JIOKAIBHBIM MCTHHHBIM I0Ka3aTEIsIM
0OHapyKeHHUS.

5. MHmepnpemupoeaHue C NOMOUWbIO MOJIU2€HHOU OUEeHKU
Jlis aHanM3a reHoMa ¢ MOMOIIBIO ONEHKH IIOJIMTCHHOTO PHCKa I Hadana TpeOyeTcs BhIOpaTh
MOJENb A OINPEACTICHHUS BEPOATHOCTH BO3HHMKHOBEHHsS (eHoruna. I[lockoinbKy B AaHHOM
ucciaeoBaHUM (EHOTUI TPEICTABISET COOOM HETMPEPBHIBHYIO BEIUYUHY, TO B TAaKOM CIIydae
UCTIONb3YyeTCsl TUHEHHas perpeccust:

y=u+xpf +e,
riae 4 — ko3 duient perpeccun.
JluHeiinas perpeccus oleHUBaeTcs Ko3pPUIHMEHTOM JeTepMUHaLuy R?:
SSreg

R? =
SStot

re
SStot = SSreg + SSres
n

SSreg = Z@l - },1)2
i=1

SSres = Zyi -
i=1
9; — 3HaueHHe, MOIydeHHOe perpeccueil, y; — axTuueckoe 3HaueHue. CpepHee (PaKTHUECKUX

3HAYCHMI:
n
i=1

3I>—‘

6. [JobaeneHue oyeHkKu e 2pagh

I'enomHbIE rpa(bm MOCTPOCHbI TAKUM 06pa30M, YTO MNOCJICAOBATCIBbHOCTD DK3EMIUIAPA MOXKET OBITH
IpeJcTaBlIcHa KakK MyTh B rpade. UeM OoubIe pa3IudHBIX BAPHAHTOB CONEPIKUT Tpad, TEM TOUHEE
OyZeT IyTh OTPaXKaTh ACHCTBUTEIBHYIO ITOCIEIOBATEIBHOCTD. TakK, IIPH MOCTPOCHUH rpada MOKHO
00aBUTh €r0 BEpIIMHAM OICHKY, MOJTYYCHHYIO W3 CYMMAapHOW CTaTUCTUKU (pHC. 2), M 3aTeM
WCTIONIL30BaTh ATH JaHHBIE i oacdeta PRS ax3zemmsipa.

‘lNl“

20030: TAAAAATAC \>\'\'\:\'\

m\

Ouenka y3na u3
CYMMAapPHOII CTAaTHCTHKH
GWAS

Puc 2. I'pagh eapuayuii ¢ oyenxou grusinus
Fig. 2. Graph of variations with impact assessment
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ITocne moctpoeHus rpada BOHHUKACT CIEAYIONINHA 3Tan — BhlpaBHUBaHKe naHHBIX JIHK Ha Hero.
Ora omepanus 3aKIIOYaeTCs B TOHUCKE IYyTH, KOTOPBIA OBl COOTBETCTBOBAI HOBOW
rocienoBaTrenbHOCTH. braromapst 100aBIeHHBIM paHee NaHHBIM 00 OIpEeAeJICHHOM IpH3HAKe, B
9TOT MOMEHT MO>KHO IIPOCYMMHUPOBAB BECHI BCEX Y3JIOB, BXOASIINX B HAHACHHBIN MyTh, MOJIYYUTh
MOJTHOT€HHOMHYO OIIeHKY. [Tocie 3Toro HeoOX0IMMO MOCTPOUTH KOG PHUIIESHT KOPPEISIIAN ITOH
OIICHKH C (DEHOTHUIIOM U CPaBHUTH PE3YIBTAT C HCCIIEIOBAHIEM MOX0XKETO THIIA.

7. Habop daHHbIXx

Jns oueHky 3QeKTUBHOCTH MeTo/Aa ObUIM NMPOBENECHBI AKCIIEPUMEHTAIbHBIE HCCIIEAO0BAHUS Ha
HaOopax naHHBIX pacTeHus Arabidopsis thaliana. JloCTymHOCTB €CTECTBEHHO HHOPEIHBIX IIITAMMOB
MO3BOJISIET TOBTOPSITH (DEHOTUIMPOBAHWE OJHOTO M TOTO JKE aJalTUPOBAHHOTO TEHOTHIIA B
Pa3IMYHBIX KOHTPOJIUPYEMBIX YCIOBHSX, 4To nenaeT Arabidopsis thaliana momxomsimmm Jyis
U3y4eHUs] B3auMoAaeHcTBus reHotun-cpena. CymectByer npoekT «1001 reHom», KOTOpbIH ObLI
3amyieH B Hagasie 2008 T. ¢ 1enbio BEIABICHNUS MTOIPOOHOI BapHaIiy IOCIEI0BATEIbHOCTH BCETO
reHoMa kak MuHUMYM B 1001 o6pasie [16].
W3 nocrynueix B katanore AraGWAS skcriepuMeHTOB ObIII0 BBIOPaHO HECKOJIBKO HCCIIEI0OBaHUIM C
JOCTYITHOW cyMMapHO# ctatuctukoil. Kpome Toro, Obu1 cMozmenupoBaH cooctBeHHBIE GWAS ¢
roMonipio HHCTpyMeHTa plink Ha 135 sk3eMmuipax. OTo OBIIO CAETAHO, TaK KaK BCE JOCTYITHBIC
JaHHBIC 00 MHIMBHUIYaJIbHBIX TeHOMaX Arabidopsis HCTIOIB3YIOTCS B ofcueTe. UTOOBI IPOBEPHTH,
KaK CHIIBHO 3TO BIUSCT, B OBLUT IIOCTPOCH OTHeNbHBIH GWAS, KOTOpEI OBLT TOTOM NPOTECTUPOBAH
Ha 44 OTIeNBHBIX K3eMILIsIpax. B utore 6bu10 MpoBeneHo 2 SKcnepuMenTa Ha cieayromux GWAS.
e M216T665 [17] — mpu3Hak comepkaHusi MeTaboMUTOB. [Ipoduiu HeueneBblXx MeTabOoJIUTOB
TKaHU JiicTa Ha ocHOBe LC-MS cobupanu ams kaxaoro oodpasma. XapakTeprcTuka MeTabomuTa
C OTHOIIIEHHEM Macchl K 3apsay 216 u BpemeHeM yaepKuBaHus 665 c.
e GWAS, nocTpoeHHBI! Ha OCHOBE ITPU3HAKA B MPEABIAYIIEM ITYHKTE.
CoobctBennbiit GWAS ObLT TOCTPOEH TOIBKO Ha 4-1 XpoMOcoMe, Tak Kak uccienoBanue M216T665
COJIEPKUT BCE 3HAYMMBIC BapUAHTHI TOJIHKO Ha ONPEIEIICHHOM y4JacTKe 3TOH XpoMocoMbl. Takxe
6611 mocTpoeH rpaduk (puc. 3), KOTOPBIH CX0XK € TEM, YTO OKa3bIBAET KATAJIOT IS OPUTHHAIIBHOTO
HCCIIeIOBaHMS.

~—— Bonferron: threshold [0.05]
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Puc. 3. Manxammencxuii epaghux ona nocmpoennozco GWAS na eepxmnem pucyake u 01s OpusuHAIbHOLO
GWAS (na nusxicnem pucynre). Ilocmpoen 0ns 4-ii xpomocomol
Fig. 3. Manhattan plot for the constructed GWAS on the top picture and a plot for the original GWAS (on the
bottom). Built for chromosome 4
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MopenupoBaHue [OaHHBIX C CEKBEHATOPOB ObUIO TMPOBEICHO HCIONB3Ys JAHHBIE PEabHOTO
reHotuna u3 mpoekra 1001 renom. DTo uWccienoBaHwe conepxuT naHHbie B Gopmare vef. C
momoteio mHCTpyMeHTa ART [18] BO3MOXKHO MOZIETHpOBAaHWE IMAPHBIX YTCHHH CEKBEHAaTOpa
[llumina.

daian ¢ pechepecom B @aiin ¢ reHOTHUIOM B
thopwmare fasta chopmare vcf

v

bcftools consensus

¥

ART

Puc. 4. Mooenuposanue naprnoix umenuti cexeenamopa lllumina
Fig. 4. Modelling of paired readings of the lllumina sequencer

ART BbIBoaMT naHHBIe yTeHUs B (opmate fastq, HO Ha BXoj TpeOyeT mocienoBaTeIbHOCTh (0e3
yreHuil) B popmare fasta. Jlns Toro, utoOBl UCMONB30BaTh HHCTPYMEHT ART maHHBIN TeHOTHIA
cHauana nepeBozstcs u3 vef B fasta ¢ momorpro beftools consensus [19]. On mo3BossieT co3naTh
COIJIACOBAHHYIO IOCJIEAOBATENBLHOCTD JUIS JK3EMIUIIpa, TJE MOCIEeI0BaTENbHOCTh BKIIIOYAET
BapHaHTHI, BRIOPaHHbIE I 3TOTO MHAMBHAYyMa. IloapoOHO cxema paboTHI ISl MOJEIUPOBAHUS
MoKa3aHa Ha puc. 4.

8. Pesynbmamsi

CHauaJia ObUI IPOBEJICH aHAJIM3 UCIIONb30BaHMs Pa3UuHbIX KoddduimenTos mis noacuera PRS.
Hcnonb3oBancs Brye tars Brar Brwe,i> TAe I = 207 paBeH pazmepy BEIOOPKH Ha KOTOPOii cunTancs
PRS. Ananus nposoauics 1t GWAS M216T665. Tlocuutannslii R? nokasan B Ta6m. 2.

Tabn. 2. Koagppuyuenm demepmunayuu R? onsa paznuunvix kodpguyuenmos npu noocueme PRS
Table 2. Coefficient of determination R? for various coefficients when calculating PRS

Kosdppuumenr Brwetar Biar | Brwez207
minimap?2 0.6223 0.5531 0.6956
HISAT2 0.6391 0.5776 0.704
GGP 0.5898 0.5153 0.6751
vg 0.5831 0.5059 0.6663
CpenHee 3HaYCHHE 0.6086 0.538 0.6853

Hawmmyymmii pe3ynbTaT moka3an mocjiefHuil Ko HUIMEHT, TO3TOMY B JaJTbHEHIIEM UMEHHO OH
OYIET UCTIONB30BATLCS U MocYeTa R,
st rex GWAS, Ha KOTOPBIX ITPOBOAMINCH UCCISIOBAHMS, Pe3YJIbTaThl IOKa3aHbl B Ta0I. 3.

Tab6n. 3. Koagppuyuenm demepmunayuu R? ons paznuunvix uccredosanuti GWAS
Table 3. Coefficient of determination R? for various GWAS studies

HccnenoBanne | M216T665 | Co6crBennblii GWAS (158/44) | Cpennee 3HauyeHHe
minimap2 0.6956 0.3049(0.3298/0.2908) 0.4053
HISAT2 0.704 0.271(0.3096/0.2897) 0.3936
GGP 0.6751 0.289(0.3362/0.2817) 0.3955
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vg 0.6663 0.3095(0.3279/0.285) 0.3972
vg + score 0.6692 0.4583(0.5032/0.4884) 0.5298

9. Bbig0o0bI

MBpI pa3paboTanu MOIU(PUIUPOBAHHEIH METO/ MOJUI'CHHON OIIEHKH, KOTOPBIH MTOJCYUTHIBACTCS HA
pe3ynbTaTtax BhIpaBHHMBaHMS WHCTpyMeHTa vg. OH ObUI BCTPOEH B CYIIECTBYIOUIMA MHCTPYMEHT
myTeM 00aBJIeHUs OMIIMHU, KOTOpas yKa3blBaeT Ha HeoOxoaumocTs nojcuera PRS. PazpaboTanubrii
MeToJl cpaBHHMBajics ¢ cymiectBytommumu 4 wuHcrpymeHTamu: HISAT2, minimap2, vg (6e3
momudukanun) 1 GGP. Jjist 3T0oro ObUTM HaNKCaHBI IPOrpaMMbI Tiojicueta PRS u R?,

Jlis monTBepKICHUS PE3yJbTAaTOB OBUIO TPOBEICHO HCClenoBaHMs Ha 3-x Habopax GWAS,
KOTOpbIC  TOKa3ajdW  OJMHAKOBYH  JHWHAMHUKYy. [IpoBefeHME  IKCIEPHUMEHTOB  OBLIO
ABTOMATH3HPOBAHO C TIOMOIIBIO Pa3pabOTaHHOW MporpaMMbl. Pa3pabOTaHHBIN METOJ YBEIUUMIT
k02 bUIIEHT AeTepMuHAanuKM R? nna mHcTpymenTta vg ¢ 0.3972 nmo 0.5298 B cpemem, d4TO
MOKA3bIBACT yIyUIIeHUE MIPeaCcKa3aTeIbHON CIIOCOOHOCTH.
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Abstract. With the development of modern technologies in medical organizations, there is an opportunity to
modernize existing methods of monitoring public health and detecting diseases. The use of telemedicine can
reduce costs and increase the efficiency and accessibility of medical services including monitoring the state of
health by remote (outside of medical and preventive institutions) registration and processing of ECG that helps
to detect diseases in the initial stages. In this paper, we propose an approach to displaying data to users of
telemedicine systems for independent (without medical staff) early detection of diseases by ECG. This approach
can be used in the development of a graphical interface for telemedicine systems for the early detection of
diseases by ECG.
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AnHoraumsi. C pa3sBUTHEM COBPEMEHHBIX TEXHOJOTHH B MEAMLMHCKHX OpPraHM3alMsiX IIOSBHIACH
BO3MOXKHOCTh MOJICPHM3HPOBATH CYIIECTBYIOIINE METOABI MOHUTOPHHTA 30POBbS HACEICHUS M BBISBICHHS
3a0oseBaHuil. Mcnonbp30BaHUE TEIEMEAULMHBI TI03BOJIMT COKPATUTh PACXOABI U MOBBICUTH 3()(EKTUBHOCTD U
JIOCTYITHOCTh MEAMIMHCKHMX YCIYT, BKJIFOYask MOHUTOPHHI COCTOSIHHUS 3710POBBS C IOMOIIBIO yHaJICHHOH (3a
npeeslaMi MEUIIMHCKIX ¥ MTPOQHIIAKTHIECKUX YUPEKACHHU) peructpanun U oopadorku OKI', ¢ momomipio
KOTOPOIT MOYKHO OOHApYKUTH 3a00JIeBaHUsI Ha HAYIbHBIX dTarax. B HacTosmel paboTe npeiaraeTcs MOaxXox
K OTOOpa)XEHHIO JAHHBIX ITOJIb30BATEISIM TEIEMEIUIIMHCKUX CHCTEM paHHero oOHapyeHHs 3a00JeBaHUi C
nomotpio JKIT Ge3 y4acTust MEIUIIMHCKOTO TepcoHana. JIaHHBIH MMOAX0Z MOXKEeT OBITH HMCIOJIB30BaH MpH
pa3paboTke rpaduyeckoro mHTepdeiica TereMeINIMHCKUX CHCTEM paHHEro oOHapyKeHUs 3a00JeBaHUHA C
nomosio OKT.

KioueBble cji0Ba: MEITUIIMHCKIE CHCTEMBI; TTOJB30BATENBCKIN HHTEP(dEiic; TMCTaHIMOHHBIA CKPUHIHT

Jas uutupoBanus: bycenko A.A., Xonomos D.A., Houkos P.C., Ilo3un b.A. [Togxon k oToOpa)keHHIO
JTAHHBIX JUIS TTOJIb30BaTeNel TeleMEeANIIMHCKUX CUCTEM paHHero oOHapyxeHus 3aboseBanuii no OKI'. Tpyzsr
HUCII PAH, Tom 34, BbIm. 2, 2022 ., ctp. 201-208. DOI: 10.15514/ISPRAS-2022—-34(2)-16

1.Introduction

With the development of modern technologies, it became possible to modernize existing methods
for early detection of diseases in the population, including people in remotely located places from
medical institutions, using telemedicine. This opportunity allows increasing the coverage of the
population with medical services without resorting to an increase in the staff of medical personnel,
which makes it possible to reduce the costs of their provision and further treatment of the patient
with timely detection of the disease at an early stage [1, 2].

The need for telemedicine technologies manifests itself during planning a mass clinical survey of
the population with the aim of early detection of a specific disease - during planning a screening [3].
For example, the screening of the population for the presence of carbohydrate metabolism disorders
on a national scale has not yet been carried out in Russia, although, in 2016, the prevalence of
undiagnosed type 2 diabetes mellitus (T2DM) among the adult population was higher than the
prevalence of diagnosed T2DM [4]. Without the implementation of telemedicine, screening tests
recommended in the current standards (blood tests) [5] are too difficult and expensive to carry out,
because a large number of medical personnel and laboratory equipment will be required in primary
care.

Due to the increased availability of ECG recording devices [6] and the entry into force of the law on
telemedicine, since 2018 in Russia [7], a new opportunity has been appeared for the early detection
of diseases during the screening - with processing and analyzing ECG obtained from many remote
electrocardiographs located outside medical facilities. The patient takes an ECG in a convenient
place for himself where the electrocardiograph is located, then the ECG itself is transmitted via the
Internet to a data center for processing. After that, the processing results are transmitted back to the
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patient’s smartphone or e-mail, based on which the patient decides what to do next — to consult the
doctor or not.
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Fig. 1. An example of the results of an ECG study from an electronic medical record EMIAS (text in Russian)

When considering existing medical systems, it was found that they are not suitable for remote ECG
screening studies. The main reason is that the systems do not consider the user’s qualifications. For
this reason, the results of ECG analysis in such systems are provided to the user in terms that are
understood by the medical specialist, but incomprehensible to the patient. As a result, the patient
will have (if he wants) to find out on his own what to do next after the screening. An example of
such results from the EMIAS electronic medical record is shown in Fig. 1.

Thus, when planning remote screening by ECG using telemedicine technologies, it is necessary to
consider the qualifications of the system user that will be involved in the screening process.

2. Aims and objectives

The aim of the study is to develop an approach to inform the user about the results of a remote ECG
analysis, which the patient will understand on his own, without the assistance of medical personnel.
This approach is proposed to be implemented by creating a personal patient’s account of the
telemedicine system for the early detection of diseases by ECG (hereinafter referred to as the
System), in which the data will be displayed in accordance with the qualifications of the patient. The
way medical data is presented should be flexible enough to meet the needs of users with different
qualifications and experience. Most of the existing medical systems are designed for the fact that
the user will not independently decipher the results of your examination, or it will be a patient with
experience in the field of medicine. Our approach to displaying data will help to design the user
interaction with the System so that the user with limited medical knowledge understands what to do
next when passing the remote screening.

In particular, the developed approach helps to design the patient’s interaction with the System during
remote screening without the participation of a doctor.

To achieve this aim, it is necessary to solve the following tasks:

e Analysis of the patient’s role model of the System;
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e Determining the requirements for the personal patient's account of the System;

o Developing an example of the personal patient's account of the System.

As an example, it is planned to develop an automated system for carbohydrate metabolism disorders
(CMD) screening by ECG together with a personal patient's account.

It is supposed to evaluate the developed personal patient's account by checking for compliance with
the stated requirements (verification) and the declared CMD screening process (validation).

3. Overview

When designing a personal patient's account of the System, it is necessary to determine the
requirements. To determine the requirements, it is necessary to analyze the role model of the users
of the System. The role models of telemedicine systems users affect what information should be
displayed at all and in what form. Depending on the functions and purpose of the System, the model
may include several roles: Patient, Medical Worker, etc. In the System with a mobile device for
recording an ECG and displaying ECG analysis results, the role model includes only the Patient.
The characteristics of the Patient are:

e The Patient does not know medical terminology;

e The Patient may mishandle the electrocardiograph. Although portable electrocardiographs
usually have clear and simple instructions, due to various factors (power line interference,
unnecessary patient movements that degrade the quality of the ECG, etc.), the resulting ECG
may not be suitable for further analysis;

e The Patient does not necessarily record an ECG in a medical facility, so there may not be a
qualified medical worker nearby who will check whether the patient is recording the ECG
correctly and tell what to do next.

Taking into account the process automated by the system, it is necessary to classify what the Patient
needs to know first of all, and what does not need to know at all. Such a description of the user's role
model will allow you to answer questions such as:

e What information should be displayed on the main page of the personal account?

e What information may be put on additional pages or displayed when clicking on the button?

e What should not be displayed at all, even at the Patient's request?

For example, during the process of remote ECG screening:

e First of all, it is necessary for the Patient to know the results of the screening and further steps.
It is necessary to display information that answers the following questions:
o "Is he/she all right?" - it should be said whether the Patient has signs of the presence of the

studied disease;

o "Does he/she need to see a doctor?" - a recommendation should be submitted to go to a
doctor of a certain specialization when identifying signs of the presence of the disease under
study;

o "Did he/she take an ECG properly?" - if the ECG turned out to be of insufficient quality for
further analysis, a recommendation to take the ECG again should be submitted.

e Secondly, if the Patient is interested, it is necessary to let them know additional information.
For example, how the result was obtained, other details (the ECG tape or ECG analysis
dynamics);

e Finally, the patient must be denied access to data other than the Patient’s. For example, the
negotiations of doctors at the consultation and data about other patients.

The Patient’s needs during remote screening determine the structure of the personal account:

e Priority things need to be displayed on the main page;
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e Additional information can be displayed on a separate request to the patient. For example, by
clicking a certain button on the main page or expanding a certain list.

Information should be provided in a simplified form for the Patient, such as infographics.

However, prior to displaying data, the Patient must be authorized and authenticated so he wouldn’t
have access to data not related to the Patient.

4. Implementation
Based on the requirements laid down above, a personal patient's account of an automated system for
CMD screening has been developed.
The screening process, based on which the system was developed, is presented in the following
algorithm [8]:
1) Stage one:
a) Registration of the patient during screening;
b) ECG recording using a recording device involved in the screening process;
¢) Checking the quality of the taken ECG. If there are critical interferences on the recorded
ECG, the patient will go through steps (b) and (c) again;
d) Repeat steps (b) and (c) until enough ECGs are obtained without critical interference;
e) Upon successful completion of the ECG quality check, the patient receives a message on
the smartphone/e-mail about the presence/absence of CMD signs on the ECG;

2) In the second stage, the patient is re-examined for signs of CMD based on national
recommendations, with which an appropriate diagnosis is made.

As part of the work, the automation of the first stage is carried out, since the second stage must be
performed manually by an endocrinologist in accordance with national recommendations.

Single-lead ECG

recording device System

‘\T/

Peraspera Cardio (N2 10708
in Unified Register of Russian
Programs for Electronic
Computers and Databases)

¥
{ APl ‘
Parsconal patient's

account

Service far |

Performs l identifying
screening T signs of CMD)
Ill b . | onthe ECG |

Patient

Fig. 2. The overall scheme of the automated system for CMD screening
The developed System consists of the following subsystems/services (Fig. 2):

e Peraspera Cardio software platform [9] is designed to assess the state of the human
cardiovascular system based on ECG processing. This platform was chosen as the basis of the
System as it accelerates its development since the platform already has the necessary
functionality: collection, storage, pre-processing of ECG, performing basic calculations, and
providing calculation results via API to related systems;

e Service for identifying signs of CMD on the ECG. The ECG data stored in Peraspera Cardio is
transmitted to the API service to perform calculations to detect signs of CMD based on ECG
analysis. ECG analysis is carried out according to the mathematical methods described in [8,10].
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Calculation results are sent back to Peraspera Cardio;

e Personal patient's account. The main purpose of the personal patient's account is to provide the
patient with the opportunity to get acquainted with the results of the ECG analysis and view
further recommendations during and after the screening.

of i of I of

27%
There are no suspicions of 3 "healthy" ECGs
> E‘. Bydraie miE olis i 4 G 6 more ECGs left
et SR Not enough ECG for assessment
55% The latest ECG is unreadable.
6 "healtyhy" ECGs Possibly due to movement during

ECG recording. Retake an ECG!

4 "healthy" ECGs
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Fig. 3. Examples of displaying the results of ECG analysis on a smartphone in a web application

Access to the personal patient's account is implemented through a web application adapted for
smartphones. Fig. 3 shows examples of displaying data for a patient by results or during screening
from left to right:

e “The patient has no suspicions of carbohydrate metabolism disorders”;

e  “The patient has a suspicion of carbohydrate metabolism disorders, it is necessary to contact
an endocrinologist”;

e “The patient needs to retake the ECG due to poor quality. A possible reason is a movement
during ECG recording.”

The developed system is compatible with all current operating systems and browsers with JavaScript

support. The server part runs under Windows OS or Linux. The server part of the application is

implemented using the JavaScript language, PostgreSQL is used as the DBMS.

5. Evaluation

At the moment, all the requirements for displaying data for the patient in the corresponding personal
patient's account of the automated screening system for carbohydrate metabolism disorders have
been met:

o after each ECG recording, updated values of health indicators are displayed in the personal
patient's account, namely, indicators for assessing the state of carbohydrate metabolism (the
proportion of ECG with identified signs of CMD);

e the patient is informed in his personal patient's account when it is recommended to take a new
ECG to get an accurate answer, whether he needs to consult an endocrinologist;

o if there are enough ECGs for analysis, the patient is informed whether he has a suspicion of
CMD and whether he needs to consult an endocrinologist;

o if the current ECG was taken with insufficient quality, the Patient is informed about the need to
take the ECG again.

e prior to displaying data, the Patient must log in to his personal account by login and password
sent to his smartphone after registration during screening and first ECG recording.
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According to the implemented functions, we can say that the patient's personal account corresponds
to the declared screening process for CMD.

To evaluate the work of the developed system with the patient's personal account, it is necessary to
test the system in practice during the study. The system has not yet been tested, it is required to
check in the form of trial operation during the screening study.

6. Conclusion

An approach has been developed to inform the user about the results of a remote examination in
telemedicine systems for the early detection of diseases by ECG (Systems), which will be
understandable to the patient without the help of medical professionals. The approach is
implemented through the development of a user's personal account.

The role model of the patient as the central user of the System has been analyzed. Based on the role
model of the patient, the requirements for displaying data in the personal account have been
developed - based on the results of processing each ECG, the following information should be
provided in the first place:

e whether he has signs of a specific disease;
e if so, which specialty doctor he should go to;

e a recommendation to take the ECG again if the previously obtained ECG has insufficient
quality.

An example of a patient's personal account within the System, an automated system for screening

for carbohydrate metabolism disorders (CMD) has been developed. The patient's personal account

complies with the stated requirements and the CMD screening process. A trial operation of the

system is planned for its approbation.

The obtained approach to inform the user about the results of a remote ECG recording can be used
later for developing requirements for the graphical interface of the personal user's account for the
above-mentioned Systems.
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