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UccnepoBaHue CBOMCTB anroputMma CrnaCuUHra
npeauvkarta nyTu

A.B. Buwunsixos, ORCID: 0000-0003-1819-220X <vishnya@ispras.ru>
Hncmumym cucmemnoeo npocpammuposanus um. B.I1. Ueannurxosea PAH,
109004, Poccus, e. Mockea, yn. A. Conrcenuysina, 0. 25

AuHoTaums. Besomacueiii nukn paszpaborku 10 (SDL) npumensiercss it MOBBIMICHHS HAICKHOCTH H
3aIIMIIECHHOCTH TPOTPaMMHOT0 obecniedeHus. B >KM3HEHHBIH IUKJI TPOrpaMMbl TOOABIISIIOTCS 3Tarlbl IS
HPOBEPKU CBOKCTB ee Oe3omacHocTH. Cpenyt Mpodyero MOBCEMECTHO IpUMEHseTCs (a33HHI-TeCTUPOBaHMUE,
KOTOpOE T03BOJISIET OOHAPY)KMBAThH aBaAPHIHbIC 3aBEPILICHHS M 3aBUCAHMS aHAJIM3UPYEeMOro koaa. [ mopuaHbIi
HOJXOJ, COBMEIIAomuil B cebe (pa33MHI M JMHAMMYECKYI0 CHMBOJBHYIO HMHTEPIIPETallHIO, IOKa3ajl ele
0obIryro 3¢ (HheKTHBHOCTB, YeM KIacCHYecKHil (a33uHr. bomnee Toro, CHMBONIbHAS HHTEPIPETALINS TTIO3BOJISET
J00aBJIATH IOMOJIHUTENIbHBIC IPOBEPKH, Ha3bIBacMble NMPEIUKaTaMH O€30IIaCHOCTH, KOTOPBIC MIMYT OLIMOKU
paboThI ¢ MaMATHIO M HEONPE/ENCHHOE MoBeieHHe. JJaHHAasl CTaThsl HCCIEAYET CBOMCTBA U XapaKTePUCTUKU
aNropuTMa CHafCHHIa IpeANKaTa IYTH, KOTODBIH IMO3BOJISIET YCTPAaHATh HM30BITOUHBIC OTPAHUYCHHS H3
HpenuKaTa IyTH 0e3 MOTepH TOYHOCTH. B cTaThe MoKa3pIBaeTCsl, 4TO AITOPUTM KOHEUEH U He TepsIeT PEIIeHHI.
Bonee Toro, npou3BOANTCS OLIEHKA aCUMITOTHYECKOH CII0XKHOCTH AJITOPUTMA.

Keywords: nunamuueckas cuMmBoibHas uHTeprperanus; DSE; mpemukaT myTu; crnaficuHr, ycTpaHeHHe
M30BITOYHBIX OrPaHHYCHNH; aHaIU3 OMHAPHOTO KoJa

Jlos uutupoBanms: Bumnsakos A.B. MccnenoBanue CBONCTB anroputMa ciaicuira npeaukara nyta. Tpyast
VICII PAH, Tom 34, BbIm. 3, 2022 1., ctp. 7-12. DOI: 10.15514/ISPRAS-2022-34(3)-1
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Analyzing properties of path predicate slicing algorithm

A.V. Vishnyakov, ORCID: 0000-0003-1819-220X <vishnya@ispras.ru>
Ivannikov Institute for System Programming of the RAS,
25, Alexander Solzhenitsyn Str., Moscow, 109004, Russia

Abstract. Security development lifecycle (SDL) is applied to improve software reliability and security. It
extends program lifecycle with additional testing of security properties. Among other things, fuzz testing is
widely used, which allows one to detect crashes and hangs of the analyzed code. The hybrid approach that
combines fuzzing and dynamic symbolic execution showed even greater efficiency than classical fuzzing.
Moreover, symbolic execution empowers one to add additional runtime checks called security predicates that
detect memory errors and undefined behavior. This article explores the properties of the path predicate slicing
algorithm that eliminates redundant constraints from a path predicate without accuracy loss. The article proves
that the algorithm is finite and does not lose solutions. Moreover, the algorithm asymptotic complexity is
estimated.

Keywords: dynamic symbolic execution; DSE; path predicate; slicing; irrelevant constraints elimination;
binary analysis

For citation: Vishnyakov A.V. Analyzing properties of path predicate slicing algorithm. Trudy ISP RAN/Proc.
ISP RAS, vol. 34, issue 3, 2022, pp. 7-12 (in Russian). DOI: 10.15514/ISPRAS-2022-34(3)-1

Acknowledgments: This work was supported by RFBR grant 20-07-00921 A



Vishnyakov A.V. Analyzing properties of path predicate slicing algorithm. Trudy ISP RAN/Proc. ISP RAS, vol. 34, issue 3, 2022, pp. 7-12

1. BeedeHue

Bezonacuenii mukn paspadotku [10 (SDL) [1-3] npumMeHnsieTcs AJisi HOBBIMICHUS HAIC)KHOCTU U
3aIIMIIEHHOCTH IPOTrPaMMHOT0 oOecneyeHus. B >KM3HEHHBIH LMK NPOrpaMMbl JOOABISIOTCS
STambl Ul TPOBEPKU CBOMCTB ee Oe3omacHocTd. Cpeau Mpoyero MOBCEMECTHO NPHMEHSETCS
(a33uHr-TecTUpoBaHue [4, 5], KOTOpoe MO3BOJISIET OOHAPY)KUBATh aBapUUHBIE 3aBEPLICHUS U
3aBUCaHUs aHAJM3UPYyeMoro koxa. ['mOpumHblil mogxon [6-9], coBmemaromuii B cedbe (a33uHr u
IUHAMAYECKYI0 CHMBOIBHYI0 HHTeprperanuio [10, 11], mokazan eme 6ompuryio 3 QeKTHBHOCTS,
yeM Kiaccudeckuil ¢a33uHr. boiee TOro, CMMBOJIbHAS HHTEPNpPETAIMs IO3BOJSIET M00aBISATH
JIOTIOTHUTENbHBIE TIPOBEPKH, HA3bIBAEMBIC IIPEAMKAaTaMH Oe30macHOCTH [12], KOTOpble HIIyT
OLIMOKY PabOTHI C TAMSITHIO M HEOIPEICICHHOE TIOBEICHHE.

JluHamMu4eckasi CHMBOJIbHAS HMHTEPIPETAIMA OCYIIECTBILSIETCS cCiemyrommM obpasom. CHaganma
KaXIOMY BXOJHOMY OalTy mporpaMMmsl (Hampumep, OalWTy BXOmHOTO (aiima) cTaBHTCA B
COOTBETCTBHE CBOOOAHAs CHMBOJIbHAs IIepeMcHHas. Jlamee IPOM3BOANTCA HWHTEPIIPETaLUs
KOHKPETHOTO IIyTH BBINOJHEHHUS TPOTPAMMBI, 3aJaHHOTO HEKOTOPHIMH (DHKCHPOBAHHBIMHU
BXO/IHBIMH IaHHBIMH. VIHCTPYKIMH, KOTOpBIE ONEPUPYIOT HAJ CHMBOJIHBIMH 3HAUYCHUSAMHU
(3aBUCSLIMMU OT BXOJHBIX JIaHHBIX) MOPOXKAAIOT CHMBOJIbHBIC BbIpaKeHHs ((POpMYJBI) B
COOTBCTCTBHU C HUX OHepaHHOHHOﬁ CEMaHTUKOHN. M3MeHeHus naMsaTu u PErucTpoB OOHOBJIAIOT
CHUMBOJIHOE COCTOSIHUE, KOTOPOE COAEPIKUT OTOOpaKEHHE M3 PErucTpOB M OAMTOB MaMsTH B
CHUMBOJIbHBIC BBbIPAXKCHUA. Ka)Kl[OC YCJIOBHOC€ BETBJICHUC }1068.BH$ICTCH B Ope€auKar IyTH.
KOH'])IOHKL[I/IH OFpaHI/I‘IeHI/Iﬁ 3 TnpeauKkata ImMyTU HUMCECT MOJCJIb — 3HA4YCHUA CHUMBOJIBHBIC
MEpEeMEHHBIX (BXOAHBIX 0afiTOB MporpaMmsl), KOTOpbIE IPOBEAYT MPOrpaMMy IO TOMY K€ IIyTH
BBIIIOJIHCHUS.

O6I)I‘~IHO BBIACAIOT ABE 3aJladud, KOTOPBLIC IO3BOJIACT peulaTb AUHAMHUYECKasA CHUMBOJIbHAA
MHTEPIIPETAlys: YBEIHMYCHNUE MOKPBHITHA KoJa (OTKPHITHE HOBBIX ITyTEH BBIIOJIHEHHS) W TMOUCK
OLINOOK.

OTKpBITHE HOBBIX ITyTel OCYIIECTBISIETCS IyTeM HHBEPTHPOBAHUS YCIOBHS MepexoaoB. st aToro
COCTaBIISIETCSI KOHBIOHKINS OTPaHUUCHNHN U3 TIPeINKaTa IyTH 10 MHBEPTUPYEMOTO TIEPEX0/ia C ero
orpunianneM. TakuMm 00pa3oM, MOZENb ISl MMOJYYEHHOTO NMpEeAHKaTa MPOBEJET IPOrpamMMy IO
JIPyroMy IIyTH BBITIOTHEHUS.

IMounck ommboK [12] mpon3BoauUTCS 3a CUET PELICHHs IPEeIUKaTOB O€30IIaCHOCTH, OMUCHIBAIOIINX
yCIIOBHME BO3HUKHOBEHHE OLIMOKH (HampHMep, paBeHCTBa AennTens Hyio). Ecim anamormaHo
COCTaBUTH KOHBIOHKIUIO TPEIUKaTa MyTH U IpearKaTa 0e30I1acHOCTH, TO B pe3yJbTaTe PelIeHUs
MOTYT MOJYYUTHCSI BXOIHBIE JIaHHBIE, aKTHBHUpPYIOIME omMOKy. TakuM oOpa3om, IpenuKar myTH
OTBEYACT 32 JOCTHKEHHUE ITPOTPAMMOI TOUKH TPOSBICHHS OLIMOKH, a TIpeIuKaT 0e301acHOCTH —
3a ee pearu3aluo.

2. Anzopumm cnalicuHza npedukama nymu

Anroput™m | cnaiicuara npenukata nytd [13] (BmoxHoBien KLEE [14]) mo3BoiseT ycTpaHSTbH
N30BITOYHBIE OTPAaHWYCHHS M3 MpeuKaTa MyTH 0e3 MoTepu TOYHOCTH. ANTOPUTM HpPUHUMAeT Ha
BXOJ LeneBoe orpannueHue CONd (ycioBue IJisi MHBEPTHPOBAHHS MEPEXOfa WM MPEIUKAT
0€3011acHOCTH) ¥ KOHBIOHKIIMIO OTPaHUYEHUH U3 MpeArKaTa myTH [1 10 TOYKHM MPOBEPKH LETIEBOTO
orpanunueHus. IlpeaBapUTENbHO BBIUUCISAIOTCS UCIOJB3YEMBIE CHUMBOJIbHBIE IEPEMEHHBIE Ui
KaXI0r0 OIpaHUUYEHMs B IpeAMKaTe IMYTU U LEJNEBOro YCIoBUs. X BBIUUCIEHHE NMPOU3BOAUTCS
myreM o00Xojga aOCTPakTHBIX CHHTAKCHYECKHX JIEPEBbEB JUII CHMBOJIBHBIX BBIPaKCHHMH.
W3HavanbHO MHOXECTBO NEPEMEHHBIX CIIaliCHHTa Vars COAEP’KUT CHUMBOJIBHBIE NEPEMEHHBIE, OT
KOTOpBIX 3aBucHT CONd. Jlasee mpONUCXOMAT POXOIBI IO BCEM OTPAHHUCHHUSIM C U3 IPEANKaTa My TH
I1. Ecnu mepeMeHHbIe Vars mepecekarTcsl ¢ UCIOIb3yeMBIMH MEPEMEHHBIMH B C, TO MHOKECTBO
vars ImormoyHsAeTCS CUMBOJIBHBIMU MEPEMEHHBIMH M3 C. IIpOoXO0Isl MPOUCXOIAT A0 TeX MOp, MOKa
MHOXECTBO VarS TIOMOJIHASTCS HOBBIMH 3JeMeHTaMu. B pesymprate OyAyT MOIYy4eHBI BCe
TepeMeHHbIe Vars, KOTOpbIe TPAH3UTHBHO 3aBHCST OT IIEPEMEHHBIX B [IEJIEBOM OrpanudeHnu cond.
B KoHIE MpoN3BOIUTCS MOCIEAHUH TPOXO] IO OTPaHWIEHHAM 13 npeankaTa mytH I1. Orpanndenus
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u3 I1, ucnonbzyemble IepeMEHHbIE KOTOPBIX MEPECEKAtTCsl ¢ Vars, COCTABISIIOTCA B KOHBIOHKIIHIO
BMecTe ¢ orpanmdeHuem Cond. ITomyuennsiii npeaukar I[Is OyaeT oTBeuyaTh peliacMoi 3amade:
MHBEPTUPOBAHUIO TIEPEX0/a WM MPOBEpKe mpenukara OesomacHocTu. Takum oOpasoM, Oepercs
JWIIb 9acTh OTPaHWYECHUH U3 mpenukara myTu. [Ipu sTom nanee OyneT mokaszaHO, YTO alrOPHTM
pelIaet Ty ke 3a1ady.

Aneopumm 1. Aneopumm craticunea npeouxama nymu
Algorithm 1. Path predicate slicing algorithm

BxonHele maHHBle: cond — OT'PaHMUeHMe IJIS MHBEPTUPOBAHUSA LEJIeBOTO nepexona
(mnm npemmkaT 6OesonacHocTu), II — #npeamkaT OyTHM (OTpaHMUYEeHMs OYyTM IO
LeJIeBOIO Iepexona) .

vars Hused_variables (cond) DnepeMeHHHe cavicuHTa
change « vars
while change # @
change « vars
for all c €Il DurepupoBaHue MO OTPAHUYEHUAM IYyTU
if vars Nused variables (c) # @ then
vars « vars U used_variables (c)
change < vars \ change
[Is « cond DorpaHuyeHnre nJsa MHBEPTUPOBAHMUA/NPEOMKAT OE30MNacCHOCTH
for all c €II do DurepupoBaHme MO OTPAHUUEHUAMM Iy THU
if vars Nused variables(c) # @ then
IIs <« IIs A C
return Ilg

Ilepen TeM Kkak MPUCTYNUTh K M3Y4YEHHIO CBOWCTB M XapaKTEpUCTHK ainropurma | craifcuHra
IpennKara IMyTH, IPUBEAEM HEOOXOANMBIE OTIPEIETICHNUS.

Onpenenenue 1. Mooenw ons npeouxama P(vy, ..., V,) — 9mo makas nOOCMAaHo8Ka V; < C;, i =
1..n, 20e c; — koncmanmel, npu Komopou npeduxkam ucmuren: P(cy,...,c,) = 1.

Omnpenenienne 2. CumsonvHas nepemenHas — CB000OHAS NepeMeHHAs, KOMOopas CMAasumcs 6
coomeemcmeue ¢ KanicobiM 6X00HbIM OAUMOM NPOSPAMMUL.

Onpenenenue 3. Ilpeduxam nymu I, nocmpoennviti Onsi Nymu 6bINOJAHEHUS, 3A0AHHO20
KOHKPEMHbIMU 3HAYEHUAMU CUMBONbHBIX NEPEMEHHBIX O; (6X0OHBIMU DAUMamu RPOSPAMMbL) — MO
KOHBIOHKYUS OZPAHUYEHUL HAO CUMBOJIbHLIMU NEPEMEHHbIMU U KOHCIMAHMAMU, Kadlcods MoOelb
KOmMOpOtl npogedem npozpammy no momy dce nymiu 6blNnoJHEeHUsL.

Crenyer OTMETHTh, YTO M3 ONpEAENICHHs MpeauKaTa IyTH CJIEIyeT, YTO 3HaYeHHsS CHMBOJIBHBIX
MEePEMEHHBIX (; SIBIISIIOTCS Il HETO MOJIEIIBIO, T.K. 9TO M3HAYAJIbHBIE BXO/IHBIE OalThl POrPaMMBl,
KOTOpBIE ITPOBOAAT €€ 10 3aJaHHOMY ITyTH.

3. Ceolicmea u xapakmepucmuku asizopumma cialicuHaa npedukama
nymu

Teopema 1. Ancopumm 1 crasicunea npeduxama nymu KOHeueH, m.e. 3A8epulaemcsi 3a KOHeYHOoe
yucno umepayuil.

Joxazamenvcmeo.  AnroputMmy  TpeOyIOTCS NpPEABApUTENbHO  BBIYMCIEHHBIE MHOXKECTBA
HCIIONIB3yEMbIX CUMBOJIBHBIX TIepeMeHHbIX USed_variables (C) amnst Bcex orpaHUYeHUId B MpeAUKaTe
nytd u orpanuueHus cond (¢ € I v ¢ = cond). IIpousBoautcs 00X0I IePEBbEB CHMBOJIBHBIX
BBIPXXECHUH (JUIs1 OTpaHIYEHUH C) B INUPHHY U COCTABIISIETCSI MHO)KECTBO HOMEPOB, HCIIOJIB3YEMBIX
B HHUX NEPEMEHHBIX. AJITOPUTM MOKCKA B LIUPHUHY SIBJISIETCS KOHEYHBIM JJISl IEPEBHEB C KOHEUHBIM
YHCIIOM BEpPUIMH, YTO CHpaBEeUIMBO MJsl JePEBbEB CHMBOJIBHBIX BBIpOXKEHHH. MHOXECTBO
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orpaHuyeHuil B mpeaukate myTH I Takxke KoHeuHO. ClemoBaTeNbHO, aNrOPUTM BBIYHCICHUS
HCIOJIb3yEMbIX CHMBOJIbHBIX MIEPEMEHHbBIX KOHEUEH.
[Tpoxox o BceMm orpanudenusiM C € I1 ocymecTisiercs 32 KOHEYHOE YUCIIO [IaroB, T.K. MHOXKECTBO
OrpaHWYCHUIA B mpeankare myT I1 koHeuHo. M3 3TOro CieayeT, 4To BIOKEHHBIN UK Ha KaKI0H
urepauun While, koTopblii 0GHOBJISET VArS, U LUK, KOHCTPYUPYIOIIHA UTOroBbIH npeaukat Ils,
KOHEYHBI. J[J1s oKa3aTeabCTBA KOHEYHOCTH BCETO aNropuTMa 1 ocTaeTcst TONBKO JT0Ka3aTh, YTO
urepauuit nukia while ¢ ycnoueM 3aBepuieHus change = ¢ KOHEYHOE YHCIIO.
Kaxxnas ureparms nukia While 3akmrouaercs B mepeGope Bcex OrpaHUUCHHU# C M3 TIPeIUKaTa IIyTH
IT ¢ BO3MOXHBIM OOHOBIICHHEM MHOXecTBa Vars. [Ipu 3ToM, eciu Ha UTEpalMU HE MIPOUCXOIUT
N3MEHEHHE MHOXKECTBA Vars, BBIOIHAETCS YCIIOBHE 3aBEPIICHUS LIUKIIA.
Hust i €N ob6oznaunm V; = vars; — MHOXKECTBO NMEPEMEHHBIX ClIaliCMHTa Vars B Havaie i-if
utepaiun. Torna V; = used_variables(cond), a V; € V;,;, Tak KaK MHOXECTBO IIEPEMEHHBIX
vars Ha KaI0# HTepalud BKIIOYAeT B ce0s MHOXKECTBO MEPEMEHHBIX MPEIBbIAYIICH UTEpaIH:
Viea = V;U U, tme V; N U; = @, u U; — MHOXKECTBO JOOABIICHHBIX B VArS MepeMEHHBIX.
3amMeTHM, YTO Ha KaXKJI0M UTeparii BO3MOXKHBI 2 BapuaHTa paboThl allTOpUTMA:
1) mnpoucxoaut nepedop Bcex OrpaHUYEHHI U3 mpeankata nytH [1 6e3 u3MeHeHus: MHOXxecTBa V;,
W LIUKJT 3aBEPIIAETCS;
2) MHOXECTBO V; MOMONHSIETCS HOBBIMH DIICMEHTAMH.
IMokaxem, uto tuka While, orOuparomuit cuMBONBHBIE TEPEeMEHHBbIC AJsI CIAWCHHTA, UMEET
KOHEYHOE YHCIIO0 uTepanuil. JlokakeM «OT MPOTHBHOIO». MPEAMOJIOKUM, YTO UK OECKOHEUCH.
CrenoBaTeibHO, HUKOT[A HE BBIIOJHSACTCS YCIOBHE 3aBEpIICHHS LUKIA. JTO BO3MOXHO (B
COOTBETCTBUH C BAPUAHTAMU €T0 pabOThI) B TOM U TOJBKO B TOM CIIydae, KOT/a Ha KaXI0i uTepanuu
i MHOXkeCTBO V; TOMONHSAETCS XOTS Obl OJIHUM HOBBIM 3JIEMEHTOM X; (IIPU 3TOM X; MOXKET OBITh HE
€/IMHCTBEHHBIM HOBBIM 3JIEMEHTOM Ha i-i utepauuu: Vi, = V; U U;,tneV; N U; = @,ax; € U;).
bonee toro, mHoxectBa V; crporo Bioxensl (V; € V;,;), B NPOTHBHOM cjyd4ae CTauo Ol
HCTHHHBIM YCJIOBHE 3aBEpIICHUS IUKiIa change = @ (mpyrumu ciosamu, V; = V). Ucxomns u3
CTPOrO#i BIOKEHHOCTH MHOKeCTB V;, Bce aneMeHThI X; pa3nuuHbl. Toraa cymectByeT OecKoHeuHast
MOCJIEI0BATENLHOCTD {X};, Takasi uTo X; € V1, COCTOSIIAst U3 Pa3IUYHBIX dlieMeHTOB. O003HAUNM
MHOXECTBO 3JIEMEHTOB mociesoBarensHocT kak X = {x | x € {x};}. [lockoabky Kaxmoe u3
MHOXECTB V; SBISIeTCS MOAMHOMXECTBOM MHOXECTBA Vp BCEX CHMBOJBHBIX MEPEMEHHBIX
MPOrpaMMBbl, TO MHOYKECTBO 3JIEMEHTOB rocienoBateiabHocti X © Vp. CnenoBaTenbHO, MOIIHOCTb
MHOXecTBa |X| < |Vp|. Ho MHOXeECTBO Bcex CUMBOIIBHBIX NepeMeHHbIX Vp koneuno: |Vp| = N,
rne N € N. A 3naunT, |X| < N, u nocinenoBaTeabHOCTh {X}; HE MOXKET collepKaTh OECKOHEUHOE
YHCIIO Pa3IMYHBIX DJIEeMEHTOB. [10JIy4uian NpoTHBOpEUNe C N3HAYAIBHBIM ONpe/esieHHeM {X};, 13
4ero CJeAyeT, YTO LUKJI 0TOOpa CUMBOJIBHBIX MEPEMEHHBIX JUIsl CIaliCHMHTa KOHEYEH, a 3HA4UT, U
anroput™ 1 crnaficuHra npeankaTa myTH KOHEYEH.
Teopema 2. Ilycmob npeduxam nymu I1 cmpouncst no nymu blnoiHeHusl, 3a0aHHOMY KOHKDEmHbIMU
BHAYEHUSMU CUMBONbHbIX nepemennvlx V; < a;, I = 1..m, n € N, 2de v; — cumeorvnas
nepemennas, a o; — ee 3HaueHue (6xoo0Hou bavum npozpammul). Ecau xonvionkyus oepanuyenuil
npeouxama nymu 11 u oepanuuenus cond (I1 A cond) evinonnuma, mo npeduxam s (nonyuennoiii 6
pesyrbmame npumenenust areopumma 1 caaticunea npeouxama nymu k Il u cond) moowce svinonnum,
u Ons 1060l €20 Modenu Vj « Bj,j €] < {1,...,n} noocmanoexa v« ,[)’j, v, —a, k EK =
{1,...,n}\J (ay — 6xoonsie batimvr npocpammet) aisiemces mooenvio s npeduxama Il A cond.
Hoxazamenvcmeo. IcXos U3 ONKCAHUS aJrOPUTMAa, peaukar [Is COCTOUT U3 KOHBIOHKIUH YaCTH

orpanuueHuid u3 npeaukara nytu Il u orpannuenus cond: Ils = P A cond, I1 = P A Q. Tlpeaukar
I1 A cond BeIONHNM, a 3HAYMT, ¥ peaukat P A Q A cond BeimonHuM. Clie0BaTeNbHO, NPEANKATH
P A cond = TIs u Q TOX€ BHITOJHUMEL.

OO0paTuM BHEMAaHKE Ha MOCIEIHIOK UTepauunio ukia While, korja BbINOJIHAETCS YCIOBUE BHIXOAA
U3 I[MKIa, 4 UMEHHO MHOXECTBO IEPEMEHHBIX VarS OCTaeTcsi HEU3MEHHBIM B pe3yibTaTe
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UTEPUPOBAHUS 10 BCEM OrpaHWYEHUsIM C u3 npeaukara mytu [1. s aToro Ha Kax1oi uTepanuu
BJIOXKCHHOTO [UKJIa fOr He HOKHO MPOHMCXOMTH MOMONTHEHHE MHOKECTBA Vars. DTO BO3MOXXHO B
TOM M TOJBKO TOM CiIydyae, KOrja JInOo C He HCIOIb3yeT HM OJHY MEPEMEHHYI0 W3 vars, imbo
used_variables(c) S vars (B TUPOTUBHOM Ciydae MHOXECTBO VarS MOMOJIHMWIOCH Ol
TIepEeMEHHBIMA u3 used_variables(c) \ vars). Hpyrivu CIIOBaMH, Ve €
1 (used_variables(c) S vars) v (used_variables(c) N vars = 0).

W3 nocnennero nukia for axropurma ciemyer, YTO KOHBIOHKTHI P 3aBHCAT XOTS OBl OT OJHOU
MEpEMEHHON U3 MHOXKECTBA IIEPEMEHHBIX Vars, a KOHbIOHKTHI Q, HAIPOTHB, HE 3aBUCST HU OT OJHOH
nepeMeHHOHW M3 vars. M3 joKka3aHHOTo BBIIE YTBEPXKICHUS CIIEAYET, YTO KaXKIblii KOHBIOHKT P
3aBUCHT OT TIOIMHOYKECTBA IIEPEMEHHBIX U3 Vars. Takum o0pa3zoM, Kax/Iblii KOHBIOHKT P comepxut
TOJBKO TIEpPEMEHHbIE W3 VarS M He COJCPKHUT JAPYTHX NEepPeMEHHBIX. 3HAuUT, MHOXECTBa
TIepEMEHHBIX B npeankatax P u Q He mepecekaroTcs.

U3 mepBoil CTPOYKH airopuTMa CJIEAyeT, YTO MHOXECTBO MEepeMEeHHbIX B CONd sBisieTcs
MOJMHOXKECTBOM Vars, a 3Ha4YUT, MHOXKECTBa MepeMeHHbIX B CONd 1 Q TOXe He MepeceKaroTCs.
CrnenoBareiabHO, MHOXKECTBO TMEPEMEHHBIX mpeaukara P A cond = IIs me NepeCceKacTCsa ¢
MHO>KECTBOM IIEPEMEHHBIX Ipeaukata Q.

IlycTs v; <—ﬂj, j €] €{1,...,n} — monenp anst npenukara Ils. Torma v, < ai, k €K =
{1,...,n}\ ] — monens nns npeaukarta Q, T.K. Q BBIIOJHKM, MHOXeCTBa nepeMeHHbIX B [Isu Q He
nepecekatotes, [I = P A Q,av; <« a; —Mozaens Juia npeaukaTa nytu I u3 onpenenenns. Ocranock
HaiiTh  Momens Juis  mpemukata Il Acond = PAQ acond = (P acond)aQ = T A Q.
Mogenpio sBISETCS TOJNBKO YTO HAMJEHHas NOACTAHOBKA HENEPECEKAIOMNXCS MHOXKECTB
NEPEMEHHBIX: Vj < B, V) < &y, j €] S {1,...,n},k €K = {1,...,n}\]J.

CaencrBue 2.1. /[na nonyuenus 6xo0usix 06aiimos npocpammsl, RPUBOOAUUX K UHBEPMUPOBAHUIO
yeneozo nepexooa (Unu NPossIeHUI0 OuuUOKU), 00CMAMOYHO 3AMEHUMDb YACMb 8X0OHbIX OALMOs
V; Ha snavenus Pj uz mooenu onsa npeduxama llg, nonyuennozo 6 pezyibmame npuMeHeHus
aneopumma 1 craiicunea npeouxama nymu.

Teopema 3. Acumnmomuueckas crodcnocmv ancopumma 1 - O(|II| * |Vp|? * log(|Vp|)), 20e
[TI| = wucno oepanuuenusi 6 npeduxame nymu, a |Vp|— uucio ecex cumgonvbnvix nepemenHbix
(6x00HbIX balimos) npocpammol.

Joxazamenvcmeo. Homepa WCIOIB3YeMbIX CHUMBOJBHBIX IIEPEMEHHBIX XPAHITCS B JBOMYHBIX
(kpacHO-4epHBIX) NlepeBbsix noucka. Onepanusi 0ObeANHEHUS ABYX JI€PEBbEB MMEET CI0KHOCTh
O(|Vp| * log(|Vp|)). Omepamuss ompeneieHus Qakra nepeceucHus (MEpPECcEeKarOTCs/He
MepeceKaroTcsl) JBYyX OTCOPTHPOBAHHBIX KOHTEHHEpPOB MMeeT JuHelHyw cioxHocts O(|Vp|.
Omnpenenenne (akta M3MEHEHHS MHOXECTBA VArS MMEET KOHCTAHTHYKO CJIOXKHOCTB: JUIS 3TOTO
JOCTaTOYHO CPAaBHHUTh KOJHMYECTBO NEPEMEHHBIX VarsS B Hadaje M B KOHIE HTEpPalllM LHKIA.
KoHBIOHKIMS [BYX HpEIUKAaTOB TaKXe HMMEET KOHCTAHTHYIO CJIOXKHOCTb, T.K. IPEIUKATHI
NPEICTABISIIOTCS a0OCTPAKTHBIMH CHHTAKCHYECKHMH JCPEBBbIMH, @ X KOHBIOHKIHS PaBHOCHIbHA
CO3/IaHUIO OJTHOI BEPILIMHBI.

[penBaputenpHO 100 Hayana pabOThHl AITOPUTMAa BBIYMCISIFOTCS MHOXECTBA HCIONB3YEMbIX
CHMBOJIBHBIX MEPEMEHHBIX ISl OFpaHUUYeHUd C U3 mpenukarta nyTd I1 u orpannuenus cond. s
3TOr0 TPOM3BOIMUTCSA 00XOX MO abCTPaKTHBIM CHHTAKCHYECKHM JAEpeBbSIM. Takum o0pazom,
BBIYMCIIEHHE HCIOJB3YEMBIX TI€peMEHHBIX uMmeeT cioxuocts O(|I| = |[V]), rtme [V]-
MaKCHMaJIbHOE YHCIIO BEpIIHH B JiepeBe. CieyeT OTMETUTh, YTO HCIOJIb3yeMble MEPEMEHHbIE B
OTPaHWYCHUSAX TpearKara myTd [ MOTyT GBITh BBIYMCIICHBI SIUHOXKIbBI, a aJrOPUTM MPUMEHEH
MHOTOKPATHO.

OueHNM BBIYHCIUTEIBHYIO CIIOKHOCTh HEMOCPEACTBEHHO caMoro anroputMa 1 cradicunra
npeaukata mytu. B xymmem cirygae rukit While 6yaet umets |Vp | ureparmii. 910 BO3MOKHO, KOT/Ia
Ha Ka)XXI0# MTepallii MHOXECTBO VarsS MOMOJHACTCS POBHO OAHOI mepeMeHHON. Takum 0Opaszom,
acuMIToTHYecKas ciokHocTh wukiaa While: O(|Vp| * || * (|Vp| + |Vp| * log(|Vp]))) =
o(|T| * |Vp|? * log(|Vp|)). BeruncnurenbHas cI0KHOCTb Kaxk 10 HTEpaLliy BHYTPEHHETO KA
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for cocTouT U3 CyMMBI CIOKHOCTH MepeceyeHus i o0beanHeHnss MHOXXecTB. [locneauuit uukia for
ocymectBisier |I1| mepeceuenuii muoxkects: O(|IT| * |V]). UToro acuMOroTHyeckas CI0KHOCTH
amroputva — O(|II] = [Vp|? * log(IVe) + M| * [Vp]) = O(IT] = [Vp|* * log(|Ve])).

4. 3aknro4yeHue

B nmanHO# cTaTtbe OBUTH M3yYEeHBI CBOICTBAa M XapaKTEPUCTHKH aJTOPUTMa CIAHCHHTA MpenuKaTa
nytH [13]. Beuto mokasaHo, YTO aNTOPUTM KOHEYEH U MO3BOJISIET YMEHBIIATh YUCIIO N30BITOUHBIX
OrpaHMYEHUH M3 NpeankaTta nmyTu Oe3 morepu peuieHuid. bomee Toro, Obla mpoBeneHa OLEHKA
ACHMIOTOTHYECKON CI0KHOCTH JITOPUTMA.
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1. Introduction

The type system sets the basis for the reliable programming language and allows programmers to
effectively express software design solutions using the power of the particular programming
language raising the productivity of the software development process.
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The modern tendency of convergence of different programming paradigms (merging procedural
programming, structured programming, object-oriented programming, functional programming, and
concurrent programming) forces the type system to support this.

In this paper, a highly condensed overview of the type system is presented and a programming
language called SLang is used for the illustration of concepts. Necessary syntax constructs will be
presented using simple notation based on conventions, where [term] means optional, {term} may be
repeated zero or more times, terml | term2 is the selection of term1 or term2, bold font is used to
highlight keyword or special symbols.

Next is to define the notion of type as an important characteristic of every object during execution
time (runtime). The type fixes the number of operations and their properties (signatures) as well as
the size of memory required to store the object (number, valid values, and types of object attributes).
So, a type is an abstraction used to describe the structure and behavior of objects.

Authors rely on concepts that are well-known by a broad audience of programmers and terms like
class or variable will be used without formal definitions. Some definitions will be given right now
to simplify the understanding of examples.

The unit is a named set of members, where a member can be a routine or an attribute. Routines stand
for actions while attributes stand for data. If a routine returns some value as a result of its execution,
we call it a function otherwise a procedure. If an attribute can change its value during the program
execution, we call it a variable attribute (or simply variable) otherwise we call it a constant attribute
(or simply constant or immutable attribute). Unit is very similar to class and the difference is that
the unit incorporates characteristics of classes and modules (The term module is used like it was
introduced in Ada (package) [2], Modula-2 (module) [4] — a generally available collection of data
and routines with initialization) in one concept and the foundation for types.

So, the most important type is the unit-based type, and let’s review units first.

2. Units

Any unit is a named collection of attributes or members. Such a definition sets away routines because
they can be treated as constant attributes of routine type initialized with the routine signature and
body. Units have other characteristics related to inheritance and usage; they will be explored below.

Every unit defines a type, and the name of the unit will be used as a type name. Such type is a unit-

based type. The formal definition of the unit is

UnitDeclaration:

[final] [ref|val|concurrent|abstract|extend]

unit Identifier [AliasName] [FormalGenerics]
[InheritDirective] [UseDirective]

{
MemberSelection |
InheritedMemberOverriding |
InitProcedurelInheritance |
ConstObjectsDeclaration |
MemberDeclaration

{InvariantBlock]

end

Unit is a central component and has a lot of elements. For the purpose of the paper, only
ConstObjectsDeclaration and MemberbDecTlaration will be reviewed.

Specifiers indicate some characteristics of the unit and objects which can be built based on this unit-
based type.

As a unit may inherit members from other units’ finaT specifier prevents further inheritance from
this unit.
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ref | val specifies the default form of objects which will be created using this unit as a type. The
example below explains the difference. All objects of type Integer are to be values but not references
to the integer number.

val unit Integer ... end

1: Integer 1is 5

Here, 1 is a value object. is works as a combination of entity declaration with initialization.

ir: ref Integer is 5

Here, ir is a reference object.

The default kind of object is a reference one. It’s important to note that ref | val specifiers apply both
to units and for particular objects and attributes. The unit-based type itself is not related to the form
of objects of this type.

The concurrent specifier indicates that objects of this unit will be processed (executed) by a
processing element that is different from the one which is used for all objects which are not marked
as concurrent. The processing element is a general term for a physical processor, thread, process,
remote server, or whatever computing machine. The mapping between the concurrent unit and actual
physical executors is to be done outside of the programming language and it is not described here.
concurrent unit Philosopher

// There are 5 of them

// eating spaghetti...
end
If we like to ensure that there will be no objects created for the unit, it is to be marked as abstract.
Of course, if there are some abstract routines within the body of the unit it is not possible to create
an object of this unit type. So, it is not mandatory to mark such units as abstract as the compiler
knows this, but if one likes to prevent objects creation for some units with having all routines as
non-abstract then marking the unit abstract will allow to make it. Example:
abstract unit AnArray[G]
The extend specifier allows to extend already compiled unit with new members. For example:
Source #1 has

unit A
foo do ... end
end

Source #2 has

extend unit A
goo do ... end
end

Source #3 has

a is new A

a.foo

a.goo

Here, the second call to routine goo is valid if and only if the A unit extension was provided. In other
words, sources #1, #2, and #3 will be compiled separately, but a compilation of Source #2 relies on
the interface from Source #1, and a compilation of #Source 3 relies on interfaces of #1 and #2
sources.

As in many other OO-languages, final will not work together with abstract as it is out of sense
to create a unit when it is not possible to create objects of this unit and unit descendants are prohibited
as well.

After the unit name aliasing hame can be put (A1iasName). It can be used to give an alternative
name for the unit-based type. Some programmers do not like Integer they prefer int or INTEGER
val unit Integer alias Int

As we follow the style guideline that unit names should start with the capital letter.
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Aliasing is a part of the type system. Although it does not create a new type it affects type
equivalence. It also allows to create unique names, to use short names instead of long ones. So, alias
declaration can be put at the global level of the source like in the following example:

alias StandardInputOutput as IO
I0.print (“Hello world!\n”)

However, the name standardInp Sta utoutput still stays as a valid name of the unit. So, unit-
based types ndardInputoutput and I0 refer to the same type.
FormalGenerics is an optional parametrization of the unit with some unit-based type, or value, or
routine. For such kind of parametrization, the term genericity is used. The notation uses square
brackets.
abstract unit AnArray[G]
where G is the name of the type which is to be provided to get particular instantiation of the unit-
based type.
abstract unit oOneDimentionalArray
[G extend Any init(Q)]

G can be constrained meaning that any type which is used for instantiation is to be conformant to the
type specified as a constraint. In case of the example above it should be a descendant of Any. If it’s
necessary to create objects of the formal generic type, we need to know which initialization
procedure (constructor) to be used — in this example requirement for the instantiating type is to have
an initialization procedure without arguments.
unit Array [G extend Any init(),N: Integer]

extend oneDimentionalArray[G]
Here we have two generic parameters and the second one is the constant of the type which is
specified.
InheritDirective specifies from which units this unit inherits members. Here it is essential just
to mention that inheritance is multiple and does not use the subobject concept. Every unit member
is inherited on its own. The keyword extend (which is well-known by many programmers) is used
to highlight the set of parent (base) units. The example above in the section on generics shows that
unit Array inherits all members from the unit onebimentionalArray.

UseDirective. The idea of a module as a container of functionality seems to be similar to that of
[1]. However, there are some other differences between classes and modules. The key point is that
based on the class one may create an unlimited number of objects while for the module there will be
just one object created and properly initialized. Modules are created and initialized implicitly while
object creation is a special statement or expression. So, it implies that a unit may be used as a module
if and only if it has no initialization procedure or at least one initialization procedure with no
arguments. The example below highlights that

alias standardInputOutput as IO
I0.print(“Hello world!\n”)

Here, I0 is the name of the module which is created and initialized at some moment of the program
execution (actually, two options are possible — to create all module objects at the program start or
right before the first access to the module members).

io is new I0.init(IO0.TextMode)

Here, 10 is an object which is initialized with the creation of a new object of type 10

iol is new IO.init(I0.GraphicalMode)

An unlimited number of objects like 101 can be created, initialized, and used when uint is used as a
type.

io.print(“Hello world!\n”)

In this example, IO is a global module which is available across all components of the program, but
if we like to have a module dedicated to the unit hierarchy (current unit and all its descendants
(derived units)) then we can specify it using UseDi rective syntax like this

unit A use B ... end
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So, inside of A all calls of the form B. foo () are calls to the functionality fo the module B.

If access to the global unit B is required, then it is possible to give a local name for the B which is
used as a module for A unit hierarchy like this

unit A use B as BB ... end

So, inside of A all calls of the form B. foo () are calls to the functionality of the global module B,
and calls like BB. foo () are calls to the local module.

Next is the MemberDeclaration section of the unit declaration.

2.1 Unit members

There are 3 kinds of unit members — unit routines (procedures or function), unit attributes (data
fields), and unit initialization procedures. By default, all unit members are visible for unit
descendants and clients and this visibility implies an ability to call routines and read the attributes
while clients are not able to change the value of attributes and override routines. Of course, there
should be a mechanism to change the visibility of the particular unit member or a group of members.
One may limit visibility in the following ways

unit A

rtnl do end

/ Routine ‘rtnl’ is visible for all
// descendants and clients

} rtn2: T do end
/ Routine ‘rtn2’ is visible for all
/ descendants only

{this} rtn3 do end
Routine ‘rtn3’ is visible only for
the current unit A

{B, ¢} rtn4 do end
/ Routine ‘rtn4’ is visible for all
/ descendants and clients B and C

~N~ NN
NN

~

{}: // Group of members with the
// same visibility

attrl: T1
var attr2: T2

end

end

One may notice that the second attribute is marked with the var specifier while the first one has
nothing. By default, all attributes are in fact constants with initialization. So adding var, it will be
possible to change the value of this attribute and its content at any time during program execution.
The concept of ‘constantness’ (immutability) will be explored later but now let's review initialization
procedures.

2.2 Unit initialization procedures

When an object is being created there should be a way to put it into a consistent stage that fully
matches its invariant. That is why an initialization procedure is needed (a constructor or a creation
procedure in other programming languages) as the only task it has is to initialize all attributes of the
unit. The straightforward choice for the name was “init” and as the name of the initialization
procedure is known it can be skipped when a new object is being created, as well the empty
parenthesis if init has not arguments. So, here is a reduced example of the initialization procedure
of unit Boolean

val unit Boolean
init do
data := Oxb
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end

{} var data: _
Bit[Platform.BooleanBitsCount]
end // Boolean

Variable attribute data that is not visible to the clients of Boolean is initialized with zero,
interpreted as false. So, here is implicit magic (no defaults) — all units including basic ones explicitly
define initial values for all their attributes.
b is new Boolean
This means that object b is created with the value false. This is a short cut for the declaration like
this
b: Boolean is new Boolean.init()
A unit may have several init procedures and the programmer can select the one which is required
for the particular case.
unit A

init (al: T1; a2: T12) do end

{} init (a: A) do end

foo do

a is new A(this)

end
end
In this example, a is a local attribute of routine foo, created by new and initialized with the
second init procedure which is available only for this unit.
al is new A.init(new T1, new T2)
a2 is new A(nhew T1l, new T2)
As init name is known it can be skipped while creating new objects. Outside of unit A only one
initialization procedure is visible and has to be used while creating new objects.

2.3 Unit invariant

Unit invariant is a set of predicates that state when objects of this unit type and its descendants be
consistent. It is a requirement to objects consistency — that is why the keyword require is being
used to highlight that.
abstract unit Numeric

one: as this abstract

zero: as this abstract

// Declarations of * and +

// are skipped

require
this = this * one
zero = this * zero
this = this + zero

end // Numeric

Every numeric object of a type which is a descendant of Numeric should implement concepts of
one (1) and zero (0) and should be consistent with the invariant stated in Numeric. So, if some
operation is applied to an object of some type then after completing the operation the unit invariant
is to be checked to ensure that object is still in the consistent state and ready again to perform new
operations.

2.4 Unit setters and getters

As all visible unit attributes are directly accessible for clients and descendants — their names are
effective getters. For setters, it is rather convenient to use syntax like a.b := expr instead of
a.b.set_b(expr), but semantically they have the same meaning — we need to call some procedure
which will set the value of some unit attribute to a proper state. So, the straightforward approach is
to use : = as the name of the setter and associate it with the attribute declaration.

unit A
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var attrl: Tl :=
d alias setAttrl (other: T2) do...end
en
In unit A, the variable attrl has a setter with an argument of type T2 and this setter has an additional
name setAttrl.

After that, objects can be defined and setter used. Both last statements do the same — they set attribute
a to the same value.
a is new A

a.attrl := new T2
a.setAttrl (new T2)

3. Immutability

As a: Type is a declaration of a constant attribute, a similar scheme is applied for routine
arguments. It implies that it is not possible to assign new values to formal arguments. Other
implications of the constantness status of an attribute that it is not possible to change the state of an
object. It implies that any call to routines which change such state are statically detected by the
compiler and a proper error message is generated. So, if an attribute is marked as var attribute —
assignment to this attribute and any correct routine call will be a valid action. If no mark in place or
attribute is marked as rigid, then the attribute can only be initialized once, and then it will keep its
value. In the case of rigid, the whole object tree accessible from this object is immutable. So,
rigid implies deep constantness of an attribute while no mark means shallow constantness.

As data attributes can be of two kinds — reference and value, the semantic of the assignment
statement is a bit different. There are four possible cases

refl := ref2

// Copy ref2 into refl.

// After the assignment, they both point

// to the same object.

vall := val2

// Field by field copy of the object named
// val2 into the corresponding fields of the
// object named vall.

ref := val
// Clone the object named val and reference
// to this clone is put into ref.

val := ref

// Field by field copy all fields of the

// object pointed by ref into the

/; coqresponding fields in the object named
val.

Once again: the type itself is agnostic to the kind of objects which will be created. So, ref and val
objects of the same type can be easily assigned to each other (boxing unboxing is done by the
compiler automatically). The example below illustrates this.
unit A
var attr: Type := (other: Type) do
attr := other
end
foo (arg: Type) do
// The assignment below generates
// a compile-time error as ‘arg’
// is a constant object.
arg.attr := Type
end
goo (var arg: Type) do
arg.attr := Type
// This assignment is OK, as ‘arg’ was
// explicitly marked as mutable.
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end
// The immutable attribute should not
// have a setter. The code below leads to
// a compile-time error.
attr2: T1 := (other: T1) do ... end
end // A

One more illustration of how var works in the context of ref and val objects.

iis 6

Type of i is deduced by the compiler based on the type of constant object 6 into val Integer.

ir: ref Integer is 6

Here, i r has got an explicit type and 6 will be cloned into ref Integer. No operations that change
the contents of the object can be performed over i and 1 r —they are immutable. Compile-time errors
will be raised for both following statements.

ir++

1++

The following code compiles and run with no issues. ++ is the routine of unit Integer.

var j is 5

var jr: ref Integer is 5

J++

Jr++

So, ref and val kinds of objects are completely unrelated to the immutability status of objects and
both mechanisms give the full control over objects’ semantic. Now we have described how to define
immutable attributes but how can we properly define constants like numbers, characters, string, and
value constants of any type. This leads to the constant objects section.

4. Constant objects

4.1 Backbone —two fundamental constants

Learning computer science usually starts with two simple idioms — 0 and 1 (zero and one).
Generalizing we may state that we have two signs circle and bar and start defining everything in the
digital world combining these signs into sequences and giving a different interpretation of such
chains. Binary digit (bit) was selected as a term to represent this. So, in fact, we have defined some
unit Bit which has two constant objects of type Bit: Bit.0b0 and Bit.0bl. An example with the
part of the source code of unit Bi t illustrates how these constants are defined.

val unit Bit
const 0bO, Obl
// As unit Bit has no init procedure,
// 0b0 and Obl are just two different
// objects, and O0b0 and Obl are their
é/ names and values at the same time.
en

// Function & is fully defined in the

// source code of the unit. Both names

// & and ‘and’ can be used.

pure & alias and (other: as this): as this

=> if this = 0b0 do 0b0O
elsif other = Ob0 do 0bO else 0bl

end // Bit
All other types are based on unit Bit. And has explicit source code with the implementation of all
routines (methods or member-functions). No more need to remember what functions can be applied

to ‘int” — there is a source code and as we inspect any other type basic types can be inspected too.
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4.2 Basic units — basic types

Using the same approach all basic types are being introduced. As one more example, we will use
some fragments of units Integer and Integer[BitsNumber:Integer]. It illustrates one more
concept of unit names overloading which works well within our type system.

val unit Integer .
extend Integer[Platform.IntegerBitsCount]

end "
That is a general Integer which uses the platform description constant, the number of bits in integer
for setup

val unit Integer[BitsNumber: Integer]

// Thus, we can instantiate this type Tike
// Integer[4] or Integer [16] when we need
// particular types of a particular size
// in bits

minInteger is - (2 A (BitsNumber-1))
maxInteger is 2 A (BitsNumber-1)-1

// This 1is an ordered set defined as a

// range of all integer constant values

// (objects)

const
minInteger..maxInteger

end
init do o
data := new Bit[BitsNumber]
end
{} data: Bit[BitsNumber]
end

For types like string and Bit[N] regular expressions are being used to define all possible
constants of these types.

4.3 Constant objects —the general case

Every unit may define all known constant objects or specify the rule with help of regular expression
how all constants will be generated. Block const ... end aims to do that.

For example, Integer.1is a valid constant object of type Integer.

To skip unit name prefix, apply use ... const — import all constants into the place where one
needs them.

As an example of constants import, we may consider unit Any which resides at the top of all units
(like class object in Java)
unit Any
use const Integer, Real, Boolean,
Character, String,
Bit[2**Integer.MaxInteger]
All constant objects from basic units are imported into Any and respectively to all other units
allowing usage of these constants without respective unit name prefix.

Below is an example of weekdays which shows that constant objects replace enumeration types.
unit weekbay
const
Monday, Tuesday, wWednesday, Thursday,
Friday, Saturday, Sunday
end
end
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use const WeekDay
This imports all constant from unit weekDay into this script code. First, call procedure foo with the
parameter Monday.
foo(Monday)
Here is the declaration of foo. It contains an example of pattern matching inside.
foo (day: weekbDay) do
if day is
Monday .. Friday:
StandardIo.print(“Go to the office”)
Saturday, Sunday:
Standardio.print(“Do what you Tike!”)
end
end
The last synthetic example shows the exact meaning of constant objects. Some unit A is declared. It
defines three constant objects and uses all three initialization procedures for their creation. After the
unit code, the small script shows how type A can be used.
unit A
const
al.init,
a2.init (new T),
a3.init (new T1, new T2)
end
init do end
init(arg: T) do end
init(argl: T1; arg2: T2) do end
end
x is A.al
Here, x is defined as a valid constant object and initialized with the value of the constant object from
A.
var y is A.a2
However, the attempt to declare a variable and initialize it with the const object will lead to a
compile-time error.

5. Types

As mentioned before, there are 8 kinds of proposed types — unit-based type, anchored type, multi-
type, detachable type, tuple type, range type, routine type, and unit type. Every type has an explicit
description — type declaration.

5.1 Unit-based types

Unit-based type is the most commonly used kind of type. Every new unit declaration defines a new
type. Such unit declaration explicitly defines all attributes and all routines of this unit — fixing the
set of operations over objects of this type and size of objects of this type in memory. Units are a
more general form of classes and modules. Units may inherit like classes and may be used like
modules (provide a single object, supplier of functionality). All examples above used unit-based

types.

5.2 Anchored types

Anchored type is the type, which is the same as another entity has. Such kind of types was introduced
in Eiffel [3]. It works as an automatic overriding while inheriting and allows not to repeat the exact
type name. Example

b: as a

So, b is defined as having type the same as a has.

x: as this
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Here, x has a type similar to the current unit. In descendants type of x automatically changes.

5.3 Multi-types (ADT product)

Multi-type states that objects of this type can be one of the types specified in the type declaration.
So, the set of operations which can be applied to such objects is an intersection of operation from all
types included in the multi-type declaration. So, it allows producing code, which works with objects
of already compiled units with no need for inheritance. In the example below, ¢ may be assigned
with objects of types A or B.

c: A| B

C := hew A

C := new B

c.foo(expression)

Both types A and B must have a routine foo with the proper signature for the expression to be
compatible with both signatures. The exact definition of type compatibility will be given later.

5.4 Detachable types

Detachable type in the form of ?unitBasedType allows to declare attributes with no initial value
and such attributes can be initialized later with objects of unitBasedType or its descendants and
dynamic type check has to be applied to deal with such objects (call member-routines or read
member-attributes). Example
d: ?A
if d is A do

d.foo

7d

end

d is declared as having no value. So, d cannot be used unless its type is checked at runtime. Inside
of the do block (then part) of the if statement d has the type of A till the first assignment to it or
detachment ?d.

5.5 Tuple types (ADT sum)

Tuple type defines a group of entities of potentially different types specified in the type declaration.
The number of entities is part of the type declaration. It is possible to name these tuple fields with
identifiers for access by name. The example below introduces e as a group of values. Its type is a
tuple with three types in the specified order and e is initialized with tuple value.
e: (Integer, Real, String) is
(5, 6.6, “Hello world!”)

Next is the square equation solution, which uses tuple to get the result. Type of object (x1, x2) is
(Real, Real). Function solvesquareEquation returns a tuple in which has named fields in it.
Both ways to call it are presented below.
SolveSquareEquation (a, b, c: Real):

(rl: Real; r2: Real) do ... end
(x1, x2) is solveSquareEquation(1.0,2.0,3.0)
roots is solveSquaretEquation (3.0, 2.0 .0)

x1 js roots.rl // First root
x2 is roots.r2 // Second root

Important comment: array is a kind of tuple when all elements have the same static type. That is
another reason why access to array elements uses the syntax similar to access to tuple elements by
index.

5.6 Range types

The range type explicitly defines a set of possible values objects of this type may have. There are
two kinds of this type presented below.
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f: 1..6
T can store Integer values between 1 and 6.
g: 113517

g can have odd integer values between 1 and 7. f and g have different types, so any attempts to
assign will lead to compile-time errors. Both assignments below are wrong.

f: %

g
5.7 Routine types

The routine type defines objects which are routines and it means that activation (call or application)
of the routine associated with the object can be done later. Routines are treated as first-class citizens.
The example below defines procedure foo, which can be called with the routine object which has
the routine type — a function with 2 arguments of types Typel and Type2 returning objects of type
Type3. The body of foo contains a call to routine passed as an argument.
foo(h: rtn (Typel, Type2): Type3) do

é is h (new Typel, new Type2)
en

foo can be called providing the inline routine object.

foo(rtn (Typel; Type2): Type3 do
return new Type3 end)

5.8 Unit types

The unit type defines objects which define types as first-class citizens. One can declare an attribute
of type unit and provide a full description of this unit at some time and then use the name of this
attribute as a type for declaration of other entities.

TypeO is new unit
foo do end
init do end
var attr: X
end

Attribute TypeO has a type equal to the unit type deduced by the compiler. This unit type is
characterized by members: routine foo, initialization procedure, and a mutable attribute attr.
Typel: unit is unit
foo do ... end
end
Attribute Typel is defined as having type unit initialized by inline unit declaration. Also, it is
possible to specify the unit interface of interest and then dynamically assign conforming types to
this variable. The order of unit members is not essential; that is the difference from tuples.
Type2: unit
fl: 71
f2: T2
ri(Tl,T2)
r2(tl): T2
init(Q
end is new unit
r1(tl, T2) do end
r2(tl): 12 do end
init() do end
end
Here, the type of Type2 is limited with some interface specified as unit type. So any type which
conforms to the interface can be assigned to Type2. The initialization part should not repeat the
attributes specified in the type description, but new ones may be added and all routines should get
their bodies.
Type3: ?unit foo(), init() end
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Type3 attribute is not initialized but we know its interface. Now we can use new types for ordinary
attributes declarations.

a0 is new TypeO.init(Q
a0.foo
al is new Typel
al.foo
a2 is new Type2.init(Q
a2.rl(new T1l, new T2)
a3: Type3 1is new TypeO.init O
a3.foo
What else can be done with attributes of the unit type? By default, assignment works for them and
they can be used for declarations. Of course, conformance rules are to be adjusted for such types.
But it is possible to build such a unit type during the program execution like as follows:
Typed4 is new unit end
Typed.add(rtn foo () do end, var x: Integer)
Type4.add (y: Real; init do end)
As we have no exact static information about the nature of Type4, we have to dynamically test it. If
it has proper init procedure or require routine with necessary signature and then call.
if Type4 is unit init (O end do
a4 is new Type4d.init O
if a4 is unit foo () end do
a4.foo O
end
end
Among basic units, there is a special one that defines the unit type. The code of procedure add shows
how it is possible to deal with unlimited number of arguments.
unit unit
add (members: ()) do
while member in members do
Runtime.addMemberTounit (this, member)
end
end
end
One more aspect of such types is using them within the generics approach. Instead of parametrization
by a constant of an enumerated type, one can provide an expression. See an example below
var vl is new Array[String, 5]
v1 will be an array of strings with five elements properly initialized by Array init procedure.
var v2 1is new Array[String, 6]
v2 will be an array of strings with six elements properly initialized by the Array init procedure.
vl = v2
v2 = vl
Both assignments are valid as v1 and v2 have the same type Array[String; N: Integer].
var v3 is
new Array[String,StandardIOo.readInteger()]
The actual type of generic instantiation attribute v3 will be identified during execution.
vl = v3
v3 1= v2
However, both assignments are valid as v1 and v2 have the same type Array[String; N:
Integer]. So, type compatibility is very essential.

6. Type compatibility

It is essential to define well when assignments are valid and when overriding is valid while
inheriting. The latter is described by the signature conformance while the assignment is driven by
the following rule. The type of the expression on the right side of the assignment should either
conform to the type of the writable on the left side or have a proper conversion routine in place. So,
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type A is compatible with type B if A conforms to B or objects of type A can be converted into the
objects of type B. Pictures below will use the legend that every oval denotes a unit and every arrow
means ‘inherits from’ aligned with the direction of the arrow. Rombus-ended edge means inheritance
with no conformance (not able to make polymorphic assignments)

6.1 Type conformance

The simplest case of conformance is that each type conforms to itself.

a: A is new A

Unit conformance is based on the idea to check if there is a path in the inheritance graph between
the current unit type and another one. And this path should consist only of conformant inheritance
edges.

unit A end
unit B extends A end

That is a conformant inheritance.
unit C extend ~A end

That is a non-conformant inheritance.
a: A is new B

Valid as B conforms to A.

a: A is new C

Not valid as ¢ does not conform to A.

When a type is a generic instantiation then in addition to unit type conformance it is necessary to
take into account type by type conformance of all elements of the instantiation. Notice that square
brackets are used to highlight generics. Access to tuples and arrays is done using parentheses as
these are function calls with parameters.

unit A[U, V] end

unit B[X, Y] extend A [X, Y] end

unit T1 end

unit T2 end
unit S1 extend T1 end

unit A[A, B, C] end
a: A[T1, T2] is new A [T1, T2]

Valid as types are identical.

a: A[T1, T2] is new A [S1l, T2]

Valid as s1 conforms to T1.

a: A[T1, T2] is new A [T1, s1]

Not valid as s1 does not conform to T2.

a: A[T1, T2] is new B [T1l, T2]

Valid as B conforms to A and has identical instantiation types.
a: A[T1, T2] is new B [S1, T2]

Valid as B conforms to A and has conformant instantiation types.
a: A[T1, T2] is new B [T1l, s1]

Not valid as s1 does not conform to T2.

a: A[T1l, T2] is new A [T1, T2, s1]

Not valid as A with 3 generic parameters does not conform to A with 2 generic parameters.

Tuple conformance. All tuples are of the same type — tuple type. It means that we need to consider
(similar to generic instantiations) by-element conformance of element types.

a: (11, 12) is (new T1l, new T2)

Valid as types are identical.

a: (11, 12) is (new S1, new T2)

Valid as s1 conforms to T1.

a: (11, 12) is (new T1l, new S1)
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Not valid as s1 does not conform to T2.

a: (11, 12) is (new S1, new T2, new S1)

Valid as all elements of the longer tuple, which has corresponding elements in the shorter one,
conform to them.

Last but not the least is unit type conformance. All unit types are of the same type — “unit’, similar
to tuple conformance. So, we need to look at a member after a member to check if they conform to
each other. The difference from tuples that tuples have an order of elements in the tuple but unit
types not. But every member of the unit type has a name. And search by name identifies the subset
of members which will define the conformance. So, if we have two unit types A and B then A
conforms to B if for every member of A there is a member with the same name in B and its signature
in A conforms to the signature of the corresponding member in B and B has not other members.
Common sense logic brings the idea that to an empty unit any unit type will conform. Any ‘thinner’
unit type will always accommodate in terms of conformance the ‘thicker’ one. Empty unit means
any unit!
var A is unit end
var B is unit
foo (T1, T2): T3
goo (T3)
var attr: Tl := (T1)
// It has a setter with an argument
// of type T1
end
var C is unit
foo (Ss1, T2): T3
goo (T3)
end
var D is unit
foo (Ss1, T2): T3
goo (T3)
var attr: T1 := (S1)
// it has setter with an argument
// of type S1
too (T1, T2, T3)
end
A := B // valid as any type conforms
// to an empty type
B :=C // Not valid as C Tacks member
// called attr
B:= D // valid as all D members fit all
// B members in terms of conformance
// and D has extra members - it 1is
// thicker than B

6.2 Type convertibility

Here, conversion routines are considered as they also play important roles in assignments. There are
two types of conversion routines: from-conversions and to-conversions. The first one is a procedure
with one parameter and the second one is a function with no arguments. Let’s examine the following
example with units A and T.
unit A

:= (other: T) do ... end

// This is a from-conversion procedure,

/ which has some algorithm how to

// perform a conversion from objects of

// type T into the objects of the current

// type A. T is just some empty type.

= (): T do ... end ] )

// This 1is a to-conversion function that
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// creates a proper object of type T
// and works well for assignments too.
foo (arg: T) do end
// Procedure ‘foo’ will be used to show
// how converters work

end

unit T end

At first, let’s create a valid object of type A, and then different conversions will be done using an
assignment statement.

var a is new A

a:=new T

Here, a can be assigned with an object of type T as it has a from-converter procedure.

a.foo (new A)

This call is valid as well as unit A has a to-conversion function to type T.

Here is a brief review of routines’ signature conformance which also has similarity with generic
instantiation conformance and uses tuple conformance. If we have routine foo with signature s1 and
routine goo with signature s2 then s2 conforms to S1 if they have the same number of elements and
every type element of signature s1 conforms to the appropriate element of signature S1. Let’s
consider the following example

unit A

foo (T1; T2; T3): T4
end
unit B extend A

override foo (Ul; U2; uU3): U4
end
In this example, the signature of foo from Ais ((T1, T2, T3), T4),and foo from B has ((uUl,
U2, U3), U4) and the task is equal to tuple conformance. Tuple ((ul, u2, u3), u4) conforms
to the tuple ((T1, T2, T3): T4) as they have the same number of elements — two in this case
(for the procedure we may just drop the return type) and for the first element we again have tuples
conformance case — whether (U1, u2, u3) conformsto (T1, T2, T3) and check if u4 conforms
to T4.
Some notes about the name and structural type equivalence. Below is an example in Ada [2], which
presents name equivalence — type Integer_1 is not compatible with type Integer_2 as they have
different names! But structurally they are identical.

type Integer 1 is range 1 .. 10;
type Integer 2 is range 1 .. 10;
A : Integer 1 := 8;

B : Integer 2:= A; -- illegall!

We can choose between two different approaches. The first one is right below
a:1..10 1is 8

b:1.. 10 1is a

Here, a and b have the same type: range type 1. .10 and a can be assigned to b.

In the second case when one likes to introduce new types, type Integer_1 is different from
Integer_2 and they are not compatible.

unit Integer_l extend Integer
require
this in 1 .. 10

end
unit Integer_2 extend Integer
require
this in 1 .. 10
end

var a is new Integer_1
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var b: Integer_2 is a

Declaration of b leads to compile-time error as the type of a is not compatible with the type of b.
So, support of name equivalence is in place but the term name is treated a bit wider. 1. .10 is treated
as the type name, A | B is the type name too, and (T1, T2, T3) is also a type and its name is a
tuple (T1, T2, T3),type “as this” is compatible to the type of the unit where an attribute of
such type was declared.

7. Duck typing

The popular thing is duck typing. It also can be interpreted in terms of the conformance test. As an
ability to fly means that we can imagine a hypothetical unit F1yabTe with one abstract procedure
f1y and check if the object of interest conforms to this unit-based type or not. The trick is that we
do not need to enforce to change the inheritance graph for that. We need just to construct such a unit
on the fly, keep it anonymous, and just apply the proper check. Let's consider the following example
which is used for other programming languages

unit Duck // It can fly

y do
StandardIo.print("buck is flying™)
end
end
unit Sparrow // It flies too
fly do
StandardIo.print("sparrow is flying™)
end
end
unit whale // It does not fly but swims
swim do
StandardIo.print("whale is swimming")
end
end

while animal in (Duck, Sparrow, Whale) do
// Now it is necessary to check if the
// object ‘animal’ conforms to the type

which is described as the anonymous

/ unit-based type which has only one

/ routine - fly with no arguments.

/ Routines are specified using their

/ signature only.

if animal is unit fly OO end

NN
~

animal.fly
end
end

Here are a few caveats. What is the static type of animal to be determined by the type inference
process? If units buck, Sparrow, and whale have the nearest common ancestor, this unit will be
the type of animal. If such unit was not explicitly mentioned thru extend directives, then Any will
be such unit. So, the process terminates in any case. If there are several nearest common ancestors,
then the process can be run for them recursively.

8.Conclusion

The paper presents the unified type system which supports the convergence of different models of
programming, allows to have static typing with type inference, to have all types and values to be
explicitly and fully defined using the same programming language. For that, the concept of the unit
is used and it is defined as a combination of class and module concepts. Types compatibility if fully
and explicitly defined using type conformance and type conversion. Both conformance and
conversions are fully defined too. The approach which allows treating manifest constants as
immutable objects of the proper type is introduced, it works well for basic types and user-defined
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ones. It supersedes enumerations and sets the background to have the programming language which
is fully defined using the language itself.
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Annortamms. Pazpaborunky .NET nHorna tpebyercs cpaBHUTh CKOMITUITMPOBAHHBIE TPOTPaMMBI MIIH COOPKH,
HarpuMmep, Mpu OOHOBJICHUH BEPCHIl CTOPOHHHMX OMONMOTEK WM NpH paboTe ¢ COOCTBEHHBIMH OMHAPHBIMH
¢aitmamu. OHAKO CYIIECTBYIONIHE MHCTPYMEHTHI UMEIOT PSJI CEPbE3HBIX HEOCTATKOB, HAIPUMeEp, OHU He
nonaepkuBarT cpaBHeHue coopok .NET Core. B nanHO# paboTe MBI pacCMOTpEINH pa3InIHbIE THITEI COOPOK
.NET u, yaursiBast ux cTpykrypy, pazpadoramu u unrerpuposanu B Rider IDE cobcTBeHHBIN HHCTPYMEHT
Assembly Diff, koTopblii yauThIBaeT HEOCTATKH CYIIECTBYIOIMX HHCTPYMEHTOB U PACIIMPSIET BO3MOXKHOCTH
cpaBHEHHS. MBI IPE/ICTaBIUIIN HECKOJIBKO BApHAHTOB MPE/ICTABIICHUS U PeATM3allii HHCTPYMEHTa CPaBHEHHS
¥ BbIOpain Haubosee (yHKIIMOHAIBHBIA B BUIE JiepeBa CPaBHEHHMs, [UIsI KOTOPOTO pa3paboTalli U OMUCAIN
CreLHaIbHbIe AITOPUTMBI, IO3BOJIAIOIINE YUUTHIBATE CeMaHTHUeckue ocooeHHoctu Tunos .NET.

KuroueBbie cioBa: Assembly Difference; assembly diff tool; .NET assembly diff; Rider; cpaBHenne c60pok;
Exe/DII diff; cpaBHeH#Ee OTKOMITUIMPOBAHHBIX COOPOK

Jas uutupoBanus: MupomnukoB B.M. Uuctpyment ans cpaBHenus .NET cOGopok B mHTErpupoBaHHOI
cpene paszpaborku Rider. Tpyast ICIT PAH, tom 34, Beim. 3, 2022 1., ctp. 31-46. DOI: 10.15514/ISPRAS—
2022-34(3)-3

1. Introduction

The .NET [1] platform — is Microsoft's software platform for developing various applications. One
of the distinguishing features of this platform is the ability to develop applications using several
programming languages, e.g., C#, F#, Visual Basic .NET, thanks to Common Language Runtime
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(CLR). Currently, there are two different platforms from Microsoft: .NET Framework and .NET
Core/.NET. .NET Framework is an older version and supports only the Windows operating system,
which differs it from .NET Core/.NET that is already cross-platform and corresponds to modern
industry standards. Thus, according to Stack Overflow research [2], for 2021 .NET Core/.NET and
.NET Framework are among the top three most popular frameworks.

One of the basic, structural and functional units of the .NET platform is assembly, which is used for
version control, application deployment and configuration. .NET assembly — is a collection of .NET
types (classes, interfaces, etc.) and resources (JSON, XML files, etc.) assembled to work together to
form a logically functional unit. During the .NET development process, it is often necessary to
compare the versions of the compiled programs. For example, sometimes this need arises when
updating third-party libraries or debugging problems with dependency resolution of .NET
applications, and sometimes — it can be our own binary files, for which we want to understand which
version of code corresponds to any of the previously published binary files.

However, there are various ways to compare .NET assemblies. For example, a developer can use
any decompiler to get the source code and then apply a text comparison tool. Nevertheless, such
solutions are not very convenient because they don't allow to compare assemblies directly without
additional tools. There are also “complete applications” providing comparison of assemblies, but
they have own significant drawbacks, for example, lack of support for comparing .NET Core/.NET
assemblies.

One of the existing development environments for the .NET platform is Rider [3] — JetBrains cross-
platform development environment, which is one of the “most loved” [4] IDEs according to the
mentioned above Stack Overflow research of 2021. In addition to the existing functionality in Rider,
this paper proposes extending the capabilities to work with the .NET platform, namely — adding a
tool for comparing compiled .NET assemblies. This should take into account the weaknesses of the
existing solutions and improve the comparison capabilities. In this paper we consider various ways
of comparing assemblies and also offer the implementation of one of them in the Rider IDE. We
also need to consider the technical challenges of the task, which is not only about searching for
source code differences provided in the C# language. For example, due to the large number of
structural units and language features in .NET assemblies it is necessary to search and display
“semantic” differences, both in the metainformation of the assembly and in the resources and code,
which will be discussed in more detail in this paper.

This paper is organized as follows. Section 2 includes the different types of .NET assemblies,
provides the structure and contents of the assembly, gives an overview of existing solutions and the
Rider architecture required for the implementation. Section 3 provides the first version of the
implementation based on a directory comparison, and discusses the alternative implementation as a
comparison tree. Section 4 describes the final implementation based on the assembly diff tree, and
gives various algorithms for constructing the tree and comparing types. Section 5 gives general
conclusion of the paper and further plans.

2. Background

Assemblies can be created from one or more source code files. For simplicity, they can be thought
of as archives, which have a specific structure and in particular contain source code data. Typically,
a compiled assembly is presented on disk as a file with the extension .exe or .dll.

2.1 Types of .NET assemblies
According to Microsoft's official .NET [5] documentation, assemblies are divided into two types:

e Executable assemblies — assemblies that are represented as an executable file with the .exe
extension. For the sake of brevity, this type of assembly is called an “Exe-assembly”;

o Assemblies that are presented as a dynamic link library file — files with the extension .dll.
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Hereafter, for the sake of brevity, this type of assembly is called a “DIl-assembly”.
There is also a division of assemblies into single-file and multi-file assemblies. A single-file
assembly is the simplest type of assembly, with all its contents placed inside a single *.exe or *.dll
file. Multi-file assembly, on the other hand, consists of a set of .NET modules, which are deployed
as a single logical unit and are provided with single version number. Such assemblies can be created,
for example, using command line compilers. One of the main advantages of this type of assemblies
is that they allow combining modules written in different .NET compatible programming languages.
A multi-file assembly can also be represented as a file with the extension *.exe or *.dll.
.NET assemblies also satisfy with the ECMA-335 standard [6]. This standard is a specification of
common language infrastructure and .NET platform, defining architecture of .NET runtime system,
arrangement of different libraries, structure, and types of assemblies, description of intermediate
language CIL and others.
Let's take a closer look at Exe and DIl assemblies, as well as their various subtypes.

a) Exe-assembly

According to ECMA-335 standard [6], the distinguishing features of Exe-assemblies are
follows:

e Possibility of “direct” invocation — the user can directly run a .NET application with
the .exe extension;

e Availability of its own address space and memory area — since the Exe-assembly is
executable, it can be run as a separate operating system process with its own address space
and memory area.

As described in Section 1, there are two main .NET platforms: .NET Framework and .NET
Core/.NET. Each of these platforms provides a different implementation of Exe-assemblies:

1) .NET Framework

In this platform there is a single and so called “classic” type of Exe-assembly. As a
result of compilation, we get one file with the extension .exe, which remains to be run
by the user. The limitation in the form of dependencies on other assemblies should be
taken into account.

2) .NET Core/NET

= Native host assembly — compilation results in both a file with extension .exe and a
dynamic library file with extension .dll. There is a restriction though: an Exe-
application cannot be started without a corresponding dynamic library file, because
the DLL containing the application source code is loaded during the startup.

=  Single File assembly (or so-called standalone assembly) — an assembly presented
as a single file, allows to combine all files that application depends on, resources,
other assemblies into a single assembly. This type of assembly makes it much easier
to deploy and distribute the application, but the size of such a file will be large, as
it will include the runtime and platform libraries.
b) Dll-assembly
In accordance with the ECMA-335 standard mentioned above [6], the distinguishing feature of
this type of assembly is that it cannot be “directly” launched, so the DLL-assembly has no
address space or memory area of its own. The assembly is dynamic in the sense that it can
only be loaded or mounted in some other process, such as a console or web application. A DII-
assembly is also called a class library, because it actually contains the source code, but has no
“entry point” of its own.

It's worth noting that there is only one type of DLL-assembly in .NET Framework and
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in .NET Core/.NET.

To summarize the overview of the different types of .NET assemblies, we also declare that a
comparison of all the types described above should be supported in the diff tool.

2.2 Structure and content of the .NET assembly

According to the official documentation from Microsoft [7], any .NET assembly, both Exe and DI,

consists of the following:

o Assembly manifest — a key component of the assembly, without which the source code cannot
be run. It includes name, version, a list of all assembly files, a list of references to other
assemblies, and a list of references to types used by the assembly. Manifest allows the system
to identify all the files included in an assembly, map references to types, resources, and
assemblies to their files, and manage version control.

e Type metadata — used to define the location of types in an application file;

e Application code in the intermediate CIL language. The assembly file does not contain source
code in C# or any other .NET compatible language, but instead contains IL code (a.k.a.
bytecode) — the language of the .NET virtual machine.

o Assembly Resources. These can be various JSON, XML files as well as images and audio files.

Additionally, it is worth noting that there is such a thing as format of .NET assembly [8] — binary

file format.

The format is fully defined and standardized in the ECMA-335 specification [6]. All .NET compilers

and runtime environments use this format. For example, it defines that the assembly is processor-

and operating system-independent.

This format makes the assembly diff tool platform-independent in the sense that there is no need for

any checks on which processor or operating system a particular assembly was derived. Thanks to

the unified assembly format, it is possible to compare any assemblies, even if one of them was
derived, for example, from Windows and the other from macOS.

2.3 Existing solutions
The existing solutions can be divided into two groups:

e Solutions that allow to compare assemblies using several tools. This type of solutions are based
on using some .NET decompiler (lldasm, 1I1Spy, dotPeek) to get the C# source code and then
applying any diff tool for text comparison.

e Complete solutions that allow to compare assemblies directly without using any third-party
tools. These full-fledged diff tools provide both decompilation and source code difference
display. However, many of them have some significant disadvantages. Some, for example, do
not support comparison of .NET Core/.NET assemblies, which makes such tools not very
relevant these days. Others do not support viewing decompiled C# code and only allow user to
see added/removed types.

In our assembly diff tool, we take many of these disadvantages into account and offer solutions to

fix them.

2.4 Rider architecture

As stated earlier, Rider [3] — a cross-platform development environment for the .NET platform from

JetBrains. To understand the inner workings and architecture of the Rider environment, we refer to

the corresponding article [9] published in the journal CODE Magazine.

Thus, the Rider consists of two main operating system processes running in parallel:

e Frontend process — responsible for rendering the user interface, based on the IntelliJ platform
[10] and runs on a Java Virtual Machine.
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e Backend process — a process without user interface, responsible for code analysis, code
inspections, formatting and other logic. Based on the ReSharper [11], which is an extension to
the Visual Studio development environment from JetBrains and runs on a .NET virtual machine.

One of the key points of the Rider IDE is that the two processes “communicate”. For this purpose,

a specially developed “Reactive Distributed” protocol [12], presented as an open-source library, is

used. This protocol ensures the principle of reactivity: it provides entities that can react to changes

through an event subscription mechanism. It also provides consistency in the state of the system at
any given time, and importantly, it allows to work with distributed systems. This protocol enables
the exchange of information between two processes.

The Rider architecture is shown schematically in Fig. 1.

ReSharper
Service

inter-process communication
using a custom protocol

Intellid Platform

JVM

Fig. 1. Architecture of the Rider (from the related article [9])
3. Assembly diff methodology

3.1 Project decomposition
Assembly diff is decomposed into three key subtasks:

o “Disassemble” the assembly and find objects that are different and contain source code. This
subtask is due to the fact that an assembly can consist of several source files and has a certain
structure described in Section 2.2. Therefore, among various metadata tables, assembly
resources and other contents it is necessary to find source code objects.

e Decompile found objects to C# code, as they will be represented in intermediate IL code in the
assembly.

e Calculate and display the difference represented as C# code.
Thus, taking the Rider architecture into account, the following decision has been made:

e “Reading” the assembly and finding source code objects, as well as the decompilation process
into C# code should be performed on the backend process and implemented in C# using the
ReSharper capabilities.

e Difference calculation and display should be done on the frontend process and implemented in
Kotlin/Java using the capabilities of the IntelliJ platform.

e The exchange of information between the two processes must be provided by the protocol
described in Section 2.4.

3.2 Implementation based on directory comparison of the IntelliJ platform

The IntelliJ platform already includes the ability to compare arbitrary directories and archives. In
the IntelliJ IDEA IDE, it is also possible to compare JAR files, which are a kind of analogue of .NET
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assembly. JAR files are archives that contain source code, manifest files, and various resources such
as audio files. The JAR file diff tool shows the difference between the decompiled versions of Java
classes within them.

Based on the existing capabilities of the IntelliJ platform, we decided to make the first version of
the .NET assembly diff tool, presented in Fig. 2. There is a table for the user that contains the .NET
types — classes, interfaces, enumerations, etc. When you click on a row, you can see the difference
of the decompiled C# code.

v = Compa

Fig. 2. Assembly diff tool based on directory comparison

However, the implementation of the diff tool is not limited to the one method presented above. We
suppose it's appropriate to consider an alternative option. To do this, Assembly Explorer Rider
subsystem should be reviewed.

3.3 Assembly Explorer subsystem

Assembly Explorer — an existing subsystem of the Rider IDE, which provides a wide range of
opportunities to explore the contents of assemblies. An assembly is represented as a tree with
assembly name, version, and platform in the root node, e.g., .NET Framework v.4.8 or .NET Core
v5.0.

In the tree itself, the user can see the following information when the root node is expanded:

e Metadata — this subtree contains all metadata information, various metadata tables, special type
tokens and more;

e References — this subtree contains information about the dependencies of the assembly, i.e.,
which other assemblies, packages, and modules the current assembly refers to;

e Resources — this subtree contains various resources, e.g., audio files, images, XML documents.
By double-clicking on a resource node, you can view its contents.

e Namespaces and nested types — this subtree is responsible for the source code. You can view
classes, its internal parts, such as methods, fields, constructors and other. Double-clicking on a
node decompiles the source code into C#, opens in a new window and navigates through the
document.
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An example of an assembly tree is shown in Fig. 3.

Fig. 3. Assembly tree in Assembly Explorer

It is also worth noting that this subsystem is implemented in other products of the JetBrains .NET

ecosystem — ReSharper and dotPeek.

Considering the capabilities of the Assembly Explorer subsystem, we made the following key

decision — to use a tree view in the diff tool implementation for the following reasons:

e Theassembly diff tree view greatly extends the functionality of the tool in contrast to the version
based on directory comparison. Such a tree view allows to compare not only source code
differences, but also resources and references from other assemblies.

e Comparison of assemblies in the tree view will also allow to extend the scope of application of
this tool. Integration with Assembly Explorer subsystem in future will allow to add assembly
comparison functionality in other products — ReSharper and dotPeek. For this reason, choosing
a method based on directory comparison will significantly reduce the scope of this functionality
and possible work scenarios, as it will only allow comparing assemblies in Rider.

4. Implementation based on assembly diff tree

4.1 General operating principle

By choosing to represent the difference of the assemblies as a tree, we have implemented this
approach.

Assembly diff tool works as follows:

1) When a user requests to compare two assemblies on the frontend, the frontend assembly tree is
initialized, as well as various additional components. At the same time, an asynchronous request
is sent to the backend to “read” assemblies and the “internal backend” tree is initialized, which

37



Miroshnikov V.1. Diff tool for comparing .NET assemblies in the Rider IDE. Trudy ISP RAN/Proc. ISP RAS, vol. 34, issue 3, 2022, pp. 31-
46

is created separately for each request. When parsing assemblies, among the various meta-
information and other contents, objects are searched and divided into 3 subtrees: a subtree of
references, resources and assembly types. This involves matching appropriate pairs to merge
into a single tree node (e.g., the same method with a changed implementation from one assembly
version to another), and also applies various algorithms, such as semantic .NET type
comparison, which will be described in Section 4.3. The data found is sent to the frontend
process using the protocol described in section 2.4 and displayed as a final assembly diff tree.
It is worth noting that it is thanks to the reactive protocol that data consistency is ensured at any
time between the frontend and backend trees.

2) By double-clicking on the tree node responsible for the .NET type (class, field, method, etc.), a
request is sent to the backend, the desired backend tree node is found and then the IL code is
translated into C# using the decompiler and the decompiled code is forwarded back to the
frontend. Navigation is also provided: the frontend also receives the required parameter to which
the carriage should be moved in the corresponding window.

3) The frontend calculates the C# code difference using Myers and LCS [13, 14] algorithms, shifts
the carriage, and displays it to the user with the C# syntax highlighting.

4) A specially created protocol model in Kotlin DSL is used to “communicate” between processes.
This model describes containers/protocol types that contain some data (such as decompiled class
code or assembly paths). These protocol types are then serialized and deserialized when the two
processes “communicate”.

Fig. 4. Assembly diff tool work example

Additionally, it's worth mentioning that this diff tool supports comparison of both .NET Framework
and .NET Core/.NET assemblies, including Exe and DIl assemblies and their subsets described in
Section 2.1. This fact distinguishes this tool from existing solutions.

An example of the assembly diff tool is shown in the Fig. 4.
Consider the structure and principle of operation of individual subtrees.

4.2 Algorithm of assembly diff tree construction

The assembly diff tree is a key component in the diff tool, it allows to view difference in resources,
references and .NET types themselves, as well as C# code differences.
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On the backend, a separate AssemblyDiffTreeHost instance is created when an appropriate request
is received. This instance is responsible for building and updating the tree.

The general algorithm for constructing a tree is as follows:

1) Once the pair of assembly paths is obtained, the assemblies are loaded and a root tree node is
created, containing information about the two assemblies, differences in name, versions,
platforms, and architecture on which the assembly was obtained.

2) After the assemblies are loaded among the various meta-information and other content, so-called
“entry points” are searched and a level 1 of the tree is created from the root node of level 0.
Level 1 of the tree contains a references node, a resource node and nodes representing containers
for .NET types — in this case namespace nodes. The tree is thus divided into 3 subtrees, which
are processed and built independently in asynchronous mode.

3) The following is true for each level of the tree: globally there are three groups of entities: nodes,
providers and presenters. Each level of the tree is built as follows: for each node the
corresponding provider is triggered, which builds a subtree of the next level, calculating children
and creating the necessary instances of nodes. It is possible to say that provider of n-1 level
collects nodes of n level of the tree. For example, when you visit node ClassDiffNode the
corresponding provider will be called, which will spawn children, i.e., the next level containing
types of the given class: methods, fields, events, nested classes and so on. Thus, an assembly
diff tree is built by applying a breadth-first search (BFS) to traverse the tree in order of levels.
At each level of the tree it is necessary to search and match the entity of the old assembly with
the new one and merge it into one tree node (in case there is no pairing, the entity is considered
as deleted or added). For each of the resource, references and types subtrees, its own matching
algorithms are applied.

4) Presenters are used to compose the presentable item of the node: generating text, setting styles
and colours, and selecting a suitable icon. The node data is then wrapped in a special protocol
container and sent to the frontend to be unpacked and displayed to the user.

Consider the operation of the individual subtrees:

a) References subtree (Fig. 5)

This subtree contains nodes of two types: AssemblyReference (a dependency on another
assembly, e.g., System.Runtime) and ModuleReference (these can be references to some third-
party library). All references of old and new assemblies are merged and further grouped by name
without regard to version or additional tokens. In this way, each found old-new reference pair
will be merged into one node and for it the version difference will be calculated to show to the
user. If there is no pair for any reference, it is considered as added or deleted.

b) Resources subtree (Fig. 6)

This subtree contains various resource nodes: images, XML, JSON files, etc. Similar to the
references subtree, the resources are merged and grouped by name, then pairs are searched
and merged. In this way the user will be able to identify which resource files have been
added or removed from one version to another.
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X (1.0.4522.0, 64, NETCoreApp v3.1] - Ryujinx (1.0.6894.0, x64, NETCoreApp v5.0)

Fig. 5. Example of Reference subtree
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Fig. 6. Example of Resources subtree
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c) Assembly types subtree (Fig. 7)
This subtree contains namespaces and nested types: classes, interfaces, enums, etc. with their
own nested types.

Fig. 7. Example of Assembly types subtree (including signature diff)

When constructing this subtree, the logic and general approach changes somewhat. The general
algorithm is as follows:

1)

2)

The first stage is to search for namespaces from both assemblies and group them by the
unique CLR QualifiedName, noting that no two namespaces with the same FQN can be in
the same assembly. Thus, we will have two groups: the first will represent namespaces with
no pairing, i.e., deleted or added namespaces. The second group will have old-new
namespace pairs, meaning that we have found the right pair to merge into a single node in
the tree. To determine the state of such a node (modified/unmodified) our Quick Check
method first compares the number of nested types for a namespace pair. For example, if the
number of classes inside the old and new namespaces does not match, then the node is
considered to be changed. If the Quick Check fails, a Full Check is performed: for both
namespaces CLRName of nested types is collected and compared as sets. There is one
extreme case, where the namespaces do not differ in their subtypes and the difference is
only at deeper levels (e.g., the method body within the class has changed). In this case, the
state of the namespace node will be dynamically updated with a special trigger.
At the second stage, for each namespace, subtrees are constructed independently of each
other. This level will contain the “children” of namespaces — classes, interfaces, structures,
enums and records. It will also group by type CLRName and have two groups. The first
group will contain unpaired nodes, i.e., nodes meaning that the type was removed or added
depending on its location (from the old assembly or from the new one). The second group
will have pairs to merge into a single tree node. The modified/unmodified state of the node
is defined as follows:

a. First, we apply a Quick Check for the two types by comparing their signatures. For
example, if a class was public in the old assembly and private in the new assembly,
then that node is identified as the changed node.

b. If the signatures match, a Full Check is performed — a rendering of the IL code is
performed for the two types. For example, for two classes we will generate all their IL
code and then compare it to determine the state of the node. We believe that in this case
the IL code rendering is the key point in determining the node state. We could consider
another approach and generate C# code for the classes, but this approach would be
slower compared to IL code rendering, which is what we have chosen to achieve the
fastest performance in tree construction.
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3) When constructing the next levels, we work with “children” of classes, interfaces, etc., i.e.
fields, methods, properties, nested classes, etc. The general logic here is partly the same as
in point 2: for each type, e.g., class, we collect its old and new nested types from assemblies
and also group them by CLRName. However, here we have 3 groups:

a. Thefirst group consists of types for which there are no other types with the same name,
i.e., they are treated as deleted or added depending on their location.

b. The second group consists of pairs, i.e., we have found pairs of types with the same
name. In this case the logic changes: first we need to determine if both types belong to
some single assembly. If they do, it means that the types don't need to be merged into
one tree node, they are two different types and two different nodes. This is possible
because of the overloading mechanism in the .NET platform: the types in a given tree
level can have the same name. For example, the old assembly had two overloaded
methods named Start in the Fabric class, but the new assembly has no such methods in
the same class. In this case, the two methods are considered deleted and treated as
different tree nodes. If, however, each of the two types belongs to a different assembly,
we have a merge into one node and state detection is performed. A Quick Check — a
signature comparison — is also performed first. If this check fails, a Full Check — IL
code rendering — is performed. But there are peculiarities here, depending on the .NET
type being checked. For example, if we have a property, then in addition to rendering
the IL code we need to find and render the IL code of the corresponding Getter and
Setter, because they are located separately from the property in the assembly. Similar
behaviour for events, where we need to search for the corresponding Adder and
Remover. A method deserves special attention: if a method is an iterator and yield
return is used in it or if a method is marked with async keyword, a special StateMachine
class is generated in a compiler-generated class in IL code. In such a case to understand
whether the method has changed or not, besides rendering the IL code of the method
itself, it is necessary to search among various metadata and CustomAttributes and then
render this StateMachine. The situation is similar when using lambda expressions: in
this case, separate compiler-generated methods are created during compilation, and
sometimes even entire classes if there is a closure.

c. The third group contains tuples of 3 or more types with the same name. Here will only
be types that can be overloaded in .NET: methods and operators. This group is of the
greatest interest, including research interest. Here we immediately face the problem of
type matching: suppose we have three overloaded methods Start with different
signatures in the old assembly, and the new assembly has three overloaded methods
Start with different signatures in the same class. The question arises: how exactly do
we map these methods for further merging into one node? The problem could be solved
by using a special token given to each type at compile time. If it were unique and didn't
change, we could accurately find the right pairs of methods by this token, but it changes
when recompiling. In this case we have to choose some other approach. To do that, we
developed a special algorithm for semantic matching and comparison of .NET types,
which we will discuss next.

Also at each level, after the providers are completed, the view for the node is computed using the
appropriate node presenter. Particularly noteworthy is the generation of text with colour definitions.
Thus, for nodes at each level of this subtree (excluding the namespace level as an unnecessary case),
a signature difference calculation algorithm is applied. This algorithm computes and identifies
parameter addition/removal, parameter type or return value changes, and generic parameter changes.
The signature difference will be displayed to the user in the tree and he will not need to look through
the decompiled code additionally.

We consider this tree-constructing algorithm to be unique, as it provides wide functionality in
exploring differences of assemblies. It is worth noting that existing solutions do not have this kind
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of tree-constructing behaviour and use approaches that, in our opinion, are not the most accurate.
For example, some existing solutions consider all types with different signatures as different. In this
case, assume there is a method in the old assembly and assume that in the new assembly only one
parameter has been added to the signature in that method, but the body of the method itself has not
changed. Then there will be two different nodes in the tree: the method with the old signature will
be considered completely removed, and with the new signature completely added, despite the fact
that the implementation of the method has not changed at all. However, in this case we suppose it's
more correct to show the user a single node in the tree with the state changed, showing the addition
of a parameter to the signature.

4.3 Algorithm of semantic comparison of .NET types

Suppose the following situation. An old assembly has a class with two overloaded methods:
class OverloadListing
{

public void Add(int id, int age)

The new assembly has the same class with two overloaded methods, but these methods have
different signatures:

class OverloadListing
E

public void Add(string name, string|

emails)

public void Add(int id, float age)

We don't consider methods with different signatures as different and we don't think it's correct to
show two deleted methods and two added methods in the tree in this case. In the case of several
overloaded methods whose signatures have changed in the new assembly, we believe it is most
correct to match methods with the most similar signatures. Thus, for the old method it's necessary
to find the closest new method, taking into account the semantic differences.

When implementing such an algorithm, it is most important to propose an appropriate metric to
determine the proximity of the signatures. In this example, it is obvious that the signature from the
old assembly public void (int, int) is closer to the signature of public void (int, float) than to public
void (string, string[]), because in the first case the type of one parameter has changed and in the
second two have changed. Our metric works as follows: for the chosen pair of .NET types we create
a similarityCounter that accumulates data about the proximity of signatures. Then multiple checks
are performed: comparison of CLRName for two types, generic parameters (if exists), comparison
of access modifiers, keywords, return value types, also compared types of passed parameters, their
number, name of parameters, presence of additional modifiers ref/in/out, performed
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CLRTypeConversion — determination of data types affinity (for example, we determine that type
float is closer to type double or int than to string) and other checks. Each check, if passed, has its
own weight by which the similarityCounter is incremented. For example, for some keywords there
are the following checks:

CompareByMostCommonParams (Element

first, Element second)

(first.IsSta
second.IsStatic)
similarityCounter++

‘

(first.IsVirtual ==
second.IsVirtual)
similarityCounter++;

heck (1

Using this metric, we compare all signatures from the first assembly with all signatures from the
second assembly and use a greedy algorithm: sort all possible pairs and take the closest pair of
signatures, then the closest of the remaining ones, and so on. If we have 3 overloaded methods in
the old assembly and 5 in the new one, we'll find only 3 mappings, and 2 methods will be considered
as added. It is quite possible that there are pairs with the same proximity value (e.g., there were
signatures (int) and (double) and became (string) and (object)), then we can choose the matching
arbitrarily. Comparing method bodies and rendering IL code is unnecessary in this algorithm, thus
reducing the overhead.

This algorithm is in some sense a heuristic — we can define other proximity metrics too. We do not
consider our chosen metric to be the only true one and leave the ability for research in this area.

5. Conclusion and Future work

Assembly Diff tool is a tool designed and integrated into the Rider IDE for comparing compiled
.NET assemblies and provides extensive functionality for exploring assembly differences. The tool
includes not only differences in .NET types but also references and resource differences and presents
them in a convenient diff tree. The Assembly Diff tool considers and fixes the shortcomings of
existing tools, expands the number of supported .NET assembly types, and uses specially designed
algorithms in the comparison tree to compute signature differences and account for semantic features
in type mapping. The Assembly Diff tool is used in Rider with a special assembly diff action
(including the Ctrl+D shortcut) and is also integrated with the version control subsystem, allowing
users to view assembly diffs in the Commit tab.

However, in the future we plan to integrate the Assembly Diff tool into other products: ReSharper
and dotPeek, and to integrate with the NuGet Rider subsystem. This would allow users to
conveniently explore the differences between the versions of the downloaded third-party libraries.
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1. BeedeHue

Metox w3mydaTenbHOCTH [1] 1A BBIYMCICHHSA TIIOOANBHOTO OCBemeHus aud(y3HBIX
MIOBEPXHOCTEH 00NaaeT HEIUIOXMM O0ajJlaHCOM CKOPOCTH/KaYeCTBO IO CPaBHEHHIO C IPYTUMH
METOJIaMH MHTEPaKTHBHOHN III00AILHOM OCBEIEHHOCTH Oaroaaps npen-npocuéry HHGOpMaIuu o
BUJIMMOCTH U COXPAHEHHWIO DHEPrHH, HO B TO K€ BpeMsi TpeOyeT BBIYHCIMTENBHBIX 3aTpaT
MIPOTIOPIIMOHANBHBIX KBaAPaTy KOJIMIECTBA HOMUTOHOB 3D crieHs! (MK MIOIAaN0K).

CylIecTBYIOT pa3iW4HbIE MOAXOABI, CHIDKAIOUINE BBIYHCIUTEIBHYIO CIIOXKHOCTH 3TOTO METOJA.
YacTe W3 HUX SIBJIAIOTCS Pa3BUTHEM HEPAPXMUYECKOHM M3Iy4aTeNbHOCTH [2], Ipyrue mpeiiararoT
aNbTEPHATHBHBIE CXEMbl BBIYHCICHHS OCBEIleHMs [3], 3aMelaromiye CTaHAapTHBIE IOAXOJBI:
pelIeHNne MaTPUIHOTO ypaBHEHNUA [ 1] 1 MHOTOKpaTHOE YMHOKCHNE MaTPHIBI HA BEKTOP.
HecMmotps Ha cymiecTBOBaHHE MOJOOHBIX MTOJIX0/I0B, OHH HE PELIAIOT MPEACTABICHHYIO IPOOJIeMy
B moJiHOM Mepe. [103ToMy B CYIIECTBYIOIIUX PEUICHUSIX CO31aETCs YIIPOIIEHHAs TeoMeTpus [4], as
KOTOpOH BBIYUCIISIETCSI OCBEILIEHHE. 3aTeM BHIYMCICHHOE OCBELICHUE HAKIIAbIBACTCS HA HCXOJHYIO
TEOMETPHIO IS TOCIIEAYIONIEH BU3yann3alyy.

2. 0630p cywecmeyrouwux pabom

2.1 CmobanbHoOe ocBelleHue

3agaya r100albHOTO OCBEUICHUS pa3feisieTcs Ha JABE COCTABIIONINE: MEPBHYHOE OCBEUICHUE H
Bropr4HOE. IlepBUUHOE — 3TO CBET, MOMABIIMI Ha reoMeTpHio 3D-CIEeHBI HEMOCPEACTBEHHO M3
HUCTOYHHMKA CBeTa. BTOpHMYHOE — CBET, OTPaKCHHBIH OT MOBEPXHOCTEH. 3agada HEPBUYHOTO
OCBEIIEHHS 3HAYUTEIILHO TPOILE ¢ TOUKU 3PEHUS KOJINIECTBA TPEOYEeMbIX BBIYHUCICHUI U YCIIEIIHO
peuaercs npyu NOMOUIM Pa3jMYHbIX TEXHUK KapT TeHeH [5] u TpaccupoBku dydeil [6]. OTaensHO
BBIJICNISIOT METO/IbI, TIO3BOJISIONINE CO3/IaBaTh MATKHE TeHHU [7]. BTopuuHOe ocBeleHne HaMHOTO
CJIO’KHEE BBIYHMCIIHTH, TaK KaK KakJasi TOUKa FeOMETPHH ABJISETCS BTOPUYHBIM HCTOYHHKOM CBETA.
ITosToMy mnsi BBIUMCIIEHHUS TJO0AJBHOIO OCBEIICHHS C YYETOM BTOPHUYHOTO HCIIOJB3YIOT
Ppas3yIMYHbIe AalNPOKCHMALIHH.

CymiecTByeT 0OJIBIIIOE YHCIO METOJIOB TIOOATLHOTO OCBEIIeHHs. MOXKHO pa3enuTh WX Ha JIBa
OCHOBHBIX BH/Ia: METO/IbI PETEHOTO BPEMEHH M METO/IbI, HCIIOJIB3YIOIHE TPE-TIPOCYUET.

MeToapl pearsHOIO BpeMEHH He TpeOyIoT MOAroToBKH 3D clieHBl, HO OHM YCTYIAIOT B CBOEH
TOYHOCTH METOJaM, UCTIONB3YIONINM Mpea-npocueT. Hanbomnee akTyalbHBIMU W3 HUX Ha JaHHBIN
MOMEHT SIBIISIIOTCS CIIEYIOIINE METOMBI.

Instant Radiosity [8]. JlaHHBI airoputM reHepHpyeT HaOOp BTOPUYHBIX HCTOYHHKOB CBETa,
HCTIONB3Y HH(pOpMAIHio 006 OCBEIIEHHOCTH CLIEHBI IIEPBUYHBIMI HCTOYHUKAMH. [IpH BEIYNCIICHIH
OCBEIICHMS HCIIOJIB3YETCS OCBEIICHHE OT BCEX CTCHEPHPOBAHHBIX MCTOYHHMKOB. J[aHHBIN MeTon
MIPOCT B pean3aluy, HO KpaifHe TpeOoBaTesleH K KOJNYECTBY BTOPUYHBIX HCTOYHUKOB CBETA IS
JIOCTIDKEHUS] TIPUEMJIEMOTO KadecTBa OCBEIIeHHs. TakKe NMpH HCHOIb30BAaHUHM KapT TEHEH Myt
KaX/IOTO BTOPHYHOTO HCTOYHHWKA TpPeOOBAaHMS K NAMATH CTAHOBATCS HENPUEMIIEMBIMH IS
GonpinMHCTBa coBpeMeHHBIX GPU.

Reflective Shadow Map (RSM) [9]. Dtot MeTox sBisieTcs passutreM Instant Radiosity. OObrunas
KapTa TEHEeW JONOJHIETCS KaHalaMH, KOTOpbIE XpaHAT IBET M HOpPMald TIEOMETpPHH,
oTOpachIBalOIIeH TeHb. JTH IaHHBIE HCIIOJIB3YIOTCS ISl TeHEPAIlMi BTOPUYHBIX HICTOYHHKOB CBETA.
TakuM 00pa3zoM, PH BHIYUCICHUH OCBEIIEHHS JOCTaTOYHO CeJlaTh HECKOJIbKO BEIOOpPOK u3 RSM
1 100aBUTH OCBEIIEHHE OT BTOPHYHBIX UCTOYHHUKOB. [IpH 3TOM BTOpHYHBIE UCTOYHUKH HE UMEIOT
KapT TEHEH H OCBEIIEHHE MOXKET “IpocadyuBaThCs’ CKBO3b reoMeTpuro. s yMEHBIICHUs
KoJIuecTBa apredakToB KapT TeHed dvacto ucnoib3ytoT Backface culling - orbGpacsiBanue
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TPEYTOJILHUKOB, MOBEPHYTHIX K HCTOYHUKY cBeTa. RSM gnenmaer Takoil moaxo] HENPHUMEHHUMBIM.
Takum obOpaszom, oH ObicTpee, dem Instant radiosity, HO UMeEET pSJl HEAOCTATKOB CBSI3aHHBIX C
Ka4eCTBOM BBIUMCIIEHHOTO OCBEILEHUS.
Screen Space Directional Occlusion (SSDO) [10] sBusercs amanTanueii metogo SSAO [11],
YUUTHIBAIOIIEH BTOpPHUYHOE OCBelleHHe mnpu BeuuciaeHnn Ambient Occlusion (AO). Tlpu
BbrgucIeHHH AO TOYKH, KOTOPBIEC BRICTYHAIOT OKKITIOACPAMH [T OCBEIEHHS OT OKPY>KEHHS, TAKXKE
CTAHOBSITCA BTOPHUYHBIMU MCTOYHMKAMHU CBETa. YUET CBETAa OT 3TUX UCTOUYHUKOB JAET HEKOTOpPOE
npUOIMKEHUE TI00ATBHOTO OCBEUICHUS HA JUCTAHIIMU, OTPAaHUICHHOM paguycoM 3ddekra SSAO.
Tak kak 9Ta TeXHUKa paboTaeT B 9KPaHHOM ITPOCTPAHCTBE, TO OHA MOKET YYECTh OCBEIICHUE TOJILKO
OT IreOMETPHH, HaXOASIIEHCs B JaHHBIH MOMEHT Ha 9KpaHe. [Ipu BparieHnn 0ObeKTOB WM KaMephl
BTOPHYHOE OCBEIICHUE OT OTJEIFHBIX OOBEKTOB MOXKET MOSBIATHCS U POIIAATh.
GTAO [12] Takxke paboTaeT B SKPaHHOM MPOCTPAHCTBE M UMEET HEKOTOPYIO amMpOKCUMAIIHIO
BTOPUYHOT'O OCBEIEHHSI. ABTOPBI JAHHOTO METO/a coOpaiy OOJBUIYI0 CTATHCTHKY TOTO, KaK CBET
nepeoTpaXkaeTcs ISl PaslIMdHOM IeoMeTpuH, U MPEATIOKMIN aNIpOKCHUMAIUI0 MHOTOKpPATHBIX
OTpa)XCHUH yepe3 MHOrowIeHHL. IIpu 3ToM B CBOEM METO/1€ OHU allIPOKCUMUPYIOT TOJIBKO IPKOCTb,
HE YYUTHIBAs CBET OKPYXKAIOIIEH TeOMETPHH, TOSTOMY B KaUeCTBE [IBETa BTOPHUYHBIX MICTOUHIKOB
cBeTa OepeTcs IBET MOBEPXHOCTH, Ha KOTOPYIO OCBEIICHHE 3TUX UCTOYHUKOB MagaeT. CaenaHo 3To
U3 TPEAOTI0KCHHUS, YTO IBET TEOMETPHH B HEOOIBIIONH OKPECTHOCTH CKOpEE BCETO HE Pa3IndacTcs
3HauuTenbHO. Kak M paccMoTpeHHOMYy paHee MmeTony SSDO, naHHOMY aiaroputMy HOpUCYLIU
HEJIOCTATK! METO/I0B, pPabOTAaIOIIMX B 9KPAHHOM ITPOCTPAHCTBE.
Light Propagation Volumes (LPV) [13]. B pmaHHOM MeTone MpeiaracTcs HCIOJIb30BaHHE
BOKCEIIFHOH CETKHM B Ka4eCTBE TaK Ha36IBAEMOT0 00BEMa PacIpOCTpaHEHHS CBeTa. VIHUIaTH3aIus
9THX 00BEMOB Tpom3BoguTcsa Ipu momomu airropurma Reflective Shadow Map. 3arem mms
00BEMOB ITPOM3BONTCS BBIUMCICHUE IIEPEHOCA OCBEIEHUS MEXAY BOKCEJSIMH 3TOro oOBbEMa.
JlaHHBII METOJ MOAXOIUT KakK IJisl CTATHYECKOM, Tak M JUisl JuHaAMU4Yeckou reomerpuu. [lpu stom
OH MMeeT CIIeAYIOIINe HEAOCTaTKU. Bo-TepBBIX, OIMMOKM BBI3BaHHBIE JUCKPETH3AIEeH CLIEHBI B
00BEMax pacrpocTpaHeHHs cBeTa. OTUacTH 3Ty IpoOIeMy MOXKHO PEIIUTh HATHYHEM HECKOIBKHUX
KackagoB 00bEMOB. BO-BTOpPBIX, HEBO3MOXKHOCTb MOAEPKKH MAaTOBBIX U 3€PKAJIBHBIX MaTepHAJIOB
JUTSL pacIipOCTPaHEHUS CBETa.
Voxel Cone Tracing (VCT) [14]. CyTs 3TOT0 anropuT™a B TOM, Y4TO OH 3aMEHSIET JOPOTOCTOSIIYIO
TPACCHUPOBKY Jy4ed depe3 MHOXKECTBO TPEYTONbHUKOB CIIEHBl TPAaCCHPOBKOH KOHyCaMH
BOKCEJIM3UPOBAHHOM crieHbl. [Ipy MHHIMATH3AIMK aITOPUTM CTPOUT BOKCEIBFHOE MPE/ICTaBlICHHIE
CIICHBI BOKPYT KaMepbl H co3maéT Heckoilbko MIP ypoBHeW mns 3toro mpeactaBieHus. s
BOKCEITU3UPOBAHHOM CIICHBI BBIYHCIISIETCS] OCBEIICHHUE TIPH IIOMOIIH KapThl TeHeH. [ BRIIuCIeHUS
CaMOoT0 OCBEIICHUS U3 IMUKCEIS BHITIONHACTCS TPACCUPOBKA KOHycaMu 1o moirycdepe. Kommdectro
U pa3Mep KOHYCOB 3aBHCHUT OT MaTepHalia IIOBEPXHOCTH, ISl KOTOPOU BEIYHCIACTCS OCBelieHue. B
XOJIe TPACCHPOBKH C yIAIEHUEM OT HUCXOIHOM TOYKH BHIOMPAIOTCS BCE MEHEE JeTalbHBIC YPOBHU
TPEXMEpPHON TEKCTYpHI ¢ OCBelleHHeM. JlaHHBIH MeTon Ooyee 3aTpaTeH AN BBIYHCICHHH, YeM
TIOJIXO/IBI, PACCMOTPEHHBIE BHIIIE, U UMEET IPOOIEMBI C TPOCAYUBAHUEM CBETA CKBO3b T€OMETPHIO
WITM HEKOPPEKTHBIM OCBEIIEHNEM T€OMETPUH B [UIMHHBIX Y3KHUX Kopuaopax. OObYHO Ha MPaKTHKE
STHM aJTOPUTMOM BBIYHCISIIOT OJHO TIEPEOTPAXKEHHWE CBETa, TaK KaK MOCIETyoIe
HepeoTpakeHns TPEOYIOT OOJIBIIIE TOPOrOCTOAIINX BBIYHCIICHHUH.
Ray Tracing Global Illumination [6]. 3To oaUH W3 caMbIX HOBBIX METOJIOB JIJISl HCIIOIb30BAHMSI B
pearbHOM BPEMEHH, TaK KaK OH ONMPAETCs Ha allapaTHYIO HOJAEPKKY TPAaCCHPOBKH sryueil. [l
TOYEK TOBEPXHOCTH TIPOM3BOAMTCS TPACCHPOBKA JIyde B HECKOJBKHX HAIPABICHUAX W
BBIYHUCIISICTCS OCBeIeHne MeTotoM Monte-Kapio. Tak kak B peaJbHOM BpeMEHH HET BO3MOKHOCTH
TPaccHpoBaTh JOCTAaTOYHOE KOJMYECTBO JIyded Ha IHKCEIb JUIS IIOJNyYeHUs CTaOWIIBHOTO
M300paKeHNsI, JAHHBI METO]] NPUMEHSIOT COBMECTHO C ITOPUTMAaMHM IoJaBieHHs myma [15].
Taroke 17151 yBEIWYEHUsS] NPOU3BOJIUTEILHOCTH, TPACCHPOBKY MOXKHO IPOBOJHTH JUISl MEHBIIETO
paspelIeHus KpaHa, COBMeIas e€ ¢ aropuTMaMHy yBenudeHus paszpeenus [16]. JlanHslil moaxon
HE TOAXOAMT ISl BUAEOKAPT Oe3 IMOJAEPKKH TPACCUPOBKH JIydeH M TpeOyeT BBINOIHEHHMS
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JIOPOTOCTOSAIINX OMNEpanuii, TaKWX KaK TPACCHPOBKA Jyda M MOCTPOCHHWE WIM HM3MEHEHHUE
YCKOPSIIOIIUX CTPYKTYP.

Spherical Harmonics (SH) [17] ucrmonb3yroTest Iuist anmpoKCHMAIIMH OCBEIICHHS KakK CheprIecKoit
¢byHKIMK, 3aBucAmedl oT HampaBieHHA. OHM MOTYT NPHUMEHATHCS KaK IOJHOCTBIO DEIICHHE
peaIbHOTO BPEMEHH, TaK M KaK METO, TPEOYIOLTHI pydHOH PacCTaHOBKH P00, U1 KOTOPBIX OyoyT
BBIYHCIICHBI TapMOHUKH. [y cO3maHus TapMOHUKHU TPeOyeTCsl OTPHCOBATh CIIEHY B KyOHUIECKYIO
TEKCTYpYy M VISl OJYYSHHOW TEKCTYPHI BBIYMCINTH NMPHOJIMKEHUE OCBEIIEHUsI rapMOHMKoW. Ha
MPaKTHKE HCIIOJB3YIOT HEOOJBIIOE KOJINYECTBO KOA(P(UIMEHTOB TapMOHUKH Ul YMEHBIICHHS
KOJIMYeCTBA JaHHBIX, TPeOyeMbIX JUIl BbIUMCICHHH. Takum o00pa3oM, TapMOHUKH MOTYT
NPEACTAaBISITE TOJIBKO AU(GQY3HOE OCBELIEHHE C OTPAaHMYEHHOH TOYHOCTBIO. J[JIs crieKynsipHBIX
OTpaXCHUI HCTONB3YIOT MIP-ypoBHM KyOMYECKOW TEKCTYpHI, MOJYUYCHHOW paHee. DTO TpeOyeT
JIONIOJTHUTENbHOW — QuiubTpauuu 1npu  noctpoennd MIP-ypoBueit  texcrypsr [18]. Ilpm
aBTOMATHYECKOM DPACIHOJIOKCHUH TPOO Il BBIUKMCICHUS TapMOHHK BO3MOXKHBI NPOOIEMBI C
pacIoaoKeHHeM MPoOBI BHYTPH T'€OMETPHH, ITO OyAET MPUBOJAUTH K MPOCAYNBAHMIO OCBELICHUS
yepe3 3Ty TeOMETPHIO, MO0 HEKOPPEKTHBIM 3HAYCHUSIM rapMOHUK. /Il NCTIONB30BaHNS TaHHOTO
MeTo/a HEeOOXOOMMO OTHENbHO pemiaTh 3a1ady NPOBEPKH BHIMMOCTH INPOOBI W3 TOYEK, I
KOTOPBIX BBIYHCIISIETCS OCBELICHHUE.

Irradiance Probes (IP) [19] moxeT ucronb30Bath cheprueckue TAPMOHUKHU TS TPEICTABICHHS
irradiance BHyTpH 11po0. I1pn 3TOM Hcnonb30BaHMe MPOO MOYTH BCETIa 3aKI0daeTcs B Hanudauu 3D
CETKHU MPO0, KOTOpast UCTIONb3YETCs I BEIYUCIICHHS OCBEIEHHUS. [IJIs1 TOUKH reOMeTpUH, KOTopast
MOKPBIBAETCSI CETKOM Mp00, HaxomsaTcsi 8 mpoO, KOTOpble €€ OCBEIIAIOT, W C HCHOJIb30BaHUEM
TPWIMHEHHON (UIbTPALMK BBIYUCILIETCS] OCBELICHUE JUIsl JAHHOW TOYkH. Takoil momxom Moxer
JlaBaTh IPOCAUYMBAHUE CBETA MPH UCIOJIBb30BAaHUU (UIIBTPALNH, TOITOMY aKTHBHO HCCIIEIYIOTCS
METO/IbI, YMEHBIIAIONINE TAKNE apTe(aKThI.

Irradiance Cache (IC) [20] mo cyTu siBsietcst 06061eHrem cetku Irradiance Probe. JlanHast TexHuKa
MpejyiaracT pa3jiudyHbIe CTPYKTYPHI IUIS XpaHeHus irradiance, Kak B 9KPaHHOM, TaK U B MUPOBOM
npocrpaHcTe. [Ipy 3TOM CTOUT OTMETHTB, YTO MEPApPXMUYECKUE WIIM aHU30TPOITHBIE CTPYKTYDBI
TpeOyIOT O0JIbIIIe BpEMEHH ISl OOpaIeHHs K KA1y, XOTS U CHIDKAIOT 3aTPaThl HAMSITH.

RTX Global Ilumination (RTX GI) [21] — aT0 Meton, mpemnoxkeHHbIl KoMmanueit Nvidia st
BUJICOKAPT C aIllapaTHOM MOJJEPKKOH TpaccHMpoBKM Jiydeid. OH coBMeliaeT B ceOe METOMbI
Irradiance Probes u TpaccupoBky jydeid. s mOCTpOEHHs MpOO HCIOIB3YIOTCS HE KyOHUYSCKHUE
TEKCTYPBI, a aTiac TeKCTyp C OKTa’JIpajbHON IMPOEKIHEeH U aTiiac TeKCTyp C TIIyOMHOM Takxke C
OKTa’JpalbHON Tpoekiueld. OTo TpeOyeT Oonbliee KOMMYECTBO maMATH Uil nuddysHoM
COCTaBIISIONIECH, HO WCIOJIb30BAHUE aTjiaca TIyOWHBI IO3BOJSET HCKIIOYUTH OOJBIIYIO YacTh
apTedakToB, CBS3aHHBIX C NPOTEYKAMM CBETAa CKBO3b I€OMETPHIO. YBEINYEHHOE KOJIMYECTBO
TpeOyeMbIX AAaHHBIX Ul KaXJOW MpOOBI NMPUBOJUT K YMEHBUIEHHOMY KOJIMUECTBY MPOO M, KaK
CJIE/ICTBHE, K YMEHBIICHHOMY 00BEMY, COZlepXKallieMy NMpoObl IPH COXPaHEHNH MX IUIOTHOCTH. 3a
CY€T YMEHBIICHHSI KOJIMYECTBA apTe(aKTOB NaHHBIH METO]| 3HAYMTEIHHO IPEBOCXOIMT APYTHE
MeTozs! irradiance cache B kauecTBe M300pakeHNs, HO HAKIIAABIBACT 3HAYUTEIIHHBIC OIPaHIYCHHS
Ha UCII0JIb3yeMOe allapaTHoe oOecrieyeHue.

U3 MeTo/10B, TPEOYIOLIHUX MPe-MPocyETa, MOXKHO BBIJCIHUTh CICAYIOIIUE.

Lightmaps [22, 23]. D10 Hanbosiee mPOCTOH M3 METOAOB TiI0OANBHOrO ocBemieHus. Ha stame
pe100pabOTKH CLIEHBI BEIYUCIISIETCSI OCBEILEHNE JUISl BCEX CTATHYECKUX MOBEpXHOCTEH 3D-CIeHBI.
JIJist 3TOr0 MOXKHO HCIOJIb30BAaTh METOJIbI PEAMCTHYHOTO PEHIIEPUHIa, TAaKUE KaK TPAaCCHPOBKA
nyTeil. BeluncieHHOE OCBELICHHE COXPaHIeTCsl B TEKCTYPhI, M3 KOTOPBIX 3aTeM (OpMHUpYyeTCs
atnac. [lpu BU3yanu3auuu, IJisl HaJOKEHHs OCBEIEHHs] MPOM3BOIUTCS BBIOOPKa PACCUMTAHHOTO
OcBellleHHs1 U3 ariaca. JlaHHbI MeTo/ 00JaaeT BHICOKOIT POU3BOIUTENLHOCTBIO, HO UMEET Psijl
CYIIECTBEHHBIX HEIOCTATKOB. BoO-mepBbIX, OCBEIIEHHE BO3MOXKHO HCIOJIb30BaTh TOJIBKO IS
CTaTHYECKOil reoMeTpuH u sl PUKCUPOBAaHHOI KOH(UIrypalum UCTOYHUKOB CBeTa. BO-BTOPBIX,
MOXET TOTpeOOBaThCsi OONBIIONW 00BEM JONONHHUTEIBLHONW IaMATH A8 XpaHeHWs aTiaca |
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TEKCTYpPHBIX KOOPAMHAT aTjlaca B KaXIOW BEPIIMHE CTaTHYECKOW reomeTpuu. JIisi COBPEMEHHBIX
CIIEH, COJEpPXAIIMX MMJUTMOHBI TPEYTOJbHHUKOB, IAHHBIH HEIOCTATOK JENAcT BECh AITOPUTM
HENPUMEHNUMBIM. B-TpeTbux, TakuM 00pa3oM MOKHO BEIMHCINTH TOJIbKO Mupdy3HOE ocBemenue,
TaK KaK MOXeT OBbITh BEIYMCIIEHO TOJILKO OCBEILEHHE, HE 3aBUCSIIEE OT MO3UIIUH KaMephl.
Spherical Harmonics Precomputed Light Transfer (SH PRT) [24]. DToT aaropurM ucmoib3yeT
ONHCaHHbIC BHIIIE CGHEPUUECKHE TAapMOHUKH U TPEJICTAaBICHHS OcBemeHus. Ha stame
npenoOpaboTkn chepuueckre IapMOHHMKH HCIONB3YIOTCS U IPEACTAaBICHUS OCBELICHUS OT
okpyxeHus. Tak Kak Ha 3TOM JTame Wu3BecTHa (uHanbHas reoMeTrpus 3D oObekra
HpeAIoaraeTcs, YTo OHa He OyIeT U3MEHSATHCS B X0/I€ BU3YaJIM3allMH, TIPH BBIYUCICHUN TApMOHHK
MOXHO y4eCTh CaAMO3aTEHEHHE CBETa M IEPEOTPAXKEHUs A AaHHOTO oObekTa. JlaHHBINH MeTox
HOAJEPKUBACET Kak qu(dy3HbIC OTpaXKEeHHS, TaK M CIIEKYJIIPHBIC.
HeiipocereBsle Meronsl [25, 26]. B mociennee Bpemst BegyTcs pabOTBHI MO HCIIOJIB30BAHHIO
HEWPOHHBIX CeTEeH JUIsl BBIYMCICHMS TJI00ANBHOrO oOcBewleHus. IIpy 3ToM  Hcmonb3yeTcs
apXUTEKTypa MHOTOCIONHOTO nepiientpoHa [25], mubo apxutekrypa U-network [26]. B HacTosmuit
MOMEHT JJaHHbIE TOAXOAbI UMEIOT CIIMIIKOM BBICOKHE TPEOOBAaHHSI KO BPEMEHH BBIIOJIHEHUS, YTO
JenaeT WX OTPaHMYCHHO INPUMEHMMBIMH Ha TpakTuke. [loMMMO 3TOro, pa3paboTYMK HMeeT
OTpaHWYIECHHBIH KOHTPOJb HaJl pab0TON aIropuTMa, TaK KaK HET MPSMOT0 METO/1a 110 UCTIPABIICHHUIO
TEX WM MHBIX apTedakToB. sl 3TOr0 Hy)KHO PaCHIUpPATH 00yJaronIylo BEIOOPKY, JOOABISIA B HEE
NpUMEpbI HalIeHHBIX apTe(akToB.
Radiosity (m3myuatenmsHOCcTh) [1]. JaHHBI MeTOH OOWH W3 HawOoJee PEATUCTHYHBIX, TaK Kak
UCTIONB3YeT (PU3NIECKH KOPPEKTHBIC BBIYHCICHHS C ABYMS JOIMYIICHUAMHE: BCE TIOBEPXHOCTH CIICHBI
MaToBele W ux JIBymyueBas @Dymkmmsa PaccemBanms (PP, BRDF) ommcwiBaeTcst Momenpro
JlambGepra. Ha stame npenoOpaboTKH A CIIEHBI BEIYUCIsIETCs: MaTpulia ¢popM-pakropos. Dopm-
(akTOp — 3TO YHUCIIO, MOKA3BIBAIOIIEE KaKasi YaCTh CBETA OT NMPHUIE/IETO Ha 3alaHHBINA MOJIUIOH
oTpasutcs Ha pyroil. IIpu 3ToM HanpaBiIeHHE CBETa, TaJal0IIero Ha IIOJIUT0H, He UMeeT 3HaUeHNS,
TaK Kak JJaMOepTOBCKHE MaTepualibl OTPaXkaloT CBET PABHOMEPHO BO BCce CTOPOHBI. Tak Kak cBeT
MOXET IEPEHOCUTHCSI MEKAY JIIOOBIMU JABYMs MOJMIOHAMH, KOJIMYECTBO (HopM-(HaKTOPOB paBHO
N”2 anst N MOJMIOHOB CLEHbl. ODTH JaHHblE yIOOHO NPEACTaBUTb B BHJE Marpuibl. s
KOPPEKTHOTO BhIUUCIEHHUS (HopM-(aKkTOpPOB TpedyeTcs BEIYUCIUTD HHTETPa:
1 cosBcosr
Fij = A_ifXEPi nyPj - 2 V(x, )’)dydx

r

B o0miem ciydae, BEIYMCIUTD TaHHBIM HHTETPal aHAIUTHYECKH Helb3sl. [[03TOMY BBIUUCIISIOT €r0o
npubImkeHne MetooM Monte-Kapio. JlaHHas orepanus sBISIETCSI 09€Hb 3aTPATHOM, TIOATOMY €€
MO>KHO TIPOBOJIUTH TOJIBKO HA dTare MpeaoopadoTKH.

OtnmenbHOW MPOONEMON TPU BBIYUCICHHUSX SBISIETCS HalWdue OONBIINX TPEYTOJIBHUKOB.
ITockoJBKY TpH JCJICHUH TAaKOTO MOJUTOHA 3Ha4YeHUs (HopM-(haKTOPOB JJIs €ro yacTed, M Kak
CJIEJICTBUE, X OCBEIEHHWE, MOTYT 3HAYUTENLHO Pa3in4aThCcs METOJ H3MydaTeIbHOCTH TpeOyeT
HEKOTOPOTO TOApa3OnueHuss UCXOAHBIX MOJMHroHoB 3D cuensl. CriemoBarensHO, HopM-(haKTOpsI
BBIYUCIISIOTCS JU1st M monuroHos, rjae M >= N. Tak kak cOBpeMeHHbIE CIIEHBI COAEPKAaT MUITUOHBI
MOJIMTOHOB, KOJIMYECTBO (POopM-(PaKTOpOB OyIeT OTPOMHBIM, U MATPHIy TAaKOTO pasMepa HeNb3s
Oyznet 3 PeKTHBHO UCIOIB30BATH MPH BH3YAIU3alliU PEAIbHOTO BPEMEHH.

YT0oOBI pemuTh JaHHYIO MPOOJIEMY, Ha MMPAKTHUKE HCIIOJIB3YIOT HEPAPXUIECKYIO U3TydaTeIbHOCTD,
KIIACTEpU3AlMI0 TIOJUTOHOB W  YOPOIICHHYIO reoMmerpuio. [Ipm dToM  Hepapxudeckas
M3ITy4aTeIbHOCTh UMEET MPOOIIEMBI ¢ POU3BOAUTENBHOCTRIO HA GPU, Tak kak 3TOT MeToa TpedyeT
BBINIOJTHEHUSI HECKOJIBKO ATAllOB BBIYUCICHUM Ui KaXXJO0ro YPOBHS HE€pPapXUM U CUHXPOHU3ALMIO
Mexay Humu. Kimactepuzanusi MoJMIroHOB MO3BOJISIET Pa3AeiuTh CLEHY Ha HECKOJIBKO MOJ-CUEH, 1
Kaxaas W3 HHX oOpa0aThIBaeTCs HE3aBUCHMO. lIpM 3TOMY MOXKET TEpATHCS OCBEIICHUE,
OTpaKEHHOE C OJIHOW IOJ-CIICHBI Ha Apyryro. [Ipu ucmonp30BaHUU THO00I U3 STHX ONTHUMHU3AIHIA
TpeOyeTCsl HCTIOJIB30BATh YIPOIIEHNE TEOMETPHUH.
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JlaHHBIH MeTOJ MOXET OBITh NPUMEHEH B PEAJbHOM BPEMEHH Uil BBIYHCICHUS BTOPHYHOTO
OCBELIECHHS Ha CTATHYECKOH TIeoMeTpud. [ AMHAMUYEeCKOW I'€OMETPHH MOXKHO BBIYHCIATH
OCBELICHHE IIPU MOMOIIM ChepruuecKux rapMOHHK [17]. VICTOYHMKHM OCBEIICHHS MOTYT MCHSThH
CBOIO KOH(UTYpaLHIO, U OCBEIIEHHE OyIET MEHSATHCS TNHAMUYECKH.

Hpyroe pemenne mpoOiieMbl OOJBIIOTO KOJIMYECTBA ITONUTOHOB 3aKIIOYACTCS B TOM, YTOOBI
BBIIIOJIHUTH METOJI H3Iy4aTeIbHOCTH HE Ha MICXOTHOM HabOpe IOJMIOHOB, 8 HA HEKOTOPOM JAPYIoM
Habope MOJIMTOHOB (MJIM IUIOMIAZ0K), KOTOPBIH ObLI OBl CYIIECTBEHHO MEHbIIE, a JUCKPETU3AIHs
MOBEpXHOCTEH ObuIa OBl Oosee-MeHee paBHOMepHOiL. [lociie "ero pe3ynbTaThl NEpeHeCTH 00OPaTHO
Ha ICXOJHYIO T€OMETPHIO.

2.2 YnpolueHue reomeTpum

Jlng Metona M3IydaTeNbHOCTH MPUMEHSIOT KaK pydHOe, TaK ¥ aBTOMaTH3HMPOBAHHOE YNPOIICHUE
reomeTpun. PyuHoe ympoumieHne TpeOyeT paboThl cO CTOpPOHBI 3D XyIOKHHMKOB M HECKOJBKO
UTEpALUH AJIs1 yMEHBIICHNUS KOINYECTBa apTe(hakTOB, CBA3AHHBIX C YIPOIICHUEM.

MO>XHO BBIAETHNTH HECKOJIBKO BUAOB aBTOMAaTHYECKOTO YIPOIIEHHS T€OMETPHH.

Mopaudukanuss ucxogHo reomerpuu [4]. JlaHHas rpynna METOJOB HTEPATUBHO H3MEHSET
HEKOTOpBIe IOJUTOHbI HCXOJHOM CIIEHBI 10 JOCTM)KEHHS HekoToporo yciosusa. Hampumep,
JIOCTHKEHUE HE0OXOIMMOT0 YUCia TIOJIMTOHOB MJIH JIOCTH)KEHHUE HY)KHBIX METPHUK JUIsl IUIOIIAIeH
MIOJIMTOHOB. B aHHBIX MeTo/MaxX BBLACIAIOT CICAYIOIINE ONEpalluy: yIajJeHHe BEPIIUH, KOJUIAIC
pebep, Knactepu3alys BEpLIMH, YAaJeHHE IMOJUIOHOB, M3MEHEHHE pedep, CMELIeHHE BEpIIMH.
Taxue moaxop! He MPUMEHUMBI [T METO/A U3JTy4aTeIbHOCTH, TaK KaK B HUX HET KOHTPOJISI Hax
HOpPMAJIIMH NTOJTyYSHHBIX TIOJIMIOHOB, YTO CYIIECTBEHHO BIHSET HA PE3yIbTUPYIOIIEE OCBEIICHHUE.
Pememmmnr [27]. Wpes 3TUX anropuTMoB 3aKiIOYaeTcss B TOM, YTOOBI CO3JaTh T'€OMETPHIO
AQHAJOTWYHYI0 JAaHHOH C MEHBIIMM KOJMYECTBOM IOJIMTOHOB. JlIsI NOCTIXKEHHS 3TOH IENH
UCTIONBb3yeTCs HE MOAN(HKALMS MCXOIHONH T€OMETPHH, a CO3/IaHWE BEKTOPHBIX IOJEH, KOTOPHIC
3aTeM HCIHOJIB3YIOTCA JUIS TEHepaluu HOBOW TeoMmMeTpuu. Takue IOIXOJIbl NMPUMEHHMBI IS
YMEHBIIECHHUS CII0KHOCTH 3D 00bEKTOB, HO Ha HU3KHX KOJIMYECTBAX PE3YJIbTHPYIOIIUX IOJUTOHOB
OHM JAIOT PE3yNbTaThl ¢ apTedakTamMu, TpeOyrole pydHol Moxudukamuy. Yame BCero 3TH
apTedakThl CBA3aHBI C IIOSIBICHHEM OTBEPCTHH W caMoIepeceKkaromeiicss reomerpuu. Takum
o0pa3oM, MpH HCIOJB30BAaHUHM C METOAOM H3IY4YaTeIbHOCTH PEMEIINHI MOXEeT JaBaTh
IIpOCavYMBaHNE CBETA U JIOXKHBIE TEHH BO BTOPUYHOM OCBELICHUH.

HefipocereBbie Metonmsr [28]. i anmpoKCUMAlMM T€OMETPHM MOXKHO — HCIOJIB30BaTh
camooprasuzyromuecst kKapTel Koxonena. B gyHKIHI0, KOTOPYIO ONTUMHU3UPYET HEHPOHHAS CETh,
MOXHO 3&JI0)KUTh 33aBUCUMOCTb OT HOpPMaled MCXOJHOM U YIPOUICHHOM TIEOMETpUU U
PaBHOMEPHOCTH IUIOIIA/IeH (HUHAIBHBIX MOJMIOHOB. HemocTaTkoM JaHHOTO MOJXoja SIBISIETCS
HEOOXOIMMOCTh BPYUYHYIO 3371aBaTh HadalbHYI0 TEOMETPHUIO KapThl I YCTPAHEHHS BO3MOKHBIX
apTedakToB: MCUE3HOBEHHS WMJIM IMOSIBICHUSI OTBEPCTHH, KOTOPBIM HET COOTBETCTBHUS B HCXOJHBIX
naHHBIX 3D clieHEbI.

Takxe MOKHO ITPEICTaBUTh TEOMETPHIO B BHIe Habopa 3apaHee 3aJaHHBIX MPUMHUTHBOB. OIHH 13
TaKMX METOJIOB CBsI3aH ¢ BOKcenu3alueil reometpun [29]. Bes ciiena pa3ouBaeTcs Ha BOKCENN U T€
U3 HUX, KOTOpBIE COZIEPKaT BHYTPH ce0s TeOMETPHUIO, CUNTAIOTCS 3alloJHEHHBIMH. Takoit moaxon
Oynet naBait apTedakThl Al 00BEKTOB M TPEYrOJIbHUKOB, KOTOPhIE HE OPUEHTUPOBAHBI T10 OCSIM
BOKCEJIbHON CETKU. YJIYUIINTh CUTYalHMI0 MOXKHO C HCIIOJIb30BaHHEM MapIIupyomux Kyoos [30].
Takoi moAXo/] MO3BOJIUT YBETHUUUTH KOJIMYECTBO BapUalMi JOIMYCTUMBIX HAPaBICHUN HOPMaNU U
(hOpM TOJIMTOHOB, HO OH HE pellaeT AaHHYI0 NPOOJIEeMY MOJHOCTBIO M B AKCTPEMAIIBHBIX CITydasix
BO3MOYKHO TPy0O€ MpeiCcTaBIeHHE.

Level of Details (LoD) [31]. Muorue uHCTpyMeHTHI 1Jisi paboTel ¢ 3D reoMmerpueil UMEIOT
BO3MOXXHOCTh T'€HEpallMd ypPOBHEW JeTanu3anuu Uit oO0bekToB M cleH. OCHOBHas 3ajaava
YIPOILEHHON TaKMM 00pa3oM reOMETPUH - 3aMEHSTh UCXOHbIC MOJIMIOHBI, KOT/Ia OHU HaXOAATCS
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Ha OOJIBIIIOM PAaCCTOSHUH OT KaMephl BO BpeMs BU3yaIM3alliy U HE TpeOyeTcs Haamdue 0O0JIbIIoro
KOJIMYECTBA JeTajei, KOTOPBIE MPEeBPaIaloTcs B HAOOPBI CYONMMKCENBHBIX TPEYTrOJbHUKOB. Takue
ABTOMATHYECKH CTEHEPUPOBAHHBIE 0OBEKTHI HE IPUMEHHIMEI JJISI METO/1a U3ITy4aTeIbHOCTH, TaK KaK
LENbI0 HX CO3JaHMs SBISCTCA YMEHbBIIEHHE KOJNMYECTBA TPEYroJbHHUKOB, YTO NPUBOIUT K
TTOSIBIICHHUIO OOJBIINX MOJMTOHOB C HEPABHOMEPHBIM OCBELICHHIEM.

Takum o00pa3oM, CYIIECTBYIOT pasiMyHble METOABl YIPOIICHWS TEOMETPHH, HO HET
CIEeLMANTU3UPOBAHHOTO MOJAX0Ja, KOTOPBI OpPUEHTUPOBAH Ha METOJ H3NIydaTelbHOCTH. Tak Kak
CO3[JaHUE YIPOIIEHHOW TI'€OMETPUM HeNb3sl IOJIHOCTBIO aBTOMAaTU3UpOBaTh, B JaHHOH pabore
npejIaraeTcs ajJbTepHATUBHBII BAPHAHT METO/Ia U3IIy4aTelIbHOCTH, KOTOPBIH HE TpeOyeT co3aaHus
HU3KOTIOJIMTOHAIEHOTO aHAJIoTa CIEHBI MITH pabOoThI XyJ0KHHUKOB.

2.3 Surfels (Surface Element)

JI71st BBIYMCIICHNS. OCBELICHHS CIIOXKHBIX CLEH B BBICOKOTOYHOM PEHIEPUHIE HCIIONIB3YETCS METON
surfels [32]. Surfel — o cytu sBIsETCA BTOPHUYHBIM HCTOYHHKOM CBETa, HO HE TOUYCYHBIM, a C
HEKOTOpoil miomaznpio. OH COIEPKUT LBET, MO3UIMI0, HOPMANb M IUIomap. [Ipy BHIYUCICHHU
OCBELICHHS IPOBEPSIETCS BUIUMOCTD 9THX HUCTOYHUKOB AJISI TPEOYEMbIX TOUCK CLICHBI U, €CIIU HET
3aropaXMBarOLINX BHIMMOCTh OOBEKTOB, N0OaBiseTcs ocBelleHue ot nanHoro surfel. [Ipu stom
BO3MOXHBI OTNITHMH3AIINH, CBSI3aHHBIC C KIACTEPH3alHEH TaKMX HCTOYHHUKOB WM TIOCTPOCHUS UX
uepapxuil. DTOT MOAXO0/] HE MPUMEHSIETCS ISl BU3YaJIH3allii B PEAbHOM BPEMEHH, HO B JIAHHOMN
paboTe OBUTH WCIONB30BAHBI €r0 HWACH U CO3JaHHsS BHPTYAIbHBIX TMaT4eH Uil MeEToja
H3ITy4aTeIbHOCTH.

3. MpednoxeHHbIlU Memoo

B nansO# paboTe npeyaraeTes METO CO31aHHs U NCTIONIb30BAHMS BUPTYAIbHBIX aTYEH, KOTOPHIC
MIO3BOJISIIOT M30€XKaTh MCIIOIB30BaHMS YIPOIIEHHOH reoMeTpun. CrieHa pa30nuBacTCsl Ha BOKCEINH.
BHyTpH Ka)kg0ro BOKCEsl TeHEPUPYIOTCS CEMILIBI (TOYEeYHBIE BBIOOPKHN) Ha HCXOIHON reOMETPHH.
Jdnst xaxnod napbl ceMmIuioB Bblumciisiercs (opm-cdakrop. TakuM 00pa3om, Mbl IMOJIydaem
KJaccuueckuii popm-hakTop, HTOCUUTAHHBIH TPACCUPOBKOH JTydeil 711 OTHOTO CeMILIa.

N N N N N M Fan)
U U oo TuUY
)
)
)
)
Puc. 1. Bokpye 2eomempuu cyenwvl cenepupyemcs Puc. 2. Ha epanuyax cemxu pagnomepno
cemka u3z 4-x eoxceneltl pacnpec)eﬂmomc;z Ha4ajlbHble NO3UuyuUu ons
Fig.1. A grid of 4 voxels is generated around the mpaccupoexu zyuei
geometry of the scene Fig.2. The initial positions for ray tracing are evenly
distributed at the arid boundaries
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ITocne 3TOro NMPOU3BOANTCS KJIACTEPHU3ALINS CEMILIIOB BHYTPH BOKCEIIS, II0Ka KOJIMYECTBO KJIACTEPOB
He OyIeT HIDKe 3aJaHHOro 3HavyeHHs. CeMIUIbl BHYTPH KJIacTepOB OOBEAMHSIOTCS B €IUHBIN
TIaTY/TUTOIIAAKY 33 CUET afauTUBHOCTH (opM-PpakTopoB. Takum oOpa3oM, MOIYIAIOTCS MIATIH, HE
UMeEIOIINE PeaTbHON reOMETPHH.

BHavyane 17 CHEHBI BBIYHMCIACTCS OTPAHMYMBAIOLIMI NPSAMOYTONBHBIH  INapauleseue,
BEIPOBHEHHBIN 1O ocsiM kKoopauHat. [lomydeHHbI 00beM pa3buBaeTcst Ha Bokcenu (puc. 1). Ha
TpaHsX KaKJO0TO BOKCEIsl PaBHOMEPHO BBIOMparoTcs To4kH (puc. 2). M3 BBHIOpaHHBIX TO4YEK
TPacCHPYIOTCS Jy4d BHYTph Bokcens. C MOMOIIBIO 3THX JIyded HaXOJATCS TOYKH Ha MCXOJHOM
TeOMETPUH, KOTOpBIE BIHAIOT Ha OCBEIICHHE TI'€OMETpUH B Jpyrux Bokcessix (puc. 3). Ilpu
BBIYHMCIICHUSX YYUTBIBAIOTCS TOJBKO JIy4M, Ui KOTOPBIX HalJEHbI MepecedeHHs BHYTPH
paccmarpuBaeMoro Bokceunsi (puc. 4). [l Touyek nepecedeHHs BHYTPH BOKCEJIS T'€HEPHUPYIOTCS
ceMIUTHI (puc. 5).

Puc. 4. JIyuu, ne umerowgue nepeceuenuii c
eeomempuezl CYEHbl UIU UMeroujue nepeceyerue eHe
pacemampueaemoco 60KcCes, UCHOPUPYIOMCs
Fig.4. Rays that do not intersect with the geometry of
the scene or have an intersection outside the voxel
are ignored

Puc. 3. U3 ceenepuposannvix mouex 6binyckaomcs
JIyHU 60016 HOPMAIU SDAHU CEMKU

Fig.3. Rays are released from the generated points
along the normal of the mesh face

Puc. 5. Ha moukax nepeceuenus ny4a c ceomempueli 2eHepupyIomcs CemMnivl ¢ 3a0aHHou nosuyuet,
HOpMAllblo U Yeemom
Fig.5. Samples with the specified position, normal and color are generated at the points of intersection of
the ray with the geometry
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B kagectBe HOpMamu u IBeTa OEpyTCs COOTBETCTBYIOUIME 3HAYCHHUS HCXOMHOM TE€OMETPHH.
TTocnemauit KOMIOHEHT CEMITI, TUIOIA b, TpeOyeT OOJBIIET0 KOMMYECTBA BRIYUCICHNH. bepeTcs
momank nonurona S", momagaromias B BOKCEN, U AeNUTCSA HA KOMMYECTBO ceMmios K, monasmmx B
9TOT MOJIUTOH:
h
h_S
Crnenyromuii 3Tam npea-mpocuéra - 3To BeIYUcIcHHE PopM-(akTopoB. [l Kaxka0il mapbl CEMILTOB
MPOBEPSCTCS UX B3aUMHAs BUAMMOCTh M B CIIydac YCIICIIHON T'€OMETPHH BBIYHCISIOTCS (HOpM-

(haxTOpBHI:
1 cosOcosOr

Fy =g Vi)

Ha aToMm 3Tarme KoJM4YecTBO TaHHBIX OyNET 3aBHCETh OT KOJIMYECTBA CEMIUIOB B Ka)KJIOM BOKCEIIE.
s Xopolero kKadecTBa OCBEIEHHSI HYKHO HECKOJBKO JIECSTKOB CEMIUIOB, YTO CYIIECTBEHHO
YBEJIMYHMBAET pa3Mep MaTpullbl popm-dakTopos.

MpbI HCIOJB30BAIN JKaJHBIH TOIXOJ K KJIacTepU3aliH. BHYTpH BOKceJs MILYTCs IBa CEMILIa,
KOTOpBIe HanOoJIee OIU3KY 10 METPHUKeE:

MG = (1+]c-gll,) (2= (N N)) 1+ JZ’LO(Fih = Fn)" + (Fni — Fh,-)Z),

rae C —uBet, a N — HOpMaJlb.

B nmaHHO#M MeTpHKe yYHTBIBAETCSl CXOKECTh CEMILIOB I10 IIBETY, HOPMAJIM M BBIYUCICHHBIM (hOpM-
(akTopam. DTO MO3BOJISIET YMEHBIIUTH KOJUYECTBO apTe(aKTOB, CBA3AHHBIX C KIIACTEPU3AIUEH.
Jns HalileHHBIX CEMIUIOB HPOBOAWTCS Ipouecc ciusHus. Hopmanu, uBer u (opm-dakropst

CITMBAIOTCS C YYSTOM ILIOMIAICH, COOTBETCTBYIOIIMM CEMILIaM, 10 (hopMyIam:
_(NsPeNgsT
N = normalize | ———|,

sh+s]

j
hygh
si+s]

cistrcst

IIpuMeHUMOCTh Takoro moaxoma it ¢opm-pakropos omucana B [1]. JlaHHBIH mporecc
MOBTOPSIETCS TIOKA BHYTPU BOKCEJIA HE OCTAHETCs XKeJTaeMOe KOJIMUECTBO MaTdei.

4. CpaeHeHus1 pe3ysibmamoe

JJis onleHKH KadecTBa OBLTH TPOBEACHBI CPABHEHHS H300paKEHUH C ATaJIOHHBIMH, TTOJTYYCHHBIMHI
METOJIOM TpaccUpoBKHU yTeil. [IpensokeHHbli MeTo JAaET CX0XKUE OTPAXKEHUS CBETA HA TECTOBBIX
crenax (tabi. 1). Beutk paccMOTpeHBI MOZIENH Pa3InYHOM CI0XHOCTH, Haxosmrecs B Cornell Box
— KyOM4ecKol reOMEeTpHH CO CTEHaMH pa3Horo 1BeTa. Takke OBUIO IPOBEIEHO CPaBHEHUE Ha CIICHE
Sponza (HwxkHHUH psin B Tabia.l), rae BWAHO, YTO MPEUIOKEHHBIH METOJ| TeHepUpYeT JIydlliee
BTOPHYHOE OCBEUICHHWE OT I[BETHHIX (piaros. (s MEpBUYHOTO OCBEIICHUS OBUIM HCIIOIB30BAHBI
kapThl Teneit ¢ Merogom PCF [33] mist Msirkux rpanui 3aTeHeHus. CpaBHEHUE TOJHOTO OCBELICHHS,
HOJIY4E€HHOTO METOIOM U3Ty4aTelIbHOCTH, HE IPOBOAMIIOCH, TaK KaK JUCKPETU3aLUs IPOCTPAHCTBA
Ja€T 3aMeTHbIEC apTe(akThl OCBEUICHNUS.
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Tabn. 1. Cpasnenus Ha pasiudHvIX CYEHAX
Table 1. Comparison on different scenes

Ipeonodicennviii memoo Dmanonnvie uzobpasicenus, Hcnonvzosanue
noJyyeHHbie Memooom path BOKCENUBUPOBAHHOIL 2e0MEMPU
tracing
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Tabun. 2. Apmeghaxmuol npu 60KCeAU3AYUU CYEHDL
Table 2. Artifacts during voxelization of the scene

IIpeonoswcennvlii memoo Omanounvie uzobpasicenus, Hcnonvsosanue
noJyuenHvlie Memooom path BOKCENUSUPOBAHHOU 2e0MeMPUl

[loMmumo 3rToro, OBUIO TPOBEJEHO CPaBHEHHWE C HW3JIy4aTeNbHOCTBIO, HCIOJIb3YIOIIEH
BOKCEJIM3MPOBaHHOE NpHONIMKEHHe CHeHbl. [IpeiokeHHBIH METOJ OKasbIBaeTcs Oimke K
STAJOHHOMY H300pakeHHto no merpuke MSE (tabn. 3). Ha Oornee clnoXHBIX CIieHaX METOI
M3JTy4aTeIbHOCTH MMeeT OOJIBIIYIO0 OMIMOKY OTHOCHTENBHO TPACCHPOBKM ITYyTEH, TaKk Kak IpH
JMCKPETU3alluy TPOCTPAHCTBA TepsAeTcs HMHPOpMAIMs O JAETAISIX T'€OMETPHUH. IJTO OCOOEHHO
XOpOIIO BUHO s omiOKky Ha ciene Cry-Sponza. [lyist ciieH ¢ MeHBIINM KOJIMUECTBOM JIeTallel H,
KaK CJICICTBUE, Ooee IIIaBHBIM U3MEHEHHEeM BTOPUYHOrO OCBelleHus MeTpuka MSE MeHb1e.
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Tabn. 3. Yucnennoe cpaesHeHue CyeH ¢ IMajlOHHbIM u3o6pa9fcenue/w, NOJIY4YEeHHbIM Memooom mpaccupoexku
nymeu (MeHble — ayuuie)

Table 3. Numerical comparison of scenes with a reference image obtained by the path tracing method (less is
better)

Ne cennr MSE nas npeaJjioxkennoro meroaa | MSE nus Bokcenuzanuun
(ctpoku B Tada.1u2)

1 (cornell box) 4.90 7.73

2 (dragon) 9.24 10.95

3 (cornell and sofa) 2.68 4.01

4 (Cry-Sponza) 56.43 61.96

JlaHHBIN METOJN MOXKET OBITh YNYYIIEH ¢ NPUMEHEHHEM KacKaJoB M HECKOJBKHX MaclTaboB
BOKCENBHBIX CETOK. [Ipn 3TOM ecTh BO3MOKHOCTh 100aBHUTh IIEPEHOC OCBELICHUS MEXIY Pa3HBIMH
KacKaJaMM JJIs YIy4IlIeHUs TOYHOCTH.

BaxHbIM ynmydmenneM, TpeOyeMbIM I JIFOOBIX peann3anuii MeTOI0B U3ITy4aTeIbHOCTH, SBISIETCS
pelieHne 3TOH 3amadd JUId pasiuyHbIX MacmrTaboB creHbl. [IpemnokeHHBIH METON MOXKET
HCTIONB30BaTh CYIIECTBYIOIINE MOIXObI, CBA3aHHbIEC ¢ KinacTtepusamueit [34], mibo MoxeT OBbITh
paclpeH HOBBIMH BapHaHTAaMH C HCIIOJIb30BAaHHEM BOKCENbHBIX ceTOK. CIEeHBl OOIBIIOTO
MacmTaba MOTyT OBITh pa3feleHbl Ha YacTH, K KOTOPHIM OCBEIICHHE IPHMEHIETCSI HE3aBHCHUMO.
ITpu 3TOM aHHBIE [UIS BBIYMCIICHHS OCBELICHHUS MOTYT 3arpyXaThCs 0 TPEOOBAHHIO IIPH ITOMOIIH
MEXaHU3MOB CTPUMUHTA JJAHHBIX.

[Tpu GombIIOM KOJIMYECTBE ACTaleH T€OMETPUH ISl O0JIee TOYHOTO BTOPUYHOTO OCBEILCHHS METO/
BUPTYQJIBHBIX MaTded MOXET OBITh CKOMOMHHPOBAH C Pa3INYHBIMH TEXHHKaMH BBIYHCICHHS
I7100aJIBHOTO OCBELICHUS B 3KPaHHOM IpocTpaHcTBe. Ilpu 3TOM, Tak Kak MpeioKEeHHBIH METOox
YUUTBIBACT OCBELICHHE MEXAY YAAJCHHBIMHU APYr OT JIpyra y4acTKaMd IeOMETpHH, METOJ B
9KPaHHOM IIPOCTPAHCTBE MOXET OTrPAaHUYUTHCS BBIYUCICHUSMHA B HEOOJBIION OKPECTHOCTH,
YMEHBINIasg TE€M CaMbIM KOJMYECTBO IIPOMAxOB Kella NPH aHaIM3€ OCBEUICHHS OKPYXKarouIei
T€OMETPHH.

5. 3aknroyeHue

B nmaHHON cTaTbe MNpEemJIOKEH METOJ BHUPTYAJIbHBIX IAT4eH, KOTOPBIM MCHOJIb3yeTCs IpU
moAroToBke 3D-cuieHB! U1 IPUMEHEHHUS B METOJE H3Iy4aTelIbHOCTH. JTOT METOJ MO3BOJISET
n30exaTh PYYHOTO M IOJIyaBTOMATHYECKOTO YIPOIICHUS F€OMETPHH, KOTOPOE HEOOXOAUMO I
BBIUUCIICHHS] BTOPUYHOTO OCBELEHHUS METOJI0M H3JIydaTeIbHOCTH HA PEabHBIX CIeHax. B To xe
BpeMsl JAaHHBIM II0JXOJ YBEIMYMBAET KadyecTBO (HMHAIBHOTO OCBEIICHUS II0 CPAaBHEHHUIO C
BOKCEJIBbHBIM MNPUOMIKEHHEM CLEeHBl (Tabi. 2), KOTOpoe TakXkKe SBISIETCS IOJHOCTBIO
aBTOMATHYECKUM METOAOM YIpOLIEHHs TreoMeTpud. [Ipuy 3TOM yBEIMYMBAETCS TOIBKO
BBIYHMCIINTEIbHAS CIOKHOCTh 3Tana NMpeaoOpadOTKH CLIEHBl M He TpeOyeTcsl NOMOIHUTENbHBIX
BBIUMCIICHUH NpH BU3yadm3anuud w300paxkeHus. KommdecTBO MaHHBIX, HEOOXOAMMBIX LIS
BBIYMCIIEHUS] OCBEILEHHUS, TAaKKE€ HE YBEJIUWYMBAECTCA II0 CPAaBHEHUIO C BOKCEIM3aLUEH.
[IpennosxeHHBIN METOT MOKET OBITh CKOMOMHUPOBAH C Pa3IMIHBIMHU TEXHUKAMHU U AITOPUTMAMH,
KOTOpBIE MO3BOJIAIOT PACHIMPUTH €r0 ISl CLEH IIPOU3BOJBHOIO PasMepa M Y4YECTb BTOPUYHOE
OCBEILEHHE AT BHICOKOAETAIN3UPOBAHHON T€OMETPHUU.
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Annorammsi. Ceprounsie HelipoHHble ceTH (CHC) nmoka3sbIBaloT BEICOKYIO TOYHOCTB IPU PELICHUH 331a4u
pacro3HaBaHus 00pa3oB, HO 00JIA/IAI0T BEICOKOH BBIYMCIUTEIBHOMN CII0KHOCTBIO, YTO MPUBOIUT K MEJUICHHOMN
obOpaboTtke manHbIX. Jlst yBenmuuenus ObicTpoxeiictBus CHC B maHHOW paboTe mMpeanaraeTtcss METO.
armapatHoit peanusany CHC ¢ BBIYUCIEHHUMH B CUCTEME OCTATOYHBIX KJIACCOB C MOAYJISIMH CHELHATEHOTO
Buaa 2% u 2% — 1. B crarbe npeAcTaBiIeHo anmnaparHoe Mo/IeIMPOBaHue peyiaraeMoro meroaa Ha FPGA Ha
npumepe CHC LeNet-5, o6yuenHoit Ha 6a3ax usoopaxenuit MNIST, FMNIST u CIFAR-10. MoznenupoBauue
MOKa3ayo, 4TO TNPHMEHEHHE IIPelaraéMoro IIOAXOJa IO3BONSAET YBEIWIHTh TAKTOBYIO YacTOTy U
TIPOU3BOIUTENIFHOCTD YCTPOUCTBA MpUMepHO Ha 11% —12%, mo cpaBHEHHUIO C TPAIUIIMOHHBIM ITOXO0J0OM Ha
OCHOBE TO3WIHMOHHOW CHCTEMBI CUHCIEHHSA. TeM He MeHee, yBENHMYEHHE CKOPOCTH paboTHl yCTpOHCTBa
JOCTUTHYTO 32 CUET YBEIWIEHHS alllapaTHBIX 3aTpaT. [IpemaraemMslii B cTaThe METOA MOXKET OBITH TPUMEHEH
CHCTEeMax pacrio3HaBaHus 00pa3oB, KOT/ia HEOOXOIMMO 00ECIIEYNTh BHICOKYIO CKOPOCTh 0OpPaOOTKH JaHHBIX.
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1. BeedeHue

OnHUM W3 OCHOBHBIX METOJOB PacllO3HABAHWS BU3YalbHBIX OOpa30B SBISAIOTCS CBEPTOYHBIE
Heiiporasie cetd (CHC), TOCKONBKY OHH IIOKA3bIBAIOT BBICOKYIO TOYHOCTh. OHH IIHPOKO
HCIIONB3YIOTCS B 00acTi Meaunuasl [1-3], B cuctemax BuneonabmoneHust [4, 5], B poOOTOTEXHUKE
[6] u npyrux obnacTsx. Ho BbICOKasi TOUHOCTh PACIO3HABAHUS JOCTUTACTCS 3a CUET YBEIHUUCHUS
KOJIMYECTBA CJIOEB CETH, a, CIEIOBATENBHO, U €€ BHIYUCIUTEIBHOMN CI0XKHOCTH [7]. DTO MPUBOIUT
K HEOOXOJIUMOCTH Pa3pabOTKH CIEIMAIM3MPOBAHHBIX allllapaTHBIX YCKOpUTeNeil HelpoceTeBBIX
BBIYHMCIICHU.

OmanM u3 3¢ (GeKTUBHBIX MyTeH yIydIIeH!s] TEXHUIECKUX XapaKTePUCTHK IHU(PPOBBIX yCTPOICTB
SIBIISIETCSl ONTUMU3AIUS BRIYUCIEHUH Ha apudmMeTndeckoM ypoHe. Hampumep, aBTophl pador [8-
10] mpeymararoT BEIIOHATE BEIYHACIECHUS B CHCTEMe ocTaTo4HBIX KiaccoB (COK) mis nmoctpoenns
3¢ PEeKTUBHON anmnapaTHOW peau3anny r’TyOOKNX HEHPOHHBIX CEeTeH.

B nannoit pabote npemnaraercs metos anmnapatHoit peanuzanuu CHC ¢ Beraucnenusimu B COK ¢
MoayisiMu Buaa 2o 11 2”0 1. Tak ke B paboTe mpejacTaBieHa peanu3alys npeiaracMoro MeTo1a
Ha MPOTrpaMMHPYEMOi Mojbp30BareeM BeHTWIbHONW Martpuie (field-programmable gate array,
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FPGA) u npousBeneno cpaBaenue ¢ peanusanuii CHC B TpaauIIMOHHON MO3WIIMOHHOW CHCTEME
cuncienus (IICC).

OcraBmiasicst 4acTh CTaTbU OPTaHU30BaHA CIEAYIOMMM 00pa3oM. B pazn. 2 ommcan npearaeMelii
metox npumerenuss COK ans ammapatroii peammzanuu CHC. B pa3z. 3 mpeacTaBieHsl pe3yabTaThl
amnmapaTHOTo MOAETHPOBaHuUS mpeiaraemoro Mmerona Ha nmpumepe CHC LeNet-5. brut nponssenen
aHaIM3 pe3yNbTaTOB MOJCIUPOBAHMS, KOTOpBIC TpEACTaBIeHBl B pasa. 4. BeBoasl mo
MPOBEJIEHHOMY HMCCIICIOBaHUS HAXOJSATCS B pasf. 5.

2. Mpednazaembili Memod

JIro60e menoe uncio 0 < A < M moxeT ObITh 0HO3HAaTHO IpeacTasiacHo B COK B Buae ocTaTkoB
OT JIeJIEHHs Ha TIOMAPHO B3aUMHO IPOCThIE MOLynu {my, m,, ..., m,} kak A = {a,, a,, ..., a,}, TaK
uTo @; = |Alp, [11], npu stom M = [[i_; m; HaspiBaeTcs nuHamuueckum juanasonom COK. [l
npezacraBiaeHus otpuiarebHbix ducena B COK, nnHaMudecKuil Anamna3oH CHCTEMBI JeIUTCS Ha JBE
MPHUMEPHO PaBHBIC YaCTH, IIPHU ITOM JIOJDKHO BBITIOJIHATHCS OJHO U3 CIEIYIONINX YCIOBHIL:

M-1 M-1
- <AL —, JV1sl HEUETHBIX M,
M M @)

-5 <A< o 1 nns yeTHBIX M,
Apudmernueckue onepainy Hajj uuciaMu, npeacrasieHHsMU B COK, mpou3BoasTes napaiieabHo
MO KaXIOMY MOAYJIIO:

AxB = (lal * bllpi' |a2 * b2|p2'---: |an * bnlpn)' (2)

TAE * O3HAYACT OICPANIO CIIOKECHUA, BBIYUTAHUS WA YMHOXKCHUA.

Yucno A ={ay,a,,...,a,} Moxker ObiTh npeobpasoBaHo u3 COK B MO3ULMOHHYIO CHCTEMY
cuncnenus (IICC) ¢ ucnosnp3oBanuem Kuraiickoi Teopemsr 00 octatkax [11]

j
A= (1M )| ©)
i=1 M

M - o o
rae M; = —, a |M[!|,,, — My/IbTHIUTHKATHBHBIH 06PATHBII STeMeHT A M;.
m; 4

IIepseim 651oxoM, ipu BeinoaHeHUH BeruuciaeHni B COK, spsetcs nepeson uncen u3 [ICC B COK.
Jnst npeoOpa3oBaHus YKMCiIa HEOOXOAUMO BBIUYMCIUTh OCTATKU OT JIEJICHUS IO KaXKJIOMY MOJYJIIO.
JlanHas omepanus SBISETCS pecypcosarpaTHoi. Mcnonb3zoBanue Moxyied Buga {291,292 —
1,...,2% — 1} nossonser n3bexarh AaHHOW omepauun. Onepauus BHLIYMCICHUS OCTaTKa OT
JICTICHUSI TI0 MOJTYJIFO BUia 2% OCYIIECTBIISIETCS MPOCTHIM OCTABJICHHEM ( MJIAJIIINX OUT UCXOHOTO
yucna, ¢ OTOpachlBAHWEM OCTAaBIIMXCS CTaplIMX 3HAYammx OWT. BBemem 1 ycTpoiicTsa,
BBITIOJTHSIOIIET0 BBIYMCICHHE OCTaTKa OT AejieHus mo moaymo 2% obosHaueHne MOD,a. s
Moyseit Buma 2% — 1 BeIYHCICHHE OCTATKa OT JICNICHUs ¢-OUTHBIX Yrcel 1mo Moy 2% — 1 [12],
0003HAYUM JIAHHOE YCTpOicTBO Kak MO D,a_;. Ilpu crnoxenuu mo moayiro 2% — 1 Gojbline IBYyX
ClTaraeMbIX HCIOJB3YIOT YCTPOHCTBO I CIIOKEHHS HECKOJBKUX YuCel 0 Moayinto MOMA,a_.,
KOTOpPOE COCTOUT U3 JIepeBa CYMMATOPOB C COXPaHEHHEM IEePEeHOCa U LUKIMIECKUM MEPEHOCOM
crapirero 6ura (EAC-CSA) [13, 14], a pe3ynprar nepemaercss Ha cymmartop Korre-CtoyHa ¢
LMKJIMYECKUM repeHocoM crapiuero oura (EAC-KSA) [14, 15]. Takum o0pa3om, yCTpOHCTBO
PNS — RNS mns nepesona uncina DR-6utrHoro uncia A B COK ¢ momynsamu Buma {2%1,2%2 —
1,...,2% — 1} coctout u3 oanoro ycrpoiictea MOD,e un — 1 ycrpoiicte MOD,a_ ;. Ha BEIXO1E
ycrpoiictea hopMupyercs uucio {a,, a, ..., a, }, npeacrasnennoe B COK u uMmeromee paspsaaHocTu
{ay, ay, ..., 2y} coorBercTBeHHO. [lanee BomosHstorcs Bhiuucienus B COK mapauiensHo 1o
Ka)XIOMY BBIYHCIHTEIEHOMY KaHay, COOTBETCTBYIOIIEMY MOJIYITFO CHCTEMEI.
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Bce Borumcnenus B mpemiaraemoit  apxurektrype CHC  mpousBOmsTCS TapauiebHO ¢
UCIIONB30BAaHUEM OJHOTO BBIYHCIMTENBHOIO KaHaia 1mo Moxymo 2% u m — 1 BBIYMCINTENBHBIX
KaHaJIOB 110 MOIyJIr0 Buja 2% — 1.

[IpennonoxuM, 9T0 HA BXOX CBEPTOYHOTO CIIOS IOCTymaeT Habop w3 D KapT mpu3HaKoB [,
cocrosiux U3 R ctpok, C cTonduoB. DTO 03HaUaeT, YTO BXOJ CBEPTOYHOIO CJIOSI MOXKHO OMMCATh
Kak TpexMepHyto yHkuio [ (x,y,z),tne 0 < x < R,0 <y < Cu0 < z < D npocTpaHCTBEHHbIE
KOOpJHMHATHI, a amIumtyga [ B Jr000H TOouke ¢ KoopauHatamu (X,Y,Z) 3TO HWHTEHCHBHOCTH
nuKcenei B 3Tol Touke. [Ipoueaypa mosydeHus: OQHONW KapThl IPU3HAKOB B CBEPTOYHOM CIJIOE T10
MOJIYJIIO 1M; MOXKET OBITh IPE/ICTaBJICHA B BUJIE!

t

t Dp-1
G, = (1Bl + D0 D D Wil MG+ iy + )2l | @)
i=—t j=—t z=0 m
m
rjie Iy — KapTa pU3HAKOB mocne cBepTku, W j, — 310 koo puimentsl 3D-punbTpa pasmMepHOCTH
d X d s 006paboTku D NByXMEpHBIX MaCCHUBOB, t = EJ u b — cmemenue [16].

Ilycts F = {F,, F; ...,Fp_;} Habop 3 D BEKTOPOB Pa3MEPHOCTH d?, KOTOPHIE COOTBETCTBYIOT
o, I'1 D-1

¢parmenTam pazmepHOCTH d X d KapT IMPU3HAKOB I, TIOCTYMAIOIINX HA BXOJ CBEPTOYHOTO CIIOS.

AHaNoOrM4Ho, NpeCTaBUM MacKy GUILTPa Kak HAOop U3 D BEKTOPOB pasMepHOCTH d? 1 0603HAYNM

kak W = {Wy, W, ..., Wp_1}. Torna onepauus CBEPTKU [0 MOAYIIO 1M, IJS BHIYUCIEHHS OIHOIO

3HaueHMA R KapThl PU3HAKOB [ MOXKET OBITh MPEJCTABIIEHA B BUJIC CYMMBI OJTHOMEPHBIX CBEPTOK

Y TIPUOABICHUN CMEIICHUS

D-1d?-1

R, = (1Dl + Z Z Wil 1Fisly| | ®)

i=0 j=0 m m

OmnHOMEpHast CBEPTKa MOXKET OBITh peali30BaHa C IMOMOIIBI0 (DHIIBTPA ¢ KOHEYHOH WMIYIIbCHOM
xapakrepuctukoil (FIR) [17], koropsiit coctout u3 6110koB ymHoxeHus ¢ Hakoruiennem (MAC).
Broku MAC cocTosT u3 reHepaTopa yacTH4HBIX npomsseneHuii PPG [13], cogepixamniero BEHTHIN
AND, u nepeBa cymmaropoB. Pe3yibTaTbl OZHOMEpPHOH CBEPTKH CYMMHPYIOTCS C ITOMOIIBIO
cyMMaropa CO MHOXECTBEHHBIM BXOOM. Eciu pacueTsl IpOU3BOJSITCS 10 MOAYI0 2%, TO OUTHI
CTapiie @ He y4acTBYIOT B BBIYMCICHUSX. [l BBIMOJHEHMS BBIYUCICHUI 1m0 Moy 2% — 1
UCTIONB3YETCsI TeXHUKA MUKIHYeckoro nepenoca crapimx out EAC. Ha puc. 1 mpeacrarieHa
cxema ycrpoiictBa CONVya mist cBepTKH (parMeHTa n300paxkeHus Mo Moayaro 2%. YcTpolcTBo
cBeptkr CONV,a_; o moayiio 2% — 1 uMeeT aHAIOTHYHYIO CTPYKTYPY.

|b)..
3
w i
- "W, |FIR,,[%H
|1‘f |—|- . - 2
i sl p
w, | FIR [ 4MS | o
S T[T LR,
. @ S
W|,—s =% Loy
| |‘ ta Wo Iy FIR,, “y

Puc. 1. Cxema yempoticmeéa CONVya 05t céepmru no mooynio 2% gppazmenma kapmel npusHakos
Fig. 1. The CONV,e device circuit for modulo 2% convolution of feature map fragment

Ha BrIxone cBeprodHOro ciost npuMersercs QyHkus aktuBanuy. Hamboiee pacpocTpaHeHHOM
GbyHkimein spiasercs nuHeiHb Beinpsamurens (ReLU) [18], kotopas umeer Bux max(0,R) u
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CBOJIMTCS K OTIpEJICJICHHIO0 3HaKa yncia. KomudecTBo KapT MpU3HAKOB Ha BHIXOJIE CBEPTOTHOTO CIIOS
COOTBETCTBYET KOJMYECTBY MACOK (PHIBTPOB.

Omnepanus ompeneneHus 3HaKa 4Yucla sBisgeTcs pecypco3arpatHoir B COK, Tak kak TpeOyer
BBIYUCIICHUS MO3WIMOHHOW XapakTepucTWku uucia [19]. DBreraucienne NO3WIMOHHON
XapaKTepUCTHKH Yuciia mo gopmyie (3) TpedyeT BEIYUCICHHU OCTaTKa OT JeNieHUs Ha 9ucio M C
Pa3psIHOCTHIO MOJIHOTO Auana3ona cuctembl DR. Ha mpakTuke, OMHUM M3 CaMbIX 3((PEKTHBHBIX
noxonoB siBistercs Mmogudukanus KTO, rassrBaemas KTO ¢ npo6usiMu Benmmauaamu (KTOx) [20].

Cornacuo KTO/ MO3UIHOHHYO XapaKTEPUCTHKY Yncia A’ MOKHO BHIYUCIUTE TI0 GOpMYJIE:
n

A= Z akl (6)

i=1 2N
- v P Y, Pi
rne k; =12 T‘. Jis rapanTHpoBaHHOro TouHoro mepeBoga uucen uz COK B ITICC
JOCTaTOYHO BBIOpaTh N paBHBIM:
N = [log,(Pw)] — 1, @

— n
rae p = —n+ XL, p;.
Jns onpenenenus 3uaka yncna 8 COK mo ero mosunmonno# xapaktepuctuke A’ He0OX0auMo
BBITIOJTHATH IIPOBEPKY CICAYIOLIMX YCIOBHIA:

e ecmu 0 < A’ < 2N~ torma uncio A mONOKUTEIBHOE,

o ccmu 2Vl < A’ < 2V, Torpa umcino A orpunarensHoe.

I @k a, &,
PN B AN By N

i A i i 4 Y Y i 4
PPG ., || PPG, | | PPG, |
l.’\" N N N N N
e b 1l
MOMA,, |

AN
¥

Puc. 2. Apxumexmypa ycmpoiicméa NP Ccpry 015 6bluuCIenUs, NOSUYUOHHO XAPAKIMEPUCIUKU YUCTA,
npedcmasnentozo ¢ COK, ¢ nomowpro KTOO
Fig. 2. Architecture of the NPCcgrs device for calculating the positional characteristic of a number
represented in RNS using CRTf

Ha puc. 2 npencraBieHa cxema ycTpoiCTBa, KOTOPOE BBIYUCISET MO3HIMOHHYIO XapPaKTEPUCTHKY
umcia no popmyie (6) ¢ momompro merona KTOxn. Beenem s mero o6osnauenue NPCegrs. Ha
BXOJ[ YCTpPOWCTBA MOCTYMAaeT 4YUCIO {d4,Q,,..,a,}, mpencraBiennoe B COK ¢ momynsmu
{my, my, ..., my} u paspsasoctamu {By, By, ..., Brn} O KOKIOMY MOJIYIO COOTBETCTBEHHO. TaKke
Ha BXOJI TOJAIOTCS KOA()PHUITMEHTHI I}i, HAMEIOIIUE Pa3psAHOCTh N OUT, OHU SIBJISFOTCSI KOHCTAHTAMH
M MOryT OBITh BBIUMCIEHBl NpeABapUTENbHO. ['eHepanust YacTHYHBIX IPOW3BEACHHUN
OCYIIECTBIIIETCS ¢ TIOMOIIBIO YCTpOcTB PPG,a. Jlanee N-OWTHBIE YacTHYHBIC TPOW3BEICHHUS
CKJIaJBIBAIOTCS C TIOMOIIBIO ycTpoiictBa MOM A,a. YctpotictBa PPGyae 1 MOM A,e aensitoTes N-
OuTHBIMH, TO €cThb @ = N. Ecam crapmmii 3mavamuii 6ut (Most Significant Bit, MSB) uncna A’
pageH 0, To unciio A OTpULIATETBHOE, €CIIN PaBEH 1, TO MOJOKUTEIBHOE.
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Puc. 3. Apxumexmypa ycmpoiicmea ReLU 0na evruucnenus ¢pynxyuu axmusayuu ReLU
Fig. 3. ReLU device architecture for computing the ReLU activation function

Ha puc. 3 npenacraBneHa apxutekrypa ycrpoiictBa ReLU st BbruucieHUs] QYHKIIUM aKTHBAIHH
ReLU B COK. 3pech 3HaK yuclia ONpeNeNseTcs C MOMOIIbI0 CTaplliero 3Hadamiero Outa
MO3UIIMOHHON XapaKTePUCTUKU YUCIIA, KOTOPBIH MepeaeTcsi B Ka4eCTBE YIPABIISIOICIO CUTHAA
Ha BXoJ MynbTumuiekcopa MUX, mpuHUMaromero pemeHne Kakoe 3Ha4eHHE 1M01aBaTh HA BBIXOJ
YCTpOWCTBA.

HC 00b14HO HCTONB3yeT OOJBIIOE KOJUYESCTBO (UIBTPOB B CBEPTOYHOM CJIOE. DTO MPUBOIHUT K
pEe3KOMY yBEIHUYCHUI0 O0beMa 00padaThIBaEMbIX [aHHBIX B CeTd. [l HX yMEHbBIICHUS
ucnonb3yercs cioi BeiOOpku (pooling). Yarne Bcero HCMONb3yeTcsi BHIOOpKA MaKCHMAIbHBIX
JJIEMEHTOB B HEKOTOPO# paccMarpuBaeMoii okpectHocTu (Max pooling). Ha Bxox ciost moctymnaer
MaccuB KapT NpU3HAKOB, coctosumii u3 D kaprt, comepxaummx R ctpok u C crojiOuoB.
CienoBatesbHO, BXOJ JJAHHOT'O CJIOS MOXKHO OIHCATh KaK TpexMepHyto GYHKUHIO Pi, (Xin, Vin, Z),
e 0<x;;, <R, 0<y;,, <Cwu0<z< D —npocTpaHCTBEHHbIE KOOPJUHATHI, & aMIIUTy1a P;;,
B J000H TOuKe ¢ KOOpAMHATAMH (Xip, Vin,Z) — WUHTEHCUBHOCTh IHKCEJICH B JaHHON TOYKe.
[Mporeaypy MAaKCUMAIBHOTO HJIEMEHTA 13 OKPECTHOCTU Pa3MEPOM S X S C IIATOM S JIJISl Z-OU KapThl
MPU3HAKOB MOXKHO OIHCATh (POPMYJION:
Pout Xout» Yout 2) = max {Pin (Xin, Yin, 2)}

S Xout<Xin<s-(Xout+1), (8)
SYVout<Yin<s-Wout+1)

rie Py (Xoues Vour, Z) — HaOOp U3 D KapT MPHU3HAKOB HA BBIXOJE CBEPTOYHOTO Ciiost, 0 < X,y <
Zo1, 0 Yo <S— 1.

Omnepauust cpaBHeHust aAByx umcen B COK cBomuTcss K CpaBHEHHIO HX ITO3HIIMOHHBIX
XapakTepucTHK. Takum oOpa3oM ycrpoiictBo mist cpaBHeHus uncen B COK mo merony KTOxn
COCTOMT U3 JIBYX YCTPOUCTB NP Crpry, BRIMUCISIONMX MO3UIMOHHYIO XapAKTEPUCTUKY YHCIA, U
ycrpoiictBa COMP, BrmosnHstomero cpaBHeHue aByx uucen B IICC. Ha puc. 4 npencrasineHo
yerpoiictBo MAX, KOTOpoe BBITIOJIHAET BbIOOp 0oJibiero uucna u3 18yx A = {a,,a,, ...,a,} u B =
{by, by, ..., b,,}, npencraBnennsix B COK. Brixox ycrpoiictea COMP, BBIIONHSIOIETO CPABHEHUE
MO3WIMOHHBIX XapaKTEePUCTHK, IOJAeTCs B KadecTBE YIPABILIIONIETO CHTHANa Ha BXOJ
myabsTHITIEKCOpa MUX, KOTOpHIi TpuHIMaeT perrenue kakoe n3 1Byx uncen B COK mepenats Ha
BBIXOJ1 yCTPOWCTBA.
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Puc. 4. Apxumexmypa ycmpoiicmea MAX ona evibopa bonvuezo uucaa us 08yx ¢ COK
Fig. 4. MAX device architecture for choosing largest out of two numbers in RNS

Hawnbonee yacto Ha cioe max pooling ucrone3yercs s = 2. To ecTh paccMaTpUBaeTCsi OKPECTHOCTh
pa3MepHoCTH 2 X 2, ¥ BBIYMCIICHUS IPOU3BOAATCS ¢ miaroMm 2. Tak kak cioit max pooling Bcerna
UJIET TIOCJIE CBEPTOYHOTO CIIOS, TO TO3UIMOHHBIC XapaKTEPUCTUKU YHCEN OBIIIM PACCUMTAHBI MIPH
BEIYUCIIeHNH (yHKINHN akTrBanuu ReLU u moctynaroT Ha BXon ycTpoiicTBa. Beibop Hanbombpmiero
qHciIa MPOU3BOIUTCA C IOMOIIBIO JepeBa ycTpoiicts MAX.

3aKIIFOYUTENBHBIME CIIOSIMH  CETH SIBJISIOTCS TOJHOCBSI3HBIC CIOM HEHPOHOB, BBITIOJHSIOIINC
byukumio knaccudprkaropa Ommoka! McToYHMK ceblIKM He Haiiaen.. ITycts X = {x;}, — BexTOp,
nogaBaeMblii Ha BXxox (p — 1)-ro cnost, tne 0 < i < m u m— obiuee 9nucio BXoaoB. Kakmprii
3JIEMEHT BEKTOPa YMHOKAETCSA HA COOTBETCTBYIOMIHI BecoBOi koappumment W; = {w;;},0 < i <
m, 0 < j < n, n— Koau4ecTBO HEHPOHOB (P — 1)-T0 CIIOSI ¥ Pe3yIbTAT CYMMHUPYETCS

m-1
yj =b;j + Z Wji X;. ©)
i=0

O6o3HaunM QyHKIHIO akTHBauy st (p — 1)-ro ciost kak ¢ (t), Tormaa pesyapbraroMm (p — 1) -ro
cnos spysierca Bektop {h;}, 0 < j < n, 5MeMEeHThI KOTOPOro BBIYMCIAIOTCS Kak h; = qb(yj).

Pesynbrat Bhrumcienuit (p — 1)-ro crost mojgaeTcs Ha BXOJ P-TO CIIOS, MPOU3BOJNUM MPOLELYPY

YMHOEHHS Ha COOTBETCTBYIOLINE BECOBbIE KOO (UIIMEHTHI, CKIIaJIbIBAEM U 110/1aeM Ha (HYHKIIHIO

aKTUBALMH, DPE3YJILTATOM BBIYMCIECHMH sBisieTcs Bektop {z,}, 0 < k <l, |- xomudecTtBo

HEHPOHOB P-TO closA. Pe3ysbTar mociieHero ciiosi HOpManu3yeTcsi ¢ HOMOIbI0 GyHKIuH Softmax,

TakuM 00pa3oM Ha BBIXOJIE IOJHOCBA3HBIX cJloeB Qopmupyercs Bektop {gx}, 0< k <1,
z

ek
QJIEMEHTBI KOTOPOI'O BBIYHCIIAIOTCSA CICAYIOIIHUM 06pa30M Ik = W Ha BBIXO/€ ITOJIHOCBA3HOI'O
i=0

ciosi popMupyeTcs BEKTOP, KOIUIECTBO HIEMEHTOB KOTOPOT'O COOTBETCTBYET KOIMYIECTBY KJIACCOB
U 0TOOpa)kaeT BEPOSATHOCTh MPUHAAJICKHOCTH 00pa3a, MOAaBaeMOro Ha BXOJ CETH, K KaKIAOMY
KJaccy.

Ha pwuc. 5 npencraBnena apxurektypa ycrpoiictBa F(,a, BBIMONHSIONIETO BBIYUCICHHUS TIO
dopmyne (9) anst j-ro Heiipona mo moxyio 2%. YerpoictBo FCya_q, BHITOIHSIONIEE BEIYUCICHHS
JUTsL j-ro HelipoHa 1o Moayao 2% — 1 uMeeT aHAIOTHYHYIO apXUTEKTYPY, HO UCIIOJIb3YET TEXHUKY
EAC. Pesysbratsl paboTs! yerpoitctB FCya u FCya_; monatotces Ha BXoJ ycrpoiicta ReLU.
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b

o
o — # :

Puc. 5. Apxumexmypa yempoiicmea F Cya nonnocssisno2o cios ¢ gvluucienusmu no mooyuo 2%
Fig. 5. Device architecture FC,« for calculating the output of one neuron of a fully connected layer with
calculations modulo 2#
IMocnemuum GJoKOM cucTeMbl, BbionHstomel BeruucieHus B COK, sBnseTcs mpeoOpa3oBaHue
pe3ynbrata obparHo B [ICC. s nepesona uncia uz3 COK B IICC, cornmacao KTOxn, HeoOx0qumo
YMHOXHTh MO3HUITHOHHYIO XapakTepucTUKy A’ Ha Moayns M. IIpu 3TOM pe3yabTaToOM aliroputMa
SIBIISIFOTCS cTapiiye OUTH HaunHas ¢ 6uta mox HomepoMm N + 1. Takum obpazom:
A'M

B (10) omepamus pmeneHus TpH ammapaTHON pealn3alliii UTHOPHPYETCs, TaK KaK Ha BBIXOJ
MOMAIOTCS CTapiine 3Hadamme Outhl HauwHas ¢ (N + 1)-ro. B mporpaMmHOi peanuzanuu 3Ta
orepanus SKBUBaleHTHa caBUry Ha N paspsmoB BopaBo. Toraa B ycTpoiictBe RNS — PNS s
obparHoro mpeobpaszoBanus uucen u3 COK B TICC mosuiyoHHas XapaKTepPHCTHKA 4YHCa
BBIYHCIIAETCA ¢ TMOMOMIBI0 yecTpoicTBa NPCcprp, @ YMHOXEHHE Ha JMHAMMYECKMH JIHMAMa3soOH
cHCTeMBI  Tpom3BoauTcss ¢ momorslo (N + DR)-paspsaHoro reHepaTopa  YacTHYHBIX
npousBenenuilt PPG,a u cymmatopa MOMA,a Takoil e pa3psIHOCTH.

| X
\ W

Ha puc. 6 npencrasiena apxurektypa CHC c Berumcnenmsimu B COK. Ha Bxon mocrymaer
n300pakeHne B BUAE IOCIIEA0BATEILHOCTH HKcenei. CriepBa B 6:1oke PNS — RNS nponsBoanuTcs
npeobOpasoBanue maHHbIXx B COK. 3areM OHM MOCTYymamT B ONEPATHBHOE 3alOMHUHAIOIIEE
yerpoiictBo (O3VY) u nepenatores B apyrue 61oku CHC (cBeprounsie ciou, ciou max pooling u
MTOJTHOCBsI3HBIE cJo). BecoBrie koadduuuenTst CHC xpaHATCS B MOCTOSHHOM 3aIllOMHHAIOIIEM
ycrpotictre. [TepeBos BecoBbix k03 dunnerror B COK npou3Boutcs ¢ moMoIipio 0610koB PNS —
RNS, 3arem nanssie B popmare COK noctymnaroT Ha CBEpTOYHBIE U [TOJIHOCBS3HBIE CIIOU. Pe3ynbrar
pabotet CHC mepeBoautcs B [ICC ¢ momompto 61oka RNS — PNS U mOCTymaeT Ha BBIXOJ
yCTpoOCTBa.

PNS —RNS 03y I RNS —PNS
Haobpamenne T S B I I | Pesyabrar
[ i
CONY, » y +C., | " ;
¥ ; 2 z ,
|
' :
=1 ~~a s o ‘:_fl - T has |
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Puc. 6. IIpeonacaemas apxumexmypa CHC c eviuucnenusmu ¢ COK
Fig. 6. Proposed CNN architecture with computations in RNS
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IIpencraBnennsiii Mmeto Mt anmapatHoi peannszanun CHC ¢ Beraucienunsmu B8 COK mo3Bossier
BBITIOJIHSATh BBIYHMCIICHHS B CBEPTOYHBIX U MOJHOCBSA3HBIX CIIOSIX MAPAIUIEIBHO C YUCIAMU MEHbIIEH
pasmepHoctH, yeM B [ICC, uTo yBenmumBaeT ObICTpOACHCTBHE CUCTEMEL. B ciemyromem pasmene
NPE/ICTaBJICH NIPUMEP IPUMEHEHUS Ha MTPAKTUKE MPEATI0KEHHOTO METOIa.

3. 9kcnepumeHm u pe3ynbmamal

PaccmoTpuM mpuMeHeHHWE IpemiaraeMoro Meroaa ammapaTHoil  peammsanmmu  CHC ¢
ucnonszoanneM COK na mpumepe apxurektypbl LeNet-5 [22]. OGyuenue mpon3BOAMIOCH C
MOMOIIIBI0 OUOIHOTEK MaUHHOTO 00yueHus TensorFlow [23] u Keras [24], ucnons3oBaics sI3bIK
nporpammupoBanus Python. dyHkims akTUBaLy TUIIEPOOTHYECKHA TaHTeHE (tanh) 3aMeHeHa Ha
ReLU. ITapamerpsr apxutextypsl LeNet-5 npencrasnens! B Tabdm. 1.

Ta6n. 1. Ilapamempwr apxumexmyp CHC LeNet-5
Table 1. Parameters of CNN LeNet-5 architecture

Cunoii Pasmep macku KonuuectBo DyHKUUSA
¢puabTpa ¢puabTpoB AKTHBALMH

CBEpTKa 5x5x3 6 RelLU

max pooling 2x2 1

CBEpTKa 5x5x6 16 RelLU

max pooling 2x2 1

CBEpTKa 5x5x16 120 RelLU

MOJTHOCBSI3HBIN 84 ueiipona RelLU

MOJTHOCBSI3HBIN 10 neiiporos softmax

Hast 06yuennss CHC ucnosnp3oBanuch 6a3el u3odpaxenuit MNIST [22], FMNIST [25] u CIFAR-10
[26]. Baza MNIST comepskut U300paskeHust PyKOMUCHBIX udp ot 0 10 9 pasmepa 28 <28 B OTTEeHKAX
ceporo u coctouT u3 60000 uzobpakenwuii st 00yuenus u 10000 u300pakeHuit A1 TECTUPOBAHHS.
Baza FMNIST coumepxut 10 xiraccoB m3o0pakeHUH ofexapl 1 00yBH (PpyTOoiKa, OproKH, CBUTED,
IUIaThe, MajJbTo, CaHJAINH, pyOalIka, KPOCCOBKH, CyMKa, OOTHHKH) pasMepa 28x28 B OTTEHKax
ceporo, coctouT u3 60000 nzobpaxennit st o0yueHust u 10000 m300pakeHUI U1 TECTUPOBAHHUS.
Bbaza CIFAR-10 comepxwur 10 kimaccoB m300pakeHUH (CaMoIIeT, aBTOMOOWIIb, IITUIIA, KOT, OJICHb,
co0baxa, JIATYIIKa, JIOIMAab, KOpallb, TPY30BUK) pasMepa 32x32 dopmara RGB, cocrout uz 50000
n3o0paxxenni it ooyuenus u 10000 n300pakeHui U1l TECTUPOBAHMSI.

Becossre koadPummertst CHC SBISIFOTCS BEIIeCTBEHHBIME YUCIaMH. [JIs anmapaTHOH pean3aiim
CHC Tpebyercsi npeACTaBUTh UX B IEJIOYMCICHHOM BHIE. It 3TOro BecoBble KO3()(UINEHTHI
HEOOXOAMMO YMHOXUTh Ha 2P W OKpyrJHTh pe3yiabTar K Oombimemy. Ilocie BBITOTHEHHS
BBIYMCIICHUH, TOMYYCHHBIH pe3ysIbTaT MacmTabupyercs Ha 27P W OKPYyIrisieTcs K MEHBIIEMY.
Koadhpunuent macmrabupoBaHust p MOKA3bIBAET CKOJIBKO OUT HEOOXOAMMO JUIS MPEACTABICHUS
BECOBBIX K03((uIreHToB B ycTpoiictBe. OT BbiOOpa p 3aBHCHUT TOUHOCTH paboTel CHC u 00BpeM
HaMsTH, HeOOXOIUMBIN /IS XpPaHEHHMsI BECOBBIX KO (UIIMEHTOB.

Beim mpoBenieH 3KCIIEpUMEHT JUTA BBISBJICHHS 3aBHCHMOCTH TOYHOCTH pacro3HaBanusi CHC ot
PaspsAIHOCTH BECOBBIX KOX(PQUIMEHTOB, KOTOPBIM IIOKa3aj, YTO pPa3pAJHOCTh BECOBBIX
KO3((UINEHTOB MOXXET ObITh YyMEHbIIeHa O0e3 T[oTepu TOYHOCTH pacrno3HaBaHus. Jlis
apxutektypsl CHC LeNet-5, o0y4ennoit Ha 6azax MNIST u FMNIST, nocrarouno paspsgHocTi
BECOBBIX KoddduieHToB 8 OUT, a apxutekrype, o0ydenHoi Ha 6aze CIFAR-10, Heooxomumo 12
6ut. Takum 00pa3oM, Uil ApXUTEKTYPhI C 8-ONTHBIM NPEICTABICHHEM BECOBBIX KOI((HHINEHTOB
TpebyeTcs B 4 paza MEeHbIINH 00bEM NTAaMSTH, 110 CPAaBHEHHIO C 32-OMTHBIM NpeICTaBICHHEM. A s
ApPXHUTEKTYpHI C 12-OUTHBIM MPEICTaBICHHEM BECOBBIX KOA((HUIMEHTOB OyIeT HCIOIH30BATHCS B
2,67 pa3 MEHBILNH, 10 CPABHEHUIO ¢ 32-OUTHBIM TIPEJICTABICHUEM.
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Tabn. 2. Pezynomamol annapamuozo mooenupoganusi CHC LeNet-5
Table 2. Hardware simulation results of CNN LeNet-5

Cucrema cuUmncjaeHust
IMapameTtp Ha6op nannbIx
ICC COK
MNIST u FMNIST 50 56
TaxkroBas wactora, MI'g
CIFAR-10 53 59
MNIST u FMNIST 593291 647821
Komaecteo LUT
CIFAR-10 612196 557297
MNIST u FMNIST 483 2212
Konunuecteo LUTRAM
CIFAR-10 483 2212
MNIST u FMNIST 63,0 181,0
Konunuecteo BRAM
CIFAR-10 69,5 200,5
MNIST u FMNIST 9,326 12,833
DHepronotpebaeHue, BT
CIFAR-10 11,718 13,518
MNIST u FMNIST 272 305
[Ipou3BoAUTENBHOCTD,
Kanp/c CIFAR-10 221 246

bbuio mpoBeneHo cpaBHEHME NpeiaraeMoro Meronza anmapatHoi peammsaumun CHC ¢
BeruucneHsiMu B COK u tpanunuonHoi apxutektypsl CHC B IICC. YcTpoHCTBO ¢ BEIUUCICHUSIMU
B [ICC sBnsercs 32-paspsiaubiM. [ns opranmsanuu Beruucienuit B COK Obut BbIOpaH Habop
momyneit {212,211 — 1,210 — 1}, AnnmapaTtHoe MozenupoBanue GbUI0 TpoBeaeHo B cpeae Xilinx
Vivado 2018.3 na neneBoit miare Virtex-7 xc7v2000tfthgl761-2L co crtparerueii onTHMH3ANUH
AreaOpimized_high. PesympTaThl ammapaTHOrO MOICIMPOBaHHs OpeacTaBiIeHbl B Tabum. 2. Jlis
oleHKH S QPEKTUBHOCTH YCTPOMCTB OBLIM PAaCCMOTPEHBI BPEMEHHBbIE W alapaTHble 3aTpaThl
ycrpoiicTB. K BpeMeHHBIM 3aTpaTtaM OTHOCHMTCSI TAKTOBAsl 4aCTOTa YCTPOMCTBA, M3MEPSIOLIAsCS B
MTI'11, ¥ IPOU3BOJUTENILHOCTD, U3MEPSIOLIASACS KaK KOJMYECTBO 00pabOTaHHBIX KaJpOB B CEKYHIY
(xamp/c). dnst HabopoB marHbIX MNIST 1 FMNIST pasmep xaapa cocraBnser 28 X 28 nukcerneH,
a i Habopa naaHbx CIFAR-10 pa3smep kanpa 32 X 32 mukcenst. [lox anmapaTHRIME 3aTpaTaMu
MOJIpa3yMeBaeTCs KOJIMUECTBO 3aHATHIX pocMoTpoBbix Tadmui (Look-Up-Table, LUT), mamsru ¢
npou3BoIbHBIM gocTyrnoM (Random Access Memory, RAM) LUTRAM u Block RAM (BRAM), a
TaK)Ke SHepronoTpedsieHne yCTpoiicTBa, KOTopoe u3Mepsiercs B Br.

CpaBHeHHe W OOCYXJICHHE pe3yJbTaTOB allapaTHOrO0 MOJCIMPOBAHMS MPEICTaBICHO B
CJIeIIYIOIIEM pa3Jiene.

4. O6c¢cyxOeHue pe3ysibmamos

B Tabn. 2 npezncraBieHbl pe3yiabTaThl aIapaTHOIO MOJEIMPOBAHMS, KOTOpPBIE ITOKa3alH, YTO
UCTIONIb30BaHKE TIpeyIaraeMoro Metosia Ha ocHoBe COK 1o3BoJIsIeT yBETMUUTH TAKTOBYIO YacTOTY
1 IIPOM3BOIUTENHHOCTH YCTpoiicTBa mpuMepHo Ha 11% —12% mo cpasrenuto ¢ [ICC. Tem He MeHee,
IpeuIaraeMbli MeTo I TpeOyeT OOIbIIe anmapaTHEIX PECypcoB. DHEPTronoTpedIeHNEe YCTPOUCTBA,
paszpaboTaHHOTO MO TpepTaraemomy Metony Ha 15% —38% Bolle, M0 CPaBHEHUIO C M3BECTHBIM
metogoM Ha ocHoBe IICC. Kpome TOro, KOMHYECTBO OJOKOB TMAMATH TaK JK€ YBEIHYMIOCH
npuMepHo B 3—4 paza. YCTpOHCTBO Ha OCHOBE TWIPEIJIaraeMoro MeToja ¢ 8-OUTHBIM
MIpecTaBIeHIEM BeCOBBIX Kod(dummenToB 3anumaet Ha 9% Gompme LUT, HO ycTpoticTBo ¢ 12-
OWTHBIM IIPEACTAaBICHUEM BECOBBIX KOX(PQHUIHMEHTOB ucronab3dyeT Ha 9% wmenpme LUT mo
cpaBHEeHMIO ¢ MeTo oM Ha ocHoe [1ICC.

OCHOBBIBasiCh Ha pe3yJbTaTax ammapaTHOTO MOJEIMPOBAHUS, MOXHO CHAENIaTh BBIBOJA, 4YTO
npeaaraemblii Meron annapatHod peannsanuun CHC c Borumcnenusimu B COK Moxer ObITh
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YCIEIIHO MPUMEHEH B MPAaKTHYECKUX MPUIIOKCHUSX PAclO3HABaHHs BU3YyalbHBIX 00pa3oB, rie
CKOPOCTh 00pabOTKM MH(MOPMAIMKA UTPAET KIFOUEBYIO poJib. Eciu TpedyeTcss MUHUMH3UPOBATH
ammapaTHbIC 3aTPaThl, TO TPATUIIMOHHEIH MeTo Ha ocHOBe [ICC npeamouTuTenbpHee.

[IpennoxeHHbIH B paboTe METOI, MOJKET OBITH aIaNTUPOBAH K APYTUM APXUTEKTYPaM HEHPOHHBIX
ceTeil, 4To paciumupsier 006JacTh €ro NPakTHYECKOi 3HAUNMOCTH.

5. 3aknroyeHue

B nmannoit pabote mpemnoxen Meroy ammapatHoi peammsannu CHC c Beraucnenmsivu B COK ¢
MoxLyNsAMH Buaa {2%1,2%2 — 1,...,2% — 1}. TIposeneHo annapatHoe MoaeaupoBanre Ha FPGA na
npumepe CHC LeNet-5 u 6a3 mzobpaxkenmii MNIST, FMNIST u CIFAR-10. Pesynprarst
MOJICITUPOBAHUS MTOKA3AITH, YTO MPUMEHEHHE MPEIIaraeMoro moxo/a K anmnapatHoil peanusaniu
CHC mo3BoJIsIeT YBEIMYUTh TAKTOBYIO YaCTOTY U MPOH3BOIUTEIBHOCTD YCTPOHCTBA IPUMEPHO Ha
11% -12%, mo cpaBHEHHIO C TpagULMOHHBIM moaxoxoMm Ha ocHoBe [ICC. IlpemmymectBo B
CKOpOCTH pabOThl yCTPOMCTBa JOCTUTHYTO 3a CYET YBCJIMYCHHUS alapaTHBIX 3aTpart.
IIpenioskeHHBIN MeTON MOXET OBITh NPUMEHEH B TaKUX IPAKTUYECKUX MPHIOKEHHUIX Kak
pacro3HaBaHNe H300paXKeHUI, aHATN3 PEUYH M CO3AAaHHE POOOTOTEXHMYECKIX CUCTEM.
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1. BeedeHue

Hanexxnoe  xpanenue u  o0OpaboTka  JaHHBIX  SIBISETCS  HEOOXOIUMBIM  yCIOBHEM
paboTOCIIOCOOHOCTH KOMIMBIOTEPHBIX cHcTeM. /11 obecrieueHnst JOCTOBEPHOCTH BOCCTaHOBJICHHS
nH(opManuK B IUTEPaTYype NPEATI0KEH Psi/L [TOX0J0B: AyOIMPOBAHNE JAHHBIX ¥ BBIYUCIUTEIBHBIX
KaHasoB [ 1], cxeMbI pa3aeneHus cekpera [2], Koabl 0OHapy>KeHHUS 1 KOPPEKLIUH OIINOO0K, TAKHE KaK
KOJBI cTUpaHus [3], n30BITOYHAS CHCTEMa OCTAaTOYHBIX KIaccoB [4, 5]. Bece 3TH KOBI HCIIOTB3YIOT
N30BITOYHOCTS U1l 0OHAPYKEHHsI K HCTIPaBJICHHs OIIMOO0K. [Ipy 3TOM TaKke BakHa JJ0CTOBEPHOCTD
apu(MeTHIECKON 1 JIOTHYECKOW 00paboTK! HH(POPMAIIHH.

Ilybnuposanue Oannvix. JlyOnupoBaHue SBISETCS CaMbIM IMPOCTHIM B pealii3allid U Hawmbolee
pacIpoOCTpaHEHHBIM METOAOM BBEICHHS W30BITOYHOCTH [6]. Mcmonp3oBaHme ayOIMpOBaHUS H
JIBOMHOTO MPOCYETa MO3BOJISIET 32 CUET CPABHEHUSI MPOBEPUTH NPABUILHOCTD HJIM HEMPABUIBLHOCTh
BBIYHCICHUH. TpoHHOW MpoCUeT 3a CYET Ma)KOPUTAPHOU O0OpPabOTKU yKe TO3BOJISIET HCIPABUTH
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ommOKy. OHaKo Takoi MoaAXox (pakTHUECKH YMEHBIIAET MPOU3BOANTEIBHOCT BHIYUCIUTEIEHON
CUCTeMbl MUHUMYM B JiBa pa3a [7].

Iomexoycmouuusoe kooduposauue. Teopus MOMEXOYCTOWYHBOTO KOIWUPOBAHHA [UIA KaKIOTO
KOHKPETHOTO KaHala II03BOJISIET BBHIOpaTh Hamboiee 3(deKkTuBHBIH MeTo[ OOHApYKEHHS H
ucrnpasneHus omnbok. CymiecTBYIOT Ba B3aMMOIOMOHIONIMX MeTo1a 60pbObI ¢ moMexami [8].

e KoaupoBaHue JUIs HCIIPaBIEHHS OLIMOOK — IPHEMHHUK OOHAPY)KHUBAET M UCTIPABIISIET OIINOKY;

e KommpoBanue misi oOHapyKEHHS OMMOOK — MPUEMHHUK DPACIO3HAET OIIMOKH M, B CIydae
HEoOX0MMOCTH, TPOU3BOANT 3aIIPOC Ha MOBTOPHYIO Nepeaady OMMO0uHOro 0JIoKa.
Cpenu KOppPEeKTUPYIOUIMX KOJOB HauOoJbliee paclHpoCTpaHEHHE MOJIYYMINA OJIOYHBIE TBOUYHBIC
KOJBI, T.C. TEpeAadya ABOMYHOTO COOOIIEHMS NPOU3BOAMTCS OIOKaMH, MPHYEM KayKAbIH OJIOK
COZICP’KUT JABOMYHBIX CHMBOJIOB. KommpoBaHue 1 IEKOJUPOBAaHNE KayKAOTO OJI0KA MPOU3BOIUTCS
HE3aBHCUMO OT Apyrux 6yokoB [8]. Komsl cTtupanus mpeobpasyoT cooliienne u3 K cuMBOIIOB B
coo0IIeHrne U3 N CMMBOJIOB, kK < M, YTO HMCXOJHOE COOOIIEHHE MOYKET OBITh BOCCTAHOBJIEHO IIO
mr00bM k' cumBonam. ITpocTeiiium TakuM KOJOB SIBJISCTCS KO MIPOBEPKU HA YETHOCTb.
B obmiem ciygae Kombl OOHapyKCHHMS W KOPPEKIMH OIIMOOK cojepKaT ABE Ipynmbl mudp —
MH()OPMALMOHHYI0 M KOHTpPOJbHYI0. OIHAKO HeapU(PMETHIHOCTh IO3MLIHOHHBIX KOJOB HE
MO3BOJISIET KOHTPOJIMPOBATh Pe3yJIbTaThl apu(pMETHUECKHX OINEepalMii KOHTPOJIBHBIX OCHOBAHMMH
[7], Takum 00pa30oM MPHUCYTCTBYET HEPABHOMPABHOCTh HH()OPMAIIOHHON U KOHTPOJIBHON YacTeit
KoJa. HCHOSI/IHI/IOHHLIX CUCTCMBI CUUCIICHUA, TAKHC KaK CUCTECMaA OCTATOYHBIX KJIACCOB, JIMIIICHBI
3TOTO HEJIOCTATKA.
[anee B pa3z. 2 pacCMOTpEHbI 0COOEHHOCTH OOHApPYKEHUS U KOPPEKLUH OMIMOOK B M30BITOYHON
CHCTEME OCTaTOYHBIX KiaccoB. B pa3a. 3 mpemioxena Mmoaudukanys anroputMa oOHapyKeHHUs U
HCIIPpABJICHUA OIINOKH B CHCTEME OCTATOYHBIX KJIACCOB C OJHUM I/136BITO'~IHI)IM ocHOBaHueM. B pasna.
4 TnpuBEICHBI PE3yNIbTaThl MOJICTUPOBaHHs paccMarpuBaeMbix anroputmoB Ha ASIC. B pasa. 5
NPEUIOKEH BAPHAHT IPUMEHEHHS aIrOpUTMAa sl CHCTEMBl HAJEKHOTO PACIPECICHHOTO
XpaHeHus. B pasz. 6 mpencraBieHbl OCHOBHBIE PE3yJIbTaThl pabOTH M HAPaBJICHUS JalbHEHIIEeH
paboTHI.

2. U36b1moyHas cucmema ocmamoYHbIX KJ1accoe

Ilyctes 3amana cuctema ocrartouHbix kiaccoB (COK) ¢ B3amMHO TpPOCTHIMA OCHOBaHUSIMHU
P1, D2 -+ Pn-

Torma paboynM AHaNIa30HOM CHUCTEMBI OyAeT P = p; - Dy * ... " D

Ecinu ocHOBaHUSL YIOBJIETBOPSAIOT YCIOBHIO Pq < Py < -+ < Ppp, TO CHCTEMa Ha3bIBAETCS
YHOPSAAOYEHHOM.

Uro0bl 0bOecreunTh BO3MOXKHOCTH OOHAPYXKEHHUS! U JIOKATU3aIllMU OIMUOOK BBOJAT W30BITOYHBIE
OCHOBAHUSA P11, - » Prtk-

Homupiv  uanazoHoM COK 6yner P =P - Ppiq - .. Ppsk. B JaHHOM clydae KpuTepuem
KoppektHocTH uncia A = (0, Ay, ..., Oy, Oy yq) OyzeT BoImONHEHNE yeinoBus A < P, B IPOTHBHOM
CIIydae YUCJIO COJEPIKUT OIIHOKY.

Jus m36errounoit COK ucnons3ytor o6o3Hauenue (k, n), rae k — kosmuecTBo pabounx OCHOBAHUH,
n — o0111ee KOJIMYECTBO OCHOBaHUH.

Paccmotpum B ob6miem cirygyae COK ¢ ofHUM M30BITOYHBIM OCHOBAHUEM Py 41, IS KOTOPOH p; <
Dn+1, 1 =12,..,n. Torma nroboe uckaxenwe mUPPbl MO OJHOMY KAKOMY-ITHOO pas3psgy
MpEeBpaIaeT 3T0 YHUCIIO B HEMIPABUIHHOE U MO3BOJISET TEM CAMBIM OOHAPYXHUTh HAJIHMYUE OUINOKH
[7]. TIpx 5TOM HaKIIAMBIBAIOT OTPAHUYCHUS, YTO OIIHOKA BOSHMKAET TOJIBKO 110 HHHOPMAITHOHHBIM
OCHOBAHUSIM.
OmHMM W3 METOJOB JIOKAJHM3AaIW{ OMMOOK MOAYJISAPHOTO KOJA SIBIISETCS METOJ IPOEKIIHiL.
Ipoekuneit A; uncima A = (04, 0y, ..., 0pyq) O OCHOBAHHIO P; OYyIET YHCIO, MOJYYEHHOE
BBIYEPKMBAHUEM LU(PHI &; B IPEACTaBICHUH A.
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Teopema I. Ecmu B yHmopsIOYEeHHOW CHCTEME OCTAaTOYHBIX KJIAcCOB MpOeKIus A; yucia A =
(g, Oz, wee) Oy oor Oy, Oy q) TIO OCHOBAHHMIO P_I YIOBJIETBOPSET YCIOBHIO

P
A; > ,
Pn+1

TO TIdpa «; TPaBUIILHAS, €CITM BO3MOKHA JIUIITb OJAWHOYHAs omioKa [7].
BBeznenne TOIBKO OJHOTO KOHTPOJIBHOTO OCHOBAHMS B OOIIEM CIIydae HE MO3BOJISET JIOKATM30BaTh
omuOKy. st KOpPEKIMH OINOKN MOKHO HUCIIOJIb30BAaTh METOI HAa OcHOBe KuTaiickoii TeopeMsl 00
ocratkax (KTO) i MeToze mpoekmwii. 3anumeM ero B BIIE allTOpUTMa:
Aneopumm 1. Boccmanognenue uucia na ocnose memooa npoexyuii u KTO.
Input: X' = (X1,%3 ., Xn, Xns1),
P1 P2 Py, P=1lcipi, P=pn-P

—1

w; = |P; -P;, tme P;=P/p;, nna scex i€ [l,n+1].
pi
—1 — — —_
w;j=|Pij| -Pij, rme Py;=P;/pj, nna scex i€[l,n+1] u j#i.
pj
Output: X
1. S=0

2. fori=1ton+1
2.1. S:S+X,i'Wi

. S=SmodP
4. if S< P
4.1.X=S
4.2. return X
5. else

5.1. for i=1 to n+1
5.1.1.5=0
5.1.2. for j=1 to n+1
5.1.2.1.1f i #j then
5.1.2.1.1.85 =8 +x";-wy
5.1.3. X = S;modP;
5.1.4. if X <P then
5.1.4.1. return X
PaccMoTpum mpuMmep HEKOppeKTHO# Jokanu3anuu omudku. [lycts 3anana COK {3,5,7,11,13} ¢
YETBIPbMSI  MH(POPMAIMOHHBIMH OCHOBAaHMSMH W OJHUM KOHTPOJBHBIM. Torma paGouum
nmuama3oHoM Oymet P = 1155, momHbIit tnama3oH P = 15015.
Bossmem ancino X = 4 = (1,4,4,4,4) u BBeJieM OIIMOKY 110 BTOPOMY OCHOBAHUIO, TIOJIydnM X' =
(1,0,4,4,4) = 6010. Tlockompky X' = 6010 > P = 1155 w™oxHOo cpaenarb BeBog, 410 X'
cozepxut omuoKy. Torma npoekuuu X; = 1005 = (0,4,4,4), X; =4 = (1,4,4,4), X3 = 1720 =
(1,0,4,4), X, = 550 = (1,0,4,4), X: = 235 = (1,0,4,4). OueBnyHo, uto npoekuun X;, X5, X'4, X's
Y/IOBIICTBOPSIFOT YCJIOBHIO KOPPEKTHOCTH, OTKY/a CIEAyeT YTO OJHO H30BITOYHOE OCHOBAaHHE
MTO3BOJISIET TOJIBKO OOHAPYKUTH OIIHNOKY, HO HE JIOKAJIN30BaTh e€.
s obecrieueHnss BO3MOXHOCTH KOPPEKIMM OMIMOOK BBEIEM JiBA KOHTPOJILHBIX OCHOBAaHUS

Pn+1,Pn+2-
Teopema 2. Eciv B CHICTEME D1, P2, s Prs Pnt1s Prs2 C IBYMS KOHTPOJIBHBIMH OCHOBAHHSIMU 33]JTAaHO
HenpaBwibHoe yucio A" = (o', &'y, v, A, v, Ay, &' pgq, X' pg2), TO HEOOXOIMMBIM U JIOCTATOYHBIM

YCIIOBHEM OIMIHOOYHOCTH IUGPHI o’; B A’ ABISIETCS MPABIIIBHOCTH €0 MPOCSKIHH A’; IO OCHOBaHUIO
p; [7].
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PaccMOTpUM aHAJIOTHMYHBIA TIpEMEpP C JBYMS KOHTPOJbHBIMH OCHOBaHWMsMH. Bozbmem COK
{3,5,7,11,13,17}, pabounii muanazon y koropoit 6yxzer P = 1155, a monHslii auanasod P=
255255, BosemeMm uncio X = 4 = (1,4,4,4,4,4) v BBeneM OMHUOKY MO BTOPOMY OCHOBAHHIO,
nomyanm X' = (1,0,4,4,4,4) = 51055. Tlockompky X' = 51055 > P = 1155 MokHO crenaTh
BBIBOA, uT0o X' comepkut ommOKy. Torma mpoekmmu X; = 51055, X; = 4, X; = 14590, X, =
4645, X: = 11785, X; = 6010. OueBuaHo, 9to TONBKO X; = 4 < P, 3Ha4uT omImOKa IPOM30IILIa
10 BTOPOMY OCHOBAHHIO U HCXOHOE YHCIIO PABHO 4.

OnHako HEJOCTATKOM HCIPABICHHS OMIMOKH C MCIOJIB30BAHHEM JBYX KOHTPOJBHBIX OCHOBaHHI
SBIISICTCS CJIO)KHOCTH BOCCTaHOBJIEGHHS umcenl ¢ Ha ocHoBe KTO mo kaxkmoir mpoexmwd. Jlis
pemeHns 3Toi MpoOJIEeMBI PaCCMOTPUM MOIM(PHUKALNNIO alTOpUTMa OOHAPYXKEHHS M KOPPEKIUH
OLIHOOK.

3. Modudpukayusi anzopumma ob6HapyXeHusi U JIOKaju3auuu owubku e
cucmeme ocmamoYHbIX KJ1accoe

IlycTb 3a1aHa cucTeMa OCTaTOUYHBIX KJIACCOB C OJAHUM KOHTPOJIBHBIM OCHOBAaHUEM P < Py < P3 <
v+ < Pp < Pn+1, IPU ITOM CUUTAECTCSA, YTO KOHTPOJIBHOE OCHOBAHME HANECKHOE U HE MOXKET
coliepxkaTh OmMOKH. Toraa BBEJIeM alrOPUTM

Aneopumm 2. Boccmanognenue uucia Ha ocnoge memooa npoexyuti u KTO.

Input: X' = (X1, X5, o, X0 Xpp1),

P1,D2 s Prsr, P=1lle1pi, P=pn P
FiZﬁ/pi,iE[l,n+1].

w; = Pi | .

Di
Output: X
1. S=0

2. fori=1ton+1
2.1.8S=S+x";-w;-P;
. X=SmodP
4. if X< P
4.1. return X
5. else
5.1. k=1
5.2. X =SmodP,
5.3. while X>P AND k<n do
5.3.1. k=k+1
5.3.2. X = Smod Py
5.4. return X
Teopema 3. Ecnu pp, .4 > Py, * Pr—1, TO AITOPUTM 2 KOPPEKTEH.
Joxazamenvcmeo
[ycte ommbka npousonuia mo k-my ocHoBaHuo, rae k € [1,n]. [ns gokazaTenbcTBa TEOPEMbI
JIOCTaTOYHO IOKa3aTh, 4to Juisi Bcex X € [0,P), j € [1,n] u j # k, BoimonHsieTcs cieayrolee
HEPaBEHCTBO:

BoraucnuM |X + ey, - wy + Py P, MCTIOIB3Ys bopmyny |al, =a — l%J - M, MOJYYUM:

X+ek‘Wk‘13k —
e @
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Py Dj X+ep-wy-Py
Tak xak P__ = p_, TO MPEACTABUM BBIPAXKCHUE |———— | B, CJICAYIOIIEM, BUJC!:
j k

j j

X+e-we P X e -wg-P X e wg-p;
P_LJ_%:F+L4;ﬂ:F+L_L% @)
P; Px
X . .
O1neHUM 3HauY€HUE BETHYUHBI 5 JUIA BCeX j € [1,n] uj # k, monydnm
j
X pP-1 P 1
S——==-= (4)

F=TF

J i

i b

J

P pj
Tak kak — = U 110 YCIIOBUIO TEOPEMBI Ppyq > P * P, TO —
j Pn+1 DPn+1

k, cnenoBarensHO, EQ. (4) mpumeT Bux:

<pimchexj €E[L,n]uj+#
k

X 1
P p

Y4uThIBas HEpaBEHCTBO (5), BeIpaxkeHue (3) mpuMeT BU;

X+e-w-P ex - Wi Dj
l kpk k]zlk kP;J (©)
J
IToncrasnsas Beipaxkenus (2) u (6) B HepaBeHCTBO (1), momydnm:
PSX"'ek‘Wk‘Pk—
ey Wi Dji|l =
_ng;&y% (7
Pk
Pazpenum neByto yacTh HepaBeHCTBA (7) HA MOJOKUTEIBLHOE YUCIO P, momydum:
P e wipj| B
1<X+ - [ 8
€x " W P P ©)
Pk _ Pne1  Pi_ Pnaa
Tak kak P o B >, , TO BEIpakeHue (8) IpUMET BUA:
e . W . .
1SX+€k'Wk‘pn+1—lk k p] .pn+1 (9)
Pk Pk pj
YMHOXHM TPaBYIO U JIEBYIO YacTh HepaBeHCTBA (7) Ha MMOJIOKUTEIHHOE YUCIIO Zk i , TIOITYI¥IM:
n+1
Pk " Pj Dk " Pj €x Wi D
kP oy P H¢MWMW_PLJLJJM (10)
Pn+1 Pn+1
Tak kak
ek'Wk'Dj
€k "Wk "Dj — l—J Pk = |ek Wi * PJ|
To (opmyna (10) mpumer Bux:
Pk " Dj Pk " Dj
<X +|ex - Wy - p; 11
Pn+1 Pn+1 | ook ]|pk (1)

VYuureiBas, uto X € [0,P —1)ul < |ek CWy pj|pk < px — 1, To HepaBencTBo (11) BeIONTHSAETCS
€CITH BBITOJIHsAETCS AJist BeeX J € [1,n] uj # k, cnenyrouiee, ycioBue:
Pn+1

<1 (12)

Tax xak Mogynu COK yoBIeTBOPSIOT YCIOBHUIO p; < Py < p3 < -+ < Pp, TO U3 HepaBeHcTBa (12),
CJIE/IYET, YTO HEOOXOJUMBIM U JJOCTaTOYHBIM YCJIOBHEM BBINIOJHEHUs] HEpaBeHCTBO (1), sBiseTcs:

Pn+1 = PnPn-1-

80



T'nmaaxos A.B., Kyuykos B.A., babenko M.T'., YUepusix A.H., Bepexnoii B.B., [Ipoznos A.}0. Moaudukanuus anroputMa oOHapysKeHHs 1
JIOKaJIM3alUK OMHOKH B CHCTEME OCTaTOUHBIX KinaccoB. Ipyost UCIT PAH, Tom 34, Bein. 3, 2022 1., cTp. 75-88

Teopema nokazaHa.

PaccmoTpum mpumMep oOHapykeHuss W wucnpanicaus omuOkn B COK ¢ ogHUM KOHTPOJBHBIM
OCHOBaHHEM.

Bribepem cucremy ocroBanmiit COK, ynoBneTBopsrontyto TeopeMe 3: p; = 2,p, = 3,p3 = 5,p4 =
7, n = 4. KourposnsHoe ocHOBaHue ps = 37 > 7 - 5. Uckomoe uncino X = 53 = (1,2,3,4,16).
ITapameTpsr COK:

P=2-3-5-7 =210 — pabounii quanazoH.
P =ps-P =35-210 = 7770 — nonusii auanazon COK.

P, == =3885,P, = = = 2590,
P1 &
P, =~ = 1554, P, = — = 1110,
P_3 |2
Ps = — = 210.
Ds
—1 —1
W1=|P1 =1,W2=|P2 =1,
P1 D2
—1 —1
wy=[Py | =4w, =[P | =2
p3 |2
—1
W5 = |P5 = 3
Ds
Bsaemem Bekrop ommbku E = (0,0,1,0,0), X' = E + X = (1,24, 4,16).
Brerancionm
n+1
S = ZWi;ixi’ =
i=1

P
=11-3885-1+1-2590-2+4-1554-4+2-1110-4 + 3 - 210 - 16|,7,0 = 6269.

Tak kak S = 6269 > 210, caen0BaTelbHO, €CTh OMIMOKA, BEIYUCIUM €€:

|S|;1 = 2384 > P, |.S'|;2 = 1089 > P, |S|;3 = 53 < P, cnenosarensHo X = 53.

4. ModenupoeaHue u aHanu3
Jns aHanu3a ¥ MojenupoBaHusi ObuiM BbIOpaHbl HaOopel Monyieir COK c 4, 5, 6 pabounmu
OCHOBaHUSMHU, pabOUMii Jrarna3oH KOTOPBIX OKPBIBAST qUara3oH B 8, 16, 24 u 32 Oura

W30BITOYHOCTD JaHHBIX SBISETCA BaKHBIM BompocoM. B m3Obirounoit (k,n) COK, ucrons3ys
Jr00bIe k 0CTATKOB M3 N, MBI MOKEM BOCCTAHOBUTH TaHHBIC. TOrAa M30BITOYHOCTH MOXKHO BBIPA3UTh
BBIPAXKEHUEM

n

i=1d; .

k
ic1di

’

rze d; pa3MepHOCTh OCTATKOB 110 OCHOBAHHIO P;.

s momenmmpoBanHust paboTel anroputMa | ObUIM BBIOpaHBI HAOOPHI C JABYMSI KOHTPOJBHBIMHU
OCHOBAHHMSIMH U BBIUUCIIEHA X W30BITOYHOCTE. Pe3ynbTaTsl peacrasiieHsl B Ta0u. 1.
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Tabn. 1. H36Limounocme HCOK ¢ 08yMsa KOHMPONbHbIMU OCHOBAHUAMU
Table 1. The redundancy of the RRNS with two control moduli.

Ha6op ocHoBanmii Pa3mepHocTb, OUT H30bITOYHOCTH
{3,5,7,11,13,17} 10 0.75
{13, 17, 19, 23, 29, 31} 16 0.53
{59, 61, 67, 71, 73, 79} 24 0.54
{251, 257, 263, 269, 271, 277} 32 0.51
{2,3,5,7,11,13,17} 11 0.69
{5,7, 11,13, 17,19, 23} 16 0.53
{23, 29, 31, 37, 41, 43, 47} 24 0.44
{79, 83, 89, 97, 101, 103, 107} 32 0.40
{2,3,5,7,11, 13,17, 19} 14 0.59
{3,5,7,11, 13,17, 19, 23} 17 0.48
{11,13,17, 19, 23, 29, 31, 37} 24 0.39
{31,37, 41, 43, 47,53, 59, 61} 32 0.34

AHAJOTUYHO JJIsI MOJEIMPOBaHUS pabOTHl ajdropuTMa 2 ObLIM BBIOpaHBl HA0OPHI C OJHUM
KOHTPOJIbHBIM OCHOBaHHEM, YJOBJECTBOPSIONIME YCIOBHSAM TEOpPeMbl 3 U BBIYHMCICHA UX
N30BITOYHOCTB. Pe3ynbTaThl mpeacTaBieHb! B Ta0. 2,

Tabn. 2. Hz6vimounocms UCOK ¢ 08yMst KOHMPOIbHbIMU OCHOBAHUSIMU
Table 2. The redundancy of the RRNS with one control modulus.

Haoop ocHoBaHuUii Padoumii imana3oH, 6uT H30bITOYHOCTH
{3,5,7,11, 79} 10 0.58
{13, 17, 19, 23, 439} 16 0.47
{59, 61, 67, 71, 4759} 24 0.50
{251, 257, 263, 269, 70753} 32 0.49
{2,3,5,7,11, 79} 11 0.54
{5,7,11, 13, 17, 223} 16 0.42
{23, 29, 31, 37, 41, 1523} 24 0.41
{79, 83, 89, 97, 101, 9803} 32 0.40
{2,3,5,7,11, 13, 149} 14 0.47
{3,5,7,11, 13,17, 223} 17 0.38
{11, 13, 17, 19, 23, 29, 673} 24 0.36
{31, 37, 41, 43, 47, 53, 2503} 32 0.34

B cpenneM M30BITOYHOCTH NpeATIOKEeHHOTO anroputMma Ha 14% mensme, yeM y COK ¢ nByms
KOHTPOJIHHBIMHA OCHOBAHHSAMH.
50

) w N
o =) o

Bbinrpbiw (pas)

[y
o

1 2 3 4 5 6 7 8 9 10 11

t-KO/IMYECTBO MCMpPaBifeMbIX OLINBOK
—e— KonunyectBo KombrHaumuin metoaa npoekumii (2t-1, 2t)/ konuyectso

KoMbWHauuii npeanaraemoro metoga (2t-1,t)

Puc. 1. Ananu3z xonuuecmsea KoMOUHAYULL NPEOIA2AEMO20 MEMOOA NO CPABHEHUIO C MEMOOOM NPOEKYULl
Fig. 1. The ratio of the number of combinations of the projection method to the number of combinations of the
proposed method.
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Meron TpOEKIHUH, TPEACTABICHHBIM anropuTMoM | TpeOyeT OOJBIIOTO  KOJUYECTBO
BOCCTaHOBJICHHI 4ucen ¢ ucnosibzoBanneM KTO mis kaxmoit mpoekmuu. Ha puc. 1 mokaszano
YMEHBIICHNE KOJIWYECTBA KOMOWHAIMH IIPEAJaraéMoro MeETojJa II0 CPaBHEHHIO C METOAOM
IIPOEKLIHN.

MoienmipoBaHue MpeIORKEHHBIX aJrOPUTMOB ObIIIO peanm3oBano Ha si3bike Verilog wa ASIC B
cpene RTL m ¢msmueckoro cumaTesa Cadence Genus Synthesis Solution ¢ mcmonp3oBaHUEM
oubnmotexu osu018 stdcells.

Bce 3HaueHUs, KOTOpBIC MOTNIM OBITh NPEIBBIYMCICHBI 3allMCaHbl B KOHCTaHTHL. B KadecTBe
KPUTEPHUEB, TI0 KOTOPHIM TPOBOIMIICS aHAIM3, ObuTH BeIOpaHs! muromansb (Cell Area) m 3amepixka
koMmOuHaTopHoro mytd (Arrival). Taroke ObUT MONydeH IOKa3aTesb KOJIMYECTBA HCIIOIb3YEMbIX
sqeek (Cell Count), ogHaKO OH CBSI3aH C IUIOIIA/BIO0, HO B TO )K€ BPEMsI P OIMHAKOBOM KOJIMYECTBE
sigeek 0011ast TII0IIAAb MOXKET OBITh Pa3IMYHOM BBUY PA3IMYHON CIIOKHOCTH SUEEK UCIIOIb3yeMOit
OMONMHOTEKH.

PesynbraThl MOEIMPOBaHUS MIPEACTaBICHHI B Tabuuie 3. B cpeaHeM npeanokeHHbIH aroput™ 2
BBINOJIHACTCA CpeiHeM B 1,5 pasa fosibIe 3a cueT MOoCIeJ0BaTeIbHOCTH ASUCTBHUH 3 1 5 anropurMa,
HO IIPH 3TOM IUIOLIAlb MUKPOCXEMBI B CpeTHEM B 3,5 pa3a MeHblle. DTO CBI3aHO C PECYPCOEMKUMHU
BBIYHCIICHUAMU HpOCKHHﬁ, KOTOpLIC, OAHAKO, MOTYT 6bITL BBIYUCJICHBI MapaJlJICJIbHO. HpI/I 9TOM
CTOUT 00paTUTh BHUMaHHUE Ha 32-OMTHBIA pabouuii quana3oH. B atom ciyyae mis S u 6 pabounx
OCHOBAHHSAX BpEeMsI IPOXOXKICHUS CHTHAJda IPHMEPHO OIWHAKOBOE, a IUIONAJb pealn3aluu
ainropurMa 1 B 6 pa3 Goublie.

Tabn. 3. Pesynomamvl mooenupoganus Ha ASIC
Table 3. The results of the simulation

Iloxa3zarenn KoauuecTso AJroputm IloxpeiBaeMblii padouuii 1Mana3oH, OUT
padounx 8 16 24 32
Moay.Jiei
Bpewms, nic 4 1 15447 22338 34747 51685
2 25097 39429 67242 76830
5 1 15383 23642 30307 51164
2 21944 36698 59120 44727
6 1 19083 23047 31911 48572
2 32558 41193 53634 48738
ITnomans 4 1 156978 320430 652211 956196
2 60759 132332 206485 280213
5 1 184405 335056 657195 1006255
2 63763 131767 154479 166433
6 1 302090 411108 652668 1011104
2 96815 155115 187973 184302

5. Cucmema pacnpedesnieHHO20 XpaHeHUs1 OaHHbIX

O}lHI/IM U3 BO3MOXHBIX HpI/IMCHeHHﬁ JaHHOTO aJIrOpUTMa MOXKET OBITH CHCTEMA pacupeaciICHHOTO
XpaHCHHA JTaHHBIX, B KOTOpOﬁ BBIIIOJIHACTCSA ITIOATOTOBKA HCXOJIHBIX q)aﬁHOB JUIST HAACXKHOTI'O
pacrpesielleHHOT0 XpaHEeHHs, MOCPEACTBOM TiepeBojla B CHUCTEMY OCTaTOYHBIX KJIACCOB,
YAOBIETBOPSIONIYI0 TeOpeMe 3 W JUIsi BOCCTAHOBICHHSI TOJYYCHHBIX (HaHIoOB, TPUHSATHIX W3
pacmpeneieHHO cpenbl B clydyae OMIMOKM WJIM HEMOJyYeHHWs OJIHOW W3 dYactei ¢aina mo
NropuTMy 2.

CymiecTByeT OOJBIIOE KOJTMYECTBO CHCTEM XPAaHEHUs NaHHBIX, omucaHHBIX B mareHTax CIIA,
Poccun, Kutast [3assBka W02019199288, omy6ur. 17.10.2019], [3aska US2013173916, omyo6u.
04.07.2013], [marenr RU2656836, omy6n. 06.06.2018], [marear CN103957264, omy0m.
30.07.2014].

[IpemnoxeHHast cucTeMa MOXKET OBITh peaM30BaHa CXEMOM, MPeCTaBICHON Ha puc. 2. McxonHoe
3HauyeHHe X IOCTyHaeT Ha BXOJbl OJOKOB mod p; HaXOXIEHHS OCTaTKOB 10 MOXAYJIO P;, I €
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[1,n + 1], koTopbie MOTYT OBITH BBIMOIHEHBI KAK C UCIIOJIB30BAHUEM BBIYHCIHTEIBHBIX YCTPOUCTB,
HalpuMep, HHTErpabHBIX cxeM WM FPGA, Tak U B BHE NaMATH, KOTOpas B OTBET Ha 3HAUYCHHUE
UCXOJHOTO uucia X TOJaeT Ha BBIXOJ 0JI0Ka mod p; OCTAaTOK X; OT JeJIeHUs] Ha MOAYJb p;. [lpu
9TOM MOJYJIM YAOBJIIETBOPSIOT YCIOBUSAM Py < Py < P3 < " < Py < Ppy1 U Ppt1 > Pn* Pn-1.

o gy
>  mod p, >
mod pyyq E
=
[=%
=
g
o mod P [ =
ki req P e E
<
= 2
=) mod Py [+ =
7 =
s -
5 ¥
— g“- o— X *kn rey Pr
=
=
: - o _P" -+
kg1 req Pn+1
mod Pusy [+

Puc. 2. Cxema cucmemvl pacnpedeneHHo20 Xpanenus OAHHbIX
Fig. 2. Block diagram of the distributed data storage system

JlaHHbBIE C BBIXOI0B OJIOKOB HaXOXIEHHUSI OCTATKOB II0 MOAYJIIO P; MEPEAAIOTCS B PacIpeeIeHHOS
XpaHUIIHIIE, KOTOPask MOYKET OBITh MCIONB30BaHA KaK JUISl XPaHCHHs, TaK 1 00pabOTKU JaHHBIX,
MOCKOJIbKY OCOOEHHOCTBIO CHCTEMBI OCTATOYHBIX KJIACCOB SIBISIETCSI BO3MOMKHOCTD BBINOJHEHHS
apr(METHYCCKHUX OTIePALi CIIOKEHHUSI 1 YMHOKCHHSI HE3aBHCHMO I10 KasKIOMY MOAYJIt0. [1pu aTOM
pacrpeneseHHOe XPAaHUIIHUIIE MOXET OBITh IPEACTABICHO OJHUM HIIH HECKOIBKMMH OOIauHBIMU
npoBaiijiepaMu, WM BHYTPCHHHMH YaCTHBIMH  OONaKaMU/XPaHWIHIIAMH, 9YTO MO3BOJHUT
pacrpeenuTh MaHHbIe MPU XPAHCHHH, TEM CaMbIM MOBBICHTH HAIEKHOCTh BOCCTAHOBIICHHSI
JMAHHBIX B CIydYae BBIXOJa M3 CTPOSI OJJHOTO WIJIH HECKOJBKHX XPAHWIHI 32 CYET H30BITOUHOIM
CTPYKTYPHI CHCTEMBI OCTATOYHBIX KIIACCOB.

IMocne xpaHeHMs] JAaHHBIC MOCTYMAIOT W3 PACMIPEACICHHOTO XPAaHWIUIA Ha BXOJBI PETHCTPOB
XPaHEHUSI OCTATKOB TI0 MOJYIIO P;, BEIXOBI KOTOPBIX COSTMHEHBI CO BXOJAMU COOTBETCTBYIOMIHX
OJIOKOB yMHOXKeHMs Ha Kk; = w; P,, BBIXOJBI KOTOPBIX MOJKIIOYEHBI K BXOJIaMHM CyMMaropa
IPOM3BE/IEHUIT, 3HAUEHHIE CYMMBI TIOCTYTIAET HA BXO/IbI OJI0KA HAXOK/IEHHS OCTATKOB 10 MOJLYJII0 P
1 6JI0KOB HaXO0K/IEHUSI OCTATKOB 110 MOJLYJIO P;, pe3ysibTaThl ¢ KOTOPBIX MOCTYNAKOT Ha BXOJ1 O6J10Ka
KOPPEKIINH OMUOKH, BBIXO KOTOPOTO SIBJISIETCS] BEIXOIOM CHCTEMBI.

Ha puc. 3 moka3aHa cTpykTypHas cxema 0J0Ka KOppeKuuu omuoku. 3nadenue |S|s nocrymaer Ha
6510k cpasuenus |T|p ¢ pabounM anManazoHOM, B KOTOPOM TIPOBEPSIETCS JIOTHYECKOE BBIPAKCHHUE
|S|5 < P, ecu OHO MCTHHHO, TO CHTHAJ C BBIXOZa OJIOK cpaBHEHHUs |S|5 ¢ pabounm anamazoHOM
MOCTYIAET Ha YIPABISFONINI BXO MYJIbTHIUICKCOPA, MMPOIyCKast KOPPEKTHOe 3HaueHue |S|5 uepes
TIepBEIF MH(POPMAITMOHHBIN BXO/] Ha BBIXOJ 0JI0Ka KOPPEKIMH OMKOKH. BTopoit nH(OpMaMOHHBIH
BXOJI MYIIbTHILIEKCOPA |S|5 MOMKIIOUEH K BEIXOTy MyIbTHILIEKCOPA S5,
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Y

|Slz< P

Slp, < P

4

ISlg, < P

Puc. 3. Cmpykmypnas cxema 610ka Koppexyuu
Fig. 3. Block diagram of the correction unit

3nadenus |S|p; ¢ BHIXOJIOB GJIOKOB HAXOXK/IEHHS OCTATKOB MO MOMYJIO P; MOCTYNaroT Ha BXOIbI
COOTBETCTBYIOIIMX GJIOKOB CpaBHEHHs |S|p, ¢ paboYMM JMANa3OHOM, B KOTOPBIX MPOBEPSIOTCS
Joruyeckue BoipakeHus |S|p; < P, eciu oHO He BBINONHAETCS, T.€. paBHo 0, To curnan 0 ¢ Brixoza
0110k cpaBHenus |S|p, ¢ paboUNM 1MaNa3oHOM MOCTYNAET HA YIPABJISIONIHME BXO/I MyIbTHILIEKCOPA
|S|p,, Ha mepBbIii MHOPMAIMOHHBINH BXO/I KOTOPOTO MOJAeTCs 3HaYeHus |S|p, ¢ BhIxOza Gioka
HAXOXJIEHUs. OCTATKOB 1O MOAYI0 P;. Bwixon mynpTumiekcopa |S| p, TIOJIKIIIOYEH KO BTOPOMY
MHbOPMAIMOHHOMY ~ BXOTy ~MyibTuiiekcopa |S|p,_,. Bropoit nupopmanmonubiii  BX0x
MyJbTHILIEKCOPA |S|p, | TIOJKITIOUEH K BBIXO/Y 010K cpaBHeHus |S|p, . -

Biok KOppekuuu OIMOKM OCYIIECTBJISET BbIBOJ MepBOoro 3nauenus [S|p mmm |S|p;, kotopoe
MeHbIIIe paboyero Auana3zoHa.

6. 3aksroyeHue

[IpenMymiecTBOM JAHHOTO aNTOPUTMA SIBIAETCS CHIDKCHHE aIlllMapaTHBIX H3JEP>KEK KOPPEKINH
OLIMOOK MOAYJISIPHBIX YHCEl, NMOJYYEHHBIX M3 CUCTEM Paclpe/IelIeHHOTO XpaHEHHs AaHHbIX, YTO
CBS3aHO C OTCYTCTBUEM HEOOX0AMMOCTH Bhruucienus S = Y1 k; x! nns kaxnoit npoekuuu P;, S
BBIYMCIISICTCS OJIMH pa3, U B AaJbHEHIIEeM He00X0IMMO BBIYMCIICHUS TOJIBKO OCTAaTKa OT JICIICHHUSI.
Peamm3zanust Bcell CHCTEMBI BO3MOXKHA C HCIIOJIB30BAaHMEM IPOTPAMMHUPYEMBIX JIOTHYECKHX
uaTerpanbHeix cxeM (IIJIMC), cnenmann3uMpOBaHHBIX WHTETPANBHBIX CXEM, a TaKkKe B BHUJE
anroput™Ma pabotsl OBM m MOXET HCIONB30BaThCA KaK OTAEIBHOE YCTPOWMCTBO, TaK M Kak
COTIPOIIECCOp AJIS BHIIOJTHEHUS MOATOTOBKH (DalioB K HaJE)KHOMY paclpeleIeHHOMY XpaHSHHIO
JIaHHBIX.

IIpu sTOM mNpemIOKEHHBIH aNrOPUTM B CpeIHEM BBIMIONHSETCS B 1,5 pasa mombime 3a cyer
MOCJE0BATEILHON apXUTEKTYPbl HEKOTOPBIX ONEpaluii, HO MPHU 3TOM IJIOMIAJb MUKPOCXEMBI B
cpenHeM B 3,5 paza MEHbIIIE.
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[Ipu 3TOM CTOUT 0OpAaTUTH BHUMaHUe Ha 32-OnTHBINA pabouwmii quana3on. B atom ciydae s 5 u 6
pabouMX OCHOBAaHHMAX BpeMs IPOXOXKICHHWS CHTHajla IPHMEPHO OJMWHAKOBOE, a IUIOIAAb
peanuzanuu anroputMa 1 B 6 pas Oombie.

HampasneHueM JanbHEHIINX UCCIIeIOBAHUI MOXKET CTAaTh Peau3alys PeUIOKEHHOTO alropruT™Ma
JUIsl KpUNTOrpadMueckux alrOPUTMOB € pa3MepHOCThIo 64, 128, 256 our.
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Abstract. The learning customization and monitoring are considered key aspects of the teaching-learning
processes. Some works have proposed mobile learning systems that provide teachers and students learning
monitoring and personalization services. One of the main requirements of these kinds of systems in terms of
software quality is usability; however, few works have addressed the usability issues using laboratory studies
with users in real domains. In this work, we present a usability evaluation of the learning monitoring and
personalization services of a mobile learning platform based on a laboratory study in which nine teachers and
ten students participated. In our usability evaluation, the aspects evaluated were effectiveness, efficiency, and
level of user satisfaction as proposed by the ISO/IEC 25000 family of standards. The results show that the
teachers presented effectiveness, efficiency, and satisfaction considered satisfactory, while the students
presented effectiveness and satisfaction classified as satisfactory and acceptable efficiency. The usability
evaluation described in this work can serve as a reference for developers seeking to improve learning
monitoring and personalization services development.
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Annortamusi. ManuBnayann3anus o0ydeHuss 1 MOHUTOPUHI CUUTAIOTCS KIFOYEBBIMH aCIIEKTaMH IIPOIIECCOB
IIpernoiaBaHusl U 00ydeHus. B HEKOTOpPBIX paboTax MmpeIaraick MOOWIBHBIE CHCTEMBI 00YUCHHUS, KOTOPBIE
MIPEIOCTABIBIIOT YYUTEISIM M y4JallUMCs yCIyTM MOHUTOpPHHIA ¥ IepcoHain3anuyu oOydenus. OnHUM U3
OCHOBHBIX TpeOOBaHHMI K TakOro poja CHCTeMaM C TOYKU 3pPEHHs KauyecTBa IPOrPaMMHOTO OOecTieueHUst
SBIISICTCS YAOOCTBO HCIIONIB30BAHMSA; OJHAKO JIMIIP B HECKOJBKHX PabOTaX paccMaTPHBAINCh BOHPOCHI
yI00CTBa MCIOIB30BaHUS C UCIIONB30BAHUEM Ja00OPATOPHBIX MCCICIOBAHUI C MOJIb30BATENSIMU B PEabHBIX
JoMeHax. B aToit paboTe MbI NpeACTaBiIseM OLEHKY YA0OCTBAa MCHOJIb30BAHHS CEPBHCOB MOHHTOPHHIA M
MepcoHaNM3aKy 00ydeHnss MOOMITEHOH 00ydaromieil maT¢opMbl Ha OCHOBE Ta00paTOPHOTO HCCIEIOBAHS, B
KOTOPOM TIPHHSUTY y4acTHe JIeBITh yYUTeJIel U AeCsITh CTY/IeHTOB. B Hameli onieHke y/100CTBa HCIIOIB30BaHUS
OLICHUBAJINCh TAKHWE AaCHeKThl, Kak 3((EeKTHBHOCTb, PE3yNBTaTHBHOCTE U YPOBEHb YJOBJICTBOPEHHOCTH
MOJIb30BATENEH, Kak 3TO mpejaraercsi B cemeiictse crannaproB ISO/IEC 25000. Pe3ynbraThl MOKa3bIBaoOT,
YTO y4HTENsl OLleHWIN 3P (HEKTHBHOCTD, PE3yIbTaTUBHOCTD U YJIOBJIETBOPEHHOCTh KaK YIOBJICTBOPUTEILHEIE,
B TO BpeMs KaK ydaliuecs: oueHHIH 3((OEKTHBHOCTh M YAOBICTBOPEHHOCTh KaK YIOBJIECTBOPHUTEIbHBIC U
3¢ PeKTUBHOCTh Kak mpuemiiemyro. OIeHKa yZoOCTBa WCIIONB30BAHHUS, ONHCAHHAS B 3TOH paboTe, MOXKET
CITY’KHTb CIIPABOYHBIM MaTEPHAIIOM VISl Pa3pabOTUMKOB, CTPEMSIIUXCS YIYYIIUTh MOHUTOPUHT OOYYEeHHS U
pa3paboTKy CEepBUCOB MEPCOHATHM3AINH.

KuroueBble ciioBa: MoOMIbHOE 00y4YeHHE; HHANBUYATH3alHs 00y4eHNs; MOHUTOPHHT 00YYeHHs; Ka4eCTBO
POrpaMMHOTO 00ECIIeUeHH s ; OLICHKA YA00CTBa HCIIONB30BAHHS

Jaa nutupoBanus: nenb Anxens-®uopec X., Jlonec-[lomunrec 3., OpHannec-Benackec E., Jlomunrec-
Ucunpo C., Menuna-Husto M.A., ne na Kannexa X. [Inatrdhopma MoOUIbHOTO 00yUeHNsI, OPHEHTUPOBAHHAS
Ha MOHHTOPUHI M HACTPOWKY OOyYeHHs: OIEHKa ymo0CTBa HCIOJB30BaHHMsS Ha OCHOBE JIabOpaTOpPHOTO
uccnenosanus. Tpyast UCIT PAH, Tom 34, . 3, 2022 r., ctp. 89-110. DOI: 10.15514/ISPRAS-2022—34(3)—
7.

1. Introduction

Currently, learning monitoring and customization are considered essential aspects of the teaching-
learning processes [1], [2]. Learning monitoring is any procedure that provides feedback and
information on student progress, which leads to their self-assessment or reflection of the learning
process. Furthermore, learning monitoring helps identify students' competencies, what they know,
and what they do [2]. The purpose of learning monitoring is to advise students, offer guidance,
correct mistakes, help them overcome difficulties in the learning process, and keep track of the
process followed by students [2].

90


mailto:eduardo.lopez.dom@cinvestav.mx
mailto:yeseniahv@gmail.com
mailto:maria.medina@uppuebla.edu.mx

nenb Auxenb-®nopec X., Jlonec-Jomunrec 3., Dpuanaec-Benackec E., lomunrec-Ucuapo C., Meanna-Husto M.A., ne 1a Kamnexa X.
TInatdopma MOGHIBHOTO 00YUEHHUSI, OPUCHTHPOBAHHAS HA MOHUTOPUHT M HACTPOHKY 0OYUYCHHUsI: OLleHKa yJ00CTBa HCIIONB30BAaHUs HA
ocHoBe abopaTtopHoro uccnenoBanus. Ipyost UCI1 PAH, Tom 34, Beim. 3, 2022 1., ctp. 89-110

On the other hand, learning customization is based on the idea that students learn in different ways
and at different rates. It considers the student's knowledge, needs, abilities, and perceptions in the
learning process. Therefore, it is considered learner-centered learning training [1]. Both learning
monitoring and personalizing complement the teaching-learning process.

However, in practice, it is difficult to carry them out within the framework of traditional education
since it is difficult for a teacher to keep track of each of his students and even more difficult to
personalize his education based on his skills and abilities. In this context, some works have proposed
mobile learning systems [3] - [18]. Nevertheless, the mobile learning platform presented in [18] is
characterized by providing the teachers and students with various learning monitoring and
personalization services that include mobile learning objects, considering the students' learning
styles and context information. This platform comprises three main components: a mobile learning
object generator system (SIGOAM), a mobile learning object repository (MLOR), and a mobile
application (MoApp) focused on the student. The integration of these three components allows and
facilitates the teacher the systematized implementation of various strategies for learning monitoring
and customization. In terms of software quality, one of the main requirements that this type of system
must consider is usability, which refers to the degree to which a software product can be used by a
certain group of users to achieve clearly defined objectives with effectiveness, efficiency, and
satisfaction [19], [20].

However, there is limited research work [7], [21]-[27] focused on the usability evaluation of mobile
learning systems that identify and address usability issues using laboratory studies with students and
teachers in a real domain. Some of the possible problems derived from a lack of usability evaluation
in these types of systems are potential errors in the interface design, unacceptable ease of use, errors
that the user makes when interacting with the software in a real environment, among others [28].
This work presents a usability evaluation of the learning monitoring and personalization services of
the mobile learning platform proposed in [18] based on a laboratory study in which nine teachers
and ten students participated. In our usability evaluation, the aspects evaluated were effectiveness,
efficiency, and level of user satisfaction as proposed by the standards ISO/IEC 25010 and ISO/IEC
25022 [19], [20]. Based on the results obtained, it was determined that users with a teacher profile
presented 87.11% effectiveness, 80.08% efficiency, and 7.53 satisfaction concerning SiIGOAM and
MLOR. These three results are considered satisfactory.

On the other hand, users with a student profile presented 80.00% effectiveness, 77.30% efficiency,
and 7.37 satisfaction regarding the mobile application (MoApp). Therefore, the efficiency and
satisfaction scores are classified as satisfactory, and the efficiency as acceptable. Based on the
feedback from users who participated in the usability evaluation, improvements and extensions were
carried out to achieve a higher degree of usability of the mobile learning platform. The usability
evaluation described in this work can serve as a reference for developers seeking to improve learning
monitoring and personalization services development.

This paper is organized as follows: Section 2 presents the state-of-the-art usability evaluations
applied to mobile learning tools focused on learning monitoring and/or customization. Section 3
describes the usability evaluation carried out, and the description of the evaluation instruments used
in the said evaluation. Section 4 presents the analysis of the results obtained by the usability
evaluation. Section 5 describes the improvements and extensions made to the platform, considering
the results obtained from the usability evaluation. Finally, the conclusions and future work are
presented in section 6.

2. Related Work

Some works proposed in the specialized literature have carried out usability evaluations of mobile
learning systems [7], [21]-[27]. These works used diverse evaluation approaches and aspects,
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including different evaluation instruments. A comparative analysis shown in Table 1 is presented
below.

Table 1. Comparative table of related works to usability evaluations.

(71 [21] | [221| [23] | [24] |[25]|[26]| [27]

\Web v v
Mobile v v v v | v v
Learning monitoring v v vl y
services

Learning reinforcement | | | sl
services
Learning customization | v v
services
Field study v v v
Laboratory study v | v v vV | v

Show system status v v

General characteristics

Maintain consistency
between system and reality

Give the user full control

Stick to standards and be
consistent v v
Prevent errors

Let the user choose instead
of requiring them to
remember things

Ensure  flexibility and
efficiency vV v v
Take care of aesthetics and
moderation v

Ensure  effective  error]
handling v v
Provide  support  and
documentation 4
Effectiveness v
Efficiency
Satisfaction v
Freedom from risk
Context coverage
Questionnaire proposed at v v v
work v
Observation v
Usability Scaling System| | v
(SUS)
USE questionnaire v
\Video recording v v
Group interview v

Based on the works reviewed, Table 1 shows a comparative analysis in three aspects: learning
services evaluated, usability aspects/characteristics evaluated, and evaluation instruments used. The
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target systems of the usability evaluations proposed in the works reviewed offer different services
that were grouped into learning monitoring, reinforcement, and customization services. In this
aspect, we identified three works [7], [23-24] that carry out usability evaluations of learning
customization services; however, two works only assess the characteristics of effectiveness and
satisfaction proposed by the ISO/IEC 25010 standard.

On the other hand, the usability aspects evaluated in the studies reviewed were grouped into the
characteristics mentioned in the Nielsen decalogue proposed in [29-30] and those suggested by the
ISO/IEC 25010 standard [19]. Although the ISO / IEC 25010 standard proposes five characteristics
to be evaluated, it was found that for usability evaluations of mobile learning systems, it is frequent
to evaluate the characteristics of effectiveness and satisfaction, and only [21] and [26] evaluate three
characteristics: effectiveness, efficiency, and satisfaction. Regarding the evaluation instruments
used, the works proposed in [21], [22], and [25]-[26] used questionnaires that allow the evaluation
of characteristics proposed in the ISO/IEC 25010 standard.

On the other hand, the works proposed in [7], [21], and [26] used the instrument called the usability
scale system proposed in [29] that allows calculating the degree of user satisfaction with the
evaluated software. Other evaluation instruments identified in the works are the observation by the
evaluators making notes [27], video recording of the test carried out [26], and group interview [22].
Finally, we note that there is a lack of works that carry out a usability evaluation of learning
monitoring and customization services based on a laboratory study with users to evaluate the
characteristics of effectiveness, efficiency, and satisfaction proposed by ISO/IEC 25010.

3. Usability Evaluation Description

In this work, we carry out a usability evaluation of the learning monitoring and personalization
services of the mobile learning platform proposed in [18] based on a laboratory study in which nine
teachers and ten students participated. In the subsequent sections, we present the details of the
usability evaluation carried out, starting with the description of the mobile learning platform, the
definition of the laboratory studies, the description of the instruments generated for the evaluation,
and ending with the details on the execution of the evaluation.

3.1 Mobile Learning Platform
The mobile learning platform presented in [18] is characterized by the related works proposed in the
specialty literature by the following aspects:

a) Consider learning styles while incorporating mechanisms to obtain students' physical activity to
provide recommendations of learning objects related to student preferences and conditions;

b) Provide recommendations of learning objects that were useful to other students with equal or
similar learning styles;

c) Allow monitoring of the studied learning objects by students; and

= L ]
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Fig. 1. Mobile Learning Platform components: SIGOAM, MLOR, and MoApp
d) Integrate three tools in a single platform: a mobile learning object generator system (SiGOAM),
a mobile learning object repository (MLOR), and a mobile application (MoApp); which allows
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carrying a complete flow from when the professor designs and creates a mobile learning object,
until the student consults it from a mobile device, and subsequently obtains feedback and self-
assessment, see Fig. 1.
The integration of these three components allows and facilitates the professor to implement
strategies for learning monitoring and customization systematically.

3.1.1 SIGOAM Description

SIGOAM offers the professor multiple services grouped into four modules to generate quality
MLOs: analysis, design, development, and product-oriented tests. The analysis module allows the
professor to obtain a guide for acquiring information and the production of the activities composing
the MLO, see Fig. 2. In the design module, the professor can esthetically build the educational
content obtained in the analysis module. On the other hand, the development module allows the
professor to generate a functional MLO prototype. Finally, in the module on product-oriented tests,
the professor can assess the technological, pedagogical, and usability aspects of the MLO to obtain
feedback from the students and improve it. The learning objects generated by SiIGOAM have the
following general structure: introduction, lessons, examples, exercises, and evaluations.

Vi Aty o) 3t Canevatrts Annthes

Fig. 2. Interface to consult and add resources [18]

3.1.2. MLOR Description

The MLOR component allows teachers to store, catalog, consult, and visualize MLOs generated by
SiIGOAM, as well as classify MLOs according to the learning style and context defined by the
professor when building them. The MLOR also allows the professor to monitor every mobile
learning object consulted by students, including the time invested in each of them; see Fig. 3.

0 i

Fig. 3. Detail of learning objects studied [18]

3.1.3. AppMo Description

Finally, the mobile application (AppMo) allows the student to consult, view, interact and
recommend MLOs based on their learning style and specific context. For example, if a student is
moving, ideally, the application recommends learning objects that do not involve lessons in which
the student has to read text on the screen. Therefore, the application will recommend learning objects
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that include videos and audios. The application also allows students to evaluate learning objects,
considering how useful it was for them to understand the studied topic (see Fig. 4).
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Fig. 4. Recommended learning objects by students [18]

3.1.4. Learning Monitoring and Customization Services

The main learning monitoring services provided to the professor by the platform are

a) Building mobile learning objects based on the student's learning styles and context;

b) Monitoring the learning objects utilized by the students, as well as the total time invested and
the times the student consulted a learning object; and

c) Suggest new learning objects by the professor to reinforce a particular subject difficult for the
student.

On the other hand, the main learning customization services offered by the platform are:

a) ldentify student learning styles by applying the Honey — Alonso questionnaire (CHAEA) [31];

b) Obtain the context of the student based on the data collected by the sensors of the mobile device
to determine the activity that the student is doing, which can be at rest or in motion;

¢) Recommendation of learning objects based on the learning styles and physical activity of the
students, and

d) Recommendation of learning objects evaluated by other students with the same learning styles.

3.2 Laboratory Studies

In this work the laboratory studies were designed to evaluate the usability of SIGOAM, MLOR, and
MoApp from the point of view of their respective end-users. Usability evaluations based on
laboratory studies have the following advantages:

e ldentification of problems to improve the design of the software.

e Confirm or question assumptions made during the design process.

e Collection of quantitative data, for example, how long it takes users to complete a task and the
number, type and severity of errors they make.

Feedback from target users.

Detection of usability problems before the launch of a software product.

Time and cost savings when dealing with concerns.

Obtain information on user satisfaction regarding the software before its general launch.
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o Validate usability requirements.

e Impartial evaluation of the software.

In our case, we carry out a laboratory study to evaluate the usability of the SIGOAM and MLOR
services, and another laboratory study to evaluate the usability of the MoApp services. Details are
described in the following subsections.

3.2.1 Laboratory Study of the Usability Evaluation Applied to SIGOAM and MLOR

This section describes the scenario of the laboratory study that frames the usability evaluations of
SiIGAOM and MLOR. In the SIGOAM authoring tool, the teacher user builds an MLO using the
services provided by SIGOAM in four phases: analysis, design, development, and product-oriented
testing. Afterward, the teacher user publishes and distributes in the MLOR the MLOs generated
from SIGOAM.

3.2.1.1 Case Study Definition

This section addresses the main aspects of the case study designed to evaluate the SIGOAM and
MLOR.

The object of study: The objects of study were the SIGOAM and MLOR. SiGOAM can be accessed
through the link: http://sigoam.lania.mx/login and MLOR can be accessed through the link:
http://roa.lania.mx. With this, the accessibility and availability of the platform were remotely
guaranteed.

Purpose: To evaluate the characteristics of effectiveness, efficiency, and level of satisfaction
proposed in the 1SO / IEC 25010 [19] and ISO / IEC 25022 [20] standards, through a laboratory
study with a teacher profile.

Quality approach: The aspects evaluated were effectiveness, efficiency, and level of the user
satisfaction of the SIGOAM and MLOR.

Perspective: Obtain users' point of view with a teacher profile through comments and suggestions
Context: The experiment was carried out virtually through individual video calls with each
participant and with the support of a total of nine teachers: seven from the Teaching Center of the
National Laboratory of Advanced Informatics (LANIA), located in the city of Xalapa, Veracruz -
Mexico, and two from the faculty of the Polytechnic University of Puebla, located in the city of
Puebla, Puebla-Mexico.

The objective of the laboratory study definition was to analyze the flow that the construction,
publication, and distribution of the MLOs entails to evaluate the usability in terms of effectiveness,
efficiency, and user satisfaction with respect to the SIGOAM and MLOR from the point of view of
the professor users from LANIA and the Polytechnic University of Puebla.

3.2.1.2 Planning

This section details the activities carried out for applying the usability evaluation.

Selection of subjects: we select seven professors from the LANIA Teaching Center, representing
70% of the staff, with intermediate and advanced knowledge in using computers and mobile devices.
In addition, two professors from the Polytechnic University of Puebla participated. Two participants
expressed being MLO users with a teacher profile. The participants were selected to gather their
perspectives regarding SIGOAM and MLOR to identify and address elements for improvement.
Table 2 presents the main characteristics of the participants in the usability evaluation with a teacher
profile. Four participants are male (44.44%), and the remaining five are female (55.56%). Most of
the participants (55.56%) are between 36 and 45 years old. Two participants have master's degrees
(22.22%), and seven with doctoral studies (77.78%).
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Table 2. Characteristics of the participants with a teacher profile

Characteristics | Number of participants

Gender
Man 4
Woman 5
Age
26 -35 1
36 —45 5
46 — 55 3

Level of studies
Master’s degree | 2
Doctorate 7

3.2.1.3 Design of the Experiment

The general elements regarding the design of the experiment are presented below.

Randomization: The tasks to be carried out by the teachers were not assigned randomly. For the
construction of the MLO during the evaluation test, it was necessary to ask each participant to have
on hand a topic of their choice with an introduction, examples, exercises, and a brief evaluation. For
the distribution of the MLOs, the same ones generated in the SIGOAM usability evaluation were
used. For the evaluation, it was necessary to previously register test students in the MLOR so that
the teachers could carry out the requested tasks. The details of the tasks performed by the teachers
are those described in instrument | section.

3.2.2 Laboratory Study of the Usability Evaluation Applied to MoApp

This section describes the scenario of the laboratory study under which the usability evaluation of
the mobile application (MoApp) was carried out with student-profile users using MLOs generated
according to their context, i.e., if the student is at rest or in motion, and their predominant learning
styles.

3.2.2.1 Case Study Definition

This section addresses the main aspects of the case study designed to evaluate the MoApp.

The object of study: The object of study is the MoApp developed on Android. Each user was asked
to install the application on their mobile device.

Purpose: To evaluate the characteristics of effectiveness, efficiency, and level of satisfaction
proposed in the ISO / IEC 25010 [19] and ISO / IEC 25022 [20] standards, through a laboratory
study with real users playing the role of students.

Quality approach: The evaluated aspects are effectiveness, efficiency, and level of user satisfaction
concerning the MoApp.

Perspective: Obtain the users' point of view with the student role through comments and suggestions.
Context: The experiment was carried out virtually through individual video calls with each
participant. It supported ten students with a master’s degree in Applied Computing from the
Teaching Center of the National Laboratory for Advanced Informatics, located in Xalapa Veracruz-
Mexico.

Therefore, the definition of the laboratory study is to analyze the use of MLOs by students to
evaluate usability in terms of effectiveness, efficiency, and satisfaction.
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3.2.2.2 Planning
This section details the activities carried out to apply the usability evaluation.

Selection of subjects: For the evaluation of the mobile application (MoApp), an open invitation was
launched using an email to which ten students of the master’s in applied computing of the Teaching
Center of the National Laboratory of Advanced Informatics responded. The only requirement to
participate was to have a mobile device with an Android operating system. Their participation was
voluntary and was not conditioned on any type of benefit for their subjects. Table 3 shows the main
characteristics of the participants in the usability evaluation with the student profile. Nine men (90%)
and one woman (10%) participated in the evaluation. Most of them are between 18 and 25 years old
(60%). They all have a bachelor's degree.

Regarding the Android versions of the mobile devices, they used for the usability test; two were
Android 9 (20%), five were Android 10 (50%), and three with Android 11 (30%).

Table 3. Characteristics of the participants with a student profile

Characteristics Number of participants

Gender

Man 9
Woman 1
Age

18 - 25 6
26 -35 3
36— 45 1

Level of studies
Bachelor’s degree | 10
Android version

9 2
10 5
11 3

3.2.2.3 Design of the Experiment

The general elements regarding the design of the experiment are presented below.

Randomization: The tasks that the students had to perform for the usability evaluation were not
assigned randomly. The tasks that the students carried out are described in instrument I11. The OAMs
used by the students were the same that the teachers constructed and published in the laboratory
study described for SIGOAM and MLOR.

3.2.2.4 Operation

Teachers and students were not informed about the usability characteristics to be evaluated, they
were only announced that the purpose of the study was to analyze and assess the quality in use of
the mobile learning platform. Afterward, teachers and students signed an informed consent
document. Therefore, no platform training was carried out for the execution of the usability test.

3.3 Evaluation Instruments

Based on the characteristics and metrics proposed in the ISO / IEC 25010 [19] and ISO / IEC 25022
[20] standards, three evaluation instruments were made. The instruments generated to carry out the
usability evaluation can be classified into:

e Instrument to collect data to evaluate the effectiveness and efficiency of SIGOAM and MLOR
from the teachers' perspective, hereinafter Instrument I.
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e Instrument to collect data to evaluate the effectiveness and efficiency of MoApp of the mobile
learning platform from the perspective of the students, hereinafter Instrument I1.

e Instrument to collect data that allows obtaining the degree of satisfaction of the users of the
mobile learning platform and identifying the characteristics to be improved on the platform,
hereinafter Instrument I11.

3.3.1 Instrument | Description

This instrument was used to measure the effectiveness and efficiency of users with a teacher profile
to the Mobile Learning Object Generator System and the Learning Object Repository, specifically
evaluating the learning monitoring and personalization services. Table 4 shows the breakdown of
the services included in the instrument | grouped by tasks.

Table 4. The instrument | task breakdown

Task Subtask
Create a new MLO
Register the student’s profile

Add content

Add examples

Add exercises
Record metadata
Design content
Design examples
Design exercises
Design evaluation
Build MLO

Publish MLO
Usability assessment

Analysis module

Design module

Development module

Product-oriented assessment Assessment of technological and pedagogical
module

aspects
Publish MLO Complete MLO publication

Register new group

Add category to group

Manage group Add student to group

Add MLO to category

Consult studied MLO
Reinforcement Suggest MLO for reinforcement

3.3.2 Instrument Il Description

This instrument was used to evaluate the effectiveness and efficiency of the students concerning the
platform's mobile application (MoApp). In addition, learning monitoring and personalization
services were specifically evaluated. Table 5 shows the breakdown of the services included in
instrument 11, grouped by tasks.

Table 5. The instrument 11 task breakdown

Task Subtask
Answer the CHAEA questionnaire
Set learning style Consult learning style

Set preferences

Consult added MLO
Consult MLO Consult reinforcement MLO
Consult recommended MLO
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View detail of MLO

View of MLO

Evaluate MLO

Consult best evaluated MLO
Consult teachers

Send mail to teacher

Interact with the MLO

Support

3.3.3 Instrument Il Description

This instrument was used to evaluate the degree of satisfaction of users with the teacher and student

profile. An adaptation of the user satisfaction questionnaire (QUIS) was carried out in version 7.0

proposed in [32]. This consists of thirty-two questions grouped into six categories, which are:

o Global reaction to the system. It presents the user with questions about his perception regarding
utility, flexibility, ease, and other general aspects of the system.

e General reactions on the screen. It collects information to evaluate screen characteristics such
as typography, design, distribution, and sequence between windows.

e System information and terminology. It contains questions that seek to evaluate the concepts
used to determine if they are useful for the user to complete the tasks within the system.

e Learning capacity. Question the user regarding the ease of learning to use the software.

e  System capabilities. It collects information that allows knowing the performance and recovery
between errors made by the user.

e Ease of use and user interface. Question the user about general aspects of the software interface
design.

3.4 Execution of the Evaluation
This section details the activities to carry out the usability evaluation.

3.4.1 Execution of Usability Evaluation with Teachers

For the evaluation with teachers, the experiment lasted approximately an hour and a half, framed in
a video call, where the teachers carried out the tasks described in instruments I and Il. For each task
carried out, a note was made of the start and end time of the task or abandonment in case of not
completing it. After the usability test, the user satisfaction questionnaire was applied (QUIS 7.0)
[32]. Participants were asked to comment out loud on the problems they encountered, their
impressions, and what they were trying to do on the platform, to obtain a video recording of each of
their comments regarding their experience with the platform.

3.4.2 Execution of Usability Evaluation with Students

For the usability evaluation from the students' perspective, the experiment lasted forty-five minutes
through a video call, where the students performed the tasks described in instrument 11. The start
time of each task was controlled, as well as the completion time of the task or abandonment in case
of not completing it. After the usability test, the user satisfaction questionnaire (QUIS 7.0) proposed
in [32] was applied. Previously, each participant was asked to install MoApp of the learning platform
on their mobile device with the Android operating system. The test was videotaped to analyze each
of the comments that the participants were making at the time of carrying out the requested tasks.

4. Analisys of Results

This section describes the results obtained after conducting the usability evaluation in terms of
effectiveness, efficiency, and satisfaction.
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4.1. Results of Instrument |

The instrument | was applied to users with a teacher profile, who were asked to perform seven tasks
distributed between the SIGOAM and MLOR applications. Each participant was asked to fill out
this instrument to determine their effectiveness and efficiency for the platform. The results obtained
indicate that users present 87.11% average effectiveness and 84.08% average efficiency for
SiIGOAM and MLOR, respectively. Here is a detailed description of the results.

4.1.1 Effectiveness Results

The instrument | allowed to obtain the effectiveness value of the users for SIGOAM and MLOR.
Therefore, the results obtained for each one are described in detail below.

4.1.1.1 Results of SIGOAM

In Table 6 it is indicated with a 1 in case the user has completed the task successfully and with a 0
otherwise. To obtain the efficiency value per user, the tasks that were completed were counted and
the value obtained was divided by the total number of attempted tasks. In SiIGOAM, monitoring and
customization services were evaluated in tasks grouped by analysis, design, development, and
product-oriented testing modules. Only five of the nine participants (55.56%) completed all the tasks
successfully, while the others failed one of the tasks (44.44%).

Table 6. Results of completion of task in SIGOAM of users with a teacher profile

Task Task completion

Ul |[U2 |U3 [U4 |U5 [U6 |U7 (U8 |U9
Analysis module 0 1 0 1 1 1 1 1 1
Design module 1 1 1 1 1 1 1 1 0
Development module |1 0 1 1 1 1 1 1 1
Product-oriented 1 1 1 1 1 1 1 1 1
assessment module
Efficiency value 0.75 |0.75 |0.75 |1.00 {1.00 |1.00 {1.00 |1.00 |0.75

Considering the task completion values in Table 6 and substituting these values in the effectiveness
formula, we have:
0.75+0.75+0.75 + 1.00 + 1.00 + 1.00
+1.00 +1.00 4+ 0.75

SiGOAM Effectiveness = 9 x 100,

SiGOAM Ef fectiveness = (%) x 100 = 88.89.

4.1.1.2 Results of MLOR

Table 7 presents the tasks corresponding to the MLOR and indicates with 1 those that users could
complete and with 0 those that users did not complete successfully. In this regard, the effectiveness
value is obtained by dividing the number of completed tasks by the total number of attempted tasks.
The activities evaluated in the MLOR were grouped into the tasks: publish MLO, group
management, and reinforcement. Five of the participants managed to complete all these tasks
without problems (55.56%), while the others had difficulty completing any of the tasks (44.44%).
Table 7. Result of completion of task MLOR of users with a teacher profile

[Task completion
Ul U2 U3 [U4 U5 U6 U7 U8 U9
PublishmMLO 1t 1 1 1 1 1 1 (1

Task
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Managegroup 0 (0 L 0 1 0 1 1 [

Reinforce-ment 1 1 1 |1 1 1 (1 (1 [

Efficiency value(0.67/0.67|1.00/0.67|1.00(0.67/1.00[1.00[1.00

Considering the task completion values in Table 7, and substituting these values in the effectiveness
formula, we have:

0.67+0.67+1.00+0.67+1.00
X 100,

MLOR EffeCtiUeneSS — < +0.67+1.009+1.00+1.00

MLOR Ef fectiveness = (22%) x 100 = 85.33.

4.1.1.3 Average Effectiveness Result

We obtained the final effectiveness result through the average of the effectiveness values in both
SiGOAM and MLOR. The value obtained indicates that users with a teacher profile managed to
complete the tasks in SIGOAM and MLOR with 87.11% effectiveness, which is considered a
satisfactory value according to the ranges of acceptability for effectiveness reported in [33].

4.1.2 Efficiency Results

The instrument | allowed obtaining the efficiency value of users regarding SIGOAM and MLOR.
Therefore, the results obtained for each one is described in detail below.

4.1.2.1 Results of SIGOAM

Table 8 shows the times in minutes that each user with a teacher profile took to complete each task
of the SIGOAM described in instrument 1. For the case of users who could not complete the task,
the time in which they abandoned the task is indicated.
Table 8. Results of times of users with teacher profiles in SIGOAM
Task Total time in minutes

Ul U2 U3 |u4 U5 U6 |U7 |U8 |U9
Analysis module 29 |29 (45 |60 |39 (31 |34 |47 |22
Design module 9 11 |6 6 6 6 6 15 |6
Development module |3 9 2 2 2 3 2 3 2
Product-oriented 2 2 6 2 3 2 4 3
assessment module
The user efficiency value for SIGOAM considers the task completion rate, in addition to the
completion times shown in Table 8. For this, the efficiency value per task was calculated. In this
concern, we averaged the efficiency values of the tasks: T1, T2, T3, and T4. Obtaining that user with
a teacher profile completed the SIGOAM tasks with 84.34% efficiency. Data for the calculation are
the next:

Efficiency T1:77.98

Efficiency T2:91.55

Efficiency T3: 67.86

Efficiency T4:100.00

77.98 + 91.55 + 67.86 + 100
Z )

SiGAOM Efficiency =
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434.42

SiGOAM Efficiency = =84.34%

4.1.2.2 Results of MLOR

Table 9 shows the times, expressed in minutes, that each user with a teacher profile took to perform
the MLOR tasks described in instrument I. For the case of users who could not complete the task,
the time in which they abandoned the task is indicated.

Table 9. Results of users with teacher profiles in MLOR

Total time in minutes

Task
Ul |U2 |U3 (U4 (U5 (U6 (U7 |U8 |U9

Publish MLO |4 3 3 4 2 3 1 6 3
Manage group |8 10 |5 8 8 8 5 9 9

Reinforce-ment |4 2 1 7 2 5 4 10 |4

To obtain the efficiency value of the users concerning the MLOR, in addition to considering the task
completion rate, the completion times are shown in Table 9. For this, the efficiency value per task
was calculated. The average of the efficiency values of the tasks was obtained: T5, T6, and T7.
Obtaining those users with a teacher profile completed the MLOR tasks with 83.81% efficiency.
Data for the calculation are the following:
Efficiency T5:100.00
Efficiency T6:51.42
Efficiency T7:100.00
100 + 51.42 + 100
MLOR Efficiency = )

3
= 83.81 %.

251.42
3

MLOR Efficiency =

4.1.2.3 Final Efficiency Result

Finally, to obtain the efficiency value of the users for the SIGOAM and MLOR applications, the
average of the efficiency values in SIGOAM and efficiency in MLOR was obtained. The value
obtained indicates that the users with a teacher profile completed the tasks in SIGOAM and MLOR
with 84.08% of average efficiency, which is considered satisfactory according to the acceptability
ranges for efficiency presented in [33].

4.2. Results of Instrument Il

Instrument Il was applied to users with a student profile, who were asked to perform four tasks in
MoApp of the mobile learning platform focused on learning on monitoring and customization
services. The students filled out instrument |1 to collect information to determine the effectiveness
and efficiency of MoApp. The results obtained indicate that the users present 80.00% effectiveness
and 77.30% efficiency for the evaluated mobile application.

4.2.1 Effectiveness Results

Table 10 indicates with a 1 if the user completed the task and with O otherwise. To obtain the
efficiency value per user, the tasks that were completed were counted, and the value obtained was
divided by the total number of attempted tasks. Only five users completed (50%) the four tasks in
instrument I, while the remaining five users had problems completing at least one task (50%).
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Table 10. Task completion results for users with a student profile

Task completion
Ul (U2 (U3 |u4 |U5 |Uu6 (U7 U8 |U9 |[U10
Set learning style 1 1 1 1 1 1 1 1 1 1

Task

Consult MLO 1 1 1 1 1 0 0 0 0 1
Interact with the MLO|1 1 0 1 1 1 0 0 0 1
Support 1 1 1 1 1 1 1 1 1 1

Effectiveness value |{1.00 {1.00 |0.75 |1.00 |1.00 |0.75 |0.50 [0.50 [0.50 (1.00

Considering the task completion values in Table 10, and substituting these values in the effectiveness

formula, we have:

1.00 + 1.00 + 0.75 + 1.00 + 1.00

+0.75 + 0.50 + 0.50 4+ 0.50 + 1.00
10

Effectiveness = X 100,

8.00
Effectiveness = (1—0) x 100 = 80.00.

The result obtained indicates that users with a student profile were able to complete the tasks in the
mobile application with an effectiveness of 80.00%, which is considered satisfactory according to
the acceptability ranges for effectiveness shown in [33].

4.2.2 Efficiency Results

Table 11 shows the times in minutes that each user with a student profile took to complete each task
described in instrument I1. For the case of users who could not complete the task, the time in which
they abandoned the task is indicated.

Table 11. Results of times of users with student’s profile

Total time in minutes

Task

Ul |U2 [U3 |U4 (U5 |U6 (U7 |U8 |U9 [U10
Set learning style 12 |11 (12 |11 (8 |12 |18 |12 |13 |14
Consult MLO 9 |4 |6 |4 |4 |3 (115 (7 |5

Interact with the MLO (12 |8 |12 |8 |4 |5 |13 |6 |9 |10

Support 2 (1 12 |2 |11 |2 |2 |2 |2 |3

The efficiency value of the users for MoApp considers the task completion rate indicated in Table
10 and the completion times in Table 11. For this, the efficiency value per task was calculated. The
formula used to obtain the efficiency per task is described in [33].

In this concern, the efficiency values per task were averaged. Data for the calculation are the
following:

Efficiency T1:100.00
Efficiency T2:55.17
Efficiency T3: 54.02

Efficiency T4:100.00
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To obtain the result for efficiency, we have the following:

. 100.00 + 55.17 + 54.02 + 100.00
Efficiency = 2 ,

309.19
Efficiency = — - 77.30 %.

The efficiency result obtained is 77.30%, which is considered satisfactory according to the
acceptability ranges for efficiency shown in [32].

4.3. Results of Instrument Il

Instrument 111, which is based on the QUIS 7.0 proposed in [32], allowed us to determine the degree
of satisfaction of teachers and students. It was obtained that the teachers achieved satisfaction of
7.53, while the student's satisfaction of 7.37. The degree of satisfaction is given from 0 to 9 as
proposed in [32]. According to the acceptability ranges presented in [32], both scores are considered
satisfactory.

The degree of satisfaction of the teachers for the SIGOAM and MLOR resulted from calculating the
final average of instrument 111 from the perspective of the teacher user. The final average was
obtained by adding each of the averages obtained by category and dividing the result among the total
of categories. Data for the calculation are the following:

Overall reaction to the software: 7.41

Screen: 7.75

Terminology and system information: 7.44
Learning: 7.24

System capabilities: 7.78

Usability and UI: 7.56

To obtain the result for satisfaction, we have the following:

. . 741+7.75+744+7.24+7.78 +7.56
Satisfaction = A = 7.53.

The category with the highest score was the one that has to do with aspects of system capabilities.
In contrast, the one with the lowest score is the category of learning capabilities.

We calculated the final average of instrument 111 to obtain the degree of satisfaction of the students
for MoApp. The averages for each category were summed and divided by the total categories. Data
for the calculation are the following:

Overall reaction to the software: 6.97

Screen: 7.35

Terminology and system information: 7.83
Learning: 6.95

System capabilities: 7.32

Usability and UI: 7.80

To obtain the result for satisfaction, we have the following:

i ) 6.97 + 7.35+7.83 + 6.95 + 7.32 + 7.80
Satisfaction = 3 = 7.37.
The category with the highest score is that of technology and information of the system, and the one

that obtained the lowest score is the one that has to do with aspects of learning capacity.
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5. Conclusions and Future

In this work, the usability evaluation of the mobile learning platform focused on learning monitoring
and customization proposed in [18] was carried out based on a laboratory study to determine and
improve its quality in use. Learning monitoring and customization services were specifically
evaluated. The platform was evaluated under the characteristics and metrics proposed in the ISO/IEC
25010 and ISO/IEC 25022 standards. The evaluated characteristics were effectiveness, efficiency,
and satisfaction from the users’ perspective (teacher and student). For the evaluation, a laboratory
study was designed for each platform element: SIGOAM, MLOR, and MoApp. Nine teachers and
ten students participated in the laboratory study, with their comments and suggestions allowing us
to identify usability issues that were corrected in their entirety. Based on the results obtained, it was
determined that users with a teacher profile presented 87.11% effectiveness, 80.08% efficiency, and
7.53 satisfaction concerning SIGOAM and MLOR. These three results are considered satisfactory.

On the other hand, users with a student profile presented 80.00% effectiveness, 77.30% efficiency,
and 7.37 satisfaction regarding the mobile application (MoApp). Therefore, the efficiency and
satisfaction scores are classified as satisfactory, and the efficiency as acceptable.

In future work, we propose the integration of an adaptability engine [34] in terms of content, format,
route, feedback, and evaluations.
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Abstract. Technologies that support co-located collaboration must not only provide a shared workspace, but
also support collaboration. From an observational study, some collaboration problems were identified in groups
of people working in a system with a Tangible User Interface. Some of these problems could be identified and
prevented with the support of Coaching System. This system encourages interactions between group members
through Social Interventions. To develop a Coaching System, it is necessary to know the cohesion between the
members of the group, in order to decide the appropriate Social Interventions. In this paper, a model is proposed
to represent the social interactions that occur in a group of people when performing a task. Interactions can be
analyzed to determine the degree of cohesiveness of a group and support the collaboration.
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AHHOTammsA. TexHOJIOrHH, MONAEPKUBAIOLINE COBMECTHYIO palbOTy, NOJDKHBI HE TOJBKO IPEIOCTaBIIATh
ob1iee pabouee NPOCTPAHCTBO, HO U HOICP>KUBATh Koyabopanuio. B xoae Hab01aTeIbHOT0 HCCIeA0BaHUs
ObLIM BBISIBIICHBI HEKOTOPBIE MPOOJIEMBI COBMECTHOM pabOTHl B IpyINax Jiio/ei, paboTalomuX B CUCTEME C
MaTepHaJIbHBIM MOJIb30BaTENbCKUM HHTepdelicom. HekoTopele H3 3THX NPOOJIEM MOXKHO BBUIBUTH H
NpeoTBpaTUTh npu noepskke Coaching System. Dra cucteMa moompsieT B3auMo/IeiiCTBHE MEKTY YICHAMH
TPYHIITEI TIOCPEJCTBOM COIMANBHBIX BMEIIATeNbCTB. UTOOBI pa3paboTaTh CHCTEMY KOYYHHTa, HEOOXOIHMO
3HaTh CIUIOYEHHOCTh WIEHOB TPYIIBI, YTOOBI NPHHATH PEIICHHE O COOTBETCTBYIOIINX COIHMATBHBIX
BMeIIaTeIbCTBaX. B qanHo# paboTe mpemaraeTcst MOJeNb IS IIPECTaBICHIS COUANBHBIX B3aHMOICHCTBHMH,
IPOUCXOJAIINX B IPyIINeE JIOAEH IpHU BHIIOJIHEHUHU 3a7a4i. B3anMoaeHcTBUS MOYKHO aHAIU3UPOBATh, YTOOBI
OIIpeNeNUTh CTENEeHb CIJIOYEHHOCTH I'PYIIIbI U MOAAEP)KaTh COTPYIHUUECTBO.

KiroueBble cj10Ba: cOBMECTHas paboTa; rpyNIoBOil KOYYHHT; TEXHOJIOTHH, MOJAEPKUBAIOLINE COBMECTHYIO
paboty
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1. Introduction

Collaboration means that groups of two or more people work together to complete a task or achieve
a goal [1]. In order to support working groups to achieve effective collaboration, technological tools
have been built under the approach of Computer-Supported Collaborative Work (CSCW).
Considering the taxonomy of Ellis et al. [2] and its two dimensions of place and time, collaboration
can take several forms: 1) Co-located (same time/same place), 2) Distributed (same time/different
place), 3) Asynchronous (different time/same place) and 4) Asynchronous distributed (different
time/different place).

One problem that has been identified is that CSCW developments that support collaboration have
been mostly focused on remote collaboration and few works aim to support collocated collaboration
[3]. However, in this collaborative scenario, some conflicts may also arise in the group that affect
the results of the collaborative activity. For example, there are failures in communication, poorly
coordinated tasks are executed, some people collaborate less than others, and so on.

Our goal is to support groups of people in collaborative activities in collocated environments. To do
this, we have executed an observational study in which we identify some possible problems that
could arise in a collocated collaborative activity and how it could be computationally supported.
Based on the work of Van Leeuwen, et. al. [4], we believe that a possible way to support groups in
this sense is with the support of an expert facilitator [5] who encourage collaboration, as happens in
a classroom through a teacher. The teacher analyzes the behavior of the groups of students and if he
detects any problem in their collaboration, he executes a Social Intervention, that is, an expression
that the teacher makes to students to encourage collaborative learning. Thus, our goal is to have a
computational system that encourage collaboration in groups, just as a teacher would.

Proposals have been made in the literature to support collaboration by providing a shared physical
space; facilitate collaboration, considering usability issues in the design of these tools; and invite
collaboration, showing users information about some collaboration indicators, such as the number
of participations per user or graphical representations of the group's progress. However, there are
still few works that contribute to encouraging collaboration.

According to Olson et al. [3], to encourage collaboration, it is necessary to motivate or persuade
people to start interacting or maintain continuous interaction. The techniques that have been used to
promote collaboration have been through Tutoring Systems, Orchestration Tools or through Guide
System interventions with personal agents such as a Coach [6]. In particular, the Coaching Systems
observe the interaction of the users and provide them with suggestions, help and/or comments that
help improve collaboration while they try to complete their activity [7]. Coaching mechanisms
monitor group activity and make recommendations if they detect anomalies in collaboration.

We consider that a Coaching System could support collocated collaborative activities, since these
systems have supported remote collaboration [7]. To test this hypothesis, a Coaching System
centered on a case study will be developed, and then studies will be conducted to compare the
outcomes of coached and unsupported colocalized collaboration. The case study will be collocated
collaborative activities in systems with Tangible User Interfaces (TUIs) because these interfaces
have enabled collaboration in domains of learning, project planning, information visualization,
programming, and entertainment [8], but do not yet have computational support to encourage
collaboration.

Building a Coaching System to encourage collocated collaboration requires modeling the group it
will support. The observational study that we executed also helped us to identify the elements of the
group that the coaching system should consider to determining the social interventions that
encourage collaboration.
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In this paper, we propose a model based on a sociogram to define the degree of Group Cohesion in
a collaborative activity according to the number of interactions performed by each member. Six
groups of students working in a collocated collaborative activity in a TUI were modeled, based on
the results of a study where the interactions of each group were observed. Considering the results
obtained, we believe that this model could be used so that in the future a coaching system analyzes
the cohesion of a group and decides on the appropriate social interventions to have better outcomes
of the collaboration.

The paper is structured as follows, in Section Two the important terms and the related work are
described; in Section Three the method of observational study is explained; in Section Four the
results are described; in Section Five the proposed model is presented; in Section Six the discussion;
and finally, the conclusions and future work are shown in Section Seven.

2. Background

2.1 Collocated Collaborative Learning

Collaborative learning is the educational approach whose objective is to improve learning through
joint activities. Groups of two or more students work together to solve problems, complete tasks, or
learn new concepts. When students are doing the activity in the same place at the same time, it is
collocated collaborative learning.

The most relevant element in a collaborative activity is the Interaction, actions carried out by each
participant in a shared workspace. According to Van Leeuwen et al. [4], in a learning activity there
are Interactions that support the achievement of the task properly, for example, writing a note,
putting an object, drawing, talking, transferring objects, among others; and other interactions whose
goal is to guide collaboration.

In a common classroom, to support a collocated collaborative learning activity, Teacher must pay
attention to Interactions. For example, a student place a new object, two students converse to agree,
one student transfers a paper object to another student and so on. Then, teacher must analyze if there
are any problems or facts that interfere with the student to act efficiently. For example: Students do
not follow assigned roles or tasks, students interfere with the actions of others, students’ participation
is unbalanced etc. After the teacher is aware of the problem, his next task is to execute a Social
Intervention, an expression that the teacher makes to students to guide collaborative learning. These
can be expressed as different types of media, for example, interrogation-type expressions, diagnoses,
indications, suggestions, explanations, instructions, or feedback [4].

2.2 Co-located Collaboration CSCW support

Table. 1 Role of technology in supporting co-located collaboration

Role Technology Social design objective Related Works

Enable Enabling or allowing Schneider et al., 2012 [9]; Hamidi et al., 2012
interaction to take place. [10]; Sylla, 2013 [11]; Antle et al., 201 [12];
Leversund et al., 2014 [13]; Waje et al., 2016
[14]; Baranauskas and Posada, 2017 [15];
Wallbaum et al., 2017 [16]; Melcer and Isbister,

2018 [17].
Facilitate Support users’ Nacenta et al., 2010 [18] ; Doeweling et al.,
communication and 2013 [19]; Wise et al., 2015 [20]; Xambo et al.,
coordination, relieving 2013 [21]; Cherek et al., 2018 [22]; Huber et al.,

tension and minimizing 2019 [23]; Koushik et al., 2019 [24]
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negative experiences, and
generally helping to make
the best of a social

situation.

Invite Providing additional Morris et al., [25]; ter Beek et al., 2005 [26];
information to users about | Kim et al., 2008 [27]; Cherek et al., 2018 [22];
their current social Cepero et al., 2021 [28].

situation, so that

they freely decide whether
to act based on the
additional information
provided and social cues
or not.

Encourage Motivating or persuading | Martinez-Maldonado et al., 2019 [2]; Praharaj,
people to start interacting | 2019 [29].

or maintain an ongoing
interaction.

For Olsson et al. [5], computer systems can assume four roles in co-located collaboration: enabling,
facilitating, inviting, and encouraging interaction. Enabling interaction refers to the role of a
technological tool in enabling or allowing interaction to take place. Facilitating interaction refers to
facilitating users' communication and coordination, relieving tension, and minimizing negative
experiences, and generally helping to make the best of a social situation. Inviting interaction refers
to providing additional information to users about their current social situation, so that they freely
decide whether to act based on the additional information provided and social cues or not. And
finally, encouraging interaction consists of motivating or persuading people to start interacting or
maintain an ongoing interaction; For this, computational features must be used that stimulate people
to take action, for example, technology could make an intervention when a person does not dare to
say something to another person, or it could encourage two strangers to collaborate on something in
which they seem to have a common interest.

In the literature, works have been found on how co-located collaboration has been supported and
they have been classified according to the roles of technology proposed by Olsson et al. [5], as
shown in Table 1. In the case of the role of enabling interaction, a wide range of examples of
interactive systems such as TUIs have been found, and all these systems allow co-located interaction
for learning activities, however, they do not fulfill the rest of the functions to support interaction.

Although the related works have made important contributions in supporting co-located
collaboration, we believe that support for collaboration could be broader. The works where
collaboration is invited through group awareness tools have helped to show users their current
situation in the activity so that they decide how to act accordingly, however, our goal is that decisions
about the collaboration does not fall only on students who sometimes do not know how to collaborate
effectively, and instead users receive well-planned recommendations through interventions that
suggest a change in their behavior, as a teacher would in a classroom.

2.3 Coaching Systems

The techniques that have been used to encourage collaboration have been through Tutoring Systems,
Orchestration Tools or through Guide System interventions with personal agents such as a Coach
[6]. Guiding systems perform all the phases in the collaboration management process and propose
remedial actions to help the learners. The desired model of interaction and the system’s assessment
of the current state are typically hidden from the students. The system uses this information to make
decisions about how to moderate the group’s interaction [30].

In particular, the Coaching Systems observe the interaction of the users and provide them with
suggestions, help and/or comments that help improve collaboration while they try to complete their
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activity [7]. Coaching mechanisms monitor group activity and make some interventions if it detects
any anomalies in the collaboration.

Coaching is a technique in which the instructor observes students and provides hints, help and
feedback while they try to complete a task. Since students often miss learning opportunities and get
stuck on a certain level of proficiency, a coach can make students aware of further possibilities,
provide unobtrusive assistance and create potential learning experiences that will improve
individual’s development. The coach’s goal is to promote group-learning interactions and maintain
balanced participation. The design of the coach was based on socio-cognitive and cognitive
dissonance theories [7].

An example of a remote collaboration coaching system is COLLER which helps students collaborate
while solving entity relationship modeling problems in a computer-mediated learning environment.
This paper evaluates a new approach to supporting collaboration that identifies learning
opportunities based on differences in problem solving and tracking engagement levels [7]. And an
example of a coaching system in a collocated activity is described in the work of Praharaj, 2019
[28], in which they propose an automated feedback system in real time using audio signals to analyze
the group and facilitate collaboration.

3. Method

To identify possible problems that could arise in a collocated collaborative activity and how it could
be computationally supported, groups of students working in a co-located collaborative activity in a
system with TUI were observed.

3.1 Participants

For the study it was necessary to recruit students from the User Interface Design Class. In total there
were 16 students between 20 and 26 years old. Six groups were observed. Two groups with 2
students and four groups with 3 students.

All students had prior knowledge of web interface design. The students knew each other previously
and worked on group projects prior to this study; however, the design activity for this observational
study was previously unknown for all of them. All students signed a consent form to participate in
the study and record their group interaction with a video camera.

Four observers also participated. They observed and recorded the interactions of the students during
the activity. Two of the observers have knowledge and experience in collaborative systems design
and software evaluation, and the other two have knowledge and experience in systems design. And
in addition, an assistant participated, explaining the conditions and instructions of the study and
attend to doubts and technical complications that the students had.

3.2 PaperTUl

The system used for this study was PaperTUI [31]. It is a paper-based system to design web
interfaces (see Fig. 1). It has an interactive surface with a screen placed horizontally on a table and
a video camera placed on top of the screen that is responsible for capturing user interactions.
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Camera . Paper Objects
a

Screen

Server Table

Fig. 1. PaperTUI outline (Source: [31])

Data entry in PaperTUI are paper tangible objects. These objects represent elements of a graphical
web interface, such as images, video, text areas, maps, combo boxes, input fields, search fields,
cancel or accept buttons, and some icons. The system must recognize the objects on the surface-
screen and store the information in order to generate a HTML digital abstract web interface. Users
receive feedback through video projection on the screen. Some of the feedback given to the user are
projected circles below the recognized widgets and the HTML representation of the generated web
interface.

PaperTUI was programmed in Python and uses Computer Vision libraries such as OpenCV and
Tesseract. Its architecture is presented on Fig. 2, it is composed of a recognizer that detects objects
through the detection of colors, images and text; and a generator model that creates an XML file that
digitally represents the identified papers and then parses the XML to an HTML file that functions
as a preview.

Recognizer Output

Object properties

Camera

Fig. 2. PaperTUI architecture (Source: [31])

3.3 Process

Each group of people worked on a different session recorded with a video camera. In each session,
the study objective was explained to the participants and they were given a consent form to record
their interactions with a video camera. The task defined for the study was: “Design a user interface
for a web page of a software development company”. No subtasks were specified. The students had
5 minutes to do the task on PaperTUI. Participants stood around the PaperTUI table and had 15
minutes to design the interface. On one side of the table, the video camera was mounted to record
all interactions for later analysis.
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During the activity, an assistant participated to answer technical questions. Observers take note of
all the interactions they identified. It should be noted that in the observational studies, the students
worked without the definition of instructions that would regulate their social activity. They were
simply asked to create a web page for a computer equipment sales company and the system was
explained to them. Fig. 3 shows two groups executing the collaborative activity in PaperTUI. After
the sessions, an observer played the videos, and analyzed the participant’s interactions.

Fig. 3. Group of students interacting with PaperTUI

4. Results

It was observed 19 types of interactions: 1) Put object, 2) Take object, 3) Move object, 4) Point
object, 5) Show object, 6) Look object, 7) Find object, 8) Look Workspace, 9) Take Workspace, 10)
Have object e, 11) Leave object, 12) Conversation, 13) Diffusion, 14) Deictic references, 15)
Transfer object, 16) Request Validation, 17) Show object, 18) Get Resource and 19) Reserve object.
The interactions that each participant executed in each group were counted. From this data, the
dispersion of the number of interactions per group was determined. This was calculated from the
standard deviation of the set of numbers of interactions executed by each participant. The type of
interactions that were considered in the count were: Put object, Take object, Move object, Point
object, Conversation, Diffusion, Transfer Object and Request Validation. Since these were the
interactions that had the most repetitions.

Table. 2. Group Collaboration results

Group Interaction # Objects Time (minutes)
Dispersion
1 7.39 20 04:58
2 12.88 27 07:53
3 7.97 12 09:40
4 6.13 12 07:16
5 10.61 24 09:57
6 2.12 19 06:50

In addition, the collaboration of each group was analyzed considering the number of objects placed
in the web prototype and the activity time. These data are shown in Table 2.
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From the count of the interactions and the observation of the behavior of the groups, communication
and cohesion problems were identified:

Communication problems. It was observed that the participants asked questions and requested
approvals, but sometimes the other participants did not respond. There were also long episodes in
which the participants did not speak to each other; even in some groups, despite having three
participants, their number of conversations and diffusion interactions was low.

Cohesion problems. In some groups there was never a transfer of figures, this could mean that the
team was not as integrated or that they worked alone. Likewise, in table 2 it can be seen that in most
of the teams the dispersion of the number of interactions is high (group 1, 2, 3 and 5), this means
that some students participated more than others.

5. Model for Group Coaching

Building a Coaching System to encourage co-located collaboration requires modeling the group it
will support. The observational study that we executed also helped us to identify the elements of the
group that the coaching system should consider to define the social interventions that can be
launched to encourage collaboration.

5.1 Proposal of a model based on Group Cohesion

In order to support collaboration through interventions in Coach Systems, it is necessary to
understand the group and its behavior. Each group is different, they have different sizes and forms,
and researchers who have tried to define groups have focused on different fundamental properties
of groups, such as similarity, interdependence, entitativity, social identity, leadership, among others
[32, 33]. To understand groups from so many different perspectives is a challenge for those trying
to analyze it.

Cohesion is a measure that allows to analyze the meaning of groups. Specifically, cohesion is the
measure to which members of a group bond with each other in trying to achieve a goal [34]. Groups
can have different levels of cohesiveness among members over time. Group cohesion influences the
effectiveness of collaboration.

A Cohesive Group means that you have more frequent, less inhibited, and enhanced interactions
[35]. To increase cohesion, a necessary element is to motivate people to participate [36]. A
participation means the execution of an interaction. Modeling the group in terms of cohesion means
representing the links between the members of the group. For us, these links are the interactions
executed by members of the group. One way to represent these links is through a sociogram.
Sociograms are diagrams that allow graphically explaining the position that each individual occupies
within the group, as well as all the interrelationships established between the various individuals
[37,38].

The proposed group model considers the following facts. A Group is a set of Actors trying to achieve
a specific goal through the execution of Interactions. An Actor is a member of the group, which can
be a person or software agent that executes Interactions to handle or produce objects in a shared
workspace. An Interaction represents a running action in the shared workspace. Several elements of
MARs Model [39] were considering (e.g. Actor, Interaction, Object, etc.).

The representation of Cohesion of the Group is through a sociogram. In the diagram of a sociogram,
the cycle point represents an Actor. When an Actor executes an Interaction, an arrow will be added
on the line, and it represents the direction of the interaction (another Actor). The number on the line
is used for indicating the number of Interactions that the Actor has executed. A simple graphical
representation of this sociogram is shown in Fig. 4. That a group is cohesive means that the numbers
of the Interactions executed by all the actors is balanced.
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Actor; Actor,
W 'i
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Fig. 4. Simple graphical representation of Group Cohesion Model
Formally, this sociogram can be represented as a weighted directed graph, where each vertex
represents an Actor, and each edge represents the link between the actors that has been produced
through Interactions. Each vertex has an associated weight based on the number of Interactions that
the Actor has executed and that have linked it to the rest of the Actors.
This graph can be defined as an ordered trio

Gt=(A4,LW)

where

A ={ay,..,a,}

is a set of vertices that are the actors,
L ={l,...1,}
is a set of edges that represent the link between two actors, and
W ={w,, .., w, }.

W is a set of weights associated with each edge that represents the number of Interactions that each
Actor executes. Likewise, W can also be represented as a weight assignment function w: L - R so
that for any vertex [ € L, its weight is w(L) — R. Since each weight is restricted to a subset of the
natural numbers.

5.2 Instances of the proposed model

The 6 observed groups were modeled with the proposed group model. For this, in each group each
actor, the link of each actor with the rest of the actors, and the weight of the link were modeled. The
latter, calculated from the number of interactions that each actor executed towards another actor.
The type of interactions that were considered in the count were: Put object, Take object, Move
object, Point object, Conversation, Diffusion, Transfer Object and Request Validation. Since these
were the interactions that had the most repetitions.

In the following subsections, the modeling of each observed group will be described.

5.2.1 Group One
The cohesion model of group one is presented in Fig. 5.

Actor, Actory
25

Actor,

Fig. 5. Cohesion model within group one

The group one is a set of 3 student actors. The most active actor was Actori, who executed 31
interactions towards Actor, and 25 interactions towards Actors; followed by Actor,, who executed
24 interactions towards Actor; and 19 interactions towards Actors; finally, Actors executed 12
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interactions towards Actor; and 13 interactions towards Actor,. The left side view of the final
prototype of group one is shown in Fig. 6. The number of objects placed for the prototype was 20,
and the time of the activity was 04:58 minutes.

Fig. 6. Final prototype on PaperTUI of group one

5.2.2 Group Two
The cohesion model of group two is presented in Fig. 7.

Actor; " Actor

Actory

Fig. 7. Cohesion model within group two

The group two is a set of 3 student actors. The most active actor was Actors, who executed 42
interactions towards Actor; and 57 interactions towards Actor,; followed by Actor,, who executed
30 interactions towards Actor; and 49 interactions towards Actors; finally, Actor; executed 25
interactions towards Actor, and 28 interactions towards Actors. The left side view of the final
prototype of group two is shown in Fig. 8. The number of objects placed for the prototype was 27,
and the time of the activity was 07:53 minutes.

Fig. 8. Final prototype on PaperTUI of group two

5.2.3 Group Three
The cohesion model of group three is presented in Fig. 9.
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Actor, Actor;
34

Actor,

Fig. 9. Cohesion model within group three
The group three is a set of 3 student actors. The most active actor was Actors, who executed 43
interactions towards Actor; and 46 interactions towards Actorz; followed by Actori, who executed
31 interactions towards Actor, and 34 interactions towards Actors; finally, Actor, executed 25
interactions towards Actor; and 31 interactions towards Actors. The left side view of the final
prototype of group three is shown in Fig. 10. The number of objects placed for the prototype was
12, and the time of the activity was 09:40 minutes.

Fig. 10. Final prototype on PaperTUI of group three

5.2.4 Group Four
The cohesion model of group four is presented in Fig. 11.

Actor; Actory
21

Actor,

Fig. 11. Cohesion model within group four

Fig. 12. Final prototype on PaperTUI of group four
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The group four is a set of 3 student actors. The most active actor was Actor,, who executed 39
interactions towards Actor; and 33 interactions towards Actors; followed by Actori, who executed
32 interactions towards Actor, and 21 interactions towards Actors; finally, Actors executed 27
interactions towards Actor; and 28 interactions towards Actor,. The left side view of the final
prototype of group four is shown in Fig. 12. The number of objects placed for the prototype was 12,
and the time of the activity was 07:16 minutes.

5.2.5 Group Five
The cohesion model of group five is presented in Fig. 13.
Actor, Actor,

o— 9

35

Fig. 13. Cohesion model within group five
The group five is a set of 2 student actors. The most active actor was Actors, who executed 50
interactions towards Actor»; and Actor, executed 35 interactions towards Actory. The left side view
of the final prototype of group five is shown in Fig. 14. The number of objects placed for the
prototype was 24, and the time of the activity was 09:57 minutes.

Fig. 14. Final prototype on PaperTUI of group five
5.2.6 Group Six

The cohesion model of group six is presented in Fig. 15.

Actor, Actor,

o— 9

Fig. 16 Final prototype on PaperTUI of group six
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The group six is a set of 2 student actors. The most active actor was Actor;, who executed 48
interactions towards Actor,; and Actor, executed 45 interactions towards Actor;.

The left side view of the final prototype of group six is shown in Fig. 16. The number of objects
placed for the prototype was 19, and the time of the activity was 06:50 minutes.

Table 2 shows the value of the instances of each group. Column 1 shows the group number, column
2 shows the number of actors, column 3 shows the number of links between the actors, and columns
4-9 show the value of the weight of each link.

Table 3. Group Cohesion model instance

Group | # # Links | Link weight

Actors W1 W2 W3 Way Ws We
1 3 6 31 25 24 19 12 13
2 3 6 25 28 30 49 42 57
3 3 6 31 34 25 31 43 46
4 3 6 21 32 39 33 27 28
5 2 2 50 35 - - - -

6. Conclusions and Future Work

We are interested in developing systems that support collaboration on co-located technologies. We
executed an observational study to analyze the problems that might arise in groups collaborating on
a co-located activity in a system with a Tangible User Interface. From this study, we identified some
problems of communication and Group Cohesion.

Computational support for collocated collaboration can take various forms, in particular we commit
to encouraging interaction between group members through a coaching system that implements
social interventions. For this, it is necessary to model the group that the system will support and
decide on the appropriate interventions to have an effective collaboration.

This paper proposed a model based on a sociogram to define the degree of cohesion of groups in a
collaborative activity according to the number of interactions executed by each member of the group.
The goal is to have a Coaching System that automatically supports collaborative student learning as
a teacher would regularly do in a classroom. For this, the system must identify the interactions of
the students who carry out the activity, through the recognition of images by camera; then analyze
interactions and take action to support collaboration. To analyze the interaction, the Coaching
System would rely on the proposed group model, which helps determine the level of group cohesion.
If the Coaching System identifies that the level of group cohesion is low, then it would launch a
social intervention to remind the group to collaborate equally.

The design and implementation of this Coaching System is a future work. Likewise, carry out other
observational studies with a larger number of groups and in other contexts.
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AHHoTanus. B 3Toii crathe mpexacTaBieH 0030p JUTEPATYphl IO ABTOMATHYECKON T'eHEpaluH Koja AjIs
CEePbE3HBIX UTP, OPUCHTUPOBAHHBIX HA IOJb30BaTelNs. MBI PELIMIM pa3eiuTh UCCICIOBAaHNE HA 1BE YACTH:
OJJHA YacTh IOCBSILECHA CEPbE3HBIM MI'PaM C MOAECIbHO-OPHEHTHPOBAHHBIM MPOCKTHPOBAHHUEM, a JApyras —
CEepbE3HBIM UIPaM, OPUEHTHPOBAHHBIM Ha I0Jb30BaTessl. CTaThs HPEACTABISIET COOOH MPOJIOIDKEHHE CTAaThH,
npexcraBienHoit Ha CONISOFT 20, B koTopoit ObLT IpenCcTaBIeH CUCTEMaTHISCKHH 0030p JUTEpaTypsl 5-
JIeTHEeH JMaBHOCTM K MOMEHTY Hamucanus. CucteMaTuueckuil 0030p JIHTepaTyphl, IPOBEACHHBINH B JaHHOM
craThe, oxBarbiBaeT necsatuiietue ¢ sHpBaps 2012 roga no utoHb 2022 roma. OCHOBHas 1eNib — BBIIBUTH
Ppe3yIbTaThl, KOTOPBIE TIOMOT'aeT CHU3UTH 3aTPaThl U BpeMsl Ha pa3paboTKy MPOrpaMMHOTO 0OECIICUeHUs IS
cepbe3HbIX Hrp. OOmMiA BBHIBOJ 3aKIIOYACTCA B TOM, YTO €mle HPEACTOMT Hpojenarb paboTy, 4ToObI
00BEIMHNUTD CEPbE3HBIC UIPhI, OPUCHTHPOBAHHbIC Ha MOJIB30BATENS, U ABTOMAaTHUECKYIO TeHepaluio. B craTbe
YKa3aHbl COOTBETCTBYIOLIME MyOJMKAI[MM, a TAKKe MpEICTaBlIeH 0030p obiacTell MCCIENOBaHHUH M MeCT
myomukanuua. Kpome Toro, mccnenoBaHHs OBUTH KIACCH(HUIUPOBAHBI B COOTBETCTBHU C OOIIMMH IIEISIMHU,
MeToJaMH U moxoaaMu. HakoHen, npencraBieHs! poOieMbl 1 BO3MOKHOCTH It OyIYIIUX MCCIICIOBAHUI 1
pa3paboToK.

KirwueBbie cioBa: OpI/IeHTI/IpOBaHHHﬁ Ha II0JIb30BaTCIIsA I[H?,aﬁH; ABTOMATUYECKasd TIC€HEpallud KoOa,
CEPBE3HBIC UT'PHBI; CHCTEMAaTUYECKUN 0630p JIMTEPATYpPhI

Juas uuruposanus: CunibBa-Backec I1.0., Pocanec-Mopainec B.f1., benntec-I'eppepo 3. MoaenbHo-
OpHEHTHpPOBaHHAsl Pa3pabOTKa CEpPhE3HBIX WIP U CEPhEe3HbIE WIPHl C OPHUEHTUPOBAHHBIM Ha

MI0JIb30BATENS TU3aliHOM B MOCNeaHee AecsTuieTre: 0030p. Tpyast UCIT PAH, Tom 34, Beim. 3, 2022 1.,
ctp. 127-144. DOI: 10.15514/1SPRAS-2022-34(3)-9.

BaaropaprocTtu. Jta padora ObLIa YaCTUYHO BBHITIOJIHEHA MPH nojaaepxkke HaroHansHOro coBera 1no Hayke
u texronorusim (CONACY T-Mexico) B pamkax nmpoekra «VHdpacTpykTypa A8 onTHMH3aIMU pa3paboTKu
CHCTEM, OPHEHTHPOBAaHHBIX Ha moinb3oBarens» (Catedras, Ref. 3053). Kpome Toro, aBTOpHI Onmaromapst
CONACYT 3a ngokropckyro cruneHauio (Homep 395377), mpenocTaBIeHHYIO MIEPBOMY aBTOpYy. MBI Takke
OmaromapuM YHUBEpCUTET Bepakpyc 3a moaaep KKy 3TOT0 UCCIIeJOBAHNS.

1. Introduction

Serious Games (SG) can be defined as digital games with educational objectives, and can be
considered as an alternative and effective way to convey new knowledge to people [1]. SGs mix,
with pedagogical principles, the engaging and motivational characteristics of video games (history,
character design, game rules, to name a few [2]), and touch on a wide range of subjects such as
science, healthcare, business practices, and history [3].

It is important to notice that a SG is a software where a student/player must do a learning task with
ease of use and high levels of playability. This can be accomplished if User-Centered Design (UCD)
is used. UCD is based on the needs and interests of the user so that the resulting products are useful,
usable, and subsequently desirable [4]. It has been argued [4], [5], however, that most educational
video games have been developed with greater emphasis on the educational aspect, losing the
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effectiveness, playability, and immersion that can be achieved with UCD. The study of user
centeredness in SGs is then important.

The increasing complexity of systems development creates the need for tools to improve
productivity in terms of time, cost, and quality [5]. One approach is automatic code generation
(ACG) from models, as in model-driven engineering (MDE). MDE introduces a paradigm shift as
models become the basis for software development, maintenance, and evolution [6]. By focusing on
models that specify systems rather than code, a higher level of abstraction is achieved, and
automation of the development process is possible. MDE and ACG have been applied in several
domains.

Considering the principles of MDE presented in the study [7], which is a paradigm that encompasses
the set of methods, techniques and technologies aimed at building software faster and easier, through
the development and transformation of models, software development is accelerated. In research
study [6] the authors direct model-driven engineering, called as Model-Driven Game Development
(MDGD), towards video games.

Our general work is then interested in (semi) automatic generation of user-centric serious games. It
was necessary to analyze the works previous, so we conducted a preliminary systematic literature
review conducted in this paper covers a decade of information from January 2012 to June 2022.

In this paper presented the analysis and classification of the state of the art, a compilation is presented
that contemplates the parts of model-driven engineering and integrates the UCD for the development
of SG from the various proposals found in the systematic literature search. Articles about SG, ACG
and UCD were previously analyzed; some of them are mentioned below.

The document is structured as follows: Section 2 introduces the research method that has been
followed. Section 3 presents the results of the first search string. Section 4 presents the results of the
second search string. Section 5 discusses our findings. Section 6 presents challenges and
opportunities for future works. Finally, section 7 concludes this paper.

2. Research Method

The systematic review of the literature is based on the guidelines advanced [8] and inspired by
proposals such as that of [9].
Accordingly, the main objectives of this review were to answer the following questions:

e How many papers related to serious games that have used Model-driven for serious game
development were proposed from January 2012 to June 2022?

e How many papers related to serious games that have used user-centered design were proposed
from January 2012 to June 2022?
e What are the shortcomings of the models found for the development of serious games?
As stated before, in a first effort, a single search string was considered, but given its limited results,
the decision was made to consider two search strings, which would have better results and would
allow us to analyze, describe and classify the results. As stated above, the literature review was
divided into two different search strings. The first one ["Serious Games" AND "Model-Driven"
AND ("Engineering” OR "Development" OR "Architecture” OR "Code Generation")] was
composed in this way as there may already be a wide range of definitions related to model-driven
and we were concerned about discarding some of these. The second ["Serious Game" AND "User-
Centered Design"] is simpler because only two areas were considered. This paper presents these two
parts, in which a total of 170 papers were analyzed.
Inclusion and Exclusion criteria were used to select articles to be reviewed. These criteria helped us
limit the search and meet the objectives of this research. If the documents did not meet the selection
criteria, then they were excluded. A selection criterion was applied to narrow the search:
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e Paper analyzes the articles published from January 2012 to June 2022.

e Paper published on scientific international journals.

e Papers in English.

e  Paper focuses on serious games with user-centered design

e Paper focuses on the serious games that were developed using Model-Driven

With these selection criteria and with the search strings defined to obtain the most accurate results,
the sequence of the information search is the presented below.

It was examined whether the article had specified its objective, problem, and solution. Finally, the
results presented in the articles must be related to our search strings. Once the search was performed,
the title, keywords and abstract of the papers were checked to ensure that they met the inclusion and
exclusion criteria. They also had to be related to the search strings.

3. First Search String

3.1. Application of the method

Concerning the first question, as mentioned above, a detailed search in a journal database was
conducted to obtain a complete bibliography, as mentioned in one of the criteria. In the first search
string which is ["Serious Games™ AND "Model-Driven™ AND ("Engineering” OR "Development"
OR "Architecture” OR "Code Generation")], which amounts to a total of 397 papers.

The criteria of the time (January 2012-june 2022) After excluding the results regarding the fact that
they are only from journals, the total found was 75 of the 397.

To finalize the selection of the articles that we considered for this research, a quick search was
carried out in titles, abstracts, and related key words, considering "Model-Driven™, and most of all,
"serious games" to discard the research that was not related to serious games. Leaving us only with
35 works directly related.

3.2. Quantitative Analysis

In this article presents 35 papers related to the search string [*Serious Games" and "Model-Driven"
and (“Engineering” or "Development” or "Architecture” or "Code Generation™)] nine online
databases to search the articles were used. The results were as follows: a) Science Direct: 11, b)
Springer Link: 13, ¢) Emerald: 1, d) Wiley Online Library: 2, ¢) ACM Digital Library: 3, f)
SAGEPUB: 1, g) MDPI: 3 and h) Hindawi: 2. Based on these results, IEEE Xplore were discarded
because they did not present results.

The journal articles were published in 19 journals related to the first search string. The journal
"Multimedia Tools and Applications" published most of the articles related to our search string; that
is four papers. "Entertainment Computing" contributed with three papers. While "International
Journal of Computer Games Technology" and “Procedia Computer Science” contributed only with
two papers. The remaining 24 journals also published papers related to the search string.

3.3. Qualitative analysis

The works found were classified into 3 categories, which are explained below. Although they fall
withing the criteria of the search string, we are aware that they have a different approach to the
problems they want to solve.
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3.3.1. Model-Driven Engineering of Serious Games

Serious or playful games need a well-defined framework to develop them. That is why the alternative
to implement the phases of conceptualization, application, and monitoring in the generated
applications was taken. This helped them to focus only on what is crucial for the success of the
learning strategies. In the classification phase, the guide of the model-driven engineering was made
use. Among these, those using the Model-Driven Engineering were presented because specifically,
the tool in these documents provides a detailed description of the proposed component-based model
and it also presents a validation of the requirements obtained through the use of game activity, [10]-
[15]. Likewise, some papers define themselves as using the Model-Driven Architecture since they
argue that most educational games are not supported by specific architectures because the existing
ones do not include fundamental aspects such as collaboration, adaptation, or playability, or their
conceptual language is difficult to understand for the educational team. To fill this gap, the
architectures for designing, executing, monitoring, and adapting the learning processes supported
by video games are described, considering the design and customization aspects, [16]-[26].

Among the works reviewed, some considered following a Model-Driven Development, where the
novelty is based on the complexity of the design of the games, seeking to facilitate the design of the
final user. This model does not impose the cognitive overload of learning a new design language to
describe game designs that can be exported to XML files, and a game engine capable of interpreting
those files and automatically generating a serious game, [27] & [28].

Finally, In [29] and [30] the authors used the Model-Driven Framework, since it allows geolocation
based games to be edited and deployed in many places quickly. The core models and represents the
structure of the game and its multimedia content (e.g. video, 3D objects), while [31] and [32] present
a Model-Driven Game, which serves to adapt the game design to the players' personality type. This
improved the effectiveness of the games. The intention is to change the behavior and self-efficacy
by changing the context concerning the player. Besides, it shows that the benefits of customizing
the game improve the player's experience.

3.3.2. Application Domains

For this classification, works that have developed a serious game that was guided in the model-
driven engineering are presented. In this classification, only the serious game with its characteristics
is presented but details of the development are not described.

Educational. In [33] introduced the importance of making this type of software as an educational
alternative for students, since some applications present it as a support for distance education that
can raise the quality of education and student satisfaction. In the case of some, they present a tool
that allows monitoring students and tracks their improvement while using the video game [34]-[36].
Rehabilitation. In [37] and [38] the system that has been developed with the main objective of
improving the physical and cognitive skills of students with special needs is presented. The different
activities are configurable, and the tutor can modify the settings according to the needs of the student.
The activities are game oriented to attract the students' attention and motivate them to learn. It is
highly interactive and encourages students to be active learners. The results showed that students
will be able to use the computer while improving their digital competence and their cognitive and
physical skills.

3.3.3. Evaluate Gameplay

The objective of this category is to involve the final user in the discussion of the use of the serious
game. For this, the category investigations, such as [39] and [40], use diverse tools that can inform
us of the observations of the user. For their evaluation, these two studies were introduced in the
digital games, as they played with the application. Whatever their presentation in mobile, console
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or pc, they discussed the motivations that the game offers them and the obstacles for the current
game.

The increasing familiarity and age ranges play an important role in this type of classification. In
most of the works it is concluded that the creation of a safe, comfortable and accessible space for
learning must be considered for serious games, as a valuable tool for learning [35], [41]-[43]

Most of the research presented a model-driven engineering that helps serious game developers with
tools that reduce development times and abstraction of concepts for serious games. Considering that
a video game developer does not know the concepts that a serious game must have incorporated so
that the users have an experience with playability.

4. Second Search String

4.1. Application of the method

Concerning the second question, as mentioned above, a detailed search to obtain a complete
bibliography was conducted. In the second search string, which is ["serious games" AND "User-
Centered Design™]. In total 616 articles were found.

The criterion of the time (January 2012 to June 2022) After eliminating those articles that were not
published in journals, the total was reduced to 214 out of the 569.

To finalize the selection of the articles that were considered for this research, a quick search was
conducted in titles, abstracts, and related words considering "User-Centered Design" and mainly
"Serious Games", with the aim of discarding research that was not related to serious games. Leaving
us only with 135 pieces of directly related to the topic.

4.2. Quantitative analysis

In this article presents 135 papers related to the search string ["Serious Game™ and "User-Centered
Design"]. nine online databases to search the articles were used. The results were as follows: a)
Science Direct: 50, b) Springer Link: 55, ¢) Wiley Online Library:15, d) Emerald: 4, €) ACM Digital
Library: 12, f) IEEE: 4, g) SAGEPUB: 1, h) MDPI: 2 and i) Hindawi: 1.

The journal articles are divided into 78 journals that published articles related to the second search
string. The journal “Entertainment Computing” published most of the articles related to our search
string, with eleven papers. “British Journal of Educational Technology”, "Journal of Ambient
Intelligence and Humanized Computing", “Procedia Computer Science” comprises seven papers,
“International Journal of Human-Computer Studies” comprises six papers each one while
“Multimedia Tools and Applications” supplied four papers. There were 72 other journals that also
published papers related to the search string.

4.3. Qualitative analysis

In the search 135 papers have a direct relationship with the topic. The works found were classified
into four categories, which are explained below. Even though the criteria for the search string was
observed, it can be ascertained that they have a different approach to the problems they want to
solve.

4.3.1. Application Model or Framework

The papers in this classification presented a guide for the development of projects in serious games.
In these investigations, the authors give their views on how a serious game should be developed.
They describe the process of generating the project from the point of view of software engineering.
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For the model, they make a graphic presentation of what they consider should compose the
application, but they are not specific in the points. They leave the generation of the analysis of
requirements and the development of the project, as well as the evaluation, it to the criterion of the
developer. The papers that work it this way are [23], [44]-[53]

Those that present a framework provide a more specific guide of how it should be implemented,
giving details of what the best practices are to determine whether the application will have the
success that the developer seeks. In [54]-[72] the author explained the framework.

4.3.2. User Model

For the user model classification, these are investigations that consider that users have a particularity
that does not allow them to use a serious game as engineers would design it for the public to which
it is addressed.

It is interesting to talk about the users because most of them for whom the user models were
generated are people who have a disease or people who want to know if they can be diagnosed with
this disease, as such in [12], [37], [73]-[77] Likewise, there is a project [78] where the user model is
oriented to a general aspect; for example, they take a single user "child" between "5-7" and with
"kindergarten schooling™, for the model of these users. Although the model is focused on the user,
it does not provide specific details of the user. But this classification helps the developers to know
the particularities and pay attention if they plan to generate an application where their target audience
is children with these characteristics.

Similarly, we found these papers [79]-[133], that present an application that undergoes an evaluation
with the target audience. They present a list of adjustments to achieve better usability. After this,
they provide details of the model of the user and develop changes in the application to reevaluate
and contrast the new changes with the list of requests, ending up with the requirements of the user,
as the final part of the project.

4.3.3. Application Domains

In this classification are the papers that aim to use the tool to achieve an objective in a specific area.
Learning: They are all those that have the objective of being before a specific user so that the person
who uses it obtains information that can later be considered acquired knowledge. This is true of [74]-
[85], [901], [92], [94], [98], [100], [101], [105], [108], [109], [111], [112], [115], [117], [119], [120],
[129], [130], [134]-[144], where that is the principal

In some cases, they implemented an improvement of the serious game, and they re-submitted it to
evaluation, to know if everything they considered adding was enough or if they had omitted some
requirements again. As an example of this, we found [122]-[126].

For other cases, they evaluated some applications that lacked the consideration of user-centered
design and advised that the list of requirements include improvements to the applications. These
would improve the projects developed so that the user would not feel frustrated and would stop using
the serious game as a tool for his benefit [145]-[152].

Rehabilitation: Works such as [132], [153], & [154] include projects that can be augmented with
hardware to help people with a physical condition or that present a totally specific interaction for a
user with a mental illness.

Diagnostic: Here all the applications such as [155]-[159] had the purpose of finding signs in the
user. Whoever uses them presents particularities that can help him to know that he is a person who
is suffering a condition or is prone to suffer it in a short period time.

Selecting: These applications or tools are useful to know if the user, who uses the application, has
characteristics that the person who implements the tool is looking for. This is a way to evaluate the

133



Silva-Vasquez P.O., Rosales-Morales V.Y. and Benitez-Guerrero E. Model-Driven in Serios Games and Serious Games with User-Centered
Design in the Last Decade: A Review. Trudy ISP RAN/Proc. ISP RAS, vol. 34, issue 3, 2022, pp. 127-144

knowledge of a person in a particular case, e.g. for a job or a subject [86], [91], [103], [110], [113],
[114], [116], [118] & [120].

User-centered design: This tool gives us particularities of user-centered design. It teaches us to know
if our project has user-centered design, as well as it shows us how it should be implement [70], [72]
& [160]-[165].

Similarly, we can realize that some considerable overlapping still exists in the classification, as in
some tools, before designing them, they modeled a user and advanced and used a model for the
development of the application.

4.3.4. Evaluation of User-Centered Design

Several works decided to evaluate an application to know its user-centered design. For this, they
conducted interviews with the public the application was directed to in order to know their point of
view and how they considered their interaction, usability, and user experience. When they realized
that they did not consider several things that the user required and that they had suggested to improve
the usability, the application was modified.

5. Discussion

The combination of sound, art, control systems and artificial intelligence (Al) for a video game
makes it totally different from traditional software development. However, software engineering
techniques help game development achieve less effort and cost, and better design. The purpose of
this study was to assess the state of research on software engineering processes for serious game
development using an automatic code generation strategy, such as model-driven engineering. They
have been submitted to user-centered design scrutiny, as well as highlighting areas that need further
consideration by researchers.

In the first search string, several model-driven that are used for the development of applications were
presented, but even though they can be a development tool that helps at the time of the creation of
video games, they are still not so popular, and everyone chooses to start a serious game development
from scratch, learning the programming language and designing the whole application. Game
engines present a great development tool; however, the most sophisticated ones still require a
knowledge of programming that can represent a challenge for a conventional user. It is considered
that the tools that use model-driven and try to be useful do not have user-centered design patterns,
making their use complicated.

Serious games are an alternative for educators. Research suggests that they provide knowledge to
their end users, but tools are needed to facilitate their development. Therefore, it is considered
necessary to explore new agile development tools that follow a model of automatic generation of
serious games, but also consider the minimum requirements for the serious games that have a design
focused on the user. In the analysis of user-centered serious games, these games remain specific to
a particular user and context, which limits their contribution to new serious games that do not have
those same features.

6. Recommendations for Future Research

Interesting areas of opportunity were discussed regarding agile SG development looking for a
solution to the challenges for developing SGs: 1) developing better SGs, with 2) less budget and
resources, and 3) with time [166]. This is where MDE and ACG can propose a solution, along with
UCD.

Therefore, we present below the challenges, opportunities for research and the development of future
work. Proposing to follow the bases of the MDE and the UCD. The deficiencies and research areas
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where models need to be developed and a successful ACG that meets most of the requirements
requested by the user needs to be developed.

Model-Driven Game Development (MDGD) [167] presents a structure of two essential parts. The
platform independent models (PIM), the platform specific model (PSM), moving to the final part in
the generation of the final source code, to perform the first evaluation of a prototype.

Consider as an example the structure proposed by [169] & [170] using UML to present the Model-
driven. Presenting a structure that can be interpreted by the developer.

Model for functional and non-functional requirements of serious games. Some studies presented
user models to solve end-user problems with positive conclusions from them. However, the problem
with these studies presenting a user model is that they lack a guide to streamline the creation process
from a requirements analysis. Functional and non-functional requirements that help us to describe
the behavior of the SG for its functionality, and focus the change on the design or implementation,
the functional requirements give priority to Learning Analytics, motivation, and types of games,
while in the non-functional may be the Interoperability of learning tools, connectivity and
scalability. To mention a few, work should be done to propose a guide that presents a greater
diversity and that are related to the SG.

Task Model for Serious Games. The user task model helps to understand the activities performed by
the user in the SG. This type of modeling is separated into four types of existing tasks: user tasks,
application tasks, interaction tasks and abstract tasks. This model can be represented in a Concur
Task Tree (CTT). But this model has not been integrated into the model proposals for SG
development, which would provide developers with time-saving work.

User or player model for serious games. The problem that exists is that no proposal considers the
integration of the UCD. The user model should describe the particularities of the target user, with
an abstract representation of the information that we can know about the end user.

The player model is also considered where the role that the player has, the tasks to be performed and
how to achieve them, the goals and the different states in which these goals of the SG are found.
Therefore, we work on a user model that incorporates several techniques to know the characteristics
of the final player and provide a UCD.

Model for game mechanics. The game mechanics would determine the rules of the video game, the
definition of the rewards, the storytelling, the feedback, the debriefing, the objectives and mechanics
of the game where the mobile and static actors (Player and enemies), the environment and design
(scenarios), definition of the scoring rules, and hardware definitions are presented. In several works
it is taken for granted that developers know the elements that a SG must have.

Model of pedagogical/playful objectives. It is necessary to work on what the teacher wishes to
present in the SG and how it can be presented, since this aspect is not considered in the MDGD
proposal. The teacher must determine the competencies to be achieved by the player. An example
to define the model step 1 identification and description of the activity, step 2 representation of the
game sequence, step 3 identification of the actions, tools and objectives of the game, description of
the objective to be fulfilled with the exercise, to relate the mechanics of the game with the learning
objective.

Model for scenarios and assets. A SG needs a model to define the levels and from these the scenes
with a brief description, the characteristics of the playable or non-playable objects of the scene and
the identification of the educational challenges. For the scenes to present their graphic part, with the
graphic design sketches.

Stringent evaluations. The Evaluations they use in their research mention the success of serious
games with end users with product acceptance and functionality, but do not subject the result of the
serious game to strict evaluation by experts who might conclude that the serious game has
playability. Some others conduct ad-hoc interviews with users to get their opinion. Consider in
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evaluating the presentation of your developed product on various electronic devices (mobile, tablet,
pc or game console) to determine which device is the most suitable for your SG. Therefore, it is
necessary to work on an evaluation of the final product that can be provided in the MDGD.
Therefore, it should not be left to drift to maintain the balance in the middle point of learning and
entertainment so that a serious game can be had that provides the necessary elements for the student
to continue using it and the teacher to see reflected the reinforcement of knowledge that he wants
his students to obtain. The following are the final conclusions of the work presented in this academic
article.

7. Conclusion

The research works reported above focus on streamlining the development of serious games, but
they ignore an important part: the user-centered design, being the design the first thing that the user
visualizes and should be more important. Because of this, even if the serious game meets all the
functions and pedagogical requirements requested by the user, if the interaction does not have an
appropriate design (user-centered), it becomes a poorly rated aspect by the end user. UCD is an
approach to the design and development of interactive systems that seeks to make them more usable.
UCD helps to determine whether the application is useful, usable and, subsequently, desirable [4].
However, in research study [168], they change the concept of usability to playability, which they
define as the set of properties that describe the player's experience with a given game system whose
main objective is to amuse and entertain in a satisfactory way It proposes a series of attributes, which
are very similar to the aspects of usability.

The research compiles some of the information found shows the integration of various
multidisciplinary points. Section 6 helps to clearly identify the user requirements and needs of user-
centered design with the work found in the systematic review, as well as the integration of model-
driven orientation, which provides a software engineering foundation that can serve as a guide.

We are working on user-centered educational applications to validate if the proposed methodology
contributes to streamline the process to obtain applications that meet the criteria of usability and
playability.
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Abstract. Brain Computer Interfaces — BCI allow users to communicate with the software system through
cognitive functions measurable by brain signals, identified as Electroencephalography — EEG. User tests have
been the most used method for usability evaluation of BCI software applications. In user tests, the data collected
comes from the opinions of users through questionnaires, these tests require a lot of time, since they include
not only performing interaction task and the application of the questionnaires, but also include placing and
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Abstract. Heiipokomnbtoreprbie uarepdeiicer (Brain Computer Interfaces, BCI) no3gosisitoT nosib3oBaressiM
o0mIaThes ¢ MPOTPaMMHOM CHCTEMON MOCPEACTBOM KOTHUTHUBHBIX (DYHKIUI, H3MEPSEMBIX CUTHAIAMHI MO3Ta,
KOTOpPBIE OMO3HAIOTCA C TOMOIIBI0. AnekTpodHiedarorpapun — DOI. Hambonee 4acTo HCIONB3yeMBIM
METOJZIOM OIICHKH yIO0OCTBa HMCIOJB30BAHHS MPOTPaMMHBIX mpuiioxeHnii BCl SBISOTCS MoIb30BaTEIbCKHE
TecTHl. B monp30BaTeNbCcKkuX TecTaxX AaHHBIE COOMPAIOTCS HA OCHOBE MHEHHII MMOJB30BATEINEH, MOTy4aeMbIX
nmyTeM aHKeTupoBaHus. Takas oOIeHKa TpeOYIOT MHOTO BPEMEHH, IOCKOJBKY TPEeOYIOTCS HE TOJBKO
BBIIIOJIHCHUEC 3aJaHUs Ha BSaMMO)IeﬁCTBMe W 3aIll0JJHCHHUE aHKET, HO TAKXE U Pa3MCIICHUE U 1<am/16p031<y
ycrpoiictBa O3I'. Bee 3T0 menaer mporecc OLIEHKH OYeHb TSDKENIOH 3aJauei Ui yYaCTHUKOB TECTA U MOXET
O3Ha4daThb, 4YTO COGpaHHbIe JAHHBIC HC COBCEM HAJICKHBI. Bot nouemy HacC MHTepecyeT BKJIFOUCHHUU CUTHAJIOB
OO0 B mporecc ONEHKH ymoOCTBa MPUTOMHOCTH K Hcmoib3oBaHmio npunoxennit BCIL. [lostomy Mbl
MIPEJICTABIISIEM B 3TOH CTAaThe PE3yNbTAT aHAII3a COCTOSHHUS JIEIT, YTOOBI OTPENESITUTh 3HAYMMbIE pabOThI B 3TOH
o0acTv ¥ OyAyIue HapaBleHUs NCCIEIOBAHUH.
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1. Introduction

Usability is defined as: «The range in which a product can be used by specific users to achieve
certain specified goals with effectiveness, efficiency and satisfaction in a specified context of use»
(1SO 9241-11). The usability evaluation can be carried out following different paradigms: Quik and
dirty, usability tests, field and predictive studies, which through different techniques such as: user
tests, thinking aloud, interviews, questionnaires, heuristics, etc. collect data for analysis. The data
collected can be quantitative and qualitative, which can also be recovered from physiological
measures such as: cardiac rhythm, blood pressure, temperature, etc.

Our interest is the evaluation of the usability of BCI software applications. In these applications, the
interaction between users and the computer system takes place through electrical activity of the
human brain and the device to be controlled Gentiletti [17]. In BCI software applications, usability
is traditionally evaluated by user testing. User tests can be Qualitative usability testing and
Quantitative usability testing.

These tests comprise 3 phases: 1) Interaction with the User, 2) Application of the questionnaires
(post-task or post-test, and 3) Collection and analysis of data. The interaction is the time allocated
to the task, the application of questionnaires, the opinion about the application is obtained, then the
data of the questionnaires are collected and analyzed by statistical means (mean, average, mode).
Through the questionnaires, subjective measures are retrieved that depend on the opinion or state of
mind of the user, which may affect the results of the evaluation. On the other hand, the application
of the questionnaire can be given only at specific times, it is usually done after completing the test,
however, the questionnaires can also be applied after completing specific tasks, which can increase
the time of the test. evaluation, this can cause fatigue in the participant when performing the usability
test, for example at work [35], users express that the questionnaires are confusing, long, tedious and
presented a high degree of fatigue and workload throughout the evaluation process.

Particularly for the evaluation of BCI software applications through usability testing, the calibration
phase is added to the process at the beginning of the evaluation process. We call it Phase «0»
calibration refers to ensuring that all channels respond equally, looking at the quality of the signal.
This phase can make the test longer and can contribute to participant fatigue.

On the other hand, it is important to note that EEG signals have been used in «Neuromarketing»[52]
and «Clinical studies» [16] where are they used to assess cognitive states of patients. Therefore, the
EEG signals have been linked to workload, concentration, emotions, etc. [2,3,14].

The paper by Rhiu [44] shows a review of the BCI evaluation works, classifying by dimension of
usability and showing the measures, but obtained only through questionnaires and describing the
most used. The objective of this paper is to present the results of the analysis of the literature on the
usability evaluation of applications with ICC, that is, to know what are the methods and techniques
used in the evaluation, highlighting the analysis of the use of EEG signals in the obtaining usability
measures, the data that ensured the EEG signals and exploring the possibility of being used in the
evaluation of usability, classifying the EEG signals by measure and dimension.

The paper is organized as follows: In section 2 it presents the description of the BCI software
applications, in section 3 the techniques, dimensions, measures, and the usability evaluation process
are shown, in section 4 the process that was carried out for the search, from the selection of the
database to the analysis of the results, the classification and the analysis carried out of the
information (papers) obtained, and in section 5 the discussion of the results (evidence) and finally
the conclusions.
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2. Brain-Computer Interface — BCI

The term interface is used to name the functional connection that exists between two software
systems, devices, which provides communication at various levels, making an exchange of
information possible. In Brain-Computer Interfaces-BCl, this exchange of information takes place
between the electrical activity of the brain and the device to be controlled. BCls provide their users
with communication and control channels that are not dependent on normal output channels [17].
BCI software applications can be developed using a variety of different types of neurological signals,
such as functional near-infrared spectroscopy (fNIRS), magnetic encephalography (MEG), or
functional magnetic resonance imaging (fMRI). However, one of the most widely used methods to
measure neurological activity used in BCI is the electroencephalogram (EEG).

The architecture of a BCI can be divided into 3 important components. The first component is the
human through cognitive functions that are executed when the human being receives, interprets, and
stores information, at the moment of sensory perception, then an action is executed according to the
previous perception. The second component is the interaction, when the action performed by the
user is sent to an input interface, the recognition of the action is performed, the representation and
ending with the sending to the output interface, to start the cycle again with the perception. The third
component is the recognition of the actions by the computer and the subsequent representation, the
computer is in charge of interpreting the cognitive functions of the user and executing the actions
thus giving feedback to the user to continue with the cycle.

There are different types of devices to measure brain activity, from the complete medical EEG with
32 channels, to headbands or caps that contain 32 to 2 channels. One of the most widely used
headbands is the Emotiv Epoc [47,49]. Other hardware used are NIRSport 2 [28], the IMEC EEG
[39], or they decide to create their own device [39].

Neural activity during user interaction is recovered with EEG signals. In the signal analysis, three
stages are defined: 1) the acquisition of the signal, 2) the processing of the signal, and finally, 3) the
interaction with the control interface and the device driver. The signal processing stage can be
divided into 2 actions: characteristic extraction and classification. In this phase, specialized
techniques and algorithms are used. For the extraction of characteristics, the most used algorithms
are: ICA [49], LDA [51], PCA, etc., dedicated to obtaining the characteristics, important or
predominant patterns in the EEG signal. Subsequently, for the classification of characteristics are:
the linear discriminant analysis that uses Bayes' theorem, the vector support machine [10], the
artificial neural networks (multilayer perceptron) [53], the model classifiers of hidden Markov, the
fast Fourier transform (FFT) [7,16], among others.

3. Usability in Bci Software Applications

Usability is part of the broader term «User Experience-Ux» and refers to the ease of access and/or
use of a product or website [33]. A design is not usable or unusable; it depends on its characteristics,
the user context (what the user wants to do with it and the user's environment), all this determines
its level of usability.

There are 4 paradigms for usability evaluation: Quick and dirty, usability testing, field studies and
predictive or heuristics. The first 3 paradigms require user participation and in the last paradigm, the
evaluation is done by usability experts, using heuristics or interaction models [18,57]. These
techniques require the participation of a representative sample of end users. These evaluations are
usually carried out during the later stages of development. Representative techniques are: 1)
Thought aloud protocol: When users are tested, while they are in the interaction phase, users are
asked to verbally express what they are thinking and what they do not understand, to express their
opinions about the system, product, software, etc. [34,38]. 2) Eye-tracking: Allows documenting
the system points that the user has been always looking [29]. 3) Card Sorting: This technique helps
to discover or validate how users understand the relationship between different elements. It consists
of giving the participants a series of «cards» to organize items under predetermined categories [46].
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4) Test A/B: It consists of comparing two versions of the same system, interface, or application to
check which of the two versions is more efficient. These variations, called A and B, are randomly
shown to different users [13]. 5) Questionnaires: These instruments allow the software evaluator to
retrieve data during the task or after the test. Some of these questionnaires are described below.
NASA Task Load Index (NASA TLX) [25] is a technique for assessing mental workload. Derive a
general workload based on six subscales: mental demand, physical demand, time demand,
performance, effort, and frustration. Visual Analogue Scale (VAS) [11] is a questionnaire to evaluate
a “feeling”, generally it is carried out to evaluate the satisfaction of a system in the BCI usability
studies. Questionnaire for User Interface Satisfaction (QUIS) [9] is a Satisfaction Questionnaire that
elicits user feedback and assesses user acceptance of a computer interface. System Usability Scale
(SUS) [25] and Utility, Satisfaction and Ease of Use (USE) questionnaire are simple but effective
tools to evaluate the usability of various products. Also, the IBM IT [26,44] usability satisfaction
questionnaires also measure user satisfaction with usability in a computer system.

In another hand, there are three principles or dimensions have been defined for the measurement of
usability, they are efficiency, effectiveness, and satisfaction [ISO/IEC TR 9126-4]. Effectiveness
refers to the precision and completeness with which certain users achieved specific objectives in a
particular environment. Efficiency corresponds to the fact that the system must be efficient to use
so that once the user has learned the system, and satisfaction refers to how pleasant it is to use the
product. It has also been considered that usability can also be measurable in terms of: «Ease of use»,
«Learning ability», «Consistency», «Frustration», «Task speed», «Accuracy», etc. [19,22,37,44].

To obtain the dimension of effectiveness, it is obtained through objective measures, which
correspond to «How effective and efficient is a system / product», the questions raised are perfectly
delimited, the results are quantitative and admit a single solution, taking as an example of
measurements the accuracy of the classification, the error rate, the task completion rate, etc. In the
case of efficiency, it is achieved through objective and subjective measures, the latter refer to the
personal opinions of the user, as an example of the measures on the part of efficiency is mental
demand, frustration, effort, and on the other hand satisfaction, measures of ease of use, learn-ability,
usefulness, reliability, consistency, etc.

4. Method of Search Process

There are different types of research like quick review, scope review, etc. However, it was decided
to conduct a systematic review. Systematic review is a research method and process for identifying
and evaluating relevant research, as well as collecting and analyzing data from such research. The
goal of a systematic review is to identify all the empirical evidence that meets the inclusion criteria
to answer a given research question [45]. In the process of searching and selecting the papers, the
Kitchman proposal for systematic reviews was followed [58]. Kitchman's method includes the
following phases: 1) Selected database, 2) keywords for the search, 3) Inclusion and exclusion
criteria, 4) Selected papers and finally 5) Quality assessment, then the analysis task was carried out
(See Fig.1).

For the search and analysis of the related works, the following research questions were defined: 1)
How is the evaluation of the BCI software applications carried out?, Which would allow to know
the methods and techniques used for the evaluation in the BCI, to understand the phases, stages and
instruments used, 2)What have the EEG signals been used for? and what information can be obtained
from the signals?, with the objective of know what data or information the EEG signals can provide,
in what area and for which the EEG signals have been used, 3) Do the EEG signals provide enough
elements (data) to assess usability?; with the purpose of analyze whether the information provided
by the signals is sufficient and influence the usability evaluation. The research method for the search
for related papers began with the selection of the most important and well-known databases,
subsequently, the keywords related to the subject of usability evaluation in the BCI software
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applications were defined. Once the search was carried out, those works that were not directly related
to the topic of interest were excluded, and the resulting papers were classified by the evaluation.

Selected Keywords in Selected Quality
DataBase the search papers assessment

Fig. 1. Process for search and selection of related papers

Inclusion and
exclusion
criteria

In the Selected Database for the search, the information sources IEEE, Springer, Elsevier, ACM,
Taylor and Francis, among others, were defined. These bases are the best known, important, and
complete, mainly considering the research area of this work.

For the Keywords in the search the papers were searched in the electronic databases, with the
following search string: («<EEG» and «HCI») OR ((«Brain Computer Interface» OR «BCl») AND
(«Usability» OR «User Experience» OR» UX «)), using the boolean operators «<AND» and «OR»
that are used in the formation of the search string in the database, this string was used in the search
of each of the databases selected. Those works that were not indexed and published, also those prior
to 2005, were discarded.

In order to focus only on papers relevant to the research, it was necessary to define inclusion and
exclusion criteria. Which are described below: Inclusion criteria: 1) The paper is related to some
dimension or measure of usability or UX and EEG. 2) The paper presents an experimental study on
usability or the use of EEGs or on obtaining usability measures. 3)Papers published since 2005-
Present. Exclusion criteria: 1) The paper includes the BCI software applications but has no relation
to usability. 2) The paper is related to EEG but does not perform the analysis or evaluation of any
measure of usability. 3) If you do not present significant evidence or a conclusion.

From the search in the different databases, 139 papers were found. Subsequently, those papers that
were found to be duplicates were excluded. In case of doubt, the full text versions of the citations
were consulted. Resulting in 96 full-text papers evaluated for eligibility.

Continuing with the filtering by each inclusion and exclusion criteria, 18 papers that were not related
to usability or UX were excluded, 21 papers that were related to the topic of electroencephalography
but that did not carry out the analysis or evaluation of any usability measure, and finally 18 papers
that do not present significant evidence for the study. Culminating with 41 primary papers.

The Selected papers in Table 1 shows the total number of selected jobs. Column 1 shows the
database consulted, column 2 the total number of papers excluded per database, column 3 the number
of primary papers and finally column 4 the percentage of primary papers per database. A total of 41
papers were identified. The databases with the highest results were IEEE, Springer and ACM.
Numerous context-aware papers have grown considerably since 2010. The number of papers in 2018
has become 7 times the number of papers in 2007.

Table 1. Classification of papers based on the database

e Do T T o T 5

Elsevier 3 7.32%
IEEE 26 9 17 41.5%
Inderscience Enterprises 6 5 1 2.44%
Springer 17 10 7 17%
Public Library of Science 4 3 1 2.44%
MDP I 5 3 2 4.88%
ACM 8 3 5 12.2%
Others 64 59 5 12.2%

Towtes 5 % || oo
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In the Quality assessment, each SLR was evaluated using the York University, Centre for Reviews
and Dissemination (CDR) A quality assessment tool for diagnostic accuracy studies (QUADAS)[3],
using the following criteria: 1) Are the user’s representative of the users who will receive the test in
practice?, 2) Is the reference standard likely to correctly classify the target condition?, 3) Was the execution
of the experimental study described in sufficient detail to allow replication?, 4) Were un-interpretable/
intermediate test results reported?, and 5) Are the data with which the test results were interpreted available?.
these criteria consist of 4 key domains that cover the selection of patients, the reference standard,
the execution of the test (description and replication), and the interpretation of results.

5. Analysis of Results

In the works found, it was identified that the usability of the ICC was obtained through usability
tests, applying techniques such as questionnaires or EEG signals for data collection.

In the Data collection by Questionnaires, some questionnaires that were used in BCI usability
studies are as follows: NASA-TLX [25], VAS [11], Assistive Technology Device (ATD-PA)
Readiness Assessment Device form, SUS survey, QUEST 2.0 Questionnaire, IBM Computing
Usability, USE Questionnaire, and QCM Questionnaire. These questionnaires were described in
section 3.1. The works of Garcia Ramirez et al [16], and Pasqualotto. et al. [38], used the SUS
questionnaire to obtain ease of use. On the other hand, the works of Chowdhury [10] and Laar et al.
[24] used the VAS questionnaire to measure the mood of users. And finally, Pasqualotto et al. [38]
and Laar et al. [24] measured workload using the NASA tlx questionnaire. Finally, some studies
proposed and carried out their own evaluation tools [44], to obtain measures such as comfort and
mood, in a precise way, which may not be possible when using existing questionnaires. Table 2
shows works that have used questionnaires to collect data that measure different elements of
efficiency, effectiveness, and satisfaction.

Table 2. Subjective measures obtained by questionnaires in BCI

Dimension |  Measure | Reference

Workload [24,38]
- Comfort [55]
Effictency Frustration [24]
Fatigue [10]
Mood [10]
Learning ability | [38]

Satisfaction | Easy to use [16, 38]
Motivation [10]
Presence [24]
Fun [24]

On the other hand, data collection by EEG is presented, with respect to EEG signals and frequency
bands Delta (0.1 Hz to 3.9 Hz), Theta (4.0 Hz to 7.9 Hz), Alpha (8.0 Hz to 12.9 Hz), Beta (13 Hz to
29.9 Hz) and Gamma (from 30 Hz to 100 Hz) in BCI that have been used to obtain measures such
as «Concentration», «Emotions» and «Fatigue». In several works they measure the factors by
obtaining the frequency bands of the signals, in most they perform the combination of the different
bands. For the level of concentration, in the work of Wang et al. [54], they get the concentration
level in the entertainment area, reporting the experiments they carried out and identifying that the
«O1» channel and the combination of all bands help in the detection. In relation to «emotionsy, the
following works were found: In Garcia's work [16] performs emotion detection through EEG signals
of a BCI software application for people with cerebral palsy is described, the main contribution of
this work is the method used to obtain the emotions of the users during their interaction with BCI,
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and it’s identified the channels F3 and F4 with the band Alpha are the data that provides or influences
the most for the detection of emotions. Another work is of the Sourina et al. [36] where emotion
detection is performed and describes some examples where it can be used such as «Emotional
Avatar», «website», «music reproductions», etc., using 14 channels and the combination of all
bands. And finally, regarding “fatigue”, the work of Arai et al. [4], performs the load measurement
with the Alpha band.

Regarding the use of signals, the brain processes that reflect cognitive and attention states during
human-machine interaction are studied extensively with EEG. Therefore, the signals have been
occupied in obtaining measures such as: “Workload”, “Comfort”, “Attention”, “Stress”, “Mistakes”
and “Emotions” mainly in the areas of Neuromarketing and clinical studies. In the field of
neuromarketing, economists use EEG research to detect brain processes that drive consumer
decisions, brain areas that are active, and mental states [50]. In clinical and psychiatric studies, EEG
is used to assess the cognitive states of patients, determine sites of lesions, and symptoms [16].

In the workload, some examples of these works are: 1) The work of Kumar et al. [23] carried out
the measurement of the workload of cognitive tasks, obtaining with this study which are the channels
that most influence to make a correct classification, being AF3, AF4, T7, and T8. 2) The works of
Appriou et al. [3] occupying 28 active electrodes in the 10/20 system. And 3) Frey et al. [14] use 32
channels, and Antonenko obtains the workload with the channels «F7 and P3». For “comfort”, in
the work by Frey et al. [15] they use the 32 active channels. Regarding “attention”, in the work of
Putze et al [40], they detected that the channels «P8, CP6, and O2» are the ones that contribute the
most or influence. In the “stress”, the work of Hosseini et al. [19], occupying the channels FP1, FP2,
T3, T4, and Pz provides enough information for stress measurement. And finally, regarding
“emotions”, the work of Ansari et al. [1] given that there are already several studies for the detection
of emotions, its main attribution is the selection of the channels that most influence their
classification/EEG detection, making the processing of count is lower, selecting the channels F3,
F4, CP5, CP6 those that influence the most. The works that carry out the obtaining of measurements
by means of EEG are presented in table 3, classifying the works by signal, in this the usability
module that is being evaluated is presented, what measure are they obtaining, what are the signals
that they are occupying.

Table 3. Measures obtained by EEG signals

Vs | Sgws ] R |

AF3, AF4, T7 and T8 [23]

28 channels [3]

Workload 32 channels [14]

F7,P3 [2]

Comfort 32C-Pz [15]

01 [54]

Attention P8, CP6y 02 [40]

32 channels [14]

Stress FP1, FP2, T3, T4, Pz [19]

Mistakes 64 channels [37]
14 channels [8, 22, 36, 41]

F3, F4 [16]

AF3, F4 and FC6 [27]

Emotions 32 channels [20, 56]

AFz, F3, F4, CP5, CP6 [1]

63 channels [32]

AF3, AF4, F3, F4 [42]
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AF3, AF4, F3, F4, T7, T8 [21]
FP1, F3, P3, O1 [6]
P3, P6, P7 and PO8 [30]

On the other hand, the frequency bands have been used to obtain the measurements: «workload,
fatigue, comfort, attention, stress, and emotions». To obtain the workload, Antonenko et al. [2]
occupied the Theta and Alpha bands, on the other hand, Appriou et al. [3] only occupied the alpha
band, and Frey et al. [14] when performing a combination of the 5 bands. Regarding fatigue, Arai
et al. [4] and Mardiyanto [5] determined that the alpha band is decisive. About comfort, for obtaining
Frey et al. [15] occupies the Theta, Alpha and Beta bands. In attention, the Alpha [40], Delta [23]
have been dealt with, apart from the works of Frey [14] and Wang [54]. And finally for emotions,
theta, alpha, beta, and gamma bands have been used, there are also works such as the one by
Kortelainen et al.[20] and Liu et al. [27] that use all 5 frequency bands. The table 4 shows the
classification of the works by frequency bands. This table presents the usability module that you are
evaluating, what measures are you obtaining, what are the occupied bands and the job (s).

Table 4. Measures obtained by bands

Measures | Bands ] Refeoronws

Theta [2,23]
Alpha [2,3 23]
Workload Beta [22, 23]
Gamma [22]
Comfort All [14]
_ Alpha [4, 5]
Fatigue Theta [15]
Comfort
Alpha [15]
Stress Beta [15]
Attention All [14, 54]
Alpha [40]
Delta (23]
All [19]
_ Theta [6, 22]
Emotions [6, 16, 21, 22, 31,
Stre_ss Alpha 32, 42]
Emotions Beta [6, 21, 22, 31, 42]
Measures
Workload Gamma -
Al [20, 27, 30, 36, 41,
56]
Bands Reference
Theta [2, 23]

6. Discussion

According to the analysis of the literature, it is observed that evaluation of BCI software applications,
are carried out through usability tests and mainly are used questionnaires for data collection.
Usability tests are carried out in three stages: 1) carrying out the task, 2) data collection through
questionnaires and 3) data analysis. This evaluation method allows the collection of subjective data
that comes from the opinions of users, this can cause a certain bias. It is also observed that some
works incorporate EEG signals to complement the evaluation by measuring emotions.

152



Oprera-Xuxon MH., Me3ypa-T'onoit K. Ouenka npirogHoCTH K HCIIOIb30BAaHUIO HEHPOKOMITBIOTEPHBIX HHTEP(HEHCOB: aHATH3 COCTOSIHHUS
nen. Ipyowr UCII PAH, Tom 34, Beim. 3, 2022 1., ctp. 145-158

Studies in other areas such as marketing and medicine use EEG signals and frequency bands to
measure workload, fatigue, and emotions. Delta bands allow to detect retention and concentration.
Several studies analyze Alpha, Beta, Theta bands in combination for the detection of emotions,
comfort, and workload level. These works have allowed us to identify how EEG signals and
frequency bands can be linked to usability measures in the field of efficiency and satisfaction, since
they have been used in other fields with favorable results. Table 5 shows a summary of the signals
and bands, linking them to the measurements and therefore to the respective usability dimension.
classifying by dimension, measure, signals, and bands.

Table 5. EEG signals and frequency bands linked to usability measures

Dimension | Measures | Signals | Bands

F7, P3 Theta
28 channels Alpha
Workload 32 channels Beta
. AF3, AF4, T7 and T8 Gamma
Efficiency All
Fatigue 14 channels Alpha
Theta
Comfort 32C-Pz Alpha
Beta
01 All
Attention P8, CP6y O2 Alpha
32 channels Delta
Stress FP1, FP2, T3, T4, Pz All
14 channels
F3.F4 Theta
AF3, F4 and FC6
32 channels Alpha
AFz, F3, F4, CP5 and CP6 Beta
Satisfaction Emotions 63 channels
AF3, AF4, F3, F4 Gamma
AF3, AF4,F3,F4,T7, T8
FP1, F3, P3, 01 All
P3, P6, P7 and PO8

7. Conclusions

A systematic and exhaustive review was carried out [58], defining the research questions, keywords,
inclusion, and exclusion criteria, and subsequently the analysis of the results. This research allowed
to know how the evaluation process is carried out in the BCI software applications, to identify the
use of EEG signals, what information can be obtained from them and if they provide enough
elements (data) to be able to occupy them in the evaluation process. Usability evaluations of BCI
software applications are carried out through usability test, using questionnaires mainly for data
collection. However, the main problem we observe is that the questionnaires give subjective
answers, without the certainty of precision and based on the user's opinion. When comparing both
techniques for data collection: questionnaires and EEG Signals, it is appreciated that the main
advantage of using EEG signals objective data are collected, to measure workload, emotions, and
concentration. On the other hand, both in the BCI software applications and in other domains like
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Neuromarketing and clinical studies, the EEG signals have been used mainly, but EEG signals have
not been applied for usability evaluation.

Our analysis reveals that the EEG signals have been used to measure usability, because studies have
used the EGG signals, in order to measure workload, fatigue, attention, comfort and emotions, all
these human factors that have been considered elements of efficiency and effectiveness.

Given the results of this work, the research lines are the following: 1) to explore the possibility to
measures other human factors through EEG signals like Learning, Utility, Predictability,
Consistency, Reliability, Adaptability, Effort, etc., 2) to know what algorithms are used in EEG
analysis to obtain measures such as SVM (Vector Support Machine), NN (Neural Network), ICA
(Independent Component Analysis), FFT (Fast Fourier Transform), and 3) to apply in BCI software
applications EEG signals and bands used in other domains.
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Hnemumym cucmemnozo npoepammupoganus um. B.I11. Heannukoea PAH,
109004, Poccus, . Mockea, yn. A. Conxcenuysvina, 0. 25

AHHOTanmsi. B cratee paccMmaTpuBaeTcsi BBHIIOJHEHHE Ha IUIOCKOCTH HaHHBIX SDN, mozenmpyemoit
KOHEYHBIM CBSI3HBIM HEOPUECHTHUPOBAHHBIM TpadoM (HU3UUECKHX CBS3EH, NpOrpaMMbl 3aJaHHsS, KOTOpas
MOHUMAETCS B JyXe IMapagurMbl OOBEKTHO-OPHEHTHPOBAHHOTO IMPOTPAMMHPOBAHMS KaK COCTOSIIAS M3
00BEKTOB U COOOIICHHUI, KOTOPBIMU 0OBEKTHI MOTYT 0OMEHHBAThCs. OOBEKTHI pealn3yeTcs B XOCTaxX, MPUIEM
B OJTHOM XOCTE€ MOXET ObITh Pean30BaHO HECKOJIBKO Pa3HBIX 00BEKTOB, a OJIMH U TOT K¢ 0OBEKT MOXKET OBITH
peann30BaH B HECKOJBKHX XocTaxX. CooOlieHHs Mexay OO0BEKTaMu, PealM30BaHHBIMH B Pa3HBIX XOCTaX,
MOMEII[AIOTCSI B [TAKEThI, MAPIIPYTU3ALHIO KOTOPBIX HCIOJIHIIOT KOMMYTaTOPbI HA OCHOBE UACHTH(HHKATOPOB,
MIPUCBOCHHBIX MaKeTaM M ITOMEIIAeMbIX B 3ar0JIOBKH NMAKETOB Kak HabOp 3HaYEHMIl HEKOTOPBIX IapaMeTpOB
makeToB. B pa0oTe pemarorcs aBe 3agadd: 1) MHUHUMH3aUWs YHCIa WACHTHOUKATOPOB, 2) HACTpOHKa
KOMMYTATOPOB JUISl pealIM3alluy IyTeH, KOTOPBIE TOJDKHBI IIPOXOIUTH MAKEThl. DTH 3a1auyl PEIIaloTCs B IBYX
cinyyasx: A) HakeT, MpeJHa3HAYCHHBIH A1 HEKOTOPOro 00BEeKTa, MOJDKEH IOMacTb POBHO B OAMH XOCT, B
KOTOPOM peajn30BaH 3TOT 00BEKT, B) makeT MOKeT Momaiarh B HECKOJIBKO XOCTOB, HO B OJHOM M TOJBKO
OJIHOM W3 HUX JIOJDKCH OBbITh peann30BaH HyxKHbIiT 00bekT. [Toka3aHo, uTo 3aqaua | B ciiyyae A SKBUBaJICHTHA
3aj1aue O TOKPHITHH MHOXECTBA, a MHHHMAJIbHOE YHCIO HICHTU()UKATOPOB B HAHXY/IIEM CIIydac paBHO
min{ n, m }, rie n 4nciio 0GBEKTOB, a M YKHCIIO XOCTOB, PeATU3yIOIMX 00beKThl. B ciiyyae B 3amaua sBisercs
crienManbHOW MoAMQUKAIMed 3a7aul O MOKPBHITHM MHOXKECTBA, BBICKA3BIBACTCS THIOTE3a O TOM, YTO
MUHHMaJIbHOE YHCIO HACHTH(UKATOPOB B HanxyaueM ciyuae pasro min{ /Ib(n + 1)/ m}. Tloka nonyuena
Bepxusist omerka O(min{In(min{n,m})-In(n,m)}). Jna pemenus 3amaum 2 B cinydasx A u B
MIPE/JIOKEeHBI ANTOPUTMBI HACTPOUKH KOMMYTATOPOB CIIOKHOCTH, cooTBercTBeHHO, O(M ) 1 O(km), rne m
qucio pédep rpada dusmueckux cBsizeil, a K pesynprat pemenus 3amaun | B cydae B kak uncio tpeGyembix
UICHTH(HUKATOPOB TTAKETOB.

KniodeBble ci10Ba: pacmpeeneHHbIe U MapayenbHble BEYUCICHNS, IIPOTPaMMHO-KOH(PHUTYPHPYEMBIE CETH,
MapIIpyTH3aLUs TAKETOB, 3aJja4a O OKPHITUH MHOXKECTBA

Jas uutupoBanus: bypnonoB M.b., Errymenko H.B., KocaueB A.C. Peanmmzamus pacnpenenéHHbIX H
napamiensHbix Beraucinenunit B cetu SDN. Tpynst UCIT PAH, tom 34, Bem. 3, 2022 ., ctp. 159-172. DOI:
10.15514/ISPRAS-2022—34(3)-11
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Abstract. The paper discusses the execution of a program of tasks on the SDN data plane, modeled by a finite
connected undirected graph of physical connections; the execution is understood in the sense of the object-
oriented programming paradigm as consisting of objects and messages that objects can exchange. Objects are
implemented in hosts. Several different objects can be implemented in one host and the same object can be
implemented in several hosts. Messages between objects implemented in different hosts are transmitted in
packets which are routed by switches based on identifiers assigned to packets that is on a set of values of some
packet parameters in the packet header. Two problems are tackled in the work: 1) minimizing the number of
identifiers, 2) setting up switches to implement the paths that packets should take place. These tasks are solved
in two cases: A) a packet intended for some object must get into exactly one host in which this object is
implemented, B) a packet can get into several hosts, but the desired object must be implemented in one and
only one of them. It is shown that problem 1 in case A is equivalent to the set covering problem, and the
minimum number of identifiers in the worst case is min{n, m} where n is the number of objects, and m is the
number of hosts implementing objects. In case B, the problem is a special modification of the set covering
problem, the hypothesis is proposed that the minimum number of identifiers in the worst case is
min{LIb(n +1)],m}. So far, an upper bound is O(min{In(min{n, m}) - In(n, m) }). To solve problem 2 in
cases A and B, algorithms for switches’ setting are proposed which have the complexityO(m) and O(km), ,
respectively, where m is the number of the edges of the graph of physical connections and k is the number of
the required packet identifiers.
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1. BeedeHue

PaccmatpuBaercss  miockocth  maHHbIX  SDN,  Mopenupyemass — KOHEYHBIM — CBSI3HBIM
HEOPUEHTHUPOBAaHHEIM TpadhoM G, TepMHHaJIbHbIE BEpPIINHBI (BEPIIMHBI CTETEHH 1) KOTOpOro —
Xocmol, a BHYTPEHHHE BEPIIMHBI (BEPLIMHBI cTereHH Oombiue 1) — xommymamopul. IT0T rpad
HasbIBaeTcs rpadoM GU3NUECKHX CBsA3EH. [laKkembi TEHEPUPYIOTCSI XOCTAMU U IBUTAIOTCS I10 ITyTSIM,
ompeJeTsieMbIM TIPaBWIaMH  KOMMYTaTOpoB. KOMMyTaTOpbl He MEHSIOT HakKeThl U TOJBKO
MepPEeChUIAIOT MPUHSTHIE UMH MAKeThl. [1akeT TOJDKeH MPOMTH MyTh OT XOCTA JI0 XOCTa, B KOTOPOM
BCE MPOMEXKYTOUHbIE BEPIIMHBI KOMMYTATOpbl. Takol IyTh Ha3bIBa€TCS noaHbIM. KOMMyTaTOpHI
pa3IMYaT MakeThl M0 UX udeHmughuxamopam. VIneHTHUKATOP MOAETHPYET HAOOp 3HAYCHUI
MapaMeTpoB MakKeTa B 3aroyioBke makera. Kommyrarop S, IPHHSB MakeT ¢ WaeHTH(HHKATOpoB d OT
cocezia &, MOChIIAeT MakKeT coceay b B 3aBucumocTy 0T 0 U &, YTO ONPEAETISSTCS NPABUIOM NaAKemd
Buna (d, a,s, b). [TakeT MoxeT OBITH MOCJIAH HECKOJIBKUM COCEISIM (KIIOHUPOBAHUE MAKeTa), ECIIH B
TabiHIe KOMMYTaTopa S eCTh HECKOJIbKO MPAaBWII, OTIMYAIOIINXCS TOJIBKO MPUHUMAIONIINM Y3JI0M
b.

B nanHO#i pabote paccmarpuBaeTcs BHINOJIHEHHE Ha IIOCKOCTH AaHHBIX SDN 3adanus, xotopoe
3agaéres 1) HauanbHbiM Xocmom, WHULMUPYIOIIMM BBINOJHEHHWE 3alaHus, 2) onucaumuem
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npozpammul, 3) HAbOPoM napamempos BHINIONHEHUs 3afanus. [Ipocpamma TIOHUMAETCs B IyXe
napagurMbl 00BEKTHO-OPUEHTHPOBAHHOTO MPOTPAMMHUPOBAHMS KaK COCTOAIIAS M3 00beKmos M
cooduenuti, KOTOPHIMH OOBEKTHI MOTYT 0OMeHMBAaThCA. OOBEKT pearnu3yercss B XOCTe, PHYEM B
OJTHOM XOCT€ MOXKET OBITh PEaM30BAHO HECKOJIBKO PAa3HBIX OOBEKTOB, a OJWH U TOT XKe OOBEKT
MOXeET OBITh PEIN30BaH B HECKOJIBKMX XOCTaX (B 3TOM CIIy4ae TOBOPSAT O HECKOJIBKUX 9K3EMIIAPAX
omHoro 00bekTa). Ecnu coobrieHue mepenaéres oT 00beKTa @ K O0BEKTY D, M 3TH OOBEKTHI
peann30BaHbl B OHOM XOCTE, TO Mepeada COOOIICHUS — 3TO MPOCTO BBI30B 00bEKTa b U3 06bekTa
a BHyTpu 3TOro xocra. Ecmu ke o0bekThl @ u b peanmszoBanbl B pasHbix xoctax ha u hp,
COOTBETCTBCHHO, TO COOOIIICHHUE MepeIaéTcs B MAaKeTe, HAMPABIIACMOM I10 IJIOCKOCTH NaHHbIX SDN
u3 xocra ha B xoct hy. IMapamrenism obecrieunBaeTcsl mepenadeil HECKOIBKUX COOOIIEHHH OT
OJIHOTO OOBEKTA & HECKONBKAM OOBeKTaM by, ..., Dk, KOTOpBIE MOTYT OBITH pEATM30BAaHBI B
HECKOJIbKAX XOCTaX. BpImonHeHHe 00BeKkTa D MOXeT 3aBHCETh OT PE3YJBTATOB BBITOJHCHHS
HECKOJIBKUX OOBEKTOB ai, ..., n. DTO O3HAYAET, YTO BBHINOJIHEHHE OOBEKTa b HaumHaercs mocie
MOJIYYEHHSI UM COOOLICHUH OT 0OBEKTOB ay, ..., 8n, COJIEPIKAIINX apTyMEHTHI BbI30Ba 00bEKTa a.
BrimonHeHne 3ajaHus HaYMHACTCS B HAYaJlbHOM XOCTE, KOTOPHIA HHHUIIMHPYET BEITIOTHEHUEC
3aaHusg PACcCHUTKOM COOOIIEHHMA TeM O0BeKTaM, ¢ KOTOPHIX IOJDKHO HAUYWHATHCS BEITIOHEHUE
3aJlaHus COTIACHO OITMCAHUIO IPOTPAMMEI, C TEMH ITapaMeTpaMHu, KOTOPBIE ONIPEICIITIOTCS HabopoM
napaMeTpoB 3a/1aHHS.
Ecnu 06bekThI @ U b peann3zoBansl B pa3HbIX X0cTax Na u hp, COOTBETCTBEHHO, COOOIIEHHE OT & K D
nepenaéres B makere, KOTOPbI comepkut 1) uaeHTudUKaTop makera, moMemaeMpiii XxoctoMm ha B
3arOJIOBOK IIaKeTa KaK 3HA4YCHHMs HEKOTOPBIX €ro IapaMeTpoB M IIPEIHA3HAYCHHBIM I
MapuipyTH3alil MaKeTOB 4Yepe3 KOMMYTAToOphl, 2) wuieHTH(uKaTop obGbekTa b, KoTOpomy
HampaBIsIeTCs COO0IIeHN e, 3) caMo coobIeHue s 00bekTa b, 4) onucanie mporpaMmbl HITH YaCTH
OpPOrPaMMBI, KOTOpast emié He BBIMOIHEHA. XOCT Ny, MONyYHB MakeT ¢ coobuieHneM st 00bekTa b,
BBI3BIBAET 3TOT OOBEKT U, NMPH HEOOXOAUMOCTH, (POPMHPYET MaKEThl JUIsl Mepeiadyn COOOIIeHNH
00beKTaM, BhI3BIBACMBIM 13 00beKTa D 1 pearn30BaHHBIM B [PYTUX XOCTAX.
MBsl npearosaraeM, 4To WASHTU(HUKATOP Nakera (OPMUPYETCSI TEM XOCTOM, KOTOPBIN ATOT IMaKeT
OTIIPABIISET, M MOXKET OTIIMYATHCS OT HACHTU(PUKATOPOB IPUHATHIX MM MAKETOB.
Mbl OyzieM CUUTaTh, YTO pacIpe/iesieHne 0OBEKTOB M0 XOCTaM MOXKET OBITh JIFOOBIM, HO OHO 3aJ1aHO,
a HavaJlbHBIM XOCTOM MOXET OBITh 10001 X0ocT. IIpn 3TOM MBI Ipeaonaraem, 4To Kaskaplii 00BEKT,
KOTOPBIA MOKET BBI3BIBATHCS B MPOTpaMME 3aJJaHHs, pealn30BaH XOTs OBI B OJJTHOM XOCTE.
OTHOCHTENBPHO MAaKeTa C COOOIICHHEM Uisi 00BEeKTa D BO3HHMKAIOT BOMPOCHI O JOMYCTUMOCTH
CIICIYIOIINX CUTYAITHH.
1) TlakeT He MOMAaJaeT HU B OJMH U3 XOCTOB, B KOTOPBIX pean30BaH OOBEKT b.
2) Tlaker B pe3ynbrare KJIOHHPOBAHHUS B KOMMYTATOpax IMOMANAET B HECKOJIBKO XOCTOB, B KOTOPBIX
peanu3oBaH 00BEKT b.
3) Tlaker B pe3yabTaTe KJIOHHPOBAHWS B KOMMYTATOpaxX MPOXOMUT HECKOIBKO MYOIHUPYIOUINX
MyTel, 3aKaHYMBAIOIIMXCS B OJJHOM XOCTE, B KOTOPOM pealin30BaH 0ObEKT b.
4) Tlaker momajgaet B XOCT, B KOTOPOM HE PEasIi30BaH OOBEKT b.
MBI cunTaem, 4TO HACTPOWKAa KOMMYTAaTOPOB M TIPaBHJIa T€HEPAIlMH HICHTH(UKATOPOB MAaKETOB
JOJDKHBI UCKITFoUaTh cutyaruu 1 (00bekT D He BbI3bIBaeTCsA) M 2 (BBI3BIBACTCS HECKOJIBKO
9K3eMIUIIpoB 00bekta D). B curyamum 3 XOCT, MOBTOPHO MOJYYUBINKIM TMAKET, MPOIIEIIN
IyOJIMPYIOMUN My Th, JOJDKEH 3TOT MAKET UTHOPUPOBATH. JJOIMYCTHMOCTh 3TOW CUTYAI[UH 3aBUCHT
OT TOTO, CIIOCOOEH JIM XOCT «IIOMHHTB», KaKHE MaKeThl OH IOJIy4all, YTOOBl UMETh BO3MOXKHOCTh
UTHOPUPOBATH IOBTOPHBIC MAKeTh. B 1aHHOI paboTe MBI paccMaTpHBaeM CIIydaid, KOTJia XOCTHI He
001aar0T TaKOH CIIOCOOHOCTBIO U, CIIEAOBATEIHHO, CUTYAIlHs 3 TaKXkKe JOJKHA OBIThH 3allpelcHa.
Uro kacaeTcst cutyanuu 4, To BO3MOXKHBI Pa3HbIe OTBETHI.
CHavana MBI PacCMOTPHM CIIydail, KOTJa CUTyarus 4 3ampelieHa, T.e. akeT ¢ COOOIMIEHUEeM s
obbekta b momken npoiiti 6e3 KJIOHUPOBAHUS OJMH W TOJBKO OJMH IMOJHBIM MyTh J0 XOCTA, B
KOTOPOM 3TOT OOBEKT peann3oBaH. JTO CiIydai, Kora KIOHHPOBAaHUE ITAKETOB 3aIPEHICHO.
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3areM MBI 0CJIaOUM TPeOOBaHMS, Pa3peEIlUB MAKETY ¢ COOOIIEHHEM Ul 00beKTa b IpUXOoauTh B
XocT N, B KOTOpOM 3TOT OOBEKT HE peaian3oBaH. B 3710l curyaumu mpeamosaraercs, 4ro xoct h
MPOCTO UTHOPHUPYET Takoi makeT. TakuM 06pa3om, IMakeT ¢ cOOOMEHHEM T 00bheKTa D momkeH
MIPOWTH, OBITH MOKET, HECKOJIBKO TTOJIHBIX MYyTeH 3a CYET ero KIIOHUPOBaHHS B KOMMYTATOPax, HO
Cpear STHX IMyTel JOJDKEeH OBbITh OJIMH U TOJIBKO OJIMH Iy Th, 3aKaHUYNBAIOLIUICS B XOCTE, B KOTOPOM
peanmu3oBan 06bekT b. D10 cirydail, Koraa KITOHHPOBAHHUE TAKETOB PA3PELICHO.
B 06oux ciydasx Hac OyayT MHTEpPECOBaTh CIIEAYIONIME BOIIPOCHI.
1) Kak MHHUMH3HPOBATH YHCIIO HACHTH(PUKATOPOB TAKETOB, TPEOYEMBIX JUIS BBITIOTHEHHUS 1. 17
2) Bo3MmoxHa M Takas HACTPOIKa KOMMYTAaropoB (T.e. 3aZaHHE COOTBETCTBYIOIIMX IIPABHI B
TabnuIax KOMMYTaTtopoB), 4TOObI Jr000€ 3ajaHue, MHUIWUPOBAHHOE B JIIOOOM HayajbHOM
XOCTE, MOYKHO OBIJIO BBITIOTHHUTE?
Yucno TpeOyeMbIX HASHTU(HHUKATOPOB ITAKETOB — 3TO BAXKHAS XapaKTEPUCTHUKA CETH, TIOCKOIBKY OT
Heé 3aBHCUT pa3Mep TaOJIUIl KOMMYTaTOPOB.
B nanHOll pabore Hac He OyIyT HHTEpEcOBaTh BONPOCHI HaA&KHOCTH, OE30MACHOCTH W
ONTHMU3AIMM HAarpy3KH Ha XOCTBI M KOMMYTAaTOpHI, T.e. Mbl He OyAeM HX YUWTBHIBaTh IPH
PacCMOTPEHHUHU BO3MOXKHOCTH peau3aliy TpeOyeMol HaCTPOWKH KOMMYTATOPOB 1 MUHUMH3ALIUH
YHCIa NICHTH(PHUKATOPOB MTaKETOB.
Msr Oynem pemarth nBe 3azadd: 1) MuHHMH3amus d9uciaa WACHTH(GHUKATOPOB MAKETOB,
COOTBETCTBYIOIIUX O0BEKTaM, peaJn30BaHHBIM B XocTax. 2) Hacrpoiika KoMMyTaTopoB uIs
BBIOPAHHOTO COOTBETCTBHS WACHTH(HUKATOPOB MAKETOB U OOBEKTOB. DTH 3a/la4ud MMEIOT pa3HbIe
pelieHus Uit IByX ciiy4aeB nepenaud nakeron: A) bes kiioHMpoBaHuMs, KOT/Ia MAKeT JOKEH OBbITh
JIOCTaBJE€H TOJILKO OJHOMY XOCTy, B KOTOpOM peayiu3oBaH TpeOyemblii o0bekt. B) C
KIIOHMUPOBAaHUEM, KOr'Jla MAaKET MOXKCT OBITh JOCTaBJICH HCCKOJIBKUM XOCTaM, HO B OJJTHOM U TOJIBKO
OJTHOM M3 HHX JOJDKEH OBITh peaTn30BaH TPEOYEMbId 0OBEKT.

2. 3adayva 1 (MuHumu3ayusi Yyucna uéeHmughukamopoe nakemoes) e csy4yae
A (6e3 KnoHupoeaHusi)

MpbI paccMaTpuBaeM 3a7a4y MUHUMHU3AIUU YUCIIa HACHTU(UKATOPOB MAKETOB C IOMOIHUTEIbHBIM
TpeOoBaHUEM: HJCHTU(PHUKATOP MaKeTa, MPeIHA3HAYEHHOTO JJIsI TOr0 WM HHOrO 00beKTa, He
3aBUCHUT OT XOCTa-OTIpaBuTelsi. PelieHue 3a/aud 3aBHCUT TOJBKO OT MHOXECTBA OOBEKTOB,
MHOXKECTBa XOCTOB M pacrpeiefeHusi 00beKTOB M0 XOCTaM, HO HE 3aBUCHT OT rpada Gpu3naeckux
cBsaseit. C Ipyro#l CTOPOHEI, IPH pelIeHUH 3a1a4n 2 (HacTpoiika KOMMYTaTOPOB) yKe oTpedyeTcs
rpad dusnueckux CBA3eH, a XOCT OyIeT HOHMMATHCS KaK TePMHHAIIbHAS BEpIIHHA 3TOro rpada.
MHOKeCTBO BceX 00OBEKTOB, Pean30BaHHBIX BO BCEX XOCTaX, OyaeM obo3nauath X. Xoct Oyaem
MOJICIUPOBATh MHOXKECTBOM OOBEKTOB, KOTOPHIC PEAIM30BAHBI B 3TOM XOCTE. MHOKECTBO XOCTOB
ecTb cemelcTBO H moamuOxecTB MHOXecTBa X. COOTBETCTBHE HACHTH(PHUKATOPOB MAKETOB H
00BEKTOB, PEATH30BaHHBIX B XOCTaX, 3a1aéTcst hyHKuuel f, oTobpakarorieit Kaxapiii 00beKT X € X
B HekoTopsid xocT f(X), peanusyrommuii 3ToT 00beKT, T.€. X € f(X). Tpebyercs HaliTH (YHKIHIO
f:X—>H ¢ vuaumansHoit MommocThio o6pasa |f(X)| WmeHTHHKATOPHI MAKETOB B3aHMHO-
0JTHO3HAYHO COOTBETCTBYIOT X0CTaM u3 o6pasa f(X). Eciu naket noimkeH GBITh HalpaBiieH 00bEKTY
X, TO UIEHTUPHUKATOP ITOTO MAKeTa COOTBETCTBYET X0CTy f(X), B KOTOpOM peann3oBaH 00BEKT X.
Teopema l. 3amaua 1 jysa cimydass A SKBHUBAJICHTHA 3aj7ad€ O IOKPBITUM MHOXECTBA: IS
KOHEYHOT'0 MHOKECTBa X U ceMeicTBa ero moaMHoxkecTB H tpebyeTcs Haiti moacemeiicteo U c H
HaMMEHBIIIeH MOIIHOCTH, 00bEAMHEHIEM KOTOPOTO sBisieTes X, T.e. WU =X,

JlokazatenbeTBO. YTBEPKACHUE HENOCPEICTBEHHO CIEAYET M3 TOrO, YTO JUIA KaKIOW (YHKIIUH
f: X — H eé 06pas ects moacemeiictro cemeiictea H, f(X) c H, u anst mo6oro moacemeiicta U < H
takoro, uto UU = X, MoxHo onpeaenuts ¢pyHkimio f: X — H, Beiopas ast kaxgoro oobekra X € X
oauH Takoi xoct h e U, uro X € h.

0
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B nannoit pabote He mpeiaracTcs KaKux-TO HOBBIX PEIISHUH KIACCUYECKON 3a1adi O TIOKPBITHH
MHOJXECTBa, HaM OBLIIO Ba)KHO TOJIBKO II0OKAa3aTh, YTO Hallla 3a7a4a 1 B ciryyae A SKBHBAJICHTHA €H.
3amada o MOKPHITUH MHOXECTBA OIHA M3 CTapeWmnx W Hambonee n3ydeHHbIX NP-TpyaHbIX 3amaq
[1]. CymecTByIOT pa3nuyHble MOJHMHOMHANBHBIC aqrOPUTMBI (B YACTHOCTH, Ka[THBIN), MArOLINC
NpUOTKEHHBIE PEIIeHUS] C TOM WM MHOW TOYHOCTBHIO, @ TAKXKe TOYHBIC MOJIMHOMHAJIbHBIC
ITOPUTMBI ISl CIIEIMAIBHBIX KilaccoB cemeiicTB H. Kpome Toro, paccmarpuBanich paziudHbIe
00001eHus 3T0# 3a1aun, Hanpumep, [1]. Ha a1y Temy ecth MHOTO paboT B MHPOBOIT IHTEpaType.
O0630p HEKOTOPBIX ANTOPUTMOB U METOIOB MOkHO HaiiTu B [3][2],[3].

3aja4a 0 TMOKPHITUM MHOXECTB MMEET HAIJIJHYI0 MHTEPIIPETAlMI0 B TepMHHAX Marpul. IlycTs
X={Xt, .. Xa} u H={hg,...,hn}, tae n = | X| gucno o6sexTOB, M = |H | uncmo xoctos. Toraa 3Ty
napy X u H MoxHO 3amgate Marpuieii M pasmepoM NxM, B KOTOPOH CTPOKH COOTBETCTBYIOT
o0BeKTaM, cToJIOIBI — XocTaM, a it i = 1,...,nu j =1,...,m sueiika matpuust M(i, j) = 1, ecnu i-it
00BEKT peann30BaH B j-M XocTe, T.€. Xic hj, 1 M(i,j) = 0 B mpotuBHOM ciydae. [Ipu 3TOM Kakaas
CTpPOKa MaTpHUIBI JOJKHA CO/IEPIKATh XOTs ObI OAHY «1» (KaXKblil 0OOBEKT IOJKEH OBITh peaIn30BaH
X0Tss Obl B OMHOM XocTe). Takyi MaTpuily OyaeM Ha3blBaTh npasuivHou. TpeOyercs HaWTH
MHHHMaJbHOE (II0 YHUCITY CTOJIOLOB) MOKPHIBAIOLIEE MOAMHOXKECTBO CTOJIOLOB, T.€. TAKOE, YTOOBI B
KaXKIOW CTPOKE XOTs OBl OUH M3 3TUX CTONOLOB cofepxkai «1». DTH cTonOp! 06pasyoT MaTPHILy
K ¢ n ctpokamu, KOTopyo OyaeM Ha3biBaTh A-npouseoonou Matpuuei (uist cinydas A). Oyukius f
otoOpakaeT OOBEKT Xij B XOCT, COOTBETCTBYIOIIMU CTOJNOIY A-pomM3BOXHOW MaTpumbl K,
coxepxaiemy «1» B i-it cTpoxe.

Just ciiyyast A (6e3 knonupoBanus) uepes Ka (M) 0603Ha4uuM 4KciIo CTONOOB B MUHUMAIIBHO# (T10
YKCITy CTONOOB) MaTpuile A-npou3BOIHON OT 3aaanHo# Matpuikl M. Uepes kg (N, m) obo3naunm
MaKCHUMyM ka(H) (] BCEM BO3MOXKHBIM MaTpuIam pasmepa
nxm.ka(n,m)=max{ka(H) :|H|=m & |X]|=n}. Jokaxkem crenyroliee MpocToe yTBEPKIACHHUE.
Teopema 2. [lins kaxkaeix N> 1 um>1 umeer mecto Ka (N, m) =min{n,m}.

JlokazatenbcTBO. [10CKONBKY B Kax0i cTpoke marpuiibl M umeercs: «1» B HEKOTOPOM CTOJOIIE,
BEIOEpEM JUTS KaXKIOW CTPOKH OJWH TaKo# cTonber. BeiOpaHHBIEe cTONONEI, 0O4eBUIHO, 00pasyeT A-
OpPOU3BOJHYIO MATPHUIly, B KOTOPOM HYHCIO CTONOIOB He mpeBsimaer MmMin{n,m}, t.e.
Ka(n,m)<min{n,m}. DOra omenka mgocruraercs B Matpuiie M, B KOTOpOW BepXHss JeBas
noaMaTpuna pasmepom min{n,m} comepxut «1» Ha raBHON guaroHaad U «0» B OCTalbHBIX
saeiikax; eci N>M, TO HIDKHHE N-MCTPOK 3amojHeHBl «l», a ecmu M>N, TO mpaBbie M-N
cTon6110B 3amonHeHbI «0». JIo6as A-Ipou3BoIHAsS MaTPHIIA JOJKHA COJepKaTh mepBbie Min{ n,m}
CTOJIOLIOB, @ MUHUMaJIbHAST A-TIPOU3BOIHAS MATPHIIA — TOJIBKO UX.

3. 3adaya 1 (MuHumMu3ayus yucna udeHmugukamopoe rnaKkemoes) e cry4yae
B (¢ knoHupoeaHuem)

B ciryyae B (¢ xiioHMpoBaHNEM) MakeT, MpeAHa3HAYSHHBIH HEKOTOPOMY OOBEKTY, MOTYT MOJIYYUTh
HECKOJILKO XOCTOB, HO B OJIHOM U TOJIBKO B OJJHOM W3 HHUX JJOJDKEH OBITh PEAIM30BaH 3TOT OOBEKT.
Dro o3Ha4aet, uTo QyHKuMsA umeeT curHatypy f: X — 2" u nomkua ynoenetBopsaTH TpeGoBaHMIO
VX e X3lhef(x) x e h. Tpebyercs HaiiTi Takyto (GYHKLHIO ¢ MUHUMAIbHOH MOLIHOCTBIO 00pa3a
[f(X) |. MaeHTH(HKATOPBI MAKETOB B3aHMHO-OJHO3HAYHO COOTBETCTBYFOT MHOXKECTBAM XOCTOB H3
obpa3za f(X). Ecnu nmakeT H0JDkeH OBITh HAampaBieH OOBEKTY X, TO MICHTH(HHUKATOP 3TOr0 MakeTa
COOTBETCTBYET MHOXECTBY XOCTOB f(X), B OJHOM U TOJIBKO OJHOM M3 KOTOPHIX PEaln30BaH 0OBEKT
X.

[epedopmynupyem 3Ty 3agady B TepMHHAX MaTpull. Cymmol OJHOTO WM HECKOJIBKUX CTOJIONOB
JaBouyHOW Matpuibl M Oyaem HasbiBaTh cronder (MaTpuiy pasMepa N x 1), B kaxmoH i-if ctpoke
KOTOPOTO HAXOAUTCSA CyMMa YHCEJ, HAXOASAIMUXCS B i-i CTPOKE B CyMMHpPYEMbIX CTONOLAX (MM
OJTHOMY 4YHCIy, €CIIM CyMMHpYyeTcsi onuH crosden) marpuisl M. Marpuny K nasosém B-
npou3600HOI OT MPaBIWIbHON MaTpuLbl M (st ciydas B), ecnu kaxapiii cronden matpuist K ects
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CyMMa OJTHOTO MJIM HECKOJBKHX CTOJIOI0B MaTpuIbl M, a Kaxiast CTpoKa COIEPIKUT XOTS ObI ONHY
«1». Tpebyercs HaliTu B-mponsBoanyro marpuity K ¢ MUHUMaIbHBIM YHCIIOM CTOJIOIIOB. DyHKITHS
f oToOpaxaeT OOBEKT Xj B MHOMECTBO XOCTOB, COOTBETCTBYIOILIMX CTONOIY B-mpousBomHoii
Mmarpusl K, conepkaiemy «1» B i-it cTpoke.

OTa 3a/a4a SKBUBAJICHTHA CHEIUAIBLHON MOAMU(HUKALINY 3a/la9d O TIOKPBITHH MHOXECTBA, KOTJa B
TEpPMHUHAX MaTPHIl CTOJIOIBI pacCMaTPUBAEMON MaTPHUIBI — 3TO BCE BO3SMOKHBIE CyMMBI CTOJIOLIOB
MCXOJIHOHW MaTpuIbl, B KOTOPBIX BCce unciia Oonpiive 1 3amMeHeHs! Ha 0.

st eiryuas B (¢ kmonuposanuem) uepes kg (M) 0603HauMM YHCIIO CTOIOIOB B MEHUMAIBHOH (110
YHCITy CTOJOIOB) MaTpuile B-iponssoanoii ot 3amanuoii Marpuisl M. Hepes kg (N, M) o6o3HaumM
MaKCHMyM ke (H) 1o BCEM BO3MOIKHBIM MaTpHIEaM pasmepa nxm.
ks (n,m) =max{ks(H):|H|=m&|[X|=n}.

Teopema 3. kg(n,m) <m.

JlokazatenncTBo. Jlto6ast nmpaBuibHas matpuna M pasmepom N x M, oueBuaHO, B-mpousBogna ot
camoii cebst 1 comepxut M cronbiios. [Toatomy Ks (M) < m mst mo6oii npaBuibHON MaTpHIBl M.
Tem cambiM, kg(n, m) <m. [J

0603HaunM uepe3 Mo(m) matpuiry pasmepom (2™ - 1) x M, cTpOKKH KOTOPOU SABJIAIOTCS TBOUYHBIMH
M-pa3psIIHBIMK TPECTaBICHUSMH yrcen ot 1 1o 2™ -1,

Jlemma 1. Jlns xaxxgoro m> 1 matpuua Mo(m) npasunbnas u Kg (Mo(m)) = m.

[lokazatenbcTBo. B MaTpriie Mo(m) ecTh 0/1Ha CTpOKa, COCTOAIIAS U3 ONHUX «1», ITOITOMY B JII0OOH
B-npousBoanoii Matpuie K nomken ObITh CTONOEI], COBIAAIONINI ¢ OXHIM U3 CTOJIOLIOB MAaTPHUIIBI
Mo(m). Beibepem stor cromber; marpuipl Mo(m). Jlanee miisi HEBHIOPAHHBIX CTOIOIIOB MATPHUIIBI
Mo(m) Haiinércs oxHa CTpoKa, B KOTOPOH B 3THX CTOJIOIAX OJHH «1», a B YK€ BEIOPAHHOM CTOJIOLE
«0». IToaromy B MaTpuie K nomkeH ObITh CTONOEL, SBISIOMINIICS CyMMOM OJJHOTO U3 HEBBIOPaHHBIX
cTonb1oB MaTpuiel Mo(m) 1, OBITH MOXKET, KAKUX-TO YK€ BBIOPAHHBIX CTOJIOIOB MaTpHIBl Mo(M).
Bribepem atoT crosben Marpuisl Mo(m). M tak ganee. Ha kaxaoMm miare ajisi HEBBIOPAHHBIX
cToN010B Matpuilbl Mo(M) nMeeTcst ofHA CTPOKA, B KOTOPOM B 3THUX CTONONAX OAHU «1», a B yxe
BbIOpaHHBIX cTojiOIax ogHK «0». IToatomy B marpuue K momxeH ObITH cTOJNOEI], SBISAIONIUICA
CYMMOU OJIHOTO 3 HEBBIOpDAHHBIX CTONONOB MaTpuiel Mo(M) U, OBITH MOMKET, KaKUX-TO YiKe
BBIOpaHHBIX cTOJOIOB MaTpullbl Mo(m). Beibepem stot cronber; matpuist Mo(m). B pesynbrate
oKaxkeTcst, uTo B MaTpune K gucio cronbros pasHo M. [

Teopema 4. [lns kaxzaoro N> 1 um2>1 cymecTtByer npaBuibHas MaTpuiia M pazmepom N x m, s
xotopoit ks (M) = min{LIb(n + 1) m}.

JlokazarenbctBo. Ecm n = 2™-1, To mo nemme 1 Jlemma 1 ickoMoii MaTpuIeH SIBIsIETCS MaTpHIIA
Mo(m) u ks (Mo(m)) = m = Ib(n+1) =L Ib(n +1)] = min{LIb(n+1)J, m}. Ecau n > 2™- 1, 10 nckomas
marpunia M momyuaercs w3 Mmarpuiel Mo(m) moGaBieHHeM HEJOCTAIOMIMX CTPOK, KaXaas M3
xotopeix comepxkut «l». Torma kg(M)=m=min{[Ib(n+1)],m}. Ecoim n<2™-1, 1o mckomas
marpuna M monyuaercs u3 matpumst Mo(LIb(n+1)J) noGasnennem memocrarommx cron6uos,
3anoiHeHHbIX «0», W HEJNOCTAIOIIMX CTPOK, KaXIas W3 KOTOpbIX cojepxur «l». Toraa
ks (M) =LIb(n+1) = min{[Ib(n+1)] m}. 0

Ha ocnHoBanmm TteopeM 3 u 4 MOXHO TPEUIONKHTH THIOTE3y O TOM, 4TO
ke (n,m) = min{LIb(n+1) |, m}. B nacrosimee Bpems 5Ta rumotesa He 10KA3aHa U HE OIPOBEPrHYTA.
Haubosee wuHTepecHble pe3ynpTaTbl nonydeHsl B [4]. Tam 3agaua | (MHHMMH3auWs 4Yucia
neHTH(HUKATOPOB) B ciiydyae B (¢ kjoHMpoBaHNeM) Ha3BaHa 3aJayeil TOYHOTO MOKPBITHS HAOOPOM
MOJIMHOKECTB, OKa3aHa e€ CB3b C 3aJa4eii 0 MaKCHMaJIbHON TOYHOM BEIITOJJHUMOCTH MOHOTOHHOM
KH®, noxasana APX-tpymHocTh! 060MX 3a4au M JUld Hallel 3ajJaud HaHJEHO pEIIEHHE,
rapaHTHpyIoIIee pa3Mep ToUHOro MoKpbeIThst He 6oiee, wem O(min{In(min{n,m})-In(n, m)}).

! Knacc APX — Kj1acc ONITUMM3aLMOHHBIX 3a/1a4, JUIS KOTOPBIX CYIECTBYIOT IOJIMHOMUANILHBIE IPUOIHKEHHbIE
AJITOPUTMBI C MyJIbTHUININKAaTUBHOM OMIMOKOM, HEe MPEBHIIIAOIIEH HEKOTOPOil aOCOIIOTHON KOHCTAHTEL.
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4. 3adaya 2 (Hacmpolika KoMMymamopoe) e ciy4ae A (6e3 KInoHUpoeaHusi)

[Iycts BBIOpaHO HEKOTOpOE pelieHue 3amayn 1 B cinydae A, T.e. BeiOpana dynkuus f:X—>H (¢
MHUHUMAIBHON WK OJIM3KOH K MUHEMAIBbHOM MOIIHOCTRIO 06pasa | f(X) |), oroOpakaromast 06bekT
X B xoct f(X), m ycTaHOBIICHO B3aMMHO-0JJHO3HaYHOE oToOpaxkenne d obpasa f(X) Bo MHOKECTBO
WICHTU(QHUKATOPOB TMakeToB. [lakeT, HampaBIsAEMBIH OOBEKTY X, OyAeT MMETh HIACHTHU(PHKATOP
d(f(x)).

HamomHuM, 4TO NIpH pelIeHnH 3a1add 1 MBI MOAGIUPOBAIM XOCT MHOXKECTBOM PEali3yeMbIX UM
o0bekToB. Tenepb 3aaya 2 3aKIII0YaeTCs B TOM, YTOOBI TaK HACTPOUTH KOMMYTATOPBI Ha ITIOCKOCTH
naaaeix SDN, 9To0BI MakeT, mpeqHasHAYeHHBIH 00beKTY X U uMmeromuii unearudukarop d(f(x)),
OyIy4H OTIpPaBIICH C HEKOTOPOro (JIF0GOT0) XOCTa, IMPOXOIII OJHH M TONBKO OAUH MONHBIN IIyTh
1o xocra f(x), B koTopom peanm3zoBan 00bekT X. HO 346Ch MBI JOIDKHBI BCIIOMHUTB, 9TO Ha
wiockocT faHHbIX SDN MoxeT ObITh HECKOIBKO XOCTOB, PEATU3YIOIINX OJHO U TO e MHOYKECTBO
06bekToB f 1(f(x)). MubiMu cioamu, naker ¢ unentuduxaropom d(f(X)) nomken NpoxoauTh MONHBIH
MyTh JI0 OJHOTO M TOJBKO OJHOTO XOCTa U3 MHOXecTBa U XOCTOB, peaju3yIoIuX OJHO U TO XKe
mHuoxkectBo 00bekToB f1(f(X)). IlakeTsl, mochllaeMble U3 PasHBIX HAYalbHBIX XOCTOB, MOTYT
HPOXOJHUTH MOJIHBIC ITyTH, 3aKaHYMBAIOIINECS B Pa3HBIX XOCTaxX U3 MHOXecTBa U.

Mer Oynmem pemiath 3agady 2, oTBiiekasch ot ¢pyukuuu f. Jlns cinygas A bopMmyaupoBka 3amauu
takas: [Tycts nan rpad dpusuueckux cBsasei G, uaeHTHUKATOP MTAKeTOB 0 M MOIMHOKECTBO XOCTOB
U. TpebyeTcst Tak HACTPOUTH KOMMYTATOPBI, YTOOBI TAKET € HACHTU(PHUKATOPOM O, OTIIPABICHHBIH
¢ oaHOro (JitoOOro) X0cTa, MPOXOUI OAUH M TOJIBKO OJMH MOJHBIN MyTh O HEKOTOPOTO XOCTa U3
mHOXkectBa U. I'pad G Oymem 3amaBaTh MHOKECTBOM V €ro BepIINH (XOCTOB 1 KOMMYTAaTOPOB) H
¢dyukueit N, 3amarormeit 111 Kaxk 101 BEPIIUHbBI V MHOKECTBO Beex e€ cocemeit N(V).

[paBmio xommyraTopa umeer Bux (d,a,S,0) n o3Havaer, 4T0 KOMMYTAaTOp S, NPHHSB MAaKET C
uneHTuukaTopo d oT cocena a, mocklUIaeT makeT coceny b. OTcroma ciemyer, BO-TIEPBBIX, YTO
MapLIpyTH3aLUH TAKETOB C Pa3HBIMH HICHTH(QHKATOpaMU HE 3aBUCAT IPYT OT JAPYyra, MOCKOIBKY
OTIPENIeISIFOTCS HEeTePeCeKaroIIMMKC HabopaMu TpaBuil. Bo-BTopbix, no6oe muHoxecTBo P(d)
HOJIHBIX MyTed Uil JaHHOro HaeHTUdukaropa d TakeTa OJHO3ZHAYHO ONpPEIENseT IpaBUiia
HACTPOMKKM KOMMYTAaTOpOB Uil HICHTU(HKaTopa O, KOTOpbIe, B CBOK OuYepelb, OIHO3HAYHO
onpenemsior MHOxecTBo momubix myTei P(d)VT, koTopsle MOryr mpoxommTh makeThl C
unenTuukaropom d, kKak 3ampIkaHue o ayraMm MHoxkecTBa P(d) Ommuoka! McTOYHMK CCHUIKH He
HaiiieH., [6]. DTo 3aMpbIKaHHe MO JyraM ONMpEAeNseTCS TaK: eClM eCTh ABA MONHBIX MyTH P-€-0 U
p’-eq’,taep, g, p’ uq’ nyry, a € nyra rpada G, To B 3aMbIKaHUH OYIyT 3TH HOJIHbIE ITyTH BMECTE
C TIOJTHBIMU ITyTsIMHU P-€- ' 1 p’-e-g. M3BeCTHO, 4TO NpH 3aMBIKAHUH 110 JyTaM MOJHBIX TyTeld MOXKET
BO3HHMKATh 3aLHKJIMBaHUE MAKETOB, KOTJa MaKeT OyneT OECKOHEYHO BHIAThCA MO LUKy pEbep u
0OECKOHEYHO KJIOHHPOBAThCS B TOYKE Pa3BETBICHHMS LMKIA W NOCT(UKCA IyTH, BEIYIIEro B
KOHEYHBIH XOCT, a TaKXKe AyOJIMpOoBaHUE, KOT/Ia JIBa Pa3HbIX MIYTH UMEIOT OO HaYaJ bHBIA XOCT
¥ 001U KOHEYHBIH XOCT, H3-32 Yer0 KOHEUHBIH XOCT MOJYYHUT OJMH U TOT XKe MaKeT JABAXKIBL.
Takum 00pa3oM, JUisi 3amaHHOTO HACHTH(UKaTopa O W COOTBETCTBYIOIIETO €My HEIyCTOTO
MHOXKecTBa XOCTOB U HYXHO Tak HAacCTPOUTh KOMMYTATOpbI IUIOCKOCTH JaHHbIX SDN, T.e.
OTpEeNIeNTNTh TaKWe MpaBHjia KOMMYTATOPOB JUIsl JAHHOTO wuaeHTH(uKaropa O, 4ToOBI OHH
MOPOX/IaIM 3aMKHYTOE TI0 JyramM MHOXecTBO Tyteit P(d) Ge3 3anmknuBanus u ayGIHUpOBaHUs
TaKoe, 4YTo0bl M3 Ka)0ro XOCTa B 3TOM MHOXECTBE ObUI OJIMH M TOJIKO OJIUH TOJIHBIN MyTh 110
HEKOTOporo xocra u3 MHoxectBa U. J[is aToro mpeanaraercsi MpuBeAEHHBIH HIDKE aJroputm 1,
KOTOPBIM /ISl KaKAOTO0 XOCTa CTPOMT KpaTdalmuii myTh (OAMH W3 KpaTyalIIMxX IyTei) a0
HEKOTOpOro Xxocra u3 Muoxkectsa U.

Anroputm 1 ocHOBaH Ha 00X0Je HEOPHUEHTHPOBAHHOTO Trpada B IMIHUPHUHY © MOXKET
paccMaTpuBaThCS Kak MOAM(HKALMs aaroputMa JlelkeTpa, TOJbKO BMECTO BBIYHCICHHUS UTUHBI
KpaT4yalllero IyTH BBINOJNHSACTCS HACTPOHKa KOMMYTaTOpPOB BIOJNb MyTH. Mpes anropurma
3aKioyaeTcs B cienyromeM. Haumnas ¢ mHOXecTBa xoctoB U mo rpady pacmpocTpansercs
«BOJIHa» IMOCTPOCHMS IyTEH C IOMOIIBIO MOMETOK BepuinH. PpoHT 3Toi BoNHBI F coctout u3
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IIOMEYEHHBIX BEPIINH V ¢ OJJHUM M TeM )K€ PacCTOSHHEM 10 OMKaiIiero xocra u3 MHoxkectsa U,
TOrJa KaK OCTAJbHbIC IIOMEYCHHBIC BEPIIMHBI HAXOAATCA HAa MeHbIIeM paccTosHuH oT U. Jlns
KO)XTOW BepIIMHBI V U3 (POHTA BOJHBI IPOCMATPHUBAIOTCS €€ cOCcemy M I KaKAOro cocena W,
KOTOpBIH elIé He MOMEYCH, BBICTABISACTCS MIOMETKA M 3allOMUHAeTCst ero cocen P(W) =V, depes
KOTOpOT'0 BeIET KpaTyailliuii myTh U3 BEpIIUHBI W /10 Onmkaiimero xocra u3 MHokectBa U. Ecin
BepIIMHA V KOMMYTarop, B HEM ycraHaBiuBaeTcs mpasuno (d,w,v,p(v)). Eciu Bepumna W
KOMMYTaTop, OHa TIOMEIAeTCs B HOBBIH ()POHT BOJNHBI Frext. Korja mpocMoTpeHs! Bce BepIIUHEL
¢ponTta F, HaunHaeTcs HOBBII IIAr, Ha KOTOPOM (DPOHTOM BOJIHBI CTAHOBUTCS Fnext. AJroput™
3aBepIIacT CBOI paboTy, KOTa MPOCMOTPEHBI BCE BEPIIMHBI U PpOHT F cTai mycThIM.

Aaropurm_1 (V, N, R, d, U) /* Hactpoiika KOMMYTaTOpOB Misi Kpardaiiiero moctyma (6e3
3aIUKJIMBAHUS U JyOJIMPOBAHMS) OT KaXKA0TO XOCTa A0 OJIMKANILIETo XOCTa U3 MHOXKECTBA XOCTOB
U
Input: mHOecTBO V BepunH rpada ¢pusnyeckux cBszei, pyHkuus N, 3amarommas st Kakaou
BepiuHbl V MHOKeCTBO N(V) €€ cocenelt, TeKyIasi HACTpPOika KOMMYTAaTOPOB R, 3aaroras s
Ka)XJ0ro KOMMyTaTopa V Tekyiiee MHOXxecTBo mpasui Buga (d',a,s,b), roe d'#d, HoBbIit
uaeHTuuKarop naketos d, Hemyctoe MHOKeCTBO XocToB U, cooTBeTcTBytoIIEee d.
Output: HOBast HacTpoiika KOMMYTaTopoB R.
r(v) — mometka Bepiuuns V (true/false),
p(V) — cocen BepuIMHbI V Ha MyTH K OiibkaiimeMy xocty u3 U,
F — ¢bpoHT BoNTHBI (MHOKECTBO BEpIIHMH) OT XO0CTOB U3 U 10 APYrux XocToB,
Frext — MHOXecTBO F Ha crremyromieM miare.
F =, Frext = G
for all v € V do r(v) = false; /* Bo Bcex BepIIMHAX HET IOMETOK */

forallve Udor(v)=true; F=Fu{v}, /*Bxocrax u3 U ects nomerku */

while F = & do /* oka ppOHT BOJIHBI HE IyCT */
forallv e Fdo [* BepiuHBI V 113 HPOHTA BOJIHBI */
for all w e N(v) & —r(w) do [* HemoMeY€eHHbIE COCeTH BEPLIMHBI V */
r(w) = true; p(w) = v; /* Tenepb cocex W moMedeH */
if | N(v) | > 1 then /* v koMmyTatop */
R(v) =R(v) u {(d,w,v,p(v)) }; /* mpaBuIT0 KOMMYyTaTopa V */
if | N(w) | > 1 then /* w xommyTarop */
Frext = Frea W { W }; [* nomemaem W B ciemyromuii Gpont */
return R;

Teopema 5. Ausropurm 1 npaBmiIBHO HACTpAaUBAET KOMMYTATOPHI JUIS PEIICHHS 331a4H 2 B CITydae
A u umeert cnoxuocTs O(M), rae m uncio pedep rpada G pusudeckux cpszei.
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JokasaTenpcTBo. CHavaa JOKaKeM, YTO Ha KaxIoM i-om mare, i = 0, 1, ..., Bce BepInuHbI V ppoHTa
BOJHBIF UMEIOT OHO M TO K€ paccTosHUE | 10 OirKaiimero xocra u3 U, Apyrue momMedyeHHbIe
BEPIIMHBI HAXOMAATCS HA MEHBIIEM DPACCTOSIHUM, a BCE MX COCeOu MoMedeHbl. JIeliCTBHUTENbHO,
BHauase, Ha HyJieBoM mmiare, F = U, T.e. 1uis kaxoi BepuuHbl V u3 F paccrosinue paBHo 0, a qpyrux
MOMEUYEHHBIX BEPIIMH HET. [IyCTh yTBEpIKICHHE BEPHO Ha i-OM Ilare v BEpIIMHbI (ppoHTa BONHBI F
HAaXOJSATCSI Ha PACCTOSIHUE | OT Ommkaiiero xocta u3z U. B crnenyronuii )pOHT BOJHBI MMOMAJAIOT
coceiM BepIIuH 13 (pOHTA BOJIHBI, KOTOPHIC SIBIIIOTCS KOMMYTATOPAMH M €II¢ HE TOMEYCHBI, T.C.
OHH TOXXE UMEIOT OJTHO U TO ke paccTostiHue i + 1 no 6mmkaiimero xocra u3 U. Bee cocenu Bepuins
U3 cTaporo (POHTA BOJHBI OKA3bIBAIOTCS TOMEUSHHBIMH.

IMockombky rpad CBsI3HBIHN, P OKOHYAHUH AITOPUTMA BCE BEPIIUHBI OKAXKYTCS TOMe4YeHHbIMU. Ha
Ka)XJIOM IIare Uil KaXIOro HEMOMEUSHHOTO cocelia W BepIIMHKEI V u3 ¢poHTa F 3amomuHaeTcs
p(w) = v. TToaToMy mociie 3aBeplIeHHs aJrOpUTMa I KaXA0ro XocTa V, KpoMe XoctoB u3 U,
KOTOPBbIit MOJTY 4T MOMETKY Ha i-M urare MOCIIEI0BATENLHOCTh
P(v) = (p°%(v) =v, p*(v) = p(v), p?(v) =p(p(V)), ..., pP'(V)) ecTh TOCNENOBATENHHOCTh BEPIIMH Ha
KpaTyaiilieM IIyTH JJIMHOM | 0T XocTa V 10 6mmxaiimero xocra p'(v) us U. AIropur™ reHepupyer
npaBWja MO0 BHYTPEHHHX BEPUIMHAX 3TOrO MYTH, KOTOPHIC SIBISIOTCS KOMMYTATOpaMM: [UIst
i=1,..,p " Yv) B xommyratope pP(v) ycramaBmusaercs mpaswio (d,p (V) pl(v), 't i(v)).
CyMMapHO 3TH MpaBuia IUis KOMMyTaropoB Ha nytu P(V) oOecrnednBaroT mpoxoj mMmakera ¢
unentuukaTopom d u3 xocta V mo mytu P(V) 1o xocra p'(v) m3 U. CoBokymHOCTS myTeii P(V) ans
Bcex xoctoBV u3 V \ U o6pasyer jec nepeBbeB, OPHEHTHPOBAHHBIX K CBOUM KOPHSIM, KOTOPBIMH
ABIAI0TCS XocThl U3 U. ITo3TOMy 3TO MHOMECTBO IyTel 3aMKHYTO IO AyraM M HE COAEPXKUT
UUKIHYECKHUX U TYOIHPYIOMINX MyTeH.

OreHUM CIIOKHOCTH anroputMa. Kaxkmnoe pedpo rpada G npocmaTtpuBaetcs poBHO 2 pasa (¢ 000oux
€ro KOHIIOB), YTO CYMMapHO JaéT M npocMoTpoB. [TockonbKy B CBA3HOM Tpad)e UMCIo BEpUIMH HEe
npeBbinraet M + 1, cnokHocTs anropurma O(m). [

5. 3adaya 2 (Hacmpolika KoMMymamopoe) e ciy4ae B (¢ knoHupoeaHuem)

ITycTh BHIOpaHO HEKOTOpPOE pelleHue 3ajauu | B ciydae B, T.e. BoiOpana dymkuus f:X—2H,
koropast ymosnerBopsier TpeboBanuio VX € X A'h e f(x) x e h.f: X >H u umeer muHUMaIBHYIO
WK OJIM3KYI0 K MUHEMAITbHOM MOIHOCTh 06pa3a |f(X) |), oroGpaxaroiast 00bEKT X B MHOKECTBO
xoctoB f(X), 1 ycraHoBieHO B3aMMHO-OmHO3HAUHOE oToOpaxkenne d obpasa f(X) Bo MHOKECTBO
uneHTH(HUKATOpOB makeToB. IlakeT, HampaBisieMblii 00BEKTY X, OyJeT MMeTh HACHTH(UKATOP
d(f(x)).

Kak u B ciiyqae A Mbl OyjeMm pemrate 3amady 2, oTBiekasch ot Gynkiuu f. OqHako B ciydae A
naket ¢ uaentudukaropom d(f(X)) momkeH ObUT MPOXOIUTH OJUH U TOJHKO OJUH MOJIHBINA MyTh 0
Ommmxaitiero xocra u3 MmaoxectBa U xocToB. B cityyae B MbI nMeeM He MHOKECTBO, a CEMEMCTBO
U MHOECTB XOCTOB, PHYEM XOCTBI OJTHOTO MHOKECTBA U3 ceMeiicTBa U peann3yroT OJJHO U TO ke
MHOKECTBO 0OBEKTOB, & KK OOBEKT X PEATH30BaH B KaXKIOM XOCTE OJHOTO M TOJNBKO OJHOTO
MHOXecTBa U3 cemeiictBa U. [Taker 3a CYET KIIOHUPOBAHUS JOJDKEH TPOXOAUTH MHOXKECTBO MOJHBIX
nyTeil Tak, YTO MHOYKECTBO UX KOHEYHBIX XOCTOB SIBIISICTCS BHIOOPKOW M3 MHOXECTB cemeiicTa U
10 OJJHOMY M TOJIBKO OJHOMY XOCTY M3 Ka)XI0ro MHoXecTBa. Korma maker, mpeaHa3HaueHHbIH
00BEKTY X, IONAJACT B XOCT U3 TAKOIO MHOXKECTBA, IIPOMCXOJHUT BBI30B 00beKTa X. Eciu sxe 3ToT
HaKeT IOIAAaeT B XOCT U3 IPYroro MHOXKeCTBa cemeiicTBa U, OH HTHOPUPYETCs, TIOCKOJBKY B 9THX
XOCTax OH HE Pean30BaH.

Jnst 3agaHHOrO HACHTU(HKATOpa d M COOTBETCTBYIOIIETO €My HEMyCTOro cemeicTea U HemycThIx
MHOECTB XOCTOB HY)KHO TaK HACTPOUTh KOMMYTATOPBI IJIOCKOCTH AaHHBIX SDN, T.¢. onpenenuts
TaKue MpaBuiia KOMMYTATOPOB IS TAHHOTO uaeHTH(uKaropa d, 4To6bI OHU IOPOXKIATH 3aMKHYTOE
no ayram MHOkecTBO myteit P(d) 6e3 3ammknuBanus U IyOIMpOBaHHs TaKOE, YTO IS KaXXIOTO
xocra h u kaxmoro maoxkectBa Ui cemeiicTBa U MOAMHOKECTBO MyTel, HAUMHAIOIIIUXCS B XocTe h,
COJIpPIKAJI0 OJIUH W TOJIbKO OJMH MOJHBIA MyTh, 3aKaHYMBAIOUIMHCS B HEKOTOPOM XOCTE W3
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MHOkecTtBa Ui. [l sToro mpesiaraetcs NpUBENEHHBIA HIDKE alTOPHTM 2, KOTOPBIA CTPOUT
KparJaiiiige myTH.

Anroput™ 2 sBisieTcs MoAnGUKAINeH anropuT™a 1, TOIBKO st KaXKOH BEPIIIIHEI V BMECTO OJTHOH
moMeTku (V) W OJHOM CCBUIKM Ha CIeAylomyl BepummHy P(V) MOyTH HCIOJIB3YIOTCSA
COOTBETCTBYIOLIKE BekTopa pasmeproctd | U |. Bepinaa nomamaer B caeayromuid GpoOHT BOIHBI
Ka)K/IBIH pa3, Koraa XoTs OBl B OTHOM paspsijie BekTopa momerok r(v) momerka mensiercs ¢ false na
true. M3-3a 3TOr0 BepUIMHA MOXET OKa3bIBAThCS B HECKOJbKHX (Makcumanbho |U |) dponrax
BOJIHBL

Aaropurm_2(V,N,R, d, U) /* Hacrpoiika KOMMyTaTopoB sl Kpardaiimiero moctymna (6e3

3aIUKJIMBAHUS U JTyOJUpOBaHMSA) OT KaXKJOro XOCTa JI0 OJHOIO XOCTa M3 KaXKJOro MHOXKECTBa
XOCTOB B ceMeiicTBe MHOKeCTB xoctoB U */
Input: MHOXecTBO V BepunH rpada ¢pusmyeckux cBsze, pyHkuus N, 3amarormas s Kaxaou
BepiuHbl V MHOKeCTBO N(V) €€ coceneld, TeKyIasi HACTpPOika KOMMYTAaTOPOB R, 3aaroras s
Ka)J0ro KOMMYyTaTopa V TeKyilee MHOkecTBO mpasui Buma (d’,a,s,b), roe d '=d, HOBBI
unentudukarop mnakerop d, Hemycroe cemeiictBo U HEmycThIX MHOXECTB XOCTOB,
cootBetctBytoree d, K =| U |.
Output: HOBast HacTpoiika KOMMYTaTopoB R.
r(v) = {r(v)(1), ..., r(v)(k) } — Bextop momerox (true/false) sepuussi v,
p(v) = {p(M)(2), ..., p(v)(K) } — BekTOp cocezeit BepIIMHBI V Ha MYTAX K OIIKANIINM XOCTaM
n3 U,
F — dbpoHT BostHBI (MHOXKECTBO BEpIIHH) OT X0CTOB 13 U 10 APYrux XocToB,
Frext — MHOXecTBO F Ha ciremyrorieM mare.
F =O; Frext = &,
forallve Vdo

forallie {1,..,k}do

r(v)(i) = false; /* BO BCeX BepIIMHAX HET MOMETOK */
forallie {1,..,.k}do [* paszpssr i*/
for all v e U(i) do /* Beprunsbl B U(i)*/
r(v)(i)=true; F=FuU {v} /* B xoctax u3 U(i) mometku B paspsizae i */
while F = & do /* moka (ppPOHT BOJIHBI HE MyCT */
forallv e Fdo /* BepIiuHBI V 113 HpOHTA BOIHBI */
for all w e N(v) do [* coceau W BepIIuHbL V */
forallie {1,..,k}do [* paspsapt i*/
if r(v)(i) \ r(w)(i) then [* B paspsize | B V momeTKa, a B W HeT */
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p(w)(i) = true; [* Tenepb cocenr W moMeueH B paspsze i */
if | N(v) | > 1 then I* v kommyTaTop */

R(v) =R(v) u {(d,w,v,p(v)(i))}; /* npaBuiio kKommyTtaropa vV */
if | N(w) | > 1 then [* w xommyTarop */

Frext = Frex W {W }; [* nomemaem W B cieayroiuuit Gppont */

return R;

Teopema 6. AnropuTtM™ 2 MpaBHIHHO HACTPaMBAET KOMMYTATOPHI IS PEIICHHS 3a/1a4H 2 B CITydae
B u umeer croxkuocts O(Km), rme k MmomHOCTE cemetictea U, a m uucio pebep rpada G puznueckux
CBSI3EH.

JlokazarenbcTBO. PaccTosiHue OT BepImuHBI V 110 Ommkaiiniero xocra u3 Maokectsa U(i), i = 1, ..., k,
o6o3naunm udepe3 d(v)(i). Byaem roBoputs, uro paccrosuue d(v)(i) u3ectro, ecnu r(v)(i) = true.
0O003Ha4YNM NOCIENOBATENbHOCTD BepinH P(V, i) = ( Vo, V1, ..., Vaw)i) ), e Vo =V u Vi = p(Vi-1) ais
1>0.

CHauana qoka)keM, 4TO B Hayane Kaxaoro j-ro mrara j =0,1,..., T.e. j-il urepanmu uukita while,
HaumHasi ¢ 0, 1) Bce paccrosiaust d(V)(i) < j ¥ TOJIbKO OHU U3BECTHBI, 2) MOCIEA0BATENHLHOCTD P(V, i)
Jutst u3BectTHoro paccrosius d(v)(i) ompezesneHa u ecTh MOCIS0BATEIBHOCTh BEPIIUH KpAaTYaUIIIEero
oyt amuaor d(v)(i) ot BepumHbl V g0 Ommkaiimero xocta usU(i), 3) mis BceX H3BECTHBIX
paccrosiauit d(v)(i) = j BepimHa V BX0AUT BO GPOHT BOMHBL, eciu j = 0 unu j > 0 1 V KOMMyTaTop.

HetictButensro, B Havane mara j =0 1) s i = 1, ...,k xoct v € U(i) umeer paccrosiaue d(v)(i) =0
(3TO paccTosiHHE OT XOCTa V 0 caMoro ceOst), B 3TO PacCTOSIHHE W3BECTHO, IIOCKOIBKY MOMETKA
r(v)(i) = true, a B ocranbHbIX ciy4asx, koraa V ¢ U(i), paccrosaue d(v)(i) > 0, 1 OHO HEU3BECTHO,
nockoibky — momerka  r(v)(i) =false.  2) JIns  wu3BectHoro  paccrosuus  d(v)(i) =0
nocnenoBarenbHocts P(V,i) = (V) ecTh mocnenoBaTelbHOCTh BEPIIMH HA KpardailiiieMm OyTH
qutmaoi d(v)(i) = 0 ot BepimHbl V 10 Onmkaiimero xocra V u3 U(i), T.e. 10 camoro ce6st. 3) j =0 u
kaknas BepiimHa V € U(i) Bxoaut Bo ¢ponT BonHbl F = UU.

Iycth yTBEepXIEHHE BEPHO B HAYaIE j-Or0 IIara U JOKaXeM, 9TO OHO OCTAETCsl BEPHBIM B Havale
canenyromero (j +1)-ro miara. 1) Iycts Bepmmna W st Hekotoporo i =1, ..., kK uMmeer paccrosiaue
d(w)(i) =j+1. Tlo npeamonoxeHuro mara HHAYKIMKA Bce paccrosiHus d(V)(i) <] u3BecTHI.
CrenoBarenbHo, Haiin€rcs Takas BepiuuHa V, Juis kotopoit d(V)(i) = j u koTopas sBIsIETCS COCEIOM
BepuHbl W. [0 TPEANONOKCHHIO IIara MHAYKUUHM BEpIIMHA V BXOJUT BO (POHT BOJHEL
TTocKOIBKY Ha KaKIOM IIare ajJropuT™M IMPOCMATPUBAET BCEX COCEEH BEPIIUH U3 (DPOHTA BOJIHEI,
Oyaer mpocMOTpeHa BepiiHa W U ycTaHOBJIeHa momerka F(w)(i) = true, Tem cambiM paccTosiHHe
d(w)(i) = j+1 craner u3BecTHBIM K Hauaiy cienyroriero (j +1)-ro mara. Eciu sxe Beprunna t st
Hekoroporo i =1, ...,k umeer paccrosiaue d(t)(i) > j+ 1, To, oueBHaHO, €€ COCENIOM HE MOKET OBITH
BepimHa V, s kortopoit d(v)(i) = j, mosromy Ha cienyromem nrare ocradercs r(t)(i) = false, r.e.
paccrosinue d(t)(i) ocranercst HenzBecTHBIM. 2) B Bepumue W ¢ paccrostauem d(w)(i) = j + 1 taxxe
Oymer ycranoneHo P(W)(i) =v. Ilockombky 1O MOPEONONOKEHUIO [Iara HHAYKLIUH
HoCJe0BaTeNbHOCTE P(V, i) ompeseneHa 1 ecTh MOCIeA0BaTEIbHOCTh BEPIIMH KpaTJyaifiiero myTH
nmHO# d(V)(i) ot BepumHbI V 1o Gimikaiiero xocra u3 U(i), nocienoBatensHocTs P(W) = (W)-P(V)
TaK)Ke OMpE/eNICHa U €CTh MOCIEeJ0BATeIbHOCTh BEPIIMH Kpartdaiiimero myta mmuHod d(w)(i) ot
BeplIMHbl W 10 Ommkaiimero xocra u3 U(i). 3)j+1>0 u Bce BeplIMHBI W C pacCTOSHHEM
dw)(i)=j+1 mma i=1,..,K KOTOpble SBIAIOTCS KOMMYTaTOpaMH, ¥ TOJBKO OHH BOHIYT B
cienyromuii GPOHT BOJIHEI.

IockoneKy rpad) CBA3HBINA, IPH OKOHYAHUH adroputMma Bee paccrosaus d(V)(i) craHyT U3BECTHBIMU
U U KaXIOro XocTa V MocieqoBaTeabHOCTh P(V, 1) ompemeneHa W ecTh MOCIENOBATEIBLHOCTD
BEPIIMH KpaTYaiIero myTH OT XxocTa V 10 oimkaiimero xocta u3 U(i). ITockobpKy Ha KasKIoM Iiare
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anroput™ ycranasiamBaer mpasuio (d,w,v,p(v)(i)) a8 Kakmoro KOMMYyTaTopa V, KaKmoi
BEPIIMHBI W U KaXk10r0 paspsaa i npu ycaosuu P(W)(i) = V, COBOKYIIHOCTh YCTAHOBJIEHHBIX IIPABHII
obecrieunBaeT MPOXOKICHNE MAKeTOB ¢ HaeHTuukaropom d u3 kaxmoro xocra h myreit P(h, i),
i=1, ..,k KOTOpBIE SBIAIOTCS KpaTYalluMK MyTAMH U3 N 10 OIMKallIuX XOCTOB U3 MHOYXKECTB
U(i). Iytu, npoxoasiuue ayry (W,V), B BeplinHe V pa3BETBISIOTCS (IAKETHI KIOHHUPYIOTCS) Ha
HECKOJIbKO BeTBel mo ayram (V, p(v)(i)), i = 1, ..., k (aucno xyr Mmoxet ObITh MeHbIIE K, Tak Kak qyTu
MOTYT COBIAJIATh JJIsi HEKOTOPBIX i), Yepe3 KOTOpble Kax bl myTh P(V, 1) Besi€T B Grmkaiinii XocT
u3 U(i). Tem cambiM, MHOXKeCTBO TonHBIX iyTeit P(h, i), i = 1, ..., Kk, o Bcem xoctam h, 3aMKkHyTO 110
JyTaM ¥ HE COJEPKHUT IIUKIIOB M AYOIUPYIOIIUX MyTEH.

OueHuM CIOXKHOCTD anroputma. Kaxmnoe pedbpo rpada G mpocmarpusaetcs poBHO 2K pas: ¢ 0bonx
ero KOHIOB U Jyisl Kaxaoro paspsaa i = 1, ..., k, uto cymmapuo maér 2km npocmotpos. ITockosibKy
B CBA3HOM Tpade IHCII0 BEPIIKNH He TpeBsimaet M + 1, cnokHocTh anropurma O(km).

5. 3aknroyeHue

B crarbe paccmarpuBaeTcs BHIIIONHEHNE Ha MJIOCKOCTH JaHHBIX SDN, MoJenupyeMoil KOHEUHbIM
CBSI3HBIM HCOPHCHTHUPOBAHHBIM TpadoM (PU3MUECKUX CBsI3eH, MPOrpaMMBbl 3aJaHUsA, KOTOPas
MOHHUMAETCs B AyXe MapagiiurMbl 00bEKTHO-OPUEHTHPOBAHHOTO IPOIPAMMHUPOBAHHS KaK COCTOSIIA
U3 00BEKTOB U COOOIICHHUI, KOTOPBIMH OOBEKTHl MOI'YT OOMEHUBaThCs. OOBEKTHl peaan3yeTcs B
XOCTax, IPUYEM B OJJHOM XOCTE MOXKET OBITh PEaln30BaHO HECKOIBKO Pa3HBIX OOBEKTOB, 8 OJUH U
TOT ke OOBEKT MOXET OBITh PEaln30BaH B HECKOIBKHX XOcTaX. COOOLICHHs MeXIy 00BEKTaMH,
peaN30BaHHBIMU B PAa3HBIX XOCTaX, IIOMCINAIOTCS B MAKEThl, MAapIIPyTH3alHI0 KOTOPBIX
UCIIONHSIOT KOMMYTATOPBl Ha OCHOBE MACHTU()HKATOPOB, IPUCBOCHHBIX ITAKETaM M MOMEIIAEMBIX
B 3ar0JIOBKH ITAKETOB KaK HaOOp 3HAYCHHUI HEKOTOPHIX MTapaMeTPOB MaKkeToB. B paboTe pemmarorcs
IBe 3aj1a4yu: 1) MHHMMHU3aIMs 4YUCiia MACHTH(OUKATOPOB M 2) HACTPOWKa KOMMYTAaTOpPOB IS
peanus3aiiy myTei, KOTOPhIe AOKHBI MPOXOJUTh KOMMYTATOPBL. DTH 3a/1aud PEIIAOTCs B JBYX
crnydasx: A) maket, MpeAHA3HAUYCHHBIH I HEKOTOPOTO 0OBEKTa, JOIKCH MOMACTh POBHO B OMH
XOCT, B KOTOPOM pEan30BaH 3TOT 00beKT, B) makeT Moxer momagats B HECKOJIBKO XOCTOB, HO B
OJTHOM H TOJIbKO OJTHOM M3 HHX JOJDKEH OBITh PealM30BaH HY)KHbBIH OOBEKT.

IMokasaHo, uTo 3a1a4a | B cirydae A SKBHBaICHTHA 3a/1aUe O TIOKPHITHH MHOYKECTBA, 8 MUHUMAJIbHOE
YHCII0 UACHTH(UKATOPOB B HAMXymIIeM ciydae paBHo min{n,m}, rae n uncio o6beKTOB, 2 M
YHCII0 XOCTOB, peaTU3YIOIINX 00BbeKTh. B ciryuae B 3agaya siBisiercs cnenuansHoi Moaubukanueit
3aJlaud O TOKPHITHM MHOXECTBa (3aJadeldl TOYHOTO IMOKPBITHS HaboOpOM MOAMHOXKECTB [4]).
Jloka3aHo, YTO MHHMMAJIbHOE YHCIIO WACHTH()UKATOPOB B HAUXYALIEM ClIy4ae He MPeBbIlaeT M, 1
JUTSL KOKABIX N ¥ M UMeeTCsl MpUMep, KOra 3TO YUCIIO PABHO min{LIb(n + 1)J, m }. Tlpemioxena
rurotesa o tom, uto min{Ib(n +1) |, m} sensercs Taxxe BepxHEH oleHKoii. B Hacrosiee Bpems
9Ta THUIOTEe3a HE JOKa3aHa M He OomnpoBeprHyra. B [4]. noka3saHa BepXHss OLEHKa
O(min{In(min{n,m})-In(n,m)}).

st perienus 3amaun 2 B ciaydassx A u B mpemsioskeHBl alropuTMbl HACTPOWKH KOMMYTATOPOB
CIIOXHOCTH, cooTBeTcTBeHHO, O(M) m O(Kkm), rae m uucno pédep rpada puznueckux cpsizei, a K
pe3ynbTat perreHns 3aaaun | B crydae B xak uncio TpeGyeMbIx naeHTH(HHUKaTOPOB MAKETOB.

B manpHEHNX MCCIIeJOBaHUSIX MOYKHO TIOTBITATHCSI YYECTh BOPOCH HAEXHOCTH, 0€30MaCHOCTH
Y ONITUMHM3AIMHU HATPY3KH Ha XOCTBI 1 KOMMYTATOPBI, KOTOPbIE HTHOPUPYIOTCS B IaHHOH padote. B
YaCTHOCTH, MOXHO paccMaTpuBaTh B3BEIICHHBIH rpad (H3MYECKHX CBsi3ed M Halarath
OTPaHUYCHUSI HA MaPIIPYTH3AMHUIO TTAKETOB.
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Abstract. The development of cloud computing, including the storage and processing of confidential user data
on servers that can be attacked, puts forward new requirements for information protection. The article explores
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1. BeedeHue

BesomacHoe mcmonp30BaHNE OONAYHBIX BBIYUCICHUNA HEBO3MOXHO 0€3 pEIICHHS 3aa4d 3allUThI
MaHHBIX. XOpOIIO HM3BECTHA 3afjada IONydeHHs HWH(pOpMAnuud U3 0a3bl JaHHBIX C OTKPHITHIM
JIOCTYTIOM, pa3MEIIeHHOH Ha oO0Jake, TakuM o0pa3oM, 4YTOOBl HHUKTO, KpOME KITHCHTA,
oOpalaroierocs ¢ 3apocoM, He 00J1a1a CBEICHUIMHE O 3alpaliiBaeMoil HHPOpMaIHK.
HedopmansHo 3a1a1a MOXKeT OBITE CHOPMYIIHPOBAHA CICAYIOIIMM 00pa3oM. AJHca eNaeT 3arpoc
K 0a3e JaHHBIX, HO X0YET, YTOOBI HUKTO, B TOM YHCIIE IFOOOMBITHBIN aIMIHUCTPATOP 0a3bl TaHHBIX,
HE y3HaJ, KaKie MMEHHO NaHHble 3ampamuBaioTcad. OUeBUIHBIM pEIICHHEM SBISIETCA 3aIlpoc
Anucoit Bcell 0a3bl JaHHBIX. JTO pELICHUE NPHBOIUT K YpEe3MEpHBIM 3aTpaTaM Ha mepernady
nHpopmanuu. Bo3HHKaeT BOMPOC: MOXXHO JIM MOJYYUTh OTBET C MEHBIIEH KOMMYHHKAIHOHHOW
CJIO’KHOCTBIO?

Iporokon moucka KoH(puaeHnHanbHONH wuH(popManuu (Private information retrieval — PIR)
MO3BOJISIET TI0JIL30BATENIO MOJYYUTh MHTEPECYIOLIYIO €ro 4acTHyio mHpopmanuio ¢ cepsepa. B
obmactu uccienoBanus PIR mpoTokoa 3HaUNTENBHBIN BKIIA] OBLT caenaH B [1,2].
CdopmynupoBaHHas B 3TUX pabOTaX MOCTAHOBKA 3a7adyl MPUBEICHA HIUKE:

Nmeercst 6a3a qaHHbIx — OuHapHast cTpoka X = (Xy, ..., X,) IUTHHBI N, XpaHSIIAsCs Ha CepBepe.
KimeHT X049eT moydnTh oauH OUT MH(pOpMAIn Xx; i3 0a3bl JaHHEIX X Tak, YTOOBI CepBEp HE CMOT
OTIPENIEIINTh, C KaKO MO3UIKH { OBLT 3aNpOIIeH OUT.

B nepByro ouepenp, mpotokon PIR 1omkeH yAOBIETBOPATE YCAOBHIO KOPPEKTHOCTH: IJIs TFOOOTO
HoMmepa i,1 <i <n, KIMEHT MOXeT CHOPMHPOBATh TaKOW 3alpoCc, YTO TOCJE 3aBEPIICHUS
BBITTOJIHEHHSI POTOKOJIA KIUEHT MOJYYHT JaHHBIE, IO KOTOPBIM OH MOJKET NPABUIIHHO BEIYUCIUTD
3HaueHHe OuTa X;.

I[TomuMo ycmoBUSL KOppeKTHOCTH, mpoTokon PIR  gomkeH  ynoBlIeTBOpATh  YCI0BMIO
KOH(MIEHIHMAJBLHOCTH: B pe3yJbTaTe BHINOIHEHHUS IpoTokona PIR mpoTuBHMK He mosryuaer
HHUKaKoil nHopManuy o HoMepe i 3anpanrBaeMoro oura x; u3 0a3bl JaHHBIX.

Ecmm 6a3a naHHBIX pa3MelleHa Ha eIMHCTBEHHOM CepBepe, KOTOPBIH IMOTHOCTHI0 KOHTPOIHPYETCS
MIPOTHBHUKOM, TO TEOPETUKO-WH(POPMAIMOHHOE YCIOBHE KOH(MHUACHIIMAIFHOCTH KOPPEKTHOTO
nporokosia PIR MoxeT OBbITh BBITIOJHEHO TOJBKO TOM Clydae, KOTJla KIMEHT 3ampaiivBaer 0asy
JMAHHBIX IIEIMKOM. OTO O3Ha4aeT, YTO IO KaHajaM CBS3M NPUAETCS IMepeaaBaTb 00beM
nH}opManny, He MEHBIINI TOTO, KOTOPBIHA COAEPKUTCS B caMoi Oaze JNaHHBIX. OUYEeBHIHO, YTO
TaKOW MPOTOKOJI MPAKTUIECKH HETIPUEMIIEM H3-32 OOJIBITNX KOMMYHHUKAITMOHHBIX U3JepKeK [2].
[Tor KOMMYHHKAaIIMOHHON CIIO’KHOCTBIO IIPOTOKOJIA IIOHUMAIOT 00IIIee KOJTHIECTBO OUT, KOTOPBIMH
0OMEHHUBAIOTCSI YYaCTHUKU MPOTOKOIA 32 BpeMs ero padbotsl. Utoos! PIR-poTokon MoxHO ObLIO
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Obl TPUMEHSATh HA TPAKTUKE, OH JOJIDKEH YAOBICTBOPATH YCJIOBHI0O JIAKOHHYHOCTH:
KOMMYHHUKAIMOHHAS CIIOKHOCTH IIPOTOKOJA JOJKHA OBITh CYIIECTBEHHO MEHBIIE pa3Mepa 0asbl
JIAHHBIX.

Takum ob6pa3om, eciu 0a3a JaHHBIX pPa3MEIICHA TOJBKO Ha OJHOM CEpBEpPE, M ITOT CEPBEP
KOHTPOJIMPYETCS MPOTUBHUKOM, TO He cymecTByeT PIR-mpoTokoia, KOTOpBI OJHOBPEMEHHO
YZIOBIIETBOPSIT OBl YCIOBUSIM KOPPEKTHOCTH, KOH(GHUICHINAIBHOCTH U JTAKOHUYHOCTH. Bo3HHKaeT
BOIIPOC: MOXXHO JIM IIOCTpOHMTH mnpoTokossl PIR, ymoBneTBopstomiye BceM TpeM YyKa3aHHBIM
YCIIOBHSAM OJTHOBPEMEHHO?

OnHO#M 13 TaKUX NMEPCIEKTUBHBIX MOJEIEH SIBISICTCS. MOJETh PEILUTHIUPOBAHHON 0a3bl NaHHBIX, B
KOTOPO# HECKOJIBKO OJIMHAKOBBIX KOTHiA CTPOKU X = (X1, ..., X,) Pa3MEIEHbBI HA Pa3HBIX CEPBEPaX.
IIpennonaraercs, 4YTO KJIUEHT MMEET CBSA3b C KaXJbIM M3 3THX CEPBEPOB, HO CaMM CEpPBEPHI HE
UMEIOT CBSI3M JIpYT ¢ Apyrom. Takxke Ipearnoiaraercs, YTo NPOTUBHUK MOKET HAOII0IaTh JIF000H
U3 CEpBEPOB, Ha KOTOPHIX pa3MelleHa 0a3a JaHHBIX, TPUYEM, BO3MOXKHO, pa3HbIE CEPBEPHI BO BpEMs
BBITIOJTHEHHS Pa3HBIX CEAHCOB NMPOTOKOIIA.

B paborax [1, 2] 66110 0Ka3aHO, YTO TS MOJIEICH € K permuIMpoBaHHBIME KOTIUSIMU 0a3bI JaHHBIX
npu k > 2 BO3MOXXHO MOCTPOEHHE KOPPEKTHBIX KOH(HACHIMAIBHBIX JJAKOHUYHBIX HPOTOKOJIOB
PIR. [ManpHeilmme WccieIoBaHMS B 3TOM HANpPaBICHWH OBIIM COCPEJOTOYEHBI HA H3yYCHHUH
METOOB YIIyUIICHNs] KOMMYHUKAIIMOHHOH ciokHOCTH [3, 4]. Kpome Toro, B paboTax [5-8] Obum
HCCIIEZIOBaHbl BO3MOXKHOCTH IIOCTPOGHHMS M OIEHKM KOMMYHHMKAI[HOHHOM CIIOKHOCTH (WIH
nmakoHWIHOCTH) cxeMbl PIR Ha omHOM cepBepe mpu MOMOIIM pPa3iIWYHBIX TEXHUK, B TOM YHCIE
roMmomopdHoro mudpoBaHus.

OnHako, ecnM paccMaTpuBaTh 3amady mnoctpoeHus PIR B mpexamonoxeHmn o TOM, 4TO
perumIpoBaHHas 0a3a JaHHBIX XpPAaHUTCS Ha OOJlake, TO OYEBHAHO, YTO HU BIAJAENEIl JaHHBIX
(monp30BaTENb), HU KIMEHT (MMEIOMNH OQUIHANBHBIN TOCTYN A MOMydIeHUs] HHGOPMAIUN U3
0a3bl JaHHBIX ) HE MOTYT KOHTPOJIHUPOBATh 001ako. Takum 00pa3oM, B 00Ta4HBIX HH)OPMAIIMOHHBIX
cucTemax B oTauuue ot [1, 2] Henmb3st 00ecTieYuTh H30JIUPOBAHHOCTD KOMUI pactpe/ieieHHON 0a3bl
JIAHHBIX JIPYT OT JPYra, TO €CTh Hellb3sl UCKIIOYUTh 0OMEH MH(pOpMaIMeil MexXay KOMUsAMH 0a3bl
JaHHbIX. KpoMe Toro, roBOpsi 0 XpaHEeHHMH M UCIIOJIb30BAaHUM KOH(HIEHIUAIbHOW MHOpManuy,
TpeOyeTcsl 3HaTh, SBJIAETCS JIM IPOTUBHUK aKTHBHBIM MJIM TTACCHBHBIM.

AKTUBHBIN IPOTUBHUK B 00JIaKe, KOTOPHIH CIIOCOOEH BMEIINBATHCS B X0 BRIIIOIHEHHUS IIPOTOKOIIA,
KaK TPaBWJIO, MOXKET OBITh BBISBICH JOCTaTOYHO OBICTPO IyTEM IOJHOTO aHajN3a Pe3ylbTaToB
BBIIIOJIHEHUSI TPOTOKOoa [9].

ITaccuBHBIN POTUBHUK, KOTOPBIA HAJCICH CIIOCOOHOCTHIO MOJIyYaTh HEKOTOPYIO HH(DOPMAIUIO O
IpoIiecce BRITOJIHEHHS IPOTOKOJIA, HO HE B IPaBE B HETO BMEIIMBATHCS, HE MOXKET OBITh OOHAPYKEH
Jlake IIPY NCYEPIBIBAIOIIEM aHAIN3€E Pe3yIbTAaTOB MHOTOKPATHOTO BBINOJIHEHHUS TPOTOKOJa. Takoi
NPOTUBHUK TPEJCTaBISET JaXke OOJIBIIYI0 OMACHOCTh, MOCKOJIBKY OH COOMpAaeT M aHaJu3HUpyeT
KOH(HICHIIHATbHYIO HH()OpMAIIHIO, He 0OHApYKUBas ceOsl.

1 00nmavyHbIX BBIYMCIICHAHN, HCCIIEOBAINCEH PAa3IMYHBIE BOSMOXKHOCTH peanu3anun. Hampumep,
peanu3zauusa npoctod cxembl PIR ¢ HeckolbkMMM cepBepaMy, OCHOBAHHOM Ha MOAXOZIE,
aHanmoruyHoM monxoay mnoctpoenus cucreM RAID (Redundant Array of Inexpensive Disks) c
M30BITOYHBIMEI MacCUBaMH Heloporux nuckoB [10]. B aTom cityuae kabIii cepBep XpaHUT TOIBKO
yacTh 0a3bl JaHHBIX, CEPBEPHI MOTYT OBITH ONPOLIEHBI TapasuienbHo. [Ipeanonaraercs, 4To He Bce
OHH BCTYNAIOT B CrOBOP, TOCKOJIBKY 3TH CEPBEPHI MOT'YT paboTaTh Ha pa3HbIX IuIaT(opMax WIiM oA
yIpaBIeHUEM Pa3IMIHBIX 00JIAYHBIX TIPOBAWICPOB.

Taxoke UccuenoBalich pa3InYHbIC METOMBI, Aenaromue npaktuaeckoe npumenenue PIR (CPIR -
computational PIR) s¢ddexrusnee. Hampumep, B [11] paccmarpuBanocs nBa merona. [lepBbiid
HarpaBjeH Ha 3((QEKTUBHOE MCIIOIb30BAaHUE LEHTPAIBHOIO Ipolieccopa cepsepa. Bropoit Meton
oCHOBaH Ha KoxupoBanum naHHeIXx PBC (probabilistic batch codes — BeposTHOCTHBIC HaKeTHBIE
KOJ/IbI) ¥ HCHOJB3yeTCs Il co3nanus cxemsl PIR, mpeanasHadeHHON A 00pabOTKH MHOXeCTBa
3anpocoB. Ha ocHoBe 3THX MeTom0B Obuta paspaborana 6muOimoreka CPIR — SealPIR, xoropas
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oObeaunsier Hambosiee S(D(EKTHBHBIH B BBIYUCIUTEIHPHOM OTHOmEHHW TmpoTokoa CPIR wu
IpeIaraeMblii METOJI CKAaTUsl 3aIIpOCOB, YTO YMEHBIIAET KOMMYHUKAIIMOHHBIE 3aTPaThI.

W3 mpakTHyecKuX peanm3annii Takxke cTouT oTMeTuTh MuchPIR — mownck wacTHO# mHbOpMAaIim
C WUCTOJNB30BaHHEM TOMOMOP(HOTO IMM(POBAaHHA, pEaTM30BaHHBINA Kak pacmupenue C/C++
Aggregate nna Postgres [12].

Takum oOpa3om, 3a Bce BpeMs m3ydeHHs mpoTokona PIR Oputo momydeHo 00mbIIoe KOJINYEeCTBO
PE3yNBTAaTOB AJIsl Pa3IMYHBIX YCIOBUI €ro MpUMEHEHHS.

Opnako, ecmu 0a3bl MAaHHBIX XPaHATCS Ha OONAYHBIX cepBepax, TO ycioBus 3amadan PIR
CYIIECTBEHHO U3MEHSIOTCS, U PAHEE M3BECTHBIC METOJBI €€ PEHICHHS HE MOAXO0AAT. UToObI HaliTH
pemenre 3amaun PIR B 00nayHOM BRIYHCIUTENHHON Cpele, MpeiaracTcs pacCMOTPETh HHYIO
MO/JIeTIb B3aUMO/ICHCTBUS yUaCTHHKOB IIPOTOKOJIA ¢ 6a30i JaHHBIX.

2. Cocmae modesu u nocmaHoeka 3ada4yu

2.1 CoctaB mogenu

Mopenb BBIYMCICHUH, B paMKax KOTOpOHl Mbl uccienyeMm oOnauHblii BapuaHT 3amaun PIR,
BKIIIOYA€T HECKOJIBKO Y4aCTBYIOIIUX B HEW MPOLIECCOB.

( L[]
Obnako

S 1]

Junep I:I
.
O

N A

Monb3oBaTesb KNneHTbI

Puc. 1. Cocmae mooenu
Fig. 1. Model components
1) O6mako. COCTONT U3 HECKOJIIBKHX CEPBEPOB, HA KAKIOM M3 KOTOPBIX XPAHUTCS KOITHSI OJHOMN 1
TOW >ke 0a3pl JaHHBIX. JTH KOIMH MOTYT OTIMYAThCS APYT OT Apyra HPU HCIOIBb30BAaHUH
pPa3IUYHBIX Kiouel MUQPOBaHUS OJMHAKOBBIX JMaHHBIX. OOJNadHbIe CEepBEPHI CIIOCOOHBI
BBINIOJTHATH JIFOOBIC BBIYUCIUTEIBHBIC ONEPAIlUH, MPHUCYIIUEC CHCTEMaM YIpaBJICHUS 0a3aMu
JaHHbIX. CyuTaeTcs, YTO 3TH CEpPBEPbl COEAMHEHBI MOCPEACTBOM HE3AIlMIICHHBIX KaHAJIOB
CBSI3U JIPYT ¢ ApyroM u jawiepoM. ITo 3TuM kaHaiam oONadHbIe CepBEphl OOMEHUBAIOTCS 10
3anpocy HMHGpopManueil (moiydaroT M mepenator) ¢ amnepoMm. OO6nadHble CepBepHl M BCE
MIPUMBIKAIOIINE K HUM KaHAJIBI CBSI3H JOCTYITHBI ISl CTOPOHHETO HaOIronaTens (IPOTUBHUKA).
2) Moab3oBaresib. XpaHUT JaHHbIE Ha oOnake. [Ipe/mnonaraercs,, 4To Ha 0OIaKe XpaHUTCS k KOTTHIA
6a3 maHHbIX. [ 3arpy3Ku TaHHBIX MOJIB30BaTeIh oOpamaercs K AUIepy, ¢ KOTOPhIM COCIIMHEH
3aIIUIICHHBIM KaHAJIOM CBSI3U. DTOT KaHaJ HEAOCTYIICH [T HaOMIOneHUS.
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3) Kamentsl. 3anpallidBalOT HEKOTOPYIO HMH(pOpMAnuio u3 0a3bl JaHHBIX. OOpamaroTcs Uit
BBIIIOJTHEHHS 3anpoca K auwiepy. C IuiepoM COeINHEHb! 3aIUIIeHHBIMYI KaHAJIaMH1 CBSI3H.

4) unnep. Haxoaurcst BHe o6aka, IPOTHBHUKY HEAOCTYICH. JJUIep MMEET 3aIlUIICHHBIC KaHAJIbI
CBSI3M C TIOJIb30BaTeNIeM M KiMeHTamMH. KaHan CBSI3UM ¢ 0OJIakOM SIBIISIETCSl HE3aIIMIICHHBIM.
O0ObeM naMsTH Juiiepa st MOCTOSTHHOTO XpaHEHHS TAaHHBIX MPEHEOPERMMO MaJl [0 CPaBHEHUIO
¢ n. OyHKUMYU quiepa:

ayTeHTU(QHUIUPYET MOITB30BATENS U KIINEHTOB;

MOJTy4daeT OT MOJIb30BaTe sl JaHHbIE JUIs pa3MellIeHHs Ha 00JIaKe;

reHepHupyeT KiIouu mudpoBanus/pacirndpoBaHus;

OCyIIeCTBIIIeT OOMEH JaHHBIMH ¢ 00JIaKOM B IIPOIIECCe pa3MeIleHHs TaHHBIX Ha O0JlaKe

B Iporiecce 00pabdOTKH 3arpoca;

e  BEHINONHSCT MU(PpOBaHNE/pacHpOBaHIC;
®  [IPOM3BOAUT COPTHPOBKY MIU(PPOTEKCTOB.

Mopenb paccMaTpUBaeTCsl B MPEATIONOKESHIH, YTO Ha 00JIaKe MMeeTcsl MPOTUBHMK, KOTOPBIH HE

BMEIIIMBACTCS B BHIIIOJHEHHE KPUNITOrpadhHYecKoro NpoTokona. MimeeT noctym k 06ase TaHHBIX Ha

obnake, K KaXKI0H ee KOITUH, K KaHaJIaM CBsI3H Ha o01ake. MoXkeT co31aBath (habLIIMBBIX KJIHCHTOB,

paboTaronux mo npotokoiy. TakuM o6pa3om, 3apoc K OJHON U3 KO 0a3 JTaHHBIX CPAaBHUBACTCS

C 3ampocoM K JpPYyrod KoOmuu Oa3bl JaHHBIX W COOUpAETCs CTaTUCTHYCCKas WH(OpMaIus.

[IpoTHBHUK HE UMEET JOCTyMa K TUIIepy.

[ox yrpo3oii 6yaem HOHUMATh yraJblBaHHE HCXOIHOTO HOMepa OuTa, 3arpalliBaeMoro KIHSHTOM

B 06a3e JaHHBIX.

ATaKa BKJIIOYaET B ceOs:

1) Co6op unbOpMAIMK TPOTHBHUKOM B oOnake (HaOIr0AeHHEe, COOP CTATHCTHKY U aHAIIU3).

2) QanpmuBBIC KIMEHTH. Takue KIMEHTH C MOMOIIBIO CIEAyIoLeHl Npoueaypsl MOTYT
c(opMHpPOBaTh IPOU3BOJIEHOE YHCIIO 3AIIPOCOB, YTO MO3BOJIUT B KOAIUIIUH ¢ 00JIaKOM coOpaTh
Y [IPOaHAIN3UPOBaTh HH(OPMALIUIO [UIst Bceil 0a3bl TaHHBIX.

2.2 NMocTaHOBKa 3a4ayu U YyCNoBHble 0603Ha4YeHusi
Wmeetcst 6a3a qaHHbIx — OuHapHast ctpoka X = (X, ..., X, ) JJIHHBI N.

KnueHT X0o4eT Mmojay4uTh OJUH OUT MH(POPMAIMU X;C HOMEPOM | U3 6a3bl JaHHBIX X Tak, 4TOOBI
MPOTUBHUK HE Y3HAJI HUYETO O TOM, C KaKOW MO3UIUH [ OBLT 3arpoIieH OuT.

Bynem pasmemniate Ha obnmake k xormit 6a3 maHsbIx (k = 2). [lyets k = 29rned > 1. Bes norepu
d d n
oOuHoCTH TIpeanonaraercs, 4ro n = %, 1o ectb, d = log,k ul = Yn. Ilycrs L, = T

Tax xak | = Yn, 1o Ly, =1 nnn % > [, 4to sKBUBaNeHTHO N = [2. YunursiBasg, uto n = [%, otciona
cneayet,utod = 2 uk = 4.

IIycte X — 37eMeHT rpynusl Z,, a K, Kope, Kgore — Kitoun mugppoBanus u pacumpposanus, alg -
anroput™ mupposanust unu pacumdposanus, h € {1, ..., k} — HOMEP COOTBETCTBYIOIIEH KOMHU
6assl qanubix. DEnc(x, K, alg, h) - pyukuus oxsosHaunoro mudposanus. REnc(x, Ky, alg, h)
u RDec(x, K¢, alg, h) — GyHKIHE BEPOSTHOCTHOTO MIHU(DPOBAHUS U PACIIA(PPOBAHHSL.

3. PasmeuweHue 6a3bl OaHHbIX Ha ob1ake

3.1 NpepBapuTenbHbie 3ameyYaHus

JI1st IpOCTOTHI U3JI0XKEHUS OyIeM CUUTATh, 9TO 06a3a JaHHBIX 3arPyKaeTCsl OJTHUM TOJb30BaTEIEM.
IIpeamonaraeTcs, 4TO MOCHE 3arpy3ku 0a3a NaHHBIX HE MOXET ObITh M3MeHeHa. Taxke Oynmem
paccMarpuBaTh CIydaii 3arpoca OJHOTO OurTa.
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Ha HayanpHOM 9TaIie ojab30BaTelb IPOU3BOAUT 3arpy3Ky 0a3bl JaHHBIX. OH 00panaeTcs K JUepy.
Junep 1OpOBOOMT  ayTeHTHU(UKALUIO IOJb30BaTeNd. ECIM  ITOJHOMOYMS — IIOJIB30BATels
MOATBEPIKACHBI, TO TIOJIH30BATEIb MOXKET MepeiaBaTh HHOOPMAIIUIO AHIIEDY.
[IpenmnonaraeTcsi, 4YTO KaHAIBl CBSA3M C JUJICPOM 3alLIMIICHBI, IOTOMY IIOJIH30BATENb HEpeacT
JaHHbIC B HE3aITU(PPOBAHHOM BH/IC.
IMoctpoum matpuity M (pasmepa n X d)

MMy 0 Myg

M= . . .

Mp1Mpz 0 Mpg
¢ TOMOIIBIO cienyromei mpouenypbl. CTpoka ¢ HOMepoM i MaTpuibsl M HMeeT BUA: B MEPBOM
cTonbie m;; CTOUT HOMEp i, B ocTalbHbIX d — 1 cToNOIax — pa3nu4YHbIC HATYPATbHBIC YHCIA U3
orpe3ka [1,n], KOTOpble CreHEPUPOBAHBI MPH MOMOIIM MAaTYMKA TMICEBIOCTYYailHBIX YHCEN
PRNG(db,i) u He paBHsie i.
JIist MHUIMATH3aUK JaTYHKa CIYJaifHBIX YHCEN 3aIar0TCsl [Ba mapamerpa. I[lepsorit mapamerp db
COOTBETCTBYET KOHKPETHOMU 0a3e maHHbIX X = (Xy, ..., X,) U XPAHUTCS BCE BPEMs CYIIICCTBOBAHHS
9TOW 0a3bl JaHHBIX. BTOpO#l COOTBETCTBYeT 3ampaliiBacMOMy HOMepy OHTa i. DTH mapameTpbl
00€eCIIeUnBAIOT MOBTOPSACMOCTD IATIUKA MICEBAOCTYYalHBIX YHCEIL.
Crpoka Marpuibl M JODKHa coiepXaTh pa3iuyHble 4uciaa. Ecom npH  reHepanuu
TNICEBIOCITyYalHBIX YUCEIT IUIsl CTPOKH MaTpuilbl M Toiy4aeM 4rciio, KOTOpoe ObUIO CreHEpUPOBAHO
panee, natunk PRNG(db,i) 3anmyckaercs 1o Tex mop, moka He MOJy4HM YUCIIO, KOTOPOE He OBLIO
creHepupoBaHo paHee. Takum o6pa3om, cTpoka MaTpuLbl M Oyaer comepkaTsb d pa3inuYHbIX YUCEI.
PasHbIe CTPOKHM MOTYT COAEpKATh OAMHAKOBBIC Yucia. [loMumo storo, Tpedyercs, YToObl AaTYHK
nceppocmydaiinpix grcen PRNG(db,i) mo3Bosisiia 661 BOCCTaHOBHUTH JIF00YI0 CTPOKY Marpuiisl M.
Toraa nmunepy HeT HEOOXOIUMOCTH XPaHUTh MAaTpHIy M B mamsTH.
dopmupoBaHue MaTpHIbl M MPOUCXOMUT CIACAYIOMIAM 00pa3oMm.
IMoctpoum | mHTEPBAIOB, B KOTOpPBIE MOMAYT BCE N 3JIEMEHTOB:
[LL,) [Lp+ 12 Ly, o, [A—=1) - L, + 1,1- L,
Yucno 31eMEeHTOB B KaXXJIOM HHTEpBalie Lp = % PaccmoTpum, Hampumep, nepBbI MHTEpBAI U
MnepByl0 CTpoky, To ecth i = 1. Jlarumk nceBmocnyuaiipix uucen PRNG(db,i) renepupyer
CllyJaiiHbIe YKCNIa B THAaria30He [2, Lp]. Yuca B CTPOKE pasiudHel, Beero momydaem d gucen. Ona
COCTOHUT M3 JIEMEHTOB, My, My, .., Mg (Myy = 1, 3HaAYEHHS BCEX ITUX DIEMEHTOB IONAAAIOT B
uana3soH [1,Lp].
[Hanee i KaXI0OW CTPOKM M3 IEPBOr0 MHTEpBasa BbIUMCIAETCA [ — 1 CTPOK, MpHHAIISKAIINX
JOpyruM uHTepBasiaM. Ha ocHOBe Ka)KIIOH CTPOKH M3 NMEPBOTO MHTEPBAJIa TEHEPUPYETCs O OJHON
CTPOKE UISl KaXIOr0 M3 OCTABIIMXCS HWHTEPBAJIOB. DTH CTPOKH 3aIONHSIOTCS 3HAYCHUSIMH IO
ANTOPHUTMY, TIPEJICTABICHHOMY HIXKE.
[Janee oCyIIECTBISETCS MEPEXOA K CIEAYIOIIeH CTPOKe MEepPBOr0 HMHTEpBAAa W aJrOPUTM
noBTopsiercsi. To ecTh A1 CTPOK ¢ HOMEpamu [ € {1, ...,Lp} (dhopMupyeM COOTBETCTBEHHO 110 [
CTPOK TSI K&KIOM CTPOKH I.
Chopmupyem BekTop-cTonbel b, cocTosmuii U3 pasnuyYHBIX CIyYalHBIX HATYPAIbHBIX YHCe by,
3HAYCHUSI KOTOPBIX JIKAT B JHAITA30HE [1, Lp], m € {1, ...,1}. Yucna b,, reHepUpPYIOTCS AaTYHKOM
nceBocydaiiHeix uucen. Ha Bxon matunka PRNG2(db,m) momaercst HoMep MHTEpBana m, s
KOTOpOro Beluucisercsi b,,. Bekrop-cronben b BoccranaBnuBaeTcst Kaxablii pa3 OJMHAKOBO.

XpaHUTh BeKTOp-cTO0en D HeT HEoOXOAMMOCTH, MOCKOJIbKY MPH OJMHAKOBOM HAyalbHOM
3HAYCHUH IapaMeTpa M IaTIuK cpabaThIBaeT OAMHAKOBO.

3.2 Anroputm nocTpoeHnsa matpuubl M

Ha Bxon anroputma nojaercs: Ly, l, d.
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for i« 1 to L, do
/* mpu moMouM OaTuuka [NCEeBIOCIHyJalHux umcels PRNG(db, 1)
TeHepupyeTcsa I-d CTPOKa NepBOTO MHTepBaja */
for m«2 to [ do
z < 0 /* mHyumanuszauusa TIJI0O0AJIBHOM MEePEeMEeHHOM */
for j«1 to d do
/* Opy IoMOWM IOaTuMKa [ICEBIOCJYUYAMHEIX UMCeTl
PRNGZ (db,1) reHepupyeTrca bi*/
a« (ml-j - bl)mode
/* IIpM IDOMOIM »OaTdMKa HCeBHOCJ’Iy‘—IaﬁHBIX uuncersl
(db,m) rvenepupyetcsa by, */
¢ « (a+ by)modL,
if ¢=0 then
ceL,
yely-m=—1+c
if j=1 then
zZe<y

mzj =Yy
B nukie 1o i mocnenoBaTenbHO FeHEPUPYIOTCS Ly, CTPOK, T/Ie HEPBBIM JIEMEHTOM SIBIIAETCS HOMED
CTPOKH [, a ocTanbHble d — 1 3JIEMEHTOB OTIIMYHBI OT | ¥ Pa3IUYHBI MEKITY COOOH.
Jnst KaXKao# U3 9THX CTPOK 110 MPUBEICHHOMY BBIIIC aJrOPUTMY B IIMKIIE IO M reHepupyrores -1
CTPOK JJIs HHTepBaJoB ¢ Homepamu ot 2 110 |. Kaxxnast u3 popmupyemsix |-1 cTpok nomnazmaet B cBOi
UHTEpBaIl. B KaX/1b1il MHTEpBAaJ [I0IIA1aeT POBHO OJIHA CTPOKA.
Bce aneMeHTHI i-ii TeHepHpyeMOW CTPOKH pasyiMyHbL EciaM DaTd4uk NCEeBROCITydYalHBIX YHCENT
PRNG(db,i) renepupyer 4ucio, KOTOpOE BCTPEUYAlOCh paHee B ATOil CTPOKE, TO TeHEpUpPYETCs
CIIEIYIOUINH 3JIEMEHT /10 TeX IOp, TOKa He IOJIyYUM 3JIEMEHT, HE COBIAIAIOIINI C MPEIbIIYIIIUMU.
Takum obpasom, Ha i-m mare (i € [1, Lp]) aTOpUTMa BBIYKCISETCS | CTPOK, mpHyeM mepBoi
¢dopmupyercst i-s ctpoka matpuikl M. Octanbhbie -1 ¢Tpok momagarT cirydaiHeIM 00pa3oM B
pa3nIyHble MHTEpBaJbl (110 OZHOW CTPOKE B MHTEPBAJT), B 3aBUCUMOCTH OT 3HAUCHHsS BEKTOpa-
cronbua b. BekTop-cTonber b mo3Bonser BEIYUCIATE HOMEPA CTPOK B KKAOM HHTEpBalie HE 110
ynpolenHoi popmyne y = L, - (m — 1), 4To 1m03BONMMIO ObI MPOTHBHMKY JIETKO ONpENETHTH
HOMEpa CTPOK B KaKJOM WHTepBaie. briaromapsi BeKTopy-cTondiry b HOMep CTPOKH B KaXIOM
MHTEPBAJIC OTPEIEIISETCS CIyYaiHBIM 00pa3oM.
[ockonbky Matpuia M TpeOyeT [uisi XpaHeHHs! 3HAUYUTEILHOTO 00beMa MaMsITH, JUIep He XPaHUT
MaTpuiy M. DnemenTsl MaTpuilsl M, KoTophle TPeOYIOTCS ISl BRIYUCIEHUS, (GOPMUPYIOTCS MPH
NOMOIIM JaTdhKa nceBocaydaiinpix ancen PRNG(db,i). Jlatuuk rniceBmociydaifHbIX YHCeN TPH
OIMHAKOBOM MWHUIMANHM3allMM TEHEpPUpPYeT OJMHAKOBYIO IIOCIEIOBATEIBHOCTh YHCET H
BOCCTaHOBJICHHE i-Of CTPOKH MaTpuibl M BO3MOXHO.

3.3 NoctpoeHue matpuubl G

[MocTponm mMatpuny G, pazmepa n X 2

911912

G — : H
In19n2

[epBsiii cronber MaTpuibl G reHepUpyeTcst Kak ciydaiiHas MOC/IeI0BaTeIbHOCTh U3 371eMeHTOB ()

ul.

Bo BTOpOI#i cToNbEI MOMECTUM KOPPEKTUPYIOMIHE OUTHI C TOMOIIBIO CIEAYIOMIET0 ITOPUTMA.

Kaxxnas crpoka marpuibl M coctouT u3 d uncen. Kaxaoe 4icio MOXKHO paccMaTpHBaTh Kak HOMep,

KOTOPOMY TIOCTaBJICH B COOTBETCTBHE CIyIallHBIM 00pa3oM BEIOPaHHBIA OWT g1 .

Ionoxum:
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Jiz =69?=1 Gmij1 @ x; , Tme m;; — ameMeHTHI i-if cTpoku MaTpuibl M, a x; — 3MeMeHT GuHapHOH
ctpoku X = (x4, ..., X, ) IJIHHBI N,

Torna:

X 2693'1:1 Im;j1 D 9:2-

Jlunep ocyliecTBIsieT MOAJIEMEHTHOE InudpoBaHre MaTpuubl G Juis OTIpaBKHM ee Ha 00JaKo.
[udpoTeKkcTsl, MONYyYSHHBIE U3 DJIEMEHTOB MaTpuilbl G XpaHsaTcs Ha obOnake. IIpu XxpaHeHuu
MaTpuilsl G Ha o0make IJIs JOCTYTIA K €€ CTPOKaM OyAeM HCIIONB30BaTh MU(PPOTEKCT, ITOTyICHHBIH
13 HOMEpa CTPOKH.

ndpoTexcThl HOMEPOB CTPOK MaTpuIlsl G Oyaem paccMaTpuBaTh Kak yKa3aTeln Ha IMH(PPOTEKCTHI
€e CTPOK.

3aMeTHM, 4TO MOCKOJIBKY B JAJIbHEHIIIEM pacin(ppoBKa IU(PPOTEKCTa HOMEpa cTpokH MaTpuipsl G
HE BBIMOJHSIETCS, B KaYeCTBE ANTOPUTMA MIM(POBAHUS MOXKHO HCIOJIb30BaTh OIHOCTOPOHHIOK
oyukuuro  DEnc(x,Ke,., alg,h), tme K,,. SBIsSEeTCS apryMmMeHTOM OTOW GyHKIuH. s
BO3MOXKHOCTH IMTOUCKA 10 0a3e JaHHBIX OJHOCTOPOHHSS (GYHKIHS JODKHA OBITh OJHO3HAYHOM, TO
ecTb 0e3 KOJUTH3HH (Pa3IMYHbIM OTKPBITHIM TEKCTaM COOTBETCTBYIOT PAa3IMYHbIE IU(PPOTEKCTEHI).
Jus mmdpoBanust Matpunbl G HCHONB3YyeTCsl BEPOSITHOCTHOE MindpoBaHue. Jlunep npuMeHseT
BEPOSITHOCTHOE  IIU(poBaHHe/paciiupoBaHre 3Ha4YeHUs. BeposTHOCTHOEe — IIU(pPOBaHHE
MO3BOJISCT JUIA MCXOMAHBIX 3Ha4deHu#t 0 wim 1 momy4uTh pa3nudHbie MH(POTEKCTHI B Clydae
OAUHAKOBBIX UCXOJHBIX 3HAYEHMH.

3.4 PasmewieHune k konun 6a3bl AaHHbIX Ha obnake

st pasmenienns K koruit 6a3sl JaHHBIX Ha OOJaKe AUIep TreHepHPYeT:

1. kxmoueit K(h)(h € {1, ..., k}) nns mmdposanus Homepa CTpoKu Marpulisl G (OJHOCTOPOHHASA
(hyHKIHNS) IO OTHOMY ISl K&XKIOH KOHH 0a3bl TaHHBIX;

2. k map wmoueir Kypo(h) wu  Kgee(h), tme he{l, .. .k}, s BeposTHOCTHOTO
mMgpoBaHus/pacinpoBaHus 3HaUCHUI CTPOK Marpulbl G, 110 OHOW Hape JUis KaXJ0H KOUU
6a3bl JaHHBIX.

Jlunep mmdpyer Homepa ctpok matpuisl G crenepupoBannbiMu kmogamu K(h)(h € {1, ..., k}).

Hunep muppyet Matpuiry G cBOUM HaOOPOM KITFOUEH TS KaXKIOW KOTHH 0a3bl TaHHBIX.

O6o3naunm uepes Ggn.(h)(h € {1, ..., k}), marpuny, rae mepsoiii cronben — 3ammppOBaHHBIE

HOMeEpa CTPOK MaTpuilsl G, a BTOPO# U TpeThil CTONOIBI — 3armudpoBaHHbIe CTONOIBI MaTPHUIlbl G

st K kormit 6asel maHHBIX. TakuM 00pa3om pasmep Matpuisl G, . (h) pasen n X 3.

Jlunep oCyLIECTBISIET IEPECTAHOBKY CTPOK MaTpull G, (h) (h € {1, ..., k}) nmyTem copTupoBku ux

o 1 crosbiry u nepempaet MaTpuilbl G, (h) 06naky. 310 HEOOXOAUMO, YTOOBI CKPBITH HCTHHHBIH

MOPSIIOK HOMEPOB YISl KAXKI0H Komuu 0a3bl JaHHbIX. [I0CKOJIBKY JUIs KaX /101 KoUK 0a3bl JaHHBIX

HCTIONB3YeTCs CBOM KITFOY MIH(POBAHUS, OPSAAOK CTPOK MATPHUI] OyIET Pa3ITUIHBIM.

Jlyist BBIMOSTHEHUsI K(POBAHUS U MOCIEAYIONIEH MePeCTaHOBKU JTUIepy TpeOyeTcs UMETh 00beM

MaMsITH, TOCTATOYHBIHN JIJIsl XpaHEHUs] OJTHOM 0a3bl MaHHBIX. [Ipu 3TOM mpeamonaraeTcsi, 4To TUIep

paboTaeT ¢ HECKOJIBbKMMH 0a3aMK JaHHBIX M BCE 3TH 0a3bl JAHHBIX OJTHOBPEMEHHO JIHJIEp HE XPAHMT.

Tak kaK Matpuibl G, (h) XpaHaTcs Ha 00JaKe, MOCIE 3arpy3Ky 6a3bl JaHHBIX HA 00JaKO IaMSATh

JIUIIepa O4MIIAeTCs A7t pabOoTHI CO CIeAyIoIIeH 0a30i JaHHBIX U B IAMSTH AUJIEPa OCTAIOTCS TOJIBKO

KJIFOUH.

B npuBeieHHOM HMKE aNrOpUTME JMjep AOJDKeH BeINONHATH llaru 4-6 s kaxmoi Konuu 0a3sl

JaHHBIX TTOCJIEA0BaTEIbHO. IHaYe eMy NPUIETCs XPaHUTh B MaMsATH Bee K kormil 0a3bl JaHHBIX, YTO

MPUBOJMT K OOJBLIMM pacXojiaM MaMsITH.
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3.5 OnucaHwme anroputMa 3arpy3kum AaHHbIX Ha ob6nako

Hlar 1. Tlome30BaTens mepenaeT JUIepy IMOyYeHHBIH MacCHB HOMEPOB OWTOB W 3HAYCHHMH, T.C.
maccuB X = (X, ..., Xp,). Jwiep ayreHTHOUIMPYET HOIB30BATEINS U IPUHUMAET JIAHHBIE.

Mlar 2. unep ¢popmupyeT Matpuiy G = ||gij||, riei=1,..,n,j =12

Iar 3. Tunep renepupyet kimoun K (h), Koo (h) v K4 (h), tne h € {1, ..., k}.

Kitou K (h) (peamusyrommii 0JHOCTOPOHHIOK (QYHKIINIO) TPEAHA3HAYECH JUTS MIH(PPOBAHUST HOMEPa
CTpOKH MaTpHIbI G.

Otkpoithiii K., (h) wu cekpernbiii Ky, (h) Ximoun TpeqHasHa4eHbl Ui BEPOSTHOCTHOTO
mugpoBanust/pacinppoBaHus 3HAUEHUH cTONIOOB MaTpuIs! G.

Ilar 4. JTuep mmdpyer kaouom K (h) nomep crpoku matpuist G DEnc(g;,, K(h), alg, h), tme
i=1,..,n, he{l,..,k} u monydaer mUPPOTEKCTHI, SBISAIOMIUECS YKa3aTEIsIMH HA CTPOKH
MaTpuisl G.

Junep mudpyer kiawdoM K, (h) cronbusl mMatpunsl G: REnc(gl-j, K.n.(h),alg, h) rae i =
1,..,n,j =1,2,h € {1, ..., k} u nony4aer mudpoTeKCTh, COOTBETCTBYIOIIHKE DIEMEHTAM CTOJIOLOB
Marpuipl G st Kax 101 Konuu 0a3bl IaHHBIX.

Iunep noayyaer Marpuny Gen.(h), rne h € {1, ..., k}.

Iar 5. Marpuny G,,,.(h), rae h € {1, ..., k}, 1unep copTUpYET 10 IEPBOMY CTOJIOLLY.

Iar 6. {uep 3arpyxaer marpuny G,,.(h), tne h € {1, ..., k} Ha o6nako.

Hlar 7. llaru 4-6 auiep BBHITTOTHSET B IUKIIE IS KAXKITOH KOITUH 0a3bl JAHHBIX M.

Yucno muppoTeKCTOB, NEpeAaHHBIX KaXKI0U U3 k Komuii 6a3bl TaHHBIX paBHO 3n.

4. OnucaHue ebINoJIHeHUs afizopumma 3arnpoca KiueHma dunepOM

4.1 Ucnonb3oBaHMe MHOXeCTBa HOMEPOB B 3anpoce AN COKPbITUA
HoMmepa i

IlycTb KNHMEHT UHTEpECYETCs INEMEHTOM X; € X.

C menbio COKpBITHSI HOMEpa, 3alpaliiBacMoro KJIMEHTOM, 3ampoc auiepa K o0naky Oyzxer
(hopMHUpOBaTHCS KaK MHO)KECTBO HOMEPOB.

[NockonbKy mpejmoiaraeTcsi Hajuuyue (ajblUIMBBIX KIMEHTOB, 3alpallMBaIOIINX KOHKPETHBIN
HOMep, 3ampoc OyJeT BBINOJIHEH CIEAYIONMM 00pa3oM: Jwiep IepenaeT B 3ampoce K 00iaky He
TOJBKO 3TOT HOMep (B 3amm(poBaHHOM BHAE), a TAK)KE€ MHOXKECTBO HOMEPOB, COAEPKALINX
3anpanuBaeMblii HOMep.

Hanomnum, uto otpesok [1,n] pasdusaerca Ha | uHTepBanos no Ly, =% 3JIEMEHTOB B KaXI0M
UHTEpBAJIE.

o mocTpoenuo MaTpuisl M KakI0# CTPOKE | COOTBETCTBYET SIMHCTBEHHAsI CTPOKA U3 MEPBOTO
uHTepBaa. COOTBETCTBEHHO, KAXKAOMY 3JEMEHTY M;; MaTpumbl M COOTBETCTBYET CTpOKa H3
MIepBOro MHTEPBaIIa, o KOTOPOi i-st cTpoka Oblia moctpoeHa. TakiuM 06pa3oM, Mo CTPOKE | MOKeET
OBITH MMOJTHOCTHIO BOCCTAHOBIIEHA HCKOMasI CTPOKa M3 epBOro HHTepBaja. [locie BoccraHOBICHHS
CTPOKH M3 MEPBOTO MHTEPBAa [0 AITOPUTMY MOCTPOCHHS MATPHILBI M MOYKHO BOCCTAHOBHUTH T¢ |-
1 cTpok, KoTOpBIe (POPMUPYIOTCS HAa OCHOBE MCKOMOW CTPOKHM M3 IepBOro MHTepBasia. CTONOLEI
3THX BOCCTaHOBIEHHBIX | cTpoK GopmupytoT MHOXkecTBa Set;;, j = 1, ...,d.

Jus 3anpammBaeMoro i-ro Oura guiaep (GOpMHPYET MHOXECTBO HOMepoB Set; =U Set;
cozepakariee i-10 CTpoKy Matpuis M.

Junep mm¢pyer u ornpaBisier o0JlaKy 3ampoc, BKIIIOYAIONIMKA B KadyecTBE IapamMerpa 3To

MHOXecTBO. Jlajee mocie oTBeTa o0Jiaka, JUep MOJTyYaeT B Ka4ecTBE OTBETAa TaK)KE MHOXKECTBO
3HAYECHUH.

j
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Jlnst mocTpoeHnsT MHOXKeCTBa Set; MCIOJIB3yeM CIEAYIOLIYIO IPOLEAypY, KOTopas OCHOBaHA Ha
BoccraHoBieHuu | ctpox Marpuusr M. st BOCCTaHOBIICHHMS CTPOK MaTpuibl M 110 aeMeHTy m;
HEOOXOAUMO HAWTH:
e  IIOPSIOKOBBIA HOMEp MHTEpBaia (W), B KOTOPBIH IOIIAJ 3TOT 3IEMEHT [UIS OIPeIeICHHS IIEMEHTa
BEKTOpa-cTondua by,;
®  MOPSIIKOBBIA HOMEp AJIEMEHTA B HHTEPBAJIC AJIs BHIYUCICHHS YKCIA d;
®  TMOPSIKOBBIA HOMEp JJIEMEHTa, COOTBETCTBYIOIIETO SJIEMEHTY M;; B IMEPBOM HHTEpBale,
MOCKOJIBKY BOCCTAHOBIICHIE MATPHUIIbI M BBIMONHICTCS Ha 6a3e CTPOK MEPBOTrO HHTEPBAA.
[Ipusenem m;; (HoMep wmckomoro Owura) mo monymo L,. OGozHaunm uepes r = m;; modL,
pe3ynbTaT IPHUBEICHUS.
Omnpezensercs HOMEp HHTEPBania, B KOTOPBIHA MOMAIO0 YUCIO M. 1o onpeneneHuo MaTpuisl M
HOMEp HHTEPBaJIa OIPEACISIETCS] HHAEKCOM .
mil - 1
w=|— +1
P
3ametum, uto w € {1, ..., [}. TTonoxum
, r,ecaur + 0
My = Ly, ecinr =0
HOPSAIKOBBI HOMED B UHTEPBAJIE.
Hycts a = (mj; — by,)modL,. B 3Tom cirydae HoMep CTPOKH i’ B IEPBOM HHTEpPBAJIE BBIYHCIIAETCS
no dopmyne i’ = (a + by)modL,, ecnu i'=0, To i'=L,. Jlng HOMEpa CTpOKM i’ TpHM MOMOIIM
naryuka riceBpocmydaiubix uucen PRNG(db,i) momyuum d-1 pasmmumeix umcen ot 1 mo L,
aHAJIOTHYHO TOMY, KaK CTpomiIach matpuia M.
Jlist Homepa CTpoku ' U3 mHama3oHa [1, Lp], 10 aHAJIOTHU C AJITOPUTMOM T'eHepaluuu MaTpuisl M,
noctpomM |-1 cTpok.

Cronbuamu 3tux | cTpok OyayT mMHOXecTBa Set;;,j = 1,...,d, TJIe MHOXECTBO Set;; COACPKUT

ijr
3JICMCHT M.
MoniHOCTE MHOMKECTBA |S et; ]-| paBna |. CiieoBaTebHO, MOIIIHOCTE MHOXKeECTBa |Set;| He Goee [ -

d.

4.2 OnucaHue anroputTmMa NoCTpoeHMA MHOXecTBa Set;

Ha Bxoj anroputma mogaeTcsi HoMep 3ampammBaemMoro 6ura i. Ha Beixoqe anroputm GpopmMupyet
MHOXECTBO Set;.

Ilar 1. [lunep HaXOAUT HOMEp MHTEpBaia W, B KOTOPBIH MOMAa HOMEp 3ampaiinBaeMoro outa i u
€ro TOPSIKOBBIA HOMEp B 3TOM HHTEPBANE 1M}, .

Ilar 2. Jlumep HAaXOMWT YKHCIO A JUISI HOMEpa WHTepBajda W, Kyaa Moman Homep ii a =
(m{y — by,)modL,.

I ar 3. Jlustep HaX0/UT HOMEp CTPOKH i’ B manasone [1, Lp] no dopmyne: i’ = (a + by)modLy,
ecmn i'=0, 10 i'=L,,.

Ilar 4. Jlunep mpu NOMOINM JaTduka nceBrocnydainbix uncen PRNG(db,i) BoccranasimBaer

crpoky marpuisl M st Homepa i, cocrosiiyo u3 d pa3iInyHbIX HATYPAIBHBIX YHUCEIT, AHAIOTHYHO
ANTOPUTMY ITOCTPOSHUS CTPOKH MaTpuIls M.

Hlar 5. [lunep cTpout MHOXecTBO: Set; =U Set;;,rnej =1,...,d m.

JE
4.3 3anpoc KnueHToMm i-ro 6ura. NMpeasapuTenbHble 3aMevyaHust

3anpoc KIIMCHTAa Ha IIOJYYCHHMC JAaHHBIX MNOCTYIIACT OJUIICPY. I[I/mep IIPOBEPACT MNOJHOMOYUSA
KIIMCHTA WU, €CJIN OHU IMOATBCPKACHBI, TO BBIIIOJTHCHUEC 3a11pOCa 6yI[CT CAaHKOUOHHUPOBAHO.
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IIpotnBHUK B oOmake coOMpaeT CTATHUCTHKY 3ampocoB. Takke TPeNoyaracTcsi HaJlMdue
(hanpIIMBBIX KIMEHTOB, KOTOPBIE MOTYT BCTYNaTh B KoaJumuio ¢ obmakom. [lostomy mmiep
CKpBIBAeT 3alpaliiBaeMblii KIIHEHTOM HOMEP Cpell MHO)KECTBa HOMEPOB.

Ipu 3ampoce KIMSHTOM i-ro OUTa JuIep CTPOUT MHOXKECTBO Set;, KOTOPOE COACPIKUT DIEMEHTHI |-
it crpoku Marpuusl M. HammomuuM, 910 B I-if CTPOKE DJIEMEHT My SBISIETCS HCKOMBIM HOMEPOM.
MHuoxecTBo Set; sBIsSeTcS H30BITOYHBIM, YTOOBI CKpPBITh OT MNPOTUBHHMKA HH(OpMaNUIO O
3arpammBaeMoM OuTe.

[Ipu renepanuu MHOXecTBa Set; Awiep NHPH INMOMOLIM JaTYMKA IICEBAOCIYYalHBIX YHCEN
PRNG(db,i) BoccranaBmuBaet i-t0 cTpoky Matpuisl M, cocTosiyio u3 d pa3anvHbIX HATYPaTbHBIX
YHCell.

W3 MHOXeCTBa 3IEMEHTOB Set; TOJBKO 3JIEMEHTHI i-if CTpOKK MaTpuibsl M HYXKHBI AWIEpy UIS
HOJIY4YCHS 3HAYCHHUS i-TO OHTa.

HanomHuuMm, 4to hu3nuecKu B 00aKe XpaHsTes Matpuibl Ge,(h), h € {1, ..., k}. Crpoka marpuiipl
Gene(h) cocrout u3 muQpOTEKCTOB HOMEPa CTPOKH, MPOU3BOIBHOTO M KOPPEKTHPYIOIIETO OUTOB.

Pazo0peM MHOKECTBa Set; Ha HETIEPECEKAIOMINECs OAMHOXKECTBA.

Jnist Kaxkioro aeMeHTa MHOXKECTBa Set; ciydaifHO U paBHOMEPHO BHIOUPAETCsl HOMEP KOMUH 0a3bl
JaHHBIX. Bee anmeMeHTs MHOXKeCTBa Set;, T KOTOPBIX BbIOpaHa Komus 6a3sl JaHHBIX h, 0003HAYNM
yepe3 MHOXKeCTBa S etfl, rae h € {1, ...,k}. OdeBHOHO, YTO MHOKECTBA Setf1 HE IEpECeKarTCs
MeXay coOOMH, TOCKOJIBKY BCE ASJIEMEHTHI MHOXECTBa Set; paslMuHbl M KaXIOMY O3JEMEHTY
CTaBUTCA B COOTBETCTBME POBHO oimH Homep h. OGbemuHeHMe MHOXecTB Set! comepxur Bce
3JIeMEHTHI MHOXKECTBA Set;, To ecTh Set; =U Set? rne h € {1, ..., k}.

Jlaee Kkakaoe MHOXKecTBO Set! mmdpyercs xmodom K(h), momydeHHble IMH(MPOTEKCTHI

COPTHPYIOTCS JUIS KakAOro MHOKeCTBa Set! oThenbHO. B pesysibTaTe MOTYdMM MHOKECTBA
Set e

; — 3amK(ppOBAHHBIC COOTBETCTBYIOMUM KiifodoM K (h) 1 3aTeM OTCOPTHPOBAHHBIE.

enc(h
I[J‘IS[ KaXXJ10ro MHO’KECTBa Setl- " HCXOAHOMY HOMEPY ounra 6y£[€T COOTBETCTBOBAaTh HOMED

mHU(POTEKCTa B MEPECTAHOBKE. DTO COOTBETCTBHE HEOOXOANWMO 3alIOMHUTHh U XPaHUTh HA BpeMs
BBITIOJTHEHHS 3aIIpOca, YTOOBI IHJIep MOT BOCCTAHOBHUTH 3HAYECHHUE 3alpalliiBaeMoro Oura.
Juiep Ha BpeMs BBINOJIHEHUS 3arpoca (GOpMHUPYET MaTpULy Sy, U3 d CTPOK M TPEX CTOJIOLOB
(i=1,..,d,j=1.273).
$11512513

Snum = .

Sd1Sd2Sa3

[epBBIM CTOIOIOM MATPHIIBI Sy, SBISIFOTCS SIIEMEHTHI BOCCTAHOBICHHOM i-0# CTPOKH MATPHILBI
M.
Panee MHOXecTBO Set;, comepikaiiee SJIEMEHTHI i-i CTpoku Marpuisl M, ObuUTO pasbuto Ha
MHOXKecTBa Setl'. Jlns kaxaoro MHOXeCTBa Set!', a ciemoBaTenbHO, IS 2IEMEHTOB i-ii CTPOKH
MaTpunsl M OputH BRIOpaHBI KOMUHM 0a3bl JaHHBIX. BTopoil cronber; MaTpuisl Sy, COAEPKHUT
BBIOpaHHBIE HOMEpPA KOIHi 0a3 JaHHBIX JUIs 3JIEMEHTOB MIEPBOTO CTOJIOIA MATPUIIBI Sy, -

. h
TpeTuii cTON6EL MATPHLIB! Sy, — HOMED LIM(POTEKCTA B IIEPECTAHOBKE MHOKECTBA Set; et s

COOTBETCTBYIOILETO JJIEMEHTA IEPBOTO cTONONA. TakuM 06pasom, Sj; ABIETCA QYHKIMER OT Tpex
apaMeTpoB, KOTOPAs ITO3BOJIAET MONIYINUTh COOTBETCTBHE MEKAY HCXOIHBIM HOMEPOM W HOMEPOM
MIU(PPOTEKCTa B IEPECTAHOBKE!

E"C(sz))

Sjz = F (sjl, sjz,Seti

Marpuna Sy, HO3BOJSIET AWIEpY IOCIE IOJIY4YEHHsS OTBETa OT oOiaka Oe3 BBHITOIHEHHS
pacumppoBaHus cpa3y OTOPOCHTH JaHHBIE, KpOME JaHHBIX, HEOOXOAWMBIX JJISI BBINOIHEHUS
3amnpoca.
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Martpuna S,,,, GopmMupyercst y amiepa W W3BECTHA TOJBKO AWiIepy. Matpuna Sy, SBISeTCS
CEKpETHOH.

Ha k xommit 6a3pl MaHHBIX IUJIEp OTIPABIAECT B OOWIEH CIIOKHOCTH |- d muQpOTEeKCTOB Iy
3JIEMEHTOB MHOXeCTBa Set;.

ITocre BEIMOTHEHNS 3apoOca AWIEP TPH ITOMOIIN MaTPHIBI Sy, OTPENEISIET 3HAYCHHUS JIEMEHTOB
Uil cTpoku Marpuipbl M u3 kommit 6a3pl maHHBIX. [locie pacmmpoBaHns 3HAUYEHHWH, THIED
orpeJiessieT 3HaYeHUEe 3aIpanIiBaeMoro O1Ta 1 OTIPABIET ero KINEeHTY.

4.4 MNogroToBKa AgunNepom 3anpoca k obnaky

Ha Bxome amroputM mojydaeT HOMep 3ampamrmBacMoro Outa i. Ha BbIXOome amiep mosydaeT
enc(h)
i
Hlar 1. Knuent obpamiaeTes K JujIepy U mepenaet eMy HoMep OuTa i, 3HaYeHHe KOTOPOTo XOUYeT
MoJy4uTh. JJunep ayreHTUUIHPYET KIUSHTA.

Ilar 2. [Tuiep BOCCTAHABIUBACT i-10 CTPOKY MaTpuIlbl M U reHepupyeT MHOXECTBO Set;.

3ammppoBaHHBIE U OTCOPTUPOBAHHBIC MHOXKECTBA Set U MaTpuLy Spym-

Iar 3. Jluiep Ha BpeMs BBIMOJIHEHHUS 3a1poca i-ro OUTa pe3epBUpPYyeT MaMsATh T MATPHIIBL Syym
u3 d cTpok u Tpex cronduos (i = 1,...,d,j = 1,2,3).

Ilar 4. [luiep 3a00iHsIET HePBbIil CTONOCI MATPHUIIBI Sy, IEMEHTAMHU i-if cTpoku MaTpuip M.
Mlar 5. [lunep BBINOJHSICT pa3OMeHHE MHOXKECTBA Set; HA HEMCPECCKAIOIIUECS MOJAMHOXKECTBA
Set! myTem ciyuaifHOTO ¥ PaBHOMEPHOTO BHIGOpa HOMepa KOTMH 0a3bl NAHHBIX JUTA KaKIOTO
3JIEMEHTa MHOXKECTBa Set;.

Junep 3amonHseT BTOpOH crojber Marpuubl Sp,,, HOMEpaMd Konuid 0a3bl IaHHBIX,
COOTBETCTBYIOIIMX HOMEPaM B IIEPBOM CTOJIOLIE.

Ilar 6. Jlunep muppyeT SIeMEHThl MHOXECTB Set!! B COOTBETCTBHM ¢ BHIOpaHHOI KONUel 6a3bl
nanHeix kmodoMm K(h),h € {1,...,k}, nonyyaer mudpoTEKCTHI M COPTUPYET MX (MHOMKECTBA

Setene™),

ImMar 7. Jlunep 3amonHsAeT TpeTHH CTONOEI MaTpuibl S, HOMEpaMH HIU(PPOTEKCTOB B
enc(h
HIEPECTAHOBKE MHOKECTB Set; (R) JUTSL 3JIEMEHTOB TIEPBOTO CTOJIOIA M.

4.5 BbinonHeHue 3anpoca gunepa Kk obnaky n orset obnaka

enc(h
Ha Bxox aJIrOpUTMa MOJAKOTCA 3aH.H/I(1)pOBaHHBI€ U OTCOPTHUPOBAHHBIC MHOXECTBA Seti ( ). Ha

BBIXOZIE JIWJIEp TOJy4aeT IN(PPOTEKCTHl 3HAYCHWH OWTOB M KOPPEKTHPOBOYHBIX OWTOB JUIS
enc(h)

3JIEMEHTOB MHOXKECTB Set; .

ImMar 1. J{ng xaxmod komuu 6a3bl JaHHBIX JWUJIEpP OTMIPaBIAeT Ha O0JIAKO OTCOPTHUPOBAHHBIC

enc(h)

; .

Hlar 2. [lng 3anpolieHHBIX MIM(POTEKCTOB HOMEPOB OHMTOB OOJIAKO BO3BpAllaeT JHIIEpY

mH(PPOTEKCTHI 3HAUCHUH OMTOB M KOPPEKTHPOBOYHBIX OMTOB (BTOPOH M TPETHH CTOIOIBI MATPHIIBI

Gonc(h), Tne h € {1, ..., k}). Tlopsanok Bo3BpamaeMbix IHMPOTEKCTOB COOTBETCTBYET MCXOIHOM

enc(h)

; u.

K POTEKCTH HOMEPOB OUTOB JIJIsl MHOXKECTB Set

COPTHPOBKE MIM(PPOTEKCTOB AJIST MHOKECTB Set

4.6 ObpaboTka gMnepom oTBeTa obnaka
Ha Bxoje muwiep moiy4aeT BTOpPOi W TpeTuil CTOJOUBI MATpull G, (h) mwis mudporekcros
MHOXKECTB Setienc(h). Ha BbIXOAC 3HAYCHUEC i-FO oura.

ImMar 1. Jlunep mpu moMoImy MaTpUIB! Sy, BbIOHpaeT 3ammppoBaHHBIE 3HAUYEHHUS OWTa H
KOPPEKTHPOBOYHOTO OWTa JUIi HOMEpPOB MEPBOrO CTOJOIA MAaTpHUBl  Sp,. OcTanbHbIE
I (pPOTEKCTH OTOPACHIBAIOTCS.
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Hlar 2. /Tunep pacmudpoBhIBaeT 3HAYCHHS OUTOB JIJIT HOMEPOB IEPBOTO CTOJIONA MATPHIIBI Syyy0m
1 KOPPEKTHUPOBOYHBIN OUT IJISl DJIEMEHTA S;; MATPHIBI S;ym. 110 MOCTPOCHUIO MATPHUIBI Spym
3anpanBacMblii HOMEp SBISCTCS JICMEHTOM Sy 1.

Mlar 3. [lunep ucrons3yet GopMymIy X; =G§j~i=1 Imij1 @ g;, st BEIYKCIIEHNS 3HAYEHHUS i-TO OuTa
U OTIpPaBIAeT KIUEHTY MOIy4eHHOE 3HaueHHE M.

5. OyeHka mpe6yemoli namMssmu u C/10)KHOCMU asi2opumma

5.1 O6bem MHcopMaLmn, KOTOPbLIN HEOGX0AUMO XPaHUTL Aunepy

B nporecce paboThl Ha BpeMs 3arpy3ku 6asbl JaHHBIX Huiep rerepupyet K kioueit Ko, (h). Dtu
KJTFOYH CITY’KaT IJIsl BEpOSTHOCTHOTO MIN(ppOBaHUst 3HaYeHUH OuToB. [locie 3arpy3ku HU KIIIO4H, HUA
MIAQPPOTEKCTHI JUIIEP HE XPaHHMT.
Ha mpoTsikeHHM BCEro BpEeMEHH CYIIECTBOBAHUS 0a3bl JAaHHBIX TUJIEP XPAaHUT WHPOPMAIHIO JUIA
3TO# 0a3bl JaHHBIX 00BEMa N:

° 3HAYCHHE JJIs MHUIHAAIN3AINN JaTINKOB CITydaitHbIX yncenn PRNG(db,i) u PRNG2(db,m);

e  kxmoueit K(h),h € {1, ..., k} mis mmndpoBanus OQHOCTOPOHHEN QyHKIUEN;

ek xmoueit Ky..(h), tne h € {1,...,k} nns BeposTHOCTHOro paciudpoBaHuUs 3HAYECHUIH

ouToB.

3aMeTHM, YTO Ha MPAKTHKE YMCI0 N OUTOB B 0a3e JJaHHBIX TPaIUIMOHHO Tipeanonaraercs 2% - 240,
a 4ucno komui 6a3 naHHbIX K He npesbimaer 16 (to ects 24). Takum o6pasoM, K 3HaumMTENBHO
MeHbIIe N, a xpaHeHWe K kmroded s mudpoBaHHS HOMEpoB OWTOB M K Kiroyed mis
pacmmdpoBanus 3HAYEHNH OUTOB 3aHUMAET 2 k * ly,y, THE liey, - MnMHA KiTr09a. JlHHA KITIOYA Ha
MpaKTUKE dYamle BCero orpaHudeHa 256 Oaiitamu [13]. CremoBaTenmbHO, Ouiiep XpaHUT 00BEM
nH(OpMaLUK 3HAYUTEIEHO MEHBIIE N,

5.2 OCHOBHbIe pe3ynbTaTbl

Yreepxaenue 1. O0mas KOMMYHUKAIIMOHHAS CJIOKHOCTE JUIS TTOJYYEHHUS 3HAUEHUs HOMepa Oura
0e3 packphIThs ero HoMepa paBHa [ * d + 3 mmdporexcTos.

JlokasarenberBo. Jlunep mockutaer komusM Gassl aauubix |- d (rae 1=%/n) mmdporexcros mms
3ampoca 3HadeHnit. O0mako otBevaer [ - d - 2 mmdporekcTaMu 3HAYCHUH M.

[Ipoananusupyem BEpOSTHOCTH yraJbIBaHHs IIPOTHBHUKOM HOMEpa 3alpalInBaeMoro Oura.

Ecnu 3anpouiens! aBa HoMepa OuTa, TO OHM MOTYT NPHHAJIEkKATh JIMOO OJAHOMY, JIMOO Pa3HBIM
MHOKecTBaM Set;. [IpOTMBHHK MOXET yBUJIETh, BHITIOJIHEH JIM 3aIIPOC K OJTHOMY 13 MHOXECTB Set;,
Ha KOTopble pa3bura 0a3a JaHHBIX WIM K pa3HbIM. Ecim 3ampochl BBINOSHEHBI K OJHOMY
MHOXXECTBY, TO OHM Hepa3luuuMbl. TakuMm 00pa3om, eciM MPOTHBHUK COBEpHIaeT N Wik Ooliee
3aIpocoB, OH HE y3HaeT HOMep Oura. MakcuMyMm, Kakylo WH(pOpManuio NPOTUBHHUK MOJXKET
MOJIYYUTh - TaKoe IOJIMHOXKECTBO MHOXKECTBa Set;, UTO INpH 3alpoce K KaKIOMY IJIEMEHTY M3
MOZMHOXECTBA, HA 00JIaKe OCYIIECTBISIETCS TOCTYI KO BCeM OMTaM M3 MHOXKECTBa Set; ¥ TONBKO K
HUM. YTO OyZeTr 03HayaTh, YTO IPOTUBHMK HE 3HAET, a TOJBKO yraJlblBaceT, KaKoi IMEHHO OWT U3
JIAHHOTO MHOYXECTBa OBbLIT BHIOpaH M.

3ameTnM, 4YTO TaK Kak JIOOBIM JIByM ODJIEMEHTOB X;, M X;,, Xi;,X;, € Set;; COOTBETCTBYET
€IMHCTBEHHAs! CTPOKAa M3 IIEpBOTO WHTEpBasia, TO MHOXecCTBa Set;,, .., Set;; COBHATArOT UIA
3JIEMEHTOB X;, U X;,. CIIEN0BATEINBHO, ISl BCEX DIEMEHTOB MHOKECTBA Set;; HIIEMEHTBI MHOKECTBA
Set; coBmagaroT. [TloaTOM 3ampockl kK 00Iaky OyayT HEOTIIMIUMBI [Tl BCEX JIEMEHTOB MHOXKECTBA
S etil.

Yr1Bepxkaenue 2. [Ipu 3anpoce QUKTUBHBIMU KIMEHTaMU He MeHee N HOMEPOB OUTOB W HATUYHH
MAacCHMBHOTO MPOTHBHHKA Ha 00JIaKe BEPOSITHOCTH Yra/IbIBaHHs IIPOTHBHHUKOM HOMeEpa OuTa He

Ooiee % .
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Jloka3zaTeiabcTBO. MHOXKECTBO Set;; (Set;; C Set;) mOpokmaeTcss OJUHAKOBO JUIs BCeX [ ymcel, B
Hero BXOASLIMX. TO eCTh CYLIECTBYET OJMHAKOBOE MHOXKECTBO JUlsi | pa3iuuHbIX HOMEPOB OUTOB.

1
BeposaTHOCTh yragpiBaHUsl HOMEpa U3 MHOXecTBa Set;; paBHa 7> TaK Kak Set;; nmeer MOUTHOCTH [.

BEeImoHEB N 3a1pocoB, MPOTUBHUK OIpENeIsieT 3JIEMEHTHI, BXOIINE B KaXK10€ MHOXKECTBO Set;
(B mpeamosoxenud, 4o k < ld).

Ecmu ¢pukTHBHBIE KITHEHTH! OYAYT BBITOIHSTE JF000E KOJMYECTBO 3aIIPOCOB OOJIBbINEE 1, IPOTHBHHUK
BCE PaBHO HE MOJIYYUT HUKAKOM JOTIOJIHUTEILHON HHpOpMaLNH.

. 1
B aToM citydae BeposiTHOCTB yrajibiBaHus HoMepa | Oynet He Oouee Pl

Tak xak 3HaueHHe K 1O cpaBHeHHMIO ¢ N Mamo, xpaHeHWe K Tap Kimroued st
M POBaHHUA/PacIIMPPOBAHUS 3HAUCHUH OUTOB HE TPEOyeT MHOTO TIAMATH M 3aHUMAET 2 * K * ljy,.
JlokaxxeM, 4TO MPEATI0KEHHBIH IIPOTOKOJI YIOBJIECTBOPSIET YCIOBHIO JAKOHUYHOCTH.
Teopema. IlpemnmoxxeHHass cxema opraHu3anuy 0as3bl MaHHBIX pa3Mepa N W 3ampoca K Hel
YJIOBJIETBOPSIET CICAYIOIUM CBOHCTBAM.
Ha Bpewms 3arpy3ku 6a3bl JaHHBIX AWIEP TE€HEPUPYET:
o k wmouer K,,.(h) st BepOSTHOCTHOTO MIM(POBAHHS 3HAYCHHH OUTOB, KOTOPHIC MOCIC
OKOHYaHWUsI 3arPYy3KU HE XPaHSITCS.
Ha npotsbkeHHH Bcero BpeMeHH! CyIeCTBOBaHMS 0a3bl JAHHBIX JUJIEP XPAHUT TOJIBKO CIEAYIONIYIO
HHPOPMALINIO AT TaHHOHM 0a3bl JaHHBIX 0O0beMa N:
® 3HAUYCHME JJIS MHUIMATU3AIMY JaTYMKOB CiiydaitHbiX uncen PRNG(db,i) u PRNG2(db,m);
o kxmoueit K(h), h € {1, ..., k} wis mndposanust oxHOCTOPOHHEN DYHKIMEIH;
o k xmouet Kyo.(h), tne h € {1,...,k}, 11 BEpOATHOCTHOrO pacmMppOBaHUSA 3HAYEHHH
OUTOB.
O0beM XpaHUMOH HHGOPMAIIUK MHOTO MEHBIIIE 1.
KoMMyHUKaIIMOHHAS CIIOKHOCTS 3ampoca [ - d - 3 mmdporexcTos.
ITpu arake ¢ UCHOJIB30BaHUEM (abIIMBBIX KIHEHTOB, BHIMOJIHSIOUIMX JI000€ YKHCIIO 3alpOCOB U
NPEIIOJI0KESHUH O HAJIMYHMH ITACCHBHOTO MPOTHBHUKA Ha 00JIaKe BEPOSTHOCTh yrabIBaHHs HOMepa

6uTa MPOTUBHHUKOM He Oojee

1

7.
Joka3zareabcTBo. V3 YTBepxkaeHust 1 ciemyer, 4T0 KOMMYHHUKAIMOHHAS CJIOHOCThH 3ampoca
paBHa [ - d - 3 nmdpoTeKcToB.
W3 YTBepxaeHus 2 ciegyeT, 4TO MpH JIOOOM YHCIIE 3alpoCOB HOMEPOB OHTOB (DMKTHBHBIMU
KJIMEHTaMH ¥ HAJIMYMY TACCUBHOTO MPOTHBHUKA HA 00JIake BEPOSATHOCTH YraJAbIBaHUA HOMepa OuTa

1
He OoJtee Mt

Kommenrapuii. Tak kak K — umcio konuii 6a3 JaHHBIX, M 3TO YKCIO MO Ha NPAKTHKE, a JTUIIEp
xpanut He Oonee O(k) wuHObOpMAamWM, TO OWIEP B COCTOSHHH OOCIY)KMBaTh 3alpOCHl K
3HAYMTEILHOMY 4YuCITy 0a3 maHHbIX. To (akT, yTo0 k <K n mo3BossieT 3GGEKTHBHO HCIIOIH30BAThH
00J1aK0 KaK MECTO XpaHEeHHS 3HAUNTEIHHOT0 00beMa HH(HOPMALIH.
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