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1. BeedeHue

OO0paboTKa HMCKIOUCHHI — 3TO IMIMPOKO HKCIOJIB3YEMbI METOJ YIPaBICHHS ONIMOKAMHU B
nporpamMmax, OH TOAJEPKUBAETCS B TOM YHCIE TakuMmu si3bikamu kak C++, Java u Kotlin.
CrienuanpHble  S3BIKOBBIC KOHCTPYKIUH TIO3BOJISIOT OpOCHTH HCKIFOYEHHUE, CO37aB OOBEKT
CINIELIMAJIBHOTO THMA, a TaKXe€ IMONMaTh HCKIIOYEHUE IO €ro THUIly, BBINOJHUB ACUCTBUSA IS
00pabOTKH UCKITIOYNTEIHHOM CUTYAITHH.

HckiroueHusi TO3BOJIIIOT B HEKOTOPBIX CIy4Yasx CJHAENIaTh KOJA MpPOIe, IO3BOJSAS U30ekKaTh
MOCTOSIHHOW 00pabOTKH KOJOB BO3BpaTa. Kpome 3TOro, BBINOJTHEHHE YAaCTH JCHCTBHA MOXKET
rapaHTHPOBAThCA CEMAHTHKOH s3bika. Hampumep, B si3pike C++ OyayT BEI3BaHBI JAECTPYKTOPHI
OOBEKTOB BO BcCeX CllydasX BbIXoga w3 ¢yHKumu. IlocienHee mo3BonsieT He 3a0BITH TIPO
0CBOOOXK/ICHHE PECYPCOB MPH BOHUKHOBEHUH HCKITIOYUTENLHBIX cuTyanuil. B si3pikax Java u Kotlin
€CTh BO3MOJKHOCTh aBTOMAaTHYECKOTO BBI30Ba PYHKIIUHN close ¢ IOMOIIBI0 KOHCTPYKINH «Lry
pecypcamuy. Ha nuctunre 1 mokasaH KoJ[ ABYX CEMaHTHYCCKU YKBUBAJICHTHBIX (DYHKIMHA. DYHKIUSL
readConfigEx 3HaUYNTEIILHO KOMIIAKTHEE U IIPOIIE YUTAETCS.

1 void readConfig(String fileName, Reader reader) {

2 InputStream is = null;

3 try {

4 is = new FileInputStream(fileName) ;

5 if (reader.isEnd(is)) {

6 is.close();

7 return;

8

t
9 } catch (Throwable e) {
10 if (is != null)

11 is.close();
12 throw e;

13 }

14 1}

15

16 void readConfigEx (String fileName, Reader reader) {
17 try (InputStream is = new FilelInputStream(fileName)) {

18 if (reader.isEnd(is)) {
19 return;

20 }

21 }

22 '}

Jlucmune 1. Ipumep asmomamuueckoz2o évizosa close

Listing 1. Example of try-with-resource

Mpuorue ys3sumoctr u3 nepeunss CWE (Common Weakness Enumeration) onichIBatOT CUTYyaIluH,
CBSI3aHHBIE C HEMPABHWIIbHOM 00pabOTKOM NCKITIOYEHHUH, OITMO0YHBIX cUTyannii u T.11. [ 1]. Ilpumepsr
TaKHX OMMOOK: HEMPAaBUIBHOE 3aKPHITHE PECYPCOB ITPH BOZHUKHOBEHUH MCKIIIOYCHHUS, YTO MOXKET
MIPUBECTH K WX YTEUKe; OTCYTCTBHE KOHCTPYKIMH, OOpabaTHIBAIONIEH HMCKIIIOYEHHE, KOTOPOE
BO3HHUKAET TJe-T100 B MporpamMme, M3-3a 4ero JaHHOE HCKIIOUEHHE MOXET aBapHilHO 3aBEPIIUTH
IpOrpammy.

B craree MBI paccmarpuBaeM 3aJady CTaTHUECKOTO aHAJIN3a HMCXOIHOTO KOJa, COJEpIKaliero
HHCTPYKIHH 00pabOTKH MCKITIOYEHHH, C IeNbI0 MOMCKa OMHUO0OK B HEM. MBI HE OrpaHHYNBaeMCS
JUIIb BHJIAMH OIIMOOK, HANPSMYIO CBSA3aHHBIMH C HCKIIOYCHHSMH, a CTAaBUM 3aJady CO3/IaHUI
aHaJIM3aTOpPa ISl IOMCKA MPOU3BOJILHBIX OIIMOOK B IPOrpaMMax, HCIIOJIB3YIOIIMX NCKIIIOYEHHS.

8
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Hcnonp3oBaHre HUCKIIOYEHHH B KOJE MNPOrpaMM O3HA4YaeT HAIMYUE CHEHU(PUYSCKUX MyTeH
BBITIOJTHEHVSI, BO3HHUKAIOMIMX TIpU HMX Opocanmu W oOpaborke. [l ycmemHoro aHamm3a
CTaTHYECKUN aHAIM3aTOp AOJDKEH YMETh YYHTBHIBATh 3TH NyTH. Mbl mOpeaiaraeM Moaxo/,
OCHOBAaHHBIH Ha CO3JaHWM HU3KOYPOBHEBOTO IPOMEXKYTOYHOTO MPEJACTABICHUS, SBHO
COJIepIKaIller0 IepexoJsl Ha BO3MOJXKHBIE ITyTH BBINIOJHEHHMS, CBsI3aHHBIE C 00paboTKON
uckmoueHnid. Takum oOpazom, 3amaya pazOMBaeTCss Ha TEHEPAlMI0 POMEXYTOYHOTO
NPE/ICTABICHUS, COJEpXKAIEro B SIBHOM BHAE BCe HEOOXOIUMBIE IEpEeXOjbl, U Ha CO3JaHHe
aHaIM3aToPa, KOTOPBIN ONEPUPYET ITUM IIPOMEKYTOUHBIM MTPEACTABICHUEM.

OnuceIBaeMBIN 1MOJIX0 OB pealn3oBaH B HHCTPYMEHTE CTaTHYECKOro aHanu3a Svace [2-4] nis
sa361k0B C++, Java, Kotlin, TpeOyronmx moaaep Ky NCKITIOYSHHH.

Cratbs IOCTpOCHa cieqyIomuM o0pa3oM. B pasza. 2 o0CykaaloTcs CUTyallMu B MCXOJHOM KOJIE,
KOTOpBIE TpeOyIOT aHajiM3a HCKIIOYeHWi. B pazn. 3 omuceiBaeTcst aHaIM3UPyeMBbIH SI3BIK —
HHU3KOYpPOBHEBOE NpEJCTaBICHHE, NpeiaraeMoe Jisl aHainu3a uckiodeHui. Pasx. 4 onmceiBaer
aHanu3. Pa3zn. 5 mocesiieH reHepanyy MpoMeXyToOuHOTO TpelcTaBiIeHus s si3pikoB C++, Java u
Kotlin. Pe3ynbTaThl TeCTUpOBaHUs Ha MPOEKTaX C OTKPHITBIM MCXOJHBIM KOJIOM IPEACTaBIICHHI B
pasn. 6. B pa3a. 7 mpoBesieHO cpaBHEHHUE C APYTUMH pabOTaMHu.

2. UcknroyeHust 8 ucxoOHOM Kode

B JAaHHOM pas;[ene MBI HpI/IBC[[éM HpI/IMepr OH_II/I6OK, CBsA3aHHBIX C HCKJIHYCHUAMHU, U OIHIICM
HEOOXOMUMBIC CBOMCTBA, TpeOyeMble OT CTAaTHYCCKOTO aHaIHM3aTopa Uil IMOWCKAa MOJOOHBIX
OIINOOK B KOJE.

2.1 nyTI/I BbIMNOJIHEHUA, CBA3aHHbIe C UCKITID4YeHUAMUn

OnHa M3 caMBIX 4acTO BCTPEYAIOLIMXCS OMIMOOK MpH paboTe ¢ MCKIIOUCHUAMH — HEMPaBIILHOE
ocBoOOXIeHne pecypcos [5]. B muctuHre 2 npuBenéH npuMep HEMPaBHIBHOTO 3aKPBITHS MTOTOKA
BBoJa. Ko Ha cTpoke 5 3akpbiBaeT 00beKkT THHA FileInputStream, HO IPU 3TOM B CTpOKe 4
MOYET BO3HHKHYTh MCKJIIOYEHHUE, YTO MPUBEAET K TOMY, YTO NOTOK HE OyJeT 3aKkpbIT. B naHHOM
cirydae, OImmOKa MOXKeT OBITh HCIPaBJIcHA MEPEHOCOM CTPOKH 5 B finally-01ok u 0OBsABICHHEM
NepeMeHHOH 1 s mepex HavauoM try-0Joka.

1 try {

2 InputStream is = new FileInputStream(fileName) ;
3 byte b[] = new byte[is.available()];

4 is.read(b);

5 is.close();

6 } catch (Throwable t) {

7 System.err.println(t.getMessage());

8 }

Jlucmune 2. Ilpumep nenpaguibHo20 0C8000X4COEHUs PeCyPCOs8

Listing 2. Example of an incorrect resource release

Hpyroii mpuMep Mmogo0HOTO poaa yS3BUMOCTH — HEKOPpPEKTHas 00paboTKa HCKIFOYUTEIBHOMN
CUTYyAIlNH, IPUBOJIAIIAS K HEPABUIILHOMY COCTOSHHIO 00beKTa. B muctuHTe 3 puBeAéH mpuMep
Tako# ommOKu. Eciay UCKITIOYeHnEe BO3HUKHET MPH BHI30BE METOAA Ha CTPOKE 7, TO 00BeKT lock
BCEraa 6y216T HaXOJUTHCA B «3aXBaYCHHOM)» COCTOAHHUU, YTO MOXET NPHUBECTHU K B3aMMHOU
OJIOKMPOBKE B IPYTOi YacTH MPOTPaMMBEI.

1 public class Foo {

2 private final Lock lock = ...;

3

4 public void foo () {

5 try {

9 lock.lock () ;

7 doSomething () ;
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8 lock.unlock () ;

9 } catch (Throwable t) {

10 System.err.println(t.getMessage());
11 }

12 }

13

14 private void doSomething() { ... }

15 }

Jlucmune 3: Ipumep 603MO0HCHOT 83AUMHOT OLOKUPOBKU

Listing 3: Example of a possible deadlock

B 000ux ciyyasx MHCTPYKIIHS BbI30Ba (DYHKIIMKA MOXKET OPOCHTH UCKIIIOUCHHE, KOTOPOE MPHUBEIET
K MOSIBJICHUIO APYIrOro IyTH BBIIIOJIHEHUS NporpaMMbl. ITHOpHpOBaHHUE TaKUX MyTEH MPUBOIUT K
omubkaM B mporpamMMe. DakTUUECKH BBHIMOJHCHUE HWHCTPYKIUM BbI30Ba (YHKIUH MOXKET
CO3/laBaTh JBE TPYINBl IyTeH: HOPMAIbHOC BBHIMOJHCHHE K BBIIOJHCHHE C OPOIICHHBIM
HCKJTFOYCHHUEM.

2.2 HepocTMXMMBbIN KOp,

IToMuMO co3/1aHUsI HOBBIX MyTEH, UCKIOYEHUS MOTYT C/EJIaTh YacTh IyTE€il HEBBINOJHUMBIMU. B
muctuHre 4 npuBenéH npumep nomoOHoro konma. Crpoka 14, B KOTOpOil 3HaueHHE BXOJHOTO
apryMeHTa y pPaBHO HYJIO, HCAOCTIKMMA, TaK Kak B Hayale STOW (PYHKIUH HAXOIUTCS
COOTBETCTBYIOIIAs MPOBEPKa, Iie OpocaeTcs NCKIIIOYCHHE TIPH HYJIEBOM 3HAYCHUH.

1 void error (const char* msg) {

2 throw std::logic_error (msg);

3}

4

5 int rem(int x, int y) {

6 if (y == 0) error("Division by zero");
-

8 int sign = (x < 0) 2?2 -1 : 1;

9 if (y > 0) {

10 return sign * (std::abs(x) % y);
11 } else if (y < 0) {

12 return -sign * (std::abs(x) % -y);
13 } else {

14 return sign * INT MAX;

15 }

16 }

Jlucmune 4: Tpumep nedocmudicumozo nymu, 8bi36aHHO20 OPOUUEHHBIM UCKTIOYEeHUEM

Listing 4: Example of an unreachable execution path caused by thrown exception

AHanus, He yMEIOIIMH OTCEeMBAaTh TaKWE IyTH, OyIeT MeHee TOYHBIM M MOJXKET BBIAABAThH
MAJIOTIONIE3HBIE MPEIYIPEXKACHUS.

Bornee Toro, 4yacTb HCTOYHMKOB HEIOCTHIKMMOTO KOJa MOXKET OBITh HEIOCPEIICTBEHHO CBs3aHa C
00paboTkoii nckmouenuii. Hanpumep, kon Ha si3pike C++, MpUBEAEHHBIN B JIMCTUHTE 5, COAEPIKHUT
catch-0/0K, KOTOpBIH HHUKOIZA HE MOXXET OBbITh JOCTHIHYT — TaK KaK HCKIIOYEHHE THIIa
std::logic error Haciuenyercs oT std::exception, a 00pabOTUMK HMCKIIIOUSHUS TUIIA
std: :exception CTOMT BBIIIE, BTOPOH 00pabOTYMK HUKOTAA HE Oy/IeT AOCTHTHYT BO BpeMs
BBITIOJTHEHHS BHE 3aBUCHMOCTH OT peanmzanuu QyHkumu foo. CTOUT OTMETHTh, YTO MOAOOHAS
npobnema aktyansHa uist s36ikoB C++ 1 Kotlin, Ho He st si3p1ka Java — KOMITAITATOP TOTO SI3bIKa
MTOCYHUTAET MOTOOHBIN KOJT HEKOPPEKTHBIM.

1 try {

2 foo ()

3 } catch (std::exception) {
4 // Catch std::exception

10
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5 } catch (std::logic error) {

6 // Catch std::logic error

T}

Jlucmune 5: Ipumep nedocmudicumozo catch-oroxa

Listing 5: Example of an unreachable catch-block

Takum 00pa3oMm, B XOl¢ aHaiM3a BaKHO YMETh OMPEICNATh, YTO HCKIFOUCHUS MOTYT OBITH
MOATUIIAMH IPYT Apyra.

2.3 becnonesHble npeaynpexaeHus

B HekoTOphIX cily4asx pa3padOTYMK MOXKET II0JIaraThcsi Ha HAJIMYWE KOHCTPYKIIHH,
00pabaThIBaroIIeii HCKITIOYCHNUS.

B nmcTuHre 6 mpuBenéH mpuMep Koja, COJEpIKallero MOTEHIHAIbHOE pPa3bIMEHOBAHUE HYJICBOM
CCBUTIKM. MeTon Ha CTpoke 2 MOXKET BEpHYTh HYJIEBYIO CChUIKY. JlanbHeiiliee BBIITOJHEHHE
MpOrpaMMBbI IPUBEET K pa3bIMEHOBAHHUIO 9TOM CCHUIKU HA CTPOKE 3.

try {
var ref = mayReturnNull () ;
ref.calc();

} catch (NullPointerException e) {

o U W N

}

Jlucmune 6: Ipumep catch-6noxa, obpabameisaioweco NPE
Listing 6: Example of a catch-block that handles NPE

CraTtuyueckuil aHaIM3aTop MOXKET HaWTH 3Ty OMIMOKY M cooOumTth 0 Heil. Ho B maHHOM ciydae
npeaynpexaeHue Oyner 6ecrose3HbIM, Tak Kak MPOrpaMMHCT 00pabaThiBacT MCKIIOYCHUE TUIIA
NullPointerException.

3. AHanu3supyemsblil si3bIK

Jnst omycaHWsl HAIIEro I[OAXOJa MBI HCIOJB3YeM B JNAaHHOW CTaTbe CleAyRUMid s3bIk. s
KPaTKOCTH M3JIOXKEHHS MBIl OTPaHMYMBAEM HAll A3BIK JIMIIb KOHCTPYKIHAMH, MPEACTABISIOLIMMH
MHTEPEC C TOUKHU 3peHUsI 00pabOTKU UCKITIOYESHHI.

SI3BIK COJCPKUT CICAYIOUINE TUIIBI TaHHBIX!
L4 LECJIBIC YnCia,

e yKaszaTelu' — MOJUIEPKMBAKOTCS YKA3aTeN M Ha LeJIble YUCIIa M APYTHE YKa3aTelH; 1JIsl ITPOCTOTHI
MBI HE CTaJId pACCMATPHUBATh YKa3aTelld Ha ()yHKIIHH;

L HCKIIIOUYCHHUS — UMEIOT YHUKAJIbHOC UM, MPCACTABIIAIOT co00it THII O6’I)eKTOB, CO31aBaCMbIX U
o6pa6aTLIBaeme B HUCKIIOYHUTCIIBHBIX CUTyalUdX, MOT'YyT HaXOAUTHBCA B OTHOIICHUH
HacJieJOBaHUsA MCKIY co0oii.

[IporpamMmsl B 3TOM SI3BIKE OYAYT MPEICTABIATH COOOM MOCIEI0BATEIEHOCTE (DYHKIIUH, TTOCTETHSSL
U3 KOTOPBIX SABJISETCS TOUYKOH Bxona. Kaxxnast pyHkIwst onmckiBaercs rpadoM MoToka yrpaBieHHS
(TT1Y), coaepxammym HHCTPYKITUH CIEAYIONUX BHIOB:

e assume (cond) — BBIIOJIHEHUE 3aBEPIIACTCS, €CIIU cond JIOKHOE,
e ! cond — JIOTMYECKOE OTPULIAHUE;

L4 a == b- CpaBHCHUEC HA PABCHCTBO,

1 3neck U anee, Koraa Mbl OyJeM YIIOMUHATh HECKOJIBKO S3bIKOB OJJHOBPEMEHHO, MbI Oy/ieM

HCIIOJIb30BaTh TEPMHUH «yKa3aTelby, Mopa3yMeBas O HUM yKa3aTelH B si3bike C++ U CCBUIKH B sI3BIKAX
Java u Kotlin.
11
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e a != b —cpaBHEHUE HA HEPABEHCTBO;

e 3 = *Db — pa3sbIMEHOBAHUE;

e *a = b —3anmnch B IaMsTh,

e return a— eIUHCTBEHHBIN BO3BpAT U3 (YHKIIUY;
e a = alloca () — BBIICICHUE ITAMATH Ha CTEKE;

e r, e = func(a, b, ..)— Bb30B QYHKIHH, KOTOpPas MOKET OPOCHTH MCKIIIOUCHHUE; 31€Ch
e — KOJ WCKIIOYCHHUS, KOTOPhI MOXKET HUMeTh 3HadeHue (@, ecnu (QyHKIUs He Opocaer
UCKJIIOUeHNEe; s (QYHKIWH, KOTOpas TOYHO HE OpOCHT HCKIIOUEHHe, Takke Oyaem
HCIOJIB30BaTh 0003HaueHue r = func(a, b, ..);

e throw e — BO03Bpar U3 QYHKIUH C NCKIIOYCHUEM;
e try enter(el, e2, ..) —BXoA B 010K, 0OpabaThIBaIOMINH UCKIIOYEHU el, €2, ..
e try exit(el, e2, ..) — BBIXOQ U3 050ka, 00padaTHIBAIOIIETO HCKIIOYCHUSA €1, e2,

e el <: e2 — BO3Bpallla€T UCTUHY, €clii el SBIAETCA MOATHIIOM €2 WM TUIBl el U e2
SKBHBAJICHTHEI.

YciroBHBIE KOHCTPYKIIMU B HAIIEM SI3BIKE MPEICTABIIIOT COO0H HEAeTepPMUHIPOBAHHOE BETBIICHHE
U TUHEWHYI0 WHCTPYKIHUIO assume (cond), AMEIOMYI0 CICAYIONYI0 CEMaHTHKY: MHCTPYKIUSL
3aBepIlacT BRIIIOJHEHHE IPOrpaMMBI, €ClIU ycioBHue cond J0kHO. MHCTPYKIUS assume SBIeTcs
JUHEWHOU, TO ecTh Ha rpade MOTOKA YIPaBICHIS UMEET OJHO BXOJHOE pedpo M OJHO BEIXOITHOE,
YTO 3HAYUTEIHHO YIPOIACT aHAIU3.

B nmamHO# pabote MBI He OymeM paccMaTpHBaTh CITydad, KOTJa BBIIIOJTHEHHE IMPOWU3BOIEHON
HHCTPYKIUH, KPOME HHCTPYKIIMH BBI30Ba W OmepaTopa throw, MOXeT MPUBECTH K UCKITFOUCHHIO
(tak, B Java pa3pIMEHOBaHHE HYJIEBOW CCBUIKM TPUBEAET K HUCKIIOYEHUIO THUIMA
NullPointerException). C 0JHON CTOPOHBI, 3TO ObI 3aTPYIHUIIO AHATN3, TAK KaK YBEIHUUIIO
OB pa3Mep MPOMEKYTOYHOTO MPEICTABICHNUS U TTOTPeOOBaN0 OBl aJanTaliy KaX0T0 JIETEKTopa.
C npyro#i CTOpPOHBI, OMHOKK, BO3HUKAIOIINAE MTPHU BBHIIOJHEHUH MOI00HBIX MHCTPYKIIHHA, MOXXHO
O0OHApYXUTHh NMPH MOMOIIM CHEIHATU3UPOBAHHBIX AaHANHU30B, KOTOpPBIE HE TPEeOyIOT MOIAEPIKKH
aHanm3a UCKMo4YeHuH. Tak, ommoOka BEIXOJa 3a TPaHMUII MACCHBA MOXET HCKATHCS OTIEIbHBIM
JIETEKTOPOM (HaIpUMep, MPH ITOMOIIM MOAX0Ma, OIMHCAHHOIO B CTaThe [6] MOITOMY MOAMEpPKKA
myTei BBITIOJTHEHUS, CO371aBaeMbIX HCKITIOYEHUSIMHU THMA
ArrayIndexOutOfBoundsException B s3bikax Java u Kotlin, 6b1u1a ObI H130BITOYHOM.

Jist mpocToThl OyfeM CuuTaTh, YTO B SI3BIKE HET TJIOOATBHBIX TEepeMeHHBIX. OHH JIETKO
MOJIETIMPYIOTCS C TOMOIIBIO mapamerpoB ¢yHKun. Kpome 3TOro Mbl HE paccMaTpHBaeM
MpOTpaMMbI C IMKJIAMH, TaK KaKk C TOYKH 3peHHs 0OpabOTKM MCKIFOYEHHUI IMKIIBI HE BHOCST
CYIIECTBEHHBIX M3MEHEHHUH 110 CPAaBHEHHIO C YCIOBHBIMH BBIPAKCHUSMH.

Ha puc. 1 npuenén npumep ['TIY, koTopslii MOXeT OBITH CreHEPUPOBaH ISl KOJA U3 JIMCTHHTA 7.

1 r=-1;

2 try {

3 r = foo(a, b, ...);
4 } catch (el) {

5 // Catch-block el
6 } catch (e2) {

7 // Catch-block e2
8 }

9

return r;

Jlucmune 7: Ilpumep xooa, obpabamwiearoueco UCKIoYeHUs,
Listing 7: Example of code with exception handling
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Ha npusenénnom I'TTY Ha puc. 1 ecTb YeTbIpe rpynisl MyTei:
®  IyTbh AJIS BHIOJHEHUs 0€3 NCKIIIOUEHUH;
e  IyTh, 00pabaTHIBAIONIHI UCKITIOYCHHE € 1;

e 1yTh, 0OpabaTHIBAIOIINI HCKIIOUEHHE €2 (3aMEeTHM, YTO eCIH HCKIIOUCHHE €2  BIIIETCS
HOATHIIOM €1, TO 3TOT ITyTh OYAET HEBBIOJIHUMBIM);

®  IyTb, COOTBETCTBYIOIIUH APYTHM HCKIIOYCHUSM, OTJIMUHBIM OT €1 1 2.
B 3aBucuMocTH 0T peanmzarun QyHKIuH £ 00, 0001 U3 3THX ITyTEH MOXKET OBITH HEBBITTIOIHIMBIM.

iry_enteriel, e2)

AN
M,
l ; ;
" = "
assumefe == | assumeie '= 1)
AN
try_exit{el, e2)
assumele <:el) assume(!{e <:el))
P
try_exit(el, e2)
i Catch-block el I_;j | assume(e <<: g2) ‘ assume( (e <:e2}) |
try_exit(el, e2) try_exit{el, e2)
& e
¢ Catch-block e2 3 throw e
3 =
mr |

return r

Va
Y

©

Puc. 1: Ilpumep I'TTY 0ns k00a uz nucmunea 7
Fig. 1: Example of a CFG for the code from listing 7

4. AHanus

4.1 O6wan cxema aHanu3a

JUis moanep KU MEXIPOLEAYPHOro aHalu3a Mbl UCIONB3YeM aHalu3 Ha OCHOBe pe3tome. Ilpu
TaKoOM IIOJIXOJIE TIIOCJ€ 3aBepUIeHHs aHaiuu3a (QYHKIUH co3faércst e€  pes3ioMe, KOTOpoe
HCIIONIB3YETCsI B TOUKAX BbI30Ba (YHKIMHU. TakuM 00pa3oM, MEXIIPOLEAYPHBII aHAIN3 COCTOUT M3
JIBYX OTIepalrii: CO3/1aHUe PE3IOME M IPUMEHEHHE PE3IOME B KOHTEKCTE BBI30Ba. [10100HbIH aHAMN3
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ABIACTCA KOHMEKCMHO-4y8CmMeUumelbHbiM, TaK KaK OTHO U TO XK€ PE3IOME UIA HeKOTOpOﬁ (byHKLII/II/I
MPUMCHSACTCA MMO-PAa3HOMY B KOHTCKCTC KaXKJI0I0 €€ BBI30BA.

Jns aHanmu3a OTHENBbHON (YHKIMHM HCIIONBb3YETCSI CHMBOJIBHOE BBINOJHEHHE C OOBEIUHEHHEM
COCTOSIHUH B TOUKaxX ciustHAA myTed. [lonpoOHO naHHBIN aHanmu3 onrcaH B [4]. 3geck OTMETHM, 9TO
3TOT aHAJM3 MMeEeT YyBCTBUTCIBHOCTH K IIYTSAM, BBIIOJHSCT MOICIMPOBAHHE IIOJEH CTPYKTYD,
YKa3bIBaGMBIX SYEEK IIAaMATH M DJIEMEHTOB MaccuBoB. Ha ero 6ase peann3oBaHO MHOMKECTBO
JETEeKTOPOB, B TOM 4YHCJIE OIMMOKHM pa3bIMCHOBAaHMS HYJIEBBIX yKa3aTeleH, NeNeHUs Ha HOJb,
nepernosHenus 0ydepa, yTeuku pecypcos.

I[Tepen 3ammyckoM CHMBOJIEHOTO BBITOJTHSHHUS AT KaXKI0H (YHKIMH 3aITyCKaeTcs TOMOJIHUTEIbHBIH
IBIDKOK aHalln3a, OCHOBAHHBIA Ha aHanmm3e mortoka maHHBIX (DFA-engine) [7], mempio KoTOporo
SBJISCTCS. IOMCK HEJOCTH)KUMOTO Kona. [/IBI)KOK IOMedaeT HEeIOCTIKMMBIE pEOpa, KOTOpBIE OH
cMoxeT oOHapyxuTh. [Ipn aHanmze oOvenuueHuid Ha ['TIY y4uTHIBArOTCS TOJNBKO JAOCTH)KUMBIC
BXojHble pEéOpa. TakuM oOpa3oMm, aHaIM3 HEJOCTHXMMOIO KOJa MOXET YIYYIIHTh TOYHOCTB
OCHOBHOTO aHaJIH3a.

B I[aHHOI‘/’I paﬁoTe HeO6XOZ[I/IMO JONOJIHUTh aHalIu3 MNYyTsAMH BBIIIOJHCHUA, CBA3aHHBIMH C
00paboTKO# MCKITIOYEHUI, 4TO 00eCIeunBaeTCs UCIOJIb30BaHHEM OIMHMCAHHOTO IMPOMEXKYTOYHOTO
npenacrasieHus. Takxe TpeOyercs paciuputh DF A-1BrKkok Ui onipeieNieHusl HOBBIX HCTOYHHUKOB
HEJOCTIKMMOTO KOJa.

4.2 AHanu3 noToKa AaHHbIX

O06mas cxema aHanu30B B DFA-IBHKKe BBITIISIIUT CIIETYOITUM 00pa3oM:

1) mms KaxIOoW HMHCTPYKIMH CO3Malrest mepemaTodHas (yHKIHs, KOTOpas Uil BXOIHOTO
COCTOSIHHUSL 7151 HEKOTOPOH MOITypeIIETKH BO3BPALAET BEIXOJHOE COCTOSTHHE;

2) s3amyckaeTcs UTepaTHBHbIH aHanu3 mo ['TIY ¢ HCmoap30BaHHEM MePeIaTOUHBIX QYHKIHIA.

3) 1pu HeOOXOAUMOCTH HH(POPMAIIUSI COXPAHSIETCS B pe3foMe (YHKIHH;

4) Bemonnsercs o6xon I'TIY, KOTOpbI NpOBEpsSeT COCTOSHHSA HA BXOAHBIX pEOpax W camy
WHCTPYKIHIO; €CIIM MOKHO CIEJaTh BBIBOJ O HEJAOCTH)KUMOCTH, TO BBIXOJHOE pPedpo
MTOMEYAEeTCs KaK HeJJOCTIKUMOE;

5) wuH(pOpMAaIHS 0 HETOCTHIKUMOCTH PACIIPOCTPAHACTCS Ha MOCIESAYIOIIHE HHCTPYKIMU 6a30BOro
6710Ka; KPOME TOTO, €CJIM BCE BXOAHBIE PEOpa B TOUKE OOBEIMHEHHS ITyTeH HEIOCTHKHUMBI, TO
BBIXOJTHOE peOpo Tak ke IoMedaeTcs Kak HeTOCTHKHIMOE.

Pa3snuunble aHamU3bl BBINONHAIOTCS MOOYEPENHO U AOMIONHAIOT Pe3ynbTaThl ApYyr Apyra. Ecam

pebpo oMedeHo Kak HETOCTHKHUMOE, TO BCE MOCTIEAYIOIINE aHAINU3bI He OyIyT €ro YYUTHIBATh.

Jns aHanm3a ucKIodeHn MBI pactmprin DFA-nBrmkok aHann3oM (QyHKIWHA, KOTOpPBIE OpocaroT

UCKJIIOYEHHS TOJIBKO ONpe/esIeHHBIX THIOB (11. 4.2.2). B nononHeHne K OCHOBHOMY aHAIM3y ObUI

pean30BaH BCIIOMOTATENbHBIN aHaIM3, COXpaHSIONMi oOpabarbiBaeMble UcKoueHus (1. 4.2.1).

Pean3oBaHHbBIE aHATN3BI HMEIOT TIOTOKOBYIO YyBCTBHUTEILHOCTD 0€3 UyBCTBUTEIBLHOCTH K MYTSIM

BBITTOJTHEHHS.

4.2.1 AHanus, coxpaHsLWmn obpabaTbiBaeMble UCKMNIOYEHUSA

Llenpro maHHOTO aHANM3a SIBISETCS ONpeleNieHne Al Kaxkaoro pedpa Ha I'TIY ¢yHkumm Tumos
UCKJIIOYEHHUH, KOTOphle B 3TOM TOuke oOpaOarbiBatorcs. Jlanubelii ananmu3 B DFA-aBmxke
BBITTOJTHSACTCS TIEPBBIM.

Amnanus pearupyeT Ha HHCTPYKIIMU try enter (el, e2, ..) mtry exit(el, e2, ..):
IIpH BXOJE B try-catch-KOHCTpYKIHIO 00pabaTbiBaeMble THITHI UCKIIOYEHHUH JT00aBIAIOTCA B
COOTBETCTBYIOIIEE MHOXKECTBO, a NMPHU BBIXOAE M3 HE€ TUIBI HCKIIOYEHUH, 00paboTKa KOTOPBIX
3aKaHUYMBAETCS B 3TOW TOUKE, YAAISIFOTCS U3 MHOKECTBa. B Touke cOopa mpoucxXoauT repecedeHue
MHOKECTB.

14



Adanacses B.O., [Isoprosa B.B., Bopoanu A.E. Ctatiuueckuii aHanu3aTop uist s3bIK0B ¢ 00paboTKoit uckmodenuit. Tpyow UCIT PAH,
Tom 34, Boim. 6, 2022 1., cTp. 7-28

JlaHHBII aHANK3 SBIIETCS BCIIOMOTAaTeIbHEIM. HEKOTOpbIe IeTEKTOPHI HCTIONIB3YIOT €T0 PE3YIIbTaThI
U TOJABJICHHS HEAaKTyalbHBIX TpenynpexicHni. Hanmpumep, OHM HCHONB3YIOTCS, YTOOBI
MOJABIATE HEAKTYaJIbHBIE TMPEAYNPEXKACHUS O pPa3bIMCHOBAHMH HYJIEBOW CCBUIKH, €CIH
uckiroueHne Tuna NullPointerException oOpabaTeiBacTcs (CM. TUCTHHT 6).

4.2.2 AHanu3 6pocaeMbIX UCKITHOUYEHUN

DIIeMEHTAaMHU TIOJYPEIETKH SBIAETCA MHOXKECTBO THUIIOB OPOCAEMBIX MCKIIOUEHUH. HikHUM
SIIEMEHTOM SIBIIAETCS MYCTOE MHOXKECTBO. TaKkkKe BBIAENCH CIELUATLHBIA JIEMEHT, SBISIOMIUKACS
BEPXHUM DIEMEHTOM, O3HAYAIONIMI BCe BO3MOXHBIE BapuaHThl. OmeparopoM cbopa SBISETCS
00beIMHEHHE MHOXKECTB OpocaeMblX HCKMoueHuH. C  UENbl0 IPOM3BOAUTENLHOCTH MBI
OTPaHMYUIIN Pa3sMEP MHOKECTBA JIECATHIO dJIEMEHTaMU. ECIIM pa3sMep NPEBHINIEH, TO MHOKECTBO
3aMEHSAETCS Ha BEPXHUI 2JIEMEHT.
IMonypeméTka WMeeT CIEAYIOIYK CEMAHTHKY: €CIM Ha HEKOTOPOM peOpe 3HaueHHEM
IOy PEMETKY ABJAECTCS MHOKECTBO EXC, TO 3TO 3HAYMT, YTO IIPH BEIIOTHEHHH IPOTrPAMMEI MOTYT
OBITH GPOIIEHBI TOJBKO MEPEYNCICHHBIE HCKITIOUEHU. HeBO3MOXKHA CHTyamus1, Koraa 6pocaeTcs
uckiroueHue e € Exc.
I[Nepenarounnie QyHKIUH aHAIU3A:
TF[throwe] = Exc — {e}
TF[r,e = foo(...)] = Exc - Exc U summary(foo)
TF[r,e = foo(...); summary(foo) = @] = Exc > T
TF[r = foo(...)] = Exc - Exc
TF[assumee == @;r,e = calll = Exc - 0
TF[lassumee <:type;r,e = call] = Exc > @
TF[assume! (e <:type);r,e = call] = Exc » Exc \ {type}
JUI1 MHCTPYKIUM OpOCAaHMS HCKIIOUEHHS throw e pe3ylbTUPYIOIEE MHOXKECTBO COIEPIKHT

TOJIBKO 3TO UCKIIOYeHHE. /|11 MHCTPYKIMHK BBI30Ba QyHKIMU r, e = fo0o (...) KO MHOXECTBY
BO3MOJKHBIX HCKIIIOUEHHH 100aBIIIETCSI MHOKECTBO U3 pe3toMe 3Toi pyHkumu. Eciam mo kakum-to
NpUYMHAM JJIsi BbI30Ba (YHKIMH HET pestoMe (summary (foo) = @), To Mbl HUCHOIB3yeM

BEPXHUH JIEMEHT PemETKH, Mperoaras, YTo MoXeT ObITh OpoleHo Jiroboe nckiodenue. s
¢yHKIMA, He OpOCcalOINX MCKIIOYEHUE, MCIIONb3YeTCs epeaaToyHas GyHKIus, KoTopas HHYETo
HE MEHSeT.

Ecnu ¢pynkims He 6pocniia uckimodenue (assume e == 0; r, e = call), To HCHONB3yeTCs

HIDKHUH 271eMeHT pemérku. MHeTpykius assume e <: type; r, e = call o3HadaeT, 9To

OBUTO TIepeXBaYeHO HCKIIIOYSHHE ONpeeIEHHOro Tuma. [Ipyu BRIMOJHEHNN JaHHOTO KOJja HUKAKHe

JpyTHe UCKIIFOUEHHUS He MOTYT OBITh OPOIICHBI, TO3TOMY MBI TAK)KE€ HCIOIB3yeM HIDKHUM AJIEMEHT.

W s ciayyasi, Korja Kakoe-To UCKIII0UeHre He OblIo moimaHo (assume ! (e <: type); 1,

e = call), u3 MHOXXECTBa BOSMOXKHBIX HCKIIIOUEHUH yOHUpaeTcs 3TOT THII.

Pe3ynbraThl JaHHOTO aHANMKM3a MOTYT OBITH MCHOJIB30BAHBI JUIA MIOMETKHM HCKIIOYEHUH A ABYX

CIIy4aceB:

1) assume e <: type — BBIXOJHOE PEOPO MOMEYAETCS KaK HEJOCTIIKUMOE, €CIIH MHOYKECTBO
UCKIIIOUYEHUH HE COIEPKUT HaHHBIN THIL type € Exc. DTOT cilydall COOTBETCTBYET peOpy
BXOJa B catch-0I0K;

2) assume !(e <: type) — BHIXOAHOEC peOpO MOMEYAETCS KaK HEJTOCTHRHAMOE, €CIH
MHO)KECTBO MCKIIIOUEHUH COJEPXKUT TOJBKO AaHHBIA TH: Exc = {type}. lanHbli ciyyaii
COOTBETCTBYET pedpy o0xona catch-6moka.

OnucaHHbI aHAJIU3 I03BOJISET IOHATh, YTO B JIUCTHHIE 8 OJIOK catch (..) HEJOCTHIKHM.

[Mocnennuit QakT mno3BONSET aHAaNM3y OWIMOOK JIEJeHWs Ha HOJb HE BBIAATH JIOKHOE
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MpeayNpexIeHNe, TaK KaK Ha BCEX OCTaJbHBIX MYTAX MEPEMEHHOW X MPUCBAMBACTCS HEHYJIEBOE
3HA4YCHUE.
1 void foo(int a) {

2 if (a <= 0) throw 8;
3}

4 int bar (int a) {

5 int x = 0;

6 try {

7 foo(a);

8 x = 1;

9 } catch(int e) {
10 X = 2;

11 } catch(...) { }
12 return 100 / x;

13 }

Jucmune 8: Hedocmudicumvlii catch-61o0k

Listing 8: Unreachable catch

YacTHbIN, HO BaXKHBIN CIy4aid, HAXOJUMBIH STHM aHATU30M, — 3TO0 (DYHKIIMU, KOTOPBIC TOYHO HE
Opocaror uckiroyeHus. s BbI30Ba Takux (YHKIMH Bce pEOpa, COOTBETCTBYIOIIUE 00paboOTKe
HCKJTFOYCHUH, TIOMEYAIOTCS KaK HEIOCTIDKUMBIE.

4.2.3 AHanu3 TOYHO OPOLUEHHbIX UCKITHOYEeHUN

Hexotopele ¢yHKumm Bcerma OpocaroT HCKITIOUECHUS TPH BBINONHEHWH. [ aHamm3a Takux
¢GyHKIMHA ObLT pa3paboTaH HECIOXKHBIM aHaIM3, 3a/Jaya KOTOPOro — IOMECTUTH B pe3loMe
nHpopManuio, 4YTO HOPMaAJILHOE BBINOJIHEHNE (PYHKIIMM HEBO3MOXKHO M (YHKIMS Bcerna Opocaer
HCKITIOYCHHE.

Péopa T'TIY, cooTBETCTBYIOIIME HOPMAJbHOMY BBINIOJIHEHHUIO TaKMX (YHKIHH, MOMEUYAOTCs Kak
HEJIOCTHXHUMBIE.

4.3 leTeKTOp HEOOPAOOTaAHHbLIX NCKITHOYEHUN

OpHa W3 9acTO BCTPEYAIOUIMXCS YSI3BUMOCTEH Hpu 00pabOTKe HCKIIOYUTEIBHBIX CHTyalud —
HeoOpaboTaHHble HCKIoueHus [8]. [laHHas ysI3BUMOCTP MOXET TNPHUBECTH K aBapHHHOMY
3aBEPILEHHUIO MPOTPAMMBI, 9YTO MOET OBITh MCIIOJIF30BAHO 3JIOYMBIIUICHHUKAMH TP aTake THUIIa
«OTKa3 B 00CITY)KUBAHUAN..

B nuctunre 9 npuBeaéH nmpuMep HeoOpaOOTaHHOTO UCKITIOYEHHS. B cTpoke 5 MpOU3BOIUTCS BEI30OB
MeTosa parselnt, KOTOPBIA MOXKET OPOCUTh UCKITIOYeHHe Tha NumberFormatException,
€caM IepenaBaeMas CTpPOKa He SBJsIeTcs 4UCIOM. Tak Kak HCKJIIOYEHHE MAHHOIO THUMa He
oOpabaTrIBaeTcs, a IepeaBaeMblil apryMEHT He IPOBEPSIETCS, TO MPOrpaMMa MOXKET 3aBEPIIUTHCS
aBapUITHO PU HEKOPPEKTHBIX 3HAYEHUSIX.

1 public static void main(String[] args) {
2 int threadsNum = 1;

3 for (int i = 0; 1 < args.length; ++i) {

4 if (args[i].startsWith("-3")) {

5 threadsNum = Integer.parselnt (args[i].substring("-j".length()));
6 }

7 }

8 System.out.println ("Number of threads: " + threadsNum) ;

9

}

Jucmune 9: Ipumep neobpabomanno20 UCKIoOUeHUs,
Listing 9: Example of an unhandled exception

Jlst moncka HeoOpabOTaHHBIX UCKITIOYCHHH OBIT pa3pa00TaH CIeHABLHBIA JETEKTOP.
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JleTekTop HCIONB3yeT MEKIIPOIICTyPHBIN aHAIN3 IS TIOMCKA HCKITFOYEHHI, KOTOphIe OpOCaroTCs B
nporpaMMe, Ho He 00padaThIBaIOTCS K MOTYT aBapUITHO 3aBEPIIHTH 3Ty MPOTPaAMMY.

HpI/I AHAJIN3C UCIIOJB3YIOTCA TPU MHOKECTBA TUIIOB I/ICKHIO‘ICHHﬁz:

e Expected — Tumsl HCKITIOUEHMI, KOTOPBIC OKHIAIOTCS B JaHHOM TOYKE IIPOrPaMMBI (TO €CTb,
oOpabaTpIBarOTCa KOHCTpyKnmeidl try-catch). @opmupyercs Impu MOMOIIH Pe3yIbTaTOB
BCITOMOTATEILHOTO aHaIN3a, ONMCaHHOTo B IT. 4.2.1};

e Uncaught — timnbl HCKITIOUSHUIT, KOTOPBIE He ObLTH 00paboTaHbl B catch-0moke; B Touke cOopa
MPOUCXOJUT 00bETMHEHNE JaHHBIX MHOXECTB;

e Processed — Tumsl HCKIFOYEHUH, KOTOpBIC ObLTH 06paboTaHbl B catch-0moke; B Touke coopa
MPOUCXOUT TIepeCeUCHNE TAHHBIX MHOYKECTB.

Ipu noctikeHNH BBI30Ba (YHKIWHM HUCKIFOYEHHS, KOTOPbIE MOTYT OBITH OpOLIEHBI B Pe3yibTare

3TOTO BBI30BA, PA3JICIAIOTCS HA MOWMaHHBIC U HE TOoMMaHHbIe, popMupys MHOXecTBa Processed u

Uncaught cootBetcTBeHHO. [Ipr 3TOM Tpacchl MPeAyNpeKACHUN PaCUIMPSIOTCS METKOH call ¢

uHpopManueii 0 BbI3bIBaEMOH (hyHKIUH.

[pu DOCTIKEHNH MHCTPYKLUH IIPOMEXYTOYHOTO MPENICTaBICHUS, COOTBETCTBYIOLICH oneparopy

throw, TN HCKIIOYEHHs HIIeTcs BO MHoxecTBax Processed m Uncaught. Bo3moxxHbl TpH

CIICIYIOIINX CUTYaIH:

e  cCIIM HCKIIOUCHHE HAXOJHMTCS BO MHOkecTBe Processed, To ono Obuto moiimMano catch-
0JI0KOM, HO B HTOre OBLIO OpOIICHO 3aHOBO — TOTAA Tpacca Ui 3TOrO THIIA HCKIHOYCHHS
pacimupsieTcss METKOH rethrow, TUI ynansercs u3 MHoxecTBa Processed u nobasinsiercs Bo
MHuoxectBo Uncaught;

®  CCIIM HCKITIOUCHHE HAXOMUTCS BO MHOkecTBe Uncaught, To oHo He ObLIO moiiMaHo catch-
6moxoM, HO mocturiio finally-0oka U MOCie ero 3aBepuieHus ObUIO0 OPOIIEHO 3aHOBO — B
9TOM cly4yae Tpacca A 3TOrO THUIA UCKIIOYEHMs] OCTAa€TCsl IPEXHEH, TUI OCTAaETcsi BO
MHuoxectBe Uncaught;
®  ECIIM UCKJIIOUCHHS HET HU B OJJTHOM M3 MHOYKECTB, TO TaKasi CUTyaI[isl COOTBETCTBYET CO3JIaHUIO
1 OPOCAaHUIO HOBOTO THIIA MCKIIIOYEHHUS Yepe3 onepaTop throw — B TaKOM CiIydae co3maércs
HOBasi Tpacca JJIsl 3TOro TUIa UCKiItoUYeHust ¢ Metkoi Uncaught u undopmaiiust jobasisercs BO
muO)ecTBo Uncaugh.
IIpu moctmkeHun BbIXOAA W3 (QyHKIWH, € CHTHATypa CBepseTCs ¢ QyHKIHEH main — ecid
Texymasi GyHKIUS SBISICTCS TOYKOW BXO/1a B MPOrPaMMy, TO IS BCEX UCKITIOUCHHUN U3 MHOXKECTBA
Uncaught momkHO OBITH BBIJAHO COOTBETCTBYIOIEE MNpeaynpexacHue. B uHOM ciyuae, ecnu
¢byukuus He sBisercs (QyHKIMEH main, TO BCe HCKIOYeHHs u3 MHOxectBa Uncaught
JIOOABIISTIOTCS B PE3IOME aHANM3UPYEMOH (YHKIIMHU U UCTIONB3YIOTCS P 00pabOTKE BBI30BOB.
s si3pika C++ moMuMo (DyHKIMH main MpOBEPSIOTCS BCE ACCTPYKTOPHI, TaK KaK JIECTPYKTOP
MOJKET OBITh BBI3BAH BO BPEMs PACKPYTKH CTEKa IIPH YKe OPOIMICHHOM UCKIFOUSHHH, W €CJIA B 3TOT
MOMEHT Oy/IeT OpOIIIeHO enlé 0JTHO UCKIIFOUEHHE, TO OyAeT BhI3BaHa QyHKIHA std: :terminate,
3aBepllaroIas nporpammy [9].
Taxxe Hy)KHO OTMETUTh, YTO B si3bIke C++ HMCKIIOYEHHE MOXKET 3aBEpIIaTh IPOrPaMMy aBapHIHO
Y TIpH MCTIOJIB30BaHUM TaK HA3BIBAEMBIX «exception specificationsy»: ecnu GyHKIUS ONpeenser,
4TO M3 He€ MOTYT OBITh OpOIIEHBI UCKIIOYEHWs] THMOB e€l, .., €N, HO mpu 3TOM Opocaer
UCKJIFOUCHHE THIIAa U TaKoe, 4To ! (u <: ei) g BceX i, To OyJeT mpou3BenEH BHI30B (PYHKIIUU
std: :terminate. [Toatomy, npeaynpexaeHue 0 HeoOpabOTaHHOM UCKITIOUEHUH OyIET BBIIAHO
1 B TOM Clly4ae, eciii MHOXxecTBO Uncaught coiep KT THITbI HCKIFOYEHUH, KOTOPBIE HE OMUCAHEI B
00BSBICHUH (HYHKIHH.

Bce TP MHOKECTBA SBJIAIOTCSA 4YaCTbHO MHOXKECTBA B cocrosinus IporpaMmal.
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Jns ommcaHWs CBOWCTB TOBEACHUS OMOIMOTEYHBIX (DYHKIMHA, BaXHBIX [UIS JETEKTOPOB,
aHaJIM3aTop SVACe WCIOJb3yeT TaK Ha3bIBaeMble CIELU(DHKAIMH, KOTOPbIE MOMACIUPYIOT 3TH
CBOWCTBA TPH TIOMOIIM BBI30BOB CHEHHANBHBIX (yHKIHH. Mbl mobaBmim crendyHKIUH
sf could throwwu sf could throw pedantic, o3nHayaronue, 4To U3 QYHKIUH MOXKET
OBITh OpOIIEHO WCKIIOUEHHE ompenenéHHoro Ttwma. Bepcus pedantic wucmomb3yercss s
ciy4aeB, KOTJa BO3HUKHOBEHHE UCKIIIOYEHUI MaJOBEPOSITHO.

OTMeTHUM, YTO HE BCE THUIIbI UCKIIOUEHUH OJTMHAKOBO KPUTUUYHBI — HEKOTOPHIE BOBHUKAIOT B OYEHb
PENKHX CITydasiX, a JPYTUe MOTYT YKa3bIBaTh O HAJMYUK CEPhE3HBIX MPoOIeM B paboTe MporpaMmM.
Hanpumep, nckimouenue Tuna OutOfMemoryError B JVM Bpsin i A0JDKHO 00pabaThIBaThCS
NIPUIIOKEHHUEM, TaK KaK OHO HE CMOXKET KOPPEKTHO BOCCTAHOBUTHCS IMOCIIE JAHHOTO MCKIIOYEHUS.
CoOOTBETCTBEHHO, MOYKHO pAa3JelHUTh THUIBI NPEAYNPSKACHHA Ha Te, KOTOpHIE OTHOCSTCA K
KPUTHYIHBIM THUIIAM HUCKJIIOUCHHH, B T€, KOTOPBIC OTHOCATCS K HCKIFOUEHUSIM, KOTOPBIE MOTYT OBITH
He 00pabOTaHbl WM HE SBISAIOTCS KPUTHYHBIMH. J[JI1 MOMETKH THIIOB HCKIIOYCHHH, Kak Te,
KOTOpBIC 00s13aHbI OBITH 00paboTaHbI, B crieiudukaiusx Svace aus Java u Kotlin Obia mobasieHa
aHHOTalMgd MustBeCaught, ImpH MOMOIIM KOTOPOM MOMKHO IMOMETHTH HEOOXOAUMBIA THII
HUCKIIIOUEHUSA. DTOT IPU3HAK HACIIEAYETCS: €CIM KiIacC A UMeEET aHHOoTauuw MustBeCaught u
SIBIISICTCS POAMTENEM Kilacca B, TO HCKITFOUEHHUE THITa B TOKE TOJDKHO OBITH TTOHMAaHO.

Takxke CTOMT OTMETHTh, YTO AJsl HEKOTOPBIX TUIOB MCKIIOYEHUI MPEeNyNnpeKICHHUE BBIIABATh U
BoBce OeccMbicieHHO. Hampmmep, mckimodeHme tuma AssertionError B JVM Opocaercs
TOJIBKO IIPHU TPOBEpPKE HMHBApPHAHTOB B INpOrpaMMe IpH MOMOINM KIIIOYEBOTO CJIOBa assert,
MO3TOMY T0JIb30BaTENbCKasl IporpaMMa He J0JDKHA 00padaThiBaTh MCKIIOYEHUs Takoro Tuma. K
UCKJTIOUEHHSM, IS KOTOPBIX HpeAylpekIcHHE BbIIaBaTh OECCMBICICHHO, MBI TOYHO TaK e
otHeca ExceptionInInitializerError, BO3HUKAOIEE IPH OPOIICHHOM HCKIIIOYEHHH B
CTaTH4YeCKOM HWHHMIHAIN3aTOpe Kinacca, U LinkageError, KOTOpOE BO3HUKAET TOJIBKO NpHU
3arpy3Ke KJIacCoB U IPH CIEIMPHUIHBIX ciTydasx ucronp3oBaHus Reflection API [10].

B xome ma C++ wmckmouenne THma std::bad alloc MOXeT BO3HHKHYTh B OOJIBIIOM
KOJINYECTBE MECT, TI03TOMY OBUIO PEIICHO BBIJECIUTH OTAEIBbHBIH HMOATHII NPELYNPEKICHUS IS
3TOr0 TUIA UCKIIFOUECHUN.

B HEKOTOpBIX Ciydasx MpOrpaMMHCT MOXET OXKHJIaTh, YTO HEKOTOPBIE THITBI MCKIIOUYCHHUH OyayT
3aBepIIaTh NporpaMMy aBapuitHo. Takoe BO3MOXXHO, HallpuMep, NpH TMEpBHYHONH 00paboTke
BXO/IHBIX apr'yMEHTOB — HCKJIIOYEHHE, KOTopoe OyneT OpOoIIeHO NMpH BCTpede ¢ HEKOPPEKTHBIM
apryMEHTOM, HE BBI30BET HHKAKHMX KPUTHYECKHX OMMOOK B paboTe MPHIOKEHUs, €ClIH He Oyner
noimaHo. B Takux ciydasx, IporpaMMHUCT MOXKET MOMETHTh B (DYHKIUHM main Te UCKIIOYeHHMS,
KOTOpBIE OH OKHJaeT (IIpW TOMOIIM KJIIOYEBOTrO ciloBa throws B ciydae Java, mpu IOMOIIN
anHoTanmu Throws B ciyyae Kotlin win mpu nomomnu «exception specification» B ciryuae C++).
B stoM cnydae perekrop He OyAeT BBIAABaTh MNPEAYNPESKACHHUS Ul yKAa3aHHBIX THIIOB
HCKJIIOYEHU.

5. NeHepayusi NnpoMexxymo4yHo20 rnpedcmaessieHus!
WHctpyMeHT SVaCe oCyIecTBIsIeT MOUCK OMIMOOK B J[Ba dTAmNa:

® C MOMOIIBI0 MOJU(PHUIMPOBAHHOTO KOMITWIIATOPA ISl COOTBETCTBYIOIICTO SI3BIKA CO3MAETCS
HU3KOYPOBHEBOE MPOMEXKYTOUHOE TIPEICTABICHHE;

® TIOJYyYEHHOE MNPOMEXKYTOUHOE IMPEACTaBICHHE MMOAAETCS Ha BXOJ aHAJIMU3aTOPY, KOTOPBIH
npeoOpa3yeT ero B yHUQUIMPOBAHHOE MPOMEKYTOYHOE MpEJACTaBICHUE (CM. pasi. 3), s
KOTOPOTO BBIMTOJIHACTCST aHATH3.

Hame npoMexyTouHOe npecTaBleHHe TeHEpUpyeTCs pasHbIMU komnuisTopamu: Javac OpenJDK
[11], Koltinc [12] u Clang [13].
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5.1 UHdopmaumsa 06 UCKkNoYeHUAX B NPOMEXYTOYHOM npeacTaBrieHun Ansa
C++

Ucnons3yemsrii B Svace mrs C++ xommmrarop Clang mcmonedyer pasnoe ABI mpu reneparumn
npomexyrogHoro mpexacraBieHus it OC Linux u Windows, B pe3yibpTaTe NMpOMEXyTOYIHOE
NPE/ICTaBICHUE JJISl HUX CYIIECTBEHHO OTINYAeTCs.

IIpomexxyrounoe mpencranerne mis Linux mmeer Itanium ABI [14]. B ananuzatope Svace msr
HOJIHOCTBIO TIOJICP)KUBAEM BCE MHCTPYKLMH, T'€HepUpyeMble ITOJOOHBIM NpeAcTaBiIeHueM. [l
aHaJIM3a HaM BAXKHBI CJICYIOIINE HHCTPYKLIUH:

e invoke — 4TOOBI 3HATH, TSI KAKKX BEI30BOB UCKJIFOUCHHS 00Pa0aThIBAIOTCS;
e landingpad — I ONpeneIeHus TUIIOB 00padaThIBaeMBbIX HCKqueHHﬁ3;
e resume, cxa rethrow, cxa throw —4ro0bl 3HaTh 0 OPOIIEHHOM HCK/IIOUEHNH;

e  cxa call unexpected — 4roObl 3HaTh, B KaKMX ClIydasX MpOrpaMMa MOXKET
3aBEpPLIMTHCA BBI30BOM std: :terminate;

e llvm.eh.typeid.for — i NOMydyeHUs THUIA MCKIIOYEHHUS, HAa COOTBETCTBYIOIIMN
00paboTYNK KOTOPOTO CAETIaH MEPEXOI.

It OC Windows B LLVM wucnone3yetcs npeactaBieHue, oTiandaromnieecs ot [tanium ABI [15].

Ha MOMEHT HamucaHMsl CTaThH, U3 BCEX CHEUU(GUYHBIX WHCTPYKIMH JAaHHOTO IPOMEKYTOYHOTO

HpeJcTaBiIeHHs B SVACE MOANEePKUBAETCS TOIBKO HHCTPYKIUA  CxxThrowException.

Taxum 00pa3zoM, MBI PEIIMIIN PACIIMPHUTh CYIIECTBYIOLIEE IPOMEKYTOUHOE TIPeICTaBICHHE SVace
uHCTpyKnusaMu LLVM  mns oOpabotkm uckmodeHnid. Co3maHHE HOBOTO IMPOMEXKYTOYHOTO
NPE/ICTABIICHUS SBJIACTCS HETPUBHAIBHOM 3amadell W He sABIAETCS HEOOXOAMMOCTBIO B JaHHOM
ciryJae.

5.2 UHcpopmauumsa 06 ucknroveHusix B 6anTt-koge JVM

B JVM, B otimune ot LLVM, HeT cnenuaiu3upoBaHHBIX HHCTPYKIUH, OTHOCSIITUXCS K 00paboTKe
uckimoueHuid. J{nsg xpaneHus wuHpopManuu 00 oOpabaTbiBaeMbIX HCKIOYEeHHsX B JVM
UCIIONb3YETCsl CTPYKTypa JAaHHBIX, MMEHyemas «exception table», KoToOpasi COAEPXKHUT: THI
00pabaThIBAEMOTO MHCKIIOUEHHS; OTPE30K WMHCTPYKIMH, Ha KOTOPOM JaHHOE MHCKIIIOUYEHHUE
o0OpabaTbIBaeTCs; CMEIIeHHe HHCTPYKIUH, Ha KOTOPYIO JOJDKEH OBITh OCYIIECTBIEH MEPEX0.l MPH
NOWMaHHOM HCKIIFOUYEHUH.

Msi ucnosnb3yem O0ubimmoteky ASM [16] mis urenus class-aitnoB JVM, nosromy y Hac HeT
mpo0OJieM ¢ KOPPEKTHBIM M3BJICUEHHEM JaHHOUW nHpopMaiiu. Tem He MeHee, OONbIIYI0 MPooIeMy
COCTaBIIIET IIOCTPOCHHE IIPOMEXKYTOYHOTO MPEACTABICHUS aHAIW3aTOpa Ha OCHOBE 3TOM
uHpopmanuu. Tak kak OuOmuoreka ASM uuTaer OaiT-KOI CBepxy BHU3, nocTpoenue ['TTY
OCYIIECTBIISIETCS] B aHAIIOTUYHOM TOpsiAKe (IIPH 5TOM CMEIICHNE Ka)KA0H METKH B MOMEHT UTEHHS
HEHU3BECTHO). DTO NPHUBOJUT K TOMY, YTO HEBO3MOKHO JUIS Ka)KIOW MHCTPYKIMHM B MOMEHT €€
00paboTKN ONpeJeNuTh, NPUBOJUT JIM €€ BBINOJHEHHE K BBIXOAY M3 TEKylero oOpaboTyuka
UCKJIIOYEHUH.

Msl pemmn gaHHyo npoOiiemMy ciexyrommMm obpaszoM. Kornma aHanmsaTop BCTpedaeT Hadallo
OTpe3Ka, 00padaTHIBAIOLIETO HCKIIOYEHUS, TO OH TEHEPHPYET HCKYCCTBEHHOE BETBJICHHE W3
UHCTpyKUud Try (el, e2, ...}) mCatch (el, e2, ..):mnepBas UHCTPYKLHS IPOCTO

M5 He IPOBOUM SIBHOH TpaHCc(OpMAIMHU 3TOH HHCTPYKIIMH B OIIMCAHHbIE paHee try enter (el, e2,
..) mtry exit(el, e2, ..).DTo MOXHO cAeNaTh Pa3HBIMU CIOCOOAMM, HAIPUMEP, PACCTABIIAS BO3JIE
KaXJOH MHCTPyKIMM invoke mapy W3 try enter(el, e2, ..) ® try exit(el, e2, .),
HCTIONB3Ysl THIBl UCKIIOYEHH, oOpadaThiBaeMble COOTBETCTBYROIIMM landingpad. Ho Mbr pemmmn
OCTaBUTh JAaHHYIO HHCTPYKIHIO B HAIIEM IIPEICTABICHUH, HEOOXOIUMBIM 00pa3oM MOAUGDHUIUPOBAB JBHKOK
aHaIN3a.

19



Afanasyev V.O., Dvortsova V.V., Borodin A.E. Static analysis for languages with exception handling. Trudy ISP RAN/Proc. ISP RAS, vol.
34, issue 6, 2022, pp. 7-28

BeAET Ha CIEOYIOIIYIO HHCTPYKIMIO 0aliT-K0/1a, a BTOpasi — Ha MEPBYI0 HHCTPYKIHIO catch-61okKa,
00pabaThIBarOLIETO TUIIBI HCKIMIOYeHU €1, e2, .. ..IlepBas coOOTBEeTCTBYET paHee ONHCAHHOM
HHCTpyKIMu try enter (el, ez, ..). DBTopas wuHCTpyKUuS Bceraa IOMEYaeTCs
HEJOCTMKUMOW U HE SBISIETCS MyTEM, yepe3 KOTOPBIA MOKET HMOWTH nporpamma. E€ Hamuuue
HEOOXOAMMO IIMIIb Ui TOTO, YTOOBI TOKAa3aTh aHANINW3y TOYKH, B KOTOPBIX 3aKaHUYMBACTCA
00paboTKa TUIIOB HCKITIOYECHUI €1, €2, ... — STUMH TOYKaMH SBIISIOTCA HEIOCPEICTBCHHBIC
MOCTIOMUHATOPBI 0a30BBIX OJIOKOB, B KOTOPBIX HAXOAATCS MHCTPYKIuU Try (el, e2, ...})
u Catch (el, e2, ..), a TaKKe BCe BBIXOABI M3 MeTona. J[00aBissi BO BCE STHU TOYKH
HHCTPYKLIMIO try exit (el, e2, ..), NOJy4YUM IIPEACTABICHHUE, OUCAHHOE panee’,

5.3 NpencraBsneHue BbizoBoB B MY

LLVM-6utkon ucmons3yer HHCTpYKuuU call u invoke mig Be30BOB QyHKIui. MHCTpYKINSA
call wucronb3yeTcs B TeX ciydasx, Korja He TpeOyloTcs mepexoibl Ha 0a3oBble OJIOKH,
oOpabaTbIBarole HCKIIOYeHUs. JIs OCTalbHBIX ClydaeB HMCIOJIB3YeTCsl MHCTPyKuusi invoke,
KOTOpast MOXET IePeAaBaTh yIpaBIeHUE B PA3IHMYHbIE TOUKH IPOTPAMMBI, B 3aBHCUMOCTH OT TOTO,
BO3HHUKIIO JIU UCKJIIOUEHHE TIPpH BbI30BE [17].

Tax kak B 6aiiT-kozme JVM HeT moJo0HOTO poaa HHCTPYKIIHIA BBI30Ba, KOTOPEIE ObI TEHEPHUPOBATICH
KOMITHWJIATOPAMH, MBI PEIIMIN HCIIONIB30BaTh MOXO0XHH Moaxox mpu nocrpoeruu ['TIY BHYTpH
aHanmzatopa. Ecim B try-010Ke MPHCYTCTBYIOT MHCTPYKIMH BBI30BA, TO MBI CUHUTAEM, UTO 3TH
BBI30BEI MOTYT CTE€HEpHPOBATh JII00OE OTCIeKHBaeMoe catch-0iokaMH HCKIIIOYeHHE (a Takke
M000€ HCKITIOYCHNE, OMMCAHHOE B OOBSIBICHUN METO/1a IIPU MTOMOIIH KITIOYEBOTO CJI0Ba throws —
BMECTO OOBIYHOM WHCTPYKLMH BBI30BA TCHEPHUPYETCs BETBICHHE, OJHA BETBb KOTOPOTO
COOTBETCTBYET HOPMAJIFHOMY 3aBEPIICHUIO BBI30BA, a Jpyras IPEINoiaraeT, 4TO BO3HHKIO
UCKJIIOYEHHE, 1 BEAET B OIMH U3 cat ch-0JI0K0B (ecam cOOTBETCTBYOMIETO Ccat ch-00Ka HalieHo
He OBUIO, TO BETBb BEAET Ha BBIXOJ M3 METOA M0 HUCKITIOYCHUIO).

MsI reHepupyeM MepexoAbl TOIBKO UIS BBI30BOB, MCKIIOUEHHSI OT KOTOPHIX 00pabaThIBarOTCA B
BbI3bIBatoniel pyHnkuun. Hanpumep, B muctunre 10 gyHkuust bar, tak xe, kak u GpyHkuus £oo,
MOXET OpOCHTH HCKIIOYEHHE. MBI HE TeHEpUpYeM SIBHBIX IIE€PEXO0JIOB JUIL 3TOr0O ciydas |
OCTaBJIIsIEM 33/1a4y TOYHOTO OIPEAEICHHS BBIIOJIHEHHBIX HHCTPYKIMH aHAIU3Y.

1 try {

2 r = foo(a, b, ...);
3 return r;

4 } catch (el) {

5 // Catch-block el
6 } catch (e2) {

7 // Catch-block eZ2
8
9
1

}
r = bar(a, b, ...);
0 return r;

Jlucmune 10: Ipumep xooa, 06pabamvieawe2o UCKIOUEHUS
Listing 10: Example of code with exception handling

4 Crour OrOBOPUTLCA, YTO MbI HE IPOBOANUM NAHHYIO TpaHC(i)OpMaHI/I}O SIBHO B HallleM IMPOMEXKYTOYHOM

npezcTaBieHHd. BmecTo 3Toro Mpl MoanGUIApoBany aHamu3 u3 1. 4.2.1, 9To0bI epeaaToYHas QYHKIHS IS
wHCTpYyKIMH Catch (el, e2, ..) He moOaBisuia THIIBI €l, €2, ..BO MHOXECTBO 00pa0aThBacMBIX
UCKITIOUeHHI. TakuM 00pa3oM, MepecedeHrne MHOKECTB B TOUKE COOpa MO3BOJIAET JOOUTHCS TOTO ke dPdeKTa,
KOTOPBIH OBl 1a1a 00paboTka MHCTPYKIMU try exit (el, e2, ..).
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5.4 NpepcraBneHmne £finally-6nokoB B JVM

Komnmnstopsr s3sikoB Java m Kotlin mpu reHepamun try-catch-finally KOHCTpYKIHH
TEHEPUPYIOT AYyONUPYIOLUIMICS KOJ, COOTBETCTBYIOMNI Koy u3 finally-00ka, U K00aBISIOT
€ro Iocjie BCEX MHCTPYKLUMM, MOCIE KOTOPBIX MPOUCXOAUT BbIXOA M3 try-catch-finally
KOHCTPYKLMH — 3TO TpeOyeTcst camol ceMaHTUKON finally-0y0Ka, TaKk KaK KO U3 HEro J0JDKEH
BBINIOJTHATHCA Beerga. Ho myGmuposanne finally-010K0B HEyJOOHO TeM, YTO MCXOAHBIH KOA
NporpaMMbl TIepecTaéT B3aWMHO-OJHO3HAYHO OTOOpa)kaThCsi Ha OalT-KOI — KaXIOW CTPOKe
UCXOJHOTO KOJAa MOXET COOTBETCTBOBATh CpPa3y HECKOIBKO HHCTPYKLUUH U3 NPOMEKYTOUHOTO
IIPE/ICTaBICHHUS.

YtoObl M30eXaTh JIOKHBIX cpabaThiBaHMH, BBI3BAHHBIX IOJOOHOW KOJOTE€HEepauuei, Ml
UCIIONBb3YeM MOJIU(DHUIIMPOBAHHBIE KOMITHIATOPHI A3bIKOB Java u Kotlin, B KOTOPBIX HCIONB3yeM
CTapyro cxemy reHepanun finally-0JIOKOB NpH MOMOIIH moAnporpaMm [ 18] (1 uX HHCTPYKIHA
jsru ret), NO3BOJIAIOIINX F'eHEPUPOBATh KO M3 finall y-010Ka NN €ANHOXK/IbI: MHCTPYKIUS
jsr ocymectBisier nepexox B £inally-0110K, coxpaHss agpec BO3BpaTa Ha CTEK, a HHCTPYKINS
ret BO3BpalIaeTCs MO0 COXpaHEHHOMY ajpecy npu 3aBepuieHnn finally-6moka. [loxpobuee o
JIeTANIAX peaqn3aliid MOXHO MpovYuTath B [19].

CrouT Takke OTMETUTh OJUH HHTEPECHBIM HioaHC. IIpM HCHOIB30BaHUU KOHCTPYKLIHU try-—
finally 6e3 610KOB catch, BCIEJACTBUE IBPUCTHUK, ONMCAHHBIX paHee, CUUTAETCSI, YTO HUKAKOe
HCKIIIOUeHHEe He Opocaercst BHyTpu try-0moka. ITosToMy, mmst Gojee KOHCEpBAaTUBHOTO aHAIW3a
MBI CYUTAEM, UTO ITPU Hamu4IuK B Koje £inally-010Ka, HHCTPYKIMH BBI30Ba B COOTBETCTBYIOILEM
eMy try-0J10Ke MOTYT OPOCHThH UCKIFOUCHHE CaMOT0 001ero Tuna — tTuna Throwable (HO TOJIBKO
NPH YCJIOBUH, YTO HET O0Jiee KOHKPETHOTO THIIA CKIIIOYEHHs, OpocaeMoro U3 try-0ioka).

6. Peaynbomamebl

JI1st otieHKY BIUMSIHUS aHAN3a UCKITIOYSHH Ha Pe3yJbTaT Mbl B3sUIM CTapyIO BEPCHIO aHAIN3aTopa
Svace, B KoTopoii Obla yrnporiéHHas 00paboTKa HCKIFOUEHHH. BO-TIepBhIX, B HEH OTCYTCTBOBAJIH
creunanuzupoBanHble DF-anHanusel nns ucknroyeHuil. Bo-Bropeix, anga JVM ucnonbs3oBaiach
YOpOUIEHHAsI CXeMa MOCTPOCHUS MPOMEKYTOYHOTO MPEICTABIEHHSI: CYUTATIOCh, YTO METOJT MOYKET
OpOCHUTH TOJBKO T€ UCKITIOYCHHSI, KOTOPBIE YKa3aHbl B €r0 OINPeIeICHUH TPU MOMOIIHU KIF0UYEBOTO
cioBa throws, mo3tomMy cooTBeTcTBytomue nytd B ITIY crpomnuch TONbKO Ais 3TUX
HCKJIIOYCHUH.

J1s OLIeHKH pe3yabTaTOB OBIIM BEIOPAHBI CIEAYIOUTHE TPOEKTHI C OTKPBITHIM HCXOTHBIM KOJIOM:
e JVM:

— omepanuonHas cucreMa Android 11 [20]; mpoekT conepxut 6osee 33 MIJUTHOHOB CTPOK
KOJia Ha s3bIKe Java;

—  xommmsaTop s3bika Kotlin Bepcun 1.4.10 [12]; Ha gaHHBII MOMEHT, 3TO CaMblii KPYIHBIH
NPOEKT C OTKPBITBIM HCXOAHBIM KoZoM Ha s3bike Kotliny mpoekt copepxur
nprbmu3nuTensHO 2 MIDIHOHA cTpok Kotlin koma u 1.1 muummona ctpok Java koaa;

C++:

— Kodi Bepcun 17.0a2-Krypton [21]; mpoekT comepkXuT okoio 650 ThICSd CTPOK KoJa Ha
C++;'

— omnepanuoHHas cuctema Tizen Bepcuum 2.3 [22] pa3mepoMm Oosiee 6.6 MHIUTMOHOB CTPOK
KOJa, U3 KOTOpbIX 1.7 MUIIMOHOB HanucaHsl Ha C++.

B Tabn. 1 u 2 mpuBeneHsI IPyNITEl AETEKTOPOB, PE3yIbTAThl aHATN3A JUISI KOTOPBIX CYIIECTBEHHO
m3MeHmuCh. Ctpoka « CyMMapHO» yYUTHIBACT NMPENYIPEKICHNS, BEIITAHHBIE BCEMU JETEKTOPaMH
(B TOM umcie, HE NMEPEYNCICHHBIME B TaOJMIE OTAEIBHO), KpOME JETeKTopa HeoOpadOTaHHBIX
WCKITIOYSHHI — €T0 pe3yJIbTaThl MPeACTaBIeHBI B TabI. 3.
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B Tabn. 1 u 2 npencraBiaeHb! TOJIBKO PE3ybTaThl AJIs MPOEKTOB Ha s3bikax Java u Kotlin, Tak kak
HaMu He ObLIO 3aMeUeHO CYIIECTBEHHbBIX M3MEHEHHI Ha NpoeKkTax Ha si3bike C++: Ha nmpoekrte Tizen
craso Ha 19 JOXHBIX MPenyNpeKICHNI MEHBIIE U Ha 1 HCTHHHOE NpeaynpekIeHIe MEHbIIIE (TIpH
obmem komuuectBe B 49777 mpenynpexneHuii), Ha mnpoekre Kodi cramo Ha 6 JTOXKHBIX
MpeayIpexaeHui oompire (mpu obmmeM KomdecTse B 25104 npexynpexxaeHus).

Kak BUIHO W3 pPE3yNbTaTOB, WCIONB30BAHHE CIEIIHAFHOIO aHAIN3a C YYETOM HCKIFOUSHHH
MOBBIIIAET KAYECTBO Pe3ybTAaTOB. TaKol aHaIU3 ITO3BOJISIET CYIIECTBEHHO COKPATUTH KOJIMYECTBO
JIOKHBIX TMPEIYIPEKACHUH, a Tak)Ke HAUTH HEMHOTO OOJIbIIIe MICTHHHBIX.

Tabn. 1. Pesynomamul cpasnenust sepcuii Svace ons Android 11
Table 1. Results of Space versions comparison for Android 11

I'pynna nerekropos Ipenynpexnenuil HcTunnbix JloxHBIX IIponent
Tlo TTocie TMosBn. | Hcu. IMosBn. | Hcu. M3MEHCHHH

PasBIMeE{OBaHHe 6267 6097 35 86 34 136 0.81%
HYJIEBOH CCBUIKH

VYreuka pecypcos 636 782 74 9 42 41 10.06%
W36biTounoe cpaBaenue | 1377 1342 4 11 9 37 1.53%
Henoctmxumelii Koz 1244 1749 41 18 36 132 9.57%
CymmapHO 18103 18289 205 73 197 565 2.76%

Tabn. 2. Pesynomamel cpasnenus eepcuii Svace ons Kotlinc-1.4.10
Table 2. Results of Space versions comparison for Kotlinc-1.4.10

I'pynna nerexropos [Ipenynpexnenuit HctunHbIX JloxHBIX IIpouent
Jo Iocne Mosn. | Mcu. | Mossn. | Mew. | W3MeHeHni
PaSLIMe}-IOBaHI/Ie 2188 1534 11 10 14 667 29.89%
HYJIEBOI CCBUIKH
VTeuka pecypcoB 16 28 7 2 -12.5%
Ws6biTounoe cpaBrenne | 31 32 0 -3.23%
Henocrmkumblii ko 87 136 30 0 26 7 12.64%
CymmapHO 6351 5723 55 7 63 709 10.93%
Tabn. 3. Pesynomamsl Oemekmopa HeoOpabomanHvix UCKIIOYeHUl
Table 3. Results of detector for unhandled exceptions
IIpoext Beero | Kmaccupuuupoano | McTHHHBIX JloxHBIX IIpouieHT UCTUHHBIX
Android 11 155 152 87 65 57.24%
Kotlin-1.4.10 51 46 34 12 73.91%
Kodi 175 155 151 4 97.42%
Tizen-2.3 422 184 183 1 99.46%

7. Moxoxue pabomsi

B [23] ommceIBaeTca MOAXOA pPAcIIMpEHHs craTHYeckoro aHamm3artopa Java mms Kotlin-koxa.
Hcnonp3oBancs uHCTpyMeHT SECUCHECK [24]. ABTOpHI SIBHBIM 00pa3oM YKa3bIBalOT, YTO HE
3HAIOT HU OJHOTO CTaTWYeCKOr0 aHAIN3aTopa, IOJJICP)KHUBAIOIIETO INTyOOKHH aHaiM3 IOTOKa
JTaHHBIX JUIA s3bika Kotlin, 9TO KOCBEHHO CBHJIETENBCTBYET 00 aKTyaIbHOCTH Hallled paboThl, Tak
Kak Mbl ONHKCHIBaEM HMMEHHO TakoW aHanu3. Kpome 3TOro, HM3KOYpPOBHEBOE MpE/CTABICHHUE,
mpeajaraeMoe B HallleM TOoAX0/e, TIO3BOJISIET aHanu3upoBaTh Java u Kotlin cxoxxum o6pazom. Xots
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Halll TOJXO0J M TPEIoaracT CyIeCcTBEHHbIE YCHINA Ha MOLAEPKKY sf3bika Kotlin, onqako oHn
JIOKJIM30BaHbI B TE€HEPALUU TPOMEXYTOUHOTO ITPEACTaBICHHUS.

Clang Static Analyzer [25] Bkfo4aeT B CBOH COCTaB aHAIMW3aTOP Ha OCHOBE CHMBOJBHOTO
BBINIOJTHEHHA. K cOXaneHuro, Mbl HE CMOTIIHM IONYyYWTh 3HAYMMBIE pPE3yIbTaThl Ha PEalbHBIX
IPOEKTaX, KOTOPbIE MOXXHO OBIIO OBl CpaBHHTh C HAmKMM aHamu3aTtopoM. [IpocMoTpeHHBIE
cpabaThIBaHUSI HE OTHOCWINCH K KOXy, CBSI3aHHOMY C HMCKIIOYCHUSIMH. IloaToMy MBI co3mann
CHHTETHYECKHE TECTbl JUI JIETEKTOpa JENeHHs Ha HOJb, YTOOBI BBISICHUTH BO3MOXKHOCTH
aHanuzatopa. Ham He ynanoch HalTH oTiaH4Ms, 00yClIOBIEHHbIE 00pabOTKOI HCKITIOYEHUH, KpoMe
cUTyaluu, Korjga oOpabarbsiBaeTcsi 0a3oBbId THI OT Opocaemoro. Jlis TakuX TeCTOB Hamla
peanu3anys omnbanack, Tak Kak Mbl He MOJJIepyKajld OTHOLIEHUS MOATUIOB Juts KinaccoB C++ (cMm.
suctudr 11.

class A {}

class B : public A {}

1

2

3

4

5 void foo () {
6 throw B () ;
-

8

9 int test () {

10 int x = 0;

11 try {

12 foo();

13 } catch (A &a) |
14 x = 1;

15 }

16 return 100 / x;
17 }

B C++ ecTh MHOXKECTBO IPaBUII IPEOOPA30BAHIS THITOB, HATPUMEP HCKIIIOYCHUE THIIA 1 ong Oyaer
TepexBaThIBaThCs OJO0KOM catch (long& e), TO eCTh CCBUIOYHBIA THIN SBISETCS MOITHIIOM
ocHoBHOTO THMa. [loaToMy peanmzamus omepammu (e <: type) npna CH++ sBistercs
HETPUBHAIIbHOM 3a1a4uei.

B pabore [26] onmckiBaeTcs MOAXoA K aHANM3y uckKimrodeHui st C++. TaMm Takxke HCImoib3yercs
npeaBapuTeIbHas TpaHC(POPMAIKs IPOTPaMMEI B IIpeCTaBICHNE 0e3 NCKITFoUeHUA. B oTimdmm ot
WX MOJX0/a, MBI HCTIONb3yeM 0oJiee HU3KOYPOBHEBOE MPOMEXKYTOUHOE MpeICTaBIeHHE, KOTOPOe
MOJXOIUT JUTS aHaII3a He TONbKo C++, HO M IPYTHUX S3BIKOB.

Amnanuzatop SharpChecker [27] mns si3eika C# peanu3oBaH Ha OCHOBe KommuisTopa Roslyn u
KCIIOJIb3YET BO3MOKHOCTH KoMnuiiATopa st noctpoeHus ['I1Y. Peanuzanus aHanusa UCKIrOYeHUH
[28] B aHanu3aTope MMEET HE TOJBKO MOTOKOBYIO UYBCTBHTENHHOCTh, HO W UYBCTBHTEIBHOCTD K
myTsMm. Ha Ham B3riisiy 4yBCTBHTENHHOCTh K MYTAM HE WHTEPECHA IS pPeaU3allMy aHaIUu30B
HEJOCTKMMOTO KOJ/Ia, TaK Kak 00pabOTKa MCKIIIOUEHUH PEAKO COMEPIKUT YCIOBHBIE BHIPAKECHHUS.
Ho noGaBnenne 9yBCTBUTENBHOCTH K Iy TSIM MOKET OBITh IOJIE3HO IS AeTEKTOpa HeoOpaboTaHHBIX
uckmoueHnid. Hampumep, B mpumepe u3 nuctuHra 12 Ha cTpoke 16 He MOXET BO3HHMKHYTH
UCKJIIOYEHHE MPHU BbI30BE KOHCTPYKTOPA, TaK KakK IepeAaBaeMblii B HETO apryMEeHT 3aBEJOMO HE
pasen null. [Ipu 3TOM HaI JeTEKTOp BBIAAET 37eCh JOXKHOE cpabaThIBaHKE, TAaK KaK HEe 00namaet
YyBCTBUTEIBHOCTBIO K ITYTSIM.

1 class Printer {

2 private final String s;

3

4 public Printer(String s) {

5 if (s == null) throw new IllegalArgumentException();
6 this.s = s;

23



Afanasyev V.O., Dvortsova V.V., Borodin A.E. Static analysis for languages with exception handling. Trudy ISP RAN/Proc. ISP RAS, vol.
34, issue 6, 2022, pp. 7-28

7 }

8

9 public void print () {

10 System.out.println(s);

11 }

12}

13

14 class Main {

15 public static void main(String[] args) {

16 new Printer ("Hello, world!") .print();

17 }

18 }

Jlucmune 12: Jloocnoe cpabamuiéanue demekmopa HeoOpabomanubix UCKIIOYeHUT

Listing 12: False positive warning by unhandled exceptions detector

Takke MBI IPOBEITU CPAaBHCHHUE CO CTATUYCCKUMH aHATU3ATOPAMU C OTKPBITHIM HCXOIHBIM KOJIOM
SpotBugs [29] u Infer [30]. Oba ananmu3atopa ObuTH 3amyiieHbl Ha mpoekte Android 11. Ilpu
nomortu SpotBugs 0bi1 mpoananusuposan Kotlinc-1.4.10.

SpotBugs 00HapyXHBaeT CICAYIOIIUE TUIIBI 1e()EKTOB, KOTOPHIC UIIYTCS U MPH MOMOIIK SVace:

e  DPa3bIMEHOBAHHE HYJIEBOTO yKa3aTessl Ha MyTH ¢ OPOIIEHHBIM UCKIIOUEHUEM;

®  yTEYKa PECypCOB H3-3a HCOOPAOOTAHHOTO UCKIFOUCHHUS;

e 00bekT THHA Lock 3axBaThIBaeTCs, HO HE 0CBOOOKIAaETCs B cirydae OpOIIeHHOTO HCKITFOUCHUSI.
Pe3ynbTaThl CpaBHEHHs ISl IaHHBIX TUIIOB MPEAYyIPeXkeHUN TpUBeIeHbl B Tab. 4°

B anamusarope Infer mpucyTCTBYeT TOJNIBKO OAWH THI NPEIyNPEKICHHUS, HHTEPECHBIH B JTaHHOM
paboTe, KOTOPBIl IMEeT M Halll HHCTPYMEHT — YTE€UKa PECYPCOB M3-32 OPOILEHHOTO HCKIIOYCHHUSL.
Pe3ynbTaThl cpaBHEHUS NPECTaBIEHBI B Ta0I. 5.

Tabn. 4. Pesynomamei cpasnenus Svace co SpotBugs
Table 4. Results of comparing Svace with SpotBugs

SpotBugs u Svace | 49

HctuaHBIX 1edheKTOB HallAeHO Tonbko SpotBugs 2
Toneko Svace 106
SpotBugs u Svace | 10

JI0XHBIX BBIIAHO Tonbko SpotBugs | 57
Toneko Svace 95

Tabun. 5. Pesynomamel cpasnenus Svace c Infer
Table 5. Results of comparing Svace with Infer

Infer u Svace 3
M cTHHHBIX )le(beKTOB HaﬁﬂeHO TonbKO Infer 1
Tombko Svace 112
Infer u Svace 1
JI0XHBIX BBIIAHO Tomneko Infer 5
Toapko Svace 73

Tonmpko oawH W3 TPEX MPOMYIIEHHBIX HCTUHHBIX Ae(EeKTOB sBIAETCS NpoOiIeMoil aHamm3a
uckioueHnd. [Ipodema 3akiaroyaercst B TOM, YTO SVACE CUMTAET, YTO HATHUBHBIA METOJ| B SI3bIKAX

5 PesynbraTel Uit Svace, mpencTaBlieHHbIE B 3TOW M CIEAYIOIIel TaOnuiax, He SBIAIOTCS O KOHI@A

IMOJIHBIMH, TaK KaK Mbl HE CMOTJIH Knaccn(bnunposaﬂ) a0COJIFOTHO BCE NpEaAyNpexKACHNS, BbIJaHHbIE HALIIUM
HUHCTPYMEHTOM, U3-3a 0OJIBIIIOro UX KOJru4ecTBa. Takum 06pa30M, PEANBHOEC KOJINIECTBO HCTUHHBIX U JIOXKHBIX
Hpe;[ynpe)}(neHHﬁ MOJXKET OBITh BBIIIC, YEM YKa3aHO B Ta6HI/IHaX.
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Java u Kotlin He MoXeT OpOCHTH UCKITIOYEHHUE, XOTS B O0IIEM CITydae 3TO HEBEPHO. DTO MPHUBOIHT
K TOMY, YTO B TpHMEpe W3 JHCTHHra |3 Ham WHCTPYMEHT HE HAXOOUT IIPOOIeMy C
HEOCBOOOKIEHHEIM O0BEKTOM THma Lock m3-3a OpOLICHHOTO WCKIIOYEHHsA. TeMm He MeHee,
SpotBugs, HaxoasmIwii 3TOT Ae(heKT, BEIIAET OOIBIIOE KOTMIECTBO JIOKHBIX PEAYIPEKICHHN, TaK
KaK CUMTAET, YTO 000 METOI MOXKET KHHYTH JII000e NCKIFOUeHHe. TakxKe HeJOCTATKOM MOXKHO
Ha3BaTh TO, YTO HAIl HHCTPYMEHT BBIIAET OONBIIOE KOIMYECTBO JIOKHBIX MPEAYIPEKACHUH THITa
YTEUKH PEeCcypcoB, HO 3TO MpodiieMa HE aHaJIM3a MCKIFOUEHHI, a caMoro JETeKTopa, KOTOPYyIo B
OyayIIeM IIaHUPYETCS HCIIPABUTD.

HecmoTrps Ha ommcaHHBIE MPOOJEMBI, HAIl TOAXOX IO3BOJSET HAXOIWTh Tropa3fo Ooblie
WUCTHHHBIX JeQEeKTOB, 4eM HHCTPYMEHTHI SpotBugs u Infer.

1 class Foo {

2 private final ReentrantReadWriteLock lock = new
ReentrantReadWriteLock () ;

3 private final ReentrantReadWriteLock writeLock = lock.writeLock();
4

5 private final native void nativeFoo () ;

6

7 public void foo () {

8 writeLock.lock () ;

9 nativeFoo () ;

10 writeLock.unlock () ;

11}

12 }

Jlucmune 13: Ipumep nponyujennozo oeghpekma ¢ b13060M HAMUBHO20 MEMOOA
Listing 13: Example of the false negative warning with the native method call

8. 3aknroyeHue

B craree onmcaH moaxoJ K CTaTHYECKOMY aHAINM3y IPOTpaMM Ha S3bIKaX € 0OpabOTKOH
ucKimoueHnH. B pamkax paboTel OBUIO TIPEIUIOKEHO MNPOMEXYTOYHOE NpEICTaBICHUE,
MO3BOJISIIOIIEE AaHATU3UPOBATH IPOrPAMMBI HAa Pa3HBIX A3BIKAX MPOTrPaMMUPOBAHUS, COJEPIKAIIUX
KOHCTPYKIMH Il paboThl ¢ HCKIMO4YeHUsMU. [IpuBeneHbl ommcaHusl JIETKOBECHBIX aHAIN30B,
paboTa KOTOPHIX MO3BOJISET OTCESITh MHOYKECTBO HETOCTHKUMBIX IyTeH, BOSHUKAIOIINX IIpU paboTe
¢ wuckiroyeHusiMu. OmnucaH aIroputM paboOThl JeTEKTOopa [Jisl II0MCKa HeoOpabOoTaHHBIX
WCKJIIOYEHHH.

Bce mepeunicieHHbIe BBIMIE Pe3yIbTaThl OBUIM PeaM30BaHBl M NMPOTECTUPOBAHBI B HHCTPYMEHTE
CTaTUYeCKOro anaamsza Svace s s3pikoB C++, Java u Kotlin. [y kaaoro si3plka B CTaThe OBLIH
yKa3aHbl 0COOCHHOCTH T€HEPALH IPOMEXYTOYHOTO NPEICTABICHUS.

Pe3ynbraTel paboOTHl MO3BONMIIM MOBBICHTH OOIIee KadecTBO aHanm3a. Taxke ObUIO MPOBEAEHO
CpaBHEHHE HAIIMX PE3yJIbTaTOB ¢ APYyruMH pabotamu. [IpeaoxkeHHOe HAMU pELICHNE, B OTIHYHE
OT PacCMOTPEHHBIX HaMH PabOT, MO3BOJISIET MCIIOJIB30BATh €AMHOE IMPEACTABICHNE I aHAIN3a
HECKOJIBKHX SI3BIKOB.

B OynymeMm muiaHHpyeTcsl YIydIIEHHE PEaJM30BAHHBIX AHAIM30B, B YACTHOCTH, IMOIICPIKKA
BBIYMCIICHHS OTHOILIECHHMS ITOJITHITOB IS s13bika C++.
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AHHOTanMsA. B 1aHHOH cTaThe ONMUCHIBACTCS NOAX0/, TIO3BOJIAIOIIUI C IOMOLIBIO IPEIBAPUTEIBHOTO aHAIN32
mojell ¢ eIUHCTBEHHBIM BO3MOXKHBIM 3HAUEHHEM IOBBICHTH TOYHOCTH PabOTHI AETEKTOPOB CTATHYECKOTO
aHAIN3aTOPa YPOBHS CUMBOJBHOTO BEINOTHEHHUS. IIoMHMO 3TOro, JETEKTOp MpeLyNnpekaacT MPOrpaMMICTa O
3a0bITBHIX MoAu(uKaTtopax readonly ¥ o HEHCHOIb3yeMbIX MOJsAX. J[eTeKTOp ObLI peali30BaH B paMKax
HPOMBIIUICHHOTO cTaTHdyeckoro aHanu3aropa SharpChecker mis s3pika C#. AHann3 nMpoBOAWTCS HA YPOBHE
a0CTPaKTHOTO CHHTaKCHYECKOT0 AePEeBa, YTO ITO03BOJISIET CHU3HUTH 3aTPAThl BpeMeHH U pecypcoB. CoxpaHEeHHBIE
3HAUSHUS JUIS psizia TOJIeH TTO3BOISIOT UCIIOIB30BaTh KOHKPETHBIE KOHCTAHTHI BMECTO CUMBOJIBHBIX 3HAYESHHUN
Ha JTane CHMBOJIGHOTO BBIMIOJHEHHS, TEM CaMbIM IOBBIIIAs TOYHOCTh. B pesympTate ymamoch 3aMeTHO
YIYYIIATh KA4eCTBO HEKOTOPHIX aHani3atopoB, Takux kak UNREACHABLE_CODE (yny4mienue ua 7.57%)
wi DEREF_OF_NULL (ynyumenne Ha 1.33%), u mony4uts HOBbIe cpabaTHIBAHUS B CIydasx ¢ 3a0BITBIM
readonly uim HEHCIOIBb3yEMBIMH MOJISIMU. XOPOIINE PE3YJIbTaThl TO3BOJIHIIN BKIFOYHUTD JIETEKTOP B OCHOBHYIO
Betky SharpChecker 1 mpegocTaBuTh ero noip3oBaresiM. B paboTe moapoOHO pacCMOTPEH aarOpUTM PadOTHI
JIETEeKTOpa U MPUBEICHBI IpUMephl cpabatsiBanuii Ha Habope 1O ¢ OTKPBITBIM HCXOAHBIM KOJIOM.
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Abstract. The paper describes the approach for the improvement of the accuracy of general purpose static
symbolic execution analysis of C# sources based on the accounting for the values of class fields that can have
only one possible value. In addition, we propose the detector of forgotten readonly modifiers and unused fields,
that use data collected by the main analysis. The approach and detectors were implemented as part of the
industrial static analyzer SharpChecker. The main analysis is performed at the AST level to reduce time and
resource costs. Collected values of the fields are used during symbolic execution phase allowing it to use
concrete value instead of symbolic for the subset of class fields. As a result, we managed to noticeably improve
the accuracy of some analyzers, such as UNREACHABLE_CODE (improved by 7.57%) or
DEREF_OF NULL (improved by 1.33%) and get new results in cases with forgotten readonly or unused
fields. Achieved results allow to use analysis and detectors in the main branch of the SharpChecker and make
it available to users. The paper considers in detail the algorithm of the detector and provides examples of results
on the set of open source software.
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1. BeedeHue

B s3pike C#, MOMHUMO TPHUBBIYHOTO MOIM(HKATOPA Const, UCIOIB3YETCs TaKKe MOJIU(PHUKATOP
readonly. B oTinmume OT KOHCTAHTHBIX IIOJICH, TMOJII C TakuUM MOJU(PHKATOPOM MOXKHO
WHHUIUAIM3UPOBaTh JIIOOBIM, Ja)XXe HEKOHCTaHTHBIM 3HadeHWeM. OHaKo WHHIMAIH3AIM
BO3MO)KHA TOJIBKO B KOHCTPYKTOPE, YTO FapaHTHPYETCsl KOMIMIIATOPOM, a Jlajiee TaKkoe IoJje Oyner
JIOCTYTIHO TOJIBKO AJIs uTeHus. Tak, ecnu Takoe mojie OyAeT MHUITHATIHM3UPOBATHCS KOHKPETHBIM
KOHCTAQHTHBIM 3HA4Y€HHEM IIPH JIFOOBIX CIICHApPHUAX HCIIOJNB30BaHMSA, TO HAa MPOTSHKEHHH BCETO
BBITIOJTHEHHS 3TO 3HAUEHHE OCTAHETCs] HEeM3MEHHbBIM. MH(pOopMaIys 0 eIMHCTBEHHOM KOHCTaHTHOM
3HAYEHUU TAKOTO MOJISI MOXKET MPUTOAUTHCS B MIPOLECCE CTATUUECKOTO aHAJIN3A.

YacTo BCTpEYaroTCs CUTYalllH, KOria Kakoe-110o nose, He noMedeHHoe const wim readonly,
€IMHOXK/IBI HHUIHATH3UPYETCS] KAKUM-THO0 KOHCTAHTHBIM 3HAYCHHEM, HITH JK€ BCE KOHCTPYKTOPBI
MIPUCBAUBAIOT €My €IUHCTBEHHOE 3HAYCHHE, KOTOpOe OOJbIIEe HUTIC HE MeHseTcs. Takue moJs
MOTYT OBITh IPUYNHON HEKOTOPHIX OMIMOOK, TAK KAK MOXKHO JIETKO 3a0BITh, YTO IOJIC MOXKET UMETh
JIMIIb OAHO BO3MOXHOC 3HAYCHUC. ITomumo 9TOT0, HAJIMYHUEC CAUHCTBCHHO BO3MOXXHOT'O 3HAYCHUA
MOJKET CUTHAIIM3HPOBATh 00 OMIMOKAX MPU HHUITUATU3AIMH TAKOTO TIOJIS.

[pu ananu3e 3HAYCHUS TAKUX IOJICH HE YYUTHIBAIOTCS, TAK KaK aHAIM3AaTOP HE IPOBEPSIET, MOTYT
JI1 UX 3HAYCHUSA 6BITI) nepe3anurcaHbl. 9TO CHMXACT TOYHOCTH PE3YJIbTATOB. OTCIO)Ia BBITCKACT
BO3MOXXHOCTDb BBIABJIATH TAKUC TI0JIA M HCIIOJB30BaTh IMOJTYYCHHBIC JaHHBIC ITPU }Z[aJ'IBHefILHCM
aHaJIN3¢e UCXOJHOTO KOJIa.

Kpome Toro, mouck monei ¢ eNMHCTBEHHO BO3MOXKHBIMH 3HAUEHUSMHU BKJIIOYAET B ceOsl TIOMCK
moJiel, y KOTOPBIX, CKOpee BCero, ObUT 3a0bIT Momudpukarop readonly. O Takux TOJSIX
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HE00XOIMMO TIpeAyIpEeXIaTh IPOTPAMMHUCTA, YTOOBI OH MOT' HCIIPAaBUTHh BO3MOKHYIO OIIHOKY 1 HE
JIOTYCTUTh HEKOPPEKTHOT'O UCTIOIB30BAHUS OISl B AajbHEHIIEM.

1.1 AKTyanbHOCTb

B Hacrosmee Bpems S3bIK IporpaMMupoBanus C# sBISETCS MATHIM IO MOIYJISIPHOCTH COTIACHO
peiituary TIOBE [1]. O ncnomp3yeTcs Ui MIMPOKOTO CIIEKTpa 3ajad, HauMHAs C MPUKIATHBIX
HPOTrpaMM U 3aKaHYMBas BeO-NPHIOKeHUAMU. Tak, 00beM NPOEKTOB HA TAHHOM S3bIKE HEH3MEHHO
pAacTeT, YTO BJICYET HOBBIMICHUE CIOKHOCTH aHanu3a. TakkuM 00pa3oM, BOSHHKAeT HEOOXOAUMOCTb
MPOU3BOJUTH MAKCUMAaJIbHO Ka4€CTBEHHBIH aHAIU3 32 MUHUMAaIbHOE BPEMSI.

[pemnaraemsplii B cTaThe MOAXOMA IO3BOJACT INOBBICHTH TOYHOCTh aHANM3a, NPAKTHYECKH He
YBEJIMYMBasi €r0 PECypCOEMKOCTh, a TaKKe SIBJISIETCsl aOCOIOTHO KOHCEpBaTHBHBIM. B mpomecce
aHaJIM3a MCCIIEAYIOTCSI TOJIBKO T€ T0JIsl, KOTOPhIE HUKAK HE MOTYT M3MEHSITHCS BO BpeMsi paboThI
nporpamMMbl. ABTOpaM HEM3BECTHO O JPYTHX HHCTPYMEHTAX, PEaIN3yIONINX YKa3aHHBIN alrOpUTM
HOBBIIICHNUS TOYHOCTH 32 CUST aHAIIM3a IT0JIeH, NMEIOIHX JIUIIb OTHO KOHCTAaHTHOE 3HAYCHHE.

1.2 MoTuBaUMOHHbIN Npumep

B xauecTBe omm604YHOM cUTyaIuu, 00HapyKUBaeMOH IpeIaraeéMbIM IMOIX0A0M, MOXHO IPUBECTH
CJIEYIOIINNA YIPOILEHHBIN MPUMED.

Jomyctum, B HEKOTOpOW OMOMMOTEKE CO3[aH Kiacc Jorrepa, NPUBEICHHBINH Ha jnucTHHTE 1.
Pa3ymHo Ob110 OB 00BsIBUTH TOJIE Log . LogFileName ¢ mogudukaropoM readonly, Tak Kak
W3MEHEHHE IaHHOTO MONA BO BpeMs palbOTBl NPOTpaMMbl HE IIOAPa3yMEBAcTCS B JIOTHKE
6ubmmoTeKN.

1 public class Log

{
3 private string LogFileName = "log.txt";

N

5 public string GetName ()
6 {

return LogFileName;

9 )

Jlucmune 1. Ipumep xnacca ¢ 3a6eimoim readonly
Listing 1. A class example with forgotten readonly

Ha nuctunre 2 mpuBeeH MPUMEP KUCIOIB30BAHUS JAHHOTO KJacca CTOPOHHHMM pa3pabOTYMKOM B
cBoeM npoekre. Tak Kak MoJIb30BaTeNlb HE OCBEIOMIICH O TOM, YTO IOJIE HE MOXKET MEHSTBCS, OH
nobapmnsieT 0ECMoNe3HYI0 IPOBEPKY, YTO MPUBOJIUT K MPoOIEMe HEJOCTHIKUMOTO KOJa.

public class User

1

2 A

3 var Logger = new Log();
4

5 public Register ()

6 {

7 if (Logger.GetName () != "log.txt")
8 {

10 }

11

12 else

13 {

14
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15 }
16 }
17}

Jlucmune 2. OQuubounoe ucnob308anue Kiacca
Listing 2. Wrong class usage

B npuBeneHHOM npuMepe oMymeHHbIH MoqudukaTop readonly NpUBEN K TOMY, YTO CTOPOHHHUH
MPOrpaMMHUCT HaIHMCall KOJI, KOTOPBIA HUKOra He OyAeT ucnoiHeH. HaxoxaeHue Takux moiiei, u
BBIAICHGHHE HX 3HAUYEHHH MOTYT MOBBICHTH TOYHOCTH IIOMCKA OIIMOOK pAa3IWYHBIX THIIOB,
00HapyKUBAaEMBIX METOJOM CHMBOJBHOIO HCIONHEHUs, Hampumep, UNREACHABLE CODE,
DEREF OF NULL.

1.3 Llenn u 3apaun

Lenn maHHON pabOTHI IIEPEYNCIICHBI HIDKE!

1) mnoBBIICHHE TOYHOCTH AHAJIN3A 33 CUCT UCIIOIB30BAHNS HEU3MEHHBIX 3HAYCHHH TTOJIeH KIaccoB;
2) onpeeneHHe 3HAYCHHUH MOJICH, KOTOPBIC HHULMATM3HPYIOTCS SIMHOKABI 1 HE MCHSIOTCS;

3) mowuck moseii ¢ 3a0bIThIM readonly.

PesynpraTom paboOTHI JOIKEH CTAaTh aHAIU3aTOP, KOTOPBIA OyneT

®  HCKaTh IOJIS KJIACCOB, B KOTOPBIX, BEPOSTHO, OBbLT 3a0bIT MOAU(HKATOp AocTyna readonly u
NIpEeNyNPEkAaTh O HUX IPOrPaMMHUCTA;

®  BBIICHSATH, CYIIECTBYET JIM EAMHCTBCHHO BO3MOXKHOE 3HAUEHHWE 3TOTO IO TPH JIFOOBIX
BapUaHTAX UCIOJIb30BAHMS KJIaCCa U 3aIIOMUHATh 3TO €AMHCTBEHHOE 3HAUCHHUCE;

® [PENOCTaBIATH JAPYTUM aHANINW3aTopaM HHPOPMAIHIO O TOJIAX, WMEIOMIMX EIUHCTBEHHOE
BO3MOXKHOE 3HaUEHHE.

IToMmumo mpodero, Tak Kak aHanIM3aToOp OYAET CTPOMTH pE3yJbTaT HA OCHOBE CTATHCTHKH

UCTIONIB30BAHMS 3TOTO TIOJIS,, MOKHO OyJeT NOMOJHHUTENBHO TeHEPUPOBATH MPELYNPEXICHUS O

3a0BITEIX readonly U HEUCHOIB3YEMBIX MOJISAX.

1.4 CywecTByroLwme pelueHus

B GONBIIMHCTBE MPOMBIIIJIEHHBIX HHCTPYMEHTOB, Takux Kak Svace [2-4] wiam SonarQube [5],
3HA4YEeHUS NOJeH, MHULIHAIN3UPOBAHHBIX EIMHOXKIBI, HE MCHOJIB3YIOTCA B IPOLECCE aHaN3a.
CpabaThIBaHUs, HaWJEHHBIE C MOMOIIBI0 MH(pOpMAIUK, COOPAaHHOW HOBBIM aHAIU3aTOPOM, HE
yIaIoCh BOCIPOM3BECTH B JAPYIMX CTaTHYECKHX aHaJuW3aTopax. TakuM o00pa3oM, MOXKHO
MPEAINOI0KUTh, YTO B JPYIHX MPOMYKTaX 3HAYCHUS €AMHOXK/bl MHUIMAIN3UPOBAHHBIX TOJICH He
YYUTBHIBAIOTCS B aHAIIH3E.

B OCHOBHOM cTaTH4eCKHE aHAIW3aTOPHI MPEII0JIAratoT, YTO MOJIs KJIACCOB, HE OOBSBICHHbIE KaK
const, He MOTYT HMMETh KOHCTAaHTHOE 3HAUYEHHE WM JK€ AaHAJM3UPYIOT IIOBEACHUE IUIIb
JIOKAJBHBIX IIEPEMEHHBIX, HE WCCIIeAysS TOYHOE TIOBeAeHHEe O0OBeKTOB. Tak, CcTaTW4ecKuit
aHanm3aTop Pagai [6] aHATM3UPYET TONBKO MPOMEKYTOYHOE TIpecTaBieHne koga LLVM, B cBs3u
C YeM He MOXET OOHapyXHUTh I10JI€ C €JMHCTBEHHBIM KOHCTAHTHBIM 3HAUCHHEM.

B cBoto odepenp, monuck 3a0bIThIX readonly U HEUCTIONB3YEMBIX ITOJIEH, SBISIOIIUIICS TTOOOYHBIM
Pe3yNbTaTOM MPOEKTa, PETN30BaH BO MHOTHX PEIICHHSX. J[eTeKTOpbl HENCIIOIb3yEeMbIX TTOJIEH U
3a0BITBIX MoanduKaTopoB readonly BkimoueHsl Bo MHorue IDE, Bkimrowas, Hampumep, Visual
Studio [7, 8]. OmHaKo CyIIeCTBYIOIINE PEIIEHUSI B OCHOBHOM SIBJISIFOTCS] COCTABJISIONIMMHE YaCTIMHU
HEOOJIBIINX MPOAYKTOB, MpeIHA3HAYCHHBIX B OCHOBHOM Ui pedakTopuHra kona [9] u BbLaaun
NPEAYNpPeXIeHUH «Ha JeTy». Tak, CylecTBYIOIIME pEUIeHHs MOTyT OOHapy>KHBATh JIMIIb
MIpoCTeNIre OMMOKHN M3-3a CeU(HUKA peaTn3annu.
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2. Peanusauyus

Amnanmzatop ObpUT pa3paboTaH B paMKkax MpoMbluieHHOTo mHcTpyMeHTa SharpChecker [10],
NpeHa3HaYeHHOTO IS TOMCKA OIMOOK B 00BEMHBIX ITPOEKTAaX METOJaMHU CTAaTHYECKOTO aHAN3a.

2.1 Cxema pab6oTbl SharpChecker

B mepByro ouepenp SharpChecker, ncnons3ys umHdpacTpykrypy Roslyn [11], mepexBaTpiBaeT
KOMIIWJIIAIO U coOmpaeT pemreHue. Jlanee 3amyckaeTcs dTam aHaji3a, COCTOSAIINH, o OobIiei
YacTH, U3 aHaJIK3a abCTPaKTHOTO CHHTAKCHYECKOTO JiepeBa M CHMBOJILHOTO UCTIOTHEHUSL.

Ha srane aHanu3a CHHTaKCHYIECKOTO JIEPEBa MOKHO CIIENATh BBIBOJBI O KOPPEKTHOCTH HCXOJHOTO
KOJla, HAWTH CUHTAaKCHYECKUE OLITHOKH.

Ha sTame cuMBOJILHOTO HCIIOJIHEHUS! TPOM3BOAMUTCS MacIITAOUPyEeMBIi MEXITPOLIEAYPHBII aHaJIH3,
YyBCTBUTEIBHBIN K MOTOKY ynpasieHus [ 12]. CumBonsHOe ncnoaaenue B SharpChecker momyckaer
JIO>KHBIE CpabaThIBaHUS M MPOITYIIEHHbIE OMMOKN. Ero nemp — HalTH MakCHMaIbHOE KOJIMYECTBO
OIMOOK 32 MUHHMAaJIFHOE BpeMsl IIPH 3alaHHOM IIPOILIEHTE NCTHHHBIX cpabaTsiBaHnil. Ha manHOM
JTane aHanM3UpyeTcs Tpad IOTOKAa YHpaBIEHWSA, BO3MOKHBIC 3HAUCHHS IEPEMEHHBIX W
BBIIIOJTHUMOCTE yclIOBHH. C IOMOIIBIO 3TOTO METOAA MOXKHO HANTH OIIMOKH, CBS3aHHBEIC,
HarpuMmep, ¢ HeJIOCTH)KUMBIM KOJIOM HJIM UCIIOJIb30BaHHEM YIAJIIEHHOTO pecypca.

Tak kak pe3ynapTaTbl pabOTHI MpEyIaracMoro aHaJM3aTopa JIOKHBI MCIOIb30BaThCS HA YPOBHE
CHMBOJILHOTO HCIIOJIHEHHS], TO OHH BBIYHUCIISIOTCS PaHbIIE - HA YPOBHE aHAIM3a CHHTAKCHYECKOTO
nepesa. B SharpChecker mpu aHamu3e CHHTaKCHYECKOTO JEpEBa HCIOJB3YIHOTCS MEXaHU3MBI
Roslyn. KonkperHo, st noucka MHGOPMAIMK O MOJSIX HEOOXOAUMO MMETh «UACHTU(HUKATOP)
kaxmoro monss. B Roslyn g 3toro wucnome3yercss IFieldSymbol, sBJSIOIIUICS
MPE/ICTaBICHUEM IOJISI B TaOMUIe CUMBOJIOB. OHAKO B Pa3/IMYHBIX NMPOEKTAX OJHO M TO K€ I10JIe
OyneT uMeTh pasnuuHble IFieldSymbol. st 3THX Herael MOXKHO HCIONb30BaTh PeaIn30BaHHbIN
B SharpChecker IFieldSymbol Id, npeACTaBIsSIOUIMNA COOOH «IIOTHOE UM MTOJIsl, BKIIIOYAIOIIee
B ce0sl IPOCTPAHCTBO UMEH M KJIACC, KOTOPOMY IPUHAJUISKHUT 1oJie. B oTnnune oT BCTpOeHHOTO B
Roslyn TFieldSymbol, OH OCTaeTCs OJHUM M TEM K€ B Pa3IMYHBIX MPOEKTaX, YTO MO3BOJIAET
MPOU3BOJIUTE aHAJIN3 PEIICHNH, COCTOSIIINX N3 MHOKECTBA ITPOEKTOB M YUUTHIBATH HCIIOJIB30BAHUS
IOJISI B KaXXIOM U3 HHUX.

Hcnone3ys 3TH BO3MOXHOCTH, MOXKHO PEaJIM30BaTh aHAJIM3ATOP HCIIOIL30BAHMS MOJIEH KIIAcCOB,
3aIIOMUHAIOIINH, P HAJIWYMH, SIUHCTBEHHOE KOHCTAHTHOE 3HAUCHHE, BO3MOXHOE IUISI 3TOTO
TOJIS.

AHan3 ncnNonb3oBaHus nonei

TMouck Hercnoib3yembix }
P

nonei
MNouck eguHCTBEHHO
Mowcx noneit ¢ BO3MOXHOIO
mogudukatopom readonly KOHCTAHTHOIO 3Ha4eHWR

nons

Nowck noneid ¢ 3a6eiTbiM
readonly

CoobuleHue 0 Coobuexvie o 3abniTbix
HEWCNO/L3YEMBIX NONAX readonly

Puc. 1: Cxema pabomvr ananusa
Fig.. 1: Scheme of the analysis

CoxpaHeHue 3HayeHniA
ANS AancHelwero
NCNONBL30BaAHNA
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2.2 Cxema paboTbl anroputma

HecMmoTpst Ha TO, 4TO BCe STAIlbl aHAIN3a MOJIEH MPOUCXOAAT NapajlIeIbHo, (POPMABLHO UX MOYKHO
pa30uTh Ha TOCIeAOBaTeIbHbIE Mard. Torna NpUHIKUI paboThl aHAIU3aTOPAa MOXKHO MPEICTaBHTh
cxeMmoit Ha puc. 1.

DakTHYECKH MEXaHU3M DPEaM30BaH C MOMOIIBI0 MEXaHW3MOB Roslyn, mo3Bosisfrommux co3nath
00pabOTUMKK JJI KaXKIOTO THIIA Y3JIOB CHHTAKCHYECKOro aepeBa. CXEMaTHYECKH AJITrOpPHTM
n300pakeH Ha puc. 2.

3ran aHanusa ACS Cnoeape FieldUsagelnfo OkoHYaHwe aHannza ACH

MNocewetne Mocewerue [FiefdSymbolld FialdInformation |
l FiekdDectarat w { SR 1 s Nepesop no cnosspio |

J

_— —M T
______>f.'\" leHepayun
"____4-" 9 npegynpekseHUR

AHETN3 NCMONBICEAHIA NOAS NEACK KOHCTAHTHOND SHAUEHMA
REARETCA i TERYL e o] i KaKum
P
K OO HENOTBI0BAHHEM HAH MHMLHAAMIHOYETER Toe 8
AHMLH BB e ARHHEM OBpaEIH VIEO AL 30B3H1e EOXPINEHHLIE ASHHbIX Ha SHpyKa Colied &
g Iatantx 'rb!sllr Fam‘l ri;lﬂ il AT e NOHEL
| ’ v . 3HaueHuen B MemoryGraph

Puc. 2: Cxema pabomel aneopumma
Fig. 2: Scheme of the algorithm

Kak BHITHO U3 cXeMbl, KaXblil 13 00pabOTYNKOB BBI3BIBACT JIBE (DyHKLUMH-aHAIU3aTOPA, IIEpBasi 13
KOTOPBIX OIPEAEIISET, SBISIETCs] 0OpalieHHe K MO0 UCTIOIb30BaHUEM WIIM HHULIMAIU3AIUeH. DTOT
aHaIM3aToOp coOMpaeT MH(POPMAIKIO, HCOOXOIUMYIO UIS BBIBOJA O HEOOXOIMMOCTH NOOABHUTH K
00bsBICHUIO TOJIA Moaudukarop readonly M O TOM, YTO IOJE HE HCHONB3yeTcs. Bropoii
aHAJIM3aTOp 3aHUMaeTcs cOOPOM aHHBIX O TOM, KaKO€ 3HAUEHHE IIPHUCBANBACTCS MO0 B KAXKIAOH
13 MHUIMAIN3AINH, IepelaHHbIX Ha 00paboTKYy.
O0a anamm3aTopa XpaHAT WHGOPMAIMIO B CJIOBape, KIIOYOM B KOTOPOM  SIBISETCS
IFieldSymbolId aHanM3upyeMoro Iojs, a Bce MHPOPMAIMI O HEM COAEPKHUTCS B OOBEKTEe
knacca FieldInformation. JlaHHBIM Kilacc TpeJHa3HaueH JUIs YAOOHOTO XpaHEHHs
nH}opmanuu 00 UCHOIB30BAHNH TTOJIST, MECTAX WHULIMATIM3ALNI 1 BO3MOXHBIX 3HAUCHHSAX.
B xoHme sTana aHann3a abCTPAaKTHOTO CHHTAKCHUYECKOTO JIEPeBa BBI3BIBACTCS METOJ, CO3/IAIOIINH
JUArHOCTHKHU JUI BCEX IOJIEH, KOTOpBIE JOJDKHBI OBITh readonly W AN MONEH, KOTOPBIE HE
ucronb3ytores. IlapamnensHo Bes MHGOpPMALMS O MOJIAX, UMEIOMIMX JIMIIb OJHO BO3MOXKHOE
3Ha4YeHue, NepeHocurcd B MemoryGraph, M3 KOTOPOro Ha 3Tale CUMBOIBHOTO HCIIOIHEHUS
MOXHO OyZeT N3BJedb NX 3HAUCHHUE.

2.2.1 Bbibop KaHANOaToOB

Jlis Hawana HeoOXOIMMO OTCESITh TTOJISL, KOTOPBIC TAPAHTUPOBAHHO HE MOTYT HMETh €IMHCTBECHHOTO

KOHCTAHTHOTO 3Ha4eHHUs. B mepByro odepens 3TO MoJisl, AOCTYIHBIE I W3MEHEeHHS u3BHE. Takoe

mojie, He MMes HHM OIHOTO MPHCBAaMBAHMSA B BHUAMMOM OOJACTH KOJa, MOXET OBITh M3MEHEHO

CTOPOHHHM Pa3pabdOTINKOM B ero koje. [JoMrMo 3Toro, He MOTYT UMETh €MHCTBEHHOE 3HAUCHHE

T€ MOJIsl, KOTOPBIE NONYYAIOT Pa3IMYHbIE 3HAYCHUS IPU PA3JIMUHBIX YCIOBHUSX.

[oxpITOXXMM: HaTMYNE EUHCTBEHHO BO3MOYKHOTO KOHCTAaHTHOTO 3HAYEHHUS BOSMOXKHO IS TTOJIEH,

YAOBJIETBOPSIOIUX OAHOMY U3 CIEAYIOIIUX YCIOBUH:

e mone uMeeT MogudukaTop gocrymna readonly, a 3HaUNT, HE MOXKET UMETh WHUIIHATIM3AINN BHE
KOHCTPYKTOPOB, UTO TAPAHTUPYETCS KOMITHIATOPOM;

e  [I0JIe HEAOCTYITHO JAJISl I3MEHEHHSI BHE aHAJIH3HPYEMOT0 KOJIa, a BCE MHUIHAIM3AINN B
001aCTH BUIMMOCTH PACIIONaraloTcs B KOHCTPYKTOpax.

OTmenpHO HEOOXOAMMO PacCMOTPETh BTOPOW BUA KaHAWIATOB. HenOCTYNMHBIMH AJIs1 BHEIIHETO

pemakTupoBaHHA OYyAyT IOJs, MMEIoImne MOAM(UKATOp MocTyma private mimm internal.
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IToMuMoO 3TOTO, HEAOCTYITHBI U3BHE OYAYT U TOJIS KIACCOB, UIMEIOIIUX COOTBETCTBYIONINN YPOBEHb
JIOCTYTIa WJIH 7K€ COJIepIKAIIUEeCcs BHYTPU MPUBATHBIX KJIaCCOB. MOXKHO 3aMETUTh, YTO TaKHE TOJIA,
HEIOCTYIIHBIE JJI1 BHEIIHETO DPENAKTUPOBAHHUA M HMEKOIINE HWHUIHAIN3ALUN TOJBKO BHYTPH
KOHCTPYKTOPOB, ITOJTHOCTBIO yJOBJIETBOPSIOT ONpEAENeHUI0 readonl y-noJen.

Tak, 0 CX0KeCTH TaKkoro moJyisi ¢ readonly HEOOXOIUMO COOOIIUTH MPOrpaMMHUCTY. J{Jis 3TOrO0
OBLI CO3J]aH HOBBIM THII OLIIUOKH — FORGOTTEN READONLY.

2.2.2 OnpepgeneHue nonewn ¢ 3abbITbiMm readonly

Jist moncka mosel ¢ 3a0bIThIM readonly HEOOXOAMMO MPOAHATIM3UPOBATE KaX/10€ 00palleHne K
HCCIIelyeMOMY ITIOJII0 M MOACYUTATH KOJIMYECTBO HHUIMAIU3ALMNA BHYTPH M BHE KOHCTPYKTOPOB.
Tak, ecnmm BHE KOHCTPYKTOPOB HE HalJE€HO HU OJHON MHHIMANU3ALUH U BBHINOJHACTCS OIHO M3
YCIIOBUIA:

e  [oJIe IMeeT MOOU(HUKATOP JOCTYTIA private wiH internal,

®  KJacc, K KOTOPOMY NPUHAUICHKHT T10JIe, SIBIACTCS IPUBATHBIM;

e  KJacc, K KOTOPOMY MPUHAIICKUT II0JIe, BIOKECH B IPHBATHBIN KJacc,

TO JAHHOE IT0JIe HE MOXKET H3MEHATHCS U3BHE U 'y HETO MOT OBITh 3a0BIT MomuduKkaTtop readonly.

BeiBon 0 HeoOxomumocTu OOBSBUTH MoJie Kak readonly BO3MOXXHO C/eNaTh TOJBKO TOCIE
OKOHYaHMS aHAJIN3a BCETO NCXOJHOTO Koja. TakuM 00pa3oM, HEOOXOAMMO XPaHUTh HH(OPMAIIHIO
TI0 BCEM TIOJISIM, B TOM YHCJIE U 10 TEM, JUISl KOTOPBIX JOCTOBEPHO M3BECTHO, YTO OHHU MEHSIOTCS BHE
KOHCTPYKTOPOB. TakuM 00pa3oMm, mocie 3aBepIIeHHs aHaIN3a BCET0 HCXOAHOTO KOAA JUTS KasKA0TO
HOJISI MOYKHO OYZIET c/ienaTh BBIBOJI O HEOOXOJMMOCTH N00aBieHus Mmoaudukaropa readonly.

2.2.3 Nouck Heucnonb3yeMbIx nonemn

Ilouck HeucHoap3yeMbIX IOJEH aHAJOTM4YeH MOMCKY Moyel ¢ 3a0bIThIM readonly, OXHAaKO
HEOOXOIMMO TIOJICUMTATh KOJIMYECTBO HCIIOJIB30BAaHWH 3TOTO TMOJA, pe3ynbTaT KOTOPBIX
UCTIONBb3YeTcs B fayibHelmeM. Tak, HarpuMep, HCIOIb30BaHUE TIOJIS U1l U3MEHEHUSI COOCTBEHHOTO
3HauYeHus (MpUMep NPHUBENeH Ha JTUCTHHIE 3) MOXKHO HE CYMTATH UCIIOIB30BaHHECM.

1 class Counter

2 A

3 private int CvValue = 0;

private void Increase (int value)

{

()}

J

CValue = CValue + value;

o
—

9}
Jlucmumne 3. HUcnonvzosanue nous 01s usmeneHus coOOCmeeHH020 3HAYeHUs
Listing 3. Using a field to change its own value

OTUM TPUMEPOM MOXKHO IPOMUTIOCTPHPOBATH HCIIOJNB30BAHUE IOJIS IS M3MEHEHHS ero ke
3HAYEHUS.

2.2.4 Nouck eAUHCTBEHHOI0 KOHCTAHTHOroO 3Ha4YeHus

OnHOBpeMEHHO C aHanu30M Ha 3a0biToe readonly i kakaoro mosis HEOOXOAMMO TNPOBOJHUTH

aHaJN3 Ha BO3MOXKHOE KOHCTAaHTHOE 3Ha4eHHUe. Tak, Ka)Iblii pa3, BCTpedast HHUIHAIM3AIIIO O,

HEOOXOINUMO CBEPSTh HOBOE 3HAUYEHHE C COXPAaHEHHBIM JJIsI AAHHOTO T0JIs. BO3MOXXHBI criepyromiye

ciry4an.

e Jlna moJisi He COXPAHEHO HHUKAKOIO 3HayeHUsl. B TakoMm cirygyae HEOOXOAWMO 3alIOMHHTH
HallIeHHOE 3HaYeHUE B Ka4eCTBE U3BECTHOTO ISl JAHHOTO MOJIS.

L II.]IH MoJIA yiK€ COXPAHCHO OTJIMYHOE OT TEKYylIero 3Ha4YeHHUe. B JAaHHOM CJiyda€ MOXHO
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MIOHSTH, YTO TOJIE TPUHUMAET Pa3INYHbIC 3HAUYCHNUS B PA3HBIX CLICHAPUAX HCIONb30BaHus. Jls
TaKOTO M0JI1 HEBO3MOXHO CYAUTh O €r0 3HaUEHUH.
e Jluisl MOJIs y:Ke COXPAHEHO TaKoe ’Ke 3HaUYeHMe. B 1aHHOM ciTyyae HE Hy)KHO JIeTIaTh KaKHX-
1100 IOMOJIHUTENLHBIX NEHCTBUMN.
ITomuMo 3TOTO, €CIM BCTpEUCHA MHUNMAIN3ANNSA HEKOHCTAHTHBIM 3HAUCHHEM, MOXHO CHENaTh
BBIBOJI, YTO T10JI€ HE MOXKET UMETh €INHCTBEHHO BO3MOKHOT'O KOHCTAHTHOTO 3HAYEHUSI.
B ciyuae, ecnm moie HE WHHIMAIH3HPYETCS TPH OOBSIBICHWH, B KadeCTBE H3BECTHOTO
KOHCTaHTHOTO 3HA4YECHUs OyleT 3allOMHEHO 3HAYCHUE MO YMOJIIAHHIO U JaHHOTO THIIA JaHHBIX.
Takum ob6pa3zom MOXKHO OyzmeT 00paboTaTh CHTyalWH, KOTZa B HEKOTOPBIX KOHCTPYKTOpax
OTCYTCTBYET MHUILIUATIM3ALHS TIOJIS, @ B IPYTUX OHO MHUIMAIN3UPYETCS 3HAUYCHNUEM 110 YMOIIaHHIO
JUISl THTIA.

3. Peaynbmamsoi

TectupoBanue mpomsBoamwioch Ha Habope 1O u3 21 mpoekTa ¢ OTKPHITBIM HCXOAHBIM KOIOM,
HMEIOIINX CyMMAapHbIA pa3Mep 6 MIIH. CTpOK KoJa. AHAIN3 BHIIIOTHSJICSA Ha cepBepe C §-sIepHBIM
npoueccopoM Intel(R) Core(TM) i7-6700 n 32 Gb RAM.

Ilocne wHTErpannu aHaau3aTopa BpeMs aHanu3a ymeHsuimiaoch Ha 0.2% wu cocraBuio 1 gac, 16
MUHYT U 51 cekyHny. He3HaumTenbHOE YMEHBIICHHE BPEMEHHM AaHAIN3a MOXKHO OOBSICHUTH
CITy4alHOH TIOTPEIIHOCTBI0. TakuM 00pa3oM, CO3IMAaHHBIM aHAIM3aTOP HE BIMAET Ha MTOTOBYIO
npousBoautensHOCTh SharpChecker.

3.1 Kpatkni 0630p

Iocne wmaTerpamuu pemienns B SharpChecker Opio moNydeHO ymydimeHHe B paboTe Opyrux

aHaJIM3aTOPOB, B YACTHOCTH:

e  3aMeTHoe yny4uieHue (+7.57%) paborst UNREACHABLE CODE: U3 68 HOBBIX cpaOaTbIBaHUM
66 oKazanrch UCTUHHBIMY, | JTOXKHBIM; TIpX 3ToM yuto 10 JIOKHBIX cpabaTbIBaHHH.

e mekoropoe ymyumenue (+1.33%) B pabore DEREF OF NULL: ObUIM HOJNYY€HBI 3 HOBBIX
HCTHUHHBIX CpabaThIBaHUS.

®  He3HAYUTEIbHOE YIydllieHHe B paboTe aHaamu3aropa DERE F AFTER AS.

[TomMumo ymydmieHust pabOTHI IMPOYMX AHAIU3ATOPOB, OBUIO HAWIEHO MHOXKECTBO OLIMOOK
FORGOTTEN READONLY u UNUSED FIELD

YnqueHI/Ie pa6OTI)I CBsA3aHO C TEM, UTO 3HAUYCHUA noneﬁ, HUMCHOIINX CAUMHCTBCHHOC KOHCTAHTHOC
3HA4YCHUC, HAYAJIN YUUTBIBATBHCA, AaKE€ €CJIM HCU3BECTHO, KAKMM 06pa30M co3aaBaICAa OOBEKT.

3.2 [leMOHCTpauusa yny4lleH1Msa paboTbl CTOPOHHUX aHaNU3aTopoB.
Mpumepbl HOBLIX cpabaTbiBaHUM

3.2.1 UNREACHABLE_CODE

PaccmoTpuMm cpabatbiBanue, oOHapyxeHHoe B mpoekre OpenSim Bepcum 0.9.0.0 B aiine
AnimationSet.cs B ctpoke 135 (nucTuHr 4).

public class AnimationSet

{

w N =

private bool m parseError = false;

o U1 >

public Byte[] ToBytes()

{
if (m_parseError) // UNREACHABLE CODE

{

O 0 J

w
(o]
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10

11 }

12

13 }

14 }

Jlucmune 4. Hedocmuoicumbiii ko0 6 npoexme OpenSim

Listing 4. Unreachable code in the OpenSim project

3neck nmpuBaTHOE Nojie AnimationSet.m parseError npu o0bsIBICHUH HHUIMATH3UPYETCS
3HadeHneM false, ogHaKo OOJbINe HUT/E HE MEHSIETCs BHYTpH Kiacca. Kpome Toro, u3-3a Toro,
YTO T0JIe OOBSIBIICHO KaK MPUBATHOE, €T0 HEJb3s W3MEHHUTH BHE Kiacca AnimationSet. Takum
00pa3oM, TaHHOE TT0JIe MOKET UMETh JIMIIH OAHO 3HaUeHne — false.

I[anee JAHHOC I10JI€ UCIIOJIL3YETCA B METOHC ToBytes (), KOTOpLIfI MCHACT CBOC IIOBCACHHC B
3aBUCUMOCTH OT 3HAUCHHA OTOI'O IIOJIA. OHHaKO nMeAa I/IH(I)OpMaIII/IIO O TOM, KakKO€ 3HA4YCHHC
CANHCTBCHHO BO3MOKHO AJIA JAHHOTO ITOJIsA, MOXXHO CACJIAaTh BBIBOJ, UTO 010K Koaa, O6paMJ'IeHHLII7[
yCi10BUECM, 6y,[[€T HCITOCTHXKHUM.

3.2.2 DEREF_OF_NULL

[IpuBenennoe Ha mucTUHTE 5 cpabaTeiBaHue ObUIO HaiineHo B mpoekre Lucene.Net [13] Bepcun
4.8.0 B ctpoke 535 ¢aitna TestRuleSetupAndRestoreClassEnv.cs.

1 internal sealed class TestRuleSetupAndRestoreClassEnv
2 A

3

4

5 internal HashSet<string> AvoidCodecs;

I

’/

9 private bool ShouldAvoidCodec (string codec)

10 {

11 return AvoidCodecs.Count > 0 && // DEREF OF NULL
12 AvoidCodecs.Contains (codec) ;

13 }

14 1

Jlucmune 5. Pazvimenosanue Null 6 npoexme Lucene.Net
Listing 5. Null dereferencing in the Lucene.Net project

B nanHOM mpumepe npuBatHoe mosie AvoidCodecs HHM pasy HE MHHIHMAIN3UPOBAHO BHYTPH
o0JiacTi BUIMMOCTH, a 3HAUUT, IMEET 3HaAYCHUE 110 YMOIYAHHMIO JUIA CCHIOYHOTO THIa — null.

Takum 00pa3oM, pH 0OpaICHUN K JaHHOMY ITOJII0 BOSHHUKAET MpobiieMa pa3siMeHOBaHus null.
3.3 MNpumepbl cpabaTbiBaHMA

3.3.1 FORGOTTEN_READONLY

B kauecTBe mpumepa MOXHO paccMOTpeTh (parMeHT kojga 6 u3 mpoekta BobBuilder Bepcuu
1.0.0.42 (uctunr 6). Onmbka Oblta 0GHapy»keHa B (aiiie Actions.cs B cTpoke 15.
namespace BobBuilder.Actions

1

2 A

3 class CloseTag : AbstractEditAction

4 {

5 IEditAction OldAction = null; // FORGOTTEN READONLY
6

37



Karcev V. S., Ignatiev VV.N. Improving the accuracy of static analysis by accounting for the values of class fields that can have only one
constant value. Trudy ISP RAN/Proc. ISP RAS, vol. 34, issue 6, 2022, pp. 29-40

7 public CloseTag( IEditAction oldAction )
{

O 0O

_OldAction = oldAction;
10 }

11 e

12 }

13

14 )

Jlucmune 6. 3a6vimoe readonly ¢ npoexme BobBuilder
Listing 6. Forgotten readonly in the BobBuilder project

B nanHoM mpuMepe ananmsatop onpemenun mone OldAction kak mone ¢ 3a0BITBIM
MonudukaropoM readonly. JleiicTBUTENBHO, JaHHOE TIOJIE IPUCBANBACTCS JIUIIH TBAXKIBI — IIPU
OOBSIBJICHUM W BHYTPH KOHCTPYKTOpa. Tak Kak JaHHOE IIOJ€ WMEET YPOBEHb JOCTyIa IO
yMo4aHuoo (private), TO OHO HENOCTYIIHO U PEJAKTHPOBAHUS BHE aHATM3UPYEMOTO KOJa.

[ToaToMy naHHOE T0JIE, BEPOSTHO, JOJKHO OBITh MOMEYEHO Kak readonly.

3.3.2 UNUSED_FIELD

CpabatsiBanue B mpoekte Spartacus Bepcuu 0.45.1, oOHapykeHHOE B (haiiie
ChainSubRule.cs B cTpoke 7 (sucTuHr 7).

Il using System;

5

3 namespace PDFjet.NET {

class ChainSubRule ({

o

7 int inputGlyphCount; // UNUSED_ FIELD

(o0]

10 }

Jlucmune 7. Heucnonv3yemoe noze 6 npoekme Spartacus
Listing 7. Unused field in the Spartacus project

B pesynbrare padotsl moie inputGlyphCount ObUIO TIOMEYEHO KaK HEHCIIOIB3yEMOE, TaK KaK
KJIacC, KOTOPOMY OHO TPHMHAJUIE)KUT, UMEET YpOBEHb JOCTyNma internal, a BHYTpU COOpKH
UCIIONB30BAaHUN Moy He ObUIo HalneHo. COOTBETCTBEHHO, NAaHHOE IIOJE€ HE HUCIONb3yeTcs B
aQHAIN3UPYEMOM KOJE€ U HE MOXET OBITh HCIIONB30BAaHO B KOJAE, HCIOJIB3YIOMIEM JAHHYIO
OubIIMoTEKY.

4. 3aknro4vyeHue

W3HauanpbHO 3HAYECHHWS TMOJIEH C €IWHCTBEHHO BO3MOXHBIM KOHCTAHTHBIM 3HAUYCHHUEM He
yauThBaIuCh B aHamm3e. C TOMOIIBIO PEATM30BAHHOTO aHANM3aTOpa YAaloch JOOWTHCS
ynyumenus pabotel SharpChecker, 6bun HaliieHBI HOBBIE OMMOKW. TakuM 00pa3oM, pe3ynbTaThl
aHanmW3a eIUHOXIBl WHHUIMATU3UPOBAHHBIX TOJEH MOTYT WCIOIB30BAThCS JJISi TIOBBIIICHUS
TOYHOCTH JPYTHX aHAIW3aTOpOB. B pesynbrare, peanusamueld ObUIO JOKa3aHO, YTO YYET TaKUX
OJIeH BO3MOJKEH 0€3 YBEIMYCHUS 3aTpaT U MOJIE3CH MPU aHATU3e OONBIINX MPOCKTOB.

I[TomuMo mpouero, B mporecce yAajaoch HAaWTH MONA C, BEPOSITHO, 3a0BITBIM MOIH(PHKATOPOM
nocrymna readonly v HEHCIIONB3yEeMEBIE OIS,

B cBsi3u ¢ ynyumennem pe3ynbTaToB paboTel SharpChecker maTd Obl1 BKIIFOUEH B OCHOBHYIO BETKY
HHCTPYMEHTA, U €0 Pe3yJbTaThl TENEPh MOTYT UCIIOJIB30BATHCSl Y KOHEUHBIX M0JIb30BaTENIEH.
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1. BeedeHue

1.1 Pecypchl B A3blke C#

B s3p1ke mporpammupoBanust C# cylecTByeT JiBa THIIA PECYPCOB: YIIPABIsIEMbIE M HEYTIPaBIIEMBIE.
[MTamsiTh, BeIZEIISIEMAst IO YIIPABIISIEMbIE PECYPChI, KOHTPOJIUPYETCsi COOPLIMKOM MYCOpa.

Korma KkomMuecTBO CChUIOK Ha TaKOM pecypc CTaHOBHMTCS HYJIEBBIM, COOpIIMK Mycopa
aBTOMAaTHYECKH OCBOOOXKIAET 3aHUMAaeMyIO 3THM pecypcoM HamsiTh. Heympasisiemble pecypcbl —
BCE, 3a YeM He cIequT cOOpIMK Mycopa. Takue pecypcsl HEOOXOAMMO SIBHO OCBOOOXKIATh MOCIIE
ucronp3oBaHua. HambGonee pacrpocTpaHeHHble W3 HuX: (ailibl, ceTeBble IMOJKITIOYEHHUS,
MOJIKJIFOYEHHS K 0a3aM JJaHHBIX U Ipoyee.

IDisposable — BcrpoenHslid .NET uHTEpdEiic — MEXaHU3M BBICBOOOXKICHUS HEYIIPABIIEMBIX
pecypcoB, npeiaraeMbli Microsoft. On MIpeIHa3HauYeH IS IETEPMUHUPOBAHHOTO OCBOOOKICHHSI
HEYINpaBIsIEeMbIX PECYpCOB  JIIOOBIX THUIIOB, BIAACIOIIMX KaK YHOpPaBIsSEMbIMH, TaK H
HEeyNpaBIsieMbIMH PECypcaMH, a TaKKe THIIOB, YHACIIEJIOBAHHBIX OT KJacca, pPeasiM3yIOIIero
IDisposable.

JlanHbIi MHTEpdEic npenocTaBisier MeTox Dispose (), ¢ MOMONIBIO KOTOPOTO IPOU3BOIAMUTCS
ocBoOoxIeHNe pecypca. Takxke B s3pike C# cymiecTByeT KOHCTPYKLIHMS using, KOTopas cama
OyzneT oOpabaTbIBaTh BBI30B Dispose ().

Ecnu He 0cBOOOANTH HEYNpPaBIsieMble PECYPChI, OIIMOKa MOKET HE MPOSBUTHCS MPU TECTUPOBAHUU
W JIOJIrO€ BpeMsi MOXKET He JIaBaTh O ceOe 3HaTh BO BpeMsi paboThl MPOrpaMMbl, HO B HEKOTOPBIH
MOMEHT OHa IPOSIBUTCS, HAIIPUMEP, NPH TIONBITKE 3alHCaTh JaHHbIE B OCBOOOXJICHHBIN pecypc, U
TOT1a HHPOPMAITUS MOXKET OBITh 0€3BO3BPATHO YTEepSHA.
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1.2 AKTyanbHOCTb

B Hame Bpems IIPOEKTHI CTAHOBATCS OONbIIE, MO3TOMY B HHX CIIOKHEE 3aMETHTh OIIHMOKH,
HEKOTOPBIE M3 KOTOPBIX MOTYT IIPUBECTH K MPOOJIEMaM BO BpeMsI HCTIONHEHHS porpaMMel. Kpome
TOTO, YeM paHbIIle Ha dTare pa3paboTku OyaeT oOHapykeHa OmMOKa, TeM JIeIIeBIe 000aeTcs ee
ucrpasieHre. UToObI CHCTEMaTHYECKH HaXOJUTh OIIUOKH JI0 3aIlyCKa MPOTPaMMBI, HCIOIb3YIOTCS
CTaTHYECKNE aHAIU3ATOPBI. Y IUTHIBAsI TO, YTO PSA OIIMOOK CIIOKHO OOHApYKUTh TECTHPOBAHUEM,
MPEUMYIIIECTBO CTATHIECKOTO aHaiu3a [2, 3] B TOM, 4TO OMHIOKH HaXOASTCS cpasy, eIie A0 3aIrycKa
MpOrpaMMBl, He TPeOysi 10100pa BXOIHBIX JaHHBIX ISl BOCIIPOU3BEICHHS. DTO JIOCTUTaeTCs 32 CYET
TOTO, YTO METOJIbl CTATHYECKOT'0 aHAJIM3a MO3BOJISIIOT 00pabaThIBaTh cpa3y BCE IyTH BBHITOIHEHHS
HPOTPaMMBI.

Ommnbka HCHONB30BaHUS OCBOOOMKIEHHOTO pecypca, Kak ¥ MHOTHE JpYyrHe, CJI0XHO
0OHapy)XMBaETCsl Ha TECTaX, MOXKET MPOSIBIATHCS M0-Pa3HOMY B Pa3HBIX OKPYKEHUSX, 3a4acTyIO
NPUBOAS K aBAPHHHOMY 3aBEPILECHUIO NPOrPaMMBI HJIH ITOTEpe JaHHbBIX. J{JIs MoMcKa TaKuX OMIHMOO0K
B HUCXOJHOM KOJIC MOXKET HMCIIOJh30BAThCs CTATHUCCKUI aHanu3. B manHO# pa®oTe mpemnaraetcs
JIETEKTOP HCIIOJb30BaHUSl HEYMPABISIEMBIX PECYpCOB IIOCIE WX OCBOOOXKICHUS Ha OCHOBE
CTaTUYECKOI0 CHMBOJBHOrO BbINOJMHEHMs [l] mns ucxomHoro kojga Ha sizbike C#. Metog
CHMBOJILHOTO BBIITOJTHEHUSI 00ECIICYNBACT YyBCTBUTEIBHOCTD K MYTSIM M KOHTEKCTY BBI30BOB, YTO
BRXHO U1 CHI)KEHHS JOJM JIOXKHBIX cpabarsiBannii. HeoOXOIMMOCTh peann3anyy JaHHOTO
JETEKTOpa OOBSICHACTCSI BBICOKOM IIOIYJISIPHOCTBIO M BOCTPeOOBaHHOCTHIO si3blka C#. CormacHo
petitunry TIOBE [4], 3TOT S13BIK IBISE€TCS ISITHIM IO MOMYJISIPHOCTH B MUpE.

1.3 MoTuBaLUOHHbIM NpuMep

PaccMoTpuM ympoIeHHbIH npuMep, OCHOBAaHHBII Ha peajibHON mpobieme B Koae Ha sizbike CH#
(ytuctunr 1).

1 class Test

2

: public abstract class ImgClassAbs : IDisposable
4 {
Bitmap Img = new Bitmap (100, 100);

public abstract void Abort();

9 public void Dispose ()
10 {

11 Img.Dispose () ;

12 }

13 public void Use()

14 {

15 Img.Clone(); // uCHOJb30BaHMe pecypca
16 }

1 }

18 public class ImgClassDisp : ImgClassAbs

20 public override void Abort()
21 {

Dispose(); // ocBoboxmeHue pecypca

25 public class ImgClassNotDisp : ImgClassAbs
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27 public override void Abort () { }

}
29 public abstract class TestClass

30 {

31 public void Func(ImgClassAbs elem)
{

33 if (elem != null)

34 {
elem.Abort (); // ocBoBoxmeHMe pecypca
elem.Use(); // USE AFTER DISPOSE:

Resource <elem.Img> was already disposed

}

40 '}
Jlucmune 1. Momusayuonnulii npumep
Listing 1. Motivational example

[Ipobnema mposiBisieTcss B Metone Func (). Merox Abort (), BE3BaHHBIA 1A pecypca elem
SIBIISICTCS aOCTPaKTHBIM METOJIOM, COOTBETCTBEHHO OH MMEET HECKOJIBKO peanu3aliii. MoxHO He
3aMEeTUTh, YTO B OJHOW M3 3THX peajiu3aluil BbI3bIBaeTCs METOJ Dispose (), Kak MOKa3aHOo B
npuMepe. Takum o0Opas3oM, pecypc elem.Img MOXKET OBITh OCBOOOXKIEH B MeTone Abort ().
Jlanee cnmegyer BbI30B METOJA, HUCHOJB3ywomed elem.Img. B Takom ciywae B mpoliecce
HCIIOJHEHUSI BO3HHUKAET HCKItOYeHUEe. VIMEHHO Takue CUTyallud M HaxOOUT pPeau30BAHHBIN
JIETEKTOP.

1.4 CywecTByloLwme pelueHus

Jlist S3BIKOB TIPOTPaMMHPOBAHMS C PYyYHOH pabOTOH € MaMATHIO CYIIECTBYIOT JIETEKTOPHI IS
MIONUCKA YS3BHUMOCTEH, CBSI3aHHBIX C HEKOPPEKTHBIM HCIOJIB30BAHHEM IMHAMHUYECKOW MaMATH B
nporecce paboTsl mporpamMmsl [5-8]. boiee Toro, CymecTByrOT U ctaTudeckne USE-AFTER-FREE
JieTeKTophl [9-11], BEITOIHAIOLIME TY KE 3a1a4y, YTO U ONUCHIBAEMbBIN, OJTHAKO I APYTUX SA3BIKOB
MIPOTPaMMUPOBAHHUS.

CyniecTBYIOT pa3HbIe MOAXO0/bI K TIOMCKY HCIIOJIB30BaHUH OCBOOOXKICHHBIX PECYPCOB, HMEIOIIHE
pa3nuYHbIE NpeuMyllecTBa U HejpocraTku. OmnwuceiBaeMblil B crathe USE-AFTER-DISPOSE
JIETEKTOp peann3yeT MEeXKIIPOIeTypHBIH, YyBCTBUTEIBHBIN K KOHTEKCTY, IIyTSIM M IOTOKaM aHAJIN3
Ha OCHOBE CHMBOJIFHOTO BBHITMIOJIHEHUs. BINM3KUM aHAIorom K Hemy sBIseTca peanusanus USE-
AFTER-FREE pgerektopa B SVACE [5]. Takxke cyliecTByeT NHOOXOJ Ha OCHOBE aHalu3a
MOMEYEHHBIX JaHHbIX, Hanpumep, IRBIS [12], npeumMyiiecTBOM KOTOPOTo SBISETCS BO3MOKHOCTD
oOHapyxuBaTh OoJjblIe OMMOOK, IIEHOH 3HAYMTEIBHOW JONM JIOKHBIX TpenynpexiaeHuid. Obda
HHCTPYMEHTA MOJAEPKUBAIOT s13bIkK nporpammupoBanus C u C++. B cBoro ouepens, y s3bika CH,
HaTpuUMep, HeT yKazaTellel, 1, Kak CJIeICTBHUE, MOABISIOTCS MPOOIeMbI B aHATN3E TICEBJIOHUMOB.

B C-noo6HBIX s3bIKax 0CBOOOX/ICHNE MaMATH NPOUCXOJUT B OCHOBHOM IIPU MOMOLIH (YHKIMN
CTaHAapTHOM 6nbnorekn free () , IPUMEHUMOH TOJIBKO /IS yKa3aTelnel u UMeloleil oBe/IeH e,
CTPOTO OIpeAereHHOe peanmu3anueil aurokaropa. B cmywae s3pika C# paccmaTpuBaeTcss METOJ
Dispose (), mpemoctaBisieMblii uHTepdeiicom IDisposable uW HMEIOMUN pa3THYHBIC
peanu3anyy IS pa3IHIHBIX KJIacCOB.

st si3pika C# CyIIECTBYIOT JIETEKTOPHI TOJIBKO ISl OOHAPY)KEHHs BO3MOXKHBIX YTEUEK PECYPCOB
[13]. B cBs3u ¢ 3TuM OBLI CO3JaH JECTEKTOp, HCCICAYIONIMA HCXOMHBIA KOJ Ha HAIHYHE
HCTIOIb30BaHUI 0CBOOOXKICHHBIX PECYPCOB.
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2. OnucaHue cxeMmbl pabombl demekmopa

2.1 Obwasna cxema paboTtbl SharpChecker

SharpChecker, B paMkax KOTOPOTO peajli30BaH paccMaTpPHBAaEMbIi JIETEKTOp, UCIIOJIBL3YET YacTh
urdpactpyktyps! Roslyn [14], orBeuaromryo 3a pazoop (aityioB MpoeKToB, peleHuH, st padoThI
¢ QaiimaMu crcTeMbl COOPKH, a TaKKe KOMITWIAINN HCXOIHOTO KOJa IPOrpaMMEI.

B Hauane ananu3a npoucxoaut noctpoerue ACJl (aOCTpakTHOTO CHHTAKCHYECKOTO JepeBa) C
nomotupto Roslyn. I[Ipu aToM Takxke cTpouTcs: cTaTHYeCKuil rpad BHI30BOB U IIPOU3BOJHUTCS ITOUCK
CHHTAaKCHYIECKHUX OIIHOOK.

Hanee, mpu o6xone rpada BBI3OBOB OT JIMCTBEB K KOPHIO, 4acTh coOupaeMoil MH(pOpManuu
COXpaHsETCs B pe3loMe aHAIM3UPYEMOTo METOa ISl JaNbHEHIIero ee UCTI0JIb30BaHMs IPH aHaIH3e
METOOB, BHI3BIBAIOIINX JaHHBIN.

3aTeM IIPOHUCXOIUT IOCTPOEHHE Ipada MOTOKa yIpaBiIeHHs ISl KaXK/J0ro METo/Ia ¢ TOMOIIBIO rpada
Bb130BOB, AC/] u Tabnuipl CUMBOJIOB. Beprimuamu rpada mOoTOKa yIpaBJICHUS SIBIISIOTCS 0a30BbIC
6noku (bB) — mocieoBaTenbHOCTH CAEAYIOMINX OHA 33 JAPYrOi MHCTPYKIUN MPOMEKYTOUHOTO
npencTaBieHns koma. Ilocie, mcmonp3ys coOpaHHYI0 HHPOpMAIUio, 00pabOTYHK 3aBepIICHHS
aHaJIM3a BBLAACT NPeLyNpeKICHHUS.

W, makoHemn, paboTaeT YyBCTBUTENBHBIA K MyTAM M KOHTEKCTY aHanu3. IIpu o0paboTke BHI30BOB
METOZOB OH HCIONB3YyeT HH()OPMAINIO, MOTYYCHHYIO M3 HX pe3loMe, NMPH 3TOM OO0BemuHSeT
COCTOSIHUS B TOUKe cusgHNA. COCTOSIHHE B TOUKE BXOJIa B aHAIM3UPYEMBIH METO/I ITApaMeTPHU3yeTCs
C TIOMOIIPI0 CHMBOJBHBIX MEPEMCHHBIX. 10 €CTh UIA KaKIOro MapamMerpa MeToJa BBOIUTCS
VHHUKaIbHBIH uneHTH(UKaTop ValueId. Takum o0pa3oM, e€cTh BO3MOXKHOCTH HpPEACTABUTH
Pe3yIbTaTHI BEHITOIHEHHUS METOAA B BUJIC BRIPAKSHHIA Hall CHMBOJIEHBIMU TIEPEMEHHBIMHU.

B cimywae, korma WCIONb30BaHHE KaKOro-IMOO OOBEKTA JOCTUraeTcsi HECKOJbKHMMH €ro
OTIpeNIeICHUSIMH, BBOIUTCS (QYHKIMSA 00BbeTMHCHNS 3HaUeHUH nin ¢P-QyHKIws. B aTOM ciydae ero
ValueId rakxe OyneT mpeacraBieH (GyHKImeH oObenuHeHHs ValueIds BCeX ITOCTUTAOIINX
9TOTO UCIIONIF30BAHUS 3HAYCHUH 00BEKTA.

Jnst xpaneHuss nHGOpMAaIMKM B paMKax aHainu3a 0a30BOro OJOKa HMCIONB3yeTcss KOHTEKCT. [Ipu
nepexojie oT aHanusza ogHoro bb k aHanuzy cuenytromero BB, cogepxuMoe KOHTEKCTa MEPBOro
BJIMBAETCS B KOHTEKCT BTOporo. [IpaBuiia, 1Mo KOTOpPBIM IPOUCXOAMT IEpeHOC WHpopMmanu,
3aarTcs aTpuoyToM Join.

2.2 BHyTpunpoueaypHbIi aHanu3

Cy1iecTByeT MHOXKECTBO CHUTYAIlHid, BOCIPOU3BOSIINX ONUChIBaeMyto mpobiemy. Paccmorpum
CHayaja caMmyo MpOCTyIo U3 HUX. [IycTh B KOJIE HE TIPENOoJIarajioch JaTbHEUIIIETO UCTIOIh30BAHMS
OTIpEJIeNIEHHOTO pecypca U €ro 0CBOOOIMIIH B IENSIX COXPaHEHUs TaMsITH, HO TIOTOM BC€ e OH TJie-
TO MOHAIOOMIICS, a PO er0 OCBOOOXKICHHIE 3a0bLITH.

Coxpansis ValueId 0CBOOOXKICHHBIX PECYpPCOB, MPHU TMOCIEAYIONMIUX HCIOJb30BAHUAX MOXHO
Oyzer clenaTh BEIBOJ O HAJTHYUK OMIMOKH. Eciin MBI paccMaTpuBaeM TOJBKO BHYTPUIIPOLICAYPHBIH
aHanmM3, TO XpaHuTh ValueId pecypcoB HYKHO TOJBKO JO KOHIA MeToma. Jlis 3roro Oynem
KCITIOJIB30BaTh KOHTEKCT 6a3oBoro Omoka I'TIY.

Jlanee paccMOTpHM CHUTyalnio, KOTJa OOBEKT YHalseTcsi W TMO3JHEE HCIONb3YeTCs TpH
OMpENEIICHHBIX YCIOBHSX, HAmpuMmep, B BeTBieHHH 1f-else. B Takom ciaydae omuOka
MPOM30HAET TOrJa W TOJNBKO TOTJA, KOTJA YCIOBUS OCBOOOXKICHHS W HCIOJIh30BaHUS
MIEPECEKAIOTCS, TO €CTh MOCJIe OCBOOOXKICHHSI HEMTPEMEHHO MPOU30UIET UCIIOJIB30BAaHUE peCcypca.
COOTBETCTBEHHO, B KOHTEKCTE, MOMUMO ValueId, OymeM COXpaHSTh YCIOBUS OCBOOOXKIECHUS

pecypca.
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Ecnu mocne 0cBOOOXKICHHS B IEPEMEHHYIO IIPUCBANBACTCS CCHUIKA HA HOBBIH MIIM CYIIECTBYIOIITHA
0OBEKT, TO TPH TOWUCKE B CIMCKE OCBOOOXKICHHBIX pecypcoB ValueId paccMaTpuBacMoro
pecypca, IpoBepsieM, SBISIETCS JIM OH OCBOOOKAEHHBIM. Ecin 00beKT «OOHOBISIETCS» NMPU BCEX
YCIIOBHSX, TIPH KOTOPBIX OH YAAJETCSA, TO €r0 HeoOX0ANMO yOpaTh M3 CIMCKAa OCBOOOKIEHHBIX
pecypcoB.

2.3 MexnpoueaypHbIn aHanus3

Ecnu ocBOOOXIEHNE HEKOTOPOTO pecypca MPOW30LUIO B BBI3BAHHOM METO/E, TO €ro Helb3s
00HAPYKUTHh MOCIIENOBATENBHBIM BHYTPHIIPOLEAYPHBIM aHamm3oM. Torga, OygeM mosydartsh
nHpOpMannio 00 OCBOOOXKICHHBIX pPECcypcax M3 pe3yJIbTATOB aHajM3a BBI3BIBAEMOTO0 METOJA.
OpfHAaKO KOHTEKCT yAalsgeTcs B KOHIIE METOAA, 3HAYUT B 3TOT MOMEHT HYKHO HEPCHOCHTH
nH(popManuio B pe3oMe. A IpH BBI30BE METO/IA TIEPEHOCUM COZEPKUMOE €TO PE3FOME B KOHTEKCT
BBI3BIBAIOLIETO METOAA.

Bo03MOXXHBI CHTyaIlH, B KOTOPBIX UCIIOJIb30BaHNE OOBEKTA TaK )K€ MPOUCXOJHUT B BBI30BE KaKOTO-
mi6o merona. Torma mig aHanmm3a TpeOyeTcss MMETh BO3MOKHOCTB ITOJNYIHTh MH(POPMAIHIO 00
HCTIONIb30BAHMAX B BBI3BIBAEMOM MeToje. TakuM 00pa3oM, HOMHMO YAAJICHHH, B KOHTEKCT OyaeM
COXpaHATbL U HUCHOJIB30BaHU, ‘-ITO6I>I IOTOM, MNEpCHECA UX B PC3IOMEC, UMETH K HUM JOCTYIl H3
BBI3BIBAOIIETO METOAA.

AHayoru4Ho 0yJieM MOCTYIaTh B CIy4ae «OOHOBICHHS» pecypca.

Bonee Toro, mpm mepeHoce W3 pE3fOME BBI3BIBAEMOTO METOJAa B KOHTEKCT BBI3BIBAIOIIETO
HEOOXOIMMO yYHUTHIBATh YCIOBHE, IPU KOTOPOM MPOUCXOIUT BBI30B pacCMaTpHUBAEMOI0 METOA.

2.4 MpepcTaBneHne pecypcoB B AeTeKTope

CTOUT YyHOMSIHYTh, YTO MPU aHAINU3E KOJIa KIMEET CMBICI COXPAHATh B KOHTEKCT U PE3IOME TOJBKO
00BEKTHI KJIACCOB, YHACJEJOBaHHBIX OT HHTepdelica IDisposable, Tak Kak TOJIbKO OHH
SIBIISIFOTCS] MHTEPECYIOIIMMH HAC HEYIPABISIEMbIMHU PECYPCAMH.

PaccmoTtpum ocBoOOKIeHHE pecypca. Meton Dispose () MOXKET ObITh KaKk OHOJIMOTEYHBIM, TaK
U 3aJIaHHBIM TIOJIb30BaTeNieM. B ciyyae OMOIHMOTEYHOr0 METO/A, KOTa peann3alys HeIOCTyIHA
[PU MPOBEJICHUH aHAIIN3a, I METOJIa, B PE3IOME KOTOPOrO HET COXPAHEHHBIX OCBOOOKICHHBIX
pecypcoB, 3allOMHHAaeM Kak 0CBOOOXkIeHHble ID1isposable nons o0beKTa Kiiacca, K KOTOPOMY
mpuUMeHeH MeToll Dispose (), Tak Kak IPUMEHsI MeToll Dispose () K KaKoMy-IH0o 0OBEKTY,
MPOrPaMMHUCT MPEIIoJiaraet yaajieHue 3Toro o0beKTa, TO eCTh 0CBOOOKICHHUE ero noJjei. B ciyyae
3aJIaHHOTO TI0JIb30BATENIEM METO/a C HEeMYyCThIM Pe3ioMe 0CBOOOXKIIEHHBIX PECYPCOB — B KOHTEKCT
BBI3BIBAIOIIET0 METO/IA MIEPEHOCUTCS PE3IOME 33/IaHHOTO MOJIb30BATENIEM METO/IA.

B cirydae BbI30Ba J1I000T0 METO/1a, OTIIMYHOTO OT Dispose (), UCIOJb3Ys ero pe3roMe, MoyvyaeM
nHpopmaino 06 0cBOOOKIEHHBIX B HEM PECYpCax, U 3alKChIBAEM €€ B KOHTEKCT BBI3BIBAIOIIETO
MeETo/1a.

Takxke ciemyer y4ecThb, YTO 3HAYeHHUE OOBEKTa MOXKET OBITh (-(QYHKIUEH, CIeIOBATEIBHO, €To
ValueId Takxe OymeT ¢p-dbyHkiueii. B sToMm ciaydae mpojenbiBaeM BCe TO JK€ IS BCEX
JIOCTUTAIONIMX OSTO WCIONB30BAaHUE 3HAYCHHWI OOBEKTA, YYUTHIBAs YCIOBUS JTOCTHIKCHUS
HCIIOJIb30BAHHSI.

2.5 Ucnonb3oBaHue pecypcoB U BbI3OB ANArHOCTUKU

Crienyer paccMOTpeTh pa3lMuHbIE CIIEHApHM HCIIOJIB30BaHUs OOBEKTOB. B maHHOH pabote
paccMaTpuBaeTcsl /Ba M3 HHX: BBI30B METOJIa, U Pa3bIMEHOBAHWE, TaK KaK TOJHKO OHH MOTYT
MOPOANTH HEOIpeJeNIeHHOe IoBeAeHHe. Berpeuas 11000 M3 HUX TIPH  TOCIIENOBATEIHHOM
BHYTPHIIPOLIEAYPHOM aHAIN3€ WK MPU MEPEeHOCe Pe3fOMe KAaKOTro-JIMOO BRI3BAHHOTO METOJIA, M3
KOHTEKCTa MBI N3BJIEKAeM CIIMCOK OCBOOOXJICHHBIX PECYPCOB.
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Eciu pecypc 0bUT 0CBOOOXKICH, M YCIOBHS €r0 HCIOJIB30BAHUS M OCBOOOXKICHHMS COBMECTHBI, TO
€CTh MOTYT BBINOJIHATECS OJHOBPEMCHHO, TOTAA CO3MaeTCsl MUArHOCTHKA. ECIIM IMAarHOCTHKA
nmobaBiieHa, BEIXOJUM U3 00pa0OTKU HCIIONB30BaHMA. Ecim ke pecypc He ObLT OCBOOOXKACH, HITH
JIMarHOCTHKA HE TOOABUIIACH, COXPAHSACM 3TO HCIIOJH30BAHUE B KOHTEKCT aHAIM3UPYEMOT0 METO 1A
BMECTE C €r0 yCJIOBUEM (@ TaKKe TOCTUTAIOIINE 3HAUCHHS B CIyYae ¢-(PyHKIUHN) s JaTbHEHIIeTo
aHam3a.

YToOBl UCIPABUTHh HAWJCHHYIO JETCKTOPOM OIIMOKY, CIEAyeT MOHMMAaTh, B YeM KOHKPETHO OHa
3aKIIF0YAETCs, TJC HaXOAATCS OCBOOOXKICHHME M HUCIOJIb30BaHUE pecypca. Takum oOpazoM, s
VIPOIICHUS aHaJM3a UCTHHHOCTU TPEAYIPEKICHHUS UCTIONB3YIOTCS Bo3MokHOCTH SharpChecker,
MO3BOJISIFOIIUE, 3HAS PACIIONIOKCHHUE YIAICHUS M UCIOJIb30BAaHUS B KOJE, OTOOpa3uTh ux. Tak, B
KOHTEKCTE U Pe3IoMe, TOMUMO YCIIOBUI 0CBOOOXKICHUS U UCIIOIB30BaHUS pecypca, OyaeM XpaHUTh
ellle U JIOKALNH.

3. Pe3ynbmambl

TecTupoBaHue MIPOU3BOIUIOCH HA HAO60pe 3 21 MpoeKkTa ¢ OTKPHITHIM HCXOJHBIM KOJIOM, UMEIOIINX
pa3Mep 6 MIIH. CTPOK KOJia. AHAIH3 BBINOJHSJICS HA MallnHE ¢ 8-aaepHbIM nponeccopoM Intel(R)
Core(TM) i7-6700, umeromieit 32 Gb RAM.

Bouio Beiano 119 npenynpexaeHuil 13 KOTOPBIX Bce ObUIHM NMPOaHAIN3UPOBaHbI BPYUHYH0. 83 M3
HHUX OBUIM KJIacCHU(HIMPOBAaHBl KaK UCTHHHBIE, 36 — KaK JIOKHBIE. B pe3ynbpTare N0 HCTHHHBIX
cpabatbiBanuii coctapisiet 70%.

PaCCMOTpI/IM HCKOTOPBIC U3 3TUX CIIYyUacB B KAYCCTBC WJIJIFOCTpAIUH.

3.1 Mpumep 1

Ommbka (JuctuHr 2) HafineHna Ha mpoekte Roslyn Bepcun 2.8.2, JsonWriterTests.cs: 92-97.

1 var stringWriter = new StringWriter();
2 using (var jsonWriter = new JsonWriter (stringWriter))

3 {

}

// pecypc sStringWriter ocBOBOXIEeH Mocje OJoKa using
return stringWriter.ToString();// USE AFTER DISPOSE

Resource <stringWriter> was already disposed

~ o U

Jlucmune 2. Mecmo cpabamvisanus
Listing 2. Location of the error

1 internal sealed class JsonWriter : IDisposable
2 A

3 private readonly TextWriter output;

fIs

public JsonWriter (TextWriter output)
{

J o) Ul

_output = output;

o

NeJ

}

o

public void Dispose ()
{

_output.Dispose();

U W N

e e

(o))

}
Jluemune 3. Knace JsonWriter
Listing 3. JsonWriter class
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B manHOM ciiydae stringWriter u jsonWriter sBustorcs IDisposable oOBbEKTaMH,
Ooyiee TOro, B KOHCTpyKTOpe Kiacca JsonWriter (3) He CO3MAIOTCS HOBBIC OOBEKTHI, a
MIPUCBAaMBAIOTCA TEepeJaHHble. TakuM o0pa3oM, OJHO W3 TMoJeli O0BeKTa jsonWriter
(KOHKpeTHO _output) sBIAETCI CCBUIKOM Ha 00BEeKT stringWriter, M Korgja B KOHIE
KOHCTPYKIIUH using 0CBOOOXKAAETCs pecype jsonWriter, ocBoOOKIaeTcs U stringWriter.
Jaiee BrI3bIBaeTcs MeTox ToString () It 0cBOOOKACHHOTO stringWriter. DTy npobiemy
JIOCTATOYHO JICTKO HE 3aMETHTh B MPOIIECCE HAMMCAHUS KO/, U Ha JTAre BBITOJHCHUS MOTJIO ObI
BO3HUKHYTH HEOTIPEICICHHOE MTOBEICHIE.

3.2 Npumep 2

Ommbka (muctuHr 4) HaliieHa Ha mpoekTe netmq Bepcuu 3.3.0.12, XSub.cs: 196-227.
1 while (true)
2 A
3 bool isMessageAvailable = m fairQueueing.Recv (ref msqg);
// USE _AFTER DISPOSE Resource
<m fairQueueing.m atomicCounter> was already disposed

while (msg.HasMore)

4

6 {

7 isMessageAvailable = m fairQueueing.Recv (ref msqg);
// ocBOBOXIeHME pecypca

8

9 }

10 }

Jlucmune 4. Mecmo cpabamuvléanus
Listing 4. Location of the error

1 public bool Recv (ref Msg msg)

2 A

3 return RecvPipe (null, ref msqg);

// WCIOJIb30BaHME pecypca, OCBOOOXIEeHMe pecypca
4}

5 public bool RecvPipe (Pipe[] pipe, ref Msg msgqg)

61

msg.Close () ;

10
11 public void Close()
1

2 A
13 if (... || m_atomicCounter.Decrement () == 0)
14 {
15 e
16 }
7 m atomicCounter.Dispose();
18
19 1}

Jlucmune 5. Peanuzayus memooos

Listing 5. Method Implementation

B sToM npuMepe UCONb30BaHUE CTOUT paHbllle yJaJeHus B KOJIe, OJTHAKO 3TO BCE MPOUCXOJIUT B
nukie. TakuMm oOpa3omM, KOTJa B KOHIE OJHOM HTepanuud OOBEKT yAalseTcs, Ha CIeAyIomei
WTEpallMd OH MCIOJIb3yeTCs M BO3HMUKAET HEOoIpeeieHHoe TnoBeJeHne. BuaHo, 4TtO 3a
HCIIO0JIb30BaHUE U OCBOOOXKICHHE OTBEYAET OJUH M TOT XK€ MeToJl Recv (ref Msg msg), OJHAKO
€CIIM MIOCMOTPETh HAa €r0 pPeaju3aldi0 U pealn3alyy I0CJIEA0BATEIbHO BbI3BIBAEMBIX METOJOB
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(mucTHHT 5), BUAHO, YTO CHAYalla MIET MCIOJIb30BaHHE 00BEKTA, a OTOM YIAAJIEHHE, U €CJIU J[Ba
pasa MmoAps BbI3BaTh ReCV, TO MOJIYYUM HCIOJIB30BAHUE OCBOOOKICHHOIO pecypca.

[Ipn BKIIOYEHUM JETEKTOpa HCIIOJIB30BAHUH OCBOOOXIEHHBIX PECYPCOB BpeMs PabOTHI
SharpChecker Bo3pactaer ¢ 1 yaca u 19 muHyT 10 1 yaca u 38 MUHYT. YBeiInYeHUE BpEMEHH Ha
23% cBsI3aHO C KOJMYECTBOM HH(pOPMAIMH, KOTOPYIO HEOOXOANMO XPaHHTh B PE3IOME METOJIOB,
KOIUPOBATh IPH aHaJIM3e BBI30OBOB M 00pabaThiBaTh JJISl CO3[aHHs JUAarHOCTUK. B cBs3M ¢
3aMeUIEHHEM pa0oOThl IUIAHUPYETCS IIPOBECTH AaHAINW3 HAKOIUICHHBIX JAaHHBIX C IIETBIO
MHHUMH3AIMH UX 00BbeMa.

4. 3aknroyeHue

B kozme 00mpIIAX MPOEKTOB BCTPEUAIOTCS OMIMOKH, W3-32 KOTOPBIX MOXET IPOU30MTH aBapHitHOE
3aBepUICHHE PadOTHI MPOTPaMMBl WM TOTEPS JAHHBIX H3-3a HMCIOJB30BAHUSI OCBOOOKAECHHOTO
pecypca. Hexoropsle W3 3THX OMHMOOK MOTYT NPHBECTH K HEMONPABUMBIM IOCIEICTBHUSIM.
PaccMoTpeB OONBIIMHCTBO CIIydaeB, IZie BO3HHKAET HCIIOJIB30BAaHHE OCBOOOXKICHHOTO pecypca,
MOyYHJIOCH CO3JaTh AJITOPUTM OOHApYKEHHS TAaKOTO poJa OIMIMOOK, SBISIOIIUICS OCHOBOH
OIMMCaHHOTO JIETEKTOPa C TOYHOCTHIO 0K0JIO0 70% MCTUHHBIX CpabaThIBAaHUM.

Anamus ABaAlATU OJHOI0 IPOCKTa € OTKPBLITBIM HCXOJAHBIM KOJAOM IOKa3ajl, 4YTO OH.II/I6KI/I,
CBA3aHHBIC C HCIIOJIB30BAHHUEM OCB060)I(Z[6HHOFO pecypca, HEPEAKO HAOIMYCKArTCA, YUTO
CBUACTCIILCTBYCT O l'[pI/IKJ'IaL[HOfI HIEHHOCTHU PC€AJIM30BAHHOT0 ACTCKTOPA.
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AuHotaumsi. CTaTHyecKWil aHAIM3 TOMCYCHHBIX JAaHHBIX MOXKET HCHOJIB30BATBCS UL OOHApy)KCHUS
Pa3MYHbIX MOTCHIMAIBHBIX YSA3BUMOCTEH B KOAE IPOTPAaMM IyTEM HCCIIEOBAHUS OTOKOB JaHHBIX MEXIY
HCTOKaMH M CTOKaMH MOMCUYCHHBIX JaHHBIX. Halle BCero moMe4eHHBIMH Ha3bIBAIOT JaHHBIC, KOTOPBIC OBUIH
HOJTyYEeHBI U3 BHEIIIHETO HCTOYHHKA U HE ObUIH JOJDKHBIM 06pa3om nposepensl. MucTpymeHr Irbis peanusyer
CTATHYCCKHI MEXKIPOLCAYPHBIH aHalW3 MOMEUYCHHBIX JAaHHBIX Ha OCHOBE pemieHus 3agadd |FDS
(Interprocedural Finite Distributive Subset), a Tarke pasnuuHble paclIMpeHHs, YIydIIAOUIHE €ro
MacmTabupyeMoCTb, TOYHOCTh U TOJHOTY. B HEM peann3oBaHbl 4 AETEKTOpa C Pa3sHBIMU ONPEACICHHIMU
MTOMEYCHHBIX JAHHBIX, HMCIOJB3yeMBIMH UL HAaXOXICHHS BBIXOAA 3a IpaHHIbl Oydepa, HCIOIb30BaHUS
0CBOOOXKIEHHOI MaMATH, MCTIOJIB30BaHMs KOHCTAHTHBIX MapoJeil M yTedek AaHHbIX. ONpenesieHHs HCTOKOB,
CTOKOB M TIepeNaTouHbIX QYyHKIMHA xpaHiaTcs B ¢opmate JSON m MOTYT M3MEHSTHCS MOJb30BaTeIeM. MBI
CpaBHWIIM pe3ynbTarhl aHanm3a Ha mpoekre Juliet Test Suite for C/C++ ¢ HeCKONBKMMH APYTUMH
ananmmsaropamu, takumu kak Infer, Clang Static Analyzer u Svace. Irbis cmor npoxemonctpruposars 100%
HOKPHITHE HA MOJMHOXXECTBE TECTOB, HMEIOLINX OTHOIICHHE K TIOMEYSHHBIM JaHHBIM IS TOCPKUBACMBIX
Hamu CWE. TIpu 3TOM peaii30BaHHbIE HAMH BPHCTHKHM CMOIJIM IOABUTh BCE JIOKHBIC CpabaThIBaHUS HA
JaHHOM Habope TecToB. Takke MBI IEMOHCTPHPYEM MACIITAOHPYEMOCTh M MPOIICHT JIOXKHBIX cpabaThIBaHMIT
HHCTPYMEHTA TIPH 3aIlyCKax Ha PEasIbHBIX MPOCKTAX U ITOKa3bIBAEM MPHMEPHI CYIIECTBYIOIIHUX YI3BUMOCTEH,
KOTOPBIE MOTYT OBITh UM OOHAPYKEHBL.
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Abstract. Static taint analysis can be used to find various security weaknesses and vulnerabilities in programs
by discovering dataflow paths from taint sources to taint sinks. In most cases the data is called “tainted” if it
was obtained from an untrusted source without proper sanitization. In this paper we present a static taint
analyzer Irbis. It implements analysis based on IFDS (Interprocedural Finite Distributive Subset) dataflow
problem, as well as various extensions aimed at improving accuracy and completeness of the analysis. It
supports different definitions of tainted data, which enables it to find such weaknesses as out of buffer access,
use of freed memory, hardcoded passwords, data leaks and discover dataflow paths between user-defined
sources and sinks. All sources, sinks and propagators definitions are stored in JSON format and can be adjusted
to meet the users’ needs. We compare analysis results on Juliet Test Suite for C/C++ with several other
analyzers, such as Infer, Clang Static Analyzer and Svace. Irbis manages to demonstrate 100% coverage on
taint-related subset of tests for implemented CWEs, while suppressing all the false positives using heuristics.
We also show performance and false positive rate on real projects, with examples of real vulnerabilities, which
can be detected by Irbis.
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1. BeedeHue

B pabore paccmaTpuBaeTcs 3a1ada OMCKa IOTCHIMAIBHBIX YA3BUMOCTEH 1 OIIMOOK 6€301acHOCTH
B KoJIe TiporpaMM Ha s13bikax C u C++. Hanmuue ysa3BUMOCTeH SBISICTCS CEphE3HON MPOOIEMON TS
pa3pabOTYMKOB MPOTPAMMHBIX MPOAYKTOB, T.K. OHHM MOTYT OBITh HCIIOJIB30BAHBI I
HECAHKIIMOHMPOBAHHOTO JOCTYyNa K JaHHBIM WM BMelIatenscTBa B paboty I10. Omubku Moryt
roflaMH He TPOSABIATHECA MpHU OOBIYHOM HCIIOJB30BAHUM IIPOTPAaMMBI, OJHAKO B CIlydae
OoOHapy>XeHUsI 3JIOYMBIIIJICHHUKAMH CO3/1Al0T YIpo3y CEpBUCAM, MCHOJB3YIOIUM JTOT KOZ.
Haunbonee mojBep>KeHbI OMACHOCTH NMPOTPaMMBI, IPUHUMAIONINE JaHHBIE MO CETH M U3 IPYTHUX
MOTEHIMAJIbHO KOMIIPOMETHPYEMBIX HCTOYHMKOB. Hammume ommOkn B OMOIHOTEKEe [enaeT
YS3BUMBIMU BCE€ MPOrpaMMbl, €€ HcHodb3yomue. OZHMM U3 U3BECTHBIX HPUMEPOB TaKOIo
uHIHIeHTa MokHO Ha3BaTh CVE-2014-0160 [1,2], takxke wm3BectHyro kKak Heartbleed. Ora
YSI3BUMOCTb B IIOIYJIIpHOH KpunTorpaduueckoit ondanorexke OpenSSL 3akirouaeTcst B OTCYTCTBHH
NpOBEpKH  pasMepa Oydepa, CUNTAHHOTO W3 BHENIHETO HWCTOYHMKA, W  OTKphIBajia
3JI0YMBIIIJIEHHUKAM BO3MOXHOCTH CIIEIIHMAIbHBIM 3alPOCOM IOJIy4aTh COAEPKUMOE HEKOTOPBIX
obyacTeil maMsaTH mporecca.

CyniecTByeT BO3MOXHOCTh HAaXOJAWTh TakHe YS3BHUMOCTH emé Ha dTame pa3padoTku. OaumH U3
CHOCOOOB COCTOMT B HCIOJIb30BAHUM CTATHYECKOTO AaHAJIN3a IIOMEYEHHBIX JAHHBIX. OTa
Pa3HOBHIHOCTH aHAIN3a CBOANTCS K OOHAPYKEHHIO ITyTeH BBIIOJIHEHUS IPOTPAMMBI, BEIYIIIHX OT
MHCTPYKIHH BOSHUKHOBEHHS TIOMEUEHHBIX JAHHBIX K HHCTPYKIHAM TN (QYHKIHSIM, B KOTOPBIX UX
HCTIONE30BaHUE HEXENaTeIbHO. B 3aBHCHMOCTH OT TOTO, YTO MMEHHO CUHTACTCS IMOMEYCHHBIMH
JAHHBIMH, TAaKOE€ ONPEICNICHUE IIOAXOAWUT [UIl ONHUCAaHMA pPA3IMYHBIX KJIaCCOB OIIMOOK H
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MOTEHIMAIBHBIX YA3BUMOCTEH: OT BBIXOJA 3a TPaHUNBI Oydepa, N0 NCTIOIb30BaHUA KOHCTAHTHBIX
napoJjied 1 yTeUKy YyBCTBHUTEIbHBIX JaHHBIX. [logpoOHee 00 aToM B pasn. 2 u 3.

Jns moncka yszBuMocteil B I1O cymecTByeT MHOXXECTBO APYTHX IOJXOJOB M MHCTPYMEHTOB!
IMHaMudeckuit aHamus [3-5], dassunr [6-8], mMOAX0MABI, cOUYETAOINE ANHAMUYICCKHNA aHAIu3 U
CHUMBOJIbHOE BBITIOTHEHHE [9-11]. PaccMoTpenue n aHaN3 3THX IMOAXO0I0B HAXOIUTCS 38 paMKaMH
JTAaHHOH paboTBI, T.K. IEPEUUCICHHBIE TIOIX0IbI TPEOYIOT HEIIOCPEICTBEHHOTO 3aITyCKa POTrPaMMBI.
[Irpoko MPUMEHSIOTCS Al MOUCKA ySA3BUMOCTEH M IMOAXOABI HA OCHOBE CTaTWYECKOTO aHAJIN3a,
T.e. HEe TpeOyromue BBINOJNHCHHWSA MPOTPaMMbl, BKIIOYAIOIINE AaHAIN3 aOCTPaKTHOTO
CHHTAaKCHYECKOTO JIepeBa, aHaIW3 IIOTOKOB MaHHBIX [12], pasnmmyHBlE METONBI HAa OCHOBE
CHMBOJIbHOTO BhINonHeHus [13, 14], dopmanbhas Bepudukanus [15]. Cpean pacnpocTpaHEeHHBIX
CTaTHYECKUX aHAJIM3aTOPOB, PEATHU3YIONINX TAKOW THIT aHAJIN3a, MOYKHO YIOMSHYTh HHCTPYMEHTEI
Svace [16], Clang Static Analyzer [17], Infer [18]. Bce oHM OpHUCHTHUPOBaHBI Ha MOHUCK
MaKCHMaJbHOTO YHWCJIa HWCTUHHBIX MPEAYNPEKACHUH 32 OTrpaHHYCHHOE BpEMS, IO0ITOMY
ONTHMU3UPOBaHBl TaKUM 00pa3oM, 4TOOBI MHUHMMHU3MPOBATH BEPOSITHOCTH BBINAYU JIOKHOTO
IpeLyTPExICHNU.

OnHaKo yS3BHMMOCTH YacTO CKPBIBAIOTCS B IPOrpaMMax U MPOSIBISIFOTCS TOJIBKO Ha PEIKHX MyTIX
BBINIOJIHEHHSI B «HEOOBIYHBIX»  CHUTyallMsX, KOTOpbIe,  3a4acTyl0,  JBPHCTHYECKH
OTGUILTPOBBIBAIOTCS Y CTATHMYECKUX aHAIN3aTOpOB oOIllero HasHaueHus. Irbis cosmaercs B
pe3ysbTaTe HEOOXOAMMOCTH ANBTEPHATHBHOTO TOX0/1a, pealn3yroniero 0ojaee KOHCEPBATUBHBIH
aHaNIM3, IIPU KOTOPOM OaraHC MEXIy JOJell MCTHHHBIX M JIOXKHBIX MPEIyNpPEeKICHUI CMEIIeH C
IETbI0 MCKITIOYUTh BO3MOXKHOCTH IPOITyCKa OIIMOKM, HO T€M HE MEHEee NOMYCKAaloUMi 3To (B
ommyre oT GopManbHON BepuUKaLINK).

2. Cmamu4eckKull aHasiu3 noMe4yeHHbIX OaHHbIX

3amada CTaTHYECKOTO aHANM3a IMOMEYCHHBIX JAHHBIX COCTOWUT B IOCTPOCHHUH ITYTH BBITOTHCHHUS
MEXIy CO3IaHHEM U IPEIBAPUTEIBHO 3aJaHHBIM CIIOCOOOM HCITOJIH30BAHMUS TIOMEUCHHBIX JTaHHBIX
0e3 3amycka mporpaMMmbl. BO3HHKHOBEHHE ITOMEUYCHHBIX IAaHHBIX IPOUCXOIUT B PE3yJbTaTe
BBIITOJTHEHUS (PYHKIIUH W HHCTPYKIUH — ucmokog (source). CaM aHAJIN3 COCTOHT B IMIOCTPOCHUH
myTeil pacmpocTpaHeHHs ITOMEUYCHHBIX JMJaHHBIX B IIporpaMMe, MNPHUBOAALIMX K Iepenade
MOMEYEHHBIX JAHHBIX B NPEABAPUTEIHHO 3aJaHHOC MHOXECTBO (DYHKIMH MM HHCTPYKIMHA —
cmoxoeé (sink). B mporecce pacmnpoCTpaHEHHs TOMEYEHHbIE JJaHHbIE MOTYT TOJABEPraThCs
MaHMITYJISIISM, HallpuMep, MOTU(GHUINPOBATECS, IEPEIaBaThCs B KAUeCTBE apTyMEHTOB B (DYHKITUH
U T.21. [1y1s TOro, 4TOOBI ONPENENNTh, COXPAHSET JHM yKa3aHHas ONepalus IOME4YeHHOCTh, BBOJSTCS
nepedamounvle yyHKkyuu (propagators) — IpaBUIIa pacIpOCTPAHEHUSI MOMETOK JUIS BCEX OMepaIliid
U canumaizepol (sanitizers) — QYHKUUH WK ONEpallMi, CHUMAIOIINE TTOMEYCHHOCTh C JIAHHBIX.
CraTuyecKuil aHalIn3 TOMEYCHHBIX TAHHBIX MOJKET BBIITOHATHCS KaK Ha UCXOTHOM KOJIe, TaK U Ha
OMHApPHOM TIPEACTABICHWH MPOTPAMMBI U aHANU3UPYET BCE ITyTH BBIIIOJHECHUS, BKITIOYAS
HEIOCTHKHMBIE.

Takum oOpazoM, 1S 3a1aHUS OTJEIBHOTO JICTEKTOpa OIIHMOKKM B MH(PACTPYKType aHAIM3aTOpa
MIOMEUYCHHBIX IaHHBIX HEOOXOMMMO 3ajJaTh MHOXKECTBAa WCTOKOB, CTOKOB, CaHHTal3epoB H
HarpaBjeHue aHanu3a. HamnpasieHue MOXXeT ObITh Kak NPSIMBIM, TaK U OOpaTHBIM M CIY)KUT IJIS
onTuMu3anny. HanpuMep, B 1eTekTope KOHCTAHTHBIX Mapojiel ropasao 3QQeKTuBHEee IPOBOANTD
aHaTu3 B OOpaTHOM HANpaBICHWU — OT HCIIOJIb30BAHMS MEPEMEHHOW B Ka4eCTBE Mapoist Ha3ag K
3aMKiCH B HEe KOHCTAHTHOW CTPOKH. B MpoTHBHOM citydae Obwio ObI HEOOXOAMMO MOMEUYaTh BCE
CTPOKH B IpOTpaMMe, JIMIIb Majas YacTh KOTOPBIX MOJKET BITOCIIEICTBHHM HCIOIB30BATHCS B
KagecTBe mapois. [lepenaTounpie GyHKINH, KaK MPAaBUIIO, HE 3aBUCAT OT KOHKPETHOTO JIETEKTOpa
Y peaJn30BaHbl €IMHBIM 00pa30M ISl BCEX HUX.

MBI BBIAETISIEM JIBA [TOJIX0/1a K PEaTN3aIlii CTATHUECKOTO aHAIN3a [IOMEYEHHBIX JaHHBIX: Ha OCHOBE
CTaTUYEeCKOTO CHMBOJIGHOTO BBITIOJHEHHUS M Ha OCHOBE aHANM3a MOTOKOB AaHHBIX [19]. Ilepmsrit
MOXON TIPEAIIoNIaracT pPaclpoCTpaHEHHE ITOMETOK IO CHMBOJBHBIM 3HAYCHHSM M CIOCOOCH
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UCTIONB30BaTh HMH(MOPMALHMIO O pPA3IMYHBIX 3aBUCHMOCTSIX MEXAY IEPEMCHHBIMH, a TaKKe
YUUTHIBATh YCIOBHSI HA IMyTAX B IPOTPaMMe, 110 KOTOPBIM IPOXOAAT IOMEUeHHBIE JaHHbIe. [loaxon
MOJIpa3yMeBaeT OJHOKPATHBIH 00X0ox BceX (QyHKIMH B OOpaTHOM TOINOJOTMYECKOM IOPSIAKE IO
rpady BBI30BOB, 4TOOBI COOpaTh M COXpaHUTh B pe3toMe MHPOpMaIHI0 000 BceX BBI3BaHHBIX
¢ynkiusax. Takum oOpa3zoM moxaxonx oOecneyrBaeT MacIUTaOMPYEMbIH MEKIPOLETyPHBIH,
YyBCTBUTEJIBHBIN K ITyTSM, aHan3, 00eCcIeunBarONIMH BHICOKYIO JIOJII0 UCTHHHBIX cpadaThIBaHUN
3a cueT ucnonb3oBanus SMT pemareneil 1 NpoBEpPKH AOCTHKUMOCTH IMyTeH U MpPedyClIOBUM
omnOKky. ONHAKO ONpe/eseHHbIH MOPAJOK aHanu3a (QYHKIUH NPUBOIUT K HEBO3MOXKHOCTH
oOHapyXeHHs OIIMOOK B Cilydae, KOIJa CTOK HAaXOAMUTCS BHYTPH HECKOJNBKUX OOEPTOUHBIX
(GyHKIMH, T.K. HEM3BECTHO, MOTYT JIM HAa BXOJA IIOaBaThCs IOMEYEHHBIE 3HaueHHs. Cpenu
peanu3yomux Takoi NoAX0 HHCTPYMEHTOB MOKHO OTMETHUTH Svace.

Bropoii momxoa ocHOBaH Ha mpetokeHHOM B paborte [20] ob6obmenun IFDS/IDE pemarens,
CBOJSIIIETO 3aJady K IpoOieMe TOCTHXHUMOCTH Ha rpade. MHOXECTBO 3a/ad aHaJIM3a ITOTOKOB
JIAHHBIX, HAIPUMEp, IMOUCK AOCTUTAIOIIUX OIPEACICHUN WM JKUBBIX NIEPEMEHHBIX, MOJXKET OBITh
nepeopMyIMpOBaH B BHJIE MEXKIPOLEIYPHOW 3aJadd aHalW3a IIOTOKOB IAaHHBIX C
TUCTPUOYTUBHBIMU TIEPEIaTOYHBIMU (QYHKIHSIMH Hall KOHEUYHBIMH AomMeHamu (aktoB IFDS/IDE
[21]. Dra 3amaga OTHOCHTCA K MEXIPOUCAYPHOMY AaHAIM3y IIOTOKOB IaHHBIX, OO0IamaeT
YyBCTBUTEIBHOCTHIO K IOTOKY M KOHTEKCTY BBI30Ba (DYHKIMHU, HO HE 001aaeT 9yBCTBUTEIBHOCTHIO
K IMyTsM: APYTUMM CJIOBaMH, IPEATNOJaraercs, YTo paciHpoCTpaHEHHE MTOMEUEHHOCTH |1 B TOUKe
mporpaMMsl V He YYHTBIBAeT TO, KakoH IMyTh PacHpOCTPaHEHHs MpPEIMIECTBOBAT 3TOM TOYKE.
OTCyTCTBHE UYBCTBUTEIBHOCTH K IyTsSM IHpennoiaraeT Oojbliee KOJHMYECTBO JIOXKHBIX
cpabaThIBaHUH 110 CPAaBHEHUIO CO CTATHYECKUM CHMBOJIBHBIM BBIITOJTHEHHEM, HO 3aTO TaKO# ITOIX0.
MIO3BOJISIET TIOKPBIThH TIOYTH BCE MMEIOIINECS TOTOKHU JITaHHBIX B IIPOTpaMMe.

Bo Bpems aHanu3a CTpOUTCS paclIMpEHHBIH cyneprpad), Kakaas BeplIMHA KOTOPOTO 3aJaeTcs
koptexxeMm (Bepmmmna I'TIY, Ilomeuennsiit ¢axrt, Konrtekcr Bbi3oBa ¢yHkuuu). Iloctpoenue
BepUIMH rpada HAYMHACTCSA C UCTOKA M KakAas BEpIIMHA ITIOCEIIaeTcss He Oojiee OJHOTO pasa.
ITockonbKy COCTOSIHHME BEpIIMHBI HE 3aBHCHT OT TOTO, KAKMM MMEHHO ITyTEM aHaM3 INpHIIENT B
KOHKPETHYIO TOUKY ITPOTPaMMBI, U OT 3HAYEHHH NPOYMX MEPEMEHHBIX, AJITOPUTM HE MOJBEPKEH
B3PBIBHOMY POCTY KOJHMYECTBa HCCIEIYeMbIX IyTel B mporpamme. Takoi moaxox peann3oBaH B
Irbis, SharpChecker [22], FlowDroid [12].

OmHEM W3 pa3BUBAIOIIMXCS B Hacrosmiee BpeMms HWHCTpyMeHTOB sBisercss PhASAR [14] —
HHPPACTPYKTYpa CTaTHYECKOT0 aHaM3a Ha ocHoBe LLVM [23], koTopas O3BOJISET MOTH30BATEIIO
3aJaBaTh W pemIaTh HEKOTOpBIE 3aladyd aHalW3a IIO0TOKOB MaHHBIX, Bkimodas [FDS/IDE,
NPUMEHUMBIH JJIs1 pealn3aly aHain3a IIOMEYEHHbIX AaHHBIX. OJHAKO TOTOBBIX IETEKTOPOB
OomKMOOK HE pealn30BaHO, a NMPUBOAMTCS TOJBKO 00Opasel, JeMOHCTPHPYIOIIUI TPUBUATIbHBINA
CLEHapUi M HE UMEIIIMNM NPAKTUYECKOW 3HAUYUMOCTH. VIHCTpYMEHT MMEET TakkKe U JApyrue
CyIIECTBEHHBIE OTPAHMYEHUS: 3aauya OOBSIBIEHUS M MOCTPOCHHS MHOXKECTB HMCTOKOB, CTOKOB,
CaHWTAN3epOB, a TAK)KE MOJCIUPOBAHHUA OMOIHMOTEYHBIX (YHKIMH B JAaHHOM HMHCTPYMEHTE He
pemnaercs, UHTErpamus co cOOpKoW mpoekTa oTcyTrcTByeT. OmHako Hawboliee CyNIeCTBEHHBIM
orpaHWuYeHHEM sBisieTcs ucnodb3oBanne LLVM-Value s uaeHTHQHUKAUM TOMEYEHHBIX
JIaHHBIX, YTO HE TO3BOJIAET MOJEIUPOBATH, HANPHUMEpP, OTIACNIBHBIE AJIEMEHTHl MaccHBa. TakuMm
obpazom, PhAASAR moxeT cTaTh NepcreKTUBHBIM HHCTPYMEHTOM I10CIIE YCTPAHEHUsI BaXKHBIX JUIs
[IOMCKA YSA3BUMOCTEN OrpaHUYEHUH.

Irbis peanmusyer craTMdeckuil aHagM3 NMOMEYEHHBIX JIAaHHBIX Ha OCHOBE peureHus 3agaun IFDS
(Interprocedural Finite Distributive Subset problem), npeanoxxeHHoii B cratbe [24] 1 npuMeHEHHOH
JUIsl TIOMCKa YsI3BUMOCTEH B IporpaMmax Ha si3bike Java B unctpymenrte Flowdroid [12]. Beibop
noaxona OOYCIIOBIICH JKEJTaHUEM JOOWThCS MAaKCHMAlbHO BO3MOKHOTO IOKPBITHS ITyTEeH
BBINIOJHEHHSA. DTO JIOCTHIaeTCsl 32 CUET OOJIBIIEro KOJIMYECTBA JIOKHBIX cpabaTbiBaHuil. OmHAKO
OCHOBHAas MpoOjeMa CTaTUYECKOTO aHaNIW3a MOMEYEHHBIX MaHHBIX COCTOMT HE B pealu3alid
MI0JIX0/1a, a B pa3paboTKe Habopa aJrOpUTMOB U IBPHUCTHK, 00ECIICUNBAIOIINX IPHUEMIIEMOE BpeMs
paboTBl W OO JIOXKHBIX cpabaTeiBanuil. Kpome Toro, mns aHammsa s3eikoB C m C++
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JOTIOJIHUTENPHO HEOOXOoIMMa peanu3alds aHajiu3a IICEBIOHMMOB. JleTanu peann3aunuu
CTATHYECKOT0 aHaju3a IOMEYECHHBIX ITAaHHBIX B HAlleM HMHCTPYMEHTE NOJPOOHO H3JI0KCHB B
cTatbsax [25, 26]. Jna wmckmiodeHns cpaOaTHIBaHUI, NMPOMYIICHHBIX APYTHMMH aHAIA3aTOPaMH,
peaM30BaH alropuTM aHali3a BUPTYalbHBIX BHI30BOB M BHI30OBOB II0 yKa3aTellto, O3BOJISIOIIMHA
HE TEepATh IOMEUCHHOCTh IPH TAKUX BBI30BaX, 9BPUCTHYECKHUIT aITOPUTM OOHApYKEHHS HCTOKOB,
TIO3BOJISIIOIMI HCCIIeI0BaTh, HAIPUMEpP, ONOIMOTEKH, Il KOTOPBIX HCTOKH U CTOKH HaXOJUTCS B
pa3HBIX KOMIIOHEHTaX CBSI3HOCTH Ipada BBI30BOB, AJITOPUTMBI MOJICITUPOBAHHS OKPY>KEHUS —
(yHKIHI 6€3 UCXOTHOTO KOJa.

3. Tunbl demekmopoe u o6Hapy)xueaembix ysi3eumocmeli

B TpamuumoHHBIX MHCTPYMEHTax aHajiu3a IOMEYEHHBIX JaHHBIX, KaK ObUIO OTMEYEHO paHee,
JETEKTOPHI 3aJAI0TCS KOPTEKEM M3 YETHIPEX KOMIIOHCHTOB:
(MH-BO HCTOKOB, MH-BO CTOKOB, MH-BO CAHHTAal3epOB, HAIIPABJICHNE aHAIIN3A).

B Irbis oTcyTcTBYIOT (pyHKUMU-CAaHUTAH3EPhI, OJHAKO MPUMEHSIETCS PsIl DBPUCTHUK, CHUMAIOIINX

MOMEYECHHOCTh, OMHMCAaHHBIX B pazaene 4.3. [Tockonbky OOJBIIMHCTBO (YHKIHMHA HE CHHUMAOT

MOMEUYEHHOCTh C HEKOTOPBIX IIOJIAaHHBIX Ha BXOJ AaHHBIX, a BO3BPAINAIOT OYMINEHHBIC OT

MIOMEUYEHHOCTH JIaHHBIC B BUJIE PE3yJIbTaTa, TO TaKUe CaHUTaN3ephl MOJACIUPYIOTCA UCKIIIOUEHHUEM

¢dyHKIMH-caHUTali3epa U3 MHOXKECTBA MEPEAAaTOYHBIX (PYHKIHMI, OCTaHABIMBAas TaKMM 00pa3zoM

pactmipocTpaHenre momMedeHHocTH. OCHOBHBIE IETEKTOPHI, oanepkuBaemble Irbis, mpeacTaBieHs

B Tabm. 1. OHH CrpynmupoBaHBI 10 HECKOJNBKHM TIPHHIOWNAM, O0pa3zys HepapXUUecKyro

kiaccudukanuro. [leppudaHoe AeTeHNE BRIIOTHEHO MO THITY HCTOKOB, B PE3yIbTATE YETO BHIIEICHO

4 TpynIbI UCTOKOB.

1) Henaoedicuvie 6xo0Hbie Oannvle HOPMUPYIOT HUCTOKU IJISI MHOTHX JETEKTOPOB KPHUTHYECKUX
ysi3BUMOcTel. OHH BKIIOYAIOT JaHHBIE, KOTOpPBIE MOTYT OBITH MOAW(MHUIIPOBAHBI
mojp3oBaTeneM. [lomagaHue TakWx NaHHBIX 0e3 MPOBEPKH B KPUTHUSCKYIO HHCTPYKITHIO,
HalmpuMep, WHAEKC MacCHBa, WIH (YHKIHIO, HAIpUMep, €Xec SBISIETCS Cephe3HOM
VSI3BUMOCTBIO. HeHaie)kHBIe TaHHBIE MOTYT OBITh KaK pe3yJIbTaTOM BBIITOJTHEHHUS (QYHKIIHHU, TaK
u QopMambHBIMU NapameTpaMu (yHKUIUM, Hanpumep, arge, argv B ¢yHKiuud main. Irbis
MPEeOCTaBIISIET BOBMOXKHOCTh BHIOMPATh MHTEPECYIOIINE aHAJMTUKA TPYIIIIBI HICTOKOB. JlaHHbIE
MCTOKH MOTYT NPUBOJHTH K YSI3BUMOCTSIM, CBSI3aHHBIM C HEJOCTATOYHOM MPOBEPKOIl BXOIHBIX
nmaHHEIX (CWE-20).

2) YyecmeumenvHvie OanHbie, TAKWEC KaK, HAMPUMEp, KpUOTorpaduueckue KIIOUH, MApOIH,
paccMmaTpuBaeMble B Ka4€CTBE NCTOKA MOMEYEHHBIX AaHHBIX, (POPMHUPYIOT KJlacC ysS3BUMOCTEN
THUIIA «yTeyKa AAaHHBIX». 3alMCh YYBCTBUTEJBHBIX JAaHHBIX B (hailyibl, BHIBOJ HA JKPaH HIIH
OTIIpaBKa MO ceTH 0e3 MII(POBaHUSI MOTYT CKOMIPOMETHPOBATE BCIO IIPOTPaMMY.

3) Kpunmoepaguueckue ynxyuu SBISIOTCS UCTOKOM JUTS aHAIM3a B OOPaTHOM HAMpPABICHHH B
JIETEKTOpaX MCIIOF30BAHNS KOHCTAHTHBIX KITFOUeH M poBaHus, maporeii.

4) Vkasamenv Ha yuacmox 0cC806ONCOeHHOU namamu p, TOJYYSHHbBIH, HAmpuUMep, MOCie
BINIOJIHEHNSI free (p) ; Wi delete p; BBICTYNAET B KaueCTBE MCTOKa JUIsl JAETEKTOPOB
MIOBTOPHOTO OCBOOOXKIEHNUS MIIM MCHIOJIB30BaHMSI OCBOOOXKICHHOH TTaMsITH.

Jnst xareropun | mpemnaraetcs Ooliee neTanbHas Kiaccudukarms 0OHAPYKUBAEMBIX KIIAcCOB
OIMOOK B 3aBUCHMOCTH OT CTOKOB. OJTHUM M3 HanOoJiee BAYKHBIX THUIIOB MPOOeM 0e30macHOCTH
SIBIISTIOTCSI OIIMOKY B paboTe C MaMsThHIO:

e YTEHHWE WJIM 3alKCh 3a Tpeneiamu oxumaeMoi obmactu mamsatu (CWE-121, 122, 124, 126,
127),

e ommbOKH, cBa3aHHbIe ¢ popmarHoii cTpokoit (CWE-134),
®  BBIJICIICHHE CIIUIIKOM 00JbIIOT0 yaacTka nmamsitu (CWE-789),
®  IICIOYUCIICHHOE TepenoaHeHue npH Boiaenennu namsata (CWE-680).
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Tabn. 1. Cnucok ocHognvix demexkmopog uncmpymenma Irbis
Tab. 1. List of main detectors of the Irbis tool

JerexkTop Hcrox Crok
TAINTED_ARG HEHAJIC)KHBIC JAHHBIC CIIHCOK KPUTUYECKUX
byHKIMiA

TAINTED_PTR.LOAD

HCHAIC)KHBIC JIAHHBIC

UHCTPYKIUA YTCHUA IaMATU
110 MIOMEYCHHOMY YKasaTeto

TAINTED_PTR.STORE

HEHaJIe)KHBIC JTaHHbIC

WHCTPYKIUA 3aIIMCH B ITaMsITh
110 MIOMEYCHHOMY YKasaTeto

TAINTED_LOOP_CONDITION

HCHAJIC)KHBIC JIAHHBIC

YCJI0BHE LUKJIA

SETTING_MANIPULATION

HEHaJIe)KHBIC JTaHHbIC

COXpaHeHHe B KayecTBe
HaCTpOIKH, Hampumep,
sethostname

PROCESS_CONTROL

HCHAIC)KHBIC JIAHHBIC

3alyCK mpounecca, HalpuMmep,
exec

SQL_INJECTION

HCHAIC)KHBIC JIAHHBIC

HCIIOJIb30BaHUEC B
3arpoce

SQL

RESOURCE_INJECTION

HEHaJIe)KHbIC JaHHbIE

HCIIONIb30BaHUE B KauyecTBe
HUICHTH(UKATOPA PECYPCOB,
Harpumep, HyTH (HaiIoBoi
CHCTEMBI

GETLOGIN getlogin (HeHameXHBIC | CpPAaBHEHME C KOHCTaHTOM
JIaHHBIE)

GETHOSTBY gethostbyaddr CPaBHEHHE C KOHCTAHTOM
(HeHameXHBIC TaHHBIE)

DATA_LEAK YyBCTBUTEIIbHBIC JAHHBIC neyarb, OTIpaBKa IO CETH,

COXpaHeHHe B (aiii u T.1.

HARDCODED_PASSWORD

KpunTorpapuyeckie GyHKINH

KOHCTaHTHas CTpOKa

HARDCODED_PASSWORD_EXTRA

perynspHoe BbIpayKCHHE
HMMEHU NepEeMEHHON

KOHCTaHTHasA CTpOKa

HARDCODED_SALT

KpunTorpapuyeckie GyHKINH

KOHCTaHTHas CTpOKa

HARDCODED_KEY

Kkpunrorpadpudeckre GyHKIUH

KOHCTaHTHasA CTpOKa

(free(), delete)

USE_AFTER_FREE 0CBOOOXKICHHAS NaMATh | Pa3sbIMEHOBAHUE yKa3aTelld Ha
(free (), delete) OCBOOOJKICHHYIO ITAaMATh

PASSED_TO_PROC_AFTER_FREE 0CBOOOXKICHHAS namsTh | MCIOJIb30BaHUE B KauecTBE
(free (), delete) (bakTHYeCKOro apryMeHTa B

DOUBLE_FREE ocBoGomzeran  mawsm | DPO0PC Free (), delete

Jpyroii rpynmoii npoOyieM SBISIETCST OTKa3 B OOCIY>KMBaHUM, HAIPUMEpP, NPH HMCHOJIb30BaHUH
HEHAaJIS)KHBIX JTAHHBIX B YCIOBUH KA IS KOHTPOJs KonumdecTa utepanuii (CWE-400), a Takxe
TIoTa/laHNe TIOMEYEHHBIX JJAaHHBIX B IPYTHE YYBCTBUTEIbHBIE KOHCTPYKIMH YIIPABICHHS.

B Tpersio rpymnity BbLAEISAETCS UCTIONb30BAaHHE HEHAJCKHBIX TAHHBIX B KPUTHUYECKUX (QYHKIHSX,
YTO MOXET NPUBOAUTH, HAIPUMEP, K 3aIlyCKy KOMaH/1 C OBbIIeHHbIMU NpuBmierusiMu (Command
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injection: CWE-78), sueapenuto nanubix B BJ] (SQL Injection: CWE-89, LDAP Injection: CWE-
90).

OTnmenbHO paccMaTpUBAarOTCS AETEKTOpsl GETLOGIN m GETHOSTBY, NOCKOJNBKY OHH
OOHapy)XMBAIOT CHUTYyallMl0, KOTAa MOBEAECHHE IPOIpaMMbI OIpPENENseTCsl pe3yIbTaToM,
BO3BpamiaeMbM QyHKIHAMHU getlogin m gethostaddr.

Taxxe ClIieTyeT OTMETUTh, YTO A JAeTekropa DATA LEAK Ha60p HCTOKOB M CTOKOB 3aJaéTcs
CaMHM TI0JIb30BaTEIICM, TIOCKOJIBKY MH(POPMAITUSI O TOM, KaKHUe JTaHHBIC SBIISIOTCS CCKPETHBIMH, a
TaKXKe BEIOOp KOHKPETHBIX CIIOCOOOB YTEUKH, 3aBUCUT OT KOHKPETHOTO IIPOEKTa.

3.1 Tern TUNOB AETEKTOPOB

Jist pa3OreHnss MHOXKECTBa TIPeIyPeXICHUI BHYTPH OJHOTO IETEKTOPa UCTIOJB3YI0TCs Terd. OHH
NPUCOETUHSIOTCS K THITy NPERyNpekIeHUs B 3aJaHHOM IIOpsIKe, 00pasys MOATPYIIIIL,
obyajaroe  ONMpeAeiIeHHBIMH  OOLIMMH  CBOWCTBaMH. OTO IO3BOJISIET  IOJIB30BATEIIO
poCcMaTpHUBaTh 0OJIee KMHTEPECHBIE» MPEIYNPEXKICHNS B IEPBYIO OUEPEb, 32 CUET BBHIACICHHS C
MOMOIIBIO TErOB I'PYIIBI ¢ HAHOOJBIIMM YHCIOM HCTUHHBIX CpabaThIBaHMH, XapaKTEPHBIX UIS
AQHATM3UPYEMOTO TPOEKTa WJIM HAao0OpOT — HCIIOJB30BAHMS TEroB, O0O3HAYAIOIINX «ITIOXHE»
npexynpexaeHus. OQHo MpeaynpekaeHne MOXeT UMETh OJJHOBPEMEHHO HECKOIBKO TETOB.

e MACRO O3HayaeT, YTO CTOK OOHAapY)KCHHOW OIIMOKHM NPOMCXOAWT M3 Makpoca. Ecim omHO
MpeAyNpexICHHE C TAKUM TETOM SBIISETCS JIOKHBIM, TO M OCTaJbHbIE TaKHe CpabaThIBAaHU C
OONBIION BEPOATHOCTBIO OKAKYTCS JIOXKHBIMH, TaK MakpoC MpeArosaraeT OAWHAKOBYIO
peanu3aIiio CTOKOB.

e OVERTAINT mnome4aeT NIpEAyNpeXACHHUSA, IS KOTOPBIX B IPOIECCE pacIpOCTPaHEHHS
MIOMETOK KOHCEPBAaTHBHO OBLIN IIOMEUYECHBI COCEAHHUE MO CTPYKTYPHI Win kiacca. Hampumep,
€CIi B CTPYKType OBUT TNOMEYEH i-bIii 3JIEMEHT MAacCHBa, TONPH OTPHLATEIBHBIX WIH
JIOCTaTO4YHO OOJIBIIMX 3HAYEHUSX | MOIIM OBITh NOMEYEHBI COCEIHHE C MAaCCHBOM MOJIS
CTPYKTYPHEI.

e OVERFLOW, Kak TMpaBWIO, CBHJETEIHLCTBYET O BBICOKOW BEPOSTHOCTH MCTUHHOCTH
NPEAYNPEXICHU, T.K. IIOMEYaeT MPEAYIPEXIeHNUs, TII€ BO3MOXKHO IIEJIOYHMCIIEHHOE
NepenoHeHNe HHIEKCa IpU o0paleHnH K Oydepy Mk pa3Mepa BbIIICICHHON aMSsITH.

e HEURISTIC_ SOURCE HCIONB3yeTcs Ui cCpabaThIBaHMif, HCTOK KOTOPHIX ObII yrajgaH Irbis Ha
OCHOBE BPHUCTHK, YTO OBIBAET MOJIE3HO JIJIs1 OMOIMOTEK, KOT/Ia HEMb3s T0Ka3aTh, 4YTO PYHKIHS,
HarpuMep, YATAET MTOJTb30BATEIILCKUE TaHHEIC.

e UNLIKELY HCHOJIB3yeTCS IJII H3BECTHBIX mabJIOHOB  KOJa, XapaKTepPHBIX JUIST JIOXKHBIX
cpabaTsIBaHU, KOTOPEIC B OYCHD PEIKUX CIIydasX MOTYT OBITh peabHOH YSI3BUMOCTBIO.

e INCONSISTENT moMeuaeT JOKHbIE CpabaThIBaHUS, KOTOPHIE CBSI3aHBI C AEBUPTYyaIH3aluei U
pa3pelleHueM KOCBEHHBIX BBI30BOB, HO M3-3a OIPAHUYEHUI CTATUYECKOIO aHaau3a MOryT
0Ka3aThCsl UCTUHHBIMU. Takoil Ter oJIy4yaroT Iy TH paclpOCTPaHEHMsI IOMETOK, Ha KOTOPBIX AJIS
OHOTO O0BeKTa OBUIM IOCIIENOBATENFHBIE BBI3OBBI BHUPTYAJIBHBIX (YHKIUH W3 Pa3sTHIHBIX
KJIaCCOB-HACJIETHUKOB MJIH BBI30BBI 10 YKa3aTelto GYHKIHUH U3 Pa3HBIX IPYII MHUIHAIH3ALIH.

e VARARG CUTHaJU3UPYET O TOM, YTO TIOMEUYEHHBIEC TaHHbIC OBUIH MepeNanbl uepe3 QyHKIIUIO C
MepEeMEHHBIM YHCJIOM apryMEHTOB M BO3MOXHBI HETOYHOCTH, KaK HPaBHIO H30BITOUHAS
IIOMEYEHHOCTh.

e MALLOC momedaeT IpeaylnpexIeHHs, B KOTOPBIX CTOK COOTBETCTBYET malloc WM new,
IMOCKOJBKY JJI MHOTHX IPOTPaMM 3TO MOXKET HE CUUTATHCS YA3BUMOCTBIO.

e BUFFER_LENGTH moMeyaer rpymry IOTEHIHAIEHO HCTHHHBIX IPENYNPEKICHUH, B KOTOPBIX
y Irbis okazanoce nocrarouHo mH(oOpMaIK 0 pa3Mepax 3aaelHCTBOBaHHBIX Oy(hepoB, YTOOEI
CYIMTH O BO3MOXXHOCTH IEPEIOJIHEHHUS.
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4. Cxema pabombl UHCMpyMeHma

B sToM pasmene paccMaTpuBAIOTCS TPH BOIPOCA: MECTO HMHCTPYMEHTa B HH(PACTPYKType
HMHCTpyMEHTa Svace, o0IIas CXeMa CaMOoro aHaJIN3aTopa M YIydIIeHHs, KOTOpbIe OBUTH BHECEHBI
JUISl TOTO, YTOOBI MHCTPYMEHT UMEJ MPAKTHYECKYIO IPUMEHUMOCTb.

4.1 UHdbpacTpyktypa

B kadecTBe OCHOBBI TS PEACTABICHNUS IPOrPaMMBI Halll THCTPYMEHT HCIOIb3YET HE €€ NCXOHBIN
TEKCT, a BHyTpeHHee npexacraBienne LLVM, cozgaBaemoe xommmaropom Clang. [Tomydaurts ero
JUTSL LIEJIOTO TIPOEKTa MOXKHO Pa3INYHBIMH CIIOCO0aMHM, OJHMM M3 CAMBIX AOCTYIHBIX M3 KOTOPBIX
SIBIISIETCA MCTIONB30BaHue mpoekra WLLVM [27], KOTOpHIH yKa3bIBaeTCS BMECTO OOBITHOTO
KOMIHJIATOPA TIPU COOpKE MPOEKTa W MOXKET CO37aBaTh (pailiIbl OMT-KOJa, COOTBETCTBYIOLIHNE €TO0
UCTIONHAEMBIM (aiiiam mim OMOIMoTeKaM.

Hamr ananm3aTtop Bo MHOTOM ToJIaraeTcst Ha HHQPAaCcTPYKTypy aHaIu3aTopa Svace, KOTOPBIH Takxke
HCIOJNB3YeT BHYTpeHHee mnpencrtaBieHue LLVM. Xotda Mbl He 3aieilcTByeM €ro moicHCTEMBI
aHaJM3a, Mbl HCIOJIb3YEM DPEaln30BaHHYIO B HEM CHCTEMY IiepexBaTa COOPKH ISl MOJTyYEHUs
(aiiioB OUT-KOAA OTIENBHBIX MOIYJIeH KOMIWISIUKA U MH(POPMAIMU O BbI30BaX KOMITOHOBIIHKA.
3aTeM MBI 3amycKaeM COOCTBEHHBIN CKpPHINT, KOTOpbId mcmoibdyet llvm-link st o6benunenuns
OTJEJbHBIX ()aiiJIoB B COOTBETCTBUM C MOJY4YeHHON HH(popMauueld o Xxone COOPKHM — MMEHHO
pe3ynbTat paboThl ATOTO CKPHUIITa U MTOAAETCS HA BXOJ| aHAIIH3AaTOPY.

ITocne oxoHYaHMs aHaJU3a, €ro Pe3ybTaThl MEpeBOIITCS B (opmar SVIES, YTO IMO3BOJISET
9KCIIOPTHPOBATH UX 00paTHO B HHPpacTpyKTypy Svace 1 0TOOpa3uTh B yI0OHOM ISl ITOJIb30BATEIS
Buje: B Opaysepe, ¢ ImepexojaMH IO TOYKaM TPacChl, MMOWCKOM, BO3MOXKHOCTBIO Pa3METKH
TIPEAYNPERICHUI U APYTUMH BO3MOKHOCTSAMH.

B pesynprate Bca cxema aHanu3a TpeOyeT MMHUMAIBHOIO YYacTHs IOJb30BaTeNs: OT HEro
TpeOyeTcsi TOIBKO MOCTIEeI0BATENbHO BbI3BAaTh HA0Op KOMaH, OJJHOM U3 KOTOPHIX yKa3aTh KOMaHIY
Jutst COOPKH ITpoeKTa (B OOJIBIIMHCTBE CITydaeB 3TO make), TOKIAThCsl OKOHYAHHS aHAJIH3a, TT0CTIe
YETO OTKPBITH Opay3ep s MPOCMOTpa CTEHEPUPOBAHHBIX cpabaThiBaHWi. CylIecTBYeT TaKkKe
BO3MOXXHOCTh PYYHOT'O 3aJjaHusi Habopa HMCTOKOB, CTOKOB M I€pPEeNaTOYHbIX (YHKIHMH, a TaKkke
BBIOOPA HECTAHAAPTHBIX OMNIIMH 3aITycKa, HO ATOT 3Tall ABJISETCS HE00A3aTeIbHBIM.

4.2 Cxema aHanu3a

AHanu3aTop HOIydYaeT Ha BXOJ NMPOrpaMMy BO BHYTpeHHeM mpeacTaBieHnr LLVM u BeimosHsAeT
HECKOJIBKO MOJATOTOBUTENBHBIX JTAllOB, KOTOPHIE MOTYT pa3HyaTbCcs B 3aBHCUMOCTH OT
BBIOPaHHBIX OIIIH;

1) mnoctpoenue rpada moroka ynpasnenus (I'IIY) mis Bcex GyHKIMIA B TporpaMmme;

2) TOWCK KaHAWIATOB JJIS BCEX BBI30BOB BHPTYAIbHBIX METOJOB, HCIONB3YIONIHN MeTalaHHbIe
LLVM;

3) MOMCK KaHAMIATOB JUIA BBI30BOB (YHKLHMH MO yKA3aTer, UCTIONB3YIOIUN PelICHHE 3a1auu
IFDS, B KOTOpO# MCTOKaMH SBISIOTCS OMNEpaIy B3ATHS aapeca (QYHKIHH, a CTOKAaMH —
BBI30BBI 110 YKa3aTelNo;

4) Tnocrpoenue rpada BHI30BOB;

5) omnpezneneHue OrpaHUYCHUN Ha JOMYCTUMbIC 3HAYCHHS IEPEMEHHBIX, CIISIYIOIMXH3 YCIOBHH B
KOJIE ITPOTrpaMMe.

3areM I KaXI0ro BKIIOUEHHOIO JETEKTOpa pellaeTcsl COOTBETCTBYyMomas eMy 3ajgada IFDS, a

HallleHHbIE NyTH OT UCTOKOB JO CTOKOB JKCIOPTHPYIOTCA B BHJE TPAcChl PaclpOCTPaHEHHUS

[IOMEYEHHOCTH.

1) OcyuecTBisieTcs MOUCK BCEX UCTOKOB B MPOrpaMMe, COOTBETCTBYIOLIMX JaHHOMY JETEKTODY.
3anoMuHalOTCA COOTBETCTBYIOLIME UCTOKaM BepiiuHbl ['TIY u myTtw gocryma, mo KOTOPBIM
3aIUCBIBAIOTCS IOMEYEHHBIE TaHHBIE.

58



MIumunk H. B., Urnarses B. H., benesannes A. A. Irbis: cTaTudeckuii aHaIM3aTop NOMEYEHHbIX JAHHBIX JJIs IOMCKA yA3BUMOCTEH B
nporpammax Ha C/C++. Tpyoer UCIT PAH, tom 34, Bein. 6, 2022 r., ctp. 51-66

2) Hns kaxngod mapsl (Bepmumaa T'ITY, IToMmeuennsiii ¢akrt) 3amyckaercs oTaenabHbiid IFDS-
peuiarenb, KOTOPBI pacHpoCTpaHseT MOMEYeHHBbIH (akT B COOTBETCTBHU C 3aJaHHBIMU
nepenarouHbiMu  (QYHKIHSAMH M CTOKaMH (B 3aBUCHMOCTH OT JETEKTOpa, (aKThl MOTYT
pacnpoCTpaHsITECS HE TOJNBKO B MNPSIMOM, HO W B OOpaTHOM HampasineHun). Jlimst Bcex
JOCTUI'HYTBIX CTOKOB 3aIlIOMHUHAETCs BEPILUHA PAaCHIMPEHHOTO cyneprpada, npencrasisiomas
co0otii Tpoiiky (Bepmmna I'TIY, Texymuit momeueHHBIH Qakt, Tekymiii KOHTEKCT QYHKIUH) .

3) Tlocne okOHYAHHUS aHAITI3a OYEPEAHOTO HCTOKA OEPETCSI COOTBETCTBYIOIIHIA €My PaCIINPEHHBIH
cyneprpad pacrnpocTpaHeHHs HOMEYEHHOCTH M U3 HETO BBIJEISETCSI CaMblii KOPOTKHHU IIyTh OT
MCTOKa JI0 KaXXIOTO CTOKa — 3TH ITyTH SKCHOPTHPYIOTCS MO0 B TEKCTOBBIH (hopmat, 1160 B
(hopmar, MOAXOMAIINI TSI SKCTIOpTa B Svace.

B Tekyeit Bepcun MHCTPYMEHTA MOSBUIIACH BO3MOXKHOCTD BBITIOJIHATH HEKOTOPHIE TAIBI aHATN3a

napajuiesibHO. [Ipu BBIOOpE COOTBETCTBYIOIIEH OMIIMM, KaXKABIH UCTOK MOYKET aHaJM3UPOBATHCS B

OTZAEJIBHOM TPOIECCE, MOTHOCTHIO HE3aBUCUMO OT JPYTHX — IPH 3TOM KOJINYECTBO OJHOBPEMEHHO

3aIyIIEHHbBIX MPOIECCOB OMPEACIIETCS aBTOMATHYECKH WIIH YKa3bIBACTCS IMOJIb30BATENIEM. JTO

MO3BOJISIET 3a/IeiiCTBOBATh OOJIBIIE PECYPCOB KOMIBIOTEPA, HO JAJS MPOCKTOB C HEOOJBIIMMU

rpadaMu  pacrpoCTpPaHEHUS] MMOMEYEHHOCTH M OOINBIIUM KOJIHUYECTBOM HCTOKOB CTOMMOCTB

HAKJIaHBIX PACXO0/I0B Ha CO3/[aHUE MPOLIECCOB U MEPeIady JaHHBIX MKy HUMH MOXKET TPEBBICUTD

BBITO/Iy OT MMapajUIeIbHOTO aHAIN3a U TIPHBOINTD K 3aMEJICHUIO BMECTO yCKOpeHus. B uactHoCcTH,

TaKasi CUTyaIisi MOXKeT OBbITh XapaKTepHa JJIsl aHalI3a TECTOBBIX HAOOPOB.

4.3 OcobeHHOCTU aHanu3a

Hausnas peammsanus anmroputMa [FDS ncnpITeiBata mpo01eMbl Kak ¢ MacIITaOUPYEeMOCTHIO, TaK U
C MIOJTHOTOW M TOYHOCTHIO aHamm3a. KITFOueBBIMU [T pelIeHUs STHX MPOOJIeM CTaH CICAYIOIIHe
MTYHKTBI:

1) Irbis wucmonb3yer otmenbHbiii [FDS-pemarens uis KakIOro HCTOKA; 3TO MPUBOIUT K
3aMEeUICHHIO, 32 CYET MOBTOPHOIO aHAJIM3a OJHUX YYaCTKOB MPOrpaMMbl, HO OTPaHUYMBAET
MaKCHMAaJbHBIA pa3Mep pacIIMpeHHOTO cyneprpada B KaXKAblil KOHKPETHBII MOMEHT BPEMEHH,
pemas mpooieMy HEXBATKU ITAMSATH TIPH aHAIN3€ OOJBIIHNX ITPOEKTOB;

2) Ui TIOHUMAaHUS TOTO, Kak BeIET ceDsi MOMEUYEHHOCTh TPH BBI30BE OMONIHOTEUHBIX (DYHKIHA,
HEOOXOIUMBI aHHOTAIIMH, CO3aBacMble BPYUHYI0. B Xo/e aHamu3a Mbl OTCICKHBAEM, KaKUe
(yHKIIUM Yalie CTUPArT MOMEUYEHHOCTh, & 3HAYMT HYXKJAIOTCS B AHHOTALUSAX B TEPBYIO
ouepenp;

3) MBI TaKXKe CO3/1aJIH pa3InuHbIe DBPUCTUKH, KOTOPBIE YOUPAIOT YaCTh «IJIOXKX» cpabaThiBaHUH,
60 TIOMEYAI0T WX TeraMH, KOTOpPbIE TIO3BOJISIIOT MOJIb30BATENI0 CMOTPETh UX B MOCIIEIHIOI0
ouepeqlb; UMEIOTCSI W IBPUCTUKU, KOTOPHIE TMOMOTAIOT HAXOAWTh HEW3BECTHBIE HCTOKH B
porpaMMe, HCIOIb3Ys Ha3BaHUS (PYHKIMIA ¥ TUIIB MX apTYMEHTOB.

4.3.1 AHHOoTauum

AHHOTaIMM — 93TO KpaTKHE ONMHUCAaHHS TOro, 4TO JeJaeT JaHHas (PyHKIUS C TOYKH 3peHHs
pactpocTpaHeHnsl TTOMEYeHHOCTH. KOMMYecTBO M Ka4yecTBO AHHOTAIMM HANpSAMYIO BIHMSIET Ha
Ka4ecTBO aHAIN3a, IOCKOJIBKY IPH TPOBEACHWM CTATHYECKOTO aHaln3a KOJa IPOTPAMMBI
JIOCTYITHBI TOJIBKO pean3aluy GyHKINH, pealn30BaHHbIX B CAaMOM porpamMMe.

AHHOTaIK MOTYT MCIIOJIB30BAThCS HE TOJIBKO JUIS OIMCAHUS OBECHNS OMOIHMOTEYHBIX (DYHKIINH,
HO ¥ Jy1s1 0000IIEHNSI TOBEJICHNS M3BECTHBRIX (DYHKITUH, 9TO O3BOJISIET YCKOPUTH aHATTN3, N30aBIIAs
OT HEOOXOJMMOCTH «YECTHOT'0» PaclpOCTPaHEHNS TIOMEYEHHOCTH BHYTPH TaKOH (QYHKIHUH.

B namem nHCTpyMeHTe aHHOTanmu 3anatotcs B popmare JSON 1 MOryT cBOOOIHO JTOTIOTHITHCS
CaMFM TI0JIb30BATEJIEM, €CIIH UMEIOIINXCA IT0 YMOJTIaHUIO OKa3bIBAETCS HEJOCTATOYHO. AHHOTAINN
JIENATCS. Ha TPU BHIA: OIMCAHMS WCTOKOB, MEPEAATOYHBIX (YHKIMH M CTOKOB. OHHM MO3BOJIAIOT
3a71aBaTh.

59



Shimchik N. V., Ignatyev V. N., Belevantsev A. A. Irbis: static taint analyzer for vulnerabilities detection in C/C++. Trudy ISP RAN/Proc.
ISP RAS, vol. 34, issue 6, 2022, pp. 51-66

e Ha3BaHWE WM CHUTHaTypy (yHKIMHM win menoro Habopa CXoXuX (YHKIWH TPH ITOMOIIH
PETYISIPHBIX BBIPAKCHHUIA,

® TOPAOKOBBIE HOMEpAa APTyMEHTOB, 4Yepe3 KOTOpPBIE IPOXOJUT IOMEYEHHOCTh: BXOAHBIC H
BBIXOJHBIE apTyMEHTHl, B 3aBUCHMOCTH OT TOrO, WAET pedb O CTOKaX, HCTOKax WIH
NepeiaTouHbIX (PYHKIMAX;

e KONMYECTBO pa3bIMCHOBAaHMH yKa3aTels OTHOCHTENHFHO 0a30BOTO apryMeHTa, OalTOBbIC
CMEILEHHs B CTPYKTypax U UIMEHOBaHHBIC MOJIS;

® IIPOYHE CICLHMAJIbHBIC IIOJIA, MO3BOJAIONINC HACTPAaMBaTh MOBEACHUE yKaszaTellsd, HalpuMeEp,
mone HIDE IMPLEMENTATION IIO3BOJSCT IIOJHOCTBIO HTHOPHPOBATH —PCaM3alIUIo
(YHKIMH ¥ HCIIONB30BaTh TOJIBKO €€ aHHOTALHIO.

4.3.2 KoHCTaHTHasA aBpUCTUKa

ITo ymo4aHUIO aHAIN3aTOP MPEAIONaraeT, 4YTo eCliu IOMEUCHHBIE JaHHbIC EPEAatoTCs 10 CChUIKE

WIN yKa3zaTento B OMONMOTeuHyo (YHKIMIO, O MOBEICHHHM KOTOPOW HHYEro HE HM3BECTHO, TO

MOMEUEHHOCTh C OJTHUX JAHHBIX MOXET OBITh CTEPTAa. OTO MOBEJEHHE MOXKHO BPYUYHYIO

MIepeonpeIeIUTh IPU HOMOIIM CO3JaHUSA aHHOTALMH, B KOTOPOM SBHO yKa3aHO, YTO 3HAuCHHE

JTAaHHOTO apryMeHTa (DyHKINHU HE U3MCHSCTCA.

[TockonbKy co37aBaTh TakHe AHHOTAIMM JJIsI BCEX BO3MOXKHBIX OHMOJIMOTEYHBIX (YHKIMH He

MPEe/ICTaBISIETCS] BO3MOXKHBIM, ObLTa 100aBjeHAa KOHCTAHTHAash HBPUCTUKA, KOTOpas HCIHOJIB3YeT

KIIFOYEBOE CJIOBO const, MMeEIoIIeecs B HCXOJHOM KOJAE IPOrpaMMbl (HO OTCYTCTBYIOIEE B

o6utkone LLVM), o3Hauaromiee, 4To JaHHOE 3HAYCHHE NMPEAHA3HAYEHO TOJNBKO JUI YTEHHA. OTa

IBPUCTHKA COCTOUT U3 JIBYX YaCTeH:

1) mara B xommwisTop Clang, KOTOpHIH COXpaHseT B MeTaIaHHbIE HHMOPMALUIO 00
HCIIOJNIb30BaHMUIX KIIIOUEBOTO CJIOBA const B apameTpax OMOIMOTEUHBIX (HDYHKIIMH;

2) OTHENBHBIH METOJ B aHAIM3AaTOpPE, CYMTHIBAIOIIMN STH MeTaJaHHbIe M COOOLIAIOIIHMH, eCIH
MOMEYEHHBIH (aKT B JaHHOM BBI30BE He OyJIeT IepernucaH.

4.3.3 BupTtyanbHble U KOCBEHHbIE BbI30BbI

B s3pikax C u C++ CymIiecTBYIOT BBI3OBHI, B KOTOPBIX Ha 3Tale KOMOIISIMA HEHU3BECTHO, KaKast
nMeHHO (yHKIHS OyneT BbI3BaHA. bonee Toro, oHa U Ta e WHCTPYKIHS B MPOTPaMMe MOXKET B
pa3HbIC MOMEHTHI BBITIOJIHEHHSI TPUBOINUTH K BHI30BY PA3IUUHBIX (DYHKITHIA.

Takue BBI30BBI OBIBAIOT ABYX THIIOB!

1) BupTyaJbHBIC — BHI30B METO/IA, IOMEYEHHOTO KITFOUCBBIM CIIOBOM Virtual; B 3TOM citydae MOXeT
OBITH BBI3BAH KaK caM METOJ, TaK M METOZ OJHOI'0 U3 HACJIEIHHMKOB Kjacca, B 3aBUCHMOCTH OT
00beKTa, METOJ] KOTOPOTO BBI3BIBACTCS;

2) KOCBEHHBIE — BBI30B 110 XPAaHMMOMY B MAMSATH yKa3aTedl Ha (QYHKIMIO; B OTOM Cliy4ae
BEI3bIBacMast PYHKIIHS IIOJIHOCTHIO OTIPENIEISICTCS TeM, KaKOW yKa3areib ObLI 3aIMCaH B JAHHYIO
AYEHKy NaMSTH.

KoHcepBaTHBHBIN MOAXO0]T K CTATHYECKOMY aHAJIN3Y MPEATOIaraeT, YTO BUPTYaIbHbIE U KOCBEHHbBIE

BBI30OBBI TPAKTYIOTCSI TaK e, KaK W BBI3OBBI HEH3BECTHOW ()YHKIIMH, OJHAKO HA MPAKTHUKE 3TO

CHJIPHO OTPaHUYMBAET TIOJTHOTY aHAN3a.

AJIBTEpPHATHBOMN SIBJISICTCS TIOMCK BCEX BO3MOXKHBIX (DYHKIIMH-KAHIUIATOB IS TAKUX BBI30BOB, C

MPE/IIOI0KEHUEM, YTO BBI3BIBATHCS MOXKET JIIOOOW W3 HAWJICHHBIX KaHIUIATOB. DTO MOXET

MPUBOJUTh K TIOSBICHUIO HOBBIX JIOKHBIX cpa0OaTeiBaHWi, mockoibky IFDS anamus

HEYYBCTBHTEJICH K MYTAM H HE MOXET IPOBEPHTh, YTO TaKas KOMOWHAIIMS BBI3BIBAEMBIX

KaHIUJIATOB JICHCTBUTEILHO BO3MOYKHA, HO ITOBBIIIACT IMOJIHOTY aHATH3a B TEX MPOCKTAX, I/IC YacTo

HCTIOJIBb3YIOTCS BUPTYAIbHBIC WIIM KOCBEHHBIC BHI3OBHI.
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JI1st BUPTYyaJIbHBIX BBI30BOB MBI BOCCTAHABIMBAEM HEPAPXHIO KIIACCOB MPHU IMTOMOIIN METaaHHBIX,
uMmeronmxcs B outkoge LLVM, mociie dero no6aBisieM B CIIMCOK KaHAWIATOB BCE pean3allif
BBI3LIBAEMOTI'0 METO/A U3 KIaCCOB-HACICIHUKOB.

J1s KOCBEHHBIX BBI30BOB MBI OCyIIecTBIsieM oTaenbHbeld [FDS aHamm3, B KOTOpOM HCTOKaMH
SBIISTIOTCSI B3ATHUS apecoB (PYHKIMK B IIPOrpaMMe, a CTOKaMH — HX HCIIOJIb30BaHME B BBI30BAaX I10
yKkazaTenmo. Bce agpeca, mocTHTrmze mMecta KOCBEHHOTO BBI30Ba, JOOABISIIOTCS B KadeCcTBE €ro
KaHJUJaTOB.

4.3.4 CHATVE NOMEYEHHOCTHU C L,eNNOYUCTIEHHbIX nepemMeHHbIX

Xotsa Irbis He mo3BoNsAeT 3a/7aBaTh CaHWTAif3ephl B SBHOM BHIEC, B HEM OblIa peann3oBaHa
SBPHCTHKA, II03BOJLIIONIAsl CHUMAaTh IIOMEYEHHOCTh C IICJIOYHCICHHBIX NEpEeMEeHHBIX. Ecim
BKJIIOYEHA ONIUA ——integer-sanitization, TO Takue NepeMEHHBIE NIEPECTAIOT CUUTATHCS
MOMEYCHHBIMH, €CIIM B JIAHHOW TOYKE MPOTrPaMMBbI UX 3HAYCHHE OTPAHUYCHO W CBEPXY, U CHHU3Y
MyTEM BBITIOTHEHUS COOTBETCTBYIOIINX MTPOBEPOK.

Y1005l OINPCACIINTL HAJINMINUEC TAKUX OI‘paHH‘IeHHﬁ, Ha OpEABApUTCIIBHOM JTallC BBIACIIAIOTCA BCE
CpaBHCHUA HECJIOYUCICHHBIX NEPEMCHHBIX C KOHCTAHTaMU. B 3aBucumocTu ot THIIA CpaBHCHUA (<,
>, ==) W TOro, SABJISACTCS JM THI [EPEMEHHOW 3HAKOBBIM WM O€33HAKOBBIM (0OC33HAKOBBIC
OTpaHUYCHBI CHU3Y HYJIEM), MBI YKa3bIBacM, YTO B 0a30BBIX OJIOKaX, COOTBETCTBYIOUINX HadaTy
WUCTHHHOU U JIO)KHOW BETOK YCIIOBHS, €€ 3HAUCHHS OTpaHHYCHBI CBEPXY /WM CHHU3Y. 3aTeM 3Ta
WHPOPMALUS PACIPOCTPAHICTCA HA TE CICAYIONIHE 32 HUMH OJIOKH, KOTOPHIE ITOMHHHUPYIOTCS
OJTHOBPEMEHHO CaMHM YCJIOBUEM M Ha4aJOM BHIOPAHHOW BETKH.

Bo Bpems anamm3a, mpW TMOMAaJaHUHM ITOMEYCHHOTO (PakTa B HOBBIH 0a30BBI OJIOK, CHayana
MIPOBEPSICTCS, COOTBETCTBYET JH OH OJHOM W3 TEPEeMEHHBIX, Ha KOTOpHIE B JaHHOM OJoOKe
CYIIECTBYIOT OTpaHWYeHUs. EcIi 3TO Tak, U OTpaHUYCHUS €CTh OHOBPEMEHHO M CBEPXY M CHHU3Y,
TO IOMEYEHHBIH (haKT CTHPAETCH.

JanHas sBpHCTHKA PabOTaeT TONBKO C YCIOBHSIMH, PACIIONOKEHHBIMH HEJAIEKO APYT OT APYra H
TONBKO BHYTPHUIIPOLIEAYPHO, OMHAKO €€ OKAa3bIBACTCS MOCTATOYHO IS MHOTHX IPAKTHYECKUX
ClIydaeB, KOTJla IIpoBepseTCcs 3HaUeHHE MHJEKCa MacCHBa MM pa3Mepa BbaermsieMoro Oydepa. B
HYaCTHOCTH, UMCHHO OHa I103BOJIMJIA n30aBUTHECSI OT BCEX JIOKHBIX Cpa6aTBIBaHHﬁ Ha TECTOBOM
Habope Juliet Test Suite [28].

5. Pesynbmamabi

JI7ist IEMOHCTpAIMH PE3YIIBTATOB AHAIN3a UCIIOB30BATICH HECKOJIBKO TPOEKTOB.

Jlnst TecTHpoOBaHWs OBUIO BBHIOPAHO YETHIPE aHAIM3ATOpa, PEATH3YIONIMX CTaTHUECKHM aHau3
noMeueHHbIX JanHbix: Irbis, Svace, Clang Static Analyzer (CSA) u Infer Static Analyzer.
[TockoabpKy OGONBIIMHCTBO M3 NMEPEUYHCICHHBIX HHCTPYMEHTOB SIBIISIOTCS aHAIM3aTOPaMU OOIIEro
HazHAYCHHUA W HWIIYT pa3IndIHbIC OI_HI/I6KI/I, BKJIKOYass CHHTAKCHYCCKUC, JIA 6OJ'II)IHI/IHCTBa
AHAJIM3aTOPOB YYUTHIBAIACH TOJBKO YaCTh CpabaThIBAHMA:

L4 JUIA Irbis ucnonb30BanKchL Bce nmeromuecda 1ETEKTOPhI.

e Jlnst Svace cpaBHEHHE IPOBOJMIIOCH 10 BCEM CpabaThIBAaHUSM, COJIEPIKAIIUM B CBOEM Ha3BaHUU
cioBo  TAINT:  TAINTED INT, TAINTED INTLOOP, TAINTED ARRAY INDEX,
TAINTED PTR.FORMAT STRING u npyrum.

e Jlna Clang Static Analyzer cpaBHEeHHE TIPOBOIWIOCH 0 pe3yibratam thuna Use of Untrusted
Data u Out-of-bound access co BKITFOUEHHBIMHU JIETEKTOpaMH
alpha.security.taint. TaintPropagation w alpha.security. ArrayBoundV?2.

e Jlna unctpymenta Infer Static Analyzer cpaBHeHHE NPOBOIWIOCH IO pe3yibTaTaM PaOOTHI
nerextopoB InferBO u Quandary.
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[TepBbIM aHATM3UPYEMBIM TPOEKTOM SIBIISIETCS TMOAMHOMXECTBO TecToBOTO Habopa Juliet 1.3 test
suite for C/C++ [28], BkiTtouaroree B ce0st TECTHI Ha TIOTSHITHAIBHBIE YA3BUMOCTH U3 CIISTYIOIINX
KJIaCCOB:

e CWE-124 — Buffer Underwrite;

e CWE-126 — Buffer Overread,

e (CWE-127 — Buffer Underread;

e (CWE-134 — Uncontrolled Format String;

e CWE-194 — Unexpected Sign Extension;

e CWE-195 — Signed to Unsigned Conversion Error;

e CWE-400 — Resource Exhaustion;

o CWE-680 — Integer Overflow to Buffer Overflow;

e (CWE-789 — Uncontrolled Mem Alloc.

W3 monMHOXecTBa OBUIM MCKIIIOYEHBI TECTHI, COAEpIKallhe B Ha3BaHWUM ciioBa W32 wmim wchar,
MTOCKOJIBKY OHU MpenHa3HadeHb! 111 cOopku Toiabko B OC Windows.

Cpenu ocraBIIMxcs ObLTH OTOOpaHBl 4656 TECTOB, B 3arojioBKax KOTOPBIX mmojie BadSource
COIIEPKUT CcIIOBO read. B oCTalpHBIX TecTax OmMMOKa MPOSBIIETCS HA KaXKIOM 3aIlycKe, a He Ha
crienajJlbHbIM O6p830M C(bOpMPIpOBaHHI)IX NOJIb30BATCIILCKUX JaHHBIX, ITOCKOJIbKY OIPCACIACTCA
HEKOPPEKTHBIMUA KOHCTaHTAaMH B KOJI¢ — OOHapyXXCHHE TaKWX OIMHOOK HEe MMEET OTHOIICHHUS K
aHaJIM3y MMOMEYEHHBIX JTAaHHBIX, IOTOMY TaKHe TeCThl B JAHHOH paboTe He paccMaTpHUBaIOTCS.
BonbmuHCTBO TECTOB BKIIOYaeT B ce0s ONWH CONCPIKALIMHA YSI3BHUMOCTH TECTOBBIM TpUMEp H
HECKOJIPKO TECTOBBIX HMPUMEPOB, Ha KOTOPBIX YSA3BUMOCTH OTCYTCTBYST WM HE OCYIICCTBHMA.
UtoObl 00NerYnTh KiIacCH()HUKANUIO CpadaThIBaHWN Ha JIOKHBIE W UCTHHHBIC, TECTOBEIH Habop
MOJIICPIKUBACT 1Ba Makpoca: OMIT GOOD m OMIT BAD, KOTOpEIE, Oyaydn OOBsIBICHBI BO BpEMsI
cOOpKH, yOMPAIOT TECTOBBIC anMe;;J COOTBeTCTByISLueﬁ TPYIIIIEL.

B atoMm ciydae, nociie 6a30BOro MpocMoTpa MoJIy4eHHbBIX MPeyNpexXICHU, Bce cpadaThiBaHUs Ha
HpPOEKTE, COOPaHHOM ¢ MakpocoM OMIT GOOD, MOXKHO CUMTaTh MCTMHHBIMM, @ BCE CpabaThIBaHUs
Ha TIPOEKTE, COOpaHHOM ¢ MakpocoM OMT T BAD, MOXHO CUUTaTh JIO)KHBIMU.

Pesynbrater 3amyckoB Ha Juliet Test Suite mpuBeneHs! B Ta0I. 2.

Tabn. 2. Pesynemamsl ananusa 6bl0pantuo2o noomuodcecmea Juliet Test Suite
Table. 2. Results of the analysis of the selected subset of Juliet Test Suite

Anajauzartop ‘ TP l FN ‘ FP ‘ RAM, I'0
Irbis 4656 |0 0 3
Svace 3666 990 248 | 4
CSA 1197 3459 17 <1
Infer 753 3903 437 | <1

Bce MHCTpYMEHTBI IPOJIEMOHCTPUPOBAIIM CPAaBHUMOE BpeMs aHainK3a (MeHbplIe 1 yaca B cymMMe 10
JIBYM 3aITyCKaM), OIHaKO ITOCKOJIbKY Ha 3TOM IIPOEKTE BPeMsI COOPKH COITOCTABMMO HIIM MPEBBIIIAET
BpeMsi aHanm3a, a Juisl uHcTpyMeHToB CSA wm Infer mx Hemb3st pazgenuTh — CpaBHUBATh 3TOT
IoKa3aTelb HampsAMyIo HenenecooOpasHo. [l aHanmm3a nmpoekta HHCTpyMeHToM Infer mpwummiochk
OTpEeNaKTUPOBATh UMEoIIHecs cOopouHble (haiiinbl, Tak Kak ImepexBaT COOPKH ATOTO aHAINW3aTOpa
HE TOJI/IepKHUBAET aOCOIIOTHBIE ITyTH K KOMITHIISITODY.

BtopeiM TecToBBIM TpoekToM sBisiercs OuOnmoTeka OpenSSL Bepcum 1.0.1f, comepxamas
yszeumocts CVE-2014-0346 (Heartbleed) [2], kKoTOpyIO mODKEH OOHapyXKMBAaTh HHCTPYMEHT.
VYUUTBIBAIOTCS TE e THITBI cpabaThIBaHMM, YTO M IS MPEABIIYIIEro MPOeKTa.

Pesynprarel aHamm3a mpuBeneHB! B Tabin. 3, ¢ Oojee MOAPOOHBIM PacCMOTPEHHEM THIIOB
cpabarpBannit mHCTpyMeHTa Irbis B Tabn. 4. CpabateiBanus Irbis ¢ «ocmabnsromummy TeraMu
UTHOPUPOBAIUCH.
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Ta6n. 3. Pesynomamul anauza OpenSSL 1.0.1f
Table 3. Analysis’ results of OpenSSL 1.0.1f

AHaju3atop I CpadarpiBaHMii ‘ TP-rate ‘ Bpems (Mun.) I RAM (I'6)
Irbis 3996 (279) 12% (41%) | 87 3
Svace 14 71% 13 6
CSA 22 14% 8 <1
Infer 24 (469) 15% 17 <1

Byznem TpakTOoBaTh CpabaThiBaHNE KaK HCTHHHOE B TOM CIIy4ae, eClIY 110 HEMY IT0JIb30BaTeh MOKET
MPEAIOJIOKNUTh, YTO I[IOMEYEHHbIE MAHHBIE AEMCTBUTEIBHO [OCTUTAIOT YKAa3aHHOI'O CTOKa —
SKCIUTYaTHPYeMOCTh HaiiieHHON OmmOKH Oe30macHOCTH He TpoBepstack. s KaXIoro Tuma
NpeAyNpexIeHUH Mbl BPY4YHYIO pasMeTwin He MeHee 20 citydailHbIM 00pa3oM BBIOpaHHBIX
cpabaTbIBaHUH.

Tabn. 4. Oyenxa npoyenma ucmunnvix cpabamuieanuil Irbis na OpenSSL (no 20 pazmeuennwvix
cpadbamuvl8aHull Ha Kaxcowvlil mun npeodynpexcoeHus)

Table 4: Estimates of the percentage of true Irbis hits on OpenSSL (20 labeled hits per alert type)

Tumn npexynpe:xieHus ‘ Bcero ‘ TP-rate
TAINTED_ARG 172 45%
TAINTED_ARG.BUFFER_LENGTHS | 1 100%
TAINTED_ARG.MALLOC 5 40%
TAINTED_LOOP_CONDITION 64 40%
TAINTED_PTR.LOAD 895 25
TAINTED_PTR.STORE 262 50%
RESOURCE_INJECTION 6 100%
PROCESS_CONTROL 2 100%
HARDCODED_PASSWORD _EXTRA | 1 0%
USE_AFTER_FREE 1182 0%
PASSED TO PROC AFTER FREE | 1378 0%
DOUBLE_FREE 28 0%

Kak MO»HO 3aMeTUTb 10 3TUM TaOJIUI[aM, XOTSI HHCTPYMEHT U IPOU3BOJIUT 3HAYUTENILHO OOJIbIIEE
KOJIMYECTBO CpabaThIBaHMH, OHAKO 93% M3 HUX MPUXOANTCS Ha BCETO 4 TUIIA NMPEAYNPEKACHHUMN:
B OCHOBHOM Ha JIETEKTOPHI MCIIOJIb30BAHUsI OCBOOOXKIEHHOW MaMsATH W Ha JETEKTOpP UYTCHUS U
3aIliCH 110 OMEUYEHHOMY YKazaTelro, KOTOphIe IOJIb30BaTeNIb MOXKET HPOUTHOPHpOBaTh. bosee
TOTO, BCE IIPOCMOTPEHHBIE JIOXKHBIE CpabaThIBaHUS, CBA3aHHBIE C OCBOOOXKIEHHOW MHaMATHIO,
SBJSUTMCH CJIEACTBHEM TOTO, YTO OTCYTCTBHE UYBCTBHTEIBHOCTH K IYTSM MEIIACT aHAIN3aTOpy
TPOBEPHUTH KOPPEKTHOCTD Hcmoib3oBanus Gpynkimu CRYPTO_realloc_clean — B Teopum, Bce aTi
cpabaThIBaHUSI MOXKHO ITOMETHTh HOBBIM TETOM IIPH ITOMOIIH J00aBICHUs ellI€ OHON IBPUCTHKH,
0o yOpaTh m0OaBIeHWEM aHHOTAIMH U ATOH (PYHKIMH. BONBIIMHCTBO IpexymnpexIeHuid o
YTEHUH M 3alKMCH 10 MOMEYSHHOMY YyKa3aTello MPOM3OIUIM B KPUNTOrpapuyecKux (GYHKIHSX,
MOTOMY HX IIPOBEPKa U KJIacCH(HKALUs Ha HCTUHHbIE W JIOXKHBIC 3aTPyIHEHA.

s ynobeTBa B CKOOKaX MBI yKa3add CTaTHCTHUKY 0€3 3THX 4 THIIOB IpeaylpekIeHHH, BHECIINX
HauOOJBIINUN BKJIAJ B KOJWYECTBO cpabaTwiBanuii. [lyis mHCTpyMeHTa Infer B ckoOkax mpuBeaeHa
CTaTHUCTHKA IO cpabaTbIBaHKUAM ypoBHA L1, obnmamarommM HanOoIbIIeH JOCTOBEPHOCTHIO.

W3 geTsIpéX MpeacTaBICHHBIX WHCTPYMEHTOB TOybKO Irbis mpomemoHcTpupoBan cpabaTbiBaHue,
COOTBETCTBYIOIIEE NCKOMOH ysi3BUMOCTH. D10 npenynpexaenne umeer turn TAINTED_ARG, ero
HCTOKOM SIBISIETCS 4TeHHE NaHHbIX (QyHKuued BIO read ¢ S3_pkt.c:239, a cTokoM — BBI3OB
memcpy ¢ pa3MepoM, 3aJaBaeMbIM IIOMEYCHHOI nepeMeHHoi payload B d1_both.c:1487.
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Takxe, paHee Mbl IECMOHCTPHPOBAIH BO3MOXKHOCTh 00Hapy keHus ys3sumoctn CVE-2018-15209 B
npoekte LibTIFF Bepcuu 4.0.9 B pabore [25].

6. 3aknroyeHue

MBI peICTaBUIIM CBOM CTATHYECKHI aHAIM3aTOP IIOMEUCHHBIX JAHHBIX JJIA POrPaMM Ha s3bIKax
C/C++ Irbis, paboratomuii B mH(ppacTpykType Svace. OH peanm3yeT 4 OCHOBHBIX IETEKTOpa,
pemraromux 3agady IFDS mist pasHBIX THIIOB IIOMEUEHHBIX NAHHBIX, YTO IO3BOJIET €My HCKAaTh
Takye MOTCHIIHABHBIC YSI3BUMOCTH W OMIMOKK 0€301acHOCTH, KaK BBIXOJ 3a TPaHHUIBI Oydepa,
oOpamieHne K OCBOOOXKIAEHHON WAaMSTH, WCIIOJIB30BaHHE KOHCTAaHTHBIX MApoJieH, YTE4KH
YyBCTBUTEJIBHBIX JAHHBIX U JPyTHE.

W3-3a OTCYTCTBHSI 4yBCTBUTEIBHOCTH K IYTSAM W APYTHX OrpaHMYEHHUH BBIOPAHHOTO METOJA
aHaJM3a, dTOT aHaJIM3aTop oOJsazaeT OoJjiee BBICOKUM IPOIIEHTOM JIOKHBIX cpabaThiBaHWH Ha
peaJbHBIX IPOEKTaX, YeM HHCTPYMEHTHI Ha OCHOBE CHMBOJIFHOTO BBINOJHEHHS, OJHAKO OH
CIOCOOCH PACIPOCTPaHATH MOMEYEHHOCTb NaXKe IO IJIMHHBIM MEXIPOLUEIYPHBIM IyTSIM B
porpaMmax, 4TO JAENAeT BO3MOXKHBIM OOHApY)XCHHE pEalbHBIX YA3BHMOCTEH — TakHX Kak
Heartbleed.

B03M0OXHOCTH aHANM3aTOpa OBLIN IPOAEMOHCTPHUPOBAHbI Kak Ha TecToBOM Habope Juliet Test Suite,
TaK M Ha PEATbHBIX HPOCEKTaX, COICPXKALIMX YSI3BHUMOCTH — OH IOKa3aj BBICOKYIO CTEICHb
HOKPBITHSA, TP 3TOM BpEMs BBINOJHEHHS OKAa3aJOCh COMOCTaBUMBIM C HHIYCTPUAIbHBIMH
HHCTPYMEHTAMHU.
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AHHOTammsi. MBI mpe/cTaBiseM, BO3MOXHO, IEPBOE NMPHUOIMKEHHE METPHK SI3BIKOB IPOTPaMMHUPOBAHMUS,
KOTOpBIE MPEACTABISIOT cO00M crieKTp U3 Oosiee yeM 70 yHHKaIbHBIX M TIIATEIHHO COOPAHHBIX M3MEPEHHH,
M0 KOTOPBIM MOXKHO CpaBHHMBAaTh J0Oble 1Ba s3bIKa. OCHOBEIBAsICH HAa METPHKAaX, YETOBEK MOXKET
CaMOCTOSITEJIFHO ONPEAETIHUTh "Iy IIiiA" JUIst HETO S3BIK U IPOAEMOHCTPHPOBATH, KAK CIIOKHBIE TyBCTBA, TAKHE
Kak "mpocToTa" ¥ "IerkocTh B UCIOIB30BAaHUU", YACTO BCTPEUAIOIIMECS B IPOABHIKEHUH U CTIOPAX O TOM KaKOH
SI3BIK JIyqIIIe, MOTYT OBITH pa3lIOKEHbI Ha YSTKHE M M3MEpUMBIE JacTH. MBI pa3MeCTIIIN KOJUIEKIUIO B BHIE
oTAenbHOro (aiiyia ¢ OTKPBHITHIM HCXOIHBIM KOJOM (3[€Ch B KaueCTBE HMPHJIOKEHHUS), YTOOBI KaXKAbIH MOT
IPUHATH YYaCTHE B IOMCKE HOBBIX U MHTEPECHBIX U3MEPEHMH, HCTIONb3YEMBIX B PAKTUKE, UCCIEI0BAHUSIX, U
pa3paboTKe S3bIKOB MIPOrPaMMHUPOBAaHUsL. METPUKH MOTYT HAWTH CBOE NIPUMEHEHHE IS CPAaBHEHUS S3bIKOB,
onpeneneHuss TpeOOBaHMM, CO3JaHUSI PEHTHHIOB, COBETOB Pa3padOTUYMKaM S3BIKOB, a TaKKe MPOCTO A
TIOTY4YEeHUSI IPEJICTABICHHUS O BO3MOXHOCTSX B CYIIECTBYIOIINX S3BIKAX IPOTPAMMHUPOBAHHSI.
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1. Introduction

The hot debates in comparison of programming languages have been known for years. “What is the
best programming language?” — is one of the most frequently asked questions when one encounters
a plethora of available options: 100 languages with thousands to millions of active users worldwide
up to 8,945 in total (Table 1). Despite such a precious freedom to choose, in practice, leads to the
paradox of choice where the more options you have, the more time it takes to settle on a final
decision.

Scientific community in the analysis and comparison of programming languages have tried to “nail
down” this question multiple times giving an objective answer to both: “Who is the best?” in general
[1, 2] or for a particular area [3, 4]. However, besides inaccessible scientific jargon for an ordinary
language user, no single research can cover so many languages with so many purposes at once.

In this work we propose an alternative approach. Instead of searching for an abstractly best language
among an ever-growing number of options and realizing in advance that the choice still depends on
numerous factors (user preferences, current infrastructure, etc.), we simply suggest collecting top
language aspects. In other words, the aspects (further “programming language metrics”) that have
always influenced our positive and anti-choices, and proven to be useful over a long period of time.
The definition of best, then, (Section 4) will be a simple formula: subset of aspects that must be
necessarily included in a language plus their weights that distribute the consideration importance
within.

Tabn. 1. Konuuecmaso A361K08 NPOpamMmupo8aHus

Table 1. The number of programming languages

Total

(the total number of languages ever created)

8,945 HOPL Historical Encyclopedia (till 2005) [5]
4,217 Programming Language DataBase [6]

Notable

(languages that are influential or proved their existence)
878 Rosetta Code's List of Programming Languages [7]
690 Wikipedia's List of Programming Languages [8]
560 Available in GitHub's Advanced search [9]

370 “Primary” in the annual GitHub report [10]
Popular

(“top” languages with thousands to millions of active users)
52 IEEE Spectrum index [11]

50-100 TIOBE Programming Community index [12]

42 StackOverflow Developer Survey [13]

28 PYPL Popularity index [14]

2. Related works

Our filter out criteria for works in the comparison and analysis of programming languages were
studies that (1) directly identify the list of programming languages metrics, (2) describe possible
ways for an ordinary user to measure them, and (3) give methods to define “best” in terms of given
metrics and measured scores. Within those constraints, we found no previous work. However, [15]
written by Jean E. Sammet 50 years ago is the closest published study.

Although Sammet has not provided a generalized list of metrics with methods for applying them in
defining the best option, we admit that (1) she stressed the importance of a language assessment to
be dependent on numerous factors, e.g. on a viewpoint of a user, implementor, or application area
[15, p. 245]; (2) even though her work was found retrospectively, the method presented in Metrics
use (Section 4) is already implicitly used in evaluation of languages for “a user wishing to write a
payroll program” [15, tables I, V, and VI].
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The rest of the studies were primarily focused on:

e Taking a limited number of metrics (e.g., “running time” or “memory usage”) and evaluating
the best language among the existing few. For example, within a specific area (bioinformatics
[3], robotics [4], economics [16]) or generically ([1, 2, 17-19);

e Introducing a specific metric/s (e.g., “popularity”, “impact” [20], “syntactic complexity” [21],
“structural complexity” [22]) without further generalization with other metrics.

In this work, we considered all types of studies to make the table of metrics as complete as possible.

3. Method

In collecting metrics, we followed no particular method or order. We tried to scrutinize as much
literature and resources as we could, which can effectively cooperate in eliciting useful and easy-to-
distinguish metrics from an end-user perspective. Besides referenced literature, it involves taking a
list of notable languages (Table 1) going through the websites of each, reading the advertising text,
specifications, language references, and they-provided comparison with other competitors.

3.1 Terminology

There are many words to describe dimensions by which objects, be they programming languages or
apples, can be differentiated with each other. To make our mappings between words and meaning
clearer throughout the text, we want to explicitly distinguish the following terms:

e Dimension (aspect, property, indicator, attribute, characteristic, criteria, parameter) —
a quality associated with an object

e Metric —a set of qualities and a method of quantifying (measuring) it
e Feature — a quality that beneficiary distinguishes one object from others in its class

We use “dimension” (and its synonyms) to signify the most atomic aspects of a language, “metric”
as a set of dimensions that can be represented numerically, and “feature” to simply provide a
colloquial language used in languages advertising or keywords to search solutions in the web.

Our terminology implies that quality of an object is taken for granted and means what common sense
suggests us. Quantity represents the state of being in a certain quality. For example, “five apples”
can be considered as immeasurable qualitative state of having “five” (not used here) or as a
measurable quantitative state of being in 5 pieces. Binary states (used in the metrics of a type
“language supports X”) are also accounted as measurable quantitative states of the amount of two
(“red apple” is 1 and lacking the “red” is 0).

3.2 Metrics vs. features

A common practice to think of any consumer product, which we believe any programming language
essentially is, is in terms of “features™. Features can be considered as a common language that are
used by both product creators in advertising as well as end-users in product perception.

In this work, it was tempting to present neutrally-oriented list of metrics in terms of features as it is
the most popular way for a computer language to be promoted and picked up in the wild. However,
if we decided to do so, the table would have become suggestive, implying that those features are
rather requirements for a “perfect language” we are seeking for, than the dimensions by which we
simply want to compare. Table 2 shows the difference. Thus, we decided to keep the list neutral and
add features (whenever possible) right under the metric names to simply provide an additional
information.
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Tabn. 2. Paznuya medcdy Mempuxoil u «pumuyeiiy» sa3uika
Table 2. The difference between a language metric vs. feature

Language Metric | Language Feature
Definition and Purpose

A method to measure (quantify) a | A quality of an object that
quality of an object in a neutral manner | demonstrates an advantage(s) over
others in its class

The main difference

A metric cannot be introduced without | A feature, similar to a feeling, can

a method of measuring it be introduced even if there is no
clear way to measure it
Examples
Performance (mostly nouns) Fast (mostly adjectives)
Number of seconds required to | Whatever the numbers are, it feels
compile and/or run a program really fast comparing to others
Compiler size Lightweight

Lines of code or size in bytes of a | We may not know exactly but the
language compiler or VM language weights really nothing
comparing to others

4. Result

We introduce the full list of metrics in Appendix A. We have made the appendix self-contained. It
is a completely separate document with its own description, legend, references, and contributors list.
We wanted to make it easily printed, shared, and updated independently of the article itself. As such,
some of the parts that are already present in this article might be duplicating in the appendix.

4.1 Disclaimer

We do not pretend the list to be complete nor we believe it is reasonable to do so. As the field
progresses, there will be always new unique ways to measure language aspects, similar to those of
software metrics. The attempt is to make at least a first approximation of what programming
language metrics might be, what one can measure in general, and how they can be used in practice.

5. Metrics use

In this section, we introduce a simple method of how to define and compute your “best” language
using a simple table, the list of metrics, and the measurement data.

5.1 Background

Being able to compare similar objects around us and picking the “best one” among available options
is one of the essential cornerstones for an effective everyday life. Being able to compare
programming languages and choosing the best one for a particular problem is probably the essential
cornerstone for an effective programmer life.

Languages are often advertised and perceived in terms of intuitive feelings such as “simple” (Python
[23]), “fast” (C [24]), “delightful” (EIm [25]) or even “magical” and “sacred” (LISP [26]). Those
feelings, collectively, make us prefer one language over another and, thus, shape our favorite
choices. However, when it comes to the precise definition of what those feelings actually mean, how
they can be assessed in practice, and how they affect our final choice(s), the details always elude
from the scene. Programming languages are very versatile inventions, and to understand why the
same language can be considered as the best for one and the worst for another, we need a method of
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dismantling complex feelings, features, and the notion of “best” into something that can be
effectively measured.

5.2 Procedure

To demonstrate the method, we will be using a simple example. Suppose our goal is to find the “best
fit” language out of the three: L1, L2, L3 (names are chosen deliberately abstract to eliminate
language affections). The question is “How do we know what language is the best among selected?”
To do so, we first identify dimensions by which they can be compared.

Step 1. Skim through programming language metrics and pick the ones that “feels ” right, essential,
or important

Suppose we selected Popularity, Documentation, Standard Library, Performance, and Expressivity
(further as Popl, Docs, Stdlib, Perf, and Expr for brevity). Then,

Step 2. Create a table where rows are languages and columns are metrics

In our case, the table will look like the following:

Popl |[Docs |Stdlib |Perf |Expr
L1 |- - - - -
L2 |- - - - -
L3 |- - - - -

Before we start fulfilling the table,
Step 3. Distribute the importance (weights) per each of the metric

We do so before fulfilling the table because metric importance affects not only the computing
procedure for the final choice but how carefully and precisely should we measure the scores. For
example, according to some ranking, we may find out that L1 has 2nd place in Popl, and L2 — 20th.
If we decided a place in Popl isn't that important for us, we may no longer waste our time trying to
refine the scores by other rankings, we can simply move on to measuring something else that is more
important. So, let us say we decided to make the distribution as follows:

Popl |[Docs |Stdlib |Perf |Expr
Weight | 5% 15% |30% 40% |10%
L1 |- - - - -
L2 |- - - - -
L3 |- - - - -

As we can see the sum of all weights is equal to 100%. In practice, however, when we, say, have 15
metrics, it becomes difficult to distribute importance manually to sum them back to 100%. Instead,
we suggest simply giving metrics a “place” or “points” (say, from 1 to 10), and compute the
corresponding percentages automatically. For example:

Popl |Docs |Stdlib |Perf |Expr
Weight |2 4 5 8 3

Sum: |2 + |4 + |5 + |8 + |3 =22
Normalize: [2/22 |4/22 |5/22 8/22 |3/22
Weight (result): [=0.09 [=0.18 |[=0.23 |=0.36 |=0.14
In % [9% 18% |23% 36% |14%

Despite using points, we were able to “normalize” them back to percentages so that they sum up to
100% and roughly correspond to our previous manual distribution.

As a result, the table may look as follows:
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Popl |Docs |Stdlib |Perf |Expr
Weight |2 4 5 8 3
In% [9% [18% [23% 36% [14%
L1 - - - - -
L2 |- - - - -
L3]- - - - -

The second (grayed out) row is optional and can be removed completely. However, we recommend
to keep it and, with the help of spreadsheet software, use it to “interactively” adjust points so that
the computed weights in percentage looks desirable.

Step 4. Measure metric scores for each of the language and fulfill the table. Make sure all scores
have a numeric value

Step 4 must be the most difficult and important one as everything else depends on its data. However,
measurements details are out of scope of this article. We will simply assume we were able to get the
results that are more or less “accurate”:

Popl |[Docs |Stdlib |Perf |Expr
Weight |2 4 5 8 3
In % 9% 18% 23% 36% |14%
L1 |2pl 7p 82pkg |3.1ms | 300L
L2 [20pl |3p 117pkg |1.7ms |155L
L3 [13pl |5p 63pkg | 0.5ms | 170L

We do not need to fit our metric scores into a particular system of units or scale. Scores can be
completely “raw”. What is important is that they are numerical. For example, Popl can be a place in
some ranking as TIOBE [12]; Docs can be a sum of abstract points (say, +1 for coverage, readability,
nice-looking, etc.); Stdlib — a number of available packages in it; Perf — time in milliseconds needed
to run a test-bench program; and Expr could be the lines of code for the program we run in Perf.

Step 5. Set the polarity for each of the metric (e.g., “higher is better” or “lower is better ”, where
binary metrics are not the exception) and place them on a separate line or near the names

We used higher 1 and lower | is better at the end of the names:

Popl! |Docs! |Stdlib™ |Perft |Exprt
Weight |2 4 5 8 3
In % 9% 18% 23% 36% [14%
L1 |2pl P 82pkg |3.1ms |300L
L2 [20pl |3p 117pkg [1.7ms | 155L
L3 |13pl |5p 63pkg |0.5ms |170L

Before we continue, we may do an additional step:

Step 5.1 (optional) Identify best scores per each of the column, and write them out on a separate
“Best [score] ” line

This step is completely optional and serves rather as an intermediate phase. It shows how close
visually (by counting highlights) each language approximates to the best sampled scores:

Poplt |Docs! |Stdlib™ |Perf! |Expr!

Weight |2 4 5 8 3

In % 9% 18% 23% 36% |14%

Best | 2pl mp 117pkg |0.5ms | 155L

L1 | 2pl p 82pkg |3.1ms | 300L

L2 [20pl [3p 117pkg [1.7ms [155L

L3 [13pl |5p 63pkg | 0.5ms | 170L

It's time, however, to calculate how actually close each language approximates to the best sampled
scores considering the weights. In other words, “Who is the best?”” among our three. Depending on
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how we would define “best”, we might have two strategies. First is to compute proximity relative to
the unreal best scores (Oth place in Popl and Oms in Perf). Second — relative to the real “Best” scores
taken from the previous table (2nd place in Popl and 0.5ms in Perf). We will take the first strategy
and remove “Best” line altogether. We do so because (1) taking the second strategy doesn't change
the order of “winners”, (2) we found it simpler to compute, and (3) we want the highlighted line,
which is now is used by “Best”, to be taken by the real winner (L1, L2, or L3).

Step 6. Calculate the final score for each of the languages using the following algorithm 1:
For each row [language]:
For each column [metric in a language]:
Take score value v
Take maximum value in column max
Take metric weight w
If column polarity is ‘higher is better’:
Compute v/max Xw
Otherwise (‘lower 1s better’):
Compute |v/max—1|Xw
Add the result to language score S
[After all metrics are processed]
Language score S is ready
Put S on a separate column ‘Score’
[After all languages are processed]
Evaluation is completed
Best language is the one with the biggest S
Algorithm 1. Best Language Evaluation
Procedure visually:

Popl! Docs! Stdlib? Perf! Expr! Score
L1 | 2pl 7p 82pkg 3.1ms 300L 0.42

[2/120 -1 (717 82/117 [3.1/3.1 — 1] ||300/300 — 1|

x0.09 x0.18 x(.23 x0.36 x0.14

=0.081 + |=0.18 + [=0.16 + [=0 + [=0 = [0.421
L2 [20pl 3p 117pkg 1.7ms 155L 0.54

[20/20 — 1] [3/7 117/117 [1.7/3.1—1| [|155/300 — 1|

x0.09 x0.18 x0.23 x0.36 x0.14

=0 + |=0.077 + |=0.23 + |1=0.16 + [=0.068 = 10.535
L3 | 13pl 5p 63pkg 0.5ms 170L 0.64

[13/20 — 1| |5/7 63/117 [0.5/3.1—1| [|170/300 — 1|

x0.09 x0.18 x0.23 x0.36 x0.14

=0.032 + |=0.128 + [=0.124 + [=0.3 + [=0.06 = |0.644

Procedure formally:
Sy = my[wi] +my[wy]+ ...+ mj[w]

S Sy = my[wy] + my[wp]+ ...+ m[w]
best .

1]

S, =my[w] + mz.[w2]+ ot mywy]

where
U.
J . . . . . n
— , if polarity is "higher is better
m; =4 MX €8]
|—] — 1| , otherwise ("lower is better")
max
and

e  S,. IS the best language score among n languages;
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e S, is the final score for the language n;

e Wjis the weight (importance) of the metric j;

e mjis the computed score value of the metric j;

e Vjis the “raw” score value of the metric j;

e max is the biggest numeric value for j among S; ...

We call (1) as the “Formula of Choice”. We read it as following: the best language S..; among
available S, ,, is the one which has the biggest sum of metric scores m,_; given their weights w,_;.

So, after we have computed all the language scores, we can finalize our table with:

Step 6. Sort the table by Score in descending order, and add a Place column enumerating languages
from 1

Popl! |Docs! |Stdlib! |Perft |Expr! |Place |Score
Weight |2 4 5 8 3
In % 9% 18% 23% 36% 14%
L3 [13pl |[5p 63pkg [0.5ms [170L |1 0.64
L2 [20pl [3p 117pkg |1.7ms |155L |2 0.54
L1 | 2pl P 82pkg [3.Ims |300L |3 0.42

Column “Place” will give us an ability to keep/see language places even if we decide to sort the
table by other columns (e.g., shuffle languages by the largest number of packages).

5.3 Discussion

When we originally looked at the data, we were expecting L2 to become our “top” language.
However, the calculation gave it the 2nd, which made us suspect an error in calculations. After a
closer look (and double-checking estimates), we understood that L2 is simply 3x times slower than
the winner in Perf, which we decided to be the most important aspect in the table. Even though,
Stdlib of L2 is larger almost twice, its importance is still lower. When it comes to the rest of the
metrics, they seemed simply compensating each other: L2 is slightly better at Expr, however, slightly
worse at Docs, whereas Popl felt completely discarded due to its very low importance.

These slightly unexpected results led us to draw the following conclusions:

1) Weights have to match the actual expectations of the author (originally, they have been put
artificially without author's internal agreement).

2) Even if weights were in a perfect harmony with us, such cases cannot be excluded, which would
require us to start metric refinement. The latter means what we have said at the very beginning
— the more important metric is, the more effort one should invest into its score elicitation.

5.4 Metric composition

For the sake of simplicity, at the very beginning of the subsection 4.2 (Step 1 and 3), we used metric
only as independent variables to form our comparison. However, using Step 6 and the “Formula of
Choice”, we can elaborate the method. We can compose metrics as if they are building blocks for
defining other “high-order” metrics, or (as we are interested in this section) features and feelings.
For example:

“Easy to learn” = Expressiveness’(6) + Documentation’(4) + REPL(2);

“Easy to write ” = Syntactic complexity‘(5) + Code formatting’(3);

“Easy to run” = Compiler portability’ + Supporting platforms';

“Easy to debug” = Error hints’(7) + Compilation speed!(3);

“Easy to find help” = max (Popularity', Technical support');

“Fast” = Runtime speedgryst / Runtime speedc (How fast is C relative to Rust)
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where

e  “Aspect” = metricy (weight, ) op metrich (weight, ) ...

e  “Aspect” can be a new (composite) metric, feeling, or feature;

e Angle brackets designate weight of the metric (in relative units, say, from 1 to 10);
e Lack of brackets means all metrics share the same importance;

e pis the polarity of the metric: higher 1 or lower | is better;

e 0p is how we want to combine metrics to produce new aspect (e.g., by summation, division,
taking max; etc.)

For example, we defined an “Easy to learn” as a sum of three aspects: Expressiveness of code,
available Documentation, and the presence of REPL. The importance within was distributed using
relative points to get percentages automatically (as we did in Step 3). In our case, they come to 50%,
33%, 16% accordingly. “Easy to run” we defined as the sum of Compiler portability and Supporting
platforms. We missed weights, which mean they are distributed equally: 50% and 50%. Finally,
“Easy to find help ” is simply the metric that is best manifested in the language: either Popularity or
direct Technical support, where the weight of whichever metric is chosen will be 100%. The rest of
examples should be self-explanatory.

These simple rules of composition give us unlimited power in defining feelings, features, and other
high-order metrics that would otherwise be difficult to express. We believe that the idea of
combining metrics could be an interesting tool for making sound arguments in the endless
emotionally-driven language debates. This perspective could make metric composition to be
uncharted territory for further research and exploration.

6. Conclusion

The current work presents possibly the first approximation of programming language metrics. We
provided an open-source document (to which we welcome to contribute) with over 70 unique
programming language aspects that can be used to pragmatically compare languages, define
requirements, create rankings, and have an overview of available language features. We have
presented the “Formula of Choice” to determine “best language” for your own needs using a simple
table with few calculations. We have presented the method of metrics composition to decompose
complex feelings and features, such as “simplicity” and “easy to use”, into more measurable pieces.

We hope that this information can serve as a useful guidance for the analysis and comparison of
programming languages in the never-ending debates and constantly emerging options.
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A. Appendix. Programming language metrics

This appendix is a collection of over 70 unique programming language metrics. The purpose of this
section is to provide dimensions (features, properties, aspects) by which any two computer languages
can be qualitatively and quantitatively compared. These metrics can be used to analyze languages,
define requirements, create rankings, provide tips for language designers, or simply give a bird’s-
eye view on existing language features. The list is based on metrics commonly used in programming
language research, development and use, as well as the years of author and contributors personal
experience. The collection is open-source and can be downloaded as a separate PDF file at
https://github.com/timfayz/language-metrics.

A.1 Contribution

To contribute new metrics, typo fixes, or suggest any other improvements, please send an email to
tim.fayzrakhmanov@gmail.com, or make a pull request / open an issue at
https://github.com/timfayz/language-metrics. Please, specify your full name, public email, and
affiliation if necessary.
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A.2 Legend

Metrics are grouped into nine basic categories:

1) User experience — a user background affecting the language use;

2) Language recognizability — how popular the language is;

3) Language infrastructure — surrounding documentation and libraries;

4) Language development and support — maintenance, user support, and tooling;

5) Language special features — coding experience and special-purpose features;

6) Language implementation and programs — compiler and its generated executable files;

7) Language specialization and design — focus and syntactic/semantic design decisions;

8) Language definition — specification, formalization, and standardization;

9) Language origin — by whom, when, and why the language was originally conceived.

Each metric has an ordinal number, name, indicators for measuring score, and examples of a user

feedback. The order of categories and metrics within is by potential “impact factor” for an ordinary

end-user rather than by the impact factor for a potential language designer.

First column contains:

1) Metric name with a polarity sign: 1 “higher or support is better”, | “lower or absence is better”,
and o “neutral or depends”;

2) Feature names found in the advertising descriptions of languages (should be read as “Language
is / has / supports ...”);

3) Typical examples of languages with a good demonstration score (based on public information,
author/contributors experience, with no supporting references).

Second column contains a set of indicators for measuring metric “score”. If many, indicators can be

added together or used individually to adjust the desired accuracy.

Third column describes typical positive “+” or negative “— end-user perception (usually emotional

ones) that have been found “in the wild” (forums, comments, contributors/author experience).

Sometimes we put content of the third column in the second (after a long dash “—) to save some

vertical space.

A.3 Metrics table

Metric name(Poait How to measure Typical end-user perception
Feature name Common » indicators for measuring Positive + or negative — comments found in the
metric score wild, when the score is high/low according to

metric’s polarity

User Experience

Familiarity' » N of years coding in the language + “It is easier to code in because I already
know the language”
Similarity' » Language is similar to other languages |+ “The language is really easy to grasp because
known by the user it looks similar to others”

Language Recognizability

Popularity’ » Rank of the language in popularity + “Language must be safe to learn because a
Popular ranks/surveys: TIOBE [12], PYPL [14],  |lot of people already use it and there must be a
Mainstream IEEE Spectrum [11], StackOverflow reason for it”
Rich set of libraries Developer Survey [13], GitHub’s State of |+ “Language must be actively developed* and
Community support Octoverse [10] its development won’t be abandoned soon”

If manually: + “There are plenty of tutorials, examples,

(the order reflects an ease of checking) snippets, answers to get started”
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Popularity’ (cont.)
Popular
Mainstream

Rich set of libraries
Community support

> Wiki page is available

» Is in “Popular” category at GitHub’s
search [9]

» Reddit community is available + N of
members

> N of questions at StackOverflow [27]
> N of packages at GitHub [9]

» N of references/tutorials in web searches
» N of books written

» YouTube videos are available

» Job openings are available

+ “It’s probably easier to find a job”

Trendiness'
Trendy
“Rising star”

» N of stars in public repository compared
to the date of the project inception

» Language has a surge of interest in
newsgroups, conference talks and media

+ “The language seems promising. If I start
using it now, it may payoff in the future (new
jobs, niches, technological advantage)”

Language Infrastructu

re

Documentation'
Easy to read
Comprehensive
Full of examples

> Language has “official
documentation”, “reference manual”, or
“programmer’s guide” that:

> Clearly describes how to get started

> Written in a clear/informal manner

> Has a wide coverage

> Contains illustrative code examples

> Well-linked with other parts of
documentation

> Loads quickly

+ “With good examples in documentation I can
easily start prototyping my own project”

+ “I can easily find an answer to my questions
concerning the language”

— “It is almost impossible to use and learn
language without a well-written
documentation”

3rd-party Resources'
Rich community support

> N of textbooks available

(for various kind of users; from novices to
experienced developers)

> Online resources: tutorials, articles, posts

+ “It is great when language has a lot of
additional resources, tutorials, etc. that explain
the same language from different angles, and
for different users”

> Q&A websites

> Videos
Standard Library' > N of packages available in standard + “Rich standard library means I can build
Rich/Clean stdlib library many applications without switching to

“Batteries included ”

> Language is following exhaustive vs
minimalistic standard library approach

unreliable 3rd-party libraries that might be
buggy or no longer supported”

3rd-party Libraries'
Rich ecosystem

> N of packages available on GitHub or
language’s own repository network

+ “The more packages available in the wild,
the faster | can create my own solution, just by
using someone else’s work”

Language Development and Support

Development’
Actively Developed

(the overall language development
dynamics)

> How recently was the stable release
> N of releases per month/year

> N of commits per month/year

+ “If the language is actively developed, then
it’s not going to “die” soon, and so we can rely
on it”

+ “Bugs reported in the previous version(s) are
to be fixed in the next one”

IDE support!
Supported by many IDEs

> N of 3rd-party IDEs supporting the
language

+ “I can use language in my favorite IDE”

— “Without IDE support (like syntax, error
highlighting, autocompletion, and such), the
modern use of language is almost impossible”

(it 1)

Milestone’ > Language has reached version 1.0 (ie. its |+ “Language API isn’t in complete flux, so we

Stable library API, syntax, and language can rely on it without worrying of breaking
constructs became fixed) changes in the next update”

Backward- > Every new release keeps language API, |+ “My codebase can rely on the API it was

compatibility® syntax, and language constructs backward |originally written in and yet keep updating

Backwards-compatible

compatible with previous release(s)

compiler for possible performance
improvements”
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Technical support’
24/7 Technical support

» Language provides a service with direct
human-based technical support

Language Special Featu

res

Garbage collection®
Automatic memory

> Language provides a garbage collector
(GC)

— “Programs in the language with automatic
memory control are memory hungry and

Static type-checking

management probably cannot be used for embedded
+ “Language takes care of my resources so |systems”
I don’t need to think about manual — “Language does not give me manual memory
memory allocation and deallocation” control to do my own (unsafe) stuff”
Type safety’ > Language provides any form of runtime |+ “Programs written in this language are
Strong typing or/and compile-time type checking (ie. reliable, less error-prone, and always behave

prevents a program to perform illegal
operations on values that do not have
appropriate data type)

the way I defined them to behave”
—“I’m so annoyed with the constant type errors
that | simply cannot write programs”

Memory safety’
Safe/Memory-safe

» Language provides any form of
mechanisms to prevent illegal memory
access in a program (runtime/compile-time
checks for buffer/stack overflows,
dangling pointers, double freeing, etc.)

+ “Programs written in this language are more
safe and less prone to memory leaks”

Type richness’
Rich types

» Language has high descriptive power in

its type system (eg. support for interfaces,
generics, algebraic, high-order, dependent
types, etc.)

+ “Language allows me to define complex
types, data and program behaviour as well as
verify them prior execution”

Exception handling'
Exception handling

» Language provides mechanisms for
handing unexpected runtime errors without
immediate crash / resuming execution

+ “Language allows me to handle runtime
errors such that | am able to recover execution
flow or exit properly”

Concurrency'
Parallel computing
Multithreaded
Coroutines

» Language supports any form of
parallel execution and multithreaded
computing:

» Heavyweight threads (also native, or
operating system threads)

» Lightweight coroutines (also fibers,
generators, or “green threads”)

+ “Language allows me to do parallel
computing (ie. utilize as much computing
power as possible) in a manageable way”

Instruction-level
parallelism’
Parallel computing
SIMD programming

» Language supports any form of
vectorized operations or "SIMD
programming” (eg. explicit directives for
vectorized/”’streaming” data structures,
operations, loop unrolling, etc.)

+ “Language allows me to do professional
optimization of my code to get the maximum
performance and efficiency of my programs”

GPU computing’
Parallel computing
Scientific computing

» Language provides well-supported
libraries or primitives to dispatch
execution onto GPU(s)

+ “Language allows me to accelerate my
programs with the power of GPU”

Distributed computing’
Distributed computing

> Language provides mechanisms to
distribute a single program or execution
flow upon several physically separated
machines (incl. separated by network)

+ “Language allows me to do highly scalable
computation across multiple machines”

Message passing'
Distributed computing

» Language supports sending messages
between abstract objects which can be

objects, parallel processes, subroutines,
functions or threads

+ “Language gives me a single model of
objects that simply communicate with each
other, no matter whether they are functions or
parallel processes”

Reflection'
Reflective

» Language provides constructs to “see”
and modify its own code (normally, at
runtime; eg. accessing variable names,
function signatures, etc.)

+ “I can dynamically (at run-time) access
meta-data of language constructs (eg. get a
name of a class, variable, function, etc.), which
allows me to write a more generic code and do
all kinds of static/dynamic code analysis”
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Lazy evaluation®

> Language supports holding up the
evaluation of an expression until its value
is needed

> Language allows switching back to or
explicitly forcing (normal) “eager
evaluation” when needed

+ “My code can be more efficient in terms
of memory and performance because
values don’t need to be computed if they
aren’t going to be used”

+ “In lazy language it is possible to define
infinite lists and elegantly handle streams of
data”

— “Lazy evaluation brings a certain amount of
memory bloat, and requires too much
knowledge of the program and algorithms to
get the benefits”

— “It is not clear when exactly side effects are
going to happen and so it is hard to debug”

Lambda
expressions'

» Language supports anonymous functions

+ “I can construct higher-order functions or use
them as values to return from other functions”

Package manager!
Package manager

» Language allows to download and
install packages and dependencies using
one of its (built-in) CLI commands

+ “Language comes with its own package
manager so [ don’t need to install some 3-rd
party packages to get things up and running”

Doc generator’
Doc comments

> Language supports “documentation
comments” (formatting tags) and is able to
generate (HTML) pages based on these
annotations

+ “I can embed parts of program
documentation directly into my source code
and get nice-looking pages for free”

Build system!
Native build system

> Language allows to write build scripts in
itself without using external tools or other
languages (such as Bash, make, CMake,
Maven, etc.)

+ “It is great that I don’t need to learn other
building tools and their cryptic languages in
order to automate my project building
routines”

Error hints'
Smart compiler
Helpful debug messages

> Language compiler or run-time
environment provides error messages that
are instructive enough to understand how
to fix them

+ “Language is really good in helping to fix
my code. | get not only an error message but
also a hint how to fix it”

Code formatting’
No more formatting wars

> Language compiler can automatically
reformat code to follow default/user-
defined coding standards

+ “I don’t need to spend time following
numerous and over-complicated coding styles
to format my code. Let the language do it
instead”

Macros’
Metaprogramming

> Language supports any form of
metaprogramming or defining “macros” to
execute logic during compile time

+ “I can do a lot of prepossessing during
compile time so that runtime is not occupied by
unnecessary computations”

Native IDE! > Language offers its own integrated — “I don’t want to change my environment just
Built-in IDE development environment because of the language” (if only native IDE
available)
+ “Native IDE may give much better — “It’s unlikely that build-in IDE is better than
integration than 3rd-party alternatives” my current”
REPL' > Language has interactive Read-Eval- + “It is easy to play with the language and test
Interactive Print-Loop mode code snippets”
Embedding' > Language (as “guest™) can run in N of + “Language can be used as a scripting
Embeddable (“host™) languages or applications language to automate repetitive tasks in my
favorite app or a host language (eg. Bash in
shell, Python in Blender, Lua in World of
Warcraft)”
Bindings' > Language supports direct function calls [+ “My code can easily use the libraries of other
FFI support” (bindings) from N other languages language(s)”

without wrappers or special API

Transpilation’
Transpiled

> Language is able to compile code into
source code of other N (high-level)
languages

+ “I can keep writing my code in the language
to the benefits of which | already get used to
but also benefit from other language(s)
infrastructure, libraries, performance, etc.”
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IR access’
Open interface
Deep language
integration

» Language, for each compilation step,
provides internal intermediate
representation (IR) export (eg. pre-
processed source code, parse tree, syntax
tree, intermediate code, etc.)

+ “Probably language provides a good amount
of data for implementing advanced IDE
features (debuggers, static analyzers, code
formatters, dependency checkers, visualizers,
etc.)”

Unicode support’
UTF-8 support

» Language supports Unicode Standard for
representing characters in strings or
identifiers

+ “I can work with special characters such as
emoji in my strings or use foreign language
identifiers”

GOTO support®

> Language supports “goto” statements for
unconditional jumps to specific program
locations (usually by means of labels)

+ “I can create custom control structures where
the built-in ones do not satisfy my
(professional/low-level) needs”

— “GOTO statements can be easily abused by
unskilful programmer and lead to notorious
Spaghetti code”

Language Implementation and

Programs

Compilation speed’
Fast compilation

» How fast compiler compiles programs in
s/ms/ns

+ “Recompilation time in this language is really
short, which allows me to make the feedback
loop between code changes and results short”

Runtime speed'
Fast

» How fast programs run in s/ms/ns

+ “Language is blazingly fast, programs
written it run really quickly”

Compile-time memory
footprint!
Low memory usage

» The amount of memory in bytes needed
to compile a program (or while compiling
the program)

+ “T can compile big projects without thinking
that I will run out of memory on my machine”

Runtime memory
footprint!
Low memory footprint

» The amount of memory in bytes that a
program uses while running

+ “Programs written in this language hardly
use any RAM (compared to others), which
means the compiler does good optimizations,
emits efficient code and probably suitable for
embedded systems”

Compiler/VM size!
Lightweight

» Size of language compiler or VM in
LOC/bytes

+ “Language is lightweight, minimalistic and
(possibly) embeddable”

Executable size!
Compact programs

» Size of executables, including the ones
for VM, in bytes (eg. with default compiler

+ “Programs are small, possibly fast, and may
fit into embedded systems”

Slim binaries options)

Compiler/VM » N of platforms the language compiler/VM |+ “I can compile my code on many platforms”
portability’ canrunon or “I can run compiler/VM on many platforms”
Portable

Executable portability®
Cross-compiled
Portable, Transpiled

» N of “target platforms” the language
programs can be run on

+ “I can write code once and run it anywhere
(WORA)”

CLI complexity!
Simple to use

>N of § language commands
» N of command line —options

+ “Command Line Interface of the language is
easy and simple to use and remember”

Self-hosting’
Self-hosted

> Language implementation is written in
itself

+ “If language is self-hosted, it can be
considered “serious”, “production ready”
and independent from others”

+ “Language can get more contributions to its
compiler by people who before would only
work on the standard library”
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Open-source’
Open Source
OSl-approved

> Language (compiler) source code is open-
source and available for download,
modification, recompilation, distribution,
static linking and commercialization

+ “Open-source is good because anyone can
contribute to language development: do code
reviews, fix bugs, write modules,
documentation, etc.”

— “If open-source, it is not clear who is
responsible for the project and fixing bugs. It
can be abandoned at any time”

License® » Language license type + “Nonrestrictive license types give a language
MIT license (MIT, GPL, BSD etc.) freedom to be not confined to any single
ownership, and prevent attempts to be
company or technology specific”
Language Specialization and Design
Paradigm?® » Language presents itself as followinga |+ “I like when the language mix different

particular or multiple paradigms (eg.
procedural, object-oriented, functional)

paradigms because | can approach problems
using a paradigm that is the most effective for
the solution”

Visual language®
Visual Programming

> Language has a graphical representation
and can be used as a visual modeling or
programming language

+ “I like the visual expression of my code to
better understand and manipulate my program”

Esoteric language®

> Language is considered as “esoteric”
(esolang)

+ “I can use the language as a form of software
art to show off my skills”

Educational language®

> Language is specifically designed or can
be used to introduce pure computer science
ideas (also known as “tiny”, “small”, or
“first”)

+ “I can use the language to concentrate on
pure ideas without being distracted with
unnecessary infrastructural details”

Domain-specialization®
Used by professionals
Hardened by industry

> Language became one of the standard
tools used in a certain domain

— “Language is not safe to invest time
because if | use it, I’ll stuck in its domain”
+ “I’ll be able to do what other
professionals do”

+ “Language is safe for time investment
because other people in my domain use it
already”

+ “Typical problems have been solved already”
+ “It will be easier to find a job (or simply, you
don’t find any without having skills in it)”

Platform-orientation®
Deep integration

> Language is primarily driven by or
developed for a certain platform and its
infrastructure

+ “Language provides the best integration
experience for this platform”

— “If I use this language I will probably stuck
in its infrastructure”

Expressiveness’
Expressive, Powerful

> Length of program in LOC to express a
typical problem comparing to the same
task written in another language [8]

+ “Language is easy to write, it is concise,
short and elegant; code do not repeat itself”
@it 1)

— “Language is difficult to write, read, and
maintain; code grows fast” (otherwise)

Syntactic complexity!
Laconic, Concise
Elegant, Simple

> N of production rules language grammar
has
> N of keywords

+ “Language is simple, elegant, concise and
has a small learning curve” (if |)

— “Language is bulky, complex, bloated and
has a steep learning curve” (otherwise)

Syntactic coherence'
Clean syntax

> Ratio between word- vs ASClII-based
operators, keywords, and constructs

> Keywords are in/distinguishable

> Use of ASCII in identifiers is not/allowed
> Lack/use of underscores in reserved
identifiers

— “Code is cryptic, noisy, ripples in eyes and
difficult to follow” (if 1)

+ “Code is clean, consistent and easy to
follow” (otherwise)

Semantic complexity*
Simple

> N of language constructs
> N of built-in operators

+ “The less construct language has, the less I
need to remember”
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Semantic coherence'
Consistent design
Easy to learn
Coherent

» Language constructs are composable with
each other

> Language follows a paradigm
“everything is an expression”

+ “Language feels well-designed, coherent,
and easy to learn. It has a small number of
constructs, everything is composable with each
other, and there are little/no special rules or
exceptions”

Homoiconicity®
Code as data

» Code can be directly interpreted as data
(ie. as language built-in structures), and
inversely, data can be executed as code

+ “Language feels magical and self-referential”
+ “I can easily generate programs or do
program analysis written in that language”

Design independence®
Inspired by X
Designed from scratch

> Language design is “inspired” by other
languages, or it is a continuation of
“language family”

+ “If the language is inspired by X, and X
wasn’t bad, then the new one is going to be at
least as good as its predecessor(s)”

+ “If a language designed from scratch, it is
probably fresh and ambitious enough to give a
good “punch” to others”

Language Definition

Specification’

» Language has a normative Specification
with a complete in-/semi-/formal definition
of its form (syntax) and behaviour
(semantics)

» Specification includes the specification of
standard library

— “If specification is too big, the language is
probably over-complicated to hold in one’s
programmer head and so, difficult to learn”

+ “If specification is simple/short, the language
can be probably easily re-implemented or
ported to new architectures”

Standardization®
Standardized

» Specification is based on the consensus of
different parties that may include firms,
interest groups, standards organizations or
governments

+ “It is good that I can have independent
compilers for the same code base and switch
them if there is performance or development
stagnating issues”

— “Language has become huge, bulky and
slow-moving because its design is now
dispatched to (big) standardization committee
rather than (small group of) individual(s)”

Formal syntax’

» Specification includes the formal
grammar of language syntax (normally in
EBNF)

+ “I can use it to write a parser for language
analysis or as a basis for its reference
implementation”

Formal semantics'

» Specification includes the definition of

+ “Behaviour of my programs can be verified

Formalized language semantics in some theory or with mathematical rigour”
formal system (eg. Set theory + First-order |+ “Language can be used for mission- and
logic, Category theory, etc.) safety-critical software systems”
Language Origin
Origin® » Language was born as an academic, — “If the language was born in academia,
Came from X industry, or a hobby project probably it is not well suited for the real
industrial software development”
+ “If the language was born in industry, it |+ “If it was born in academia, it is well-
is probably battle-tested, pragmatic, and  |designed, has a mathematical rigour, formally
understandable by a normal human being” |defined behaviour, and potentially verifiable
programs”
Author® » Author name(s) who designed, + “If the author is well-known

Designed by X

implemented or gave rebirth to the
language

developer/researcher, then the language should
be well-designed too”

Initial purpose®
Designed for X

» The problem domain the language was
originally(historically) designed for

+ “If the language was created for X, then it
should probably do it well”

Age°®
Developed since X

» Date or N of years from the first release
or exposition

+ If the language is developed over many
years, then it must be mature, has
comprehensive documentation, and vast
infrastructure”

— “If the language is too old, then it is slow
developed, its design overloaded with special
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cases and exceptions, and it is overall
conservative towards new advancements”
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Annorammsi. Co3gaHue HOBBIX MOKOJEHHH AaBTOHOMHBIX POOOTOTEXHHYECKHX KOMIUIEKCOB, CHCTEM
pacro3HaBaHUs ¥ CHCTEM TEXHHYECKOTO 3PEHHS B LIEJIOM HEBO3MOXKHO 03 MCIIOIb30BaHHS COBPEMEHHBIX
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CYHIECTBYIOIIUX M TEPCHEKTHBHBIX MHUKpomporeccopax "Ompopyc". [lokazaHO, YTO MHKPOIPOIECCOPHI
"2np0pyc" MOryT OBITH OCHOBOW OOPTOBOM CHCTEMBbI TEXHHUYECKOTO 3peHus. [lomydeHHBbIE aBTOpamMu
Pe3yabTaThl CBUETEIBCTBYIOT O NMEPCIIEKTHBAX HMIIOPTO3aMEIeHHsI B 00J1aCTH POOOTOTEXHUKH.
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Abstract. The creation of new generations of autonomous robotic complexes, recognition systems and vision
systems in general is impossible without the use of modern computer technologies. This article presents models
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of the robot vision system based on Elbrus microprocessors. Models of detection, classification and
segmentation tasks were developed. The models are based on the number of arithmetic operations required to
perform a forward pass. The models take into account such features of Elbrus microprocessors as: number of
executing devices, pipeline, data pre-pumping, clock frequency, etc. Theoretical and experimental results were
obtained on existing and promising "Elbrus" microprocessors. It is shown that Elbrus microprocessors can be
the basis of an on-board vision system. The results obtained by the authors indicate the prospects of import
substitution in the field of robotics.
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1. BeedeHue

3amaun TEXHUYECKOro 3pEHUs B HACTOsAIIEE BPeMsl SBJIAIOTCS BaXKHbIM HANIPABJICHHEM pa3BUTHA
obOmactu wuckyccTBeHHOro wuHrtewiekta [1]. Co3maHue HOBBIX —IOKOJCHHH aBTOHOMHBIX
poboToTexunueckux kommuiekcoB (PTK), cuctem pacnozHaBaHUsl M CUCTEM TEXHHYECKOTO 3pEHUS
B LIEJIOM HEBO3MOKHO 0€3 UCITOIb30BaHUsI COBPEMEHHOM BBIUUCIUTENBLHOM TeXHUKU. [IpH aTOM 11151
pemnIeHust MoJ0OHOTO Poja 33/1a4 B HACTOSAIIEE BPEeMsI aKTHBHO NPUMEHSAIOTCS U pa3pabaThIBAIOTCS
[2-4] BerMHCHIHMTENBHBIE KOMIUIEKCHI C HCIOJNB30BAHUEM CIICLUAIM3UPOBAHHBIX YCKOPHUTEICH.
Hcnonp30BaHne TakHX yCKOpUTENIEH 0O0YCIOBICHO HECHOCOOHOCThIO MHUKpomporeccopos (MII)
o0mmero Ha3HA4YECHWs PENINTh TAaKWE 3aJadd 3a IIOCTABICHHOE BpPEMs BCIIEACTBHE OOJNBIION
BBIUHCIIUTEIIFHON HAarpy3KH.

Tem He MeHee, TpaHHIA NPUMEHHUMOCTH TaKHX CIICHHAIN3UPOBAHHBIX YCKOpUTEIEeH IpH
MIPOCKTUPOBAHUM BBIYHCIUTEIBHBIX KOMIUIEKCOB U pEIICHHS NOJOOHBIX 3adad  4acTo
OIpeseNsieTcs SMIUPHYESCKH, B 0COOCHHOCTH JUIsl BEIYHCIUTENBHEIX KoMiniekcoB (BK) Ha ocHOBe
MII cepun «Dmbpbpyc» [5], mockombKy, B cuiy ocobeHHocTH apxutekTypsl MIT «dmsbpyce» (Very
Long Instruction Word, VLIW), cioxHO M He BCerja BO3MOMKHO OLEHHTH CIIOXHOCTH H
PECYPCOEMKOCTh PEelIeHHsI Ha 06a3e MMEIOIINXCS PelIeHUH MOA0OHBIX 3a/1a4, pEealln30BaHHbIX JUIS
cucteMm ¢ MII apyrux apxurexryp.

OmHMM W3 BaXHBIX M aKTyaJbHBIX HpUMEHEHHH OopToBeIX cucteM ¢ MII cepun «Ompbpyc»
SIBIISIFOTCST OOPTOBBIE BBIYUCIUTENN U CHCTEMBI TEXHMYECKOIO 3peHus. B Xone NMpoBeIEeHHBIX B
MIICT pabot nokazaHo, 9To BbIYMCIUTENN Ha ocHOBe MII cepun «2np0pyc» MOTYT U yCIIEIIHO
HCTIONB3YIOTCS AJIS PELICHUS 3aa4 TEXHUYECKOTO 3PEHHUsS KaK B CEpBEpHOM [6] Tak U B GOPTOBOM
[7] pexxumax. B 2017 rony B MLICT pa3pabotan 1 BHeIpeH OOpPTOBOM BhIUMCIUTENL HA 6aze MIIT
Dp0pyc-4C, obeceunBaIOIUKA JOCTATOYHYIO TPOU3BOIUTEINLHOCTD ISl aBTOHOMHOTO JIBHKEHHUS
poborta Ha ckopocTsax no0 40 km\u. B paGore [8] Obuto 000CHOBaHO, YTO ISl OOECIEUYEHHS
KOPPEKTHOM paboThl Ha TakOH CKOPOCTH JIOCTaTOYHBIM YCIOBHEM SBISIETCS paboTa CHCTEMBI
TEXHUYECKOTO 3PEHHs ¢ IPOU3BOJUTEIHHOCTRIO He MeHee 10 KaapoB B CEKYHIY.

[MosiBnenne HoBbIX MII cepunt «mb0pyc», Takux kKak nbopyc-8CB, 3npopyc-2C3 u Diap6pyc-16C
[9], a Takxke cpeACTB BEIUUCINTENBLHON TEXHUKU Ha UX OCHOBE [ 10] OTKpbIBaeT HOBBIE NEPCIEKTUBEI
nepen paspaborunkamu PTK. Bricokas mpou3BoguTenbHOCTH, obOecrieumBaeMas HOBbIMU MII
cepun «IbOpyc», MO3BOJIMT CO3aBaTh OOPTOBBIE BBIYMCIHMTENBHBIE KOMIUIEKCHI, CIIOCOOHBIC
pewars 3anaun TexHudeckoro 3peHus Ha PTK ¢ ucnonb3oBaHMEM OTEYECTBEHHON IPOrPAMMHO-
anmapaTHoO# miatdopmsl, a nosisieHne MIT « 3np0pycy mecToro moKoIeHHS JOIDKHO eie Oobre
MTOBBICUTB IIPOU3BOAUTENEHOCTD CYIIECTBYIONINX PEIICHHH 1 OTKPBITH BO3MOKHOCTH JJISI PEIICHHS
HOBBIX 33J1a4 B 3TOH o0JyacTu.

OmHMMU 13 CaMBIX YacTHIX 33/1a9 B 00JaCTH TEXHUYECKOTO 3PEHHUS SABISIOTCS 3aa4d CETMEHTAIlNH,
oOHapykeHus U Kiaccuukay o0beKTOB Ha n3o0paxennn. [jiss 0OHapyKeHUsT 00BEKTOB OJJHUM
13 TOMYJISIPHBIX METO/IOB, HaXOMIINX IIHPOKOEe INPUMEHEHHE, sBiseTcss MeTox Buomsi-J[oHca
(Viola—Jones object detection) [11]. Jis pemenus 3amaud KiacCHpHKAlMM, KAk M 3a1ad
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CETMEHTALUHN H300paKEHUH, KaK TPaBHIO, C OOJBIINM YCIIEXOM HCIIOJIB3YIOTCS CBEPTOYHBIC
HEHPOHHBIE CETU Pa3IMUHBIX APXUTEKTYDP.

CrnennanbHble YCKOPHTENN aKTHBHO CO3JAIOTCSA C IIENBI0 YCKOPEHHS PEIICHHS, B TOM YHCIE,
UMEHHO TaKHX 3aJa4, HO B CHIIy JOPOTOBU3HBI, OOJNBIIEH CIOXHOCTH W OTPaHHYCHUH B
HCIIONIb30BaHUHU CHCTEM CO CIICIMAIN3UPOBAHHBIMI YCKOPUTEISIMH BCTAET BOIIPOC 00 ONpENeICHUH
YCIOBHUH, B KOTOPBIX IUIS PEIICHHS pPacCMaTpPHUBAEMBIX 3a7ad JOCTATOYHO HCIOIb30BaTh MII
o011ero Ha3HAYeHHs, HapUMep, U3 psia «DIs0pycy, 0e3 cnenuaibHBIX YCKOpUTEeH.

2. OcobeHHOCMU annapamHo-rnpo2paMMHOLU rniaamgopmbl «AnbL6pyc» ons
peweHusi 3a0a4 MexHU4YeCKo20 3PeHust

Apxutektypa npoueccopoB VLIW sBisiercss anbtepHatuBoit mis apxurektyp OOOSS (Out-Of-
Order SuperScalar), rmaBHBIM OTIHYHAMH KOTOPOH SBISICTCS WMCIOJNB30BAHHE TAK HA3BIBACMBIX
MIMPOKUX KOMaH/I, TO3BOJISIOIINX BBIPA3UTh MapajljieIbHOCTH MHOXKECTBA OTIepalliii B accembiepe,
a TaKXKe WCIOIb30BAHHE ONTUMH3UPYIOMIMX KOMIHIATOPOB [12], mepeymnopsaounBaronmx
KOMaH/IbI BO BpeMsI KOMITWJISALIN TIPOTPaMMBI, a HE BO BPEMsI €€ BBIITOTHEHHS.
Kommumsarop mis VLIW o6nanaeT ropaso O0MbIIMM OKHOM OIIEpaIuil 11 epeMeInBaHus, YeM
uMeeTcsl Ha dTane ucnoyiHeHus y ammaparypbl OOOSS. DTo mo3BosiseT B HEKOTOPBIX CIIydasx
JydIlIe BBISBIISTH HE3aBHCUMBIE OTIEPAINH IS MX IapauIeNIbHOTO HenonHeHus. C Apyroi cTopoHsl,
OOOSS o0namaer HOMONMHUATENFHOW HWH(pOpMAIME O mapajuleln3Me, IOCTYITHOM B JIWHAMHUKE
UCIIOJIHEHUS, HallpUMep, 3HAYCHHS aJpPECOB ONEPallid YTCHHS M 3alUCH. DTO MO3BOJSET JIydIle
BBISIBIIATH NMAapaJuIENU3M B HEKOTOPBIX IPYTUX CUTYAITHSX.
Tupokne komanasl B MII cepunt «mp0pyc» coaepxkaT HaOOp 3MEMEHTApHBIX OTepanuii, KOTOpHIE
MOXHO 3allyCTHTh HA MHCIOJHCHHE B OJHOM IIPOIECCOPHOM TakTe. JIis IIMPOKMX KOMAaHI
IpoLEeccopoB «IBOPYC» € CHUCTEMOI KOMaHJ BEpCHUHM HE HIDKE 4 MOCTYHMHBI 6 apu(METHKO-
JOTUYECKUX YCTpoHCTB (AJIY), moanepKMBaroOmIMX OIEpPalMd C BEIICCTBCHHBIMH UYHCIAMH,
YCTPOHCTBO TMepegadd yIpaBieHus, 3 ycTpoiflctBa s paboTel ¢ mpegukaTamu, 6
KBATH(DHUIHPYIOMNX IPEAUKATOB, 4 yCTPONHCTBA A1 KOMAHI aCHHXPOHHOTO YTeHHA TaHHBIX — APB
(Array Prefetch Buffer), 4 32x-6uTHbIX nuTepana Juisi XpaHeHUsS] KOHCTaHTHBIX 3HaueHnit — LIT.
CocraB mupoKkoi KoMaH/ bl npeacTasieH Ha puc. 1 [13].

Int, FP, Vect, LD, Cmp | Int, FP, Vect, LD, Cmp

Int, FP, Vect, Cmp | Int, FP, Vect, Cmp
Int, LD, ST, FP* Int, LD, 8T, Div/Sqrt, FP*
PL PL PL
ap oP ap =2 aF oF

uTa:2 uTaz | T3z uT3z

Puc. 1. Ilapx ycmpoticme wupoxou komanovt MII « dnvopycy

Fig. 1. The list of devices of the wide command of MP "Elbrus"
Snpo momaepkuBaeT OOJNBIIOE KOJMYECTBO Omepamuii — 25 B CKasIpHOM W 41 B BEKTOPHOM
pexumax. Takxe CTOUT OoTMeTHTh, 4To AJIY B cocraBe sAapa MOAJEPKUBAIOT BBIIOIHEHUE
3aleIJICHHBIX JpPYyr 3a JpYyroM oOlepanuii B KadecTBE OJIHOM TpexapryMEHTHOM olepaiuu,
HanpuMep, onepanmu Buga a * b + c. [Ipu 3ToM MpoMeKyTOUHBIH pe3ysIbTaT MEePBOi ONEpaIuy He
3aMMCBIBAETCS B PETHCTP, a Cpa3y HCHOJIB3yeTCs B KadecTBE apryMeHTa BTOpOii oneparuu. Hammaue
TAKOM OTEPAINH SBISIETCS BAYKHBIM IIPH pab0oTe CO CBEPTOYHBIMU HEHPOHHBIMH CETSMH, B KOTOPBIX
Takasi KOMOMHAIIMS ONepanuii BIseTcs OCHOBOIIOJAraoniel /Uit paboThl BCETO aJlrOpUTMa.
Apxutexrypa «mp0pyc» BKIIOYAET B ce0st MHOTHE PEIIeHIsI, KOTOPBIE 00eCIeYnBAIOT yIydIlIeHHE
MPOU3BOJUTENEHOCTH IIPH PadOTE CO CBEPTOYHBIMU HEHPOHHBIMH CETSIMH, B TOM YHCIIE:

e KOHBeiiepm3amusg IMKIOB TMO3BOJISIET HambOomee dGGEKTUBHO HWCHONHATH LHKIBL C
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HE3aBUCUMBIMHU (wm c1ab0  3aBUCHMBIMH) HTEPAISIMH; B MIPOrPaMMHO-
KOHBEHEPH3UPOBAHHOM IIMKJIE MOCJIEI0BATENIbHBIC UTEPA[MH BBIIOIHIIOTCS C HAJOKEHHEM -
OHA WIIM HECKOJBKO CICAYIOIUX WTepalliii HAYMHAIOT BBIMOJNHITHCS paHbIIE, YeM
3aKaHYMBACTCS TEKYIIAs;

e  METOJBI NIPEIBAPUTENBHONW IOAKAYKH IJAHHBIX — B TOM YHCIE YCTPOICTBO aCHHXPOHHOM
noakauku maccuBoB APB; ycTpoilcTBO mnpumeHsieTcst AJii AaCHHXPOHHOW NpeAnogKadKu
HEOOXOANMBIX 3JIEMEHTOB MACCHBa 3apaHee Iepe]] MCHOIb30BAHUEM, YTO YCKOPSIET IPOLEce
oOpareHus B maMsTh BO BPEMsI HCIIOTHEHHS TPOTPaMMBI M YMEHBIIIAET BpeMsI €€ paboThI Aenas
6onee 3 dexTuBHOM paboTy mpu GonbIIoM KonmmdecTBe urepanuii; APB ocobeHHO akTyanpHO
npu paboTe cO CBEPTOYHBIMH HEHPOHHBIMU CETSMH, HampuMep, Ui 3abiaroBpeMeHHOU
TIOJIKAYKH OYepEeTHOM MOPIHMU BECOBBIX KO3 (HUIMEHTOB (S1ep CBEPTOK).

Taxoke A1 ONTUMH3ALUK BBIIOJIHEHUS! KOMaH/l PUMEHSIOTCSI TaKWe TEXHUKH, Kak unroll&fuse

(unroll&jam) [14], npuMeHsieMble KOMITUISITOPOM JIJIsI IOTIBITKH Pa3BEPHYTh U CIIUTh BBITIOTHEHHE

LUKJIAa TaM, IJie 9TO BO3MOXKHO. [Ipu 3TOM pa3BepThIBaHHE IMKJA TOBTOPSET TEIO HECKOJIBKUX

LUKIOB U OOBEAMHSIET HEOOXOIUMBIE MTEpallMd B OIWH Pa3BEpPHYTHIH LUKI. Vcrmosb3oBaHue

00BEMHEHHOT0 [IUKJIA MOXKET CBECTH K MUHUMYMY HE00XOJMMO€ KOJIMUECTBO UTEPAIIM M CHU3UTh

4acTOTY IPOMaxoB B K31, YTO aKTyaJbHO MPH OOJBLINX 00beMax IMapaMeTpoB-BECOB HEHPOHHBIX

CeTel.

Kpome apXuUTEeKTypHBIX pelieHnii 1 Mexanu3moB, it MIT apxurekTypbl «ab0pyc» peaan30BaHbl

U MOPTHPOBAHBI MPOTPAaMMHBIC pelieHus 1 OUONIHOTEekH, B uX dncie oubmmoreka EML — Elbrus

Media Library, BpICOKOIPOHM3BOIWUTENbHAS MaTeMaTH4eCKas W MyJbTHMeIWiHas OuOiInoTeKa,

mpencTaBisiomas w3 cebss Habop pa3sHOOOpasHBIX (YHKIUI 11 0OpaOGOTKH CHTHAJIOB,

n300paXeHUH, BHIEO, MaTeMaTHUECKHX BbIUMCIeHUH. bnaromaps sddextuBHON peanmzanmn
6nbmorekn EML, Ha HEKOTOpBIX 3ajadax C MAaTpUIAMH C €€ HCIIOJIb30BAHHEM YCKOpPEHHE

cocraBisieT Oomee 20 pa3z mo cpaBHEHHIO C mporeccopoM Intel m mo 85 pa3 mo cpaBHEHHIO C

nporeccopoM «bOpyc» Oe3 ucnosb3oBanus cubmmorexu EML [15].

Bubnmorexa EML conmepuT B CBOEM COCTaBE Pa3/Ienbl:
o Core — w1 pabOTHI C TAMSATHIO,
e \ector — ot paboOTHI C BEKTOPaMHU;

e Algebra — pa3nen nuHelHOM anreOpsl BKIFOYAIOIINHA TAKETHI s paboThI ¢ MATPULAMH U
BekTopamu BLAS 1, BLAS 2, BLAS 3, LAPACK.
Ot0 no3BossAeT 3p(HEeKTUBHO BHIIOIHATH ONEpaliuy JINHEHHOH alreOphl, B TOM YHCIIE C MATPULIAMH,
YTO HEOOXOAMMO MPH paboTe CO CBEPTOYHBIMH HEMPOHHBIMU CETAMHU.
Kpome 6ubmuorekn EML, mis MIT apxurektypsl «Das0pyc» moptupoBana oudimorexka Opency
3.2.0. B HacTosimee BpeMs HaXOIUTCS Ha 3aBeplIalolieM jTane padora MO MOPTHPOBAHUIO IS
apXUTEKTypel «IIp0Opyc» akTyampHOW Bepcun Oumbmmorekum OpenCV 4.5.2, xotopas Taxxke
BKITIO9aeT B ceOst Moaynu Opencv_dnn amst paboTsl ¢ TITyOOKMMH HEHPOHHBIMU CETAMHU.
Ha 3aBepmatomem srtare NOpTHPOBaHUS HAaXOIWTCS (peHMBOpPK Juii pabOThl C MAIIMHHBIM
oOydenuem PyTorch nns sseika Python. ®peiimBopk PyTorch sBnsiercst omHuM M3 cambIxX
MOMYJIAPHBIX B MUPE M aKTUBHO NPUMEHSETCS, B TOM YHCIIe, JUIsl PELIeHUs 3a/lad ¢ NPUMEHEHHUEM
CBEPTOYHBIX HEHPOHHBIX CEeTel pa3nuYHBIX apXUTeKTyp. biaromaps ero Hammumio, juist MII
APXHUTEKTYpBl «DIbOPYC» CTAHOBUTCS BO3MOXKHBIM HCIOJIB30BaHME CYIIECTBYIOIINX PELICHUH
3a7ad, a TakkKe CO3JaHNe YHUBEPCAIbHBIX PEIICHUH U pa3UUHBIX apXUTEKTYp Ha ero 6ase.
Kpome Toro, st apxXurekTypbl «Oiap0pyc» 3aKOHYEHA CTaJusl MPAKTHYECKOTO TECTHPOBAHMS
oTedecTBeHHOro (perimdopka st 00ydeHHs U paboOThl C TIIyOOKMMH HEHPOHHBIMH CETSIMH —
wiatpopma T'HC [16]. Ilnardopma mnpencraBmser coOOH KIMEHT-CEPBEPHOE MPUIIOKECHUE,
MTO3BOJISIOIIEE TOJB30BaTENIM paboTaTh ¢ I(PGEKTHBHBIME peaTH3alsIMA HEHPOHHBIX CeTeH
pasnuIHbIX apXUTEeKTyp. COBMECTHO ¢ MmaaTgopMoil pa3paOOTIMKOM TOCTaBISIETCS] OMOIMOTEKA,
YUYHMTBIBAIOIIAS APXUTEKTYPHBIE OCOOEHHOCTH ITPOLIECCOPOB ceMecTBa «DIIBOPYCH.
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TakuM 00pa3oM, OOJNBIION MapK BBEIYUCIUTEILHBIX YCTpoicTB (AJIY) B cocTaBe ImpoleccopoB
«IB0OpyCy», GONBIIOE KOJIMIECTBO ONEPAIM — 25 B CKaJISpHOM U 41 M BEKTOPHOM pexumax [17]
3a TakT Ha Oo#HO AApo (B OmpOpyc-8C), Takme MEXaHHM3MBI, KaK IpeaBapUTeNIbHAs IMOIKAYKa
JIAaHHBIX, BO3MOXKHOCTD BBITIOJIHATH COBMEILICHHBIE OTepaliiy 1 3¢ GpekTuBHas paboTta ¢ MaTpuIamu,
a Taroke 0oJplIoe KomuuecTBo siaep MIT 1aroT BO3MOXKHOCTB ITOCTaBHUTh MPOLECCOPHI «IIB0PYyC)» B
psAA MeXIy mporeccopaMd OOIIero Ha3HauYeHHs M CHEHUAIM3MPOBAHHBIMH MPOLIECCOPAMH,
ucnons3ytomumu  SIMD-uHCTpyKIMH. A Hajau4yMe ONTUMM3UPOBAHHBIX OMONHMOTEK W
¢peiiMBopkoB, obecneunBatomux 3ddexTBHYyI0 paboTy ¢ MaTpulaMHd W JIPYTUMHA
MaTeMaTHYeCKUMHU BBIYUCICHUSIMH B COBOKYITHOCTH C OOJBILION CTENEHBIO MapauleIbHOCTH
MHOTHX 3a/ad, oOecHeYnMBaromnX (YHKIMOHUPOBAHHE CHCTEM TEXHHYSCKOTO 3PEHHMS, NaloT
OCHOBAaHHE IIOJlaraTh, YTO 3aJa4ll MOHOOHOTO Kiacca MOryT 3((EeKTHBHO pemaTbecs Hu
UCIIOIb30BaHueM coBpeMeHHbBIX MII cepun «2ab0pycy.

3. Modenb 3ada4yu o6HapyxeHusi

AJITOPUTMBI BBIICJICHUSI U paclo3HaBaHUs 00pa3soB Ha M300pa)KCHHH, pabOTarolIMe Ha OCHOBE
JepeBa KIaCCU(PUKATOPOB, CIOCOOHBI 3((EKTHBHO OOHAPYKUTh HAa H300pa’keHHH OOBEKTHI,
COBIAJAIONINE IO CBOMM CBOMCTBaM, HampuMep, (GopMmMe W IBETy, C 3apaHee 3aJaHHBIMH
HPOrpaMMHUCTOM 00beKTaMH. TakiuM 00pa3oM, 3TH AITOPUTMBI MOTYT UCIIOIB30BATHCS IS TOUCKA
3apaHee W3BECTHBIX OOBEKTOB Ha un300paxeHHdn. OZHUM H3 Hauboyiee PacIpOCTPaHEHHBIX
NOAOOHBIX AJITOPUTMOB SIBIISIETCSl alroput™ Buosbi-/[koHca.

OCHOBHBIMH OTIEPALMSAMH IIPH paboTe aIrOpUTMa SIBISIFOTCS OIEPalliid YMHOXKCHUS M CIIOXKCHUSL.
[IponsBecTH OLCHKY KOJHWYECTBA BBINONHACMBIX OIEpalMii CIOXKEHHS M yMHOXeHUS S U M
COOTBETCTBEHHO, MOJKHO COTTIacHO (hopMyIe:

AxB w* h \? ul
o= (en) e
i=0

*
2
wxh*s Wy * hg

rre A — mmpHHAa BXOXHOTO M300paxeHHs, A — BBICOTa BXOJHOTO M300pakeHMs, W — IIMPHHA
MOMCKOBOT'O OKHA, h — BBICOTA IMOUCKOBOTO OKHA, W, — LIMpHHA 0a30BOr0 MOMCKOBOTO OKHA, hy —
BBICOTa 0a30BOT0 MOMCKOBOT'O OKHA, S — OTHOCHUTENBHBIN pa3Mep Iara MOMCKOBOTO OKHa, S; —
pe3yabTar i-ro Kiaccu(huKaTopa, mpecTaBIeHHbIH 3HadeHussME 0 U | IPU OTCYTCTBUM M HATHYHH
00bEKTa COOTBETCTBEHHO, f; — KOJIMUECTBO IIPH3HAKOB Ha i-M JTane kiaccudpuxaropa N —
KOJIMYECTBO KJIACCH(UKATOPOB B KacKaJe.

[Ipu oleHKE CaMoOro BBIYMCIUTENBHO HArpy)KEHHOIO Cily4as, KOrja Bce KiaccH(UKaTopbl Ha
M300paKeHUH OOHApYKUBAIOT OOBEKT U  TPOBOIATCS BCE BBIUUCICHHUS, KOJIMYECTBO
paccunThIBaEMbIX IPU3HAKOB cocTapisieT Oonee 6000 mis kaxaoro n3 HUX. [Ipu oneHKe camoro
BBIYHMCIINTEIFHO HEHArPYXEHHOTO Ciydasi, KOrja Bce KJIACCH(HUKATOPBHl OTOPACHIBAIOT OKHO Ha
HNEPBOM J3Tale, W OCTaHABIUBAIOT JaJbHEHIINE BBIYMCIECHHS, KOJIUYECTBO pPACCUMTAHHBIX
MPU3HAKOB cocTaBisieT 10 s KaKA0To U3 HUX.

Jns m3o6pakenust pazmepom 1280x720 nmkceseil TeopeTHueckasi ONEHKA MPOU3BOIUTEIBHOCTH
coctaBiseTr ot 1,7 xazpa B cekyHIy B HauOoiee HarpyxeHHOM H Jio 1100 kaxpoB B HamMeHee
Harpy>KeHHOM Cily4asix. B JefiCTBUTEIBHOCTH, 32 CUET KacKa/JHOH apXUTEKTyphl KilacCu(pHKaTopa
KOJINYECTBO BBINOJHAEMBIX ONEpalii 3HAUUTEIBHO BapbUPYETCA B 3aBUCHUMOCTU OT COAEPKaHUS
n3o0pakeHusi.  BenencTtBue  O4YeHb  IIMPOKOTO — JMana3oHa  TEOPETHYECKOM  OLEHKH
MIPOM3BOIUTEIHHOCTH /ISl 00JIee TOYHOM OLEHKH TPEOYIOTCS SKCIIEPUMEHTAIBHbBIE UCCIICTOBAHUS
Ha pa3lUYHbIX BUAEOPAIAX.

Jns MonenupoBanusl 3amaud oOHapy)keHHs ObIIM pa3paboTaHbl MPOTPaMMBbl  OOHApYKEHHS
00BEKTOB B BHJEOMOTOKE C MCIONB30BaHNEM MeTona Buomnsl-/Ixonca. Pa3zpaboTansr porpaMMel
JUTS FICTIONIB30BaHMS Ha TIPOIIECCOPax apXUTEKTYpHI «DIB0pycy», Ha mpoueccopax Intel, a Taxoke mis
WCIIONIB30BaHUs Ha Iporieccopax cemeiictra Intel coBmectHo ¢ Buaeokaproir Nvidia GTX 960 B
KadecTBe yckoputens. IIporpaMMbl HamucaHbl C HCHONBb30BaHMEM si3bika C++, OnbmmoTexn
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OpenCV Bepcum 4.5.2 mis apxurektypbl Intel x86-64 u apxutekTypsl «Qmp0pyc». Takke
HCIIOJIb30BAIMCh HEKOTOphIe HicH, omybOaukoBanHbie B [18, 19]. Jlns BepcuH, HCHOJB3YIOMICH
Buaeokapty Nvidia B kKadecTBE YCKOpPHUTENS, Takxke HCHoib3oBajics (peiimBopk Nvidia CUDA
toolkit Bepcuu 10.0 [20].

B Oubmuorexke OpenCV mpuMeHsuics MOAyls objdetect B BepcHsAX, OpPHEHTHPOBAHHBIX Ha
WCTIOTHEHNE Ha YHUBEPCANBHBIX Mporeccopax Intel  «Dmp0pycy, a Takxke Moayns cudaobjdetect
CoJIeprKallii pea3aliy alrOpUTMOB B QYHKIMI Ha ocHOBe Mojienu porpammupoBanus CUDA,
UCTIONB3YIOIIEH B Ka4eCTBE BBHIUUCIHUTEINS BUICOKApTy. B yka3zaHHBIX MOIYyJIsIX Juisi OOHAapyKeHHs
o0bekToB ucnonb3oBaics kiacc CascadeClassifier, B ToM 4mcie, MeTOA J3TOro Kiacca
detectMultiScale, npumenstomuii anroputm Buosbl-/IxoHca K M300paKEHHIO M BBITIOIHSIOIIUI
oOHapykeHHe OOBEKTOB pasHBIX pa3MepoB Ha H300pakeHHMU. PesyiapraToM pabOTHl MeTOAa
SIBISIETCSI CIIUCOK MPSIMOYTOJBHUKOB, 33JaHHBIX KOOPJMHATaMH Ha HCXOJHOM H300paKeHUH |
OTPaHUIMBAIOIINX OOHAPYKCHHBIE OOBEKTHI, €CITH TAKOBBIE HAIILTUCh.

[Tpu pa3paboTke MporpaMMHON MOJENH /sl OUEHKU 3((GEKTUBHOCTH PELICHUS OBUTH POBEACHBI
TECTBI JIJIS PA3IMYHBIX Pa3MEPOB CKOJB3SIINX OKOH C Pa3IMYHBIM COOTHOIIEHHEM CTOPOH, B TOM
qucie, KBaApaTHBIX. B pesynbraTe Uil JanbHEHWIIMX 3KCICPUMEHTOB OBUIM BHIOpaHBI OKHA
Pa3JIMYHBIX Pa3MEPOB C COOTHOLIEHUEM CTOPOH 23:28, KaK Jaroliye HaWIyqllui pe3ynbTat. Takxke
OBUTH TPOTECTHPOBAHBI KACKaJHBIE KIACCH(UKATOPHI C PA3IMYHBIMH HaOOpaMu IIPHU3HAKOB, B
pesympraTe  dero Obutm  BEIOpaHBI — KiaccupukaTopel  haarcascade frontalface alt
cuda_haarcascade frontalface alt mns peammsamum Ha yHHBEpPCAJHHOM MpoIlecCOpe MU C
ucnons3oBanueM CUDA coOTBETCTBEHHO.

4. Modenb 3ada4u Knaccugukayuu

Cpenn apXuUTEKTyp CBEpTOUYHBIX HEHPOHHBIX CeTeH, MAOIINX XOPOIINN pe3yibTaT top 5 accuracy
(6o1ee 92%) na copesHoBanuu ImageNet [21], siBnstrorest cett VGG16 1 VGG19 [22]. Kpome Toro,
CBEPTOYHAS 9aCTh ITHX ceTel, B ocodeHHocTr VGG 16, 9acTo uemoap3yeTcs Uit IpeABapUTeIbHOM
obpabotku (feature detector) mis BbIIeIEHHS PU3HAKOB, KOTOPHIE B AAIbHEWUIIIEM UCIIOIB3YIOTCS
B IPYTUX NPHIOKECHUIX.

st TeopeTHueckoro OOOCHOBAaHHSI BPEMEHM BBINIOJHEHHS BBIYHCICHUH HEWPOHHOW CeTH ¢
apxutektypoit  VGG16 m VGG19, nHa mnpumepe MII cepun «3Bnpbpyc», paspaboraHa
MaTeMaTuyuecKasi MOJIeNIb BEIYMCIICHHUH, YYUTBIBAIOIIAS KOJIMUECTBO ONEpalnii, TPOM3BOAUMBIX IIPH
pacyerax cetu. B Tabn. 1 npencraBieHo HEOOXOAMMOE KOJMYECTBO MApaMeTPOB U UX 00beM, a
TaKKe KOJMYECTBO M THUI HEOOXOAMMBIX ONEpaluil NpU BBIMOJHEHHH OCHOBHBIX pPacyeroB JUIs
VGG19 u VGG16. Crnou, nomeuyeHusle (*), He Bxoaat B VGG16.

Tabn. 1. Konuuecmso napamempos u onepayuti ons croee cemu VGG19 (VGG16)
Table 1. Number of parameters and operations for network layers VGG19 (VGG16)

Ne Pa3sMepHOCTb KOJIMYeCTBO | KOJUYECTBO | KOJMYECTBO | KOJMYECTBO
cn(;n cJioit BXoAa YMHOKeHH i CJI0KeHH i CpaBHeHUl | mMapamMeTpoB
1 B r B cJI0e B cJI0€ B cJI0e B clioe
1 conv3-64 | 224 | 224 3 89915392 86704128 0 1792
2 conv3-64 | 224 | 224 64 1852899328 1849688064 0 36928
pool2 224 | 224 64 0 0 2408448 0
3 conv3-128 | 112 | 112 64 926449664 924844032 0 73856
4 conv3-128 | 112 | 112 128 1851293696 1849688064 0 147584
pool2 112 | 112 128 0 0 1204224 65664
5 conv3-256 | 56 56 128 925646848 924844032 0 295168
6 conv3-256 | 56 56 256 1850490880 1849688064 0 590080
7 conv3-256 | 56 56 256 1850490880 1849688064 0 590080
8(*) | conv3-256 | 56 56 256 1850490880 1849688064 0 590080
pool2 56 56 256 0 0 602112 0
9 conv3-512 | 28 28 256 925245440 924844032 0 1180160
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10 | conv3-512 | 28 28 512 1850089472 | 1849688064 0 2359808
11 | conv3-512 | 28 28 512 1850089472 | 1849688064 0 2359808
12(*) | conv3-512 | 28 28 512 1850089472 | 1849688064 0 2359808
pool2 28 28 512 0 0 301056 0
13 | conv3-512 | 14 14 512 462522368 462422016 0 2359808
14 | conv3-512 | 14 14 512 462522368 462422016 0 2359808
15 |conv3-512 | 14 14 512 462522368 462422016 0 2359808
16(*) | conv3-512 | 14 14 512 462522368 462422016 0 2359808
pool2 14 14 512 0 0 75264 0
17 fc4096 1 1 25088 | 102760448 102760448 0 102764544
18 fc4096 1 1 4096 16777216 16777216 0 16781312
19 fc1000 1 1 4096 4096000 4096000 0 4097000
Bcero VGG19 19646914560 | 19632062464 4290048 143732904
Bcero VGG16 15483811840 | 15470264320 4591104 138423208

B tabn. 2 mpencTaBieHsl 3HaUCHUS TEOPETHUCCKOH OICHKH BPEMEHHU BBHIITOJITHCHUS PACUETOB CETEH
(inference) mpu paccMOTpeHMH WICANBHONW MOJEIH MPOLECCOPOB, B KOTOPOH OTCYTCTBYIOT
3alIepXKKU 1O MAMSTH, JTUTEITFHOCTh BBIYMCICHAN OTPaHUYMBACTCS JIUIIL CKOPOCTBIO PabOTHI H
cTeneHblo KoHBeepuzauuu AJIY. B nelicTBUTENbHOCTH, IPU HATMUUU HE U/I€aIbHOCTHU MPOLIECCOB
BEIUYUCIICHUS W CYMISCTBYIOIIMX TIIOTEPh, a TakXKe OrPaHMUYECHHOTO pa3Mepa KIII-MAMSITH
UCIIONb30BaHUE MEXaHH3Ma MpEeANoAKayKd, peanu3zoBaHHoro B MII cepun «Dapbpyc» [23]
MexanusmMa APB, a Tawke »3ddexTHBHasS peanusals yYMHOXKCHHUS MaTpUIl OJIOKaMH,
ucnonb3oBanue cxembl unroll and fuse u Bo3aMoskHOCTH AJIY BBIMONHATH 3allCTNICHHBIC OMEPAIlHH
YMHOXKEHHUS U CJIOKCHUS MO3BOJIIIOT IMOIYYUTh CKOPOCTh MPEIINOIKAYKK, 00CCICUNBAIONIYIO Ha
~90% 3¢ dexruBHyto 3arpyxerHnocts AJIY. BpeMms BoinosiHeHus: T B 3TOM Cilydae MOYKHO OICHHUTH,
Kak:
(Nu+ Nm+ Ns+ Nc) R xk

r= FxCxAxS '
rae Nu — KonuuecTBO COBMEUIEHHBIX onepauuit, Nm, Ns u N¢ — KOJIM4eCTBO OTACNIbHBIX ONeparuit
YMHOXKEHUS, CJIOKEHHUS U CPABHEHUSI COOTBETCTBEHHO, R — Pa3psAHOCTh dnce, K — K03 QUIIMEeHT
a¢dexTrBHOCTH, F — TakTOBas yacToTa mpoieccopa, C — KOJIUYECTBO siep, A — konuuecto AJTY
srovaroniux FPU (Floating Point Unit), S — paspsiarocts FPU.
Tabn. 2. Teopemuyeckoe epems guinoanenus eviuucienuti 0ns cemei VGG16 u VGG19 na MII «Qnvbpycy
Table 2. Theoretical execution time for VGG16 and VGG19 networks on MP «Elbrusy
VGG16 VGG19

KOJIUYECTBO
COBMEIIICH-
HBIX Orepa-

i * +
KOJHYECTBO
onepanuii *
KOJHYECTBO
onepanuii +
KOJIMYECTBO

onepanuin <>

15470264320 19632062464

13547520 14852096

0 0

4290048 4591104

Dnpbpyc-
8C

Dnpopyc-
8CB

Dnbbpyc-
16C

Dpbpyc-
2C3

Dnpbpyc-
8C

Dnpbpyc-
8CB

Dnpbpyc-
16C

Dnbopyc-

Ipoleccop 2C3

pacueTHOe
BpeMs
pacuera
PSIMOTO
mpoxoja

(mc)

137,9 59,7 22,4 179,2 174,9 75,8 28,4 2274
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pacdetHoe
KOJIMYCCTBO
KaJapoB B
CEeKyHY
Jist MonenupoBaHMs 3a1aud Kiaccudukanuy ObUIM pa3paboTaHbl MPOTPaMMBI, PealIU3YIOIIUe
BBIYMCIICHUS HEHPOHHBIX CETEH pas3IW4HBIX apxuTekTyp. s 3amadm  KinaccupuKanuu ¢
UCIIONIb30BAaHUEM apXUTEKTypbl HelipoHHoit cetm VGG16 Obuim pa3paboTaHbl ClEAyOLIHE
NpOrpaMMbl: yHUBepcallbHasi TporpamMa Ha si3pike C 0e3 BHEIIHMX M apXHUTEKTYPHBIX
3aBUCHMOCTEH, mporpamma Ha sizbike Python 3 ¢ wucmosb3oBaHueM (peiiMBOpKa MaIIMHHOTO
o0y4eHust ¢ OTKpBHITHIM KojoM PyTorch juisi BelumMceHMI Ha YHHBEpCAIBHBIX IPOLECCOpaxX H
Bugeokaptel Nvidia GTX 960 B kauectBe yckoputens. Takxke pa3paboTaHa mporpaMma c
ucnonb3oBanueM wiarpopmel ['HC paspaborkn 'ocHUMAC B koTopoil ObLIM peann3oBaHbI
BEIUMCIICHUSI HEHpOHHBIX ceTed apxuTekTypel VGG19, a Takke HEKOTOPBIX JpPYruX
pacIpocTpaHEeHHbBIX apXUTEKTyp. IIpu peann3amuy MporpaMM HCIOJIB30BATNCH HEKOTOPHIE HICH,
omy6inkoBaHHbie B [17, 24].

YHuBepcanbHas porpaMma Ha si3plke C 0CyIECTBIISICT BEIYUCICHH IPSIMOTO Tipoxoa (inference)
HelipoHHOW cetn apxutektypel VGG16 mnsa m3oOpaxkenuit pazmepom 224 x 224 x 3. Jlna
peanm3anyM BEpCHM TpOrpaMMbl Ha s3blke C OBUIM HCIOJIB30BAHBI TOJIBKO CTaHAAPTHBIC
OnONMMOTEKN M3 cocTaBa s3bIKa HporpamMmupoBaHust C 0e3 apXUTEKTYPHBIX 3aBUCHMOCTEH, B
pe3ynbTaTe 4ero nporpaMma MpuroiHa A7l BEIYHCICHUH HAa YHHBEPCAIBHBIX MPOIECCOPaX Pa3HBIX
ApPXHUTEKTYp, T.€. SIBJSIETCS MOJIHOCTBIO KpocciuiaThopMeHHor. Takke ObUIM UCIIONB30BaHbI (aii
npenoOy4YeHHBIX BECOB HEHPOHHOM ceTH ¢ copeBHoBaHMi ImageNet u aiin pacmdpoBku
knaccoB. Kiaccugukanus soimonnsiercst cpeau 1000 kmaccoB copeBHoBaHuii ImageNet. Ilpu
peanu3alMyu MPOrpaMMbl, BBUAY OTCYTCTBHS HCIIOJIB30BAaHMS apXHUTEKTYPHBIX 3aBHCHMOCTEH
oubnuorekn EML, mo3BOJNAIOMIMX TOJNYYUTh YCKOpEHHE, OBLIO MOJy4eHO Oouibliee Bpems
00paboTKH OTHOTO M300paKEeHHUS, YeM OKHUIATIOCE.

Taxxe OblTa pazpaboTaHa MOEIb 3a7aul KIIacCU(pHUKAIMK ¢ ucnojb3oBanuem [Lnatdopmer-I'HC.
®aiinel 00y4YCHHBIX HEUPOHHBIX cered aist apxuTektyp VGG19, AlexNet, LeNet, ResNetl8,
ResNet50, MobileNetV1 Obun o0yuenst u npepocraBienbsl ['ocHUMAC. ns pabotel ¢
0o0y4eHHbIMH (paiilaMu B KOMIUIEKTE TIOCTaBIIsIeTCsl OMONINOTEeKa, NCIONB3YIoNas apXUTEKTypHBIE
3aBHCUMOCTH.

73 16,7 446 5,6 5,7 13,2 35,2 4,4

5. Modesnb 3a0a4yu ceameHmauyuu

[Mpennoxennas Anamom Ilamke (Adam Paszke) u ap. B pabore [25] apxurekTypa HEHPOHHOM CETH
¢ Ha3BarnmeM ENet Obuta cozmaHa Ui pelIeHUs 3aJadd CETMEHTAMH C MAJBIMH 3aTpaTaMu
BEIYUCITUTENBHBIX pecypcoB. Apxurektypa cetn ENet mpencraiser coOol apXUTEKTypy Kozep-
JIEKOJIep, U ee paboTa JeTUTCs Ha 6 3TAloB, CTPOSIIUXCS U3 OJIOKOB HECKOJIBKUX THITOB — ATO initial
block, asymmetric bottleneck block, upscale bottleneck block, bottleneck block B Tpex BapmanTax,
a Taxoke fullconvolution block.
CornacHo pacueram, Juisi H300pakeHHst pa3MepHOCTbI0 640x360x3 HeoOxommmbl 0a3oBbIe
orepaliy B KOJIMUECTBE, YKka3aHHOM B Tabu. 3. KosmuecTBO yka3aHO B MUJIJIMOHAX OIEpalnii.
Tabn. 3. Konuuecmso 0CHOBHBIX HEOOXO0OUMbBIX Onepayull
Table 3. Number of basic operations required
YMHOXCHUSA CJIOKCHUA CpaBHCHUA JCJICHUA U3BJICUCHUEC KOPHA
2386 2472 58 30 30
Takum oOpazoM, Bcero HeOOXOJMMO OKOJIO 5 MHJUINApAOB Ollepanyii. YUYHUTHIBas BO3MOKHOCTh
BBITIOJTHATS 3alleTIEHHBIE COBMEIICHHBIE OTIEPAINH, a TAK)KE BPEMEHHYIO 3aBHCUMOCTb HEKOTOPBIX
JIaHHBIX, B 00IIEH CIIOKHOCTH Toaydaetcs 3.8 mipy onepanuii [25] u 370 ThicsSy mapamMeTpoB.

AHanoruuHo pacderam s monenm cereir VGG19, VGG16, B Tabm. 4  mpeacTaBieHbI
TEOPETHYCCKHE OLICHKUM BPEMCHH BBIMOJIHEHHS pacyeToB ceTu (inference) mpu paccMOTpEeHUH
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U/lealbHOM MOZETH MPOIECCOPOB, a TAKKE C YUCTOM HE MACAITBHOCTH IPOIECCOB BBIYNCICHUS U
CYIIECTBYIOIIMX IIOTEPh, a TAaKXKE pa3Mepa KIII-NAMSTH, C HCIOJb30BAHHEM MEXaHH3Ma
TpernoaAKadky, peanu3zoBanHoro B MII cepum «Onpbpyc», mexanmsma APB, a takke mpu
3¢ (deKTUBHOM peanu3alii yMHOXKCHHS MaTPHIl OJIOKaMH, UCIIOIb30BaHus cxeMbl unroll and fuse u
BO3MOXKHOCTH AJIY BBINONHATE 3alleIUICHHBIC ONEpalil yMHOXKEHHS M ciioxkeHus. CKOpocTb
NpeANOoAKaYKH B TAKOM CIIy4ae JOCTUTAeT 3HaueHus, obecreunBaromero Ha ~90% 3¢ pekTuBHYyI0
3arpykeHHocTh AJIY. Bpems BeinonHeHus: T B 3TOM cilydyae MOKHO OLEHUTh, KaK:

T_(Nu+Nm+Ns+Nc+Nd+Nq)*R*k

FxC*xAxS ’
rae Nu —KOIH4ecTBO COBMENIEHHEIX onepanunii, Nm, Ns, Nc, Nd u Nq — KOTHIeCTBO OTJEIBHBIX
orepannii YMHOKCHHS, CIOKCHUS, CpaBHEHHS, ACICHUS WM BBIUNCICHHUA KBaJpPAaTHOTO KOPHA
COOTBETCTBEHHO, R — pa3psmHOCTh yucell, k — kodpduuueHt sddexkruBHoctd, F — TakToBas
yacTtoTa mporeccopa, C — koimdectBo sgep, A — konmmdectBo AJIY, Brmouaromux FPU, S —
pazpsaHocTs FPU.

Taxoke B Tabia. 4 mpejcraBieHa olleHKa BpeMeHu i BumeokapTel GTX 960 u BK Nvidia tx1
HCIIONIE3YEMOT0 aBTOpaMu apxuTeKTypsl ENet B cBoux Tecrax.
Tabn. 4. Teopemuueckoe pems blnoIHeHUs gbluucieruil ons cemu ENet
Table 4. Theoretical execution time for the ENet
KOJIMYECTBO COBMELICHHBIX
omeparuii * +
KOJIMYECTBO OTICITBHBIX
omepanuii *
KOJIMYECTBO OTACIBHBIX
onepanui +
KOJIMYECTBO OTACTBHBIX
onepauuii < >
KOJIMYECTBO OTACIBHBIX
omeparuii /
KOJIMYECTBO OTAEIHHBIX
onepanuit V

752

441

1720

58

30

30

Dnbpyc- | Dnsdpyc- Dnpbpyc- | DmasoOpyc- GTX Nvidia

BBLIYUCITUTEND % SCB 16C 2C3 960 X1

TEOPETHYECKOE BPEMSI
pacyera npsiMOTo MPoxXoa 15,6 6,8 2,5 20,3 1,6 7,6
cetH (Mc)
TEOPETHIECKOE KOIHMIECTBO
KaJIpOB B CEKYH/TY

64,0 147,7 393,8 49,2 618,7 131,3

s MmonenupoBaHMS 3aaud  CeTMEHTAllMM M300pakeHHH Obla pa3paboTaHa mporpamma
CeTMEHTALlMH M300pakeHnH C UCTIONIb30BaHUEM HellpoHHOM ceTn apxuTekTypsl ENet. IIporpamma
HalMcaHa C UCTONb30BaHueM si3bika C++, Oubmmotexu OpenCV Bepcuu 4.5.2 i apXUTEKTYPHI
Intel x86-64 wu apxuTekTyphl «DIBOPYCH. Takxke HUCIONB30BANINCh HEKOTOPHIE HJEH,
omyb6rKoBaHHbIe B [26-28].

B O6ubmmoreke OpenCV wucmomb3oBancs Moxayns opencv_dnn st paboTel ¢ TIIyOOKHMH
HEWPOHHBIMH ceTAMH. Takke UCTIONB30BAINCH (aiiiibl BecoB Ipeno0yueHHoi cetn Enet.

6. O6bwas Modesib MexHUYEeCKO20 3PeHUsI po60momexHU4YecKux
KoMnneKcos

Ha ocnose pa3pa60TaHHLIX nmporpamMm Juid 3aja4v O6Hapy>i<eHI/I${, KHaCCI/Iq}I/IKaIII/II/I " CerMEHTallunu

6I)IJ'Ia pa3pa60TaHa €ArHas nporpaMmMHas MOJ¢CIb, 06I>CIII/IHHIOIIIEIH B 0666 BCC YKAa3aHHbIC MOJCIIN,

06IIIYIO nporpamMmy TE€CTUPOBAHUSA, CKPHUIITHL C60pKI/I JJIsL Cmake 1 OpUMEPbl BXOAHBIX HAaHHBIX.

O6n1a$1 MOACJIb HaIllMCaHa Ha A3bIKE python 1 MO3BOJIACT IMPOBECTU 0611166 TECTUPOBAHNUC CUCTCMbI

93



Bocharov N.A., Paramonov N.B., Slavin O.A., Suminov K.A. Mathematical and software models of technical vision tasks of robotic
complexes based on “Elbrus” microprocessors. Trudy ISP RAN/Proc. ISP RAS, vol. 34, issue 6, 2022, pp. 85-100

Ha COOTBETCTBHE HEOOXOAMMBIM ITapaMeTpaM Mpou3BOIUTEIbHOCTH. OOImNi 00beM TeCTHPYIOUICH
CHCTEMBI C IPUMEPAaMH UCXOAHBIX JaHHBIX JUIs nporpamm coctasui 1.5 I'6.

Jliist TecTupoBaHUA pa3paOOTaHHBIX MPOTPAMM MPUMEHSUINCH PA3INYHBIC MIPOIECCOPHI CEMEHNCTBA
«QmpOpycy», B ToM uncie 2, 8 u 16 snepHsii, a Taxoke MIT Intel core 17 2600k, cepseprsie MIT Intel
Xeon 4110 u Xeon e5 2620, Beimycka 2016-2017 roga, 8 snepHsie, 16 TOTOYHBIE U MOOHMIIBHBII
nporieccop Intel core i7-8565U mpomssoacta 2018 roma. B kauecTBe crierl. yCKopuTens Oblia
ucnonb3oBana Buseokapra Nvidia GeForce GTX 960 coBmectro ¢ MIT Intel core 17 2600k.

JIyist IpoBECHUS IKCIIEPUMEHTa ¢ OOHAPYKEHHEM OBl BBIOpaH OAWH BUACOPSI CO CIEIYIOMNMHA
paspemernsamu: 424 x 240, 640 x 360, 854 x 480, 1280 x 720, 1920 x 1080, 2560 x 1440, 3840 x
2160, Take MPOU3BOAMIOCH TECTUPOBAHHUE, M OTIIAJKA Ha BUJCOIIOTOKE C BeO-KaMephl B PEaIbHOM
BPEMECHH.

B kadecTBe BXOJHBIX JaHHBIX JJISI BCEX MPOTPaMM, MOJEIHPYIOIINX BBIYNCICHNS HEHPOHHOH ceTn
¢ apxurektypoir VGGI16, wucmomp3oBamuch wu300pakeHUss u3 0a3pl gaHHBIX ImageNet c
paspemennem 224x224x3. Jlns HepoHHBIX ceTed ¢ apxurekrypamu VGG19, AlexNet, LeNet,
ResNet18, ResNet50, MobileNetV 1 kpome nzodpaskeHuii ¢ paspemieHueM 224x224x3, Takxe ObLTH
HCTIOJIB30BaHBI M300payKeHHs B pazpemeHnn 32x32x3.

Jlist 3amauu cerMeHTalMyd B KayeCcTBE MCXOJHBIX JIAHHBIX OBUIO BHIOpAaHO BHJEO, CHSITOE Ha
BUJICOPETHCTPATOP aBTOMOOWIS W COZAEpIKallee IBHXXCHUE aBTOMOOMJISI IO JOporam oOILIero
NoJIb30BaHus, B pazpeuienun 1280x720 u HaOOpHI KaapoOB, MOJY4YEHHbIE U3 3TOT0 Buaeo. Takke
MIPOM3BOIMIIOCH TECTHPOBAHUE U OTIIaJKa HA BUICOIOTOKE C BeO-KaMephl B pealbHOM BPEMEHHU.
[Tpu MoaenupoBaHuy 331241 0OHAPYKEHUsSI OOBEKTOB B BUACONOTOKE OBLIH MOJYYEHBI PE3YJIbTATHI
MPOM3BOJUTENBHOCTH B 3aBUCHMOCTH OT pa3pelieHHs U300paKeHUs JUIS Pa3IUuHBIX Pa3MepoB
MOUCKOBOro OkHa. Ha puc. 2 mpeacraBineHsl rpadUKv 3aBUCHMOCTH IPOM3BOAUTEIHHOCTH,
BBIPAKCHHOH B KOJHMYECTBE KaJpOB B CEKYHAY OT pa3peIlcHHs BXOJHOTO BHJCOIOTOKA JUIA
BBIYHMCIIATEIBHBIX KOMIUIEKCOB Ha 0a3e pasiIM4HBIX IpomeccopoB, B ToMm umcie i BK,
BKoyaronero yckopurenab GTX 960. PesynbTarsl ipecTaBiaeHbl 715 IOMCKOBOTO OKHA pa3MepoM
92 x 112.

500 cpegHee KONMYECTBO KaApOoB B CeKyHAy

450 ANA 330344 OBHAPYKeEHUA ® Intel core i7 2600k

400 m GTX 960 + intel core i7 2600
350 Elbrus 8C 1200 MHz

m Elbrus 8C 1300 MHz
W Elbrus 2C3
Elbrus 16C

300
250

200

150 Intel Xeon silver 4110
100 Intel Xeon e5 2620 v4
] h Intel i7 8565U
4 J L) e 1. [

424 x 240 640 x 360 854 x 480 1280x 720 1920x 1080 2560x 1440 3840 x 2160
PaspeweHne BXOAHOIO BUAE0NOTOKA

KonuuectBo Kappos B CEKYHAY

v
o

Puc 2. Konuuecmeo kadpos 8 cekyHoy npu peuieHuu 3a0a4u 00HapysHcenus

Fig 2. The number of frames per second when solving the detection problem
U3 mosrydeHHBIX TaHHBIX BHIHO, YTO BCE MPOTECTHPOBAHHBIC MPOLIECCOPHI CEMEUCTBA «DIBOPYCH
crabmwibHO mpeBocxomaT Intel core i7 2600k, B ToM uwmcie AByxXsaepHbI Dmpopyc-2C3. U3
pPe3yNbTAaTOB BHJIHO, YTO Ha MAaJIbIX pa3pelIeHHUSX MHCIIOJIb30BAaHUE COBMECTHO C MPOLIECCOPOM
YCKOpUTENS B BUJIC BUACOKAPTHI HE TOJIBKO HE Ja€T BHIMIPHIIIA 110 BPEMEHH, HO H 00ECIeUYnBacT
XyJIIME pe3ylbTaThl B OTIMYMM OT MCHOJB30BAaHUS TOJBKO MpOLECCOpa, YTO CBSI3aHO C
0COOEHHOCTBIO PACTIPE/ICIICHHBIX BBIYUCIECHUH C UCTIONh30BAHUEM CIEIyCKOPHUTENEH, a UMEHHO, C
JUTATEIEHON W 9aCTOH IePEeChUIKOI MaJleHBKHX JUIS pacyeTa 00beMOB TaHHBIX MEXKITy IIPOLIECCOPOM
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u yckopureneM. OJHAKO CTOWT 3aMETHTh, YTO B XOJE€ MHCCIICIOBAHUS HCIIOJIB30BATIACH
OTHOCHUTEJIFHO YCTapeBIIasi BUICOKApTa, U MPH HCIIOIb30BAHUN COBPEMEHHBIX CIICI[yCKOPHTEICH
tuna Moayis [30], OmBuc [31], Nvidia pasauma B pesynbratax Oyaer oTindaThes. Takxke B Xoze
9KCIIEPUMEHTa YCTAaHOBJICHO, 4TO Dnb0pyc-8C npeBOCXOANT BHIUMCIUTEN Ha ocHOBe Intel core i7
2600k coBmectHO ¢ Buneokaproit GTX 960 Ha pa3pemenunsx BIuioTs 10 854x480, a Ha pa3penieHun
1280x720 3ap6pyc-8C moka3zan pe3yabTar 10 47 KaapoB B CEKYHAY, IpU TOM, 4T0 Diap0pyc-2C3
obecneunBaert 0 18, a Dnmpopyc-16C 1o 57 kaapoB B CeKyHIY, B TO BpeMs Kak Intel core 17 2600 —
BCero okoJio 11 kaapoB, a COBMECTHO C BUACOKAPTOW — 62 Kajpa B CeKyHIy. Dnbopyc-16C mokasan
CpaBHHMMBIH C cepBepHbIMH Tpoueccopamu Intel Xeon pesynbrar Ha OONBIIMX pa3peLICHUSIX
BXOZHOTO BHIEOINOTOKa, a DmpOpyc-8C mokazam orcraBanme ot HuX Ha 10-30% mpm BIBOE
MEHBIIIEM KOJINUECTBE TIOTOKOB.

[Ipu MoxenupoBaHUM 3a7a4k KiacCU(PUKALIMKA N300paKEHUH JJIsl BCEX MPOTrPaMM MOJIEINPOBAHUS
pacdeToB HEWPOHHBIX CETEH W HCIIONB3YEMBIX apXHUTEKTyp HEHPOHHBIX CeTei OBUIM TOJIYYEHBI
3HAYCHHSI BPEMEHHU BHIMONHEHUs. [ mporpammsl peamm3anuu BeraucieHmin ceté VGG16 na
s3pike C OBLIM NONTYy4YeHBI PE3yJIbTAThI, IPEACTaBICHHBIE B Ta0I. 6.

Tabn. 6. Bpems evinonnenus 3adauu kiaccugpuxayuu NVGG16
Table 6. VGG16 classification task execution time

Moonecco anbpyc- Dasdpyc- | Dandpyc- | Intel i7- Intel xeon Intel xeon
poueccop 2C3 ESC E16C 2600k | silver 4110 | e5 2620 v4
OJIHOTIOTOYHBIH 342 56,4 31,3 16,3 15,7 15,7
pexuM (Mc)
MHOTOIIOTOYHBII 187 9 3,6 4.4 1,9 2,5
pexuM (Mc)

Hns peanmzanuu cetu VGG16 na PyTorch nns mporeccopoB u3 cemeiictBa «Onb0pycy ObLn
noJy4eHsl pe3ynbTathl s MIT Dnebpyc-8C. [last mpyrux mpoueccopoB JIMHEHKH Ha TAHHBIH
MOMEHT OTCYTCTBYeT peanmzauusi ¢ppeiimBopka PyTorch. Takxke Obul mojyueH pe3yibTaT IUis
npoueccopa Intel i7 2600k u Intel i7 2600k coBmectHo ¢ yckopurenem Nvidia GTX 960.
PesynbTaThl pezcTaBieHbl B Ta0J. 7, 3HAUSHUS BhIP@XKEHBI B MUJUIMCEKYH/IaX.

Tabruya 7. Bpems evinoanenus 3adauu knaccugpuxayuu VGG16 na Python
Table 7. Execution time of the VGG16 classification task in Python

Intel i7 2600 | Intel i7 2600 + GeForce GTX 960 | Dan6pyc-8C
CpeaHee BpeMs BBIITOJTHEHUS! 327,1 73,6 194,6
cpe/iHee KOJMYEeCTBO KapOB

B CoKyHITy 3,1 13,6 51

s peanusanuu HEWpOHHBIX ceTedl ¢ apxutekrypamu VGG19, AlexNet, LeNet, ResNetlS8,
ResNet50, MobileNetV1 ¢ ucnonszoBanueM miardpopmbl ['HC Obutd mostydeHbl pe3ynbTarhl Ajis
nporeccopa Dnmeopyc-8C. Pe3ynbTaThl MpencTaBieHs! B Ta0II. 8.

Tabn. 8. Bpems evinonnenus 3adaqu kiaccugpuxayuu ¢ niamgopmoi I'HC
Table 8. Time to complete the classification task with the GNS platform

AlexNet | LeNet | ResNetl8 | ResNet34 | ResNet50 | VGG19 | MobileNetV1
BpeMs
BBITIOJTHEHUS 25,1 12,3 40,6 259,2 316,1 266,7 40,6
224x224x3 (mc)
KaapoB B 398 | 812 | 246 3,9 3,2 37 24,6
CeKYHIY
BpeMs
32%32 3 BbIl‘[(()“J';l(—:l)eHl/lfl 52 3,3 18,7 27,0 28,4 16,5 4,0
KaJIpoB B 191,3 | 3015 53,5 37,1 35,2 60,5 252,1
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| | cexymry | | | | | | |

B Tabn. 9 mpencraieHsl pe3ysbTaThl MPOU3BOIUTEIIBHOCTH HEKOTOPBIX HEHPOHHBIX CeTeH uis
BBIYHMCIIATENCH C HCIOJIB30BAHUEM COBPEMEHHBIX YCKOPHUTENEH, MO3BOJISIOINE HPOU3BECTH
oTHOocuTeNbHYIO otteHky [31]. Jlns Bumeokapt ucnons3oBanack CUDA 5.0.05.

IIpu pasaune B konmuectBe spep B 400 pa3 um ux mnpousBogurenbHocTw B 20 pas,
TIPOU3BOIUTEIHLHOCTH HA 3a/1a4e MEHbIIE Bcero B 4 — 15 pas.

Tabn. 9. Cpasnenue npakmuueckux pe3yibmanmos pasiuyHblX blyucIumenei
Table 9. Comparison of practical results of various computers

Boruuciurens | smep C:ﬁz?)s Briif)i[a ALexNet Vng' Reig et- R653 l:llet- Res5 l(\)let-
GTX 1080 | 2560 | 8870 | 052016 | 7.4 798 | 148 248 | 508
Maxwell TN | 3072 | 6140 | 032015 | 76 935 | 171 288 | 563
Pascal Titan X | 3584 | 10160 | 082016 | 53 558 | 101 169 | 350
Sme6pyc-8C | 8 512 | 102018 | 251 | 2667 | 406 | 2592 | 3161

[Ipu MonenmupoBaHUU 3a/1a9¥ CETMEHTANN M300pakeHUH OBUIM MOIYYEHBI PE3yIbTAaThl BpEMEHH
BBITIOJTHEHUS CETMEHTAIIMH BHJIe0 ¢ paspemenueM 1280x720 ans apxutekTypsl cetu ENet.

Cpennee BpeMs BBIIOJIHEHHS Ul OAHOTO Kajpa NpU pa3pelleHUu BXoAa HeHpoHHOU cetu 640 x
360 Ha mporeccope Dmpopyc-8C okazanoch 235 mumncekyHa wid 4.25 kanpa B cekyHay u 310
MWDIHCEKYHI win 3.2 Kampa B cekyHOy i mpormeccopa Intel i7 2600k, mms NVidia TX1
MIPaKTUYECKHUI PE3yNIbTaT cocTaBisieT 69 MuumcekyHa uinu 14.5 kajgpa B cekyHy.

7. 3aknro4yeHue

B xozne manHOTO MCCneoBaHUs pa3paboTaHbl MaTEMaTHIECKHE MOJICIIH BBIYUCIEHUH KaCKaIHOTO
kiaccu(pukaTopa, CBepTOYHBIX HEHPOHHBIX ceTeit ¢ apxurekrypoit VGG16, VGG19, a Taxoke ENet.
ITonyyeHo TeopeTHdeckoe OOOCHOBAaHME MHHHMMAIBHOTO BPEMEHH BBIMOJHEHHS pacyeToB Ha
mporeccopax Onsdpyc-2C3, Dapdpyc-8C, Dapdpyc-8CB u  Dnpbpyc-16C. PaspaboTansr
MpOTpaMMHBIE MOJENH IS peleHus 3aaadil OOHAapyKeHHS OOBEKTOB B BHACONOTOKE C
ucnons3oBanueM OpenCV. Pa3pabotanbl mnporpaMMHBIE MOJENM JJIsl  pelieHds 3agad
kinaccudukauyu ¢ HcHoib3oBaHueM mporpammbl Ha Cu, mporpammbl Ha Python, a takke ¢
ucnone3oBanueM [10 «Ilmardpopma-T'HCy». Pazpaboransl mporpaMMHBIE MOIENW JUIS PEIICHUS
3a[1a4ui CErMEHTAINH C UCIOIb30BaHNEM fA3bIka C++.

IIpoBeneHBl JKCHEPHUMEHTHl 10 OOHApy)XeHHIO OOBEKTOB B BHJCONOTOKE C Pa3IUIHBIM
pa3penieHneM, a TakxKe Mo KilaccupuKaIiy n3o0paxxeHni ¢ paspemrenneM 224 x 224 x 3,32 x 32 x
3 ¥ cerMeHTaNnny H300pakeHuH ¢ BX0oM HerpoHHoM cetr 640 X 360. Pe3ynsTarhl, MOTy4eHHBIC B
XOIe OKCIHEPUMEHTOB, COMNIACYIOTCA C TEOPETHUYECKUMM pe3ylbTaTaMH, OCHOBAaHHBIMU Ha
pa3paboTaHHON MaTeMaTHYECKON MOJIEIH.

B pesynbpTare mpoBeNeHHBIX SKCHEPUMEHTOB MOKA3aHO, YTO HCIIOJIB30BAaHHE MUKPOIPOLIECCOPOB
Dnpopyc-2C3, Dnpbpyc-8C, Dmpdpyc-8CB u Dmpdpyc-16C 0e3 MOMONHUTEIBHBIX YCKOPHUTENEH
obecrieunBaeT J0CTaTOYHYIO IPOU3BOIUTEILHOCTD TP 331a4e 00HApY)KEHHS JUISl UCIIOIb30BAHMS
B OOPTOBBIX BBIYMCIIUTENSX M CUCTEMaX TEXHMYECKOTO 3PEHUS] aBTOHOMHBIX pOOOTOB BILIOTH 110
paspemenus 2560x1440, roe obecrneunBaeTcst 4acToTa oOpaboTku 10 14-15 xaapoB B CEKyHIY.
[Tokazano, uto obecrmedynBaeTCsi MPOU3BOAUTENHHOCTE 0 80 KaJpoB B CEKYHIy Ha 3ajadax
kiaccupukaun n3odpakeHnit 224x224x3 ¢ npumenennem 10 I'ocHUMAC. Takxe moxas3aHa
MIPOU3BOIUTENLHOCTH Tporieccopa DnpOpyc-8C npu penieHny 3a1aqi CeTMEHTAINHA H300pasKeHUH
B 4.3 xazipa B cekyHIy. Ha OCHOBE MOy4eHHBIX Pe3yIbTaTOB 0KUAAEMBIH Ha TPAKTHKE Pe3yabTaT
qutst MIT Dns0pyc-8CB cocrasisier 6osee 10 kafpoB B CeKyHy.
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Beutn  mpogeMOHCTPHUPOBAaHBI  PE3YNBTATBl W MEPCIEKTUBBI  HCIIOJNB30BAHHSA — amllapaTHO-
TIPOTPaAMMHOM TTaTHOPMBI «IIBOPYCH» I PEICHHS 3aad TEXHHYECKOTO 3pEHHS, UTO ITO3BOIIIIO
COIJIacOBATh TPCOOBAHUS K BRIYUCIUTEIISIM MEPCICKTUBHBIX aBTOHOMHBIX POOOTOB.
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AHHOTanmsl. B Hamiell cratbe cpaBHHBaeTCs TOYHOCTh Kiaccuueckoil monenu ResNet-18 ¢ ToyHOCTBIO
moneneit Clipped BagNet-33 u BagNet-33 ¢ coctsa3arensHpIM 00y4eHHEM B Pa3HBIX YCIOBHIX. MBI IPOBEITH
SKCIEPUMEHTHI UIA W300paXKeHUH, aTaKOBAaHHBIX COCTSI3aTEIbHON HAKJICHKOH, B YCIOBUSAX TpaHchopMamuit
m3o0paxkennii. Coctsa3arenbHas HakIeiKa TpencTaBiIsieT W3 cebs HeOOoNbIIylo 00JacTh aTaKyeMoro
N300pakeHNUsI, BHYTPH KOTOPOI 3HAUSHNUS TIMKCeIeil MOKHO HEOTPAaHMIEHHO MEHSTh, YTO MOXKET MOPOXKAATh
OomMOKM B TpeJCKa3aHWM MoOJeNy. TpaHcopMmalyy aTakOBaHHBIX H300paKeHWH B JaHHOI craThbe
MOJENUPYIOT HCKaXXEeHHs, IMOsBIomuecs B (U3MUecKkoM MHpe, KOTAa CMeHa pakypca, MaciTaba WM
OCBEIICHHs M3MEHSET pacro3HaBaeMoe M300paxkeHHe. Hamm sKCIeprMEHTHI T0Ka3bIBAalOT, YTO MOZENU U3
cemeiicTBa BagNet rioxo cripaBnisitoTcs ¢ n300pakeHUsIMH B HU3KOM KauecTBe. Takxke Mbl IPOaHaIN3UPOBAIH
BIMSHHUE pPa3HBIX BHUIOB TpaHC(opMaruii Ha YCTOWYMBOCT MOJENeH K COCTA3aTEIbHBIM aTakaM |
TIEPEHOCHUMOCTD ITHX aTaK.

KinoueBble ci1oBa: coctsa3arenbHasl aTaka, cocTs3aTelbHas Hakielka, apxurekrypa BagNet; coctsazarenbHoe
o0ydeHue; MPOSKTHPYEMbIH TPaTUeHTHBII CITYCK
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Abstract. Our paper compares the accuracy of the vanilla ResNet-18 model with the accuracy of the Clipped
BagNet-33 and BagNet-33 models with adversarial learning under different conditions. We performed
experiments on images attacked by the adversarial sticker under conditions of image transformations. The
adversarial sticker is a small region of the attacked image, inside which the pixel values can be changed
indefinitely, and this can generate errors in the model prediction. The transformations of the attacked images
in this paper simulate the distortions that appear in the physical world when a change in perspective, scale or
lighting changes the image. Our experiments show that models from the BagNet family perform poorly on
images in low quality. We also analyzed the effects of different types of transformations on the models'
robustness to adversarial attacks and the tolerance of these attacks.

Keywords: adversarial attack; adversarial patch; BagNet architecture; adversarial training; projected gradient
descent

For citation: Kurdenkova E.O., Cherepnina M.S., Chistyakova A.S., Arkhipenko K.V. Effect of
transformations on the success of adversarial attacks for Clipped BagNet and ResNet image classifiers. Trudy
ISP RAN/Proc. ISP RAS, vol. 34, issue 6, 2022. pp. 101-116 (in Russian). DOI: 10.15514/ISPRAS-2022-
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1. BeedeHue

[Ipenpiaymue padotsl [1, 2] mokazanu, 4TO HECMOTPS Ha XOPOIIYI CIIOCOOHOCTh COBPEMEHHBIX
HEHPOHHBIX MOJIEJIeH pemaTh 3a/1a4i KOMIBIOTEPHOTO 3PEHNUS, 3TH MOJEIH OCTAIOTCS yA3BUMBIMHU
JUIA aTak 3J0yMBIIIJICHHUKOB. B maHHON cTaThe paccMaTpHBAIOTCA AaTakW COCTA3aTEIbHOM
HaKJIEeHKOM, KOTOpas MpPEeACTaBIseT U3 cedd OrpaHHYEeHHYI0 00JacTh M300pa)KeHUs, K KOTOPOH
MOXET OBITh MPHUMEHEHO HEOTPAaHWYCHHOE BO3MYIIEHHME muKcened. [Ipumep aTakoBaHHBIX
n300pakeHMii IPUBEICH Ha puc. 1.

ATaka cocTA3aTeNbHOM HAKIEHKOM HaxoAWT CBOe NpPUMEHEHHWE B (U3UUECKOM MHpE.
3MOyMBIIIJICHHUK MOXKET pacledaraTh TaKylo HAaKJIeHKy M IMOMECTHTh €€ B 00JacTh BHIUMOCTH
kiaccudukaTopa (HarpruMmep, BO BpeMsi IETEKIIMH) M TEM CaMbIM aTakoBaTh cucTeMy. CyIIecTByIOT
aTakl, KOTOPbIE MOTYT I€HEpPHPOBATh YHUBEPCAIBHBIE COCTA3ATENIbHbIE HAKICHKU, KOTOpBIE HE
3aBUCAT OT CIEHbl Ha W300paXeHWHM M Jaxke OT pacno3HaBaemoro mnpeamera [3]. CambiM
HOIYJIIPHBIM IPUMEPOM NMPUMEHEHHS COCTA3aTeIbHON HAKIICHKH ABISETCS HAaHECEHHs TAKOBOM Ha
JIOPOXKHBIM 3HAK «CTOI», IOCIE YEero TaKOW 3HAaK PACIO3HAETCsl KIAcCH(PHUKATOPOM KakK 3HAK
«OTpPaHWYECHHE CKOpOCTW». Takas araka MOXKXET MPHBECTH K CEPHE3HBIM IOCIEICTBHSIM B 3IOXY
TOTAJIbHON AaBTOMATH3AIlMH IPOIeccoB. TakuM oOpa3oM, 3ammra OT MOJOOHOTO BHAA aTak
COCTSI3aTeNIbHOM HaKJIEHKOH sIBJIsIeTCs KpallHe BayKHOM 3a7aueid.

CyImecTBYIOT apXUTEKTYPhI MOZETICH, KOTOPBIE JIyUIlIe IPYTUX CIPABIIIOTCS C aTaKaMH HAKJICHKOI.
Hanpumep, B ctatbe [4] aBTOpaMu OblIa mpeaoxena Monens BagNet, kotopas 6osee ycroiumsa
K aTakaM HaKJIEHWKOIl B CpaBHEHHUH C APYTMMH MOZEISIMH. 3aTeM B cTaTbe [5] ObLIa mpeaoxeHa
Moudukamnus 3Toit Mmogenn — Clipped BagNet (CBN), koTopas yaydmmia yCTOHIUBOCTh MOJEITH.
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ABTOpHI cTaThy [6] MONUIN eIIe JaybIlie W MPEIOKIIN YHHBEPCATBHBIE MacKH ISl MOZETeH ¢
HEOOJBIIMMHU pa3MepaMi PELeITHBHBIX MOJIeH sl MOBBIIICHUST YCTOHYMBOCTH MOJIENeH K aTakam
HakJelkon. Takxke B cTaThe [6] MpemIoskeH MeToJ cocTsa3aTenbHoro odydenus monenu Clipped
BagNet ¢ ucnosib30BaHHEM OJTHOM U3 MACOK.
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Puc. 1. Hz06padicenus, amakosannvie cocmszamenvrou nakaeiurxo PGD na npumepe mooeru CBN. B
nepeom pAdy uzoopadxcenus 00 NPpUMeHeHUs mpancgopmayuil, Mopou pao — 2ayccO8CKUL WYM, Mpemuti
PAO0 — 3ameMHeHue, Yemeepmbiil — NOBOPOM C MACUMAOUPOSaAHUEM, NAMbILL — KOMOUHAYUS 8CEX
mpancghopmayuii. Hao uzobpasicenusmu yKkazanvl ucmuHHbvle MemKU U NPeoCKa3antbvle Ha
coomeemcmeyrowem smane. Qucno umepayuii: 40, pazmep cmoponwl naxnetiku 40 nuxceneti, 4mo
axeusanrenmno 3,2% om niowaou uz06paxicenus
Fig. 1. Images attacked with a PGD adversarial patch using the CBN model as an example. In the first row of
the image before applying the transformations, the second row is Gaussian noise, the third row is darkening,
the fourth is rotation with scaling, the fifth is a combination of all transformations. Above the images, the true
labels and those predicted at the corresponding stage are indicated. Number of iterations: 40, patch side size
40 pixels, equivalent to 3.2% of the image area

B mepeuncieHHBIX cTaThsAX aTaKM COCTSA3aTeIbHON HAaKIEHKOI paccMaTpHBAINCh CTATHYHBIMH, TO
ecTb 0e3 MoJieTpoBaHus 3G PeKToB n3 Puzndeckoro mupa. B pusznueckom Mupe aTaku HakIeHKOH
MOTYT paccMaTpHUBaThCsl KaK HEIIOCPEACTBEHHOE HAHECEHUE HAKJICHKY Ha TpeaMeT (HanmpuMep, Ha
JOPOXKHBIM 3HAK), y)Ke II0ociae JTOro MONydaeTcsi H300paXKeHHe, KOTOpoe HEoO0XO0IUMO
KiaccuuuupoBaTh. B TakoMm ciyuae n3oOpakeHHE M HakiIelka BMecTe OyIyT IOABEP>KEHBI
OJIMHAKOBBIM M3MEHEHUSIM, CBSI3aHHBIM C PaKypcoM, BEIOpaHHBIM Ui (oTorpaduu, U3MEHEHUM
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OCBEIICHMS, a TaKXKE IIyMaM, BO3HUKAIOIIMM B CBS3M C TEXHHYECKAMH OCOOCHHOCTSIMH
¢doToanmapara. UtoObl moyunTh O0Jiee OOBEKTUBHYIO OLEHKY 3(PPEKTUBHOCTH MOJAEICH MpHU
aTake, HEOOXOMMO YYUTHIBATh ATH M3MEHEHUS N300paKeHHS, II03TOMY B TaHHOM HCCIICIOBAHUH
paccMaTpuBaroTCcsl TpaHCGOpPMAIMHU HaJ COCTA3ATEbHBIMU H300paKCHUSIMU.

Mopenu Ha OCHOBe apXHTeKTypsl BagNet 00mamaioT MaJeHBKIM pa3MEepOM PEHEITUBHOTO TOJI,
YTO B COBOKYHHOCTH ¢ 3(dekramu (U3NIECKOTO MHpa MOXKET NPHUBECTH K HU3KOH TOYHOCTH
npexackaszanuid. [1oaToMy, ofHa U3 OCHOBHBIX 33734 JaHHOW CTaTbH — 3TO HCCIIEOBATH BIIMSHUE
TakuxX 3(PEKTOB HA YCTOHYNBOCTH MOJIEIH K aTakaM.

B pamkax Hamieil ctaTbu Mbl:

e mpoBenu U cucreMarusupoBany 6oxee 200 BBIUUCIUTENHFHO TPYAOEMKHX HKCIIEPUMEHTOB II0
COCTA3aTENIbHBIM aTaKaM HakJICHKOM;

®  [IOKa3alH, YTO MOJIENH U3 ceMericTBa BagNet mioxo cripaBIsitoTCst ¢ n300paKeHISIMA B HU3KOM
Ka4yecTBe;

L4 MIpOaHAIN3UPOBAJIN, HACKOJIBKO CHJIBHO YCTHIPC PAa3HbIX THIIA TpaHC(I)OpMaL[I/IfI (I)I/ISI/I‘IGCKOFO
MHpa BJIUAKOT Ha YCTOI>'I‘IPIBOCTL MOZ[CHGI}‘I K COCTA3ATCJIbHBIM aTaKaM U ICPCHOCHUMOCTb 3THUX
aTak.

2. Tunbi cocmsi3amernbHbIX amak

2.1 Ataka cocTAzaTernlbHOW HaKnemukKkon

ATaka cocTs3aTesIbHOI HaKJIeHKoW B JaHHOM HMCCIIC0OBAHNHM OCHOBAaHA Ha aTake MPOCKTUPYEMOro
rpaguentHoro ciycka (PGD — Projected Gradient Descent), xoropas siBisieTcsi atakoid Oenoro
SIIMKa, TO €CTh IMPEAIOoJaracTcs, YTo 3JIOYMBIIUICHHUK UMEET JIOCTYH K MOJENH, €e BecaM U
rpagueHTam [7]. Ycmexa B Takod aTake 4acTO MOYKHO JJOOUTHCS C MOMOIIBIO0 HEBUAUMBIX YEJIOBEKY
N3MEHEHHH, YTO ABISIETCS HECOMHEHHBIM IIIIOCOM /ISl 37I0YMBIIIJICHHHUKA.

Unes PGD arakm 3aximodaercss B pEIICHHH 3aJaud ONTUMH3AIMM C OTpaHMUYCHUSIMH. ATaka
IBITACTCS HAWTH Takve BO3MYIIEHMS H300pa)kKeHHs, KOTOpble Obl MaKCHMHM3WPOBAIN IIOTEPH
MOJIENIM Ha BBIXOZE (B Cilyyae IEJIeBOM aTakW — Ha KOHKPETHOM BBIXOJIE), NIPU 3TOM HCKOMOE
BO3MYILIEHHE OOBIYHO OIPaHUYEHO HEKOTOPOH BeMMUMHON €. OTpaHHUYSHUE 33/1aeTCs C TIOMOIIBIO
HOpMBI {p, KoTOpas onpexaensiercs popmysoi (1). B nanHOM uccnenoBannu paccmarpusaercs £0-
HOpMa, KOTOpas u3MepsieT, Kakoe KOJMYECTBO MHUKCeeil ObUIN H3MEHEHBI |

1,
Jlxll, = D1l ) M

Ecnu craBuTcs 3a1aua H3MEHUTD IPEICKa3aHUE MOJIETH Ha 1000 HEBEPHOE, TO aTaKa Ha3bIBaeTCs
HereneBoi. PopmanipHas 3amuch npeobpa3oBaHuil g HereneBoi PGD aTtakum mpencTaBieHa
dbopmynoii (2):

Xjp1 = n[x{ +a - sign(V, . L(x,y,0))]. (2)
x+e
Ecnu ke nenb — 00MaHyTh MOZEINb, OIYYUB OT MOAETH METKY 3apaHee OIpPEJIEICHHOT0 Kilacca, TO
aTaka Ha3bIBaeTcs IesieBoi. [Ipeobpazosanns qsa nenesoit PGD arakm ommceiBatotest popmymoi
3:

Xipq = n[x{ — a - sign(V,L(x,9,0))]. 3)
xX+e
B stux Gopmynax 6 — mapameTpbl MOJIEH, X — U300paKeHUE, Y — UCTUHHAS METKA, ) — leneBas
MeTKa, ¥ — QYHKUMS TOTEPh, [ — HOMep urepanuu, [lx + € — omepaTop MPOEKIUH, KOTOPHIH
00pe3aeT BXOAHBIE TaHHBIE B MO3MIUIX BOKPYT IPEAONPEAETICHHOTO Uala3oHa BO3MYIEHHH, o —
II4r, € — MAKCUMAJILHO BO3MOKHOE BO3MYIIEHHUE, {p — HOpMA.
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ATaka coCTsA3aTEJbHOM HaKJIEHMKOHW oTiauyaercs oT oObrgnoii PGD arakm Tem, 4yTOo 007aCTh
BO3MYIICHHS Ha N300pa)KCHUH OTPaHUYEeHA, TIPY TOM 3HaYeHHE BO3MYIIEHHUS € HE OrpaHudeHo [3].
B maHHOM 3KCTIepHMEHTE pacCMaTPHBAIOTCS KBAJIPAaTHBIC HAKICHKH IS aTakd, Pealn30BaHHON B
oubnuoreke Adversarial Robustness Toolbox, u mis knaccudeckoit PGD-araku, peannzoBaHHOM
aBTOpPaMH{ B paMKaX JaHHOTO MCCIIEIOBAaHMS U ONMCAHHOHN B cTaThe [2].

B knaccuueckoit atake PGD moxbop Hakieliku, koTopas Obl H3MEHMIA METKY H300paKCHUS MPH
npeJicKa3aHuy, MPOMCXOJUT CICHYIOIUM 00pa3oM, AaHaJOrMYHO METOAYy U3 craThu [4].
N3o06paxkeHue pasaenseTcs Ha YYaCcTKH ¢ TIOMOIIbIO KBaPATHON CETKH, TI¢ JJIMHA SYCHKH CETKH
paBHa JJTMHE CTOPOHBI KBaIpaTHOW HakIeiku. Jlanee HakIelika mo0upacTcs OTACIBHO Ha KAXKIOM
YYaCTKe CETKU MO MOPSAKY JO TeX MOp, MOKa HE HAWIETCsA TaKOe MECTO WM Takas HakKIeika, mpu
KOTOpO#1 araka ycrenrHa. Eciau mocie nepedopa BCeX MECT IO CeTKE HE YAaJ0Ch HAWTH HAKJICHKY,
KOTOpast ObI MEHSIa METKY H300paXeHHUS, TO aTaKa CIUTASTCS HEYCICIITHOM.

B pamMkax JaHHOTO HCCIICIOBAHUS pealiu3allys YKa3aHHBIX METOJIOB aTaKy BKIJIFOYAIa B ce0s pacuéT
rpajlieHTa MO BCEMY H300paKCHHIO, a HE TOJBKO IO OOJIACTH C COCTA3aTCIBHOW HAKICHKOM.
HaxkJeiiky, moydeHHYO OIMCAaHHBEIM 00pa3oM, Oy/IeM Ha3bIBaTh COCTA3aTeNbHOM Hakielkoi PGD.

2.2 CocTtA3aTenbHble aTaku B (pM3N4eCKOM Mupe

MHorue araku TCHCPUPYIOT COCTA3ATCIbHBIC 1/1306pa>1<eH1/151, OCHOBBIBasICb Ha TI'OTOBOM
KIaccupuIupyeMoM H300pakeHnH, T00aBIAs K HEMY HEKOTOPBIE BO3MYIICHHSA. TakwWe aTakd
0OBIYHO WCIIONB3YIOTCS B ClTydae KIacCH(PHUKAIHUK TOocie momydeHus (Gotorpadum, T.e. aTaka HE
HU3MCHACT pCaJIbHbIC 00wexThl. Ho ecin pacrneyaTaTtb COCTA3ATCIbHYIO HaKJ’IeﬁKy 1 IIOMCECTHUTH €€
Ha peaJ'ILHBIﬁ NpeaAMCT, TO YCHCIIHOCTb aTaKH OOBIYHO CHIIKAETCS. DTO MIPOUCXOAUT, MOCKOJIBKY
,Z[O6aBJ'IeHHLIe BOBMYLICHHUSA U1 CO3AaHUs COCTA3aTCIIBHOIO I/1306pa)K€HI/I$[ HU3MCHATCA H3-3a
pa3nnIHbIX 3()(HEeKToB GPU3NIECKOTO MUPA, HECOBEPIICHCTBA WIH OCOOCHHOCTEH CEHCOPOB KaMepHI,
pakypca CbEMKH U T. 1.

B craTtbe [8] npegiiaractcess METod I'eHEpaluu COCTA3ATCIIbHBIX IMPUMEPOB, KOTOPLIC ObLIH OBl
YCTOMYUBBIMU K TpaHC(hOpMAUiIM (HU3UIECKOTO MUPA. ABTOPHI CTaThH Ha3BaIH TPEITOKCHHBIH
meron Expectation over transformation (EOT), T.e. oxumanue Hanx TpaHcdopmanumeit. EOT
OCHOBBIBAETCSl Ha MOJEJIMPOBAaHUM TpaHchopmanuii puzndyeckoro Mupa B pamMKax HpOLEIypbI
réHepanuu COCTSI3aTEJIbHOM aTaKH. 3a11al1a, KOoTOpas peiacTcd B JaHHOM METOJC, MPEACTABIICHA
thopmymoii (4):

argmax E,. ¢ [log P(y, |t(x"))]

npu ycnosuu E, 7 [d(t(x), t(x))] < & x € [0,1]°. (4)

B aroit hopmyrie 0603HaueHo 3a T — pacmpeneneHie BO3MOKHBIX Tpanchopmarmi, t(-) — GyHkims
npeobpazoBanust u3 T, d(-,-) — OGyHKUMsS pacCTOSHUS, X — KCXOMHOE H300paxkeHue, X' —
cocTs3areNibHOe n300paxeHue, D — pasMepHOCTh MPOCTPAHCTBA H300paXKeHHH, Yt — LieJIeBOM Kiiacc,
P — BEpOSITHOCTD, & € — MAKCUMaJIbHOE BO3MYIICHHE.

JlaHHBIM METOJ BMECTO ONTUMH3ALMU BEPOSITHOCTU MpEACKa3aHUs LEIeBOro Kiacca Ha OJHOM
HCXOZHOM M300paXCHHMHM  HCIIONB3YeT BBIOpAaHHOE paclpeieleHHe TpaHchopManuid U
ONTHMU3UPYET MaTeMaTHUECKOE OXKUJIAHHE I10 3TOMY pacrpe/eieHuo. Takke BMECTO OOBIYHOTO
pacCTodHus MEXKAY HCXOAHBIM W COCTA3AaTCIIbHBIM I/I306pa)KCHI/IHMI/I B JAaHHOM MCTOIC
paccMaTpuBaeTCs OXHIAEMOE pPACCTOSHHE IO BCeM TpaHchopMamusM. ABTOPHI CTaThH |8
paccMaTpuBAlOT IBYMEpHBIE U TPEXMEpHBIE TPaHC(HOPMAIMH, CPEAd KOTOPHIX IOBOPOTHI,
MacmTabupoBaHue, 3aTeMHEHHE U I'ayCCOBCKUH IIyM.

2.3 PGD-aTtaka, peanu3oBaHHas B Adversarial Robustness Toolbox

B nononuenne x kmaccndyeckoit PGD aTake B Haleil cTaTbe UCCleAyeTCs MOBEICHNE HEHPOHHBIX
cereit ResNet 1 BagNet nmpu PGD arake Hakielikoi, peaau3oBanHoi B 6ubnuoreke Adversarial
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Robustness Toolbox (ART) [9] u onncanHoi B crathe [3]. JlaHHas aTaka sBiaseTcs MOogu(UKAIHEN
paccMmoTtpenHol panee PGD ataku, oTiiH4asch OT He€ HHUITHAIA3AINEH COCTA3aTeIbHOW HAKICHKH
U €€ MECTONONIOKeHHeM Ha m300paxeHun. B peammsoBanHoit B ART artake Hakielka
MHUIUATU3UPYETCS OTHOTOHHOM KapTUHKON — CPEIHUM MEXY MaKCUMAJIbHBIM U MUHUMAJIbHBIM
BO3MOXHBIMU 3HAUCHHMSMM MUKCENs. 3aTeM Ha KaXXAOW HUTepaly HakJIeHKa MOMeNlaeTcsl B
ciTydaifHOe MECTO Ha aTaKyeMOM H300paKeHHH.

Yka3zaHHBIN BBIIIE CHOCOO TEHEpAIMK COCTSA3aTCIBLHON HAKIICHKOW MO3BOJSIET Aenath e Ooiee
YHUBEPCAJIBHOM, HE 3aBUCALIEN OT OCBELIEHMS], yIila KaMEpPbl, MECTa U T. [I.

Haxueliky, moiydeHHYI0 B IpoIlecce ATOH aTaku, OyZeM Ha3bIBaTh COCTA3AaTENbHOW HAKICHKOU
ART.

3. 3awyuma om cocmsizaamesibHbIX amak Ha OCHO8e U3MEeHeHUs
apxumekmypbl cemu

B sToM pasmene Mbl pacCMOTPUM METOJbI 3aIIUTHl OT COCTSI3ATCIIBHBIX HAKIEEK C IIOMOIIBIO
HU3MEHEHHUS apXUTEKTYpbl HEMPOHHOU CETH.

3.1 MeTopa 3awmThbl Ha ocHoBe moaenu BagNet

Apxutektypa BagNet [4] ocHoBana Ha umee momenu Bag-Of-Local-Features (mermok cios),
KOTOpass MPUMEHSETCSA s 3a]ad, CBA3aHHBIX C 00paboTKOW TekcToB. EE wumes coctoutr B
IIPEJCTaBICHUU TEKCTa B BUIE CIIOBaps U3 CJIOB U KOJIMYECTBOM MX BXOXKICHUH B TEKCT. Tak, TeKCT
MO>KHO IPEJCTABUTH B BUJI€ YUCIOBOTO BEKTOPA.

Jna wn3o0pakeHH B KadecTBE BHU3YaJIbHBIX CJOB HCIOJB3YIOTCS OTHEIBHBIE KYCOUKH
n3obpakenusd. Ilo kakaoMy M3 KyCOUKOB B OTIENBHOCTH JeNlaeTcsd MpeackasaHue. MTorosble
BBIXOTHBIC 3HAYCHHS MOJICIH OIPEEIITIOTCS TOJIOCOBAHNEM II0 BCEM KyCKaM M300paKCHUS.
Takum o0pa3om, mepBbIM ImaroM B Mojnenud BagNet sBmsercs nomydenue 2048-MepHOTro
NPE/ICTAaBIICHUS ISl KXKJ0r0 pparMeHTa HCXOJHOTO N300pakeH s pasMepoM gxq nukceneit. J{is
ATOTO HCIOJB3yeTCsl HeCKoNbKo OiokoB ResNet n muHeWHBIA Kiraccudukarop. Tak moxydaeTcs
3HAaYCHHE BBIXOJIa Ha KaXXJOM KJIacce U1 KaXKJOoro (parMeHTa M300paKeHHs. 3aTeM 3HaucHHe
BEIXOJIOB Ha BCeX (pparMeHTax YCPEOHSIOTCS UL MOMYYCHUS UTOTOBOTO 3HAYCHUS I Ka)KIIOTO
KJacca.

BagNet omnmmuaercs ot kiaccmaeckoro ResNet Tobko 3amMeHo# OompImnHCTBa CBEPTOK 3%3 Ha 1x1,
YTO MO3BOJISIET OTPAHUYUTH Pa3MeEp PELIEITUBHOIO I10JI1 CaMOM BEpXHEH CBEPTKU 10 pa3Mmepa gxq.
B skcniepuMeHTax K JaHHOU CTaThe B KauecTBe ¢ st mojenu BagNet 6bu10 BeiOpano q=33.

3.2 Clipped BagNet (CBN)

Cnaboti croponoit BagNet siBistercst To, 4To 60JbIII0€ N3MEHEHHE OJJHOTO BBIXOHOTO 3HAYECHHSI IS
x0T OBl ofgHOro (parMeHTa nM300pakeHHs NPUBENET K YBEIMUCHHIO CPEAHETO 3HAYEHHS, B
pe3yabTaTe Yero Moje b HEyCTOWYIHBA K aTaKaM.

st pereHnst 3T0it mpobIeMbl MOKHO MCMOJB30BaTh Moandukauuto Moaenn — Clipped BagNet
(CBN). [annas mMoaudukanus peaqusyercs C IOMOIIbI0 OTPaHMYEHHS BBIXOJIOB MOJEIH Ha
KaxJaoM (parmenTe m3obpaxenus. B crarbe [5] mokazaHo, 4TO B KauecTBE OTPaHUUYCHUST MOKHO
BeIOpath QyHkuuio f(x)=tanh(ax+b) c mapamerpamu a=0.05 u b=—1.

Ha puc. 2 u3o0pakena TeruoBas KapTa BBIXO#0B Mozaenu BagNet (o orpaHuyeHUs] BBIXOIHBIX
3Hauenni) 1 CBN no tpanchopmanmii m3obpaxkennit ms cinydas, korna CBN npenckassiBaer
METKy BepHo, a BagNet ommbaercs. [To 3ToMy pUCYHKY MOKHO HOHATB, KaK H300paskeHNnEe BUIUT
mozens BagNet, a kak CBN.
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Puc. 2. Tennosas xapma 6bix0006 mooeinetl 0151 UCTHUHHO20 U NPEOCKA3AHHO20 KIACCO8 HA KANCOOM YHaACHKe
peyenmueHo2o o 018 COCMA3AMENbHO20 u3oopadxcenus ¢ mpancgopmayuamu. Cnyuai, kocoa CBN
npeockaszvigaem eepHo, a BagNet owubaemcsa. [lna mooenu CBN 6 nudichem pady cnpasa uzobpasxicena

Mmeni06as Kapma 0isl Kiacca, Komopulii npeockaszana mooens BagNet
Fig. 2. Heat map of model outputs for true and predicted classes at each region of the receptive field for an
adversarial image with transformations. The case when CBN predicts correctly, but BagNet is wrong. For the
CBN model, the bottom row on the right shows the heat map for the class predicted by the BagNet model

3.3 Clipped BagNet c coctasaTenbHbIiM 06y4yeHnem (ADV CBN)

B cratbe [6] aBTOpamMu OBLIO MPEAT0KEHO YIIYyUIIUTh YCTOMYMBOCTH MOJICIH K aTaKaM ¢ ITIOMOIIBIO
PatchGuard macok. Maest ogHOil M3 Macok (Macka «m») COCTOMT B TOM, YTO HEOOXOAMMO [0
arperupoBaHusl BBIXOZOB MOJIENM NPOIYCKaTh CBHIETENLCTBA Ul KaXKAOTO Kiacca yepe3 OKHO
OTIPENIeNIEHHOT0 pa3Mepa M MacKHpoBaTh (yOMpaTh) MaKCHUMalbHOE 3HAYCHHE, IOCIE Yero yxe
arperupoBaTth BBIXOJIBI U JIENaTh Mpejcka3anue. Pa3mep OKkHa 3aBUCHT OT CTPYKTYPbI MOJEIH U OT
MaKCHMaJlbHO BO3MOXXHOTO pa3Mepa aTakymoomed Hakielku. BTopas macka (macka «cbny)
3aKJroyaeTcsi B JOOaBJICHHMM OrpaHUYMBAIOLICH CBUIETENbCTBA Kiacca (QyHKuued mnepen
(uHamBHOU arperanueii. B kadecTBe orpannumBaromei GpyHKkwn Obl1a BEIOpaHa aHamoOrugHast 5]
¢ynknus f (x)=tanh(ax+b) c nmapamerpamu a=0.05 u b=—1. ABTOpPHI CTaTHU [6] MPEIIIOKHITH
HCIIONIb30BaTh TAKWE MACKH Ul coCTA3aTenbHOro obydenust moxenn CBN. OOydyeHHas TakuMm
crioco0OM MOJIeTTh B JaHHOU cTaTthe o0o3HavaeTcst kak ADV CBN (Adversarial training for Clipped
BagNet).

4. BnusiHue mpaHcgopmayuli Ha ycrewHocmb cocmsi3amesibHbIX amak

B skcnepuMmeHTaX, OMHCHIBAEMBIX B JIaHHOH CTaThe, PacCMaTPUBAIKCH HM300paKeHHs pa3mepa
224x224 mukcens, B KayecTBE MaKCHMaJIbHOTO BO3MYIIEHHMS JUII aTak OblIo BhIOpaHo €=1.
3HaYCHUST KOMITOHEHT MUKCENeH OPUTHHAIBHBIX H300paxeHui 3ananbl unciamu ot 0 1o 1.

B nannom uccienoBanuu nposoauiack kiaccuueckass PGD araka Haknelikoi Ha mojenu ResNet,
CBN u ADV CBN, a Takxe MpOBOJWINCH aTakH, peann3oBaHHble B OnOmmoTeke Adversarial
Robustness Toolbox [9]. B pe3ynbraTe 3THX arak ObUIH MOTYYEHBI COCTA3ATENbHBIE N300paKEHNUS,
HaJl KOTOPBIMH TIPOBOAWJINCH HEKOTOphIE TpaHCchopMamuud. OTH TpaHCHOPMUPOBAHHEIE
cocTsA3aTeNbHbIE H300paXSHNST CHOBA MTOIABAIMCH Ha BXOJ Mojend. TakuM oO6pa3oM mmpoBepsIach
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ycrounBocTh Mojeneii ResNet 1 CBN Ha arakax ¢ TpancGOpMaImsiMH COCTSI3aTEIbHBIX
N300paKEHHH.

[Mapametpsr coctsizatensHON ataku ART HacTpamBammce momo6HO mapamerpam artaku PGD. B
9KCIIEPUMEHTE PAaCCMaTPUBAINCh KBAJpaTHBIC HAKJICHKH O€3 IOMOIHMUTEIBHBIX MOBOPOTOB H
KaKux-Tu00 TpaHC(hOopMannii IpH TeHEpauu aTaku (TaKUM 0Opa3oM, CTOPOHBI HaKJIEHKH BCeraa
napauleNbHbl CTOPOHAM H300pasKeHNs).

B kavecTBe HOMOTHUTEIHLHOTO PE3YJIbTaTa OBUIN TTOMYIEHBI TOYHOCTH MOJETH Ha COCTS3aTENIbHBIX
n300paXeHHsIX A1 Apyrux Moneneid. Tpancopmanny n3o0pakeHHd K HUM TaK)Ke IPUMEHSIIHNCH.
IToMuMO OOBIYHBIX MOJENEH, B 9KCHEPUMEHTaX PacCMaTPHBAINCH MOJEIHN C MACKaMH U3 CTaTbhH
[6]. Ans momemu ResNet paccmarpuBaniick 06e Macku, a st moaener CBN u ADV CBN rtonsko
MacKa «m», MOCKOJIBKY IPUMEHEHHE MAacKH «Cbn» 3aKI04acTcsi B OTPAaHWYCHHH CBHICTEIIHCTB
MOJIETIH THIIEPOOIMYECKUM TAaHTEHCOM, KOTOPOE U TaK COJEPIKUTCS B OTHX MOJIEIISX.

4.1 Mopenu v AaHHbIe

B skcnepumentax ucnonb3oBanuck mozaenu ResNet-18 (ResNet), Clipped BagNet-33 (CBN) u
Adversarial Clipped BagNet-33 (ADV CBN). B kauecTBe AaHHBIX Oblia BhIOpaHa 4acTh Jaracera
ImageNet [10], cocrosimas u3 10 xacco mo 1000 m300paxenuii B kaxxnoMm. TectoBasi BEIOOpKa
coctaBisiia 33% OT HCMONB3YeMBIX NaHHBIX, OCTajbHas YacTh JAHHBIX HCIOJIB30BaNacCh IS
00ydeHHS MOJICIeH.

CBN u ADV CBN o0yuanucs ¢ momoinbsio SGD ontumusatopa ¢ mapamerpom learning rate =0.001,
a ResNet ¢ momomrsio SGD onrtummsaTopa u ¢ mapamerpoM learning rate =0.01.

Kom k maHHOMY HCCICIOBAaHHIO, a TaKXKe CChUIKM HA HCIIOJb3yeMble IaHHBIE U MOJEIH
npejacTaBieHsl B penio3uropun https://github.com/kekaterina/transformation_adversarial attack.

4.2 TpaHccopmaumsa nsodpaxeHnmn

Tpanchopmanuu H300pakEHUI IMOMOTAIOT TPOBEPUTH HANCKHOCTh aTakd HAKICHKOW B
¢u3nveckoM MHUpE, KOrJa MarepuaibHas HakjJelWka HaHECeHAa Ha peajbHbI mpeamer. B
SKCIIEPUMEHTaX HWCIOJB30BaJNCh 3 THUIA TpaHcPopMaluil: 3aTeMHEHHE, TayCCOBCKHUA IIyM H
MOBOPOT C MacimTabupoBaHMEM, a TakXke KOMOMHAIMsA M3 BCeX OTHX TpaHchopmanuit
OJIHOBPEMEHHO.

Tabn. 1. 3nauenus napamempos mpancgopmayuii

Table 1. Values of transformation parameters

Tpancopmayus Munumym Maxcumym
Macmira6 (Nel) 0.9 14
Maciura6 (Ne2) 0.8 1.0

IToBoport (Nel) —22.5° 22.5°
TToBopot (Ne2) —-10.0° 10.0°
OcBeTBIIEHHE U 3aTEMHEHUE —0.05 0.05
Tpancgopmayus Cpeonee 3nauenue Omxknonenue
["ayccoBckuii mym 0.0 0.1

[TapameTtpsr Tpancopmarmii (s MacimTaba u moBopota BapuanThl Nel) B3sTeI U3 cTaThu [8] U
HaxomATcss B Tabm. 1. B ykazaHHBIX TpaHUIAX CTPOWJINCH PaBHOMEpHBIE pacIpeneeHHs
ImapaMeTpoB, W3 KOTOPBIX IS KaXIOro H300paXeHUs CIydalHbBIM o00pa3oM mHoadupaiuch
KOHKpPETHBIC TapaMeTphl U TPaHCHOpManni.

Jns sxciepruMeHTOB ¢ cocTsazarenbHoi Hakieikoit ART ncnonp3oBamics Macmtad Nel i moBopoT
Nel, a i SKCIIEPUMEHTOB C COCTsA3aTeNnbHONM Hakielkoit PGD ucnomnp3oBamuck Macmtad Ne2 u
noBopoT Ne2. 3To 00yCJIOBIEHO TEM, YTO B cocTs3aTelbHbIX Hakieiikax ART mecronosnoxenne
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HaKJIEHKH OOBIYHO HAXOIUTCS B CEpeauHE HM300paKEHUsS, MOITOMY TPaHCHOPMHUPOBATH TaKOE
n300paxkeHne 63 0OJIBIIOro M3MEHEHHMS IUIOIIA (1 HAKJICHKN MOXKHO cruibHee. I cocTa3aTenbHOH
Hakneliku PGD mapamerpsl MacmtaOupoBaHHMSI M MOBOPOTa yMEHBIIEHBI, YTOOBI He 00pe3arhb
OOJIBIIYI0O YacTh HM300paKCHUSI C COCTsA3aTeNbHOW Haknelikod. B mociemyromumx Ttabmunax
TpaHC(hOpPMALNHU THTIA OCBETIICHHU/3aTeMHEHHS OyAyT 0003HaYaThCA Kak 3aTeMHEHUE.

5. Pe3ynibmamabl 3KcriepuMeHmoe

B »stom pasmeme MbI cpaBHEM ycroitumBocTe Momeneir CBN, ADV CBN u ResNet «
COCTSI3aTeNILHBIM aTakaM B YCJIOBHAX TpaHC(OpMalUiil U UCCIIeyeM NepeHOCUMOCTD aTak.

5.1 TpaHcdhopmauum

OKCHEepUMEHTHI HaA TPAaHC(HOPMUPOBAHHBIMU COCTSI3aTEINbHBIMH H300paKEHUSIMH TTPOBOIHINCH C
MOMOIIBIO IBYX THIIOB COCTSI3aTENbHBIX aTaK KBapaTHON HAKIIECHKOI:

e Hakieiiku PGD pasubix pazmepos: 60x60, 50x50, 40x40, 32x32, 20x20 nukcenei;

®  HakJEHKH ART npu Pa3HBIX 3HAYEHUSIX napamerpa
patchScale~0.446,0.268,0.223,0.179,0.142,0.079; mapamerp patchScale paccunTsIBanCs
TakuM oOpa3om, uToOBI Hakieiika ART cooTBeTcTBOBaNa NONM paBHOW monu Hakielku PGD
OT IJIOUIAIM UCXOTHOTO U300paKEHHSI.

Ha puc. 1 npencraBieHs m300pakeHUsT aTaKOBaHHBIE cOCTs3aTenbHbIME PGD HakielkaMu, 10
nocJye TpaHcopmariuii.

To4YHOCTH MOJIeNeH pacCUUTHIBAIACh Ha M300paKeHUIX M3 TECTOBOTO Habopa n3o0paxenui — 3273
n3o0paxxenus u3 10 kiaccos.

Tabn. 2. Amaxa cocmszamenvhou naxnetxou PGD. Tounocms mooeneti Ha wucmulx u amaxo8aHHbLX
usobpasceHusx ¢ mpancgopmayuamu u 6e3 Hux. Pasmep naxietiku ykazau ¢ nuxcensax. Kpacuvimu u
3eneHbiMu yugppamu 6 ckodkax o6osznauena pasnuya 6 mounocmu CBN u ADV CBN no cpasnenuio ¢
ananocuunvim 9kcnepumenmom Ha ResNet. ZKupuvim wpupmonm svloenen ayumuil pe3yibmam 6 Kaicoom
cmonbye. Pesynomamul 0nist modenu ADV CBN nonyuenvt na 1000 mecmogulx uzobpasxicenusx, pe3yivmanoi
ocmanvHulx Mooenell npe()cmaeﬂeﬂbz 0151 6Ce20 MecmoBo20 Ha6opa

Table 2. Attack with the adversarial PGD patch. Accuracy of models on clean and attacked images with and
without transformations. The patch size is in pixels. The red and green numbers in parentheses indicate the
difference in CBN and ADV CBN accuracy compared to the same experiment on ResNet. Bold indicates the
best result in each column. The results for the ADV CBN model were obtained on 1000 test images, the
results of other models are presented for the entire test set

Mooens Tpanc- HUcxoonoe | Haxnevika | Haxneiixa | Hakneiika | Haxneiika | Hakneiixa
dopmayusn usobpa- 20%20 32x%32 40%40 50%50 60x60
Jicenue +
mpamnc-
¢opma-
yuu
Be3 0.790 0.128 0.027 0.013 0.009 0.007
TpaHcdop-
Malux
ResNet- IToBopot 0.696 0.620 0.615 0.560 0.500 0.428
18 lym 0.715 0.317 0.324 0.060 0.022 0.010
I"aycca
3aremuenue | 0.787 0.218 0.236 0.025 0.011 0.073
Komb6uHa- 0.626 0.563 0.569 0.512 0.475 0.406
ST
Be3 0.675 0.601 0.555 0.520 0.456 0.398
TpaHchop- (—=0.115) | (+0.473) | (+0.528) | (+0.507) | (+0.447) | (+0.391)
Manuu
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IToBopot 0.635 0.628 0.609 0.609 0.588 0.567
CBN-33 (=0.061) (+0.008) | (=0.006) | (+0.049) (+0.088) (+0.139)
ym 0.262 0.255 0.246 0.241 0.234 0.219
T"aycca (=0.453) (=0.062) | (=0.078) | (+0.181) (+0.014) (+0.209)
3aremuenue | 0.668 0.643 0.616 0.565 0.508 0.452
(=0.119) (+0.425) | (+0.380) | (+0.540) (+0.497) (+0.379)
Kom0una- 0.263 0.262 0.259 0.257 0.250 0.247
st (=0.363) (=0.301) | (=0.310) | (—=0.255) (=0.225) (=0.159)
Bes 0.696 0.639 0.612
TpaHchop- (—=0.094) | (+0.511) | (+0.585)
Maiuu
IToBopot 0.642 0.616 0.613
ADV (=0.054) | (—=0.004) | (=0.002)
CBN-33  Milym 0373 0.377 0.346
Taycca (—0.342) | (=0.062) | (+0.060)
3aremuenue | 0.690 0.642 0.610
(=0.097) (+0.424) | (+0.374)
Kom6una- 0.390 0.385 0.378
st (—=0.236) (=0.187) | (=0.191)
Classicc PGD attack
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Puc. 3. Usmenenue mounocmu mooeneti ha amakoeanHvlx kiaccuyeckoi PGD-amaxoti uzobpasxicenusx ¢
mpancgopmayusmu u 6e3. 1o 20pu30HManbHOL OCU YKA3AH PA3MEP COCMA3AMENbHOU HAKIEUKU 8 NUKCENsX
Fig. 3. Changing the accuracy of models on images attacked by the classical PGD attack with and without

transformations. The horizontal axis shows the size of the contest sticker in pixels

PesynbTarhl SKCIEpUMEHTOB C TpaHcPOpMAIMSIMH W COCTSA3aTeNbHBIMU Hakieiikamu PGD
MpeJCTaBICHEI B Ta0M. 2 1 Ha puc. 3. JlaHHBIC pe3yIbTaThl TOKA3hIBAIOT, YTO:

e wmoxemn CBN u ADV CBN oxpmaemo Jrydiie 3aIlIyIIeHsl oT atak 6e3 TpaHcopmMaruii, ueM

mozens ResNet. 3to coBnagaer ¢ BeiBojamu B [4, 5, 11];

e U3 Bcex TpaHchopMaluii 63 COCTA3aTENbHON aTaKu TayCCOBCKUH IIIyM OOJIbIIE BCEX CHUKAET
touHocTh BagNet: CBN — Ha 45%, ADV CBN — Ha 34%, Torna xak To4HocTh ResNet ymama
Ik Ha 7,5%;

® IIPH BCEX pa3Mepax COCTI3aTeIbHON HakJeHku camble Hu3Kkne pe3ynsraTel CBN 1 ADV CBN
MIOKa3bIBAIOT HAa M300paKEHHUSX C TAYCCOBCKMM IIyMOM;

110




Kypnenkosa E.O., Uepenuuna M.C., Unctiaxosa A.C., Apxunenko K.B. Bnusiaue tpancdopmanuii Ha yCHemHOCTh COCTA3aTENbHBIX aTaK
1uist knaceuukaropos uzobpaxennii Clipped BagNet u ResNet. Tpyoet HCIT PAH, tom 34, Bbin. 6, 2022 r., ctp. 101-116

e 1pu koMOuHMpoBaHHOU TpaHchopmarun CBN u ADV CBN oka3zamuck xyxe ResNet Bo Bcex
MPOBEICHHBIX YKCICPUMEHTAX: KaK C COCTS3aTCIbHBIMH HaKJICHKaMu, TaK U 0¢3;

e TOBOPOT M 3aTEMHEHHE/OCBETIICHHE COCTSA3ATENBbHBIX M300paKEHUH 3HAYUTENHHO ITOBBIIIACT
TouHOCTh Mojienieli ResNet u CBN;

e wmoxens ADV CBN mmeer TogHOCTH BhIIIE, 9eM y oObraHOro CBN, Ha m3o0paxkeHusx 0e3
TpaHcopmanmii. Ho B  IOJOBHMHE  OKCIIEPUMEHTOB €  TPaHC(HOPMUPOBAHHBIMHU
cocTszarenbHbIMU m300paxeHusiMu ADV CBN npourpsiaer CBN;

e rayccoBcKkMi myM uyTh MeHbmie BimsseT Ha ADV CBN, wem Ha CBN — TOWHOCTH Ha
3alIyMJICHHBIX COCTA3aTeNbHBIX H300paxkenusx y ADV CBN Beiine.

Takum obpazom, Mmomemn CBN 1 ADV CBN moka3pIBaloT JTy4IIyl0 TOYHOCTH, YeM ResNet Ha
aTakax Hakneiikamu. OmHAKO IpH aTakax ¢ KoMOmHanmeil Tpanchopmarmii ResNet okaspiBaercs
nyume CBN. [lo6aBnenne coctszarensHoro ooydenus k moaennu CBN (st momyuenust ADV CBN)
JaeT 3HAYMMOE IPEHMYILIECTBO TOJBKO IPH PaboTe C COCTA3ATEIbHBIMU H300paKEHHUSIMH, HE
MOABEPTIIUMCS TPAHCPOPMAIIHAM.

3ameruM, uto nnd1 Moxaenu ADV  CBN-33 mpexacraBieHbl pe3ynbTaThl HE Al BCEX
paccMaTpuBacMBIX Pa3MEpOB HAKIECHWKH, ITOCKOJBbKY WCCIIEIOBAHUE 3TOW MOJAENM HE OBUIO
OCHOBHOH IEJIbIO JAHHOH paOOThI M IPOBOIUIOCH [0 OCTATOYHOMY IIPHHIIHITY, HACKOJIBKO XBAaTHIIO
pecypcoB. Taxxe, pe3yabTatsl mpoBeaeHHbIX Hal ADV CBN-33 skciepuMeHTOB MOKa3bIBAIOT, YTO
3Ta MOJIENb BO MHOTOM IT0X0a Ha Moaeias CBN-33.
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Puc. 4. Hzmenenue mounocmu mooeneil Ha amakosanuvlx cocmszamenvhol nakieiurko ART uzobpasicenusx
¢ mpancgopmayusimu u 6es. I[1o 20pu30HmManbHoOll OCU YKA3AH pa3Mep COCMA3AMENbHOU HAKIEUKU 8 NUKCENX
Fig. 4. Changing the accuracy of models on images attacked by an ART adversarial sticker with and without
transformations. The horizontal axis shows the size of the contest sticker in pixels
Pe3ynbTaThl SKCIIEpUMEHTOB IS COCTs3aTeNbHBIX Hakieek ART moxa3ansl B Tabn. 3 u Ha puc. 4.
[Tpu BeIOpanHBIX HamMu runepnapameTpax araka ART oka3zanack ciabee PGD, T.x. mpr 0inHaKOBBIX
pasmepax Hakneiiku PGD cHmkama TOYHOCTH Mojeiei cwibHee. Pesymbratel B Tabn. 3

MOKa3BIBAIOT, YTO:

e TOJBKO Npu pazmepax Hakierku ART 60x60 nukceneit CBN moka3biBaeT pe3yiabTaT BbILIE,
yeM ResNet, B 3 u3 5 akciepumenTax; mpu 6onee ManeHpkux Hakieiikax CBN Bcerna ocraercs
MeHEe TOYHBIM;

e JIyylllMe pe3yJbTaThl 00€ MOJENH MOKa3bIBAIOT HA M300paXkeHusX 0e3 TpaHchopManuii 1 Ha
M300paXEHMSIX C 3aTEMHEHHEM;
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e cpemu BcexX TpaHchopMmanmii raycCOBCKHW IIyM OoJbllle BCEro CHIDKaeT TodHocTh CBN;
aHAJIOTMYHBIN pe3yNbTaT MOIy4YeH U B dkcnepumentax ¢ PGD Hakneikoit.

Taba. 3. Amaxa cocmazamenvhou naxaeuxou ART. Tounocms modenetl Ha YUCTbIX U AMAKOBAHHBLX
uz06pascenusx ¢ mparcgopmayuamu u 6e3 nux. Pasmep naxaeiku ykazan ¢ nuxcensix. Kpacuvimu u
3eneHblMu yugpamu 6 ckobkax oboznauena paswuya 6 moynocmu CBN no cpagrenuro ¢ aHanocudHbim
axcnepumenmom Ha ResNet. 2Kupuvim wpugmom evioenen ayuwuil pe3yiomam 6 Kaxrcoom cmoabye

Table 3. Attack with the adversarial patch ART. Accuracy of models on clean and attacked images with and
without transformations. The patch size is in pixels. The red and green numbers in brackets indicate the
difference in CBN accuracy compared to the same experiment on ResNet. Bold indicates the best result in
each column

Mooens Tpanc- Hcxoonoe | Haxneiika | Haxnevika | Haxneiika | Haxneiika | Haknetixa
Gopmayusn usobpa- 20%20 32x%32 40%40 50%50 60x%60
olcenue +
mpanc-
¢opma-
yuu
be3 0.790 0.786 0.775 0.740 0.677 0.566
Tpancdop-
MaluH
ResNet- IToBopoT 0.735 0.745 0.716 0.675 0.602 0.506
18 ym 0.714 0.722 0.722 0.695 0.647 0.543
l"aycca
3aremuenue | 0.787 0.787 0.778 0.738 0.675 0.564
Komb6una- 0.665 0.672 0.680 0.628 0.580 0.488
st
be3 0.675 0.669 0.658 0.650 0.629 0.601
TpaHchop- (=0.115) | (=0.117) | (=0.117) | (=0.090) | (—0.048) | (+0.035)
MaluH
IMoBopot 0.623 0.617 0.607 0.601 0.588 0.570
CBN-33 (=0.112) | (=0.128) | (=0.109) | (=0.074) | (—=0.014) | (+0.064)
ym 0.261 0.266 0.262 0.255 0.245 0.228
l'aycca (=0.453) | (=0.456) | (—0.460) | (—0.440) | (—=0.402) | (=0.315)
3aremuenne | 0.670 0.670 0.660 0.652 0.628 0.601
(=0.117) | (=0.117) | (=0.118) | (=0.086) | (—0.047) | (+0.037)
Komb6una- 0.266 0.269 0.262 0.264 0.244 0.225
st (=0.399) | (—=0.403) | (—0.418) | (—0.364) | (—0.336) | (—=0.263)

Takum oOpazom, mpu cnabbIX aTakax, HECHJIBHO CHIKAIOIMX TOYHOCTH ResNet, moxmens ¢
apxutektypoil CBN ocraercsi MeHee TOUHOM.

TouyHOCTH MOZENed Ha OPUTHHAIBHBIX U COCTA3ATENIBHBIX H300PaXEHHUAX NPH HCIIONB30BAHHU
MacoK, OIMCAHHBIX B cTaThe [6], mpuBoauTcs B Ta0. 4. [1o npencraBiieHHBIM TaHHBIM BHJIHO, UTO:

e st mogenu ResNet Macku B cpeiHEM yBEINYNBAIOT YCTOMYMBOCTD MOJIENH K aTaKke, HO MackKa
«cbn» B JaHHOM ciydae MOKa3bIBaeT ceOs Jydmie Macku «m». ResNet B COBOKYMHOCTH ¢
MacKo# «m» MMeeT 0oJiee HU3KYI0 TOYHOCTh Ha OPHUTHHAIBHBIX H300pakeHUSIX B CPABHEHUH C
Mackoit «cbny»; 3ato st mozeneit CBN u ADV CBN macka «my yiydiaer ycTOW4HBOCTD K
aTaxe U K TpaHchOopMaIisIM;

e  IIpPUMEHEHHEe NOBOPOTa K COCTS3AaTEIbHBIM N300pakeHnAM Ha Mojiesi ResNet ¢ mpuMeneHneM
Mackd 1 Ha o0enx Bepcusix CBN ¢ npuMeHeHHeM Macku IeficTBYeT Ha TOYHOCTH 110-Pa3HOMY;
st ResNet ¢ Mackoi 9To IoBbIIIaeT TOYHOCTh MoAenH, a ;i CBN u ADV CBN ¢ mackoi
HAa00O0POT MOHMKAET.

3ameruM, uTO MHOrux ciydagx PGD Haxnelika pacrojaraeTca B BEpXHEM JIEBOM YIIy

n3o0paxxenus (puc. 1). ITo cBs3aHO C TeM, YTO aNropuT™ U runeprnapamerpsl PGD-araku 3auactyro

MIO3BOJISIIOT YCIICIIHO aTakoBaTh MOJENb C INEPBOW WTEpalUH M, CIEICTBEHHO, HE NepeOuparhb

JIpyrUe JIOKAlUK JUIs HakJIeWku. Mbl npearnosaraeM, 4to Jio0oe ApPYroe IMOJIOKEHHE HaKJICHKH
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(Hampumep, B IEHTpE H300paKEHWI) HE M3MEHWIO OBl ONMMCAHHBIX HAMH 3aKOHOMEPHOCTEH.
OmHAaKO T0KAa3aTeIbCTBO ATOU TUIOTE3bI MBI OCTABIISIEM JIJIS NANBHEHIINX UCCIICIOBAHHN.

Tabn. 4. Tounocms mooenetl Ha YUCMBIX U AMAKOBAHHBIX U30OPANCEHUAX ¢ MPpaHchopmayuamu u 6e3 Hux O
mooeneu ¢ mackamu PatchGuard. Pasmep nakaeiiku ykazan 6 nuxcensix. CUHUM Y6emom ommeyeHa
TMOYHOCMb HA «POOHBIXY COCMA3AMENbHBIX U300padicenusix 0t moodenu. Pezynomamut ons 1000 mecmoguix
uzobpasicenuil. [{nsa cocmsazamenbHblx u300padcenull pamep Haxkneuku pasen 32X32

Table 4. Accuracy of models on clean and attacked images with and without transformations for models with
PatchGuard masks. The patch size is in pixels. The blue color marks the accuracy on the "native" adversarial
images for the model. Results for 1000 test images. For competitive images, the sticker size is 32%32

Mooens Tpancopmayus | Hcxoonoe Cocmasa- Cocmssa- Cocmssa-
uzobpadicenue | menvbHvle menbHble menbHble
+ mpancghop- | uzobpadicenus | usobpascenus | uz0b6paxiceHus:
mayuu ons ResNet onst CBN onst ADV CBN
Be3 tpanchop- 0.792 0.567 0.785 0.784
Manuu
ResNet-18 + IToBopoT 0.730 0.667 0.724 0.709
macka «cbn» | [Ilym Taycca 0.793 0.579 0.788 0.788
3areMHeHHe 0.731 0.482 0.730 0.732
KomOuHanms 0.653 0.610 0.654 0.655
Be3 tpancdop- 0.382 0.637 0.638 0.662
Malu
ResNet-18 + IToBopoT 0.516 0.427 0.490 0.478
Macka «my HIym 'aycca 0.661 0.377 0.627 0.632
3aTreMHeHHe 0.585 0.374 0.584 0.566
Komounanus 0.289 0.269 0.278 0.278
Be3 tpancdop- 0.688 0.681 0.655 0.679
Maluu
CBN-33 + IToBopoT 0.652 0.652 0.628 0.642
Macka «my Iywm laycca 0.667 0.667 0.638 0.669
3areMHeHme 0.269 0.273 0.271 0.274
Kombunanms 0.278 0.289 0.269 0.278
Be3 tpancdop- 0.694 0.696 0.677 0.633
Malu
ADV CBN-33 | Tlosopor 0.632 0.634 0.627 0.604
+ Macka «my» [Iym I"aycca 0.683 0.690 0.673 0.617
3aTeMHeHIe 0.382 0.388 0.375 0.365
Komo6unanus 0.394 0.383 0.386 0.385

5.2 lNepeHOCUMOCTb aTak

B tabi1. 5 npencraBieHs! TOYHOCTH MOJIeIIeH Ha OPUTMHAIIBHBIX N300pakeHUIX 0€3 COCTA3aTeNbHOM
HaKJICHKH M Ha «9Y>KHUX» COCTA3aTEIbHBIX N300paKEHMAX C HaKJICHKOM pasmepa 32X%32 mukces.
3eneHbIM IIBETOM 0003HaYeHAa TOYHOCTh MOJIEIEeH Ha OPUTHHAIBHBIX H300PaXKEHHUAX, a YEPHBIM —
Ha COCTs3aTeNbHBIX. B 3TOM »KcmepuMeHTe paccMarpuBaiach kiaccumdeckas PGD araka. [lo
pe3yipTaTaM BUIHO, 4TO:

e araka IEPEHOCHTCA CIab0; Ha COOCTBEHHBIX COCTA3AaTENBHBIX M300PaKEHUAX TOYHOCTD
MoJenel (Tabur. 2) ropa3so HIKeE, 4YeM Ha YYXKHX;

® Ha YYyXHX COCTA3ATENbHBIX H300pakeHMs X Oe3 TpaHcopMamuii TOYHOCTb CHHIKAETCS
HEe3HAYMTeNIbHO, 3aTO MpPU IIOBOPOTE OSTHX H300paKEHHH pa3HHIA C TOYHOCTHIO Ha
OPUTHHAIBHBIX H300pakeHUsIX 6€3 TpaHCHOpPMAaLnii CTAHOBHUTCS CYIIECTBEHHEE.
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Tabn. 5. Tounocms MoOenell Ha cOCMA3AMENbHBIX U300padcenuax opyaux mooeneu. Pazmep naxnetixu 3232
6 nukcensx. ITo copusonmanu ommeuenvl Ha36anusi MoOeiell, OJisk KOMOPbIX 2EHEPUPOBANUCH
cocmszamenvuvle uzobpascenusx. Ha ouazonanvuvix 610kax (20e Hazganue Mooenu cosnaoaem ¢ Ha3gaHuem
MoOenu, 05l KOMOPOU CIMpPOUTUCL COCMA3AMENbHbIE U300PAdCEHUs) 3eNEHbIM YEEMOM 8blOeNeHd MOYHOCb
Ha OpusUHanbHbIX U306pascenusx 6e3z narknetiku. Pesynomamur ons 1000 mecmoswix uzodpasicenuii

Tab. 5. Accuracy of models on competitive images of other models. Patch size is 32%32 in pixels. The names
of the models for which competitive images were generated are marked horizontally. On the diagonal blocks
(where the name of the model matches the name of the model for which the competitive images were built),
the accuracy on the original images without a patch is highlighted in green. Results for 1000 test images

Mooens Tpancgopmayus | Cocmasa- Cocmasa- Cocmasa-
meibHble menbHbie menbHbie
usobpasxcenus | uzodpaxcenus | u300paxtcenus
onsa ResNet ona CBN ona ADV CBN

Be3 tpancdop- 0.794 0.785 0.789
Maruu
IToBopot 0.709 0.708 0.698
ResNet-18 IIym Faycca 0.791 0.784 0.786
3aTeMHEHHe 0.727 0.722 0.725
KomoOunanus 0.628 0.632 0.630
Be3 tpancdop- 0.694 0.694 0.684
Maluu
IToBopot 0.643 0.642 0.633
CBN-33 Illym Taycca 0.689 0.678 0.669
3areMHEHHE 0.276 0.269 0.272
Kombunanus 0.273 0.263 0.272
Be3 tpancdop- 0.693 0.679 0.696
Maluu
IToBopot 0.647 0.635 0.650
ADV CBN-33 | Illym I'aycca 0.687 0.685 0.692
3aTeMHEHHe 0.378 0.377 0.374
KomOunanus 0.369 0.373 0.380

AHAJIOTHYHBIC PE3YJIbTAThI IEPEHOCHMOCTH aTaK IMOIyUEHBI I MOZCIICH C MaCKaMH, OTIMCAHHBIMH
B cTaThe [6], mpeacTaBieHsl B Ta0J. 4. Pe3ynbTaThl B JaHHOM Cilydae aHaJOTHYHBI SKCIIEPUMEHTY
JUTs Mojienieit 6e3 Macok.

Ilo pe3ynbTaTaM MOXKHO CHEIATh BBIBOJ, YTO MEPECHOCHMOCTH COCTS3aTENIbHBIX H300paKCHHIMA
OJTHOI MOJIENTH Ha APYTYIO [UIS IAHHBIX BUOB aTak U MOJIENIEH €CTh, HO OHA OYEHb cliabast.

6. 3aknroyeHue
ITo pe3ynbraram 3KCIIEPUMEHTOB MOXKHO CJI€NATh CIEAYIOIINE BbIBOJIbI:

e no0aBJieHHE TayCCOBCKOrO IIyMa ¥ KOMOWHAIIMH W3 TpaHChOpManuil OCOOCHHO CHIBHO
MMOHMKAKT TpeicKa3areidpHylo TouHOocTh Mogeneir CBN um ADV CBN pmaxe 6e3
COCTSI3aTENIbHBIX ~HaKJIeeK, TakuM oOpazoM, Moaenb CBN mnoxo cmpaBisieTcst ¢
U300paKeHUSIMH HU3KOTO Ka4ecTBa;

® TIIOBOPOT M 3aTEMHEHHE COCTSI3aTCIbHBIX U300paXCHUH 3HAYUTEIHHO CHUXKACT YCIICIIHOCTH
aTak; HECMOTps Ha TO, YTO paccMaTpUBaeMO€ 3aTeMHEHHE/OCBETIEHHWE HE BUIAHO IS
YEJIOBEYECKOTO TJIa3a, MPU HEKOTOPBIX pa3Mepax COCTI3aTeNbHBIX HakIeek (Hampumep, 20%20,
32x32 npu 000MX METOIaX TeHEPAIlUH HAKJICEK) JIyUIlIe BCETO CMOTIIA HUBEIUPOBATh aTaKy;

®  TIEPEHOCHUMOCTH COCTS3ATEIbHBIX N300paKEHNUN OJTHOM MOJETH Ha APYTYIO JJIs JAHHBIX BHIOB
aTak U MOJIEIIeH eCTh, HO OHA OYCHB Cllabasl.

Takum o6pazom, apxutektypa CBN m ADV CBN MOXeT 3alIUTUTh OT COCTSA3aTENbHBIX aTak

TOJIBKO IIPH JIBYX YCIOBUSIX:
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e KayecTBO H300paKeHWs XOpollee, T.e. HE IOJBEPKEHO TAaKUM TpaHCHOpMaLHiIM Kak
3alIyMiIeHHe, [I0BOPOT, 3aTEMHEHHE;

e  aTaka 3HAYMTEJILHO CHIDKAeT TOYHOCTH HE3aIUIIEHHOW MO/IENH.

B cmydae xe paboTHI ¢ M300paKCHHAMH IDIOXOTO KadecTBa UM IIPH CIAOBIX arakax JIydIle

HPEIIoYecTb KIaCCHUSCKYI0 MOJIENb KIacCU(pUKanuy H300paKeHUI MM APYTUe METObI 3alUTh

OT COCTSI3aTENbHBIX aTaK.
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AnHoTamms. VnenTndukanys yenoBeka Ha HH(PPOBOM H300paKSHUH C MOMOIIBIO KOMIBIOTEPHOTO 3PEHHUS
SBJIAETCS BAXKHEHIIINM aclieKToM 3To# o01acTu. Hammune BHEIIHIX 00BEKTOB, TAKUX KaK MEIUINHCKNE MACKH,
KOTOPBIE 3aKPBIBAIOT YACTh JIMIA, MOXKET PE3KO CHU3UTh TOYHOCTh PACIIO3HABAHUS U yBEIUYUTH OLUIMOKH OT
5% no 50% B 3aBUCHMOCTH OT alrOpUTMa. B maHHOM cTaThe UcCemyeTcsl HCIONIB30BaHNe HEHPOHHBIX CeTeH,
B YaCTHOCTH reHepaTHBHOM cocTsizarensHoii cetd (GAN), it perreHust 3a1aqi BOCCTAHOBIICHHUS H300paKeH s
JIMIa, 3aKPBITOTO MEAUIIMHCKOW MAcCKOH, JUIs TIOBBIMICHHUS] TOYHOCTH Paclo3HaBaHMUS JIHIA.
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Abstract. Identifying a person in a digital image using computer vision is a crucial aspect of this field. The
presence of external objects, such as medical masks that cover part of the face, can drastically reduce
recognition accuracy and increase errors from 5% to 50%, depending on the algorithm. This paper investigates
the use of neural networks, in particular the generative adversarial network (GAN), to solve the problem of
reconstructing an image of a face covered by a medical mask to improve face recognition accuracy.
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1. BeedeHue

Hcnonp30BaHne NEPeIOBBIX TEXHOJIOTUI M UCKYCCTBEHHOT'O MHTEIUICKTA IIPOU3BEIIO PEBOJIIOLHUIO
BO MHOTMX OTpacisX INPOMBIIUICHHOCTH, IIOBBICHB  3(QQEKTHBHOCTb, TOYHOCTH H
MIPOU3BOIUTEIHHOCTH. KOMIIBIOTEpHOE 3peHre — O/THA U3 TaKUX 00JacTeil, B KOTOPOii B MOCIeTHIE
roApl HAOIIOAAETCS 3HAYUTENBHBIA POCT, C Pa3pabOTKOW MEPEeNOBBIX AJTOPUTMOB M MOJEINeEH,
MO3BOJIIOIINX AHAINU3UPOBATE U HHTEPIPETHPOBATH M300paxkeHHs W BHAeo. VpeHTHduKanus
YeJIOBEYECKUX JIMI 10 (oTOrpaguueckuM HU300paKEHUAM - BaKHEHIIHH aCIIeKT KOMITBIOTEPHOTO
3peHUsl, KOTOPBIH HAXOAUT MPUMEHEHHE B CUCTEMaX 0e30MacHOCTH, KOHTPOJISI JOCTYIA, IPOBEPKU
JaHHBIX W MMOJb30BaTeNeit ycrpoicts [1].

OpHaKO HalNM4Me MOCTOPOHHUX OOBEKTOB, 3arOPaKUBAIOLIMX WJIM CKPHIBAIOUIMX YaCTH JIMIIA,
MOXET CHJIBHO MOBJIHATH Ha TOYHOCTH PAcIO3HABAaHWS M IMOBHICUTH KO3((UIMEHT OomMOOK Ha
3HaYMTEeNbHYI0 BenuuuHy [2]. Illupokoe HCMOMBb30BaHUE CPEACTB HMHAMBHIYaIbHON 3aIIUTBHI BO
BpeMsi maHgemMuu KoponaBupyca 2019-nCoV mpuBeno k moBceMecTHBIM cOOSIM B CHCTeMax
OMOMETpUYCCKON HICHTH(MUKAIMK C MacKaMH Ha JIMIIE, YTO IOJYCPKHBACT HEOOXOIMMOCThH
WHHOBALMOHHBIX pEIICHUH MJsl pelIeHUs NpoOJeMbl HIACHTH(UKAIMU JIMI CO CKPBITHIMH
yuactkamu [3, 4].

B nmanHoit paboTe mpe/iaraeTcsl HeHPOCETEBOM MOIXO C UCIIOIb30BaHUEM [NTYOOKUX CBEPTOYHBIX
reHepatuBHO-cocTszaTenbHbIX cereit (DCGAN) [5] mist BocCTaHOBIICHHUS CKPBITHIX YaCTEH JIUIL 1
VIy4YIICHAS KayecTBa M JeTalu3allii M300paKeHUH IS MOBBIICHUS! TOYHOCTH PacliO3HABaHHMS.
UcnonezoBanne DCGAN 11 BOCCTaHOBIICHHUsSI PUCYHKA JIMIA MOXET 3HAYHMTEIBbHO ITOBBICHTb
TOYHOCTH MACHTU(GUKALUY JIMYHOCTH M CHU3HUTHh KOI(D(PUIHEHT OMIMOOK, oOecrieynBas HaJIe:KHOES
peleHue npooIeMbl HASHTH(OUKAIMH JIUI CO CKPBITHIMU Y4aCTKaMH JIMLIA.

2. OnucaHue memoda peweHus 3ada4qu

ITo mMepe pa3BUTHS TEXHOJIOTHH M pa3pabOTKN HOBBIX MHHOBANWH, 00JIaCTh T€HEpaluy JaHHBIX U
KOMITBIOTEPHOTO 3PEHHs B IIOCIEAHME T'OABI HpeTepriesia 3HaYnTeNabHble M3MeHeHus. OnHIM u3
HanOoilee 3HAYMTEIBHBIX TIPOPHIBOB B JTOW 001acTH crayja pa3paboTKa TeHepaTHBHBIX
cocszarenbHbix ceteil (GAN) (puc. 1), KOTOpbIe MPEACTaBIAIOT CO00# THUI HEHPOHHBIX CEeTeH,
JIOKa3aBIIIHX CBOIO BBICOKYIO 3(p(HEKTUBHOCTD B CO3MaHUH (OTOPEATUCTHYHBIX H300paxeHuit [6].

Hactosime
O0pasIE
—
OGyuEHITe CLUNMATS WOLIEIhHRE
Bxoankee 3 JAHHBIE OT NCTHHARLX 1aHHEX
JanmLe
= Pacnpenenesre .t | l
OOy TGN AaRLT T D , ;" [HCEpIMITHATOR
i CIPARHICS
o v |,'1nc1.'plz.\:1m:m\|\!
G ;
D
Cargtanue
e 13 Tenepatop o
NoAOeIBHOIO
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| 00YYEHIA
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Puc. 1. Apxumexmypa cenepamusHoii cocmazamenbHol cemu

Fig. 1. The architecture of the generative adversarial network
OcHoBHas konnemnuss GAN ocHOBaHa Ha TEOPUH WIP M BKIIOYACT JIBE MOJCIH, TCHEPATOp H
KPHUTHK, KOTOpPbIE KOHKYPUPYIOT APYr C JAPYrom, 4to0bl cieiath Apyr Apyra cuibhee [7-9].
I'eHeparop BBIIAET CHHTETHYECKHE 0Opa3Ilbl, KOTOPBIC JOJDKHBI BBHITIIACT KaK MOXKHO ONIMKE K
peaNbHBIM JIaHHBIM, a KPUTHK, TaKK€ W3BECTHBIM KaK JUCKPUMHUHATOP, NPU3BAH ONPEIENIUTH,
SIBIISICTCS JIM 00pa3el] HACTOSIIUM HIIH TOAJCIIbHBIM. DTO COPEBHOBAHHE MEXIY T'EHEPATOPOM U
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KPUTHKOM TPHBOIHUT K TOMY, 4TO 00€ MOJEIH CO BPEMEHEM COBCPIICHCTBYIOTCS W CTAHOBSTCS
Oonee 3 PeKTUBHBIMU B CBOMX 3aj1adax.

JuckpumusaTop (D) nomkeH ¢ BEICOKOH TOYHOCTBIO OTIINYATh pealbHble JaHHBIC OT MOAICIIBHBIX,
B TO BpeMmsi Kak reHeparop (G) ctpemurcst mpou3BouTh 06pasisl, KoTopsie D TpyaHo oTnuauts OT
peambHBIX JaHHBIX. YTOOBI cOamaHCHpOBaTh ATH ABe Iemu, Mexay D m G paswrpeiBaercs
MHHHMAaKCHast UTpa, B KOTOPOH (QPyHKIMS MOTEPh ONTUMH3UPYETCS CIEIYIOIINM 00pa3oMm:

mGin max L(D,G) =Eyx—p,([log D] + E;pp, ) [log (1 — D(G(z)))]
= Ex~pr(x) [lOg D(X)] + Ex~pg(x) [log(l - D(X)] (1)
Eyp, (x[log D(x)] ne Biusier Ha G BO Bpems 0OHOBJIEHHS IPAJMEHTHOTO CITYCKa.

YroOBl OmpenenuTh Hawiydllee 3HAUYCHHWE AWCKPHUMHUHATOpA, HaM HY)XHO MaKCHMH3HUPOBATh
(YHKIHIO TOTEPh:

L(D,G) = fx(pr(x) log(D(x)) +py(x) log(l — D(x)))dx. (2)
Onrtumaneroe 3Hauenne D(X) makcumusupyet L(G, D), ero MOXHO MpeACTaBUTh Kak:
X =D(x),A=p.(x),B =p,(), 3)
¥ OHO MOKET OBITh PACCUMTAHA KAK:
f(X) = Alogx + Blog(1 — %), 4)
af®_, 11 1 1 1 (1 1)_ 1 A—(A+B)x
d¥  "In10% In101-% In10\ % 1-%/ In10 %(1-%)
Taxum o6pazom, yCTaHOBI/IBd];(;) = 0, MBI IOJTyyaeM HamIyylllee 3HaUCHUE AUCKPUMHUHATOPA:
A x
D*(x) =% = Pr() e [0,1]. (5)

A+B  p(x)+py(x)
Korza reneparop ontuManbHO 00y4eH, BEPOSITHOCTH CTE€HEPUPOBAaHHBIX AaHHBIX (Pg) U peanbHbIX
JMaHHBIX (Pr) cxomsatcs, W muckpumuHatop (D*) momkeH nmaBath 3HaueHHE Y2. ITO MPHUBOIUT K
(hyHKIIMM TIOTEPB!

L(G,D) = fx(pr(x) log(D*(x)) +pgy(x) log(l — D*(x)))dx
1 1
= longxpr (x)dx + longxpg (x)dx. (6)

Ha ocmoBe 6 MoxHO paccuntaTh nuBepreHnuio lenceHa-llleHHOHA MeXOy AByMs
pacnpeneeHus MU, UCTIONb3Ys GopMyITy:

1 pr+p 1 prtp
D]S(pT”pg) = EDKL(pT . > ) +§DKL(pg || . 2 9y =
1 pr(x) ) 1( pg(x) )
=—|log2 + x)log———— |+ —=(log2 + x)log—————dx
2( g2+ [ p(x) 8+ p.() T2\/08 Jpg() 8+ Dy ()
1
=5 (log4 + L(G,D")) @)
1 popmyiy

L(G,D") = 2D]s(pr||pg) — 2log?2. (8)

Ipouecc oOyuenus reneparuBHO-cocts3arenbHoi cetr (GAN) BKitouaeT ucmolib3oBanue GpyHKIUH
MOTEpPb, KOTOpasi OIPEAEISIET CXOJICTBO MEXIY CTeHEPHPOBAHHBIM paclpeie]IeHneM JaHHbIX (Pg) 1
pacnpeneneHneM peanbHoi BBIOOPKU (Pr). OgHOW W3 4acTO HUCHOJB3YyeMbIX (PYHKIHHA MOTEPh
sBisietcs: auBepreHuust JxeHceHa-llleHHOHa, KOTOpas BBIYMCISIET pPa3HUILY MEXAY ABYMS
pachpeieneHusIMH, Korjaa AUCKpUMHHATOP ontumaieH. OnrtumaibHblil reneparop (G*), koTopslit
MOJKET UA€aNbHO BOCIPOU3BECTH PEAIbHOE PACIpEAeiIeHHUEe JaHHBIX, IPUBOJUT K MUHUMAIbHBIM
notepsim L(G*,D*) = —2log 2 [14, 15].
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CymiecTByeT HecKONbko pasHoBuaHocTeil GAN, KoTOpble NpeaHa3HAueHbl UL Pa3JIMYHBIX
NPWIOKEHU M KOHTEKCTOB. Hampumep, npu moiyHaOiroqaeMoM OOy4eHHMH IUCKPHMHHATOD
OOHOBIISICTCS TS TIPICBOCHHS peaslbHBIX MeTOK Kitaccam ¢ 1 mo K-1 m moamensHOM METKH Ki1accy
K, pu 3TOM TeHeparop neitaercst 0OMaHyTh IUCKPUMHUHATOP, YTOOBI IPUCBOUTH MEHBIITYIO METKY
[16].

B mamHOM wuccrmemoBanmm ansi  yiayumenwms oOydenms DCGAN  Opur mcmonb3oBaH
MOJU(UIIMPOBAHHBIH METOJ] OJHOCTOPOHHETO CIIIaXMBaHHUs METOK. MeToJn coueraeT B cebe aBa
METO/Ia OLIEHKH CXOJICTBa M300pa)KeHWH, a UMEHHO (YHKIHMIO MOTEPh M MHJEKC CTPYKTYPHOTO
cxozactea (SSIM) [17]. DyHkims OTeph, Takas Kak CPeIHsS KBaapaTHYHAs OLIMOKA WITH CPEIHS
abcomnroTHast OMIMOKA, W3MEpSeT pAacXOXJICHHE MEXKAY OTaIOHHBIM U CreHepUpPOBaHHBIM
n3obpaxeHussMu. Mexay tem, SSIM paccuuTbiBaeT 4HCIEHHOE NPEICTAaBICHHE CXOJCTBA MEXKIY
JIBYMSI M300pa)KCHUSIMH, MCIIOJIB3Ysl TPH NapaMeTpa: sIpKOCTb, KOHTPACT U CTPYKTYpy. MToroBas
oneHka Bapeupyercs ot 0 1o 1, rae omeHka 1 o3Ha4aeT, YTo U300paKEHUS MTOTHOCTHIO CXOXKH.

B mpomecce mpoeKTHpOBAaHUS T'€HEPATHBHO-COCTSA3ATENbHOW HEWPOHHOW CETH BO3HUKAET
KOMITPOMHCC MEXAY MPOM3BOAUTEIBHOCTHIO MOJICTH M ee pa3MepoM. Uem riy0oke ceThb U 4eM
Oonbllie B HEH (QUIBTPOB, TeM OOJblIee KOIMYESCTBO MApaMeTpoB oHa OymeT comepkath [18].
Hanpumep, croii cBepTku ¢ pasmepHoctsio [8, 8, 256] coxepxkur mpumepro 0,59 MusuTHOHA
napaMeTpoB, a clioi ¢ pasmepHocTthio [4, 4, 512] — 2,3 MuHoHa mapaMeTpoB. JTO MPUBOAUT K
YBEJINYCHUIO BpeMeHH o0ydeHus. OHAKO, peryaupys rIyOHHY W KOJMYECTBO (GUIBTPOB, MOKHO
9KCIIEPUMEHTHPOBATh M HANTH KOH(PHIypaLuioo, KOTOpas oOecIevynBaeT ONTUMANbHBIA OaiaHc
MEXAY [TPOU3BOAUTEIBHOCTHIO U Pa3MEPOM MOJIEITH.

ITocne mnpoBeneHWs] HECKONBKHX HCIBITAHMHA OBbLIa OHpeneieHa CleAyromas ONTHMAJbHAs
KoH(pUTypauus:

e pasmeps! punsTpoB: [64, 128, 128, 128, 256, 256, 512];

e pasmep saapa: [7,7,7,7,7,3,3,3];

e  pa3mep BXOIHOTo n3obpaxenus: [256, 256, 3];

e pa3mep nmakera: 12.

3. O6yyeHue HelipoHHOU cemu

Jnga momydeHus JOCTaTOYHOTO KOJHYECTBa OOYdYalOIIMX JaHHBIX U1 TE€HepaTUBHOMN
COCTSI3aTeNIbHOI HEMPOHHOM CeTH HEOOXOAMMBI TTapbl H300paKEHHUH YelloBEKa ¢ Mackol 1 Oe3 Hee.
OpHako cOOp TakuxX JIaHHBIX BPYYHYIO MOXET OBITh 3aTpylHEH H3-3a HEOOXOIUMOCTH
COMOCTAaBICHHS BXOMHBIX M BBIXOJHBIX H300pakeHHil OMHOTrO M TOro ke uemoBeka [19]. Jlms
petreHus 3Toi mpoOIeMbl OblIa pa3paboTaHa CHCTEMA, TI03BOIIIONIAS TCHEPHPOBATh 0a3y JaHHBIX
JIUI] ¢ MAaCKaMH, HCIIOJIB3Ys CYIIECTBYIOMNE 0a3bl JAHHBIX H300paXeHUH JIHIL.

basa macon-uabnonos

BxoaHoe " , Buifiop cpeHHTHROE
nsofpametne Jﬁﬂﬂw*i"a"f“q;%"mpm - COOTBETCTEMDLUHX HIGHHES i n B::IEGEE 12?&3&“
AHLE H Y&CTH AHLLA YEADBEKA CAxoAALY - )
HaroMEHHH MACKH HE AHLD Bruoatoe
Tpat MELHA MBCKH YENDBEKE © Y ETOM
parchophiE LI i Haobpaxenqe

wWwaBnoHa OPHEHTHPOE HIEKHEN YaCTH

NHUE B MaCke
AHLLE

Puc. 2. Brnox-cxema aneopumma 000a6ieHuss MACKU HA U300padceHue 1uya 4eio6exka
Fig. 2. Block diagram of the algorithm for adding a mask to the human face image
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B xauecTBe OCHOBHOI 0a3bpl JAaHHBIX HCIIOJIB30BaJach 0Oa3za maHHbIX Labeled Faces in the Wild
MaccagyceTcKoro yHHBEpCHTETa, KoTopas comepxut Oonee 5 000 m300paskeHHIA YEIOBEUECKUX
aun. Jis TO4HOTO pa3MenieHHs MackKd Ha JIMIAX HMCHOJIb30BAJICS IPEABAPUTENLHO OO0YUCHHBIH
JETeKTOp opueHTHpoB Ha junax dlib. DToT HHCTPYMEHT He TONBKO OMpEeAeNAeT OPUSHTHPHI, HO U
BBIYMCIISICT HAKJIOH JIMIIA, YTO KpaifHe Ba)KHO ISl MPAaBUIIBHOTO BBIPABHUBAHUS HM300pasKCHHS
MacKH.

Haxyion nuua y4uThIBaeTcsl NpH BbIOOpe Hamboiiee MOIXOJSIIEro HIa0dJioHa MAacKu U3 Habopa
HMEIOIMXCS MAcoK. 3areM IIaOMOH MacKé MpeoOpa3yeTcsi Ha OCHOBE IIECTH KIIIOYEBBIX TOYEK
HIDKHEH 9acTh JTMNa Ui JOCTHKEHUS HAWIydllero npuieranus. I[Ipouecc m3o0paxkeH Ha OIOK-
cxeMe, MOKAa3aHHBIA HA pPHC. 2, a MPUMEP MONYYCHHOTO H300paKCHHUsS ¢ Mackol u 0e3 MacKu
ToKa3aH Ha puc. 3.

Puc.3. Ilpumep ceenepuposannvlx uz06paxiceHuil iuy 8 Macke
Fig.3. Example of generated images of faces in the mask

4. Mpakmu4eckue pe3ynbmamabl

Hetiponnass cerb oOy4amace B TedueHue 50 smox, ucnonbdys 500 cirydaiiHO BBIOpaHHBIX
n300pakeHUH JIMI[ C MacKaMH W3 COOpaHHOHM 0a3bl JaHHBIX B KaxJOW amoxe. XoJ 00ydeHHs
OTCIIEXKUBAJICS C TIOMOIIBIO (QYHKITHH MTOTEPh U HHICKCA CTPYKTYPHOTO cxoacTBa (SSIM).

Br10op noaxopsieit pyHKIMK NOTEph UMEET pellaroliee 3HaueHne st 3QpGEeKTHBHOCTH MOJEIH.
Jns pemwenuss 3To 3agaun ObLla WCIIONB30BaHA KOMOWHAIMS JBYX (YHKIMH NOTEph -
cpennexBanpaTnyHoit ommbOku (MSE) u cpenneit abcomotnolt ommbku (MAE). Ot dyHKIuu
OLICHMBAIOT PA3HUIly B MUKCEISIX MEXIY HM300pa)kK€HHEM, MOIYyYEHHBIM C IOMOIIBI0O MOIEIH, U
HCTHHHBIM U300pa’keHneM 13 Habopa JJaHHBIX JI0 IPUMEHEHHS MacKH.

UroOBl MOJIENH MOTJIA CO3/1aTh PEAUTUCTHYHOE N300pakeHNE JIMIa ¢ MacKOH, HE00X0IMMO, YTOOBI
OHA NTOHMUMaJa 0COOEHHOCTH, CKPBITBIE MACKOM, TAKHE KaK POT U HOC, U, BO3MOXKHO, JIa’KE€ SMOLIHH,
oTOOpakaeMble Ha BUAMMBIX YacTAX JIMIA, TaKMX Kak Tha3a. KomOuHanus (yHKIUH TOTEph
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MO3BOJISIET MOJEIH HAy4UThCsl 0000ImIaTh JII000E JINI0, a HEe TOJBKO T€, KOTOPBIE €CTh B Habope
JAHHBIX JJIS 00YYEHUs, JaKe CCIIM OHA HE MOXKET HJICalIbHO COOTBETCTBOBATh KAXKIOMY ITHKCEITO.
SSIM, onieHMBaeT CXOACTBO MEXAY OABYMS M300paxeHussMu. OH BbIaeT yncioBoit 6amt (ot 0 o 1)
Ha OCHOBE B3BELICHHOH KOMOWHAIIUH SIPKOCTH, KOHTPACTa U CTPYKTYPHI, @ HE MPOCTO MOACYUTHIBACT
KOJINYECTBO COBIMAJIAIOIINX MTUKCEIICH.

B 1abn. 1 mpexacraBiieHa cTaTHCTHKA TMPOU3BOAUTEIHHOCTH HEHPOHHOH CETH Ha 3Tame oOydeHHs
JUISl PEKOHCTPYKLUHK JIHLl. B Tabiuiie moka3aHo 3HaueHHe GYHKIHMU HOTEPh U TOYHOCTH CETH BO
BpeMsi 00yUCHUS U TECTUPOBAHUSI.

Tabn. 1. Cmamucmuxa npouzsooumenibHOCmU HelupoHHOU cemu
Table 1. Neural network performance statistics

Ne Loss SSIM Loss SSIM
IMNOXH (o6yuenne) (o0yuenue) | (TecToBblii) | (TeCTOBBIIi)
1 0,3956 0,7597 0,3686 0,7255
2 0,2877 0,8067 0,2792 0,7157
3 0,1968 0,8084 0,1957 0,7566
4 0,1570 0,8252 0,1760 0,7677
5 0,1542 0,8415 0,1794 0,8104
46 0,0625 0,9304 0,0727 0,9496
47 0,0628 0,9243 0,0764 0,9215
48 0,0605 0,9221 0,0738 0,8960
49 0,0600 0,9064 0,0721 0,9117
50 0,0606 0,9308 0,0717 0,9546

Ha puc. 4-5 npencrapiens! pe3yabTaTel 00ydeHHs HEHPOHHOM CeTH.

Loss
0,45
040
035 3
o3 1
0,25
0,20
0,15 -
0,10 g
o ————— e momesmadaaon

0,00
1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49

= = ObyyeHue TectuposaHwe

Puc. 4. I'pagux usmenenus ¢yHxkyuu nomepu 80 epems 0OyueHus
Fig. 4. Graph of the change in the loss function during training

Ha puc. 6 mnpencraBieHbl pe3ysbTaThl, HMOJydYeHHbIE B THpolecce oOydenus. Ha pucynke
NIPE/ICTABIICHBI TPH U300pa’KeHNs: OPUTHHAIBHOE M300paKeHUEe ClieBa, M300paKeHHE C MacKoil B
LIEHTPE W BOCCTAHOBJICHHBIE CKPBITHIC YaCTH JIMIIA CIIPaBa.

Kak mnoka3pIBalOT INpelcTaBlICHHBIE JaHHbIE, IPEJUIOKEHHas HEHpPOHHAs CETh JEMOHCTPHUPYET
3aMeuaTeNbHble pe3ysIbTaThl Ha TECTOBBIX Habopax AaHHBIX. CeTh JEMOHCTPUPYET CHOCOOHOCTH K
00001IeHNI0 1, 00JIalaeT JOCTATOUYHBIM YPOBHEM pacliO3HABAHMS IMOLMI, YTOOBI T€HEPUPOBAThH
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yIeIOatomyecs WM TPYCTHBIE IKIa. TeM He MeHee, BCe ellle eCTh BOZMOXKHOCTH U JallbHEHIIero
COBEPIIECHCTBOBAHUS.

SSIM

P CRARS . - - 3 T
".p.‘..—“)--"&——-;‘—v_aﬂ..\yﬁ"‘"' O —— . g e

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49

...... ObyyeHne === TecTuposaHue

Puc. 5. I'pagux usmenenus gynxyuu cxooscecmu u3o00padxceHuti 60 8pems 00yueHus
Fig. 5. The graph of the change in the image similarity function during training

0 0

50 50
100 100
150 150
200 200
250 250

0 0

50 50
100 100
150 150
200 200
250 250

0 100 200 0 100 200 0 100 200

Puc. 6. Pe3ynomamol 60CCMAaHOGICHUsL U300PANCEHUS TUYA HeL08eKd 0OYYEHHOU HeUPOHHOU cemblo
Fig. 6. Results of reconstruction of a human face image by a trained neural network

5. 3aknroyeHue

B 3akiroueHue ciefyeT OTMETHTh, 4TO pe3ynbTatel o0ydeHus DCGAN s BoccTaHOBJICHUS
CKPBITBIX YYacTKOB JIMIIa Ha JIByX OICHMWBAEMBIX MapaMeTpax I10Ka3aj0 BBICOKHUE pPe3yJIbTaThI.
Hcnons3oBanne (yHKIMHM TOTEPb, OCHOBAaHHOW HAa pa3HUIIE MHKCENEH, W METPUKH CXOJCTBA
n300pakeHuH, TNpeIo’keHHOH BaHrom, 1mo3BOJMIIO MONYydYUTh 3HAUYeHWE TOYHOCTH 6,06% mpu
o0yuenuu u 7,17% Ha TecTOBOM Habope NaHHBIX 11 pyHKIMHU oteps 1 93,08% npu o0ydueHun u
95,46% na TectoBOM Habope MaHHBIX It MeTpuku SSIM. DT pe3ynbTaThl HOKa3bIBAIOT, YTO
PEKOHCTPYMPOBAaHHbBIE M300pa’KeHUS! CKPBITHIX OOJIaCTeH JMIa OYeHb IMOXOXKH I0 JETalsiM H
OUYEpPTAaHUSIM HA OPUTHHAIbHBIE N300pa)KEHHS 10 MPUMEHEHUs MACOK, YTO JEJaeT UX MOJIE3HBIMU
JUISL IACHTU(UKAIMNY JIUI B MacKa
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Jannas wuccrnemoBaTenbcKas paboTa IMOAYEPKHUBACT BaKHOCTH Pa3pabOTKM HWHHOBAITMOHHBIX
pemieHnid Ui pemieHrs MpoOJjeM, BO3HHKAOIINX INPH HACHTHU(GHUKAINH JHI CO CKPBITBIMH
00JacTsAMH, W TOTEHIMAJ HCIIONB30BAHUS TIyOOKHX CBEPTOUYHBIX T'€HEPATHBHO-COCTA3ATEIHHBIX
ceTei JUIsi BOCCTAaHOBJIEGHHUS CKPBITBIX 4YacTel JIMI] M MOBBIMIEHUS TOYHOCTH PACIO3HABAHMUSL.
Pe3ynbraThl JaHHOTO HCCIENOBaHHMS HMMEET 3HAYMTENBHBIA BKJIaJ B 00JIACTH KOMITBIOTEPHOTO
3pEHUS U ero Pa3IMYHbIX IPUMEHEHUH, NOAYepKUBas HEOOXOAUMOCTb MOCTOSIHHBIX HHBECTHIINI B
HCCIICAOBAaHMA U pa3pabOTKU AJIS IPOJBIKEHHS ITEPEOBOTO OMBITA B ATOH 00IacTy.
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AnHoTanmsi. JlaHHas WccienoBaTeNnbeKas paboTa IOCBSINEHA HCIOIb30BAaHUIO KOMITBIOTEPHOTO 3pEHHsS B
MHTEJUIEKTYaIbHBIX CHCTEMaX JUlsl aHaJIN3a KOHTYPOB YesioBeka. C poCTOM TEXHOJIOTHH B Pa3JIMIHBIX OTPACIIIX
HPOMBIIUICHHOCTH BO3HUKAeT HEOOXOJUMOCTD MOBHIIEHHS S(()EKTHBHOCTH CHCTEM "deI0BEeK-KOMIBIOTEP".
IpennaraeMblii METOJ HCHOJIB3YET BHICOKaMEpy M KOMIIBIOTEPHOE HPOTrpaMMHOE OOecreyeHue s
oOHapyXeHHUs 4YeJIoBeKa Ha M300pakeHHH M ero oOpaboTku ¢ momombio 6ubmmoTekn OpenCV U s3bIKa
nporpammupoBanusi C++. B craThe paccMaTpUBAIOTCS CYIIECTBYIOIIHE METOIbI OOHApPYKCHHs 4YelOBEKa,
AHAM3UPYETCs aJbTePHATHBHBIA METO/I, HCIIOIb3YIOIIHIl KOMIIBIOTEPHOE 3pEHHUE, U pa3pabaThIBACTCs HOBBIN
MeToJl OOHapyXeHHs denoBeka. Monudukanus BkmodaeT B cebs mpumeHeHue ¢uibtpa KyBaxapa mis
pa3MbITHsT M300pakeHnst U anroput™a CoOernst Ui BBIIENEHHsT KOHTYpoB. OONacTh NMpHUMEHEHUs JaHHOH
TEXHOJIOTHH BKJIIOUAIOT oOecreueHne 0e30MacHOCTH Ha TPAaHCIIOPTHBIX y3/1aX M B MECTaxX CKOIUICHHMS JIIOJICH,
yIaJeHHbIH MOHMTOPUHT 3/I10POBbS, YCHJICHHBIH KOHTPOJb Ha TPAHUIAX U OXPAaHIEMBIX O0BEKTaX, a TaKXKe
MHTEPAKTUBHYIO PEKJIaMy M Pa3BJICUEHHUSI.

KniodeBble cjI0Ba: KOMITBIOTEPHOE 3pEHHE; HEHPOHHBIE CETH, HHTEICKTyalbHBIE CHCTEMBI, KOHTYP
YJe0BeKa.

Jas uutupoBanus: Maptemmkua A.U., bepmanckas E.I'., Mapkua E.U., 3ymapoa B.B. Momudukamms
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Abstract. This research paper focuses on the use of computer vision in intelligent systems to analyze human
contours. With the growth of technology in various industries, there is a need to improve the efficiency of
human-computer systems. The proposed method uses a video camera and computer software to detect a person
in the image and process it using the OpenCV library and C++ programming language. The paper reviews
existing human detection methods, analyzes an alternative method that uses computer vision, and develops a
new method for human detection. Modifications include the use of the Kuwahar filter for image blurring and
the Sobel algorithm for outline extraction. Applications for this technology include security at transportation
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hubs and crowded areas, remote health monitoring, enhanced control at borders and secure facilities, and
interactive advertising and entertainment.
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1. BeedeHue

lllupokoe BHEIApPEHHE TEXHOJOTMH B PAa3IMYHBIX OTPACISAX NPOMBINUICHHOCTH BO BCEM MHpE
HOPUBOIUT K POCTY NPOEKTHPOBAHHA M HHPOPMALMOHHBIX cucteM. C OBICTPBIM pa3sBHTHEM
KOMITBIOTEPHBIX TEXHOJIOTHI U PaCTYIUM CIIPOCOM Ha aBTOMAaTH3aIMI0 BO3ZHHKAET HE0OX0AMMOCTh
NOBBIIIEHUsT 3()(PEKTUBHOCTH CHUCTEM '"denoBeK-KommbroTep". McciienoBanus Mokas3bIBaiOT, 4TO
pa3paboTka HWHTEIUIEKTYalbHBIX  CAaMOOPTaHM3YIOUIMXCS CHUCTEM  SIBISIETCS  BayKHEHIIUM
HarnpasieHueM. Llenb HCKyCCTBEHHOTO MHTEIUIEKTa — JaTh MAIlMHAaM BO3MOXKHOCTb aHAJTU3UPOBATh
uHbOpMaNuio W npuHEMaTh penreHus [1]. B maHHOM HCClneoBaHHM MBI COCPEIOTOYHIIHCH HA
KOMITBIOTEPHOM 3PEHUH, 00JIACTH, BXOJSIIEH B COCTAB MHTEIUICKTYalbHBIX CHCTEM, JUIS aHaIu3a
KOHTYPOB YeJIOBEKa C IOMOIIBIO TEXHOJIOTHHU PACIIO3HABAHUS H300paXKeHUIH.

[Tpuno>xeHus TON TEXHOJIIOTHH BKITIOYAIOT B ceOsl:

e  0e30IaCHOCTh B TPAHCHOPTHBIX y3J1aX M MECTaX MacCOBOTO CKOIUICHHS JIFOJICH,

®  YCWICHHBI KOHTPOJIb HAa TPAHUIIAX U OXPaHIEMBIX 00bEKTaX,

®  yJaJeHHBIII MOHUTOPHUHT 3/I0POBbS B 30HaX MOBBIIICHHOH OMTACHOCTH,

®  UHTEpaKTHBHAs peKJaMa U Pa3BICYCHUs.

[pemiaraemMplii METOJ HCIOJB3YET BHACOKAMEPY U KOMIIBIOTEP CO CIICHUAIBHBIM IPOrPAMMHBIM
obecrieueHreM U1 OOHApyXKEHHs YeNoBeka Ha H300paxeHHH. OH paboTaeT aBTOHOMHO H
oOpabaTrIBaeT m300paxkeHue ¢ momotbto oudmuorexn OpenCV u s3p1ka mporpammupoBanus C++.
Llespto JAHHOTO UCCIIEIOBAHMS SBISETCS 0030p CYIECTBYIOIMX METOIOB OOHAPYKEHHS YeTIOBEKa,
aHaJIN3 aJIbTePHATHBHOTO METO/Ia C HCIIOJIb30BAHUEM KOMITBIOTEPHOT'0 3pSHHS U pa3paboTKa HOBOTO
MeTo/1a 00HApYKEHUs YeIOBeKa IIyTeM HaX0XKACHUs U aHAJIN3a ero KOHTYPOB.

2. 0630p cyuwecmeyrowjux Memodoe o06HapyKeHUs Yesioeeka

CoBpeMeHHbIe METO/Ibl OOHAPYIKEHHUS YEIOBEKa B CUCTEMax 0E30IMaCHOCTH BKIIIOYAIOT JIETEKTOPBI
JIBIDKEHUS, KOTOPBIE UCTIONB3YIOT MUPOIEKTPUUECKUE JATIYUKU JJIsl pETUCTPAii HHYPAKPACHBIX
BOJIH, M3JIy4aeMbIX TejaMu Jrojeil. OOHapyXeHHe OCYIIECTBISETCS C MOMOIIBIO ONTHYECKOi
CUCTEMBI, cocTosiei u3 a3 Openens u chepudeckoro pacmnonoxerus ot 20 10 60 nmuH3. Pasmep
KOHTPOJIUPYEMOI 30HbI ONPE/EISIeTCs] KOJIMUECTBOM M PACIIONIOKEHNEM JIMH3. MeTo]| Ha/ie)KeH, HO
He 00J1a/1aeT BU3yaIbHBIM BOCIIPUSATHEM U TPEOYET CHeUAbHBIX yCTpO#cTB [2].

Jpyrum MeTonom oOHapy>KeHHs 4eJIOBeKa SIBIISETCS U3MEPEHHE €TO JBWKCHHUH, 9YTO MOXKET OBITh
HUCIIOJIB30BAHO B MCIAWIMHCKUX LECIAX. 3TO MOXHO cCaejl1atb C IIOMOUIBIO CMapT(pOHOB )5
CHEeNHATbHBIX IPOTPaMM, KOTOPHIE OTCIEKHUBAIOT (pa3pl CHa W (U3NYECKYI0 aKTHBHOCTH. JTOT
METOJ TpeOyeT HCIOIb30BaHus CcMapT)OHA HA TOBEPXHOCTH KPOBATH, UYTO MOXKET HE
rapaHTUPOBaTh KOM(POPT U 0€30IaCHOCTS.

(DI/ITHQC-6paCJ'[eTI)I 1 CMapT-4acChbl TAKKEC UCIIOJB3YIOTCA JJId OTCIC)KUBAHNUA OCHOBHBIX nokasareJjiei
3/I0pPOBBsSI YUEJIOBEKA, TAKUX KaK 4acTOTa CEp/CUHBIX COKpAllleHHUl, TeMIeparypa Teiaa u ¢asbl CHa.
OHaKO HEIOCTaTKOM 3TOTO METOZA SBIIACTCS TPeOOBAaHHE HOCUTH YCTPOWCTBO UM BO3MOXKHOCTH
HETOYHOCTEH B U3MEPEHUSX. AJIBTEPHATHBOMN SIBIISICTCS CHCTEMa, OCHOBaHHAas Ha OOHApYKCHHUH
KOHTYPOB Y€JIOBEKA C MOMOIIbIO KOMIIBIOTEPHOT' O 3pCHUSA, KOTOpasA HE Tpe6yeT HOCHUMBIX TaTYUKOB.
Tpa auIUOHHBIM METOJIOM MOHHTOPUHTA COCTOSIHHUS 3JOPOBbS YCIIOBEKA SBISETCS UCIIOJIb30BaHUE
KOHTAKTHBIX YCTPOWCTB, TAKUX KaK HOCUMBIE TATYUKHU U MIPOBOJHBIC YCTPONUCTBA, UCIIONIE3YEMBIC B
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naboparopusx. HemoctaTkoM 3TOro Merona sBISETCS HEOOXOAMMOCTb IPSIMOrO KOHTAaKTa C
YCTPOMCTBaMH, YTO HE BCETAA MOXET OBITh NpHeMieMo. TexHOJorus oOHapyKEHHsS KOHTYPOB
YenoBeKa npeaaraeT 6osee yIoOHBIN U TOCTYITHBIA BApHAHT MOHUTOPUHTA (DYHKITHH IbIXaHHUS 0e3
HEOOXOAUMOCTH HCIOIB30BaHUS HOCHMBIX TATYMKOB MM MPOBOaO0B [3].

Hakownen, oOHapysKeHHe 4eIoBeKa TakXKe UCIOJIB3YeTcsl B HHTEPAaKTUBHOU peKiIame, IIe peKiama
pearupyer Ha IPUCYTCTBHE YEJIOBEKa M MPUBIICKAECT €T0 BHUMAHHE.

OGHapy KeHHe YellOBeKa IUPOKO UCIONB3YeTCs B PA3IMYHBIX 00JacTAX, BKIIOYas Pa3BIICUCHUS,
yMHBIE IoMa ¥ 00paboTKy u306pakenunit. OMHIM W3 MOMYJSPHBIX MpuMepoB sBisieTcst Kinect ot
Microsoft, GeckOHTaKTHBIH WIPOBOM KOHTPOIIEP C CEHCOpHBIM dKpaHoM it Xbox 360 wu
NepPCOHATBHBIX KOMITbIOTEpOB Mo yrnpasieHueM Windows. OH B3aMOCHCTBYET ¢ MOJIb30BaTENeM
C TIOMOIIBIO PEYM W JBWXEHHH. [[pyroe pacnmpocTpaHeHHOE NMPUMEHEHHE — JaTYUKH JIBYDKCHUS,
KOTOpBIE YNPAaBIAIOT Pa3IMYHBIMH YCTPOHCTBaMHM, TAaKMMH KakK JIAMIIOYKH, BHJEOKaMEphl WIIU
KOHIIUITHOHEPHI, B "yMHBIX" JOMaX.

[Ipobnema pacrozHaBaHHMsT KOHTYPOB 4YeJOBEKa CTAHOBUTCS Bce Oojiee BaKHOM C pOCTOM
NpaKTHYECKUX MOTpeOHOCTel uenoseka. [Ipemiaraemoe perieHre 3aKIr04aeTcsl B UCTIONB30BAHUH
ABTOMATUYCCKOT'0 HM3BJICUCHHA MW aHaJIn3a KOHTYPOB YCJIOBCKAa Ha pas3IMYHBbIX I/I306pa)KeHI/IHX.
AHanu3 HM300paKEHUI OTHOCHUTCS K TpOLEecCy H3BJICYCHUs HMHGOpPMAaIlMU U3 H300pakeHuil c
NOMOIIBIO aBTOMAaTHYCCKHUX CUCTEM, OOBIYHO IMYTEM HaXO0XJCHHS BHCIIHCTO KOHTYpa 00BEKTOB U
pErucTpayy KOOpAUHAT KOHTypa. OJHaKO ONpeleieHne KOHTypa Ha H300paKeHHH MOXKET OBITh
HEOJHO3HAYHBIM H3-3a TaKHX BOIIPOCOB, KaKk MacIiTad, TeKCTypa M ceMaHTuKa. [loaTomy wacto
NPEIOYTUTENIbHES aHAM3UPOBATh MPOOJIEMy MTOUCKAa KOHTYPOB Ha M300pa)KCHWH, a HE TIOMCKa
KOHTYpOB 00beKTOB [4].

HaxoxxaeHre KOHTYPOB Ha M300paXeHUH MMEET pellarollee 3HAYCHHUE JUIS PEIICHUS Pa3iIMIHBIX
3a7a4, TaKMX KaK paclo3HaBaHHE YeNoBeKa. 3ajada oOpabOTKH M300paKCHUH 3aKII0YacTCs B
HOCTPOCHHH aJIrOPUTMa JUI aBTOMAaTHYESCKOTO aHATIM3a H300paKEeHHI KOMITBIOTEPOM M U3BJICUCHUS
uHbopMaLuH.

Kamepa npusogutcs B
pexum paborebl, MN306paxeHne
Maoﬁpa)«eHMe C Hee i pa3mbiBaeTca
nocTynaeT Ha MOHUTOP

A

HeypaosneTeopsier

BbIenAioTCcA KOHTYpbI YAosnetsopser OueHnBaeTcA Ka4ecTso
obbekTa b pasmbITna U30bpaxkeHna

Heygoenetsopser Yposnetsopsaer

OueHu1BaeTca KayecTso [eTeKTMPYIOTCA KOHTYPbI
06paboTkM n30bpakeHus Yenoseka

A,

Ha akpaH BbiBOAMTCA
pesynbrar pabotbl
nporpammbi

Puc. 1. Aneopumm memooa pacnosnasanus KOHMypo8 4eno8exa
Fig. 1. Algorithm of the human contour recognition method

OO0OHapyXeHHE 4YeJOBeKa SBISETCS OOJIACTHIO HWCCIEOBAaHWK Kak B OWONOTMHM, Tak W B
KOMIIBIOTEPHOM 3PCHUU. DTH O0JIACTH HAXOMASTCS BO B3aWMOBBITOJHBIX OTHOLICHUSX Ollaromaps
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MEKANCIMIUIMHAPHOMY 0OMeHy. IIpeanmoXeHHbI MeTOJ, XOTS M HE SBISIETCSI COBEPLICHHBIM,
UMEET NPEUMYLIECTBO B TOM, YTO OOCCHEYMBACT TOYHBIC PE3yIbTaThl MPH MHHHMAIbHBIX
TEXHHYECKHX PEcypcax M MaKCHMaJIbHOM YyHOOCTBE AJS 4eTOBEKa. TOYHOCTH MHpENIaraeMoro
METO/Ia MOXHO OLIEHHUTh IO €ro CIIOCOOHOCTH IPaBWIJIBHO Paclio3HaBaTh KOHTYpHI uenoBeka. K
OTpaHMYCHUSIM IPEAJIOKEHHOTO METOAa OTHOCSATCS BBICOKHE TpeOOBaHHMS K KayecTBY
BU/ICOKAMEPBI.

3. OnucaHue memoda peweHus 3ada4qu

Merto/ 1eTeKTUPOBaHMsI KOHTYpa YeJIOBEKa C HOMOIIIBIO KOMITBIOTEPHOT'O 3pEHUS IIPEeyCMaTpHBaET
peanu3anuio cieayomero anroputma (puc. 1).

3.1 AnropuTmbl Ansa pasmMbITUA M300paxxeHusA

B 1aHHOM HCCIIeMOBAaHWHM PAacCMATPHUBACTCS BJIMSHHC ANTOPUTMOB Pa3MbITHS U300paXkeHHs Ha
9 HEeKTUBHOCTh OOHAPYKEHHUSI KOHTYPOB YEIIOBEKOM. Pa3MbiTie H300paKeHHs ABISECTCS BaKHBIM
9TanoM MpeIBAPUTEILHON 00pabOTKM HM300paXkeHUs, MOCKOIbKY OHO CIHOCOOHO 3HAYHTEIHHO
HOBBICHTH TOYHOCTh OGHAPY)KEHHUSI KOHTYPOB 4enoBeka [5].

OHUM U3 MIHPOKO UCTIONB3YEMBIX aJTOPUTMOB Pa3MBITHS H300paskeHus sBisietcs GuibTp ['aycca
(puc. 2). O10T GUIABTP HCHONB3YeT (QYHKIUIO ['aycca B KauyecTBE HMITYJIbCHOW MEPEXOJHOM
(GYHKIUH, 9TO MPUBOAUT K OTCYTCTBUIO MPOCKAKUBAHUS M MAaKCHMH3AIMH MTOCTOSHHOW BPEMEHH.
Takoe mMOBeNeHHE OOBICHACTCS MHUHHMAJIBHO BO3MOXHOW TPYMIIOBON 3a/epKKON rayccoBa
¢unbrpa. 'ayccoBCKuit QUIBTP MIKPOKO MCIOIB3YSTCS ISl (PUIBTPALNK ABYMEPHBIX CUTHAIOB U
CHI)KEHUS yPOBHSA 1ryma [6].

Puc. 2. O6pabomka uzobpasicenus urompom I'aycca
Fig. 2. Processing the image with a Gaussian filter

Puc. 3. O6pabomxa uzobpasicenus meouanHvim Guibmpom
Fig. 3. Processing the image with a median filter
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Jpyrum momyJsipHbIM aJITOPUTMOM Pa3MbITHSI H300paXKEHHI SIBISIETCSI MeTUaHHbIA GuibTp (puc.
3), KOTOPBIN UCTIONB3YETCS ISl CHIKSHHS YPOBHA IIyMa B IH(POBBIX CHTHANIAX U H300pakeHUSX.
OT1oT GUIBTP COPTUPYET 3HAYCHHUS B CBOEM OKHE B MOPSJIKE BO3PACTAHHS MM YOBIBAHUS U
BBIOMpAET B KAYeCTBE BBIXOJAa MEIUAHHOC 3HAUCHHE, KOTOPOE SIBISCTCS 3HAYCHHEM B IICHTPE
OTCOPTHPOBAHHOIO CMKCKA. B Cllyuae 4YeTHBIX YKCEN B OKHE, BEIXOJIOM SIBJISCTCS CPEHEE 3HAUCHHE
JIBYX LIECHTPAJIBHBIX 3HaUeHUI. MenuanHas gunbrpanus — 3pPEeKTUBHBIA MOAXO Ui 00padOTKH
CHTHAJIOB, TIO/IBEPKEHHBIX UMITYIIbCHOMY IIymy [7].

3.2 AnropuTmbl AN BblAeneHusi KOHTYpPOB O0bekTa

[Tocne Toro xax M300pakeHHE Pa3MBITO, BKHO BBIACIHTH KOHTYpPBI YeJIOBEKa, YTO YNPOCTUT
BOCHPUSTHE NTPOTPAMMBI, TIOCKOJIBKY YETKUM OCTAETCs TOJIBKO TOT KOHTYp, KOTOPBHIH HEOOX0IUMO
npoaHanu3upoBatb. KOHTYp ompezenseTcs Kak JIMHUS, Ha KOTOPOH HAOIIONArOTCS HM3MEHEHUs
SAPKOCTH WM LBeTa. BaXHO OTMETHTb, YTO KOHTYpPOB OOBEKTa MEHBIIE, YeM KOHTYPOB Ha
n300paXKeHUH, U MO3TOMY TpeOyeTCsl ONONHHUTENbHBIN aHaM3 KOHTYPOB Iepe] OlpeneieHHeM
HYKHBIX KOHTYPOB OOBEKTa.

JIByMsi OMYJIAPHBIMHA alTOPUTMAaMH BBIICICHUS KOHTYPOB sIBJIsit0TC s ieTektop Kanuu (puc. 4) [8]
u oneparop Jlammaca (puc. 5) [9, 10]. erekrop Kannu, paspadorannsiiit [I. Kanunu B 1986 romy,
MPeNCTaBIsIET OO0 OnepaTop, KOTOPBIN ONpeAeseT rpaHuIbl H300paxeHus. C Ipyroi CTOpPOHHI,
omeparop Jlammaca wcmonbp3yeTcss B KadecTBEe JETEKTOpa KpaeB, W Ombmmorexka OpenCV
IPEeJOCTaBIIET ero AUCKPETHYIO peann3aluo - ¢pyHknuro Jlamaca.

Puc. 4. Obpabomra uzobpasxcenus demexkmopom Kannu
Fig. 4. Image processing with the Canny detector

Puc. 5. Obpabomra uzobpasicenus onepamopom Jlannaca
Fig. 5. Image processing by the Laplace operator
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3BeCTHO HECKOJIBKO METOJOB PACIO3HAaBAaHMsI KOHTYPOB HEJOBEKa, BKJIIOYAs MeTon Buosbl-
Ilxonca [11], merox ckamumpytomero okua [12], mpusnakm Xaapa [13], Momens MammHHOTO
obyuenus [14], kackagHyto mozens [15], rucrorpaMmy HanpaBieHHBIX rpaaneHToB [16] u npyrue.
B 1aHHOM WHCCIEOBAaHMM MBI AHAJIH3UPYEM XapaKTEPUCTHKH CYIIECTBYIOIINX aJIrOPHTMOB
Pa3MBITHST M300paKeHMsI, BBIACICHHUS KOHTYPOB M PAacllO3HABAHHS KOHTYPOB HYENIOBEKA, YTOOBI
OTIpeNIeNUTh HamboJiee MoAXOIAmui 1 3 ()EeKTUBHBIN anTOPUTM JUTS Pa3padOTKH HAIIeTo MPOEKTa
[0 Paclo3HaBAHKIO KOHTYPOB YENIOBEKA Ha M300paKEHUH.

MouduIEpOBaHHBIN AITOPUTM PACTIO3HABAHKS KOHTYPOB YElIOBEKA

st noBsienust 3G (HEKTHBHOCTH aJrOpUTMa PACIO3HABAHUS KOHTYPOB YEIOBEKa OYEHB BAXKHO
HavaTh C OPUMCHEHMSI airOpHTMa Pa3MBITHSI H300pakeHns. B IaHHOM Ciydae HCIHOIb3YeTCs
¢unetp KyBaxapa (puc. 6) [17], mOCKONBKY OH TO3BOJISET MONYUYUTH H300PaKEHUSA C YETKHMH
IPaHUIIAMHU U300PaKEHHBIX 0OBEKTOB.

Puc. 6. O6pabomxa uzobpasxcenus gpunvmpom Kysaxapa
Fig. 6. Processing the image with the Kuwahara filter

Ounptp KyBaxapa BBINONHIET HENUHEHHYIO (QUIBTPALUIO H300paXKeHUsl, COXpaHss HPU ITOM
4yeTkue kpasi. B pe3ynbrare n3o0paxkeHue BHINISANT Kak HapucoBanHoe. Macka ¢uibtpa KyBaxapa

IIOKa3aHa Ha pucC. 7.

I w

Puc. 7. Macka ¢punvmpa Kysaxapa
Fig. 7. Kuwahara Filter Mask

Anroputm ¢unsTpa KyBaxapsl pabotaet cieayomumM 00pa3om:

e macka pasmepoM (21 + 1) X (2r + 1) HakiagpIiBaeTcst Ha Bce 00J1aCTH HKCeENeit;

e  00JacTh JENUTCS HA YETHIPE CEKTOPA, UMEIOIIHUX PA3MED 7' X T KaXKIbIH;

®  JUISl K&XJIOTO CEKTOPa MPOU3BOIUTCS pacyeT cpeHell HHTEHCUBHOCTD U JIUCTIEPCHUM;

e  SBISIONIMICS LEHTPaJbHBIM MHUKCeNeM X MPHUHUMAET CpelHee 3HaueHHe WHTEHCHBHOCTH
CEKTOpa C HAaMMEHbIIEH TUCTIEPCHEH.

[Mocne pa3mbITHs H300paXKeHUs] HEOOXOMMO BBIJICIMTh KOHTYPBI Y€JIOBEKa JJIs O0Jiee JIETKOro
BOCIIPUSITHSI POTPaMMBbI, OCTaBHB B (JOKyCe TOJIBKO KOHTYp, MOJyIekaiinii ananu3sy. st atoro
ucrone3yercs anroput™m CobGenst (puc. 8) [18], Tak kak OH HageXeH M JaeT BU3YAIBHO
MIPUBJICKATEIbHEBIC PE3yIIbTATHL

+1 42 +1 +1 0 -1
G,=|l0 0o oG =|+2 0 -2 (1)
-1 -2 -1 +1 0 -1
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Puc. 8. O6pabomka uzobpasicenus arcopummom Cobenst
Fig. 8. Image processing by the Sobel algorithm
[IpencraBnennsie ko3¢ uuneHts onepatopa Cobens UMEOT (GOpMy MaTpPHIBI, Kak ITOKAa3aHO B
tdopmyne (1). B merTpe MaTpuil HaxoAuTCs KOA(QQOUIMEHT I NaHHOTO IHUKCEINs, B IPAaBOM
HIKHEM YTITy — IPaBBIi HIDKHUH K03 duitieHT u tak ganee. Hakonemn, meton Buomna-/IxoHca (puc.
9) HemocpenCTBEHHO NPHUMEHSETCS K 00paboTaHHOMY H300paxkeHHro. Bribop meroma Buomsl-
JxoHCca mns pacmo3HaBaHUS KOHTYPOB YENOBEKAa OOOCHOBAaH ONTHMAIBHBIM COOTHOIICHHEM
3(h(HEeKTUBHOCTH Paclio3HABAHUSA H CKOPOCTH PabOTHI.

[ 4

Puc. 9. Pesynomam pabomvi cucmemvl pacno3Hasanuisi KOHMypos 4eioeexkd
Fig. 9. The result of the human contour recognition system

4. Peanu3sayusi MoOughuyupoeaHHO20 Memooda pacrno3HaeaHusi KOHmypa
yesioeeka

MoaubunrpoBaHHbIN METO/ PACIIO3HABAHHS KOHTYPOB YeJIOBEKa Ha N300paKEHHAX PEaNn30BaH ¢
ucnonb3oBaHueM oudnuotekn OpenCV u s3bika nporpammupoBanust C++. [Iporiecc HaunHaeTCs ¢
3axBara U300paKEHHs C BUICOKAMEPbI, 3aT€M BBIMOJIHSIETCS Pa3MBITHE U BbIJICIICHHE KOHTYPOB JJIs
TOBBIIIIEHHS] YYBCTBUTEIILHOCTH CHCTEMEI. 3aTeM K 00paboTaHHOMY M300pakKeHHIO MPUMEHSETCS
QITOPUTM pAaclO3HABaHUS KOHTYPOB 4eloBeka. EcCiM KOHTYphl uelloBeKa OOHapyKeHbl, Ha
HM300paKECHUH TOSBIISICTCS 3€ICHBIA MPSMOYTOJILHUK, YKA3BIBAIOIIUI HAa MX MECTOIOJIOKEHHE.

Jisi OLUEHKH TOYHOCTH MPEJIOKEHHOTO MEeTOoAa ObLJIO MPOBEACHO CPAaBHEHHE pPE3yJbTATOB
0OHapyXeHUsI MOAUPHUITMPOBAHHOTO alropuTMa U MeTtoaa Buomsi-JIkoHca Ha 40 M300paKeHUIX.
PesynbraThl, npencTaBlieHHBIC B Ta0J. 1, MOKAa3BIBAIOT, YTO MOIU(PUIIMPOBAHHBIN allTOPUTM HMEET
Oonee HU3KMI K03 PumeHT ommbok tuna I, uto o3Havaer, yTo OoJbIIAs 10N OOBEKTOB ObLIA
obHapyxeHa, 1 Oojnee HU3KMH KoaddumeHT omrbdok Tuna I, yTo 03Ha4aeT MeHbplIee KOJIMYECTBO
JOXXHBIX TpeBor. XoTs MetoJ Buoisl-/xoHca nmeer Oonee KopoTkoe BpeMs 00paboTKu, OH BCe
eIIe OTCTAeT OT MOANDUIIPOBAHHOTO ANTOPUTMA TI0 TOYHOCTH.
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Tabn. 1. Cpasnumenvhvlil aHanus pe3yabmamos 0emeKxmupo8anis KOHMypo8 4eio8exd
Table 1. Comparative analysis of the results of detection of human contours

KonuuectBo noxkHbIX Jlomst Bpewmst Ha 06paboTKy
cpabaTbIBaHUI 0OHapyXEHHBIX H300pakeHUsI (CeK)
00BEKTOB
Meton Buosbr-J[>xoHca 14 79,5% 0,187
MoanduIpoBaHHEIH aaropuT™ |8 95,9% 0,154

5. 3aknroyeHue

MonmuduuupoBaHHBI METO PAclO3HaBaHHS KOHTYPOB YEJIOBEKa C MOMOILBIO KOMIIBIOTEPHOTO
3peHHs ABISCTCS SKOHOMUYECKU (P (HEKTHBHEIM, BU3YaJIbHO BOCIPHHUMACMBIM U alallTHPYEMbIM
IyTeM YCOBEPLICHCTBOBAHUS NPOrpaMMHOr0o obecreyeHus. CHcTeMa COCTOMT M3 KOMIBIOTEpA,
BHZICOKaMephl 1 Habopa alrOpUTMOB T 00paOOTKH M300paKCHUH M paclio3HaBaHUS KOHTYPOB.
AJITOPHUTM, HCIIONB3YeMBIil 111 00paboTky, BiIodaeT ¢uiabtp KyBaxapa s pasMbITus, GUIBTP
Cobens 1nst BEIOETICHHS KOHTYPOB M Meron Bwuonbl-/[koHca i pacrlo3HaBaHHS KOHTYPOB.
Pe3ynbraThl CpaBHHUTENBHOTO aHAM3a MEXIy NPEUIOKEHHBIM METOJIOM U MeToaoM Buona-
JI)xOoHCa TOKa3bIBAIOT, YTO MOAMGHUIMPOBAHHBIN METOJ| UMEET MEHbILEEe KOJIUYECTBO JIOKHBIX
cpabaTbIBaHUN M OOJBITYIO OO OOHAPYKEHHBIX OOBEKTOB.

HecmoTps Ha cBOM NpeUMyIIECTBa, MPEIOKEHHBIN METOI TakXKe UMeeT OrpaHHUYCHH S, TaKUe KaKk
HEOOXOIUMOCTh HCTIOJIb30BaHMS BHICOKOKaUECTBEHHOM BHICOKAMEPHI U OMNpPEEICHHBIH MPOIEHT
omnbok. OJIHAKO NPEUMYIIECTBA HCIOJIB30BaHUS TEXHHYECKOTO 3PEHHUS JIENIAIOT STOT METOJ
KHM3HECTIOCOOHOH allbTePHATHBOM TPaJUIMOHHBIM METOJaM OOHApyXEHUsI YeIOoBeKa, 0COOECHHO B
TaKUX OTpaciix, Kak Oe30IacHOCTb, MEAMIINHA, pexiamMa Hu pasBieueHud. [Ipu nanmpHelniem
COBEpPILICHCTBOBAHNHM MOIM(UIIMPOBAHHBI METOA MOXET OBITh WHTETPHPOBAH B pa3IHIHBIC
MIPUIIOKEHUS U JOCTUYB ellie OOJIBIIEro ycuexa.
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AHHoTanms. B cTtaTbe npennoxeH HOBbIM METOl aBTOMATUYECKON aHHOTAIMK aHHBIX 7S PELIEHUs 3a1a4u
CerMEeHTaluy M300pakeHNil TOKyMEHTOB ¢ IOMOIIBIO TITyOOKMX HEHPOHHBIX ceTell 0OHapyXeHHs: 00BEKTOB.
B kauecTBe HCXOMHBIX IaHHBIX Ul pa3METKH paccMaTpuBaeTcsi (opmar momedeHHbBIX ¢aiinoB PDF.
Oco0GeHHOCTh JaHHOTO (hopMaTa 3aKJIIOYAeTCss B TOM, YTO OH BKIIOYAET B ce0sl CKPHITBIE METKH, KOTOpHIE
OIUCBHIBAIOT JIOTHYECKYI0 M (U3MYECKYI0 CTPYKTYypy HOOKyMeHTa. [ WX wH3BiedeHHs pa3paboTaHo
HMHCTPYMEHTAIIFHOE CPEACTBO, KOTOPOE HMUTUPYET pabOTy CTEKOBOM MAIIMHBI BBIBOJA HA IE€YaTh COTJIACHO
cneuuduranuu popmarta PDF. [l kax ol cTpaHHULBI JOKYMEHTa TeHEpUPYIOTCS H300paKeHUe, 1 aHHOTalus
B popmare PASCAL VOC. Kiaccel 1 KOOpAMHATH OTPaHMYMBAIOUINX PAMOK BBIYHCIIOTCS B IIpoIiecce
uHTepnperanuu nomedenHoro PDF ¢aiina Ha ocHOoBe MeTok. st anpobanuu Metona Oblia copMUpoBaHa
KoJutekuust pazmedeHHbIXx PDF (aiinoB M3 KOTOpOi B aBTOMATHYECKOM PEXHMME HOJydeHBI H300paKeHUs
CTpaHMIl JOKYMEHTOB M aHHOTALMM IJI TPeX KJIacCOB CerMeHTanuu. Ha ocHOBe 3THX JaHHBIX 0O0ydeHa
HeliponHas ceTh apxutektypsl EfficientDet D2. IIpousBeneHo TecTUpOBaHUE MOJICTH HA JaHHBIX U3 TOTO KE
JIOMEHa, pa3MEYEHHBIX BPYYHYIO, KOTOpOe MOATBepAMIO 3()(EeKTUBHOCTh NPUMEHEHHs aBTOMAaTHYECKH
CTeHEPUPOBAHHBIX JTAHHBIX JUIS PEIICHUs NPUKIIaJHbIX 33/1a4.

KiloueBble cJIOBa: CErMEHTAllMs JOKYMEHTOB; CErMEHTAalus H300paKEHUH [TOKYMEHTOB; TIIyOOKHe
HeHpOHHBIE ceTH; 00HApY)KEeHUE 0OBEKTOB

Jas uutupoBanus: MuxaitnoB A.A. ABTomMaTHuecKas pa3MeTKa JaHHBIX JJIS CETMEHTAIlMH M300pakeHHH
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Automatic data labeling for document image segmentation using
deep neural networks
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Abstract. The article proposes a new method for automatic data annotation for solving the problem of
document image segmentation using deep object detection neural networks. The format of marked PDF files is
considered as the initial data for markup. The peculiarity of this format is that it includes hidden marks that
describe the logical and physical structure of the document. To extract them, a tool has been developed that
simulates the operation of a stack-based printing machine according to the PDF format specification. For each
page of the document, an image and annotation are generated in PASCAL VOC format. The classes and
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coordinates of the bounding boxes are calculated during the interpretation of the labeled PDF file based on the
labels. To test the method, a collection of marked up PDF files was formed from which images of document
pages and annotations for three segmentation classes (text, table, figure) were automatically obtained. Based
on these data, a neural network of the EfficientDet D2 architecture was trained. The model was tested on
manually labeled data from the same domain, which confirmed the effectiveness of using automatically
generated data for solving applied problems.

Keywords: document layout analysis; PDF accessibility; ANN models; artificial intelligence

For citation: Mikhailov A.A. Automatic data labeling for document image segmentation using deep neural
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10.15514/ISPRAS-2022-34(6)-10

1. BeedeHue

IIpou3BonbHBIE  TOKYMEHTBI  SIBJISIOTCS  PACHpPOCTPAHEHHBIM  CIIOCOOOM  INPENCTaBICHUS
nHdopmanuy. OHM TOBCEMECTHO paclpOCTpaHEHbl B BeO-TpocTpaHcTBe. bonblioi o0beM u
CBOHCTBA CTPYKTYPBI TAKUX JOKYMEHTOB JIETAIOT MX IIEHHBIM HCTOYHHKOM B IPHIOKEHHUAX HAYKH
0 JMaHHBIX W OumsHec aHanMTHKH. OJHAKO, KaK MPaBWJIO, OHM HE CONPOBOXKIAIOTCS SIBHOM
CEeMaHTHKOW HEOOXOAMMOH JJIsl MAIIMHHOM MHTEPIIPETAIINU CBOETO COIEPKAHMSA TaK, KaK 3ayMaHO
nx aBropoM. HakamnmmBaemass B HUX WH(OpManus 4acTo SBISIETCS HECTPYKTYpHPOBAHHOM M HE
CTaHAAPTU3UPOBAHHOM. AHAIIN3 3TUX JTaHHBIX HYXKJAeTCs B MX IIPEABAPUTEILHO TpaHCc(hOopMaLun
K CTPYKTYPHUPOBAaHHOMY TIPEJICTABICHHIO C 3aJaHHOH (popMalibHOM MOAEIBIO.

B murepatype mo aHanm3y M pacloO3HABAaHHWIO JTOKYMEHTOB TaKylo 3ajady NpPHHSITO Ha3bIBaTh
aHaJTM30M KOMIOHOBKH JNOKyMeHTOB (Document layout analysis). B mocnenuue romer Hapszmy c
KJIACCHYECKHMH METO/IaMH aHaJM3a KOMIIOHOBKH JOKYMEHTOB aKTHBHO Pa3BHBAIOTCS MOAXOIbBI HA
OCHOBE ITyOOKHX HEHPOHHBIX CeTel OOHAPYKEHUS U KilacCU(DUKAIUH 00BEKTOB Ha H300PaKCHHSIX.
O yeM CBHIETENLCTBYIOT PE3yJIbTaThl OJHOM M3 BEOYIIMX HAyYHBIX KOH(PEPEHLUH MO aHaIU3y
nokymentoB — ICDAR (International Conference on Document Analysis and Recognition). MeTomst
Ha OCHOBE IIIyOOKHMX HEHPOHHBIX ceTel sBIAIOTCS 3()(EKTHUBHBIMH U JIEMOHCTPUPYIOT BBICOKHE
pe3yIbTaThl, HO OHM O4YEHb TPEOOBATENIFHEI K pa3Mepy U KauecTBY oOy4aromeii BeI0opku. PazmeTka
n300pakeHui 11 00ydeHUsI OUeHb MEJICHHBIH, TPYIOEMKHHA U TOpOrocTosuui mporecc. OxHIM
13 METOJIOB PEIICHNUS JaHHON MPOOIIEMBI SIBIISIETCS aBTOMATH4eCcKasi pa3MeTKa JaHHbIX.

Takum o06pazom, LENbI0 JaHHOW padoThI sIBIsAETCA pa3paboTKa METo/1a aBTOMAaTHIECKOHN pa3MeTKH
JTAaHHBIX JJ1s1 00y4YeHUs! TITyOOKNX HEHPOHHBIX CeTell CerMEeHTalny N300paKEeHUH JIOKYMEHTOB.

B cratbe npeanoxkeH OpUrHHAIBHBIN METOJl aBTOMaTHYECKON aHHOTAIINH JJAHHBIX M3 IIOMEUEHHbIX
PDF ¢aiinos. CobpaHa KOJUIEKIIHS TOKYMEHTOB, U3 KOTOPBIX CTCHEPHPOBaHa 00y4aroiias BEIoOpKa
eMKocThio 28 000 n300paXkeHuid CTpaHHUIl, 0XBAaTHIBAIOMIAs TUITHYHBIE CTPYKTYPHBIC SJIE€MEHTHI IS
IOKYMEHTa: TeKCT, Tabnuia, pucyHok. O0ydeHa HelipoHHas ceTh apxuTekTypsl EfficientDet D2 Ha
MOJTy4eHHOM Habope NaHHBIX. TecTHupoBaHUE MOIYYEHHOI MOJIENH 1TOKa3ajI0, YTO ABTOMAaTHYECKH
c(hOpMUPOBAaHHBIX HA0OpP AAHHBIX ITOIXOJIMUT JJISl PELICHUs 3aJadl CEerMEHTaluH N300pakeHuH
JTOKYMEHTOB.

2. CoepemeHHOe cocmosiHue uccsiedogaHuli

H3o0paskeHus TOKYMEHTOB YaCTO TCHEPUPYIOTCS U3 (PU3UUCCKUX TOKYMEHTOB IyTEM OIH(POBKH,
C UCIOJIb30BAaHHEM CKAaHEPOB WU Pa3IHYHBIX IMPOrpaMM TeHepalwu (IpuHTEpoB). MHorHE
JTOKYMEHTEI, TAKHE KaK I'a3eThl, )KyPHAIIbI K OPOIIIOPHI, COACPIKAT OYCHB CIIOKHYI0 KOMIIOHOBKY U3-
3a pa3MemIeHUs] PHUCYHKOB, 3arojOBKOB W IOJNHCEH, CIOXHOTO (OHA, XYI0KECTBEHHOTO
(hopMaTHpoBaHUs TEeKCTa U T. A. YeIOoBEK HCIOJIb3YeT MHOXKECTBO JOMOJHUTENBHBIX MOICKA30K,
TaKMX KaKk KOHTEKCT, yCIOBHBbIE 0003HAYEHUS, MHPOPMAIUIO O S3bIKe. ABTOMATHUECKUN aHAN3
MPOU3BOJIBLHOTO JOKYMEHTa CO CJOKHOM BEPCTKOM SIBJISIETCS YPE3BBIYANHO CIIOKHOW 3ajauen u
BBIXOJIUT 32 PaMKHA BO3MOKHOCTEH COBPEMEHHBIX CHCTEM aHallu3a KOMIIOHOBKH JIOKYMEHTOB. B
HAyYHOH IMTEepaType MpPEUIOKEHO OONbIIoe KOJNMYECTBO METOJOB aHAlM3a KOMIIOHOBKH
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nokymenTtoB. CormacHo crathe [1] OHM MOTYT OBITh pa3ieleHbl Ha TPH TPYIIBL METOIBI
Kiaccu(UKauy Ha OCHOBE obutacteil [2, 3]; MeTop! Kinaccudukauy Ha OCHOBE aHATIHM3a MUKCENIeH
[4, 5]; ananu3 cBSI3HBIX KOMIOHEHT [6-8].

C poctoM 3(pQPEKTHBHOCTH W TOMYJSIPHOCTH CBEPTOYHBIX HEWPOHHBIX CeTel o00JacTe ux
NPUMEHEHHsI TOCTOAHHO pacmmpsierca. HaumHas ¢ 2014 roma W3BECTHHI TEPBBIE MOIBITKA
HCIIONb30BaHMs MCKYCCTBEHHBIX HEHPOHHBIX CETEH AJISI PELICHHs 33Ja4d aHaJN3a KOMIIOHOBKH
JOKyMeHTOB [9-12]. Ot paboThl MPOJEMOHCTPUPOBAIN CBOIO 3(P(PEKTUBHOCTH MO CPABHEHHIO C
KJIACCUYECKUMHU TOJXOJaMH, YTO HOATBEp)KIacTcs pe3ynbTaTaMu copeBHoBaHus 2017 roga Ha
koHdepennuu ICDAR [13]. C mpyroit ctoponsl, copeBHoBanus 2019 roja mokasano, 4To Ha
pa3HoOOpa3HbIX TaHHBIX, C OOJBIIMM KOJHYecTBOM KiaccoB (10) KOMOMHUpPOBaHHE KIACCHYECKUX
metonoB [14] Hanbosee 3¢p(heKTHBHO MO CPABHEHUIO C TITyOOKHMMH HEHPOHHBIMH CETSMH. JTO
00YCIIOBJICHO OTCYTCTBHEM JOCTATOYHOTO KOJMYECTBAa Pa3HOOOPA3HBIX Pa3MEUYEHHBIX JaHHBIX C
6OJIBIINM KOJTMIECTBOM KJIaCCOB. B TO Bpemsi Kak A7t 4aCTHBIX CiTydaeB HEHPOHHbIE CeTH paboTaroT
HaMHOTO 3¢ ¢exTuBHee [15]. CneqyeT OTMETHTD, YTO U PEUICHUS 3a1a4d aHAIH3a KOMIIOHOBKH
JOKYMEHTOB B 3THX paboTax MCIHOJIB3YIOTCS JINO0 HeHpoHHBIE ceTH apXxuTekTypsl (Fast/Faster) R-
CNN, mmbo aBTOpckme pa3paboTKu. s oOydeHUs HEWPOHHBIX CeTed OOBITHO HCIIONB3YIOTCS
OTKpBITBIE HA0OPHI pa3MEUECHHBIX TaHHBIX, B PEAKHUX CIIydasiX aBTOPHI CTaTel YKa3bIBAIOT, YTO OHU
pa3MeTHIN COOCTBEHHYIO 0Oydaronyo BEIOOPKY. BpydHyro pasMedeHHbIe HAOOPHI TaHHBIX PEIKO
nocturatot pazmepa B 20 000 3k3eMIUISIPOB U Yallle BCEro He MyOIMKYIOTCSl B OTKPBITOM JIOCTYIIE.
B centsabpe 2021 roma cocTosiack OJHAa W3 BEXyIIUX KOH(EPEHIHS MO aHAIH3Y HOKYMEHTOB
ICDAR2021!. B pamkax 5Toil KOH()EPEHLMH NPOLLIM COPEBHOBAHUS KaK MO CErMEHTALMH
U300paKeHU MOKYMEHTOB [16], Tak W MO OTICABHBIM 3aJauyaM CErMCHTAIlMH, TaKUX Kak
oOHapyxeHHe (GOpMyJs B H300pakeHHUSIX HOKYMEHTOB [17], oOHapykeHHE CIHCKa JIUTEPATyphl B
Hay4YHbIX CTaThsAX [18]. BONBIIMHCTBO YYaCTHHKOB B CBOMX PEUICHUAX NPHUMEHSIM CIIOXHBIE
aApXUTEKTypHBIE PELICHN, HCIIOIb3YIONIMX KOMOWHAIIMN HEHPOHHBIX CeTeH U MOieIel MallIMHHOTO
oOyueHus. Pe3ynbraThl oOeauTeNneil JaHHBIX COPEBHOBaHUIl BapbupyIOTCs oT 82% 10 99% mo
TOYHOCTH M TIOJIHOTE, YTO IMO3BOJISIET MCIIOIb30BATh MX AJISL PELICHUS] HEKOTOPBIX MPaKTHYECKHUX
3agad. Ho, ncronp3oBanne OOJIBIIOTO KOJMYECTBA HEWPOHHBIX CETEl HaKJa/JblBaeT OrpaHUYCHHE
Ha pecypchl, YTO MOXKET CTaTh OapbepoM IPH MX BHEAPEHHUH. Vcronp30BaHME TAaKMX CHCTEM Ha
NPaKTHKE 3aTPyAHEHO B JJAHHBIH MOMEHT M TE€M, YTO OHHM OYEHb CHJIHO 3aBUCSAT OT HPEIMETHOH
o0nacTH, 111 KOTOPOH MPOBOJUTCS aHATIH3 TOKYMEHTOB.

Orto monrBepxmaoT padotsl 2022 roma [19, 20] mo oOHapyKEHHIO W HM3BIICYCHHUIO TaONHIl U3
nokyMmeHTOoB. OOHapykeHHe TaOnHWll B JAaHHOM Ciydae SBISETCS I10/A337adeldl CerMEHTALUH
M300paKeHUH JOKYMEHTOB TOJBKO Ha OJMH Kiacc - Tabmuia. ABTOpBI 3THX padoT s
oOHapy)XeHHsl TaONWI] MCIIOIb30BAIN JOCTYIHBIE B OTKPHITOM JOCTYNE€ MOJAEIM W CHCTEMBI,
KOTOPbIE O3BOJISIIOT HAXOJUTH 00IacTh TabIMIbL. Pe3ynpTaTel TECTUPOBAaHMS HA JAHHBIX U3 HOBOU
MpeIMETHONW 00IaCTH MOKa3alH, YTO Pe3yIbTaThl 0 Ka4eCTBY M MOJHOTE CHUJIBHO YCTYHAroT (OT
20% 1o 50%) pe3ynbTaTaM TECTHPOBAHUS U3 OPUTMHAIBHBIX CTaTeH.

B nauane 2020 — konne 2019 roma mosiBIIIOCH cpa3y HECKOJIBKO JTaTACETOB OOJIBIIOTO pa3Mepa:
PubTabNet? — 568 000 npumepos u3 PubMed, KOTOpBIHi cOmEpKUT B cebe TONBKO TaOIMIBI;
SCiTSR® — 15 000 mpumepos u3 LaTeX HMCTOYHMKOB, pasMeueHHbIX BpyuHyr; TIES-2.0% —
ABTOMAaTHYECKH CTEHEpHUPOBAHHBIN AaTaceT Ha ocHOBE Habopa maHHbIX UNLV, KOTOpEI comepxut
500 000 mpumepoB. Bee 3Ti maTaceTsl copepikaT BCero OJUH Kiace (Tabiuma).

B cratpe [1] omucan noaxo TeHepaii CHHTETHIECKUX JaHHBIX JJIS1 TOHKOM HACTPOWKH MoJIeseit
CerMEHTallid JTOKyMEeHTOB, pasmepoB B 18000 oOywarommx mnpumepoB. OTIENbHO CIEAyeT

! https://icdar2021.org.
2 https://github.com/ibm-aur-nlp/PubTabNet.
3 https://github.com/Academic-Hammer/SciTSR
4 https://github.com/shahrukhgasim/TIES-2.0
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oTMeTHTh Habop manHBIX PubLayNet® xoTopslii BkmouaeT B ceds okono 360 000 pasMeueHHBIX
MEANUIIUHCKIX JOKYMEHTOB. ABTOPHI 3TOr0 Habopa NCIIOIE30BAIH KOJIISKIIHIO TOKYMEHTOB U3 02351
PubMed®. Kaxnprit JIOKYMEHT U3 3TOU KOJUIeKIIUU colipoBoxkaaercss XML anHoTanuel ¢ pazMeTkoi
Ha 5 kiaccoB. [{ns hopmupoBaHus pazMeueHHON KOJUIEKIIMH HCIIOIB30BAINCh METOBI HEYETKOTO
CpaBHEHU CTPOK (paccrosiHre JIeBeHIITeHHA) ¢ TIOCIEaYIONMed KOpPEeKIHei OMIO0K.

Takoif moxxox obimamaeT psOOM HETOCTATKOB. Bo-TepBBIX, M3-3a HEYETKOTO CPABHEHUS CTPOK
JIOCTaTOYHO BBICOKA BEPOATHOCTh OWIMOOK pa3MeTKH. Bo-BTOpBIX, TaHHBIN HAaOOp COJIEPKUT
HeOoJIbIIOe KOJMUEeCTBO KiaccoB (5 kiaccoB). Takoll HaObOp HE MOJXOJWT B MOJHOW Mepe s
CO3JIaHMSI Ha €0 OCHOBE KOMITBIOTEPHOM MOJIENH. DTO MOATBEP)KIAACTCS B CTAaThe, OMYOJIMKOBAHHON
o pe3ynbrataM copeBHoBaHusi RDCL2019 [14]. B Helt oTMeuaeTcs, 4TO METO/Ibl, OCHOBAHHbIE Ha
HEWPOHHBIX CETSAX, CWIBHO IIOJBEPIKEHBI BIMSHHUIO CPAaBHUTEIBHO HEOOJNBIION oOyvaromen
BbIOOpKH. [Togx0ap! HA OCHOBE ITyOOKHMX HEHPOHHBIX CETEH, KOTOPhIE HCHOJIB30Bal CTOPOHHHE
HaOOpHI M CIEUHAIbHBIC TEXHWKU Ui YBEIWYCHHS OOydaromeld BBHIOOPKH ITOKA3alH XOPOIIHE
Pe3yIBTATHL, HO HE CMOTJIA COCTaBUTh KOHKYPEHITHIO PEIICHUSIM Ha OCHOBE KIIACCHYECKIX METOOB.
OmHO¥ M3 IPUYHH 3TOTO ABISIETCS TyBCTBUTEIBHOCTD HEHPOHHBIX CETel K 00beMy U pa3sHO00pas3Hio
pa3MedeHHBIX JaHHBIX. B cTaThe oTMeuaercs, 4TO MOAXOIBI HA OCHOBE HEHPOHHBIX CETEH I
OTIENBHBIX KJIACCOB 3HAYUTEIBHO IIPEBOCXOAST KIACCHYECKHE METOIBl (HampuMmep, 3aaada
oOHapy»keHHs TaOJIUI] Ha N300paKEHHUAX JJOKYMEHTOB).

3. OnucaHue Mmemooda

B cetu MHTepHET comepxuTCs O0IbIIOE KOJMYECTBO OPUTHHAIBHBIX ToKyMeHTOB LaTex. Omaum
U3 CaMBIX M3BECTHBIX PECYPCOB sBIseTcs arXiv’ — GECIUIATHBINA JJIEKTPOHHBIN APXUB, KOTOPBIM
cojepxutr Oosiee 1,7 MWUIMOHAa HAy4HBIX CTaTell M NPENPUHTOB 1O (U3MKE, MaTeMaTuke,
acTpoHOMHUHU, HH(OPMATHKE, OMOJIOTHH, DIICKTPOTEXHHUKE, CTATUCTHUKE, (PMHAHCOBOI MaTEMAaTHKE U
9KOHOMHUKe. [IpakTHueckM BcCe CTaTbU U NPENPUHTHl PACIpPOCTPAHSAIOTCA MO OJHOW U3
pasHoBHHOCTEH cBOOOHOM HiieH3un CC BY, uTo no3BossieTcst MyOIMKOBaTh MOJTY4YEHHbBIE Ha HX
OCHOBE pe3yJIbTAaThl B OTKPHITOM JIocTyme. [loMIMO 3TOro, B CETH HHTEPHET COAEPIKUTCS OOJIBIIOE
KOJIMYECTBO CBOOOIHO PacCIpOCTpaHsIeMbIX JOKyMeHTOB B popmare MS Word, Open Office.
®opmatel daiio MS Word, Open Office, LaTex comepxar B cebe BCI0 HEOOXOIUMYIO
nH}opManni0 O KOMIIOHOBKE JIOKYMEHTa, TaKyl KaK 3arojiOBKH, IOJ3ar0JIOBKH, TaOJIHIIbL,
n300paKeHHs], THarpaMMBbl, GOPMYITEI U T.JI.

Jist Toro, 4To pa3paboTaTh METO/Ibl ABTOMATHYECKOW pa3MeTH JTaHHBIX Ha OCHOBE ATHX (popmaroB
HEOOXOIMMO HCCIIEIOBATh ANTOPUTMBI MIPOLIECCUHTA NPUBEACHHBIX (POPMATOB U MOIH(PUIINPOBATH
X A TeHepalMu PacTpPOBBIX H300pKEHMH M COMYTCTBYIOIIMX (AHIOB ¢ KOOpAMHATAMH
OTPaHMYMBAIOIINX TPSIMOYTOJIBHUKOB, M KJIACCOB. DTO OYEHb TPYIOEMKHH IIPOIECC, KOTOPBIH
CBsI3aH ¢ psgoM TpynHocTe. Hanpumep, ams dopmatoB MS Word u Open Office crenepupoBaTh
n300pakeHne JOKYMEHTa W NPaBWJILHO M3BJIEYb KOOPAMHATHI MOXKHO TOJBKO JUIS 3apaHee
M3BECTHOTO JIpaliBepa mpuHTepa. B obmiem ciydae 3To cenars 3aTpyIHUTEIHHO.

Haumnas ¢ 2006 roma, cnenmdukanus ¢opmara PDF Brimowaer B cebsi crienMalbHBIE METKH,
KOTOpBIE MO3BOJISIOT C ITOMOIIBIO CKPBITHIX TETOB OIHCHIBATH JIOTHYECKYIO CTPYKTYPY JOKYMEHTa
(smuctunr 1).

Teru no3sossitoT momeTuth B PDF 1okymMeHTe Takue 0OBeKThI Kak TaOJIHIbl, CIMCKU M 3ar OJIOBKH,
(hopMyIIBI, pUCYHKH, CTPOKH, TYEHKH, CHOCKH, CCBUIKH, Maparpadsl u T.1. Kpome toro, PDF — 310
YHHUBEpCAJIbHBIA (POPMAT, KOTOPBIH MO3BOJIIET OTOOpaXaTh JJOKYMEHTHI B JII000H ONepalMoHHOH
cUCTEMe, TPOTpaMM € WIIH YCTPOWUCTBE B TOM BHE, B KOTOPOM OH OBUI CO3JaH.

S https://github.com/ibm-aur-nlp/PubLayNet
8 https://pubmed.ncbi.nlm.nih.gov

7 https://arxiv.org
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Jlucmute 1. Pe3yasmam uHmepnpemayuu nomeueHHozo PDF ¢aiina
Listing 1. Tagged PDF parsing result

OcHoOBHas uzes MeToJja aBTOMaTH4eCcKoil pa3MeTKH JaHHBIX (pUC 1) 3aKirodaeTcs B UCIIOJIB30BaHUU
IIOMEYEHHBIX PDF ¢aiinoB B Ka4ecTBe IIPOMEXKYTOYHOTO Jramna MEXIY
c1abOCTPYKTYpUPOBaHHBIMU ~ (hopMaraMM W aHHOTHPOBAHHBIMH JIaHHBIMU. Takol MmoIXon
rapaHTHUpyeT TIOJHOE€ COOTBeTcTBHMEe KoopauHat TeroB B PDF ¢ ux koopauHaramu B
CT€HepUPOBAHHOM M300pakKeHUH CTPAHUII, U3-32 UX TOJHON HIACHTUYHOCTH.

+ Accessibility ﬂ ‘ |

f:[‘lE}( pdfiatex PDFBox J EG
—

_

BBoxes

Puc. 1. Memoo asmomamuyeckoii pazmemxku OaHHbIX OJisl CecMeHmayuu u300pasiceHull
O0OKYMEHMO8 C UCNONIb30BAHUEM HEUPOHHBIX cemell
Fig. 1. Automatic data labeling method for document image segmentation using neural networks

3.1 dPopmMmupoBaHue KOnneKkumn NCXoaHbIX AaHHbIX

Komneknust ucxomHbix naHHBIX B KomwdectBe 1200 mokymeHTOB Oblia copMupoBaHa WH3

0Hy6J'II/IKOBaHHI:IX B OTPBITOM JOCTYIIC TEXHUYCCKUX BaﬂaHI/Iﬁ 1 HOpMAaTUBHO-IIPABOBBIX aKTOBS.

8 https://zakupki.gov.ru
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3.2. N'eHepauua nomeyeHHbIx PDF nokymeHTOB

Hauwnnas ¢ utons 2020 rona, B ocHoBHO#M nuctpudyTtnB LaTex Opi1 BKTroueH maket Accessibility.
OTOT makeT mpenHa3Ha4eH Al co3naHus nmoMedeHHbIX PDF 1OKyMEHTOB ¢ TeraMu U3 MCXOIHOTO
koma LaTex. [ms Toro, 4roOBI BOCIIONB30BAaThCS NAHHOH (YHKIWUH JOCTaTOYHO MOOAaBUTH B
npeamOyiry ucxogaoro LaTex mokymenTa maket Accessibility. Kpome Toro, coBpeMeHHbIe BepcHu
Microsoft Office, Open Office, Libre Office u np. HO3BOIAIOT MO HCXOAHOMY (opmaTy
pou3BoauTh 3kcropT nomedeHHbIX PDF (Tagged PDF) noxymeHTOB.

Jns moTokoBoii reHepariu nomeueHHBIX PDF mokymenToB u3 ¢aitnos ¢popmara Microsoft Word
HCIIONB30BANICS CKPHNT 3Kcrmopra ¢ momornsio LibreOffice Community ¢ BxiroueHHo# omitueit
«Tagged PDF (add document structure)». B pesynbrate 6bu10 nmomyueno 1200 nmomeuennsix PDF
¢aiinos.

3.3. OnucaHune KnaccoB cermeHTauuu

HasBanue TeroB B momeueHHbix PDF mokymeHTtax, mojydeHHbIX u3 (aiinoB Microsoft Word,
3aj1aeTcs CTHIEBBIX (aiyioM, KOTOPbIH OBbUT MCTIONIL30BaH NPH MX co3fanuu. V3 aToro popmupyercs
OJIHO M3 OTpaHMYCHHUH METOJla — HEOOXOJUMOCTh COIIOCTAaBUTh Ha3BaHUs TErOB C OTPAaHMUYEHHBIM
Ha0OpOM 3apaHee ONpPEAEICHHBIX KJIACCOB.

B nanHoii paboTe OBIJIO IPUHATO pelIeHHe UCIOIb30BaTh TPHU Kilacca:

e Text — TeKCTOBBIC OJIOKH, COAEpIKAIlNe OJHOPOIHBIH TEKCT C €AWHBIM (HOPMATHPOBAHHEM
(pa3mepoM, JKUPHOCTBIO, IIPU(PTOM, OTCTYIIAMH MEXKAY CTPOK);

e Table — kiacc TabnuI ¢ TPaHULAMH, KOTOPbIE MOTYT COIEp)KaTh OOBbEIUHCHHBIC SYCHKH I10
BEPTUKAIH WJIM [0 TOPU3OHTANIHM; 3ar0JIOBOK TAOJHI] MOXXET OTIMYAThCsA OT Tella JAPYTHM
(dhopmMaTUpoBaHUEM;

e Picture — kiacc, copepiKaIuil mevaTy, NOAMUCH, U300PAKCHUS B TOKYMCHTAX.

DTOT BBIOOP 00YCIIOBIIEH HATMYHEM TECTOBOTO HA0Opa JaHHBIX U3 TOTO XKe JIOMEHA C aHAIOTHYHBIM
HaOOPOM KITACCOB JIUISl IPOBEICHHUSI CPABHUTEIILHON OIICHKH Pa3pabOTaHHOTO METO/IA.

3.4 U3BneyeHne KoopaUHAT U KnaccoB

PDF - sT0 yHHBepcambHBIH MeEXIUIaTGOPMEHHBIH (opMaT, KOTOPHIH MO3BOISIET OTOOpa)kathb
JIOKyMEHTBI B JIF000# onepannoHHOM crucTeMe, MporpaMMe WK YCTPOICTBE B TOM BHJIE, B KOTOPOM
oH 0bu1 coznaH. CaM ¢opmar 3amaercsi cienuUKannei, a ero HHTEpHpeTaLysl IPOU3BOANUTCS C
[IOMOIIBI0 CTEKOBOM BHpPTyaslibHOM MammuHbl. @aktuyeckd, coxaepxxumoe PDF  MoxxHO
paccMaTpuBaTh Kak HAOOp WHCTPYKIHUHA.

Bce MHCTpyKIMM BBINONHAIOTCS MOCIENOBATENbHO, KaK[as H3BJIEKAaeT MapaMeTphl CO CTeKa,
MIPOM3BOJIUT OIEPALHUIO M MOMENIAeT pe3ybTaT cBoei paboThl Ha cTek (eciam 3TO Tpedyercs) u
H3MEHSEeT KOHTEKCT.

s m3BnedyeHus: TeroBoil mHQopmannu pa3paboTaHO W OMYOJMKOBAaHO B OTKPBITOM JIOCTYIIE
uHCTpyMeHTanbHoe cpenctBo TaggedPDF®, KOTOpOE MMHMTHPYET CTEKOBYHO MAlIMHY BHIBOJA HA
nevarb cornacHo crerudukanuu popmara PDF. 3To mo3Bonmio mpaBMWIbHEIM 00pa30oM H3BIIEYh
Ha3BaHME Kjacca W BBUHCINTH KOOPAWHATHl Hadajla W KoHHAa Tera. Jims paspaboTku
WHCTPYMEHTAILHOTO CpEACTBA W3BJICUCHHs] TEroBod wHQoOpManmu u3 moMmeueHHbXx PDF
JIOKYMEHTOB HCIIOJIb30Basiack oubnmoreka Apache PDFBox. Jlannas 6ubnvroTeka npeaHa3HavYeHa
JUIA TeHEepaluy U U3BJICYCHHS TEKCTOBOH W rpaduueckoil mHGopMmarmm n3 PDF nokymeHToB Ha
JIOCTaTOYHOM YpPOBHE ISl pean3aliii MOCTaBICHHON 3a1a4H.

9 https://github.com/sunveil/tagged_pdf/tree/develop
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3.5. NeHepauusa obyyarowen BbIGOPKU

C nomotiipto pa3paboTaHHOr0 MHCTPYMEHTA B aBTOMaTUYeCKOM pexkuMe 13 1200 10KyMeHTOB ObLI0
nosyueHo 28000 u3obpakeHuit 1 aHHOTaLuK K HUM B hopmate PASCAL VOC.

3.6. O6y4yeHue mopenu

Jnst TecTMpoBaHMS NPUMEHHMOCTH aBTOMATHYECKH CTeHEPUPOBAHHOIO o0ydaromero Habopa
JAHHBIX OBIIa BBIOpaHa HelipoHHas ceTb apxutekTypsl EfficientDet D2 [22]. /lanHas Monens uMeeT
OJTHY W3 JIYYIINX OIIEHOK MPH BRICOKOI MPOM3BOANTEIbHOCTH Ha Habope nanHsx COCO, 9To cTano
oIpeAeIomnM (GpakTopoM MpH BEIOOPE apXUTEKTYPBI MOJEIH.

OO0ydeHne MoeH IPON3BOAMIOCH C TOMOIIBI0 peiimBopka Object Detection API TensorFlow 2
Ha ByX BuaeokapTax NVIDIA GeForce RTX 2060 Super.

CreHepupoBaHHBIN HA0OP JaHHBIX OBLI pa3dut Ha oOyvaromuii (24000) u BanumaunonHsii (4000).
IIpenoOyuennas moxens EfficientDet D2 na mabope manapix COCO obyuanacs 20 smox (120000
maroB). Kaxayroo smoxy MpoHM3BOIMIACH BAMIAalMs MOAEIU M COXPAHAIOCH €€ cocTosHue. B
pe3ynbTate A TeCTUPOBaHMs OblIa BRIOpaHa MOJIENb, MOJTyUueHHas mocie 18 smoxwu.

3.7. TectTupoBaHue moaenu

[ TecTUpOBaHMSI MOJE/NM UCIIO/b30Ba/ICS HAa0Op pealbHBIX JaHHBIX MOIIHOCTBIO 277
n300pakeHHl onmy0/IMKOBaHHbIN B pabote [21]. [Inst cpaBHeHus B Tabs1. 1 MpuBe/ieHbI pe3y/IbTaThl
TeCTUpOBaHus (C puMeHeHHeM roctobpaboku (Post)) ueTbipex Mogesnel, 00yueHHBIX Ha Pa3HBIX
Habopax gaHHbIX u3 [21]: PLN — Habop [JaHHBIX HayuHbix crtarteli PupLayNet, 125 Tbicsau
nsobpakenni, GEN — Habop creHepUpOBaHHBIX [JAaHHBIX, 18 Thicsu u3obpaxeHuii, NPA-small —
Habop peanbHBIX AaHHBIX, 100 wu3z06pakenuii, NPA-big — Habop peanbHBIX [JaHHBIX, 500
n300paxeHui. 1151 OIleHKH KauecTBa UCIO/b3oBanuch Metprika PASCAL VOC - (AP) = 0.5.

Taba. 1. Pe3ynbmamb! cpagHumesnbHol OYeHKU
Table 1. Comparation results

Meron Texcr |Tabmuua |M306paxenue | Hroro
PLN+GEN+NPA-big 0.810 |0.937 0.696 0.820
PLN+GEN+NPA-big + Post 0.840 |0.968 0.755 0.855
PLN+GEN+NPA-small 0.502 |0.824 0.336 0.559
PLN+GEN+NPA-small + Post |0.652 |0.888 0.448 0.663
PLN+NPA-small 0.489 |0.846 0.346 0.565
PLN 0.045 |0.065 0.004 0.039
TaggedPDF 0.032 |0.876 0.763 0.557

Pe3ynbTaThl TECTUPOBaHUs, TIpUBe/ieHHbIe B TabJ1. 1. MOKa3bIBakOT, UTO MO/Ie/Tb, 00YUeHHasi TOJIbKO
Ha AaBTOMAaTUYEeCKH AHHOTHUPOBAHHBLIX JAHHBIX, IIOKA3bIBA€T JIYUINHUN pe3y/JbTaT Ha KJacce
uzobpascerdue. ComocTaBUMbIM pe3ynabTaT ¢ Mojensio (PLN+GEN+NPA-small + Post),
000yUeHHO! Ha TpeX pa3HbIX HabopaX JaHHBIX C UCII0/Ib30BaHKEM MOCTOOPabOTKU OCTUTaeTCs
1151 Kacca mabauyda.
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HeyznoBneTBopuresibHasi OLIeHKAa TMOJyueHa AJs Kjacca mekcm. JTO OOBSICHSIETCS TeM, 4TO
Microsoft Word npefocrasnsieT 60/1b110M HAO0pP MHCTPYMEHTOB AJIs pelakTHpPOBaHusi Tekcta. OH
MOXeT OBbITh OTPeAAaKTUPOBAH Pa3/MUHbIMU CIIOCOOAMU TIPY MOJHOW BU3YyalbHOM WI€HTUUYHOCTH.
[pu 3TOM CeMaHTHYeCKH eAWHbIA TEKCTOBBIM OJIOK /71 9KCIIepTa BO BHYTPEHHEM TPe/ICTaBIeHUH
JOKyMeHTa OyZeT pa30uUT Ha MHOXECTBO YacTel C pa3HbIMH TeramMHu. OJTO TOPOXKJAeT
HECOOTBETCTBYE KCITePTHOM pa3sMeTKH C aBTOMaTHUeCKOM, U3-3a Uero JJaHHbIN KJIaCcC PacIio3HAeTCs
TI0XO.

C Jpyroii CTOpPOHBI, /11 PeAAKTHPOBAHUsE Tab/IMI] ¥ BCTABKM PUCYHKOB B JOKYMEHT TPe/CTaBIeH
OrpaHWYeHHbIM HAOOp UHCTPYMEHTOB, UTO MOPOXJAeT O0jiee TOUYHOe COOTBETCTBUE BHYTPEHHEro
TIpe/ICTaB/IeHHUs C BU3yasibHBIM. [3-3a 3TOT0 aBTOMaTHUeCKasi pa3MeTKa B OCHOBHOM COOTBETCTBYET
JKCITePTHOM.

4. 3aknroyeHue

IIpepio>keHHBIN MeTOJ, aBTOMaTUUeCKOW pa3MeTKU [AaHHBIX [/ PelleHus 3aJaud cerMeHTaljuu
n300pa)keHnH JOKYMEHTOB MOXKHO CUMTATh 3(PQeKTUBHBIM TOJBKO [l K/IaCCOB C BBICOKOM
COTJIACOBAHHOCTBIO 3KCIepToB. K TakMM KijlaccaM OTHOCATCS Tabuvija U m3obpaskeHue, a U3 He
pacCMOTpeHHBIX B JaHHOW paboTe — dopMysia, KOJIOHTUTYJI, HOMep CTpaHHLbl. B Apyrux ciyuasx
M3-32 HEOJHO3HAaYHOCTH BHYTPEHHero Ipe/icTaBjleHusl (OpMaTHPOBAHUS [OKYMeHTa C €ro
BH3ya/IbHbIM BOCIIPUSATHEM JaHHble pa3MeyatoTCsl HeKOPPEKTHO.

OCHOBBIBasICb Ha MOJTyYeHHBIX pe3y/bTaTaX, MOXKHO CJieslaTh BBIBO/, UTO IPeZJI0KEHHbBI MeToZ
HMeeT psiJ OrpaHNYeHNH, CBSI3aHHBIX C pa3HoOOpas3rueM HHCTPYMeHTOB (popmaTrpoBaHusi Microsoft
Word. []ns ycTpaHeHUsl yKa3aHHBIX OrpaHUYeHHi BO3MOKHO FCII0/Ib30BaHMe B KAUeCTBE HCXOJHBIX
IaHHbIX Qaiinel B ¢dopmare LaTex. OH wumeer Oosee cTporudi HabOp HWHCTPYMEHTOB
¢opMaTHpOBaHUs ~ [OKYMEHTOB, UTO [JO/DKHO TIO3WTHBHO TMOBMUSATH HA  yCTpaHEHHe
HEeOJHO3HAUHOCTH MEXAY BHYTPEHHHM IIpe[CTaBjeHHeM [OKyMeHTa U €ero BH3YajbHbIM
npe/icTaB/ieHWeM. B KauecTBe  ajbTepHaTHBBI  MOXKHO — HCIIOJb30BaTb — CHHTETHUUECKH
CreHepHUpOBaHHbIE IOKYMEHTHI B KaueCTBe MCXO/HBIX [JaHHBIX /i1 aHHOTMPOBaHHUsT o0ydJarorei
BBIOODKHU.
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Abstract. The world is moving towards alternative medicine and behavioural alteration for treating, managing,
and preventing chronical diseases. In the last few decades, diagrammatical models have been extensively used
to describe and understand the behaviour of biological organisms (biological agents) due to their simplicity and
comprehensiveness. However, these models can only offer a static picture of the corresponding biological
systems with limited scalability. As a result, there is an increasing demand to integrate formalism into more
dynamic forms that can be more scalable and can capture complex time-dependent processes. In this paper, we
introduce a generic disease model called Communicating Stream X-Machine Disease Model (CSXMDM),
which has been developed based on X-Machine and Communicating X-Machine theories. We conducted an
experiment on modelling an actual disease using a case study of Type Il Diabetes. The results of the experiment
demonstrate that the proposed CSXMDM is capable of modelling chronic diseases.
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AHHOTanMs. Mup ABMXKETCS K albTEpPHATUBHOM MEAUIMHE U U3MEHEHUIO METOJOB JICUCHHUS, KOHTPOJIA U
NpoGHUIAKTHKA XPOHHYECKHX 3a0ojeBaHuil. B mocienHue HECKOJIBKO NECSATUIIETHIl AnarpaMMHbBIE MOJETH
IIUPOKO HCIONB30BAIMCh [UIi ONMCAaHMS M TIOHUMAaHUS TOBEAEHHS OHOJOTMYECKHUX OpPraHU3MOB
(GrostoruyecKux areHToB) Oaroapsi UX MPOCTOTe U MosHOTe. OHAKO ATU MOJIEIH MOTYT HPEIOKHUTH TOJIHKO
CTaTMYECKYIO KAPTUHY COOTBETCTBYIOIIUX OHOJIOTMYECKUX CHCTEM C OTPaHHYCHHOI MaciiTabupyeMocTbio. B
pe3yabTaTe pacTeT CIPOC Ha MHTETparuio hopMaan3Ma B 6ojiee AMHAMUYIHBIE ()OPMBI, KOTOPBIE MOTYT OBITH
Ooree MacITabUPyEeMBIMU M MOTYT OXBATHIBAaTh CJIOXKHBIE ITPOIIECCHI, 3aBUCAIINE OT BpeMeHH. B 310l craTthe
MBI TIPEJCTaBIsIeM OOIIYI0 MOJENbh Ha OCHOBE TEOpHH X-MAalIMH U B3aUMOJEHCTBYIOMUX X-MamuH. MBI
TIPOBENHN KCIEPUMEHT 110 MOJEITHPOBAHUIO PEATbHOTO 3a00ieBaHys Ha ipuMepe auabera I tumna. PesynpraTs
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IKCIIEpPHUMEHTa AEMOHCTPHPYIOT, YTO MPEUIOKEHHBIH METOJ CIHOCOOCH MOIESIHPOBATh XPOHUYECKHE
3a00JICBaHU.

KiroueBrble cioBa: B3aPIMO,Z[eﬁCTBy}OHlHe IIOTOKOBBIC X-MaH_II/IHI)I; IIOTOKOBast X-MaH_II/IHa; Z[I/Ia6eT BTOpPOTO
TUIIa; MOACJIUPOBAHNC, (bOpMaﬂI;HLIfI METOJ; CEPACUHO-COCYAUCTHIC 3a00JIeBaHUS
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MEXIy 3a00JICBaHUSIMU C TIOMOIIBEO B3aUMOICHCTBYFOIINX MOTOKOBEIX X-MamuH. Tpyast UCIT PAH, Tom 34,
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1. Introduction

Despite the development in medical domain still the chronical disease (e.g., osteoporosis (OP), gout,
rheumatoid arthritis (RA), type 2 diabetes (T2D), Alzheimer’s disease (AD)) prevention, mitigation
and managing patients who are suffering from chronicle diseases has limited to a single dimension
treatment pattern. Still there is a very limited understanding about the etiology and the mechanism
of the diseases [1, 2]. It is important to understand the mechanism (behaviour of the disease).
Therefore, precise modelling of the diseases will improve treating patients with chronicle diseases
and in prevention and management. On the other hand, having a better understanding about the
mechanisms of the disease will help in directing the launches of proper clinical trials, target for
effective lifestyle interventions and pharmacological innovations.

Human body consists of closely connected subsistence (example: cardiovascular system, digestive
system etc.;). Therefore, the human body can be identified as a complex system where continuant
subsistence work together in order to keep a human alive [3, 4]. As in any other complex system,
there are some undesired states where the human body can reach. in our research we consider
diseases as undesired states (similar to the error states in complex systems) [3]. Due to the close
coupling among those systems and the complex relationships has made it challenging to precisely
model the human body. Because of the complex interrelationships among the subsystems of the
body, we believe that diseases mimic the same.

Shaikh F. Hossain et al. [5], has discussed the inter relation between diseases based on the
biomarkers. Based on 432 biomarkers mapping in to 18 diseases, authors have been able to
demonstrate the chemical and the alliance between the disease. Furthermore, literature provide
evidence of the relationship between multiple chronic diseases [6], and effects on the human
behaviour. These further discuss the importance of having clear and precise understanding for
treating patients with such conditions.

With the evolving research and development in the fields of metabolomics, proteomics, and
nutrigenomics are shifting the perspective of nutrition and diet management to be considered as
medicine and concept of nutrition therapeutics [7] are actively used in experimental patient
management [8]. Due to the demand of utmost accuracy and precision in this domain, to successfully
implement in practice has been a challenge.

Literature provides evidence of employing formal methods in modelling critical systems where they
have demanded very high level of accuracy [9-11]. In our previous research formal methods has
been successfully used modelling diseases [3].

Furthermore, we discuss the significance of the accuracy modelling diseases and the importance of
having the ability to communicate between diseases to demonstrate the impact of one disease has
towards the other disease(s). During this research we have decided to use well known formal method
namely, Communicating Stream X-Machines (CSXM), an extension of Stream X-Machine (SXM)
to model diseases and the relationship among them.

This paper is structured as follows. Section 2 discusses the related work. Section 3 and Section 4
outline the proposed disease model with the employment of Stream X-Machine and Communicating
Stream X-Machine, respectively. Section 5 demonstrates the experiment and its results. Section 6
consists of the discussions about the experimental results and the proposed disease model. Section
7 concludes the paper and outlines future research directions.
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2. Related Work

2.1. Finite State Machine, X-Machine, and Stream X-Machine

X-Machine (XM) [12] is an extension of the finite state machine (FSM), where the FSM is
empowered with a data structure and a processing function(s). As explained, XM is very similar to
an FSM with the difference of having a data sent X (type of the machine), where finite set of
processing functions ® operates on the X (¢: X — X | ¢ € ®) and inbuilt memory (M) where thy
transitions can alter the memory. In the FSM diagram each transition (arch) is ladled with a
processing function of ¢ (¢ | ¢ € ®). Because of the generalisation of the type X, X-Machine has
proven that it is capability of modelling any type of system accurately and also in a very generic
manner where extension and/or modification is possible [11-14, 16].
Another class of X-Machine has been introduced to specify and model software namely Stream X-
Machines (SXM), which has the ability to define and validate data types and the functionalities of a
software systems [17]. The definition of SXM is as follows.

Z=(%,T,Q,M, @, F, go, mo)
where:
¥ = input alphabet;
I = output alphabet;
Q = finite set of states;
M = memory (possibly infinite);
@ = the type of the machine X, where a set of partial functions @ (¢ | € ®) which transforms
input and a memory to an output and a possibly to a different memory state: ¢: T x M — IT" x
M;
e F = Next state partial function which drives the machine state: F: Q x ® — Q;
® (o, mp = initial state and the initial memory of the machine respectively.
For the above illustrated SXM, the associated FSM is Az = (®, Q, F, qo). This Az is also known as
associated finite state automaton (FA). Fig 1 illustrates the state-transition diagram of a three-state
Stream X-Machine.

H¢4 2
/ \i / ’Q&
7N p I
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\ // &
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I\\,_;,//

Fig. 1. A three-state Stream X-Machine

2.2. Communicating Stream X-Machine (CSXM)

There are number of different approaches can be found for CSXM in the literature [18-20]. In this
research, we discuss the standard approach and an alternative approach which leads to the
development of SXM — Communicating Component (SXMCM).

2.2.1 Communicating Stream X-Machine standard approach

Communicating Stream X-Machine which consists of n number of constituent components can be
identified [18, 21] as a tuple of: ((XM;);=1 n, CM, Cy) where:
e XM, is the i X-Machine of the system;
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e (M is a nxn matrix, namely the Communication Matrix;
e (, is the initial communication matrix.

Input Stream Qutput Stream

AM1

Fig 2. CSXM illustration with Communication Matrix

In this approach, there is a difference from the usual standalone SXM definition because the XM; has
defined IN and OUT ports defined for communication (Ommoka! McToYHMK CCHIJIKH He HaiileH.)
[21]. As illustrated in Omm6xa! UcTounnk ccbliiku He Haiigen., both IN and OUT ports are
connected to a communication matrix (CM). CM facilitates the communication between the SXMs.
CM cells holds me messages from the SXMs. For example, cell (i, j) has the message that was sent
from SXM; to SXM;. The type of the message can be any type which is defined in the memory. A
stands for empty or no message. Communication is initiated only from a communicating state, which
accepts empty symbol € as an input and produces € as the output without effecting the memory.
Communicating function only either reads an element from the associated CM and writes in the IN
port and assign the value of A to the cell in which the function read from or writes an element from
the OUT port to CM if the cell has no message (cell has the value of A) [18, 21]: cf(g, m, in, out, ¢)
= (g, m, in’, out’, ¢’) where m € M; in, in’ € IN; out, out’ € OUT; and ¢, ¢’ € CM.

If the communication function is not applicable, it waits. The processing function only affects the
ports (IN & OUT) but do not affect the communication matrix) [18, 21]: pf(e, m, in, out) = (y, m’,
in’, out’) where: 6 € ¥; m, m’ € M; in, in’ € IN; out, out’ € OUT; and y €T

2.2.2 Communicating Stream X-Machine alternative approach

Standard CSXM suffers from inability to conceive as an independent component. Due to this

limitation it has to be started from the beginning in order to add a new component to the arrangement.

Furthermore, this limits the ability of the components in this arrangement to act as a standalone SXM

or be a part in other arrangements.

Petros Kefalas et al. [21] proposed an X-Machine type (MT) without the initial state or memory as

an alternative approach to overcome the previously identified issues. MT is defined as follows:

MT=(XT,Q M, @, F).
An X-Machine is constructed through application of operators:
OP inst: MTi x (qoi, Mai) — Mi, V goi € Q, moi € M.

That creates the instance of MT: M = MT OP inst (qo, mo).

Communicating X-Machine Component is defined as:

XMCi = (%, T, Qi, M, @i, Fi) OP inst (qoi, moi) OP comm (IS;, OS;, @i, Si, ®osi)

where:

e [S; is a tuple with » input streams, which contain the source of the message where it has been
generated (CSXM which send the message) (in i is the standard input source of CSXM;): IS; =
(is1, 182, ...1Si, ..., 1Sn), and is; = € (if no communication is required) or is; € Xj;

e OSjis atuple defined in correspondence with n output streams, which consists of the destination
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of the n message that used in generating the message. destination of CSXM;): OS; = (0s1, 0s2,

.sy OSj, ..., 0Sy), and os; = € (if no communication is required) or os; € %j;

e  O@IS; is an association of function ¢; € ®; and the input stream IS;, ®IS;: @; < IS;;

e @OS; is an association of function @; € ®; and the output stream OSi, ®OS;: ¢; <> OS.i.

Applying the operator OPcomm: XMi x (ISi, OSi, ®isi, ®osi) — CXMCi has a result a

Communicating X-machine component CXMC; as a tuple:

SXMCi = (%, T, Qi, M, ®ci, Fi, qo, mo, 1Si, OSj)

where:

e i is a set of partial functions that read from standard input or any other input stream and write
to standard output or any other output stream. Such set will consist of 4 different sets of function:
®ci = SISO; U SIOS: U ISSO; U ISOS;, where:

o SISO; is a set of functions ¢ which reads and writes to standard input (is;) and standard
output (0s;) streams respectively. SISO; = {(is;, m) — (osi, m) | i = (6, m) — (y, m) € ®; A
¢i € dom(IS;) A @; € dom(OS))};

o SIOS; - a set of functions ¢ which read and writes to standard input (is;) and j output (0s;)
streams respectively. SIOS; = {(isi, m) — (0sj, m) | ¢i= (5, m) — (y, m) € ; A ¢; € dom(IS;)
A (@i —osj) € OSi};

o ISSO;is a set of functions ¢ which reads and writes to j™ input (is;) and standard output (0s;)
streams. ISSO; = {(isj, m) — (o0si, m) | ¢; = (5, m) — (y, m) € O; A (@i —isj) € IS; A ¢;i &
dom(OS))};

o ISOS; is a set of functions ¢ which read and writes to j input (is;) and k™ output (osk)
streams. ISOS; = {(isj, m) — (osx, m) | ¢; = (0, m) — (y, m) € ®; A (¢; — isj) € IS; A (; —
OSk) € OSi}.

Communicating X-Machine is defined as a tuple of n XMC as:

CXM = (XMC1, XMC2, ..., XMCn) with

o XjUXU..UZX,=(0s11U 0812 U...U 0815) U...U (0Sn1U 08p2 U ... U 0Spn);

e TUILU.UT =(si1 Visiz U... Uisiy) U...U (isn; U iSp2 U ... U iSpy).

In this approach, the CM has been replaced by several input streams associated with each Stream
X-Machine component. Through replacement of the communication state and the functions with
functions that belongs to type @ and providing the ability to read and write to different input and
output streams has improve the usability of the models (fig. 3) [21].

Messages from SXIZ

Messages Tom SKM3 |<> --------------------------------------- '
'

Messages trom SXM2 | | | | !( ________
'

__ 1 | _
Standard input sbeam :
\ 4 l A

s.“mmwmml ] ‘ | | | | |

Fig. 3. Three Communicating Stream X-Machines

2.3 Disease modelling with formal methods

Biological systems such as human body consists of tightly connected components (organs) that
change their actions and behaviours over the time and their interactions with exposure to external
factors (e.g., nutrients, viruses, bacteria). In addressing such challenges, literature reveals that, there
are few formal approaches has been occupied namely, Boolean Networks (BN) and its extensions
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(i.e.

Cellular Automata (CA), population P systems (PPS), etc.
Table 1. Review of formal methods

Qualitative Networks (QN), Gene Regulatory Networks (GRN) [22-24], Petri Nets (PR),

Method Strengths Weaknesses Example

BN/QN Correctly defined | Due to lack of state space in | BN/QC has been employed in

[15, 16, 18] | binary states. BN (Active and Inactive), | Schematic ~view of  signal

harder to model complex | transduction in the pancreatic
state  models such as | cancer model [28].

Biological Systems.

Even though, QN discrete

variable values, and the

dependencies of those values

are expressed with algebraic

functions instead of Boolean

functions, complex relations

mapping is not possible.

PR [29, 30] | Has the capability of | The ability of providing the | PR has been used to model
comprehensive concurrency the complexity | enzymatic reactions in Metabolic
modelling and | of the model increases| pathways [31].
analysing facility for | significantly.
distributed and | pR suffers from the inability
concurrent systems. to test in unbounded places.

CA [25] Capable of modelling | CA presents CA has been occupied in
interactive challenges in modelling virus behaviour
components. modelling non-trivial (e.g. Human
CA is a powerful way systems due to _Iack of Immunodeficiency  Virus
of defining agent- data representation. (HIV)) [32].
based system due to | CA suffers from state and
the simplicity. input symbol explosion

PPS [26] PPS provides a robust | PPS lacks the ability to| PPS has been employed in
mechanism to | represent internal states and | modelling  species  behaviour,
introduce new nodes, | individual behaviour of the | especially when it eloper is
remove nodes, and | nodes. introduced to the system (e.g.
change the behaviour behaviour on school of fish upon a
of the defined nodes, predator) [33].
which helps to map the
disease behaviour.

As evaluated in Table 1, current formal specification models have not been able to comprehensively
model biological systems. Even we consider the human body as a biological system, each disease
has its own behaviour and attributes which are interconnected yet different. Considering the BN and
QN would have the capability of modelling the binary state of biological systems yet suffers from
lack of state space [15, 16, 18]. When considering diseases, there are multiple states for most of the
diseases. For instance, diabetes has few inner states such as Pre-metabolic syndrome, metabolic
syndrome pre-diabetic and Type Il Diabetes. Furthermore, this will not facilitate the
interconnectivity with expected efficiency and the accuracy. PR would mostly address the issues
that has been identified with BN and QN. PR provides a comprehensive modelling and analysing
facilities for distributed agents (systems), which would be ideal for modelling diseases; hence, the
anonymity and the connectivity (in terms of having relationships between diseases) at the same time
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[26, 27]. However, the concurrency introduces significant and unmanaged complexity to the system.
Diseases act in concurrently in nature. Therefore, this would bring unexpected and unrealistic
complexity to the models, which hinders the demanded accuracy. CA addresses the above discussed
complexity and has been proven to be used in agent-based systems [25]. However, CA suffers from
data representation, whereas disease models should encapsulate and persist their own data for
monitoring disease progression. One other aspect of disease modelling is that diseases are expected
to be infected and cured (excluding incurable diseases). The models should be easily introduced and
removed from the system. PPR provides the capability of adding, deleting, and changing nodes [26].
However, PPR fails to introduce the initial state and modelling individual behaviour. Therefore, it
can be inferred that the reviewed formal methods in Table 1 have not provided a comprehensive
mechanism to model diseases and their behaviours completely with the expected accuracy.

There is an evidence of research that they have used formal methods in order to model biological
systems, in specific they have employed Communicating X-Machines in order to model the bio-
systems where it has used the ability of representing the interrelationship and the communication
aspects of the biological systems [26], while preserving the ability of data persistence with
flexibility. To the best of our knowledge this is the first attempt that formal verification methods has
been occupied in order to model a chronic disease and model the inter-relationship among diseases.

2.4 Strengths and weaknesses of existing models

Literature provides evidence of occupying formal methods to model biological systems. However,
most of these approaches have not been able to provide the much needed 100% accuracy level in
modelling such systems. Hence the medical domain is one of the most critical domains which the
cost of a mistake could be a life [15, 27]. In this paper, we have considered few approaches and their
strengths and weaknesses (table 1).

As illustrated above, mathematical models present significant challenges in modelling diseases due
to the highly complex interrelationship(s) among the large state space and disease models
themselves with other disease models. Due to this highly complex and heavily interconnected model
behaviour, most of the mathematical models are being challenged, and/or the models become
unmanageably complex [15].

Due to the criticality of the domain in nature, to the best of the authors’ knowledge, it is expected
that the formal modelling approaches would bring more efficiency and accuracy for disease
modelling in general, especially X-Machine models would be more realistic due to their capability
in modelling critical systems [34], where interrelationships among the models can be more
accurately handled. Therefore, in this research we have selected X-Machines in general to model
diseases, particularly Stream X-Machine is used to model Type Il Diabetes to demonstrate the
capability of modelling diseases.

2.5 State of the art in biological system modelling and gap analysis

Literature provides many evidence of employing mathematical models to precisely understand the
disease behavior [15, 16, 18, 25, 26, 28, 29, 30, 35-38]. These have been always focused on one
disease and also disease as a whole and its impact in the perspective of spread, implication the
medical sector and/or holistic implication on the society. In our previous publication we
demonstrated how formal speciation can be employed in modelling diseases. To the best of our
knowledge this the first attempt that, employing formal methods in general especially classes of X-
Machine in modelling the behaviour of diseases with representing its impact on the other diseases.

3. Stream X-Machine Disease Model (SXMDM)

We have introduced the SXMDM with the capability of adopting to any diseases, which gives the
capability of mimicking the disease behaviour. SXMDM proposed in our previous research has the
capability of:
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o Describe diseases and their stages (Demonstration/research purposes for the medical
professionals).

e Simulate the progression of the diseases (Positive and negative).

e Determine the stages of the diseases at the time of the patient is being diagnosed.

e Determine the stages with the change of the symptoms.

e Understand the progression of the diseases.

e  Monitoring the progression of the patient with past information (Symptoms and data).
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Fig 4. Class diagram of SXMDM

The class diagram of the proposed SXM disease model is illustrated in fig 4.

e XMachineDisease: this class contains the generic X-Machine model which is implemented
iDiseaseType interface.

o iDiseaseType: this interface provides the necessary functionalities to describe the Type Il
Diabetic medical condition.

e  MemoryPair: this class provides the unit model which holds the memory units.

e eFunction: this special class of constant data (enum) class provides all the processing functions
that involves in the defining disease type SXM.

e MemoryTransition: this class contains the memory transition based on the processing function
(eFunction).

e Input: this class provides the input unit which holds in the input sequence of the SXM.
o eDiseaseState: this special class of constant data (enum) provides all the states of the disease.

4. Communicating Stream X-Machine Disease Model (CSXMDM)

CSXMDM is an extension of SXMDM proposed SXDM in our previous research [3]. During our
last research we have discussed that, similar to the organs (subsystems) of the body work together
for the purpose of wellbeing of the human, disease has the similar characteristic of having inter-
relationship among them.

New extended CSXMDM has address the about shortcoming of the SXMDM and given the
capability of communicating with other disease models. The CSXMDM has been designed as a
pluggable component to SXMDM. In order to facilitate preciously defined SXMDM has been
slightly modified. CSXMDM is focusing on modelling the diseases and their inter-relationship(s).
The CSXMDM we proposed takes a state-based communication approach extended from modular
approach. Instead of considering the CSXM as a whole, in the proposed CSXMDM has
communicates among the other models with preserving the communication-initiated state, during
and after communication.
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4.1 Changes in SXMDM

We have changed the SXMDM discussed in Section 3 to facilitate the communication. Hence, we
are more interested in the state level communication, sates have given the ability to define its
readiness to communicate at the state level (fig. 5).

State State

- name : String
- value : Object
- isCommunication : boolean

- name : String
- value : Object

SXMDM State CSXMDM State

Fig. 5. Implementation of State in SXMDM & CSXMDM

4.2 SXM — Communicating Component (SXMCM)

In order to support Communications between the SXMDMs, we are proposing SXMCM. The
implementation of the SXMCM is illustrated below (fig. 6).

e CommunicatorBase: This class provides the basic infrastructure to establish communication
between the SXMDMs. This class acts as the common mediator of the communication.

e Communicator: This abstract class provides interface for establishing the communication in
the SXMDMs (provide that the SXMDM is using the new version of State discussed
previously).

e Message: This provides the unit model for messages.
e MessageUnit: This class facilitates the message buffer for the Communicator.

Communicator

- IN : List<MessageUnit>
- OUT : List<Messagelnit>
= comBase : CommunicatorBase

+ out{messageUnit : MessageUnit, state : State) : boolean
+ addMessage{msg | MessageUnit) : void
+ respondimsg : MessagelUnit) : valid

)

CommunicatorBase

- instance ; CommunicatorBase
- diseases | List<SXMDiseaseMode|>

+ add{sxm : SXMDiseaseMaodel) : boolean
+ 1n - il f
+ communicateimessageUnit : MessageUnit, state : State) : boolean

)

Messagelnit

- isReadable ; boolean

- isWritable : boolean

- sender ; String

- receiver : String

- message : Stack<Message>

Message
. g

Fig. 6. Implementation of SXMCM

4.3 Discussion of implementation

SXMCM consists of two main packages. com.communication.communicationCmp consists of basic
implementation of the communication plugin. This consists of the CommunicationBase and
Communicator. com.communication.util provides the utilities for Communicator and
CommunicationBase. This consists of the Message and MessageUnit.
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5. Case Study

We have employed the same case study from our last research with the addition of cardiovascular
disease (CVD) model (fig. 7).

CommunicatorBase Communicator

- Instance ; CommunicatorBase
- diseases : List<SXMDiseaseMode!>

+ add(sxm : SXMDiseaseModel) : boolean
+ getin ) : Communicator
+ communicate(messageUnit | MessageUniz, state : State) - boolean

N

- IN @ List<Messagelnit>
- OUT - List<Messagelnit>
-~ -3 - comBase - CommunicatorBase

+ out{messageUnit : MessageUnit, state - State) : boolean
+ addMessage(msg : MessageUnit) : void
+ respond(msg : MessagelUnit) : void

[AY
MessageUnit
- isReadable : boolean
Message __ ] -isWritable : boolean SXMDiseaseModel
- sender : String
- receiver : String
- message : Stack<Message> g }}
<<interface>> /X <<interface>>
icvD / \ iT20
\/ ‘\
/ -
T / \ iy

/ \

SXMDM_CVD SXMDM_T2D

Fig. 7. Implementation of the Type 1l Diabetes disease model with CVD rick model

5.1 Type Il Diabetes Model

To demonstrate the validity of the Stream X-Machine Disease Model (SXMDM), we consider the
implementation of Type Il Diabetes Model (TTDM). To test the correctness of the TTDM, we have
to adopt the TTDM to SXDM. In our proposed TTDM, we have assumed that the symptom
collection is done elsewhere, and the data (Symptom’s information) is fed into the model.

5.2 Type |l Diabetes and Symptoms Evaluation

There are clearly defined four stages of diabetes namely, pre metabolic syndrome, metabolic
syndrome, pre diabetic and type 1l diabetic. Depending on the time of the diagnosis a patient can be
in any of the above mentioned four stages. With the time, a patient can progress his/her diabetic
stage positively or negatively.

The initial state of the disease (diabetic) is defined by the number of symptoms that the patient is
presenting at the time of the diagnosis [13]. The symptom evaluation criteria to define the stage of
the diabetic is as follows.

If a patient is presenting with:
e A waist circumference off:

o 94 centimetres and above for European men or 90 centimetres an above for South Asian
men.

o 80 centimetres or more for South Asian woman.
e High levels of triglyceride in the blood.
e Low levels of HDL.
e Constant levels of high blood pressure 140 / 90mmHg
o Low levels of insulin response (inability to control blood sugar levels)
e Atendency to develop irritation and swelling off the body tissues in general inflammation.
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Table 2. Evaluation criteria

Number of Stage of Diabetes
Symptoms

0 Normal

1-2 Pre-Metabolic Syndrome
2-3 Metabolic Syndrome

4-5 Pre-Diabetes

5 or more Type |l Diabetes

The Type 1l Diabetic Stage Identification can be described as follows: The TTDM is in the Start
State, waiting to process patient’s symptoms data. When the patient information is fed in, to start
the evaluation process. Then the machine will validate the inputs (Symptom information) and
process the data for Type Il Diabetic stage evaluation. Assuming that the input data is valid, machine
starts the evaluation process. Once the evaluation is completed the machine will determine the
Diabatic Stage of the patient. Then machine will wait until recheck occurs to re-evaluate the patient.
When the re-evaluation is called, the machine will follow the same process as before (fig. 8).
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Symdrnmg

Wl hocki y

R liecki ) vt WA
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i Fra Vi)

Rl

Fig. 8. Type Il Diabetes state-transition diagram

We consider first stage of the disease as Start and then leads to the state where the symptoms are
acquired and validated (Symptoms acquired). Depending on the symptoms that the particular patient
presented at the time of the diagnosis, TTDM defines the stage of the disease. Then the TTDM will
wait at the particular level till, recall method is called to submit new (updated symptoms), and
repeats the same process.

With the above description, SXMDM can be modelled as a SXM with 6 states. The states are as
follows:

e Normal: TTDM waits for the recheck data after acquiring the diabetes state.

e Pre-Metabolic Syndrome: TTDM waits for the recheck data after acquiring the diabetes state.
e Metabolic Syndrome: TTDM waits for the recheck data after acquiring the diabetes state.

e Prediabetes

e Type Il Diabetes: TTDM waits for the recheck data after acquiring the diabetes state.

e  Symptoms Acquired: TTDM waits for identifying the diabetes stage.

e  Start (initial state): TTDM waits for the patient data.
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The memory of the TTDM consists of one element with accordance to our implementation.

e Diabetes: a data object of the disease which contains all the necessary to evaluate a patient’s
diabetic stage.

In the TTDM, we have identified that there are seven functions but drives the model and one internal
function.

e set PreMS(Diabetes diabetes);

e set MS(Diabetes diabetes);

e set PD(Diabetes diabetes);

o set Normal(Diabetes diabetes);

e set T2D (Diabetes diabetes);

o checkDiabetes(Diabetes diabetes);
e getCurrentState();

o reCheck(Diabetes diabetes).

5.3 Cardiovascular Disease Risk Model (CVDRM)

CVD has a clear relationship with Type Il Diabetes (T2D) [40]. The current model of the CVDRM
is designed only with the intention of demonstrating the CSXMDM. The model we have developed
for the CVD is capable of modelling the level of risk with relevant to T2D. Currant CDVR consists
of four risk states and two operational states including start state namely Start, CheckCVD, Normal,
LowRisk, ModerateRisk, HighRisk. The model consists of six processing functions that drives
through the above states namely, SET_NORMAL (CVD cvd), CHECKCVD (CVD cvd), SET_LOW
(CVD cvd), SET_MODERATE (CVD cvd), SET_HIGH (CVD cvd), RECHECK (CVD cvd).

Fig. 9. CVD state-transition diagram
For the demonstration purposes, similar to the above discussed TTDM, CVDRM will evaluates the
level risk according to the below mentioned criteria. In the context of this research, we consider if a
patient is diagnosed with high levels of HDL, high levels of Triglycerides, higher degree of waist
circumference and had been diagnosed with any stage of diabetes will be considered as a symptom.
In the context of this research, we assume that if a patient is presenting no symptoms, has no risk
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(implied by Normal), with one symptom has a low risk, with two symptoms has a moderate risk,
with three risks will identified as high risk (fig. 9).

5.4 Demonstration of the TTDM

For demonstration purposes let us assume that a patient is presenting with:

e Level of HDL: Low;

e Level of Triglycerides: Low;

e  Degree of waist circumference: Low;

e  Stage of diabetes: Non (Normal) / Not diagnosed yet..

While diagnosing towards the patients” CVD check-up. CVDRM will be in its Start state. When the
symptoms are given, CVDRM invokes CHECKCVD(CVD cvd) processing function which will
update the memory with the newly received CVD object and proceeds to evaluate the number of
symptoms with against the defined evaluation criteria. Based on the evaluation the input sequence
will be amended with the relevant processing function to define the next state. In the given scenario
the CVDRM will settles in Normal state hence there are no positive symptoms.

Thereafter, we will assume that the same patient is being diagnosed with high levels of triglyceride
in the blood, low levels of HDL, consistent high blood pressure, a waist circumference in normal
range and no complaints about body inflammation and high level of insulin response while being
checked for diabetes.

By this time, the TTDM initially will be in the Start state. When the symptoms are given, TTDM
invokes checkDiabetes(Diabetes diabetes) processing function, which updates the memory of
Diabetes with the data object. Then the TTDM evaluates the Diabetes data object and analyse the
number of symptoms present, against the evaluation criteria. Then amends the input sequence with
the relevant processing function. In this scenario, the patient is presenting with four positive
symptoms and two negative symptoms.

Therefore, the TTDM will evaluates the symptoms and decides the next state as Metabolic
Syndrome. In this scenario any stage of Type Il diabetes as a communication state, which means in
this context dragonising with Metabolic Syndrome improves the risk of CVD.

Therefore, TTDM will be initiating the communication. TTDM will generate the message and add
it to its OUT communication-buffer. This will trigger the communication component. The
communication component evaluates the message and checks for the intended receives of the
message (in this instance it is the CVDRM). Then the risk factors are evaluated. Based on the
received message through the communication buffer, the CVDRM will alter its input stream
accordingly. In this scenario this will add one risk factor where the risk state will move from Normal
to Low Risk.

Furthermore, the CVDRM has given a second dataset through RECHECK(CVD cvd) with all
positive symptoms. This will drive the model to High-Risk state. High Risk being a communicating
state, this will be communicated to TTDM. Subsequently, TTDM has taken necessary steps to adjust
its own state accordingly (fig. 10).

6. Final Discussion

In the scope of this research, we have further demonstrated the capability of modelling diseases
with SXMDM and introduced CSXM to overcome the previously identified limitation of not being
able to represent the relationship between diseases [3]. Even though we have overcome one of the
limitations that we identified through our previous research, still this is lacking the user interface to
be recognised as a tool for generic users and still lacking the capability of representing the inner
states (substages of diseases). However, SXMCM, with combining the SXMDM (TTDM &
CVDRM) has demonstrated the capability of modelling the diseases and its inter relationship which
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would enable medical professionals and the researchers to model diseases with high level of
accuracy.
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Fig 10. Communication between CVDRM & TTDM

In this research, using formal methods in general and especially classes of X-Machines we have
identified some potential limitations. One of the most prominent would the limitation of having inner
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states as mentioned above. Hence, diseases might have internal states or many stages, managing and
designing could be complicated.

This has been intended to be used by professionals from various domains. The limitation from the
previous model remains that, this is heavily programming dependent (all the models need to be
programmed using JAVA). This poses a serious limitation in both time and expertise.

7. Conclusion & Future Research

With the limitations identified in the Section 6, we the research team is intended to investigate the
possibility of introducing the inner states in the SXMDM and remain the capability using SXMCM.
With the successful implementation of the SXMCM, we have been able to demonstrate the ability
of state base communication while preserving the identity of the particular state that communication
has been initiated. Furthermore, this has given the ability of customising the response to the
communication from the point of receiving the message. As discussed in the Section 2, the world is
moving towards alternative medicine and lifestyle interventions for treating, managing, and
preventing chronic diseases. The ultimate intention of this research is to produce a comprehensive
tool which has the capability of modelling diseases and their inter-relationships and has the
capability of mimicking the reaction upon exposure to nutrients. This will give the medical
professionals the ability of determining the course of action without risking the lives of patients and
apply alternative medicine in patient care with more confidence.

In conclusion, this paper has presented a novel approach of modelling diseases with their inter-
relationship(s) without concerning the inner states (substages) of the diseases. Even though the
current combination of SXMDM and SXMCM, has presented a novel approach of disease modelling
with the discussed reservations in Section 6. As the main researcher in this project, we firmly believe
that this is a significant milestone of our research. We are committed to conduct further research on
this and improve the disease models further.
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1. BeedeHue

Pa3zpaboTanHble Ha CETONHSIIHHMNA JEHb CHCTEMBI BOKAJM3Ma MAaHCHICKOTO SI3bIKa IPU3HAIOTCA
KOPPEKTHBIMH MHOTHMHM JTMHIBUCTaMH, OJHAKO OHH, TaK WIA WHA4Ye, MPOTHBOPEUYAT IPYT JAPYTY.
VYCIIOBHO UX MOXHO OOBCIUHHTH B JIBE OCHOBHBIC TPYIIBI MO0 MMEHAM HCCICIOBATEICH, YbH
MHeHus coBnagaor [1, 2] (tab. 1-2):

1) «ITeitHuTI-XOHTHY

Tabn. 1. Cucmema 80KanuzMa nepeo2o Cioea Ce6ePHOMAHCULICK020 Juanekma no [3, 4]
Table 1. The system of vocalism of the first syllable of the Northern Mansi dialect according to [3, 4].

Psn HeryGnplie I'yOHbIC
Bepxuuii ei uu
Huxauit aa 00

2) «KansmaH-PombanneeBa-Kepecrern»

Tabn. 2. Cucmema 2nacHvix poHem nepeo2o cio2a Ce6epHbIX MAHCULICKUX Ouanekmos no [5, 6, 2]
Table 2. The system of vowel phonemes of the first syllable of the northern Mansi dialects according to [5, 6,
2]

Pan [lepennuit Cpennuit Bagunii
Tlogsem
HeryOHble | TyOHBIe | HeryOHble | ryOHbIe | HeryOHble | ryOHBIC
BepxHuii i7 u, i
Cpennuii e(e) 00
Hwxuanit aa

CucTtema BOKaJIM3Ma JIJIsl COChBHHCKOTO roBopa b. Kansmana, omy0iukoBanHas B ero padbote «Das
nordwogulische Phonemsystemy [5] ctpoutcst Ha mosieBoM Matepuaie 1957-1958 rr. Ananusupys
coOpaHHbIE JJaHHbIE, HCCIIEOBATENb MIPUILEN K BBIBOJY, YTO TPAHCKPHIIIHSI MaHCHHCKOTO s3bIKa,
npe/IoKeHHas 10 Hero B [3], He CoBceM KOppPEKTHaA: B PsiJie CJIOB yYEHBIM ObLI 00HApYKeH aJuto(oH
7 (B cioBax “KepeOeHOK’, ‘mo0’, ‘mepeBo’, ‘kHMra’, ‘GDWIHMH’, ‘OH TaHIyeT U T.I.), PETYISIPHO
HOSIBIISIFOLIMICS TTOCHE M Tepe]] COTJIACHBIM | HJIM IajaTaln30BaHHBIMU COTNacHBIMH #, ', t' [5].
I'macHble QoHEMBI, BBIIBICHHBIE AJsI CEBEPHON IUAJIEKTHONH TPYHIbl (BEpXHEIO3HBHHCKOTIO,
COCHBHHCKOTO M CHIFBUHCKOTO TOBOpOB) JI. XOHTH, SBIAIOTCS pPE3yJbTaTOM MHOTOJIETHUX
HCCIIEJOBAaHUH BEHIEPCKOTO MCCIIEOBATENS U BBISBILIIOTCS HA OCHOBE JAHHBIX OKCIEAMINH A.
Kannncto u coOCTBeHHBIX HapaOoTOK THHrBUCTa. B MaTepuanax JI. XonTH, kak n 'y B. lllTeitauTna,
¢bonema 7 orcyrerByer (cMm. [7]).

W3BecTHBI M Apyrue CHCTEMbl BOKalW3Ma Ul CEBEpHBIX MaHCHICKHMX auanekToB. Hampumep,
OTJIIMYAIOMIMICA OT NPEJCTABICHHBIX BBIIIE B3IJIAJ Ha MAHCHHCKHHA BOKaJM3M NPE/ICTABIECH B
n3nanuu 1957 roma «MaHCHIICKH A3bIK: yueOHOE TTocoOue sl meaarorndeckux yawmmm [8]. B
KHUTE MTPEANPHUHSTA TIepBast OMNbBITKA 1aTh KOMIUIEKCHYIO XapaKTEPUCTHKY MAaHCHICKOTO SI3bIKA.
JIMHTBHCTHI BBIJIGISIFOT IECTh IJIACHBIX (JOHEM B COCHBHHCKOM JTHAJIEKTE MAaHCHIICKOTO SI3bIKA: d, O,
¥, U, b1, 9 (Tadm. 3). Ilpu 3TOM, TTIaCHBIE (OHEMEI @, 0, ¥ MOTYT OBITh U HEUTPAIBHBIMH, U JOJITHMH;
IJIACHBIM 9 BCETia IOJITHM, KpPOME CIIy4aeB, KOT/ia OH CTOUT B Oe3yJapHOil MO3UIMK BTOPOTO CIIOra
[8].

ITo cpaBHeHutIo ¢ cuctemoi Bokanm3ma no Kampmany-PombanneeBoii-Kepecremny, B MmaTepuanax
[8] e mpexcraBnens! gonrue Gouemst u (I) u o (&), u B omtmume ot ganusix [2], [3], [4], [5], [6],
OTZCNIBLHO BBIACIACTCS bl ().
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Tab6un. 3. Cucmema 2racnuvix oHem nepeo2o cio2a cocb8UHCK020 ouaiekma [8
Table 3. The system of vowel phonemes of the first syllable of the Sosva dialect [8].

Pan [epennuit Cpenuuit 3agHuit
Tlonbem
HeryOHble | ryOHble | HeryOHble | TryOHBle | HEryOHble | TyOHBIE
Bepxuui u bl y ()*
Cpennmuii 9 0 (0)
HwkHuii a (a)

B [9] npeanoxena Touka 3peHHS Ha MaHCHHCKYIO (POHOJIOTHIO, TIOJIHOCTHIO COBHIAaromas c¢ B.
[refinutinem u JI. XoHTH: HcciaenoBaTeNlb CXOAMTCS BO MHEHUU C NPEIIIECTBEHHUKAMU U
MIOCJIEJOBATENIIMA B OTHOIICHHUH TJIACHBIX U,0, 8 ¥ UX JOJTHX BapUAHTOB, HO UCKIIIOYACT HAJIHMIUC
(donem 7 u €, u i (Tabm. 4).

Tabn. 4. Cucmema 8oKkanuzma nepeo2o cio2a 0isi Cocb8uHcko2o ouarekma [9]

Table 4. The system of vocalism of the first syllable for the Sosva dialect [9]

Pan [lepennuit Cpennuit Sagauit
TTogpem
HeryOHble | TyOHble | HeryOHble | ryOHble | HeryOHbIe | ryOHBIC
Bepxuuii i bl u (i)
Cpenuuii e 0 (0)
HwxHuit a,a a (@)

YTo4YHEHHE CHCTEMBI BOKJIN3Ma CBITBUHCKOT'O M COCBBUHCKOTO CEBEPHBIX JUAJICKTOB MaHCUHCKOTO
s3pika mpencraBiaeHo E. V. PomOanpeeBoit B m3manusx [10, 11], rme coOpaHBI pe3yiabTaThI
9KCIIEPUMEHTAILHO-(DOHETHYECKOTO 1 (POHOJIOTHYECKOTO HCCIIeOBaHUs ydeHoro. PaGora Hax
(hOHEMHBIM COCTaBOM CBITBHHCKOTO [HajJeKTa Oblla INpoBelIeHa Iox pykoBoxcTBoM M. .
Matycema B 1959 wm 1967 romax B (oHermueckoil maboparopun JICHHHTpaICKOTO
TOCYAapCTBEHHOTO YHHBEPCHUTETA.

st o6o3naueHus Gponem crirBuHckoro auanekra E.M. PomGanneeBoii ObUM NCTIONB30BAHBI 3HAKH,
npUHATEIE B oOmell QuHHO-yropckoit Tpamumuu (Tabm. 5). B 3Tom amanekre, Mo MHEHHIO
HccienoBaTens, HacuuThiBaeTcs 15 rnacHbix U 19 cornmacHbIx Gonem [10].

Tabn. 5. Obwas cucmema OKAIUIMA CHI2BUHCKO20 OUANIEKMA, GbINOJHEHHAS HA OCHO8e mamepuanos 1970-x

2 [10]
Table 5. The general system of vocalism of the Sygvin dialect, made on the basis of data from the 1970s [10].

MecTo apTUKyISIIUN [lepenne-cpenuuit | 3anHe-cpenHuit 3agHuit

ITonoxxeHue s3bIKa
(nogwem)

Ilepennuit

11a0. ni1.-1a0. mab. | wi.-1ab6. | 1mab. | wir-ma6.

MIL.-71a0. 1ab.
Bepxnmuiil i uu
Bepxumnii2 7 i
Cpennumiil e
Cpennuii2 é (&) &

Huskuit a

Camblit HU3KHH a

@doHeTHYECKHE JaHHBIE 10 COCHBUHCKOMY JAMAaleKTy MAaHCHICKOrO sI3blka NPUBOIATCS B

moHorpadpun E. U. PombGanneeBoii «CoOBpeMEHHBIH MaHCHICKHM S3BIK: JIEKCHKa, (OHETHKA,

rpaduka, opdorpadus, Mmopdonorus, cioBoodpazoBanue» [11]. IToneBoit MaTepual, MoI0KESHHBIH

B OCHOBY HCCIIEJOBAaHHS, ObIJI COOpaH JIMHIBICTOM B pa3Hble rojpl B mepuos ¢ 1958 mo 1969 rr. n

OXBaTWJI NIPAKTHYECKHM BCE M3BECTHBIE MECTa paccesieHHWss MaHcu. MHpopMaHTaMu BBICTYNWIN B

e~

4

~

1 B KpYTIIbIX CKOOKax OTMEYEHBI q)OHeMI:I, XapakTE€pHbIC JId MO3UIMKU MHEPBOro CcJjiora, HO PEAKO
BCTpEHUAIOIINECH.

2 He BCTPCYACTCA B IIEPBOM CJIOTE.

8 He BCTPCYACTCA B IIEPBOM CJIOTC.
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OCHOBHOM JIIOJIM CTapIIero mokoyieHus B Bozpacte 50-90 met. B pesynbrare skcneannnii E. W.
PombanneeBoit ObuT coOpaH S3bIKOBOM MaTepwal Ha 10 THICSY CTpaHUI] PYKOTHMCHBIX TEKCTOB.
O0paboTKa JaHHBIX Takke ObLIa MpoBezieHa Ha Oa3e 1abopaTopuu SKCIIEPUMEHTAIHHON (POHETHKH
JIT'Y nox navanom npod. M. Y. Matycesnu u B. M. Hanensiesa [11]. B pe3ynbrare npoBeieHHOM
71a00paTopHO paboTHI 10 U3Y4YEHHIO POHEMHOTO COCTaBa MAHCHUICKOTO sSI3bIKa OBLIO YCTaHOBJICHO,
YTO B COCBBUHCKOM JMaJIeKTe MaHCHICKOTO si3bIKa BhiAemsercs 12 riaacHbIX (poHeMm (Tabi. 6). Kak
mumer E. M. PomOanneeBa, «Hambosee cymiecTBEHHOH OCOOCHHOCTBIO INIACHBIX MaHCHHCKOTO
SI3BIKA SIBIISIETCS (DOHEMAaTHUIECKasl OMMO3MINS JOITUX U KPAaTKUX (KBAaHTHTATHBHEIHN npu3HaK)» [11].
Kax BuaHo w3 Tabmuipl, B cpaBHeHuu c jgaHHeiMu b. Kanbmana um JI. Kepecrema B [11]
npeacTaBieHo Oousbine Qonem: I, I, €, &, a~I, u~i; OTHOCHTEIBHO CHCTEMBI BOKaln3ma B.
retinutna, JI. Xontn u JI. Mépdu nobdasmstorcst GoHEMS! 7, €, §, a~1, u~I, a B CpaBHEHHH ¢ [8] — 1,
e, a~1.

Taba. 6. Cucmema 8oxkanuzma cocb8uHckoeo ouarekma [11]

Table 6. The system of vocalism of the Sosva dialect [11].

Pan Ilepenuuit Cpennuit Bagunii
Tonsem
Heorybnennsie Ory0neHHble
KpaTkue | JONrue | KpaTKhe | [oJrue | KpaTKhe | JoJrue
Bepxuuii i 7 u i
Cpenuuit e é u~1* o~i° 0 0
Hioxania a a

Vcxons w3 MpUBEICHHOTO MaTepHana, Mbl BUAUM, HACKOJIBKO HEOJAHO3HAUHA CHCTEMa BOKAIM3Ma
[0 TEPBOMY CJIOTY HE TONBKO ONHOW IHANCKTHOW TPYMIIIBI MAaHCHHCKOTO $3bIKa, HO H €ro
noaauanekroB: b. Kansman u JI. Kepecrem HacuuThIBalOT B COCBBUHCKOM anajnekTe 10 riacHbIx
¢onem, B. reitanTn, JI. XoHTH (BepXHEIO3bBUHCKIMA, COCBBUHCKUH, CHITBHHCKHI) — 8, A. H.
Banaagua u M. II. Baxpymesa (coceBuaCKHN) — 9, JI. Mépdu mns coceBuHCcKOoTO — 8, E. .
PombanzneeBa — 13 (ceirBuHckuii) U 10 poHEM (COCHBUHCKHUIA).

Tabn. 7. Cucmema 2nacHvix 36YK08 Ce8EPHO20 COCbBUHCK020 Juanekma c. Jlombosoc (1975 2.)
Table 7. The system of vowel sounds of the northern Sosva dialect of S. Lombovozh (1975)

Ilepennue

Henanpsixennsie
nepeHue

Cpennue

Henanpsixenusie
3amHUe

3agnane

Bepxuue

ity

uu:

HeHal’IpH}KeHHIﬂe
BCPXHUE

IDA

I'r

CpenHe-BepxHUE

ee:

Yoo’

Cpennne

CpenHe-HIKHUE

EE 0€

3G

HenanpsioxeHHsie
HUKHUE

w®

Hixane

aa:d

a’'n

HpHBJ’IC‘ICHHC HOBOI'o IIOJIEBOI'O0 MaTepuaja,

00pabOTaHHOTO C TOMOIIBI0 COBPEMEHHBIX

(hOHETHUECKHUX MPOrpaMM, MO3BOJISICT IIPOBECTH BEPU(HKALIMIO 3TUX JaHHBIX. B kauecTBe Takoro
NCTOYHMKA OBLIT BBIOpaH CIOBapb COCBBUHCKOTO AnasiekTa cena JlJomOoBox (Tabin. 7). B HacTosmee
BpEMs CIIOBaph pasMelleH Ha JIMHrBucTHYeckod miardopme LingvoDoc®. Ou cocrout uz 234
JIEKCEM C pa3MelIeHHOH 3ByKOBOW pa3MeTKOM, IPeABapUTENILHO BEIIIOJIHEHHOH B mporpaMme Praat.
W3BecTHO, 94TO MaTepHaj 3TOro cioBaps ObUT coOpaH HOBOCHOMPCKMMH y4eHBIMH B 1975 r. B

4 He BCTPEYACTCs B IICPBOM CJIOTE.

5 He BCTPEYACTCs B IICPBOM CJIOTE.

& Cm. http://lingvodoc.ispras.ru/dictionary/688/9870/perspective/688/9871/view.
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JlaGoparopun 3KCHIepUMEHTaNbHO-POHETHIECKUX HccieoBannii B 1975 1. [12], ogHako ero
BBEJICHUE B HAYYHBIH 000POT M YaCTUYHBIN aHAIN3 (MCCIIEIOBAaHUE IOJTOT) OBLT ocymecTBieH 0.
A. Tamb6oBueBeiM B 2009 r. [13], a mojHOIEHHas >KCIEPHMEHTaTbHas 00paboTKa BIEpPBEIC
NpoBeZieHa  COTPYAHHUIEW  Ja0OpaTOpUM  JIMHIBHCTHYECKOH  aHTpomojorud  Tomckoro
rocyaapctBenHoro ynuBepcurera E. B. KoaneBoii s B 2017 rony. MiHpopMaHTOM BBICTYNHI
I1. E. emkun u3 a. JJomO6oBox, JIOMOOBOKCKOTO CEIHLCOBETA.

Ilo maHHBIM (DOHETHUYECKOTO aHAM3a, BHIMOJHEHHOro B cucteMe LingvoDoc, coctaB riacHbIX
COCBBHHCKOTO nuajnekra c. JlomOoBoxx cocraBisier 33 amwtodona (tabn. 7), oObeAMHEHHBIX
anropurmamu Phonology’” B 9 ¢onem: a, 4, 0, 0, i, &, ¢, €, 2° (HanMuMe He MeHee 8 TPUMEPOB C
HauOONBIIEH JONTOTOW IPEIIoNiaraeMoro TIJIACHOTO 3aCYMTBHIBANIOCH KaK CYIIECTBYIOLIMN
autodon). B comocraBnenny ¢ npencTaBIeHHBIMU BBIIIE TPAIUINOHHBIMHA CHCTEMAMH TJIACHBIX, B
MOJIEBBIX MaTepHajax CEBEPHOI0 MAaHCUICKOTO JMalieKTa KOJIMYeCTBO (OHEM COBMAIACT C
marabiMu Ll teitantiia, Xoatn n MEpdu, HO MMEIOT pa3Muuus MO KadecTBY: U, B, €paHee HE
3a(h)MKCHPOBAHbBI HU B OJHOH M3 HUX.

B craree mpeacTaBleHA IONBITKA COOTHECTH OTH (OHETHUECKHE BApUAHTH TJIACHBIX C
TPaAUIIOHHONW TPaHCKPHIIIUEH, YTOOBI IPOBEPUTH, ACHCTBHTENHHO I MOXKHO TOBOPUTH O
HaJIMYMH B COCHBMHCKOM MaHCHHCKOM [IHajeKTe 1oxoOHoro Habopa ¢onem. Tak, HmKe MbI
MPOBENN CPABHUTENBHBIN aHANIM3 MOKa3aTenel (JOHEM IMOJIEeBOro MaTepHana B COMOCTABICHUH CO
cpenHUMU 3HaueHHsIMU napametpoB F1 u F2 s rmacHeix no nanasiv MOA (IPA).

2. UccnedosaHue

B ocnoBe anropurma Phonology, ¢ momomnipio KOTOporo ObUT IpoBeIeH Hall (OHOJOTHYSCKUI
aHanM3 JaHHBIX c. JIOMOOBOX, JIeXaT pe3ynbTaThl, H3Ha4anbpHO nomydeHHsle E. B. Kosaneoii ¢
MOMOIIBI0 (DOHETHYECKOH Iporpammbsl Praat, B KOTOpOH Uil KaXJOTO 3BYKa OIPEAEIAIOTCS
(u3HUeCcKre XapaKTePUCTUKH 3ByKa: (DOPMAHTHI, JUINTEIBHOCTh, HHTEHCHBHOCTS. [locie uero Bes
pa3MeTka Oblia TMOArpyXKeHa B CJIOBapb 3TOro auaiekra Ha ruatdopme LingvoDoc u 3amymiex
AITOPUTM aHAJIH3A.

W3BecTHO, YTO IUIsl K@XZOro TJIACHOTO 3ByKa B BbIOpaHHOM cioBape Phonology coGupaer ero
(u3nyeckue XapaKkTEepUCTHKH BO BCEX IPOU3HECEHUAX, 00palaThIBas CIEKTPOTPaMMBI,
npeJBapUTEIbHO Pa3MeucHHbIC B (poHEeTHUecKo# mporpamme Praat Ha oTmenbHble 3ByKd. Ha
BBIXOJIE HMCClIeoBaTelb nosyyaer Tadbnuny Excel co cruckoM BeeX (U3MYECKHX XapaKTEPHCTHK
KaXJIOT0 3ByKa BCET0 MHOKECTBA JIEKCEM B HCCIIeTyeMoM auaiexTe. IIpu co3gannu 3Toi TabauIel
UCTIONB3YIOTCS aJlTOPUTMBI aHAIN3a MHTEHCUBHOCTH 3ByKa M (OPMaHTHBIX XapaKTepHUCTHK Praat.
B pesynerate pa®oThl mporpaMMbl Bce aaHHble Tabmmiel Excel ¢ ykasaHusiMu (hU3AYSCKHX
napaMeTpoB KaXJOro 3ByKa IpeoOpasyiorcsi B 3D-rpaduk, NOCTpOeHHBII Ha OCHOBaHHU
nokazaresei Tpex ¢opmant (F1-F2-F3) mis kaxmoro rmacuoro 3Byka (puc. 1). O npaBuibHOCTH
BBIZICTICHUSI TOW WM MHOW (DOHEMBI MBI MOXKEM 3aKI04uTh, oOparuBmIMCh K 3D-moxenn,
chopmupoBaHHO# mporpammoii LingvoDoc Ha ocHOBe pe3ynbTaToB (POHOIOTHIECKOTO aHATHN3a.
T'oBopuTH 0 MPaBOMEPHOCTH BEBIACIECHUS (POHEMBI CXOXKUX TU(PepeHINaIbHBIX TPU3HAKOB (P,
HOABEM, JIAOMATM30BaHHOCTh) M 3BYYaHHMsS MOXKHO HAa OCHOBAaHHMM TOTO, HACKOJIBKO CHIIBHO
nepecevyeHre nx obiakoB. B jmaHHOM ciydae 0 BO3MOXKHOH OHIMOKE MOKET FOBOPHUTH OJIM30CTH
pacrionoxxenust o6akoB GopmaHT i M . Ho B 10JIb3y MPaBUIIBHOCTH BBIJIETICHUS 3THX 3BYKOB JUIS
COCBBHHCKOTO Juainekra c. JIoMOOBOXK TOBOPUT TOT (paKT, 4YTO TJACHBIH U SIBISIETCS
HEHANPSDKCHHBIM OTYOJNEHHBIM 3aJHETO psijla BEPXHEro I0JbeMa, a #~HEeOTYOJIEHHBIM TJIaCHBIM
CPEIHEro psa BEPXHETO MOIbEMA.

7 Ho;[poGHee C pe3yjibTaTaMH aHalnM3a MOXXHO O3HAaKOMHUTLCH, CKa41aB CI)OHOJ'[OFPI‘IGCKPIﬁ aHaJIn3 CJI0Baps HaA
mwiardopme LingvoDoc (Tools -> Phonemic Analysis).
8 He BCTPCYACTCA B IIEPBOM CJIOTC.
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Puc.1. 3D-mo0ens enacuvix popmanm cocbeuncko2o ouanexma c. JIom6oeodic
Fig. 1. 3D model of vowel formants of the Sosva dialect of the village of Lombovozh

Takum o0pa3om, coracHo GopmaHTHOW 3D-MOMENN COCBBUHCKOTO JuajiekTa ¢. JIoMOOBOX, MBI
MOXEM T'OBOPHTH O JIOBOJIbHO KOPPEKTHOH 00paboTke (oHeTnueckoro marepuana. OmHako uis
TOro, 4YTOOBI MOJOOHOE 3aKIIOYCHHWE MOXKHO OBLIO CUUTATh INPABOMEPHBIM, MBI ITPOBEIH
COIOCTABJICHUE BBIICIICHHBIX C TOMOLIBIO POrpaMmsl Praat mapameTpoB ri1acHbIX GOHEM MOJEBBIX
JTAaHHBIX CO CPETHUMH 3HAYEHHAMH INIACHBIX MEKAYHAPOAHOTO (POHETHUECKOTO ayi(haBHTa.

B Tabi1. 8 oTMeueHsI Bee MOJTyueHHBIE B pe3ylibTaTe 00paOboTKH IOJIEBOTO MaTepHaa B porpamMmme
Praat rmacHele ¢oOHEMBI C yKa3aHHEM WX MHHHMAJbHOTO M MaKCHMAaJbHOTO JHala3oHa.
ComnocTaBiieHHe 3TUX JaHHBIX ¢ JaHHBIMH M®A BBISIBUIIO HEKOTOPBIE HETOYHOCTH B IIPOBEICHHOM
panee E. B. KoBaneBoii poHOIOTHYECKOM aHAJIH3E.

Tabn. 8. Dopmanmel 21aCHBIX NEPBO2O C102A COCLBUHCKO20 duanekma c. JIom6o6oxc
Table 8. Vowel formants of the first syllable of the Sosva dialect of the village of Lombovozh

Annodon Juanason
Munumanbsabii mokazarenab F1 (') MaxkcumanbHbli nokaszatensb F2 (I'r)
a 514,088-941,115 1641,192-2290,902
i 341,263-619,996 1138,123-1502,069
0 692,61-786,262 1594,894-1893,258
U 501,565-659,786 1147,43-1593,267
i 385,291-427,651 1092,098-1500,312
v 735,104-835,24 1379,79-1565,969
2 575,691-644,74 1266,588-1547,925
€ 608,491-679,402 1488,502-1856,715
e 580,356-638,697 1635,976-2151,768

B cootBerctBun ¢ M®A [14], cpennue mnoxasarenu a paBHel F1 850 m F2 1610 I'y, urto
cooTBeTCcTBYeT 3HaueHusM F1-F2 MaHcHiickuX TOJIEBBIX NAaHHBIX i1t 3Toro aymogona no F1, Ho,
cornacHo F2, maHcuiickas a umeet Oosee BbIcoKyro yactoty — 1950 I'i; muist y no MM A xapakTepHsI
crnenyronue 3Hadenus: F1 235 I', F2 2100 I'n — B uccexyemMoM Marepuaie oH 0003Ha4aeTcst Kak
i 1 umeer mnokaszarenu F1 341,263-619,996 T'm u F2 1138,123-1502,069 T'u. 3HauuTenbHOE
pacxo’kiAeHHe yKa3bIBaeT Ha HEBEPHO OMpeiesIeHHbIH amutodoH. [Ipeamnonaraem, 9To 1O 3aJaHHBIM
napameTpam, mo MDA emy O1rKe BCero HEOTYOJICHHBIH TITaCHBIN 3aTHETO psiia BEPXHETO MMOIbeMa
w F1 300 I'u, F2 1390 I'o.
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Amnogon 0, mo MOA, umeet cpenuue 3nadeHust F1 360 I'm u F2 640 ', HO ero moka3zareinu,
COTJIACHO MOJIEBBIM JAAaHHBIM ¢. JIOMOOBOX, IPEBOCXOAAT YKa3aHHBIC IPEACIBI IPUMEPHO B 2 pa3a
— F1 692,61-786,262 T'm u F2 1594,894-1893,258 T'm, 9uTO CBHAECTENHCTBYET O HEOOXOAMMOCTH
YTOYHHTH, HACKOJIBKO MPABHJIBHO OBUIO MPOBEJICHO BBHIJICJICHHE 3TOr0 BapHaHTa (oHEeMBL [Ipu
COOTHECEHHHU CPEIHEro-apu(hMEeTHIECKOT0 YHCIIa YKa3aHHBIX [TapaMeTPOB C IMOKA3aTEeNSIMH IPYTUX
OTYOJICHHBIX TTaCHBIX cucTeMBI MDA, cX0ICTB MEX/Iy HUIMH BBISIBICHO HE OBLIO.

Jlnana3oH HEHanpsHKEHHOTO OTyOJICHOTO TJIACHOTO 3a/IHETO PsiZia BEPXHETO MOAbEMA U COCTABIISET
F1 501,565-659,786 I'm u F2 1147,43-1593,267 I'u. IlpenmonaraecM, 4TO BBIACICHHUE TAKOTO
auto(oHa TaKKe HYXKAAETCSl B KOPPEKTUPOBKE, TaK KaK €ro 3HaYCHUs OJIMKE BCErO COOTHOCSTCS C
YCPEOHEHHBIMH MTapaMeTpaMHt JPYroro IIIacCHOTO MEXIYHapoJIHOTo (hOHETHYECKOro andaBuTa — ¥
(F1 460 TI'u, F2 1310 I'm). AmnodoH g, coriiacHO NaHHBIM SKCIIEPUMEHTAIHLHO-(DOHETHIECKOH
nporpamMmMmbl Praat, umeer mokazatenu F1 735,104-835,24 u F2 1379,79-1565,969 T'u, uro
OTIIMYACTCS OT CPEeIHUX IoKa3aTese 3Toro rmacHoro no M@®A. BeposTHo, 0003HAaUECHHE £ TaKKe
CJIElyeT HECKOIBKO CKOPPEKTHPOBAaTh: IO MapaMeTpaM OH B OOJbIICH CTETIEHH COOTHOCHTCS C
HeoryOJICHBIM TJIACHBIM MEPEIHEr0 PsJa HIDKHEro Mo ibeMa a.

Ioxa3zaTenu amnodoHa ¢ MONEBBIX MTaHHBIX U ero cpenane 3HadeHus F1 610 I'm, F2 1900 I'm ms
COOTBETCTBYIOIIETO IIacHoro mo M@®A MOXHO Ha3BaTh CONMOCTABUMBIMH 110 F1, HO pacxopsmumes
B OTHOLIEHUM napamerpa F2, rne moneBbiM naHHBIM cooTBeTcTBYIOT: F1 608,491-679,402 u F2
1488,502-1856,715 T'. CornacHo manaeiM M®A, ycpeaHeHHbIe 3HaYCHHS autopoHa epaBHBI F1
390 T'uy u F2 2300 I'n, nmpu 3TOM MOKa3aTeiau IUisl 3TOrO IJIACHOTO, MOJIYYEHHBIE B PE3yJIbTaTe
00pabOTKU TOJICBOTO MaTepualia, UMCIOT cieayromue 3HaueHus: F1 580,356-638,697 I', F2
1635,976-2151,768 ['1. OTMETHM, YTO 3TH ApaMETPhl MAKCUMAITLHO OJin3ku 3HaueHusM F1-F2 mis
e mo M®A, a Taxke npuOIMIKEHBI K 3ToMY ke autodony, HO BeaeneHHomy E. B. KoaneBoii B
pe3ysibTaTe aHain3a TOJIEBBIX JIAHHBIX COCHBUHCKOTO MaHCHHCKOro auanekra c. JIoMOoBOX.
OnHaKo OJHO3HAYHO TOBOPUTH 00 OMIMOOYHOM 0003HAa4YeHUH ajuto(oHA € U HEOOXOIMMOCTH €ro
MepPEUMEHOBAHNS MBI HE MOKEM, BBUAY JIOBOJIBHO 3HAYUTEIBHOTO PACXOXKJICHUSA MX IOKa3aTenei
1o BepxHei rpanuue F2 na 295,053 I'.

ITapametpsr 2 o M®PA cocrasisror npumepHo F1 500 u F2 1510 I'm, 9To COOTBETCTBYET CpeiHUM
3HaveHusaM F1 u F2 o1 storo aqutodona B paccMaTpruBaeMBIX MOJIEBBIX JaHHBIX.

3. 3aknoyeHue

B pesynbTare cpaBHUTENBHOTO aHAIN3a MoKa3areleil (JOpMaHT MOJIEeBhIX aHHBIX ¢. JIoMOOBOX CO
CpCAHUMH 3HAYCHUAMU COOTBETCTBYIOMIUX TJIACHBIX Mq)A, MBI JOIMYCKAaeM BEPOATHOCTH
HECKOJIbKO HEKOPPEKTHOro O0O3HaueHWs #, U, &, a TaKXKe€ MOXXEM MPEAINOIOKNTh HaJMiKe
HECKOJIbKMUX YHUKAJIbHBIX Ui MaHCHHCKOTO $3bIKa alJIO(OHOB, YbM (POPMAHTHBIC IOKA3aTEIH
OTIIMYAIOTCA OT OOIIEM3BECTHHIX ToKasareneii M®A, moiydeHHBIX B pe3ysbTaTe aHaln3a, B
OCHOBHOM, €BpPONEHCKUX S3BIKOB, M YKa3bIBAIOIIUX HA PAHEEC THUIOJIOTMYECKH HEOMHCAHHYIO
(bOHeTI/IlIeCKy}o YHHUKaQJIbHOCTh 3TOTIO s3bIKA — 4, O, &, €, i

Taxum 00pa3zoM, IPOBEEHHOE KOMIIEKCHOE MCCIIeJOBaHNE TOJIeBOr0 Marepuaia c. JJomOoBox ¢
MOMOIIBIO KCIIEPUMEHTATLHO-(POHETHYECKOT0 M (POHOJIOTMYECKOro aHali3a, BHITOJHEHHOTO Ha
6a3e mathopmsl «LingvoDocy, M03BOIISET 3aKIIIOYHUTD, HACKOIBKO TOYHO HccieoBaTesiMu XX B.
¥ COBPEMEHHBIMHU JIMHI'BUCTaMHU ObLTa omnucaHa (OHETHYECKast CUCTEMa CEBEPHOT'O MAaHCHHCKOTO
JIMaJIEKTa.

Cnucok cokpaweHun

M®A — mexnyHaponusiii ¢ponerndeckuit andasur; F1 — caMmplii HU3KMH TOKa3aTeNb 4acTOTHI
(opmanTa; F2 — camplil BEICOKHIT MTOKa3aTenh 4acTOTH GopmanTa; [T — repIy (eAMHUIA YaCTOTHI
KoJIeOaHuit).
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Abstract. The article discusses research perspectives on the Tatar language based on the LingvoDoc platform.
Digitalization of language learning in modern linguistics allows us to move to a new level of describing the
language structure. Large corpora containing millions of word forms have been created in all European
languages since the 90s of the last century. Currently, this has been done not only in the Russian language, but
also in many national languages of Russia such as Tatar, Bashkir, Udmurt, Mari, Moksha, Komi, etc. One of
the recognized platforms in modern national linguistics is the development of the LingvoDoc virtual laboratory,
created ISP RAS. This platform gives an opportunity to create, store and analyze multilayer dictionaries,
language materials and dialects. The main functionality of Lingvodoc is used by more than 250 linguists who
process their materials online, more than 1000 dictionaries and 300 text corpora in the national languages of
the Russian Federation have already been collected. We consider the possibilities of this platform to study the
Tatar language. We believe that electronic corpora allow us to solve a variety of theoretical and practical
problems of the language. At present, when the Tatar literary and everyday spoken language is actively used in
all fields, it is very important to make a complete description of its features, which will help create more
accurate grammars and dictionaries. The relevance of the study is due to the need to use a gloss corpus of texts
in the Tatar language. As modern studies in linguistics show, nowadays it is impossible to describe the state of
the language without such corpora and analyze its grammatical structure, which corresponds to the world
standards of modern science. The LingvoDoc platform makes it possible to process a significant amount of
material in a short time and create corpora with glossing and removed homonymy based on samples of the
Tatar literary, business, colloquial and dialect languages.
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AHHOTanus. B cratbe paccMaTpHBaIOTCS NMEPCHEKTHBBI UCCIEJOBAHMS TaTapcKOro s3blka Ha Iuiatdopme
LingvoDoc. LudpoBuzanmsa u3ydeHus si3bIka B COBPEMEHHOH JIMHTBUCTUKE MO3BOJIET MEPEUTH HAa HOBBIM
YPOBEHb ONUCAHUS CTPYKTYPHI s3bIka. C 90-X rof0B MPOIIIOro BeKa BO BCEX EBPOMEHCKUX A3bIKAaX CO3JaHbI
OoJpIIe KOpITyca, COJeprKallie MUJUIMOHBI cioBodopM. B Hacrosmiee BpeMsl 3TO CAENaHO HE TOJNBKO B
PYCCKOM sI3bIKE, HO M BO MHOTHX HaI[HOHAIBHBIX s3bIKax PoccHuM, TakMX Kak TaTapcKWil, OAIlIKMPCKHM,
YAMYPTCKUH, MapUHCKHH, MOKIIAHCKMH, KOMU U JIp. OAHONH U3 IPU3HAHHBIX IUIOIAJOK B COBPEMEHHOM
OTCYCCTBCHHOM SI3BIKO3HAHUM sBisieTcs paspaboranHas B MCII PAH BupryaneHas mabopatopus. Ota
mwiatopMa AaeT BO3MOXKHOCTh CO3/1aBaTh, XPAHUTh M aHAIU3HPOBATh MHOTOCIIOMHBIE CIOBApH, SI3BIKOBBIC
Mmarepuaibl U auanektel. OCHOBHBIM (yHKIHoHanmoM LingvoDoc mone3yrorest Gosee 250 JIHMHIBUCTOB,
00pabaThIBalOIIUX CBOW MaTepHalbl OHJIAMH, yxke coOpano 6onee 1000 croBapeii 1 300 KOpITyCOB TEKCTOB Ha
HAIIMOHANBHBIX s3bIKaX P®. Ml paccMaTprBaeM BO3MOYKHOCTH 3TOH TUIAT(GOPMBI I U3YUEHHS TaTaPCKOTO
si3pIKa. MBI CUHMTaeM, YTO OJIEKTPOHHBIE KOPITyca IO3BOJIIIOT pElIaTh CaMble Pa3HBIE TEOPETHUECKUE WU
MIpaKTHYeCcKHe MpoOIeMs! s13bIka. B HacTosiIee BpeMs1, KOT1a TaTapCKuil JINTepaTypHO-OBITOBOI pa3roBOpHEIN
SI3BIK aKTUBHO HMCIIOJIB3YETCs BO BCEX Chepax, OUeHb BAXKHO CIEIIATh IIOJIHOE ONIMCAHHEe ero 0COOCHHOCTEH, 4TO
MIOMOXKET CO3/aTh OoJiee TOYHBIC TPAMMATHKH M CIOBapH. AKTYaJbHOCTh HCCIEIOBaHUS OOyCIOBIICHA
HEOOXOJMMOCTBIO HCIIOIB30BAHUSI TJIIOCCOBOTO KOPITyca TEKCTOB HA TaTapcKoM s3bIKe. Kak MOKa3bIBAaIOT
COBPEMEHHBIE HCCIIEIOBAHNS B 00TIACTH S3BIKO3HAHUS, B HACTOSIIEE BPEeMsI HEBO3MOKHO OIHCATh COCTOSTHHE
sI3bIKa 0€3 TaKUX KOPITyCOB M MPOAHATM3UPOBATh €r0 TPAMMATHIECKHI CTPOH, COOTBETCTBYIOMINI MHPOBBIM
cTaHmapTaM coBpemeHHOW Hayku. [Ilmatrdopma LingvoDoC mo3Bomsier B cxkaTble CPOKH 00pabarhiBaTh
3HAYUTENBHBIA 00BEM MaTepHaa U CO3/1aBaTh KOPIyca C TIIOCCHPOBAHUEM H CHATHEM OMOHHMHHU Ha OCHOBE
00pas3sIoB TaTapCKOT'o JINTEPATYPHOTO, JIEIOBOT0, PA3TOBOPHOTO U JUAJIEKTHOT'O S3bIKOB.

KuoueBble ciioBa: TaTapckuii si3bik; LingvoDOC; kopmyc Tatapckoro si3bka; rpaMMaTrKa; pasroBOpHas peub

Jasi uurupoBanusi: Hypuesa @.I., Tanmmymnuna I'.P., FOcynoB A.®. IlepcriekTuBbl HcciaenoBaHUi
Tarapckoro sA3bika Ha mwiatdopme LingvoDoc. Tpyast UICII PAH, Tom 34, Beim. 6, 2022 r., ctp. 173-178. DOI:
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1. Introduction

Modern linguistic science pays more attention to the language research using digital technologies.
Such technologies make it possible to model the “functioning of a language in certain conditions”
[1]. As is known, computational linguistics has various developing areas, such as automatic analysis
and synthesis of texts, creating and maintaining electronic dictionaries, creating linguistic databases
and electronic corpora of languages, etc., they all aimed at a comprehensive analysis of linguistic
phenomena [2; 3], as well as the preservation of linguistic facts.

Language corpora are considered to be one of the forms of preservation and ordering of linguistic
facts. Electronic corpora along with linguistic information make it possible to solve a variety of
theoretical and practical problems of the language. This area is becoming one of leading in modern
linguistic research. Our research considers the achievements of national science in this area, but we
see that there is the lack of the most complete corpus of the Tatar language with its dialects and
colloquial speech, so our study based on LingvoDoc will fill the existing gap in here [4].

Russian linguistics currently has corpora for the Russian language (cf. https://ruscorpora.ru/new/),
as well as for many national languages of Russia:

174



Hypuesa @.111., Tanunynmuua [.P., FOcynos A.®. [lepcrieKTuBbI HCCIEI0BAHHI TATAPCKOTO s3bIKa Ha wiatopme LingvoDoc. Tpyower UCIT
PAH, Tom 34, Bem. 6, 2022 1., cTp. 173-178

e Tatar (cf. http://www.tugantel.tatar/, https://www.corpus.tatar/),

e  Bashkir (cf. https://bashcorpus.ru/),

e Udmurt (cf. http://udmcorpus.udman.ru/, http://udmurt.web-corpora. net/),

e  Mari (cf. http://corp.marnii.ru/, http://meadow-mari.web-corpora.net/),

e Erzya (http://erzya.web-corpora.net/) Moksha (http://moksha.web-corpora.net/),

e Komi (cf. http://komi-zyrian.web-corpora.net/)

and corpus work is being actively conducted in other national languages.

Ivannikov Institute for System Programming of the Russian Academy of Sciences (ISP RAS)
developed a platform for digital data processing in linguistics called LingvoDoc. At present, the
LingvoDoc platform (lingvodoc.ispras.ru) allows users to upload a document in Word format and
process it using a parser. The available text corpora such as http://www.tugantel.tatar/,
https://www.corpus.tatar/ are a linguistic resource of the modern literary Tatar language, but they
don’t provide complete morphological tagging. Creating corpora of fiction, official texts, dialects
and colloquial speech with glossing and removed homonymy using LingvoDoc will allow us to
evaluate existing dictionaries and collections of texts in terms of their reliability. Creating electronic
corpora, along with linguistic information, is becoming one of the main methods of modern
linguistic research.

2. State of art in Tatar language research and perspectives of LingvoDoc use

At present, when the Tatar literary and everyday spoken language is actively used in all fields, it is
very important to make a complete description of its features, which will help create more accurate
grammars and dictionaries. The relevance of the study is due to the need to use a gloss corpus of
texts in the Tatar language. As modern studies in linguistics show, nowadays it is impossible to
describe the state of the language without such corpora and analyze its grammatical structure, which
corresponds to the world standards of modern science. The LingvoDoc platform makes it possible
to process a significant amount of material in a short time and create a corpora with glossing and
removed homonymy based on samples of the Tatar literary, business, colloquial and dialect
languages.

Our study analyzes the achievements of national science in this field. Research based on LingvoDoc
will fill the existing gap that appeared due to the lack of the most complete corpus of the Tatar
language with its dialects and colloguial speech.

2.1 Grammar-oriented research

Tatar language grammar and its dialects are fully studied well enough. In recent years, research has
been carried out on topic-comment articulation, the semantic structure of the sentence, the syntax
and text style as the main unit of speech. The results of grammatical studies are shown in various
types of descriptions. Traditionally, they are distinguished as scientific, descriptive and normative.
Scientific grammar includes historical grammar, studying the structure of the language in
development or at its individual stages in the past. This field was led by L. Zalay, V.Kh. Khakov,
F.S. Faseev, I.A. Abdullin, D.G. Tumasheva, F.M. Khisamova, F.A. Ganiev and others.
Comparative (contrastive) grammar is also a part of scientific grammar. Tatar language grammar
describes the similarities and differences in Tatar and other languages, rather than in Russian
(grammar books by K.Z. Zinnatullina, E.M. Akhunzyanova, L.K. Bayramova, etc.). The academic
book “Tatar Grammar " was published in 3 volumes in 1992-1993 (State Prize of the Republic of
Tatarstan, 1994). It contains a description of the phonetic and grammatical structure of the modern
Tatar literary language. The lIbragimov Institute of Language, Literature and Art published
“Academic lexicology” in 3 parts (2015-2018), “Academic Grammar" in 3 parts (2015-2017) and
others, but there are quite a lot of unresolved issues.
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2.2 Tatar language morphology

Problems in Tatar language morphology, in particular, the criteria and principles for identifying parts
of speech, the interaction of units of different classes, transitional phenomena in the parts of speech
system can be solved using the LingvoDoc toolkit. Modern technical means make it possible to
present texts in various formats, and the current level of linguistic knowledge enables us to classify
and index linguistic data, which allows us to present the collected material in a complex way, i.e. in
the form of multimedia marked-up corpora and dictionary databases. The language features
identified in this way demonstrate the system and structural, communicative and functional
characteristics of the language.

An urgent task for Tatar morphology is the study of parts of speech as a continuum consisting of
core and peripheral elements, which combine different word orders based, first of all, on their
functional significance. The research will provide an opportunity to identify the process of diffusion
and mutual transition between classes of words of certain speech parts. In the Tatar language, the
problem of identifying a separate group of words is still controversial, for example, words like altyn
‘gold’ — altyn baldak ‘golden ring’, tash ‘stone’ — tash kuper ‘stone bridge’, agach ‘tree’ — agach ey
‘wooden house’, etc. Thus, the study using the LingvoDoc toolkit will allow us to solve not only the
most confusing problems of the modern theory of part-of-speech attribution of words in the Tatar
language, but also it will give an opportunity to present our view on solving such problems.

2.3 Colloquial speech

Created electronic corpora of Tatar fiction, colloquial speech and official business texts with full
gloss and removed homonymy, as well as audio dictionaries of spontaneous colloquial speech with
transcription in IPA, audio recordings of contexts will make it possible to determine the conceptual
and semantic potential and functional features of language units, both in individual subsystems of
the language, and in the language as a whole. So, for example, data on the functioning and frequency
of individual classes of words and lexemes that function in different subsystems of the language
allow solving some controversial issues in the theory of parts of speech, such as mutual transition
‘noun-adjective’, ‘adjective-adverb’, modal words, and onomatopoeic words in the Tatar language.
These results will clarify theoretical issues in the field of grammar and word formation of the Tatar
language.

Research models of the vocabulary system of the language are designed to model and reflect the real
relationship between the functional-semantic types of words in all the variety of connections
between them. Research on the LingvoDoc platform opens up opportunities to combine all elements:
nominative, connective, etc. because these units have a functional value.

One of the promising tasks is to present a separate corpus of texts of Tatar spontaneous colloquial
speech, characteristic of different social and age groups living in rural and urban areas.

As is known, the national language manifests itself in literary forms, in territorial and social dialects,
and in vernacular, they all interact and meet various communicative needs of society. Modern Tatar
linguistics practically doesn’t have any comprehensive studies of the spoken language based on
these territorial and social dialects and colloquial forms. At the present stage, the influence of
dialects and forms of the spoken language in the literary language and its norms has sharply
increased in the Tatar language. As part of the project, we intend to identify the main forms and
features of the spoken language (phonetic, lexical, semantic, derivational, and grammatical) and
study their implementation in the communicative process of individual social groups.

“The need to study Tatar colloquial speech with all its specific subsystems, structural and content
diversity is due to several factors. Let’s look at some of them. In modern society, there is a tendency
to spread Tatar colloquial speech at home, in the media and electronic communication. There is a
noticeable tendency for elements of an uncodified language to penetrate into the literary language.
In the context of the integration of languages and dialects, there is a need for a systematic and
comprehensive study of the Tatar spoken language in order to reveal the specifics of modern Tatar
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speech, determine the boundaries of the territorial and social dialects of the Tatar language, identify
the mechanisms of mutual influence and diffusion of the speech characteristics of the ethnicities
living in the Republic of Tatarstan” [5: 5]. Spoken language will be presented in transcription and
audio or video dubbing, which will give the oral corpus an accurate reproduction format. The
inclusion of oral speech in the form of corpus texts will open up opportunities for developing
theoretical problems of the current state of the Tatar language and determining the prospects for
development in the context of globalism. All results will be available on the LingvoDoc platform.

It is known, the norm of the codified language acts as a regulator of the interaction between literary
forms of the language and dialects. However, the norm itself is subject to changes over time and
depends on the nature of the processes that take place in society. Society development is not only
reflected in the language, but also has a significant impact on the further evaluation of its forms and
elements. Unfortunately, traditional studies of the grammatical and lexical structure are behind the
changes in modern colloquial speech. Because the volume and specificity of the material presented
in this kind of research may not be full-scale.

3. Conclusion

Electronic corpora make it possible to fully reflect the language processes in different subsystems
of the language. Thus, we will be able to predict in time the further development of the structure and
possible changes in the norms of the codified Tatar language.
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AnHoTanus. MccrenoBanne HalelIeHO HA TO, 9YTOOBI H3YYUTh CIOCOOHOCTh HEHPOHHBIX CETEH MOJICITUPOBATH
TpaMMaTHKy, KOTOpas TpOsBIsieTcs B (DyHKIMH aBTOMATHYECKOH OLEHKH TIPaMMaTHYHOCTH S3BIKOBBIX
BEIpaXEHHUH. B maHHOI paboTe MOAEMHPYIOTCS MpaBHiIa MPEIUKATHBHOTO COTTIACOBAHUS IO YUCTY B PYCCKOM
s3pike. [ oOydeHWs SI3BIKOBBIX MOJeNed ObUT CO34aH  JlartaceT, BKIIOYAIOIIMH HCKYCCTBEHHO
CTeHEepUpPOBAaHHBIE TPaMMaTHYHBIE W HeTpaMMaTHYHbIC MPEAIoKeHHs . MBI HCIoib3yeM TpaHchepHoe
o0yueHne npero0yIeHHBIX HEHPOHHBIX ceTel. Pe3ynbTaThl MOKA3BIBAIOT, YTO BCE PACCMOTPEHHBIE MOJCIN
JEMOHCTPUPYIOT BBICOKHE Pe3yJIbTaThl NPH JO00OYyYeHHH Ha 3a/Jady OLEHKH IpaMMaTHYHOCTH. TOYHOCTB
KIIacCU(UKAINK CHIDKAETCS JUIS TPEIOKEHUH C HEOAYNIEBICHHBIMH CYIIECTBUTEIBHBIMH, MOCKONBKY IS
HUX, B OTJIMYHE OT OJXYIIEBICHHBIX CYLIECTBUTEIbHBIX, HAOMOAaeTCsl coBnafeHne (HopM UMEHUTEIBHOTO H
BHUHHTETBHOTO Manexa. CI0XKHOCTb CHHTAKCHUECKON CTPYKTYPBI OKA3bIBAETCSI 3HAUUMOM IS PYCCKOS3BITHBIX
MoJereil ¥ MOZIeNH JUIsl CIIAaBSHCKHX S3bIKOB, HO HE BIUSET HA PacIpeAeleHne OMNOO0K AT MyTbTHA3BIUHBIX
MoJeneH.
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Abstract. This study investigates the linguistic competence of modern language models. Artificial neural
networks demonstrate high quality in many natural language processing tasks. However, their implicit grammar
knowledge remains unstudied. The ability to judge a sentence as grammatical or ungrammatical is regarded as
key property of human’s linguistic competence. We suppose that language models’ grammar knowledge also
occurs in their ability to judge the grammaticality of a sentence. In order to test neural networks’ linguistic
competence, we probe their acquisition of number predicate agreement in Russian. A dataset consisted of
artificially generated grammatical and ungrammatical sentences was created to train the language models.
Automatic sentence generation allows us to test the acquisition of particular language phenomenon, to detach
from vocabulary and pragmatic differences. We use transfer learning of pre-trained neural networks. The results
show that all the considered models demonstrate high accuracy and Matthew's correlation coefficient values
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which can be attributed to successful acquisition of predicate agreement rules. The classification quality is
reduced for sentences with inanimate nouns which show nominative-accusative case syncretism. The
complexity of the syntactic structure turns out to be significant for Russian models and a model for Slavic
languages, but it does not affect the errors distribution of multilingual models.
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1. BeedeHue

CoBpeMeHHbIC HEWPOHHBIC CETH IEMOHCTPUPYIOT YPOBEHb OOPaOOTKH ECTECTBEHHOI'O Ss3bIKa,
CpaBHUMBIN ¢ YeloBedeckrM. [losBnsieTcst Bce OObIlle HOBBIX SI3BIKOBBIX MOJIEIEH pa3IUuHOMN
APXUTEKTYphI, B CBA3M C YE€M BO3HUKACT HCOOXOMUMOCTh MX CpaBHCHHs. B Hayke O NaHHBIX
yIenseTcsi O0NbIIOe BHUMAHUE CO3IaHUI0 TaK Ha3bIBAEMBIX OCHUMAPKOB — PECYPCOB IJIsl O0YUCHUS,
OIICHKW W aHaIlN3a S3BIKOBBIX Mojeied. [1oo0HbIi OeHIMapK CYIIeCTBYET U IJIST PYCCKOTO SI3BIKa
mo HazBaHueM Russian SuperGLUE [1]. On BKiIfOUaeT B cebs MPEHMMYIIECTBCHHO TaKUe 3a0auH,
KOTOpBIE OLICHMBAIOT MOHUMAaHHE CMBICIA TEKCTA: 3TO, HANPUMEP, PA3pPELICHHE CEMaHTHYECKOM
HEOJHO3HAYHOCTH [2], TOTHUeCKHid BEIBOJ MO TEKCTY [3], MOMCK OTBETa Ha BOIIPOC B TEKCTE [4].
Tem He MeHee, 0CTaeTCsI OTKPHITHIM BOIIPOC O TOM, 00JIaIaf0T JIM HEHPOHHBIE CETH UMILTAIIUTHBIM
3HAHMEM IpaMMaTUKU. YMEHHE OLICHMBATh I'PAaMMAaTHYECKYIO MPaBUIIBHOCTb NPEMJIOKEHHS Ha
POIHOM SI3BIKE SBISICTCS KITFOUEBBIM CBOMCTBOM SI3BIKOBOW CIOCOOHOCTH uenoBeka [5]. CyxaeHus
0 TpPaBWIBHOCTU SI3BIKOBOTO BBIPAKCHHS NOJTYYHIN Ha3BaHWE «OICHOK TpaMMaTHYHOCTH/
MPUEMJIEMOCTH». B JUHTBUCTHKE CYXIEHHUS O TPaMMATHYHOCTH, TOPOXXICHHBIE IIIOJIbMU,
BBICTYMAIOT KaK SMIMPHUYCCKas 0a3a Ui MOICIMPOBAHMS SI3BIKOBOW CIIOCOOHOCTH YeIOBEKa.
CrneoBaTenbHO, BO3MOXHO HCIIOJIB30BaTh aBTOMATHYECKUE CYXKIEHHS O TPaMMaTHYHOCTH JIJISt
OIICHKH SI3BIKOBOI CITIOCOOHOCTH HEHPOHHBIX MOJIEICH.

[IpenmecTByomue MCCAeA0BaHNS B JIaHHOM HAMpaBJIEHUU BBITIOJHEHBI MPEUMYINECTBEHHO Ha
MaTrepuane aHrJIMUCKOTO S3bIKa, JUISI PYCCKOTO s3blKa pabOT 3HAUMTENbHO MeHbIne. llepBoe
MoI00HOE WCCeI0OBaHNE pellaeT 3a7ady aBTOMAaTHYECKOW OIEHKH MPHEMIIEMOCTH B PYCCKOM
SI3IKE Ha OCHOBE KOpITyca MPEJIOKEHUN W3 JMHTBUCTUYECKUX cTared [6], UTO BBI3BIBAET JBE
npoGeMbl. Bo-TiepBhIX, TaHHBIE HE COAEPKAT MHPOPMAINIO, KAKOW THUI OIMOKK HAaOII0IaeTCs B
MIPEUTOKEHIUH, YTO JIENIaeT HEBO3MOXKHOU NIETABHYIO OIICHKY S3BIKOBOH CITIOCOOHOCTH MoIenH. Bo-
BTOPBIX, UCTIONB3YeTCsl OMHApHAs KiacCH(UKAIUs, OJHAKO MPUMEpPHl WLTIOCTPUPYIOT CIOXKHEIC
(eHOMEHBI, KOTOpBIE HE MOTYT OBITh OJHO3HAYHO OICHCHBl KaK TpaMMATHYHBIC WIH
HerpaMMaTHUYHEIE.

3amava HaIIEero MCCIEeIOBAHUS COCTOUT B TOM, YTOOBI H3YYHTh CIOCOOHOCTh HEHPOHHBIX CETeH K
MOJICIMPOBAHHIO TPAMMATHKH Ha MaTepHaie KOHKPETHOTO ()eHOMEHA: (DYHKITMH aBTOMAaTHYECKOM
OLICHKM TPaMMaTHUYHOCTH SI3BIKOBBIX BBID@KEHHH HA MaTepuaie pycckoro si3pika. Jlist
HCCIIeIOBaHMs OyIyT MUCIOIB30BaHBI UCKYCCTBEHHO CTCHEPHUPOBAHHEIC NAHHBIC, HE COJCpPIKAIIHC
MIOTPAaHUYHBIX CIIy4aeB, UTO JIeJaeT BO3MOXKHOM OMHAPHYIO KIACCU(PUKAIIUIO TT0 TPAaMMATHIHOCTH.
[IpoBeneHHble WCCIEAOBaHUS MW KOJ C pe3yibTaTaMd OOydYeHHUsS TMPEACTaBIeHBI TI0
cepuike: https://github.com/Xeanst/Grammaticality-judgements-with-neural-language-models.

2. Aemomamud4eckas ceeHepauus OaHHbIX

Ienp mccnenoBaHUS COCTOMT B TOM, YTOOBI OIIEHWTH, HACKOJBKO S3BIKOBBIE MOJENH 00JIaAaroT
3HAaHUAMM rpaMMaTtvkd. IlockonbKy HEHPOCETh MAOJKHA pasrpaHUdUTh TIpaMMMaTHYHbIE U
HETrpaMMAaTHYHbIE TIPEUIOKCHUS, OOydYalollMe M TECTOBBIE IaHHBIE COJCPXKaT HE TOJBKO
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KOPPEKTHBIE TpPHUMEpHl, HO M TpPHUMEpH ¢ omunOKkamu. B KadecTBe matacera MOTYT OBITH
WCIIOJIb30BaHBl HCKYCCTBEHHO CT€HEPUPOBAHHBIC Tpeaioxenus [7, 8]. JlaHHbIi MeTo ] MO3BOISIET
CaMOCTOSITENIFHO OTIPEeNeNsATh, OIMMOKa Ha KaKoe S3BIKOBOC SBICHHE OyIeT conIepKaTbCs B
npemioxkennyd. OJHAKO caMH TpPUMEpbl OYAYyT HECKOJBbKO HEeCTeCTBEHHBIMU. B  Hamem
UCCIICIOBAaHUN MBI OCYIIECTBIJIM HMCKYCCTBEHHYIO TeHepauuio npeanoxeHuil. Ilockonbky Ham
HEO0OX0MMO HOHSTh, HACKOJIBKO XOPOILIO MOJEb «IIOHMMAeT» YCTPOHCTBO IpPaMMAaTHKH SI3bIKa,
HEKOTOpasi HEeCTECTBEHHOCTb NPEUIOKEHUH IMOMOXET abCTparupoBaThCsi OT JISKCHYECKUX H
MParMaTUIeCKUX ACIEKTOB M OIICHUTh IMEHHO 3HAHWE TPAMMAaTHKH.
Bbouto crenepuposaHo 700 nmpumepoB. MBI HCCIIeOBANIM, HACKOIBKO XOPOILIO MOJENb CIIOcOOHa
YCBOUTh MEXaHM3M COTJIACOBaHMS IO YHUCIY MOJJIEkKAILEro M CKa3yeMoro: B IpaMMaTHYHBIX
IpHUMepax YHUCIIOo MOJUIeKAIETO U CKa3yeMoro coBmajaeT (1), B HerpaMMaTU4HBIX — OTJIMYAETCS
(2). Anst kaxx0T0 NMpeI0KEeHUs CTEHEPUPOBAaHO HECKOJIBKO BAPUAHTOB, COJACPKAIIUX OJHU U TE XKe
JIEKCHYECKUE SIUHHUIBI M OTIMYAIOIIAECS POBHO IBYMs IapaMeTpaMH, YHCIOM MOIJISKAIIETo U
YHCIIOM CKa3yeMOT0. DTO TO3BOJIACT ONPENEIHTh, HACKOIBKO XOPOIIO A3BIKOBAst MOJICTb YCBAaUBACT
I[eJIEBOE TpaMMaTH4eCKOe SBJICHNE — IPEAUKATUBHOE COITIAaCOBAaHHE.
(1) a. CtygeHT_ paccyxaaJi_.

b. CTyzeHTBI paccyAay.
(2) a. CTyaeHT_ pacCyKJaiy.

b. CTyzeHTBI paccyxaa_.
ME&I paccMaTpuBaNd JBa JIHHTBUCTHYECKUX aCTEKTa, KOTOPBIE MOTYT OCIIOKHUTH aBTOMaTHIECKOE
MOJICIIMPOBaHKUE TPABWI MPEIUKATHBHOTO COTJIACOBAHUS. B mepByro ouepenp, 3TO IMapamerp
OJIyIICBIICHHOCTH: OJHA IIOJIOBIMHA NMPUMEPOB COACpIKaia OAYIIEBICHHBIC CYIECTBUTEIBHEIC, IS
KOTOPBIX (OPMBI HMMEHHTEIBHOTO W BHHHUTEIBHOTO TMajexka pasnmmyamorcs (3), apyras —
HEOJIYIICBICHHBIC, TJIC MaJAexKHbIe (JOPMBI COBNaAatOT (4). B mepBoM ciiyyae Moielb J0JKHA ObLIa
MOKa3aTh BBICOKOE KauecTBO KiacCH(UKAILMK, OJHO3HAYHO ONpPEJENUTh IOJUIeKaliee U
JOMOJIHEHUE MNPCIJIOKECHNUA U MPaBUIBHO MNPEACKa3aTbh, B KAKHUX IMPCATIOKECHUAX MPECIAUKATUBHOC
COTJIaCOBAaHUE KOPPEKTHO, a B KaKuX — omuO04HO. Bo BTOpOM cityyae MbI oxuganm 6onee HU3KOe
Ka4€CTBO IPCJACKa3aHuA, MOCKOJIbKY II0 Ha[[e)KHOI\/'I (bopMe JOMOJIHEHUA HEJIB3A OINPCIACIIUTDG, B
KaKOM I1aJIe’)Ke OHO CTOUT — B IMEHHUTEIFHOM WIJIM BUHUTEIEHOM.
(3) a. CTyaeHT_ 3Ha/I_ OXpaHHHUKOB.

b. CTyieHT_ 3Ha/IM OXPaHHHUKOB.

C. OXpaHHI/IKOB 3HaJI_ CTYAEHT_.

d. OXpaHHUKOB 3HaJIM CTYJEHT._.
(4) a. CTyaeHT_ 3Ha/I_ pacCKasbl.

b. CTyieHT_ 3Ha/IK paccKasbl.

c. Pacckaswbl 3Has1_ CTYAEHT_.

d. Pacckassl 3Ha/IM CTYJAEHT_.
[loMumo neneHnst MO OJYIICBIEHHOCTH, AAHHBIE COAEPKAJIU IPHUMEPHl Pa3IMYHON CTENeHH
cnoxkHoctu. Ecnu B mpumepe ecTh HECKOIBKO CYIIECTBUTENBHBIX WJIM HECKOJIBKO IJIArojioB, TO
MOJIeTH OYZET CIIOXHEe IIOHATh, FPaMMAaTHYHO JIM IpeutokeHne. Ecii jxe B IpeioskeHUN nMeeTcs
TOJIBKO OJIHO CYIIECTBUTEIBHOE M TOJNBKO OAMH IJaroj, MOJENb JOJDKHA JIETKO IOHHMMATb,
NPaBWILHO JIM YKa3aHO YMCIO riarojia. Bcero manHble copepkaid 7 THUIIOB CHHTaKCHYECKHX
cTpykTyp (o 10 mpeanokeHMH Ha KaKIBIH THIT): TMPOCTOE IMPEUIOKEHHE C MOJUIeKANM 0e3
noronHeHwus (1-2), mpocToe mpeIoskeHue C MOIeKATIM U JOMOTHEHHEM B IPSIMOM Topsiake (3a-
b, 4a-b), mpocToe npeIoKeHNE ¢ MOJIEKALTUM H TOTTOJTHEHHEM B 00paTtHOM nopsiake (3c-d, 4¢-d),
CIIO>KHOTIOTYMHEHHOE MPeUIoKeHue (5), MpOoCToe MPeIoKEeHHE C 3aBUCHMBIM CYIIECTBHTEIbHBIM
npu moaiexxameM (6), CIOKHOE MPEIoKEHHE C CYOBEKTHBIM 3aBHCHMBIM TIPEIIOKEHUEM IIPH
noanexameM (7), CI0XKHOE MpPEeJIOKEHHE C OOBEKTHBIM 3aBHCHMBIM IPEIUIOKCHHEM HpHU
nojsesxariem (8).
(5) a. [lucaTeny roBOPUJIY, YTO CTYAEHThBI PACCYKAAJH.
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b. [TucaTei FOBOPHIIH, YTO CTYAEHTBI PACCYKAAI_.
(6) a. CTyneHT_ pALOM C MUCATENSAMH PaCCyXAAJ_.
b. CTyileHT_ pAA0M € nHcaTe MU PaCCyXAaJH.
(7) a. CTyneHT_, KOTOPBIH 3Ha/I_ OXPaHHUKOB, pacCyKJas_.
b. CTyAeHT_, KOTOpBIN 3HAJ_ OXPAaHHUKOB, PaCCyXKAaJH.
(8) a. CTyeHT_, KOTOPOIo 3HA/IU OXPAHHUKH, PACCYyKAAJL_.
b. CTyZileHT_, KOTOpPOI0o 3Ha/IM OXPAaHHUKH, PACCyXk/AaJH.
Takum 00pa3om, Onarogapsi HICKYCCTBCHHOW FeHEepaIuy MPUMEPOB, YAAIOCh MOIYYUTh 00BEMHBIH
cOamaHCHPOBaHHEIHN JaTaceT.

3. O6y4yeHue u mecmupoeaHue modersnel

B oOyuaromeld W TeCTOBOM BBIOOPKE T'paMMATHUHBIC MPEIUIOKCHUS WMEITH METKy «1»,
MPEUIOKEHUsT ¢ ommbkoit — MeTky «0». CnemoBarenbHO, 3aJadya OLCHKU TPaMMATHYHOCTH
CBOJIUTCS K 3ajaue OMHAPHOM Kiaccu(ukamy. B vccineqoBaHuu Mbl UCIIOIB30BaIK TpaHCchepHOE
oOydyeHnue. 3apaHee OOy4YCHHBIC S3BIKOBBHIE MOJEIM C ITIOMOIIBIO IIOJYYEHHOIO JaraceTa
Ioo0ydJanuch Ha 3amady KiIacCH(UKAIMH 10 TpaMMAaTHYHOCTH. JlaHHBIE OBLIH pa3[elicHBl B
CIIeyIomeM COOTHOMICHUH: st o0ydeHus — 80%, mia Bamumanuu — 10%, 11 TecTUpoBaHHUSA —
10%. Ilpu 00y4eHNH KOIMYECTBO 30X OBLIO PaBHO 5, HCIONIB30BAICA IPpaMUECKHil ITPOIIECCOP.
MpI uctionb30Bany Kak Mojenu st pycckoro si3pika: ruBERT [9] u Russian RoBERTa [10], Tak u
MynbTHA3bI9HBIC Mogenu: multilingual BERT (104 si3pika) [11], Slavic BERT (4 s3p1ka) [12], XLM
RoBERTa (15 s3b1koB) [13].

B tabn. 1 mpencTaBneHs 001IHe pe3yabTaThl TECTUPOBAHMS MOJICIEH B 3a/1a4e KiacCH()UKAIIH 10
rpaMMaTiIHOCTHA. [ OUeHKH S(PQPEKTUBHOCTH PAaOOTHI KIACCH(PHUKAIMOHHOTO aITrOpUTMa
UCIIOJNIB3YIOTCS TAKME METPUKH, KaK TOYHOCTh (accuracy) u ko3¢ GHuueHT Koppeasiuuid MaTbioca
(Matthews Correlation Coefficient, MCC). MokHO 3aMETHTb, YTO MOJIEH MOKA3BIBAIOT JOBOJILHO
BBICOKOE KauecTBO. HamOosee BBICOKHE pe3yabTaThl AEMOHCTPHUPYIOT MOJEINM Ha OCHOBE
apxutektypsl BERT: Monens s pycckoro sizbika ruBERT, Mynbrusizeranas mozaens multilingual
BERT u Mozens miist cinaBsiHekux si361k0B SlavicBERT. Bosee Hu3Kk#e pe3yibTaThl JOCTHTAIOTCS HA
OCHOBE apXUTeKTyphl Roberta: Mojenb 1t pycckoro si3bika Russian ROBERTa u MynbTus3bIdHas
moznenb XLM Roberta.

Tabn. 1. Obwue pezynomamol mecmuposanus Mooenetl
Table 1. General results for models testing

Ne | Mopesn Tounocth | Koagdpuument koppeassuun MaTbloca
ruBERT

! multilingual BERT 98.6 0.97

2 Slavic BERT 97.1 0.94

3 Russian RoBERTa 77.1 0.54

4 XLM Roberta 57.1 0.33

IIpoBeneM JIMHTBHCTHYECKHN aHAIM3 pPE3yJdbTaTOB W IMOAPOOHEE pPacCMOTPHM TOYHOCTH
KiIacCH(PUKAIMH B 3aBUCHMOCTH OT OJYIICBICHHOCTH CYIIECTBHTEIBHBIX M CHHTAKCHYECKOM
CIOKHOCTH. B Tabn. 2 mpejicraBiieHbl 3HAYEHUS TOYHOCTH KIIACCU(MUKAIMH YIS MIPEUIOKEHUH C
OJIYIICBJIICHHBIMU M HEOyIICBICHHBIMHI CYIICCTBUTEIBHBIMU. Pe3ylbTaThl MOKA3bIBAIOT, YTO BCE
SI3BIKOBBIC ~ MOJICIH ~ OKa3aJlCh BOCIHPHAMYHBEI K COBIAACHUIO MAJCKHBIX (GOpM U
MIPOJAEMOHCTPUPOBAIHA OOINBIIE OMIMOOK TIPU OIPEACICHUU KOPPEKTHOH COTIaCOBATEIBHOM
CTpaTerud Ui HEOAYIICBICHHBIX  CYNICCTBHTENIBHBIX, YeM  JII  OJYIICBICHHBIX.
Mopemu ruBERT, multilingual BERT u Slavic BERT omibo4yHO nipeickasainu OIEHKY TOJBKO JIs
MIPEeAJIOKEHUI ¢ HEOAYIIEBJICHHBIMH cyliecTBUTeNbHBIMUA. Mogenmn Russian RoOBERTa u XLM
Roberta Takxe D0MyCTHIIN OOJIBIIEE KOJMYSCTBO OMIMOOK Ha MPEUIOKEHUSIX C HEO LY IICBICHHBIMH
CYyIIECTBUTEILHBIMHU.
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Tabn. 2. Tounocme Kiaccugukayuy npu mecmupoganuu Mooenei Ha npeodilodCeHUsX ¢ 00YULeBIeHHbIMU U
HeoOYUeBNEeHHbIMU CYWeCmBUMENbHLIMU
Table 2. Classification accuracy of models testing on sentences with animate and inanimate nouns

multilingual | Slavic Russian
CymecrButensnoe | ruBERT BERT BERT | RoBERTa XLM Roberta
OpyuieBieHHOe 100.0 100.0 100.0 80.0 62.9
Heonymesnennoe 97.1 97.1 94.3 74.3 514

B Tabn. 3 mpomeMOHCTpHpOBaHa TOYHOCTh KIACCH(PHUKAINU U1 TPEIIOKECHUH pPa3TUIHON
CHHTAKCHYECKOW CIOXHOCTH. JIJIsl HEKOTOPBIX Mojelnel, AeHCTBUTEIbHO HalmonaeTcs Ooublie
OIMOOK TSI IPEIOKEHHIH CO CI0KHOW CHHTAKCHIECKOHN CTPYKTYPOI: IS CIOKHOIIO TIMHEHHOTO
npemnmoxkenus (tun 4, moxens ruBERT), mis mpocTeIX HpemyioxKeHHWi ¢ OOpPaTHBIM ITOPSIKOM
nojyiexxariero n mononaHenus (tum 3, moaens Slavic BERT m momens Russian RoBERTa), mist
CIIOKHBIX TPEUIOKEHUH C OOBEKTHBIM 3aBUCHUMBIM TIPH TOAJICKAIIEeM (THI 7, TakKe MOIENb
Russian RoBERTa). B To e Bpems, Ipyriue MOAETH IOIYCKAIOT OUIMOKH BHE 3aBHCHMOCTH OT
CHHTaKCHYECKOH CIIOKHOCTH CTPYKTYPBI: OHH JIEMOHCTPUPYIOT HAHOOJbINEe KOIUIESCTBO OMINOOK
JUTSL IPOCTHIX MIPEUTOXKEHHH ¢ moiexkarum (tum 1, mogenu multilingual BERT u XLM Roberta).
Tabn. 3. Tounocms Kraccugurayuy npu mecmuposanuyu Mooeneil Ha NPeOIOHCEHUAX C PA3TULHOU
CUHMAKCUYECKOU CIPYKMYpou

Table 3. Classification accuracy of models testing on sentences with various syntactic structure

multilingual Slavic Russian XLM

Ne | Tum npennoennsn ruBERT BERT BERT | RoBERTa | Roberta

TIpocroe npeiokKeHue ¢
1 o IyIeKaImM 0e3 100.0 90.0 100.0 90.0 30.0
JIOTTOJTHEH U

TIpocroe npeiokKeHue ¢
MO IJIEKAIINAM 1
JIOTIOJTHEHHEM B TIPSIMOM
MOPSIIKE

IMpocToe npeIoKeHHE ¢
MOJUTEKAIUM U
JIOTIOJTHEHUEM B
00paTHOM NOpsAKe

100.0 100.0 100.0 80.0 60.0

100.0 100.0 80.0 60.0 50.0

CH0XHOIO TUNHEHHOE
MPETIOKCHUE

90.0 100.0 100.0 80.0 40.0

HpOCTOG NpEAJIOKEHUE C
5 | apHCHMBIM 100.0 100.0 100.0 70.0 70.0
CyHlCCTBI/ITeJILHBIM HpI/I
MOJIeKAILEM

CnoxHOE TpeIIoKeHHe C
Cy6'beKTHbIM 3aBUCHUMBIM
NPEUI0KEHUEM TIPU
IMOoJICKAIEM

C.IIO)KHoe HpeHIIO)KeHI/Ie C
7 06’[)6KTHBIM 3aBUCUMbBIM 1000 1000 1000 600 800
npezmoxceHHeM HpI/I

IO JICKalCM

100.0 100.0 100.0 100.0 80.0

Hamm oxupaHuss OTHOCUTEIBHO JIMHIBUCTUYECKUX aCIMEKTOB, KOTOPBIE MOTYT OCJIOKHSTH
KITaCCU(UKAIMIO, TMOATBEPAMIIMCH JUINb YacTHUYHO. JI7s OONBIIMHCTBA MOJENeHd BO3HHUKAIOT
TPYAHOCTHU NMPHU OLEHKE MPEAJIOKEHUHN C HEOYILIEBICHHBIMU CYIIIECTBUTENbHBIMU, MTOCKOJIBKY IS
HUX, B OTIMYHE OT ONIYIICBICHHBIX CYIICCTBUTEIBHBIX, HAOIIOJaeTcss coBmajcHue Qopm
MMEHUTEJIbHOTO M BHUHUTENBHOTO mnajexka. OJHaKo MpPEeANoIOKEHUE OTHOCUTENIBHO CJIOKHOCTH
CTPYKTYp HMOITBEPAUIIOCH HE 10 KOoHLA. CHHTaKCUYeCKasi CTPYKTypa OKa3bIBAETCSI 3HAUUMOM ISt
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PYCCKOA3BIYHBIX MOJIeNIe U MOIEIH JJIA CJIaBAHCKUX A3BIKOB, HO HE BJIMACT Ha PACIPEACICHUC
OIIHOOK JJIA MYJIBTUA3BIYHBIX Mo,uenei/i.

4. 3aknro4yeHue

B manHOli pabote ObuTa TpoBeAEHA OICHKA SI3BIKOBOW CIIOCOOHOCTH HEHPOHHBIX MOJEIEH Ha
Marepualie pyccKoro si3bika. MccnenoBaHue mokasaso, 4To mpyu 00y4eHUH Ha OOJIBIIOM KOJHYECTBE
HEepa3MEUYCHHBIX JIaHHBIX MOJEIH HEKOTOPHIM 00pa3oM BBIYYMBAIOT rpamMMaTHKy. [lonyueHHbIN
CIOHMCOK MOJeNieil, pAaHKUPOBAHHBI IO TOYHOCTH KIacCH(PUKAIMHM, HMEET BBICOKYIO
TEXHOJIOTUYCCKYIO IICHHOCTh M MOXET OBITh HCIOJIb30BaH JJIs BBIOOpA MOJETH NPH PEIICHUU
pa3IMYHBIX 3a7ad 00pabOTKM s3bika. ECITU MOAETh XOpOIIO CHpAaBISIETCS C aBTOMATHYCCKOM
OIICHKOI IPaMMaTUYHOCTH, OHA OTIIMYHO MOKAXKET ce0sl B TAKKX 3a/1a4ax, KaKk MOP(OIOTUICCKUI 1
CHUHTAaKCUYECKUI aHAJIN3.

Cnucok nutepatypbl / References

[1] Shavrina T., Fenogenova A. et al. RussianSuperGLUE: A Russian language understanding evaluation
benchmark. In Proc. of the 2020 Conference on Empirical Methods in Natural Language Processing
(EMNLP), 2020, pp. 4717-4726.

[2] Panchenko A., Lopukhina A. et al. RUSSE'2018: a shared task on word sense induction for the Russian
language. In Proc. of the International Conference “Dialogue 2018, 2018, pp. 547-564.

[3] De Marneffe M. C., Simons M., Tonhauser J. The CommitmentBank: Investigating projection in naturally
occurring discourse. Proceedings of Sinn und Bedeutung, vol. 23, issue 2, 2019, pp. 107-124.

[4] Glushkova T., Machnev A. et al. DaNetQA: A Yes/No Question Answering Dataset for the Russian
Language. Lecture Notes in Computer Science, vol. 12602, 2020, pp. 57-68.

[5] Chomsky N. Aspects of the theory of syntax. MIT Press, 1969, 251 p.

[6] Mikhailov V., Shamardina T. et al. RuCoLA: Russian Corpus of Linguistic Acceptability. In Proc. of the
2022 Conference on Empirical Methods in Natural Language Processing, 2022, pp. 5207-5227.

[7] Marvin R., Linzen T. Targeted syntactic evaluation of language models. In Proc. of the 2018 Conference
on Empirical Methods in Natural Language Processing, 2018, pp. 1192-1202.

[8] Warstadt A., Parrish A. et al. BLIMP: The benchmark of linguistic minimal pairs for English. Transactions
of the Association for Computational Linguistics, vol. 8, 2020, pp. 377-392.

[9] Kuratov Y., Arkhipov M. Adaptation of deep bidirectional multilingual transformers for Russian
language. In Proc. of the International Conference “Dialogue 20197, 2019, pp. 333-339.

[10] Blinov P., Avetisian M. Transformer models for drug adverse effects detection from tweets. In Proc. of
the Fifth Social Media Mining for Health Applications Workshop & Shared Task, 2020, pp. 110-112.

[11] Devlin J., Chang M.W. et al. Bert: Pre-training of deep bidirectional transformers for language
understanding. In Proc. of the 2019 Conference of the North American Chapter of the Association for
Computational Linguistics: Human Language, 2018, pp. 4171-4186.

[12] Arkhipov M., Trofimova M. et al. Tuning multilingual transformers for language-specific named entity
recognition. In Proc. of the 7th Workshop on Balto-Slavic Natural Language Processing, 2019, pp. 89-93.

[13] Lample G., Conneau A. Cross-lingual language model pretraining. In Proc. of the 33rd Conference on
Neural Information Processing Systems (NeurlPS 2019), 2019, 11 p.

UHdopmaumsa o6 aBTopax / Information about authors

Kcenust ~ AHpapeeBHa CTYJEHUKMHA  sBisercs  HpOrpaMMHUCTOM naboparopuu
aBTOMAaTH3UPOBAHHBIX JeKcukorpadmueckux cucteM HUBI[ MI'Y u acnmpantoMm Kadempsl
TEOPETHYECKON W MPUKIAJHOW JTMHTBUCTHKH (rutojormdeckoro gaxynpreta MI'Y. E€ HayuHble
HUHTEPECHI BKIIOYAOT aABTOMATHYCCKYIO o6pa60T1<y C€CTCCTBCHHOT'O s3bIKA MW HCCICAOBAHHC
CHHTAKCHCa PYCCKOTO SI3BIKA.

Kseniia Andreevna STUDENIKINA is a programmer in the Laboratory for Computational
Lexicography of Research Computing Center of MSU and PhD student at the Department of
Theoretical and Applied Linguistics of Philological Faculty of MSU. Her research interests include
natural language processing and studies of Russian syntax.

184



Tpyowr UCIT PAH, mom 34, evin. 6, 2022 2. /] Trudy ISP RAN/Proc. ISP RAS, vol. 34, issue 6, 2022

DOI: 10.15514/ISPRAS-2022-34(6)-15 toclqu

Effect of relative longitudinal spacing on the
dynamic behavior of two interacting ships in head
waves

R. Ali, ORCID: 0000-0003-0591-6221 <ramimamdouhali@gmail.com>

State Marine Technical University (SMTU),
Lotsmanskaya st.3, Saint-Petersburg, 190121, Russia

Abstract. The influence of relative longitudinal position on the frequency characteristics of two interacting
ships floating stationary in close proximity in head waves and shallow water is investigated in this paper. A
CFD approach has been adopted to simulate the dynamic behavior of the interacting ships. The numerical
simulation for “Aleksey Kosygin” and “Novgorod” ships floating on head waves at a small relative transverse
distance i = 1.3 was carried out using two scaled models. The effect of longitudinal separation on the
frequency characteristics of both ships was studied. Heave, roll, and pitch RAOs for various cases were
analyzed, and recommendations for relative longitudinal positions were made on the basis of the present
analysis.

Keywords: Lightering operation; Hydrodynamic Interaction; ship motions; RANS; CFD; OpenFOAM

For citation: Ali R. Effect of relative longitudinal spacing on the dynamic behavior of two interacting ships in
head waves. Trudy ISP RAN/Proc. ISP RAS, vol. 34, issue 6, 2022. pp. 185-196. DOI: 10.15514/ISPRAS-
2022-34(6)-15

BnusiHne oTHOCUTENLHOrO npoAoJyibHOINro pacCToAHUA Ha
AVHaMun4yecKkoe noBegeHue AByxX B3aI/IMO,E|,el7ICTByI'OI.I.|,VIX cyaoB npu
BCTP€4YHOM BOJIHEHUU

Pamu Anu, ORCID: 0000-0003-0591-6221 <ramimamdouhali@gmail.com>

Canxm-Ilemepoypeckuii I ocyoapcmeennuvlil MOPCKOU MexXHUYeCcKull ynusepcumen,
190121, Poccus, Cankm-Ilemepbype, ya. Jloymanckas, 3

AnHoTamusi. B pabore wuccneayercs BIMSHHE B3aUMHOTO TMPOJOJBHOTO TIONOKEHHS HA YacTOTHBIE
XapaKTePUCTUKH JBYX B3aUMO/ICHCTBYIOIIUX CY/I0B, IIJIABAIOIINX HETMOIBIDKHO B HEIIOCPEICTBEHHO OJIM30CTH
Ha BCTPEYHOM BOJIHEHMH M MenkoBozbe. [logxon CFD Obul mpuHST A1 MOACTUPOBAHUS JUHAMHUYECKOTO
IOBE/IeHU B3aUMOJAECHCTBYIOIIMX CcynoB. YuciaeHHoe MonenupoBaHue cynoB «Auexceir Kochirma» u
«HoBropoay, niaBaomux Ha BCTPEYHBIX BOJIHAX MTPU MaJIOM OTHOCHTEIBHOM MONIEPEYHOM paccTossHuM N=1,3,
MPOBOJUIIOCH C HCIOJB30BAaHHEM JBYX MAaclITaOHBIX Mojeneil. MccienoBaHo BIHMSHUE MPOJOIBHOTO
paccTOsHUS Ha YaCTOTHBIE XapaKTEPHCTHKH 000MX CyHoB. beumm mpoanammsupoBanbl AUX BepTHKAIBEHOM,
KHJICBOM W OOpPTOBOW KayKW Ui Pa3iIMYHBIX CIydaeB, M HAa OCHOBE HACTOSILNETO aHaM3a OBUIM JaHbBI
PEKOMEH ALK [0 OTHOCUTEILHOMY MTPOJOIBHOMY MOJIOKEHHIO.

KiioueBble cj10Ba: JIMXTEPOBKA; THAPOJMHAMHYECKOe B3auMojelcTBue; kauka cynoB; RANS; CFD;
OpenFOAM

Jusi uurupoBaHusi: Anu P. BiusHue OTHOCHTENBHOTO NPOJOJILHOTO PACCTOSHUS Ha JAMHAMHYECKOE
TIOBE/ICHNE JIBYX B3aHMMOACHCTBYIOIIHNX CyH0B Ipu BcTpeunoM BoiHeHuu. Tpyast UCIT PAH, Tom 34, Bom. 6,
2022 r., ctp. 185-196. DOI: 10.15514/ISPRAS-2022-34(6)-15

185



Ali R. Effect of relative longitudinal spacing on the dynamic behavior of two interacting ships in head waves. Trudy ISP RAN/Proc. ISP
RAS, vol. 34, issue 6, 2022. pp. 185-196

1. Introduction

Nowadays, there is a significant increase in marine applications that involve ships floating in very
close proximity. Lightering operations and ship-tug maneuvering are considered typical examples
of such investment operations involving multibody floating systems. Being in the waves complicates
the hydrodynamic interactions of such a system since each body experiences the incident waves in
addition to the diffracted and radiated wave systems of another body, which may result in
unfavorable responses and lead to dangerous scenarios. Therefore, studying the motion responses of
such a multi-body system in waves is extremely important.

Chongwei Zhang [1] studied the hydrodynamic interaction between two identical barges, one of
which was fixed and the other was allowed to sway freely in head waves; the obtained results
indicated that amplitudes of the barge motion and maximum wave elevation in the gap generally
increased with the reduction in the gap width. V. Yu. Semenova and Aung Myo Thant [2] studied
the influence of lateral separation between ships on the damping and added mass coefficients for
two interacting ships in shallow water. Zhi-Ming Yuan [3] developed a 3-D panel code based on the
Rankine source method to investigate the hydrodynamic interaction between two ships in shallow
water. Yuan studied the influence of the lateral distance between two Wigley I11 hulls on the RAO
“Response Amplitude Operator”, and the obtained results indicated that the resonant frequency is
greatly influenced by the gap between the ships. Yoshiyuki Inoue and Mir Tareque Ali [4] used the
far-field approach to investigate the numerical accuracy of the computation of multi-body systems
floating in deep water on regular waves. In their research, the numerical calculations were carried
out for a parallelly connected FPSO “Floating Production Storage and Offloading” and LNG
“Liquefied Natural Gas” carrier for different wave heading angles and for various separation
distances between these ships. It was found that some of the motion results particularly roll and yaw
motion exhibit considerable amount of deviation from the experimental one. Yoshiyuki Inoue and
Mir Tareque Ali [5] extended their research using the 3-D source-sink method to study the
hydrodynamic interactions and dynamic behavior of two rectangular barges freely floating in deep
water. Effects of beam and head sea conditions were considered, the lateral distance between the
barges had also been varied and its influence on the ship motions had been studied. Binbin Li [6]
studied the hydrodynamic interaction of side-by-side ships under different wave headings. His work
concentrated on the resonant characteristics of parallel and nonparallel configurations, and the
obtained results indicated that the higher resonant mode shifts to a lower frequency in the nonparallel
configuration.

Ohkusu [7] extended the classical solution for a single heaving circular cylinder to the case of two
cylinders in a catamaran configuration. Faltinsen and Michelsen [8] used the panel method to
simulate the wave effects on 3D floating bodies. The panel method was further extended for two
independent bodies by van Oortmerssen [9]. Ali and Tryaskin [10,11] used the CFD “Computational
Fluid Dynamics” method to investigate the hydrodynamic interaction of two bodies in deep water.

In this paper, the fluid flow around two close ships floating in close proximity on head waves in
shallow water was simulated. A wide range of longitudinal spans were tested, and their effects on
the frequency characters were obtained.

The paper starts by defining the problem in section 2, which includes a brief description of the
geometrical and operational characteristics of the “Aleksey Kosygin” and “Novgorod” hulls in
addition to the governing equations and turbulence modeling approaches. A detailed review of the
computational domain, mesh specifications, numerical settings, and boundary conditions is
described in section 3. Validation with experimental data is subsequently performed. Finally, results
and discussion of the effects of relative longitudinal position on the frequency characters of two
interacted ships are discussed in section 4, conclusions are presented in section 5.
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2. Problem definition

2.1 Hull form

The ships under consideration are the lightering ship “Aleksey Kosygin” and the general cargo ship
“Novgorod”; the displacement of both ships is 53000 tons and 17000 tons, respectively. In this study,
two scaled models with a scale factor of k=0.0177 are used: the “Aleksey Kosygin” model plays the
role of the ship to be lightered (STBL), while the “Novgorod” model plays the role of the service
ship (SS). The hull shape and the principal dimensions and coefficients of both ships are shown in
Table 1 and Fig. 1, respectively.

Table. 1. Main particulars of the “Aleksey Kosygin” and “Novgorod ” ships

LBP B T CB
Aleksey Kosygin 232.0 32.0 10.6 0.660
Novgorod 138.0 20.6 9.0 0.661
™
ST | )

Fig. 1. Geometry of the interacting ships a) “Aleksey Kosygin” and b) “Novgorod “ships

2.2 Axis Conventions

Three sets of right-handed coordinate systems are used; an earth-fixed coordinate system S (x,; ¥o;
zy) with origin located at the still water surface and x, axis points to the direction of wave
propagation, a fixed coordinate system O (X; y; z) linked to each ship, its origin is located at the
intersection of the center-plane, midship plane, and water-plane, with X axis points to the ship bow,
a body bounded coordinate system G (xy,; vy,; Zp) connected to the center of gravity G of each ship
with x;, axis oriented to the ship bow.

Fig. 2. Coordinate systems used for two interacting ships in waves

The vertical axes in all coordinate systems are directed upward. The fixed coordinate system is used
to define the relative positions of each ship to another, as well as their linear and rotational motions.
The corresponding right-handed coordinates are shown in Fig. 2.
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2.3 The non-dimensionality terms

In this study, both ships float parallel on regular head waves without forward speed in shallow water

7 b= 1.8, where h is the water depth [m]. The SS is always located at the starboard side of the
STBL

STBL and its position is defined by the origin location of its fixed coordinate system in the STBL

fixed coordinate system. To clearly describe the case and to reduce the number of variables

associated with it, the relative position of the two ships is defined non-dimensionally as follows:

e The non-dimensional lateral distance (n), n = dy/B,,, Where dy is the lateral distance
between the centerlines of the ships, By, is the average molded breadth of the SS and STBL;

e The non-dimensional longitudinal distance (§), ¢ = dx/Lg,, Where dx is the longitudinal
distance between the mid-sections of the ships, L,,, is the average length between
perpendiculars of the SS and STBL.

When the interacted ships float in symmetry position, their midship planes coincide and so the £&=0.

The linear and rotational amplitudes of the heave, roll, and pitch motions of both ships will be

computed and displayed in a dimensionless form as follows:

RAOheave = 7 RAOron = 5t RAOpiucn = 52—

where F;, F, and Fs are the model response in the corresponding direction, ¢, is the amplitude of

incident waves[m].

During the study, the lateral distance n was kept constant and equal to 1.3, while the longitudinal

distance & was varied to cover the following values: 0%, 15%, 30%, 50%, and100%.

The longitudinal distance & is used to indicate the position of the SS relative to the STBL. So, the

relative positions of SS are classified into two main categories: front and rear positions. In the front

positions, the service ship SS is shifted forward compared with the symmetry position (alongside
position), so the nondimensional longitudinal positions will have a positive value & > 0, while in

the rear positions, the service ship SS is displaced oppositely, and so ¢ < 0.

3. Governing Equations, Turbulence Model

Continuity and Navier—Stokes equations are the basic equations governing the fluid flow, to describe
the turbulent of viscous fluids with a logical computational resource consumption, the Reynolds
average is applied over the continuity and Navier—Stokes equations, PDEs of RANS are described
as follow:

ot
E 0, €Y
ou; _ ou; 10P 0%u;  ouy,
E-l_ uj% - __g-'_ ax;0x;  0x;
j P oXx; jOX; j
where P is the pressure, u; and g; are the velocity and the gravitational acceleration components in
the cartesian coordinate system, Tuj is Reynolds stress, p is the fluid density, 9 is the kinematic
viscosity and F; is the surface tension force.
The air-water interface is captured using the Volume of Fluid (VOF) method.
66—(:+V-(Ua):0 3
where: o is the volume fraction, t denotes time, U is the fluid velocity.
RANS equations are closed with two equations SST k—w turbulence model presented by Menter
[12]. Menter Shear Stress Transport Turbulence Model SST k—w is a two-equation eddy-viscosity
model used for many hydrodynamic and aerodynamic applications, this model combines the well-
known low Reynolds turbulence model k—w and high Reynolds turbulence model k—¢, the former

+ g+ Fyy (2)
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is suitable for simulating flow in the viscous sub-layer, while the latter is ideal for predicting flow
behavior in regions away from the wall, the built-in blinder of SST k—w ensures the appropriate use
of these models. The most recent version of the SST k—w model consists of the following formulas:

d(pk) d(pu;k) _ . d ok
S = P Bokw 5 [(u o) 5], @
d(pw) d(pu;w) 1 6k dw
e P L [(u +ou) g ] Y20 -Fpoioas ()

where k is turbulent kinetic energy, u dynamic viscosity, u, eddy viscosity, P, production of
turbulent kinetic energy, w specific dissipation rate, S is the invariant measure of the strain rate, F; is
a blending function and oy, 8, 8*, 0, 0,2 are closure coefficients.

4. Numerical Formulation

4.1 Computational Domain

During the study, a box-shaped domain was chosen to conduct the entire series of simulations. The
boundaries of the domain were located in a way that coincided with the ITTC “International Towing
Tank Conference” requirements for wave generation and absorption. CreatMesh.py, a home-built
script, was used to prepare a structured hexahedral mesh and automate the procedure of adjusting
the boundaries. During the grid creation, and to maintain the height of the propagating wave, 100
cells within the wavelength and 20 cells within wave height were adhered to.

For all the studied waves, the inlet and outlet patches were located at least at 2L and 5L, respectively,
away from the nearest hull, as shown in Table 2. To simulate the shallow water case, the water phase
was adjusted in a way that the criteria h/A < 1/2 and h/T < 2 were achieved. The domain width
was extended laterally by 3L, the air phase extended to 3L from the still water-free surface, where
L and T are length and draft of STBL, h is water depth, A is wave length. A general view highlighting
different zones of the computational domains is shown in Fig. 3.

uidnmisdsi i mﬂimlmlhﬂnnmnnuumm R
R R L e T T e e e R e Y LV TR L T Y O T

Fig. 3. Overview of computational domain and Grid structure around STBL and SS
Table 2. Inlet and outlet patches of the numerical wave tank

A/L>1 A/L<1
Inlet ahead of front ship 0.5L + 22 2L + 0.5
Outlet behind the rear ship 2L+ 22 3L +34
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4.2 Numerical settings

For complicated fluid flows, FVM is used to discretize the PDEs of the governing equations over
the domain. in order to minimize the consumption of the computational resource, the discretized
form of PDEs of RANS were solved using OpenFOAM CFD package.

Wave generating, propagating and absorbing in the NWT “Numerical Wave Tank” were conducted
by waveFoam solver. The time discretization is based on the first-order Euler bounded scheme, and
the spatial discretization is performed with a linear second-order central differencing scheme for the
convection and diffusion terms.

The simulation was treated as unsteady. PIMPLE, a pressure-velocity coupling algorithm based on
the finite volume method, was used. Piso algorithm was launched by eliminating the outer
correctors, and pressure fields were corrected twice for each time step. Courant number was limited
to CFL < 0.25, time step was left to OpenFOAM by turning on adjustTimeStep option. The total
time of the simulation was adjusted to 12 wave periods. According to the results reported in [13],
turbulence intensity Tu and eddy viscosity ratio . /u were set to 5 and 60, respectively.

The water condition was modeled as fresh water at 17°C, and the corresponding values of density p
and kinematic viscosity nu are set to p=998.8 [kg/m?] and 1.09 x 107°¢ [m?/sec], respectively.
The waveVelocity and waveAlpha boundary conditions set the values from respective wave models
at the inlet of the CFD domain. No-Slip boundary condition was set to the stationary hull surfaces
immersed in the viscous fluid. Pressure values on the walls were assumed to be fixed with zero
gradients, and pressure equal to atmospheric pressure was set at the outlet of the flow domain. An
appropriate wall functions for turbulent fields were set on hull surfaces.

5. Validations

To study the mesh convergence and investigate the discretization errors, three grids were created: a
fine grid of 4265293 elements, a medium grid of 2760868 elements, and a coarse grid of 1461957
elements. In compliance with the requirements of wall functions, y+>30 has been adhered to for all
grids. Smoothed grids have the same structural architecture, and cell sizes across subsequent grids
are correlated according to a ratio of V2 in all domain regions; the cell-to-cell aspect ratio was kept
at 1.2 in the stretching regions.

The heave RAO of the “Novgorod” vessel was evaluated on head waves using the three grids; the
numerical results at wave period 2.79 seconds in model scale were compared with the published
results of Semenova and Thant [2], and the relative error in the coarse, medium, and fine grids was
10.41%, 2.99%, and 1.07%, respectively. The true numerical solution was estimated using
Richardson extrapolation and found to be 0.798. The grid convergence index (GC1%) was calculated
for fine-medium grid and medium-coarse grid and found to be 0.83 and 3.15, respectively.

The grid numerical analysis indicates asymptotically approaching towards the converged solution.
Based on the conducted study and to achieve a balance between computational accuracy and
simulation time, the medium grid was chosen to perform the numerical simulation in this article.

= = = = xemenova & Thaim, single Semencya & Thant, o ship - = = = semenova &1 semerova & Thant, twe ship

B cED, singie . CFE, twa zhip £ro, twa ship
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Fig. 4. Heave RAO for the two interacted ships, “Aleksey Kosygin” (left) and “Novgorod” (right)
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However, Semenova and Thant's potential results for “Aleksey Kosygin” and “Novgorod” hulls,
floating stationary on head waves and shallow water and located parallelly without longitudinal span
at close lateral span n=1.3, were used as benchmarks to evaluate the CFD results [2].

The validations covered the heave RAO of a single ship as well as two interacting ships. The results
of CFD simulations were illustrated in Fig. 4 against potential results, and they seem to be in good
agreement which confirms the quality of the grid and the accuracy of the results obtained.

6. Results

The validation presented above provides a brief overview of the hydrodynamic interaction between
two ships in close proximity; however, the frequency characteristics of two interacting ships are
affected by their relative longitudinal positions. To clearly represent the results, the effect of the
relative longitudinal position & on the ship's motions (heave, pitch, and roll) will be shown separately
for each vessel, and a distinction will be made between the cases of forward and backward
positioning of the SS with respect to the STBL. Calculations were performed for about two months
on node of 20-cores, 3.00 GHz Intel Xeon CPU, 64 GB DDR3, Linux 4.19.0-21-amd64 (x86_64).

6.1 Effect of changing the relative longitudinal position on the heave motions
of the interacting ships

Changing the relative longitudinal position ¢ differently affects the amplitude of the vertical motions
of each of the SS and STBL ships. It has a clear effect on the service ship SS, while its effect is
limited on the STBL ship over the entire spectrum of the studied wave frequencies.

Fig. 5 and 6 show the effect of different relative longitudinal positions, including the symmetry
position & = 0, on the heave motion of the two interacting vessels, SS and STBL.

The results obtained by the numerical simulation will be displayed and discussed according to the
relative longitudinal position & of SS as follows:

6.1.1 Front positions

Figure 5 depicts the influence of SS forward positions on the heave's RAO of both SS and STBL.
For SS, the curves in Fig. 5 indicate that the effect of the forward positions on the heave motion is
related to the wave frequency. The forward positions have a negligible effect at wave frequencies
higher than w = 1.2 and a random effect within the frequency range w € [0.9,1.2]. However,
forward positions are beneficial and lead to a decrease in the heave motion, compared to symmetry
position, at wave frequencies smaller than w = 0.9.

—&— Symmetry #— 15% For 30% For —&— Symmetry &— 15% For 30% For
50% For —%— 100% For 50% For —%— 100% For

1,0 ~ 08

W 55 g STEL

3 % I

w =

T < ¥

91: \ . (=]

= e =

o
w
o
Ny

R £
B AR o w0
00 === Nl r ey
] 05  WIR/S] & 1.5 0 05  WIR/S] 1 1.5

Fig. 5. RAO of heave motions for both SS and STBL ships at positive values of &

Changing the front longitudinal position of SS plays an effective role in reducing her vertical
motions within the frequency range w € ]0.4,0.9[, while its effect is weak outside this range. The
ability to reduce vertical motions by changing the forward relative position ranges from 14.8% at
frequency 0.4 to 53.2% at frequency 0.5.

191



Ali R. Effect of relative longitudinal spacing on the dynamic behavior of two interacting ships in head waves. Trudy ISP RAN/Proc. ISP
RAS, vol. 34, issue 6, 2022. pp. 185-196

Regarding the STBL, the front positions of the service ship SS have a random negligible effect on
the heave motion of the STBL. However, within the frequency range 0.5 to 0.8, the SS forward
positions reduce STBL heave motions comparing to the symmetry position.

6.1.2 Rear positions
Shifting the SS backwards plays an effective role in reducing her vertical motion along a range of
wave frequencies that extends from w = 0.2 to w = 1.2, Fig. 6.

The ability to reduce the SS vertical motions by altering her rear position ranges from 9.9% at
frequency 0.4 to 53.8% at frequency 0.5.
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Fig. 6. RAO of heave motions for both SS and STBL ships at negative values of ¢

Regarding STBL, the rear positions of the service ship SS positively affect the vertical motions of
the STBL for wave frequencies smaller than 0.4, while it has a random effect outside this range.

6.2 The effect of changing the relative longitudinal position on the pitch
motions of interaction ships
The effect of the relative longitudinal position on the pitch motion was studied for two interacting

ships floating stationary on head waves at a small transverse distance n = 1.3. The results are shown
separately for front and rear positions in Fig. 7 and Fig. 8, respectively.

6.2.1 Front positions

The analysis of the numerical results shows that, in comparison with the symmetry position case,
the forward position of the service ship SS slightly affects the pitch motions of each of the two
interacting ships.
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Fig. 7. RAO of Pitch motions for both SS and STBL ships at positive values of &
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Fig. 8. RAO of pitch motions for both SS and STBL ships at negative values of .

6.2.2 Rear positions

When it comes to rear positions, the curves presented in Fig.8 shows that, in comparison to the case
of symmetry position & = 0%, the rear positions of the service ship SS decrease her pitch motion
while slightly affect the pitch motion of STBL. The positive effect of the rear position on the SS
pitch motion appears clearly for wave frequencies that fall within the range w € [0.5, 1].

The curves of Fig. 8 confirm that a rear position of the service ship SS of & = 50% causes a reduction
in her pitch motion by 11.4%, 37.9% and 21.5% for a wave frequency w = 0.5, 0.6 and 0.7
respectively.

6.3 The effect of changing the relative longitudinal position on the roll
motions of interacting ships

6.3.1 Front positions

Forward positions of the SS reduce the peak of roll motion of both SS and STBL ship when
compared to the case of symmetry position. An exception is the forward position & = 30%, which
is associated with an increase in the roll peak of the STBL by 19.3%, Fig. 9.

The curves in Fig. 9 confirm that the shift of the SS to a forward position greater than & = 50%
causes a clear reduction in the values of the roll motions of both ships over the entire range of the
studied wave frequencies.
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Fig. 9. RAO of roll motions for both SS and STBL ships at positive values of &.

In order to more clearly show the effect of the longitudinal position on the peak of roll motion, the
change of peak values was represented in Fig. 11 as a function of the non-dimensional longitudinal
position & for each ship.

Curves of Fig. 11 ensure that the forward relative longitudinal position & = 50% has a positive
effect on both ships, & = 50% results in a 36.8% reduction in roll peak of the SS and 45% for the
STBL.
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Fig. 10. RAO of roll motions for both SS and STBL ships at negative values of £.

6.3.2 Rear positions

Along a range of longitudinal positions extending from the symmetry position to ¢ = 50% aft, the
roll peak of the service ship SS showed a small influence, and its changes remained confined to the
small range between -0.6% and 4% only. However, this is not the case for the STBL ship, where the
relative longitudinal position & = 30% aft of SS is associated with a clear decrease in the STBL
peak value up to 33%, Fig. 10 and Fig. 11.

Curves in Fig. 10 and Fig. 11 ensure that shifting the SS to a rear position & > 50% causes a clear
and significant reduction in the roll motions of both ships.
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Fig. 11. The change of roll peak as a function of ¢ for both SS and STBL

7. Conclusions and recommendations

OpenFOAM, an open-source CFD package, was used to simulate the motion response for two ships
floating in close proximity in head waves and shallow water. RANS method was used for turbulence
modeling and the well-known turbulent model k- SST was used to close RANS equations. The
results of numerical simulation conducted on ships “Aleksey Kosygin” and “Novgorod” showed
that the relative longitudinal position affects the RAO of the heave, pitch and roll motions of each
of the two ships. The following results are obtained for ship length ratio 1.68, and lateral separations
n=13:

e  The frequency characteristics of the ship motion are related not only to the frequency of the
induced wave but also to the relative longitudinal position between the two ships.

e In general, the heave of STBL ship is less sensitive to the longitudinal change of position
compared to the service ship SS. Shifting the service ship SS away from the symmetry position
reduces her heave motion within the range of wave frequencies w < 0.9; maximum
effectiveness takes place at frequencies w €]0.4,0.9][.

e Changing the SS longitudinal position has a neglected effect on the pitch motion of the STBL
ship. The rear positions decrease SS pitch motion when compared with the symmetry position.
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e Forward and rear positions & > 50% ensures a reduction in the peak of roll motions for both
ships.
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Abstract. In this paper the process of gas flow in the flow path of a turbomolecular vacuum pump using the
Cercignani-Lampis (CL) model was simulated. CL model was used as new boundary conditions when
calculating the transition probability. The test particle method (Monte Carlo method) was used in the
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simulation. The calculation of the molecules transition probability through the blade channel in the forward and
reverse directions, the transition resulting probability, the compression ratio was made.
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1. BeedeHue

TypOomonekymsapHbeiii Bakyymubiid Hacoc (TMH), m3o0perennsiii bekkepom B 1957 rony, cran
BEITycKaThea B 1958 romy. C Tex mop OH HaIIeN IIMPOKOe IPIMEHEHHE BO BCEX 00IaCTAX TEXHUKH,
rre HeoOXonuMo oOecrieueHHe BBICOKOTO M CBEPXBBICOKOTO BakyyMa Oylarojapsi 4McTOMY,
MIOCTOSIHHOMY U CO37aBaéMOMY BaKyyMy, IMPOCTOTE 3KCILTyaTallud, U IOBBIIICHHOM CTeNeHHU
JKCIUIyaTallMOHHON HazaexkHocTH. TMH sABisercs €JUHCTBECHHBIM MEXaHUYECKHM BaKyyMHBIM
HAcOCOM, KOTOpPbIH BMecTe C (OpBaKyyMHBIM HAcoCOM MOXET oOecreduBarh IpelesibHOe
ocraTouHoe aabneHue He Menee 107° IMa.

Ilepast xoHctpykims TMH Obuma mpemioxena B 1913 r., korma I'eme mpeactaBmin cBoi
MOJICKYJISIPHBINA HAcOC, B KOTOPOM 3(p(dekT oTkauku 00yCIOBIICH Mepeadyeii UMITyJIbca OT OBICTPO
JIBIDKYIICHCST TTOBEPXHOCTHM pOTOpa dYacTHuaMm rasza. ['ege Obul oaHMM M3 u3o0perareneii
1 y3HOHHOTO Hacoca, B KOTOPOM HCIIOJIb30BAIACh Mepeiada KOJMYEeCTBa IBHKEHHS OT OBICTPO
JIBIDKYIIMXCSL MOJICKYJI HATPETOTo MOTOKA Mapa pabodeil )UAKOCTH YacTHIIaM rasa.

IIpu MOJEKyISIpHOM TEUEHUH ra3a YacTHI(bl CTAJKUBAIOTCS INPEUMYIIECTBEHHO C BHYTPEHHHUMHU
MOBEPXHOCTSIMM, 4YTO TPHBOIUT K 3ddexkTHBHOMY mponeccy oTkauku. [lodToMy Hacochl,
UCTIONB3YIOMKAE 3TOT NPHUHIUII pPadOTHI, HA3BIBAIOTCA MOJEKYJISIpHBIME Hacocamu. [lpnm
MIEPEXOJHOM M BA3KOCTHOM TE€UEHHH Ta3a JEHCTBHE HACOCa OTPaHUIMBAETCS YaCTHIMU B3aMMHBIMH
CTOJIKHOBEHMSAMH dacTull. [lo3TOMy MOJEKyIspHBIE HAacOCHI HCIIONB3YIOTCS B COYETAHUM C
MOAXOISIIIMMH (POPBAKYYMHBIMH HACOCaMH JUISl JOCTHXKEHUs 3P ekTHBHON paboTh! M cTaOMIIBHBIX
[IOKa3aTese.

B 1922 roxy XonpBekoM OblIa peAsIOKEeHA YITydIIeHHAs Bepcust Hacoca [ene. 3urdan B 1940 roxy
CKOHCTPYHPOBAJI €Ile OJWH MOJIEKYJSIPHBIM Hacoc € JAWCKOOOPa3HBIM POTOPOM. OTH paHHHE
MOJIEKYJISIPHBIE HACOCHI HE JOCTUTIIN IIMPOKOTO IIPUMEHEHUSI M3-32 UX HU3KOI OBICTPOTHI IEHCTBHS
U HHM3KOH HajeXHOCTH. [l JOCTIDKEHHS HHU3KOTO IPEAeNbHOI0 OCTATOYHOTO JaBJICHUS
pPacCTOSIHHSA MEXAY BPAINAIOUIMMHUCST — POTOPHBIMH M HEIOJBIDKHBIMH — CTaTOPHBIMH YacTAMHU
JIOCTUTAJIM COTBIE OJM MIIIHMeTpa. [loaTomy mr060e M3MeHeHHne TeMIepaTyphbl WK HOoMaiaHue
TBEPAbIX YaCTHUI] MOTJIO IIPHBECTH K OTKa3y HAacoca N3-3a OCTaHOBa POTOpA.

Koucrpykuust TMH Bekkepa mo3Bomiia wu3bexars 3THX HemocTatkoB [1]. B ocHOBHOM
KOHCTPYKIIUS COCTOUT U3 BEICOKOCKOPOCTHOTO POTOpA U HETIOABIKHOTO CTATOPa 00BETNHEHHBIX B
Kopryce. Bpamaromumiicss 1 HEMOABMXKHBIA TUCKU PACIIONOKEHBI MOCJe0BaTeNIbHO. PaccTosiHus
MEXJIy BpaIIafOIIUMUCS W HEMOJIBIDKHBIMH YacTSIMH HAaXOJATCS B JAHMANa30HE OT HECKOJIBKHX
JIECSITHIX JI0JIEH 10 HECKOIBKUX MIJUTMMETPOB. Bce TUCKH MMEIOT HAKJIOHHBIE JIOTTIATKU ¢ KaHAJIaMH
MEX]ly HUMH, a JIOIIATKU POTOPOB U CTaTOPOB HAKIIOHEHBI B IPOTUBOIOIOXKHYIO CTOpOHY. Kaxabiii
KaHaJl Ha IUCKe JIeHCTBYET KaK 3JIeMEHTapHBIH MOJIEKYJISIpHBIN Hacoc, oJo0HbIH Hacocy ['ene. Bee
KaHaJbI Ha OJJHOM JIUCKE COCTUHEHBI MTapajlIeIbHO U BMECTE JTAIOT BHICOKYIO OBICTPOTY AEHCTBHS.

B nampneiimem kommanusmu Edwards Vacuum, Pfeiffer Vacuum Obuna npeniioxeHa KOHCTPYKITHS
¢ KOMOMHHMpOBaHHOW mpoTo4yHOW dacTblo TMH, koropas oObeaMHHMIa B OJHOM KOpIIyce
JIONaTOYHbIE Kojieca M pabouue IUCKM MOJIEKYJSIPHOTO Hacoca. JTa KOHCTPYKIHMS oOianaer
NPEUMYIIECTBOM 00ECHeUeHNs] BBICOKOH OBICTPOTHI JAEHCTBUST M HU3KOTO IPEIEIHHOTO
ocratoyHoro nasieHusi [2, 3]. MMewTcs W HEKOTOpBIE HEAOCTATKH B BHJE CIOXHOCTH
NIPOMBILIJICHHOT'O MCIOJIHEHHMSI, TpeOOBaHNI K 000PYAOBAHUIO VIl M3TOTOBJICHUSI BEICOKOTOYHOM
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MIPOTOYHOM YacTH, a TaKKe HEOOXOAMMOCTBH NPOBENICHUS CIOKHBIX PAcyeToB JUIS OIpE/ICIICHHS
ONTHMAJIBHBIX OCHOBHBIX mapamerpoB TMH. Kpome Toro, co3maHue mMareMaTHYecKOH MOJIENH
TeuyeHHss ra3a B mpoToyHod dvacth TMH m1O3BOIMT MHHUMH3HMPOBATH  KOJMYECTBO
9KCIIEPUMEHTAIBHBIX 00pa3lOB U MOBBICUTH KayeCTBO NMPOU3BOACTBA M 3()(PEKTHBHOCTH PAOOTHI
TMH.

B nacrosiee Bpemst TMH ncrons3yrorcst B caMbIX pa3HbIX 00JacTsIX HAyKW M TEXHUKHU: B Macc-
CIIEKTPOMETpax, HAHECEHHUE TIOKPBITUH, YCKOPUTEISAX HJIEMEHTAPHBIX YaCTHUII, TEUEUCKATEISX, TIPH
HAMHTAIMN YCIOBHI KOCMHUYecKoro mpoctpanctsa [4, 5]. OcHoBHble oGnactn npuMeneruss TMH
TIpUBEICHHI Ha puc. 1.

* Macc-crieKrpomerpust

* HaneceHne noKpbITHiH

- ) yCKOpHTeJIH JJIEMCHTapHBIX YaCTHIT
oo
* Teuenckarenu

* Murtanus ycs1oBHil KOCMHYECKOTO
IIPOCTPAHCTBA

Puc. 1. Obnacmu npumenenuss TMH
Fig. 1. Applications of turbomolecular vacuum pumps

3amavya coBepIIeHCTBOBaHUS XapakTepucTuk TMH sBisieTCs TOCTaTOUYHO aKTyalbHOUW B YCIOBUSAX
HEOOXOIUMOCTH MOJYYCHHs TEXHOJOIMYECKOro cyBepeHuTera Poccuiickoit ®emepanuu. [is
YCKOPCHHUSI MPOIECCOB MPOCKTUPOBAHUS, Pa3pabOTKU M SKCIEpUMEHTa bHON 00pabotkn TMH
KPUTUYECKUM YCJIOBHEM SIBISIETCS HAJIMYHE TOYHBIX MAaTEMaTHYECKHX MOJEICH, OMHCHIBAIOIINX
npolecc TeueHus ra3a B npotoynoit yactu TMH.

Ha xauecTBO MOJIeTMpOBaHUs TeUeHUs ra3a B mporouHoi yactu TMH noctaToyHo CUIBHO BAUSIOT
0COOEHHOCTH MOJIEIHUPOBAHUS B3aMMOJAEHCTBHS MOJIEKYJT OTKaUMBAEMOI'0 Ta3a ¢ MOBEPXHOCTIMHU
Hacoca. B Hacrosiiee BpeMs B OOJIBIIOM KOJMYECTBE PabOT B KayeCTBE I'PAHMYHOTO YCIOBHS
UCIIONIb3YeTCsl TpaHuuHOe ycioBue MakcBemia (nuddysHoe paccesiHue), 4TO HEJOCTATOYHO TOYHO
OTpa’kaeT 0COOCHHOCTH B3aMMOICHCTBHS T'a3a ¢ TBEPHOH MOBEPXHOCTEIO.

Takum o00pazoM, 1enbi0 paboThl SBJSIETCS MOJEIMPOBAaHME IIpOllecca TeueHHs rasa uepes
IIPOTOYHY) 4YacTb C IPUMEHEHHEM HOBOI'O TIPAHUYHOIO YCJIOBUSA, KOTOPOE IIOKA3aJ0 CBOIO
MEPCIIEKTUBHOCTh B 4acTH 00Jiee TOYHOTO MOJICIIMPOBAHNS 0COOCHHOCTEH B3aUMO/ICHCTBYS ras3a C
TBEPIOi NOBEPXHOCTHIO — MO/IENb, peuioxkeHHas Yepunnbsiau-Jlammuc, YJI) (Cercignani-Lampis
Model, CL) [6,7].

st nocTrkeHus ey padoThl HEOOXOMMO BBIIIOIHUTD CIIEAYIONINE 3a/1a9u:

®  OINKCAHUE PACUETHON CXEMBbI MOJEIIMPOBAHHUS MIPOLIECCa TEUEHMSI Ta3a B IpoTouHOM yactu TMH
MY TIOMOIIHA METOJIa MPOOHOI YaCTHUIIBI ¢ MPHUMEHEHHEM I'PAHUYHOTO ycIoBUsA MakcBemia u
Uepuunpsiau-Jlamnuc;

e IIPOBEACHUE UYUCIIEHHBIX HKCHEPUMEHTOB IO ONPEAENICHHUI0 OCHOBHBIX mapamerpoB TMH c
HCIOJb30BAHUEM YKA3aHHBIX TPAHUYHBIX YCIOBUM IPU pa3IUYHBIX IEOMETPUUYECKHX
napaMmeTpax MexJIONaTOYHOIo KaHajla U CKopocTu BpaueHus poropa TMH;

e  aHaNU3 PE3yJbTATOB YHMCICHHBIX SKCIIEPUMEHTOB M Pa3HULIBI B PE3YJIbTaTaX MOJEIUPOBAHMUS,
MOJIYYEHHBIX PU MOMOIIY IPAaHUYHBIX ycinoBuil Makcepeia u YJI,
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2. OnucaHue pac4emHol modenu

B xone uccnenoBanus MonmenupoBanack npsMas K; u oOparHas K;; BEpOATHOCTH IIPOXOXKICHHS
MOJIEKYJI Yepe3 MEKJIonaTouHbii kanan TMH.

HauanbHbIe ycI0BUSI MOJCTUPOBAHIA: IPOBOANTCS YHCICHHOE PELICHIE ypaBHEHUs MakcBeia —
Bonpumana.

fm®) 1 2%, _
f(VX,Vy,VZ) (Vx, Uy, V) = MY = ZrRTYPZ exp[— ;;TT] = fr(vx) ny(Vy) fv,(v2),

n
- 1 _wt
fo(vx) _(ZnRT)l/Z exp[ 2RT]'

MOICIUPOBAHUE B3aI/IMO,H61\/‘ICTBI/IH MEXAY CTECHKaMH MEXJIONATOYHOI'0 KaHalla W MOJIEKYJIaMu
MOACIUPYECTCA ABYMS TUIIAMU I'PaHUYHBIX YCHOBHﬁ.

e  Mogens Makcsemna (nuddysHoe paccesHue);

, . B _ , , mzvn —mv?
Ry(v' »vie)=(1—-€)8(v-('-2vn)) +e€ 2m(kTs)? exp ( 2kT )'

rae v' ¥ vV CKOPOCTH Majaliioeil Ha IIOBEPXHOCTh M OTPAKEHHON TOBEPXHOCTHIO MOJIEKYIIBI,
Uy, - HOpMaJIbHAsI COCTABIISIOLIAst CKOPOCTH,
M — Macca MOJICKYJIBI,
T - Temneparypa MOBEpXHOCTH,
N — HOPMaJIb K IIOBEPXHOCTH,
k — mocrostaaast Bosbimana,
6(x) - nenvra QyHKUs Jupaka
e Mopens YJI;
Ipu wucnomb3oBanun Mozpenun YJI CKOpOCTH MOJIEKYN IIOCIE CTOJKHOBEHHSI CO CTEHKOMN
PACCUUTBIBAIOTCS CIEIYIOIINM 00pa3oM:

Cir = (2—a;) c.-coscos @ +(1—a;) - ciq
Cetr = 2 —a) c,-sinsind + (1 —a;) ¢y
1
[an-cf +(A-—ay) -’ +2-Ja,-A—ay) ¢ -c, -coscos@]z,

L€ Ciq, Ciz, Cy, — KOMIIOHEHTBI CKOPOCTH MOJIEKYII 10 B3aMMOJICHUCTBHS CO CTEHKOI;
Ct1, Ct2, Cp — KOMIIOHEHTHI CKOPOCTH MOJIEKYJI TTOCJIE B3aMMOAEHUCTBHS CO CTEHKOMH;

Cn

¢, Ay — AKKOMOJAMM TAHTCHIIUAJIIBHOT'O UMITYJIbCa U HOpMaJ’IBHOfI OHEPIruu, COOTBETCTBCHHO.

HpI/I MOACINPOBAHUHN UCHIOJIB30BAJIMCH CICAYIOIIUC NOIMYIICHU:
L4 MIPOCTPAHCTBEHHOEC PACIIPEACTICHNUE MOJIEKYJI Ha CTOPOHE BBICOKOI'O0 BaKyyMa — PaBHOMEPHOC;
° BbICOTa MCXKJIOIIATOYHOI'O KaHajia ABJISICTCA 66CKOH€‘IHOI>1;

®  pEXUM TEUCHHUS Ta3a - MOJICKYJIIPHBIA (OTCYTCTBYIOT CTOJIKHOBEHHS MKy MOJICKYIaMH
rasa);

L4 CKOPOCTH MOJIEKYJI MOAYMHAIOTCA PACTIPEACIICHUIO MaKCBeHHa;

e B3auMoOjeicTBHE MOJIeKyJ raza co crenkaMmu TMH onuceiBaercs Mmoaenbo YepunHbsHU—
Jlamnuc 1 Monenero MakcBenna.

PacuetHast cxema MOJIeIMPOBaHMS IPUBE/ICHA Ha PUC. 2.
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MdopBakyyMm
Bricokuii
BaKyyM

o
MesKIonaTouHoe Jlonarkn

TIPOCTPAHCTBO

Puc. 2. Pacuemnas cxema
Fig. 2. Calculation scheme

B nanHO# paboTe pacCMOTPEHBI CICIYIONIME OCHOBHBIC XapakTepuctuku TMH:

®  pe3yIbTUPYIOIIas BEPOSTHOCTh NEPEX0a MOJIEKYJI Ia3a yepes3 MexXIIONaTOUHbIH KaHal
(mponopuroHaabHa OBICTPOTE AEUCTBUS HAcOCa) Ky ys

L4 CTECIICHDb IMOBBIIICHUSA JABICHUA Ty gy -

Pesysnprupyromas BeposTHOCTh nepexona Ko, ., paccuuThIBaeTcs Mo cienyroei Gpopmyore:

Kmax = Ki — Ki1,
rae K; — BeposSTHOCTh Iepexo/ia MOJIEKYJ Yepe3 MEKIIONaTOUHbIA KaHal B IIPSIMOM HallpaBJICHHUH;
K;; — BepOATHOCTb Iepexoa MOJIEKYJI Yepe3 MEXJIONaTOYHbIH KaHall B 0OpaTHOM HaIlpaBJICHUH,
CreneHp NOBBIMICHUS JABICHUS Tyy,q, PACCUUTHIBACTCS 1O CIEAYIOIEH hopMmyIe:

K;
Tmax = 7, -
KII

BeposTHOCTH NPOXOXIEHHS MOJEKYlT B NpsSMOM M OOpaTHOM HAmpaBICHHUHU OIpPEICIISIOTCS
METOAOM IpoOHOU JacTuIsl (Meton MoHnTe-Kapio), KoTophblii moka3ai cBoo 3QQEKTHBHOCTD MPH
pacuete xapakrepuctuk TMH.
BeposTHOCTB TIepexo1a yepe3 MEeXKIIOIaTOYHBIH KaHal B IPSMOM HaIlPaBICHAN PACCUUTHIBACTCS 10
creayroniei hopmysie:
N,
K =—,
N
rae N; — KOJIMYEeCTBO YAaCTHIl, KOTOPHIE MEPEHUId CO CTOPOHBI BEICOKOTO BaKyyMa Ha CTOPOHY
dbopsakyma, N — o0111ee KOTHYECTBO YACTHII TPH MOJCIUPOBAHUU.
BeposTHOCTB Iepexo/ia uepe3 MexKIIONATOYHEI KaHal B 0OpaTHOM HAaIPaBICHUU PACCUUTHIBACTCS
o cieayronieit popmyie:
Ny
N
rae N;; — KOJIMYEeCTBO YaCTHIl, KOTOPBIE MEPEIUIH CO CTOPOHBI (hOPBaKyyMa BaKyyma Ha CTOPOHY
BBICOKOTO.

Ky =

YprHHCHHBIﬁ AJITOPUTM MOJCTIMPOBAHUA METOAOM HpO6HOﬁ YacCcTULbI ITOKa3aH Ha pUC. 3:
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Iboanmmemo

Puc. 3. Yxpynnennviii areopumm mooenuposanus Memooom npoobHol yacmuybsl
Fig. 3. Enlarged modelling algorithm by the test particle method

MopenupoBaHue MPOBOAMTCS B J(Ba JTara: MOJCIMPOBAHUE IMPSIMOrO M OOPAaTHOTO INEPEeX0JI0B
MOJIEKYJI 4epe3 MEKIIONAaTOUHbIN KaHal. [Ipu npsmMoM nepexoje 4acTUllbl THULMAIU3UPYIOTCA Ha
CTOpOHE BBICOKOTO BakyyMma. [Ipu oOpaTHOM mepexojie 4acTHIbl HHUIUAIU3UPYIOTCS Ha CTOPOHE
¢dopBakyyma. Ha kakioM sTare MOAENHUPYETCs IBH)KEHHE KaXKJOM YacTUIBI B MEXJIONIATOYHOM
KaHalle, TMOJYMTHIBACTCS KOJIMYECTBO YACTHIL, JOCTUTHIMX (hOpBaKyyMa M BBICOKOTO BaKyyMma,
COOTBETCTBEHHO.

AnroputMm peanms3oBaH Ha s3eike GNU Octave (Bepeust 5.1.0). IIpu MonenupoBaHUM TPSIMOTO H
06paTHOTO Iepexoaa paccMaTpuBatock 10%uacTum.

3. OnucaHue YucrieHHo20 3KcrnepuMeHma

B xo/1e 4MCIeHHOT0 3KCIePUMEHTa PacCMaTPUBAIINCH CIEAYIOINE KOMOWHAIIMN T€OMETPUIECKUX
MapaMeTpoB MEKIIONMATOYHOTO KaHama (yrod HakIOHA JIOMATOK «, COOTHONICHHS CTOPOH
MEKIJIONIATOYHOTO KaHaja %) 1 COOTHOIIEHMSI OKpYXHOH ckopoctu sonarok TMH k nambomnee
BEPOSITHOH TETJIOBOM CKOPOCTH MOJIEKY C

e 3mnauenus C =[0.5, 1.0, 1.5, 2.0];

e 3HauCHHS % =[0.60.81. 1.21.41.6];

e 3Havenus a = [15, 30, 45].

Jlnst kak oM U3 MoJiesiell B3auMOJIEHCTBUSI MOJIEKYJT M CTEHOK MEKJIONAaTOYHOTO KaHaja (MOAENh
Maxkcgemna u moaens YJI) momenupyercss mporecc TeUSHHS ra3a B MOJICKYJIIPHOM PEXHMe MpH
BCE€X BO3MOKHBIX BbINICYKa3aHHBIX KOMGI/IHaHI/IHX TCOMETPHUUCCKUX MAPaAaMETPOB MEKIIOTATOYHOTO
KaHaJa ¥ COOTHOIIEHUS! CKOPOCTEH.

MopenupoBaHue TPOBOAWUTCS OTACNBHO C IPUMEHEHHEM Mojienn MakcBeniga ¥ OTHACNBHO C
MIPUMEHCHUEM MOACIN YJI co CJICAYIOIUMHA 3HAYCHUAMU K03(1)(1)I/IHI/ICHTOB aKKOMOJanuu
TaHTE€HIMAIBHOT0 uMITynsca &, = 0.9 u HopManbsHOIl SHepruu a, = 1.0.
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4. Pe3ynbmamabl u o6¢cyx0eHus1 YUC/IEHHO20 3KclepuMeHma

Pe3ynbraThl MOZICTIMPOBAHUS TS CITy4asl yIila HaKJIOHA JIOMATOK MEXIIONAaTOYHOro KaHama a=15°
TMOKa3aHbI Ha puC. 4.
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Puc. 4. Pesynomamor modenupoganus Ons CAy4as yeia HakioHd TONAMOK MEeNCIONamo4Ho2o kanana o.=15°%
(a) 3nauenus Ky, gy, nonyuennvie npu nomowu mooenu 4J1I, (6) Pasnuya mesxncoy snavenuamu Koy,
noyyeHHvIMU npu nomowu mooenu 9J1 u sHavenuaMuU, NOIYYeHHbIMU NPU NoOMOwU Modeau Makceenna; (8)
uauenusn Ty, gy, nonyuennsie npu nomowu mooenu 9JI, (2) Pasnuya mesncoy snavenuamu Ty, gy, nOIYYEHHOIMU
npu nomowiu mooenu 9T u SHAYEeHUAMU, NOTIYUYEHHbIMU NPU NOMOWU Mmooenu Maxceenna
Fig. 4. Results of modelling for the case of the angle of inclination of the blades of the interscapular channel
a=15 (a) K_max values obtained with the CL model, (b) Difference between the K_max values obtained
with the CL model and those obtained with the Maxwell model; (c) T_max values obtained using the CL
model, (d) Difference between the T_max values obtained using the CL model and those obtained using the
Maxwell model
Pe3ynbTaThl MOICTMPOBAHUS TSI CIydast yIiia HAKJIOHA JIOTIATOK MEXKIIONaToYHOro Kanama a=30°

TOKa3aHbl Ha puc. 5.

Pe3ynbTaThl MOICTMPOBAHUS TSI CIydast yIiia HAKJIOHA JIOTATOK MEXKJIONMATOYHOT0 KaHaima a=45°
MMOKa3aHbI Ha puC. 6.

W3 ananms3a moMydeHHBIX Ipa)UKOB MOXKHO CJIENaTh BEIBOJ, YTO OCOOCHHOCTH MOJICIUPOBAHHS
rpolecca TeYEeHUs ra3a ¢ IPUMEHEHUEM I'PAHUYHBIX YCIOBHH, onucaHHbIX Moaenbto YJI umeror
Oonpiee BO3ACHCTBHE MPHUMEHHTENBHO K MApaMeTPy  Tpgy NPH MEHBIINX YIJIaX HaKIOHA
MEXKJIOTIATOYHOTO MPOCTPAHCTBA U OONBIINX 3HAYCHUSIX COOTHOIICHUs cKopoctel U.
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IIpn ManoM COOTHOLIEHHH CTOPOH MEXJIONIATOYHOTO KaHaja a/b 3HAa4MTENbHO BO3pacTaeT
KOJINYECTBO YaCTHUI], YAAPSIOMUXCSA O CTCHKH MEXJIONAaTOYHOI0 KaHajla, CKOPOCTH KOTOPBIX IOcTe
CTOJKHOBEHUS PACCUMTHIBAIOTCS NMpH Homouy Mojenu UJI, koTopast 3HaUUTENbHO OTJIMYAETCS OT
Mojenu Makcsesuia (nuddysHoe paccesHue). CrenoBaresibHO, 4eM OO0JIbILE OTHOCUTEINIBHAS JUTNHA
MEXKJIONATOYHOI'O KaHajia, TeM OoJjplie OyAeT pa3HHULa MEXAy pe3yjbTaTaMHi MOJCIUPOBAHUS C
rpaHu4HbIM yeaoBueM UJI u rpaHnuHBIM ycnoBueM Makcsemia.
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Puc. 5. Pezynomamul modenuposanusi Ois CLyuas yeid HaKioHa J0Namok Mexcionamounozo karnana o=30%
(a) 3nauenus Ky, gy, nonyuennsie npu nomowgu modenu 4J1, (6) Pasnuya mexncoy snauenusimu Ky gy,
NOAYYEHHBIMU npU nomowu mooenu /I u snauenusimu, noryuerHviMu npu nomowyu mooenu Makceenna; (8)
Bnauenus Ty gy, nonyuennvie npu nomowgu modenu 4J1, (2) Pasnuya mexncoy snauenusimu Ty, gy, NOTYUSHHBIMU
npu nomowju mooenu 91 u SHAYEHUAMU, NOJIYYEHHbIMU nPU NOMOWU Mmooenu Makceenna
Fig. 5. Results of modelling for the case of the angle of inclination of the blades of the interscapular channel
a=30° (a) K_max values obtained with the CL model, (b) Difference between the K_max values obtained
with the CL model and those obtained with the Maxwell model; (c) T_max values obtained using the CL
model, (d) Difference between the T_max values obtained using the CL model and those obtained using the
Maxwell model
Pe3yJIBTaTBI MIPOBEACHHBIX YUCJICHHBIX OKCIICPUMEHTOB ITOKA3BIBAIOT CYIIECTBEHHOEC PACXOXKIACHUC
MEXAY pe3yJbTaTaMM MOJEIMPOBAHUS, IIOJYyUYEHHBIMU IIPU oMol mMonened Makcseiia u 4JI.
JlanHOe  OOCTOSATENBCTBO  HEOOXOAMMO  yYUTHIBATH NPU  MPOSKTHPOBAHWU HOBBIX U

COBEPIICHCTBOBAHHH CyIecTBYIOmux oopasnos TMH.

HpI/I 5TOM HeO6XOJlI/IMO MMPOBEACHUE NOIMOJHUTEIBHBIX SKCIIECPHUMCHTAJIIBHBIX I/ICCJ'[elIOBaHI/Iﬁ JJIsL
OTpENeICHUs] TOYHBIX 3HA4YCHUH KO3(QPHUIMEHTOB akkoMomanmwu B pamkax woxenu YJI
MIPUMEHHUTEIBHO K TPeOyEeMBIM THIIaM OTKaYHBAaEMBIX Ta30B (aproH, a30T, TEIIH).
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KpOMe TOro, B paMKax I[aHHOﬁ pa6OTLI ObLIN MpOBCACHBI PACUCThl UCKIIOYUTCIBHO B
MOJICKYJIAPHOM PEKUME. B IIaJ'IBHeﬁIIIPIX pa60Tax HeO6XO}II/IMO MPOU3BECTHU HCCJICAOBAHUA
BJIMAHUS HOBBIX I'PaHUYHBIX yCJ'IOBI/Iﬁ HC TOJIBKO B MOJICKYJIAPHOM PEKUME, HO U B IEPEXOTHOM U
BA3BKOCTHOM PEXUMaAX.
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Puc. 6. Pesynomamot mooenuposarusi 0Jist CLyHas yeia HaKioHA JONAMOK MeNCIONAmoyuHo2o kanana o.=45°%
(a) 3nauenusn Ky, 4., nonyuennvie npu nomowu mooenu 4J1, (6) Paznuya meoncoy snavenusimu Ky qy,
noayuennviMu npu nomowgu mooeau 9J1 u 3navenusimu, noryueHHbIMU npu nomowyu mooeau Maxceenna; (8)
3uauenus Ty, gy, nonyuennsie npu nomowu mooenu 4JI, (2) Paznuya mesucody snavenusimu Ty, gy, NOTYYEHHOIMU
npu nomowu mooenu 4J1 u snawenusmu, NOIYYEHHBIMU NPU ROMOwU Modenu Makcseenna
Fig. 6. Results of modelling for the case of the angle of inclination of the blades of the interscapular channel
a=45° (a) K_max values obtained with the CL model, (b) Difference between the K_max values obtained
with the CL model and those obtained with the Maxwell model; (c) T_max values obtained using the CL
model, (d) Difference between the T_max values obtained using the CL model and those obtained using the
Maxwell model

5. BbieoOhbI

B paGorte 65110 IPOBEIEHO YHUCICHHOE MOSITUPOBAHKE ITPOIlecca TEUCHHUS ra3a B MPOTOYHOH YacTH
TMH npu noMomu mMetona MpoOHON YaCTHIBI MIPH MOMOIIYU JIBYX HOIXOJOB K MOJIEIHPOBAHUIO
B3aMMOJICHCTBHS MOJIGKYJ Ta3a u ¢ mnoBepxHocThio TMH: momenmn Maxkcsemma (muddy3Hoe
paccesiue) u Moaenu Yepunabsau-Jlammuc. [Ipu oMoy BEIYUCTUTEIIFHOTO SKCIICPUMEHTA OBLIO
OLICHEHO BJIUSHUE BBIILIEYKA3aHHBIX MOJEJIEH B3aUMOJIEHCTBUS ra3za ¢ TBEpAOW MOBEPXHOCTHIO B
IIMPOKOM JIMAIIa30He TeOMETPUIeCKUX (Yroj HaKJIOHA MEXIIONMAaTOYHOTO KaHala M COOTHOIICHUE
CTOPOH MEXJIONATOYHOTO KaHala) W KHHEMAaTHIECKHX (COOTHOIIEHHE CKOPOCTH JIOMATOK H
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Hambosiee BEPOSATHOM TEIUIOBOH CKOPOCTH MABWKCHHS MOJIEKYJ) ITapaMeTpoB Ha OCHOBHBIC
xapakTepuctuku TMH (cTeneHb NOBBINICHHS JaBICHHUS U MaKCUMaJIbHAsL OBICTPOTA JICHCTBUA).

Pe3ynbpTarhl BBIYMCIUTENBHOTO SKCIEPUMEHTA IIOKa3bIBAIOT CYLIECTBEHHYIO Pa3HUIY MEXAY
pe3ynbTaTtaMu, MOJyYeHHBIMH NP NOMOIIY Mojenu Makcsena u Moaenu YepuuHpsaau-Jlamnuc,
JUIA  OTIpeJeNieHHBIX KOMOMHAIWII MapaMeTpoB Hacoca, 9YTO HEOOXOOMMO YYHTHIBATH IIPH
pa3paboTke u nmpoeKkTUpoBanuu obpasios TMH.
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