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Аннотация. В статье проверяется гипотеза применимости нейросетевых автокодировщиков как метод 

векторного сжатия для задачи приближенного поиска ближайших соседей. Проверка проводилась на 

нескольких больших датасетах с различными архитектурами автокодировщиков и индексов. Она 

показала, что, хотя ни одна из комбинаций автокодировщиков и индексов не может полностью 

превзойти чистые решения, в некоторых случаях они могут быть полезными. Мы также выявили 

некоторые эмпирические связи оптимальной размерности скрытого слоя и внутренней размерности 

наборов данных. Было также показано, что функция потерь является определяющим фактором качества 

сжатия. 

Ключевые слова: приближенный поиск соседей; автокодировщики; крупномасштабный набор 

данных. 
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Abstract. The paper examines the hypothesis of the applicability of neural autoencoders as a method of vector 

compression in the pipeline of approximate nearest neighbor search. The evaluation was conducted on several 

large datasets using various autoencoder architectures and indexes. It has been demonstrated that, although 

none of the combinations of autoencoders and indexes can fully outperform pure solutions, in some cases, they 

can be useful. Additionally, we have identified some empirical relationships between the optimal 

dimensionality of the hidden layer and the internal dimensionality of the datasets. It has also been shown that 

the loss function is a determining factor for compression quality. 

Keywords: approximate nearest neighbor search; autoencoders; large datasets. 
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1. Введение 

В настоящее время объем данных, доступный в Интернете, растет экспоненциально. Этот 

рост создает потребность в эффективных методах поиска информации, способных 

справиться с такими объемами. Информационный поиск (Information Retrieval, IR) – это 

процесс поиска и получения информации, соответствующей потребностям пользователя. Он 

включает в себя как поиск, так и фильтрацию больших объемов данных, чтобы представить 

наиболее релевантные результаты. Это особенно важно в таких областях, как научные 

исследования, где точность и актуальность полученной информации могут существенно 

повлиять на результативность проекта. К тому же экспоненциальный рост объема данных 

ведет к усложнению задачи поиска релевантной информации из-за постоянного ее роста. 

Одной из наиболее активных областей исследований в области информационного поиска 

является задача приближенного поиска ближайших соседей (Approximate Nearest Neighbor, 

ANN). Она возникает в большом числе приложений: от систем рекомендаций до 

компьютерного зрения, где целью является поиск ближайших соседей для запроса в большой 

базе векторов, где точные алгоритмы поиска ближайших соседей могут быть вычислительно 

затратными и непрактичными для больших наборов данных. Это требует от исследователей 

поиска приближенных алгоритмов, которые могут возвращать приближенное решение с 

приемлемой точностью. Данные методы обычно включают построение такой структуры 

данных, как дерево или граф для эффективного сужения пространства поиска и избегания 

проверки всех возможных кандидатов. Другим возможным направлением является 

исследование различных методов сжатия векторов. 
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В частности, проблема с большими наборами данных возникает из-за того, что общая 

размерность векторов варьируется от сотен до нескольких тысяч. Это ведет к высоким 

требованиям к размеру хранилища, а также к оперативной памяти. Несмотря на то, что 

графические процессоры позволяют проводить быстрые матричные вычисления высокой 

размерности, способы сжатия векторного представления для экономии ресурсов 

представляют практический интерес. 

В данной работе мы исследуем нейронные сети с архитектурой автокодировщика в качестве 

компрессора векторов для поиска ближайших соседей. Вероятно, они могут расцениваться 

неподходящими для этой задачи в связи с высокими вычислительными затратами. Тем не 

менее мы решили исследовать, какие возможные преимущества могут принести 

автокодировщики в роли векторного компрессора. 

В статье мы проверяем гипотезу об использовании автокодировщиков в качестве метода 

сжатия векторов путем проведения обширных тестов различных методов приближенного 

поиска ближайших соседей с использованием нескольких автокодировщиков на нескольких 

наборах данных. Мы также покажем, что существует граница сжатия, пересечение которой 

на некоторых алгоритмах поиска вызывает быстрое падение качества независимо от типа 

автокодировщиков, показывающих определенный уровень качества до этой границы. Мы 

также показываем эмпирически, как это может быть связано с внутренней размерностью 

данных. 

2. Смежные работы 

Первые алгоритмы поиска были основаны на древовидных методах, таких как KD-tree [1] и 

Ball tree [2], которые организовывают данные в древовидную структуру для результативного 

поиска. Эти методы широко применяются для приближенного поиска ближайших соседей в 

пространствах низкой и средней размерности, где данные могут быть эффективно 

организованы в такую структуру. Предполагается несколько вариантов древовидных 

методов для улучшения их производительности, включая использование случайных KD-trees 

и иерархической кластеризации. Эти методы эффективны и действенны для данных с более 

низкой размерностью.  

Как было упомянуто ранее, существует множество исследований по методам сжатия. Один 

из наиболее популярных методов сжатия – квантизация произведений (product quantization, 

PQ) [3]. Метод подразумевает разделение исходного пространства данных на 

подпространства и последующую их квантизацию независимо друг от друга. Метод показал 

высокую эффективность для высокоразмерных данных и применяется в таких областях, как 

поиск изображений и распознавание речи. 

Еще одной значимой группой алгоритмов являются графовые методы. Например, NSW 

(Navigable Small World) [4] использует структуру сети "малого мира" для эффективной 

«навигации» по данным. Суть этой структуры заключается в поддержании баланса между 

локальными и глобальными связями. Этот метод доказал свою эффективность для 

высокоразмерных данных и используется в таких областях, как поиск изображений и поиск 

текста. HNSW [5] (Hierarchical Navigable Small World) является расширением NSW и 

использует иерархическую структуру, что улучшает эффективность исходного подхода. 

Графы HNSW разделяют данные на несколько уровней, каждый из которых содержит графы 

разного масштаба. Этот подход можно сравнить с почтой: сначала письмо пересылается 

между странами (граф стран), затем между городами (граф городов) и затем уже между 

городскими отделениями (граф отделений). Таким образом метод позволяет с высокой 

точностью осуществлять поиск по данным на разных масштабах и повышает общую 

эффективность приближенного поиска ближайших соседей. HNSW показал свою 

эффективность для высокоразмерных данных и применяются в таких областях, как поиск 

изображений и системы рекомендаций. 
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Еще одно направление исследований, которое также смежно с нашим, – это создание 

векторных представлений, потенциально пригодных для приближенного поиска ближайших 

соседей. Например, в работе [6] авторы предлагают обучаемый слой индексирования 

векторных представлений. Вместе со специальной регуляризации функции потерь, этот слой 

может быть встроен в любую глубокую нейросеть для задачи информационного поиска, 

позволяя совместно обучать векторные представления и поисковый индекс для них. 

3. Проблема поиска ближайших соседей 

Поиск ближайших соседей является основной проблемой во многих приложениях 

машинного обучения и анализа данных, где целью является поиск 𝑘 ближайших соседей 

заданной точки запроса в большом наборе данных. Пусть 𝑋 =  {𝑥1, 𝑥2, . . . , 𝑥𝑛} – набор из 𝑛 

векторов в 𝑑-мерном пространстве, а 𝑞 – вектор запроса в 𝑑-мерном пространстве. 𝐾 

ближайших соседей 𝑞 в 𝑋 определяются как 𝑘 векторов 𝑥𝑖  в 𝑋, минимизирующих функцию 

расстояния 𝑑𝑖𝑠𝑡(𝑞, 𝑥𝑖): 

𝑚𝑖𝑛{𝑖=1,2,..,𝑘}𝑑𝑖𝑠𝑡(𝑞, 𝑥𝑖)   

где 𝑑𝑖𝑠𝑡(𝑞, 𝑥𝑖) – функция расстояния, которая измеряет сходство или различие между 

вектором запроса 𝑞 и вектором базы данных 𝑥𝑖. В данном случае используется евклидово 

расстояние. 

Прямой подход, вычисляющий расстояния между точкой запроса и каждой точкой в наборе 

данных, имеет временную сложность 𝑂(𝑛𝑑), что является непрактичным для больших 

наборов данных. Алгоритмы ANN стремятся найти приближенный набор из 𝑘 ближайших 

соседей, которые находятся в непосредственной близости к истинным ближайшим соседям, 

тем самым существенно снижая вычислительную сложность. 

Точность алгоритмов ANN обычно измеряется в терминах полноты (recall), которая 

представляет собой долю найденных истинных ближайших соседей, относительно всех 

истинных ближайших соседей. Пусть 𝑁𝑁(𝑞) обозначает множество истинных 𝑘 ближайших 

соседей вектора 𝑞 в 𝑋. Полнота 𝑅@𝑘 алгоритма ANN, который возвращает множество 𝑘 

векторов 𝑆(𝑞) для данной точки запроса 𝑞, определяется следующим образом: 

𝑅@𝑘 =
|𝑆(𝑞) ∩ 𝑁𝑁(𝑞)|

|𝑁𝑁(𝑞)|
  

где |𝑆(𝑞) ∩  𝑁𝑁(𝑞)| – количество элементов в пересечении множеств 𝑆(𝑞) и 𝑁𝑁(𝑞), а 

|𝑁𝑁(𝑞)| – количество элементов в множестве 𝑁𝑁(𝑞). 

Эффективность алгоритмов ANN измеряется по времени запроса, то есть времени, 

необходимого для поиска 𝑘 ближайших соседей для данной точки запроса. Целью 

алгоритмов ANN является достижение разумного соотношения между точностью и 

эффективностью за счет баланса между качеством приближенного решения и 

вычислительной сложностью его нахождения. 

4. Использование автокодировщика для сжатия набора данных 

Нейронные автокодировщики [7] представляют собой тип нейронных сетей, используемых 

для обучения без учителя. Они состоят из кодирующей (энкодера) и декодирующей 

(декодера) частей. Цель заключается в восстановлении входных данных на выходе. Энкодер 

отображает входные данные в скрытое пространство меньшей размерности, в то время как 

декодер отображает векторы из скрытого пространства обратно в исходное. Мы полагаем, 

что возможно использовать энкодер для снижения размерности векторизованных наборов 

данных. 

Формально пусть 𝒙 будет входным вектором, а 𝒉 – вектор в скрытом пространстве. Энкодер 

отображает 𝒙 в 𝒉 с помощью функции 𝑓(𝒙)  =  𝒉. Аналогично, пусть y будет выходным 

вектором, а g – функция, отображающая h обратно в y, 𝒚 =  𝒈(𝒉). Цель автокодировщика 
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состоит в минимизации ошибки восстановления (the reconstruction loss), которая является 

разницей между входными данными x и выходными данными y. Одним из распространенных 

способов измерения ошибки восстановления является среднеквадратическая ошибка (MSE):  

𝐿(𝑥, 𝑦) =
1

𝑛
∑ (𝒙𝑖 − 𝒚𝑖)

2

{𝑛}

{𝑖=1}

  

где 𝑛 – количество векторов на входе. Основное свойство, которым должен обладать 

автокодировщик для задачи поиска ближайших соседей, – сохранять отношения между 

векторами при преобразовании векторного пространства. В экспериментах мы используем 

несколько модификаций описанного автокодировщика, который мы будем называть Vanilla. 

Полагаем, что модифицированные варианты сохраняют отношения между точками лучше, 

чем Vanilla. 

Для начала рассмотрим автокодировщик "The Neighborhood Reconstructing Autoencoders" [8], 

идея которого заключается в использовании аппроксимации функции декодера с помощью 

локальных графов. Эти графы отражают локальную геометрию распределения данных, что 

позволяет сделать автокодировщик более устойчивым к переобучению и проблемам 

связности. Для этого метода строится полностью связанный граф соседства, который 

используется в функции потерь:  

𝐿 =  ∑ ∑ ||𝑥 − 𝑓𝜃(𝑔𝜙(𝑥); 𝑔𝜙(𝑥𝑖))||

{𝑥∈ 𝑁(𝑥𝑖)}𝑖

  

где 𝑁(𝑥𝑖) – множество соседних точек для 𝑥𝑖, а  𝑓(. ; 𝑔𝜙(𝑥𝑖)) – аппроксимация декодера 𝑓𝜙(𝑥) 

относительно закодированной точки 𝑔𝜙(𝑥). 

Другая модификация – DCEC [9] (Deep Clustering with Convolutional Autoencoder), где в 

архитектуру автокодировщика Vanilla был добавлен слой кластеризации после энкодера. 

Этот слой является обучаемыми центроидами для кластеров в данных, что, как мы считаем, 

позволит проводить более детальное разделение векторного пространства и, как следствие, 

улучшит качество алгоритмов поиска, не основанных на графе. Математически слой 

кластеризации, как было сказано выше, представляет собой центроиды кластеров в виде 

обучаемых весов и отображает каждый скрытый вектор 𝑧𝑖 в нестрогую метку 𝑞𝑖, которая 

рассчитывается следующим образом:  

𝑞{𝑖𝑗} =
 (1 + ||𝑧𝑖  − 𝜇𝑖||

2
)

−1

∑ (1 +  ||𝑧𝑗 − 𝜇𝑗||
2

)
−1

𝑗

 

Функция потерь кластеризации определяется как: 𝐿𝑐 = 𝐾𝐿(𝑃||𝑄) где 𝑃 – целевое 

распределение. Авторы предлагают эвристическое целевое распределение (см. уравнение 8). 

Тем не менее распределение может быть любым, которое (1) способно создавать нестрогие 

метки, (2) улучшать чистоту (purity) кластеров, (3) обращать внимание на точки с высокой 

уверенностью и (4) нормализовывать влияние центроидов, чтобы предотвратить искажение 

векторного пространства. Наконец, функция потерь кластеризации добавляется к функции 

потерь восстановления с помощью гиперпараметра 𝑌, который контролирует ее влияние:  

𝐿 = 𝐿𝑟𝑒𝑐   + 𝛾 𝐿𝑐 

Наконец, мы рассмотрим гиперболический автокодировщик (Hyperbolic Autoencoder [10]), 

работающий в гиперболическом пространстве. Авторы этого подхода  используют модель 

сферы Пуанкаре, которая определяется как 𝐵𝑛 = {𝑥 ∈  𝑅𝑛: ||𝑥||} с метрическим тензором 

Римана. Особенностью этого автокодировщика является метрика расстояния между двумя 

точками (см. уравнение 2), которая делает расстояния близкимиt в евклидовом пространстве 

экспоненциально большими в гиперболическом пространстве. Это позволяет эффективно 

моделировать сложные сети и структуры похожие на деревья. 
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5. Описание наборов данных 

Чтобы сделать наш тест достаточно обширным, мы используем шесть наборов данных, 

основные статистические показатели которых приведены в табл. 1. Описание используемых 

датасетов: 

 SIFT-Small Dataset [3]: компактная версия набора данных SIFT-1M, который 

состоит из 10 000 дескрипторов SIFT, извлеченных из набора изображений. 

 SIFT-1M Dataset: один миллион дескрипторов SIFT, извлеченных из набора 

изображений. Обычно используется в качестве стандарта для оценки 

производительности алгоритмов поиска ближайших соседей. 

 GIST Dataset [3]: набор данных из 1 миллиона дескрипторов GIST. Другой часто 

используемый эталон для алгоритмов ANN. 

 GIST Dataset 1B: такой же, как датасет GIST, но с количеством в один миллиард 

дескрипторов. 

 Wiki-LASER Dataset: набор данных, который мы создали на основе статей из 

Википедии. Мы разбили каждый текст на предложения и закодировали их с 

использованием метода LASER (Language Agnostic Sentence Representations) [11].  

 Wiki-LASER Dataset Small: уменьшенная версия датасета Wiki-LASER Dataset. 

 Open Images Dataset (OID) [12]: набор данных, который содержит более 9 

миллионов изображений с более чем 30 миллионами ограничительных рамок. 

Набор разработан задач обнаружения объектов, классификации и обнаружения 

визуальных отношений. Мы используем сеть ResNet18 для получения векторных 

представлений изображений, которые затем были нормализованы и преобразованы 

в единый вид. 

 Open Images Dataset small (OID small): уменьшенная версия датасета OID. 

Табл. 1. Сводная статистика наборов данных. BPС означает "байт на компонент" 

Table 1. Statistic of the datasets. BPС means “byte per component” 

Название Размерность Vec cnt BPС 
Query vec 

cnt 

Learn vec 

cnt 
Orig size 

siftsmall 128 10,000 4 100 25,000 5,120,000 

sift1m 128 1,000,000 4 10000 100,000 512,000,000 

gist 960 1,000,000 4 1000 500,000 3,840,000,000 

sift1b 128 1,000,000,000 1 10000 100,000,000 128,000,000,000 

OID small 512 1,012,239 4 1012 101,223 2,073,065,472 

OID 512 8,390,600 4 83906 843,480 17,183,948,800 

Wiki-LASER 

Dataset small 
1024 576,940 4 576 57,694 2,363,146,240 

Wiki-LASER 

Dataset 
1024 87,817,400 4 87783 1,317,261 359,700,070,400 

6. Подготовка к тестированию 

Для тестирования мы выделили разные флаги и компоненты и составляем из них разные 

комбинации. Результаты перспективных комбинаций мы свели в таблицы для каждого 

конкретного набора данных (см. Табл. 3-10 в конце статьи). Таблицы разделены на две части. 

Первая часть (табл. 3, 5, 7, 9) состоит из результатов, вторая (табл. 4, 6, 8, 10) описывает 
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некоторые параметры комбинации. Строки могут быть сопоставлены по столбцу ID. Мы 

используем реализации различных индексов из библиотеки Faiss [13]. Тестовые случаи 

делятся на две группы: первая группа – это случаи, когда используется автокодировщик в 

сочетании с индексом и/или квантования из Faiss, а вторая группа – это случаи, когда 

используются только компоненты Faiss. В качестве индексов мы используем Flat, IVFPQ, 

HNSW и NSG (столбец index). В качестве автокодировщиков (столбец enc) мы используем 

все описанные варианты: Vanilla, DCEC, HyperAE, NRAE. 

Кроме того, экспериментируем с нормализацией входных и выходных векторов (столбцы 

norm inp vect, norm embs и norm out vect), скрытой размерностью автокодировщиков (столбец 

hidden dim) и установкой размерности скрытого слоя, равной размерности входа 

автокодировщика (столбец set l hidden). Эти параметры представлены в виде столбцов во 

второй таблице. Если столбец не указан, это означает, что он имеет одно и то же значение в 

каждой ячейке. По умолчанию отсутствие значения означает то, что действие не было 

выполнено. Также указываем константы, такие как размер пакета (batch size), равный 8, 

количество эпох обучения, равное 5, параметр nprobe, равный 20. 

Мы вычисляем несколько метрик, таких как различные варианты полноты (recall), которые 

мы кодируем как 𝑛 −  𝑅@𝑘, где 𝑛 – это количество истинных ближайших соседей, а 𝑘 – это 

топ релевантных векторов, возвращенных индексом. Мы также вычисляем коэффициент 

сжатия (cr), экономию пространства (ss), размер индекса на диске (index size), время поиска 

одного вектора (o-v-s), общее время поиска (s) и также время обучения и индексации (t\_i). 

Все эксперименты были проведены в два этапа. Сначала на небольшом подмножестве 

датасета мы ищем лучшие комбинации параметров, затем запускаем отобранные варианты 

на всем наборе данных. 

7. Выбор размерности автокодировщика 

Важным моментом является выбор размерности скрытого слоя, который эквивалентен 

коэффициенту сжатия. Нет четкого способа определить оптимальную размерность скрытого 

слоя, которая бы давала максимальное сжатие при минимальной потере качества. 

В ходе предварительного исследования было обнаружено, что существует граница сжатия, 

пересечение которой вызывает стремительное снижение качества, независимо от типа 

автокодировщика. Это характерно для алгоритмов поиска, показывающих определенный 

уровень качества до достижения этой границы, например, HNSW на рис. 1. Изучение этого 

явления привело к выводу, что эта граница является внутренней размерностью, которая 

определяется как размерность многообразия, к которому принадлежит вложенное 

пространство [14]. По альтернативному определению, это можно рассматривать как 

минимальное число измерений, необходимое для представления данных. 

Мы провели эксперименты на синтетически сгенерированных данных с известной 

внутренней размерностью. Для генерации мы использовали пакет scikit-dimension [15], в 

котором воспользовались функцией генерации данных в режиме «Nonlinear manifold». Затем 

обучили автокодировщик Vanilla на сгенерированном наборе и вычислили функцию потерь 

на тестовом наборе, отобранном из сгенерированных данных, при этом размер скрытого слоя 

варьируется от исходной размерности до 10. В качестве внутренних размерностей тестируем 

значения 8, 32 и 64. На рис. 2 видно, что значение функции потерь начинает расти после того, 

как размер скрытого слоя становится меньше внутренней размерности. Мы повторили этот 

эксперимент с реальными данными, в частности с наборами данных SIFT1M и Open Images 

Dataset. Мы обнаружили, что потери автокодировщика начинают увеличиваться 

приблизительно в том же диапазоне, в котором ухудшается качество поиска. 

Поскольку экспериментально показано существование оптимальной размерность для сжатия, 

мы исследуем все алгоритмы оценки внутренней размерности, реализованные в пакете scikit-

dimension. Суть эксперимента очень проста – подать на вход каждого алгоритма из 
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программного пакета датасет, для которого мы имеем гипотезу о внутренней размерности, а 

затем сравнить результат выдачи алгоритма с нашей гипотезой. 

 
Рис. 1. Тест HNSW с автокодировщиками. 

Левый график отображает время вывода. Правый график отображает показатель полноты (recall) 

Fig. 1. Test of HNSW with autoencoder. 

Left plot shows the inference time, right plot shows performance in terms of recall 

 
Рис. 2. Тестирование функции потерь автокодировщика Vanilla при различных внутренних 

размерностях синтетических наборов данных 

Fig. 2. Results of the Vanilla autoencoder testing with synthetic datasets with various intrinsic dimensions 

Исходя из эмпирического исследования, мы считаем, что внутренняя размерность SIFT1M 

составляет около 60. Тем не менее все алгоритмы показали значения существенно далекие от 

60, как показано в табл. 2 в столбце «Размерность». Кроме того, некоторые алгоритмы 

требуют значительное время на выполнение, как видно в столбце «Время выполнения». 

Кроме того, экспериментально не удалось подтвердить, что полученное нами число является 

внутренней размерностью. Возможно, это число им не является, а возможно алгоритмы не 

справились с задачей, учитывая какой большой разброс оценок мы получили. Стоит 

отметить, что мы не калибровали параметры алгоритмов и запускали их со стандартными 

значениями. Мы оставляем вопросы автоматического выбора оптимальной размерности, а 

также природу этой оптимальности для будущих исследований. 
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Табл. 2. Результаты теста алгоритма оценки внутренней размерности на наборе данных SIFT1M 

Table 2. Results of the intrinsic dimension estimation algorithms on SIFT1M dataset 

Имя Размерность Время выполнения, с 

ESS 25.4422 9324.32 

DANCo nan 265.773 

CorrInt 9.99273 420.92 

FisherS 3.11696 304.551 

KNN 3 695.634 

lPCA 10 0.88 

MADA 21.9273 1956.41 

MiND_ML 1 255.691 

MLE 0 256.54 

MOM 19.5008 253.178 

TLE 19.1451 288.2 

TwoNN 10.4751 831.291 

8. Влияние функции потерь на качество методов поиска 

Известно, что функция потерь для обучения во многом определяет свойства и поведение 

нейронной сети. Для достижения наилучшего качества поиска необходимо, чтобы векторы в 

сжатом пространстве находились в таких же отношениях, как и в исходном. Можно 

попытаться сформулировать это требование в виде функции потерь. В работе [16] 

предлагается функция потерь, которая заставляет автокодировщик напрямую воссоздавать 

отношения расстояний, сравнивая матрицы расстояний в исходном и сжатом пространствах.  

𝐿𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝜙;  𝑋, 𝑍)  = ∑  |𝑑𝑋(𝑥𝑖 , 𝑥𝑗) − 𝛾 𝑑𝑍(𝑧𝑖 , 𝑧𝑗)|
2

(𝑖,𝑗)∈ 𝐺𝑋

  

Мы провели тестирование этой функции потерь на двух датасетах SIFT1M и GIST. 

Эмпирически получив для них оптимальную размерность, мы обучили автокодировщики со 

среднеквадратичной ошибкой (MSE) и вышепредставленной функцией потерь. В качестве 

методов поиска мы использовали HNSW и IVFPQ. Результаты представлены на рис. 3. Из 

него видно, что новая функция потерь обеспечивает существенный прирост по качеству для 

обоих датасетов. Результаты показывают, что выбор функции потерь может существенно 

влиять на конечный результат. Это тестирование было проведено после получения главных 

результатов, поэтому дальнейшее изучение дизайна функции потерь мы оставим на будущее. 

9. Основные результаты 

Как видно из результатов, методы поиска на основе графов NSG и HNSW показывают 

практически идеальные результаты по всем вариантам полноты для всех наборов данных 

(табл. 4, 6, 8). Недостатками этих методов является то, что они используют векторы без 

изменений и добавляют избыточные затраты памяти, что можно видеть по метрикам cs и ss. 

Они также требуют меньше всего времени при непосредственном использовании и имеют 

среднюю скорость индексирования. 

Ни одна из комбинаций, в которых присутствуют автокодировщики, не показывает 

результатов, которые полностью превосходят чистую систему Faiss. Можно сделать вывод, 

что сжатие автокодировщика сильно искажает векторное пространство. Это выражается в 

нарушении локальных отношений: векторы, являющиеся соседями в исходном пространстве, 
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могут оказаться далеко друг от друга в сжатом пространстве. При сравнении только 

автокодировщиков заметно, что один автокодировщик работает лучше других в зависимости 

от набора данных. Соответственно, можно выделить, что HyperAE работает лучше в 

большинстве случаев. В отличие от него, NRAE не показал приемлемых результатов ни в 

одном варианте. 

 

Рис. 3. Сравнение качества методов ANN в зависимости от разных функций потерь (ФП). 

Результаты без сжатия указаны как baseline 

Fig. 3. Results of the influence testing of various losses on ANN performance. Baseline is compressless result 

Для наборов данных Wiki и Open Images комбинации показывают идентичные результаты по 

метрике 1 − 𝑅@𝑘, поэтому возможно сократить сравнение до 10 − 𝑅@𝑘. Можно отметить, 

что комбинация Vanilla AE с индексом Flat сравнима с HNSW, но при этом обеспечивает 

двукратное уменьшение размера. Однако скорость работы комбинации с использованием 

Vanilla AE гораздо медленнее. 

10. Заключение 

В данной статье мы исследовали применимость нейронных автокодировщиков в качестве 

компонента сжатия векторов в конвейере поиска соседей. Рассмотрели автокодировщик 

Vanilla и его варианты, которые лучше сохраняют геометрию пространства при сжатии, с 

различными методами индексирования. 

Мы обнаружили, что автокодировщики не смогли сжать исходное векторное пространство 

таким образом, чтобы полученное пространство точно сохраняло локальные отношения 

между векторами, хотя некоторые из них делают это лучше других. В ходе работы также 

отметили связь между нижней границей сжатия автокодировщщиков и оценкой внутренней 

размерности. Также показали, что возрастание функции потерь автокодировщика может 

служить хорошим сигналом о достижении внутренней размерности, в то время как ни один 

из протестированных алгоритмов ее оценки не может обработать такую высокую 

размерность. 

Эксперименты показали, что использование кодировщиков в некоторых случаях позволяет 

сохранить вектор меньшей размерности с уверенностью, что выбранная метрика качества 

0
0,1
0,2
0,3
0,4
0,5
0,6
0,7
0,8
0,9

1

h
n

sw
fl

at

iv
fp

q

h
n

sw
fl

at

iv
fp

q

h
n

sw
fl

at

iv
fp

q

h
n

sw
fl

at

iv
fp

q

h
n

sw
fl

at

iv
fp

q

h
n

sw
fl

at

iv
fp

q

baseline distance mse baseline distance mse

gist sift1m

1-R@1 1-R@10 1-R@100



Буянов И. О. Ядринцев В. В. Соченков И. В. Нейросетевые методы сжатия векторов для задачи приближенного поиска ближайших 

соседей. Труды ИСП РАН, 2024, том 36 вып. 1, с. 7-22. 

17 

сохраняет тот же уровень. Таким образом, это может дать преимущество, например, в задаче 

хранения сжатых векторов. 

В дальнейшей работе мы будем продолжать искать автокодировщик, который минимально 

искажает пространство при сжатии данных настолько, насколько это возможно. Как видно из 

экспериментов, прежде всего необходимо уделить внимание функции потери. У нас есть 

гипотеза, согласно которой точки из плотных областей интерферируют между собой, что 

приводит к ошибкам. Если это так, то стоит рассмотреть добавление регуляризатора к 

функции потерь. Мы также попытаемся разработать способы автоматического выбора 

размерности автокодировщика. 

Табл. 3. Основные результаты для SIFT1M 

Table 3. Main results for SIFT1M 

id 1-R@100 1-R@10 1-R@1 10-R@100 10-R@10 100-R@100 index_size cr ss o-v s s t_i 

0 0.56 0.33 0.16 0.38 0.15 0.18 2.56E+08 2 0.5 0.0282 58.2 80.57 

1 0.56 0.33 0.16 0.38 0.15 0.17 5.28E+08 0.97 -0.03 0.0058 0.67 98.56 

2 1 0.93 0.57 0.98 0.62 0.65 2.56E+08 2 0.5 0.0259 57.75 289.5 

3 1 0.94 0.58 0.98 0.63 0.67 2.56E+08 2 0.5 0.0257 57.88 299.66 

4 1 0.93 0.56 0.97 0.61 0.65 2.56E+08 2 0.5 0.0283 57.87 108.23 

5 0.98 0.82 0.41 0.92 0.49 0.56 24082612 21.26 0.95 0.0192 12.76 131.78 

6 1 0.92 0.56 0.97 0.61 0.65 72133300 7.1 0.86 0.0257 17.92 190.7 

7 1 0.93 0.56 0.97 0.61 0.65 2.56E+08 2 0.5 0.0283 57.87 108.23 

8 1 0.93 0.56 0.97 0.61 0.65 2.56E+08 2 0.5 0.0283 57.87 108.23 

9 0.99 0.87 0.44 0.96 0.54 0.62 24164532 21.19 0.95 0.0097 4.65 28.87 

10 1 1 0.81 1 0.87 0.89 72264372 7.09 0.86 0.0099 4.75 99.95 

11 1 1 0.81 1 0.85 0.85 72663732 7.05 0.86 0.0069 1.79 108.84 

12 1 1 0.9 1 0.86 0.66 7.84E+08 0.65 -0.53 0.007 0.74 31.54 

13 1 1 0.99 1 0.99 0.94 5.96E+08 0.86 -0.16 0.007 1.04 114.66 

Табл. 4. Вариации параметров для SIFT1M. Скрытый слой равен 64 

Table 4. Parameter variations for SIFT1M. Hidden dim is 64 

id index norm embs encoder 

0 Flat false dcec 

1 HNSW32 false dcec 

2 Flat false hyperae 

3 Flat true hyperae 

4 Flat false vanae 

5 IVF64,PQ16 false vanae 

6 IVF256,PQ64 false vanae 

7 Flat false vanae 

8 Flat false vanae 

9 IVF64,PQ16 false - 

10 IVF256,PQ64 false - 

11 IVF1024,PQ64 false - 

12 HNSW32 false - 

13 NSG32 false - 
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Табл. 5. Основные результаты для GIST 

Table 5. Main results for GIST 

id 1-R@100 1-R@10 1-R@1 10-R@100 10-R@10 100-R@100 index_size cr ss o-v s s t_i 

0 0.5 0.23 0.09 0.31 0.09 0.12 1.3E+08 29.43 0.97 0.0167 1.58 860.27 

1 0 0 0 0 0 0 1.23E+09 3.12 0.68 0.0061 0.58 2,111.7 

2 0 0 0 0 0 0 1.23E+09 3.12 0.68 0.0063 0.59 2,100.57 

3 0 0 0 0 0 0 1.23E+09 3.12 0.68 0.0061 0.58 2,047.03 

4 0 0 0 0 0 0 1.23E+09 3.12 0.68 0.0072 0.57 1,969.21 

5 0.07 0.04 0.03 0.03 0.01 0.02 2.19E+09 1.75 0.43 0.006 0.59 2,189.44 

6 0.06 0.04 0.02 0.03 0.01 0.02 1.3E+08 29.43 0.97 0.0179 1.68 2,086.03 

7 0.06 0.04 0.03 0.03 0.01 0.02 2.5E+08 15.33 0.93 0.029 3.08 2,112.66 

8 0.5 0.23 0.09 0.31 0.09 0.12 1.3E+08 29.43 0.97 0.0167 1.58 860.27 

9 0.5 0.23 0.09 0.31 0.09 0.12 1.3E+08 29.43 0.97 0.0167 1.58 860.27 

10 0.5 0.23 0.09 0.31 0.09 0.12 1.3E+08 29.43 0.97 0.0167 1.58 860.27 

11 0.98 0.85 0.42 0.94 0.52 0.59 1.3E+08 29.55 0.97 0.0155 1.47 190 

12 1 0.98 0.63 1 0.69 0.69 2.53E+08 15.18 0.93 0.0114 1.15 454.85 

13 1 0.99 0.67 1 0.6 0.43 4.11E+09 0.93 -0.07 0.0067 0.68 390.93 

14 1 0.98 0.63 1 0.69 0.69 2.53E+08 15.18 0.93 0.0114 1.15 454.85 

Табл. 6. Вариации параметров для GIST 

Table 6. Parameter variations for GIST 

id index norm embs enc hidden dim norm inp vect norm out vect set l hidden 

0 IVF1024,PQ120x8 false dcec 480 false false true 

1 HNSW32 false hyperae 240 false false false 

2 HNSW32 false hyperae 240 false false true 

3 HNSW32 true hyperae 240 true true false 

4 HNSW32 true hyperae 240 true true true 

5 HNSW32 false vanae 480 false false true 

6 IVF1024,PQ120x8 false vanae 480 false false true 

7 IVF1024,PQ240x8 false vanae 480 false false true 

8 IVF1024,PQ120x8 false dcec 480 false false true 

9 IVF1024,PQ120x8 false dcec 480 false false true 

10 IVF1024,PQ120x8 false dcec 480 false false true 

11 IVF256,PQ120x8 false - - - - - 

12 IVF1024,PQ240x8 false - - - - - 

13 HNSW32 false - - - - - 

14 IVF1024,PQ240x8 false - - - - - 
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Табл. 7. Основные результаты для Open Image Dataset  

Table 7. Main results for Open Image Dataset 

id 1-R@100 1-R@10 1-R@1 10-R@100 10-R@10 100-R@100 index_size cr ss o-v s s t_i 

0 0.99 0.99 0.98 0.83 0.54 0.45 1.09E+10 1.57 0.36 0.0147 4.79 4,096.41 

1 0.99 0.99 0.98 0.83 0.54 0.45 1.09E+10 1.57 0.36 0.0157 4.83 4,111.58 

2 1 1 1 0.8 0.49 0.47 6.1E+08 28.18 0.96 0.0163 75.98 3,462.03 

3 1 1 1 0.8 0.49 0.47 6.1E+08 28.18 0.96 0.0163 75.8 3,484.63 

4 1 1 1 0.81 0.51 0.48 6.12E+08 28.07 0.96 0.0163 76.52 4,180.76 

5 1 1 1 0.81 0.5 0.48 6.12E+08 28.07 0.96 0.0165 76.81 4,178.86 

6 0.99 0.99 0.98 0.83 0.54 0.45 1.09E+10 1.57 0.36 0.0147 4.79 4,096.41 

7 0.99 0.99 0.98 0.83 0.54 0.45 1.09E+10 1.57 0.36 0.0157 4.83 4,111.58 

8 1 0.99 0.92 0.99 0.79 0.58 1.96E+10 0.88 -0.14 0.0171 8.2 1,731.1 

9 1 1 1 0.95 0.58 0.57 6.17E+08 27.87 0.96 0.009 20.54 1,487.1 

10 1 0.99 0.92 0.99 0.79 0.58 1.96E+10 0.88 -0.14 0.0171 8.2 1,731.1 

Табл. 8. Вариации параметров для Open Image Dataset  

Table 8. Parameter variations for Open Image Dataset 

id index enc hidden dim set l hidden 

0 HNSW32 hyperae 256 false 

1 HNSW32 hyperae 256 true 

2 IVF4096,PQ64 hyperae 128 false 

3 IVF4096,PQ64 hyperae 128 true 

4 IVF4096,PQ64 hyperae 256 false 

5 IVF4096,PQ64 hyperae 256 true 

6 HNSW32 hyperae 256 false 

7 HNSW32 hyperae 256 true 

8 HNSW32 - - - 

9 IVF4096,PQ64 - - - 

10 HNSW32 - - - 

Табл. 9. Основные результаты для Wiki  

Table 9. Main results for Wiki 

id 
1-

R@100 
1-R@10 1-R@1 10-R@100 10-R@10 100-R@100 index_size cr ss o-v s s t_i 

0 0.99 0.98 0.97 0.44 0.34 0.24 6.34E+09 56.73 0.98 0.0412 268.86 22,424.1 

1 0.99 0.98 0.97 0.33 0.3 0.19 6.34E+09 56.73 0.98 0.0427 263.97 21,576.6 

2 0.99 0.98 0.97 0.44 0.34 0.24 6.34E+09 56.73 0.98 0.0412 268.86 22,424.1 

3 0.99 0.98 0.97 0.87 0.58 0.52 6.39E+09 56.28 0.98 0.024 103.61 62,943.41 

Табл. 10. Вариации параметров для Wiki. Скрытый слой равен 256 

Table 10. Parameter variations for Wiki. Hidden dim is 256 

id index enc set l hidden 

0 IVF16384,PQ64 dcec true 

1 IVF16384,PQ64 dcec false 
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2 IVF16384,PQ64 dcec true 

3 IVF16384,PQ64 - - 
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Аннотация. Описывается исследование возможности реализации виртуальных сетей с учётом 

различных параметров и их корректировки в программно-конфигурируемых структурах, 

моделируемых взвешенным графом плоскости данных. В работе исследуются параметры двух типов: 

«ресурс» и «стоимость». Для параметра типа «ресурс» с ребром ассоциируется его «ёмкость», и число 

путей, проходящих через ребро, не должно превышать ёмкость ребра. Для параметра типа «стоимость» 

с ребром ассоциируется его «цена», «цена» пути есть сумма «цен» его рёбер, и ставится задача 

минимизации суммарной «цены» всех путей. Для реализации на взвешенном графе плоскости данных 

предложены алгоритм корректировки виртуальной сети с учётом параметров типа «ресурс» и два 

алгоритма построения виртуальной сети с учётом параметров типа «стоимость». В последнем случае 

один алгоритм строит для каждого хоста один путь из него в один хост из заданного подмножества 

целевых хостов; другой алгоритм строит для каждого хоста множество путей: по одному пути в один 

хост из каждого множества из семейства множеств целевых хостов. 
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data plane graph. The work examines parameters of “resource” and “cost” types. For a resource type parameter, 

an edge is augmented with its “capacity,” and the number of paths passing through the edge must not exceed 

the edge’s capacity. For a parameter of the “cost” type, the path weight is the sum of the weights of the edges 

and the task of minimizing the weight of the path is set. For implementing a virtual network on a weighted 

graph, an algorithm for adjusting a virtual network taking into account parameters of the “resource” type and 

two algorithms for constructing a virtual network taking into account parameters of the “cost” type are 

proposed. In the latter case, one algorithm builds one path from each host to one host of the given subset of 

target hosts; another algorithm builds a set of paths for each host: one path to one host from each set of a family 

of sets of target hosts. 
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1. Введение 

В программно-конфигурируемых сетях (SDN) с разделёнными плоскостями данных и 

управления (см., например, [1-5]) пакеты между хостами пересылаются на плоскости данных 

через промежуточные коммутаторы, настройка которых осуществляется SDN-

контроллерами. Настройка коммутаторов определяет множество путей, по которым между 

хостами пересылаются пакеты с заданными идентификаторами. Набор реализуемых путей 

моделирует виртуальную сеть на плоскости данных, которая в работах [4-6] рассматривается 

как невзвешенный граф связей. При исследовании вопросов надёжности, безопасности и 

оптимизации нагрузки на хосты и коммутаторы необходимо рассматривать дополнительные 

параметры сети, которые игнорируются в предыдущих работах авторов [4-7]. Для учёта 

параметров типа «ресурс» и «стоимость» можно использовать взвешенный граф связей для 

плоскости данных сети, тем самым налагаются ограничения на маршрутизацию пакетов. 

Для параметра типа «ресурс» с ребром ассоциируется его «ёмкость», и число путей, 

реализующих виртуальную сеть и проходящих через ребро, не должно превышать ёмкости 

ребра. В разделе 3 предлагается алгоритм корректировки виртуальной сети с учётом 

параметров типа «ресурс» при реализации на взвешенном графе плоскости данных. 

Предлагаемый алгоритм достаточно просто расширяется на случай реализации нескольких 

виртуальных сетей. 

Для параметра типа «стоимость» ребро имеет «цену», и «цена» пути есть сумма «цен» его 

рёбер. Ставится задача минимизации суммарной «цены» путей, реализующих виртуальную 

сеть. В разделе 4 предлагаются два алгоритма построения виртуальной сети с учётом 

параметров типа «стоимость» при реализации на взвешенном графе плоскости данных. Один 

алгоритм строит замкнутое по дугам множество путей без зацикливания и дублирования и 

такое, что из каждого хоста ведёт ровно один путь в один из хостов заданного подмножества 
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целевых хостов. Другой алгоритм строит замкнутое по дугам множество путей без 

зацикливания и дублирования и такое, что из каждого хоста ведёт ровно один путь в хост 

каждого множества из заданного семейства множеств целевых хостов. 

2. Определения и обозначения 

Графом физических связей (далее просто графом связей) будем называть связный 

неориентированный граф G = {V, E} без кратных рёбер и петель, где V – множество 

коммутаторов и хостов, E  V  V – множество рёбер, моделирующих физические связи 

между коммутаторами и между коммутаторами и хостами. Поскольку ребро, соединяющее 

вершины a и b, неориентированное и нет кратных рёбер, его можно обозначать как ab, так и 

ba. Поскольку нет петель, рёбер вида aa в E нет. Поскольку нет кратных рёбер, путь как 

последовательность смежных рёбер однозначно задаётся последовательностью вершин 

a1…an, через которые он проходит. Если путь проходит по ребру ab из a в b, то будем 

говорить, что он проходит дугу ab. Если x и y хосты, то путь из x в y, в котором все остальные 

вершины коммутаторы, будем называть полным и обозначать как xy-путь. Путь, в котором 

вершины (дуги) не повторяются, называется вершинно-простым (рёберно-простым1). 

Вершины графа будем обозначать строчными буквами a, b, c, …, x, y, z, пути – жирными 

строчными буквами p, q, r,…, а множества путей – прописными буквами: P, Q, R, … На 

рисунках коммутаторам соответствуют белые кружки, а хостам – чёрные кружки; если 

безразлично, является вершина графа коммутатором или хостом, рисуются серые кружки. 

Мы будем предполагать, что каждый хост x соединён в точности с одним коммутатором [4], 

и, как показано в [4-5], в этом случае достаточно рассматривать графы, в которых 

терминальные вершины суть хосты. Множества хостов и коммутаторов обозначается через 

H и S, соответственно; H  S = V, H  S = , и под виртуальной сетью понимается конечное 

множество P полных путей между парами различных хостов, которое контроллер должен 

реализовать на плоскости данных, задавая нужные правила в коммутаторах. 

В общем случае правило коммутатора b имеет вид abc, где a и c соседи b, а  вектор 

значений параметров заголовка пакета, которые используются в правилах. Такое правило 

означает, что коммутатор b, получив пакет с вектором  от соседа a, пересылает его соседу 

c. В настоящей работе предполагается, что коммутатор не меняет . Тем самым, для вектора 

 порождаются полные пути вида a1…an, где для i = 2..n - 1 в коммутаторе ai есть правило 

ai - 1aiai + 1, хост a1 соединён с коммутатором a2 и хост an соединён с коммутатором an-1. Если 

в коммутаторе есть два правила abc и abc`, где c  c`, говорят, что пакет клонируется, то 

есть пересылается обоим соседям c и c`. 

Вектора  и ` считаются эквивалентными, если они определяют одни и те же пути, то есть 

для каждого правила abc есть правило `abc и, наоборот, для каждого правила `abc есть 

правило abc. В модели для множества всех векторов задаётся его разбиение на 

непересекающиеся подмножества, каждый из которых является подмножеством класса 

эквивалентных векторов. Каждому такому подмножеству ставится во взаимно-однозначное 

соответствие идентификатор пакета. Таким образом, каждому идентификатору соответствует 

множество путей, определяемых правилами коммутаторов, хотя разным идентификаторам 

может соответствовать одно и то же множество путей, если эти идентификаторы определяют 

подмножества векторов из одного и того же класса эквивалентных векторов. Если вектору  

соответствует идентификатор d, то вместо правила abc рассматривается правило dabc. В [6] 

                                                           
1 В литературе часто даётся другое определение: "путь рёберно-простой, если он не проходит дважды 

по одному ребру" (а не дуге), то есть путь, проходящий дважды по ребру, но в противоположных 

направлениях, не считается рёберно-простым. Однако для нашего определения «замкнутости по дугам» 

(см. ниже) удобнее использовать наше определение рёберно-простого пути. 
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показано, каким образом результаты по построению виртуальной сети можно распространить 

на реализацию конечного множества виртуальных сетей. 

Заданное множество P полных путей однозначно определяет необходимый набор правил 

коммутаторов, порождающий все пути из P, однако при этом могут порождаться и новые 

пути, не принадлежащие P [4,5], которые не обязательно являются рёберно-простыми, то есть 

некоторые пакеты могут находиться в сети сколь угодно долго. В работах показано, что для 

точной реализации на плоскости данных множество путей должно быть замкнутым по дугам. 

Множество рёберно-простых полных путей, то есть путей между хостами на плоскости 

данных через коммутаторы, называется замкнутым по дугам, если для любых двух путей 

множества с различными начальными и конечными хостами выполняется следующее: если 

после слияния на некоторой дуге эти пути разделяются (после этой же или другой дуги), то 

все четыре пути должны принадлежать исходному множеству [4,5]. Если множество P 

полных рёберно-простых путей замкнуто по дугам, то на плоскости данных дополнительных 

путей, а следовательно (для конечного P) и зацикливаний, не появляется; в [3] предложен 

алгоритм проверки, является ли заданное множество путей замкнутым по дугам. 

Для учёта различных параметров при реализации виртуальных сетей и их корректировки в 

программно-конфигурируемых структурах плоскость данных моделируется взвешенным 

графом. Таким образом, мы полагаем, что задан граф связей, в котором каждому ребру 

приписано натуральное число («вес» ребра), то есть граф является взвешенным. В работе 

исследуются параметры двух типов: «ресурс» и «стоимость». Для параметра типа «ресурс» 

под весом ребра понимается его «ёмкость», и число путей, проходящих через ребро, не 

должно превышать ёмкость ребра. Для параметра типа «стоимость» под весом ребра 

понимается «цена» прохождения пути через ребро, «цена» пути — это сумма «цен» его рёбер, 

и ставится задача минимизации суммарной «цены» путей, реализующих виртуальную сеть. 

3. Алгоритм корректировки виртуальной сети с учётом параметров 
типа «ресурс» при реализации на взвешенном графе плоскости 
данных 

В этом разделе мы полагаем, что во взвешенном графе связей каждому ребру приписан 

некоторый вес, соответствующий параметру типа «ресурс», значение которого равно 

натуральному числу. Превышение допустимого числа путей, проходящих по ребру, может 

привести к потере пакетов или задержке при их отправке. Замкнутое по дугам множество 

путей Р, то есть путей, не порождающих циклы в графе, называется ресурсно-допустимым, 

если число путей из Р, проходящих по каждому ребру, не превышает вес ребра. 

Мы предлагаем осуществлять построение ресурсно-допустимого множества путей в два 

этапа. На первом этапе строится замкнутое по дугам множество рёберно-простых путей, 

соединяющих требуемые пары хостов [5]. Если построенное множество не является 

ресурсно-допустимым, то предлагается простой способ для изменения дуг пути (рис. 1), 

используя рёбра взвешенного графа связей, которые отсутствуют в путях P (множество N в 

алгоритме 1). Замена ребра происходит, если число путей, проходящих через ребро, больше 

веса, сопоставленного ребру. 

 

Рис. 1. Замена дуги s1s2 в путях множества P 

Fig. 1. Replacing the arc s1s2 in the paths of P 

S1 S2 
... 

S3 
... ... 

S1 S'1 S'e S2 S3 

N 
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Алгоритм 1: Модификация пути посредством изменения ребра или последовательности 

рёбер, при этом сохраняя головной и хвостовой узлы исходного пути. 

Вход: непустое множество P рёберно-простых полных путей, замкнутое по дугам, непустое 

множество N рёбер между коммутаторами графа связей, которые не используются в путях из 

множества P. 

Выход: сообщение «множество P путей не может быть модифицировано» или модифицированное 

замкнутое по дугам множество Q, где головная и хвостовая вершины каждого изменённого пути 

совпадают с таковыми из исходного множества. 

while существует ребро (s1, s2) такое, что суммарное число k дуг s1s2 и s2s1,  

входящих в пути из множества P, больше ёмкости ребра (s1, s2) 

do 

 if в N существует подмножество рёбер {(s1, s1'), (s1', s2'), …, (sl', s2)}, 

  в котором ёмкость каждого ребра не меньше k,  

 then 

  В каждом пути из множества P заменить дугу s1s2 на путь s1s1's2' … sl's2,  

  а дугу s2s1 – на путь s2sl' … s2's1's1;   

  Удалить рёбра (s1, s1'), (s1', s2'), …, (sl', s2) из N; 

 else 

  модификация невозможна; 

Можно показать, что если алгоритм 1 возвращает набор путей Q, то Q есть ресурсно-

допустимое замкнутое по дугам множество рёберно-простых полных пути, причём для 

каждого модифицированного пути головная и хвостовая вершины совпадают с таковыми из 

исходного множества P. Действительно, рассмотрим два пути из множества P, которые 

пересекаются по дуге s1s2, и суммарное число k дуг s1s2 и s2s1, входящих в пути из множества 

P, больше ёмкости соответствующего ребра. Если в N существует подмножество рёбер {(s1, 

s1'), (s1', s2'),  …, (sl', s2)}, такое, что ёмкость каждого ребра не меньше k, то в каждом пути из 

множества P дуга s1s2 заменяется на путь s1s1's2' … sl's2, а дуга s2s1 – на путь s2sl' … s2's1's1. 

Поскольку каждый модифицируемый путь является рёберно-простым, и ни в каком другом 

месте модифицируемого пути дуг s1s1', s1's2',  …, sl's2 и s2sl', …, s1's1s1 нет, то получим 

множество рёберно-простых путей Q, в котором для каждого модифицированного пути 

головная и хвостовая вершины совпадают с таковыми из исходного множества P. Более того, 

если до модификации для любых двух путей, для которых имелось слияние по некоторой 

дуге, а потом расхождение, все четыре пути принадлежали P, то и после модификации это 

свойство охраняется, то есть модифицированное множество путей является замкнутым по 

дугам. Сложность алгоритма O(m2), где m число рёбер графа. 

В алгоритме 1 мы рассматриваем достаточно простую эвристику для модификации путей, и 

результат существенно зависит от порядка перебора рёбер путей в P. Необходимы 

дополнительные исследования, чтобы детально исследовать вопрос о порядке такого 

перебора. Заметим также, что параметр типа «ресурс» можно ввести для дуг, заменив ребро 

в графе связей двумя соответствующими дугами, каждая из которых имеет свой ресурс, а 

также ввести такой параметр для коммутаторов. В обоих случаях можно использовать 

алгоритм 1 с небольшими модификациями. 

4. Построение виртуальной сети на взвешенном графе физических 
связей с учётом параметров типа «стоимость» 

Учёт параметров типа «стоимость» – это задача снижения нагрузки на сеть, когда нагрузка 

на сеть понимается как суммарное число прохождений пакетов по рёбрам графа: пара (пакет, 

ребро) учитывается, когда пакет проходит по ребру. Число пакетов, одновременно 

циркулирующих в сети SDN, зависит от поведения хостов, формирующих эти пакеты, и 
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потому является величиной переменной. Более грубая оценка характеризует виртуальную 

сеть независимо от движения пакетов по ней, она учитывает суммарное число не пакетов, а 

путей, по которым пакеты движутся. Пара (путь, ребро) учитывается, если путь проходит по 

ребру. Множество путей, реализуемых SDN, определяется настройкой коммутаторов, 

которая меняется по командам с верхнего уровня (SDN-контроллеры), что происходит 

значительно реже, и потому это множество путей в рамках рассматриваемой задачи может 

считаться статическим. Прохождение пути по разным рёбрам вносит в суммарную нагрузку 

слагаемые разной величины, что моделируется понятием веса ребра, понимаемым как «цена» 

его прохождения. 

В нашей работе [7] рассматривалось выполнение на плоскости данных SDN программы 

задания, которая понималась в духе парадигмы объектно-ориентированного 

программирования как состоящая из объектов и сообщений, которыми объекты могут 

обмениваться. Объекты реализуется в хостах, причём в одном хосте может быть реализовано 

несколько разных объектов, а один и тот же объект может быть реализован в нескольких 

хостах. Сообщения между объектами, реализованными в разных хостах, помещаются в 

пакеты, двигающиеся по сети из начального хоста в конечный хост. В работе решались две 

задачи: 1) минимизация числа идентификаторов пакетов, соответствующих объектам, 

реализованным в хостах, 2) настройка коммутаторов (реализации путей, которые должны 

проходить пакеты) для выбранного соответствия идентификаторов пакетов и объектов. Эти 

задачи решались в двух случаях: A) без клонирования пакетов: пакет, предназначенный для 

некоторого объекта, должен попасть ровно в один хост, и в этом хосте должен быть 

реализован нужный объект, B) с клонированием пакетов: пакет может попадать в несколько 

хостов, но в одном и только одном из них должен быть реализован нужный объект. 

Решение задачи 1 зависит от распределения объектов по хостам, реализующим эти объекты, 

и не зависит от графа физических связей. Решение задачи 2 использует результаты решения 

задачи 1 и зависит от графа физических связей. В случае A решением задачи 1 является 

непустое множество хостов U(d), определяемое для каждого идентификатора пакета d. 

Требовалось провести пути из каждого хоста в один и только один хост из U(d). В случае B 

решением задачи 1 является непустое семейство непустых непересекающихся множеств 

хостов U(d), определяемое для каждого идентификатора пакета d. Хосты одного множества 

из семейства U(d) реализуют одно и то же множество объектов, а каждый объект реализован 

в каждом хосте одного и только одного множества из семейства U(d). Требовалось провести 

пути так, чтобы для каждого хоста h и каждого множества U(d)i из семейства U(d) множество 

путей, начинающихся в хосте h, содержало один и только один путь, заканчивающийся в 

некотором хосте из множества U(d)i. 

В работе [7] нас не интересовали вопросы оптимизации нагрузки на SDN, то есть мы не 

учитывали веса рёбер (граф считался невзвешенным) при рассмотрении возможности 

реализации требуемой настройки коммутаторов. Однако такой учёт был специально указан 

как возможное направление дальнейших исследований, то есть рассмотрение взвешенного 

графа физических связей. 

В данной работе мы корректируем решение задачи 2 для случая взвешенного графа с весами 

типа «стоимость». В предложенных в [7] решениях задачи 2 для невзвешенного графа 

строились кратчайшие пути, удовлетворяющие условиям задачи (случай A или B). Для 

взвешенного графа аналогичная задача 2 формулируется как задача минимизации 

суммарного веса путей, то есть задача о кратчайших взвешенных путях, то есть о путях с 

минимальной суммой весов входящих в эти пути рёбер. 
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4.1. Решение задачи построения путей с минимальной суммарной 
стоимостью для случая положительных целочисленных весов 
рёбер 

В случае, когда веса рёбер выражаются натуральными числами (для невзвешенного графа 

веса всех рёбер равны 1), задача построения путей с минимальной суммарной стоимостью 

сводится к аналогичной задаче для невзвешенного графа с соответствующим увеличением 

сложности алгоритма. Для этого ребро с весом p преобразуется в вершинно-простой путь 

длиной p введением p - 1 промежуточных вершин степени 2 (рис. 2). Опишем это формально. 

Под взвешенным графом будем понимать граф G = (V, E, f), где V множество вершин, 

E  V  V множество рёбер, f: E  N функция веса ребра, N множество натуральных чисел. 

Задача построения кратчайших взвешенных путей в графе G сводится к задаче построения 

невзвешенных кратчайших путей в невзвешенном графе G* = (V*, E*), который получается из 

G удалением всех рёбер и добавлением для каждого ребра ab  E с весом p = f(ab) 

дополнительных вершин V(ab) = { ci : i = 1..p - 1 } и, обозначая c0 = a, cp = b, дополнительных 

рёбер E(ab) = {ci ci + 1 : i = 0..p}, где ci  V, i = 1..p - 1. Тогда V* = V  { V(ab) : ab  E } и 

E* = { E(ab) : ab  E }. 

 

Рис. 2. Преобразование ребра ab с весом p в путь из a в b длиной p 

Fig. 2. Replacing edge ab of weight p with path from a to b of length p 

Поскольку сложность алгоритма решения задачи 2A построения кратчайших путей для 

невзвешенного графа равна O(m), где m число рёбер, сложность соответствующего алгоритма 

для взвешенного графа равна O(M), где M сумма весов рёбер графа. Сложность алгоритма 

решения задачи 2B для невзвешенного графа равна O(km), где k мощность семейства U 

целевых хостов (U результат решения задачи 1B), а m число рёбер графа. Поэтому сложность 

соответствующего алгоритма для взвешенного графа равна O(kM). 

Отсутствие зацикливания, дублирования и замкнутость по дугам строящегося множества 

путей непосредственно следует из того, что алгоритм для каждой вершины определяет в 

случае без клонирования единственный кратчайший путь в заданное множество U, а в случае 

с клонированием – ровно по одному пути в каждое множество из семейства U. 

4.2. Оптимизация решения задачи построения путей с минимальной 
суммарной стоимостью для случая положительных 
целочисленных весов рёбер 

Если сумма весов рёбер графа M >> nm, где n число вершин графа, то возможна оптимизация 

алгоритма со сложностью O(nm) для случая A или, учитывая, что m = O(n2), со сложностью 

O(n3), и со сложностью O(knm) для случая B, или, учитывая, что m = O(n2), со сложностью 

O(kn3). 

Для невзвешенного графа алгоритм 2A основан на обходе неориентированного графа в 

ширину и может рассматриваться как модификация алгоритма Дейкстра, но вместо 

вычисления длины кратчайшего пути выполняется настройка коммутаторов вдоль пути. Идея 

алгоритма заключается в следующем. Начиная с множества хостов U, по графу 

распространяется «волна» построения путей с помощью пометок вершин. Фронт F этой 

волны состоит из помеченных вершин a с одним и тем же расстоянием до ближайшего хоста 

из множества U, тогда как остальные помеченные вершины находятся на меньшем 

расстоянии от U. Для каждой вершины a из фронта волны просматриваются её соседи и для 

каждого соседа b, который ещё не помечен, выставляется пометка и запоминается его сосед 

p 

a b c0 = a cp = b c1 ci ci+1 cp - 1 
... ... 
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p(b) = a, через которого ведёт кратчайший путь из вершины b до ближайшего хоста из 

множества U. Если вершина a коммутатор, в нём устанавливается правило d b a p(a), 

означающее: при получении коммутатором a пакета с идентификатором d от вершины b 

следует направить этот пакет вершине p(a). Если вершина b коммутатор, она помещается в 

новый фронт волны Fnext. Когда просмотрены все вершины фронта F, начинается новый шаг, 

на котором фронтом волны становится Fnext. Алгоритм завершает свою работу, когда 

просмотрены все вершины и фронт F стал пустым. 

На каждом шаге алгоритма имеется множество помеченных вершин и его подмножество, 

фронт волны, содержащее вершины, у которых могут быть не просмотренные инцидентные 

им рёбра (эти рёбра могут вести в непомеченные вершины). На каждом шаге алгоритма 

просматриваются вершины фронта волны и не просмотренные инцидентные им рёбра. В 

новый фронт волны помещаются непомеченные вершины на концах таких рёбер. В случае 

взвешенного графа мы модифицируем граф G в граф G*, превращая каждое ребро ab веса p в 

вершинно-простой путь E(ab) из a в b длиной p - 1, добавляя дополнительные вершины ci, 

i = 1..p - 1. Из-за этого несколько шагов подряд во фронт волны могут попадать только 

дополнительные вершины. Оптимизация заключается в том, чтобы объединить несколько 

шагов в один шаг так, чтобы на каждом объединённом шаге во фронт волны попадала хотя 

бы одна исходная (не дополнительная) вершина. 

Пусть в графе G* вершина v принадлежит фронту волны, v  F, и ребро vu не просмотрено. 

Ребро vu лежит на пути (d1 = v)(d2 = u), d2d3, ..., dL(dL+1 = w), в котором конечная вершина w 

исходная (не дополнительная), а все промежуточные вершины di, i = 1..k, дополнительные. 

Длина этого пути равна L, обозначим её L(vu). Минимум l = { L(vu) | v  F & ребро vu не 

просмотрено } определяет число шагов алгоритма, которые объединяются в один шаг. На 

этом объединённом шаге для каждого не просмотренного ребра vu помечается вершина на 

расстоянии l от вершины v вдоль пути, начинающегося ребром vu, то есть вершина dl + 1. На 

каждом объединённом шаге помечается хотя бы одна непомеченная ранее исходная (не 

дополнительная) вершина. 

Заметим, что для определения минимальной длины L(vu) не обязательно просматривать весь 

путь от вершины v до исходной (не дополнительной) вершины w, начинающийся ребром vu. 

Когда ребро ab с весом p превращается в путь (c0 = a)c1, c1c2, ..., cp-1(cp = b) длиной p, в каждой 

вершине ci, i = 0..p, можно хранить её расстояние до конца b этого пути, которое равно p - i. 

Тогда, если v = ci, а u = ci + 1, то L(vu) = p - i. 

Оценка сложности этой оптимизации. На каждом шаге просматривается не более m рёбер. 

Также на каждом шаге помечается хотя бы одна исходная (не дополнительная) вершина. 

Следовательно, сложность алгоритма не превышает O(nm) = O(n3). В случае B алгоритм 

делает то же самое, но для каждого из k множеств семейства U. Тем самым, оценка сложности 

равна O(knm) = O(kn3). 

4.3. Решение задачи построения путей с минимальной суммарной 
стоимостью для случая произвольных неотрицательных весов 
рёбер 

Это решение основано не на модификации графа, как в подразделах 4.1-4.2, а на 

модификации самих алгоритмов построения путей. 

Поскольку рёбра имеют разные веса, кратчайший путь (путь с минимальным числом рёбер) 

может не совпадать с кратчайшим взвешенным путём (путь с минимальной суммой весов его 

рёбер). Поэтому предлагается следующая модификация алгоритма. 

Каждый раз, когда из вершины a просматривается ребро ab, не обращаем внимания на то, 

помечена вершина b или нет, то есть пометки вершин не используются. Вместо этого в 

каждой вершине v хранится её взвешенное расстояние L(v), как минимальная сумма весов 

рёбер пути до множества хостов U, вычисленное на данный момент времени. Если вершина 
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ещё не просматривалась, это расстояние считается бесконечным. Когда из вершины a 

просматривается ребро ab, проверяется условие L(b) > L(a) + f(ab). Если условие выполнено, 

L(b) меняется: L(b) = L(a) + f(ab), и вершина b, если она коммутатор, помещается в новый 

фронт волны. Заметим, что условия L(b) > L(a) + f(ab) и L(a) > L(b) + f(ab) не могут 

одновременно выполняться, если вес ребра неотрицательный. Тем самым, вершина может 

несколько раз оказываться во фронте волны со строго убывающей последовательностью её 

расстояний до целевых хостов. 

Оценим сложность алгоритма для случая A. Пусть максимальная невзвешенная длина пути 

от хоста до хоста из U равна lmax. Очевидно, что алгоритм закончит работу через lmax шагов. 

На каждом шаге просматривается не более m рёбер. Поскольку lmax < n, где n число вершин, 

оценка сложности равна O(nm) = O(n3). Для случая B то же самое делается для каждого из k 

множеств хостов из семейства U: каждый раз, когда в алгоритме 2A ребро просматривается 

один раз, в алгоритме 2B оно просматривается k раз. Поэтому оценка сложности равна 

O(knm) = O(kn3). Ниже приведены формальные описания алгоритмов. 

Алгоритм_2A (V, NB, f, d, U, R) /* Настройка коммутаторов для кратчайшего взвешенного 

доступа (замкнутого по дугам, без зацикливания и дублирования) пакетов с 

идентификатором d от каждого хоста до хоста из множества U */ 

Вход:  

V – множество вершин графа физических связей; 

NB – функция, задающая для каждой вершины a множество NB(a) её соседей; 

f – функция, задающая для каждого ребра ab его вес f(ab); 

d – идентификатор пакетов; 

U – непустое множество целевых хостов, соответствующее d; 

R – текущая настройка коммутаторов, задающая для каждого коммутатора s текущее множество 

правил вида d a s b, где d   d;  

Выход: новая настройка коммутаторов R. 

p(a) – сосед вершины a на пути к ближайшему (с учётом весов) хосту из U. 

L(a) – взвешенное расстояние от вершины a до хоста из U; L(a) =  означает, что вершина ещё не 

просматривалась; вес ребра меньше ; 

F – фронт (множество вершин) волны от хостов из U до других хостов. 

Fnext – множество F на следующем шаге. 

F = ; Fnext = ; 

for all a  V do L(a) = ; /* все вершины ещё не просматривались */ 

for all a  U do /* хосты из U помещаются в фронт волны */ 

 L(a) = 0; F = F  { a }; 

while F   do /* пока фронт волны не пуст */ 

 for all a  F do /* просмотр вершин a из фронта волны */ 

  for all b  NB(a) do /* просматриваются соседи b вершины a */ 

   if L(b) > L(a) + f(ab) then /* расстояние соседа b станет меньше */ 

    L(b) = L(a) + f(ab); p(b) = a; 

    if | NB(a) | > 1 then /* a коммутатор */ 

     R(a) = R(a)  { d b a p(a) };  /* правило коммутатора a */ 

    if | NB(b) | > 1 then /* b коммутатор */ 

     Fnext = Fnext  { b }; /* помещаем b в следующий фронт */ 

return R; 
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Алгоритм_2B (V, NB, f, d, U, R) /* Настройка коммутаторов для кратчайшего взвешенного 

доступа (замкнутого по дугам, без зацикливания и дублирования) от каждого хоста пакетов 

с идентификатором d до одного хоста из каждого множества хостов в семействе множеств 

хостов U */ 

Вход:  

V – множество вершин графа физических связей;  

NB – функция, задающая для каждой вершины a множество NB(a) её соседей; 

f – функция, задающая для каждого ребра ab его вес f(ab); 

d – идентификатор пакетов; 

U – непустое семейство непустых множеств хостов, соответствующее d; 

k = | U |; 

R – текущая настройка коммутаторов, задающая для каждого коммутатора s текущее множество 

правил вида d a s b, где d   d;  

Выход: новая настройка коммутаторов R. 

p(a) = { p(a)(1), ..., p(a)(k) } – вектор соседей вершины a на путях к ближайшим (с учётом весов) 

хостам из множеств, входящих в U, 

L(a) = { L(a)(1), ..., L(a)(k) } – вектор взвешенных расстояний от вершины a до ближайшего (с учётом 

весов) хоста из множеств, входящих в U;  L(a)(i) = ∞ означает, что вершина ещё не просматривалась; 

вес ребра меньше ; 

F – фронт волны (множество вершин) от хостов из U до других хостов, 

Fnext – множество F на следующем шаге. 

F = ; Fnext = ; 

for all a  V do 

 for all i  { 1, ..., k } do 

  L(a)(i) = ; /* все вершины ещё не просматривались */ 

for all i  { 1, ..., k } do /* индексы i */ 

 for all a  U(i) do /* вершины в U(i)*/ 

  L(a)(i) = 0; F = F  { a }; /* хосты из U(i) помещаются в фронт волны */ 

while F   do /* пока фронт волны не пуст */ 

 for all a  F do /* просмотр вершин a из фронта волны */ 

  for all b  N(a) do /* просмотр соседей b вершины a */ 

   for all i  { 1, ..., k } do /* индексы i */ 

    if L(b)(i) > L(a)(i) + f(ab) then /* расстояние соседа b станет меньше */ 

     L(b)(i) = L(a)(i) + f(ab); p(b)(i) = a; 

     if | NB(a) | > 1 then /* a коммутатор */ 

      R(a) = R(a)  { ( d b a p(v)(i) }; /* правило коммутатора a */ 

     if | NB(b) | > 1 then /* b коммутатор */ 

      Fnext = Fnext  { b }; /* помещаем b в следующий фронт */ 

return R; 

5. Заключение 

В предыдущих работах [4-7] авторов не интересовали вопросы оптимизации нагрузки на 

SDN, и соответственно не учитывался вес ребра в графе связей, то есть граф считался 

невзвешенным при рассмотрении возможности реализации требуемой настройки 

коммутаторов. В настоящей работе рассматривается взвешенный граф связей для плоскости 

данных сети, в котором веса рёбер соответствуют параметрам типа «ресурс» и «стоимость», 

что налагает ограничения на маршрутизацию пакетов. 

Вообще говоря, набор нефункциональных параметров, используемых для исследования 

вопросов надежности, безопасности и оптимизации SDN, может быть расширен, а кроме 
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того, могут использоваться сочетания параметров разных типов. Мы предполагаем 

продолжить наши исследования различных нефункциональных параметров и их сочетаний, 

а также их влияния на качество реализуемых SDN. 
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Abstract. Federated learning is a technology for privacy-preserving learning in distributed storage systems. 

This training allows you to create a general forecasting model, storing all the data in your storage systems. 

Several devices take part in training the general model, and each device has its own unique data on which the 

neural network is trained. The interaction of devices occurs only to adjust the weights of the general model. 

After which, the updated model is transmitted to all devices. Training on multiple devices creates many attack 

opportunities against this type of network. After training on a local device, model data is sent via some type of 

communication to a central server or global model. Therefore, vulnerabilities in a federated network are 

possible not only at the training stage on a separate device, but also at the data exchange stage. All this together 

increases the number of possible vulnerabilities of federated neural networks. As is known, not only neural 

networks, but also other models can be used to build federated classifiers. Therefore, the types of attacks directly 

on the network also depend on the type of model used. Federated neural networks are a rather complex design, 

different from neural networks and other classifiers, which can be vulnerable to various types of attacks because 

training occurs on different devices, and both neural networks and simpler algorithms can be used. In addition, 

it is necessary to ensure data transfer between devices. All attacks come down to several main types that exploit 
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classifier vulnerabilities. It is possible to implement protection against attacks by improving the architecture of 

the classifier itself and paying attention to data encryption. 

Keywords: machine learning; federal neural networks; neural network attacks; neural network protections; 

poisoning attacks; evasion attacks; logical inference attacks; data recovery attacks. 
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1. Введение 

Федеративные нейросети обучаются распределенно и позволяют множеству участников 

вместе обучать единую модель, не раскрывая своих уникальных наборов данных. 

Существует несколько подходов для создания федеративных сетей. Один из подходов – это 

обучение под управлением центрального сервера. Такая архитектура нейронной сети 

подразумевает, что данные обучения хранятся на каждом устройстве только локально. Эти 

данные не передаются ни другим устройствам, ни центральному серверу. Центральный 

сервер принимает на вход только обновленные параметры модели машинного обучения, тем 

самым, не взаимодействуя с данными, на которых обучались локальные модели [1]. 

Другой вид федеративного обучения – децентрализованное обучение. Так же обучается 

глобальная модель, но взаимодействие между узлами сети происходит непосредственно друг 

с другом, без участия центрального сервера. Данные обучения каждого устройства так же 

остаются локальными, передаются только параметры модели машинного обучения [1]. 

Один из примеров федеративных нейросетей – Google клавиатура на устройствах Android. 

По умолчанию на устройствах Android установлена клавиатура со стандартными 

подсказками при вводе слов и при составлении предложений. Со временем, для каждого 

пользователя формируется собственный набор предсказания слов. Этот набор становится 

уникальным и зависит только от того, насколько часто конкретный пользователь использовал 

слова в определенном контексте. Клавиатура обучается локально на каждом устройстве, 

сервер получает информацию только о данных модели обучения, без каких-либо обучающих 

данных [2]. 

Федеративные нейросети обучаются на множестве устройств, на каждом из которых 

происходит собственное обучение. После обучения на локальном устройстве, данные модели 

пересылаются по каким-либо видам связи на центральный сервер или глобальную модель. 

Поэтому уязвимости федеративной сети возможны не только на этапе обучения на отдельном 

устройстве, но и на этапе обмена данными. Все это в совокупности увеличивает количество 

возможных уязвимостей федеративных нейросетей. 

Как известно, для построения федеративных классификаторов могут быть использованы не 

только нейросети, но и другие модели и методы. Поэтому виды атак непосредственно на сеть 

также зависят от типа используемых методов и моделей. В данной работе будут 

рассматриваться федеративные классификаторы, построенные на основе нейросетей. 

2. Виды атак и способы защиты 

Атаки на федеративные классификаторы могут иметь различные цели – атаки 

непосредственно на локальное устройство с целью его захвата, получение данных о самой 

модели или же целью может выступать сам классификатор. Уязвимы могут быть каналы 

передачи данных и большинство локальных устройств вместе с центральным сервером, если 

он присутствует у классификатора. Под классификатором понимается обученная модель, 

управляемая центральным или распределенным сервером, которая обновляется за счет 

локальных устройств с децентрализованными данными обучения [1]. 
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На рис. 1 схематично отображены уязвимые моменты в работе федеративного 

классификатора. Можно увидеть, что атаки бывают нацелены на локальные устройства, 

например, целью может выступать – отравление данных одного или нескольких устройств. 

Далее атаки переходят на попытки отравления модели или моделей – как локальных 

устройств, так и центрального классификатора. При взаимодействии локальных устройств и 

центрального классификатора, возможно, как прослушивание любых передаваемых данных, 

так и попытки сделать выводы о самих данных и (возможны) нарушения конфиденциальных 

данных [3]. 

 

Рис. 1. Схема федеративного классификатора, обозначение уязвимостей и возможных атак 

Fig. 1. Scheme of federated neural networks, designation of vulnerabilities and possible attacks 

2.1 Атаки отравлением 

Под отравлением данных понимается злонамеренное изменение или добавление данных в 

обучающую выборку, что в конечном итоге, приводит к захвату локального устройства или 

сервера. Атаки могут быть случайными или целенаправленными, как пример, можно 

привести бэкдор атаки [3]. Бэкдор атаки – это форма состязательных атак на нейронные сети, 

во время которых злоумышленник использует зараженные данные. Зараженные данные – это 

данные, которые способны повлиять на целостность и качество модели или классификатора 

[1]. Зараженные данные используются злоумышленником для обучения модели. Сначала 

подкладываются зараженные данные в процесс обучения модели, а затем, злоумышленник в 

любой момент может активировать атаку, с помощью определенного шаблона-триггера. 

Активировать атаку – значит передать на вход классификатору определенные данные, то есть 

триггер. Триггер связан с заранее зараженными данными. Зараженные данные заставляют 

классификатор обучаться неправильно, при этом в результате, злоумышленник получает 

ожидаемый результат [4]. 
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Отравление глобальной модели осуществляется злоумышленником, который контролирует 

небольшое количество вредоносных агентов (локальных устройств). Отравление происходит 

путем передачи глобальной модели параметров локальных сетей, которые обучены на 

отравленных данных. Цель такой атаки -заставить глобальную модель ошибочно 

классифицировать набор выбранных входных данных с высокой степенью достоверности. 

Атаки отравлением можно поделить на чистые и грязные [5].  

Атаки чистого отравления предполагают, что злоумышленник не может изменить весовые 

коэффициенты модели с помощью обучающих данных. В модели существует процесс, с 

помощью которого, данные можно валидировать, как принадлежащие к какому-либо 

определенному классу. Атаки с помощью грязного отравления подразумевают введение в 

обучающую выборку нескольких копий примеров, которые злоумышленник хочет 

неправильно классифицировать с указанием желаемого класса [6]. 

Возможно отравление как самих данных, например, добавление шума, так и отравление 

целой модели. В работе [5] отмечалось, что атаки грязного отравления данных не особенно 

эффективны для отравления всего федеративного классификатора, в отличие от отравления 

локального классификатора. Отравленный классификатор будет продолжать 

функционировать и посылать невалидные веса в центральную модель. 

В федеративном классификаторе захват нескольких устройств для отравления модели 

центрального сервера так же является одной из возможных атак [7]. 

Возможны другие виды атак с помощью отравления данных. Рассмотрим атаки отравления 

под видом возможных ошибок классификатора. Цель злоумышленника – реализовать 

неправильную классификацию. Этот вид атаки возможен только для многоклассовой 

классификации. Атака может быть как целенаправленной, так и случайной. Особенность этих 

атак заключается в том, что они имитируют ошибки при нормальном функционировании сети 

[3].  

Еще один вид атаки с помощью отравления данных – это атака на основе отравления 

градиента. Эта атака может быть весьма неэффективна. Однако, если использовать обратный 

градиент, то процедуру обучения можно проследить в обратном направлении, а затем 

вычислить значения градиента в обратном порядке. Это дает возможность осуществить атаку 

для большинства градиентных методов, таких как – градиентный спуск с фиксированным 

шагом [6]. 

2.2 Способы защиты от отравляющих атак 

Первый способ борьбы с атаками отравления для федеративного классификатора – это 

независимая проверка центральным сервером точности глобальной модели с помощью 

тестовой выборки. Центральный сервер также может выполнять статистические проверки, 

сравнивая отличия обновлений локальных устройств между собой, тем самым он способен 

обнаружить вредоносное устройство [5]. 

Второй способ описан в работе [8], где было показано, что для атак отравления могут быть 

эффективны методы защиты с помощью дифференциальной конфиденциальности. Защита 

заключается в добавлении случайного шума к градиентам модели каждого локального 

устройства, причем устройства сами могут контролировать эти помехи. Это позволяет в 

федеративном классификаторе добиться полной уникальности добавления шума на каждом 

устройстве [9]. 

Третий способ – это добавление валидации на центральном сервере. В этом случае, 

отравление центрального сервера возможно только с захватом более 50% работающих 

устройств [10]. 
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2.3 Атака уклонения 

Атака уклонения – это тип атаки, при котором злоумышленник пытается обмануть целевую 

модель классификатора путем создания конкретных образцов, называемых состязательными 

примерами. Обычно небольшой шум, добавленный к входным данным у локальной модели, 

не может быть обнаружен людьми. Это приводит к тому, что такая модель получает 

неправильные результаты классификации [11]. Обычно это происходит на этапе 

прогнозирования, когда модель закончила обучение. Результат такого рода атаки – 

неправильная классификация у глобального классификатора. Одна из главных особенностей 

этой атаки – широкий разброс возможных опасностей. В качестве примера, можно 

рассмотреть неправильное распознавание дорожных знаков беспилотными автомобилями, 

некорректное распознавание лиц, неверная работа системы распознавания речи и прочее. 

Атака уклонения – это атака на целостность за счет подмены модели [12]. 

2.4 Способы защиты от атак уклонения 

Первый способ защиты – эмпирическая защита, при которой, например, предполагается 

предварительная обработка исходных данных и преобразование признаков. Этот способ 

эффективен только если злоумышленнику не будет известно об этом механизме защиты. 

Другой способ эмпирической защиты – сокрытие полной информации о локальной модели. 

Используется слияние локальных моделей, при передаче данных глобальной модели, при 

наложении градиентной маски и другие методы [13]. 

Второй способ защиты – добавление случайного сглаживания исходного изображения с 

помощью Гауссовского шума на этапе классификации. Принуждение локального 

классификатора правильно классифицировать входные данные с учетом добавленного шума 

– тоже улучшит защищенность модели. При применении этого способа защиты – 

наблюдается устойчивость к атакам уклонения [14]. 

2.5 Атаки логического вывода с нарушением приватности 

Можно выделить несколько типов логических атак с нарушением приватности. 

Первый, нацелен на получение данных о том, является ли конкретный объект частью 

обучающей выборки. Злоумышленник обучает несколько теневых моделей для имитации 

поведения локального классификатора и обучает собственную модель на основе данных, 

полученных из выходных данных теневых моделей [15]. Он может использовать как черный 

ящик (злоумышленник ограничивается произвольным набором входных данных, пытаясь 

сделать на основе этого какие-либо выводы), так и белый ящик (злоумышленник получает 

доступ к самой модели, включая ее параметры, которые необходимы для классификации, 

поэтому, для любых входных данных он может получить помимо непосредственного 

результата, все промежуточные вычисления модели) [3]. Также злоумышленник может 

делать оценку принадлежности объекта к определённому классу, если классификатор 

осуществляет классификацию объектов [12]. 

Второй тип атаки реализуется, если злоумышленник нацелен на извлечение самой модели. 

Он пытается получить информацию о модели с помощью циклических запросов. С помощью 

атаки с извлечением параметров модели злоумышленник восстанавливает параметры модели 

за счет доступа к классификатору. Основная задача атакующего – построить состязательную 

модель, то есть модель, которая состоит из двух сетей: первая генерирует образцы (эту роль 

выполняет злоумышленник), вторая пытается их классифицировать (атакуемый 

классификатор) [16]. 

Третий тип атак – прослушивающие атаки на вывод свойств. Одна из уязвимостей 

федеративного классификатора – передача данных модели между устройствами. Возможны 

атаки с инверсией модели, которые используют, в основном, некоторые прикладные 
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системы, если они используются федеративным классификатором для получения или обмена 

данными о модели. С помощью этой информации злоумышленники могут проанализировать 

модель, чтобы получить соответствующую информацию об исходных данных, например, 

получить свойства модели [17]. Злоумышленники также могут прослушивать канал связи, 

чтобы получить любую информацию о самом федеративном классификаторе или о 

локальной модели [12]. 

Прослушивающие атаки можно разделить по вмешательству в работу классификатора на 

пассивные и активные. Во время пассивных атак злоумышленник только наблюдает за 

обновлением существующей модели и параллельно обучает собственный классификатор. На 

основе полученной модели он может сделать выводы о существующей модели. Во время 

активного способа атаки злоумышленник пытается обмануть модель, чтобы лучше получить 

целевые данные атакуемого объекта [18]. 

2.6 Способы защиты от логических атак 

В качестве защиты рассматриваются методы защиты непосредственно передаваемых данных. 

Предполагается, что злоумышленник может каким-то образом получить доступ к каналу 

связи. Обеспечить безопасность передачи данных можно за счет, например, выбора 

безопасных протоколов с шифрованием. Мы рассмотрим только способы защиты 

непосредственно классификатора, без защиты канала передачи информации. 

Первая возможная защита – это защита структуры модели, то есть возможно снижение 

чувствительности модели к обучающим выборкам и к переобучению модели. Следующий 

вариант – это защита от обфускации данных классификатора, способ добиться безопасности 

через неясность, например, введением в заблуждение с помощью изменения выходных 

данных модели [3]. 

Еще один способ добиться конфиденциальности данных – обфускация любых данных путем 

добавления случайного шума при обучении как к самим данным, так и к целевой функции, 

градиентам, параметрам и выходным данным. Этот метод снижает производительность, но 

повышает безопасность классификатора. Предыдущий способ защиты является частным 

случаем данного [19]. 

2.7 Атаки восстановления данных 

Атаки восстановления данных могут позволить получить исходную информацию об 

обучающей выборке путем сбора любой доступной информации о классификаторе, 

например, предсказываемых значений, параметров и градиентов модели. Один из возможных 

сценариев атаки – это использование генеративно-состязательных сетей, за счет которых 

может быть получен доступ к данным других участников. При такой атаке злоумышленнику 

не обязательно иметь полное представление о федеративном классификаторе [20]. 

Другой тип атаки предполагает возможность восстановления исходных данных на основе 

информации о градиенте модели [21]. Градиент вычисляется через обратное распространение 

ошибки от последнего слоя к первому. Градиент конкретного слоя получается с 

использованием функции активации этого слоя и полученной ошибки от его верхнего слоя. 

Если следить за градиентами, можно вывести значения признаков, которые получаются 

непосредственно из исходных обучающих данных [18]. Во время использования градиента 

может происходить синтез пар фиктивных входных данных и меток путем сопоставления их 

фиктивных градиентов, близких к реальным через задачу оптимизации: 

arg min
𝑥

|| ▽θ Lθ(x, y)  − ▽θ Lθ(x∗, y)||2 

где (x, y) – фиктивные данные и метки, (x*, y) – реальные данные и метки переданного 

градиента, ∇θLθ(x*, y) – передаваемый градиент, ▽θLθ(x, y) – градиент фиктивных данных и 
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меток, Lθ(x, y) и Lθ(x*, y) – некоторые функции потерь. Таким образом, можно восстановить 

исходные данные за счет перебора фиктивных данных и меток [3]. 

Еще один тип атаки восстановления данных нацелен на инвертирование градиентов. Эта 

атака подразумевает наличие полного доступа злоумышленника к данным модели. 

Инвертирование градиентов порождает противоположные значения, за счет чего модель 

перестает корректно работать [22]. 

2.8 Виды защиты от атак, нацеленных на восстановление данных 

Один из способов защиты данных от атак, нацеленных на восстановление данных – 

использование возможности сжатия или разрежения градиентов при их передаче. Такой 

способ защиты позволяет защитить информацию при передаче градиентов моделей между 

устройствами. Другой способ защиты – отбрасывание случайных значений градиентов. 

Поскольку злоумышленник не знает, какой параметр отброшен и отброшен ли вообще, то 

задача восстановления данных для него сильно осложняется, поскольку ему придется 

использовать неполные данные. Недостаток такой защиты заключается в том, что небольшое 

изменение градиента ухудшает производительность классификаторов, как по времени, так и 

возможно по памяти [18]. 

Еще один способ защиты – это шифрование градиентов. Способы шифрования можно 

разделить на гомоморфное шифрование и безопасные многосторонние вычисления. 

Гомоморфное шифрование позволяет кодировать и обрабатывать зашифрованные данные 

так, что при этом расшифрованный результат будет эквивалентен результату, полученному 

на исходных данных. Данный алгоритм не изменяет исходную информацию, поэтому 

гарантируется отсутствие потери точности [23]. Безопасные многосторонние вычисления 

позволяют отдельным устройствам выполнять совместные вычисления на основе своих 

исходных данных, не раскрывая собственной информации другим участникам. Таким 

образом, они обеспечивают высокую степень конфиденциальности. Но получается, что 

каждое устройство должно согласовывать свои действие с соседними, что может негативно 

сказываться на производительности всего классификатора [24]. 

Еще один способ защиты был описан выше – добавление случайного шума к любым данным 

[25]. 

3. Заключение 

Федеративные нейросети – это довольно сложная конструкция, отличающаяся от нейронных 

сетей и других классификаторов, которые могут быть уязвимы для различного рода атак, 

потому что обучение происходит на различных устройствах. Могут использоваться как 

нейросети, так и более простые алгоритмы. Помимо этого, необходимо обеспечивать 

передачу данных между устройствами. 

Все атаки сводятся к нескольким основным типам, которые используют уязвимости 

классификатора. Можно реализовать защиту от атак с помощью усовершенствования 

архитектуры самого классификатора или уделить внимание шифрованию данных. 
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Фаззинг полиморфных систем в структурах   
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Аннотация. Сегодня фаззинг, фаззинг-тестирование является основной техникой тестирования про-

граммного обеспечения, систем и функций, в том числе и как часть динамического анализа. Фаззинг 

позволяет выявлять дефекты информационной безопасности или отказы. Однако такая практика может 

требовать привлечений больших ресурсов и вычислительных мощностей для проведения работ в круп-

ных организациях, где количество систем может быть большим. Командам разработки и специалистам 

информационной безопасности требуется одновременно соблюдать сроки, требования различных регу-

ляторов и рекомендации стандартов. Для решения задач по фаззинг-тестированию при одновременном 

соблюдении сроков, предлагается метод фаззинг-тестирования, который следует применять сразу ко 

всей информационно-вычислительной сети крупных организаций, которые используют микросервисы. 

Под полиморфными системами в настоящей статье понимаются такие системы, которые содержат реа-

лизацию различных функций, принимающих на вход различные типы данных, не в рамках одного про-

граммного обеспечения, а в рамках подсистем с набором нескольких микросервосов. В этом случае 

могут использоваться различные сетевые протоколы, форматы и типы данных. При таком многообра-

зии особенностей, возникает проблема выявлений дефектов в составе систем, поскольку при разработке 

не всегда предусматриваются интерфейсы отладки или обратной связи. Для её решения в настоящей 

статье предлагается использовать метод сбора и анализа статистики временных интервалов обработки 

мутированных данных миросервисами. Для фаззинг-тестов предлагается использовать мутированные 

запросы, где начальное состояние данных для мутации – полезная нагрузка известных или типовых 

дефектов информационной безопасности. C помощью анализа временных интервалов между клиент-

серверным запросом и ответом удалось выявить закономерности, которые показали наличие потенци-

ально опасных дефектов. В рамках статьи рассматривается фаззинг прикладных функций по протоколу 

HTTP. Предлагаемый подход не оказывает отрицательных влияний на эффективность и сроки разра-

ботки. Описанный в статье метод и решение рекомендуется применять в крупных организациях, как 

дополнительное или основное решение по обеспечению информационной безопасности для того, чтобы 

предотвращать критичные отказы инфраструктуры и финансовые потери.  

Ключевые слова: фаззинг; дефекты информационной безопасности; микросервисная архитектура. 
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Abstract. Today fuzzing (fuzzing-testing) is the main technique for testing software, systems and code 

functions. Fuzzing allows identify vulnerabilities or software failures. However, this practice may require the 

large resources involvement and network performance in large organizations where the number of systems may 
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be large. Developers and information security specialists are simultaneously required to comply with time-to-

market deadlines, requirements of various regulators and recommendations of standards. In current paper is 

proposed new fuzzing method, which is designed to solve the problem above. In current aproach is proposed 

use fuzzing testing for whole computing network at ones in large organizations if them operate with 

microservices. Polymorphic systems in this paper are understood like systems that consist of various API 

(Application Programming Interface) functions that operate with various types of data, not within single 

software, but inside subsystems with a set of several microservices. In this case, a lot of various network 

protocols, data types and formats can be used. With such a variety of features, there is a problem of detecting 

errors or vulnerabilities inside systems, beacause debugging or trace interfaces are not always developed in the 

microservice softwares. So, in this paper it is proposed to use also the method of collecting and analyzing 

statistics of time intervals of processing mutated data by microservices. For fuzzing tests, it is proposed to use 

mutated lists of exploit payloads. Time analyzing between client-server requests and the responses helps to 

identify patterns that showed the presence of potentially dangerous vulnerabilities. This paper discribes fuzzing 

of API functions only in the HTTP protocol (Hypertext Transfer Protocol). Current approach does not have a 

negative impact on the effectiveness of development or deadlines. Methods and solution described in the paper 

are recommended to be used in large organizations as an additional or basic information security solution in 

order to prevent critical infrastructure failures and financial losses. 

Keywords: fuzzing; information security; micro-service architecture. 

For citation: Yurev A.S. Fuzzing of polymorphic systems within microservice structures. Trudy ISP 

RAN/Proc. ISP RAS, vol. 36, issue 1, 2024. pp. 45-60 (in Russian). DOI: 10.15514/ISPRAS-2024-36(1)-41.  

1. Введение 

Сегодня в крупных организациях часто используют микросервисные принципы построения 

информационно-вычислительной архитектуры [1]. Микросервисы – это набор небольших 

модулей, с помощью которых выполняется непрерывная поставка и развертывание больших 

и сложных приложений (программного обеспечения). Чаще всего, это веб-сервис (Web-

service), отвечающий за один элемент логики в определенной предметной области. 

Приложения на таких принципах представляют из себя комбинацию микросервисов, каждый 

из которых предоставляет определенные функциональные возможности пользователям [2]. 

Под полиморфными системами в настоящей статье понимаются такие системы и 

микросервисы, которые состоят из множеств различных API (Application Programming 

Interface) функций, принимающих на вход различные типы данных, не в рамках одного 

программного обеспечения (ПО), а в рамках автоматизированных систем (АС) с набором 

нескольких ПО. В этом случае могут использоваться различные сетевые протоколы, ролевые 

модели, форматы и типы данных, что порождает проблемы исследований и аудита 

информационной безопасности (ИБ) в крупных организациях, поскольку количество 

объектов и их особенностей может быть большим. В первую очередь, проблемы связаны с 

тем, что при проведении работ по анализу защищенности специалистами ИБ требуется 

соблюдать сроки (time-to-market). Например, в финансовых организациях соблюдение сроков 

является острой проблемой, поскольку рынок финансовых услуг очень динамичный и резко 

меняется. Кроме того, в соответствии с принципами SSDL (Secure Software Development 

Lifecycle) [3] и требованиями регуляторов, каждая новая версия разработки ПО обязана 

проходить проверки ИБ на регулярной основе в рамках аудита защищенности различных АС 

и для решения задач по анализу отказоустойчивости. Для этого проводится фаззинг-

тестирование (англ. Fuzzing) [4]. В рамках настоящей статьи фаззинг-текстирование 

рассматривается, как один из вариантов практики динамического сканирования – DAST 

(Dynamic Application Security Testing) [5]. В основе техники фаззинга лежит метод подачи на 

вход функций ПО некорректных, случайных или нестандартных данных с целью 

обнаружения ошибок [6-7]. Практика фаззинг-тестирования регламентирована 

рекомендациями различных стандартов [8-10]. Инструменты фаззинг-тестирования входят в 

стек технологий цикла безопасной разработки, регламентированного нормативными 

документами ведомств-регуляторов, проведение таких процедур предусмотрено ГОСТ Р 



Юрьев А.С. Фаззинг полиморфных систем в структурах микросервисов. Труды ИСП РАН, 2024, том 36 вып.1, с. 45-60. 

47 

56939-2016, как необходимой меры разработки безопасного ПО [6,11]. Поэтому сегодня 

вопрос проведения фаззинг-тестирований в крупных организациях является крайне 

актуальным. Для выполнения рекомендаций и требований при одновременном соблюдением 

сроков ввода ПО в промышленную эксплуатацию, в рамках данной статьи предлагается 

использовать новый метод фаззинга для структур микросервисов сразу ко всей АС, 

поскольку именно такой подход используется злоумышленниками, в соответствии с моделью 

внешнего нарушителя [12]. В этом случае, с точки зрения тестирования на проникновение, 

АС будет атакована по методологии «черного» или «серого ящика» [13], так как нарушителю 

или не известна архитектура систем в организации, или он каким-то образом получил всё 

множество API-функций и их параметры. В настоящей статье проводится анализ различных 

инструментов, применительно, к микросервисным структурам и разрабатывается метод 

обнаружения дефектов ИБ, основанный на анализе времени ответов сервисов на запросы. В 

рамках статьи рассматривается фаззинг API-функций в составе протокола HTTP (Hypertext 

Transfer Protocol), поскольку сегодня микросервисы преимущественно работают по 

спецификациям Swagger [14] или OpenAPI [15]. Доказывается эффективность метода 

мутации полезных нагрузок (payloads) [16-17] известных дефектов ИБ на практике. 

Исследуются проблемы фаззинга АС в крупных организациях.  

2. Описание проблемы фаззинг-тестирования в крупных 
организациях 

В крупных организациях, где информационные системы построены на микросервисных 

принципах, в АС с течением времени разрабатывается множество новых API, системных 

интеграций, обновлений, постоянно ведутся разработки новых функций, микросервисы 

создают полиморфизм и их количество может возрастать в разных АС непрерывно и 

независимо. Часто, каждый сервис в составе АС существует только в рамках своего 

жизненного цикла (SDLC) [18] и не зависит от разработок в других частях АС. Бизнес-

функции, команды разработчиков и стек технологий также могут быть разными. 

В соответствии с этим, внедрение фаззинг-тестирований в отдельности для каждого 

микросервиса или ПО создает предпосылки для снижения эффективности разработки. Это 

обусловлено тем, что может потребоваться: 

1) Проводить предварительный анализ исследуемой системы, определение объектов 

фаззинга, анализ обновления; 

2) Тонко настраивать инструменты фаззинга и вносить в контур разработки 

дополнительные библиотеки; 

3) Создавать агенты фаззинга и доставлять их на сервера разных систем; 

4) Настраивать авторизацию в системах; 

5) Создавать дополнительных тестовые контура для предотвращения отказов в 

промышленной среде во время фаззинга; 

6) Создавать механизмы контроля состояния систем во время проведения работ; 

7) Непрерывно взаимодействовать с командами разработчиков, с отрывом от 

выполнения основных задач; 

8) Расширять штат специалистов ИБ; 

9) и выполнять другие активности. 

Предполагается, что вышеперечисленные особенности не только могут увеличить сроки, но 

и потребуют дополнительных ресурсов, которые в свою очередь, увеличивают финансовые 

расходы.  

Кроме того, существует и другая проблема, которая связана с наличием обратной связи в 

исследуемых системах. Не всегда разработчики предусматривают интерфейсы, которые 
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позволяют выявлять дефекты ИБ или ошибки. К ним можно отнести системные журналы, 

логи ошибок (syslog), обработчики ошибок в составе конечного ПО. Иногда, в составе 

различных сервисов используются коммерческие решения, включая аппаратные (hardware), 

исходный код которых недоступен разработчикам организации. Некоторые прикладные 

решения, например, такие как Web-серверы, базы данных или ПО, которые работают по 

протоколу HTTP, подвержены дефектам ИБ, которые не приводят к отказам, однако уязвимы. 

В этом случае входные данные воспринимаются функциями ПО, как обычные, стандартные. 

К таким дефектам ИБ можно отнести SQL-инъекции (Structured Query Language Injections) 

[19], RCE (Remote Command Execution/Remote Code Execution) [19], LFI/RFI (Remote/Local 

File Inclusion) [19], IDOR (Insecure Direct Object Reference) [19] и другие. Из-за отсутствия 

обратной связи и возникает проблема выявления дефектов ИБ. Доработки в реализации 

обратной связи могут повлечь дополнительные расходы в организациях. 

Еще одной проблемой могут быть ограничения операционных систем и их низкая 

производительность. Множество сервисов могут работать на виртуальных компонентах, 

например, такие как Docker-контейнеры [20]. Часто, для таких компонентов могут не 

создавать высоких вычислительных мощностей, а память (RAM, ROM) может быть сильно 

ограничена. Масштабирование систем влечет за собой увеличение расходов в организациях. 

Некоторые рудиментарные и устаревшие микросервисы могут работать на старых 

операционных системах, заменить или обновить, ввиду своей экономической и практической 

значимости, может быть невозможно из-за особенностей АС. Поэтому предлагается 

рассматривать вопрос фаззинга не с точки зрения подстройки систем, а с точки зрения 

настройки инструментов фаззинга для всех систем сразу в совокупности.  

Также, еще одной проблемой может стать анализ полноты покрытия объектов фаззинга для 

качественной оценки проведенных работ. В рамках крупной организации – это может быть 

сложной и объемной задачей, поскольку это требует дополнительных ресурсов для 

проведения исследований ИБ применительно к каждому ПО или сервису, где потребуется 

глубокий разбор исходного кода и привлечение команд разработки. 

Для решения вышеописанных проблем в рамках настоящей статьи предлагается проводить 

фаззинг-тестирование: 

1) Сразу ко всей полиморфной микросервисной АС, в соответствии с бизнес-

сценариями или функционалом, который доступен пользователю в соответствии с 

его ролью в системе. Критерием полноты покрытия считать количество 

задействованных API-функций и их параметров; 

2) Использовать метод оценки временных интервалов ответов микросервисов на 

мутированные запросы, где начальное состояние данных мутации – полезная 

нагрузка (payloads) известных или типовых дефектов ИБ;  

3) Проводить фаззинг-тестирование по методологии «черного ящика» или «серого 

ящика», преимущественно, используя модель внешнего нарушителя.  

Такой подход оказался эффективным, что следует из нижеописанных результатов.  

3. Анализ существующих решений для фаззинг-тестирования 

В рамках настоящей статьи был проведен анализ существующих решений и методов, на 

предмет их применимости к микросервисным структурам.  

В статье [21] приводится общий анализ различных решений, таких как: APIFuzzer [22], 

bBOXRT [23], Dredd [24], EvoMasterBB [25], RESTest [26], RESTler [27], RestTestGen [28], 

Schemathesis [29] и Tcases [30]. Для оценки эффективности существующих методов и 

инструментов тестирования API-функций, авторы статьи [21] проводили эмпирические 

наблюдения, в ходе которых применяли указанные инструменты к разным Web-сервисам. На 

основании полученных результатов авторы [21] отвечают на вопросы: какая полнота 
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покрытия у инструментов фаззинга и как много ошибок способны обнаружить 

рассматриваемые решения. Анализ этой работы показал, что сгенерированные параметры, 

которые подавались на вход функций исследуемых объектов имели в основном случайный 

характер. В результате этого, множество запросов не было правильно обработано сервисами. 

Авторы [21] использовали метод выявления 500 ошибок (по спецификации HTTP 500 ошибка 

– это 500 Internal Server Error, внутреняя ошибка, чаще всего отказ), которые могут 

свидетельствовать о наличии дефектов. Проведенные работы касались сервисов, которые 

функционировали локально и позволяли контролировать свое состояние и оценить покрытие 

[21]. Эти методы и инструменты могут, безусловно, использоваться в крупных организациях, 

но в своем составе не содержат функции оценки времени ответов. В работе авторов [21] не 

рассматривались вопросы авторизации в системах, а зависимости между микросервисами не 

были учтены. Соединения с сервисами устанавливались прямо и независимо друг от друга. 

Кроме того, не рассматривается последовательность отправки запросов, в соответствии с 

бизнес-сценариями и ролью пользователей.  

В рамках текущей работы был проведен еще и анализ существующих открытых и 

коммерческих решений.  

Были рассмотрены следующие открытые решения: honggfuzz [31], radamsa [32], AFL [33], 

LibFuzzer [34], oss-fuzz [35], sulley [36], boofuzz [37], Bfuzz [38], ffuf [39], wfuzz [40], nuclei 

[41]. В настоящей статье не проводится исследований эффективности этих инструментов в 

сравнении друг с другом, предполагается, что это будет описано в дальнейших работах, 

однако, каждый из инструментов был протестирован в рамках данной статьи на различных 

микросервисных АС. Описание и сравнение инструментов можно найти в статье [42], где 

описан анализ эффективности решений ffuf [39] и wfuzz [40], а также приводится описание 

большинства из вышеуказанных решений. Временная оценка ответов для вышеприведенных 

решений может быть произведена с помощью дополнительных настроек или с помощью 

написания специального ПО. Так, например, для инструмента nuclei время ответов можно 

получить с помощью следующих параметров запуска: -ts, -timestamp. 

Указанные открытые решения можно использовать, как инструменты отправки запросов с 

полезной нагрузкой, например, используя списки мутированных последовательностей для 

фаззинга API-функций. Это может потребовать предварительной их генерации. Для 

генераций мутированных данных применительно к инструменту wfuzz, например, можно 

воспользоваться инструментом radamsa "Листинг 1": 

for((i=1; i<100; i++));  

do echo '<script>alert(1)</script>' | radamsa 1>> payloads.txt;  
done && wfuzz -c -t 50 -w payloads.txt -u 

https://service/api/v1/send?q=FUZZ 

Листинг 1. Пример генерации мутированных данных с помощью radamsa для wfuzz 

Listing 1. Mutated data generation using radamsa for wfuzz 

Решения [31-40] содержат модули генерации случайных данных «на лету», когда в списках 

мутированных данных нет необходимости. Однако, простая подача на вход функций 

случайных данных с помощью генераторов не эффективна [7]. Большое множество 

генераций не позволяет проводить исследования за разумное время.  

Для выполнения задач фаззинга может быть использовано ПО для тестирования на 

проникновение: Burp Suite [43], OWASP ZAP [44]. Однако, такие решения не обладают 

полноценными фаззинг-модулями и требуют использовать отдельные большие списки 

сгенерированных фаззинг-нагрузок или подключать дополнительные расширения. Модули 

детекции временных интервалов присутствуют в функционале этих инструментов, однако в 

них нет автоматического временного анализа и выявлять отклонения требуется эмпирически 

(вручную). Возникает дополнительная задача автоматизации процесса.  
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Существуют коммерческие решения для DAST-сканирований. В рамках текущей статьи не 

проводились исследования эффективности различных коммерческих решений по отношению 

друг к другу и в целом, а только приводится несколько примеров таких решений: PT BlackBox 

[45], Netsparker [46], appSсreener [47], Acunetix [48]. Предполагается, что и они могут 

проводить фаззинг микросервисов. Вышеперечисленные решения могут быть эффективно 

встроены в процесс CI/CD [49], как DevSecOps [50] решения. Они могут использоваться на 

этапе разработки, тестирования или сопровождения, в соответствии с методологией SSDL 

[3]. Несмотря на то, что эти решения можно применять сразу ко всей микросервисной 

архитектуре, было выявлено, что при применении различных сканеров динамического 

анализа не обеспечивается полное покрытие АС проверками, поскольку сигнатурно, в 

составе таких решений, анализ производится в основном тестовыми запросами для поиска 

известных дефектов ИБ (CVE – Common Vulnerabilities and Exposures) [51]. Лучше всего они 

решают задачи анализа соответствия требований настроек систем (анализ настроек 

безопасности, выявление небезопасных функций), задачи по обнаружению устаревших 

версий ПО, выявлению слабостей используемых протоколов и обнаружению известных (1-

day) дефектов ИБ [51]. Некоторые коммерческие решения имеют функции обнаружения 

DOS, когда задержки ответов сервера велики. Однако, автоматизированного модуля оценки 

временных интервалов нигде не содержится, а исследования по методологии «серого ящика» 

требуют созданий правил сканирования, когда необходимо создавать множество шаблонов и 

осуществлять их контроль, а это, в свою очередь, требует привлечения дополнительных 

ресурсов. Как правило, при применении коммерческих решений, отсутствует прозрачность в 

рамках того, какая именно полезная нагрузка была отправлена микросервису, так как 

производители предпочитают не разглашать свои технологии. Специалисту ИБ, как правило, 

будет доступен только отчет или электронная форма после проведения сканирований, 

которые будут не информативны при выполнения указанных задач в рамках фаззинг-

тестирования. 

В результате проведенного анализа литературы и апробации различных решений, в рамках 

текущей статьи делается следующий вывод: на текущий момент не существует 

универсальных решений для фаззинга сразу всех систем (микросервисов) с 

автоматизированным модулем оценки временных интервалом, контролем тестовой полезной 

нагрузки, модулем мутации известных дефектов ИБ. Требуется разработать решение, которое 

бы позволило выполнять все указанные задачи для фаззинг-тестирований.  

4. Высокоуровневое описание объекта исследования 

Для проведения исследований был использован тестовый стенд информационной сети, где 

функционировала полиморфная АС, в составе которой работало множество микросервисов 

(более 500), обрабатывающие различные типы данных с помощью API-функций. Они 

работали как с бинарными массивами данных, так и с типизированными, такие как JSON 

(JavaScript Object Notation) или XML (eXtensible Markup Language). При этом в тестовой среде 

велись непрерывно разработки ПО различными командами. Для проведения исследований 

был выбран сетевой протокол прикладного уровня – HTTP, как наиболее популярный. 

Исследуемая система является распределенной. Микросервисы могут быть связаны 

интеграциями. В качестве примера, на нижеприведенном рис.1, потоки данных показаны 

соединительными линиями. Расположение линий, как и подсистем может быть любым. 

5. Описание процесса фаззинга 

В рамках статьи, фаззинг проводился с помощью разработанного решения для указанных 

задач, которое состоит из модуля мутации, подстановки и детектирования, а процесс был 

разделен на несколько этапов. 
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Рис. 1. Высокоуровневая схема полиморфной АС 

Fig. 1. High-level scheme of polymorphic system 

5.1 Сбор данных об АС и создание шаблонов тестирования 

Сбор информации проводится по методологии «черного ящика» или «серого ящика». 

Результатом этого этапа является набор IP-адресов, DNS (Domain Name System) имен и 

сформированный список URI (Uniform Resource Identifier) для каждой конечной API 

функции. Для методологии «серого ящика», кроме того, формируется список всех запросов 

в рамках АС с параметрами и заголовками (см. Листинг 2). 

POST /personal/api/v1/personal/setBalance HTTP/1.1 

Host: *** 

Cookie: 

sid=111C5wM2LY4Sfc5LACOTAAAlNLABQtMjE4NzkwNjU1MDc3NjQ2NTk2OQACUzEAAjgz; 

Content-Length: 73 

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 

(KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36 

Content-type: text/plain 

Accept: application/json, text/plain, */* 

Connection: close 

 

{"metadata":{"channel":"ib"},"data":{"balanceIsVisible":true}, 

"balanceSet":7788} 

POST /personal/api/v1/personal/getBalance?query=first HTTP/1.1 

Host: *** 

Cookie: sid=111C5wM2LY4Sfc5LACOTAAAlNLABQtMjE4NzkwNjU1MDcsddsdk2OQACUzEAAjgz; 

Content-Length: 93 

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 

(KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36 

Content-type: text/plain 

Accept: application/json, text/plain, */* 

Connection: close 

 

{"metadata":{"channel":"ib"},"data":{"balanceIsVisible":true}, 

"balanceSet":7788} 

Листинг 2. Типовые шаблоны HTTP запросов 

Listing 2. Typical templates of HTTP requests  

Полученные исходные данные сохраняются в соответствующий шаблон в текстовом формате 

с эталонами всех HTTP-пакетов по спецификации микросервисов, где указываются все 

параметры в составе пакета для фаззинга. По умолчанию, таковыми являются URI, с 

разделителем “/”, заголовки протокола HTTP и данные (data, параметры и их значения). 
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5.2 Подготовка типовых тестовых проверок информационной без-
опасности 

На этом этапе создаются списки различных полезных нагрузок для эксплуатации известных 

дефектов ИБ (CVE), например, такие как команды, выполняемые при работе с базами данных 

SQL, системные команды Linux, различные инъекции (вредоносные, ненадежные данные для 

системы, баз данных или кода), ссылки на ресурсы операционной системы в виде системных 

файлов и другие. Такой подход, как правило, применяется различными DAST-сканерами [43-

48]. В итоге, формируются входные параметры в виде списков эталонных данных для 

тестирования и списка полезных нагрузок для модуля мутации, который является частью 

решения (см. Листинг 3). 

%00../../../../../../etc/passwd 

%00../../../../../../etc/shadow 

-1.0 

') or ('x'='x 

0 or 1=1 

' or 0=0 -- 

' UNION SELECT 

t'exec master..xp_cmdshell 'nslookup localhost'-- 

%20$(sleep%2050) 

<?xml version="1.0" encoding="ISO-8859-1"?><!DOCTYPE foo [<!ELEMENT foo 

ANY><!ENTITY xxe SYSTEM "file://c:/boot.ini">]><foo>&xxe;</foo> 

{77*88} 

Листинг 3. Пример списка значений полезных нагрузок для модуля мутации 

Listing 3. Payloads examples for mutation 

Указанный список полезных нагрузок будет использован в качестве параметра для модуля 

мутации. В основе работы модуля мутаций используются следующие функции изменения 

данных: 

1) инверсия данных: случайным образом выбираются биты входных данных и их 

количество, затем над ними производится замена с 0 на 1 и наоборот; 

2) сокращение данных или переполнение: сокращается количество переменных для 

параметров запросов или сокращаются длины передаваемых данных. Для 

переполнения используется подача на вход данных с длиной, превышающей 

допустимую или с помощью пошаговой инкременции, где каждое последующее 

тест-значение увеличивается по длине на 1 бит или 1 байт; 

3) преобразуется числовой формат;  

4) внесение интервалов: во входные данные добавляются множества пробелов, знаков 

форматирования, например, переходы на новую строку (“/n”, “%0a”), а также 

используется техника кодирования – Percent-encoding (добавления знаков % в URI 

или в других параметрах запросов, например в данных); 

5) преобразование форматов: изменяется кодировка или производится сериализация 

объектов (преобразование объекта (параметра) в поток байтов (битов) для 

сохранения или передачи в память, базу данных или файл); 

6) модификация строковых или числовых значений: строковые значения заменяются на 

типовые значения для обнаружения дефектов ИБ, при этом, изменяется 

расположение входных данных случайным образом в запросе. Числовые значения 

заменяются на отрицательные или на значения с плавающей точкой. 

7) расширение данных: производится дублирование данных, повторение параметров 

запроса, случайное увеличение числа значений для одного и того же параметра; 

8) рандомизация данных: на вход параметров запросов подаются случайные 

последовательности в требуемом формате или с модификациями формата; 

9) конкатенация или сдвиг: производится объединение данных или линейный сдвиг на 

случайную величину. 
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Типы данных для каждого шаблона микросервисов могут отличатся. Ввиду этого 

реализована автоматическая подстройка мутатора к требуемому формату данных.  

Также, в составе решения, реализован модуль подстановок. В основе модуля лежит алгоритм, 

который на основании шаблона и полезной нагрузки, генерирует последовательность вызова 

функций API в составе АС и регламентирует положение сгенерированной 

последовательности из модуля мутаций, без повторений. Примеры сгенерированных 

выходных данных для тестирования могут иметь вид, показанный на Листинге 4. 

{“channel”:”0%20’../../../etc/passwd..”} 

{“channel”:”inform,0+123”}  

{“channel”:””””””””””””””}{””} 

{“-dl-.echo’1’;sleep 9999999”:[]}  

{“channel”:”0%20’../../../etc/passwd..”} 

GET /api/v1/service_n?%%%%%%%%sleep%%%20099999%30001 

Листинг 4. Примеры сгенерированных выходных данных для тестирования 

Listing 4. Examples of generated output for testing 

Для контроля состояния тестирования отвечает модуль детектирования, который сохраняет 

полученные результаты фаззинг-тестов, автоматически анализируя следующее: 

1) аномальные ответы сервера; 

2) обрабатываемые ошибки; 

3) интервалы времени между запросом и ответом; 

4) статусы ответов; 

5) падение (DOS – Denial of Service) подсистемы; 

6) наличие типовых дефектов ИБ; 

7) сигнатуру ответа. 

При проведении фаззинг-тестов какой-либо API-функции, применяется метод вызова 

связанных цепочек данных, когда выходные мутированные данные снова подаются на вход 

модуля мутации. Применение такого конечного автомата обеспечивает более полное 

покрытие [7]. Если в результате какого-либо теста было получено время ответа, которое 

отличается от предыдущих запросов для исследуемой API-функции, то производится 

отправка стандартного запроса, без полезных нагрузок, а затем повторяется мутированный 

запрос, для которого была замечена аномалия. Если отклонение повторяется, то такая 

нагрузка помечается, как потенциальный дефект ИБ. 

Количество мутаций выходных данных задается с помощью параметра глубины мутации 

(повторений мутации) – J. Одна мутация равна одному тесту. Чем больше глубина мутаций 

и, соответственное им количество тестов, тем большая вероятность обнаружения дефектов. 

Также можно настроить максимум J, чтобы данные параметров не имели слишком 

случайный характер. Реакция ошибок кода микросервисов для описываемого метода не 

учитывается из-за ограничений обратной связи. В целом, предлагаемый метод фаззинга 

можно описать схемой, показанной на рис. 2. 

В процессе фаззинга именно модулем детектирования происходит измерение времени ответа 

для каждого запроса к АС. Собираются все значения временных интервалов для каждой API 

функции всех подсистем. В ходе анализа такой статистики было замечено, что при отправке 

к системе некоторых мутированных запросов, содержащих полезную нагрузку, ряд значений 

времени T увеличены по сравнению с другими запросами. Автором статьи была выдвинута 

гипотеза о том, что такое поведение связано с тем, что микросервисы используют 

дополнительный ресурс для обработки ответов в виде выполнения системных команд, чтения 

файлов или выполнения иных математических операций, ввиду чего и возникает временная 

задержка. Также, автором статьи была выдвинута и другая гипотеза о том, что такое 

поведение может быть связано с наличием дефектов ИБ в микросервисах.  



Yurev A.S. Fuzzing of polymorphic systems within microsevice structures. Trudy ISP RAN/Proc. ISP RAS, vol. 36, issue 1, 2024. pp. 45-60. 

54 

 

Рис. 2. Высокоуровневая схема процесса фаззинга 

Fig. 2. High-level scheme of fuzzing process 

Для проверки гипотез в модуле детектирования был реализован следующий алгоритм:  

1) для каждой полезной нагрузки в составе передаваемого параметра на API функцию 

для соответствующей глубины J сохраняется время ответа T системы на запрос; 

2) собирается и анализируется статистика задержек запросов/ответов в виде: 

∆TJn = T1 + T2 + T3 +… +Tn ; 

3) если ∆TJn - ∆TJn-1 < 0, то такой результат тестирования в виде сигнатуры HTTP 

запроса и ответа сохраняется, как гипотетически содержащий дефект. 

Вышеприведенная схема была реализована автором в составе программы, написанной на 

языке Golang, которая не использует в своем составе открытые (Open Source) решения или 

библиотеки. Это позволило избавиться от зависимостей. Для отправки запросов 

использовался стандартный пакет – net/http. Для достижения целей фаззинг-тестирования в 

организациях могут использоваться описанные выше открытые, коммерческие решения или 

могут создаваться собственные инструменты командами разработки, где будут реализованы 

функции детектирования и анализа времени ответов микросервисов. В рамках описанных 

задач автором рекомендуется использовать за основу открытое решение nuclei [41], но при 

этом потребуется разработать модуль анализа полученных результатов с особенностями, 

применительно к различным организациям и их микросервисам.  

6. Анализ полученных результатов и выводы 

Результатом работы решения является собранное множество запросов (HTTP-пакетов) и 

ответов на эти запросы, полученные от АС. Важно отметить, что модуль детектирования не 

сохраняет одинаковые ответы системы, а только те, которые отличаются от эталонных или 

те, которые не были обнаружены ранее. Отдельно сохраняются запросы, для которых время 

ответов было аномальным (большим). Такой подход позволяет сократить размер результата-

листинга, который может быть большим в зависимости от глубины J. Происходит сравнение 

каждого нового ответа с каждым сохраненным, пока не будет получен уникальный результат. 

В качестве параметра сохранения результата, для обеспечения скорости обработки данных, 

была выбрана в том числе и длина ответа. Такие методы фильтрации результатов 

обеспечивают минимизацию ложноположительных тестов. В целом результаты проведенных 
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работ собраны в табл. 1, полученной при тестировании микросервисной АС в тестовой среде 

(см. раздел 4). 

Табл. 1. Результаты проведенных фаззинг-тестов 

Table1. The results of the fuzzing tests 

Количество 

микросервисов 

Количество API 

функций 

Глубина 

мутации 

Время фаззинг-

тестирования 

Количество 

уникальных 

ответов 

Количество 

уникальных 

временных 

задержек 

1 5 10 ~ 5 минут 1 1 

10 93 30 ~ 60 минут 2 2 

100 1068 20 ~ 500 минут 11 13 

200 3015 10 ~ 3000 минут 37 23 

Конечно, приведенные в табл. 1 данные субъективны и значения будут сильно зависеть от 

информационной архитектуры различных организаций. Поэтому при применении 

описываемого подхода, требуется эмпирически рассчитать среднее время обработки 

запросов и разработать критерии анализа уникальных ответов. Иногда, возникают случаи, 

когда микросервис из-за обновлений, влияния других процессов, высокой нагрузки может 

выдавать ложноположительные результаты, в виде ошибок (500 статус) или в виде высоких 

временных задержек на ответы, поэтому все подобные результаты фаззинг-тестирования 

проходят повторное сканирование. После проведения работы для исследуемой АС, набор 

гипотетических дефектов анализируется в рамках одного микросервиса, где применяется 

такой же набор входных параметров на этапе J, при которых была обнаружена задержка: 

проводится направленный повторный одиночный тест для того, чтобы опровергнуть или 

подтвердить наличие дефектов. 

В результате проведения исследования, было получено, что временные задержки – 

действительно обусловлены тем, что в ряде систем содержатся потенциально опасные 

дефекты ИБ. Поэтому возникают отказы или время ответа возрастает по сравнению с 

другими ответами. Несколько таких тестовых примеров, которые действительно являлись на 

момент исследования дефектами ИБ, приведены в табл. 2. Конечно, по этическим 

соображениям, в рамках статьи, некоторые данные об объекте исследования были изменены. 

Табл. 2. Примеры запросов с полезной нагрузкой, ответов и время ответов 

Table 2. Requests examples with payloads, answers and response time 

№ Пример HTTP запроса (тест) Пример ответа на запрос 
Время ответа 

(миллисекунды) 

1 

GET /aa/settings/?sender=user&pl=web HTTP/2 

Host: app.mobile.xxxxxx.com:8899 

Content-Type: text/plain; charset=utf-8 

Content-Length: 50 

 

{"data":"input", "command": "; /n ping 

127.0.0.1"} 

HTTP/2 200 OK 

Server: nginx/1.20.2 

Date: Tue, 17 Oct 2023 20:18:30 GMT 

Content-Type: application/json 

Content-Length: 91 

 

{"data":"message", "print": "Ошибка! 

Проверьте входные данные."} 

6413 мс 

2 

POST 

/api/v2/change/?%20%0a’%2d%2dselect%20*fro
m%20users HTTP/2 

Host: app.mobile.xxxxxx.com:8899 

HTTP/1.1 500 Internal Server Error 

Server: Apache/2.4.25 
5422 мс 

3 

POST /s1/trace?start=%7dAAAAAAAA%7b 
HTTP/2 

Host: app.mobile.xxxxxx.com:8899 

Нет ответа - 

На рис. 3, рис. 4 и рис. 5 приведен вывод результатов для запросов 1, 2 и 3 из табл. 2, 

соответственно. Как видно из рисунков, ответы на запросы, которые не содержали дефектов, 

имеют меньшие величины времени ответа T. Также следует заметить, что статус или текст 
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ответа микросервисов, не всегда является корректным и явно не свидетельствует о наличии 

в АС какого-либо дефекта ИБ. 

 
Рис. 3. Пример № 1 обнаружения дефекта ИБ среди множества запросов 

Fig. 3. Example No. 1 of detecting a defect among many requests 

 
Рис. 4. Пример № 2 обнаружения дефекта ИБ среди множества запросов 

Fig. 4. Example No. 2 of detecting a defect among many requests 

 

Рис. 5. Пример № 3 обнаружения дефекта ИБ среди множества запросов 

Fig. 5. Example No. 3 of detecting a defect among many requests 

В результате, было установлено, что для каждого типа дефекта ИБ соответствуют разные ∆T. 

Например, для дефектов типа DoS – ∆T, как правило, принимает самое большое значение, а 

самые низкие показатели ∆T обнаруживались для дефектов типа IDOR (Insecure direct object 

reference). 

При применении разработанного решения фаззинг-тестирования для исследуемой 

микросервисной АС было получено следующее: 

 отсутствует большая нагрузка на тестируемые микросервисы; 

 эффективность разработки и время не снижается, несмотря на то что на тестовом 

контуре постоянно проводились работы различными командами; 

 обеспечивается высокое покрытие микросервисов, поскольку используется 

универсальный шаблон, применяемый ко всей АС сразу, где исследуется каждая 

API функция по спецификации самого сервиса; 

 автоматизированно производится анализ ответов сервера и их временных 

интервалов для каждой сгенерированной последовательности, переданной на вход 

API функции, что сокращает время при ручном (эмпирическом) анализе; 

 производится автоматическая настройка в соответствии с протоколом сервера и 

типом обрабатываемой информации, что позволяет производить проверки 

непрерывно, в том числе в рамках процесса CI/CD [49]; 

 нет привязки к формату данных, а тип данных определяется на основании анализа 

данных из шаблонов запросов/ответов на всех этапах тестирования, что позволяет 

не тратить время и ресурсы на запуск инструментов фаззинга применительно к 

каждому микросервису в отдельности. 
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7. Заключение 

В рамках настоящей статьи было установлено, что различные API в структурах 

микросервисов, могут содержать различные типы дефектов ИБ и ошибок. Для их 

обнаружения необходимо проводить фаззинг-тестирование, в соответствии с требованиями 

регуляторов и рекомендациями стандартов. При проведении фаззинг-тестирований отдельно, 

для каждого микросервиса могут возникать проблемы, связанные с соблюдением сроков 

разработки и снижением эффективности в крупных организациях. Описанный в настоящей 

статье метод фаззинг-тестирования для выявления дефектов ИБ, основанный на оценке 

временных интервалов ответов различных микросервисов, подаче мутированных данных 

полезных нагрузок на вход API-функций, при использовании методологий «серого» или 

«черного ящика» - оказался эффективным. При таком подходе нарушений сроков разработки 

не выявлено. Также, оказалось эффективным и применение процедуры фаззинга сразу ко 

всей микросервисной структуре в рамках АС, где обеспечивается полное покрытие всех 

доступных API-функций. Предлагаемый метод и решение сегодня применяется, как один из 

вариантов проведения фаззинг-тестирования в крупной организации [52]. Сам метод 

позволил выявить следующие типы дефектов ИБ: 

 RCE (Remote Command Execution/Remote Code Execution); 

 LFI/RFI (Remote/Local file inclusion); 

 SQL-инъекции; 

 DoS (Denial of Service); 

 IDOR (Insecure direct object reference); 

 XXE (external entity injection); 

 ошибки логики и ряд других. 

Описанный в статье метод рекомендуется применять в крупных организациях, где 

используется микросервисная структура, как дополнительное или основное решение по 

обеспечению информационной безопасности для того, чтобы предотвращать критичные 

отказы инфраструктуры и финансовые потери.  
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Аннотация. В статье рассмотрена проблема обнаружения и локализации ошибок модулярного кода. 

Рассмотрено применение энтропии для обнаружения ошибок полиномиальной системы классов 

вычетов, исправление ошибок в которой осуществляется методом наибольшего правдоподобия. Для 

системы остаточных классов предложен подход к обнаружению ошибок через энтропию, позволяющий 

обнаружить ошибки большей кратности, по сравнению с классическим подходом. Для исправления 

ошибок рассмотрены методы наибольшего правдоподобия и метод проекций. Введенные ограничения 

на избыточное основание СОК позволило обнаружить не только все одиночные ошибки по рабочим 

модулям, но также и ряд ошибок по двум основаниям. Предложена система надежного распределенного 

хранения, позволяющая обнаружить и исправить ошибки, возникающие при приеме данных из облаков. 
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Abstract. The paper considers the problem of error detection and localization of modular code. The polynomial 

residue number system represents the input number as a set of polynomials over the finite field GF(2m), which 

are residues from dividing the original polynomial by a set of irreducible polynomials. The introduction of 

redundant moduli provides the required corrective capability of the noise-tolerant code. The application of 

entropy for error detection of a polynomial residue number system, error correction of which is performed by 
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the maximum likelihood method, is considered. In the residue number system, a number is represented as 

residues from division by a set of mutually prime numbers. An approach to error detection through entropy is 

proposed for the residue number system, which allows to detect errors of higher multiplicity compared to the 

classical approach. The maximum likelihood and projection methods are considered for error correction. The 

introduced constraints on the control modulo allowed us to detect not only all single errors on working moduli, 

but also a number of errors on two moduli. A computational experiment was carried out to investigate the 

corrective abilities for three sets of moduli {3, 5, 7, 8}, {3, 5, 7, 37}, {3, 5, 7, 71}. A reliable distributed storage 

system is proposed to detect and correct errors that occur when data is ingested from clouds. 
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1. Введение 

Для многих удаленных инфраструктурных объектов, таких как системы контроля на 

железной дороге или нефтеперерабатывающей промышленности, важно обеспечение 

надежной работы и гарантированной достоверности получаемых результатов. При этом для 

каналов связи вероятность однократных ошибок значительно выше вероятности ошибок 

большей кратности [1-2]. Таким образом, актуальной является проблема использования 

корректирующих кодов, позволяющих обнаружить и исправить одиночную ошибку. При 

этом использование корректирующих кодов связано с проблемой, что зачастую информация 

в них строго делится на информационную и контрольную, при этом контрольные цифры 

числа не позволяют производить вычисления над избыточными числами [3]. К кодам, в 

которых информационная и контрольная части числа равноценны, относятся 

полиномиальная система классов вычетов и система остаточных классов. Для обеспечения 

возможности определения ошибок рассмотрим понятие энтропии.  

Рассмотрим подход к определению «количества информации», рассмотренный в статье [4]. 

Если в некотором множестве 𝑋, состоящем из 𝑁 элементов, задана переменная 𝑥, то энтропия 

переменной 𝑥 равна  

𝐻(𝑥) = log2 𝑁. 

При этом для передачи количества информации 𝐼 необходимо употреблять ⌈log2 𝑁⌉ двоичных 

символов. Например, для кодирования в двоичной системе счисления чисел от 0 до 5 

необходимо ⌈log2 6⌉ = 3 двоичных знака.  

Если переменные 𝑥1, 𝑥2, … , 𝑥𝑛 принимают значения из множеств, состоящих из 𝑁1, 𝑁2, … , 𝑁𝑛 

элементов соответственно, то 

𝐻(𝑥1, 𝑥2, … , 𝑥𝑛) = 𝐻(𝑥1) + 𝐻(𝑥2) + ⋯ + 𝐻(𝑥𝑘). 

Рассмотрим применение данного понятия для обнаружения и исправления ошибок 

полиномиальной системой классов вычетов и системой остаточных классов. 

Далее статья организована следующим образом. В разделе 2 рассмотрена полиномиальная 

система классов вычетов с возможностью обнаружения и коррекции ошибки на основе 

энтропии и метода наибольшего правдоподобия. В разделе 3 рассмотрены корректирующие 

свойства избыточной системы остаточных классов. В разделе 4 рассмотрен вычислительный 

эксперимент, описывающий особенности обнаружения и исправления ошибок с избыточным 

модулем специального вида. В разделе 5 рассмотрена модель системы надежного 

распределенного хранения в системе остаточных классов. В заключении обобщены 

полученные результаты и даны рекомендации по использованию корректирующих 

модулярных кодов. 
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2. Корректирующие свойства полиномиальной системы классов 
вычетов 

Одним из способов обеспечения надежности при хранении информации в облаках является 

использование при разделении данных схем разделения секрета (СРС), в частности 

взвешенных СРС [5], в которых данные делятся на доли разного размера, зависящего от 

надежности хранилища. Исходные данные могут быть восстановлены в случае 

некорректности одной или нескольких долей. 

В качестве схемы разделения секрета может быть взята избыточная полиномиальная система 

классов вычетов (ПСКВ, PRNS). Возьмем исходные данные 𝐴, которые могут быть 

представлены в виде многочлена 𝐴𝑃(𝑥) над полем 𝐺𝐹(2𝑚) в виде 𝐴𝑃(𝑥) = ∑ 𝑓𝑖
𝑚−1
𝑖=1 ⋅ 𝑥𝑖, где 

𝑓𝑖 ∈ {0,1} [5].  

Избыточная ПСКВ представляет собой набор из 𝑛 неприводимых многочленов 𝑚1(𝑥), 𝑚2(𝑥), 

…, 𝑚𝑛(𝑥), где 𝑛 – общее количество модулей ПСКВ, 𝑟 – количество избыточных модулей 

ПСКВ, тогда 𝑘 = 𝑛 − 𝑟 – количество рабочих модулей, при этом 𝑑𝑖 – степень многочлена 

𝑚𝑖(𝑥). Тогда любой многочлен 𝐴𝑃(𝑥) представляется в виде остатков от деления на модули 

ПСКВ, т.е. 𝐴𝑃𝑅𝑁𝑆 = (𝑎1(𝑥), 𝑎2(𝑥), … , 𝑎𝑛(𝑥)). При этом 𝑀(𝑥) = ∏ 𝑚𝑖(𝑥)𝑘
𝑖=1  – рабочий 

диапазон [0, 𝑀(𝑥)) со степенью 𝐷 = deg 𝑀 (𝑥) = ∑ 𝑑𝑖
𝑘
𝑖=1 , а �̂�(𝑥) = ∏ 𝑚𝑖(𝑥)𝑛

𝑖=1  – полный 

диапазон [0, �̂�(𝑥)) со степенью �̂� = deg �̂� (𝑥) = ∑ 𝑑𝑖
𝑛
𝑖=1 . Если deg 𝐴𝑃(𝑥) < 𝐷, то 

представление 𝐴𝑃(𝑥) единственное.  

За счет вводимых избыточных модулей может быть проведено определение ошибки 

вычисления или передачи данных. Если полученный при восстановлении многочлен 

удовлетворяет выражению deg 𝐴𝑃(𝑥) < 𝐷, то многочлен корректен или содержит более 

сложную комбинацию ошибок, чем способен распознать избыточный код, если же 

deg 𝐴𝑃(𝑥) ≥ 𝐷, то многочлен содержит ошибку. Таким образом, ошибка может быть 

обнаружена, если многочлен имеет степень большую, либо равную 𝐷, но меньшую �̂�. 

Одним из подходов к восстановлению многочлена из его представления в виде остатков 

является вариант Китайской теоремы об остатках для многочленов, а именно 

𝐴𝑃(𝑥) = |∑ 𝑎𝑖(𝑥)

𝑛

𝑖=1

⋅ |�̂�𝑖
−1(𝑥)|

𝑚𝑖(𝑥)
⋅ �̂�𝑖(𝑥)|

�̂�(𝑥)

, 

где �̂�𝑖(𝑥) = �̂�(𝑥)/𝑚𝑖(𝑥) и |�̂�𝑖
−1(𝑥)|

𝑚𝑖(𝑥)
 – мультипликативные инверсии, для которых 

выполняется |�̂�𝑖
−1(𝑥)|

𝑚𝑖(𝑥)
⋅ �̂�𝑖(𝑥)mod 𝑚𝑖(𝑥) = 1. 

Рассмотрим вопрос избыточности данных. Многочлен, входящий в рабочий диапазон, имеет 

степень, меньшую 𝐷, таким образом можно сказать, что на представление исходного числа 

требуется 𝐷 бит. С учетом избыточных модулей степень многочлена в избыточной ПСКВ 

ограничена �̂�. Тогда в случае сбалансированной системы все остатки используют 𝑑1 = 𝑑2 =
⋯ = 𝑑𝑛 = 𝑑 бит и избыточность равна 

𝑅 =
�̂�

𝐷
− 1 =

𝑛 ⋅ 𝑑

𝑘 ⋅ 𝑑
− 1 =

𝑛 − 𝑘

𝑘
. 

Многочлен, содержащий ошибку может быть представлен в виде 𝐴𝑃𝑅𝑁𝑆 = 𝐴𝑃𝑅𝑁𝑆 + 𝐸𝑃𝑅𝑁𝑆, 

при этом ошибка имеет форму 𝐸(𝑥) = β(𝑥)�̂�𝐼(𝑥), где β(𝑥) – ненулевой многочлен, �̂�𝐼(𝑥) =
∏ 𝑚𝑖(𝑥)𝑖∈𝐼  и 𝐼 – множество остатков без ошибки [5]. 

В статье [5] также введено понятие энтропии для полиномиальной системы классов вычетов. 

Поскольку степень 𝐴𝑃(𝑥) меньше 𝐷, то 𝐴𝑃(𝑥) может принимать 2𝐷 различных значения. 

Тогда, согласно [4], энтропия 𝐴𝑃(𝑥) будет равна 
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𝐻(𝐴𝑃(𝑥)) = log2 2𝐷 = 𝐷 = ∑ 𝑑𝑖

𝑘

𝑖=1

. 

Если 𝑖 ∈ [1, 𝑛] и 𝑎𝑖(𝑥) = |𝐴𝑃(𝑥)|𝑚𝑖(𝑥), то энтропия 𝑎𝑖(𝑥) равна 𝑑𝑖: 

𝐻(𝑎𝑖(𝑥)) = 𝑑𝑖 . 

Таким образом, остатки 𝑎𝑖(𝑥) содержат некоторую информацию об 𝐴𝑃(𝑥). Если 𝐻(𝑎𝑖(𝑥)) =

0, то остаток не содержит информации о 𝐴𝑃(𝑥), если же энтропия равна 𝐷, то имеется полная 

информация о 𝐴𝑃(𝑥). Если количество известной информации больше или равно исходной, 

то выполняется выражение 

∑ 𝑑𝑖

𝑖∈𝐼

≥ ∑ 𝑑𝑖

𝑘

𝑖=1

. 

Таким образом, мы можем безошибочно восстановить 𝐴𝑃(𝑥). 

В [5] приведена следующая теорема об обнаружении ошибки. 

Теорема 1. Если задана полиномиальная система классов вычетов с 𝑛 модулями 𝑚1(𝑥), 

𝑚2(𝑥), …, 𝑚𝑛(𝑥), где 𝑟 – количество избыточных модулей, и 𝑘 = 𝑛 − 𝑟 – количество рабочих 

модулей, то для многочлена 𝐴𝑃(𝑥), представленного в виде остатков 𝐴𝑃𝑅𝑁𝑆 =

(𝑎1(𝑥), 𝑎2(𝑥), … , 𝑎𝑛(𝑥)) и множества 𝐼 остатков c ошибкой, ошибка может быть обнаружена, 

если выполняется условие 

∑ 𝑑𝑖

𝑖∈𝐼

≤ ∑ 𝑑𝑘+𝑖

𝑟

𝑖=1

. 

Таким образом, для обнаружения ошибки используется Теорема 1. Для локализации и 

исправления ошибки в статье [5] модифицирован метод декодирования с максимальным 

правдоподобием (MLD) [6]. Для исправления ошибки множество остатков без ошибок 

должно удовлетворять условию ∑ 𝑑𝑖𝑖∈𝐼 > 𝐷. В процессе локализации и исправления ошибок 

находится множество 𝑉 возможных кандидатов 𝐴𝑃(𝑥), удовлетворяющих условию 

deg 𝐴𝑃 (𝑥) < 𝐷. Каждый из возможных 𝐴𝑃(𝑥) обозначается 𝑉𝑃
𝑙(𝑥), т.е: 

𝑉 = {𝑉𝑃
1(𝑥), 𝑉𝑃

2(𝑥), … , 𝑉𝑃
λ(𝑥)}, 

где λ – количество кандидатов, попадающих в разрешенный диапазон. 

Поскольку в общем случае ПСКВ относится к взвешенным кодам коррекции ошибок, для 

которых 𝑑1 ≠ 𝑑2 ≠ ⋯ ≠ 𝑑𝑛, то расстояние Хэмминга 𝐻𝑇
𝐼 , которое определяется как 

количество элементов, по которым различаются два вектора 𝑉𝑃𝑅𝑁𝑆
𝐼  и 𝐴𝑃𝑅𝑁𝑆, не обеспечивает 

корректной оценки, поскольку остатки несут разное количество информации об 𝐴𝑃(𝑥). 

Для вычисления веса Хэмминга 𝐻𝑊
𝑙  кандидата 𝑉𝑃𝑅𝑁𝑆 = (𝑣1(𝑥), 𝑣2(𝑥), … , 𝑣𝑛(𝑥)) в случае 

получения значения с ошибкой 𝐴𝑃𝑅𝑁𝑆 = (𝑎1(𝑥), 𝑎2(𝑥), … , 𝑎𝑛(𝑥)) в статье [5] предложен 

алгоритм согласно которому вычисление 𝐻𝑊
𝑙  проходит в три этапа: на первом этапе 

вычисляется вектор Хэмминга ℎ = (ℎ1, ℎ2, … , ℎ𝑛), где ℎ𝑖 = 0 когда 𝑣𝑖(𝑥) = 𝑎𝑖(𝑥), иначе ℎ𝑖 =

1. На втором шаге вычисляется обратная величина вектора ℎ, ℎ = (ℎ1, ℎ2, … , ℎ𝑛), где ℎ𝑖 равно 

единице, если остаток 𝑎𝑖(𝑥) не содержит ошибки, в противном случае ℎ𝑖 равно нулю. 

Третьим шагом является вычисление величины энтропии 𝐻𝑊
𝑙  как поэлементное произведение 

двух векторов: ℎ = (ℎ1, ℎ2, … , ℎ𝑛) и вектора, состоящего из энтропий остатков от деления, 

𝑎𝑖(𝑥), т.е. 𝐻𝑊
𝑙 = ℎ ⋅ ℎ𝐸 , где ℎ𝐸 = (𝐻(𝑎1(𝑥)), 𝐻(𝑎2(𝑥)), … , 𝐻(𝑎𝑛(𝑥))) = (𝑑1, 𝑑2, … , 𝑑𝑛). 
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Пример 1. Рассмотрим к качестве полиномиальной системы классов вычетов набор модулей 
{𝑥2 + 𝑥 + 1, 𝑥3 + 𝑥 + 1, 𝑥3 + 𝑥2 + 1, 𝑥6 + 𝑥 + 1} для которого ℎ𝐸 = (2, 3, 3, 6), рабочий 

диапазон 𝑀(𝑥) = 𝑥8 + 𝑥6 + 𝑥5 + 𝑥4 + 𝑥3 + 𝑥2 + 1, полный диапазон �̂� = 𝑥14 + 𝑥12 + 𝑥11 +
𝑥10 + 𝑥7 + 𝑥6 + 𝑥2 + 𝑥 + 1. Избыточность данной системы равна 𝑅 = �̂�/𝐷 − 1 = 14/8 −
1 = 3/4. В статье [5] в примере 4 указано, что кандидаты должны удовлетворять условию 

deg 𝑉𝑃
𝑙 (𝑥) < 𝐷 = ∑ 𝑑𝑖

𝑘
𝑖=1 . 

Введем в многочлен 𝐴(𝑥) = 𝑥7 + 𝑥5 + 𝑥3 + 𝑥 + 1 = (𝑥 + 1, 𝑥2 + 𝑥, 𝑥2, 𝑥5 + 𝑥3 + 𝑥2 + 1) 

ошибку по второму модулю 𝐸 = (0, 1, 0, 0), получим многочлен 𝐴𝑃𝑅𝑁𝑆(𝑥) = (𝑥 + 1, 𝑥2 + 𝑥 +

1, 𝑥2, 𝑥5 + 𝑥3 + 𝑥2 + 1) = 𝑥12 + 𝑥8 + 𝑥7 + 𝑥6 + 𝑥5 + 1. Поскольку deg 𝐴𝑃𝑅𝑁𝑆(𝑥) > 𝐷, 

многочлен содержит ошибку. 

В соответствии с теоремой 1 могут быть обнаружены все одиночные ошибки, а также 

двойные ошибки по первому и второму, первому и третьему, второму и третьему модулям. 

Тогда кандидатами будут  

 𝑉1(𝑥) = 𝑥7 + 𝑥5 + 𝑥3 + 𝑥 + 1 = (𝑥 + 1, 𝑥2 + 𝑥, 𝑥2, 𝑥5 + 𝑥3 + 𝑥2 + 1) 
для которого 𝐻𝑇 = 1, 𝐻𝑊 = 11; 

 𝑉2(𝑥) = 𝑥6 + 𝑥 = (𝑥 + 1, 𝑥2 + 𝑥 + 1, 𝑥2, 1) для которого 𝐻𝑇 = 1, 𝐻𝑊 = 8; 

 𝑉3(𝑥) = 𝑥6 + 𝑥5 + 𝑥3 + 𝑥2 + 𝑥 = (𝑥, 𝑥2 + 𝑥 + 1, 𝑥2 + 𝑥, 𝑥5 + 𝑥3 + 𝑥2 + 1) 

для которого 𝐻𝑇 = 2, 𝐻𝑊 = 9. 

В соответствии с методом наибольшего правдоподобия максимальный вес Хэмминга 𝐻𝑊 =
11 имеет кандидат 𝑉1(𝑥), который соответствует числу без ошибки. 

В общем случае добавление одного избыточного модуля позволяет только обнаружить 

одиночную ошибку, однако подход с использованием энтропии для полиномиальной 

системы классов вычетов позволил обнаружить и ряд двойных ошибок, а метод наибольшего 

правдоподобия позволяет исправить данную ошибку. 

Использование многочленов в полях Галуа в полиномиальной системе классов вычетов 

может усложнить процесс написания вычислительных модулей. Другим подходом к 

использованию модулярного кода является система остаточных классов, для которой 

используются числовые значения. 

Рассмотрим применение данных методов для системы остаточных классов. 

3. Избыточная система остаточных классов для исправления 
ошибок 

Еще одним эффективным представлением чисел при параллельной обработке является 

система остаточных классов (СОК). Если задан ряд положительных целых чисел 𝑝1, 𝑝2, … , 𝑝𝑛, 

называемых модулями или основаниями системы, то под системой остаточных классов 

понимается система, в которой целое положительное число представляется в виде набора 

остатков по выбранным основаниям 𝑋 = (𝑥1, 𝑥2, … , 𝑥𝑛), где 𝑥𝑖 = |𝑋|𝑝𝑖
= 𝑋 mod 𝑝𝑖 для 𝑖 =

1, 2, … , 𝑛 [3]. Из теории чисел известно, что если модули 𝑝𝑖  взаимно простые, то 

представление числа 𝑋 = {𝑥1, 𝑥2, … , 𝑥𝑛} является единственным. При этом можно выполнять 

модульные операции сложения, вычитания и умножения с остатками независимо по каждому 

модулю [7]. 

Рассмотрим избыточную систему остаточных классов с одним избыточным модулем, т.е. 𝑛 – 

общее число модулей, 𝑟 = 1 – количество избыточных модулей, 𝑘 = 𝑛 − 1 – количество 

рабочих модулей. При этом 𝑋 < 𝑃 = 𝑝1𝑝2 … 𝑝𝑛−1, где 𝑃 – динамический диапазон 

представления чисел. Добавление избыточного основания 𝑝𝑛 в систему остаточных классов 

с модулями {𝑝1, 𝑝2, … , 𝑝𝑛−1} позволяет обнаружить ошибку, а именно, число корректно, если 
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лежит в диапазоне [0, 𝑃), в случае нахождения числа в диапазоне [𝑃, �̂�), где �̂� = 𝑃 ⋅ 𝑝𝑛 – 

полный диапазон системы, число содержит ошибку.  

Чтобы оценить, в какой диапазон входит число, необходимо найти его позиционную 

характеристику. Одним из методов получения позиционной характеристики является 

перевод из СОК в позиционную систему счисления с использованием метода на основе 

Китайской теоремы об остатках (КТО), по которой число 𝑋 может быть получено из формулы 

𝑋 = |∑ �̂�𝑖

𝑛

𝑖=1

⋅ 𝑥𝑖 ⋅ |�̂�𝑖
−1|

𝑝𝑖
|

�̂�

, (1) 

где �̂� – полный динамический диапазон, 𝑃�̂� = �̂�/𝑝𝑖, |�̂�𝑖
−1|

𝑝𝑖
 – мультипликативная инверсия 𝑃�̂� 

по модулю 𝑝𝑖  [8]. 

В общем случае добавление одного избыточного основания позволяет обнаружить 

одиночную ошибку. На основании теоремы 1 введем понятие энтропии для обнаружения 

ошибок большей кратности. 

Энтропия модулей системы остаточных классов отражает количество информации, которое 

содержится в данном остатке, энтропия модуля равна 𝐻(𝑝𝑖) = log2 𝑝𝑖 . Тогда энтропию 

модулей СОК можно записать в виде 

ℎ𝐸 = (𝐻(𝑝1), 𝐻(𝑝2), … , 𝐻(𝑝𝑛)). 

В [3] приведено утверждение, что если среди модулей СОК есть такие малые основания 𝑝𝑗,1, 

𝑝𝑗,2, …, 𝑝𝑗,𝑡, для которых выполняется  

∏ 𝑝𝑗,𝑖

𝑡

𝑖=1

< 𝑝𝑛, 

то любые искажения в цифрах по нескольким или даже всем этим модулям превращают 

правильное число в неправильное и, следовательно, во всех случаях наличие искажений 

может быть обнаружено. Обобщим данное утверждение с помощью энтропии для системы с 

𝑘 рабочими модулями и 𝑟 = 𝑛 − 𝑘 избыточными модулями, где 𝑛 общее количество модулей 

СОК. Введем теорему 2. 

Теорема 2. Если задана система остаточных классов с 𝑛 модулями 𝑝1, 𝑝2, … , 𝑝𝑛, где 𝑟 – 

количество избыточных модулей, и 𝑘 = 𝑛 − 𝑟 – количество рабочих модулей, то для числа 𝐴, 

представленного в виде остатков (𝑎1, 𝑎2, … , 𝑎𝑛) и множества 𝐼 остатков c ошибкой, ошибка 

может быть обнаружена, если выполняется условие 

∑ 𝐻(𝑝𝑖)

𝑖∈𝐼

≤ ∑ 𝐻(𝑝𝑘+𝑗)

𝑟

𝑗=1

. (2) 

Доказательство: 

Правильность числа в СОК с избыточным модулем означает, что число входит в рабочий 

диапазон, т.е. 𝐴 < ∏ 𝑝𝑖
𝑘
𝑖=1 = 𝑃. 

1) Пусть 𝐼 – пустое множество и ошибок нет, тогда условие (2) примет вид 0 ≤ ∑ 𝐻(𝑝𝑘+𝑗)𝑟
𝑗=1 , 

что выполняется для всех 𝑝𝑘+𝑗, 𝑗 ∈ [1, 𝑟] и число 𝐴 может быть восстановлено из КТО по 

формуле (1). 

2) Рассмотрим случай с одним избыточным модулем и одиночной ошибкой, тогда условие 

(2) примет вид 𝐻(𝑝𝑖) ≤ 𝐻(𝑝𝑛), откуда из определения энтропии log2 𝑝𝑖 ≤ log2 𝑝𝑛 , и 𝑝𝑖 < 𝑝𝑛. 

Из определения правильности числа 𝐴 < 𝑃 =
�̂�

𝑝𝑛
 и т.к. 𝑝𝑖 < 𝑝𝑛, то 

�̂�

𝑝𝑖
>

�̂�

𝑝𝑛
 и 𝐴 <

�̂�

𝑝𝑛
<

�̂�

𝑝𝑖
. 

Поскольку число 𝐴 содержит ошибку, то 𝑎𝑖 ≠ 𝑎𝑖 и число 𝐴 не может находиться в интервале 
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[0,
𝑃

𝑝𝑖
), следовательно 𝐴 >

�̂�

𝑝𝑖
 и тогда имеет место выражение 𝐴 >

�̂�

𝑝𝑛
 и число 𝐴 является 

неправильным. 

3) Если возникли ошибки по нескольким основаниям 𝑝𝑖1
, … , 𝑝𝑖𝑙

, то условие (2) примет вид 

∑ 𝐻 (𝑝𝑖𝑗
)𝑙

j=1 ≤ 𝐻(𝑝𝑛), откуда log2 𝑝𝑖1
+ ⋯ +log2 𝑝𝑖𝑙

≤ log2 𝑝𝑛 и ∏ 𝑝𝑖𝑗

𝑙
𝑗=1 ≤ 𝑝𝑛. Рассмотрим 

произведение ∏ 𝑝𝑖𝑗

𝑙
𝑗=1  как единое основание 𝑝𝑖 , получим 𝑝𝑖 ≤ 𝑝𝑛 и случай сводится к случаю 

2, что означает, что любая ошибка по модулям 𝑝𝑖𝑗
, 𝑗 ∈ [1, 𝑙] может быть обнаружена. 

4) Если избыточных оснований несколько, 𝑝𝑘+1, … , 𝑝𝑘+𝑟, то условие (2) примет вид 

∑ 𝐻 (𝑝𝑖𝑗
)𝑙

j=1 ≤ ∑ 𝐻(𝑝𝑘+𝑗)𝑟
𝑗=1 , откуда log2 𝑝𝑖1

+ ⋯ +log2 𝑝𝑖𝑙
≤ log2 𝑝𝑘+1 + ⋯ + log2 𝑝𝑘+𝑟 и 

∏ 𝑝𝑖𝑗

𝑙
𝑗=1 ≤ ∏ 𝑝𝑘+𝑗

𝑟
𝑗=1 . Рассмотрим ∏ 𝑝𝑘+𝑗

𝑟
𝑗=1  как единое основание 𝑝𝑛, то соблюдается 

условие 𝑝𝑖 ≤ 𝑝𝑛 и случай сводится к случаю 2. 

Таким образом, любая ошибка по модулям 𝑝𝑖𝑗
, 𝑗 ∈ [1, 𝑙] может быть обнаружена. 

Накладывая ограничения на избыточные модули СОК можно обнаружить ошибки большей 

кратности. Введем алгоритм 1 выбора позиций ошибок 𝐸, которые могут быть обнаружены. 

Для обнаружения ошибки нужно проверить комбинации ошибок от однократных до ошибок 

кратности 𝑛 − 1. Количество однократных ошибок равно 𝐶𝑛
1, количество двукратных ошибок 

𝐶𝑛
2, и так далее, количество ошибок кратности n − 1 равно 𝐶𝑛

𝑛−1, где 𝐶𝑛
𝑘 – количество 

сочетаний из 𝑛 по 𝑘. Из бинома Ньютона (𝑎 + 𝑏)𝑛 = ∑ 𝐶𝑛
𝑘𝑎𝑛−𝑘𝑏𝑘𝑛

𝑘=0  можно получить, что 

количество ошибок кратности от 1 до 𝑛 − 1 равно 2𝑛 − 𝐶𝑛
0 − 𝐶𝑛

𝑛 = ∑ 𝐶𝑛
𝑘𝑛−1

𝑘=1 = 2𝑛 − 2. 
〈ℎ𝐸 ⋅ bin(𝑖)〉 – скалярное произведение ℎ𝐸 = {𝐻(𝑝1), 𝐻(𝑝2), … , 𝐻(𝑝𝑛)} и bin(𝑖), где bin(𝑖) – 

вектор из 𝑛 нулей и единиц, полученный при переводе 𝑖 в двоичную систему счисления. 

Input: {𝑝1, 𝑝2, … , 𝑝𝑛},  

ℎ𝐸 = {𝐻(𝑝1), 𝐻(𝑝2), … , 𝐻(𝑝𝑛)} 

Output: 𝐸  

1. 𝐸 = {} 

2. 𝑇 = ∑ 𝐻(𝑝𝑘+𝑗)𝑟
𝑗=1  

3. Для 𝑖 от 1 до 2𝑛 − 2 выполнять: 

3.1. Если 〈ℎ𝐸 ⋅ bin(𝑖)〉 ≤ 𝑇, то 

3.1.1. Добавить bin(𝑖) к 𝐸 

4. Возвратить 𝐸 

Алгоритм 1. Выбор позиций обнаруживаемых ошибок 

Пример 2. Возьмем СОК с модулями {3, 5, 7, 37} и одним избыточным модулем, для которых 

энтропии равны ℎ𝐸 = (1.58, 2.32, 2.81, 5.21). Рассмотрим работу алгоритма 1. 𝑇 = 5.21, тогда 

для bin(1) = {0,0,0,1} скалярное произведение 〈ℎ𝐸 ⋅ bin(1)〉 = 𝐻(𝑝𝑛)=5.21. Условие (2) 

выполняется, значит ошибка на позиции {0,0,0,1} может быть обнаружена. Из алгоритма 1 

выражение (2) выполняется для следующих сочетаний ошибок {𝑝1}, {𝑝2}, {𝑝3}, {𝑝4}, {𝑝1, 𝑝2}, 
{𝑝1, 𝑝3}, {𝑝2, 𝑝3}, следовательно, ошибки на данных позициях могут быть обнаружены. 

Рабочим диапазоном данной СОК является 𝑃 = 105. Возьмем число 𝑋 = 10 = (1, 0, 3, 10) и 

введем ошибку по двум основаниям 𝐸 = (2, 0, 5, 0), получим число 𝑋 = (0, 0, 1, 10). 

Используя формулу (1), получим 𝑋 = (0,0,1,10) = 750 и поскольку 750 > 𝑃 = 105, ошибка 

может быть обнаружена. 

Важным приложением выражения (2) является возможность определения позиций 

обнаруживаемых ошибок, что позволит строить распределенные вычислительные системы с 

требуемыми корректирующими возможностями.  



Kuchukov V.A. Application of entropy for modular code error detection in reliable distributed storage systems. Trudy ISP RAN/Proc. ISP 

RAS, vol. 36, issue 1, 2024. pp. 61-72. 

68 

Очевидно, что количество избыточных модулей и их размеры обеспечивают необходимые 

возможности к обнаружению ошибок. Так, рассмотренный выше набор позволяет 

обнаружить ряд двойных ошибок, в то время как набор {3,5,7,8} обнаруживает только 

одиночные ошибки. 

Рассмотрим применение веса Хэмминга и метода наибольшего правдоподобия из статьи [5] 

для системы остаточных классов. Для формирования кандидатов 𝑉𝑖 во всех методах 

используется сравнение с рабочим диапазоном. Для нахождения кандидатов метода 

наибольшего правдоподобия выбираются все значения, входящие в рабочий диапазон, в 

которых изменены значения на позициях, найденных из выражения (2). В дальнейшем для 

каждого кандидата вычисляется вес Хэмминга и выбирается кандидат с наибольшим весом. 

Пример 3. Для рассмотренного выше примера 2 с ошибочным числом 𝑋 = (0, 0, 1, 10) 

такими кандидатами будут числа 𝑉1 = (0, 0, 1, 15), 𝑉2 = (1, 0, 3, 10), 𝑉3 = (0, 4, 0, 10), 

которые попадают в рабочий диапазон. Максимальное значение веса Хэмминга равно 7.53 

для числа 𝑉2 = (1,0,3,10). 

Однако если возникла ошибка 𝐸 = (2, 0, 4, 0), то для полученного числа 𝑋 = (0, 0, 0, 10) 

кандидатами будут 𝑉1 = (0, 4, 0, 10), 𝑉2 = (0, 0, 0, 0), 𝑉3 = (1, 0, 3, 10). Максимальное 

значение веса Хэмминга равно 9.60 для числа 𝑉1 = (0, 4, 0, 10), что не соответствует 

исходному числу без ошибок. 

Таким образом, метод наибольшего правдоподобия некорректно исправляет ошибки. 

Рассмотрим другой подход к исправлению ошибок, а также проанализируем исправляемые 

ошибки избыточной системой остаточных классов с одним избыточным основанием. 

Другим подходом к локализации ошибки в системе остаточных классов является метод 

проекций. Проекцией 𝑋𝑖 числа 𝑋 = (𝑥1, 𝑥2, … , 𝑥𝑛) по модулю 𝑝𝑖  будет число, полученное 

вычеркиванием цифры 𝑥𝑖 в представлении 𝑋. Проекцией 𝑋𝑖,𝑗 по основаниям 𝑝𝑖  и 𝑝𝑗 

называется число, полученное из 𝑋 вычеркиванием цифр по основаниям 𝑝𝑖  и 𝑝𝑗. Если в 

упорядоченной системе остаточных классов с одним избыточным основанием проекция 𝑋𝑖 

числа 𝑋 по модулю 𝑝𝑖  удовлетворяет условию 𝑋𝑖 > �̂�/𝑝𝑛, то цифра 𝑥𝑖 правильная, если 

возможна лишь одиночная ошибка [3].  

При этом для правильного числа 𝑋 все позиционные значения проекций равны между собой. 

Данное свойство может быть использовано в том случае, когда ряд проекций попадает в 

легитимный диапазон, и если среди них есть равные, то данное число и будет исходным, не 

содержащим ошибки. 

Введение только одного избыточного основания в общем случае не позволяет локализовать 

ошибку. 

Пример 4. Рассмотрим коррекцию ошибки методом проекций для СОК с одним избыточным 

основанием. Для СОК {3, 5, 7, 37} с числом 𝑋 = (1, 0, 3, 10) введем ошибку 𝐸 = (0, 1, 0, 0) и 

получим число 𝑋 = (1, 1, 3, 10). Поскольку 𝑋 = 2341 > 𝑃 = 105, то число содержит ошибку. 

Построим проекции данного числа для позиций, найденных из выражения (2). 

Тогда проекции, входящие в рабочий диапазон равны 𝑋2 = (1, 3, 10) = 10, 𝑋4 = (1, 1, 3) =

31, 𝑋1,2 = (3, 10) = 10, 𝑋2,3 = (1, 10) = 10. Поскольку часть проекций равна 10, то исходное 

число без ошибки равно 𝑋 = 10 = (1, 0, 3, 10). 

В [3] приведена теорема, согласно которой если избыточный модуль удовлетворяет условию 

𝑝𝑛 > 2𝑝𝑛−1𝑝𝑛−2, то ошибка по рабочему модулю может быть исправлена. Однако в данном 

случае система остаточных классов является несбалансированной, размерность избыточного 

основания более чем в 2 раза превышает размерность максимального рабочего модуля. 

В статье [9] доказано уточнение, что исправление одиночной ошибки по рабочему модулю 

может быть осуществлено при 𝑝𝑛 > 𝑝𝑛−1𝑝𝑛−2. 
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4. Вычислительный эксперимент по обнаружению и исправлению 
ошибок 

Рабочий диапазон 𝑃 = ∏ 𝑝𝑖
𝑘
𝑖=1  отражает разрешенные в данной системе числа, в то время как 

полный диапазон �̂� = ∏ 𝑝𝑖
𝑛
𝑖=1  отражает все возможные числа в данной системе. При этом 

условием отсутствия ошибки числа 𝐴 является выражение 𝐴 < 𝑃, отсюда можно сделать 

вывод, что количество ошибочных значений равно �̂� − 𝑃 = 𝑃(∏ 𝑝𝑘+𝑖
𝑟
𝑖=1 − 1).  

Количество одиночных ошибок по основанию 𝑝𝑖  равно 𝑝𝑖 − 1. Количество двойных ошибок 

по основаниям 𝑝𝑖  и 𝑝𝑗 равно (𝑝𝑖 − 1)(𝑝𝑗 − 1). Количество ошибок больше кратности по 

основаниям 𝑝𝑖𝑗
 равно ∏ (𝑝𝑖𝑗

− 1)𝑗 . При этом ряд ошибок будет иметь сложную структуру, 

попадать в разрешенный диапазон и обнаружить их не будет возможности. В соответствии с 

выражением (2) можно определить позиции ошибок, которые гарантированно могут быть 

обнаружены, при этом могут быть обнаружены и дополнительные ошибки большей 

кратности, но существует вероятность ложного необнаружения ошибок. 

Для исследование были взяты три набора модулей СОК с одним избыточным основанием: 
{3, 5, 7, 8}, в которой избыточное основание удовлетворяет выражению 𝑝𝑛 > 𝑝𝑛−1; 
{3, 5, 7, 71}, в которой избыточное основание удовлетворяет выражению 𝑝𝑛 > 2𝑝𝑛−1𝑝𝑛−2; 
{3, 5, 7, 37}, в котором избыточное основание удовлетворяет выражению 𝑝𝑛 > 𝑝𝑛−1𝑝𝑛−2. В 

ходе вычислительного эксперимента для всех чисел из рабочего диапазона были добавлены 

все допустимые ошибки, которые могут быть обнаружены в соответствии с выражением (2) 

и найдено количество исправляемых и неисправляемых ошибок. 

Используя формулу (2) и вычисляя ℎ𝐸 для каждого набора модулей, получим, что 

 набор {3, 5, 7, 8} может обнаружить ошибки по следующим сочетаниям модулей 

{𝑝1}, {𝑝2}, {𝑝3}, {𝑝4}, всего 19 одиночных ошибок, при этом гарантированно ни одна 

ошибка не может быть исправлена; 

 набор {3, 5, 7, 37} может обнаружить ошибки по следующим сочетаниям модулей 

{𝑝1}, {𝑝2}, {𝑝3}, {𝑝4}, {𝑝1 , 𝑝2}, {𝑝1, 𝑝3}, {𝑝2, 𝑝3}, всего 92 ошибки, из них 48 

одиночных и 44 двойных ошибки. Если учесть требование надежности 

избыточного основания, то система может обнаружить 56 ошибок по модулям {𝑝1}, 

{𝑝2}, {𝑝3}, {𝑝1 , 𝑝2}, {𝑝1, 𝑝3}, {𝑝2, 𝑝3}, 12 одиночных и 44 двойных. В этом случае и 

метод наибольшего правдоподобия и метод проекций гарантированно исправляют 

все одиночные ошибки; 

 набор {3, 5, 7, 71} может обнаружить ошибки по следующим сочетаниям модулей 

{𝑝1}, {𝑝2}, {𝑝3}, {𝑝4}, {𝑝1 , 𝑝2}, {𝑝1, 𝑝3}, {𝑝2, 𝑝3}, всего 126 ошибок, из них 82 

одиночных и 44 двойных ошибок. Если учесть требование надежности 

избыточного основания, то система может обнаружить 56 ошибок по модулям {𝑝1}, 

{𝑝2}, {𝑝3}, {𝑝1 , 𝑝2}, {𝑝1, 𝑝3}, {𝑝2, 𝑝3}, 12 одиночных и 44 двойных. В этом случае и 

метод наибольшего правдоподобия и метод проекций гарантированно исправляют 

все одиночные ошибки. 

Таким образом, все ошибки на позициях, удовлетворяющих выражению (2), могут быть 

обнаружены. Накладывание ограничений на избыточное основание позволяет исправить 

ошибки по рабочим модулям. 

Рассмотрим результаты моделирования обнаружения и исправления ошибок.  

Для набора модулей {3, 5, 7, 8} на практике возможно обнаружение всех 19 одиночных 

ошибок, 110 из 128 двойных ошибок, 312 тройных ошибок из 356, 294 из 336 ошибок 
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кратности 4. Однако кроме случая гарантированного обнаружения одиночных ошибок, 

ошибки большей кратности могут иметь сложных характер и попадать в разрешенный 

диапазон, что приведет к ошибкам вычисления. Для случая исправления ошибок 

гарантированно исправить ошибку не представляется возможным, на практике метод 

наибольшего правдоподобия, как и метод проекций, в среднем позволяет исправить только 7 

из 19 гарантированно обнаруживаемых одиночных ошибок. Если учесть требование 

надежности избыточного основания, то система может обнаружить ошибки по модулям {𝑝1}, 
{𝑝2}, {𝑝3} и исправить 7 одиночных ошибок из 12 для обоих методов. 

Для набора модулей {3, 5, 7, 37} на практике возможно обнаружение всех 48 одиночных 

ошибок, 464 из 476 двойных ошибок, 1582 из 1632 тройных ошибок и 1682 из 1728 ошибок 

по всем 4 основаниям. При этом метод наибольшего правдоподобия позволяет исправить 13 

из 48 одиночных и 24 из 44 двойных гарантированно обнаруживаемых ошибок. Если учесть 

требование надежности избыточного основания, то оба метода исправляют все одиночные 

ошибки и 24 из 44 двойных ошибок.  

Для набора {3, 5, 7, 71} на практике возможно обнаружение всех 82 одиночных ошибок, 872 

из 884 двойных ошибок, 3083 из 3128 тройных ошибок и 3313 из 3360 ошибок по всем 

основаниям. При этом метод наибольшего правдоподобия позволяет исправить 34 из 82 

одиночных и 37 из 44 двойных гарантированно обнаруживаемых ошибок. Если учесть 

требование надежности избыточного основания, то оба метода исправляют все одиночные 

ошибки и 24 из 44 двойных ошибок.  

Как видно из результатов эксперимента, для исправления всех одиночных ошибок 

достаточно выполнения условия 𝑝𝑛 > 𝑝𝑛−1𝑝𝑛−2, что позволяет вдвое сократить размер 

надежного модуля, снизив тем самым разбалансировку модулей СОК и повысив 

производительность отказоустойчивой вычислительной системы. 

5. Система надежного распределенного хранения в системе 
остаточных классов 

Рассмотрим модель системы надежного распределенного хранения в системе остаточных 

классов, представленную четырьмя облаками, представленную на рис. 1. Пользовательская 

часть системы содержит блок преобразования позиционного числа 𝑋 в систему остаточных 

классов с модулями {𝑝1, 𝑝2, 𝑝3, 𝑝4} и передачи данных в облака, а также блок приема данных, 

обнаружения и коррекции ошибки, и перевода из системы остаточных классов в 

позиционный код. При этом используемое количество облаков равно количеству модулей 

системы остаточных классов, и они хранят остатки 𝑥𝑖 от деления исходного числа 𝑋 на 

модули 𝑝𝑖 , 𝑥𝑖 = |𝑋|𝑝𝑖
. Данная система относится к взвешенным схемам разделения данных, 

при этом данные по модулям с большей энтропией размещаются в наиболее надежных 

облаках. 

Рассмотрим систему, в которой могут возникать только одиночные и двойные ошибки, т.е. 

данные с одного или двух облаков могут быть потеряны или содержать ошибки. Будем 

рассматривать только гарантированно обнаруживаемые и исправляемые ошибки. 

В этом случае для СОК с модулями {3, 5, 7, 8} вероятность обнаружения и исправления 

однократных и двухкратных ошибок равны соответственно 𝑃обн = 0,129 и 𝑃исп = 0. Для СОК 

с модулями {3, 5, 7, 37} вероятность обнаружения и исправления однократных и двухкратных 

ошибок равны соответственно 𝑃обн = 0,175 и 𝑃исп = 0,023. Для СОК с модулями {3, 5, 7, 71} 

вероятность обнаружения и исправления однократных и двухкратных ошибок равны 

соответственно 𝑃обн = 0,130 и 𝑃исп = 0,012. 
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Рис. 1. Структура системы надежного распределенного хранения в системе остаточных 

классов 

6. Заключение 

В статье рассмотрена проблема обнаружения и исправления ошибок модулярного кода. 

Применение энтропийного подхода к обнаружению ошибок и метода наибольшего 

правдоподобия к локализации ошибок полиномиальной системы классов вычетов позволяет 

обнаружить и исправить ошибки большей кратности, по сравнению с классическими 

подходами. В то же время вычисления с многочленами требуют построения новой 

архитектуры вычислительных систем, что приводит к некоторым трудностям. 

Использование энтропийного подхода к системе остаточных классов также позволяет 

повысить кратность обнаруживаемых ошибок и найти позиции ошибок, которые могут быть 

обнаружены данной системой. Доказана теорема, позволяющая определить позиции ошибок, 

которые точно могут быть обнаружены. Однако исправить все эти ошибки ни методом 

наибольшего правдоподобия, ни методом проекций не удается.  

Если 𝑝𝑛 > 𝑝𝑛−1𝑝𝑛−2 и 𝑥𝑛 – корректно, то код исправления ошибок позволяет исправить 

однократные ошибки и обнаружить двукратные ошибки. Вероятность обнаружения ошибки 

возрастает на 35% по сравнению с традиционными кодами исправления ошибок в 

модулярном коде. 

Таким образом, эффективным для построения систем надежного распределенного хранения 

в системе остаточных классов является использование избыточной системы остаточных 

классов, в которой надежный избыточных модуль превышает произведение двух 

максимальных рабочих модулей. В этом случае система может обнаружить все однократные 

ошибки, а также ряд двухкратных ошибок по модулям, удовлетворяющим условию теоремы 

2. Также система позволяет исправить все одиночные ошибки по рабочим модулям, что 

позволяет построить отказоустойчивую систему хранения данных. 
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Аннотация. Принципы квантовой механики – суперпозиция, запутанность, измерение и 

декогерентность – формируют основу квантовых вычислений. Кубиты, которые являются 

абстрактными объектами, представляемые математическими выражениями, моделирующими законы 

квантовой физики, являются фундаментальными строительными блоками вычислений. Программное 

обеспечение является, наряду с квантовым оборудованием, ключевым компонентом квантовых 

вычислений. Программы строятся на основе алгоритмов, которые реализуются с помощью логических 

вентилей и квантовых схем. Эти качества делают квантовые вычисления парадигмой, которую трудно 

понять тем, кто не имеет специального физического образования. Для этой новой парадигмы очень 

важно выработать концептуальные основы, главные принципы. В статье представлен таксономический 

взгляд на фундаментальные концепции квантовых вычислений и другие концепции, которые 

объединяют возникающую дисциплину квантовой программной инженерии. Основной целью 

систематического обзора является выявление основных идей, лежащих в основе квантовых вычислений 

и квантового программного обеспечения, в рамках сделанного обзора мы провели 

квазисистематическое картирование. Результаты могут служить отправной точкой для учителей 

информатики и студентов при изучении этой предметной области. 
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предоставивший доступ к электронным базам данных. Наконец, мы благодарим Автономный 

университет Нижней Калифорнии за финансирование этого исследования в рамках проектов 

3908_300/6/C/63/23 «Квантовые вычисления: последствия для программной инженерии и компетенции 

инженера-программиста», 23ª «Привлечение учащихся к исследовательским проектам», также команду 

Мексиканской сети программной инженерии, которая участвует в этом проекте и обзоре литературы. 

1. Introduction 

Quantum computing involves information processing tasks, which are implemented using quantum 

mechanical systems [1]. To process, store, and transfer the quantum information set represented by 

qubits, quantum computers are based on quantum mechanics phenomena such as quantum 

superposition and entanglement. [2]. Quantum computing can significantly cut both execution time 

and energy usage when compared to conventional digital computing [3]; it sounds simple and 

obvious, but is it? In terms of hardware, the construction of quantum systems is still facing 

challenges [4-5]. In terms of software, it is based on the mathematical concepts of quantum 

mechanics phenomena [6]; this fact makes its implementation more complicated. In this fashion, the 

authors of [7] argued that, for academicians and practitioners, there is an emergent nature of quantum 

computer research and an increasing need for interdisciplinarity to address the identified challenges. 

In general terms, quantum computing is a multidisciplinary field that brings together aspects of 

physics, mathematics, and computer science [5] and uses quantum mechanics to solve complex 

problems faster than classical computers [8]. A supporting definition appears in [9]: “Quantum 

computing is a fascinating new field at the intersection of computer science, mathematics, and 

physics, which strives to harness some of the uncanny aspects of quantum mechanics to broaden our 

computational horizons”. 

Let us introduce the fundamental concepts involved. 

The qubit is an abstract object, with a mathematical expression, so it is a mathematical object with 

certain specific properties [1]; it is a quantum system with two basic states, |0〉 and |1〉 [8] 

manipulated arbitrarily, which are well distinguishable by physical measurements. In contrast to 

classic binary digits represented as (0,1), qubit as the most fundamental unit of the quantum 

information set attains a state that is a superposition of 0 and 1 and is represented as |0〉 and |1〉 [10-

11] where:  

|0⟩ = [
1
0
] 

|1⟩ = [
0
1
] 

A pure qubit state is a coherent superposition of the basis states. This means that a single qubit (ψ) 

is a linear combination of |0⟩ and |1⟩ as follows: 

|ψ⟩ = |𝛼|2 + |𝛽|2  (1) 

This gives rise to new logic gates that make new algorithms possible. A quantum gate is a basic 

quantum circuit that operates on a small set of qubits [8]. The quantum gates allow the 

implementation of quantum mechanics principles [1], such as superposition and entanglement. A 

quantum gate is simply an operator that acts on qubits. Unitary matrices will be used to represent 

these operators [9]. For example, two essential quantum gates are Hadamard (One-qubit gate) gate 

and CNOT (Multi-qubit gate) gate [8]. Hadamard gate allows the superposition of a qubit, while the 

CNOT gate allows the entanglement of multiple qubits [12]. This is their matrix representation: 

Hadamard = H = 
1

√2
  [
1 1
1 −1

] 
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CNOT = CX = [

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

] 

A quantum program or algorithm is implemented through a quantum circuit, which is formed by a 

set of quantum gates. A complete quantum program is expressed in a considerable number of 

circuits.  

Based on this explanation, quantum programming can be seen as the process of assembling 

sequences of instructions, called quantum circuits, which can run on a quantum computer.  

As we can see, the quantum programming model is fundamentally different from traditional 

computer programming. It is observed in the quantum computing labor market that most positions 

require Ph.D. degrees due to the elevated level of expertise required by quantum principles.  

There is a rapidly growing demand for a quantum workforce [13] educated in the basics of quantum 

computing, particularly in quantum programming [14]. 

Therefore, it is necessary to provide a more “intuitive” way to think and write quantum algorithms, 

thereby simplifying the design and implementation of quantum software [11]. 

Quantum computing education is ramping up, however, now, there are few computer science 

specialists to teach these topics, so there are few offerings for non-specialists and little information 

on best practices for training computer science and engineering students [14]. 

In [15], the authors suggest bridging the gap between computer professionals and non-physicists by 

offering the conceptual and notational information that segregates quantum computing from 

conventional computing. In [16], the authors stated that interest in building dedicated quantum 

information science and engineering (QISE) education programs have greatly expanded in recent 

years and that there will be a need for a wide variety of expertise and education levels to create a 

balanced technical workforce like that seen in other professional scientific and engineering fields.  

To contribute to the efforts in making quantum computing literacy more understandable, in this 

paper, we present a taxonomic view of the fundamental concepts involved in quantum computing, 

as an initial proposal to integrate a body of knowledge (BOK) for quantum software engineering. 

We focused on the set of concepts (as the first element of a BOK), which are extracted from the 

literature, emphasizing the quantum mechanics fundamentals, and the related knowledge of 

mathematics and computer science. To find the fundamental concepts we performed a quasi-

systematic mapping, with ingredients of systematic literature review and multivocal literature review 

to include grey literature. 

The rest of the paper is organized as follows. Section 2 contains a background describing how a 

body of knowledge is integrated, emphasizing the set of fundamental concepts. Section 3 contains 

related work, describing proposals of taxonomies in the context of quantum computing, and 

education initiatives for quantum computing as well as skills required for quantum computing. 

Section 4 contains the methodology used, describing how the systematic mapping was done. Section 

5 contains the results, presenting the taxonomical view of the fundamental concepts of quantum 

computing and the emerging concepts of quantum software engineering. Section 6 contains a 

discussion. Finally, section 7 presents the conclusions and future work.  

2. Background: Body of knowledge 

There are various BOK definitions in the literature. In this section, we present some of them. 

A body of knowledge is the complete set of concepts, terms, and activities that make up a 

professional domain, as defined by the relevant learned society or professional association [17]. The 

body of knowledge is “generally recognized” by practitioners and may be codified in a variety of 

ways for a variety of different uses [18]. 
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In [19], the following definition is given for a body of knowledge: (1) “Structured knowledge that 

is used by members of a discipline to guide their practice or work”; and (2) “The prescribed 

aggregation of knowledge in a particular area an individual is expected to have mastered to be 

considered or certified as a practitioner”. 

We are going to work with this idea: “A body of knowledge is a set of knowledge within a profession 

or subject area which is agreed as both essential and known” [17]. A body of knowledge is the 

accepted ontology for a specific domain. Furthermore, a BOK also is considered “the systematic 

collection of activities and outcomes in terms of their values, constructs, models, principles, and 

instantiations, which arises from continuous discovery and validation work by members of the 

profession and enables self-reflective growth and reproduction of the profession” [20]. 

Integrating a BOK is a challenging task. There are many ways of doing it. The authors of [21] cited 

some methods: developing taxonomies, engaging communities of practice, and constructing framing 

metaphors. 

As we mentioned before, a BOK is integrated by various elements, however, a basic element is the 

set of fundamental concepts of the referred discipline, so that, this paper is focused on the set of 

fundamental concepts of quantum computing. 

3. Related work 

Quantum Ontologies and Quantum Body of Knowledge. In [22], a review of quantum computing 

literature is presented. The authors proposed a taxonomy of quantum computing, which is used to 

map various related studies to identify the research gaps. A main taxonomy is presented emphasizing 

quantum computing technology, which has two specialized branches: (1) time and gates 

characteristics and (2) algorithmic characteristics. A kind second level of taxonomy is presented for 

three branches: (1) Software Applications in Quantum Computing, (2) Quantum Annealing-based 

Software Components, (3) Quantum Software Life Cycle and Associated Terminologies. 

The authors did not describe explicitly the systematic approach used to perform the literature review. 

Furthermore, the proposed taxonomy is not presented in a hierarchical view. 

In [15], well-described definitions of quantum mechanics fundamentals are presented, such as 

superposition, entanglement, and decoherence, as well as the qubit as the fundamental unit of 

computation. Also, the authors presented a summary of the most used quantum algorithms, quantum 

technologies, and software tools. A taxonomy of one level is presented, characterizing the uses cases 

of quantum computing, having two branches: (1) emotions and sentiment analysis, error correction, 

quantum internet, quantum materials, cryptography, post-quantum cryptography, drug discovery, 

genetic programming, and navigation; (2) image processing, cloud computing, weather prediction, 

energy management, open-source software, transport engineering, machine learning, chemistry, and 

finance. 

In the paper, the conceptual part of quantum mechanics fundamentals is well described, as well as 

the use cases. However, the taxonomical view is presented only at the level of use cases, not at the 

level of fundamental and supporting quantum computing concepts. 

Teaching quantum computing. Quantum computing is a difficult field for non-experts to 

understand [23-24]. Additionally, most methods for implementing quantum computing are restricted 

to literature or software implementation. 

The authors of [25] propose a Bloch sphere interactive system to visualize quantum computing 

simulation. This report describes a variety of programming assignments that can be used to teach 

quantum computing in a practical manner, experiencing most of the software development phases. 

In [26], the authors present the results of two semesters of a new undergraduate course on Quantum 

Computing for Fundamental Sciences and Engineering students. The course was taught employing 



Juárez-Ramírez R., Navarro Ch. X., Jiménez S., Ramírez A., Tapia-Ibarra V., Guerra-García C., Perez-Gonzalez H. G., 

Fernández-y-Fernández C. The Foundations of Quantum Computing and Their Relation to Software Engineering.  

Trudy ISP RAN/Proc. ISP RAS, vol. 36, issue 1, 2024. pp. 15-19 

78 

a blended learning approach, with a combination of synchronous classes, asynchronous video 

lessons, and projects using IBM’s Qiskit framework. 

In both cases [25-26], the authors did not present a complete set of fundamental concepts of quantum 

computing supported by quantum mechanics. 

Skills required for quantum software development. The rapid rise of interest and investments in 

quantum information science and engineering has led to increasing demand for a quantum-trained 

workforce [27]. Recent assessments of the needs of the quantum industry [16, 28] identified quantum 

software engineering and applications development as essential skills required for certain types of 

industry jobs [27]. Surveys of the university programs offering Master-level education in QISE [16] 

show that quantum programming is frequently included as either a standalone course or one of the 

topics in an introductory course [27]. 

Motivation from related work. This related work gives us a general view of efforts that are focused 

on trying to organize the knowledge around quantum computing; it is a motivation for us. Especially 

its limitations detected in terms of a taxonomical view of the fundamental concepts of quantum 

computing, encourage us to perform the current research work presented in this paper. 

4. Methodology 

To perform this review, we considered the recommendations for a systematic mapping (SM) from 

[29-31]. (The review performed is based on SM). Also, we considered recommendations for 

systematic literature reviews (SLR) from  [32-37], especially for establishing selection criteria. 

In terms of approaches for carrying out the review and extending the reach of the search, both 

methods are complementary. Sometimes additional sources are well accepted to enrich the coverture 

of the review [36], including manual and less structured searches of the Internet and other sources 

[38] and grey literature as is recommended in [39]. 

In [32] a comparison is presented, emphasizing the difference in breadth and depth of SM and SLR: 

In a systematic mapping study, more articles can be considered as they do not have to be evaluated 

in such detail. Therefore, a larger field can be structured. This can be reflected in the search string 

and inclusion criteria [29]. The search string can be more generic, and the inclusion criteria can be 

less restrictive [31]. 

Because the review's goal is to locate the fundamental ideas of quantum computing and quantum 

software engineering rather than to thoroughly examine the state of the art of each field or the 

solutions offered to the problems or difficulties that these disciplines face, this ability of SM allows 

us to perform a systematic mapping. 

We decided to follow the recommendations of SLR, especially in terms of the first level of selection 

criteria, without quality assessment criteria. 

There are several formal reports about quantum computing, however, a structured search may not 

include previous work with significant contributions to our objective. In an unstructured search, we 

identified work with significant contributions not included in the formal search, so we decided to 

review these references. 

4.1 Definition of Research Questions (Outcome: Research Scope) 

Software is an essential element for computation [40]. Quantum software applications are getting 

popular because the power of quantum computing facilitates the application of this paradigm to 

solve complex problems in any field of science and the real world [41-44]. Quantum software plays 

a critical role in exploiting the full potential of quantum computing systems [11]. Quantum 

applications require the use of a completely different kind of computer and algorithms, which have 

the potential to solve tasks that we do not even dare dream of today [45]. Considering the 

significance of software in the quantum world, we state the main objective of the literature review. 
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The objective of the literature review: To look for what is the impact of quantum computing on 

software. How do the fundamental concepts of quantum computing and its implementation 

participate in quantum software development? Furthermore, we intend to organize those 

fundamental concepts in a kind of taxonomical way for a better understanding of the 

multidisciplinary approach of quantum computing. 

Research questions: Four research questions were formulated: 

RQ1: What is the definition of Quantum Computing? 

RQ2: What are the fundamental concepts of Quantum Computing? 

RQ3: What are the supporting concepts for implementing Quantum Computing? 

RQ4: What are the new Software Engineering concepts emerging from Quantum Computing? 

Searching phrases: We decided to formulate a search phrase that includes quantum computing as 

the main topic and its relationship with software engineering. 

The search phrase is the following: 

“Quantum Computing” AND “Software Engineering” 

Databases considered: We considered looking for papers in three databases: ACM, IEEE Xplore, 

and ScienceDirect. 

Developing review protocol: In a session with the participation of two researchers, we defined a 

kind of general protocol, considering the following aspects: What type/source of papers to consider? 

What parts of the papers should be revised? How many reviewers are going to review the same set 

of papers? Defining the filters for selecting the papers, and formats for gathering information. 

4.2 Conduct Search for Primary Studies (Outcome: All Papers) 

Identifying the relevant research: We tried with a user account from a Mexican institution, with 

the proper privileges to access the advanced search section on the website of databases and to obtain 

the corresponding source files of the papers. The result of the search is shown in Table 1. The three 

databases provide more than 100 items from the search phrase. 

Table 1. Results from the search 

Database Number of papers (ítems) found 

ACM (AC) 201 

ScienceDirect (SD) 199 

IEEE Xplore (XP) 140 

4.3 Screening of Papers for Inclusion and Exclusion (Outcome: Relevant 
Papers) 

Selecting the primary studies: We defined a structure for identifying the resulting documents: 

demographic aspects, inclusion criteria, and exclusion criteria. 

Demographics: This attribute identifies the nature of the document. 

D1: Type of document (Research paper, communication paper, white paper). We decided to select 

research papers, unless there may be other types of work with significant contribution. 

D2: Origin of the document (Conference, Journal, Book, other.) We decided to select papers from 

journals and conferences, unless there may be other types of work with significant contributions. 

D3: Language – (Results that are written in English/Spanish). We decided to consider only work 

written in English. 

D4: Accessibility – Full texts are accessible by means of institutional accounts. 

INCLUSION CRITERIA: We established inclusion criteria on two levels, in the form of filters. 
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Level 1: Header of the paper 

F1: The title of the paper. Contains one significant word of a phrase (e.g., quantum, software), one 

part of the search phrase, or two parts. 

F2: The keyword section. Contains one significant word of a phrase (e.g., quantum, software), one 

part of the search phrase, or two parts. 

F3: Abstract section. Contains an established relationship between “quantum computing” and 

“software engineering,” for example:  

 There are concepts related to one or both areas (“quantum computing,” “software 

engineering”), explicitly cited. 

 A relationship between “quantum computing” and “software engineering” is established.  

Note: F3 was the filter with the highest acceptance value because we noticed that in some cases, the 

title and keywords section did not contain the expected elements, however, the abstract gave signs 

that the paper contains contribution. 

Level 2: Body of the paper 

B1: Results that introduce and describe concepts of QC and/or quantum software engineering. 

B2: Results that discuss Quantum Computing and some aspects of software engineering, or vice 

versa. 

EXCLUSION CRITERIA: Exclusion criteria are oriented to removing items that we consider do 

not provide relevant information to the research or do not contain complete information or are not 

available. 

EX01: Remove the duplicates found in the databases. 

EX02: Remove items that are not research papers. (Unless there may be other types of work with a 

significant contribution.) 

EX03: Remove papers if only the abstract but not the full text is available.  

EX04: Remove results not written in English. 

EX05: Results that do not introduce and describe the concepts of quantum computing and/or 

quantum software engineering. 

EX06: Results that do not discuss the association between quantum computing and/or quantum 

software engineering.  

Results of selection: We applied the exclusion criteria EX01, EX02, EX03, and EX04, as well as 

the filters of level 1, having the selection expressed in Table 2. Appendix A labels the papers 

consecutively numbered as S1, S2, …Sn. 

Table 2. Results from the selection: Filters Level 1 and exclusion criteria 

Database Papers selected 

IEEE Xplore 87 

ACM 43 

ScienceDirect 13 

As we mentioned earlier, we considered all the papers in this selection stage, trying to consider a 

wider spectrum of literature to detect the fundamental concepts. Furthermore, we include additional 

sources to complete the report. 

4.4. Keywording of Abstracts (Outcome: Classification Scheme) 

According to the objective of the research, we created four categories for classifying the selected 

papers: (1) Quantum computing basics and tendencies, (2) Combination of software engineering and 

quantum computing, (3) Education in quantum computing, and (4) Skills for quantum computing. 
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Category 1 is expected to include papers containing descriptions of quantum computing 

fundamentals and topics related to tendencies in research in quantum computing and quantum 

technology development. 

Category 2 is expected to include papers that emphasize the connection between quantum computing 

and software engineering, describing advances in the quantum-oriented approach of software 

engineering concepts. 

Category 3 is expected to include papers that explicitly contain proposals or studies for quantum 

computing or quantum software engineering education.  

Category 4 is expected to include papers that explicitly emphasize the required skills and 

competencies for quantum computing and related topics, such as quantum hardware construction 

and quantum programming. 

4.5. Data Extraction and Mapping of Studies (Outcome: Systematic Map) 

In Table 3 we present the grouping of papers in terms of the four categories indicated.  

As we can see, Category 1 has the highest frequency of papers, followed by Category 2. As we 

mentioned in the introductory sections, education in quantum computing is not much attended 

(Category 3), nor the skills required for quantum computing (Category 4). 

The results from the analysis of the mapping are presented in the next section, answering the research 

questions. 

5. Results 

In this section we present the results, answering the research questions. For some questions we 

considered the papers resulting from the search; for other questions, we considered complimentary 

literature which provides significant contributions to our research project. 

RQ1: What is the definition of Quantum Computing? 

These definitions were extracted from the reviewed literature and supporting literature. We chose 

those papers with definitions [46-50] that involve several aspects of quantum computing. Three 

definitions are presented next. 

Definition 1 [46]: “Quantum Computing is a paradigm that intersects computer science, 

mathematics, and physics. Unlike other computing fields, quantum computing uses the law of 

quantum mechanics with the goal of achieving high computation efficiency.” The focus of Quantum 

Computing is the issue of storing, handling and transmitting data stored in quantum mechanical 

systems. This data mode is therefore referred to as quantum information known as Qubit. 

Mathematically, a qubit may be denoted with the help of a vector |ψ⟩ in the two-dimensional 

complex vector area which has a related inner product, such that |ψ⟩ ϵ H2 [47]. 

Definition 2: Quantum computing is referred to as “the field of science which directly uses quantum 

mechanical phenomena like superposition and entanglement to perform operations on data” [48]. 

Quantum computing studies quantum computers with the quantum mechanics’ phenomenon of 

superposition, entanglement, tunneling, and annealing to solve problems that cannot be solved in 

the life span of human beings [49]. 

Definition 3: Quantum computing works with abstract units named quantum bits, so the basic 

storage unit is the quantum bit (Qubit) [50]. Quantum bits, or qubits, are considered like quantum 

particles. The manipulation of qubits by control devices is at the core of a quantum computer’s 

processing power. 

RQ2: What are the fundamental concepts of Quantum Computing? 

To answer this question, we present a kind of taxonomy at distinct levels. 
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For this part of our research, we implemented three steps of the process to build a taxonomy: (1) 

Determine requirements, (2) identify the concepts, and (3) develop a first version of the taxonomy. 

The remaining steps are proposed as part of the future work. We considered the following criteria: 

(a) Terms should be unambiguous and clear, yet not too wordy and long; (b) hierarchical 

relationships between concepts are of type generic-specific, whole-part, instance; and (c) the 

structure, for the main concepts’ components, depth is about three or four levels, except for entities 

representing processes or subfields. 

The first level integrates the four main supporting disciplines of quantum computing, which are: 

physics, computer science, mathematics, and electronics. See Fig. 1. 

In the second level of taxonomy, we include subfields involved. See Fig. 2-4. 

Quantum mechanics is the subfield of physics, which provides the essential principles that quantum 

computing is based on, and it is strongly related to mathematics. Four subfields of mathematics give 

support to quantum computing (see Fig. 2): basic logic, linear algebra, numbers theory, and 

probability. From linear algebra, vectors, matrixes, and operations with them are the core of qubits 

representation and processing, at the level of qubits and quantum gates. From numbers theory, 

complex numbers are used to try with the coefficients of the terms of superposed states of qubits. 

Table 3. Grouping of papers into categories 

Category Related papers 

1. Quantum 

computing 

basics and 

tendencies 

S4, S8, S9, S10, S12, S13, S20, S21, S22, S27, S28, S29, S31, S33, S34, S37, S38, 

S41, S42, S43, S44, S46, S47, S48, S51, S52, S53, S54, S55, S56, S57, S58, S61, 

S62, S65, S67, S68, S69, S70, S71, S72, S73, S74, S75, S76, S77, S78, S79, S80, 

S81, S83, S84, S85, S86, S87, S88, S89, S90, S92, S92, S93, S94, S95, S98, S99, 

S101, S102, S103, S104, S105, S106, S107, S108, S109, S110, S111, S112, S113, 

S114, S115, S116, S117, S118, S119, S122, S123, S124, S125, S126, S127, S128, 

S129, S130, S131, S132, S133, S134, S135, S136, S137, S138, S139, S140 

2. Software 

engineering 

and quantum 

computing 

S1, S2, S5, S6, S7, S9, S14, S15, S17, S19, S19, S23, S24, S26, S30, S32, S35, 

S36, S39, S40, S45, S49, S50, S56, S59, S60, S63, S64, S66, S82, S91, S96, S97, 

S100, S120, S121 

3. Education in 

quantum 

computing 

S16, S25, S55 

4. Skills for 

quantum 

computing 

S3 
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Fig. 1. Disciplines involved in quantum computing 

 

Fig. 2. Areas of mathematics involved in quantum computing 

In the case of computer science (see Fig. 3), for the practical implementations of quantum 

computation, these concepts are involved: computer architecture, programming languages, 

programming fundamentals, and algorithms. Computer architecture concepts and elements are 

needed to configure the real expression quantum computation on hardware. 

Programming language elements such as syntax, semantics, and capabilities are especially important 

for the human conceptualization of quantum computing and to indicate computations to do by 

quantum computers. 
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Fig. 3. Areas of computer science involved in quantum computing 

Programming fundamentals are the core elements for indicating the logic and the flow of 

computations, processing information, as well as for visioning the target solution. Algorithms in 

quantum computing are important tools because they encompass quantum logic and qubits 

transformations needed to perform quantum computation. 

In the case of basic electronics, it gives support for figuring out the practical implementation of 

quantum computing. Quantum logic gates and circuits allow to implement complete quantum 

programming and algorithms (see Fig. 4). 

 

Fig. 4. Areas of electronics involved in quantum computing. 

In a third level of taxonomy, we introduce the main concepts of quantum mechanics: Superposition, 

entanglement, uncertainty principle, probability principle, measurement, decoherence, and non-

locality. See Fig. 5. 
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Figure 5. Concepts of quantum mechanics involved in quantum computing. 

Superposition: In the quantum mechanics context, the superposition principle is the idea that a 

system (or an atomic particle) is in all possible states at the same time, until it is measured [51]; after 

measurement, it then falls to one of the basis states that form the superposition, thus destroying the 

original configuration. Such phenomenon is applied to the qubits, so that, a qubit can take, in 

addition to the basic states 0 and 1, a set of states resulting from the linear combination of the basic 

states [8, 52]. 

Entanglement: This is a state where two or more particles are generated so that the quantum state 

of a single particle cannot be destroyed independently. No matter how far the particles are, they will 

reflect the same quantum state [49]. Any change at one end in the quantum state will be responsible 

for the change in the other particle. In the case of qubits, entanglement is the ability of qubits to 

correlate their state with other qubits. 

The properties of the two qubits in an entangled state are linked to each other such that by looking 

(i.e., measuring) one of them, will reveal the other qubit, even when they are at physically large 

separations [52]. Two or more individually independent quantum objects are said to be entangled 

when: a) their behavior is random individually, but at the same time, and b) it is strongly correlated 

despite each object being independent of the other. A multiqubit state that cannot be expressed as a 

list of the individual constituent qubits is entangled. 

Uncertainty principle of Quantum Mechanics: It was formulated in 1926 by Werner Heisenberg, 

this principle states that an electron, or any other particle, can never have its exact position known, 

or even specified. The uncertainty principle states that the position and the momentum of an 

elementary particle (EP) cannot be simultaneously determined with certainty [53]. Quantum systems 

are so small; it is impossible to measure all properties of a Quantum system without disturbing it 

[54-55]. As a result, there is no way of accurately predicting all the properties of a particle in a 

Quantum System. 
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Probability principle [56-58]: A first general principle in quantum mechanics is that the probability 

that a particle will arrive at x position when let out at the source s can be represented quantitatively 

by the absolute square of a complex number called a probability amplitude—in this case, the 

“amplitude that a particle from a starting point s will arrive at position x.” 

In quantum mechanics, particles do not have classical properties like “position” or “momentum,” 

rather, there is a wave function that assigns a (complex) number, called the “amplitude,” to each 

measurement outcome. The Born Rule is then quite simple: it says that the probability of obtaining 

any possible measurement’s outcome is equal to the square of the corresponding amplitude. (The 

wave function is just the set of all the amplitudes). 

Born Rule: Probability (x) = |amplitude(x)|2 

In quantum mechanics, a probability amplitude is a complex number used for describing the 

behavior of systems. The modulus squared of this quantity represents a probability density. 

Probability amplitudes provide a relationship between the quantum state vector of a system and the 

results of observations of that system, a link was first proposed by Max Born, in 1926. The 

interpretation of values of a wave function as the probability amplitude is a pillar of the Copenhagen 

interpretation of quantum mechanics. 

Measurement principle: In quantum physics, measurement is the testing or manipulation of a 

physical system to yield a numerical result [59]. The predictions that quantum physics makes are in 

general probabilistic. For each measurement that can be defined, the probability distribution over 

the outcomes of that measurement can be computed from the density operator. 

Decoherence: Quantum decoherence is the loss of quantum coherence [8], the process in which a 

system's behavior changes from that which can be explained by quantum mechanics to that which 

can be explained by classical mechanics. Decoherence can be viewed as the loss of information from 

a system into the environment (often modeled as a heat bath) [60] since every system is loosely 

coupled with the energetic state of its surroundings. 

Non-locality: In [61], it is indicated that non-locality is the most characteristic feature of quantum 

mechanics, but recent research suggests the possible existence of non-local correlations stronger 

than those predicted by theory. This raises the question of whether nature is in fact more non-local 

than expected from quantum theory or, alternatively, whether there could be a yet undiscovered 

principle limiting the strength of non-local correlations. 

RQ3: What are the supporting concepts for implementing Quantum Computing? 

Quantum computing as an engineering discipline is still in its infancy [62-63], and only some 

practical prototypes have been announced. Quantum hardware is going to be implemented, it is a 

clear objective [64]; the principal manufacturers are creating different technologies.  

By today, there are efforts in developing quantum technology applications with practical realizations 

using photons, atoms, and electrons [65]. In [22], it is presented a list of major hardware candidates 

for industrial quantum computer and their properties: Qubit Technologies, Trapped Ion Qubits, 

Super-conducting Qubits, Silicon Qubits, Photonic Qubits, and Topological Qubits. 

By this time, there are simulators running on personal computers, which allows the user to run 

quantum programs. The current implementations of quantum computing are based on quantum gates 

and quantum algorithms. 

Quantum gates are quantum logic objects, and they have a mathematical expression (see examples 

of Hadamard and CNOT gates in previous sections). 

Based on this, we consider as supporting concepts the following: quantum gates, quantum circuits, 

mathematical expressions, and quantum algorithms. In Fig. 6 we present a kind of quantum gates 

taxonomy. 
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Fig. 6. Concepts of electronics involved in quantum computing 

RQ4: What are the new Software Engineering concepts emerging from Quantum Computing? 

The connection between quantum computing and software engineering is clearly deduced, software 

is an essential part of quantum computing, and developing software is the main objective of software 

engineering. In this section, we present the main concepts detected about software engineering, 

which emerged from the context of quantum computing. 

We present eight elements of quantum software engineering (see Fig. 7, 8): (1) quantum software 

life cycle, (2) quantum software processes, (3) quantum software modeling, (4) quantum software 

implementation, (5) quantum software quality assurance, (6) quantum software programming, (7) 

quantum software tools, and (8) quantum software maintenance. Quantum software modeling is 

divided into quantum software analysis and quantum software design. Next, we will describe some 

of them. 

 

Figure 7. Areas of Quantum Software Engineering. Part 1 
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Figure 8. Areas of Quantum Software Engineering. Part 2 

Quantum software lifecycle. There are proposals for the lifecycle of quantum software, such as 

[11, 44, 64]. They propose a kind of traditional main phase: requirements, analysis, design, 

implementation, testing, and maintenance. Other proposals include specific subphases according to 

the quantum nature. A generic proposal is presented in [52], which describes the phases according 

to their quantum nature. The lifecycle for quantum software is divided into ten phases (See Fig. 9, 

10). 

The principal activities in each phase are cited below: 

1. Quantum-Classical Splitting: Problem separation in classical and quantum parts. E.g., 

manual by experts, decision support based on patterns. 

2. Hardware-independent Implementation: Quantum circuit & classical software artifacts, 

testing & verification of circuits. 

3. Quantum Circuit Enrichment: Data preparation/initialization, oracle expansion. 

4. Hardware-independent Optimization: Removal of unnecessary gates or qubits, based on 

cost functions (e.g., circuit depth, accuracy). 

5. Quantum Hardware Selection: Analysis of quantum circuits, selection of suitable 

hardware (e.g., based on metrics or benchmarks). 

6. Readout-Error Mitigation Preparation: Analysis of selected hardware, and determination 

of the error model (e.g., calculation of the correction matrix). 

7. Compilation & Hardware dependent Optimization: Optimizations based on hardware 

characteristics, compilation to machine instructions. 

8. Integration: Deployment of classical software artifacts, and provisioning of quantum 

resources. 

9. Execution: On heterogeneous hardware, multiple iterations for variational algorithms, 

readout-error mitigation. 

10. Result Analysis: Result verification, return to the user or next iteration for improvement. 
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Fig. 9. Stages of the Quantum Lifecycle. Part 1 

 

Fig. 10. Stages of the Quantum Life Cycle. Part 2 

Quantum software modeling. The design is one of the most cited in the literature, this is because 

both quantum circuits and quantum algorithms are the basis of quantum software, so this is a kind 

of low-level design. However, from the software engineering point of view, the design phase is 

required to be supported by techniques like those for developing classical software, in this case, it is 

needed to create techniques and tools for quantum requirements analysis and quantum modeling. 

UML is a representative tool to support software analysis and design, and it can be used as a starting 

point. 

There are a few proposals about modeling techniques for quantum software. Some observations are 

stated to establish the basis to create supporting tools for the design phase [66]. The central 

difference between quantum and classical computation is in how it achieves its goals. Quantum 

computers have access to quantum algorithms [67], and quantum data structures [68], that are 

unavailable to classical computers—hence their performance advantage. Algorithms and data 

structures are, however, implementation details. Algorithms are an essential design choice while 

programming in the small. However, they are not completely ignored in large-scale software 

architectural design. For instance, UML diagrams seldom portray algorithms and data structures 

beyond a very high-level design perspective. 

In classic Software Engineering, at the software modeling phase, there are in total 14 types of UML 

diagrams, split into two categories [69]: structure and behavior diagrams. 

In [66], the authors propose to create an extension of UML, called Q-UML, which follows the 

guiding principles behind any quantum software modeling language: Quantum classes, quantum 

elements (quantum variables, quantum operations), quantum supremacy, and quantum aggregation). 

These elements make a difference with respect to classical software modeling. 

In [69] the author suggests that of the fourteen diagram types in UML, the most widely used (and 

hence important) diagrams are: use case, class, object, state machine, sequence, and activity 

diagrams. Based on this, the author presents a proposal for Q-UML diagrams, as we can see in Fig. 

11. The Q-UML diagrams contain similar elements to UML diagrams, distinguishing the quantum 
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elements with highlights such as bold text and double-lines to portray quantum information textually 

and pictorially. 

 

Fig. 11. Q-UML basic diagrams 

Quantum programming languages: Quantum programming is the process of assembling 

sequences of instructions, called quantum circuits, which can run on a quantum computer. Quantum 

programming languages help express quantum algorithms using high-level constructs [70]. 

Quantum programming languages are used for controlling existing physical devices, for estimating 

the execution costs of quantum algorithms on future devices, for teaching quantum computing 

concepts, or for verifying quantum algorithms and their implementations [71].  

In [72] a classification of quantum programming languages is presented (see Fig. 12), which is 

considered as a starting point for studying quantum programming. This taxonomy has two branches, 

programming languages, and programming tools. 

Quantum software testing. By nature, quantum software is error susceptible. Quantum physics 

properties as superposition mean that quantum computers deliver probabilistic measures when 

classical observations are made on qubits; that is when a qubit in a superposition state is collapsed 

into a classical value, it takes a given value with a given probability [73]. Some selected publications 

address quantum computing validation from a probabilistic perspective from circuit and software 

levels. The behavior of quantum circuits is inherently probabilistic, so while the goal of traditional 

testing has always been to detect the presence of faults, probabilistic testing aims to estimate fault 

probability. 

 

Fig. 12. Quantum programming branches 
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The testing phase is one of the most covered by hardware producers and scientists. In Fig. 13 we 

show a classification of types of testing techniques for quantum software. It was extracted from [63, 

74-84], which treat specific techniques and tools for debugging and testing. 

 

Fig. 13. Quantum programming branches 

As we can see, the classification includes bug detection and debugging as part of the quality 

assurance. White-Black box testing and functional testing are like classical software testing applied 

to quantum software. Specialized testing is included, such as fuzz testing [80, 84], which is an 

automated software testing method that injects invalid, malformed, or unexpected inputs into a 

system to reveal software defects and vulnerabilities. Quantum noise provides an effective built-in 

fuzzing capability that is centered around the actual answer to a computation. Specialized techniques 

are introduced for testing quantum software, such as search-based [79], mutation-based [24, 76, 82], 

and property-based [24, 78]. 

6. Discussion 

Considering the results presented in the previous section we can describe the following facts. 

6.1. Tendencies in the coverture of quantum fundamental concepts 

 In this sample of literature review, it is seen that there are more sources on quantum 

computing essentials and tendencies (Category 1). Most research has been done on 

quantum algorithms, hardware prototyping, and error mitigation.  

 Even when these publications attend essential aspects of quantum computing, some of 

them do not include a full description of the quantum mechanics principles that support 

quantum computing, commonly they include references to earlier publications and books. 

 Few publications exist talking about quantum computing education, as well as few formal 

publications exist talking about the skills required for practicing quantum computing 

(Categories 3, 4).  

6.2. Tendencies in the coverture quantum software development 

 Due to the nature of quantum computing and its exposure to errors, debugging and 

evaluating such errors has been a problem to address since the beginning of quantum 

computing practical implementations. Then, more progress is registered for quantum 

software testing. 
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 Modeling quantum software shows advances in modeling circuits and quantum 

algorithms; it is a kind of inherent design required. However, high-level modeling is still 

in its infancy. 

 There is a proliferation in quantum programming languages. At the high-level category, 

there are several languages based on instructions that implement the quantum mechanics 

principles, such as superposition, entanglement, and measurement. 

6.3. Benefits of the presented results of this review 

 The related work cited in this paper presents significant effort in literature review and 

taxonomical proposals of specific aspects of quantum computing, especially at the level 

of main aspects, technologies, and use cases. However, the fundamental concepts are 

presented in a descriptive way, not in a taxonomical view. 

 The taxonomical view presented in our paper will allow us to present the knowledge 

better organized. Also, it represents a starting point to document the principal part of a 

body of knowledge, the fundamental concepts. 

7. Conclusions and future work 

A new paradigm of computation known as quantum computing is founded on the ideas of quantum 

theory, which is concerned with contemporary physics, particularly quantum mechanics. The main 

goal of quantum mechanics is to describe how matter and energy behave at the atomic and subatomic 

scales. Quantum computing makes use of quantum phenomena, such as superposition and 

entanglement to perform data operations. Those principles are becoming popular due to their 

importance, such as entanglement [85] which is particularly useful in information security issues. 

The multi-disciplinarity of quantum computing, especially the quantum mechanics principles and 

the mathematical expression of qubits and their treatment, make this paradigm difficult to understand 

by non-physics experts [23-24]. 

To reduce the complication of understanding and mastering quantum computing, and for addressing 

the study of this field and the implementation of quantum software, practitioners (academicians and 

industry professionals) require a kind of taxonomic view of the fundamental concepts of quantum 

computing and the supporting ones. 

In this paper, we presented a quasi-systematic mapping, performed to: 

1. Identify the fundamental concepts involved in quantum computing and quantum software 

engineering. 

2. Build a taxonomy to include the main concepts of both disciplines. 

3. Identify a set of fundamental concepts to integrate the first element of a body of 

knowledge. 

Software engineering education has implications for the software industry in emerging countries 

[86] and developed countries. Education and training in software development require considering 

both hard and soft skills [87]; this is the same for quantum software development. 

The proposed taxonomy represents an initial proposal of the body of knowledge of quantum 

computing, especially for software development, so it can contribute to education in quantum 

computing and quantum software engineering. 

For future work, we identify the next actions: 

1. To complete the analysis of the results from all databases recommended for any literature 

review, and to find how the literature covers the fundamental concepts of both disciplines.  

2. To formalize the integration of the taxonomy, with a kind of theoretic validation or with 

judges from experts. 
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3. To assess the usefulness of the first levels of the taxonomy, in different scenarios such as 

guiding curricula creation and course design. 

4. To continue with the literature review to gather the remaining elements of a body of 

knowledge, such as practices and methods. 
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emission dispatch problem using cubic criterion function 
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S140 - A hybrid Quantum-Inspired Evolutionary Algorithm for open vehicle routing 

problem 
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Abstract. Microservices are the most promising direction for developing heterogeneous distributed software 

systems capable of adapting to dynamic changes in business and technology. In addition to the development of 

new software systems, the migration from legacy monolithic systems to microservice architectures is also a 

prominent aspect of microservices use. These trends resulted in an increasing number of primary and secondary 

studies on microservices, stressing the need for systematization of research at a higher level. The objective of 

this study is to comprehensively analyze secondary studies in the field of microservices with objectives to 

inquire about publishing trends, research trends, domains of implementation, and future research directions. 

The study follows the guidelines for conducting a systematic literature review, which resulted in the findings 

derived from 44 secondary studies. The study findings are structured to address the proposed research 

objectives. Recommendations for further literature reviews relate to the improvement of quality assessment of 

selected studies to increase the validity of findings, a more detailed review of human and organizational factors 

through the microservices life cycle, the use of social science qualitative methods for more detailed analysis of 

selected studies, and inclusion of gray literature that will bring the real opinions and experiences of experts 

from industry.  
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Аннотация. Микросервисы являются наиболее перспективным направлением для разработки 

разнородных распределенных программных систем, способных адаптироваться к динамическим 

изменениям бизнеса и технологий. В дополнение к разработке новых программных систем, переход от 

устаревших монолитных систем к микросервисным архитектурам также является важным аспектом 

использования микросервисов. Эти тенденции привели к увеличению числа первичных и вторичных 

исследований микросервисов, что подчеркивает необходимость систематизации исследований на более 

высоком уровне. Целью настоящего исследования является всесторонний анализ вторичных 

исследований в области микросервисов, который поможет выявить тенденции в направленности 

публикаций, исследований, уточнить области использования полученных результатов и перспективы 

будущих исследований. Представленное исследование следует рекомендациям по проведению 

систематического обзора литературы, в процессе его проведения были выявлены результаты 44 

вторичных исследований. Эти результаты структурированы в соответствии с сформулированными 

авторами целями. Рекомендации для дальнейших обзоров литературы касаются улучшения оценки 

качества отдельных исследований для повышения достоверности результатов, повышения детализации 

обзоров человеческих и организационных факторов через жизненный цикл микросервисов, 

использования качественных методов социальных наук для более подробного анализа отдельных 

исследований, и включения в оборот литературы, обычно остающейся вне области внимания 

коммерческих и академических журналов, но содержащей реальные мнения и опыт промышленных 

экспертов. 

Ключевые слова: микросервисы; третичное исследование; систематический обзор литературы; 

тенденции исследований; рекомендации. 
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1. Introduction 

Microservices have recently emerged as popular and widely used architectural model for cloud-

based applications, representing a new trend in developing distributed software systems [1-2]. As 

small and independent services, they offer improved performance and support for continuous 

delivery [3]. Microservices based applications are in many cases built by breaking up monolithic 

applications, which assumes considering factors such as the number of objects owned by a service, 

the level of responsibility, and the team distribution [4]. In the beginning, microservices were 

adopted by large companies like Amazon, LinkedIn, and Netflix, and later by other companies [5-

6], leading to an increasing trend in using microservices for developing cloud-based applications. 

The adoption of microservices in developing or reengineering software systems includes a new 

organizational and business culture in software organizations [7]. Adoption of DevOps in software 
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companies is crucial for better integration of microservices-based applications throughout the 

system life cycle [8], leading to improvement their competitiveness [9]. 

Microservices-based applications consist of multiple components that collectively form the entire 

system. Each component performs a single task, with its boundaries shielding it from external 

knowledge, while the processed results can be shared and accessed by other microservices [2]. A 

system structure is stable even when upgrades or extensions are necessary. With microservices, 

clients can be confident that any changes or growth in their business will be implemented into 

software. Microservices show better performance than monolithic architectures, particularly in 

terms of meeting business requirements, ensuring systems reliability, enhancing maintainability, and 

bolstering infrastructure resilience [2]. Although microservices require a larger number of teams and 

greater effort, the long-term benefits make the investment worthwhile [10]. Migration of monolithic 

or legacy systems to service-oriented architectures is a common trend in contemporary software 

systems [11], particularly to microservice architectures, resulting with improved system 

performance [12-13]. Use of design patterns results in improvement of development practices and 

better fulfillment of various architectural quality attributes [14]. 

Microservices-based systems consist of individual microservices, each independently performing a 

specific functionality. Consequently, if one microservice fails, the entire system remains unaffected. 

The principle of Autonomy is responsible for this behavior, while other key principles are [10]: 

Resilience – ensuring that the application can continue providing services even if a specific 

microservice encounters failure; Transparency – exposing the necessary details and providing 

documentation for each microservice; Automation – employing tools that enhance the efficiency, 

reliability, and scalability of the microservices’ building and maintenance processes; and Alignment 

– relating to harmonizing different microservices within the system. 

Systematic Literature Reviews (SLRs) [15] and Systematic Mapping Studies (SMSs) [16] have 

recently been adopted by software engineering research community, for systematizing and analyzing 

the evidence on the practice and leading to Evidence-Based Software Engineering (EBSE) [17]. 

Review of academic literature, commonly referred to as “white literature”, has recently been 

supplemented with “gray literature” sources such as blog posts, white papers, industrial magazines, 

and videos, introducing Multivocal Literature Reviews (MLRs) [18]. 

Based on the above discussion, the objectives of this study are: (1) to present the current publishing 

trends of secondary studies research, (2) to determine topics inquired in secondary studies, (3) to 

inquire in which domains are microservices commonly implemented, and (4) to present identified 

future research directions. A SLR based on the guidelines proposed in [15, 17] was performed, 

resulting in 44 secondary studies that were used for drawing research findings and recommendations 

for further research.  

This paper is structured as follows. The second section presents related work on tertiary studies 

related to microservices. The third section outlines the research methods employed in the study, 

while the fourth section presents the research findings. Recommendations for future reviews are 

discussed in the fifth section. The last section contains conclusions. 

2. Related work 

Tertiary studies have been recently used in software engineering for reviewing secondary studies 

and conducting meta-analyses on specific research topics. Some of the tertiary studies relate to 

DevOps [19], architecting systems of systems [20], cloud computing [21], agile software 

development [22], variability in software product lines [23], or testing artifact quality [24]. 

Two tertiary studies on microservices were identified: “Research on Microservice Architecture: A 

Tertiary Study” by Liu et al. [25], and the second study titled “Microservice Architecture: A Tertiary 

Study” by Costa et al. [26]. Table 1 presents information on the period covered and the number of 

secondary studies included in identified tertiary studies. The review types encompass Systematic 
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Literature Reviews (SLRs), Systematic Mapping Studies (SMSs), Systematic Grey Literature 

Reviews (SGLRs), and Multivocal Literature Reviews (MLRs). 

Table 1. Tertiary studies on microservices 

Study reference Time span SLRs SMSs MLRs SGLRs 

Liu et al. (2022) [25] 2016-2021 17 20 0 0 

Costa et al. (2020) [26] 2016-2019 5 14 2 1 

Liu et al. [25] conducted a SLR and identified 37 secondary studies on microservices published in 

the period from 2016 to 2021. The authors formulated two research questions: (RQ1) What are the 

common topics addressed in secondary studies related to microservices architecture (MSA), and 

what are their findings? (RQ2) What are the potential areas for new research in the field of MSA? 

Quality of the secondary studies was assessed based on the DARE quality criteria [17]. 

Costa et al. [26] conducted a SLR and identified 22 secondary studies on microservices published 

in the period from 2016 to 2019. The original study was written in Portuguese, which required the 

translation of methodological issues and results into English. The authors addressed the following 

research questions: (RQ1) Which secondary studies have been published in the field of 

microservices? (RQ2) What research topics on microservices have been investigated? (RQ3) What 

emerging patterns have been identified? (RQ4) What solutions and support tools have been utilized 

to facilitate the development and operation of microservices architecture? (RQ5) In which areas, 

particularly in the industry, are microservices being applied? (RQ6) Which topics exhibit gaps and 

require further exploration in future microservices research? The quality of secondary studies was 

assessed by using the DARE quality criteria [17]. 

3. Research methods 

This study is based on the guidelines for conducting SLRs proposed in [15, 17]. The research process 

contains the following main phases: (1) planning the review, (2) conducting the review, and (3) 

reporting the findings. 

3.1 Planning the review 

Justification of the need for a tertiary study, determining research questions, selecting digital 

databases, and defining the studies search and selection process with clearly stated keywords for 

searching, inclusion/exclusion criteria, and quality assessment criteria are described in this section. 

3.1.1 Need to conduct a tertiary study on microservices 

In the last decade, research on microservices has gained popularity by the researchers, resulting in 

an increasing number of empirical studies and leading to the execution of systematic reviews. These 

reviews were performed as SLRs [15], SMSs [16], and even MLRs [18]. 

During the search of literature on microservices, two tertiary studies on microservices were 

identified: a study titled “Research on Microservice Architecture: A Tertiary Study” by Liu et al. 

[25], and a study titled “Microservice Architecture: A Tertiary Study” by Costa et al. [26]. Insights 

into these two studies revealed a consistent increase in the number of secondary studies over the 

years, and it can be expected that this trend will continue in 2023 and beyond, highlighting the need 

for new reviews of recent secondary research. 

3.1.2 Research questions 

The following research questions (RQs) are proposed: 

RQ1: What are the publishing trends observed in secondary studies? 

RQ2: What are the predominant topics investigated in secondary studies? 

RQ3: In which domains are microservices commonly implemented? 

RQ4: What future research directions have been identified? 
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3.1.3 Search and selection process of secondary studies 

Proposed research questions were used for selecting keywords for searching for secondary studies. 

Keywords were put into two groups: the first group includes the keywords “microservices” and 

“microservices architecture”, while the second group comprises the keywords “SLR”, “Systematic 

literature review”, “SMS” and “Systematic mapping study”. The following search strings were 

constructed for searching for secondary studies: 

[1]: (“microservices architecture” OR “microservices”) AND (“SLR” OR “Systematic literature review”) 

[2]: (“microservices architecture” OR “microservices”) AND (“SMS” OR “Systematic mapping study”) 

The process of searching and selecting studies contains the following phases (Ph#No): 

 Ph#1: Searching digital libraries using constructed search strings. 

 Ph#2: Selecting specific studies based on their title, abstract, and keywords. This phase also 

involves removing duplicates (in case a study appears in multiple databases) and selecting 

the most recent version of the study (if there are multiple versions by the same authors). 

 Ph#3: Using snowball search method [27] for finding additional studies and minimize the 

possibility of omitting relevant secondary studies.  

 Ph#4: Applying inclusion/exclusion criteria to studies that passed phases Ph#2 and Ph#3. 

 Ph#5: Conducting a detailed reading and analysis of the studies that passed Ph#4. 

The digital libraries used for searching secondary studies are ACM Digital Library, IEEE Xplore, 

ScienceDirect, Springer, Wiley Online Library, and MDPI. These libraries were selected because 

they publish a majority of the leading journals and conference proceedings in the field. 

Filtering of the studies identified during the search of digital libraries and snowball search was based 

on the inclusion and exclusion criteria. Inclusion criteria are: (I1) A study reviews relevant studies 

on microservices, (I2) A study follows guidelines for conducting SLR or SMS, (I3) A study answers 

research questions in the domain of microservices. Exclusion criteria are: (E1) Full text of a study 

is not available, (E2) A study is not peer-reviewed, (E3) The study is less than 6 pages, (E4) A study 

is not written in English, (E5) A review study that includes gray literature. 

All selected secondary studies were evaluated against these inclusion and exclusion criteria, and if 

a secondary study failed to meet even one criterion, it was excluded from further analysis. 

3.1.4 Quality assessment of secondary studies 

The secondary studies were evaluated for quality based on guidelines proposed in [17]. The primary 

objective of the quality assessment was to identify and exclude low-quality studies from the detailed 

analysis and synthesis of review findings. Quality assessment was based on a three-point scale with 

values 1 (Yes), 0.5 (Partly), and 0 (No). This scale was based on the five questions (Q2-Q6) proposed 

in [17], while an additional question concerning the use of the review methodology (Q1) was added. 

The quality assessment questions are: 

Q1: Is the review methodology clearly stated and appropriate? 

Q2: Are the review's inclusion and exclusion criteria described and appropriate? 

Q3: Is the literature search likely to have covered all relevant studies? 

Q4: Did the reviewers assess the quality/validity of the included studies? 

Q5: Were basic studies adequately described? 

Q6: Were the extracted data from included studies synthesized in the findings? 

Based on the authors’ agreement, studies with an average quality score of less than 0.5 will be 

excluded from the detailed analysis. 
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3.2 Conducting the review 

The search for secondary studies was performed in January 2023. The first phase resulted in the 

identification of 821 papers. The details of the search conducted in digital libraries are presented in 

Table 2. 

Table 2. Total number of papers obtained through search in digital libraries 

Library 
Number of search results for 

search string [1] 

Number of search results for 

search string [2] 

Totally for search 

strings [1] and [2] 

ACM Digital Library 68 90 158 

IEEE Xplore 13 14 27 

ScienceDirect 127 85 212 

Springer 144 183 327 

Wiley Online Library 31 58 89 

MDPI 5 3 8 

TOTAL  388 433 821 

The phased process of selecting secondary studies is presented in Fig. 1, while the selection process 

of SLRs and SMSs throughout the phases is presented in Table 3. 

Filtering in Ph#2 and Ph#3 resulted in the selection of 57 secondary studies. After implementing 

inclusion/exclusion criteria on each of the 57 studies, 44 were selected for further analysis and 

quality assessment. Three studies were excluded based on the E3 exclusion criterion, one study 

based on the E1 exclusion criterion, and nine studies based on the E5 exclusion criterion. 

 

Fig. 1. The phased process of selecting secondary studies 
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Table 3. Details of the phased process for selecting secondary studies 
 

SLRs SMSs MVRs Totally SSs 

Ph#1: Selected studies after checking titles, abstracts, and keywords  19 23 14 56 

Ph#2: Selected studies after removing duplicates 16 19 9 44 

Ph#3: Snowball search for additional studies  6 7 0 13 

Merging digital libraries and snowball search results 22 26 9 57 

Ph#4: Selected studies after implementing Inclusion/Exclusion criteria  21 23 0 44 

Ph#5: A final set of secondary studies after quality assessment  21 23 0 44 

3.2.1 Quality assessment 

The first, third, and fourth authors assessed the quality of secondary studies, while the second author 

reviewed the grades and calculated the average quality scores for all studies. Each evaluator assigned 

a mark from the three-point scale (0.0, 0.5, or 1.0) to each study for all quality assessment criteria. 

The average quality score for each study was then calculated as the mean of all average values 

assigned by each evaluator. Table 4 presents the average scores for the quality assessment of the 

selected studies. It is evident that all studies exceeded the minimum required quality threshold for 

further analysis (overall quality score greater than 0.50). 

Table 4. Average scores for quality assessment of the selected secondary studies 

ID Year Type Q1 Q2 Q3 Q4 Q5 Q6 AVG 

SS01 2020 SLR 0.67 0.67 0.83 0.33 0.83 0.83 0.69 

SS02 2019 SLR 1.00 1.00 1.00 0.83 1.00 1.00 0.97 

SS03 2019 SLR 0.83 1.00 1.00 0.83 0.83 0.83 0.89 

SS04 2020 SLR 0.67 1.00 1.00 0.33 0.83 0.67 0.75 

SS05 2018 SLR 0.50 0.50 0.67 0.33 0.83 0.83 0.61 

SS06 2021 SLR 1.00 1.00 1.00 1.00 0.83 1.00 0.97 

SS07 2021 SLR 1.00 1.00 1.00 1.00 1.00 1.00 1.00 

SS08 2018 SLR 0.50 0.67 0.67 0.50 1.00 1.00 0.72 

SS09 2019 SLR 0.50 0.50 0.83 0.67 0.83 0.83 0.69 

SS10 2020 SLR 1.00 1.00 1.00 0.33 1.00 1.00 0.89 

SS11 2022 SLR 1.00 1.00 1.00 1.00 1.00 1.00 1.00 

SS12 2022 SLR 0.50 0.33 1.00 0.17 0.83 0.83 0.61 

SS13 2022 SLR 1.00 1.00 0.83 0.00 0.83 0.83 0.75 

SS14 2022 SLR 1.00 1.00 1.00 1.00 1.00 1.00 1.00 

SS15 2022 SLR 1.00 1.00 1.00 1.00 1.00 1.00 1.00 

SS16 2022 SLR 0.83 1.00 1.00 0.83 1.00 1.00 0.94 

SS17 2021 SLR 1.00 1.00 0.83 0.83 1.00 1.00 0.94 

SS18 2021 SLR 0.67 1.00 1.00 0.50 1.00 1.00 0.86 

SS19 2018 SLR 1.00 1.00 0.67 0.83 1.00 0.83 0.89 

SS20 2021 SLR 0.67 1.00 0.83 0.33 1.00 0.83 0.78 

SS21 2021 SLR 0.67 1.00 1.00 0.00 0.83 0.83 0.72 

SS22 2022 SMS 1.00 1.00 0.83 0.00 1.00 0.83 0.78 

SS23 2017 SMS 1.00 0.83 1.00 0.00 0.67 0.83 0.72 

SS24 2021 SMS 0.83 1.00 1.00 0.00 1.00 1.00 0.81 

SS25 2020 SMS 1.00 1.00 1.00 0.00 0.67 1.00 0.78 

SS26 2021 SMS 1.00 1.00 0.83 0.00 0.67 0.83 0.72 

SS27 2017 SMS 1.00 1.00 1.00 0.00 0.67 1.00 0.78 

SS28 2019 SMS 1.00 1.00 1.00 0.67 1.00 0.83 0.92 

SS29 2016 SMS 1.00 1.00 0.83 0.17 1.00 1.00 0.83 

SS30 2022 SMS 1.00 1.00 1.00 0.00 1.00 0.83 0.81 

SS31 2022 SMS 0.83 0.83 1.00 0.75 0.50 0.83 0.79 

SS32 2021 SMS 0.83 1.00 1.00 0.00 1.00 0.67 0.75 

SS33 2020 SMS 1.00 0.83 1.00 0.33 1.00 1.00 0.86 

SS34 2019 SMS 1.00 1.00 1.00 0.00 1.00 1.00 0.83 
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SS35 2021 SMS 1.00 1.00 1.00 1.00 1.00 0.83 0.97 

SS36 2017 SMS 0.50 0.50 0.83 0.00 0.67 0.83 0.56 

SS37 2019 SMS 1.00 1.00 1.00 0.00 0.83 0.83 0.78 

SS38 2022 SMS 1.00 0.83 1.00 0.00 1.00 0.67 0.75 

SS39 2021 SMS 0.83 1.00 1.00 0.00 1.00 1.00 0.81 

SS40 2019 SMS 0.83 1.00 1.00 0.00 1.00 1.00 0.81 

SS41 2019 SMS 0.83 1.00 1.00 0.00 0.17 1.00 0.67 

SS42 2019 SMS 0.50 0.33 0.83 0.33 0.50 0.67 0.53 

SS43 2016 SMS 1.00 1.00 1.00 0.17 1.00 1.00 0.86 

SS44 2023 SMS 1.00 1.00 1.00 0.00 0.33 1.00 0.72 

Average scores for all SSs 0.86 0.91 0.94 0.37 0.87 0.90 0.81 

Average scores SLRs 0.81 0.89 0.91 0.60 0.93 0.91 0.84 

Average scores SMSs 0.91 0.92 0.96 0.15 0.81 0.89 0.77 

Based on the quality assessment results, the minimum score achieved was 0.53 (for study SS42), 

while the average quality score across all studies was 0.81. All 44 secondary studies passed quality 

analysis and were selected for in-depth analysis. Selected secondary studies (SSs) are listed in 

Appendix A. 

3.2.2 Data extraction 

The template presented in Table 5 is used for extracting data on secondary studies, encompassing 

general information about each study’s publication, data relevant for quality assessment, and specific 

data relevant to each research question. The extracted data was organized in an Excel spreadsheet. 

Table 5. Data extraction template 

ID Explanation Use 

D1 Study ID Demography, RQ1 

D2 Title Demography, RQ1 

D3 Year Demography, RQ1 

D4 Study type (SLR, SMS) Demography, RQ1 

D5 Venue type (conference, journal, book chapter) Demography, RQ1 

D6 Sample size (number of primary studies) Demography, RQ1 

D7 Used research methodology description Quality assessment Q1 

D8 Inclusion/Exclusion criteria Quality assessment Q2 

D9 Coverage of relevant studies Quality assessment Q3 

D10 Quality assessment questions Quality assessment Q4 

D11 Method for describing selected studies Quality assessment Q5 

D12 Data extraction methods and tools Quality assessment Q6 

D13 Research questions Research topics, RQ2 

D14 Research topics Research topics, RQ2 

D15 Technical implementation areas Application area, RQ3 

D16 Future research directions Future research direction, RQ4 

4. Research findings 

The findings were derived from the data extracted from 44 selected secondary studies, 23 of them 

are SMSs, while the remaining 21 are SLRs (refer to Table 3). The findings will be organized and 

presented in alignment with the research questions. 
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4.1 Publishing trends for secondary studies (RQ1) 

The selected secondary studies span the publication period from 2016 to 2023. Fig. 2 presents the 

publication trends of secondary studies based on the publishing venue. 

 

Fig. 2. Secondary studies publication trends by venue 

It is obvious that the total number of studies has consistently grown over the years, and there has 

been a notable shift from primarily conference proceedings to journals. Out of the 44 studies, 22 

were published in conference proceedings, and another 22 were published in journals. 

4.2 Topics inquired in secondary studies (RQ2) 

The identification of topic areas in the selected secondary studies is based on a comprehensive 

examination of each study. The extracted data corresponds to values in columns D13 (research 

questions) and D14 (research topics) in Table 5. A general overview of the topics investigated in the 

secondary studies is depicted in Fig. 3. It is worth noting that while most studies have a primary 

focus on a specific topic, they also touch upon other related topics. 

4.2.1 Architecture 

Architectural design is essential for the development of microservice-based software systems 

because it encompasses both the technical design of system functionalities and non-functional 

requirements, which are often referred to as quality attributes. Well-designed architecture is 

important for efficient development, operation, and maintenance of software systems. The main 

topics related to microservices architecture in the selected secondary studies include Analysis, 

Granularity, Patterns, Presentation, and Quality attributes (refer to Fig. 3). A more comprehensive 

examination of architecture topics, including identified subtopics and the distribution of secondary 

studies that mention them, is provided in Table 6. 



Stojanov Z., Hristoski I., Stojanov J., Stojkov A. Research Trends and Recommendations for Future Microservices Research. Trudy ISP 

RAN/Proc. ISP RAS, vol. 36, issue 1, 2024. pp. 105-130. 

114 

Microservices

Architecture

Life cycle scope

Challenges

Migration

Patterns

Analysis

Quality attributes

Presentation

GranularityDesign

Human factor

Implementation

Organizational issues

Maintenance & 
Operation

Testing

ApproachProcess/Roadmap

Challenges

Deployment

Runtime

Security

Communication

Testing & Quality assurance

Performance 

Deployment

Monitoring & Tracing

Service discovery

Data management

Other . . .

 

Fig. 3. General overview of microservices research topics 

Analysis. The analysis of software architecture is crucial for understanding both new software 

systems and those that require migration to microservice architectures. It focuses on the following 

aspects: 

(1) Methods - various methods can be distinguished, including Static Analysis, Dynamic 

Analysis, Combined Dynamic and Static Analysis, Model-Based Analysis, Graph-Based 

Analysis, and Pattern-Based Analysis; 

(2) Tools - specific tools tailored to each analysis method, facilitating automated work; and 

(3) Challenges – these encompass architectural analysis, software architecture 

reconstruction, technical debt analysis, quality attribute analysis, and fault analysis. 

Granularity. Granularity refers to the size of individual microservices within a software system 

based on the microservices architecture. It plays a crucial role in determining the functioning of the 

system and its quality attributes, including performance, maintainability, data storage, and 

scalability. Determining the optimal granularity involves finding the right balance between the level 

of functionality encapsulated within each microservice and the need for modularity, maintainability, 

and scalability. Insights from the selected studies on granularity reveal the following main subtopics: 

(1) Methods or approaches for defining granularity; 

(2) Metrics used for evaluating granularity; and 

(3) Quality attributes affected by granularity. 

Table 6. Topics and subtopics related to microservices architecture 

Topic Subtopic Secondary studies 

Analysis 

Methods SS09, SS27, SS35, SS39, SS44 

Tools SS30, SS39 

Challenges SS30, SS39 

Granularity 

Approach SS04, SS09, SS17, SS24 

Quality attributes SS17 

Metrics SS17 

Patterns Design SS03, SS05, SS19, SS27, SS33, SS34, SS37, SS43 
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Composition SS02, SS09, SS19, SS33, SS43 

Communication SS03, SS05, SS06, SS19, SS33, SS37 

Deployment SS03, SS06, SS37, SS19, SS33, SS37 

Data storage SS03, SS19, SS33, SS37 

Antipattern SS01, SS44 

Presentation 

Languages SS22, SS27, SS29, SS33 

Diagrams SS27, SS29 

Visualization SS30 

Quality attributes 

Reliability SS03, SS08, SS17, SS27, SS33, SS34 

Security SS03, SS07, SS08, SS17, SS27, SS29, SS33, SS40 

Compatibility SS03, SS27, SS33, SS34, SS40 

Maintainability SS03, SS08, SS17, SS27, SS29, SS33, SS34 

Performance SS03, SS07, SS17, SS19, SS27, SS29, SS33, SS34, 

SS40 

Portability SS03, SS27, SS33, SS34 

Testability SS07, SS33 

Availability SS07, SS08, SS17, SS33 

Monitorability SS07, SS33 

Scalability SS07, SS08, SS17, SS19, SS27, SS29, SS33, SS34, 

SS40 

Modularity SS17, SS29 

Other … SS29, SS33, SS40 

Patterns. The identification and categorization of specific challenges and their corresponding 

solutions during software development, operation, and maintenance contribute to the recognition of 

recurring scenarios, commonly referred to as patterns. Incorporating patterns into the software life 

cycle enables developers to find reliable solutions to common problems, enhances communication 

among team members and with clients, and aids in meeting quality requirements. The following 

categories of patterns are identified: 

(1) Design – patterns used for structuring and organizing microservices efficiently (API 

gateway, publish/subscribe, circuit breaker, proxy, and load balancer) 

(2) Composition – patterns related to composing different microservices in a software system 

(semantic annotation, best-fitting, and workload-based approaches); 

(3) Communication – patterns related to communication between multiple microservices 

(synchronous communication, publish/subscribe communication, combination of HTTP 

and message queue, communication using message-oriented middleware, asynchronous 

communication, point-to-point communication, and communication using binary 

protocols); 

(4) Deployment – patterns related to the deployment or distribution of microservices to 

multiple resources for operational use (serverless deployment, service instances per VM, 

and service instances per container); and (5) Data storage – patterns oriented towards 

improving performances of data management systems (database-per-service pattern, the 

database cluster pattern, and the shared database server pattern). In addition, antipatterns 

refer to design and implementation choices that result in inadequate/poor software system 

design, leading to issues during operation and maintenance. 
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Presentation. Efficient design and utilization of microservice-based systems require the 

presentation of software architecture through various approaches that depict the system’s structure 

and behavior. The secondary studies identified the following subtopics: 

(1) Languages – specific languages for describing the architecture, such as RAML, YAML, 

Jolie, or various pseudocodes; 

(2) Diagrams – visual diagrams, ranging from informal drawings to specialized and 

sophisticated diagrams such as Component/Container, Process/Behavior, Sequence, 

Execution Timeline, Deployment, Class, Use Case, Type Graph, Instance Graph, and 

Dependency Graph; and 

(3) Visualization – dynamic analysis techniques, supported with specialized tools, for 

analyzing or recovering software architecture. 

Quality attributes. Quality characteristics of software systems are typically reflected in the form of 

quality attributes, which are associated with non-functional requirements. While there are numerous 

quality attributes, it is often challenging to satisfy all of them simultaneously. In such cases, trade-

offs must be made when considering quality attributes. The most common quality attributes 

mentioned in many studies are Reliability, Security, Compatibility, Maintainability, Performance, 

Portability, Testability, Availability, Monitorability, Scalability, and Modularity. These attributes 

have been extensively discussed in various sources and are relevant throughout the software life 

cycle, from design to operational use and maintenance. The selected secondary studies also mention 

additional quality attributes, such as Modifiability, Usability, Deployability, Flexibility, Reusability, 

Manageability, Independence, Traceability, Complexity, Load balancing, and Organizational 

alignment. To effectively address quality attributes, appropriate metrics need to be proposed, such 

as time, complexity, number of requests, or number of affected files. These metrics facilitate 

continuous improvements in quality attributes over time. 

4.2.2 Life cycle scope 

Microservice-based systems undergo various lifecycle phases that bring forth unique challenges, 

necessitating the utilization of specific methods, approaches, and tools. The primary topics identified 

in the selected secondary studies pertaining to the life cycle scope of microservices encompass 

Design, Implementation, Testing, Deployment, Maintenance and Operation, Runtime, 

Organizational issues, and the Human factor (refer to Fig. 3). A review of life cycle scope topics, 

subtopics and the distribution of secondary studies mentioning them is given in Table 7. 

Table 7. Topics and subtopics related to the life cycle scope of microservices 

Topic Subtopic Secondary studies 

Design 

Identification strategies SS02, SS04 

Domain Driven Design SS04, SS39 

Representations SS04, SS34, SS36, SS39 

Design for failure SS08, SS36 

Implementation 

Technology stack SS08, SS36, SS37 

Supporting systems SS08, SS34, SS36, SS37 

Services interfaces SS08, SS34 

Testing 
Approaches SS14, SS23, SS25, SS36, SS37, SS40 

Tools SS25, SS37, SS40 

Deployment 

Platform SS08, SS32, SS34, SS37 

Monitoring SS08, SS14, SS23, SS32, SS34, SS36, SS39 

Approaches SS06, SS23, SS32, SS37 
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Maintenance & 

Operation 

Load balancing SS11, SS34 

Fault diagnosis SS11, SS23, SS36, SS37, SS39 

Autoscaling SS11, SS12, SS21, SS34, SS37 

Anomaly detection SS13, SS37 

Resource Scheduling SS13, SS33 

Analysis SS36, SS39 

Runtime 

Virtualization SS08, SS43 

Discovery SS14, SS43 

Control  SS08, SS34, SS39 

Verification and 

Validation 

SS08, SS21 

Visualization SS30, SS39, SS44 

Organizational issue 

DevOps SS08, SS19, SS25, SS32, SS33, SS34, SS37, 

SS43 

Continuous processes SS08, SS25, SS43 

Human factor 
Roles SS04, SS17 

Skills SS04, SS38 

Design. The design phase of the lifecycle is crucial for achieving the desired system structure and 

fulfilling the proposed quality characteristics. The following subtopics are identified in the 

secondary studies: 

(1) Identification strategies –focuses on the identification of services during the design of 

complex systems; 

(2) Domain-Driven Design – relates to the use of principles, patterns, and domain-specific 

knowledge during system design; 

(3) Representations –the use of various methods and tools for representing microservice 

system being developed; and 

(4) Design for failure – relates to design principles and methods that enable the design of 

systems with increased fault tolerance, self-healing capabilities, and variability 

characteristics. 

Implementation. The implementation phase utilizes the products and decisions from the design 

phase to create microservices and integrate them into a system. The following subtopics are 

identified: 

(1) Technology stack –the use of various languages (formal, scripting, object-oriented), 

interaction models for communication flow, and protocols for data exchange (e.g., 

REST/HTTP, RPC-alike, message queues); 

(2) Supporting systems –focuses on data storage systems for distributed microservices (e.g., 

SQL, graph-oriented, document-oriented) and systems for service discovery in a dynamic 

environment; and 

(3) Service interfaces – concerns the specification of contracts for microservices 

communication. 

Testing. The complex nature and dynamic behavior of microservice-based systems present several 

challenges in their testing. The following subtopics are identified: 

(1) Approaches –encompasses various testing approaches employed during development, 

ranging from unit testing to integration testing (continuous testing as part of DevOps and 

continuous engineering practices, testing of microservices and system performance, 

testing during migration, and model-based testing); and 
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(2) Tools – relates to tools utilized in the testing process, with a preference for automated 

testing. It includes libraries and frameworks that enable specific types of tests. 

Deployment. A deployment practice encompasses activities, methods, and tools necessary for the 

establishment of heterogeneous microservices to meet the requirements of contemporary businesses. 

Automated and continuous development and deployment processes are essential in ensuring the 

reliable and scalable delivery and operation of microservice-based systems. The following subtopics 

are identified: 

(1) Platform – pertains to the selection of a hosting system for running microservices; 

(2) Monitoring – relates to the activities performed to prevent or respond to failures or 

changes in the environment; and 

(3) Approaches – addresses the various ways and strategies for facilitating the utilization of 

microservices-based systems. 

Maintenance & Operation. The primary focus of maintenance and operation activities in the 

software life cycle is to ensure the usability and operability of the software. The following subtopics 

are identified: 

(1) Load balancing – pertains to the coordination and management of a large number of 

service requests in systems with heterogeneous and distributed microservices; 

(2) Fault diagnosis – involves improving the quality and efficiency of software operation by 

detecting faults (monitoring and localization of faults, identifying fault types, and fault 

modeling); 

(3) Autoscaling – relates to the adjustment of system resources to meet changing needs and 

growing requirements (resource allocation, prediction and scheduling methods); 

(4) Anomaly detection – focuses on identifying critical behaviors or abnormal states in 

application performance; 

(5) Resource scheduling – involves the dynamic adjustments of system resources in response 

to the overall system state and workload.; and (6) Analysis – covers methods and tools 

for analyzing the states and behaviors of microservice-based systems during operational 

use. 

Runtime. Analyzing the architecture, functioning, and performance of microservices-based systems 

requires extracting information from both static and dynamic sources during runtime, which is 

crucial due to the changes in structure and communication. The following subtopics are identified: 

(1) Virtualization – pertains to different levels of platform abstraction, isolation, and sharing; 

(2) Discovery – relates to identifying and finding appropriate services based on workload, 

scalability, and service quality considerations; 

(3) Control – involves managing execution at both the local level of individual microservices 

and the system level as a whole; 

(4) Verification and Validation – focuses on assessing the quality of microservices during 

runtime; and 

(5) Visualization – relates to visually representing the microservices architecture during runtime, 

which covers techniques, tools, and types of information to be presented. 

Organizational issue. Software development, operation, and maintenance take place within specific 

organizational contexts, including software development organizations and client organizations. 

These contexts have their own processes, procedures, challenges, and cultures that impact the 

technical and technological aspects of software processes. The following subtopics are identified: 

(1) DevOps –encompasses the cultural and practical aspects of organizing stakeholders 

involved in the development and operation; and 
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(2) Continuous Delivery, Integration, and Deployment – focuses on continuous activities that 

facilitate a seamless and smooth transition between life cycle phases in microservices-

based systems. 

Human factor. Even though the literature primarily emphasizes technical and technological aspects, 

it is important to recognize that all activities in the software systems’ life cycle are carried out and 

supervised by people. The following subtopics are identified: 

(1) Roles – pertains to the various roles that individuals assume in the microservice life cycle; 

and 

(2) Skills – focuses on the technical and soft skills that are necessary for individuals in 

different roles. It encompasses the specific knowledge, expertise, and abilities required to 

effectively perform their tasks. 

4.2.3 Migration 

One of the primary challenges with monolithic legacy software systems is the need for subsequent 

modifications to keep them operational and useful for end users. Frequent modifications can increase 

software complexity, reduce performance, and make maintenance challenging. A common solution 

is migrating software systems to microservices architectures. The main topics related to migration 

to microservices are Approach, Process/Roadmap, and Challenges (refer to Fig. 3). A more detailed 

review of migration topics, including identified subtopics and the distribution of secondary studies 

that mention them, is presented in Table 8. 

Approach. In practice, different types of legacy systems require varying approaches for 

modernization and migration to microservice architectures. The identified subtopics are: 

(1) Strategy – pertains to the overall strategy chosen in a migration project, such as clustering, 

candidate identification based on quality attributes, data-driven approaches, or bottom-up 

approaches; 

(2) Decomposition method – focuses on the selection of the analysis method used to 

decompose the legacy system and identify microservices; 

(3) Unit level – involves selecting the most suitable level of software artifacts during the 

decomposition of the old system and migration to microservices (business functions, 

database tables, classes, use cases); and 

(4) Evolution – relates to supporting the scalability and maintainability features throughout 

the migration process. 

Table 8. Topics and subtopics related to migration to microservices 

Topic Subtopic Secondary studies 

Approach 

Strategy SS24, SS13, SS26, SS38 

Decomposition method SS09, SS24, SS13, SS26 

Unit level SS09, SS24, SS38 

Evolution SS09, SS24, SS38 

Process/Roadmap 

Definition SS24, SS26, SS38 

Input information SS24, SS26, SS38 

Output information SS24, SS26 

Success factors SS38 

Motivation SS24 

Challenges 

Technical SS24, SS26, SS38 

Organizational SS26, SS38 

Knowledge and skills SS04, SS26, SS38 
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Process/Roadmap. Every migration project follows a process or roadmap that guides the 

organization of activities and determines the input and output information. The identified subtopics 

are: 

(1) Definition – pertains to the selection or proposal of different processes, guidelines, and 

roadmaps, supported by specific tools; 

(2) Input information – focuses on identifying the required input information for the 

migration process; 

(3) Output information – relates to the information produced upon completing the migration 

process (e.g., microservices candidates, communication approaches); 

(4) Success factors – encompasses the factors that influence the successful execution and 

completion of the migration process; and 

(5) Motivation – explores the motivations or driving factors (technical, operational, or 

organizational) behind organizing a migration project. 

Challenges. The migration of existing systems to a new microservice-based architecture is a 

challenging project that poses various obstacles for organizations, teams, and individuals. The 

identified subtopics are: 

(1) Technical – focuses on the introduction of new technologies and the selection of the most 

suitable tools for the migration process; 

(2) Organizational – pertains to organizational changes within an IT company that 

undertakes a migration process; and 

(3) Knowledge and skills – emphasizes the importance of selecting team members with the 

appropriate knowledge and a combination of technical and non-technical skills necessary 

for the successful implementation of the migration project. 

4.2.4 Challenges 

The adoption of microservices in industrial practice presents numerous challenges for both 

practitioners and researchers, given the inherent complexity and heterogeneity of microservice-

based systems. Fig. 3 illustrates eight challenges that have been mentioned in at least three secondary 

studies, with additional challenges categorized under the shape “Other ...”. A comprehensive list of 

21 identified challenges, along with the corresponding secondary studies that reference them, is 

presented in Table 9. By understanding and tackling these challenges, practitioners, and researchers 

can make significant strides in overcoming the obstacles inherent in microservice adoption. 

Regardless of the topics covered, all studies identified specific challenges and proposed 

corresponding solutions. Among the challenges identified, Security emerges as the most crucial, 

with 13 occurrences across the studies. These discussions encompass a wide range of topics, needs, 

and scenarios, with proposed taxonomies or frameworks to address security issues. Following 

closely, Communication is mentioned in seven studies as the second most frequently cited challenge. 

Communication challenges may arise from remote calls, during replication of services or data, or 

service discovery. The third most frequently mentioned challenge pertains to Testing and quality 

assurance of microservice-based systems. This encompasses various specific challenges, including 

faster test feedback, automated testing, intercommunication testing, granularity testing, runtime 

testing, integration testing, and performance testing. 

Table 9. Challenges related to microservices 

Challenge Secondary studies Frequency 

Security SS14, SS15, SS16, S18, SS23, SS27, SS28, SS29, SS33, SS34, 

SS35, SS36, SS42 

13 

Communication SS06, SS14, SS18, SS23, SS27, SS29, SS34 7 
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Testing & Quality 

assurance 

SS14, SS23, SS25, SS27, SS34, SS36 6 

Performance SS14, SS23, SS29, SS33, SS36 5 

Deployment SS06, SS23, SS29, SS32, SS36 5 

Monitoring & Tracing SS14, SS23, SS29, SS32, SS36 5 

Service discovery SS14, SS23, SS29 3 

Data management SS14, SS27, SS34 3 

Scalability SS21, SS36 2 

Migration SS26, SS38 2 

Complexity SS27, SS34 2 

Composition SS27, SS34 2 

Decomposition SS14 1 

Orchestration SS14 1 

Modeling SS23 1 

Context awareness SS23 1 

Integration SS29 1 

Fault tolerance SS29 1 

Publishing SS32 1 

Upgrading SS32 1 

Availability SS36 1 

4.3 Technical implementation and integration (RQ3) 

The dynamics and the increasing need for integrating heterogeneous and complex systems in various 

sectors such as healthcare, industry, and transportation necessitate the adoption of service-oriented 

architectures, especially microservices-based architectures, to facilitate distributed processing 

capabilities and data integration. The identified topics are Service type, Service domain, and Industry 

adoption (refer to Fig. 3). Table 10 provides a detailed overview of the identified related subtopics 

and the distribution of secondary studies that mention them. 

Table 10. Topics and subtopics related to technical implementation and integration of microservices. 

Topic Subtopic Secondary studies 

Service type 
Functional SS05, SS34 

Infrastructure SS05, SS34 

Domain 

Smart systems SS05, SS09, SS31, SS43 

Fog applications SS42 

Big Data SS20 

Blockchain SS31  

Enterprise SS31, SS33, SS43  

Industry adoption 

Readiness level SS27, SS34 

Industry involvement SS27, SS34 

Tools and system support SS27, SS34 

Evaluation & Benchmarking SS27, SS31, SS34 

Service type. Microservices are deployed within complex and heterogeneous systems, requiring 

sophisticated infrastructures for hosting and execution. Apart from the functional services that cater 
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to user needs, it is crucial to deploy services that support the infrastructure essential for the proper 

functioning of microservices. Subtopics in this context are: 

(1) Functional services – are responsible for providing functionalities to users, enabling them 

to perform tasks or access features; and 

(2) Infrastructure services – non-functional requirements, infrastructure, and service 

monitoring, as well as maintenance tasks that are not directly related to user 

functionalities.  

Domain. The secondary studies have identified the following subtopics: 

(1) Smart systems – focuses on the implementation of microservices for technical integration 

in smart systems, such as smart cities, smart transportation, and IoT applications; 

(2) Fog applications – explores the use of microservices in fog computing applications; 

(3) Big Data – examines the utilization of microservices in Big Data applications; 

(4) Blockchain – investigates the combination of microservices with blockchain 

technologies; and 

(5) Enterprise – focuses on the use of microservices in various business domains, such as 

healthcare, online commerce, supply chain management, financial systems, and 

telecommunications.  

Industry adoption. The majority of studies report the widespread acceptance and adoption of 

microservices in various business scenarios, establishing them as a prominent software development 

approach in the software and IT industry. The identified subtopics are: 

(1) Readiness level – pertains to the maturity level of specific methods, tools, and technologies 

intended for implementation in industrial projects; 

(2) Industry involvement – explores the degree of engagement and participation of industry 

experts in research projects; 

(3) Tools and system support – examines the utilization of specialized tools and systems that 

support the development and operation of microservice-based systems; and 

(4) Evaluation & Benchmarking – emphasizes the use of evaluation and benchmarking tools 

to assess the quality and effectiveness of designed microservice-based architectures. 

4.4 Directions for future research (RQ4) 

Potential future research directions have been identified by analyzing the discussion sections and 

concluding remarks of each examined secondary study. Therefore, we searched within the secondary 

studies using keywords such as ‘future’ in combination with the words ‘research’, ‘work’, and 

‘direction’, as well as the keywords ‘further’, ‘challenge’, and ‘gap’. 

Notably, the majority of authors indicate future research directions in two main ways: 

(a) by highlighting and elaborating on potential research gaps, open challenges, and issues 

encountered during their analysis, and using them as a basis to propose broader research 

directions; and 

(b) by proposing specific research directions that are closely related to the research 

methodology employed in their study. 

In the coming years, the research focus will center on addressing the following issues: 

 Exploring various types of microservice architectures, their structure, and design aspects. 

This involves expanding the existing knowledge base in a systematic, structured, and 

consistent manner, (a) by including both theoretical and practical learning and exploration, 

(b) by investigating the application of microservices in specific domains or real-world 
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scenarios, and (c) by considering organizational factors and addressing human-related 

issues in microservice architectures. 

 To ensure the quality of microservice architectures, it is crucial to assess the associated 

quality attributes, while considering their complex interactions and trade-offs. By 

evaluating and addressing these attributes, researchers and practitioners can optimize the 

performance, robustness, and overall effectiveness of microservice architectures. This 

comprehensive assessment can help in developing resilient and adaptable systems. 

 Focusing on the industrial adoption of microservices architecture, which involves several 

crucial phases, including design, implementation, validation, operation, deployment, 

maintenance, and testing of microservice architectural designs in practice. By emphasizing 

these essential phases, organizations can effectively adopt microservice architectures and 

reap the benefits of scalability, flexibility, and maintainability offered by this architectural 

style. 

 Standardizing microservice architecture, interfaces, and related aspects such as load 

balancing, fault detection, and autoscaling. 

 Designing fault-tolerant and event-driven/asynchronous microservices, particularly for 

smart systems, fog applications, and IoT applications. 

 Transitioning from specific solutions and their related validation to more general solutions 

through fundamental research, reusable practices, and lessons learned. 

 Addressing the complexities of the migration process from monolithic applications to 

microservice-based architectures systematically, as well as tackling challenges related to 

microservice identification, granulation, and proper design. 

 Conducting additional systematic literature reviews that consider gray literature to compare 

findings and challenges identified in both white and gray literature, extending existing 

secondary studies to include the latest knowledge supplements, or exploring additional 

databases for comprehensive coverage, and enhancing literature review approaches by 

improving data extraction and synthesis methods, validity, and quality assessment of 

primary studies. 

All these research directions aim to advance our understanding of microservices architecture 

research and facilitate the development of the best practices, standardized approaches, and improved 

methodologies in this rapidly evolving field. 

The analysis of the directions for future research reveals that they are numerous and diverse. This 

can be attributed to the relative novelty of microservice architectures, and their unique, yet relatively 

unexplored nature, characterized by heterogeneity, decentralization, and independence. The breadth 

of future research directions signifies that the field of microservice analysis remains open to 

innovations and methodologies.  

This study provides a valuable roadmap for researchers, highlighting areas that require further 

exploration. It also serves as a guide for practitioners, enabling them to assess the progress made 

thus far and determine which tools and approaches are suitable for practical implementation. 

5. Recommendations for future literature reviews 

This section provides comprehensive recommendations for further literature reviews in the field of 

microservices, encompassing primary, secondary, and tertiary studies. These recommendations are 

drawn directly from the research findings of this study and aimed at enhancing existing research and 

enriching the knowledge base on microservices. Recommendations relate to quality assessment of 

selected studies, microservices architecture, life cycle issues, migration, technical implementation 

in different domains, and further research directions.  
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Quality assessment of selected studies. According to guidelines for conducting literature reviews, 

quality assessment of included studies is typically considered a mandatory component of SLRs, 

whereas it may not be required for SMSs. Consequently, the quality assessment question Q4 

received a low score of 0.37. Therefore, the primary recommendation for addressing this issue is to 

assess the quality of all the studies selected for inclusion in the review and to establish a minimum 

value threshold for study inclusion to maintain rigorous standards throughout the review process. 

Architecture. Research about microservices architecture exhibits a significant level of research 

maturity, particularly in the areas of architecture analysis, pattern utilization, and the adoption of 

various methods for architectural representation. Moreover, considerable attention has been given 

to exploring quality attributes and their associated trade-offs. However, the research findings 

indicate that there is a need to assess quality attributes and metrics pertaining to granularity, runtime 

architecture visualization, as well as specific quality attributes such as context awareness, 

integrability, fault tolerance, upgrading, and availability. 

Life cycle issues. Attention to life cycle issues, particularly the utilization of contemporary 

approaches like DevOps and continuous software engineering practices (continuous integration, 

continuous delivery, continuous deployment, and monitoring) increased in recent years. However, 

human factor issues, domain-driven design, and specific maintenance and operation concerns need 

more attention in further research. 

Migration. The migration of legacy systems, typically characterized by monolithic architectures, to 

microservice architectures is a challenging research topic. Numerous methods and tools have been 

proposed and evaluated in real-world settings, forming a substantial knowledge base for 

practitioners and researchers. Based on the study findings, it is evident that motivation and success 

factors have not been sufficiently addressed in the existing research requiring further studies. 

Technical implementation in different domains. Limited research has been documented in 

research studies and literature reviews concerning the technical implementation of microservices 

across various domains. Most of the research focuses on the initial development of microservice-

based systems, with limited evaluations conducted in real-world settings. In addition, projects 

carried out by academic institutions often lack involvement of industry experts. There is an evident 

need to conduct implementation studies within real settings across different domains and to engage 

industry experts to gain a more comprehensive understanding of microservice-based system 

implementations.  

Methodological issues for further research. Recommendations in the methodological areas are: 

(1) Integration of gray literature aimed for complementing the insights obtained from white 

literature, as well as for increasing understanding of the industry experts’ perspectives 

and the current state of practice; 

(2) Utilization of data extraction and synthesis methods from social sciences that enable 

identification of patterns in practice and the development of theories necessary for 

building and extending a knowledge base in this area of software engineering. 

6. Conclusions 

This tertiary study focuses on publication trends, research topics, domains of implementation, and 

future research challenges in the domain of microservices. Conducted systematic literature review 

resulted in the selection of 44 secondary studies that are used for deriving findings. Based on the 

emerging findings, recommendations for further literature reviews are discussed. The main 

contributions of this study are detailed and structured recommendations for future literature reviews, 

which include improvement of quality assessment of analyzed studies, more detailed analysis of 

architecture quality attributes, analysis of implementation in various domains of business and human 

life, exploration of human factors and organizational issues, and addressing maintenance and 

operation challenges. In addition, the inclusion of domain experts in the preparation and 

implementation of these literature reviews is recommended for increasing the accuracy and validity 
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of the findings. And finally, the creation of multidisciplinary teams with experts from social sciences 

(e.g., sociologists, psychologists, economists) will enable a more comprehensive approach to the 

analysis of human and organizational factors at different stages of the microservice life cycle, 

resulting in more comprehensive and reliable literature reviews. 

From the methodological standpoint, it is recommended to use qualitative social science methods to 

obtain more structured findings and methodologically grounded data analysis of unstructured text in 

analyzed studies. This research recommendation will lead to the development of theories about the 

practice, increasing the knowledge base in this area of software engineering. 
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Abstract. The Requirements Engineering (ER) phase plays a critical role in software development, as any 

shortcomings during this stage can lead to project failure. Analysts rely on Requirements Specification (RS) to 

define a comprehensive list of quality requirements. The process of requirements classification, within RS, 

involves assigning each requirement to its respective class, presenting analysts with the challenge of accurate 

categorization. This research focuses on enhancing the classification of non-functional requirements (NFR) 

using a Convolutional Neural Network (CNN). The study also emphasizes the significance of preprocessing 

techniques, the implementation of sampling strategies, and the incorporation of pre-trained word embeddings 

such as Fasttext, Glove, and Word2vec. Evaluation of the proposed approach is performed using metrics like 

Recall, Precision, and F1, resulting in an average performance improvement of up to 30% compared to related 

work. Additionally, the model is assessed concerning its utilization of pre-trained word embeddings through 

ANOVA analysis, providing valuable insights into its effectiveness. This study aims to demonstrate the utility 

of CNNs and pre-trained word embeddings in the classification of NFRs, offering valuable contributions to the 

field of Requirements Engineering and enhancing the overall software development process. 
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Аннотация. Фаза разработки требований (ER) играет решающую роль в разработке программного 

обеспечения, поскольку любые недостатки на этом этапе могут привести к провалу проекта. Аналитики 

полагаются на спецификацию требований (RS) для определения полного списка требований к качеству. 

Процесс классификации требований в рамках RS включает отнесение каждого требования к 

соответствующему классу, что ставит перед аналитиками задачу точной классификации. Данное 

исследование направлено на улучшение качества классификации нефункциональных требований (NFR) 

на основе применения сверточной нейронной сети (CNN). В исследовании также подчеркивается 

важность методов предварительной обработки, реализации стратегий выборки и включения 

предварительно обученных векторных представлений слов, таких как Fasttext, Glove и Word2vec. 

Оценка предлагаемого подхода выполняется с использованием таких метрик, как Recall, Precision и F1, 

что приводит к среднему улучшению производительности до 30% по сравнению с другими подходами. 

Кроме того, модель оценивается в отношении использования предварительно обученных векторных 

представлений слов с помощью анализа ANOVA, предоставляя ценную информацию о ее 

эффективности. Это исследование направлено на то, чтобы продемонстрировать полезность CNN и 

предварительно обученных векторных представлений слов в классификации NFR, предлагая ценный 

вклад в области инженерии требований и улучшая общий процесс разработки программного 

обеспечения. 

Ключевые слова: глубокое обучение; нефункциональные требования; сверточная нейронная сеть; 

инженерия требований. 
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1. Introduction 

During the initial phases of the software development life cycle, regardless of the model that is 

intended to be followed, the requirements phase is declared as a key piece to achieving a successful 

development [1-3, 8, 31]. If the requirements are not discovered and defined correctly in this early 

phase, failures arise during development, which promotes that the final delivery is that of incomplete 

software, that is to say, that it does not do what it should do, adding to that the Established times are 

not met and are extended, which will cause previously estimated costs to rise [2, 24]. 

For this reason, this phase is considered vital since the correct execution of the activities will prevent 

failure of software development [2, 5, 27, 30]. To combat this problem, analysts have used 

Requirements Engineering (RE) [4, 17, 23], which is characterized by producing a list of quality 

requirements as a final result. When carrying out the classification of requirements, there are 

difficulties of interpretation and identification [13, 18] (an inherent characteristic of natural language 
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[9, 25, 28]) to determine to which class each of these belong, since there are functional (FR) and 

non-functional (NFR) requirements, of which the latter contain subclasses. In addition to this 

difficulty, the extensive list of requirements is also presented, which can number in the thousands, 

so it would be a job that takes too much time and effort [12, 20, 26]. 

In this research machine learning techniques are used to apply them in the RE in the Requirements 

Specification (RS) activity, specifically on the classification of requirements. Said activity consists 

of identifying the class of requirement to which it belongs or simply differentiating between a 

requirement and information [13-14]. In particular, it will focus on NFRs, since they are frequently 

discriminated against because they are considered of little or no importance for software 

development, as well as the lack of knowledge to identify them [6-7, 11, 16]. 

2. Background 

2.1 Data set 

The NFR quality attributes data set, also known as the PROMISE [29] corpus, is a compilation of 

requirements specifications for 15 software projects developed by students at DePaul University as 

a term project for a course in Requirements Engineering; The language of the content is in English. 

The data set consists of 326 NFRs and 358 FR requirements. The NFR dataset lends itself, for 

purposes of this research, to the multi-label classification of various types of NFR requirements. 

2.2 Input format for classifier 

A classifier expects the data to be in the form of a list of strings of requirements (referred to as 

examples) in the form of a vector of one-hot words one-hot and an attached list of vectors 

representing the associated requirement class. 

2.3 Sampling Strategies 

The objective of the sampling strategies is to avoid the imbalance in the distribution of the class that 

the datasets constantly present, this imbalance causes the automatic learning algorithms to have low 

performance in the minority class; since the cost of misclassifying it is usually much higher than the 

cost of other misclassifications [10, 19, 32]. Therefore, when selecting the Promise data set, it was 

observed that the distribution of the set is unbalanced, so it is appropriate to use this strategy.  

2.4 Evaluation metrics for classifier performance 

To evaluate the model, the same metrics used by [10, 15, 33] will be taken as a reference, since in 

addition to establishing the improvement of the work done, they measure the performance of the 

model with respect to the correct predictions it makes. They are briefly shown below: 

● Accuracy. It is the total percentage of cases classified correctly. 

● Recall. It is the number of data correctly identified as positive out of the total number of 

true positives. 

● Score F1. It can be interpreted as a weighted average of precision and recall, where an F1 

score reaches its best value at 1 and its worst score at 0. 

● Precision. Accuracy is the ratio of correct predictions to the total number of predicted 

correct predictions.  
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2.5 Related work 

The aim of this section is to explore, identify and improve the CNN preprocessing and configuration 

bases proposed by [10, 15, 33]. The key point for the classification of NFR is that its nature is 

multiclass.  

● In [33] does not use the Promise dataset, and performs binary classification. In their 

research, they do not show which configuration was used, and they do not mention any type 

of validation used, in addition, the authors mention that because the data set they used 

contains little information, the requirements classification obtained an accuracy of 73. 

● [15], perform multiclass classification, if you have the Promise data set, but use all 12 

classes, that is, both Functional and Non-functional Requirements. He used the embedded 

fastText model. He got 80 %, using cross- validation with parameters of k = 10 and applying 

the optimizer AdamOptimizer. 

● [10], performs multiclass classification, also occupies Promise and implements 

experimentation on NFR, especially on 9 classes, since the other two that belong to this 

type of requirements have few examples, which that prevents the use of sampling strategies; 

therefore, at least two examples are required to carry it out. It does not refer to what type 

of strategy obtained the results it presents, so for the purposes of this paper both random 

oversampling (ROS) and random undersampling (RUS) were tested, however, in this 

section only the optimal result, which was ROS, is presented, to see the results of the 

experimentation with RUS see the section in the index. He used the embedded fastText and 

Word2Vec models. The accuracy result was 80.4% with the Word2Vec vectorization 

method, this was the highest compared to the pre-trained Fasttext matrix and a random 

weights matrix. 

3. Experimentation and results 

The experimentation seeks to determine the influence of the text preprocessing, the vectorization of 

the data, the ROS sampling strategy, the implementation of the pre-trained embedded matrices of 

Word2Vec, fastText, and Glove in the embedded layer of the CNN, and the hyper parameterization 

of its subsequent layers. The key point for the classification of NFR is that its nature is multiclass, 

so it was determined, based on previous experiments, to build models combining the improvements 

made in each previous experiment and, if possible, adapt them to this model. rating with CNN to try 

to increase rating metrics. So, the points to consider are the following: 

● Preprocessing. Whether or not to include pre-cleaning of the Promise dataset, as well as 

applying lemmatization to words. It is also tested with 3 types of vectorizers: TF-IDF, 

Tokenizer, and CountVectorizer. 

● Hyperparameterization in the data partition. Implementation of the sampling strategy 

ROS proposal. 

● CNN architecture. Starting with the base architecture including or not the weights of the 

pre-trained matrices. 

3.1 Results and comparison 

The results shown below are presented gradually; that is, it indicates the way in which by adding the 

proposed techniques to a base CNN architecture, the classification performance improves. 

Now we show the concentration of results obtained from experimentation with a progressive 

integration of proposals to improve the classification of NFR using NFR. First, in Table 1, where an 

average of Recall of 0.11, Precision of 0.01 and F1 of 0.02 was achieved for the vectorizer test. TF-

IDF; On the other hand, with the Tokenizer vectorizer, an average of 0.44 was obtained for Recall, 

0.46 for Precision and 0.44 for the metric F1. On the other hand, with the CountVectorizer 
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vectorizer, it can be seen that the training of the network with that tool gained a Recall with 0.59, 

Precision with 0.53, and F1 with 0.54. The second part of the experimentation is integrating the 

previous cleaning and lemmatization, in addition to making the hyper parameterization in the data 

partition; therefore, the averages resulting from this stage are those shown in Table 2. An increase 

in accuracy is observed, however, when directing attention to the average of the metrics, it is 

examined that when applying these proposals, a notable improvement is found for the case of the 

vectorizer CountVectorizer, where emphRecall has a 0.70, Precision with a 0.69 and F1 with a 0.67. 

Therefore, the classifier has shown a particular behavior on CountVectorizer, both in this test and in 

the previous one. Finally, one more proposal is added, which is to train the model with the weights 

of the pre- trained matrix Word2vec, since it was a common denominator among the proposals of 

[10, 15, 33]. The averages obtained can be seen in Table 3, Recall with 0.72, Precision with 0.74, 

and F1 with 0.72; Therefore, an increase in the averages could be observed using said weight matrix. 

Therefore, when observing the effect of each of these proposals implemented on the classifier, it 

was possible to determine that for the following experiments, it is convenient to use CountVectorizer 

since with the 2 vectorizers it can be seen that they do not promote an improvement with respect to 

the processing of the data. In addition to continuing to use the proposals based on what has been 

observed in the experiments already carried out. 

Table 1. Base model results 

 

Table 2. Base model results with integration of two proposals 

 

Table 3. Base model results with integration of three proposals 

 

CNN with the implementation of pre-trained matrices and ROS sampling strategy: For this 

experiment, a Dropout layer was added, after the embedded layer, as well as another set of a 

convolution followed by a MaxPooling layer. 

Table 4 shows the results of the metrics obtained by implementing each of the different pre-trained 

embedded matrices. The text preprocessing, the ROS sampling strategy, and the new architecture 

were used for this training that was carried out with 100 epochs. However, the data vectorization 

was the important factor in improving the results. For this, the CountVectorizer library was used, 

which in addition to obtaining properties such as eliminating stopwords, calculating the frequency 

of words among others, also has the ngram range argument. This argument determines the lower 

and upper bound of the range of n values for different words, called n-grams [21-22]. Hence, this 

argument was essential and was considered to obtain a vectorization of words that helps to make 
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sense of each of the requirements according to their context. The ngram range that allowed the 

results shown in Table 4 to be obtained was (1, 4) for fastText and Word2Vec and (1, 2) for Glove. 

It is important to highlight that tests were carried out without ngram range and with ranges of (1,1), 

(1,2), (1,3), and (1,4), for each experimentation with the embedded matrices selected. Therefore, 5 

tests were carried out for each script. 

Making the comparison in Table 5, it can be seen how the base proposal with 100 epochs reflected 

a notable increase with respect to the optimal results obtained by [10] with 140 epochs. To determine 

if there really is an improvement with respect to the initial configurations, it has been proposed to 

carry out a statistical analysis in the following section.  

Table 4. CNN results with 100 epochs for NFR classification using 3 types of embedded arrays 

 

3.2 Evaluation of the proposals implemented to the CNN model with cross-
validation k-fold by analysis of variance 

To evaluate the model implemented for the CNN with the different 3 pre-trained matrices used, the 

analysis of variance (ANOVA) was performed. Taking the averages of F1 resulting from cross-

validation training k-fold with k=10, since said metric represents the average between Recall and 

Precision. The goodness of F1 is useful when there is an unequal distribution in the classes, this 

being the case of the data set being used, for this reason, it was decided to perform ANOVA on that 

metric. 

Table 5. Results of the metrics obtained from the optimal preprocessing and architecture of [10] vs. results of 

the preprocessing and base architecture proposed in this paper 

(a) Results obtained by [10] for 140 epochs 

 

(b) Results obtained in this paper for 100 epochs as initial run for base architecture 

 

To begin the ANOVA calculation, the average F1 metric results of each display obtained from cross-

validated training for Word2vec, Glove, and FastText were collected. An analysis of the distribution 

of said data was carried out, where it can be seen with the naked eye in Fig. 1a that for the model 

with Glove atypical values are reflected, for example, containing an average of 0.02 (see Fig. 1a) 

for fold number 6 and 10, on the other hand, Word2vec presents outliers to the average, in contrast 

to FastText which contains no outliers. 

Now, as already mentioned, the purpose of this proposal was to evaluate the difference between each 

model and the proposals implemented with respect to the metric F1. The overall mean of the metric 
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F1, as shown in Fig. 2a, was 0.81 for 30 samples (N) and its confidence interval (CI, for its acronym 

in English) at 95% was (0.72,0.89). The specific means for the groups by model with N=10 were 

the following (see Fig. 2b): FastText with a mean of 0.88 and a CI at 95% of (0.86,0.88), for Glove’s 

case obtained an average of 0.67 with a 95% CI of (0.45,0.90), on the other hand, Word2vec returned 

an average of 0.87 and a 95% CI of (0.86,0.88). 

 
(a) Boxplot of the averages of the F1 metrics belonging to the models trained with the 3 embedded matrices 

 
(b) Table of averages of the F1 metric for models trained with pre-trained matrices 

Fig. 1: Table of averages of the F1 metric for the trained models and distribution diagram of said data 

 
(a) Summary table for total samples against F1 metric averages 

 
(b) Table of F1 averages of individual models 

Fig. 2: Tables of general and particular averages of the models analyzed with respect to F1 

The standard significance value of = 0.05 was taken as a reference, however, when calculating 

ANOVA for the samples presented, it can be seen in Table 6 that there is a statistically significant 

difference between the models presented because it was obtained a p=1.148591e-16. Therefore, with 

the observed data, there is sufficient evidence to assume a significant difference between the models 

exposed in this evaluation. It is worth mentioning that the assumptions of the test were verified using 

the Kruskall-Wallis non-parametric test. In addition, the honestly significant difference test of Tukey 

(Tukey’s HSD) was performed, which is used to test the differences between the means of the sample 

in terms of significance, testing the differences by peers. 
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Table 6: ANOVA result for the models with respect to F1 

 

4. Conclusions and future work 

NLP, a subset of AI, has been great allies in solving text classification problems. However, the 

solution to these problems is generally reserved for large-scale problems with large volumes of data 

samples, so working with databases with few examples suggests low results with respect to 

classification performance. This problem has been present when trying to optimize the classification 

of software requirements since during the analysis of these they are embodied in a document that is 

frequently represented by sentences with little text or information. Furthermore, requirements data 

sets only contain hundreds to thousands of documents, which is orders of magnitude less in volume 

than is typically considered necessary for deep learning. In addition, taking into account that there 

are different classes of requirements, especially the NFRs that are obtained from the Promise data 

set, which makes the classification task difficult to obtain desired results. That is why in this work, 

an investigation was carried out to determine which were the best strategies used in the state of the 

art that led to obtaining acceptable results in each of the investigations, in order to unify them and 

observe if said strategies together reflected a performance efficiency for the classification of NFRs 

using convolutional neural networks. In principle, it was possible to observe, for experimentation, 

how to vectorize the data set with the embedding of words, apply methods of Random over sampling 

strategies, hyper parameterize the configuration when performing the data partition, an increase in 

the average of the metrics was reflected Recall, Precision and F1 against the state of the art, since 

unlike [10] up to 30% was obtained in the average increase of the mentioned metrics. This is the 

first guideline to apply them to CNN. When implementing these proposals to the CNN architecture, 

as well as performing its hyper parameterization, it was decided to test with an embedded layer with 

or without weights, thus showing the importance of using pre-trained matrices that allow 

improvement in terms of the classification of text. To determine if there really was an improvement 

in the classifier, the ANOVA analysis was performed, which revealed a p-value of 0.05, therefore, 

according to the standard significance of, if there is a significant improvement between the models 

presented. Hence, it can be said that the application of the proposals for the classification of NFR 

with CNN resulted in the improvement of the performance of the classifier with respect to the state 

of the art. 

The future work that is planned to be carried out in the first instance is to search for data sets with 

more examples to observe the performance behavior of the classifier, as well as to experiment with 

recurrent neural networks such as LSTM. Also, due to the challenge represented by carrying out the 

training with k-folds and the CNN base architecture on hardware in which the memory did not 

support the execution, it is planned to look for an institution that can provide some resources for 

research on this topic. 
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Аннотация. Вовлеченность пользователей – это показатель, демонстрирующий ту часть 

пользовательского опыта, которая характеризуется атрибутами реакции, видимости и взаимодействия 

пользователя с партнерами. Для создания нового метода расчета вовлеченности пользователей на фан-

страницах Facebook*, ориентированных на распространение научного контента, новостей и событий 

использовался количественный и качественный анализ. Авторы были сосредоточены на процессах в 

социальных сетях, основанных на коэффициентах корреляции Спирмена и категоризации публикаций 

по типу формата и по источнику контента. Различия в привлекательности для отдельных постов были 

объяснены с помощью модели множественной линейной регрессии и подсчета количества кликов и 

уровня доступности постов с точностью до 91% (R2). Размещение в сети оригинального контента и 

фотографий существенно сказывается на росте пользовательской вовлеченности. 

Ключевые слова: регрессионная модель; мессенджер Facebook*; коэффициент ранговой корреляции 

Спирмена; вовлеченность пользователя. 
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1. Introduction 

Social networks have been used as a tool that stimulates interaction, shaping new forms in which 

people communicate, make decisions, socialize, collaborate, and learn [1-2]. In social networks it is 

features provide unique and interesting conditions for investigating the interaction of multiple 

individuals and the incorporation of organizations in user’s self-expression [3-4].  There are research 

papers on social networks, which have used Cloud Computing, broadband networks, Big Data 

Analysis [5], text analysis [6] and smart devices like internet of people does [7]. 

 Interactivity of social networks, particularly Facebook*, can be used to study the impacts of users’ 

increase of activity towards a specific brand [3, 8], products [9], services [10] and benefiting from 
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new opportunities [11]. On this way, Facebook* measures interactions by means of Engagement 

and other metrics [9]. 

Engagement is obtained from the behavior shown by users through their activity on social networks 

[2-3, 12]. This is a quantitative metric of the bidirectional interaction between organizations and 

users of social networks [9]. Through the data collected from Facebook* and the metrics used, a 

post (publication) can be evaluated [9, 13], but the User Engagement and Engagement Rate 

formulas, provided by Facebook*, calculate Engagement, but do not reveal the differences between 

participation levels [14]. 

The research objectives are to analyze how metrics on Table 1 are correlated with the calculation of 

User Engagement. Then, using those metrics as independent variables to create a regression model 

to interpret User Engagement in Facebook* fan pages with an interest on dissemination of scientific 

information and activities. 

Table 1. Facebook* Quantitative Metrics 

Metrics Description 

Reach 
The number of people who viewed the post at least once. Does not include 

people who saw your story when another user shared it. 

Impressions 
The number of people who viewed the content in News Feed, no need to 

interact with the post. 

Clicks 
The number of clicks on posts that led to destinations or experiences on or 

off Facebook*. 

Reactions 
The total number of reactions on the post. This includes "like", "love", 

"haha", "wow", "sad", and "angry". 

Comments The total number of user comments on the post. 

Shared 
The total number of times users shared the post. This includes in your 

profile or as a private message. 

In this study, the emphasis is on the fact of incorporating social networking processes for the 

dissemination of scientific content, as a mutually beneficial collaboration between universities and 

research centers with society, that makes research information and knowledge useful outside the 

academic community, helping them to establish specific interest groups. To this end, the following 

hypotheses were established:  

 H1 User Engagement changes as a function of content type 

 H2 User Engagement is larger for original content.  

2. User engagement calculation on Facebook* 

When logging into to Facebook*, is possible to manage fan pages or groups that enable other types 

of communication and strategies aimed mainly at organizations, institutions, and social or 

commercial ventures [2, 15]. 

Some investigations about Facebook*, on fan page or groups, found posting types and topics have 

a significant effect on Engagement. In [16] authors suggest Poisson regression models to be 

deployed to analyze the collected data and assess the effect of brand posts characteristics related to 

online Engagement. The data Facebook* regression analysis made by [13] indicated that 

Engagement is positively affected by posting visual content (photos), negatively affected by evening 

posting, while Post frequency displays no statistically significant effect on Engagement. 

The authors in [17] and [18] performed linear and multiple regression models to understand the 

relationship between cultural values and users’ engagement with Facebook* advertising and found 

that attitude to Facebook* advertising, subjective norms and perceived herd behavior positively 
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determines the Engagement. In the work of  [19], qualitative research was conducted on Facebook* 

users and their activity on the social network. The authors in [20] presented a study with mixed 

qualitative and quantitative approach, where they integrate the opinion of experts and subsequently 

proceed to analyze the data statistically, implementing the calculation and analysis of engagement 

based on metrics from Facebook*. The User Engagement analysis [8, 13, 17, 21-22] and its 

prediction continue to be an area of opportunity to identify the acceptance of content on Social 

networks [23-24]. 

Having an index from the variables implemented by different formulas and models supports the 

identification of an integrated measure of Engagement, underscoring the importance of having the 

parameters normalized [12]. There exist diverse formulas and models for calculating User 

Engagement based on data obtained from Facebook* fan pages or groups (Table 2). 

In Facebook*, User Engagement is calculated as the sum of all interactions in the post (equation 1). 

User Engagement =  N𝑅  +   N𝑐 +   N𝑆 (1) 

where:  

 𝑁𝑅, Number of reactions on the publication. 

 𝑁𝐶 , Number of comments on the publication. 

 𝑁𝑆, Number of times the publication has been shared. 

Considering the proposals of the related work, a User Engagement regression model is proposed to 

measure the effect of each metrics associated to a Facebook* fan page focused on topics of scientific 

dissemination. 

Table 2. Formulas to calculate User Engagement on Facebook* 

NL = number of likes             NR = Number of reactions  

NC = Number of comments   NS = Number of times the publication has been shared   NF = number followers 

Authors Proposed Formula 

Bonsón & Ratkai, 2013 [25] 

𝑁𝐿 + 𝑁𝑆 + 𝑁𝐶

𝑁𝑀𝑒𝑠𝑠𝑎𝑔𝑒  𝑓𝑎𝑛𝑝𝑎𝑔𝑒/𝑔𝑟𝑜𝑢𝑝

𝑁𝐹

 

Niciporuc, 2014 [26] 
𝑁𝐿 + 𝑁𝑆 + 𝑁𝐶

𝑁𝐹
 

Oviedo-García et al.,2014 [9] 

𝑁𝐿 + 𝑁𝑆 + 𝑁𝐶

𝑁𝐹

𝑋𝑖 (𝐼𝑛𝑡𝑒𝑟𝑎𝑐𝑡𝑖𝑣𝑖𝑡𝑦)

𝜇𝑆𝑐𝑜𝑝𝑒 𝑓𝑎𝑛𝑝𝑎𝑔𝑒

 

Herrera-Torres (2017) [27] 
𝑁𝑅 + 𝑁𝑆 + 𝑁𝐶

𝑁𝐹
 

Ge & Grezel, 2017 [28] 

Eriksson et al., 2019 [12] 
𝑁𝑅 + 5𝑁𝑆 + 10𝑁𝐶 

Vadivu & Neelamalar (2015) 

Peruta & Shields, 2017 [29] 

𝑁𝑅 + 𝑁𝑆 + 𝑁𝐶

𝑁𝑙𝑖𝑘𝑒𝑠 𝑓𝑎𝑛𝑝𝑎𝑔𝑒
x 100 

Phuntusil &  

Limpiyakorn, 2017 [30]  

𝑁𝑅 + 5𝑁𝑐 + 10𝑁𝑠

𝑁𝐿𝑖𝑘𝑒𝑠 𝑓𝑎𝑛𝑝𝑎𝑔𝑒0.8
x 104 

Ballesteros-Herencia, 2018 [31] 
𝑁𝑅 + 𝑁𝑐 + 𝑁𝑠

𝑆𝑐𝑜𝑝𝑒 𝑝𝑜𝑠𝑡 
x 100 

Jayasingh Sudarsan, 2019 [17] 
𝑁𝑅 + 5𝑁𝑐 + 10𝑁𝑠 

𝑁𝐿𝑖𝑘𝑒𝑠 𝑓𝑎𝑛𝑝𝑎𝑔𝑒0.8
  x 100 
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Martínez-Sala &  

Segarra-Saavedra, 2020 [22] 

𝑁𝑅 + 𝑁𝑐 + 𝑁𝑠

𝑁𝑃𝑜𝑠𝑡 ×  𝑁𝐹𝑎𝑛𝑠 
x 100 

In this way, the following questions addressed this research are: 

(RQ1) What is the best regression model to explain User Engagement on Facebook*?   

(RQ2) Which content type generates a higher percentage of User Engagement?  

(RQ3) What is the correlation between the different variables related to Facebook*? 

3. Research methodology 

The methodology used is an adaptation of the phases proposed by [24] and extended with the tools 

and roles of [2]. 

3.1. Data Preparation 

During data preparation phase a Facebook* fan page (FP) for thematic elements around 

disseminating scientific content was selected as a study case 

(https://www.Facebook*.com/mujeresinvestigacion). This fan page is part of a scientific 

dissemination program of Instituto de Ingeniería of the Universidad Autónoma de Baja California, 

Mexico. Data were obtained in the form of a CVS file from Facebook* Insights, containing 

interaction details for 166 posts from the year 2022. Five different categories of posts were identified 

in Table 3 (link, event, photo, podcast, video). 

Additionally in Table 4, a categorization was created, corresponding to the origin of the material 

presented in the posts: 

1) external scientific fan page, 

2) external universities FP, 

3) our university FP, 

4) study case, and 

5) posts related to the activities of an external dissemination event in which some members 

of the extension program participated. 

To carry out the data preprocessing process, the Anaconda and RStudio tools were used. 

3.2. Engagement Interpretation 

To examine the relationships between Facebook* metrics with the User Engagement calculation, an 

analysis was carried out using the importance of the extracted metrics and the results of Spearman 

correlation coefficients [18]. The preprocessed Facebook* data allowed us to obtain proposals for a 

regression model with a better fit for Engagement. 

4. Data analysis and findings 

4.1 Analysis of the variables 

To answer to H1 and H2, Tables 3 and 4 present a detailed characterization of posts. The categorical 

variables allowed an analysis of the means and clearly present the frequencies of each identified 

element. For User Engagement, equation 1 was used, where the highest value was obtained from 

photo-type posts (120, µ = 25), followed by video-type posts (13, µ = 17) in which at least three of 

these posts were above average (H1). A first approach to the behavior of the data can be seen in Fig. 

1 with User Engagement by type of post. 

The highest concentration of elements on the fan page corresponds to photos (72% of the content), 

and coincides with the element that has the highest User Engagement. Regarding the original content 

of the fan page (Table 4), they have been separated into fan page study case and Dissemination 

event. For these cases, User Engagement was higher for posts related to the dissemination event (µ 
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= 166) than for regular posts of the fan page (µ = 16.5). Responding to H2, it is observed in the data 

that for both categories of original content, the engagement was higher than in the others. But in 

content generated for a specific objective (Category 5 in Table 4), the Engagement mean was even 

higher. 

Table 3. Characterization of the posts by type of content 

Categories Frequency Percentage 
µ Engagement  

Formula 

Link 16 9.63 12 

Event 14 8.43 16 

Photo 120 72.28 25 

Podcast 3 1.80 18 

Video 13 7.83 17 

Total 166 100  

Table 4. Characterization of the post by source 

Categories Percentage 
µ Engagement  

Formula 

1. External FP 15 13 

2. External Universities FP 9 10.5 

3. Our University FP 27 12.5 

4 Study case* 16 16.5 

5. Dissemination event* 33 166 

* Original Content, FP = Fan page 
 

 
Fig. 1. Graph with the content type shared by the fan page over a span of one year 
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Fig. 2 allowed us to observe the Coefficient correlations between the different metrics extracted 

from the data set. This helped to verify the relationship between Reach and Impressions as causal 

variables, so it was decided to rule out the use of the impressions variable when generating the 

regression model. 

 

Fig. 2. Spearman correlation coefficients calculation 

4.2 Analysis of regression models 

Based on the data set obtained for the behavior of the FP, and the categorical variables, several 

multiple regression models were explored (Table 5), with the purpose of obtaining an adjusted model 

that integrates most of the variables available for the calculation of User Engagement, omitting the 

reactions, comments and number of times it is shared. This in order to avoid multicollinearity [8]. 

First, we validated the variables using the values of the Spearman correlation coefficients (Fig. 2), 

looking for variables that maintained a positive correlation, considered between medium and strong 

in their combination. It can be seen that there is a linear relationship between Clicks and Reactions 

(rs = 0.755). Hence it is inferred that with each click there is a probability of obtaining a reaction, 

unlike the other variables implemented to calculate Engagement on Facebook*, like Comments (rs 

= 0.736) and Shares (rs = 0.612). One of the highest values is found in the Engagement and Reactions 

variables (rs = 0.906), with the understanding that there is a relation between the variables. So, it 

was considered important to explore the relationship between clicks and the formula that Facebook* 

uses to calculate Engagement (rs = 0.938). 

We proceeded to give an interpretation of the determination coefficients obtained as a result of the 

three regression models (Table 5). First, we validated the variables using the values of the Spearman 

correlation coefficients (Fig. 2), looking for variables that maintained a positive correlation, 

considered between medium and strong in their combination. It can be seen that there is a linear 

relationship between Clicks and Reactions (rs = 0.755). 

Hence it is inferred that with each click there is a probability of obtaining a reaction, unlike the other 

variables implemented to calculate Engagement on Facebook*, like Comments (rs = 0.736) and 

Shares (rs = 0.612). One of the highest values is found in the Engagement and Reactions variables 
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(rs = 0.906), with the understanding that there is a relation between the variables. So, it was 

considered important to explore the relationship between clicks and the formula that Facebook* uses 

to calculate Engagement (rs = 0.938). We proceeded to give an interpretation of the determination 

coefficients obtained as a result of the three regression models (Table 5). 

Table 5. Regression models selected 

Dependent variable Independent variables R2 Error 

User Engagement 

Reach 

Type of content 

Source of content 

0.679 61.52 

User Engagement 
Type of content 

Source of content 
0.28 57.52 

User Engagement 
Clicks 

Reach 
0.91 40.46 

Throughout several iterations of adjustment, the best regression model with two independent 

variables was obtained. In the first one, two categorical variables (Type and source) were used 

together with Reach, obtaining an acceptable prediction of R2 of 0.679. The addition of categorical 

variables Source and Types did not show a significant difference in the models, so it was decided to 

implement them separately. The combination of the type and source categorical variables represents 

only an R2 at 0.28 of prediction. These experiments showed a relationship between the interaction 

on the contents between the number of Clicks and the Reach, visualized in Fig. 2. 

Considering the result of the correlation of the variables available in the sample, it was detected that 

the sample had a linear relationship between Clicks and Reach with reactions. The selected model 

(equation 2) is more suitable because it has a lower margin of error and a 91% representativeness of 

the variables. Therefore, the selected regression model was model three in Table 5: 

User Engagement = 1.7 Clicks – 0.05 Reach (2) 

The regression model defined (equation 2) obtained a coefficient of multiple determination (R²) of 

0.91 of influence of the independent variables. We worked with a p-value (2.2e-16) of less than 0.05. 

This means that the User Engagement regression model for a post that has not reached anyone or 

received clicks would be zero, obtained by moving the origin to the means of the predictors. The 1.7 

coefficient of the clicks is associated with the opportunity of obtaining reactions during the 

interaction. While the 0.05 coefficient of the reach represents the decrement in Engagement for each 

click received by the post. It means that a person who is reached by the post, but who does not 

interact (clicks) causes a decrease in User Engagement. Meanwhile with the User Engagement 

calculation by the formula that implements reactions, comments and shares (Equation 1), the User 

Engagement had a value of 47. This is considered highly representative and allows predicting User 

Engagement in future posts based on clicks per post and people reached. To identify additional 

information, clustering was performed. From a test with the elbow method, four will be extended as 

the ideal number of clusters. Fig. 3 considers that the Engagement is made up of the interactions 

(Reactions, Comments, Shares) and the scope belongs to the total number of people who viewed on 

the publication. 

Therefore, each of the dots represents an individual publication. The first group 1 (Red) is associated 

with the fact that they are publications that have less Interactivity and, as a consequence, there is 

less reach. In group 2 (Purple), there are behaviors close to group 1, but there is a publication that 

had a high Interaction rate in relation to the others, keeping the scope below one thousand, showing 

the main characteristic of this group. It had moderate interactions, but with a low reach. Group 3 

(Green) is made up of those publications that had a reach of more than one thousand and less than 
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three thousand, regardless of the value of interactions they got. And finally, group 4 (Blue) has those 

posts that had a greater reach and are associated with higher Engagement. 

 
Fig. 3. Clustering by engagement and people reached 

5. Discussion 

In the qualitative analysis of unstructured data, relationships and groups are extracted that allowed 

us to take advantage not only of the descriptions obtained but also of the relationships. In this way, 

qualitative analysis supports the identification of the various types of relationships within data 

interactivity in the Facebook* social network. A study was carried out to create a regression model 

of the User Engagement percentage of a sample of posts about scientific dissemination on a 

Facebook* FP. According to RQ1, the multiple linear regression model with the highest precision 

was defined using only the number of Clicks and the Reach of the posts (equation 2). The calculation 

of User Engagement through a regression model has the advantage of adapting to the frequent 

changes that Facebook* introduces in the establishment of its variables (i.e., number of clicks, scope, 

impressions, number of comments, number of reactions, number of times a post is shared), which 

can influence the results as independent variables, unlike the Facebook* proposal based on count 

values. The regression models generated in this research provide an example of the dynamism that 

exists in the data generated within social networks, particularly Facebook*. 

On the other hand, according to RQ2 using this same model, User Engagement increases preferably 

for posts with original content and with photos. From the perspective of a Facebook* user, the crucial 

factors to increase the levels of User Engagement are the interactivity of the users with the posts, in 

relation to the type of format they have. Finally, RQ3 allowed us to examine the relationships that 

exist between the metrics extracted from Facebook* involved in the regression model. Using 

Spearman correlation coefficients [18] provided a more qualitative interpretation of the 

determination coefficients obtained as a result, compared to proposals made with Pearson's 

correlation coefficients [29] and Poisson [16]. 

In the analysis and visualization of the variables of each publication, clustering was also applied as 

a data mining technique, demonstrating that self-produced content provides a higher Engagement. 
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6. Conclusions 

The scientific community considers the analysis of social network data as a multidisciplinary 

research area that enables the creation, extension, and adaptation of methods [32] and data analysis 

models which empirically provide quantitative results using statistical methods [2]. For this reason, 

statistical analysis methods and qualitative analysis were used to establish a new method for 

calculating User Engagement on a Facebook* fan page for scientific dissemination content. The 

results of this research were the analysis of the posts, as well as a model using multiple linear 

regression with an accuracy of up to 91% (R2). According to the correlation values, it was shown 

that the number of clicks is the most effective metric compared to the usual interactivity metrics 

such as the number of comments, number of reactions, and number of times a post is shared. 

For the roles involved in the management of social networks (Community manager or social media 

manager), the results of this research can be used as an idea of how to increase the level of User 

Engagement in posts by understanding the users interested in science topics. The output of the 

regression model can be used as a method to select the most fruitful or attractive post structures. 

Together with other Facebook* metrics, such as follower growth and new likes, they help to 

understand User Engagement and add precision by predicting the specific needs of each fan pages 

in the future. 

The objective was to analyze the participation of the followers and the User Engagement in the 

content of the posts of a fan page with scientific dissemination topics. As future work, 

Disengagement (Negative Engagement) can be studied as a key consequence and its effect on the 

interactivity with the contents, as well as to determine whether the motivations are the same for the 

different categories of content types. In addition, the characteristics of the model obtained retain the 

scalability quality attribute and are adapted to other fan pages that are dedicated to dissemination or 

diffusion, validating its application and impact on decision-making. 
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Abstract. Цель этой работы состоит в развитии степени персонализации интеллектуальных учебных 

сред путем анализа данных взаимодействия пользователя с объектом, чтобы определить его поведение 

при решении задачи и в перерывах в работе (On-Task/Off-Task). Это достигается путем мониторинга и 

анализа взаимодействия пользователей при выполнении учебных заданий с гибридной системой, 

адаптированной для интеллектуальной университетской среды. Предложенная конфигурация системы, 

дополненная инструментарием добычи данных Orange и классификаторами на основе моделей 

нейронной сети, случайного леса, наивного классификатора Байеса и дерева классификации было 

проведено обучение взаимодействиям с объектами и тестирование 13 студентов (11 для обучения и два 

для тестирования), что позволило выявить представительные последовательности действий. Несмотря 

на небольшое количество данных, удалось понять, что наилучшие результаты показали две модели –

нейронная сеть и наивный классификатор Байеса. Хотя для адекватного выполнения классификации 

необходим более значительный объем данных, проведенный опыт позволил лучше понять процесс. 

Впоследствии его можно будет полностью включить в интеллектуальную образовательную систему, 

что позволит внести вклад в создание персонализированных сред. 
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1. Introduction  

Human behavior refers to how an individual responds to various stimuli in their environment, 

physically and mentally. Computationally, it is possible to determine user behavior from observation 

and comparative analysis, and it is conceivable to classify their behavior by monitoring the 

development of a person's activities. In an intelligent environment, behavior patterns can be obtained 

from analyzing user interactions data [1]. For a computer system, modeling the behavior of users 

and understanding signs of the patterns it identifies involves various tasks, the first of which is to 

monitor and collect data related to user interactions, and then analyze the detected behavior signals 

considering the context. 

Generally, behaviors are detected initially by identifying movements or events that happen within 

the environment. These are low-level and do require temporal or contextual knowledge to be placed 



Эрнандес-Кальдерон Х.Г., Бенитес-Герреро Э.И., Рохано-Касерес Х.Р., Месура-Годой К. От простого взаимодействия к 

персонализированному обучению: исследование взаимодействий пользователя с объектом в интеллектуальном окружении. Труды 

ИСП РАН, 2024, том 36 вып. 1, стр. 157-174. 

159 

[2]. In intelligent environments, this information is collected by sensors when any movement or 

interaction is detected; then, the set of registered events and their space-time relationships give rise 

to activities. 

There exist different challenges to building behavior-aware intelligent environments. An example 

of these challenges is the development of robust approaches for recognizing activities [3]. Another 

situation to face is that when detecting human activities, they are complex to model and dynamic 

because they constantly change and evolve with the user [2]. 

One approach considers that a critical factor for interpreting human behavior relates to the moment 

the actions are performed and their duration [2]. Moreover, concurrent activities (executed at the 

same time) [4] and sequential activities can be recognized [5]. In ubiquitous computing applications, 

advances in activity recognition have allowed passing from low-level recognition to identifying 

daily life activities. 

This paper presents an approach for identifying user behavior through the analysis of user-object 

interactions. This is addressed in the context of a case study related to students solving academic 

activities using a Tangible-Intangible hybrid system that allows detecting and collecting user-object 

interaction data. The main contribution of this paper is the analysis of user-object interaction data to 

find relevant information related to user behavior while performing an academic activity in a 

technologically enhanced environment. 

The remainder of this paper is organized as follows. Section 2 presents background information 

related to behavior representation, behavior detection, and behavior analysis. Section 3 describes a 

framework for analyzing user-object interaction data, that encompasses 3 phases: 1) Extraction and 

processing, 2) Transformation, and 3) Pattern recognition and evaluation; further explained in 

Sections 4, 5, and 6 respectively. Section 7 presents the discussion and limitations. Finally, Section 

8 concludes this paper. 

2. Background 

Human behavior refers to how an individual responds to various stimuli in their environment, 

physically and mentally. Computationally, it is possible to determine user behavior from observation 

and comparative analysis, and it is conceivable to classify their behavior by monitoring the 

development of a person's activities. In an intelligent environment, behavior patterns can be obtained 

from analyzing user interactions data [1]. For a computer system, modeling the behavior of users 

and understanding signs of the patterns it identifies involves various tasks, the first of which is to 

monitor and collect data related to user interactions, and then analyze the detected behavior signals 

considering the context. 

This section describes the characteristics of the styles used in this document. 

2.1 Behavior representation 

In the educational field, different research projects have defined student behavior from different 

perspectives and classifications, the most general being On-Task and Off-Task behaviors [6-7]. 

On-Task behavior is defined as the activity performed by the student that complies with the 

instructions given by the teacher for the task or lesson; for example, listening to the teacher's 

instructions, writing, reading a text, talking to the teacher, and looking up words in the dictionary. 

In addition, it defines Off-Task behavior as any activity performed by the student that is not directly 

associated with the task in the way that it was instructed, for example, leaving the classroom, 

excessive erasing, drawing on the desk, or looking at a point in space [6]. Another definition of On-

Task behavior refers to the student's attention during class time. While Off-Task behavior, as student 

inattention during class time as self-distractions, interactions with their peers, environmental 

distractions, or others that include things or actions that are not classifiable into previous categories 

[7]. 
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In addition, it is possible to find that behaviors studied and classified in educational settings include 

affective states such as boredom, commitment, and concentration [8], mental states such as flow 

experience [9], and dedication or absorption during tasks [10-11]. 

2.2 Behavior detection 

Different research projects have studied human-object interaction detection. One example is the 

improvement of the accuracy while detecting interactions between persons and objects using 

computer vision and a graph neural network [12], or a graph model-based algorithm [13]; an 

application for smart glasses that assists workers in an industrial site recognizing human-object 

interactions [14]; as a contribution in the visual understanding field [15-16], or to help to solve the 

problem of missing human behavior objects [17]. It can be observed that behavior detection is related 

to the technologies available in the intelligent environment configuration, the sensors installed in 

the background, or can be related to the data sources, such as the case of images, videos, interactions 

with software systems [18], cameras for collecting images, microphones to record sounds within the 

classroom [19], and the dialogue between student and teacher and wearable devices [20] through 

which it is possible to identify tasks and student behavior in a classroom or digital learning 

environments as intelligent tutors. These data provide information that identifies individual and 

group behaviors [21]. Although observation methods for identifying student behaviors predominate 

in the educational field, there are efforts to identify them from the interaction data that the student 

has with a computer program, as observed in the work of [6, 8, 22, 23]. 

However, there is no defined record structure to store user interaction data in intelligent educational 

environments. Even though works such as [13, 24-31] use sensor data to address the situations of 

interest of each job, no defined structure is observed that they share among themselves. 

2.3 Behavior analysis 

Several approaches are observed to analyze data generated by users in intelligent environment 

settings. These include visual representations and analysis routines that allow the teacher to track 

the performance of one or several students to track their progress [27, 32-33]; comparison, and 

classification. Analysis of the accelerometer data to identify activities of daily living using a 

Gaussian mixture model and Gaussian mixture regression [34] to classify the data at runtime. Also, 

the use of multi-agent systems to analyze user behavior [35] and logistic regression models to 

predict, at runtime, behaviors of lack of commitment or gaming the system behavior. 

Different research projects have used various techniques for data analysis to identify user behavior. 

In intelligent environment settings, these techniques include but are not limited to the Hidden 

Markov Model (HMM), probabilistic hierarchical models of human behavior using HMM, 

conditional random fields, and dynamic Bayesian networks. Other works, such as those by [36] and 

[37], consider artificial neural networks for monitoring and predicting activities of daily living; On 

the other hand, [38] proposes a hybrid inference approach to detect abnormal user behavior, and [39] 

uses sequential pattern mining. Also, for the analysis of human behavior, [40] has proposed using a 

temporal structure or a set of actions over time with T-patterns, broadly used by [41] and [42] or 

sequential patterns through the GSP algorithm, proposed by Skirant [43]. This algorithm allows the 

discovery of sequential patterns with a minimum support specified by the user, where the support of 

a pattern is the number of data sequences containing that pattern. It makes multiple passes over the 

data [43]. 

3. Framework for analyzing user-object interaction data 

This section describes a proposal, based on [44-45], for a framework to analyze user-object 

interaction data for student modeling in intelligent learning environments. It consists of three phases: 

data acquisition and storage, transformation, and analysis. 
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Extraction and processing. The main objective of this phase is to collect and store user-object 

interaction data in an intelligent learning environment setting from a Tangible User Interface, the 

TanQuery prototype [46]. In TanQuery, there are three different areas where student interactions 

take place and are identified: the assignment area, the work area, and the result area. In the 

assignment area, the user assigns a value to the tokens he will use, depending on the token type and 

the information available in the database. In the work area, the user places the tokens to build a query 

tree and the system can identify the objects that compose it (root, left child, right child, or attributes); 

this distribution of objects is evaluated, and relational algebra expressions are constructed. The 

relational algebra expression (and the equivalent SQL expression) as well as the results of its 

evaluation are displayed in the result area. Fig. 1 shows the configuration of the TanQuery prototype. 

During the activity, the student interacts with different tokens (objects) and generates different 

records of user-object interactions. This user-object interaction data is stored in a local database with 

a structure based on the physical layer of the intelligent desktop conceptual model [44] and considers 

the identity of each object visible to the system, the type of object (relation, attribute, operator, 

among others), the position (x, y), and the degrees used to calculate the location of the object in the 

application domain. Also, this record considers the domain information in the root, right child, left 

child, parent, and attributes, each for each component of the query tree; it also considers the date 

and interaction time. 

 

Fig. 1. Implementation of TanQuery prototype 

Transformation. This phase transforms the interaction data into user behaviors considering an 

interval. This phase considers a model of the student's behavior during the activity allowing, based 

on the presence or absence of activities in an observation period, to identify whether the student has 

On-Task or Off-Task behavior. Once the behavior is defined, the same behaviors in contiguous 

intervals generate behavior sequences with different durations. Furthermore, during this phase, the 

data is preprocessed as input for the GSP algorithm. 
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Pattern recognition and evaluation. With a sequential algorithm, a process to identify the student 

behavioral patterns is carried out to identify representative behavioral sequences of each 

performance quadrant and train a classifier to condense the sequences of student behavior so that 

the intelligent environment can readily apprehend similarities and dissimilarities. 

4. Data extraction and processing 

For this study, a group of 16 students (12 male, 4 female) with similar ages (Max: 24 y/o, Min: 20 

y/o, Average: 21 y/o), and basic relational database knowledge, all the participants were enrolled in 

the fifth semester of undergraduate studies. Also, and a teacher (Male with 14 years of experience) 

from the educational program related to information technology participated voluntarily (using a 

non-probabilistic sampling scheme) from a university in the southeast of Mexico, they were enrolled 

in the Databases subject. The participants were asked to participate in an open call, in which the 

evaluation process and the instruments to be used are explained. Based on the Belmont Report [47] 

on interaction with human beings, they were asked to request signing a letter as a requirement of 

consent. The study sample included participants whose reported age was 20 years or older, who had 

the same credit advancement in the Bachelor of Computational Technologies from the same class, 

and who were enrolled in the educational experience databases. 

All participants interacted individually to solve relational algebra exercises using the TanQuery 

prototype, while a system stores the interaction data in a database table with the user-object 

interaction record structure. The connection to the database management system and the insertion in 

the online records are made each time the user interacts with the objects within the intelligent 

environment. It is sought that these are always available so that any component of the system and 

the environment can use them if required. The organization of these data is according to the user 

who generates them and the session in which they execute the activities. Table 1 illustrates an 

example of user-object interaction records. 

Table 1. Example of User-Object interaction records 

Name Example Example Example Example 

ID 8 20 24 45 

Type Relation Attribute Attribute Operator 

X position 865 1080 1171 993 

Y position 692 864 937 795 

Value STUDENT_INF NOM_EST EMAIL_EST PROYECTION 

Rotating degrees 0 358 355 86 

Action updateTUIObj updateTUIObj updateTUIObj updateTUIObj 

Root PROYECTION PROYECTION PROYECTION PROYECTION 

Right child - - - - 

Left child - - - 8 

Parent node 45 45 20 - 

Attributes - 24 - 20 

Date 06/04/17 06/04/17 06/04/17 06/04/17 

Time 12:52:57 12:52:57 12:52:57 12:52:57 

5. Transformation 

Once the dataset is created, the system finds the ObservedBehavior, Interval, StartTime, and 

EndTime columns. The possible intervals are obtained considering the analysis interval. For this 

work, an interval of 7 seconds is configured. Based on the interaction record and the number of 
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possible intervals, an iterative process is carried out that obtains the records generated by the student 

to determine if he manifests an On-Task behavior or an Off-Task behavior. 

After the analysis is finished, is possible to know the observed behavior, the analysis interval, and 

the moment of the student's interaction in which the interval begins and ends; an example is shown 

in Table 2. 

Subsequently, the user-object interaction data for each student is recovered to identify the On-Task 

and Off-Task behaviors manifested during the activity to find sequences of student behavior. Also, 

the characteristics of the activity and the student's result are stored manually in the database to 

calculate the student's performance in the activity. 

To execute the analysis, the behavior sequence structure IS modified by calculating the duration, in 

intervals, of the behavior and assigning the prefix ONT for On-Task behavior and OFFT for Off-

Task behavior. For example, the behavior sequence of student 1, where he manifests the On-Task 

behavior from intervals 9 to 14, was represented as ONT6, and the Off-Task behavior during interval 

15 was represented as OFFT1. To identify the student's performance, the number of hits obtained 

by the student is recovered. The total time in the activity is calculated by subtracting the time of the 

last record and the time of the first record. From the activity information, the Minimum Expected 

Grade (MEG), defined as the minimum score to pass the activity, and the maximum time to develop 

the activity are recovered (both defined by the professor); these values serve as parameters of the 

defineStudentTaskPerformance function [44]. 

Table 2. Identification of student behavior intervals 

Observed behavior Interval Start time endTime 

On-Task 1 06/04/2017 12:48:07 06/04/2017 12:48:37 

On-Task 2 06/04/2017 12:48:37 06/04/2017 12:49:07 

On-Task 3 06/04/2017 12:49:07 06/04/2017 12:49:37 

On-Task 4 06/04/2017 12:49:37 06/04/2017 12:50:07 

On-Task 5 06/04/2017 12:50:07 06/04/2017 12:50:37 

On-Task 6 06/04/2017 12:50:37 06/04/2017 12:51:07 

Off-Task 7 06/04/2017 12:51:07 06/04/2017 12:51:37 

On-Task 8 06/04/2017 12:51:37 06/04/2017 12:52:07 

On-Task 9 06/04/2017 12:52:07 06/04/2017 12:52:37 

On-Task 10 06/04/2017 12:52:37 06/04/2017 12:53:07 

On-Task 11 06/04/2017 12:53:07 06/04/2017 12:53:37 

On-Task 12 06/04/2017 12:53:37 06/04/2017 12:54:07 

On-Task 13 06/04/2017 12:54:07 06/04/2017 12:54:37 

The student performance quadrant scheme allows to classify the students considering the activity's 

results and time. Each quadrant represents the confluence between the time developed in the activity 

and the result obtained according to the following: 

 Quadrant A: the grade obtained by the student is greater than the MEG, and the time it 

took to complete the task could be more optimal. 

 Quadrant B: the grade obtained by the student is greater than the MEG, and the time it 

took her to complete the task is greater than optimal. 

 Quadrant C: the grade obtained by the student is below the MEG, and the time it took her 

to complete the task could be more optimal. 

 Quadrant D: the grade obtained by the student is below the MEG, and the time it took her 

to complete the task is greater than optimal. 
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6. Pattern recognition and evaluation 

The objective of this stage is to calculate a classification model from the data related to the student’s 

behaviors. Since the sequences have different lengths for each student (see Fig. 2), it was necessary 

to characterize all the sequences in the same way. One possible way was to characterize each 

sequence by the number of On-Task and Off-Task behaviors present in the sequence; however, with 

this way of doing it, the temporary nature of the sequences was lost. As an alternative, we decided 

to characterize a sequence by subsequences, which we call motifs. Thus, all the possible motifs were 

calculated from all the sequences of students' behaviors and, later, each sequence was characterized 

in terms of the presence or absence of a motif in it, thus representing all the sequences in a 

homogeneous way. In the end, each student is represented by characterizing their sequence in terms 

of motifs plus the performance quadrant to which they belong. The data represented in this way were 

analyzed using machine learning techniques to arrive at the classification model. Section 6.1 details 

the characterization of the sequences in terms of motifs and section 6.2 explains the analysis using 

machine learning techniques. 

 
Fig.2. Participant’s behavioral sequences 

6.1 Characterization of sequences 

Once having represented the behavioral sequences considering the performance quadrant and 

student behavior, the behavioral sequences were ordered alphabetically to assign them a numerical 

value, shown in Table 3, and they were substituted in the sequences of each participant. The set of 

behavior sequences for each quadrant was sent as a parameter to the GSP algorithm, and the 
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sequential patterns and support for each one was obtained. The complete number sequences of 

quadrants A, B, C, and D students were 213. 

Table 3. Example sequence of student 1’s behavior representation (Rep) 

Participant 
Interval 

Behavior Rep.. idSec 
Begin End 

Student1 1 2 On-Task ONT2 22 

Student1 3 4 Off-Task OFFT2 3 

Student1 5 6 On-Task ONT2 22 

Student1 7 8 Off-Task OFFT2 5 

Student1 9 14 On-Task ONT6 51 

Student1 15 15 Off-Task OFFT1 1 

Student1 16 18 On-Task ONT3 30 

Student1 19 20 Off-Task OFFT2 3 

Student1 21 37 On-Task ONT17 19 

Student1 38 38 Off-Task OFFT1 1 

Student1 39 41 On-Task ONT3 30 

The Minimum Support Value (MinSup) represented as a percentage of occurrence (support) of the 

transactions containing all the pattern items in the GSP algorithm was set to 50%. For quadrant A, 

56 sequences were found with support equal to or greater than four and equal to or less than eight. 

In quadrant B, 74 sequences with support equal to or greater than three and equal to or less than five 

were found. In performance quadrants C and D, no sequences with support equal to 50% were found. 

However, 83 sequences with a support value equal to two were found. It is observed that the patterns 

with a higher support number contain fewer behavioral sequences, and those with a lower support 

number are made up of more complex sequences. 

An example of the behavioral patterns of quadrant A is shown in Table 4. It can be noted that the 

shortest patterns contain only one behavior sequence, and the longest contains five. The highest 

support found in the patterns is eight. The patterns with this support manifest the OFFT1 sequence, 

which is the presence of the Off-Task behavior during a seven-second interval at different times of 

the activity, but no more than three times during the entire activity. Sequences with a support of 6 

involve the behavior Off-Task with a longer duration (OFFT2) or the presence of OFFT1 four times 

during the entire activity. Behavior patterns with less support (minimum four) are also observed that 

involve the occurrence of sequences of behavior Off-Task for two or more periods of seven seconds 

(OFFT2, OFFT3) and the presence of behaviors On Task and Off-Task at time intervals greater than 

21 seconds (ONT3, ONT4). Considering the scope of application, this is interpreted as students in 

this quadrant spending very little time outside of the activity and combining short periods of 

inactivity with periods of activity of intermediate duration. Most of the time, they interact and say 

they are doing the activity continuously. In other words, they spend the most time doing something. 

Table 4. Example of behavioral patterns found in quad-A 

Sequence Support 

OFFT1, 8.0 

OFFT1, OFFT2 , 6.0 

OFFT1, OFFT1, ONT3, 5.0 

ONT2, OFFT2, OFFT1, OFFT1, 4.0 

Table 5 summarizes the results of measuring the student's performance and identifying the 

behaviors, showing the occurrence of behaviors (On-Task and Off-Task) manifested by each student 

during the interaction session grouped by performance quadrant. 

In quadrant B, the shortest patterns contain one behavior sequence, while the longest contains ten. 

The highest support found is five for the pattern with a single sequence of behavior and three for the 
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pattern with the most extended sequence. The patterns with longer sequences and support three are 

shown below. In them, it is observed that the OFFT1 behavior sequence predominates, and it is 

observed in the pattern with a length of eight that this Off Task behavior sequences occur after the 

student manifests an On-Task behavior for 28 seconds. (ONT4). It is interpreted that the students of 

quadrant B, during the activity, manifest a more significant amount of dead time. When they return 

to do it, they do so for more extended periods. Compared to the students in performance quadrant 

A, the students in performance quadrant B interrupt a more significant number of times, for short 

periods, performing the activity. After that, they begin to perform it for a longer time. In other words, 

they tend to manifest periods of inactivity more frequently, followed by periods of activity 

periodically, causing them to take longer to perform. However, they could have answered the 

activity exercises correctly. 

Table 5. Student behaviors and performance quadrant 

Participant Performance 

Quadrant 

On-Task Off-Task 

Student1 A 183 14 

Student2 A 220 30 

Student3 B 227 34 

Student4 A 241 9 

Student5 B 284 3 

Student6 B 262 10 

Student7 A 171 6 

Student8 A 215 12 

Student9 B 253 27 

Student10 B 250 14 

Student11 A 218 11 

Student12 A 170 13 

Student13 C 224 18 

Student14 D 245 18 

Student15 A 234 23 

Student16 D 269 9 

In quadrant C, no patterns with support more significant than three were found because only one 

student was assigned in this quadrant based on his performance in the activity. It is necessary to 

have more students be able to identify sequences of behavior in common. 

In quadrant D, all the patterns found have support two and range in length from one to eight behavior 

sequences. The most representative sequence in most patterns is ONT9, which means that the student 

manifested On Task behavior for 63 consecutive seconds during the activity. It is essential to 

mention that students from quadrants A and B do not manifest this sequence. In other words, students 

in the F quadrant spend more time in short periods of inactivity than doing the task and occasionally 

tend to resume the activity for long periods. 

An analysis of the sub-sequences found from quadrants A and B was performed to allow the system 

to identify the performance quadrant based on the sequence of behaviors manifested during the 

activity. For this sequential analysis, the authors considered the works of [48-49]. 

The procedure for the analysis of each student sequence is as follows: 

● The sub-sequence identifier algorithm finds all quadrants' sub-sequences in the sequence. 

● Each sub-sequence occurrence is stored, a matrix is generated, and this matrix is sent to 

the classifier. 

The sequences of the students are those identified when the atomic behaviors manifested during the 

study session were coupled. The sub-sequences used for this exercise are those found by the GSP 

algorithm from performance quadrants A and B. The sub-sequences of quadrants C and D weren't 
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considered due to the small number of students who, according to the calculation of their 

performance, have 1 and 2 students, respectively.  

Table 6 presents an example of sub-sequence organization considering the motif approach. 

Subsequently, the sub-sequences found were counted for each student (13 students, eight from 

quadrant A and five from quadrant B). The students from C and D quadrants were not considered 

because their GSP patterns were not representative due to the small number of students belonging 

to those quadrants. Subsequently, these were organized, considering the structure of the motifs of 

the article [48] and the analysis process [48-49], resulting in the information being organized as 

presented in Table 7. A total of 128 sub-sequences correspond to the performance quadrants A and 

B after removing two repeated sequences in both performance quadrants. 

Table 6. Example of sub-sequences and motif organization 

Sub-sequence Motif 

OFFT1 motif1 

OFFT2 motif2 

OFFT3 motif3 

ONT2 motif4 

… 

OFFT1, OFFT1, OFFT1, OFFT1, OFFT2 motif53 

OFFT1, OFFT1, OFFT1, ONT3, OFFT1 motif54 

OFFT1 motif55 

OFFT2 motif56 

Table 7. Example of motif(m) occurrence in each student (St) sequence 

St m1 m2 m3 m4 m8 m10 m13 
1 6 4 0 2 15 20 12 

2 8 3 2 2 28 7 3 

3 14 1 1 1 91 3 10 

4 5 2 0 1 10 3 5 

5 3 0 0 0 3 0 0 

6 10 0 0 0 45 0 0 

7 4 1 0 1 6 0 0 

10 8 3 0 1 28 12 7 

11 5 0 2 0 10 0 0 

12 3 1 0 0 3 2 0 

15 9 4 2 1 36 6 6 

6.2 Analysis of sub-sequences of student behavior 

Once the occurrence of each behavior sub-sequence in each sequence of the 13 students was 

recovered, two students were randomly drawn. The remaining 11 were used to train the classifier 

using the Orange Data Mining tool, version 3.30. 1. The data on sub-sequence occurrence from the 

two students separated from the original group were used to assess whether the classification was 

adequate. The results of the different classification models in the Orange Data Mining tool are shown 

in Table 8. There we can see that of the four selected models (Neural Network, Random Forest, 

Naive Bayes, Tree), the two models that had the best results, despite the small data, were the Neural 

Network and Naive Bayes. 

Various feature elimination methods were used to know the most representative sub-sequences of 

quadrants A and B. The authors used ReliefF and Information Gain as scoring methods. The results 

are shown in Table 9. 

One of the approaches to identify the performance quadrant while the student is performing the 

activity is through decision trees, defined by [44] as "a prediction model that, given a set of data, 
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diagrams of logical constructions are made, which serve to represent and categorize a series of 

conditions that occur successively, for the resolution of a problem". 

Table 8. Evaluation results 

Model AUC CA F1 Precision Recall 

Tree  0.214 0.455 0.398 0.354 0.455 

Random 

Forest 

0.143 0.273 0.285 0.315 0.273 

Neural 

Network 

0.500 0.636 0.636 0.636 0.636 

Naive Bayes 0.500 0.636 0.636 0.636 0.636 

Table 9. Best-scored sub-sequences using the Scoring Methods (SM): ReliefF (RF) and Information Gain 

(IG) 

SM Id Sub-sequence Value 

RF 58 ONT20 0.192 

RF 67 ONT10, ONT4 0.178 

RF 80 ONT4, ONT10, OFFT1 0.163 

IG 58 ONT20 0.468 

IG 67 ONT10, ONT4 0.468 

IG 80 ONT4, ONT10, OFFT1 0.370 

Finally, to identify in an intelligent educational environment, at runtime, the student's performance 

quadrant based on the interaction with objects, it is necessary to find a set of rules that, incorporated 

into the ambient intelligence system, allow personalized support without waiting to finish the 

activity. A decision tree and the data set of the 11 previously selected students were used to find 

them. 

Fig. 3 shows the resulting decision tree, from which the following rules are identified: 

● If (motif1 > 9) = QuadrantedperformanceB. 

● If (motif1 ≤ 9)&(motif58 ≤ 0) = QuadrantedperformanceA. 

● If (motif1 ≤ 9)&(motif58 > 0) = QuadrantedperformanceB. 

 

Fig. 3. Decision tree 
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The rules obtained from the decision tree are likely used so that, during the activity, the intelligent 

environment can generate personalized interventions that improve student performance. For 

example, if it is identified from the interaction records (that the student generates during the activity) 

that the student may result in low performance, the environment would intervene to help him 

improve his final performance in a personalized way. 

7. Discussion 

Including personalization mechanisms in an intelligent educational environment will allow the 

environment or educational systems to execute prompt interventions by identifying students in at-

risk situations and aiding based on teaching-learning experiences [50]. 

To achieve this, it is necessary to consider contextual information about the student (academic and 

personal) to identify the student's learning needs, why they need to learn it, and the most appropriate 

way to learn it. With this, it is possible to design a personalized learning path for each student that, 

through a non-intrusive follow-up supported by technology, would allow the identification of 

deviations in those paths and, therefore, students in risk situations. 

Knowing the student's behaviors while performing the activity would allow the intelligent 

educational environment to improve student performance by helping them move from a C or D 

quadrant, which performs below the desired level, to an A or B. An intelligent educational 

environment would provide support materials or interventions on the activity's topics. 

The process described in this work can be helpful to incorporate personalization mechanisms into 

educational environments and to enhance customization services or applications like affective 

feedback systems [51], identifying the competency level of students [52], monitoring students while 

writing academic tasks [53], and learning monitoring and customization in mobile learning 

platforms [54]. To analyze data from user interaction with objects or with educational software and 

provide customized learning materials for each student considering their strengths, needs, skills, 

interests, and academic performance. 

8. Conclusions and future work 

The proposal addressed in this work contributes to identifying user behaviors through monitoring 

the user-object interactions manifested when performing academic activities and monitoring through 

a non-intrusive observation of the activities carried out in intelligent educational environments. 

Mainly, when addressing the case study, it is intended to contribute to the improvement of teaching-

learning processes by supporting its users by identifying their behaviors and associating them with 

the performance of the academic task they are performing to identify needs presented by students or 

to identify ways to improve their performance in a university intelligent learning environment 

setting. 

It was necessary to analyze recent works on intelligent environments, ubiquitous computing, and 

ambient intelligence that address identifying user behaviors and those applied in the educational 

field. This topic is partially covered in the educational field, so it was in our interest to work on it. 

During the data-collection process, light conditions changed from natural to artificial to avoid 

problems related to the detection of markers. Also, a local database server was set up to avoid 

misconnection and data-storage problems. 

The test results showed that it is possible to measure the student's performance quadrant and identify 

her performance by analyzing her interactions with objects. Also, a higher concentration of students 

is observed in the A and B performance quadrants, and fewer students in the C and D quadrants. 

However, this is an unexpected result due to the balance of the quadrants for the classification of 

students and subsequent discovery of patterns; it is a positive result that indicates that the students, 

for the most part, perform well in terms of having a higher-than-expected result in the activity. Most 

students exhibited On Task behavior for most of the activity; it is possible to interpret this as a 
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greater involvement of the participants in the task. Nevertheless, it is possible to develop further 

studies in a controlled environment where the student is in a more familiar environment for him and 

with more freedom. 

Although it is not possible to generalize the results from such a limited sample, observable 

indications and differences are obtained in the development of the activity of the students in each of 

the quadrants. Students in quadrants A and C show more behavior Off Task at the beginning and 

end of the activity, while students in quadrant B show this behavior throughout the development of 

the activity. In the two students in performance quadrant D, the development of the activity is 

different. 

Concerning the use of observed behavior patterns, identifying the occurrence of sub-sequences in 

each behavior sequence of the students in quadrants A and B was carried out due to having a more 

significant number of students. Using the Orange Data Mining tool and the classification models 

Neural Network, Random Forest, Naive Bayes, and Tree, training, and testing were done with the 

data of the 13 students (11 for training and two for testing).  

The number of participants for this work is small and it is not possible to generalize results. Due to 

this very limited number of data, the performance of the classifiers is low and can be improved by 

increasing the sample. Therefore, the results obtained are not conclusive, so more experiments with 

a larger number of participants will be needed to obtain more reliable results.  

Future work considers the evaluation with a larger number of participants, also the incorporation of 

the analysis process into a system to automatically identify student behavior and performance during 

the activity to provide customized assistance during the learning process.  
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Abstract. The field of vision-based human event recognition in smart environments has emerged as a thriving 

and successful discipline, with extensive efforts in research and development driving notable progress. This 

progress has not only yielded valuable insights but also practical applications across various domains. Within 

this context, human actions, activities, interactions, and behaviors are all considered as events of interest in 

smart environments. However, when focusing on smart classrooms, a lack of unified consensus on the 

definition of "human event" poses a significant challenge for educators, researchers, and developers. This lack 

of agreement hinders their ability to precisely identify and classify specific situations that are relevant to the 

educational context. To address this challenge, the aim of this paper is to conduct a systematic literature review 

of significant events, with a particular emphasis on their applications in assistive technology. The review 

encompasses a comprehensive analysis of 227 published documents spanning from 2012 to 2022. It delves into 

key algorithms, methodologies, and applications of vision-based event recognition in smart environments. As 

a primary outcome, the review identifies the most significant events, categorizing them according to single-

person behavior, multiple-person interactions, or object-person interactions, examining their practical 

applications within the educational context. The paper concludes with a discussion on the relevance and 

practicality of vision-based human event recognition in smart classrooms, especially in the post-COVID era. 
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Аннотация. Область распознавания человеческих событий на основе видения в интеллектуальных 

средах стала процветающей и успешной дисциплиной, а обширные усилия в области исследований и 

разработок привели к заметному прогрессу. Этот прогресс не только дал ценную информацию, но также 

открыл возможность практических применений в различных областях. В этом контексте действия 

человека, действия, взаимодействия и поведение рассматриваются как события, представляющие 

интерес в интеллектуальных средах. Однако при сосредоточении внимания на умных классах 

отсутствие общепризнанного определения «человеческого события» создает серьезную проблему для 

педагогов, исследователей и разработчиков. Это отсутствие согласия препятствует их способности 

точно определять и классифицировать конкретные ситуации, имеющие отношение к образовательному 

контексту. Чтобы решить эту проблему, авторы поставили цель провести систематический обзор 

литературы о значительных событиях, уделяя особое внимание их применению в вспомогательных 

технологиях. Обзор включает в себя всесторонний анализ 227 опубликованных документов, 

охватывающих период с 2012 по 2022 год. Он углубляется в ключевые алгоритмы, методологии и 

приложения распознавания событий на основе видения в интеллектуальных средах. В качестве 

основного результата обзор определяет наиболее значимые события, классифицируя их в соответствии 

с поведением одного человека, взаимодействиями между несколькими людьми или взаимодействиями 

между объектом и человеком, изучая их практическое применение в образовательном контексте. 

Документ завершается обсуждением актуальности и практичности распознавания человеческих 

событий на основе видения в умных классах, особенно в эпоху после COVID. 

Ключевые слова: распознавание событий с людьми; умный класс; компьютерное зрение; 

искусственный интеллект; образовательные технологии. 

Для цитирования: Кордова-Тлакскальтеко М. Л., Бенитес-Герреро Э. Систематический обзор 
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1. Introduction 

Human Event Recognition (HER) in Smart Classrooms (SC) involves using computer techniques to 

identify some human actions, activities, interactions, and behaviors within educational spaces 

equipped with data acquisition and processing infrastructure. Specifically, video data obtained from 

cameras in smart classrooms is of particular interest for interpreting educational scenes. This 

technology enables the detection, learning, recognition, and prediction of learners' and teachers' 

actions, allowing the system to assess and assist them accordingly [1]. This topic has proven 

beneficial for classroom management (e.g., automated attendance tracking), learning and teaching 

support (e.g., detecting social interactions and collaborative learning), and enhancing students' 

academic performance (e.g., identifying action patterns related to academic achievement) [2][4][5]. 

Previous reviews have addressed video-based HER (see Table 1). For instance, reference [9] 

provides an overview of recent vision-based techniques for recognizing human behaviors and 
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surveillance systems. In [10], deep learning methods with automatic feature extraction for vision-

based human event recognition are reviewed. The authors of [11] present a comprehensive review 

of approaches to recognizing and representing human actions through visual data. Reference [12] 

presents a state-of-the-art review on recognizing suspicious behaviors in surveillance videos, 

including six different systems. Finally, reference [13] describes major video datasets for human 

event recognition. It's worth noting that while these works are important as they share common 

underlying techniques, none of them specifically focuses on SCs. In [243], a conceptual account of 

SC evolution and its relationship with AI and emerging educational technologies is provided. 

This paper aims to analyze the state of the art in vision-based recognition of human events in smart 

classrooms, with a specific focus on identifying the most significant events. It seeks to provide 

educators, researchers, and educational technology developers with a comprehensive overview of 

the topic while also highlighting the lack of consensus on what events are considered the most 

significant in this context. To achieve this, the paper presents a systematic literature review of 

published works in the last 10 years. The review covers key concepts and methodologies, drawing 

from the analysis of 227 documents, and identifies relevant events and their applications in 

educational settings. By doing so, it aims to address research gaps and identify opportunities for 

further exploration in this evolving field 

The paper is organized as follows. Section 2 provides background information on HER and SCs. 

Section 3 outlines the systematic review method. Section 4 presents the review's results, including 

a list of relevant events with references and brief descriptions. Finally, Section 5 concludes the paper. 

Table 1. List of similar reviews in the literature 

2004 [53] 

2005 [54] 

2008 [55] 

2009 [7] 

2010 [56] 

2011 [58] 

2012 [59], [60], [61] 

2013 [62], [63], [64] 

2014 [57], [65], [66] 

2015 [67], [68], [69] 

2016 [70], [71] 

2017 [72], [73], [74], [75] 

2018 [12], [11] 

2019 [10], [77], [78], [79], [80], [81], [82], [83], [84], [85] 

2020 [9] 

2. Background 

This section is organized as follows. First, the discussion focuses on HER and SCs. Next, Computer 

Vision methods for object extraction are presented. Finally, event understanding from video scenes 

is examined. 

2.1 SC and HER in the Context of Educational Technology 

The origins of Smart Classroom (SC) and Human Event Recognition (HER) can be traced back to 

the late 20th century when computers and the Internet were introduced in educational settings in the 
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1980s. The 1990s saw the emergence of Computer Supported Collaborative Learning (CSCL), 

which linked education and computational technology in collaborative settings. The early 2000s 

witnessed the growth of e-learning, online education, and the Internet of Things (IoT), leading to 

the establishment of educational spaces with high technological content. Concurrently, 

advancements in Machine Learning (ML) and Artificial Intelligence (AI) enabled robust and precise 

object detection and classification based on data, making it applicable in complex situations. 

Since 2010, the widespread use of smartphones, mobile devices, and cloud computing has facilitated 

data collection, storage, processing, and sharing, giving rise to the concept of Smart Environments 

(SE). The COVID-19 pandemic in 2020 further emphasized the need for technologically assisted 

educational services in modern society. However, the complexity of the current educational setting 

remains a significant challenge for HER in SCs [6]. 

According to the taxonomy in [244], there are four types of SCs: Basic, Interactive, Collaborative, 

and Immersive. The majority of the reviewed research presented in this article corresponds to Basic 

SCs, equipped with multimedia equipment and a computer connected to the Internet. In this context, 

Computer Vision proves advantageous in easily obtaining SC data compared to the use of biometric, 

ambient, or wearable sensors. Moreover, much of the reviewed research focuses on the 

psychological, social, or behavioral dimensions of educational experiences. Current trends aim to 

combine multimodal data acquisition in IoT with data fusion in AI to cater to face-to-face, online, 

or hybrid educational modalities [85]. References from [231] to [242] review hybrid and sensor-

based approaches to HER. 

2.2 Computer Vision methods for object extraction 

In video data analysis, the first step involves detecting features known as objects, which can be 

things, people, or combinations of both (see fig. 1). Object Detection (OD), Object Classification 

(OC), and Object Tracking (OT) are the common processes for extracting features or objects. 

 
Fig. 1. Schematic representation of methods and algorithms for feature extraction 

with information from [246], created by the authors 
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The techniques for feature extraction include Optical Flow, Background Subtraction, Frame 

Difference, and Gaussian Mixture Model. Optical flow is described in [14], background subtraction 

in [15], and frame difference in [16]. Gaussian Mixture Model is used to estimate probability 

distributions, such as Gaussian distribution [17] or a mixture of Gaussian distribution [18], with fast 

estimation algorithms shown in [19] or [20]. For a more detailed discussion, refer to [246], upon 

which this section is primarily based. 

OC (Object Classification) is the next step, involving shape-based, motion-based, and feature-based 

methods. Shape-based OC uses geometric properties like height/width ratio, perimeter, and area 

[21], useful for human figure classification [13, 22-23]. Motion-based classification relies on 

distinguishing objects based on their motion characteristics, recognizing human movements like 

walking or running [24-25]. Feature-based classification uses specific frame elements, such as skin 

color [26], which can also be combined with other descriptors [27]. 

The final stage is OT (Object Tracking), which creates a track of each object by capturing their 

locations over time [28]. Tracking Matching Methods find correspondence between object 

detections in different frames [29-30]. Another category, State Space Models, estimates object state 

(position, velocity, etc.) using a motion model corrected by incomplete measurements [32], with 

complete measurements obtained through OD algorithms [32]. 

2.3 Event understanding from video 

Event understanding in video scenes involves interpreting elements based on known context (see 

fig. 2). It can be data-driven, using supervised and unsupervised machine learning methods like 

decision trees, KNN, SVMs, HMMs, and Bayesian networks [41]. Unsupervised learning constructs 

recognition models from unlabeled data using density estimation or clustering methods [35], 

including graphical models and eigen-decomposition [33-34]. 

 
Fig. 2. Schematic representation of methods and algorithms for event understanding 

with information from [245], created by the authors 

Data-driven algorithms in event understanding (fig. 3) can be classified into generative and 

discriminative methods [35]. Generative methods like Bayes classifiers, Hidden Markov Processes, 

and Bayesian Networks provide a complete description but require large data volumes for learning 

parameters. On the other hand, discriminative methods like Deep Learning Neural Networks, SVM, 

and Nearest Neighbor have lower computational costs but do not fully explain human events. Hybrid 

methods that combine both approaches have also been proposed [36]. 
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Knowledge-driven understanding in event recognition utilizes formal knowledge [245]. Logical 

formalisms like Plans Recognition Theory [37-38], and Event Theory [39] are used for HER. 

Knowledge-driven methods (fig. 4) can be categorized into mining-driven, logic-driven, and 

ontology-driven approaches [40]. Mining-driven methods learn from pre-defined data to classify 

behaviors, while logic-driven methods use semantic representations and reasoning mechanisms. 

Ontology-driven methods, gaining interest in behavior recognition, offer an explicit representation 

of behavior definitions for broader applicability. 

 
Fig. 3. Schematic representation of algorithms for data driven methods in HER, created by the authors 

 
Fig. 4. Schematic representation of algorithms for knowledge-driven methods in HER, created by the authors 

Ontologies offer advantages like independence from specific algorithms, promoting portability, 

interoperability, and reuse of technologies and systems. They have been used to model social 
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interaction in various domains, such as nursing homes, meeting videos, and bank monitoring. 

Researchers have created a video event ontology for surveillance, leading to its use in scenarios like 

bank and car park monitoring. While ontologies provide common terms for event definitions, scene 

interpretation may involve individually preferred algorithms, like rule-based systems and finite-state 

machines, which may share limitations with logical-based methods. 

3. Method of the systematic review 

The SLR method used in this study is based on the approach proposed in [52], which involves several 

stages depicted in Fig. 5. 

 
Fig. 5. Schematic representation of the methodology followed on the review, created by the authors 

The research process in this study involved several stages: 

1. Establishment of Research Questions: 

1.1. RQ1. What research has been conducted on acknowledging events from single-

person or non-interacting behavior? 

1.2. RQ2. What research has been conducted on the recognition of events involving 

multiple-person interactions? 

1.3. RQ3. What research has been conducted on the recognition of events involving 

people-object interactions? 

2. Definition of the Study Plan: 

The plan included determining information sources, inclusion criteria, search strategies, 

quality assessment criteria, screening procedures, and strategies for data extraction, 

synthesis, and reporting. The selected digital libraries were ACM, IEEE, Elsevier, and 

Springer, as they are prominent in the computing field and accessible to the authors. 

Inclusion criteria covered publications from the last ten years, containing the specified 

keywords in the title, abstract, or complete document, while reviews or surveys were 

excluded. The search string used was: 

("event" OR "behavior" OR "action" OR "activity" OR "interaction") AND 

("recognition" OR "detection" OR "tracking") AND 
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("smart classroom" OR "classroom") AND ("video" OR "vision"). 

3. Searching for Relevant Papers: 

The search string was adapted for each source, and relevant papers were sought in the 

selected digital libraries. 

4. Screening and Selection of Papers: 

A two-step process was applied, involving the review of titles and abstracts for inclusion 

and a full-text review of selected papers. 

5. Quality Assessment: 

While quality assessment is important for reviews aiming for generalization, it was not 

used as a criterion to exclude papers in this study, which sought to discover studies at 

different quality levels for a more comprehensive overview. 

6. Data Extraction: 

Relevant data for answering the research questions was extracted from the selected 

papers. 

7. Analysis 

The gathered data was thoroughly analyzed to draw meaningful conclusions. 

8. Reporting: 

The collected data was analyzed, and the resulting findings were comprehensively 

reported in this paper. 

4. Results of the review 

4.1 Quantitative results 

This section presents the results of the SLR conducted in this research, as shown in Fig. 6. 

 
Fig. 6. Schematic representation of the process of selection of documents, created by the authors 
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Out of 1,117 documents initially selected, 227 papers met the inclusion-exclusion criteria after 

thorough reviews of titles, abstracts, and content (fig. 7). The list of papers remained unchanged 

throughout stages 5 and 6. 

The papers were grouped by publication year and database. Over the years, the number of papers 

increased, showing growing interest in the field. Among the 227 documents (fig. 8), IEEE had the 

most papers (131, 57.7%), followed by Elsevier (35, 15.4%), SPRINGER (33, 14.6%), and ACM 

(28, 12.3%). 

Qualitative analysis results presented by research question. 

 
Fig. 7. A total of 227 articles with the search of the keywords, created by the authors 

 
Fig. 8. Total of reviewed articles, by source, created by the authors 
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4.2 RQ1: Single person or non-interaction events 

4.2.1 Event 1. Students being distracted from learning 

In the context of educational settings, detecting events related to single person or non-interaction 

scenarios, such as students being distracted from learning, has been explored using various methods. 

Gesture analysis has been utilized to identify boredom and lack of attention in students [92]. 

Additionally, facial expressions have been studied as indicators of students' feelings, and methods 

like image recognition and facial muscle tension measurement have been employed to capture facial 

expressions [93-94, 96]. 

Eye-gaze and face-gaze analysis have also proven to be important indicators of cognitive 

engagement among students [97-98]. Researchers have recorded and analyzed human gaze behavior 

in different scenarios, including conversational gaze and tutoring interactions [98-99, 101-103]. 

Pose estimation methods have been applied to detect self-absorbed or sleeping students [106-108]. 

These methods often involve probabilistic and compositional graphical models, but they may 

encounter challenges in handling errors arising from small body parts in still images [107]. Video 

pose estimation methods, which incorporate motion information, have been used as well [109]. 

However, they may have limitations in handling action datasets with larger human motion and 

appearance variations due to viewpoint changes. 

4.2.2 Event 2. Detection of behavior related to developmental disorders 

Developmental disorders such as autism and attention disorders, like ADHD, can be detected in the 

classroom using various computer-based methods. 

For autism detection, eye-tracking from computer searching tasks has been employed as an easier, 

cheaper, and less-obtrusive alternative to fMRI data recording [110-113]. 

Regarding ADHD diagnosis, facial expression analysis has been a focus of some research works 

[114-117]. For instance, [114] proposed a methodology using RGBD sensors for diagnostic 

predictions of ADHD and ASD. Depth capturing cameras, like Microsoft Kinect, have been used to 

monitor the movement of children in a classroom setting [115]. These cameras allow tracking and 

analysis of head motion and velocity profiles to measure hyperactivity. Additionally, computerized 

continuous performance tests are conducted to measure inattention and impulsivity. The test results 

are then compared to norm data, generating reports for assessment by clinicians. 

Overall, these computer-based approaches offer promising avenues for early detection and 

intervention for developmental disorders in educational environments. 

4.2.3 Event 3. Hand-raising gesture detection 

Hand-raising is a behavior studied in gaming, Human-Computer Interaction, and classroom settings 

[119-121]. Detecting hand-raising in a real classroom can be challenging, but vision-based models 

using video cameras [122-123] and Kinect [124-126] have been developed to address this. Hand 

gesture recognition involves tracking, representation, and conversion into meaningful commands 

for human-computer interaction. Techniques include contact-based and vision-based devices [127-

129]. Hand gesture recognition relies on detection, tracking, and recognition using visual features 

like skin color, shape, and motion [131-132]. Model-based methods use tracking to enhance 

robustness [133-135]. 

Vision-based hand gesture recognition includes static and dynamic gestures, using classifiers like 

Hidden Markov Models [137-139]. Learning algorithms vary based on gesture representation, 

including supervised, unsupervised, and reinforcement learning [122, 140]. For example, static hand 

gestures are recognized using the Fourier descriptor of a segmentation image [142]. 
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4.3  RQ2. Multiple-person interactions 

4.3.1 Event 1. Speaking and talking 

Detecting human speaking is important for Human-Computer Interaction and fatigue detection 

[143]. Lip movement is used to detect speaking, and video-based approaches have been proposed 

[145]. Methods like lip motion analysis [146-148], Viola-Jones with skin color pixel detection [149], 

skin-color segmentation with edge projection [150], and fuzzy c-means clustering [151] have been 

used for lip detection and speech recognition. Feature extraction methods like Log-polar Signature 

[153] and Haar-like wavelets [154] have been proposed for lip tracking and speech recognition 

[157]. 

4.3.2 Event 2. Social interactions 

Video-based studies of human sociality focus on workplace settings and classrooms, observing 

action and sense-making practices in social interactions [158-160]. Social abilities have been linked 

to academic success, and Proxemics Theory is used to detect human relationships, including non-

verbal relations in classrooms [163-165]. Immediacy, which enhances physical and psychological 

closeness between individuals [168-170], can impact effective communication in educational 

settings. Teachers' variable physical proximities with students foster effective communication in 

classrooms [172-173]. Interaction, where learners share perspectives and collaborate, is another 

important aspect of non-verbal behaviors [174-175]. Learner-centered approaches and collaborative 

learning are emphasized in education [176], and providing pre-service teachers with video scenes 

where students interact with each other can support their understanding of these approaches [178]. 

However, empirical research is needed to validate assumptions regarding video-based cases and 

student-student interactions in educational settings [177, 180]. 

4.4 RQ3. People-objects interaction 

4.4.1 Unique event. Student engagement detected by interaction with objects 

Various works have classified engagement in different ways [181], including student involvement 

in terms of effort, persistence, and concentration [179], emotional engagement related to feelings of 

interest or attitude, and cognitive engagement focusing on cognitive effort and strategies [182]. 

Agentic engagement emphasizes proactive actions taken by students during learning tasks, involving 

interaction with surroundings or learning objects. 

To assess the level of engagement, traditional methods and measures have been introduced [183], 

such as using student responses as indicators in intelligent tutoring systems [184-185]. Facial 

movements and features extracted from them have been used [186-187], along with automated 

measures like response time to problems and quizzes [188-189]. Physiological and neurological 

measures like electroencephalogram, heart rate, and skin response have also been employed [190-

193]. Some studies utilize facial features and SVM classifiers to analyze affective states of students 

while solving problems [194-195], while others focus on facial expressions and body movements to 

detect various affective states of engagement [196]. 

Engagement detection and localization can be performed using face and facial landmark positions 

in video frames [197], extracting features from small segments of video, and employing regression 

models or LSTM-based networks for engagement prediction [196]. Open-source utility software 

like OpenFace has been used to automatically track changes in body posture and facial movements 

to infer engagement levels through eye gaze and head movement features [198-201]. 

Several works have classified engagement in different ways [181]. For example, [179] explains 

student’s involvement in terms of effort, persistence and concentration. Emotional Engagement is 

related to feelings of interest or attitude towards a particular theme. Cognitive Engagement focuses 

on allocation of effort, a strategy used, in terms of cognitive effort, for the accomplishment of the 
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task. Other models have introduced another dimension known as Agentic Engagement and 

emphasize on proactive actions taken by the student for learning a particular task [182]. These tasks 

sometimes involve interaction of students with surroundings elements or learning objects.  

5. Conclusion 

The reviewed works show that there are relatively few studies dedicated to Smart Classroom (SC) 

event recognition [202-203]. While other smart environments like smart homes or smart offices have 

more extensive research, SC lacks conventions defining relevant events or behaviors [204]. In SC, 

event recognition is often a step within an application system, where it serves as input for decision-

making processes aimed at assisting users [163]. 

Overall, video-based Human Event Recognition (HER) in SC has shown positive results, but some 

projects' costs may hinder widespread implementation [163]. Comparatively, other educational 

developments like E-learning, M-learning, and MOOCs have gained more traction, especially during 

the COVID-19 pandemic, but they may lack the non-verbal communication found in traditional 

classrooms [165]. HER has been suggested as a potential solution to address this limitation [6]. 
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Аннотация. В представленной статье описываются количественные исследования, касающиеся 

знаний, личностных и технических навыков и опыта, приобретенного студентами, нанятыми 

университетской компанией по разработке программного обеспечения (USDC). Показаны предложения 

по созданию компаний USDC в академической среде, работающих с реальными клиентами. В статье 

представлен ранее приобретенный опыт, как положительный, так и отрицательный. Описывается также 

восприятие сотрудничества с подобными компаниями учащимися. Для выявления восприятия 

учащихся был применен опрос и анкетирование участников. Надежность эксперимента вычислялась 

через альфа-коэффициент Кронбаха (α = .89). Кроме того, чтобы повысить надежность опроса и 

определить вопросы, которые лучше из него удалить, был рассчитан коэффициент корреляции Пирсона 

(r). Результаты могут быть полезны, если образовательная организация, ведущая обучения методам 

разработки программного обеспечения хочет создать USDC. 
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1. Introduction 

Software system development requires a set of knowledge, hard & soft skills, experience, and values 

[1-2]. Traditionally, software Engineering (SE) theory and values are acquired at Universities. 

Experience and skills (reinforcement) are acquired through real developments. Nowadays, 

universities and industries follow different strategies to help students gain SE skills and professional 

experience. Among others, 

i) Students' mobility from academia to industry [3], 

ii) Internships [4], 

iii) Cooperative Education (Co-Op) programs [5], 

iv) Capstone projects [6], 

v) Open Source contributions [7]. 

Additionally, there are some efforts like, 

a) Companies spend resources to train new personnel, who are not ready for different SE 

roles [8], 

b) Industry and Academic Collaboration programs, 

c) Workshops and panels organized in research conferences [9], 
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d) Industry proposing a set of real challenges to be solved by students (hackathons). 

SE teaching should be more practical than theoretical. SE programs would need a USDC (University 

Software Development Company) to carry out R&D activities. 

It is recommendable to look for strategies to increase students’ professional hard & soft skills before 

they finish their professional careers. In this sense, a USDC (Luminisoft) was created, more than ten 

years ago, at the Information and Communication Technology Faculty (ICTF) at the UPAEP, a 

university in México. This paper shows outcomes related to students’ perception regarding 

LuminiSoft, and gives some advice to universities interested in replicating this model. 

The paper is structured as follows. Section 2 provides a research background. Section 3 describes 

the research methodology. Section 4 presents the results of the study. In section 5, the results are 

discussed in more detail. Section 6 summarizes the key findings obtained. Finally, section 7 outlines 

areas for future work. 

2. Research background 

SE Education plays an important role in keeping students updated with software technologies, 

processes, and practices, unfortunately, some authors [10] point out gaps between Industry and 

Education [11]. A good way to understand some topics is by working in a practical way, or “learning 

by doing” [12]. 

There are a few interesting cases of this approach. For example, [13] describes using agile practices 

on a large-scale project. In addition, the University of Sheffield has a module, Genesys Solutions, 

where the students run their own software company [14]. 

In [15], try exposing SE students to the latest industry practice and research with an industry-

academia team teaching a course. In [16], students create a consulting company where they work 

with a corporate sponsor on a project. 

For undergraduate students, to teach proper SE they developed a “mock software company” to create 

a microcosm and teach real lessons about SE [17]. 

3. Research methodology 

An online questionnaire (survey) was applied. The questionnaire was based on CLEI (Computer 

Laboratory Environment Inventory), and ACCC (Attitude towards Computing and Computing 

Courses Questionnaire) tools. 

Table 1. Characteristics of SE education approaches 

Paper 
Business 

Environment 
Active Learning 

Practical 

Experience 

Focus on Real-

world Competencies 

Emphasis on 

Teamwork 

[8] 
✓ (working with 

corporate sponsor) 
✓ ✓ ✓ ✓ 

[9] ✓ (simulated) ✓ ✓ ✓ ✓ 

[7] ✓ ✓ ✓ ✓ - 

[5] ✓ (simulated) ✓ ✓ -  - 

[6] 
✓ (students run 

own company) 
✓ ✓ ✓  - 

3.1 Motivation 

Some research questions arise: RQ1. What kind of skills can be acquired by students when they 

participate in a university software development company? RQ2. What are the main aspects to 

consider when a university software development company will be set in a university program? 
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RQ3. What are the main aspects to consider when students are hired at a university software 

development company? and RQ4. What kind of events were meaningful to increase students' 

experience? 

3.2 Methodology 

The methodology was based on a voluntary online survey applied to students who have been hired 

by USDC from 2010 to 2022. The survey instrument was divided into two sections to provide 

quantitative and qualitative data.  The first section gathered demographic questions. The second 

section was based on CLEI [19] Scales: Cohesiveness (C), Open-mindedness (OM), Integration (I), 

Technology adequacy (TA), and Facility Availability (FA). 

C. Extent to which students know, help, and are supportive of each other. 

OM. The extent to which the USDC activities encourage an open-minded approach to the use of 

computers and troubleshooting. 

I. The extent to which the USDC activities encourage learning new technologies in addition 

to the theory learned in classes. 

TA. The extent to which the hardware and software are adequate for the tasks required. 

FA. The extent to which the facilities are available for use. 

Additionally, ACCC [20] scales were taken into account: Anxiety (A), Usefulness of computers 

(UC), and Usefulness of the USDC. 

Anxiety. The extent to which the student feels comfortable or has experience using computers, 

software, development framework, and so on. 

The usefulness of computers. The extent to which the students believe computers are useful. 

The usefulness of the USDC. The extent to which the students found the USDC useful. 

This section measured students’ perception of participating in USDC. The variables were measured 

using a five-point Likert scale ranging from 1 to 5, (strongly disagree to strongly agree, respectively).  

Attitudes, skills, and students' experiences were identified. Independent and dependent variables 

were defined. 

Independent variable 

1. Gender, 

2. Career, 

3. How long were you working at LuminiSoft? 

The dependent variable, some of them are shown:  

1. I have enough skills to use computers 

2. I have enough skills to learn new software development frameworks 

... 

7. I have enough skills to use CASE tools* 

8. My experience as a team member improved 

… 

19. When technology is new, Luminisoft pays for the time required to learn the new 

technology* 

….. 

21. LuminiSoft is a complement to academic preparation in order to increase professional 

experience. 

(* these questions were deleted in order to increase questionnaire reliability) 
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3.3 Instrument 

For this research study, a questionnaire was designed for analyzing students’ attitudes, skills, and 

experience, among other constructors. 

3.4 Data Collection and Analysis. 

Data for developing this research were collected from students who signed a contract.  

This research collected data from 36.66% of hired students. A sample of 11 students was collected. 

The results were significant because they show a high correlation, α = 0.917. The participants 

completed the questionnaire through google forms. 

4. Results 

First of all, the internal consistency of the questionnaire was assessed through Cronbach’s alpha 

coefficient. The questionnaire was composed of 21 questions.  

The Cronbach's alpha was computed. It was α = 0.87. After that, Questions: Q7, and Q19 were 

removed because of the Pearson correlation coefficient results, see Table 2. 

Table 2. Lower Mean 

Questions 
Mea

n 
Std. Dev. K 

Q1. I have enough skills to use computers 4.7 0.516 6 

Q7. I have enough skills to use CASE tool 3.8 0.752 6 

Q9. I like to share my knowledge with others at LuminiSoft 4.5 0.547 6 

Q10. I should have to learn new technologies at LuminiSoft 4.5 0.836 6 

Q19. When it was necessary, LiminiSoft paid the required 

time to learn new technologies 
3.7 1.211 6 

Table 3 shows the correlation matrix. When question 7 was analyzed, low correlations were 

identified, indeed some of them were negative. Hence, question Q7 and Q19 were removed.  

After this action, the Cronbach's alpha coefficient increases from 0.87 to α =0.89, see Fig. 1. 

Table 3. Pearson correlation Matrix 

 

5. Discussion 

Regarding demographic results, there have been more male participants than female participants, 

see Fig. 2. 

There are more male students than female students enrolled in ICTF. That's the reason for this 

situation. 
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Regarding how long hired students remain working at LuminiSoft. Usually, they spend more than 

one year, see Fig. 3. Hired students receive payment and gain professional experience, hence it is 

very common that they spend more than one year working as developers at LuminiSoft. 

 
Fig. 1. Cronbach’s alpha coefficient after some questions were deleted 

 
Fig, 2. Developers by gender 

 
Fig. 3. How long working at LuminiSoft 
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Regarding attitudes towards computing, developing frameworks, sharing knowledge, hard & soft 

skills, and experience gained while participants worked at LuminiSoft, research questions were 

answered. These questions were answered taking into account CLEI and ACCC scales. The next 

paragraphs describe the outcomes. 

The CLEI scales assessed were: C, OM, I, and TA. C, the extent to which hired students by 

LuminiSoft, help, and are supportive of each other. To answer this question, one question was asked: 

“I like to share my knowledge with others at LuminSoft”. OM is the extent to which the USDC 

activities encourage an open-minded approach to the use of computers and troubleshooting by 

themselves. To answer this question, one question was asked: “If there should be a problem to solve 

in a software system, where I am programming, I will try to solve it”. I, the extent to which the 

USDC activities encourage learning new technologies in addition to the theory learned in classes. 

To answer this question some questions were asked, one of them: “I should have to learn new 

development frameworks at LuminiSoft”. TA is the extent to which the hardware and software are 

adequate for the tasks required. To answer this question, one question was asked: “When it is 

necessary, Luminisoft provides me with technology to develop a software project”. FA is the extent 

to which the facilities and resources are available for use. To answer this question, one question was 

asked: “Luminisoft provides facilities to develop a software project”. 

The ACCC scales assessed were: Anxiety, the extent to which the student feels comfortable or has 

experience using computers, software, development framework, and so on.  To answer this question, 

some questions were asked, one of them being: “I feel comfortable when developing a software 

System”. The usefulness of computers, the extent to which the students believe computers are useful. 

To answer this question, one question was asked: “I believe software systems and computers are 

essential in our lives”. The usefulness of the USDC, and the extent to which the students found the 

USDC useful. To answer this question, some questions were asked, one of them: “Participating in 

LuminiSoft was useful to my professional development”. 

RQ1, this question was answered by taking into account. ACCC Scales:  C, OM, and I. Usually, 

hired students share knowledge among themselves, mainly tacit knowledge through face-to-face 

interaction or virtual interaction; additionally, pair programming is applied when junior developers 

are required to learn from senior developers. Students working at LuminiSoft enjoy sharing their 

knowledge. This is true because the question related to this information had a mean equal to 4, and 

the standard deviation = 0.54. It means they agreed to share their knowledge. Additionally, students 

working at LuminiSoft get skills by themselves, when they try to solve problems, when software 

projects generate a new problem, the problem has to be solved in order to reach a successful project. 

There are different kinds of problems. There are technical and social problems. When technical 

problems arise, they are solved by the whole team. Social problems are related to communication, 

interaction, support, and so on. To solve it, the team has to establish communication ways and has 

to design strategies in order to increase commitment among team members. The questions related 

to this aspect had a mean equal to 4.2, and the standard deviation = 0.40. It means they agreed to 

look for a solution when troubles arise. Students working at LuminiSoft felt encouraged to learn 

new technologies during their stay. This action provides them with new hard skills. This scenery 

was associated with: Learning new technologies, increasing software development experience, 

learning new development frameworks, and participating in training activities, among others. It was 

evident because questions related to this had an average mean equal to 4.6 and a standard deviation 

= 0.66. 

RQ2, this question was answered by taking into account, CLEI Scales: TA, and FA. LuminiSoft is 

economically self-sustaining. It means the USDC does not receive economic support either from the 

ICTF or from the University, hence, Luminisoft must generate its own economic resources. 

Customers pay for developments. These economic resources are used to pay salaries and to buy 

software and hardware needed to develop software. This is the main reason students face real 

situations. When money is not involved, the situation is not real, when budgets to develop a software 

system are negotiated with customers, they are expecting to receive the system they have paid for. 
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Hence, in order to provide technology to develop a software system, the USDC must generate its 

economic resources by itself. Additionally, facilities must be provided by the USDC. Hence, if a 

University or Faculty wishes to establish a USDC, facilities must be provided.  

RQ3, this question was answered taking into account, Scales: Anxiety, OM, I, and TA. Some hard 

skills (technical skills) include coding, database knowledge, modeling techniques, algorithms 

building, testing methodologies, operating systems, development IDEs, documentation techniques, 

and so on. Soft skills (social skills) needed, among others, are verbal communication, written 

communication, logical thinking, OM, teamwork, collaboration, organization, problem-solving, 

critical thinking, accountability, good attitude, and emotional intelligence. Some of them are 

required before students are hired. Hard skills are required but are not imperative because these skills 

are gained through practice. Soft skills are more important than hard skills when students are hired. 

Soft skills are difficult to acquire because they are intrinsic to each person. A strategy to reinforce 

these kinds of skills should be developed in academic programs. There were some indirect questions 

related to Soft Skills (SS) and Hard Skills (HS). For instance, I have enough skills to use computers 

(HS & SS),  I feel comfortable using computers (HS & SS), I feel comfortable using development 

frameworks (HS & SS),  I feel comfortable when developing a software System (HS & SS), I have 

enough skills to learn new software development frameworks (HS & SS),  If there should be a 

problem to solve in a software system where I am programming, I try to solve it (SS), I like to share 

my knowledge with others at LuminSoft (SS), I should have to learn new technologies at LuminiSoft 

(HS),  I increase my software development experience at Luminisoft (SS), I should have to learn 

new development frameworks at LuminiSoft (HS), My experience as a team member improve (SS). 

Questions directly related to RQ3 had an Ẋ = 4.6   and a σ = 0.66. Hence, they were appropriately 

assessed by the participants. It means participants realized they are acquiring HS and SS. 

RQ4, this question was answered by taking into account ACCC Scales, and the usefulness of the 

USDC. It means the extent to which the students found the USDC useful. Questions related to this 

scale were: “My experience as a team member improved, I like to participate in software 

development projects, participating in LuminiSoft was useful to my professional development, and 

LuminiSoft is a complement to academic preparation in order to increase professional experience”.  

These questions had an Ẋ = 4.67   and a σ = 0.5. The significant events to increase students’ 

experience are, among others, direct contact with customers when they describe problems, they want 

to solve through a software system (elicitation requirements meetings), when students participate in 

delivery meetings (sprint review meetings) when students face requirements change request (RCR) 

because they have to evaluate time and money impact before they accept the RCR. Indirectly, these 

events were assessed with 5 questions. 

As can be seen, almost all information is regarding good experiences, but there have been some bad 

experiences, mainly events related to staff turnover. Staff turnover must be taken into account 

because it is a common phenomenon. When students receive an offer from an external company 

they will resign from LuminiSoft. It is good and bad at the same time. It is good because students 

have gained enough experience to be hired by an external company. It is a little bad for LuminiSoft 

because the knowledge worker will be lost. In order to minimize the negative impact on Luminisoft, 

a knowledge database has to be maintained constantly. It means all time processes, methodologies, 

and solution troubles have to be documented. Knowledge wikis, and Frequently Technical Questions 

have to be kept up to date. Additionally, senior developers have to share their tacit knowledge with 

junior staff and code their tacit knowledge into explicit knowledge. Setting up a Knowledge 

management framework is suggested. 

6. Conclusion 

When the SE discipline is taught in Universities, it would be a good idea to set up a University 

Software Development Company for it. Mainly, because theory plus real practices are required when 

software engineers are formed. SE cannot be taught exclusively with theory, and academic practices. 

Students should be exposed to real-world situations where they can engage with customers, 
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understand their problems, and work to provide solutions that help maintain the customers' 

competitive advantage. This approach allows students to gain both hard and soft skills before 

graduating from university.  

This research has shown, the students increased their experience, got technical knowledge, and 

reinforced their hard and soft skills. Additionally, Students gained the confidence to lead or 

participate in team works as team members or leaders.  

Our USDC allowed students to face real situations before they finish their careers. It is useful 

because a considerable quantity of companies requires young people with professional experience, 

but how could Students meet this requirement? The answer can be simple, setting up an internal 

company in universities. 

Regarding the questionnaire applied, it was reliable because Cronbach’s alpha coefficient was equal 

to 0.89. 

RQ1 to RQ4, analyzed in section 5 have shown that having a USDC is useful to increase students' 

professional experience, hence it is recommended to set up a USDC at universities or faculties when 

it is possible. 

7. Future work 

The same questionnaire will be applied to more hired students, at least 50% has to be reached in 

order to have additional information to be analyzed and compared actual outcomes with future 

outcomes. The USDC will try to increase student participation. Transversal capstones will be 

configured; several courses will be involved in each of them a single SDLC will be tackled. 

Additionally, a marketing department will be set up in order to increase real software development 

projects. So far, no marketing department exists and the Knowledge management framework must 

be tuned. 
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Аннотация. В работе рассматривается состояние прикладных и перспективных программных ботов в 

разработке программного обеспечения посредством систематического обзора литературы. Охватывая 

период с 2003 по 2022 год и 83 первичных исследования, исследование идентифицирует четыре 

архетипа ботов: боты-собеседники, боты-аналитики, боты-ремонтники и боты-разработчики. 

Ключевые преимущества использования ботов заключаются в повышении качества программного 

обеспечения, в предоставлении информации разработчикам и в экономии их времени за счет 

автоматизации. Отмечаются такие недостатки, как ограниченная эффективность и использование 

сторонних технологий. Исследование показывает значительный потенциал ботов при их подключении 

к разработке программного обеспечения и необходимость дальнейших исследований в этой области. 

Ключевые слова: программные боты, боты-разработчики; разработка программного обеспечения; 

тематический синтез. 
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1. Introduction 

Aligned with the current booming in Artificial Intelligence assisted software development, led by 

popular projects such as GitHub Copilot and ChatGPT, in Software Engineering (SE), different tools 

and techniques have been applied to each phase of the software development cycle to increase the 

quality of the final product, while meeting their requirements. Such tools and techniques respond to 

the increasing complexity found in modern systems and development environments [1]. 

Technologies to aid software developers have been arising under Artificial Intelligence (AI) 

techniques, such as Machine Learning [2] and Natural Language Processing [3]. Development Bots 

are one such emerging technology born outside the scope of software production. 

Due to the broad field of applications for bots, there are multiple types of bots. A Bot can vary in 

complexity based on its intended objective. "The term bot ranges from describing simple scripts that 

automate a task in the background to complex applications that interact with one or more humans 

and autonomously adapt to activities performed by humans and other systems, and even to software 

applications that use artificial intelligence to mimic human behavior and intelligence" [4]. 

Bots have been proliferating, motivating research to define and classify bots [4-6], including 

proposals for new bots that push the use of bots as human assistants [7-8]. Despite the increasing 

emergence of new bots that aid in software development tasks, little research addresses the practical 

use of bots in SE. To close this gap, we conducted a Literature Review to analyze published research 

on bots applied in software development activities, highlighting practical benefits and challenges. 

The results of this research may help software developers make well-informed decisions regarding 
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adopting bots in their software development process. Our study can also serve as a steppingstone for 

future research delving deeper into the emerging field of software bots. 

This study is an extension, covering more research papers from 2022 and doing an iteration of 

Forward and Backward Snowballing to get as many papers as possible that help achieve this 

research's objective. 

This paper is organized as follows. Section 2 presents related studies that contrast the need for this 

study. Section 3 describes the method used in the planning and execution of the literature review. 

Section 4 deals with the conduction of the research method. The results are presented in Section 5. 

Section 6 addresses the discussion of the obtained results. Section 7 includes the threats to validity. 

Finally, Section 8 draws the conclusions derived from the study.  

2. Research method 

To meet the stated objective, we conducted a Systematic Literature Review (RSL) following the 

guidelines of Evidence-Based Software Engineering and Systematic Reviews [9]. 

2.1 Search Process 

We used automatic search as a research strategy to identify primary studies to answer RQs. 

Afterward, we performed a snowballing search to expand the pool of candidate studies. We applied 

a process based on Creswell’s thematic analysis for data synthesis. The research questions are the 

following: 

RQ-1: In which software development activities are bots involved? 

RQ-1.1: What is the goal of a bot in the activity it is used in? 

RQ-1.2: Which software development activities supported by bots are the most 

reported in the literature? 

RQ-2: What are the benefits of applying a bot in a development activity? 

RQ-3: Which problems arise in development activities that use bots? 

RQ-4: What are the levels of intelligence of bots used for software development? 

2.1.1 Search Strategy 

A manual search was performed according to the steps outlined in the Automatic Search Process [9] 

to identify primary studies in SE. Following the process, a Quasi-Gold Standard was created to 

evaluate the performance of search strings to select a high-quality search string [10]. 

Identifying Scientific Databases: The first step was to identify venues from which to select articles 

through an automatic search. As primary search engines IEEE Xplore and ACM Digital Library 

were selected since they contain the entire catalog of articles published under the International 

Conference of Software Engineering (ICSE), particularly its subsidiary conference Bots in Software 

Engineering (BotSE), which is related to bots in software development. To bolster the rigorousness 

of the search process, additional databases were included. These databases were Science Direct, 

Springer Link, and EBSCO Host. 

Afterward, a manual search was conducted for studies under ICSE to construct a Quasi-gold 

Standard [10]. From the manual search, 20 relevant articles were identified. From the candidate 

studies identified in the manual search, a set of concepts and keywords was extracted to craft search 

strings to test for automatic pilot searches in IEEE Xplore. After applying the method for search 

string selection, the selected search string is the following: 

("Analysis bot" OR "Chatbot" OR "Conversational bot" OR "Conversational developer assistant" 

OR "Developer assistant" OR "Repair bot" OR "Automated repair" OR "Review bot" OR 

"Software bot") AND ("Software Development" OR "Software Project" OR "Open source project" 

OR "Software Engineering" OR "Repair") 
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2.2 Selection Process 

Afterward, inclusion and exclusion criteria were defined to determine adequate studies for data 

extraction. We only considered articles published inclusively between 2011 and 2022 for this 

extraction method. This range of years of publication was chosen to drive the search scope toward 

recent and current articles regarding bots for software development activities. Additionally, the topic 

of bots has seen an increase in popularity with the creation of the BotSE conference in 2018, which 

centers on applying bots in SE. The inclusion and exclusion criteria used to select articles from the 

automatic search are shown in Table 1. 

Table 1. Inclusion and Exclusion criteria for selecting studies on Automatic Search 

Inclusion Criteria Exclusion Criteria 

IC-1: The study is published between 2011 and 2022 EC-1: The study is secondary or tertiary. 

IC-2: The study is written in English 
EC-2: The study is an opinion, presentation, or 

book chapter. 

IC-3: The title and abstract suggest that at least RQ 

can be answered. 

EC-3: The study is a duplicate found on a 

different database. 

IC-4: The full-text answers at 

least one RQ. 

EC-4: The study scores lower than six on the 

quality evaluation process. 

2.3 Data Extraction Process 

Publication data related to the demographics of each study were extracted. With this data, a particular 

study can be quickly identified through its characteristics and group studies, considering its 

publication year and publisher. For example, by cataloging the data by year, a count of how many 

studies about development bots were published by year can be elaborated. With this information, it 

can be determined whether there is a growing interest in the topic of bots in software development. 

Likewise, by sorting studies by the publisher, conferences with the most papers in academia on the 

topic of bots for SE can be identified. The Extraction Data fields are related to the RQ to be answered 

in this research. The type of bot identified in each article is recorded to identify the demographics 

of the types of bots used in SE. By extracting the development phase and activity in which a bot is 

used, RQ-1, regarding where a bot is applied in the software development cycle, can be answered. 

Similarly, the other data fields are related to RQs with Bot Adaptability, Reasoning, and Autonomy 

associated with different aspects of the level of intelligence observable in bots. The template used 

to extract the data is shown as part of a Zenodo data set [11] containing artifacts elaborated as part 

of this research. 

2.4 Snowballing Search Process 

To expand upon the studies selected from the automatic search, a Snowballing search for SE was 

executed based on the Guidelines for snowballing in systematic literature studies and replication in 

software engineering [12]. This search process selects additional papers from the references and 

citations of studies in an initial batch. This process was applied based on the primary studies 

collected from the automatic search published between 2011 and 2022. First, an iteration of 

backward snowballing was performed. Afterward, a single iteration of forward snowballing was 

executed with the aid of the Google Scholar search engine. The same selection criteria filters for the 

automatic search were applied to papers obtained through backward and forward snowballing, 

excluding the IC-1 Inclusion Criteria because we reached some articles back from 2011. Likewise, 

the same data extraction process was followed in the resulting studies. 

2.4.1 Thematic Synthesis 

Initially, an analysis was conducted through a narrative synthesis to answer the established RQs. 

The synthesis is based on the bots identified in 83 primary studies, resulting from the quality 
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evaluation of data extracted from automatic and snowballing searches. After that, a thematic 

synthesis was elaborated following the Recommended Steps for Thematic Synthesis in Software 

Engineering by Cruzes & Dybå [13] to relay the literature review results. As Result, a thematic 

synthesis of the analyzed data in the form of answers to established RQs can be seen, along with 

graphics to illustrate our responses. 

3. Method conduction 

The selection process was executed in five main stages, applying inclusion and exclusion criteria to 

identify relevant studies. First, an automatic search was conducted. Then, based on the resulting full-

text studies, a backward snowballing search was performed. Afterward, a forward snowballing 

search was applied to the studies obtained from the automatic search. Both referenced studies from 

backward snowballing and citations from forward snowballing underwent the selection criteria 

filtering. Lastly, the quality evaluation process was performed. From the automatic search and 

supplementary snowballing search process, we obtained 83 primary studies. The artifacts produced 

as part of this research for the method conduction can be seen as a Zenodo data set [11]. 

4. Results 

This section addresses the demographics of the identified Primary Studies (PS) and answers the RQs 

in order of appearance. For this section, we use the identifier PS-XX to refer to a specific study; the 

list with all the Primary Studies can be found in the following link 

https://drive.google.com/file/d/1kx9DKS6qJ7sGDIaMtZ7DK1LunD83gjjy. 

4.1 Overview of Primary Studies 

Fig. 1 shows a trend in the increase of publications of interest, especially between 2016 and 2022, 

with a notable surge in 2019. This trend can be partially attributed to the BotSE conference, created 

in 2019, contributing articles detailing the applications of bots in software development activities. It 

is interesting to note that there were fewer articles in 2020 compared to 2019. This may be attributed 

to the worldwide disruptions caused by the COVID-19 pandemic, which, to a lesser extent, also 

affected publications from 2021 and beyond. Nonetheless, Bots in SE achieved high international 

recognition partly thanks to BotSE. 

 
Fig. 1. Distribution of primary studies found by year 
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Among the different types of articles, 25 come from backward snowballing, and 29 primary studies 

come from IEEE Xplore Digital Library using the automatic search. The prevalence of the latter is 

due to the hosting of conferences covered by ICSE, including the BotSE Workshop, one of the 

leading conferences on this topic. With BotSE, it is evident that the topic of Bots has garnered 

significant interest at the international level. Prior papers show that the topic existed and only needed 

an international push to jump-start its popularity. Even so, existing works before 2019, although 

they only represent 12%, should not be disregarded. 

4.2 Answers to Research Questions 

As our Research Method section mentioned, we proposed 4 RQs to meet the literature review 

objectives. In this section, we aim to answer such questions with the results obtained from the 83 

primary studies selected. 

4.2.1 RQ-1 

The software development activities where bots are involved. Fig. 2 presents the specific software 

development activities found in the primary studies. We can highlight project management as the 

most common activity involving bots. 

 
Fig. 2. Number of bots found by development activity 

Software development teams spend a significant amount of time discussing solutions through 

messaging platforms during the development of a project [15]. As project management was found 

to be the most popular activity for the use of bots, it is clear there exist attempts to find different 

alternatives to manage software projects. Primary studies covering bots for software management 

follow. PS-13 showcases a chatbot to support project data analysis and team progress measurement. 

Similarly, TA Bot in PS-21 is a bot for solving work delays during development, which also provides 

graphs related to the impact that delays cause in development, recommending actions to mitigate the 

adverse effects. Some of this type of bots are specific to the GitHub platform, such as Stale Bot in 

PS-17 for identifying unattended pull requests; JITbot in PS-29 for prioritizing pull requests needing 

a code review; and DependaBot detailed in PS-37 and PS-40 for updating dependencies in 

repositories. We found some studies for source code management in GitHub, such as Code Climate 

Bot in PS-23, which reminds developers about pending fixes, and StyleCI in PS-34, which applies 

code style preferences. Magalhaes de Lima proposes another bot for code management in PS-33 to 

update different project branches. Devy Bot in PS-18 is the most ambitious of all management bots, 

being a conversational development assistant responsible for managing tedious, repetitive tasks with 

low levels of abstraction, thereby liberating developers to focus on more demanding and complex 

tasks. 
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We identified 12 bots related to code debugging. As a representative example, PS-1 by Belskii A. 

and Itsykson V. M. is a bot that starts by performing analysis, identifying bugs, generating possible 

solutions, offering patch fixes, and finally notifying the developer of the results. 

Among the main activities identified, another one is code analysis, characterized by code reviews 

and static analyses executed in the software implementation and maintenance stages. The main 

challenge in code review is the large amount of human effort involved, even for tool-assisted code 

reviews [16]. This could be due to the excessive complexity of applying coding standards or 

reviewers prioritizing logical checking [26]. The high number of bots identified shows that this 

activity has great potential for bot inclusion. Repairnaitor in PS-6 identifies errors in failed builds 

and proposes solutions autonomously. Other bots that perform code analysis and recommend follow-

up actions include Sankie in PS-11, CCBot in PS-25, and Danger Bot in PS-23. For a simple and 

straightforward bot companion, C-3PR Bot in PS-27 provides details for detected bugs, and Review 

Bot in PS-24 notifies coding standard violations. For GitHub, Saw-bot in PS-41 invokes SonarQube 

– a tool for static code inspection, generates a patch and then integrates its solution into a pull 

request. SapFix in PS-11 runs a code analysis on a pull request and then recommends different 

DevOps activities to perform afterward. 

As a sample from code integration, Sayme Bot, in PS-15, warns of potential direct and indirect 

conflicts when uploading changes to a GitHub repository. 

For Requirements Elicitation, there were five bot proposals. For instance, Dwitam F. and Rusli A. 

in PS-4 propose a bot capable of conducting interviews with stakeholders in software projects to 

elaborate user stories. Surana C. et al. in PS-22 propose a chatbot capable of simulating natural 

conversations with Stakeholders that can extract and classify requirements based on conversations. 

For software design, we identified five bots. RAPID bot in PS-31 offers design recommendations 

based on non-functional requirements, and iContractBot in PS-39 creates models through a step-by-

step conversation. Gilson F. and Weyns D. envisioned a more social bot in EP-9. Their bot generates 

design artifacts based on the chat logs of a development team instead of a single member. 

Another notable activity is Onboarding, where new developers are introduced to the project, with 

four bots identified. MSR Bot in PS-7 is envisioned as an assistant focused on answering questions 

about a GitHub repository’s documentation for project newcomers. The remaining identified bots 

for Onboarding address questions from development team members, such as APIBot in PS-26 and 

Smart Advisor in PS-16. 

4.2.2 RQ-2 

The benefits of applying a bot in a development activity are shown in Fig. 3. 

 
Fig. 3. Frequency of benefits of the use of bots mentioned in studies 

Fig. 3 describes the reported benefits of using bots, with task automation being the most frequently 

observed benefit. The valuable benefit of time-saving bots is that bots help developers save time by 
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partially or fully automating tasks. We found 20 bots that can completely automate tasks. For 

example, Devy in PS-8 automates Git and GitHub tasks by creating commits to a repository, 

assigning code reviews, and managing a repository via voice commands. Refactoring Bot in PS-18 

saves time by fully automating code refactoring to resolve code smells identified by the SonarQube 

static analysis tool; it then submits the changes to the developer for review via pull requests on 

GitHub. Lastly, Review Bot in PS-24 automates static analyses by generating checks for coding 

standard violations and common defect patterns and publishing the results of its analysis. In contrast, 

we identified 14 bots that automate parts of a task. This includes a chatbot by Surana C. et al. in PS-

22, Travis CI in PS-23, and Stale Bot in PS-17. These bots partially automate tasks such as user 

interviews, continuous integration, and pull requests. Another bot, by Magalhaes de Lima in PS-33, 

updates different branches based on changes pushed to a specific repository branch. These bots 

provide a time-saving benefit, though to a lesser extent. 

Another prevalent benefit of bots was the recommendation of fixing candidates for bugs. By getting 

possible solutions to a faced problem using a bot, developers can make appropriate decisions 

regarding the patches generated by the bot instead of spending time analyzing the problem on their 

own. These bots are predominantly repairing bots that help the developer identify bugs and give 

possible solutions that save time and improve the quality of the final product. For example, the 

Repairnator bot in PS-6 generates patches for undetected bugs. When it finds a bug, Repairnator 

attempts to replicate and repair the flaw, reporting the results to developers. Another example is R-

Hero in PS-36, which repairs code with compile errors. Similarly, C-3PR Bot in PS-27 suggests bug 

fixes identified through static analysis on pull requests from a project repository. ConE in PS-32 

also proposes recommendations for conflict resolution in pull requests, evaluating the danger of 

introducing defects in open pull requests. 

It is also reported that 17 bots proactively provide helpful information without requiring a direct 

request from a developer. For instance, Sayme in PS-15 is a chatbot that provides notifications of 

potential direct and indirect conflicts when pushing changes to a GitHub repository. Alternatively, 

a chatbot can provide valuable information on demand, supporting developer decision-making, as is 

the case for Smart Advisor in PS-16, with the ability to answer developer questions and give 

appropriate alerts and recommendations during coding and maintenance.  

Improvement in understanding the context of a software project is also a benefit found in six cases. 

In three cases, chatbots are used for training new development team members. The first was API 

Bot in PS-26, which introduces a developer to a documented API, answering questions about the 

API. Similarly, Dominic J., Ritter C., and Rodeghero P.’s chatbot in PS-5 answers questions from 

onboarding members. MSR Bot in PS-7 makes it easy to understand the context of a software 

repository and the changes made by the team. Lastly, we found two bots that increase security. These 

were PAutoBotCatcher in PS-35, designed to detect botnets attempting to breach a system, and 

SEADER in PS-76, designed to detect and generate fixes to misuses of APIs for Java. 

4.2.3 RQ-3 

Problems that arise in development activities that use bots are shown in Fig. 4. 

 
Fig. 4. Frequency of challenges with the use of bots mentioned in studies 
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Fig. 4 details difficulties that emerge from using bots in software development activities. We can 

identify two main complications: the low effectiveness of generated solutions and the poor 

performance of a bot in a designated activity. 

From the 24 identified cases of bot ineffectiveness, C-3PR Bot in PS-27 exemplifies a typical 

scenario where developers reject bot fix suggestions. In this case, C-3PR Bot removed commented-

out code that developers wanted to keep. Another instance of low effectiveness is PTracer in PS-19. 

It had a rejection rate of 32.45% for its generated solutions, as developers noted that the produced 

patch failed to solve identified bugs. Similarly, the bot by Brown C. and Parnin C. in PS-12 

reportedly had ineffective recommendations regarding the installation of a static analysis tool; 

developers only accepted 3% of the bot recommendations, as the bot does not recognize the 

developer's working context; when trying to install the tool, source code no longer compiled 

correctly because it violated the file formats followed by developers. On the other hand, PS-23 

reports that Travis CI in PS-23 was not beneficial to developers, as they had difficulties executing 

tests, preferring to debug manually. 

Regarding difficulties due to bots' performance, creating fixes and patches for bugs is the limited 

variety of fixes. In two sample cases, bots are reported to have a limited number of possible 

solutions. This is the case of RefBot in PS-20, with a low variety of solutions, as the bot only focuses 

on recent Pull Requests and not on the current developer context; furthermore, this bot focused only 

on quality attributes based on the QMOOD Model, which can be counterproductive for developers 

who do not use this model. Another case lacking recommendation variety is the TA Bot in PS-21, 

as this chatbot did not have enough types of delays to give practical recommendations. The 

recommendations of TA Bot did not address the cause of the delays, only the symptoms. 

High dependence on third-party technologies is a reported drawback in nine other cases. For 

example, various studies report that bots require a constant Internet connection, as in the case of the 

MSR Bot chatbot in PS-7. The Sankie bot from PS-11 also had a high dependency on external 

technologies. In this case, the bot analyzes coupling in the continuous integration and deployment 

pipeline, depending on the DevOps services provided by the Microsoft Azure platform. Sankie bot 

is also prone to respond with recommendations determined to be false negatives. 

Regarding problems with false positives, the bots in PS-3 by Padgham L. et al., StaleBot in PS-38, 

and Task Navigator in PS-46 all reportedly flagged as error actions by developers outside of the 

original scope of the bot. In the case of the bot by Padgham L. et al., for categorizing warnings, 

exceptions, and failures during test execution, it was deemed unreliable to trust the bot’s 

categorization in case few unit tests were executed. StaleBot would flag as obsolete old pull requests 

that developers would still find relevant, and TaskNavigator would not query questions from 

developers in the case there were misspellings. However, the problems with TaskNavigator were 

alleviated by implementing an autocorrect function. 

Another rare but identified problem is bots lacking support for specific commands in natural 

language. This is the case of the Refactoring Bot reported in PS-18, as commands in natural language 

were not supported. Therefore, the learning curve to use the bot was high since a developer must 

learn the specific commands of the chatbot. In the case of Devy in PS-8, the bot could not interpret 

commands from specific phrases; for example, it did not interpret the question "Who has made 

changes?" as a command to identify who has edited a file. The participants did not consider that the 

bot can interpret commands more ambiguously, needing more specific commands. 

4.2.4 RQ-4 

The intelligence characteristics we identify in this work are Adaptability, Reasoning, and Autonomy 

[7]. The subsections that follow will specify each characteristic. 

Capacity for Adaptability. Fig. 5 shows a pie chart detailing whether the bots identified are cable 

of Adaptability, whether they can recognize changes in their environment, such as different project 

configurations, or if they change their behavior to adapt functionality, supporting the developer's 
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needs. To be able to adapt, a bot needs to be aware of the context of its development activities. In 

other words, the bot refines its actions for the developer's benefit as the bot learns from their mutual 

interactions. Of the 83 bots extracted from the primary studies, in 65% of the cases, bots can adapt 

and recognize a context. In contrast, 27% of the studies report that the bot does not have this capacity. 

The bot's intelligence level is not mentioned in the rest of the cases. 

 
Fig. 5. Percentage of bots found with the capacity for Adaptability 

Bot reasoning ability. In this case, reasoning refers to the existence of an internal bot mechanism 

to parse input data, perform a task to assist the developer, and provide output data to notify 

developers about the results of actions. Natural Language Processing is the most mentioned 

technique associated with bot reasoning, particularly for chatbots. Fig. 6 shows a pie chart detailing 

whether the bots identified are cable of Reasoning. Of the 83 bots identified, in 74% of the cases, it 

was possible to extract a reasoning mechanism for a bot. Of the remaining cases, in 11% of the cases, 

the bots do not have this ability, and in 15% of the cases, a reasoning mechanism is not mentioned. 

 
Fig. 6. Proportion of bots found with the capacity for Reasoning 

Autonomy capacity. Fig. 7 presents a pie chart detailing whether the bots identified are capable of 

Autonomy, which is the ability to provide a beneficial service without the need for explicit human 

instructions. Bots that demonstrate Autonomy have a degree of independence and perform their 

tasks on their own, contacting the developer via messages and notifications to provide information, 

warnings, recommendations, or status reports, either periodically on their own or when requested by 

a human. A case that illustrates high independence is JIT Bot from PS-29. After performing its initial 

analysis, it keeps track of the repository and its changes without human intervention. Analysis Bots 

can also be autonomous, like the C-3PR bot in PS-27. On its own, C-3PR suggests fixes for static 

analysis violations via pull requests, which constructs after running an independent static analysis. 
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A plurality of bots at 47% lack autonomy, whereas only 42% of bots identified were determined to 

display it. Notably, in 11% of the group of bots identified autonomy was not mentioned and thus 

could not be determined. 

 
Fig. 7. Proportion of bots found with the capacity for Autonomy 

4.3 Thematic Synthesis Results 

To produce a thematic map, we used MaxQDA, a tool for data analysis, integrating qualitative 

methods. With this software, we identified and organized coded segments of data. Fig. 8 shows the 

higher-order thematic map produced following the thematic synthesis process for software 

engineering [13]. 

The diagram is divided into themes derived from codes based on excerpts from the 83 primary 

studies found in the literature review. Eight higher-order themes, representing different concepts, 

branch from the main theme about bots for software development. These themes, categorized in 

clockwise order, are Reasons why developers use bots; Bot users; Benefit from the use of bots; 

Activities that apply bots; Types of bots, classified by the platform for their use, and Lebeuf et al.’s 

Taxonomy [9]; Mechanisms for the implementation of bots; Problems encountered with the use of 

bots; and Areas of improvement proposed by authors. Each lower-order theme is linked to other 

themes in different categories. 

5. Discussion 

This section presents a discussion regarding the results associated with each RQ. A significant 

general observation is that primary studies on bots applied to software development before 2019 are 

scarce. The surge of research articles afterward can be attributed in part to the creation of the first 

international workshop on using Bots in software engineering (BotSE), a subsidiary of ICSE. It is 

apparent from the results that this workshop significantly boosted the research on this topic. It is 

also interesting to note that following the surge in 2019, in the following years, primary studies 

decreased slightly. This may be due to the disruptions caused by COVID-19 at a global level from 

2020 onwards. 

5.1 Software development activities where bots are involved 

The most popular activity found is project management, in which traceability of actions and 

communication to facilitate collaboration between members is crucial. Other aspects include 

monitoring the development activities performed by a team and maintaining control in online 

repositories such as GitHub, where source code and documentation can be uploaded. Another 

frequently cited activity is onboarding, where the team members receive training, either when a new 

member joins and needs to understand the context of the project or even to learn the workflow of 

the rest of the team. Notably, bots can also support activities related to source code, such as coding, 
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static analysis, debugging, and code refactoring; but in this kind of activity, bots also present some 

issues. 

The results are likely to be expanded as more types of bots arise. We believe new bots will appear 

focusing on other software development activities not seen in the results, such as bots for software 

validation, generation of test suites, monitoring a Personal Software Process (PSP), or other software 

development activities. This will significantly increase the usage and opportunities of bots in the 

context of software development. 

 

Fig. 8. Thematic map of higher-order themes about bots 

5.2 Benefits of applying a bot in a development activity 

The most widely reported benefit of using bots is time-saving, as bots can perform tasks or assist 

developers, decreasing the time to complete different tasks. As mentioned earlier, bots for project 

management are the most popular, helping to save time, although they come with a learning curve 

and have inherent drawbacks related to adopting new tools for development. As an example of time-

saving, bots for repository management activities, such as organizing pull requests, code reviews, 

and project builds, have the main benefit of saving time by reducing developer workload and 

overseeing menial and relatively straightforward tasks. 
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A limited benefit of bots is that they can provide helpful information through recommendations. 

This benefit applies to bots that identify bugs and recommend a suitable fix. The caveat is that 

sometimes the bot's solutions are incorrect. Therefore, humans should always review bot solutions 

before committing them to a repository.  

Another benefit we want to highlight comes from bots for onboarding. These bots help new 

developers in a team to learn about the project domain and workflow of existing team members so 

that they can integrate into the team with minimal disruptions and better productivity. We believe 

that these bots could be adopted to teach SE students about the context of professional software 

development since they will be the new software developers in a team. 

The benefits provided by bots depend on the functions performed by them related to development 

activities. Generally, the more involved a bot is in an activity, the greater the benefits. However, a 

developer should weigh the risks that come with the use of bots. 

5.3 Problems that arise in bot-aided development activities 

We also analyzed challenges encountered by adopting bots for software development to contrast 

benefits. The most frequent is the poor performance of the bot contributions. The recommendations 

or warnings bots provide can sometimes be of little to no use to a developer. 

There can also be developers misunderstanding regarding the scope and limitations of bots. This, in 

turn, leads to developer frustration, causing reluctance to use bots. 

A different technical limitation is that bots cannot communicate on the same verbal level as humans, 

although significant advances in chat and voice bots aim to close this gap, as is the case in emerging 

technologies such as ChatGPT. 

We believe that the difficulties that arise from using bots are inherent to the learning curve associated 

with them. This is especially true for some chatbots, as they need structured commands to perform 

tasks, requiring developers’ memorization of them to be productive. In this sense, we can argue that 

bots have not yet fully achieved the goal of becoming seamless developer assistants. 

5.4 Bots’ intelligence level for software development 

Regarding the intelligence of bots, we observed that, from the pool of 83 studies, most of the bots 

display all 3 of the intelligence metrics. These metrics, following [9], are the ability to exhibit 

Adaptability, Reasoning, and Autonomy. However, in a minority of cases, bots either did not present 

a particular intelligence or the study did not mention it, resulting in ambiguity, not allowing us to 

determine if a bot had or did not have a metric for intelligence. 

We also note that these intelligence criteria were subject to our interpretation since, in most primary 

studies, intelligence metrics are not explicitly mentioned. Thus, we derived the appropriate 

intelligence metric from the bot function, the interactions of the bot with humans, and the bot 

implementation mechanisms. 

6. Conclusions 

In this paper, we conducted a literature review on bots in Software Engineering. The study selection 

consisted of an automatic search, followed by a supplementary Snowballing search and a quality 

evaluation filter. From this process, we identified 83 primary studies which answered our RQs. The 

primary objectives of our RQs were to outline SE activities supported by bots and the benefits and 

challenges that this support entails. 

We found in our research that bots are mainly used for project management, to automate tasks with 

a low level of abstraction, such as tagging pull requests and commits, assigning team members to 

code reviews, performing static code analyses, and tracking changes in project repositories. 

The primary benefit of including bots in software development is time-saving, automating tasks, and 

expediting activities such as debugging through bug identification and solution recommendation. 
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Time-saving in these activities means developers have more time for complex development 

activities related to Requirements Elicitation, Design, and Implementation. 

Despite the benefits, challenges such as low bot effectiveness and performance arise. These 

problems come along with a perceived high learning curve for using bots, making it challenging to 

use bots to their full extent and understand their limitations. All the mentioned problems diminish 

time-saving and may detract software developers, but we believe that developers and researchers 

will overcome such challenges in the future as better and more sophisticated Artificial Intelligence 

techniques appear. 

Our research points out that most bots exhibit, to some extent, adaptability, and autonomy, which 

may indicate that most bots have a high level of intelligence. Even so, limitations in language 

processing still prevent bots from being true developer assistants with the capacity to communicate 

and participate in the development as team member colloquially. However, the mentioned 

limitations may soon change thanks to breakthrough new technologies like ChatGPT. 

As for future work, we envision delving deeper into the mechanisms and Artificial Intelligence 

principles in which bots for software development rest. This complements the current study, 

allowing us to associate trends in Artificial Intelligence with Software Engineering advancements 

to create a better picture for software developers and researchers. We believe software development 

assisted by Artificial Intelligence will be an ongoing trend in Software Engineering, like sign and 

overflow detection. 
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factors in patients with breast cancer in a dataset by following the Knowledge Discovery in Databases process. 

To determine the relevance of risk factors, this research implements two feature selection methods: the Chi-
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Аннотация. Рак молочной железы представляет собой серьезную угрозу для здоровья женщин во всем 

мире. Хотя точные причины этого заболевания до сих пор неизвестны, известно, что заболеваемость 

раком молочной железы связана с некоторыми факторами. Факторы риска при раке – это любые 

генетические, репродуктивные, гормональные, физические, биологические или связанные с образом 

жизни состояния, которые увеличивают вероятность развития рака молочной железы. Настоящее 

исследование направлено на выявление наиболее значимых факторов риска у пациентов с раком 

молочной железы по набору данных, следуя процессу «Обнаружение знаний в базах данных». Чтобы 

определить актуальность факторов риска, реализованы два метода отбора признаков: критерий Хи-

квадрат и взаимная информация; для проверки полученных результатов используются семь 

классификаторов. Результаты показывают, что наиболее важные факторы риска связаны с возрастом 

пациентки, ее менопаузальным статусом, прохождением гормональной терапии и типом менопаузы. 

Ключевые слова: добыча данных; рак молочной железы; факторы риска. 
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1. Introduction 

Globally, breast cancer is the most common and widespread type of cancer among women with more 

than 2.2 million new cases and about 680,000 deaths in 2020, according to the Global Cancer 

Observatory [1]. The early detection of breast cancer is key to increase the chance of treatment and 

recovery; this is normally done by screening tests, such as a mammography. Studies have also 

identified what are known as risk factors, that are associated with the likelihood of developing breast 

cancer. There are a wide variety of risk factors that include genetic, reproductive, hormonal, 

physical, biological, lifestyle-related, among others [2]. It is important to analyze and understand 

the possible impact each factor could have in the development of breast cancer so that physicians 

could suggest preventive strategies to women who are known to have some of these risk factors. 

A common trend in recent years is the analysis of data obtained from clinical records [3, 13, 14]. 

This has been achieved by using methodologies that extract potentially valuable information. 

Knowledge Discovery in Databases (KDD) [4] is a process that follows different phases or stages 

(Figure 1), such as selection, preprocessing and transformation of data, so that machine learning 
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methods could be applied with the aim of classifying information (prediction) or identifying new 

knowledge (discovery). 

In this research we follow the KDD process, and our main contribution is the integration of feature 

selection methods and ensemble learning algorithms to determine and validate relevant risk factors 

from a breast cancer dataset. The most relevant factors identified are related to the patient’s age, 

whether she had undergone hormone therapy, her type of menopause, and her menopausal status. 

 
Fig. 1. Knowledge Discovery in Databases Process (taken from [4]) 

Being able to determine whether there is a risk of breast cancer or not solely from information readily 

known to most people is an important tool that would be widely available without the need to have 

specialized equipment. Of course, this is not meant to substitute screening tests and the knowledge 

of medical personnel. However, these tools could provide useful information and be part of the 

strategies for breast cancer risk control. 

The rest of this paper is organized as follows. Section 2 reviews the related works for determining 

breast cancer risk factors. Section 3 explains the dataset used in this research. Section 4 describes 

the data pre-processing stage. Section 5 explains how the relevant risk factors are selected. Section 

6 shows the results of classification methods on the dataset. Section 7 presents the validation of 

those selected risk factors. Section 8 provides our final conclusions. 

2. Related work 

Li et al. [5] present a prevention and control system for breast cancer by means of item rule 

association algorithms applied on a private dataset with 2,966 records and 83 attributes. An 

important characteristic of their work is the creation of their own dataset by interviewing patients 

from 22 hospitals over a one-year period and storing clinical, personal, and socio-economical 

information. Three types of rules defining the more relevant risk factors were identified; 35 rules 

were obtained using a single factor, 19 rules were obtained combining two factors, and 9 rules were 

obtained combining three factors. The main difference with our work is the creation of their own 

dataset, that provides more information and control. Kabir et al. [6] also generated risk factor rules 

by means of association rule mining, using the Breast Cancer Surveillance Consortium’s (BCSC)1 

Risk Factors dataset. This public dataset contains 6,318,638 cases and 13 attributes, although all 

records containing at least one missing value were discarded. The logit model was used to select 

those factors that may affect the likelihood of breast cancer. A set of 5 rules was obtained for breast 

cancer cases and 4 rules for non-cancer cases. However, because of the class imbalance problem, 

they had to adjust the algorithm for the breast cancer cases. 

                                                           

1 Breast Cancer Surveillance Consortium page: https://www.bcsc-research.org 
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The class imbalance is a problem that is commonly found in cancer-related datasets, since there are 

fewer positive cases compared to the number of negative cases. Kabir and Ludwig [7] focused on 

this issue by implementing six data-level resampling approaches. These techniques were applied on 

the BCSC’s Risk Factors dataset, after discarding all records containing at least one missing value. 

The authors used three different classification algorithms: Decision Tree, Random Forest, and 

XGBoost. Their results showed that performance improves when resampling techniques are used 

compared to when no techniques are applied. The difference with our work is that we use a 

resampling approach at the algorithm level. 

In summary, the main distinction between the described works and ours is that we make use of 

feature selection methods, a resampling technique, and use classification to validate the relevance 

of the selected risk factors. 

3. Data selection 

The breast cancer dataset used in this research was obtained from the Breast Cancer Surveillance 

Consortium (BCSC)2. The BCSC provides four datasets related to risk factors of breast cancer. For 

our analysis, the Risk Estimation (v.2) dataset [8] was selected (with information ranging from 1996-

2002) for three reasons: i) it provides an attribute indicating the presence of breast cancer,  that is 

used to classify each case, ii) it contains information about 11 risk factors, and iii) patients had no 

previous diagnosis of breast cancer up until the screening test recorded in the dataset. This last point 

is important because we are interested in determining relevant risk factors when no cancer has been 

diagnosed before. For instance, the Risk Factors (v.2) dataset also includes information of patients 

that have had cancer at some point in their life. This dataset could be useful to analyze the 

relationship between risk factors in women that have had cancer and those that have not. 

Table 1 contains the description of the 16 attributes within the Risk Estimation (v.2) dataset and the 

values that can be assigned to each attribute, as well as their meaning. Table 2 shows the number of 

breast cancer cases, and their corresponding percentage, within the Risk Estimate (v.2) dataset. In 

total the dataset contains 1,007,660 cases. However, notice the difference between positive cancer 

(0.73%) and non-cancer (99.27%) cases. This imbalance in the data is an issue commonly present 

in this type of problems and will be further discussed in Section 6. 

4. Data preprocessing 

The preprocessing phase for our research consisted in taking the original dataset and apply four 

different operations. 

4.1 Simple conversion operations 

First, we converted all data types from numerical to categorical, except the count attribute which 

remained as a numeric attribute. Second, we converted all 9 values to the categorical value of 

unknown in all attributes that contain this value (i.e., attributes 1 and 3 to 12). 

4.2 Attribute transformation 

After analyzing the values of three attributes, specifically, value 1 of the menopause attribute, value 

9 of the surgmeno attribute, and value 9 of the hrt attribute (attributes 1, 11 and 12 in Table 1 

respectively); we decided to transform these three attributes to clarify the information given by those 

values. For the menopause attribute, value 1 refers to postmenopausal women or women of more 

than 55 years old. It is possible to identify true postmenopausal cases by means of the surgmeno 

                                                           

2 Data collection and sharing was supported by the National Cancer Institute-funded Breast Cancer 

Surveillance Consortium (HHSN261201100031C). http://www.bcsc-research.org/ 



Ибарра-Куэвас С.Х., Нунес-Варела Х.И, Нунес-Варела А., Мартинес-Перес Ф. Э., Нава-Муньос С.Э., Рамирес-Гамес С.А., Перес-

Гонсалес Э.Х. Определение релевантных факторов риска для рака молочной железы. Труды ИСП РАН, 2024, том 36 вып. 1, с. 225-

238. 

229 

attribute. If the surgemeno attribute contains a 0 or 1, it means that the record refers to a 

postmenopausal woman, and these records are assigned a value of 1 in the menopause attribute. A 

new value 2 was created and assigned to those cases where it is not possible to define whether a 

woman is postmenopausal or is older than 55 years. The attribute was renamed as menopause_new 

to differentiate from the original (see Table 3). Originally, value 1 was assigned to 140,843 records; 

after the transformation 107,810 records were detected as true postmenopausal cases (that were left 

with a value of 1), and the rest were assigned the new value of 2. 

Table 1. Description of attributes of the Risk Estimation (v.2) dataset 

No. Attribute Description Values 

1 menopause Menopausal status 

0 = premenopausal 

1 = postmenopausal or age>=55 

9 = unknown 

2 

 
agegrp Age (years) in 5-year groups 

1 = 35-39 

2 = 40-44 

3 = 45-49 

4 = 50-54 

5 = 55-59 

6 = 60-64 

7 = 65-69 

8 = 70-74 

9 = 75-79 

10 = 80-84 

3 density BI-RADS breast density codes 

1 = Almost entirely fat 

2 = Scattered fibro glandular densities 
3 = Heterogeneously dense 

4 = Extremely dense 
9 = Unknown or different measurement system 

4 race Race 

1 = white 

2 = Asian/Pacific 

Islander 
3 = black 

4 = Native American 
5 = other/mixed 

9 = unknown 

5 hispanic Patient is Hispanic 

0 = no 

1 = yes 
9 = unknown 

6 bmi Body mass index 

1 = 10-24.99 

2 = 25-29.99 

3 = 30-34.99 
4 = 35 or more 

9 = unknown 

7 agefirst Age at first birth 

0 = Age < 30 
1 = Age 30 or greater 

2 = Nulliparous 

9 = unknown 

8 nrelbc 
Number of first-degree 

relatives with breast cancer 

0 = zero 
1= one 

2 = 2 or more 

9 = unknown 

9 brstproc Previous breast procedure 

0 = no 

1 = yes 

9 = unknown 

10 lastmamm 
Result of last mammogram 

before the index mammogram 

0 = negative 

1 = false positive 

9 = unknown 

11 surgmeno Type of menopause 

0 = natural 
1 = surgical 

9 = unknown or not menopausal (menopause=0 or 

menopause=9) 

12 hrt Current hormone therapy 

0 = no 

1 = yes 

9 = unknown or not menopausal (menopause=0 or 
menopause=9) 

13 invasive 

Diagnosis of invasive breast 

cancer within one year of the 

index screening mammogram 

0 = no 
1 = yes 
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14 cancer 

Diagnosis of invasive or ductal 

carcinoma in situ breast cancer 

within one year of the index 

screening mammogram 

0 = no 

1 = yes 

15 training Training data 
0 = no (validation) 

1 = yes (training) 

16 count 

Frequency count of this 

combination of covariates and 

outcomes (all variables 1 to 15) 

 

Table 2. Distribution of positive and non-cancer cases 

Breast Cancer Diagnosis Cases % 

Yes 7,319 0.73 

No 1,000,341 99.27 

Total 1,007,660 100 

For the surgmeno attribute, value 9 is given to women that have not undergone menopause yet or 

the status of menopause is unknown. A new value 2 was created to refer to cases that are still not 

menopausal by checking if the menopause attribute is 0. The attribute was renamed as 

surgmeno_new to differentiate from the original (see Table 3). Originally, value 9 was assigned to 

83,545 records; after this operation 29,542 records were given the value of 2, and 54,003 remained 

as unknown. 

Similarly, for the hrt attribute, the same value 9 is assigned to cases that have not presented 

menopause or to cases where the use of hormone restitution therapy is unknown. A new value 2 was 

created to refer to cases that are still not menopausal by checking if the menopause attribute is 0. 

The attribute was renamed as hrt_new to differentiate from the original (see Table 3). Originally, 

value 9 was assigned to 64,489 records; after this operation 29,542 records were given the value of 

2, and 34,947 remained as unknown. 

Table 3. New attributes after being transformed 

Attribute Values 

menopause_new 

0 = premenopausal 

1 = postmenopausal 

2 = postmenopausal or age>=55 

9 = unknown 

surgmeno_new 

0 = natural 

1 = surgical 

2 = not menopausal 

9 = unknown or unknown menopausal (menopause=9) 

hrt_new 

0 = no 

1 = yes 

2 = not menopausal 

9 = unknown or unknown menopausal (menopause=9) 

4.3 Attribute removal 

Three attributes were removed from the dataset. The invasive attribute, that refers to the diagnosis 

of invasive or ductal carcinoma, was not considered due to the causality of correlation with the 

cancer attribute of interest. The training attribute suggests whether that record in the dataset is to be 

considered for training or validation. However, because of the next transformations to be described 

we cannot use this division of records, thus the attribute is removed. Finally, the last_mammogram 

attribute indicates the result of the last mammogram taken before the index mammogram that relates 

to the cancer attribute. Since it only contains information about negative and false positive results, 

then, it can be removed without affecting our analysis. 
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4.4 Elimination of records with unknown values 

Most of the attributes, as shown in Table 1, contain the unknown value. After careful analysis we 

decided to remove all records containing one or more unknown values and work only with records 

containing true values. After this operation, out of the 1,007,660 cases in the dataset (see Table 2), 

we are left with 160,390 cases. 

5. Risk factors selection 

To determine the ranking of attributes, this research makes use of two feature selection methods: 

Chi-squared test and Mutual Information. 

5.1 Chi-squared test 

The Chi-squared test is a nonparametric statistical technique used to determine if a distribution of 

observed frequencies differs from the theoretical expected frequencies [9]. Table 4 presents the Chi-

squared values obtained for each of the 11 risk factors within the dataset. The values are sorted in 

descending order. The higher the value of an attribute the more relevant it is considered. We also 

verified the resulting values with a confidence of 95% (p-value of 0.05). Attributes from 1 to 9 are 

statistically significant at the 0.05 level. Only attributes 10 and 11 are not statistically significant. 

According to the obtained values the first four attributes could be considered as more relevant, i.e., 

the patient’s age (agegrp), whether she had undergone hormone therapy (hrt_new), her type of 

menopause (surgmeno_new), and her menopausal status (menopause_new). The next two attributes 

are also interesting, whether the patient have had a breast procedure (brstproc) and the patient’s 

breast density (density). The rest of the attributes could be considered less relevant for this specific 

dataset. 

Table 4. Chi-squared results for all risk factors 

No. Attribute Chi-squared 

1 agegrp 170.285 

2 hrt_new 84.667 

3 surgmeno_new 82.352 

4 menopaus_new 82.306 

5 brstproc 49.163 

6 density 40.555 

7 nrelbc 21.018 

8 Hispanic 16.404 

9 agefirst 6.721 

10 race 4.456 

11 bmi 1.374 

5.2 Mutual Information 

Mutual Information [10] is calculated between two variables and measures the reduction in 

uncertainty for one variable given a known value of the other variable. Table 5 presents the values 

obtained from the Mutual Information with normalization. Again, the values are sorted in 

descending order. The higher the value of an attribute the more relevant it is considered. Here, a 

threshold (cutoff) value was calculated in order to determine which attributes should be selected. 

Our threshold value was calculated by means of the standard deviation (S). For an attribute to be 

selected, its Mutual Information value must be greater than the threshold value S. In this case, only 

the first four attributes are greater than our calculated S = 0.00022. Notice that these four selected 

attributes are the same most relevant calculated by the Chi-squared test. The rest of the attributes 

have a similar ranking as given by the Chi-squared test. 
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Table 5. Mutual Information results for all risk factors 

No. Attribute Mutual Information 

1 agegrp 0.000740 

2 hrt_new 0.000398 

3 surgmeno_new 0.000390 

4 menopaus_new 0.000390 

5 brstproc 0.000202 

6 density 0.000196 

7 Hispanic 0.000092 

8 nrelbc 0.000085 

9 agefirst 0.000032 

10 race 0.000021 

11 bmi 0.000006 

5.3 Definition of subsets of relevant attributes 

To synthesize and validate the results obtained by the Chi-Squared test and Mutual Information, 

three subsets are defined based on the values given in the rankings of both methods as seen in Table 

6. 

Table 6. Attributes of the defined subsets 

Subset ID Attributes 

Subset(4) {agegrp, hrt_new, surgmeno_new, menopause_new} 

Subset(7) {Subset(4), brstproc, density, nrelbc} 

Subset(11) {Subset(7), Hispanic, agefirst, race, bmi} 

6. Imbalance classification problem 

This type of problem occurs when the number of records of some class label is much larger than the 

other class (as shown in Table 2). This problem remains after the preprocessing phase described in 

Section 4, where all records with an unknown value were eliminated. The resulting dataset ended up 

with 95.83% of non-cancer records versus 4.17% of positive cancer records. The problem of class 

imbalance has been actively addressed and several techniques to deal with this problem have been 

proposed, both at the data-level and algorithm-level [11]. Because it is important to maintain the 

integrity of our dataset, we follow an algorithm-level approach by implementing an ensemble 

learning method, particularly the Bagging method [12]. 

The Bagging method creates independent and parallel sub-classifiers with a single machine learning 

algorithm. First, from the initial data, several subsets of the same size are generated, thus ensuring 

diversity and independence. Then, for each sample, a sub-classifier is constructed and, finally, using 

a majority vote the final classification is obtained (Fig. 2). 

 
Fig. 2. Bagging diagram 
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Following this method, it was necessary to create a resampling of the data according to the cancer 

attribute. Fig. 3 shows the process used to perform such resampling. From the dataset, after being 

preprocessed, twenty-three sample groups were randomly generated, combining all the positive 

cancer records with a subset of the same number of randomly selected non-cancer records. Since the 

dataset ended up with 1,053 positive cancer records after the preprocessing phase, each sample group 

contains that number of records plus a random selection of 1,053 non-cancer records (2,106 records 

per sample group). 

7. Risk factors validation 

Section 5 defined two similar rankings for the risk factors within the dataset. The aim of identifying 

which risk factors are more relevant than others, is to use those relevant attributes to determine breast 

cancer cases, or at least, to pay more attention to those specific factors. In this section, experiments 

will be performed to determine the predictive performance of the attribute subsets as defined in 

Table 6, i.e., Subset(4), Subset(7), and Subset(11), where the latter will be used as baseline for the 

previous two subsets. For our experiments, the RapidMiner software platform3 was used, as it 

provides preprocessing procedures and the implementation of machine learning algorithms, among 

other features. Seven different algorithms were selected to cover multiple machine learning 

techniques: Decision Tree, Decision Stump, Random Tree, Deep Learning, Generalized Linear 

Model, Naïve Bayes, and k-NN (k-Nearest Neighbors). All algorithms were executed considering 

the default settings given by the software platform. To validate each subset of attributes, the seven 

classification algorithms were trained only with the attributes that belong to the subset being 

evaluated. Also, a 10-fold cross validation was used to obtain the performance metrics of accuracy, 

precision, and recall. 

 
Fig. 3. Resampling process for the class imbalance problem 

Table 7 presents the results for the three subsets of attributes as defined in Table 6. The first thing 

to note is the column that refers to Subset(11); this is our baseline, as it considers all attributes. The 

classifiers with the highest accuracy (Acc.) are Decision Tree and Deep Learning with 97.45% and 

97.21% respectively, while the least accurate is Random Tree with 78.38%. 

Table 7. Performance metrics of the subsets of relevant attributes. 

Algorithm Metric Subset(4) Subset(7) Subset(11) 

Decision Stump 

Acc. 86.32% 86.32% 86.32% 

Prec. 99.79% 99.79% 99.79% 

Rec. 72.83% 72.83% 72.83% 

Decision Tree 
Acc. 86.32% 96.18% 97.45% 

Prec. 99.79% 99.82% 99.77% 

                                                           

3 Rapid Miner page: https://rapidminer.com 
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Rec. 72.83% 92.53% 95.12% 

Random Tree 

Acc. 85.24% 80.67% 78.38% 

Prec. 98.29% 94.39% 87.79% 

Rec. 72.15% 67.16% 70.08% 

Deep Learning 

Acc. 93.32% 96.16% 97.21% 

Prec. 99.41% 99.65% 99.52% 

Rec. 87.19% 92.65% 94.88% 

Generalized Linear Model 

Acc. 92.87% 95.56% 96.62% 

Prec. 99.62% 99.68% 99.71% 

Rec. 86.09% 91.44% 93.51% 

Naïve Bayes 

Acc. 92.51% 93.87% 93.93% 

Prec. 98.77% 98.64% 98.70% 

Rec. 86.31% 89.11% 89.16% 

k-NN 

Acc. 93.10% 87.27% 81.30% 

Prec. 100.00% 99.94% 99.91% 

Rec. 86.20% 74.59% 62.67% 

It is important to also consider the metrics of precision (Prec.) and recall (Rec.), that provide more 

information with regard of the classification of positive cancer cases. The higher the precision value 

the fewer false positives being classified. On the other hand, the higher the recall value the more 

positive records are classified correctly. In our experiments for Subset(11), the precision values for 

all algorithms are high. However, the recall value for k-NN is low, which means that only 62.67% 

of the positive cancer cases were correctly classified. In terms of the three metrics, Decision Tree, 

Deep Learning, and Generalized Linear Model obtained the best results for all attributes. 

In order to validate whether the selected attributes could be truly relevant in our study, we need to 

compare the results against those obtained by the baseline (Subset(11)). First, notice that Decision 

Stump reported the same results for the three subsets. This is because the algorithm generates a 

decision tree with only one division obtained from the evaluation of one of the most significant 

attributes. In our case, the algorithm chose the attributes of agegrp and menopause_new as a single 

node, and since both attributes are part of the three subsets then the results are the same. Although 

these results do not provide new information, as they are the same, the algorithm does support the 

relevance of these two attributes as stated in Section 5. 

After analyzing these results, it is possible to conclude that the four selected risk factors: the patient’s 

age (agegrp), whether she had undergone hormone therapy (hrt_new), her type of menopause 

(surgmeno_new), and her menopausal status (menopause_new); are relevant for the classification of 

positive cancer cases. 

8. Conclusions 

Predicting the risk of breast cancer occurrence is an important challenge for clinical oncologists as 

this has a direct influence on their daily practice and clinical service. The study of risk factors for 

breast cancer is an option that has been investigated to create control and risk assessment strategies 

in women. The main objective of this research is to identify relevant risk factors that could accurately 

predict whether a woman can develop breast cancer or not. Our research explores two feature 

selection techniques, Chi-squared test and Mutual Information, combined with an ensemble method 

(Bagging) to detect breast cancer cases with information on risk factors. We found that the most 

relevant risk factors in breast cancer cases, according to the dataset analyzed, are the patient’s age 

(agegrp), whether she had undergone hormone therapy (hrt_new), her type of menopause 

(surgmeno_new), and her menopausal status (menopause_new). These four risk factors were 

validated by means of seven classification algorithms. It is possible to obtain a predictive 

performance similar to that obtained using all 11 attributes of the dataset. These are significant 

results that should also be validated by physicians. It is difficult to directly compare our results with 
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other similar works because of the different datasets and methods being used. Datasets may contain 

clinical, personal, demographical, therapeutical, or pathological information, and the availability of 

this information and the number of attributes of each type will affect the results obtained. As future 

work, one of the most important issues is to have as much data as possible. We are looking at the 

possibility of creating our dataset in collaboration with local hospitals. Also, we are interested in 

exploring other feature selection methods and resampling techniques, along with other classification 

algorithms. We expect that this work could further advance our understanding in topics as relevant 

such as this. 
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Abstract. A person who has had a stroke needs rehabilitation to recover from the effects of the incident. A 

multidisciplinary team of experts performs rehabilitation, offering treatment from many fields, including 

neurology, nutrition, psychology, and physiotherapy. In the rehabilitation process, physicians interact with 

medical computing software and devices. The interactions represent medical activities that follow 

rehabilitation. Nevertheless, how specialists collaborate to do medical tasks is poorly understood using 

technologies since no particular means of communication enable interdisciplinary cooperation for integral 

rehabilitation of strokes. Therefore, we present a collaborative software architecture to assist and enable the 

monitoring of medical activities through multimodal human-computer interactions. The architecture has three 

layers: the first is to perceive interactions and monitor activities, the second is to manage information sharing 

and interdisciplinary access, and the third is to assess how well multidisciplinary activities were carried out. 

The physicians are assisted in their decision-making on the execution of the treatment plan by evaluating how 

the activities are carried out, which are recollected through the architecture proposed. As a result, we provide a 

prototype with a user-centered design that understands how the architecture supports human-computer 

interactions. 
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Аннотация. Человек, перенесший инсульт, чтобы оправиться от его последствий, нуждается в 

реабилитации, Многопрофильная команда экспертов проводит реабилитацию, предлагая 

многоплановое лечение, включая диету, неврологию, психологию и физиотерапию. В процессе 

реабилитации врачи взаимодействуют с медицинскими приборами и программным обеспечением. 

Такая работа представляет собой медицинскую врачебную деятельность, сопровождающую процесс 

реабилитации. Тем не менее, в силу отсутствия подходящих средств взаимодействия, позволяющих 

осуществлять междисциплинарное сотрудничество при комплексной реабилитации инсультов, 

способы взаимодействия специалистов, совместно решающих медицинские задачи, технологически 

понимаются плохо. Поэтому мы представляем совместную программную архитектуру, способную 

обеспечить мониторинг медицинской деятельности посредством мультимодального взаимодействия 

человека и компьютера. Архитектура имеет трехуровневое строение: первый уровень служит для 

восприятия взаимодействия и мониторинга деятельности, второй – для управления обменом 

информацией и междисциплинарным доступом, а третий – для оценки того, насколько хорошо были 

выполнены междисциплинарные мероприятия. Врачам помогают в принятии решений по выполнению 

плана лечения путем оценки того, как выполняются действия, которые рекомендуются предложенной 

архитектурой. В результате мы предоставляем прототип, спроектированный с ориентацией на 

пользователя, который понимает, как архитектура поддерживает взаимодействие человека с 

компьютером. 

Ключевые слова: врачебная деятельность; архитектура; рабочая группа; совместная деятельность; 

реабилитация инсульта. 
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1. Introduction 

Medical activities are carried out with interactions of various devices. Also, several physicians are 

involved in rehabilitating patients who have suffered cerebrovascular accidents. A human-computer 

interaction that allows different modes of data entry is called multimodal [1]. Assume that any 

interaction of this kind qualifies as a recorded event. In this situation, monitoring medical actions to 

assess their behavior and efficiency during the event-driven rehabilitation process is feasible. This 

type of scenario can be represented with the design of user interfaces [2]. For this, it is important to 

consider that a multidisciplinary team carries out all these activities [3]. Therefore, when receiving 

the users' multimodal interactions; it is essential to coordinate the activities to maintain a correct 
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record of the executed rehabilitation process. In addition, other aspects that intervene to coordinate 

events must be considered, such us: How are the activities related? Who or what triggers an activity? 

How is user collaboration perceived? How to represent the activities to evaluate the progress of the 

rehabilitation? 

Therefore, there is no clear conception of how specialists coordinate to carry out medical activities 

to evaluate the rehabilitation process of people who have suffered an ictus. Particularly, there are no 

specific communication channels that allow multidisciplinary collaboration during the whole 

rehabilitation process. Hence, not having precise coordination of medical activities in a team of 

specialists collaborating on rehabilitation treatment could prolong care time. Also, maintaining 

ineffective communication between members regarding the integral treatment activities affects the 

patient treatment since some indications might be contradictory, so coordination to generate an 

integral treatment is mandatory and must be guaranteed.  

This paper proposes a new collaborative software architecture focused on monitoring medical 

activities in collaborative teams using a groupware approach that reinforces team coordination, 

ordering events, and evaluating activities involved in rehabilitating patients who have suffered ictus. 

Also, we developed a new prototype with a user-centered design that perceives human-computer 

interactions supported by the new architecture.   

This paper is structured as follows. Section 2 describes the state of the art. Section 3 proposes a 

conceptual architecture for a collaborative system focused on stroke rehabilitation activities. Section 

4 shows the user-oriented prototype with the proposed architecture as a base. Finally, section 5 

presents the conclusions and future work. 

2. State of the art 

We explored works that consider a multidisciplinary collaboration for the complete rehabilitation of 

patients that have suffered a stroke, see Table 1. 

The papers in the state-of-the-art review explain case studies of medical situations where 

collaboration is required. Mainly, they explain an analysis related to how the collaboration is carried 

out [6-7, 10, 14] and which patient data should be used to generate statistics [6, 9-12, 14-15]. In 

addition, in some works [10, 14], they establish collaboration measures to evaluate the coordination. 

The works [6-7, 10, 14] explain the presence of teamwork, although only [10] and [14] contemplate 

collaborative activities. In contrast, [6, 9-12, 14-15] perform data treatment with statistical analysis, 

meta-analysis, and results graphs, but only [8-9, 13-15] have defined a workflow. Therefore, it is 

reflected that there is little attention to collaborative activities. On the other hand, exploring data 

processing is necessary since few works have considered workflows and teamwork. 

Some papers [16-20] propose an entity relationship diagram to define a database. Other authors 

established, Workflow for data management [17, 19-20]. Three works [16-17] and [20] provide care 

in the subacute phase or hospital care. [19] provides care in the acute phase or primary care. [18] 

focuses on chronic care, which refers to follow-up in rehabilitation. Three authors [17, 19] and [20] 

defined a workflow, although none of these contemplated teamwork or collaborative activities. In 

contrast, [16] and [18], even when both included performance teamwork, only [16] approached 

collaborative activities. 

The works [21, 23-26, 28-29] are oriented to the acute phase. [21] and [23] approached their works 

considering the subacute phase. Instead, [23-24, 26, 28] and [30] focused on the area of critical care. 

We showed that [21-25] and [27] presented data processing, and only [22, 24-25, 27] and [30] carried 

out collaborative activities. [21-22] and [24] use teamwork, and [24, 26-27] have a defined 

workflow. In the works [21-30], they proposed using desktop software, mobile applications, network 

services, and implementations of robotic arms, video games, and bio-robotic aids to support primary 

care medical decisions or assistance to develop physical or cognitive rehabilitation. These works 

generally have focused on primary care treatment or physical or cognitive rehabilitation; however, 
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they do not consider the interaction between the medical team and the patient as part of the 

rehabilitation encompassing medical care from various specialties, an integral rehabilitation. 

Table 1. Comparison of the state of the art works 

1 - Acute phase care. 2 - Medical treatment. 3 - Physical and/or cognitive rehabilitation. 4 - Teamwork. 

5 - Collaborative activities. 6 - Data treatment. 7 - Defined workflows. 8 - Systems and applications. 

Publication 1 2 3 4 5 6 7 8 

Obana et al. [6]         

Pristipino et al. [7]         

Watson et al. [8]        

Tiu et al. [9]        

De Lecinana et al. [10]         

Macisaac et al. [11]         

Chowdhury et al. [12]         

Baskar et al. [13]        

Hunter et al. [14]        

Daemen et al. [15]        

Grigoriev et al. [16]        

Esensoy et al. [17]        

Ferrante et al. [18]        

Yang et al. [19]        

Wantaka et al. [20]        

Chang et al. [21]        

Gibson et al. [22]        

Tang et al. [23]        

Sun et al. [24]        

Li et [25]        

Ilieva et al. [26]        

Park et al. [27]        

Wang et al. [28]        

Ramesh et al. [29]        

Tsoupikova et al. [30]        

We remark that monitoring and communications are central concerns in the rehabilitation process 

of stroke patients in the chronic phase. Only a few works have considered the chronic phase and 

mainly focused on the rehabilitation oriented in developing systems and applications where the 

patients interact or monitor a particular problem derived from the stroke, leaving behind the 

communication and coordination of the medical team. There is a significant appearance of works 

that consider data processing. However, the presence of this characteristic is essential to work with 

data from collaborative environments to develop applications and implement technologies. Works 

focused on collaborative environments have considered the development of workflow, teamwork, 

and collaborative activities. Nevertheless, only one work has contemplated all these characteristics. 

Instead, only have generated efforts to include one of two of them. 

The state-of-the-art review shows a lack of consideration for the communication, collaboration, and 

monitoring of the activities needed to rehabilitate cerebrovascular accidents in order to evaluate how 

the treatments and the medical collaboration are helping the patients. As far as we know, no 

equivalent software or project has been proposed to follow the medical rehabilitation process 

considering a groupware architecture for collaborative medical activities. Therefore, in this work, 

we propose monitoring and evaluating the rehabilitation of cerebrovascular accidents, including 

technological developments and the application of emerging technologies with collaborative 

activities. 
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3. Software architecture proposal 

This paper presents an architecture for software development to monitor collaborative medical 

activities for patients suffering from stroke consequences (see Fig. 1). We developed the architecture 

considering three main layers 1) User presentation layer, 2) Control layer of the multidisciplinary 

team, and 3) Control layer of medical activities. Besides, a component focused on data 

administration services is contemplated. 

 
Fig. 1. Software architecture proposal 

3.1 User presentation layer 

The user presentation layer consists of four components. The first component, “Reception of 

multimodal interactions,” is designed to receive data interactions from various devices. Therefore, 

it is considered a multimodal system, which allows data entry from different types of devices, for 

instance, laptops, tablets, smartphones, and smartwatches. Each human-computer interaction will be 

recognized as an event logged on to the devices. The data is collected through Wi-Fi or Bluetooth 

connections between the devices and the application to record the events in an orderly manner 

according to their appearance over time. Each device will enable the reading of data, such as the 

manual recording of information, in addition to automatic readings, such as blood pressure, heart 

rate, and physical activity, among other medical data that smart devices can detect. 

The second component is “Notification control”. Controls the sending, receiving, and status 

checking of notifications, that is, checking if the notification has been sent, received, and read. 

Notifications can be sorted by importance and use different notification channels such as email, 

SMS, and smartphone notifications. The notifications will be delivered to users to warn or remember 

situations, for example: reminding the patient of the date of a medical appointment, informing a 

specialist of the treatment ordered by another doctor for his patient, request for consultation from 

one treating doctor to another specialist, to name a few. In addition, since it is a system for medical 

collaboration, all the specialists who care for a patient must be kept informed of the progress of their 

treatment and rehabilitation. Therefore, when an activity is carried out that changes or affects this 

treatment, the participants must be kept informed; so it is important to control the sending and 

receiving of notifications to users. 

The component “Perception of data and actors” involved in treating the patient refers to keeping the 

participants aware of all the activities carried out as part of the treatment. This component focuses 

on implementing awareness to perceive the changes made by the actors and controlling the 

identification of activities. Therefore, the system must identify the significant changes to generate 

notifications about the changes or actions performed. 
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The “Information processor” sends and receives user data through communication channels to 

ensure delivery. This component considers using the AES algorithm for data encryption to maintain 

the data's security and the information exchange between the system users. 

3.2 Control layer of the multidisciplinary team 

The control layer of the multidisciplinary team contains four components that aim to address the 

problems of coordination, collaboration, and communication. The first component is “Role 

management”, assigning permissions and access according to the user's role. For example, a patient 

will have different permissions than a medic, or a specialist physician will have different permissions 

than a treating physician. A treating physician is in charge of carrying out the comprehensive follow-

up of the patient, while a specialist only focuses on caring for the patient according to his specialty. 

The treating physician will decide on the appropriate information to share with each specialist.  

The “View management” is a component closely linked to the previous one since it on the roles and 

permissions of the users, the views, or interfaces that each one can have.  

We include a “Concurrency control” component focused on controlling the multiple inputs of users 

simultaneously since we must ensure that each user has updated data according to the activities 

carried out by each participant. The “Concurrency control” component controls the multiple inputs 

that can be given simultaneously from different devices to access the system. It provides the 

consistency of the information according to the events obtained from multimodal human-computer 

interactions. 

The “Information synchronization” component is essential to maintain control of the information. 

All information entered or registered by users must be synchronized so that, when the data are 

consulted by any other member from any other device, the latest data processed should be displayed, 

thus maintaining the integrity of the information.  

3.3 Control layer of medical activities 

The control layer of medical activities includes six components necessary to process collaborative 

medical behavior. The first component is “Event extraction”, responsible for identifying each event 

carried out from any device. An event occurs when an action is spontaneously generated by a 

user/process at any instant within the system to monitor the patient's rehabilitation.  

Component, “Classification of activities”, groups events into activities since an activity is a set of 

ordered events. This component is in charge of controlling the activities according to the established 

treatment. Besides, the "Event ordering" component is focused on registering and maintaining the 

events' order using a causal algorithm to visualize the events as they have occurred in the system, 

we can use works such as [31, 32]. The activities are ordered according to the events generated by 

the users. For example, an activity can be the request of a treating physician for a consultation with 

a specialist, and this activity is composed of the following events: 

 Doctor: Sends the request for consultation by a specialist 

 Specialist: Receives the consultation request information 

 Patient: Receives the data of the request for a specialist consultation 

 Patient: Sends the data of the scheduled time for a consultation with a specialist 

 Specialist: Receives information on the consultation schedule 

 Doctor: Receives information on the consultation schedule 

The fourth component is “Detection of intervals and behaviors” to determine the beginning and end 

of the activities. In this component, we must identify from the set of events those that represent an 

interval. An interval is an activity with internal events composed of a subset of total events. On the 

other hand, detect behaviors refers to the set of events that define a specific activity. In this way, 

specific activities are detected to evaluate the collaboration in the last component. 
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The component “Relationships building” establishes the relationships between the sending and 

receiving data generated in the system. In this sense, it defines the relations between the activities. 

A weighted graph is used to establish the relationships between the activities. 

Finally, the component “Activity evaluation” the evaluation of activities will be the component that 

processes the activities, events, intervals, behaviors, and relationships. Considering all these factors, 

it will be in charge of determining the fulfillment of the treatment activities for rehabilitation at a 

certain point in time. To generate the evaluation, a fuzzy cognitive map will be used to obtain the 

performance of the group's behavior, according to the activities carried out at a specific time. Thus, 

according to the evaluation, doctors will be able to analyze whether the activities carried out are 

effective and adequate according to the treatment recommended in the rehabilitation process. 

3.4 Data administration services 

This last component is responsible for storing the data and sending and receiving data. Besides, it is 

responsible for executing the queries and stored procedures for information management. This 

service must process the information in real-time to be available and accessible from any device that 

the multidisciplinary team uses as an access point.  

4. Prototype of the medical activities 

This section shows a prototype representing the events' interactions described in Table 2. The 

proposed architecture presented in Section 3 has been used as a developed base. Hence, the prototype 

reflects the action component. However, explaining the medical activities is essential to reflect the 

architecture in a prototype. 

Table 2. Medical activities of multimodal human-computer interactions 

NP Activities 

1.  Record of medical indications 

2.  Access to study reports 

3.  Checking attendance 

4.  Measurement of vital signs: Body temperature, 

Pulse, Respiratory rate, respiration,  

5.  Blood pressure 

6.  Administrate medication 

7.  Physical activity 

8.  sleep monitoring 

9.  SpO2 sensing 

10.  Detect stress levels 

11.  Attention to falls 

12.  Therapies with augmented reality walks 

13.  Exercises with an electrical stimulation machine 

of interactive therapy 

14.  Record of therapies with rehabilitation equipment 

(balls, dumbbells, mirror boxes, putty) 

The list of activities in Table 2 is designed to obtain multimodal data. For example, it is possible to 

detect a person's physical activity with a smartwatch. More data can be obtained from other devices 

used during rehabilitation (e.g., Smartphones, PCs, scales, thermometers, ultrasound machines). The 

medical activities in Table 2 have been considered to develop the prototype. Following, we present 

the prototype screens, where data on medical activities are obtained from multimodal human-

computer interactions. 

We remark that activity one is carried out to confirm and attend a medical appointment. Therefore, 

there are multimodal interactions to execute the complete activity. This activity is composed of four 
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events. In event one, the patient confirms the appointment from his smartphone. Besides, in event 

2, the medical doctor receives the confirmation notification, as shown in Fig. 2. In event 3, the 

medical doctor sends the information from the medical consultation record, an interaction from a 

laptop. In event 4, the patient receives the information from his medical consultation, providing an 

exchange from a Tablet, as shown in Fig. 3. 

 

Fig. 2. Screens of the events 1 and 2 

 

Fig. 3. Screens of events 3 and 4 

Fig. 3 shows screen A, where a PC displays the medical system. In the system, the medical specialist 

keeps track of his patients; the doctors also record patient data and treatments. Screen B shows the 

treatments and medical indications the patient can consult; in this case, the device is a Tablet. 
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Fig. 4 shows the data collected from devices. In this case, the information from a scale is collected 

to obtain weight, fat percentage, and muscle, among other data. On the other hand, the data of SYS, 

DIA, and beats per minute from a blood pressure monitor are obtained. The information can be 

consulted in the medical system from another device, in this case, from a laptop. The data are 

collected from the devices via Wi-Fi or Bluetooth, according to the requirements of each device. 

These prototype screens provide multimodal human-computer interactions of medical activities 

considered. On the other hand, the internal behavior of the prototype considers the layers mentioned 

in section 3. 

 
Fig. 4. Representation the data collected from devices 

5. Conclusions and future work 

In this paper, we proposed an architecture centered on tracking the interactions and teamwork of a 

medical team that treats patients with the chronic phase of stroke. 

The architecture for a collaborative environment enables the collection, comprehension, and control 

of data produced by multimodal interactions and the coordination of a multidisciplinary team while 

collaborating with rehabilitating individuals who have had an ictus. We can determine how the 

medical activities were created to assess the state of the rehabilitation at a certain period from the 

events collected from the multimodal interactions. This helps the multidisciplinary team see how 

well the activities assessing rehabilitation progress from implementing the treatment plan created 

for each patient are working. With this knowledge, medical professionals might suggest modifying 

the rehabilitation plan or continuing to carry out the previously determined activities. 

Future work will involve setting the assessment mechanism into practice with the architecture 

described to assist doctors who attend stroke rehabilitation in determining if patients comply with 

treatment regimens. 
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Аннотация. Обучение учителей в инклюзивном классе с уделением внимания детям с нарушениями 

слуха имеет важное значение для достижения равных условий в системе образования. Применение 

методологии проектирования, ориентированной на пользователя (UCD), и проведение системного 

тестирования по шкале удобства использования (SUS) предоставили данные о восприятии для 

поддержки обучения учителей в инклюзивном классе, особенно для детей с нарушениями слуха. 

Тестированию (SUS) подверглись 12 учителей, результат исследования показывает, что удобство 

использования всех инструментов выше стандартов (72,5), что эквивалентно очень хорошей оценке. В 

дополнение к Программе подготовки учителей, в которой заботятся о детях с ограниченными 

возможностями и нарушениями обучения, выработанный подход способствовал принятию учителями 

инклюзивного обучения в классе. 

Ключевые слова: инклюзивный класс; образовательные технологии; обучение учителей; нарушения 

слуха. 
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1. Introduction 

ICTs (Information and Communication Technologies) improve access to information, reduce labor 

costs and increase the interconnection between people with all the advantages of ICTs. However, 

digitization is not within the reach of all people, affecting the digital divide. Previously, the digital 

divide was attributed to underdevelopment and it was assumed that it was a temporary trend that 

would fade as technology became more widely used, but inequality persists today, despite the 

widespread commercialization of devices with Internet access [1], furthermore, the concept of equity 

is based on equality and in it the principle of social justice is applied, taking into account the 

individual needs of each person and attending to diversity, diminishing differences of any kind, 

therefore, equity is considered a fundamental indicator of educational quality, as some authors 

affirm, both terms are inseparable and there is no quality without equity, some research with a gender 

perspective in education considers that promoting equality would be possible to achieve a more just 

society [2, 3]. Technology in the classroom could create a major impact if it is designed to be 

accessible for children with disabilities, which could support teaching/learning processes that are 

usually adapted to the particular children's needs. An example of this process is literacy teaching for 

deaf children, where strategies must differ from those used with hearing children. One strategy that 

has been proven to be effective in teaching and learning processes is storytelling [4]. 

Dudley-Marling and Burns [5] argued that there were two dominant perspectives among educators 

regarding inclusive education. The first has been described as a deficit position or medical model 

because students are said to lack the skills and/or ability to succeed in school. The second perspective 

is a social constructivist perspective that is based on the notion that the responsibility for the 

disability does not rest with the student and that structural reform should take precedence over 

remediation. In other words, the social constructivist perspective suggests that there are sociocultural 

factors that mediate the success of students in school. Further exploration of how teachers, already 

in the field, are prepared to teach all students, as well as their willingness to implement inclusive 

education, is warranted, as studies in this area are scarce. 

According to Darling Hammond [6] cited by Larios and Zetlin [7], it is to create a stronger and more 

equitable educational system, presenting seven elements for effective professional development: (a) 

it focuses on content, (b) incorporates active learning, (c) supports collaboration, (d) uses effective 

practice models, (e) provides coaching and expert support, (f) offers feedback and reflection, and 

(g) is sustained in duration. 

The Program for Inclusion and Educational Equity is linked to the 2030 Agenda for sustainable 

development through the objective of guaranteeing inclusive, equitable and quality education and 

promoting lifelong learning opportunities for all, ensuring technical, professional and higher 

education [8]. The World Health Organization (WHO) estimates that more than 400 million people, 

including 34 million children, have hearing loss that affects their health and quality of life, 

furthermore, it indicates that by 2050, some 2.5 billion people (1 in 4) will have some form of hearing 

loss, and that almost 700 million (1 in 14) will have moderate or advanced levels of hearing loss in 

the better-hearing ear [9]. According to Instituto Nacional de Estadística y Geografía (INEGI) data 

dating from 2010, in Mexico there are 498,640 people with hearing limitations. On the other hand, 

in the country there are 401,534 people with limitations to speak and communicate in the country 

[10]. 

Hearing plays an important role from birth and occurs at three levels: basic, which allows us to be 

aware of sounds and our body, medium, which controls the sense of distance, and superior, which 

allows us to communicate and understand spoken language. Hearing is a sensory process that 

informs us of what happens beyond a visual field, even while we sleep, it allows us to be in contact 
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with the social context through linguistic codes. Partial or total hearing loss influences the use of 

language, learning and the relationship in the environment [11]. 

Ensuring equitable and quality education in the primary stages is one of the educational goals 

included in the 2030 Agenda, being the core of the Sustainable Development Goal (SDG 4), 

although the vision of inclusive education (SDG 4) encompasses all children, youth and adults, this 

education has historically been associated with the education of children with disabilities, and has 

often been conceptualized as such, therefore, the struggle of people with disabilities has shaped the 

understanding of inclusion. From the perspective of the teaching profession, this equitable and 

quality teaching is aimed at developing skills for work and for life of all students without exception, 

even among the most vulnerable groups of students or groups [12]. One of the challenges that 

educational policies have faced has been to improve the equity of our educational system. 

The research work meets the recommendations of (WHO) and (SDG 4) at the international level and 

at the national level in Mexico with the Programs for Inclusion and Educational Equity, in the 

training of teachers in the inclusive classroom for children with hearing disabilities, designing the 

content structure, interactive learning activities and feedback through evaluation. The 

implementation was carried out in an open-source tool (open source) facilitating the creation of 

content trees, multimedia elements and interactive evaluation activities. The usability test System 

Usability Scale (SUS) was applied to primary school teachers to verify the acceptance and 

importance of teacher training in the inclusive classroom in attention to children with hearing 

disabilities mediated by (ICT). 

The structure of the research in section 2 indicates the methodology (DCU) focused on teachers to 

promote inclusive classroom training for children with hearing disabilities, section 3 presents the 

design and implementation of the tool and Section 4 shows the results of the usability test (SUS). 

2. Methodology 

Inclusion must imply more than the placement of students with disabilities in regular classes, it must 

promote teacher training, therefore, the research question of this paper asks: Children with hearing 

disabilities, what is the perception of teachers in their training in the inclusive classroom? The 

objective is determined to know the perception of teachers in their training in the inclusive classroom 

for attention to children with hearing disabilities. The specific objectives are established in the 

requirements to train teachers in inclusive classroom care for children with hearing disabilities, the 

(DCU) is contemplated in the development of content and interactive activities implemented in an 

open source tool and the usability test (SUS) [13] applied to 12 primary school teachers in a study 

with a quantitative approach and descriptive scope with non-probabilistic sampling. 

User-Centered Design (UCD) is a design methodology focused on the needs of users to develop 

products and services by improving usability, accessibility and user experience, which translates 

into greater user satisfaction in the use of the product or service. According to Norman and Draper 

[14], the (DCU) identifies the needs, requirements and limitations of users to design products that 

meet those needs effectively and efficiently, to achieve this the design process must be iterative and 

collaborative, with the active participation of users and designers in all stages of the process, for 

example , conversational agents for informal caregivers , applying a descriptive phenomenological 

qualitative study to carry out a questionnaire of open questions for the care of people with dementia 

and piloted with a commercial device [15] and the automatic translate service of the Nahuatl 

language , on topics of inclusion when Nahuatl spoken in regions where English the dominant 

language . This leads native people to in some way forget their mother language in favor of Spanish. 

In this environment, the language slowly disappears or, even worse, the situation leaves the people 

of these remote communities excluded from the technological advances and vulnerable to laws or 

services that are not written in Nahuatl [16]. 
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3. Development 

The design of the tool to promote teacher training in the inclusive classroom in care for children 

with hearing disabilities mediated by ICT integrates the characterization of the dimensions of user-

centered design, technology and pedagogy. The user-centered dimension corresponds to the 

development of the (DCU), the Concur method tasks Tree (CTT) and Application Usability Testing 

(SUS). The technological dimension is addressed by the educational content creation structure which 

allows the use of multimedia elements, interactive self-assessment activities and games, it also 

facilitates the export of content in multiple formats, for example: HyperText markup Language 

(HTML), Shareable Content Object Reference Model (SCORM) and IMS Content Packaging and 

the pedagogical dimension, where content, interaction and evaluation activities are analyzed. 

The pedagogical dimension of the teacher training tool is organized by the beginning, introduction 

and four units. Unit I. Educational inclusion, Unit II. Hearing impairment, Unit III. Educational 

attention and Unit IV. Strategies for educational inclusion. Each Unit is integrated by theme and 

interactive activities such as: fill in the gaps, interactive videos, true-false questions and unordered 

list. 

4. Results 

The usability method, to measure the software of the inclusive classroom in care for children with 

hearing disabilities, is carried out through the questionnaire (SUS) with the following ten questions 

[17] (Table 1). 

Table 1. Questionnaire of questions (SUS) 

Q Question statement 

Q1 I think I would use this system frequently. 

Q2 I find this system unnecessarily complex. 

Q3 I think the system was easy to use. 

Q4 
I think I would need help from a technically savvy person to use this 

system 

Q5 The functions of this system are well integrated. 

Q6 I think the system is very inconsistent. 

Q7 I imagine that most people would learn to use this system very quickly. 

Q8 I find the system very difficult to use. 

Q9 I feel confident using this system 

Q10 I needed to learn a lot of things before being able to use this system. 

The answers to each statement are requested following the Likert Scale: 

1. Strongly disagree 

2. Disagree  

3. Neutral 

4. Agree  

5. Totally agree 

The demographic characteristics of the participation of a total of 12 teaching participants from the 

municipalities of the State of Puebla, Mexico, where 33.33% are men and 66.66% are women, with 

an average age of 45 years, 83.33% have a Bachelor's Degree in Primary Education and 16.66% 

have a master's degree, who have an average experience of 18 years at the primary level. 
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Teachers respond to the 10 questions of (SUS) obtaining the following data (Table 2). 

The equations to calculate the values of (SUS) result from applying Equation (1) is used to calculate 

questions 1, 3, 5, 7 and 9. Equation (2) is used to calculate questions 2, 4, 6, 8 and 10. 

𝑆𝑈𝑆𝑖𝑚𝑝𝑎𝑟 = (∑ 𝑠𝑐𝑜𝑟𝑒 − 1

10

𝑖=1

) ∗ 2.5        (1) 

Equation 1: calculation (SUS) for odd question 

𝑆𝑈𝑆𝑝𝑎𝑟 = (∑ 5 − 𝑠𝑐𝑜𝑟𝑒

10

𝑖=1

) ∗ 2.5.            (2) 

Equation 2: calculation (SUS) for even question 

Table 2. Results of the questionnaire (SUS) 

Teacher Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 

D1 4 2 4 2 4 2 4 2 5 1 

D2 5 4 4 2 4 2 4 4 4 2 

D3 4 3 4 2 3 2 4 2 4 2 

D4 4 2 5 2 4 2 5 2 4 2 

D5 4 4 4 2 4 2 4 2 4 2 

D6 5 5 5 5 5 1 4 5 5 1 

D7 5 3 4 2 4 2 4 2 4 2 

D8 4 4 5 4 4 2 4 4 4 4 

D9 4 3 4 2 4 2 4 2 4 1 

D10 4 3 4 5 5 1 4 2 5 1 

D11 1 3 4 2 4 2 4 4 4 2 

D12 5 2 5 1 5 1 5 1 5 1 

Total 49 38 52 31 50 21 50 32 52 21 

The applied results of the scoring rules of (SUS) (Table 3), the average scores of (SUS) [18] and the 

adjective rating scales for the digital application for teacher training in the inclusive classroom for 

children with hearing disabilities. The general average of the tool for teachers is 72.5, equivalent to 

a very good rating. The results of the study show that the perceived usability of the tool in general 

is very good for all participants, given the deficiencies in inclusion issues. 

The open question asked to the teachers: What experience have you had in the inclusive classroom 

with disabled students in your workplace? 83.33% of the teachers surveyed have had or have 

students with the following disabilities: auditory, visual and intellectual, in addition to identifying 

students with autism and speech and language disorders. Most of the teachers surveyed mentioned 

that they have had children with different types of disabilities, but they do not have the knowledge, 

tools and resources to be able to teach and integrate the group in the inclusive classroom. 

5. Conclusions 

The application of the (SUS) questionnaire is an important process to involve teachers in the use of 

technological tools on inclusion issues for children with hearing disabilities. The data has 

highlighted some of the benefits and challenges faced in inclusive classroom teacher training to 

address diversity in schools, emphasizes the need for teachers in training to generate strategies and 

learning activities aimed at inclusive education immersed in a process of attention to the diversity 
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of needs of all students to reduce exclusion, in addition to addressing a continuous need for a teacher 

training program in inclusive classrooms. 

As future work, it is contemplated to cover more thoroughly other inclusion topics, such as learning 

disorders, autism and dyslexia. 

Table 3. Scale results (SUS) 

Teacher 

number 

Addition Average Adjective 

D1 32 80 Excellent 

D2 27 67.5 Well 

D3 28 70 Well 

D4 32 80 Excellent 

D5 28 70 Well 

D6 27 67.5 Well 

D7 30 75 Very Well 

D8 23 57.5 Well 

D9 30 75 Very Well 

D10 30 75 Very Well 

D11 24 60 Well 

D12 39 97.5 The best imaginable 
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Аннотация. Для автоматического обнаружения ошибок «обращения к эмоциям» авторами 

предлагается подход на основе машинного обучения. Цель состоит в том, чтобы сформировать набор 

элементов, которые позволят построить приложение для выявления ошибок. Чтобы отличить реальные 

аргументы от ошибочных, наш метод, основанный на моделях опорных векторов и многослойного 

перцептрона, использует словарь эмоций. При выявлении ошибок многослойный перцептрон получил 

оценку по метрике F1, равную 0,60. Основываясь на проведенном анализе, мы предлагаем использовать 

лексические словари для эффективного выявления ошибок «обращения к эмоциям». 
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1. Introduction 

Existing research on fallacy identification in several types of texts has provided the types of fallacies 

committed by political candidates and confirmed their use in political debates and speeches. These 

studies involve the analysis of texts in the English language. However, these investigations lack a 

method for identifying fallacies by implementing natural language processing techniques. Although 

[1] identified some lexical and characteristic syntactic elements of the Straw man fallacy and 

proposed an approximate model of its structure for mining, no method was implemented to 

automatically identify whether a proposition (argument) is a fallacy. The system developed by [2] 

and [3] identifies formal fallacies in natural dialogues between two people, but the process used does 

not allow for the identification of informal fallacies in monological political speeches. 

This paper structures the mechanisms for identifying fallacies and presents the main elements to be 

considered for the development of systems that allow for their identification from unstructured texts. 

Therefore, our goal is to propose a set of elements that allow for fallacy mining and to discuss the 
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challenges involved in this task. Moreover, this paper assumes that it is possible to implement 

machine learning-based techniques that allow for the automatic fallacy detection. 

This paper presents the identification of emotional appeal fallacies in political speeches in the 

Spanish language by implementing two machine learning methods: Support Vector Machine, 

Multilayer Perceptron, and the use of two features: affective terms and lexical diversity. In addition, 

the conceptualizations of the "fallacy" term are structured, the mechanisms for their identification 

are presented, a set of elements to consider for the development of systems that allow for fallacy 

mining is proposed, and the challenges involved in this task are discussed. 

2. Motivation 

The fallacies have received little attention from the linguistic community. There is insufficient 

characterization of their form and determination, involving semantic, pragmatic, and communicative 

analysis. It is important to emphasize that the same reasoning error in arguments can be classified 

into different types of fallacies. Although there are diverse taxonomies, there is no certain and unique 

taxonomy. The complexity of classifying them arises from the absence of precise rules that 

determine absolutes regarding errors in reasoning, and even from the intrinsic problem of the 

definition, purpose, meaning, or effects of fallacies on the audience or readers [29]. 

To implement machine learning techniques, a collection of labeled data is required to validate the 

performance of any implemented technique [51]. Within the literature, there are few corpora 

available in Spanish language to experiment with methods for identifying fallacies [30]. Corpus have 

been created with specific objectives and are hardly adaptable to identify arguments that have no 

valid basis.  

Moreover, it is important that criteria identification could be implemented with machine learning 

techniques. The criteria established to identify fallacies through manual analysis may not be 

processable through a computational method. Additionally, these criteria may vary according to the 

types or categories of informal fallacies to be processed. 

If we take the example of fallacies by appealing to emotions, emotional appeals can arise in any 

context as people advocate for what they feel is important, but there are contexts in which they are 

inappropriate [30]. Similarly, two propositions considered irrelevant to each other in one context, 

may be considered relevant in another, and there may be references to emotions that are not a fallacy 

in an argument. 

3. Fallacies 

There have been numerous attempts to establish concepts that enable an understanding of the term 

"fallacy" in any argumentation theory [4]. This Inconsistency and disagreement have led to the 

emergence of several approaches and definitions of the term fallacy. 

According to [5], the term "fallacy" is not precise due to its ambiguity and can refer to: "(a) a type 

of error in an argument, (b) a type of error in reasoning (including arguments, definitions, 

explanations, among others), (c) a false belief, or (d) the cause of any of the above errors". 

In our case, similar to [5], but based on the monological, dialogical, and rhetorical models for 

argumentation analysis presented in [6], as well as the conceptualization of the term fallacy in the 

field of formal and informal logic presented in [7], a fallacy can refer to: 

1. A type of error in argument form: Fallacies can be defined as arguments that have errors 

in their form by infringing on any of the deductively valid structures [7, 8] or identifiable 

instances of invalid logical forms [9]. 

2. A type of error in the argument reasoning: Fallacies are arguments that contain errors in 

their content due to mishandling of their propositions [9], or they are an invalid, failed, 

or fraudulent argumentation [9, 10]. 
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3. A violation of rules and/or criteria: Reference is made to rules or criteria that must be 

followed in speech or argument construction. In this context, fallacies are characterized 

by infringing on the critical discussion rules and interrupting the resolving a dispute 

process [11, 12]; They are arguments that lead to error by infringing one of the rules or 

criteria for constructing good arguments [13, 14] or are considered arguments lacking in 

solidity [8]. 

4. Something implausible: Unlike the previous ones, non-linguistic aspects are considered, 

and reference is made to the argument persuasive intention and the effects it produces on 

the audience [10, 15]. 

Regardless of their definition, fallacies are grouped into formal and informal. Informal fallacies are 

speeches that pretend to be good argumentation [10] and are found in everyday language. This type 

of fallacy is analyzed in definitions 2, 3, and 4. Formal fallacies arise from errors in their structure 

and are independent of the content they deal with [7] or the context in which they arise [16], as 

specified in 1, and are typically presented in syllogisms. 

4. Identification of fallacies 

4.1 Related works 

During electoral campaigns, argumentative strategies are used to persuade and manipulate citizens 

with the aim of obtaining their vote. One of these strategies is the use of fallacies, which are 

commonly presented in structured political speeches such as debates, press conferences, position 

papers, among others, to offer apparently coherent and solid positions [17]. 

Most of the research on identifying fallacies has focused on analyzing texts written in the English 

language. In 1986, [18] demonstrated that fallacies are common in political speeches by identifying 

more than 40 types of fallacies in two presidential debates, including Ad Populum and Ad Hominem. 

[16] found 25 fallacies in a presidential debate, with the most frequent being Straw Person and Ad 

Hominem. And in [20], 550 texts (press releases and journalistic articles) were analyzed, and almost 

one-third (32.5%) of the texts included at least one fallacious argument, with fallacies appearing 

more frequently in press releases than in journalistic articles. 

In [4], a set of stages was described for resolving a critical discussion, where violating one of these 

stages results in a fallacy. According to these stages, [21] analyzed four political debates and found 

a concentration of fallacies in the argumentation and confrontation stages of the debates, with Ad 

Hominem being the preferred fallacy by politicians in the confrontation stage and Ad Misericordiam 

in the argumentation stage. 

In [22], the criteria for a good argument were used to identify fallacies in four presidential debates. 

The relevance and acceptability criteria were violated most frequently, appearing in 12 of the 32 

identified fallacies. The most frequent fallacy was False Alternatives, which occurred 10 times. 

Another way to identify erroneous arguments in debates was by using the 10 rules of reasoning 

described in [12]. Considering these rules, [23] analyzed a presidential debate and concluded that 

politicians most frequently violate rule four (relevance of arguments), which was present in 25% of 

the data. 

Unlike previous works, in addition to identifying fallacies, [24] also obtained the structure and 

pragmatic strategies of a fallacy. The pragmatic structure was established in three stages: Starting 

Point, Argument, and Endpoint. In the argument stage, they found that 60% of the arguments in the 

speeches appealed to self-interest, 20% to fear, 10% to commitment, 10% to flattery, and 0% to 

reciprocity and authority. 

In [25], a taxonomy of fallacies was obtained through an analysis of arguments about security. The 

authors assumed that security arguments do not contain causal fallacies or emotional appeals, and 

based on these assumptions, these types of fallacies were excluded. In [26], students’ ability to 
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identify fallacies was examined, taking into account their argumentative context, where an argument 

can be considered fallacious in certain types of contexts only. In [27], the critical thinking skills of 

25 students were measured to detect six types of fallacies. The 25 students were able to correctly 

identify and name three of the six fallacies: Irrelevant Authority, False Dilemma, and Ad Hominem. 

In the analysis conducted in [28] of a social debate on religion, the Ad Hominem fallacy was found 

to occur most frequently. 

In [29], fallacies were identified using a set of nine presidential speeches in Spanish. Seventeen 

types of fallacies were identified in the opening and closing campaign speeches of presidential 

candidates. Among the most relevant fallacies in terms of frequency were False Dichotomy, Ad 

Populum, Argumentum in Terrorem, Ad Hominem, and False Attribution. 

Regarding the approach to automatic identification of fallacies through machine learning algorithms, 

[1] identified some lexical and syntactic characteristic elements of the Straw Man fallacy. Based on 

the analysis performed, an approximate model of the structure of the Straw Man fallacy was 

proposed for its detection without implementation using Natural Language Processing (NLP) 

techniques. In [30], a baseline was proposed for the fallacies identification by emotional appeal 

using three machine learning models: Support Vector Machine, Logistic Regression, and Decision 

Trees. A set of 601 arguments obtained from 80 political speeches in Spanish was used. As a result, 

an F-score of 0.55 was obtained using textual similarity between the components of the argument 

and 0.62 by combining similarity with the affective terms used in the arguments. 

In addition, research has focused on identifying informal fallacies to verify their use, understanding 

student’s abilities to identify fallacies, understanding the fallacies relationship with populist 

communication, and the strategic and/or manipulative use made of them in debates, political 

speeches, and other media. Among the most common fallacies that appear most frequently in 

political speeches are Ad Hominem, Ad Misericordiam, and Ad Populum [17, 19, 18, 21, 22, 24, 29]. 

In comparison to the referenced paper [30], the present article provides a study on related works 

regarding fallacy identification, as well as the elements and features to be considered for the 

implementation of machine learning models. In fallacies identification by appealing to emotions, 

emotional traits and lexical diversity are employed as argumentative patterns to distinguish valid 

arguments from fallacies. The Multilayer Perceptron neural network is implemented. 

4.2 Features 

There are several features that can be used to analyze arguments or documents in order to identify 

fallacies in valid arguments. Here, we will focus on describing the most common features that 

frequently appear in a political argumentation context and are centered on the identification of 

fallacies by appealing to emotions. 

In fallacies by appealing to emotions (Ad Populum argument), the support given to the argument's 

conclusion is an inappropriate appeal, because instead of evidence and a rational argument, it relies 

on expressive language and other mechanisms designed to provoke an emotion in the audience. This 

type of fallacy incorporates the Ad Misericordiam fallacy: a fallacy where the argument relies on 

generosity, altruism, or pity [7]. Other authors refer to Ad Populum as "the speaker appeals to the 

support that a large number of people give to the presented theses" [29]. 

Each research presents a proposal of features. For example, argumentative patterns were used in [18, 

20, 29]; critical discussion resolution rules were used in [23]; and construction of good arguments 

criteria were used in [22]. 

Argumentative patterns are related to the expressive language used in premises to justify the 

argument's conclusion [7]. For example, the Ad Misericordiam fallacy can be identified by the use 

of words that allow taking advantage of the audience's sympathy or pity [20]. Some patterns are 

established according to the axes for emotion reconstruction in speech: involved people, 

intensity/quantity, and time [31]. 
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Other features based on criteria have been established that allow for the development of good 

arguments, such as the criteria of acceptability, truth, relevance, and sufficiency. When one or more 

of these criteria are violated, the argument is considered fallacious [32]. Of these criteria, only the 

acceptability, relevance, and sufficiency criteria were considered in [14], and the refutation structure 

and effectiveness criterion were included, with relevance being the criterion used for the 

identification of fallacies by appealing to emotions (FAE). In [33], acceptability, relevance, and 

sufficiency were proposed as the three main aspects that should be examined to determine if an 

adequate basis is provided for accepting the conclusion given in the argument; otherwise, the 

argument is an FAE. Finally, in [34], two of these criteria, relevance and sufficiency, were 

established to evaluate the argument's components (premise and conclusion) and determine which 

arguments are fallacious. 

Among other features, it includes analyzing arguments through critical questions or considering 

rules for constructing good arguments. Questions help to distinguish legitimate strategies for 

supporting the assertion in the argument. For the identification of the Ad Populum argument, the 

questions evaluate whether the arguer has relied on any kind of evidence and whether the appeal is 

relevant to the conclusion in the context of the argument. In the case of Ad Misericordiam, the 

questions evaluate the appeals in the argument context, as well as the relationship between the 

premise and conclusion through relevance [35]. Both fallacies can also be identified through the 

rules established for constructing good arguments [13]. 

Other criteria have been established that judge arguments within a dialogue structure or 

systematically evaluate the movements or sequences of the argument in the dialogue context. Under 

this context, three criteria of a good argument were established in [32]: anticipating an objection to 

a premise, anticipating other criticisms, dealing with alternative positions; two criteria were 

established in [34]: Dialectical Relevance and Dialectical Shift; and a set of rules for resolving a 

critical discussion was established in [11,12]. 

Based on these rules or criteria, an argument is considered fallacious if it violates one or more of 

them. The three features can be used in a dialogic speech, unlike the criteria used to evaluate the 

internal argument structure, which focus more on monologic speeches [24]. 

According to [26], informal fallacies can be detected by examining the argument's context. In 

argumentation, the context can be defined using the dimensions suggested by [36], as cited by [26]: 

initial situation that motivates the dialogue, method of dialogue, and the objective of the dialogue. 

These dimensions differentiate types of dialogue, which in turn from the argumentative context. 

Finally, a critical evaluation of the argument can be performed in two steps to determine whether 

the approach is fallacious. First, the argument is reconstructed from the speech. Once the argument 

has been obtained, the three sources of objective evidence are evaluated: the speech text, the dialogue 

context, and the abstract model of dialogue. These steps involve an evaluation of both the argument 

structure and the dialogue in which the argument is presented [37]. 

The set of features is grouped into two categories based on [32] and [34], as cited by [24]. One 

category groups the features that analyze the dialogue structure, and the other evaluates only the 

propositions of the argument, that make up the argument structure (Table 1). 

Table 1. Features used in the identification of informal fallacies 

Dialogue structure Argument structure 

Rules for resolving a critical discussion Argumentative patterns 

Dimensions of the context Rules for constructing good arguments 

Dialectical relevance and Dialectical shift Criteria of a good argument 

Sources of objective evidence  

While both categories allow the identification of fallacies, the process for selecting the features 

depends on their definition or approach. The first category can be used to evaluate arguments from 
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a dialectical approach, and the second from a logical approach. In the case of rhetoric, the 

acceptability criterion [32], space [31], or any non-linguistic features can be used. 

Some of the research in the literature has used features focused on the analysis of the argumentative 

structure [18, 29, 30]. We consider that this type of feature can be implemented to some extent using 

natural language processing techniques, especially argumentative patterns. For example, the patterns 

found in the identification of fallacies by appealing to emotions are based on emotive language that 

allows for the justification of the assertions made in the speeches. 

4.3 Taxonomy of fallacies 

Several taxonomies have been established in the literature to group some of the informal fallacies. 

However, existing taxonomies differ in their length, categories, sets, and names (Table 2). For 

example, fallacies used to win an argument were grouped together [38]. Other taxonomies were 

established according to the criteria that are violated in the construction of a good argument [14], or 

based on the most common types of reasoning errors [7]. When any of these criteria or errors are 

violated, the argument is considered fallacious. Lists of fallacies that involve types of errors 

committed in the content of the reasoning or in the structure of the argument are also presented [5], 

or fallacies found in security documents were grouped [25]. 

Some investigations have grouped together a set of fallacies without defining a taxonomy as such. 

Here, fallacies were grouped that break some of the rules presented in the stages through which the 

resolution of a dispute must pass in a critical discussion [12]. Also, the types of fallacies that occur 

when the premises of an argument are irrelevant or when its conclusions are based on faulty 

analogies were grouped together [39]. 

Table 2.  Taxonomy of fallacies. TF represents the number of fallacies proposed by the taxonomy 

Ref. TF Categories 

[5] 224 A list of uncategorized fallacies is established 

[7] 15 Relevance, faulty induction, presupposition, and ambiguity 

[12] 34 Opening, confrontation, argumentation, and closing 

[14] 60 
Structure, relevance, acceptability, sufficiency, and effectiveness of 

refutation 

[25] 33 

Circular reasoning, divergent arguments, fallacious appeals, mathematical 

fallacies, unfounded claims, anecdotal arguments, omission of key evidence, 

and linguistic fallacies 

[38] 64 
Linguistic factors, relevance of omission, relevance of intrusion, and 

relevance of presumption 

[39] 32 Irrelevance and analogy 

The list of different types of fallacies is extensive, and the features that distinguish them from one 

another are quite varied. Attempting to address the problem of identifying fallacies using a general 

method and taxonomy would be inadequate, due to the variety of fallacies, concepts, rules, and 

criteria established by different authors. For instance, the categories proposed in [7, 38, 14] are 

oriented towards evaluating arguments from a logical approach, while the   categories proposed in 

[12] are based on a pragmadialectical approach. 

5. Elements of identification 

Discourse analysis consists of a set of strictly related tasks designed to distinguish good arguments 

from fallacies. Considering that a fallacy is an argument with an error in its content due to 

mishandling of its propositions [7], or a claim that has a reasoning error [29], and according to 

research in literature, a set of elements was obtained to consider in fallacy identification (Fig. 1). 

These elements are grouped into two sections: Argument Mining and fallacy identification. 
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5.1 Argument Mining 

The main goal of Argument Mining (AM) is to "automatically extract arguments from generic 

textual corpus, in order to provide structured data for computational models" [6]. The AM systems 

implement a pipeline architecture, process unstructured documents, and produce a set of annotated 

arguments as a result. 

Research on AM in the literature is characterized by the use of English language texts [6, 40, 41, 45, 

46, 50], and few studies have processed Spanish language texts [30, 42, 43, 44]. 

The tasks involved in systems developed for argument extraction from plain text begin with text 

segmentation, and the boundary of the text that is considered argumentative (argumentative 

sentence) is defined. Subsequently, these segments are classified according to their function 

(premise or conclusion) within the argument (classified sentences), and links between segments 

(support or attack) are predicted to build the argument structure. Finally, the relationships between 

the existing arguments in the text are inferred (Fig. 1). 

5.2 Identification of fallacies 

In literature, the argumentative sentences identification and the components classification stages in 

AM are used as an initial stage in identifying fallacies [24, 29, 30]. Subsequently, the fallacy concept 

to be used and the selection of fallacies to be identified are determined. From this, features are 

selected or searched that allow for the determination of whether a sentence or argument is a fallacy. 

Therefore, once the arguments or sentences are extracted from the texts, an analysis is carried out 

for each of them, considering the type of fallacy to be identified. The analysis can be carried out by 

considering the relationship between argument components:  evaluating the justifications present in 

the premises that support the statement given in the conclusion (inference); by considering the 

relationship between arguments by evaluating them within the dialogue structure; or by evaluating 

the arguments in relation to their acceptance in the audience (Fig. 1). 

This paper focuses on identifying fallacies automatically by appealing to emotions through the 

analysis of argumentative components using affective terms (patterns) and measuring the lexical 

diversity of each component. 

 
Fig. 1. Elements for fallacy identification 
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6. Identification of fallacies by appeal to emotions 

6.1 Data 

The appeal to emotion fallacy corpus consists of arguments obtained from a set of political speeches 

[30]. The corpus contains 601 arguments labeled according to their argumentative structure (premise 

and conclusion) and classified into fallacies by appealing to emotions and valid arguments: 

1. (Premise) Aunque existen otros asuntos, el principal tema de la agenda con el gobierno 

estadounidense tiene que ser la migración, por todo lo que aquí se ha dicho. (Premise) 

Los flujos migratorios masivos y el creciente rechazo en la frontera constituyen una de 

las principales fuentes de fricción entre las dos naciones. (Conclusion) Por ello, hoy más 

que nunca es necesaria la cooperación entre ambos gobiernos para buscar soluciones de 

fondo que atemperen y ordenen el fenómeno migratorio. (Valid) 

2. (Premise) No se puede gobernar un país en un mar, en un océano de desigualdad. 

(Premise) Esto se debe de entender: No vamos a tener seguridad pública, si sigue 

habiendo tanta desigualdad social. (Premise) Esto conviene a todos. (Conclusion) Por eso 

cuando planteamos que “Por el bien de todos, primero los pobres”, no estamos 

proponiendo imponer las cosas, sino convencer y persuadir. (Fallacy) 

For argumentative component classification, an agreement with Cohen's Kappa index (kc) of 0.692 

and an agreement with Fleiss' Kappa index (kf) of 0.648 were obtained; both results with a 

substantial agreement degree.  In identifying fallacies, a kc of 0.442 and a kf of 0.282 were obtained 

[30]. 

6.2 Feature Selection 

The fallacies by appealing to emotions are characterized by the use of emotive language to support 

an opinion or position in an argument or as a resource to achieve a goal. This type of language is 

presented in arguments in a positive or negative manner and includes words that serve only to 

manipulate emotions [7, 13]. Emotive language can be detected through certain argumentative 

patterns. For instance, words that appeal to emotions [7]: 

1. (Premise) Somos un país de gente alegre, ingeniosa y trabajadora; de mujeres y hombres 

que luchan, que están de pie y que saben salir adelante. (Conclusion) Por eso, por todos 

ustedes, aquí hoy les digo: México va a estar mejor y México va a cambiar. 

The affective terms can be classified as having either a positive or negative polarity (iSOL lexical 

dictionary) [47] or according to the type of emotion they convey (SEL dictionary) [48] (Table 3). 

Some terms in SEL dictionary are classified with more than one type of emotion (TE), and the 

difference lies in the frequency of use in each TE. 

Table 3. Sample of affective terms found in the iSOL and SEL dictionaries 

Term Polarity Type of emotion Frequency of use in TE 

Abandon Negative Sadness 0,898 

Admirable Positive Happiness 0,764 

Admirable Positive Surprise 0,73 

Abysmal Negative - - 

Torment - Anger 0,365 

Torment - Sadness 0,53 

There is another way to express emotional language, which is through the use of words that convey 

emotional features [31]: 

2. Nosotros, en la Alianza por México, tenemos un gran compromiso, porque en el año 2000 

nuestro país tomó el camino de una aventura política, que hoy está viviendo nuestro país 
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las consecuencias, un país sin rumbo, un país sin dirección, un país en donde las cosas 

están al revés, donde la inseguridad crece y los delitos aumentan y las víctimas nadie las 

defiende. 

These affective traits are classified into three axes [31]: 

1. Involved individuals. The discourse either focuses on the speaker or involves the 

audience. 

2. Intensity/Quantity. It affects categories such as distance, time, or the quality of people 

through quantitative modulation. 

3. Time. It focuses on the description of the period in which the events being narrated occur. 

Other traits that do not fall into these axes are also considered, and for these types of terms, a general 

class was determined (Table 4). 

Table 4. Sample of emotional traits in arguments 

Involved individuals Intensity/ Quantity Time General 

Democrats. Many, more, most Two months Real change 

Mexicanos Minimum, huge Future 
Single mothers, 

widows 

Veracruzanos 
Millions, hundreds, 

thousands 
Present Disability 

People Marginalized Mexico Half a century Lack 

 Very serious situation Past generations Criminal acts 

Expressive language is related to the lexical diversity of the argument. Lexical diversity measures 

whether a text uses a wide range of terms or is limited to recycled lexical items [49]. The simplest 

measure of diversity is the type/token ratio (TTR). This diversity expresses the ratio of types (word 

forms) to the ratio of tokens (continuous words) in the text (Eq. (1)). The interpretation is based on 

these two parameters, the greater the number of word forms relative to the number of all words in 

the text, the more lexically varied the text or corpus. 

𝑇𝑇𝑅 =
𝑛𝑜.  𝑡𝑦𝑝𝑒

𝑛𝑜.  𝑡𝑜𝑘𝑒𝑛𝑠
 (1) 

The affective terms are used in argument components to justify or establish the idea and topic 

discussed in the argument. This can result in a decrease in the number of different lexical elements 

used in the argument. Therefore, if the affective terms are removed or repeated (Argument 5 and 6), 

diversity decreases. Hence, the argument is considered a fallacy when it has lower lexical diversity 

and a higher number of affective terms. 

1. (Conclusion) Debemos estar unidos de cara a la nación, (Premise) porque sólo unidos 

podremos vencer a quienes son nuestros verdaderos enemigos: la pobreza, la 

delincuencia, el desempleo, la desigualdad. (Premise) Divididos perderíamos la fuerza 

que necesitamos para construir un México mejor. 

2. (Premise) No se puede manipular, como se hacía antes, ya no se puede pensar poner vino 

nuevo en botellas viejas. (Premise) Puede seguir la misma estructura de poder, la misma 

estructura de control y de manipulación, pero es otra la mentalidad de nuestro pueblo. 

(Premise) El pueblo de México no es tonto, tonto es el que piensa que el pueblo es tonto. 

(Conclusion) Por eso no les va a funcionar su estrategia. (Premise) Ellos tienen el dinero, 

mucho dinero para comprar espacios en la televisión, en la radio, para difamarnos, pero 

no tienen lo mero principal, no tienen el apoyo de la mayoría de la gente, eso se los puedo 

asegurar. 
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6.3 Features analysis 

Emotive traits were not found in the iSOL and SEL dictionaries. These texts are represented as 

syntagms in the arguments, primarily as nominal syntagms (NS) or adjective syntagms (S-ADJ). A 

dictionary of emotive features was made with 1,093 syntagms classified as affective and non-

affective (Table 5). The labeling was performed by groups of two and three annotators.  An 

agreement of 0.2478 was obtained with Cohen's Kappa index and 0.2302 with Fleiss' Kappa index 

(Table 6). 

Table 5. Sample of nominal and adjective syntagms 

Nº Emotive traits Classification 

1 a failed strategy Affective 

2 a political adventure Affective 

3 foreign policy Non-Affective 

4 an exacerbated presidentialism Affective 

5 economic policies Non-Affective 

Table 6. Inter-annotator agreement for labeling emotive traits 

Group Affective Non- Affective Total k 

A1 – A2 459 147 606 0,2240 

A1 – A3 670 65 735 0,2123 

A2 – A3 486 133 619 0,2478 

A1 – A2 – A3 436 61 497 0,2302 

There is a set of 601 arguments. Each argument (ARG) has a structure with a conclusion (CO) and 

one or more premises (PRE). The argumentative structure was analyzed using three dictionaries: 

type of emotion (TE), polarity (PO), and emotive traits (ET), along with the lexical diversity of each 

component and the argument itself (Table 7). 

Table 7. Sample of the features obtained in the arguments. 

#ARG 
Lexical Diversity Affective Terms 

CO PRE ARG TE PO ET 

1 0,695 0,654 0,658 15 10 3 

2 0,799 0,772 0,648 15 10 3 

3 0,652 0,631 0,675 2 7 3 

4 0,421 0,401 0,446 3 9 2 

5 0,781 0,752 0,812 3 3 1 

The relationship between lexical diversity and affective terms indicates that arguments use a limited 

vocabulary and frequently employ affective language. Compared to [30], using the emotional 

features dictionary, most fallacies contain at least one affective term (Fig. 2 and 3). However, the 

number of affective terms increases in both fallacies and valid arguments (Fig. 4 and 5). 

7. Results 

The identification of fallacies is carried out through the analysis of argumentative components. The 

corpus contains classification of arguments, which is the first element of Argument Mining to initiate 

the identification of fallacies. Affective terms and lexical diversity of each component are used in 

the analysis, and the result of these features is evaluated using Support Vector Machine (SVM) and 

Multilayer Perceptron (MLP) methods. The MLP network has three layers, and the number of 

neurons in input and hidden layer depends on the number of features to be evaluated. xn are the 

features used for fallacy identification, while y represents the classes (valid argument and fallacy). 

The logistic sigmoid function was used in the network (Fig. 6). 
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Fig. 2. Data distribution by affective terms and lexical diversity. Affective terms added from the emotional 

traits dictionary, and considering agreement between two annotators (2A) 

 
Fig. 3. Data distribution by affective terms and lexical diversity. Affective terms added from the emotional 

traits dictionary, and considering agreement between three annotators (3A) 

 

Fig. 4. Increase of affective terms in fallacies with the emotional traits dictionary 

 

 
Fig. 5. Increase of affective terms in valid arguments with the emotional features dictionary 
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Fig. 6. MLP method architecture 

The evaluation of features with SVM and MLP models was performed using a 10-fold cross-

validation with 70% of the data for training, and the results are presented using the F1-score metric. 

In the experiments, affective terms were evaluated by independently considering the dictionaries 

and then calculating the information gain (IG) of the affective term (AT) set (Table 8). In this test, 

a performance of 0.48 was obtained by processing the GI (TA) with the MLP model. 

The result increased to an F1-score of 0.56 when processing the set of ATs (Table 9); and when 

grouping lexical diversity (LD) and ATs with tokens (Table 10). However, the best performance, an 

F1-score of 0.60, was obtained when grouping the gain of affective terms, lexical diversity, and 

tokens (Table 10). 

Table 8. Result using affective terms and information gain from them 

Features SVM MLP 

ISOL 0,45 0,45 

SEL 0,44 0,44 

ET 0,43 0,45 

IG(AT) 0,48 0,48 

Table 9. Results considering affective terms, lexical diversity and Tokens 

Features SVM MLP 

Tokens 0,54 0,54 

AT 0,46 0,56 

LD 0,48 0,53 

Table 10. Results considering groups of features 

Features SVM MLP 

Tokens + IG (AT) 0,54 0,54 

AT + Tokens 0,52 0,56 

AT + LD 0,55 0,55 

LD + Tokens 0,55 0,56 

LD + IG (AT) 0,48 0,53 

Tokens + IG (AT) + LD 0,58 0,60 

Tokens + AT + LD 0,48 0,53 

The obtained result was lower than expected according to [30]. We believe that increasing the 

affective lexicon and using lexical diversity instead of textual similarity of arguments would 

improve the results. This is because there is a relationship between diversity and affective terms, 
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i.e., both are evaluated based on the lexical set used in arguments. However, the result obtained is 

higher when considering only affective terms and increasing the lexical set with noun and adjective 

syntagms: in [30], an F1-score of 0.42 was obtained with SVM method, while in this study, an F1-

score of 0.46 was obtained with SVM and 0.56 with MLP (Table 9). 

Arguments contain several affective terms, including valid arguments. By including noun and 

adjective syntagms, fallacies have at least one affective term, but valid arguments contain more 

affective terms. This compared to the affective terms set used in [30]. Additionally, lexical diversity 

slightly decreases when increasing the number of affective terms in arguments (Fig. 2 and 3). 

Therefore, valid arguments are classified as fallacies (Fig. 7). Although lexical diversity and textual 

similarity are widely used models in machine learning, and lexical dictionaries are currently little 

used linguistic resources in automatic identification, obtaining of new affective terms related to 

political discourse has increased the result obtained in [30]. 

 
Fig. 7. Plotting the SVM data with affective terms and lexical diversity 

8. Conclusions 

There is a limited systematic study on fallacies to determine their complexity of treatment from a 

linguistic perspective and the difficulty this phenomenon poses to Language Technologies. This 

paper proposes a set of main elements to consider in the development of systems using machine 

learning methods. We believe that evaluating arguments using a logical perspective and 

argumentative patterns is the best option for developing systems that allow for fallacy mining. 

 In fallacy identification, features related to expressive language are used, such as affective terms 

and lexical diversity of arguments; Two machine learning models were implemented: Support 

Vector Machine and Multilayer Perceptron. As a result, an F1-score of 0.56 was obtained with 

affective terms processing, 0.53 using lexical diversity, and 0.60 when grouping the information 

gain of affective terms, lexical diversity, and argument tokens.  

The use of affective terms is considered the main feature to determine if an argument is a fallacy. 

Despite obtaining low performance with this feature, by obtaining a set of terms used specifically in 

political speeches, the results increased in relation to previous work. Therefore, affective lexical 

dictionaries related to political discourse are necessary to identify fallacies by appealing to emotions. 

Based on our results, it is proposed to increase the corpus data, get new affective terms, and use 

conventional neural models such as recurrent networks. Additionally, the topic discussed in the 
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argument should be considered as an additional feature for fallacy identification. This will help to 

elaborate semantic fields according to the argument's topic, in order to identify and create an 

affective lexical dictionary related to specific themes. Lastly, perform tests incorporating the textual 

similarity presented in [30]. Also, balance the corpus data by having an equal number of fallacies 

and valid arguments. 
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его научных интересов охватывает различные области, с акцентом на системы интерфейсов 

мозг-компьютер и машинное обучение. 
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