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Architecture for Time Synchronization in an
onboard SpaceWire Network of ARINC 653 Nodes
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V.Y. Cheptsov <cheptsov@ispras.ru=>
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Abstract. In this paper we present the architecture for time synchronization in an onboard network. The
architecture is specific to SpaceWire protocol and is based on mechanism of broadcast codes introduced in
ECSS-E-ST-50-12C standard. We examine synchronization of real time clocks as well as synchronization of
ARINC 653 node schedulers. We discuss the modification to ARINC 653 Interrupt Services required for time
synchronization to operate. Achieved precision of synchronization is no worse than 5 ms.
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ApxuTeKTypa cUCTeMbl CUHXPOHU3aLMN BpeMeHn B 6o0pToBOM ceTu
SpaceWire us OCPB ¢ nogaepxkon ctaHgapta ARINC 653

W.B. Pyceyxuii <rusetskiy@ispras.ru>
B.B. Aneiinux <valeinik@ispras.ru>
B.IO. Yenyos <cheptsov@ispras.ru>

Huemumym cucmemnozo npoecpammuposanus PAH,
Poccus, 109004, 2. Mockea, yn. A. Consxcenuywina, 0. 25.

AHHoTanus. B nanHO# paboTe npeyiaraeTcst apXUTeKTypa CUCTEMbI CHHXPOHHU3ALIMI BPEMEHHU BBIYHUCIUTENCH
ceru. [IpemnokeHHass apxuTekTypa crenuduuna st cetH SpaceWire M OCHOBBIBAaeTCS Ha MEXaHH3MeE
IIMPOKOBeNaTeNbHBIX KogoB U3 crangapra ECSS-E-ST-50-12C. PaccmaTpuBaeTcst HE TOJNBKO 3amada
CHHXPOHM3AIMY YacOB PEAIbHOTO BPEMEHH BBIUHMCIUTENEH, HO M 3ajada CHHXPOHH3AIMU IUIAHHPOBIIUKOB
orepannoHHEIX cucteM ctaHmapta ARINC 653. O6cyxnatoress nomonHenne Kk uHTepdeticy ARINC 653
Interrupt Services, Heo6xoauMble 1ist QYHKIIHOHUPOBAHUS CHCTEMbBI CHHXPOHH3AlUK BpeMeHH. JlocTuraercs
TOYHOCTh CHHXPOHH3ALIMHU HE XyXKe 5 MC.

KiioueBble c/10Ba: ONepaliOHHbIE CHCTEMBI PEAIbHOTO BPEMEHH; CETEBBIE CTEKHU; PACIIPEACIEHHBIC CHCTEMBI;
crangapTHeii uaTepdeiic ARINC 653; 6Goprosas cets SpaceWire; CHHXpOHH3AIHUS JaCcOB.

s nurupoBanusi: V.B. Pyceukuii, Aneitnuk B.B., Uenmo B.IO. ApxurekTypa cuHCTeMBl CHHXPOHH3ALUH
BpeMeHH B 6opToBoii cetn SpaceWire 3 OCPB ¢ monnepsxkoii cranmapra ARINC 653. Tpynsr UCIT PAH,
tom 37, BeIIL. 4, yacts 2, 2025 1., ctp. 7-16 (Ha anrmiickom si3bike). DOL: 10.15514/ISPRAS-2025-37(4) -15.

Baaromapnoctn. ABTophl Graromapus! BceM wieHam rpynnsl UCIT PAH no paspabotke u Bepudukanuu
OIIEPAIIMOHHBIX CHCTEM JKECTKOTO peabHOr0 BPEMEHH 3a UX IOMAEPXKKY U uier. ABTOphI 6iaronapsat CaBBy
MutpodanoBa u Pycrama CyOxaHKynoBa 3a MX NMPAaKTHYECKHHA BKJIAQJ B PE3YNbTAaT 3TOH pabOTHL, a TaKke
corpynuukoB HTL[ Moxaymne 3a BBICOKOKBATH(HUIMPOBAHHYIO TEXHHYECKYIO MOIAEPXKKY Mo pabore ¢
obopynoBanuem SpaceWire.

1. Introduction

The problem of time synchronization [1] is a classical problem of distributed system theory and it
has serious practical implications. Synchronicity of nodes in a network and accuracy of their time
sources may affect the correctness and robustness of network interactions. Unsynchronized nodes
are unable to perform data transfers to a predefined static schedule — this poses a difficulty for
construction of a synchronous deterministic network and complicates organization of hot spare
redundancy. At the same time, there are numerous desynchronization mechanisms: frequency drift
and frequency instability of crystal oscillators, timer reset on node failure. As a result, the exact
definition of «time synchronization» depends on the environment and the guarantees required for
network operation.

In this work we present a scheme for time synchronization in an onboard network of nodes controlled
by ARINC 653 compliant real-time operating system [2]. Orientation towards avionics and space
industry has a couple of important features. First, avionic network and all of its nodes (modules) are
hard real-time systems — thus, our scheme must have a relatively low overhead. Second, network
use cases (synchronous timed transfers, hot spare redundancy) imply module schedule
synchronization as well as astronomic time distribution. Last, spacecraft networks base on
specialized physical layer protocols (SpaceWire [3], MIL-STD-1553 [4]) that have unique facilities
for time distribution.

We aim for a time distribution architecture that could be adapted to any ARINC 653 compliant
RTOS. Even though our scheme is based on broadcast codes special to SpaceWire, we hope it is
adaptable to MIL-STD-1553 and other protocols. We propose a simplistic solution for time and
schedule synchronization with precision of 5 ms.
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Proposed architecture is implemented in CLOS, a real-time operating system developed at ISP RAS,
and tested on hardware platforms used in space industry.

2. State of the art

2.1. Time synchronization in ARINC 653

Synchronization of time in a network of modules running an ARINC 653 compatible RTOS has a
couple of distinctive features. In contrast to POSIX, ARINC 653 performs static allocation of
execution time, memory and other resources to entities called «partitions». Thus, all partitions of a
module execute according to a fixed schedule. Module schedule is periodic (its period is called
«Major Time Frame») and consists of windows assigned to partitions. After module initialization its
major time frame executes periodically until system restart or shutdown, or until module schedule
is switched. Module schedule is enforced by partition scheduler, which switches partition windows
based on system time. In case RTOS supports ARINC 653 extended services [5] there is a system
call to switch module schedules.

If we want to build a deterministic network with timed data exchanges, we need to synchronize
module schedules of different nodes. Thus, synchronization subsystem must perform time
distribution and shift module schedule for one or both modules backward or forward based on
accumulated time difference.

According to ARINC 653, module contains user and system partitions. System partition has
privilege to access a wider selection of system calls and often contains file system, network stack
and other peripheral drivers (ARINC 653 implies microkernel OS architecture).

ARINC 653 has several system calls related to system time — TIMED_WAIT, PERIODIC_WAIT,
GET_TIME - and a subsystem for working with real time — Calendar Time API. Calendar Time
APl allows to read or write real time wusing GET_CALENDAR_TIME and
SET_CALENDAR_TIME system calls. Setting of time is supported in two modes: one can set
calendar time directly or temporarily slew calendar time to prevent backward time shifts or forward
jumps.

ARINC 653 does not specify how one can set or adjust system time. A good mechanism to adjust
time and frequency for the Unix kernel is described in [6] for the ticking timer: clock frequency is
changed by adding or subtracting a fixed amount at each system timer interrupt for a calculated
number of ticks. This scheme to not easily adaptable to tickless timer architecture, though.

2.2. The problem of time synchronization

There is a variety of clock synchronization problem formulations, and it is important to concentrate
on one. First, it is important to distinguish logical clock synchronization [7], which aims to build a
total order of events in the distributed system, from physical clock synchronization. Physical clock
synchronization [8] may aim at agreement of clocks in the system (internal synchronization, «any
two clocks deviate no more than A»), or at correspondence to some external precision time source
(external synchronization, «any clock deviates from real time source no more than A»).

Synchronization problems can also be classified depending on symmetry of roles in a network
(symmetric or asymmetric) or on presumed message propagation delay [9] («synchronous» for
bound delay, «asynchronous» for unbound delay).
Approaches toward time synchronization may also be classified by their tolerance to faults [10].
Following [8], we divide the time synchronization scheme into three parts:

1. Clock source selection and resynchronization event detection.

2. Time distribution protocol.

3. Time correction mechanism.
According to all the mentioned criteria in this paper we analyze physical clock synchronization and
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aim for clock agreement. Our scheme is asymmetric (also called «central master synchronization»
[10]) and the network has bound propagation delay. We do not perform clock source selection and
simply fix time source node. Our resynchronization event and time correction mechanism are trivial
as well — we resynchronize periodically with fixed period and correct time by shifting time forward
by a computed delta. This work is about time distribution over SpaceWire network and about OS
support required for its operation.

2.3 Time distribution infrastructure

Physical clock synchronization may be achieved either with software or with hardware.

Network Time Protocol [11] is a time synchronization protocol widely used since its development
in 1985. NTP builds on top of UDP/IP transport and distributes time from atomic clocks according
to a hierarchical client-server model. On each synchronization step using a pair of transfers (from
client to server and to back) NTP estimates current round-trip delay 6; and clock offset &; between
nodes. Pairs (0;, ;) are filtered over time and used to update current real-time clock frequency. It has
a precision of around 100 ps in fast LANs. Adaptation of NTP into a hard real-time operating system
is problematic as NTP expects network stack to handle arrivals of UDP/IP packets instantaneously
(in interrupt handler) while RTOS tend to prohibit device interrupts in favor of code execution
determinism.

Another protocol is PTP [12]. Like NTP, PTP has a hierarchical time distribution. Best master clock
algorithm (BMCA) determines optimal clock source for a given node and synchronizes with it.
However, to reach precision of 1-10 us PTP requires hardware integration into the network layer
protocol. Its integration into Ethernet is called Time-Sensitive Ethernet [13] and reaches precision
of around 500 ns.

Synchronous Ethernet [14] is a hardware approach that achieves synchronization with precision of
100 ns by transmission of reference signal over a dedicated line and subsequent adjustment of
receiver clock frequency with a PLL.

SpaceWire and MIL-STD-1553 have lower layer mechanisms for synchronization pulse distribution
(broadcast codes for SpaceWire, «synchronize» mode code for MIL-STD-1553), however they
require a separate software solution to transfer timestamps. It is important that SpaceWire broadcast
codes (time markers and distributed interrupts) have an increased priority compared to data packets
and do not need to wait in queues during switching — these properties allow to build network-wide
distribution of time instead of hop-by-hop time distribution. SpaceWire broadcast code skew and
jitter can be estimated as 14 (ESC + data character) and 10 (one preempted data character) bit-
periods which is equivalent to 140 ns and 100 ns for one 100 Mbit/s link.

SpaceFibre network is analogous to SpaceWire network in terms of time-distribution mechanism,
however its increased bandwidth allows implementations of heavy-weight custom hardware
protocols analogous to PTP [15] with accuracy of 1 ps.

3. Time synchronization architecture

3.1 Approach to time distribution

Our time distribution scheme is asymmetric. Network has a single fixed «master» node, that
periodically broadcasts a SpaceWire distributed interrupt. All other nodes in a network are «slave»
nodes. After the distributed interrupt a separate message containing a timestamp is sent.

One iteration of time distribution is as follows:
1. Master node broadcasts distributed interrupt to the network and saves current time T1.
2. Slave node handles the interrupt and saves moment of its reception T».
3. Master node transmits value of Ty in a separate data packet over the SpaceWire network.
4. Slave node estimates the clock offset between nodes: 6 = T2 — Th.
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In order to critically analyze the approach let’s focus on each step in details. What we seek is the
delay and jitter introduced on each step of time distribution (Fig.1):

1. Let’s focus on the time difference between broadcast code distribution and saving of current

3.

time T. First of all, in case the system timer is implemented as ticking timer (in contrast to
tickless timer) a timer interrupt may arrive. Timer interrupt time can be roughly estimated
as 1000 instructions which is equivalent to 5 pus on a 200 MHz board (Ttickint = 5 ps).
Secondly, there may be a wraparound jitter in the implementation of a system timer.
Hardware platforms with 32-bit system counter have to account for wrapping to produce a
64-bit timestamp — they have a cycle in the timestamp generation code. Yet it is guaranteed
to add only a single spare iteration in the worst case (20 instructions), which is bound by
100 ns on a 200 MHz microprocessor (T wraparound = 100 ns). Yet another possible source of
time slew from the timer is the possible context switch: on some architectures system timer
is read-protected for unprivileged code, so to read a timestamp it is required to switch to
the kernel and back (Tsyscan =5 ps).

Time distribution over SpaceWire network has three major sources of delay or jitter:
broadcast code transmission through data link layer, link failure, interrupt handling. As
we’ve discussed earlier, broadcast code skew and jitter can be estimated as 140 ns and 100
ns for one 100 Mbit/s link (Tocstew = 140 NS, Thjier = 100 ns). This number is multiplied by
a number of links broadcast code traverses from master to slave (diameter of the network
graph). Time to restart the link on error detection is Tinkait = 19.2 ps. Precise
synchronization is impossible in presence of link failures, and it is possible to drop time
samples if link failure is detected. Interrupt state preservation and handler dispatch may
introduce jitter related to caching: in case kernel stack got evicted from cache processor
may require to load it from memory. Rough estimate for interrupt handling is Tint =2 ps on
a 200 MHz board.

A probable source of error on this step is packet loss. In case one timestamp or one interrupt
is lost in the network, time distribution mechanism will set a wrong association between
the interrupt and the timestamp, which will result in totally incorrect clock offset. This may
be handled by proper filtering of collected values of 6.

T
master 0 Ty maslter
node —..'
0 :
. Packet
; with T,
: Distributed
! interrupt
E Tslave
T POSTPONE_TIME(Q)

0=T,-T,

Fig. 1. One iteration of time distribution.

Our approach is simplistic and works with an ideal network that satisfies properties:

No data packets or broadcast codes are missed or corrupted.
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e Links are always functional.

A big disadvantage of our scheme is that we do not account for time propagation delay 6. At the
time of writing, we do not have a methodology for precise time measurement in a distributed system,
and fine-tuning is not possible at that stage.

3.2 Time synchronization subsystem In ARINC 653 RTOS
Our architecture for time synchronization subsystem in ARINC 653 real-time operating system has
a set of functional software elements (Fig.2):
1. Synchronization software. It consists of interrupt and timestamp generation, timestamp
transfer, time offset estimation and clock correction.

2. Network stack. It provides a simple interface for broadcast code and data packet
transmission and reception, stores all hardware configurations and network routing tables.

Userspace

System partition

Network stack and net drivers

User
partition Real Time Clock driver

4

Synchronization software

APEX interface

0S core ¢

Interrupt subsystem

Y

Time adjustment subsystem

Hardware
- Interrupt controller
- SpaceWire controller
- Real Time Clock, system timer

Fig. 2. Architecture for time synchronization subsystem.
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3. Interrupt handling subsystem. Its main purpose is to perform robust partitioning of
external interrupts. Only the partition that owns the interrupt source must spend time to
handle the interrupt. This is achieved by unmasking the interrupt only for the duration of
the interrupt source owner partition. Interrupt subsystem must provide a system call for
partition to know whether a given interrupt is received.

4. Time adjustment API. It is important for the operating system to provide a proper set of
system calls to adjust system time. The implementation of this API poses a challenge as it
interferes with RTOS scheduler. Another non-standard API that turned out to be useful is
the system call to get start of the current Major Time Frame and offset of the current module
window.

Synchronization software, SpaceWire network stack and a real-time clock driver have to be a part
of a dedicated system partition.

3.3. Synchronization software

Synchronization software is a central control unit of synchronization. Synchronization software
executes periodically during every Nth Major Time Frame and contains: either master or slave time
distribution algorithm, a possible role selection scheme (for now, we fix roles in the network for the
sake of simplicity), a proper data filtering algorithm for received data.

For synchronization software it is important to have up-to-date status information of the
corresponding SpaceWire device. For the sake of simplicity, we fix that each node in a network has
only one port connected to the network: master node broadcasts distributed interrupts through a
single port, slave node receives distributed interrupts from a single port.

At startup, synchronization software executes either master node algorithm or slave node algorithm
(Fig. 3). Master algorithm broadcasts a distributed interrupt, saves a timestamp and transmits it to
the broadcast SpaceWire logical address. Slave node handles the interrupt received from OS kernel
via a system call, handles the timestamp received from SpaceWire network stack and performs a
system call to adjust time.

Synchronization Software Network stack interface

GetPortStatusInfo(dev)

SendIRQ(dev, number)

1. SendIRQ(dev, IRQ)
2. T1 = GET_TIME()
3. SendPacket(dev, T1)

SendPacket(dev, data)

|
Time master algorithm |
|
|

RecvPacket (dev)

0S interface

Slave algorithm
T2 = WAIT_INTERRUPT_EXTENDED(IRQ line)

I WAIT_INTERRUPT_EXTENDED() |
T1 = RecvPacket(dev) | GET_TIME() |

8 =T2-T1 -8
POSTPONE_TIME(6)
Treal = Clock_gettime()

clock_settime(T, pa1 + 6)

POSTPONE_TIME() |

o U wWwN R

clock_gettime(CLOCK_REALTIME)|

|clockfsettime(CLDCK?REALTIME)|

Fig. 3. Algorithms for synchronization software.
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It is important to handle error scenarios:
e The clock offset value is too big (timestamp or sync pulse missed).

e The link was down since last sync pulse (timestamp or sync pulse missed, sync pulse
delayed).

e The clock offset value is negative (our time adjustment only postpones time).

Described approach lacks redundancy and will not outlive permanent failure of a master node or a
link to it. A possible fix to this problem: one can assign master role to three nodes in a network (each
with unique interrupt id). In this scheme slave node will receive up to three distinct timestamps Ty,
T, Tz and will try to adjust its time towards median of T4, T, Ta.

3.4 Integration with SpaceWire Network

During the integration with SpaceWire network we faced several challenges. First challenge is the
dissimilarity of time distribution interfaces provided by SpaceWire hardware. One of the IP cores
we work with aimed at automatic time marker generation and the documentation did not specify
how to generate a single time marker.

Second, distributed interrupts and interrupt acknowledgments are an extension to SpaceWire
standard. It turned out one of the three hardware platforms we work with supports them in non-
straightforward fashion.

Another problem we faced is that during link shutdown some hardware platforms do not disable
interrupt generation. Thus, SpaceWire codec may recognize broadcast code symbol in the noise and
generate a spurious interrupt. This could be partially mitigated by checking error bits on interrupt
reception in the interrupt handling code.

3.5 Interrupt handling considerations

ARINC 653 Extended Services specifies a set of system calls that are required for a conforming OS
implementation:

e CREATE_INTERRUPT - creates an object to be used to wait for interrupt.
e GET_INTERRUPT_ID - obtains ID of an interrupt configured for use by the partition.

o WAIT_INTERRUPT - provides a means for a process to wait upon the occurrence of a
partition-specific interrupt.

None of the specified system calls transfer timestamp of synchronization pulse from the kernel, so
we used WAIT_INTERRUPT_EXTENDED that does. Another important feature of this system call
is the ability to control whether interrupt is masked during windows of other partitions. Its use
enforces strict partitioning of external interrupts (which is good for system reliability and robustness)
but requires nodes in a network to be already «almost synchronized» (in case an interrupt is masked
and set pending during other partition window, the sync pulse will be late).

3.6 Time adjustment subsystem

We perform adjustment of both real time and system time.

Real time clock (RTC) driver is implemented in userspace and resides in system partition. However,
system partition with an RTC can be a distinct partition from time synchronization partition. In this
scenario client performs a remote procedure call to set time and reads a value from ARINC sampling
port to get time. These two actions are wrapped in POSIX clock_gettime/clock_settime API familiar
to most developers.

System time is a more fragile substance to work with. ARINC 653 time management services do
provide a way (GET_TIME() APEX call) to get current time, but we need to synchronize Major
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Time Frame (MTF) start times. Thus, we implemented a seqlock-based system call to observe start
of the previous MTF.

In order to adjust time we used a non-standard POSTPONE_TIME() system call. Its major drawback
is that it only shifts time forward (it suspends execution of current partition window and starts the
next one earlier). It means that even for a little negative time offset between master node and slave
node slave node will have to wait for a whole Major Time Frame.

4. Results

In order to measure accuracy of our time synchronization scheme we built a testbench of two
different development boards. We marked one BSP as slave node, another one as master node,
started synchronization process and observed printouts at system partition start times.

We provided output of each BSP with automatically generated timestamps and compared them. As
a result of synchronization process, arbitrarily desynchronized system synchronizes to a precision
of around 5 ms.

This is 3 orders of magnitude worse than what we’ve been expecting from estimation of distributed
interrupt transfer time. However, for the moment of writing, we have a serious weakness in our
measurement methodology: timestamps are generated on instrumental machine that receives output
from remote synchronizing boards. Data follows a serial line at 115200 baud, OS network stack,
Python multiplexing software, a series of network appliances, another OS network stack and another
multiplexing software. This is hardly a suitable methodology for time measurement. A better
solution would be to implement a couple of GPIO drivers, to set output pins to one on system
partition start and to perform measurement with an oscilloscope.

5. Conclusion

In this paper we presented an architecture for time synchronization in an onboard SpaceWire
network of ARINC 653 nodes. The developed architecture is implemented in CLOS real-time
operating system, developed at ISP RAS, and tested on available hardware used in the space
industry.
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AHHOTamus. B coBpeMeHHOM Mmpe NpON3BOAUTENBHOCTE M SHEProd(p(eKTHBHOCTH MPOLECCOPOB UTPAIOT
KIIIOUEBYIO POJIb NpH pa3paboTke KoMmbioTepHbIX cucteM. Hapsny ¢ CPU, GPU sBnsioTcss MOUTHBIMU
BBIYHCITUTENILHBIME YCTPOUCTBAMH U HCHOJIB3YIOTCS A 00pabOTKH KOMIBIOTEPHOH rpaduKH, MAIIMHHOTO
o0ydeHnst 1 MHororo apyroro. IIpoueccopsl 060py10BaHbI BCTPOEHHBIMH JaTYMKaMHU, JAOCTYN K KOTOPHIM
OCYIIECTBIIIETCS 4epe3 CIeluagbHble CpeAcTBa. UWI COBPEMEHHOH BHACOKapThl MOXKET paboTaTh B
JIOCTaTOYHO IIUPOKOM JMara3oHe YacToT M JmMuTOB MomHocTH (PL). OueHp Wacto mpm pemeHuH
BBIYHCIIUTENILHON 3a1a41 WM PEeHIEPUHTE CLICHBI BUIEOKapTa MOXKET paboTaTh OoJiee ONTHMAaIbHO, O0e3 3aTpar
N30BITOYHON MOIITHOCTH, YTO MO3BOJISIET 3HAYNTEIFHO SKOHOMHUTE SHEPTHUIO NIPH BBIIOJIIHEHUH PECYPCOEMKUX
3amau. [TosTomMy miis 3amaHHOro Habopa 3a/ad BaKHO HAWTH Takue MapaMeTphl, MPU KOTOPBIX OTHOLICHHE
MoNe3HOi paboThl K 3aTpauyeHHON MOIMHOCTH OymeT MakcuManbHBIM. llocie mpoBeneHHs OONBIIOrO
KOJIMYECTBA IKCIEPHMEHTOB MOXKHO HAay4IHThCS MPOTHO3UPOBATH 3aBUCUMOCTD JAHHOH IeNeBOi GyHKIHH OT
mapameTpoB. B naHHOW cTaThke paccMaTpuBaeTcsl MOJy4eHHE TeKyIInX 3HaueHuid mapamerpoB GPU mpu
MTOMOIIY PA3NIMYHBIX HHCTPYMEHTOB. [IpencTaBieHsl pe3ynbTaTsl cOopa CHIPBIX JaHHBIX ¢ BuaeokapT NVIDIA
1 TIOCIIEAYIOIIETO MOCTPOESHHUSI MO ONTHMAIBHOTO SHEPTONOTPEOICHHS.

Kawuessle cioBa: rpaguyeckuii mporeccop; NVAPI; Moaens sHepronoTpeOiicH s ; 1aTYUKA BUICOKAPTHL.

Jast uurnpoBanusi: 'ymun A H., Craponeros C.M. Mcnonb30BaHue nporpaMMHO-OIIPEIEIIeMbIX CYETYNKOB
JUTSL TIOCTPOGHHST MOJIETIM ONITHMAJIBHOTO SHepronoTpedieHus rpadudeckoro npoueccopa. Tpyner ICIT PAH,
tom 37, Be. 4, yactb 2, 2025 1., crp. 17-30 (na anrnuiickom sizbike). DOI: 10.15514/ISPRAS-2025-37(4)- 16.

1. Introduction

GPU (graphics processing unit) is designed to accelerate graphics rendering and parallel
computations. The term “GPU” was first introduced by NVIDIA in 1999 with the release of GeForce
256. This was the first graphics card marketed as a GPU since it integrated transformation, lighting,
and rendering mechanisms on a single chip, while previous graphics cards used the central processor
for some of these tasks. Even in the early days of graphics cards, manufacturers transitioned to digital
power management [1].

GPU differs from CPU in its architecture optimized for parallel computing. Unlike CPUs with
several powerful cores, GPUs consist of thousands of simpler computing units grouped into clusters.
These units are organized into streaming multiprocessors, each capable of executing multiple threads
simultaneously. This structure allows GPUs to efficiently process large data volumes, such as pixels
in graphics or matrices in machine learning [2].

GPUs achieve high performance computing through massive parallelism called SIMT (Single
Instruction, Multiple Threads). For example, in rendering, one shader (a GPU worker) can process
thousands of pixels in parallel. Additionally, GPUs use warps (NVIDIA) or wavefronts (AMD) —
thread groups executing one instruction synchronously, minimizing thread management overhead
[2-3].

A key aspect of GPU architecture is its complex memory hierarchy. Global memory (VRAM) has
high bandwidth but significant latency, so GPUs employ multiple cache levels and registers to
accelerate data access. Each streaming multiprocessor (SM) has its own shared memory enabling
low-latency data exchange between threads within one block. Such process can be modeled [4-5].
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Modern GPUs also use unified memory technology allowing CPUs and GPUs to work with shared
address space, simplifying programming [2].

By automatically adjusting voltage and frequency parameters for the graphics processor and video
memory according to GPU’s BIOS algorithms, the graphics card attempts to maintain maximum
frequency and performance without exceeding maximum permissible power consumption, typically
specified by TDP and TGP parameters. The TDP (Thermal Design Power) parameter for graphics
cards indicates the maximum heat the cooling system must dissipate [6]. The TGP (Total Graphics
Power) parameter specifies total power consumption of the graphics processor, PCB, and video
memory, closest to actual card consumption. Due to increased power supply requirements, power
consumption must be strictly limited. The Power Limit (PL) parameter prevents exceeding
calculated consumption. Adjusting PL downward can balance low power consumption with
acceptable temperatures and performance [7]. When modern graphics cards reach power limits,
mechanisms reduce core frequency and voltage to maintain specified consumption. Proper
undervolting through voltage reduction minimally impacts performance. Excessive voltage
reduction may cause system instability and crashes, requiring constant GPU temperature and
performance monitoring [8]. Undervolting is completely safe: at critical voltage levels the system
simply reboots.

Present work aims to study methods for obtaining raw GPU sensors data for subsequent analysis,
examine existing tools for collecting such data and power consumption estimation, develop an
optimized GPU power consumption model, and present results from experiments on actual
hardware.

The paper is structured as follows. Section 2 reviews existing work on GPU and CPU data collection
and analysis. Section 3 describes various tools for collecting GPU sensor data. Section 4 presents
the developed solution for GPU data collection, model construction, as well as experimental results.
The Conclusion summarizes the findings.

The present paper is an extension of the report presented at SYRCoSE Software Engineering
Colloguium 2025 in Pyatigorsk.

2. Related works

This section reviews works related to obtaining and estimating power consumption for both GPUs
and CPUs.

PowerAPI, described in [9], is a software package providing CPU power consumption information
based on sensor data. The system comprises multiple components running as Docker containers or
standalone applications (PowerAPl components can run via Python). For CPU data collection, it
uses HWPC — a hardware performance counter utilizing RAPL technology for CPU monitoring. The
HWHPC sensor records raw data in MongoDB. The SmartWatts "formula" application then processes
this data to produce power estimates. InfluxDB, specialized for time-series data, stores values
computed by SmartWatts [10]. As of 2024, PowerAPI (particularly HWPC) only supports Linux
and limited CPU architectures (Intel Sandy Bridge or newer, excluding Intel Core Tiger Lake, Alder
Lake, Raptor Lake; AMD Zen 1, 2, 3, 4).

PowerAPI's modeling approach has two phases: training and deployment. The training phase
analyzes power consumption and runs target processor events to identify those most impacting
consumption. These key events form an energy model — a formula used during online deployment
for real-time power estimation. The data allows PowerAPI to build a power consumption model
enabling efficient real-time energy cost determination. To reduce error between predicted and actual
results, models are computed for workloads with lowest average Pearson coefficient across all
HWPC event combinations. Then, for each workload, the model with smallest error is selected, and
from these, one model minimizing error across all workloads is chosen [11].

An Intel Xeon W3520 (Bloomfield family) running Ubuntu 14.04 (kernel 3.13) was tested with
standard configuration. Power consumption estimates were obtained for parallel processes running
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on the same CPU, specifically power distribution between idle consumption, the "fregmine"
benchmark from PARSEC, and two other NPB benchmarks (bt.C and cg.C). Compared to physical
PowerSpy measurements at 4 Hz (one power estimate per 250 ms), PowerAPI achieved 2% relative
error (2.92 W) [12].

PowerAPI limitations include no GPU power modeling support, Linux-only operation, and limited
CPU architecture support. Another drawback is system complexity comprising multiple separate
components (requiring Docker installation).

PyJoules, described in [13], is an open-source Python toolkit (library) for measuring host machine
energy consumption during Python code execution, available on GitHub and derived from
"PowerAPI". PyJoules tracks energy consumed by specific host devices: socket packages for Intel
CPUs, RAM (for Intel server architectures), Intel integrated graphics (client architectures), and
NVIDIA GPUs. PyJoules uses Intel's "Running Average Power Limit" (RAPL) technology
estimating CPU, RAM, and integrated GPU consumption, available on Intel processors since Sandy
Bridge (2010).

Currently PyJoules uses Linux kernel APIs to access RAPL-reported energy values, making
CPU/RAM/iGPU monitoring unavailable on Windows or MacOS. As RAPL isn't exposed in VMs,
PyJoules can't monitor consumption within virtual machines.

PyJoules limitations include restricted system support (Linux only, no VMs), no AMD GPU support,
no optimal power modeling capability, and inability to track overall system consumption rather than
just monitored code segments. Formally, measurements are affected by all running processes, but
tracking their consumption requires monitoring stub functions.

The SAOU framework in [14] combines overclocking (exceeding safe maximum frequency) and
undervolting (reducing voltage below safe levels) for GPUs, achieving up to 22% energy savings
without performance loss. The method uses enhanced checkpoint-recovery to correct errors from
extreme settings. Testing with cuBLAS matrix multiplication showed SAOU dynamically selects
optimal voltage/frequency levels based on error models. On NVIDIA GTX 980, gradual frequency
increases yielded 5.3% power reduction versus baseline.

SAOU limitations include limited testing (only cuBLAS-MM), unverified effectiveness for other
workloads, requiring Linux kernel modifications and GPU thread synchronization, support for GPU
dynamic frequency/voltage management, additional resources for recovery systems, and
prerequisite profiling for safe frequency/voltage determination.

The GreenMM framework in [15] enables energy-efficient matrix multiplication on GPUs via
undervolting using algorithmic fault tolerance (ABFT). The authors experimentally determined safe
undervolting boundaries and developed an error model dependent on voltage and matrix size.
GreenMM combines undervolting with modified cuBLAS-MM, correcting errors dynamically.
Results on NVIDIA GTX 980 show up to 19.8% power reduction and 9% energy efficiency
(GFLOPS/Watt) improvement with only 1.5% performance overhead.

GreenMM limitations include limited compatibility (only via cuBLAS interface), testing only for
matrix multiplication (cuBLAS-MM), requiring GPUs with NVML voltage control, no VM or non-
Linux OS support, and prerequisite profiling for minimum safe voltage and error models.
Summarizing reviewed solutions, we conclude that the developed optimal power consumption
system for GPU sensor data collection should differ. Existing solutions typically target Linux and
matrix multiplication. As an alternative, we can develop a Windows system comprising separate
modules (testing, data collection etc.), allowing test type customization based on user requests.
Additionally, collected data and models from other devices with similar GPUs could be utilized.
System modules could run on separate computers interacting as a distributed network.

3. Preliminaries

GPU sensor data collection can be implemented through various methods. We examine GPU-Z,
NVAPI (and its PyNVML variant), and Pynvraw.
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GPU-Z is free software by TechPowerUp for detailed GPU monitoring and information, Windows-
only. GPU-Z provides comprehensive graphics card data (temperature, power consumption etc.)
[16], supporting nearly all graphics cards.

GPU-Z's main advantage is complete GPU information collection and logging. However, closed-
source code and lack of API access are drawbacks, allowing data retrieval only via processing output
CSV files containing rows and columns. Reading these files makes real-time processing in custom
software challenging.

NVAPI (NVIDIA Management Library) is a low-level C API provided by NVIDIA for interacting
with their GPUs, Windows-only. It enables access to advanced GPU features and settings
unavailable through standard drivers or APIs like OpenGL/DirectX. Unlike high-level APIs
abstracting hardware details, NVAPI provides direct hardware access for fine-tuning performance
and functionality [17].

NVAPI allows obtaining system information including GPU identification, driver versions, and
available memory. Beyond data collection, NVAPI manages various GPU aspects like clock speeds
and power management.

PyNVML is a Python wrapper for NVIDIA Management Library (NVML) providing an interface
for NVIDIA GPU interaction. This library enables monitoring GPU status and characteristics like
utilization, memory usage, frequency, temperature, fan speed, and more. PyNVML simplifies GPU
monitoring integration into Python applications via its API for load optimization and performance
improvement [18]. The library supports both sensor data collection and GPU parameter adjustment
(e.g., via nvmlDeviceSetPowerManagementLimit()).

Pynvraw is a Python package interfacing with NVAPI for low-level NVIDIA GPU access. Pynvraw
monitors and controls GPUs, accessing parameters like current temperature, clock speed, voltage,
and workload [19], useful for real-time performance analysis. For our system, using Pynvraw
methods (e.g., api.get_core_voltage()) instead of some PyNVML methods achieves higher precision
comparable to GPU-Z data.

Among reviewed tools, PyNVML and Pynvraw are optimal for integration into our solution. They
suit Python Windows implementation well, though limited to NVIDIA GPUs.

4. Implementation

For NVIDIA GPU optimal power consumption modeling, we propose a system of several interacting
subsystems. Fig. 1 illustrates component relationships and data flow, with arrows indicating
command requests or data retrieval between subsystems.
The system combines custom developments with connected systems/libraries/utilities (e.g., for GPU
sensor data reading via API). Each component can be replaced thanks to interface usage (e.g.,
substituting MSI Kombustor with FurMark). Each system stage can run independently. The data
collection and testing stage involves GPU sensor data collection, GPU testing, undervolting systems,
and required connected components (GPU APIs etc.) with their interactions. Data collection and
verification occur across various operation modes — when reaching extreme values (minimum
consumption or maximum GPU/memory frequency) or system instability, more stable parameters
are restored and the cycle continues until all parameter combinations are tested.
The Data Acquisition System handles GPU sensor data collection via low-level libraries, outputting
string representations and storing in a connected database. The database can be remote depending
on connection interface commands. The write method allows direct database storage without data
resending. The system also verifies GPU availability and accessibility.
The GPU Testing System runs benchmarks with configurable parameters including test duration and
load type, while monitoring GPU state via the Data Acquisition System. The GPU Undervolting
System dynamically adjusts GPU parameters (frequencies, power) via low-level APIs, validating
changes and recording results in the database. The Data Analysis System applies various methods
to evaluate setting impacts on performance (FPS) and energy efficiency (FPS/W). Module
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interaction uses network sockets with formatted requests including service availability checks and
error handling.
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Fig. 1. Component diagram of the developed system.

The data analysis stage involves the operation of a dedicated analysis system that processes data
recorded in the database during the previous stage. This system evaluates the correlation between
GPU performance metrics and constructs a power consumption model to identify optimal GPU
operating parameters. The model enables subsequent retesting and undervolting procedures to
compare standard operating conditions with optimized configurations.
Our current Windows implementation collects NVIDIA GPU data via PyNVML and Pynvraw,
adjusts GPU parameters via PyNVML and NVIDIA Inspector, runs various MSI Kombustor tests,
and stores raw data in MongoDB. Below are example system execution results showing power
consumption, FPS, and efficiency graphs from Metabase. "Efficiency" is a custom metric defined in
(1), where F is Frames Per Second, P is Board Power Draw (W). "Efficiency" evaluates undervolting
effectiveness regarding performance impact — higher values indicate better efficiency.
al 1

E=5 D
Fig. 2, 3, 4 show graphs for NVIDIA GTX 1650 data from glfurrytorus benchmark with +100 MHz
GPU clock and +200 MHz memory clock offsets, reducing PL from 70W to 45W in 5W steps. Data
are collected several seconds before benchmark start, during operation (FPS and efficiency values
only available here), and several seconds after. This is a subset from the collected dataset — testing
typically includes multiple benchmark types with varying GPU/memory clock offsets. Clock offsets
increase until GPU stability is maintained, controlled via PyNVML exceptions and MSI Kombustor
log checks.
As Fig. 2, 3, 4 show, reducing PL improves efficiency while lowering power consumption, but
determining optimal stable values requires additional analysis.
One approach for evaluating GPU mode changes (PL and GPU/memory clock offsets) on efficiency
(benchmark FPS) is computing correlation coefficients. Values near 1 indicate positive correlation
between variables (FPS and GPU parameters). Pearson coefficient measures linear dependence,
Kendall and Spearman coefficients measure rank correlation robust to nonlinear/asymmetric data
distributions [20].
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Fig. 2. Effect of Power Limit (75—45 W, 5 W Steps) on Board Power Draw (NVIDIA GTX 1650,
glfurrytorus benchmark, GPU +100 MHz, memory +200 MHz).
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Fig. 3. Effect of Power Limit (75—45 W, 5 W Steps) on FPS (NVIDIA GTX 1650,
glfurrytorus benchmark, GPU +100 MHz, memory +200 MHz).
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Fig. 4. Effect of Power Limit (75—45 W, 5 W Steps) on Efficiency [FPS/W] (NVIDIA GTX 1650,
glfurrytorus benchmark, GPU +100 MHz, memory +200 MHz).
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Pearson correlation (2) computes linear dependence between variables: x;, y; are compared values;
n is observations count. Pearson coefficient near 1 between GPU parameter and FPS indicates strong
direct linear dependence — GPU parameter increase raises FPS.

Kendall correlation (3) evaluates order consistency: sgn is the sign function (-1, 0, or 1); n is the
observations count. This method counts concordant/discordant data pairs. Kendall coefficient helps
precisely determine relationship direction and strength.

Spearman correlation (4) uses value ranks: d; are rank differences; n is the observations count.
Spearman coefficient between GPU parameter and FPS may reveal monotonic nonlinear
relationships. Spearman helps identify stable trends between FPS and parameters when linear
methods fail [21].

Table 1 shows correlation coefficients computed from 1,113,204 MongoDB documents (650,646
with FPS values). Data was collected across test types with varying PLs, GPU clock offsets, and
memory clock offsets.

Table 1. Correlation coefficients for FPS performance.

Benchmark type | Power Limit [W] | GPU Clock [MHz] | Memory Clock [MHZz]
Pearson Correlation
Glfurrytorus 0.3757 0.1177 0.8230
Glfurrymsi 0.4352 0.1710 0.8095
glmsi0l 0.7438 0.4665 0.0297
glmsi02gpumedium 0.2367 0.3226 0.1645
glphongdonut 0.4317 0.3927 0.5140
Glpbrdonut 0.2524 0.2171 0.7758
gltessyspherex32 0.7222 0.5988 0.0182
Kendall Correlation
Glfurrytorus 0.2866 0.0822 0.7079
Glfurrymsi 0.3267 0.1179 0.6765
glmsi0l 0.6377 0.3686 0.0228
glmsi02gpumedium 0.1717 0.2343 0.1122
glphongdonut 0.3243 0.2830 0.3833
Glpbrdonut 0.1818 0.1502 0.6058
gltessyspherex32 0.5656 0.4656 0.0129
Spearman Correlation
Glfurrytorus 0.3636 0.1095 0.8248
Glfurrymsi 0.4253 0.1608 0.8105
glmsi0l 0.7466 0.4654 0.0298
glmsi02gpumedium 0.2385 0.3315 0.1621
glphongdonut 0.4387 0.3960 0.5315
Glpbrdonut 0.2495 0.2112 0.7865
gltessyspherex32 0.7147 0.6000 0.0183
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The analysis reveals that different benchmark tests exhibit distinct FPS dependence patterns on
various GPU parameters. The glfurrytorus test demonstrates strong FPS correlation with memory
clock offset (Pearson 0.82) with minimal other parameter influence, while glfurrymsi shows
pronounced memory frequency dependence (Pearson 0.81) and moderate Power Limit impact. In
contrast, gimsiO1 reveals maximum FPS correlation with Power Limit (Pearson 0.74) with negligible
memory frequency effects, whereas glmsiO2gpumedium displays weak correlations with all
parameters (coefficients < 0.33) due to its PhysX workload characteristics. The glphongdonut test
presents balanced parameter influences (coefficients 0.39-0.53), while glpbrdonut exhibits clear
memory clock dependence (Pearson 0.78) with minor other factors. The gltessyspherex32 test shows
strong Power Limit (Pearson 0.72) and GPU clock (0.60) correlations with minimal memory impact.
These findings clearly show that different benchmark tests require different optimal GPU
parameters, and the final parameter values inevitably represent a compromise between performance
requirements across various workloads. Graphical summary of the discussed tests is presented in
Fig.5.

glfurrymsi glfurrytorus

e msi

Fig. 5. Tests used for benchmarking (MSI Kombustor).

To obtain optimal GPU parameters, it is necessary to build its model. The process of constructing
an optimal GPU power consumption model begins with data preprocessing. The data is converted
into a DataFrame, and entries with missing FPS values are removed. Numerical features are
normalized, and 15% noise is added to the target variable (FPS or another performance metric) to
improve the model's generalization capability. The categorical feature "benchmark test type" is
encoded using LabelEncoder, enabling the model to work correctly with this data type.

After preprocessing, the data is split into training and test sets while preserving the proportions of
test types. A LightGBM gradient boosting model is configured with parameters optimized for the
regression task. These parameters ensure a balance between accuracy and training speed. The trained
model is evaluated using the R? and MAE metrics, followed by an analysis of feature importance
through visualization, which helps understand the influence of various GPU parameters on
performance.

The final stage involves optimizing GPU parameters (particularly focusing on power limit, GPU
frequency, and memory frequency, as their values can be adjusted via the undervolting system). The
identified optimal values are transformed back into the original range and saved to a file for later
use. The model's results, including quality metrics and optimal parameters, are displayed for analysis
and visualized in interactive charts for easy comparison of GPU performance under different
settings.

Gradient boosting is a machine learning method based on ensemble learning, where several weak
models (typically decision trees) are combined into one strong model [22]. LightGBM was chosen
as the primary method due to its high efficiency and speed when processing large volumes of data.
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The optimizer's algorithm is used to predict the target performance parameter for different GPU
settings. In general, the target variable is a GPU performance metric, which could be operations per
second (FLOPS or TOPS), hash rate (mining speed), etc. In this specific case, the performance
metric is FPS (frames per second) in a benchmark. A set of parameters for the current trial is
generated within a normalized range.

A complete set of parameters is created and fed into the LightGBM model to predict FPS for
different test types, followed by averaging the values. This averaging ensures that the optimal
parameters perform well under various GPU workloads. The final step of the method is computing
the objective function (5).

Bayesian optimization was chosen due to its efficiency with large datasets. The algorithm optimizes
parameters in a relatively small number of iterations [23]. After each iteration, a method is called to
evaluate the new set of parameters.

FPS -(1—a)
f® = P-a+e ®)
1
FPS=N; (6)

The objective function (5) represents the ratio of average FPS to power P, where a=0.5 serves as a
balancing coefficient between performance and power consumption. The term =10 is a small
constant included to ensure numerical stability during division operations. In this formula, 6 denotes
the set of optimized GPU parameters, excluding the benchmark test type. The FPS values are
averaged across all test types in equation (6).

The fundamental purpose of this formula is to establish an optimal compromise between
performance (numerator) and energy efficiency (denominator). The numerator increases the
objective function's value as average performance improves, while the denominator decreases it
when power consumption rises. The coefficient o enables precise balancing between these two
factors: when o=0 the optimization considers only FPS, when a=1 it considers only power
consumption, and the value of 0.5 provides equal consideration to both parameters.

The collected raw data consisted of 1,113,204 documents in a MongoDB database, with 650,646
documents containing valid FPS values for the NVIDIA GTX 1650 GPU. This dataset enabled
training a LightGBM model with high accuracy, achieving the following metrics: R?=0.947 and
MAE=18.8 FPS.

Fig. 6 presents the feature importance analysis showing the relative influence of different parameters
on FPS values. The memory controller load (in %) demonstrates the strongest correlation with FPS,
followed by memory clock offset and GPU power consumption. Memory utilization and GPU
temperature show moderate influence, while the fixed minimum GPU clock frequency proved least
significant as it remained constant during testing. These results clearly indicate that the benchmark
tests placed substantial load on the memory subsystem.

The model execution and subsequent prediction yielded optimal parameter values as follows: power
limit = 45 W, GPU clock offset = 193 MHz, and memory clock offset = 468 MHz. Fig. 7 presents a
comparative analysis between tests conducted with these optimized parameters and default
configuration tests. The default configuration (denoted in blue) represents standard settings with
power limit = 75 W and zero clock offsets, while the orange markers indicate standard settings with
minimum power limit = 45 W.

The experimental results demonstrate a significant performance improvement in terms of FPS
metrics, showing an increase of +3.3% compared to the standard test configuration and +8.3%
relative to the standard test with minimum power consumption. The power consumption reduction
closely matches that of the standard test with power limit = 45 W (representing a 31% decrease),
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while exhibiting only a marginal 0.1% increase in power consumption that is effectively offset by
the corresponding performance enhancement.
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Fig. 7. Performance comparison between optimized and default parameters on GTX 1650.

5. Conclusion

Within reviewed GPU data collection tools, we examined GPU operation parameters and datasets
obtainable via software-defined counters. We studied methods for obtaining graphics processor
information under load. We compared existing modeling systems to determine an optimal scheme
for our solution.

Current software is Python-based, we made it available in GutHub [24]. The resulting dataset,
including all benchmark results and configuration parameters, is also available in [24]. We
developed a modular system collecting GPU sensor data into a database, running benchmark stress
test cycles, and gathering extensive information through GPU parameter adjustments via
undervolting. Distributed component operation enables workload distribution across devices (e.qg.,
data collection on one device, analysis on another). Our system performs comprehensive data
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analysis to identify correlations and patterns, builds optimal power consumption models using
LightGBM, and predicts optimal GPU operating parameters through Bayesian optimization
methods. The obtained correlation coefficients revealed distinct optimal parameter configurations
for different workload types, with final values representing a performance compromise between
various workload types. The optimized parameters enabled an 8.3% FPS improvement for the
NVIDIA GTX 1650 while maintaining minimal power consumption (45 W).
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AnHoTanus. PailyIoBbIe CUCTEMBI ABIAIOTCS BaXKHEHIITMM KOMIIOHEHTOM JII000H COBPEMEHHOM ONepannoHHON
CHCTEMBI, OyIb TO BBIUHCIHTEIbHAas CHUCTEMA OOIIEr0 Ha3HAUEHUS] WM CHELUATH3UPOBAaHHAs CHCTEMa
XpaHeHUsI TaHHBIX. CTOMMOCTh OmmMOKM (aiiyIoBOM CHCTEMBI OYEHb BBICOKA; CIIEOBATENIBHO, CYIIECTBYET
NOTpeOHOCTh B 3(()EKTUBHBIX HHCTPYMEHTAX Ul aHaJIHM3a KadecTBa M OOHAPYKEHUs OMIMOOK B (haiIoBBIX
cucreMax. B manHo#t cratbe npencrasien nHctpyMmeHT DIFFUzzer, kotopslii ocHoBaH Ha MeTonax (a33uHra ¢
HCTIOJb30BaHMEM IIPHHIMIOB CEPOT0 W YEPHOTO SIIMKOB M pealu3yeT NoAXoX AnudQepeHnnaIbHOro
JMHAMUYECKOTO aHaJM3a, IPU KOTOPOM IOBEAEHHE IeJIeBOH (DaiiIoBOi CHCTEMBI CPaBHUBAETCS C TOBEACHUEM
ZIpyroii, 6oyee KaueCTBEHHOH (haifJIoBO CHUCTEMBI, KOTOpasl CIY)KHT T€HEPAaTOPOM STaJOHHOTO MOBEACHHS.
ITpn cpaBHEeHMH MOBEICHUS AHAIM3UPYIOTCS KaK BO3BPAINAaeMble 3HAUCHUS] CHCTEMHBIX BBI30BOB, TaK H
arperupoBaHHOE COCTOSHUE (AMIOBBIX cUcTeM. MHCTpyMeHTapuid Takke BKIIOYaeT B ceOs pemykTop,
KOTOPBIH MHHHMH3HMPYET OIMIMOOYHYIO TPAcCy BBHIOJIHEHHs U I'eHepHpyeT KOPOTKUil GparMeHT, B KOTOPOM
omwuoOKa Bce elle NosBisiercst. Pa3paboTaHHBI HHCTPYMEHT OBUI POTECTHPOBAH Ha HECKOJNBKUX (hailyIoBBIX
cucremMax, coBMecTUMBIX ¢ POSIX, 1 oOHapyXHJ HECKOJBKO OIIMOOK B XOJ€ OTHOCHUTEIBHO KOPOTKOTO
JKCIIEpHMEHTA.

KioueBble cioBa: QaiigoBsle cucTeMbl; TUdQepeHINanbHblii (a33uHr; TeCTHpoBaHUE (AIOBBIX CHUCTEM,
(a33uHT Ceporo SAIHKa.

s uurupoBanusi: Kosanesckuit B.M., Keunn B.B., Uusikcon B.M. DIFFuzzer: obnapyxeHne ommbok
¢aiinoBeIx cucteM ¢ moMoulpio auddepernuansHoro dassunra ceporo smwmka. Tpyast UCIT PAH, Tom 37,
BbIIL 4, gactb 2, 2025 1., ctp. 31-46 (Ha anrimiickom si3sike). DOI: 10.15514/ISPRAS-2025-37(4)-17.

1. Introduction

File systems embody one of the most complex components in modern computing systems, requiring
extensive testing due to their critical role in data management and storage.

These considerations further emphasize the importance of rigorous testing. Most popular file
systems like Ext4 have undergone extensive testing over many years of widespread use. However,
traditional quality assurance methods may be insufficient for newer or specialized file systems. This
is due to the vast number of possible system states and the complexity of operation sequences.
Additionally, file systems are typically implemented in low-level programming languages, where
memory-related errors are particularly common. For these reasons, there is a need to develop
automated tools for ensuring correctness of file systems.

In this paper, we present a file system testing tool called DIFFuzzer based on differential and
mutational fuzzing. The proposed approach considers the advantages and disadvantages of related
works, while emphasizing the industrial relevance of the tool. Special attention is given to
developing a tool that is both practical and applicable in industrial settings.

One of the main challenges was conducting an in-depth analysis of existing tools while balancing
development speed with the exploration of innovative techniques. More details on related work are
presented in section 3. While many tools adopt interesting and effective strategies, most are outdated
or primarily academic in nature, limiting their real-world applicability. In our work, we aim to
integrate these approaches into a user-friendly and efficient tool, while accounting for the constraints
typical of industrial environments, such as time limitations and specific technology requirements.
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The rest of the paper is organized as follows. In section 2 we state our objectives and talk about the
prerequisites in detail. Research and analysis of existing works are given in section 3. Next section
4 describes problems in file system fuzzing. For example, we will elaborate on workload generation,
bug detecting and reducing, execution of potential risky operations, etc. Section 5 focuses on
describing our proposed approach to file system fuzzing. In section 6 we explain the details of
architecture and implementation of the tool. Results of evaluation are presented in section 7. We
make some conclusions, describe disadvantages and ways of development for the presented tool in
section 8. Also, we share our thoughts on future bugs detection tools.

2. Motivation

The complexity of modern software development has grown considerably in recent years. At the
same time, quality assurance practices have remained largely the same and often rely on unit tests
and a limited number of integration or end-to-end test cases. While this may be sufficient in some
cases, more sophisticated methods are necessary in highly complex projects such as file systems
development, to effectively detect bugs. However, the application of scientific approaches in
industrial development is not straightforward. These methods often require specialized knowledge
and controlled environments, which complicates their integration into real-world systems.

Our work focuses specifically on detecting bugs in file system implementations. A file system is
low-level software that interacts with both the operating system and the user. Any mistake in
implementation may be critical, because file systems are used in nearly all modern computing
devices.

3. Related work

In this section we review the most notable papers and tools in the domain of file system checking.
Table 1 summarizes these works using criteria.

Table 1. Comparison of file system testing tools.

Name Linux Fsltlein?;sttli? Grey-Box | FUSE Bug Types
Syzkaller 6.14 + Memory, Logic
kKAFL 6.5 + + Memory, Logic
Metis 6.6 + + Memory, Logic, Spec
Dogfood 515 * * yri?hogén:?gt:acr;cy
CrashMonkey 5.6 + Crash Consistency
LFuzz 6.0 + + Memory, Logic
KRace 54 + + Memory, Logic, Data Races
DIFFuzzer 6.14 + + + Memory, Logic, Spec

3.1 Kernel fuzzers

Syzkaller [1] is a coverage-guided kernel fuzzer used extensively for Linux kernel testing. The
fuzzer is structure-aware and uses language for modeling the kernel’s programming interfaces.
However, this language does not capture detailed file system semantics which makes it less effective
for fuzzing file systems, as demonstrated in the Hydra study [2]. Another issue is that it uses
KCov [3] for the feedback mechanism which is not suitable for FUSE [4] file systems. Also,
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Syzkaller focuses on finding non-semantic bugs such as memory errors that have a clear signal, and
thus it fails to trigger deep semantic bugs in file systems.

KAFL [5] is another coverage-guided kernel fuzzer. As the name suggests, it is based on AFL [6],
but it uses a special feedback mechanism based on Intel Processor Trace [7], which makes it suitable
for fuzzing arbitrary binaries across different operating systems. Again, the main issue with general-
purpose kernel fuzzers is that they lack a model of file system semantics and are thus significantly
less effective. As with Syzkaller, it is only able to find memory and logic bugs.

3.2 Black-box file system fuzzers

Metis [8] is a tool for differential fuzzing. Authors introduce an approach based on the file system
model created using the SPIN [9] model checker. Metis generates workloads via SPIN, executes
them on two file systems, and compares the resulting abstract file system states.

We believe differential fuzzing is particularly well-suited to file system testing due to the stable and
uniform nature of file system APIs. However, aside from our work it is the only tool known to apply
this approach. Because of this black-box approach Metis is only able to find “shallow” bugs.

The authors of CrashMonkey [10] present a new approach to testing file system crash consistency
by simulating power-loss crashes while the workload is being executed and checking if the file
system recovers to a correct state after each crash. However, CrashMonkey uses Linux kernel
version 5.6 (released in 2020), which is now outdated. This is a significant limitation, as the
implementation depends on a loadable kernel module. Additionally, the workload length is limited
to three operations (excluding dependencies), which prevents the generation of more complex
inputs. CrashMonkey is black-box and tests are generated beforehand, but even for three operations
it is not possible to generate or execute all possible workloads in a reasonable time.

Dogfood [11] is a related tool with a model-based approach for workload generation using layered
file system models which fixes some of CrashMonkey limitations. However, like other tools, it is
not capable of finding semantic bugs, except for crash consistency bugs, similar to CrashMonkey.

3.3 Grey-box file system fuzzers

Hydra [2] is a mutation fuzzing tool that provides a comprehensive approach for file system testing.
It builds upon the fuzzing infrastructure provided by AFL. A distinguishing feature of Hydra is that
input data exploration is done not just through mutation of system calls but also through direct
mutation of metadata stored on disk. Hydra implements mechanisms for bug detection of various
classes such as logic bugs, memory errors, crash inconsistency bugs, and specification violations.
Although Hydra is the most feature-complete file system fuzzer to date, it is difficult to use in
practice due to maintainability issues. The tool relies on outdated infrastructure, including Linux
kernel version 5.0 (released in 2019) and Ubuntu 16.04 (whose support ended in 2021). As a result,
significant effort would be required to update Hydra to modern environments.

LFuzz [12] is another file system fuzzer that exploits file system localities, expanding on Hydra.
LFuzz tracks recently accessed image locations and nearby locations to predict which locations will
soon be referenced, making fuzzing more effective. Unlike Hydra, LFuzz can only find memory and
logic bugs. Unfortunately, the source code is not available at the moment of writing.

Another tool, KRace [13], brings coverage-guided fuzzing to the concurrency dimension. This is the
only tool that attempts to address the complex challenge of testing file systems in a parallel execution
environment. However, the authors do not provide documentation or instructions for using the tool
or reproducing their experiments. Several repository submodules are missing, making the tool
impossible to build in its current state.
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3.4 Summary

Overall, only two tools presented can find specification violation bugs, where the file system fails
to adhere to agreed specifications (e.g., POSIX). One of them is black-box (Metis) and the other one
has not been maintained for a long time (Hydra). While not as common as memory bugs,
specification violation bugs can still cause serious system failures. Based on these observations, we
decided to make our own tool called DIFFuzzer to fill the gap in finding deep semantic bugs using
a differential grey-box fuzzing approach.

Another challenge is the frequent abandonment of research tools, even those that demonstrate
promising results. Therefore, our work emphasizes practical applicability in industrial contexts,
rather than producing one-time experimental results. Syzkaller has proven that it is possible to stay
relevant in the field by providing continuous support and improvements, and we will try to do the
same for DIFFuzzer.

4. Problem statement

The implementation of a practical file system fuzzing tool presents numerous conceptual and
engineering challenges.

4.1 Tool usability and ease of use

Other tools created by the researchers provide novel and valuable approaches to file system testing.
However, it is unrealistic to use their implementations during file system development due to the
lack of documentation, complexity of configuration, and limited compatibility. In this work, we
place particular emphasis on usability and maintainability to ensure the tool is suitable for practical
use.

4.2 Workload generation

File system fuzzing can be done by performing some workload — a sequence of file operations like
creating a new file, removing existing directory etc. However, the operations within a sequence must
be carefully coordinated to maintain semantic validity. For instance, writing to a deleted file would
result in an invalid sequence that produces errors, and should therefore be avoided in most test cases.
Indeed, sometimes it is necessary to generate invalid operations for checking error handling, but
generation of sequences still must be validated against specification. For instance, POSIX [14]
describes approximately 40 operations for accessing a file system. Generating valid workloads that
account for the interactions and dependencies among these operations presents a significant
challenge.

4.3 Workload execution
Several key considerations must be addressed when implementing workload execution:

e The effectiveness of a fuzzer is closely related to the number of executions per second.
However, this is constrained by the relatively slow performance of storage devices. One
possible way to improve performance is to use temporary storage, e.g., RAM [15]. This
also makes it easy to reset the file system state between executions.

e State reset between executions. It is necessary to isolate workload runs as much as possible,
otherwise reproducing bugs can be impossible, due to incremental system state that is hard
to restore. Reset can be done by loading a virtual machine snapshot after each run or just
mounting and unmounting the file system.

o Workload execution can lead to kernel panic when fuzzing the kernel file systems. All
results may be lost, and the fuzzing process will stop. Because of this, kernel fuzzers
execute workloads inside virtual machines.
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4.4. Unexpected behaviour detection

The simplest fuzzers detect bugs by observing whether a program crashes upon execution. More
advanced fuzzers implement their own mechanisms for bug detection because program crashes are
just one of the many common bug types. There is a broad spectrum of bug types [2] to consider
when testing file systems:

e Memory errors. This includes use-after-free, out-of-bounds, null-pointer-dereference etc.,
errors commonly found in programs written in low-level programming languages with
direct memory access. They can be easily detected at runtime with the help of compiler
instrumentation (sanitizers).

e Logic bugs. Errors that are triggered by failed assertions about program invariants, for
example, integer division by zero, and are easy to identify as well.

e Specification violations. Cases where the file system fails to adhere to agreed
specifications (e.g., POSIX [14]). Violations of the specification can lead to incorrect
operation of application programs and are more difficult to identify.

¢ Crash inconsistencies. Cases when the system does not recover to the correct state after a
failure. A file system is crash consistent if it is always restored to the correct state after a
system crash due to power loss or an operating system kernel panic. Requires special
facilities to detect, thus very hard to find.

¢ Race conditions. Cases where two or more threads gain unmanaged access to a shared
memory without proper write synchronization or ordering. Extremely hard to detect due to
the non-deterministic nature of thread interleaving.

4.5 Execution feedback

In order for a grey-box fuzzer to determine which workloads from corpus are interesting and are
worth mutating later, it needs some kind of guidance or feedback, usually, code coverage.

4.6 Workload mutation

In grey-box fuzzing mutations allow to guide fuzzer towards uncovered code. Workloads that
discover new coverage should be saved to the corpus for further mutations. The main challenge is
making sure that mutations do not produce invalid workloads. However, in some cases, generating
invalid operations is useful for testing error-handling behavior. Nevertheless, failed operations
typically do not alter the file system state. Therefore, to reduce the search space and minimize
workload length, it is generally preferable to avoid generating invalid operations.

4.7 Workload reduction

Workloads that trigger bugs may include numerous unrelated operations. In practical scenarios,
these workloads should be minimized to help developers localize the root cause of the bug more
efficiently. However, removing or simplifying operations may alter the bug’s manifestation,
potentially complicating its diagnosis.

5. Approach

5.1 Overview

Fig. 1 illustrates the overall workflow of DIFFuzzer. In each fuzzing iteration DIFFuzzer loads a
workload from corpus (1). The workload is then mutated (2) and encoded into a C program. The
program is sent to the VM and is compiled together with Executor library (3). Compiled test cases
are executed on both target and reference file systems (4). If VM panics or reboots, then the potential
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bug is reported (5). Otherwise, execution traces and abstract states are sent to checkers. If
inconsistencies between the file systems are detected, a bug is reported (6). Alternatively, feedback
from the Executor is analyzed (7). If new code coverage is discovered, the workload is saved to
corpus (8) to guide further exploration. Otherwise, workload is discarded. Reduction and replication
are not performed during fuzzing but can be done afterwards.
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Fig. 1. Overview of DIFFuzzer workflow.

5.2 Workload generation

As was already discussed, a sequence of file operations must respect both implicit and explicit
dependencies between operations. To address this, we built an abstract file system model that
approximates real file system behavior. The model is capable of generating valid file operation
sequences of arbitrary length. It also records all generated operations, which can later be replayed
or used to generate test cases for execution on actual file systems.

The generated workloads can be exported in JSON format for internal serialization, or as C
programs, which are compiled with the Executor to produce executable test binaries.

5.3 Workload execution

Most file system operations can only be invoked through the system’s C API. For this reason, we
developed a C++ Executor library that provides the file system APl with some additional features
and is used by generated C workloads.

Workloads are executed inside a virtual machine (VM), as test execution may trigger system panics
or reboots — events that would be disruptive in non-isolated environments. Another reason is that
using a VM allows us to set up an instrumented kernel with code coverage and sanitizers without
modifying the host system. This also makes it easy to test file systems on different versions of the
kernel.
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5.4 Unexpected behavior detection

As was established earlier, file systems are susceptible to a wide range of bug types. Detecting
memory and logic bugs is relatively straightforward, because runtime errors cause system panic (in
kernel space) or program crash (in user space).

In contrast, identifying semantic bugs is significantly more challenging. Detecting specification
violations requires evaluating the system’s behavior against the expected specification. However,
no formal specification model currently exists that can be directly utilized by automated tools.
SibylFS [16] attempted to create a formal specification for file systems, but it is no longer maintained
and is incompatible with modern systems.

To avoid developing a complete formal file system API specification, one can use another
implementation of the same specification to detect violations using differential testing. The core idea
is conceptually simple: execute identical inputs on two different file system implementations and
compare their outputs. However, specifications often permit multiple valid outputs for a given input.
Therefore, strict output equivalence may lead to false positives during comparison

Output comparison involves analyzing system call exit codes, error codes, and the resulting abstract
file system state. The abstract state may include attributes such as file paths, sizes, link counts,
permissions, and user/group identifiers — combined to form a unified representation of the file
system.

Detecting crash consistency bugs and data races is significantly more difficult and remains outside
the scope of this paper.

5.5 Execution feedback

Similar to many other grey-box mutational fuzzers, we use code coverage as a feedback mechanism
for selecting interesting inputs. There are many ways to collect code coverage:

e Instrumented binary. Compiler inserts tracking code at the end of every basic block of
program — linear sequence of program statements. However, kernel instrumentation cannot
be performed in the same manner as for user space applications. Instead, Linux provides its
own code coverage mechanism (KCov [3]), which is used in some other kernel fuzzers like
Syzkaller [1]. However, this approach has notable drawbacks: it increases binary size and
RAM consumption and can reduce performance by over 100%.

e Intel Processor Trace. Technology available in modern Intel CPUs [7] that allows
efficient tracing of all the instructions executed by a process. Its main advantages include
low performance overhead (less than 5%) and applicability to closed-source targets,
including operating systems. However, as demonstrated in KAFL [5], this method requires
extending both QEMU [17] and KVM [18].

e QEMU CPU emulation. Used in TriforceAFL [19] and able to capture coverage for any
binary, but with one major drawback: it can be up to 50 times slower, compared to native
performance.

We chose to use instrumented binaries, as extending QEMU and KVM to support Intel Processor
Trace would introduce significant engineering overhead. Additionally, QEMU-based emulation is
prohibitively slow for file system fuzzing, operating at an order of magnitude below user space
fuzzers. KCov is limited to kernel-space file systems. However, we also aim to support
FUSE-based [4] file systems, which can be implemented in various programming languages and
may require different coverage mechanisms. Currently, we support LCov [20] coverage for C++ and
C, but we plan to add support for other coverage formats as well.
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5.6 Workload mutation

Workloads are sequences of file operations. Selected workloads are mutated by inserting or
removing operations at specific positions in the sequence. Mutations are implemented by replaying
sequences in the abstract file system model before the point, applying the mutation at the index and
replaying the second half of the workload after the point. If the replay results in an error, the mutation
is discarded and a new mutation is attempted. This ensures that mutated workloads are valid, unless
there is a bug in the model itself. Bugs in the model can be also found by fuzzing. If both file system
traces contain errors, then it can be considered a bug in the model.

5.7 Workload reduction

Bug reduction consists of trying to remove a single operation from the end at a time. Removing
operations starting from the end in succession is enough because each operation can only depend on
previous operations. If the reduction can remove an operation without affecting the result, it is
considered valid. This, in turn, may enable the removal of earlier operations. Sometimes, removing
an operation may reveal a different bug than the original one. We suggest keeping all the bug
variants. They are saved and can be checked manually later, but only the original bug is reduced
further. It should be noted that if a bug is found by difference between trace exit codes, then we can
trim workload up to that operation and go to the described algorithm.

6. Implementation

Implementation consists of three major parts:
e Executor. C++ runtime, used to execute tests.
o Dash. Differential abstract state hasher, used to compare file system states, written in Rust.
o DIFFuzzer. Fuzzer itself, also written in Rust.

We picked Rust for our tools, because fuzzing benefits from high execution speed, and Rust
performance is on par with C++, which is commonly used for implementing fuzzers. However, C++
is not very ergonomic and developer experience with Rust is better, especially when using developer
tools.

Another reason is that in earlier stages of development we used LibAFL [21], fuzzing framework
made in Rust, in order to reuse some existing fuzzing components. Unfortunately, we quickly
discovered it wasn’t very suitable for our specific case.

Executor and Dash are reusable components that can operate independently and potentially can be
integrated into other file system testing frameworks.

6.1 Executor

Generated workloads produce two types of files. JSON files are used for serialization and
deserialization in order to save and load tests from disk. C files are used exclusively for execution
and are linked against runtime to produce a test binary. These operations do not directly invoke
system calls. Instead, they call a runtime library that wraps system functionality, tracks operation
results (e.g., exit and error codes), and collects kernel coverage via KCov [3].

There are minor differences between real operations and those provided by the runtime. For instance,
according to POSIX [14], the creat function should leave the file descriptor open, similar to open
function. However, our runtime closes it immediately, as writing to the file is not always necessary.
Often, file system bugs just require the file entry to exist in the directory.

The runtime is implemented in C++, unlike other components, because Linux interfaces, especially
KCov functions, are not trivial to use in any other language.

At the moment Executor supports the following operations: mkdir, creat, rmdir, unlink, symlink,
hardlink, rename, open, close, read, write, fsync, truncate, ftruncate, Iseek.
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6.2 Dash

Dash is a differential abstract state hasher, implemented in Rust as a standalone binary. It is used to
compare states between file systems, similar to how it’s done in Metis [8]. There are some subtleties,
though. For example, different file systems may use different block sizes, resulting in variations in
file sizes. Another issue is that directory hard links are not supported by any major file system, and
instead the hard link count can represent the number of files in directory — as is the case with Ext4,
but not Btrfs, for instance. Because of this, some properties can be optionally ignored by changing
configuration when required.

Dash represents the abstract state by calculating a hash for the entire file system, recursively
processing each directory. All files are sorted by their relative paths. If files have different properties
or if afile is missing in one file system, the hash will differ, and the fuzzer will detect this unexpected
behavior. Additionally, the abstract state is saved in JSON format, allowing the root cause of the
issue (e.g., a missing file) to be identified in the bug report.

6.3 DIFFuzzer

DIFFuzzer is the core component of the system. Its functionality is best explained by outlining the
steps it performs from start to finish.

At the startup DIFFuzzer launches a QEMU [17] instance, using a preconfigured Linux OS image.
The image must have a kernel built with custom configuration that enables KCov coverage
collection and kernel memory bug detection. The image should also have necessary libraries and
packages installed, such as make and a C++ compiler. For convenience, we provide detailed
documentation on setting up QEMU and Linux images.

Communication with VM is handled via the QEMU Monitor Protocol (QMP) [22] and SSH [23].
QMP is used to receive events about the VM state and jobs in progress, as well as to save and load
snapshots. SSH is used to execute remote commands and copy files between host and VM.
DIFFuzzer waits a fixed amount of time for the VM to boot. It then copies the testing runtime and
compiles it. After this a VM snapshot is saved using QMP. The snapshot serves as a clean state that
is used to restore the VMM whenever it panics or reboots, avoiding the need to set up everything from
scratch.

At this point fuzzer is ready to begin generating and executing workloads. The fuzzer starts with an
empty corpus, containing an empty workload. The corpus is a collection of seeds — workloads that
are considered interesting, for example, if their execution covered new code paths. Optionally, the
corpus can be loaded from a directory with tests generated from previous runs to speed up state
exploration.

At the start of each fuzzing iteration the fuzzer picks a random seed from the corpus. There are many
ways to choose seeds. Most primitive way is to use a queue and pick seeds in a circle. However, this
is not very effective, and a different strategy is used in our implementation. As explained in the
AFLFast paper [24] an efficient coverage-based grey-box fuzzer prioritizes inputs that have not been
fuzzed very often and inputs that exercise low-frequency paths. This approach allows for faster
exploration of newly discovered code regions.

After workload is picked, random mutations are applied to it. Mutated workload is translated to a C
program and copied to VM. The program is then compiled and run by a test harness.

The test harness is the component of the system responsible for running tests. First it sets up a file
system by mounting it, then the test is executed and at the end the file system is unmounted.
Additionally, other components can observe or change the state before and after each execution
using callbacks. If the VM panics or reboots during execution, the state is restored from the
previously saved snapshot. To speed up execution, file systems are created on a special storage
device — block RAM device (BRD) [15], provided by a standard loadable Linux kernel module.
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Each test is executed for both file systems. Each run can result in one of three outcomes: successful
execution, a timeout after a fixed period, or a VM panic or reboot. If both runs complete successfully
then fuzzer compares the traces and abstract states of two file systems, reporting a bug if they are
different. Otherwise, no additional bug detection is performed, and the timeout or panic is reported.
If no unexpected behavior is observed, the workload is evaluated by a feedback mechanism. If
executing the workload covers new code paths, it is added to corpus for future use.

The cycle repeats: a new workload is selected, mutated, executed, and analyzed.

Reduction is not performed during fuzzing, as it is time-consuming and fuzzing already suffers from
inherently long execution times. Instead, test cases can be reduced in a separate mode by reading
them from saved JSON files.

6.4 Usage and extensibility

DIFFuzzer is not only a grey-box fuzzer, but it can also perform black-box fuzzing, launch single
tests for one or two file systems, and reduce found bug cases — all within a single tool. Most internal
components are shared across these modes, which simplifies the architecture and improves
robustness.

DIFFuzzer can be easily configured with a single configuration file. For example, the user can
configure the number of mutations, mutation and operation weights, and workload length, among
other options. DIFFuzzer is also easy to extend: new file systems can be added by just implementing
a single Rust trait (interface). Support for seven kernel file systems (Ext4, Btrfs, XFS, F2FS,
BcacheFS, JFS, NILFS2) and one FUSE-based [4] file system (LittleFS [25]) was added with
minimal effort.

For DIFFuzzer using we’ve prepared detailed documentation, manuals and script examples.

7. Evaluation

We evaluated DIFFuzzer on a host machine running Ubuntu 22.04 and Ubuntu 24.04 server cloud
images inside a VM with an 8-core Intel Core i7-10700 2.90GHz CPU and 32 GB RAM. A single
VM uses 2 virtual cores and 4 GB RAM.

Most of the processor time is spent executing tests. Within a single VM, it is possible to execute
approximately 2.5 tests per second using non-instrumented kernel and about 1.5 tests per second
with instrumented kernel (with KCov and sanitizers enabled) on both file systems, tested on Ext4
and Btrfs. These numbers vary across file systems; test execution for a single file system is roughly
twice as fast.

#include "executor.h"
int fd 0;

void test workload()
{
do mkdir ("1", S IRWXU | S IRWXG | S _IROTH | S_IXOTH);
fd 0 = do _create("1/2", S IRWXU | S IRWXG | S IROTH | S IXOTH);
do_remove ("1/2") ;
do_remove ("1"); // Directory not empty (39)
do close (fd);

Listing 1. Test where LittleFS is unable to remove directory with open file.
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We discovered three specification violation bugs in the FUSE [4] file system LittleFS [25] in fewer
than 1000 executions. The first bug (Listing 1) occurs when LittleFS fails to remove a directory if a
file within it is open, even if unlink function was called successfully before.

"executor.h"

#include

int fd 0, fd 1;
void test workload()
{
do _create("/1", S _IRWXU | S_IRWXG | S_IROTH | S_IXOTH);
fd 0 = do_open("/1");
do rename ("/1", "/2");
// "do write" writes 10 bytes from a buffer filled
// with random data starting from index 0
do write(fd 0, 0, 10);
do close(fd 0);
fd 1 = do_open("/2");
do read(fd 1, 10); // 0 bytes read, expected 10

Listing 2. Test where file content is lost when renaming open file before writing.

Index, Command, ReturnCode, Errno, Extra Index, Command, ReturnCode, Errno, Extra
0, CREATE, 4,Success (0), 0, CREATE, 4,Success (0),
1, OPEN, 4,Success (0), 1, OPEN, 4,Success (0),
2, RENAME, 0, Success (0), 2, RENAME, 0, Success (0),
3, WRITE, 10,Success(0), 3, WRITE, 10, Success (0),
4, CLOSE, 0, Success (0), 4, CLOSE, 0, Success (0),
5, OPEN, 4,Success (0), 5, OPEN, 4,Success (0),
6, READ, 10, Success (0) ,hash=2fd... 6, READ, 0, Success (0) ,hash=1

Listing 3. Execution traces generated for Ext4 (left) and LittleFS (right).

The second bug (Listing 2) appears when data is written to a file using an open file descriptor; if the
file was renamed prior to the write, the data is silently lost. This can be seen from comparing traces
(Listing 3).

#include "executor.h"

int fd 0;

void test workload()
{
do create("/1", S IRWXU | S IRWXG | S IROTH | S_IXOTH);
fd 0 = do_open("/1", O_RDWR);
// fills file with 64 zero bytes
do ftruncate(fd 0, 64);
// 'SEEK END' sets descriptor offset to LENGTH + N

do_lseek(fd 0, 0, SEEK END); // offset is 0, expected 64

Listing 4. Test where descriptor file length is not updated after truncation.
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The third bug (Listing 4) is triggered by truncating a file (extending file with zeros) with an open
file descriptor and causes the file descriptor to use old file length instead of new. All bugs were
detected using differential fuzzing by comparing LittleFS behavior against Ext4, which allows
DIFFuzzer to identify inconsistencies that most other tools may miss. The bugs are reported on the
project GitHub repository [26-28].

Several bugs were also discovered in a proprietary file system, which was one of the main goals of
this research. These issues, primarily related to specification violations, were identified through
differential fuzzing. All bugs were confirmed by the developers and subsequently fixed.
Unfortunately, we don’t have permission to share more details about the results.

After two months of intermittent testing — totaling about 10 million executions — DIFFuzzer did not
discover any bugs when comparing Ext4 against Btrfs (Linux 5.15) and Ext4 against BcacheFS
(Linux 6.14). One possible explanation is insufficient time; since fuzzing is inherently time-
consuming, it may require tens or hundreds of millions of executions to uncover a single hidden bug.
Another possible reason is that we used the latest available kernel versions, in which many
previously reported bugs may have already been fixed. This could also explain why recent work
such as Metis [8] failed to identify bugs in Ext4 and Btrfs, even after billions of executions. These
results suggest a need to improve workload mutation strategies and enhance error detection
mechanisms.

Ext4 was selected as the default reference file system due to its extensive testing history and
relatively high performance. However, other file systems can also be used as reference targets.

In summary, the primary goal of this work has been achieved. However, further development is
necessary. While the proposed approach successfully identifies bugs, additional efforts are required
to improve the tool’s effectiveness — whether by refining the current approach, optimizing
performance, or incorporating techniques from related work.

8. Conclusion

In this paper, we present DIFFuzzer, a differential grey-box fuzzer designed to find bugs in file
system implementations. It detects memory errors, logic errors, and specification violations, all of
which may compromise the correct functioning of operating systems and applications. Unlike
existing tools for file system testing, DIFFuzzer combines differential and grey-box fuzzing. This
allows it to detect behavioral inconsistencies deep within the execution paths of two file systems,
without requiring a formal specification model. In our experiments, DIFFuzzer discovered bugs in
the evaluated file systems. Some of these bugs are difficult or impossible to detect using most
existing tools. Therefore, we believe that DIFFuzzer represents a valuable contribution to file system
development and testing. It is worth noting that we did not find bugs in widely used file systems like
Ext4 and Btrfs. However, these results also highlight the tool’s limitations and indicate the need for
further improvements.

References

[1]. (2015) Syzkaller: coverage-guided kernel fuzzer. Google. Accessed: 2025-03-29. [Online]. Available:
https://github.com/google/syzkaller.

[2]. S. Kim, M. Xu, S. Kashyap, J. Yoon, W. Xu, and T. Kim, “Finding semantic bugs in file systems with an
extensible fuzzing framework,” in Proceedings of the 27th ACM Symposium on Operating Systems
Principles, ser. SOSP *19. New York, NY, USA: Association for Computing Machinery, 2019, p. 147—
161. [Online]. Available: https://doi.org/10.1145/3341301.3359662.

[3]. KCov: code coverage for fuzzing. The Linux Foundation. Accessed: 2025-03-29. [Online]. Available:
https://www.kernel.org/doc/html/latest/dev-tools/kcov.html.

[4]. FUSE. The Linux Foundation. Accessed: 2025-03-29. [Online]. Available:
https://www.kernel.org/doc/html/latest/filesystems/fuse.html.

[5]. S. Schumilo, C. Aschermann, R. Gawlik, S. Schinzel, and T. Holz, “kAFL: Hardware-Assisted feedback
fuzzing for OS kernels,” in 26th USENIX Security Symposium (USENIX Security 17). Vancouver, BC:

43


https://github.com/google/syzkaller
https://doi.org/10.1145/3341301.3359662
https://www.kernel.org/doc/html/latest/dev-tools/kcov.html
https://www.kernel.org/doc/html/latest/filesystems/fuse.html

Kovalevsky V.M., Kechin V.V., Itsykson V.M. DIFFuzzer: Detecting File System Errors with Differential Grey-box Fuzzing. Trudy ISP
RAN/Proc. ISP RAS, vol. 37, issue 4, part 2, 2025. pp. 31-46.

[6].
[71.

[8].

[al.
[10].

[11].

[12].

[13].

[14].

[15].

[16].

[17].
[18].
[19].

[20].
[21].

[22].

[23].
[24].

[25].
[26].
[27].

[28].

44

USENIX Association, Aug. 2017, pp. 167-182. [Online]. Available:
https://www.usenix.org/conference/usenixsecurityl7/technical-sessions/presentation/schumilo.

Afl. Google. Accessed: 2025-03-29. [Online]. Available: https://github.com/google/AFL.

(2013) Intel processor trace. Intel Corporation. Accessed: 2025-03-29. [Online]. Available:
https://software.intel.com/en-us/blogs/2013/09/18/processor-tracing.

Y. Liu, M. Adkar, G. Holzmann, G. Kuenning, P. Liu, S. A. Smolka, W. Su, and E. Zadok, “Metis: File
system model checking via versatile input and state exploration,” in 22nd USENIX Conference on File
and Storage Technologies (FAST 24). Santa Clara, CA: USENIX Association, Feb. 2024, pp. 123-140.
[Online]. Available: https://www.usenix.org/conference/fast24/presentation/liu-yifei.

Spin. Accessed: 2025-03-29. [Online]. Available: https://spinroot.com/spin/whatispin.html.

J. Mohan, A. Martinez, S. Ponnapalli, P. Raju, and V. Chidambaram, “CrashMonkey and ACE:
Systematically testing file-system crash consistency,” ACM Trans. Storage, vol. 15, no. 2, Apr. 2019.
[Online]. Available: https://doi.org/10.1145/3320275.

D. Chen, Y. Jiang, C. Xu, X. Ma, and J. Lu, “Testing file system implementations on layered models,” in
Proceedings of the ACM/IEEE 42nd International Conference on Software Engineering, ser. ICSE *20.
New York, NY, USA: Association for Computing Machinery, 2020, p. 1483-1495. [Online]. Available:
https://doi.org/10.1145/3377811. 3380350.

W. Liu and A.-l. A. Wang, “LFuzz: Exploiting locality-enabled techniques for file-system fuzzing,” in
Computer Security — ESORICS 2023, G. Tsudik, M. Conti, K. Liang, and G. Smaragdakis, Eds. Cham:
Springer Nature Switzerland, 2024, pp. 507-525.

M. Xu, S. Kashyap, H. Zhao, and T. Kim, “KRace: Data race fuzzing for kernel file systems,” in 2020
IEEE Symposium on Security and Privacy (SP), 2020, pp. 1643-1660.

“IEEE/Open Group standard for information technology—portable operating system interface (POSIX™)
base specifications, issue 8,” IEEE/Open Group Std 1003.1-2024 (Revision of IEEE Std 1003.1-2017),
pp. 1-4107, 2024.

Using the RAM disk block device with linux. The Linux Foundation. Accessed: 2025-03-29. [Online].
Awvailable: https://www.kernel.org/doc/html/latest/admin-guide/blockdev/ramdisk.html.

T. Ridge, D. Sheets, T. Tuerk, A. Giugliano, A. Madhavapeddy, and P. Sewell, “SibylFS: formal
specification and oracle-based testing for POSIX and real-world file systems,” in Proceedings of the 25th
Symposium on Operating Systems Principles, ser. SOSP ’15. New York, NY, USA: Association for
Computing Machinery, 2015, p. 38-53. [Online]. Available: https://doi.org/10.1145/2815400.2815411
QEMU: a generic and open source machine emulator and virtualizer. Accessed: 2025-03-29. [Online].
Available: https://www.gemu.org.

Kernel  virtual machine.  Accessed:  2025-03-29.  [Online].  Available:  https:/linux-
kvm.org/page/MainPage.

(2016)  TriforceAFL. NCC  Group.  Accessed: 2025-03-29. [Online].  Awvailable:
https://github.com/nccgroup/Triforce AFL.

LCov. Accessed: 2025-03-29. [Online]. Available: https://github.com/linux-test-project/Icov.

A. Fioraldi, D. C. Maier, D. Zhang, and D. Balzarotti, “Libafl: A framework to build modular and reusable
fuzzers,” in Proceedings of the 2022 ACM SIGSAC Conference on Computer and Communications
Security, ser. CCS ’22. New York, NY, USA: Association for Computing Machinery, 2022, p. 1051
1065. [Online]. Available: https://doi.org/10.1145/3548606.3560602.

QEMU machine protocol. Accessed: 2025-03-29. [Online]. Available:
https://wiki.gemu.org/Documentation/QMP.

OpenSSH. OpenBSD Foundation. Accessed: 2025-03-29. [Online]. Available: https://www.openssh.com.
M. Bohme, V.-T. Pham, and A. Roychoudhury, “Coverage-based greybox fuzzing as markov chain,” in
Proceedings of the 2016 ACM SIGSAC Conference on Computer and Communications Security, ser. CCS
’16. New York, NY, USA: Association for Computing Machinery, 2016, p. 1032-1043. [Online].
Available: https://doi.org/10.1145/2976749.2978428.

(2017) LittleFS-FUSE. Accessed: 2025-03-29. [Online]. Available: https://github.com/littlefs-
project/littlefs-fuse.

LittleFS-FUSE issue tracker. Renaming open file causes written data to be lost. Accessed: 2025-04-11.
[Online]. Available: https://github.com/littlefs-project/littlefs-fuse/issues/78.

LittleFS-FUSE issue tracker. Removing directory with unlinked open file fails. Accessed: 2025-04-11.
[Online]. Available: https://github.com/littlefs-project/littlefs-fuse/issues/79.

LittleFS-FUSE issue tracker. Descriptor file length is not updated after truncation. Accessed: 2025-05-02.
[Online]. Available: https://github.com/littlefs-project/littlefs-fuse/issues/81.


https://www.usenix.org/conference/usenixsecurity17/technical-sessions/presentation/schumilo
https://github.com/google/AFL
https://software.intel.com/en-us/blogs/2013/09/18/processor-tracing
https://www.usenix.org/conference/fast24/presentation/liu-yifei
https://spinroot.com/spin/whatispin.html
https://doi.org/10.1145/3320275
https://doi.org/10.1145/3377811.%203380350
https://www.kernel.org/doc/html/latest/admin-guide/blockdev/ramdisk.html
https://doi.org/10.1145/2815400.2815411
https://www.qemu.org/
https://linux-kvm.org/page/MainPage
https://linux-kvm.org/page/MainPage
https://github.com/nccgroup/TriforceAFL
https://github.com/linux-test-project/lcov
https://doi.org/10.1145/3548606.3560602
https://wiki.qemu.org/Documentation/QMP
https://www.openssh.com/
https://doi.org/10.1145/2976749.2978428
https://github.com/littlefs-project/littlefs-fuse
https://github.com/littlefs-project/littlefs-fuse
https://github.com/littlefs-project/littlefs-fuse/issues/78
https://github.com/littlefs-project/littlefs-fuse/issues/79
https://github.com/littlefs-project/littlefs-fuse/issues/81

Kosanesckuit B.M., Keunn B.B., Uusikcon B.M. DIFFuzzer: o6HapyxeHue onmbok GailioBbIX CHCTEM C OMOLIBI0 A hepeHIHanbsHOro
(has3unra ceporo smuka. Ipyost UCIT PAH, 2025, Tom 37 Beim. 4, 9acts 2, c. 31-46.

Nugopmayust 06 aemopax / Information about authors

BsiuecnaB Makcumonu KOBAJIEBCKUU — unxenep MHCTUTYTa MPUKIAAHBIX KOMIIBIOTEPHBIX
Hayk yHuBepcutrera UTMO. Cdepa HaydHBIX UHTEPECOB. TUHAMHYECKUN U CTATHMYECKUI aHAIH3
nporpamm, (a33uHr.

Vyacheslav Maksimovich KOVALEVSKY - engineer of the Institute of Applied Computer Science
of the ITMO University. Research interests: dynamic and static software analysis, fuzzing.

Banepuit Bnagumuposuu KEUMH — umxenep MHcTuTyTa NpUKIAIHBIX KOMIIBIOTEPHBIX HAayK
yauBepcureta UTMO. Cdepa HaydHBIX WHTEPECOB. AWHAMHYCCKHA W CTATHYCCKAN aHAIN3
nporpaMM, (a33uHT.

Valeriy Vladimirovich KECHIN — engineer of the Institute of Applied Computer Science of the
ITMO University. Research interests: dynamic and static software analysis, fuzzing.

Brnagmmup MuxaiinoBna MIBIKCOH - kanmmmaT TeXHWYEeCKHX HayK, noueHT HHctuTyTa
NPUKJIAJIHBIX KOMIBbIOTEpHBIX Hayk yHuBepcurera WTMO. Cdepa HaydyHBIX HMHTEPECOB:
CTaTUYCCKUN W JAMHAMHYCCKUI aHa M3 MporpamM, BepUGHUKAIMs MPOrPAMMHOI0 OOCCIeUeHus,
METOJBI OOHApY)KECHHUS NC(PCKTOB B HCXOJHOM KOJE, METOJbl aBTOMATHU3AI[UM TECTUPOBAHUS
MPOrpaMM.

Vladimir Mikhailovich ITSYKSON — Cand. Sci. (Tech.), associate professor of the Institute of
Applied Computer Science of the ITMO University. Research interests: static and dynamic software
analysis, software verification, methods for detecting defects in source code, methods for automating
software testing.

45



Kovalevsky V.M., Kechin V.V., Itsykson V.M. DIFFuzzer: Detecting File System Errors with Differential Grey-box Fuzzing. Trudy ISP
RAN/Proc. ISP RAS, vol. 37, issue 4, part 2, 2025. pp. 31-46.

46



Tpyowr UCIT PAH, mom 37, evin. 4, uacme 2, 2025 2. /| Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 4, part 2, 2025

DOI: 10.15514/ISPRAS-2025-37(4)-18 EOC-EH

Evaluating Structural Complexity of Workflow Nets
Modeling Asynchronous Agent Interactions

E. Zemlyanoy, ORCID: 0009-0007-3452-1698 eozemlyanoy@edu.hse.ru
R. Nesterov, ORCID: 0000-0002-4162-9070 rnesterov@hse.ru

HSE University,
11 Pokrovsky Bulvar, Moscow, 101000, Russia.

Abstract. The structure of a process model discovered from an event log of a multi-agent system often does
not reflect the system architecture with respect to agent interactions. The existing conformance checking quality
dimensions mainly evaluate the extent to which the behavior a discovered model corresponds to event
sequences recorded in an event log. These behavioral dimensions might be insufficient to differentiate process
models discovered from an event log of the same multi-agent system with respect to the independence of agents
and the complexity of their interactions. In this work, we propose a theoretically grounded approach to
measuring the structural complexity of a process model representing a multi-agent system with asynchronously
interacting agents. We also report the key outcomes from a series of experiments to evaluate the sensitivity of
the proposed approach to structural modifications in process models.

Keywords: multi-agent systems; asynchronous interaction; process mining; Petri nets; workflow nets;
structural complexity.

For citation: Zemlyanoy E., Nesterov R. Evaluating Structural Complexity of Workflow Nets Modeling
Asynchronous Agent Interactions. Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 4, part 2, 2025, pp. 47-68.
DOI: 10.15514/ISPRAS-2025-37(4)-18

Acknowledgements. This work was supported by the Basic Research Program at the HSE University, Moscow
(Russia).

47


mailto:eozemlyanoy@edu.hse.ru

Zemlyanoy E., Nesterov R. Evaluating Structural Complexity of Workflow Nets Modeling Asynchronous Agent Interactions. Trudy ISP
RAN/Proc. ISP RAS, vol. 37, issue 4, part 2, 2025. pp. 47-68.

AHanu3 cTpyKTypHOM CIIOXXHOCTU CeTen NOTOKOB paboT AnA
MoAenMpoBaHMA aCUHXPOHHOro B3aMMOAENCTBUA areHToB

E.O. 3emnanoii, ORCID: 0009-0007-3452-1698 <eozemlyanoy@edu.hse.ru>
P.A. Hecmepos, ORCID: 0000-0002-4162-9070 <rnesterov@hse.ru>

Hayuonanvnoiii uccnedosamenvckuii ynugepcumem «Boicuas wikona skoHomuxuy,
Poccus, 101000, Mocksa, Ilokposckuii oynveap, 0. 11.

AnHoTanmsi. CTpyKTypa MOJAENH Ipolecca, MOITyYeHHOW Ha OCHOBE JKypHana COOBITHI MHOTrOareHTHON
CHCTEMBI, 9aCTO HE OTPAXAeT apXUTEKTYPy CHCTEMBI C TOYKH 3PEHHs] B3aUMOJCHCTBUI MEXIY areHTaMHu.
CyniecTByoIINe METPUKHY IIPOBEPKH COOTBETCTBHS B OCHOBHOM OIIEHHMBAIOT CTEIICHb COOTBETCTBHSI IOBEICHUS
0oOHapy)XEHHOH MOJIENH IIOCIIE0BATEILHOCTSIM COOBITHH, 3aUKCHPOBAaHHBIM B XypHase. OIHAKO Takue
MIOBE/ICHIECKHE METPUKH MOTYT OKa3aThCsl HEOCTATOYHBIMHU JUIS TOTO, YTOOBI OTJIMYUTEH MOJIEIH MPOIECCOB,
U3BJICUCHHBIE M3 JKypHalla OJHOW M TOH k€ MHOTOAareHTHOM CHUCTEMBI, C y4eTOM CTENEeHH HE3aBUCHMOCTH
areHTOB U CIOXKHOCTH UX B3auMOZEHCTBHI. B manHOW paboTe mpeanaraeTcsi TeOPEeTUIeCKH 0OOCHOBAHHBIM
MOAXOA K HM3MEPEHUIO CTPYKTYpPHOM CIIOKHOCTH MOJENH MpOLecca, MPEeACTaBISIONed MHOTOAareHTHYIO
CHCTEMY C aCHHXPOHHBIM B3aUMOJEHCTBHEM areHTOB. TaxKe MPEeACTABICHBI KIIOUEBBIE PE3YNbTATHl CEPUI
9KCIICPIMEHTOB, HANPABJICHHBIX Ha OIEHKY YYBCTBUTEIHHOCTH HPEIUIOKEHHOTO IOIX0Ja K CTPYKTYPHBIM
H3MEHEHHUSM B MOJIENIAX IPOIECCOB.

KuioueBble ¢JI0Ba: MHOTOareHTHbIE CUCTEMBI;, ACHHXPOHHOE B3aUMO/JICHCTBHE; CUHTE3 MOJIEJIeH MPOLIECCOB;
cetu [leTpH; CeTH MOTOKOB PabOT; CTPYKTYpPHAS CIIOKHOCTD.

s uutupoBanus: 3emistaoit E.O., Hectepos P.A. AHanu3 cTpyKTypHOH CIOXKHOCTH CE€Tel OTOKOB paboT

IUTSL MOZICTAPOBAHHUS aCHHXPOHHOTO B3auMoeicTBust arentoB. Tpyast UCIT PAH, tom 37, Bein. 4, 4acThb 2,
2025 r., ctp. 47-68 (Ha anrmuiickoM sizbike). DOI: 10.15514/ISPRAS-2025-37(4)-18.

Baaronapuoctu: Pabota BeimonHeHa npu nogaepxkke [Iporpammel pyHIaMeHTaNBHBIX nccaenoBanuit HUY
BIIID, Mocksa.

1. Introduction

Modern information systems perform a wide variety of operations recorded in event logs that help
to track system performance, as well as to investigate and eliminate unwanted behavior. Event logs
consist of ordered sequences of events called traces. Event logs are used in process mining to
discover real process models with the help of various automated techniques [1-2]. Discovered
process models reflect behavioral deviations from the reference models prepared at the early stages
of the information system life-cycle. These deviations can be caused by different reasons, including,
for example, infrastructural changes or unexpected user behavior.

Process models discovered from event logs can be represented in numerous notations: Petri nets,
heuristic nets, causal nets, or Business Process Model and Notation (BPMN). In our work, we use
Petri nets [3] — a well-known formalism for modeling the process control-flow which represents
causal relations among actions recorded in an event log. In addition, Petri nets can serve as the
mathematical basis for practice- oriented modeling notations, such as BPMN [4].

A wide variety of process discovery algorithms allow us to discover different process models from
the same event log. In this case, the problem of selecting the most appropriate model arises. This is
especially acute for models discovered from event logs of multi-agent systems with asynchronously
inter- acting agents, as we show by the following example. Graph-theoretic characteristics, such as
density, miss the architectural aspects of a discovered model, as they do not use the fact that the
model structure should represent agent interactions.

Conformance checking [5] behavioral dimensions, fitness and precision, may also not be of great
use for differentiating process models discovered from the event logs of a multi- agent system. Most
of process discovery algorithms seek for the perfect fitness, when a discovered model can execute
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all traces in an event log, and for the high precision, when the behavior of a model is narrowed to
the traces in an event log.

Consider the following example. Figure 1a shows the Petri net model for a multi-agent system with
two agents exchanging messages via two channels. This model perfectly fits the trace given in Table
1, as it can be fully replayed. Precision of this Petri net is 0.85 [6]. Figure 1b shows the other Petri
net perfectly fitting the event log in Table 1, and its precision is also perfect, since it can execute
only this trace. Such a Peti net can be discovered using, for example, Inductive miner [7].

What is more important, the structure of the Petri net in Fig. 1b hides the architecture of a multi-
agent system with two interacting agents — they cannot be fully identified as subnets. In other words,
the structure of the Petri net in Fig. 1a is more complicated than the of the Petri net in Fig. 1b with
respect to the independence of agents.

@ channel @ é
Agent 1 6 é Agent 2 é—
(b)

Fig. 1. Two models of the same multi-agent system.

This example highlights the problem that structural and behavioral conformance checking
dimensions might be insufficient to evaluate the structural complexity of process models discovered
from event logs of multi-agent systems. Moreover, the definitions of these dimensions vary across
different approaches, as noted in [8], where the authors also stress the lack of the formal basis behind
process model quality evaluation.

In this paper, we aim to propose a theoretically grounded approach to evaluating the structural
complexity of process models discovered from event logs of multi-agent system, such that the
independence of agents and the complexity of their asynchronous interactions are taken into account.

Table 1. The trace in an event log of a multi-agent system.

Timestamp Action Agent
2025-03-25 14:07:46.580465000 a Agent 1
2025-03-25 14:07:47.392390000 a Agent 1
2025-03-25 14:07:48.683925000 b1 Agent 2
2025-03-25 14:07:49.485992000 b2 Agent 2
2025-03-25 14:07:50.349081000 bs Agent 2
2025-03-25 14:07:51.218921000 as Agent 1
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The main contributions of our paper are:

1) A collection of structural complexity dimensions measuring the relative independence of
agents in the structure of a multi-agent system model.

2) The key properties of the proposed dimensions, including compositionality and
monotonicity with respect to the size of compared models.

3) The results of the experimental study aimed to assess the proposed approach sensitivity to
structural modifications in process models of multi-agent systems.

The remainder of our paper is organized as follows. In the following section, we outline the
theoretical background concerning Petri nets and the concept of neighboring transitions. Section 3
describes our approach to evaluating the structural complexity of process models based on various
methods to aggregate and average the number of neighboring transitions. In Section 4, we highlight
the key properties of our approach and report the main conclusions from a series of experiments. In
Section 5, we discuss the related research, and Section 6 concludes the paper by emphasizing the
main results and future work directions.

2. Preliminaries

In this section, we collect the basic definitions concerning Petri nets and their structure based on [3].
A restricted class of Petri nets is used in our paper to model multi-agent systems and asynchronous
communications among agents. We also present the concept of neighboring transitions — the basis
for evaluating the structural complexity of a multi-agent system model.

2.1 Workflow Nets

Workflow (WF) nets are extensively used to model the structure of processes discovered from event
logs of information systems [9]. A WF-net is a restricted class of a Petri net.

Definition 1 [3]. A Petri net is a triple N = (P, T, F), where P is a set of places, T is a set of
transitions, PNT = @,and F < (P x T) U (T x P) is the flow relation.

Graphically, a Petri net is shown as a bipartite graph, where places are circles, transitions are boxes,
and the flow relation is shown by directed arcs. Places represent states, whereas transitions — actions
executed by the agents in a multi-agent system. Figure 2 shows the example of a Petri net modeling
the multi-agent system with two cyclic agents exchanging messages via channel places a and b.

a?

el / \_ t. | e3
ts
2 : t

e2 b N— | o | e

@H?Qir«@

Fig. 2. Two asynchronously communicating agents.
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Definition 2 [3]. Let N = (P, T, F) be a Petri net. Forany node x e PU T

1) ex={ye€ePUT]|(y,x) € F}is the preset of x;

2) xe={y e PUT| (x,y) € F}is the postset of x.
The +-notion can be extended to a set of nodes X € PU T inaPetrinet N = (P,T,F),i.e.,e X =ex
and X e=x o for all x € X. A subnet of N generated by X € PU T isdenoted N(X) = (PN X, TN
X,Fn (X xX)). We consider Petri nets without self-loops, i.e., exNxe=@, and isolated
transitions, i.e., [et| > 1and |t e| = 1forallt € T.
A WF-net has the distinguished initial and final state rep- resented by the corresponding subsets of
places.
Definition 3 [9]. A WF-net N = (P, T, F,in, fin) is a Petri net equipped with the initial state in S
P and the final state fin < P, where:

1) ein = fine= Q;

2) VxePUT3i€inaf e fin:(i,x),(x,f) € F",
where F* is the reflexive transitive closure of F.
Intuitively, according to the second requirement of this definition, every node in a WF-net lies on a
path from its initial to its final state. The Petri net shown in Fig. 2 is also the WF- net, where the
initial and final states of two communicating agents can be easily identified.
We assign labels to transitions in a WF-net. Transition labels correspond to actions recorded in the
event log of a multi-agent system. Thus, we define a labeled WF-net.
Definition 4. Let A be a finite set of actions. A labeled WF-net N = (P, T, F,in, fin, A) is a WF-net
equipped with a total transition labeling function 2: T — A U {z}, where 7 is the label of the silent
action.
Tyis = {t € T |A(t) # 1} denotes the set of visible transitions. Silent actions can also be referred to
as invisible which means that they are internal system actions and are not assigned to an agent. Apart
from that, silent actions are also used in process mining algorithms to organize the structure of a
model discovered from an event log.
For example, the labels of the transitions in the WF-net shown in Fig. 2 are provided next to the
transitions. We will further work only with labeled WF-nets. Therefore, we will omit the term
“labeled”, and we will not clutter figures with transition labels. By convention, transitions
corresponding to silent actions will be shown by black boxes.
In our study, we consider multi-agent systems with k asynchronously communicating agents. Thus,
the set of actions A in Definition 4 can be partitioned into k subsets, i.e., A = {4;, 4, ..., A}, where
A; with i = 1, ..., k is the set of actions executed by the specific agent.
This partition of A naturally induces the partition of transitions ina WF-net N = (P, T, F,in, fin, 1)
into k subsets with respect to their labels. Consequently, T = {T},T,,...,Tx}, where T; =
{teT|A(@t) € A}withi=1,..,k.
By convention, we will use colors to distinguish transitions belonging to different subsets in the
partition of T. For example, the green and red colors distinguish two agents in the WF-net shown in
Fig. 2.

2.2 Composing Labeled WF-nets via Channel Places

To model the asynchronous interactions among agents in a multi-agent system, we use the
composition of WF-nets with labeled transitions studied in [10]. This operation involves inserting
channel places between specifically labeled transitions:

1) label “c!” — sending a message to channel “c”;
2) label “c?” — receiving a message from channel “c”.
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In Fig. 2, the channel place “a” connects two transitions with complement labels (“a!” and “a?”).
The same holds for the channel place “b”. By convention, channel places are colored blue. The
composition of two WF-nets, denoted by N; ® N,, is also a WF-net. In addition, this operation is
both commutative and associative. Thus, it is a convenient tool to model multi-agent systems with
three or more interacting agents.

Our paper is focused on the structural analysis of multi- agent system models. Thus, we do not recall
the behavior-preserving properties of the asynchronous WF-net composition proven in [10].

2.3 Neighboring Transitions

The main intuition behind our approach to evaluating the structural complexity of a multi-agent
system model, given by a WF-net, lies in identifying the structural connections among transitions
representing actions executed by different agents. In this light, we adopt the notion of neighboring
transitions discussed earlier in [11].
Definition 5. Let N = (P, T,F,in, fin, 1) be a WF-net. Neighboring transitions are defined by a
relation nbt € T X T, where Vt,, t, € nbt if and only if:

1) A(ty) # tand A(ty) # T;

2) VtET {t,t,}: (t;,t),(t, t,) EF  2AH) =1
If (t1,t,) € nbt, we refer to t, as the neighbor of t;. The second requirement in Definition 5 tells
that transition t, is the neighbor of ¢, if and only if all other transitions lying on a path from ¢, to ¢,
are silent. In addition, the nbt relation is not necessarily symmetric, since there can be different
paths connecting t; and t, in both directions (see Fig. 3, where silent transitions are shown by black
boxes).

| Q| P

a, b, a, | b,

| o\ \

(@) (t1,t2) € nbt (b) (t1,t2), (£2,t1) € b

Fig. 3. Neighboring transitions are not necessarily symmetric.

Next, using the nbt relation, we identify the neighbors of transition ¢t € T in a WF-net with respect
to the partition of T induced by the labeling.

Definition 6. Let N = (P, T, F,in, fin, 1) be a WF-net, where T = {T},T,, ..., T;} according to A.
Fort € T; withi = 1, ..., k define:

1) all(t) ={t' eT| (¢, t") € nbt};
2) diff(t) ={t' €all(t) |t ¢T;}
Let Ty = {t € T | all(t) # @} denote the subset of transitions that have neighbors.

The set all(t) contains all neighbors of transition t according to nbt. The set dif f(t) includes only
those neighbors that correspond to actions executed by agents different from that of ¢ according to
the labeling. In Fig. 2, for example, transition t, labeled by “a!” has all(t,) = {t3 t¢} and
dif f (t;) = {te¢}- Note that transitions t, and t, have all(t,) = all(ts) = @, since they both have
the single outgoing place not connected to other transitions.
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In the next section, we explore the structural complexity of the WF-net representing a multi-agent
system with k asynchronously interacting agents with the help of neighboring transitions discussed
above.

3. Structural Complexity of WF-nets

In this section, we present our approach to evaluating the structural complexity of WF-nets modeling
multi-agent systems with asynchronously interacting agents. The approach is based on the
identification of neighboring transitions. Intuitively, the number of neighboring transitions dif f (t)
across a complete WF-net reflects the extent to which different agents are mutually independent.
We say that the structure of a WF-net reflects the interaction-oriented viewpoint of the multi-agent
system architecture if the aggregated number of neighboring transitions dif f(t) is minimized to
those directly involved in the asynchronous agent interactions via channel places. Given a WF-net
N = (P,T,F,in, fin, 1), we introduce the general notion of Neighbor Independence NI(N) —a [0,
1]- normalized value with respect to the following two principles for all t € Ty, y:

1) p0: NI(N) =0 & diff(t) isequal to all(t);

2) pl: NI(N) =1 & dif f(t) contains no transitions.
Figure 4 illustrates the main intuition behind these principles, which we discuss further in more
detail.

NI

Z

N %) g
L

fB—[

OO

2

i
Ol O8O

OE-O-B-OF
O

Fig. 4: The basic principles of Neighbor Independence.

Table 2 provides the configuration of the neighboring transitions for WF-nets N,, N,, N; and N,
shown in Fig. 4. These WF-nets represent four different models of the multi-agent system with two
asynchronously communicating agents. Each agent executes two actions. In this table, we construct
a couple (all(t), dif f (t)) for every transition in the mentioned WF-nets.

The first principle p0O corresponds to a WF-net whose structure does not allow us to distinguish
individual agents. Such structure does not reflect the interaction-oriented viewpoint of the multi-
agent system architecture. For example, in N;, shown in Fig. 4, transitions corresponding to the
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behavior of different agents alternate. N, slightly differs from N, since there is a single transition

b, in N, without neighbors.

Table 2. Neighboring transitions for WF-nets from Fig. 4.

a4, a by b,
Ny ({b1},{b:}) ({b2}, {b2}) ({az}, {az}) ({ai}, {a.})
N, ({b.}, {b1}) ({b2}, {b2}) ({az} {az}) (9, 9)
Ny ({az}, @) (2, 9) ({b.}, 9) ({az}, {az})
N, ({a,}, @) (9,9) ({b2}, ©) (9,9)

The second principle p1 corresponds to a WF-net with completely isolated agents (see WF-net N,
in Fig. 4). This is also demonstrated by the emptiness of dif f (t) for every transition in N, as given
in Table 2. Multi-agent systems with isolated agents and, correspondingly, with the perfect value of
NI should be considered as the degenerate case, since the usual architecture of a system involves
agent interactions.

In other cases, the value of NI(N) should be strictly between 0 and 1, according to the number of
(channel) places connecting transitions corresponding to actions executed by different agents. For
example, N5 shown in Fig. 4 does not fall directly into p0 or p1.

In the following paragraphs, we propose different methods for aggregating and averaging the ratios
of dif f (t) to all(t) for all transitions in a WF-net in order to obtain the [0, 1]-normalized value. If
we detect “pathological” cases violating the basic principles p0 and p1, we identify the main causes
and consider how to handle these cases.

3.1 Global Neighbor Independence

In this paragraph, we present our first attempt to evaluate the structural complexity of a multi-agent
system model. Global Neighbor Independence directly evaluates the aggregated ratio of |dif f (t)|
to |all(t)]| for all transitions in a WF-net N.

Definition 7. Let N = (P,T,F,in, fin,1) be a WF-net. The Global Neighbor Independence
GNI(N) is calculated as follows:

Zeer dif £ (O
NIIN) =1—-—=—/———"7"— 1
GNI(N) Yter lall(®)] @)

Table 3 provides the GNI values computed for the four WF-nets N,, N,, N; and N, from Fig. 4 as
well as for the WF-net shown in Fig. 2. It can be clearly seen that the ordering of these values
generally conforms with the basic principles p0 and p1 of Neighbor Independence discussed earlier.

Table 3. Comparison of GNT values.

Ny N, N3
GNI(.) 0 0 0.667

Fig. 2 N,
0.833 1

We should note that comparing neighbor connectivity values of WF-nets representing completely
different multi-agent systems is useless. For instance, GNI(N) > GNI(N,), where N is the WF-net
from Fig. 2, but the overall structure of N is perceived to be more complex in comparison with N,
from Fig. 4 at least because of the number of channel places.

The ordering GNI(N;) < GNI(N,) < GNI(N;) < GNI(N,) is easy to explain, since the
structure of these WF-nets demonstrates different levels of mutual independence of two
asynchronously communicating agents. GNI does not distinguish N, from N, since the absence of
neighbors for b, in N, cannot influence the fraction in (1).
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We can obtain GNI(N) close to 1 for a WF-net N with a lot of channel places connecting
transitions of different agents. The following proposition and example shown in Fig. 5 illustrates
this problem.

Fig. 5. A pathological WF-net with GNI close to 1.

The main idea behind this WF-net that that there are transitions, such that dif f (t) represents a tiny
portion of all(t) making the fraction in Defintion 7 close to 0.

Proposition 1. There exists a labeled WF-net N with GNI(N) tending to 1, such that the principle
pl is violated.

Proof. Consider a WF-net N = (P,T,F,in, fin,1) shown in Fig. 5. This WF-net models
asynchronous interactions between two agents through three channels.

Transitions in the leftmost (red) agent form the cyclic structure, where every transition is the
neighbor to the others. The rightmost (green) agent has the simple sequential structure with the same
number of visible transitions as the red agent. If we remove channel places from this WF-net,
GNI(N) will be 1, since there are isolated agents.

Let us introduce channels as shown in Fig. 5, where every transition in the first agent connected via
a single channel place to a single transition in the second agent. We will have that GNI(N) = 8/11
which is close to 1, but the agents are tightly connected. In addition, we generalize this case to n
transitions in each agent:

o X =Yierldiff(t)] =nand
o Y =Yrlall®))=n(n-—D+2n—-—1=n*+n-1

Taking the value of n to infinity, we obtain that the ratio X/Y (required by Definition 7) tends to 0,
and GNI tends to 1. Thus, we come to the violation of the principle p1, since it implies isolated
agents, but the structure of N with many connections between agents reflects the exact opposite
situation. We obtain the exaggerated value of GNI for a WF-net when there are too many internal
neighbors within the same agent. The relative impact of inserting a new channel place between a
pair of transitions, i.e., increasing |dif f (t)|, can be negligible. We call this the neighbor explosion
problem.

A possible immediate solution to this problem could be obtained by evaluating the global ratio of
internal transitions of agents to all visible transitions in a WF-net, as formalized in the following
definition.
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Definition 8. Let N = (P,T,F,in, fin,1) be a WF-net. Let T;y = {t € T | diff(t) = @}. The
Perimeter of Neighbor Independence PNI(N) is calculated as follows:
PNI(N) = 1l @)

[Tyisl

Consider the values of PNI provided in Table 5 for the WF-nets shown in Fig. 2, Fig. 4 and Fig. 5.
Firstly, we see that PNI resolves the pathological case of GNI shown in Fig. 5 by collapsing the
value to 0.5 as soon as Formula 2 eliminates the impact of the local neighbor structure of the red
agent. Secondly, it is clear that PNI conforms with the basic principles p0 and p1.

Table 4. Comparison of PNI values.

N, N, Fig. 5 Fig. 2 N N,
PNI(.) 0 0.250 0.500 0.750 0.750 1

Note that PN has the locality property in the sense that changes in the structure of a WF-net do not
require the complete recalculation as opposed to GNI. If we insert (remove) a channel place
connecting internal transitions of different agents in a WF-net N, we only need to subtract (add)
1/|T| to (from) the current value PNI(N). For example, if we insert a new channel between
transitions b; and a, in N5 shown in Fig. 4, the new value PNI(N,) =0.75 —0.25=0.5.

However, inserting a new channel between two transitions of different agents that already have
neighbors in the other agent does not affect the value of PNI. For example, if we insert a new channel
place between transitions b, and a, in N5 from Fig. 4, PNI remains the same (0.75), since T;y does
not change. Thus, the disadvantage to PNI is the lack of sensitivity to changes introduced into the
way of agent interactions. In general, we consider PN/ to be a partial improvement of GNI for the
resolution of the neighbor explosion problem.

To sum up our reasoning on Global Neighbor Independence, it is necessary to highlight the special
WEF-net for which the denominator in (1) becomes 0. This WF-net represents a multi-agent system
with k isolated agents — each agent can execute only a single action modeled by a single transition,

respectively (see Fig. 6).
t t.

Fig. 6. A WF-net with single-transition isolated agents.

In order to overcome this zero-denominator problem, we need to exclude transitions without
neighbors with all(t) = @ from the consideration. That is why Definition 6 introduces the set T,y =
{t e T|all(t) # 0}.

3.2 Local Neighbor Independence

This paragraph studies the averaged version of GNI. In fact, for each transition t in a WF-net N, we
evaluate the ratio of dif f(t) to all(t) and aggregate them separately as formalized below. Recall
that T denotes the subset of visible transitions whose label is different from z.
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Definition 9. Let N = (P, T,F,in, fin,A) be a WF-net. Local Neighbor Independence LNI(N) is
calculated as follows:

1 ldif f ()]
LNI(N) =1- mZtETWN [ali(0)] 3)
Note that LNI does not take transitions without neighbors into account. Intuitively, these
transitions do not make a meaningful contribution to the complexity of a WF-net representing a
multi-agent system with asynchronously interacting agents.

Consider the values of LNI computed for WF-nets shown in Fig. 2, Fig. 4 and Fig. 5. Overall,
we see that LNI does not violate the basic principles p0 and p1, as shown by the ordering of the
four WF-nets in Fig. 4.

Table 5. Comparison of LNT values.

N, N, N, Fig. 5 Fig. 2 N,
LNI(.) 0 0.250 0.750 0.833 0.896 1

LNI is sensitive to all changes that can be introduced into a WF-net N regarding the way agents
communicate as opposed to GNI and PNI. The corresponding change in the value of LNI can be
easily calculated. Let N’ be a new WF- net obtained after inserting a new channel place connecting
transition t, to transition t, in N, such that t, and t, do not belong to the same set in the partition of
T according to A. Then, LNI(N") = LNI(N) + A, where A is:

1 (ldiff(e)l _ |diff(t)l+1
( 0 1 ) (4)

Tyis \ lall(t1)] lall(ty)|+1

For example, let us insert a channel place from transition a, to transition b; in N5 shown in Fig. 4,
i.e., make b, a neighbor to a,. The direct application of Definition 9 givesus LNI(N') = g = 0.625.
The change A, calculated by (4), is 1/4(0/1 — 1/2) = —1/8 = —0.125. Therefore, LNI(N") =
LNI(N3) + A= 0.750 — 0.125 = 0.625, which conforms with Definition 9 applied directly.
Similarly, we can derive the formula for the change in the value of LNT corresponding to the removal
of a channel place connecting transition t, to transition t, in N, i.e., decreasing the number of
neighbors for t,, such that ¢, and t, do not belong to the same set in the partition of T according to
A. Then, LNI(N") = LNI(N) + A, where A is:

1 (Idiff(t1)| B Idiff(t1)l—1) 5)
Tyis \lall(t)]  lali(t)]-1

For example, let us remove a channel between transitions a; and b, in the WF-net N shown in Fig.
5. Note that the original LNI(N) = 5/6 = 0.833. The direct application of Definition 9 gives us
LNI(N") = 16/18 = 0.889. The corresponding change A, calculated by (5), is 1/6(1/3 — 0/2) =
1/18. Thus, LNI(N") = LNI(N) + A= 5/6 + 1/18 = 16/18, which again agrees with Definition
9 applied directly.

Overall, (4) and (5) help eliminate the need to recalculate LNI for a whole WF-net, once changes to
the structure of agent communication are introduced.

Next, we discuss the key example to differentiate LNI from GNI. Consider WF-nets Ny, and N
shown in Fig. 7. They represent two ways of asynchronous interactions between two agents via a
fixed number of channels using multiple transitions and a single transition, respectively. Ngr
cannot be obtained using the composition described in Section 2.2.

By Definition 7, GNI(Nyr) = GNI(Ng;) =1 —3/7 = 0.571. Global Neighbor Independence
cannot distinguish the inner structure of asynchronous agent interactions, since the effect of dif f (t)
is spread among all other neighbors. However, by Definition 9, LNI(NMT) = 0.667 <
LNI(NST) = 0.875. Local Neighbor Independence not only aggregates and averages the number
of transition neighbors, but also reveals the details on the asynchronous interaction.
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(a) Ny — multi-transition (b) Ngr — single-transition
Fig. 7. Asynchronous interactions via several channels.

Thus, decreasing the number of transitions involved in asynchronous interactions, while maintaining
the same number of channel places, makes the structure of model simpler and increases the value of
LNI. Consider the generalization of WF-nets shown in Fig.7 up to n transitions in each agent:

1 (n-1 3n—-1
LNI(Nyp) =1 — Z(nT + 1) = (6)
_ _i L _ 2n+1
LNI(Ngr) =1 2n (n+1) T 2n+2 ™

Itis easy to see that LNI(Nyy) < LNI(Ngp) forn > 1.

To sum up, LNI does not solve the neighbor explosion problem (see Fig. 5 and Proposition 1). The
localized calculation of |dif f (t)|/]|all(t)| does not help us to avoid tending LN to 1, since each
transition in the leftmost agent has too many neighbors, whereas only one of them is connected with
the rightmost agent. We can try to “shift” the weight of the aggregated fraction |dif f (t)|/|all(t)|
in order to move the value LNI to the left of 1 — a possible way for this will be discussed in the
following paragraph.

Nonetheless, the advantages to Local Neighbor Independence, discussed above, outweigh the
problem with the pathological WF-net.

3.3 Balanced Local Neighbor Independence

Recall that the set of visible transitions Ty, in a WF-net N are partitioned into k subsets — Ty, =
{1, T,, ..., T\, }, where T; is the subset of transitions corresponding to the actions executed by the
specific agent withi = 1, 2, ..., k.

Here, we consider the use of a weighted average of LNI’s computed separately for each agent in a
WHF-net. In order to keep the notation simple, the definition provided below implicitly considers
transitions only with neighbors, where all(t) # @.

Definition 10. Let N = (P, T, F,in, fin, A) be a WF-net, where Ty;s = {T;, T, ..., T} } is a partition
of Ty;s according to A. Let wy, w,, ..., w;, be weights, where w; + w, + --- + w), = 1. Balanced
Local Neighbor Independence BLNI(N) is calculated as follows:

)
BLNI(N) =1 — ?=1|‘:_i|2t€7"i |;ll(t)| ®)
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The main question with BLNT is how to arrange weights w1, w2, ..., wk. On the one hand, weights
can be assigned equally, i. e., w; = w, = --- = w;, = 1/k. In this case, every agent has the equal
contribution to the structural complexity of a WF-net. On the other hand, the uneven arrangement
of weights can be used to increase (decrease) the relative impact of an agent on the structural
complexity of a WF-net.

Table 6 provides the values of BLNI for the pathological WF-net from Fig. 5 with different
arrangement of agent weights, where wy, is the weight for the leftmost (red) agent and wy; is the
weight for the rightmost (green) agent. Since we want to increase the impact of the red agent, we
show how the value of BLNI changes with the increase in the weight wy.

As we can see in Table 6, increasing the weight wy of the red agent leads to a decrease of the value
of BLNI up to its minimum when wg, = 1. However, this cannot completely resolve our
pathological WF-net example in Fig. 5 in the general case. Therefore, we can admit that localization
of the structural complexity evaluation does not overcome the neighbor explosion problem when
there are transitions for which |dif f (t)|/]all(t)| tends to O.

Table 6. BLNI with different weight arrangements for the WF-net from Fig. 5.

WR = 05 WR =07 WR =1
WG = 0.5 WG =0.3 WG =0
BLNI(.) 0.833 0.767 0.667

Another possible reason to assign uneven weights w; to agents in (8) is the significant difference in
their size (the number of transitions). Consider the WF-net shown in Fig. 8, where the agent sending
a message has a single transition, while the other agent has eight transitions. The values of LN and
BLNI with various weight arrangements for this WF-net are given in Table 7 below, where wy, is
the weight of the red agent, and wy; is the weight of the green agent.

As we can see in Table 7, the equal weight assignment for agents in the WF-net in Fig. 8 significantly
lowers the structural complexity evaluation compared to LNI. The main reason for this is that the
only transition in the green agent is involved into the communication with the red agent. In addition,
we note that the arbitrarily arranged weights (w; = 0.7, wi = 0.3) that ignore, for instance, size
ratio, can result in the poorly interpreted result.

¢ b, |

Oain0,
Fig. 8. A WF-net with significantly different agents.
Thus, according to the values provided in Table 7, LN gives the most appropriate evaluation of

the structural complexity of a multi-agent system with two agents (with a very different size)
communicating via a single channel.

To sum up, BLNI is a flexible version of LNI, since one can assign different weights to agents.
However, weights assigned to agents should not conflict with the real structure of a WF-net.
Otherwise, one can dramatically change the original LNI For example, if we set w; = 0 and w, =
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1 for the pathological WF-net N in Fig. 5, we obtain BLNI(N) = 0, but the structure of this WF-
net allows us to identify asynchronously communicating agents as subnets.

Table 7. LNI and BLNI with different weight arrangements for the WF-net from Fig. 8.

BLNI(.)
LNI(.) Wi =105 Wy =0.7 Wep=1
WG = 0.5 WG = 0.3 WG = 0
0.900 0.500 0.300 0.700
Therefore, the basic recommendation for BLNI can be either to use the standard equal weight
arrangement w; = w, = --- = wy, = 1/k or to use an arrangement scheme that agrees with the
internal structure of agents, for instance, based on the number of transitions. For the equal weight
arrangement w; = w, = --- = wy, = 1/k, the following obvious property, connecting LNI and
BLNI, holds.
Proposition 2. Let N = (P, T,F,in, fin,1) be a WF-net, where TVIS = {T;,T,, ..., T} is the
partition of T accordingto A, and |T;| = |T,| = -+ = |Tx|. Letw; = w, = - = wy, = 1/k be the
weights. Then BLNI(N) = LNI(N).
Proof. Substitute the given weights into (8):
—q_vk _1_ dif £ (D)
BLNI(N) = 1= Xy o Yeer o ©)
Assoonas |Ty| = |Ty| = - = |Tk|:
_q__1 vk |diff ()]
BLNI(N) =1 = =3 Seer, o (10)

Propagate the sum over i in (10):

I difF©)]
BLNI(N) = 1~ t;mm — LNI(N)

since Definition 10 does not consider transitions without neighbors.

3.4 Neighbor Independence: Discussion

Here, we summarize the main aspects of our approach to measuring the structural complexity of a
multi-agent system model in terms of the extent to which the structure of a WF-net reflects the
interaction-oriented viewpoints of the system architecture. We introduced Neighbor Independence
to evaluate how tight or loose the internal structure of asynchronous agent interactions in a WF-net
is. Various methods of aggregating and averaging neighboring transitions gave rise to the following
notions:

1) Global Neighbor Independence (GNI);

2) Perimeter of Neighbor Independence (PNI);

3) Local Neighbor Independence (LNI);

4) Balanced Local Neighbor Independence (BLNI).

Based on the analysis performed in the previous paragraphs, we compare these variations of
Neighbor Independence against the following criteria:

e cl: conformance with the basic principles;
e C2: sensitivity to the communication structure;
e c3: sensitivity to changes in the communication structure;
e c4: locality of recalculation.
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The criterion c1 also considers the neighbor explosion problem, which is the main reason for the
violation of the principle p1. Table 8 provides the concise comparison protocol.

Table 8: Comparison of the various versions of Neighbor Independence.

GNI LNI BLNI PNI
cl partial yes
c2 no yes yes yes
c3 yes yes yes no
c4 no yes yes yes

Based on these comparison results, we consider LNI to be the best choice for evaluating the
structural complexity of a multi-agent system model with respect to the way agents interact. The
neighbor explosion problem can be considered as a degenerate modeling case which is very unlikely
to occur. In the next section, we discuss the key properties associated with the calculation of LNI
and conduct a series of experiments to confirm the main conclusions obtained here.

4. Properties and Experimental Evaluation

In this section, we discuss several key properties of our approach to evaluating the structural
complexity of a WF-net, which represents a multi-agent system with k asynchronously interacting
agents. Firstly, we demonstrate that:

1) LNI can be computed in a compositional way;
2) LNI is monotone with respect to the size of WF-nets connected by an
abstraction/refinement relation.

Secondly, to analyze the behavior of Neighbor Independence concerning structural changes in WF-
nets, we conduct a series of experiments and report the main outcomes from them.

4.1 Compositionality of LNI

If we partition the set of transitions T in a WF-net N and substitute this partition into (3), we obtain
that LNI(N) is a weighted average as proven in the following proposition, which considers the basic
case of partitioning T into two subsets.
Proposition 3. Let N = (P, T, F,in, fin,A) be a labeled WF-net. Let Ty,;s =T, U T,, where T; N
T, = @. Then:

LNI(N) = w; LNI(N;) + w, LNI(N,)
where N; is the subnet of N generated by T; and w; = |T;|/ (|Ty| + |T;|) with i =1, 2.
Proof. The proof is by construction. By Definition 9 for N:

ldiff ()]

1
LNIN) = 1 = o Zeerho vd o (11)

Expand the sum over transitions with neighbors in (11):

) 1 2 |dif f ()]
LNI(N) =1 — m; ;Nm

By Definition 9, for the subnet N; with i = 1,2:
1

ldif f ()l
— 12
IT;] (12)

LNI(N,) =1— i)

2 teTVN

Multiply both sides in (12) by w; with i = 1,2:
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1 diff O
w; LNI(N;) = w; — Z
NI =W TR 2, Talo)

Since w; + w, = 1 by the proposition assumption, we have:

2
| diff(0)
w; LNI(N, =1—7Z Z Al
W= RIL 2, Tl

which exactly corresponds to LNI(N).

Thus, LNI(N) corresponds to the average of LNI(N;) computed independently for the subnet N; of
N and weighed by the size of these subnets (the number of transitions T;). In fact, Proposition 3
allows us to choose arbitrary subnets (possibly having common places) in a WF-net N to calculate
LNI(N) (see Fig. 9a, where subnets contain transitions belonging to different agents). However, we
believe that the appropriate way to identify subnets in a WF-net N is to isolate transitions belonging
to different agents, as shown in Fig. 9b, which corresponds to the composition of WF-nets as
discussed in Section 2.2. This WF-net models a multi-agent system with three interacting agents,
i.e., the set of transitions is partitioned into three subsets T = {T;, T,, Ts}, where T; = {a,,¢,}, T, =
{b1}and T3 = {d,}.

2
i=1

(a) arbitrary subnets (b) agent-based subnets

Fig. 9. Two ways of choosing subnets in a WF-net.

Now consider the calculation of LNI(N) for the WF-net N in Fig. 9. The direct application of
Definition9 gives LNI(N) =1—-1/4(1/2+1/1 + 1/1) = 3/8 = 0.375. Let us use the arbitrary
subnets given by Fig. 9a to calculate LNI(N), which, in this case, is equal to the following:

(126 +3) +2(1-20) -3 ®

Let us also use the agent-based subnets given by Fig. 9b to calculate LNI(N), which is equal to the
following in this case:
2 1/1 2 1/1 3
z(l—z(z))+z(1—z(z))=§ (14)
Both (13) and (14) yield the same result corresponding to Definition 9 applied directly.
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The compositionality behind Local Neighbor Independence allows us to decompose the calculation
process for the large multi-agent system model into several independent parts that can be executed
in parallel.

4.2 Monotonicity of LNI

As we mentioned in Section 3, comparing models of completely different multi-agent system with
respect to Neighbor Independence is useless. However, in this paragraph, we aim to consider a
restricted class of related models whose structural complexity comparison is meaningful. These are
abstract WF-nets and their refinements related via a-morphisms [12]. The example of an a-
morphism ¢: N; = N,, where N; is a refinement of the abstract WF-net N,, is shown in Fig. 10. N,
can be seen as an interface which is implemented by N;. In addition, both N; and N, can be seen as
a composition of two WF-nets via two channels used to exchange messages — N; exhibits the refined
behavior of the red agent. In fact, a-moprhisms are extensively used in [11] to identify which
structural and behavioral properties are preserved in the composition of WF-nets.

Intuitively, within an a-morphism ¢: N; = N,, a place in N, is refined by a subnet in N,. For
instance, a place p, in N, is refined (shown by the dashed arrow in Fig. 10) by a subnet with two
transitions in N;.

An a-morphism ¢: N; = N, is a surjective map, fully defined by the way transitions in N, are
mapped on transitions in N,. If transition ¢ in N, is mapped to place p in N,, then « t « is mapped to
p as well. If transition ¢, in N; is mapped to transition ¢, in N,, then @(e t;) =« t, and @(t; *) =
ty ..

>~
ol
Y7

Fig. 10. The a-morphism between two WF-nets N; and N,.

As proven in the following proposition, Local Neighbor Independence is monotone with respect to
the size of WF- nets related by an a-morphism under the certain restrictions.

Proposition 4. Let N; = (P, T}, F;, in;, fin;, ;) be aWF- net with i = 1,2. Let ¢: N; - N, bean a-
morphism, s.t. [T, N @~ *(P,)| = |~ (T,)|. Then, LNI(N,) = LNI(N,).

Proof. The requirement [T, N @~ 1(P, )| = |@~1(T,)| implies that the number of transitions in N;
that are mapped on places in N, is at least as big as the number of transitions in N; that are mapped
on transitions in N,. Since ¢ is surjective, |T;| = 2 |T,|. By Definition 9, LNI(N,) is:
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1 |diff(t,)]

ldif f (t1)] 1
_|T_1|Zf16T1 auten] =17 2|T2|Zt1€T1 lall(tp)] (15)
By Definition 9, LNI(N,) is:
1 |diff(t,)]
B EZ‘ZETZ lall(t,)] (16)

Note that the value of the sum in (15) over the set T1 is determined by those transitions in T; that
are also mapped on transitions in N,, because, for each transition t; mapped to a place in N,
|dif f(t)] = 0. There are at least |T,| transitions in N; mapped on transitions in N,.

In N,, there can be several cases concerning transitions mapped by ¢ on transitions. Firstly,
|dif f (t,)| can remain the same as |dif f (¢(t;))] in N5, and |all(t,)| can increase by new internal
neighbors or remain the same. Then, (15) = (16), which means LNI(N;) = LNI(N,). Secondly,
both |dif f (t,)| and |all(t,)| can grow. Then, |T;| = a|T,|, where a > 2. Correspondingly, the
value subtracted from 1 in (15) will be adjusted downward. Thus, LNI(N,) = LNI(N,).

In other words, we show that a refined WF-net N;, obtained by substituting places for subnets,
cannot be structurally worse than an abstract WF-net N, in terms of asynchronous agent interactions.
A refined WF-net introduces more internal agent transitions and lowers the relative impact of
connections to other agents. For instance, LNI(N;) = 0.857 > LNI(N,) = 0.625 for the a-
morphism provided in Fig. 10. We admit that we impose the rather strong restriction on the size of
Nj, that can be weakened during the future research.

4.3 Experiment Layout

The behavior of Neighbor Independence concerning changes in WF-nets is analyzed using a family
of randomly generated models. The experimental procedure includes:

1) Initialization. We specify parameters for the random WF-net generation:
o the number of agents;
o the number of places, transitions within each agent;
o the number of places used for agent interactions;
o the so-called density of arcs within each agent d;,, and between them d,,,;.
In the context of our experiments, we work with agents of the same size (the number of transitions).

2)  Generation. We generate the required number of places and transitions and randomly add
arcs between them according to densities chosen in the previous step.

3) Evaluation. We calculate the values of GNI and LNI for the generated WF-nets. BLNI is
out of the scope of experiments, since it coincides with LNT for equally-sized agents (see
Proposition 2).

Densities of arcs are defined by a number 0 < d;;,, dyy,: < 1 which represent the random discrete
variable &, and &,,; — both of them is defined as shown in Table 9.

Table 9: Probability values for &;,, and &,,,;

1- d{in/out} d{in/out}/2 d{in/out}/2
£ no arc between a place and arc froma place to a arc from a transition to a
a transition transition place

Experiments are conducted to verify that:
h1: increasing the number of channels between unchanged

h2: increasing the number of places in agents with unchanged channels increases the values of
GNI and LNI.
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4.4 Experimental Results

Here, we report the key outcomes from the experiments conducted to analyze the behavior of GNI
and LNI with respect to hl and h2. According to the layout described previously, we generated
random WF-nets with d;,,, d,,,; = 0.8 varying the number of transitions, places and channels. For
each set of generation parameters, we produced and analyzed 100 WF-nets by averaging and
assessing the standard deviation of GNI and LNI, respectively.

e — GNI {3 places)
i T T 09 | === LMl (3 places)
i —— GMI {5 places)
. A === LMNI (5 places]
I s i & 4 3 1
g 08 ‘\‘. GMI {10 places]
‘\s‘ === LNI{10 places)
a7 o —— GMI (15 places)
°.,.\‘ ——- LNI (15 places)

05

a4

= GMI (3 channels}
== LNI |3 channels) 5 . |

— GMI (5 channels) T o=t

=== LMl {5 channels} e =1

—— GNI (7 channels) i —n

=== LNI {7 channels}

—— GNI (10 channels] % S

=== LMNI (10 channels] o

a3 /t

2 4 ) a 10 1z 14 o 2 4 & 8 10
Mumber of places Number of channels

Fig. 11. A selection of experimental results for WF-nets with 5 transitions per agent.

The complete specification of the experimental results can be found in the repository [13], while
Fig. 11 provides a selection of these results for WF-nets where each agent consists of 5 transitions.
The shaded areas around the lines show the standard deviation.

Firstly, the left chart in Fig. 11 supports h1, showing a decrease in dimension values as the number
of channels increases. Moreover, both GNI and LNI tend to similar values which rise as the number
of internal agent places increases. Secondly, the right chart in Fig. 11 supports h2. The growth in
the internal complexity of agent increases only the denominator in (1) and (3) leading to the
respective increase of GNI and LN, as shown in this chart.

To sum up, hl and h2 follow from the way GNI and LN/ are calculated according to Definition 7
and Definition 9. Moreover, complete experimental results shows that the trends in Fig. 11 are the
same regardless of the size of agents.

5. Related work

As we mentioned in Introduction, there are many algorithms for the automated discovery of process
models from event logs of information systems. Among the most wide-spread are Inductive miner
[7], Fuzzy miner [14] and Region theory-based miner [15]. They overcome typical problems of
event logs — incompleteness (a finite event log cannot cover all possible process scenarios) and noise
(missing or duplicated activities). Inductive miner can also guarantee the perfect fitness and the
behavioral correctness of a discovered WF-nets.

The existence of a large number of different process discovery algorithms makes the quality
evaluation of discovered models a very important problem. Conformance checking [5] provides
several basic quality dimensions — fitness, precision, generalization and simplicity. Fitness, precision
and generalization are focused on measuring the correspondence between a discovered model and
an event log from a behavioral point of view. Simplicity is aimed at assessing the structure of a
discovered model, identifying, for example, useless nodes. Process models discovered from event
logs of multi-agent systems requires special attention, since behavior-based quality dimensions may
not differentiate models regarding the extent to which their structure reflects key interaction-oriented
view- points of the multi-agent system architecture.
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General graph-theoretic complexity measures, including density and cyclomatic complexity [16],
consider the entire structure of a model, which is not sufficient for a model representing a multi-
agent system with asynchronously inter- acting agents. Similarly, in [17], the authors discussed
several empirical approaches to measuring the general complexity of Petri net. That is why, we
developed the special approach to evaluating the structural complexity of a WF-net.

The problem of discovering process models from event logs with the understandable structure was
considered in various contexts. A set of papers [18-20] proposed different approaches to improving
the structure of discovered models by the localization of the event environment in a log and by
composing fragments of the regular behavior with the rare and exceptional scenarios. Discovery of
hierarchical process models, where a high-level event represents a subprocess, was studied in [21],
[22], where the authors also considered sophisticated cyclic and concurrence relations between
subprocesses. The identification of low-level and high-level events in an event log is a natural way
to improve the structural representation of a process model. The paper [23] initialized a new
direction of modeling and discovering object-centric Petri nets from event logs. Interactions of
objects are represented through complex synchronizations which allow one to model consumption
and production of objects of different types. Compositional discovery of behaviorally correct and
architecture-aware process models, whose structure reflects individual agents and their interactions,
from event logs of multi-agent systems was studied in [11].

Our study continues [11] in a way that we expand on the notion of neighboring transitions. Based
on the number of places connecting transitions of different agents in a WF-net representing a multi-
agent system, we proposed several methods for aggregating and averaging the number of
neighboring transitions. These methods exhibit various levels of sensitivity to changes in the
structure of asynchronous agent interactions.

6. Conclusion and Future Work

In this paper, we considered the problem of assessing the structural complexity of process models
representing multi-agent systems with asynchronously interacting agents. Specifically, we worked
with WF-nets that can be discovered from event logs recording the historical data on multi-agent
system operation. The structural complexity of a WF-net was expressed through the notion of
Neighbor Independence intuitively showing how loose the inter-agent connections are. Using this
idea with the various levels of locality, we proposed three [0, 1]-valued dimensions of structural
complexity showing the extent to which the structure of a WF-net reflects the interaction-oriented
viewpoints of the system architecture.

We formulated the neighbor explosion problem — a special pathological case when the proposed
dimensions tend to 1, since there are too many internal neighboring transitions within an agent. This
can be resolved by refusing to perform the localized analysis of agent interactions. However, we
consider this pathology to be a degenerate case. Its occurrence is unlikely in process modeling
practice.

The core part of our study was devoted to identifying the main properties of the proposed structural
quality dimensions. We proved that Local Neighbor Independence possesses compositionality and
monotonicity. The latter holds for WF- nets related by a special abstraction/refinement relation under
certain restrictions on their size. Sensitivity of the proposed dimensions to structural WF-net
modifications was analyzed through the series of experiments. The experimental results are in
agreement with the formal definitions. Inserting new channel places has a greater impact on the
value of a dimension than increasing the internal complexity of an individual agent. Future research
will be focused on the following directions. Firstly, we suggest extending the applicability of the
proposed approach to general Petri nets. Secondly, we plan to develop an algorithm for localizing
process model fragments that contribute most to the complexity of agent interactions.
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AHHoTanus. 715 IpeAcTaBIeHNs MOJENY, BKIIOYAIOLIEH KaK JaHHBIE, TaK U PECYPChl, MOXKHO HCIIONB30BATh
ceru [lerpu ¢ mamHbBIME. Kakmomy Iepexomy B TaKHX CETSX COIOCTAaBIEHO OrpaHMYEHHE, BKIIOYAOIIee
YCIIOBHSI Ha BXOJHBIC M BBIXOJHbBIE 3HAUEHHS NEPEMEHHBIX. YCIOBHS Ha BXOAHBIE 3HAYCHUS ONPENEISIOT
IIpaBHJIA, IPH KOTOPBIX IEPEeXo]] MOXKET cpaboTaTh. Y CIIOBUS HA BBIXOIHBIC 3HAYEHHS ONPEAEIIIOT MPaBHIIa,
COTJIACHO KOTOPBIM OCYIIECTBIISIETCSI H3MCHEHNE 3HaUEHHH IIepEMEHHBIX ITPH cpabaThIBaHNH repexosa. YToOs!
OCTaBaThCs B TPAHUIIAX Pa3pPEIIMMOCTH, YCIOBHS HE IOJDKHBI COACPIKATh apUPMETHIECKUE OIICPALIMH, BBUAY
Yero pecypcbl OOBIYHO TPEACTABIAIOTCS Kak OTAeNbHble TNO3MIMHU. CyIIECTBYIOIINE KPUTEPHU
0e31e(eKTHOCTH, TaKHE KaK MpocCTasi, ocinabieHHas U JIeHnBast 0e31e(eKTHOCTE, MOTYT OBITh aJaliTHPOBAHBI K
PECYPCHO-OPHEHTHPOBAaHHBIM ceTsiM IleTpu ¢ JaHHBIMHM, HO JUIi MX BBIYMCICHHS TpeOyeTcsi pelieHHe
TIPOOJIEMBI TOCTH)XKUMOCTH, HMEIOIIEH BRICOKYIO BEIYUCIUTENBHYIO CI0KHOCTB JaXKe JUIS KITACCHYECKHX ceTel
IMerpu. B 3101 cTaThE MBI IIpE/IaraeM HOBOE CBOMCTBO Oe31e(heKTHOCTH, Ha3bIBAEMOE OCIIa0JICHHON JICHUBOH
6e31e(heKTHOCTBIO, KOTOpPOE BKJIIOYAeT B ceOs OCHOBHBIE XapaKTEPHCTHUKH BBINICYIIOMSHYTBIX CBOWCTB U
KOTOPOE MOJXKET OBITh OINpPEAENICHO IIyTeM pemIeHUs MpoOiIeMbl IOKPHITHS, HWMEIONeH MEHBIIYI0
BBIYHCIIUTENBHYIO CIOXKHOCTh YeM IpodiieMa JOCTHKUMOCTH. MBI IPEACTABIAEM AITOPUTM JUIS TIPOBEPKH
JTAaHHOTO CBOHCTBA, I0KA3bIBAEM €r0 KOPPEKTHOCTH U PEAIM3yeM €ro B CyIIECTBYIOIIEM Habope HHCTPYMEHTOB
npoBepku Oe3neeKTHOCTH. Pe3ynbTaThl OLEHKH IPOM3BOAUTENIBHOCTH TMOATBEPXKIAT HPHUMEHHMOCTD
anropuT™Ma Ui BepU(UKAIMK MOJENel CpeaHero pasmepa. AJTOPHUTM MOXKHO HCIIOJIB30BaTh Kak IS
HPOBEPKH PECYPCHO-OPHEHTHPOBAHHBIX MOJEINCH, TaK M I NPEABAPUTEIBHON IPOBEPKH MPOH3BOJBHBIX
MOJIeNeH, peCcTaBIeHHbIX ceTsIMH [1eTpy ¢ JTaHHBIMU.

KnroueBbie caoBa: cern [lerpu ¢ naHHBIMH, BepudUKanus pacHpeleleHHBIX IPOIECCOB C JaHHBIMU,
BepuduKanus 6e31eeKTHOCTH; CHCTEMbI IEPEX0/I0B.

Jas murupoBanusi: Cysopos H.M., Jlomazosa U.A. [IpoBepka ocinabiieHHO# JICHUBOW 0e31e()eKTHOCTH ISt
cereii [lerpu ¢ naraeiMu. Tpyaer UCIT PAH, Tom 37, Beim. 4, wacts 2, 2025 1., ctp. 69-84 (Ha aHrmmiickoMm
si3bike). DOI: 10.15514/ISPRAS-2025-37(4)-19.

Baaronapuoctu. JlaHHoe wmccienoBaHue monanep:kaHo [Iporpammoit (yHIaMEeHTaNbHBIX HCCIEIOBAHHUN
HammonansHOTO MccnenoBaTenbckoro yauBepeurera «Bricmas [llkona Dxonomukn», Pocens.

1. Introduction

A business process consists of a set of activities that are performed in a coordinated manner in an
organizational and technical environment and allow a business goal to be achieved [1]. Analyzing
business process models at the design stage allows us to identify inconsistencies and potential errors
before implementing the process. Our paper focuses on a specific correctness criterion for process
models, called soundness. Different types of soundness properties have been defined for business
processes. The most well-known are classical [2], weak [3], generalized [4], relaxed [5], and lazy
[6] soundness. The paper [7] presents a classification of the main soundness properties proposed for
process models.

A classical approach to verifying soundness of a process model is to represent it as a Petri net and
check the soundness property for this representation. However, in data-aware process models, where
data influence the execution of the process, classical Petri nets are not appropriate. In such cases,
different extensions of Petri nets are used, one of which is Data Petri nets (DPNSs) [8], which we
consider in this paper. Data Petri Nets extend place/transition nets with variables, adding guards that
depend on the values of these variables and allowing transitions to update them. Consequently, each
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state in a DPN is represented as a pair that includes a marking and a variable valuation (values
assigned to all model variables).

DPNs may incorporate both data and resource perspectives. The resources, as in classical Petri nets,
could be represented as individual places that may be unbounded and contain extra tokens in a final
state (since any DPN with arithmetic conditions is Turing complete, as was proved in [9], it is a
reasonable choice to represent resources as places but not as variables). For DPNSs, an algorithm to
verify the classical soundness (whether a process always terminates properly and whether each
process activity occurs in at least one of its executions) was proposed in [10]. However, this property
is too strong, making the model incorrect unless it is bounded and does not allow for additional
tokens in the final state. This makes this definition not suitable for checking correctness of resource-
oriented DPNs.

An example of a resource-oriented DPN is shown in Fig. 1. Here, the model represents a gambling
process and contains a resource place p that stores game tokens obtained by a gambler. The idea of
gambling is simple: A gambler rolls a number from 0 to 100 and based on this number, he/she may
win or lose tokens or leave them unchanged. A gambler may quit the game whenever he/she wants.
The initial number of tokens is 3. This DPN is unbounded, since p; may store any number of game
tokens. Thus, it is not sound according to the definition of classical soundness proposed in [9].
However, the model can be considered correct for representing a real gambling process. Note that
the following properties hold for this model: (i) it has at most one token in the sink place o, (ii) there
are some number of feasible executions that end at o (albeit with possibly several tokens left in p3),
(iii) each transition occurs in at least one feasible execution. This means that the model is relaxed
[5] and lazy [6] sound.

Start Gambling }

(res™ > 0 A res™ < 100)

[ End Gambling I

P1

(0]

Fig. 1. Resource-oriented DPN IV representing a process of gambling.
p3 is a resource place representing game tokens.

Deciding relaxed and lazy soundness properties requires solving a reachability problem [7,11] that
is known to have high time complexity even for classical Petri nets (a lower bound is a tower of
exponentials [12]). Thus, these soundness properties can barely be checked in practice even for small
models. For DPNs with variables of infinite domains, the task becomes even more complex. In this
paper, we propose a new soundness property called relaxed lazy soundness, which combines the
main features of relaxed and lazy soundness and deciding which can be reduced to solving a
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coverability problem, which is significantly less computationally complex that the reachability one.
Our property captures a possibility of termination, support for lazy activities [6], and a requirement
of participation of all activities in process executions. Compared with lazy soundness, our property
allows models to have deadlocks (as in relaxed soundness). Compared with relaxed soundness, our
property supports lazy activities (as in lazy soundness). We propose an algorithm to verify relaxed
lazy soundness, which, according to our experimental evaluation, can be used in practice for
moderately sized process models.

2. Related Works

Much effort has been put into validating data-aware process models, both in terms of model checking
and soundness verification. The approaches differ not only in the algorithms themselves but also in
the formalisms used to represent such process models.

The main current standardized approach to represent data-aware process models is to use the
Business Process Model and Notation (BPMN) together with the Decision Model and Notation
(DMN) to achieve the separation of concerns while representing both control and data flows [13].
Some authors propose other BPMN extensions, such as BPMN models with conditions on arcs [14].
However, due to the complexity and ambiguity of the BPMN notation, simpler mathematical
formalisms are usually used to represent data-aware process models and verify their correctness. A
classical formal representation of a business process is a workflow net [15]. A workflow net is a
Petri net that has a single source place (a place without input arcs), denoted i, and a single sink place
(a place without output arcs), denoted o, where each node is on a path from i to o. Representing
data-aware process models using workflow nets is a cumbersome task, as shown in [16]. The reason
is that, for each variable value, a separate place should be generally added. This makes this approach
applicable only for small process models with rather limited domains of variable values, as for larger
models or domains such construction results in huge models that cannot be analyzed either manually
or automatically.

Another approach is to use Petri net extensions. The authors in [17] propose a conceptual workflow
model extended with data operations (WFD-net), where each model state is represented by a
marking and a subset of satisfied guards. Here, the activities actually read/write entire guards, which
may be not granular enough to represent real process models [18]. Paper [19] introduces a workflow
model extended with SQL operations on tables (WFT-net) designed to overcome this limitation. In
[20], this formalism is extended by adding domain constraints that must hold in each state of the
model. Each state of the proposed formalism is represented as a tuple that includes a marking, a state
of data elements, a state of tables, and a subset of satisfied guards. The number of elements that
represent a state makes the state sufficiently difficult to perceive, while the data perspective appears
rather abstract.

Our paper focuses on Data Petri nets proposed in [8]. In DPNSs, the data perspective is represented
by variable valuations, while each transition is accompanied by a constraint that includes input and
output conditions on variables. Compared with WFD and WFT nets, most of the behavioral
properties of DPNs are generally undecidable. Thus, to consider correctness properties, such as
soundness, the authors usually consider a subclass of DPNs, where each variable is real-typed and
conditions are composed of variable-operator-constant and variable-operator-variable atoms.
Regarding soundness properties, data-aware process models are verified mainly against classical
soundness (for example, all soundness verification algorithms for DPNs, namely [18,21,22], check
only classical soundness). Paper [7] proves that a Petri net is classical sound if and only if its closure
(a workflow net, where a transition is added from i to o) is live (from any reachable marking it is
possible to enable any transition) and bounded. However, in many scenarios, weaker correctness
criteria are determined for models. For instance, in resource-oriented models, model unboundedness
is not a sign of incorrectness and, thus, checking them against classical soundness is not meaningful.
For such cases, weaker notions of soundness have been proposed. Let us consider some of them.
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Probably, the most well-known property after classical soundness is weak soundness [3]. A model
is weakly sound if and only if the process always properly terminates (i.e., leads to marking [o]).
This notion allows dead transitions, which are never executed, but still requires the model to be
bounded. For cases when it is important not to have dead transitions in the model, relaxed soundness
[5] can be applied. A model is relaxed sound if and only if each model activity is present in some
execution that leads to the final state. A relaxed sound model may be unbounded and may include
deadlocks and livelocks. In resource-oriented models, it is often the case that proper termination
(having a single token in o) is not required. This is the case where lazy soundness [6] can be applied:
a process model is lazy sound if and only if the process always ‘adequately’ terminates. Here, the
‘adequate’ termination means reaching a marking with a single token in o and any number of tokens
in other places, whereas markings having more than one token in o should not be reachable. Lazy
soundness requires an “adequate' termination from each reachable state, and thus deadlocks and
livelocks are not allowed. Some authors also add other notions of soundness: for instance, [9]
proposes the property (which they call ‘relaxed soundness’) that only requires the model to contain
at least one proper execution. The last three soundness properties fit the case of resource-oriented
models (indeed, all of them hold for the model from Fig. 1), but deciding each of them requires
solving a reachability problem, which may take an unreasonable amount of time for unbounded
models even of small sizes.

For DPNs, the first attempt to verify soundness was made in [10]. Here, the authors propose to
convert a DPN into a colored Petri net (CPN) and then verify the soundness of the CPN using
existing techniques. The authors restrict the DPN to contain only variable-operator-constant
conditions. In all subsequent works, namely [21-23], the authors construct a finite abstraction of the
state space, called either a Constraint Graph or a Labeled Transition System (LTS), to verify the
classical soundness. Since, as proved in [22], such an abstraction of the state space is not sufficient
by itself to verify the soundness property, various special techniques have been developed to verify
soundness. In [23], the authors make an LTS as granular as possible by considering a graph node as
a pair that includes a marking and the smallest set of variable assignments that can be described by
a combination of atomic formulas present in the net. In [21], the authors construct a separate
abstraction for each reachable DPN marking and then combine them. [22] modifies the original DPN
by splitting transitions that belong to cycles and adding silent transitions in such a way that the
resulting DPN is still equivalent to the original one, but its LTS can now be directly used to verify
soundness.

All of the above algorithms are designed to verify the classical soundness. As mentioned in [23],
they can also be used to verify weak soundness by skipping the step of detecting dead transitions.
Checking classical and weak soundness can be done quick enough for small and medium-sized
models as both of these properties require model boundedness. If a model is unbounded, solving a
reachability problem becomes a significantly more complex task [24]. However, our investigation
has shown that the property that combines the main features of relaxed and lazy soundness could be
decided by a single coverability graph construction, which makes verification of this combined
property a viable option for checking correctness of resource-oriented DPNSs.

3. Data Petri Nets

A Data Petri net is a place/transition net that includes transition constraints, represented as logical
expressions, that define input and output conditions over the data variables.

Each constraint ¢ over a set X of variables is an expression of the form
p:=TlxOylxOc|=¢ oA,
where: (i) T is the logical “true”; (ii) x,y € X; (iii) ¢ € R; (iv) © € {<,=,>}.

By @ (X), we denote the language of constraints. For example, for X = {y, z}, expressions y > z,
z<2and (z>1DV({(z<2)A(y = 1)) arein @(X).
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Let X be a set of variables. A constraint ¢ € @(X) is satisfied by an assignment 8: X — R, written
6 & ¢, according to the following definitions:

o 0 ExQ©cifandonlyif 6(x) is defined, and 6(x) © c is true;

e 0 Ex @ yifandonly if both 8(x) and 6(y) are defined, and 6(x) © 6(y) is true;
o Ok -gpifandonlyif 8 # ¢;

o OE @, ANp,ifandonlyiff = @, and 6 = ¢,.

By [[¢]], we denote the set of all assignments that satisfy ¢ € &(X). We say that two formulas
¥1, P, € ©(X) are logically equivalent (denoted ¢, ~ ¢,)if and only if [[@1]] = [[®2]]-

Let IV be some set of variables. Since in DPNs, variable values may be changed by a transition firing,
for each variable v € V, we use variables v" (r — for ‘read’) and v" (w — for ‘write”) to address its
input and output (w.r.t. transition firings) values. Define V" = {v"|v € V}and V*w = {v¥|v € V}.
Then each transition constraint in a DPN is an expression in @ (V" U V").

Now we can define a DPN:

Definition 1 (Data Petri net). A data Petri net (DPN) is atuple N = (P, T, F,V, guard), where:

e P and T are disjoint sets of places and transitions, respectively;
e F:(PXT)U(T xP)— Nisaflow relation;
e Vs a finite set of variables;

o guard:T - ®(V"UVY) is a guard assignment function that labels transitions with
arithmetic constraints.
Given t € T, we also define read(t) and write(t) to denote, respectively, the set of variables V"
and V" that occur in guard(t). In this work, we consider DPNs with distinguished input (denoted
i) and output (denoted o) places.
A state of a DPN WV is a pair (M, a), where
e M:P — N isamarking function that assigns a number of tokens to each place p € P, and
e a:V — Risavariable valuation function that assigns a value to each variable in V.
We use A, to denote the set of all possible variable valuations in V' and M, to denote the set of
all markings in V. Given two markings M" and M"' of a DPN NV, we write M"' = M'if and only if
for all p € P,-, we have M"'(p) = M'(p), and we write M"" > M'if and only if M"" = M’ and there
exists p € Py s.t. M"(p) > M'(p).
A DPN changes from one state to another by firing transitions. Given a DPN V" and a state (M, a),
we say that transition t € T may fire at (M, ) yielding a new state (M, «")if and only if:
e M(p)=F(pt)and M'(p) = M(p) — F(p,t) + F(t,p), forall p € P;
e [ E guard(t), where B: V" UV" — R and, for every v € V, it holds that B(v") = a(v)
and (v") = o' (v);
o a(v) =a'(v), forevery v € V such that v¥ # write(t).

We denote transition firing as (M, a)[t)(M', a").

This is naturally extended to finite sequences of transition firings ¢ = t, - t,, called traces, while
each trace induces a run denoted as (Mg, ay)[ty)...[tn)(My, @) (or, equivalently, as
(Mg, ap)[o)(M,, a,)). Given two states (M, a) and (M', "), we write (M, a)[*)(M', a") to denote
zero or more transition firings leading from (M, a) to (M', a"). By (M, a;) we denote the initial
DPN state. As we consider resource-oriented nets, we assume that M; 3= [i] and M,[i] = 1. For DPN
NV with initial state (M;, ;) we define runs of V" and traces of V" as the set of runs and traces as
above, of any length, such that (M;, a;)[¢)(M, a) for some marking M and variable valuation a.
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Consider DPN %V in Fig. 1. For this net, M; = [i] and a;(res) = 0. Firing Start Gambling consumes
a token from i and produces one token in p; and three tokens in p5. If now End Gambling fires, the
process terminates. If Gamble fires, it transfers a token to p, and sets a value from 0 to 100 to
variable res, based on which the choice between Lose, Draw, and Win is done on the next step. Note
that Lose consumes one token from p5, Win produces three tokens in p5, and Draw does not change
the number of tokens in p5. Firing any of these transitions adds a token to p; and another gambling
attempt can be made. The process terminates when End Gambling fires or when a gambler loses all
his game tokens.

Definition 2 (Reachability set, reachability graph). Let ' be a DPN with an initial state (M;, ;).
The reachability set of V', denoted by Reach,,, is the smallest set of states, which is inductively
defined as follows:

o (M, a;) € Reachy;

o if(M,a)[t)(M',a") fort € T and (M, a) € Reachy, then (M',a") € Reachy,.
The reachability graph of V', denoted as RGy, is a graph (V, E'), where:

e V = Reach,,is the set of reachable states of IV;

e ECVXT XV is the set of edges such that (v,t,v") € E if and only if v[t)v', for some
teT.

Fig. 2 shows a fragment of RG,-for v from Fig. 1. The fragment includes an execution that leads
to the situation, when all tokens are lost (a path from s, to s;,), and a feasible execution that includes
all DPN activities and ends in o (a path from s, to s;¢). A special case where a gambler starts and
immediately ends gambling is also added (a path from s, to s,).

x e &
[p2. 3p3], {res = 1} @ [po, 3p3), {res = 99}

11, 6pgl, {res = 99)

[p1:2p3], {res = 1}

[p2, 2p3], {res = 10} o, 6p3), {res = 51}

[P1,p3]. {res = 10} . 6p3], {res = 51}

[po, pg), {res = 1} o, 6pg), {res = 12}

Fig. 2. A fragment of the reachability graph for " from Fig. 1. Arcs are labeled with the initial letters of the
transition names. Square brackets denote markings. Curly brackets denote variable valuations.
Double circles denote final nodes. Forbidden signs denote deadlocks.

3.1 Relaxed Lazy Soundness

We pose relaxed lazy soundness as an intersection of relaxed and lazy soundness properties.
Consequently, a model is relaxed lazy sound if and only if (i) in each reachable state, there is no
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more than one token in o, (ii) it contains some feasible executions that end at M > [o], and (iii) each
model activity is present in at least one feasible execution. We formally define relaxed lazy
soundness for DPNs as follows:
Definition 3. Let ' be a DPN with initial state (M;, a;) and distinguished sink place o. Let
My = {Mg|Mp € My AMp(0) = 1AM = [0]}. NV is relaxed lazy sound if and only if the
following properties hold:

1) foreach M € M., M(0) < 1;

2) foreach t € T, there exist (M, @), (M',a") € Reach, and M € M , such that
M, a)[t)(M',a") and (M, a")[*)(ME, ) for some ap.

The first condition states that place o should be bounded and contain no more than one token. The
second condition verifies that each DPN transition may fire leading to a state from which the sink
place is reachable (potentially, with some other tokens in the net). DPN I from Fig. 1 is relaxed
lazy sound, since both these conditions hold, although the DPN is unbounded and can enter a
deadlock if a gambler always loses. Compared with lazy-only and relaxed-only soundness, relaxed
lazy soundness can potentially be used for a wider range of resource-oriented models, since it
captures the basic properties that should typically hold for such models.

4. Verification Algorithm

In this section, we introduce the algorithm to verify relaxed lazy soundness of a DPN. The algorithm
is based on constructing and investigating a state space abstraction called an abstract coverability
graph (ACG) that we define in the next subsection.

4.1 State Space Abstraction

An ACG of a DPN is a generalization of a classical coverability graph such that each node represents
not a single state but a set of states having the same marking but different variable valuations.
Compared with a classical coverability graph, the abstract version is always finite for the DPN
setting that we consider in this paper (real-typed variables, variable-operator-constant/variable-
operator-variable conditions).

To represent a set of variable valuations, we use the language of constraints defined in the previous
section. In [22], we have proved that any set of variable valuations in DPN abstract state space
structures can be described by some formula in @ (V). The formula of a new state is then computed
using operator @ defined in [18]. Given transition constraint guard(t) and node formula
©n € P(V), [[¢n D guard(t)]] is the union of all possible variable valuations that can be obtained
by firing t at any variable valuation from [[¢,]]. The result of this operation is computed using the
concept of quantifier elimination, which is decidable for real arithmetic [25], but may be undecidable
for other domains.

To define an ACG, we first define a coverability relation. Let (M, ¢), (M, ¢") be two nodes. We
say that (M',¢") covers (resp., strictly covers) (M, @), denoted as (M, @) E (M',¢") (resp.,
(M, @) = (M', ¢"), if and only if [[¢]] = [[¢']] and M < M' (resp., M < M'). To operate with
unbounded nets, we use the special symbol w, as in [22], which represents an unbounded number of
tokens. For each integer n, w > n, w + n = w and w = w. Now we can define an ACG:
Definition 4 (Abstract Coverability Graph). Let v = (P, T, F,V, guard) be a DPN with initial state
(M;, a;). Let @ (V) be the language of constraints, as in Section 3. Abstract Coverability Graph
ACGy of W isatuple (S, E,s,), where:

o s, = (M;,¢;) € Sisthe initial node with ¢; = A,ep{v = a;(v)};
o §5C Myx®(V)isthe least set that contains s, and is closed under the transition relation.

e ECSXT xS isasetofarcs labeled with transitions, s.t. (M, ¢),t, (M’, ¢")) € E if and
only if:
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» ¢'=¢ D guard(t) and [[¢]] = 0
= foreachp € P, M(p) = F(p,t).
= given M*(p) = M(p) —F(p,t) + F(t,p), M'(p) = w if there exists a node
(M",¢") € Sc; along the path from s, to (M,¢), st. (M",¢") = (M*, ¢"), and
M*(p) > M"(p), otherwise M'(p) = M*(p).
If (s, t,s") € E, we say that (s, t, s") is a transition firing in ACG,,. We denote a transition firing by
writing s[t)s’. We extend this definition to sequences ¢ = (t;, ..., t,) of n transition firings, called
traces, and denote the corresponding run by sq [t;)sq[t2). .. [t,)s, Or equivalently by sy[o)s,. Fig. 3
illustrates an ACG constructed for DPN V' from Fig. 1.

[!'1 3p3l. 1/'7 3p3l,
.5 = 0) (0 < res < 100)

[t], (res = 0) @_.) G @

[p1.2p3 T
(0 < res < 40)

S ao ¥ [p1,3p3]
¥ "’3 I (40 < res < 85)

[P1,6p3],
85 < res < 100)

P1,2p3] i [P1, wp3ls
(40 < res < 85) 259 F (40 < res < 85)
G
[P1: 3l s 1'1 w
(0 < res < 40) 11: g5 < / 100)

[P1, pal,
(40 < res < 85)

.'J',

.jl:

[p2. 3).
(0 < res < 100) L

[p1l.
(0 < res <

[p1].
(40 < res < 85)
1'5“)'.
[p2], (0 < res < 100)

Fig. 3. An abstract coverability graph for " from Fig. 1. Arcs are labeled with the initial letters of the
transition names. Square brackets denote markings. Dotted circles denote nodes from which it is possible to
fire End Gambling and reach o (nodes with a token in o are omitted for brevity).

Proposition 1. Let & = (P,T,F,V, guard) be a DPN with initial state (M, a;) and RG, be a
reachability graph of V. Let AC G, be an abstract coverability graph of V. Then, (M}, ¢,)[0)(M, ¢)
is in ACG, if for each a € [[¢]], (M}, a))[0)(M*,a) is in RGy,, where M*(p) = M(p) if
M(p) # w.

Proof. The statement is a corollary to Definition 4 (specifically, from the consequent application of
the @ operator and from the marking construction that is based on the coverability relation).

Proposition 2. Let N = (P, T, F,V, guard) be a DPN with initial state (M,, «;) and RG,, be the
reachability graph of M. Let ACG, be the abstract coverability graph of M. If run
(M, p)[o)Y(M, ) is in ACG,, , then for each a € [[¢]], there exists run (M, a;)[c")(M*, @) in
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R G, where the set of transitions in ¢* coincides with the set of transitions in ¢, and M (p) = M*(p)
if M(p) + w.

Proof. If run (M, ¢p)[o)(M, ¢) is in ACG, and for each p, M(p) # w, then for each a € [[¢]],
RG) includes run (M}, a))[0)(M, «) (follows from Definition 4). Assume that a run in ACG-ends
with (M, ¢), where for some p, M(p) = w. Then, trace o may not be executable in RG - (due to the
nature of w-abstraction). Let us represent ¢ as a sequence oy, t4, ..., t,_1, 0y, SO that the execution
of each o-part in AC G, preserves the same set of places with w in all the markings, while transitions
ty,..., t,_4 transform some places to w-places.

Consider a base case. Let (M,, ¢;)[01)(M;, ;) be a run in ACG,,. For brevity, we further denote
(M, A) as a set of DPN states (M, a), where a € A. Let (M,, A,) be a set of states resulting from
executing o; from (M;, ;) in RG,-. By Definition 4, A, = [[¢,]]. Let (My, d,)[t1)(M, 1) be a
transition firing in ACG,, . Then, there exists a sequence of transition firings in V" that includes only
transitions from ¢, and transition ¢, and that can be executed any number of times by adding tokens
in places for which M; (p) = w. From each node (M, a;) with a; € A,, execute t and this sequence
of transitions as many times as necessary to obtain the number of tokens in each p € P, where
M (p) = w, greater than any fixed but arbitrary natural number. Following Definition 4, there must
exist a set of runs that include only transitions from ¢, and transition ¢, and reach (M;*, a,"), where
M,'(p) = M{*(p) if M; '(p) # w, so that the union of such (M*, a;") can be described as (M;*, A;")
with A" = [[¢4]].

Induction step. Let for k < n, itis true. Then, we have run (My,', ¢ ) [0k+1) Mis1, Pr+1) iN ACGy
and there exists a set of states (M}, A;") such that A;" = [[¢,']] and M,'(p) = M} (p) if My (p) #
w. Since for each p € P, where M;'(p) = w, we have a number of tokens greater than any fixed but
arbitrary natural number, trace gy,; can be executed on (M;*, A,") leading to the set of states
(M 41, Agr1), Where Ay yy = [[@rya]] and My (p) = My y1(p) if Myy1(p) # w. If 0y s the last
part of o, the proposition is proved. Otherwise, there must exist transition firing
(Mys1, 1) [res1)Mist's drsr’) in ACGye. Then, there exists a sequence of transitions that
consists of transitions from ay, ..., 0,41, transitions t,, ..., t; 1, that ends with t,., ;, and that can be
executed any number of times putting tokens in places, for which M; ,,'(p) = w and My,,(p) # w.
From (My,1, A1), let execute t,, 4 and this sequence of transitions as many times as necessary to
obtain the number of tokens in each p € P, where M, ,,'(p) = w and M, ,,(p) # w, greater than
any fixed but arbitrary natural number. After that, we obtain the set of states (M., Ax+1'), Such
that Agt1" = [[Pr+1']] and My11'(P) = M1 (p) if M1 (p) # w. 0
Note that it is impossible to tell from a coverability graph alone whether the net contains deadlocks
and/or livelocks. This was proved in [24] for classical coverability graphs, and since an ACG is a
generalization of this state-transition structure, the same limitation holds for ACG. For bounded
DPNs, the problem of detecting deadlocks and livelocks is known to be decidable and was solved
in [18,22,23]. For unbounded DPNS, there is currently no solution for this task. Note that the task of
detecting deadlocks is challenging even for classical Petri nets. Although deadlock- and livelock-
freedom can be reduced to the reachability problem that is known to be decidable [11], existing
works, such as [24-25], allow one to verify the absence of deadlocks only for rather limited classes
of nets (e.g., [25] considers nets with only one unbounded place). For similar reasons, the
coverability graphs alone cannot be used to check whether the sink place is reachable in a ’clean
way’ (when M = [o]). Since coverability graphs allow w-markings, we cannot determine whether
it is possible to consume all the tokens from w-places and thus reach the output place with no
remaining tokens. There are some workarounds for this, but most of them use other representations
of business processes, such as m-calculus in [28].

Nevertheless, coverability graphs could be used to verify some important properties that should
usually hold for resource-oriented models. It is possible to check whether the model could terminate
having one token in o and potentially extra tokens in the net (we could call this as ‘adequate’
termination), whether each model transition can actually fire and be present in executions with
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‘adequate’ termination, and whether all the model executions do not put more than one token in o.
These properties could be seen as a combination of main relaxed and lazy soundness features, and
all of them are actually included in the proposed above the relaxed lazy soundness property.

4.2 Checking Relaxed Lazy Soundness

The procedure of checking relaxed lazy soundness is based on constructing and studying the ACG.
Algorithm 1 illustrates the procedure of constructing an ACG according to Definition 4. Sets S and
E represent the nodes and arcs of ACGy, s, — the initial node of ACG,,. Set N stores the nodes that
need to be expanded. For each node in V', we try to fire DPN transitions for the marking and variable
valuations it represents (lines 6-11). If some transition may fire, we try to find preceding strictly
covering nodes (lines 12-13). If such nodes are found, we define places where the number of tokens
should be replaced with w (lines 13-16). If the resulting node already exists in the graph, we add an
arc to this node from the current one; otherwise, a new node is added to the graph and to the set of
nodes to be expanded (lines 17-20).

Regarding the implementation of the algorithm, the simplest approach is to construct the graph using
a depth-first search and use a stack to represent set N. For each new node in the graph, we can
determine the set of parents using the information obtained from the previous node, and thus skip
the graph traversal procedure when checking node coverage. As for checking the equivalence of
formulas, we can perform it by checking the satisfiability: to check ¢ ~ ¢, we can verify whether
P A’V AP is satisfiable (if not, then ¢ ~ ¢’ is true) using known satisfiability modulo
theories (SMT) solvers such as Z3 [29]. Note that for our constraint language, satisfiability is
decidable, as well as the quantifier elimination needed to compute the result of the -
procedure [22].

Algorithm 1 ConstructACG(V, (M,, a;))

Input: ADPN WV = (P, T, F,V, guard) with initial state (M, ;).
Result: Abstract Coverability Graph of V.
¢1 < Nev{v = a;(v)}
So < (Mp, ar)
S < {so}
E<0Q
N < {so}
while N = @ do
(M, ¢) « Pick(N) // Take a node from N
N <N {(M,$)}
foreach t € T s.t. M[t)M’ do
¢’ < ¢ ® guard(t)
if =(¢’' ~ false) then
foreach state (M,, ¢,), from which (M, ¢) is reachable do
if (M' > M,) AN(¢p' ~ ¢,) then
foreachp € P do
if M'(p) > M,(p) then
M) =ow
E<EU{{(M¢)t, (M, ¢")}
ifv(M,p) €S:M #= MV (¢’ ~ ¢) then
S<Su{M', o}
N <NU{M',¢)}

return (S, E, sq)
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Algorithm 2 describes the procedure for checking relaxed lazy soundness that consists of two steps:
(i) constructing an ACG (line 1),

(ii) exploring the ACG using graph-traversing techniques to verify the absence of markings
that have more than one token in o (lines 2-3) and the ability to reach the sink place after
each of the DPN transitions (lines 4-7).

Some of these checks can be included in the ACG construction procedure to answer the soundness
of the model more quickly.

Algorithm 2 CheckRelaxedLazySoundness(V, (M;, a;))

Input: ADPN V' = (P, T, F,V, guard) with initial state (M;, ;).
Result: Whether or not V" is relaxed lazy sound.
{S,E, so} « ConstructACG(V, M, a;)
if 3(M, ¢) € S: M(0) > 1 then

return false
Sfeasible < {S €S | EI(1WFf ¢):S[*)(MFI ¢) /\MF > [0]}
foreacht € T do

if V(s,t,5"):5" € Steasinie then

return false

return true

Proposition 3. Let v =(P,T,F,V,guard) be a DPN with initial state (M,, ;). Procedure
CheckRelaxedLazySoundness(V, (M;, a;)) terminates.

Proof. In paper [22], it was proved that a labeled transition system for a DPN with quasi-ordering =
defined there is a well-structured transition system (WSTS) [30]. The ACG defined in our paper is
actually a coverability graph for a labeled transition system defined in [22], where sets of states are
replaced with formulas of the constraint language. In our case, relation = is decidable, and the
procedure of computing node successors is also decidable (follows from the decidability of =). From
this, according to the WSTSs theory, it follows that the ACG is finite and effectively constructible.
Since the ACG is finite, graph traversal methods on this structure are guaranteed to terminate. This
proves that the procedure CheckRelaxedLazySoundness terminates.

Proposition 4. Let & =(P,T,F,V, guard) be a DPN with initial state (M;, ;). Let ACGy =
(S, E, s,) be the abstract coverability graph of . Then for each M € M, M(0) < 1 if and only if
M (o) < 1 foreach (M, ) €S.

Proof. (=) It follows from Proposition 1 that in ACG,, M(0) may be either 0, 1, or w. If
M (0) = w, then o is unbounded and R G, contains an execution that produces M’ with M'(0) > 1,
which contradicts the precondition VM € My, M(0) < 1.

(<) Follows from Proposition 2. ]

Proposition 5. Let N = (P,T,F,V, guard) be a DPN with initial state (M,, ;). Let ACGy =
(S, E, so) be the abstract coverability graph of . Then for each t € T, RGy-contains an arc (v, t, v")
included in a path to some node with My = [o]if and only if there exists an arc (s, t,s') € E with a
path from s’ to a node with M = [o].

Proof. (=) RG, contains an execution that includes t and produces My > [0]. According to
Proposition 1, the trace that represents this execution must be in ACG,,. The trace execution ends at
(M', ¢"), where M' = M (follows from Definition 4). Since M’ > Mg, we have M’ = [o].

(&) ACG,, contains an execution that includes t and produces Mg > [o]. By Proposition 2, RGy,
must exist a corresponding trace ¢* that includes all transitions of the trace in ACG . Let this trace
execution end at (M', a"). If M?(0) < w, then M'(0) = M¥(0) = 1. If M¥(0) = w, then M'(0)
contains at least one token (follows from Definition 4). Thus, M’ = [o]. Ll
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The following is a corollary of Propositions 4 and 5:

Corollary 1. Let ¥ = (P,T,F,V, guard) be some DPN with initial state (M}, a;). V" is relaxed
lazy soundif and only if CheckRelaxedLazySoundness(V', (M;, a;)) returns true.

5. Implementation and Experiments

The proposed algorithm has been implemented as a module in the existing DPN soundness
verification toolkit implemented on .NET WPF. The application with the added module is available
for download on https://github.com/SuvorovNM/DPN-Soundness-Verification. Fig. 4 demonstrates
the outputs provided by the application for DPN & from Fig. 1. A custom coloring function is
implemented to ease the interpretation of ACGs, which can be huge in some cases.

T e e Al s e 00 o = k) T (= e L0 (0 4= B ]
)

Fig. 4. Screenshot of the tool that implements the relaxed lazy soundness verification algorithm.
The tool demonstrates AC G5, for DPN V" from Fig. 1.

The tool takes as input a DPN in an extended PNML-based file format. All operations over formulas
are conducted with the help of Z3 Solver [29]. At the implementation level, we have also made a
small adjustment to the algorithm: we decided to check for M (o) < 1 when constructing an ACG
and immediately return false when a node with M (o) > 1 is obtained. For large models, the ACG
can be huge: even for a DPN with 10 transitions, an ACG may have more than 100000 nodes (see
the HugeACG.pnmlx example in the repository). Thus, building the entire ACG when it is already
known to be unsound may not be reasonable in some situations.

Table 1. Relaxed lazy soundness verification time for sample DPNs. Column ‘Size’ defines the net size in the
number of places, denoted P, the number of transitions, denoted T, and the number of variables, denoted V.

. Classic Relaxed Verification Yerification
Model Size Lazy L . | Time: Relaxed
Sound Time: Classic

Sound Lazy
Gambling Example (Fig. 1) 5P + 6T + 1V False True 34ms 89ms
Livelock Example [22] 3P+3T+2V True True 130ms 18ms
Digital Whiteboard: Transfer [9] | 7P+6T+3V False True 40ms 15ms
Package Handling [23] 16P+28T+5V False False 1010ms 213ms
Road Fines Mined [9] 9P+19T+8V False False 491ms 194ms
Simple Auction [31] AP+4T+2V False True 193ms 90ms

Table 1 reports on how much time the proposed algorithm takes to verify the relaxed lazy soundness
of different DPN models presented in the literature. For bounded DPNs, as expected, verifying
relaxed lazy soundness is usually faster than classical soundness, since classical soundness requires
constructing more refined state space structures. If a net is unbounded (as V" in Fig. 1), then classical
soundness can be checked much faster, since we can immediately return false when a node with w
is obtained.
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We have also tested the performance of the algorithm on synthetically generated data. Givenn € N,
we considered DPNs parameterized according to the following setup:

e 1.2n places,

e n transitions,

e 0.25n variables, and
e 0.5n conditions.

For each n € N from 3 to 90, we generated 10 DPNSs that have at least one trace leading to M > [o]
and at least 40% feasible transitions (i.e., transitions occurring in executions leading to some
M = [o]) using the tool introduced in [22], refined for the current study. In our experiments, we
have considered nets with a low and moderate level of inherent concurrency (a limitation of the DPN
generation tool). The obtained results are visualized in Fig. 5. The plot shows that our algorithm
typically takes less than a minute to verify the relaxed lazy soundness of a DPN with fewer than 100
transitions.

170 standard deviation
160 —— mean

verification time (sec)
o
2

20 40 (=4 80

Number of Transitions
Fig. 5. CheckRelaxedLazySoundnes procedure execution time on DPNs of different sizes.

Note that in the worst-case scenarios, the verification can take an unreasonable amount of time. This
may be the case for DPNs with a high inherent level of concurrency, which can lead to state space
explosion, and for DPNs with long constraints on transitions, which can seriously impact the speed
of formula operations. However, the results of our preliminary experimental evaluation show that
the algorithm is promising and can be used in practice to verify the correctness of resource-oriented
data-aware process models. Interestingly, the algorithm could also be used for preliminary
verification of arbitrary process models, since for bounded models, it terminates sufficiently faster
than the algorithm for classical soundness verification.

6. Conclusion

In this paper, we have proposed the notion of relaxed lazy soundness that can be used to check
correctness of resource-oriented process models. We have shown that this property is decidable both
for classical Petri nets and for Data Petri nets and could be evaluated using a single coverability
graph construction compared to separate relaxed and lazy soundness properties that require solving
a reachability problem to be decided. Performance evaluation of the algorithm implementation
shows its practical applicability for process models of small and medium size.
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The proposed algorithm can be used immediately after building a process model to verify that the
model actually contains executions that terminate “adequately' and that each process activity can be
present in such executions. One of practical applications of the proposed algorithm could be a plug-
in for tools for constructing data-aware process models. The algorithm could run in the background
and warn if the user's model is ill-structured.

In the future, we plan to estimate our verification algorithm on real industrial process models both
in terms of speed and in terms of model errors found. This could help to identify the overall practical
applicability of the relaxed lazy soundness property in industry. Another direction for investigation
is finding an abstract state space structure that would be smaller than the proposed ACG but that
would be sufficient for verifying relaxed lazy soundness. In its current state, the algorithm provides
rather poor results for large models with a high level of concurrency, and it is interesting whether
this issue can be addressed. Lastly, a promising direction could be to define the rules to reduce an
ACG in order to make its visualization perceivable even for models of medium and large sizes,
where an ACG could contain hundreds or thousands of nodes.
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AnHoTammsi. Mertozsl BEIOOpa TOUKK 0030pa st 3D clieH HaxoAsAT NPHMEHEHHEe B KOMIIBIOTEPHOM 3PEHHH,
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muddepeHIpyeMoro peHAEpUHra, TaKk M C MOMOINBIO OE3rpaJveHTHBIX METOJOB ONTHMH3ALMH.
IpemynoxkeHHbId MeTOA OBUI IPOTECTHPOBAH Ha OTKPHITOM Habope AaHHBIX i1 3D peKoHCTpyKUMH.
TecTupoBaHKe MOKa3aa0 MPUPOCT B KAYECTBE PEKOHCTPYKIMHU ITPU UCIIOIb30BAHUH MPETI0KEHHOTO METO/A C
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1. BeedeHue

CyTh 3a/audl PEKOHCTPYLIMH TPEXMEPHOH CIEHBI 3aKJI0YaeTcs B CO3JaHWU €€ ONUCAHUS B
ompenenéHHoM (Qopmare Ha OCHOBE Habopa H300paXKeHWH peasbHOM cueHsl. B ciydae
npeAcTaBiIeHus] onucaHus 3D-CIeHBl B «KJIACCHYECKOM» JUIl KOMIIBIOTEPHOH TrpadMKu BHIC
(TToNIMrOHaNbHBIE CETKH JAJISI TEOMETPUH, TEKCTYPhl M CKaJIIpHBbIC 3HAYEHUs Ul MaTephaloB U
OCBEIIEHHMS) 3a/]ady MOXKHO Pa3JIeNINTh HA PEKOHCTPYKIHUIO €€ T€OMETPHUYECKOTO MPE/ICTABICHUS 1
pekoHCTpyKIMio uHGOopMauu 00 ocBenieHUH. [IpyW HMCMONB30BaHUU K€ TOJEH OCBEIEHHOCTH
(marmpumep, NeRF — neural radiance fields, HeliponHbie mosst ocBemeHHOCTH) [1] mnm «gaussian
splats» (GS) [2] 00bIYHO paccMaTpUBAETCsl COBMECTHOE BOCCTAHOBIIEHUE TEOMETPHH U OCBEIEHUSI.
OpHako, TakWe IMPEACTABICHHS CIEHBI OYEHb Pa3HOOOpasHBI M UX TPYAHO COBMEIATH APYT C
JIPyTOM, a TaKkXKe C KIaCCHYEeCKHMH MpeicTaBiIeHUAMH. Kpome Toro, Takue pemeHHs OOBIYHO
MOTPEONAIOT 3HAYUTEIbHBIE 00BEMBI TAMATH U BEIYUCICHUN ITPH IPSIMOM PEHJEPUHTE, 4TO TpeOyeT
OTAEIBHOTO JTana ONTUMH3aMK mnpencraBieHus [3-4]. CymecTBYIOT penleHus, KOTOpbIe
OJTHOBPEMEHHO BOCCTAHABIIMBAIOT IIOJIS OCBEIICHHOCTH, IOJIWIOHAJIBbHBIE MOAEIH W MOJAEIH
Marepuaios [5], oHaKo X 0O0yueHne TpeOyeT 3HAYNTEIFHBIX BEIYUCINTEILHBIX PECYPCOB (aBTOPHI
IUIIYT O ABYX Henensix oOyuyenus Ha 64-x H100 GPU). [Tostomy, HecMoTpst Ha OypHOE pa3BUTHE
pa3MuHbIX npejcTaBieHni 3D cuen, Kiraccuieckue MoJIe KOMITBIOTEPHOH Ipaduku cOXpaHsIoT
CBOIO aKTyanbHOCTb. ClIeyeT OTMETUTB, UTO Pa3/IelIbHAsl PEKOHCTPYKIIUS FT€OMETPUH U OCBELCHUS
C TOMOIIBI0 O0OpaTHOrO pEHIEpUHra TaKKe IeMOHCTPHpPYeT Ooyiee BBICOKOE KadeCcTBO
pexoHcTpyKIHH [6]. s pabOTHI C HUMU B 3a/1a4€ PEKOHCTPYKIMH HCIIOTIB3YIOT METO Bl 0OPaTHOTO
peHIIeprHTa, KOTOPHIE IO CBOCH CYTH PEIIAloT 3a/1a9y ONTUMH3AIHHY mapaMeTpoB 3D cueHsl, 9To0b1
n300pakeHne, MONyuYeHHOe NPH IMPSIMOM PEHICPHHIe, MAKCHMAJIBHO COBIAJAN0 C STAJIOHHOU
¢ororpadueii (puc. 1).

Hambonpimee pacnpocTpaHeHHe MOIYYHIM METOABl OOpaTHOTO pEHIEpHHIa, OCHOBAaHHBIE Ha
TPaAueHTHON onTUMHU3anuy [7-8] M MCHOIB30BAaHUHM aBTOMATHYECKOro nuddepeHpoanusi. B
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YaCTHOCTH, METOJ «reverse modey, Tak Kak B 0OpaTHOM pEHACPUHTE OOBITHO UMeEETCsl OO0JbIIoe
KOJIMYECTBO BXOJHBIX 3HAUCHUH (HAIIpHMeED, IPH PEKOHCTPYKIMH MAaTEPHAIIOB — IIUKCEIN TEKCTYP,
3aJal0IINX ONTHYECKHE CBOWCTBA ITOBEPXHOCTH) M OJTHO BBIXOIHOE 3HaUCHHE (YHKIMU HOTEPh. B
9TOM CMBICIIE 33/1a4a 0OpaTHOro AudGepeHpyeMOro peHIepruHra oxoa Ha 3a/1a4y 00y4eHHs
HelpoceTeBbIx Mojenel. OJHAKO, aNrOPUTM TPACCUPOBKU IIyTeH, SBIIOIIMICSI OCHOBOM
(hoTOpeanuCTUYHOrO peHJIepUHTa, IPH MPUMEHeHNH obpaTHoro nuddepeHunpoBanus naer rpad
BBIYHMCIICHUH BBICOKOH CIIOKHOCTH, YTO NPHUBEIO K HEOOXOIUMOCTH CO3JaHUs CIIEIHaNbHBIX
MeTOZOB [9] I pereHus npooieM 3aTpaT MaMsITH U BEIYHACICHUI.

N\
X
MNpsamoi
eHAEepPUHT
Onwucanume 3D cueHbl penaep
3D scene description Forward
rendering

g(};, y)

O6paTHbiit peHaepuHr / Inverse rendering

Puc. 1. Cxema pabomul 06pamuozo penoepunea.
Fig. 1. Inverse rendering workflow.

Tem He MeHee, 3a/1a4a 0OpaTHOTO PEHICPUHTA OCTACTCS JOCTATOYHO BEIYUCIUTEIHHO 3aTPATHOM.
IIpu >TOM BpeMs pPEKOHCTPYKUIUHM HANPSMYIO 3aBHCHT OT YHWCIA STAIOHHBIX H300paKCHUH,
nojaBaeMbIx Ha Bxoz [10].

UT00BI TOYHO BOCCTAHOBHUTE TEKCTYPHI ONTHYECKIX CBOMCTB OBEPXHOCTH, H300pakeHHUS Ha BXOJIE
JIOJDKHBI IEMOHCTPUPOBATH LIEIEBOI 00BEKT PEKOHCTPYKIIMH CO BCEX CTOPOH. [Ipyrumu cioBamu,
€CJIM TeOMEeTPHIECKast MOJIEINb yXKE U3BECTHA, KAXKIOH IMOTUTOH 00BEKTa JOIKEH OBITh BUICH XOTS
Obl Ha OJHOM pakypce (ecnu 3T0 BO3MOXkHO). CymiecTByromue HaOOpbl JaHHBIX JJIS OIEHKH
METOJIOB PEKOHCTPYKIHH, Takue Kak [6, 11-12], oObIYHO MPeACTaBNISAIOT COOON H300parkeHHUSI
[[EJIEBOTO OOBEKTa C PAaKypCOB, IMOJYYCHHBIX C ITOMOINBIO ITOBOPOTHOTO CTOJIMKA MM ITyTEM
MepeMeIeHnsT KaMepbl BOKPYI HEro. OTO, C OJHOW CTOPOHBI, HE TapaHTHUPYET JOCTATOYHYIO
BUJIMMOCTh BCEX uacTeil o0ObekTa, a C Jpyrod OOBIYHO NPHBOAUT K TOMY, 4YTO COCEJHHUE
N300paKeHUsT MOTYT B 3HAYHTENBHOW Mepe MEepeKPBIBATHCS W, BEPOSITHO, BHOCHUTH HEOOIBIION
BKJIQJl B TOYHOCTh PEKOHCTPYKIMH, YBEIHYHBAs MpPU 3TOM BpeMs pacdyeToB. B To ke Bpems
CYIIECTBYIOIINE HCCIICAOBAHUS MTOKA3BbIBAIOT, YTO pa3HOOOpa3ue BEIOPAHHBIX TOUEK 0030pa BIUSICT
Ha KOHEYHOE KauecTBO peKOHCTpyKuuH [13], ymyumas pesyasrar no metpuke PSNR no 1.9 nb no
CPaBHEHHIO CO CIy4alHBIM BBIOOPOM.

B nmanHoii paboTe paccmarpuBaeTcsl 3ajada BbIOOpa Habopa pakypcoB ILEIEBOr0 00beKTa s
YITy4IICHUS Ka4eCTBa PEKOHCTPYKIIMH MaTePHAIOB U CHI)KEHHUS BBIYMCIUTEIBHBIX 3aTpPaT.

2. Cywyecmeyroujue peweHusi

Br10op pakypca siBisieTcsl OJHOM M3 OCHOBHBIX 3aJlad akKTHBHOTO BOCIIPHATHSA (active perception).
JaHHas 3aja4ya 3aKIIOYaeTcsi B TOM, YTO HEOOXOIMMO BBHIOpATh IOJOXKEHHE KaMephbl, KOTOpOe
MaKCHMaJIbHO yJIYYIIMT ITOHUMAaHHE CLEHbl. B KOMIbIOTEpHOM 3peHuH U rpaduke 3QPpeKTUBHBIH
BBIOOP paKypcOB MOKET 3HAYMTENILHO CHHU3UTH HEOINPENETICHHOCTh B 3D-peKOHCTPYKIMH WIH B
CHHTE3€ HOBBIX PaKypCOB. BBIIM mpeyiosKeHb! pa3IudHble KPUTEPHH, OT OCHOBAHHBIX Ha TEOPHUH
nHpopManuu (Hanpumep, SHTponny lIIeHHOHa) 10 MOKPHITHS TEOMETPUIECKOTO TIPEICTABICHUS U
SBPUCTUK, OCHOBAaHHBIX Ha HEONPEAEIEHHOCTH.
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CyIiecTByeT JOCTaTOYHO MHOTO METOJOB BBIOOpa pakypcoB. B paborax [14-15] mpencrasien
0030p pa3IMYHBIX METPHUK, KJIACCH()HUITUPOBAHHBIX IO THITy HCIIONB3YEMBIX ITAHHBIX: IUIOIIANb
MOJIMTOHOB, CHJIYdT, TiyOWMHA, KpPUBH3HA, CEMaHTHYeCKas WH(POpPMAIUsd, CaJUCHTHOCTb.
HawuGomnb1iee pacpocTpaHeHHe MOMYYHIM METOAbI, OCHOBaHHbIE Ha TEOPHH MH(POPMAIUHU, TaAKHE
Kak pacuet sHTponuu [16-18] u B3aumuoii nadopmanuu [19] ¢ ncnonp30BaHUEM TEOMETPHYECKUX
nmaHHbIx. Takke CyIIEeCTBYIOT MOAXOIBI Ha OCHOBE TIy6oKoro o0yuenus [10, 20].

B pabote [10] npeanaraeTcs BHIOOp pakypCOB Ha OCHOBE IUIOINAIM IMOJUTOHOB B TEKCTYPHOM
MPOCTPaHCTBE. DTOT U JpyTUe KPUTEPUH MPUMEHSIOTCS aBTOpaMy JUIsl BbIOOpa M300paKeHUH n3
3apaHee TMOArOTOBJICHHOT0 Habopa Ul pEKOHCTPYKLHMH TeKCTyp. Takxke mpeiaractcsi alropuTM
MIOCJIE/IOBATENILHOTO BBIOOPA HECKOJIBKUX PAaKypCOB TaK, YTOOBI KaXK[blil TOJMTOH 0OBEKTa ObLI
BHZICH XOTSI OBl HA OJTHOM U3 PaKypCOB.

OCHOBHOE OrpaHUYCHHE STHX METOJOB CBSI3aHO C 3aBUCHMOCTBIO OT IPENOIpeAeIeHHOro Habopa
n300paxeHnid. BoNBIIMHCTBO pelieHui paboTaloT ¢ 3apaHee 33JaHHBIM HAO0OpOM HM300pakeHui
00beKTa, TIOJy4eHHBIX IIyTeM peHaepuHra 3D-moznenu ¢ GUKCHPOBaHHBIX MO3ULIUI KaMepbl. JTH
MO3UIMK YacTO ONPEIENSIOTCS TouKaMHu Ha cdepe BOkpyr oOwexra [16-19] mnm BepiumHamu
uKocaspa [21], KOTOpbIii 3aTeM TecCcenupyeTcst s AlMPOKCUMAIUH CepbI.

B pa6ore [22] aBTOpHI pacmupsoT NeRF-nipeacrasienue, paccMaTpiBasi OCBEIIICHHOCTh B KaX 10
TOUKe He KaK OJHO 3HAauYeHMe, a Kak pacmpeneneHue ["aycca, aucmepcusi KOTOPOIO ONUCHIBACT
HEOIPeeICHHOCTh. HOBBIE IMONOKEHHST KaMephl BBIOMPAIOTCS TaK, YTOOBI MaKCHMH3HUPOBAThH
YMCHBIICHAE HEONPEACICHHOCTH MOJEIH. DTO TMO3BOJIIET YIYYLINTh KadeCTBO MPH IMOCTPOCHHUH
T0JIS OCBEILIEHHOCTH M0 HEOOJIBIIOMY YHCITy H300pakeHHi, BbIOMpas Hanbosiee HHpOPMaTHBHBIE.
B [23] mpemmaraeTcss IMOCTpOEHHE MPEABAPUTEIBFHOTO OIS OCBEHICHHOCTH ISl pacueTa
r1o0aNbHONM KapThl HEONpeneleHHOCTH. Jlanee mMpou3BOAUTCS BBIOOP PaKypcOB Ha OCHOBE J3TOM
KapTel. JIpyrue moaxoabl Ha OCHOBE HEMPOHHOTO PEHACPHHIa JNEHCTBYIOT CXOXKHM 00pazoMm, —
TIPOU3BOIUTCA OOYYCHHE HEHPOHHOW MOAENH I HeOONBIIOro Yuciia W300paskeHHid, KOTopas
3aTeM UCTIONIB3YETCS I OICHKH HEOTPEACTICHHOCTH C MTOMOIIBIO Pa3IMIHBIX SBPUCTHK. Ha ocHOBE
MOJIyYCHHBIX OLIEHOK BBIOMPAIOTCS HOBBIE paKypchl. OCHOBHOM HEOCTAaTOK 3THUX PELICHUH B TOM,
YTO MpoIiecc BEIOOpA paKypCcoOB B HUX TPeOyeT 3HAUUTEIbHBIX BRIYUCIUTEIbHBIX 3aTPaT, CBA3aHHBIX
C TIOCTOSTHHBIM 00YYeHUEM WIIH JO000yICHUEM HEHPOHHBIX MOJIEIEH.

PaboTts! [24-25] cTposiT MoJenu, MO3BOJISIONINE Cpa3y HOIYYUTh O9epPeIHON ONTHMAJIBHBIN paKypc
u3 Tekymero. OaHako, BHIOOP OCYHIECTBISIETCS U3 MPENONpeIelieHHOro Habopa pakypcoB. Kpome
TOTO, IJIs1 O0YYICHUS MOZAETICH TPeOYIOTCS STAIIOHHBIC ONITUMANTBHBIC PaKyPCHI.

B pabote [26] aBTOphl 00ydaloT HEWPOCETEBYI0 MOENb, KOTOpas IpeacKa3blBaeT KapTy
HEOIPEJeIEHHOCTH 110 OAHOMY H300paXeHHWIO, UYTO II03BOJIIET M30eXaTh IOCTPOCHHSA
CHETHATBHOTO TOJIST OCBEIICHHOCTH.

3amava BEIOOPA paKypCOB TAKXKE MCIOIb30BAIACH M JJIS «gaussian splatting»-rnpecTaBacHuiA CLieH.
B [27] oneHuBaeTCs TUIOTHOCTh CIIEHBI, KOTOPAsi 3aTEM HCIOJB3YETCs JJIs BHIOOpa PaKypcoB Ha
OCHOBE MaKCHMAaJIbHOT'O MPOCTPAHCTBEHHOTO 3aroyHeHus. B [28-29] ucnonp3yercss mIOTHOCTE U
riryOMHa, 9YTOOBI OIIEHUTh YHCIIO BOKCEJIEH, KOTOphle He BHAMMBI Ha JaHHOM pakypce, HO OymyT
BU/INMBI HA paKypce-KaHIuaare.

B 1ienmom, BBIOOp pakypcoB B MPUIIOKEHUH K MOJISIM OCBEIIEHHOCTH, gaussian splatting 1 6;1M3kum
K HUM IIPEJCTaBICHUSAM OCHOBAaH HA OIIEHKE HEONPEIeJICHHOCTH M aKTUBHOM 00ydeHuu. OreHka
HEOIPEeIEHHOCTH OOBIYHO CTPOMTCS HA OCHOBE [UCIEPCHHM I[BETa W/HWIM IIIOTHOCTH.
Hcnonp3yemble cTpateriuu BeiOOpa pakypcea BkirouaroT [13]: ciayuaiinsiii BeIOOp, BEIOOP pakypca,
HaMMeHee I0XOKero Ha TEeKYIIMd M BHIOOp Ha OCHOBe HpupocTa MH(OpManuu (yMEHBUIEHHH
HEOTIPEeICIEHHOCTH ).

TakuM o00pa3om, MeToIbl BBIOOpa PAaKypCOB JUIA KIIACCHMYECKUX IPEJCTABICHHH CIEHBI C
pasiesieHHeM TeoMeTpHH (TIOJIMTOHANIBHBIX MOJIeTIel) ¥ MOJIeliel MaTepHaioB OMPAIOTCs Ha BEIOOD
U3 TpeNoIpeaeIeHHOro Habopa pakKypcoB, KOTOPHIH OOBIYHO T'€HEpUpPYETCs IO CeTKe Ha
cdepe/monycdepe BOKpyr 00bekTa. ITO IPUBOIUT K TOMY, YTO BO3MOXKHBIE ONTHMAIbHBIE PaKypChI
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MOTYT OBITH HPOIYIIEHBI, a TAKXKE K OrPaHHMYEHHOCTH NO3ULHUOHHPOBAHUSA KaMepbl — OOBIYHO
JIOIYCKaeTCsl TOJBKO BpallleHue BOKPYT 00beKTa Ha ((UKCUPOBAHHOM PACCTOSHHU.

BOJNBIIMHCTBO METOMOB, OPHCHTHPOBAHHBIX Ha HEWPOHHBIC IPEICTABJICHHUS, JHIICHO 3TOTO
HelocTaTka, HO TNpHOOpeTaroT Jpyrue. B dacTHOCTH, OHH TpeOYIOT 3HAYMTEIbHBIX
BBIYHCITUTENHHBIX 3aTpaT Ha BEIOOP paKypca, CBA3aHHBIX JIHOO ¢ HEOOXOIMMOCTHIO (110)00yUeHHS
BCIIOMOT'aTeJIbHOT0 HEHPOHHOTO NPENCTaBICHHs (3a4acTylo IOcie BHIOOpa KaXIOTO HOBOTO
pakypca), 1o ¢ 00ydeHHeM OTAEILHON HEHPOCETEBOM MOJIENHN OLEHKe HeompeaeaeHHocTu [26].
Taxxe HEKOTOpBIe METOABI TPEOYIOT HAOOPOB JAHHBIX C ITAJTOHHBIMHU ONTHMAaJIbHBIMU PaKypCaMH.
JanHas pa0oTa TOCBSIIEHA METOXy BEIOOpa IPOHM3BONBHEIX pPaKypcoB (0e3 MCIIONB30BaHUSA
npesonpeesieHHoro Habopa) Uil KJIacCHYeCKMX IpeJCTaBICHHH CLEeHbl. MBI paccMaTpuBaeM
3aJayy peKOHCTPYKIUU MaTepHaIOB, IPEAIIOIAras, YT0 PEKOHCTPYKLUSI TeOMETPHIECKOW MOJIEIIH
B BHJIC ITOJIMTOHAILHOM CETKH YK€ HEKOTOPBIM 00pa3oM BBIIIOJIHEHA.

3. [lpednazaemoe peweHue

[Ipemiaraempiii METOJ UCTIOJIB3YET OOpPATHBIN PEHACPHUHT, YTOOBI MOIOOPATh HAOOP MOJIOKCHUIA
BUPTYaJIbHOH KaMephl, OCHOBBIBAsACh Ha HEKOTOPOH OIIEHKE KauyecTBa PaKypca, BBIYMCICHHOM
OJIHHUM M3 CIOCOOOB, MCIOJB3YIONINX reoMeTpuueckue aanubie [10, 14-15]. Jlagee paccMoTpum
cxeMy paboThl pe/IaraeMoro MeTo/1a, a KOHKPETHBIE HCTI0JIb30BaHHbIE B PA00OTE OIIEHKU KauecTBa
pakypca OyIyT pacCMOTPEHEI ITO3/IHEE.

3.1 O6wan cxema paboTbl

OO6mras cxema pabOTHI IIpeAIaracMoro MeTo1a IpeICTaBlIieHa Ha puc. 2.
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Inverse rendering
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Puc. 2. Cxema pabomol npednacaemoeo peutenus.
Fig. 2. Proposed solution schematic workflow.
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Ha Bxon meroay nomaetcs 3D-crieHa, BKirodaromas oauH 1eseBoii 3D-00beKT, pa3MeneHHbIA B
Hadase KoopAwHAatT. VICToib30BaHHE TOJIBKO OAHOTO O00BEKTa — Hamboiee PacHpOCTpaHEHHBIH
CIICHApHii B CYIIECTBYIOMINX HCCIIEOBaHUAX M Habopax JaHHBIX [6, 11, 12]. IIpn HEoOXOQMMOCTH
00pabaTbIBaTh HECKOJIBKUX OOBEKTOB Cpasy, OHHM MOTYT OBITH 00pabOTaHBI MOCIENOBATENbHO,
100, HanpuMep, OOBEIUHEHB B OJHY MOJUTOHAIBHYIO MoJenb. Ha 3Tane HMOATOTOBKU CLEHBI
3a7aeTcs HavyaJbHOE IIOJIOKEHHWE W OpPUEHTAlHUsl LEJIEBOr0 OOBEKTa, a TaKXKe BBIYHCISIOTCS
JIOTIOJTHUTEJbHBIE TEOMETPUYECKUE aTpHOYThl, HEOOXOAMMBIE JUIsl OLICHKH KayecTBa paKypca TeM
WIN WHBIM METOJIOM, — IUIOLIAJb IOJIMTOHOB, KPWUBHU3HA, IUIOMIA]Ib IOJIMIOHOB B TEKCTYPHOM
MIPOCTPAHCTBE M TaK Aajee.
Jlanee cnenyeT OCHOBHAs 4acTh MPEAIaraeéMoro MeTo/ia — 3Tar oOpaTHoro peHaepunra. CHavana c
MIOMOIIBIO TIPSIMOTO MPOXO0a CHHTE3UPYIOTCS CIEAYIOINE N300pakeHHSA:

® BH3yanM3auus HWHICKCOB MOJWTOHOB — B KA&XIBIH IHKCETb 3alMCHIBACTCS HHIEKC

MIOJIMTOHA, BUJMMOTO B 3TOM ITHKCEJIE;
®  BH3yaIH3aLUs FEOMETPHUYECKHUX aTPHOYTOB — B KayKABIH MMMKCEIb 3aITHCHIBACTCSA 3HAUCHNE
reOMETPUYECKOTo aTpuOyTa MOJUIoHa, BUIUMOTO B 3TOM ITHKCEIIE.

Ha ocHoBe 00pabOTKM 3THX HM300pakK€HHH BBIYMCIAETCS OICHKA KadecTBa paKypca, KOTopas
SABISIETCS  3HAUEHWEM [eNeBOW (QYHKIMHM oOpaTHOro peHjaepuHra. ONTHMU3UPYEMBIMH
IapaMeTpaMM BBICTYIACT MOJ0KEHHE W OPHEHTALMS 00BEKTa (HMIEPOBBI YINIBI WM OCh M YTOJ
BpallCHUS).
Kaxk yxe ObUTO CKa3aHO, OONBIIMHCTBO CYIIECTBYIONIMX paboT B 00JIacTH OOpaTHOTO pEHICPHHTA
ucnonb3yoT muddepenmpyemsrii penaepudr. OmHako, Tak Kak B HAIIEM CiIydae YHCIIO
ONTHMU3UPYEMBIX MApaMETPOB CPaBHUTEIHHO Majo, TO MOTYT OBITH HCIOJIB30BAHBl U JpPYyTHE
MeTonsl, Hampumep, Meron Henmmepa-Mupa. Hcmonb3oBaHue O€3TpaMeHTHBIX METOJOB B
paccMaTpuBaeMOW 3ajade MMeeT psii MPEeHMYIIECTB. B wacTHOCTH, IS BBIYMCICHUS IETIEBOM
(GYHKIIMM MOXHO HCIIOJIb30BaTh Henu(QepeHupyeMble Olepalnnuy, YTO pacuIupsieT BbIOOp
METOJIOB OIIEHKHU paKypca. B paMkax npejiaraeMoro peleHus HCCile10BaIoch HCIONb30BaHUE KaK
muddepeHIpyeMoro peHIeprHra, Tak 1 0e3rpafueHTHBIX METOIOB.
B koHie stana oOpaTHOro peHAepuHra, 3Ha4eHHe OLIEHKH KadyecTBa MepeAacTcs ONTHMHU3ATOpY,
3aBeplias OJHY WTepalMilo o0OpaTHOro peHzepuHra. Ha BbIxoje moiydaeTcss Marpula
TpaHcopmanuu 1e1eBoro odbekra (Mpu HEOOXOJMMOCTH OHA MOXKET ObITh NpeoOpa3oBaHa B
MaTpuiy TpaHchOpMaluyd BUPTYaJbHOW KaMephl), KOTOpas MPEACTaBIsSET OIWH BBIOpAHHBIN
pakypc.
CreqyIoluM 3TarnoM, Ha OCHOBE BU3yalln3alluy UHJEKCOB ITOJIMTOHOB JUIsl TIOJYYEHHOTO paKypca,
MPOM3BOJUTCS OOHOBIICHHE TI'€OMETPUYECKHX aTpuOyTOB LiesieBoro ooOwekra. [lnsi atoro Bec
MIOJINTOHOB, BHJIMMBIX Ha BBIODAaHHOM pakKypce, yMEeHbIIaeTcs. 3a CueT 3TOro Hpu BBIOOpE
CJIEAYIOIETO paKypca Mpoluecc 0OpaTHOTO peHAepHHra OyJaeT CTPEeMUTHCS BBIOMPATh PaKypchl ©
MOJINTOHAMU, KOTOPBIE eIlé He ObUIM BUHBI HAa MPEABIIYIINX PaKypcax.
Jlanee Bech MpoIIeCC MTOBTOPSETCS 10 TEX IOP, MOKA KaX/IbIH CIIEYIOIMN PaKypC YMEHbBILAET YHCIIO
MOJIMTOHOB, KOTOPbIe OBUIM JO 3TOTO HE BHIHBI, HAa HEKOTOpylo §. B pesynprare Ha BbIXOJE
(dopMupyeTcst MOCIIeA0BaTEIIFHOCTh MaTpul] TpaHCpopMaluy, 3afaloluX Habop BBIOpPaHHBIX
PaKkypcoB.

3.2 OueHka KayecTBa paKypca
I[J'IH OLICHKKU Ka4deCTBa pPAKypCOB r[pe)maraeMLIﬁ METOA IO3BOJISICT HUCIIOJIB30BATH PA3JIMYHBIC
croco0bl, OCHOBaHHBIE HA TEOMETPHUECKIX XapaKTEPUCTHUKAX.

B pabore [10], rme Takxke pemranach 3ajada BeIOOpa pakypca IUIS pEKOHCTPYKIUH MaTepHaliOB
00BEKTa, HAWIYYIIHHA pE3yJNbTaT MPOJEMOHCTPHUpPOBANIa OICHKA paKypca Ha OCHOBE JHTPOIHH
CITPOSIIMPOBAHHON IIOMAN TTOJIUTOHOB, TIPEIOKeHHas B pabote [18]:
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VE(Ww) = —Z 4 (V) log log 4 (V)

a;(v) a;(v)

rae N- ducio nomuroHoB B 3D mozmenmu, a,(v) — cupoenupoBaHHas IUIOIANb MOJIHWIOHA Z JUIS
pakypca v u a,(v) — cipoenpoBaHHas Iomas Beeid 3D Monenu uis pakypea v.

ITox cripoernpoBaHHOMN IUIOIAIBIO MTOJIMTOHA 4, IOHUMAETCS YUCIIO MHUKCeNeil Ha H300paKeHNH,
MIPUHAUISKAIINX [TOJUIOHY Z. i1 HaWiIydllIero pakypca IO JaHHOW OLEHKE Bce MOIUIOHBl 3D
MO/I€JIU BUIHBI C OAMHAKOBOM OTHOCUTEIBHOH CIIPOSIIMPOBAHHOM IJIOIAIBIO.

B pamkax mpeanaraeMoro MeToja 3Ta BEIWYHMHA BBIYMCILIETCS 3a CUET BH3YaJIM3allMH HHACKCOB
MOJIMTOHOB TIPH peHAepHHTe. I MOIydeHHOTO H300paKEHUsI MPOM3BOAUTCS IIOJCYET UHCIA
MHUKCENeH, COJEepIKaliX KaKA0€ N3 3HAUCHUH HHIEKCOB, YTO M AT CIPOCIMPOBAHHYIO TUIOMIAMb.
OTOT cnoco0 BRIYHCICHHUS HE MOXET OBITh 00paboTaH aBTOMATHYECKIM TU(PPEpEeHIMPOBAHUEM.
ITosToMy ouenka pakypca VE B mpeqaraeMoM pELIEHMH MOXET HCIOJIb30BaTbCS TOJBKO C
0e3rpaJIneHTHBIM OOPATHBIM PEHICPHHIOM.

Taxoke B Ka4eCTBE OLICHKH MOXET BBICTYNATh MPOCTO CIIPOCIIMPOBAHHAS IUIOIIA/b BCETO LIEIEBOTO
00bekTa a,(v) [30]. T.e. ueM OOJBIIYIO YACTh CHHTE3UPOBAHHOTO H300PKCHHS 3aHUMAET I[CJICBOM
00BEKT, TeM Jydlle pakypc. B 3ToMm ciydae mOCTaTOYHO MPOCTO NMPOCYMMMPOBATH IHMKCEIH
14306pa>1<eH1/1>1, B KOTOPBIX BUJICH ueneBoﬁ O6'I)CKT, YTO MO3BOJIACT UCIIOJIB30BaTh TaKYIO OIICHKY KaK
¢ muddepeHnnpyeMbIM PEHICPUHIOM, TaK U ¢ O€3rpalnCHTHBIMHA METOaMH.

Cx0xuM 00pa3oM MOTYT OBITh HCIOJIB30BAHBI M APYTHE aTPUOYTHI T€OMETPHUUCCKON MOJIEIIH:

e FA — cyMMmapHas IJIOMIaAb BUANMBIX TIOJIMTOHOB B JIOKAJBHOW CHCTEME KOOPIMHAT;
e TA — cymMMapHas IUIOIIA/(b BUAUMBIX ITOJIUTOHOB B TEKCTYPHOM IPOCTPAHCTRE;
e MC — cymMMa MoayJiel CpeTHEN KPUBU3HBI TOBEPXHOCTH.

Hannyummumm pakypcoM sIBIISIETCSl TOT, Ha KOTOPOM BHJIHA MaKCUMaJlbHasl IUIONIa b MM Hauboee
JeTaJIbHas 9acTh MOJAENH (T.€. ¢ HanbobIIeil CyMMapHOil KPUBHU3HON).

Pacuer 3THX OLEHOK TaKKe HEOOXOANMO BBIYHCIIATH MO-PasHOMY JUI O€3rpaJHeHThIX METOIOB U
muddepeHnupyeMoro peHaepuHra. B cmydae Oe3rpaMeHTHBIX METOAOB BO3MOXKHO ITOJyYHUTh
MHOXXECTBO BCEX BHJIMMBIX IIOJMIOHOB, HCIOJB3YS HWHICKCHI KOTOPBIX BBIYHCIHTH CYMMY
TpeGyemsbIx aTpuOyToB. Hanmpumep, 1uis 1utomaan B IOKAIbHON CHCTEME KOOPAMHAT:

FA(W) = z A,

ZEZy

rne Z — MHOXECTBO IOJIMTOHOB, BUIWMBIX Ha pakypce v, A, — 3HadeHue arpulyra i z-TO
IIOJIUT'OHA.

s nuddepeHpyeMoro peHIepHHra Olepanus HHICKCAMH [0 3HAYCHHSAM B IMHKCEISX
M300paKeHHsI MPU BBIYUCICHUM (DYHKIMU HOTEph (LeseBOH (YHKIMHM) HEBO3MOXKHA, MOITOMY
HEOOXOIMMO CYMMHPOBATh 3HAYCHUS [0 BCEMY HU300PAKCHHUIO, COACPIKAIICTO B CBOMX IHKCEIax
3HA4YCHUA anI/I6yTOB. 2710 MNpUBOJAUT K TOMY, YTO JId HOJMUIOHA, KOTOpBIﬁ BUJICH B YCTBIPCX
NHUKceNsaX (T.e. MMEET CIPOCIMPOBAHHYIO IUIOUIANb a, = 4), 3HaueHuWe arpuOyTa, Hampumep,
TUIOMIA/IN B JIOKATBHBIX KOOPAMHATAX, OYJeT MPOCYMMHUPOBAHO 4 pa3a, TO €CTh:

FAW) = ) a,(0) 4,
ZEZy
Taxum 06pa30M, IMOJYy4YacTCsd HEKOTOPOC HECABHOC «B3BCIIMBAHHUC) T10 CHpOCHHpOBaHHOﬁ omaian
IOJUI'OHOB, — YEM OoubIe crpoeurpoBaHHas Iiomanb, TEM OOJIBLINIH BKJIaZd BHOCHT ,Z[aHHBIﬁ
ITIOJIUTOH.
I[J'IH 663rpaﬂI/I€HTHBIX METOIOB HaMH OBLI TaKKe HCCJICJOBAH BapuaHT, I'IC HCIHOJIb3YCTCA
B3BEIIMBAHKE 10 OTHOCUTEIBHOMN CITPOCIIMPOBAHHON TUTOMIA/IH:
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FA(w) = Z Zgg *xA, @

YT10oOBI MMETh BO3MOXXHOCTh YYECTh OPHUEHTAIMIO MOJMIOHOB OTHOCHUTENIBHO KaMepbl MBI TaKkKe
HCCIIEJOBAIM B3BEUIMBAHWE IO KOCHHYCY yIJIa MEXIY BEKTOPOM HOPMAIHM K MOJIHroHy N H
HampaBJIeHUEM Ha BUPTYalbHYIO0 KaMmepy V:

w, = (0,(N-V))

Jnsa omneHok ¢ cymmupoBanueM aTpudyToB (FA,TA, MC) 3TO B3BeIIMBaHHE MPUMEHSCTCS Cpas3y
IPY UX BEIYHCIICHUH:

Z€EZ

FAW) = ) w(v) 4, @
ZEZy

BapI/IaHT C «JIBOMHBIM) B3BEIIMBAHUEM — IO KOCHHYCY U 11O CHpOGHHpOBaHHOﬁ iomaan

FA@W) = )" w,(0) * a,(v) 4,

ZEZy

MOYXe€T OBITh TAK)KE BBIYKMCIEH, HO HE MMEeT OOJBIIOro CMbICIA, Tak Kak Beca w,(v) u a,(v)
3aBHUCHMBI.

OTMeTHM, YTO INpejJlaracMoe pelIeHHE HE 3aBUCHUT OT KOHKPETHOT'O METOJa OLIEHKH KauyecTBa
PaKypcoB M MOXET HCIIOJIb30BaTh JPYrHe CYLIECTBYIOIIUE PEICHHUS, HE PACCMOTPEHHbIE BBIIIE,
€CIIi OHU MOTYT OBITh PACCUUTAHBl C HCIOJIB30BAHUEM TOJBKO TI'€OMETPUYECKOH MOJEIIH.
Hanpumep, Ha ocHOBe cruryaTa [31] wim rimy6uss! [32].

3.3 AnropuTtm Bbibopa paKkypcoB

INpemiaraemslii anropuT™ BeIOOpa HAOOPA PaKypCOB MOXHO pa3/eNIUTh Ha ABE YaCTH:
1) BHYTpEHHHI HUKI OOPATHOTO PEHACPHUHTA (ONTHMHU3AIINH),
2) BHENIHMI HUKI BBIOOpa HAGOpa paKypcoB.

ITpu 3TOM BHYTpeHHHH ITUKI OYJET HECKOJIBKO OTIHYATHCS B 3aBUCUMOCTH OT TOTO, HCTIOIb3yeTCs
i guddepeHnupyemMblil peHaepUHr (aMroput™ 1) win 0e3rpaJreHTHbIC METObl ONTHMU3AIUH
(amroput™m 2).

B ciygae muddepeHnmpyeMoro peHaepuHra cpasy BHIIIONHSIETCS PEHICPUHT HYKHBIX aTpUOYTOB
FCOMETPHUECKONW MOJICNIM B U300pakeHue attrib_img, KOTOPOE yXKe 3aTeM HCIOIb3YIOTCS IS
BBIYHCJICHUA OLCHKU Kadye€CTBa paKypca, B OOJIBIINHCTBE cjyda€ MpOCTbIM CYMMHUPOBAHUEM I10
n300pakeHHIO.

[Tpu ucnonp3oBaHUM OE3rpaJiMCHTHON ONTHMHU3AMN HET OTpaHWYEHUH Ha AndPepeHIpyeMOCTh
orepanui, o3TOMY IMPOU3BOANUTCS PEHISPHUHT HHIIEKCOB IPUMUTHBOB B H300pakeHne prim_img.
W3 3Toro n300pakeHusI MOXKHO MTOTyIUTh CIIMCOK BCEX MIPUMUTHBOB, BUIAHBIX HA TEKYIIEM paKypce,
1 yXe€ U HUX BBIYHCIISITH BEIOPAHHYIO OIIEHKY paKypca.

OTMeTHM, 4TO B OIIMCAHUSX aJITOPUTMOB IT0/Ipa3yMeBaeTCs napanieibHas 00paboTka IPUMUTHBOB
3D mogenu. IToaTomy, Hampumep, B 6-if CTpOUKe anropuT™Ma 2 MMEETCs B BHIY MOAJIEMEHTHOE
YMHOKEHHE CIHCKAa 3HAYEHWH vV HEKOTOpOro arpudyTa NIPUMHTHBOB Ha CIIMCOK BECOB
npuMuTHBOB W

AnroputMbl 1 1 2 npaioT Ha BbIXOJEe OoXuH pakypc. Ilpouenypa BbIOOpa HECKOJIBKHX PaKypcoB
OIMCaHa B AJITOPUTME 3, KOTOPBIH BBI3BIBAET aNroputM 1 mim 2 B mukiie (crpodka 4).
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Aaroputm 1. NextView(...), Boibop pakypca ¢ moMomipio audhepeHIupyeMOoro peHaepuura

Bxon:

scene — omcanue 3D cuewsl, attrib — umst atpudyra(oB) 3D MozenH, HCIOIB3yeMOe IS pacdyeTa OLCHKH
KadyecTBa pakypca, P — Habop ONTHMHU3UPYEMBIX MapaMeTpoB TpaHchopMmanuu (YIibl diiepa Wik ock U
YTOoJI ITIOBOPOTA; BEKTOP MepeHoca), Measure — ncroab3yeMasl OlleHKa KauecTBa paKypca, cond — yclIoBue
OCTAaHOBKH IIOMCKa OJIHOTO paKypca, {r — oToOpakeHHe ONTUMHU3HPYEMOTO MapamMeTpa Ha BEIMYUHY €ro
TeMna oOy4eHHs, & — H3MEHeHHMEe OQYHKIMH MOTepb, MEHBIIC KOTOPOro MPOLECC ONTHMH3ALUU
3aBEPIIACTCSL, ity q, — MAKCUMAIIBHOE YKCIIO UTepauii, W — Beca npumutusoB 3D monenu.

Bruixon:

M*** — MaTpuma TpaHCOPMAIHH TIETEBOTO 0OLEKTA Ha TIO0OPAHHOM PaKypce

1 cond < True,it « 0

2 while cond do

3 [l <010

4 ApplyTransform(P)

5 attrib_img < Render(scene, attribute = attrib) // penaepuHr HEOOXOAUMBIX aTPUOYTOB
6 l « ViewpointQuality(attrib_img, measure, W) // BeIYHCIICHHE OIICHKH paKypca
7 OptimizationStep(l, lr) // mar rpaqueHTHOTO CITycKa

8 it —it+1

9 UpdateLearningRate(lr, it) // onuuoHaIbHOE H3MEHEHUE TEMITa O0YUCHHUS

10 N -1 L
lf(l #* 0 and |f| < 6) or it = ityqy then
11 | cond « False
12 else
13 Il
14 end
15 end

16 returnM

Anropurm 2. NextView(...), Beibop pakypca ¢ ToMONIbi0 6e3rpaneHTHON ONTHMH3AIINA

Bxon:

scene — omcanue 3D criensl, attrib — umst arpubyra(oa) 3D Moaenu, UCTIOIB3yEMOE JIJIsl pacueTa OLEHKU
KadecTBa pakypca, P — Habop ONTHMHU3UPYEMBIX MapaMeTpoB TpaHchopMmanuu (YIIIbl difjepa WiIH 0Ch U
yron TIOBOPOTA; BEKTOp MepeHoca), Mmeasure — WcHone3yemash OLEHKa KauecTBa pakypca,
W — Beca nmpumuTHBOB 3D MOn€eny, W, — HCIIOIB30BATh JIM B3BEIIUBAHUE TI0 CIIPOCIIIPOBAHHBIM IUTOIIAISAM,
W,, — HCIIOJIb30BATh JIM B3BELIMBAaHUE M0 KOCHHYCY MEK/ly BEKTOPOM HOPMAJIH ¥ HAaIlpaBJICHUE Ha KaMepy

Bobixon:
M*** _ matpuna TpaHchOpMAlUH LIEIeBOro 00bEKTa Ha MOJ0OPaHHOM paKypce

1 cond <« True,it < 0

2 func Objective(P):

3 M « ApplyTransform(P)

4 prim_img « Render(scene, attribute = prim_id) // peHIepyuHT HHAEKCOB MPUMHTHBOB
5 v « ReadVisibleAttributes(attrib, prim_img, scene) // urenue aTpuOyTOB 1O HHACKCAM
MOJINTOHOB M3 U300paKeHHsI

vevxW

objective « ViewpointQuality(v, measure, wg, wy, M)

return objective * (—1)

end

10 P « Minimize(Objective, P) // BbI30B METOJa ONITHMH3AIIHH
11 M « apply_transform(P)
12 returnM
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ITpu BEIGOpE paKypcOB M3 HEKOTOPOTO NPENONPENEICHHOro Habopa 3apaHee M3BECTHO, KakKHe
MOJIMTOHBI TEOMETPUYECKOM MOJENM BHIHBI Ha BCeM HaOOpe, UTO IIO3BOJIAET CTAaBUTH LEIb
chopMHUpOBaTh TaKOH HAOOP PaKypcoOB, KOTOPHIH OyJeT BKIIOYATh KaKIBIH IMOMUTOH XOTS OBl Ha
OIHOM pakypce. B paccmarpuBaemMoM e ciydae BBIOOpa MPOHU3BOJBHBIX PAKYPCOB, TaKOU
nH(opManuK HET, U JIETKO MPEACTaBUTh Ciydail, Koraa 3HauuTeNnbHas 4acTb 3D Mojenu Moxer
OBITH COKPBITOM Ha JI000M BO3MOXKHOM paKypce B peallbHOM CIIeHapuHM cheMKH. Hampumep,
BHYTPEHHsIS1 IOBEPXHOCTh KaKOTro-IT100 MoJoro npeamera. TakuM o0pa3oM, yCIOBHE 3aBEpIICHHS
paboThl anroputMa He MOXET TpeOoBaTh BHJIMMOCTH BCEX IOJUroHOB. [losToMy B KayecTBe
yCJIOBHs 3aBeplieHus (OpPMUpPOBaHUs Habopa pakKypcOB MBI HCIOJIB3YEM OTHOCHTEIBHOE
YMEHBIIIEHUE CyMMBI BECOB IPUMUTUBOB (aJITOpUTM 3, cTpouka 10).

Aaroputm 3. Bribop Habopa pakypcoB

Bxon:

scene — onucanne 3D cuewsl, attrib — umst arpubyra 3D MoJenu, UCMONB3yeMOe Ul pacuyeTa OLECHKH
KadyecTBa pakypca, Measure — mcHoib3yemas OLeHKa KadecTBa pakypca, internal_cond — ycnosue
OCTaHOBKH ITOHMCKA OJTHOTO paKypca, W, — HCIIOJIb30BaTh JIM B3BCLINBAHUE [0 KOCHHYCY MEXIy BEKTOPOM
HOPMaJIM M HAalpaBJICHUE Ha KaMepy, § — M3MEHEHHE CyMMapHOro 3Ha4YCHHUsI BECOB IPUMHUTHBOB, MEHBIIIE
KOTOPOTO TpoIiecca MMOUCKa PaKypCOB 3aBEepIIACTCSI.

Boixon:
M — cnicok MaTpuI TpaHC(HOpPMAIMH, OIMHCHIBAIOIINX ITOJI0OKEHNE KaMephl ISl BRIOPaHHBIX PaKypcoB

1 c«0,j < 0,cond « True, M « List(),
a; <« NumPrimitivesInMesh(scene), W « ones(a;), a; « a;

2 while cond do

3 P « InitTransform(j) // BBIOOp HAYaIBHOTO MOJIOKEHHUS] 0OBEKTA

4 M < NextView(scene, attrib, measure, P,W, ...) // BBIOOp OAHOTO pakypca Mo anroputmy 1
i 2

5 M < M:M // 0obasnenue mampuybl Hal0eHHO20 PaAKypca 8 CRUCOK

6 prim_img « Render(scene, attribute = prim_id) // peHIepUHT HHACKCOB MPUMHTHBOB

7 a; < a;

8 W « UpdateMeshAttribute(scene, prim_img, wy, attrib) // oOHOBIEHHE BECOB IS
BHUIMMBIX IIPUMHUTHBOB

9 a; « sum(W)

10 if M < § then

ac

11 | cond « False

12 end

13 end

14 returnM

Beca mpuMHUTHBOB YMEHBIIAIOTCS Ha KaXJIOM IIare mociie 0OHOBIEHUs (AIrOpUTM 3, cTpouka 8),
KOTOPOE YYHTHIBACT TO, KAKWEC NPUMHUTHBBI BHIHBI Ha IOCICAHEM BBIOpaHHOM pakypce. [lpu
HCTOJIb30BAHUM B3BCIIMBAHUS 110 KOCHHYCY BeCa TaKXKe HCIIOIB3YIOTCS TPH OOHOBJICHUHU
aTpUOyTOB TEOMETPHUYCCKON MOJICITH ITOCIIC HAX0XKICHHS OYEPEIHOTO paKypca:

mesh|attrib] = mesh[attrib] — mesh[attrib] = (0, (ﬂ . K))

3a cyer 3TOro BUIUMBIE [10]] YIIIOM MOJUTOHBI YYUTHIBAIOTCS MIPU ITOUCKE MOCIIEAYIONIUX PAKYPCOB,
HO C MEHBIIIUM BECOM, T.K. OHH ObLIH BHIUMBI Ha paKypcax, HaiileHHbIX paHee. Eciiu B3BenBanue
HC I/ICHOHBByeTCﬂ, TO B€C BUAUMBIX HpI/IMI/ITI/IBOB HpI/IHI/IMaeTCH paBHBIM HyJ'IIO. B BKCHepI/IMeHTaX
MBI UCITOJIB30BaIu 3Hauenne & = 1%.

B ctpouke 3 anropurMa 3 mpou3BOAUTCS BEIOOP HAYATBHOTO MOJI0KEHHS 00hEKTa. DTO MOKET OBITH
C/IeNlaHO pasHbIMU CI0co0aMHu, OCHOBHAs 3aJada COCTOMT B TOM, 4YTOOBI OOECIEYHMTH pasHbIE
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HavyallbHbIe TOUKH JUIs [IOMCKA OUYEPEAHOI0 paKypca, YTOObI METO/I ONTUMH3ALUH MOT HCCIIE0BATh
pasHble 4acTH NPOCTPAHCTBA pELICHUH. Y0OHEe BBHIOMpATH IOJO0KEHHE KaMephbl, OT KOTOPOro
MOYKHO TIEPEUTH K TIIOJIOKEHHIO OOBeKkTa. Hampumep, MOMKET HCIIONB30BATHECSA CIy4YaiHOE
TIOJIO’KEHHE KaMephbl, HO Tak, YTOOBI OHa BCET/Ia CMOTpEIa Ha IeJIeBO 0OBEKT.

4. dkcnepumMeHmarsibHasi oyeHkKa

4.1 UcxopgHble AaHHbIe

Jlis mpoBelieHUsT SKCIICPUMEHTAIBHON OIEHKH MPEUIOKEHHOTO METOJa HCIOJIB30BAJICS HA00D
marabeix Stanford-ORB [11], comepskarmmii:

e ¢ororpadpuu 14 0OBEKTOB B Y3KOM M IIHPOKOM THHAMHYICCKOM JIHATa30HE,
e osranoHHble 3D Mozenu 00bEeKTOB, TOJTyYeHHBIE ¢ IIOMOIIbI0 3D ckaHupoBaHus,
e HDR-maHopaMbl OCBeUIeHHUS,

® TCKCTYphl 00BEKTOB A1 Mojeiu Matepuana Principled BSDF.

TexkcTypbl OBUIM IIOJNydEeHBl aBTOPaMH NPH TOMOIIM AH(PGEPEHIUPYEMOTO pPEHISpUHTa II0
¢ororpadusam, caenaHHBIM B CIEHUAIBHBIX KOHTPOJIHMPYEMBIX YCIOBHSIX OCBEMICHHS, Oynem
Ha3bIBAaTh UX IICEBAO3TATOHHBIMMY. I KQKIOT0 00BEKTa 3a/1aHbl TPH TEKCTYphI — M dy3HbIH
I[BET, LIEPOXOBATOCTh, «METAIMYHOCTHY» (BEC IUII CMEIICHWS MOJAEIH JBYIYy4eBOW (YHKIMH
paccesiaus (JDP) npoBognuka u JIOP ausiextpuka).

W3 sToro Habopa NaHHBIX HAMH OBUIM BBIOPaHBI OOBEKTHI, OTIMYAIONIHECS TI'€OMETPHUYECKOU
(hopmoii (puc. 3), HaYMHAS OT IPOCTON K OOJIee CIOKHOM.

Puc. 3. Ob6vexmul, omobpanHbvle 011 MeCmupo8anusi NPeorOHCeHHO20 Memood.
Fig. 3. Objects chosen for testing proposed method.

4.2 Cxema npoBeAeHNA 3KCNEepPUMEeHTOB

[IpennoxeHHbIH METOJ U TECTOBas CHCTEMa OOpaTHOTO peHAEpUHra ObIIM pealn30BaHbI Ha 0ase
pennep-cucrtembl Mitsuba3 [33]. [IpeaBaputensHas 00paboTKa MOJUIOHAIBLHOW MOJIENN U pacdeT
aTprOyTOB OBLI peann30BaH ¢ nomorbto 6ndaroTekn libIGL [34]. BeruncineHnue oneHOK KauecTBa
pakypca mo Gombmeii yactu 0pun peanm3oBanbl Ha GPU ¢ ucrons3oanueM JIT-kommmmsropa
Dr.Jit [35], nns oOpaTHOTO peHJEpUHTa Ha OCHOBE O€3rpaJMeHTHON ONMTHMM3AIMHU HEOOJbIIas
yacThk BeIUMCICHUHI pousBoauiaack Ha CPU.

Jnst kaxxnoit u3 3D mopnenelt skcriepuMeHTa bHasi OUEHKa BKIIoYaa CIeIyIolINe dTambl:

1. TIpensaputensHast 00OpabOTKa T€OMETPUYECKON MOJIENM C Ha3HAYCHHEM U pacueToM
aTpuOyTOB Ha KaXAbI NPUMHTHUB, BKIIOYAIONINX: BeC (MCXOIHO PAaBHBIM EIUHHIE),
IUTOIAAbh B JIOKAJBHON CHCTEME KOOPAMHAT, IUIOMIAAh B TEKCTYPHOM IIPOCTPAHCTBE,
CpelHssl KPUBHA3HA.
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2. ®opmupoBaHie Habopa PaKypcoB MO AJITOPUTMY 3 AJis Pa3IMYHbBIX OLIEHOK paKypca s
0e3rpaJeHTHOTO O0paTHOTO peHAepuHra W s auddepeHmpyeMoro o0paTHOTO
peHAepUHTa.

3. Ilpsmoit pengepuar 3D Momenn ¢ TNCEBIOITANIOHHBIMH TEKCTYpPaMH Ha TOIYYEHHOM
Habope paKypcoB.

4. PexoHCTpyKUMSI TEKCTyp IU(QY3HOro LBETa, IMIEPOXOBATOCTH W METAJUIMYHOCTH IS
mozenu Marepuana «Principled BSDF» pennep-cucremsr Mitsuba3. B kauecTBe BXOIHBIX
UCIIOJIb30BAJINCHh N300paXKEHHs, TOJyUYEHHbIE Ha TPEABIIYIIEM JTaIle.

5. Omenka kagectBa pexoHcTpyKiuu o merpukam PSNR, SSIM u LPIPS [36] mms tpex
TECTOBBIX HA0OPOB:

a. Habop A — cHHTeTHYeCKHE H300pakeHNs, MOJIyIeHHBIC ITyTeM peHaepuara 3D monenn
C ICEBIOSTAJIOHHBIMU TEKCTYpaMH Ha paKypcaxX TECTOBOH 4acTW Habopa JaHHBIX
Stanford-ORB;

b. wabop B — peanshbie ¢oTorpaduu u3 TecToBoii yacTu Habopa ganHeX Stanford-ORB;

Habop C — cuHTeTHYEeCKNE N300pakeH !, TOTyIeHHbIC yTeM peHaepuara 3D monenu
C IICEBJO3TAJIOHHBIMU TEKCTYpaMHU Ha 16 MCeBIOCIyYalHBIX paKypcax, MOJIy4eHHBIX
U3 TpeXMEepHOH nocnenoBarenbHocTH CoO0I.

B kxauectBe 0a30BOro Meroga paccMaTpHBalcS BBIOOp PaKypcoB U3 TPEXMEPHOH
nociepoBarenibHocTH CoGomst. Iimst 3TOro anroput™M 3 HCHONMHsUICS 0Oe3 3alycKa IMpOoLedypsl
oOpaTHOro peHzaepuHra (ONTHMHU3AIMM) W HCIOJB30BAJICS BBHIOPAHHBIN IICEBIOCITYYaHHBIN
HavalbHbIH pakypc (cTpouka 3, anroputM 3). B kauecTBe namepenuii nocnenoparenbHoctd Cobos
UCIIONB30BAIUCH SUIEPOBBI YIVIBL, 32 CYET YEro Takoi BHIOOP PaKypcOB IO3BOJIMI OOECHEYHTH
PaBHOMEPHOE ITOKPHITHE OPUEHTALNH IIETIEBOTO OOBEKTa.

4.3 Pe3ynbTaTbl 3KCNEPUMEHTOB

Jlanee mpuBenEHBI OIEHKH KadyecTBa PEKOHCTPYKLHH MaTepHajoB Ha TPEX TECTOBBIX Habopax
JaHHBIX — HAbop A (Tabu. 1), Habop B (tabun. 2), Hatop C (tabu. 3).

s kaxaoro criocoba OLEHKH PaKypcoOB TECTHPOBAIOCH TPU BapuaHTa — 03 B3BEIIMBAHUS, CO
B3BEIIMBAHKEM 10 KOCHHYCY yIJla HOpMalld M HalpaBJieHHUs: Ha Kamepy (W,,) U cO B3BEILIMBaHUEM
IO CIPOEIMPOBAHHOM IIJIOIIA/IN, I/l TO UMEJIO CMBICIH (W, ). B Tabnuiax npuBeieHbl pe3yibTaThl
TONIBKO JIy4IIETO W3 JTUX TpexX BapHaHToB. Jlng cioydaeB, KorzJa HCHOJIB30BAJICS
muddepeHrpyeMblii pEHIEpUHT, 3TO OTMEUEHO B Tabiuie Kak «aud@. peHIepHHT», B OCTAIbHBIX
BapHaHTaX MCHOJb30BajIack Oe3rpaJeHTHAs] ONTHMHU3ALHSL.

JI1st cuHTeTHYeCKUX TECTOBBIX HaOOpoB A (Tabi. 1) Hammydmue U3 METOJOB BhIOOpa pakypcoB
JIEMOHCTPUPYIOT MPEUMYIIIECTBO Ha CIy4alHBIX BbIOOpax mopsaaka 1.9 nb mo metpuke PSNR, 4uto
corylacyercst ¢ pe3yJbTaTaMH, MOJXYYeHHBIMH aBTopamu [13] Anst peKOHCTPYKUIMH HEHPOHHBIX
mojel OcBemeHHOCTH. sl TCeBIOCIyYalHBIX CHHTETHYECKHMX pakypcoB (Habop naHubeIX C,
Tab1. 3) MPUPOCT HECKOJIBKO MEHbIIE — 0KouIo 1.2 1B, HO Mpu 3TOM GOJIBIIMHCTBO METOI0B BHIOOpA
pakypca Takke cHpkatoT M gucnepcuto PSNR mno cpaBHeHumio c¢ 6a3oBbIM MeromoM. [lpu
TecTUpoBaHNM Ha QoTorpadusx (Habop maHHbIX B, Tabm. 2) ucnosb3oBaHHME IpeiiaraeMbIX
METOJIOB TaKXe JEeMOHCTPHPYET MPEeuMyIIecTBO Haj 0a30BeIM MeTomoM. Ilo merpuke SSIM Bce
BapUaHTHl TOKA3bIBAIOT OJIM3KHE BBICOKWE 3Ha4deHHs, mo meTpuke LPIPS pesymbraTel B 1emom
cornacyrores ¢ TakoBeiMH 1o PSNR.

Cpenn BapuaHTOB, NMPEBOCXOAANINX 0a30BBIH METOA, B OCHOBHOM, NPHUCYTCTBYIOT T€, KOTOPHIE
HCTIONB3YIOT MNPEeUIOKEHHBIE MEXaHW3MBI B3BEIIMBAHUS IO KOCHHYCY yIiia MEXIy BEKTOPOM
HOpMaJTH K IPUMHUTHBY M HaIlpaBIEHHUEM Ha KaMepy (BbIpakeHHe 2), KOTOPOE TI03BOIISET MOTyIUTh
00JIbIIIe paKypCcoOB, TI€ OJHH U T€ )K€ IPUMHUTHBBI BUIHBI IO/ Pa3HBIM yIJIOM. DTO, B CBOIO O4EpE/Ib,
MOXET ITO3BOJIUTH MOJIYYUTH O0JIee KaYeCTBEHHYIO PEKOHCTPYKIMIO MaTepralioB ¢ OJIMKaMu.
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Tabn. 1. Pesynomamul na nabope cunmemuyeckux uzobpaicenuti mecmogoii wacmu Stanford-ORB (na6op

oannwix A).

Table 1. Results for synthetic images of testing part of Stanford-ORB (dataset A).

Cpennee uucno | Cpennee PSNR, | Cpennee SSIM | Cpennee LPIPS

MeTton oLeHKH pakypca paKYpCoB 1B 1 1 |
Bazoblit 8.6 33.99+1.98 0.967 £0.012 0.019£0.012
CpenHsisi KpUBH3HA, Wy, 116 35.86 £2.23 0.971+0.013 0.014 +0.010
CrpoetupoBaras 11 35.72+2.61 09710015 | 0.015+£0.011
UIOIIA b, Wy,
ILrommazs b TekcTypHoM 11.6 35.84 +2.50 0.971+0.015 | 0.015+0.012
MPOCTPAHCTBE, Wy,
OHTponus
CIPOEINPOBAaHHON 8.4 34.23+2.19 0.967 +0.015 0.019+0.013
TUTOIIA
Ilno1maap MOJIMTOHOB, Wy, 11 35.86 +£1.97 0.972+0.012 0.014 +£0.010
ILio1tath IOMHIOHOB, W, 11 35.66 + 2.49 0.971+0.013 | 0.015+0.010
. perrepuHr
[Inomane B TEKCTYpHOM
MIPOCTPAHCTBE, 9 3527+2.25 0.969 +£0.015 0.016 £0.012
i ¢. peHneprHT
CrpoenypoBaHHas
UIOIIA/Ib, 11.6 3551 +£2.02 0.970 £0.013 0.016 £0.011
. perrepuHr

Tabn. 2. Pesynemamvl Ha Habope pealbHulx uzobpadicenuti (pomoepaguii) mecmosou uacmu Stanford-ORB

(nabop Ooannvix B).
Table 2 Results for real images (photos) of testing part of Stanford-ORB (dataset B).

MeTo omeHKH paKypea Cpem;eEe’ ;’SNR, Cpe;[HeTe SSIM Cpez[Hef LPIPS
Ba3zoBerit 30.36 £ 1.51 0.962 +0.013 0.025+0.014
CpezHsisi KpUBU3HA, Wy, 31.17+2.17 0.966 + 0.015 0.021+0.014
CripoenpoBaHHAas IUIOMAAb, Wy, 30.95+2.27 0.965+0.017 0.022+£0.015
Tnowaze B TekCTypHOM 31.05+2.11 0.965+0.016 | 0.022+0.015
MPOCTPAHCTBE, Wy,

OHTPOIMHS CIPOCHMPOBAHKOIH 3039+ 1.64 0.962+£0.015 | 0.025+0.016
TUIONIA U

[Tnomans MoNMUroHoB, Wy, 31.07+1.98 0.966 +0.014 0.022+0.014
[L1oua, MOHIOHOB, W, 31.07 +2.06 0.966+0.014 | 0.022+0.014
i d. peHneprHr

Tnowaze B TekcTypHOM 30.85+ 1.95 0.964+0.016 | 0.023+0.016
MPOCTPAHCTBE, TN Q. pEHACPHHT

ClpOCLIPOBAHHAs NIOMA, 30.97 + 1.94 0.965+0.014 | 0.023+0.014
. pergepuHT
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Tabn. 3. Pesynomamol na Habope cunmemu4eckux uzo6paxicenuii ¢ nceeo0oCiyHaiHbimMu pakypcamu (Habop

dannwix C).
Table 3. Results for images with pseudorandom viewpoints (dataset C).

MeToL OLIEHKH paKypea Cpen};e}; :SNR, CpenHeTe SSIM Cpe/:[Hef LPIPS
Bazossrit 32.81+3.05 0.959+0.015 0.019+0.010
CpenHsist KpUBU3HA, Wy, 33.95+2.62 0.962 +0.014 0.015 + 0.007
CrpoenurpoBaHHas IUIOIIAAb, Wy, 33.84+2.70 0.962 +0.015 0.016 £ 0.007
ILnowa, B TekCTypHOM 34.07 £2.52 0.962£0.014 | 0.016+0.008
TPOCTPAHCTBE, Wy,

DHTPOMHA CIPOCIHPOBAHHOI 32.69+3.10 0.959+0.016 | 0.019+0.010
Iiomaau

TI101maab TIONMUTOHOB, Wy, 34.05+2.44 0.963 +£0.013 0.015+0.007
[Lomas omuroHos, wn, Mp. 34004284 | 0963+0014 | 0.015:0.007
peHIepUHT

ILnomas, B TekcTypHOM 33.45+2.74 0.961 £0.014 | 0.016+0.008
TpocTpancTBe, AU Q. peHACPHHT

Cripoermposarias nioman, 33.78 £2.40 0.962+0.013 | 0.016+0.008
mud¢. peHepuHr

UYucno BRIOpaHHBIX paKypcoB B 00ydaroeM Habope MpH UCTIONB30BaHIH 00paTHOTO PEHICPUHTA B
cpemHeM nMeeT 3HadeHus ot 8.4 mo 11.6. Ha puc. 4 moka3an npumep Habopa paKypcoB, BEIOpaHHBIX
II0 OLICHKE, OCHOBAaHHOM Ha CYMMapHOM CpEeJHEN KPUBU3HE.

C yBeJIMUEHHEM YHCIIA PAKyPCOB PACTET U Ka4eCTBO PEKOHCTPYKIINH, 4TO oxnaaeMo. Ho mpu sTom
METOJl Ha OCHOBE JHTPOINH CIIPOCIIMPOBAHHON IUIONIAIH, BEIOMPAIONINH B CPeJHEM HanMEHbIIee
YHUCIIO PaKypCOB, NEMOHCTPUPYET HEOOJBbIIOS YBEIMYEHHE KadecTBAa PEKOHCTPYKIMHU II0
CPaBHEHUIO C 0a30BBIM METOJIOM, BHIOMPAIOLIMM HEMHOT'HM OOJIbIIIEe KOJIUYECTBO PAKypCOB. JTO
MOXCET CIYXUTHb OOIOJHUTCIBHBIM MOATBEPKIACHUEM TOI'0, 4YTO HCIOJIB30BAHUC 06paTHOFO
peHIepHHTa 03BOJISIET BEIOPATh pakypchl, 0ojee MoIXoIsIue il PEKOHCTPYKIMH MaTepHaIoB.

5y

Puc. 4. IIpumep nabopa paxypcos, 8bl6pAHHBIX ¢ ROMOWbIO OYEHKU KAYecmaea pakypca no CyMmaphoil
cpeoHell KpususHe.
Fig. 4. Example set of viewpoints selected using the total mean curvature view quality measure.
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B cpaBHEeHHMH C pEKOHCTPYKITUEH TT0 CHHTETHUECKUM M300pakeHUsIM M3 Bcero oOydaromero Habopa
Stanford ORB, Bkmouatomero 60 pakypcoB, HaWJIydIIMi W3 BapUAHTOB C BHIOOPOM DPaKypCOB
npourpeBaer okoio 1.5 nb mo merpuke PSNR Ha cuHTeTHYecKHX TecTOBBIX Habopax A m C u
MOKa3bIBaeT IOYTH TaKoil ke pe3ynbrar Ha QoTorpadusx (madop B). [Ipu sTom cpeanee uucio
UCTIONIb3YEMBIX ISl PEKOHCTPYKLUH H300paXCHUH Ul MPEIJIOKEHHBIX BapUaHTOB B CPEAHEM
MEHBIIIE B ~6 pa3, 4TO MO3BOJISICT 3HAYUTEILHO CHU3UTD BpeMs pekoHcTpykuun. st GPU Nvidia
RTX 2070 Super pexoHcTpykuus Ha 60 pakypcax B Hallel peaqu3allMd 3aHUMAaeT MOpsiaKa 2-X
4acoB. A TPH HCIIOJIL30BaHUHM HAOOPOB PaKypCOB, ITOJYYEHHBIX IPEJIOKEHHBIM METOIOB (B
cpenneM 10 pakypcoB), Ui peKOHCTPYKLUH TpeOyeTcs B § pa3 MEHbIIE BpEMEHU — B cpeiHeM 15
MHHYT.

Bpemst nonyuennst Habopa paKypcoB C IIOMOILBIO TPEIUIOKEHHOTO METO/a MPU HCIIOJIb30BaHUN
0o0paTHOrO peHlepa Ha OCHOBE Oe3rpalveHTHOH onTuMu3anmu (MeronoM Hennepa-Munma B
peanmu3anuu OMOTHOTEKH SCipy) 3aHMMaeT B cpemHeM 1.5 munyTh. i nuddepeHmmpyemoro
peHImepuHTa Ha MOHOOp pakypcoB TpeOyercs B cpemHem 15 wmuHyT. TakuMm o0pasowm,
JOTIONTHUTENbHBIE BBIYUCICHUS U1 BBIOOpA PAaKypcOB NPH HCIOJIB30BaHHM Oe€3rpaareHTHOU
ONTHMHU3AIMU CcOCTaBIAOT Jmmb 10% OT BpeMeHM pEKOHCTPYKUIMH. IIpu HCroab30BaHUA
muddepeHINPYEeMOro peHICpUHra BpeMsl BHIOOpPa pPaKypcoB MNPHMEPHO paBHO BPEMEHH
PEKOHCTPYKIMU IO BBIOpaHHBIM pakypcaM. Ho, ecnm cpaBHHTh CyMMapHOE BpeMsl BbIOOpa
PaKypcoB U PEKOHCTPYKIIMU C BPEMEHEM PEKOHCTPYKIMM Ha Bcex 60 pakypcax u3 oOydaromiein
yactn Habopa naHHbIX Stanford-ORB, To pasnuia mpocruraer nopsinka 4-8 pas B 3aBUCUMOCTH OT
UCTIONIb3YEMOT0 MEXaHH3Ma 00paTHOTO PEHAEPHHra M MEPHI OIIEHKH KadecTBa PaKkypca.

5. 3aknroyeHue

IIpemtoskeHHBII MeTOM BhIOOpA PAaKypCOB IS 3aJa4d PEKOHCTPYKIIMHM MaTepHajoB Ha OCHOBE
00paTHOr'0 PEHICPUHTA C UCIOJIb30BaHHEeM 3D MoOJeNnu IeIeBOro 0ObeKTa B Ka4eCTBE BXOJIHBIX
JIAHHBIX MIOKA3aJ1 CBOIO IPUMEHUMOCTb.

[TpensnoxxeHHBI METOA MO3BOJISIET HCIHOJIB30BAaTh IMPOM3BOJIBHBIE CHOCOOBI OLICHKH KadecTBa
PaKypcoB, OIHMPAIOIINECs HA TEOMETPUIECKYI0 MOJETH LIEIeBOTO 00BeKTa. ITO oOecTiednBaeTcs 3a
CYeT BO3MOJKHOCTH MPHUMEHEHHS pa3HBIX IOAXOJ0B K OOpaTHOMY pEHIEpUHTY, BKIIOYas
muddepeHIMpyeMblii peHIEPHHT U 0e3rPaAUeHTHYI0 ONTHMHU3ALHIO.

JI1st IpOTECTUPOBAHHBIX CIIOCOOOB OIEHKU KAa4e€CTBA PaKypCOB HCIOIB30BAHHE MPEIIOKEHHOTO
MeToJla TO3BOJISIET II0Jy4uTh HeOoJblIoi Habop pakypcoB (mopsaka 8-11 wn3obpaxkeHwuit),
MO3BOJIAIOIINX ~ MPOU3BECTH PEKOHCTPYKIHIO C JIOCTATOYHO BBICOKMM KA4eCTBOM, MPH
WCIIOJIE30BAaHUH YHCTO CHHTETHUYCCKUX OOYYAIONINX NaHHBIX IpeBocxoaamuM 34 nb mo merpuke
PSNR Ha CHHTETHYECKHX TECTOBBHIX HaOopax HaHHBIX M okoio 31 nb Ha peanbHBIX TECTOBBIX
nmaHHBIX. [Ipr 3TOM HeOONBIIOE KOJMMYECTBO PAaKypCOB MPHUBOIUT K CHIDKCHHIO BEIYUCIUTEIHHBIX
3aTpaT Ha MPOBEJIEHNE PEKOHCTPYKIIUH.
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Abstract. In the process of detecting anomalies or deviations from expected behavior in continuously streaming
data is complex and necessitates the development of effective models that can adaptively retrain over time. The
human brain serves as a prime example of such a system, as it continuously learns throughout life, with past
experiences that once seemed erroneous gradually becoming integrated into commonplace knowledge. While
modern neural network models have made significant advancements in recognizing text and images, they have
diverged considerably from the original neuron models and no longer represent a singular algorithm akin to
that which our brains utilize. Networks such as LSTM (Long Short-Term Memory) can account for both distant
and immediate past information; however, they exhibit limitations in their retrainability. We align with the
theories proposed by Jeff Hawkins, a prominent researcher in the field of bio-inspired intelligence, whose team
is developing innovative cortical algorithms that emulate current research on the functioning of the intelligent
brain. In this context, vision and hearing can be conceptualized as sensors, with the data they provide being
integrated within the model to generate continuous predictions for each input signal. In our article, we explore
contemporary theories on this subject and present a custom implementation of these concepts using the Erlang
programming language.
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AnnoTtamus. [Iporecc 0OHapyKeHUsI aHOMAINIT M OTKJIOHEHHH OT 0’KHIaeMOT'0 ITOBE/ICHUS B HETIPEPHIBHO
MIOCTYTAIONIUX JaHHBIX SBISIETCS CIIOXKHBIM U TpeOyeT pa3paboTkH 3G eKTHBHBIX Mozeseil, KOTOpble MOTYT
aJIalITUBHO epeo0ydaThest co BpeMeHeM. UenoBedecKHid MO3T CITyKHT SIPKHM IIPUMEPOM TaKOH CUCTEMBI, TaK
KaKk OH INOCTOSHHO YYMTCS Ha MPOTSDKCHWH BCEH >KM3HM, a MPOIUIBIA OIBIT, KOTOPBIH KOrJa-TO Kasajics
OLIMOOYHBIM, MOCTENIEHHO MHTErpUpyeTcs B OOBIACHHBIC 3HAHHA. XOTS COBPEMEHHbIE MOAEIN HEHPOHHBIX
ceTeil JOCTUINIM 3HAYMTENBHBIX YCIIEXOB B PACMO3HABAHUHM TEKCTAa M H300paKCHUH, OHH 3HAYUTEIHHO
OTKJIOHWJIUCH OT OPHTMHAJBHBIX MOAENeH HEHpPOHOB M OOJNbIE HE IPENCTaBISIIOT COOOH eIMHCTBEHHBIN
AJITOPUTM, aHAJOTUYHBIA TOMY, KOTOPBIH HUCIONB3yeT Haml Mo3r. CriennaibHble UCKYCCTBEHHBIE CETH, TaKUe
kak Long Short-Term Memory (LSTM), MOryT y4WTHIBaTH KaK JUIMTENBHYIO, TaK U HEHNOCPEICTBEHHYIO
nH(oOpMaIHIo; OJHAKO OHM HMMEIOT OTPAaHWYEHHS B CBOEH CHOCOOHOCTH K mepeoOydeHHIo. B maHHOM
HCCIIEIOBAHUN MBI COTJIaCyeMCs C TEeOpHsAMH, mHpemioxeHHBIME JIxeddom XokmHCOM, BBLIAOMIMMCS
HccuenoBaTeneM B o0iacTh OMOMOAZOOHOTO HWHTEIICKTa, Ybs KOMaHAa pa3pabaThiBacT WHHOBAIMOHHBIC
KOPTHKAJIbHBIE aJITOPUTMBI, KOTOpPBIE HCIIPONB3YIOT COBPEMEHHBIE HCCIEJOBaHUS (DyHKIIMOHUPOBAHUS
MHTEIUICKTYaIbHOTO MO3ra. B 9TOM KOHTEKCTe 3peHne U CIyX MOKHO KOHIENTYaIH3HPOBaTh KaK CEHCOPEI,
JTaHHBIE OT KOTOPBIX HMHTETPUPYIOTCA B MOJIENb IJISI T€HEpallMd HEHNPEPBIBHBIX NPOTHO30B JUI KaXKAOTO
BXOJIHOTO CHUTHaJa. B Hamed craThe MBI HCCleqyeM COBPEMEHHbBIE TEOPHH O 3TOH TeMe M IpeCTaBisieM
COOCTBEHHYIO PEaTH3aIfIo 3THX KOHIETIMI C HCIOJIb30BaHNUEM sI3bIKa porpamMmupoBanus Erlang.
KnroueBble cioBa: 0HomogoOHas MOAENb, KOPTHKANbHBIE AITOPHTMBI, MOUCK aHOMANMH B IOTOKOBBIX
JTAHHBIX.

Jas umrupoBanmsi: Iloramo /I.II., CrapomeroB C.M. PacnpemenenHas mmardgopma A aHaiIH3a
MacCIITa0HBIX JaHHBIX C UCIIOIB30BAHMEM OHMOMOTOOHBIX CEHCOMOTOPHBIX anropuTMoB. Tpyner MCII PAH,
tom 37, Beim. 4, wacth 2, 2025 r., ctp. 103-116 (ua anrmmiickom sizeike). DOI: 10.15514/ISPRAS-2025—
37(4)- 21.

1. Introduction

The neocortex is the uppermost layer of the mammalian brain, which is primarily responsible for
higher-order cognitive functions, including intelligence. The study of the columnar organization of
the neocortex, as proposed by Jeff Hawkins' theory [1-2], represents a significant avenue for
understanding the functioning of the human brain. Hawkins posited a model based on the premise
that the neocortex comprises thousands of columns of vertical structures that operate in parallel and
coordinate their activities to process information. Research into the columnar organization of the
neocortex within the framework of this theory enhances our understanding of various aspects of
brain function, such as perception, memory, problem-solving, and the formation of concepts.
Furthermore, research on Hawkins' theories is of great relevance not only for advancing fundamental
scientific knowledge about the brain but also from a practical perspective for the development of
innovative data analysis technologies. In the context of anomaly detection, data analysis plays a
crucial role. Anomalous data can be characterized as unusual or unexpected, and their detection is a
critical task across numerous fields, including finance, cybersecurity, and medicine. Given that
neocortical columns are involved in pattern detection and prediction, they can be instrumental in
identifying abnormal or unusual patterns in data [3].

The objective of our work is to gain a deeper understanding of Hawkins' theories and the proposed
cortical algorithms, as well as to present our own implementation of these concepts. Our primary
interest lies in developing large, high-load distributed systems; therefore, we selected the Erlang
programming language for our implementation.
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The structure of the following article is organized as follows: In Section 2, we conduct a
comprehensive review of the topic of cortical algorithms and the columnar organization of neurons.
In Section 3, we propose an architectural framework for a system that implements such algorithms.
In Section 4, we examine our understanding of the mathematical principles proposed by Hawkins'
team. In Section 5, we address implementation challenges. In Section 6, we discuss the learning
visualization module. Finally, we conclude in Section 7 and provide a link to the repository
containing the code.

2. Related Works

The emergence of intelligence from the cells (neurons) in the brain remains a profound mystery. As
more pieces of this intricate puzzle are uncovered each year, it appears that we are moving further
away from a comprehensive understanding of the brain, rather than closer to it [4].

When examining a cross-section of the neocortex, one can observe a complex and detailed structure.
However, the architectural details appear remarkably similar across different regions of the cortex.
For instance, the area of the cortex responsible for vision resembles the area dedicated to touch,
which in turn resembles the area associated with language. Mountcastle suggests that the reason
these areas exhibit such similarities is that they all perform analogous functions [5]. What
differentiates them is not their internal operations, but rather their connections. If a specific area of
the cortex is connected to the eyes, it facilitates vision; if the same area is connected to the ears, it
enables hearing; and if these areas are linked to other regions, they contribute to higher cognitive
processes, such as language. Mountcastle posits that if one can ascertain the primary function of any
given part of the neocortex, it may lead to a broader understanding of the entire system.

There are, however, regions that are more challenging to delineate, particularly those involved in
high-level thinking and planning. These areas are interconnected by bundles of nerve fibers. Some
of the connections between regions are hierarchical, suggesting that information flows in an orderly
manner from one area to another, akin to a flowchart (as discussed in Hawkins' first book [1]).
Conversely, there are other connections that appear to lack a clear order, indicating that information
may flow to various parts simultaneously.

In each area examined, scientists have identified cells that project to ancient parts of the brain
involved in movement. For example, the visual areas, which receive input from the eyes, send signals
to the primitive brain regions that control eye movement. Similarly, the auditory areas, which receive
input from the ears, project to the brain regions responsible for head movement. Consequently,
moving one's head alters auditory perception, just as moving one's eyes affects visual perception.
The evidence suggests that the complex circuitry found throughout the neocortex is engaged in
sensorimotor tasks.

In his book, “A Thousand Brains: A New Theory of Intelligence” [2], Jeff Hawkins elucidates why
neurons in the cerebral cortex have organized themselves into communities known as “cortical
columns.” This concept is grounded in the later works of Mountcastle [6] (Fig. 1). There are
approximately 150,000 of these columns in the neocortex. Hawkins and his team discovered that
each column constituting the cerebral cortex creates its own model of the world. Consequently,
rather than a singular model, there exist thousands of models, and our perception emerges as a
collective decision made by the cortical columns through a voting mechanism. They assert that it is
not artificial neural networks, but rather the principles governing the neocortex that they have
uncovered, which will serve as the foundation for the future development of artificial intelligence.
In a subsequent article [7], Hawkins explores the rationale behind neurons possessing thousands of
synapses and how this relates to sequence memory within the neocortex. According to his model,
each neuron can process and store a small segment of a sequence, with the entire sequence being
encoded through synaptic connections at the network level of neurons. The article elucidates the
significance of the thousands of synapses connecting to a single neuron in the processing of
sequential information. In particular, Hawkins explains that the multitude of synapses enables a
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neuron to detect and remember temporal patterns of activation, which is crucial for the contextual
understanding of sequences. The article also addresses the role of synaptic connections and the
plasticity of neural networks in the formation and retention of memory. Hawkins emphasizes that
each synaptic connection can possess varying weights and can change based on neuronal activity.

This adaptability allows the brain to flexibly adjust and enhance the efficiency of information
processing.
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Fig. 1. Distributed organization of columns, model proposed in [5-6].

In the following article [8], Hawkins and his team provide a more in-depth exploration of the
neocortex model. The principle that neocortical regions are organized into columns and layers is
upheld. The connections between layers are predominantly perpendicular to the surface, suggesting
a columnar functional organization. Additionally, some layers exhibit long-range excitatory lateral
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connections, indicating interactions between columns. Similar interaction patterns exist across
regions, but their precise roles remain unclear. Emphasis is placed on a multilayer structure that
facilitates robust learning and object recognition. Each column integrates changing inputs over time
to develop comprehensive predictive models of observed objects. Excitatory lateral connections
between columns enable the network to infer objects more rapidly based on partial knowledge from
neighboring columns. Because columns integrate inputs across both time and space, the network
learns models of complex objects that extend well beyond the receptive fields of individual cells.
The discussed network model introduces a novel function for cortical columns. It is proposed that a
representation of the location relative to the perceived object is computed in specialized layers of
each column. This location signal is then fed as an input to the network, where it is combined with
sensory data. The sample model consists of two layers and one or more columns. Simulations
demonstrate that, using Hebbian-like learning rules, small single-column networks can learn to
recognize hundreds of objects.

When two neurons fire simultaneously, the connection between them is strengthened. As we learn
new information, these connections are reinforced, while forgetting leads to a weakening of the
connections. This fundamental concept was proposed by Donald Hebb in the 1940s and is now
referred to as Hebbian learning [9].

Multi-column networks are capable of recognizing objects with significantly fewer movements of
sensory receptors. Given the ubiquity of columnar and laminar connectivity patterns throughout the
neocortex, there is reason to believe that columns and regions possess more powerful recognition
and modeling capabilities than previously understood.

The following distinctions can be made between the approach under consideration and traditional
artificial neural networks. Modern artificial neural networks are primarily based on the "strength™ of
the synapse. In contrast, the "Thousand Brains" theory posits that the mere presence of a synapse is
sufficient, and its "strength™ does not significantly influence the accuracy of predictions.
Additionally, while modern neural networks employ biological terminology, they do not aim to
accurately replicate the processes occurring in the neocortex. For instance, they often overlook the
roles of dendrites and dendritic spikes.

As illustrated in Fig. 2, the bio-neuron model closely resembles the cells of the Long Short-Term
Memory (LSTM) model [10], which is a sort of a recurrent artificial neural network characterized
by gates that incorporate signal forgetting coefficients for both long-term and short-term
perspectives. Such networks are also applicable for anomaly detection [11], although they
necessitate relatively powerful computational resources. Generally, these networks exhibit
limitations in retrainability, although there are research implementations of retrainable networks that
maintain references to memory areas where input data are stored [12], which is analogous to the
location used in sensory-motor algorithms.

Feedback

¥ Context
e bt

Feedforward

Fig. 2. The difference between a perceptron and a pyramidal bio- neuron according to Hawkins.
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The current work is not the first in a series of studies on this topic by the authors of this article. In
the very first work, we present our own understanding of Hawkins’s original theory (when he had
only written the whitepaper), and propose our own algorithms for learning and visualizing cortical
columns [13]. In paper [14], we developed a simple model for predicting characters in a string using
cortical algorithms. In paper [15], we presented a preliminary outline of this article. In article [16],
we conducted a review of cortical algorithms and proposed ideas for integrating multiple sensors.

3. Architectural Foundation

3.1 Model of a biological neuron and one cortical layer

The basic unit of information storage in the cortical column is the synapse, which indicates the
presence or absence of connections (see Fig. 3 for reference).

From a biological point of view, the structure of the neocortex column can be represented in a
diagram shown in Fig. 4.

From a biological perspective, the structure of the neocortical column can be represented in the
diagram shown in Fig. 4. The lighter representation of the mini-column reflects its status as a
conventional unit. The organization of cells within the column may not correspond precisely to their
physical arrangement; however, it is essential to understand that these cells belong to a single
conventional group. For the sake of clarity in modeling, the cells are organized into "mini-columns."
The synapse operates under a similar rationale: it is defined as a connection between a dendrite and
an axon, serving as a conventional unit that lacks a direct physical manifestation (at least within the
framework of this model).

Neurons (cells)

Input layer

Fig. 4. Model of one cortical layer.
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Synapses are essentially represented by a pair of parameters: (1) a constancy value and (2) a synapse
weight. The constancy value is a continuous variable ranging from 0 to 1, indicating the strength of
the connection and whether it exists at all. Additionally, there is a threshold value that determines
the existence of a synapse. If the constancy value exceeds the threshold, the synapse weight is set to
one; otherwise, it is set to zero. During the learning process, the constancy values of synapses
change, which affects the "stability" of the synapses. If a particular pattern is repeated consistently,
the constancy value will increase, indicating that the pattern is being recognized correctly. It is
advisable to initialize the synapse values using values derived from a Poisson distribution.
Experimental findings suggest that this distribution should be centered at the point 0.12, ensuring
that only some values exceed the specified threshold and form a synapse.

3.2 Multilevel model of the cortical column

The general model of the system is shown in Fig. 5, where the following color Indication is used:

e Green: direct signals that travel along the proximal dendrites. These signals serve to
directly activate neurons.

o Blue: lateral signals that propagate along the basal dendrites. These signals function to
depolarize cells, effectively predicting activation. Cells with lateral connections are
activated more rapidly and can suppress the activation of cells that lack such connections.

o Red: feedback signals that travel along the apical dendrites. This feedback originates from
the outer layer. If a cell in the outer layer has been activated, it can predict the activation
of cells in the input layer by depolarizing them through the apical dendrite.

General model of a system with ‘Tha columns sand daia i the firal
one column per sensor mﬁﬁ?ﬁ:&:&rﬁmgﬂ =
vating

Adaptation madule

F Galumn

Oupu by

System ¢ Word |
Glabal Data.

Fig. 5. General model of a two-level distributed system.

It is important to note that columns can communicate not only with neighboring columns within a
single area of the neocortex but also with columns in other areas (see Fig. 6).

Moreover, there may even be a situation where the connections between columns form a fully
connected graph.

Typically, there are several cortical columns per "sensor”, which in turn "communicate” with each
other and "make" a collective decision on recognizing the activation pattern. Taking this aspect into
account, the diagram can be transformed as shown in Fig. 7.
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Fig. 6. Interaction of columns with other areas of the neocortex.
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4. Mathematical Foundation

4.1 Model of neuron state transitions

A neuron can be in three states: inactive, depolarized, active. It is advisable to store the states in
separate data structures. For depolarized cells, a binary matrix '™ can be used, the matrix is filled
in according to formula (1):

. : . pijd,in in

else0

where i, j are the conditional coordinates of the neuron; d is the dendrite; L is the location signal;

DU s the binary matrix of existing synapses on the d-th dendrite of the ij-th neuron; 8 is the
dendrite activation threshold.

That is, those cells will be predicted that have at least one dendrite that has a sufficient number of
synapses with the input signal.

The transition of a neuron to the active stage occurs according to formula (2):
1,ifj € Wmandnm >0
af}1 =1<1,ifj € Wmandan =0 (2)
else0

where al" is a binary matrix with active cells; j is the mini-column number; W™ is the set of columns
to WhICh a direct signal has been received.

In other words, the previously predicted cells that have received a direct signal will become active.
Additionally, the mini-columns that have received a direct signal will also become active, even if no
individual cell within the mini-column has been predicted.

Active cells in the input layer send a direct signal to the output layer to activate it. The activation of
the output layer cells will occur according to the following formulas (3)-(6):

Ooutt lel[fz]k > gout] mt (3)

where k is the index of the output layer cell; o"“” is the number of cells that send a direct signal to

the k-th cell of the output layer; I is the |nd|cator function; f;, is the constancy value of the synapse
between the ij-th cell of the input layer and the k-th cell of the output layer; 2%t is the activation
threshold of the synapse between layers; a‘" * are the active cells at step t.

woutt = {k|og** > 6%t} (@)

where o"“” are the output layer cells with a direct signal at step t; 9{,”” is the threshold number of

cells that must send a signal to the output layer at the k-th cell for the signal to become strong
enough.

®)

outt _ { Jifi € WoUbtandp? Tt > gout
outt -

a;
else0

out,t out,t—1

where a; " are the active cells of the output layer at step t; p; is the number of active basal
dendrltes at the previous step; 2 is the threshold number of basal dendrites required for activation.
pput,t—l - Z I[Aout . Dzd,out > gout] (6)

where A"“t D‘d out are the existing synapses between the output layer and the dendrite; 85 is the
dendrite activation threshold.
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In other words, an output cell will become active if it has enough direct and basal connections. If the
number of cells with lateral support is less than some s, then £2% =0 .

4.2 Training

For training, a specific output layer pattern is selected that will be reinforced when new sensory and
location signals are received. New synapses will be formed to facilitate the activation of this pattern,
while those that produce false positives will be eliminated.

Thus, the training of dendritic segments will occur according to the following formula (7):

ADijd'in — pi-ir-lbijd,in ° Lt _ pi—nbijd,in ° (1 _ Lt) (7)
where ADY4m s the coefficient by which the_synapse constancy value will change; pf, is the

coefficient for rewarding the “correct” synapse; DY is a binary matrix with dendrite synapses; Lt
is the location signal at time t; p;, is the coefficient for decreasing the “incorrect” synapse.

4.3 Data storage capacity
The capacity of a cortical column network is influenced by four key parameters:
1. Representational space of the network.
2. Number of minicolumns.
3. Number of neurons in the output layer.
4. Number of cortical columns.

Considering that the diameter of cortical columns ranges from 300 to 600 um, and the diameter of a
minicolumn ranges from 30 to 60 pum, we can estimate that a cortical column contains between 150
and 250 minicolumns. Thus, a network comprising 150 minicolumns, with 16 cells per minicolumn
and 10 simultaneously active cells, can potentially represent approximately 10'° sensory
representations and 10 location representations.

If an output neuron connects to an excessive number of input neurons, it may be erroneously
activated by a pattern that it was not specifically trained on. Consequently, the capacity of the
network is constrained by the size of the output layer.

For instance, a column with 4,096 cells in the output layer is capable of remembering up to 400
objects, as illustrated in the graph provided in article [8].

4.4 Towards anomaly detection
The requirements for an anomaly detection system are as follows:

e Predictions must be made online; that is, the algorithm must identify a state x(t) as normal
or abnormal before receiving the subsequent state x(t+1).

e The algorithm must learn continuously without the need to store the entire data stream.

e The algorithm must operate in an unsupervised and unattended manner, meaning it should
function without labeling the data or manually tuning the parameters.

e The algorithms must be capable of adapting to a dynamic environment and concept drift,
as the underlying statistics of the data stream are often non-stationary.

e The algorithms must detect anomalies as early as possible.
e The algorithms must minimize both false positives and false negatives.

The discussed model provides a framework for sequential learning in the cortex. Implementations
operate in real time and are well-suited for prediction tasks. The model continuously learns and
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models the spatio-temporal characteristics of its input data, but it does not directly model anomalies
or produce a ready-to-use anomaly score.

At each time step, the input data x(t) is fed into the model, triggering the activation of cells. The
resulting vector a(x(t)) is a sparse binary vector representing the current input signal. The discussed
model serves as the sequence memory component, which models the temporal patterns in a(x(t)) and
outputs a prediction in the form of another sparse vector z(x(z)). Thus, z(x(t)) represents the
prediction for a(x(t+1)).

Subsequently, the prediction errors S(t) are calculated. Using the probabilistic model S(t), the
probability that the system is in an abnormal state L(t) is determined. The threshold of this
probability dictates whether an anomaly will be detected (here, we need to reconsider the
information from work [17] and apply it to our implementation).

5. Implementation

The core of the system is implemented in the functional language Erlang [18], which allows working
with pattern matching and lightweight processes.

5.1 Data representation structures

To store layer data, we utilize a dictionary (key-value pairs), where each layer corresponds to one
dictionary.

For the input layer, the key represents the rank of the input binary data, while the value is a mini-
column, which is also a dictionary. In the mini-column dictionary, the key is the cell GUID, and the
value is another dictionary representing the dendrites. Dendrites, in turn, are structured as a
dictionary where the key corresponds to the bit number of the lateral signal, and the value represents
the synapse.

A synapse is defined by its GUID, along with the values for constancy and weight. The output layer
is similarly structured as a dictionary, where the key is the bit number, and the value is a pair
consisting of the cell GUID and the dictionary of dendritic branches. The structure of the dendrites
in the output layer mirrors that of the input layer.

The dendritic branches of the output layer are sized according to the output layer itself, as the lateral
support in this layer refers back to itself.

Separate dictionaries, labeled FeedForward (green arrows in Fig. 5) and FeedBack (red arrows in
Fig. 5), store the synapses between the cells of the input and output layers. For convenience, the rank
number of the external dictionary is also stored. The overall storage structure is as follows:

map <K< range,id(in) >, < range, id(out) >, permanenceValue >

To maintain the state of cell predictions at the current iteration, we employ a data scheme that is
structurally similar. However, this scheme specifically stores data related to the predicted cells,
including the mini-columns containing the predicted cells, the predicted cells themselves, and the
dendrites that led to their activation. Additionally, for each cell, we store the status of the active
apical dendrite (the GUID of the dendrite itself, if applicable).

To represent the state of cell activity at the current iteration, we use a structure that consists of a
dictionary organized by mini-columns, where the value contains a list of GUIDs of active cells. In
this case, there is no need to store dendrites again, as they are already included in the dictionary of
predicted cells. It should be noted that if a cell is active but not present in the dictionary of predicted
cells, it was activated due to the absence of predicted cells in the mini-column, resulting in the
activation of the entire column [13].

In this context, all data is considered global within the process and is stored in the global Process
Dictionary, allowing any function to access the data at any time without the need to pass parameters
to functions, thereby preventing an increase in the call stack.
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5.2 Transition between states

The entry point to the activation process is the receipt of a location signal. This signal consists of a
set of numbers, and its size corresponds to the size of the dendrite of the input layer neuron. All cells
in the input layer are examined to identify dendrites that contribute to cell depolarization. The
presence of an apical dendrite is also considered in this determination, as it lowers the activation
threshold of the dendrite.

The next stage involves receiving a direct signal, which is a set of numbers corresponding to the
identifiers of the mini-columns. Cells that were previously depolarized are activated. Furthermore,
if there are depolarized cells with an active apical dendrite within the mini-column, only these cells
are activated. If no predicted cells are present in the mini-column and a direct signal is received,
then all cells within the mini-column will become active.

The activation of input layer cells leads to the activation of output layer cells. In this process, lateral
support from neighboring cortical columns and the activation pattern from the previous time step
are taken into account. However, if weak support prevents the activation of a sufficient number of
cells in the output layer, then lateral support is disregarded.

5.3 Training

The core operates in three modes:
e Active learning
e Passive learning
e No learning

Active learning refers to the scenario in which we know in advance the object of interest and
establish the corresponding activation pattern in the output layer. Consequently, during the learning
process, the connections that facilitate the activation of this pattern will be strengthened.

When training the input layer, dendrites that contribute to the depolarization of cells that
subsequently become active are rewarded. Conversely, if a dendrite leads to depolarization but the
cell does not become active, that dendrite is "punished."”

The renewal of synapses between layers and the lateral support synapses occurs in a similar manner.

6. Visualization Module

The visualization module interface includes functionality that allows the researcher to work with
signals, including editing and sending both direct signals and location signals. Additionally, there is
a visual representation of data, which enables the analysis of processes occurring during the
operation of the system.

Specifically, the module facilitates:
o Analysis of the state of the cells in the input layer.
e Analysis of the state of the dendrites of the cells in the input layer:
e Presence of synapses.
e Presence of active dendrites.
e Analysis of connections between layers (FeedForward and FeedBack).
e Analysis of the activity of the output layer.

The first array of dots in the left column of Fig. 8 represents the input layer, where cells are organized
into mini-columns that correspond to the visual columns. Inactive cells are depicted in gray,
depolarized cells in blue, and active cells in orange. The second array of dots represents FeedBack
connections. The third array of dots represents FeedForward connections. The fourth array of dots
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corresponds to the output layer, which is a one-dimensional array of cells displayed in multiple lines
for clarity. Inactive cells are shown in gray, while predicted cells are represented in orange.

Fig. 8. Visualization of training our model.

7. Conclusion

The work involved a comprehensive review of the literature and scientific articles authored by Jeff
Hawkins and the Numenta research group. In accordance with the proposed theory, we developed
software consisting of two modules: the core of the system and a visualization module.
Overall, the developed system represents a promising tool for analyzing big data to detect anomalies.
It can be applied across various fields, such as healthcare, finance, and manufacturing, to enhance
decision-making processes and increase efficiency.
In the future, this research can be expanded in the following directions:

o Implementation of a data adaptation module, which will include systems for converting

data from various sensors into a sparse binary vector and decomposing it into two
components: location data and sensory data.

e Investigation of new sensory-motor algorithms and the neocortex representation of
location data.

o Exploration of the functions of different types of neurons in the neocortex, such as grid
cells.

o Development of new methods for visualizing and interpreting data to improve the
understanding of analysis results and facilitate anomaly detection.

o Integration of the system with other data analysis systems to create comprehensive
solutions for big data analysis.

The current version of the discussed software is available on GitHub [19].

Finally, it should also be noted that recently Russian translations of Hawkins' books have appeared,
available through marketplaces [20]. However, to really understand the theory, we need to read the
articles of the authors' research group and try to write our own implementations.
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genuinely useful, actionable feedback. The approach significantly enhances the practical utility and user
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1. BeedeHue

B ycioBusX COBpEeMEHHBIX paclpeeli€éHHBIX KOMaHI Pa3paboTKH MPOrpaMMHOTO OOeCIIeUeHNS,
MPOBEICHUE PEICH3MPOBAHUS MCXOMHOTO Koma (code review) mpomoiDKaeT ocTaBaThCs KpaifHe
BaXHBIM aCIEKTOM OO0ecIleYeHHUs KauyecTBa, HECMOTPS Ha CBOIO BHYIIHTEIBHYIO TPYAOEMKOCTb.
TpaauuuOHHBIN TOAXO0]I, TPEOYIOMIKI TIIATEIEHOTO PYYHOT'O aHAIHM3a Ka)KJ0T0 Habopa M3MEHEHUH
WIN TIaT4a, HEU30€KHO COMPSHKEH CO 3HAYUTENFHBIMH BPEMEHHBIMHU 3aTpaTaMH M KOTHUTHBHOW
Harpy3koil Ha pa3paboTdmKoB. B cBeTe 3THX BBI30BOB, HaydyHOE M WH)XCHEPHOE COOOIIECTBO
MIPOSIBISIET PACTYIUINH MHTEpEC K CHCTeMaM aBTOMAaTHUYECKOM IeHepaluyd KOMMEHTapHeB K KOIy.
OTH CHUCTEMBI PaCCMATPHUBAIOTCS KaK MEPCIEKTHBHBIA MHCTPYMEHT Ui ONTUMH3AIMH Tpolecca
PEICH3UPOBaHUS, TOBHIIICHIS ero 3PPEKTUBHOCTH 1 MaCcIITaOUPYEMOCTH.

B nHawanpHOHM ¢aze mcciaenoBaHWN AaHHOW MPOOJIEMATHKH, TOMHUHHUPYIOIIYIO POJIb 3aHAMAIN
MIOJIXO/IbI, OCHOBaHHBIE HAa METOAaX HWH()OPMAIMOHHOTO IIOWCKA, KOTOPHIE (HOKYCHPOBAIUCH
MIPENMYIIECTBEHHO Ha W3BJICYEHUH MOAXOISANINX KOMMEHTApUEB M3 OOIIMPHBIX NPEIBAPHUTEIBHO
COOpaHHBIX PENO3UTOPUER CYMIECTBYIOMMX penensuit [1]. Omnako, AOCTHXEHHS B 00IacTH
rryookoro o0ydenus (deep learning) MHUIIMUPOBAIH 3HAYUTEIHHYIO TpaHC(HOPMAIIHIO TApaIUT MBI,
CMECTHUB aKIIEHT UCCIEA0BAaHUN B CTOPOHY F€HEPATUBHBIX MOJIENIeN UCKYCCTBEHHOTO MHTEIUIEKTA.
PaGota komnektuBa ucciemoBateneil mox pykoBojctBom Tufano [2], ¢ apxurekrtypoii
tpancdopmepa T5 [3] B ocHOBe, monyuuna jaanbHeiiliee pa3BuTHe W ObLIA YCOBEPIIEHCTBOBAHA
Omaromaps BHEAPCHHUIO CTPATETHi NpPEABAPUTEIHHOTO OOYYCHHS MoJIeNleld Ha MacITaOHBIX
THOPHUIHBIX KOPITycaX, COYETAIOMMX (parMeHThl MPOrpaMMHOTO KoJia C TMOSCHEHHSIMH Ha
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ecrectBeHHOM s3bike [4]. Cuenyroniee mokoseHue moneneit, Takux kak CodeReviewer [5] u
AUGER [6] wuHTerpupoBajgn B CBOK CTPYKTYpy CIEIHAIA3UPOBAHHBIE MEXaHU3MBI
IpeaBapuUTeIbHOTO 00ydeHus (pretrain), IeJeHANpPABICHHO HACTPOCHHBIE MMEHHO Ha 3ajady
peLeH3UPOBaHMS KOJIa JUIsl TIOBBIIIEHHS TOYHOCTH U PEJICBAHTHOCTH. AJIbTEPHATUBHBIM ITOJIX0/IOM
ocraBajicss MeTOJ WH(OPMAIMOHHOTO TMOWCKA, NPOJODKMBIIMKA CBOE pa3BUTHE B padoOTe
CommentFinder [7], npemmararomieii ONTUMH3MPOBAHHBIE pEUIEHUS Ha 0a3e MOHUCKOBBIX
ITOPUTMOB. B COBOKYIHOCTH, BC€ MHOI000pa3ue 3TUX HMCCIEAOBATEIBLCKUX YCHIWH HarJsaHO
WUTIOCTPUPYET CIIOKHBII XapaKkTep COBPEMEHHBIX IOJIXO0JIOB K PELICHUIO aKTyalbHON MpoOiIeMbl
aBTOMATH3ALNH B MHXECHEPHOH IIPAaKTHKE CO3JaHMUs IPOTPAMMHBIX IIPOILYKTOB.

Tem He MeHee, HECMOTpPS HAa OYEBHUAHBIN MPOTpecc B 00JaCTH IeHEpaLUH PELEH3UH K HCXOIHOMY
KOIy, CYLIECTBYIOIIME METOJOJIOTHH OICHKH KayecTBa aBTOMAaTHYECKH CO3JaBaeMbIX
KOMMEHTapUEB 3a4acTyl0 BBI3BIBAIOT CEphE3HbIE BOMpOCHL. [IpakTHKa MOKa3bIBaeT, YTO OHU B
3HAYUTEIBHOM CTEIICHH OMMUPAIOTCS Ha IOBEPXHOCTHHIE TEKCTOBBIE MeTpuKH (Takue, kak BLEU n
ROUGE), xoropsle, mo CyTH, WTHOPHUPYIOT HCTHHHBIC, (pyHIAMEHTAIbHBIC IIENH IIpoIecca
pELCH3UPOBaHMA KOJa — a HMEHHO, BBIABICHHE NOTCHIMAIBHBIX Je(eKToB, ysA3BUMOCTEH
6€301acHOCTH, apXUTEKTYPHBIX IPOCYETOB U, B KOHCYHOM HTOTE, peaslbHOE YIIydIICHHE Ka4ecTBa
¥ Haa&KHOCTH IIporpaMMHoro koxa [5, 8]. Bosiee Toro, yctaHOBIEHO, YTO HEAOCTATOYHO TOYHBIC
KOMMEHTapuH He NPOCTO OECTIONE3Hbl, HO U MOTEHINAIBHO BPEIHBI, TAK KAaK CIIOCOOHBI BHOCHUTH
OyTaHWIy B TPOIECC pa3pabOTKH W Ie30pHeHTHPOBaTh mporpammuctoB [8-9]. KiroueBbim
HEJJOCTATKOM CTaHAApPTHBIX METPHK SBIISIETCS W TO, YTO OHM cHcTeMaTHdecku "mrpadyror” u
3aHWKAT OLHCHKY TEXHUYCCKHM KOPPEKTHBIX M CEMAHTHUYCCKHU OKBUBAJICHTHBIX KOMMCHTApUECB,
€CIIM UX JIeKcuueckas (hopMma OTIIMYaeTCsl OT NPEJOCTaBICHHOIO TaJlOHHOTO BapuaHTta. MIMeHHO
MOATOMY, LIEHTPAJbHOW LENbI0 HACTOSILEr0 MCCIeOBaHUs SIBIsieTCs pa3paboTka reHeparopa
KOMMEHTapHeB I aHain3a narded U KOMMHUTOB, OCHOBAaHHOT'O Ha HCIIOJIBb30BAaHWU OONBIINX
A3bIKOBBIX Mojenel (LLM) u chokycnpoBaHHOTO B MEPBYIO OYepeab Ha 0OECIeYeHHH BBICOKOH
CTEIICHHU PENICBAHTHOCTH M NPAKTHIECKOH IPUMEHIMOCTH JaBaeMbIX PEKOMEHAAIMH. DTOT aKIEHT
00yclloBNIeH yOEeKAEHHEM, YTO METPUKM NPUMEHHMOCTH (BKJIIOYas TOYHOCTh OOHAPY>KCHHMS
peanbHBIX OIIMOOK, OLEHKY HPaKTHYECKOW MOJIE3HOCTH IPEAIaraéMbIX HCIIPaBICHUH, ypOBEHb
JOXKHBIX CpadaThIBAaHMI) TOpa3 o a/JeKBaTHEE OTPaXKaloT MOJIMHHYIO IENb PElEeH3UPOBAHUS —
yIydIlIeHHEe KauecTBa HMCXOIHOro Kojaa. B paMkax naHHOH pabOThl TakKe OCBELIAIOTCS:
apXUTEKTypa MpPEJI0KEHHOW CHUCTEMbl, MO3TalHas HBOJIOLUMS M HACTPOWKAa MCIOJIb3yEeMbIX
MHCTPYKLIUI/IpoMnTOB (prompt engineering), MeXaHH3Mbl (GHIbTPALUK BBIXOJIHBIX JaHHBIX UIs
MOBBIIIEHHSI UX KayecTBa M PE3yJbTaThl KOMIIEKCHOW OlleHKH 3((EKTUBHOCTH TeHepaTtopa Ha
perpe3eHTaTUBHBIX Habopax peasbHBIX MPOU3BOICTBEHHBIX IAHHBIX.

2. Cywecmeyroujue peweHusi

BT mpoBesieH aHAIN3 CYMIECTBYIOIIMX IMOJIXOMOB K TE€HEpAaIM PELEeH3Uil K HCXOTHOMY KOXy.
ABTtopbI paboTs [10] onuceIBarOT IpOIecC TeHepali KOMMEHTapueB pu oMo LLM, a Takxe
npumeHenne moaxoga LLM-as-a-Judge mis aBTOMAaTHYeCKOM OICGHKHM KadecTBa PEICH3UN H
CpaBHEHUsI HECKOJIbKUX. ABTOPBI UCIIOJIB30BAIIM MOIX0/IbI, Ha3biBaecMble ‘few-shot’ u ‘reasoning’
[11]. Taxke B OTKpBITBIH JOCTYN MPEIOCTAaBICH HUCXOMHBIH KOI W HaOOp NaHHBIX, HA KOTOPOM
MPOBO/IMIIACH OLIEHKA KauecTBa. B myOnmkanuu Obi10 BBeeHo 10 mapaMeTpoB KauecTBa pelieH3ui
10 KOTOPBIM TIPOMCXOAWT KaK OIleHKa, Tak M HamnucaHue: Readability, Relevance, Explanation
Clarity, Problem Identification, Actionability, Completeness, Specificity, Contextual Adequacy,
Brevity. OcHoBHOIi euHUIIEH, ¢ KOTOPOI paboTaeT pa3pabOTaHHBIN MOAXO/I, SBISIOTCS METOMBI U
¢hyHKIHN.
B pabore [12] omuceiBaeTCs NPOMBILIICHHAs] CHCTEMa JJIs aBTOMAaTH3HPOBaHHOrO code review B
xomranun ByteDance — BitsAl-CR. Briaenstorcst 4 0a3oBble KaTeropuu, Ha KOTOPBIE MOXKHO
pa3duTh OCHOBHBIE MOJIE3HBIE KOMMEHTAPHH B PEleH3usAX. B KauecTBe KOHTEKCTa I MOJENH
WCTIONB3YIOT U3MEHEHHBIN MeTo B YHUHIUpoBaHHOM (opmate. s omenkn 3¢dexTnBHOCTH B
MEePBYI0 OYEpeIb HCHOIB3YIOT METPUKY TOYHOCTH IPEIOKEHHBIX KOMMEHTApHeB, TaK Kak I
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MIPAKTUIECKOTO IPUMEHEHHUS CHCTEMBI BaYKHO N30€KaTh IPEIOCTABICHNUS MTOJIB30BATENIO OOJIBIIOTO
KOJIMYECTBA HU3KOKAYECTBEHHBIX KOMMEHTApPHUEB, JaXKe €CIIH 3TO MIPOUCXOIUT B yiiepd moiHoTe. B
Ka4yecTBE NMPHUMEpa OTKPHITOH MOJIENN B UCCIEIOBAHUH HCIIONB3YETCs OOJBINas SI36IKOBAst MOJEITh
Qwen/Qwen2.5-Coder-32B-Instruct [13].

B pa6ore [8] momuepkmBaeTCs KpUTHUECKas BaXXHOCTb KadecTBa OOYYAOIIUX INAaHHBIX IS
3¢ PEeKTHBHOCTH MOAEJCH TeHepalid KOMMEHTapHEB K KOy, TIPEIIararoTCs METOIB UX OYHCTKH.
ABTOpPBI (HPOKYCHPYIOTCS Ha YCTPaHEHHH «IIYMHBIX» (MalOMH(OPMAaTHBHBIX) KOMMEHTapHEB W3
OTKPBITBIX HAOOpOB JAHHBIX, HCHoib3ys LLM juis QuiabTpaim M COXpaHEHHs TOJBKO
KayecTBEHHbIX peneH3uid. [lokaszaHo, 4YTro Mopenu, OOy4YeHHbIE Ha OYHIIEHHBIX IaHHBIX,
JMEMOHCTPUPYIOT yiyurieHue (Ha 12-13% mno merpuke BLEU) B cxoacTBe ¢ 3TalOHHBIMU
YENIOBEUYCCKUMH KOMMEHTapusMi. ABTOphl pabotsl [9] mpemnarator moaxox DesiView. O
UCTIONb3YeT OOJIBIINE SA3BIKOBBIC MOJIEIH, YTOOBI BBIJCIATH PEIIEH3MH, YKa3bIBAIOIIE Ha PeabHbIe
neeKTsl, KIaccupuIpys KOMMEHTapHH M 00ydast MOJENb TOJNBKO Ha MOJIE3HBIX JaHHBIX. Takoit
MOIXO/ TO3BOJISIET TEHEPUpOBATh Ooylee TOYHBIE W IICJICHANPaBIICHHBIE KOMMEHTapHH,
c(hOKyCHUpOBaHHBIC Ha CYIIECTBEHHBIX MMpobiemMax koxa. O6e paboThl SMITUPUIECKH TOKA3BIBAIOT,
YTO TpeABapHUTENbHAs 00pabOTKa W CTPOTHHA OTOOpP TPCHHPOBOUYHBIX JAHHBIX SIBILIOTCS
KITFOYEBEIMH (DAKTOpaMH ISl MOBBHIIICHHUST KauyecTBa BBHIBOJA T'CHEPATUBHBIX CHCTEM B OOIACTH
aBTOMAaTH3UPOBAHHOTO PELIEH3UPOBAHMS KOJA.

3. lNpednazaembie MemoObI

3.1 basoBasi UHCTPYKLUA

B pa6orte [10] mpeioskeHa HHCTPYKITHS K MOJCIH, TCHEPUPYIOIICH PEIIEH3UU K UCXOTHOMY KOJY,
Ha3BaHHass LLM-Reviewer, koTopoii B poJM KOHTEKCTa MCXOAHOTO KOJa IOJAETCs
YHUQHULIMPOBAHHBI (opMar H3MEHEHHOTOo MeToJa. B HMHCTPYKIMHM HpPUMEHSETCS METO[,
3aKJTIOYAIONIMNCS B J00aBIEHMM K HMHCTPYKLUMH HEOOJBILOrO YHCJIA NPUMEPOB pPabOThI W3
«oOyuaromero» HaboOpa, OAHAKO 3TU MPHUMEPbl MOAOHpArOTCs ciydaitHeiM obOpasom (few-shot
learning). K HerocTaTkam moaxoja MOKHO OTHECTH OTCYTCTBHE CTPYKTYPHUPOBAHHOTO BbIBOA [ 14]
paboThl MOJIETIH, YTO OCTIOXKHSIET MIOHUMAHHE U BbIJCIICHUE KOHKPETHBIX 3ameuanuil. Tak, Moielb
HE YKa3bIBaeT K KAKOW KOHKPETHO CTPOKE OTHOCHTCS MPEJIONKEHHUE IO UCIPABICHHIO, YTO HE
y100HO T0JIL30BATEI0, 0COOCHHO, KOT[a KOMMEHTAPHEB HECKOJIbKO, a TeHEpUpyeMasl PEIeH3UsI —
JIOCTATOYHO JUTHHHAsA. TakKe MpH OTCYTCTBHU CTAHIAPTU3UPOBAHHOTO BBHIBOJA MOJIENb HE BCEra
npe/siaraeT UCIpaBlIeHHBIN BapUAHT KOJa.

K MuHYCaM MOXHO Tak)Ke OTHECTH OTCYTCTBHE KOHTEKCTa, XOTsl OBl YPOBHS Kiiacca iy (aiiia, 4o
MPUBOIUT K TEHEpalny 3aMedannii Takoro Buma "Ensure that all necessary modules ("numpy’,
“matplotlib.pyplot’, “sklearn.metrics) are imported at the beginning of the file. This is crucial for
the code to run without errors." umu "The function “set_seed(seed)" is called but not defined within
the snippet. Ensure that “set_seed(seed)" is defined elsewhere in the codebase or import it from an
appropriate module.". Takue KOMMEHTapHHU SBHO YKa3bIBAIOT, UTO OTPAHUYCHHE KOHTEKCTA MOJICIH
TOJIBKO OJIHUM METOJIOM IIOBBIIIACT KOJMIECTBO OMIMOOYHBIX PEIICH3UIA.

3.2 CTpyKTypUpOBaHHbIN BbIBOA,

CTpyKTypypOBaHHbIM BbIBOJ (Structured output) — 3TO TEXHOJOIHs, TMO3BOJIAIONIAS OOJBIIAM
A3BIKOBBIM MOJCIIAM T'€HEPHUPOBATH BBIXOAHBIC JAHHBIC B CTPOTO 3aJaHHOM (bopMaTe, TaKOM KakK
JSON, XML wmmu TaOmuiel, BMECTO TNPOM3BOJBLHOTO TEeKCTa. Takod MeToj obecrneunBaeT
MIPeACKa3yeMOCTh, MAIIMHHYIO YUTAEMOCTh M YIPOILAET MHTETPALMIO C BHEIIHUMHU CUCTEMaMHU
(mampumep, ¢ 6a3aMH JAHHBIX WU C IPUKJIAIHBIMU cicTeMamu) [14-15].

VYka3aHue CTPYKTYphl B 3alIpOC€ C KOHKPETHBIM IPUMEPOM JAJIEKO HE BCErAa FapaHTUPYET, 4TO
UTOTOBBIA BBIBOJ MOJENTH OYyIEeT TaKOBBHIM WM B IEJIOM KOPPEKTHBIM (POpMaTOM [aHHEIX,
HampuMmep, ciioBapeM B s3bike Python. [IpuMeHeHHE CTPYKTYpHUPOBAHHOTO BBIBOJIA 3HAYHTEIBHO
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MOBBIIIAET HAJEKHOCTh BEIBOAA MoJienH B (hopmare qaHHbIX JSON i Apyrux CIOKHBIX CTPYKTYP
B OTBETEC MOJIEIIH.

B 6ubmmotexe LangChain [16] mpencTaBiieHBI METOIBI HHTETPAIINH CTPYKTYPHPOBAHHOTO BBIBOIA,
peami3oBaHHBIe Ha 0aze 6bubmmorekn Pydantic [17]. IIpoBepka BEIBOAA HCKITIOYACST MPOITYIIICHHBIE
TIOJIS ¥ HEBEPHBIE THITHI JaHHBIX. OTpaHndeHne opmara CHIDKAET PHCK TeHEpaluy HEKOPPEKTHON
nHpOpMaLH.

Vcnonp30BaHNE ONMMCAHHOTO TIOIXOJa MOXKET IPHUBECTH W K HEXKEIaTesNbHBIM 3 (deKTam,
HalpuMep, K CHIDKEHHWIO KadeCTBAa TI'EHEpalMu, TaK Kak CTporue (opMaTbl MOTYT yXyIIIaTh
Ka4ecTBO I'eHEpallNH, yBEININBATh BpeMs paboThl 1 00paboTku oTBeTa Mojenu. K ToMmy xe He Bce
MOJIETIH TIOIZICP’KUBAIOT M XOPOLIO pabOTarOT C PEXUMOM CTPYKTYPHUPOBAHHOTO BBIBOAA.

Juis pemraemoii 3amadn ompenesicH M H00aBICH CIEAYIOUINA CTPYKTYPHPOBAHHBIM BBIBOJ IS
MOJIETH — KaykAasl PELEH3Hs JOJDKHA COCTOSITh M3 KOMMEHTAapUs, MPEAJIOKEHHOTO HCIPABICHHOTO
KOJla, ypOBHsI BaXKHOCTH (0T 1 710 5) M HOMepa CTPOKH, K KOTOPOI OTHOCHTCS KOMM €HTapHH.

3.3 PaclumpeHune KOHTeKcTa

Jns ynydmieHusT BOCIPHATHS MOJENBI0 HMCXOJHOTO KOJA W BHECCHHBIX H3MEHEHHH OBLIO
NPeI0KEHO PACIIMPUTH KOHTEKCT C YPOBHSI KOHKPETHOTO METo/a 10 ypoBHs (aitna. Tak, B cinyuae
J00aBIeHUs B KOMMUTE HOBOTO (paiiia ClieqyeT IolaBaTh MOAEINIH €ro LeIUKOM U peleH3uu OyayT
nucaThesi Ko BceMy (aiiily, a He K OTHedbHBIM MeToaaM. Ecnm daitn Obul M3MeHeH, TO Juist
MOJIHOCTBIO HOBBIX METOJIOB 110/IaBaTh B MOJIEJNIb 3TOT METOJ] M BCE U3MEHEHHS B (aiiie B popmate
unidiff. Jnd wM3MEHEHHBIX METOJOB MpeJJiaraeTcsi IoJaBaTh Ha BXOJ MOJENU BCE B
COOTBETCTBYIOIIEM (aiiie. UTOObI 1aTh MOJIEIM BO3MOKHOCTh TOYHO YKa3aTh MECTO, K KOTOPOMY
OTHOCHTCSI 3aMEYaHHe, K LEJEBBIM METOJaM [00aBIseTCsl HyMmepamus CTpok. s n3MeHeHuH
HYMEpYIOTCSI BCE HE yaJICHHbIE CTPOKU, HAIIpUMED:

111: def sum( x: int, y: int):

- print (f'{x} + {y} = {x + y}")

112: + logging.info(f'{x} + {y} = {x + y}")

113: return x + y
BHenpenue yka3aHHBIX YCOBEPIIEHCTBOBAHMN NPUBEJIO K 3HAYUTEIBHOMY COKpAIIEHUIO
a0COJIIOTHO HE PEJIEBAHTHBIX KOMMEHTapHeB. TeM He MeHee OCTaTOYHBbIe MPOOJIEeMBbl COXPAHSIOT

CBOIO aKTyallbHOCTh, BKJIIOUas KaK KPUTHUYHBIC CIydau, TaK U M30BITOYHBIE PEKOMEHJAINH, He
ONTUMalIbHBIC B JAHHOM KOHTeKcTe. K umncity Hanbonee pacnpocTpaHEHHBIX TPYII OTHOCATCS:

1. TlpemnoxxeHHs MO YJIy4IICHHUIO, yXKE PEaM30BaHHBIC B aHAIM3UPYEMOM KOJie, HalpuMep,
JN00aBUTH PabOTy C KOHTEKCTHBIM MEHeKepoM with open(...), Ipu sSIBHOM €ro HaJIMYUH;

2. IlpennoxxeHus: 100aBUTh N30BITOUHBIE TPOBEPKH, HAIPUMED, POBEPKH HATUYUS KIIFOUEH
B CJIOBApsIX TaM, TJ€ 3TO FAPAHTUPOBAHO KOHTEKCTOM;

3. IlpennoxeHus BCTaBUTh KaXJIbI BBI30B METO/A B ONEPaTOpHI IEpexBaTa MCKIIOUCHUI
(try-except), UrHOpupys MPUHLMIT Pa3yMHO# OCTATOYHOCTH;

4. TlpeanoxeHus, NMPOTHBOpEYAlieé IPOEKTHHIM NpaKTHKaM (HalpuMep, 3aMeHa MeTona
‘print’ ma meton ‘logging’ B mpoekTax, rae Takasg OHOIMOTEKa JIOTMPOBAHUS He
HCIIONB3YeTCs);

5. JloxHoe ompeneneHue IyONMHPOBaHUS C TOCICAYIOIMIMMH PEKOMEHOAIMAMHU 10
«OTITUMU3AIUHU TIOBTOPSIFOIIUXCST BBI30BOBY;

6. T'eHepanuss KOMMEHTApHEB C HESBHOHM WM HEOYCBHIHON MOTHBALUEH, 3aTPYIHSIOMICH
ITOHUMaHHE Pa3pabOTUYNKOM IENU MPEITI0KCHHBIX H3MCHEHUIA,

7. PeKOMeHHaL{I/II/I 0 HM3MCHCHUIO YCTOSABIIUXCSA TIIPAKTUK TIIPOCKTa, HE MOJICKAIINX
pe(i)aKTOpI/IHl"y 1o COO6pa)KCHI/IHM COIJIaCOBAHHOCTHU HJIM YCHHHﬁ.
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3.4 YTOuYHeHue TpeboBaHum

B pa6ote BitsAl [12] npuBoAMTCS TAKCOHOMMS IIPABHII PELIEH3UPOBAHMS KOJIA, B KOTOPBINA BXOIAT
4 6ompmme Tpymmsl: Security Vulnerability, Code Defect, Performance Issue n Maintanability and
Readability.

B xome oOcyxIneHWs BHYTpPM KOMaHIbl JaHHBIC TPYNObl OBUIM HEPECMOTPEHBI, YYUTHIBAs
HCCIICIOBATENBCKUI  XapaKkTep MPOEKTOB, INPHUBOAAIIMI K Oojiee HU3KMM TpeOOBaHUAM K
HaJeKHOCTH U 0E30TKa3HOCTH HAIMCAHHOTO MPOTPaMMHOrO Koja. B kauecTBe meneBoro s3bika
MIpOTpaMMHPOBaHUS ObLT BEIOpaH 361K Python. IToroBsIii criicok OOMBIINX TPYIIT KOMMEHTapHEB,
KOTOpBIE XOTEJIOCh OBl BUAETh OT CUCTEMbI aBTOMAaTHUECKOTO PELIEH3UPOBAHMS, CIICYIOIUI:

e Programming Best Practices — mpuMeHeHue JIy4IMX MPAKTHK TPOrPaMMHUPOBAHHUS, OTICHKA
ymoOcTBa MOIAEPIKKH, YeTKOCTH HaMMeHOBaHUH u cootBeTcTBHsA PEP 8, ¢ 3ameuanmsavu
TI0 TIOBOJTY OTCYTCTBHS TOKYMEHTAIINH, TOJIBKO €CIIH 3TO 3aTPYIHIET NOHIMAaHUE KOJa.

e Bug Fixes — BbisiBICHHE MOTCHIMANBHBIX OMIMOOK WM yJydllleHHe 0O0paboTKH
UCKJIIOYCHUH.

e Optimization — BbIsABICHHE H30OBITOYHBIX WM HEI(P(OEKTHBHBIX BBIYUCICHHH, KOTOPHIC
OKa3bIBAIOT H3MEPUMOE BIIHSHHE.

e Modern Python Features — pexkoMeHmaUMM 0O BHEAPCHUIO HOBBIX CTPYKTYp H
ocobeHHOCTeH s361Ka Python.

Kaxnas u3 yka3zaHHBIX KaTeropuii Oblia peann3oBaHa B Ka4eCTBE ONIIMOHAIBLHOTO TI0JISI B paMKax
CTPYKTYPHPOBaHHOTO (popMaTa BHIBOJA, TCHEPHPYEMOT'O MOAEIBIO.

JlononHuTeNnbHO OBUIM HMHTETPUPOBAaHBl TPEOOBAHWS, HANpaBlCHHBIE HA IPEIOTBpAICHUE
(OpMHUPOBaHUs JIOKHBIX BBIBOJOB B CHUTYallMsIX, TPEOYIOIIUX MEKIPOLEIYPHOTO aHalh3a WIN
JIOCTyTIa K BHEIIHEMY KOHTEKCTY, OTCYTCTBYIOIIIEMY B TEKYIIUX BXOAHBIX JaHHBIX Mojenu. Taxke
ObuTH (hOpMATM30BaHBl TPEOOBAHMS, NMPEANUCHIBAIONINE BHYTPEHHIOIO IPOBEPKY MpPEATaracMbIX
N3MEHEHHH (HampuMep, Ienecoo0pa3HOCTh YCTPAHEHUS MPEATIONAraeMbIX H30BITOUHBIX BHI30BOB)
n  QWIbTpaUMIO THUIOTETUYECKHMX PEKOMEHJIAIMH, He IOJKPEIUICHHBIX JOCTAaTOYHBIMH
OCHOBaHMSAMH. Bcs COBOKYNHOCTH JAHHBIX OIMCAHHBIX 3aMEUaHMH W  OTPaHHYMBAIOIINX
MIPEIMUCaHuH OblIa HHTETPUPOBAHA B CHCTEMHBIH 3apoc MOJEITH.

Peanmuzanust OrpaHMYMBAIOIINX MEXaHM3MOB IIpUBENIa K CYIIECTBEHHOMY CHWXEHHIO 00BeMa
TeHepUpYyEeMbIX 3aMEUYaHWi W KOMMEHTapHeB. /laHHOE COKpalleHHe, NMPH OTCYTCTBHH CIIOCOOOB
oOorameHust KOHTEKCTa, 3aKOHOMEPHO CyKaeT 00JacTh NMPUMEHHMOCTH aBTOMAaTH3UPOBAHHOTO
peLIeH3eHTa.

3.5 [lo6aBneHue npumMepoB B MHCTPYKLINIO

Jlis Hagana 6buT0 penieHo 3a(uKCHpoBaTh 2 IPUMEpPa ¢ XOPOIINMH PELCH3UIMH U3 CYIIECTBYIOIIEH
ucropun paspabotku. B mepBoM mnpuMepe yKa3bIBaJOCh HA HCIOJIB30BAHHE HEIOHITHBIX
WAeHTU(HUKATOPOB HMMEH IIEPEMEHHBIX, CJIMIIKOM OOIIMH THUI WCKIOYEHHH, OTCYTCTBHUE
npuMeHeHus OnbuoTeuno ¢pyukuuu tempfile ams co3panus Bpemennoro ¢aiina. Bropoit mpumep
coJiep Kall COBETHI TI0 I3MEHEHUIO IUKJIa 00paboTKH Tpada, HCIIOJIb30BaHHUIO KOHCTpYKIKH 'if cond:
return' 7 COKpaIeHHs JanbHEeHmeil BI0oXKeHHOCTH Koja. /loGaBiieHwe MpUMEpOB PACIIMPHIIO
CHEKTP TOT0, O YEM MUILIET MOAENb, HO KA4eCTBO HOBBIX PELIEH3UI OCTABIISIO JKENATh JIyUIIEro.

B cucremax reepanny OTBETa C yU4ETOM JIOTIOJHUTEIHHO HallIEeHHOH peneBaHTHOW MH(OpMAIH
(retrieval-augmented generation) [18] BeimosHSIETCS TTOAO0P HECKOJNBKHX MPUMEPOB, Hamboiee
MTOXOXXUX Ha 3aJaHHBIN, 0 3apaHee OMpEIeTICHHON Mepe, HalpuMep, KOCHHYCHOMY PacCTOSHHIO
MeXJIy BEKTOPHBIMH IpeACTaBIeHUAMHU. B pabote [7] mig 3Toil 3amaun NMpUMEHSIICS MOIXOX C
MOJICYETOM KOCHHYCHOTO PAacCTOSHHS MEXAY BEKTOpaMHM, IOIYyYEHHBIMH M3 Ten (QyHKOUi c
MOMOILbIO METO/Ia YIPOLICHHOTO NpencrapieHus rekcra CountVectorizer [19]. s perenust aToi
3a7a4d ObUI HCIIOJB30BaH IOJXOJ, ONMHUCaH B paboTe [7], KOTOpBI OBIT MOAEPHH3MPOBaH
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creayromuM obpasom: a) 3ameHa meroma CountVectorizer Ha cxoxwuit omxon Bag-of-Words 6e3
ydeTa KOJIMIEeCTBA CJIOB (TOKEHOB) B Y9acTKe Ko/, 0) 3aMeHa KOCHHYCHOTO PacCTOSTHUS Ha CpeHee
TapMOHHUYECKOE MEXTy BEKTOPHBIMH IIPECTABICHUSAMH, B) FICIIOIB30BAHNE B3BEIICHHON (QYHKIIUU
SequenceMatcher, koropast y4uThIBacT OOJBLIMH BKJIQJ TOKCHOB, IONABIINX B 00IACTB,
BBIJICJICHHYIO aBTOPOM I peleH3uu. lIpennokeHHble W3MEHEHUS IOKa3ald 3HAYUTENbHBIN
HIPUPOCT KAaueCTBa OINPEENICHNUsS] CXOKUX METOJOB C YUETOM BBIACICHHBIX YYaCTKOB Ha 3aKPBITOM
Habope TeCToB.

Kpome Toro, BaXHO UMETh OTHOCHTENILHO YUCTBIH HaOOp PELeH3Ni, KOTOpbIe OyIyT I0IaBaThCs B
KauecTBe mpumMepoB [8], Takue kak "Done" unu "4T0 3T0 Takoe?" MOTYT TONBKO YXYIIUTh KAY€CTBO
UTOTOBOM reHepanuu. [Iis pereHust 3Toi 3aJa4u UCI0Ib30BaJICs K1acCU(UKATOp KOMMEHTapUEB K
ucxogHoMmy koay [20]. B nanHOM wmcciienoBaHuM Obula J000ydYeHa SI3bIKOBas MOJENb Ha 0Oase
apxutektypsl CodeBERT, kortopas kiaccuduiupyer peuneH3MM Ha OJHY M3 5 KaTeropHu:
Development, Code Style, Discussion, User, Other. J[yist nansHefmeii paboTst 6yIyT HCIOIB30BaHbI
TOJIKO KOMMEeHTapuu rpymmnsl Development.

[lomydeHHass cucremMa aBTOMAaTHYECKOTO pELEH3MPOBAHUS C  aBTONMOJOOPOM IPHMEPOB
3HAYUTEIBHO MPEBOCXOIUT BEPCHIO C IBYMs (PHUKCHPOBAHHBIMHU NMPUMEPAMH, OTIMCAHHBIMH BBIIIIC.
IIpu 3TOM BCE emié ocTaroTCs CUTYAIH H30BITOYHOCTH MPEIJIOKEHIH, COMHUTEIHHBIX YITYqIICHAH,
KOTOpPBIC B KOHKPETHOM KOHTEKCTE HE HY)KHBI WM HETPUMECHUMBI, JINIITHAE TIPOBEPKH, MOIBITKH
UCTIPaBUTh HECYIECTBYIOLIHUI OMNOKY.

3.6 JononHuTtenbHasa hunbTpaumusa

B pabore [10] Takke omnucaHa WHCTPYKUMS JUIsi aBTOMATHYECKOW OLECHKH Ka4decTBa
CTCHEpUPOBAHHBIX pereH3nii. BeIOpaHHBIN aBTOpaM MOAX0 HOCHUT Ha3BaHHE "OOJBIIAs SI3BIKOBAs
Mmojienb Kak cyaps” — LLM-as-a-Judge, on npencrasiser co60i METOA aBTOMATHUYECKO# OIECHKH
TEKCTOBBIX OTBETOB, CTCHEPHPOBAHHBIX OONBIIMMHU S3BIKOBEIMH MOJIEISMH, C HCIIOIB30BAaHUEM
JIPYTOIA sI3bIKOBOM MOJICIIH B KAYE€CTBE CYbH. DTOT IMOAXO0]] II03BOJIICT UMHUTHPOBATH YEIIOBEUYCCKYIO
OIICHKY, (DOKYCHPYSCh Ha 3aJaHHBIX KPUTCPHUAX KAUSCTBA, TAKUX KaK PEICBAHTHOCTh, TOUYHOCTH,
CTHJIb WM COOTBETCTBHE KOHTeKCcTy [21]. B mccnemoBanuu [22] aBTOpBI CHCTEMATH3MPOBAIIH
METOA, NPOAeMOHCTpHpoBaB, uTo LLM-cynpu (Hampumep, GPT-4) mocturaror cormacus c
YEJIOBEUSCKHUMH OICHKaMu B 85% cilydaeB, 4TO BBIIIE, Y€M YPOBEHb COTJIACHS MEXKIY JIFOJbMH
(81%). BeigenstoT 3 moaxo/a K OleHKe:

o [lomapnoe cpaBrenme (Pairwise Comparison): LLM BeIOMpaeT JIydmuid OTBET U3 JBYX
BapUaHTOB, HATIPUMED, JUI CPABHEHHS Pa3HBIX BEPCHIl MOIEIHU WU 3aIIPOCOB.

o Tlpsmas onenka (Direct Scoring): LLM npucBanBaeT Gauibl win MeTKH (Hampumep, 1-5)
Ha OCHOBE KPUTEPUEB: KOPPEKTHOCTh, OTCYTCTBUE NMPEAB3SITOCTH, COOTBETCTBHE TOHY.

e Omenka c xoHTekcToM (Reference-Based): LLM mpoBepsieT COOTBETCTBHE OTBETa
HCXOJHOMY JJOKYMEHTY, YTO TOJIE3HO JUISI BBISIBJICHHS TAJUTIOIIMHALINH.

[IpumMepoM mpsMOii OIIeHKH sIBIIIETCS Takoil 3ampoc: "OueHure oTBET 4aT-60Ta 1Mo mKaiue ot 1 10
5, rme | — MOJHOCTBIO HEPENEeBaHTHBIN, 5 — WACANBHO COOTBETCTBYET Bompocy. OOBsICHEHUS HE
TpeOyroTes'.

[Touemy 3TO0 BOOOmIE paboTaer, BeIb MOJAETh HE W3MEHIJIACh M KAKOTO-TO JIOTIOJHHUTEIHHOTO
KOHTEKCTa, ¥ HOBBIX 3HAHUH MOJIEIIH OJaTh HeJIb3s, HHaUe JIOTHYHee ObLTO OB ero mepenaTh cpasy
B 3amady reHepauuu? OCHOBHBIM apryMEHTOM SBIIIETCS TO, YTO 3a/Jada KiacCH(UKAINH
(mammpumep, "COIEPIKUT JIM TEKCT MPEAB3ATOCTH?") TpeOyeT MEHBIINX BEIYUCIUTENBHBIX PECYPCOB
u npoiue g LLM, yem reHepaiiys CBI3HOIO OTBETA.

B pa6ore [10] ucmons3yroTcs 1Ba BapHaHTa MOAX0Aa "MOJETh KaK Cyabs'", IEPBBII U3 HUX — 3TO
npsMas orieHka o 10 kaTeropusm, KOTOpbIE aBTOPHI BBIICTHIIN U [T CaMOil TeHEpallii PeeH3Hi.
ITo kaxm0¥ U3 ITUX KaTeropuil MOJENN npeiaraeTcsi BRICTaBUTh OLIEHKY OT 1 70 10 u caenate no
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HUM HWTOTOBBIN BBIBOJ. BTOpOi BapHaHT OLIEHIIIMKA, MTPEIIOKEHHBI aBTOPaMH 3TOW paboTHI, 3TO
MOJIeJIb, KOTOPast PAaH)KUPYET HECKOJILKO OTBETOB, OCHOBBIBASICH Ha Bee TeX ke 10 Kareropusix.
[TpyMeHeHne NpeacTaBIeHHOW HHCTPYKIMH JUTS HCIIONB30BaHMs Ha CBOMX JAaHHBIX IT0KA3aJI0 OYeHb
HU3KAN K03 (QUIIMECHT COTIIacHs ¢ PYIHOH pa3MmeTkoit (koaddunueHT kamma Kosna mensme 0.01).
Tem He MeHee Hake TaKO# 3ampoc OTCEeHBall OOJBIIE IIOXHUX/OECTIONe3HbIX KOMMEHTApHEB, YeM
xopomux. OTCIOZa BO3HUKJIO JKEJaHWE YIYYIIUTh MHCTPYKIHMIO STOTO HMHCTPYMEHTa, HO
UCIIONIb30BaTh €ro Kak JONOJIHUTENBHYIO IPOBEPKY NPEIUIOKEHUH MOIENH M (QHIbTPaLUH
OIMOOYHBIX perieH3uid. 11 3Toro ObUT POBECH PsA SKCIEPUMEHTOB 110 YIIY4IICHHIO 3a1poca.
[TepBoHauanbHO, MPOBEASHHBIH aHAIHM3 IPH3HAKOB OLICHKH NPHBEN K COKPAIICHUIO HCXOJHOTO
Habopa u3 10 merpuk nmo 5 wmoueBbix kareropui: Understanding (ITonumanwme), Relevance
(PeneBantHocTb), Actionability (Bemomaumocts), Accuracy (IIpaBunbnocts), Clarity (SIcHOCTB).
JlaHHOe penieHue ObLIO OOYCJIOBIEHO TEM, YTO HCKIIOYEHHBIE MPU3HAKHM TOKA3aJUCh HE CTOJb
Ba)XHBIMH 1 CKOpE€ OTCEUBAIOIMHU OYEHB [UIOXHE 110 CTPYKTYPE KOMMEHTapUH, KOTOPBIE CHCTEMEI
aBTOMATHYECKOTO PELICH3UPOBaHMS Ha 0a3e S3bIKOBOW MOJIEIIH ITUIITYT PEKO, IPH 3TOM UX HAJTUUHUE
BHOCHJIO CBOH IOJIOXXHMTENbHBIH BKJIQJ B HEKAYECTBCHHBIC PELEH3WH M HETaTUBHO BIMSIO HA
TOYHOCTB OLICHKH OOLIEro KauecTaa.

ITocnenyromum marom cran mnepexon oT 10-6apHONH OLIGHOYHOHM IIKajbl K TPeXypOBHEBOMH
kareropusaiuu (poor, medium, good). DT0 u3MeHeHHE OBLIO MOTHBHPOBAHO BBICOKOM
CYOBEKTHBHOMN CIIOHOCTBIO JUISl aHHOTAaTOPOB B Au(depeHnuanun OJIM3KHX YHCICHHBIX OLICHOK
(mampumep, pasrpaHmdcHHe OaiwioB 5, 6, 7 mo Merpuke Actionability) u sMmmpudecku
HOATBEPKAEHHBIM MPeBocxoaAcTBOM LLM B knaccudukanuy TEKCTOBBIX METOK Hall YHCIOBBIMU
nporHozamu. Kak nemoHctpupyercst B pabote [22], ncronb3oBaHHe CEMaHTUYSCKU IPO3PAYHBIX
TEKCTOBBIX JICCKPHUIITOPOB MOBBIIIACT TOUHOCTH Kiaccudukanuu LLM nHa 15-20%.

[anee, B X0[¢ UTEPAaTHBHOrO MpoLEecca BaTUIalUK (BKIFOYAIOIIEr0 aHalInu3 OMMOOK MOAENU Ha
pENpe3eHTaTHBHBIX NpHUMepax) ObUTM cHOPMYIMPOBAHEI 5 IPYII HOPMATHBHBIX TPeOOBaHHH K
KauecTBY KOMMEHTApPHEB M YTOYHEHBI MpPaBWJIa arperaliyd YacTHBIX OIICGHOK B HTOTOBYIO
KaTEerOpHIO.

Hakoren, s obecreyeHHss KOHTEKCTHOTO IIOHUMAaHHUS, B CHCTEMHBIH 3ampoc  ObLIH
UHTETpUpPOBaHBl 3 mpuMmepa (QparMeHTBl KoJa C  CONYTCTBYIOIIMMH  PELCH3HUIMH),
COIPOBOXK/IaEMble Pa3BEPHYTHIMU TOSICHEHUSIMH ITPUMEHEHHs YCTAaHOBJICHHBIX MPABUJI OLIEHKH K
JIAHHBIM CJIy4asiM. DTO 00ECHEYHJIO SIBHYIO JEMOHCTpALMIO O0XHAaeMoro Qopmara M JIOTHKH
OLICHKU MOJICIIH.

CoriacoBaHHOCTb MEK/y MOJIENBIO C HTOTOBBIM 3aIIPOCOM U PYYHOH pa3MeTKOil 110 METpHKE Karlna
Kosna gocturna 0.14, uro Bcé emié sABISETCS HEIOCTATOYHBIM JIJI MCIOJIb30BAHHUS IMOJAX0Ja Ha
MpaKTHKe, HO 3HAYUTEJIbHO BbIIE IEPBOHAYaIbHOTr0. OCHOBHOM €ro MOJIB30M JUIsl MPAaKTHYECKOTO
NPUMEHEHHUS SBISIETCS] MOCT-(QUIIbTpanus peueH3ui. /s Kax1oro KOMMEHTapusi MOJIEIIbI0 Obliia
BBICTABJIEHA OIIEHKA: OIMOOYHBIE, CpeHKe U xopomre (wrong, medium, good). Jlasiee BO3MOKHBI
JBa BapuaHTa paboThl: MArKasi — KOrjga yOWpaloTCs TOJIBKO OIMIMOOYHbIE KOMMEHTapuu H,
COOTBETCTBEHHO, OCTAIOTCS CPEIHHE M XOPOLINE; JKeCTKAsi — KOTJa OCTAIOTCS TOJIBKO XOPOIIHE
KOMMEHTapUH, a BCE OCTANIbHbIE OT(OUILTPOBBIBAIOTCS.

Bce wucronp3oBaHHBIE W pa3pa0OTaHHBIE HMHCTPYKIMHM OMYOJMKOBaHBI M JOCTYIHBI IO B
perozutopuu [23].

4. Pesynbmambl

Ha puc. | mpuBeneHsI IpUMeEpHl PerieH3ni M pyYHOH pa3MEeTKH, KOTOPYIO TPOBOAMIHN SKCIEPTHI.
[TpumeHnMble KOMMEHTapUH TOBOPST O SIBHBIX MpPOOJIeMax, TAKUX KaK OTCYTCTBHE KOHTEKCTHOTO
MEHeKepa Il KOPpPEeKTHOH 00paboTku 3akphiTust (aiina mim o Hed(PeKTHBHOH 00paboTKe
9JIEMEHTOB (haiisia, KOTOpble MOJKHO COKPATUTh MCIIOJIb30BaHUEM TeHepaTopa crucka. K perensusam
CPEIHEro KauecTBa MO’KHO OTHECTH COOOIIEHHE O HEKOPPEKTHOM NMEHOBaHHUH ITEPEMEHHBIX HITH O
HECOIJIacOBaHHOM (opMaTe uTeHus (ailyia U yKa3aHHOM THIIE JJAaHHBIX, YTO TaK )K€ MOXKET OBITh

124



Kauanos B.B., ABromMaTnueckas reHepanus pereH3mii K Koay: 9BOMIOLNSA HHCTPYKIHUH U HHTeIUIeKTyanbHast ¢unstpatms. Tpyost UCIT
PAH, 2025, tom 37 BeIm. 4, wacts 2, c. 117-132.

OTIEYaTKO} 1 He MPUBEICT K 3HAUNTEFHBIM HAPYIICHUSAM B paboTe mporpaMMsel. Takue 3aMedaHus
MOTYT OKa3aThCs MOJIE3HBIMH, JTHO0 HATOJNKHYTh Ha MBICITH O HEOOXOAMMOCTH BHECTH U3MEHEHUS B
MAHHBIA y4acTOK Koja. K ommOoYHBIM KOMMEHTApHsIM OTHOCATCSI MPOCHOBI MCIPaBUTH KOJ Ha
TOXJIECTBEHHBIH CYIIECTBYIOIIEMY HWJIM JKEIaHHE BHEJPHUTh B NPOrpaMMy OMOJIHMOTEKY 3alliCH
JIOTOB, XOTS B IaHHOM KOHTEKCTE 3TO aOCOIOTHO HE HYXKHO.

Mpumep kopa

import os

def process_user_data(user_id: int, file_name: str, other_line: str) -> None:
data_efficasy = 0

full_path = os.path.join('data/', file_name)
file: IO[str] = open(full_path, 'zb')
for line in file:
if line == other_line:
data_efficasy += 1

print(f"Data processed with efficasy: j{data_efficasyi")

anMeHMMbIe KOMMEHTapuu
Line: 7
The file should be opened using a context manager to ensure it gets closed properly.
Suggested fix: with open(full_path, 'rb') as file:

Line: 8
The loop might be transformed to sum function with generator comprehension expression.
Suggested fix: data_efficasy = sum(1 for line in file if if line == other_line)

CpepaHue KOMMeHTapumn
Line: 2
Variable name 'data_efficasy' is misspelled. It should be 'data_efficiency'.
Suggested fix: data_efficiency = @
Line: 7
The file is opened in binary mode ('rb') but read as text. Change the mode to 'r' for text
files.
Suggested fix: file: I0[str] = open(full_path, 'r')

OWKMBOoYHLIE KOMMEHTapPUK
Line: 1
The function should import the required module 'os' at the beginning of the file.
Suggested fix: import os

Line: 12

Avoid using print for logging. Use a logging library like logging for better control and
flexibility.

Suggested fix: import logging; logging.basicConfig(level=logging.INFO); logging.info(f"Data
processed with efficasy: {data_efficasy?}")

Puc. 1. Ilpumepbor peyensuil u ux pyuyHoU pasmemku.
Fig. 1. Examples of review and its manual labels.

Puc. 2 nemoHCTpupyeT penpe3eHTaTHBHBI HpUMEp KOAA U COOTBETCTBYIOIIMX PELEH3UH,
Cr€HEpUPOBAHHBIX MOJIENIBIO IPU UCIIOJIB30BaHUH PA3JIMYHBIX IIPOMIITOB, ONIUCAHHBIX B Paznene 3.
KinroueBbIM 3aMeuyaHHMeM K aHAIM3UPYEeMOH (QYHKIMH OT HACTOSIIMX PELEH3EHTOB SBISIETCS
MOBTOpHAsl KOMIMWIALMS PETYISPHBIX BBIPAXEHUI INpPHU KaXAOM BBI30BE METOAA, 4YTO CO3AAET
M30BITOYHbIE BBIYUCINTENbHBIE 3aTpaThl. C TOYKM 3peHHs ONTHMH3ALMHU MPOM3BOANUTEIHHOCTH,
MPEAOYTUTEIFHBIM peIIeHHeM ObUIO OBl BBIHECEHHE IPEIBAPUTENBHO CKOMITMIMPOBAHHBIX
BBIp)XEHUH B 00J1aCTh II100aTBHBIX IEPEeMEHHBIX. Perien3ns, chopMupoBaHHas Ha OCHOBE 6a30BOT0O
3ampoca, COAEP)KUT OUTMOOYHOE YTBEP)KICHNWE O HEJOCTATOYHOM BBIPA3HTEIBHOCTH PETYIISIPHBIX
BBIPXECHUH U NX HECTIOCOOHOCTH KOPPEKTHO 00pabaThIBaTh LEJIEBbIC 3HAUCHHS.
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MNMpumep koga

def get_compiler(config_file_path: Optional[Path]) -> str:
default_compiler = 'gcc-10'

if config_file_path is not None and config_file_path.exists():
with open(config_file path, 'r', encoding='utf-8') as f:
config = f.read()
gcec_pattern = re.compile(xr'CONFIG_CC_VERSION_TEXT=.+gcc.*?(\d+)"')
clang_pattern = re.compile(
T'CONFIG_CC_VERSION _TEXT=.+clang version (\d+)'

gcc_match = gce_pattern.search(config)
if gcc_match:
version = gcc_match.group(1)
return f'gecc-jversiont'

clang_match = clang_pattern.search(config)
if clang_match:

version = clang_match.group(l1)

return f'clang-fversiont'

return default_compiler

BasoBasn WHCTPYKUWNA
The regular expressions used to extract the compiler version are too simplistic and may not handle all valid version
formats. For example, GCC and Clang versions can include multiple numbers (e.g., gcc-10.2.0 or clang version

12.0.0). Update the regular expressions to capture the full version string. Additionally, consider adding error handling
for cases where the version string is not found or is malformed.

PacluvpeHHbIW KOHTEKCT

The regex patterns are compiled inside the function, which means they are recompiled every time the function is
called. Move the pattern compilation outside the function to improve performance.

Suggested fix:

gcc_pattern = re.compile(xr'CONFIG_CC_VERSION_TEXT=.+gcc.*?\s(\d+)\b')

clang_pattern = re.compile(xr'CONFIG_CC_VERSION_TEXT=.+clang version\s(\d+)\b')

def get compiler(config file_path: Optional[Path]) -> str:",

YnyyweHue TpeboBaHUA
The gee_pattern and clang_pattern are compiled every time the function is called. These patterns are static and can be
compiled once outside the function to improve performance.
Suggested fix:
gcc_pattern = re.compile(r'CONFIG_CC_VERSION_TEXT=.+gcc.*?(\d+)"')
clang_pattexrn = re.compile(x'CONFIG_CC_VERSION_TEXT=.+clang version (\d+)')
def get_compiler(config_file_path: Optional[Path]) -> stxr:
default_compiler = 'gcc-10'
if config file_path is not None and config file path.exists():
with open(config_file_path, 'r', encoding='utf-8') as f:
config = f.read()
gcc_match = gcc_pattern.search(config)
if gcec_match:
version = gcc_match.group(l)
return f'gecc-{version}'
clang_match = clang_pattern.search(config)
if clang_match:
version = clang_match.group(l1)
return f'clang-{version}'
return default_compiler

ABTOnoaGop NnpMmMmepoB

Avoid reading the entire file into memory by using Path.read_text() for better readability and performance.
Suggested fix:

config = config_file_path.read_text()

Puc. 2. [Ipumepul peyensuii npu pasiudnvlx UHCMPYKYUSIX.
Fig. 2. Examples of review from different prompts.
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JlaHHOE 3aKIII04YeHHEe HE COOTBETCTBYET JCUCTBUTEIHLHOCTH, TaK KaK TEKYyILas peanr3alus MeTo/a
obecreunBaeT IOJIHOE TMOKPBITHE TPeOyeMBIX clydaeB. 3ampoc C pacHIMpPEeHHBIM KOHTEKCTOM,
HAMPOTHB, KOPPEKTHO HWACHTHOUIMPYET MNpoOIeMy TOBTOPHOH KOMITMIISIIIMK —PETYJSIPHBIX
BBIpOKCHUH. B mpeyioskeHHOM HMCIpPaBICHUU MOJENb BBIHOCHUT PETYJISIPHBIC BBIPAXKCHHUS 32 €T
MpeJIelibl, OJHAKO BHOCHT HEOOOCHOBAHHBIE U3MEHEHUSI B CAMU BBIPKCHUSI.

YcoBepLICHCTBOBAHHEIA BapHAHT 3alpoca TEHEPHPYET PELEH3HI0, HE TOJIBKO COITIACYIOIIYIOCS C
HpeabIayIIeil HHCTPYKIKEH, HO W MpejJiaraeT IOJHBIH UCIIPaBIEHHbBIH METOJ] C HCIIOJIb30BaHUEM
BBIHECEHHBIX IIOOABLHBIX NMEPEMEHHBIX, COXPaHssSI PH 3TOM HCXOIHBIC PETYJISPHBIC BBIPAKEHHS
0e3 n3meHenmit. HakoHen, peneH3us, Noay4eHHas: IpH HCIOJIb30BaHUH 3aIlpoca ¢ aBTOMAaTHYECKH
NoA00paHHBIMKM IPUMEPAMH COJIEPKUT HOBOE 3aMEYaHHE O TOM, YTO BMECTO CaMOCTOSTEIBHOTO
yreHus aita yepes GyHKIMIO Open MOXKHO HCIIOJIb30BaTh BCTPOSHHBINH MeToa read text(), Tak Kak
nepemenHas config_file path srnsercs oopexrom Trmna Path u3 6ubmmorekn pathlib.

Jnsi yucieHHON OLIEHKM NMPUMEHHUMOCTH IPEUIOKEHHBIX PELEeH3Ui ObUT HCIOJb30BaHO J1Ba
TECTOBBIX cTeHAa. [1epBblit ObLT cOcTaBIIeH U3 3aKpbITOro Habopa 123 100aBIEHHBIX U U3MEHEHHBIX
METO/IOB, U3BJICUCHHBIX 13 10 KOMMHTOB JOKambHOTO cepBepa Gerrit. Kopmyc Bkirogaet 11 HOBBIX
u 25 MomuduupoBaHHBIX (aiyioB, pean3oBaHHBIX Ha s3bIke Python. AHHOTHMpOBaHWE TaHHBIX
BBITIOJTHAIOCH JBYMsI aBTOPaMHU MCXOAHOTO KOJa C LENbI0 TOYHOH KJIacCH(UKAUH MPEITIOKCHUH,
creHepupoBaHHBIX LLM, 1o cienyromuM KaTeropusM: NpUMEHNMBIE, IIPHEMIIEMbIE (CpeIHHE), HO
HECYIIECTBCHHBIC B JAHHOM KOHTEKCTE, M OINHOOYHbBIC, C HU3KOW BEPOSTHOCTHIO BHEIPEHHS
pazpaborunkoM. CornacoBaHHOCTb IIPH PYYHON pa3MeTke, n3MepeHHas kanmoi KosHa, cocraBmia
0.81. B kauecTBe 6a30BOI MOJENN HMCIONB30BaIaCh OOJbIIas A3bIKOBas Mozeap Qwen/Qwen2.5-
Coder-32B-Instruct. Cpexntee Bpems 00pabOTKH OAHOTO HaOOpa HU3MEHEHHIH COCTABUIIO IPUMEPHO
75 cexyHn, a cpeiHee BpeMsi AOMOJHUTENBHON OLEHKH OJTHOM peLeH3Ur 0KO0JIO 7 CEKYH.
B Tabn. 1 mnpuBeneHbl pe3yibTaThl Pa3METKH CreHEPUPOBAHHBIX PELEH3MH O NPUMEHEHUs
¢unbTpoB. Hamnyumime pe3ynbTaThl MOKas3blBaeT IOAXOJA C YIYYIICHHBIMH TpeOOBaHHSIMHU B
MHCTPYKLIUHU Kak Io TouHOcTH (28.89%), Tak M MO KOJMYECTBY MPUMEHUMBIX (26 mpotuB 22 y
6a3oBoil MHCTpykuMH). CTOUT OTMETHTh, YTO ABTOMATHYECKUN MOAOOP NPHUMEPOB IMOBBIIIAET
KOJIMYECTBO M TOYHOCTh HEIUIOXHMX (CpeJHHX W TpuMEeHHMMBIX) penenzuii (50.82%). Taxxke
MHTEPECHBIM HAONIOACHHWEM SBIAETCS JOCTaTOYHO HHU3KME IIOKa3aTelnd Yy TOAXoda C
(PMKCHPOBaHHBIMH NPUMEPAaMH, TOYHOCTh NMPUMEHNUMBIX 3aMEUYaHUil Jake HIKe, 4eM y 0a30Boii
MHCTPYKIWHU. TakuM oOpa3oM NpHMEHEHHE BBINICONMCAHHBIX METOAOB YIYUIIEHHS WHCTPYKIMH
MOBBICHJIO TOYHOCTH ITOJTHOCTBIO MIPUMEHUMBIX PELEH3MH B 2 pa3a, a HeIIoXuX npuMepHo B 1.4
pa3a. B pesynmbratax TtectupoBanus pabotsl BitsAl na momenun Qwen2.5-Coder-32B-instruct
yKa3aHa CpedHssl TOYHOCTh ITOJIE3HBIX KOMMEHTapueB Ha ypoBHe 10%, 4TO HEMHOro HMXe, HO
CPaBHUMO C MOJyYCHHBIM B Tabm. 1 11 6a30BOM HHCTPYKIIUH.
B tabn. 2 u 3 mpuBeneHB! pe3yNbTaThl MPUMEHEHHS HHCTPYKIIUH U3 CEKINH 3.6 B KaYeCTBE MITKOM
M JKECTKOW TOCT-(QUIBTPAllMH CTCHEPHPOBAHHBIX pELEH3HH, COOTBETCTBEHHO. [lo MeTpuke
TOYHOCTH >KeCTKasi (UIbTPALMs ITOKa3bIBaeT Oosiee BeIcOkHE (10 37% NMPUMEHUMBIX) Pe3yIbTaThl,
OJIHAKO 00IIlee KOJIMYECTBO, B TOM YHCJIE€ M HETUIOXMX KOMMEHTapueB CUIbHO CHIpKaercs (40
MPOTHUB 52 JUI OJX0/1a C aBTOMO00pOM ITpuMepoB). VI3 TaGnuIsl BUAHO, 9TO IPUMEHEHNE OTHOU
TONBKO (MIBTPALIMU K 0a30BOM MHCTPYKIMH HE JaeT TAKOTO IMPUPOCTA TOYHOCTH, KaK HACTPOIKa
WHCTPYKIIMH, OJHAKO B CyMME C OCTaJIbHBIMH TOAXOIAMH 3HAYUTEIHHO ITOBBIMIAET HUTOTOBYIO
TOYHOCTH (B 2.5 pa3a mpumeHnMbIe 10 37% u B 1.6 paza Hermioxue perneHsun 10 61%). Taxke
MOAXOA C MATKOH M JKecTKOW (uibTpanusiMu J00aBiseT TMOKOCTh B HACTPOMKY HTOTOBOTO
WHCTPYMEHTA.
Bropoii TectoBsIit Habop coctosut u3 1000 3K3eMILUIIPOB OTKPHITOTO Habopa TaHHBIX C IPUMEpPaMHU
U3MEHEHHs1 KoJa M COOTBeTCTBYHOIMX WM peueHsuit CRer, npencraenensoro B pabore [10].
Uccnenyemast Monenb (MHCTPYKIMSI C YIIyYIIEHHBIMU TPeOOBAaHUSIMHU) CTEHEPUPOBAJa PEIEH3UH
JUIS TIpEJICTABJICHHBIX (parMeHToB Kojaa. OTHOCUTENbHAs PEJIEBAHTHOCTh BHIBOJOB OIL[EHUBAJIACH C
nomotnpio pamxkupytomei cucteMsl DeepCRCEval, coprupyromieli KOMMEHTapuu IO CTEIEeHH
COOTBETCTBHS LIEIEBOMY KOTY.
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Tabn. 1. Pesynomamol oyenxu kayecmea peyensuil (6e3 gunompos).
Table 1. Results of the reviews evaluation (without filters).

Merton Oomiee Ommbounsie | Cpennue (wt, %) | [Ipumenumsie (T, %)
KOJIUYECTBO

BazoBast 150 95 33,22 22,147

HUHCTPYKIUS

Pacmmpennsiit 123 74 27,219 22,17.9

KOHTEKCT

VYnydiienue 90 48 16, 17.8 26, 28.89

TpeOoBaHUit

OUKCHPOBaHHBIE 150 92 37, 24.6 21,14

PUMEPHI

AsTomonbop 122 60 38,31.1 24,19.7

IpUMEPOB

Tabn. 2. Pe3yniomamol OyeHKU Kauyecmsea peyer3ull nocie MAsKou Quibmpayuu.
Table 2. Results of the reviews evaluation after soft filtering.

Meron Oo6mee Ommbounsie | Cpexnue (T, %) | [Ipumerumsre (T, %)
KOJIUYECTBO

Basosas 106 61 26, 24.52 19, 17.9

HHCTPYKIUS

PacmmpenHsrii 80 42 21, 26.25 17, 21.25

KOHTEKCT

Vydiienve 64 29 14, 21.87 21, 32.81

TpeOoBaHUit

OuKCHpOBaHHBIE 78 34 27,34.6 17, 21.79

PUMEPHI

AsTomonbop 92 40 31, 33.9 21, 22.83

OpUMEPOB

Tabn. 3. Pe3ynemamul OyeHKU Kauecmea peyeH3uil NOCie HCecmKoi (puibmpayuu.
Table 3. Results of the reviews evaluation after hard filtering.

Meron Oo6mee Ommbounsie | Cpennue (wrt, %) | [Ipumenumsere (T, %)
KOJINYECTBO

BasoBas 76 42 19, 25 15, 19.74

HUHCTPYKIIUS

Pacuupennsiit 51 22 14,27.4 15, 29.41

KOHTEKCT

VYydmenue 54 21 13, 24.07 20, 37.04

TpeOoBaHUit

DuKCHPOBAHHBIC 47 24 12, 25.53 11,234

PUMEPHI

Asromonbop 66 26 22,33.3 18, 27.27

PUMEPOB
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JlaHHBIH OLCHIMK OCYLIECTBJIACT COPTUPOBKY CIIMCKA PELICH3MI MO CTENEHH MUX COOTBETCTBUSA
(peneBaHTHOCTH) LENEBOMY IIOJAHHOMY YYacTKy KoJa. B Kakaplil paHwKHpyeMblil MakeT A
ogHoro  ¢QparMeHTa  Koma  BKIIoYauuch N KOMMEHTAapHeB,  CTCHEPHPOBAHHBIX
YCOBEPILECHCTBOBAHHOW MOJIENBI0, W OAWH KOMMEHTapHi, MOJYYSHHBIH C HCIIOJIb30BAaHHEM
npomnTa u3 cuctemMsl DeepCRCEval. KmoueBoe pasmuune 3akimodaercs B (opMaTte BBIBOJA:
0a30BBIIl MOAXOJ TEHEpUpPYeT eAMHOe cooOlleHHe Ha (parMeHT Kojaa, Torja Kak
YCOBEPILEHCTBOBAHHAS MHCTPYKLHUS MUIIET CHHCOK OTACNbHBIX 3aMmedaHuid. J{ist oOecneueHus
COINOCTaBUMOCTH PE3YNbTaTOB TPH BapHaTUBHOM 3Ha4eHUH N, peleH3UH, CreHepHpOBaHHBIC
6a3oBbIM 3ampocoM k cucteMe DeepCRCEval, KOTOphIM OLIEHIIMK MPUCBAWBANl MO3ULUIO HIKE
HepBOH, NMPUHYIUTEIBHO YCTAHABIMBAINCH Ha paHr 2. DTa Mepa NpeAoTBpaTWiia HCKaKCHHE
MeTpuKHu cpeaHe obparHoro panra (Mean Reciprocal Rank, MRR) m3-3a He ¢ukcmupoBaHHOTO
KOJIMYECTBA KOHKYPUPYIOIIUX PELEH3HH OT YCOBEpPIICHCTBOBAHHOW MOJEIH B PA3HBIX MaKeTax.
YcoBepLICHCTBOBAHHBIA MOAXOA HPOAEMOHCTPHPOBAT 3HAYMMOE IPEBOCXOJCTBO, JOCTHTHYB
cpenurero panra (MRR) 0.915, B To Bpems kak pe3ynbTaT 06a30Boi MHCTpyKuuu coctaBmi 0.585.
[omy4yeHHble 3HauYeHWs CpeldHe OOpPAaTHOTO paHra CBHAETEIBCTBYIOT O 0Oojee BBICOKOM
3¢ PEeKTUBHOCTH pa3pab0TaHHOTO MOAX0AA B TeHEPAlMH IPUMEHUMBIX PELEH3UH.

5. 3aknrodeHue

B pamkax maHHOTO WccienoBaHUs ObITa OCYIIECTBIEHA pPa3pabOTKa M JeTanbHas IpopadoTKa
CIHELUAIN3UPOBAHHBIX MHCTPYKIHMH, HANpaBICHHBIX Ha S(QQEKTUBHOE pEIICHHE KOMIUICKCHOM
3aJja4yd aBTOMAaTU3MPOBAHHOW TE€HEpaluu COJEPKATECIbHBIX W TPUMEHHMBIX DPELEH3UH I
U3MEHEHHH HCXOJHOTO Koja. [l JOCTIDKEeHHS 3TOU 1enu ObUI IPOBECH aHAIN3 U MOCIeAyolee
NPaKTHYECKOEe BHEJAPEHUE psijia COBPEMEHHBIX IOJXONOB K KOHCTPYUPOBAHHIO IIPOMIITOB,
JIOKa3aBIIUX CBOIO 3()()EKTHBHOCTH B CMEKHBIX 00J1aCTSIX 00pabOTKU €CTECTBEHHOTO SI3bIKa U KOJIA.
K 4mcny 3THX UCTIONB30BaHHBIX METOJUK OTHOCSTCS: IOLIArOBbIe PacCyKICHUS, IPEJOCTaBICHHIE
MOJIETI OTPAaHWYCHHOTO KOJHMYECTBA PEIECBAHTHBIX NPHUMEPOB, CTPYKTYPHUPOBAHHBIN BBIBOA H
MHTEIUIEKTyanbHast GUIbTPanus OTACIbHOM MHCTPYKIMEH OLCHIINKA KadecTBa. [ mpoBeaeHus
JKCIIEPUMEHTOB ObLIa BEIOpaHa OTKpbITast Mojenb Qwen/Qwen2.5-Coder-32B-Instruct. [IpoBenena
OLICHKA NPUMEHUMOCTH TPEIUIOKEHHBIX PELEH3MH HENOoCPEICTBEHHBIMU aBTOPAMU HM3MEHEHHIL.
Haunyummii 13 peann3oBaHHBIX W HPOTECTUPOBAHHBIX MOAXOAOB K COCTABJICHHIO MHCTPYKIMI
NPOJIEMOHCTPUPOBAN 3HAYMTENbHBIH KAYECTBEHHBIH CKA4OK: JIOJIs1 MPUMEHUMBIX peleH3Hi
yBEJIMYMIACh B 2.5 pa3a, OJJHOBPEMEHHO TOBBICHB IPOLEHT HEIJIOXUX KOMMeHTapueB B 1.6 pa3a,
YTO TO3BOJIMJIO JOCTHYb TOYHOCTH B 37% u 61% cOOTBETCTBEHHO. AHAIN3 SKCIEPUMEHTATbHBIX
JIAHHBIX TO3BOJIMJI BBISIBUTb, YTO MPEJIOCTABICHHUE MOJIEIN HEOOJBIIOr0 KOJIMYECTBA IPHUMEPOB
MOBBIIIAET  OOllee  KOJMYECTBO  HEIUIOXMX  KoMMeHTapueB. Kpome  Toro,  Obuio
MPOJIEMOHCTPUPOBAHO, YTO HCIIOJIb30BaHHE oTAenbHOro MU skcnepra-oueHyka, MOXET ObITh
3¢ PEeKTUBHO B Ka4eCTBE MHTEIUIEKTYaJIbHOTO PaHXHUPYIOIETo GuibTpa s pereHsnii. OcHOBHAs
Ielb Takoro (uibTpa — IOBBIICHWE TOYHOCTH M KOJHMYECTBA IOJE3HBIX KOMMEHTApHEB B
(bMHATEHOM BBIBOJIE CHCTEMBI IPH OTHOBPEMEHHOM OTCEMBAHNH HEPEJICBAHTHBIX, H30BITOYHBIX HITH
MOTEHIMAJIbHO BBOJASIINX B 3a0IyKAEHHE IPEAJIOKEHHUH, TeM CaMbIM CYIIECTBEHHO IOBBIIIAs
UTOTOBYIO LIEHHOCTb M IIOJIb30BATENbCKUI ONBIT aBTOMATH3MPOBAHHOTO PELEH3UPOBAHUS JUIs
KOHEYHOT'O [10JIb30BaTEeIs.
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1. BeedeHue

YcTOHUMBOCTE TIyOOKMX HEWPOHHBIX CeTed K BO3MYIICHHAM BXOAHBIX MJAaHHBIX SBIAETCS
KJIFOUEBBIM CBOMCTBOM, HEOOXOMUMBIM JUIS MX WHTETPAIlMH B Pa3IM4Hble 00JaCTH MAIIMHHOTO
00y4ueHHs C TIOBBIIIIEHHBIMU TpeOoBaHUAMH K Oe3omacHocTH. HanpumMep, B MpUKIIaAHBIX 3aqadax:
ABTOHOMHOTO BOJKAEHHE, MEIUIMHCKON UAarHOCTUKM M (UHAHCOBBIX TEXHOJOTHSAX BOIPOCHI
0€301acHOCTH UMEIOT OYEeHb BBICOKOE 3HaYEHHUE. XOTS OT HEHPOHHBIX CETeH 0)KMUAACTCs, UYTO OHHU
OyZIyT BBIIABAaTh CXOXKMH PE3yNbTAT Ul OJIM3KUX 110 COIEP)KaHMIO BXOOB, JaBHO M3BECTHO, YTO
OHHM YA3BHMBI K TaK Ha3bIBaeMbIM cocTsizarenbHbiM (adversarial) Bosmymenusm [1], maibiM,
CIHELHAIBHO CKOHCTPYHPOBAaHHBIM U3MEHEHHSM BXOJHBIX JAHHBIX, KOTOPHIE HE MEHAIOT CEMAHTUKY
HCXOJHOTO OOBEKTa, HO BBIHYKAAIOT MOJENb BBIAABATH 3apaHee OMNpPEICNEHHBIM pe3yibTaT.
BONBIIMHCTBO METOJIOB TEHEpPAILMH COCTSI3aTEeNbHBIX aTaK HEWPOHHBIX CETeH HaIpaBlIeHO Ha
MOCTPOCHHE MOJOOHBIX BO3MYIIEHHUH, YTO JIEMOHCTPUPYET, YTO B IIEJIOM NPOTHO3BI HEWPOHHBIX
ceTell Hellb3sl CUUTATh MOTHOCTBIO HaIEKHBIMH.

Haubonee >¢p¢exTuBHBIE M HE3aMETHBIE aTakW, KaK IPaBHIIO, TPEOYIOT JOCTyIa K IpaireHTaMm
MOJIEIM W TIOATOMY HMEIOT OTPAaHWYCHHYIO IPAKTHYECKYI0 NPUMEHUMOCTH [2-4]. OmHako B
peabHBIX YCIOBUAX MOJENIN MALIMHHOTO OOy4YeHHS HEpeaKO pa3BEPTHIBAIOTCA B BHUJE CEPBUCOB,
JOCTYIHBIX uepe3 mpukiannoi muTepdeiic (Application Programming Interface, API). Takoii
pexuM paboThl, XOTS M HAKJIAJBIBACT ONPEIeIEHHBIE OTPaHNYEHHS Ha MCCIeI0BaHNEe pOOACTHOCTH
Mozeneii knacca MLaaS (Machine Learning as a Service), He HCKIIroYaeT BO3MOKHOCTH T'eHEpaluH
cocmsizamenvHblx BO3MyIeHu [5-8]. B wactHOCTH, Mst «4€pHOTO smuKa (KOrjaa JOCTyIa ecTh
TOJBKO K OTBETaM MOJIENIM, & HE KO BCEil MOJENH, B YaCTHOCTH K €€ BecaM) MOXHO IOCTPOHTh
BO3MYIICHUE, OLEHMUBAs I'PaJMEHTHl B OKPECTHOCTH LEeneBoil Touku [9-10], mpuMeHss METOAbI
CJIly4alHOT'O ITOMCKa [6] MM MCIIONB3YS NEPEHOC 3HAHUM JUIst 00y4eHHs BCIOMOTaTeIbHOW MOEIN
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U TIPOBENICHHS aTaKu B PEXUME «Oenoro suka» (Korja y aTakyIoIIero €CTh MOJHBIH JOCTYI K
MOJIEITH, BKITFOUas ee Beca U rpagueHTsl) [11-12].

Tem HE MeHee, METOBI YEPHOTO SIIMKA 3a4acTYI0 TPEOYIOT 3HAYMTEIFHOTO YHCIIA 3alPOCOB K
1esieBoi Moieni. B HacTosme paboTe MBI CTaBUM CIIEAYIOIINI HCCIIe0BATEECKUN BOIIPOC: KAK
COKPATHUTh YMCJI0 HeOOXOAMMBIX 3alIPOCOB 151 MOCTPOCHUS COCMA3ZAMENbHBIX IPUMEPOB 115
3aJaHHOM MOJleJIM YepHOro SIIMKa, pelialpmeil 3agaqyy kjaccupukanum u3o0pakeHUH ¢
COTEH M THICAY [0 JecSITKOB 3anmpocoB? [Iyisi 0oTBeTa Ha HEro Mbl mpemiaraeM Meroq Mimic —
METOJ FeHepalluu aTaky Ha YepHBIN AIUK. B 0CHOBe anropurMa HaxoQuTCs UAes MepeHoca aTaky,
MOJIY4YeHHOW Ha MoOJeNnu-3aMecTuTesie (fajnee MOEIb-Y4EeHHUK), MOCTPOCHHOW Ha HTEepaTHBHOU
JIOKAJIN30BaHHON AMCTHIUISIIMY 3HAHUH, HAa MOJIENb YEPHOTO SIIUKA.

MerTomb! aTak, OCHOBaHHBIE HAa AUCTUJUIALIUY 3HAHUM, B IOCTIEIHUE TOABI aKTUBHO H3y4aroTca. OHU
NPUMEHSIOTCA, HalpuMep, A 3allUThl HHTEJUIEKTyaJbHONH COOCTBEHHOCTH: IIOJNyYEHHas B
pe3ysbTaTte M3BJICUCHUS! 3HAHUH MOJAENBI0 YYEHUKOM HCIOJB3YeTCs ISl BHEAPEHUS LU(PPOBBIX
BOJISIHBIX 3HAKOB, MO3BOJISIOLIMX YCTAHOBUTh HCTOYHHK Cr€HEPUPOBAHHOrO KoHTeHTa [13-16].
JlaHHBIN MOAXO[ TaKXkKe MCIOJb3yeTcs MIPU aTakax Ha MOJeNu depHoro suuka [11-12]. B pamkax
Hamied paboTBl MBI MpeaIaraéM HTEpaTUBHOE OOYYEHHE CEpHH MOJIENeH-ydeHNKOB Ha
pacmmpstomemMcs Habope MaHHBIX. Takoil mpomecc MO3BONSET KaXKAOW MOCIEYIOEeH Momenn
YUCHHKY TOYHEE BOCIIPOM3BOJHUTH TIOBEJICHNE UCXOIHON MOJIENN YEPHOTO SIIUKA II0 CPABHEHHIO C
IpeabIAyIeH 1, B KOHEYHOM CUYETe, BBIUUCIATh cocma3amensHoe BO3MYIICHUE s Heé.

Hamn Bkiiasm MOKHO NPEICTAaBUTD CIIETYIOIMIMM 00pa3oM:

1. Msl nmpeayiaraeM MeToauKy Mimic — aTaky ¢ MEpEeHOCOM Ha MOJENIb YEPHOTo SIIHKa,
OCHOBAaHHYI0O Ha JIOKAJIbHOW AWUCTWIIALMHN 3HAHWH. AJTOPHTM HCIIONB3YET IIOBEICHHUE
1eTIeBOH (YIUTENILCKOH) MOJENH B OKPECTHOCTH PAcCMaTpUBAEMON TOYKH B IMPOCTPAHCTBE
NPU3HAKOB U (QOpMHUpYyeT HabOp MoJenei-ydeHNKOB, BOCIPOM3BOAAIINX MpEACKa3aHHs
IIeJIeBOI MOZIETTM Ha KOHEYHOM MHOXECTBE ToueK. Jlasee 3ToT Habop MoJernel HCIOoNb3yeTcs
JUTSL BEIYHCIICHUSI COCMA3AMENbHbIX BOSMYILICHHH B PEXIME «OEIIoro AIINKaY, KOTOPOE Mocie
KOHEYHOT'O YHCIIa UTEPALMH AUCTIIISIIUHI IEPEHOCUTCS Ha MOJICIIb-yIHTEIs.

2. Mbl DKCIEPUMEHTAJIBHO JEMOHCTpUpYEeM 3(GQEKTUBHOCTh IpeJiaraeMoro IMojaxojaa Io
CPaBHCHHIO C JPYIMMH METOJaMH aTakaMH YepHOro SIIIMKa B 3aJade KIacCH()UKALMH
N300paKeHMI.

2. O630p numepamypbli

B nanHOM pa3merne NPHBOAWTCS KpaTKU 0030p CYIISCTBYIONIMX aTaK YEPHOTO SIMIAKA |
MIPUMEHEHUH TUCTUILISIUN 3HAHUH.

2.1 Co3paHue cocTA3aTesibHbIX BO3MYLLUEHUN

B nmrepatype METOHBI MOCTPOSHHS COCTSA3ATEIBHBIX BO3MYIICHUH UL ceTell ¢ OrpaHHYCHHBIM
JOCTYIIOM K apXUTEKType, BecaM WM O0yJarmeMy Ha0Opy JaHHBIX HA3bIBAIOTCS aTaKaMd B
pexnMe «4€pHOro sImmMKay. Takue araku TONpa3AeNisAloTCS Ha JBa THIMA: 3alpOCHO-
opuentupoBannbie  (query-based) wu nepenocHeie (transfer-based). B  nmanHOii  paGorte
paccMaTpuBaeTCsl MEPEHOCUMOCTh COCTSA3aTENBbHBIX aTaK M3 PeuMa «OeNoro SIuKa» B PeKUM
«UEPHOTO SLIUKA.

B 3anpocHO-0preHTHPOBAHHBIX aTaKaxX 3JI0YMBIIIJIEHHUK UCTIONB3YET BBIXOJ] IIEJIEBON MO IS
MOCTPOCHHUS COCTSI3aTeIbHOTO TpuMepa. OJMH U3 MOAXO0JI0OB — OIEHKA TpaJreHTa MOJAENTH 0
BXOJIHBIM JaHHBIM [17-20]. OgHako 1mog00HbIE METO/BI, KaK MPaBUIO, TPEOYIOT OOJBIIOTO YhCa
3aMpOCOB K IEIEBOM MOJENH, YTO ACNAeT WX HEMPaKTUYHBIMU. B MPOTHBOIOIIOXHOCTh UM, TIPH
MIEPEHOCHBIX aTaKaxX COCTA3ATEeNbHBIN MpUMep (HOpMHUpYyeTCs MyTEM aTakd Ha OJTHY WM HECKOJIBKO
BCIIOMOTATENbHBIX (3aMemiaromux) moxened [7, 11, 21]. B nmrepaType ONHMCAHBI ITOIXOMEI,
YIIyYIIAIOUIMe MEPEHOCUMOCTb, BKIIOYas HCMIOJIb30BaHUE ayrMEHTalUud JaHHBIX [22], METOH0B
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JIOTIOJTHEHHOTO HCIIOJIh30BaHUEM IpaarueHToB [23], arperanmu [24] uiau HaCTPOWKH HaINpaBJICHUN
noucka [25].

Cpenu U3BECTHBIX aTakK YEPHOTO SIMKA MOXHO BRIAETUTH, HanpuMep, ZOO [18] u NES [9]. Araka
Z0O0 nocnenoBaTessHO 100aBIsIeT HEOOIBITIE TIONI0KATENFHBIE WIIH OTPUIATEIbHBIC BO3MYIICHHUS
K KQXXJIOMY ITHKCEITI0 [eJIEBOTO H300pakeHHs, ITOCTIe YeTr0 OTHPAaBIIeT H3MECHEHHBIE N300paKeHHS
Ha BXOJ] YCPHOTO SIIMKa W, OMHPAsSCh HAa OTBETHl MOJEIH, IPOW3BOAWT OICHKY TIpagieHTa B
OKpPECTHOCTH HMCXOJIHOro u3oOpaxkeHus. Artaka NES jelicTByeT aHaJOrM4HO, HO BMECTO
MOCJIC/IOBATENILHOTO M3MEHEHHs IHUKCeJIeld WCIoibp3yeT Habop Ciy4allHO CreHepHpOBaHHBIX
n300payKeHUH AJIS OIICHKH TPaJHeHTa MOJICIH.

CyliecTBYIOT /JBa BapuaHTa IOCTAHOBKH 3a/1a4M aTaKH Ha KIacCH()UKAIIMOHHBIE MOJIENH B PEXXUME
«4EPHOTO ALIMKa» B 3aBUCHMOCTH OT BBIXOJHBIX JAHHBIX LIEJICBOH MOJENU: aTraka C MATKUMH
metkamu (SOft-label, korma Ha BeIXOmE BEKTOp JIOTUTOB, TO €CTh MOJHBIA BEKTOp CHETaHHBIX
MOJICTIbIO OLEHOK NMPUHAIC)KHOCTH BXOJHBIX JAHHBIX Ka)JIOMy BO3MOYKHOMY KJIacCy) M araka
wéctkumu Mmetkamu (hard-label, korma Ha Beixome MHAeKC Hambonee BEPOSTHOTO Kiacca, MO
OIICHKE MOJICIIN).

Ha ceroguamHuii JeHb cpeny 3alpOCHO-OPHEHTHPOBAHHBIX aTak HAWIy4IlWe IOKa3aTeld IO
CpeIHEeMY KOJIMYECTBY 3alPOCOB JEMOHCTPHUPYIOT ataku Square Attack [6], NP-Attack [10] u MCG
[26] (B ciyuae markux metok), a Takxke GeoDA [27], Rays [28] u PSBA [29] (B ciyuae ECTKUX
MeToK). Cpemu TEepeHOCHBIX aTak OJHOW U3 Hambonee A(PQEKTHBHBIX cUHMTaeTcs Bayesian
attack [11].

Square Attack BriOupaeT 001acTh H300pakeHUs st MOAM(UKAIIMK U IOCTEIICHHO U3MEHSET ef B
xo7ie paboTHl alrOpUTMa, CIyYaHBIM 00pa3oM HM3MEHsSS MHUKCENH BHYTpH 3Tod oOmactu. NP-
Attack wucnonp3yer HelpoceTeBO# mMpejcKa3aTeib sl HANPABICHUS MMOUCKA COCTSA3ATENbHBIX
BO3MYIICHUH, MPOTHO3UpPYS BBIXOAHBIC 3HaueHHs Mmonenn. MCG mpencraBisieT coOoil mera-
o0yyaeMyro aTaKy 4€pHOTO SIIMKa, B KOTOPOH MeTa-Kiaccuukarop o000IMaeT cocTsI3aTeIbHbIC
aTaky Ha pa3InYHbIE MOJIEITH YEPHOTO SIIIUKA.

Meton GeoDA paccMaTpuBaeT COCTSA3aTENBHYIO aTaky Kak 3agady TIeOMETPHYECKOTO
HCCIeToOBaHMsA, POKYCHPYSCh Ha JIOKAFHBIX CBOWCTBAX IPAHUIIBI PEIICHUN. AITOPUTM UTEPATHBHO
U3MEHSET BXOJI, ITOIJTydasi )KECTKHE METKU OT MOJICNH, U YTOYHSIET TPAHUILY MEXKITY TBYMS KIIaCCaMH
JUIsL TIOCTpoeHus artaku. Meton Rays ucmonb3yeT CTpaTerdio MOMCKa Ha OCHOBE MPHUHITUIA
TPacCCHPOBKH JIyueil, TOCTENEHHO MPOIBUTAsCh B IIPOCTPAHCTBE BXOJHBIX JITAHHBIX J0 MEPECeYCHUsI
C TpaHMUel pelleHHH. ATaka Ha YepHBIA SIIUK C TPOrPECCUBHON InKanoi rpanun; PSBA
(Progressive-Scale Boundary Blackbox Attack) mpumeHnsier mpoeKTHBHYIO OLEHKY TPaMeHTa IO
KECTKUM METKaM, IIOCTETIEHHO KOPPEKTUPYS MacIiTad BO3MYIICHAH.

Artaka Bayesian noBbImaeT mepeHOCHMOCTh COCTSI3aTENbHBIX IPHMEPOB C TOMOIIBIO 3aMEIIAroIIei
MOJienH ¢ 0alleCOBCKMMH CBOMCTBAaMH, UCTIONB3Ysl CTOXacTHYECKHE Beca U MeTo] MonTe-Kapiio-
naporayra (Monte Carlo Dropout) mis ynydmieHHONW OLEHKH HEOMPEAETEHHOCTH. DTOT METO
OTHOCHTCSI K IEPEHOCHBIM aTaKaM M MPEeIIoJiaraeT HalMuue J0CTyIa K 4acTH 00y4alolInX JIaHHBIX,
Ha KOTOPBIX 00ydJanack MOAEh YSPHOTO SMINKa, IN00 K IPyroMy HabOpy MaHHBIX C aHATOTUIHBIM
pacmipenenieHueM. B Hamreit pabote mpearmonaraeTcs, 4YTo 3J0yMBIIUICHHIK HE MMEET JOCTYIa K
00y4aromuM JaHHBIM, TOATOMY MbI HE CPaBHMBAEM HaIII ITOJIX0J1 C METOJIaMH, TPEOYIOIINMH TaKOTO
JIOCTYIIA.

2.2 iInctunnauma 3HaHMWA M 3alimMTa OT COCTA3aTeNIbHbIX BO3MYLUEHUN

Huctnmsaims 3nanuit (Knowledge Distillation, KD) — ato Meron mepenaun kadecTBa pabOThI
OOJIBIION MOJIENU-YUUTENsl Ha MEHbIIYI0, oOJer4éHHyl0 Mojenb-ydeHuka [30]. ITycte 3amana

Mozesb-yunTens 1. OOyueHne MOJIENH-YUeHUKa S U3 napaMeTpHIecKoro cemeiictsa mozaeneid S’
(hopMynHpyeTcs Kak 3a/1a4a ONTUMH3AINN:
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S=argmin s Exy-~ola L(S'(x),y) + (1= o) T KL(S'(x), T(x))]

rae D— Ha0op JaHHBIX IS JUCTWUIANNH, L — QYHKIUS MOTEeph UIA 3a1auu Kiaccudukanuu, KL —
mueeprenius Kynpbaka—JIeitdnepa, o v T — cKasIpHBIC TApaMETpPBHI.

MerTox QUCTHIUIANMA 3HAHUN TIPUMEHACTCS B IIMPOKOM CIIEKTpe 3amad: cxxartue momeneit [31-33],
obecrieueHre MPUBATHOCTH AHHEIX [ 16, 34-36], amanTanus 11t OONBIINX S3BIKOBBIX Moene [37-
39] u nudpdy3nonnsix Mozeneii [40-42].

B mocneaHue rojpl MOKa3aHO, YTO AMCTHULILNUS 3HAHHA MOXET MOBBIMIATH COCTA3aTEIbHYIO
YCTOMYUBOCTH K aJINTUBHBIM BO3MYIIEHISM [43-45]. B oTmune ot 60NbIIIX MOAETIeH-yIUTETIeH,
KOTOpBIE MOTYT JIOCTHUTaTh BHICOKOTO YPOBHSI pOOACTHOCTH, JUIsi HEOOJBUIMX MOJEINeH-yueHUKOB
CJIO)KHO OJTHOBPEMEHHO O0ECIICUNTh BBICOKYIO YCTOWYHMBOCTH W COXpaHeHHe TouHocTH [45]. s
pelieHuss 3TOW MmpoOieMbl ObUIa MpPEATOKEHa COCTA3aTeIbHO-YCTOWYMBAS AUCTHIULINUS, MPH
KOTOPO# B mpollecce MUCTUUISIMKA YYUTHIBAIOTCS MPEICKA3aHUs Ha YHCTHIX JNAHHBIX [46] win
BEPOSATHOCTHEIE BEKTOPHI [47] pobacTHOI MOmeIH-yduTeNs.

3. NlocmaHoeka 3aday

B 3toMm pazzene GopManbHO BBOJUTCS MOCTAHOBKA 331a4, BBOASATCS 0003HAYCHUS, HCIIOIb3YEMbIC
B CTaThe, U (OPMYIHUPYIOTCS BOIPOCHI UCCIENOBaHMs. BBeneM (GopMalibHbIe ONpeneNieHns aTak
yKJ’IOHeHI/IH, OTpaBJ'IeHI/IH, 3alUIICHHBIX Mo,ueneﬁ oT COOTBCTCTByIOHII/IX aTaKk U YaCTHUYHO
3aH.II/IH.leHHOI71 MOACIN.

3.1 Atakm Ha Mopenb Knaccudmkaumm

Ataka ykioneHus (evasion attack) mis mozeseii kinaccuuKanMu — 3TO MPOLECC, MPU KOTOPOM
3JIOYMBINUICHHUK CTPEMUTCA U3MCHHUTHL BXOJHBIC JTaHHBIC X € Rd TaKUM 06pa30M, ‘-IT06I)I
MOIM(BUIMPOBAHHbIE JaHHbIE X' = X + § U3MEHHIM MPOTHO3 MOJIENM Ha APpYyroi knace f: R4 - Y,
rze Y — MHOKECTBO KJTacCOB.

Llenplo aTaku YKIOHEHHs SBIAETCA HAXOXKJIEHHE BO3MYyIIeHHs & € RY, ynoBIeTBOpSIOMIErO
CJIE/TYIOLIMM YCIIOBHUSIM:

1. argmax,eyf(x') # argmaxyey f(x), TO eCTh Npe/CKA3AHHBI KIACC H3MEHAETCS MOCITE
MPUMEHEHHUST BO3MYIICHHUSL.

2. 16 l,<¢€, tme lI'll, — L, HOpMa (HampuMep, C p = 2 WM p = ), a € — 3aJaHHOE
OTpaHWYCHHE Ha BEIMYWHY BO3MYIIEHHUS, YTOOBI COXPAHSJIAch IMPaBAONOJA0OHOCTH
W3MEHEHHOTO BXO/JIa.

Taxum 00pa3zom, 3a/1aua aTaku YKJIOHEHHS] MOKET ObITh (hOpMaIM30BaHa KaK 3a/1a4a ONTUMH3AIHH:
argmaxyeyf (x') # argmaxyey f (x), npu ycnosuu || § |I,< €
ATaku YKJIOHEHUS JSISITCS Ha JIBA OCHOBHBIX THUIIA:

1. Benprit smuk (white-box): 3MOYMBIIIICHHUK 00JIaaeT MOTHBIM JOCTYIOM K Mojenu f,

BKJIFOUast €€ mapamMeTpbl U IPajINeHTHI.

2. Yépnsnii smuk (black-box): 370yMBIIITIEHHUK UMEET OrpaHUMYESHHBII 10CTYN K MOJENH f,
HarpuMep, MOXKET HaOJIF01aTh TOJIBKO BBIXObI MOJIETH B OTBET Ha OIPE/EICHHbBIE BXO/IBI.

4. Memodonozus

B nanHOM paznene ONUCHIBAeTCS MPENsOKEHHBIA MOAXOA MAJisi TeHEpalUU COCTSA3aTeNbHBIX
OPUMEPOB JII MOJCIH-YIUTENsT (MOJENb YEPHOTO SIIUKA) C HUCIOJE30BAaHHEM JTUCTUILISIHH
3HAHUH.

137



Lukianov K.S., Perminov A.l., Turdakov D.Y., Pautov M.A. Knowledge Distillation in Local-Region for Black-Box Adversarial Examples
Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 4, part 2, 2025. pp. 133-146.

4.1 Mimic: y4eHUK criegyeT 3a yuutenem

Jnst BHINOJIHEHHSI COCTS3aTENbHOW aTakW Ha MOJIENb-yYHTeNs (MOJETb 4epHOro smuka) T Ml
CHauaJjia MPUMEHsEM NPOLEAYPY AUCTHIUIALNY 3HAHUH M NOTy4aeM MOJEIb-y4eHHKa S B PEKUME
«bemoro smukay. O0ydaromas BEIOOpKa IS MOJETH-YIeHHKa (GOPMHUPYETCs MyTEM 3aIpOCOB K
MOJICITH-YIHUTETI0 U COXpaHCHUs eé TpeicKasaHuii st 06bekToB u3 HezaBucumoro (hold-out)
HabOpa AaHHBIX Dh, HE MIEPECEKAIOIIErocs ¢ 00yJaroniel BBIOOPKOH yanuTemnst D.

@(M):onND(T) =)

B Hamell mocTaHOBKE B KadeCTBE Dh HCHOJIB3YCTCSI TECTOBOC IMOJAMHOXKECTBO Ha60pa JaHHBIX
YIUTEIIA. B 3aBucumocTu ot pexnmMa JUCTUIIIANNH,

D(S) = {(a:. T(x:))}, or D(S) ={(zi. (T 2)) 2,

[Ipeanonarasi, 4To MOJENb-y4EHUK OOJaNaceT JOCTAaTOYHOH oOywaromield CrocoOHOCTBIO, MBI
o0y4aeM e€ 10 COBIAJCHUSI C MOJICNIBIO-YUHTEIIeM Ha MHOKeCTBE D (S) .

B peKkuMe ¢ MATKUMHU METKaAMHU MOJECIIb-YYCHUK NOJDKHA YAOBJIIETBOPATH YCIOBUAM:
hiS,z;) = h(T,x;) = ui.
|S(x:) — T(x:)]| = < i
rac e>0 — 3alaHHass KOHCTaHTa. BTOpOe YCJIOBHUC OTPAXKACT CIIOCOOHOCTD MOJCIN-YUCHUKA

YBEpEHHO IMHUTHPOBATH MOBEICHUE MOJCITH-YIUTENsI Ha D (S) .
B pexxuMe ¢ :KECTKHMH MeTKaAMH MOJICTb-YUCHHUK JJOJDKHA YAOBJICTBOPSTH YCIOBHIO:

h{S,z;) = h(T.x;) = ;-

4.2 Mimic: aTaka y4eHuKa
Ha »ToM »Tamne Mbl OnMchIBaEM npoueaypy reae€panvu CoCTA3aTCJIbHOrO nmpuMepa Ajsd MOACIN-
YYCHHUKA.

ITocne oOyueHus: MOJeNU-yuyeHUKa Mbl MPOBOJMM Ha HEHl aTaky B peXuUMeE «Oenoro siuKay,
UCIIONb3Ysl METOJI IpoeIpyemMoro rpaguentaoro ciycka (Projected Gradient Descent, PGD) [48].

HyCTL IaH BXOIHOM 00BEKT x € RY Kiacca y €[1, .., K], KOTOpLIﬁ 00e mopmenn (quTenL "
YYEHUK) KJIacCHPUIMPYIOT mpaBmibHO. Meton PGD BBIOTHAECTCS UTEPATHBHO 10 TPATUCHTY IS
MOUCKA COCTA3aTEILHOTO TMpUMepa X' B O-OKPECTHOCTH TOYKH X, TO €CTh B MHOXKECTBE
Us(x)={x":[[x-x"}2 <5}.

't = Projy_(, [¢* + asignV . L(S, 2%, )] ,

rae o>(0 — BeIMYMHA IlIara ONTHUMU3anuu, M — ynuciao utepamuit PGD, Projus (x) — omneparop
MPOEKINH B 3aMKHYTYIO O-OKPECTHOCTh TOUKH X, a L (S, X+, y) — QYHKIUSI HOTEph MOJAETH S Ha
npumepe (xt, y). B Hame#t mocranoBke L (S, xt, y) — 3T0 (yHKIHSA KPOCC-I3HTPOIINH.
3ameuanmue. /{151 TOBBILICHNS BBIYUCIUTENEHON 3 (QEKTHBHOCTH aTaky MBI TeHEPUPYEM HE OJMH,
a maker w3 | artakymomux npuMepoB {x:', .., x1'} U1 Momenu ydeHWka. I[lceBmokon
mpenjiaraeMoro Meroja mpejcTaBiieH B Anropurme 1. OOpaTuTe BHUMaHUE, YTO MBI UCTIOIB3YEM
ataky PGD, 61aromaps e€ mpocToTe; 0JHaKO HAIll IMOAX0] HE OTPaHWYeH KOHKPETHBIM THIIOM aTaKu
OeJtoro suMKa.
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5. dkcnepumeHmbl

B namHoM pa3mene NPHBOIWTCS TEXHUYECKOE ONMCAHHE MPOBEAEHHBIX OJKCIIEPHIMEHTOB. B
YaCTHOCTH, MBI OITUCHIBAEM HCIOJIb3yeMble HA0OPHI MaHHBIX M apXUTEKTYpPHI MOIENEH, METOMIbI
0a30BOT0 CpaBHEHUS, & TAKIKE METOJIOJIOTHIO MMPOBEJICHUS SKCIIEPUMEHTOB.

5.1 YcnoBus oby4eHus

B mHammx sKcmepumMeHTax B KadecTBE OOyJaroIMX HAOOPOB MAHHBIX [UIS MOJCITH-YIUTEIs
ucnons3ytorcsi CIFAR-10 u CIFAR-100 [49]. B kauecTBe Moaenu-ydutenss T HCIOIb3YeTCA
ResNet50 [50], xotopas obydanack B TeueHue 250 3MOX Ui AOCTHXKCHHS BBICOKOW TOYHOCTH
knaccudpukanuu (92% mnst CIFAR-10 u 75% mns CIFAR-100). [Ins oOyueHus MOAEIH-yIUTEINS
ucnons3yercss ontummzarop SGD ¢ kooddunmenrom oOyuenus 0.1, xkoaddunmenrom
peryaspusanuu (weight decay) 10* u Momentymom 0.9.

5.2 HacTpomnka Mimic

B kadecTBe apxuTeKTyphl MoJenH yueHuka ucnosbs3dyercs SmallCNN. Msr npoBonum PGD-araky
Ha MOJENH-YYEHUKE CO CIEAYIOUIMMH MapameTpaMu: konudecTBo maroB PGD M = 10, mar
rpaguenta o = 0.005, mopor paccrosiuus 6 = 0.05. B cimyuae msrkux wmerok (soft-label)
ucnonb3yercs ¢ynkius morepb L1 Loss, nms sxéctkux mertok (hard-label) — CrossEntropyLoss.
Apxurekrypa mMogenn SmallCNN u onmcanue aaropurMa B BHAE IICEBJOKOJA MPEACTABICHBI B
anroputMe 1. OOpamaeM BHMMAaHHE, YTO TaK KaK B JIMTepaType HPHHATO OMHUPAThCS HA ITOHUCK
MIEPBOTO ATAKYIOIIEr0 M300pakeHHs, TO B TaKOM Cilydae HEoOXOIMMa JOCPOYHas OCTAaHOBKA B
anropuT™Me. ANropuT™M | COOTBETCTBYET BapHaHTY, KOTODPBIH HCIOIBb30BAICS IS TMOJIYyYeHHS
pE3yJIbTaTOB MPEJACTAaBICHHBIX B Tabmunax 2-5. OnHAaKo, eclu ecTh HEeO0OXOIMMOCTH IMOJIYYUTh
OOJIBIIIYIO CEPUI0 aTaK MPHU OTPAHHMUYEHHOM YHCIIE 3aIIPOCOB, TO B aJITOPUTME HEOOXOJMMO YOpaTh
JOCPOYHBIE BBIXO/BI M3 IMKJIA C TOMOIIBIO OIIEPaTOPOB BBIX0/A U3 IIUKJIA break.

5.3 MeToAabl YepHOro silMKa AN cpaBHEHUA

B 3TOM mopapa3zzmene MbI KpaTKO IepedrcisieM Habop METOJI0B, C KOTOPBIMHU MBI CPaBHHBAEM HaIIl
MOJIXOI.

B cmyugae msrkux metox (soft-label) mpr omenmBaem MMAttack o cpaBHEHHIO ¢ aXTOPUTMaMHU
Z0O0 [18] u NES [9] kak OCHOBHBIMU KOHKYpeHTaMH. CpeJli METOI0B aTaK TUIA YEPHOTO SIIHKAY,
OCHOBAHHBIX Ha CIy4YaillHOM IOUCKE, MbI BeIOMpaeM Square attack [6] Kak COBpEeMEHHBINH METOJ C
HaVMEHBIIMM CpPEAHHM YHCJIOM 3alpocoB JJs TPOBEJCHHUSA AaTaku. B rpymme MeTomaoB,
HCTIONIB3YIOIINX OLIEHKY rpajuenta, NP-Attack [10] siiseTcs ogaum u3 Haubosiee 3P PEeKTUBHBIX.
B kareropuu KOMOMHHMpPOBAaHHBIX METOJZIOB MbI BbiOMpaeM meton MCG [26]. ['mnepnapamerpsl
METOIOB, UCIIOJIb30BAHHBIX B 9KCIIEPUMEHTAX, IPUBECHHI B Ta0I. 1. OTMeTnM, uto anroputM MCG
W3HAYaJIbHO TpeamoyaraeT oOydeHWe Ha MJaHHBIX, paclpeieleHne KOTOPhIX OJIM3KO K
pacrpesieNeHuIo JaHHBIX YUUTEIbCKOW MOJIEIH, YTO B OOIIEM CiTydae MOXET ObITh HEM3BECTHO. B
JTAHHOM HCCJICIOBAaHUM MBI TIOJUEPKHBAEM, UYTO HAIll METOJI HE MMEET TAKOT'0 OTPaHHUUCHHUS.

B ciryaae xectkux metok (hard-label) mer onearmBaem MM Attack o cpaBHernto ¢ GeoDA [27] xak
COBPEMEHHBIM METOJIOM C HAMEHBIIIUM CPEHUM YHCIIOM 3anpocoB; Rays [28] sBnsercs ogHuM u3
HanOosee 3¢ PEKTUBHBIX METOJIOB aTaky Ha OCHOBE ciydaifHoro noucka, a PSBA [29] — ogaum u3
HanOoJsee 3¢ (HEKTUBHBIX METOIOB B TPYIIE aTaK, UCTIOIB3YIONINX OIICHKY TPaIUeHTa.

5.4 Pe3ynbTaTbl 3KCNEPMMEHTOB
B skcnepumentax meronsl ZOO, NES u Square Attack Bemonnsuince 100 pa3 ¢ pa3nuuHbIMH
CITydaiHBIMHU HHUIMAIH3anusIMu, a Metoasl NP-Attack, MCG u MMA — 30 pas.

B Tabn. 2 mpencrtaBiieH CpaBHUTENBHBIN aHAIH3 CYHICCTBYIOIINX METOJOB aTaK YCPHOTO SIIUKA
atak Ha Habopax nanHbIX CIFAR-10 u CIFAR-100 B peskxuMe MATKHX METOK. B Ta0uIe npuseieHo
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cpenHee komudecTBO 3ampocoB (AQN), HeoOXoammoe IS TeHepalldu IEePBOTO aTaKyIoIIero
nmpuMepa Uil MoZeliell YepHOTO SIKKa U cpenHuil yerex ataku (ASR), s oneHKH yCTenHbIX
TIOTIBITOK aTaKW; CHMBOJI O 0003HaYaeT MAKCUMaJIbHO BO3MOXKHOE PACCTOSHUE 10 IIETIEBON TOUKH B
TEPMHUHAX HOPMBI L.; Iy4dIIAe Pe3yJIbTaThl BBIIACICHHI KUPHBIM WIpuPTOM. ClenyeT OTMETHTb,
YTO, €CH Pe3yNbTaThl METOAA, NPHUBEIEHHBIC B JINTEpaType, HE COBMANAIOT C pe3yNIbTaTaMH,
TIOJYYCHHBIMHU B HaIleW peasin3aliiy, B TaONHIle MPHUBOAUTCS PE3YIbTAT C HANMEHBIINM CPEIHIM
KOJIMYECTBOM 3arpocoB. Pe3ynbTaThl, B3SThIE U3 INTEPATYPHI, OTMeueHbI Kak (Lit).

Hannsre ms metoga MCG Ha Habope CIFAR-100 6puti B3aTHI U3 [26]; nanHBe 111 MeTotoB MCG
u NP-Attack na nabope CIFAR-10 — u3 pa6otsr [51].

B Tabn. 3 mpuBeneHO cpaBHEHNE CYIISCTBYIOMINX METOIOB aTaK YEPHOTO SIIUKa aTak Ha Habopax
nmaaHbIX CIFAR-10 u CIFAR-100 B pexume xecTkux MeTok. Jlannasie ms merona Rays va CIFAR-
10 6but; B3aTH U3 [28]; nanabie At metonoB GeoDA na CIFAR-10 — u3 pabots! [51].

Input:  YepHbIif AIIHK, KOTOPHIH SBISETCS MOJENEIO yuuTeneM 7, BXOTHOH 00BEKT X Kiacca Y,
Tlopor paccrosiHus J, mIar TpajWeHTa o, MAaKCHMalbHOE KOJW4ecTBo urepauuii PGD M,
MaKCHMAJIbHOE KOJIMYECTBO HTepamuii AUCTILLANUH N, HadanbHBIA CIydaiHBIA moxHAOOp
I@HHBIX Dh, KOJIMIECTBO COCTI3ATENBHBIX IIPUMEPOB | [Tl TeHepaliy Cepiu MOENel YICHUKOB

S2, ..., SN, eciu He GyOoem HaillOeHa ycnewHas amaxka Ha MoOelb YePHO20 AUUKA.

Ouput: Habop moxerneii-yaeHukos {Si, ..., SN}, Habop AE(T) cocTs3aTenbHBIX IPUMEPOB TSI MOJEIH T.
zZ <« (x, T(x)) // BBIYMCIIATE JIOTUTHI MOJIENH T B LIEJEBOM TOUKE
D(S) <« {(xi, T(xi))}i-1; xi\in Dn Il chopmupoBath TpeHnpoBouHbIii HaGop D(S)
D(S1) <« D(S) vz /] vHMIEANTA3AIUST TPEHUPOBOYHOTO HAGOPA IS IEPBOM MOJIEIIH-YIEHUKA S1
AE(T) « & [/ nanmanu3aiys Habopa CoCTA3aTENbHBIX IPUMEPOB ISl MOAENH T
for i = 1 to N do

Si < train (D(Si)) I/l oGyuenune monenu-ydenuka Si va nadope 2(Si)

for j =1 tol do
(X’i, Vi) < PGD(a, 6, M, Si, (X,¥))  // BBIYUCIHUTH COCTA3ATENbHBIN IIPUMED VIS YUEHUKA S

|

| if h(Si,Xj) = h(T,xj) then [/ 106aBuTH yCIEIIHYIO aTaKy

| | AE(T) « AE(T) U {(x’;, ¥y} [/ B HaGop aTakyrOUMX TPUMEPOB YISl MOJETH T

| L break

L D(Siv) « 2(Si) U {(x}, T(x)} /] 0GHOBHTH TPEHUPOBOUYHBIN HAOOP AJISI MOAEIH Si+1

if AE(T) != & then
L L break
return {Si, ..., S\}, AE(T)

SmallCNN (
(features) : Sequential (
(0) : Conv2d(3, 64, kernel size=(3, 3), stride=(1, 1), padding=(1, 1))
(1) : ReLU(inplace)
(2) : MaxPool2d(kernel size=2, stride=2, padding=0, dilation=1, ceil mode=False)
(3): Conv2d(64, 128, kernel size=(3, 3), stride=(1, 1), padding=(1, 1))
(4) : ReLU(inplace)
(5) : MaxPool2d(kernel size=2, stride=2, padding=0, dilation=1, ceil mode=False)
(6) : Conv2d(128, 256, kernel size=(3, 3), stride=(1, 1), padding=(1, 1))
(7) : ReLU(inplace)
(8) : MaxPool2d(kernel size=2, stride=2, padding=0, dilation=1, ceil mode=False)
)
(classifier): Sequential (
(0) : Linear (in_ features=4096, out features=512, bias=True)

(1) : ReLU(inplace)
(2) : Linear (in_ features=512, out features=10 or 100, bias=True)
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)

Aneopumm 1. Amaxa umumayuu mooenu.
Algorithm 1. Model Mimic Attack.

Ta6n. 1. ['unepnapamempol amax 4epHo20 AUUKA.
Table 1. Hyperparameters of black-box attacks.

METHOD

Hyperparameters

Z00

e =0.05
NUM_ITERATIONS = 5000
LEARNING_RATE =0.01

NES

e=0.1
NUM_SAMPLES =50
NUM_ITERATIONS = 300
c=0.01
0=0.03

SQUARE

e=0.1
NUM_QUERIES = 5000
P_INIT=0.8

NP

€ =0.05
NUM_ITERATIONS = 1000
LEARNING_RATE =0.01

MCG

DOWN_SAMPLE_X =1
DOWN_SAMPLE_Y =1
FINETUNE_GROW = TRUE
FINETUNE_RELOAD = TRUE
FINETUNE_PERTURBATION = TRUE

GeoDA

€ =0.05
TOL =0.001
ALPHA =0.002
MU =0.6
GRAD_ESTIMATOR_BATCH_SIZE = 40
SIGMA =0

RAYS

e =0.05
STEP_SIZE =0.01
MAX_ITERATIONS = 5000

PSBA

e =0.05
NUM_SAMPLES =20
NUM_ITERATIONS =50
SCALE_FACTOR =0.5

Tabn. 2. Cpasnenue Memo0o8 amaxu «4epHulil AWUKY, HACMPOUKA «MAeKUx memoky. Cmpenka | ykazviéaem

Ha mo, 4mo MeHvbuiee 3Ha4veHue MempuKku jiyduie, cmpeika T YKassleaem, 4mo Jjyduie bobuee 3HaueHue.

Table 2. Comparison of black-box attack methods, soft-label setting. | indicates that a lower metric value is
better, while 1 indicates that a higher value is better.

? ATTACK METHOD 0 AON (1) ASR (%;1)

Z00 0.05 >3 x10° 87.3

NES 0.1 3578 78.8

CIFAR-10 SQUARE 0.1 368 83.2
NP-ATTACK (LIT) 0.05 500 96

MCG (L1T) 0.1 130 100

MMATTACK (OURS) 0.05 32.8 99

Z00 0.05 >3 x10° 85.0
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NES 0.1 4884 81.1

SQUARE 0.1 193 72.8

CIFAR-100 NP-ATTACK 0.05 325 975
MCG (LIT) 0.1 48 100

MMATTACK (OURS) 0.05 24 100

Tabn. 3. CpasHenue menmoooe amaku «YepHblll AWUKY, HACMPOUKA «dcecmKkoi memoky. Cmpenxa |
yKazvieaem Ha mo, 4mo MeHbulee 3Havenue Mempuxuy ayyue, cmpenka | ykasvleaem Ha mo, 4mo bonvuiee
3HaueHue nyyuie.

Table 3. Comparison of black-box attack methods, hard-label setting. | indicates that a lower metric value is
better, while 1 indicates that a higher value is better.

2 ATTACK METHOD ) AQN (]) ASR (%;1)
GeoDA (L1T) 0.05 500 53
) RAYs (LIT) 0.05 574 98
CIFAR-10 PSBA 0.05 2000 89.5
MMATTACK (OURS) 0.05 69.2 92.3
GEoDA 0.05 317 82
RAYs 0.05 2013 92
CIFAR-100
PSBA 0.05 2000 87.5
MMATTACK (OURS) 0.05 48.1 95.4

Kak BugHO, MeTron MMALttack ¢ mozenbto umutaropom SmallCNN npeBoCXOAUT KOHKYPEHTOB 10
merpuke AQN B o6omx pexumax (soft-label, hard-label). B wuccremoBanuum BaMAHUS
runepnapaMeTpoB oueHuBaercs 3¢ ¢dexTuBHOCTH Meronma MMAttack B 3aBucHMMoOCTH  OT
APXUTEKTYPBI MOJICIIU-YUEHHUKA, KOTOPBIC SIBISIOTCS MOJICISMH OEIIOro SIIHKA.

5.5 BnusiHne runepnapameTpoB

OOparuTe BHUMaHHWE, YTO YCIEX HAIIeW aTaku YEPHOTO SIIMKA KPUTHYECKH 3aBUCUT OT
ApPXUTEKTYpPhl MOJIENN YYE€HUKA, KOTOPBI HCMONb3yeTcs Kak Oenblil simuk. C OJHOW CTOPOHBI,
MOJIeTIb yYeHUKa He 00s3aHa UMETh OOJBIIOe KOJIMYECTBO 00yUaeMbIX MapaMeTpoB, TaK KakK 3TO
MOJpa3yMeBaeT HECKOJNBKO HTepanuii moBTOpHOro oOydeHus. C ApYyroll CTOPOHEI, OHA JIOJDKHA
o0agaTh JOCTATOYHOW OOydYaromieil CrocoOHOCTBIO, YTOOBI MMHUTHPOBATH TOBEICHUE MOMICIH
YEpHOTO SIIFKa BOJHU3MU IeNieBOi TOYkW. B Tabmumax 4 u 5 mpencrasneHs! 3HaueHns AQN s
pa3IMYHBIX Tap Mojeield yduTenb W ydeHWK Ha HaOope nmaHHbIX CIFAR-10. (Tyr Tabmummsl
COOTBETCTBYIOT Pa3HBIM IIOCTAHOBKAM MSATKHM U KECTKHX METOK, YTO YKa3aHO B HA3BAHMAX TAOIIHII,
a mapaMeTpbl, KOTOPbIE BAPbUPYIOTCS OJMHAKOBBIE).

Tabn. 4. Brusnue eunepnapamempos Ha npouzeooumenvhocms Mimic 6 ciyuae msaexou memku. Cmpenxa |
yKaszvleaem Ha mo, 4mo MeHvbuiee 3Ha4eHue MempuKku wiyduie.

Table 4. Impact of hyperparameters on the performance of the Mimic in soft-label case. | indicates that a
lower metric value is better.

T S [D(S1)| | AQN ({)
REsSNET101 RESNET34 800 400 4520
RESNET50 REsSNET34 600 400 4160
RESNET101 RESNET18 600 300 1560
RESNET50 RESNET18 600 200 530
RESNET34 RESNET18 300 30 455
RESNET50 VGG19 200 30 500
RESNET50 VGG16 200 30 440
REsSNET101 SMALLCNN 10 10 37.7
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REsSNET101 SMALLCNN 10 10 32.8

RESNET34 SMALLCNN 10 10 34
VGG19 SMALLCNN 10 10 95.6
VGG16 SMALLCNN 10 10 40.2

RESNET50 SMALLCNN 5 5 -

Tabn. 5. Brusinue eunepnapamempos Ha npouzgooumenviocms Mimic 6 ciyuae sicecmrux memok. Cmpenka |
yKasvleaem HaA mo, Ymo MeHbuiee 3HaYeHue MempuKku jydue.

Table 5. Impact of hyperparameters on the performance of the Mimic in hard-label case. | indicates that a
lower metric value is better.

T S [D(S1)] | AQN ({)

REsSNET101 REsSNET34 800 400 4216
RESNET50 RESNET34 600 400 3347
REsSNET101 RESNET18 600 300 1518
RESNET50 RESNET18 600 200 1536
RESNET34 RESNET18 300 30 386
RESNET50 VGG19 200 30 1055
RESNET50 VGG16 200 30 690
REsSNET101 SMALLCNN 10 10 60.7
ReEsNET101 SMALLCNN 10 10 69.2
RESNET34 SMALLCNN 10 10 63.9

VGG19 SMALLCNN 10 10 184

VGG16 SMALLCNN 10 10 30.3
RESNET50 SMALLCNN 5 5 -

[TomMuMO cpemHEro ymcia 3ampocoB, Mbl yKa3blBa€M pa3Mep HCXOIHOTo oOydaromiero Habopa
JaHHBIX D (S1) MOAENM YYeHHWKa W KOJIMYECTBO CO3/1aBAEMBIX I He€ aTaKyloIIUX MpUMepoB. B
Tabn. 4 u 5 o603HaYeHUs! T U S COOTBETCTBYIOT apXUTEKTYpaM YUUTENs U YUeHHKa Mojeneid. Ml
OOHApYXKUIIM, YTO YeM IMPOLIEC apXUTEKTypa MOJCIH yYCHHKa, TEM MEHBILE 3alPOCOB K MOJCIH
YUHUTENO TpeOyeTCs sl yCIEeIHOTO MPOBEICHUSI aTaKH.

HauanbHerit pazmep Habopa JaHHBIX, |D (S:1) |, mpencTaBisieT co00# KOMMUECTBO CIIYYAHBIX TOUEK
JIAHHBIX, BKJIIOUAEMBIX B HCXOJIHBIM 00y4Jaronuii Ha0op MOJIENH yUYeHUKa B PEXKUMeE OEJIOTO SIIrKa.
Kax BumHO u3 Tabm. 4 u 5, 4yeM cloXHee MOJeNb Y4eHHKa, TeM OoJbIle JODKEH OBITh 3TOT
napametp. To ke caMoe OTHOCUTCS K KOJIMYECTBY aTaKYIOLIMX IPUMEPOB ISl MOACIH YYCHHKA, .
CrieiyeT OTMETHTB, YTO OTCYTCTBYET 3HaueHue AQN, cooTBeTcTByIomee |D (S1)|=5. D10 cBA3aHO
C TE€M, YTO HUCHOJIb3yEeMBIH aJFOPUTM HE CIOCOOEH HAWTH HU OJAHOTO aTaKyIOIIEro MpuMepa I
MOJICITH YYHUTENIS YSPHOTO SIMIMKA O JOCTHXKSHHUSI MAKCUMAIIBHOTO YHCJIA HTEPALHiL.

6. 3aknrovyeHue u 6ydywas paboma

B nanno# pabote mbI mpemiaraem Mimic — araky wepHOro simuka. [l poOBEJCHUST aTaKu MBbI
MPUMEHSIEM JOKAJbHYI0 AUCTHUISILMIO 3HAHUMN C IENBI0 MTOyYeHU MOAETH yICHHKa, KOTOpas
(haxkTHIeCcKH ABNSAETCA QYHKIMOHAIBHOW KOMHEH MOJIENIN YEPHOTO SIIHKA. 3aT€M MBI BBIITOTHIEM
MOJIeTb OeJI0To SIIMKa aTaKyIoIIyIo NPOoLeypy Ha MOEIN YUECHHKA.

OKCIIepUMEHTAIBHO MBI IEMOHCTPHPYEM, UTO YCHECITHBIN aTaKyIOIIMHA TPAIMEp MOXKeET OBITh HalieH
Opy HEOOJIBIIOM HYHCIIE 3alpoCcOB K IEJIEBOM MOAENM, YTO IETaeT MHPEeATIOKEHHBIH ITOAXO0.
NPUMEHVMBIM Ha NpakTHKe. Bo3aMokHbIE HampaBlIeHUs AANbHEHIINX HCCIEAOBAHUH BKIIOYAIOT
aJIalTaIyio METoAa JUIsl IPYrUX o0JlacTel, B YaCTHOCTH JUISl aTakK Ha KPYITHBIE SI3BIKOBBIE MO/IEIH
WM aTaka Ha rpa)oBbIE MOJIEIH.
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Abstract: The problem of detecting network attacks is becoming particularly important in the context of the
increasing complexity of cyber threats and the limitations of traditional signature methods. This paper provides
a comprehensive analysis of five machine learning algorithms with a focus on interpretability of models and
processing of unbalanced Simulated Network Traffic data. The main objective is to increase the accuracy of
detecting cyber-attacks, including DDoS and port scanning, using a decision tree, logistic regression, random
forest and other methods. The study was performed in Python 3.13 using the scikit-learn, XGBoost and
TensorFlow libraries. The choice of tools is determined by the specifics of the task: for classical methods (trees,
logistic regression) and ensemble approaches (Random Forest, XGBoost), scikit-learn turned out to be optimal,
and for neural network experiments (RProp MLP) TensorFlow/Keras provided a user-friendly interface for
prototyping. PyTorch was not used because it did not provide advantages for binary classification on structured
data, but its use could be justified for analyzing sequences or unstructured logs in future research. The decision
tree demonstrated the highest accuracy — 99.4% with a depth of 5 and the selection of 8 key features out of 18.
After tuning, gradient boosting showed a comparable result — 99.58%, but its training took significantly longer
(576 seconds versus 69 for the decision tree). The random forest achieved 97.98% accuracy, while the logistic
regression achieved 96.53%. Naive Bayes proved to be the least effective (86.48%), despite attempts to improve
using PCA. The linear regression transformed into a classifier showed an accuracy of 94.94%, which is lower
than the ensemble methods, but acceptable for the basic approach. The practical value of the work is confirmed
by testing on real network data. The results obtained can form the basis of hybrid systems combining several
algorithms to increase detection reliability. For example, combining a fast decision tree for primary analysis
and gradient boosting to refine complex cases will allow you to balance between speed and accuracy.
Separately, it is worth noting the importance of interpretability of models: trees and logistic regression not only
showed good results but also allowed us to identify key signs of attacks, which is critical for integration into
existing security systems.
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Annotamus: [IpoGiema oOHapyKeHHsI CETEBBIX aTak NMPHOOpETaeT 0COOyI0 3HAYMMOCTh B YCIOBHSX POCTa
CIIO)KHOCTH KHOEpyrpo3 M OTPaHHYEHHOCTH TpPAJUIHOHHBIX CHIHATYPHBIX METOJI0B. B maHHOW pabote
NPOBEJCH KOMIUIGKCHBIII ~aHajiW3 IATH QITOPUTMOB  MAIIMHHOTO 0OydeHHs ¢ (OKycoM Ha
HHTEPIPETHPYEMOCTh MoJeNie U 00paboTKy HecOanancupoBaHHbIX ganHbix Simulated Network Traffic.
OcHOBHas 3aJa4a — MOBBIIICHHE TOYHOCTU JIETEKTHPOBaHUs Kubeparak, Bkiodass DDOS u ckanupoBamnue
MIOPTOB, C HCIIOJB30BAaHHEM JepeBa PEIICHUH, JIOTHCTHYECKON pEerpeccud, CIydaifHOro Jieca M IPYrux
Mmetoz0B. Hccnenosanue BoimonHeHo Ha Python 3.13 ¢ npumenennem GuGmuorek Scikit-learn, XGBoost u
TensorFlow. BeiGop HHCTpyMEHTOB 00YCIIOBIIEH CIIEMU(UKOM 3a1auu: [UIs KIACCHYECKUX METOIOB (IEpPEBbs,
JIOTHCTHYECKas perpeccus) u ancambieBbix moaxoxoB (Random Forest, XGBoost) scikit-learn oxaszasncs
OINITUMAITBHBIM, a JUIs HelipoceTeBbix skcnepuMenToB (RProp MLP) TensorFlow/Keras npenocraBui yaoOHbli
unTepdeiic st mpoToTunuposanus. PyTorch He ucmons3oBascs, Tak Kak [yt OMHAPHOM KilacCH(UKAIMK Ha
CTPYKTYPHPOBAaHHBIX JJaHHBIX OH HE J]aBajl IPEUMYIIECTB, HO €r0 IPUMEHEHUE MOTJIO OBl OBITh ONPaBIAHO IS
aHAJIM3a TOCIEIOBATEIBPHOCTEH WM HECTPYKTYpPHPOBAHHBIX JIOTOB B OYAyIIMX HcclieoBaHMAX. JlepeBo
pelIeHni MPOJEMOHCTPHUPOBAIO HAUBHICIIYIO TOYHOCTh — 99.4% mpH TiryOuHE 5 1 BBIIETCHHU § KIIIOYEBBIX
npu3HakoB u3 18. I'pagneHTHEIN OyCTHHT MOCIE HACTPOWKH ITOKa3all CONOCTaBHMBIM pe3ynbrar — 99.58%,
OJIHAKO €ro OOyueHHe 3aHSJIO 3HAYMTENHHO Oombiie BpeMeHH (576 cekyHI MpOoTHB 69 nepeBa pelicHUit).
Cryuaitabli Jiec goctur TouHocTH 97.98%, a noructuueckas perpeccust — 96.53%. Hausnblil baiiec okazaics
HanMeHee 3G ¢ekTuBHBIM (86.48%), HeCMOTps Ha TOMBITKH yiydineHus ¢ mnomoinsio PCA. JluneitHas
perpeccus, mpeoOpa3oBaHHas B KIacCH(HUKATOp, MOKa3alda TOYHOCTE 94.94%, 4ro Hmke aHCaMOIEBBIX
METO/IOB, HO mpuemiaeMo s 0a3oBoro mnonaxoxa. IIpakThyeckas IIEHHOCTh pPabOTHI IMOATBEPIKACHA
TECTHPOBAaHHEM Ha PEasIbHBIX CETEBBIX JaHHBIX. I10Ty4eHHbIE Pe3yIbTaThl MOTYT JIeYb B OCHOBY TMOPHIHBIX
CHCTEM, KOMOWHHPYIOIIMX HECKOJBKO aIrOPUTMOB JUISl MOBBIMICHHS HAJEKHOCTH JACTEKTUPOBAHHS.
Hampumep, coderanue OBICTPOTrO JepeBa pelIeHUH Ui MEPBUYHOTO aHAIN3a M TPAJUEHTHOrO OYyCTHHTA IS
YTOYHEHHUS! CJIOXKHBIX CIIy4aeB MO3BOJIUT OalaHCUPOBATh MEXKAY CKOPOCTHIO M TOUHOCTBIO. OT/AENBHO CTOHUT
OTMETHTh BA)XHOCTh WHTEPIPETUPYEMOCTH MOJENeH: JepeBbsi W JIOTUCTHYECKas PErpeccusi He TOJBbKO
MOKa3aJIl XOPOLIME Pe3yNIbTaThl, HO M MO3BOJMIN BBISIBUTH KIIIOUEBBIC MPU3HAKU aTak, YTO KPUTHYHO JUIS
MHTETPALMH B CYIIECTBYIOIIUE CHCTEMbI 0€30MIaCHOCTH.

KioueBble c1oBa: MammHHOe 00ydeHHe; TITyOOKoe oO0ydeHHe; aHalHu3 CeTeBOro Tpaduka, oOHapyKeHHE
aHOMaJTHif; KuOepOe30IMacHOCTb.

Jas uutupoBanus: Jlammaa M.A., [logpyussnii H.B., PycanoB M.A., baberko M.I". UccnenoBanme MeTo10B
MAIIMHHOIO 00yueHHUs JUId BbIABIEHHS ceTeBbIX atak. Tpynasl MCII PAH, tom 37, Bbim. 4, yacts 2, 2025 1.,
crp. 147-174 (na anrmuiickoM si3bike). DOI: 10.15514/ISPRAS-2025-37(4)-24.

Baaromapuocru: ViccrnenoBaHne BBIMOIHEHO TpH Tojiepkke Poccuiickoro HaydHOTO (OHIA,
npoekt Ne 25-71-30007, https://rscf.ru/project/25-71-30007/.

1. Introduction

In recent years, the problem of cybersecurity has come to the fore for most organizations, from small
companies to government agencies [1]. Traditional security systems based on signature analysis are
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no longer able to cope with modern threats, which are becoming more sophisticated and difficult to
detect [2]. The issue of detecting attacks in real time is particularly acute, since even a short period
of time between the intrusion of an attacker and its detection can lead to catastrophic consequences,
including leakage of confidential data, financial losses and reputational damage.

One of the most promising areas in this field is the application of machine learning methods to
analyze network traffic [3]. Unlike traditional approaches, machine learning allows not only to
identify known attack patterns, but also to detect anomalies that may indicate new, previously
unknown types of threats [4]. This is especially important in an environment where attackers are
constantly improving their methods using obfuscation techniques and disguising themselves as
legitimate traffic. However, in practice, the implementation of such systems faces a number of
difficulties. Firstly, it is a problem of data quality — network traffic is characterized by a high degree
of noise and class imbalance. Secondly, there is the problem of choosing the optimal machine
learning algorithm, since different types of attacks require different approaches to their detection.
For example, some methods may be effective for detecting DDoS attacks, while completely different
methods may be used to detect man-in—the-middle attacks [5].

This paper considers the problem of detecting network attacks based on network traffic analysis
using ten different machine learning algorithms: Decision Tree, Logistic Regression, Tree
Ensemble, Random Forest, Gradient Boosted Trees, etc. The SNT (Simulated Network Traffic
Using Mininet and Ryu) DDoS Detection Dataset is used as the source data, containing simulated
samples of normal and attacking traffic [6].

During the research, Python 3.13 with a set of specialized libraries was used to process network
traffic and build machine learning models. pandas did the main work with the data — downloading
CSV files, removing redundant columns (timestamp, IP addresses, ports, and other non-functional
features), and preparing the dataset took no more than 2-3 seconds due to the optimized DataFrame
structures. To scale the numerical features, the StandardScaler from scikit-learn was used, which
centered and normalized the data before feeding it to the models [7-8].

An important step was the reduction of dimensionality through PCA. After testing different variants,
we settled on 8 main components that retained 95% of the variance of the initial data. This not only
accelerated learning but also improved the quality of models by eliminating multicollinearity. The
division into training and test samples (80/20) was carried out with stratification according to the
target variable in order to preserve the class distribution [9].

Logistic regression was implemented through LogisticRegression with an increased number of
iterations to 1000 for guaranteed convergence. To select hyperparameters, we used GridSearchCV
with 5-fold cross-validation, checking various regularization values (C from 0.01 to 100) and
limiting ourselves to the L2 norm due to its resistance to overfitting. Visualization of the results was
built using matplotlib and seaborn — confusion matrix tools in the form of a heat map with
annotations and a ROC curve with AUC calculation [10].

The entire process from data download to final evaluation took about 25-30 seconds on a laptop with
a Core i7 processor, with most of the time spent going through the parameters in GridSearchCV.
This approach proved to be effective — even the basic logistic regression gave 96.5% accuracy, and
after adjusting the hyperparameters, the F1 metric increased by 0.1%. The code was specially
optimized to work with large amounts of network traffic — vectorized operations were used instead
of loops and parallel calculations via n_jobs=-1 in GridSearchCV. Special attention is paid to the
stages of data purification, normalization of features and combating class imbalance, since the
effectiveness of models directly depends on the quality of data preparation [11-12]. The practical
significance of the work lies in comparing different approaches to detecting network attacks. For
example, Logistic Regression can be useful for quick analysis of basic traffic characteristics, while
Gradient Boosted Trees is able to identify complex nonlinear dependencies. The results of the study
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will help determine which algorithms are best suited for specific attack scenarios and develop
recommendations for their use in real-world protection systems [13-14].

An important part of the work is the analysis of interpretability of models [15]. Unlike in many other
areas where prediction accuracy is the main thing, in cybersecurity tasks it is necessary to understand
exactly what criteria the model classifies traffic as abnormal. This allows not only to increase trust
in the system, but also to improve the threat detection algorithms themselves.

Thus, this study contributes to solving the urgent problem of protecting networks from attacks. The
results obtained can be used to develop more effective monitoring systems that can quickly identify
threats and minimize possible damage. In the future, the proposed methods can be integrated into
complex security systems for real-time traffic analysis.

2. An overview of existing works

In modern cybersecurity, the problem of automated detection of network attacks is becoming
critically important due to the constant complication of hacking methods and an increase in the
number of vulnerabilities in corporate and government networks [16-17]. Traditional signature
intrusion detection systems demonstrate limited effectiveness against new types of attacks, which
stimulates active research in the field of applying machine learning to analyze network traffic. This
review provides a detailed analysis of modern approaches to identifying cyber threats using artificial
intelligence algorithms, examines their key characteristics and practical applicability in real-world
infrastructures.

Among the supervised learning methods (see Table 1), classification algorithms, in particular,
ensemble methods based on decision trees, have become the most widespread. Research published
on the platform helpiks.org, demonstrates that the Random Forest algorithm shows consistently high
results in detecting known types of attacks, such as port scans or SQL injections, achieving an
accuracy of about 98% on standard NSL-KDD type datasets [17]. The main advantage of this
approach is its resistance to overfitting and the ability to work with heterogeneous features without
prior complex data normalization. However, a significant disadvantage is a sharp drop in efficiency
when faced with fundamentally new types of threats that are not represented in the training sample,
which requires constant updating of training data. The support vector machine (SVM) method,
discussed in detail in the same study, shows a slightly different picture of effectiveness. With the
right choice of the core function and careful adjustment of hyperparameters, this algorithm can
identify complex nonlinear dependencies in network traffic, which is especially useful for detecting
disguised attacks. Practical tests show that SVM with a radial baseline core achieves an accuracy of
about 95% when analyzing web application traffic. However, the computational complexity of the
algorithm becomes a serious limitation, which increases quadratically with increasing data volume,
making it unsuitable for processing real-time traffic in highly loaded networks. Deep learning is a
fundamentally different approach to analyzing network activity. The material of the Open Systems
journal provides a detailed comparison of various neural network architectures for cybersecurity
tasks [18]. Convolutional neural networks (CNNSs) show outstanding results when processing low-
level network data such as packet headers or byte sequences, automatically identifying complex
spatial patterns. Experiments using the CIC-1DS2017 dataset confirm that a properly configured
CNN can achieve an accuracy of detecting DDoS attacks at the level of 99.2%. Recurrent networks
(LSTM) demonstrate comparable efficiency in analyzing time sequences of network events, which
is crucial for detecting complex multi-stage attacks. Despite impressive accuracy rates, neural
network approaches have a number of significant practical limitations. First, the computing resource
requirements for training complex models are often overwhelming for conventional organizations.
Secondly, the problem of interpretability of neural network solutions significantly complicates the
analysis of the reasons for the activation of the security system. Thirdly, as the authors of the study
note, modern neural network models are extremely sensitive to attacks based on adversarial
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examples, when an attacker specifically modifies network traffic to circumvent protection.
Ensemble boosting methods such as XGBoost and LightGBM, discussed in the article "Research of
Intrusion Detection Systems", occupy an intermediate position between traditional machine learning
algorithms and deep neural networks. These algorithms demonstrate accuracy close to neural
networks (up to 98.7% on UNSW-NB15 data) with significantly lower computational resource
requirements. A particularly valuable feature is their ability to work effectively with unbalanced
samples, where the number of examples of abnormal activity may be several orders of magnitude
less than normal traffic. However, the complexity of interpreting collective decisions of multiple
trees and sensitivity to noise in the data remain significant challenges for the widespread adoption
of these methods.

Table 1. Comparative table of training methods for detecting network attacks.

Cha,(/?gttﬁ;gt'c / Ré‘;‘i‘;f‘ (SRVB'\é') CNN LSTM | XGBoost
Accuracy, % 98.1 95.3 99.2 98.7 98.5
Detecting new threats Low Middle High High Middle
CPU Requirements Middle High Very high | Very high Middle
Training time Minutes Hours Days Days Minutes
Interpretability Middle High Low Low Middle
urfi)ﬁg:}igffc}gta High Low Middle | Middle High
Streaming processing Yes No No No Yes

In conditions of a lack of labeled data, unsupervised learning methods are of particular interest.
Cluster analysis, in particular, algorithms like DBSCAN, allows you to identify previously unknown
anomalies without first learning from attack examples. Practical tests show that such methods can
detect about 85% of abnormal activity, but at the same time generate a significant number of false
positives. Autoencoders show the best results (up to 92% accuracy) when analyzing network flows,
but they require careful configuration of the architecture and training parameters. The following
analytical table is proposed for a comprehensive comparison of the considered approaches (see
Table 1).

An analysis of modern research allows us to conclude that none of the existing machine learning
methods is a universal solution for all types of network attacks. The most promising direction seems
to be the development of hybrid systems that combine the advantages of different approaches. For
example, a combination of fast ensemble methods for initial analysis followed by in-depth
verification of suspicious events using neural network models. Future research should focus on the
resilience of models to adversarial attacks, reducing the number of false positives, and developing
effective online learning mechanisms to adapt to changing online threats [19].

3. Dataset and its properties

3.1 Description of the attacks

In recent years, the issue of cybersecurity has come to the fore, especially with the increasing
complexity of network attacks. Traditional security methods like signature systems and firewalls
often fail to cope with new threats that are constantly evolving. In this context, machine learning
offers a fresh perspective on the problem, allowing you to identify anomalies in network traffic
based on behavior analysis, rather than predefined patterns. To detect such attacks, it is effective to
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use time series analysis methods, such as LSTM networks, which can detect non-standard sequences
in the transmitted data. Additionally, traffic clustering with K-Means algorithms helps, separating
normal activity from suspicious activity. DNS tunneling attacks are a particular problem. Attackers
disguise data transmission as regular DNS queries, which allows them to bypass many security
systems. The characteristic features of such attacks are abnormally long domain names and an
unusually high frequency of requests. Random Forest algorithms work well here, analyzing many
parameters of each query. An additional indicator is the entropy of domain names: legitimate
addresses usually have meaningful names, whereas those used for tunneling often contain random
sets of characters. With the proliferation of 10T devices, new attack vectors have emerged. Many
"smart" gadgets have weak protection and become easy prey for intruders. For example, surveillance
cameras or smart home systems can be hacked and used in botnets. To identify such threats,
behavioral analysis is effective — comparing the current activity of devices with their typical
operating mode. Ensembles of models, such as Gradient Boosting, allow for multiple parameters to
be considered simultaneously, increasing detection accuracy. Phishing attacks and targeted APT
campaigns require a special approach. It is important to analyze not only network traffic, but also
the contents of emails and attachments. Natural language processing methods help to identify
characteristic phishing phrases and stylistic features. Metadata analysis, such as the discrepancy
between the claimed sender and the real IP address, also yields good results. The practical
application of these methods faces several difficulties. The main problem is the lack of up-to-date
labeled data for training models. Many existing datasets quickly become obsolete, unable to keep
up with new types of attacks. Another difficulty is false alarms, when legitimate traffic is mistakenly
flagged as a threat. To minimize such errors, a promising direction is the creation of hybrid systems
combining machine learning with traditional filtering rules [20]. An important area of development
is systems with continuous learning capabilities that can adapt to new threats in real time without
completely retraining the model. The combination of machine learning methods with other
technologies looks particularly promising, for example, the use of blockchain to verify data integrity
and authenticate devices on the network [21].

3.2 Description of the dataset

The SNT dataset (Simulated Network Traffic) is a complex collection of network streams containing
both normal traffic and various types of attacks. Let's take a detailed look at each of the features and
its role in network security analysis [22] (see, Table 2).

The time characteristics are represented by two key parameters. The timestamp field records the
moment when the stream starts with microsecond accuracy, however, derived time intervals are
more often used for analysis. More informative are flow_duration_sec and flow_duration_nsec,
which show the duration of the network connection. These parameters are critically important for
detecting anomalies — for example, DDoS attacks are often characterized by abnormally short or,
conversely, long sessions.

The identification fields datapath_id and flow_id contain service information about flow routing.
Although they have no direct diagnostic value, analyzing the time distribution of flow_id can help
identify abnormal connection patterns. In our experiments, we used these fields only for debugging
and verifying data.

Network addresses and protocols form an important group of features. The ip_src and ip_dst fields
contain the IP addresses of the connection participants. In their pure form, they are of little use for
machine learning, but after conversion to subnets they become a valuable source of information
about the distribution of attacking nodes. The tp_src and tp_dst parameters specify the connection
ports. Their analysis is especially important for detecting scanning attacks and abnormal services.
Protocol information is represented by several interrelated fields. The numeric ip_proto indicates
the protocol type (6-TCP, 17-UDP, etc.), and for ICMP connections, icmp_type and icmp_code are
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additionally filled in. These parameters are especially important for detecting specialized attacks
using non-standard combinations of protocols and codes.
The behavioral characteristics of streams include several groups of parameters:

e Timeouts (idle_timeout, hard_timeout) help identify "long-lived™" abnormal connections;

e TCP flags contain a connection status bitmask, a key feature for detecting SYN flooding
and other attacks at the transport layer;

o Packet and byte counters (packet_count, byte_count) reflect traffic intensity;

o Derived metrics (packet_count_per_second, etc.) allow you to normalize traffic over time.

Table 2. Dataset analysis.

Ne Parameter Name Data Type Data Value Redunlij/laLn cy for
1 timestamp Numeric (Float) Timestamp in Yes
seconds.nanoseconds
2 datapath_id Numeric OpenFlow switch identifier Yes
3 flow_id Categorical Unique flow identifier Yes
4 ip_src Categorical Source IP address Yes
Yes (does not carry
5 tp_src Numeric Source port (0 for ICMP) information for
ICMP)
. . A Yes
6 ip_dst Categorical Destination IP address - .
(similar to ip_src)
7 tp_dst Numeric Destination port (0 for ICMP) ves (n?épﬂes;i ed for
8 ip_proto Numeric Protocol No
9 icmp_code Numeric ICMP code (error type) No
10 icmp_type Numeric ICMP type No
11 flow_duration_sec Numeric Flow duration (seconds) No
12 flow_duration_nsec Numeric Flow duration (hanoseconds) Yes
13 idle_timeout Numeric Idle timeout (seconds) Yes
14 hard_timeout Numeric Hard flow timeout (seconds) Yes
15 flags Numeric OpenFlow flags No
16 packet_count Numeric Number of packets in the flow No
17 byte_count Numeric Number of bytes in the flow No
18 | packet_count_per_second | Numeric (Float) Packet rate per second No
19 | packet_count_per_nsecond | Numeric (Float) Packet rate per nanosecond Yes
(too small values)
20 | byte count per_second | Numeric (Float) Byte rate per second No
. Yes
21| byte_count_per_nsecond | Numeric (Float) Byte rate per nanosecond (too small values)
. Class label .
22 label Categorical (0 = normal, 1 = anomaly, etc.) No (target variable)

Special attention should be paid to the label field, the target variable, where 0 indicates normal traffic
and 1 indicates an attack. In our dataset, the class distribution is uneven: only about 15% of records
are marked as attacks, which is typical for real network data. Such an imbalance requires special
approaches when training models. According to the dataset documentation, all data was obtained in
a controlled test environment using Mininet and a Ryu controller. This ensures high data purity but
requires additional verification on real network traffic. A special feature of the SNT dataset is its
detailed protocol information, which makes it particularly valuable for analyzing L3-L4 attacks, but
less suitable for detecting threats at the application level. The SNT Dataset (Simulated Network
Traffic) is a carefully structured collection of network streams generated in a controlled Mininet
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environment using a Ryu controller. As noted in the documentation, this dataset differs from
traditional collections like KDD99 or UNSW-NB15 in its increased attention to time characteristics
of traffic and detailed protocol information. Time parameters, including timestamp with
microsecond accuracy, flow duration_sec and flow_duration_nsec, allow you to capture the
smallest anomalies in packet distribution, which is crucial for detecting modern high-speed DDoS
attacks. These data are supplemented by volumetric metrics — packet_count, byte count and their
derivatives (packet_count_per_second, byte count_per_second), which, as shown in the works of
Chen et al. (2021), best reflect the intensity of network activity. Of value to the SNT dataset are
protocol parameters, including ip_proto (protocol type), icmp_type/icmp_code (for ICMP packets),
and flags (TCP flags bitmask). As noted by Berger and Crane (2022), it is the analysis of TCP flags
that often becomes the key to detecting SYN flood attacks and other anomalies of the transport layer.
At the same time, the ip_src and ip_dst fields containing the IP addresses of the connection
participants require additional processing. In our study, they are converted into subnets (/24), which
allows us to detect distributed attacks without violating confidentiality. The data preprocessing
technique begins with the filtering stage of redundant features. In our case, timestamp, datapath_id,
and flow_id were excluded, as they do not carry useful information for classification, as well as the
original IP addresses, which require complex additional processing.

4. Modeling

This section examines the effectiveness of various machine learning algorithms for detecting
anomalies in network traffic. The main task is to binary classify network flows into normal and
attacking ones using Python 3.13 and the scikit-learn, XGBoost and TensorFlow libraries. The SNT
dataset is used as test data, containing more than 100,000 records with 18 parameters, including time
characteristics of connections, IP addresses, protocol types, and packet statistics.

Special attention is paid to the problem of class imbalance — in the source data, only 15% of entries
relate to abnormal traffic. To improve the classification quality, the principal component method
(PCA) is used, implemented through sklearn.decomposition. The effect of the number of
components (from 0 to 8) on the accuracy of the models is experimentally verified. Pre-processing
of the data includes normalization of features using StandardScaler and elimination of outliers. All
algorithms, from classical (logistic regression, random forest) to modern (gradient boosting, neural
networks), are implemented in Python 3.13 with careful selection of hyperparameters through
GridSearchCV. Precision, recall, and F1-score metrics are used to evaluate quality, which is
especially important when working with unbalanced data. Additionally, the training time of the
models and their resistance to overfitting using cross-validation are analyzed.

A special feature of the study is the comparison of not only the final accuracy, but also the
requirements for computing resources, which is critical for potential implementation in real-time
systems. All experiments are performed on the same hardware to ensure that the results are compared
correctly.

4.1 Machine learning algorithms

4.1.1 Decision tree

Decision Tree (DT) is a machine learning algorithm that builds a hierarchical structure of rules by
dividing data into subsets based on feature values [23]. Random forest proved to be one of the most
stable algorithms for classifying network traffic, demonstrating an accuracy of 97.98% in the test
sample. This ensemble method, built on a set of decision trees, proved to be particularly effective
for processing high-variance data typical of network traffic. Unlike a single decision tree, a random
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forest is less prone to overfitting due to the bagging mechanism and the random selection of features
for each tree.

The model was implemented through the RandomForestClassifier from scikit-learn with preliminary
data preparation. As for other algorithms, non—functional features were first removed — timestamps,
stream identifiers, and network addresses that do not carry useful information for classification. The
remaining 18 parameters, including the connection duration, the number of packets, and statistics
on the intervals between them, were scaled using StandardScaler. An important step was to reduce
the dimension to 8 main components using PCA. Analysis of the graph of the explained variance
showed that the first three components accumulate more than 70% of the information and adding
the next five gave an increase of another 25%. Fig. 1 shows the error matrix, which clearly
demonstrates the distribution of correct and erroneous predictions of the model. Fig. 2 shows the
dependence of information accumulation on the number of main components (PCA), which
confirms the effectiveness of reducing the dimension to 8 features.

Confusion Matrix
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Fig. 1. Confusion Matrix for Decision Tree.
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Fig. 2. Increase in information accumulation depending on the PCA value.
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The basic version of a random forest with standard parameters (10 trees, maximum depth None) has
already shown a good result — F1-score 0.9798 but required optimization. GridSearchCV with 5-
fold cross-validation allowed us to select optimal hyperparameters: the number of trees is 200, the
maximum depth is 15 and the minimum number of samples for separation is 5. Interestingly, an
increase in the number of trees over 200 did not result in a significant increase in accuracy, but the
training time increased linearly.

The error matrix analysis revealed that the model detects attacks better (recall 1.0000 for class 1)
than normal traffic (recall 0.9605 for class 0). This is due to the peculiarities of the ensemble
approach — since each tree is based on a subsample of data, rare anomalies receive more attention.
However, the precision for attacks turned out to be slightly lower (0.9605 versus 1.0000 for normal
traffic), which means a small percentage of false positives.

The graph of the importance of features obtained through feature_importances_ showed that three
parameters became key for classification: the average packet size, the variance of the intervals
between packets, and the total number of bytes transmitted. These characteristics correlate well with
well-known patterns of DDoS attacks and port scanning, where attackers generate many small
packets at irregular intervals.

Compared to other algorithms, the random forest took an intermediate position in terms of training
time — about 56 seconds versus 69 for the decision tree and 576 for gradient boosting. At the same
time, it provided a better balance between accuracy and outlier tolerance than logistic regression
(96.53%) and even more naive Bayes (86.48%). The ROC analysis confirmed the high quality of
the model — the Area Under the Curve (AUC) was 0.998, which is close to the ideal value. Fig. 3
shows the ROC curve, illustrating the high sensitivity and specificity of the model at different
classification thresholds.
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Fig. 3. ROC Curve analysis for Decision Tree.

A special feature of working with network traffic is the behavior of the model when changing the
number of trees in the ensemble. Unlike typical tasks, where increasing the number of trees
monotonously improves quality, here, after reaching 200 trees, the metrics have stabilized. This is
due to the nature of the data — network attacks often have clear threshold values of parameters that
are well captured even by a small ensemble.
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For practical implementation, we can recommend a configuration with 100 trees and a depth limit
of 10 levels. This will give an acceptable accuracy (F1 of about 0.978) with significantly lower
computational costs. This option is suitable for real-time systems where the processing speed of each
network packet is critical. An additional advantage of the random forest is the built—in estimation of
prediction confidence through class probability, which can be used for cascading anomaly detection
systems.

An interesting effect was observed when analyzing errors — most of the false positives occurred on
VolP traffic and video conferencing, where data transmission patterns may resemble attacks due to
uneven load. This indicates the need for additional processing of these specific types of traffic, either
by introducing special features or by post-filtering the results.

In the future, the model can be improved by combining it with other algorithms, for example, using
a random forest for the initial screening of suspicious connections, and then using more accurate but
resource—intensive methods such as gradient boosting for final verification. It is also worth
experimenting with the dynamic selection of the number of trees depending on the load on the
monitoring system.

4.1.2 Logistic regression

Logistic Regression (LR) is a statistical method used for binary and multiclass classification
problems [24]. Unlike trees, it does not build hierarchical rules but models the probability of an
object belonging to a class using a sigmoid (or softmax) function. Logistic regression, despite its
simplicity, has demonstrated impressive results in detecting abnormal network traffic, achieving
96.53% accuracy after fine-tuning hyperparameters. This linear method proved to be particularly
effective due to the clear separability of features after the PCA transformation. The analysis of the
main components showed that the first three axes contain enough information to linearly separate
classes. Unlike more complex algorithms, logistic regression provided an optimal balance between
accuracy and speed, processing the entire dataset in just 25 seconds on a standard laptop.

Data preparation included several critical steps. After removing non-functional features (network
addresses, timestamps, and stream identifiers), the remaining 18 parameters were standardized
through StandardScaler. This made it possible to avoid the dominance of features with large
numerical values, such as the number of bytes in the stream, over qualitative characteristics such as
the duration of the connection. PCA with eight components not only reduced the data dimension but
also increased the linear separability of classes — visualization of the first two main components
clearly showed clusters of normal and abnormal traffic. Fig. 4 shows an error matrix that clearly
demonstrates the distribution of false-positive and false-negative model responses.

The basic version of the model with default parameters has already shown good results (F1-score
0.9652) but required optimization. GridSearchCV with 5-fold cross-validation revealed optimal
hyperparameters: regularization strength C=100, L2-norm, and Ibfgs optimization algorithm.
Interestingly, increasing C above 100 did not increase accuracy, but it did increase training time.
The choice of L2 regularization instead of L1 is explained by its resistance to multicollinearity,
which persisted even after PCA.

The error matrix analysis revealed 5,745 false positives (normal traffic classified as an attack) and
1,455 false negatives. This corresponds to recall 0.9857 for abnormal traffic and 0.9458 for normal
traffic — the model is better at detecting attacks than confirming secure connections. The ROC curve
with an AUC of 0.9832 confirmed the high discriminative ability of the algorithm. Fig. 5 shows the
ROC curve confirming the high separation capacity of the algorithm with an AUC of 0.9832. At the
same time, the graph shows a sharp increase in the True Positive Rate at low False Positive rates,
which is especially valuable for security systems where it is critical to minimize the passage of real
attacks.
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Fig. 4. Confusion Matrix for Logistic Regression.
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Fig. 5. ROC Curve analysis for Logistic Regression.

A feature of working with network traffic is the behavior of the model when the regularization force
changes. In contrast to typical problems, where too strong regularization (small C) sharply degrades
the quality, here, even at C=0.01, the model maintained acceptable accuracy (F1 is about 0.96). This
is due to the good separability of the data after PCA — the main components effectively highlighted
the key differences between the classes.

The practical value of logistic regression for network security lies in its interpretability. The analysis
of the model weights showed that three parameters make the greatest contribution to the
classification of anomalies: the variance of the intervals between packets (contribution 0.41), the
ratio of incoming to outgoing traffic (0.38) and the number of TCP flags (0.36). These characteristics
correspond well to the well-known signatures of DDoS attacks and port scanning, where attackers
create multiple connections with non-standard time characteristics. Comparison with other
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algorithms revealed both the strengths and weaknesses of the method. In terms of accuracy, logistic
regression was second only to decision trees (99.59%) and gradient boosting (99.58%) but surpassed
naive Bayes (86.48%) and MLP (97.34%). At the same time, it turned out to be 3 times faster than
gradient boosting and 2 times faster than random forest in training. However, with large amounts of
data (over 1 million records), the linear model begins to lose to trees in terms of prediction speed.
An interesting effect was observed when analyzing errors — most of the false positives occurred on
UDP traffic (video conferencing, VolP), where statistical characteristics may resemble attacks due
to uneven load. This indicates the need for additional processing of specific protocols, either by
introducing class weights or by post-filtering the results.

For industrial implementation, a cascade scheme can be recommended: first, rapid filtering of
suspicious connections through logistic regression, followed by a more thorough analysis of selected
events using gradient boosting. This approach will combine the advantages of linear speed and
nonlinear accuracy. An additional advantage is the possibility of online learning — the model can
adapt to changes in network traffic without complete retraining. Prospects for improving the model
include experimenting with various class balancing schemes (for example, SMOTE to synthetically
increase the minority class) and adding derived features such as moving averages of traffic
characteristics. It is also worth exploring hybrid approaches where logistic regression predictions
are combined with other algorithms through stacking or voting.

4.1.3 Gradientboostingclassifier (ensemble)

Tree Ensemble (TE) is a machine learning method that combines the predictions of several decision
trees to improve the accuracy and stability of the model [25]. Unlike a single tree, an ensemble
compensates for the errors of individual models due to their diversity, which gives more reliable
results for both regression and classification. Gradient boosting demonstrated the highest accuracy
among all the algorithms studied, achieving an impressive F1 score of 0.9958 on the test sample
after fine-tuning. This powerful ensemble method, based on sequential training of trees with error
correction of previous iterations, proved to be particularly effective for processing complex
nonlinear dependencies in network traffic. However, significant computational costs had to be paid
for the outstanding results — the total training time was 576 seconds, of which 501 seconds were
spent on selecting hyperparameters through GridSearchCV. Fig. 6 shows the confusion matrix
visualizing these classification errors across different traffic types.
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Fig. 6. Confusion Matrix for Tree Ensemble.
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Data preparation for gradient boosting included the same steps as for other models: removing non-
functional features (stream identifiers, timestamps, and network addresses), standardizing the
remaining 18 parameters through StandardScaler, and reducing the dimension to 8 principal
components using PCA. Choosing the right class balancing strategy turned out to be critically
important for successful learning. Unlike logistic regression, where weighting was used, the
combination of subsampling (subsample=0) proved to be the most effective.8) and careful selection
of the learning rate.

The basic configuration with 50 trees with a depth of 3 and learning_rate=0.1 has already shown
excellent results (F1-score 0.9746), but error analysis has revealed room for improvement. The error
matrix of the basic model contained 3,840 false negative cases (attacks mistaken for normal traffic)
and 5,245 false positives. ROC analysis with an AUC of 0.9743 confirmed a good but not perfect
classification quality. As demonstrated in Fig. 7, the ROC curve approaches the ideal top-left corner,
reflecting near-perfect classification performance.
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Fig. 7. ROC Curve analysis for Gradient Boosting.

Fine-tuning of hyperparameters via GridSearchCV with triple cross-validation has significantly
improved the model. The optimal configuration turned out to be with 100 trees with a depth of 5,
learning_rate=0.1 and subsample=0.8. Increasing the number of trees over 100 did not significantly
increase accuracy but linearly increased the learning time. A depth of 5 proved to be the optimal
compromise — deeper trees began to retrain, while smaller ones could not capture complex
dependencies in the data.

After tuning, the model demonstrated almost perfect metrics: recall 0.9999 for abnormal traffic and
0.9919 for normal, precision 0.9999 for normal traffic and 0.9917 for abnormal. In fact, the errors
were reduced to 101 false positives and 85 false negatives in a test sample of 206934 examples. The
ROC curve of the improved model with an AUC of 0.9983 confirmed the exceptional quality of the
classifier — the graph is almost close to the upper-left corner, which indicates an almost perfect
separation ability. An analysis of the importance of features through feature_importances_ revealed
three key parameters that are most informative for the model: the average packet size (contribution
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0.41), the variance of the intervals between packets (0.38), and the number of TCP flags set (0.12).
These characteristics correspond well to well-known patterns of network attacks — for example,
DDoS often generates many small packets, and port scanning creates abnormal sequences of TCP
flags.

An interesting feature was the behavior of the model at various learning_rates. Unlike typical tasks,
where reducing the learning rate requires a proportional increase in the number of trees, here the
value 0.1 turned out to be optimal without the need for a sharp increase in n_estimators. This is due
to the good separability of classes after PCA — gradient boosting did not require many iterations to
correct errors.

Comparison with other algorithms highlights both the strengths and weaknesses of the method. In
terms of accuracy, gradient boosting surpassed even the random forest (0.9798 F1-score) and MLP
(0.9734), slightly inferior only to the decision tree (0.9959). However, the computational cost was
10 times higher than that of the decision tree (69 seconds) and 3 times higher than that of the MLP
(187 seconds). This makes the model less suitable for real-time systems that require instant response.
Practical implementation recommendations include two scenarios: for high-load systems, you can
use the truncated version with 50 trees and a depth of 3 (F1-score 0.9746 with a training time of 75
seconds), and for analytical systems where accuracy is critical, the full version with 100 trees. A
cascade approach can be particularly effective, where gradient boosting is used as the final arbiter
for questionable cases previously filtered out by faster algorithms. Prospects for improving the
model include experimenting with alternative loss functions specific to anomaly detection tasks and
adding time-based traffic characteristics as additional features. It is also of interest to study the
possibilities of online learning, when the model gradually adapts to changes in network behavior
without complete retraining. A separate area is optimization of computational efficiency through
quantization of the model or the use of GPU acceleration.

4.1.4 Random forest

Random Forest (RF) is an ensemble algorithm based on a set of decision trees, each of which is
trained on a random subsample of data and features [26]. This approach reduces overfitting and
increases the stability of the model compared to using a single tree. Random Forest demonstrated an
excellent balance between accuracy and speed, achieving an F1-score of 0.9798 with a training time
of only 56.7 seconds. This ensemble method, built on a set of decision trees, has proven to be a
reliable solution for processing network traffic, where it is important to consider complex nonlinear
dependencies between features. After the standard data preparation procedure (removal of non-
functional features, scaling, and PCA with 8 components), the model demonstrated stable
performance on both normal and abnormal traffic.

The basic version with 50 trees and a maximum depth of 10 immediately showed good results —
recall 1.0000 for abnormal traffic and 0.9605 for normal traffic. The error matrix revealed 847 false
positive cases and only 3 false negative ones, which is an excellent indicator for the task of detecting
attacks. Fig. 8 presents the confusion matrix, clearly showing this nearly ideal distribution of correct
classifications versus minimal misclassifications. The ROC curve with an AUC of 0.9995 confirmed
the exceptional ability of the model to separate classes — the graph is almost perfectly close to the
upper left corner. This exceptional performance is visually confirmed in Fig. 9, where the ROC
curve approaches the theoretical ideal position.

Hyperparameter optimization via GridSearchCV with triple cross validation took 40.49 seconds and
revealed the optimal configuration: 50 trees with a depth of 10 and the gini separation criterion.
Interestingly, increasing the number of trees above 50 did not significantly increase accuracy, but
increased the operating time linearly. This is explained by the peculiarity of network data — after a
certain threshold, additional trees begin to give similar separation results.
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Fig. 8. Confusion Matrix for Random Forest.
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Fig. 9. ROC Curve analysis for Random Forest.

The analysis of the importance of the features showed that three parameters make the greatest
contribution to the classification: the average packet size (0.38), the variance of the intervals between
packets (0.35) and the number of TCP flags set (0.12). These characteristics correspond well to well-
known patterns of network attacks — for example, DDoS often generates many small packets, and
port scanning creates abnormal sequences of flags.

Compared to other algorithms, the random forest took the golden mean — more precisely, logistic
regression (0.9653) and MLP (0.9734), but it was slightly inferior to gradient boosting (0.9958) and
decision tree (0.9959). At the same time, it turned out to be 10 times faster than gradient boosting
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and only 12 seconds slower than a single tree. This combination makes it an ideal candidate for
systems where both speed and quality are important.

A feature of working with network traffic is the behavior of the model when changing the depth of
the trees. Unlike other tasks, where increasing depth often leads to overfitting, here even trees with
depth=None (without restrictions) maintained stable quality. This is due to the effective operation
of the bagging mechanism, which compensated for the potential retraining of individual trees. For
industrial implementation, we can recommend a configuration with 30 trees with a depth of 5. It
gives an F1-score of about 0.975 with a training time of less than 30 seconds. In real-time systems
where response speed is critical, this option will be optimal. An additional advantage of the random
forest is the built-in estimation of prediction confidence, which can be used for cascading security
systems [27].

4.1.5 Linear regression

The Linear Regression (LR) model is a statistical method that predicts the value of a dependent
variable () based on one independent variable (X) [28]. In fact, this is a straight line described by
the equation Y = aX + b, where a is the angular coefficient (slope), showing how much Y changes
when X changes, and b is the intersection point with the Y axis. The basic idea is to find a line that
minimizes the sum of the squared errors (the difference between the real Y values and the predicted
ones). For this, the least squares (LS) method is most often used. Important metrics for the quality
of the model are R2 (coefficient of determination, which shows how much of the variance of Y is
explained by X) and standard error (the average deviation of predictions from actual data). The
advantages of the model are simplicity of interpretation and fast calculations. The disadvantages are
sensitivity to outliers and the assumption of a linear relationship, which is often not fulfilled in real
data. Despite its simplicity, linear regression, transformed into a classifier, showed unexpectedly
good results in the task of detecting network attacks, reaching an accuracy of 94.94% with a runtime
of only 25.56 seconds. This basic approach, implemented through LinearRegression from scikit-
learn, followed by the conversion of continuous predictions into binary labels (threshold 0.5),
demonstrated that even linear models can be effective for analyzing network traffic with proper data
preparation. After the standard processing procedure — removing non-functional features,
standardizing and reducing the dimension to 8 main components through PCA — the model showed
balanced accuracy in both classes.

The error matrix revealed 4,682 false positive cases (normal traffic, mistakenly classified as an
attack) and 5,795 false negative cases (undetected attacks). Fig. 10 displays the confusion matrix,
illustrating this distribution of classification errors between normal and attack traffic categories.
ROC analysis with an AUC of 0.9825 confirmed that the model has good separation capability,
although it is inferior to more complex algorithms. The ROC curve shown in Fig. 11 demonstrates
this robust but imperfect classification performance, with an AUC value of 0.9825. Interestingly,
the probability distribution at the regression output turned out to be well-calibrated enough for binary
classification without additional tuning.

The key advantage of linear regression is its exceptional speed — 3 times faster than a random forest
and 20 times faster than gradient boosting. At the same time, the quality (F1-score 0.9506 for normal
traffic and 0.9481 for abnormal traffic) turned out to be quite acceptable for the basic solution.
Analysis of the model weights showed that the greatest contribution to the classification is made by
the same three parameters as in other algorithms: the average packet size, interval variance, and the
number of TCP flags, which confirms their importance for detecting anomalies.

The main limitation of the approach is its linearity — the model cannot detect complex nonlinear
dependencies in the data, which is manifested in lower metrics compared to trees and ensembles.
However, for a quick preliminary traffic assessment or as a component of a cascading detection
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system, such an implementation can be very useful. It can be used especially effectively to filter
obviously normal traffic before using more resource-intensive algorithms.
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Fig. 10. Confusion Matrix for Linear Regression.
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Fig. 11. ROC Curve analysis for Linear Regression.
4.1.6 MIp Adam

A multilayer perceptron with an Adam optimizer sequentially processes input data through two
hidden layers (64 and 32 neurons), using the ReLU activation function to identify nonlinear
dependencies in network traffic. The Adam algorithm adaptively adjusts the learning rate for each
network parameter, minimizing the loss function over 300 iterations, which allows you to accurately
separate abnormal activity from normal activity. At the output, the model converts the obtained
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values through a sigmoid function, giving the probability of belonging to the attack class, which is
then converted into a binary solution using the threshold method. [29]. A neural network with a 64-
32 architecture and an Adam optimizer demonstrated high efficiency in the task of classifying
network traffic, reaching an F1-score of 0.9736 with a training time of 87.47 seconds. This model,
implemented through MLPClassifier from scikit-learn, has shown its ability to identify complex
nonlinear dependencies in data that cannot be detected by traditional linear methods. After standard
preprocessing (removal of non-functional features, scaling, and PCA with 8 components), the neural
network demonstrated an interesting feature — almost perfect detection of abnormal traffic (recall
0.9997) with a slightly lower recognition quality of normal connections (precision 0.9488).

The network configuration included two hidden layers with 64 and 32 neurons, respectively, a ReLU
activation function, and 300 learning epochs. This architecture was chosen after a series of
experiments that showed that increasing the number of layers and neurons does not significantly
increase accuracy but significantly increases training time. The Adam optimizer proved to be
optimal for this task, providing fast convergence without the need to fine-tune the learning rate.
The error matrix revealed 5,470 false positives and a total of 32 false negatives, which makes the
model especially useful for scenarios where it is critical not to miss real attacks. Fig. 12 presents the
confusion matrix, highlighting this asymmetric performance with near-perfect attack detection (only
32 false negatives) despite more frequent false alarms on normal traffic. The ROC curve with an
AUC of 0.9912 confirmed excellent separation ability — the graph quickly reaches high values of
the True Positive Rate with a relatively low False Positive Rate. As visualized in Fig. 13, the ROC
curve exhibits a steep initial ascent, reflecting the model's strong ability to prioritize detection of
true attacks while maintaining reasonable false positive control. At the same time, the probability
distribution at the network output turned out to be well calibrated for binary classification.
Comparison with other algorithms showed that MLP surpassed logistic regression (0.9653 F1-score)
and linear regression (0.9494) but was slightly inferior to ensemble methods. However, its key
advantage is the ability to automatically identify complex patterns in data without the need for
manual feature construction. Analysis of network weights showed that the first hidden neurons
predominantly respond to the same key traffic characteristics (packet size, time intervals, TCP flags)
as other models, but subsequent layers reveal more complex relationships between them.
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Fig. 12. Confusion Matrix (MLP Adam).
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Fig. 13. ROC Curve analysis for MLP — Adam.

The main limitation of the model was its relatively high computational cost — almost 3 times slower
than a random forest and 6 times slower than a decision tree. The neural network also requires more
data for stable learning and is more sensitive to hyperparameter settings. However, for tasks where
the quality of detection is critical and a longer response time is acceptable, such a compromise may
be justified. An interesting feature was the behavior of the model when changing the number of main
components — unlike other algorithms, MLP showed the best results with exactly 8 components,
while further increasing their number did not improve the quality, but increased the training time.
This suggests that the neural network can work effectively with moderately sized data, extracting
the necessary patterns from them.

For practical use, we can recommend using this model in cascading security systems, where it will
serve as the final arbiter for questionable cases previously filtered out by faster algorithms. Another
promising area is the study of transfer learning opportunities, when a network pre-trained on large
amounts of data is adjusted to specific types of attacks [30].

4.1.7 Naive bayes

The Naive Bayes (NB) model is a probabilistic classifier based on Bayes' theorem with the
assumption of feature independence [31]. Despite its apparent simplicity, the method often shows
unexpectedly good results for high-dimensional problems, especially when speed is important rather
than absolute accuracy. The bottom line is that the algorithm calculates the a posteriori probability
of the class for each object using the naive assumption that all features affect the result independently
of each other. A single pass through the data is sufficient for training: the model simply estimates
the class frequencies and conditional distributions of features. There are three main implementation
options — Gaussian (for continuous data), multinomial (for word frequencies in texts) and Bernoulli
(binary features). In your case, the Gaussian version is better suited for network flow metrics, since
most of the features (byte_count, flow_duration) are numeric in nature. The main advantage is its
resistance to noise and data gaps: the algorithm does not break down with partially incorrect values.
It also requires almost no hyperparameter settings (except for Laplace smoothing for rare events)
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and works lightning fast even on large samples. However, there are disadvantages: if the signs are
strongly correlated (like packet _count and byte count in your dataset), the naive assumption of
independence leads to systematic errors. The naive Bayesian classifier showed modest but stable
results in the task of detecting abnormal network traffic, achieving an accuracy of 86.48% with a
runtime of about 44 seconds. This probabilistic algorithm, based on Bayes' theorem with the
assumption of feature independence, has demonstrated an unexpectedly good ability to detect
attacks, despite its simple design. After standard data preprocessing (removal of non-functional
features, scaling, and PCA with 9 components), the model showed an interesting asymmetry in the
results.: a high recall (0.9406) for normal traffic, with a lower recall (0.7860) for abnormal traffic,
which indicates that the algorithm tends to make mistakes more often in the direction of "safe"
classification of suspicious connections.

Experiments with a different number of main components revealed the optimal value — 9 signs, at
which the maximum F1-score (0.8507) is achieved. The graph of the dependence of the F1-score on
the number of components showed that an increase in their number above 9 not only does not
improve the classification quality, but even slightly worsens it, which is associated with a violation
of the assumption of the independence of features in the source data. Fig. 14 illustrates this
relationship, clearly showing the optimal PCA dimensionality at 9 components where F1-score
peaks before declining. The error matrix contains 6271 false positive cases and 21700 false negative
ones, which makes the model less suitable for tasks where detecting all anomalies is critical, but it
is quite acceptable for initial traffic filtering. Fig. 15 presents the confusion matrix, visually
demonstrating this asymmetric performance with substantially more false negatives than false
positives.

F1-Score vs PCA Components (Naive Bayes)

0.84

0.82 ~

0.80

0.78 ~

F1-Score

0.76 A

0.74 1

0.72 1

Number of PCA Components
Fig. 14. Dependence of the F1-Score on the PCA value.

The ROC curve with an AUC of 0.9656 confirmed that the model has a moderate separation ability
— the graph is significantly better than random guessing but does not achieve the performance of
more complex algorithms. As shown in Fig. 16, the ROC curve confirms this intermediate
performance level, with AUC values between random guessing (0.5) and high-performance
classifiers (>0.99). An interesting feature was the behavior of the probability estimates at the
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classifier output — they turned out to be well calibrated, despite the simple Gaussian assumption
about the distribution of features. This is because after PCA and standardization, the data really got
closer to the normal distribution.
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Fig. 15. Confusion Matrix for Naive Bayes.
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Fig. 16. ROC Curve analysis for Naive Bayes.
Comparison with other methods shows that naive Bayes is significantly inferior in accuracy to
ensemble methods and neural networks but wins in terms of speed and ease of interpretation. Its key
advantage is the ability to produce rough but stable results even on small data samples and without
fine-tuning the parameters. The analysis of the importance of features is impossible in its pure form
due to the Bayesian approach, but indirectly it can be judged that the first main components (related
to packet size and time characteristics) make the greatest contribution to the classification. The main
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limitation of the model was precisely the assumption of feature independence — in real network data,
parameters often correlate with each other, which reduces the quality of predictions. The algorithm
also does not adapt well to the class imbalance, which is reflected in the recall difference for different
traffic categories. However, for initial dropout tasks or in conditions of limited computing resources,
such a compromise may be justified.

Prospects for improving the model include experimenting with other variants of naive Bayes (for
example, MultinomialNB for discrete features), combining the method with other algorithms in
ensembles, or using more complex class weighting schemes. It is also interesting to explore the
possibility of including expert knowledge in the model through manual adjustment of a priori class
probabilities, which is especially important for network security tasks with their specific
requirements for the ratio of false positive and false negative.

4.2 The best models

A comparative analysis of the seven algorithms studied revealed a clear gradation in the
effectiveness of detecting network attacks (see Table 3). The Decision Tree became the leader in
terms of metrics with an F1 score of 0.9959 and an almost perfect recall of 1.0000, which means
there are almost no missed attacks with a minimum number of false positives. Gradient Boosting is
just 0.0001 behind, demonstrating comparable quality, but requiring 8 times more training time
(576.20 seconds versus 69.21). Interestingly, both top models showed an AUC of 0.996, confirming
their exceptional ability to separate classes, but the difference in speed makes the decision tree
preferable for real-time systems.

The third place was taken by Random Forest with an F1 score of 0.9798, which stands out for the
optimal balance between accuracy and speed (56.70 seconds). Its key advantage is the stability of
the results at different PCA settings, unlike more sensitive algorithms. The MLP neural network
with the Adam optimizer showed an unexpectedly high recall (0.9997) at precision 0.9488, which
makes it especially useful for tasks where it is critical to minimize attacks. However, the training
time (87.47 seconds) significantly exceeds the performance of the trees.

Table 3. Learning outcomes of machine learning models.

Model Precision Recall F1-score AUC Time, sec

Decision Tree 0.9917 1.0000 0.9959 0.996 69.21

Gradient Boost 0.9917 0.9999 0.9958 0.996 576.20

Random Forest 0.9605 1.0000 0.9798 0.980 56.70

MLP (Adam) 0.9488 0.9997 0.9734 0.974 87.47

Logistic Regression 0.9459 0.9857 0.9654 0.965 43.00

Linear Regression (as classifier) 0.9533 0.9429 0.9481 0.949 25.56

Naive Bayes 0.9271 0.7860 0.8507 0.864 4457

Logistic and linear regression showed similar results (F1-score 0.9654 and 0.9481, respectively),
but with fundamentally different error balances. If logistic regression is better at detecting attacks
(recall 0.9857), then linear regression is more accurate at confirming normal traffic (precision
0.9533). At the same time, linear regression turned out to be the fastest (25.56 seconds), which
makes it an ideal candidate for initial data filtering.

Naive Bayes took the last place among the selected models with an F1 score of 0.8507, showing a
characteristic asymmetry in the results.: high precision (0.9271) for abnormal traffic with a relatively
low recall (0.7860). Its ROC-AUC of 0.864 is significantly inferior to other methods, but its speed
(44.57 seconds) and ease of interpretation retain its niche in the tasks of rapid preliminary
assessment.
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Almost all algorithms demonstrated the “plateau effect” — the moment when adding another main
component stopped giving a significant increase in accuracy. For trees, this threshold was at 5-6
components, for neural networks — at 8, and linear methods required more features to maintain
quality. The exception was Gradient Boosting, whose efficiency practically did not decrease even
with aggressive dimensionality reduction, which is explained by its ability to identify complex
nonlinear dependencies in data. An important selection criterion was the sensitivity of the models to
class imbalance. The best results were shown by algorithms that maintained a stable ratio of
precision and recall with varying degrees of data compression. For example, Random Forest showed
a recall of 1.0000 regardless of the number of components, whereas Naive Bayes had this indicator
ranging from 0.75 to 0.82 when the dimension was changed. Three models are recommended for
industrial implementation: Decision Tree — as the optimal compromise between accuracy and speed,;
Gradient Boosting — for tasks where maximum quality is critical.; Linear Regression — for systems
with severe limitations on computing resources. Each algorithm has its own niche of application and
can be effectively used depending on the specific requirements for the balance between accuracy,
completeness of detection and system response time.

4.3 The fight against overfitting

The problem of overfitting has become a key challenge in the development of machine learning
models for analyzing network traffic, where the volume of data and the complexity of the
relationships between features create ideal conditions for false patterns to occur. During my
research, 1 came across the fact that some algorithms, especially complex ensembles and neural
networks, showed excellent results in the training sample (accuracy up to 99.9%), but their
effectiveness noticeably decreased when tested on test data. This is a classic symptom of overfitting,
when the model, instead of identifying real attack patterns, begins to "remember" noise and random
features of a particular data set. For reliable operation of the detection system, this behavior is
unacceptable, as it leads to false alarms on normal traffic or, even more dangerously, skipping real
threats.

The main tool for diagnosing retraining was the division of data into training and test samples in an
80/20 ratio with mandatory stratification by target variable. This approach allowed us to maintain
the balance of classes in both subsamples and obtain an objective assessment of quality.
Additionally, I used 5-fold cross-validation for GridSearchCV, which is especially important when
configuring hyperparameters for complex models like Gradient Boosting or MLP. A critical
indicator of overfitting was the large gap between the metrics in the training and validation samples.
If accuracy differed by more than 2-3%, the model needed to be improved.

For Decision Tree, the main method of combating overfitting was to limit the depth of the tree and
the minimum number of samples in the leaves. During the experiments, it turned out that unlimited
trees (max_depth=None) give excellent results on training data, but their accuracy on the test turns
out to be 5-7% lower. The optimal configuration was trees with a depth of 5-7 levels with
min_samples_split=10. This option kept the F1-score at 0.995 with good generalizing ability. An
additional advantage was the reduction in operating time from 85 to 35 seconds for large datasets.
In the case of Random Forest, limiting the number of trees in an ensemble turned out to be an
effective strategy. Although theoretically more trees should improve the quality, in practice, after
100-150 estimators, the increase in accuracy became minimal, and the risk of overfitting increased.
| settled on 100 trees with a depth of 10. This configuration showed stable results on various
subsamples of data with no signs of overfitting. An important nuance was the use of bootstrap
aggregation (bagging), which naturally increases the stability of the model by randomly selecting
subsets of data for each tree.

For Gradient Boosting, the key regularization parameter was learning_rate. Too high values (0.3-
0.5) led to rapid convergence but often caused overfitting. After a series of experiments, the optimal
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value was 0.1 in combination with n_estimators=100 and max_depth=5. Subsampling has also
become a useful technique (subsample=0.8), when each tree is built on a random 80% subsample of
data, this added additional regularization and improved the generalizing ability of the model.

The MLP neural network required a special approach — here, in addition to the standard data
separation, | used early stopping, when training is interrupted when the indicators on the validation
sample deteriorate. The architecture with two hidden layers (64 and 32 neurons) and dropout
regularization (0.2) showed a better balance between complexity and a tendency to overfitting.
Interestingly, increasing the number of layers to 3-4 did little to improve the result, but significantly
increased the risk of overfitting.

Difficulties arose with linear models (logistic and linear regression) — their simplicity is a protection
against overfitting, but in our case even they showed signs of overfitting when using all the features.
The solution was to use L2 regularization with an optimal coefficient of C=100, found through
GridSearchCV. This made it possible to maintain high accuracy (F1 0.965) without overfitting, even
with a decrease in the data dimension.

The PCA transformation has suddenly become a powerful tool to combat overfitting, especially for
Naive Bayes and linear models. Reducing the dimension to 8-9 of the most informative components
not only accelerated the algorithms but also improved their generalizing ability by filtering out noise
features. Graphs of the dependence of accuracy on the number of components clearly showed the
point after which adding new features stopped improving the quality in the test sample, and
sometimes even worsened it.

An important aspect was the comparison of models for resistance to retraining. Decision Tree and
Gradient Boosting showed the best stability — their metrics on the test practically did not differ from
the results on the training data. MLP and Random Forest required more careful tuning, but they also
demonstrated good stability in optimal configurations. Linear models turned out to be the least
sensitive to overfitting, but at the expense of more modest absolute indicators.

Practical experience has confirmed that there is no universal solution — each algorithm requires an
individual approach to regularization. For trees, it controls the depth and size of leaves, for
ensembles it controls the number and complexity of basic models, for neural networks it is a
combination of dropout and early stop. The general principle was the desire for the simplest possible
model capable of solving the problem — this approach eventually gave the best results on real data.

5. Conclusions

The study tested various machine learning algorithms for detecting network attacks in Python using
the scikit-learn, XGBoost, and TensorFlow libraries. The focus was not only on achieving high
accuracy, but also on the practical applicability of the models in real conditions, including their
interpretability, speed of operation and resistance to retraining. The best results were shown by
ensemble methods and decision trees. Decision Tree demonstrated 99.4% accuracy at a depth of 5,
identifying 8 key features out of 18, which makes it not only one of the most accurate, but also the
most interpreted algorithms. His training took only 69 seconds, which is critical for real-time
systems. Gradient Boosting showed comparable accuracy (99.58%), but its training took
significantly longer (576 seconds), which limits its use in high-load environments. Random Forest
took an intermediate position with an accuracy of 97.98% and a training time of 56.7 seconds,
providing a good balance between performance and quality.

Logistic regression, despite its simplicity, showed decent results (96.53%) and turned out to be the
fastest (25.56 seconds), which makes it a good choice for initial traffic filtering. Naive Bayes
(86.48%) and linear regression (94.94%) proved to be less effective, due to their limited ability to
account for complex dependencies in the data.
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Special attention was paid to the fight against retraining. For Decision Tree, the key method was to
limit the depth and minimum number of samples in the leaves. In the case of Random Forest, limiting
the number of trees (100-150) proved to be an effective strategy, while for Gradient Boosting, careful
selection of learning_rate (0.1) and the use of subsampling (subsample=0.8). The MLP neural
network required the use of dropout and early stopping, while linear models required L2
regularization. The PCA transformation also played an important role, making it possible to reduce
the dimensionality of the data without significant loss of accuracy. The practical value of the work
lies in the fact that the results obtained can be used to build hybrid attack detection systems, where
fast algorithms (for example, Decision Tree or Logistic Regression) are used for primary analysis,
and more complex ones (Gradient Boosting or MLP) are used to clarify questionable cases. In
addition, the identified key signs of attacks (average packet size, packet interval variance, number
of TCP flags) can be used to improve existing monitoring systems.

The scientific novelty of this work lies in an integrated approach to analyzing the effectiveness of
machine learning algorithms for detecting network attacks, with an emphasis on interpretability of
models and processing of unbalanced data. Unlike most existing studies, where the focus is solely
on classification accuracy, we have studied in detail how different methods (from simple linear
regression to gradient boosting) work with real network data, while maintaining a clear decision
logic. A special contribution is the proposal of a hybrid system combining fast algorithms like a
decision tree for initial selection and more complex models to clarify suspicious cases. The practical
significance was confirmed by tests on the SNT dataset, where our methodology allowed us to
achieve accuracy of up to 99.58% while maintaining the transparency of the models. In addition, we
have identified key signs of attacks (packet size, time intervals, TCP flags) that can be used to
improve existing monitoring systems without completely replacing their algorithms.

References

[1]. Kuzior A., etal. Cybersecurity and cybercrime: Current trends and threats. Journal of International Studies,
vol. 17, no. 2, 2024, pp. —.
[2]. Abdelkader S., et al. Securing modern power systems: Implementing comprehensive strategies to enhance
resilience and reliability against cyber-attacks. Results in Engineering, 2024, article 102647.
[3]. Singh N. J., et al. Botnet-based IoT network traffic analysis using deep learning. Security and Privacy,
vol. 7, no. 2, 2024, e355.
[4]. Alsaleh A. A novel intrusion detection model of unknown attacks using convolutional neural networks.
Computer Systems Science & Engineering, vol. 48, no. 2, 2024.
[5]. Inuwa M. M., Das R. A comparative analysis of various machine learning methods for anomaly detection
in cyber-attacks on 10T networks. Internet of Things, vol. 26, 2024, article 101162.
[6]. Ayodele T. O. Types of machine learning algorithms. New Advances in Machine Learning, vol. 3,
pp. 19-48, 2010.
[7]. So-In C. A survey of network traffic monitoring and analysis tools. CSE 576M Computer System Analysis
Project, Washington University in St. Louis, 2009.
[8]. Azab A., et al. Network traffic classification: Techniques, datasets, and challenges. Digital
Communications and Networks, vol. 10, no. 3, 2024, pp. 676-692.
[9]. Ghosh K., et al. The class imbalance problem in deep learning. Machine Learning, vol. 113, no. 7, 2024,
pp. 4845-4901.
[10]. Fillbrunn A., et al. KNIME for reproducible cross-domain analysis of life science data. Journal of
Biotechnology, vol. 261, 2017, pp. 149-156.
[11]. Ndung'u R. N. Data preparation for machine learning modelling, 2022.
[12]. Brownlee J. Data preparation for machine learning: data cleaning, feature selection, and data transforms
in Python. Machine Learning Mastery, 2020.
[13]. Pitropakis N., et al. A taxonomy and survey of attacks against machine learning. Computer Science
Review, vol. 34, 2019, article 100199.

172



Jlanmna M.A., Tloapyunsiit H.B., Pycanos M.A., babenko M.I". MccneoBanue METOI0B MaIIMHHOTO 00Y4YEHHsl JUIsl BBISABICHHUS CETEBBIX
atak. Tpyoet UCII PAH, Tom 37, BbiL. 4, yacts 2, 2025 r., crp. 147-174.

[14]. Park K., Song Y., Cheong Y.-G. Classification of attack types for intrusion detection systems using a
machine learning algorithm. Proc. 2018 IEEE Fourth Int. Conf. on Big Data Computing Service and
Applications (BigDataService), 2018.

[15]. Chakraborty S., et al. Interpretability of deep learning models: A survey of results. 2017 IEEE
SmartWorld, Ubiquitous Intelligence & Computing, etc., 2017.

[16]. Turukmane A. V., Devendiran R. M-MultiSVM: An efficient feature selection assisted network intrusion
detection system using machine learning. Computers & Security, vol. 137, 2024, article 103587.

[17]. Helpiks. https://helpiks.org/7-89924 .html.

[18]. Metons! oGHapyskeHus ceteBbix atak [Methods of Detecting Network Attacks]. Otkrytye Sistemy, no. 7-
8, 2002, pp. 181-714. JIocTyIHO 10 CChUIKE: WWW.0sp.ru/0s/2002/07-08/181714.

[19]. Boldyrikhin N. V., et al. Research of Intrusion Detection Systems. Molodoy Uchenyy [Young Scientist],
no. 2 (449), 2023, pp. 6-9. https://moluch.ru/archive/449/98876/. Accessed 22 Apr. 2025.

[20]. Zhu R., Zhong G.-Y., Li J.-C. Forecasting price in a new hybrid neural network model with machine
learning. Expert Systems with Applications, vol. 249, 2024, article 123697.

[21]. Dlamini T., Zulu N. Blockchain for IT Security: Revolutionizing Data Integrity and Authentication.
Eastern European Journal for Multidisciplinary Research, vol. 3, no. 2, 2024, pp. 357-366.

[22]. Mendeley Data. https://data.mendeley.com/datasets/9hz6f62gtk/1.

[23]. Mienye I. D., Jere N. A survey of decision trees: Concepts, algorithms, and applications. IEEE Access,
2024.

[24]. Singh H. P., etal. Logistic Regression based Sentiment Analysis System: Rectify. 2024 IEEE International
Conference on Big Data & Machine Learning (ICBDML), 2024.

[25]. Lai T., et al. Ensemble learning based anomaly detection for loT cybersecurity via Bayesian
hyperparameters sensitivity analysis. Cybersecurity, vol. 7, no. 1, 2024, pp. 44.

[26]. Hadi A. A. A., Hadi A. M. Improving cybersecurity with random forest algorithm-based big data intrusion
detection system: A performance analysis. AIP Conference Proceedings, vol. 3051, no. 1, 2024.

[27]. Sekhar J. C., et al. Stochastic Gradient Boosted Distributed Decision Trees Security Approach for
Detecting Cyber Anomalies and Classifying Multiclass Cyber-Attacks. Computers & Security, 2025,
article 104320.

[28]. Sangeetha J. M., Alfia K. J. Financial stock market forecast using evaluated linear regression-based
machine learning technique. Measurement: Sensors, vol. 31, 2024, article 100950.

[29]. Igel C., Hiisken M. Empirical evaluation of the improved Rprop learning algorithms. Neurocomputing,
vol. 50, 2003, pp. 105-123.

[30]. Ebrahimi M., et al. Comprehensive analysis of machine learning models for prediction of sub-clinical
mastitis: Deep Learning and Gradient-Boosted Trees outperform other models. Computers in Biology and
Medicine, vol. 114, 2019, article 103456.

[31]. Jun W., Shitong W., Chung F.-L. Positive and negative fuzzy rule system, extreme learning machine and
image classification. International Journal of Machine Learning and Cybernetics, vol. 2, 2011,
pp. 261-271.

UHgpopmayusi 06 aemopax / Information about authors

Mapus AnatonbeBHa JIAIIMHA — xangunat Gu3MKO-MaTeMaTHYECKUX HAyK, JOLEHT Kadempsl
BBIYHCIINTEIBHO MaTeMaTuku U kubepHetrku CeBepo-KaBkazckoro ¢eiepalisHOro YHHBEPCUTETA.
Cdepa HaydyHBIX HHTEpPEeCOB: UU(QPOBBIE TEXHOJIOTHUH, YIpaBJeHWE HWHPOPMAIMOHHON
6e30M1aCHOCTHI0, IPOIIECCHBIH MTOAX0, KPUITOTpadus.

Maria Anatolyevna LAPINA — Cand. Sci. (Phys.-Math.), Associate Professor at the Department of
Computational Mathematics and Cybernetics at the North Caucasus Federal University. Research
interests: digital technologies, information security management, process approach, and

cryptography.

Hasap Bumagmmuposuu ITOJIPYUHBIA — cryment Cesepo-Kaskasckoro denepaabHoro
yauBepcurera. Cepa HaydHBIX MHTEpECOB: KpurrTorpadus, mMammuHHoe oOydeHue, LU(PPOBEIE
TEXHOJIOTHH, YIpaBJIeHHE HH(POPMAIMOHHON  0€30MacHOCTBIO,  TPOLECCHBIM  MOAXOJ,
o0Opa3oBaTeNbHBIH Mporiecc.

173


https://helpiks.org/7-89924.html
https://moluch.ru/archive/449/98876/
https://data.mendeley.com/datasets/9hz6f62gtk/1

Lapina M.A., Podrychny N.V., Rusanov M.A., Babenko M.G. Research of machine learning methods for detecting network attacks. Trudy
ISP RAN/Proc. ISP RAS, vol. 37, issue 4, part 2, 2025. pp. 147-174.

Nazar Vladimirovich PODRUCHNY - Student of the North Caucasus Federal University. Research
interests: cryptography, machine learning, digital technologies, information security management,
process approach, and educational process.

Muxaun Amxgpeesnd PYCAHOB - acnmpadT wWHCTHTYTa HWH()OPMAIMOHHBIX TEXHOJOTHH,
MockoBckuii prHaHCOBO-IOpUANYecKuil yHIBepcHuTeT. Chepa HayUHBIX HHTEPECOB: KOMIUICKCHBIE
CHCTEMBI 3aIUTHl HHPOPMALNH, HHYOPMAIMOHHO-KOMMYHHKAIIHOHHBIE TEXHOJIOTUH.

Mikhail Andreevich RUSANOV is a postgraduate student at the Institute of Information
Technologies at the Moscow University of Finance and Law. Research interests: complex
information protection systems, Information and Communication Technologies.

Muxann I'puroppeBud BABEHKO — noktop ¢u3MKO-MaTeMaTH4eCKUX HAyK, 3aBEIYIOILU
Kadenpoil BBIYMCIUTENEHOW MaTeMaTWku u kuOepHetnku CeBepo-KaBkasckoro ¢enepaibHOTO
yHuBepcutera. Cdepa HaydHBIX HHTEPECOB: aiuredpandeckue CTPYKTypsl B nossix [amya,
MOJIyJsIpHas apu(MeTHKa, HEHPOKOMITBIOTEPHBIE TEXHOJOTHH, LH(poBas oO0pabOTKa CHTHAJIOB,
KpHITorpaduaeckie MeTo b 3alUThl HHYOPMALHIH.

Mikhail Grigoryevich BABENKO - Dr. Sci. (Phys.-Math.), Head of the Department of
Computational Mathematics and Cybernetics at the North Caucasus Federal University. Research
interests: algebraic structures in Galois fields, modular arithmetic, neurocomputer technologies,
digital signal processing, and cryptographic methods of information protection.

174



Tpyowr UCIT PAH, mom 37, evin. 4, uacme 2, 2025 2. /| Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 4, part 2, 2025

DOI: 10.15514/ISPRAS-2025-37(4)-25 EOC-EH

Al-Assistant Development and Integration
into Learning Management System

LE.A. Karavaeva, ORCID: 0009-0003-0418-7685 <eakaravaeva_1@edu.hse.ru>
LV.1. Vasilevskij, ORCID: 0009-0004-0115-7082 <vivasilevskiy_1@edu.hse.ru>
2G.M. Lanin, ORCID: 0009-0002-6554-9996 <gmlanin@edu.hse.ru>
3D.S. Prokudin, ORCID: 0009-0003-0310-5385 <s02240530@gse.cs.msu.ru>

! Scientific and Educational Laboratory of Cloud and Mobile Technologies,
Higher School of Economics (HSE),
11, Pokrovsky Bulvar, Moscow, 109028, Russia.

2 Department of Software Engineering Higher School of Economics (HSE),
11, Pokrovsky Bulvar, Moscow, 109028, Russia.

3 Lomonosov Moscow State University,
GSP-1, Leninskie Gory, Moscow, 119991, Russia.

Abstract. The ongoing digitalization of education requires new ways of presenting information and attention
retention mechanisms. The aim of the presented work is to propose a solution for implementing a large
language model, which will interactively generate prompts of different types, within an e-learning course on
programming. The main approaches are the analysis of existing relatively small language models, the
TOPSIS method to select the most appropriate one, prototyping, and the integration of the proposed software
solution with the HEI educational system. As a result, a service that can be integrated into learning
management systems is presented. The paper also presents the results of testing the models that formed the
basis of the presented solution.

Keywords: hint generation; large language model (LLM); programming education; teaching assistant;
technique for order of preference by similarity to ideal solution (TOPSIS).

For citation: Karavaeva E.A., Vasilevskij V.., Lanin G.M., Prokudin D.S. Al-Assistant Development and
Integration into Learning Management System. Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 4, part 2, 2025,
pp. 175-190. DOI: 10.15514/ISPRAS-2025-37(4)-25.

175


mailto:eakaravaeva_1@edu.hse.ru
mailto:vivasilevskiy_1@edu.hse.ru
mailto:gmlanin@edu.hse.ru
mailto:s02240530@gse.cs.msu.ru

Karavaeva E.A., Vasilevskij V.1., Lanin G.M., Prokudin D.S. Al-Assistant Development and Integration into Learning Management System.
Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 4, part 2, 2025. pp. 175-190.

PaspaboTtka u nHrerpauma Al-accucteHTa
B CMCTeMy ynpaBrieHusi o6yuyeHnem

LE.A. Kapasaesa, ORCID: 0009-0003-0418-7685 <eakaravaeva_l@edu.hse.ru>
1 B.U. Bacunesckuii, ORCID: 0009-0004-0115-7082 <vivasilevskiy_1@edu.hse.ru>
2I'M. Jlanun, ORCID: 0009-0002-6554-9996 <gmlanin@edu.hse.ru>
3 J1.C. Ipoxyoun, ORCID: 0009-0003-0310-5385 <s02240530@gse.cs.msu.ru=

Y Hayuno-yuebnasn nabopamopus o6aaunvix u mobunshvix mexnonoauti, Hayuonanomuwiil
uccaeoosamenvckuli ynusepcumem "Boicuas wikona sxonomuxu" (HHUY BILD),
Poccus, 109028, Mocksa, Ilokposckuii 6yrvsap, 0. 11.

2 Jlenapmamenm npozpammnoti undcenepuu, Hayuonanvnwlil ucciedosamenbcruil
yuugepcumem "Buvicwasn wikona sxonomuxu” (HUY BILID),
Poccus, 109028, Mocksa, Ilokposckuii 6yavsap, 0. 11.

3 Mockoeckuii 2ocyoapcmeennviii ynusepcumem umeny M.B. Jlomonocosa,
Poccus, 119991, Mockea, Jlenunckue eopuwl, 0. 1.

Annoramusi. [Iponomkaromasicss nudposuzanus oOpa3oBaHusl TpeOyeT HOBBIX CIIOCOOOB MPEICTABICHUS
nHpopMaIMy 1 MEXaHH3MOB yJepkaHusl BHUMaHus. L{enb mpeacTaBneHHON pabOTHl — NMPEUIOKHUTh pelICHHE
Ha OCHOBE OOJIBILOI S3BIKOBOI MOZIENH, KOTOpasi Oy/ieT HHTEPAKTUBHO IT'eHEPHPOBATh MOJCKA3KH Pa3InIHbIX
THUIIOB B PaMKaxX 3JICKTPOHHOTO y4eOHOro Kypca o NporpaMMHUpoBaHnio. OCHOBHBIMH TTOJXOAMH SBIISIOTCS
aHaNM3 CYIIECTBYIOIIMX OTHOCHUTENHHO HEOONbIIMX S3BIKOBBIX Moneneit, TOPSIS-anamms (Meroanka
OIpeJIeICHUsI TOps/IKA MPEINOYTEHUS 110 CXOJACTBY C HJCaJbHBIM PEUICHHEM), NPOTOTHIMPOBAHUE U
MHTErpalysl MpelaraéMoro ImporpaMMHOrO pelieHusi ¢ 00pa3oBarelbHOM cHCTeMoi By3a. B pesynbraTe
MIPE/ICTABIICH CEPBHC, KOTOPHIH MOXKET OBITh MHTETPUPOBAH B CHUCTEMBI yIpaBJIeHUs oOydeHHeM. B cratbe
TAKOKe MPEJICTABJICHBI PEe3yJIbTaThl TECTHPOBAHUS MOJENEH, KOTOPBIE JIETJIH B OCHOBY IIPEICTaBIEHHOTO
peuIeHusl.

KirouyeBble ciioBa: reHepanus MOJICKa30K; OONbIINE SA3BIKOBBIE MOJENH; 00yd4eHHE HMPOrpaMMHPOBAHUIO;
00ydJaroIMil acCUCTEHT; METOIMKA ONPEACNCHUs TOPSAKA IMPEOIOYTEHHS 10 CXOACTBY C HACATBHBIM
peuterrem (TOPSIS).

Jas umtupoBanmsi: Kapasaea E.A., Bacunesckuii B.U., Jlanmn I'.M., Ilpokymun [.C. Pazpabotka u
nHTerpanus Al-accucteHTa B cucteMy ynpasieHus ooydenueM. Tpyast UCIT PAH, tom 37, Beim. 4, gacTs 2,
2025 r., cp. 175-190 (ua anrnuiickoM si3bike). DOI: 10.15514/ISPRAS—-2025-37(4)-25.

1. Introduction

Text-based chatbots that use large language models (LLMSs) to generate responses to the user
questions are becoming more and more widespread. Learning from big data has long allowed such
assistants to solve many tasks from various fields of knowledge, and programming is no exception.
The incorporation of Al technologies into both industrial development and programming-related
educational processes is not to be overlooked. Many students, for example, use chatbots to solve
educational tasks. It is almost impossible to fight this, intellectual assistants are becoming more
and more thoroughly part of our lives, and therefore it is necessary to take this trend into account
and adapt the educational process to the new realities. A good description of this trend can be
found in the article [1]. Of course, the basis remains the same — to learn something, to get a deep
understanding of the subject, it is necessary to analyze new information independently, active
practice of the acquired skills and their subsequent verification is required. The main premise of
this paper was the idea to supplement this process - to introduce an intellectual assistant to support
the educational process. The key feature of the presented chatbot is its ability to interactively
answer the user's questions, generate hints and explanations, guide him to the right path, without
giving out the whole solution.
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1.1 Overview of Existing Solutions

Over the last few years, the range of solutions that utilize large language models to support the
educational process has expanded significantly. Such systems not only help to answer users’
questions but also aim to provide interactive learning support, but each analog has its own features
and limitations.
e Evahelp.ai
The Evahelp.ai platform is a universal solution based on artificial intelligence that generates
answers and explanations in real time. The system demonstrates high adaptability and is
able to adjust to a wide range of queries, thus covering a variety of educational tasks.
However, when moving into highly specialized areas such as programming, Evahelp.ai
often lacks technical details, reducing its practical applicability in professional training.
e OpenAl Codex
OpenAl Codex, implemented in GitHub Copilot, is focused on code generation and
demonstrates high accuracy in understanding the syntax and semantics of software
languages. This model is capable of automatically augmenting and correcting code, which
significantly speeds up the workflow. However, an in-depth analysis shows that Codex’s
main focus is on delivering ready-made solutions. This approach can reduce the educational
value, as the student does not always have time to comprehend the logic of the proposed
code independently, and the algorithm is often not adapted to the individual level of
knowledge of the student.
e Tutor CoPilot
Tutor CoPilot [2] is an example of an innovative solution that aims to support the
pedagogical process by combining human expertise with the power of Al. This system
shows a significant improvement in student learning through the application of expert
thinking models. Tutor CoPilot helps tutors to ask leading questions rather than just giving
ready-made answers, which promotes analytical thinking and learner autonomy. At the
same time, the experimental data show an increase in mastery by several percentage points,
especially among students studying with less experienced tutors.
e General-purpose Models
In parallel with highly specialized solutions, general-purpose models such as ChatGPT,
DeepSeek, YandexGPT and others grow in popularity. These systems, which include
hundreds of billions of parameters, demonstrate an impressive ability to understand a wide
variety of topics. However, their main task is to be as useful and informative as possible,
which leads to the fact that when asked, they often offer several solutions, corrections and
explanations at once. For an experienced specialist this approach may be valuable, but for a
student in an educational course it often looks confusing. Moreover, ready-made solutions
offered by such models contribute to copying code without deep understanding of the
process of its creation.
Thus, the analysis of existing solutions shows that most of them are either focused on generating
ready-made answers or work within a wide range of tasks without taking specific features of
programming training courses into account. These limitations emphasize the need to develop a
specialized Al-assistant capable of guiding the student towards the correct solution of the problem,
stimulating him to independent analysis and deep understanding of the material. Such assistant
should take into account an individual learning style, help to form analytical thinking and avoid
the temptation to quickly copy ready-made solutions, which is an important aspect in building a
quality educational process.

1.2 Problem Statement

There are several issues that require attention when developing educational systems that
incorporate Al assistants. First of all, student data is sensitive and sending them to external servers
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can not only be time-consuming, but also pose security risks and loss of access to the data.
Therefore, there is a need to develop a compact local system that will provide fast and secure
access to the data while maintaining the functionality of the Al assistant.

There is a need to create a system that has an embedded intelligent assistant that can support
students in their learning process by providing hints and guidance for learning tasks. Instead of
generating ready-made answers, the assistant should offer a set of hints that will stimulate thought
processes and independent search for solutions. This will allow students to actively participate in
the learning process, developing analytical thinking and deepening their understanding of the
material.

The system development will focus on integration with the existing local educational platform, in
particular, with programming courses. The Al-assistant will be aimed at assisting in solving tasks,
explaining errors and giving hints. An important feature will be the absence of the need to switch
to external sources, which will ensure faster work and data protection.

In addition, the system should be adaptive and support different levels of difficulty, depending on
the student'’s skills, helping them move along the educational path from basic knowledge to more
complex concepts. As part of the solution implementation, it will be important to develop
algorithms to store and analyze student interactions with the Al assistant to improve the quality of
prompts and personalize support.

Thus, the challenge is to create a local system with an embedded intelligent assistant that will not
just answer questions, but guide the student to an independent solution, while ensuring data
security and improving the quality of the educational process.

1.3 Purpose and Objectives

The purpose of this work is to develop a specialized Al assistant integrated into the local
educational system of a higher education institution to support a Python programming course. It is
assumed that this assistant will not just answer questions, but will generate a set of hints. In
addition, an important feature of the system is the need for local deployment to ensure data
security and operational access to information, as well as integration with the network architecture
of the educational platform, allowing to collect and analyze the history of interaction of students
for further optimization of the assistant's algorithms.

In order to achieve the objective, the following tasks are addressed:

1) Identify and select the most appropriate language model capable of generating relevant
and high-quality prompts in the context of a Python programming course.

2) Deploy the selected model in the local infrastructure, while ensuring a high level of
security and reliability of operation.

3) Organize a mechanism for storing and analyzing the history of user interaction with the
assistant to continuously improve the quality of provided hints and personalize training.

4) Conduct comprehensive testing of the developed solution, evaluate its effectiveness and
impact on the quality of the educational process.

1.4 Research Questions
In the process of creating the service, the questions that deserve special attention are:

1) What is the best model to choose for local deployment?
2) How to evaluate an Al model for generating prompts?
3) What is the quality of the model's responses and how can the results be improved?

4) How should the model be constrained and controlled to avoid leakage of problem solving
in the responses?
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2. Preparatory Stage

2.1 Subject Area

This paper develops a chatbot based on a large language model that should generate prompts for
students. Importantly, the assistant is developed for a specific basic course in Python programming
language in Fig. 1. The course is embedded in a learning management system (LMS) based on the
Moodle platform. The environment used allows not only to receive the student's text message, but
also to support the request with additional data: the problem condition, the student's code, data
from the CodeRunner problem testing subsystem, as well as the hidden reference solution of the
problem, if any.

Fig. 1. User Interface of the Course.

Within the framework of the problem to be solved, the hints were categorized into 3 types:
e Code Explanation

1) The user can select a code fragment to get its description and explanation of its
structure.

2) The assistant analyzes the last sent solution and, if there are errors, generates an
interpreted description of them.

3) The assistant answers the user's questions in online chat, helping with understanding
the steps of the solution without providing the finished code.

4) If the question goes beyond the scope of the task at hand, the assistant notifies the
user.

e Mistake correction hint

1) We leverage the idea explained in [3]: based on the task condition, user code and data
from CodeRunner, the assistant identifies syntax and logic errors, pointing out
possible problems.

o Next step hint

1) The assistant helps you determine the next step in solving a problem by explaining the
general meaning of the step and recommending useful functions without a detailed
code description. This approach follows the idea suggested in [4].
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The main restriction is the prohibition against giving the full solution. Although the student may
resort to asking for advice, the assistant must not solve the problem for the student.

2.2 LLM Choice

The next task was to select a model that should form the basis of the assistant to be developed.
Thus, we faced a classical decision-making process. The decision in favor of one or another
alternative should be made on the basis of evaluations of each of the options, which required of us
to determine in advance the evaluation criteria and their significance. Note that criteria by the
nature of their significance can be of two types: benefit (the more, the better) and non-benefit (the
less, the better).

Classical criteria for evaluating large language models turned out to be insufficient for the task at
hand, since what matters, for example, is not only whether the assistant can solve all tasks (such
measurements already exist), but whether the assistant performs the cueing function well, is well-
managed, and can work within the domain under consideration. Therefore, additional less explicit
criteria were introduced, for which interval scores are used. A scale of real numbers from 0 to 10
was used to construct such assessments.

Thereby, the following criteria were proposed for comparison:

e C1. Speed of response. This is important for better user experience and also allows using
less resources, i.e., serving more students with a single model.

Type: benefit

Value: a non-negative real number taken as the average rate of output token generation
per second across all test requests. Considering the following:

= t—task from the dataset with N tasks;
= T(t) — throughput, number of output tokens per second for the task;
= s—speed, average throughput for all tasks from the dataset.

N
<i=1 TGJ_

v (1

§=

e C2. Instructional Conformance. The model should follow a predefined configuration
prompt. For example, that the model should work as a learning assistant, generating hints
without issuing code.

Type: benefit

Value: the average number of instructions executed for each task. The score is formed as
follows: for each model response, the number of executed instructions is calculated from
the total number of instructions in the prompt, and then the average of all test queries is
taken in percent:

= @;—answer of the model to the task j;

= bj— instruction from the prompt with M instructions;

= conf(bi, a) — a function that shows whether the instruction in the given answer has
been completed;

= |ICj— prompt’s instructional conformance to the task j.

SRR Y {U if instruction has not been completed @

1 if instruction completed
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M
‘rcj — ZI:] (!mif(hr: G‘J)
,-’k-!
N
5 (of
IC = ;—’i L % 100% (4)

()]

C3. Relevance. It is necessary to make sure that the model generates answers that are as
relevant to the given topic as possible (without digressions and unnecessary details).
Type: benefit

Value: the average value in percent of the ratio of the number of topic sentences to the
total number of sentences in the answers to the test queries:

= s;—sentence i from the answer of the model with K sentences;
= rel(si, tj) — a function that shows whether the sentence;

= r1j—relevance of the answer for the task t;;

= 1 —relevance of the model’s answers.

rel(sit;) = 0 if s; is relevant to the task f;
i 1 if it is not

(5)

=K
¢ rel 5i, L
;= -L-‘-"”;((ﬁ ) (6)
N
;A T4
= LJN} % 100% (N

C4. Hallucinations. Large language models by virtue of their design cannot guarantee
the reliability of the information given, so non-existent sources, fictitious functions and
libraries, or other unverified information may be given.

Type: non-benefit

Value: total number of hallucinations on the course dataset.

= fc(a)) — a function that shows the number of hallucinations in the model’s answer to
the task t;;

= h— cumulative count of hallucinations:

N
h= ch(a,-) (83}
i=1

C5. Toxicity. Model responses should not have negative emotional coloring, as this is
unacceptable behavior within educational institutions. This is often taken into account at
the model training stage, so this behavior is usually rare, but it is still useful to check.
Since this is an assessment of emotional coloration and linguistic properties, it is difficult
to characterize toxicity with a single number - such an assessment will always have some
error, so interval estimates are used for this criterion and all subsequent ones.

Type: non-benefit

Value: An interval estimate of the number of responses classified as toxic.

= tox(a;) — a function that shows whether the model’s answer to the task t; is toxic.

= X — cumulative count of toxic answers.

N
T = z tox(a;) 9
1=1
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C6. Computing resources. For locally deployed models, it is crucial to estimate their
CPU and GPU consumption. However, it is quite difficult to do so, as benchmark
estimates and a possible advantage in numbers does not guarantee the superiority of one
model over another.

Type: non-benefit

Value: subjective interval estimate of resource consumption.

= CR - estimate of resource consumption. 0 means small resource requirements, 10 —
very high resource requirements.

= |- lowest estimation

= r— highest estimation

= CR=[lr],wherel<rAl,re[0,10]AlLreN

C7. Availability. Since the assistant is to be used by a legal entity (educational
institution), it is necessary to minimize possible legal risks, exclude proprietary solutions,
select a suitable license of use.

Type: benefit
Value: linguistic scale label:

= X = {"Unavailable model", "Available with great limitations", "Limitedly available",
"Almost without restrictions", "Available without restrictions"}

= X € X is also a stakeholder's estimation.

C8. Russian language support. Since the course is developed in Russian and the

audience of the service is Russian-speaking, it is especially necessary to provide high-

quality support for this locale. Unfortunately, this cannot be described by a formula based

on answers containing non-Russian characters, since sometimes it is acceptable to use

English (language operators, names of data structures).

Type: benefit

Value: subjective interval evaluation of the quality of language support.

= RLS - estimate of russian language support. 0 means “does not support”, 10 —
“immaculate support”.

= |- lowest estimation

= r— highest estimation

= RLS=]l, r],wherel<rAl,re[0,10]Al,reN

C9. Stability. Since student queries and responses together form an ongoing dialog, the
stability of the model over time must be considered. In particular, make sure that the
model is consistent and does not get confused in its responses. This is a complex test that
cannot be automated, it is a non-deterministic process, and it is evaluated manually by the
user (the stakeholder).

Type: benefit
Value: subjective interval score. The scale is from 0 to 10.

Next, it was necessary to prioritize these criteria, reflecting their relative importance for the
assistant's intended use. The weights of the criteria are summarized in Table I. The highest weights
were assigned to Russian language support (C8) and Stability (C9), as these are a priori critical for
an assistant intended to support a Russian language programming course. High-quality language
support ensures that the assistant can effectively communicate with students, while stability
guarantees coherent multi-turn interactions, which are essential in a learning context.
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Table 1. Criteria Weights.

Cl C2 | C3 | C4 | C5 ce | C7T | C8 Co
we, | 005 | 015 101 | 01 | 005 ] 005 | 0.1 | 0.25 | 0.15

i

Instructional Conformance (C2) also received a relatively high weight, as it is important that the
assistant remains easily controllable. This ensures that the assistant acts in accordance with our
goals, such as providing hints instead of full solutions. Moreover, the need for complex
instructions should be avoided, as we try to compile one versatile set of instructions for all
different tasks. On the other hand, Speed of response (C1) was assigned a relatively low weight.
While responsiveness contributes to student experience, it does not directly affect the quality of the
model responses and is of secondary importance in this context.

2.3 Collecting Data for the Benchmark

A dataset based on the Python course in question was collected to evaluate models using the
proposed criteria. 10 tasks, covering all types of exercises in the course, were selected from
different sections. And, for each selected task, 10 questions (across 3 types of hints) were
formulated to simulate student inquiries. Each input prompt for the models consisted of the
corresponding task and one of its related questions. Also, additional instructions and constraints,
such as a prohibition on providing full solutions, were included in the prompts. An example
prompt is shown in Fig. 2. All input prompts were the same for each considered model. Thus, our
dataset consisted of 100 different input prompts. Prompts and answers are available in a dedicated
repository on GitHub [5].

Input prompt:

Ipurer! Tel BEMOIHSENL POIL ACCHCTENTA O KYPCY HPOrPAMMHEPORA-
nug ga Python. Tebe neobxonmumo 03HAKROMETBCH C YCIOBHEM 3aI4MH H
HOMOYME CTYEATY, OTBETHE HA ero

Bonpoc,

Bagaua: Hamumunre nporpammy, koTopasi Beupaer w3 rabuimisi
TOBAPEL, HE N0OPOXKE 381aHHOH LeHb.

Kon crynenra
import csv

def filter_goodsifilename, max_pricel:
with open{filename, enceding="utf-8'] as file:

reader = csv.reader{file, delimiter=";"}

with openl'filtered-goods.csv', 'w', encoding='utf-8') as cutput:
writer = csy.writer{output, delimiter=';')
for row in reader:

it intl{rowl[z]) <= max_price:
writer.writerow{row)

Boupoe: [lovesy 3107 KO MOMET BHEBATE OMHOKY [IPH BRIIDIHEHANT
B kakom mecTe poamomua upobinema?

Ol'pil[!i!‘!&'.liHH Ha BLIXOI
B oreere ne A0 BuITE HCIPaBICHHOI'O KO,

Fig. 2. Prompt Example.

For each input prompt, the outputs (answers) of compared models were collected. An output
example from another task is shown in Fig. 3. These outputs were evaluated manually according to
the proposed criteria. The manual evaluation was conducted blindly, without information about
which model produced a given response, in order to minimize potential bias.

During the evaluation process, some noteworthy outputs were observed. For example, outputs with
unexpected words from English or Chinese languages were received, shown in Fig. 4. Some
models didn't follow the instructions and returned responses with full Python code, shown in
Fig. 5. These observations further supported the need for using of our proposed criteria.
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Output: IIpo6rema B TOM, WTO B KOAE CTVJIEHT
nerTaercs oTKpuITL daiin ‘filtered-goods.csv' B peskume
nobasaenus (r+").

Ecmu daiin yxe cymecrsyer, ero KonteaT Oyuer nepe-
FAIMHCAL [IPH OTKPLITHH B 3TOM pesHMe.

Curepiopare/ibiio, NPH KaxIOM 3AIIYCKE IPOIPAMMLI BECH
cTaprit KoHTeHT OyeT ymaneH, n B daiiie ocTaHyTes
TOJIBKO TOBaphl, HallleHHEIE 10 3AJAHHOMY KPHTEPHIO
HA TEKYILYIO HTEPALHIO,

Fig. 3. Output Example.

Output: ... u pe3syIsTaT B PABHO BRLAASTCH HENpa-
pibHO, To nocmorpure slikely be that there might be
a misunderstanding of whitespace in the ‘ingredients’
function,

Try adding the spaces using string formatting to ensure
the exact formatting as specified in the task. If the issue
persists, consider re-checking the task requirements and
the implementation details.

Fig. 4. Wrong Language Output Example.

| Output:

Hanpumep, M0KHO A06aBATH JI0NOIHATIBABIR napamerp "indent" (o
1)’)(().'1'[11]"“() 4) H HCHOJB30BATL €r0 s (b()pMﬁTHI)()B}Ll!HH BhIBOJAAL
| Kox erynenta

def ingredients(food, indent=4):
for item in food:
print(' ' % indent + item)

Fig. 5. Full Python Code Output Example.

The responses containing only one or two words in unexpected foreign languages were not heavily
penalized. However, outputs that included substantial portions of text in a foreign language were
penalized more heavily according to our criteria. Similarly, outputs containing complete Python
code, despite explicit instructions prohibiting full solutions, were subject to significant penalties.

2.4 Decision Making

More than 20 medium-sized language models were considered during the pre-selection process.
Since the task involves code, it was first suggested to consider “code” versions of common
models: DeepSeek Code, CodeLlama and others. It was expected that pre-training on code-based
tasks would allow the assistant to better understand the task condition and to assist the student
more flexibly. In practice, it turned out that code models of small size (up to 10 billion
parameters), which can be deployed locally, were not at all suitable for our task.

Their understanding of the code was sufficient to solve the question at hand, but they themselves
lacked dialog “flexibility”. They do not follow instructions well, they have narrower Russian
language support and as a side effect of additional training on code tasks — they almost always give
a full-fledged code or problem solution in the answer, which is inadmissible by the subject area of
the task. Having found such disadvantages in the dialog part, we decided to turn to more general
Instruction models, which are immediately designed for dialog with the user. At the same time,
experiments showed that even such models already have enough knowledge about programming to
fully help students solve problems from the course.

The initial selection resulted in the following set of alternatives:
e Al Llama38B IT [6];
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e A2.Gemma29BIT[7];
e A3.Qwen257BIT [8].

They have similar weights and also have moderate requirements for computational resources.
Next, it was necessary to prioritize them according to the given criteria, and select the most
suitable one. For this purpose, the classical TOPSIS [9] approach was used. First, we formed
approximate preliminary estimates (Table 2).

Table 2. Preliminary Scores.

Cl|CZ|[C3|[C4[C5] C6 [C7| C8 | C9
AT | 174 [ 68 [ 81 | 4 | 0 | (781 | & | [7.81 | (7.9]
A2 | 160 | 94 |97 | 0 | 0 | [89] | 3 | (89] | [9,10]
A3 | 204 | 72 |93 [ 0 | 0 | 1671 5 |67 | [9.10]

Since the solution has to be evaluated comprehensively and the criteria are of different nature,
defuzzification of the scores by taking the mean value of the interval was chosen (Table 3).

Table 3. Defuzzied Scores.

Cl1 |[C2|C3|C4|C5|C6e|C7T|C8B|CY
Al | 174 | 68 | 8] 4 0 | 75| 4 |75 8§
A2 160 |94 |97 | 0 | 0 |85 3 | 85|95
A3 | 204 | 72 | 93 0 0 | 65| 5 |65]95

Let's perform normalization of the estimates. For each column we calculated square roots from the
sum of squares of its values, and then each column value was divided by the calculated root (Table
4). Next, weights were applied to the estimates (Table 5).

Table 4. Normalized Scores.

[ C1 C2 C3 C4 C5 Co | C7 C8 (8]
Al | 0.566 | 0.481 | 0498 | 1.000 0 0.365 | 0.566 | 0.565 | 0.541
0
0

A2 | 0520 | 0.665 | 0.597 | 0.000 0640 | 0424 | 0640 | 0.642
A3 | 0663 | 0.509 | 0.572 | 0.000 0.489 | 0.707 | 0.489 | 0.642

Table 5. Weighted Normalized Scores.

(4] C2 c3 Cd [ C5 C6 C7 | (& ]
Al | 00283 | 0.0721 | 00498 | 0.1 | 0 | 00282 | 0.0566 | 0.1412 | 0.0BII
AZ [ 0.0260 | 0.099% | 00597 | 0 0 | 00320 | 00424 | 01600 | 0.0963
A% | 0.0332 | 00764 | 00572 | O 0 | 0.0244 | 0.0707 | (.1222 | D.0963

The next step is to select Positive Ideal Solution (PIS) and Negative Ideal Solution (NIS). The PIS
vector will contain maximum values for benefit criteria and minimum values for non-benefit
criteria, and opposite for NIS (Table 6).

Table 6. Positive/Negative Ideal Solutions.

(8] C2 3 Ca T C5] Ch Cc7 G [
PIS | 0.0332 | 00598 | 0.0597 | 0 | 0 | 0.0244 [ 0.0707 | 0.1600 | D.0963
NIS | 0.0260 | 0.0721 | 0.0498 | 0.1 | 0 | 0.0320 | 0.0424 | 0.1222 | D.0811

Next, based on the PIS and NIS values for the scores of each alternative, the Euclidean distances to
each alternative were calculated. The final weight for each alternative was the ratio of the distance
to the negative solution to the sum of the distances (Table 7).

Table 7. Results of Ranking.

4% | Final Rank |

dp | dy 7 | Final Rank
AT (Llama 3 8B IT) | 0.1081 | 0.0241 | 0.1823 3
A2 (Gemma 2 9B IT) | 0.0302 | 0.1119 | 0.7873 1
A3 (Qwen2.5 7B IT) [ 0.0445 | 0.1059 [ 0.7041 2

According to the obtained scores, Gemma 2 received the highest rank — this makes it the most
preferable alternative in our decision-making task. Compared to its analogs, it demonstrated better
understanding of the Russian language, generated correct hints and clearly followed the
instructions.
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3. Emotional State Awareness

One of the key aspects in the design of the assistant was to ensure not only methodologically
correct but also psychologically comfortable interaction with students. While earlier sections
focused on the relevance and contextual adaptation of the assistant’s prompts, the current section
addresses the integration of emotional state recognition as a critical feature, especially in remote
learning environments where immediate human feedback is absent.

Emotional well-being directly affects learning efficiency, particularly in programming education,
where students often encounter repeated failures, misunderstandings, or anxiety about "not
knowing enough.” These factors can lead to decreased motivation and even burnout. Therefore,
lightweight but effective mechanism for emotional support was implemented, enabling the
assistant to adjust its communicative tone based on the learner’s psychological state.

The assistant evaluates the emotional state of the user on a scale from 1 to 10, where:

e 1-3indicates high stress,
e 4-6 corresponds to neutral or mildly anxious states,
e 7-10 implies calmness, confidence, and concentration.

In accordance with the assistant's adaptive response mechanism, its tone and level of support are
modulated based on the emotional state inferred from the user's input. The following examples,
generated using the Gemma 2 model, demonstrate this adaptive behavior within the context of a
typical Python programming task, specifically involving CSV file processing. Notably, the
assistant provides distinct responses to the same user query, contingent upon the emotional context
identified by the model. For more detailed information about the full prompt and its application,
please refer to the Fig. 6.

Case 1: Emotional State = 6 (neutral) — "Ilpusem! Ouubkra modxcem 603HUKHYMb, ecau 8
Hexomopwix cmpoxax CSV-gaiina menvuwe mpex snemenmos. B smom ciyuae row[2] evizosem
IndexError: list index out of range, nockonvky unoexc 2 8bixooum 3a npeoeivi cnucka'.

The assistant uses a factual and concise tone, focusing on the problem with minimal affective
language.

Case 2: Emotional State = 2 (stress) — "IIpusem! Ilonumaro, 3mo modsicem Ovims CMpecco8o — ¢
OMUM CMAIKUBACTNCS KANCObLL epemMst om 6pemMeHU. Omu6l<a, 6€EPOAIMHO, 603HUKAem, eciu 6
cmpoxe ¢haiina goods.csv codepoicumcss MeHbule mpex dnemenmos. Ilonvimxa obpamumscsa K
row[2] 6 maxom cayuae gvizvigaem IndexError. He nepesicusaii — 2mo ouenb pacnpocmpaHenHas
npobaema npu pabome c danuvimu 6 popmame CSV".

Here, the assistant provides emotional reassurance alongside technical guidance, helping to
mitigate frustration and support emotional resilience.

Case 3: Emotional State = 10 (confident) — "Oma owwubka eosnuxaem, eciu 6 HeKOMOPLIX
cmpokax ¢aiina §00ds.CSV menvuwe mpex cmonbyos. Ionvimka docmyna x row[2] 6 maxux
cayuasx evizvigaem owuobky IndexError. Pexomendyemcs 0obasumv npogepxy Onulvbl nepeo
docmynom K unoexcy 2".

The tone is business-like and information-dense, assuming the student requires direct input without
emotional cushioning.

Rationale and Impact

Learning is inherently an emotional process, with cognitive effectiveness strongly influenced by
the student’s affective state. The assistant’s ability to adapt its tone, even based on a coarse-
grained numeric estimate, improves communication quality and reduces the risk of emotional
burnout. This adaptive behavior aligns with the assistant’s role as not only a technical but also a
pedagogical tool, bridging the gap between purely algorithmic feedback and human-centered
educational support.
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Ilpuser! Tt BEIMOMHACIIE PONB ACCHCTEHTA MO Kypey nporpammuposanus Ha Python. [lepen tem
KaK 0TBEYaTh Ha BOIPOC CTY/AEHTA, MOXKATyHcTa:

* OneHu 1o BOOPOCY CTYAEHTA ero SMOLMOHATEHOE COCTOSHHE ITo InKaie ot 1 go 10, rxe:
- 1 - oueHE HanpsDKeH/pa3apakEr,
- 10 - gyBcTRYI0 Ce6f YREPEHHO H CIOKOHO.

* B 3aBHCHMOCTH OT OLICHKH a/IalITHPY#H CBOH TOH M 10/ia4yy OTBeTa:

1-3: Byas ocobenno nopuepxkupatomuM. IMToabonpu cryzenTta, BhIpasd NMOHMMAaHHE, TOBOPH
Marko, n3berait kpuruku. HanoMunaii, ¥To ommbKH - 3T0 HOPMATIBEHO U HacTh 0OyIeHHS.

4-6: Coxpamsail apyxemoOHEIH u HefirpameHeri ToH. [lait =wérkmit orBer, m3beras mmHmIHEH
CTPOTOCTH, MOAOOAPH TIPH HEOBXOAUMOCTH.

7-10: Hcnome3yii NeNOBOH, YBEPEHHBIH W MO CYMIECTBY CTHIE. MHHHMYM 3MOIHOHAIEHOTO
OKpaca, MaKCHMYM HOJIb3bl H TOYHOCTH,
Tenepn cama 3agaua:
3apaua: Hamamure mporpammy, kotopas BeIOHMpaeT w3 TabIMIEI TOBaphl, HE JOPOXKE 3aJaHHOH
HEHHI.
®opmMar Beoga: Daiin goods.csv (UTF-8, pazmemurens - ;); B mocneHeil KoI0HKe 3aIIHcaHa IieHa
ToBapa. Llenoe 9HCIO - BEPXHAA TPAHMIIA [EHEI - CINTRIBACTCSA C KITABHATYPHI.
®opmar BeiBoja: ®aiin filtered-good.csv, cogepxainii ToBapk! ¢ LEHOH He BhIIIE 3aJ[AHHOH, B
MCXOJIHOM NOPSAJIKE.
Koxa crynenra:

import csv

def filter_goods(filename, max_price):
with open(filename, encoding="utf-8') as file:
reader = csv.reader(file, delimiter=";")

with open('filtered-goods.csv', 'w', encoding='utf-8', newline='') as output:
writer = csv.writer(output, delimiter=";")

for row in reader:
if int(row(2]) <= max_price:
writer.writerow(row)
Bonpoc eryaenra:
IMouemy sTOT KOA MOMET BhI3BaTh OWMOKY npH BhinosHeHuu? B KakoM MecTe BOIMOXKHA
npobnema?

OrpannyueHus HA 0TBET:
B oTtseTe He 10KHO OBITE HCTIPABIEHHOTO KO/IA.

IIpumep nosicHeHHus OMHGKH:

Ommnbka MOXKeT BOSHHKHYTH H3-3a TOrO, YTO CTY/AEHT NpPHHHMaeT row[2] 3a IeHy ToBapa, He
MPOBEPHB, YTO CTPOKA AEHCTBHTEILHO COJEPKHT TPH 3HAYCHHA. DTO MOXeT mpuBecTH K Index
Error: list index out of range.

[lpobiema Bo3moxkua B crpoke if int (row [2]) <= max_price:

Fig. 6. Mistakes Handling Example.
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4. Aspects of Software Implementation

4.1 System Architecture

The software implementation of the "Sage" project comprises several key components (Fig. 7) that
interact to deliver adaptive hints to students within the Moodle learning platform. The system is
designed using a microservice architecture to ensure flexibility, scalability, and responsibility
segregation between modules. It consists of the following important components:
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Fig. 7. Overall System Architecture.

Client-side (JS Client): Implemented in JavaScript and integrated into Moodle as part of a
PHP plugin. It is responsible for the user interface (Ul) components such as the chat
window and code highlighting functionality, real-time user interaction, context gathering
(e.g., task details), and dispatching requests to the server. The client architecture features
a universal API for chat interaction and context transmission, facilitating straightforward
functional extensions.

Moodle Plugin (PHP Plugin): Operates within the Moodle environment. It functions as a
bridge between the JS client and the main backend logic. Leveraging Moodle’s modular
plugin system, it provides access to course and user data, validates and complements
client requests with the required context (e.g., assignment information) before forwarding
them to the main server. It is implemented as a block plugin.

Main Server (Java Backend): Acts as the central mediator within the microservice
architecture. It receives context-complemented requests from the PHP plugin, manages
business logic, interacts with the databases, and coordinates requests to the Al module via
adapters. The Java backend architecture is designed with configurability in mind.

Al Module (Python Backend): A microservice responsible for processing requests using a
Large Language Model (LLM). It receives requests from the Java backend through
adapters, interacts with the LLM to generate explanations, hints, and code analysis, and
returns the responses. Key functions include status monitoring and processing textual
requests, taking into account context and system instructions.

Databases: The system utilizes two Database Management Systems (DBMS): a relational
one (PostgreSQL - PSQL) and a non-relational one (MongoDB). This separation allows
storing structured data (e.g., chat history) in PostgreSQL, and more flexible or large-scale
data (e.g., complex contexts in JSON format) in MongoDB.

Adapters: Components ensuring standardized interaction between the Java backend and
various Python backend implementations (Al modules).

Deployment: The entire system is packaged using Docker and Docker Compose, ensuring
ease of deployment on any host, managing dependencies via a shared network, and
enabling easy data resets (purging) for testing or updates. For code execution in an
isolated environment (if required), Jobe can be utilized.
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4.2 Client Application (JS Client)

The client application, written in JavaScript, serves as the primary interface for user interaction
with the "Sage" system within Moodle. Main features of this application are following:

e Ul Components: Features a chat window and buttons enabling users to request
explanations for selected code snippets or analyses of runtime errors.

o Interaction: Utilizes asynchronous requests (Ajax) directed to the PHP plugin for sending
messages and receiving responses. It also processes server responses, displaying them to
the user.

e Context: Transmits not only the user's message but also relevant context, such as the
selected code fragment or error text.

e Extensibility: The API is designed to easily accommodate new request types (e.g.,
requests for motivational messages or specific types of hints).

4.3 Server Components (PHP & Java)

The server-side infrastructure is divided into two main components: the PHP plugin for Moodle
integration and the Java backend acting as a mediator:

e PHP Plugin: Developed adhering to Moodle's API and architectural standards. It receives
data from the JS client, verifies access permissions and request validity, extracts
necessary context (User ID, Course ID, Task/Assignment ID, etc.) from the Moodle
environment, complements the original request with this context, and securely forwards it
to the Java backend.

e Java Backend: Implemented using Java (leveraging the Spring Framework), it acts as the
central hub: routing requests, managing chat sessions, persisting request history to
MongoDB, querying PostgreSQL for chat content, and interacting with the Python
backend via a standardized interface (adapters). The data partitioning between
PostgreSQL and MongoDB is chosen for optimal storage of different data types.

5. Conclusion

The evaluation results revealed that Gemma 2 9B IT emerged as the most suitable model, offering
the best overall alignment with the proposed criteria, such as accurate instruction following,
context comprehension, and effective hint generation in Russian language.

To fully realize the capabilities of the assistant, the necessary software infrastructure was
developed. This includes a universal PHP plugin for seamless integration into Moodle courses, a
modular backend (Java and Python) for request routing and Al processing, and a flexible adapter
system to simplify the future addition of alternative LLMs.

The resulting system represents a scalable and adaptable educational tool, capable of being
extended to support other courses or reconfigured in response to changes within the current course
structure. Its modular architecture ensures both ease of maintenance and extensibility.

Future work will focus on expanding the affective and psychological dimension of the assistant. In
particular, upcoming versions will incorporate mechanisms for long-term emotional profiling,
taking into account not only the student’s current affective state but also their interaction history.
This will allow the assistant to offer increasingly personalized and empathetic support adapted to
the individual students.
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Abstract. This study introduces an Al-driven assistant prototype that automates the generation of data
visualization scripts from natural language queries, eliminating the need for users to have programming skills.
The article examines research aimed at developing tools for effective data visualization, compares data
visualization systems based on the use of artificial intelligence, and shows the limitations of the existing tools.
The proposed approach to data visualization is based on integrating knowledge-driven DSM platform (language
toolkits) and generative Al tools. The proposed methodology categorizes tasks of data visualization into two
distinct types: standard and non-standard. Standard tasks are solved with a code-generation approach based on
prompts within a visual environment. Non-standard tasks are handled by extending existing libraries with
user-defined packages. The language-oriented approach with DSM tools effectively unifies both categories: for
standard tasks, users work with pre-existing DSLs and adjust parameters as necessary, whereas for non-standard
tasks, users develop new DSLs with language toolkits automating visual DSL creation and code generation.
The core of the language toolkits is multifaceted ontology. By integrating a large language model (LLM) with
a knowledge-driven framework and a multifaceted ontology, the system enables dynamic, context-aware
visualization workflows that ensure semantic traceability and reproducibility. The ontology not only stores
descriptions of data visualization tasks but also facilitates the reuse of generated scripts, thereby enhancing the
system’s adaptability and fostering collaborative analytical work among user communities. The dataset,
containing entries and variables encompassing different domains, is used to demonstrate the functionality of
the prototype. The article provides examples of developing several visualization options, demonstrating the
application of the proposed approach. Case studies demonstrate the prototype’s efficacy in creating histograms,
scatter plots, and other visualization methods, while reducing technical barriers for users. Future work will
extend the assistant’s functionality by incorporating user-defined visualization packages and additional LLM
training to address non-standard tasks and complex visualization scenarios.
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AHHOTanus1. B nanHOM HCclieoBaHNY IpeCTaBIIeH MIPOTOTHII ACCUCTEHTA, YIIPABISIEMOT0 HCKYCCTBEHHBIM
MHTEJJIEKTOM, KOTOPBIH aBTOMATH3UPYET I'eHEPAlHIO CKPUIITOB BU3yallM3allMK JAHHBIX Ha OCHOBE 3alPOCOB
Ha €CTECTBEHHOM fI3BIKE, YCTPaHAs HE0OXOMMOCTb MOJIb30BATENCH BllaJeTh HABBIKAMHU NTPOrPaAMMHUPOBAHHS.
B crarthe paccMaTpUBAIOTCS HCCICNOBAHMSA, HAlpaBICHHbIE Ha pa3paboTKy cpeictB i 3((dexkTuBHON
BU3YAIN3aLMM JAHHBIX, INPOBOJMTCS CPABHEHHE CHUCTEM BH3YAIW3alMH JAHHBIX, OCHOBAHHBIX Ha
HCTIONb30BAHUN  HCKYCCTBEHHOTO HWHTEIUIEKTa, IIOKa3aHbBl OTPAaHWYCHHS CYIISCTBYIOIIMX CpPEJCTB.
IMpemnaraeMelii MOAXOA K BHU3yaJIM3allM JAHHBIX OCHOBaH Ha MHTerpanuu DSM-matgopMsl (S3BIKOBOTO
HMHCTPYMCHTAPHS), YIPABIAEMOro 3HAHHSAMH, 1 HHCTPYMECHTOB T'€HEPaTHBHOTO HCKYCCTBEHHOTO MHTEILICKTA.
[pemmaraemMasi METOIOJIOTHS pas3feiseT 3aJadyd BH3yalH3alliM JAHHBIX HA [Ba THUIA: CTaHAAPTHHIE H
HecTaHaapTHele. CTaHAAPTHBIC 33/1a4M PEIIAIOTCS C IOMOIIBI0 T'€HEpalMi KoJa Ha OCHOBE IIOJICKa30K B
BU3yalbHOW cpene. HecranmapTHple 3agaun  oOpabaThIBAIOTCS IyTEM PpACIIMPEHHsS CYIIECTBYIOIIUX
OUONHOTEK C MOMOLIBIO ONPEACISEMBIX IOJNB30BATEIEM MAKETOB. SI3bIKOBO-OPHEHTUPOBAHHBIN MOAXOJ C
ucnosb3oBanueM cpeactB DSM sddextrBHO 00beanHseT 00 Kareropuu: Uisl CTaHIAPTHBIX 3amad
mosp30BaTen paboTaT ¢ cymecTByomumMu DSL U HacTpawBaroT mapamMeTpsl M0 Mepe HeOOXOAUMOCTH,
TOT/la KaKk JJIs HeCTAaHJapTHBIX 3aJad II0JIb30BaTeNM pa3padaTeiBaloT HOBble DSL ¢ moMompio sS3BIKOBOTO
HHCTPYMEHTApHs1, aBTOMaTU3UPYIOIIETo co3iaHne BU3yalnbHbIX DSL u reHeparuio xozxa. SIapom sS36IKOBOTO
HWHCTPYMEHTApPHUS SBJISETCS MHOTOACIIEKTHAs OHTONOrHs. biaronapst naTerpanny 6oIbIIoi S36IKOBOW MOJETH
(LLM) ¢ ¢peitMBOpKOM, yIpaBIsieMbIM 3HaHUSIMH, 1 MHOTOACIIEKTHOM OHTOJIOTHEH, cucTeMa obecednBacT
JMHAMHUYECKHE, KOHTEKCTHO-OPHEHTHPOBAHHBIC paboyre MPOLECChl BU3yaIM3alluK, KOTOPBIC TapaHTHPYIOT
CEMaHTHYECKYIO TIPOCIICKMBAEMOCTb U BOCIIPOU3BOIUMOCT. OHTONOTHS HE TOJNBKO XPAHUT ONMMCAHMS 3a/1a4
BU3YaIN3allU JAHHBIX, HO U 00JierdaeT MOBTOPHOE HCIOJIb30BaHUE CTCHEPHPOBAHHBIX CKPHIITOB, MOBBIIIAS
TEeM CaMbIM aJalTHBHOCTH CHCTEMBI M CIIOCOOCTBYSI COBMECTHOH aHaJMTHYECKOH paboTe cooOuIecTB
none3oBaterneil. HaOop maHHBIX, coiepkamMii 3almMCH M IepEeMEHHBIC, OXBAaTHIBAIOIINE pa3JIMYHbIC
NpeaMeTHbIe O00JacTH, WCHONB3yeTcs I JeMOHCTpauuu (yHKIMOHAIBHOCTH IpoToTHNA. B craTthe
MIPUBEICHBI IPUMEpPbI Pa3paObOTKN HECKOJIbKHX BapHAHTOB BU3yAIM3ALHi, IEMOHCTPUPYIOIINE NPUMEHEHHE
npejuIaraeMoro noaxoxa. [IpuBenéHHble pUMepsl IeMOHCTPUPYIOT 3G (GEKTHBHOCTD MTPOTOTHUIA B CO3JaHUN
THCTOTPAaMM, TOYEYHBIX IHAarpaMM U APYTUX METOIOB BU3YaIM3allMK U CHIDKEHUH TEXHUUECKUX 0aphepoB UL
nosib3oBaTenei. B mepcnexTuBe (yHKIMOHAIBHOCTh ACCHCTEHTa OYyAET pacIIMpeHa 3a CYET MOAACPIKKH
T0JIb30BATENNBCKUX TIAKETOB BU3YaIH3aLMH 1 IOTIONHUATENBHOTO 00yueHus LLM st penieHns HectaHapTHBIX
3a/1a4 U CJIOKHBIX CLIEHAPHEB BU3YaJIN3aliH.

KioueBble cjioBa: BH3yalu3alus [JaHHBIX; HCKYCCTBEHHBI HHTEIUIEKT; MPEAMETHO-OPHEHTHPOBAHHOE
MO/IEIMPOBaHHE; SI3bIKOBON HHCTpyMeHTapHid; ontonorust; Python; Dash; Plotly.

Jasi murupoBanusi: JDxeitpansa A.Jl., JIsgosa JI.H. MuTerpauus monxoja K BU3yallM3alldid JaHHBIX Ha
OCHOBE OHTOJIOTMH M BH3yanusaiuu Ha ocHoBe MU ¢ ucnons3oBanuem Plotly. Tpyast UCIT PAH, Tom 37,
Boi. 4, 2025 ., crp. 191-206 (ua anrnmiickom si3eike). DOI: 10.15514/ISPRAS-2025-37(4)-26.

1. Introduction

The field of data visualization has gained significant academic attention, as evidenced by a 77%
increase in related publications in the Scopus database, rising from 3 232 in 2015 to 5 724 in 2024.
In data-driven decision-making, visualization tools play a crucial role in interpreting complex
datasets, identifying patterns, and supporting insightful decision processes. These tools are used by
a wide range of professionals, including data analysts, scientists, business executives, managers,
educators, students, and other stakeholders.
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Despite the growing reliance on data visualization, many users encounter substantial challenges in
generating effective and accurate visual representations. A major concern is the proliferation of low-
quality or misleading visualizations that either fail to convey meaningful insights or even distort the
underlying data [1]. This issue is widely discussed in communities such as “Data is Ugly”
(www.reddit.com/r/dataisugly/), where enthusiasts and experts alike showcase and critique poor
visualization practices. To address these challenges, the integration of user-defined visualization
specifications is essential [2]. These specifications enable users to customize visualizations
according to the specific requirements of their tasks and domains, ensuring a more effective and
informative presentation of data.

Current solutions — including spreadsheets, business intelligence (BI) platforms, programming
languages with libraries for data visualization, domain specific languages (DSLs) for customizing
visualization models, and approaches leveraging LLMs — offer varied levels of customization and
implementation of specifications. However, in most cases, customization is limited to basic
parameter adjustments, which may not always be sufficient. Some scenarios require more advanced
modifications, such as the ability to create custom chart types. For example, designing a basketball
specific scatter plot, where the plotting area mimics the layout of a basketball court rather than a
basic rectangle, etc. [3].

Many researchers also highlight the inherent complexity of creating high-quality visualizations. As
noted in [4], traditional visualization methods often require high programming expertise for
customizing models, which poses significant challenges for users. Similarly, [2] emphasizes that
designing effective visualizations remains a time-consuming and complex task, even for experienced
professionals.

Thus, there is a growing need for a novel approach that enables the customization of diagrams to
align with domain specific requirements and task objectives — without the necessity for advanced
programming skills.

In previous studies, a promising data visualization methodology that categorizes visualization tasks
into standard and non-standard ones was proposed. The platform architecture adheres to knowledge-
driven principles, with a multifaceted ontology serving as the central repository for expert
knowledge [5-7]. One method for addressing data visualization tasks within this methodology
involves the generation of scripts in a programming language, thereby simplifying the workflow for
non-technical users when developing and customizing diagrams.

Building upon this foundation, the present research aims to design and implement a prototype Al-
assistant for the automated generation of visualization scripts, integrated with knowledge-driven
architecture. The tasks of the study include:

1) an analysis of existing tools for automated visualization generation;

2) the architectural design of the Al-assistant prototype;

3) the prototype implementation, including the development of the subontology;
4) the demonstration of the prototype’s functionality using a representative dataset.

2. Related Works

Programming languages offer extensive capabilities for creating effective and customizable visual
representations. The most widely used languages in this field are Python, R, and JavaScript, each
providing a rich ecosystem of visualization libraries [8]. Maximum data visualization customization
is provided for users, but coding skills are required. Specialized libraries reduce this barrier, though
a basic understanding of programming remains essential. Recent advances in artificial intelligence
have begun bridging this gap by automating data visualization workflows [9-11], particularly
through natural language interfaces and script generation.

Modern Al-driven systems leverage large language models like GPT-3 and ChatGPT to interpret
user queries, generate visualization scripts, and refine outputs iteratively. For instance, Chat2VIS
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demonstrates how prompt engineering can produce context-aware visualizations while maintaining
data security [12]. Similarly, the platform described in [4] integrates NLP techniques and generative
Al with Pandas to automate Python script generation for CSV-based datasets. ChatVis [13] is an
iterative assistant built atop GPT-4 that synthesizes Python scripts for scientific visualization. Using
an error-feedback loop, ChatVis captures runtime exceptions from each script execution and
resubmits them to the model for correction, repeating until the code runs successfully. Data
Formulator 2 [14] combines a drag-and-drop Ul with natural-language instructions to define new
data fields and desired charts. It compiles Ul selections, dialogue context, and NL directives into an
LLM prompt, then generates Python code for both data transformation and visualization in an
interactive, iterative session.

However, current Al-driven visualization systems exhibit critical limitations (Table 1).

Table 1. Limitations of current Al-driven visualization systems

Limitation Description
Model LLMs may produce syntactically invalid code, or misinterpret parameters,
“hallucinations” | undermining trust and necessitating expert oversight of generated scripts [12, 13]

Poor handling of
ambiguity

When faced with vague or multi-interpretation queries, systems often generate overly
generic or incomplete visualizations, failing to capture the full nuance of user intent in
complex analytical scenarios [12]

Restricted chart
types

The use of standard libraries (for example, Matplotlib, Pandas) prevents the creation
of non-standard visual forms, which forces users to refine low-level code manually

Limited creative
design support

Customization options rarely go beyond chart type, color palette, and basic
annotations; detailed control over layout, styling, and individual visual elements
remain largely unsupported

Lack of domain
specific expertise

Open models trained on broad web data struggle with specialized terminology and
industry standards, leading to misinterpretation of subject-area concepts [15]

While current LLMs cannot fully replace human expertise and still require robust verification and
fine-tuning frameworks, they hold significant potential for accelerating code generation in data-
analysis and visualization workflows.

This research develops and integrates a natural language script generation method into a broader
knowledge-driven data visualization platform. The Al-assistant allows users to describe their
charting requirements in natural language, automatically generates and runs the corresponding
Python scripts, and uses a multifaceted ontology to audit user queries and facilitate the reuse of
generated code across similar scenarios. The platform’s library extension subsystem is designed to
further train the model on custom visualization packages, empowering it to tackle domain specific,
non-standard plotting tasks.

3. Data Visualization Technique Based on Knowledge and Generative Al

3.1 Proposed Approach to Data Visualization

The proposed methodology categorizes tasks of data visualization into two distinct types: standard
and non-standard. For standard tasks, a code-generation approach based on prompts within a visual
environment is employed, which facilitates the automatic creation and execution of scripts. In
contrast, non-standard tasks are handled by extending existing libraries with user-defined packages.
The language-oriented approach effectively unifies both categories: for standard tasks, users work
with pre-existing DSLs and adjust parameters as necessary, whereas for non-standard tasks, users
develop new DSLs. This development process is streamlined through the automated mapping of the
domain ontology onto the metamodel of a base language, as described in [5-7].
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The system architecture design follows a knowledge-driven approach, where the core of the platform
is a multifaceted ontology. This ontology stores essential knowledge across the platform and is
organized into six primary groups:

1. Data sources ontology includes information on the structure, types of data, etc.

2. Domain ontology contains the subjective knowledge of the expert community: concepts of
the subject area, their relationships, and limitations (including rules).

3. DSM-knowledge ontology encompasses models, visualization languages, subject domains,
rules for the transformation and generation of DSLs, etc.

4. Scripts ontology captures information regarding prompts, generation outcomes, and relevant
metadata.

5. Packages ontology contains detailed descriptions of user-defined visualization packages.

6. User task repository is an ontology of user tasks and applied methods. Using this ontology
facilitates search and reusable deployment of established models.

The system’s overall architecture is shown in Fig. 1.
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Fig. 1. Generalized structure of the data visualization tools prototype

In addition to the ontology, the system consists of the following components:

1. User interface is implemented as a single-entry point: the Ul unifies three isolated,
specialized interfaces (visualization library management, script generation, and DSM-
platform interaction) behind a Facade pattern that provides seamless navigation between
sections without exposing their internal logic.

2. Library extension subsystem is responsible for creating new packages atop existing
visualization libraries (e.g., Matplotlib, Seaborn, D3, etc.) and for training the language
model to understand and leverage these extended libraries.

3. Script generation subsystem automatically generates and executes visualization scripts based
on user input.

4. DSLs subsystem constitutes the DSM-platform (language toolkit), manages both the
utilization of preexisting DSLs and the creation of new ones through an automated mapping
of the domain ontology onto the metamodel of a base language.
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5. Data source integration module provides connections to CSV and XLSX data stores. It uses
the Data sources ontology to automatically save metadata about any dataset uploaded to the
system.

3.2 Al-assistant Architectural Layers and Component Responsibilities

The Al-assistant is presented as a Script generation subsystem, that integrates semantic technologies
with LLMs to automate visualization code generation, while maintaining an ontology-grounded
history of user interactions. The system adheres to layered architecture (Fig. 2), decoupling
presentation, business logic, and data management concerns to ensure extensibility and
maintainability.
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Fig. 2. Script generation subsystem (Al-assistant) architecture

The presentation layer follows a reactive programming model, with Dash callbacks mediating
between user actions and backend services. The DashComponent serves as the root container,
implementing the user interface via the Dash framework. It orchestrates three subcomponents:

1. ChatComponent manages real-time chat interactions through the IChatLogic interface,
rendering message history and propagating user inputs.

2. GraphComponent handles visualization outputs by coordinating dependencies through three
critical interfaces: IDataParser — for structured data ingestion; |1AIResponse — for displaying
the generated LLM response; IVisualizationExecutor — for dynamic code execution. It also
implements the IUserRequest interface to expose user-entered queries.

3. dcc.Store acts as an in-browser, client-side state container. It provides the IStateStorage
interface for any Ul component to read or write transient JSON data (e.g., current query,
graph parameters, or intermediate results). This component eliminates unnecessary server
roundtrips by keeping frequently accessed state in the browser.
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Five components of the business logic layer implement domain specific processing:

1.

FileUploadParser (IDataParser) implements CSV/Excel parsing via Pandas, extracting
columnar data.

ChatService (IChatLogic) manages chat session state, enforcing conversation context
persistence.

AlModelManager (IAIResponse) utilizes LangChain pipelines with the ChatGrog API
(LIama3-70B) to generate Plotly visualization code, conditioned by uploaded data
(IDataParser) and user request (IUserRequest).

VisualizationExecutor (IVisualizationExecutor) safely executes generated Python code in
sandboxed environments.

OntologyManager maintains the RDFlib knowledge graph, implementing ontology
operations (prompt/script entity creation, model versioning, etc.) through 10ntologyGraph.

The Ontology component of the data layer, exposed through the 10ntologyGraph interface, acts as
the system’s persistent knowledge base.

The Script generation subsystem interacts with external components (third-party prototype
components):

1.

The PlatformUIComponent is the core user interface of the platform. It integrates the
DashComponent to display visualization and chat interactions via linked interface 1Dash.
The LibraryExtensionSubsystem is responsible for developing and publishing new
visualization packages. It implements the IModelUpdater interface, through which the
AlModelManager component initiates an update or selection of the LLM model version.
When preparing a query to a language model, the AIModelManager switches the context to
the latest trained model via IModelUpdater if necessary.

When a new file is uploaded to the system, the SourcelntegrationModule passes it to the
FileUploadParser component via the IDataSource interface for further processing.

3.3 User-System Interaction Workflow

The data visualization assistant operates through a multistage process (Fig. 3), which is initiated
once a user uploads a data file. This workflow can be summarized as follows:

1.

File upload and data parsing. After the user uploads a data file (CSV or Excel), the system
validates the file to confirm compatibility with supported data types. Then it converts the
contents into a structured representation suitable for subsequent processing and displays an
interactive preview, allowing users to inspect and verify the data before proceeding.
User request processing. When a visualization request is submitted, the application
constructs a context-aware prompt to provide the system with sufficient details for generating
suitable visualization. This information is passed on to the generative model, which produces
an executable script tailored to the user’s stated objective.
Code execution and visualization. The generated script undergoes a basic sanitization process
to ensure compliance with the application’s requirements. Subsequently, it is executed in a
contained environment. The visualization output is then rendered within the application
interface, enabling users to explore the data interactively. Errors or inconsistencies within the
script are handled gracefully, with feedback provided to the user as needed.
Semantic metadata persistence. All pertinent data from each session (including user prompts,
the resulting scripts, and associated metadata) are stored in a semantic repository.
Chat history and interface updates. The human—Al interactions are appended to a session-
specific chat history, formatted with distinct styling for human—Al messages. The interface
dynamically refreshes to display both the visualization and code snippet, ensuring
transparency in the AI’s output.
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Fig. 3. User-system interaction workflow

This workflow emphasizes automation, reproducibility, and semantic traceability by integrating
interactive visualization with knowledge graph technologies. The ontology facilitates long-term
analytics on Al-generated artifacts, thereby adhering to FAIR (Findable, Accessible, Interoperable,
and Reusable) data principles [16].

4. Prototype Development

4.1 Selection of Development Tools

Programming language Python with Plotly visualization library was selected for its versatility and
extensive support across data analytics and visualization domains. Plotly, in particular, was chosen
due to its capabilities for interactive visualization and its comprehensive suite of supported chart
types.

The ontological framework was developed using Protégé ontology editor. This framework enables
the persistence of necessary data within an RDF-based ontology managed via the Python library
RDFlib.

The user interface is implemented using Dash — a Python framework designed for building
interactive web applications.

Al integration for natural language processing and prompt management is implemented with the
Grog API in conjunction with the llama3-70b-8192 model. This configuration provides an 8192-
token context window, supporting extensive natural language input without limitations on maximum
completion tokens or file size.

The system leverages the LangChain framework for the pipeline orchestration to orchestrate the
end-to-end process of generating Plotly-compatible Python code. LangChain facilitates prompt
formulation and task chaining. It ensures that the model adheres to predefined constraints (such as
omitting data-loading steps) and focuses solely on visualization logic (e.g., axis mapping and chart
type selection).

4.2 Ontology Development

The structure of the ontology comprises three core classes: Prompt, GeneratedScript, and Metadata,
interconnected via object properties to model provenance relationships (Table 2). Data properties
are defined to capture temporal, contextual, and technical attributes. The relationships are structured
as follows: “Prompt — (producedScript) — GeneratedScript — (hasMetadata) — Metadata”. The
ontology was serialized in RDF/XML to ensure interoperability with semantic web tools.
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Table 2. Ontology entities

Properties

Class
Data properties Object properties

hasCodeContent (string)
Generated_scripts hasLanguage (string) hasMetadata
hasTimestamp (dateTime)

hasFileName (string)
Metadata hasModelVersion (string) }

hasContent (string)
Prompts hasSessionID (string) producedScript
hasTimestamp (dateTime)

4.3 Interface Design

The interface features a dual-panel layout (Fig. 4). Left Panel (GraphComponent) combines data
upload functionality, visualization controls, and code display. Key components are:

e adrag-and-drop file uploader supporting CSV/Excel formats;

e an interactive grid (Dash AG Grid) for real-time data preview;

o atext area for natural language queries and a button to trigger Al processing;
o dynamic rendering of Plotly graphs and generated code snippets.

Right Panel (ChatComponent) displays a session-specific chat history with distinct styling for user
inputs (blue background) and Al responses (grey background).

Ehtha. & & 127.0018017 Dash n i C O = B o

IELNTA 07 BPRICHOCHBI 00 DaMM OTKIERS — BkniowTe (T %

Il Al-Assistant for creating graphs on Plotly Cathistory

1. Upload a C5V ar Exce

with cint There are no messages in the

A Plot the graph

Fig. 4. Al-assistant interface

4.4 Prompt Formation

When a visualization request is submitted, the application constructs a context-aware prompt using
LangChain’s ChatPromptTemplate. The prompt integrates the following elements: the original
filename; the first five rows of the dataset as a CSV string; historical chat messages (if available) to
maintain conversational continuity; a user request.

After the prompt is generated, it is processed by the Grog API using the llama model.

4.5 Code Extraction and Visualization Execution

The VisualizationExecutor component orchestrates the transformation of Al-generated code into
executable visualization workflows.
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Regular expression patterns for the code transformation:

1™ (?:[Pplython) ?(.*?)™ 1)
rdf\s*=\s*pd\.read_\w+\(.*?\)’ 2
r'(?m)Ms*ig\.show\(\)\s*$' 3)

Upon receiving the model’s raw output, a regular expression pattern (1) identifies and extracts
Python code blocks. The sanitization phase removes non-essential operations, including: redundant
data loading — predefined DataFrame declarations (pd.read_csv() / pd.read_excel()) are stripped (2),
as the dataset is already cached client-side; rendering commands — calls to fig.show() are omitted (3)
to prevent runtime conflicts within Dash’s callback architecture.

The purified code is executed dynamically via Python’s function exec() within a sandboxed
environment.

4.6 Chat History Management
The ChatService component ensures conversational continuity by persisting user-Al interactions in
a JSON-serializable format. Key features include the following functions:
e message typing: messages are classified as HumanMessage (user queries) or AlMessage
(model outputs), each with timestamped metadata;

e state preservation: the dcc.Store component caches chat history client-side, enabling
seamless navigation during active sessions;

¢ dynamic rendering: messages are displayed in chronological order with auto-scrolling to
the latest entry.

4.7 Ontology-to-Prototype Integration
The integration of semantic knowledge representation with application logic is facilitated by a
dedicated OntologyManager component. This component orchestrates the following processes:

1. Ontology Initialization:

o the component loads an existing RDF/XML file or initializes a new RDF graph;
e custom namespace (“MY”) is bound to ensure Uniform Resource ldentifier (URI)
consistency across entities, adhering to semantic web standards.
2. Individuals Generation:
o the add_prompt(content, session_id) method generates unique prompt individuals,
assigning Universally Unique Identifiers (UUIDs), user provided content, and optional
session identifiers to enable cross-request traceability;

o the add_generated_script(code_content, language = “Python”) function encapsulates
generated code snhippets, programming language specifications (default: Python), and
timestamps to record the exact time of code synthesis;

e the add_metadata(file_name, model_version) method associates scripts with technical
metadata, including the source filename and Al model version, ensuring reproducibility.

3. Semantic Relationship Mapping:

o RDF triples are dynamically constructed using object properties producedScript and
hasMetadata;

o the methods link_promt_to_script (prompt_uri, script_uri) and link_script_to_metadata
(script_uri, metadata_uri) formalize these connections within the ontology, establishing
a provenance chain from user requests to technical execution parameters.
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5. A Case of Data Visualization Generation

5.1 Dataset Description

To demonstrate the functionality of the prototype, the Sleep_health_and_lifestyle_dataset.csv was
used. This dataset contains 400 entries and 13 variables, encompassing demographic, behavioral,
and physiological factors related to sleep health, such as age, gender, occupation, sleep duration and
quality, physical activity, stress, BMI category, blood pressure, heart rate, daily steps, and the
presence of sleep disorders.

5.2 Experiments with Generating Data Visualizations

After uploading the dataset, the system displays the data in a tabular format, allowing users to filter
and sort columns (Fig. 5). At this initial stage, the message history is empty.

eRtm. @ & B 1000807 Dash

Diigu o Bpe nper Brnousrs (B *

Il Al-Assistant for creating graphs on Plotly

=i file with data to visualize,

I Drag and drog the file er select the file manuaily

Sleep_health_and lifestyle dataset.csv

Parson 1D Gendar Age Gecupation Sloep Duration Quality 01 Sleen Prysicl Activity Lovel Stross Lovel BMI Categery
¥ . ¥ ¥, i ¥ v v
1 Mk g Sedtware Engin 61 3 4z 3 Crmrsight
2 Mz | Dactar &2 3 =] & Harmal
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izl ] Sale: Represent., 53 4 30 4 Obese
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Fig. 5. Display of loaded data in the system

5.2.1 Step 1 “No Chart Type, Only Concept”
Task: “Build a visualization of the top 10 professions with the highest stress level”.

Response and commentary: the system autonomously selected an appropriate visualization type — a
bar chart — to represent the data (Fig 6). The interactive graph displays tooltips upon hovering over
a bar. Examination of the code (Fig. 7) reveals that the process involves grouping by occupation,
computing the average stress level, and subsequently sorting the results to identify the top ten

professions.
Top 10 Professions with the Highest Stress Level

ales Representative  Salesperson Seftware Engineer

Mean Stress Level
-

[

0

Profession

Fig. 6. Experiment M2l — Generated visualization
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Here's the code to creste a bar chart using Plotly to wisualize the top 18 professions with the highest stress lewel:
""" python
import pandas 2z pd

import plotly.express as px

# Load the dats
df = pdiread_csvi'Sleep health and lifestyle dataset.csu')

# Group by Occupation and calculate the mean Stress Lewel

stress by profession = df.groupby('Occupation’)["Stress Level' |.mean().reset_index()

# Sort the dats by mean Stress Level in descending order

stress by profession = stress by profession.sort values{'Stress Lewvel', ascending=False)

# Select the top 1@ professions with the highest stress level

top_18_stressful_professions = stress_by_profession.head(18)

# Create a bar chart using Plotly

fig = pw.bar{top_1@ stressful profescions, w="Occupation®, w="Stress Level',

the Highest Stress Lewel®,

sgion', "Stress Level': 'Mean Stress Level'])
fig.show(}

This code will

nerate a bar chart showi

ng the top 10 professions with the highest mean stress level. The x-axis will display the profession, and the

y-axis will display the mean stress

Fig. 7. Experiment Mo 1 — Generated script

5.2.2 Step 2 “Customization of a Previously Created Chart”
Task: “Change the color of bars to yellow, set the title to “Professions with the highest stress level”,
and display only the top 5 professions”.

Response and commentary: the model successfully addressed all requirements, dynamically
updating the visualization (Fig. 8). The chat history is updated to document the changes and
interactions (Fig 9).

5.2.3 Step 3 “Complex Task with No Specified Chart Type”
Task: “Show me a visualization from which | can draw many conclusions ”.

Response and commentary: given the open-ended nature of the task, the model produced a scatter
plot (Fig. 10). This visualization illustrates the relationship between Sleep Duration, Physical
Activity Level, and Stress Level for each individual. The system further provides interpretative
questions (e.g., “Do individuals with higher Physical Activity Level tend to have lower Stress Levels
or higher Daily Steps?”, “Are there any clusters or patterns in the data that could indicate underlying
relationships between variables?”), thereby facilitating comprehensive analytical inquiry.

rofessions with the highest stress level

Fig. 8. Experiment M2 2 — Generated visualization
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User: Change color of bars to yellow. Set title as

"Professions with the highest stress level".

Demonstrate only top-5 professions.

Fig. 9. Experiment M2 2 — Chat history
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Fig. 10. Experiment M2 3 — Generated visualization
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5.2.4 Step 4 “Predefined Chart Type, No Specific Concept”

Task: “Construct a pie chart”.
Response and commentary: in response, the model generated a pie chart to display the distribution
of BMI categories within the dataset (Fig. 11).

Distribution of BMI Categories

521%

-«
=
o
o

Fig. 11. Experiment M2 4 — Generated visualization

5.3 Results of the Experiments: Summary

Collectively, these examples demonstrate a fraction of the visualization capabilities achievable with
the Al-assistant. Moreover, an analysis of the ontology reveals that it has been dynamically updated
throughout these interactions. The sequence of relationships “prompt — generated script — metadata”
is preserved within the ontology individuals, confirming the robust integration of the knowledge-
driven framework (Fig. 12).
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Fig. 12. An example of Prompt class individual

6. Evaluation of the Al-assistant

The Al-assistant automates the creation and execution of Plotly scripts by transforming user’s
natural-language requests into ready-to-run code. During testing, it demonstrated strong
performance across a variety of tasks: from drawing basic bar charts to interpreting more abstract
specifications. It also simplifies choosing the most appropriate visualization for a given dataset or
analysis goal. By displaying the generated code, the assistant serves as a teaching aid for both Python
and Plotly.

The prototype’s architectural novelty lies in integration with two core components:

1. A multifaceted ontology that logs every user request and generated script, enabling scalable
knowledge accumulation, reuse of code templates across similar scenarios, and enhanced
collaborative analytics.

2. Alibrary extension subsystem that develops custom plugins atop existing libraries, trains the
model to invoke these domain-driven functions natively, and in future iterations will leverage
an AlModelManager to automatically select or update to the latest fine-tuned LLM version.
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However, generative models remain prone to “hallucinations”, inventing nonexistent methods,
producing syntactically incorrect code, or misinterpreting parameters, which can undermine script’s
reliability. To mitigate these risks, the interface displays a persistent footer reminder to verify the
assistant’s outputs and shows a clear “Error when generating the graph” notification if execution
fails.

Currently, users are responsible for validating the generated code via these error notifications,
because the system does not automatically check the accuracy of the model output against the user’s
intent. To address this issue, future work includes training the model on real data and implementing
performance criteria for effective visualizations. Derived from cognitive-visualization research [17,
18], these metrics will be formalized and embedded in the toolkit to enable automated compliance
checks of visualizations against best practices.

7. Conclusion

In conclusion, this study has designed and developed a data visualization assistant as a part of a
prototype of knowledge-driven data visualization tools. The innovative aspect of this approach lies
in the integration of an Al-assistant with an ontology-based framework, which facilitates scalable
knowledge accumulation. This integration significantly enhances collaborative analytics by
enabling the sharing of standardized scripts and domain specific insights among user communities,
thereby reducing redundancy and fostering robust reproducibility in data-driven workflows.

Future work will first expand the Plotly ecosystem with new custom packages and then train the
model on user-defined modules to better support atypical visualizations. Criteria for effective
visualizations [17, 18] will also be formalized and embedded into the platform to automatically
analyze the compliance of constructed diagrams with best practices and help users avoid common
mistakes.
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Y Hayuonanvuuiii uccredosamenvckuii ynusepcumen «Bvlcuias wxona skoHoMUuKu»,
Poccus, 614070, 2. I[lepms, ya. Cmyoenyeckas, 0. 38.

2 [Tepmckuii HAyUOHATbHbLI UCCTEO06AMENbCKULE NOIUMEXHUYECKULL YHUSEpCUment,
Poccus, 614990, . I[lepmb, Komcomonvckuii npocnexm, 0. 29

AHHOTamus. B craThe MpeAcTaBIeHO ONMMCaHUE Ipolecca Pa3paboTKU CHCTEMBI HHTEIUICKTYaIbHOH OIICHKH
ycroitunBocTd Ha ocHoBe 3HaHUK (KISA) Ui KOMIUIEKCHOH OIEHKH YCTOWYHMBOCTH POCCHICKHX PETHOHOB,
KOTOpast HCIOJIb3yeT OONBIIyIo s3pIKOBYI0 Mozens (LLM) ¢ TexHomorne# 1omoNHEHHOH TeHeparyuy Houcka
(RAG) u nannbie Poccrara. KISA aBromatidecku OTOMpAET peeBaHTHBIE TOKA3aTENN HA OCHOBE TEKCTOBBIX
3alpOCOB IOJB30BaTeNel, ONMpeNenseT WX Beca M PAcCUUTHIBACT PETHOHAIBHBIE PEHTHHIH, MpeoaoJieBas
OTpaHWYEHHUS TPAJUIHOHHBIX METOJOB, CBA3aHHBIE C BRICOKHMH PECYPCHBIMHU 3aTPaTaMH, CyObEeKTHUBHOCTBIO
Y HU3KOH ajanTuBHOCTHIO. CHCTEMa COKpaIiaeT BpeMs, Heooxoaumoe st GOpMUPOBaHUS perTHHTa, 10 10
MHHYT — B 140 pa3 ObICTpee CyIIeCTBYIONIUX IT0XO0/I0B; (PHHAHCOBBIE 3aTPaThl CHIKAIOTCS B 16 pa3 3a cyer
MHHUMU3ALIUN y4acTusi dKCrepToB. COIrNIacOBaHHOCTH C IKCIIEPTHBIMH OLGHKaMu cocTaBisieTr 68%, dTo
MOATBEPKIAaeT BamumHOCTh Metoma. KISA mpenocraBnser BeO-uHTepdeiic ¢  Kaprorpaduueckoi
BU3yalIM3aliel, MOBhIIas THOKOCTh aHaIM3a; BO3MOXKHOCTh COBEPIICHCTBOBAHUS IIOCPEICTBOM J00ABICHHUS
HOBBIX HCTOYHHKOB 00€CIIeurBaeT HEPEPHIBHOE BKIFOUSHUE SKCIIEPTHOTO ONBITA. Pe3ynbTaThl HCCIeJOBaHUS
CIOCOOCTBYIOT COBEPIICHCTBOBAHHIO OIEHKH PETHOHATIBHON YCTOHYMBOCTH M MOTYT HCIIOJIB30BATHCS HPHU
MIPUHATHN YIIPABIEHYECKUX PEIICHUH.

KiioueBble ci10Ba: OLEHKA YCTONYMBOCTH; POCCHHCKHE PETHMOHBI, MCKYCCTBEHHBIH HHTEIUIEKT, OONbIIHNE
si3p1k0BBIE Mozeny LLM; rexnonorus RAG.

Jas nurupoBanusi: ®enocees [1.C., Hepocnor A.Jl., Jlanun B.B. Pa3paboTka HHTEIEKTYaIbHOW CHCTEMBI
Ha OCHOBE 3HaHUH JJIsI OLIEHKH YCTOMYMBOCTH poccuiickux pernoHoB. Tpyast UICIT PAH, Tom 37, Bem. 4, 4acTs
2, 2025 r., ctp. 207-218 (Ha anrmuiickoM si3bike). DOI: 10.15514/ISPRAS-2025-37(4)-27.

BaaromapnocTn. PaGora BbImojHeHa NpH MOJJepkke MHUHHUCTEPCTBA HAayKd M BBICIIEr0 0Opa3oBaHHUs
Poccuiickoit @epepannu (mpoekt Ne FSNM-2024-0005).

1. Introduction

The problem of sustainable development of the regions of the Russian Federation has been an urgent
interdisciplinary task that requires a comprehensive approach. Regional sustainability is defined as
the ability of a region to maintain the quality of life of the population, resist negative impacts, adapt
to changes and utilize opportunities for long-term development [1-2].

According to the World Bank [3], Russia ranks third in terms of interregional inequality in Europe
and Central Asia, which, in combination with Presidential Decree No. 309 “On the National
Development Goals of the Russian Federation for the Period up to 2030 and in Perspective up to
2036 [4], emphasizes the need for a systematic regional sustainability assessment (SA) to reduce
the socio-economic gap between regions. This conclusion is confirmed by the studies of Russian
scientists [5-6].

At present, assessments are predominantly based on authors’ methods and expert approaches
implemented through information systems (IS) for calculating indexes and compiling ratings of
regions. Nevertheless, as Ramos notes [7], existing solutions face serious limitations.

The key problems include significant resource costs associated with attracting experts, as well as,
the subjectivity and narrow focus of methods that often address a single area, ignoring a
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comprehensive approach. Moreover, these systems show low adaptability to modern challenges such
as climate change and geopolitical crises due to the rigid structure of the indicators used.

The solution to these problems is the development of the Knowledge-based Intelligence for
Sustainability Assessment (KISA) system, which utilizes large language model (LLM) with
retrieval-augmented generation (RAG) technology and Rosstat data for regional SA. Based on users’
text queries, the system automatically selects relevant indicators, determines their weighting
coefficients and calculates the integral rating of regions, overcoming the limitations of traditional
methods.

2. Problem Statement

The aim of this research is to develop the KISA system capable of generating ratings of Russian
regions based on individual user requests, thereby enhancing the objectivity of assessment while
reducing the resource intensity of the process.
The project considers only the constitutionally enshrined constituent entities of the Russian
Federation (as of 2020), with the analysis based on Rosstat’s open data on environmental, economic,
and social indicators for the period 2000-2024. While Rosstat provides the most comprehensive
official statistics available, it is important to acknowledge potential limitations such as reporting
delays and methodological changes, though these constraints remain consistent across all analytical
approaches to regional assessment.
Project success criteria:

e Achieving at least an 80% similarity with expert assessments using quality metrics.

¢ Reducing resource costs for assessment: time by a factor of 7, finances by a factor of 5
compared to traditional expert methods.

The KISA system will not only ensure increased efficiency, adaptability and objectivity of regional
SA, but will also simplify the decision-making process for stakeholders, such as government
agencies, think tanks and business structures.

3. Related Works

This section focuses on ways to overcome the identified limitations: enhancing the adaptability of
evaluation criteria, ensuring objectivity, and optimizing costs compared to traditional approaches.
Special attention is paid to the prospects of using artificial intelligence (Al) technologies to address
these problems.

3.1 Expert Methods for Sustainability Assessment

Methods for SA usually include sets of statistical indicators and algorithms for calculating an
integral index reflecting the level of sustainability of the territory. Numerous such methods have
been proposed by both foreign researchers [8-10] and Russian researchers [11-13]. However, many
of them have disadvantages: low adaptability due to the use of static indicators and high resource
consumption, requiring large research teams.

A methodological review by Lindfors [14] examined the biases that arise when applying such
methods, where an excess or deficiency of criteria can distort the evaluation results. This emphasizes
the need to develop more efficient, objective and adaptive approaches.

The next subsection examines existing IS for SA, most of which are based on the methods described
previously, thus inheriting their limitations.

3.2 Information Systems for Sustainability Assessment

IS for SA were analyzed to identify their strengths and weaknesses for project development.

Three systems were considered: SberAnalytics “Monitoring of regional economies” [15], which
provides economic indicators for analyzing regions; Foresight Analytics Platform [16], which has a
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modular architecture and analytical models; CSA-system [17], which focuses on environmental
sustainability of buildings.

These IS applied expert methods for SA, which resulted in the problems of resource intensity,
subjectivity and low flexibility. For example, SberAnalytics requires regular participation from
experts to customize indicators, and the rigid set of these indicators makes it difficult to adapt to
new conditions. Although Foresight allows customization of indicators, the final decisions still
depend on expert opinion.

Previously, the current authors (Fedoseev et al.) developed an IS for regional SA [18], which also
inherited the limitations of expert methods: the user must independently select indicators and set
weighting coefficients, thus preserving the outlined problems.

Despite the advantages of IS in data processing [19], existing solutions only partially solve the
problems. The development of an intelligent system is needed to overcome these limitations. The
use of Al techniques is promising for creating an effective SA tool [20].

3.3 Application of Artificial Intelligence for Sustainability Assessment

The application of Al in the SA area significantly improves the efficiency of solutions [21]. In
particular, the use of Russian-adapted LLMs such as RuAdaptQwen-2.5 [22] with the Chain of
Thought approach [23] will allow the KISA system to flexibly customize criteria based on users’
textual queries, thereby increasing the adaptability of the system.

The addition of RAG to the LLM will provide the KISA system with the ability to utilize validated
data when selecting indicators and setting weights, ensuring a high degree of objectivity in SA.
Studies in related fields confirm the effectiveness of this approach: Bronzini et al. [24] applied it to
extract information from sustainability reports, and Arslan et al. [25] developed a chatbot for the
sustainable energy transition. However, an integrated Al-based regional SA system has not yet been
developed.

Systems combining LLM and RAG show significant superiority over traditional methods.
According to a study by Ren et al. [26], LLMs outperform humans in all environmental and
economic metrics, reducing costs by more than 150 times (from $12.1 to $0.08), which solves the
problem of high resource costs associated with expert involvement.

Thus, integrating LLM and RAG into the KISA system will create the first comprehensive system
for regional SA, overcoming the key limitations of traditional methods: low adaptability,
subjectivity, and high resource costs.

4. System Design

For the systematized storage and processing of statistical data obtained from Rosstat, a database in
the form of an ER-diagram was designed (Fig. 1). The central entity “indicator” links numerical
indicators with a specific region and time period. The “indicator_type” entity contains the names of
specific indicators (e.g., “Unemployment rate”), which are categorized through the
“indicator_type group” entity (e.g., “Economic sphere”). The entity “external service data” allows
for the integration of information from external sources.

The KISA system is designed using a modular multi-layered architecture with clear separation of
responsibilities between components: web interface, controllers, services, and repositories. This
approach ensures independent modules and facilitates maintenance and scalability of the application.
The C4 model, which divides the system into Context, Container, Component and Code levels, was
used as a design methodology [27].

The component-level architecture is represented in the diagram (Fig. 2), while the detailed
description of the main modules and their functions is provided in Table 1.
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Fig. 2. Backend Components Architecture in C4 Model.

Table 1. Main Modules and Functions.

Module Functionality

Web Client | User Interface in React

API Gateway | HTTP request processing and routing

AuthService | User authentication and authorization

DataService | Import, validation and structured storage of statistical data using ETL approach

Data normalization, removal of outliers, calculation of indexes by weighted

RatingService sum of indicators and compilation of region rankings

Dynamic selection of relevant indicators and their weights based on text

AlComponent queries using integrated LLM and RAG technologies

Repository | Data access abstraction and database interaction
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DataService uses the Extract, Transform and Load (ETL) approach to integrate open statistical data
of Rosstat, which ensures a uniform format and correctness of input data [28]. This is important for
data unification and subsequent analysis, although possible incompleteness or inaccuracy of the
original information should be taken into account.

The algorithm for generating the ratings includes (Fig. 3):

1. User input of a text query defining the SA parameters.

2. Application of RAG technology to extract relevant scientific data from the knowledge base.
3. Transmission of the context, the user’s query, and the full list of indicators to the LLM.
4

. Automatic selection of relevant indicators by the LLM and determination of their weighting
coefficients.

5. Extraction of selected statistical data from PostgreSQL and calculating the integral rating
of regions.

6. Visualization of the results with cartographic representation.
The result is a rating reflecting the relative position of each region in terms of regional sustainability.

Y
| £, P Y =
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User Web Client Backend Knowledge Base Daiabase External LLM Service
i i
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Fig. 3. Rating Formation Process.

5. Implementation

For the development of the KISA system prototype, a technology stack was chosen, including
Python, FastAPI for creating a RESTful API [29], and SQLAIchemy for working with a PostgreSQL
database. The frontend is developed using React to create an interactive user interface with dynamic
graphs and map-based visualization.

LangChain and OpenAll libraries are used to implement RAG and LLM methods. The open-source
RuAdaptQwen-2.5 (32 billion parameters), which uses the Chain-of-Thought approach to improve
query efficiency, was chosen as the LLM. However, the use of such models requires significant
computational power, which may limit query-processing speed. This limitation can be overcome by
using powerful servers.

The developed prompts follow effective engineering principles: clear task definition, structured
input data presentation, explicit step-by-step reasoning requirements, and formalized output format

212



®enocees /1.C., Hepocnos A.Jl., Jlanun B.B. Pa3paGoTka HHTEIEKTyalbHOW CHCTEMbI Ha OCHOBE 3HAHMII A7 OLEHKH YCTOHYMBOCTH
poccuiickux pernoHoB. Tpyosr UCIT PAH, 2025, Tom 37 Beim. 4, wacts 2, ¢. 207-218.

(Fig. 4). The system prompt defines the model's role as a data analysis expert and establishes basic
operational principles. The user prompt includes a specific task (selecting up to a given number of
indicators), user query, knowledge base context, available indicators list, and required response
format with examples.

## Task:

1. Select up **to {max_inds}** indicators that correspond
to the query.

2. Specify the influence: **1** (positive) or **-1%%*
(negative) .

3. Distribute weights so that the most significant
indicators receive the highest weight, and the least
significant ones receive the lowest.

## User query:

{query}

{context_block}

## List of indicators with ID:

{indicators_text}

## Response format:

1. Explain your choice and distribution of influence and
weights step by step.

2. Provide a JSON response. Example:

"7 "Jjson

{example}

Fig. 4. Prompt Template Structure for Indicator Selection

For the RAG knowledge base, publications from leading socio-economic journals indexed in Scopus
and Web of Science were selected. A total of 243 scientific journals were loaded, covering a wide
spectrum of research in regional economics, sustainable development, and methods for assessing
territorial entities. The publications were cleaned using regular expressions and segmented into
chunks, resulting in 398,290 text fragments. These fragments were then stored in the FAISS vector
database using embeddings [30].

KISA integrates RAG technology to access scientific literature for regional sustainability
assessments, expanding domain knowledge without costly retraining. By retrieving information
from published research, the system bases indicator selection on established methodologies rather
than pre-trained knowledge. This integration addresses three critical challenges: resource intensity
is reduced through automated analysis, adaptability improves as the LLM flexibly selects indicators
based on user text queries, and subjectivity decreases as evaluations rely on published research rather
than individual judgment.

6. Evaluation

For the evaluation of the KISA system prototype, an expert commission was formed. The
commission consisted of 11 members, including 7 Doctors of Science and 4 Candidates of Science
in economics, engineering, history, and social sciences. The commission was tasked with creating
three text-query assessment methods based on a set of indicators and the weighted-sum formula used
in the KISA system.

The results of the expert assessment and the KISA system were compared. The Recall metric (the
ratio of the number of matching indicators to the number of indicators selected by the expert) was
used to measure the similarity of the selected indicators, and the MAPE (Mean Absolute Percentage
Error) metric, which evaluates the average percentage error between the weights, was used to
compare the indicator weights.

213



Fedoseev D.S., Neroslov A.D., Lanin V.V. Development of Knowledge-based Intelligence for Sustainability Assessment of Russian

Regions. Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 4, part 2, 2025. pp. 207-218.

The average similarity of the results was 68% (Fig. 5). It is worth noting that a 100% match was not
expected, as it is impossible to claim that one method is unequivocally better than the other. The
indicators chosen by KISA and experts were similar in meaning but differed in naming. For example,
the expert commission chose “Level of education”, while KISA chose “Growth rate of education
level”. Although the scope of assessment of the indicators is the same, the approaches to assessment
differ, so the results are not completely the same.

0n
=== fAverage (BE%)
= Recall
=== 100 - MAPE

an

Walues (%)

Query 1 Query 2 Query 3

Fig. 5. Comparison of Recall and MAPE across Queries

A straightforward comparison of the system and the experts is complicated, as their assessments
may be subjective and reflect different points of view. The similarity of the results also depends on
the composition of the expert commission, the specific query, and the content of the knowledge
base.

Now, consider comparing the resource costs of the KISA system and the expert commission.
According to HeadHunter, an hour of an expert’s work costs 1,000 rubles. An expert commission of
11 people spent three days (24 hours) to create one method, which amounted to 264,000 rubles and
required the participation of the entire group. The development of the KISA system took four months
with a workload of 160 hours per month. The average salary of a software engineer is 100,000 rubles
per month, so the costs totaled about 400,000 rubles.

KISA generates regional ratings on request in 10 minutes, including data input, which saves both
financial and time resources. Time costs are reduced by a factor of 140: experts spent 1,440 minutes,
and the system completes the same work in 10 minutes. This allows the system to pay for itself after
the first request.

Financial costs are reduced 16-fold when using KISA. An expert commission can create a maximum
of six methods per month, which costs 1.58 million rubles. At the same time, KISA’s maintenance
and infrastructure costs are about 100,000 rubles per month. Thus, the use of the KISA system
significantly reduces both time and financial costs, ensuring the efficiency and accessibility of the
tool for regional SA.

7. Conclusion

As a result of this study, a working prototype of the KISA system has been developed that addresses
three key problems of existing approaches:

214



®enocees /1.C., Hepocnos A.Jl., Jlanun B.B. Pa3paGoTka HHTEIEKTyalbHOW CHCTEMbI Ha OCHOBE 3HAHMII A7 OLEHKH YCTOHYMBOCTH
poccuiickux pernoHoB. Tpyosr UCIT PAH, 2025, Tom 37 Beim. 4, wacts 2, ¢. 207-218.

1. Resource intensity. Automation of data collection and processing through ETL pipelines
and the use of the RuAdaptQwen-2.5 LLM has reduced the time required for rating
generation to 10 minutes, which is 140 times faster. Financial costs are reduced 16-fold due
to the minimization of expert involvement.

2. Low adaptability. The system interprets text queries in natural language and adapts criteria
for specific analysis purposes, providing flexibility and aligning with user needs.

3. Subjectivity. Automated selection of indicators and their weights based on RAG technology
eliminates subjective expert assessments. A transparent algorithm based on scientific data
increases the reproducibility and validity of the results. The average similarity between the
results and expert assessments is 68%.

KISA facilitates the formation of regional ratings by calculating the final regional sustainability
index and ranking, as well as visualizing the results through an interactive web interface with a map
display.

The key feature of KISA is the possibility of continuous improvement by adding new scientific
sources to the knowledge base, allowing the system to be updated and incorporating experts’
experience.

The KISA system’s database is registered in Rospatent [31]. The computer program has also been
registered and received the corresponding certificate [32].

In the future, plans include introducing the function of forecasting sustainability indicators to
provide a complete picture of regional development for the next 10 years. Moreover, additional
formulas for calculating the sustainability index are expected to be implemented.

The obtained results are important for improving the process of regional SA and can be used to
support managerial decisions. Further research will be aimed at expanding the functionality of the
system and updating it with new data.
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energy efficiency, and security. Despite the potential benefits, the implementation of MAS based on LLMs
faces several challenges, including the risks of hallucinations, scalability issues, and concerns about the
reliability of these systems in real-world applications. This study explores the development of MAS
incorporating LLMs, with a focus on mitigating hallucinations through the integration of formal logical models
for knowledge representation and decision-making, along with other machine learning methods. To
demonstrate the efficacy of this approach, we conducted experiments with a plant care module within a smart
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AHHoTanus. CTpeMUTENIbHOS Pa3BUTHE TEXHOJOTHH MCKYCCTBEHHOTO MHTEIUICKTA, B YaCTHOCTH OOJIBLINX
SI3BIKOBBIX Mogenel (LLM), BeI3Bano uHTEpec K MX MHTErpaluy B MyjibTHareHTHble cucteMsl (MAC). Dto
OTKpHIBaeT IIHPOKHE IIEPCIIEKTHBEI B TOM YHCIIE JUTS IIPHIOKEHUH YMHOTO JIOMa, T/Ie OHU MOTYT 3HAYUTEIHHO
YIIy4IINTH TOJIB30BATENIBCKHI OIBIT 3a cdeT koMmdopTa, sHeprodpdexkruBHOCTH U Oe3onmacHocTH. HecMoTpst
Ha IOTEHIUaJbHBIe IpenMmyInecTBa, peamm3anus MAC Ha ocHoBe LLM crankuBaercs ¢ psgoM mpoGiem,
BKJIIOYAs PHCK BO3HMKHOBEHHS TaJUTIONMHALMH, MpOOJIeMBbl MacmTaOMPYyeMOCTH M OIACEHUS II0 HMOBOIY
HaJIeKHOCTH 9TUX CHCTEM B PEalIbHBIX IPHIIOKEHUSX. B TaHHOM HCClieJOBaHUH paccMaTpUBAaeTCs pa3padoTKa
MAC, Bxmouaromux LLM, ¢ akiieHTOM Ha yMEHBIICHHE TaJUTIOLUHALUNA ITyTeM MHTETrpanuu HopMaIbHBIX
JIOTHYECKHUX MOJCNCH M NPEACTABICHHS 3HAHUH M IPHHATHSA PELICHUH, a TaKKe METOIOB MAIIWHHOTO
00y4enus. UToObI IpoIeMOHCTPUPOBATh 3P PEKTUBHOCTH ATOTO MOAX0/a, OBUIM MPOBEACHBI IKCTIEPUMEHTHI C
CHMYJIALMEH CHCTEMBI yXOJa 3a PACTEHHSIMH B KOHTEKCTE YMHOTO JoMa. Pe3ynpTaThl MOKas3ajid, YTO HAII
MIOAXOJ TI03BOJISIET 3HAYUTEIBHO YMEHBIINTD KOJIWYECTBO TALTIOIMHALUK M HOBBICUTH OOLIYIO HaJeKHOCTD
cucteMsl. JlanpHeiIe ueceJoBaHus OyIyT HalpaBiIeHbl Ha JOpabOTKY 9THX METOMOB C LEIbIO TTOBBIIICHHS
aJalITUBHOCTH M MaCIITaOUPYyEeMOCTH JUTsl oOecrieueHus! HyHKIMOHAIBHOCTH CUCTEMBI B PEaIbHBIX YCIOBHSX.

KiioueBble ¢10Ba: MyJIbTHAar€HTHBIE CHCTEMBI; OOJBIINE MYJIbTHAreHTHBIE S3bIKOBBIE Monenu LLM-MA;
JIOTHKA [IEPBOTO MOPSAKA; YMHBII JOM.

Jas nurupoBanusi: Pesynux JI., Ilposopckuit M.A., Anexcangpos /[.B. KomOuHMpOBaHHE JTOrHYECKUX
paccyxaenuii u LLM Ha myTH K cO3IaHHIO MyJIbTHATEHTHBIX cucTeM yMHOro aoma. Tpyast UCIT PAH, Tom
37, Boim. 4, yacts 2, 2025 r., ctp. 219-234 (na anrnuiickoM si3pike). DOI: 10.15514/ISPRAS-2025-37(4)-28.

Baaromapnocrn. JlanHas paboTa sSBISETCS Pe3yIbTaTOM HMCCIENOBATENBCKOTO MPOEKTa, PEaln30BaHHOTO B
pamkax [Iporpammsl GpyHAaMeHTaNbHBIX HecnenoBanuii HUY BIID.

1. Introduction

Multi-Agent Systems (MAS) are a well-established concept in the field of distributed artificial
intelligence, developed to enable multiple autonomous agents to operate, interact, and make
decisions within a shared environment. These systems are designed to tackle complex problems that
are difficult or inefficient for a single agent to solve alone [1]. MAS have been applied across various
domains, including smart homes, industrial automation, robotics, and environmental simulation.
With the emergence of large language models (LLMs) and ongoing advancements in artificial
intelligence, a trend has emerged toward integrating Al with MAS to enhance decision-making. As
a result, the concept of LLM-MA (LLM Multi-Agent) has appeared — MAS that are either entirely
based on LLM agents or incorporate LLMSs. The relevance of such systems is supported by various
studies showcasing their application in problem solving, world simulation, knowledge acquisition,
and more [2].

However, since LLM-MA systems are based on LLMs, they inherit many of the same challenges:
scalability issues, limited collaboration capabilities, and difficulty in assessing accuracy and
reliability. The most significant problem is hallucination, which in MAS can lead to unpredictable
behavior. Therefore, although LLMs can have a transformative impact on MAS development, many
problems remain unsolved or only partially addressed, offering substantial opportunities for
research.
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In this paper, we focus on the integration of LLMs into MAS and the development of a hardware-
software system for automated plant care as part of a smart home MAS. The goals of this research
are: (1) to describe a novel approach aimed at reducing the effect of LLM hallucinations in MAS,
(2) to propose a MAS architecture designed for the same purpose, (3) to demonstrate how this
approach can be applied in a real-world smart home scenario focused on plant care.

The remainder of the paper is organized as follows: Section 2 introduces the methods underlying
our approach. Section 3 and 4 detail the developed algorithms and the approach itself, showcasing
a smart home plant-watering agent, its implementation, and experimental results. The final sections
discuss the related work, results, and directions for future research.

2. Key Concepts and Methods

As mentioned previously, Multi-Agent Systems (MAS) are systems composed of agents —
computational units designed to operate independently and efficiently in dynamic environments [3].
We can formalize the concept of a MAS and define it as a tuple:

MAS = (AE,I)

Here A represents a set of agents, E — the environment, in which the system operates and | — a set of
relationships between agents of MAS.

An agent in a multi-agent system can be described in terms of its actions, perceived environmental
changes, and its responses — i.e., actions performed in reaction to those changes:

A = (Env,Act,R)

e Env - the set of observations the agent can receive from the environment.
e Act — the set of possible actions.

e R —the reaction function R: Env — Act, which determines the action the agent takes based
on the environment.

Agents may also possess internal states, and their actions can depend on these states. However,
agents are generally considered reactive.

When discussing LLM agents in MAS, the environment of such an agent is defined by its inputs:
user prompt, system prompt (hidden prompt), embeddings, and configuration settings (e.g.,
temperature, max tokens). All these elements can be controlled. However, it is difficult to explicitly
define the actions of an LLM agent in response to a specific environmental trigger. Therefore, to
reduce the effect of hallucinations, we can only manipulate the agent’s environment.

There are various machine learning methods developed to achieve this, as well as alternative
approaches outside the ML domain — such as logical reasoning, which we will discuss later in this
section. We will consider all relevant methods in the following subsections.

2.1 Machine Learning Methods

Many different machine learning methods have been developed to reduce hallucinations in LLMs.
In this section, we will consider some of the most used approaches.
e In-context Learning.
This method encompasses all prompting techniques that involve providing the LLM with
examples of similar tasks directly within the prompt. It is widely used due to its cost-
effectiveness and as an alternative to fine-tuning.
There are various in-context learning techniques, such as few-shot learning, where several
example input-output pairs are included in the prompt, and Chain-of-Thought (CoT)
prompting [4], which encourages the LLM to describe its reasoning process and break the
task into smaller, manageable steps.
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e Multi-Agent Debate.

This method is specifically designed to mitigate hallucinations or misconceptions through
iterative discussions among multiple agents [5-6] (no fewer than two). The core idea is that
the same question is posed across several iterations until the agents reach a consensus. Once
agreement is achieved, the debate ends, and the final answer is accepted as the truth.
However, this method is not always reliable. Depending on the model, one agent may be
easily influenced by another, leading to biased or incorrect answers. To address this,
knowledge bases are sometimes introduced into the debate. These are used by agents to
support their responses, forcing the LLM to consider factual information before answering.
This introduces a form of learning into the process (see Fig. 1).

Question: On what date in 1969 did Neil Armstrong first set foot on the moon?

| e A
i - . ; 2 i
The answer is [July 11, 1969 ]. The answer is [July 20, 1969]. Ad
| ) e
q ‘ t i
. i
- e I PO oo e e oo Agent2
- o R
) - The answer is [July 11, 1969 ], The answer is [July 11, 1969]. Ad 1
o - N : i % ’
'\ Agent 1 Round 2 Agent 2 ,:

( 5 i
: 1 don't need knowledge. — Knowledge (1], [3] can '
- ) g help me. '
: 6_ Shared Knowledge Pool e :
: n The answer is [July 11, 1969]. The answer is [July 20, 1969]. ;‘ d :
- 1
i\ Agent 1 Round 1 Agent2 |
e o o o o s 5 S e P e e o g e e e B
- 1
! Knowledge [1],[2] is = Knowledge [1], [3] can :
helpful. = help me. 1
' Shared Knowledge Pool )
| -~
i - The other agent is correct. The I don’t agree the other agent. Ad 1
' answer is [July 20, 1969], The answer is [July 20, 1969]. | © '
| Agent1 Round 2 Agent2 |

(b) Adaptively introducing shared knowledge into debates.
Fig. 1. Example of multi-agent debate scenario with and without the knowledge base [6].

Although the methods mentioned above help reduce hallucinations in LLM agents, the risk is not
eliminated. In MAS, this issue is particularly critical, as most tasks require reasoning, and LLMs
may struggle to provide coherent answers even for simple tasks [7]. For this reason, we introduce
another method — an approach that has long been used prior to recent advancements in Al: logical
reasoning.

2.2 Logical Reasoning

In addition to existing machine learning approaches, there is an alternative method in which LLMs
are excluded from the reasoning process altogether to avoid hallucinations. Instead, reasoning is
performed by matching goals with facts and rules in a structured knowledge base. This is achieved
through logic-based agents, which use ontologies and apply the resolution method for logical
inference. The knowledge is structured in the form of formal rules and relationships that agents can
process to make decisions. This approach demonstrated improved accuracy and performance in
question-answering tasks compared to popular LLMs such as GPT-4 [8].

In our current research on developing logic-based agents, we utilize Prolog. Prolog is well-suited
for this task because it does not require step-by-step algorithmic instructions for reasoning; instead,
it matches facts to rules using first-order logic.
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Facts represent known truths. For example, in the case of a MAS for plant care, we can define that
a humidity sensor is a sensor, it monitors humidity, and it is associated with a specific plant. This is
demonstrated in Listing 1.

plant(rose_1).

sensor(humidity_sensor_1).

monitors(humidity_sensor_1, humidity).

connected_to(rose_1, humidity_sensor_1).

Listing 1. Examples of facts in Prolog.

Rules are logical statements that describe relationships between facts and allow the inference of new
information. For example, we can define a predicate that states that a plant needs watering if the
humidity level detected by the sensor connected to it is below the defined threshold (see Listing 2).
needs_watering(Plant) :-

connected_to(Plant, Sensor),

monitors(Sensor, humidity),

current_humidity(Sensor, H),

humidity_threshold(Plant, T),

H<T.

Listing 2. Example of a rule in Prolog.

Prolog-based agents handle interactions from users or other agents through queries — essentially,
questions the agent attempts to answer using its existing facts and rules. The reasoning process
follows a depth-first search strategy, exploring possible solutions and backtracking when a chosen
path does not lead to a valid answer. Failures occur when variable matching is unsuccessful, as
Prolog depends on a unification mechanism to align query terms with the knowledge stored in its
database.

3. The Proposed Approach

The core idea of our approach is that the impact of hallucinations from LLM agents on a MAS can
be almost entirely eliminated by relying on logic-based agents for reasoning. In this setup, the LLM
agent primarily functions as a user interface, acting as a bridge between the user and the system.
Given that the agents within the MAS are based on Prolog logic, we propose the possibility of
creating an LLM agent capable of generating Prolog queries from user input and directing them to
the appropriate agent in the MAS for processing (see Fig. 2).

user input

@'deepseek ‘
¥

redirecting S
B Logic-Based =
@ LLM <«——»|LLM-Agent > Agent 1 »@

¥ Shared
.__/ = Ontalogy
logic statement Agent 2 i
generation

Fig. 2. Generalized representation of the proposed LLM agent workflow.
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3.1 Facts and Rules Extraction

Since LLMs have demonstrated strong performance in various text-related tasks, such as semantic
parsing and machine translation [9], we decided to employ an LLM-driven parsing approach to
transform natural language into Prolog facts and rules. Although it is possible to use an LLM without
any additional setup, we considered utilizing in-context learning and CoT to improve accuracy.
The prompt given to the LLM follows a structured format that remains consistent across all queries,
to ensure consistency and effectiveness. The prompt consists of the following components:

e Instruction — An imperative statement that gives generalized description of the task.

e Context — A set of ontology facts and rules that provide the necessary knowledge for
accurate translation.

e Example — A sample input and output demonstrating a similar task.
e  User Prompt — An input text string from the user to MAS.

Algorithms that implement LLM-based parsing into logical statements have already been developed
[10]. However, these methods share a common limitation: the user must provide the complete
context for the LLM to accurately translate the query based on the available knowledge. We propose
an alternative that avoids providing the entire ontology to the LLM, as doing so may degrade
performance. Instead, we suggest using Retrieval-Augmented Generation (RAG) [11], particularly
embeddings, which can effectively represent the ontology. This approach allows us to apply any
ontology to our method, as popular ontology formats and Prolog can be converted into vector
representations [12]. In future work, we plan to explore this by experimenting with different
ontologies as knowledge representations for our agents.

3.2 Correction Algorithm

We need to ensure that the logical statements generated by the LLM agent are correct both in terms
of meaning and syntax. To achieve this, we have developed a two-step algorithm that first verifies
the meaning and then the syntax. To verify the meaning, we utilize the LLM-as-a-judge method, and
implicitly previously mentioned multi-agent debate method.

The first step of the algorithm involves two different LLMs: the first is the LLM agent that generates
the Prolog query, and the second is a secondary LLM that acts as a judge to determine whether the
generation is correct (see Algorithm 1). We can only proceed to the next step once the secondary
LLM is satisfied with the generation. If the generation is deemed unsuccessful, the judge produces
a response identifying the issue. The LLM agent will then repeat the generation, using both the user
prompt and the error message from the judge as input. This process continues until the result is
deemed satisfactory by the judge.

It should be noted that there is a possibility of getting stuck in an infinite loop; however, we can
limit the number of verification loops to avoid this.

The second step of the algorithm involves syntax checking. The LLM agent can have a built-in
Prolog compiler to perform this check, or it can delegate the task to another agent. In our example,
the LLM agent utilizes the compiler (see Algorithm 2) and attempts to execute the code. If the code
is not executable, we must repeat step 1 of the algorithm.

3.3 Safe Reasoning

Although we suggest that the Prolog statements generated by the LLM agent are syntactically correct
and use terms available in the ontology, we cannot guarantee that the LLM agent will not generate
statements that are unsafe to execute. To address this, we developed a Safety-Reasoning Agent
(SRA). This agent is responsible for maintaining an ontology of safety rules, all of which must be
satisfied at any given time within the system. It ensures that the execution of a command or the
introduction of a new fact does not violate these safety rules.
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Algorithm 1 Generation and correction of Prolog statements

1: Input: P + User prompt

2: F « Error (initially NULL)

3: Ontology + Path to ontology (vector/graph DB)

4 PT + Prompt template

5: Output: Status (success/error message), PrologStatement

6: AttemptCounter = 0
7: Error = NULL
8: while AttemptCounter != N do
9: AttemptCounter++
> Search for relevant ontology fragments
10: OntologyFragments <+ RAGSearch(P, Ontology)
> Prompt forming
11: Prompt + OntologyFragments.InsertInto(PT)
> LLM request
12: Statement «+ CallLLM(Prompt, Error)
> Meaning Correction — request 2nd LLM
13: Valid, Error < Validate(Statement, P)
14: if Error != NULL then

15: Continue to the Next Iteration
16: end if
17: return (SuccessStatus, PrologStatement)

18: end while

19: return ErrorStatus & Exceeded the counter limit

Algorithm 2 Prolog Statement Compiler Check
1: Input: S + Statement in Prolog
2: P+ Initial prompt
Output: Status (success/error message), PrologStatement

w

AttemptCounter = 0
Error = NULL
while AttemptCounter != N do
AttemptCounter++
Error + CompilerCheck(S)
if Error = NULL then
S + Algorithm_1(P, Error)
end if
return (SuccessStatus, PrologStatement)
end while

9 9@ on

T e
Lo

14: return ErrorStatus r Exceeded the counter limit

We must ensure that commands are executed only if they are deemed safe. Therefore, before
interacting with any agent, the LLM agent must consult the Safety-Reasoning Agent (see Fig. 3).
The SRA's role is to check the statement generated by the LLM agent against the safe ontology,
which is separate from other MAS ontologies. This is a novel approach to creating a logic-based
observer agent for MAS that use LLMs, although it is rooted in earlier ideas [13-14].
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To demonstrate this approach and the MAS architecture in action, we developed an example of a
plant care subsystem for a smart-home system’s MAS. This is illustrated in Figure 4, which shows
several logical agents, an LLM agent that acts as a supervisor, and a safety-reasoning agent.

@' deepseek

@ LLM <«—— LLM-Agent ‘—>» Reasoning Agent ——» =

Shared
N Meta oniobgy
Satety-Reasoning
Agent
Sale
Ontology

Fig. 3. MAS architecture after the introduction of the safety-reasoning agent

.| Plant Watering connecled 1o
Agent 1 (W)
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e

Shared
Ontology
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Agent Soil Humidity N ™
Sensor1 (H1) [_] "\_ Plant 1 )‘_
l\ —
Soil Humidity _/_ -
F_._Jj | semsora(H2) [ 1| \_ P"“‘Q"
e
e
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Temperature
Ontalogy L Sensor (T)

Fig. 4. Example of MAS for plant watering scenario

The process starts with the LLM, which generates commands (or queries) based on user input, and
these commands are later executed by MAS agents. The algorithm for generating these commands
is outlined in Section 3.2. In our approach, the LLM is supported by an LLM agent, which is tasked
with implementing the algorithm. Additionally, the LLM agent functions as a communication
facilitator, enabling the exchange of messages (including executable commands) with the
appropriate agents.

The remainder of the system can employ actuators or reasoning agents as needed. The MAS benefits
from agents built on formal logic models, enabling reasoning without the hallucinations often
encountered with LLMs. Agents can either share a common ontology or work with their own
individual ones. However, we suggest maintaining a shared ontology for facts while defining rules
within each agent separately.

226



Pesynuk JI., [Iposzopckuit M.A., Anexcanapos J1.B. KomGunupoBauue norndeckux paccyxaenuii 1 LLM Ha myTH K co3aaHuio
MYJIBTHATEHTHBIX CHCTEM YMHOTO foma. Tpyoer UCIT PAH, 2025, Tom 37 Beim. 4, gacts 2, ¢. 219-234.

4. Experiments

We have proposed a method for integrating LLM agents with logic-based agents in MAS. The next
step is to assess the accuracy of the LLM agent to determine if it introduces hallucinations. We also
plan to evaluate the efficiency of the algorithm outlined in Section 3.2. Additionally, we will run the
same scenarios with and without the safety-reasoning agent to observe its impact on execution speed.
In this chapter, we present a simple MAS example that incorporates an LLM agent designed
according to our approach. The system demonstrates a subsystem for a smart home, specifically
focusing on plant watering. A schematic representation of the system is shown in Figure 4.

4.1 Overview
The MAS incorporates several Prolog-based actuator agents that share the same ontology and update
it when changes occur in the environment:

e Soil Humidity Sensor (H) — Responsible for monitoring and handling changes in soil

humidity. There are several agents, each connected with its own plant.

e Temperature sensor (T) — Reacts to changes in the air temperature.
Additionally, there is a reasoning plant-watering agent (W), which manages turning the turning
on/off of the watering. To achieve this, it utilizes decision-making: the plant should be watered only
when the soil humidity is low, and the temperature exceeds the minimum required for watering.

should_water(Plant) :-
soil_moisture(Plant, low),
temperature(Plant, Temp),
min_temp_for_watering(Plant, MinTemp),
Temp >= MinTemp.

Listing 3. Plant watering rule.

We utilize OpenAl's GPT-4 which is accessed by the LLM agent. When a query is received, the
LLM agent relays it to the Safety Reasoning Agent (SRA), which assesses whether the query can be
safely executed. In our scenario, activating the watering system is deemed safe as long as the
maximum soil humidity level has not been exceeded. If this condition is met, the LLM agent then
sends the command directly to the physical watering agent.

4.2 Scenarios Testing

To evaluate the system's performance, we implemented the SRA, W, T, and H agents in Prolog, as
described earlier. For the LLM agent, we created a separate Python script that generates a text
embedding based on the ontology's classes, relations, and properties. The script processes user input,
constructs a prompt, and sends it to the OpenAl API. The Prolog query is then extracted using the
algorithms outlined in Section 3.2. This query is executed by the Prolog agents, which return either
the result or an error if the query cannot be processed.

We conducted several tests, including:
1) Triggering an actuator (H agent, T agent).
2) Calling the reasoning W agent to control watering (on/off).
3) Retrieving knowledge from the ontology.
4) Modifying the ontology.

An example of the test output for the plant watering scenario is provided in Listing 4.

We measured execution times for all scenarios in two variations: (1) when SRA was present in the
system, (2) when it was not included in the scenario to see whether it will significantly affect the
execution time. The results are presented in Tables 1 and 2.
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User Input:

"Water the ficus, please"

Attempt 1: Generated Prolog Query:
execute_watering(ficus).
Generation time: 0.7765 seconds
Validation time: 3.1058 seconds
Query is valid, sending to Prolog server

Response from Prolog server:

{
'status': 'success’,
‘result”: 'watering_module_1
is watering ficus.\n
Moisture is now medium
for ficus.\n'
}
Prolog execution time: 0.5929 seconds
Total execution time: 4.4753 seconds

Listing 4. Example of an output of the testing program.

Table 1. Test of Query Generation.

Scenario Ne Generation Time, s Validation Time, s
1 1.7311 9.1456
2 0.7765 3.1058
3 1.5481 7.2752
4 1.4584 0.6220

Table 2. Execution Time Test.

Scenario Ne Without SRA, s With SRA, s
1 0.5919 0.5955
2 0.5911 0.5929
3 0.5921 0.5931
4 0.5913 0.5918

We observed that the execution time difference with and without the SRA was minimal, the Prolog
execution time overall was consistently under 0.6 seconds. Additionally, in this example the system
demonstrated 100% accuracy in constructing Prolog queries, effectively mitigating hallucination
issues. However, this comes at a significant time cost: while generating the initial query takes about
1 second (thanks to embeddings), the evaluation process can take over 9 seconds, which depends on
the complexity and length of the query.

4.3 Simulations Comparison

After implementing the test version of the system and conducting the initial evaluation, the following
questions also needed to be answered:

1. Does the proposed approach really reduce the effect of hallucinations on MAS?
2. lsit possible to block the hallucinatory actions of the LLM agent?
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3. Will it be possible to compensate for the small number of LLM model parameters by using
the proposed approach?
To answer each of these questions, two systems (with and without using the proposed approach)
were developed to model a MAS that simulates a greenhouse, its environment and the system
controlling its agents.
System #1 (see Fig. 5) does not utilize the approach developed in the study. It includes sensor agents:
o Soil Humidity Sensor — an agent responsible for monitoring changes in soil moisture.
Several such agents may be present in the system, each associated with a different plant.
e Soil Temperature Sensor —an agent responsible for monitoring changes in soil temperature.
Several such agents may be provided in the system, each associated with a different plant.

e Air Temperature Sensor — an agent responsible for responding to changes in air
temperature.

¢ Air Humidity Sensor — an agent responsible for monitoring changes in air humidity.

e Carbon Dioxide (CO2) Sensor — an agent responsible for monitoring changes in the level
of carbon dioxide in the air (percentage).

©
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GPT-4 BLIKMICYEHUA
Soll Humidity +
Sensor
x ¥ » Watering Agent —
Soil Temperature LLM-Agent
Sensor .
= > Vent Agent -
e | O | s |
Sensor =
L] ..
Air Humidity Ontology —=  Heater Agent
Sensor
1 il ""\
E |
€02 Sensor | > [ J - | Time Agent
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Fig. 5. Representation of a greenhouse simulation. Suggested approach is not implemented.

The state of the greenhouse environment is simulated by sensor agents, as well as a time agent that
updates the time within the system, the time of day in the simulation (morning, day, evening, night).
The indicators of the external environment (humidity, temperature) can be influenced by action
agents:

e Heater — an agent responsible for turning the heating on and off. It simulates power
consumption and updates the air temperature value.

e Watering — an agent responsible for turning watering on and off. It simulates water
consumption and updates the soil humidity value.

e Vent — an agent responsible for turning ventilation on and off. Simulates electricity
consumption and updates the value of carbon dioxide level in the air.

These agents switch between two states — activation and deactivation. In active mode, the agents
change the value of a certain environmental parameter at regular intervals (set within the agent) until
they are stopped. To control the action agents, an LLM agent is included in the system. Its task is to
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decide on the activation/deactivation of the action agent depending on the state of the environment
broadcast by the sensor agents. Thus, in this case, the agents of the system do not reason, but only
perform actions at the request of the LLM agent.

Logging to .csv files was implemented to track changes within the system. Each record contains
information necessary for analysis (see Table 3), as well as for working with process mining tools
(such as ProM or pm4py). One log file record contains information about the day number within the
simulation (case_id), time, environment parameters (air temperature and humidity, soil temperature,
etc.), amount of consumed water and electricity, the event that occurred, and which agent caused it.
System #2 (see Fig. 6) utilizes the approach developed in the study. The MAS includes sensor agents
similar to System #1, as well as an LLM agent that redirects requests from the sensor agents to the
action agents. However, in this case, the LLM agent is not responsible for making the final decision
as to which agent will be activated. Action agents in this case are Prolog-agents that check the state
of the system regarding facts that will result in an agent not being switched without explicitly stating
so in the ontology. For example, a plant watering agent that controls the on/off of watering uses the
rule from Listing 3: a plant should only be watered when the soil moisture is low, and the temperature
is above the minimum required for watering.

The GPT-4 model from OpenAl was used in the MAS implementation, access to which was granted
to the LLM agent. It should be noted that the LLM agent was implemented similarly to the one
presented in Section 4.1.

The difference between the LLM agent of System #2 and System #1 is also that when a response
with a command is received from the LLM, the LLM agent passes it to the Safety Reasoning Agent
(SRA), which performs a check whether the request can be safely executed. In our scenario,
activation of the irrigation system is considered safe as long as the maximum soil moisture level is
not exceeded. If this condition is met, the LLM agent sends the command directly to the logical
irrigation agent. It is worth noting that both System #1 and System #2 use the same ontology, i.e.,
the agent behavior constraints are defined in the same way.

Table 3. Example of a fragment of the simulation system log file.

case_id| time day air_t [air hum | co2 | soil t |[soil h| electr | water triggered_by event_type timestamp
SENSOR_AIR
LATE_ . o | 23.05.2025
1 00:04 NIGHT 12 42 30 18 40 0.0 0.0 air_temperature_1| TEMPERATURE 01:19:29
_stable
EARLY_ ACTOR_VENT |23.05.2025
1 04:46 MORNING 20 52 26 12 93 7000 4248.3 ACTOR_VENT _active 01:24:11
ACTOR
EARLY_ ACTOR_ - 23.05.2025
1 04:53 MORNING 14 53 26 8 94 7000 4414.9 WATERING WATEBING 01:24:18
_active
SENSOR_SOIL_ 3.05.2025
2 10:41 | MORNING | 19 46 10 17 97 49250 132820.19| soil_humidity_1 HUMIDITY 0'1_5;1'14
_decrease o
ACTOR_ ACTOR_HEATER| 23.05.2025
2 10:42 | MORNING | 25 46 10 21 92 49500 |32820.19 HEATER active 01:54:15
ACTOR
ACTOR_ = 23.05.2025
2 10:44 | MORNING | 25 46 10 19 100 | 49500 |32903.49 WATERING WATEBING 01:54:17
_active
LATE_ SENSOR_CO2 |23.05.2025
3 00:38 NIGHT 17 57 42 16 97 70625 | 43565.9 carbon_1 increase 02:08:16
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Fig. 6. Representation of a greenhouse simulation. Suggested approach is implemented.

As part of testing, the implemented MASs were run, simulating changes in the external environment
and greenhouse agents. The log files were collected and analyzed. As a result, the question of
reducing the effect of hallucinations on MAS can be looked at from different perspectives:

e From the point of view of occurrence of undesirable actions — in this case it is necessary to
check that agents in both systems do not allow dangerous actions (such actions are marked
in the ontology).

¢ From the point of view of energy efficiency of the whole system — in this case it is necessary
to consider what impact the system has on water and electricity consumption.

As a result of analyzing the log files, it was revealed that System #1 allowed actions that can be
characterized as “dangerous”. Also, a number of actions that were inefficient in terms of resource
consumption were identified (for example, switching on the ventilation and irrigation agent occurred
when the values were within the acceptable level). System #2 allowed a different number of
“dangerous” actions in each test run, but this number was lower than for System #1. Also, during
the testing of System #2 no actions of the agents that were not justified by the environmental factors
were observed.

Both systems were also tested with different variations of LLMs connected to the agent LLM
(variations of gpt-3 and gpt-4). Regardless of the LLM configuration, System #2 proved to be more
energy efficient and safer compared to the system without logical agents.

5. Developing the Hardware

Currently, we are exploring the possibility of creating a real-life prototype of a smart home system
based on our approach. To facilitate this, we have developed a watering device. The hardware
subsystem is built on the Raspberry Pi Pico W board, which features the RP2040 microcontroller
and provides network interaction with the server part via the built-in Wi-Fi module. Figure 7 shows
a schematic diagram of the device, which includes the following components:

e Raspberry Pi Pico W microcontroller — the central component of the system, responsible
for data processing, controlling connected devices, and networking.

e Servo actuator — controls the water supply process.

o Soil moisture sensor — provides data for analyzing the condition of the crop environment.
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e LED —serves as a visual indicator of the device's status.
e Power supply — ensures the stable operation of the device.

The idea is for soil moisture sensor to continuously check the moisture content of the soil, sending
the data to the server. When the moisture level falls below the preset threshold, the LLM agent
should trigger the watering process, activating the servo actuator to release water to the plants.
Afterward, the device checks the moisture level again to determine if the required watering amount
has been reached.

Currently, the device allows users to remotely monitor and control the watering system, providing
an interface for manual intervention if needed. In future iterations, we plan to enhance the system's
capabilities by incorporating more advanced features, such as adaptive watering schedules based on
weather forecasts or plant types, integrating additional sensors.

Fig. 7. The schema of plant watering device.

6. Related Works

This paper investigates the potential to fully eliminate the risk of hallucinations. To achieve this,
reasoning in the agents is carried out by aligning their goals with facts and rules from a structured
knowledge base. This method has proven effective and has been successfully used in the
development of chatbots to enhance creativity and maintain focus on specific topics [8]. The
combination of logic and ontologies has also been shown to improve accuracy and efficiency in
tasks like question answering, outperforming popular LLMs [15]. While this paper focuses on
Prolog ontologies and Prolog-based agents, it's important to note that the same approach can be
implemented using other declarative programming languages, such as ASP (Answer Set
Programming) [16].

Though the combination of LLMs and logic is a well-explored area with various applications [17-
18] limited research has been conducted in the context of multi-agent systems (MAS). Our work
places particular emphasis on ensuring system safety by introducing a safety-reasoning agent. A
similar concept has been explored in previous studies [13-14], showing that although these works
are not recent, their foundational ideas can still be adapted and applied today.

7. Future Work

In future research, we plan to explore additional MAS architectures and configurations to broaden
the applicability of our approach. We will also investigate the algorithms for the dynamic enrichment
of ontologies, allowing for more adaptive knowledge representation. As part of our ongoing work,
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we intend to further develop the smart-home system based on the principles outlined in this paper.
This will involve refining and optimizing the algorithms we've designed to improve their
performance and scalability, ensuring that our solution can handle more complex scenarios and
larger-scale implementations. Additionally, there is a big potential to explore new techniques such
as real-time learning and cross-agent collaboration, to enhance the system's capabilities and
efficiency.

8. Conclusion

In this paper, we introduced a novel approach for integrating Large Language Models (LLMSs) into
Multi-Agent Systems (MAS) with a focus on minimizing the risks of hallucinations and enhancing
system safety. Our method leverages LLMs primarily for the transformation of natural language into
logical statements, while the decision-making process is carried out by predicate logic agents. To
ensure the correctness of the generated logical statements, we developed a two-step algorithm that
incorporates meaning verification and syntax checking. Additionally, we introduced a Safety-
Reasoning Agent (SRA), which ensures that only safe actions are executed within the system.

Our results, demonstrated in a smart home automation scenario focused on plant care. The developed
two-step algorithm for generating Prolog logic statements from natural language proved successful
in reducing hallucinations and ensuring the correctness of the generated code. The incorporation of
the Safety-Reasoning Agent strengthened the system by preventing unsafe actions. Despite the
promising results, the system's validation process remains computationally intensive, suggesting a
need for further optimization in future work in terms of scalability.

We believe that this approach holds significant potential for application in other Multi-Agent
Systems, particularly in the context of smart homes, where the integration of LLMs can improve
user experience. The inclusion of a Safety-Reasoning Agent introduces an additional layer of
reliability, which is crucial for environments where human safety and security are of the primary
importance.
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AnHoTanmsi. ['uOpuaHeii Ga33uHr U TMHAMUYECKask CMMBOJIbHAS HHTEPIPETAlNs aKTHBHO IPUMEHSIOTCS B
JKH3HEHHOM IIMKJIE Pa3padoTKH 0e301acHOro mporpaMMHOro obecriedeHus. B HacTosimiee BpeMs 1oi1s Koaa
nporpamym, paspabartbiBaeMbIx Uit apxutekTyp ARM u RISC-V, mocTosiHHO yBenM4MBaeTcs BMecTe C
noTpeOHOCThIO B MX 3((dexTnBHOM aHanm3e. J[aHHas paboTa MOCBSIIEHAa PEUICHHIO STOH 3aJadyd IIyTeM
pa3pabOTKH METOI0B AMHAMUYECKOT CHMBOJILHON MHTEPIIPETALIMH U THOPHIHOTO (ha33MHra ISl COBPEMEHHBIX
RISC-apxurekryp — oreuectBenHoi «baiikan-M» (ARM/AArch64) u otkpoiroit RISC-V 64. Pazpabotannsie
MOAXOJbI, OCHOBAHHBIC Ha MOJCIUPOBAHMM CHMBOJBHOH CEMAaHTHKM MAlIMHHBIX WHCTPYKLHH,
WHTETPUPOBaHBl B HMHCTPYMEHT Sydr B cocraBe ¢peiiMBopka Sydr-Fuzz m HameneHsl Ha MOBBIIICHHE
s¢pdextuBHOCTH THOpUAHOTO (azsuura. KimoueBble pe3ynbTaThl BKIIOYAIOT alTOPUTMBI  00pabOTKH
KOCBEHHBIX IEPEXO0JIOB JJIsI TOYHOTO OIpEIENICHUs LENIEBhIX aJpecoB M pealM3alMio MOAJEpKKH Habopa
nesounciIeHHbIX HHeTpykiuid RISC-V B oTkpeiTOM dpeiimBopke Triton, 4To mpemocTaBiseT COOOIIECTBY
TOTOBYIO OCHOBY JUISl CO3/IaHUSI HHCTPYMEHTOB JJMHAMUYECKOTO aHAIIH3a.
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Abstract. Hybrid fuzzing and dynamic symbolic execution have become a vital part of the secure software
development lifecycle. Currently, the proportion of code being developed for ARM and RISC-V architectures
is constantly increasing, making the task of their effective analysis a top priority. This work is dedicated to
solving this task by developing methods for dynamic symbolic execution and hybrid fuzzing for modern RISC
architectures — «Baikal-M» (ARM/AArch64) and RISC-V 64. Based on modeling symbolic semantics of
machine instructions the developed approaches are integrated into the Sydr tool within the Sydr-Fuzz
framework and aim to enhance the efficiency of hybrid fuzzing. Key results include algorithms for processing
indirect branches with accurate target addresses determination and RISC-V integer instruction set support in
open-source symbolic framework Triton that provides the community with a ready-made foundation for
creating dynamic analysis tools.

Keywords: dynamic analysis; dynamic symbolic execution; fuzzing; hybrid fuzzing; instrumentation; binary
code analysis.

For citation: Logunova V. I. Application of Dynamic Symbolic Execution in Hybrid Fuzzing of Binary Code
for Baikal-M and RISC-V 64 Architectures. Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 4, part 2, 2025, pp.
235-250 (in Russian). DOI: 10.15514/ISPRAS-2025-37(4)-29.

1. BeedeHue

[IporpammHOe obecriedeHne TITyOOKO MHTETPUPOBAHO B COBPEMEHHYIO KH3Hb, OT KPHUTHUECKOU
HHPPACTPYKTYPHl A0 TEPCOHAIBHBIX TaKETOB. DTa IOBCEMECTHOCTh, OIHAKO, COIpPSDKEHA C
PHUCKOM, TTOCKOJBKY B IIpOIECCe Pa3padOTKH HEM30EKHO BO3HHUKAIOT MPOTpaMMHBIC Ne(eKTH B
BHAC OMMOOK W ysa3BUMoOcTei. [loaToMy B KadecTBe CTaHHapTa I WX OCTEKTUPOBAHUS H
YCTpaHEHUSI HWCHOIB3YeTCsl JKM3HEHHBIH MUK pa3paboTku  0e30macHOr0  MPOrpaMMHOTO
obecnieuerns (I10), BriIrOYarommid pa3nudHbIe BUABI aHaimm3a nporpamm [1]. CooTBETCTBEHHO,
OJIHOM W3 aKTyaJIbHBIX 3aJad CTaHOBUTCS pa3paboTka YHUBEPCATbHBIX aBTOMATH3UPOBAHHBIX
HHCTPYMEHTOB, CITIOCOOHBIX 3(p(PpeKTHBHO 0OHAPYKUBATh OITHOKH B KOJIE.

OTINYATENEHON YepTOH AUHAMIYECKOTO aHAIM3a SIBIICTCS 3aITyCK UCCIEAYeMOH MpoTrpaMMEl, 3a
CYET YEeTO CHIDKAETCS KOJUYECTBO JIOKHBIX cOOOIIeHni 00 ommnoOkax. Kimaccuueckum MeTomoMm B
JTAHHOM HANpaBJICHUH, HA TEKYIIUHA MOMEHT, SIBJICTCS (Da33MHI-TECTHPOBAHUE C 0OPATHOMN CBSI3BIO
10 OKPHITHIO ((ha33uHr "MeTo0M ceporo simuka') [2-3]. KiroueByro poJib 17151 5TOTO BUa aHAIN3a
WUTpaeT METPHUKA MOKPBITHS, TOCTUTHYTOTO BO BPEMsI MHOXKECTBEHHBIX 3aIyCKOB MPUJIOKESHUS C
pa3HooOpa3HbIMU BXOJHBIMHU JaHHBIMU. ['€Heparysi HOBBIX BXOJHBIX JAHHBIX MPOU3BOJUTCS C
MIOMOIIBI0 TIPUMEHEHUS CIy4alHBIX MYyTalMid K JIAaHHBIM U3 TPEABIAYIIUX 3alyCKOB, KOTOpHIE
MPHOPUTH3UPYIOTCS IO IPUPOCTY MOKPEITHA. Kpome Toro, cymecTByeT (a33uHr "MeTonoMm 6eroro
siuka" [4] Takoke U3BECTHBIN Kak IMHAMUYecKasi CHMBOJIbHAsI MHTEpIpeTanus. BmecTo nonydeHnus
METPUKH TOKPBITUS TAaHHBIM MMOIXOJ M3BICKAeT Oojiee MOIpOOHYI0 HHGOPMAIIUIO O BHYTPCHHEM
YCTpONCTBE MporpaMmbl JJisi MOCIENYIOIIed TeHepaluu BXOJHBIX JAaHHBIX Ha OCHOBE
AHAIMTUYECKUX BBIUUCICHUN. B epByro ouepenb, 3TO JIOTHYECKUE YCIIOBUS BETBIICHUS, 3aBUCSILINE
OT W3HAYAJIbHBIX TIOMEUEHHBIX JaHHBIX. M3 Takux yCIOBUH cocTaBisercs abcTpakTHas
(cuMBOJNIBHAS) MOZENh — MPEAUKAT IMYyTH, OTPAKAIOIIWNA 3aBHCHUMOCTH IOTOKA YIPaBIEHUS OT
BXOJIHBIX JaHHBIX. HOBBIE BXOJHBIE JaHHBIE MOMOUPAIOTCA TaK, YTOOBI HM3MEHUTH BBIOOD
HaIpaBJICHUsI BETBJICHHUS NIpH OyaymieM 3amycke. Yem Ooubiiie mHGOPMAIMK O COEPKaHUU KOJa
W3BJIEKAETCS TIPY aHAU3e, TeM 00Jiee TOYHO MOYKHO YKa3aTh Ha OMIHUOKY M TEM OOJIbIIIE BO3MOKHBIX
ocoOeHHOCTeH Koma TpeOyeTcss ydecTb TMpH CO3JaHWU aHalW3aTropa JUis TpaBUIBHON
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uHCTpyMeHTaIu. K TakuM 0COOCHHOCTSIM MOKET OTHOCHTBCS SI3bIK MPOrPAMMHPOBAHUS B Cllydae
HHCTPYMEHTAI[MH UCXOMIHOTO KOJa WIIM apXHTEKTypa MpOoIieccopa MPH HCCIICAOBAaHUH OMHAPHOTO
kona. CHMBOJIbHAST HHTEpPIIpETalus TpeOyeT Oouiblile BpEMEHH Ha OJMH 3aMyCK MO CPABHEHHIO C
OObIYHBIM (pa33uHroM. HecMOTpss Ha 3TO, MPH COBMECTHOH pabOTe CBOCBPEMCHHBIA OOMCH
BXOJHBIMH JaHHBIMUA MEXKIY HHCTPYMCHTAMH CIIOCOOCH MOBBIIATH OOy 3(h(HEKTHBHOCTD
aHanu3a [5]. JlaHHbIi TOIX0 HA3bIBAETCS THOPUIHBIM (ha33WHTOM.

2. Cos30aHue abcmpakmHolU ModQesiu npo2paMmMbl 6 OuHaMu4ecKoU
cumMeosibHOU uHmeprnpemauyuu

B nanHo#i paboTe nccnenyeTcs npuMeHeHHe THOpUIHOTO (a33uHra Uis aHajau3a OMHapHOTO Koja
apxutektyp baiikan-M u RISC-V. Kak MoxHO 3aMeTUTh, IHHAMUYECKass CUMBOJIbHAs
MHTEPIpETALHs MPEACTAaBIsIET COO0H JOCTATOYHO HU3KOYPOBHEBBIM moaxos. ONXHUM M3 BayKHBIX
ACTIEKTOB SIBIISETCS IEPEHOCHMOCTb, TO €CTh BO3MOKHOCTB aHAJIN3a TPOTPaMM, pa3pabOTaHHBIX IS
pa3IMYHBIX anmapaTtHelX IaTGopMm. VHCTPYMEHTHI OTIMYAIOTCS MO TPEOOBAHMIO K HAIMYHIO
UCXOZHOTO KOJa W BBIOOPY IPEACTaBICHMS, JUII KOTOPOTO (HOPMYJIHPYIOTCS CHMBOJIBHBIC
npeoOpa3oBaHMs BXOAHBIX [JaHHBIX. [IOMHMO 53TOro, CyIIECTBYIOT pas3IMYHBIE BapHaHTHI
MPUMEHEHUS KOHKPETHOTO 3aIlycKa B IIpoIiecce aHalIu3a.

[Ipr HanWYMM HMCXOAHOTO KOJAa BO3MOXKHA KOMIIWIALMS B YHHBEPCATHHOE HPOMEXYTOYHOE
NpPE/ACTaBICHUE, TIPH CO3JaHUM KOTOPOTO AapXUTEKTYpPHO-3aBUCHMBIC KOMIIOHEHTBI OyIyT
OCTaBJICHBI 32 CKOOKaMHM 3a cHeT crenupUuecKd MOIUPUIMPOBAHHOTO KommuisiTopa. [Toxoxuii
MOAXOA NMPHUMEHUM TaKXKe HEIOCPEICTBEHHO K OMHApHOMY KOAay, 4To Oojee TpyJoEMKO H3-3a
YaCTHYHBIX TOTEpPh MHPOPMAIMK Ha dTarne KoMy, OJHAKO JOCTYN K HUCXOJHOMY KOIY
MPOTpaMMBbI €CTh HE BCErJa, Kak, HallpuMep, B CIydae UCIOIb30BAHUS CTOPOHHUX AMHAMHUYECKHUX
6ubnuorexk. Kpome Toro, muTerpanus aHaauzaTopa, TPeOYIOLIETO JOCTYH K HMCXOAHOMY KOXy,
npeanojaraeT BHECEHHE W3MEHEHMH 100 HENOoCpPeICTBEHHO B KOJA, JHOO 3aTparuBact
TEXHOJIOTMYECKHH CTeK B BHAE KommwrAtopa u cucteM cOopkn [1O, d9To Takke BHOCHUT
OTPaHWYEHUSI Ha yIOOCTBO M YHHMBEPCAJILHOCTH NMPHMEHEHHUS WHCTpyMEHTa. TakuM oOpa3oM, B
KOHTEKCTE AMHAMUYECKON CHMBOJILHOM MHTEpIIpEeTaluy TpeOOBaHNE K HATHIHIO HCXOJHOTO KO
BBITJISIINT W30BITOYHBIM, MOATOMY Jajiee TJaBHBIM 00pa3oM OyIyT pacCMOTPEHBI METOJBI
MHCTPYMEHTAIIUH, IPUMEHUMbIE Ha YPOBHE OMHAPHOTO KOJa.

Hawubosnee pactpocTpaHeHHBIM ITOIX0I0M K AMHAMUYECKON CHMBOJIHOIM MHTEPIPETAINH SIBIISIETCSI
TaKk Ha3bIBAEMOE KOHKPETHO-CHMBOJBHOE HCIIOJIHEHHE, KOTJa HENOCPEICTBEHHBIH 3aIyck
HCCIeyeMOi MporpaMMbl KOMOMHUPYETCS ¢ CHMBOJIBHOW MHTEpIpeTayeit Ui Mody4eHus Ooee
TOYHOW aOCTPaKTHOW MOAEIH UCIIOIHEHHS MporpamMMbl. [IepBbIM HHCTPYMEHTOM C pealu3anuei
TaKoro mojaxofa s OuHapHOoro koxa ctan SAGE [4], roe cHadana NMpoOM3BOAUTCS KOHKPETHBIH
3aMycK MpOTrpaMMBbI JJIS 3alIMCH TPACCHl HCTIOJIHEHUS, a 3aTeM e& mpeoOpa3oBaHHE B CHMBOJIBHBIC
orpaHudeHus. B COBpEeMEHHBIX MHCTPYMEHTaX KOHKPETHO-CHMBOJIBHOTO HCIIOJIHEHHS 3TH [Ba
JTala COBMENIAIOTCS C IOMOINBI0 JWHAMHYECKOH WHCTPYMEHTAllMH, KOTOpas IPEIOCTaBIsIeT
TEKYIUI KOHTEKCT KOHKPETHOTO MCTIOHEHUS IPOrpaMMBl (MCIOTHIEMbIe HHCTPYKIINHU, 3HAUYCHHS
MaMsITH, PETUCTPOB U (JIAroB) Il CHMBOJIbHOW HMHTeprperaiuu. Hanpumep, QSYM [6] u Sydr [7]
UCTIONB3YIOT (PPEHMBOPKHY AMHAMUYECKON OMHAPHOI MHCTPYMEHTAIIMHU U BBIIOJIHSIIOT CHMBOJIBHYIO
MHTEPIPETALNIO HA yPOBHE OT/IENbHBIX HHCTPYKINHI OMHApHOTO Ko/1a. [IJIst HUX IoiaepIKKa KaXka0H
HOBOW MuaTdopMbl TpeOyeT m00aBICHHS CHUMBOJIBHOTO TNPEACTABICHHS Ul aHAIM3UPYEMOTO
HaboOpa MHCTPYKIWI BBIOpaHHOI apxWTeKTyphl. Ha ypoBHEe MamIMHHBIX WHCTPYKLIHH, HO 0e3
peanbHOro 3aIrycka MpPOXOAMT CHUMBOJIbHAs uHTeprperanuss B TritonDSE [8] — wmHcTpyment
SMyJHpyeT OWHApHBIH KOJ JJs IIOMIAaroBOTO BBIMONHEHHSA. [Ipum 3TOM, 3amycK MOXKET
MPUCYTCTBOBATh AN BepH(UKAMN WIH cOOpa MOKPHITHS, KaK U B BHPTYalbHOH CHMBOJBHOU
mamuHe KLEE [9], osmymupytomedt wHCTpykimm Oaiit-koma LLVM. Ilpeumymiectso
MHCTPYMEHTAITUH POMEKYTOYHOTO MPEACTABICHIS Takke ucrons3zyercs B SymQEMU [10], rae
nepex 3amyckoMm OmHapHBIH Kox TpaHciupyercs ¢ momombeio QEMU B TCG ops u obpatHo.
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CuMBONIBHAsT WHCTPYMEHTALUsI IIPOM3BOANTCA HAa YPOBHE 3TOTO TIPEICTABICHHSA, IO3BOJIIA
abCcTparupoBaTh HHCTPYMEHT OT JIeTajlell peaii3aliy OTAEIbHBIX anapaTHbIX MIaT(OpM.
Jannas paboTa 1Mo NMPUMEHEHWIO CHMBOJBHOTO aHAIHM3a OMHAPHOTO KoAa apxXuTektyp baitkamn-M
(ARM/AArch64) u RISC-V B rubpunHoM (a33uHTE BBIONHSIACE HA OCHOBE JHHAMUYECKOTO
CHUMBOJIBHOTO HHTEpIperaTopa Sydr, paspadorannoro B UCII PAH. Muactpyment Sydr peanmsyer
KOHKPETHO-CHIMBOJILHOE ~ HCIIOJIHEHWEe OWHApHOTO  KOIa  apXUTEeKTypel x86/x86-64 ¢
UCIIONIb30BaHUEM JTMHAMHYECKOTO OMHapHOro wuHcrpymeHnrtaropa DynamoRIO u Oubmmorexu
CHMBOJILHOTO MCTIONHEHUS Triton.

3. CumeonbHasi uHmepnpemauusi 6uHapHo20 koda apxumekmypbl balkai-
M (ARM/AArch64)

B mnpemnaraemom Metome s MHCTpyMeHTa Sydr MoJEIMpOBaHHE CHUMBOJIBHOIO KOHTEKCTa
BBITIOJTHEHHUS TPOM3BOAUTCSA ISl LIEJNOYUCICHHBIX HHCTpykunid ARM/AArch64. Oo6paboTka
omepauuii ¢ IUIaBarolled TOYKOW NPU CUMBOJBHON MHTEpPIpPETAlMd IPOTrPaMMBl HMOPOXKIACT
JIOBOJIBHO CJIOXKHBIC CHMBOJIbHBIC YpaBHEHUS, JUI1 KOTopbix SMT-pemartens oObBIMHO HE IaeT
pellleHre 3a yCTAaHOBJICHHBIA JTUMUT BpeMeHH. COOTBETCTBEHHO, U apXUTEKTypel AArch64 B
MpeATIaraéMoM METOJIC NPUMEHSCTCS CHMBOJBHAs MHTEPIPETalHs Ha OCHOBE CIEIYIOIINX
KOMIIOHEHTOB:

e Habop perucTpoB 0OMMIETO HAa3HAYEHWs, BKIFoUYaromuil peructpbl x0-x30 pasmepom 64
Owura, a TAK)KE COOTBETCTBYIONIME UM moaperucTpbl w0-w30 pasmepom 32 Oura;

e Ha0Op CHENUATBHBIX PETHCTPOB, BKIIFOYAIOIIUX PETUCTP YKA3aTeNsd TeKYIICH HHCTPYKIIUU
(pc), perucTp CTEKOBOTO yKa3atels (Sp), peructp (aaroB, a TakyKe HYJICBbIC PETHCTPHI XZI
U WZT;

® OIcpallMOHHAsg CEMAHTHKA I/IHCprKLII/Iﬁ C ICJIOYHNCIICHHBIMU OIICpaHAaMU;
® MCXAaHU3MbI BBIYMCIICHUA aIpECHBIX Bblpa)KeHI/IfI;
® MCXAaHU3MBbI II€peaavun yIpaBJICHUA U COITIAIIICHUC O BbI3OBAX.

OOHOBJIEHHE CHMBOJIBHOTO KOHTEKCTa HMPOUCXOJHUT 10 Mepe 0OpabOTKM MOTOKA HWHCTPYKIHH,
BBIMONHAOMKXC Tox KoHTposeM DynamoRIO. IlomyduB 0T HHCTpyMEHTaTOpa TEKYILYIO
WHCTPYKIMIO BMECTE€ C KOHKPETHBIMH 3HAYCHUSIMH, IIpolecc 0oOpabOTKHM CHMBOJIBHOTO
MIPE/ICTABIICHUS U3acCEMONMPYEeT €€ OINepalnMOHHBIN KOJ M TPOM3BOAMT HAOOp IPOBEPOK Ha
HaJINYME CUMBOJIBHBIX ONEPAHIOB M HEOOXOJUMOCTh OOHOBIICHHUS! CHMBOJIBHOTO CTE€Ka BBI30OBOB.
Jna AArch64 nnctpykuusmu Ber3oBa GyHknui siBistorcs BL u BLR, a it Bo3Bparta u3 GyHKINT
ucnons3yercst RET, t.e. urcTpykuus BR x30, xotopas mepemaer ymnpaBieHHEe Ha MHCTPYKIHIO,
aapec koropoit xpanutcs B peructpe x30 (Procedure Link Register). OTciexxuBaHue IaHHBIX
HHCTPYKIMH HEOOXOMUMO Ui aKTyajH3allMd CHMBOJBHON MOJENH HaMATH cTeka. MHade mpu
MOCTEIYIONUX ONEpalusAX YTCHHS WIM COXPAaHEHHS CHUMBOJBHBIX JAHHBIX B CTEKOBOM MaMSITH
MHTEPIIPETaTOp 0OHAPYKUT HECOOTBETCTBHE U MOJICTABUT 3HAUYCHNE KOHKPETHBIX JAHHBIX, TO €CTh
CHUMBOJIbHAS IOMETKa OyJIeT MOTepsHa.

Jst apxutexktypel ARM/AArch64 uactpykunu obpamenus k mamatu (load/store) BeIIENAIOTCS B
OTIeNbHYyI0 Tpynmy. Pasmepbl obmactum mamsTh, K KOTOPOH MOXeT oOpamartbcs HHCTPYKIHS,
OTIPEJIETISIFOTCS] CEMaHTHKOM M COCTABISIOT 1, 2, 4 miwm 8 GaiiToB. [Ipu peannsanuu mnpeiaraeMoro
MeTo/1a B abcTpakTHOM HHTepderice MemoryAccess Ondianoreku Triton Obla HcipaBieHa ommoKa
NIPUCBOCHUS 3HAYEHUsI O0JIACTU MAMSTH pa3MEpPOM, TOXKIECTBEHHBIM pa3Mepy perucrpa amis eé
BpeMeHHOro xpaHeHust (4 ymubo 8 OaifroB). Cpeau mpodero, Uil MEXaHW3Ma aApecalu C
nnnexcupoBanneM B ARM/AArch64 npucyTcTByeT HECKOIBKO HEOOBIYHBIH (opMaT NpUMEHEHHS
KoddunreHTa MacmTaObUpoBaHUS K HHACKCHOMY peructpy. OOBIMHO TaHHBIA KO3 QHIHEHT
IpeacTaBisieT co00i KOHCTAaHTHBIN YUCIIOBON MHOXHTenb. Hampumep, 8 B BeipaxkeHnu «Addr =
Regl + Reg2 * 8». B AArch64 BmecTo Hero mpeaycMOTpeHa BO3MOKHOCTh TPUMEHEHHUS OIIEPaITiH
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ouroBoro casura BieBo (LSL), xoTopas MokeT OBITH COBMEIIEHA C ONepanueil pacuInpeHHs
MHJIEKCHOTO perucrpa (cM. puc. 1).

Ormepanust cBHTa SKBHBAJICHTHA, 110 CYTH, YMHOKEHHIO Ha CTEIICHH ABOUKH OT 0 1o 3, MO3BOJLAA
aZpecoBaTh OJIOKH MaMATH pa3MepoMm oT | mo 8 OaiitoB. OHa Takke MOXET y4aCTBOBaTh B
aZipecaniil KOCBEHHBIX TaOIMYHBIX mepexooB [11], B ToM dmnciie, B KOHTEKCTE apUPMETHIECKOI
omnepanyy (HapuMep, HHCTPYKIMHU CIIOKEHHUS U3 TIOCITISAHEH CTPOKHU Ha pHC. 1), BEIONHIEMOI yixe
HoCJIe 3arpy3KH 3HaueHMsl M3 MaMsATH. [IperyaraeMblii METOJ HaXOIUT Takue apu(MeTHYecKue
npeoOpa3oBaHusl MEKIYy MHCTPYKIHEH YTEHHS U3 MaMsATH U Nepeltayd YIpaBiIeHUsl ¢ MOMOIIBIO
JITOPUTMA OTCIICKHUBAHMS PETUCTPOB (CIIaliCHHTa), HA OCHOBE KOTOPOT'O MPOU3BOIUTCS KOPPEKLIUS
a/IPECHOTO BBIPQKEHHS C YUYETOM BO3MOKHOCTH OHTOBBIX CIBHIoB. CaMoO aJipecHOE BBIpAXKEHHE
BETBJICHUS C HECKOJIBKMMH BapHaHTaMH Iepexosa J00aBiisieTcsi B NpeinKaT MyTH MO3JHee, NPH
HOSBJICHUH COOTBETCTBYIOLIEH HHCTPYKIMHU NIepeJadyl YIPaBICHHS.

UrCTpyRIUS BurmonHseMas omepaius

ldr =x0, [x1, x2, 1sl 3] x0 := Mem[xl + x2 * 8]

ldr x0, [x1, w2, uxtx 3] x0 := Mem[x1 + ext(w2) * 8]
1ldrb w0, [x1, w2, uxtx 3] w0 := ext(Mem[x1 + x2 * 8])

1}

Il

add x0, x1, x2, 1l=s1 3 x0 := x1 + x2 * 8

Puc. 1. Ilpumepel npumenenus 6umogvix cosueo8 Kk onepandam uncmpykyuii AArch64.
Venosuvle obosnavenus: := — onepayus NPUCEAUSAHUS SHAYEHUS, eXt — ONepayus pacuiupenus pasmepda,
Mem[addr] — suauenue namsamu no adpecy addr.

Ilpy KOHCTPYMPOBaHHMM CHMBOJIBHBIX HpeAuKaToB Oe3omacHocTH [12], mpoBepsromux
BO3MOYXHOCTh OIIMOKU IIETIOYUCICHHOTO MEPENOHEeHNs, YYUTHIBAIOTCA KaK 3HAKOBbIE, TaK W
0e33HaKOBbIE TEPETNOTHEHHs JUII WHCTPYKUWN CIOKEHUs, BBIYUTAHMS, YMHOXKEHHS, a TaKXKe
OUTOBBIX cIBUTOB. {7151 3TOTO Mpou3BoauTcs pazBepThiBanne ACT-BeipakeHHs] HHCTPYKIIUH, U U3
HETrO H3BJICKAIOTCS TOJBBIPAKEHUS, COOTBETCTBYIOIIHME OMNepaHjgaM WHCTpykuuu. K mpumepy,
BBIp2KEHUE HWHCTPYKIIMM BBIYUTAHHUA C OUTOM MEpPEeHOCa COAEPKUT JBE OIEpaIiyl CIIOKEHUS
OHWTOBBIX BEKTOPOB, IIe 3HAYCHNE UCXOHOTO OIIEPaH/Ia BRIYUTAEMOT0O OYIET B3ATO C OTPHIIAHUEM
B BHJE JOMONHHUTEIBHOTO y37ia B JepeBe. [10CKOMBKY MHCTPYKIWS (PAKTHISCKH BKIFOYAET IBE
apudMeTHIECKIe oneparuu, JIOITyCKAaoIIe BO3MO>XHOCTb TIEPENOTHEHUS, Oyzmer
CKOHCTPYHPOBAHO J[Ba TpeiuKaTa 6€30MacHOCTH.

3.1 MeTton o6HapyXeHMA KOCBEHHbIX NepexoaoB B OMHapHOM Kofe

BeTBiieHHs1 ¢ MHOXXECTBEHHBIM BBIOOPOM (B BHAE KOHCTPYKLMH SWitch) mpesronararor Hajliudue
HECKOJIbKMX BapHaHTOB BBHIOOpA IENH Iepenadn ynpasieHus. [Ipy ucronb30BaHUN ONTUMH3 AN
KOMITIJISITOpA TakHe IIePeXOAbl MPOW3BOJATCS C IOMOIIBI0 OPTaHHM3AIMM IIEJIEBBIX BAapHUAaHTOB
HCIIOJIHAEMOT'0 KOJIa B BU/IE TaOJINIIBI, COCTOSILEH U3 MOCIIEA0BATEIILHO PACTIONIOKEHHBIX 0a30BBIX
0JIOKOB, COOTBETCTBYIOUINX Pa3JIMYHBIM HANpaBICHUAM BeTBieHUs. LleneBble ampeca w3 Takou
TaOJIUIIBI UCTIOHAEMOTO KOJla MOCIEI0BATEIFHO XPAHATCS B IAMATH, a BBHIOOp HYXXHOW SUCHKH
HaMsATH HPOUCXOJUT ITOCPEICTBOM N00ABICHNS CMEILCHUS K 0a30BOMY aJipecy, I/ie pacnoiaraercs
Hayvano TaOMUIBl yKa3zaTeledl Ha HCIoNHsAeMbld kox. Ha puc. 2 BblAeNeH CBETIION 00JacThIO
6a30BbIil 0JIOK, B KOTOPOM IPOUCXOAUT YTEHHUE a/ipeca LENEeBOro Nepexoaa U3 MaMsITh U repeiada
yIOpaBIeHUs, KOTOpas B JJAHHOM CiIydae IpeACTaBICHA BHI30BOM (DYHKIIMM W OCYIIECTBISETCS C
nomolubio nHeTpykunu BLR x8. Kak MOXHO 3aMeTHTb, [UIs1 BBIMUCIICHHS 0a30BOT0 a/ipeca TabIIHIbI
37IeCh MCIIOJIB3YIOTCS TP pasynuHble KoHcTaHThl (0x420000, 0x28 u 0x180), a Takke 3HaUeHHE
perucrpa X8, KOTopoe Iepe/] onalaHieM B JaHHBIH 0a30BbIH OGJIOK ObLIO NPOYUTAHO U3 ITAMSTH B
uHcTpyknnu LDRB 1o agpecy 0x4006c0. [Tockonbky nepseie BoceMb peructpoB xX0-x7 B AArch64
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HCIOJIB3YIOTCS TSl XPAHEHHUSI apI'yMECHTOB B COOTBETCTBHH C COTVIALICHHEM O BBI30BaX, IPH B3TILLAC
Ha NPEIBIIYIIYI0 MHCTPYKLMIO MOYKHO TAKKe HOTagathCsi, YTO B PErUCTPE X8 MPEICTABICHO
MOTCHIMAJbHO CHMBOJBHOC 3HAUYCHHE, yKa3aTeldb Ha aipec KOTOPOro MEpemaeTCsi B KadecTBe
aprymenta QyHkuun main. TakuMm o6pa3oMm, B 3aBHCHMOCTH OT JaHHOTO apryMeHrta Oyaer
OCyIIECTBIICH BbI30B ofHOoU u3 (ynkuii funcO-funch.

00006000000400664 <funch=:
400664 : 20000000 X0, 400000 < init-Oxded=
400668: 911eeB00 X0, x0, #Ox7b8
406866C: 17ffffbo 400550 <puts@plt>

0000800006400670 <funcds:
400670 20000000 X0, 400000 < init-Ox4ed>
400674: 91170cO0 X0, x0, #OxX7c3
400678: 17Ffffbe 400550 <puts@plt>

000080000640067C <func3>:
40667c: 20000000 X0, 400000 < init-Ox4ed>
400680: 91173800 X0, x0, HOX7ce
400684 : 17FFFfb3 490550 <puts@plt>

0000600006400688 <func2>:
400688 : 20000000 X0, 400000 < init-Ox4ed>
40068cC: 91176400 X0, x0, #Ox7d9
406690 17FFffbo 400550 <puts@plt>

00006000000400694 <funcl=>:
400694 : 20000000 X0, 400000 < init-Oxded=
408698 91179000 X0, X0, #OXTed
400869c: 17ffffad 400550 <puts@plt>

00006000004006a0 <funcO=:
4006a0: 20000000 X0, 400000 < init-Oxded=
4006a4: 911fbcee X0, x0, #ox7ef
40686a8: 17ffffaa 400550 <puts@plt>

00006000004006ac <main=:
40686ac: a9bf7bfd x29, x30, [sp, #-16]!
4006bo: 9100037d X29, sp
4066b4: 71008081f wl, #0x2
4p66b8: 54000101 4006d8 <main+0x2c> [/ b.any
4086bc: 9400428 x8, [x1, #8]
4006c0: 39400168 w8, [x8]
4006c4: fioebd1if x8, #ox2f
4066C8: 54000108 4006e8 <main+Ox3c> [/ b.pmore
40686¢ccC: 90000000 X0, 400000 < _init-0Ox4ed>
40686d0: 911fe800 x0, x0, #0x7fa
40686d4: 14000003 4006e0 <main+Ox34=>
4006d8: 90000000 X0, 400000 < init-0Ox4ed>
40686dc: 91263400 x0, x0, #0x80d
4066e0: 97ffffoc 400550 <puts@plt=
4006e4: 14000007 400700 <main+Ox54=
4006e8: 260000109 420000 < libc_start main@GLIBC 2.17>
40086ec: 9100a129 x9, #0x28
406670 : gboged2s x9, x8, 1lsl #3
40686T4: d16601608 X8, #0Ox180
4068678: 9400108 [x8]
40686fc: d63fe100
400700: 2a1fo3e0 WZIr
406704 : a8c17bfd x29, x38, [sp], #16
400708: d65fB3co

Puc. 2. Ilpumep opeanuzayuu mabauysl nepexoo08 8 accemobiepHoM Kooe.

JleTekTrpoBaHue Takux TabIMII B IpeAsIaraéMOM METO/I€ POMCXOINT Ha OCHOBE 3BPHCTUKH B BUJIE
MPUCYTCTBUS B 6230BOM OJIOKE CIIEIYIOMINX COCTABIISIONINX:
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® B Ka4yecTBE IMOCIETHEH MHCTPYKIIMH HCIIONB3yeTcs Oe3yclIOBHAS MHCTPYKIHA Teperadn
YIPaBJICHUS 110 PETUCTPOBOMY 3HAUCHHIO;

L4 COOTBCTCTByIOHII/Iﬁ PErucTp XpaHUT 3HAUYCHHUC, MPOUYUTAHHOC U3 NMaMATH, b0 ABISETCS
€ro nMpou3BOJHBIM;

e B 0a30BOM OJIOKe NPHUCYTCTBYCT OJHA M3 HHCTPYKIMU 3arpy3ku (QUKCHPOBAHHOTO
aapecnoro 3HadeHus ADR/ADRP.

OmnucaHHast KOHCTPYKIUSI MOXKET OBITH TOTOJHUTEIHHO YCI0XKHEHA, €CIIH BMECTO IIEIEBOTO apeca
nepexoza TpedyeTcs MPOYMTaTh W3 TNAMITH CMEIICHHE OTHOCHTENBHO Hadana TaOiWIbl B
ucronHsAeMOM Kojae. TakuMm o0Opa3oM, ampec B TabiwIle C HCIOTHACMBIMH 0a30BBEIMH OJOKaMH
Taloke pa3OuBaeTcst Ha 0a30BbIM azpec e€ Hauama M cMelleHHe. B cBoro ouepens, XpaHeHue
3HA4YEHHUH OTCTYIOB aHAJIOTMYHO OPTaHU3yeTCs B BUJIE XPaHSIIEHCs B TaMATH TaOJIUIIbI CMEIICHHH,
JUISL KOTOPOW OCYILECTBIISIETCS ONepanus YTEHHsI ¢ TIOMOIIBI0 HMHCTPYKIMH 3arpy3ku AaHHbIX (load)
TOXXE Ha OCHOBE MHIEKCHpPYeMOro 0a3oBoro anpeca. Pazmepbl OJIOKOB HaMsTH JUIsl XpaHEHHS
OTCTYIIOB COCTABIAIOT OT 1 70 8 GaiiToB. [Tockonbky pecypc 3HaUCHHS CMEIIEeHUs AJ1s1 KOAUPOBAHUS
HOMEpa MHCTPYKIMU HJIM 3aIlMCH, OTBEYAIOMIEH 3a KOHKPETHBIH 0a30BbBIM OJIOK, OrpaHWYEH, ITpH
JI00aBIEHNH 3HAYCHUS CMEIIECHHS B 3IpECHOE BBEIPayKEHNE, OHO YMHOKAETCsI HA COOTBETCTBYIOIHH
pasmep. Kak Obuio ymoMmsHyTO B paHee, B ciiydae apXUTeKTypel AArch64 mms momoOHBIX
BBIUMCIICHUH HCIIONB3YETCS BCTPOCHHBIN MEXaHW3M apU(PMETHYECKUX HHCTPYKIMH B BUAE
orepaiyy OUTOBOTO CABHUIa HA KOHCTAHTHOE 3HAYCHUE.

Ha puc. 3 npencraBnen 6a30BbIi OJIOK ¢ mepepadeil ynpaBiIeHHUs, OCHOBAHHOM Ha BBIYHCICHUH
IIEJIEBOTO a/peca € IIOMOINBIO OTCTYIA, NMPOYNTAHHOTO W3 Tabmmuel cMemeHuid. IlepBbie nBe
MHCTPYKINH COZIEPXKAT KOHCTAHTHI IS OTIpeIeNICHNs 0a30BOT0 apeca TabINIbl OTCTYIIOB, & TPEThS
3arpyaeT aapec Hadaja TaOJIUIbI B HCXOAHOM KoJie. biaromaps ToMy, 4T0 IpUCYTCTBHE TaOJIHUIIBI
CMEUIeHHH O0YClIaBIMBAeT HAIWYME JIBYX 0a30BBIX a/IpECOB BMECTO OJHOTO, MOXXHO OTJIMYUTH
JIAHHBII BapUaHT OpraHn3aliy TabJIHLbI OT MPEIbLAYIIEro (Kak Ha pHC. 2) 10 BTOPO HHCTPYKLIUH
3arpy3KH aipeCHOTO 3HAUCHHS.

4006cH: 54000241 400708 <mailn+8x54> [/ b.any
4006c4: 9400428 x8, [x1, #8]

4006¢8: 39400108 w8, [x8]

4006ccC: 51018908 w8, w8, #Ox62

4006d6: 7100211f w8, #OxXB

4006d4: 54000428 408758 =main+Oxad>
4006d8: 90000009 adrp X9, 400000 < init-6x520>
4006dc: 91206129 add X9, X9, #Ox818

4006e0: 1000008a adr X108, 4006f0 <main+0x3c=
4006e4: 3868692b ldrb wll, [x9, x8]

4006e8: 8bobe94a add x10, x10, x11, Llsl #2
4086ec: d61fei4e br x10

4006f0: 90000000 X0, 400000 < init-0x520>

Puc. 3. bazoeviil 610K KOCGeHHOIL nepedaul ynpasieHus Ha 0CHO8e MabaIuYbl CMeWeHUl.

st cocraBiieHHs NpeAnKaTa IyTH, CIOCOOHOT0 YYUTHIBATH BCE AOCTYITHBIE BAPHAHTHI, TpeOyeTcCs
peanu3oBaTh HE TOJBKO METOJ PaclO3HaBaHUS IMOJOOHBIX KOHCTPYKIHMH, HO M OIPEIeTIeHUs
pasMepoB Tabmuiibl. [IpeanaraemMpiit METO] OTIpeeIeHHs TPAHMIT TAOJIUIIBI TIEPEX00B OCHOBAH Ha
noucke MHCTpyKuuu cpaBHeHuss CMP B mpensiayiieM Jioruueckom 0a3oBom Onoke. [isi aToro
NMPUMEHACTCA MEXAHU3M KIOIIHMPOBAHUA BBINTOJHCHHBIX 0a30BBIX OJIOKOB. HyTeM U3BJICUCHUS
KOHCTAHTHOT'O 3HAYCHUA MJII MHCTPYKIHUU CPABHEHUS OIPCACIIAIOTCA LEJICBBIC STYEHKU YUTaEMOU
maMsITH. 21_]'[5[ UX COACPKUMOI'0 BBIYUCIAIOTCA aApe€ca BO3MOXKHBIX TIIE€PEXO0B, KOTOPHLIC
BEpUPHUIUPYIOTCS Ha IIPUHAUICKHOCTD K 00JIaCTsIM UCTIONHIEMOT0 KOJa.
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4. CumeonbHasi uHmeprnpemauyusi 6uHapHoz20 koda apxumekmypbi RISC-V

OtkpbeiTass  mpomeccopHas apxutektypa RISC-V  mnosBuiack CpaBHHTENIBHO — HEIABHO.
OCOOCHHOCTSAMH TaHHOTO AapXWUTEKTYPHOTO CTaHAapTa SBJISIOTCS CBOOOAHAS — JIMIICH3WSA,
MOZIYJIBHOCTE ¥ MHUHUMAQIMCTHYHOCTH Ha0opa WHCTPYKLMH, YTO AENAeT €ro NPUMEHHMBIM I
LIMPOKOTO KJlacca MPHI0KEHHH.

41 KoHcTpympoBaHMe CUMBOJIbHOM CEMAHTUKU  LeJIOMMUCIEeHHbIX
MHCTpyKuun RISC-V

[Ipemmaraemerii mMeron peann3oBaH Ha 0Oa3e ¢peiimBopka Triton [13]. Metoxm cmocoben
KOHCTPYHPOBATh B TEPMHHAX OMTOBBIX BEKTOPOB cUMBOJIbHBIE AST-BbIpaxkeHHs, 0TOOpakaroIue
ONEpalvoOHHYI0 ceMaHTuKy MHCTpykuuit RISC-V, nias KOTOpBIX OCYLIECTBISETCS CHMBOJbHAS
unrepnperauus. CooTBeTcTByrOmMEe (YHKIHMOHAJIbHBIE METOIBl W TI'€HEpUPYEMbIE HMH
CHUMBOJIbHBIEC BEIPAKCHNUS B TAHHOI paboTe Taxke Ha3bIBAIOTCH "CHMBOIBHOW CEMaHTHUKOM'.
HaGop wmHcrpykumii apxutekTypsl RISC-V nMmeeT MOIyJbHYIO CTPYKTYPY W3 IOJIKIIOYaeMBIX
pacuMpeHui, o003HavYaeMbIX JaTMHCKUMH OykBamu. K 0a3zoBomy I-pacmmpeHuro oTHOcCSTCS
MHCTPYKIIMH [Iepelau YIpaBieHus, OOpallieHn i K TaMsITH, OCHOBHBIE apu()METHUECKHE ONIepaLuH
(xpome mpuHAIeKANTMX M-pacIiIupeHUI0 HHCTPYKIUN yMHOXKEHHS U AeneHus). [lomumo toro, B
6azo0BoM Habope coaeprkaTcss MHCTPYKINHI OpraHU3alliy IpepeIBaHui U Oapbepos mamstu (fence-
MHCTPYKIHH), a TAKXKE UHCTPYKIUH AJSL JOCTYyMa K ciryskeOHOMY peructpy CSR, HO 3TH rpymiis!
WHCTPYKIMH HE BKIIOYAIOTCS B MpeaiaraeMblii MeTox. 3HauuTeNbHAas dYacTh Habopa
HHTEPIPETHPYEMBIX METOAOM 64-OWTHBIX HMHCTPYKIMHA IPEACTaBIsIeT coOOW mepecedeHue ¢ 32-
OWTHOW BepcHeil apXWUTEKTypHl, OTINYAsCh TOJBKO Pa3MEPOM HCIIOJIB3YEMBIX PETHUCTPOBBIX
ormepaHnoB M axpecoB. [lo maHHOW mNpHWYMHE, METOJ OXBAaTHIBAET Kak HAOOp MOIYJBHBIX
pacummpenuii RV64IMC, tak nu RV32IMC, rae OykBoii C o0o3HauaeTcsi HAOOp COKpaIleHHBIX
(compressed) HHCTPYKIHH.

Jis mpencraBneHus BBIOpAaHHOW apXWUTEKTYpPhl C IOMOLIBIO HH(PACTPYKTYyphl aOCTPaKTHBIX
unrepdeiicop Triton ObuM 100aBIEHBl COOTBETCTBYIOIIME CIENM(UKALNY, MO3BOJISIOIIUE
OpPraHM30BBIBAaTh B3aUMOJICMCTBHE C BHEUIHMM u3acceMmbiepoM Capstone W NPOU3BOAUTH
MOJICIUPOBAaHNE CHUMBOJIBHOTO COCTOSHHS mporpammsl. Ilocrme cosmanmsa cnemmdukanuii u
UAeHTU(HUKATOPOB B IIPEUIOKEHHOM METOJle OBbUIM pea30BaHbl MeToJbl HHTep(eiicoB
riscv64Cpu u riscv32Cpu, ¢ MOMOIIBIO KOTOPBIX 00PabaTHIBAIOTCS apPXHUTEKTYPHO-3aBHCHMBIC
KOMIIOHCHTHI Ha OCHOBE a0CTPaKTHBIX YHHBEPCAIBHBIX KJIacCOB (HampuMep, triton::arch::Register).
JlanHble HHTEP]EHCHI MO3BOJISIOT MOMY4aTh U OOHOBISATH CUMBOJILHBIE BRIPDAXKCHUS! 1 KOHKPETHBIE
3HAQUEHMs] PETHCTPOB M 00JacTed MamsTH, OCYIIECTBIATH JOCTYN K PErHCTpaM CIyXeOHOro
HasHa4eHUs (Sp, pc), a TaKkKe coiepkar (QYHKIMH Ui TNpeoOpa3oBaHMs KOHTEKCTa
J3acceMOIMpOBaHHbIX TocpencTBoM Capstone HMHCTpYKuMii B aOcTpakTHbIM kiacc Triton
triton::arch::Instruction.

Ha sTane KOHCTpYMpOBaHMsI CHMBOJIBHOW CEMaHTHKH C MOMOLIBIO MICHTH()HUKATOPAa HHCTPYKIIUH
BBIOMpAeTCsl COOTBETCTBYIOMMI (DyHKIMOHANBHBIM MeTon. B mepByro ouepesnp, OH W3BIEKaeT
oTepaH (bl MHCTPYKIMU U TOJTy4YaeT JJIsl HUX OUTBEKTOPHBIE BBIPAKEHUS! CHMBOJIBHOTO KOHTEKCTa
BBITTOJTHEHHS. TakuM BBIpa)KEHHEM MOXKET OBITh KaK paHee MOCTPOCHHOE abCTPpaKTHOE AEPEBO, TaK
1 OUTOBBIA BEKTOP, COOTBETCTBYIOMINH 3HAYCHHUIO KOHCTAHTHI JUIS 3aJaHHOTO pa3Mepa omepaHja.
Jlaee 11 OTy9eHHBIX BBIPAXKEHUI B COOTBETCTBHH C ONEPAIIMOHHON CEMAaHTHUKOW MHCTPYKIIUH
CTPOHTCS HOBOE BEBIpAXXEHHE, COJAepKamee HX B BHAE HozanepeBbeB. CKOHCTPYHpPOBaHHOE
BBIPQKEHUE ACCOIMHUPYETCS C IEIEBBIM OIEPaHIOM, IIOCIE Yero YBEIHMYMBAETCS CHMBOJBHOE
3HaYeHHE CUYETYMKAa WHCTPYKLHWI, €ClIM WHOe He TPEeIyCMOTPEHO CEMaHTHKOW HHCTPYKIMH.
[Mpennaraemslit MeTon obecnieunBaet aust apxutekTypsl RISC-V dopmupoBanne cemaHTHUECKHX
BBIPKEHUI B TEpMHHAX OMTOBBIX BEKTOPOB Uil 62 MHCTPYKIMH CTaHIApTHOTO pa3mepa, ux 19
JIOTIOJTHUTEIHHBIX BapHaIHi B BU/IE TICEBIOMHCTPYKIINH, a TakKe 33 COKpANIeHHBIX HHCTPYKIIHH.
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[IceBIOMHCTPYKINH NMPEACTABIISIOT COOO0H aTbTEPHATUBHOE MIPOYTECHUE CTAHAAPTHBIX HHCTPYKIIUH
IPU UCTIONB30BAaHUM CHENHU(PUUECKUX KOMOMHAIMi omepaHnoB. Yarie Bcero B KaueCTBE TAKOTO
omepaHAa BBICTYNAET Bcerga paBHbIM Hymo peructp x0. Taxoke ucnomb3yercst peructp x1 u
KOHCTaHTHbIE onepaHisl. OJlHa U Ta e MHCTPYKIMSA MOXKET UMETh HECKOJBbKO Bapualuil B Buje
TNICEBJIOMHCTPYKINI B 3aBHCHMOCTH OT BbIOOpa omnepaHaoB. Hampumep, MHCTpYKUUMS mepeadyu
ynpasienust JALR rd, rs, offset umeeT Tpu BapraHTa NceBIOMHCTPYKIMH, ISl KaXKIOW U3 KOTOPBIX
3HaYeHHE YMCIICHHOTO ornepaHa offset mpupaBHMUBAIOTCS K HYIIO, B TO BpeMsl Kak rd o0s3aTeIbHO
npuarMaet 3HaueHue X0 6o x1. B cygae komOunamuu JALR x0, x1, 0 nmosiydaercst HHCTPYKIHS
Bo3Bpara u3 Bbi3oBa RET. M3-3a ocobOenHOCcTe# paboThl Capstone, Moist HpeAONpeACIISIOINnX
CEMaHTHKy OIIEPaH/IOB HE 3alOJHSIOTCS NMpH Au3zacceMOmupoBannu. K mpumepy, aOCcTpakTHBIA
KJacc, oroopaxarouuii nceBgonacTpykunio RET He mMeeT Hu ogHOTO Oonepanaa. C TOUKH 3peHHs
MIOCTPOCHHSI CHMBOJIHOI CEMaHTHKH, 3TO O3HAYaeT, 4TO IEped IMOJYyYEHHEM OMTBEKTOPHBIX
BBIPAKECHUH HEOOXOIMMO OIPENENUTD, IBISIETCS M HHTEPIPETUPyEMast HHCTPYKIMS CTaHIapTHON
WM TIPE/ICTABIIET COO0H MCEBIOMHCTPYKIMIO. J{JI 3TOTO B MpeqiaracMoOM METOJIe TIPHMEHSIETCS
pa3dop Ha OCHOBE KOJIMYECTBA ONEPAHIOB U TEKCTOBOTO ONUCAHUS HHCTPYKIIHH.

CokpatieHHbIe HHCTPYKIIMK 00pa3yloT Habop 0a30BBIX OIEpalyii B BUAE TEPEAadr yIpaBICHUS,
o0paleHni K MaMATH B TPOCTHIX apudmMeTniaeckux oneparuii. OCHOBHOE NX OTIMYHE 3aKIF0YaCTCS
B TOM, YTO Ha MX KOJUpOBaHWE OTBOAHUTCS 16 OuT BMecTo 32, YTO ClIeIyeT Y4YHWTHIBATh NPH
OOHOBJICHHH CHUMBOJIBHOTO 3HAYEHHUS CUeTYMKAa HHCTpyKIui. Kpome Toro, u3-za oTCyTCTBUS
KOPPEKTHOM TPaHCISIIMKU sl HHCTPYKIMIA 00pallieHus K MaMsTH IIpU pa3padoTKe MpeiaraeMoro
METOZAa CO3JlaHHe omnepaHia kiacca MemoryAccess Uil TaKUX HHCTPYKIHUH NPOU3BOAUTCS B
COOTBETCTBYIOIIEM (DYHKIIMOHAIEHOM METOJE JUIsl CO3J[aHUsI CHMBOJIBHONH CEMAHTHKH C MTOMOIIBIO
PETUCTPOBBIX ONEPAHIOB.

4.2 [OuHamun4yeckass CUMBOJSIbHasl WHTeprnpeTauMsas OUHaApPHOro KoAaa
apxuTtekTypbl RISC-V 64

Pa3zpaboTaHHBI METOA IMHAMHYECKOW CHMBOJBHOW WHTEPIIPETAllMH ONHPAeTCs Ha METOA
KOHCTPYUPOBaHUSI CUMBOJIbHON ceMaHTUKU MHCTpYKIUil RISC-V 64, onucaHHbli B peblIyILEM
nonpaszene. s MoAeTUpOBaHUsl CUMBOJIBHOTO KOHTEKCTa apXUTeKTypbl RISC-V 64 ¢ nomorkio
Ipe/IaraeéMoro Meroja Uit OMHApHOIO KOJAA 3a/IeHCTBOBAHBI CIEAYIOIINE apXWUTEKTypHBIE
KOMITOHEHTHI:

e Habop 64-OuTHBIX perucTpoB obOmiero HaszHaueHms X0-x31, cpead KOTOPHIX HMEIOT
ciy)keOHOe Ha3HaUeHue peructp x1 (peructp Bo3Bpara) u X2 (sp);

e yKa3aTelb CYETYHKA MHCTPYKIMH (PC);
e OIepalyoOHHAas CEMaHTHKA MHCTPYKIMH C [EJIOYUCICHHBIMU ONIepaHIaMHy;
¢ MCXaHHM3MbI IEpE€AAYN YIIPABJICHUA, COITIAIICHUA O BbI3OBAX U PEKUMBI aJIpCCallu.

B ormimune ot AArch64 uncTpyKInu apxuTekTypbl RISC-V 0051a1a10T CBOHCTBOM JTAKOHUYHOCTH
MPOM3BOIUMBIX omepanuid. IIpu 3TOM CXOACTBO NMPOCIEKUBACTCSA B Pa3TPAHUYCHUN MHCTPYKITHHA
oOpamieHnss K mamsaTa u apudmerndeckux omnepannii. B RISC-V He ncnons3yrorcs ¢iarosbie
perucTpsl, HO, T€M HE MEHEe, BBHINOJIHEHWE YCIOBHBIX IEPEXO0J0B BO3MOXXKHO [ Habopa
COOTBETCTBYIOIINX MHCTPYKIMH Ieperadyn YIpaBIeHUs IOCIe CpaBHEHHS WX omepaHaoB. Kpome
TOTO, JJIS TIPaBWIBHOTO MOJCIUPOBAHMUSA IIOTOKA YIPABICHHMS M KOPPEKTHOH 00paboTKH
CHMBOJILHOM ITaMSITH CTEKa HEOOXOANMO JIETEKTHPOBATH IICEBIOMHCTPYKIIUH JJIst MHCTpYKumii JAL
n JALR.

Haubonee 3raunMoe oTinyne HaOII01aeTcs st KOCBEHHBIX BETBICHHUH B pe3yIbTaTe IPUCYTCTBUSL
it apxutektypsl  RISC-V  texHuueckoro orpaHudeHuss B paboTe  HCIIOIB3YeMOTO
uHctpymenratopa DynamoRIO. [lns AArch64 3amada pacrio3HaBaHHSI KOCBEHHBIX TaOJIMYHBIX
NepexoZoB pelraeTcs Ha YpOBHE aHanu3a 0a30BOro 0Oj0Ka, IOJHOCTBIO 3arpy’kaeMoro
MHCTPYMEHTATOPOM Iepest 00padOTKON BXOISIIMX B HEro MHCTPYKIuit. OnHAKO B X0/1€ paOoThl HAZ
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METOJIOM HHTepIpeTanuu OnHapHoro koja RISC-V 64 okazanock, 9To hakKTHYECKU MPH MOSBICHAN
6a3oBoro 0JIoka pazMepoM MPEBHINIAOIEM 5 WHCTPYKIMH, HHCTPYMEHTATOp pa30MBacT ero Ha
HECKOJIbKO 0510k0B. Ilpu 3TOM W3-32 MHUHUMAIMCTHYHOCTH, MNPHUCYILNEH KOMIAKTHOMY Habopy
WHCTPYKIMH TaHHOW apXUTEKTYpHI, 0a30BbIe OJIOKH B CpEJHEM UMEIOT OoJiee KPYITHBIH pa3mep 1o
cpaBHeHHIO, Hampumep, ¢ AArch64 wu, tem Oonee x86. Takum oOpa3zom, 0a30BBIC OJIOKH,
coJieprKalue HesIBHBIC TaOMMYHBIC TIEPEXOAbl MOTYT OBITh Pa30UTHI HA 2 WM 3 4acT, Kaxaas W3
KOTOPBIX COJCPKUT HE Ooiblne 5 mHCTpyKuuil. [Ipenukat xe Aias MHBEPTHPOBAHUS TaOIHMYHBIX
MEepexXoJI0B co3MaeTcs npu 00paboTke MHCTPYKIMK 3arpy3ku gaHubix (load), Ho mobammseTcs K
o0memMy MmpeAuKaTy IyTH B IpoLiecce MHTEPIpETaluy WHCTPYKIUH Nepeiadn ynpasieHus. Eciu
JIBE 3TH CBSI3aHHbBIC MHCTPYKIMHU MONAIAIOT [TPU Pa30HEeHUH B pa3inuHbie OJIO0KH, TO aJpec nepexoaa
3apaHee HeM3BeCTeH. [[03TOMY BMECTO HETrO 3alKChiBacTCsi (DUKTHBHBINA ajpec, a HIMEHHO alpec
LEeNeBON WHCTPYKIMK 3arpy3KH MaHHBIX, YBEJIHUYCHHBIH Ha EAMHHILy. DTOT aJapec SBISIETCS
HEUYETHBIM, TAaK YTO M3-3a BHIPABHHBAHHS OH HE CMOYKET COBIACTh K KAKUM-THOO JAPYTUM apecoM
WHCTPYKIHH, U1 KOTOpoH He tpeOyercs mobaBieHHEe TpemukaTa, HaXe ecll 3To Oyaer
COKpalleHHass MHCTpYKuus. [1o HeMy MHCTPYKIMS Hepexojia M3 ApYyroil dactu 0a3oBoro Oioka
CMOKET ONPEACIUTh HYKHBII IIPEIUKAT.

[Moapo6HOe 00bsICHEHNE MEXaHU3Ma PAOOTHI TAOJIHUIL IEPEXO/I0B C YTCHUEM M3 MAMSTH KaK LIEJIEBBIX
aJIpecoB B HCXOHOM KOJIE, TAK U OTHOCUTEIBHBIX CMEICHU I IPUBEACHO B aHAJIOTMYHOM pa3/ielie
it AArch64. Jlns apxurextypel RISC-V 64 o mpucyrcTBuu B 06a30BOM 0JIOKE TaOIMYHOTO
nepexo/ia CBUETENbCTBYIOT CIIEAYIOLINE TPH COCTABISIOLIHE!

e maTTepH U3 TPEX MHCTPYKIMH, KOTOPbIE MOTYT PACHOaraTthCsl B Pa3IMYHOM TOPSIKE:
auipc — oneparyst 3arpy3Kku aJpecHOro 3HaYCHUsI, Orepalys OUTOBOTO CABUTa (HAIPUMED,
slli), a Takke ofHA U3 MHCTPYKIUHA CII0KCHUS;

® VHCTPYKLMS YTCHUS W3 MaMATH, KOTOpas pacoyiaraeTcsi IMocie BeeX TPeX MHCTPYKLUH,
00pa3yIomux NaTTepH;

® MHCTPYKLM NIEPENAYU YIIPABICHUS JUIsl PETUCTPOBOIO 3HAYCHMUSL.

Ha puc. 4a-4B mpencraBiIeHBl BapHaHTHl COICPIKANINX TAOIMYHBIC TEpeX0abl 0a30BBIX OJIOKOB,
KOTOpBIE OYAYT NOJIBEPTHYTHI Pa3HBIM Pa30UCHHUSM C TOUKH 3PSHHUS HEOOXOIUMBIX COCTABIISIOIIHX.
Ha ocHoBe »BpucTHYECKHX HAONIONEHUH MOXKHO CKa3aTh, YTO TPH OOpa3yloIIue IMaTTepH
HHCTPYKIIMHU TIOTAJAI0OT B MEPBBIA OJIOK, B KOTOPBIM TakKe MOJKET IOIACTh IeJIeBasi HHCTPYKIIHS
YTCHUS U3 MMAMSTH.

B cnenctBre BO3MOXKHOCTH pa30meHHs 0a30BOro OJIOKa HAa TPHU YacTH, KaKHas U3 KOTOPBIX
COJICPXKHUT TOJBKO OJHY M3 COCTABJISIOIINX, XapaKTEPU3YIOIIMX HAJHMYHUEe KOCBEHHOTO BETBJICHUS,
IIPU TIOSIBJICHUH HOBOTO OJIOKA MHCTPYKIMH CTAaTYC CTaJAMHU MOKMCKA TAOIMIHOTO MEepexoia MOXKeET
OBITh pa3nUyHBIM. {151 €ro XpaHEeHUS UCIOJIb3YyeTCs CIEHHANbHO BBIAEIICHHAs 00JacTh MaMSTH,
KOTOpas MPOBEPSIECTCS U 3AIOTHACTCS 10 MEpe MOSBICHHS COCTABIISFONIUX.

B curyarun, Kora npou3BOUTCS IEPBUYHOE CKAHUPOBAHUE CHAaYalIa IPOBEPSAETCA, YTO HOCTIETHSIS
HHCTPYKIHSA GJI0OKa HE OTHOCHTCS K YCIOBHBIM HHCTPYKLIMAM IIepeiadn ynpaBieHus. Jlanee ¢ KoHIa
OCYILIECTBJISIETCS TOUCK MOCIEeTHEH HHCTPYKINH 3arpy3ku gaHHbIX (load) B Giioke, mpu MOSABICHUT
KOTOPO¥ OyZET HCIIOIB30BAH CTATYC XPAHMINIIA OTHOCUTEIHHO HAIMYHS TATTEpHA B IIPEIbITyIIEM
Onoke. [lnsg mNepBHYHOrO CKAaHMPOBAaHMS, NPH KOTOPOM TEKYIIMH WHCIIEKTHPYEMBbIH OJ0K
JICHCTBUTENILHO SBJIAETCS HadajaoM 0a30BOro OJIOKa, OYEBHMIHO, CTATyca IPUCYTCTBHS IaTTEpHA
ObITh HE MOJXET, I03TOMY TpeOyeTcs panee HMCKaTh KOMOHMHAIMIO M3 TPeX HHCTPYKLHUH, YTO
MIPOMCXOJIUT 1 NIPH OTCYTCTBHH MHCTPYKIIMHU YTEHUS B TeKy1eM Onoke. [Ipu oOHapykeHHU TaHHOTO
NaTTepPHAa COXPAHSAETCS MECTOMONIOKEHHE IOCHeAHEeH BXOJAIEH B HEro MHCTPYKIUM JUIS
BO3MOXXHOTO CpPaBHEHHUsSI C aJpPEcOM HANICHHOW MHCTPYKIMM 4YTEeHUs. OTo TpeOyercs s
HCKJTIOYEHHS CIIy4aeB, KOTJa B TOM Ke OJOKe pa3OMEeHMs MPHUCYTCTBYET HeIleeBas HHCTPYKIIHS
oOparmiennst K maMsTH, Kak Ha puc. 4a u puc. 48. Eciin 002 KOMIIOHEHTa YCHEIIHO HaiJeHbI, HO
MOCTIeTHAS MHCTPYKIHSI HE TepelaeT yNpaBlieHHE MO 3HAYEHUIO perucTpa (M, COOTBETCTBEHHO,
BOOOIIIE HE SBIISIETCS MHCTPYKIUEH Mepeaayunl yIpaBiieHus ), TO COOTBETCTBYIOIINI CTATyC BMECTE C
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(UKTHBHBIM ~ apecoM LeNeBOW HMHCTPYKLIMH YTEHHsI COXpaHseTcs B xpaHwidiie. I[lpu
CKaHWPOBAHHMM clieAyromeld JacTh 0a30Boro Oiioka B pe3yiabTaTe oOpamieHus K XpaHWIUILY,
KOTOpOE MPOMCXOAUT TIepe] IOUCKOM HHCTPYKIHMH 4YTEHHs, OyJIeT BO3BpalleH ajapec uis
Jo0aBlicHUs TIpenKara. Eciau mpu NMepBUYHOM CKAaHMPOBAaHHM OBbLI HAWIICH TOJNBKO MATTEPH, TO
uHpopManus 00 3TOM OyIeT Takxke coxpaHneHa. J[s pa30ueHus Ha TPU YacTH OOHOBJICHUE CcTaTyca
XpaHUIUINA OyeT MPOU3BEICHO ABaX bl [Ipy MoaydYeHnH HYy)KHOTO (DUKTUBHOTO ajpeca IEeICBOH
WHCTPYKIHUEH Mepeiaun yIpaBicHHs B CAMBOJIBHOM HCIIOJHHUTENE OYAET 3aHOBO CO3/aH MpPEIUKaT
C TPaBHIILHBIM aJIPECOM.

6f6: 47a5 as,9
6f8: Dae7e463 bltu a5,a4,7ad <main+Oxfc>

6fc: fec46783 lwu a5,-20(s0)

700: 00279713 slli a4,a5,0x2

704: 00000797 auipc as,0x0

708: 19c78793 addi a5,a5,412 # Ba0® <_IO0_stdin_used+0x78>
70c¢: 97ba add a5,a5,a4d

70e: 439c 1w a5,0(as5)

710: 0007871b sext.w a4,as

714: 00000797 auipc as5,0x0

718: 18c78793 addi a5,a5,396 # 8a0d <_IO_stdin_used+0x78>
Tic: 97ba add a5,a5,a4

71le: 8782 ﬂ'r as
0 478 5

Puc. 4a. bazosvuii 610k ¢ pazouenuem Ha 3 uacmu.

12b00713 i a4,299
00d77463 a4,a3,724 <main+Ox80>
33fe106f j 225e <main+@x1bba>
: 00279713 i a4,a5,0x2
728: 00003797 auipc a5,0x3
T2c: eaf78793 addi a5,a5,-352 # 35c8 <_ID_stdin_used+@x12e0>
730: 97ba add a5,a5,a4
732! 439cC 1w a5,0(35)
734: 0007871b sext.w a4,as
738: 00003797 auilpc a5,0x3
73c: €9078793 addi a5,a5,-368 # 35c8 < _I0 stdin_used+0x12e0>
740: 97ba add a5,a5,a4
T742: 8782 gr a5

Puc. 46. bazosvlii 610k ¢ pazbueHuem, omoensiowuM UHCIMPYKYUIO Nepexood.

4795 35,5
00e7da63 a5,a4,816 <maini+Ox6e>
0686600517 a0 ,0x0
10250513 30,30,266 # 910 < 10 stdin_used+OxBe>
e13ffoef ra,620 <puts@plt>
4781 as,0
: ag21 82c <maln+0x84>

B16: 00001717 auipc a4,0x1

81a: 7f270713 addi a4,a4,2034 # 2008 <jump_table>

Ble: fecq42783 w a5,-20(se)

B22: 078e slli a5,a5,0x3

B24: 97ba add as,a5, a4

B26: 639¢C d a5,0(as)

828: 9782 jalr a5

Puc. 4s. basogutil 610K ¢ pazbuenuem, omoensiiowum 610K ¢ nammepHom u Heyeresou load-uncmpyxkyueii om
6n0ka ¢ yenesoil load-uncmpyxyueti u uncmpyKyueil nepeoayu ynpasieHus.

Onpenenenre pazMepoB TadbmuIp! nepexonos i RISC-V 64 mpousBoauTcs ¢ TOMOIIBIO BEIOOpa
MaKCHMaJIbHOTO U3 CPABHUBACMBIX apTYMEHTOB HHCTPYKIIMU YCIOBHOTO BBIITOJIHEHUS, C TOMOIIBIO
KOTOPOW MOTOK yMpaBieHHs Tonal B OJI0K, cofep ainuid mattepH. st BhIIEIEHHBIX BO3MOYKHBIX
IEJIeBBIX aAPECOB MEPeIayy yIPaBICHHS TAaKKe MPOBEPSAETCS, YTO OHU OTHOCATCS K UCTIOTHAEMOMY
KOJy.
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5. OkcnepumeHmanbHasi oyeHka npedslazaeMbIX Memodoe OUHaMu4ecKol
cumeosibHOU UHmMepnpemayuu

5.1 bankan-M (ARM/AArch64)

Jis anpobanyy NpeUIoKEHHOT0 METoJa AWHAMUYECKOH CHMBOJBHOM HMHTEPIIpPETaluu ObLIH
pa3paboTaHbl TECTOBbIE HAOOpHI Ha OCHOBE CHHTETHUECKHX TECTOB M PEajIbHBIX HMPHIIOKECHUH
baiikan-M (AArch64). Meron Obl1 peanu3oBaH Ha 0a3e uHCTpyMeHTa Sydr. Hanbonee 61m3kum k
HEMy [0 NPUHLUIY paboThl M HAOOPY MOAJEPKUBAEMBIX CHMBOJIBHBIX TEXHUK aHAIN3a CPEIH
OTKPBITBIX COBPEMEHHBIX aHAJIOTOB, MOJICPXKHUBAIOMINX apxXuTeKTypy ARM/AArch64, moxHO
Ha3BaTh AuHamu4deckuii maTepnperatop SymQEMU. C menpio OnEHKH pa3paboTaHHOTO MeTona
OBUIO IIPOBEJECHO 3KCHEPHMEHTANBHOE CPaBHEHHE [BYX JAHHBIX CHMBOJBHBIX aHAIH3aTOPOB.
CpaBHEHHE TIPOBOJMIOCH C MOMOIINBIO HAabOpa OTKPHITBIX TNPHIOKEHWH, 3allyCKaeMbIX Ha
mnporeccope baiikan-M. B kauecTBe orpaHWYeHHs BPEeMEHH I KaKIOTO MPHUIIOKECHUS OBLT
UCTIONB30BaH JTUMUT B 20 MUHYT. Pe3ynpTaTel cpaBHEHNUS NIPEICTaBICHEI B Ta0I. 1.

Tabn. 1. Cpaenenue OunHamuueckux cumeonvHulx unmepnpemamopos Sydr u SymQEMU ons nabopa
npunosceruil apxumexkmypolt AArch64.

Mpunoxenune Sydr SymQEMU

Mokpeitve  YHuk. Bx.dainm Bpema MoxkpeiTne YHuk. Bx.datinet Bpems
freetype2 98.93% 227 1645 20m 97.99% 120 1287 20m
jsoncpp 100% 176 907 11,4s 75.35% 0 193 4,2s
lcms 99.78% 5 103 9,7s 99.64% 3 422 16m35s
libpng 97.60% 76 317 20m 97.47% 72 734 20m
libxmI2 96.94% 12 971 20m 99.85% 249 1736 20m
openthread 99.96% 12 285 1m26s 99.89% 5 486 2mb51s
re2 93.37% 219 47 5,65 89.64% 140 81 36,1s
wioff2 100% 163 239 20m 93.52% 0 408 20m

PezynpraTel  pabOTBI AN KaXZOTO HMHCTPYMEHTa  BKJIIOYAIOT  KOJIWYECTBO  YCIEIIHO
CTeHEpHUPOBAaHHHBIX TeCTOB (0003HAYCHHBIX KakK "Bx. daiinbr"), a TaKKe YUCIO YHUKAIBHBIX CTPOK
MIOKPBITHS, IOCTUT'AEMOT0 JUIsl BCero Habopa TecToB (cTosder "YHHUK."), KOTOpble OBLIN TTOTyYEHBI
OT 000MX HHCTPYMEHTOB. IIpOIEHT METPHUKH MOKPBITHS CUMUTAETCS JJI TECTOBBIX JAaHHBIX
OT/IEJIFHOTO MHCTPYMEHTA OTHOCUTEIHHO 0OIIET0 JOCTUTHYTOTO HOKPHITHS. Kak MOXHO 3aMEeTHTH,
JUIsl TIOJIABJISIFOIIETO OOJIBIIMHCTBA MPOEKTOB (3a MCKoueHueM libxml2), npemyiaraemblii MeTox
CHUMBOJILHOM MHTENPETAINN TIPOJAEMOHCTPUPOBAII JIYUIINE PE3yIbTaThI.

Bonee TOro, Meroji ycHemiHo IpOJEMOHCTPUPOBAT CBOK 3((GEKTUBHOCTH /IS NPUMEHEHUs B
KOHTEKCTe THOPUAHOTO (a33uHI-TeCTUPOBaHUs. Pe3ynbTaTsl B BUE rpahMKOB METPUKH TIOKPBITHS
mpencTaBieHsl Ha puc. 5. Ilpu mpoBeaeHHMM CpaBHEHHS HCIIONB30BaJach MapHas paboTa
JIMHAMHYECKOTO0 CHMBOJILHOTO HHTepIperaropa Sydr ¢ MHCTpYMEHTOM (a33uHra ¢ oOpaTHOil
CBA3BIO TI0 TIOKPBITHIO (Ha Tpadukax OTMEUEHHI 3eleHbIM IBeToM). Ilapa cocrszamace ¢ TeM ke
(a3zzepoM, paboTaromnM B ABa MOTOKA (CHHUH 1BeT). [Ipu oCyIIecTBIeHNH 3KCIIEPUMEHTAIBHOTO
CpaBHEHUs JUIs THOpuaHOrO (az3uHra INpUMEHANIach WH(pAacTpyKTypa OLEHKH (ha33uHT-
nHcrpymeHToB FuzzBench. OrpaHuyeHne BpeMeHH, OTBEAEHHOTO Ha (a33MHI-TECTHPOBAHME,
cocraisier 23 yaca. [lo pesynbpTataM Ul IBYX pasiM4YHbIX HHCTpYMEHTOB (ha33unra libFuzzer u
AFL++ (rpaduku Ui KOTOPBIX Ha M300pakKEHHHM OTHOCSTCS K JICBOMY M IIPaBOMY CTOJOIaM,
COOTBETCTBEHHO), NPUMEHEHNE TMOPUIHOTO (Da33MHra BMECTO MaclITaOMPOBAHUS NPUBOAMIO K
YBEJIMYCHUIO JOCTUTHYTOM METPHKH MOKPBITHS Ooee deM M MOJIOBHHBI HCCIETyEeMBIX
MPUI0KEHU.

K ¢akropam onenku pabOTOCHOCOOHOCTH TPEUIOKEHHOI'O METOJa MOXKHO TaKXe OTHECTH
HECKOJIPKO BBISBJICHHBIX W HCIPABJICHHBIX OMMOOK B MHTEpdericax CHMBOILHOTO (peiMBOpKa
Triton jy1st pabotel ¢ apxurexTypoii ARM/AArch64.
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5.2 RISC-V 64

Jlnst  omeHkm paGOTOCIOCOOHOCTH TMPEMIOKESHHOTO METOoJa JAWHAMHUYECKON CUMBOJIBHOM
MHTEPIIPETAlNH, BHEIPEHHOTO B WHCTPYMEHT Sydr, ObIIM CO3MaHBI CHHTETHYECKHUE TECTHI H
TECTOBBII HaA0Op Ha OCHOBE peanbHBIX npriokeHnit RISC-V 64. [lns qanHoro MeTona Takke ObUIo
MIPOBEJICHO AKCIIEPUMEHTaIbHOE cpaBHeHHe Sydr ¢ muHaMu4YeckuM nHrepnperaropoM SymQEMU.
Pesynpratel cpaBHeHHS TpeACTaBIeHE B Ta0u. 2. CpaBHEHHE IPOBOAMIOCH C IIOMOIIBIO Habopa
OTKPBITHIX HPHJIOKEHUH, 3aIIyCKAEMBIX C IIOMOIIBIO BUPTYaIbHON MAIIHWHBI, B CBSI3H C YEM JTUMHT
BPEMEHH JUTS KaXKI0TO MPHUII0KEHHS ObIT yBenudeH 10 60 MUHYT. MeTox IpOBEACHHS CPaBHEHHS U
YCIIOBHBIE OOO3HAUCHMS U1 YHUKAJIBHBIX CTPOK IIOKPHITHUS W MPOLEHTHOTO COOTHOIICHHS
MOKPBITHS OTAEIBHOTO HHCTPYMEHTA OTHOCUTEIBHO OOILET0 JOCTUIHYTOTO YUCIIA CTPOK TaKUE XKe
Kak B IpeablayIieM paszaene. M3 1abn. 2 MOKHO BHIETB, YTO IS JBYX TpETeH aHaIN3UPYEMBIX
npwiokeHuit Sydr nocTuraer JydmiMx Tokasarened JOCTUTHYTOIO IOKPBITHS, a B OCTaIbHBIX
Clly4asix IOKa3bIBaeT PaBHbIC Pe3yJIbTaThl ISl JAHHOW METPHUKH.

Tabn. 2. Cpaenenue OuHamMudeckux cumeonvHuix uumepnpemamopos Sydr u SymQEMU ona nabopa
npunooicenuil apxumekmypul RISC-V 64.

Mpunoxeune Sydr SymQEMU

MokpeiTe  YHuk. Bx.chaiinel  Bpems MokpeiTe YHUK. Bx.chaiiner  Bpems
ffmpeg 100% 0 28 2mlls 100% 0 197 5mlls
freetype2 98.99% 445 2215 60m 96.09% 115 1042 60m
jsoncpp 99.50% 9 183 1m20s 98.88% 4 211 14s
lems 100% 0 98 1m33s 100% 0 325 22mls
openjpeg 100% 12 140 1m?28s 99.77% b} 340 49m46s
openss! 99.86% 47 169 60m 99.46% 12 167 25mdds
re2 100% 0 8 1m31s 100% 0 4 5s
woff2 99.82% 111 475 57m27s 95.93% 5 645 60m
zlib 100% 698 160 45m16s 66.25% 0 7 41mb58s

CpaBHHUTEIBHBIN 3aITyCK IS THOPHIHOTO (pa33uHTa ocpeacTBoM nHPpacTpykrypsl FuzzBench we
MIPOBOJTUIICS 110 MPHUYUHE UCIIOJIh30BAHUS BUPTYATIbHOM MAaIIUHbI. /)i JaHHOW apXUTEKTYPHI OBLIO
MIPOBEICHO CPAaBHCHHE B PEKUME PYUYHOTO TECTUPOBAHHS MEXIY THOPHIHBIM (Pa33uHrOM Mapsbl
Sydr u libFuzzer, a Takke qByX mapajuiesibHO paboTaromux npoieccos libFuzzer. B Tabmuie 3 mis
KaXXJIOTO MPOEKTa MPEICTABICHBI YCPEAHECHHBIC 3HAUYCHUS JOCTHTHYTOIO MOKPBITHS MO CTPOKaM
cpenu 5 3amycKoB, Ha KaXIbIH U3 KOTOPBIX OTBOJAMIOCH MO 24 yaca. Kak MOXXHO 3aMeTUTh, i 3
13 4 IPOEKTOB THOPUAHBIN (ha33UHT JOCTHUT OOJiee BHICOKMX 3HAUEHUH METPUKU TTOKPBITHSI.

Tabn. 3. Ycpeonennvle 3Hauenus MEMpuKy nOKPuIMusi N0 CMpoxam Oiisi 2ubpuoHo2o paszsunea u gazsunea
«MEMOOOM CePO20 AUWUKAY.

Ipoekt Sydr + libFuzzer | 2 x libFuzzer

lems 4527 4535.6
openjpeg 92574 | 91006
woff2 3170 | 2091,6
zlib 22464 | 2155,2

6. 3aknroyeHue

B nmanHO# paGoTe ObuIM TpenCTaBICHBI pa3pabOTaHHBIE METOIbl JMHAMHYECKOH CHUMBOJILHOM
uHTEepHpeTannn OwHapHOoro kona baiikan-M (AArch64) u RISCV64, ocHoBaHHBIE Ha
KOHCTPYMPOBAaHWHM CHMBOJBHBIX BBIPOKEHUH [UIS ONEPAllMOHHOM CEeMaHTHKH MAaIIWHHBIX
HHCTPYKIMHA W TPUMEHHMBIE B KOHTEKCTEe THOpUAHOTO (ha3z3uHra. JlaHHBIE METOABI OBLIH
peann3oBaHbl B MHCTpyMeHTe Sydr, BXojsmmeM B (ppeliMBOpK AMHaMUUYeckoro ananusa Sydr-Fuzz
[14]. Meronp! mO3BOJIAIOT OOHAPY)KMUBATh KOCBEHHBIC TAaOJIMUHBIE IIEPEXOJbl M ONPEACISATH
COOTBETCTBYIOIINE II€JIEBbIE aJjpeca UCIoaHseMoro koja. [lomnmo storo, 61 paspaboTan MeTOA
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CUMBOJILHON HWHTEpIpeTaliii Habopa MEeNOYHCISHHBIX HHCTPYKIHHA apxXuTekTypsl RISC-V,
BKJIIOYAOLIET0 COKPAIICHHbIE HHCTPYKIMH M ICEBIOMHCTPYKIMHU. YKa3aHHBIH MeToJ ObL1
peanm3oBaH B OTKPHITOM (peiiMBOpKE CHMBOIBHONH HHTEpHpeTanuu Triton M MOXeT OBITH
UCIIOJIb30BaH COOOIIECTBOM pa3pabOTUYMKOB [Tl CO3/IaHHsl HOBBIX HHCTPYMEHTOB TUHAMHYECKOTO
aHajm3a.
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1. BeedeHue

CoBpeMeHHOe TMpOMBIIUIEHHOe TporpamMmmHoe obecriedenue (I10) craHoBHTCS BCE CIIOXKHEE H
OXBaThIBACT MPAKTUYECKH BCE c(epbl JKHU3HU — OT HE3HAYMTENIBHBIX J0 KPUTHUECKH BaXKHBIX.
Beenenne nporecca pazpabotku 6e3onacHoro 110 (PBITO) [1-3] cTano ecTrecTBEHHOW MPaKTHKOM
JUIA  OOJBIIMHCTBA KOMITAaHWH-pa3paboTunkoB. OIHAM W3 IIUPOKO MPHUMEHSIEMBIX METOAOB
aHanmm3a sBIseTCs THOpWAHBIN (as3suar [4-12], coderarommil (a33MHT W JUHAMHUYECKOE
cumBosbHOE BbIToNHEHUE (JICH). da33uHr OBICTPO pacmupsieT MOKPHITHE KOJZa, MPeooJieBast
IIPOCTBIE OTpaHMYEHUs, HO IUIOXO Hccieayer cioxsele ydactku. [ICU, HaobopoT, Xoporio
CIpaBJISICTCs C HETPUBUAIBHBIMH BETBIICHHSIMH, HO paboraeT MemineHHee. COBMECTHBIH 3aImyck
¢az3unra u JICU no3BoseT J0CTHYb JYUIIUX PEe3yIbTaTOB, YeM (pa33uHT, OCHOBAHHBIN TOJIEKO Ha
mokpertuu [13].

Msr pa3paboTany HOBBIH HHCTPYMEHT THOPWUAHOTO (a33uHra, OCHOBAaHHBIM Ha Hallem
cuMBOJbHOM mcronHuTene Sydr [14], uarerpuposas ero ¢ AFL++ [15] u libFuzzer [16]. Takoit
MOJIXO/I TIO3BOJISICT IIOBBICUTH J3(P(PEKTHBHOCTh aHATW3a IO CPABHEHUIO C CYIIECTBYHOIIUMH
PeLICHUSIMU.
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B coBpeMeHHOM ObICTpOpa3BHBAIOIIEMCS MHUPE Ba)KHO HE TOJBKO HAXOIWTh OLIMOKH, HO H
CBOEBPEMEHHO HX HCHPaBIATh. VIHTErpamusi pasiudHBIX WHCTPYMEHTOB B €IMHBIH KOMIUIEKC
MO3BOJISIET 3HAYUTEIBHO NOBBICUTh MHPOAYKTHBHOCTb. Ha 3Toif OocHOBe MBI co3janu Habop
UHCTpyMeHTOB Sydr-Fuzz, oObeauusrommii ruOpuaHblil  (a33uHI, MHUHHMHU3ALMIO KOpIIyca,
MPOBEPKY NMPEIUKATOB OE30MacCHOCTH, COPTUPOBKY aBapUIHBIX 3aBEPUICHUN M COOp MOKPHITHS.
Sydr-fuzz peanmsyer yaoOHBI ¥ TPOMAYKTHUBHBIN KOHBEWep MHHAMHYECKOTO —aHaiu3a.
[MocnenoBaTenbHBIN 3aIyCK 3TanoB KoHBelepa sydr-fuzz mo3Boisier MakCHMaibHO 3 (HEKTHBHO
UCIIONIb30BaTh BO3MOXKHOCTH JMHAMHYECKOTO aHalW3a Ha OCHOBE THOpHAHOTO (ha33uHra.
I'uOpuanbIii  (Ga33uHT BHIIONHSETCS HA HAadalbHOM JTame KoHBeiepa. Ero pesympratom
CTaHOBUTCSl KOPITyC TECTOBBIX BXOJHBIX JaHHBIX, KOTOPbIE 00ECIEYHBAIOT HOBOE MOKPBITHE KO
Y TIOTEHIIMAIEHO MOTYT NPHUBECTH K 0OHAPYKEHHIO paHee HEeN3BECTHBIX OIMOOK. Tak Kak Kopiyc
MOXET COJIepP>KaTb MHOXECTBO BXOJHBIX JIaHHBIX, OTKPBIBAIOIIUX OJHO U TO K€ MOKPHITHUE HJIH
OUIMOKH, TIOJIE3HO YIAJIUTh W30BITOUHBIC BXOJHBIC JaHHbIE U3 JAJIbHEHIIEro aHaju3a.
MuHUMH3ALMS KOPITyCa CTPEMUTCS YAAINTh KaK MOXKHO OOJIbIIIE TECTOB, COXPAHUB IPH 3TOM TO
K€ TIOKPHITHE KOJa, YTOOBI OCTaBUTH JIMIIIb HanOoJiee [ICHHbIC BXOAHBIC JaHHBIC.

ITocne mepBBIX ABYX ILIaroB MbI MOJydyaeM KOPIIyC aJ€KBaTHOTO pa3Mepa, COoAepsKaiiuii Habop
TECTOB, KOTOPBIH MOXXHO 3aTeM 00paboTaTh pa3HbIMU crnocobamu. Sydr-fuzz npepnaraer Tpu
CTpaTeru Jjis u3BieYeHus uH(opMmaumu u3 pe3yiabTaToB rubpuaHoro ¢azsunra. [lepas —
oOHapy)XeHHE OIIMOOK C IOMOIIbI0 CHMBOJIBHBIX NPEIUKATOB OE30MacHOCTH. OTa TEXHHKA
OCHOBaHa Ha IMHAMHYECKOM CHMBOJIFHOM HCIIOJHEHHH C JIOMOJIHUTEIbHBIMU OTPAHUYCHUSIMH,
HalleJICHHBIMH Ha BBIBJICHHE YETHIPEX BHIOB OLIMOOK: pa3sbIMEHOBAaHHME HYJIEBOTO YyKas3aTels,
JIeTICHUEe Ha HOJIb, NEPENOIHEHNE LEeN0ro YHC/Ia U BBIXOJ 3a TpaHUIbl MaccuBa. HexoTopele u3
3THX BHIOB OMIMOOK CBs3aHbI ¢ HeckoubkuMH Kateropusimu CWE. Bropas crpaterms — cbop
MOKPBITUSL KOJa, 00ECHedrBaeMoro KopmycoM. VY TpeTbs BKIIIOYAET COPTHPOBKY aBapHHHBIX
3aBepIIEHUI C HCIOIb30BaHMEM MHCTpyMeHTOB Casr [17]. DTH HHCTPYMEHTHI MO3BOJISIOT
TeHEPUPOBATh OTYETHI O COOSIX, BHI3BAHHBIX BXOAHBIMHU JaHHBIMH W3 KOPITyCa, 3aTEM BBIMOIHATH
JIeNYTUTIKAIMIO U KJIaCTePHU3aLuIo ATUX 0TuéTOB. Ha BBIXO/E pe3ynbTaThl IPEACTaBIAIOTCSA B BUIC
KJIACTEPOB, COOTBETCTBYIOIIMX MMOTEHIIMAJIBHO Pa3HBIM Oaram, TOMOJHEHHBIM COOTBETCTBYIOIUMHU
TECTOBBIMH CITyYasiMH.

JanHast paboTa COIepKHT CIeyI0INe OCHOBHBIE PE3YIIbTaThI:

* Mpbl pazpabotanu HMHOPACTPYKTYPY HENpPEPHIBHOTO TuOpHaHOro (aszsuura s
3¢ PEKTUBHOTO JMHAMUYECKOT0 aHAJIN3a MporpaMM. Mbl 00BEIMHUIIN 3Tarbl THOPUTHOTO
¢a3zsunra [4-12], MUHUMH3AMK KOpIyca, cOOpa MOKPBITHA U Kiaccudukanum cOoeB
[17], npuMeHeHuss CUMBOJIBHBIX TpeauKaToB Oe3omacHocTH [18] B mHCTpymeHTe sydr-
fuzz w npemnaraem KOHBedep IMHAMHMYECKOIO aHaiW3a Uil MaKCHMH3alUH ero
s¢pdexruBHocTH. MBI mpesacTaBisieM pernosutopuii OSS-Sydr-Fuzz [19], co3mannbiii o
obpasnry OSS-Fuzz [20] w apmanTupoBaHHBIA ans TUOpumHOro (as3mHra C
ucnons3oBanuem sydr-fuzz.

*  Msr pa3zpabortany HOBBIH THOPHUIHEIN (a33zep Ha ocHoBe mHCTpyMeHTa JJCU Sydr [14].
Msr uHTerpupoBasm Sydr ¢ AFL++ [15] u libFuzzer [16] (uro sBnsercs mepBoii
nHTerpanuei Mexay uacrpymentom JICH u libFuzzer). Mbl 00betMHIIN BO3MOKHOCTH
Hallero IMHaAMHUYECKOTO CHMBOJIBHOTO UCIIONHUTENS Sydr ¢ COBpeMEHHBIMH (ha33epamH.
Mps! peanuzoBasii B Sydr psi 1mosne3HsIX GpyHKINH, KOTOPBIE CIIOCOOCTBYIOT JIOCTHIKEHUIO
JYYIIMX pPe3yJIbTaTOB OLEHKH. MBI BHEAPHMIM aHAINW3 CHMBOJBHBIX yKa3zarelei B
nporiecce TubpugHOTO (hazzunra [21].

* MsI npoBenu onenky sydr-fuzz na mnargpopme Google FuzzBench [22] B cpaBHeHHH C
COBpEMEHHBIMH  (ha33epaMH C TOKPBITHEM H THOpuAHBIMH  (a33epamu. Mol
neMoHcTpupyeM, uto sydr-fuzz mpeBocxoauT (az3epbl C TOKPHITHEM W OKa3bIBAETCS
COTOCTaBUM C THOPHIHBIMH (Daz3epammu, IOJTydas 3HAUUTENBHYIO TOJNB3Y OT CBOETO
CUMBOJIBHOTO HcnonaHuTens Sydr [23].
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*  Mbl OTKpBUIM UCXOIAHBIM koA MHcTpymeHTa Casr [17] nist kmactepu3allud OTYETOB O
c60s1X, NeqYIUTMKAIINN 1 OIIEHKU cephe3HOCTH [24].
B 0CHOBHOM [aHHas CTaThs SABISCTCS epeBooM aoknana Vishnyakov, A. Sydr-Fuzz: Continuous
Hybrid Fuzzing and Dynamic Analysis for Security Development Lifecycle [Teker] / A.
Vishnyakov, D. Kuts, V. Logunova, D. Parygina, E. Kobrin, G. Savidov, A. Fedotov // 2022
Ivannikov ISPRAS Open Conference (ISPRAS). IEEE, 2022. — C. 111-123. IIpu nepeBoze
OBLTH yCTpaHEHBI HEKOTOPBIE HETOYHOCTH.

2. 0630p cywecmeayrow,ux peweHuul

2.1 T'm6puaHbIn ¢passnHr

I'ubpuanbIi Qa33uHT ABISIETCS COBPEMEHHOW METOIMKON OOHApPYKEHHS MPOTPAMMHBIX OIIHOOK.
Ero cumma 3axmodaercs B JIETKOBECHOM M OBICTpOM (a33MHre M TOYHOM CHMBOJIEHOM
BeIOJIHeHNH. Pa33uHr momoraeT OBICTPO OOHAapY)XUBAaTh HOBBIE MyTH, B TO BpeMms kak JICU
OTBEYaeT 3a CUCTEMAaTHUECKOE HCCIeJOBaHUE KO,

2.1.1 QSYM

I'ubpunsetit  dazzep QSYM [7] cram oOgHMM U3 TEPBBIX WHCTPYMECHTOB, ITOKa3aBIIHX
3¢ GEeKTHBHOCTh THOPUAHOTO (ha33WHTa. YUun u JAp. pealn30BaINd THOPUIHBIN (a33ep, JOCTATOIHO
JIETKOBECHEIH, uT00BI T03BOIHTE JJCH 1 dazzepy padboraTs mapamiensHo (B To Bpems Kak B Driller
[6] ACHU 3amyckaeTcsi Ha KOPOTKHHA IEpHOA U1 MOMOIIM (a3zepy, KOTAa TOT IepecTaer
OTKpBIBaTh HOBOE MOKpEITHE). QSYM ncmonbs3yeT AMHAMUYECKYI0 OMHAPHYIO TPAHCIAIHIO I
COKpalICHUsI KOJIMYECTBa CHUMBOJIBHBIX OMYJMPYEMbIX WHCTPYKIMH M OTKa3bIBae€TCS OT
UCIIONIb30BaHHUs IPOMEKYTOYHOTO IPEACTABJICHUS, 4YTOOBl HCKIIOYHUTH JOTOJIHHUTEIbHBIC
HaKJIQJIHblE PAacXoAbl. ABTOpPBI NPEUIOKWIN JIBE TEXHHUKH ONTHMHU3AIMU JUIS TOBBILICHUS
3¢ GeKTUBHOCTH aHaiu3a. Bo-mepBbIX, OTCeucHHE O0a30BbIX OJIOKOB IMO3BOJSCT MPOIYCKAaTh
OMYJSILMI0O HEKOTOPBIX OJIOKOB, €CIM OHHU BBINOJHSJINCH CIHMIIKOM 4YacTo. Bo-BTOpBIX,
ONTHMHUCTUYHOE PELICHUE IPEIIONaraeT pelieHne TOJNbKO LEJEBOr0 OrpaHWuYEeHHs, €Cli BeCh
MIPEANKAT MYTH HEBBIIOJHUM. DTH TEXHUKH HE O0ECHEYHMBAIOT INOJHBIM aHaJIHW3, HO ITOMOTAIOT
WHBEPTUPOBATH OOJbBIIE CHMBOJMYECKHX BETBEH 3a eIUHMIly BpeMeHH. Jlpyras mosie3Has
TeXHHKa, npeokeHHass QSYM, — 3To K3mI A7l HHBEPTHPOBAHHBIX BETBEH C JBYMS pEKUMaMH
KkomupoBaHus. CTaTHUECKHH PEeXXUM O3HAUYaeT, YTO Kakaas CHMBOJIMYECKAsi BETBb HHBEPTUPYETCS
TOJIBKO OJIMH Pa3, B TO BpeMsI KaKk KOHTEKCTHBIH PEXHMM IO3BOJISIET YUIUTHIBATh MIyOHMHY M Habop
paHee BBINIOJHEHHBIX CHUMBOJHUYecKuX BeTBed. QSYM Takxke mpemnaraer o0paboTKy
CUMBOJIMUECKUX ajapecoB [4] myremM ux mnpoctoro (azsunra. OH HIIET MUHUMANbHBIE U
MaKCHMaJIbHbIe 3Ha4YeHHUs aApecoB ¢ nomouiblo SMT-pemarenss U reHepupyer HOBBIE BXOJHBIC
JAaHHBIC MPH Ka)XIOM BbI30Be. UTo kacaercs: rubpumHoro ¢aszsmura, QSYM 3amyckaer ¢assep
napauieNIbHO ¢ CUMBOJIBHBIM MCIIOJHUTEJIEM U MO3BOJISIET UM OOMEHUBATHCSI HOBBIMH TECTOBBIMU
BxoaHbIMM JaHHbIMH. JICH mpenmountaer Takue BXOIHbIE (ailybl, KOTOpbIE HEIABHO
00OHapyXNJIN HOBOE MOKPBITHE M OJTHOBPEMEHHO UMEIOT MEHBIINI pa3Mep.

2.1.2 SymCC, SymQEMU

ABtopsl SymCC [8] pa3paboTanu HOBYIO TEXHHKY CHMBOJBHOTO BEIIOJIHEHHS Ha OCHOBE
KOMOWISAIMA. VHCTpYMEHTHUPYIOIIWH KOJ Al CHMBOJBHOTO BBIITOJHEHHS BCTABISAETCS B KOX
LIEJIEBOTO TPIIIOKEHUS, TIOATOMY CKOMIFIMPOBAHHBIM OWHApPHBIN (haill MOXKET OBITH BBHIIOIHEH
0e3 TMEepeKITIOYeHNs MEXAY BBIOJHEHHEM IPOrpaMMHOTO Koja M uHTepmperatopoM. Kox mis
OOHOBJICHHS CHMBOJILHOTO COCTOSIHMS W OOpaOOTKM CHMBOJBHBIX BBIUYMCIICHHH TI'€HEPUPYETCS
TOJIBKO OJAMH pa3 BO BpeMsl KOMITWISIMH. JTOT METOA TAKXKE BBIUTPHIBAET OT BO3MOXKHOCTH
npumensaTh Bce ontummzanmnu LLVM IR m CPU. SymCC Brio4aeT CHUMBOJIbHBIH O3KeHJ B
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OMOMMOTEKH, MCIOJIB3yeMble IIeJeBOH mnporpammoil. IIpoBepkM KOHKPETHOCTH MO3BOJISIOT
3HAYUTEIBHO COKPAaTHTh KOJMYECTBO CHUMBOJIBHBIX 0OpabaThiBaeMbIX BblUMcIeHHH. Kak
nponomkenue SymCC, aBtopsl npeactaBwin SymQEMU [9], KoTopblil mpeaioKuil NpUMEHITh
CHMBOJIbHOE BBIIIOJIHCHUE Ha OCHOBE KOMITWIIIMM K OWHAapHbIM QaiinaM TpH OTCYTCTBHH
HUCXOAHOro Koja. Takodl METOJ COYETaeT BBICOKYIO CKOpPOCTb aHaju3a C apXUTEKTYpHOH
HezaBucuMocThi0. SymQEMU 6pu1 moctpoen Ha ocHoBe QEMU myTem pacmmpeHHs ero
komrmoHeHTa TCG Tak, 9T0 KOJ cuMBONBHON 00paboTku BeraBmsercs B IR TCG ops mepen
KOMITIJISIIMEH B MaIIMHHBIA KOJ XocTa. CHMBOJIBHBIH aHAJIN3 OCTAHABIMBACTCS HA TPAHUIC
CHCTEMHOTO BBI30Ba, YTO TMO3BOJIIET JOCTHYB JIydlIeld mpousBoauteasHOCTH. SYmQEMU Takxke
peanuzyeT cOOPIIMK Mycopa IJisi CUMBOJIBHBIX BBIPAXEHUH U1 3()(EKTHBHOTO YIPaBICHUS
namsatbio. Kak SymCC, tak u SymQEMU noanepxusaror nnrerpanuio ¢ AFL++ [15] cioco6om,
aHaorngaeiM QSYM.

2.1.3 FUZZOLIC

Borzacchiello u ap. [10] mpemmoxmmm monxon, cxoxuit ¢ SymQEMU. OHuM 3Ha4HTENBEHO
NOBBICHII  3()()eKTUBHOCTH CHMBOJBHOTO BBINIOJMHEHHS Omaromapss ObIcTpoMy —aHaNM3y,
noctpoeHHoMy Ha ocHoBe QEMU, u HoBOMy pematento Fuzzy-Sat [25], kortopsiii ucrmonb3yet
¢dazsunr s pemienus 3anpocoB. FUZZOLIC semonuseT JIT-KOMOWIAIUIO U JOOABIICHHS
MHCTPYMEHTUPYIOLIEr0 KOAa BO BpeMs BBITOMHEHUs. OH KOMIMIMPYET KaXIblid 0a30BBIH OJIOK
TOJIBKO OJWMH pa3 U BBIUTPBIBACT OT BCTaBKU HMHCTPYMEHTHUPYIOIIETO KOJa B KOJ LEJIEBOM
nporpaMMbl. FUZZOLIC cocTOMT U3 TpacCHpOBIIMKAa UM pelaTens, KOTOpble paboTaloT B
OTJENBHBIX MapajUIeNIbHBIX IpOLecCcax, M 53TO IepBoe BaxkHoe ominune oT SymQEMU.
TpaccupoBIIMK BBIMOMHSIET NPOTpaMMy W TEHEPHPYET CHUMBOJIBHBIE BBIPRKCHHS, KOTOPBIC
OTHPABIIIOTCS PELIATEN0, OTBETCTBEHHOMY 3a peIlleHue 3ampocoB. IIporeccs o0maroTes yepes
pazzensgeMmyro maMatb. Takke, B ommune o SymQEMU, FUZZOLIC BHeapsieT CUMBOJIBHYIO
WHCTPYMEHTAIMIO B IeNieBoi kox mocie Toro, kak QEMU crenepuposan TCG 6azoBoro 0iroxa.
OTO TO3BOJISET BOCIONB30BaThCS mNpenmymnectBamu ontumusannii TCG Ha ypoBHE Bcero
0azoBoro Omoka. [locnmemHee cymiecTBEHHOE OTIIMYME 3aKirodaeTcs B ToM, 4ro SymQEMU
o0OpabaTbIBaeT TOJBKO apXUTEKTypHO-He3aBUCHMble TCG-HMHCTPYKIMH, B TO BpeMs Kak
FUZZOLIC wMmoXeT BCTaBIATh CHMBOJIBHYIO HMHCTPYMEHTALMIO Uit OOJIBIIOTO KOJHYECTBa
apXUTeKTypHO-3aBUCHUMBIX TCG-HaTUBHBIX XenmnepoB mias miaardgopm x86 u x86-64. Cxema
rubpugnoro ¢azsunra 8 FUZZOLIC ananormyna QSYM. OH mnpuHMMAaeT BXOJHBIC JIaHHBIC,
mytupoBaHHble AFL++, B To Bpems kak as33ep NpUHUMAeT WHTEPECHBIE BXOJHbBIC IaHHEIE,
IpeIoCTaBIsieMble CHMBOJIBHBIM HCIIOJIHUTEIIEM.

2.1.4 PASTIS

David u gp. [12] npexacraBuiam HHGPACTPYKTYpPY aBTOMATU3UPOBAHHOTO TECTHPOBAHMS,
coveraronyto ¢aszsunr 1 JCU mist mpoBepku NpenynpekIeHuil, Moay4eHHbIX OT HEKOTOPOTro
MHCTPYMEHTA CTaTHYECKOTO aHajN3a, U BBIIBJICHHUS OMIMOOK, €CIIM 3TO BO3MOXKHO. MHbopmarus,
npenoctasisieMass SAST-HHCTpYMEHTOM, HCHIONB3YETCs ISl JOOABICHUS BCTPOCHHBIX (QYHKIMH B
1eseBoit koa. Bee BapraHThI Koa KOMITMIIMPYIOTCS M oTHpaBisitoTes B Opokep PASTIS, xoTopsriii
BBINOJIHSAET BCKHO KOMMYHHKAIMIO MEXAYy MeXaHusMamu TecTHpoBaHus. C OAHOH CTOPOHSI,
Honggfuzz [26] mpexacraBinsier HAOOp MHCTPYMEHTOB s (pa33uHra, a C JAPYrodl CTOPOHBI,
¢dpeiimBopk TritonDSE [27] oTBedaeT 3a CHMBOJIEHOE BBITIOJIHEHUE.

2.1.4 SymSan, Jigsaw

OcHoBHas uzaess SymSan [11] 3akmodaeTcsi B MOCTPOSHUH KOHKOJIWYECKOTO HCIIOTHHUTENS KAk
ocoboif  ¢GopMBI  aHanW3a  JWHAMUYECKHMX TIOTOKOB  JAaHHBIX. SymSan  BBITOIHIET
MHCTPYMEHTUPOBaHHE Kojxa Ha Jtane kommwrpinuun B LLVM IR [28]. Hcnone3oBanue
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BBICOKOONITUMU3UPOBaHHOW HH(pacTpykTypbl n3 DFSAN [29] nomoraer CHHU3WTH HakiaJIHbIE
pacxonbl Ha XpaHEHHWE M W3BJICUYCHHE CHMBOJBHBIX BBIP@XKEHHH, (OpMa KOTOPBIX TaK¥Ke
ONTHUMHU3UpOBaHa. SymSan mpeaiaraeT Ucrojib3oBaTh Tadbiauiy AST BMecTe co crenuanbHBIM
nu3aiiHoM y310B AST A5 XpaHEHUs] CUMBOJIBHBIX BBIpaXEHUH. B codeTaHnu ¢ mpoCcThIM NPsIMBIM
BBIJICJICHUEM HOBBIX Y3JIOB 3TO IO3BOJIICT 3HAYUTENBHO CHU3UTH HMOTEPH HPOU3BOIUTEIBHOCTH
mpu 00paboTKe CHMBOIBHBIX BBIpaXKCHHH. JlOMOMHHUTENEHO SymSan peajau3yeT IeTyIUTHKAIHIO
XpaHUMBIX y310B AST u ympolieHne orepanuii 3arpy3Kd U COXpaHEHHSA. ABTOPHI PEaji30BaIH
ruOpunHbIil ¢aszzep Ha ocHoBe SymSan m Angora [30]. OHEM Takke NPEeATIOXKHMIN HOBYIO
KOHCTPYKIHMIO UISl TOBBIMICHUS MPOITYCKHOW CIIOCOOHOCTH MOMCKAa M BHEIPWIN €€ B MPOTOTHII
Jigsaw [31], koTopblif HCHONB3yeTCss B KadecTBe pewratens aias rubpumHoro dassepa. CyThb
MOJX0/la 3aKJIF0YaeTCsl B OIEHKE BHOBb CTCHEPHPOBAHHBIX BXOJHBIX JaHHBIX ¢ momorbio JIT-
CKOMITMJIMPOBAHHBIX OTPaHWYEHUH MyTH. Jigsaw KOMIWIMpPYET NpenoOpadoTaHHBbIE MOA33Ja4uu
AST B ¢pynkimu LLVM IR, ucnonesyer JIT-gemxok LLVM s kommusinuu IR B HaTHBHYTO
(YHKIMIO ¥ UIIET yIOBJIECTBOPSIONIEE PEIICHNE C TIOMOIIBIO IPaAUEHTHO-YIIPABIAEMOT0 ITONCKA.

2.2 HenpepbIBHbIA (ha33nHr

Conmmxenue 0e30macHOi pa3pabOTKU U (pa33WHTa CTAHOBUTCS OTPACICBBIM CTaHgapToM [2, 3],
NoJI00HO 00s13aTEIPHOMY MOJYJIBHOMY TECTHpOBaHWIO. HenpepbiBHBII (a33uHr — 3TO MOAXOA K
OpraHM3alil  aBTOMAaTU3UPOBAHHOTO (Aa33MHI-TECTUPOBAaHMS KaK PYTHHHOHW HpOLENypBHI,
HaTpuMep, ImyTeM ero uaTerpanun B koeeiiep CI/CD. UadpacTpykTypa HepepbIBHOTO (a33uHTa
MOXeET OBITh 9aCThIO BHYTPEHHET0 pabodero nporecca oprannzanuy [32, 33] uiam cymecTBoBaTh B
¢dopme mHCTpyMeHTa «da33uHr-Kak-ycrmyray [19, 34-37]. CymecTByIomue peneHus] BKIIFOYaroT
KaKk IpOCThIe 3amyckaTend (as33uHr-3afad, Tak W KpymHble (GpPeHMBOPKH, OXBATHIBAIOIINE
pacumpeHHy0 (QYyHKIIMOHAIBHOCTh il Maciitabupyemoro u ancambnesoro [12, 38, 39]
¢da33uHra, aHaIM3a W OTYETHOCTH II0 OOHAPYKCHHBIM YA3BHMOCTSIM, OHCEKIMH KOMMHTOB,
BBI3BABIINX PErPECCHIO,  T.1.

1) OSS-Fuzz & ClusterFuzz: Xots aBTOMaTH3MpOBaHHOE (Pa33UHI-TECTHPOBAHHE HE
SIBIIIETCSI CepeOpSHOM MyJield, OHO JOCTaTOYHO 3(PPEeKTUBHO JIsl OOHAPYKEHUS OIIMOOK U
COKpalleHus: TpeOyeMbIX uesoBeYecKuX ycunuii anaiautikoB. Hampumep, ClusterFuzz
[40] yxe Hamen Gosee 25 000 omubok B mpoaykTax, paspaboranusix Google, u Gonee 43
500 ommbok [41] B mporpaMMHOM OOECHEUEHUH C OTKPBITHIM HCXOIHBIM KOJIOM,
BiIroueHHOM B OSS-Fuzz. Ilpoekr OSS-Fuzz [34] BbIOOpOYHO TMpesOCTaBISIET
COOO0IIECTBY OTKPHITOTO HCXOIHOTO KOJa JOCTYNl K MAacIITaOUpyeMbIM MOIIHOCTSIM
undpactpykrypsl  ClusterFuzz, paboraromeit wa Google Cloud Platform [42].
ClusterFuzz npenHasHadeH A1 aBTOMAaTHYECKOTO BBITIOJIHEHHMS JIFOOOH 3aJauul B paMKax
JKU3HEHHOTO [HWKia (a33uHra, 3a HCKIIOUYCHHWEM HamucaHus (asz3uHr-nened u
UCIIPaBJIEHUs OMIMOOK. DTO BKIIOYAET ITAHUPOBAHKE M 3aITycK 3a1aHuii (azzuHra, coop
CTAaTHCTHKH, NEAYIUIMKAIMIO U KIaCCH(DUKAIMIO HOBBIX COOEB, MUHUMH3AIHIO TECTOBBIX
CllydaeB, OHMCEKLIMI0O KOMMHTA, BBI3BABIIETO PErPECCHI0, M MPOBEPKY HCIPABICHUSA
omubku. ClusterFuzz momnepkuBaeT HECKOJIBKO MEXaHM3MOB (Da33MHTa C TOKPHITHEM
[15, 16, 26], uepHblit sumk (a3suHra u psjg canutaiizepos. [Tockonsky ClusterFuzz we
obnamaer coOCTBeHHONH WH(PPACTPYKTypol COOpKH, THIUYHBIA HAOOp TPOEKTa IS
yuactust B OSS-Fuzz Bkirouaer o6pa3 Docker, koHpUrypamuo cOOpki 1 Kak MUHUMYM
onuy ¢aszsunr-uens. Ha panueiii moment OSS-Fuzz nenpepbiBHO NpoBOAWT (a33uHT
Oosiee 650 KPUTHYECKH BaKHBIX M IIHMPOKO HCIOJBb3YEMBIX IPOEKTOB C OTKPBITHIM
MCXOJHBIM KOJIOM.

2) OneFuzz: Jlpyroii ¢peiimBopk HempepsiBHOTO (assunra, OneFuzz [32], Osu1 OTKPHIT
Microsoft. Ilomo6Ho ClusterFuzz, OneFuzz B Hacrosimiee BpeMs MNpHMEHSETCI K
nporpaMMmHOMy oOecrieuennto Microsoft (Windows, Edge u np.) m npuBszan k
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KOpIopaTHBHOM o0naunoi cpene Azure [43]. [loxnepxrBaeMbie MEXaHU3MBI (pa33uHTa —
310 libFuzzer [16], AFL++ [15] u Radamsa [44]. OneFuzz npenocTaBnser BO3MOKHOCTh
BOCIIOJIb30BaThCS  BCTPOCHHBIMH — IIa0JIOHAMH, a TaKKe I03BOJSIET  CO3[aBaTh
HacTpauBaeMble KOHBeleps! (pa33unra. OOHapyKECHHBIC YA3BUMOCTHU KIACCUDUITUPYIOTCS
Mo cTaOWIBPHOCTH BOCTIPOW3BEINCHHS W Aeqymmnupyiorcs. Kpome toro, OneFuzz
MTO3BOJISICT MIPOBOIUTSH live-oTianky c00eB 1 MOHUTOPHHT pabodero mporecca (a33uHra ¢
ITOMOIIIBIO0 HACTPANBAEMBIX BEO-XYKOB.

3)  Grizzly: FirefoxCI TaskCluster ucnions3yet Grizzly [33] — maciutabupyemblii ppeiiMBOpK
1 (a33uHra, crienuuuHbI 1t OpaysepoB. Grizzly He3aBHCHUMO 3aIlycKaeT Opaysep H
MexaHM3M (a33uHra, yrnpaBliseT Iepefadeii TaHHBIX MEXTy HHUMH BO BpeMs aHalM3a U
BEITIOJTHSACT COKpAIICHWE TECTOBBIX ciydaeB. J[Ba OCHOBHBIX HHTepdetica, Target u
Adapter, 0TBe4arOT 3a pa3BepTHIBAHUE JKeIaeMoi KoMOWHaImu Opaysepa U Qaszepa, HO
(GpeliMBOpK B IIEPBYIO OYepelb OPHEHTUPOBAH HAa MeTOABI (ha33MHra YEpHOIrO SIIHKA.
OcuoBHO# pazmep mpudTa — 10 0T.;

4)  Fuzzit: WurerpupoBannbiit B cepuc Gitlab [45] Fuzzit [35] 6bu1 paspaboran s
UHTerpanuy (a33uHra B CHCTEMY HENpephIBHON cOopku mpoekta. OH NpeicTaBiseT
co0oif paHHepsl a1 Habopa MeEXaHH3MOB (a33MHTa C IOKPBITHEM, ITO3BOJISIOLINE
npoBOAMTH (DA33UHT U PA3HBIX S3BIKOB IMPOrPAMMHpPOBaHHA (HAIpHUMep, B Cllydae
C/C++ Bo3moxHbl BapuaHThl libFuzzer m AFL++), um cnocobeH TPOBOAWTH
PErpecCHOHHOE TECTUPOBAHHE.

5) syzbot: Cucrema menpepsiBHOrO (azsmura sapa Linux syzbot [46] mociemoBaTeabHO
TeHEePHUPYET CTPYKTYPHPOBAaHHBIE OTYETHl 00 OOHapyKeHHBIX cOosX smpa. [lommmo
MOKMCKa OLIMOOK, CHCTEMa OTCIIC)KUBACT YCTApEBaHHE OTYCTOB 00 OIIMOKax M IPOBEpseT
UCIIpaBlicHHbIe MpoOseMsl. [locine MpoBeNeHUs TECTHPOBaHK MaTda Syzbot mpoBepser,
YTO COOTBETCTBYIOIIMHA KOMMHT IOTaJ B COOPKH spa Ul BCEX OTCIEKHUBAEMBIX BETBEH,
9TOOBI 3aKpBITh OT4eT 00 ommOke. CXOXHe IO MPOSBICHHSAM COOM MOTYT OBITh
COOOIIECHBI OTACIBHO, BMECTO TOT'O YTOOBI OOBEAMHATECS C CYIIECTBYIOLICH MPOOIEMOH.

3. Mu6pudHbIl pa33uHe

Cratuctuka IOKa3bIBaeT, YTO THOpWAHBIC (DAa33WHIOBEIE MEXaHM3MBbI, COUYETAIOIINE MOIIb
CHMBOJIbHOTO BBINOJIHEHHS M (pa33MHIa, MOTYT IOCTUTaTh OOJBIIETO IIOKPHITHS, YeM JBa
OJIHOBpEeMEHHO paboTaromux ¢aszszepa [13]. OcHOBBIBasICh Ha ATOW HJEe, Mbl PEATM30BaU HaIl
THOPUIHBIN (Pa33UHIOBBIN HHCTPYMEHT, 00beanHUB Sydr [14] ¢ nByMs Haubosee MOMyIIpHBIMHI U
MOIIHBIME (ha33epaMy C OTKPBITBIM HKCXOAHBIM KojoM: libFuzzer [16] u AFL++ [15]. [Jns
JOCTHXKEHUs e co3ianus 3(¢GexTrBHOro rubpumHoro ¢asszepa HEOOXOAMMO PEIIUTH [BE
OCHOBHbIE 3aJ1a4i. Bo-TIepBbIX, MbI pa3padaThiBaeM pa3iIMYHbIC IBPUCTHKH, YTOObI 3aCTaBUTh Sydr
pabortate MakcuMmanbHO 3(dexkTHBHO B coueTaHun ¢ (azzepoM. Bo-BTOpBIX, MBI peannzyem
uHTerpanuio Sydr n ¢as33epoB, Takyl0 Kak MEXIPOLECCHOE B3aMMOJICHCTBHE W INIAHUPOBAHHE
BXOJIHBIX JaHHBIX Juis Sydr.

Hdns 3amycka sydr-fuzz B pexume ruOpuaHoro ¢as3mHra HeoOXOAMMO coOparTh IIeleBOH
Ounapublii (aitn B aByx Bepcusix. [lepBas momkHa OBITH coOpaHa ¢ CcaHWTal3epaMu H
(a33uHrOBOM WHCTpyMEHTAIMeHd /s MCIOJIB30BaHUsI COOTBETCTBYIOIMM (haszzepoM. Bropoii
OuHapHbIi (Qaiin mommkeH ObITH coOpaH 0e3 KakoW-mMOO WHCTpYMEHTAallMM — OH OyzaeT
MCTIONB30BaThCs Sydr.

Mbl peaM30Bai pa3iIM4HbIC BPUCTUKU M (QyHKIUH, 4T0OBI Sydr HaXOAMI HOBBIE WHTEPECHBIC
BXOJIHBbIE JTaHHBIE ObIcTpee W pabotan > deKkTuBHee B coyeTaHuu ¢ ¢aszzepamu. Hanpumep, Mbl
peanuzoBany k3 B Sydr, padoTatomuii aHanorndHo kaury QSYM, uToObl SKOHOMUTE BpeMsl Ha
MONBITKaX WHBEPTHPOBATh OJHHU U T€ K€ CUMBOJIMYEcKHe BeTBH. OCHOBHAs Mesl 3aKJII0YACTCS B
TOM, 4TO JUIsl KQXKJOH BETBU BBIYMCIISAETCS YHUKAIBHBIN XOIII, KOTOPBI MCIOIB3YEeTCsl KaK HHIIEKC
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B OuToBOM Kapre. Kaxkaast oTenbHas BETBb COOTBETCTBYET OalTy, KOTOPBIN SBISETCS CUCTYMKOM,
MOKa3bIBAIOIINM, CKOJIBKO pa3 MpeIpHHUMAIach IONbITKa HHBEPTHPOBATh BETBb. boiee Toro, Mel
COXpaHsieM KOHTEKCT BBINOJHEHHS /I KaKJOH BETBH, KOTOPBI OTpa)kaeT, Kakue BETBH
BCTpEYaICh BO BPEMsI BBITIOJIHEHUS /10 paccMarpuBaeMoil. Eciu koHTekcT u3mensiercs (T.e. Sydr
JIOCTHTaeT BETBU IO JPYrOMYy IyTH BBIMOJHECHHUS), MbI IBITAEMCSl HHBEPTUPOBATH BETBb. B
MPOTUBHOM CIIy4ae MbI MBITAEMCSI HHBEPTUPOBATh OTACIBbHYIO BETBb, KOTAA COOTBETCTBYIOIHI
cuetynk paseH 0, 2, 4, 8§ u Tak manee (CTETIEHH JBOWKH), TOKAa OH HE JTOCTUTHET 255, mocie 4ero
MBI TIpeKpaliaeM HHBEPCHIO JaHHOH KOHKPETHOH BETBU.

Craiicunr [14] — 3To eme ogHa BPUCTHKA JUII YCKOPEHUSI CHMBOJIBHOTO BEITIONHEHUs. Kaxmprii
pa3, KOraa Mbl MBITAEMCS MHBEPTHPOBATh BETBb, MbI MPUMEHSEM AITOPUTM CIIAMCHHTa K ee
npeAnKaTy myTd. Mest anropurMa 3akii04aeTcst B TOM, YTO Mbl OCTaBIISIeM B MPEAMKATE MyTH
TOJBKO T€ OTPAHWYCHUsI MyTH, KOTOPbIC 3aBUCSAT MO AaHHBIM OT IieJeBoi BeTBU. OcTaibHbIC
OTpaHHYEHUs MYTH YCTPAHSIOTCS, a BXOJAHBIC JTAHHBIC JUI HUX OepyTcs M3 MCXOJHOTO Habopa
BXO/IHBIX JIAHHBIX TIPOTPAMMBIL.

Mbl peannu3oBaid ONTHUMHCTHYHOE U CTPOTO€ ONTUMUCTHYHOE peineHue [47], 4ToObl n3dexatsh
HEMOJIHBIX U M3JIMIIHE HeperpyxeHHbx (opmyn. Takum oOpazom, Sydr mHBepTHpyeT OoJbliIe
BETBCH M reHepupyeT OoJbllie BXOMHBIX HaHHBIX. OCHOBHAs ujies ciaenyromas. Korma ucxomaHslii
ype3anHbIi (sliced) mpenuKaT HEBBIMOJIHUM, MBI CTPOUM ONTHMHUCTHYHBIN MPEIUKAT, COCTOSIINN
TOJIBKO U3 Or'paHUYCHUA ueneBoﬁ BeTBH. Ecimm oH BBITIIOJITHUM, MbI CTPOUM CTPOI'O
ONTHUMUCTUYHBINA MPEANKAT, KOTOPBIA MOJy4aeTcs M3 UCXOJHOTO YPE3aHHOro MpeauKara IyTeM
HCKJIIIOYCHUA HCKOTOPLIX HEPEJICBAHTHBIX OI‘paHI/I‘-IeHI/Iﬁ IMyT Ha OCHOBE aHaliu3a CTCKa BBHI3OBOB
MpOrpaMMbl ¥ YIPABISIONUX 3aBUCHMOCTEH BeTBeW. EciM CTPOro ONTHMMUCTHYHBIA HpEIUKaT
COBIIAJIACT C ONTHUMHCTHYHBIM WIIM HEBBIMOJHUM, MBI COXpaH’IeM BXOAHOW ain s
ONTHUMHUCTUYHOTO pelieHus. Eciu OHM HE COBMANAIOT U CTPOTO ONTUMHCTHYHBIA MpEIUKaT
BBITIOJTHUM, MbI COXpaHsICM o0a CTCHCPUPOBAHHBIX Ha60pa BXOJHBIX JaHHBIX.

Mbl peanu3oBalii CeMaHTHKY (DYHKUME 111 YCKOPEHHUsI CHMBOJIBHOTO BBIMOJIHEHUS (DYHKIUH
CTaHAapTHON OuOIMoTeKn. BMecTo TOro 4YToObI BXOAWTH B Tena (GYHKIMHA CTaHAAPTHOH
oubimorekn (Takux Kak strto*1, *alloc, strcmp u T.1.) ¥ BBITONHATE UX CHMBOJBHO, MBI CTPOUM
CHUMBOJIbHBIE (DOPMYIIBI [Tl UX BO3BpAIlAEMBIX 3HAYCHUIA, YTO MOMOTAeT YCKOPUTH CHMBOJIBHOE
BBINIOJTHEHHE U N30€KaTh TNEPEIOJIHCHUA OI‘paHH‘-IeHHfI.

Mbl orpaHMYMBaeM BpeMs, KOTOPOE OTBOJHUTCS Tporeccy Sydr Ha pelieHue OJHOro 3ampoca,
obIree BpeMsi, KOTOPOE OH MOXET MOTPATUTh Ha PEIeHHE BCEX 3alpoCOB, YTOOBI U30EKATH
cutyanui, korma SMT-pemmarens 3acTpeBaeT Ha CIOXHBIX 3ampocax. bojee Toro, Mbl
yCTaHaBJIMBaeM TaiiMayT Ha oOlee BpeMsi BHIIOJIHEHHs OJHOTO rnpoiecca Sydr, uToObl H30exaTh
3aBUCAHUSI TPOTPAMMBL.

Tarxoke CTOMT YIOMSHYTh, 4T0o Sydr umMeeT GyHKIHMOHAIBHOCTh AJIsi HHBEPCUH TaOIIUIL IIEPEX0/I0B
(omepaTopoB switch) 1 00pab0oTKM CUMBOJBHBIX aapecoB. CyIIECTBYIOT JBa Crocoda o0paboTKu
CHUMBOJIMYECKUX ajapecoB B Sydr: mosHas o0pabOTKa CHMBOJHMYSCKHX yKaszareiaed u (ha33uHT
CHMBOJIMUECKUX anpecoB. lloiHas moAJep)KKa CHUMBOJMYECKUX ykaszarened [21] pesko
Meperpy’kaeT CUMBOJIBHBIA JBIKOK, YTO IPHUBOIUT K YXYALICHUIO Pe3ynbTaToB (az3unra. OgHako
OTOT PEXHUM BCC IXKC TIO3BOJIACT CHUMBOJIBHOMY JBWXKY YCICIIHO 06Hapy)KI/IBaTB HOBOC
YHHKaJIbHOE TOKphITHE. ClieloBaTelbHO, ONTHMallbHas CTpaTerusi — BKIIOYATh 3TOT PEXHUM
MEepHUOANYECKH, a HE HCIOJb30BaTh NpH KaxkaoMm 3amycke Sydr. Korma Sydr paGotaer 6e3
00paboTKM CHMBOJIMYECKUX yKazaTeneH, oH BbinosHseT SMT-}a33uHr 1uis Bcex CHMBOJIMUYECKUX
aZpecoB. OJTO JIETKOBECHBIM, HO MEHEe TOYHBIH METOJl, KOTOpBIH IepedHpaeT BO3MOKHBIC
3HA4YECHUS CHMBOJIBHOTO a/ipeca ¢ momoripio SMT-pemaTens.

Ilepen HauasomM mpomecca THOpUAHOrO (az3uHra HCXOJHBIM KOPIYC aBTOMAaTHYECKH
MHUHAMH3HPYETCS], YTOOBI OCTABUTh TOJIBKO T€ BXOJHBIE JIAaHHBIE, KOTOPBIE MIPUHOCST Kakoe-JInoo
HOBOE TIOKPBITHE.
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4. lfpedukambl 6e3onacHocmu

Msl npejuiaraeM MeTOJI NMPEJUKAaTOB 0e30IaCHOCTH — METO]] TOYHOTO OOHApy>KeHHsl OLIMOOK Ha
OCHOBE JMHAMHYECKOTO CHMBOJIGHOTO BBHINIOJHEHUs — Kak yacth sydr-fuzz. Mel peanmuzyem
ABTOMATHYECKYIO IPOBEPKY MpEANKAaTOB OE€30MacHOCTH ¢ Tocienylomed Bepudukanueid u
JenyIulMKalyueil BXOJHBIX JIaHHBIX, CreHEpUPOBAaHHBIX NpeIuKaTaMu Oe30HMacHOCTH, IS
BBISIBJICHUS OLTHOOK.

[IpeaukaT 6e30macHOCTH — 3TO OyJIEBBIN NMPEIUKAT, KOTOPHIH NPUHUMAET 3HAYCHNUE UCTHHA, €CIIH
MHCTpyKnusl (Wi (QyHKOMS) mporpamMMbl BbI3bIBaeT omuOKy [18]. Peanmuszauumst mpeguxatos
Oe3omacHoCTH sBIsIeTCs 4acThio Sydr [14] u ocHOBaHa Ha cienyromieil uaee. Mbl BBITOTHSICM
NpOrpaMMy CHMBOJIBHO C HCIOJIb30BaHHEM HaOOpa BXOJHBIX JaHHBIX, KOTOPBIH HE NPUBOAMT K
ommOke. KaxapIif pa3, Korzia BIIOIHAETCS. HHCTPYKIIHS, ONEPUPYIOIIAsi CHMBOIBHBIMH JaHHBIMH,
MBI CTPOMM COOTBETCTBYIOIIMH MpEeANKaT OE30MacHOCTH AT MPOBEPKH Ha ONPEICICHHBIN THII
omuOku. 3aTeM MBI OOBEOUHAEM IpeNnKaT Oe30IMacHOCTH ¢ "Hape3aHHBIMH' OTPaHUYCHISIMH
BETBEH M3 MpearKaTa MyTH U MepeaeM pe3ynbTUPYIomuil npenukat SMT-permarento, TakoMy Kak
Bitwuzla [48], uToObI crenepupoBaTh BXOAHBIC JAHHBIE, KOTOPBIE BOCIIPOM3BEAYT omnOKy. Eciu
IpefnKaT BBIOJIHUM, MBI COXpaHsieM BXOJ M coobmaeM o0 ommbke. IIpenukarel 6e3omacHOCTH
MOTYT OOHapy)XMBaTh HECKOJBKO THIIOB cJabOCTel: pa3bIMEHOBAaHUE HYJIEBOTO yKa3aTels,
JIeTICHUE Ha HOJIb, IIEJIOYMCICHHOE TIEPEIOTHEHNE U BBIXO/ 3a TpaHuIb! Oydepa.

IIpenuxatsl Ge30mMacHOCTH JJI pa3bIMEHOBAHUS HYJIEBOTO yKasaTelsl M JeJCHHUA Ha HOJb
paboTaloT cxoxuMm oOpazoMm. B mepBoM ciydae Mbl CTPOMM INpeauKarT Oe30MacHOCTH, YTOOBI
MPOBEPUTH, MOXET JIM CHUMBOJIBHBIH aJpec OBITh paBeH HYINIO, KaXIbIA pa3 MpH BHINOJTHEHUH
MHCTPYKIMH JOCTYyINa K NaMsATH. Bo BTOpOM ciydae Mbl CTPOMM IpEHKaT 0€301acHOCTH, YTOOBI
MPOBEPUTH, MOXKET JIM CUMBOJIBHBIN JIEIUTENb OBITh PAaBEH HYJIIO, KaXbIi pa3 P BBIMOJHEHUH
MHCTPYKIUH JieTIeHus, Takoit kak div mim idiv, Bo BpeMsi CHMBOJIBHOTO BBITIOJTHEHHSI.

st ommMOKK BBIXOJIA 32 TPAHUIBI MBI CTPOUM HPEANKAT 0E30MaCHOCTH MPH KKI0H HHCTPYKLUH
JOCTyNa K MamsTh. DTOT MpEJUKaT UCTUHEH, €CIM CHUMBOJIBHBIA aJpec MOXKET ObITh MEHbIIE
HWOKHEW TpaHUIIBl MaccuBa WM OOJibllie BepXHEW rpaHuibl. s onpeneseHus TPaHUIl MacCUBa
MBI BEZIEM TEHEBOIl CTEK M TEHEBYIO Ky4y BO BPEMs CHMBOJBHOTO BBIIOIHEHUS. MBI COXpaHsieM
uH(OpMaLMIO O IPaHMIAX MACCHBOB, BBIICICHHBIX B Kyue, IPU KaXKI0M BbI30Be GyHKIMHK *alloc n
ynaisieM ee npu Bbi3oBe free. Mbl M3MeHsSI€M TEHEBOW CTEK B COOTBETCTBHH CO CTEKOM BBI3OBOB,
MOCKOJIEKY paccMaTphBaeM BEpXHIOI TPaHHIy MacCHBa B CTEKe KaK ajapec Hadana (Qpeiima
(yakmmn. [ MacCHBOB B Ky4e MBI MOJy4aeM WX TPaHUIBI M3 TEHEBOW Kydd. J[1s MaccHBOB B
CTEKC MBI CYHTAaeM BEpPXHEH TpaHWICH TOYKY BBI30Ba TEKymleH (QYHKINH W 3BPUCTHYCCKH
BBIUHUCIISIEM HIKHIOIO TPaHUILY.

[pu xaxnoi apupMeTHIecKOd HHCTPYKIIMH BO BPEMs CHMBOJBHHOTO BBITONHEHHS MBI CTPOUM
npeanKaT 0e30IMacHOCTH IS OMIMOKU [EIOYHCICHHOTO TIEPEIOHEHHSI. DTOT MPEeIUKaT UCTHHEH,
ecnu nporeccopubie (uaru neperoca CF (Carry Flag) unu nepenonnenus OF (Overflow Flag)
paBHBl 1 mociie BBINOJIHEHUS] MHCTPYKUMH. Ecau pe3ynbTrar 3HAKOBBIA, MBI MPOBEPSIEM TOJIBKO
¢mar OF, maague — CF. 3HaKoBOCTh OIpenensieTcs IO paHee BCTPEUCHHBIM YCIOBHBIM
MHCTPYKIUAM, KOTOPBIE MCIOIB3YIOT XOTs OBl OJUH OTEpaH], COBMAIAIONINI C HCIIOIB3yEMbIM
aHanmuzupyeMoit uHcTpykuued. Hanpumep, JL yka3piBaeT, uTO pe3yibTaT 3HAKOBBIM, W MBI
JIOJDKHBI TPOoBepsATh ToibKo (iar OF. KimroueBoe oTamdme 3T0ro npegukaTa OT IPYTUX B TOM, 9TO
MBI pa3JeliieM TOHATHS WCTOYHWKA OMmMHOKK (apudmMeTndeckass WHCTPYKIHSA, TAE MOXKET
BO3HUKHYThH OMIMOKA) ¥ MIPUEMHHKA OMHUOKH (MECTO, T/ie onrrbKa MOXKeT ObITh UCTIOJIB30BaHa), U
npoBepsieM MpeAnKaT Oe30MacHOCTH ISl HWCTOYHHMKA TOJBKO KOTAA HaiJeH NPHEMHHK,
UCMONB3YIOIMMHA 3TOT MCTOYHHMK. MBI BbIAENAEM CIEIYIOUUE THUIbI MPUEMHHUKOB: HHCTPYKIHU
BETBJICHHUS, MHCTPYKIIMH PA3BIMEHOBAHHUS ajipeca i apryMeHThl hyHKimit [49].

Mpl peanu3yeM aBTOMaTHYECKYyIO0 NPOBEPKY MpenukaroB OesonmacHocTH B sydr-fuzz. IpeankaTs
0€3011acHOCTH WIYT OIIMOKU TOJBKO Ha MYTH, 3aJaHHOM MCXOJHBIM Ha0OPOM BXOJHBIX JaHHBIX.
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CrenoBaresibHO, HAM HYXKHO JIOCTHYb MaKCHMAJIBHOTO MOKPBITHS MHHUMAIBHBIM KOJIWYECTBOM
BXOJIHBIX JAaHHbIX. CHauajsia Mbl 3amyckaeM THOpPHAHBIA (a33uHI U1l JOCTHXKEHHUS BBICOKOTO
MOKPBITHS. 3aTeM Mbl BBIIOJHAEM MHHHMU3AIMIO KOpIyca, 4TOOBl OCTaBUTh MHHHUMAaJbHOE
KOJIMYeCTBO (haiioB, OOECNEeUMBAIOIIMX TO K€ IOKPHITHE, YTO W 1O MUHMMHU3auuu. [locie
MHUHUMH3ALIK 3aIllycKaeTcs IpoBepKa IPEANKaToB Oe30macHOCTH. Pe3ynbTaTel NpequKaToB
0e30IacHOCTH YaCTO OKAa3bIBAIOTCS JIOXKHBIMH CPa0aThHIBAHHAMH, II03TOMY MBI pealu3yeM HX
aBTOMAaTHUYECKyl0 Bepudukamumio. MBI 3almyckaeM IelieBoi OWHApHBIA HCIOMHIEMBIA (aiin,
coOpaHHBIN ¢ caHUTalW3epaMH (aBTOMAaTHUYECKHE MPOBEPKH Ha HaJWYHE OMIMOOK, BCTpaHBAEMBIC
KOMIHJISITOPOM), Ha BXOXHOM (paiilie, CreHepHMpOBaHHOM MpeluKaramMu OezomacHocTd. Ecmm
Kakoi-1mbo caHuTaizep coodiaer 00 ommOKe B MECTe, YKa3aHHOM IpeJUKaTaMi KaK HCTOYHUK,
MBI CUMTaeM BXOJHOHW (ailn BepuuuUpoBaHHBIM. B mNpoTMBHOM ciydae MBI 3aIrycKaem
UCTIONHSEMBIH (a1 ¢ caHWTali3epaMd Ha HCXOJHOM BXOJHOM (aiiie u3 Kopryca, KOTOpoe
UCIIONIb30BANIOCh JUIS TPOBEPKU IMPEIUKATOB, M, €CIIM BXOJHOW (haii OT NMPEeauKaTOB BBI3BIBAET
HOBBIC MPEIYNPESKICHUS] CAHUTA3epOB, MBI CUHTaeM ero BepuduuupoBanHbiM. Sydr-fuzz
BBITIOJHSACT JIENYIUIMKAIMIO BEpU(PHUIMPOBAHHBIX PE3YJIbTATOB IPEJUKATOB OE30IacCHOCTH Ha
OCHOBE MCXOJHOTO (haiia, CTPOKHM M CTOJIOLA KoJa, Iie OOHapyXeHa oIiOKa, YTOObI yIPOCTHTD
aHaJIU3 Pe3yIbTaToB.

5. Copmupoeka agapuliHbix 3agepuweHull

Krnaccudukanms aBapuiiHbIX 3aBEepLICHHH SIBISETCS Ba)KHBIM ITallOM JAWHAMUYECKOTO aHalln3a,
BKITtOYas (a33uHT Wi TUOpuaHbIA (a33unr. KomudecTBo cO0eB, KOTOphIC reHepupyer (assep,
MOJKET OBITh 3HAUHUTENILHBIM. Ha TO, YTOOBI ONpeeuTh, KaKie COOU MPEACTABIISAIOT OJIHY U TY KE
OIlII/I6Ky, MOXHO IMOTPAaTUTh MHOI'O BPEMCHU. Mp1 npeaiiaraéM mnoaxon, KOTOpLIi/lI JOJI2KEH IIOMOYb
pa3pa60Tq1/1KaM TpaTUTb MCHBIIC BPEMCHU Ha aHaJIM3 W UCIIPABJICHUC PA3JIMUHBIX OH_II/I6OK u
npobnem. Hamm wHcTpymMentslr Casr [17] mMO3BOMAIOT CO3[aBaTh OTYETHI O  COOsIX,
JIeIyTUTMIPOBATh U KIacTepu3oBaTh uxX. OCHOBHBIE ATanbl padoTs sydr-fuzz casr ciexyromue:

1) casr-san 3amyckaeT MHCTPYMEHTHPOBAHHbIM OHHAPHBIN (aill Ha BCeX BXOMHBIX (aiiiax,
KOTOpBIE MOTECHIMAJIBHO BBI3BIBAIOT COOM, U TEHEPUPYET OTHETHI O COOSX Ha OCHOBE
OTYETOB CaHHUTAaii3epoB (IIpy HEOOXOIMMOCTH ¢ MOMOIIbI0 gdb).

2) casr-cluster 3amyckaeT alnropuT™ JeIyILUTHKAIMH Uit 0T4eToB Casr, MONydYeHHbIX OT Casr-
san. Jlemyrmkanus ocHOBaHa Ha Tpacce CTeKa: KaXIbIi GpeiiM X3ImupyeTcs, 3aTeM XoII
BCEH Tpacchl cTeka J100aBisieTcsl B X3mI-HAbop. B pesynpraTte B Xsm-Habope ocTaHyTCs
TOJBKO YHHKaJIbHBIE OT4eThl (moapoOHocTH [17]), ocrambHble OyayT yHajeHBl H3
KaTajora casr.

3) casr-cluster 3amyckaeT HepapxXu4yecKyl Kiactepusauuro ortyetoB Casr. PaccrosHue
MeXTy COOSIMH BEIYUCIISICTCS HAa OCHOBE Tpacchl cTeka [17].

4) casr-gdb rerepupyet oT4eThl O COOSX I HEHHCTPYMEHTUPOBAHHbIX LIEJIEBBIX OMHAPHBIX
(haiinoB Ha OCHOBE KJIACTEPOB, MOJYYEHHBIX HAa TPETHEM IIIaTe.

B pesynbrare MBI OIy4aeM KJIAacTephl, coJiepiKalline MOTEHIHAIBHO pa3InuHble OIINOKH (B BHIC
oryeroB Casr). Bmecre ¢ KaXIbIM OTYETOM NPENOCTABIAETCS COOTBETCTBYIOIINH BXOJIHOM (haii,
KOTOpO€ TPHUBOJIUT K 3TOoMy cOoro. Hekoropele miarn (3, 4) MOXHO HpOIYCTHTh, yCTAaHOBHB
COOTBETCTBYIOIINE OIIINH.

Otuer o cboe conepxut nHpopmanuio o cboe, Takyro kak Bepcud OC U IaKeTOB, BHIIIOJHEHHAS
KOMaH/IHasl CTpOKa, Tpacca CTEeKa, OTKpBIThIe (ailibl M ceTeBble MOAKIIOUEHHsI, COCTOSIHUE
PErHcTPOB, YacTh MCXOJHOIO KOJa, BhI3BaBIasi cOOH, C COOTBETCTBYIOLIEH CTPOKOH cOOS M T.I.
Takum oOpa3zom, pa3paboTUnKy HE HYXKHO 3amyckats gdb n aHamM3upoBaTh cOOH BPYYHYIO, BCA
HeoOxoanMast nH(opManus yxe ecTb B OTUETE.

Tarxoke Hamy MHCTPYMEHTH! Casr MO3BOJIIIOT OLEHUTH CEPhE3HOCTh cOO0sl. MBI JIeTMM MX HA TPH
nmpokux kimacca (kak u B gdb exploitable [50]): skcmiyarupyemsiii (exploitable), BeposiTHO
IKCIUTyaTupyembiii (probably exploitable) m He skcruryatupyemsiii (not exploitable). Kmacchbr
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BKJIIOYAIOT PAa3JIMYHbIC OIIMOKH, KOTOPBIE MOTYT BO3HUKHYThH BO BPEMS BHIIIOJIHEHHS ITPOTrPaMMBbI,
TaKkhe Kak IIepeNoJHEeHHEe CTeKa, ABOMHOE OCBOOOXKAeHHMe mnaMsaTH u npyrue. Kiacc cbos
ornpezesseTcs Ha OCHOBE TpPacChl CTEKa, JN3acCEMOJIMPOBAHHOIO YYacTKa KOJa, BBI3BABILIETO
UCKIIIOYEHHE, CUTHaja, IOCTYIMBIIEr0 B IPOrpaMMy, W HEKOTOPOH Jpyroil wuHQopManuu.
KnaccudumupoBanaeie cOom MmoMorarmoT pa3paboTduKaM IOHATh, KAaKHEe W3 HHUX CIEAYeT
AQHAJIM3UPOBATh U UCIIPABIIATH B IEPBYIO OYEPEb.

6. UHgppacmpykmypa HenpepbieHO20 2u6pPuUOHO20 ¢ha33uHaa

WuTerpanuio HempepbIBHOTO (a33MHra € HCHOJIB30BaHWEM (periMBopka sydr-fuzz MoxHO
TPOJIEMOHCTPHPOBaTh Ha mpuMepe mpoekra OSS-Sydr-Fuzz [19]. OSS-Sydr-Fuzz cozman 1o
obpasiy ymomstuytoro Bbimie OSS-Fuzz [34] w npmsBan monrBepauTh 3PHEKTHBHOCTH
ruOpugHOTO (pa33uHra Ha peasbHOM HporpaMMHOM oOecriedeHnH. COOTBETCTBYIONIMM CHHICOK
0OHapyKEHHBIX yI3BUMOCTEH [51] mpezacrasien B paszaene 7.

HeoOxoanmble MCXORHBIE KOABI BKIJIIOYAIOT KOJ TECTHPYEMOTO MPOEKTa U JOMOJHHUTEIbHBIN
penosutopuii ¢azzunra OSS-Sydr-Fuzz [19]. Penosuropuii coAep:KuUT HAOOp MpeABaPUTEIHHO
MOATOTOBJIEHHBIX CPEACTB AJISI HACTPOWKHM M 3aIlyCKa CeCCHM rHOpuaHOro ¢assunra. KioueBsimu
3aJadaMu IS 3aITycKa SBIIOTCS cOOpKa KOZia IPOEKTa, Pa3BepPThIBAHIE HHCTPYMEHTOB (ha33MHTa
¥ moaroToBka (aszsunr-neneil. COOTBETCTBEHHO, CTaHIApTHHIM makeT mpoekra OSS-Sydr-Fuzz
BKIIIOYAeT CKpuNT cOopku, uHCTpyknumu Dockerfile, cocraBnenHsie (a33uHr-nenun u Qaiia
KOH(pUrypauuu rudpuaHOro (as3suHra sl Kaxaod uenn. Kpome Toro, pemnosuTopuii Moker
MpeaAOCTABIATh JONOJJHUTEIbHBIE MaTCpUAJIbl, TAKUE KaK HavyaJbHBIA KOpIyC BXOJAHBIX JaHHBIX,
CJIOBAPH H T.1I.

N3o6paxennsiii Ha cxeme (puc. 1) mpouecc Cl das3unra peanusosan Ha miatdopme GitLab [52].
Cucrtema npuMeHsIeT KOHBEWep THHAMUYECKOTO aHAJIN3a, COCTOSINUN U3 MATH 3TAOB: THOPUIHBIH
(a33uHr, MHUHHMHU3AIMS KOpIyca, IMOWCK OIHMOOK C IOMOIIBIO IPEIUKaTOB Oe30MacHOCTH,
COPTHUPOBKA aBapUMHBIX 3aBepUICHWH © cOop TOKpeITHsS. Da33WHr 3alycKaeTcss IpH
BO3HMKHOBEHHHU BHEIIHEr0 TPUITEPHOTO COOBITHS. B HacTosIee BpeMst OH 3aIrycKaeTcsl BpY4HYIO
JUIT BBIOPaHHOTO TIPOEKTa M BETKH. AJITEPHATHBHO, OH MOXET OBITh OpPraHM30BaH Kak
3alUIaHUpOBAaHHAA PYTUHA WX 3aIyCKAaThbCsd HOBBIMHU KOMMUTAaAMU.

[lepen HavamoM aHamM3a BBIOPAHHOTO MPOEKTa 3aIlycKaTesb 3aJaHUi (a33WHIra aKTUBHPYET
3agady cOopku Docker. B mepByro ouepenp, cOOpIIMK HpPOBEpSET aKTyaJbHOCTh KOMMHTA U
3alpalluBaeT y peecTpa KOHTEHHEpOB, cyniecTByeT Jau o0pa3 Docker u3 npeapinynield urepanuu u
MOXHO JIM €ro IIOBTOPHO HCIOJb30BaTh. [loMydyeHHbIH WM IepecoOpaHHbIA KOHTEeHHep
UCTIONB3YeTCs IS Beex (a33uHr-neneit npoekra. Kaxknas (azsuHr-mens nmeer WHIMBHIYaIbHbBIA
KOpIIyC U OTJeJbHOE 3a/anue (a33uHra, KOTopoe MOCIIe0BaTebHO 3allyCKaeT JTalbl KOHBelepa
aHanuza. Kpome TOro, CyuiecTByeT BO3MOXHOCTh PaCLIMPUTh HauyallbHBIH KOPIYC BXOJHBIX
JAHHBIX (aiinamu, MOJYyYeHHBIMH B XOJIe NPEAbIAYIINX ceaHcoB (a33unra. [JToMUMo KypHaJIOB U
CTaTHCTHKHM aHajih3a, BBIXOJHBIE JaHHbIE 3aJaHusi (a33MHra BKIIOYAIOT PE3yJbTUPYIOLIHA
KOpIycC, HH()OPMAILIMIO O OKPBITHH, OTYeThl Casr ¥ BXO/IHbIE JaHHBIC, BBI3BIBAIOIINE OIIHOKH.

7. KkcnepumeHmanbHasi OyeHKa pe3ysibmamoe

Ms1 nocTossHHO HcmonbdyeM sydr-fuzz s mpoBeneHHs MPOrpaMMHOTO aHanu3a. Pemosuropuit
OSS-Sydr-Fuzz [19] coaepXWT CIHCOK TECTHPYEMBIX MPOCKTOB, WHCTPYKIMH MO HX COOpKeE,
HACTPOHKN KOH(HUTypamuu Uil OKpYKEHUS W mporecca ¢a33uHra. 3a OIWH roJ] UCIIOJIb30BaHUA
sydr-fuzz Obut0 OOHapykeHO 85 paHee HEHM3BECTHBIX AE(HEKTOB B 22 MPOEKTax C OTKPBITHIM
ucxomueiM kojoM [51]. M3 Hux 13 ommbOOK OBUM HAWICHBI C IOMOINBIO TIPEAUKATOB
0e30MacHOCTH, peayTn30BaHHAIX B Sydr.

Hdns cpaBHenust sydr-fuzz ¢ coBpeMEHHBIMM HMHCTPYMEHTaMH (a33uHra Mbl HCIOJIB30BAIH
¢peiimBopk Google FuzzBench [22]. Dkcniepumentsl Ha FuzzBench pasBeprsiBanuch Ha cepsepe
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¢ 256 T'b O3Y u aByms nporeccopamu AMD EPYC 7702 (mo 64 smpa xaxnslit). Sydr-fuzz
MIOCJIE/IOBATENIFHO TECTHPOBAJICS B cpaBHeHMH ¢ 4 ¢aszsepamu: libFuzzer [16], AFL++ [15],
SymQEMU [9] u FUZZOLIC [10]. Me1 BeiOpanu 15 neneii u3z FuzzBench, nperHasHaueHHBIX 1715
OLIEHKH TOKPBITHA. DKCIEPUMEHT ObUT HAacTpoeH Ha mnpoBeieHue 10 MPOrOHOB ISl KaKAOH
KoMOnHamu (a3zepa W HeNd, KaKIsIH TPOToH BHIMONHUICS Ha ogHoM sape CPU B teuenue 23
gacoB. M3-3a OrpaHMYEHHBIX PECYpPCOB CEpBEpa MBI Pa3ieiuin TecTupoBaHue sydr-fuzz Ha nBe
rpymrs reneii. PesymnbraTel Hammx sxcrepuMeHToB Ha FuzzBench obmenoctymasr [23].

GitLab

Container Project repository

registry

0SS-Sydr-Fuzz

< Docker builder ) :

A

( Fuzz job 1

|:> : |:> Result report
( Fuzz job N

Fuzz job
launcher

corpus
y
sydr-fuzz run (hybrid fuzzing) coverage
External
trigger- sydr-fuzz cmin (minimization) crash corpus
event
sydr-fuzz security (checkers) casr-reports
sydr-fuzz casr (crash triaging) checker seeds
sydr-fuzz cov-report (coverage)

Puc. 1. Cl-cxema OSS-Sydr-Fuzz.
Fig. 1. Cl-scheme for OSS-Sydr-Fuzz.

B xome omeHkH HCHoONB30BaNach cienyromas koHpurypamus sydr-fuzz. ['mOpumseii ¢as3uar
BBITIOJIHSJICS C OJTHUM 3K3eMIUIIpoM (a33epa M OJJHUM 3aITyHIEHHBIM dK3eMIUIIPOM Sydr B KasKblid
MOMEHT BpeMeHH. Sydr MHBEpTHpOBaJl BETBU B IIPSIMOM HOPSJKE C OJHHM IIOTOKOM PEIICHUS.
Orpanndenne B 10 cexyH ycTaHaBIMBAJIOCH /Ui pemieHus: oaHoro SMT-3ampoca, u 60 cekyHa —
Ui obmiero BpeMmeHH perieHus. Kaxaplii 3anmyck  Sydr orpaHuumBaics 2 MHHYTaMu.
Vcnonp30Bazcs K3 Ajsl MPEJOTBPALICHNAS MHBEPCHH OJHHUX M Tex ke BerBeil Sydr. lmsa Sydr
ObUIM BKJIIOYEHBI CTPOTO€ ONTHMHUCTHYHOE pemreHue W (ha33uHT CHUMBOJIMYECKHX aJIPEeCcOB.
Kaxnprii cuMBonmdeckuii agpec oOpadarbiBaiicss (az3uHroM st 10 10 pa3iudHBIX MOJENeH.
®Da33uHr CHUMBOJIMYECKUX /IPECOB OCTAHABIMBAJICS ISl TEKyllero 3amycka Sydr, korma ObuIo
creHepupoBano 1000 Takmx w™opmeneil. Kaxnmprii 25-# 3amyck Sydr Bmecto (a3sunra
CHUMBOJIMYECKHX a/IPeCOB BKJIIOYAJICS PEKHM IIOJHOH 00pabOTKM CHMBOJIMYECKHX YKa3aTeseH.
[Tpouecc nocTpoeHus NpeuKara IMyTH NpHOCTaHaBIMBaJICs nocie mianuposanus 300 3aganuii Ha
MHBEPCHIO BETBEH BO BpEMS CHMBOJBHOTO BBINOIHEHHUS. lcmomb3oBaHme mamatu uis Sydr
orpaanunBaiocsk § I'b. IIpu npeBsIIeHnH 3TOTO JIMMUTA BBIITOJHEHHE POTPaMMBI 3aBEpIIaeTCs,
U TIPOJIOJDKAETCS TOJILKO HMHBEPCHSI BETBEH.
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7.1 CpaBHeHue ¢ chaszepamu

Bo-nepBbix, Mbl cpaBHwM sydr-fuzz ¢ aBymst coBpeMeHHBIMH (ha33epamu, 4YTOOBI JIOKa3aTh
MPEeUMYIIEeCTBa UCIOJIB30BaHNsI CUMBOJIBHOTO ABMXKKA (puc. 2). Mbl npotectupoBanu AFL++ [15]
u libFuzzer [16] B cpaBHeHunm c¢ sydr-fuzz, CKOHQHUIYPHPOBAHHOIO C COOTBETCTBYIOIINM
¢azzepom. OnunakoBeie Bepcun libFuzzer (de5bl6d) u AFL++ (8fc249d) ucnons3oBanuce B sydr-
fuzz u FuzzBench s onenku. Takke BO BceX MHCTpyMEHTaX HCIIOJIb30Bajlach HJCHTHYHAS
koH(purypauus ¢aszsepa. Ilockonbky B Xome onxHoro wucneltanusi sydr-fuzz 3amyckaer nBa
sx3eMInrapa (¢paszep u Sydr) Ha ogaoM CPU-s71pe, Mb1 ckordurypupoBamu FuzzBench nHa 3amyck
IByx BopkepoB libFuzzer (-workers=2) m nByx mHcTancoB AFL++ (OCHOBHOW W BTOPHYHBII
Y3IIBI).

' (a) freetypel I II (b) harfbues
(a) freetype2 (b) harfbuzz
. ‘ 4 I I
A | II {c) iun‘* () ||hj]la.rl:g;1llrh| "
(©) lems (d) libjpeg_turbo )
o t;e)‘lib'pn‘u ‘‘‘‘‘‘ ¢r‘| l‘ib‘\'m;l- ' (e} Libpes I e
(2) libxs'll (h) mbﬂim | (2) lli[.‘;i?:ll | (h) Ill.f.\.c.l-illi
e T bt Gepmime - @ opens o umifugfl
(k) re2 (1) sqlite3 II m. r:"; | (i -;41[:;':
(m) vorbis (n) woff2 | o |';LJA\-|_;:L-':>;. g ..I o (rn.].-w:[[:_; o

sydr_aflpluspius

sydr_libfuzzer
#— aflplusplus_two_instances

~@— libfuzzer_two_workers

Puc. 2. Tecmuposanue Sydr-Fuzz u ¢pazzepos (23u).
Fig. 2. Results of Sydr-Fuzz u fuzzer testing.
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Pesynbrarsl cpaBHeHus sydr-fuzz u libFuzzer nokasansl Ha puc. 2 B ABYX JIeBBIX crojiOnax. Sydr-
fuzz mnpesszowen libFuzzer mo pocturHytomMy mnokpeiThio B 9 w3 14 npwioxenuit. U3 5
npwioxkenuit, rue libFuzzer nokasan ny4imme pe3ynbTaThl, CYIIECTBEHHOE IPEHUMYILECTBO
HaOmonaercs Tosbko st sqlite3. Jlnsg ocrampHbIX 4 NPWIOKEHHWH HWTOTOBOE TIOKPHITHE
HE3HAYUTENIBHO OTIMYAeTCS. OKCIEPUMEHT MpOBOAWICA B JABYX 3amyckax FuzzBench mo 7
OeHuMapKkoB B KaxaoM. Sydr-fuzz mokaszanm Ooiee BBICOKHI HOPMATM30BAHHBIA MOKA3aTelb
MOKPBITHS B 000oux 3amyckax: 98.67% u 99.63% s sydr-fuzz mporus 96.51% n 98.33% nna
libFuzzer cooTBeTcTBEHHO.

B nByx mpaBeIX cTonOmax puc. 2 moKa3aHbl Pe3yIbTaThl IKCIepuMeHTa sydr-fuzz B cpaBHEHUH C
AFL++. Sydr-fuzz Ttaxke mokasan Iydiine pe3yapTarsl B 9 w3 14 TPWIOKCHHH B 3TOM
skcnepuMenTe. Kak BUIHO U3 puc. 2, Ha OOJBIIMHCTBE NPIJIOKCHUN HAOII01aeTCs 3HAYNTEIbHBIH
pa3dpoc pesynbraToB Mexkay sydr-fuzz m AFL++ B mone3y 000uxX HHCTpYMEHTOB. s ABYX TPy
ueneit sydr-fuzz monmyunin 6osiee BEICOKUH CpeHUN MoKa3aTenb moKpeITus: 98.75% u 99.19% mis
sydr-fuzz npotus 94.87% u 96.70% st AFL++ COOTBETCTBEHHO.

7.2 CpaBHeHue ¢ rubpuagHbiMmu dpassepamm

Ha crnenyromem stane Mbl oueHunu sydr-fuzz B cpaBHEHHMH C COBPEMEHHBIMH T'HOPUIHBIMH
¢dazzepamu. Mbr BeiOpamn SymQEMU [9] u FUZZOLIC [10], TOCKOIBKY 3TH HHCTPYMEHTHI
TaKXKe BBHIMOJNHSIIOT THOpUIHBIN (az3uHr Ha ocHOBe AFL++ [15] ¢ CHMBOJBHBIM BBHITOTHCHUEM
OouHapHOTO KOoma. MbI yoenmmuch, uro sydr-fuzz ncnomnp3yet Ty ke Bepcuro AFL++ (8fc249d) u
HACTPOWKM, YTO M 3TH HMHCTPYMEHTH. Habop OCHUMapKOB HE3HAYMTENBHO OTJIMYACTCA OT
UCTIONIb30BAHHOTO AJISI OLICHKH (ha33epOB U3-32 HECOBMECTUMOCTH TECTUPYEMBIX HMHCTPYMEHTOB C
HEKOTOPBIMU LieJisIMU: 00a HHCTpyMeHTa He padotanu c libxslt u openssl, a FUZZOLIC — ¢ woff2.
Pesynbrate! cpaBaenus Sydr-fuzz u SymQEMU noka3aHsl Ha pucC. 3 B ABYX JIEBBIX CTOJIOIAX.
Sydr-fuzz cmor npes3zoiita SYyMQEMU B 7 u3 13 npusoxeHuil. Pe3ynbTaThl JOBOJIBHO OJU3KK HA
OonpmmHCTBe OeHUMapkoB. M3 Bcex OerumapkoB, rae SymQEMU moka3zain srydmme pe3yibTaThl,
Tonmpko i zlib_uncompress HaOmomaeTcs 3HAYUTENBHOE NMpenMmymiecTBo Hax sydr-fuzz. [lns
O6eHumapka sqlite3 OBLIO 3aIymIeHO TOJNBKO 5 HCHBITAaHWH M3-3a HectabmipHOCTH SymQEMU Ha
aToil memu. s aByx rpymm akcrnepuMeHToB sydr-fuzz mokazanm Gosiee BBICOKOE CpeaHee
mokpeitue: 99.35% u 99.95% mna sydr-fuzz nporus 97.03% wu 99.67% mis SymQEMU
COOTBETCTBEHHO.

Pesympratel skcmepuMentoB ¢ sydr-fuzz m FUZZOLIC mnoka3aubl B TpaBbIX ABYX CTOJNOIAX
puc. 3. Insa onenkn FUZZOLIC 6bi10 noctynHo Tonbko 12 neneit. Sydr-fuzz cmor mpe3oiitu
FUZZOLIC B 6 u3 12 GenumapkoB. Kak m B ciaydae ¢ SymQEMU, pe3ynpTatel B 3TOM
skcnepumente Onmsku. FUZZOLIC moxa3an 3HaYUTENHHO OOJIbIIEE MOKPHITHE TOJIBKO Ha IENH
sqlite3. Sydr-fuzz cymecrBenno npes3omen FUZZOLIC Ha nensx libjpeg_turbo u openthread. Ha
OCTaJIbHBIX OCHUYMapKax pe3ysbTaThl OYeHb CXOXKH MO ucteueHun 23 yacoB. Tem He meHee, sydr-
fuzz cmor pgoctmdp HEMHOro ©OoJjiee BBICOKOTO CPEIHEr0 HOPMAJIM30BAHHOTO MOKa3aTews
MOKPBITHSL B 00enx rpymmnax skcrnepuMeHToB: 99.1% u 99.84% s sydr-fuzz nmpotus 99.07% u
99.81% ms FUZZOLIC coOTBETCTBEHHO.

Takum oOpazom, sydr-fuzz mnpeszomen kak libFuzzer, tak m AFL++ Ha OosbmmHCTBeE
OLIEHMBAaEMbIX OEHUYMAapKOB M JIOCTHI Ooyiee BBICOKOTO OOIIEro MOKphITHA. Hamm pesynbrarsl
TaK)Ke TOKa3bIBaIOT, 4yTo sydr-fuzz HaxoxuTCs Ha TOM € ypOBHE, YTO M MOIIHBIC COBPEMEHHbIC
ruOpuaHbie (as33epbl, ¥ B HEKOTOPBIX CIIydasX MOXeT HX mpeBocxoautb. Kpome toro, sydr-fuzz
CMOT' TIIPEB30WTH BCE MPOTECTHpOBaHHBIE coverage-guided m rubpuanble a3sepbl Ha 4 mENsX:
freetype2, openthread, libxslt (SymQEMU u FUZZOLIC we cMmornu BoIodHUTH libxslt) u woff2
(FUZZOLIC me ynmamoch 3amycTuTh). Takke ecTh omHa Ienb, sqlite3, Ha KOTOpoil Bce apyrue
WHCTPYMEHTHl TOKa3aJd JIydliue pe3yiapTaThl, uYeM sydr-fuzz. DTo MOXKHO OOBSICHHUTH
HeapdexTuBHOM paboroir Sydr B maHHOM KOHKPETHOM Ciydae, YTO CHIXKAeT OOIIyio
MIPOM3BOIUTENBEHOCTD (ha33UHTa.
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Fig. 3. Results of Sydr-Fuzz and hybrid fuzzers testing.

8. 3aknroyeHue

Msbl  mpencraBuiu - (peiiMBOpK  HenpepbiBHOrO rubpupHoro ¢aszsuura Sydr-Fuzz s
3(h(GEeKTHBHOrO JUHAMUYECKOTO aHajiu3a MpOrpaMM B PaMKax KH3HEHHOrO IHKIA Pa3pabOTKH
6e30macHBIX MPUIOKEHUH. MBI 00BeIMHIIN OpPKECTPALNIO THOPHUAHOTO (pa33uHTa, MHHUMH3AIN IO
KopIyca, oOHapy)XeHHe OMIMOOK, cOOp MH(pOpManWu O MOKPHITUH M Kiaccudukaiuio cOoeB B
e/IMHbI Habop MHCTPYMEHTOB. MBI Ipe/ICTaBMIIM HOBYIO MHTETpaIMio THOpHIHOTO (a33uHra Ha
OCHOBE CHMBOJIbHOTO HcroiaHuTens Sydr [14] n momynsipHbIX (a33epoB ¢ OTKPBITHIM HCXOIHBIM
kogoM AFLA++ [15] u libFuzzer [16]. MsI co3nanu penosutopuii OSS-Sydr-Fuzz [19] ¢ nensimu u3
1O ¢ OTKpBHITBIM HMCXOAHBIM KomoM st sydr-fuzz u oOHapyxmimm 85 HOBBIX OmHMOOK B 22
npoekrax [51]. Ml mpeanoxwid KOHBeHep AMHaMU4YecKoro aHanmmza i sydr-fuzz, 4toObr
MaKCUMHM3HPOBATh IMOJE3HBIH 3¢p¢dexT oTr Habopa MHCTPYMEHTOB. MBI OTKPBUIM IS

HCIIOJIb30BaHUs HCXOHHBIﬁ KOO MHCTPYMECHTaA Casr A KJTaCTEpU3anuu U ACAyIUIMKallui OTYETOB
o0 cbosix [24].
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Hama onenka nokasslBacT, 4To, C OJHOW CTOpOHBI, Sydr-fuzz mpeBOCXOANUT COBPEMEHHBIC
¢a33zepsr ¢ nokpbitueM AFL++ u libFuzzer Ha GonbIIMHCTBE OLIEHWBAEMBIX Ii€Jeld U JAOCTUraeT
Oosiee BeICOKOrO 00mIero mokpeitus. C apyrod cToponsl, sydr-fuzz okaszaics cOMOCTaBUM C
MOIIHBIMU COBpeMeHHbIMH THOpuAHbIME (azzepamu SymQEMU [9] u FUZZOLIC [10] u B
HEKOTOPBIX CIy4YasX Ja)Ke MOXKET WX MNpPEB30WTH. 3HAUMTENbHAs IO0Jb3a, KoTopyko sydr-fuzz
MONy4aeT OT AWHAMHYECKOTO CHMBOJIBHOTO HCIONHHUTENsS Sydr B mporecce (a33WHTa, TaKHM
00pa3oM, IEMOHCTPHUPYET aKTyaJbHOCTh HCIIOJB30BAHUS IEPEINOBBIX THOPHIHBIX (a33epoB B
JTMHAMHYECKOM aHaJIn3e.
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