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AnHotamus. B cratee paccmarpuBaercst pobieMa GHCHMYIISIINKE aBTOMATOB C IAMSATHIO, IPEJICTaBIISIOINX
c000i MOJIeNb pacIIMPEHHBIX PETYIISIPHBIX BRIpa)KEHHWH C TPYINIIaMH 3axBara B maMsaTh. [locTpoeH anropurtm
OMCHMYJIAIINY TAKUX ABTOMATOB B CITydae eIMHCTBEHHOM sTueiiku maMsaTu. [IokazaHo, 4TO B CiTydae HECKOIBKIX
s’YeeK M BO3MOXKHOCTH PEKypCHBHOTO Ilepe3axBaTa B IaMsATh, NPoOiIeMa OMCHMYIISIIAN BKIIOYAaeT B celds
npoGyieMy TpPOBEPKM HCTUHHOCTH IIPOM3BOJBHOTO YPaBHEHMS B CJIOBAaX HaJA 3JIEMEHTAMU JHMHEHHBIX
KOHTEKCTHO-CBOOO/THBIX SI3BIKOB.

KnroueBble c/10Ba: pacinpeHHbIE PEryISIPHbIE BEIPAKEHHSI; KOHEUHBIC aBTOMATHI C TAMSITBIO; ONCHMYIIAIIHS;
YPaBHEHUS B CIIOBaX.

Jas uutupoBanmsi: HeneiiBoga A.H., lensman A /L., TepentheBa A.C. Bucumynsunu KOHEUHBIX aBTOMAaTOB
¢ mamsteio. Tpynst UCIT PAH, Tom 37, Bem. 6, wactb 3, 2025 r., ctp. 7-18 (Ha anmmmiickoM si3eike). DOI:
10.15514/ISPRAS-2025-37(6)-33.

Baarompapnoctn: Ilepsrrit aBTop nmonuepxkan npoektom HUP PAH, Homep npoekra 125021302067-9.

1. Introduction

Extended regular expressions have been known at least since the early 90s, when they were
implemented in the text editor ed [1]. Many practical extensions of the regexes are made inside the
class of regular languages, e.g., lookaheads and lookbehinds. The main exception is a back-reference
support: if a capture group contains an iterated expression fragment, then back-referencing to the
group may represent non-regular properties of the recognized language. For example, the
expression (a*)(b*)\1\2 recognizes the language {a"b™a™b™ |m,n € N}, which is a typical
example of a non-context free language.

The main concern about the extended regex models is the high computational complexity of their
analysis. The language inclusion problem for extended regexes even with a single memory cell is
proved to be undecidable [2], the similar statement holds for language inclusion for patterns that are
modelled with extended regular expressions with no restriction on memorized values and no loops
and alternations in the core regex [3]. Thus, extended regex simplification tends to be a hard
problem, requiring the development of approximate solutions.

It is known that some practical tools such as RE2 [4] process even academic regular expressions via
non-deterministic finite automata optimizations, because they can be much faster than the exact
minimization algorithm, and can preserve the structure of the regular expressions. One of such NFA
optimization algorithms is merging the bisimilar state classes [5-6], which is also a well-known
technique in program optimization. If some of the states in an NFA are indistinguishable from the
point of view of a user of the NFA, these states can be considered as a single state, thus reducing the
state space with no impact on computation traces. Equivalence of NFA, which is known to be in
EXPTIME, can be tested via bisimulation as well [7]: although the bisimulation relation is finer than
the language equivalence, it can be computed in polynomial time, thus giving a fast under-
approximation of the equivalence test. In the case of pushdown automata, language equivalence is
undecidable, while bisimulation is decidable (but non-elementary) [8-9]. Bisimulation was also
applied to symbolic finite automata, i.e., finite automata with guarded transitions, in order to improve
performance of extended regexes with no memory operations [10].
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It seems very natural to consider bisimulation-based optimizations in the presence of capture groups,
both because the bisimilarity is typically easier to compute than the language equivalence, and
because the bisimulation-merging optimizations are structure-preserving, which is practical in cases
when the captured data is used outside the extended regex. However, as far as we know, none of
state machine formalisms supporting backreferences were considered in the papers studying the
bisimulation-based optimizations and analysis. The main reason for this gap is maybe a confusion
of different backreference-based formalisms for extended regular expressions, none of which is
chosen as a standard nowadays, despite the fact that sometimes distinctions are minor, and some
formalisms can be treated as special cases of the others [11].

It is also worth noting that the language of backref-regexes cannot be treated as a special case of a
formal language with well-known bisimulation properties. It can be easily shown that {a"b™|n € N},
which is both context-free and Petri net language, cannot be recognized by any backref-regex. On
the other hand, the language {ww | w € (ab)*} is trivially captured by the regex ((a\b)*)\l, while
this language is known to be neither context-free nor Petri-net [12]. Thus, the backref-regexes
formalism is independent from the classification of process algebras given in the paper [13].

This research aims at studying the bisimulation relation for the memory finite automata (MFA),
which are used as the automata model of the extended regular expressions in the series of
works [2, 14], and encapsulate the expressiveness of the named capture groups with reinitializations.
We propose an experimental algorithm for checking bisimulation of one-memory MFAs, and
discuss why bisimulation is hard in the case of multiple memory cells. For the latter, we show that,
in some borderline cases, the bisimulation problem is closely related to a question whether a
parameterized is always a solution to a given word equation of an arbitrary form.

2. Preliminaries

2.1 Bisimulation

Every state machine can be defined by its transition graph, which contains a complete description
of its possible traces. If the state machine is not finite, the transition graph is infinite, taking into
account the infinite set of inner states of the machine. We assume that the transition graphs are
represented as labelled transition systems, in which edges are labelled by the actions possible in the
state machines.

Definition 2.1.1 Given labelled transition systems 7,, T, and the action alphabet Z, bisimulation is
a coarsest relation ~ between states of the systems satisfying the following property.

If q; € States(t,), q, € States(t,), y € X, and q; ~ g5, then for every transition q, 5 q, €1
there is a transition g, 5 q', € 1, 8.t. T, ~ 1,, and vice versa.

Systems 7, and t, are bisimilar if and only if their starting states are in bisimulation, and, in the case
of the existence of final states, any final state in 7, is bisimilar to a final state in t,, and vice versa.
State machines are bisimilar if and only if their transition graphs are bisimilar.

For most known state machine models, the bisimulation relation is strictly finer than the language
equivalence relation. E.g., non-bisimilar finite automata recognizing the same language {a™ +
1| n € N} are given in Fig. 1.

A simple and natural technique for checking the bisimilarity of the transition graphs 7, and t, can
be formulated as a bisimilarity game with two players:

The initial player configuration is the pair {(gs, q's), where gs, q' are the starting states of 7; and t,
respectively.

. . . . Yo
Given the pair <qki, qk].> , Attacker chooses any element of the pair and a transition g, — g, inthe
corresponding LTS. Defender must respond with a transition g, — q', from the remaining state in

9



Nepeivoda A., Delman A. Bisimulations in Memory Finite Automata. Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 6, part 3, 2025. pp. 7-18.

the pair, respecting the finality of the state g,,. After this round, the player configuration includes g,
and q',, and the new round starts.

Attacker can play while there exists at least one transition from either g, or ;- If Defender cannot
choose a transition at least for one player configuration reachable from the initial configuration, the
LTS are not bisimilar. Otherwise, the LTS are bisimilar.

E.g., given the processes in Fig. 1, Attacker can choose the first one (namely, A,) and play 0 51

Then, in order to respect the state finality, Defender is forced to respond with 0’ % 2'. Since state 2’
has no outgoing transitions, any possible second action of Attacker in the LTS makes Defender to
lose.

(a) Glushkov NFA o for aa*, (b) Glushkov NFA &% for a*a.

Fig. 1. An example of non-bisimilar equivalent NFA.

2.2 Extended Regular Expressions
The theory of the extended regular expressions followed much later than they became usual in
practice. Several formalisms were proposed by different research groups, based on the details of
naming capture groups and possibility of reinitialization of the groups [11]. In 2014, Markus Schmid
suggested to consider only named capture groups in the extended syntax, and proposed a convenient
representation in terms of state machines with restricted memory support (memory finite automata,
MFA). Schmid-style regular expressions are more expressive than PCRE2-style regular expressions
used in practice currently [11], but the trends of the PCRE2 development show that cyclic re-
initializations are likely to appear in near future [15].
In our work, we use the latest MFA model, which includes reset memory actions [16]. Following
the papers [14, 16], we also call extended regular expressions ref-words.
Definition 2.2.1 Given an input alphabet ¥ and the memory set cardinality k € N, a regular
expression with backreferences (ref-word) is defined recursively:

e yEZX € and &i, where i < k, are ref-words (the latter defines reading the [1-th memory

cell);

» if p; and p, are ref-words, then so are (p;1p2), (p102), (P1)*;

+ ifi < kand p is aref-word including neither &i nor [,7];, then [,]; is also a ref-word.
The last operation defines capture groups. We require memory brackets [;, ], to be balanced both
wrt the regular parentheses, and wrt each other. That is the only distinction from the formalism given
in paper [14], which admits unbalanced capture groups.
The ref-word definition above does not specify semantics of uninitialized backreferences, e.g. in
&la[,b*],a&1. Following the terminology of the paper [11], we assume e-semantics: all
uninitialized references are meant to have the empty value. Thus, the ref-word given above
recognizes the language {ab™ab™ | n € N}.

2.3 Memory Finite Automata

Definition 2.3.1 A memory finite automaton (MFA) [14] is a tuple (Q,Z, qo, F, 8), where Q is a
finite set of states, X is the input alphabet, g, € Q is a starting state, F < Q are final states, and
5:(@xxu{elu{1,2,..,k}) = Q x{o,c,7,s) is a transition table. The symbols o, c, r, s are
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memory instructions for opening, closing, resetting, and staying in the current memory status
respectively.

An MFA configuration is a tuple {q, w, (uy,m;),.., (uy, m;)), where g is a current state, w is an
input suffix to be read, and for all i,1 <i <k, (u;, m;) is an i-th memory state, consisting of a
stored string u; and a memory status m; € {0, C}. Given an input w,, the initial memory state is
(qo, wo, (€,C),.., (g,C)), i.e., all the memory cells are assumed to be closed and to store empty
strings.

A transition from configuration (q, vw, (uy, my), .., (ug, my)) to {(q’, w, (u'y, m';),.., W', m')) is
possible if there is a transition rule from q to q' labelled g, and having the instructions (b, .., by)
such that either:

* B €ZXU{e}andv = B (usual transition), or
* Be{l,.. k}andv = u,, given m's = C (reading transition).
The memory states are updated as follows:

ui,m’iZC
r _ C,biZCVbiZTV(biZS/\miZC) o e,bi=r
mi_bi(mi)_{ 0,b;=0V(by=sAm=0) '“i~ v,b; =0

uu,b;=sAm; =0
That is, the memory status is updated before processing the tape. If the resulting memory status is
closed, the memory cell does not append the currently read input fragment v. If the status is open,
the string v is appended to the current memory. Both reset and open instructions clear the memory,
but the first sets C as a status, while the second sets O.

An example of a memory finite automaton for a nonregular language {a®**ba™n > 0} is shown in
Fig. 2. For convenience, the memory actions on the edges are given in the brief form: a label only
lists cells that are closed, reset and opened along the edge, not mentioning the staying in the current
status instruction. The MFA that are used in the examples are uniformly generated from the
corresponding ref-words, using an MFA construction algorithm based on the Glushkov construction
[17], and utilising the reset memory action in order to avoid e-transitions.

Fig. 2. An example of a memory finite automaton.

3. Bisimulation in Memory Finite Automata

Definition 3.1. Let A =(Q,Z, q,, F,8) be a memory finite automaton over k memory cells. Its
transition graph G (A) is defined as follows.

* (q0,{(€,C),.., (g C))) is the starting node of the transition graph;

» given a configuration N; = (q, ((uy, my), .., (ug, my))), children of the node labelled with
N; are the nodes labelled with configurations reachable by all possible one-step transitions
from N;.

In most practical cases, the memory statuses in all states of A are determined by the states (i.e., given
a state q, the values of m,, .., my can be restored independently of the previous trace). We assume
that the condition holds for all MFA considered, and omit m; values in the node configurations of
transition graphs. While the notion “capture groups” is usually used in the context of ref-words, we
also say that, given an MFA A the subgraphs between the open and close operations wrt the cell k
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are “capture groups” for the reference k in A. Additionally, we assume that every capture group of
an MFA is useful, i.e., there exists at least one path in the transition graph where the value
accumulated in the group is used by a reference. In order to distinguish the actions with the same
label in distinct A, and A,, we sometimes mark the references in the transition graphs with the
corresponding subscripts, i.e., &k,, and &ky, .

Given the MFA formalism, we make the following general assumption about the input commands
controlled by the user.

Assumption 3.1. Given the transition graphs G (4,) and G (4,), the transitions from nodes N;, and
N;, both labelled with &i are equal if and only if the stored u; value in the N;, configuration coincides
with the stored u; value in the configuration of N;, .

Now we are ready to give the definition of the bisimulation relation in the terms of MFA.
Definition 3.2. Given MFA A, and 4,, the MFA are bisimilar (denoted A; ~ 4,), if and only if
their transition graphs G(4,) and G(A,) are bisimilar.

When considering the problem of MFA bisimulation, it is natural to assume that users have no direct
access to memory operations (open, close, reset). On the other hand, a reference to a memory is an
explicit control action, which is distinct from any other user action. Thus, we introduce the notion
of an action automaton, which describes possible sequences of

control actions in the process graph of a MFA.

Definition 3.3. Given k-cell MFA A, its action NFA m,,(A) results from A by erasing memory
operations from edge labels of A. The symbols &i (1 < i < k) become elements of the input action
alphabet Act for m,, (A).

If MFA A; and A, are in the bisimulation relation, then the control traces of them must coincide,
thus, , (4,) ~ my (42). In the latter case, we say that A; and A, are action-bisimilar. This relation
induces a relation on the states of the MFA themselves, however, the action-bisimilarity is not
enough to provide real MFA bisimilarity: in order to imitate the action &k, played by Attacker,
not only Defender must respond with the action &k,,, but also, they must guarantee that the
reference reads exactly the same value. Otherwise, the two actions &k cannot be considered as equal.
For example, let us consider the MFA given in Fig. 3. Their action NFA are trivially bisimilar, being
equal, but Attacker has the following winning strategy.

. Plays’ 51/,
&1
» If Defender responds with S 5 1, then play 1" — 3’. Defender loses, being unable to reset
memory value to e.

« If Defender responds with S 5 2, then play 1’ 5 2'. Now Defender cannot accumulate
anything in the capture group.

4. Bisimulation for One-Cell Memory Finite Automata

We start with the simplest class of memory finite automata, namely, automata using a single memory
cell. In order to obtain a winning strategy, Defender must be able to repeat the Attacker’s decisions
made inside the capture groups. The two possible sorts of decisions are:

» given a loop inside a capture group, decide whether to continue iterations or to exit;
» given a captured branching by different y,, y, € X, choose the alternation branch.

Note that, given a branching without a loop in a capture group, we are still able to capture only a
finite set of possible strings, provided that the MFA has the only memory cell. Hence, the second
sort of the decisions, considered separately, is somewhat “weaker” than the first: memorization of
alternations without loops can be modelled by finite state models. Hence, we are interested in the
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decisive actions occurring only in capture groups containing loops. If the actions are considered
outside the capture groups, we mention this fact explicitly.

Fig. 3. Non-bisimilar MFA and their transition graphs.

Proposition 4.1. Let my(A4;) ~ my(4,). If there exists a state g, in 4; s.t. it has an outgoing
decisive action (inside a capture group) and none of the states in A, that are action-bisimilar to g,
has such a decisive action inside the capture group, then =(4; ~ A4,).

Proof. Let us show Attacker’s winning strategy in the case of the decisive action in A; which is not
action-bisimilar to any decisive action in A,. First, given the loop in the capture group where the
decisive action occurred (or is to occur), Attacker decides to play the looping back action at least S
times, where S is the sum of the number of states in A, and A,, and additionally chooses such a
number of iterations that the value of &1, is not equal to &1,, . Second, Attacker chooses the
shortest possible path in A; to the action &1. In order to imitate the action &1,,, Defender is forced
to reset the value of &1, , but the value of &1, is longer than any possible value read along at most
[J transitions. Due to MFA semantics, no transition captured in the memory cell 1 can refer to the
memory cell, thus, no more than S letters can be captured. See Fig. 4 (a).

Proposition 4.1 demonstrates an important property of bisimilar traces within MFA semantics: if the
memory cell captures any loop, then the capturing of the input fragment read along the loop must be
done synchronously in both MFA. Otherwise, Attacker can apply the strategy shown in Fig.4 and
force the Defender to lose, looping inside the capture long enough. Hence, in bisimilar MFA, all the
traces with loops must be action-bisimilar in their “decisive” fragments, as well as synchronized in
terms of write and read operations: if a trace of A, contains k read operations after a capturing with
a loop, then the bisimilar trace of A, must also contain k read operations without re-capturing
memory between them.

In Fig. 3, while the states 1 and 2’ with the decisive actions are action-bisimilar, the process graphs
are not. The reason is that Proposition 4.1 induces a narrowing on action-bisimilarity relation, taking
into account the synchronisation that must occur in the capture groups previously visited. Namely,
if the state 1 is visited by a player, then 2’ is visited as well, and all the actions reachable after closure
of the memory cell containing state 1 in its capture group must be also reachable after closure of the
memory cell containing state 2’. The given condition fails due to existence of state 2 in A4, allowing
Attacker to read additional letters a after the memory is closed, while in A, the only reachable state
after the memory closure is the state 3’, and Defender is unable to read any a in this state. Hence,
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not only the decisive actions must be bisimilar in the bisimilar MFA, but also the sub-automata
having the nodes with the decisive actions as starting states must be bisimilar.

1-th cell is closed

&l | > S

no memaory resct

[N —
less than S steps

1-th cell is closed

{a) Strategy for Attmcker in case of o decisive loop action (b) Parh transformations preserving hisimilarity

Fig. 4. Attacker strategy in case of a decisive action in a loop within a capture group,
and bisimulation-preserving path transformation.

Now we are to deal with the case when the memorized strings can be re-captured by Defender.
According to Proposition 4.1, this case can only occur when the strings are read along the paths in
that do not include any loops. The set of all possible memory values read along the paths is finite.
Hence, we can annote the paths storing these values with a finite number of indexes, and then track
that the indexes coincide when the memories are referenced to. One important case of such
annotation is reset-annotation: that is, tracking that states on the given path store the empty value.
However, in order to make the annotation, it is crucial to split the paths carrying unbounded and
bounded strings in the memory cell. The following proposition is a corollary of the fact that ref-
words satisfy certain Kleene algebra theorems, such as right distributivity, nesting, and fusion.
Proposition 4.2 Given any MFA A, we can transform it into a bisimilar MFA using the following
transformations:
» given two paths having the same destination node, duplicate the destination node and split
them apart (subfigure (b) in Fig. 4, upper diagram);
* and, given a looped path, extract a first iteration over a certain subpath into an explicit
subgraph (subfigure (b) in Fig. 4, lower diagram).
Using these two transformations, we can split subpaths storing constant strings from the ones storing
possibly unbounded strings, and apply the annotation procedure in order to validate constant value
re-capturing.
For example, such transformations allow us to distinguish cases of bisimilar MFA based on the ref-

words a*([,a*],)*&1 and ([,a*],)*&1 - where the latter is transformed to
ax (I,a*1,)*&1, and non-bisimilar MFA based on [, b], ax (I,a*],)*&1 and

annotated with € annotated with b
[1b]1([1a*]1)*&1' The bisimilarity in the second case is broken, because we cannot “unfuse” the
looped capture group in [1b]1([1a*]1)*&1 preserving the constant b-annotation. Hence, the path
fragments preceding captured decisive actions cannot be made bisimilar by any combination of
transformations given in Proposition 4.2.

It is tempting to conclude that the whole capture groups with loops are required to be action-bisimilar
in order to guarantee that A; ~ A,. Nevertheless, in some bisimilar MFA non-decisive actions can
occur asynchronously even along the paths including loops. An example is given in Fig. 5. The
capture groups are non-bisimilar, while the states 2 and 2" with action-decisive outgoing transitions
are both captured. The reason for this non-trivial bisimulation is rooted in the theory of word
equations. Namely, for every w = a*, aw = wa, and that is why the values of the references &1y,
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and &1,, always coincide. Due to Proposition 4.1, non-bisimilarity of this sort, given a loop in the
capture group, can occur only with respect to constant prefixes and suffixes surrounding the input
fragment captured in the loop. That is, given the captured strings X;, X,, ..., X,,, they can be
rearranged between constant fragments in such a way that the resulting equation vy X v, X, ... X, =
Xiw1X, ... X, w,, Where v; and w; are string constants, should hold for any X;,.., X,, values in the
languages of the decisive fragments. We assume that the equation is minimal, that is, the equation
cannot be split to lesser length-equal fragments. E.g. aX;bX, = X;aX,b can be definitely
aX; = X;a

bX, = X,b’ hence, it is not minimal.

represented as a system of minimal equations {

Fig. 5. Bisimilar MFA with non-bisimilar capture groups.

Equations of the form vy X v, X; ... X, = X;w, X, ... X,,w,, are well-studied [18]: any their solution
X;-component belongs to a simple regular language following the pattern (r,7,)"t,, i.e., the
language of fractional powers of word t,7,. Therefore, bisimulation of MFAs with non-bisimilar
capture groups including loops can occur, only if the loops themselves, in any their composition, are
marked with powers of the same string.

In order to process bisimulation cases of the sort described above, we propose to use memory
revision algorithm.

» All the decisive alternation fragments in capture groups are replaced with fresh string
parameters.

» All the loops with no decisive alternations inside them (i.e., iterating along the constant
path &) are replaced with the parameterized word &*i, where k; is a fresh integer parameter
or, in case of nested loops along the same subwords, parameter expression.

» The resulting values are unified, i.e., the parameterized and constant values are substituted
instead of the path fragments. If the result of the substitution is a trivial equality, then the
bisimulation can hold, otherwise, there is at least one path along action-bisimilar states that
results in different values of &1,, and &1, .

Regarding nested loops, the procedure depends on their semantics. If given a loop with a minimal
path reading &, &,, this loop contains an inner loop starting in &;-th position, the inner loop contains
a decisive alternation unless it iterates along the constant path &,&; or a power of its primitive root
&; in the latter case, words read along the both loops (the inner and the outer one) can be mapped to
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a single parameterized word &*i1 2 where k;, is a parameter denoting the outer iterations count,

and k;, denotes the total inner iterations count.

Only if all the decisive actions are synchronized wrt the order induced by the synchronization, all
the constant memory annotations are synchronized wrt each other, and all the memories are revised
to be equal before referencing to them, then we can state that A; ~ A4,.

A prototype of the described algorithm, as well as the ref-word — MFA conversion and a fuzz
equivalence testing module for MFA, is developed in the Chipollino formal language converter
https://github.com/OnionGrief/Chipollino — the application that allows you to generate, transform
and analyze various representations of formal languages (e.g., regular expressions, automata: FA,
MFA, PDA). The MFA can be input by hand via a simple DSL language, or constructed from ref-
words using Schmid algorithm [14], and an analogue of the Glushkov construction, merging e-
closures; random MFA and ref-words generators are supported in the project as well.

5. Multiple Memory Cells

In the case of multiple memory cells, the bisimulation problem meets new challenges, since the
corresponding MFA paths can include references inside capture groups, as well as iterations over
re-captured references. In the case of a single memory cell, at least we can assume that the capture
groups used by bisimilar reference actions are action-equivalent (i.e., the languages of the
corresponding action NFAs coincide). When the reference actions can occur inside the capture
groups, that statement is not true. For example, values of capture groups with no decisive actions
can behave the same way as the constant strings. An example of ref-words producing MFA with
non-equivalent traces inside the capture groups is the pair a[,al a[,&1a],&2 and
[,al,a[,a&1],a&2. The value stored in the cell 1 is a fixed constant, and its impact on the value
stored in the cell 2 is exactly the same as in the case when this constant is explicitly stored.

If the memory cells have a cyclic dependency [19], the bisimulation problem very likely becomes
undecidable, because the languages of the memory cells have even more expressible power than
languages of the whole ref-words. An example is the ref-word ([Za&lb]z[la&Zb]l)*: its memory
cells 1 and 2 store the languages {a®"bh?"*n € N} and {a?"*1b2"*1n € N} respectively, and both
can be proved to be inexpressible by any ref-word. Actually, given any linear context-free language
L, amemory cell language can capture L; and, provided sequences [, ®], W&1, @[, V], &1 depending
on words in generated by these languages, the bisimulation between them holds if and only if the
word equation @ = W for members of these languages is always true. This observation shows that
the multi-cell bisimulation is definitely a hard problem, and maybe even undecidable.

6. Conclusion

The bisimulation problem of memory finite automata appears to be tractable at least in some
practical cases. If a bisimulation is constructed on the states of A itself, then the bisimilar nodes in
A can be merged with no change of the captured values, or the MFA traces. While the minimization
problem for MFA is undecidable, the optimisation by bisimulation can be a decent approximation
of the minimization, especially in the case when the MFA is deterministic. Efficiency estimation of
this optimization is a future work of our MFA project.

Another interesting question is the decidability and complexity issue of MFA bisimulation in the
general case. The existential theory of strings is known to be decidable [20-21], however, the
bisimulation problem requires an algorithm not to decide a sole question whether a word equation
has at least one solution, but to check if the language generated by the previous traces of MFA
always satisfies this equation.
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1. BeedeHue

[TonsTHE BRICOKOTPON3BOUTEILHOM BEIMHCINTEIBHON CUCTEMBI (CYTIEPKOMITBIOTEPA) TTOSIBUIIOCH B
koHIe 60-Xx roJOB M NPUMEHSUIOCH B TO BpPEMs K YHHKAJIbHBIM MO IPOM3BOAWUTEIHHOCTH
BeruncauTenbHBIM cuctemam Ceiimypa Kpas [1]. Tlox CymepKOMIIBIOTEPOM MOHHUMAIIACh
BBIUMCIUTENbHAs CHCTEMa, cO3[aBaeMasi, KaK IpaBWJIO, B €AMHCTBEHHOM O3K3eMIULIpE WIH B
HEOOJIBIIIOM KOJHMYECTBE, 3HAUMUTEIBHO NPEBOCXOJAMAs IO IPOU3BOAUTEIBHOCTH MAacCOBO
BBIITyCKaeMble 00pas3libl U OPUEHTHPOBAHHAS B MEPBYIO OYEpeb HAa BBIYMCIICHHMS, CBS3aHHBIC C
00paboTKOI1 GOIBIIOrO KOJNMYECTBA JAHHBIX 3a NMpHEMJeMoe Bpems (3To, Kak MpaBMIIO, 3aJadyd
YHUCIIEHHOTO MOJIETTMPOBaHUS (PU3HIECKUX IPOLIECCOB).

IlepBoHayaJIbHO B CYNEPKOMITBIOTEpAX MPHUMEHSUINCh CIEHHAIBHO pa3paboTaHHBIE IOPOTHE
OBICTPOJICHCTBYIONINE MPOIECCOPBl C YHUKAIBHBIMU apXUTeKTypaMu. CymepKOMIIBIOTEp TexX
BPEMEH COCTOSIT M3 OJHOTO MM HeCKOJIbKHX (10 10) HeHTpaibHBIX MPOIECCOPOB (KaK MPaBHIIO, C
BEKTOPHOH apXUTEKTYpOii), B3aUMOJCHCTBYIOIIUX C OOMIed omepaTHMBHOW maMsAThIO. Kakibrid
CyNEepKOMIbIOTEp padoTan MOA yIpaBIeHHEM COOCTBEHHOH ONEparMOHHOW CHCTEMBI, HAa HEM
UCTIONIb30BAJINCH CIEHUAIbHO HAIMCAHHBIE MO HET0 KOMIMIATOPHI (KakK MPaBMIIO, JJS S3BIKOB
Anroun unn optpan).

Opnako, nosiBieHne B KoHLEe 90-X TOZOB TNPOIIIOrO CTOJETHS CEPUHHBIX YHUBEPCAIBHBIX
MIPOLIECCOPOB C IPONU3BOIUTEILHOCTEIO, CPABHIUMOM € IIPOU3BOANTEIHLHOCTIO PAHEE BBIITYCKAaEMBIX
CYNEpKOMIBIOTEPOB, a TaKXKe KOMMYHHKAIlMOHHOTO OOOpYHOBaHWS, CHOCOOHOTO IepenaBaTh
nHopManuio MeXJIy HMMH C HPHUEMIIEMO BBICOKOW CKOPOCTBIO, NPHBEIIO K DPEBOJIONMHU B
cynepkoMnbrorepocTpoeHur. C TeX MOp M MO CETOIHSIIHNN JeHb, BCE CYIEPKOMITBIOTEPHI UMEIOT
KJIACTEPHYIO apXHUTEKTypy, TO €CTh COCTOAT W3 OONBIIOr0 YHCIa KaK MPABWIO OJHOTHITHBIX
CepBepoOB, 00bEIMHEHHBIX BHICOKOCKOPOCTHBIM KOMMYHHKAIIMOHHBIM 000PY/I0BaHUEM.

IlepBas cepre3Has mMyOnMKaus O BBICOKOIPOHM3BOAUTEIbHON BhrauciutensHol cucteme (BBC)
TAKOr0 THIA Ha pycckoM si3bike mosiBuiaack B 2003 roay [2]. UyTe mo3ke BbIlIa JOKTOPCKast
nucceptanus A.O. Jlanmuca Ha 3Ty e TeMy, ¢ KOTOPOH aBTOPBI HIMENIH BO3MOKHOCTh O3HAKOMHUTBCH.
MsHorue nocienymlue myOnuKaluy, KaKk B JKypHajax, Tak U B MHTepHeTe, MOCBAIICHBI, KaKk
mpaBuio, Jaub0 oOocHOBaHMAM HeoOxoxmmoctd mnpumenenns BBC, mubo ornensHBIM
apPXUTEKTYPHBIM aclieKTaM KOHKPETHOT0 3Kk3eMIuisipa uiu cemeiicra. Jlumb B 2020 rony ycunusmu
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komter u3 OI'YII «POAL-BHUND®» Obim paspadoransl TOCT na tematuky BBC [3, 4], B
KOTOPBIX BBOJAATCS 0OmIHe MOHIATHS 0 cTpykType BBC 1 mopsinke npoBefeHust WX UCTIBITaHUA.
xots 3a mpomenmme 20 et obmas apxutekrypa BBC, mcmomp3yembIx [UIs pemieHHs 3ajgad
YHCIICHHOTO MO/ICIIMPOBAHUSI, TPAKTUYECKH YCTOSIACh, HO JIO CHX MO HE CYIIECTBYET JIOCTYITHOTO
¥ TIOJTHOTO €€ OTIMCAHUS.

B Hactosmeit pabore maHo moapoOHoe ommcanue apxuTekTypbl BBC, mpemHasHaueHHOHN Uist
pelieHusl 3ajad  YHMCIEHHOTO MOJSNIMPOBaHMs, BKIIOYamomiee B ce0s OIMCaHHE OCHOBHBIX
¢yHKIMOHANBHBIX KoMIOHeHT BBC, ucnosib3yemMoe CHUCTEMHOE M IPUKIAJHOE MPOTrPaMMHOE
obecrieueHne, a TakKe paccMaTpuBaroTcs ocoOeHHOCTH 00paboTku nHpopmannu B BBC Takoro
THUIa. ABTOPBI pa0OTHI ONTHPAIOTCS] HA MHOTOJIETHUH ONBIT yyacTus coTpyaHikoB POAL-BHUUTD
B co3nannn BBC M ux KoMIOHeHT st mpennpusituii Poccuu, a Taxke Ha OMNBIT MOJOOHBIX
pa3paboTok 3a pybesxom [5-10].

2. OcHo8HbIe KomnoHeHmMbI BBC

Apxutektypa coBpeMeHHoii BBC, mnpenHasHaueHHOW Ui peLICHHS 3aJad  YUCICHHOTO
MOJICIMPOBAHMS, CTPOUTCS MCXOJAS W3 OCHOBHOW Ienu co3manus Takoii BBC — obGecreuenus
BBINOJIHEHHUS MacCOBO-TApaIIEIbHBIX 33Ja4 YHCICHHOTO MOJEIUPOBAaHMS HAa BCEX IOCTYIHBIX
noJib30BatTeNto BhruMcauTeNbHbIX pecypcax BBC. Ilox apxurektypoit BBC 3meck moHumaertcs
obmiee ommcanue cTpykTypsl u ¢yHkmmii BBC, cBszelt MexIy ee KOMIOHEHTaMH Ha ypOBHE,
JOCTaTOYHOM JJIsI TOHUMAaHHs NPUHLIUIOB paOOTH, HE BKJIIOYAIOIIEES AETANCH TEXHHYECKOTO U
¢usmueckoro xapakrepa. Mcxons us atoro, BBC nomkHa conepxaTh 04€Hb OOJIBIIOE KOJIMYECTBO
BBIYHMCIIUTEIBHBIX Y3JI0B, OOBEIMHEHHBIX BBICOKOIIPOM3BOANTEIBHONW BBIYMCIUTEINBHONH CETHIO
nepenayd COOOICHHMH, MOJIKIIOYEHHBIX K JOCTYIMHBIM C KaKAOTO BBIYHCIUTEIBHOTO Yy3Ja
(aiioBBIM pecypcaM U OCHAICHHBIM CHCTEMHBIM U MPHUKIJIAJIHBIM [IPOrPaMMHBIM OOecIieueHHEeM,
00ecIeuyNBAONINM 3aJaHHYI0 (DYHKIIHOHATBHOCTD.

Ha npaktuke BeMUCIUTENbHBIM y3ioM BBC sBnsercs MarepuHCKas IulaTa, Ha KOTOPOH
YCTaHOBJICHBI OJJHO MJIM HECKOJILKO BBIUMCIHUTENIBHBIX YCTPOICTB (IIPOIIecCOpoB), oOImas ik HUX
orepaTHBHAs MaMsTh, KOHTPOJUIEPHI BBOJA/BBIBOJIA W YIIPABJICHUs, CETEBbIC aJanTepbl U, MPH
HEOOXOIMMOCTH, JUCKOBbIe HakomuTenn. Kaxapli y3en o0benunsercs ¢ apyruMu y3namu BBC
MOCPEICTBOM KOMMYHHKAIIMOHHOTO (CeTeBOro) obopynoBaHusa. B To ke BpeMs, ¢ TOUKH 3pEHHUS
none3oBaresief, BBC sBisercs enuHBIM IETbHBIM OOBEKTOM, TOAKIIOUYCHHBIM K CETH
MPEANPUSITHS.

B 3aBuCHMOCTH OT Ha3Ha4YeHMS, Y3/l MOTYT OBITh PA3HOTO THIA M KOMIUIEKTaImu. Kaxxmasiit y3en
paboTaeT TOA yNpaBIEHHEM COOCTBEHHOTO SK3eMIUIipa onepanuoHHo# cucremsl (OC ysina).
CoryacoBaHHYI0 paboTy BcexX y3JIOB oOecneunBaeT CHCTEMHOE nmporpamMmHoe obecneduenne BBC
(CIIO BBO).

BBC cocTout U3 HECKONBKHUX CHCTEM U ITOJICHCTEM, BHINOIHSIOMINX PA3IMYHbIE (YHKIHH:

e BpraucinuTensHoe nose (BIT) — ocnoBHas u3 noacuctem BBC (¢ Touku 3peHus peanu3auu
e€ QyHKIWMIT), MpeqHa3HAYCHA TS IPOBEICHIS BEIYHCICHUIA;

e cucrema xpaHeHus (CX) — mpeaHa3HaueHa Jis XpaHEHHWS WCXOJHBIX JIaHHBIX,
MIPOMEXKYTOUHBIX U (PUHAIBHBIX PE3yIbTaTOB BEIUUCIICHUIA,

e moxacuctema goctyna (I1/]) — obecnieunBaeT HEMOCPEACTBEHHBIH JTOCTYIT MOJB30BATENEH K
BBC, noarotoBKy Ha4aJlbHBIX JaHHBIX JIJISl pACYETOB, 00pabOTKY pe3yIbTaTOB pacueToOB U
3amyck 3a1au Ha BII;

e rmoxcucrema ymnpaieHus ¥ MoHuTopuHra (IICYM) — peammsyer ¢yHKIuUH o00mIIero
ynpaBieHus: pabotoif Bcex y3moB BBC, Bkirouas 3amyck W TIpOXOXAEHHE 3ajad,
MOHHUTOPHHT M JHATHOCTHKY 00OPYAOBAHUS U CHCTEMHOTO IPOTPAMMHOI0 00CCIICUCHUS;

e cepBucHas mnojacucrema (CII) — oOecreumBaeT OpPraHMU3AIMIO €AMHOTO MPOCTPAHCTBA
MoJib30BarTesie (MOJCUCTEMY ydeTa W ayTeHTU(UKAIMH I0JIb30BaTeseil), JOMEHHBIX
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UMeH, THPOPMAIIMOHHBIX U HEKOTOPBIX APYTUX BcroMoraTenbHbIX A BBC cepBrcos;

e xommyHukanuoHHas nojcucrema (KIIC) — obecrieunBaer cereBoe B3aMMOAEHCTBUE BCEX
y3110B BBC Mexy coOoii.

Takum oOpaszom, ¢yHKIHOHaNBHYIO cxeMy BBC MOXHO mpencTaBHTh CIEXyIOIINM 00pa3oM
(cM. puc. 1).

|- - - - - - - - - T T T T T T T T T T La~ T A
| BBC |
R B
| : BbMUCWTENEHOE NONe : |
| |
| BB BB BE BB BE |! :
| |
. ||BY |BY||||BY |BY|||BY|BY||||BY|BY||IBY|BY| :
| |
I
: || BY | BY BY | BY BY | BY BY | BY BY | BY i :
I
I e h————
T it T
| HoMMYyHW KALMOHHAA NogCUCTEMa :
| <L JbJL JL
I S T | P T T T T e e e e e e e N |
| :: | | -
: Mogonct ema ': MogcucT ema ynpaeneHna I: CepeicHan ! : Cuctema xpaHeHna | |
| | AocTyna L W MOHWT OpUHFE :| nogacucrTema : | : |
| | I — ——m o b o e e e . ————————— — e e e o e o ———
YO ) R | SR | S |
| Cetb goctyna npeAnpuATHA/OpPraHinaaLim |
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Puc. 1. @ynxyuonanvnas cxema BBC.
Fig.1. HPC system functional diagram.
Ha 3TOM prcyHKe IPHUHATHI CIEAyIONe 0003HAUYCHNS:
e BY — y3ns1 BII (BeluncauTENbHBIE Y3IIBI);
e BB — Buiunciaurensabie 010ku BIT;
e UV — y37BI NOACUCTEMBI TOCTYyTA (MHCTPYMEHTAIIBHBIC Y3TIBI);
e CY — y3IIBI CEpBUCHON MOJCHCTEMBI (CEPBHUCHBIE Y3IIBI);
e AY — y37IbI TOJCUCTEMBI YIIPABJIECHHUS U MOHUTOPUHTA (aIMUHUCTPATHBHBIC Y3JIbI);
e  @C — y3mbl cucteMsbl XpaHeHUs ((aiiiloBble cepBEpHI).
PaccMoTprM KaXIyro U3 3THX MOJCUCTEM HOApoOHEe.

2.1 BbluncnurenbHoe none

BoruncnurensHoe mone — mnoxacucremMa BBC, mpenHazHaueHHas 7S NPOBEAEHHS PacueToB,
COJICP)KUT B ce0e MHOXECTBO BBIYMCIHUTENBHBIX Y3110B (BY), 00beJMHEHHBIX B BHIYNCIHTEIbHbBIE
6sokn (BB). @akTuuecku peatnsyer CyMMapHYIO BBIYMCIHTENBHYIO MomHOoCcTh BBC miist pacuera
3ajad.
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Kaxnprit BY comepkKuT oMH WM HECKOJIBKO TPOIIECCOPOB, OOIIYIO ISl HUX ONEPATUBHYIO TAMATh
M YCTPOMCTBA WITH KaHAJBI Tepeiaun HH(pOopMany (CEeTEeBbIC alalTephl, HHTETPUPOBAHHEIEC TIOPTEHI),
MOJKITFOYEHHBIE K KOMMYHHKAITMOHHOH TIOACHCTEME, TAK)KE MOKET COAEPIKaTh COIPOILIECCOPHI MITH
pa3u4HbIE YCKOPUTENIN BBIYMCICHHUH, KOTOPhIE, B HEKOTOPBIX CIIydasX, MOTYT BIIOJHE YCIEIIHO
WCIIONB30BATHCS IS PEIICHHUS 33124 YUCICHHOTO MOICTHPOBAHUS.
CymMapHasi THKOBas TPOM3BOAWTENLHOCTh BBIUMCIHMTENbHOTO Toyist Rpeak Bbramcisercst mo
bopmyre:
Rpeak = Nepv*F*Nc*Neore*M

re:

Ncpy— KOTMUECTBO MPOLIECCOPOB B OJJHOM BBIYUCIUTEIBHOM Y3II€;

F—4acrora npoueccopa, ['T;

Nc— xonmn4ecTBO KOHBEHEPOB C TJIABAIOIIEH 3aIsTON B OHOM SIApe MPOLIECCOPa;

Ncore — KOMUYECTBO AJEP B MPOLIECCOPE;

M — KONMYECTBO BHIYMCIUTENBHBIX Y3JI0B B BHIYHCIUTEIHHOM TOJIE.
3arpyska omnepanoHHON cucTeMbl Ha BY ocymecTBisieTcst 100 ¢ IOKaTbHOTO JKECTKOTO JHCKA,
mbo 1o cet ¢ cucteMHOro y3ma. Kak mpasuino, Ha BBC oTmaeTrcs mpenmodTeHne ceTeBOMY
crnoco0y 3arpy3ku omeparuonHoir cuctemsl (OC) Ha BY, obecneumBaromeMy BEICOKYIO
3((eKTHBHOCTh aIMIHHUCTPHUPOBAHIS, THOKOCTD YIIPABIICHHUSI H HEKOTOPYIO SKOHOMHIO JCHEKHBIX
CPEICTB 3a CYET OTCYTCTBHS HEOOXOTUMOCTH ITOKYITKH JKECTKUX AUCKOB 1 BY (ocobeHHO mpu
0OMBIION pa3MEepHOCTH BEIUUCIUTEILHOTO TOJIS).
Ipu Gonbiiom koiudectBe BY (a Ha peambubix BBC B cnimcke TOP-500 [11] ato konuuecTBO
COCTaBIIIET OT HECKOJBKUX THICSY IO JCCATKOB THICAY) BBIYMCIUTEIBHBIC Y3IIBI IeNIeCO00pa3HO
o0beMHATh B BRIMUCIHTENbHBIE 070k (BB). Takoe neneHune Ha Jiormdeckue eauHUIBl — Bb
peanu3yeT BO3MOXKHOCTh YINpaBICHUS UMHU UHIUBUAYaldbHO, oOecreunBas BO3MOXKHOCTD
IpoBeieHus paboT ¢ HeOOXOMMBIMU U KOHKpeTHBIMH BB B X011 axcrutyararun BBC: mposenenus
npodunakTuyeckux padot, aBapuitHoro mnobiouHoro otkiaroueHuss BBC npu ortkasze cucrem
s)ku3zHeobecnieueHnst BBC (sHeprocHaGkeHus, oXnaxaeHus) u T.m. KpoMme Toro, o4eBUHO, 4TO
YIPaBJIATH OYCHBb OOJIBIIUM BBIUHUCIUTEIBHBIM ITOJIEM C OJHOTO CHCTEMHOI'O y3J1a B CIIy4ae CeTeBON
3arpy3kd — HeBO3MOXKHO. [lo3ToMy Takoe pasielieHHe CTPYKTYpPHl BEIYUCIUTEIHHOTO Mol Ha Bb
no3BossieT 00beauHATh OT 80-T 1o 120 BY B ouH BRIYHCIUTENBHEIA OJIOK, IPU 3TOM 3arpy3Ka
OC Ha BY nannoro BB oOecrieunBaeTcs ¢ OTAENBHOIO CHCTEMHOTO y3JIa, BXOJSAIIETO B COCTaB
storo BB. Takum obOpa3om, B cocTaBe BhMHCIHTENHEHOTO 1oyt BBC MoxxeT OBITH HEKOTOpOE
MHOXxecTBO BB u kaxnpiit Bb conepxut B cebe cucremuslii yzen Bb, obecnieunBaromnuii:

e 0e3qMCKOBYIO 3arpy3Ky Kaxkaoro BY 6inoka;
® MarHOCTHKY BCEX BBIYMCIUTEIBHBIX y3JIOB OJIOKA.

BaxxHO OTMETHTB, YTO Takas OpTaHU3alHS CTPYKTYPHl BBEIYUCIUTENBFHOTO TIONS MO3BOJSICT
obecrieynBaTh W €ro OTKa30yCTOWYHBOCTH, TaK KaK, (DAaKTHYECKH, KaXIbIii CHCTEMHBIN Yy3el
npeAcTaBiIsieT co0OW pe3epBHYI0 KOMHUIO JIFOOOTO JPYyroro CHCTEMHOTO Vy3Ja B COCTaBe
BBIYHCIIUTEIBHOTO MOJs (MPH HEOOXOMUMOCTH C MUHUMAIbHBIMH OTIMYHMAMH B HACTPOMKAx
CHCTEMHBIX KOMIIOHEHTOB).

HeoOxonuMo y4YuTHIBaThH, YTO HPU CETEBOM 3arpy3ke, B CiIydae HCIIOJIH30BAHUS MEXaHHU3Ma
MOHTHpOBaHUs (aiinoBoli cucrembl BY ¢ cucremHoro ysnma mo mporokosry NFS, konmuectBo
3¢ hexTHBHO 00CTyXKMBaeMbIX CHCTEMHBIM y3710M BY He npessinmaer 100-120 y3moB (ocobeHHOCTH
nportokosia NFS, siBisitorierocst «3070TbIM CTaAHIAPTOM» JUISL CETEBOM 3arpy3ku). besycnoBHo, 310
KOJIMYECTBO MOYKHO YBEJIMUUTh, HCIIOJIb3YS Ha BRIYHCIUTEIILHOM I0JI€ Y31kl ¢ MUKposapoM OC 6e3
IPSMOTO0 MOHTHPOBAHHUS BCEH CTPYKTYpHI (aitioBoit cucteMsl BY, HO B 3TOM cilydaeM MHOTHE
omepaTuBHbIe M3MeHeHus1 B HacTpoiikax OC BY morpebyioT mepesamycka BY. B 1o ke Bpems
HEOOXOMMOCTh TaKOro orneparuBHOro BHeceHus mameneHuid B OC BY gocraTouHo o4eBHaHA U
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o0yciioBiieHa, B CBOIO oOuepenb, HEOOXOOUMOCTBIO aJalTalMd CHCTEMHOI'O OKPYXXCHUS |
KOH(HTYypaluu CHCTEMHOTro mporpammuoro obecreuenus (I10) mon 3agaun mosbp3oBaTess, 100
ONTHMU3AIMEIl CUCTEMHBIX HACTPOEK MPU M3MEHEHUH cocTaBa 000pYAOBaHUs, MacIITAONPOBAaHUH
BBC. Kpome toro, kaxnmerii BY sBnsercs cereBrIM ycTpoiicTBoM B o0meir cetm BBC u
agmuauctparopy BBC Baxuo obecneunts Takoi IP-anpec BY, xoTopsrit OyaeT cOOTBETCTBOBATh
HEKOTOpO# Jormueckolt cTpykrype BII (O10k-y3em), mpu 3TOM HE MpEBHINAIOMHANA OOMIIyI0
pa3MepHOCTh |P-miosiceTH, COOTBETCTBYIOIIEH BBIYUCIUTENGHOMY OJIOKY, MOATOMY IIPEBBIIIATH
BhIIIEyKa3aHHOE kosnndecTBOo BY B BB HenenecoobpasHo.

Ha xaxmom BY 3amyckaercst areHT CHCTEMBI YIPABJICHUS U KIIMEHTHI CETEBHIX (DAaHIIOBBIX CHCTEM
CX, a Taxke ¢ moMoInsio creruaibHoro [10 obecreunBaeTcss HCIOTHEHNE PA3TUIHBIX MPOIETYP
OubnmoTek mepenadn cooOmeHnil (kak Tpasuimo, MPI), HCmONB3yeMBIX B TapalIelbHBIX
MPUKJIAHBIX IPOTpaMMax.

2.2 Cuctema xpaHeHus

Cuctema xpanenus — nozacucremMa BBC, obecneunBaromiasi XpaHeHHE MPOrpaMM, HadajbHBIX
JAHHBIX, MPOMEXYTOYHBIX U (HUHAIBHBIX PE3YJbTaTOB pacyeToB 3aqady 4YUCICHHOTO
MozenupoBanusd. CX COCTOMT M3 MHOXECTBA YCTPOWCTB XpPaHEHHs, KOMMYHHMKAIHUOHHOTO U
cepBepHOro obopyznoBanus. Bxomsmue B cocraB CX mporpaMMHbIE KOMIIOHEHTBI 00€CTIEYHBAIOT
Kak (hailIoBBIi, TaK U OOBEKTHBIE CEPBUCHI XPaHEHUS Pa3IMUYHOIO Ha3HAYCHUSL.

I'maBHbIM 31eMenToM CX trroBoit BBC sBisercs napanensHas daiinoBas cucreMa, o0amaromas
BBICOKOI MPOM3BOANTEIBHOCTHIO BBOAA-BBIBOA 1 CIIOCOOHASI OTIEPATHBHO OOCITYXHMBaTh OOJIBIIOE
KOJIMYECTBO 3alPOCOB, MOCTYMAIONINX OT MPOIECCOB CUETHBIX 33jad, MPOrpaMM IOCTOOpabOTKH
JIaHHBIX W JPYIHX IO0JIb30BaTenbCKux mnpuioxkeHudd BBC. Pecypcbl XpaHeHus nmapajjielbHON
¢daiiiToBOM  cuCTeMBI  TIpEACTaBJICHbI  Ipynmod  (aiyloBEIX  cepBEpOB,  OCHAIICHHBIX
BBICOKOIIPOM3BOJUTEIFHBIMA JUCKOBBIMH MaccuBaMH. Vcmombsyemoe 37ech 00OpyZoBaHHWE
o0nasaeT OOJBIION CTENEHbIO anmapaTHON HM30BITOYHOCTH, YTO OOBIYHO ONpPENEISIET BBICOKYIO
yIEeNbHYI0 CTOMMOCTh XpaHEHUsl IaHHBIX Ha MapajuieibHol (aiiioBoli cucTeMe U, Kak Cle/ICTBHE,
— OrpaHHMYCHHBIH 00BbEeM ee pecypcoB. KimeHTCKas 4acTh mapayuieabHON (ailiioBOi CHUCTEMBI
yCTaHaBJIMBaeTCs Ha Bcex y3nax BII um MHCTpyMeHTanbHBIX y3JlaX CUCTEMbI AOCTyna. Takoil
IIMPOKUHA OXBaT M BBICOKAs 3aBUCHUMOCTH BBIYHMCIMTENBHOTO TeXIpollecca OT HalIWIui H
paboTOCIIOCOOHOCTH OIEpaTUBHBIX (AaHIOBBIX PECYpCOB JENAIOT MapauleNbHylo (ainoByro
cucteMy OJHOHM n3 BakHewmmx moacucreM BBC. [Ipumepamu mapanienbHBIX (ailiIoBBIX CHCTEM,
IIMPOKO HCIIOJIB3YEMBIX B HACTOSIIEE BPEMsI B IAHHOW IIPpeIMETHOU 00nacTH, siBsitorest Lustre [12],
BeeGFS [13], Spectrum Scale [14].

BBuay orpanmueHHOr0 00BEMa PECYPCOB, a TAK)KE XapaKTEPHOTO IS MapalIelbHbIX (aitmoBhIX
CUCTEM MPHUOPUTETA MHPOM3BOJUTEIBHOCTH BBOAA-BBIBOAA HAJ HAJEKHOCTBIO XPAaHEHUS, 3TU
(aiiioBble CHCTEMBI BOCTPEOOBaHBI, IIPEXJIE BCEro, Ha JTale pacyera 3afad YHCIEHHOTO
MO/JIETIMPOBaHMS, KOTIa TeHEPUPYETCsl 1 MOJU(UIIPYETCs OCHOBHOM O0BEM PaCUeTHBIX TAHHBIX.
[TosTomy mapaniensHble (aiiioBsle cuctemsl, Bxoasdmue B BBC, yacTo Ha3pBaloT «pabounmmny,
«OTICPATHUBHBIMIY) HITH JaKe «IepPHOBBIMIY» (OT aHruI. Scratch - ueproBuk). Ileproa HaXOKICHUSI
JMAaHHBIX Ha (ailylIoBOM cHucTeMe OOBIYHO OTrpaHWYeH BPEMEHEM BBHINIOIHEHHUS pacueToB
COOTBETCTBYIOIIEH 3aJaud YHCICHHOTO MOJEIHPOBAHUS M MOXET COCTaBIATH OT CYTOK M0
HECKOJIBPKUX Heaenb. HecMOoTps Ha CTONb OTpaHWYEeHHBIN CPOK, MapaulenbHas (aiinoBas cucrema
pemaeT TpakTHYECKH Bce IMocTaBieHHBbIe mepenq CX 3amadm mo obecredeHHio Iporecca
BBIUMCIICHUH pecypcaMH XpaHeHHsS MAHHBIX M, TEM CaMBIM, YAOBIETBOPSET OOJIBIINHCTBO
MOTPEOHOCTEH MHOTHX 3aKa34HKOB.

Jna Gonee mmTensHOTO M OoJiee HAAEKHOTO XPAaHEHHS CTEHEPHUPOBAHHBIX 3a/adeil pacueTHBIX
JTAaHHBIX, a TAKOKE 151 00eCTIedeHNsT BOZMOYKHOCTH MX TOCTOOPAaOOTKH M BU3yaTIH3aINY PA3INIHBIMA
nporpaMmamMu B cTpykTypy CX BBOASAT JONOJHUTEIBHBIE KOMIIOHEHTHI, 00Jagaronye, MoMUMO
YKa3aHHBIX CBOMCTB, BCTPOCHHOH HH(OpMAaNMOHHON H30BITOYHOCTBIO, MACIITAOMPYEMOCTBIO U
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CIIOCOOHOCTBIO TPEOCTABILITE NMPSIMOKM JOCTYH K JaHHBIM ITOCPEICTBOM CTaHIAPTHBIX CETEBBIX
MPOTOKOJIOB HE TOJBKO I CTPYKTYPHBIX KOMIOHeHTOB BBC, HO 1 cO CTOpOHBI CMEXHBIX ¢ HEl
MH()OPMALMOHHBIX CHCTEM. TakHe pecypchl XpaHEHHMS 4acTO Ha3bIBAIOT «IIPOCKTHBIMI», TaK Kak
aJIMUHUCTPATUBHO OHM BBIAGISAIOTCS JUISL OTHEIBbHBIX HAYYHBIX KOJUIEKTHBOB (IIPOEKTOB).
OTaenbHBIM MX MOJBHJIOM MOKHO CUMTATh JIOMAIllHUE ITUpeKTopuu nosb3oBareseii BBC. Bpems
JKU3HU JTaHHBIX Ha MIPOEKTHBIX PECYpcax OOBIYHO M3MEPSIETCS MECALIAMU.

C TeXHUUYECKOI TOUKH 3peHHs NPOEKTHbIE pecypchl xpaHeHus: BBC peann3zyercs 1n6o0 ¢ moMoIIbio
CIeMAIN3UPOBAHHBIX (haiIOBBIX cepBepoB (Tak HazbiBaeMbIX «NAS-daiinepos»), 1100 Ha OCHOBE
pacrpeeneHHbIX MacIITaOUPyEeMbIX IPOrPaMMHO-OIPEICIIEMbIX «O0JauyHbIX)» CUCTEM XpaHEHHs
¢ (QaitnoBbIM MM 00bEKTHBIM HHTEp(deiicom. [IpuMepamu MOZOOHBIX CHCTEM, KPOME MHOMKECTBA
KOMMEPYECKUX MPOIYKTOB Pa3HbIX Mpou3BoauTelnei, Moxuo HazBath Ceph [15], Openstack Swift
[16], oreuecTBeHHas oGmaunas cucrema xpanenust JaHuex (OCX]T) «Crpux» [17].

B 3aBucuMocTu oT motpeOHOCTel 3akazumka cucrema xpaHenuss BBC moxer Brimodats B ceOst
JIOTIOJTHUTENBHYIO MOACUCTEMY, MIPEIHA3HAYEHHYIO JUIsS JOJITOBPEMEHHOTO XPAaHEHUS HEKOTOPOIro
MOZMHOXECTBA CIeHEPUPOBAHHBIX 3aJayell pPacueTHBIX JaHHBIX. BBHUIY UIMTENBHOCTH WX
XpaHeHH, TpeOyeMbIX Ha MPOTSHKEHUH BCETO 3TOr0 BPEMEHH rapaHTHH MX HEM3MEHHOCTH, a TaKXKe
MX MOCTOSHHO BO3PACTAIOMIEro o00beMa, 3Ta (apXUBHAS) IIOJCHCTEMAa CTPOUTCS Ha OCHOBE
TEXHOJIOTHM MAarHUTO-IEHTOYHOH MaMATH, KOTOpas o0jajaeT MHHHMAaJIbHOW IO HHIYCTPHUH
yIeNBHOH  cTOMMOCTBIO  rurabaiita. Hammuame cuCTeMBI Takoro Kiacca — IO3BOJISIET
skcruryatupytomeld BBC opranmzamum yBenwmduTh 00beM HaHHBIX, Haxomsmuxcs B CX BBC, u
YMEHBIIUTH CTOMMOCTS BiaaeHus umMu. K nprmMepam Takux moacucteM Moxkao otaecti HPSS [18],
Enstore [19], u oreuecTBeHHYO pa3paboOTKy — apXUBHYIO cucTeMy Xpanenus qanubix (ACX]T) [20].
Takum 00pa3oM, TONHYIO apXUTEKTYPY CHCTEMBI XpaHeHHs To0oii coBpemernHoit BBC MoxHO ¢
YBEPEHHOCTBIO Ha3BaTh MHOTOYPOBHEBOH/MHOTOCIIOHHON. Bri6op cios JUISL
pa3MelieHHs/iepeMellieHHsT  O4epeIHOr0 Habopa JaHHBIX pacyeTHOM 3ajauyd  ONpelelseTcs
npeabsBisieMbiIMd K CX TpeOOBaHHSIMH, KOTOPhIE OTPAXAIOT TEKYIIMH ATall )KU3HEHHOI'O IHKJIa
STHX JaHHBIX. BBUAY YHHKaJIBHOCTH TPOLECCOB pacyeTa 3a/Jad YHCICHHOIO MOJCIUPOBAaHMUA,
CIIO>KUBIIIMXCS y PA3HBIX 3aKa3YMKOB, a TAKXKE M3-32 PA3IMYHUS UX OPTaHU3AIMOHHbIX, TEXHUIECKUX
1 (PMHAHCOBBIX BO3MOYKHOCTEH, CHCTeMa XpaHeHUs Ito0o0i TumoBoit BBC sBiseTcst yHUKAIEHOM.

2.3 NMoacucrema poctyna

IToacucrema goctyma — 3710 moacucrema BBC, mpenHazHaueHHasl 7Sl OpTaHU3AIMH JOCTyMa
noJsib3oBarenei k pecypcam BBC, BkintouaeT B ce0st MHOKECTBO MHCTPYMEHTAIBHBIX y3110B (L1Y).
Kaxnpiit UY noaxioueH nocpeacTBOM KOMMYHUKALIMOHHOM CUCTEMBI K OCTalibHBIM y31aM BBC, a
C TIOMOMIBIO CETH JOCTYIA — K CETH MPEANPHATHS/OpraHu3aIliuy, 0OTKyAa onb3oBatenu BBC moryt
K HUM 00pamaTbes.

Ha 1Y BHIMOMHSIOTCS CIETYIONIUE BUIBI paOoT:
® OpraHu3aIus MOJIHOIIEHHOTO IPaPUUECKOro WM KOHCOJIBHOTO CeaHca MMoJib30BaTelIs;
® CO3JaHUE U PeJaKTHPOBaHUE (ailyIoB MPOrpaMM U TaHHBIX;
e KOMMWISALHUS U COOpKa pOTrpamm;
e IpoBejeHue pacueToB Ha UV,
e 3amyck 3aja4 Ha BII;
e 00paboTKa pe3ynbTaToOB CUETa.

MY nmoxox Ha BY, 32 rckiroueHneM BO3MOXKHO OOJBIIET0 YHCIIA MPOIECCOPOB U OOJBIIETO 00BeMa
OMEepPaTUBHOW MaMSITH, KOJUYECTBO KOTOPHIX BapbHPYETCS B 3aBUCHMOCTH OT KOJIMYECTBA
noJp3oBareeii Ha MY, a Takke TOMOHUTEIFHOTO CETEBOr0 HHTepdeiica sl OJKITFOYSHHS K CETH
nocryma. Kpome Toro, AJis BEITIOTHEHUS 3a]]a9 BU3YaIU3al[iH pe3yJIbTaTOB pacueToB, Ha Y Moxer
OBITH YCTAHOBJICH CIIECIUAIM3UPOBAHHBIN TpadudecKuil mporeccop (BUASOKApPTa).
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HpI/I OoubloM Koimuectse UY JJIA yHOGCTBa X aAMHUHUCTPUPOBAHUA B COCTAB MOACUCTEMbI
JA0CTyla MOXKET BXOAWTH CUCTEMHBIHN y3ei, no (1)yHKIII/I$[M aHaJIOTUYHBIN CUCTEMHOMY Y3I1y
BBIYUCIIUTEIIFHOTO OJIOKA.

Ha y3nax noacucTeMsl 10CTyTa peaan3yloTcsi CEpBUCHI JOCTYIIA, HA 3TUX y3/1axX AOCTYIHbI CPEACTBa
pa3paboTKK TPHKIATHOTO MPOrPaMMHOTO OOecredeHHsT M KIMEHTCKHE KOMIIOHEHTBI CHCTEMBI
YIpaBICHUS 3aJjadaMy B PECYPCaMH, a TaKKe JPYTHe CHCTEMHBIE CEPBHUCHI.

2.4 nO,CICVICTeMa ynpaBneHnAa 1 MOHUTOPUHra
[Moncucrema ynpaBieHNS 1 MOHATOPHHTA 00ECIICUNBACT BHITIOHEHUE CICAYIONTHX (QYHKIINIL:
e 3amycK U IpoxokaeHue 3aaa4 Ha BIT (mogcucrema yrpaieHus 3aja4aMu U pecypcamn);
e BEJICHME CTAaTUCTHKH I10 pacyeram;
e MOHHMTOPHHI U JUAarHOCTHKY 000pYyI0BaHHS ¥ CHCTEMHBIX CEPBUCOB;
e BEJCHHE CTATUCTUKHU MO COCTOSHUIO O0OPYIOBAHIS,
e xoH¢wurypupoBanue u ynpasienue (Mmenemxment) KIIC BBC.
B cocras [ICYM BXOAAT HECKONBKO aIMHHUCTPATHBHBIX Y3JIOB, OCHAIICHHBIX HEOOXOIUMBIM
CIIO. Ha y3max mojacucTeMsl yrpaBieHUs U MOHUTOPHHIA 3aITyCKAOTCS:
e cepBepHBIC KOMIOHEHTHI ITOJICUCTEMBI YIIPABICHUS 3a1a9aMU H PECYpCaMu;
e TIO menemxmenta cerert KIIC;

® CEpBEpHbIC W KIMECHTCKHE KOMIIOHEHTHI IOJCHCTEM MOHHMTOPHHIA W THArHOCTHUKH BCEX
y3110B ¥ QyHKIIOHATBHBIX mocucteM BBC.

2.5 CepBucHasa nogcucrema
B cocTtaB cepBHCHOH MOACHCTEMBI BXOISAT BCIHOMOTAaTeNbHbIE, HO BaxHbIe A padotsl BBC
CEPBUCHI:

® CEpBHC y4eTa U ayTeHTU(HUKALNH MOIb30BaTeIeH;

® CEpBHC IOMEHHBIX UMEH;

® CEepBHC TOYHOT'O BPEMEHH;

e WEB-cepsuc;

e cepBucC 0a3 JaHHBIX;

® CEepBHC BE/ICHUS NIPOEKTOB;

e pH}OPMALMOHHBIE CEPBUCHI: JIEKTPOHHAS MOYTA U CEPBUC MIHOBEHHBIX COOOIICHN;

e CepBHC MapIIPYTH3alMM, peaTn3yromuil (QyHKIuUM HSKcmopTra gaHHBIX W3 CX Ha

aBTOMAaTH3MpOBaHHBIE paboune Mecta (APM) monps3oBaresniei B CeTH NPEANPHATHS.

Ha y3nmax cepBHCHOIl TNOACHCTEMBI 3allyCKalOTCA CEPBEPHBIE KOMIIOHEHTHI IEPEYHCICHHBIX
CHCTEMHBIX CEpBHCOB. Bce ykazaHHBIE CEpBHCHI MOTYT OBITh BHPTYaJIM30BaHBL, JHOO MOTYT
HCTIONB30BaTh CHCTEMY KOHTEHHEpH3aIuy Uil 00ecTIiedeHnsl yI00CTBa MUTPAlMK U HAJEKHOCTH
(YHKIIMOHUPOBAHUSL.

2.6 KommyHuKaunmoHHasa nogcuctema

Kommynukammonnas moacucrema BBC (KIIC) — COBOKYHMHOCTh KOMMYHHUKAI[IOHHOTO
00opyaoBaHus, TMHAN CBSI3U M crennannsupoBanHoro I10, obGecrieunBaromnias nepeaady JaHHBIX
Mexay komnoneHtamu BBC. KIIC cocTrouTt U3 HECKOIBKO THMOB (DYHKIIMOHAIBHBIX CETEH: CETH
nepezavn COOOIICHWH, CEeTH [MaHHBIX, CETH YIpaBICHHUS, CETH MOHHUTOPHHTa W T.JA. MOXer
BKJIFOYATh Pa3JINYHbIe THIIBI CETEBOTO 00OpPYIOBAHHUS /s BHIIONHEHHs pasHbix 1eneii (Ethernet,
InfiniBand u mp.).
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Cerp mepemauum COOOIIEHWH W CeTh JaHHBIX, KaK TIPaBWJIO, CO3MAIOTCA Ha 0ase
BBICOKOIIPOU3BOAMTENLHBIX pemienui, Hamomobue InfiniBand. C Touku 3peHus obecriedyeHus
BBICOKMX ITOKa3aTeJed HaJEeKHOCTH M TOTOBHOCTH BbucIuTenbHON cucreMbl KIIC moxker
coJieprKaTh AyOIMpPYIOIIHe CETH, HAalPUMeEp, CETh JaHHBIX MOJCHUCTEMBI IOCTYIa, TOCTPOSHHYIO Ha
obopymnosanuu Ethernet u my6nupyromniyro cets gauHHbsIX Ha 06opymosanuu InfiniBand.

Cern ympaBlicHHss ¥ MOHHTOPHHTA CTPOSITCS Ha Gase oGopymosammsi Ethernet m moryr ObiTh
COBMEIICHbl HA ypOBHE (Qu3n4eckoi ceTH. JlaHHBIE CeTH MOAKIIOUEHBI KO BceM y3nam BBC,
kouTposuiepam ympasneHus (BMC, Baseboard Management Controller) y3ioB, konTposiepam
ympaBienust kommyTtatopoB KIIC, a Takke KOHTpoJUlepaM YOPaBJICHHS YCTPOWCTB XpaHCHHS
napopmarmu CX.

3. O6bpabomka uHghopmauyuu e BBC

[ockonbky BBC siBisieTcst CIIOXKHBIM O CBOEH CTPYKTYpe M Ha3Ha4CHUIO 0OBEKTOM, 00paboTka
uHoOpMalUK Ha HEeH CyNIECTBEHHO OTJIMYAETCsl OT 00pabOTKM MH(OpMalnuK Ha NEPCOHAIBHBIX
KOMIIBIOTEPaX WJINM TPAJULIMOHHBIX IEKTPOHHBIX BBIYHCIMTENIBHBIX MAllMHAX MPOILIOro BeKa.
OCHOBHBIE IPHYHMHBI ATUX OTJINYNH CIIEAYIOIIHE:

e BBC sBusercs pacnpeieneHHOH CHCTEMOHM, I03TOMY pa3Hble JTanbl 00pabOTKH
nH(pOpMaLUU MOTYT BBINOJHSITHCS Ha Pa3HbIX (pyHKIHOHANBHBIX ToacucTemax BBC.

e BrruncnurensHoe none BBC cocTOUT U3 MHOXKECTBA BBIYMCIMTENBHBIX Y3II0B, IOITOMY
3¢ (QEKTUBHOE €r0 HCIIOJIB30BAHME MOXKET OBITH ITOJYYECHO TOJBKO C HCIIOJIL30BAHHEM
HapajyIeNIbHBIX IporpaMM. B 3ToM ciyuae monb30BaTeNs BHIHYKIEH pacHapallieInBaTh
AJITOPUTMBI CBOEH BBIYHCINTEIBHON 3aJa4l TAKUM 00pa3oM, 4TOOBI 00eCIIeUHTh e€ 3aIyCcK
Ha o0Iel maMaTH M HEeCKOJIBKHX Ipolieccopax BY, mmm Ha pacnpeneneHHON maMsaTH U
HeckonbKux y31ax BBC (a moxxet 6b61Th 1 Ha pasHbix BBC). To ects mons3oBarens BBC
JIOJDKEH IPELyCMOTPETh U PEalM30BaTh BO3MOKHBIC YPOBHM paclapallie/IMBaHUs IS
cBoei 3amaun. bonee Toro, mojabp30BaTeNb BRIHYXKACH AyMaTh O TOM, YeM HUMEHHO OyneT
3aHMMATbCA TOT WIM MHOM IIPOLECC BBIUUCIMTEIBHOW 3anauu Ha BY wumu naxe Ha
KOHKPETHOM S/IpE NPOLECCOPA, COIPOLIECCOPA, YCKOPUTEIIS.

e ApxuTexrypa BBC ONTUMHU3UPYETCA s MOJIYYEHUSA CBEPXBBICOKOI
MIPOM3BOJIMTEIBHOCTH, HO, KaK 3TO Bcerja ObIBaeT, B ylepd yHUBepcanu3My. TUNHYHbIE
BBC 1151 3a1a4 YMCJICHHOTO MOJICIIMPOBAHUS MOJJIEPKUBAIOT, KaK MPABUIIO, TOJIBKO OJIHY
MHOTOYPOBHEBYIO MOJENb NapajulelIbHOr0 IMPOrpaMMHPOBAHUS: Ha BEPXHEM YPOBHE
MPOLIECCHI apauIeNIbHON MPOrpaMMbl 0OMEHUBAIOTCSI COOOIIEHUSIMH C HUCIIOJIb30BaHHEM
6ubnroreku MPI [21], kaxplii mpoiiecc, B CBOIO 04epe/ib, paciapauieInBaeTcs Ha 00riei
namsatu cpeactBamu OpenMP [22]. Kpome Toro, mporecchl MOryt oOpaiaTtbesi K
Pa3IMYHBIM apU(PMETHUECKUM YCKOPHUTEIISIM.

e Tak xax BBC sBmsercs pacnpeneneHHONH CHUCTEMOM, (aijioBble pecypchbl, JOCTYIIHBIE
TI0JIb30BATEINI0, PA3MEIAIOTCS Ha CIIEHaIbHBIX CeTeBbIX (aiioBbix cuctemax CX, mpu
sToM CX MoxeT ObITh MHOTOYpOBHEBOI1. Takas cioxxnas ctpykrypa CX BBC o0s3b1Baer
nosp3oBarenss BBC yuuteiBaTh 3Ty 0COOCHHOCTH B MpoIiecce CBOeH paboThl, 3acTaBisIeT
IUIAHUPOBATh pa3MelleHHe CBOMX (ailoB Ha pa3nuuHbIX ypoBHsAX CX, peannzoBbIBaTh
CXEMBl MX MHUTpalmuu Mexay ypoBHsmMu CX, a Takke IJIaHUPOBATh (paiJIOBBIM BHIBOJ
pacyeTHOH 3ajayd, HAaIpUMeEp, BBIOMpas CXEeMy NapajuIeIbHOTO BBIBOJIA C KaXKAOTO
npouecca, 1160 cOOp JaHHBIX U BBIBOJI C OJTHOTO IpOIlecca 3a1adH.

e BBC sBnsiercst cuctemoii koiiektuBHoro aocryna. Kak npasuio, BBC co3patores nmst
HYXKJ LEJNON OpraHu3alliy, HAYYHOTO LeHTpa, (hupMbI-pa3padoTunka u T.11. KoimdecTBo
nosib3oBaresieit BBC MoxeT ucuucisThCsl COTHAMHU U ThicsiuaMu. [1oaTomy mipu co3ianuun
BBC npuMeHSIOTCST TeXHOJIOTHH pabOTHI MOJB30BaTEIeH, YUUTHIBAIONINE OPraHU3aIHIo
CHUCTEMBI pa3rpaHn4eHus nocrymna. C OQHON CTOPOHBI, MTOJIE30BATEI MOTYT pPaboTaTh HaJI
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OJHHUMH U TCMH XK€ JaHHBIMU 0611161"0 AocTtyna, € ﬂpyl"Oﬁ CTOPOHBI OHH JIOJKHBI UMCTh
JA0CTYH TOJBKO K CBOUM, COBEPHICHHO KOHKPETHBIM JaHHBIM.

B TO e BpeMs, eclii pa3enTh padoTy MMOJIb30BaTeNsl Ha OCHOBHBIC ()YHKIMOHAIBHBIE STAIbI, TO
pabora nosb3oBarens Ha BBC Bo MHOTOM noxoska Ha ero pabory Ha [I9BM.

Ha puc. 2 nokazaHsl OCHOBHEIE 3Tanbl 00padoTku nHGopmanuu Ha BBC:
® BXOJ B CHCTEMY;
e pa3paboTKa MPHUKIATHOTO MPOrPaMMHOTO 00eCIIeueHus;
e 0TJIajKa NPUKIATHOTO IPOrPaMMHOT0 oGeciedeHH s ;
® TI0ArOTOBKAa HAYaJIbHBIX JaHHBIX;
® 3aIyCK U KOHTPOJIb 3 BHIIIOJTHEHUEM BEIYHCIUTEIILHBIX 33/1a4.
PaccMoTpuM 3Tu 3Tansl HoApoOHee.

BemMMCn MTENEHOR
none

Moncutena /
focTyna L

Cucrema
HPAHEHWA

Puc. 2. Ocnoguvie smanvt oopadbomku ungopmayuu 6 BBC.
a— 6x00 6 cucmemy u 0OMeH uHgopmayueli Mexncoy noIb308amenem u CUCEeMOt,

b — sanyck 3adau u nposedenue pacuemos, C— o6Mmen OanHLIMU ¢ CUCMEMOT XPAHEHUsL 8 NPoYyecce CYemad;
d — 06men dannvimu ¢ cucmemoti xpanenust 8 npoyecce paspadomxu, OMAAOKU NPO2PAMM, HOO20MOBKU
HAYANbHbIX OAHHBIX U 06pa60ml<u NONYYEHHbIX Pe3yibmamoe.

Fig.2. Key stages of information processing in the HPC system.

a — user login and information exchange between user and system;

b — tasks launching and performing calculations; ¢ — data exchange with the storage system during the
calculations; d — data exchange with the storage system during the development, debugging, preparation of
initial data and post-processing.

3.1 Bxoa B cuctemy

[Tonp3oBarenu mony4daroT goctyn k BBC, kak mpasuiio, co cBoux APM, pacnonoXKeHHBIX B CETH
npeanpusaTus. CyniecTByeT HECKOJIBKO BUJOB JIOCTYIA!

e TepMuHaNIBHBIN (CHMBONBHBIN WU rpaduueckuii). [Ipu 3ToM BuIe JOCTyIa OpraHnu3yeTcs
TEPMUHAJIBHBIN C€aHC, B KOTOPOM IONb30BaTeNb MOKET UCHONb30BaTh MPUIOXKEHUS U3
cocraBa CI1O BBC u ucnonHATs IpuKIagHbIe Tporpammel. CeaHc opranusyercs Ha 1Y
MOJICUCTEMBI JIOCTYIIA, KaK MPaBHUIIo, C UCTIOIb30BaHKeM npotokonoB SSH, XDMCP, VNC
(RDP) u 1.n. Ilepen co3maHmeM ceaHca MOJB30BaTeNlb JODKEH aBTOPH30BAThHCS (T.e.
NPEIbSIBUTh CBOE YYETHOE HMSA) M NPONTH O00s3aTeNbHYI0 ayTeHTH(HUKAIWio (T.e.
MOATBEPANTH CBOE MM, HAIIpUMeEp, NMapoJIieM WM KII0YOM JOCTyIa). 3a aBTOPU3AINIO U
ayTeHTH(UKAIIMI0 OTBEYAE€T CEPBHC y4deTa M ayTeHTHU(PHKAIWK MOJb30BaTeNnel (Kak
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MpaBUJIo, co3naBaeMblii Ha ocHOBEe OpenLDAP [23]). CeaHc opraHu3yeT OJHH U3 CEPBHUCOB
JIOCTYIIa, O KOTOPBIX MBI PACCKaXKEM YYTh M03)KE B JAHHOH MyOIMKALIUH.

e OOmen pannpiMu. CymiecTByeT ABa BuAa OOMEHa IaHHBIMM: mepenada (aiinoB (c
HCTIOJIB30BaHUEM CEPBHCOB JIOCTYIIa, HAPUMeEp, Ha OcHOBE mpoTokoinoB FTP, SFTP) nmm
skcnopT aitmoBoro mpoctpanctBa CX BBC B kauectBe cereBoro amcka Ha APM
monp3oBares (Hampumep, Ha 0Oa3e mportokonoB CIFS/SMB ¢ wucmoms3oBanmeM
MapIIpyTH3aTOPOB CEPBUCHON MOACUCTEMBI).

e WEB-gocryn. WEB-cepBep npenocraBisieT 1mojib30BaTelsIM JOCTYI K OOIIEIOCTYITHON
nH}opmanuy (pyKOBOJCTBA, MHCTPYKIMU M Jpyras CIpaBo4HAs MH(pOpMAIHs), a mocie
aBTOpM3alMd W  oOs3aTenbHOW — ayTeHTHQUKarmmu — K WEB-mpmmoxeHmsM,
peanmu3oanHeM B BBC (¢ ncnonp3oBarnem mpotokonoB HTTP, HTTPS).

e Jloctrym K WHQOPMAIMOHHBIM M TIOJIb30BATENILCKMM cepBucaM. Ilpu ycraHoBke
COOTBETCTBYIOIUX KIMEHTCKUX MpUIOKEeHUH Ha cBoed APM mnonb3oBaTenb MOXKET
TIOJIKJIIOYHTHCS. K MH()OPMALIMOHHBIM H I10JIb30BaTeIbckuM cepBrucaM BBC — anekrponHoi
MoYTe, CEPBUCY MIHOBEHHBIX COOOIIEHHWH, CEpBUCY BEICHHUS INPOEKTOB M T.X., I
opraHuzanuu odMeHa HH(popmaiu (¢ mcrmoap30BaHHeM MpoTokonoB SVN, HTTPS,
HTTP, SMTP, IMAP, POP3, XMPP u 1p.).

3.2 Pa3paboTka npuknagHoro nporpamMmmMHoro o6ecneyeHus

PazpaboTtka mpukmagHoro mporpammHoro obecmeuenus (II10) 3akmrodaercss B CO3MaHUM U
PEIaKTHPOBAHUH TEKCTOB MPOTpaMM, KOMIMIALUHN U COOPKH IPOTPaMM M3 MCXOIHBIX TEKCTOB U
HeoOxomumbIx Oubmmotek. Pazpaborka IIIIO Bemonasercs Ha UY B TepMHUHATBHOM peXAME
noctyna. IIpu paspadotke I1I1O ncmonb3yroTcst TEKCTOBBIE PEAAKTOPHI M CPEACTBA pa3paboTUHKa,
KOMITWJIISITOpBl M OuOnmuotekn u3 cocrtaBa CIIO BBC u  CTOpOHHHMX IPOHM3BOAWTENEH,
yCTaHOBJIEHHbIE Ha LY.

Kpome IIIIO cobctBeHHo#t paspabotkun Ha BBC wmoxer ucmonb3oBathes IO cTopoHHHX
MPOU3BOIUTEINEH, TOCTYITHOE B TEKCTAX WIIM B OMHAPHOM BHIIE.

[ITO cTopoHHMX MPOM3BOAWTENEH, JOCTYITHOE B MCXOAHBIX TEKCTAaX, COOMpAETCsl aHAJIOTHIHO
cobctBennomy 10 npennpusitus. [1I10, gocTynHoe B OMHAPHOM BHJIE, TOJDKHO OBITH COBMECTUMO
¢ CIIO BBC.

3.3 OTnagka npuKkNnagHoro nporpaMmMHoOro o6ecnevyeHus

OTnaaka NPHUKIAAHOTO TMPOTPAMMHOTO OOeCledeHHUs 3aKIo4YaeTcs B YCTPAaHEHHH OIIMOOK,
JOMyneHHbIX pa3paboTuukoM [IIIO mpu co3maHUM M pelakTUPOBAHWU TEKCTOB MPOTPaMM,
KOMIIWJIIIIUKA U COOPKH IPOTPaMM M3 MCXOAHBIX TEKCTOB M HEOOXOAMMBIX O6uOmmotek. OTnanka
[IITO Bemmonnstercs Ha WY B TepMHHAIBHOM peXuUMe JocTyma, aubo Ha BII B maketHOM mmn
MHTEPAaKTHBHOM PEXHME 3allycka OTIaKMBAEMOH MpPOrpaMMbl 4epe3 IOJCHCTEMY YIIPaBICHUS
3agauamu ¥ pecypcami. IIpu otnanke II1O ucnons3yroTesa mTaTtHele 0TIaI4MKH U3 coctaBa CITIO
BBC (mampumep, GDB), a Takke kommepueckoe 1O cTOpOHHHX MPOU3BOAMTENCH (Hampumep,
Linaro DDT [24], Perforce Totalview [25]).

3.4 MopgroTroBKa HavanbHbIX AaHHbIX

IToaroToBka HavyadbHBIX JAHHBIX JUIS MPOBEJAECHHS PacueTOB NMpou3BoauTCs Ha MY moacucremsl
JIOCTyIIa C HCIIOJIb30BAaHHEM TEKCTOBOI'O pEAaKTopa, JIMOo crenuaau3upoBaHuslx it 110
nporpamm (Hanpumep, 1O Salome [26]). Takke NOArOTOBKAa HAa4yajbHBIX JaHHBIX MOMKET
npoBoguThcss Ha APM monp3oBareneil, mpu yciuoBHH, dYTO (OpPMHUpYEMBIE IaHHBIE OYyIyT
pacnonaratbecs Ha skcnoprupyemsix Ha APM nons3oBarens pecypcax CX BBC.
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3.5 3anyck BbluMCNUTENbHbIX 3agau

3arycK BBIYMCIUTENBHBIX 3a/1a4, Hcnoub3yronux BIT st opranusanmm pacyeToB, IPOU3BOAUTCS C
WY nopcucremsl 10CTyna ¢ MCHONB30BAHUEM KIMEHTCKUX KOMIIOHEHT ITOJICHCTEMBI yIPaBICHUS
3aja4yaMu W pecypcamu. [lojmcuctema ympaBieHHs 3aja4aMH M pecypcaMiy IpeJoCTaBIseT
MOJIb30BATENI0 MH(OPMALMIO O COCTOSHUM 3aIlylIEHHBIX U BBINOJNHIEMBIX 3a7ad, a TaKkkKe O
JIOCTYIHBIX Juisi ero 3amad pecypcax BII. Kpome Toro, oHa BbImonHseT (GyHKIMHM yHpaBieHUS
pacyeTamu B 9aCTH 3aaHus IPUOPUTETHOCTH TOH MM MHOM 3a1auu (Tpymmsl 3a1a4) [8].

3.6 O6paboTka nony4YeHHbIX pe3ynbLTaToB

OO0paboTKa TMOJYy4YEHHBIX B XOJ€ BBINOJHEHUsS] PacyeTOB JaHHBIX SIBISICTCS 3aKIIOYHTEIBHBIM
9TAIoM MpoBeeHUs pacueToB. OOpadoTKa pe3yabTaTOB pacyeTOB MOXKET MPOBOAUTHCS Kak Ha LY,
Tak ¥ Ha APM monp3oBarens (IpH HAJIWYMH BO3MOXXHOCTH TMOJYYEHHS 00pabaThiBaeMOi
nHpOpManuu HenocpeactseHHOo Ha APM). B psnme ciydaes, mpu o0paboTke 0onbIIoro oobpeMa
HHPOPMALIMU MOTYT IOTPEOOBATHCS CIICUATBHBIC MPOrpaMMBI 00pabOTKH, MCHOIB3YIONINE IS
cBOel pabOTBl pecypchl BHIYMCIHMTEIBHOTO IOJNs. B wacTHOCTH, mpu mpoBeneHHH rpaduyueckont
0o0paboTkH (mporecca BH3yaln3aldH) pPe3yJbTaTOB MOTYT HCIIOJIB30BAThCA IPOrPAMMBI
BU3YalIM3allH, B TOM YHCIIE TapaJlIeIbHOM, pa3paboTaHHbIC B POCCUICKUX (eliepalbHbIX SIepPHBIX
uentpax mist BBC — VIZI, JIOT'OC Scientific View, a Taxxke 3a py6exom — Vislt [27], ParaView
[28].

3.7 OpraHunsaumsa gocTyna K aHHbIM

Kaxnapiit u3 3TanoB o0paboTKH WH(OPMALMU MPEIoyiaraeT JOCTYIl K JaHHBIM, XpaHMMBIX Ha
pecypcax BBC. Ilpu sToMm, 6e3ycinoBHO, padota Ha BBC cBsizaHa ¢ HEKOTOPBIMH OCOOCHHOCTSIMU
IIPU JIOCTYIE K AaHHBIM, KOTOPBIE MBI M PACCMOTPHM JIaJIee.

Bxon Ha BBC mnpeanonaraeTr co3gaHue ceaHca IoJb30BaTels Ha noacucteMme aocryna BBC, npu
9TOM 00pabaThIBalOTCSI KOH(MUTypalMOHHbIE (alibl ceaHca, paclojOKEHHbIE B JOMAallHEM
kaTajore nojib3oBarens Ha 1Y BBC, ¢ nomolupo KoTopsix GpopMHUpYeTCsi CUCTEMHOE OKPYIKECHHUE
nonp3oBarens Ha BBC. OxHolt m3 ocoOeHHOCTeH opraHu3aluu JocTyna K gAaHHeIM Ha BBC
SIBJISIETCSL TO, YTO CUCTEMHOE TporpaMMHoe obecnieuenne BBC koHburypupyercs Takum o0pazom,
YTO JaHHOE OKPYXXCHHE TII0Nb30BaTeNs obecrednBaeTcss Ha Bcex mnoacuctemax BBC,
3aJIeIICTBOBAaHHBIX B 00paboTKe ero HH(popMaIum.

Pabots! o cozmanuro npukitagHoro [10 1 MoAroToBKe HaYalbHBIX JaHHBIX BBITOJHIIOTCA Ha MY
Kak B JIOMAallHEM KaTaJiore I0JIb30BaTeNsl, TaK M Ha (aiIoBBIX pecypcax OINepaTHBHOTO ypPOBHS
XpaHeHHs. YUHUTHIBas O4YEHb OouibliMe 0O0BEMBI omepaTtMBHOro ypoBHS CX, M, Kak CIIEACTBHE,
OTCYTCTBHUE PEIIMKAINH JaHHBIX Ha 3TOM YPOBHE, II0JIb30BATEIIIO CIEIYET XPAaHUTh KPUTHUHYIO K
norepe HHGOpMAaIKIo MO0 B TOMAITHEM KaTajiore, TM00 nepeMeniaTh ee Ha BTopoil ypoBeHb CX.

JlaHHBIE, HCTIONB3yEeMBIE B IIPOIIECCE cueTa 3a1ad, XpaHsTcsl Ha onepatuBHOM ypoBHe CX. K HuM
TaKKe JODKHO INPUMEHATHCS CIEAYIOIlee MPaBHJIO — KPUTHYECKHE Ba)KHBIC NAHHBIE JTOJDKHBI
KOIIMPOBAThHCS Ha BTOPOi ypoBeHb CX 1 pe3epBHPOBATHCS HAa apXUBHOM ypoBHe CX.

OO0paboTKka pe3yabTaTOB cyeTa IPOM3BOJAWTCS Ha OCHOBE JAHHBIX C OINEPATUBHOTO YPOBHS.
[MonyueHHsle pe3yabTaThl MOTYT OBITH BbIBeJeHBI Ha APM mosnb3oBaTess, moMemieHs! Ha BTOPOi
ypoBeHb CX 1100 Ha apXUBHBIN YPOBEHb (IJIS1 TOJTOBPEMEHHOTO XPAHEHHS).

Jlpyroii 0coOEHHOCTBIO OpraHM3alMM JOCTyna K JaHHeIM Ha BBC sBnsercs To, uro Ha BBC
IOJIb30BATENIM MOTYT COBMECTHO padoTaTh HajJ OOIIMMHM /IS HUX JIaHHBIMH. B 3ToM ciydae B
pamkax BBC Ttakme monb3oBaTenn oOBEAMHSIOTCS B TeMaTHdeckue rpynmsl. Ha omepatnBHOM
YPOBHE XpaHEeHHs (@ TaKkKe B IOMAIIHUX Karanorax) (aiioBbie 00BbEKThI MPUIHCHIBAIOTCS K 3TUM
TEMAaTHYECKHM TpYIIaM M, COOTBETCTBEHHO, BCE MOJIB30BATENN TEMAaTHYECKOH TPYMITBI MOTYT
MIOJTHOIIEHHO PaboTaTh ¢ TaKUM 00pa3oM OpraHM30BaHHBIM HabopoMm daiinos. B To ke Bpems, s
CTOPOHHHX IIOJIb30BATENEH, HE BXOMIMX B MAHHYIO TEMAaTHUECKyIO TPYIITy, 3TH JaHHBIC
HEIOCTYIIHBIL.
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4. lMpoepammHoe obecneyeHue BBC

Cucremuoe nporpammuoe obecrieuenrie BBC ocnoBano Ha auctpubyTuBax Linux cemeiictea Red
Hat. B ocHOBHOM HCHOB3YIOTCS AUCTPUOYTHBHI, JOCTYITHBIC B UCXOTHBIX KOJaX, Takue kak CentOS
wmn  Rocky Linux [29,30], momosHeHHBIE HEOOXOANMBIMH KOMIIOHEHTAMH W3 OTKPBITBIX
HUCTOYHHUKOB.

MO>KHO BBIJICIIUTH CJICAYIOE NporpaMMHBIC CPEACTBA, UCIIOJIL3YCMbBIC B BBC:

OC y3na — coBokynHocTh CIIO HIXHEro ypoBHS, oOecrieunBaromas padoTy anmapaTHBIX
cocraBronx y3na (cepsepa). Ams BBC tummano mcmons3oBaHne OUCTPHOYTHBOB Ha
ocHoBe Linux, manpumep, paspabotku POAL-BHUNUT® — CIIO Cynep-OBM [31], win
paspabotku POAIL-BHUNDD — 30C Apamuz [32];

10, ucnonb3yemoe Wi pa3paOOTKH MPUKIATHBIX POTPAMM — KOMIIMIISITOPHI C S3BIKOB
nporpammupoBanus C, C++, Fortran u ap., cuctemsl pa3paboTKy, MPUKIAIHBIC, HAYIHBIC
u rpaduyeckre OUONINOTEKH U TIp.;

IO koMMyHUKaIMOHHOH mmoncucTeMbl — cucteMHoe 110, obecmeumBaromiee nepenagy
JaHHBIX 0 KaHAaJlaM CBS3M C WCIIOJB30BaHHEM CIICLM(HYHBIX Ui KOHKPETHOIO BHIA
CETEeBOTO 00OPYAOBaHMS MMPOTOKOJIOB (BKJIFOYAsT OMOIMOTEKH, pealn3yoniine naTepdeiic
nepeaaun coobmenuit MPI);

IO cucremsl xpanenus — cucremsoe I10, ucnonp3yeMoe A OpraHU3alUM AOCTyNa H
XpaHEHHs JAHHBIX B cUcTeMe XpaHeHHs. Crienmu(UYHO A8 KaKIOrO YPOBHSI CHCTEMBI
XpaHEHUs;

CepBHC y4eTa U ayTeHTU(HKAIMK 1oib3oBaTenei — ucnonsdyer CI1O, npenHazHaueHHOE
JUIL  XpaHEeHWs Y4YETHBIX 3amuceil Monb3oBaTeNell W peanus3ylollee MeXaHH3MBI,
MIPUMEHSIEMBbIE JJIs 8y TEHTU(DUKALIIH;

cepBUC TOYHOTO BpeMeHH — wucnonbdyer CIIO, obecneunBaroliee CHHXPOHHU3ALUIO
TOYHOT'O BpeMEHH Ha Bcex noacucremax BBC;

CEpBUC BEICHUS IPOEKTOB — CEPBHC, PEATU3YIOMNN (YHKIHH CTPYKTypHPOBAaHHOTO
XpaHWINILA TPOTPAMMHBIX ITPOEKTOB U BEICHUS BEPCUI HCXOIHBIX TEKCTOB MPUKIIATHOTO
1 CUCTEMHOTO MPOrpPaMMHOT0 0OecIeueH s,

noAcCucTeMa yhnpasJICHHUd 3aladaMd M pecypcaMu — IporpaMMHas IOJACHUCTEMaA,
OCHOBaHHasA Ha CHO, NpeAHa3HAUYCHHOM JJId OpraHu3allii MHOI'03aJa4yHoro u
MHOTOITOJIB30BATEILCKOI'0 PEXKMMaA BBIMTOJIHCHUA 3a4a4 Ha BIYUCIUTECIILHOM I10JIE;

cpenacTBa ynpasieHusi 1 MoHUTOpuHTa kKoMrnoHeHT BBC — cuctemnoe 10, ucnomns3zyemoe
B mpouecce skcmryaraimn BBC 1ns ynpaBnenmst ys3nmaMu, JHAarHOCTHKH pabOTHI
00opyIoBaHuUs;

cepBHCHI ocTyna K y3iaMm BBC — cucTeMHble KOMIIOHEHTHI, YCTAaHOBJIEHHBIE HA y3/1ax
BBC u obecneunBaromue MOJKIIOUYEHHE IT0JIb30BaTENCH JIOKAIBHO WM YAAIEHHO CO
cBonx APM, BXOJMIIMX B COCTaB CONPSDKEHHBIX aBTOMAaTH3MPOBAHHBIX CHCTEM, K y3JIaM
BBC;

WEB cepBuc — cepBuC, MPeAOCTABISIOMNI AOCTYIl K HH(GOPMAIIMOHHBIM pecypcaM o
nportokoiam HTTP/HTTPS, a Takke K KOMIIOHEHTaM MOACHCTEMBI YIIPABICHHUS 3a1a4aMy
U pecypcamu;

nH(pOpMaLMOHHBIE CEPBUCHI — CEPBUCHI, NMpeJHa3HAYE€HHbIE JUI IepeJadd COOOIIeHHH
MEXY HOJIb30BATEISIMH, & TaKke Mexay komnoHeHTamu CITO u anMuHHCTpaTOpamMu Ha
OCHOBE 3JIEKTPOHHOU TOYTHI U [IO MrHOBEHHBIX COOOIICHUH;

cepBuc 6a3 nanHbix (B/l) — cepBuc, mpenHa3HaueHHBIH JUIS XpaHEHHS W 00pabOTKH
pa3MuHOM HHpOpMAIKK B 0a3ax JaHHbIX;
MIPUKIIAJHBIE TIPOTPaMMBlI — MPOTPAMMBI, TPEIHA3HAUCHHBIE IS PEUICHHUS Pa3THIHBIX
3aj1a4 YUCJIEHHOTO MOEIUPOBAHUSI.
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BerlrenepednciieHHble  KOMIIOHCHTBI, 32 HCKIIOYCHUEM MPUKIAIHBIX IPOTrPaMM, COCTABIISIOT
crucTeMHOe TIporpaMMHoe obecrieueane BBC.

ITpuBeneM KpaTkoe OMICaHNUE BBIIETIEpedrCIeHHbIX KoMmoHeHT CITO.

4.1 OC y3na

Oneparnonnas cuctema y3imoB BBC otHocurest k cemetictsy OC Linux.

3arpyska OC Ha o60M y3ne BBC naunnaetcst ¢ 3arpysku siupa Linux. B 3aBiucuMocTs OT HaTHIHs
WJIN OTCYTCTBHS 3arpy304HOTO AWCKA BBIAEISIETCS JiBa THIIA 3arPy3KH: AUCKOBasi MM OE3MCKOBasl.
B ciyuae mmckosoit 3arpysku BIOS (Basic Input Output System) ysma ompemensieT ycTpoucTBo,
cojeprkamiee oOpa3 3arpy3dnka, CUMTHIBACT JAHHBIC 3arpy3ddka B HaMsAThb M ITIEPEIacT €My
ympaBjieHHe. 3arpy3uMk HaxoIMT o0pa3 sjapa Ha YCTPOWCTBE, 3arpyXaeT ero B MaMsTh,
pa3apXuBHUPYET U NIEPEAACT €My YIPaBICHHUE.

B cnydae cereBoil 3arpy3Ku NMEPBUYHBIM 3arpy3ddMK HaXOOUTCS B SHEPrOHE3aBUCUMOM HaMsITH
cereBoro ajanrepa. HavanbHast 3arpy3ka OCyHIECTBIISIETCS B COOTBETCTBUH CO crenudukarmeit
PXE (Preboot Execution Environment). [yt mojy4eHust mapamMeTpoB 3arpy3ku (CETEBOM ajapec
cepBepa 3arpy3ku, uMs (haiiia BTOPHYHOIO 3arpy3udka W Jp.) UCMoyib3yercs npoTokos DHCP
(Dynamic Host Configuration Protocol). {ns monydenus daitnos mo ceti (BTOPUUHBII 3arpy34HK,
PO, HauanbHast (aitnosas ciuctema initramfs) ucnons3yercst mporokon TFTP (Trivial File Transfer
Protocol).

[Mocne 3arpy3ku siipo OC Npou3BOIUT TECTHPOBAHHE OOHAPYKEHHOTO 000PYA0BaHUS, HHULIUUPYET
MOJICUCTEMbl YIPABJICHUS TMaMSThIO W MPOIECCaMH, BUPTyalbHyI0 (ailloByl0 mnoacucremy,
TUTICPBU3O0P BUPTYAJIbHBIX MalllMH, 4 TAKXKC 3allyCKAa€T MOACUCTEMY WHUIIMAIN3AllNU, KOTOpasa Ha
OCHOBaHHMH CBOMX KOH(UTI'YPAIIMOHHBIX (DAisIOB 3aIyCKaeT OCTAILHBIE CHCTEMHBIE TIPOIECCHI.

C gpyruMu TporpaMMaMH sIIpO  B3aUMOJAEWCTBYET IMyTeM MPENOCTABICHUS MM CHUCTEMHBIX
BBI30BOB, BBITOJIHIIONINX ONPEICICHHBIC 3aIIPOCHI OT IPOTPaMM.

Snpo OC Ha y3ne BBC oOecrneunBaeT (yHKUIMHM CO3JaHHMS, YIPaBICHUS U HICHTH(UKAIMN
MPOIICCCOB, OPTaHU3AIlMI0 BHUPTYAJIBHOW MAaMSITH, BBIACISICMON MpoleccaM, OOCTYKHBaHUSA
YCTPOWCTB, CETeBble KOMMYHHUKAIINH, AOCTYII K (hailioBbIM 00beKTaM u Ipodre 6a3oBbie PYHKIIMH,
HEoOXoAnMBIe JJIsl PabOThl BBIYUCIUTEIBHON CHCTEMBI. SIapo mpezcraBisier coOoi 3arpyxaemMblit
OuHapHBIH (aiii, a Taxke HAOOP AMHAMHYECKH MOATPYKAEMbIX MOJYJIEH, XpaHAIIUXCS B CKATOM
BHJIE Ha cucTeMHBIX y3iax BBC u nokanbnbix auckax y3inos BBC.

4.2 NO gna pa3paboTku nporpamMm

Ipu paspabotke npukiIagHbIX mporpaMMm Ha BBC MOTyT HCIHOJIB30BATHCS TEKCTOBBIE PEAAKTOPbI
VI, Emacs, Gedit, mcedit u3 cocrasa CIIO BBC, a takxe cpensi paspaborku Eclipse [33] u
NetBeans [34], Qt Creator [35], xoMmusiTopsl ¢ s3bIKOB Bbicokoro yposus C, C++, Fortran
cemeiicte GNU, ot npousBomureneii npoueccopos Intel u AMD (Intel One APl u AMD ROCm)
[36,37], bubnrorexkn matematnueckux Qpyukiuit BLAS [38], LAPACK [39], FFTW [40], u T.x.,
rpaduueckue oubmmorexku GTK, Qt, OpenGL, ornaguuk GDB u3 cocrasa CI1O BBC, 1 MHOKeCTBO
JIPYTUX OTKPBITHIX U MPONPHETAPHBIX MPOIAYKTOB.

4.3 MO KOMMYHUKaUWOHHON NOACUCTEMbI

KommynukanmonHoe I1O BkiodaeT MporpaMMHOe oOOecredeHHe, NpeJHa3HaYeHHOe s
peanu3aliK BBHICOKOCKOPOCTHOU Iepesaud JaHHbIX Mexay aboneHramu B cersix InfiniBand.
Harnoe IO comepXWUT cpeacTBa AWATHOCTUKH, MOHHTOPHHTA, KOHMOUTYPHPOBAaHHUS ceTeH
obecrieunBaeT, B TOM YHCIIE, JOCTYI K Pa3IMuHbIM TPAHCHOPTHBIM U YIPABJSIIONIMM [POTOKOJIAM
MOCPEICTBOM KOMMYHHKAIIMOHHBIX OnOIroTek 1 Mmoysieit siapa OC Linux, a Takxke mpenocTaBsiet
BO3MOXKHOCTH M HWHCTPpyMEHTapuil Juisi pa3pabOTKM TNPWIOKEHHH C  HCIOJIb30BaHUEM
KoMMyHUKanunoHHo# cpezsl InfiniBand.
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Just mocTyna K KOMMYHHKAIIMOHHOW TIOJICUCTEME M3 MPHUKIIAIHBIX MPOTPaMM HCIIONB3YETCs, KakK
NpaBUiIo0, OMOIMOTEKA, pealn3yIolias craHmapt nepegadu coodmiennii MPI (manpumep, MPICH
[41], MVAPICH [42], OpenMPI [43], S-MPI [44]), npenocTasisiolias mapaiieibHbIM 3a1auam
BO3MOKHOCTh BBITIOJHSTH MEPEIadyy MAacCHUBOB JAaHHBIX MEXAY IPOILECCAMH 3allaud B PEKUME
TOYKA-TOYKA MJIH B PEKUME BBITIOJIHEHHUS KOJUIEKTHBHBIX OTeparuii (BBIMOIHIEMBIX OJJHOBPEMEHHO
Ha BCEX HJIM TPYIIIE MPOIECCOB 3a/1a4H).

4.4 MporpamMMHoe o6ecneyeHne CUCTEMbI XpaHeHUA

OnwuieM MPOrpaMMHOE OOCCIICYCHUE, KOTOPOE MOXKET HCIIONB30BAThCA Ha PA3HBIX YPOBHIX
XpaHEeHHs JaHHBIX, Oosee oapoOHO.

4.4.1 NFS

NFS siBisiercs ceTeBoii (aiiaoBoii cucTeMoi 001Iero Ha3HaYeHNUSI.

NFS mpenocrasnser kimmeHTaM npo3padnsiii POSIX-coBMecTHMEIA 1ocTyT K (aiinam U GpaiaoBoit
cucreme cepsepa. NFS ocymiecTBisieT 1ocTym TOJIBKO K TeM YacTsaM (aiiyia, K KOTOPBIM 00paTHiICs
npouecc, 1 ocHoBHOE 1ocTonHCTBO NFS cocTOMT B TOM, YTO OHA JieJIaeT STOT AOCTYII MPO3PAYHBIM.
3T0 03HAYaeT, uTo JII0O0E MPUIIOKEHUE, KOTOPOE MOXKET padoTaTh C JIOKAJIbHBIM (ailjioM, ¢ TAKUM
e yCIiexoM MoxkeT pabortath u ¢ painom NFS, 6e3 kakux-1160 Moaudukauii caMmoil mporpaMMsi.
OnHako, cymecTytomiue peanusanuu NFS uMeroT orpaHnveHre Ha KOJHMYSCTBO OJTHOBPEMECHHBIX
MOAKIIIOUYEHUH M CKOPOCTh JOCTYIa CO CTOPOHBI MapauleNIbHBIX 3a/1a4, IIOCKOJIBKY 3a 00paboTKy
3allpOCOB OTBEYAET CEepBEpPHAs KOMIIOHEHTa Ha OJHOM (haillloBoM cepBepe (y3Jjie XpaHEeHHs).
[Tosromy B BBC NFS nmeer orpaninueHHOE HCIIOIb30BaHUE:

e B BBC cuncnom y3noB Menee 100 — ay1st ;OMaIIHUX KaTaJoroB U Ha ONIEPATHBHOM YPOBHE;

e B BBC c gyucnom y3noB ot 100 u 6onee — TOIBKO AJIS OpraHU3aluH Oe3IUCKOBON 3arpy3KH
BY B BeumcnuTenpHOM OJOKe (11 MOHTHPOBAHHS KOPHEBOI (aiinoBoii cuctemsr BY),
nipu 3ToM B KauectBe NFS-cepBepa BeicTynaer cucremusiii y3en Bb.

4.4.2 ®annoBbin cepBep Lustre

Lustre — »sTo xmactepHas (aitoBas cucreMa OOBEKTHOTO THIIA, CIIOCOOHAs O00eCTeYHBaTh
BBICOKOTIPOU3BO/IUTEIILHBIN BBOJ-BBIBOJ JJIi MHOXECTBAa IPOIECCOB Kak B pexume «file-per-
processy», Tak U B peXXHUME MapaiebHOro 1ocTyma «single-shared-filey.

[porpammuoe obecneuenue (haitnoBoii cuctemMpl LUSIIE COCTOUT U3 TpeX CepBEPHBIX KOMIIOHEHTOB,
OJTHOTO KITUEHTCKOTO KOMIIOHEHTa, MOJIb30BATEILCKUX M aIMUHHUCTPATUBHBIX YTHIIUT, & TAKXKe
MPOTPAMMHBIX CPECTB pa3padboTku. OyHKIMOHAIBLHOCTh CEPBEPHBIX M KIMEHTCKOW KOMIIOHEHTOB
(aiinosoii cucremsl LUStre peanusoBana B BUe MOAYIIS sIpa ONEpPaiMOHHO#M cuctembl Linux.
CepBepHble KOMIIOHEHTBI Pa3MENIAI0TCS HA BBIJCICHHBIX Ul COOTBETCTBYIONIMX UX LEISAM y3Tax
CX, KOTOpBIE OCHAIEHBI JIOKAJIbHBIMU JUCKOBBIMH PECypcaMu JIHOO MOJAKIIOYCHBI K BHEUIHUM
JICKOBBIM IOJICHCTEMAM.

Cepeep obbexTHOTO XpaHenus OSS (object storage server) — BhIJeICHHBIH y3€J1, BBIMTOIHAIOLIMN
Gbyukpn xpanenus (HaiiioBoro colepKUMOro B BHIE YHHKAIBHO UIACHTH(OUIIUPYEMBIX OOBEKTOB.
JluckoBble pecypchl, KOTOphIMH OcHaileH Kaxaeiii OSS, crpymmupoBadHbl B ToMa (aiiioBoi
cucremsr Lustre (OST — object storage targets).

Cepsep xpanenusi Metaganabix MDS (meta data server) — BbiiesieHHBIN y3€1, BBITOIHSIOIIUMA
(GyHKIMHM XpaHEHUS] WepapXud MPOCTPAHCTBA MOJb30BATENbCKUX JaHHbIX PC U MeTaaaHHbIX.
JluckoBbIe pecypchl, KOTOPhIMU OCHaIeH Kaxapiii MDS, crpynmupoBaHbl B TOMa MeETaJaHHBIX
¢aiinooii cucremsr Lustre (MDT — meta data targets).
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Cepgep xpanenus: koupurypaunun @C (management server) — BbIIeICHHBINA WX COBMEICHHBIH ¢
JIPYrOd POJIBIO y3€ll, BBIMOJHSIOMMNN (DYHKIMHM XpaHEHUs TeKyluell KoH(purypauuu ¢aiaoBoi
CHCTEMBbI, OXBATBHIBAIOIIEH BCE MHOXKECTBO €€ MNPOTPaMMHBIX W alNapaTHbIX KOMIOHEHTOB.
Kondurypanmonnsie nanusie ¢aitnoBoil cuctems! Lustre pasmemmarorcss Ha ToKambHBIX a1t MGS
6ounbix yctpoiictBax (MGT — management targets).

BonmpmmHCTBO  cepBepHBIX  y3nmoB  BBC  (BBIUMCIIMTENBHBIC, a/IMUHUCTPATUBHEIC,
MHCTPYMEHTAIbHBIC, CEPBHUCHBIC) SBISIFOTCS KIMEHTaMH (ainoBoii cuctemsl Lustre, xoTtopas
MOJKIIFOYACTCS K HUM ITyTEM CTaTHYECKOTO MOHTHPOBAHUS € HCIIOIb30BAaHNEM BBICOKOCKOPOCTHOM
KOMMYHHUKAIMOHHO# cetu qaHHbx BBC.

Pasmemenne momb3oBaTenbCKuX (aiinoB B (haitmoBoii cucteme LUStre mpon3BOAWTCS COTJIACHO
BCTPOEGHHOMY aJTOPUTMY paclpeleleHUs, KOTOPBIH «CTapaeTcs» PaBHOMEPHO 3alONHATH TOMa
OST. o ymomuaHHWIO KaXABI co3maBaeMBIi B (haitmoBoit cmcreme Lustre caiin memmkom
pa3MmermaeTcs Ha TuHaMuIeckn HazHadeHHOM emy OST. Takoii crioco0 pa3MenieHns: COOTBETCTBYET
peXUMY WHIMBHIYaJbHOTO BBOJA-BRIBONA Ui IporeccoB 3amadu («file-per-processy»). s
BKITFOUCHHUS PEKMMA Mapajie]IbHOTO BBOAA-BBIBOAA HECKOJIBKHX IIPOIECCOB 33aJaul B OAWH (aiin
(«single-shared-file») mapameTpsl pasmerieHus 3Toro aiiia, onpeaensieMbie B 3TOM CIydae CaMUM
MOJIB30BATENIEM, 3aAI0TCS C TMOMOIIBI0 TOJB30BATENbCKON yTmiuThl ICtl mmu mocpemcTBoM
uHTepPEHCHBIX  (YHKIHMHA, MPEIOCTaBIsAeMbIX mporpamMmuoil  Gubmuorekoi  liblustre.so.
Hasnauenue 5THX NapaMeTpoB JUId OTHCIBHOM IUPEKTOPUH TO3BOJSIET aBTOMATHUUECKH HX
HacJIeJ0BaTh AJIS BCEX CO3/1aBAaeMBIX (DailIoBBIX OOBEKTOB B HIKEIIEKALINX YPOBHIX HEPAPXHUH.
OObenuHeHHe B eUHYI0 cucTeMy MHOXecTBa ToMOB OST mo3BosieT He TOJNBKO COPMHUPOBATH
3HAUUTEJBbHBIH O O00BEMY pecypc XpaHEeHHs IaHHBIX, HO W CYMMHpPOBATh IPOIYCKHYIO
CIOCOOHOCTb 33JJCHCTBOBAaHHBIX CETEBBIX KAHAJIOB K COOTBETCTBYIOIINM cepBepaM xpaHenus: OSS.
[MonyunBmasics B pe3yabTaTe TAKOTO 0OBEIMHEHHS BBICOKAs MHTETPaIbHAs MPONU3BOIUTEIBHOCTD
(aii;IoBOM CHCTEMBI IIO3BOJSIET 33JayaM YHCJICHHOTO MOJCIMPOBAHMA MHWHHMH3HPOBATH
JUTNTEIBHOCTD TIEPHOOB PETYISPHOI 3aIMCH CBOETO IPOMEKYTOYHOTO COCTOSHHS HA BHEIIHEH
MIaMATH, YTO, B CBOIO OYEpE/lb, COKPAIAET ACTPOHOMHYECKOE BPEMs ITPOBEICHUS PACUETOB U, KaKk
cleaCcTBHE, MOBBIIIAET 3 dekTuBHOCTS 3KCILTyaTanu BBC.

4.4.3 OCX[, «CTprx»

((CTpI/I)K)) — 3T0 00BEKTHAs pacopeaciceHHas CUCTEMa XpAaHCHHUS JaHHBIX, O6GCH€‘II/IBaIOH.[a$[ nux
JAOCTYIIHOCTb M HEJIOCTHOCTb, a TAKIKE cIriocoOHas MaCH.ITa6I/Ip0BaTLC$I KakK 110 O6’BeMy, TaK H II0
HpOHYCKHOﬁ crocobHocTH. OCHOBHBIM IpOrpaMMHBIM crocodom BSaHMOﬂeﬁCTBHﬂ C CHCTEeMOi

SIBIIsIETCSI OO BEKTHBIN MHTEP(EHc JoCTyNa K HECTPYKTYPHUPOBAHHBIM JAHHBIM H JIBE €T0 Pean3alun
SwiftAPI [45] u S3API [46].

OCX]1, «Ctpwx» Oa3upyercss Ha JBYyX KOMIOHEHTax obiaunoi matdopmsr OpenStack [16] —
cepBrce ayTeHTHOUKaK Keystone u cepBuce 00beKTHOrO XpaneHus SWift, a Takxke BKiIovaeT B
ceOst:

e Gate — MHOrOGYHKIHOHANBHBIA TOJNB30BATENbCKUi Web-unTepdeiic  ympaBieHUs
JAaHHBIMH, pazpabotanHslii B POSL-BHUNTO;

o ElasticSearch [47] — nokymenTtHas CYB/];

e Zabbix [48] — ciyx6a ceTeBOro MOHHTOPHHTA,;

e HSDS [49] — cepBuc XpaHeHHs CTPYKTYpUpOBaHHbIX AanHbIX ¢ HDF5 APl [50];
® U Ipyrue KOMIIOHEHTHI.

bnaronaps coum xapakrepuctiukam OCXJ] «CTpmx» criocoOHa BEICTYIATh B POJIH TUIOLIAJKH IS
OpraHM3ali NPOEKTHHIX pecypcoB xpaHeHus aiust BBC m cMmexHbIX ¢ Hell MH(OPMAIIMOHHBIX
CHCTEM.
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4.4.4 10 ACXA

KnroueBble OCOOCHHOCTH TEXHMYECKOTO PEIIEHUS BOINPOCA JOJITOBPEMEHHOIO, IEJIOCTHOIO M
MacmTabupyeMoro XpaHEeHHUs «XOJOAHBIX» JTaHHBIX MOXKHO paccMOTpeTb Ha IpuMepe
paspaborantoii Bo POSI-BHUUT® apxuBHoii cucTembl xpanenunst ranasix (ACXJ) [20, 51].
ACX]J] mpencraBisier co0oil cHcTeMy MaccOBOTO OOCIYXXHMBaHHS, BBINOJHSIONIYIO 3arpy3Ky,
XpaHeHHe, IOUCK M BOCCTaHOBIeHUE IM(POBOH MHOOPMALMM HA OCHOBAaHMH IOJIB30BATEILCKHX
3asiBOK. BBICOKas CTENeHb COXPaHHOCTH 0OpabaThIBaeMBIX NaHHBIX oOecriedmBaeTcs Oiaromaps
IIUPOKOMY IPHMEHEHHIO CPEACTB KOHTPOJI IEJIOCTHOCTH, BCTPOCHHOH pEIUIMKAlNH,
HCIIONIb30BaHHUIO TEXHOJOTHH MarHUTHBIX JICHT, M30JIIUN 3aII0JHEHHBIX apXUBHBIX HOCHUTENECH U
CaMHX apXWBHBIX 00BeKkTOB. CIIOCOOHOCTH XpaHEHHS 3HAYUTENFHOTO 00BeMa WHPOPMAIUU B
TEUCHHE [UTNTEIBHOTO BPEMEHH 00ecreunBaeTCs Kak 3a CUeT MPHMEHEHHUS aBTOMATH3MPOBAHHBIX
JCHTOYHBIX OHMOJMOTEK pAa3NMUYHBIX TEXHOJOTHYECKHX TIIOKOJNEHWH, Tak u Osarozaps
pa3paboTaHHOMY pErJlaMeHTy OOMEHa apXWBHBIMH HOCHUTEIISIMH MEXAy OHOIMOTeKaMu U
CTEUIAKHBIM XpaHWINIIEM. VCTOYHHMKaMU BXOJHBIX HMH(OPMAIMOHHBIX MOTOKOB aist ACX]]
BBICTYTIAIOT PECYPCHI XpaHSHHS JaHHBIX ¢ (HaMIOBBIM B OOBEKTHBIM HHTEp(eiicoM.

B coctaB mporpammuoro obecneuenust ACX/] Bxoasar: MeTacepBep, MeuacepBep, TPaHCIIOPTHBIIN
areHT, KOHCOJIbHBIN M BeO KJIMEHTHI, IPOrpaMMHOE 00eCIIeYeHUE OTiepaTopa XpaHWININA apXUBHBIX
Hocureneil. Texunueckuit pynnament miomanku ACX/] cocTaBisioT rpynmna MeauacepBepoB U
JICHTOYHBIX OMOJIMOTEK, OOBEAMHEHHBIX CeThi0 XpaHeHus: SAN, a Takke OJUH WM HECKOJBKO
ciyxeOHbIX y370B. TpaHCHOPTHBIE areHTHl pa3Mmemiatorcs BHe kKoHTypa ACX]] — Ha cepBepax
CHCTEMBI JOCTYyIIa M BBIACICHHBIX CEPBEPax, IMOAKIIOUCHHBIX K PECypcaM-HCTOYHHMKAM JIaHHBIX
(cbaiioBbie cuctembr u OCX]T).

4.5 CepBuc yyeta n ayteHTudmKaumm nonb3oBartenemn

Baxno ormeruts, uto B pamkax BBC oprannzoBaHO eaMHOE MPOCTPAHCTBO IOJb30BaTeNed U
€MHOE TPOCTPAHCTBO XPAaHEHHUA. DTO 03HAYaeT, YTO Ha KAXKIOM y3Ie monb3oBaTes BBC umeer
OIIMHAKOBEIH HACHTH(UKATOP, 00JIaTaeT BO3SMOKHOCTHIO TOCTYIIA K TaHHBIM, PacIOI0KEHHBIM Ha
cucreme xpanenus BBC.
CepBuc yd4era W ayTCHTH(HKANWK IIONB30BATENed TpeAHA3HAuYeH Uil OOecredeHUs
UICHTU(QHUKANNA W ayTeHTH()HUKAINU II0JG30BATeNsl NPH BXOJEC B CHCTEMY, HICHTH(PHKAINU
MIPOIIECCOB IMOJIB30BATENs, 3aMyIICHHBIX Ha y3max BBC, a tarke ams xpaHeHus uHpopMamu o0
YUeTHBIX 3alucsx nonb3oBaTeneit BBC.
CepBuc ydeTa W ayTeHTH(UKAIMH IMoJb3oBareneld Oasmpyercs Ha EmuHom IlpoctpaHcTBe
[oms3oBareneii (EIIII), peanmn3oBaHHOM C HCHOJIB30BAHWEM IIEHTPAIN30BAHHON 0a3bl NaHHBIX
noJb30BateNiel, xpausiieiics B cinyxbOe karamoroB OpenLDAP [23] (B cocraBe cepBHCHOI
MOJICUCTEMBI), TMHAMUYECKOro Moayis ayrentudukarmu Linux PAM (Ha xaxmom y3ne BBC) u
MEXaHU3MOB HUICHTU(DHUKAIIMY [T0JIH30BATENICH U MPOIECCOB, peann3oBaHHbIX B sape OC y3ma. s
aBTOHOMHBIX APM M OTHenbHBIX YUETHBIX 3amuceil Ha y3nmax BBC momyckaeTcsi MCIONIb30BaTh
JIOKAJIbHBIC YYETHBIE 3aMUCH, PACIIONIOKEHHbIe B (aiine /etc/passwd.
Wnentudukanus mMoab30BaTeNsl MPOW3BOAMUTCSA TMPH €ro BXOJAE B CUCTeMy (TOdHee, IIpH
MOJIKITFOUEHUH TI0JIb30BATENsl K OJHOMY W3 CHUCTEMHBIX CEPBHCOB, Pa3MEUICHHBIX B CHCTEME
noctyna BBC u mpemocTaBisiomux YCIAyrd IO OpPTaHM3alMH JO0CTyla — TePMUHAIBHBIA U
rpadudecKuil JOCTYII, PeKUM Tepeaadn (aiio, yAaJeHHOe MOHTHPOBaHUE (AIIOBBIX peCypcoB
BBCump.)
OyHKIYS UASHTUPUKAIUN U ayTeHTU(UKAIIMA TOJh30BaTeIeld OCHOBBIBACTCS HA MCIIOJIb30BAHUH
mexanuszmMa PAM u nHanmunu ETIIT Ha ocHoBe LDAP.
ITocne ycrmemrHON perucTpaluy IMOJb30BaTeNss Ha OJHOM M3 CEPBHCOB JOCTYIA, KaK IMPaBHIIO,
co3llaeTcd TEepBUYHBIM TIpoliecc ToJib3oBaTens. B panpHeiiieM, mpouecchl MOJIb30BaTENs
nopoxkaatorcst cpeactBamu OC y3ma wiaM ¢ TIOMONIBIO TIOJCUCTEMBI YNPaBICHHS 3aJadyamMu H
pecypcamu. OCHOBHBIMH aTpHOyTaMH, HICHTH(QUIMPYIONIMMH IIOJb30BaTeNsl B IpoIecce,
35



Mokshin S.Yu., Ignatyev A.O., Melnikov A.1., Ivankov D.V. Typical HPC system architecture for numerical simulation. Trudy ISP RAN/Proc.
ISP RAS, vol. 37, issue 6, part 3, 2025. pp. 19-44.

SBJISAIOTCS YHHUKaNbHbIA uaeHTH(uKarop monb3oBatesns (Uid) W yHHKanbHBIH HACHTHUKATOD
rpynmsl  (gid). OTu aTpuOyTHl HMCMONB3YIOTCS B IMOACHCTEME pPa3rpaHHYCHHs [OCTyMa Mpu
OpTaHM3aINH AUCKPEIIMOHHONW MOAENH JIOCTYIA.

4.6 CepBUC TOYHOrO BPEMEHU

Cepeuc Tounoro BpemeHu Ha ocHoBe NTP (Network Time Protocol) Bxomur B cepBHCHYIO
nozacuctemy BBC u obecniednBaeT CHHXpOHH3AIMIO CUCTEMHOTO BpeMeHHU Ha Bcex y3nax BBC mo
OTHOWICHHIO K OTaJOHHOMY Yy37y. Kak mpaBHIO, 3TaJOHHBIM Y3JIOM SBISIETCS OOUH U3
aIMUHUCTPATHBHBIX y3JI0B CHCTEMBI YIPABICHUS 1 MOHHTOPHHTA, JIH0O CIICHHAIBHO BBIICIISICMBIil
cepBep TOYHOTO BpEeMEHH, HMCIob3yronmii obopymosanne GPS mmum GLONASS [52,53], m6o
BBICOKOTOYHBIC Yachl ¢ HHU(POBBIM PATHONPUSMHHKOM TS TOJYYCHHUS CHTHAIA TOYHOTO BPEMEHH.

4.7 CepBUC BeaeHNA NMPOEKTOB

CepBuc BeIeHHSI IPOCKTOB BXOIHT B CEPBUCHYIO MOJCHCTEMY U ITPeTHA3HAYCH IS BEACHUS BEPCHi
HCXOIHBIX TEKCTOB NMPHUKIATHOTO M CHCTEMHOTO IMporpamMMHOro oOecriedeHusi. CepBUC BeACHUS
npoekToB MoxeT ucronb3oBatsh [10 Subversion (SVN) [54] unu GIT [55], noctymnHoe B HCXOAHBIX
KOJax u 00Jaarolee MUPOKUM () YHKIIMOHAIOM.

SVN u Git npenHa3HaueHbl A MOMOIM B pa3pabOTKe MPOTPAMMHBIX MPOEKTOB: MO3BOJSIOT
YOpaBIATh (aiijlaMi W KaTaJloTaMH, a TakKe CACTaHHBIMA B HUX H3MEHEHISIMH. DJTO JaeT
BO3MOXKHOCTh OTCIIC)KMBAaTh W3MCHEHHS B HCXOTHOM KOJAE TMPOTpaMM TIIpH pa3padoTKe
MIPOrPaMMHBIX TPOEKTOB, BOCCTAHOBUTH 0O0Jie€ paHHHUE BEPCHM HUCXOAHBIX TEKCTOB, HU3YYHTh
HCTOPHIO BCEX U3MCHEHUH.

VYxazanHoe 10 npencrasnset co6oit [10 obmero Ha3HaAYCHHS, KOTOPOE MOXKHO UCHOIB30BATH IS
yhpaBJieHus JTIOOBIMU TUIaMu (ailyIoB, B YaCTHOCTH JUIsS BEJCHUS BEPCHUil pa3pabaThiBAEMOro Ha
BBC npuxiagHoro ¥ CHCTEMHOTO MIPOTPAMMHOTO 00eCTICUCHHS.

OCHOBHBIM OOBEKTOM SIBISIETCSI HMPOEKT — COBOKYITHOCTh JAHHBIX, OIHCBHIBAIOIIUX CTPYKTYPY
XpaHUMO# B mpoekTe WH(pOpMAIMUA U e¢ Bepcuu. K KakaOMy MpPOCKTY Ha3HAYAeTCs CIIHCOK
JIOCTYIIHBIX K HEMY ITOJTb30BATEIICH.

[Tomp30BaTens MOXKET JKCIIOPTUPOBATH CBOW JIOKANBHBIC NAaHHBIE B IIPOEKT, MMIIOPTHPOBATH
JIaHHBIE U3 MPOEKTa (JII000H BEPCHH) B CBOE JIOKAJTbHOE MPOCTPAHCTBO, BHECTH U3MEHEHHUE B MMPOEKT
10J1 HOBOW BepCHEl.

4.8 Noacuctema ynpaBneHusi 3agadamMmu u pecypcamu

IMoxcucTemMa ympaBlieHHs 3aJauaMd M PECypcamMu TpeHa3HaueHa /IS 3ayCKa M BBITOTHEHUS
3ajad mosib30Baresiel (MPUKIAAHBIX TPOrpaMM) B IAKETHOM W HHTEPAKTHBHOM PEXHME C
HCIOIb30BaHUEM PECYPCOB BhIUHcaHTENbHOTO oyist BBC.
Ha BBC st opranusannu JaHHOW MOACKCTEMBI B OCHOBHOM mcmomb3yercst [1O Slurm (Simple
Linux Utility for Resource Management) [56], sBusromeecs BbICOKOMACIITAOUPyEeMOi
MPOTPAMMHON CHCTEMON C OTKPBITBIM HCXOMHBIM KOJOM, MpEeIHa3HAYCHHOW /U YIPaBICHHS
pecypcamu BBC, miaHMpOBaHHS W 3allyCKa BBIYHUCIMTEIBHBIX 3amad. S|UrM BBIMOJHSAET TpH
KITFOYEBbIe (DYHKIHH:

® 3axBaThIBaCT PECYpPChl (BBIYMCIUTEIBHBIC Y3IIBI) JJIS TIOIh30BAaTENe B HEOOXOANMOM

KOJIMYECTBE Ha OTPeNIeIEHHOE BPeMs;

® MIPCAOCTABJIACT CPCACTBA IJIid 3aIlyCKa U MOHUTOPUHTA 3a/1a4 Ha BBIACJICHHBIX Yy3JIaX;

e OpraHu3yeT ouepelb 3azjad, BBINOJIHAET IIJJAHUPOBAaHUE 3allycka 3aJady COIVIACHO
HACTPOEHHBIM TPABHJIaM, TPEOTBpAIIaeT KOHQIUKTHI IPH 3aXBaTe PECYPCOB.

Slurm cocrout u3 CJICAYIOIIMX OCHOBHBIX KOMIIOHCHT:

o Ilentpanbueiii gemon slurmctld (konTposiep) — ynpaeisier paboToii Beell MOACHCTEMBI U
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oOpabaTpIBaeT  3ampoOChl  TOJNB30BAaTENBCKUX  KOMaHA.  JIOTONHUTENBHO  MOXKET
(hYHKITMOHHPOBATH PE3EPBHBIN KOHTPOJIED, 3aMyIIEHHBIA HA APYTroM cepBepe. Pe3epBHbII
KOHTPOJUIEP MOJy4aeT yIpaBieHHe B Cllydae OTKa3a OCHOBHOTO CepBepa.

e V3noBble neMonsl Slurmd, padoraromye Ha KaXXJ0M BBIYHCIUTEIFHOM y3ie. Bee y3moBsie
JIEMOHBI B3aUMOAEHCTBYIOT JPYT C IPYTOM U APYTUMH KOMIIOHEHTaMH Yepe3 CETh, 00pa3ys
0TKa30yCTOMYIHMBYIO HEPAPXUIECKYIO CTPYKTYDPY.

e VTunuthl (KOMaHAbI), MpeAHa3HAUYCHHBIE MJIsi B3aUMOJCHCTBHUS TOJB30BATENs (UIU
anMHHUCTpaTopa) ¢ Slurm;

e OmnuuoHANBHBIN MeMOH B3amMmojeicTBust ¢ Gazoit mammbix slurmdbd, xortopsrit Moxet
HCIIONB30BATHCA U COXPAHEHUS YIETHOW MH(OPMAIMY 110 3a/1a4aM M pecypcaM B 0asy
nauubix. Oqun gemon slurmdbd moxer o6¢myskuBath Heckoapko BBC.

Jloruyeckue 00BEKTHI, yrpaBisieMbie SIUIM, BKITFOYAIOT CIEAYIOUINE CYITHOCTH:
o y3usl (N0JES) — BEIYKUCIUTEIBHBIC PECYPCHI;
e pazaensl (partitions) — y3uel, Toruyecku 00beIMHEHHBIC B OJTHO MHOXKECTBO;

e 3agaun (jobs) — BEIIEICHHBIE peCcypCHI I KOHKPETHOTO MOJIb30BATENs Ha ONpeIeNEHHOS
BpeMs;

e maru 3amaun (job Steps) — MHOXkecTBa MPOIECCOB (IK3EMILIIPOB MPOrPaMMbl) BHYTPH
3a1a4H.

Paznmenel MOKHO paccMaTpuBaTh Kak oOdepeqd 3aj4ad, Kaxaas U3 KOTOPhIX HMeeT Habop
OTpPaHMYEHHUM, TaKUX KaK: pa3Mep 3a7ayH, MOJb30BATENH, U KOTOPHIX pa3pelleH Ha JaHHBIN
MOMEHT 3aITyCcK 33/1a4 U T.JI.

VY3nbl BHYTpH pasjiella BBLACISIOTCS Ul 3ajad A0 TeX IMOop, MOKa JOCTaTOYHO PecypcoB (Yy3JIOB,
IPOIECCOpPOB, NamsTH u T.1.). Ilocie Toro, kak MOA 3afady BbIACICH HAOOP Y3JI0B, IOJIb30BaTElb
MOXET WHHIMHMPOBATh INAard 3afadd (3amyckaTh NapajuleNIbHbIE IPOrpaMMBbl) B JIIOOOH
KOH(UTypaluy Ha BEIJICJICHHBIX pecypcax. Hanpumep, oauH mar MOXeT UCIIOIb30BaTh cpas3y BCe
Y3JIBI, BBIJICJICHHBIC ISl 337a4H, WJIM HECKOJIBKO IIaroB MOTYT HE3aBHCHMO HCIIONIL30BATh TOJIBKO
YacTh y3JI0B.

Ilpn mnocraHOBKe 3aJaddl IMOJNB30BATeNs B ouyepeldb Ha HcHonHeHue Slurm 3amomuHaet
UIeHTU(HUKATOP TONB30BATEINs, MOCTABUBINETO 33/1a4y W CBS3aHHBIH C HUM HJICHTU(HKATOD
rpyumnsl. B nanpHeiiiiem, mocie BeIACICHUS BEIYUCIUTEIBHBIX peCypcoB, SIUrM BBIIOIHSET 3aITyCK
MPOLIECCOB 3a/1auyl ¥ HA3HaYaeT UM paHee COXPaHEHHbIC HICHTU(PHUKATOPHI IT0JIb30BATEIISI ¥ TPYTIIHL.
Taxum 06pa3oMm, npoliecchl Ha BBIJICICHHBIX 3a/1a4€ Y3J1aX UMEIOT Te JKe IpaBa JOCTYIIa K JIaHHBIM,
YTO 1 TOJIb30BaTENb, 3AITyCTUBIINH 3a1ady.

4.9 CpeactBa ynpaBrieHMAA U MOHUTOPUHIra KomnoHeHT BBC

CpeactBa ynpaBieHus: 1 MoHuTopuHra komrnoHeHT BBC npencrasnstor coboit [10, saastomieecs
YacThIO TOJICUCTEMBI yIpaBleHUs 3amadamMu W pecypcamu BBC u mnpeana3HaueHHOE st
BBIMTOJTHEHHS CIICAYIOMINX (YHKIUI:

e aHaNM3a COCTOSIHUSI Y3JIOB U Ipyroro obopynoBanust BBC;
e ympaBieHus (BKIIOYCHNUS, BRIKIIOUEHHS, KOHQHUTypanun) obopynoBaanem BBC;
® MarHOCTHMKHM cocTostHUs oOopynoBanus BBC;

e MATHOCTHKH M yIPaBJICHUS CUCTEMHBIX ceprcoB BBC.

CpeIlCTBa YIpaBJ€HUA WU MOHHUTOPUHI'Aa KOMIIOHCHT BBC cocTosT u3 cUCTEMHBIX KOMIIOHCHT,
BBaHMOﬂeﬁCTByIOMHX C KOHTpOJUICpaMn O60pyHOBaHI/I$I U CHUCTCMHBIMU IKYypHaJIaMH, U
MoJgydyaromux OT HUX JdaHHBIC AUATHOCTUKHU. KpOMC TOTO, B COCTaB 3TUX CPEACTB BXOIAT
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KOHCOJIbHBIE ~YTHIMTBHI, B3aUMOJCHCTBYIOIIME C KOHTPOIUIEPaMU OOOPYHIOBAaHUS C LEJIBIO
VIIPaBJICHUS X KOHQHUTYpAIIHH.

Jlis sTEx 1iesneit ucnons3yercst oobrano [10 Ganglia [57], Zabbix [48], Nagios [58], a Takxe 1O
HIDKHETO ypoBHs uist pabotsl ¢ unTepdeiicom IPMI (Intelligent Platform Management Interface),
Hampumep, ipmitool [59].

4.10 CepBuUchbl goctyna

CepBuCHI TOCTyNa 00eCIEYNBAIOT MOJKIIOYEHUE Nosib3oBareneii k BBC. dyHKIIMOHAIBHO JaHHbBIE
CEPBHCHI PeaN3yIOTCs Ha Habope CIeAYIOMNX HHCTPYMEHTOB B KoMnoHeHToB OC:

e login — Bxom Ha y3en (APM) ¢ HemocpeACTBEHHO MOAKIIOYEHHOro K y3i1y (APM)
TepMmuHana. [locie aBTopH3aly U ayTeHTU(UKAIMU Ha y3ie obpasyercs ceccust (Shell),
HO3BOJISIOIAsS BBIIOJIHAT HA y3JI€ Pa3inyYHble KOMAH/IBl OT MMEHH MOJIb30BATEIS.

e ssh — ymanenmslii Bxoq Ha y3en ¢ APM moss3oBarenst wiM apyroro ysma. Ilocie
aBTOpH3AIlMK W ayTeHTH(HKAamuMK Ha y3jie obpasyercs ceccus (Shell), mosBomstrommas
BBINIOJIHSITH HA y3JI¢ pa3inYHbIe KOMAaHABl OT KIMEHH [0NIb30BaTes. JJist BXo1a MOTyT OBITh
UCI0ab30Bansl 00 BeTpoeHHsie cpeactBa OC Linux, mu6o pasmudsbie SSh-KITHEHTH,
Hanpumep, PUTTY [60].

e xdm — ynanennsiii Bxoq Ha MUY nojcuctemsl goctymna B rpadpuueckom pexume ¢ APM
nonb3oBaress. [locne aBropusanuu u ayreHTudukanuu Ha MY cosznaercs rpadudeckas
ceccust, MMO3BOJIIONIAs MTOJIH30BATENIO 3aIyCKAaTh PA3IIHMYHbIC TPaUUECKHUE MPHUITO0KEHHS.
Jnst BXoma MOTYT OBITH HCIONB30BaHEI JHOO BcTpoeHHble cpeactBa OC Linux, mubo
pas3nuuHble nakeTsl, smynupyomne X-cepsep Ha APM nop ynpasinenuem OC Windows —
Xming [61], OpenText Exceed [62] u T.1.

e lightdm — Bxox Ha APM B rpaduueckom pexxume. [locie aBTopu3au U ayTeHTUGUKALUH
Ha APM cozgaerca rpaduueckas ceccus, IO3BOJISIONIAs ITOJb30BATEIIO 3aITyCKATh
pasnuuHble rpaduIecKue MPUIIOKEHNUS.

e vnC — ynaneHHsIi Bxog Ha MY mopcucteMsl goctyna B rpaduieckom pexnme ¢ APM
nonb3oBarests. [Ipennonaraer 3amyck Ha 1Y n3 paHee co31aHHOW TepMHHAJIBHOM ceccun
nporpamMMbl  VNCServer, mocie 3toro Ha APM mnonbp3oBarens 3aIllyCKaeTcsl YTHIIMTA
vncviewer. Ilocne aBropmsaumu u ayreHtHdukauuu Ha WY co3nmaercs rpadudeckas
ceccust, MO3BOJISIONIAs TTOJIH30BATENIO 3aIyCKaTh PAa3iIMYHbIe TpaduuecKie MPHI0KEHHS,
B TOM YHCJE, OpUCHTUPOBaHHbIE Ha 00padoTky 3D-rpadukm. J{ns BXoma MOTYyT OBITh
MCIIONIb30BaHO pa3ninuHoe creruanuzuposantoe [10, Hanpumep, TurboVNC [63].

o ftp — ynanennsii Bxogq ¢ APM mnomb3oBatens wiu apyrux y3noB BBC Ha y3isl ¢
yCTaHOBICHHBIM ftp-cepBepoMm i mepenaun  ¢aiimoB. s BXoma MOryT OBITH
MCIIONIB30BaH JIt000H ftp-KitneHT.

e samba — MOAKIIOYEHHE K Yy3/1aM MapuIpyTH3aIllid CePBUCHOW TOICHCTEMbI st
nofkiroueHus pecypcoB CX B kadecTBe ceTeBbIX AUCKOB K APM monb3oBatens. Tpedyer
aBTOpU3alMU W ayTeHTH(HUKauuu. [ BXoJa MOTYT OBITh HCHOJIB30BaHBl BCTPOCHHBIC
cpencrea OC Linux u OC Windows.

4.11 WEB-cepBuc

WEB-cepBruc MoxeT ObITh peann3oBaH Ha ocHoBe I10 Apache [64], Bxomsiiero B cocras
OonpumHcTBa MucTpubyTBoB OC Linux, B ToM uncne auctpudytusa CIIO Cynep-OBM. WEB-
cepBep Apache B cocraBe cepBHCHOII MOACHCTEMBbI OOeCleYMBACT KaK aBTOPU30BAHHbIM, TaK M
HEaBTOPH30BAHHBIA (QHOHHUMHBIII) JOCTYN TOJIb30BAaTeNeH, AaIMHUHUCTPATOPOB M PEMOHTHO-

00CITy)KHMBaIOIIETO TEpcoHala K HMHQOPMAIMM W CHCTEMHBIM CEPBHCaM MO IPOTOKOJIAM
HTTP/HTTPS.

38



Moxkuna C.JO., UrnateeB A.O., MensuukoB A.W., MBankos [[.B. TunoBas apXxuTeKTypa BBICOKOIPOHM3BOAMUTENBHON BBIYHCINUTEIBHON
CHCTEMBI JUIsl PEILICHHS 3a/4a4 YHCICHHOTO MoaenupoBanus. Tpyoet UCII PAH, 2025, Tom 37 Beim. 6, gacts 3, c. 19-44.

B posn kiaMeHTa MOXeET BBICTyIaTh Jir000it WEB-6Gpaysep (Hanpumep, Sunekc-6paysep [65]), a
TaKKe JI00ask yTUITNTA, IIEPeNarolias cepBepy 3amnpocsl mo npotokonam HTTP/HTTPS.

[lpn aHOHMMHOM JOCTYIIE IIOJIB30BATENIO INPEAOCTABIACTCS TOJBKO HH(OPMAIUSA OTKPBITOTO
Joctyna (MHpOopMaIys CIpaBOYHOTO XapaKkTepa).

Ilpn aBropm3oBanHOM pocryme Apache sampammBaeT WM M [apojib IOJB30BATEIS, 3aTEM
BBITIONTHSACT ayTeHTH(HKanuio ¢ wucnonb3oBaHueM PAM. lamee monp30BaTENi0O MOXKET OBITH
npenocTaBieHa HHQOpPManus B COOTBETCTBMM C IpPaBWIaMH pasTPaHUYEHUs OOCTYIIA,
peanu3oBaHHBIMU B Apache.

Ha BBC B pexmMe aBTOPH30BAHHOIO JOCTyIla MOTYT OBITh pEAN30BaHBI W JOCTYITHBI
MOJIB30BATEIISIM MHOTHE HH()OPMAIIMOHHBIC U (DYHKIIHOHATBHBIC CEPBUCHI, HATIPHMED:

o WEB-unTepdeiic moacucTeMsl yIpaBIeHHS 3aadaMi U pecypcaMu;
o WEB-unTepdeiic ciucTeMbl apXHBHOTO XpaHEHS,
o WEB-unrepdeiic koutpomns pecypcon Ha CX;

e TIOpTal MOJJICPKKH, COAEPKAIIMN CIHCOK BOMPOCOB M OTBETOB IO HMHTEPECYIOLIUM
NoJb30BaTeel BOIIpocam M T.1I.

4.12 UHbopmaLMOHHbIe CepBUCHI

JlaHHBIE CEepBHCHI HCIIOJB3YIOTCS JJIsl Tepeladdl JUarHOCTUYECKUX COOOIIEHHH OT CHCTEMHBIX
CEPBUCOB aMUHUCTPATOPaM U 00CITyKUBAIOLIEMY IIEPCOHATY U PEAU3YIOT (DYHKIINH 3NEKTPOHHON
MIOYTHI ¥ CEpPBUCA MTHOBEHHBIX COOOIICHHH.

4.12.1 OneKTpOHHasA no4Tta

DJeKTpOHHAs [I0YTa MOXKET UCIIOIb30BaTh CIIEAYIONIIE KOMIIOHEHTHI: areHT Mepeiayn COOOIeHU
Postfix [66] u arent nocraBku cooburenuit Dovecot [67]. [Tourtossiit cepep Postfix orchitaer u
NPUHAMAET T[OYTy, a TaKKe OCYLIECTBISET JIOKAJIBHBIA JOCTYIl K TIIOYTOBBIM SIIMKaM
noJsib3oBatesel y3na. Dovecot ocyiecTBisieT yIan€HHbII JOCTY TOIb30BaTENeH K UX MOYTOBBIM
smKam 1o mpotokonam POP3 u IMAP.

Postfix — ato arent nepemaun coobrenuit (MTA, Message Transport Agent), KOTopbIit 3aHUMaeTCst
nepechIKoi mo mpoTokoiay SMTP coolmienuit ot mosp3oBarenbekoro moutoBoro areara (MUA,
Mail User Agent), Ha3sIBaeMOTO TaK)KE MOYTOBBIM KIIMEHTOM, K YAaJI€HHOMY TIOYTOBOMY CEPBEDY.
MTA Ttaxxe mpUHHUMAaeET COOOIICHHUS OT YAAJCHHBIX IIOUYTOBBIX CEPBEPOB U NMEPECHIIAET UX APYTHM
MTA wiu JoctaBisieT B JIOKAJIbHBIE MOYTOBbIC SIIMKH. [lepecnaB WM DOCTaBUB COOOLICHHE,
Postfix 3akaHunBaeT cBO padoTy. 3a JOCTaBKY COOOIIECHHUS] KOHCYHOMY MOJIb30BATEI0 OTBEYAIOT
JIpyTHE cepBepHl, HapuMep, cepep Dovecot, kotoperii nepemaeT o nporokoidam POP3 u IMAP
COOOLICHHS Pa3IMYHBIM ITOYTOBBIM KIIMEHTaM, C NMOMOILBIO KOTOPBIX mojb3oBateis BBC moxer
NPOYMTATh UX.

4.12.2 CepBUC MFHOBEHHbIX COOOLWEeHNn

Undopmaunonnsiii cepsuc Jabber obecnieunBaer nepenauy uHbopManuu no nporokony XMPP.
Jnst BBC moxer ObITh ncnosb3oBaHo 110 Jabberd2 [68], peanusyromee moaynbHsIil cepsep XMPP,
HanucaHHbIi Ha s3bike C.

INoanepxka MHOTOMOJIB30BATEIbCKUX KOH(pepeHuuii B Jabberd2 peanuszoBana B Buae oTAENBHOTO
npoekra MU-Conference. Xors XMPP He mnpuBsi3aH K Kako#-TO OMNpENETICHHOW CETeBOM
apXHUTEKType, pealM3alnsi CECCHH OCYIIECTBIISIETCS II0 CXEMe KIHEHT-CepBep, IZe KIHEHT
peanu3yeT NOAKIIOYEHHE K cepBepy ¢ mnomomblo TCP-tpancnopra u camm  cepBepsl
B3aMMOJICHCTBYIOT JPYT C IPYTOM, HCHOIB3Yys poTtokon TCP.

CepBep OTBETCTBEHEH 3a:

® YCTAHOBJICHHMC U NOAACPIKAHNUEC COCAMHCHUS UJIM CECCUU C APYTUMU O6L€KTaMI/I, B BHJIC
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XML-0TOKOB K WJIH OT aBTOPU30BAHHBIX KJIIUEHTOB, CEPBEPOB M MPOUYUX 0OHEKTOB;
® MapIIPyTU3ALUI0 KOPPEKTHO aPECOBAHHBIX ATOMApPHBIX 3AIPOCOB.

BoNBIIMHCTBO KJIMEHTOB MOJKIIOYAETCS HEMOCPEICTBEHHO K cepBepy nocpeactBom T1CP u
ncnons3ytoT XMPP st mony4eHus moyHo# (yHKIHOHAIBHOCTH, TOCTYITHOM Ha cepBepe.

4.13 CepBuc 6a3 AaHHbIX

CepBuc 0a3 maHHBIX (CHCTEMBI yrpaBieHus 0a3zamu naHHbIX — CYBJ) sBnsercs HEOThEeMIIEMON
gacteio BBC. B BBC nanHBIA cepBHC HCMONB3YETCS U XpaHEHHWS W 0OpabOTKH pasiamdHON
nHpOpManuu B 0a3axX MaHHBIX. JTO W CTATHUCTHYECKHE NaHHBIE 1Mo pacderam Ha BBC, m camm
pacyeTHble JaHHbIC, HAKAIUIMBaeMble MpPH PEUICHUM TMPHKIAMHBIX 3a/a4 YUCICHHOTO
MOJICITUPOBAHHUSIL.

Ha BBC wmoryr npumenstecst CYBJ] MariaDB [69] u PostgreSQL [70], xotopbie sBIsttoTCS
persituoHHbIMU CYBJ] ¢ OTKPBITBIM UCXOIHBIM KOJIOM.

4.14 MpuknagHble NporpaMmmbl

puknannoe 1O sBusieTcs HEOTHEMIIEMOM, U Iaxe moayac ompenensmooei, yacteto BBC. Oto
oOBsiCHAETCS TeM, 4YrOo 3adacTyro mpukiagHoe [1O  pa3pabareiBaeTcs  OTOCIBHBIMU
CIEeHATH3UPOBAHHBIMU HAYIHBIMU OpTraHU3alUsIMH, ((UpPMaMH, Ha TIPOTSHKCHUN MHOTUX JECATKOB
JIET ¥ 3a9aCTYI0 HUKOMM 00pa3oM He 3aBUCHT OT Iporiecca cozganns BBC st Hyx [ Toi Mim HHOM
opraamzamun. CozmaHHOe TakuM 00pa3zoM npukinagaoe [10 sBisercs yHUKaIbHOM pa3paboTKol u
CTOMMOCTh €r0 HHOTJa CpPaBHUMa CO CTOMMOCTBIO HEOOJBLION BBIUYMCIMTENBFHONH CHCTEMBI.
[TosTOMy YacTo MOTPEOHOCTH HCIOJIB30BaHMS TOrO WM HMHOro npukiaaHoro [1O ompenenser
CTPYKTYPY U COCTaB Kak (yHKInoHa bHbEIX moacucteM BBC, tak u BBC B 1ienoM. B To ke Bpems
B HEKOTOPBIX KPYMHBIX HAy4YHO-HCCIEIOBATEIBCKUX OPTraHU3alUAX, NPUHAT HECKOJIBKO HHOHN
moxo k coznanuio BBC u paspabotke npukinagHoro [10. [Mpuknanuoe [1O B Takux opraHu3aIisx
paspabaTbiBaeTCS U PELICHHs KOHKPETHBIX, HMCTOPUYECKH OIpENeNICHHBIX Y3KHX 3ajad
CaMOCTOATENIFHO W 0e3yCJIOBHO YYHUTHIBACT apXHTEKTypy M ocobeHHoctH BBC, cmermmanpHO
CO3/1aBaeMBIX JUIS ATUX OpraHM3aIUil.

Kak npasuno, Ha BBC ucnons3yercs 110 Benynmx npousBoguTesae HHKXEHEPHOTO M HAyIHOTO
I1O0: Ansys [71], Siemens [72], Dassault Systemes [73], MathWorks [74], JIOI'OC [75],
OpenFOAM [76], LAMMPS [77] u muoroe apyroe. danHoe 10 Bkirouaer B ceOsi MHOXXECTBO
MOJIyJIeH IS pelieHus 3aJad pacdyera MPOYHOCTH KOHCTPYKIUHA, a3pOJMHAMUKH, ra30JMHAMUKH,
THIPOAHHAMUKH, TEIUIOTIPOBOAHOCTH, MOJICKYJISIPHONW TUHAMUKH, PA3TUIHBIX (PU3UKO-XUMHUICCKIX
mporeccoB u T.1. D10 [10 mo3BoIIsIET MPOBOIUTH MaCCOBO-TIAPAJUICIEHBIC PACYETH (DAKTHIECKH 110
000 HayuyHO! TIpoOIeMaTHKe.

Bce nmpuxnagnoe I1O Tectupyercs Ha coBMecTUMOCTh ¢ cucteMHbIM [10 BBC, nszywatorcs ero
BO3MOKHOCTH TI0 HCHOJB30BAHUIO YCKOPHUTEICH BBIYHUCICHUH, pPa3IHMYHBIX ONTHMH3HPYIOIIHX
OUOIIMOTEK W, B COOTBETCTBUU C PE3yJIbTaTAMH, MOXKET MEHATHCS JIMOO cocTaB 00OpYyIOBaHUS,
cucTeMHOro mporpammHoro obecneuenus BBC, nubo, B cBoro ouepens, 310 npukiaagdoe I10 co
BpeMEHEM J0pabaThIBaeTCsI H  ONTUMH3UpYeTCs paspaboTumkamu g 3P GHEKTHBHOTO
ucnosbs3oBanusa Ha BBC.

5. 3aknroyeHue

Pa3zpabotka apxutektypbl BBC sBIsieTCsl ClOKHOW MHOTOATAIHOM 3aJadei, 3aKiodaromeiicss B
MHOFO(i)aKTOpHOM AHAJIN3€ MHOXCECTBA MCXOIHBIX HAHHBIX: KOMIUIEKCA PEHIaCMbIX BBC 3aj1a4,
HaJIM4usd WJIN OTCYTCTBHUA MPHUKIATHOIO I10 oA UX PEHICHUA, (bI/IHaHCOBBIX, HWHXCHCPHBIX
BO3MOKHOCTEHN l'lpe}:[HpI/IHTI/IH/OpFaHI/IBaHI/II/I, Hallnyusg WKW OTCYTCTBUA KBaJ’[I/I(bI/IHI/Ip()BaHHOFO
niepcoHana no pazpabotke [10 u sxcruryataruun BBC. B HacTosmieid pabote mpeiokeHo OMUcaHue
obmeit apxurexktypel BBC: ¢ynkunonansueiii cocta BBC, wucnons3yemoe cucremHoe
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mporpaMMHOe obecriedeHrne u ocodbenHoctn 06padbotku nHpopmanmu B BBC, Ha ocHOBe aHaym3a
uH(OpPMALIUK O BBIYUCIUTEIbHBIX CHCTEMaX, CO3/[aBaeMbIX U DKCIUTYaTUPYEMbIX KakK 32 pyOekom,
TaK W Ha npeanpusaTHix Poccun. Pe3ynpraTel AaHHO# pabOThI HOCST, OE3YCIIOBHO, [OCTATOYHO
001 ¥ CyOBEKTHBHBIN XapakTep M OTPAKAIOT OJUH M3 BO3MOXKHBIX ITOJXOJIOB K ITOCTPOCHUIO
BBC. Tem He MeHee, aBTOpHI HAJCIOTCS, YTO OINMYOJMKOBaHHAs MMHU pabora Oyner mojesHa
CIEIUAINCTaM, 3aHUMAIOIIUMCS Pa3padOTKON M KCIUTyaTalueld COBPEMEHHBIX BBIYHCIUTEIBHBIX
CHCTEM BBICOKOW IIPOM3BOJUTENILHOCTH, MpPEAHA3HAYCHHBIX JUIsI TPOBEACHUS HAYYHBIX
uccie0BaHuil. ABTOPBI HaMepeHbl NPOJOJDKUTH IMyOJUKAalWM IO IaHHOM TeMaTHke, C IIeJbIo
Hpe/ICTaBICHUs] Oosiee pa3BepHYTOW MH(MOPMAIMU 10 KaXIOHW M3 (YHKIMOHAIBHBIX IOACHUCTEM
BBC, ocCHOBHBIM acmekTaM MW OCOOGHHOCTSAM aaMuHHUCTpHpoBaHusi BBC, ocoOeHHOCTSIM
paspaborku npuknaaHoro u cucremuoro I1O mnst BBC, npenHa3HaueHHBIX Uil pEIICHHs 33134
YHCJIEHHOTO MOJEIHPOBAHUSI.
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1. BeedeHue

Kpocc-apxnuTekTypHas IOJTHOCHCTEMHas! AIMYJISIIMS aKTHUBHO HMCIOJIB3yeTcs B chepax pazpaboTKu
KOMITBIOTEPHOW  ammapaTtypsl ¥ IpOrpaMMHOTO oOecriedeHus, LUPPOBOH Oe30macHOCTH,
MOJIETIMPOBaHUU cucTeM M mp. OJHMM M3 OCHOBHBIX HEYJIOOCTB, @ MHOT/A M OTpaHHUYCHUH,
CBSI3aHHBIX C NPHMEHEHHEM IIOJHOCHCTEMHON SMYISALUM AL 3TUX IEeJel, CUMTaeTCsl HHU3Kas
MIPOU3BOIUTEIHFHOCTh TPOTPAMMHBIX 3MYJIATOPOB (3ameasieHne paboTel smynupyemoro 11O B
IECSITKM pa3 — HE PEIKOCTh). BoNbIoi BKIaax B 3aMEUICHHE BHOCUT SMYJISIIHS PabOTHI
BUPTYQJIILHON TMaMsTH, KOTOpas SIBJISETCS HEOThEMJIEMOH 4YacThbl0 MHOTMX KOMIIBIOTEPHBIX
apxXuTeKTyp, Biuodas aarch64. Ilo omenke u3 paboTs! [1], HakIagHBIE PACXOABI HA SMYIIAIHIO
BUPTYAJIILHON MaMSITH B IOJIHOCHCTEMHBIX dMYJISITOPaX HA OCHOBE JBOMYHON TPAHCISIMUA MOTYT
nocturath ~40% OT Bcero 3aMemiieHHs, BHOCHMOTO sMyisiiuei. B pabore paccmarpuBaercs
ONTHMU3AIMs, MTO3BOJISIOIIAS MCIIONIB30BaTh anmnaparypy MMU xocTtoBo#i (Ha KOTOpo# paboTaer
SMYJISITOP) CHCTEMBI ISl SMYIISLUHA PadOTHl BUPTYaIbHOW MaMATH FOCTEBOH (KOTOpas 3amylleHa B
sMyssiTope) cucteMbl. JIisi mpakTHYeckod ampobanmuy noaxoaa BbIOpaH smyinsarop Qemu.
Pe3ynbraTbl BBINOJIHEHHBIX 3aMepOB pabOTBl C TPUMEHEHHEM ONTUMM3ALMH II0Ka3bIBAIOT
3HAUUTEJIBHOE YBEINYEHHUE IPOU3BOIUTEILHOCTH IMYJIISITOPA B ONPEENICHHBIX PeXUMax paboThI
TOCTEBOM CUCTEMBI.
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2. O630p npednazaemMbix peweHull

2.1 BuptyanbHas namsTb

Konnenuus BUPTyanbHBIX apecOB MO3BOJSIET H30IMPOBATH PA3IHUHBIE IPOLIECCH] B CUCTEME APYT
OT Jipyra, a Takxke 3 dexTHBHEE NCTIONB30BATh JOCTYIHYIO GU3HMYECKYIO TaMATh. B coBpeMeHHBIX
OC (u mimaTdopmax, Ha KOTOPBIX OHH Pa0OTAIOT) BUPTyaJibHAS MAMSITh SBJIICTCS CTPAHUTHOI - BCe
aZipecHOE IPOCTPAHCTBO pa30MBaeTCSd Ha PABHBIC HEIPEPBIBHBIC OJIOKM MAaMATH, CTPAHHIIBL
BupryanbHble cTpaHHIBI 0TOOPaXKAIOTCA Ha CTPAHMIB (PU3MIECKON MaMATH, IPHYEM HECKOJBKO
BUPTYaJILHBIX CTPAHUI] MOTYT OBITH OTOOpakeHBI HA OIHY (PU3UUECKYIO CTPAHHILY, HO HE HA00OPOT.
Jns onmcaHus TOro, KakuM (U3MYECKMM aJpecaM COOTBETCTBYIOT BHUPTyalbHBIE ajpeca,
CYHIECTBYIOT CHCTEMHBIE CTPYKTYPBI IIaMSITH, XPAHAIIAECS B MAMATH, Ha3bIBAEMbIE CTPAHUYHBIMH
tabnuuamu. TaOnuipl HACTPaMBAIOTCS CHCTEMHBIMHM IporpaMMamu (OIEepalMoOHHOW CHCTEMON),
COTJIACHO €TO CTPATETHUH PAOOTHI C TTAMSTHIO.

[Ipu xaxkmoMm oOpalIeHHH mpoleccopa K MaMmsITd (B TOM dYHCIE IS BBEIOOpa HHCTPYKIHH),
BUPTYAJIBHBIA a/ipec NpeoOpa3yercst CHEeUUalbHBIM allapaTHbIM OJIOKOM — YCTPOWCTBOM
ynpasienust namsathio (Memory Management Unit, MMU), koTopslii mpocMaTpuBaeT TaOJUIIBI
TpaHCIUui, B GU3NUECKHUNA, KOTOPBIH YK€ M UCTIOJIb3yeTCsl, HEIOCPEICTBEHHO, A nocTyna. J{is
KEIIMPOBaHUS PE3yNbTaToOB TpaHciasaiuid B MMU npucyTCTBYeT Kell TpaHCHsaiuid — Oydep
accounaruBHoi Tpancisinuu (Translation Lookaside Buffer, TLB). Bbydep TLB mno3Boussier
3HAUUTEIBHO CHM3UTHh Harpy3ky Ha O3Y oT paboTel MeXaHW3Ma BUPTYaJbHOH HaMATH: €CIH
TpaHCsnus yxe ectb B TLB, To ucmonb3yeTces OHa, a MOJIHBINA MOUCK B TAa0JIMIIAX HE BHIMOIHICTCS.
Tabnuupl TpaHCIANMNA JUHAMUYHO MEHSIOTCS 110 Mepe paboThl MPOrpaMMBbl (IIaMsATh BBIICISIETCS,
MPOLIECCHI MEPEKITIOYAlOTCs), U A1 00ECTeYeHUsI CHHXPOHHOTO COCTOSHMS TaONuIl U 3amuceld B
TLB cucremuoe nporpamMmmHoe obecrieuerne (I10) ynanser HeakTyadbHBIE 3aIIFCH C ITOMOIIBIO
CIEIMAIBbHBIX MPOIECCOPHBIX KOMaHIA. Toraa mpu HOBOM OOpalIeHMH IO W3MEHEHHOMY aJpecy
3ammck B TLB He HaifneTcs, U OyIeT BEHIIONHEH IOJHBIH 00X0JX TaOJHIl, a 3alUCh C aKTyaJIbHOU
TpaHcisinuel noMeniesa B TLB.

B curyammsax, korga B TaOmmiax OTCyTCTByeT WH(opManmus, Kak HYXHO TpPaHCIMPOBAThH
OTIpeZIeTIeHHBI BUPTYaNbHBIN afpec B (GU3MUECKHUH agpec, WX IMapaMeTphl JIOCTyIa K CTPaHUIIE
NaMsATH HapylaroTcs (HampuMep, 3aluch B CTPAHMILy TOJBKO ISl YTEHHS WM JOCTYN H3
MOJIE30BATENILCKOTO  TpoIiecca K MaMATH NPUBHIETHPOBAHHOTO IIpolecca), B IpoIeccope
MPOMCXOUT UCKITIOUCHHE, U yIIPaBJIEHHE MepeaaeTcs MporpaMmme-o0paboTuiKy NCKITIOUSHHUS.

2.2 dmynsaumsa BupTyanbHou namat B Qemu

Qemu — MoJIHOCHCTEMHBIH KpOCCIIaT(GOPMEHHBIH 3MYIISITOP C OTKPBITHIM MCXOAHBIM KOZOM [2].
OH nojaaep>XuBaeT MHOTHE MOMYJISIPHBIE KOMIIBIOTEPHBIC apXUTEKTYPHI, KaK B Ka4eCTBE I'OCTEBBIX
CHCTEM, TaK M B KAUECTBE XOCTOBBIX.

Pabora osmynsTopa OCHOBaHa Ha JUHAMHYECKOW JBOMYHON TPAaHCISIMM KOJAA TOCTEBOM
aApXUTEKTyphl B KOJ XOCTOBOH apXuTeKTypbl. Ho uToOBI n30exaTh MOAAEPKKH OOIBIIOTO
KOJINYECTBA TPAHCIATOPOB JUI KAKIOTO COYETaHMS MCXOTHON M IIENICBONH apXHUTEKTYPHI, U JUIA
3((eKTUBHOTO BHITOIHEHHS HEKOTOPBIX ONTUMH3AINI HaI KOJIOM, TPAHCIIALINS KO/Ia BRITIOTHIETCS
C JOMOJHHUTENBHBIM IIArOM B BHUJE MIPOMEXYTOUHOTO Koja. Omnepartiy, KOTOPBIE CIOKHO W/HIH
HEOIIPaBJaHHO MpPeoOpa30BEIBATE C MOMOIIBI0 KOJOTE€HEpaluu (peakue IIaTGopMO3aBUCHMEIE
WHCTPYKINH, MEHSIONINE COCTOSHHUE TOCTEBON CHCTEMBI, TPAHCISNHSA BHPTYANIbHOTO ajapeca |
NpoYKe), HHTEPIPETHPYIOTCS ¢ MOMOIIBI0 (YHKIMI Ha s3bike CH, a BBI3OBBI K 3THM (DYHKIUSIM
BCTPaMBAIOTCS HEMOCPEICTBEHHO B CTEHEPHUPOBAHHBIN JBONIHBIHN KOJ.

2.2.1 MporpaMmmHoe ynpaBreHue namaTbio amynaTtopa QEMU

JUia sMymsImuy BHPTYaJbHOW IAMSTH TOCTEBBIX apXHTEKTyp B (Qemu IPUCYTCTBYET MOIYb
IpoTrpaMMHOTO ympasieHus namsaTeio MMU. Moxynb (QyHKIHMOHATBHO NpEACTaBIsIeT co0oi

47



Poletaev D.N., Dovgaluk P.M, Teys G.N., Kostin M.A. Hardware acceleration of Qemu MMU for aarch64 on x86-64 full system emulation.
Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 6, part 3, 2025. pp. 45-58.

Mozaens Oydepa TLB, ¢ HabopoM ONTHUMH3AIMKA IS YCKOPEHHS MPOTPAMMHON TPaHCISAIAN
anpecoB, nHTEpdeiic i qodaBaeHus Tpancsaui B TLB, ynaneHus TpaHCISIuiA, CAHXPOHU3AINN
TPaHCIMPOBAHHOTO KOJIOI'€HEPATOPOM KOJa C TOCTEBBIM (B ClIydae M3MEHEHUS TOCTEBBIX CTPAHHULI).
Mogens TLB B Qemu matdopMoHe3aBHCUMas M YHUBEPCATbHAS, TO3BOJSIET a0CTParupoBaThCs OT
(opmarta TaONUI TPAHCISIIAN KOHKPETHOM TOCTEBOH apXUTEKTYpPHI — HEMOCPEICTBEHHO 00XO0I0M
TaOJIMI TPAHCISILIMU B TOCTEBOW CUCTEME 3aHMMAETCs KO AMYJISILIMU KOHKPETHOH apXUTEKTYPBHI.

2.2.2 NMounck TpaHcnAuMu B nporpammHom TLB amynsaTopa Qemu

Bo Bpems BBINOIHEHHS TPAaHCIMPOBAHHOTO KOJA IPH OOpAIICHUH K IaMSTH, KaK ¥ B PEaTbHBIX
cuCcTeMax, MOXCK KeITHMPOBAHHON TpaHCIAIWH B Oydpepe TLB mporncxoanuT npu KaxaoM oOpaiieHInn
K MaMATH. OMYJSIIUI0 0OpalIeHus] K MaMsITH MOXKHO Pa3[eNuTh Ha JBE YaCTH: OBICTPHIM MyTh U
MEJUIEHHBIH MyTh. BBICTPBIN My Th BHIOIHAETCS LENUKOM B CTEHEPUPOBAaHHOM Koze. B ciiyuae, eciau
TpaHCIALMSA A ajapeca OTCYTCTBYeT B mporpaMMHOM TLB wuiam cymiecTBylOT Kakue-TO
0COOEHHOCTH JIOCTYNa K 9TOH MaMsTH, BBINOJHIETCS JIMHHBIA IyTh, C Nepefadeii yrnpaBieHHs
XeJrepy, KOTOPBIH 3arpy3uT OTCYTCTBYIOIYIO TpaHcisinuio B Oydep TLB wnnm obGpaboraer
CJIOKHYIO CHTYalMIO, U BEPHET YIpaBlieHHe 00paTHO B TPAHCIMPOBAHHBIN KOJ (MM HE BEPHET, B
Cllydae TOCTEBOr0 HCKIItOYeHHs). I mpuMepa, pacCMOTPUM TPAHCIMPOBAHHYIO B KOJ| XOCTOBOM
cucteMbl X86-64 WHCTPYKUHMIO 3arpy3KH IepeMeHHOH u3 mamsatu ldr apxurektypsl aarch64,
MOKa3aHHYIO Ha puc 1.

B uncTpykiusax 0-3 oCymIecTBIISCTCS MOMCK COOTBETCTBYIOIICH aapecy OOpalleHUs 3alucy B
nporpammaom TLB. B muammmx Ourtax ajpeca B 3almucH XpaHATCS (uiard IOCTYyMa, BPOJC
TLB_DISCARD WRITE (ecmu ctpanmnna goctymHa tonbko Ha urenne), TLB_WATCHPOINT
(ecnm Ha cTpaHHIE yCTaHOBIIEHa To4ka octaHoBa), TLB MMIO (ecmu Ha cTpaHuUIe ecTh OJOK
PETHCTPOB YCTPOKMCTB) M T. I. B mHCTpykmmsax 4-5 aapec oOpalieHHs IOATrOTaBIUBAETCS K
CpaBHEHHMIO C aJpecoM, XpaHamumcs B 3amucu TLB. B 6-7 BeimonHsiercs cpaBHEHUE IBYX
3HAUEHMH, W, €CIIM OHHU OTIMYAIOTCS, BBIMOJIHEHUE UACT 0 MEUICHHOMY ITyTH. TakuM oOpas3om, B
OBICTPOM ITYTH BBITIOJIHIETCS JOCTYTI TOJIBKO K CTPAaHHIAM, T/I¢ HU OWH U3 (D1aroB HE YCTAHOBIICH,
TO €CTh K HOPMaJIBHOW IIaMATH, 06€3 CTOPOHHUX (P (HEKTOB.

2.2.3 MMU koHTeKcTbl B Qemu

Jlist KaXktoro BUPTYaJbHOTO Tpolieccopa B Qemu CyIIeCTBYET cpa3y HECKOJIBKO BHPTYaJIbHBIX
oydpepor TLB (MMU KOHTEKCTOB), TPAHCISIMH B KOTOPHIX CYIIECTBYIOT OJHOBPEMEHHO APYT C
JIPYTOM, M HCIIOJIL3YIOTCSI B Pa3HBIX PeXHMMax padOTHI TOCTEBOTO Ipolieccopa. Pa3Hble KOHTEKCTHI
HYXHBI JUISl TOTO, YTOOBI CHU3UTH KOJIMYECTBO OYHUCTOK IporpaMmHoro TLB u3-3a nepekiroueHus
pexxnuMoB paboTeI porieccopa. Kak mpaBuio, rocTs UCIOIB3YET HECKONBKO KOHTEKCTOB ISl CBOEH
pabotel. MMU KOHTEKCTHI — 3TO abcTpakuus Mojenu nporpammuoro 0ydepa TLB Qemu. XoTs u,
B HEKOTOPOW CTENEHH, [TOX0XKH, KOHTEKCThl HE SKBMBAJICHTHBI PEXKUMaM TpaHCIALuK B aarch64.
Taroke, KOHTEKCTH Qemu COBCeM He CBsI3aHbI C TOCTEBBIM HAECHTH(HUKATOPOM Ipoliecca aarch64 (B
pa3Heix MMU KOHTEKCTax MOTYT XpaHUThCS TPAHCISAIMM KaK JUIS Pa3HBIX MPOIECCOB, TaK U I
OJIHOTO).

2.3 OnucaHue onTuMMU3aummn

[lonnmas, xak pabotaer mporpammueii MMU B Qemu, MOXHO OTMETHTH OCHOBHOW €ro
HEJOCTAaTOK: IIOMCK HYXKHOM TpaHCisiuMM B BUpTyanbHOM TLB BO BpeMs BBINOJIHEHUS
TPaHCIMPOBAHHOTO KO/A, pa0OTAIONIET0 ¢ MaMsAThI0, BHOCUT MHOTO HaKJIaJHBIX PacxoJ10B (OKOJIO
10 MHCTPYKLMI XOCTOBOH CHCTEMBI Ha OJHO OOpalleHHe K IaMsITH TOCTEBOH CHCTEMBI). A
nockoibky B RISC apxurekTypax, B cpemHeM, OOiblle TPETH OT 4YMCIa BCEX BBIOJHEHHBIX
MHCTPYKIMH paboTaloT ¢ mamaTbio [3], 3aMejaeHHe CTaHOBHUTCS OIIyTUMbIM. Ilpennaraemas
ONTUMU3ALMS IPEANOIaraeT 0TKa3 OT IPOrPaMMHOI0 MOMCKA HYKHOM TPaHCIIALUHN B BUPTYaIbHOM
TLB, nepexnaznpiBasi paboTy mo TpaHciasiumu Ha ammapatHelii MMU xocToBo#t cucremsl. B
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TPAHCIIUPOBAaHHOM KOJE JK€ OCTAaeTCs, HENOCPEICTBEHHO, JOCTYl K MaMATH C IIPOCTOM
KOPPEKTUPOBKOH afjpeca CI0KEHUEM, U, BO3MOXHO, IIPOBEPKU HAJ aJpecoM, KOTOPBIC HEb3sl W
Heleniecoo0pa3sHo BEIOJHATH B TAKOM COYETAaHWH OCTBH/XOCT anmnapaTHo. JlocTuraercs aTo myTem
pa3MelieHus IOMOHUTEIBHOTO BU/la Ha BUPTYaIbHOE aJPECHOE MPOCTPAHCTBO FOCTEBOM CUCTEMBI,
TPaHCIMPOBAHHOTO KOJa U MH(PACTPYKTYPHOTO KOAA JUISl €ro BBIIIOJIHEHUS B OJHOM aJpECHOM
MIPOCTPAHCTBE XOCTOBON CHCTEMBI, KaK MPABIIIO, B IIPOLIECCE AMYIIITOpa (pHC. 2).

NocTeBas MHCTPYKUNA

Idr x7, [x0]

TpaHcnupoBaHHBIA KoL

;3HaveHue X0 B rbx (agpec o6paweHunsn)

;nporpammHbin TLB nepepq rbp(oTpuuartensHoe cMeweHue)
;6a30BLIA aapec CTPYKTYPbI C rOCTeBLIMK perucTpamMu B rbp
mov rdi, rbx

shr rdi, 7

and rdi, gword[rbp-0xf0]

add rdi, gword[rbp-0Oxe8]

mov rsi, rbx

and rsi, Oxfffffffo07

cmp rsi, gword[rdi]

jne slow_path_trampoline

mov rdi, gword[rdi + 0x18]

mov rbx, gword[rbx + rdi]

save_result.

10: mov gword[rbp+0x78], rbx

QONOIUNAWDN=2O

B RS S e R R e R e R R AW R R R R e R R R R E R R A W R R B 6 R R R S W R R W KRR R SRR RS W R R R R R SRR e

;BbI3OB xennepa (MeaneHHbIA Ny Th)
slow_path_trampoline:

1: mov rsi, rbx

2: mov rdi, rbp

3: mov edx, 0x2032

4: lea rcx, save result
5: call Id_helper

6: mov rbx, rax

7. jmp save_result

Puc. 1. Tpancauposannwlii k0O 018 uncmpykyuu ldr.
Fig. 1. Translated code for Idr instruction.

ITo puc. 2 BUIHO, YTO [UI UCHOJIB30BAaHUS MOJXO0JA FOCTEBOE AAPECHOE MPOCTPAHCTBO JOJKHO
OBITH MEHBIIIE, YEM aJ[PECHOE IPOCTPAHCTBO, IOCTYITHOE SMYJIATOPY. PasmerieHue Bcero ajpecHoro
MIPOCTPAaHCTBAa HENPEPBIBHBIM KYCKOM TpeOyeTcs, uTOObl H30ekKaTh JIONOJHHUTEIHLHOTO
MPOTPAMMHOTO YPOBHSI TPAHCIALHMM TOCTEBOTO ajpeca NPU BBJICICHHH €ro 4YacTAMH, dTO
HETIPUEMJIEMO CHU3UT NOTEHIMAIBHBIN 3P (eKT yckopeHus. Pa3menienne agpecHOro mpocTpaHCTBa
TOCTS B TOM JX€ XOCTOBOM aJpECHOM IIPOCTPAHCTBE, TAe pPabOTaeT TPAHCIMPOBAHHBIA KO,
HEOOXOMMO H3-3a TOTO, YTO IMEPEKII0YeHNEe KOHTEKCTOB - OTHOCHTENIFHO IOJTasl Omepamus, H
TIOJIOXKUTEIBHBIN 3()(EKT OT anmapaTHON TPAHCISILIMU aJJPECOB €€ HE IEPEKPOeT.
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FocTesoe BUPTyansHoe AnpecHoe duanyeckan NnamaTe
appecHoe NpacTpaHcTEo npocTpaHcTeo Qemu XOCTOBOM CUCTEMBI

B CTPOEeHHOE rocTesoe

afpecHoe
\ npocTpancrso ans

npsMoro gocTyna

locteean cTpaHnua

locreBas crpaquua

Bycep roctesoro
o3y

lNocresasn CTpaHiua

Puc. 2. JlonornumenvHulil 610 Ha 20Cmegoe 8UPHYAIbHOE A0PeCHOe NPOCMPAHCIEO.
Fig. 2. Additional view of the guest virtual address space.

OO0muii anropuT™ y BeeX MOAOOHBIX PEemIeHHH MPUMEPHO CleAyIomuil. BHadare, noctyn ko BceM
CTpaHHIIaM B JMANa30HE, BBIJCICHHOM AJISl TOCTEBBIX aJpEcOB, 3ampeleH. ['ocTeBas mporpamm,
o0parmasch K Kakoi-TO CTpaHHIE, BBI3BIBAET CTPAHNYHOE HCKITIOYCHHE B XOCTOBOH CHCTEME, TT0CTIe
Yero AMYJISITOP 0TOOPAXKAET CTPAHHUILY, BHI3BABIIYIO CKIIIOYEHHE HA CTPAHUIY (PU3NIECKON MaMsTH
XOCTOBOM CHCTEMBI, XPaHALIYI0 COOTBETCTBYIOIIME MAaHHBIC (DHU3MUECKOW NaMsITH TOCTEBOM
cucteMbl. Takum 00pa3oM, CIEAYIOIIMHA JOCTYH W3 TPAHCIMPOBAHHOTO KOJA IOIYYHUT MPSIMOU
JIOCTYNl K HEOOXOMUMBIM JaHHBIM, 0e3 He0oOXOAMMOCTH HCKaTh TPAHCISIIMIO I ajapeca B
nporpamMmHoM TLB. Korna rocreBast TpaHCIIAIUS CTAHOBUTCS HEKOPPEKTHOM (M3-3a M3MEHEHUH B
CTPaHUYHBIX Ta0JIMIAX), €e OTOOpakeHHe Ha MaMsATh XOCTOBOW CHUCTEMBI yAalseTcs. A 3HAYWT,
CIEIYIOUINH TOCTYIl FOCTEBOrO KOAA K 3TOM CTpaHHUIIE CHOBA BBI30BET MCKIIIOYEHHE B XOCTOBOM
cucTeMe 1 100aBJIeHNE YK€ aKTyaJIbHOT'0, KOPPEKTHOTO OTOOpakEeHMS.

MaHuIyI1iH ¢ 0TOOpa)KeHHEM CTPAHUI] B CHCTEME — IPUBUIIETHPOBAHHAS OTepanys ¥ AIMYJIATOP,
KaK MOJIb30BaTEILCKUH MpoIece, He UMEET MPSAMOro JAOCTyIa K TabmuiaM TpaHcasmuu. B padore
[4] s MoanduKauKM CTPAHUYHBIX TAOJIHMII XOCTOBON CUCTEMBI HCIIOJIB30BAIN OT/IEJIBHBIH MOYIIb
sJpa, KOTOPBIA MCHONIB30Ball BHYTpeHHHH uHTepdeic (Application Programming Interface, API)
sIIpa JUIs 3TOM LenH, ¥ yOpaBisuics 3MyJsiTopoM. OCHOBHBIMU HEJJOCTATKAMHU MOJAX0Ja C MOAYJIEM
sapa SIBISETCS CHIDKCHHE OTKAa30YCTOMYMBOCTH CHCTEMBI M HEOOXOJMMOCTBH IOJUIEPKKH KoJa
MOJyJIsl, TaK Kak HHTep(eic sapa MOKET MEHAThCSA OT BEPCHU K BepcHH. B nanpHelmux padorax,
BMECTO MOJIYJIS SIIPA, JIFOIN CTallM UCTIOIB30BATh, U TOM JKe IeITH, CUCTEMHBIN BBI30B mmap [3,
5]. B Hekoropeix paborax [6-7] TpaHCIMPOBAaHHBI KOJI € OTOOPaXEHHBIM aJlPEeCHBIM
IIPOCTPAHCTBOM TOCTEBOM CUCTEMBI 3aIlyCKalOT IOJ aNMapaTHOM BUpPTyanu3allMeldl cO BTOPBIM
annapaTHbGIM yPOBHEM TPAHCIIALUH a/IPECOB M3 TOCTEBBIX (PU3MUYECKHX B XOCTOBBIE (PU3MUECKHE.
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Taxoit moaxox oGecneunBaeT OONBIINMN KOHTPOJIb HAJ BBINOJIHEHHEM KOJA W OTOOpaKCHHEM
a/IpecoB, HO CHJIIBHO YBEJIMYUBACT CIIOKHOCTH Pa3paOOTKH B BUPTYAIN3UPOBAHHOM OKPYKEHHH H
noapasymMeBaeT 0OoppOy ¢ 3aMeUICHHEM, BBI3BAaHHBIM IIEPEKIIOUCHHEM IIPOIIECCOpPa MEXKIY
pexuMamu paboThl, TOCKOJIBKY OoJbIIast 4acTh (pyHKIMOHANA IMYIISITOpa ocTaeTcsl paboTaTh 0e3
annapaTHOW BUPTyaln3aluy (M3-3a OTCYTCTBUS HHPPACTPYKTYPHI ISl 3TOTO I0]] BUPTYaJIH3alUeH).
Tak e, A1 TOZOOHOTO HUCTIOJHEHUS B MPOLIECCOPE XOCTOBON CHUCTEMBI HEOOXOJMMa IOIepKKa
annapaTHOW BUPTyaIU3allld CO BTOPBIM YPOBHEM TpaHCISIINH [8].

B onmcaHHBIX MCCIIEIOBaHUAX ONTUMH3ALUS UCTIOJIB3YETCS IS SMYJISALIUHN 32-OUTHBIX TOCTEBBIX
cucteM Ha x86-64 X0CTOBOM cucTeMe, y KOTOpOH peasibHas pa3psiiHOCTh BUPTYalIbHOTO agpeca 48
6ut. B pabote [7] npuMEHWIN BapHalUIO TT0X0/1a ISl AIMYJISILIMU CHCTEMbI apXUTEKTYphl X86-64
Ha CHUCTEeMe C apXUTeKTypoil aarch64. XoTs B 00eHMX apXUTEKTypax pa3psAHOCTh BHPTYajJbHOTO
anpeca oquHakoBas (48 OUT), HO B apxuTeKType aarch64 0THOBPEMEHHO HCIIONB3YIOTCS 2 TaOJIHIIbI
CTpaHHUIl, TO €CTh, PEAbHO, BUPTYAJIbHOE a/IpeCHOE MPOCTPAHCTBO B/BOE Ooble, yeM B x86-64,
YTO OCTABILIET JOCTATOYHO MECTA, YTOOBI CTPYKTYPHI SMYJIATOPA HE NMEPECEKATNCh C aApecaMu
TOCTEBOM CUCTEMBI.

3. OcobeHHOCMU peanusayuu

B HameMm mojaxome MbI PEIIMIIM HCIONB30BaTh TEXHHKY Ha OCHOBE CTPAHMYHBIX MCKIIIOYEHUH U
CHCTEMHOT0 BbI30Ba mmap. K unTepecyromiei Hac komOuHauu apxutektyp (aarch64 Ha x86-64) B
o0meM BHIE ONTHMHU3ALUS HENPUMEHHMMa, TaK Kak IIPOLIECCY 3MYJIATOpa JOCTYIHa TOJBKO
MUIa/IIasi TIOJIOBHHA BUPTYaJbHBIX aJPECOB XOCTOBOW CHUCTEMBI, TO ecTh 47 6ut. YacTp aapecos
UCIIONB3YET CaM SMYJISATOP W OHOJNMOTEKH, NMPHU KOMIAKTHOM DPACIOJIOKEHUU KOTOPBIX, LIS
BUPTYJILHOTO aJipeca TocTeBoil cucTeMsl ocrtaercs 46 6uT. B rocreBoii cucteMe ¢ apXUTEKTypon
aarch64 HanpPOTHUB KOPPEKTHBIX aJpecoB B 2 pa3za OoJbiie, ueM 48 OUT (32 CUET UCIOJIb30BaHUS
IIBYX CTPAaHUYHBIX TaOIUIT).

Onnako, yacto rocressie OC (HampuMmep, Ha 0a3ze Linux) aensat agpecHoe mpocTpaHcTBo aarch64
Ha CTaplIyl0 IIOJIOBUHY aApEcOB IS NPUBMIECTMPOBAHHOIO peXHMa M MIIAANIYIO UL
MOJIF30BATENBECKOTO U HE HCIOJNB3YIOT MX OfHOBpeMeHHo. K Tomy ke, apxutekTypa aarch64
MO3BOJISIET OTKJIIOYATh YacTh YPOBHEH TaOJMI[ TPaHCISALMH, 4YTO S(GQPEKTUBHO YMEHBIIAET
pa3psaIHOCTB aapeca. Hampumep, OTKITIOYEHHE OTHOTO YPOBHS TaOJIHII OCTAaBISET pa3psaHOCTH B 39
owur, 4ro mo3BoiseT axpecosars 512 ['ub mamsaTH, TOCTaTOYHBIX I OONBITUHCTBA 3a7ad. K ToMy
JKe, 3TO CTaHJIapTHast KOHPUrypaus sapa Linux npu 4eThIpexKHI00alTHRIX CTPaHUIaX.

[ostomy npuHATO nomymieHwe, 4to TocteBoe 10 OJHOBpPEMEHHO HCIONB3YET TONBKO OJHY
TIOJIOBUHY BUPTYaIBHOTO aIpEeCHOTO MPOCTPAHCTBA (CTAPIIVIO MM MIAAIIYIO) pa3psIHOCTHIO 39
OUT, YTO MO3BONSET BHLAEIUTh HEMHOTO MeHbIle 28 1ManazoHOB MOA rOCTEBbIE BUPTYyalbHbIE
aJpecHble TPOCTPAHCTBA B QJPECHOM MPOCTPAHCTBE SMYJATOpPa, OCTaBISAS 3amac  Jyis
JIOTIONTHUTEIBHBIX ONTHMM3ALINI.

ApXuTeKTypa penieHus JomyckaeT, 9to rocteBoe [10 MoXeT HCIoIp30BaTh JII0OOH agpec B CBOCH
paboTe, He TOJIFKO M3 0’KUIaeMOT0 TUANIA30HA, HO B TAKOH CHTyalluu oOpaiieHue Oy et 00paboTaHo
Yyepe3 MEUICHHBIH IyTh, XOTS, HOTEHI[HAJIbHO, MOTJIO OBITh OCYIIECTBIIEHO ObICTpee uepes ObICTPhIH
MyTh NIPH UCTIOJIb30BaHUHK TporpamMmmHoro 0ydepa TLB. [Ipu 60mbom KonudecTBe TAKUX a/IPECOB,
CKOPOCTB 3MYJISIIIAN MOKET YIAcTh Jlake OOJIbINe, 9YeM IPH OTKIIOYCHHOHN ONTHMH3ALNH, TaK 9TO
CTOUT M30eraTh MOJOOHBIX CHTYaIUH.

3.1 AnnapatHbin 6ydep TLB

Jnst oToOpakeHHs TOCTEBBIX BUPTYAJIBHBIX CTPAHMI] Ha XOCTOBBIE B (Qemu, B JIONOJHEHHE K
nporpamMmaoMy TLB noGasnen ammapatasiii TLB. Tepmun “anmapatasiii TLB” ucrons3yercs uis
KoHTpacTa ¢ nporpamMmusiM TLB, ero He ciemyeT myTath ¢ peanbHeIM Oydepom TLB xocToBoi
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CHCTEMBI, KOTOPBIH TOXXE ydJacTByeT B pabore ammapatrHoro Oydepa TLB smymsaropa Qemu.
Anmaparsaeiii TLB pabortaer mapamienbHo mnporpamMmHoMy TLB W XpaHUT TpaHCISAIWAW IS
CTpaHHUI] C HOPMAaJIbHOM TaMAThIO 0€3 CTOPOHHHX OJ(PQPEKTOB, K KOTOPHIM BO3MOXKEH
HEMOCPECTBEHHBIN OCTYII U3 TPAHCIMPOBAHHOTO KoJia. OTKIIIOUNTH nporpaMMmusbiid TLB npu sTom
Henb3sl, TaK Kak, NMOMHUMO TpPAHCIMPOBAaHHOIO KO/, TPAHCIALMUS aJPECOB TakkKe Tpeldyercs
KOJIOTeHEepaTopy, NepudepruiHbIM yCTPOHCTBAM, OTJIAIYHKY U TIp., U OTCYTCTBHE Kellla TPAHCIISILIUH
B 3TUX CIIy4asX 3HAUYUTEIBHO 3aMEUTUT SMYJISIIHIO.

Amnmnapartaeiii TLB, kak m mporpamMMHBIH, obecniednBaeT nobaBiieHue 3anuceil B 0ydpep TLB,
yloalleHne cpaly BCeX 3amuceld WM TNOoCTpaHu4yHO. JIis mpsMOro oToOpa)KeHHs TI'OCTEBBIX
BUPTYAJIBHBIX CTPaHHI HA Oy(dep ¢ JaHHBIMU TOCTEBON MaMsATH HCIIOJIb3YETCs CUCTEMHBIH BBHI30B
mmap c coorBercTBytommMu (iaaramu nocryna (PROT READ, PROT WRITE). Ina ynanenus
TpaHcsinuy w3 ammapatHoro TLB wucmomesyercs mmap ¢ ¢marom PROT NONE (to ects
oOpareHne K CTpaHHuIle TaMsATH BEI30BET UCKITIOUCHHE).

WHTepecHo# 0COOEHHOCTBIO TAKOTO PacIipeAeIeHHOTO MEX Ty TaOIHI[aMU TPAHCISUH U PEATEHBIM
TLB cuctemsl BuptyansHoro TLB sBisieTcss ero, yciaoBHO OSCKOHEUHBIA pa3Mep (OTCYTCTBYET
BBITECHCHHE CTapbIX TPAHCIALMN U3-32 T0OABICHUSI HOBBIX TPAHCIALIMM C TAKHM € KITI0OYOM). ITO
MIO3BOJISIET, MHOT/1A, N30€TaTh TOBTOPHBIX H30BITOYHBIX TPAHCIALMH, B OTIMIHE OT IPOTPAMMHOTO
TLB.

3.2 Mogudukauma KkogoreHepauum

BeicTphlil yTh, Ipu iporpaMMHOM TLB BBEINOIHIET HECKOIBKO ONEPALIUL:
1) mpoBepka, YTO TPAHCIAIMS CYIIECTBYET, U JOCTYI Pa3pellieH;
2) mpoBepsieT, YTO JOCTYI BEIPOBHCHHBII;

3) KOppeKTHpYeT BHPTYyalbHbIA TOCTEBOW aipec Ui MOJIYYSHHUS] BHPTYAIBHOIO XOCTOBOT'O
(ucmonp3yst nHpOpManuio B mporpaMmMHoM TLB);

4) ocyIecTBISET TOCTYI K MAMSITH.

Jns annapatHoro TLB maru apyrue:
1) 1poBepuTh, UTO aPEC HE BBHIXOMT 3a TPAHHUIIBI ITOIEPKMUBAEMOTO UAIa30Ha;
2) TpOBEPHTh, YTO JAOCTYIl BHIPOBHEH;
3) mpubaBuTh ajapec k H6ase AUANa30HA B aPECHOM POCTPAHCTBE IMYIIATOPA;
4) BBINOJHHUTE JOCTYII K ITAMSITH.

[epBEIif TyHKT HEOOXOAUM, OTOMY 4TO TocTeBoe [10 MOXeT HCIonbp30BaTh MH000E 64-OMTHOE
3HAQUEHHE B KauecTBE ajpeca, U OOpaTUTHCS K 3alpenieHHOH Juis Hero mamsaTH. IIpoBepky Ha
BBIPAaBHUBAHME JOCTyIIa MOKHO COBMECTHTH, B CIIydae MIAIIINX aIpecoB, C IPOBEPKOH ajapeca.
Jng crapmmx TOCTEBBIX aJpecoB — 3TO OTHENbHBIE HMHCTPYKIMH. Azpec 0a3pl jaMama3oHa
npubasiseTcs B Xx86-64 0THOBPEMEHHO C JOCTYIOM K MaMSTH, OHAKO, aapec 0a3sl He0OXOANMO
mepes; STUM 3arpy3uTh B peructp. Bo BpeMs AocTyma K ImaMsATH ammapaTHO MPOBEPSETCS, UTO
TPAHCISIIKSA U CTPAHUIBI CYIIECTBYET, W JIOCTYN K HEH paspemieH. Bo Bcex myHKTax, eciu
YCIIOBHE HE yJIOBJIETBOPSETCS, MPOUCXOAUT MEPeXo]] K MeJUICHHOMY ITyTH (Y4epe3 BETBICHHE WM
HCKITIOYECHHE).

Ha puc. 3 mokaszaH TpaHCIMPOBAHHBIA KO U1 MHCTPYKIUU 1dr co BKIIOYEHHBIM anmapaTHBIM
TLB.
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FocTeBan UHCTPYKUMA
Idr x7, [x0]

TpaHcnuMpoBaHHLIA Kog

;3HaveHue x0 B rbx (agpec obpauleHus)

;6a30BbIN agpec CTPYKTYPLI C rOCTEBLIMM perucrpamu B rbp
0: test rbx, Oxffffff8000000007

1: jnz slow_path

2: mov tmp_reg, [guest as_base addr]

3: mov rbx, qword[rbx + tmp_reg]

save_result:

4: mov  gword[rbp+0x78], rbx

Puc. 3. Tpancauposannas uncmpykyus 1dr ons ucnoavsosanus ¢ annapamuvim TLB.
Fig. 3. Translated 1dr instruction for hardware TLB usage.

3.3 OTknoYeHne NpoBepoOK B TPAHCITMPOBAHHOM Koae

Xots Hanmuuue B OBICTPOM IyTH IIPOBEPOK Ha BHIPABHMBAHME ajapeca W IIONaJaHue ajapeca B
OKMJaeMBbIi JMana3oH o0ecrne4ynBacT KOPPEKTHOCTh OMYJSIMA W CTaOWIBHOCTH paboThI
IMYJITOPA, 3aMEYCHO, YTO Ha NMPaBHIBHO PabOTAOMIUX NPOrpaMMax 3TH MPOBEPKU HUKOTIA HeE
cpabartsiBaroT. [103TOMY, €Cii HOTPEOHOCTH B YCKOPSHHH IE€PEKPBIBACT MOTCHIMAIBHYIO, HO
MaJIOBEpOSITHYI0, HEKOPPEKTHOCTh M HECTAOWJILHOCTh PAOOTHI IMYJATOPa, HMPOBEPKH MOXKHO
HCKIIFOYHUTh U3 OBICTPOTO ITyTH, COKPATHB €ro. Pe3ysbTar ynaneHus NpoBepoK U3 OBICTPOTO IIyTH
JUId MHCTPYKUIMHU 1dr TOKa3aH Ha puc. 4.

FocTeBan UHCTPYKUMA
Idr x7, [x0]

TpaHcnupoBaHHLIW Kof

;3HaveHue x0 B rbx (agpec obpaweHusn)

;6a30BbIN aapec CTPYKTYPbI C FOCTEBLIMM perucrpamu B rbp
0: mov tmp_reqg, [guest_as_base addr]

1: mov  rbx, qword[rbx + tmp_reg]

save_result:

2: mov qword[rbp+0x78], rbx

Puc. 4. Koo uncmpyxyuu 1dr oas annapamnozo TLB 6e3 npogepok.
Fig. 4. Hardware TLB 1dr code without checks.
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3.4 WUcnonb3oBaHue wuHpaekca MMU pgnsa usbupatenbHOro npuMeHeHus
onTMMM3aummn

ITockonbKy MEIJICHHBIN IyTh, P UCIIOIB30BAHUH TTOJXO0/a CTAHOBHUTCS CIIE MEIUICHHEE, YEM C
nporpammEEiIM MMU (3a cuer 00pabOTKH depe3 IpephIBAHHE, BMECTO IPOCTOTO BEI30BA
NpOLEAYPHI), CLEHAPUU C OOJBIIMM KOJIMYECTBOM MEIUICHHBIX IyTEH IUIOXO MOIAXOIAT IS
anroput™a. Yacro, pabora yepe3 MeJICHHBIH MyTh BbI3BaHAa OOpAILlEHUEM T'OCTEBBIX IPOrpaMM K
yCTpOWCTBaM IepudepuiiHbIM ycTpoiicTBaM. B [3] ObIIO 3aMeueHo, YTO MPOrpaMMbl HE MMEIOT
IPSIMOTO JOCTYIA K YCTPOHCTBAM, a AeNaroT 3TO MOCPpeICTBOM IpuBmieruposansoro 110, kotopoe
paboraer B pexuMe spa. 3HAUYUT, MOKHO HE BKJIIOYATh ONTUMM3AIMIO JJISl KO/ siApa TOCTEBOM
CHUCTEMBI, a TpPOAOKATh HCIOJIb30BaTh MOAYNIb mporpaMMmHoro MMU smynsatopa, a g
MTOJIF30BATEIHCKOTO TOCTEBOTO KOJIa HCIOIB30BaTh anmapatHeiil Oydep TLB. K Tomy xe, kox simpa
OOBIYHO pacHoiaraeTcsi B CTapiieil 4acTH aApecHOTO IPOCTPAHCTBA, a, KaK YHOMSHYTO paHee,
TPaHCIMPOBAHHBIA KOJ IS IOCTYIA K CTApIINM aapecaM JIMHHEe, YeM K MIIaJIINM, H3-3a 0ojee
JUTMHHOW IIPOBEPKH M KOPPEKTHPOBKH TOCTEBOTO BUPTYAIBHOTO apeca, II03TOMY MOTCHIHNAIBHOE
YCKOpPEHHE BBIIIE NPU 00palleHHH K MJIa UM aJipecaM, a JJIsl CTapIINX aJpecoB CXOAUT Ha HET.
[TockonbKy pemmnTh, HCHONB30BaTh ONTHMHU3AIMIO WINM HET HAAO HA dTane TPaHCISIIUHM KOJa, B
KadecTBe Kpurepus ucnonbzyercss MMU nHIeKkc, KOTOPBIH ¢ JOCTaTOYHOI TOYHOCTBIO MO3BOJISIET
OTIIMYATh SAJEPHBIN U MOJB30BATEIBCKUN PEKUM paOOTHI.

Jpyrum npumepom uckmodeHust MMU nHzaekca u3 paboThl alropuTMa MOTYT CIIYXKUTh HHAEKCHI,
KOTOpBIE HE HCIONB3YIOTCS U3 CTEHEPUPOBAHHOTO KOJA, @ TOJNBKO XEJNepaMy U HHPPaCTPYKTYpOH
smyssTopa. Her cmpicna moxaepskuBath anmapaTHelii TLB 1 Takoro mHIeKca, MOCKOJIbKY OH
HHUKOTJa He OYET UCII0JIb30BAThCA.

3.5 OTcnexunBaHune rocteBbIX KOHTEKCTOB

Bnecenne uamenenuil B anmnapatHelii TLB - oTHocuTenbHO goporas onepaunusi, B CPaBHEHUU C
Momudukanueir mporpammHoro TLB. [losroMy, ecnu BEIIONHATH OYMCTKY ammapatHoro TLB
KaKIbIH pa3, KOIJla FOCTEBask CUCTEMA MEPEKIII0YacT MPOLECe, KaK ATO JesaeT nporpamMMuslii TLB
B Qemu, HakmaJHbIE pPAacXoAbl HA OYNUCTKY M TOBTOPHYIO TPAHCISAIMIO aApecoB OymyT
HeonpasJIaHHbIMU. JIJIsl CriiaKMBaHUsl OTpHLIATEIbHOTO d(dexTa 0T NepeKItoueHHs IPOLECCOB B
anmapatHeii TLB 1o06aBieHo oTciexnBaHue MACHTU(UKATOpA MPOLecca, MO TUITY TOro, Kak 3TO
mpoucxoauT B peaabHoM TLB coBpemeHHBIX MammuH. [Ipy cMeHe Tabmull TpaHCISIIUN BO BpeMs
MEPEeKIIIOYEHN KOHTEKCTOB, TPAHCISIMKM IPEAbIIYNIero Ipoliecca HE OTOpachIBAIOTCA, a
COXpaHSIOTCA Iy OyJyIIero HCIIOJIb30BaHHS B IIyJieé KOHTEKCTOB J0O MOMEHTa, KOTJa IIpOIecc
CTaHeT aKTHBEH CHOBA.

Jna oTcnekMBaHUs TEKYIIEro MpoLecca MCHOIb3yeTcs, Kak U B peanbHoM TLB, apxuTekTypHO
oTIpelieTIeHHbI B cucTeMe KoMaHj aarch64 mnentudukarop mporecca asid. KemmpoBaHHbIe
TPAHCILIIMK TIpoIlecca YAAISIOTCA IMPH OYHMCTKAX Kella, He CBSI3aHHBIX C IEpeKIIoueHHEM
KOHTeKcTa. B ciydae, oTcyTcTBHS CBOOOAHBIX KOHTEKCTOB B ITyJieé KOHTEKCTOB, CaMBIH CTapbIi
KOHTEKCT 3aMEHSAETCS] HOBBIM.

ITyn xoHTEKCTOB (pOpMHpPYETCS M3 IOCTYIHBIX JAMANa30HOB T'OCTEBBIX BHPTYAJIBHBIX aIpECHBIX
npoctpancTB. st 39-0MTHOTO roCTsS M AMYJSATOpPA HA XOCTOBOH cucteme x86-64, MakCUMAaITbHBII
pasmep ImyJia Ui KakJ0ro BUPTYAIBHOTO TIPOIIecca, TP MHOTOIIOTOYHON paboTe KooreHeparopa:
floor (28/Nepus) , 7A€ £100r — QYHKIMA OKPYTIICHHS BHU3, & Ncpus — KOJIMIECTBO BUPTYATbHBIX
mporieccopoB. B ciydae ¢ OAZHOMOTOWHOI KOAOTreHepalned, MaKCHMalbHBIH pasMep Iyna
HemHorum MeHbine 28, OpHako npu paboTe peanbHBIX IOCTEBBIX CHCTEM OH HE MCHOJb3YeTCs
LIEJIMKOM, TIOTOMY YTO TMOJIHast o4ucTKa Oydepa (t1b flush) caydaeTcs HAMHOTO Yalle, YeM
HEPEKITIOUEHHE MEXTy 28 YHUKAIbHBIMU FOCTEBBIMM KOHTEKCTAMH, & B 3TOM CJIydae BCE TOCTEBbIE
aJipecHble JIMana3oHbl BO3BpamiaroTcs obpatHo B mys. [lo pesymbratam HaOIIONCHHH,
ONTUMAJIBHBIN pa3Mep ITyJa Ha IOTOK KOJOTeHepaTopa HaX0AUTCs B AWamna3oHe ot 8 1o 16.
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4. lfpou3zeodumesnibHOCMb

JUst OLleHKHU MTPONU3BOAMUTEIBHOCTH NIPEUIOKESHHOTO PEIICHNS B KaUuecTBE TOCTEBON CHCTEMBI OblIa
BbIOpaHa BHpTyasibHas MammHA raspberry 3b [9] (omHOIIIaTHBIA KOMIBIOTEp ¢ 4 simepHBIM SoC ¢
apxurektypoir aarch64, 1 I'6 O3Y wu HaGopom mnepudepmn). B kauectBe rocreBoit OC
ucnons3oBanack Raspberry Pi OS Lite [10] (ocuoBana va OC Debian 11 Bullseye). ITapamerpst
x0cToBO# cucteMmsr: Intel® Core™ i7-8700 CPU @ 3.20GHz, 32I'6 O3Y, 500I'6 SSD.

JI71st TECTOBBIX IIPHMEPOB HCHOJIB30BANIICH HECKOJIBKO peajbHBIX ClieHapueB paboThl: 3arpys3ka OC,
ckayMBaHWe (aila M3 CEeTH, YCTAaHOBKa IIPOTrPAaMMBI, apXWBaLWs/IeapXxuBanus ¢aiiina, a Takke
stamoHHBI TecT Nbench. s Gonpieil TOCTOBEpHOCTH, pe3yabTaThl H3MEPEHHH IMOBEPTaUCh
cTaThcTHYeckoil o0padorke. Nbench n3MepsieT mpou3BOAUTENBHOCTh B UTEPALMAX B CEKyHAy. B
OCTaJIbHBIX K€ TeCTaX M3MEPSIIOCh BpeMsl pabOThbl, HO Al YHU(PUIIMPOBAHHOTO IPEICTABICHUS
HOJTy4YeHHBIC 3HAUCHUSI HHBEPTUPOBAIUCE. Pe3ybTaThl H3MEpeHHil pecTaBIeHb! B Ta0. 1.

Tabn. 1. Cpasnenue npouzgooumenvrocmu 6a3080u gepcuu Qemu u ¢ 6KIH0UEHHOU onmumuzayuetl.
Table 1. Performance comparison of vanilla Qemu and Qemu with abovementioned optimization.

Qemu 9.1.50 ¢ IIpou3BOIUTENHEHOCTD
Ha3zBanue tecta Ba30$3 iﬂs(gemu annapaTHbIM (6ompmre 100 — yckopenue,
- TLB MEHbLIE — 3aMeJyIeHNe), %
3arpyska OC 22.02 18.69 84.87
CkaunBanue ¢aiina ~50 Mb 3.80 3.81 100.26
VcraHoBKa MpoOrpamMMsl 11.01 10.83 98.36
I:/?go;;gomqnoe ckaTHe Qaiiaa 15.67 34.12 21774
Uzsneuenue ¢aiina ~50 Mb 28.24 30.76 108.92
Make (mporpammer nbench) 17.36 16.31 93.95
Nbench obmee 191 3.11 162.82
NUMERIC SORT (Nbench) 185.79 504.01 271.27
STRING SORT (Nbench) 65.18 107.13 164.36
FP EMULATION (Nbench) 128.22 284.59 221.95
FOURIER (Nbench) 6009.23 6608.07 109.96
ASSIGNMENT (Nbench) 9.03 11.51 127.46
IDEA (Nbench) 3122.83 3788.79 121.32
HUFFMAN (Nbench) 1082.52 1355.60 125.22
NEURAL NET (Nbench) 4.68 5.36 114.52
LU DECOMPOSITION (Nbench) 190.67 220.29 115.53
INTEGER INDEX (Nbench) 27.94 44.59 159.59
(Fﬁti)eﬁ;)NG_POINT INDEX 7.89 9.04 114.57
MEMORY INDEX (Nbench) 6.48 9.15 141.20
BITFIELD (Nbench) 204681940 253949410 124.07

ITo U3MEPCHUAM BUIHO, YTO MPOU3BOAUTEIIBHOCTH CO BKJIIOYEHHOM OHTI/IMI/I?;aHI/Ieﬁ 3aBHUCHUT OT THUIIA
Harpy3KH Ha TOCTEBYIO CHCTeMy. boibllioe ycKOpeHHe MoiydeHO Ipu pabore OeHUMapKOB
(yckopenwue 10 2.71 pas, 1.62 pa3a B cpeiHEM), © HAa MYJIBTUIIOTOYHOM CkaTuu ¢aitna (2.17 pa3). B
OCTAJIbHBIX PCAJIBHBIX TPUMEpPAX MPOU3BOANUTEIIbHOCTh U3MEHNUIIACHh HE3HAYUTECIIBHO, KPOME TECTA C
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3arpy3koit OC, rae Mpon3BOANTEIFHOCTh CHU3MIACh Ha 15%. 3aMeanenne npu 3arpy3Ke MOXKHO
00BACHUTL TeM, 4TO 3PGHEKT YCKOPEHHsS OT HCIOJIb30BaHUS ammaparHoro TLB He mepeBecwi
J0OABUBINKECS HAKJIATHBIC PACXOJIBI HA €r0 padoTy.

5. 3aknro4yeHue

B cratee paccMOTpeHa ~ ONTUMM3ALMS  TPAHCISIMHM  BHPTYaJdbHBIX  aJpPECOB  IIPH
KpocCIIaT(hOPMEHHON MOIHOCHCTEMHON 3MYJISIIIMY, MTO3BOJIAIONIAS IEPEHECTH YaCTh HArpy3KH C
nporpammMHoro MMU smynaTtopa Ha anmapaTypy TpaHCISILIMUM aJpECOB XOCTOBOM CHCTEMBI.
BrinonHeHa npakTuyeckas peanus3alys OMNUCAHHOTO IMOAXoja Ha sMynarope Qemu. 3amepsl
MIPOU3BOUTEIHLHOCTH UTOTOBOTO PEIIEHHsI TOKAa3bIBAIOT OOJNBIIOE YCKOPEHHE MIPU UCTIONb30BaHUU
ONTHMU3AIMH, B TOM YHCIIE U ISl PEATbHBIX IIPOTPaMM, a HE TOIBKO OCHIMAapPKOB.

[IpennoxxeHHoe ucnonHeHue anmapaTHoro TLB st yCKOpEHUS TPaHCISALUHM TOCTEBBIX aJpPECOB
MOJKET IIPUMEHATHCA s SMyIiiun aarch64 Ha x86-64, 4to paHbIie B paboTax HE BCTPEYAIOCh.

XoTs onMcaHHBIA MOJXOJ HENb3s Ha3BaTh YHUBEPCAJIbHBIM, MOTOMY YTO OH MpEANoJaraeT
OIIpe/IeJICHHbIE HaCTPOIIKYA TOCTEBOM ONEPAIMOHHONW CUCTEMBI, YaCTO TaKasi HAaCTPOWKa BO3MOKHA,
00 yKe UCIIONB3YeTC s B BRIOpaHHOH CHCTEME.

Jlist cHSTHSL orpaHMYEHUs Ha 3 YpOBHS TaOJMIl TPAHCISIUMHA B TOCTEBOM CHCTEME BO3MOXKHO
UCIIOJNIb30BaHKUE PACIIMPEHHUE MponeccopoB X86-64, yBenn4MBaromero pa3psiHOCTb BUPTYaILHOTO
azipec XOcToBO# cucteMbl a0 57 Our [11]. D10 obecnedynT MOCTATOYHBINH 3amac BUPTYalbHBIX
aJPecoB I IPUMCHEHUS OMUCAHHOTO BBIIIE TOAX0/a st cucTeM aarch64 ¢ mojaHbIM 48 -0UTHBIM
agpecoM. B nepcniektiBe MBI coOMpaeMcs MPOBEPUTH 3TOT ITOAXOJ HA IIPAKTHKE.
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AnnoTtamusi. CeMaHTHYCCKUN pa3pbiB MPEICTABIACT COOOM ONHY M3 KIIOYECBBIX MPOOJeM B pa3paboTke
peLICHUH TONHOCUCTEMHOTO JAMHAMUYECKOro aHaimu3a koja. OHa 3akirodaeTcs B TOM, 4TO Ha YpPOBHE
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Abstract. The semantic gap is one of the key problems in developing solutions for full-system dynamic
analysis. At the hypervisor level, tools have access only to low-level binary data, while analysis requires high-
level information about the state of guest operating system objects. Virtual machine introspection approaches
solve this problem. Unfortunately, implementations of existing approaches face performance issues and lack of
functionality. They require the user to embed special agents into the virtual machine image or have debugging
symbols for the OS kernel. They also turn out to work only for specific systems and processor architectures.
The article presents a number of solutions that reduce overhead and increase the versatility of the analysis tool.
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the user, collecting the information necessary for analysis during the OS boot on the emulator.
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1. BeedeHue

TexHOIOrMs HHTPOCHEKIMY BUPTYaIbHON MAIIMHBI UMEET IUPOKOE IPUMEHEHUE B UHCTPYMEHTAX
JTMHaAMu4Yeckoro ananm3a. OHa peanusyeT npeoOpa3oBaHNUEe HU3KOYPOBHEBBIX OMHAPHBIX JAHHBIX,
JIOCTYIHBIX Ha YpOBHE T'MIICPBH30pa, B BBICOKOYPOBHEBYI0 MH(popmammio 00 obwvekrax OC. B
nncrpymenrte Natch [1] ¢ ee momompio codupaercs nHGOpManKUs O MMOBEPXHOCTH aTakw, T.e. 00
UCTIONHSEMBIX (aiiiax M (YHKIHUAX, KOTOPBIE OTBEYAIOT 3a 00pabOTKY JaHHBIX, HOJYYSHHBIX U3
HE/IOBEPEHHBIX HMCTOYHHKOB. OTO JOCTHTaeTcs 3a C4YeT KOMOWHUPOBaHMA HHTPOCHEKIUH C
OTCIEKUBAHUEM IIOMEUYEHHBIX JAHHBIX.

OcHoBHas npobJiemMa CyIecTBYIOINUX METOAOB HHTPOCIIEKIIMN BUPTYAIbHBIX MAIIMH 3aKII0UaeTCs
B HUX Y3KOH CHIEeIHaIN3aliM M CIOXKHOCTH NMPUMEHEHHSA. APXHUTEKTypa OIEpaIlOHHBIX CHCTEM
MOXET CHJIHO pa3iinuaThCsl B 3aBUCHMOCTH OT CEMEWCTBA, BEpCHU sipa, (J1aroB KOMITWIALUHA U
Ipyrux ¢axkropos. [ToaToMy MOCTPOCHHE YHHBEPCAIBHOTO IMOJX0JA, CIOCOOHOTO OCYIIECTBIISTH
MOHHUTOPHHI Ha JIOObIX TrocTeBBIXx OC, SBISETCS MNPAKTHYECKH HEIOCTIDKUMOW IIETIBIO.
BonpmmHCTBO paboT B JaHHOW cdepe OrpaHNIUBAIOTCS TOJBKO pean3alieil MHTPOCICKINN IS
OC cemeiictBa Linux. CymecTByromniie HHCTpYMEHTHI TaKKe 9acTo TPEOyIOT HAIMYNS OTIIAJ09HBIX
CHMBOJIOB K aHaJIM3UpyeMoMy sipy [2-4], mu0o BHeIpeHUs B 3TO /PO CIELHMAIBHBIX MOJYJIEH,
cobuparonux o HeM HHpopMaiuio [4-6].

MpsI npeanaraeM croco6 c6opa HEOOXOIUMBIX JJIsl HHTPOCIIEKIIMH JIAHHBIX O CHCTEME Ha OCHOBE
npocroro 3amycka OC Ha BHpTyalbHOH MampHe. DTO YIPOIIAaeT Mpolecc MOATOTOBKM 00pasa
BUPTYJILHOH MalIMHBI K aHAIN3Yy, BEAb IMOJIb30BATENI0 KOHEYHOI'O MHCTPYMEHTa HOTpedyeTcs
TOJIKO TOA0XKJAaTh, MOKa HE 3aKOHYUTCS aBTOMaTH4ecKas HacTpoika. Ilo 3aBeprienuto Taxoit
HACTPOUKH TeHepUpyeTcs KOHPUTYPAMOHHBIN (ailsl, Ha3bIBaeMBbIi MPOGHIEM HHTPOCTIEKIINH.
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CymecTByeT psig paboT, B KOTOPBIX 337aya NOCTPOSHHS NPOGHIL MHTPOCIEKIUH VI CHCTEMbI
pelaeTcss Ha OCHOBE aHalM3a CHUMKOB IAMATH ¢ NPHMEHEHHEM CIICHUAJBHO IMOJTOTOBJICHHBIX
pa3paborankom 3BpucTuK [7, 8]. B Apyrux ucciemoBaHHAX MPOIECC IMOCTPOSHHS JBPUCTHK
AaBTOMATH3MPYETCs Ha OCHOBE CTaTHYECKOro aHanu3a OuHapHOro kozia [9], nmubo mpumeHeHHs
MmamuHHOTo 00yueHus [10]. Ectb Taxke paboTsl JeMOHCTpHUpYIOHe (P GEKTUBHOCTS TPUMEHEHUS
JUTS JTaHHOW 33724l TUHAMHUYECKOTO aHan3a, HanpuMep moaxonsl Katana [11] u ORIGEN [12].

B nanHO¥ cTaThbe ONMUCHIBAETCS IOAXO0/ MHTPOCIEKIUH BUPTYalbHOW MamnHbI A1 rocTeBhIx OC
Linux, Windows u FreeBSD. On onupaeTcs Ha OTCIe)KMBaHHE U3MEHEHUI B CTPYKTYpaxX JaHHBIX
s1pa Ha NMPOTSDKEHUHU ceaHca paboTel amynaTopa. sl OCTHXKEHHs YHHBEPCAIBHOCTH IOJX0Ja
BBOJATCS aOCTpPaKTHBIE THIIBI CTPYKTYp JAAHHBIX SJipa, KOTOpblE O00OOIIAIOT peajibHbIE THIIBI
cTpykTyp pasHbix cemeiictB OC. Takum 00pa3oM, CTaHOBUTCS BO3MOXKHOW €JMHAsi pean3aliis
QJITOPUTMOB MHTPOCIICKIIMH 0€3 MPUBSI3KH K KOHKPETHBIM apXHTeKTypaM. C HCIIONB30BaHHEM 3THX
aOCTPaKTHBIX THIIOB TAKKE Pean3yeTcsi HAOOp TECTOB, IPOBEPSAIONIMX KOPPEKTHOCTD H3BJICKaeMOi
U3 CTPYKTYpP DaHHBIX siApa HH(OpMamy. DTH TECTHl IPUMEHSIOTCS A1 ToA00pa CMEIeHUH Mojeit
U OIpeneieHHs Pa3MepoB CTPYKTYp, KOTOPBIE IO X0y HACTPOMKU 3aHOCATCS B I'€HEPHPYEMBIi
npoduib HHTPOCHEKIINH.

2. 0630p cywecmeyrowux peweHul

Wuctpymentst TEMU [4], DECAF [5] u PANDA [6] peanu3yloT 3agauydl HHTPOCHEKIHH
BUPTyaJbHON MammHbl Ha 6ase smymsatopa QEMU [13]. Bo Bcex Tpex paboTax MpUMEHSIOTCS
BHenpsaeMble B TocTeByro OC moaynu sapa. B TEMU Takoit MOAyJh HCHONB3YEeTCS BO BpeMs
WCTIOJIHEHUS JJI1 M3BIICUCHUS BBHICOKOYPOBHEBBIX NaHHBIX 0 coctossHnd Windows. B DECAF u
PANDA BHenpsieMble areHTHl IPUMEHSFOTCS TOJBKO JUISA CO3aHUS KOH(QUTYparuoHHOTO (aiina,
NPUMEHSIEMOT0 3aTeM B aHaju3e 0e3 OCYIIECTBICHUs BMemaTenbcTBa B rocteByro OC.
Huctpymentst DRAKVUF [2] 1 RTKDSM [3] paboTaroT Ha OCHOBE 3MyIATOpa Xen, u3-3a 4ero
OTPaHWYEHBl B NMPUMEHEHHH TOJIBKO apXHUTEKTypod mporieccopoB x86. st cBoeil paboTHl OHH
TpeOYIOT HaJIWYMS OTIAJOYHBIX CHMBOJIOB fA7pa, KOTOPHIE HCHONB3YIOTCS IUISI W3BICUCHUS
napameTpoB 006ekToB OC U3 CTpyKTyp HaHHBIX B rocteBoil mamatu. B DRAKVUF ormagounsie
CHMBOJIBI TIPUMEHSETCS TaKKe Ui TepexBaTa CHUCTEMHBIX (QYHKIMHA, Ha OCHOBE KOTOPBIX
MHCTPYMEHT OTCJIEKMBAET MPOUCXOJAIINE M3MEHeHUsl B cucteme. B cBoro ouepear RTKDSM
BBINOJIHAET MOHHUTOPUHI 00BekTOB OC, oTcnexuBas MOIUGHKAIMKM CTPAHUI[ TNaMATH CO
CTPYKTYpaMU JaHHBIX Spa.

Tabn. 1. CpasneHnue no0xo006 uHMpOCHEeKyul.
Table 1 Comparison of introspection approaches.

TEMU DECAF PANDA RTKDSM Drakvuf
BHenpsier roctesbie . Ut .
aiiBepa HCIIOTHEHUSI HacTpoliK JUTSL HACTPOHKH HET HET
AP (B Windows)
TpebyeT Hanu4us 1a

OTJIaI0YHbBIX . HeT HeT Ja hit]
(st Linux)

CHUMBOJIOB

OMyIATOp QEMU QEMU QEMU Xen Xen
r e Windows, | Windows, Windows, Windows, | Windows,

OCTEBbIC Linux Linux Linux, FreeBSD Linux Linux
ApXHTEKTYpEI x86 x86, Arm | x86, Arm, Mips x86 x86
MIPOLIECCOPOB
OrciexxuBaer

HET HET aa HET aa

CHUCTCMHBIC BBI3OBEI
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IIpu pabore C BHIMIEIEPEUNCICHHBIMH HMHCTPYMEHTAMH HEOOXOAMMO WMETh B HAJIUYUH
OTJIaZ0YHBIE CUMBOJIBI SIAPA WM BHEAPATH B siApo rocreBoit OC crenuanbHble areHTel. B mepBoM
CiTydae MOXKET BO3HUKHYTh Ipo0JIeMa, Kora pa3paboTIuK JUCTPHOYTHBA HE IPEIOCTABIISIET TAKUE
CHUMBOJIBI K CBOEH CHCTEMe, UM BO3MOXKHO Ja’ke He XpaHUT UX JUIA CTaphlIx Bepcuil. UTo kacaeTcs
BHEJIPSIEMBIX areHTOB, TO C HEKOTOPBIMH 00pazaMy BUPTYaJIIbHON MaIlIWHBI IIPOU3BECTH 110100HbIE
MOU(UKAIINY OKa3bIBACTCS 3aTPYIHUTENBHO WM HEBO3MOXKHO.

Psig MHCTPYMEHTOB yMeEET BBIIOJIHSATH 3a/1a4y IIOCTPOSHUS NPOQUIIs HHTPOCIIEKLIUH TOJIBKO Ha 0a3e
aHanu3a OmnHapHoro koxa. Hampumep, moaxonsr Katana[l11] m RAMAnalyzer [13] mis sToro
NepeXBaThIBAIOT BBI30OBHI ONPEJEICHHBIX (YHKUUHA $Apa, BBIMOJHIIOMMX JOCTYI K HCKOMBIM
napametpam. [1pu 3Tom aist pacniozHaBaHus PYHKIHIH sIpa OHM U3BJICKAIOT OTIIA04YHbIC CHMBOJIBI
Linux n3 mexanmsma kallsyms. IIpoGnema Takux pemenuit B ToM, uto kallsyms Moxker OBITH
OTKJIIOUECH B KOH(UTypauuu sapa, a GyHKIMH MOTYT OBITh CHJIBHO M3MEHEHBI IPU IEpEeXoae Ha
HOBBIe Bepcuu. s pemeHus mocienHei npobiemer Katana npuMeHseT aHaTN3 HCXOJHOTO KOoa
Linux, mo3BoJsIOIMN aBTOMATHYECKH OIPEAETIATh (DYHKIUH SiApa, HA OCHOBE KOTOPBHIX B XOJE
JIUHAMUYECKOTO aHAIN3a ONIPEIENIAI0TCS CMEIICHNUS ToNIel CTPYKTYp NaHHBIX.

Homxox ORIGEN [12] npuMmenseT comocTaBieHne ONHAPHOTO KOJa pa3HBIX Bepcuit siupa OC mist
MepeHoca OTIaJ0YHON HH(POPMAIIHH C OJHOM CHCTEMBI Ha IpyTryto. OH HCTIONb3yeT AMHAMUYECKUH
aHaJIM3 ISl HAXOKACHHS OIepaIuii TOCTyNa K UCKOMBIM MOJSIM CTPYKTYP AAHHBIX B 3TAJOHHOM
sape, 3aTeM HAaXOIUT 3KBUBAJIICHTHBIC HHCTPYKIIMH B IIEJIEBOM S/IPE, 110 KOTOPHIM BOCCTAHABINBACT
CMEIIEHHUS.

3. Natch

Jlanee oOcymuM TONHOCTBIO aBTOMATH3MPOBAaHHBINA ITOJXOJ BOCCTAHOBJICHHS apXUTEKTypbl OC,
paboTaronii UCKIIOYNTEIFHO Ha OCHOBE aHajIW3a OMHAPHOTO KOJA, a 3HAYUT HE TPeOyIOIui
BHEIPEHMS TOCTEBBIX areHTOB M HAJIWYMSA OTJIAJOYHBIX CHMBOJIOB sIpa. DTO peIICHHE JETJIO B
MIPUHOUT pabOTHl HHCTPYMEHTA OIIpeIeICHUs TOBEPXHOCTH aTaku Natch.

3.1 O6wasn cTpykTypa noaxoana
Peanuzanus moaxonma mpencTaBisieT coboil Habop marmHoB K amyistopy QEMU, xotopsie
OCYIIECTBIISIIOT MHCTPYMEHTHPOBAHHUE BBIMIOJIHAEMOT0 Kojia. B cuity Toro, uTo Takoi cnocob coopa
JIAaHHBIX 0 paboTe rOCTEeBOH CHCTEMBbI 3aMeIsieT paboTy AMYJISITOpa, IUIATMHBI JJI MOHUTOPUHTA
00bekTOB  OC  MPEeanoOYTHTENIFHO  MPUMEHSATh  COBMECTHO C  JCTEPMHHUPOBAHHBIM
BOCIIPOM3BEJICHHEM. DTO HY>KHO JIJIS TOTO, YTOOBI 3aMEUIEHUE OT CPEJCTB aHAIH3a HEe OKa3hIBAJIO
BIIMAHHUEC HA IIOBCACHUC npnnomeﬁnﬁ B 'OCTEBOM CHCTEME.
Hcxons u3 3T0T0, CrICHApHUid pabOTH C HHCTPYMEHTOM BKJIFOUAET B CeOS CIICAYIOIINE IIATH:

1) TloaroroBka o6pa3a u 3amyck rocteBoit OC [is MOCTPOEHUS MPOQUIIST HHTPOCIIEKIIHH.

2) 3amuck cueHapus paboThl ¢ 00BEKTaMH OLICHKH cpeicTBamMu amylsitopa QEMU.

3) BocnpousBesieHHe 3aMCAHHOTO CLEHAPHS CO cOOPOM IaHHBIX O COCTOSHUH OOBEKTOB
rocreBoit OC.

Ha puc. 1 MOKXHO YBHIETh, YTO 32 YTEHHE CTPYKTYP JAHHBIX BO BpEMs MOHUTOPHHTA U 33 CO3/1aHUE
npoduiIs MHTPOCIEKIMH OTBEYAIOT JBa OTAEIbHBIX ItarmHa. OHHM ONMparoTCss Ha OOIIyIo
OnOIMOTEKY, ONMCHIBAIONIYIO IS Kaskaoro cemericra OC anropuTMbl M3BJIEYEHHUS IIApaMETPOB
CTPYKTYp JaHHbBIX. [lmaruHel MOHHMTOpPHMHIa mpoueccoB u (QaiuloB B cBoeld pabote
B3aUMO/ICHCTBYIOT C IUIATMHAMH TPAaCCUPOBKH CHCTEMHBIX BBI30BOB M UTEHHSI CTPYKTYp JaHHBIX
sapa. [lpyrue IUlardHbl OMMPAIOTCS HA MOHHUTOPHUHI OOBEKTOB ISl BBIIIOJIHEHUS HEKOTOPBIX
creuuUIHBIX 3a]ad, TAKMX KaK OTCIECKUBAHHE HCIIONHIEMBIX MOAYJeH, moMerka ¢(aiiyioB u
nocrpoeHue rpadoB pacnpocTpaHeHHss NOMEUEHHBIX NaHHBbIX. [10 3aBEepLICHHI0 MOHUTOpPUHIA
00BvexToB TocTeBoii OC dopmupyroTcst yor-painsl U rpadsl, KOTOPHIE 3aTeM MOTYT OBITh
NIPUBEJICHBI K OoJiee yI00HOMY UIsl aHAJIMTHKA (opMaTy ¢ IMOMOIIBIO CPECTB BU3YaTH3ALIUH.
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EB Mapcepsb - HacTtpoiiwmk 3 :D Mpodinne

CTPYKTYP [aHHbIX AApa WHTROCMEKLMM ' MHTPOCTIEKLMM

thaiin CMCTEMHLIX BLIZOBOE CHUCTEMHBIX BLI30BOR CTPYKTYP flaHHbIX AApa
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|
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Puc. 1. Cxema 83aumooeticmauii niaeuH08 UHMPOCHEeKYUU.
Fig. 1. Introspection plugin interaction diagram.

3.2 MoHuTOpUHr o6bekToB OC

K ocnoBabIM 0ObekTam OC, KOTOpBIE MPEACTABISIOT WHTEPEC ISl OTCICKUBAHUS, OTHOCATCS
NpOLIECChl, TOTOKH, (haiibl, KaTaJorW, CHCTEMHBIE BBI30BBL. 3ajada HHTpocnekund BM
npearnoiaraeT npeodpa3oBaHHe HU3KOYPOBHEBBIX JAHHBIX, TAKMX KaK IOTOKH WHCTPYKIMH H
CHHMMKH IaMsITH B BBICOKOYPOBHEBYIO HH(OpMaInio 00 3TUX 00BEKTAaX.

CBoiicTBa OOBEKTOB OIMCHIBAIOTCSI B CHENHAIBHBIX CTPYKTypax HAHHBIX spa, Ha3bIBAEMBIX
JeckpunTopamu. JlIi HaXOXIEHHS 3THX MAECKPUITOPOB B IAMATH HUCHOJB3yeTcs NPOoQHiIb
uHTpocnekmy ananmmsupyemoit OC. Taxoke cymecTByeT croco0 oTcieXuBaHusS MHPOPMAIMH 00
o0bekTax 0€3 UCHOIB30BaHUs CTPYKTYP siapa. OH 3aKIII0UaeTCsl B IEPeXBaTe CUCTEMHBIX (DYHKIIUH
¢ 00paboTKOIl MX BXOTHBIX M BBIXOTHBIX JaHHBIX. CHCTEMHBIE BBI30OBBI, KaK NPaBHIIO, MEHEE
W3MEHUYUBEHI 110 CPABHEHHIO CO CTPYKTYypaMH JaHHBIX, I0O3TOMY OJ[HA peaU3alIsl UX TPACCHPOBKH
MOKeT paboTaTh Ha OoJbIIOM MuamazoHe Bepeuit sapa OC [13].

O6mexTsr OC B3aUMOCBS3aHBI M MHOTJA AyOMUPYIOT OJHH M T€ ke JaHHble. Hampumep, nmeHa
MOJIH30BATEIBCKHUX MPOIIECCOB MOTYT OBITH H3BJICYEHBI U3 IECKPHUIITOPA MpOIIecca, U3 IECKPHUIITOpa
ucronHsAeMoro (aitna, a TakKe W3 BXOJHBIX JaHHBIX CHCTEMHON (QYHKIMH execve. bmaromaps
3TOMY CBOMCTBY MO’KHO IPOBEPSATH KOPPEKTHOCTH NMAapaMeTPOB Ha CIICIMATHFHOM HabOpe TECTOB, B
X0JIe KOTOPBIX COIIOCTABISIFOTCS IONydCHHBIE W3 PA3HBIX MECT JaHHBIE. Takwe HaOOpHI TECTOB
MO3BOJISIFOT yJJOCTOBEPHUTHCSI B COOTBETCTBHH NPOMWIIS MHTPOCTICKIIMY aHAIN3UPYEMON TOCTEBOH
OcC.

Mexny cemeiictBamu OC Linux, Windows u FreeBSD cymecTByeT MHOKECTBO pa3InIHii ¢ TOUKH
3peHust crocoba XpaHeHHs MeTagaHHbIX 00BEKTOB B MaMATH. [ yrpoeHnst paboTel ¢ HUIMHU MBI
ornpezenseM aOCTPaKTHBIE THIBI CTPYKTYpP JaHHBIX, KOTOpBIE 0000LIAIOT HEKOTOPBIE CTPYKTYPHI
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simpa pasHeix OC. Jlns u3BiieueHus apaMeTpoB 0OBEKTOB 3amaeTcsi o0l naTepdeiic, Kaxmas
(GYHKIUS KOTOPOTO pean3yeTcsi OTAEIBHO MOA KaKIYI0 apXUTEeKTypy. B cBOIo ouepens miarnHsl
9MYJISTOPA, BEITOIHSIONINE MOHUTOPHHT 38 00BbEKTaMH, OIIMCHIBAIOTCS HA 00JIee BEICOKOM YPOBHE
C UCIIOJIb30BAaHHEM a0CTPAKTHBIX TUIIOB, I0O9TOMY OKa3bIBaIOTCS a0CTparupoBaHbl OT 0COOEHHOCTEH
pean3aLiy TOCTEBBIX CUCTEM.

Kax mokazaHo Ha puC. 2, MOHHTOPUHI' IIPOLIECCOB MOXKET OTCJIEXHBATh HX HMEHa,
UICHTU(HUKATOPBI, COCTOSIHUE M HepapXHuIo. JlecKpunTop nporecca NpecTaBisieT Co00i CTpyKTypy
task_struct B sape Linux, EPROCESS B Windows, Process B FreeBSD. Ompenenuts
MECTOIIOJIOKEHHE IECKPUIITOPA TEKYILETO BHIIOJIHIEMOT0 [TOTOKA MJIHM Ipoliecca B KaK/0M cilydae
BO3MOJXKHO 10 3Ha4eHuto peructpa GS mis miardopmsr x86, miubo TPIDR_ELL mns ARM. Uepes
rapaMeTphl TEKYIIETO MPoIecca yIaeTcsl BBIOIHUTD NEPEX0] K CTPYKTYpaM sApa, ONHCHIBAIOIINM
BCE OCTaJIbHbIE OOBEKTHI CUCTEMBI.

NokansHoe XxpaHUIULEe NoToKa Mpouecc 1 * daiin
+ TeKywWuid NoTok + 1vA + TOYKa MOHTMPOB&HWUA
1 + naeHTUdKaTop +1NMA
+ cocTosHue 1
1 + CMUCOK MPOLIECCOB 1
*+ poANTENLCKUIA NpoLecc O6nacTe BUPTYaNLHOIA
Motok L . McnonbHAEMbIA chaiin ) . namaTi
+ UieHTHchrkarop + Tabnuya 06LEKTOB + AnanasoH ajpecos
+ COCTOAHVE + [lepeBo AECKPUNTOPOB + dpaiin
+ npouecc BUPTYa/bHbIX afipeEcoB + chnaru

Puc. 2. Jluaepamma cmpykmyp oannwix a0pa.
Fig. 2. Kernel data structures diagram.

Pa30op Tabnuilel 0OBEKTOB MO3BOJIET OMPEACINTh METAJAaHHBIC OTKPBITHIX MPOIECCOM (hailiioR.
Kpome oObuHBIX (QaiioB B TOW e Tabiuile MOTyT OBITh HAWJAEHBI COKETHl M KaHaJbI,
UCIIOJIb3yeMBbIe JUIsl OCYIIECTBIICHUS B3aUMOJCHCTBUI Mex Iy nporeccamu. Onepaunu ¢ daiiaamu,
Takhe KaKk YTEeHWE M 3alKCh, OTCIEKHBAIOTCS MO BbI30BAM CHCTEMHBIX (GYHKIUH. [ns cpencts
B3aMMOJICHCTBUSL TaKK€ OIPEACTSIIOTCS MapaMeTpbl OOBEKTOB, C KOTOPHIMU TMPOUCXOJIUT
COEIMHEHNE U OOMEH JaHHBIMU.

JleckpunTopsl obnacteil BUPTyadbHOW MaMsATH OPTaHU3YIOTCS B BHJIE JepeBbeB moucka. [lo Hum
MOTYT OBITh OTIPE/IeNeHbI TUaIa30Hb! aJJpecoB BCEH BBIACICHHON Mpolieccy mamsaTu. B Tom gmcie
MOJKHO HAaWTH HCHOJHAEMBIH KOJ Tpollecca, CTeK, JUHAMHUYEeCKHe OMOIMOTeKH, pa3fesieMylo
aMATh ¥ MHOTO€E Apyroe. Pa30op 3THX CTPYKTYp siipa MPUMEHSETCS] B MOHUTOPHHTE UCTIOTHIEMBIX
MOJIyJIeH, ONpeNeeHn: KOMAaHIHOM CTPOKH 3allycKa Ipoliecca W OTCICKHBAHUH CIOCOOOB
nepeaayy MpH paclpoCTPaHEHNH IIOMEUEHHBIX JaHHBIX (puc. 3).

3.3 TeHeBble CTPYKTYpPbl AAHHbIX

Yrenne JaHHBIX U3 TOCTEBOM ITAMSTH SIBJISCTCS JOCTAaTO4YHO peCprOéMKOﬁ onepaunef/i, BCJICACTBHEC
4ero €€ 4aCcToC NpUMCEHEHUE MOXKET NPUBOAUTH K CHUJIBHOMY 3aMCIJICHUIO pa6OTLI BI/IpTyaJ'[I)HOf/'I
MalInHEI. I[JISI YCKOpPCHUS aHaIn3a, a TAK¥KEe KOppeKTHOﬁ 06pa6OTKI/I H3M€HCHI/II71, BCC U3BJICKACMBIC
METalaHHBIC 00BEKTOB CJICAYCT KOIINPOBATD. Ha CTapTC aHaJIN3a BBIIIOJIHACTCSA C60p I/IH(l)OpMaL[I/II/I
000 Bcex 3allyIICHHBIX MpoLeccax MU HUX pecypcax. I[anee Ha TMPOTSKCHUU CeaHCa pa6OTBI
BHpTyaHBHOﬁ MaIIUHBI OTCJIEKUBAIOTCS H3MEHEHHS B COCTOSHUSAX OOBEKTOB OC, B COOTBECTCTBHH C
yeM OOHOBIISIOTCS JJAHHBIC KoIIla.

I/I3M€HCHI/I$I, KaK MpaBuiio, CONPOBOKAAOTCA CUCTEMHBIMU BbI3OBAMMU. HpI/I 9TOM B COOTBETCTBHUHU C
TUIIOM CHUCTEMHOI'0 BbI3OBA M €TI0 apryMEeHTaMHu JIETKO OHNPEACINTb, B KAaKHX KOHKPETHO
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o6wrekrax OC 9TO-TO MOMEHSIIOCh, © OOHOBUTH TOJIbKO UX. DaiioBbIii MOHUTOP, HATIPUMEDP, MOXKET
00XOUTHCSI COBCeM 0e3 UTeHUsI CTPYKTYp JaHHBIX sipa, U3Bliekas uMeHa (ailjioB U3 apryMeHToB
BBI30Ba Open, a MmapaMeTphl COKETOB W3 BBI3OBOB socket, bind m connect. Tem He MeHee YacTh
M3MEHEHHH B 00BEKTaxX MOXKET IIPOUCXOANTh B OTCYTCTBUE CHCTEMHBIX BBI30BOB, YTO ITPUBOJHT K
HEOOXOMMOCTHU MPUMEHEHUSI ANbTEPHATHBHOTO METO/[a OTCJIC)KUBAHMUS UX COCTOSHHUI.

i sh
. B sample.txt
A G e . test_sample private-fhe y udp: 10.0.2.3:53
sh i \
test_sample
sh Y
privateMemor test_sample_2

sh External
= network J

[ 28 /devinyr |
fcp: 64.233.163.103:80

test_sample_2

Puc. 3. I'pagh pacnpocmpanenus nomeueHHbIX OAHHBIX NO NPOYECCAM.
Fig. 3. Taint graph for processes.

Hpyroii Meron pearupoBaHHs Ha HW3MEHEHHUs ONMpaeTCd Ha IepexBaT ONepaluil 3amucu B
CTPYKTYpbl siipa. Tak Kkak 3amuch KakMX-THOO [aHHBIX B TaMSATh SIBISIETCS KpaiiHE 4acTo
BCTpeyarolieiics onepanueil, ”HCTpyMEHTUPOBAaHUE BCEX OIepaluii 3aIIMCH OUYEBUIHO MPUBOAUT K
OONBIIMM BpPEMEHHBIM H3JEpKKaM. 3HAUMTEJBHO O0JieryaeT 3ajady HalIW4YMe B 3MYJIATOpe
MeXaHU3Ma TOYeK HaONIONeHHUS. DTOT MEXaHH3M II03BOJSICT HHCTPYMECHTHPOBATh 3aINCh B
ONpeJeNieHHbIe AMana3oHbl namsaTd. [Ipu 3TOM 3aMeUIeHHI0 MOAAAIOTCS TOJIBKO TE€ OINEepaluu
3aIicH, KOTOPBIE HAIPaBJICHbI Ha (PM3MYECKUE CTPAHUIIBI IAMATH C TAKMMH TOYKAMH HaOJI0ICHHSI.
Touku HaOMIONEHWS YIOOHO NPUMEHATH JUIA OTCICKUBAHHS COCTOSHHI mporeccoB. Korma
TIPOMCXOINT 3aBEPIICHHE TPOIIECCa, B €T0 MOJIe COCTOSHIUS 3aIHChIBaeTCs (ar cMepTH. Takum xe
00pa3oM MOXKET OTCICKMBAThCS MEPEXOJ TPOIecca B COCTOSHHE 30MOM. AHANOTHYHAS HIes:
OTIpeNIeNATh HEOOXOIUMOCTh yIalleHHs (paiJIoBOTO JECKPHUIITOpa M3 KAIIA IO IepPeXBaTy 3aIllUCH
HYJIEBOTO 3HAUYEHHUS B €r0 CYETUUK yKa3aTelIeH.

Eme onuH cmoco0 mpuMeHeHUs] TOYeK HAOMIOACHUS — 3TO OTCIIC)KMBAHUC 3aIMCU B MPUMHUTHBEI
CUHXPOHM3AIMM CTPYKTYp HaHHBIX sijpa. [lojs CTpyKTyp AaHHBIX sipa 4acTO OKa3bIBAIOTCS
3aIUIICHB OT BO3MOXHOTO «COCTOSIHUS TOHKW) C IMTOMOIIBIO CITIHH-OJIOKHPOBOK, MBIOTEKCOB HITH
cemadopoB. COOTBETCTBEHHO MOMEHT Pa30JOKAPOBKH TaKUX MPUMUTHBOB MOKET ITOCITY>KUTH [UIS
MHCTPYMEHTA aHaJIN3a CUTHAJIOM K MOBTOPHOMY YTEHHUIO MeTaJaHHbIX 00bekta OC U3 rocreBoii
MaMsITA ¥ OOHOBIICHHIO TEHEBBIX CTPYKTYP JAHHBIX SIIpa.

3.4 MoctpoeHne npocuna MHTpocneKuun

3amaya HaXOXKIEHUS CMENICHUH TMOoJIel CTPYKTYp JaHHBIX B Halled pa0doTe pemaeTcss Ha OCHOBE
Habopa TECTOB, MO3BOJISIFOIIMX YOCTOBEPUTHCS B KOPPEKTHOCTH M3BJIEKAEMbIX U3 TOCTEBON MaMSTH
JaHHBIX. TeCThl OPraHM3YIOTCS TaKMM O0pa3oM, YTOOBI MPOBEPKH, TPeOyrOIHe HAUMEHBIIETO
KOJIMYECTBA U3BECTHBIX CMEIICHUH MOJIEH, BHINOJIHSIUCH B MEPBYIO odepenb. g Kax1oro Tecta
IIPY 3TOM BBITIOTHSIETCS TIepe0op BCceX BO3MOXKHBIX 3HAUEHUI CMEIICHNH TPOBEPSEMBIX UM TIOJIEH.
BONBIIMHCTBO M3BJIEKAEMbIX U3 spa NapaMeTpoB IOCJIEJOBATEIbHO IPOBEPSIOTCS Cpa3y Ha
HECKOJIbKMX TECTaX, B Pe3yJbTaTe Yero OTCEHBAIOTCS HAOOPBI CMEIICHMH, NPOIIEAIINE MepBhIe
MIPOBEPKHU TI0 OLTHOKE.

Uro mpencraBisier coboif Tect? OTO HEOONBIION anrOpUTM, BBIIOIHAEMBIH B HEKOTOPOM
OCTaHOBJICHHOM COCTOSIHMM BUPTYaJIbHOM MammHbl. Kak mpaBuiio, B XOji€ BBINTOJHEHUS TeCTa
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MIPOMCXOIUT IIONBITKA M3BICUCHUSI U3 TOCTEBOH MaMsTH MapaMmeTpoB siipa. KoppekTHOCTh 3THX
IIapaMeTpPOB TPOBEPSETCS MO 00JIACTH JOIMYCTUMBIX 3HAUEHHUH, MO0 MO COBMAACHHUIO 3HAYCHUH C
HEKOTOPHIMU HU3BECTHBIMU U3 APYrOro UCTOYHMKA JAHHBIMU.

TecTsl MOKHO MOAENHUTH HA JBE KATETOPHHU: OOs3aTENbHBIE K NMPOXOKACHUIO M 3BPHCTHUYECKHUE.
IlepBBle Bcernma MOMDKHBI BBIAABATH NOJIOKHUTEIBHBIA PE3yNbTAaT IPH KOPPEKTHO MOAOOpPaHHBIX
CMEIICHUSX MOJIEH. 3a CUeT 3TOr0 OHM MO3BOJISTIOT OTCEUBATh BCE BAPHAHTHI 3HAUECHHUH, C KOTOPBIMH
pe3yabpTaT NPOBEPOK OTpULaTeNbHbIN. C 3BpUCTUYECKUMHU IPOBEPKAMHU IIPEATIONIAraeTCs, 4To Jaxe
IIPU KOPPEKTHO IMOJOOPaHHBIX CMELICHUSX TIOJIeH pe3ynbTaT MOXET OKa3aThCsl OTPULATEIBHBIM.
IToaTOMy Takue MPOBEPKH HY’KHO BBIMOIHATH HECKOIBKO pa3 Ha Pa3HBIX COCTOSHUSIX BUPTYaIbHOU
MAIlIMHBI, I0KA He yIacTCs HAWTH Ha0Op CMEIIEHHH, C KOTOPBIM OHHU OYIYyT IPOUICHEL.

TecThl CBS3BIBAIOTCS MEXKIY COOOH B COOTBETCTBHMHM C MX 3aBUCUMOCTAMH OT IOJIEH CTPYKTYp
JIAaHHBIX W IIepeAaBaeMbIX mapameTpoB. M3 aTux cessei popmupyercs nepeBo. KopHeBBIM y3i0M,
HamnpuMep, CTaHOBUTCS IIPOBEPKA, B XOJ€ KOTOPOH H3BJIEKAETCS ajpec TEKYIEro IECKPUITOpa
mporecca. TecTsl, MPOBEPAIOLINE OTAEIbHBIC MapaMeTphl Mpoliecca, TaKue Kak MMs, POAUTENb,
YHHKAJIBHBII NACHTH(HUKATOP, OKA3bIBAIOTCS CBSI3aHBI C KOPHEM. 3a CUET 3TOT0 OHM HCIOIB3YIOT
YK€ W3BJICUECHHBIH aJpec JECKPHUITOpa MPOoIecca U3 MPeIbIayINeii BEIIOTHEHHON IPOBEPKH, a HE
YUTAIOT €T0 U3 TOCTEBOM MaMATH BHOBb. [0 WTOTY, IPH yAa4HOM BBIIOJIHEHHH BCEX CBSI3aHHBIX
TECTOB yJAaeTCsl MOATBEPAUTH, YTO IpOBepsieMasl CTPYKTypa HAHHBIX COAEPXKHT BCE TE IIOJ,
KOTOpBIE JIO/DKHBI IPHCYTCTBOBaTh B JECKPHIITOPE TEKYINEro IpoIlecca, a 3HA4UT Hamboiee
BEPOATHO OHA UM U SIBIISETCA.

HexoTopsie nmpoBepkH TpeOyIOT CBOETO BHINOJHEHHUS HA ONPEICICHHBIX COCTOSHUSX BUPTYaJIbHOM
MamuHel. Hampumep, TecT MACHTH(HKATOpa IMPOIECCOB BBHIIOIHIETCS B MOMEHT 3aBEPLICHUS
cucteMHOro BbI3oBa getpid (B cmyuae Linux u FreeBSD). B xome ero paboTsl U3BiIeKaeMbIid U3
CTPYKTYpBI Aapa WACHTH(UKATOp pid cpaBHMBAETCS C BO3BpALIAEMBIM 3HAYEHHEM CHCTEMHOM
¢bynkuu. Jpyroii nmpumep, cMeleHUs] mapaMeTpoB (aioBbIX CTPYKTYp AAaHHBIX MOJOUpAIOTCS
IIpU TepexBaTe BBI30BA open. 37ech IPOBepsAeTCd, YTO M3BJIEKAEMOE M3 CTPYKTYp sApa UM
OTKpBIBaeMoro (haiia coBmagaer ¢ TeM, KOTOpoe MepelacTcsl B CHCTEMHYIO (PYHKINIO B Ka4eCTBE
aprymenTa. CMeIeHus mapaMeTpoB 001acTel BUPTYaIbHON HaMsATH B CBOIO O4Y€peb ITI010NPAIOTCS
IIpU TlepexBate BbI30Ba mmap. /i 3Toi 3amaun peanusyeTcs TecT, B X0/ KOTOPOTO HaXOIUTCS
CTPYKTYypa JAaHHBIX sJ[pa, ONMCHIBAIOLIAs CO3aBaeMOe 0ToOpakeHHe (aiiyia B amMsTh.

OcHOBHas uzes MoAXoJa TeHepaluy PO HHTPOCIIEKIINH 3aKII0YaeTCs B IIOCIIEI0BATEIHHOM
HaXOXJICHWU CMEIICHNH BCeX NMapaMeTpoB CTPYKTYp sizpa Ha Oa3e paHee HaigeHHBIX. Tak mogbop
CMEIIeHUH U1 (HaiJIOBBIX CTPYKTYP AAHHBIX BBIITOIHSETCS TOJBKO MOCIE HAXOXKICHUS yKa3aTews
Ha JECKPUNTOp TEKYIIEero Ipolecca. A TeCThl Ul HAaXOXKICHUS IECKPUITOPOB obiacTer
BUPTYJILHOHM MaMATH M JIECKPUIITOPOB COKETOB PadOTalOT Ha Oa3e paHee HaWICHHBIX (aiIoBBIX
CTPYKTYP. DTH OCOOCHHOCTH BBIPAXKAIOTCS B BUJIE CBSI3€H MEXIY TECTaMU.

3aBucuMocTH, HaOOPHI epedUpaeMbIX CMELICHUH M NepefaBacMble MEXKAy TECTaMH MapaMeTphl
OIMCHIBAIOTCSl B JEKIAPATUBHOM (OpME TMpEeNCTaBICHHSA. 3a CYET 3TOT0, NPH pPa3paboTKe
ITOPUTMOB TEHEpaluu MPOQMIs HHTPOCHEKIMH yJaaeTcst abCcTparupoBaThCsi OT TOYHOM
TIOCJIE/I0BATENILHOCTH LIIAr0OB 110 T0A00PY CMEIIEHUH 1 OTIMCHIBATH 1O OOJIBIIEH YacTH TOJIBKO CaMHt
MIPOBEPKH, BKIIOYAIOIINE B ce€0sl M3BJICUEHHE M3 TOCTEBOM MaMATH MCKOMBIX IMapaMeTpoB. Takxe
HCTIONB3YeMBIH (hopMaT OpraHN3aI[MH TECTOB OTKPBIBAET BOSMOXKHOCTB IPOBEPSATH C UX IMTOMOIIIBIO
cootBercTBHE rocTeBoi OC yke roroBoMy Npo(MiI0 MHTPOCIEKIHH, OO0 HAa4YWHATH IOA0O0pP
CMEIIEHHH C CepeUHbI, TO eCTh Ha 0a3e KaKOoro-TO He3aKOHYEHHOTo Mpodmii. JTambl nepedopos
CMELIEHUH B 3THX CIyd4asX IPOCTO MPOITYCKAIOTCS, T.K. MX 3HAUCHHS YK€ U3BECTHBI.

Ha puc. 4 B BHAe cXeMBI NMpEACTaBICH NpHUMEp IEKIAPaTHBHOTO OIMCAHUS NPOBEPOK. Y3IIBI,
0003HauCHHBIE B BHJIE CKPYIJIEHHOTO MPSIMOYTOJIBHHKA, IPEICTABIAIOT COO0M TOUKH OCTAHOBA, B
KOTOPBIX BBIMOJHSIOTCS CIEAYIOMNE IO LENOYKe MPOBEPKH. B aHHOM citydae 3TO CHCTEMHEIE
BBI3OBEI getpid, open u mmap. OOBYHBIE NPSIMOYTOJIBHUKHA OIMCHIBAIOT H3BIICYEHUE
apaMeTPOB M3 CTPYKTYP AApa U BIIIOJIHEHHE TeCTOB ¢ HUMH. C TIOMOIIBIO CTPENIOK yKa3bIBAaeTCA
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IIOCIIEJOBATEILHOCT BBIIIOJHEHHS, a Talkke HalpaBlCHHE IIepefadyll BCEX BBIYMCICHHBIX
NIePEMEHHBIX, KOTOPBIE MOTYT MOCTYNAaTh Ha BXOJ (YHKIUSAM NpoBepku. CTPENKH ¢ IMyHKTHPHOM
THHAEH 0003HAYA0T Mepeaady HaiiIeHHBIX HaOOPOB CMEIICHUH C OJHOTO y3i1a Ha Apyroil. PomObI
MPE/ICTABISIOT COOOH Onepannio KOHBIOHKIIMH MEX/y Pa3HBIMH BETBSIMHU TECTOB.

~sys_getpid() — pid ]—> proc = get_proc() @

v v v v

name = k_pid = get_pid(proc) proc_list_test(proc) parent_test(proc)
get_proc_name(proc)

v v S !

name_test(name) check(pid == k_pid)

~sys_open(fname, flags) — fd ] ~sys_mmap(start, length, prot, -
[ flags, fd, offset) — vaddr vm_area = get_vma(mm,
vaddr)
¥ ¢
proc = get_proc() proc = get_proc()
¢ ¢ AND
K1 ¢ _ k_length =
_hame = A get_vm_size(vm_area)

get_file_name(file)

v

check(fname == k_fname)

v

exe_file = check(length == k_length)
get_proc_executable(mm)

v v

exe_name = L ]
e get_file_name(exe_file) | > file=get file(proc, fd)

v v

file = get_file(proc, fd) mm = get_mm(proc)

____________________________________ > name = k_file =
get_proc_name(proc) get_vm_file(vm_area)
exe_test(exe_name, name) check(file == k_file)

Puc. 4. Cxema nposepok 0na cenepayuu npoQuias uHmpocnekyuu.
Fig. 4. Scheme of checks for generating an introspection profile.

TecTrr Pa3acIAOTCA Ha PasHbIC BETBU B 3aBUCHMOCTHU OT TOI'O, KaKue Ha60pBI CMeH_IeHI/Iﬁ OHH
IMPOBEPAIOT U KAKUE€ TIECPEMEHHBIE OHHM TNPHUHUMAIOT HAa BXOMI. Ecin TecThl He 3aBUCAT OT
MPOBEPSAEMBIX CMEIICHNH APYT IpyTa, TO X CIIEAYeT pacloaraTh Ha pa3HBIX BETBSX. 3a CUET 3TOTO
o011Iee KOJMYECTBO epeOOPOB CMEIICHII MOKET 3HAUHTEIIEHO COKPAIIAThCS.

Cas3aHHBIE MEXIy COOOH TecThl M THepedopbl MPOBEPSIEMbIX MMM 3HAYEHHUH BBIOJIHSAIOTCS B
nopsigke o0xoma jgepeBa B MyOuHy. [Ipm 3TOM JodepHHME BETBH Y3JOB C Mepedopamu
00pabaThIBAIOTCS IMOBTOPHO HA KaX[I0€ BbIJaBacMOe 3HAauYeHHE. [IpHU MPOXOXKIECHHH TECTOB,
PacCIIONIOKEHHBIX Ha JIMCTOBBIX y3JlaX [epeBa, ONPEACSIIOTCS KOHEYHBIC HAOOPHI CMEIICHHIMA
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napaMmeTpoB. B cilydae KOppEeKTHO COCTaBJICHHBIX TECTOB TaKOW HAOOP CMEIIEHUH NOJDKEH OBITh
TONBKO OOMH. B 00paTHOM ke ciIydae HEOOXOIUMBI OMOJHUTEIBHBIC TECTH, KOTOPHIC YTOYHAT
MECTOIIOJIOKEHHE HMCKOMBIX MapameTpoB. Jlms dToi 3amadm OBIT peannu3oBaH MeEXaHU3M,
MIO3BOJISIIOIIUI IIepet JII0OBIM TeCTOM B rpade BBIMOIHUTH epebop HaOOPOB CMELIEHUH ¢ KaKoro-
mbo apyroro ysna. Takum oOpazom, Ha OoJjiee HMO3AHUX JTalax I'eHEpalMU NMPOQHIS YAAeTCs
JIOTIOJIHUTENBHO IPOTECTUPOBAaTh paHee HalJeHHble MapaMeTpbl U OTCeYb HEKOPPEKTHHIE
BApUAHTBHL.

IIpusenem npumep. B Hawanme HacTpOHKM HaIl aJrOPUTM MOMKET HAWTU HECKOJBKO BO3MOXKHBIX
BapMaHTOB CMEUICHUS JUId TapaMeTpa HMeHH mporecca. Ha »Tom »Tame OH mpoBepsieTcs
UCKJIIOYUTEIBHO II0 O00JaCTH JOMYCTHMBIX 3HAYEHUH M CIIY>KHT IOJTBEPXKAECHHEM TOTO, YTO
CTPYKTYpa JaHHBIX, B KOTOPOW OH HAXOAUTCS, JEUCTBUTEIHHO SABISIETCS NECKPUIITOPOM Ipoliecca.
[To3xe, KOTAAa CTAHOBATCSI U3BECTHBI CMEIIEHUS B (PaiJIOBBIX CTPYKTYpaX, BBHIIOJHACTCS TOAOOP
mmapameTpa UCHOIHAEeMOro ¢aifia mporecca. B xome mpoBepku Bce BO3MOXKHBIC BapHAHTH HMEHH
TIpoIiecca COTOCTABIISIIOTCS ¢ BApHAHTAaMHU TIOJIHOTO TTYTH K UCTHIONHsIeMoMy ¢aitmy. Kak uror, mpu
UX COBHIAJCHUH MOJIYyYaeTCs MOJTBEPIUTH MECTOIIOIOKEHNE 000UX UCKOMBIX TTapaMeTPOB.

JI1s mOBBIICHUS HAIGKHOCTH TOA00pa CMEMICHUH TaKXKe HUCIONb3YeTcs COOp CTaTUCTHKH. Ecim
MPOBEPKH HHOTAA NAIOT JIOXKHO TOJOXHUTEIBHBIH pe3ynbTaT, HO paboTalOT KOPPEKTHO B
OOJIBIIMHCTBE CIIy4aeB, TO IOCTATOYHO BBIONHHUTH MX HECKOJIBKO pa3 W BHIOpaTb TOT HAOOp
CMELICHUH, KOTOPBIH OyIeT BCTpeuaThesl Haubosiee 4acTo.

T'oBopst 0 mogbope cMeteHn Moei, CleIyeT OTMETUTD, YTO B OOJBIIIMHCTBE CIIydacB UX 3HAUYCHUS
IOCTATOYHO TepeOupaTe B paMKaxX JHana3oHa MaKCHMAIBHOTO pa3Mepa CTPYKTYPHI DaHHBIX C
OTIpEe/IeICHHBIM MIaroM, OOBIYHO PAaBHBIM pa3Mmepy mapamerpa. Korja BapuaHTOB HEMHOTO, HX
ObBacT ymoOHee mepedHWpaTh MO HEKOTOPOMY CIIMCKY BO3MOXKHBIX 3HadeHWH. Takke ecTb
rapaMeTpsbl, CMELICHUsI KOTOPBIX CIIeyeT BBIYHUCIATH 0 POpMYJie BMECTO KaKuX-110o0 repedopos.
B xauectBe mnpumepa IMOCIEAHHX MOXKHO NPUBECTH IOJie COCTOSHHS Imporecca. s ero
HaXOXJICHUS BBIMOJIHIETCS IepexBaT CUCTEMHOT0 BbI30Ba eXxit. Jlanee oTciexHuBaloTCs onepanuu
3amucu B 00JacTh MaMsATH JECKPUITOpa IMpoliecca. BBIMOJIHAEMBIH TecT NpOBEpsSET, 4YTO
3alMCBHIBaEMOE TaKOW omeparyel 3HadeHHe IMpencTaBisieT coboil ¢uar cMepTH mpomecca, U B
ciy4ae ycrexa BBIUHCISIET U3 aJipeca 3aluCH CMEIIEHUE UCKOMOTO IOJIA.

Jna yckopeHus noabopa CMEIEeHHH 1 ITOCTPOEHUS PO(UIISI HHTPOCHIEKITUH B [IEJIOM Peajiu3yeTcs
psn ontumuzanuit. OHM 3aTparkBarOT MEeXaHU3Mbl 00Xoza rpada M YTeHHS MaMsTH, HO HE CaMU
peanuzauuu npoepok. OnuiueM HEKOTOPhIE U3 HUX.

Bo Bpewmst nepebopoB cMeIeHUiT TeCThl MOTYT 00pallaThCsi MHOXKECTBO pa3 K OJHHM U T€M XKe
aJipecaM rocTeBOM MaMsTH Ha OJTHOM M TOM K€ COCTOSIHUM BUPTyaJIbHOM MalIvHbL. B cBsI3U ¢ 3TUM
B paMKax KaX[OW OCTAaHOBKHM AMYJSITOpA BBIIOJHSAETCS KAIIMPOBAHUE paHEe NPOYHUTAHHBIX W3
IHaMsATHu 3H21‘~IGHI/I§I, 3a CUCT YE€TO NapaMeETpbl YUTAIOTCA U3 MaMATH 3HAYUTCIIbHO 61;1(:Tpee.

IIpu noucke B CTPYKType NaHHBIX yKa3aTells Ha APYTyl CTPYKTYPY MOXKET BO3HHMKATh CUTYalUs,
KOI'/Ia [TONAaJIaeTCsl HECKOJIBKO yKa3aTeslel ¢ OJTHUM U T€M e 3HAaUEHHEM. DTO MOXET MPUBOAUTH K
TOMY, YTO PSAJl MOCIEAYIOIHUX TECTOB, PACCUMTAHHBIX HA MOUCK M MPOBEPKY MOJEH TOM Apyroit
CTPYKTYpBI, OyJeT TOBTOPHO BHITOMHATHCS HAa OJHUX U TEX XK€ JAHHBIX, YTO OTCHIHAIEHO MOKET
MIPUBOJUTH K OOJIBIIIOMY KOJUYECTBY JUIIHUX BBIYHCICHUH. B CBSI3U ¢ 3TUM anroputM mnepebopa
OTCJEKUBAET TAKUE CUTYallUU U BBIIOJHAET MOCIEAYIONINE TECThl TOJBKO OIUH pa3. [ Takux
CIydaeB TaKXKe pPEaTU3yIOTCsS JONOIHUTENIBHBIE IMPOBEPKH, KOTOpPHIE ONPEAEISAIOT KakoW H3
IyOTUPYIONINXCS yKa3aTeIeH SBISETCS UICTHHHBIM HCKOMBIM TTapaMeTpOM.

B rtecrax ays u3BieYeHMs] TapaMETPOB W3 TOCTEBOW MAaMSTH NMPUMEHSETCS TOT K€ MHTepdeic ¢
a0CTPaKTHBIMHU JIECKPUIITOPaMH OOBEKTOB, YTO MCIIOJIB3YIOTCS M JUIS 33/lad MOHHTOPHHIA. JTO
MPUBOAUT K TOMY, YTO BBI3BIBACMBIC (pyHKHI/II/I M3BJICUYCHUA IMapaMETPOB MOT'YyT UYMUTATh Cpasy
HECKOJIBKO DPAa3HbIX IOJIEH CTPYKTYp JaHHBIX 3a pa3. B psne ciaydaeB Npu YTEHHH KaKOIO-TO
OTIPE/ICIIEHHOTO TOJISl CTPYKTYPHI OBIBaeT OYEBHIHO, YTO €r0 CMeNIeHne HeKoppekTHOo. Hampumep,
yKa3aTejb Ha CTPYKTYPY MOXKET XpaHUTh HENPABUIIbHBIN ajipec naMsT. Torna oka3siBaeTcs, 4To B
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nepebope 3HauYCHUI NOCIEAYIONINX CMEIICHUH MOJICH HeT CMBICIIA, Beb IIPU BCEX X BO3MOJKHBIX
3HaYCHUX OyleT BO3HHMKATh OJIHA M Ta jke omnOKa. B kauecTBe perieHns mpooaeMsl IUIsl MOIBITOK
W3BJICUCHHS MTapaMeTpoB OblIa pearn3oBaHa 00pabOTKa ONIHOOK, B XOJ€ KOTOPOH OIpenenseTcs
KaKoe KOHKPETHO I0Jie CTPYKTYPHl JaHHBIX HEKOpPpeKTHO. CMelleHHe 3TOro Mol IPH 3TOM
HEepeKIoYacTCss Ha CIeIyIoIlee ero BO3MOXKHOE 3HAa4yeHHe, IPOoIycKas IepeOopsl Apyrux
cMmenleHniH. Bo MHOXeCTBe ciiydaeB Takash ONTHMHU3aLMs CHIBHO COKpalaeT oduiee KOJIMYECTBO
nepebupaeMbIX KOMOMHALINI 3HAYCHHH.

4. TecmupoeaHue

[IpoBepka paboTOCIIOCOOHOCTH pean3aluy MpeAIaraeMoro MoJaxoa HHTPOCHEKINH BUPTYaIIbHOM
MaIlIMHBI IPOBOIMIIACE C Pa3MYHBIMU rocTeBbiMU OC. B kauecTBe TaKMX CHCTEM HCIIOIb30BATICH
muctpubytusel Linux (Ubuntu, Debian, Fedora, Centos u ap.) ¢ Bepcusmu siapa ot 2.4 mo 6.8,
Windows ¢ Bepcusimu siapa NT ot 6.1 1o 10.0 u FreeBSD c Bepcueii 13.1. TectupoBanue Bo Bcex
CllydasX BBIIOJNHSUIOCH C SMyJsAnued apxurekTypel x86 64. MaTtpocmekmms Linux Ttakke
npoBepeHa Juis wiathopmbl AArch64.

PesynpTathl mocTpocHHs NPOGUIsT HHTPOCHCKIMHM CPaBHUBAJIUCH C HabopamMu CMEUICHHUH,
W3BJICKaEMBIMH M3 OTJIQJOYHBIX CHMBOJIOB. OTH HAOOpBI CMEUICHHH CHJIBHO BapbHPYIOTCS B
3aBUCHMOCTH OT BEPCHM U OILMH KOMIIWIALUM Spa, M TECTHPOBAHWE II0KA3aJ0 IIOJHOE
COOTBETCTBHE HAMJICHHBIX 3HAYCHUH 3TAJIOHHBIM B KOXIOM cirydae. KOppeKTHOCTh KIIIMPOBAHUS
JaHHBIX ~TECTHPOBANTACh HAa PA3IMYHBIX COCTOSHUSX  BHUPTYaJbHOM MAIIMHBI  ITyTEM
AaBTOMATHYECKOTO COIIOCTaBJICHNSI METAJaHHBIX OOBEKTOB B KJIIE C JAHHBIMH, YUTAEMBIMH U3
rOCTEeBOW MaMsTH. BhIMoJHAEMBIE B X0/l TECTOB CLICHAPHU BKJIIOYAJIH B ce0s 3alyCK Ha TOCTEBOM
OC nporpamm, paboTtaroiux ¢ ¢ainamu u cetso. Jlor ¢aiisibl, noyyaemple IyTeéM MOHHTOPHHTA
00BEKTOB, IPOBEPSUTICH BPYYHYIO C UCIIOIb30BaHNEM HHCTPYMEHTA BU3YalU3aluy 3THX JaHHbIX.
B xone namepeHus: Mpou3BOAUTEIBHOCTH OBUIO YCTAHOBIIEHO, YTO COBMECTHAsi pabOTa IUIarMHOB
MOHUTOPHHTa B CpeIHEM 3aMeUIieT BOCIPOM3BEJCHHE 3alUcaHHOro Ha sMyistope QEMU
cueHapus mnpumepHo B 2,5 pasa. [IpumeHeHne Touek HaONIONEHMS 32 NPUMUTHBAMHU
CHHXPOHH3ALIMK 1 TIEPEMEHHBIMHU COCTOSIHUSI OKa3bIBa€T 3aMeJUIeHHe Ha CHCTEMY B Ipeaeriax 5%
M0 CPaBHEHHMIO C MOJIXO0JIOM, TJie OOHOBIICHHE KAI1I1a BBITOJIHSIETCS TOJIBKO 110 CHCTEMHBIM BBI30BaM.
HpH 3TOM TOYKHU Ha6J'IIOI[eHI/I$[ IMMO3BOJINJIA MOBBICUTH TOYHOCTh MOHUTOPHHIA, T.K. C UX ITOMOIIBIO
YCIICTITHO OTCIIEKUBAIOTCSI M3MEHEHUs B 00bekTax OC, KOTOpBIE POUCXOAAT B 00X0]] CHCTEMHBIX
BBI30BOB.

Bpemsi renepanuu npoduisi MHTPOCHEKIIMHA 3aBUCHT OT CKOpOCTH 3arpy3ku rocrteBoii OC Ha
sMmynaTope. B OosbmmHCTBE CliydaeB BCe IapaMeTpbl ONpENeNITIOTCS 1O MOMEHTa Hadaja
aBTOPHU3AllMH TI0JIb30BaTENs. B ciydae HEKOTOPBIX 0COOEHHO JIETKOBECHBIX AUCTPHOYTHBOB Linux
CHCTEMHBIX COOBITHH BO BpeMs 3arpy3Kd MOXKET HE XBaTaTh Ha BOCCTAHOBJIICHHE BCEX MCKOMBIX
cvemieHnii. C TakuMMM cHCTEeMaMH TpeOYIOTCS JONOJHUTEIbHBIE IEHCTBHS CO CTOPOHBI
TMIOJIE30BATEIIS, TAKME KaK BBOJL JIOTHHA U MTApOJIsl, 3aITyCK KaKUX-JIMOO0 IpOorpaMM HIIM Iiepe3arpysKa
OC. Kak mpaBuiio, Bech mpoiiecc reHepanuu npodwis 1 6ot rocteoir OC 3aHUMaeT BCero
HCCKOJIbKO MUHYT.

5. 3aknoyeHue

ITo wroram naHHOW paboOTHl OB pa3paboTaH M TMPOBEPEH DS HOBBIX DPEUICHUH IS 3a7adu
MHTPOCTICKIIUA  BUPTYJIbHOH MammHBL.  [IpencraBieH  mMOXXOX  NMOCTPOEHHS — IPOQHIS
MHTPOCTICKINH, PETN30BaHHBIH HA Oa3e MMOJHOCUCTEMHOT0 AMHAMU4ecKoro ananusa. OH paboraer
¢ rocreBeiMu OC cemeiictB Linux, Windows u FreeBSD Ha apxutexrypax x86 u ARM. [lns ero
(yHKIIMOHMPOBaHUS HE TPEOYIOTCS OTIa0UYHbIE CHMBOJIBL SI7[pa U KaKHe-THOO0 ITOrOTOBUTEIILHBIE
paboThI ¢ 00pa3oM BHPTYaIbHONW MAIIMHBI CO CTOPOHBI MTOJIH30BATENEH.

Pa3zpaboTaHHble anrOpUTMBl aBTOMATHYECKOW HACTPOMKHM TaK)Ke YNPOINAIOT pacIIUpeHHe
(yHKIOHAIa MOHUTOPHHTA 32 00bEKTaMHU FOCTEBOH CHCTEMBI. Peann3arys HOBBIX BO3MOKHOCTEH
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OCYIIECTBIISIETCS depe3 JoOaBieHne (YHKIMK YTEHUS HOBOTO MapaMeTpa M3 TOCTEBOW MaMsTH U
Ha0Opa TECTOB IS €0 MPOBEPKH.

KommpoBanne wmeragaHHbIX 00BekToB OC CHIrpajo BaXXHYIO pOJNb B peaii3alud  3a/1ad
MOHHTOPHHTA, a TOYKH HAaOJIONCHUS IO3BOJIMIM 0o0jJee KOPPEKTHO U OBICTPO OTCIICKUBATDH
WU3MEHEHHs B CTPYKTYpax JIaHHBIX s/pa, HOCJIe YeTO CBOEBPEMEHHO OOHOBIISATH KOIII.
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Annotanus. CtaTbs IPeNCTaBIIET 0030p COBPEMEHHBIX METO/OB IepeHoca oOydyenus (transfer learning) B
CeTeBbIX cucteMax oboHapyxeHus Bropxenui (COB), opueHTHpYSCh Ha IPOOIEMy YCTOHYMBOCTH MOJiesIei B
YCIOBHSIX Jpela CeTeBBIX MaHHBIX, W3MEHYMBOCTH Tpaduka M TOSBICHUS HOBBIX THUIIOB aTak.
PaccmaTpuBaroTCs OCHOBHBIE MapaJuIMbl IepeHOca — INapaMeTPUYECKUi, MPU3HAKOBBIH U OCHOBaHHBIN Ha
OTHOILICHUSX — U UX aJanTalys K 3ajaue oOHAapy>KeHUs aHOMAIMK M KJIacCHU(UKAUK CETEBBIX BTOPIKEHHH.
Ocoboe BHUMaHHE YJENEHO PA3IUUMAM MEXJy METOJaMH Ha OCHOBE aHalM3a CTATHCTHYECKHX CBOMCTB
CEeTEeBBIX ITOTOKOB M METOJaMM Ha OCHOBE aHaNM3a IakeToB. Ha ocHOBe aHanmm3a CymecTBYIONIHX paboT
JEMOHCTpUpPYeTCs, YTO WCIOIb30BAHHE IIepeHOoca OOydeHHs MO3BOIAET CYIIECTBEHHO IIOBHICHTH
ycroitunBocts ceTeBbix COB K wm3MeHeHmsM WH(PACTPYKTYpsl M paclpeneleHHHd MaHHBIX, OJHAKO
CTaJIKUBaeTCs C MPoOIeMaMy HETaTHBHOTO TIEPEeHOCa, HEOCTAaTKa PENPE3eHTATHBHBIX HCTOYHUKOB JIOMEHA H
YCIIOKHEHHsI apXUTeKTyp. B 3aBepuieHne QopMymHpYIOTCS KIIOYEBbIe HaIpaBiIeHHUs JalbHEHIINX
HCCIIeI0OBaHMH, BKITIOUast aJJaTHBHBIE MOJICIH C y4ETOM Jpeiida, IepeHoC B YCIOBHUIX OrPaHNYESHHBIX JaHHBIX
U MHTETPALUIO C TIOTOKOBBIMU METOJJaMU MAIIMHHOIO 00yUYeHHUSI.

KiioueBble ciioBa: ceTeBas cuctema ooHapyxenus Bropxxeruii (COB); nepenoc o0yueHwsI.

Jns nutupoBanus: Iloxumeko AFO., CremanoB M.A., T'erbman A.J. IlepeHoc 00ydeHHS B CETEBBIX
crcTeMax OOHapyKeHHs BTOpKeHHH: 0030p MeTooB 1 moaxonos. Tpynst UCIT PAH, Tom 37, Bem. 6, acTs 3,
2025 r., ctp. 73-90. DOI: 10.15514/ISPRAS-2025-37(6)-37.

BaarogapHocTn. Pe3ynpTaTsl MOMydeHBI C HUCMOIBb30BaHHEM yciyr LleHTpa KONIEKTHBHOTO IOJTB30BAHMS
WucturyTta cucteMHoro nporpamMupoBanus uM. B.I1. MiBanaukosa PAH — IIKII UCIT PAH.

73



Pokidko A.Y., Stepanov I.A., Getman A.l. Transfer learning in network intrusion detection systems: a review of methods and approaches.
Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 6, part 3, 2025. pp. 73-90.

Transfer Learning in Network Intrusion Detection Systems: a Review
of Methods and Approaches

LAY. Pokidko, ORCID: 0009-0008-8981-8429 <a.pokidko@ispras.ru>
12| A. Stepanov, ORCID: 0009-0003-1964-5001 <ivan_mipt@ispras.ru=
1234 A |, Getman, ORCID: 0000-0002-6562-9008 <ever@ispras.ru=

Llvannikov Institute for System Programming of the Russian Academy of Sciences,
25, Alexander Solzhenitsyn st., Moscow, 109004, Russia.

ZMoscow Institute of Physics and Technology (National Research University),
9 Institutskiy per., Dolgoprudny, Moscow Region, 141701, Russia.

8 National Research University «Higher School of Economics»,
20, Myasnitskaya ulitsa, Moscow, 101000, Russia.

4Lomonosov Moscow State University,
GSP-1, Leninskie Gory, Moscow, 119991, Russia.

Abstract. This article provides an overview of modern transfer learning methods in network intrusion detection
systems (IDS), focusing on the problem of model stability in conditions of network data drift, traffic variability,
and the emergence of new types of attacks. The main transfer paradigms — parametric, feature-based, and
relationship-based — and their adaptation to the task of anomaly detection and network intrusion classification
are considered. Particular attention is paid to the differences between methods based on the analysis of statistical
properties of network flows and methods based on packet analysis. Based on an analysis of existing work, it is
demonstrated that the use of transfer learning can significantly improve the robustness of network IDSs to
changes in infrastructure and data distributions, but faces problems of negative transfer, lack of representative
domain sources, and architectural complexity. Finally, key directions for further research are formulated,
including adaptive models that account for drift, transfer under limited data conditions, and integration with
streaming machine learning methods.

Keywords: network intrusion detection system (NIDS); transfer learning.

For citation: Pokidko A.Y., Stepanov I.A., Getman A.l. Transfer learning in network intrusion detection
systems: a review of methods and approaches. Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 6, part 3, 2025,
pp. 73-90 (in Russian). DOI: 10.15514/ISPRAS-2025-37(6)-37.

Acknowledgements. The results were obtained using the services of the lvannikov Institute for System
Programming (ISP RAS) Data Center.

1. BeedeHue

C pocToM 00BEMOB 1 CJIO)KHOCTH CETEBOI0 Tpadka B COBPEMEHHBIX HHPOPMAIIMOHHBIX CHCTEMaX
BO3pacTaeT HEOOXOOMMOCTh B dS((EKTUBHBIX METOJaX ero aHaim3a. Takue 3ajadd, Kak
OoOHapyXeHHE aHOMallui, KiaccuuKanus Tpa(uKa, BBIIBICHHAC BPEIOHOCHON aKTHBHOCTH
CETEeBBIX aTak, TPEOYIOT BBICOKOW TOYHOCTH W AHANTUBHOCTH HCITONB3YEMBIX CETEBBIX CHCTEM
obuapyxenus sropxkenuii (COB, IDS).

CymectBytonie cereBeie COB nemstcss Ha 3 THIA B 3aBUCUMOCTH OT METoJa OOHApy>KEHHS
atak [1]:

1. OOnapyxeHHE Ha OCHOBE CHTHATYpP: METOJ, OTCICKUBAIOIIUN ITaKeThI B CETH U
CpPaBHUBAIOUIMII WX C MpPEIBapUTENIbHO HACTPOCHHBIMHM U 3apaHee OMpeleICHHBIMU
mabJIoHaMK aTakK, W3BECTHHIMU Kak curHatypel. Takwme COB oTIHYaroTCss BBICOKOU
TOYHOCTBIO OOHAPY)KEHUS W3BECTHBIX aTaK, HO TPeOyIT IOCTOSHHOTO pPYYHOTO
0OHOBIICHHS Oa3bl CUTHATYD.

2. AmHanmu3 mpoTokosa ¢ coxpanenuem cocrostaus (Stateful protocol analysis, SPA): IDS
MOJKET 3HATh M OTCIIC)KHWBATh COCTOSHUS NPOTOKONA (HAapHMeEp, CBA3BIBAs 3alpPOCHI C
oTBeramu). Kak mpaBmiio, Mosienn ceTeBhIX MPOTOKOIOB B SPA M3HAYaIFHO OCHOBAHEI HA
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CTaH/IapTax NPOTOKOJIOB MEXKYHAPOHBIX OPraHU3alMi 0 CTAHAAPTU3AINH, HATIPHUMED,
IETF. Takue COB cmocoOHBI 00HApYKHWBaTh HOBBIC M HEU3BECTHBIC aTakH (ECIH OHHU
HApYIIAIOT CHelU(UKAIMI0), HO HMEIOT BBICOKYIO pECypCcOEMKOCTh M MOTYT HE
pacmo3Hath araky, kotopas (HOpMaJbHO KOPPEKTHA MO CHElU(HUKANUU, HO COACPKUT
BPCIIOHOCHYIO TIOJIC3HYIO Harpy3ky (Hampumep, SQL-MHBEKIUS BHYTPH KOPPEKTHOTO
HTTP-3ampoca).

3. Craructuyeckoe obOHapykeHue aHoManuii: cereBas COB, ocHOBaHHAas Ha aHOMAJIHSX,
OyZeT OTCICKUBATh CETEBOW TpaUK © CpaBHHBATH €r0 XapaKTCPUCTUKUA C
YCTaHOBJICHHBIM 0a30BbIM YpOBHEM. Takue CHCTEMBI CIIOCOOHBI OOHApYKUBATh
HCH3BECTHBIC WIIM HOBBIC THITBI aTaK, HO YacTO AIOT MHOTO JIOXKHBIX cpaOaThIBaHUIA.

B st0i1 craTee OyayT paccMoTpeHsl cratucTuueckue cereBble COB Ha 0CHOBe HEMPOHHBIX CETEH,
TaK KaKk OHHM ITO3BOJISFOT M3BJIEKATh KaK MPOCTBIC CTATHCTHYECKHE B3aHMMOCBS3H, TaK U CIIOXKHBIS
HeJIMHEHHbIe 3aBHCHMOCTH U3 JaHHBIX. OIHAaKO OOBIYHO TaKHe MOAXOIBI 3aBHCAT OT OOJIBIIOTO
KOJIMYECTBA Pa3MEUCHHBIX JaHHBIX U IUIOXO NEPEHOCATCS Ha HOBBIE CETEBBIC YCIIOBUS, TAE NaHHbIC
100 OrpaHUYEHbI, TNO0 UMEIOT HHYIO CTPYKTYDY.

Iepenoc obOyuenus (Transfer learning wim TL) mpemnmaraer 3¢QeKkTUBHOE pelleHue 3TOM
npoOJIeMbl, IO3BOJISSL MCIOJB30BATh 3HAHUS, MOJYYCHHBIE B OJHOW 3ajade WIM JOMEHE, Il
yCKOpeHHs OoOy4deHHs M IOBBINICHHS TOYHOCTH B JApyroil. IlpuMmeHeHHe MeETONOB IepeHoca
o0y4yeHHUss B aHaJIM3e CETeBOro TpaduKa OTKPHIBAET HOBBIE NEPCIEKTHBBI IS CO3AaHHS
YHUBEPCAJbHBIX M YCTOWYMBBIX CHCTEM CETEBOM OE€30IaCHOCTH, CIIOCOOHBIX alalTUPOBATHCA K
M3MEHSIOIIMMCS YCIIOBHAM M PA3INYHBIM THIIAM CETEH.

B nanHo# cTaThe paccMaTpUBaIOTCA KIIIOUEBBIE OAX0AbI IEpeHoCca 00yUEHHS B KOHTEKCTE aHaIu3a
cereBoro  Tpaduka. AHAIM3UPYIOTCS  CYIIECTBYIOLIME  HCCIIENOBAHUs,  OOCYKAAIOTCS
NPEeUMYLIECTBA U OTPaHHMYCHUS] METOJIOB, a TAK)KE HAIIPaBJICHHs AUl AalbHEHIINX UCCIeJOBaHUN 1
NPUMEHEHUs] Ha MpakTHKe. TakuM o0pa3oM Leilb padoThl — MPOBECTH CHCTEMATHYECKUI 0030p
METOJIOB MepeHoca 00y4eHHs, TPUMEHUMBIX K CUCTEMaM OOHapyKEHHsI BTOPKECHUH U 3aJI0KHUTh
OCHOBY JUIs1 OyIyIIMX MCCIIENOBaHMIl B 9TOi obnacti. B oTnmuue or cymecTByrommx 0030poB,
MOCBANICHHBIX IJMOO OOIMM MeToJaM TMiepeHoca OOy4YeHHsS B KHOepOEe30MmacHOCTH, JHOO
NpUMeHEHHUI0 Tiybokoro o0y4enus B NIDS, nanHas paboTa cuCTeMaTH3UPYET METOIbI MIepeHOca
OOBIYECHUs] MMEHHO JJIsi CETEBBIX CHCTEM OOHAPY)XCHWs BTOPXKCHWH, mpeliaras CKBO3HYHO
KITaCCU(UKALUIO 110 TUITy MEPEeHOCHUMBIX 3HAaHUI M XapaKkTepy CEeTeBbIX MAHHBIX (IIOTOKH WU
MaKeThl), a TAK)KEe OLIEHUBAss NPUMEHHUMOCTh Ka)K/I0TO T0/IX0/1a B IPAKTHYECKHUX CILIEHAPHUSIX
OcrasnpHasg 4acTh pabOTHI CTPYKTYpHpOBaHa CIEAYHOIINM 00pazoM. B pasmene 2 conepixarcs
OCHOBHBIC OTIPEeIeNICHUs M KilacCH(UKALI METOJIOB NepeHoca 00y4yeHus. B pasnerne 3 npuBonurcs
aQHAJIM3 CYIIECTBYIOLIMX pabOT, OTHOCAIIMXCS K PpAa3IMYHbIM THIAM IepeHoca oOydeHus. B
3aKJIFOUEHNH ITPUBOJISITCS BHIBOIbI M BO3MOJKHBIE HAIIPABJICHUS JJIsl OYAYIIUX HCCIIETOBAHUM.

2. 0630p

B sTOM paznene OyayT maHbI onpenesieHns epeHoca 00ydeHUs! U COIYTCTBYIOIINX TEPMHUHOB, a
TaKXe MPeCTaBIeHa KIacCH(PHUKAIIS METOO0B IIepeHoca 00yIeHus.

2.1 OcHOBHbIe onpegeneHns

B nepenoce 00ydeHus M3ydEHHBIE 3HAHUS MIEPEIAIOTCA U3 UCXOMHOM 001acTH (MCXOIHOTO I0MEHA)
B LEJIEBYIO JJIs yIydIIEHHUs Mpolecca o0ydenus 1enesoi 3agaun. TakuM o6pa3om, IpexIe BCETO
OyIyT IaHbI ONPENEIICHUS «IOMEHa» U «3amaun» [2].

Onpenenenne 1 (Jlomen) JTomenom D sBasiercs mapa D = {X, P(X)}, rme X — npusHakoBoe

npocTpancTBo, P(X) — MapruHansHoe (MM 4aCTHOE pacpenelieHue), a X — MHOYKECTBO 0OBEKTOB,
re.X={x|x; € X,i=1,..,n}
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Onpenenenue 2 (3agaua) B nomene D 3agada T cOCTOUT U3 IBYX YacTei: 1) MpoCTpaHCTBa METOK
Y u 2) pynxunu npunstus petienuii f(+). OyHKUUS OPUHATHUSI pelIeHHH 00y4yaeTcsi Ha OCHOBE map
BEKTOPOB MPHU3HAKOB U ITPOCTPAHCTBA METOK, T.e. {X;, ¥;}, rme x; € X u y; € Y. [Ipyrumu
cioBamu, 3anava onpenensercsa kak T = {Y, f(-)}.

B oOmem crmydae, QyHKIMS TNPUHATHAS PEIICHUA MPEJCTaBIsIeT COOOH MpencKa3aHue
cooTBeTcTBYIOIEH MeTkU f(x;) st SK3eMIUIApa X;. B 3TOM ciiyuae mpezckasarenbHas QyHKIHs
MoskeT ObiTh onpeaenena Kak f(x;) = {P(yxlx)| vk € Y. k=1,...,|Y|}.

Onpenenenue 3 (Ilepenoc o0yuenust) lansl ucxoausiii fomen Dg u 3amaya T, a Takxke 1eJIeBOR
nomeH Dr n3agava Tp. [lepeHoc 00y4eHHs HalpaBJieH Ha yIIy4IIeHHe KauecTBa 00y4YeHUs 1eIeBOi
npezckasareipHol Gpynkuuu f(+) B obmactu Dy 3a CHET UCTIONIB30BaHMS 3HAHHHN, TOTy4eHHBIX B Dg
u Tg, npu ycnosu, 4to Dg # Dy umu Ts # Tr.

2.2 Knaccudmkauumsn

[lepenoc obyueHus mpencTaBisieT co00if HAOOp METONOB, MO3BOJIAIONINX HUCIOIB30BATh 3HAHMUS,
W3BICUEHHBIC W3 ONHOW 3aJadyd WIH JOMEHA, IUIS YIydlleHHWs oOydeHHs B Apyrod 3amade. B
OTIIMYWE OT TPAJUIMOHHOTO MAIIMHHOTO OOYYeHHWs, TAe OOYydYalolliie W TECTOBHIC [aHHEIC
MIPEIIOIArafoTCd HE3aBUCHUMBIMH W HICHTHYHO pacupeAenéHHbIMUA, TL momyckaeT cMelieHue
pacrpesielieHHii U pa3iuuus MEXAy HMCTOYHHKOM M meneBod 3amaueit [3]. ust mocTkeHus
nepeHoca OOYYCHHs HCIOJIb3YSTCS MHOXKECTBO TEXHHK B 3aBUCHMOCTUA OT JOMCHOB M 3ajady
HCXOJIHOTO U IIEJIEBOTO JJOMCHOB, MX pa3jIM4Mii U crocoba nepeHoca oOyueHus. Takum oOpaszom,
CYIIECTBYET HECKOIBKO BAPUAHTOB KIIaCCH(UKAIINHA METOIOB TIepeHoca [2].

2.2.1 Knaccudmkaumsa no Tuny nepeHoCUMbIX 3HaHUN

IepBsiit u Hanbonee GpyHAAMEHTAIBHBIN CIIOCO0 KIACCH(UKALMN METOJOB IepeHoca 00yIeHUs —
110 TUITY IEPEHOCUMBIX 3HAHUU.

Iepenoc mpusnaxos (feature-based TL) mpeamomaraer, 4To MEPEHOC OCYIIECTBISETCS dYepe3
HOCTPOCHHE HOBOTO IPHU3HAKOBOTO IPOCTPAHCTBA, B KOTOPOM DA3IMYHi MEXKTY HCXOIHBIM H
[EJIeBbIM JIOMCHAMH MHHHUMH3UPYIOTCs. Tak, Hampumep, B 3ajadax pacliO3HABAHUs CUTHAIIOB
MOYKHO 0TOOPa3UTh JaHHbIE W3 PA3HBIX YaCTOTHBIX JUAMA30HOB B 00IIIee IPOCTPAHCTBO MPU3HAKOB,
YTO YIMpomIaeT Kiaccupukanuo. Ero MOXHO pa3aeiuTh Ha JBE TMOIKATETOPHH: CHMMETPHUIHBIN
MOJIXO/1 ¥ aCHMMETPHUYHBIN. B ciydae cHMMETpHUYHOTO MPOUCXOIUT MpeoOpa3oBaHue NMPHU3HAKOB
o0enx obmnacteil B o0lIee CKPBITOE IIPOCTPAHCTBO. B accMMETpHYHOM HANPOTHB, MPeoOpa3oBaHKe
TOJIBKO HCXO/IHBIX PU3HAKOB TAK, YTOOBI OHH COOTBETCTBOBAJIH L[EIICBBIM.

B cnyuae mepenoca mapamerpos (parameter-based TL) mepeHoc 3HaHMII OCYNIECTBISETCS Ha
YpOBHE NapamMeTpOB WM THUIeEprapaMeTpoB Mojeineil. Hampumep, ucnosib3oBaHHE MoJENeH,
npeno0y4eHHbIX Ha ImageNet, 11 3a1a4 KOMITBIOTEPHOT0 3pE€HHS B CMEXKHBIX 00yacTax. B 3agauax
aHaIM3a CETEBOro TpaduKa 3TO MOKET 03Ha4aTh MEPEHOC MapaMeTPOB MOJIENH, OOYYeHHOH Ha
ceTeBOM TpadhHKe OJHON OPTaHU3AINH, TSI AHAIM3a CETEBOTO TpadHKa IPyToil.

i mepenoca orunomennii (relation-based TL) mnepeHoc 3HaHUE OCYLIECTBISETCS dYepes
HCIIONB30BaHKeE CBsA3CH M OTHOIICHUH MEXAy 00beKTaMH. B oTiHuKe OT mpeapIIyuX NOAX0/0B,
3[IeCh BHUMAHHE YIEJSIeTCs HE TOJNBKO CAMHUM JaHHBIM, HO U CTPYKTYpE HX B3aHMOCBSI3CH.
Hampumep, B COLMANbHBIX CETAX I3TO MOXET ObITh MEPEHOC 3HAHHHA O CBA3AX MEKIY
MOJIB30BATEISIMU; B OCCIPOBOIHBIX CETAX — HCIOJB30BaHHE KOPPEISLHUA MEKIY y3JIaMd HpH
pELICHNUH 3aJ]a4 MapIIpyTU3ALUK UM YIPABJIECHUS PECYPCAMHU.

Iepenoc 3x3emmaspos (instance-based TL) — 3HaHus mepeHOcATCS Ha YPOBHE HCXOIHBIX
npuMepoB (instances). BmecTo mpsMOro MCHonib30BaHUs BCEX JAHHBIX M3 HCXOJHOTO JOMEHA,
METO/BI TOTO THIIA HAIPABJICHBl HA Iepepaclpe/ielicHHe BECOB HCXOIHBIX 00pasloB JaHHBIX,
4TOOBI COKPATUTH pasjindusd MEKAY MapTrUHAJIbHBIMU PACIIPEACIICHUAMMN HCTOYHUKA U LECJIN.
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2.2.2 Knaccudukauumsa B 3aBUCUMOCTU OT COOTHOLLEHUSI JOMEHOB U 3aAay

BropsiM u3 Hambosiee pacnpocTpaHEHHBIX KpPUTEpUEB KiacCH(UKALWU TepeHoca OO0ydeHHs
SBIIICTCA XapaKTep B3aMMOCBSA3M MEXIy MCXOAHOM M IieneBoil 3ajauaMu, a Takxke HalUuhe WU
OTCYTCTBHE DPa3METKH B LeneBoil obmactu. Ha 3ToH OCHOBE BBIAEISIIOT TPH KIIOYEBBIX THIA
nepeHoca 00yueHUs: MHAYKTHBHBIN, TPAaHCAYKTHBHBIN 1 Oe3 yuurens [3].

Omnpenenenne 4 (MunykTuBHbIii nepenoc obyuenus, Inductive Transfer Learning). Ilycts
JlaHbl UCXOAHBIN NOoMeH Dg C COOTBETCTBYIOIIEW MCXOAHOM 3amauyeil Ts u ueneBod nomeH Dr c
COOTBETCTBYIOIEeH IieneBor 3amaueld Tp. MHOYKTHBHBIA TepeHOC OOy4YeHHs HaIlpaBlieH Ha
yIIydIIeHne 00yIeHUs IeNIeBO# peacKasaTebHoi QyHKmH fr(+) meneBoro momeHa Dy Ha OCHOBE
3HaHWH, noiny4eHHbIX B Dg U Ts, B KOTOPBIX MCXOJHAs U LIeJIeBas 3aja4a pa3iNyaroTcsi, TO eCTh
Ts # Tr.

WHayKTUBHBIHA TIepeHOC 00y4YeHHs ASNUTCs Ha ABa Bujaa: camoobydenue (Self-taught learning) u
mHoro3amagnoe obydenue (Multitask learning). Camoo0Oyuenue ucmonb3yeTcs, KOrja B HCXOMHO#
o0J1acTH HET pa3MEYeHHBIX JaHHBIX. McHonb3yroTcsi Hepa3MeueHHbIE JTaHHbIE HCTOYHUKA, YTOOBI
MOCTPOUTh 0ojiee BBICOKOYPOBHEBOE IIPEJCTABICHUE IPU3HAKOB (CHIDKAETCA pPa3MEpPHOCTb
MPOCTPAHCTBA), a 3aTeM KJIACCH(HUKALUS MPOBOJUTCS C MCIOIB30BAHUEM Pa3MEUYEHHBIX IaHHBIX
1[eNIeBoi obnacTi. MHOT03a1a4H0e 00yUeHHE — KOT/Ia U B MCXOHOM, U B ICJICBOM 00JIACTH €CTh
pa3medeHHble naHHble. OOe 3amaum 0Oy4yaroTCs OJHOBPEMEHHO, YTO IIO3BOJISICT YIIydINaTh
pe3ynbpTaThl APYT Apyra.

B nHIyKTUBHOM INepeHoce 00y4eHHs 3HAHHSI MOTYT OBITh MIEPEHECEHBI Yepe3 NMepeHOC MPU3HAKOB,
MIEPEHOC MTAPAMETPOB, IEPEHOC OTHOLICHUH MIIH MEPEHOC K3EMIUIIPOB.

[TepeHoc mpu3HAKOB CO3/1aET HOBOE MPOCTPAHCTBO X, [IPU3HAKOB ISl IIEpeBO/ia OOBEKTOB
HCXOZHOTO M IIEJIEBOTO JOMEHa B X, . [lepeHoc mapaMeTpoB MpeIosaracet, 4To OTJCIbHBIC
MOJIETIM JUTA CBS3HBIX 3324 MMEIOT OOIIHE IMapaMeTphl WM PaclpelesieHne THIepIapaMeTpoB.
ITogxon Ha OCHOBE IEpeHOCa OTHOIICHMWH HE MPEAIIoNiaracT, YTO AAaHHbBIC, U3 KaXKIOTO JOMEHa,
SBJISTFOTCS] HE3aBUCUMbIMHU. HakoHel, mepeHoC 9K3eMILIIPOB TO3BOJISIET IEPEHOCHTH YacTh TaHHBIX
U3 UCXOTHOTO IOMEHA B LIE€JI€BOI TOMEH.

Onpenesienue 5 (TpancaykTuBHbI nepenoc ody4denusi, Transductive Transfer Learning)
IlycTb nanbl ucxoausiit fomeH Dg ¢ cOOTBETCTBYIOIIEH UCXOAHOM 3aauei Tg u neneBoi nomeH Dy
C COOTBETCTBYIOIIEH IeneBoi 3amauei Tr. TpaHCAYKTHBHBIN MepeHoc oOydeHHUs] HalpaBiIeH Ha
yiydiieHne o0yueH s [IeIeBOi npeacKka3aTebHoi GyHkimu f7(+) menesoro qomena Dy Ha OCHOBE
3HaHWUM, N01y4eHHbIX B Dg U T, T1e UCXOAHBIN IOMEH U LIEJIEBOM JOMEH pa3iinyHsbl, T. €. Dg # Dy,
a MCXOJHAs M LieieBast 3a/1a4a OJMHAKOBHL, T. €. Tg = Tr.

B JaHHOM CHCHApUH B UCXOAHOM JOMEHE MMECCTCH 00JIBIIION 06'I)eM Pa3MCUYCHHBIX NAaHHBIX, B TO
BpeMs Kak B IEJIEBOM JIOMEHE METKH OTCYTCTBYIOT BoBce. KitoueBoe pasnmume JOMEHOB NpH
WICHTUYHOCTH 3ajad OOBIYHO OOYCJIOBIEHO JIMOO HECOBNAJEHHWEM IPOCTPAHCTB IPHU3HAKOB
(HanpuMep, pasHbIE S3BIKM B TEKCTOBBIX 3ajladax), JMOO pa3inyueM B MaprHHAIBHBIX
pacrpeieieHusIX BEPOSITHOCTEH BXOAHBIX NaHHbBIX, koraa P(Xs)#£P(X7). JlaHHbIN MOIXO0/1 MIHUPOKO
M3BECTeH Kak azanranus aoMmeHa (Domain Adaptation). B TpaHcaykTHBHOM mepeHOCe OCHOBHOE
BHUMaHHE yJIeIISIeTCSI MUHIMHU3AIMN PACXOXKICHHS MEKTY JIOMEHaMH. DTO JOCTUTaeTcs TM00 yepes
B3BEIIMBAHWE DJK3EeMIULIpOB wmcxomHoro jgomeHa (Instance-based), 4ToObl oOHH OoJbIIe
COOTBETCTBOBAJIM PaCIpeIeICHHIO IIeNIEBOr0, JTN00 depe3 MOMCK MHBAPHAHTHOTO MPEACTABICHUS
npu3HakoB (Feature-based), koTropoe oguHaK0BO 3P PEKTUBHO ONMCHIBAET JaHHBIE 0OOMX TOMEHOB,
HECMOTPS Ha X HCXOJHBIE PA3IHYHS

Onpenenenue 6 (Ilepenoc odyuenus 6e3 yuureasi, Unsupervised Transfer Learning) Iycts
JlaHbl UCXOAHBIN NOMeH Dg C COOTBETCTBYIOIIEH MCXOAHOM 3amauyeil Ts u neneBoi nomeH Dr c
COOTBETCTBYIOIIECH mieneBoi 3amaueit Tp. IlepeHoc oOydeHuss 0e3 y4yuTelss HalpaBlIieH Ha
yiydiieHne 00y4eHus LelIeBOM IpecKasarelibHoi GpyHkuuu fr(-) ueneoro gomeHa Dy Ha OCHOBE
3HaHMH, nony4eHHbIX B Dg U Tg, B KOTOPBIX MCXO/HAs U LIeJIeBas 33/1a4a pa3audarorcs, T. €. Tg #
Tr, a pa3MedeHHbIEe JaHHBIE Ys U Y HE MOAaloTCsl HaOII0JCHHUIO.
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B mepenoce oOydenuss 6e3 yduTens 3HaHHS MOTYT OBITH HEPEHECEHBI TOJBKO Yepe3 MEPEeHOC
NpU3HaKoB. B 3TOM ciyuae MEpEeHOCHMMBIMH 3HAHUSIMU  SIBJISIOTCSL  CTPYKTYpHBIE H
Mpe/ICTABUTENbHBIC XapaKTEPUCTUKU NAHHBIX. MOJIeNb, BBISBISIONIAs CKPBIThIE 3aKOHOMEPHOCTH
WK JIATCHTHBIC CTPYKTYPHI B OJHOM HaOOpe JaHHBIX, MOXET OBITh HCIOJh30BaHA JUIS aHAIH3A
JIpyroro Habopa JaHHBIX 0e3 SIBHBIX METOK. Takoil THWII mepeHoca MoJie3eH I KIacTepH3alluHy,
CHIDKCHUSI Pa3MEPHOCTH UITH MIPEABAPUTEILHOTO 00yUICHUsI IPEACTABICHHUIT B 11eJICBOM JOMEHE.

CpaBHEHHE METOJIOB MIEPEHOCA C TOUKU 3PCHUS MEPCHOCUMBIX 3HAHUMN MPEICTABICHO B Ta0I. 1.

Tabn. 1. Cpasnenue memoooe nepeHoca 3HAHUL.
Table 1. Comparison of knowledge transfer methods.

IIepenoc ITepenoc Ilepenoc IIepenoc
MIPU3HAKOB | TapaMeTpoB | OTHOIICHHH | 3K3EMIUIIPOB
WHnyxkTuBHBIN
epeHOC + + + +
o0yueHHs
TpaHcTyKTUBHBIN
epeHoC + - - +
o0yueHHs
Ilepenoc
o0Oyuenwus 6e3 + - - -
yauTens

Takum 06pa3oM HarboIee THOKKUM SIBJISIETCS MHIYKTUBHBIM MIEPEHOC 00YUEHHS, OIePIKABAIOIIHI
MepeHoc MIO0BIX TUIOB 3HaHUIT. MeHee THOKUM SIBISIETCSI TPAHCIYKTUBHBIH MEPEHOC, KOTOPBIN He
MOJICPKHUBACT MEPEHOC MAPAMETPOB U MEPEHOC OTHOIICHHIA.

2.2.3 CtpaTteruu nepeHoca B rmybokom o6y4yeHum

IMepenoc B rirybokom o0ydeHun uiu rirybokuii neperoc oby4enust (auri. Deep Transfer Learning,
DTL) — paccMaTpuBaeT nepeHoC 3HaHHM JUTs TIyOOKHX HEHPOHHBIX ceTel, 00yYeHHBIX HA OJHOM
JOMEHe WM 3ajade, B APYyrod JomeH/3agady. B ornmume ot kiaccmueckoro TL, 3xechk
HCTIONB3YIOTCS NMpeio0yueHHbIe ITyOOKIe MOIEIH.

Pasnensttor 4 oCHOBHBIX TUMA [4]:

e ToroBsle npenBapurensHo 00yueHubie Moaenu (Off-the-shelf pretrained models);
e l3BiieueHre NPU3HAKOB C MOMOIIBIO MTpenodyyenHoi moaenu (Feature extraction);
e JloobOyuenue (Fine-tuning);

e [ 'uOpuaHBIE METOIBI.

Crparerus TOTOBBIX IPEIBAPUTEIBHO OOYYCHHBIX MOJIENICH MpeACTaBIsieT W3 cels mpsMoe
HCTOJIB30BaHUE TPEIBAPUTEIFHO O0YYCHHOW MOJENHU IS LENIeBOM 3ajqadu, 0e3 MoanduKaIuii.
OroT MeToa 3¢ (HEeKTHBEH, €ClM UCTOYHUK W IIeieBas 3ajjadya COBIAAAIOT WM OYeHb OJIM3KH, T.C.
D¢ =DyuTg = Tr.

[Ipu ncnonp30BaHMN TPEAOOYIEHHONH MOIENH AJIS M3BJICUCHHS NPHU3HAKOB OOydeHHAs MOJEIbH
HCTIONB3YyeTCs A MONydeHHus Oosiee aOCTPAaKTHBIX W OOOOIIEHHBIX NPEICTABICHUH HMPU3HAKOB.
9TOT METOQ Bq)q)eKTI/IBeH Ipyu OrpaHUYCHHBLIX JAaHHBIX B ICJIEBOM JOMCHE MW CHHXKACT
BBIYUCITUTENBHBIC 3aTPAThI IPH 00yYCHHH.

I'myGokoe oOydueHmEe MOXHO paccMaTpWBaTh KaK Hepapxuueckoe oOydeHwe. B wactHOCTH,
oTnenbHBINA cioii DNN oOydaercst pa3nuyHbBIM MPU3HAKAaM, OT OOIIMX, T. €. HU3KOTO YPOBHS, JI0
0oyiee KOHKPETHBIX, T. €. BBICOKOTO YpOBHs, Mo Mepe yriayonenuss B DNN. Bruto noxasaHo, 9to
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npusHaky, oOydeHHsle DL, Oonee mepeHOCHMBI, YTO O3HA4YaeT, YTO MX JIET49e ITOBTOPHO
MCIIONB30BaTh B MOXOXKHX AOMeHax [5].

JlooOydueHne mpencTaBisieT co00 CTpaTeTHio Iepefadn 3HAHWH, IPH KOTOPOH IperBapHTENbHO
oOyueHHass HEHpOHHAs CeTh M000ydYaeTcss MOJ KOHKPETHYIO IEJNEeBYIO 3amady. OTOT IOIXOJ
3aKIIFOYACTCSl B TOM, YTO BECa MPEIBAPUTENHEHO 00YIEHHOM MOJEIH NCTIONB3YIOTCS KaK HadallbHas
TOYKa JUI 00yUeHNs] HOBOH MOJIETIH, YTO 3HAYNTEIBHO COKPAIIACT BPEMS U PECYPCHI, HEOOXOAUMBIC
JUISL JTOCTIDKCHUSI BBICOKOH TOYHOCTH. Y JIaHHOW CTpaTerMH €CTh 2 OCHOBHBIX IIOJXOJa:
WMHHIMAJIN3alysi BECOB MW BBIOOpOYHOE noo0yueHue. [lpu uWHMIManIM3alM BEcoB Beca
Npe/BapUTeIbHO OOYYEHHOW MOJIEIM HCIOJB3YIOTCS KaK HavajbHble 3HAYCHUS I LIENeBOU
MOJIETIH, a 3aTeM IPOUCXOANUT 00yUEeHHE MOJIENIN Ha 11eJIeBbIX JaHHBIX. B BEIOOpOYHOM 1000ydeHUH
IpeArnosaraeTcs 1000y4eHne TOIBKO YaCTH MOJIEIIN, OCTABJISS IPyTrUe CJION 3aMOPOKEHHBIMHU. JTO
0c0o0eHHO YPPEKTHBHO MIPHU OTPAHNICHHBIX JAHHBIX.

3. MpumeHuMmocmb K 3a0aqye O6HapyXXeHuUs1 MOpPIKeHUU

OnHOM ®3 KIIOYEBBIX NPOOIEM I[OCTPOCHHS CETEBBIX CHCTEM OOHApY)XCHHS BTOPIKCHHUI,
OCHOBaHHBIX HA METOJAX MAIIMHHOTO OOYYEHHMs], SIBISICTCS OTPAHMYCHHAS MEPEHOCHMOCTh
00y4eHHbIX Mozeneil. Habopbl naHHBIX 17151 00y4YeHHUs KilacCU(HKaTOPOB CETEBOT0 TpaduKa 4acTo
CO3/IAI0TCSl B CTPOTO OMpECIEHHOW cpere (Hampumep, B KOHKPETHOH KOPIOPATHBHOH CETH, B
7abopaTOPHBIX YCIOBHUAX MM C HCIIOIb30BAHMEM CIICIHATH3UPOBAHHBIX OCHIMAPKOB, TAKUX KaK
CICIDS wiu UNSW-NB15 [6]). Oanako B peaibHBIX CIIEHAPHAX OKCIUTyaTalldd Tpaduk
MO/IBEP)KEH MOCTOSIHHBIM HM3MEHEHHUSIM: MOSBIISIOTCS HOBBIC IPOTOKOIBI, MEHSIETCS MOBEICHHE
OPHIOKCHUH, BO3ZHUKAIOT paHee HEW3BECTHBIC arakW. TakKe BO3HHKaeT mpobieMa mpH
HCIIOJb30BaHUH Ipe]] 00YUCHHBIX MOJIENICH TaK KaKk OHM 00y4alnch B HHOMH cpene. B aToit curyarun
BO3HHKAET MpOo0OjeMa CMELICHUS PAcCIpelciCHuil, KOTopas pe3Ko CHiKaeT 3(G(eKTUBHOCTH
JIETEKTOPOB, 00YUECHHBIX B OHOM CpeJie U MePeHECEHHBIX B APYTyIo [7].

Metonpl mepeHoca o0yYeHHs MO3BOJIIOT CYIIECTBEHHO CMSATYHUTH 3Ty HpobieMy, obecrednBast
a[aNTalrio MOZENCH K HOBBIM YCIOBHAM 0e3 HEOOXOANMOCTH IIOJHOTO MEPeOOyUICHHS «C HYJIISD.
Ux mnpumenumocts B KoHTekcTe COB MOXHO paccMOTpeTh depe3 IMpU3MY HCIIOJIb3yeMBIX
[PEICTABICHUH BXOIHBIX TaHHBIX, TAK KAK MIMEHHO OHH BO MHOTOM OIPEAEIIOT 3P ()EKTUBHOCT
U TUII UCIIOJIb3YEMOTO IIEPEHOCA 3HAHU.

3.1 Ctatuctn4yeckme Npu3Hakv NOTOKOB

B TPAJUIIMOHHBIX CHCTEMAaX CETCBOI'0O MOHUTOPHMHIA YaCTO HCHOJB3YIOTCA arpe€rupoOBaHHBLIC
craticThuyeckue mnpu3Haku 1otokoB (flow-based features), Takue Kak KOJIIMUECTBO IAKETOB,
CpeI[HI/Iﬁ pasMEp CErMeHTa, AJIUTCIbHOCTE COCANHCHU A, TUCTIEPCHUA MCKITAKCTHBIX MHTEPBAJIOB U
np. JlaHHBIC NPH3HAKA OTHOCHTEIBHO KOMIIAKTHBI, JIETKO HMHTEPIPETHPYEMBI H IIO3BOJISIOT
HPUMEHSTh [IUPOKHUI CIEKTP KIACCHYSCKHX AITOPUTMOB MAIIMHHOTO 00ydeHms. OIHAKO TaKmhe
HPHU3HAKH [TOJBEPIKCHBI BBICOKON 3aBUCHMOCTH OT CpPEIbl: OJHH M TE XK€ THIbI TpapuKa MOTyT
HUMETH CYIIECTBEHHO PAa3HBIC CTATUCTUYCCKUC XAPAKTEPHUCTUKU B PA3HBIX CETAX.

3neck nepeHoc o0ydeHHs Ha OCHOBE IIEpeHOCa 3K3EMIULIPOB (HAIpHUMeEp, METO/ABI MOBTOPHOTO
B3BEIIMBaHMS 00pa3noOB Wi (QWIBTPANMU HEPEJIEeBaHTHBIX ITOTOKOB) IO3BOJIIET aJalTHPOBATH
pacnpeeneHus IPU3HAKOB HCTOYHUKA K 11e1eBoi ceTn. Kpome Toro, mepeHoc 00y4eHust Ha OCHOBE
nepeHoca NPHU3HAKOB (HampuMep, JOMEHHAs aJalTalus 4Yepe3 aBTO’HKOJEpH) ITOMOTaeT
MPOEKTHPOBaTh 0Ooyiee YCTOWYMBOE TPEJCTAaBIEHHE NOTOKOB, CHM)KAsh UYyBCTBHTEJIBHOCTH K
KOHKPETHBIM YCJIOBHSIM TpaduKa.

[IpumepoM mnepeHoca 0Oy4deHHs Ha OCHOBE IEpeHOca JK3EMIUIIPOB sBisiercss pabora [8],
NPE/UIOKUBINAS MEepeHOC O0ydeHHs Ha OCHOBE IIepepaclpesieieHHs BECOB OOpasloB MEX.IY
JOMEeHaMH. ABTOpBI paccMaTpuBaioT mnpobiemy, tunuynyio Juii NIDS Ha ocHoBe aHanmza
CTAaTUCTHYECKHUX NMPH3HAKOB MOTOKOB: CTATUCTUYECKHE ITAPAMETPHI IOTOKOB B IIETICBOI CETH MOTYT
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CYIIECTBEHHO OTIMYATHCA OT TEX, YTO MCIONB30BATHNCH NMPU OOYyYEHHWH MOAENH, T.€. JOMEHBI
pasmuuHbl. J{na pemeHuss 3ToH mpoOneMbl mpearacTcss MepeHoc 00y4ueHHsl HA OCHOBe
3K3eMILISIPOB, B KOTOPOM KaXXIOMy 00pa3ily MCXOIZHOTO JIOMEHa Ha3Ha4daeTcs IapaMeTp-Bec,
OTIpEIETSIIOINI ero peJeBaHTHOCTh 1IeJIeBOH 3a7ade. B ocHOBe MeTona JIEXHT HJest O TOM, 4TO
YacTh JIAaHHBIX MCTOYHHWKA OJM3Ka K JIAaHHBIM LEJIEBOI CETH, a 4acThb — BBOJAWT IIYM M CHH)KAeT
TOYHOCTh. ABTOPHI HE PACCMaTPUBAIOT CIIy4ad MOSBICHHS HOBBIX THHOB Tpaduka, T.e. Tg # Tr.
CrenoBaTenbHO, pacCMaTpPUBACTCsl TPAHCAYKTHBHBII NepeHoc 00yYeHHUs.

JInsg BeIUMCIICHHUS ONTUMAJIbHBIX BECOB aBTOPBI MPUMEHSIOT KPUTEPUH MaKCHUMAaJIbHOTO CPEIHETO
pacxoxaenus (MMD), k0TOpbIit MUHUMHU3UPYET PACCTOSHUE MEXY paclpeleeHUsIMY IPU3HAKOB
ucrouyHuka W nenu. [lanee knaccupukarop oOydaeTrcsi ¢ y4€TOM CreHEepHpPOBAaHHBIX BECOB:
peJieBaHTHbIE NMPHUMEPH! YCUIMBAIOT BIMSHUE NpU OOyUCHMH, a HEpeleBaHTHbIE — IMOJABISIOTCS.
Tako# moxxox MO3BOJISIET aJaNTHPOBAaTh MOJETb 0e3 M3MEHEHHs! €€ apXUTEKTYpBI, UCIIONb3Ys
TOJIBKO TIEPEPaCcHpesIeNICHNe Ba)XHOCTH OTACNBHBIX IOTOKOB. KITIOUeBBIM MPEHMyYIIECTBOM
SBISIETCST  BBICOKAs COBMECTHMOCTh C KIACCHYECKHMH METOJaMM aHaiW3a JaHHBIX CO
CTaTUCTHYECKUMH IPH3HAKAMHE CETEBBIX IIOTOKOB (TPaIueHTHBINA OycTHHT, SVM, HelfipoceTH Maoi
rIyOuHbl). VITOTH 3KCIIEpUMEHTOB IOKA3aIM IIOBBIIICHWE YCTOWYHMBOCTH K CETEBBIM CIIBHTaM,
0COOCHHO TIpH IEPEeHOCE MEXTy HaOOpaMHu AaHHBIX C Pa3HOM IUIOTHOCTHIO Tpaduka. OmHako
TOYHOCTh CHJIBHO 3aBHCHT OT KadeCTBAa OLIEHKH PACCTOSHHUS MEXIY JOMEHaMH: IIPU BBICOKOH
HEOJTHOPOAHOCTHU IIOTOKOB B I[EJIEBOH CETU 000D BECOB CTAHOBUTCS MEHEE CTAOUIILHBIM.

B pabote [9] ObuT mIpeIoskeH THOPUAHBINA MOXOMA, COUYCTAIOUINA TeHEPATUBHO-COCTA3ATEIEHYTO
cetb (GAN), MHOTOsIIEpHOE MakCHMalbHOE cperHee pacxoxaenue (MK-MMD) u ontuMu3ariro
MIPU3HAKOB I BBISBICHHS aHOMAJHWiA B ceTeBOM Tpaduke. Ha mepBOM 3Tarme BHIIONHSACTCS
ONTUMHU3AIMS TIPU3HAKOB C MTOMOIIBI0 aHCAMOJIsI ar€HTOB Ha OCHOBE OOYUYEHHS C MOKPEIICHUEM
(Collaborative Learning Automata) KOTOpbIC B3aUMOJCHCTBYIOT C KJIacCH(MHUKATOPOM KaK CO
CTOXAaCTUYCCKOW Cpeod W UTEPaTUBHO KOPPEKTHPYIOT BEPOSTHOCTH BHIOOpA OTACIHHBIX
IIPU3HAKOB B 3aBUCHUMOCTU OT HOHy‘IeHHOﬁ TOYHOCTHU Knaccmbm(aumn. Takast coBMecTHas
azanTtanus HECKOJIbKUX aBTOMATOB IMO3BOJIACT HUCKIIOYHUTH KOPPCIMPOBAHHBIC U I/I36I)ITO'~IHI)IG
MPHU3HAKH, COKPATUTh Pa3MEPHOCTh MPOCTPAHCTBA W YIYYIIUTh WHPOPMATHBHOCTH BXOIHBIX
nmaHHBIX. [lomydeHHOE ONTHMAaTbHOE MOJMHOKECTBO (OKONO 9 TMPU3HAKOB) HCIOIB3yeTCs Ha
BTOPOM JTalle, TIe NPHMEHSETCS TeHepaTuBHO-cocTs3aTenbHas ceThb (GAN). B e€ crpykrype
TeHepaTop Co3MaéT CHHTETHYECKUE MPUMEPHI CeTEeBOro Tpaduka Ha OCHOBE CIYYaifHOTO IIyMa H
YCIIOBHBIX METOK, a JUCKPHUMHHATOP VYUTCS OJHOBPEMEHHO pasiuyaTh pealbHBIE U
CreHepHUpOBaHHBIE 00pa3lbl W KIAaCCH(DUIUPOBATh MX IO TUIY araku. Takum oOpazom, GAN
BBITIOJTHSIET POJIb MepeHoca oGyueHus 6e3 yunrens (semi-supervised transfer-learning), pacumpsist
BBIOOPKY W TOBBIMIAS YCTOWYMBOCTH MOJENH IIPH OrPAaHMYCHHOM KOJIWYECTBE pa3MEueHHBIX
JMaHHbIX. J{79 manmpHEWIIero MOBBIMIEHHS 0000IIaroie criocOOHOCTH B apXUTEKTYPy BHEAPEH
MOAYyJb MHOI'OAACPHOTO BapvaHTa MEPbl MAKCUMAJIbBHOI'O0 CPECIHEKBAJPATUYHOIO PACXOXKICHUA
(multiple kernel variant of maximum mean discrepancy, MK-MMD) [10], MEHEMH3HPYFOIITHIA
paznuuus MeXAy paclpeleleHHsIMH HWCXOIHOW (source) W 1eneBoil (target) oOmactedd B
MPOCTPAHCTBE IPHU3HAKOB; TEM CaMBIM peajm3ys AOMEHHYIO aJalTallii0 — IIEPEHOC 3HAHWU O
HOpPMAJIbHOM M aTakyroIlleM Tpaduke Mexay pa3lTudHbIMU CETeBHIMHU cperamu. OOydeHHe BceX
KOMIIOHCHTOB MIPOBOJUTCS COBMECTHO: ()OPMHPOBAHUE ONITUMHU3UPOBAHHOTO BEKTOPA MPU3HAKOB,
TeHepanus JOMOIHUTEIBHBIX 00pa3IoB, BRIpaBHUBAHUE UX pacnpeneieHuii ¢ nomomursio MK-MMD
U 3ateM kiaccudukarop Ha Beixoje (16-MepHbid Softmax) BEIIaéT OKOHUYATEIHHBIC BEPOSTHOCTH
kiaccoB. MToroBasi cucteMa MpPOJAEMOHCTPHUPOBAlia BBICOKYIO TOYHOCTH (okomo 91,7 % mist
Oounapaoit uw 91,5 % nII MHOTOKIIACCOBOM KINACCU(PHKAINK), HHU3KUH YpPOBEHb JIOKHBIX
cpabaThIBaHUH M YCTOWYMBOCTH IPHU MEPEHOCE MEXKAY IOMEHAMH, O0OBEINHSASA B €JHHOM KOHBEHepe
TTPUHIUIIBI O6y‘-IeHI/I5[ C IMMOAKPECIIIICHUEM, TCHEPATUBHOI'O MOACIMPOBAHUA U aTalITUBHOTO IIEPEHOCA
MIPHU3HAKOB.

Takum 00pa3oM CHIBHOM CTOPOHOH MPEIIOKEHHOTO aBTOpaMU MeToja SABJIIeTCs 3 ¢eKTUBHASL
KOMIICHCAIIsI HEJIOCTaTKa JIaHHBIX 00 aHOMamusaX © o0Imee yIIydIIeHHEe YCTOWYHBOCTH
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KHaCCI/Iq)I/IKaTOpa K CABHUI'aM BO BXOIHBIX JaHHBIX. OnHako TeHEpanrd CUHTCTUYCCKUX ITPU3HAKOB
IIOTOKOB MOXKET HE IIOJTHOCTBIO OTpaXaTb PCAJIBHBIC 3aBUCHUMOCTH MCKIY IPpU3HAKaAMU IIpU
OKCITyaTalliy JaHHOTO METOAA B PEAIIBHBIX YCIIOBUAX.

K ananornyaOMy HampaBIeHNIO OTHOCHTCS padoTa [11], ogHako 31k aBTOpaMH MPEI0KEH METO
00Hapy>KE€HHsI HEU3BECTHBIX CETEBBIX aTaK HA OCHOBE TPAHCAYKTHBHOIO NepeHOca MPHU3HAKOB,
HaINpaBJICHHbBII HA YMEHBIICHHE 3aBUCHMOCTH OT KOHKPETHOH cpefipl M Habopa JNaHHBIX. ABTOPBHI
ucnons3ytoT Habop NSL-KDD, conepxamuii 41 npusHak, u GOpMHUPYIOT IBa TOMEHA: HCXOIHBIH,
BKJIIOYAIOIMI HW3BECTHBIE aTakW, W LEJIEBOM, coAepXkalluid Jpyrue THUIBI aTak, KOTOpPbIE
MOJICTIMPYIOT «HEU3BECTHBIE» Yrpo3bl. OCHOBHASI Hjes pabOThl 3aKIII0YAETCS B CO3JaHUH OOILIETo
JIATEHTHOTO MPOCTPAHCTBA, B KOTOPOM JAHHBIE U3 UCXOAHOTO M LIEJICBOTO JOMEHOB CTaHOBSTCS
conoctaBuMbIMH. [lepBbeiM Bapuantom Mmertona sieisiercst HeTL [12], koTophlii MOXKET HaXOAUThH
o0Iee CKpHITOE MOJNPOCTPAHCTBO JIBYX pa3HbIX arak M o00y4aThCsi ONTUMHU3UPOBAHHOMY
MPE/ICTaBICHUIO, KOTOPOE OBLI0 MHBAPHAHTHBIM K N3MEHEHHSIM TOBe/ieHNs aTak. OH HaXOJMT JIBe
MaTpHIbl  OTOOpPaXEHUs, KOTOpble MHHHUMH3UPYIOT HCK@)XEHHE HCXOJAHBIX JaHHBIX U
OJHOBPEMEHHO YMEHBIIAIOT PACCTOSHUE MEXIY IPEICTABICHIIMH ABYX AoMeHoB. Onnako HeTL
YYBCTBUTEJICH K BBIOODPY THIIEpIIApaMETpa, OIPEEISIOMET0 OJIM30CTh JOMEHOB, H TPEOYET PyIHOH
HacTpoHKd. UTOOBI yCTpaHHTH 3Ty NpoOJIeMy, aBTOPHI co3maroT ymyumieHHsd meron CeHTL,
KOTOpPBIi aBTOMAaTHYECKH OIPENENieT COOTBETCTBHE MEXAY JOMEHaMH C  [OMOIIBIO
KJIaCTepHU3aLUH. DTOT ITOJXO0]] O3BOJISIET U30€KaTh PyYHOH HACTPOHKH IAPAMETPOB, JIEACT METO/
Gosiee ycTOHYMBBIM M TTO3BOJISIET pabOTaTh AaXke PH Pa3HBIX HAOOPax MPU3HAKOB B JOMEHAX.

OKcIleprUMeHTaNbHAs JacTh MOKa3bIBaeT, 4To 00brdHBIe KinaccudukaTtopsl (SVM, KNN, nepeBbs
PELICHNH) TUIOX0 CHPABISAIOTCSA ¢ OOHAPY)KEHHEM HOBBIX aTak, B To BpeMs kak HeTL un ocobenno
CeHTL cymecTtBenno nosblmaroT accuracy, F1 u AUC.

B cBoto ouepep, uccrnenoanue [13] pa3BuBaeT uieio nepenoca orHomeHuii. CTaThst npeaiaraet
MOJIETIb, TPEJHA3HAUYCHHYIO AL TOTO, YTOOBI yCTPaHWTh KIIOUEBYIO NPOOIEMY COBPEMEHHBIX
cucteM OOHapy)XeHHsS BTOPKCHHII Ha OCHOBE MAIIMHHOTO OOy4YEeHHWs: WX CTaTWYHOCTh H
HECIOCOOHOCTh CBOEBPEMEHHO aaNTHPOBATHCS K HOBBIM aTakaM. ABTOPHI UCIIONB3YIOT ABa THUIA
JAHHBIX — TpPU3HAKKA MOTOKOB M cTpykrypupoBaHHble CTI-otuérer (Cyber Threat Intelligence,
AmnamuTtika xubdepyrpos) VirusTotal. [lepBbrii Ha0Op MaHHBIX BKIOYAET MOYTH TPU MUILIHOHA
CeTeBBIX IIOTOKOB C OOJNBUINM HabOpOM CTATHCTHYECKHX IPU3HAKOB, IIOJIyYCHHBIX U3
KOpPHOpPaTUBHOTO Tpaduka, a BTOpoi COCTOUT OoJjiee ueM U3 ABYX ThICSY OTYETOB, COAEPKALINX 10
COTHM aTpuOyTOB, BKJIIOYAs BpPEMEHHbIE METpUKH, penyrauuio [P u pesysnprarel aHanmza
pa3nMuHbBIMKM aHanu3atopamu. Ha oOCHOBe OTMX JaHHBIX co31aércsi TrHOpUIHAas MOAENb
oOHapy>kKeHHs BTOP)KEHHH, COYeTaroIas MeTo/l OMOPHBIX BeKTopoB (SVM) u Meton OGuikaimnx
coceneit (K-means): nmepBast oTBedaeT 3a KJIACCU(QHKALUIO W3BECTHBIX YIpO3, BTOpPas BBISABISET
aHoManuu u GopMupyer Kiacc BeIOpocoB (outlier), koTopslit 3amyckaetr obpamernue k CTIL. [Ipu
oOHapyxeHnn HeonpenenéHHoro tpaduka u3 Hero mssnekaercs loC, nponsBonurcss CTI monck
(CTl-lookup), mocie wero CTI Transfer Model Ha ocHoBe Meroga OmKaliux coceaei
aHaIM3UpyeT OT4ET, ompexenseT xapakrep loC M comocTaBiseT ero ¢ MCXOJHBIMH CETEBBIMHU
HaOJIOZIEHUsIMU, aBTOMATHYECKH (GOpMHUpYys HOBoe oOydaromiee HaOrofeHne. DTOT mpolecc
obecrieunBaer HempepeiBHOe noodOyuenne IDS. McmomszoBanme CTI mpuBoamt k poctry Fl-
MeTpukHd Ha 9,29% mo cpaBHeHuto ¢ mojenbto 6e3 CTI, a npumenenne ML BayTpu CTI-mMomyns
maét Berpeim 30,92% 1o CpaBHEHHMIO C HPOCTHIMH 3BPHCTHYECKHMH mIpaBmiaMu. OcoOeHHO
3HAYMMbBIMHM OKAa3bIBAIOTCS JaHHbIE M3 Kilacca BBIOPOCOB, IMOCKOJIBKY MMEHHO 10 HMM MOZENb
UCIIBITBIBAET HAWOOJIBIIYIO HEONPENeIEHHOCTh M I0JIy4aeT MaKCHMAJIbHOE YIyYIIeHHE I0Cie
uaterpanuu CTI. B pesymbrare DICI meMoHCTpUpYET CHOCOOHOCTH PACIIO3HABATH CIIOKHBIE
JMHAMHMYECKHE aTaKH, KOTOpBIE YCKOJB3alOT OT TpaguuuoHHbIX IDS, ocraBasch mnpu 3ToM
BBIYHMCIINTEIHHO JIETKOH U IIPUTOIHON /IS OHJIaHH-OOHOBIICHHUS.

Taxo¥ moxxox obecrednBaeT MOCTOSHHYIO aJaNTalUI0 K TEKyIled 0OCTaHOBKE B CETH, CHIDKas
3a/IEP)KKYy MEXIY TOSIBJICHHEM HOBOW yrpo3bl W €€ JNeTeKTHpoBaHHEeM. B paboTe peann3oBaHbI
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MEXaHM3MBl KOHTPOJISI KadecTBa OOHOBJIEGHHH M OTKAaTa K NPEABIAYIIUM BEPCHSIM MOZCIH, YTO
JIeNaeT CHUCTEMY OKCIUIyaTallMOHHO HaAEXHOW. Bmecte ¢ TeM, 3aBHCHMOCTb OT IOJIHOTBHI H
noctoBepHOCTH CTI-HCTOUHNKOB cO31aET PUCK HEKOPPEKTHBIX OOHOBJICHHUH, a HHTETPALHSI TAKOTO
MOZX0/a B KOPIIOPATUBHYIO HHPPACTPYKTYpy TpeOyeT 3HaUUTEIBHBIX PECYPCOB.

B cratee [14] paccmatpuBaercss moctpoeHne IDS Ha ocHOBe mapaMeTpH4yecKOro mnepeHoca
00y4eHHUsl, IPH KOTOPOM M3 MCXOJHOTO JIOMEHA B IIEJIEBOH MEPEHOCUTCS HE CTPYKTYPa JaHHBIX U
HE MPHUMEpHI, a mapaMeTpsl TIIyOOKOW MOAENH — apXUTeKkTypa u obydeHHble Beca CNN-LSTM.
JlaHHBIE B 000MX JOMEHaX NMPEICTABICHBI OANHAKOBO — KaK CTATHCTHYECKUE NPU3HAKH CETEBBIX
MIOTOKOB, OJHAKO PAaCMpEleIeHUs] OTIMYAIOTCS: MCXOAHBIA JOMEH HCIOJIb3YyeT O0y4aroulylo U
BINAAIIMOHHYIO BBIOOPKH, a IIEI€BOH — IOTHOCTHIO HEBUMMBIE TECTOBBIC JaHHBIC.

Takoif mepeHoc OTHOCHTCS K HHAYKTHBHOMY IMepeHocy O00y4yeHHMs: 3a/1ava KiacCH()UKAIIUN
OJIMHAKOBa B 000OMX JJOMEHAaX, HO JaHHBIC HE WACHTHYHBI, II03TOMY MOJENb HCIOJIb3YeT 3apaHee
BBIYUCHHBIE IapaMeTPHUYECKHE MPEICTABICHUS IIPU3HAKOB JUIs pabOTHI B HOBOM cpeze. B ncxonnom
nomene CNN-LSTM oOywaercst Ha nomHoM Habope IaHHBIX U (OPMUPYET BHYTPEHHUE
npeAcTaBiIeHUs TpaduKa; B [EJIEBOM JOMEHE OHAa NPUMEHSET 3TH JKe Beca 0e3 J0OOY4eHHs, 4T
MO3BOJISIET COXPAaHUTh TOYHOCTh M CYIIECTBEHHO YCKOPHTh OOpabOTKy NpH MHUHHMAalbHBIX
pecypcax.

Pe3ynbpTaThl OKa3bIBAOT, YTO MapaMeTPUYECKU MepeHoC 00ecreurnBaeT TOYHOCTh Bhllie 98% u
HOBBIIIAET CKOPOCTh HMH(EPEHCA B LIEICBOM JOMEHE, NEMOHCTPHUPYS, YTO 3apaHee OoOydeHHas
rIyOuHHas Mozens crnocoOHa 3((GeKTHBHO paboTaTh B YCIOBHAX OTPAaHWYCHHBIX PECYPCOB H
YMEpPEHHOTO C/IBUTa pacIpeaeIcHUMH.

B pabote [15] aBropsl mMcrnonb3yloT GopMy mepeHoca oOydeHHs, KOTOpas COYeTaeT IMEepeHOC
IapaMeTpoB M IepeHoc mnpexacTaBileHu. C TOYKHM 3pEHUS COOTHOIICHMS JAOMEHOB M 33/1ad HX
MIOJIXOJ OTHOCUTCS K MHAYKTHBHOMY MEPEHOCY, OCKOJBKY MCXOIHAs U IIeJIeBas 3a/1a4d OCTAI0TCS
OIMHAKOBBIMA — 3TO MHOTOKJIACCOBas KiIacCH(MKAIMs CETeBOro Tpaduka, OJHAKO JOMCHBI
pasmmugarorest, motomy uto Bot-IoT 1 TON-IoT dgopmupyroT pazHsie pacnpeaeleHus MPU3HAKOB U
coJieprkaT OTIMYAIOLINEcs BapHaHTHI aTak. Mozens, o0ydeHHas Ha Bot-IoT, ciryut ncrouHukom
yke c(OPMUPOBAHHBIX NPHU3HAKOBBIX IPEACTABICHUH, M 3TH IPEACTaBICHUS INEPEHOCITCS Ha
LIEJIEBOM JOMEH, IIe IPUCYTCTBYIOT HOBBIC THIIBI TMOBEIECHUS TEX K€ KJIACCOB M MHAas CTaTHUCTHKA
Tpaduka. 3aMOpOKEHHasi CBEPTOYHAs OCHOBA (PAKTHUECKH MEPEHOCUT 3HAHHUS O CTPYKTYype
cereBoro Tpaduka, 3ahuKCHpOBaHHBIE B Becax, TOTAa KaKk HOBBIH KiaccudukaTop oOydaercs Ha
TON-IoT, aganTupys oO1ee npeacTaBleHNe K XapaKTEPUCTUKAM LEJIEBOT0 JOMEHA.
ITpeuMyiiecTBO Takoro MOAXOJAa 3aKJIOYaeTcs B TOM, YTO OH IIO3BOJIAET HCIHOJIb30BaTh
HaKOTIJICHHBIE 3HAHUS 00 OOIIMX MaTTEpHAX CETEBOT0 MOBECHNUA U ITPH 3TOM aAaNTHPOBATh MOJIEIh
K M3MeHeHus M Oe3 nepeoOydenus: Bcel cetn. OH yMmeHbIIaeT TpeOOBaHUsl K 00bEMY JaHHBIX U
BBIUHCIIUTEIBHBIM PECypcaM M KOMIIEHCHPYET HEXBaTKy Ppa3MEUEHHBIX NPHMEPOB B IEIIEBOM
naracere. OpHaKO 3Ta CTpaTerusi YsA3BUMa K CHIBHOMY PpAcCXOXICHUIO JOMEHOB: €CIH
pacnpenenenus B Bot-IoT u TON-IoT paznuuarorcs CIMIIKOM CYLIECTBEHHO, NEpEeHECEHHAs
OCHOBa MOXXET KOIMPOBATh yCTapeBIINe WIN HEepeJIeBaHTHbIC NPH3HAKU, OTPAHUYUBAsT Ka4eCTBO
oOHOBEHHOM Mozaenu. Kpome Toro, 3a c4éT 3aMOpPO3KH OCHOBHOM 9acTH CETH OCTaéTCsl pUCK TOTO,
YTO MOJENb OyJeT XyXKe aJanTupoBaThCs K MPHHIMITHAIBHO HOBBIM BHJAaM aHOMAIIUH, €CIIN OHU
TpeOyIoT U3MEHEHNSI HU3KOYPOBHEBBIX IIPU3HAKOB, a HE TOJIHKO OOHOBJICHHUS KIacCUPHUKATOPA.

3.2 NocnenoBaTenbHOCTbL NAKETOB

CoBpeMeHHbIe NOAXO0bl TaKXKe MPEJIaraloT MPeICTaBICHHE CETEBBIX NAHHBIX B BHUJIE «CHIPBIX)
IIAKEeTOB, pacCMaTpHBasl MEpBble N OAT MONE3HONH HArpy3KH W 3arojOBKOB B KaUeCTBE BXOJHBIX
JIAaHHBIX U1 HEHPOHHBIX ceTel. Tako# moaxo 01mke K KOMIIBIOTEPHOMY 3PEHHIO MIIH 00paboTKe
TEKCTa, T/I€ MOJEIM MOTYT CaMOCTOSITENBHO BBIBISITH 3HAYMMblE IATTEpHBI 0€3 pydHOH
WH)KEHEPHH MPU3HAKOB.
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B cratee [16] anamusupytorcs ataku Ha aBroMoOmibHyto mmHy CAN (Controller Area Network,
CETh KOHTPOJUIEPOB), TIC HOBBIE BAPUAHThI BTOPKCHUH HOSBIIIOTCA 9acTO, a JAaHHBIE U1 00yIEeHUS
MUHHMAJIbHBL. ABTOPHI HCHOJB3YIOT peanbHbie MaccuBel CAN-Tpaduka u mpeoOpazyroT KaxKIbli
KaJp B KOMIIAKTHOE YHCJIOBOE INPEJICTAaBICHHE W3 OJWHHAJIATH IPHU3HAKOB, BKIIIOYAs
MHTEPIIAKeTHBI WMHTEpBAJl W HOPMAaJIM30BaHHblE OalThl TOJIE3HOM Harpy3ku. M3 Ttakux
MIOCJIE/I0BATENILHOCTEH (POPMUPYIOTCSI BpEeMEHHbBIE OKHA, KOTOPBIE 3aTEM MEPEBOASATCS B IBYMEPHOE
MPOCTPAaHCTBEHHO-BPEMEHHOE IPEJCTaBJICHHE, MMOAXOJIIEe ISl CBEPTOYHOW MOJENHU C JOJITOH
KpaTKOCPOUHOH HaMsThio. Takast Mosiesib 00y4aeTcsi Ha HOpMaJIbHOM Tpaduke U u3BectHOi DOS-
aTake, I0CJIe Yero HCIIOJIb3YeTCsl OIMH M3 METOJ0B MHAYKTHBHOIO NMeEpPeHoca IK3eMILISPOB, a
MMEHHO OJHOMOMEHTHBIH mepeHoc oOydenus (one-shot transfer learning), mo3BoIIIIOLTHIA
JOOOYYNTh CHCTEMY HA EAMHCTBCHHOM IIPHMEpPE HOBOTO THIIA aTakd. TakoW THI IepeHoca
MIO3BOJISIET TIEPEHOCUTD YK€ U3BICUEHHBIC 3aKOHOMEPHOCTH Ha HOBYIO 3a/1a9y, B KOTOPOH UMeeTCs
KpaifHe MaJio pa3MEeUYCHHBIX JaHHBIX. [locie 00ydeHusI Ha N3BECTHBIX BTOPXKEHHUAX U T000yUeHUS
Ha OJJHOH BBIOOpKE HOBOM aTaku Mozens gocturia F1=88,47% npu oOHapyXeHNH HOBBIX aTak, 9To
JEMOHCTPHPYET IMOTCHIMANI IIEpeHOCa 3K3EMIULIPOB B 3amadax ceTeBo OeszomacHocTu. Ero
JOCTOUHCTBA MPOABJIAIOTCA B PE3KOM YBCJIMYCHHUH TOYHOCTHU 06Hapy>1<eH1/151 HOBBIX aTaK, CHUKCHHUU
KOJIMYECTBA JIOKHBIX CpabaThIBaHUI M OTCYTCTBHH HEOOXOAMMOCTH COOMPATh KPYITHbIE aTaceThl
JUISL KaXKJJOr0 HOBOT'O Kitacca. OCHOBHBIM HEOCTATKOM SIBIISIETCSI BRICOKAsl 3aBUCHMOCTh Pe3yJIbTaTa
OT Ka4yeCTBa UCXOAHOTO MPEACTABJIICHUA JaHHBIX U NPEABAPUTCIHLHOTO o6yquI/m, a TaKXXE PUCK
TOTO, 4YTO e[[PIHCTBeHHI:-IfI IpuMep HOBOM aTaKh MOXET OKa3aThCs HCPECNPE3CHTATUBHBIM, YTO
MpUBEAET K Aerpafanuy o6o0maromneii cnocoOHOCTH MOETH.

JIOTIOTHUTEIBHO BO3MOXKEH IIEPEHOC M3 CMEXHBIX JOMEHOB — HalpHMep, HCIOIb30BaHUE
aApXUTEKTyp, OOYYCHHBIX Ha 3aJadye KiIacCH(DUKAIMK TMPOTOKOJIOB WM HIACHTU(DUKAIMH
NPWIOKEHUH, AJIs 3a7a4u 0OHapy)KeHHsl aHOManui. B Takux cluieHapusix M3BJICYCHUE MPU3HAKOB
OKa3bIBa€TCS OCOOCHHO TMOJIE3HBIM: MEPBBIE CIIOW CETH (PUKCHPYIOTCS KaK yHUBEpCajbHbIC
M3BJICKATEIIH IPU3HAKOB, a QUHAJIbHBIC CJIOU NEPEHACTPAUBAIOTCA Ha 33a4y OOHApYKEHUs aTakK.

B Oonee mo3muHux paboTax uaes MEpPeHOCA PEMpPe3CHTAIMK U 3aJad CeTeBOM 0e30MacHOCTH
MOJIy4HJIa pa3BUTHE B KOHTeKcTe nHTepHeTa Bemieil (IoT), rae orpaHNYeHHOCTh BEIYHUCIUTEIBHBIX
PECYPCOB U pazHOOOpa3ne CETEBBIX TOMOJIIOTHH TPeOYIOT 0c000# THOKOCTH MOIETIEH.

B pa6ote [17] aBTops! cTpost IDS-dpeiiMBOpK Ha OCHOBE HHAYKTHBHOI'O MEPEHOCA MPU3HAKOB,
rJie MEepeHoC OCYLIECTBISETCS MEXIy JByMsi HabopamH CETeBOro Tpaduka, HMEIOIMMU
OJIMHAKOBOE MPOCTPAHCTBO NMPHU3HAKOB (15 00muX mapaMeTpoB), HO pa3In4yHOE paclpenecHre u
pasIuYHOE MPOUCXOXKICHIE. B 9TOM 1o1x0/1e penBaputeabHo o0yuenHas Ha BoT-10T[18] monens
CNN Ciy’>KUT MCTOYHHKOM CBEPTOYHBIX (PHIBTPOB, @ 3aTeM OTH CJIOM NEPEHOCATCS B ILIENEBOU
qomeH UNSW-NB15[19], rae oOydaetcst TONMBKO KIacCUPHUKATOP.

B cratee mnomdyepkuBaeTcs, UYTO UCIOJNB30BaHME IIepeHOca OOy4deHMsS TO3BOJIAET M3BICYb
YCTOIUMBBIE 3aKOHOMEPHOCTH CETEBOTO MoBeAeHus U3 MacmrabHoro BoT-IoT u nepenectu ux Ha
MeHee pernpeseHTaTuBHEI UNSW-NB15, rie gacTs aTak OTHOCHTCA K aTakaM HyJIEBOTO ISl (Zero-
day). B pesympTaTe mnpeaBapUTeNbHO OOy4YeHHas CBEpPTOYHAs 0a3a CIY)XUT YHHBEPCAIbHBIM
W3BJICKATEIEM IIPU3HAKOB, a J000ydaeMble ITOJHOCBS3HBIE CIIOM aJalTHPYIOTCS K LEICBOMY
pacnpenenenuto. Takoil moaxon obecneynBaeT BBICOKYIO TOYHOCTh TP OOHapyXEHUH
HEM3BECTHBIX aTaK, IOCKOJIbKY MOJENb ONMHUPaeTcs Ha 00Iie HU3KOYPOBHEBBIE CETEBbIE MTATTEPHBI,
a HE TOJIbKO Ha Crielu()UUecKre CUIHATYPBbI.

JIOCTOI/IHCTBOM METOAAa ABJIACTCA TO, YTO OH IO3BOJIACT KOMIICHCHUPOBATH HECXBATKY JaHHBIX B
HOCJICBOM JOMCHE M 3HAYUTCIBbHO YJIYy4dHIA€T I1OKa3aTeInu O6Hapy)KeHI/I$I HOBBIX aTak 6nar0[1apﬂ
IMEPEHOCY YHHUBCPCAJIbHBIX HNPU3HAKOB, M3BJICUYEHHBIX M3 HCTOYHHKA C OOJIBIIMM KOJIUYECTBOM
OK3EMIUIAPOB. I[OHOJ'IHI/ITCJ'IBHBIM NpeuMynieCTBOM CTAHOBUTCA YMCHBIICHUC nepeo6yquI/I$1:
3aMOPOKCHHBIC CBEPTOYHBIC CJIOU CO3Jar0T YCTOﬁqHBOG OCHOBaHHUC JIA KJ'IaCCI/I(I)I/IKaTOpa, 4qTo
CHUIKACT YYBCTBUTCIIBHOCTH K HIYMY H HI/IC6EU'IaHCy JaHHBIX. HeﬂOCTaTKOM SABJICTCA TO, 4YTO
IMEPEHOC BO3MOKEH TOJIBKO IIPHU COBIIAICHUU TPU3HAKOBOTI'O IPOCTPAHCTBA, [IO3TOMY aBTOPbI ObLIN
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BBIHY/ICHbI COKPATUTh JIaHHBIE 10 HA0Opa U3 15 00LIMX PHU3HAKOB, YTO ABTOMATHYECKH O3HAYAET
MOTEPIO MOTSHIMAILHO BaKHOH mHpopMaruu. OrpaHUdeHneM OCTaéTcs W TO, 4TO 00a jJaraceTa
SIBJSIFOTCSL  CMHTETHYECKMMHE;, pacIpeieiieHnss ceTeBoro Tpaduka B peanbHbix loT-cpemax
3HAYHUTENILHO CJIOKHEE, U MEPEHOC, BBHINOIHCHHBIA B OJHOPOJHOM IMPH3HAKOBOM MPOCTPAHCTBE,
MOJKET OKa3aThCsl MeHee () (EKTUBHBIM MPU MEPEXO0JIC OT CUMYJIMPOBAHHOTO JJOMEHA K PEaIbHOMY.
Kpome Toro, paccmarpuBaercss OMHapHas Kiaccudukaims, U Takod tun TL He perraer 3amady
TOYHOTO PA3JIMYCHUS] MHOXKECTBA KOHKPETHBIX CEMEHCTB aTak, YTO OTPAHUYHMBACT MPAKTUUCCKOEC
MIPUMCHCHUE Ha YPOBHE ONECPATUBHOTO PECarupoOBaHUs.

Takum o00pa3oMm, cpean HCCleIyeMbIX paboT NaKeTHBI aHaIM3 NPEACTaBICH JABYMs
HaMpaBJICHUSIMU: aHaJIU3 IOCIEeJ0BAaTEIbHOCTEN HU3KOYPOBHEBBIX KaapoB B CAN-ceTsaX U aHanu3
loT-nakeToB Ha ypoBHe 0aWTOBHIX CTpyKTyp. Ob0a mMoaxoAa NEeMOHCTPUPYIOT IPEHMYILIECTBA B
KOHTEKCTaX, IJie CTATHCTHYECKUE MOTOKH JIMOO HEBO3MOXKHO c(hOPMHPOBATh, JIMOO OHU TEPSIOT
Ba)XHYI0 MH()OPMALMIO O BPEIOHOCHBIX M3MEHEHHUSX B II0JIE3HOI Harpyske. OHaKO IaKeTHbIE
METOJIbI TPEOYIOT OOJIBIINX BBHIYUCIHUTENBHBIX PECYPCOB, YYBCTBUTEIbHBI K U3MEHEHUIO (hopMaTa
[TAKETOB M YacTO MEHEE yCTONYMBHI MIPU MEPEHOCE MEXKTY TOMEHAMH II0 CPAaBHEHHIO C IIOTOKOBO-
OpPHEHTHPOBAaHHBIMH CHCTEMaMH, UTO JIENACT 33/1a4y IepeHoca 00ydIeHUsI 0COOCHHO Ba)KHOH.

JlpyruM npHMepoM HHIYKTHBHOTO oOydeHHs siBisieTcsi padora [20]. B atoii pabGore aBTOpEHI
pelamT CMEXHYI0 ¢ OOHapy)KEHHEM BTOPXKEGHHMH 3ajady, a HUMEHHO KiIacCH(pUKauuio BeO-
npwioxkenuit. Ha  srame  mpemoOydyeHmst — pemiaroTcss — BCIOMOraTelbHbIE  3a7adyd
caMoKOHTposupyemoro oOydenus (self-supervised tasks) — pacmo3naBanme 3armmppoBaHHBIX
MIAKETOB 110 3HAYCHHIO 3HTPONUHU W OIPEAEICHHE HENPEepHIBHOCTU IOTOKA, TOTJa KakK IeNeBas
3a7a4a — 3TO MHOTOKJAcCOBas Kiaccuukanms npuiaokeHHH. Takum oOpa3oM, MepeHOCHMBIE
3HAHMS MIPEACTABIIIOT cO00H HecTenn(pUIecKre BEBICOKOYPOBHEBBIE ITPEACTABIICHNUS, OTPasKaroIIHe
CTaTUCTUYECKHE W CTPYKTYpHBIE 3aKOHOMEPHOCTH 3aMM(POBAHHOTO TpaduKa: pacIpencieHHe
0alTOBBIX 3HAYEHHI1, BpEMEHHBIC MATTEPHBI, Clla0ble MEKIAKETHBIE 3aBUCUMOCTH. DTH NMPU3HAKU
U3BJIEKAIOTCS CBEPTOUHON HelipoHHOM ceThio (CNN) Ha ypoBHE OT/IEIIbHBIX ITAKETOB U 0000IIaI0TCs
KOJUPOBUIMKOM Ha OCHOBE apxuTekTypel BERT Ha ypoBHE nocie10BaTeIbHOCTEN TAKETOB.

JIOCTOMHCTBOM Takoro NOAXOAA SBJIAETCS BbBICOKAas aJalTHBHOCTH: MOJIENIb HE Tpedyer
pa3MedeHHBIX JaHHBIX Ha 3Tare npenoOydeHus, a moodydenue (fine-tuning) Ha 1eeBoM Habope
JIaHHBIX BO3MOXKHO Jaxke Npu HeOosblmioM o0BEME pazMedeHHbIX mpumepoB (20—40%), uto
0COOEHHO B@)XHO B MPAKTHUECKUX CIIEHAPHAX, TJI€ aHHOTAIMsS CETeBOro Tpaduka TPyJoE€MKa H
noporocrodmia. Kpome Toro, oTcyTcTBHE 3aBUCHMOCTH OT 3arojIOBKOB ITAKETOB — B TOM YHCJE OT
nATEPKM KIroueBbIX noueit (S-tuple: ucxoxusiid 1P, ucxoanslii mopt, nenesoit 1P, uenesoit moprt,
TPAHCHOPTHBIM MPOTOKON) — JAeTaeT NepeHOC MEXIY JOMEHaMHU 0ojiee yCTOMYMBBIM: HaIpuMep,
CTaHOBHUTCS BO3MOXKHOM a/lanTaiust MeX, 1y HabopaMu JaHHbIX, COOPaHHBIMHU B Pa3JINYHBIX CETEBBIX
cpenax.

HenocraTkom siBnsieTCS BHICOKAs BBIYUCIUTENBHAS CIIOKHOCTH caMoid apxutekTypbl CBD: 6ombimoe
YHCIIO apaMeTpoB, OCOOEHHO MPH UCIOJb30BaHMK 12-ypoBHeBoro konuposiirka BERT, nenaer
o0y4eHHEe 4YYBCTBHUTEJIbHBHIM K O0OBEMY pa3MEUYCHHBIX JIaHHBIX B IEJICBOM JIOMeHe; 0e3
npenoOydeHus] MOJIeNIb CKIIOHHA K HEepeoOydeHHIO MM HECXOAMMOCTH /AK€ Ha OTHOCHTEIILHO
MIPOCTHIX 3a/1a4ax. Takke CleayeT OTMETHTh, YTO MPEIOKEHHBIN MOJX0 K IIepeHOCY 00ydeHus
ocTaéTcst 3aMKHYTHIM 110 OTHOILIEHUIO K HEM3BECTHBIM KilaccaM MOCKOJIBbKY KaK Npefo0ydyeHue, Tak
1 1000yYeHNe OPHEHTUPOBAHBI Ha (PMKCUPOBAHHBIM HAOOP KIIACCOB, U MOJyYeHHbIE 0000IIEHHBIE
MIPU3HAKHM MOTYT OKa3aThCsl HEJOCTATOYHBIMH JJIsi OOHAPYKEHHMS IPUHIMIHAIEHO HOBBIX, paHee He
BCTPEYABIIMXCS THIIOB TpadHKa.

3.3 MpeumyliecTBa 1 orpaHnyYeHnsa nepeHoca obyyeHusa ana NIDS

Knaccuukanus npuBeIeHHBIX BBINIC MPUMEPOB C YKa3aHHEM THIIA AHANM3UPYEMBIX JTaHHBIX
(TIOJTY>KUPHBIM BBIJCIICHBI METOJIBI HA OCHOBE aHaJH3a CTATUCTHYCCKUX MPH3HAKOB) MPHUBEICHA B
TaoI. 2.
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Tabn. 2. Knaccughuxayus npumepos.
Table 2. Classification of examples.

Ilepenoc Ilepenoc Ilepenoc IIepenoc
MPU3HAKOB IapamMeTpoB OTHOIICHUH | 3K3eMIUIIPOB
NHnykTuBHBIN [17], [20]
nepeHoc ' ' [14] [13] [16]
[15]
00yueHUs
TpaHCIyKTUBHBIN
MepeHOC [11] - - [8]
00yueHUs
Ilepenoc
obyuenus 6e3 9] - - -
YUYUTEIIS

Mero/pl, OCHOBaHHBIE Ha AaHAIN3€ OTHCNBHBIX CETEBBIX MAKETOB, OONAJAIOT  SIBHBIM
MPEUMYLIECTBOM B ITOJHOTE MH(POPMAIIMU: OHH MO3BOJISIOT U3BJIEKATh TPU3HAKH HEMIOCPEACTBEHHO
U3 CTPYKTYPBI 3ar0JIOBKOB U IOJIE3HOW HArpy3KH, 4TO 0OecreuuBaeT BBISBICHHE CIOXKHBIX aTak,
CKPBITBIX Ha YpOBHE OAaWTOBBIX IOCIENOBaTeIbHOCTEH. biaromapst 3TtoMy moaxonsl Ha OCHOBE
aHaJIM3a MaKeTOB 0COOEHHO 3(h(hEeKTHBHBI IPOTHUB YTPO3 OPHEHTHPOBAHHBIX HA MIOJIE3HYIO HArpys3Ky,
TaKuX Kak BHexpeHue SQL-koia, MHBEKIMH KOJa W aTaKd Ha NMPOTOKOJBI MPHUKIAJHOTO YPOBHS.
JIONIOTHUTENBHBIM TIPEUMYIIECTBOM SBISIETCSI BBICOKAs YyBCTBUTEIBHOCTh K Malo3aMETHBIM
3aKOHOMEPHOCTSIM B ITOBEACHUH ATAKYIOIIMX, KOTOPbIE MOTYT OBITh MOTEPSHBI NIPH arperaniy B
ceTeBble IOTOKM. B KOHTeKkcTe mnepeHoca OOy4eHHWs HallMuue OOraTtoro HHU3KOYPOBHEBOTO
MpeCTaBICHUS CO3aéT YCIOBUS I IIepeHOCa YHHUBEPCAIbHBIX IPU3HAKOB, 0COOEHHO CBA3aHHBIX
C IPOTOKOJBHON CTPYKTYPOH M BPEZOHOCHBIMH IIa0JIOHAMH TIOJIE3HOH Harpy3Ku.

OpHako BBICOKAsl JeTanu3alys BENET K CYIIECTBEHHBIM MHHycaM. AHajM3 ITaKeTOB TpeOyer
3HAYUTEIbHO OoJbIIero 00BEMa BBIYMCIUTENBHBIX PECYpPCOB, KaK JUIS XpaHEHHS, TaKk U I
00paboTkn JaHHBIX. MoOJenu Ha TakUX BXOJAaX CKIOHHBI CHJIbHEE JerpajupoBaTh IPH CMEHE
JIOMEHa, IIOCKOJNBKY CTPYKTypa MakeTOB MOXET CYIIECTBEHHO pPa3IM4aThCsi MEXAY CETAMH,
MPOIINBKAMH, YCTPOWCTBAMH M BEPCHAMH IPOTOKOJIOB. DTO CHM)KAET YCTOWYHMBOCTH IepeHoca
00y4eHUs Ha OCHOBE aHajn3a MaKeToB M TpeOyeT JOMOJHUTENLHOro J000yuenus. Kpome toro,
MHOTHE COBPEMEHHBIE CETH WCIONB3YIOT MIM(POBaHWE, YTO JIeNaeT IOJE3HYI0 HarpysKy
HEJOCTYITHOW Ul aHain3a M pPE3KO CHIKaeT 3(QEKTHBHOCTh METOJOB, OCHOBaHHBIX Ha
COJICPKIMOM TIaKeTa.

Mertonpl, OCHOBaHHBIE Ha  IIPU3HAKax IIOTOKOB, HANpPOTHB, OOJAmalOT  BBICOKOH
MacmTabupyeMoCTbI0 M CYIIECTBEHHO MEHBIIMMH TpeOoBaHWsIMH K pecypcam. OHHM naroT
KOMITaKTHOE 0000IIEHNE TTOBEICHNS COSIMHEHHS, UTO JIeJlaeT Takue Mojenu Oosee cTabMIbHBIMA
U TIEPEHOCUMBIMH MEXAY pa3iuuHbIMH ceTsiMH. OHM YCTOHUYMBBI K MIN(POBAHUIO, MOCKOIBKY
UCTIONB3YIOTCS TOJIBKO MeETaJlaHHble (pa3Mephbl IaKeTOB, BpPEMs MEXKIAKETHBIX HHTEPBAJIOB,
KOJIMYECTBO HAIPABJICHHBIX MAKETOB), YTO TMO3BOJIAET 3((PEKTHBHO pabOTaTh B YCIOBHIX
coBpemenHoro TLS-opuentupoBanHoro Tpadmka. Ha mpakTnke MMEHHO METOJBI HAa OCHOBE
aHaM3a MPU3HAKOB IIOTOKOB YaIlle JEMOHCTPHUPYIOT XOPOIIYI0 aJallTHBHOCTh K HOBBIM CETSIM H
pexe TpeOyIoT nepepadoTKH NPU3HAKOB.

OpHako arpernpoBaHHas IPUPOJIa MOTOKOB HEM30EKHO MPUBOAMT K moTepe nHpopmanuu. [lotepu
KacaroTcs IPeXK/Ie BCEro MOJIE3HONW Harpy3KH U IOCIIEA0BATEIFHOCTH TIAKETOB BHYTPH COSAMHEHHS,
YTO JeTaeT TaKHe MOJIENIN YA3BUMBIMH K aTaKYIOIIHM, UCTIOJIB3YIOIINM HECTaHAAPTHBIE aTaK! WIIN
ATaKYIOIIHE ITOCIIeI0BATEIbHOCTH, IPOSIBIISIONIHECS TOJIHKO HA YPOBHE OT/ACTBHBIX MTAKeTOB. Takum
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00pa3zoM, TaKue METOJBI YacTO YCTYNalT B OOHAPYKECHUH CIOXKHBIX U PaHEe HEM3BECTHBIX aTak,
0COOCHHO TEX, YTO HE U3MEHSIOT METalaHHbIE COCINHEHUSL.

OTaenpHO ceqyeT YIUTHIBaTh PUCK HeraTUBHOTO mepenoca [21]. [Ipu ucmonp3oBaHHHA MOJEINEH,
0o0y4eHHBIX HA MIAKETHBIX JAHHBIX, HETaTHUBHBIH IIEPEHOC IIPOSIBISIETCS OCOOEHHO YacTo:
HHU3KOYPOBHEBBIE IPU3HAKH, H3BICUEHHBIC M3 3ar0JOBKOB H ITOJIE3HOW HATPY3KH, MOTYT OBITh TECHO
CBSI3aHBI C KOHKPETHBIMU KOH(HUTYPAILMsIMU CETH, TUIIAMH YCTPOICTB, BEPCUSIMH IPOIINBOK WA
JlaKe XapaKTepHBIMU mabnoHaMu Tpaduka oTaenbHbIX HH}pacTpykTyp. [Ipn nepeHoce Ha HOBYIO
CeTh TaKHe MPU3HAKH TIEPECTAIOT ObITh PEJIEBaHTHBIMHU M MOTYT BBOJHUTH MOJICIb B 3a0JIyXICHUE,
CHIDKas TOYHOCTb U YBEIMUYUBAs UHUCIO JIOXKHBIX cpabaTbiBaHMHA. B IOTOKOBBIX MeTonmax
HEraTHUBHBI TEpEeHOC BBIpAXEH cjabee, OJHAKO U 37eCh O0OOMIEHHBIE CTATHCTHYECKHUE
XapaKTepUCTUKHU COCAMHEHHH MOTYT CUCTEMAaTHUECKU OTJIMYATHCS MEXIy JOMEHAMHU: HalpHuMep,
BapbUPYIOTCSl MPOQUIN 33JEP)KEK, CPEJHUE pa3Mephl MAaKeTOB WM XapakTep pacHpeesieHHs
JUTHTENFHOCTEH coennHeHHA. B pesynpraTre Monens HauWHAET WHTEPIPETHPOBATH OE3BpPEIHBIN
TpaUK KaKk aHOMAJIbHBIH WM WTHOPHPOBATh IPU3HAKM PEaTbHBIX arak. TakuMm oOpas3om,
HETaTUBHBIN IepeHoC ocTaéres QpyHAaMeHTaIbHOM mpobiaeMoil s 000MX MOAXO0I0B, OCOOCHHO
IIpU UCIIOJIB30BaHNHU JaHHBIX U3 CUJIBHO Pa3HOPOAHBIX CECTEBBIX CPCI.

3.4 ObobLWeHue meToaoB

O0600muB MpUMEPH! W aHAIHW3 BBIIIE, PACCMOTPHM OCHOBHBIC BHJBI IIEPEHOCA, NPUMEHIEMBIE B
NIDS, ux KiIr04YeBbIe UIeH, IPEUMYIIECTBA 1 OrpaHndeHus. Takoe cpaBHEHHE MTO3BOJISET OLICHHUTD,
Kakue MeTOAbl Hambojee MPaKTUYHBI B YCIOBHAX OTPAHMYCHHBIX JAHHBIX, MEHSIOLIMXCS
pacmpezaeneHuii Tpadurka 1 NOSBICHNUS HEU3BECTHBIX aTak.

WHIIyKTUBHBIH TEpEeHOC MPU3HAKOB HCTIONB3YeT IpenooydeHHyo CNN ¢ 3aMOpO)KEHHBIMH CIIOSIMH,
ob0yuennyto Ha BoT-IoT u amantupoBanayro Ha UNSW-NB15. Takoit moaxon yaydmiaeT KagecTBO
NP HEXBAaTKe MAHHBIX W CHIXKAET IepeoOydeHHe, HO TpeOyeT COBMAICHUsS INPH3HAKOB H B
OCHOBHOM IIOJIXOJIUT JJIsl OMHAPHBIX 33/1a4.

WHIyKTUBHBIM NEpeHOC MapaMeTpoB OCHOBAH Ha Iepegade 3HAHWH OT MOJENH, OOy4YeHHOH Ha
HCXOJHOW 3aj1ave, K HOBOH 3ajaue yepe3 MHUIMATU3ANNI0 MM YaCTHYHYIO JOHACTPOWKY BECOB.
Beca céprounoii wactu CNN, npenoOydenHoi Ha Bot-1oT, gukcupyroTcs 1 ucronb3yrorest Kak
0000IIEHHBIE TIPU3HAKOBBIE AKCTPAKTOPHI, @ BEPXHHE IOJHOCBA3HBIE CIIOM 000Yyd4aroTCs Ha
HebosboM neneBoM aaracere (TON-I0T), uro no3Bossier 3pPEKTUBHO aIaNTHPOBATH MOJIEIb K
HOBBIM aTakaM 0e3 HOJIHOTO Nepeo0ydYeHHUs] U ¢ MUHUMAJIbHBIMHU BEIYHCIUTEILHBIMHU 3aTpaTaMu.
WunykTHBHBI epeHoc oTHOIIeHHH coyeraeT SVM, K-means u KNN, ucrons3ys KopropaTHBHBIHA
tpaduk u otuéthl VirusTotal. OH ynyumaer F1 u kadyecTBO 00OHapyKeHHsI HOBBIX aTaK, HO CHJIbHO
3aBUCHT oT KadecTBa CTI-maHHBIX 1 TpeOyeT 3HAUNTEIBHBIX PECYPCOB.

WNHaykTHBHBIN TIepeHOC 3K3eMIIsipoB npuMensier Conv-LSTM ¢ o0ydyeHneM mo olHOMY NMpUMepy
ataku (one-shot) Ha peaspHoM CAN-tpaduke. OH 0OecreynBacT BHICOKYKO TOYHOCTh U HHU3KOEC
YHCIO JIOKHBIX cpaOaThIBaHUM, HO UYBCTBHTENEH K KadeCTBY EJHMHCTBEHHOTO OO0YYaroIIero
npuMepa.

Tpancaykrusabli nepeHoc npusHakoB (HeTL m CeHTL) paboraer na NSL-KDD, BbipaBHUBaS
CKPBITBIE IPOCTPAHCTBA UCXOIHOTO M [1EIE€BOT0 JoMeHOB. OH ynydrraeT oO0HapyKeHHE HOBBIX aTak;
CeHTL ne Tpebyer py4HOro TroHHHra, Torjaa kak HeTL dyBcTBUTENEH K MapameTpam.
TpaHCayKTUBHBIN MEPEHOC 3K3EMIUISIPOB UCIOJIB3YET MEepeB3BEUIMBaHNE AaHHBIX uepe3 MMD B
COYETaHUH C KJIACCHYECKIMHU MoAesiMA. OH IMOMOTaeT afanTHPOBATHCS K Apeiidy pacnpeneneHuii,
HO 3aBHCUT OT TOYHOCTH U3MEPEHUS PACCTOSIHUSA MEXY JOMEHAMU.

ITepenoc 06e3 yuutens oOwbenunser GAN, RL-ontumuzamuio mnpusznakoB, MMD wu
Softmax-knaccudukaiuio, TpuUMEHsiss 3TO K MHOrokjaccoBomy Tpaduky. OH obecreunBaet
BBICOKYIO TOYHOCTD M CHIDKAeT CMEIICHHE PaCIIpeesICHIH, XOTs CHHTETHYECK1e JaHHbBIE HE BCETAa
MOJHOCTBIO OTPAXKAIOT PEabHbIE 3aBUCUMOCTH.
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PaccmoTpeHHbIe TOAX0BI K IEPEHOCY 00yUeHHS AEMOHCTPHPYIOT, YTO HCIIOIb30BaHNE 3HAHUH U3
JIPYTHX IOMEHOB TIO3BOJSIET CYHIECTBEHHO IIOBBICHTh KAadeCTBO W YCTOWYMBOCTH CHCTEM
oOHapyxeHHs BTOpxKeHWH. Kaxaplii TWm mepeHoca pemaeT CBOIO 3aJady: OTHH IIOMOTAfoT
CIPaBUTHCS C HEXBATKOM JAHHBIX, IPYyTrue — aJalTHPOBAaThCS K HOBBIM aTakaM MM M3MEHEHHIO
pacnpenenenuii Tpaduka. HecMoTps Ha MMeIoIIUecs: OrpaHUueHHUs], METO/IbI [IEPEHOCA YMEHBIIAIOT
MOTPEeOHOCTH B OJHOM epeoOydeHun Mo ieneit u aenarot NIDS 6osee ruOkumMu u 3 GHeKTHBHBIMU
B YCIIOBUSAX OBICTPO MEHSIOIIEHCS CETEBOM CPEIbL.

4. 3aknroyeHue

[lepenoc 0O0yueHus B CETEBBIX CHCTEMaX 00HapYKEHHsI BTOPKEHHUH ITPEACTABISIET COO0H KITI0YEBOE
HarpaBjeHue, MMO3BOJISIONIee IPE0I0JIETh (pyHIaMeHTalbHbIE OTPaHUYCHUS TPATUIUMOHHBIX NIDS,
CBsI3aHHBIC C U3MEHYMBOCTBIO Tpaduka, AperoM pacnpesieneHUid U MOSBICHHEM HOBBIX THIIOB
aTak. AHallM3 NPEICTAaBICHHBIX pabOT MOKa3bIBAET, YTO pa3iIM4YHbIC MapaJurMbl IEpeHoca — OT
MepeHoca TPH3HAKOB M MOAENEH [0 MEepeHoca OTHOIIEHWH M JIK3EMIUIIPOB — II0-PasHOMY
PacKpHIBAIOT TOTEHIMAN aIalTAI[H CHCTEM OOHAPY>KCHHSI BTOPKEHUH K HOBBIM CETEBBIM CpEZaM,
obecrieunBast yCTOHYHUBOCTD U MOBBIMICHHYIO 0000IIAIOIIYI0 CHOCOOHOCTH NPH paboTe B YCIOBHUIX
OTpPaHUYEHHON pa3MEeTKU U HEOJHOPOJHOCTH TOMEHOB.

Mertobl, OCHOBaHHBIC Ha CTaTUCTUYECKUX MPU3HAKAX IIOTOKOB, IEMOHCTPHPYIOT BBICOKYIO
MIEPEHOCUMOCTh M YCTOWYHMBOCTh K IIM(POBAHMIO, YTO JIENAET MX OCOOCHHO NMPHUBIEKATEIHLHBIMA
JUTS TIPAKTHYECKOTO MpuMeHeHHs. [Ipn 3ToM cyInecTBeHHBIM OTpaHHIEHHEM OCTAETCsl HeM30eKHas
HOoTepst ”HPOPMAINH O CTPYKTYPE OTAEIBHBIX MAKETOB, YTO CHIXKAET CIIOCOOHOCTH OOHAPYKUBATh
CJIOKHBIE aHOMayny. HampoTuB, MOIXOMBI, NCIIONB3YIONINE MOCIEA0BATEIILHOCTH MTAKETOB M UX
HHM3KOYPOBHEBOE IMpeJCTaBlIeHUE, 00JafaloT OOJbIIeH NeTaau3UPOBAHHOCTBIO U IO3BOJIAIOT
BBISIBIIITH TOHKHE 3aKOHOMEPHOCTH MOBEICHHUS aTAKYIOIINX, OJJHAKO 3HAYUTEIHHO YyBCTBUTEIIbHEE
K CMEHE JIOMEHa U TPeOYIOT OOIBIINX BEYUCIUTEIBHBIX PECYPCOB.

Iloka3aTrenbHO, YTO B COBPEMEHHBIX HCCIIEOBaHMAX BCE dYalle BCTpPEYarOTCs T'HOpUIHBIE U
MHOI'OYPOBHEBbIE CTpaTeTHH IMEpeHOca, COYETAIOUIMEe METOABl JTOMEHHON  agamnTalui,
TeHEepaTUBHBIE MOJENH, ONTUMU3AINIO IPU3HAKOB U HenpepbiBHOE oOHOBIeHHE Ha ocHoBe CTI-
JMaHHBIX. Takue cUCTeMBI JeMOHCTPHUPYIOT CIOCOOHOCTHh K ABOJIOIMU B PEaTbHOM BPEMEHH, UTO
KPUTHUYECKH BayKHO JUISA IPOTHBOACHCTBUS TUHAMUIECKUM U MAJOM3BECTHBIM yrpo3aM.

Tem He MeHee, mepeHoc obOyueHus miusi NIDS crankuBaercss ¢ psaoOM OrpaHHYCHHH: PUCKOM
HETaTUBHOTO TIEPEHOCA, 3aBUCHMOCTBIO OT CTETEHH OJIN30CTH JOMEHOB, BBHICOKOHM CII0KHOCTBIO
apXHUTEKTYyp, a TaK)Ke€ OTCYTCTBHEM YHHMBEPCAJbHBIX HaOOPOB IAHHBIX, aAEKBATHO OTPAXKAFOIINX
pa3HOOOpa3ue peanbHbIX CeTEeBBIX yCIOBHH. Pemenne 3tux mpobiem TpeOyeT pa3BUTHS METOJMOB,
CIOCOOHBIX YYMTHIBaThH JApeld, pabdoTaTh € YacTUYHO pasMEUEHHBIMH WIH IIOJHOCTBIO
Hepa3MEUeHHBIMH JaHHBIMH, a TAK)Ke HHTEIPHUPOBATHCS C TOTOKOBBIMH AJITOPUTMAMH MAIIHHHOTO
oOy4eHusl.

Takum oOpazoM, mepeHoc o0OOydeHHs (OpPMHUpPYET OCHOBY JUIS HOBOTO  IOKOJICHHUS
uHTeIUIeKTyanbHbIX NIDS, crocoOHBIX amanTHpoBaThess K OBICTPO MEHSIOIMIMMCS YCIOBHSAM H
MPOTUBOCTOSTh YIPO3aM, PaHEe HEJOCTYNHBIM AJs KIACCUYECKUX METOAOB, OJHAKO AadbHEHIINI
nporpecc B 3TOH oOylacTh TpeOyeT Kak TEOPETHYECKUX HCCIIETOBAHUM, TaK U CHCTEMaTHYECKUX
MPAaKTUYECKHUX OIICHOK B PEATMCTHYHBIX CETEBBIX CIICHAPHIX.
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AnHoTamms. [(M3aifH 1 peanu3anys KOPPEKTHBIX aIrOPUTMOB MHOTOIOTOYHOH CHHXPOHH3ALUH SIBISIOTCS
HEOTHEMJIEMOH YacThi0 pa3pabOTKH COBPEMEHHBIX OIIEPALMOHHBIX CHCTEM PEalbHOTO BPEMEHH.
TectupoBaHue KOPPEKTHOCTH AITOPUTMA B MOJICIH ITaMATH A3bIKa — OJIHA U3 BAKHEHILNX 3a]a4 HA 3TOM ITyTH.
B craThe OMHCHIBACTCS HHTErPalMsl IIMPOKO HCIONB3YEMOro alrOpuTMa OOHApPY)KEHHsS TOHOK JaHHBIX
ThreadSanitizer u3 nporpamMHoii WHpacTpykTypsl LLVM B cucremy cOOpKM W TECTHPOBAHHSA sIpa
OIepalMOHHON CHCTEMBI PEaIbHOTO BPEMEHU M €T0 NPEUMYLIeCTBAa M HEJOCTATKA B CPAaBHEHHH C APYTHMH
MOAX0/aMU OOHapy)KEHHsl OMMOOK MHOTOIOTOYHON cHHXpoHHM3armu. Cpeloy MpoYero paccMaTpHBAeTCs
OIIpE/ICJICHNE CEMAHTHKH YIPABJICHUS IMPEPHIBAHUSIMU M PabOTHl ¢ (U3NYECKUMH SAPaMH B KOHTEKCTE
CHHXPOHHU3ALIUK B MOJIENH «BBIONHseTCs pexe» (happens-before). B 3aximoueHne npuBoasTCS pe3ynbTaThl
uHTerpanuu uHCTpyMeHTa ThreadSanitizer B smpo omepanMoOHHOHN cucTeMbl peaidpHOoro Bpemenn CLOS B
CPaBHEHHMH C CYLIECTBYIOIMMH ITOX01aMH 0OHAPYKEHHS OLINOOK B S/Ipe TaHHOI ONEePallMOHHO CHCTEMBI.

KitoueBble cj10Ba: MHOTOINOTOYHAS CHHXPOHH3AlMS; AMHAMHYECKHIl aHAIM3; ONEpalMOHHBIE CHCTEMBI;
anroputM thread sanitizer; TOHKH 110 TaHHBIM.
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Abstract. Correct design and implementation of concurrent algorithms is a crucial part of modern real-time
operating system development. One of the main steps along this way is a verification of such algorithms within
the programming language memory model. The article describes an integration of the ThreadSanitizer — broadly
used LLVM tool for data race detection — into the RTOS kernel environment and discusses its advantages and
disadvantages over other tools for data race detection. Among other things, the semantics of context switches
and interrupt management within the happens-before synchronization model is considered. In conclusion the
results of a ThreadSanitizer tool integration are provided compared to current approaches of concurrency bugs
detection in RTOS kernel.
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For citation: Elchinov E.S. Adaptation of the ThreadSanitizer algorithm for data race detection in a RTOS
kernel. Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 6, psrt 3, 2025, pp. 91-108 (in Russian). DOI:
10.15514/ISPRAS-2025-37(6)-38.

1. BeedeHue

AJITOPUTMBI MHOTOINOTOYHOW CHHXPOHM3AIMM HAXOIAT HIMPOKOE MPUMEHEHHE B pa3paboTKe
COBPEMCHHBIX OICPAIIMOHHBIX CHCTEM, B OCOOCHHOCTH, IOIICPKUBAIONINX CHMMETPUIHYIO
MHOTOITPOIIECCOPHOCTh U BBHITECHEHHE Ha YPOBHE 3ajad supa. B To ke Bpems, HCTPHBHAIHHEIC
NTOPUTMBI MHOTOTIOTOYHOH CHHXPOHH3AINN CYIIECTBCHHO YCIOXHSAIOT IPOLECC TECTHPOBAHUA
KOJa siipa W MOTYT COJAEPKaTh TPYAHO OTJIAKHBaeMble 0e3 IOMOTHHUTEIbHBIX WHCTPYMEHTOB
OIIMOKH.

B momp30BaTeNnbCKOM OKPYXKCHHHM IS OTIAIKA H  BepHU(PUKANUMU CHCTEM IPOIECCOB,
KOMMYHUIIIPYIOIINX d9epe3 pa3lesIeMyl0 TaMsaTh, CYIIECTBYET MHOMXECTBO ITOJIXOJIOB,
HCTIONB3YIOMNX PAa3UYHBIE METOIBl CTATUYECKOTO M IUHAMHYECKOTO aHalli3a KoJIa U ero
ucToNHeHuH. HekoTopele ormepalmuoHHBIE CHCTEMBI OOINero HasHa4YeHWs, Hampumep, Linux,
MOJIAEP’KUBAIOT COOCTBEHHBIE HHCTPYMEHTHI U AJIS aHaIHu3a Koja a1apa (tTakue kak LKMM [1] uu
KCSAN [2]).

B nanHOi paboTe paccMaTpuBaeTCs pacIIMpPEHHE BO3MOXKHOCTEHW JMHAMHYECKOIO aHaju3a
NPUMEHUTEIBHO K TOHMCKY OIIMOOK MHOT'ONOTOYHOW CHHXPOHHU3ALMHU B SJIPE ONEpPaliMOHHBIX
CHCTEM peabHOTO BpeMeHHU. B cpaBHeHuu ¢ oneparmonHoii cuctemoit (OC) obmiero Ha3HA4YEHUS,
OC peanpHoro Bpemenu (OCPB) xapakTepHO MMEIOT CTaTHMYECKYIO HACTPONKY BUPTYalIbHON
MaMsTH, MEHBIINH 00BEM KOJIa 5/Ipa U CTPOTHE OrPaHUUYSHUsI Ha BpeMs UCIIOJIHEHHS 33713y spa 1
3aTpadynBaeMylo namsth. PaccMaTpuBaemas B ctatbe OC nMeeT Bce ONMUCAaHHbBIE XapaKTepHbIE JIJIst
cucteM peaibHOro BpeMeHH 4epThl. C yu€tom ocobeHHocTeil mpoctpancTtsa siiapa OC u, B
YaCTHOCTH, TPEOOBaHUH ONEPaMOHHBIX CHCTEM PEAIFHOI0 BPEMEHH, CYIIECTBYIOIIUE ITOIXO/IbI K
TUHAMAYECKOMY aHaJIH3y KoJa TpeOyIoT afanTayy U nepepaboTkKH.

B nanHoli paboTe onuchIBaeTCs aganTalys alropuTMa JAeTekropa ToHoK paHHbIX ThreadSanitizer
[3] n HeoOxommmble ONTUMH3ALMKM €ro OWMOIMOTEKM BPEMEHM WCIIOJHEHHUS Ui paboThl B
npocrpaHcTBe siapa ynoMmsHytoi OCPB, a Takxke pe3yiabTaTbl €ro WHTETpallid B CHUCTEMY
TecTUpoBaHus sapa. s ompeneneHus TpeOOBaHMH K airOpuTMY BHadaje OIpedesseTcs
CEeMaHTHKa YIPaBJICHUS TPEPHIBAHUSAMU B TEPMHHAX OTHOLICHUS «BbINOJHAEHICA Npedcoey
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(happens-before). Takxke omuchBaeTcs BIMSHHE CBOWCTB CHCTEM peajbHOIO BPEMEHH Ha
YCHEIIHOCT TIPUMEHEHHS PA3INYHBIX MOAX0I0B K MOUCKY OMIMOOK CHHXPOHU3AIIUH.

2. TOHKU o OaHHbIM

l'oHKM 1O HaHHBIM — OJWH W3 HambOojee PacHpOCTPaHEHHBIX THIIOB OIIMOOK B aJTOPHUTMAax
MHOTONIOTOYHOHM cHHXpoHM3amuu. [lo cranmaprty s3bpikoB C m C++, Ha KOTOpBIX HalHcaHa
3HAYUTEIbHAS 9aCTh CHCTEMHOTO IIPOTPAMMHOTO 00ECTIEUEHHS, OHU IPUBOAAT K HEONPEACIEHHOMY
nosefeHuto [4]. [lna ompeneneHuss KOPPEKTHOCTH MPOTrpaMMbl B KOHKYPEHTHOM HCIIOJHEHHUU
MHOT'M€ COBPEMEHHBIE SI3bIKH MPOTrPaMMHUPOBAHUS BHEIPUIN B CBOU CTaHAAPTHI TaK HA3bIBAEMbIE
MOJIEIIH aMSITH — HaOOPBI MPABHJI JJIsl KAXK/IO0H OIlepaliiy YTEHHs, OTIPEIEIIIFOLINX BCE BO3MOXKHBIC
MOIM(UIMPYIOIIUE ONEPaIi, Pe3yIbTaThl KOTOPBIX OHa MOKET BEpHYTh. Bropas 3agaya moaenu
HaMsTH — ONPEETIUTh BCe KOPPEKTHBIE UCIIOIHEHUS IPOTPaMMBI ¢ TOUKH 3PEHUS] MHOTOIIOTOYHOM
CHHXPOHH3AIUH.

2.1 MaTemaTnyeckme nopsagK1M Hag MHOXECTBOM onepauum Hag NaMAaATbio

B MOACIN IIaMATH A3bIKa C A KaKAO0ro HCIOJHCHHS NPOrpaMMbl OONPCACTACTCA HECKOJIBKO
YaCTUYHBIX MOPAAKOB HAal BBINTOJIHACMBIMU ONI€pAlIUAMUA HAl IAMATBIO.

I[J'I?[ I[aJ'ILHeI\/’IH.IeFO H3JI0XXCHUA HOHa,HO6$[TC$I CJICAYIOIINC OTHOLICHUS U OIIPCACICHUS:

e happens-before — oTHOIICHKE «BBIIOHSETCS IPEXKACY — ISt ABYX onepauuid A u B BepHO
A happens-before B, ecnu u3 pesysnprara HCHONHEHHs omepaimu B cinenyer ¢akr
3aBepIICHUS onepanuu A,

o sequenced-before (takxe, program order) — oTHOIIEHHE «IPEAIIECTBYET B OJJHOM ITOTOKE
— nnst aByx omepanuit A u B BepHo A sequenced-before B, ecnu omepamuu A u B
HUCIIOJIHAOTCA B OJHOM IIOTOKE, HpI/I‘IéM ornepanus A MNpeAMICCTBYCT OllCpaun B.

e synchronizes-with — oTHoLIEHHE «IPUYMHHOCTHY ONIEPALUi CHHXPOHH3AIMU — IS ABYX
omepanuii A u B Hax omHO#N mepeMeHHOH cuHXpoHH3aimu Bepro A synchronizes-with B,
ecnu A — omeparusl YTeHUsT HEKOTOPOTo COCTOsIHUA, B — omeparusa 3anucu (M3MeHEeHHs)
COCTOSIHHUS, U oTiepanius A 4uTaeT pe3yabTaT 3amicu onepanuu B.

e atomic-onepanun — CreNMANbHBIA THUI ONEpalUil HAJ MaMSIThIO, UMEIOIIMX, COTJIACHO
CTaHJAPTy, ONpEIeIEHHOE TOBEICHIE P KOHKYPEHTHOM HCIIOTHEHUH KOH(IHKTYIOIINX
onepauui.

. release-onepauuu — omepanud 3amucu (M3MEHEHHUsS) COCTOSHHS HEKOTOPOro 0OBeKTa
CHHXPOHHM3AIIUH.

o acquire—onepaunn — OIepalry YTCHHS COCTOAHUS HEKOTOPOT'o 00BeKTa CHUHXPOHU3aluH.

CornacHo cranmaprty, eciiu B — release-omepanust u A — acquire-ormepartuis, YnuTaromias 3Ha4eHHe,
3amMcaHHoe onepanueit B, To BeimonHstercs otHomrenue A synchronizes-with B.

2.2 OnpepeneHne roHKN OaHHbIX

Crangaptsl s3p1ka C, HaunHast ¢ Bepcuu C11 onpenensioT ToHKyY JaHHBIX KakK J{Ba OJTHOBPEMEHHBIX
KOH(IMKTYIOIIMX HEAaTOMApHBIX oOpamieHuss K namsaTH. COoriacHo CTaHAapTy, IBE MOIBITKH
JOCTyNna KOH(IMKTYIOT, €CIM COOTBETCTBYIOIIME MM SYEHKHM NaMATH MMEIOT HEIycToe
nepeceveHue, 1 X0Ts ObI 0JJHA U3 MOIIBITOK MouduIpytomas [4]. J[[Be onepanuy MOTYT CUATATHCS
OJJTHOBPEMEHHBIMH B ClTy4ae, KOria OHH He YIopsiIo4eHbl nopsakoM happens-before, cornacHo ero
OTIPE/IeNIEHUIO B MOJEIH MaMATH — UHBIMH CIOBAaMU, €CIIH B HCIIONIHEHHH B MPOMEKYTKE MEXKIY
STHMHU OIEPaIMsIMU HET HaOII0JaeMOH CHHXPOHHU3AIMN COOTBETCTBYIOIMX UM ITOTOKOB.
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3. QuHamu4eckue MemoObl O6HapyXeHUsl 20HOK OaHHbIX

JIyist IoMcKa TOHOK JaHHBIX B KOJE NMPHUMEHSAETCS JBa OCHOBHBIX KJIACCa METOJOB — alTOPHUTMBI
CTaTUYECKOIo U JUHAMUYECKOTO aHaIn3a KOJa.

AJNTOPUTMBI CTaTHYECKOTO aHalM3a KoJa HIIYT ONIMOKH, ONMMPAsCh Ha HMCXOAHBIN Kox, 0Oe3
HETIOCPECTBEHHOTO HCHONHEHMS anroputMa. Cpeny CTaTHYECKHX HHCTPYMEHTOB I IIOHMCKa
TOHOK JIaHHBIX B Koje siapa OC moxHo Beiaeants LKMM [1] u3 sapa OC Linux.

B omimune OT CTaTHYECKWX METOMOB, IPH HCIIOJIB30BAHHM AWHAMUYECKOTO aHAIN3a alITOPHUTM
00HapyKeHHs OIIMOOK BHEAPSIETCS B aHAIN3UPYEMBII KOJ Ha 3Tarie COOPKH M MIPOU3BOAUT TTOHUCK
OmKMOOK Ha OCHOBE aHaJM3a TEKYILEro NCIIOIHEHUS! HA HEKOTOPBIX TECTOBBIX CIIEHAPHSIX.

Cpenu OCHOBHBIX PEUMYIIECTB JTHHAMHIECKOTO aHAIN3a:

L4 ,Z[I/IHaMI/I‘IECKI/Iﬁ aHaJIu3 IIO3BOJIACT MPaKTUICCKU HUCKJIIOUUTH NOJTyUCHHUC
JIOKHOTIOJIOKUTCIIBHBIX PE3YJIbTATOB, OrpaHUYUBAACH HEOOIBIINM (B CpaBHCHUU CO
CTaTHYCCKUM aHaJ’II/ISOM) KOJIMYECTBOM aHHOTAIIUM K AHAJIU3UPYEMOMY KOY.

e MHorue AMHAMHUYECKHUE aNTOPUTMBI TPEOYIOT 3aTpaT 10 MaMsTH M BPEMEHH HCIIOJIHEHUS,
MPONOPLUMOHANBHEIX ~ TpeOOBaHMAM  aHATU3UPYEMOH  CHCTEMBI, YTO  IO3BOJIAET
AQHATU3UPOBATh CI0XKHBIE UCTIOIHEHHS.

s MHHYCOB JUHAMHUYECKOI'0O MMoJaxXo0Ja, MOKHO OTMETUTD!

e Tak Kkak JAHAMHWYCCKUE METOAbI pacCMaTpuBaAIrOT JIMIIb KOHKPETHOC MCIIOJIHCHUC,
Ka4€CTBO aHaJIn3a HAIPAMYIO 3aBUCUT OT Ka4€CTBa TECTOBOI'O NOKPBLITUA aHATTU3UPYEMOT' O
Koza.

e JluHAMUYECKHI aHau3 HE CIIOCOOEH 00eCeUnTh CTPOTHE TapaHTUN KOPPEKTHOCTH KOJIa,
TaK KaK B TECTOBBIX CIIEHAPUAX MOTYT PEATU30BHIBATHCS HE BCE BO3MOXKHBIE UCIIOIHEHUSI.

Jlns auHAMIYecKoro moucka ToHOK B koze sapa OC Linux nogxepxusaercs nacTpyMeHT KCSAN
(kernel consurrency sanitizer) [2]. {7 TOTb30BaTENBCKUX PHIIOKEHIH HHYPACTPYKTypa COOPKH
LLVM npenocrapisieT HHCTPYMEHT nuHamudeckoro ananusa Thread Sanitizer [5].

Ha MoMeHT HanmcaHMsl CTAaThM CYIIECTBYET HECKOJBKO MOIXOAOB K JHMHAMHYECKOMY aHAIU3Y
IIPOrpaMM Ha IpeIMET TOHOK JIAHHBIX, CPEIH KOTOPBIX MOKHO BBIAEIHUTH AITOPUTMBI, OCHOBaHHbIE
HAa WCIIOJIF30BAaHUU TOYEK OCTaHOBA MO JaHHEIM (watchpoint-based) u anropuT™Bl, HCIIOTB3YIOIITHE
JUIs IOUCKA TOHOK YIIOMSIHYTOE paHee oTHomeHue happens-before nan onepauusamu ¢ naMsTelo, a
TaKXKe METOJI, OCHOBAHHBIN Ha IIOCTPOCHUH MHOXKECTBA aKTHBHBIX KpUTHUYecKux cexiui (lockset).
ITo onpeneneHno, TOHKa JAaHHBIX — 3TO OJIHOBPEMEHHbII KOH(IMKTYIOIINIT HeOe30aCHbII JOCTYII.
YTOMSIHYTBIE TIOAXObI PA3IMYAIOTCS aJITOPUTMOM OOHApYKEHHsI OJTHOBPEMEHHBIX OIepalluii Hajl
OJHOH sIYEeHKON IaMsITH.

OcHoBaHHBIE Ha TOYKax ocraHoBa (watchpoint-based) anropurMbl HaxoIST OJHOBPEMEHHbIE
JIOCTYTIBl MyTEM IPUOCTAaHOBKM MPOrpaMMBI B MeCTaxX JOCTyNa K MaMsITH Ha IICEBIOCITydYaitHBII
MPOMEXXYTOK BPEMEHU M 00pabOTKH BCEX JOCTYIOB, MPOU3OLICANINX K JAHHOW sYeliKe MamsTH B
0003HAUCHHBIM NPOMEXYTOK, KaK OJHOBPEMEHHBIX C MEPBBIM JOCTYMoM. [l HOCTymoB K
MHTEPECYIOIEMY aJlpecy TaKue ajJrOPUTMBI HCIIOIb3YIOT MEXaHM3M TOYEK OCTAaHOBA IO JAHHBIM
(watchpoint).

JleTeKTopbl TOHOK IO TaHHBIM, OCHOBAHHBIE Ha IMMOCTPOCHUH MOPSAIKA ONEepaLHil (happens-before-
JIETEKTOPbI), MPOU3BOJAT IOMCK OJHOBPEMEHHBIX JOCTYIIOB 10 ONPEAETICHUI0 M3 CTaHAapTa, TO
€CThb HOJJICP)KUBAIOT B MaMATH YacTh MUCTOPHM JOCTYNOB K NAMSTH M CXXAaToe Ipe/CTaBICHHUE
nopsiaka happens-before u mpoBepsIOT, YHOPSAAOYEH JIM KaXKIbI CIEAYOMHMI OOCTym ¢
KOHQIINKTYIOITAMHY C HUIM COXPaHEHHBIMH JOCTYIAMH.

ANTOpPUTM TOCTPOEHMSI MHOKECTBA aKTHBHBIX KpuThueckux cekiuid (lockset) mis kaxmoro
JIOCTYIA K IaMsTH OTIpeessieT BCe aKTUBHbBIE HAa ATOT MOMEHT KPUTHUECKHE CEKIIMU U TIPOBEPSET
JUISL KXKJIOH ITepeMEHHOM, 4TO Bce KOH(QIIMKTYIOIINE JOCTYIIBI K HeW pa3/iesIiioT MexX 1y co00i XOTs
OBl OJTHY OOIIYIO KPUTHYECKYIO CEKITHIO.
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COOTBETCTBEHHO, MPEUMYIIECTBAMH MOJX0/1a, OCHOBAHHOTO Ha TOUKAaX OCTAHOBA SIBJISIFOTCSI:
e MuHNMaNbHBIC 3aTPAThl TAMSATH — HEOOXOAUMO JIUIIb XPAaHUTh HHPOPMALIHIO O TEKYIINX
TOYKaX OCTaHOBA IO JaHHbBIM;

e OrcyrcTBHE HEOOXOAWMOCTH B AaHHOTAIMSAX K KOMOBOH 0a3ze, Tak KakK JOCTYIIBL,
MPOKCXO/AIINE B MOMEHT OXKHJAHHS Ha TOYKAX OCTAHOBA, BCEr[a HE YMOPSIOYCHBI C
obpabaTsIBaEMBIM JOCTYIIOM B CMbICIIE mopsizka happens-before B momenu mamsiTa.

B cBoro ouepenp, M3 IUIFOCOB IOAXOIa, OCHOBAaHHOTO Ha IIOCTPOCHHHM BO BpPEMs HCIIONHEHHS
TpeICTaBIeHHS YaCTHIHOTO mopsiaka happens-before, MokHO OTMETHTS:

e CnocoOHOCTE 0OHAPYKUBATh TOHKH II0 UX OINPEIECICHUIO B MOAETH MaMATH S3bIKa — TO
€CTb HE3aBHUCHMO OT IEJIEBOH TIaT(GOPMBI M €€ MOZIEIIH MaMSITH.

e O0OpaboTKa KaXkA0i onepanuy Haj aMsIThiO IeTePMUHUPOBAHHBIM 00pa3oM — TO €CTh JJIS
Bepu(HKaUK KOHKPETHOTO CLEHApPHs MWCIOJHEHUS MPOrpaMMBbl €ro J0CTaTOYHO
IIPOAHATU3HPOBATh OJMH pa3.

Takum 06pa3oMm, IETEKTOPbI, OCHOBAHHBIE Ha IOCTPOeHKH mopsiaka happens-before, B cpaBHenuu ¢
MO/IX0JIOM, OCHOBAHHBIM Ha TOYKAX OCTAHOBA, MO3BOJSIOT HE3aBHCHMO OT TEKYIICH IIeNeBOit
m1athopMbl HAXOAWTh OOJiee MIMPOKHH CHIEKTP OMMOOK, B TOM 9YHCIC TOHOK JaHHBIX, HE
OPHUBOSIIMX K HEKOPPEKTHBIM 3HAYCHHSM B aHATM3UPYEMOM HCIIOIHEHHH, HO TpeOyroT Goiee
JICTAIIbHBIX AHHOTALUHN U TOTOIHUTEIBHBIX PECYPCOB IO BPEMEHH M MAMSITH.

I[To cpaBHEHHMIO C AJITOPUTMAMH, OCHOBaHHBIMH Ha TOYKAaX OCTAHOBA IO JAHHBIM JIHOO MOCTPOCHHU
nopsiaka happens-before, MmeTon, ocHOBaHHBIM HA MOCTPOEHUH MHOYKECTBA AKTHBHBIX KPUTHYECKUX
cexiuii (lockset) obecrneunBaeT MEHbIIIME 3aTPATHI IO TTAMSTH, YeM METOJI, OCHOBaHbIi Ha happens-
before u, B oTiHuMe OT JETEKTOPOB, OCHOBAHHBIX HAa TOYKAX OCTAHOBA, MTO3BOJISIET JETEKTUPOBATh
MOTEeHIMAIbHBIC TOHKH, HE PEATH30BABIIUECS B aHATU3UPYEMOM HCTIONHEeHHH. OIHAKO, 3TOT METO/
HE MO3BOJIIET KOPPEKTHO aHANM3UPOBATh AITOPUTMbI HEOJIOKUPYIOLICH CHHXPOHHU3AIUH, a TAKKE,
0 CYTH I10JIX0/1a, CIIOCOOEH FeHepHUPOBATh JIOXKHBIE COOOLICHUS 00 OIIMOKaX.

K mnoaxomam, OCHOBaHHBIM Ha TOYKAX OCTAHOBA, OTHOCSITCS TAKHUE AITOPUTMBI Kak, HAmpHUMeEp,
RaceHound [6] u Kernel Concurrency Sanitizer [2] B sigpe Linux. Anropurm Thread Sanitizer [3],
B CBOIO Ouepe/ib, SABISAETCS JETEKTOPOM, OCHOBAaHHBIM Ha MOCTpoeHMH mopsiaka happens-before.
Cpeau ETEKTOPOB, HCHONB3YIONUX MOCTPOECHHE MHOKECTBA AKTUBHBIX KPUTHUYECKHUX CEKIUH,
MO>HO BbIZIenuTh Eraser [7].

4. Aneopumm Thread Sanitizer

AHFOpI/ITM noucka roHok Thread Sanitizer oTHOCUTCS K KJIaCCy TMHAMHWYCCKUX AJITOPUTMOB ITOUCKA
TOHOK, OCHOBAHHBIX Ha aHAJIU3C NMOPAAKa onepaum‘fl happens-before U, COOTBETCTBCHHO, JOJIDKCH
MOAJACPKMUBATEL B CBOCH maMsATH HEKOTOPOC CKATOC MPEACTABIICHUE YIIOMSIHYTOI'O IOPAAKa HaIX
BCEMU XPAHUMBIMHU ONI€paliuAMU C MAMATHIO. C sroit LEIBI0 KXo ornepanru ¢ NaMATbIO CTaABUTCA
B COOTBETCTBHE €€ 310Xa — IIeJloe HEOTPULIATCIIBHOC YHUCJIO, 4 KAXIOMY ITOTOKY U NMEPEMECHHBIM
CHUHXPOHHM3AIUN COOTBETCTBYIOT BEKTOPHBIC YaChl [8]

4.1 Mopenb cuHxpoHusauum anroputma ThreadSanitizer

B mozenu namstu si3pika C onepanyuy BHYTPH OJJHOTO MOTOKA YIOPSA0YSHBI MOJIHBIM MOPSIKOM
sequenced-before (cm. m. 2.1), u3BecTHbIM Takke Kak program order. Otnonrenue happens-before
B MOJICIIM TTAMSITH OTpEeNesIeTCs Kak TpaH3WTHBHOE 3ambikaHue Sequenced-before, synchronizes-
with ¥ emé HecKONBKUX TMOPAAKOB, TOe Kaxaas jayra synchronizes-with ¢opmupyercs release-
orepanueii 1 COOTBETCTBYIOIIEH eif (Habmoaaromei eé a¢dexT) nocieayromuieit acquire-omnepamueit
HaJ HEKOTOPO# NEpEMEHHON CUHXPOHU3ALIMH.
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B monenu cunxponunsamuu anropurma Thread Sanitizer mopsimox happens-before Beipakaercs B
BHUJI€ TPAH3UTHBHOIO 3aMbIKaHus mopsakos sequenced-before u synchronizes-with, uro sBastercs
YIPOLICHHEM MOJEIH TaMsTH s3bika C.

4.2 3noxu n BeKTOPHbIe Yachbl

ITOCKOJIBKY B MOJEIHM CHHXPOHH3AIWKM BHYTPH KaKIOTO MOTOKa oTHomieHwe Sequenced-before
ompeneNseT TONHBIA MOPAIOK Ha omepanuax, anroputM ThreadSanitizer comocTaBmseT KaxmIou
ormepanuu e€ SMOXy — HEKOTOPOE IIeJI0¢ HEOTPHUIATEIIFHOE YKCIIO, SBISIOIICECS MEpOi mporpecca
MOTOKAa K MOMEHTY JaHHOW Omepalliy, aHAJOTUYHO JIorudeckuM dvacam Jlammopra [9]. B
JIECKPUMITOPE KaXIoW oOpabareiBacMoill omeparu Haj mnamsateto, Thread Sanitizer, momumo
MPOYHUX XAPAKTEPUCTUK, COXPAHSIET 3MOXY ATOH ONepaliy 1 uACHTUHUKATOP €€ MOTOKA.

B kauectBe cxkaroro mpejcraieHus mopsiika happens-before 8 ThreadSanitizer ucmons3yrorcst
BEKTOpHBIC Yachl [8], SBISAIOMIMECS IMUPOKO HCIOJIb3yeMbIM OOOOIICHUEM JOTHYCCKHX YaCOB
JIammopra. Ecnmu T — HEKOTOpBI MOTOK MCIOTHEHHUS, TO BEKTOPHBIC YaChl MOTOKA | — CIIHCOK,
XPaHSIUA U1 KaKIOro aKTHBHOTO IOTOKA B CHCTEME DJIOXY €ro IOCIeAHEH OIlepaluy,
YIOPsI0USHHOM JI0 TeKyILeH onepanuu B motoke T B cMbicie nopsiika happens-before.

4.3 CnHxpoHu3auus

JI71st KOppEKTHOM pabOThI aJIrOpPUTMa HEOOXOAUM CIIOCO0 Mepecuéra CHKATOro MPeACTaBICHUS rpada
otHoreHus happens-before moce oneparuii cuaxponusamuu (To ecth release u acquire onepanuii
HaJ TIepEMEHHBIMU CHHXpOHH3aIuK). C 3TOM IENbI0 KakKIOW TepeMEHHONW CHHXPOHH3AINH —
NPUMUTHABAM CHHXPOHHM3AIIMA W aroMapHeM (atOmiC) TepeMeHHBIM — TakKe CTaBATCA B
COOTBETCTBHE BEKTOPHBIE YaCHl, XpaHAIINE IS KaXIOTO IOTOKA IOCIECIHION €ro SIoXYy,
Mpe/LISCTBYIONIYI0 WM PaBHYIO (B cMbicie oTHoureHus happens-before) wmexoropoii release-
onepanuy Hajl TOU IEPEMEHHOM.

s xaknoii release-oneparuu motoka T HaJ IEPEMEHHON CHHXPOHH3AIUH S €€ BEKTOPHBIC YaChl

Vs (puc. 1) OGHOBISIFOTCS TIO3IEMEHTHBIM MaKCHMYMOM (Zajiee — orepanusi max”) ¢ BEKTOPHBIMU

qacamu VT mortoka T. J[ms acquire-omeparmii, Ha060pOT, BEKTOpPHBIE 4achl VT OOHOBISIIOTCSI
MODJIEMEHTHBIM MakcuMyMoM ¢ Vs. Takum o0Opaszom, Juisi Ayrd oTHOIeHWs Synchronizes-with
Mexay oneparusmu release(S) (manee — cokp. rel) 8 T1 u acquire(S) (manee — cokp. acq) B T2

BepHO V'12 = max*(Vrz, V's) > max’(Vrz, max*(Vri, Vs)) > V11 (rme V'12 1 V's — 0OGHOBJIEHHBIE
3HaueHust V12 u Vs cooTBeTCTBEHHO) (puc. 1).

Takoe MOBEICHHE COIIACYETCs C ONPEICICHUIME BEKTOPHBIX 9acOB M OTHOLIeHHH Synchronizes-
with u happens-before 8 mogenu mamstu.

4.4 TeHeBass NaMATb U MONCK FOHOK

s xpanenus nadopmarun o6 odpadbotaHHBIX HocTymax K mamatu Thread Sanitizer ncnonp3yeT
OTIETbHBIA PErHOH NMAaMITH — TaK Ha3bIBAEMYIO TEHEBYIO MaMsTh — TaKOH, YTO KaXIOH sueiike
MalIMHHOI'O CJI0BAa B OCHOBHOI NIaMsATH COOTBETCTBYET SU€iiKa TEHEBOU IaMSTH.

Kaxnas sdeiika TeHEBOW NaMATH XpaHUT HEOOXOAMMYIO HH(OpManuio NpO HECKOIBKO (B
peammzanuu B LLVM — 4) mocieqHnx JOCTYIIOB K COOTBETCTBYIOIIEMY MAIIMHHOMY CIIOBY B
OCHOBHOM mamsaTH. s Kakmod omepanuu (JUCTUHT 1) B TCHEBOH MaMsATH COXpaHseTcs e
UACHTH(PUKATOP MOTOKA, TEKYIIAs S1T0Xa 3TOTO IMOTOKA, 3aTPOHYThIe OANTHI U THIT AOCTyMAa (puUC. 2).
Takum oOpazoM, B MOMEHT 00paOOTKM Tekymield omepanun X Haja NMaMsTHIO TEHEBas HaMSTh
orpeJiessieT MOTEHIMAIFHO KOH(UINKTYIOIINE MTPEANIECTBYIOMNE onepauy Yi, a BEKTOPHBIE Yachl
MTO3BOJISIFOT MPOBEPHUTH, YTO MEXAY KaXI0W KOHGIUKTYyromeH oneparuei Yi u X MpPUCYyTCTBYET
ornomenue happens-before (ro ects, X happens-before Yi). B mpotuBHOM ciiydae HHCTpYMEHT
reHepupyeT coolrieHne 06 ommuoxe.
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T2 T1
_Vg= max*(vt1, Vs) rEIEiE(S)
i B
;S
VS 7 e"'o;&h
s
&

VT2 = max’(vs, Vra) Y /
g acquire(S)

T o
v

Puc. 1. BexmopHuvle uachbi.
Fig. 1. Vector clock.

data

shadow(data)

Regular Write ("a =1") Atomic Write ("b.store(2)")
Size=4 Offset=0 Thread=1 Epoch=1 Size=4 Offset=4 Thread=2 Epoch=1

Regular Read ("return a") Atomic Read ("return b.load()")
Size=4 Offset=0 Thread=2 Epoch=2 Size=4 Offset=4 Thread=1 Epoch=2

Puc. 2. Tenesas namsimeo.
Fig. 2. Shadow memory.

struct {
int a;
std::atomic<int> b;

} data;

int threadil () {
data.a = 1;

return data.b.load();

}

int thread2 () {
data.b.store(2);
return data.a;

Jlucmune 1. Ilpumep 3anonnenust menesou namsamu.
Listing 1. Shadow memory update example.
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5. Onmumu3sayuu, ucnonb3dyemsie 8 LLVM Thread Sanitizer

C 1enbio yMEHBIICHHS PACXOIO0B 10 MAMATH U MOANEPHKKH MOTCHIHAILHO HEOTPAHMYEHHOTO YHCIIa
MOTOKOB B Tekymied Bepcun amroputMa LLVM Thread Sanitizer mcmomb3yeTcs HECKOIBKO
MEXaHH3MOB, B YHCJIE KOTOPHIX OOHOBJICHHE TEHEBOH NaMATH, TPACCHPOBKA OINEpPAaLlUil U CIIOTHI
CHUHXPOHH3ALIUH.

5.1 TpaccupoBKa onepauun U TEHEBOWN CTEK

B Ttpaccax omepaumii i1 KaXXAOrO IOTOKA COXPAaHSAETCS MOPSAOK OIepaluil Hal NaMsTbiO
OTHOCHTEJIFHO BBI30BOB MPOIEAYP, YTO, CPEAN MPOUYETO, MO3BOIIET BOCCTAHOBUTH CTEK BHI30BOB
TM000¥ oTepanuil U3 TEHEBOH MaMATH. TEeHEeBOH CTEK MOJACPKUBACT TEKYIINI CTEK BEI30BOB B BUJIE
MaccuBa aJpecoB B KOJIE, MPENOCTaBIssi BO3MOKHOCTH OBICTPO T'€HEPUPOBATH COOOIIEHHS 00
ommudKax (puc. 3).

Thread Sanitizer BHeApsieT B KO BBHI30BH OHOIMOTEKH BPEMEHH HCIOJTHEHHS B MOMEHT BXOZa B
KXyl (DyHKLIUIO ¥ BO3Bpara U3 He€, YTO MO3BOJIIET MOJIEP)KUBATh TEHEBOW CTEK M YYUTHIBAThH
BBI30BBI M BO3BpATHI U3 (PyHKIMIT B Tpaccax MOTOKOB.

CreK TpaccupoBKa
Call(&Foo) | Load(&y) | Store(&x)

Foo data
— Call(&Bar) | ... | Return | Call(&Baz) | ...

TeHeBOMU CTEK
&Foo | &Baz

Puc. 3. Tpaccuposka u menegoti cmex.
Fig. 3. Tracing and shadow stack.

Baz data

5.2 CnoTbl CUHXPOHU3aL UK

Jns apdextuBHONM 00pabOTKH OONBIIOTO KOJTHYECTBA MIOTOKOB B ITOCIEAHEH BepcHr OMOIHOTEKH
Bpemenu ucronHenus: Thread Sanitizer Obuta crienaHa ONTHUMHU3aNKS, TO3BOJISIOIIAS OIPAaHUYUTD
pa3Mep BEKTOPHBIX 4aCOB M KOJIIMUECTBO OUT HACHTH(UKATOPA IIOTOKA B TEHEBOI MaMSITH.

BMecTo noTeHnHansHO HEOrPaHUUEHHOTO 110 BEJTMYMHE LETOYUCIEHHOT0 HACHTH()HKATOPa ITOTOKA
peammzanus ThreadSanitizer mogiepxuBaeT GUKCHPOBAHHOE KOJMUYECTBO TAK HA3bIBAEMBIX CIIOTOB
— JIOTUYECKHUX €JAMHHIl UCIIOIHEHHUS, UMEIOIINX JIOKAJIbHBIA cY€TYHK 31oxu (puc. 4). bubnuoreka
BpemeHnn ucnonHeHust ThreadSanitizer cTaBUT KaXIOMy HCIOJHAEMOMY Ha JAaHHBIH MOMEHT
IIOTOKY B COOTBETCTBHE HEKOTOPbIH clIOT. Kaxk1pIit clIOT, B CBOIO 04epe/ib, MOJACPKUBAET UCTOPUIO
MTOTOKOB, KOT/1a-TH0O0 MCIIOMHABIINXCS B IPUBSI3KE K 3TOMY CIOTY. DTOXa CJIOTAa CIUTAETCS SMOXOH
MPUBSI3aHHOTO K HEMY MOTOKA, & BEKTOPHBIE YaChl [IOTOKOB M TIEPEMEHHBIX CHHXPOHHU3ALUH XPAHST
MOCTIETHIO HAOII0aeMyI0 3TOXY KaKIOTO ClIoTa. B TeHeBoi mamsTh BMECTO MACHTH(UKATOPa
MIOTOKA XPAaHUTCSI HHJIEKC CII0Ta, COOTBETCTBYIOLIETO ITIOTOKY, HCIOJHUBILEMY OTIEPALIHIO.

B Takoii Mojiesi HaT4Ke Jyru OTHOMICHHs Synchronizes-with mexay HekoTopsiMu moTokamMu T1
u T2 Bie4ér 3a cOO0OH HaTMUYKE TOM K€ MYTH MEKAY COOTBETCTBYIOIIMMH CJIOTAMH IMOTOKOB. B
cilyyae ecii KOJMYECTBO IIOTOKOB HMPEBOCXOJUT KOJIMYECTBO CIIOTOB, TAaKOW IMOJAXOJ BBI3BIBAET
MapasuTHYI0 CHHXPOHM3AIMIO MEXy TIOTOKaMH, Pa3JIeNIOIUMU OAHNH CJIOT B TEUCHHE BPEMEHH
UCITIOJTHEHUsI, YTO MOJET IIPUBECTH K JIOKHOOTPHLATEIBHBIM BEpIMKTaM B HEKOTOPBIX
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ucrnonHeHusx. OJHAKO, €ClIM KOJMYECTBO AKTUBHBIX TIOTOKOB HE NPEBOCXOAUT KOJIHMYECTBA CIIOTOB,
JaHHBIH TT0JX0/] HE MPUBOJUT K NOTEPE HHPOPMALIMK B CYKATOM NPEICTABIEHUHU NOpsaka happens-
before Texymiero ucnonHeHwus.

—

Thread2 —————> B=A

Thread 1 A=1

N

Thread3 > C-B — >

SLOT X o :-T'DB iT'DQ .
0 1 |2 3 4 5
SLOT Y NULL >iTlDz iTID1 | |
0 1 12 3 |

(0, 0) (1, 0) (1, 1) (3, 1) (3, 3) (5, 3)

Puc. 4. Cromul cunxponuzayuu.
Fig. 4. Synchronization slots.

6. Uumeepayus Thread Sanitizer e so0po OCPB

6.1 TpeboBaHuA npu nHTerpauun B sgpo OCPB

OCOOEHHOCTH TPOCTPAHCTBA spa OINEPAUOHHON CHUCTEMbBI HAKJIAJBIBAIOT PsiJi TPeOOBaHHUN Ha
peanusanuto anropurma Thread Sanitizer:

e boJbII0€ KOJTMYECTBO MOTOKOB B CPABHEHUU C TIPOCTPAHCTBOM TOJIB30BATENS — TpeOyeTCst
yMeHHe 00pabaThiBaTh CHHXPOHHU3AIUIO COTEH TIOTOKOB, HE YBEIMYUBAS 3aTPaThl MaMSTH
U BpEMEHH TSl MOJIEP KaHUsl MEXaHH3Ma BEKTOPHBIX YacOB.

e lcrmonb30BaHHE HECTAHIAPTHBIX MEXaHW3MOB CHHXpOHM3anuu (6apbepoB MaMSITH H
YIPaBICHUS. TPEPBIBAHUAME) — TpeOyeTcss OMpeleinTh MX CEMAHTHKY B OTHOIICHHH
nopsinka happens-before u uHTErpHpOBaTh MONIEPKKY OIMCAHHBIX MEXAHHU3MOB B
OUOJIMOTEKY BPEMECHH HUCTIOTHEHHUS.

e [lepexom B MPOCTPAaHCTBO IOJBH30BATENsI W 00pabOTKAa aCHHXPOHHBIX IIPEPHIBAHUA —
TpebyeTcsl MoANepKaTh MEXaHU3M IOMCKAa TOHOK MEXIY 00pabOTYMKOM IpEephIBaHUSA U
KOJIOM NPEPBAHHOTO MOTOKA.

[Momumo omucanHbIX TpeOoBanmii, cBodicTBa OC peasbHOrO0 BPEMEHHM HAKIAJBIBAIOT Ha
peaNn3aInio JOTIOTHUTEIbHBIC OTPaHUYEHUS:

e OrpaHWYeHHBIN 1 QUKCHPOBAHHBIA 00BEM (U3NIECKON M BUPTYATbHON MaMATH — 00BEM
TEHEBOW MTAMATH B OTHOIIEHNH K OCHOBHOH NMaMSATH Apa He JOJDKEH ITPeBOCXoaAnTh 1:1.

e OrpaHmueHHs 1O 3aTpaTaM 10 BPEMEHH B XYILIEM CIIydae — allTOPUTMBI, OTIHPAIOIIHECS
Ha TapaHTHH pPEaJbHOTO BPEMEHH, IOJDKHBI KOPPEKTHO paboTaTh B KOMOMHAIMH C
MHCTPYMEHTOM JUHAMHUYECKOIO aHAJIN3A.

I[J'Iﬂ YMCEHBUICHUA Tp€60BaHHﬁ aJiroputMma no ,Z[OHOHHI/ITGHBHOﬁ NnaMsATH 3a OCHOBY pcaJiu3allin
OUOIMOTEKH BPEMCHHN HCIIOJHCHUSA ObllIa B35Ta ONKCAHHAS BBIIIE Bepcusa OuOIMOTEKH BpEMCHHU
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ncnionHeHuss LLVM Thread Sanitizer, moanmep>kuBaromas TPAaCCUPOBKY OINEpalUuid W CIIOTHI
CHUHXPOHH3AILlMK, KOTOpas I03BOJSET IOJJICPKHUBATh NPOU3BOJIHHO OOJBIIOE KOJIHMYECTBO
JIOTMYECKUX MOTOKOB MPU (PUKCUPOBAHHOM pa3Mepe BEKTOPHBIX YaCOB U KOPPEKTHO 00pabaThiBaTh
MEPENOTHEHUE CYETYMKOB ATIOX MOTOKOB.

6.2 OnTuMM3aumua pacxonoB NO NamMATH

B texymeit peamuzamm LLVM Thread Sanitizer TeHeBasi mamMsTh COCTOHUT U3 JIBYX PETHOHOB: B
NIEPBOM, B COOTHOIIEHNH 2:1 K OCHOBHOW MaMSTH, XpaHUTCS HHPOPMAIHS O MOCIEIHUX JOCTYIax
K MaMsITH, BO BTOPOM — METanH(pOpMaIus 0 IIEpEeMEHHBIX CHHXPOHHU3AIMHU, B cOOTHOIIeHuHU 1:1
ocHOBHOH mamsTH. B mpoctpanctse sagpa OCPB Her MeXxaHM3MOB JAWHAMHYECKOTO YIIPaBJICHHS
BUPTYQJILHON NMaMsATbIO, a 00BbEM (DU3MUYECKOH MamsTH Ha EJeBbIX IUaThopMax 3a4acTylo He
MTO3BOJISIET UMETh TCHEBYIO ITAMATh B COOTHOIICHUH OoJbIeM deM 1:1 K OCHOBHOIA.

TpéxkpaTHass 5KOHOMHSI MOTPEOJSIEMON TEHEBOM MaMSTH JOCTHIaeTcs 3a CUET yMEHBLICHHS
KOJIMYECTBA CJIOTOB IOTOKOB U MaKCHMAJILHOTO 3HAYECHUS ATIOXH ITI0TOKA, a TAK)KE 3aMEHBI TEHEBOTO
pervoHa st MeTauH(GOpPMAlMK Xell-TabJHLeH, XpaHsmed IS KaKIOoro aapeca NepeMeHHO
CHHXPOHH3ALNH €€ BEKTOPHBIC YacChl.

6.3 O6paboTka GapbepoB NaMATU U acceMbIepHOro Koga

bapbepbl mamsaTH, NOYTH HE HCIOJb3yeMble B IMOJB30BATEILCKOM KOJE, HAaXOAAT IIHPOKOE
MPUMEHEHHE B KOJIE sApa U JOJDKHBI YYUTHIBATHCS OMOIMOTEKOM BPEMEHH UCTIONHEHHS KaK TOYKH
cuaxpoHmanuu. [lpuHmun o6pabotku OaprepoB ommcaH aBTopamMu KTSAN [10] u Obur
aJanTHPOBaH JUIA TEKYyILei Bepcur OMOIMOTEKH BPEMEHH UCTIOTHEHUSI.

C nenplo KOPPEeKTHOH 00pabOTKM acceMOIEpHOro M IPOYEro KojAa, HE IOJBEPraroIerocs
aBTOMAaTHYECKOMY aHHOTHPOBAHUIO BO BpeMs cOOpku (T.H. mHcTpyMeHTanuu), Thread Sanitizer
OJIJIEP)KUBACT SIBHbIE BBI30BBI HHTEp(derica ONOIMOTEKN BpEMEHH UCTIOTHEHUS — aHHOTALIUH.

6.4 OnTMMn3auua o6paboTKkn NnepenonHEHUA CYHETUNKA INOXU

JIIi KOpPPEKTHOCTH CBOWCTB BEKTOPHBIX YacOB M QJTOPUTMA OOHApyKEHHS TOHOK JaHHBIX
TpebyeTcsi MOHOTOHHOCTH 3I0X OTepalyii B KakKAoM cioTe. [10CKoNIbKy, ¢ eJIbI0 ONTHMHU3aLNH
3aTpaT MO MaMsTH, pa3Mep CUETUYMKAa SM0XH B TEKylIeW peanu3auuu, B cpaBHeHMH ¢ LLVM
ThreadSanitizer, 0T yMeHbIIIEH 10 6 OUT, Ha JFOOOM peaNTbHOM HCIIOTHEHUH OYAET BO3HUKATH
neperosHeHue cuérunka smoxu. Ilocie mepenonHeHus cYETYMKa SMOXHM HapyIIaeTcs CBOMCTBO
MOHOTOHHOCTH, W BCSI COXpaHEHHas nH(popmanus, cojepkaiias HoMepa CTapbIX 30X M JAaHHbBIC
BEKTOPHBIX 4YacOB, CTAHOBUTCS HECOIVIACOBAHHOW C TeKymMM cocrosiHueM cTpyktyp Thread
Sanitizer. Takum 00pa3oMm, IS KOPPEKTHONW OOPabOTKM IEPEMOSHEHUsT SIOXH Tpedyercs
BBITIOJTHUATH COPOC BCETO TEKYIIETO COCTOSHHS.

O06paboTka TEPETONHEeHNsI CUETYMKA AMOXU MPOUCXOJUT B JIBa 3Tala: CHavaua MpPOU3BOJIMUTCS
OYNCTKA TPAcC MOTOKOB M TaOJIMIBI IEPEMEHHBIX CUHXPOHM3AIIMH, 3aTE€M OIeparst 0OHOBICHI
TEHH.

MeHpmnii AMana3oH BO3MOXHBIX 310X IIOTOKOB, IOMUMO YMEHBILIEHUS pa3Mepa siueiKU TEHEBOM
mamsTH, JaéT pasyMHOE OTpaHWYEHHE Ha pa3Mep Xem-TaOmuisl i MetanHpopMmarmu. OmgHako
TAaKO€ pEUICHHE MPUBOJUT K YAaCThIM OINEpalusiM OOHOBICHUS BHYTPEHHETO COCTOSIHUSI
caHWTai3epa, B TOM 4YHclIe OOHyneHHs (cOpoca) TEHEBOW MaMsATH C Ielblo 00paboTKh
nepenoaHeHns cuéranka 3moxu noroka. B LLVM Thread Sanitizer ms Linux o6HyeHIe TeHEBOI
NaMsTH pealM30BaHoO yepe3 cucTeMHbIi Bb13oB mmap. OCPB He noaiepxuBaeT Takoe penieHUe B
CHITy CTaTHYECKOH KOH(GUTypaluy BUPTYIbHOM MaMsTH.

B cBs3u ¢ aTHM, 1A cOpoca TeHEeBOH MaMATH COCTOSTHHE CTPAaHUI] TeHH (y»e 0OHOBJICHA CTPaHHIIA,
i TpeOyeT OOHYIeHNUS ) SMYIIMPYETCs IPOrpaMMHBIM 00pa30M C UCHONIb30BaHUEM Oydepa ¢uiaros
(puc. 5). Ilpn HEOOXOJMMOCTH JIOCTYNa K CTpaHuIle, TpeOyromel copoca TaHHBIX, TIOTOK CHaYana
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OoOHyJIsIeT €€ MaHHbIe, 3aTeM COpachIBaecT (ar COCTOSHUS CTpaHMIBI. Tak Kak cOpOCH CTpaHHII
TEHEBOM MaMsITH KOHMIMKTYIOT C YTEeHHEM HH)OPMAIIUH O A0CTYIaX U3 TEHH, BO3MOKHBIE JIOKHbIE
TOHKH (PHIIBTPYIOTCS C TIOMOIIBEO ITOJICUCTEMBI TPACCHPOBKH JTOCTYIIOB K MAMSITH.

OmnucanHas peanusanusd 1MO3BOJIACT HE OCTAHABJIMBATBH IIPOTPECC CUCTEMBI BO BPEMS OII€paAllNA
OOHOBIICHHS TC€HHU, YTO BaXXKHO JII JUHAMHUYECKOI'0 aHalin3a KoJa, OIMMPArOIIEeToCsa Ha rapaHTuu
PCaJIbHOT'O BPEMECHHU.

store(0x1238) load(0x2be0) load(0x3a08) store(0x4800)

| |
ﬁ H¢

page status: A B/C D

| |

J l
refresh(B) refresh(D)
h J ¢ h ¢

Page A Page B Page C Page D
[0x1000-0x2000] | [0x2000-0x3000] | [0x3000-0x4000] | [0x4000-0x5000]

Puc. 5. I[locmpanuunoe obHosIeHUE MEHU.
Fig. 5. Per-page shadow reset.

7. Moddepxxka npepbieaHul e peanu3auuu ThreadSanitizer

OI[HI/IM W3 KJITIOYEBBIX OTJIUYHI IMPpOCTpaHCTBa sAJipa OT MOJIb30BATCILCKOT'O ITPOCTPAHCTBA ABIACTCA
HaJIn4ue HpeprBaHI/Iﬁ " yIpaBJICHUS KOHTCKCTOM HCIIOJTHCHHA.

7.1 O6paboTka npouenyp o6paboTynKkoB npepbiBaHUN

ITockoneky BHyTpH siipa OC OCHOBHas 4acTh B3aMMOJAEHCTBHS C MOJIB30BATEIEM H alllapaTypou
MIOCTPOCHA Ha MEXaHU3Me MPEPBIBAaHMH, KOJI 00pabOTKU IMpephIBaHUHA MOXKET KaK BHOCHTbH BKJIAJ B
CHHXPOHM3AIIHIO ITOTOKOB, TaK ¥ COAEP)KaTh TOHKH JJaHHBIX, KOTOPhIe HEOOXOIUMO CBOCBPEMEHHO
obHapyxuBatb. Takum o6pa3om, ThreadSanitizer 00s13aH BHEIPSATH COOTBETCTBYIOIINE TPOBEPKH B
KO/, NCTIOJIHSIEMBIH B IIporecce 00pabOTKHU MpephIBaHUH.

Tak kax Tekymas peanusanus anropurma ThreadSanitizer conepuT OJOKUPOBKH M KPUTHYECKHE
CEeKIIMH, BBI30OBbl OMOJMOTEKH BpPEMEHU MCIOJHEHMS JIOJDKHBI HCIIOJHATHCS C  3alpeToM
ACHMHXPOHHBIX NpEephIBaHUN. 3ampeT NpepbhlBaHUN Ha BpeMs BHI30BOB (GYHKIMH OHONMMOTEKH
BpeMeHHn wncnosHeHusi Thread Sanitizer rapaHTHpyeT, 4YTO Ha OJHOM (DPU3MYECKOM sipe
00paboTYMKN ACUHXPOHHBIX IPEphIBaHUS 00pabaTHIBAIOTCS B H3OJSIMU OTHOCHTENBHO KOAA
MPOBEPOK u3 OubIroTeKku Bpemenu ucnonHenns Thread Sanitizer amst pogUTETBCKOTO MOTOKA.
Taxke, npoueqypbl NEPEKIIOUEHUs KOHTEKCTOB HAPYIIAOT MPEANOJIONKEHHE IOACUCTEMBI
TpaccupoBKH BbI30BOB Thread Sanitizer, yTo BBI30B (QYHKIMM M BO3Bpara M3 HeE MPOUCXOJST B
OJTHOM TIOTOKE ¥ TPeOyIOT OTKIIIOYECHHUS BHEIPESHNUS IPOBEPOK B X KOJIE.

7.2 AMHaMN4YeCKUM aHan13 ob6paboTYMKOB aCUMHXPOHHbIX NpepbiBaHUMA

HOCKOJ’ILKy ACUHXPOHHBIC MPEPbIBAHUA HCHOJHAKTCA KOHKYPECHTHO € KOJAOM POAMTEIIBLCKOI'O
IMOTOKaA, MKy HUMHU CYHIECTBYET BO3MOKHOCTb BO3BHUKHOBCHUS T'OHOK 110 TaHHBIM. C aroit JA(SAIEY 0]
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00paboTUYHK MPEPBIBAHUS CIEAYET PACCMATPUBATH KAK OTIEIBHBIN JIOTHIECKUI TTOTOK, MMEIOIIUH
Ipyroil MAeHTH(HUKATOpP AOCTYIIOB, XPAHAIIMXCS B TEHEBOW MaMSTH, TO €CTh IPUBSI3aHHBIN K
OTJEIBHOMY CIIOTY HIOTOKA.

Taxk xak B KayKABIii MOMEHT BPEMEHH KaXkKIbII IIOTOK MUCTIOHSET OO0 COOCTBEHHBIN KO, THOO KO
00paboTyrKa TpephIBaHUS, JOTHYSCKHHA ITOTOK 0O0paboTdMKa MpepBIBAaHUS MOXKET pa3leiisiTh C
POIUTEIHCKIM IIOTOKOM TEHEBOI CTEK U Oydep TpaccupoBku (puc. 6). Takum o0pazom, HoaIepxKKa
ACHHXPOHHBIX TPEPHIBAHUII MOYTH HE TpeOyeT IOMOJHUTENbHOW HaMsaTH. TakyKe ONMCAaHHBIHA
MOJIXOJ YNPOILIaeT AMArHOCTHKY MPU TPACCHPOBKE CTEKa JOCTYIA, BBI3BABIIETO TOHKY, TaK Kak
OyIeT yITEH CTEK BBI30BOB HE TOJBKO 00pabOTUMKA MPEPHIBAHKS, HO U IPEPBAHHOTO MTOTOKA.

Crek TpaccupoBka
Call(Foo) |Load | Store ... |Call(Bar) | .. M

Foo L
Bar

Int TeHeBOW cTeK
Baz ... |Foo | Bar #int | Baz

Puc. 6. Tpaccupoexa u menegou cmek 06pabomyuka npepoviéanus.
Fig. 6. Tracing and shadow stack with interrupt handlers.

Interrupt| ... |Call(Baz)| ... |Call(..)| .. Ret | ..

B omucaHHOW peanu3aluy JIOKaJbHOE XPAaHWJIMINE JAHHBIX CTPYKTYPhI MOTOKA B peaar3alliu
ThreadSanitizer B simpe OC mnpuBsi3aHO K HWACHTH()HUKATOPY COOTBETCTBYIOIIETO KOHTEKCTA
HCIIOTHEHUSI, @ TEKYIIUH CIIOT JIOTUYECKOT0 MOTOKA 3aBUCUT OT HAJMYHS TPEPHIBAHUI.

AJroput™, peaHu3yIOIUi TOAICPKKY 00pabOTYMKOB TNPEpPHIBAHUNH B KA4eCTBE OTIEIBHBIX
JIOTHYECKUX MMOTOKOB, JTOJKCH OIPEICTUTh CEMaHTHKY OICpAI[Hii IEPEKITIOYCHHS KOHTEKCTA B AIAPE
OC OTHOCHTEIILHO CHHXPOHH3AIKUU B MOIe M amsiTu. B peanu3saiuu siapa OC npuCyTCTBYIOT TpH
OCHOBHBIX BH/Ia MIEPEKIIFIOYCHNN KOHTEKCTA: MEPEKIIIOYCHIE HA MCIIOJHEHUE JAPYTOro MOTOKa sS/apa,
MEPEKII0YeHHE B IPOCTPAHCTBO IIOJIB30BATENII M, B MOMEHT BO3HHKHOBEHHUS MPEPHIBAHUS,
MEPEKII0YCHHEe HAa TOYKY BXOJa B ero oOpabOTYMK M BO3BpaT M3 HpepbiBaHus. [IpepsiBaHus,
KOTOpbIE HEOOXOMUMO 00pabaThiBaTh, MOTYT OBITh KaK MNPEPHIBAHUSIMH U3 MPOCTPAHCTBA
OJIb30BATEIS, TAK ¥ ACHHXPOHHBIMHU TIPEPHIBAHUSAMH U3 MIPOCTPAHCTBA spa.

7.3 Mopgenb nepeknoyYeHMA KOHTeKCcToB B sgpe OC CLOS

O06paboTka MpephIBaHUH U MEPEKITIOUCHUN KOHTEKCTOB ncnoHeHus B sype OC Tpebyer onucaHus
CEMaHTUKH pabOTHI KaXKAOH 3aTparuBaeMoil omnepanuu, e€ npeaycioBus u 3gdexra B HEKOTOPOit
MOJENU COCTOSIHUSI CUCTeMbl. B ymnpoIn€HHOM Mojenu [anee paccMaTpuBaeTcs cleayrollee
COCTOSIHHE, JIOKAJTBHOE [T KaXI0T0 spa IEHTPAIBHOTO MIpoIeccopa:

e context: integer — ID texymero moroka sigpa OC
e ienable: bool — ¢nar pasperenns: aCHHXPOHHBIX PEPbHIBAHHUN
e is_user: bool — ¢mar ucromHeH:s MOIB30BATEIBCKOTO KO

e async_int: integer — ypoBeHb BJIOKEHHOCTH TEKYILEr0 00pabOTUYHMKA ACHHXPOHHOTO
npepsiBanus sapa (0 Ui Ciaydast HCIOJHEHHS KOJa MMOTOKA), JIOKAIBHBIM JJIs TEKYILETO
context
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J71st IpOCTOTHI pacCy>KACHUI U peanu3aliiii MOJIENb HE pa3lieisieT pa3InuHble HOMEpa MPEepPhIBAHUIMA.
B nganHo# MOaenu BEpHBI CIEAYIONINE HHBAPUAHTHI:

e is_user = ienable
e async_int > 0 = —is_user
OnpenenyM B OMUCAHHON MOJENH 00padaThiBacMbIC ONEpalldd YIPABICHUS TPEPBIBAHUIMU (CM.

Tabm. 1). HeTpynHO 3aMeTHTh, YTO BBIIICONMCAHHBIE MHBAPUAHTHI COTJIACYIOTCS C ONMCAHHBIMH
orepanusMu.

Tabn. 1. Onepayuu 6 mooeau nepexnouenus konmexcmog OC CLOS.
Table 1. Operations in the CLOS OS model of context switching.

Onepanus Onucanue IIpenycinosue Oddexr
async_enable Paspernenme acHHXpOHHBIX |—is_user A —ienable |ienable =1
[IpEepbIBaHUI
async_disable 3anpeT aCHHXPOHHBIX —is_user A ienable ienable = 0
[IpEepbIBaHUM
switch_context(T) | [Tepexmouenue Ha motok T |—is_user A —ienable |context=T A
async_int =
async_int(T)
switch_to_user [MepeximoueHne B KO —is_user A —ienable |is_user=1A
MOJIb30BATEIS ienable = 1 A async_int
=0
kernel_sync_int |Bxom B cHHXpOHHOE —is_user ]
npephIBaHue sapa
kernel_sync_ret |Bo3Bpar u3 CHHXpOHHOrO | —is_user 1]
TpephIBAHUS sIpa
kernel_async_int | Bxox B acCHHXpOHHOE —is_user A ienable async_int =
npepbIBaHue spa async_int+1
kernel_async_ret |Bo3Bpar u3 acHHXpOHHOTO |—is_user A async_int =
MpephIBaHUS spa async_int >0 async_int—1
user_int Bxon B (J1r060€) is_user is_user =0 A ienable
npepbIBaHHE MOJIb30BATEIS
user_ret BosBpar u3 (;1r060ro) —is_user A —ienable |is_user=1A
TpephIBaHUS Ob30BaTest |A async_int=0 ienable = 1

7.4 CemMaHTUKa aCMHXPOHHBIX NpepbiBaHUM B KoAae sapa

Omnepanyst paspelieHusi npepbiBanuii async_enable mmeer cemantuky release-omepamuu (cm.
OTIpeNieNieHus] paHee), MOCKOJIbKY, TOMHMO YIIPAaBICHUS IMPEPBIBAHUAMM, CIYKUT allapaTHBIM
OapbepoM st orepanmii 3amucu (T. H. release-Gaprepom). AHAIOIMYHO, ONEpanus 3anpeTa
npepsiBanuii async_disable mmeer addext ammaparnoro Gapbepa s onepanuii yreHus (T. H.
acquire-6apbepa). Takum o0pa3om, Touka Bxojga B mpepbiBanue Kernel_async_int u omeparms
BO3BpaTa w3 Hero Kernel_async_ret mMeroT, COOTBETCTBEHHO, CeMaHTHKy acquire u release
ornepanui.
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Omnepanmst kernel_async_int tpeGyer —is_userA ienable, a suauwnr, Habmrogaet saddexr ienable = 1
npu —is_user HEKOTOPOU onepaly BKIIOYEeHHs pepbiBanuii async_enable Ha nannowm sipe.
Omepanmst async_disable umeer adpdexr ienable = 0, a 3Haumt, HabmomaeT 3hdeKT Bcex
00paboOTaHHBIX TIPEpPHIBaHWN HAa [AHHOM SIpe, B CWIy TpexycioBus ienable omeparim
kernel_async_int, e€ addekra async_int = async_int + 1 u npemycmosust async_int > 0 oneparmu
kernel_async_ret.

Omepanmu kernel_sync_int u kernel_sync_ret He MeHSOT COCTOSIHISI MOZIENH M HE 00pa0aTHIBAIOTCS
B pean3aliiy.

Takum o6pa3om, Ha ogHOM simpe CPU BepHoO, 4TO

e async_enable synchronizes-with kernel_async_int
o kernel_async_ret synchéronizes-with async_disable

C menpl0 MOAJEpP)KAaHWS 3TOTO OTHOIICHUS, B CTPYKType-AECKpUNTOpe (HU3MUECKOTO sapa
BEIJICNIAIOTCS OT/AEIBHBIE BEKTOPHBIE Yackl, «core» velock, mo araixorun ¢ 00paboTKOM peryisapHOi
MepeMEeHHON CUHXpOoHU3auuu (puc. 7).

kernel space Thread
—release() enable interrupts
. Interrupt ,l,
o — .
) —acquire()gﬁ enter |< ——————— interrupt
CD_ \ b,
g *——release(}H_. leave }— —————— » return back
acquire() > disable interrupts

|

Puc. 7. Acunxpounnvie npepvisanus.
Fig. 7. Asynchronous interrupts.

7.5 CemaHTHKa nepekmoqum?l KOHTEeKCTa ucnosiHeHus

Ipu cCHHXPOHHOM TIEPEKITIOUEHUH ¢ KOHTekcTa oToka Thread 1 (mamee T1) Ha KOHTEKCT APYTOro
notoka siiapa Thread 2 (manee T2) — switch_context(T2) — Bce mocneayromie onepamnuu moToka T2
HaOmoaoT 3¢ GEeKT Becex omepanuii TeKyIero noToka I 1, CIIOJIHEHHBIX K IaHHOMY MOMEHTY.

Tak kak g Switch_context BeimosHsETCS MpeaycioBue —is_userA —ienable, BepHO, 4YTO
async_disable sequenced-before switch_context, m ans cubxpoHHM3aiuu MmotokoB T1 um T2
BO3MOXXHO HCIIOJIB30BATh TC€ K€ BCKTOPHBLIC YAChl «COIe» VClOCk, 9TO U B MNPCABIAYIIEM ITYHKTC

(puc .8).

7.6 CemaHTUKa NpepbiBaHUX B KoAe nonb3oBaTens

[lepexroueHne B MPOCTPAHCTBO MOJIB30BATENS OCTaHABIMBAECT IPOTPecC Koja IOTOKA Sapa,n
OJIHAKO SJIPO MPOJI0JKAET 00padaThIBaTh MPEPHIBAHUS TOIH30BATENHLCKOTO KOJA, KAK ACHHXPOHHBIE
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(Hampumep, TpephIBaHHE TaiiMepa), Tak U CHHXPOHHBIE (HAIpUMEp, CHCTEMHBIC BBHI30BHI). [lo
aHaJIoTuH ¢ 00pabOTKOM NpephIBaHUi B spe, onepanuun SWitch_to_user u user_ret umeror release-
CEeMaHTHKY, a onepaius USer_ret umeer acquire-ceMaHTUKY.

Tak kak User_int mmeer mpemycioBue iS_USEr, a omeparmu Switch_to_user u user_ret mmeror
addexr is_user = 1, BepHo, yro User_int wadmomaet addexr switch_to_user u user_ret.

Takoke switch_to_user mmeer mpemycioBue —is_userA —ienable, To ects, HaGmIOIaOT 3DPEKT
ienable = 0 omepamim async_disable. B cBoro ouepens, async_disable mabmonaer addexr Bcex
00paboTaHHBIX MPEPHIBAHUI Ha JaHHOM siape (cM. paszaen 7.4).

Taxum obpaszom, Ha ogHOM siape CPU BeimomHseTcs

e switch_to_user synchronizes-with user_int
e user_ret synchronizes-with user_int

Jus 06paboOTKH 3TOTO OTHOWICHHSA, AaHAIOTHYHBEIM C «core» velock oOpa3zom, B CTpyKType-
JIECKpUNTOpe (GPU3UIECKOTO SApa BRIACIAIOTCS eIIé OJHI BEKTOPHBIE Yackl, «user» velock (puc. 9).
CaoiictBo async_disable synchronizes-with switch_to_user obecreunBaeTcsi CHHXpOHH3AIMEH
«user» velock ¢ «core» velock.

kernel space Thread 1
8= <«—release() switch to context
@ Thread 2 :
§ 7acquire()—>{_ resume from context }4— ——————

i v
Puc. 8. Ilepexnouenue konmexcma.
Fig. 8. Context switch.
kernel space Thread | user space
,l, E User

<«—release() ' switch to user — —E — > user start
e I._nterrup__t : | ,l, _
% —acquire(}gﬁ enter }4 ——————— E— — interrupt |
< ' ) '
< <—~release(}—{ leave }— —————— -+ => return back

Puc. 9. Ilonvzosamenvckue npepuvleanusi.
Fig. 9. Userspace interrupts.
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8. Pesynbmamsi

8.1 NMpounsBoanTENbLHOCTb

B cBsi31 ¢ mprOpUTETOM ONTIMH3ALNHU PACXOI0B MO TAMATH, aJaTHPOBAHHEIN K Koy sinpa OCPB
anroput™ ThreadSanitizer 3ameTHO ycTymaeT 1o npousBoguTenbHoCTH Bepeun ThreadSanitizer n3
Habopa MHCTPYMEHTOB mporpamMMHoii uHppactpykrypsr LLVM. Ha puc. 10 mnokazaHo
OTHOCHTEJIFHOE yBEJIWYEHHE BPEMEHH UYTCHUS W 3amucu cooOmieHus pasmepom 1024 Gaiita mis
pa3IMuHBIX TOPTOB (NIPUMUTHBOB B3amMmojedcTBus Mexnay mnponeccamu B OCPB CLOS).
3amemieHre nHTEpQEicoB OONBIIMHCTBA NPUMHUTHBOB CHHXPOHHM3ALMH TaKXKe JISKUT B Mpeenax
ot 100 no 150 pa3 mo oTHOMICHNIO K UX HEMHCTPYMEHTHPOBAHHBIM BEPCHSM.

HecMoTps Ha MpHOPHUTET SKOHOMHHU PECYPCOB MaMATH HaJl ONTUMH3AIMEH TPOU3BOAUTEIBHOCTH,
TeKyllasl peaqu3alus aJropuTMa Mmo3BoJsieT YCIEeHO TecTupoBaTh koA siapa OCPB B pa3nuuHbIX
CIieHapusIX paboThl, OOHAPYKMBAaTh ONIMOKM MHOT'ONOTOYHOW CHHXPOHHU3ALUU M MPENOCTaBIIATH
JIETAIbHYIO TNarHOCTUKY UX MECTa BOSHUKHOBECHUSI.

ARINC-653 and SAP ports on Cortex-A55 Development Board

I Read with tsan I Write with tsan

Read without tsan Write without tsan

250 H

202
2000 H

150 +

Relative performance decrease

Sampling Queuing SAP

Puc. 10. 3ameonenue npoyedyp unmepgeiicog ARINC-653 u SAP nopmos.
Fig. 10. Performance decrease for ARINC-653 and SAP port interfaces.

8.2 O6GHapyXeHHble OLNOKN MHOTONMOTOYHOW CUHXPOHU3aLUN

IMockonbky no unterpannu Thread Sanitizer kox simpa OCPB CLOS TecTrpoBaiics ¢ H(pUMEHeHHEM
JETeKTOpa TOHOK 110 JaHHbIM RaceHunter, 0CHOBaHHOTO Ha METOJE€ TOUEK OCTAHOBA 10 AAHHBIM, a
TaKke B CHJIy CpaBHUTEIbHO HeOoipmoro odbpéma koxa, anroput™ Thread Sanitizer cocoben
HaWTH CPaBHUTEIEHO HEMHOT'O HOBBIX OLIMOOK B KoJie siapa. Tarke, yacTble onepanun 00padoTku
TIEPETIONTHEHUSI STIOXH TEOPETHYECKN CIIOCOOHBI MPUBECTH K HEOOHAPYKEHUIO TOHOK B HEKOTOPBIX
UCIIOTHEHUSIX.
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HecMoTpss Ha 3TO, B pe3yibTare HMHTETpAIMU B CUCTeMy cOOopkw um TectupoBanus supa OC
peansHoTO Bpemernn CLOS anropurma Thread Sanitizer Oblta IoaTBEpKICHA OJHA U OOHAPYIKEHBI
em€ /JBe TOHKU MO JaHHBIM — KaK MEXAY IMOTOKAMHU SApa, WCIOMHSIOUIMMHCS HAa Pa3iUYHBIX
MPOIIECCOPHBIX SIIPAX, TAK M MEKAY KOJOM IMOTOKA U 00pabOTYMKOM MpPEpHIBAaHUS HA OJHOM SIIpE
(muctuHr 2).

[TSAN] race condition on addr 0x822034e0

[tid=9 pattern = "....... X" kind="Regular Write"] ,
[tid=8 pattern = "....... X" kind="Regular Read "]
[TSAN] tid 9 backtrace

[00] OxGOOOEOOO9003c8ac

[01] Ox0O00EO009004c604

[02] Ox0O00000090047bdc

[03] OxEOO00EO009002eac8

[69] Ox000000009001e5cO
[10] OX0000000000000004
[TSAN] tid 8 backtrace

[00] OX00000000900329e8
[01] Ox00000000900522b4
[02] OXOO000000090052988
[03] OXOO0OOO009002eac8

[09] Ox000000009001e5cO
[10] Ox0000000000000000

Jlucmune 2. Coobwerue 06 0OHAPYHCEHHOU 20HKE NO OAHHBIM.
Listing 2. Detailed log message about a data race detected.

Taroke, Uit TeCTUPOBaHMs HHCTPYMEHTa B cucteMy TectupoBaHus sapa OCPB nobasien
CIICHapHi, COAEeP KAIINI TOHKM 10 JAHHBIM, U MO3BOJIIOIIUI MPOBEPSATh KOPPEKTHOCTH PabOTHI
Thread Sanitizer B xone sapa.

9 3aknoyeHue

B nannoi#1 paboTe moka3aHo, YTO aJTOPUTM ITOMCKA TOHOK MO JaHHBIM, OCHOBAHHBIN Ha MOCIIEIHEH
Bepcun LLVM ThreadSanitizer, MmoxeT ObITh aaNTHPOBaH K MHTETPAIIMU C CHCTEMOH COOpKHU U
tectupoBaHus sapa OC peanbHOro BpeMeHH. BosHHKaromume Mmpu 3TOM 3afaddl COOTBETCTBHS
KECTKUM TpeOOBaHMSIMHU Ha ITPEACKA3yeMOCTh BpEMEHH HCIIOIHEHHS U 3aTpaThl TpeOyeMoil maMsTH
UMEIOT pEeIICHUs, MO3BOJIIONINE OOHAPY)KMBATh TOHKM IO IAaHHBIM, OKa3blBash OTPaHHYCHHOE
BJIMSTHUE Ha 3TH CBOWCTBA UCIIOJHEHHUSI.

B cpaBuernu ¢ OC Linux, rie B KauecTBe HHCTPYMEHTA JMHAMIYECKOTO aHAIN3a JUTS TOMCKA TOHOK
0 JJAHHBIM B sifipe ObLT BBIOPAH ITOAXO0]], OCHOBaHHEIH HA TOYKaxX ocTaHoBa 1o naHHeM (KCSAN),
B OC crmenmaipbHOTO Ha3HAa4YeHWs, B 4acTHOCTH, B OC pealbHOr0 BpPEMEHH, MPOOJIEMBI MpH
UHTETPaIiK IETEKTOPOB, OCHOBAHHBIX HA MOCTpOeHMH oTHOoIeHus: happens-before mpeogonumer,
YTO TO3BOJIICT NMPHUMEHSATh 00a CEeMEWCTBAa JETEKTOPOB T'OHOK IO JAHHBIM, M aHAIW3UPOBAThH
OONBIIHIH CHIEKTP MCIIOTHEHHH.
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Annortauusi. B craThe npearaetcst HOAX0/ K CTATHYECKOMY aHaIIM3y IporpamMM Ha si3eike Python ma ocHoBe
HHU3KOYPOBHEBOI'O BHYTPECHHETO IIPEACTABICHUS M JACBUPTYaIU3alMH, KOTOPBIA MO3BOJISIET BBIIOJHATH
MEXIPOLEAYPHBIH U MEXMOIYIbHBIN aHamu3. I10aX0/ IPUMEHUM K NpOrpaMMam, He COACPIKALUM PYYHBIX
AQHHOTAMA THUIIOB, M MOXET OBITH HCIOJNB30BaH U IIOMCKA CIIOXKHBIX OIIMOOK, KOTOpPBIE HE HIIYTCS
MIOMYJIIPHBIMU HHCTpYMEHTaMu Ha ocHoBe aHanu3a AC/L. [IpencraBienue uist aHanu3a CTponTCs 1o 6aifiTkoxy
CPython, 3atem B pe3ynpTaTe paOOTHl MEXIPOLEAYPHOIO AIrOPUTMa JEBUPTYaIH3aLUU Pa3pelIaroTcs
BBI30BEL. [IpeuiaraeMslii ogxox K IeBUPTYAIM3aIHHK yXKe pean3oBas 1 s3b1koB C, C++, Java, Go u mokaszan
XOpOILME pe3yibTaThl 0e3 HEOOXOIMMOCTH HM3MEHEHMsS CYIICCTBYIOLIMX JeTeKTopoB. Ilocnme amanranuu
anropuT™a s s13bika Python monst ucturHBIX cpabateiBanmit qeTextopos must Python cocrasmta ot 60% 1o
96%. TakuM 00pa3oM, M3HAYAIBHO MPEUIOKEHHBIH Ul CTATUYECKH THIH3HPOBAHHBIX S3BIKOB AITOPUTM
OKa3aJicst IPIMEHNUMBIM K s136IKy Python.

KiroueBble ciioBa: CTaTHYECKHI aHAIN3; SI3BIK IIporpaMmupoBanus Python; nesupryanu3ans.

Jast uurupoBanus: [anycro AJL., Buxnsauues K.1., bopoaun A.E., benepanues A.A. Cratuueckuii aHanu3
si3pika Python ¢ ucnions3osanuem nesupryamusaruu. Tpyast UCIT PAH, Tom 37, Beim. 6, yacts 3, 2025 1., cTp.
109-120 (na anrsmiickom si3bike). DOI: 10.15514/ISPRAS-2025-37(6)-39.

1. Introduction

The Python Programming language is consistently one of if not the most popular of the last decade.
Popularity indices like TIOBE [1] place it in first by popularity among programmers in the last few
years and it remained firmly in top 10 for almost the past two decades. Despite this and the fact that
some studies have shown that Python programs may be more prone to software defects then software
in other languages [2] there are relatively few static analysis tools for Python. Those that exist can
be divided into two broad categories: utilizing AST-based analysis (tools like Pylint [3] and Bandit
[4]) and utilizing type annotations (MyPy [5], Pyre [6]). AST based analysis tools may be more
popular and easier to implement but they fail to detect more complex interprocedural and
intermodular defects. Tools that utilize type annotations are better suited to find complex defects but
are limited by the fact that vast majority of Python programs don’t utilize type annotations as
indicated by [7] which discovered that less than 4% of open-source projects on GitHub use type
annotations in their projects.

In this paper we present our approach to static analysis of Python programs based on low-level
intermediate representation using devirtualization algorithm to provide precise analysis. Our
approach allows to leverage existing detectors implemented in Svace [8-9] — a static analysis tool
aimed at finding complex defects in source code of programs on a variety of languages. Currently
Svace supports C, C++, Java, Kotlin, Scala, and Go. All of these are statically typed compiled
languages.
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2. Building IR

To work with a wide variety of different languages Svace relies on a low-level intermediate
representation Svace IR. This representation is represented as a Control Flow Graph (CFG) where
instructions are in Static Single Assignment form (SSA) and branch conditions are denoted as
assume instructions in target blocks. List of instructions relevant to Python analysis is presented in
Table 1.

Python source files must be compiled into a suitable format that can then be transformed into Svace
IR. CPython bytecode is well-suited for this purpose due to its similarity in structure and semantics
to Svace IR. The main problem with this representation is lack of stability. For example, Python
3.11 introduced a new way of handling exceptions incompatible with the old one. Because of this
we restrict Python version to 3.12 and focus on specifics of this version in this paper.

To obtain the bytecode, we utilize the standard Python library module dis [10], which provides a
straightforward way to read and manipulate the bytecode. Moreover, by incorporating specific
additional instructions into Svace IR, we can achieve full compliance with Python’s semantics,
further solidifying its utility for our analysis tasks.

Svace IR is constructed in two phases. First source directories are traversed recursively and for each
Python source file the bytecode is saved to a file without any significant modification. Additionally
directory structure that contains files found is also saved to facilitate import resolution (see section
3.5). Second when analysis starts bytecode is read from these files and transformed to Svace IR.
This is where most of transformations outlined below take place.

Table 1. Main Svace IR instructions.

= allocal() memory allocation
=D SSA-assignment
a = *b pointer dereference
*a = Db pointer assignment
a = b.field read object attribute
a.field = b write attribute
a = makeclosure func, (co, Ci, ..) closure/lambda creation
a = ptr (ao, ai, ..) virtual function call
assume condition condition true on the execution path
2.1 SSA Form

Svace operates on an intermediate representation in Static Single Assignment (SSA) form, whereas
Python bytecode does not conform to this format. Consequently, a translation process is necessary
to reconcile this discrepancy. To achieve this, we employ a two-stage approach. Initially, we perform
analysis of the string table within the bytecode, focusing on identifying variables that appear on the
left-hand side of assignment operations with multiplicity greater than one. These variables are
modeled via references to memory allocated via alloca instructions at the start of function. Single-
instance variables are directly represented via variables in Svace IR. The outcome of this pass is a
symbol table that serves as the foundation for constructing the intermediate representation.
Subsequently, we execute a bytecode-to-Svace IR conversion process, where each instruction is
individually modeled to accommodate its SSA-form requirements, effectively transforming the
original bytecode into Svace IR. An example of source code, its Python bytecode and resulting Svace
IR can be seen in fig. 1.

Additional consideration is global and non-local (captured) variable handling. At the level of Python
bytecode all variables accessed using STORE_NAME and LOAD_NAME in module functions are
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considered global and in normal functions special LOAD_GLOBAL and STORE_GLOBAL are
used. Unlike Python bytecode Svace IR does not have special instruction for global variables
handling and instead has special type of global symbols which are equal when used in different
functions. Therefore, when converting to SSA form a special context is maintained per Python
source file which allows tracking of all global variables across different functions. Non-local
variables behave differently. Unlike globals, they are not just available to all inner functions. Instead,
each MAKE_FUNCTION accepts a tuple argument with all captured variables. This information
is saved in the makeclosure Svace IR instruction and is later used by devirtualization and main
analysis.

Python source Python bytecode Svace IR
def foo(n): RESUME n = alloca ()
*n = arg n
s = allocal()
return value = alloca()
*return value = None
if n < 0: | LOAD FAST (n) n 1l ="*n
LOAD CONST (0)
COMPARE OP (>)
POP_JUMP IF FALSE (to 16)
s = n | LOAD FAST (n) assume n_ 1 > 0
STORE_FAST (s) n_2 = *n
*s =n 2
s += 2 LOAD FAST CHECK (s) s 1= *s
LOAD CONST (2) s 2=s51H+2
BINARY OP (+=)
STORE_FAST (s) *s = s 2
return s | LOAD FAST (s) s 3 =*s
RETURN_ VALUE *return value = s_3

Fig. 1. Python source code translation example.

2.2 Exception handling

Exception handling in Python is done using an auxiliary structure called exception table. This
structure stores the start and end offsets of the instruction blocks that can throw an exception and
corresponding offset of block that handles the exception. During evaluation if an exception occurs
and exception tables has a matching range, the code execution goes to the handler. However, this
approach has several problems when converting to Svace IR: this creates implicit control flow not
represented by any instructions and this potentially means that each instruction inside block defined
in exception table can throw an exception. Solution to first problem is creating an explicit split in
control flow graph (CFG) after each instruction and adding assume instructions in each execution
path that denote whether this is normal or exception path (fig. 2) [11].

This approach is very convenient for static analysis but exacerbates the second problem, adding a
split in CFG after each instruction in try block leads to extremely complex graph which will slow
analysis down significantly. At the same time while many instructions in Python bytecode may
throw exception this is not modelled the same way in Svace IR. Instead, we opted to assume that
only call instructions may throw an exception (fig. 3).
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assume normal assume exception
foo_1 — *foo foo_1 = *foo |——
*a — 11
assume normal assume exception
foo_1() foo 1()
*a =11

a_1-—*a
*return_value

Fig. 2. CFG for try-except.

*a=10
foo_1 = *foo

assume normal dssume CXCCplil)ﬂ

foo_10) foo_1()

Fa=10 *a=11
——

a_l=*a L

*return_value =a_lI |

Fig. 3. Simplified CFG for try-except.

2.3 Classes and object instantiation

Classes in Python are special functions which when called produce an instance of the class [12, page
3.2.8.8]. Additionally behavior of instance creation can be modified with special methods like
__init__and __new__. As specified in Python reference when class object is called first instance of
class is created, possibly viathe __new__ method and then __init__ method is invoked in instance.
However, the _ call__ method of class object is not contained anywhere in CPython bytecode.
Consider the following example:

class Example:

a=1

def init  (self, b, c):
self.b = a
self.c = Db

def foo (self):
print (self.a)

Bytecode generated for this example will contain a <class Example> block that initializes methods
and fields, and functions __init__ and foo. However, the factory function that corresponds to the
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Example itself is not present (note that it is not the same as <class Example>, it does not invoke
__new__or __init_ ). Actually, that function is generated using a special __build_class__ built-in
that is written in C* that accepts <class Example> function as input and produces class object. The
__call__method of class is also a built-in function written in C (known as type_call) that is common
for all classes (unless custom metaclass is used) [12, page 3.3.3.1].

This behavior is quite complex and will not work well with algorithms insensitive to caller context
such as devirtualization algorithm used in Svace (see Section 3). Instead, our analysis models this
by adding the missing type_call function for each class to Svace IR during build process and
reproduce required behavior in it;

def Example (a, b, c):
class = < class Example > ()
instance = class. new ()
instance. init (b, ¢)
return instance

Adding such a function for each class (not just a common one as part of metaclass implementation)
improves analysis accuracy by removing the need for flow and context sensitivity to analyze class
creations.

3. Analyzing calls and imports

As previously mentioned, our solution does not construct any call graph while building IR. Other
tools also use algorithms separate from construction of internal representation (be that some low
level SSA form or AST) to perform two tasks: import resolution and qualified name resolution. This
algorithms by themselves are quite difficult to implement due to intricacies of Python scoping rules
and dynamic nature of language. However, they are only effective at working with calls to "basic"
function not giving any insight into method calls or lambda invocations. Using typing annotation is
more useful but as mentioned earlier small amount of Python programs use them.

We argue that more suitable approach is to use a virtual call resolution algorithm, i.e., devirtualizing
for all functions. Svace already has a robust and extensible algorithm for multilingual
devirtualization [13]. However, Python differs significantly from any languages that Svace already
supported in two key ways: dynamic typing and no static linking. This warrants some additions to
devirtualization algorithm.

Devirtualization algorithm in Svace is performed in two parts [13]:

1. Analysis on individual functions building summaries. Summaries are language agnostic
representation of type aliases in functions and dependencies or updates to values external
to the function. For example, assigning or reading global variables, using function
arguments or calling other functions etc. When a summary is constructed each variable in
a function is assigned to multiple alias classes of two possible types: direct and transitive.
A direct alias represents that a variable contains a certain function, an instance of certain
class etc., while a transitive alias represents that variable receives data from some external
function.

2. lterative algorithm that manipulates a dependency graph of function summaries to resolve
global interprocedural dataflow. Summaries are processed to see which global values are
updated by this summary and then algorithm proceeds to update function summaries
affected and so on until algorithm eventually converges.

To add support for Python in this algorithm Python specific constructions need to be converted to
this language-agnostic representation.

! This built-in function is so special that it even has a dedicated LOAD_BUILD_CLASS opcode.
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3.1 Functions and lambdas

Python is often described as a functional programming language [14]. This is often attributed to
first-class function support like lambdas. However, at Python bytecode level all functions, not only
lambdas but also ones defined with def keywords are treated as values. This is in stark contrast to
languages like C/C++, Go and others where distinction between regular calls and calls to function
pointers, virtual methods etc. In fig. 4 CPython bytecode and Svace IR for simple function call is
presented.

Python source Python bytecode Svace IR
def foo: LOAD CONST (<foo>)
MAKE FUNCTION mkcls res = makeclosure foo
STORE_FAST (foo) *foo = mkcls res
foo () LOAD CONST (<foo>) | foo 1 = *foo
MAKE FUNCTION
STORE_FAST (foo) foo 1)

Fig. 4. Simple function call IR.

MAKE_FUNCTION instruction produces an object corresponding to the function which is stored
in variable foo. Any subsequent calls to this function will retrieve value from variable to stack and
CALL uses this object to invoke function. This is the only way to create and invoke functions in
Python?. This means that devirtualization in Python has one source of direct aliases makeclosure
Svace IR instruction and one type of call virtual call of functional object, represented as pointer call
Svace IR instruction. When makeclosure instruction is encountered result is assigned an alias of
respective function. While this seemingly simplifies IR over languages like C/C++, Go and JVM-
based languages where multiple types of calls can occur [13] the fact that even the simplest cases
like the one above require dataflow analysis to resolve increases complexity of devirtualization for
Python.

3.2 Captured variables

As mentioned above Python has a special way of passing data to a function in place where it is
created via captured variables. This data is associated with created function object in makeclosure
instruction. During execution the data stored in object is passed to function only at call site.
However, in context- and flow-insensitive devirtualization algorithm this data can be passed directly
to the makeclosure instruction. Just like an external dependency is established for arguments of
pcall an external dependency is established for each captured variable passed to the created function.
This removes the need to track captured variables along with the created function when modelling
dataflow, but provides correct results due to context-insensitivity of analysis.

3.3 Attributes

Modelling composite objects in dataflow analysis can be done in many different ways. The most
precise approach is to model both individual objects and their individual components. This is done
during the main analysis in Svace but this is quite a heavy approach that does not scale well to global
dataflow analysis algorithms. To simplify one can either treat all components of object as one (this
is useful for modelling arrays, treating all elements of array as one) or treat all instances as the same
object (this is useful for modelling classes, structures etc.). Devirtualization algorithm treats all fields
of the same type as the same location. This works well in languages like C/C++, Java and Go where

2 As mentioned earlier Python bytecode utilizes two instructions to denote calls: CALL and CALL_KW. In
Svace both are translated to pointer call instruction.
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type of object field of which is accessed is known due to static typing. In Python type is not known
and needs to be inferred. Consider the following example:

class Data:

pass
def assign (obj):

obj.a = "string"
def read (obj):

a = obj.a

print (a.islower ())
obj = Data ()
assign (obj)
read (obj)

Here the algorithm first infers that obj argument of both assign and read functions is an alias to
class Data. Then during analysis of assign function an update to all readers of field a of class Data
is issued notifying them that field now aliases class str and finally read function is analyzed again
and can resolve the call to islower method as type of obj.a is resolved. This also seamlessly handles
that Python attributes (unlike fields in statically typed languages) can be assigned or read without
any prior declaration. Note that if calls to assign and read receive objects of different types:

assign (Data())
read (OtherData())

then call to a. islower () will not be resolved due to types of obj being different, as expected.

3.4 Classes

As mentioned earlier in Section 2.3 classes are initialized by a complex sequence of function
invocations and more specifically methods of classes are initialized in a special <class> function by
assigning function to respective attributes of class. The fact that this function is unique per class
declared in program makes it a good identifier for class type alias used in devirtualization. Thus
concrete aliases to class type reference respective <class> function and return values of special
constructor functions generated for each class are assigned this alias. Any variable assigned in
<class> function (using STORE_NAME instruction) are automatically assigned to respective
attribute as illustrated in fig. 5.

Python source Python bytecode Svace IR
class Example RESUME
a =1 LOAD CONST (1)
STORE_NAME (a) clazz.a =1
def init (): LOAD CONST (< init >) |mkcls res 1 =
MAKE FUNCTION makeclosure  init
STORE NAME (__init ) clazz. init =
mkcls res 1
def foo(self) LOAD CONST (<foo>) mkcls res 2 =
MAKE FUNCTION makeclosure foo
STORE_NAME (foo0) clazz.foo =
mkcls res 2

Fig. 5. Class declaration translation example.
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Consequently, method call c. foo(args) in Svace IR is represented as two instructions: ¢_foo = c.
foo and ¢_foo(args)®. This means that previously described approach to modelling attributes models
Python method semantics perfectly without the need to additionally model method tables like in
C++, Java and Go where methods are a distinct entity [13]. This approach is also able to model some
Python specific tricks like overwriting methods after object creation (a.k.a "monkey patching™):

class Example:
def foo (self):
pass

o = Example ()
o.foo = lambda: print ("Hello, world!")

In this example there are two assignments to foo attribute of Example class. One is a method that
does nothing and one is a lambda that prints "Hello, world!". This is a valid Python code and is
sometimes used in real Python project as an alternative to overriding methods. Our devirtualization
algorithm can handle this situation correctly because it is no different semantically than method
assignment in class creation process.

3.5 Module imports

The final piece to full Python analysis is intermodularity. In the most basic case the import statement
receives a single argument, which is a path to the module, and binds it to the current function as a
variable [12, page 5]. Imported modules in Python are also regular objects with attributes. Each
module gets its own type based on <module> function for direct aliases encoding type information
of corresponding object (just as each class does based on its <class> function). Each assignment to
variable in module function is also modeled as an assignment to attribute of module with the same
name. Then when encountering import instructions result must get an alias to corresponding module.
As mentioned earlier information about directory structure is saved during the build phase. This
information is stored as a filesystem tree and when an import instruction is processed, this tree is
traversed according to rules outlined in Python documentation [12, page 5.5] and respective module
is selected. Then the result of import call is assigned alias to appropriate module. More complex
forms of imports such as import a from b as ¢ then can be represented as a simple import and
number of attribute reads for "import from" statements and assignments for "as" directives.
Similarly to class modelling this makes devirtualization able to deal with "monkey patching" and
also other unusual applications of modules when they are treated as regular objects. For example,
modules that are passed as function arguments:

def foo (obj):
return obj.urlopen ("https://example.com")

def bar () :
import urllib.request
return foo (urllib.request)

Here urllib.request argument is modeled as an alias to <module request> object and in foo function
attribute urlopen is resolved to correct function.

3 This corresponds to CPython opcodes LOAD_ATTR and CALL. Interestingly before Python 3.12 special
LOAD_METHOD and CALL_METHOD opcodes that combined the two existed.
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4. Results
To test the approach, we have analyzed a set of open source projects of various sizes ranging from

tens of thousands to one and a half million lines of code. Projects, their versions and source code
sizes are outlined in Table 2.

Table 2. Analyzed projects.

Project Version (KSLISC)
home-assistant/core 2023.9.1 1537
pytorch 2.5.1 1304
tensorflow 2.18.0 926
plotly.py 5.14.1 747
cpython 3.115 709
django 4.2.5 372
jax 0.4.14 182
matplotlib 3.8.0 180
fastapi 0.101.1 83
ipython 8.12.2 54

To perform analysis a server with 16 CPU cores and 64 Gb of RAM was used. Warnings for a set
of detectors were reviewed and results are presented in Table 3. Detectors chosen are the ones that
do not depend on particular details of analyzed language and thus could be used for Python without
any major modifications. Additionally, Table 4 contains devirtualization algorithm performance
statistics for various projects.

Large number of emitted warnings and high rate of true positives demonstrates that approach to
analysis of Python presented in this paper can effectively transform Python programs in a form
suitable for complex static analysis using the same tools that are applied to statically typed languages
like C, C++, Java etc. that are handled well by Svace.

Table 3. Results summary.

Warning Total warnings TP TP%
DEREF_AFTER_NULL 47 23 82%
DEREF_OF NULL 94 38 64%
DIVISION_BY_ZERO 235 133 78%
NULL_AFTER_DEREF 115 47 64%
REDUNDANT_COMPARISON 358 147 75%
TAINTED_PTR 110 91 96%
UNUSED_FUNC_RES 456 224 93%
UNUSED_VALUE 448 190 81%

5. Conclusion

This paper describes an approach to static analysis of Python programs. Using specific techniques
during intermediate representation construction and applying a devirtualization algorithm allows to
create representation similar to those generated for statically typed languages and is a critical
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component for interprocedural and intermodular analysis. This representation can be efficiently used
by existing static analysis tools such as Svace to detect many types of errors in programs without
any additional modifications to existing detectors.

Table 4. Devirtualization statistics.

_ T_otal D(_evirt Dt_avirt Virtual Resolved
Project time time time call Resolved %
(sec) (sec) % number
home-assistant/core 504 13.0 2.5% 805260 53330 6.6%
pytorch 644 15.9 2.4% 705661 46484 6.6%
tensorflow 370 9.1 2.5% 601024 68880 11.4%
plotly 404 6.9 1.7% 124635 14808 11.8%
cpython 626 115 1.8% 449269 24903 5.5%
django 282 7.1 2.5% 220678 15955 7.2%
jax 215 6.1 2.8% 120423 7717 6.4%
matplotlib 157 3.5 2.2% 82679 12503 15.1%
fastapi 68 1.3 1.9% 19359 1634 8.4%
ipython 90 14 1.5% 21897 1484 6.7%
scrapy 34 0.8 2.3% 27120 1232 4.5%
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AnHotammsi. BoccraHoBnenme mocie OMMOOK — OOWH W3 KIIOYEBBIX KOMIIOHEHTOB TEXHOJIOTHH
CHHTAKCHUYECKOTO aHaJIN3a, 0COOCHHO B TaKHX MPWIOKEHHAX, Kak IDE 1 KOMIUIATOpEL, Tie CHHTaKCHYECKHE
OoImMOKKA HE JOJDKHBI OJIOKMPOBATh aHAIM3 BXOOHBIX AaHHBIX. B nmanHOW cTathe mpencraBieH PereFlex —
HMHCTPYMEHT IS SKCIIEPUMEHTAIBHO OI[EHKH BOCCTAHOBJIEHHS ITOCIIE OIIMOOK B aHAIN3aTOpax, paboTaloMmuX
Ha wiatgopme JVM. OneHka OCHOBaHa Ha peajibHBIX Mapcepax At Java 1 OMIMOOYHBIX MOJIB30BATEIBCKUX
nporpamMmax. [lomydeHHBIE TaHHBIE YKa3bIBAIOT Ha OOpPaTHYIO 3aBUCHMOCTh MEXKAY CKOPOCTBIO PabOTHI H
KaueCTBOM BOCCTAHOBJICHUS: HPOJBHHYTHIE METOIBI, OOCCIIEUMBAIOIINE KAaUYeCTBEHHOE BOCCTAHOBIICHHE,
COTIPSIKCHBI C BBICOKOW BBIYUCIIUTENBHOM CII0KHOCTBIO.

KiioueBble ¢j10Ba: BOCCTAHOBJIEHHUE MTOCIIE OMIMOOK; CHHTaKcn4yeckui ananus; IDE.

Jas uutupoBanus: baunme O.M., BopoOweB .C., Paiikun I'.P., Bacuna [I.B., Ilymakor /JI.C.,
I'puropreB C.B. PereFlex: mHCTpyMEeHT Iisi aBTOMAaTHYECKOH OIIEHKH BOCCTAHOBICHHS IIOCIE OLIMOOK B
cuHTakcuueckux anaimmszatopax. Tpymst UCIT PAH, Tom 37, Bem. 6, gacts 3, 2025 r., crp. 121-132 (na
anrsumiickoM s3eike). DOI: 10.15514/ISPRAS-2025-37(6)—40.

1. Introduction

An integrated development environment (IDE) is a tool designed to assist developers in writing code
efficiently. The features and inspections provided by an IDE are largely based on the abstract syntax
tree (AST), which serves as a structural representation of the source code generated by a parser or
syntax analyzer. During the coding process, programmers do not always maintain syntactically
correct code.

To work effectively under such circumstances, IDE parsers must be capable of recovering from
errors and generating an AST that is, if not entirely accurate, at least a reasonable approximation of
the correct structure. Efficient error recovery ensures that minor syntax errors do not interrupt the
development process [1], enabling features such as autocompletion, real-time syntax highlighting,
and quick fixes to function smoothly.

Evaluation of error recovery is important from both scientific and practical standpoints. Parser
developers need reliable benchmarks and metrics to compare new recovery algorithms against
existing solutions. Likewise, practitioners who build tools such as IDEs, linters, or static analyzers
must be able to choose a parser that meets their needs. This requires access to measurable,
reproducible information about how well a parser handles erroneous input. Without a clear
evaluation framework; it is difficult to make informed decisions or track progress in error recovery
techniques.

Despite its practical importance, evaluating the quality of error recovery remains a challenging and
largely open problem. First, there is no standardized metric for measuring recovery quality. Different
approaches employ a variety of techniques, including analysis of error type distributions [2], exact
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match metrics [3], and manual assessment [4-5]. Second, not all metrics are universally applicable.
Some are suited to specific parsing algorithms [6], while others depend on the structure of the
recovered AST [5, 7]. Different parsers often produce different ASTs for the same incorrect input.
This variation arises from differences in their grammars, error recovery strategies, and design
decisions. As a result, directly comparing parsers becomes a challenging task.

In addition to metric design, dataset construction presents another fundamental challenge. Many
prior studies rely on synthetic datasets, fully generated or partially modified by mutators [5, 7-8].
These datasets make it possible to automatically label error types and run controlled experiments.
However, they can create error patterns that do not reflect real-world code, which limits how well
the results apply in practice. To address this, recent studies [1, 6, 8] have started using datasets of
real code written by developers [9]. These datasets provide more realistic testing conditions and lead
to more reliable evaluations.

This work addresses these challenges by introducing a unified way to evaluate parser error recovery.
The proposed method does not depend on a specific parsing technique or AST representation and
can be applied to a wide range of real-world codebases.

To ensure an efficient and systematic evaluation, we first review existing approaches to assessing
error recovery quality. Building upon this foundation, we present a novel tool that automatically
evaluates the error recovery quality of parsers targeting the JVM platform. Notably, the tool can
operate without access to a parser’s internal structure, including its parsing algorithm or specific
error representations.

Additionally, we analyze the error recovery capabilities of widely used JVM-based parsers
integrated into IDEs such as VS Code and Eclipse. To facilitate benchmarking, we have annotated
a real-user dataset [9] of Java source files containing syntactic errors.

This research contributes to the field of parsing and syntax analysis in the following ways.

e Evaluation Metrics: We review existing approaches to error recovery evaluation and
summarize their advantages and limitations.

e Tool Implementation: We present PereFlex [10] (Flexible Parser Error Recovery
Evaluation), a tool that computes a subset of these metrics for any given JVM-based parser
without requiring internal access to its implementation.

o Analysis of Real-World Parsers: We apply PereFlex to evaluate both generated and
standalone parsers used in real-world development environments, including Visual Studio
Code [11] and Eclipse [12], providing insights into their recovery quality and limitations.

2. Evaluation Methodology

Many techniques exist for evaluating error recovery [13]. We limit our scope to parser recovery in
general, excluding lexer-level errors.

2.1 Quality Metrics

The central question in quality assessment is how closely the recovered input matches the original
user input or a correct reference version. Several evaluation strategies are widely used.

1) The simplest approach involves manual evaluation [4-5]. However, this method is time-
consuming and prone to subjective bias. Additionally, developers may be influenced by
error-messages output from the tools used during verification [6]. Despite its limitations,
manual inspection remains a valuable method, particularly in cases where no baseline file
with corrected errors is available. To enhance precision, some studies classify recovery

quality using coarse categories such as “excellent”, “good”, and “poor” [4]. However, this
classification lacks granularity and does not allow detailed analysis.
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2) AST comparison assesses structural similarity between recovered and expected syntax
trees [5, 7]. This method is accurate but sensitive to AST format differences and parser-
specific representations. This method also requires a dataset with reference recovered code
to compare trees in the same format.

3) Edit distance [14] quantifies the number of modifications needed to transform one string
into another. In error recovery algorithms, particularly in syntax analysis, edit distance is
employed to identify the optimal recovery path with minimal data loss [6]. While useful, it
may not fully reflect structural differences in complex codebases, requiring careful
application.

4) Exact match [15] is 1 if the recovered code exactly matches the marked target code, and 0
otherwise. Because it is based on a labeled dataset, false positives may occur when
performing alternative but syntactically correct fixes.

5) Cascade errors, where one error triggers additional parsing failures, are measured by
counting total error locations [6]. Yet, fewer errors do not always imply better recovery, as
some parsers may miss detecting them entirely.

6) First-error stopping [2, 16] limits recovery assessment to the initial error, ignoring parser
behavior for subsequent code, which is vital in IDE scenarios.

7) Error type distribution [2] reflects the frequency and kinds of errors encountered. Though
often mixing compile-time and parsing errors for Java code, it reveals patterns that highlight
parser weaknesses.

In our approach, we selected edit distance and error distribution as our primary evaluation metrics.
Edit distance provides a general, language-independent measure of how well the recovered input
matches the original one, while error distribution highlights systematic flaws in recovery strategies,
providing insight into the parser’s robustness and practical utility.

2.2 Performance and Memory Usage

The most straightforward way to evaluate recovery performance and memory consumption is to
measure the difference between parsing benchmarks for a correct file and the same file containing
errors [5, 7]. This approach eliminates common overhead costs but is only applicable to generated
datasets where an ideal solution is known. When working with real-world datasets, performance
trends must be compared across different parsers rather than against a predefined baseline.

In some cases, performance measurement can be further refined. For instance, if recovery is a
distinct module within a parsing algorithm, its execution time can be measured separately [6].
However, this is only applicable to parsers with dedicated recovery modules.

2.3 JVM-specific Aspects of Evaluation

In this study, we analyze the performance of the JVM (Java Virtual Machine). Our methodology is
based on “Pro.NET Benchmarking” [17], which provides an approach to experiment design,
statistical analysis, and bias mitigation that can be applied to any virtual machine.

e Use release builds with optimizations: this ensures that benchmarks reflect real-world
tool performance.

e Prevent compiler optimizations from eliminating measurements: partial results should
be stored in variables to ensure correctness.

¢ Repeat benchmarks multiple times: each performance measurement should be executed
at least 30 times, with 5-10 warm-up iterations to stabilize results.

e Trigger garbage collection (GC) between measurements: since GC can introduce
variability, forcing a collection cycle before measurement ensures consistency.
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Since this study focuses on evaluating JVM-based parsers, memory measurement must account for
JVM-specific constraints. The most critical metric is peak memory usage during parsing. JVM-based
programs do not have a fixed point where peak memory usage is guaranteed, as GC can reclaim
memory at any time.

One possible solution is to use specialized profiling libraries such as JMH [18]. However, these tools
are designed for microbenchmarking and are not well suited for experiments involving large datasets
or extensive computations. An alternative approach is to constrain the JVM's maximum memory
allocation and use binary search to determine the minimum required memory for processing a given
file.

In summary, a tool for reliable parser evaluation on the JVM requires awareness of its runtime
behaviors, especially GC and JIT optimizations.

3. Error Recovery Analysis Tool for JVM Platform

PereFlex provides an efficient and structured way to benchmark error recovery capabilities across
different parsers on the JVM. It operates as a console application, enabling users to evaluate multiple
parsers for different programming languages with precise control over execution parameters.

3.1 System Architecture

The high-level architecture of the benchmarking tool consists of the following key components
shown in Fig. 1.

o RecoveryAnalyzer An API for evaluating any JVM parser in a benchmark system and its
implementation for different parsers.

Benchmark Runners: Kotlin module that performs multiple measurement algorithms with
a given implementation of IRecoveryAnalyzer and dataset. This module can be extended by
users.

Data Representations: Python library processes the collected benchmark data. This
module generates graphs for a specific parser or compares graphs for all analyzers and
calculates some statistics to obtain test results.

‘ Parserl ‘ ‘ ParserN

L 1

Benchmark Runners (Kotlin) Data representations (Python) |

RecoveryAnalyzer >
‘ Error Types ‘ ‘ Similarity ‘ o = Plots for one parser
1 | Labels and d

measurement

_ 1 r&-sult:l/ 71 5

S — . i < Comparison plots for
. 7_7% JVM Heap Memory ‘ ‘ Processing Time ‘ set of parsers
Original J —— &

dataset
SRR

e

Fig. 1. High-level architecture of the benchmarking tool.

3.2 Key Features

The benchmarking tool currently implements the following evaluation metrics for error recovery in
parsers.
e Error Types: Categorization and analysis of errors encountered during parsing.

o Similarity: Similarity score is calculated between recovered output and expected result. In
current implementation the original token sequence is used as the expected result. The
system can be extended to use a reference-fixed version, enabling broader dataset
evaluation and experiment design flexibility.

e JVM Heap Memory Usage Tracks peak JVM-heap memory consumption during parsing.
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e Processing Time: Execution time is measured multiple times for each benchmarked input.
Each measurement is recorded, allowing users to specify the number of warm-up runs and
actual executions even after evaluation.

The system is designed to be extensible, allowing users to define and integrate their own evaluation
metrics. By following the existing benchmarking framework, users can implement custom analyzers
to gather additional insights, such as parser-specific error handling strategies, CPU usage, or other
performance indicators. This flexibility makes the tool adaptable for different research needs and
evolving parsing technologies.

3.3 Conclusion

The evaluation tool described in this paper is a practical solution for researchers and developers
working on JVM-based parsing. The tool is also scalable, allowing users to add their own JVM-
based parsers and define custom statistical measurements, making it adaptable for different research
needs and parser implementations.

4. Experiment Design
This section describes our approach to measuring the quality of error recovery in parsers.

4.1 Dataset

To evaluate the quality of error recovery, we use the real-world dataset from Blackbox, a repository
of events from the BlueJ Java IDE [19]. This dataset has previously been used for experiments in
the field of syntactic analysis [1, 6, 8], enabling direct comparisons with prior research.

4.2 Research Questions

We design experiments to address the following research questions.
RQ1: How does parsing implementation affect error detection quality?
RQ2: Does similarity score reflect the quality of error recovery?

4.3 Evaluation Metrics
In this study, we adopt edit distance and error type distribution as the principal evaluation metrics.

The edit distance (ED) is zero for identical code; however, in our approach, we invert this metric
so that the similarity score equals zero if the token sequences are completely different:

ED(original,recovered)

B max(|original|, |recovered|)

The original token sequence is obtained from the lexer phase, while the recovered token sequence
is collected from parsing results, including error tokens if error nodes appear.

To evaluate the quality of error recovery by error type distribution, the dataset must be annotated
with error types that should be detected. Since the target language is Java, we use the javac [20]
compiler as a reference. javac is part of the Java Development Kit (JDK) so it serves as the de facto
standard for compiling Java source files. It provides a well-defined set of diagnostics [21] with
human-readable error descriptions [22].

A key challenge is that javac does not strictly separate parsing and compilation errors. For instance,
a parser error like illegal start of expression and a compilation error such as classes: {0} and {1}
have the same binary name are defined in the same file and referenced by property names. To ensure
accurate evaluation of parsing errors, we manually exclude errors from later compilation stages. As
javac is our reference, the metric for error recovery is the number of errors detected by javac that
were missed by other parsers.
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4.4 Implementation Details

All parser metric evaluations are abstracted using the IRecoveryAnalyzer interface, which provides
the following methods.

o getlLexerTokens — returns the set of original tokens obtained after lexing.
e getParserTokens — computes the set of tokens after error recovery.

e measureParseTime — performs parsing once and returns the execution time.

To support a custom JVM-based parser, it is necessary to implement these methods. During this
research, we developed implementations for commonly used parsers and parser generators.

e Tree-sitter [23] — A widely used parser generator, notably in VSCode. Originally written
in C, it includes optional JVM bundling [24]. Due to its non-heap memory usage, JVM-
based memory profiling is not representative, but parsing speed and quality evaluations
remain applicable. Since it lacks a built-in lexer API, we implemented an external lexer
(based on JFlex for Java) for similarity distance calculation.

e Two versions of ANTLR [25] were generated for Java:

= ANTLR-Java8-spec — Based on the official Java 8 specification [26].
= ANTLR-Java — Based on an optimized Java grammar [27].

e JDT (Java Development Tools) — Used in Eclipse, JDT differs from conventional parsers
by storing keyword tokens (e.g., if, else, catch, public) as AST node fields instead of leaves.
Extracting token sequences for comparison requires a custom AST traversal mechanism.
Fortunately, JDT provides the NaiveASTFlattener visitor, which traverses the AST, applies
error recovery strategies, and reconstructs the correct code.

In approbation purposes, we analyzed the parsing speed for each parser on the BlackBox dataset.
The evaluation results are shown in Fig. 2. This demonstrates that our tool enables researchers to
compare different parsers in a benchmarking ecosystem with minimal overheads.

5. Evaluation

In this section, we present the evaluation results and address our research questions.

RQ1: How does parsing implementation affect error detection quality?

To assess the impact of parsing implementation on error detection quality, we compare different
parsers in terms of missed error messages relative to the reference parser from the javac compiler.
Fig. 3 presents the distribution of missed errors across multiple parsing implementations.

The results reveal differences in error detection effectiveness. The most notable finding is the
variation in the number of missed errors, particularly for common syntax issues such as not a
statement and most common Java error [2] *;" expected. Tree-sitter, for instance, exhibits a high rate
of missed variable declaration not allowed here and class, interface, enum, or record expected
errors, indicating its limitations in handling incorrect declarations. ANTLR-Java and ANTLR-
Java8-spec, while similar in parsing algorithm, show discrepancies in handling punctuation-related
errors such as missing colons and parentheses. JDT, by contrast, appears to have more balanced
performance but still misses certain structural errors.

These differences suggest that parsing strategies play a crucial role in error detection quality. Parsers
optimized for flexibility, such as Tree-sitter or Antlr-java, may allow faster parsing but at the cost
of missing critical syntactic violations. Conversely, stricter parsers such as ANTLR-Java8-spec can
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enforce the Java grammar more rigorously, but as we can see in Fig. 2, they may struggle with
parsing performance.

Parsing time
50000 B ANTLR-Java
| 71 ANTLR-Java8-spec
- Tree-sitter
48800 1] m |DT-JLS21
5 30000 e
o
w
-2 [
% 20000 -

T -

% ey 107 108 109 1010
Parsing time(ns, log)

Fig. 2. Parsing time measurement on the BlackBox dataset.

In summary, the choice of parsing implementation directly affects error detection quality. The trade-
off between strictness and recovery flexibility determines whether a parser will correctly diagnose
syntax issues or silently fail to recognize them.

RQ2: Does similarity score reflect the quality of error recovery?

The similarity score, based on edit distance, measures how closely the recovered code matches the
original input. We measured this metric using a BlackBox dataset to evaluate error recovery, as
shown in Fig. 4. To better understand the quality of the similarity score, we compared its results
with other metrics, such as performance and error distribution.

) Missed error type distribution(score 1)
not a statement — e L e

"' expected ———
illegal start of expression !-
array dimension missing
-> expected =
class, interface, enum, or record expected,]_
while expected =
variable declaration not allowed here
invalid method declaration; return type required |
(" expected f
reached end of file while parsing =
<identifier> expected M=

Error type

Parser
B Tree-sitter
B ANTLR-Java
. ANTLR-Java8-spec

OtherF s DT-JLS21
0 1000 2000 3000 4000 5000
File count

Fig. 3. Missing error distribution in comparison with javac.

Our analysis showed that although the similarity score provides a useful quantification, it does not
always reflect the true quality of error recovery.
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e ANTLR-Java and Tree-sitter show high similarity scores, but they tend to miss many
syntax errors, as seen in Fig. 3. Their outputs look close to the original, yet they often fail
to identify and correct issues.

e JIDT-JLS21 has lower similarity scores because it carefully prunes incorrect subtrees
during recovery. This leads to more edits but ensures that invalid constructs are not
preserved.

o ANTLR-Java8-spec closely follows the Java language specification and detects many
errors, resulting in more differences from the original and thus lower similarity scores.
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—— ANTLR-Java A —— ANTLR-Java

40 ANTLR-Java8-spec  / _ ANTLR-Java8-spec
—— Tree-sitter ?f — Tree-sitter

30/ — JDT-JLS21 i\ —— |DT-JLS21

A~

w

20 /’7

- — - / e _\“rv'-
=" o / b O ; A
— - / hnmnfif

— —— /

rJ

Density Estimation
Density Estimation

=
F iy
= S

v . i : J‘_?___ == |
0.96 0.98 1.00 %.0 0.2 0.4 0.6 0.8
Similarity Score Similarity Score

Fig. 4. Similarity score for Blackbox dataset.

In conclusion, while the similarity score alone is not sufficient to assess recovery quality, it still
offers valuable insights. It is simple to compute, enables easy comparison between parsers, and it
indicates how the recovery process is performed in general. However, since high similarity may also
result from ignoring errors rather than fixing them, it must be used alongside correctness and
structural validation metrics to accurately evaluate recovery behavior.

6. Conclusion

In this work, we surveyed and analyzed existing approaches to measuring error recovery quality in
parsers. To support a subset of this analysis, we developed an open-source tool that enables
researchers to evaluate both performance and recovery quality benchmarks for any JVM-based
parser. The tool features an extensible architecture, allowing additional benchmarks and data
analysis modules to be integrated using a consistent API.

Using this framework, we evaluated a real-world parser on actual erroneous user input. Our results
demonstrate that parser recovery quality cannot be fully understood using a single metric alone.
Instead, a comprehensive analysis across multiple metrics is necessary to draw meaningful
conclusions.

This multifaceted evaluation approach allows not only for a deeper understanding of newly
developed parsers but also facilitates practical comparisons between existing ones. Such
comparisons can guide the selection of parsers best suited for real-world applications, depending on
whether performance or error recovery is a higher priority for the end user.
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7. Future Work

Impact on Performance: Understanding the impact of error recovery on performance requires
proper benchmarking. Establishing a baseline for each example allows us to isolate whether
performance variations stem from error recovery or differences in the parsing algorithm.
Cross-Language Evaluation: Extending our framework to other programming languages,
particularly those using Parsing Expression Grammars (PEGs) [28-29], would provide broader
insights into recovery strategies and language-specific challenges.

Al-Powered Recovery: Al-assisted tools demonstrate promising results in error recovery by
analyzing the AST and suggesting fixes [8, 30-31]. Future work could explore integrating Al-driven
recovery into JVM-based parsers and comparing its quality and effectiveness with traditional
methods.

Evaluate More Real-World IDE Parsers: Some parsers used in real-world projects are not
standalone tools but are instead tightly integrated components of larger systems. A key engineering
challenge in benchmarking such parsers lies not in supporting them within the benchmarking
framework, but in isolating and executing them independently of the full application. Notable
examples include the parser from the IntelliJ IDEA IDE and the one embedded in the javac Java
compiler.
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AHHoTanusl. [l oOHapy>KeHUs] COCTOSHUI TOHKM B MHOTOIIOTOYHBIX IMPOrpaMMax MOTYT HCIOJIb30BaThCs
METOJbl AUHAMUYECKOTO aHanu3a. JlMHamMudeckue MeTOAbl OCHOBaHBI Ha HAOMIOAEHHM 3a TOBEICHHEM
MIPOTpaMMBI TIPU €€ peanbHOM BBINMOTHEHUH. Tak Kak aHalu3 BCEX BO3MOKHBIX ITyTeH BBIMOIHEHUS B 00IIEM
cllyqae HEOCYIIECTBHM (M3-3a KOMOWHATOPHOTO B3pBIBA YHCIA BO3MOXHBIX YepeJOBaHHI ITIOTOKOB),
JIMHAMUYECKHE METOABl MOTYT YITyCKaTh OIpeNeNEHHbIE OIIMOKH, MPOSBISIONINECS TOJBKO IIpH
crenu(UUeCKUX YCIOBHUSX WIH IOPSAKE BBITOJIHEHUS OTOKOB. JTO OrpaHWYEHHE OTHOCHTCS, HapuMep, K
MOJXONy, PEaIU30BaHHOMY B IpelblAylied Bepcuu MHCTpyMeHTa RaceHunter, xoTopblil AeMOHCTpHpYeT
CocoOHOCTh 3((PEKTHBHO BBISABIATH COCTOSHHS TOHKH, HO BCE K€ MOXKET MPOITYCKaTh OTIEIBHBIE CITydau.
Jlnst pernerust mpo6neMbl KOMOMHATOPHOTO B3PBIBA MOKET HMCIIOJB30BAThCS aHAIN3 C OTPAaHUYICHHEM UHCIIA
MEPEKITIOYCHUH TIOTOKOB (aHTI. context bounding). DTOT MeTO MOAPa3yMEBACT HCCIICAOBAHUE TOJIBKO TEX
ITyTel BBIMOIHEHNSI, B KOTOPBIX OTPAHUYCHO YHCIIO MEPEKTIOYEHIH OTOKOB, YTO MO3BOJISIET CAETATh aHAIN3
Oosiee MacmTabUpyeMbIM. AHaJIM3 C OTPAaHUYCHHEM YHCIA INEPeKJIIOYEHHUIH IOTOKOB CIIOCOOEH BBIIBIATH
OMMOKH, NPOIyCKaeMble IPYIrMMH METOJaMH, IIPH OTPaHWYEHHH BCETO B [Ba IPUHYIUTEIBHBIX
MEPEKITIOYEHHS TIOTOKOB.

B nmanHOl pa0oTe MBI MPEACTaBIsIEM peaM3aldi0 aHAIW3a C OTPAaHWYCHHEM KOJMYECTBA MEPEKITIOYCHUI
MIOTOKOB B MHCTpyMeHTe RaceHunter, koTopsIit o6ecniedrBaeT eANHYO IIaThopMy JUIS OIIMCAHUS Pa3IMIHbIX
METOJIOB JHMHaMuuyeckoro aHaimza. OLeHKa IoKasajla, YTO HPEUIOKESHHBIH IMOJXOA CIIOCOOCH BBISBISTH
COCTOSIHUSI TOHKH, KOTOPbIE OBUIH MPOITYIIEHbI IPYTUMH METOIaMH, XOTSI ¥ IEHOW 3HAYUTEIILHOTO YBEJINUCHUS
BpeMeHHM aHaimmu3a. Kaxk u 0Xuaanoch, 3TO yBEIMYEHHE BPEMEHM CBSI3aHO C IOBTOPHBIMH 3allyCKaMU
nporpaMmel. TeM He MeHee, peanu3alis NPeACTaBIsIeT co00i BaKHYIO OCHOBY AN OymyIned MHTETPaIni C
JIPYTHMH TEXHUKaMH OOHApYXEHHUs COCTOSHHH TOHKH, B 9aCTHOCTH C ITOJXOJIOM, YK€ PEaln30BaHHBIM B
nHcTpymente RaceHunter.

KonroueBsble ci1oBa: Beprdukanus; JTMHAMIYECKUH aHAIIN3; OTPaHNYEHNEe KOHTEKCTA.

Jas uutupoBanusi: Pynenunk B.I1., Anapmano I1.C., Mytumma B.C. OrpaHudeHHe KONIHYeCTBa
MePEKIFOYCHHH TOTOKOB MPY AMHAMHYIECKOM aHAII3e MHOTONOTOYHBIX porpamm. Tpynst ICIT PAH, Tom 37,
BbIML. 6, yacts 3, 2025 r., ctp. 133-148 (Ha anrmuiickom si3sike). DOI: 10.15514/ISPRAS-2025-37(6)—41.

1. Introduction

The verification of multithreaded (parallel) programs is more complex than that of single-threaded
programs. This is primarily due to race conditions — a type of error unique to multithreaded programs
and notoriously difficult to detect. Race conditions occur when multiple threads access shared
memory simultaneously and can lead to nondeterministic program behavior. The problem of race
detection is NP-hard [1]. As a result, numerous techniques for automatic race detection have been
proposed and continue to be actively developed.

Approaches for detecting race conditions are generally classified as static or dynamic. Static
methods analyze source code without executing the target program. They can detect potential race
conditions across all possible executions but often produce false positives due to over-
approximation. Dynamic methods, on the other hand, detect race conditions by monitoring program
executions on specific inputs. This paper focuses on dynamic methods.

The main benefit of dynamic analysis is its high precision: it generally reports issues that actually
occur during execution. And its main limitation is incompleteness: it can only detect bugs that
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manifest under the specific inputs and execution paths explored during analysis. As a result, it may
miss rare or nondeterministic bugs unless executions are carefully guided or repeated under varying
conditions.

Analyzing all possible execution paths of a multithreaded program is generally infeasible due to the
combinatorial explosion of possible thread interleavings. Context bounding is a dynamic analysis
technique that addresses this problem by limiting the number of thread switches in each explored
execution path. It systematically explores all execution paths that satisfy a specified bound. The
method is scalable and has been shown to detect many real-world bugs even with relatively small
bounds [2]. However, its high analysis time, caused by repeated executions, and its implementation
as a stand-alone tool [3], limit its applicability.

The RaceHunter tool [4] provides a unified framework for describing and implementing various
dynamic analysis methods. Each method fits a common interface and is implemented as an
independent unit. This allows it to be used independently, and at the same time greatly simplifies its
combination with other methods.

The main contribution of the paper is an implementation of context bounding analysis in the existing
dynamic analysis tool, RaceHunter.

The paper is organized as follows. Section 2 provides a brief overview of existing dynamic program
analysis methods and the tools that implement them. Section 3 presents the RaceHunter framework.
Section 4 describes the implemented approach in terms of the RaceHunter framework. Finally, the
evaluation of the implemented approach is presented in Section 5.

2. Preliminaries

We focus on multithreaded programs - that is, programs that contain more than one execution thread.
The central problem is detecting race conditions in such programs. To simplify the description, we
will consider data races, which are a narrower class of errors. However, the presented approach is
able to detect general race conditions. A data race is formally defined as follows: two accesses from
different threads to the same memory location are called conflicting if at least one of the accesses is
a write. Two conflicting accesses are said to form a data race if the order of their execution is
undefined.

Dynamic analysis techniques are used to detect race conditions. Dynamic analysis is a type of
program analysis that is based on observing program executions on concrete inputs. A program
execution refers to a specific run of the program, during which a particular sequence of operations
is performed, determined by the program's logic, input data, and runtime environment. The sequence
of operations in a program execution is referred to as an execution path. It represents one possible
interleaving of operations across all threads of a multithreaded program. Note that we assume
sequential consistency and do not consider weak memory models.

Below is a brief overview of several dynamic analysis methods, along with examples of tools that
implement them.

2.1 Lockset and happens-before algorithms

Most dynamic data race detection tools are based on one of the following algorithms: happens-
before [5], lockset [6], or a combination of both [7].

The happens-before algorithm is based on introducing a partial order over the set of memory
accesses. In particular, two conflicting accesses are considered to form a race condition if they are
not comparable under this order.

The lockset algorithm is based on tracking the set of acquired locks. In the lockset algorithm, two
conflicting accesses are considered to form a race condition if their sets of acquired locks do not
intersect.
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To detect data races, a combination of these algorithms can be used [7]. The combination of the
lockset and happens-before algorithms was implemented in ThreadSanitizer [8], a tool for dynamic
analysis. However, the combination showed limited practical benefit due to false positives. That is
why later versions of ThreadSanitizer do not rely on the lockset algorithm to find data races.

In ThreadSanitizer, memory accesses are grouped into segments - sequences of events within a
single thread that contain only memory access events (i.e., no synchronization events). Each memory
access event belongs to exactly one segment. A partial order is established on these segments using
happens-before relations. The state of ThreadSanitizer is a set of unordered segments for each
memory location. On every memory access (which are tracked using instrumentation), the state is
updated and the algorithm performs a check for conflicting accesses (accesses from different threads
with at least one of them being a write). Finally, if no happens-before relationship exists between
two accesses and they are conflicting, a data race is reported.

2.2 Breakpoint-watchpoint approach

Another approach used for race detection is the breakpoint-watchpoint approach. It is based on
placing breakpoints and watchpoints on a certain set of memory accesses. When a breakpoint is
triggered for the memory that is being accessed, a watchpoint is set for the same memory, and a
short waiting period follows for a thread that triggered the breakpoint. If the watchpoint is triggered
in this period, which means that some other thread is accessing this memory, a race condition is
detected.

This approach is implemented in the tools KCSAN [9], DataCollider [10], and RaceHunter [4]. In
KCSAN and DataCollider, the set of memory accesses where breakpoints are placed is chosen
randomly. In RaceHunter, each pair of conflicting memory accesses is analyzed.

Let's take a closer look at how the breakpoint-watchpoint approach in the RaceHunter tool works.
During the first execution of the program (monitoring phase), various events are tracked for each
thread, particularly accesses to shared memory. The resulting trace of events is then analyzed to
identify pairs of conflicting memory accesses. For each such pair, the program is executed again
(race provocation phase), with breakpoints set at the two conflicting accesses. When one of the
breakpoints is triggered, the corresponding thread pauses for a limited time. If the second breakpoint
is subsequently triggered, the race condition between the two conflicting accesses is considered
detected.

The enhanced capability of RaceHunter to identify data races is achieved at the cost of increased
verification time (primarily due to repeated executions) and memory consumption during the
monitoring phase.

2.3 Context Bounding

All of the approaches described above can miss race conditions due to exploring only a fraction of
possible execution paths of a multithreaded program.

A complete analysis of all possible thread interleavings is practically impossible in most cases
because of the number of such thread interleavings. Consider a program with n threads where each
thread executes k atomic operations. In this case, the number of possible interleavings of these
operations exceeds (n!)*. This means that the total number of interleavings grows at least
exponentially with respect to both n and k. Analyzing such a vast number of execution paths is
feasible only for the simplest examples and does not scale to real-world programs.

The number of analyzed execution paths can be significantly reduced by using iterative context
bounding [2], in which only paths with a limited number of thread switches are analyzed.

Consider a context bound ¢, which is the maximum number of preemptive thread switches. In a
program with n threads, where each thread executes k operations, the number of possible
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interleavings with the bound ¢ grows as (n%k)°n! [2]. It is a polynomial growth with respect to k,
making context bounding a scalable technique for larger programs.

Context-bounding is implemented in the CHESS tool [3]. CHESS systematically explores all
possible thread interleavings using iterative context bounding. That means that it starts by analyzing
execution paths without preemptions (¢ = 0), and after analyzing all paths with ¢ preemptions, it
proceeds to analyze those with ¢ + 1 preemptions. For each execution path, CHESS uses Goldilocks
[11] algorithm to check for data races. In theory, such an approach could take as long as an
exhaustive search, but in practice, CHESS is capable of detecting race conditions missed by other
algorithms even with a bound ¢ < 3.

The benefits of this approach include its scalability to large programs and the ability to detect all
race conditions that can be achieved with a given context bound c.

However, it also has drawbacks: the verification time is increased due to the large number of
repeated executions, and the standalone implementation of the method makes integration with other
approaches challenging.

3. Framework Overview

As previously stated, the goal of this work was to implement context bounding analysis within the
existing dynamic analysis tool, RaceHunter. To describe the proposed context-bounding-based
approach, we must first introduce the RaceHunter framework into which it is integrated. RaceHunter
relies on instrumentation to control program execution, as detailed in Subsection 3.1. The required
structure of test programs is described in Subsection 3.2. The RaceHunter algorithm is presented in
Subsection 3.3, and the analysis, which is an abstraction for representing a dynamic analysis method,
is defined in Subsection 3.4.

3.1 Instrumentation

In order to intercept program operations and control program execution, instrumentation is used. At
the compilation stage, calls to the OnEvent function (see Subsection 3.3) from the RaceHunter
library are automatically inserted immediately before each memory access event using
ThreadSanitizer's default instrumentation. That allows RaceHunter to acquire control over program
execution just before a memory access is performed, enabling the analysis to react based on
information about the upcoming event and without executing it yet.

The OnEvent function is called concurrently for events from different threads, without the use of
synchronization primitives. This concurrency allows RaceHunter to control the execution of the
target program: based on the intercepted event, the analysis decides whether the event should be
executed immediately or later. In the former case, OnEvent returns and the thread proceeds; in the
latter, the thread is temporarily suspended within RaceHunter while other threads continue. This
mechanism enables the analysis to enforce a specific execution path.

3.2 Test structure

The target test program must have a specific structure. To enable repeated execution, a test function
should be wrapped in a loop. An example of such a program is shown in Listing 1. The main
function contains a loop with calls to the Reset, OnStart, and OnRestart interface functions. The
function-under-test test func performs some concurrency operations. Note that the loop body is
not limited to a single test function and may include an arbitrary set of operations.

The test func function is called from the loop's body, allowing it to be executed repeatedly.
Each iteration of the loop corresponds to a single execution of the test function. The condition for
executing the loop's body is the function OnRestart (line 27 in Listing 1) of RaceHunter algorithm.
The Reset function (line 24) resets the values of the shared variables to the default ones. The
OnStart function (line 25) allows the algorithm to track and handle the start of each iteration.
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1 int n = 0;

void Reset() { n = 0; }

2

3

4

5 woid funcl () {
6 tmpl = n + 1;
7 n = tmpl;

8

}

10 void func2() {
11 tmp2 = n + 2;
12 n = tmp2;

13 }

15 void test func() {
16 thread thl (funcl);
17 thread th2 (func?);
18 thl.join();

19 th2.jo0in();

20 }

21

22 int main() {

23 do {

24 Reset () ;

25 OnStart () ;

26 test func();

27 } while (OnRestart());
28 }

Listing 1: A test program.

3.3 RaceHunter algorithm

Algorithm in Listing 2 is the key component of the RaceHunter tool. Its input is an abstract analysis,
which is used for program analysis, e.g. breakpoint-watchpoint approach or context bounding
approach. Its attributes are a current state, a current target and the sets of targets - waitlist and
reached. Three functions - OnEvent, OnStart, and OnRestart - are called from the instrumented
target program.

For each iteration of the algorithm - equivalently, for each execution of the target program - a target
is specified. Informally, a target represents the objective of the current iteration of the analysis. The
set waitlist contains targets that are yet to be explored, while the set reached contains all targets for
the analyzed program, both explored and unexplored. By definition, waitlist & reached.

At the start of the analysis, reached contains only the initial target provided by the analysis, waitlist
is empty, and target is the initial target. Both reached and waitlist are populated with targets by the
GetNewTargets operator of the analysis, which is called from the OnEvent function.

The OnRestart function, which is called at the end of each iteration, updates the target of the
algorithm for the next iteration. It selects a new target from the waitlist and assigns it to target. If
the waitlist is empty, the analysis stops.

The state in Listing 2 represents the current state of the analyzed program. The OnStart function,
which is called at the start of each iteration, resets the state to its initial value.

The state is updated via the Transfer operator of the analysis and is used to create new targets
through the GetNewTargets operator.

The OnEvent function of the algorithm is called for each memory access event, as described in
Subsection 3.1. It takes as input an event e and a thread identifier tid.
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The OnEvent function does the following. First, it calls the Transfer operator of the analysis.
This operator updates the state and returns a Boolean value res, which is then used to determine
whether the current thread should continue execution or be paused. Because of the concurrent nature
of OnEvent, when a thread is paused within OnEvent, other threads proceed and potentially modify
the global state. As a result, when the paused thread resumes after a timeout and calls Transfer
again, the state is likely to have changed, which may affect the outcome of the subsequent
Transfer call. Target program progression and no looping are ensured by each specific
implementation of the Trans fer operator.

After that, the OnEvent function calls the GetNewTarget s operator of the analysis. This operator

returns new targets, which are then added to the sets reached and waitlist. Finally, the OnEvent
function returns, allowing the intercepted event to be executed.

1 waitlist := @

2 reached := {analysis.getInitialTarget ()}

3 target := analysis.getInitialTarget ()

4 state := analysis.getInitialState()

5 function OnStart

6 state := analysis.getInitialState() # Reset state

7 end function

8 function OnRestart

9 if !waitlist.Empty() then

10 target := waitlist.Pop()

11 return true # Restart with a new target

12 end if

13 return false # No more targets = stop analysis
14 end function

15 function OnEvent

16 res := analysis.Transfer (state, e, tid, target)

17 while !res do # While Transfer not successful
18 WaitWithTimeout () # Pause thread

19 res := analysis.Transfer (state, e, tid, target)
20 end while
21 newTargets := analysis.GetNewTargets (state, e, tid, target)
22 for t : newTargets do
23 if !reached.contains (t) then
24 waitlist.add (t)
25 reached.add (t)
26 end if

27 end for
28 end function

Listing 2: RaceHunter algorithm.

3.4 Dynamic Analysis

As previously stated, in the RaceHunter framework, each approach is implemented as an instance
of an abstract analysis. Each analysis must define a state and a target and implement each of the
following interface functions: Transfer, GetNewTargets, GetInitialTarget, and
GetInitialState. These functions are used by the algorithm, and although their specific
implementations depend on the concrete analysis, they can be generally described as follows:

e Transfer: updates the state of the analysis for a given event e in thread tid and the target,
and determines whether the thread tid should be suspended.

e GetNewTargets: generates new targets based on the current state, the given event, and
the target.
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e GetInitialTarget: returns the initial target for the first iteration.
e GetInitialState:isused to reset the state at the beginning of each iteration.

The Transfer operator not only updates the state for a given target program event, but also
determines whether the thread should pause or continue execution, as described in Section 3.3. It
returns a Boolean value indicating whether the current thread should be suspended or allowed to
proceed. Note that the state is passed to Transfer by reference, allowing the operator to modify
it directly.

In the breakpoint-watchpoint approach implemented within the RaceHunter framework, the target
is defined as a pair of conflicting accesses to shared memory. The state tracks which memory
accesses have been executed so far. When one of the accesses from the target is encountered by
the Transfer operator, the operator temporarily suspends the corresponding thread. During this
suspension, Trans fer, when called for other threads, checks whether the other access in the pair
is about to be executed. If it is, a race condition is reported. The GetNewTargets operator for a
given shared memory access identifies new pairs of conflicting accesses, which then become new
targets for the next iterations.

4. Implementation

The proposed approach performs a systematic analysis of all possible program executions such that
the number of thread switches in the execution path does not exceed a specified bound. The
description of the implementation of this approach in the framework described in the previous
section is presented in Subsection 4.1. Subsections 4.2-4.4 introduce the auxiliary class Scheduler
used in the implementation. The limitations of the approach are discussed in Subsection 4.5, and
some implementation features are provided in Subsection 4.6.

4.1 Context Bounding analysis

We now describe context bounding analysis. To do so, we need to define the four functions
introduced in Section 3.4 along with the state and the target of the analysis. We begin by defining
the target and the state.

The goal is to analyze all possible execution paths in which the number of thread switches does not
exceed a given context bound. Accordingly, in our analysis, the target of each iteration represents a
unique execution path. Similarly, the state of the analysis represents the current partial execution
path.

Each execution path is described by a sequence of events. Since the events themselves are not
important in our implementation, the sequence of events is abstracted to a sequence of corresponding
thread identifiers. We refer to such sequences of thread identifiers as prefixes. Both the target and
the state in our analysis are represented by such prefixes.

The GetInitialState operator returns a state with an empty prefix.

The GetInitialTarget operator returns a target with an empty prefix, which, in the case of
targets, corresponds to an arbitrary execution path. Listing 3 provides a description of Transfer
and GetNewTargets operators.

The Transfer operator updates the state (line 3 in Listing 3) by appending a thread identifier to
the prefix. It does so as follow. For a given event, the Transfer operator decides if the event
should be executed. The decision process, which includes selecting the thread necessary to recreate
the execution path specified by the target, is described in detail in Sections 4.2, 4.3, and 4.4. When
execution is permitted, the Transfer operator adds the corresponding thread identifier to the end
of the state's prefix and returns True; otherwise, the prefix remains unchanged and False is
returned. As a result, by the end of an iteration, the state, which was empty at the start of the iteration,
accumulates the full path of this execution.
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1 function Transfer (&state, e, tid, target)
2 if scheduler.ResumeThread(state, tid, target) then
state.Update ()
return true
else
return false
end if
end function

@ 3 o U bW

9
10 function GetNewTargets (state, e, tid, target)
11 if TargetRecreated(state, target) then

12 for id : {AllIds \ state.lLastThreadId} do
13 newTarget = copy(state)

14 newTarget.swaplastElementTo (1id)

15 if newTarget.abide (bound) then

16 targets.add (newTarget)

17 end if

18 end for

19 return targets

20 else

21 return 9

22 end if
23 end function

Listing 3: Context Bounding analysis functions

The GetNewTargets operator generates new targets only if the target from the current iteration
is already recreated (see the TargetRecreated function at line 11). It does so as follows: it
replaces the last thread identifier (line 14) in the updated state’s prefix (just added by the Transfer
operator) with each of the other available thread identifiers. Note that GetNewTargets does not
modify the state. All resulting prefixes that satisfy the context bound (line 15) are returned as new
targets (line 19).
We state that in our implementation, each target generated by the GetNewTargets operator
during analysis uniquely corresponds to a specific execution path. The target prefix defines the
beginning of the path but does not explicitly define the rest of it. However, the way the rest of the
path is constructed during execution ensures its uniqueness. Moreover, presuming that all execution
paths are finite, we state that each execution path that satisfies the given context bound is represented
by some target generated by the GetNewTargets operator and is explored during the analysis.
To better illustrate this, let us consider the tree of possible execution paths shown in Fig. 1 for the
program in Listing 1. For simplicity, only operations from the concurrent functions func1 (thread
1) and func?2 (thread 2) are shown. Each edge represents a program operation, and each vertex
represents a prefix. Vertex A corresponds to the beginning of an execution, while vertices N through
S correspond to the end of an execution. An execution path is a sequence of edges from the root A
to one of the leaves N-S. There is a one-to-one correspondence between all execution paths and the
leaves N-S, so we refer to each execution path by its corresponding leaf. There are a total of six
execution paths in this example: N, O, P, Q, R, and S.
First iteration. The analysis starts with an empty target prefix (target = {}) and an empty state
prefix (state = {3}), both of which correspond to the vertex A in the example. Assuming there is no
context bound, our goal is to explore each of the six execution paths exactly once.
The Transfer operator selects the next thread to execute and appends its thread identifier to the
state. The GetNewTargets operator generates new targets by appending all other possible thread
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identifiers to the original state. In the example, the Transfer operator selects one of the two
threads, updating the state to correspond to either vertex B or C. Suppose that Transfer selects
the first thread, so the state now corresponds to vertex B (state = {1}). The GetNewTargets
operator then replaces the last thread identifier in the state with the other available one, generating
a new target corresponding to vertex C (new target = {2}).

After that, the Transfer operator selects a thread to execute again. Suppose it selects the first
thread once more, updating the state to correspond to vertex D (state = {1, 1}). The
GetNewTargets operator then generates a new target corresponding to vertex E (new target =
{1, 2}). Then, the execution continues in the only remaining possible way and finishes, updating the
state to correspond to vertex N (state = {1, 1, 2, 2}).

The result of the first iteration is as follows: the execution path N is explored, and two new targets
are generated: {1, 2} and {2}, corresponding to vertices E and C, respectively.

l:tmpl =n+ 1N2:tmp2Z=n+2

Fig. 1. Execution paths tree.

Second and subsequent iterations. Next, the analysis explores one of the new targets. Suppose that
it explores target = {1, 2}, which corresponds to vertex E. In this iteration, one of the two possible
execution paths, O or P, will be explored, and the other one will be represented as a new target that
corresponds to vertex | or J and will be explored in a future iteration. Similarly, during the iteration
with the target corresponding to vertex C, one of the execution paths Q, R, or S from this subtree
(the subtree with the root C) will be explored, and the remaining paths will be represented as new
targets and explored later.

Summing up, each iteration starts with the target prefix recreation, which corresponds to going down
the tree to an unexplored subtree represented by the target. In the first iteration, the entire tree is
unexplored - this is precisely what an empty target represents. For such an unexplored subtree, the
Transfer operator incrementally selects a path from the root of the subtree to a leaf, while the
GetNewTargets operator keeps track of all other possible paths in this subtree by representing
each unexplored sub-subtree as a new target. This process ensures that each execution path is
explored exactly once.
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4.2 Scheduler

In this section, we describe the scheduler - an auxiliary component in our implementation. Its internal
attributes can be viewed as part of the state, and its methods as helper functions for the context
bounding analysis.

The scheduler's main purpose is to choose which thread will proceed next at a given point during an
iteration. This is done through a call to the scheduler's boolean function ResumeThread from the
Transfer operator, as shown in Listing 3.

The ResumeThread function ensures target prefix recreation. It does so by identifying a thread
required to recreate the target from the current state and allowing only this thread to proceed.

The target prefix is recreated in our implementation as follows. At the start of each iteration, the
scheduler checks if the target prefix is empty. If it is not (as is the case in all iterations except the
first), the prefix has to be recreated first. For this, the scheduler creates an iterator over the target
prefix. This iterator tracks the part of the prefix that has already been recreated and points to the
identifier of the next thread required for recreation. When the ResumeThread function is called
for a thread tid, it first checks whether the iterator still points to an identifier to see if the prefix has
been already recreated. If it is not the case, the ResumeThread function then compares tid to the
identifier to which the iterator is pointing to. If they are equal, then the iterator moves to the next
identifier and the scheduler allows the thread to proceed. Otherwise, the thread is suspended, and
the scheduler waits for another thread.

Once the target prefix has been fully recreated, the ResumeThread function chooses the next
thread according to the scheduler's strategy, which is described in the next section.

4.3 Scheduler strategies

After the target prefix has been recreated, the Transfer operator guides the program execution to
the end, thereby exploring a unique execution path. Theoretically, the specific choice of which path
is executed has no effect on the correctness of the analysis - it only determines the order in which
the execution paths are explored. Regardless of this order, each execution path will be explored
during the analysis exactly once. However, in practical applications, the choice of execution path
can be important. To demonstrate this, we implemented three scheduler strategies for selecting the
next thread to execute: the random strategy, the minimum switches strategy, and the fair scheduling
strategy.

The random strategy does not suspend any thread and allows every event to be executed straight
away, thus performing essentially a random execution path. This strategy is natural and
straightforward, but it has an important flaw. The number of thread switches in a random execution
path is typically rather big. Therefore, the executed path will likely not satisfy the context bound and
the analysis will waste time exploring it. That applies to essentially all of the iterations, where the
target prefix represents a partial and not full execution path. Although the target prefix satisfies the
context bound, the rest of the path will be a random sequence of events, and the total number of
thread switches in the full execution path is likely to exceed the bound.

Essentially, with this strategy, the analysis will initially explore irrelevant execution paths that do
not satisfy the context bound. However, on each iteration, it will generate targets with increasingly
longer prefixes that do satisfy the bound. Eventually, a large enough part of the path will be defined
by the target prefix rather than by the strategy, making it more likely for the full path to satisfy the
bound. Ultimately, all possible execution paths that satisfy the context bound will be explored, but
the analysis is likely to first spend a significant amount of time exploring irrelevant paths. Therefore,
this strategy is not well-suited for our purposes.

The minimum switches strategy chooses the same thread that was executed most recently, attempting
to continue execution without performing a thread switch. The scheduler tries to do so as long as it
is possible. When forced to switch to another thread, it chooses any other available thread.
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The idea behind this strategy is that by avoiding thread switches, the execution is likely to follow a
path that satisfies the context bound. In contrast to the random strategy, this strategy significantly
reduces the number of iterations and, consequently, the overall analysis time. A disadvantage of this
strategy is that the scheduler can start unrolling a loop in the target program that can only be exited
by an action from another thread, causing the analysis to be stuck in an infinite loop. This problem
can be avoided by the next strategy.

The fair scheduling strategy chooses the same thread that was executed most recently, but only if
the number of consecutive executions of events in this thread does not exceed a certain limit. That
helps avoid unrolling infinite loops by enforcing a switch to another thread after some time, while
still executing a path with relatively few thread switches that is likely to satisfy the context bound.

4.4 Ensuring analysis progression

During target program execution, situations may occur where the thread that should be selected by
the scheduler is not available for execution - for example, if a thread is waiting on a lock in the target
program. Waiting indefinitely for this thread and not allowing other threads to progress would lead
to a deadlock. However, the scheduler accounts for such situations and includes a mechanism to
avoid them.

As described in Section 3.3, threads that were not selected by the scheduler are suspended with a
certain timeout. After the timeout expires, these threads call the scheduler (through Transfer)
again to check if the scheduler will allow them to proceed now. In our implementation, the scheduler
counts the number of such calls. If this number exceeds a certain threshold and the originally selected
thread has not become available during that time, the scheduler assumes that the selected thread is
blocked and chooses a different thread to execute. Note that the threshold is proportional to the
number of threads in the target program. In this way, the scheduler ensures that the target program
progresses.

4.5 Limitations of the approach

As mentioned above, each execution path is represented as a sequence of events, which in our
implementation is abstracted as a sequence of corresponding thread identifiers. The main drawback
of this approach is that it does not account for potential non-determinism in the behavior of the target
program.

Our implementation is based on the assumption that thread scheduling is the only source of non-
determinism, and therefore that the number of events in each thread remains the same across
iterations. In practice, however, this is not always the case. When such extraneous non-determinism
occurs during analysis, the scheduler may execute a path that is different from the one intended.
Adequate handling of non-determinism could be achieved by tracking and interleaving specific
events rather than relying on the consistency of the number of events (i.e., performing a thread switch
after a predetermined event rather than after a fixed number of events). This is one of the directions
for future improvement.

Note that one of the differences from the implementation of context bounding in the CHESS tool is
the definition of the bound: in CHESS, the bound limits the number of preemptive thread switches,
whereas in the version of our analysis used in this paper, the bound applies to the total number of
switches.

Another important consideration is the choice of events to be treated as interleaving points. In the
current implementation, the sequence of thread identifiers abstracts the sequence of all memory
access events in the target program. That means that every memory access is considered a possible
interleaving point, which is excessive. For instance, authors of [2] show that it is sufficient to insert
scheduling points before synchronization operations to not miss any errors in the program. Reducing
the set of interleaving points - particularly through partial-order reduction techniques - is one of the
directions for future optimization.
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4.6 Implementation Features

One common source of non-determinism in the program behavior is lazy initialization that causes a
data structure to be initialized during the first execution and not beforehand. Because of that, the
number of events can vary between the first execution and subsequent ones, potentially affecting
scheduling in our implementation. To address this problem, we added preparatory iterations before
the analysis begins. During these iterations, the target program is executed in full, ensuring that all
initializations occur on these iterations, before the actual analysis. A similar issue and solution are
present in the CHESS tool [3].

Unlike the context bounding analysis implemented in the CHESS tool (see Section 2.3), the
proposed method is not iterative; that is, it does not increment the bound after analyzing all execution
paths for a given bound. This limitation is mostly technical, stemming from an implementation
decision. The proposed method can be easily modified to perform iterative context bounding if
needed.

5. Evaluation

We evaluated the approach on two benchmark sets. The first one contains small manually prepared
tests. The second one is based on existing tests for an industrial virtual machine. We used a machine
with an Intel® Core™ i5-8250U CPU (8 cores, 1.60 GHz) and 8 GiB of memory running Ubuntu
22.04.5 LTS (64-bit).

5.1 Small tests

The implemented approach explores all possible execution paths but does not itself detect or report
race conditions. To detect race conditions, we combine it with ThreadSanitizer's data race detection.
This combination can be done easily in the RaceHunter framework.

Our context bounding approach, in combination with ThreadSanitizer (CB + TSan), was evaluated
against three other methods:

¢ plain ThreadSanitizer (TSan);
o the breakpoint-watchpoint approach implemented in the RaceHunter tool (WP);
e acombination of WP and TSan (WP + TSan).

The reason we evaluated our approach against the WP + TSan combination is to ensure that the CB
+ TSan combination does not find a race that TSan alone misses simply due to a few additional
executions. The WP + TSan combination provides a few additional executions that can improve
TSan's ability to find races. We want to distinguish this factor from the benefit provided by the CB
analysis.

By default, the context bounding analysis was used with a bound of two thread switches. The default
scheduling strategy (see Section 4.3) was the minimum switches strategy. If this strategy resulted in
unrolling an infinite loop, the fair scheduling strategy was used instead, with a limit of 1000
consecutive events in one thread.

The benchmark set is composed of two parts. 15 of the tests are from the RaceHunter repository.
The other 32 tests were adapted from the sctbench repository [12] to satisfy the required test structure
(see Section 3.2). Some of the 32 adapted tests contain assertions that check if the existing race
condition alters the expected program behavior. A violation of such an assertion means that a race
condition does exist in the test and that it did affect the program's outcome. One of the tests contains
a deadlock. This test was excluded from the benchmark set as irrelevant. Therefore, the overall
number of tests is 46.

The results for 46 of the tests are presented in Table 1. For each method, the total analysis time was
calculated as the average over three runs. The total number of reported races was determined as the
maximum across three runs. For each method, the number of reported races in any single run differed
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from the maximum by no more than three, meaning that only a few of those reports appear non-

deterministically. Note that some of the reported races are false positives.

Table 1. Results for small benchmarks.

Method Total time Races reported
TSan 9.889s 28
WP 24.051s 30
WP+TSan 26.24s 36
CB+TSan 22m 10.907s 42

The CB + TSan combination can detect race conditions in two ways: either TSan can report a race,
or CB can explore an execution path in which an assertion that indicates a race condition is violated.
Table 2 groups all 46 tests by how the CB + TSan combination compares to the others: the first
column shows the result category, and the second column shows how many tests fall into that

category.
Table 2. Summary of results.

Result of CB+TSan Number of tests (out of 46)
New races reported by TSan 3
New race-indicating assertion violation 7
Same as plain TSan 31
Same as WP+TSan 3
Non-unique race-indicating assertion violation 1
Analysis error 1

In 3 of the tests, TSan in combination with CB was able to report true data races that were missed
by all of the other approaches. In 7 other tests, the combination of CB and TSan resulted in an
assertion violation that indicates a race condition. This assertion was not triggered by any of the
other approaches, and this is the main benefit of the CB approach.

For 31 out of 46 tests, the CB + TSan combination reported the same data races as plain TSan,
meaning that context bounding did not provide any improvement for those tests.

For 3 of the tests, the CB + TSan combination reported the same data races as WP + TSan, which
were not detected by plain TSan. This suggests that TSan did not necessarily need context bounding
to report these races, but rather benefited from the additional execution paths explored when
combined with the WP approach. Note that for one of these three tests, the reported races were false
positives.

In one of the tests, an assertion violation indicating a race condition was triggered by both the CB +
TSan combination and the WP approach. The analysis of another test was terminated due to a
violation of an internal assertion of the context bounding analysis.

For the excluded test with a deadlock, TSan successfully detected and reported the deadlock even
without any of the added methods. The context bounding analysis, however, was able to explore an
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execution path that led to the deadlock and, therefore, did not complete. This raises an interesting
question regarding the applicability of context bounding analysis for deadlock detection.

In summary, for 10 out of 46 tests, the use of context bounding analysis resulted in the detection of
race conditions that were missed by other approaches. In 7 of these tests, the context bounding
analysis was able to find and explore an execution path in which the race condition directly causes
incorrect behavior, resulting in an assertion violation. The availability of such a path to an assertion
violation clearly points to a real bug in the program and significantly simplifies the debugging
process.

5.2 ARK VM tests

The benchmark set is based on existing TypeScript tests for the ARK VM [13]. The ARK VM was
modified to support the RaceHunter tool.

The benchmark set contains 22 tests, but the majority of them require significant resources. Thus,
we selected only 4 of them that required less time for 1000 iterations. The main goal is to evaluate
time consumption.

The tool configuration uses plain context bounding analysis without ThreadSanitizer. Thus, no data
races are reported, and the tool just explores different executions. Note that the breakpoint-
watchpoint approach was successfully applied to the VM and found races, but this is beyond the
scope of this paper. The context bounding analysis is limited by 2 thread switches and the scheduling
strategy is the fair scheduling strategy with a limit of 10 000 consecutive events in one thread.

The results are presented in Table 3. The table contains an approximate number of memory accesses
(rounded to the nearest 1000) for one iteration and the time required to explore the first 1000
iterations for a total of 4 tests. The time required to explore one iteration exceeds one second even
for the smallest of the tests.

Table 3. Results on ARK VM tests.

Test name ﬁ?%gﬂﬁ?’;:&?&? Time for 1000 iterations
async_call_3 49000 25m28s
Await 45000 27m46s
concurrent_start_gc 1300000 2h22m41s
launch_instruction_3 24000 20m31s

The estimate of the total number of iterations is tens of thousands. So, the estimate of the total time
is multiple hours for simple tests and multiple days for more complicated tests. It is barely
acceptable, as the analysis would still take too long to complete. However, the approach
fundamentally can be applied to complicated software and the further problem is scalability. For
instance, the problems arise with overflowing some variables and using too much memory, since
the framework was not initially designed for these many iterations. This shows that the problem of
reducing the state space is relevant and should be explored in future work.

6. Conclusion

We presented a context bounding approach which is integrated into the RaceHunter tool. The most

promising further direction is a combination of the context bounding analysis with the watchpoint-

based approach.

The context bounding approach shows fundamental applicability to industrial software. However, it

definitely requires further optimizations to reduce the number of considered executions. One
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possible idea is to develop a coverage-based approach such as fuzzing. The target is considered only
if new coverage is discovered.

A problem with non-determinism can be mitigated by more control over the target program. One
possible idea is to implement a “step-by-step” version of the context bounding analysis. This
approach produces only sequentialized executions. However, the main research question in this case
is its scalability.
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Y Unemumym cucmemnozo npozpammuposanus um. B.I1. Heannuxoea PAH,
Poccus, 109004, . Mockea, yn. A. Conswcenuysina, 0. 25.

2 Uncmumym sizvikosnanus PAH,
Poccus, 125009, Mocksa, b. Kucnosckuii nep., 0. 1.

Annotamusi. CTaThs TOCBSIIEHa BO3MOXKHOCTSIM TEXHOJIOTHH HCKYCCTBEHHOTO HHTEJIEKTa AJISI ITOWCKa
HOBBIX STHMOJNOTHH. OHa COCTOMT M3 JBYX YacTeH, IepBas MOCBSAIIEHAa OIMCAHHIO TOTO, KaKk yCTpOeHa
HeWpoceTb, BO BTOPOH YaCTH NMPUBEICHBI IPUMEPHI THIIOB HOBBIX 3THMOJIOTHH: SP3SHCKHE TOTIOIHEHHS UL
CYLIECTBYIOIIMX OOIICH3BECTHBIX 3TUMOJIOTHH, certapaTHble (PMHCKO-3P3SHCKHUE NapajljieNny, HOBbIC THIOTE3b
0 3aIMCTBOBAaHHH U3 OAITHHCKHMX U TePMAHCKHUX SI3bIKOB. 1{eJIbI0 pabOTHI - IOKa3aTh, KAKKE HOBBIE STUMOJIOTHI
BO3MOXKHO MPEIJIOKHTh B JOCTATOYHO CKAThIE CPOKHM JUIS SI3BIKOB C pa3pabOTaHHONW 3THMOJOTHYECKOH
Tpagunueil Onarogaps MCHONB30BAaHUIO HeipoceTn. Marepuaisl UccIeI0BaHH: (HHCKO-PYCCKHI CIIOBaph,
KOTOpBIH comepxuT 17 212 nexcem, M Sp3THCKO-PYCCKHH CIIOBapb, 00beMoM 8 512 jekceM, pa3MenieHHbIe Ha
mwiatpopme Jlunreo/lok. B pesynbrare paboThl co37aHa HEWPOCETh, KOTOpas MOXET MpeJiaraTb HOBBIC
STHMOJIOTHH JJIsI CIIOBapei, pa3MelleHHbIX Ha miatdgopme lingvodoc.ispras.ru, ¢ ee MOMOIIbI0 00paboTaHbI
cioBapy (DMHCKOTO W AP3SHCKOTO S3BIKOB, BBIABIEHO Oosiee 100 HOBBIX ITUMOJIOTHH, M3 HHX B CTaTbe
pa3obpaHo 16 3TUMONOTHI, KOTOpBIE OTHOCATCS KaK K HCKOHHOW ()MHHO-YTOPCKOW JIEKCHMKE, TaK H K
3aHMCTBOBAHUSIM.

KioueBble cj10Ba: HelpoceTh; GUHCKUIT SA3BIK; SP3STHCKUAHN SI3BIK.

s uutupoBanusi: Hopmanckas 10.B., 'onuapoBa O.B. Ytounenne mHpopMamum o paHHHX KOHTaKTax
HOCHUTENeH npaGuHHO-BOIDKCKOTO sI3bIKa ¢ moMoIsio Heiipocetn. Tpynsr UCIT PAH, Tom 37, BhIm. 6, 4acTh 3,
2025 r., cp. 149-162 (ua anrnuiickoM si3bike). DOIL: 10.15514/ISPRAS-2025-37(6)-42.

BaaromapnocTn. Pabora BeinosHeHa npu mojepxke Poceniickoro HayqrHoro ¢onna, mpoext Ne 25-78-20002.
PesynbTaThl TONy4eHBI C HCIOJIb30BaHUEM yciyr LleHTpa KOJJIEKTHMBHOTO Toyb30BaHus HcTuTyTta
cucTeMHOTo mporpammupoBanus um. B.I1. Banaukosa PAH — LIKIT UCIT PAH.

1. Introduction

In the present day, artificial intelligence (Al) technologies are actively addressing significant social
challenges and have developed into a substantial industry. Linguistics has amassed a substantial
amount of material that is suitable for the application of Al technologies. However, to the best of
our knowledge, neural networks have not yet been utilized in comparative-historical linguistics in
Russia.

Globally, the first studies on the automatic computational detection of cognates across languages
appeared roughly twenty-five years ago. Initially, it was attempted to identify cognate words in the
basic vocabulary of different languages using clustering methods (see [1]). These methods rely on
comparing words with the same meaning from the basic vocabulary. Phonemes are grouped into
clusters, which can vary greatly in size — for instance, clusters of vowels in medial position or
consonants in final position may be quite large, whereas clusters of plosives or affricates may be
relatively small.

In 2012, German researchers J.M. List and R. Forkel developed the well-known LexStat algorithm
[2], which is available online as part of their collection of related tools, some of which were built
upon this algorithm. This program, which combines a clustering algorithm with optimally calibrated
weights, determines which words from two lists of basic vocabulary are cognates and which are not.
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In a 2017 paper, G. Jager developed a machine vector model and state-of-the-art (SOTA) phonetic
alignment algorithms that make it possible to identify cognates in multilingual wordlists [3]. Based
on basic vocabulary lists, it was shown that the algorithm performs rather poorly on small datasets,
but its accuracy improves as the number of lexicons compared increases. Interestingly, the
evaluation was conducted using data from three language families — Indo-European, Altaic, and
Austronesian. The highest error rate was observed for the Indo-European languages, which have the
longest tradition of study. This demonstrates that even clearly related words, for example in the Indic
and Germanic branches, can differ phonetically to a considerable degree. The authors of this highly
cited paper on clustering methods concluded that such methodologies cannot replace comparative-
historical linguistic analysis.

As far as we know, one of the earliest attempts to use neural networks for cognate detection was
undertaken in 2007 by Russian programmers working at the time in the United Kingdom and
Bulgaria (see [4]). Their method was tested on English, French, German, and Spanish text corpora.
The aim was to train a neural network to distinguish cognate words from those that merely exhibit
“false similarity.” The accuracy of cognate detection ranged from 81% for the German-English pair
to 89.6% for the English-French pair. Overall, considering that the method was applied not only to
basic vocabulary but also to broader text corpora in well-studied languages, this was a rather
successful experiment. This study showcased the potential of neural networks in the field of
comparative-historical linguistics. This paper has been extensively cited over the past fifteen years,
particularly in studies focused on developing neural networks for historical-comparative linguistic
research. (see [5-7]).

In [5], the authors applied neural network technology to five genetically related languages —
Romanian, French, Spanish, Portuguese, and Italian — and to one unrelated language, Turkish. Their
goal was to create, based on existing etymological research on Romanian, a neural network capable
of distinguishing cognate and non-cognate words across the five languages. The accuracy of their
method reached 87% when using a Support Vector Machine (SVM) with alignment-based features.
In [6], the author sought to move beyond language groups with well-established etymologies,
although, in our opinion, the data used were not entirely reliable. The primary source was the
Austronesian  cognate  database, which was available online in 2015 at
http://language.psy.auckland.ac.nz/austronesian/ (now inactive). It is well known that no generally
accepted system of regular phonetic correspondences exists for the Austronesian family. The second
source was the Indo-European etymological database at http://ielex.mpi.nl/ (also currently
inaccessible). The printed version of the corresponding monograph [8] shows that it includes only
basic vocabulary etymologies, not full dictionaries. A third source was an etymological database of
Mesoamerican Mayan languages described in [9]. However, as the authors themselves note, these
etymologies were not the result of detailed linguistic work but were obtained automatically using
the Levenshtein distance metric (which measures the difference between two sequences of
characters). From studies of Indo-European, Uralic, and Altaic languages, we know that two words
can have a minimal Levenshtein distance yet not be cognate according to regular phonetic
correspondences. Thus, it seems that only the Indo-European etymologies could be considered
somewhat reliable — and even they are currently unavailable for verification.

For training, the dataset included 167,676 word pairs (cognates and non-cognates) from
Austronesian languages, 83,403 from Indo-European, and 63,028 from Mayan — meaning that only
26% of the material came from a language family with a well-established system of regular
correspondences. In our view, such unreliable training data makes further use of this neural network
impractical. The network itself is available online at GitHub — PhyloStar/SiameseConvNet:
Performs cognate identification using Siamese Convolutional Networks, but the author has not
updated it in the last eight years, and we have found no references to its use by other researchers.

In terms of dataset scale, a major breakthrough was achieved with CogNet, developed jointly by
scholars from Australia, France, and Italy (see [10]). This resource combines material on eight
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million cognates across 338 languages (see CogNet — UKC — Universal Knowledge Core for
details [11]. According to its creators, the accuracy of automatic cognate detection reaches 94%.
However, a closer examination reveals that for the languages of the Russian Federation, the database
primarily relies on 100-word lists, many of which are extremely incomplete — for example, at the
time of access, only 17 words were recorded for Even and 15 for Dolgan. In many cases, translations
are erroneous, or only one of several synonyms is given, often an archaic or obsolete one — such as
the Russian word lik instead of the common word litso (‘face’) (see Universal Knowledge Core |
.:.DataScientia: [11]. Even the examples displayed on the project’s main page (GitHub —
kbatsuren/CogNet: CogNet: [12] a large-scale, high-quality cognate database for 338 languages,
1.07M words, and 8.1 million cognates) contain errors in Altaic etymologies, while Uralic data is
barely represented.

Nevertheless, the merits of this resource cannot be denied: it successfully integrates dozens of large
online explanatory dictionaries for various world languages and, in many cases, constructs quite
accurate etymologies while offering excellent visualizations of the results on a map.

In this concise overview, it is impractical to enumerate all neural network projects dedicated to
cognate detection. However, it is noteworthy that, in our opinion, this research direction currently
stands as one of the leading trends in comparative-historical linguistics globally. Developments in
this field are not confined to Europe, America, and Australia. Notably, in 2017, a paper was
published on the identification of etymologies in Arabic using neural networks (refer to [13]).
Subsequently, in 2020, similar research emerged for the languages of India (refer to [14]).
Furthermore, in 2024, research was conducted on Chinese (refer to [15]).

In contrast, the impact of this process on the languages of the peoples of the Russian Federation has
been minimal to date. Indeed, CogNet query maps indicate that the territory of Russia remains
largely devoid of linguistic data (see Universal Knowledge Core | .:DataScientia: [11]).

From this overview, it becomes clear that existing neural network models achieve very high accuracy
in cognate detection (87-95%) when applied to languages included in their training data, provided
that the quality of that data is high. We believe it is crucial that, for the languages of the Russian
Federation, training data be based on reliable sources — compiled from the most authoritative existing
etymological dictionaries and supplemented with modern research conducted by professional
linguists — rather than on the kinds of crowdsourced or automatically generated materials used in
many lesser-known neural networks. Furthermore, it is essential that neural network outputs undergo
expert evaluation by specialists, as is standard practice in medicine, rather than being published in
raw form as in CogNet, since such practices devalue genuine scientific achievements and often
propagate inaccurate information.

Regrettably, the code for all known neural networks specifically designed for etymological research
is inaccessible to users, and there are no publicly available datasets that facilitate the verification of
their accuracy. Furthermore, it is noteworthy that foreign projects developing neural networks for
etymology are predominantly led by programmers, and their primary objective is not the discovery
of novel etymologies but rather the assessment of network performance on existing datasets. Given
that these neural networks are not open-access, the research conducted abroad has yielded limited
value from a comparative-historical linguistic perspective.

At present, the LingvoDoc platform [16] hosts dictionaries representing more than two thousand
dialects of the languages of the Russian Federation. These dictionaries have been partially
interconnected through etymological links. This was accomplished manually, utilizing LingvoDoc
tools that rely on phonetic and semantic regular correspondences. Consequently, over 1.5 million
words were connected through etymological relationships. This material formed the basis for
training the neural network developed by the authors.

In the first part of the present article, we describe the technical features of this neural network; in
the second, we present an overview of the types of etymological proposals generated by processing
the Finnish and Erzya dictionaries using the network.
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2. Neural network principles

In the present study, a two-stage approach is proposed for the task of automatic cognate
identification in Uralic language corpora. At the first stage, a Siamese neural network was
implemented. It takes into account graphical (orthographic) information from the input examples.
Evaluation on the validation set demonstrated an average accuracy of approximately 78%.

At the second stage, the model architecture was expanded with an additional processing path for
word translations and several heuristic techniques (a Boolean feature exact_match with a fixed
correction factor, learnable weight coefficients a/p, and a threshold T = 0.9), which allowed the
classification accuracy to be increased to 92%.

The following sections describe the data used, the model architecture, and key training and tuning
parameters that ensure network convergence and generalization capacity.

2.1 Dataset

The training data for the model were sourced from the LingvoDoc platform [16], which offers tools
for the creation, annotation, and storage of electronic dictionaries, corpora, and concordances for
diverse languages, encompassing phonetic and etymological analysis.

The initial corpus contained approximately 98,000 unique lexical entries from dictionaries of Uralic
languages, each entry manually verified and supplied with a list of cognates. The lists were converted
into all possible “cognate—cognate” combinations, after which duplicate pairs were removed; the
final collection of positive examples contained about 1 million records.

A balanced negative class was generated using random negative sampling, excluding any pairs that
overlapped with the positive examples.

For both stages, the training set has the general form

D = {(x; )}, yi €{0,1},
where the structure differs by stage:

e Stagel:Xx; = (Wi(l),wi(z))
e Stage2: x; = (W(l) ti,w(z) ti),

i i
where Wl-(])

is a word from language j, and &; is its translation into Russian.
i i
i

1 2
J1,ecnn w® ! )KOI‘HaTbI,
0, ec/IM OHU He KOTHAThI A.

In the testing phase, the task for each pair is to predict the label y ~€{0,1}.
Example of a training record:
And aad-mos 1 (for positive example)
kve' [kaldzagu simy 0 (for negative example)
Initially, the model included 16-dimensional binary vectors of phonetic features [17]. However,
subsequent analysis revealed that the lack of unified transcription standards in the source corpora

introduced considerable noise. As a result, the phonetic vectors were excluded, and the focus shifted
to orthographic features and the semantic representations of translations.

For the fine-tuning stage, an additional corpus of 700,000 translated pairs was prepared,
symmetrically distributed between the two categories — cognates and non-cognates.

Example of a fine-tuning record:
asid ropoz and — Mk ropoa 1 (for positive example)
kve'fkaldzagu otnoxuyTb simy rias 0 (for negative example).
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2.2. Model Architecture Description

At the first stage, a Siamese neural network was used, consisting of two identical branches, each
processing one of the words in the analysed pair wi®® and w;®.

Each branch takes as input a sequence of characters, represented by two types of embeddings with
dimensionality d = 128:

e Character embedding E 4, (X) € RX*P, which maps each character into a continuous
vector space of dimension D;

e Positional embedding Ej, (X) € R¥*P encoding the position of each character within
the sequence (where L is the word length).
As a result, an input representation matrix is formed: X©@=Ecnar(X) + Epos(X).

To prevent overfitting, SpatialDropoutlD (probability = 0.2) was applied, implemented as
Dropout2d on a tensor of shape (batch, d, L), which zeroes out entire embedding channels [18].

Sequence processing is performed by a bidirectional LSTM (BiLSTM) with a hidden state size of
64, capturing contextual dependencies in both forward and backward directions [19]. The resulting
features are passed through four transformer blocks, each implementing a multi-head attention
mechanism that models complex nonlinear dependencies between characters:

- = ot
Attention(Q,K,V) = softmax <\/E> v,

where Q, K, and V are projections of the input data, with the dimensionality of the keys being
(num_heads = 4, key dimension per head = 128 / 4 = 32) [6].

After the attention layer, a position-independent feed-forward network (FFN) with 128 neurons and
ReLU activation is applied, along with normalization and dropout layers for training stability.

The features from the transformer blocks are averaged across the temporal axis (torch.mean):

L
1
u= ZZ hju € R*",
i=1

which aggregates the entire sequence into a single fixed-size vector. The similarity between words
is then computed via cosine similarity between their hidden representations:

_ <u11u2>
s [Hluel

All resulting values are concatenated into a single vector:

s € [—1,1].

z = [uy; uy; s] € R*M1,

which serves as the input to the final classifier. The classification module is a three-layer fully
connected perceptron. The first layer applies LayerNorm and ReLU to an affine transformation of z;
the second hidden layer is processed similarly, and a linear output followed by a sigmoid ¢ yields
the predicted probability 9:

h, = ReLu(LayerNorm(le + bl)),
h, = ReLu(LayerNorm(th1 + bz)),
¥ = a(Wsh; + bs).

At the second stage, the Siamese network was fine-tuned on a dataset that included word translations,
and several heuristic strategies were introduced to further improve accuracy.

The base architecture was expanded to handle dual pathways:
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e The word_encoder consists of a BiLSTM layer (hidden_size = 64, bidirectional) that
extracts contextual features, followed by two transformer blocks with multi-head attention
(h = 4) and an FFN with 128 neurons to model global word dependencies.

e The translation_encoder uses an analogous BiLSTM layer, followed by four transformer
blocks to process translations.
Features from both pathways are combined with trainable coefficients:

pp=at;+pwa+p =1,
where o and § are parameters for translations and words, initialized as (0.7, 0.3) and trained jointly

with the other network weights.
Additionally, a Boolean feature exact_match was introduced, equal to 1 if the first four characters
of the translations (considering padding) coincide, and 0 otherwise:
— o _.@
m= 1{'L'1:4 = T1:4}'
At the classification stage, vectors and are p, and p, concatenated together with their element-wise
difference and product:

v = [p1;p2; [P 02| 01 X 2]
The standard MLP then outputs a base logit [,,.., Which is adjusted by a heuristic contribution:
which is combined with the heuristic term
L= lpgse +Ym,

where the coefficient y(matchwef) is fixed and is not updated during fine-tuning. For example, if
the first four characters of the translations are identical (e.g., lesnoy — lesnye), the model adds a
fixed correction match_coef = 0.8 to the classifier output.

To convert logits into binary labels, a threshold t (threshold) [2] was applied. Initially, the validation
threshold was determined dynamically: the ROC curve on a held-out set yielded t values in the range
[0.70, 0.78], representing an optimal trade-off between true positives (TP) and false positives (FP),
accounting for penalties on false positives [1].

However, when working with real data, a large number of pairs were incorrectly identified as
cognates. To reduce false positives, a fixed threshold ™ = 0.90 was set — meaning that the model must
be highly “confident” (probability > 90%) before classifying a pair as cognate. In practice, this
reduced false positives by approximately 2—3 times while maintaining acceptable recall, as most true
cognates received high scores p = 0.90,

Training examples for both stages were randomly divided into training (90%) and validation (10%)
sets. Optimization used the AdamW algorithm with initial parameters learning rate = 10 (and
weight decay = (10"4.The binary cross-entropy loss (BCEWithLogits) function [20] was employed.

3. Types of New Etymologies Obtained using the Neural Network
In the present article, we provide examples of types of etymological proposals generated by the
neural network, identified during the processing of two dictionaries:

1. the Finnish—Russian dictionary, which contains 17,212 lexemes, available online [21];

2. the Erzya—Russian dictionary, which contains 8,512 lexemes [22].

The Finnish words were taken into new etymologies were checked by [23], Erzya words were
checked by [25]. As a result of the neural network’s operation, 146,474,120 possible pairings were
analyzed, and 16,055 etymological proposals were presented to the user; see Fig. 1 for the output
format.

155



Normanskaja Ju.V., Goncharova O.V. Clarifying knowledge about early contacts of native speakers of the Proto-Finno-Volgaic language using
neural networks. Trudy ISP RAN/Proc. ISP RAS, vol. 37, issue 6, part 3, 2025. pp. 149-162.

£ Reatera |

X 3 X - f
(&) £ httpsfEngeadocispras.nu/sugaestbonsaellebEES-12c5-4518-2193-1bof1 8dd 30 { Tl 2 (e
FlOCHOTPETS APEAADKEHAN X

Mo Cayrrapasay  Karuame

PeByﬂbTUTbl cHanwWza:

2 146474120 non-filtered
croeopeit NPOOHANKSHPORGHHEIX cognate groups
TPUMCKPUAUMA

16055 npepgnoxxeHunit(-ue, -us):

15%72 coraznend, ¥4 cossano

VICXO 308 NEPCNEKTHENOE CNCEX
B3 -an oo [COV {EXDE) Aaksis - CNOSERE CCOPEHEINOTD $4eIzanne RINKS C CIATa G 05DE ~2_]

Iprasarcansis KorHoTS:

NEING COUPEME-FIDTD IRIRMTICTD AIMKS CCIATY gicsde _2_)

nra gloske ~2..) c

] JIRMMLE = CATRNDY GONDEMNRMECD A RERDD $EA & CHATS laste 2 )

Fig. 1. Interface for displaying etymological proposals after dictionary processing by the neural network.

The user of the neural network must evaluate all of the network’s proposals and highlight those
deemed convincing, then each time click the “link” checkbox. As a result of our evaluation, 805 of
the 16,055 etymological proposals were recognized as correct; these can be viewed in the
dictionaries under the “cognates” column. Most of these proposals replicate existing etymologies
reflected in the etymological dictionaries [23, 25]. However, more than 100 etymologies proposed
by the neural network turned out to be new. They can be classified into three types:

1. Erzya additions to the existing “major” etymologies in [25], which have cognates in Finnish
and several other Uralic languages but whose Erzya reflexes were previously unknown;

2. New distinct Finnish—Erzya etymological groups have been identified, comprising words
that, according to [23], previously lacked cognates outside the Finnic (Baltic-Finnic)
language family.

3. new Erzya parallels for Finnish words that, according to [23], were previously considered
to be loanwords from Baltic or Germanic languages. In these cases, it is possible to
demonstrate an earlier time of borrowing, already in Proto-Finno-Volgaic (with a split
approximately 4,000 years ago), or to abandon the borrowing hypothesis and assume a
native Uralic origin of the word.

It is evident that assessing the quality and novelty of the neural network’s etymological proposals
requires the user to undertake substantial research: verifying all hypotheses against existing
etymological dictionaries and evaluating them in terms of the system of regular correspondences
that underlies the etymologies accepted in [25; 23]. Below, as an illustration, we present 15 new
etymological proposals across these groups.

3.1 Erzya Additions to Existing Etymologies

1. For the etymology FU *aja- ‘to hunt’ > Fin. aja- ‘to drive (game), to hunt, to lead’, Est.
aja- ‘to move forward, to watch, to chase’, Saami vuoggje- -j- ‘to ride (a horse, reindeer),
to lead” (N), vuodjé- “to drive a car’ (L), vijje- (T), vujje- (Kld), vuajje- (Not.) “to drive a
car, to direct’, Udm. uj-, ul- (S), uji- (G) ‘to chase’, Komi voj- (Skr) ‘to be headstrong, to
ignore the reins, to descend very fast from a mountain’, vojli- (Vm. I) ‘to run, gallop, race’,
vojed- ‘to run, to start running’, vojledlj- ‘to hunt’, Mansi wujt- (K), wojt- (KM), vujt- (KO)
‘to hunt’ [14:4], we propose to add the comparison with Erz. ajddms ‘to drive, roll, rock’,
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where -d- is a suffix forming verbs with the meaning “single occurrence of an action”,
see [26].

2. For the etymology FU *tdrmd ‘strength, strong’ > Fin. tarmo ‘energy, strength’, Saami
dar’bmo -bm- (N) ‘energy, strength’, dar ’bme -rbm- (L), tar 'mé ‘strength, energy’, Khanty
tiram (V), tarom (DN), tarom (Kaz.) ‘strong, energetic’?, Mansi térip (P), téron (K) ‘agile,
quick, wild’, tér (K) ‘giftedness’ ?, [25: 517], we propose to add the comparison with Erz.
tarmo ‘energy’. The Erzya forms provide evidence for the reconstruction of the back-vowel
series. It may be necessary to separate the Ob-Ugric forms from this etymology, as the
authors of [25: 517] also mark them with a question mark. Alternatively, it may be assumed
that the same alternation of front and back vowels as in PU *kakta ~ *kdiktd ‘two’ applies
to these forms.

3. Forthe etymology PF *kansa ‘people, folk, friends’ > Fin. kansa ‘people, nation, folk’, Est.
kaasa ‘friend, companion, spouse’, Saami gaz’se -33- (N) ‘household, community’, (T)
kaince, (KId) kainc, ‘companion’, Udm. kuz (S) ‘pair’, (S G) kuzo, (K) kuzo ‘pair’, Komi
goz (S P) ‘pair’, guz (PO) ‘pair’, gozja (S P) ‘paired, married couple’, [25: 645], we propose
adding Erz. kan ‘clan (line of generations), tribe’. In [25] there are no other etymologies
with the cluster *-ns- that have a reflex in Erzya, and therefore such development cannot
be excluded.

4. For the etymology FU *kira ‘oath, curse, swearing’ > Fin., Karel. kiro ‘curse’, Est. kiruda
‘cursed’, Veps kirota ‘cursed’, Votic tsirota, Saami (N) gdrro ‘curse’, Mansi (L) kor-
‘cursed’, Khanty (1) koram, (E) yuram ‘to get angry’, we propose adding Erz. krojams ‘to
swear’, krojsema ‘obscenity, foul language’, where -j(a)- is a frequent verbal suffix, see
[26: 92]. The loss of *i in the Mordvinic languages is typical when the stress in Proto-
Finno-Volgaic fell on the ending; see [16: 33-45], cf. FV *§isna ‘belt’ > Mord. sna (E, M),
ksna (E) [25: 786, 28: 909].

5. In FU *apa ‘to open, to release’ > Fin. avaa- ‘to open, to widen’, avanto ‘ice hole’, Est.
ava- ‘to open’, Mord. anksima, avsima (E), ancéema (M) ‘ice hole’, Khanty ana- (V) ‘to
untie (a knot), to open’, ey- (O) ‘to take off clothes, shoes’, Mansi énk- (TJ, LU), anoyo-
(So.) ‘to take off a dress’, ankws- (P) ‘to skin a bear’, Hung. old- (Old Hung. éd-) ‘to release;
to untie (knots)’ [25: 11], it seems to us that Fin. avanto ‘ice hole’ and Mord. anksima,
avsima (E), aricema (M) ‘ice hole’ do not fully match the semantics of the other forms. This
is also noted by the authors of [23: | 92], who mark the connection between Fin. avanto
‘ice hole’ and avaa- ‘to open, to widen’ with a question mark. We propose comparing Fin.
avaa- ‘to open, to widen’ with Erz. avtems ‘to open up, to open’, where -t- is a verbal suffix;
for its meaning and frequency see [26: 169]. It should be noted that Erz. -v- is a frequent
reflex of FU -- in the position after back vowels, cf. FU cayV- ‘to beat’ > Erz. Cavo- [25:
53].

6. In FU *¢drke- ‘to break, to hurt’ > Fin. sdrke- ‘to break, to hurt’, Saami cergiidi- (N) ‘to
go numb (of limbs)’, #jcir ’ka (U) ‘strong tingling in limbs fallen asleep after sleep’, 5éarGa-
(Ko. P) ‘to hurt (of a wound)’, Mari Sérye- (W) ‘to open, to destroy’, Khanty zeray- (Trj.),
sarij- (Ni.), Sari- (Kaz.) ‘to hurt’, Mansi ¢drk- (TJ), sory- (KU), sarr- (P), sary- (So.)
‘bedauern’, Sariy- (S0.), sary- (N) ‘weh tun’, Hung. sér- ‘Schmerzen haben, weh tun’.

3.2 New Finnish-Erzya Comparisons and Their Additional Cognates
According to LingvoDoc Dictionaries

7. To the etymological group Fin. nikka ‘hiccup’, Est. nigu ‘hiccup’, Karel. nikko ‘hiccup’,

Veps niki- ‘hiccup’, Votic nikottaa ‘hiccup’, Saami (N) njdkkdstit ‘hiccup’ [23: 11 220], we

propose adding Erz. niktnetems ‘to hiccup, to sob, to belch’. As noted in [26: 50, 26: 169],

-trie- is an unusual but known verbal suffix, whereas -t- is a typical verbal suffix. In [29],
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10.

Komi 7iktiné ‘to choke, to sputter (from coughing, tears, etc.)’, riktini (Der., P.) [31] are
also compared with the Finnish and Saami forms, this comparison also supports the Proto-
Finno-Permic origin of these forms and allows to reconstruct the PFPerm *niktV- ‘hiccup’.

To the etymological group Fin. sirkka ‘grasshopper, cricket’, Karel. sirk ‘grasshopper’,
Karel. tsirkka ‘grasshopper, cricket’, Veps #sirk ‘grasshopper, cricket’, Votic tsirk, Sirk
‘grasshopper, cricket’ [23: 111 186], we propose adding Erz. cifkun ‘grasshopper, cricket’,
where -un is an unusual nominal suffix; see [30: 210] for details. On the LingvoDoc
platform, other cognates of this proto-form can also be found: Moksha (Koldais) cirkun,
(Mordovskie Yurtkuli) éerku-n, (Uryum) éirkun ‘grasshopper’. In [29], Mari ¢8rkiem ‘to
chirp, to twitter’ and Komi ¢éirk ‘grasshopper’ are also compared to this etymological group,
allowing the reconstruction FPerm éirkV ‘grasshopper, cricket’.

To the etymological group Fin. kierittd ‘to roll’, kiero ‘bent, twisted’, Est. keer ‘bent,
twisted’, Karel. kiero ‘bent, twisted’, Veps ker* ‘roll’, Votic t5értd ‘wheel’, Saami (N) gierre
‘thread, cord’ [23: | 354], we propose adding Erz. keverdems ‘to roll’ and Hung. kever ‘to
spin, to stir’, which according to [32: 746] also lacks an etymology. In Finnish, the change
*w > 0 is frequent in intervocalic position, cf. lewe > lyé- ‘to strike’ [25: 247], luwe > luu
‘bone’ [25: 254], puwe > puu ‘tree’ [25: 410]. Thus, comparison of Finnic, Erzya, and
Hungarian forms allows the reconstruction FU *kiwer- ‘to roll, to turn’.

The forms Fin., Karel. vain ‘only’, Est. vaid, Veps vaise, Votic vaitas ‘only’ [23: 11 392]
can be compared with Erz. variks ‘only, merely, pure’, where -ks is an Erzya nominal suffix;
for its meaning, see [33]. One can reconstruct FV *wajn ‘only’. In [25] there are no words
with intervocalic *-jn- that have Erzya reflexes, but the cluster *-jm- > Erz. -m-, cf. FU
*$Sajma ‘wooden vessel, boat” > Erz. suma, sima ‘log’ [25: 456], while the cluster -jn- >
Komi, Udm. 7. Therefore, a similar change in Erzya seems possible.

3.3 Erzya Parallels for Loanwords in (Baltic-)Finnic (and Saami) Languages

3.3.1 Examples of Germanic Loanwords

11

12.

13.

158

.Fin. tuoni “‘death’, tuonela ‘hell’, Karel. tuoni ‘death’, Est. dial. toonekurg, toonkurg, Saami

(N) duodnd ‘poor thing, death, hell’. To this etymological group we propose adding Erz.
tonaci ‘hell’, where -¢i is a typical affix for forming abstract nouns, cf. massi-uu ‘beauty’,
clonas-uu ‘prosperity, wealth’; see [34] for details. In [23: 111 330] it is considered that the
Finnic words are borrowed from PGmc. *dawini > Old Norse dan ‘death’, Norw. ddn
‘weariness’ [23: 111 330]. If this hypothesis is accepted, then a Proto-Germanic borrowing
into Proto-Finno-Volgaic should be posited.

Fin. kampa ‘comb’ < Old Norse kambr, Norw. kam [23: | 294]. To this etymological group
we propose adding Erz. kaba ‘comb’. The Erzya reflex -b- < *mp is not typical, but there
are examples of *mp > -p- in native vocabulary, cf. kumpa ‘wave’ > Erz. kopildi- ‘to move
in a wave-like motion’. It may be assumed that in borrowing, voicing could have occurred,
which sporadically appears in Volgaic and Permic languages.

Fin. avioliittovdlittdjd ‘matchmaker’, avioliitto ‘marriage’, avio ‘spouse, marital partner,
marriage’, Est. abielu ‘marriage’ [23: | 92], we propose to compare with Erz. avakuda
‘matchmaker’, ava ‘woman’, Moksha ava ‘woman’, Mari ava ‘mother’. In [23: | 92] a
possible loan of the Finnic forms from Proto-Germanic *aiwa, *aiwa ‘law, norm’ is noted
as questionable; the closest semantic reflex to the Finnish is Old English @w ‘law, marriage,
spouse’. Note that the Mordvinic and Mari words may also be reflexes of PU *ap V" ‘older
female relative, aunt, elder sister’ [25: 15], although these parallels are absent in [25: 15],
possibly due to semantic differences, since the standard phonetic reflex of *-p- is Mord.,
Mari -v-. Phonetically similar words for ‘woman’ are also found in Turkic languages, cf.
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PTurk. *apa ‘mother, elder sister, aunt’, which in Tuvan has the reflex ava, see [35: 158-
159]. Thus, in this case the hypothesis of Finnic forms borrowed from Germanic seems
unlikely.

14. Fin. viltti ‘blanket’, Karel. vilti we propose to compare with Erz. veltivks ‘blanket’, veltims
‘to cover with a blanket’, Moksha (Koldais) ve/ 75rda ‘luxuriously embroidered blanket’.
Comparing these forms allows for the reconstruction of PFV *wiltV ‘blanket’. In [23: 111
450] the Finnic forms are considered to be borrowed from Germanic, cf. Norw. filt
‘blanket’. This borrowing hypothesis appears quite plausible and, if accepted, would imply
Germanic borrowings into Proto-Finno-Volgaic.

3.3.2 Examples of Baltic Loanwords

15.Fin. vuode ‘mattress’, Est. voodi ‘mattress’, which according to [23: Il 472] is derived
from vuota ‘skin flayed from a large animal’, we propose to compare with the Baltic-Finnic
forms: Erz. vatola ‘mattress’, where -la is a suffix forming nouns, cf. wosa-1s ‘bead’. The
correspondence Erz. a — Fin. uo is also typical, cf. Erz. kar — Fin. kuori < FU *kore (*kore)
‘bark’ [25: 184]. According to [23: Ill 476], the Finnic words are considered borrowings
from Baltic, cf. Lith. dda ‘skin’, Latv. dda ‘skin’. Without pausing here to evaluate the
likelihood of borrowing these words from Baltic, we note that if the comparison with Erzya
is accepted, then borrowing into Proto-Finno-Volgaic must be assumed.

16.Fin., Karel. hdrkd ‘ox’, Est., Veps hdrg ‘ox’, Votic drtsd ‘ox’, we propose to compare with
Erz. Serge ‘ox’, which go back to FV *¢irkV. In [23: 1 210] the Finnic words are considered
Baltic borrowings, cf. Lith. Zirgas, Latv. zirgs ‘horse’. Here, as in the previous etymology,
the phonetics and semantics do not precisely correspond to the Finno-Volgaic, but if the
borrowing hypothesis is accepted, they again indicate the greater intensity of early contacts
between speakers of Baltic and Finno-Volgaic languages.

4. Conclusion

It may be concluded that the neural network we developed is sufficiently effective for identifying
new etymologies even in languages as well studied as Finnish and Erzya. The analysis of sizable
dictionaries (several thousand lexemes) using neural networks makes it possible to supplement
existing etymologies, propose new ones, and refine the chronology of borrowings. From a linguistic
perspective, the most intriguing result is that some words previously regarded as separate Baltic or
Germanic borrowings into the Finnic (Baltic-Finnic) and Saami languages have parallels in the
Mordvinic languages, whose phonetic correspondences in several cases (for example, Fin. hdrkd
‘ox’ — Erz. Serge ‘ox’) indicate a common and ancient source of borrowing. In such cases, we must
assume either that these are not borrowings at all but inherited words in the Finno-Volgaic-and
possibly Finno-Ugric—languages, and that the similarity to Germanic or Baltic is coincidental or
points to a shared Nostratic origin; or else we must posit direct contacts between speakers of Proto-
Finno-Volgaic and Baltic and Germanic groups.

While the hypothesis of contacts with the Balts and/or Balto-Slavs was proposed already in [36:
191] — even though that study identified no more than ten lexemes that could be regarded as
borrowings into Proto-Finno-Volgaic-and is widely accepted and further substantiated in [37], to
our knowledge there has previously been no evidence adduced for contacts between Germanic
speakers and speakers of Proto-Finno-Volgaic. It has generally been assumed that borrowings from
Germanic could have entered the Volgaic languages only via Russian; see [38]. However, among
the four Germanic borrowings into Finno-Volgaic considered here, there is only one case in which
a similar word appears in Tambov Russian dialects—ava ‘woman’ [39: | 196] — and that item is
regarded as a borrowing from the Mordvinic languages, given that it is attested solely within the
contact area.
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List of abbreviatons
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E. - Erzya

Est. — Estonian

PF — Finno-Permic

Fin. — Finnish

FU. — Proto-Finno-Ugric

PFV. — Proto-Finno-Volgaic

G. — Glazov Udmurt dialect

Hung. — Hungarian

I. — Irtysh Khanty dialect / Izhma Komi dialect (context-dependent)
K. — Kondinsk Mansi dialect

Kaz. — Kazym Khanty dialect

Karel. — Karelian

Khanty — Khanty

Kld. — Kildin Saami

Ko. — Skolt Saami

Komi — Komi

KM. — Middle Kondinsk Mansi dialect
KU. — Lower Kondinsk Mansi dialect
Latv. — Latvian

Lith. — Lithuanian

L. — Lozva Mansi dialect / Lule Saami (context-dependent)
LU. — Lower Lozva Mansi dialect

M. — Moksha

Mansi — Mansi

Mari — Mari

Moksha — Moksha

Mord. — Mordvinic

Ni. — Nizyam Khanty dialect

Norw. — Norwegian

Not. — Notozero Saami

0. — Obdorsk Khanty dialect

Old Hung. — Old Hungarian

Old Norw. — Old Norse

P. — Pechora Komi dialect / Pelym Mansi dialect / Pite Saami (context-dependent)
PFV — Proto-Finno-Volgaic

PF — Proto-Finno-Permic

PFPerm — Proto-Finno-Permic (if retained)
PGmc. — Proto-Germanic

PO. — East Permyak dialect

PU. — Proto-Uralic

S. — Middle Sysola Komi dialect / Sarapul Udmurt dialect (context-dependent)
Saami — Saami

Skr. — Sysola (Syktyvkar) Komi dialect

So. — Sosva Mansi dialect

TJ. — Tavda Mansi dialect

T. — Ter Saami

Trj. — Tremjugan Khanty dialect

U. — Ume Saami

Udm. — Udmurt

V. — Vakh Khanty dialect
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Veps. — Veps
Vm. — Vym Komi dialect
Vot. — Votic

W. — Western (Forest) Mari dialect
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AHHOTanus. B coBpeMEeHHOM pecTopaHHOM OW3HECE TOYHOE CONOCTaBICHHE HOMEHKIATYpPHl HMPOIYKTOB
MEX][y pecTOpaHaMH U MOCTaBIIUKAMH SIBIISETCS KPUTHYESCKH BaXKHOI 3amaueil. DddexTuBHOE ynpaBieHue
3amacaMyd M OINTHMH3AIMsl 3aKyNOK HANpsMYIO0 BIMSIOT Ha HPHOBUIBHOCTH Om3Heca. C pocToM uHcia
MOCTABIIMKOB M AaCCOPTHMEHTa INPOAYKIHH TPAJUNMOHHBIE METOIbI COIOCTAaBICHHS CTAHOBSTCS MEHeEe
3¢ dexkTHBHBIMH. B 1aHHOM HCcienoBaHUN IpeJyiaraeTcs UCIoIb30BaTh OOIbIINE s3bIKOBEIE Mojenu (LLM)
JUISL aBTOMATH3AIHH U MTOBBIIIEHHS] TOYHOCTH COTIOCTABIECHUS MPOAYKTOB. B pamMkax MUIOTHOTO MpOeKTa Ui
PECTOPAHHOTO XOJNJWHTa MBI MPOTECTHPOBAIM MATh TPYNH NPOAYKTOB (KPEBETKH, YTOpb, CBHIp MapMe3aH,
TBOPOT, CIMBOYHOE MAacio), JOCTUTHYB CPEOHEH TOYHOCTH TecTHpoBaHUS §3,8%. ApXHUTEKTypa peuieHHs
UCTIONIB3yeT OBICTpOE NPOEKTHUpOBaHHE, IATHOPMBI C HHU3KUM YypOBHEM Kona, Takue kak Flowise, u
unTerpanuio ¢ Telegram i ynoGHoi 06paboTku naHHBIX. KiroueBble po6iieMbl, BKIIIOYasi CEMaHTHYECKYIO
HEOHO3HAYHOCTh W TAUTIOLMHAINY MOJENeH, ObUIN pelIeHbl ¢ MOMOLIBIO MPEIMETHO-OPUEHTHPOBAHHBIX
cioBapei W Banuaanuy. Takod TOXXOJ COKpamiaeT pydHylo padoty npumepHo Ha 90%, 4TO MO3BOJISIET
CO3/1aBaTh MaCIITa0UpyeMble pelIeH s ISl LIEMIOYKH ITOCTaBOK, MPUMEHNMBIE He TOJBKO B PECTOpaHax, HO U
B PO3HUYHO TOPTOBJIE U 3JIEKTPOHHOI KOMMEPIIHH.

KiaioueBble cji0Ba: OOJIBIINE SI3LIKOBBIE MOZAEIN, YIPABJICHUE LENAMH TIOCTABOK; COIIOCTABJIICHHUEC
HOMCHKJIATYPbI IIPOAYKTOB; aBTOMATHU3allUA;, ONTUMU3AUA 3aI1aCOB.

Jas mutupoBanus: xun C., [Nanpumos ILb., Cyneitkua A.C. ComnocTaBieHHe HOMEHKIATYp TOBAapOB
pecTopaHoB U MocTaBIIMKOB ¢ momoIbio LLM — Case Study ans pectopansoro xonnuara. Tpyzast UCIT PAH,
tom 37, Bei. 6, yacts 3, 2025 ., ctp. 163-176. DOI: 10.15514/ISPRAS-2025-37(6)-43.
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1. BeedeHue

1.1 3Bontoumsa npumeHeHusi LLM B ynpaBneHuun Leno4ykamm nocraBoK

Bonpimne s3pikoBhie  Momenu (Large Language Model, LLM) cranu peBOJIOLUOHHBIM
HMHCTPYMEHTOM B YIIpaBJIeHUH 1ieno4kamu moctaBok (Supply Chains Management, SCM), mo3BoJisist
Ou3Hecy ONTUMH3MPOBATH OMEPAlUH, YAy4lIaTh MPHUHSITHE PEIICHHH U aBTOMATHU3UPOBATH
npotiecchl. TpajuIIMOHHBIE TOAXO/bI, TAKHE KAaK CHCTEMbl HAa OCHOBE MPAaBHWI WM MOJENeH
mammHHOro 0oOyuenuss (Machine Learning, ML), gacto He cmpaBisioTcst ¢ 06pabOTKO#
HECTPYKTYPUPOBaHHBIX JIaHHBIX, MHOTOS3BIYHBIX KOHTEKCTOB M OBICTPO MEHSIOIIMXCS Cpel.
Mogenu LLM npeonosnesaroT 3T OrpaHUYEHNS 3a CUET PaCIIUPEHHBIX BO3MOKHOCTEH TOHUMaHUS
€CTECTBEHHOTO S3bIKa M KOHTEKCTHOTO aHaJM3a, YTO JeJlaeT WX BBICOKO aJaNTHBHBIMH K
JIUHAMHYHBIM TOTPEOHOCTSIM II€N0YeK MOCTaBokK [1-2].

1.1.1 NporHo3upoBaHMe cnpoca U oNTUMU3aLIMA 3anacoB

Mopenun LLM npoaeMOHCTpUpPOBAIN 3HAUUTENBHBIN [TOTEHLIMAT B IPOTHO3UPOBAHUU CIIpOCa 32
CYET aHaJIM3a UCTOPUUYECKUX JAaHHBIX O MPOJaKkaX, PRIHOYHBIX TCHACHINH W BHEITHUX (h)aKTOPOB,
TaKHUX Kak [MOrojia Win reonojutudeckue coonrtusi. Hampumep, kommanus Coca-Cola ucnosb3yer
MPOTHO3MPOBAaHKWE HA OCHOBE HCKyccTBeHHOTO wHTewiekTa (MU) mmst onruMmusaiuu rpadukos
IIPOM3BOJCTBA U YPOBHEHN 3alacoB, COKpaulas NEepenpoU3BOACTBO IPU YIOBJIETBOPEHHUU CIpOca
kiaueHToB [ 1]. AnannTtuka Ha ocHoBe Mojenu LLM ChatGPT npumMensiercst B pO3HUYHON TOPTOBIIe
JUIs BBIABICHHMS TEHIEHLUN CIpoca W YJIydlIeHUs YIOPABICHUS 3amacaMH, YTO HPUBOIUT K
COKpAIEHUIO AePUINTA U TIOBBIIICHUIO ONEpainOHHON 3P (HeKTUBHOCTH [3].
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1.1.2 ynpaBneHMe B3aUMMOOTHOLIEHUAMN C NnoCTaBLLMKaMun

Mopgenu LLM ymy4maioT ynpapieHHe B3aMMOOTHOLICHMSMH C ITOCTABIIMKAMH, aBTOMaTH3HPYS
TaKHe 3a/1a91, KaK COCTaBJICHHE KOHTPAKTOB, 00pabOTKa CUETOB M OTCICKUBaHHE 3P PeKTHBHOCTH.
Hamnpumep, miatdopma Verusen Ha ocHoBe VU ynydmiaer B3anMoeHCTBHE MEXKAY MOKYIATENSIMH
Y TIOCTaBIIUKAMHU 32 CYET MOBBILICHUs] Ka4eCTBa JaHHBIX U COAEHCTBUS BO3MOXKHOCTSIM BBEPX H
BHU3 Mo 1emnouke [4]. Mcmoms3oBanue Mmoneneid LLM komnanwmeit Microsoft B ympaBieHun
L[EMOYKaMH1 IIOCTABOK I0Ka3aJl0 3HAUYUTEIFHOE COKpAILlEHNE BPEMEHH ITOIKIIOYECHHUS TOCTaBIIMKOB
1 MOHHTOPHWHTA COOIIOACHNS KOHTPAKTOB [5].

1.1.3 OnTMMM3aumna NOrucTUKM

B noructrke Mopenu LLM urparoT Kiro4eBylo posib B ONTUMHU3ALMKA MapUIpyTOB M YIPaBICHUH
coosimu. Kommnanmst Amazon wucnonssyer MU juis aHanmusa Mozenedl NMOKYIOK W CE30HHBIX
TEHJCHIMH, YTOOBI 3apaHee KOPPEKTHUPOBAaTh pAacHpe/esieHHEe 3armacoB IO CBoeil ceTH. OTo
MPUBOAMT K COKPAIIEHHIO CPOKOB JJOCTABKH U MOBBILIEHUIO 0011ei addexTuBHOCTH [2]. KoMnanus
DHL wunTerpupyer po60oTOTEXHUKY Ha ocHOBe MU B ckiaickue onepanuy s 3a1a4 COPTHPOBKH
Y YIIaKOBKH, 3HAUUTEIILHO COKPAILasi BpeMs 00pabOTKH U O3BOJIAS COTPYIHHKAM COCPEIOTOYUTHCS
Ha OoJiee CIOXKHBIX 3a1avax [1].

1.1.4 UHTerpauus 3HaHUM Ans noaaepXky pelueHnmn

Bonpmne s3pikoBele Mogenn LLM cmocoOcTByIOT yimydineHHWIo NMPUHATHS pEIICHWH 3a CYeT
MHTETPALMA Pa3pO3HEHHBIX HCTOYHHMKOB [AaHHBIX B CBs3HbIC Tpadbl 3HaHMHA. OTH rpadbl
(PMKCHPYIOT CIIOKHBIE B3aMMO3aBUCHMOCTH MEXAYy OOBEKTaMH LETIOYKH ITOCTaBOK, 00ecrednBas
noxydeHne MHQpOpManuy O pUCKax M BO3MOXKHOCTAX B pealbHOM BpeMeHu. Hampumep, cepBuc
Microsoft Dynamics 365 Copilot nuconbs3yet ciryx0s1 Azure OpenAl miist IporHO3UpOBaHUS COOCB
y NOCTaBUIMKOB WJIM B PErHOHAX C OJJHOBPEMEHHOM reHepaluell MpakTHIeCKUX PEKOMEHAAMH s
MEHEIXKEPOB LIEMIOYEK MOCTaBOK [5].

1.2 Kno4yeBble npobnemMbl ucnonb3oBaHus LLM

Bonpmme s3pikoBbie Mojenu LLM o6namaioT mpeoOpa3yromuM MOTEHIIHAIOM IS YIPaBICHUS
LENOYKaMHU II0OCTaBOK, HO HUX BHEJIPEHHME CONpPSIKEHO C TpyAHOCTSIMH. B 3TOM paszmene
paccMaTprBarOTCS OCHOBHBIE MPENSATCTBHS, BO3HUKAIOIIME npu BHenpeHun LLM B KoHTekcTe
LIETIOYKH ITOCTaBOK B PECTOPAHHOM OHW3HECEe, C aKI[EHTOM Ha CEMAaHTHYECKYI0 HEOJHO3HAYHOCTH,
PUCKH TaJUTFONMHAIINHN, YI3BUMOCTH CHCTEMBI 0€30MMaCHOCTH U a/IalITAIAIO TIEPCOHATA.

1.2.1 CemaHTM4YecKass HeOAHO3HAYHOCTb

Cepbe3Hoil mpo6IeMoii, ¢ KOTOPOil, B YaCTHOCTH, CTOJKHYJIHUCH pa3pabOTUNKH B XOJI€ pean3aliiu
Y TECTHUPOBAHUSI CHUCTEMBI, OTMMCHIBAEMOW B JAaHHOH padote, sBIsSETCS TOM, 4uTo mojenu LLM
omunbaroTCsl B Crielu()PUUHBIX KOHTEKCTax (HAmpuMep, Opu CONocTaBieHny npoaykros “Easy Peel
Shrimp” u “Pre-Cleaned Shrimp”). Ota npobnema ycyryousiercs eme 0oJibllie B MHOTOS3BIYHOM
cpene [7-8].

CrnencTBUEM MPOSIBICHUS STOU POOIIeMBI ABISIOTCS 23% OMMOOK COMOCTaBIeHHS B TecTax [1].
[Ipennaraembie BO3MOXKHBIE PEIICHUS U 3TOH POOJIEMbI BKIIOYAIOT B ce0s:

° HPGHMCTHHG OHTOJIOI'H (5k+ TepMI/IHOB), KOTOPbIC TOMOT'alOT CHU3UTH YHUCJIO OIHI/I6OK Ha
19% [1];

e PyuHas Bamumaus CIOPHBIX CiIydaes [5].
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1.2.2 "MannoumHaumm” n 06 LACHUMOCTb
[MpoGnema «rammounHanumii» moaeneid LLM 3akirouaercst B reHepauys MOJEIbIO TeHEPaTUBHOTO
WU 10KHBIX TAHHBIX M3-3a BEPOSTHOCTHON MPUPOIBI paboTsl Moxenu LLM [8-9].

HpaKTI/I‘-IeCKI/IMI/I NOCICACTBUAMU TIPOSABJICHU «raJITIOLMHALTUAN LLM B 3aavdax YyHnpaBJICHUA
LETIOYKaMH1 ITOCTaBOK MOTYT CTaTh, HAIPUMED, OIIHOOYHBIC PEKOMEHIAIINH T10 TOCTAaBIIUKAM.

[Ipemmaraempie BO3SMOXKHBIEC PEIICHAS AJIS IIPOOIIEMBI «TaJuTFonrHaIminy LLM:

e OO6yuenne monerneii LLM na mpenmerHo-opuenTupoBanusix (domain-specific) mamnsx
JUISL CHIDKEHHMS «rajumronuHanuiiy LLM na 15% [8];

e Peseprubie mexanusmsbl (fallback) s HemognepxuBaeMbIx 3ampocos [3].

1.2.3 YasBumocTn 6e3onacHocTu

Pacnpoctpanenne pemennid Ha 0Oa3ze Mojenel MamMHHOTO OOYYCHHS BBI3BAIO K JKU3HU H
TOSIBJICHHE HOBOTO TUIIA aTaK Ha CEPBUCHI U NIPHUIIOKEHHSI Ha OCHOBE MAIIMHHOTO O0Y4EHHSI, TAKUE
Kak «BpeJoHOCHOe MarmmuHOe obyuenme» (Adversarial Machine Learning, AML), ogaum u3
MPOSIBIICHHH KOTOPOTO SIBJISETCS OTpaBieHHe AaHHBIX (Poisoning attack) wim manumynsiuum ¢
obyuaromumu JaHHbIME (IpuMep: yTeuka qanubix OpenAl B 2023 roay) [11-12]. Takxke nenouku
MOCTaBOK MOT'YT CTpajaTh M OT arak, CBA3aHHBIX C PacIpOCTPAHEHHEM YS3BUMOCTEH uepes
3aBUCUMOCTH (110 [pOoOHEe MOXKHO O3HAKOMUTHCS, Hanpumep, B [13]).

Pewenns mo 6opb0e ¢ aTakaMu OTPABJICHUS U YSI3BUMOCTSIMH 3aBUCUMOCTEH BKIIIOYAIOT B CeOsl:
e JluddepennuanbHas NpUBaTHOCTH pU 00y4yeHuu [11];

e PerysspHbie ayauTbl 6€30MaCHOCTH 00ECIICUUBAIOT CHIDKEHHE ysi3BuMocTeit Ha 30% [12].

1.2.4 ApanTtauua nepcoHana

[TpoGnema roTOBHOCTH MIEPCOHANA K HCIIOJIb30BAHHUIO U JIOBEPHS B OTHOLICHHH PELICHUI Ha OCHOBE
reHepatuBHOTro MM 0OBIMHO BBIpa)kaeTcs HANPSIMYIO B 3aTpaTax Ha MEePErnojroTOBKY COTPY/IHUKOB
kommnanuu ($3800/cotpyanuka) [7] u cHIKEHUU MPOAyKTUBHOCTH Ha 22% [5, 9].

Pemraercst ata npo6iema 00bIYHO ABYMS Iy TSIMHU:

e [losramHoe 0OydeHHEe COTPYAHUKOB ((popMymmpoBKa 3ampocoB + TAaKCOHOMHSA) VIS
yBenuuenus spdextuHocTH Ha +35% [5];

e CorpynauyectBo MM -criennanncToB u 3KCepToB MpeaMeTHoi obmactu [10].

1.3 Kputunueckue npobenbi B CyLECTBYIOLWUNX UCCNEA0BaHUAX

HecMmoTpst Ha sBHBIN TpeoOpa3yronuil MOTEeHIMAN, BHEpeHHEe peniennid Ha 6a3e moxaeneit LLM
CTaJKHMBAETCS C PAJOM OrPaHHUYEHHH, KOTOpble HEOOXOJMMO YCTPAaHUTh JUisi OoJiee IIMPOKOTO
UCIIONB30BaHus reHepatiuHoro VU B ynpasienuu nensmMu noctaBok SCM (tabm. 1).

Cepbésnoit mpoOiiemoit mpumenenus wmojaened LLM ocraercs «cemaHTHUeCKHWid Opeid».
Hanpumep, npu knaccuukalnuy MpoayKTOB B ClIydae paccMaTpUBAEMOro HaMH PECTOPaHHOTO
Ou3Hec-Keiica HecorlacoBaHHas TepMuUHOIOTHs Bpoae "Jumbo Shrimp" Bmecrto "Colossal Shrimp™
cocraBiseT ~34% omubox [6].

Kpowme Toro, 3aTparthl Ha MepenoAroTOBKY NepcoHaa Jijis BHeapeHus moaeneit LLM u pemrennii Ha
UX OCHOBE 3HauuTenbHbl. Tak mo nmaHHeiM McKinsey, cpeiHsisi CTOMMOCTh MEPErnoAroTOBKH
COTPYIHUKOB 3aKyIOYHBIX [0JIpa3zieaeHui st 3h(HEeKTHBHOTO HCIIONIB30BaHuUsI HHCTpyMeHToB N
cocrasisiet $3800 Ha coTpynHuKa [7].
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Tabn. 1. Ozpanuuenus npumeneHus paznuynblx H0OX0008.
Table 1. Limitations of different approaches.

[Ipobrema TpagunnoHHBIE TIOAXOIBI Orpanngenns LLM
Ananranus TpebyeT pa3MeueHHbIX OrpaHnyeHHast TOYHOCTh
K IpeIMETHON 00JIacTH JIAaHHBIX «c myns» (~82%) [2]
Pydnas nposepka «UepHBIH SIUK»
[oBepue k onepanusm i POBep P e
(5-7 nueit) JIOTHKH petieHii [6]
MHoros3puHOoe [epeBox Ha ocHOBe mpaBui | YpoBeHs omuook ~19%
BBIPDABHUBAHUE (~68% mokpbITHSI) (Ha azuarckux peiHKax [1])

1.4 NMocTaHoBKa 3agaym pa3paboTkm U onucaHue nccnegoBaHus

B nanHolf paboTe mpeacTaBiIeH NMpUMEP PEICHMS OJHOM M3 LEHTPAIbHBIX 3aJad B yNPaBICHUH
LEMOYKAMH IIOCTaBOK, a HMEHHO: 3aJa4d YCTAHOBIECHHMS KOPPEKTHOTO COOTBETCTBHS MEXKIY
TOBapHOW HOMEHKJIATYpOi IOCTABIINKOB 1 MOTPEONTENEH, KOTOpast HAIIPSIMYIO CBSI3aHa C 3a1a9aMH
KOPPEKTHOTO IUIAHUPOBAHMSA 3allacoB, YIPABICHUS B3aUMOOTHOLICHUSIMU C MOCTaBIIHMKAMHU,
aBTOMATHU3aLMM TAKUX OW3HEC-IIPOLECCOB, KaK COCTABICHHE KOHTPAKTOB, 00pabOTKa CYETOB U
orciexxuBanue 3¢ddextuBHocTH. [laHHas 3amaya CBsi3aHa C PYTHHHOH 00pabOTKOW OONbIINX
00BEMOB TEKCTOBBIX JAHHBIX, YTO MJEATbHO MOAXOIUT K e aBTOMATH3allMi U pealu3alud Ha
OCHOBe pernieHui renepatusHoro M. B paboTte paccMOTpeHB! apXUTEKTYPHBIE H TEXHOJIOTMYECKHE
0COOEHHOCTH NPEATaraeMoro peuleHus NMPUKIAJHOM 3alaudl U MPOaHAIU3HPOBAHBI PE3YJIbTAThI
OTIBITHOH 3KCIUTyaTalliy pa3pabOTaHHOTO MIJIOTHOTO BapHaHTa CHCTEMBI, IIPOTECTHPOBAHHOTO HA
peaNbHBIX JaHHBIX OU3HECA PECTOPAHHOTO XOJIJMHTA.

CtpykTypa paboThl BKIIOYAET B ce0s BBEACHUE, Pa3feIibl C ONUCAHUEM IIpeIaraeMoro MoAxoaa K
MOCTPOCHUIO PEIICHUs,, PEe3yNbTaTOB pealu3allid W TECTHPOBAaHUS MPOTOTHIA CHCTEMBI,
0OCYXXIIEHUsI pe3yJbTAaTOB OIBITHOM SKCIUTyaTallMM CHCTEMBI W 3aKIIOueHHs. Bo BBeneHuu
paccMaTpUBaIOTCS BO3MOXKHOCTH, KOTOpBIE TEXHOJOrMM reHepatuBHoro MW mpemmararor s
ABTOMATH3alMK U YIY4IIEHUs YIpaBieHus Lernodkamu nocraBok SCM, a taxke te npodiemMsl u
HPENATCTBUS, C KOTOPBIMHU CTAJIKHUBAIOTCS pa3paOOTUMKM pelIeHni Ha ocHoBe Mojenei LLM, Ha
OCHOBE aHalM3a MPUMEPOB PELICHUS MPAKTUYECKHUX 3a/]a4 YIPaBICHUS IEMOYKAMU MOCTaBOK. B
paszesne ¢ ONMCAHMEM IOJAXOJA K PELICHUIO NPAKTHYECKOW 3aJa4yd NPEICTABICHA apXHUTEKTYypa
pelIeHuss Ha OCHOBE COOCTBEHHBIX LU(POBBIX IIIAT(GOPM U TEXHOJOTMH C OTKPBITHIM KOIOM.
Pe3ynpTaThl IPOTrOHOB MPOTOTHIIA CHCTEMBI Ha JAaHHBIX peanbHOro OW3HEec-Keiica MoKa3aHBI B
pazzene, MOCBSIICHHOM PE3yJbTaTaM IPAaKTUYECKOI0 BHEAPEHUS CUCTEMBI C NPEACTABIECHUEM M
aHAJIM30M KOJIMYECTBEHHBIX IOKa3aTeNel (yHKIMOHUPOBAHUS CHCTEMBI B IPOLIECCE €€ OIBITHOM
9KCIUTyaTallMi. B 3aKIOYeHNM TIOABEAEHBI HTOTH peajH3allil TPOeKTa M O00CYKAAITCA
MEePCTIEKTHBBl MaCIITaOMPOBAaHUS PEIIECHUs, a TAaK)KE€ BO3MOXKHOCTH aJaNTALUH M IIPUMEHEHHS
IpeJJIaraéMoro MojaxojAa K peaau3alii aHAJIOTHYHBIX MPOEKTOB KaK B paMKax 3aJad yIpaBIeHUS
[ETI0YKAMH TIOCTaBOK, TaK M 3a Ipe/ielaMy JaHHOH MPHUKIaTHOM obacTn.

2. Mo0x00 k peweHuUro NpakmMu4yeckol 3adayu

2.1 OnucaHue busHec-kKenca

Hama KOMaH/1a pa3pa60Tana MMJIOTHBIA MPOCKT JId KPYIIHOTO PECTOPAHHOTO XOJAWHTA C LECIbIO
ABTOMATU3alNU TTPOLECCa COITOCTABJICHNA TOBAPHBIX HOMCHKIIATYP.
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2.1.1 OnucaHue ueneBoun 3again
I[J'IH 3a1aHHOI'0O HAUMCHOBAaHMUSA TOBapa OT 3aKa34yHuKa (peCTopaHa) HCOGXOL[I/IMO BBIIIOJIHUTH
aBTOMAaTHYECKHUI TOUCK aHAJIOTOB B 00IIel 0a3e TOBapOB MOCTABIIUKOB.
OT60p AHAJIOI'OB JOJI2KCH OCYHIGCTBHSITLCSI 110 3aJaHHbIM KpI/ITepI/ISIM pa3[[eﬂeHI/I$I TOBapOB nu3 6a31>1
Ha TpU KaTErOpHUHU:

e Karteropus 1: TOYHO COBMAAIOLINE TO3ULIUH;

e Kareropus 2: NOTEHIIMAIBLHO MOIXOASIINE TTO3UIIHH;

L] KaTeI‘OpI/IH 31 HEIoaAXoAsgA1Iue IMMO3UIInuun.
Cucrema T0JDKHA TEHEPUPOBATh COOCTBEHHBIC KPUTEPHH KaTErOpH3aIllii Ha OCHOBE MOJIYYCHHOTO
HAaMMCHOBAHUA TOBapa 158 HpaBI/IJ'I, y‘II/ITLIBa}OIHI/IX TOBapHyIO prl’[l’[y nu Tpe60BaHI/ISI peCTopaHa.

B pamxax mmioTHOH pa3paOOTKH OBIIM BBEJICHBI OIPAHMUYEHHS [UIS PEATU3AINU PAHKUPOBAHUS
TOBapHBIX HOMEHKJIATYp MO KPUTEPHSIM OT 3aKa3uMKa IS IIITH TOBAPHBIX IPYII: KPEBETKH, YTOPb,
CBIp ITapMe3aH, TBOPOT U CIMBOYHOE Macio. B 1abm. 2 npencrasineH npuMep 3aJaHHBIX KPUTCPUEB
JUTA KaTerOpU3allii HOMEHKJIATyp B CIIUCKE KPEBETOK.

Tabn. 2. [lpumep Kpumepues omueceHuss HOMEHKIAMYP CNUCKA KPeBemoK K 0OHOU U3 mpéx Kame2opuil.
Table 2. An example of criteria for classifying shrimp list items into one of three categories.

Kareropus Kpurepun

Kareropus 1
(TOYHO COBMAIAIONTUE TTO3HIIHH) Bpenn Parmente
BbI0ENICHO 3€/IeHbIM

e Bce nosunuu 6e3 CI0B «MSATKHIA ChIP
B Ha3BaHUH;
e Bce no3unuu 6e3 ynmoMuHaHus CTpaH
(UIseitmapwust, Utanus);
e Bce mosummu 0e3 ciioBa «roJioBa» B
HazBanuu NJIW Becom >4,5 xr
e Bce nosummu 6e3 ciaos «Premiumy /
«Exclusive» B HazBanuu

Kareropus 2
(MOTEeHIMAILHO TOAXOASIIUE TIO3UIINN)
8b10€IeHO JHCEeMbIM

Kareropus 3
(HemoAXosIIIre O3UITHH) Bce ocTanpHbBIC TO3HITUHA
8b10€1eHO KPACHbIM

2.2 ApxuTeKktypa peweHus Ha 6asze DUC SmartSearch n mogenu LLM

Jiist pa3paboTKH MCIIONb30BajIack coocTBeHHOE IHdpoBoe pemienne DUC SmartSearch [14] na 6ase
Danswer/Flowise, rme DUC SmartSearch u Danswer (apiie Onyx [15]) — a0 mnardhopmsr st
coznanus MU-accuctenroB u RAG-koHBeiiepoB, a Flowise — ato miaTdopMa ¢ MHHHMaIbHBIM
pyunbiM koaupoBanueM (low-code) nnst coszmanms WU-accuctentoB [16]. Bech koHBeliep
00paboTkM JaHHBIX ObLT peann3oBaH Ha Flowise. ANbTEpHaTHBHO peEIIEHHE MOXET ObITh
paspaboTaHo Ha qpyrux aHanorndusix (low-code) miatpopmax (Hanpumep, n8n, Langflow) wmu ¢
ucronbp3oBaHueM 6ubnrorek Python (Langchain u ip.) ¢ OTKpBITEIM HCXOMHBIM KOoM. B mpornecce
3aIycKa W BBIIOJIHEHHs KOHBeitepoB 00paboTku manHbIX cucteMa DUC SmartSearch ncmosnssyer
mozens LLM GigaChat Max [17]. TIpumenenne apyrux mozeneit LLM s penienust mpukiiaaHoi
3aJ1a4M TAK)Ke BO3MOXKHO, XOTS JJIsl TOTO MOTPeOyeTCst AOTOIHUTENbHASL OTITHMHU3AIINS TEKCTOBBIX
3amnpocoB (prompt engineering).
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2.2.1 KoHBenep o6paboTku AaHHbIX

[IpoToTnn cuctemMbl paH)KMPOBAHMS CIIMCKA MPOAYKTOB CTPOMIICS IO cXeMe 00pabOTKM JaHHBIX,
KaK 3TO IPE/ICTaBIeHO Ha puc. 1.

/  DUC SmartSearch
Transmits the original
list of iterns in xlsx
format

- » TG-bot >

Large Language
' Model
(LLM)

Processing pipelines for
each product group

(flowise)

Gels a ranked list of
User products in xdsx format

Puc. 1. I[lpomomun cucmemvl pandicuposanusi cnucka npooykmos. Cxema 8blcOKOYPOBGHESOU apXUmeKnypbul.
Fig. 1. Product List Ranking System Pilot. High-Level Architecture Diagram.

Ionk3oBaTensckuii uHTEpdEiic cucteMsl peanusoBan yepes Telegram. 3meck TG-60T npuHUMAET
OT TMOJNB30BATENsI MCXOMHBIC CIUCKH TOBapoB B Buae ¢aitmos Excel (B dopmare .xlsx) mms
nocueayrouieit 0o0padotku. [Ipy 3TOM CIMCOK HOMEHKJIATYP JOKEH HaXOMUThCA Ha IIEPBOM JIHCTE,
B [IEPBOM CTOJIOLE, HAYMHAS C IEPBOl CTPOKH.

Janee CrMCKH TOBApOB MOCTYIIAIOT HA CBOU KOHBeiepbl 06paboTku B cucteme DUC SmartSearch,
rie TPOMUCXOMUT HX KiaccuuKalms, B COOTBETCTBUM C YKPYHHEHHBIM ajrOPHTMOM,
NpeCTaBICHHBIM Ha pHC. 3.

JSON with a specific
category number

Verification of
compliance with
category 2 or 3

criteria

Verification of 0
Product Name compliance with
category 1 criteria

h 4

Puc. 3. Obwuii aneopumm knaccugpurayuu HAUMEHOBAHUIl MOBAPO8 8 KOHEellepax 0opabomxi.
Fig. 3. General algorithm for classifying product names in processing pipelines.

B mporecce 3amycka W BbINoONHeHHs KoHBeiiepoB cucrema DUC SmartSearch ucnons3yer
HOACPXKKY co cTopoHbl LLM juist peanuzaiuy 1BYXITAlIHON POBEPKH COOTBETCTBHS KPHTEPUAM
OTHECEHHsT HOMEHKJIATYyp CIIUCKAa TOBapoB K OJHOM U3 TpEx kareropuil. Tabi. 3 mokassiBaeT
3ampOChI, KOTOPBIE UCTIOIB3YIOTCS CUCTEMOI utst akTiBarmn moaean LLM GigaChat.

2.2.2 Pe3synbTat 06paboTKN AaHHbIX

B pesynbrare 661 pa3paboTaH MPOTOTUI CHCTEMBI, KOTOPBII IOJIydaeT Ha BXOJ OT ITOJIb30BaTENIs
CIMCOK HOMEHKJIATYp OIpeeIEHHON TOBApHOW IPYIIbBI M Ha3BaHHE TOH Tpymisl, 00pabaThiBaeT
CIMCOK IO 3aJaHHBIM KPUTEPHSM sl KaKIOW TPYNIbl M IIPEAOCTABISET HA BBIXOJE
PaHXUPOBAaHHBIN CIMCOK C YKa3aHUEM OIIPENEIEHHON KaTErOpuu B KaX 101 CTPOKE.

Bxonnoii mHTepdeiic cucteMbl peann3oBaH uepe3 MecceHpkep Telegram, rae mojbp30BaTeNb
3arpyxaer Excel-¢aiin co cmuckoMm mpoxaykroB. Jlamee crienuaibHO pa3pabOTaHHBIA 4aT-00T
obpabateiBaer 3TOT EXCel-daiin, u pesynbraroM paboThl CHCTEMBI SIBISETCS PaHKUPOBAHHBIH
CIFCOK BCEX MPOAYKTOB-aHAJIOTOB M3 CIIMCKA ITOCTABIIMKOB. [ peanu3aiin «yMHOH 00paboTKmI»
CITUCKOB TIOCTaBIIMKOB Hcmoib3yercs Moaenb LLM GigaChat Max, koropas obecrednBaet
JIOCTAaTOYHO BBICOKYIO TOYHOCTh 00pabOTKM CIIMCKOB, OJarofaps CrenuaibHO HACTPOSHHOMY MO
MPUKIATHYIO 3319y IPOMT-HHXHHUPHHTY, KaK 3TO IPEACTABICHO B Ta0MI. 3.
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Tabn. 3. Ilpumep 3anpocoe 0is1 08YXIMANHOU NPOGEPKU COOMBEMCMEUSL KPUMEPUSIM.
Table 3. Example prompts for 2-step mapping verification.

OTan

3anpoc

IIpoBepka
COOTBETCTBUS
Kateropun 1

Poub: Bl — nugpoBoii accuCTeHT MeHeKepa 0 CHAOKEHUIO pECTOPAHHOTO
XOJIAUHTA.

Be1 monmydaete Ha3BaHUE MPOAYKTA (KPEBETKH), KOTOPOE HYKHO IPOBEPHUTH MO
KPUTEPHSAM U BBIBECTH PE3YIbTaT.

CaoBapb:

s/mM — CBEKEMOPOKCHBIE;
s/hB — ¢ XBOCTOM;

b/g — Ge3 rosossL.

3anaua:
BrBenure 1, ecnu HazBanue cootBeTcTByeT BCEM Kputepusam:
1) pa3mep u3 crucka ["21/25", "26/30"] +

"non "non

2) TeKcT U3 crucka [ "ounmenHsie", "aumensle”, "yumeH. "] + ykazaH
"non "non

3) Tekct u3 criucka ["c xBoctoM", "Ha xBocte", "s/hB", "s/hB", "n/hB", "¢ xB."] yka3zaH.

Kpurepun mMoryt ObITh B ito60M mopsinke. BAXKHO: Ha3BaHue n1omkHO
cootBercTBoBaTh BCEM Kputepusm.

Briseaure 0, eciin Ha3Banue He cootBercTBYyeT XOTA Bbl OAHOMY kpurepuro.
Ecmu mpoayKT HEe OTHOCUTCS K KPeBETKaM — BBIBEJUTE ITYCTYO CTPOKY "".

He Brigy™MbIBaiire.

Ha3ssanue npoaykra: {input}

IIpoBepka
COOTBETCTBUS
Kareropuu 2
i 3

Poub: Bel — mudpoBoii acCHCTEHT peCTOPAHHOTO XOJINHTA.

BeI monrywaere Ha3BaHUE KPEBETOK, KOTOPOE HYXHO MPOBEPHUTH 110 KPUTEPUAM U
BBIBECTH pe3yJbTar.

CraoBapb:

s/m — cBeXEeMOPOIKEHBIE;
s/hB — ¢ xBOCTOM;

b/c — 0e3 royoBEI;

b/g — Ge3 rososbl.

3apaya:
BeiBenure 2, ecnu HazBanue cootBeTcTByeT BCEM kputepusiM:
1) pa3mep u3 crimcka [16/20", "21/25", "26/30"] + yka3zau

non non non

2) TEKCT U3 CMHCKA "OYUIIEHHBIE ¢ XBocTOM", "uniiensle", "uuiieH. ",

non

"ounIeHHbIe ¢ XB.", "unIeHHbIe ¢ XB.", "0e3 ronossl", "b/g."] +

YUIICHBIC, C XB.",

"non non "non

3) 6e3 Tekcra U3 crmcka "B (KOKOCOBO#) manupoBke", "w/o", "B manuupe", "maHmups",
"mpecHOBOHBIE"].

Bemenure 3, ecnu HazBanue He cootBeTcTBYyeT XOTA Bbl OTHOMY kputeputio.
Ecnu npoayKT He OTHOCHUTCS K KpeBETKaM — BBIBEIUTE IIYCTYIO CTPOKY "".

He BeIgyMbIBaiiTE.

HaszBanue npoaykra: {input}
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PesynpTar 00paboTKM crmicka TOBapoB (puc. 4) JIEMOHCTPHPYET PaHXUPOBAaHHBIM CIHCOK C
I[BETOBOI pa3MeTKoil. McxonHble NaHHBIE WACHTUYHBI MTOKa3aHHBIM Ha pHC. 4, HO BO BXOJHOM
(haiire mo3uIM OBUTH TIPEICTaBICHBI 0€3 IIBETOB M B IPOM3BOJBHOM Mopsiake. PazpaboraHHas
crcTeMa-npoToTHN Jo0aBisier HoMep kareropuu (1, 2 wim 3) anst Kaxaol HOMEHKJIATYPHI BO
BTOpO#l cromnber ¢aiina. JIONONHUTENEHO CIUCOK IPOAYKTOB COPTUPYETCS IO BO3PACTAHHIO
KaTerOpUH C IIBETOBOW Pa3METKOH «CBETOPOP»:

ISRl o

~jovn

oo |®

11
12
13
14
15
16

e Kareropus 1: 3e1eHbIH;
e Karer opus 2: )KeJ'ITLIﬁ;
e Kareropus 3: KpacHBIH.
Shrimp (vannamei) 21/25 peeled n/t
Shrimp Wanamei peeled s/m 21/25 with tail

Shrimp Wanamei 26/30/30 peeled with il
Shrimp peeled. with tail. ¢/m. 26/30 1kg

Shrimp (Litopanasus vannamei) peeled with tail (21/25) ¢/m 1kg — India
Shrimp big ¢/m peeled. with tail 26/30 (1,000 kg) 30% cr. 10 pes. India

Shrimp 16/20 pesled with tall ¢/m India

Shrimp 21/25 big ¢/m, block 1.8 kg, 1/8, pcs.

Shrimp 21/25 big c/m, biock 1.8 kg, 1/6, pes.

Shrimp 21/25 big ¢/m, block 1.8 kg, 1/6, pc

Shrimp Vanamei in breading, peeled s/m 21/25. fac.1 kg
Shrimp Wanamei peeled s/m 21/25 without tail

Shrimp Wanamel sim b/g 21/25 eyes 7%

Shrimp Wanamei 16/20, in the shell

Shrimp peeled. without tail s/m. 26/30 1kg

WWWWWNNRNN =

Puc. 4. Ilpumep pe3ynvmamoe 0o6pabomru cnucka mosapos.
Fig. 4. Example of results of processing a list of products.

WO N WG NN AR e b e

Hcnonb3yemble B 9KCIIEPUMEHTAX HAOOPHI JaHHBIX COCTOSUTH U3 EXCel-daiinos Toro ke Tumna, Kak
3TO HpEACTaBICHO Ha puc. 4. [y TecTUpOBaHMS MbI UCIIOJIb30BaIH 0K0JI0 30 (hailyioB I Kax 10
Kateropuu (TPyIbl), a IUis MPOBEPKU-BATHIAINN PE3yIbTaTOB — OKoyio 10 ¢aitnos. Pe3ynbTars
KOJIMYECTBEHHOI IMPOBEPKH MOTyYCHHOTO HAO00Opa JaHHBIX MMPEICTABIICHBI B CICAYIOIIEM pa3zee.

3. O6¢cyx0eHue pe3ynbmamoe npoexkma

3.1 KonnuyecTBeHHas oLieHKa pe3yfibTaTOB BHEAPEHUSA peLleHUs

B kauecTBe ocHOBHOI MCTPHUKH KadycCTBa KaTCFOpI/BaHI/II/I/KI{aCCI/I(i)I/IKaL[I/II/I INPOAYKTOB B CIHMCKC

HCIOJIb30BaJIaChb  METpPHUKaA Accu racy,

Tabn. 4. Tounocms Kaaccughuxayuu.
Table 4. Accuracy of product classification.

KOTOpas pPAacCYMTHIBANACH KaK JOJs IPaBHIBHO
KIaccu(UIIMPOBAHHBIX OOBEKTOB Cpeld BceX OOBEKTOB B KaXIOW TOBapHOH rpymme. OreHKa
KauecTBa KJIacCH(PHUKAIUK 110 TOBAPHBIM TPYIIaM MpeacTaBiieHa B Ta0. 4.

TosapHa rpynma Mertpuka Accuracy Mertpuka Accuracy
(Banunaums) (Tecr)
Kpesetkn 81% 80%
Yrops 88% 85%
Tropor 99% 96%
Crip «ITapmesany 96% 7%
CnuBoYHOE Macio 90% 81%
Cpennee apupmernaeckoe 90,8% 83,8%
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TodHOCTh pelIeHUs OKa3ajach BIIOJHE IOCTATOYHOW IUIsl IIPAKTHYECKOTO HCIOJIL30BaHUS
ACCHCTCHTOM IIOCTaBIIMKa pecTopaHa. CHCTeMa SKOHOMHT 3HAYUTENBHOE BpEeMS Ha PYYHOM
CONOCTaBJICHMH HOMEHKJIATyp TOBapOB: JOCTUTHYTas MeTpuka ACCUraCy Mo3BOJSET COKpAaIlaTh
NepBOHaYaAlIbHBIE BPEMEHHBIE 3aTpaThl nocraBuirka Ha ~90% (3 munyThI BMecTo 30). OcTaBiinecs
10% BpeMeHH pacXOAyIOTCs Ha BATMIALUIO M HCIIPABIICHHUE PEAKHUX OIINOOK MPH MOSIBICHUU HOBBIX
TOBAapOB.

3.2 OCHOBHbIe CNOXHOCTU ncnonb3oBaHusa LLM B pamkax 6mM3Hec-kenca

HeCMOTpH Ha TO, YTO ONbITHAaA SKCILTyaTallusd CUCTEMbI IMOKa3aJia MHOFOOGEHI&IOHII/IC PE3YJIbTAThI
HCIIOJIb30BaHUS MOJCIEH LLM u peIHeHI/Iﬁ Ha HUX OCHOBC IJId HpO6J’IeMaTI/IKI/I COIIOCTaBJICHUA
HOMCHKJIATyp TOBAapoOB, B pa60Te CUCTEMBI U €€ SKCIUTyaTalluu NPOSBUIICA PAL np06neM, KOTOpbIC
MOYKHO CYHUTATh 06IJ.II/IMI/I JJIs1 BCETO KJj1acca HOI[OGHLIX HpPIJIO)KCHPIfI, a UIMCHHO.

e KauecTBO JaHHBIX: HEMOJIHbIE/HEKOPPEKTHBIE JJAHHBIE BIHUSIOT HA PE3YJIbTaT;

e OOyueHue MozeiH: TpeOyeTcs OOIBIION 00BEM 00YJArONIUX JAHHBIX;

e luTrepnperupyemocTb: pe3ynbTatsl LLM MOryT ObITH HEOUEBHUAHBI AJISI [I0JIb30BATENEH;
e KoHTeKCcTHas 3aBUCHMOCTB. MOJENU HE BCETAAa BEPHO MOHUMAIOT KOHTEKCT.

bonee KOHKpETHO, €CIIM PacCMaTpUBATh JETAU pEalu3aldd U TECTUPOBAHUS INPEATIOKCHHOTO
pELICHUs, TO MOXXHO BBIJEIUTh B Ka4eCTBE NPHMEpPa HECKOJIBKO IOKa3aTeNbHBIX KOHKPETHBIX
mpobieM mpu paboTe ¢ HOMEHKIATypOi TOBAPOB, BOSHUKIINX HA CTOpoHE Monenu LLM:

o Kpesetku: Tepmun “Easy Peel” Momenb MOHUMAET, KaK «OYHIIIEHHBIE, YTO HEKOPPEKTHO;

e [Ilapmesan: Tepmun “Palermo” (ropox B Wrtanuu) npuBOIUT K OMIHOOYHOMY OTHECEHHIO
TOBapa K UMIOPTY;

e VYkasaHue “lenas rojiopa’” BMeCTO “1/2 ToNoOBBI” BIMSACT HAa KATCTOPHIO TOBApa;
e Mopguens accouuupyer “Deluxe” ¢ “Premium/Exclusive”, uto ue BepHo;
e Macno: Tepmun “Ranferley” (ropox) oumbouno acconuupyercs ¢ Hopoii 3enanueii.

OO6b1yHO TIOJIOOHBIE MPOOJIEMBI PENIAIOTCS Yepe3 CIOBApPH U MPOMIT-WHXHHUPUHT, HO TPEOYIOT
TIIATEIBHOTO TECTHPOBAHUSI.

3.3 MacwrabupoBaHue pelieHna Ao LeneBoro
IleneBoe pemienue npepyaraeT UCHoap308aTh LLM 1iis onpenencHust KpUTEpUEB paHXKUPOBaHUS
CIMCKA TOBAPOB MOCTABIIMKA N3 ITOJydEHHOTO HAaNMEHOBaHMS TOBApa OT 3aKa3uuKa (pecTopana).
IIJ'ISI COCTaBJICHU KPUTEPHUCB HA BXOJ MOJIC/IU TOAACTCA BCA HGO6XO}II/IMa$[ HH(I)OpMaL[I/ISII

e HaumeHoBaHue TOBapa;

e [lpaBuna cocTaBieHUs KPUTEPUEB Ul ONPEIECIICHHOM IPYIIILI TOBAPOB;

e JlomosHHUTENbHBIE TPEOOBAHMS OT 3aKa3uHKa.
Bbixon Mozenu — 3TO KpUTEpUU PaH>KUPOBAHMSL, KOTOPbIE HA CIEAYIOLIEM IIare MCIOIb3yHTCS

JIPyroi MOJENBI0 JUIs KilaccH(UKAaMK CIIMCKa TOBApOB 0 KaTeropusM (3Ta MOJeNb Kak pa3 u
TECTHPYETCS B TUIIOTE).

ITpu HeoOxoanmocTu Moaenu LLM MoryT OBITh JONIOTHHUTEIEHO O0YYEHBI Ha TPUMEPax TeHEePaIiH
U KJIaccu(pUKaluy KpuTeprues (0OBIYHO MBI 3TO JeJlaéM TOJIBKO TOT[a, KOrja Jpyriue MeTOJIbl He
cpabaThIBarOT).

IIpennaraeMoe HaMH peLIEHUE CIEAYIOILEE:!
e HexkoTopble 3JIEMEHTHI 3arpyKat0TCs B CUCTEMY;

e BrmonHseTcs CcoracoBaHHUE 3arpy’K€HHbIX J3JIEMEHTOB: BCC CHMBOJIbI OIIyCKarOTCH,
OYMIAIOTCA BCC 3HAKU NPCTIMHAHUA U T.1. — B COOTBETCTBHUU C TUIIOM BXOJHOI'O TCKCTA,
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LLM wucnonw3yercss misi ACKOMUPOBAHUS BCEX COKpPANICHHUH BO BXOJHOM TEKCTE C
HCIOJIb30BaHHEM BCTPOCHHOTO CIPaBOYHHUKA (TIOArOTOBJICHHOTO 3apaHee);

Wnentndunupyercs rpynna NpoIyKTOB U KIHEHT, 3aTeM (UIbTpyeTcs 1o HeoOX0MMOMH
rpymnne. Ha3Banusa mpoaykToB 3aTeM 00pabaThIBalOTCS Ha MOCIECOHEM 3Tare BMECTE C
TEKYIIUM CITUCKOM ITPOTYKTOB

Hapanﬂem,ﬂo, Korjga COKpall€HUs ACKOAUPYIOTCHA, IMOTOK IEPEXOAUT K COCTABJICHUIO
KPUTCPUCB JId KaTeropusaluv C HCIOJb30BAHUEM MOICIN LLM u Ha ocHOBE
NOATOTOBJICHHBIX IPaBUJI (no,ucxa301<) JJIA COCTAaBJICHUS KPUTCPUCB

B koH1e GopMupyeTcs peHTHHT CIUCKA MPOAYKTOB, PEHTHHTOBBINA CIHCOK aHAJOTOBBIX
MIPOYKTOB

5. 3aknroyeHue

B nmanHOM wWccienoBaHHM MBI pa3paboTand, MPOAHANM3UPOBATH W TPEACTABIIIA NPUMCHEHUE
6ompmnx A3bIKOBBIX Mojeneil (LLM) k pemeHuio KIr0ueBOM 3a7a4yil CONOCTaBICHUS TOBAPHBIX
HOMEHKJIATYpP MEXIY PECTOpPaHAMHU W UX MOCTAaBIIMKaMH. [IpeIoKEHHOE PEIICHHE HCIOJB3YeT
pacuupeHHbie BO3MOKHOCTH LLM 1151 aBTOMaTH3aI[MK U MOBBIIICHUS TOYHOCTH COTIOCTABICHHS
MPOAYKTOB, ONTUMU3UPYs TAKUM 00pa3oM yIpaBJICHUE 3allacaMy U MPOIecChl 3aKynok. KitroueBbie
BBIBOZIBI M BKJTaJI PA0OOTHI MOYKHO OOOOIIUTH CIEIYIOLTIM 00pa3oM:

1)

2)

3)

4)

5)

6)

D¢ dexTuBHOCT 1 aBTOMaTn3aiums. VcronszoBanre LLM 3Ha4nTEIBHO COKpAIaeT BpeMs
U YCWIHUs, HEOOXOAMMBIE JUIS PYYHOTO COINOCTABJICHUS TOBApOB. ABTOMAaTH3UDYs
KJIacCU(UKAIMIO MPOIYKTOB IO KAaTEropusM (TOYHBIC COBIAJICHMS, ITOTECHIUAIIBHbIC
COBIIAJICHHSA, HECOBHAJCHHS), CHCTEMa ONTHUMHU3HPYET TMpPOIecC 3aKyIHOK, IO3BOJIIA
MEHE/PKEpaM COCPEIOTOYUTHCS Ha CTPATErMUECKUX PEUICHUSIX BMECTO PYTUHHBIX 3aad.

[NoBbImeHHass TOYHOCTh. TPaAUIIIOHHBIE METOIBI COMOCTABICHHS YacTO HE CIIPABIISIOTCS
C pacTyIlUM pa3HOOOpa3sHeM HaMMEHOBAaHUI TOBapOB M CIOKHOCTBIO IPEIJIOKECHUMH
nocrasiukoB. Ham nmoaxon Ha ocHoBe LLM neMOHCTpUpPYET BBICOKYIO TOYHOCTb B
I/IZ[CHTI/I(I)I/IKaI_lI/II/I PEICBAHTHBIX COOTBeTCTBI/Iﬁ, JaXXe B ClIydasdX HCEOAHO3HAYHBIX HIIHU
HECTaHIAPTHO O(OPMIICHHBIX HAMMEHOBaHU. DTO pocTuraercs 6iaaromaps cocoOHOCTH
MOJIENIM TIOHUMATh KOHTEKCT U 3 PEKTUBHO MPUMEHATH MIPEIONpeIeIEHHBIC KPUTEPHH.

MacriitabupyeMoCTh ¥ aJIallTUBHOCTh. [Ipe/yiokeHHas apXUTEKTypa paspaboraHa s
00pabOTKK OOJIBIIKUX ¥ PA3HOPOIHBIX HAOOPOB MAHHBIX, YTO AEaeT e€ MPUMEHUMOM s
OM3HECOB pa3IMYHBIX MACIITA00B U OTpacieil. [ MHOKOCTh CHCTEMBI 00ECTIEYHBACT JIETKYIO
HUHTETpAlUIO C CYHMCCTBYIOMIMMU CHUCTEMaMHU YIPABJICHUA 3aracaMu M 3aKYIIOK,
rapaHTupys OecrpensTCTBeHHOE BHEIPEHUE U MacIITaOUpOBaHHE.

[MpakTnyeckoe nmpumeneHne. Ha mpakTHueckoMm Kelce KiIacCH(UKANUK KPEBETOYHOH
MPOXYKIUK MBI IPOJEMOHCTPUPOBAIH CIIOCOOHOCTH CHUCTEMBI 00pabaThIBaTh |
KaTeropu3UpoBaTh HAMMEHOBAaHUS TOBapOB C BBICOKOM TOUYHOCTBIO. Pe3ynbrarsl
o T9epKuBaroT noteHuuan LLM s TpaHcopManuy yrnpapieHHs ENOYKaMH ITOCTaBOK
3a CYE€T MPENOCTABJICHUS MPAKTUYECKUX HHCANTOB M CHIKEHUS OIEPallMOHHBIX
HeapPeKTHUBHOCTEH.

[upokoe mpumeHeHne. PeneHne MpUMEHNMO HE TOJIBKO B pECTOpaHHOM OW3HEce, HO U B
OTpacysX, 3aBUCIIINX OT 3P(EKTUBHOTO YIIPABJICHUS 3aMlacaMu: PUTEIIe, IPOU3BOCTBE
1 e-commerce, TAe CyIIeCTBYIOT aHATOTUYHbIE TPOOIEMEI.

HpO6J’IeMLI 1 NEPCIICKTUBLI. HCCMOTpH Ha 3HAYUTECJIbHbIC NTPEUMYIICCTBA, COXPAHAIOTCA
CJICAYIOINE BbI3OBbBI: Tpe6yeTC$I MOBLIIIEHHE CIIOCOOHOCTHU MOACIN 06pa6aTBIBaTI)
HeOHHOSHa‘lHLIC/HeHOHHLIC HauMMCHOBaHMA, pa3pa60TKa MEXaHU3MOB 06paTHOﬁ CBA3U IJIA
NOCTOAHHOI'O YJIYHYHICHHSA CUCTEMbI, 4 TAKKE MHTErpalrsd JONOJIHUTCIIbHBIX NCTOYHUKOB
JaHHBIX (KaTaJ’IOl"I/I MOCTAaBIIMKOB, PbIHOYHBLIC TpCH,HI)I).
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JlaHHOE HccnenoBaHue JAEMOHCTPUPYET MpeoOpasyromuii motennyuan LLM B penieHun ClIoKHOM
3aa4d COIIOCTABJICHUS TOBAapHBIX HOMEHKJIATYpP. ABTOMATH3HPYS JSTOT MPOIECC, KOMITAHUH
JIOCTUTAIOT 3HAYUTENHEHOW SKOHOMUH, ITOBBIIIAIOT ONEPAMOHHYI0 d(P(GEKTHBHOCTh M YIy4IIAtOT
npunstue pemennii. [lo mepe pasButust texHonornn LLM, e€ npumenenme B SCM Oyner
paclmpAThCs, OTKPBIBas MyTh JUIsl 00Jiee MHTEJUICKTYalIbHbIX cucTteM. JlanbHelme nceineroBaHus
JIOJDKHBI C()OKYCHPOBATHCS HA PEIICHUH BBISABICHHBIX MPOOJEM U ITOUCKE HOBBIX BO3MOXHOCTEH
ucnonb3oBanus LLM B OusHec-omneparusix.
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AHHOTauMs. B crathe mpeacTaBieHa MOJETb HA OCHOBE CBEPTOYHON HEHpPOHHOW CETH, KOTOpasi CTaBHUT B
COOTBETCTBHE U300PaKEHHIO TEKCTa BEKTOPBI, KOAUpYyonue HHGopManuo o mpudrax. Moaeiab COCTOUT U3
JIBYX UIICHTHYHBIX CBEPTOUYHBIX GJIOKOB, O0BEANHSIONINX MPU3HAKH B BEKTOP, KOTOPBI 3aTeM aHATHM3UPYETCS
JIMHEHHBIMH CJIOSIMH JUTsI TOUCKA OTInYuid. O0ydeHHas TaKuM 00pa3oM MOJIelIb CIIOCOOHA pa3innyath MPUQTHI,
WUTHOPUPYS COZep)KaHWE TEKCTa, UTO JeaeT €€ YHHBEPCAIbHOM Ui Pa3iMYHBIX THIIOB JOKYMEHTOB.
BekTopHBIE PEACTaBICHHS MIPHUMTOB TECTUPYIOTCS Ha TOMOIHUTENBHBIX 3a1a4aX, TAKHX KaK KJIacCHpHUKAIHs
TEKCTa M0 XUPHOCTH HAYCPTaHWs W HAKIOHY, IEMOHCTPHDYSI BBICOKYIO TOYHOCTh W TOATBEPXKIAs HX
TOJIE3HOCTD TSI aHAIIM3a CTHJIEBBIX 0COOEHHOCTEH. JKCIIEPHMEHTHI C BAPDUATHBHBIME M PYIHBIMA MIpA(QTaMA
MOKa3bIBAIOT YHHUBEPCAILHOCTh MOJECIN M €€ MPUMEHHUMOCTh Uil paGoThl C pasHOOOPa3HBIMH JaHHBIMH.
Pesynbrarel cpaBHEHHS ¢ 6a30BOil MOJIEIBIO HOATBEPIKAAOT 3P(HEKTHBHOCTD MPE/IOKEHHON apXUTEKTYPHI.
OJHaKO BBISBICHBI OIPaHUYCHHS, CBA3aHHBIC ¢ PA0OTON Ha JAHHBIX HH3KOTO Ka4eCTBA U MYJIbTHUA3BIYHBIX
TEKCTaX, YTO OTKPBIBACT HAMpABICHHS /Ul OyaymuXx ucciaeaoBanuii. [IpeaiosKeHHbIi MOAXO0/ MPEACTABISIET
3HAYUTEIBHBIA BKIA] B 0071aCTh 00pabOTKH JOKYMEHTOB, PACIIHPS BO3MOKHOCTH aHAIN3a MPU(TOB U HX
HCTIONB30BaHMS B 3aJauax KIacCH(UKAINK, MOUCKA W BBIACIECHHS KIIOYEBBIX JIIEMEHTOB Tekcra. Kom u
Mozenu Obuti ony6nrkoBansl Ha GitHub (https://github.com/YRL-AIDA/FontEmb).
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Abstract. The article presents a model based on a convolutional neural network that matches a vector of
embeddings encoding information about fonts to a text image. The model consists of two identical
convolutional blocks that combine features into a vector, which is then analyzed by linear layers to find
differences. The model trained in this way is able to distinguish fonts, ignoring the text content, which makes
it universal for various types of documents. Embedding vectors are tested on additional tasks, such as text
classification by fatness and tilt, demonstrating high accuracy and confirming their usefulness for analyzing
stylistic features. Experiments with variable and manual fonts show the versatility of the model and its
applicability to work with a variety of data. The results of the comparison with the base model confirm the
effectiveness of the proposed architecture. However, the limitations associated with working with low-quality
data and multilingual texts have been identified. The code and models were published on GitHub
(https://github.com/YRL-AIDA/FontEmb).
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1. BeedeHue

1.1 Lenb reHepauum BeKTOpoB WpucgTos

AHanu3 pacTpoBbIX H300pakeHHi noKkymeHTOB (ckaHupoBaHHble PDF, ¢dororpadum crpanuir)
MIPEACTaBIsIET COOOH BaXKHYIO 3a7ady KOMITBIOTEPHOTO 3PEHHUS C NMPHIOKCHUIMH B IOPHCIPYACH-
MM, JIeJIONPOU3BOICTBE M U(PPOBHIX apxuBax. COBpeMEHHBIE CUCTEMBI 00pPa0OTKH JOKYMEHTOB
YCIIEITHO pemaroT 0a30Bble 3a7a4n: pacrno3HaBanue tekcra (OCR), neTeknnio cTpyKTypHBIX dJie-
MEHTOB (TabJIHIl, 3aroJ0BKOB) M M3BJIEUEHHE ceMaHTHYecKo nHpopmanuu. OHAKO 3TH TOAXO/BI
MIPEUMYLIECTBEHHO UCIIONB3YIOT TEKCTOBBIE JaHHBIE ¥ IPOCTPAHCTBEHHOE PACIOI0KEHUE DIIEMEH-
ToB. Korja B Takre MojeNi CTalii oJiaBaTh H300pakeHne ciioB [ 1] uX Ka4yecTBO BBIPOCIIO.

Mex 1y TeM, BXXHO HE CTOJIBKO N300pakeHHe, CKOJIbKO HHpopMarys o mpudre. Ita nHGopmanus
HECEeT 3HAYNTEIbHYI0 CEMAaHTUYECKYIO HArpy3Ky: pazindue MpUPTOB YaCTO MAPKHUPYET CMBICIIO-
BbIE pa3/ielibl JOKYMEHTa (3aroJIOBKH, IIMTATHI, IPUMEYAHNUs), @ UX CTHIMCTHYECKHE OCOOCHHOCTH
MOTYT yKa3bIBaTh HA THM JOKyMeHTa (0(UIIHAIbHBIN, pEKIaMHBIN, TeXHUYeCKU). TpaanuiinoHHbIe
METOJIbI 00pabOTKH TOKYMEHTOB HE YUUTBHIBAIOT 3TH OCOOCHHOCTH, XOTS MX MHTETPAIHS MOTJIa Obl
YIy4IINTh KAUECTBO CTPYKTYpPHOTO aHAIN3a U UHTEPIPETALUH COJISPHKUMOTO.

Lenbto manHOW pabOTHI ABIAETCS pa3pabOoTKa KOMITAKTHOM MOJENW UIS TeHEpaIlldii BEKTOPHBIX
MIpeCTaBICHAN MPU(PTOB, HE3ABICUMBIX OT KOHKPETHBIX CHMBOJIOB. B O0T/Iane 0T cymiecTBYrOmnX
peIIeHnH, akIeHT AenaeTcs Ha 3 (HEKTUBHOCTH 00pabOTKY: MaJIblii pa3Mep Kak caMOi MOJEIH, TaK
1 BBIXOZHBIX BEKTOPHBIX IPEACTABICHUH, YTO KPUTHYECKH BaXKHO JJIST MacCOBOM 00pabOTKM JOKY-
MEHTOB, I'Ie KOIMIECTBO TEKCTOBHIX AJIEMEHTOB Ha MOPSAKH MIPEBEIIACT Pa3HOOOpa3ne UCTIONbB3Y-
€MBbIX IPUPTOB.
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1.2 Mpo cyuwecTByOLME NOAXOADI

AKTHBHBIE HCCIleoBaHMA mpH(TOB Havammch B KoHIE 1980-x romoB. B 3THX mccnemoBaHuix oc-
HOBHOE BHUMAaHHE YJEISIIOCh ONITHYECKOMY paclo3HaBaHHI0 cuMBoIIoB [2]. B 2000-x romax cdop-
MHPOBAJIOCH CaMOCTOSITEIIFHOE HANpaBJICHHUE, ITOCBAIIEHHOE aHAIN3y CTATUCTUYECKUX MTPU3HAKOB
u knaccupukaruy mpudTos [3-4]. DT paHHEE pabOTHI 32J0KHUITH METOI0JIOTHIECKYIO OCHOBY, OJ1-
HaKO HMCIOJIb30BABIIMECS B HUX TOAXO/bI TPEOOBaIM PYYHOTO BBIJEICHUS IPU3HAKOB. 3HAYUTEIb-
HBII Iporpecc ObLT JOCTUTHYT B paboTe [5], rae BepBble IPUMEHHUIIM COYETaHUE METOJIOB TIIy00-
koro o0y4enust (SCAE) ¢ oOmmpHsIM HA0OPOM JaHHBIX, IOJYYHB B pe3ynbTare 768-MepHbIe BEK-
TOPHBIE TIPEICTABICHUS IPHU(TOB.

C nosBnenueM coBpeMeHHBIX apxuTekTyp CNN, Takux kak AlexNet u ResNet, BekropHble npen-
CTaBJICHUs IPU(PTOB HAIUIM MPUMEHEHHE B PA3IMUHBIX CMEXKHBIX 00JIACTSAX: YIYUIIEHUH CHCTEM
OCR [6], nogdope rapMOHHYHBIX COUCTaHHUN MIPUPTOB [7], aHANIK3E UX IMOIIMOHATIBHOTO BO3/ICH-
ctBus [8]. OmHako coxpaHsutach MpoOieMa BHICOKOW pa3MEpHOCTH MOMYyYaeMBbIX MpEJCTaBICHUH:
nake cokpamerne Bektopa 10 200-300 usmepenuii [8-9] ocraBanock HeqOCTaTOUHBIM A7 S dek-
TUBHOH pabOThI B CHCTEMaX C OTPaHHMYCHHBIMH BBIYHCINTEIBHBIMU PECYPCaMH.

Bricokasi pazMepHOCTh BEKTOPHBIX INPEACTAaBICHUH OMpaBJaHa B 3aJadax TOHKOIO aHalM3a MU
HacTpoiku mpudToB, r1Ie TpedyeTcs MakcuMalbHas netann3anys. OnHako mpu 00paboTke JOKy-
MEHTOB, I'I¢ KOJMIECTBO MCIOIb3YEMBIX MPU(PTOB PEIKO MPEBBIMAET ACCITH, & YUCIO OTACIBHBIX
3JIEMEHTOB MOJKET OBITh KpalHE BEJIMKO, OOJee MPEeANOYTUTENLHBIMH OKa3bIBAIOTCS KOMIIAKTHBIC
MOJIETIH ¢ MaJIBIM Pa3MepOM BBIXOJHOTO BEKTOpa. B 3TOM OTHOIIEHHH NpeACTaBiIsSeT HHTEPEC HC-
ciegoBanme [10], rme ucmonp3oBanack Maias ceTh, (GOpPMHUPYIOIIAs BCero 4-MEpHBIH BEKTOP MPH-
3HAKOB.

OtnenbHOE HANpaBJIeHUE UCCIIEIOBaHNH CBA3aHO C a/lanTaliell MeTo10B BEKTOPHOTO TIpeJICTaBIIe-
HUS JUISL Pa3JIMYHBIX S3BIKOBBIX chcTeM. [IpuMepoM MOTYyT CiykuTh pabOTHI IO PACIIO3HABAHHIO
apadckux mpudToB [11] 1 co3maruio MPUPTOB O OMUCAHUIO U 00pa3Iy Ha Apyrom si3bike [12]. B
ATHX 3a/1a4aX TAK)KE TPAJAUIMOHHO PUMEHSIIOTCS] BEKTOPHBIE MPE/ICTABICHUsI OOJIBIION pa3MepHO-
CTH, YTO TIOJHUMAET BOMPOC 00 ONTHMAIbHOM OanaHCce MEXAY JeTanu3alei u 3pPeKTHBHOCTHIO
BbruucieHNH. C TOUKM 3peHus TaHHOH pa®oThl moaxoxs! [11-12] uHTEpecHH!, MOCKOIBKY OHU HE
o0palnaroT BHUMaHKE Ha TEKCTOBOE COJIEpKaHME.

1.3 Npepnaraembin B paboTe noaxon

BOJIBIIMHCTBO CYIIECTBYIOIIUX METOOB aHagu3a mpupTOB TPeOYIOT JIMOO MONHOTO andaBwura,
7100 LENBIX CIIOB I paboThl. B peasbHbIX JOKYMEHTaX TAKUE HCaIbHBIC YCIIOBUS BCTPEUAIOTCS
penko. B crares mpezasaraercsi 6oiiee MPaKTUUHOE PELICHHE — MOJIEIIb, KOTOPAask OIPEeisieT CXO0-
JKECTh MIPU(TOB IO OTACITBHBIM CErMEHTaM U300PaXKCHHUS CIIOBA.

[peanaraemslii OX0/] UCIOJIB3YET MIPOCTYIO0 CBEPTOUHYIO CETh, KOTOPAsi aHAIIM3UPYET N300paxke-
HHE CHMMBOJIA U BBIIACT KOMITAKTHBIA BEKTOP NMPHU3HAKOB. 3aTeM JIMHEHHbBIC CIIOM CPABHHBAIOT J1Ba
TaKMX BEKTOpa W BBIIAIOT OWHApHBINA OTBeT: 1, eciau mpudThl coBnanaroT, 0, eCIu OHHU pa3HBIE.
I'maBHOE MpenMyIIecTBO — MOJETH Pa0b0OTaeT C JFOOBIMH OTACIBHBIMH CErMEHTaMH, He TPeOys aii-
(haBuTa U 1aXKe PACIIO3HAHHBIX CHMBOJIOB.

Tako¥i moaxox 0COOCHHO IoJIe3eH MpU 00paboTKe cKaHOB U (ororpaduii JoOKyMeHTOB. Mojeib
JIETKO BCTPOUTH B CYIICCTBYIOIINE CUCTEMBI aHAIIN3a JOKYMEHTOB, YTOOBI YYUTHIBATH MIPUPTOBYIO
HH(OPMAIIHIO TIPH PACIIO3HABAHUU CTPYKTYPBI U COACPIKAHHSL.

2. [laHHbIE

2.1 NpusHakun wpucToB

s ananmsa n xnaccuukanuy mpruTOB B JOKYMEHTAX HCIOIB3YIOTCS pa3IndHbIe BU3yaJIbHEIC U
CTHJICBBIC IPHU3HAKKA. MOAENh JODKHA pa3iIndaTh 3TH NPU3HAKK HE3aBHUCHMO OT COJCPKAHUS TEK-
CTa, 4TO OCOOCHHO BaXKHO IS 3a/1a4, TJC¢ TPEOYCSTCS BBIICIUTH KIIFOYCBBIC PIIEMEHTHI JOKYMEHTA
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(Hampumep, 3aroJIOBKA, CHOCKH WK BaxkHbIEe (hparMeHThl). OQHAKO ISl YCIIEITHOTO 00y4YeHHUS MO-
JIeJIA, CIOCOOHOW OTJIMYATh MPUMTHI IPYT OT APYra, HEOOXOIMMO 00SCIICUYUTh JOCTATOYHYIO BapH-
ATHBHOCTH ATUX NPU3HAKOB B JIaHHBIX.

Ba)kHBIM acIIeKTOM IIpH MOATOTOBKE JaHHBIX ABIIseTCS X cOamancupoBaHHOCTB. [lox cOanaHcupo-
BaHHOCTBIO B JaHHOM KOHTEKCTE HNOHHMACTCS HE PaBHOE KOJIMYECTBO MPUMEPOB JUI KaXKIOro
mpudra, a 6anaHc MeXIy pa3IMYHBIMM KOMOWHAIIUSIMU ITPU3HAKOB. B Habope naHHBIX MOXET MpH-
CYTCTBOBAaTh MHOT'O IIPUMEpPOB TekcTa co mpupToM Times New Roman, HO Bcero HECKOIBKO MpH-
MepoB Tekcra co mpudrom Comic Sans MS. Ilpudrt Times New Roman moxxeT ObITh NpeacTaBU-
TeJIeM Cpa3y HECKOJIbKMX Npu3HakoB, a Comic Sans MS npeacTaBisTh TOIBKO PYKOIHCHBIE
mIpudTH ¢ 3aJaHHOW KOMOWHAIMEH IPYTHX MPU3HAKOB.

Taxoke cpa3sy cieayer OTMETUTb, YTO B JaHHOH paboTe He CTaBHUTCS 3a/1auya TOYHON UICHTU(HUKALIIH
KOHKpETHOTo mpudTa (HanpuMmep, orpeaeneHue, uto nepeq Hamu umeHHo Times New Roman).
BMecTo 3TOTr0 MOAIENb J0JIKHA HAYYUTHCS CTPOUTH BEKTOPHBIE TPEJICTABICHHS, KOTOPBIE OTPAXKAIOT
CXOKeCTh IPUPTOB Ha OCHOBE MX BH3YaJIbHBIX M CTHJIEBBIX NPU3HAKOB. B Tab. 1 mpuBeaeHs! oc-
HOBHbIE IPU3HAKKU LIPU(TOB, KOTOPBIE MOTYT OBITH MCIOJB30BAHbI Ul O0yYCHUS] MOAEIU. DTH
NPU3HAKH HE ABIISIOTCS HCUSPIIBIBAIOIIMMH, HO O3BOJIAIOT BBLIEIHUTH 144 pa3nuyHble KOMOWHALIMA
CBOJCTB, UTO JOCTATOYHO JUIS MPAKTHYECKUX 3a]a4, HOCKOJIBKY B JOKyMEHTaX OOBIYHO HCIOJIB3Y-
10TCS IPHU(THI, KOTOPBIE SIBHO OTIIMYAIOTCS APYT OT Jpyra.

Taon. 1. [lpusnaxu wpughmos u npumepol.
Table 1. Font signs and examples.

Tun Bapuauun IIpumep
Courier New, Leelawadee Ul Semilight,
Toukue .
Segoe Script
Ilo nauepranmio Hopmarnbhsie Avrial, Times New Roman, Calibri
Kupusre Impact, Arial Black
Haxnounsie Monotype Corsiva, Segoe Script
[To Haknony
He naxnonusie Arial, Times New Roman, Calibri
M MOHOUPHHHBIE Courier New, Consolas, Cascadia Mono
OHOIIUPHUHHBIC
VI HET He MOHOLIMpHHHBIE Avrial, Times New Roman, Calibri
I'porecku Avrial, Calibri, Helvetica, Verdana
ITo 3aceukam AHTHKBEI Times New Roman, Book Antiqua
BpyckoBble Impact, Arial Black, Constantia
CX0XH C Segoe Script, Comic Sans MS,
ITo cxoxectu ¢ PYKOTIHCHBIMH Monotype Corsiva
pyKOl’ll/ICHbIMPI
IMeyarHbie Arial, Times New Roman, Calibri
[psiMoyronbHBIE Arial, Arial Black, Impact
ITo ¢popme
Kpyribie Cambria, Constantia, Courier New
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2.2 BapuatuBHble WpUdThbI

OnHuM 13 HauboJee MHTEPECHBIX U MEPCIEKTHBHBIX HAIIPABICHUN Pa3BUTHS MPUPTOB SBISIOTCS
BapuatuBHble WpudTel [13] (Variable Fonts). B oTniuue oT TpaqiinoHHBIX MIPHQTOB, I'/ie KAXKIBIH
CTWIb (HarpuMmep, OOBIYHBIHN, )KUPHBIH, KYpCUB) IIPEJICTABIEH OTACIBHBIM (haiiyioM, BapHaTHBHbIC
mPHUGTHI TO3BOJISIIOT AMHAMUYECKH W3MEHSATHh IapaMeTpsl MIpUQTa, TaKUEe KaK TOJIIMHA, HAKJIOH,
MIMPHUHA U JaXke (hopMa CHMBOJIOB, B paMKaX OJHOTO (paiiima. DTO TOCTUTASTCS 3a CUET UCIIONIB30Ba-
HHS OCell BApUATUBHOCTH, KOTOPHIEC OIPENEIIOT, KaK M3MEHASTCsl BHEIIHUK Bu mpudTa. Hampu-
Mep, ochk "wght" perynupyer TOMIKUHY CHMBOJIOB, a och "ital" — nx HaKJIoH.

BapuaTtuBHBle MIpU(TH MPEAOCTABISIOT 3HAYUTEIbHYIO THOKOCTh B 1u3aiiHe NOKyMeHTOB. OHHU
MO3BOJISIIOT HE TOJIBKO BapbUPOBATh MPU3HAKAMU MEXAY ABYMS KpallHUMU 3HaUeHUSIMU (HaIpuMep,
TOHKHUH W )KUPHBIH), HO ¥ HCTIOJIb30BATh MPOMEKYTOUHBIE 3HAYCHUS, UTO JENIAeT MX OCOOCHHO I10-
JIE3HBIMH JUTS CO3JaHUS aJalTUBHBEIX M BU3YaJbHO NPHUBICKATENbHBIX HHTEpdeiicoB. Cpean nomy-
JEPHBIX IPUMEPOB BApHATUBHBIX MIPpU(PTOB MOXKHO BhIenTh: Advent Pro, Roboto, EB Garamond,
Caveat, Sofia Sans Condensed, Victor Mono, Ysabeau Infant, Finlandica, Piazzolla.

B nanHOit paboTe MBI paccMaTpuBacM TaKUe CBOWCTBA, KaK HAIMCAaHUE B BEPXHEM PETHCTPE, IOJI-
YepKHBaHHE, 3aUePKUBaHNE KaK CBOMCTBA IIPU(PTA. DTH CBOWCTBA TAaK)Ke MOTYT BApbUPOBATHCSI, YTO
MO3BOJISIET CO3aBaTh JOIOJIHUTENbHBIE Bapranuu mpudTos. Hampumep, nmoguepkuBaHne MOKET
OBITH peann30BaHO HE TOJHKO CTAHAAPTHBIM CIIOCOOOM, HO M ITyTE€M OTPHCOBKH IPSIMOYTOJIbHHKA
BHHU3Y CJIOBA, YTO UIMUTUPYET IIOJUEPKHUBAHUE.

Hcnonb3oBaHWe BapHaTHBHBIX MIPUPTOB U UX CBOMCTB MPU 00YyYCHUH MOJENHU MO3BOJISIET 3HAYH-
TENBHO YBEJIHMYUTH Pa3HOOOpa3ue JaHHbBIX U YIy4IINTh CIOCOOHOCTh MOJENH K 0000IIEHHIO.

2.3 NeHepauna nsobpaxeHnn wpudToB

ITomumo BeIGOpa MIPHUGTOB, BaKHBIM aCIIEKTOM MOJTOTOBKU JaHHBIX SIBJSIETCS OTPUCOBKA CJIOB C
HCIIOJIb30BaHUEM 3TUX pH(TOB. 1151 00yUeHHUS MOICIIH, KOTOPAs JOJKHA Pa3nyaTh MPUQTHI, He
obpaias BHUMaHHsSI Ha TEKCT U €r0 MO3UINI0, HEOOXOAMMO 00€CTIeYnTh, YTOOBI N300paXKEHHS CO-
JIepKai CIy4alHbINA TEKCT U CITydaiiHOe PacIioIoKEHHE CHMBOJIOB. DTO MO3BOJIET MOIENHN (POKY-
CHUPOBATHCS UCKITIOYUTEIBHO HA CTUJICBBIX M BU3YaJIbHBIX OCOOCHHOCTSX IIPU(TOB, a HE HA CEeMaH-
THKE TITH CTPYKTYpE TEKCTA.

Jpyroii BaxHbIil MOMEHT: MOCKOJIbKY MbI OLIECHUBAEM CBOMCTBO IIpU(Ta, a HE CUMBOJIOB U CJIOB, TO
He 00s13aTeNbHO, YTOOBI CII0BA IIEIMKOM IMOMajai B 001acTh. JJOCTATOYHO B3STh MPSIMOYTOJIbHUK
U JIOIYCTUTh BO3MOXHOCTD, YTO B OKHO MOJIEJH MOMNAeT He OOJbIile 3-X CUMBOJIOB (B XY/IIIEM CITy-
Yyae OJIMH CUMBOJI MIOMA/IET IIEJIMKOM | JiBa OYAyT 00pe3ansl 1o 6okam). OTMETHM, YTO Ha MPAKTHKE
MOYHO pa30uBaTh H300pakeHHE CTPOKU WITH CJIOBA Ha OJIMHAKOBBIE OJIOKH (pa3MepOM COBIIAIar0-
M C BBICOTOﬁ) 1 B KQ4YE€CTBE PE3yJibTaTa BO3BpaAIlaTh BEKTOP CO CPEAHMMU 3HAUYCHUAMU, YIKC Xa-
PaKTEpPHU3YIOIINI CTPOKY Wi CII0BO. UTO6 MoKa3ats pasHooOpasne CUMBOJIOB, TEKCT TEHEPUPYETCS
KakK Ha aHFJ’IHﬁCKOM, TaK 1 Ha pyCCKOM, HO CUMBOJIbI HC CMCIINBAIOTCA, ‘{T06 HUCKIIFOUYUTH 0C06CH-
HOCTH CTHJIEH A3BIKOB.

W300pakeHHs TPYNITUPYIOTCS IApaMH ¢ OJMHAKOBBIM LIpH(TOM 1 pa3HbIM. [TocieHre BKIIOYaoT
elle BapHaHT COBMAJCHUs TEKCTAa. B mporopnuy mapsl ¢ OJMHAKOBBIM HIPH(TOM COCTaBIISIOT —
50%, mapsl ¢ pa3HBIM MPH(TOM U pa3HBIM TEKCTOM — 25%, maphl ¢ pa3HbIM MIPU(GTOM U OJHHAKO-
BBIM TeKCTOM — 25%. ITapbl ¢ 0JMHAKOBBIM HIPH(TOM ¥ OAMHAKOBEIM TEKCTOM HCKIIIOUESHBI U3 pac-
CMOTpPEHHS, YTOOBI M30€kKaTh CUTYallUH, IPH KOTOPOil Mozelb (POKYyCHPYETCS Ha COJlCPIKaHUH TEK-
cra.

Taxoxe npu cpaBHEHHN MOJIENb HE JOJDKHA 00paliaTh BHUMaHUe Ha Ka4eCTBO, II09TOMY H300paxe-
HHS YMEHBIIAIOTCSA B CIIydaliHOE YHCIIO a3 ¥ U3MEHEHHBIE BO3BPAILIAIOTCS K HCXOJHOMY pa3Mepy.
Pasmep mpudra BeIONpacTces TakxKe Ciry4aiHo.
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Takoi#i moIX0/ K TeHepaly N300paXKeHMH TIO3BOJISET CO3/1aTh Pa3HOOOPa3HBIN U cOaIaHCUPOBAH-
HBIIl HA0Op NaHHBIX, HANIPABJICHHBIA Ha 00y4YEHUE MOJIENIH, CIOCOOHOW pa3iauyaTrh MWpPUQPTHI HA OC-
HOBE UX BU3yaJIbHBIX U CTHJIEBBIX 0COOCHHOCTEH. DTO 0COOEHHO Ba)XKHO LISl MOCJIEAYIOLIErO MpH-
MEHEHHSI MOJICINH B 3a/1a4ax, r/ie TpeOyeTcs aHanu3 MpUQTOB, HE3ABUCSIIHIA OT COACPIKAHUS TEKTA.
Yucno Becex map paBHseTcs | MUUIMOHY A7t Habopa, 4acTh KOTOPOro npuBeneHa B Tadm. 1. Takxke
YHCIIO Iap C UCTIONb30BAaHUEM BapHAaTHBHBIX MIPU(TOB COCTaBIsAET 1 MIIIITHMOH M300pakeHnid. Pa3-
Mep KaXI0ro n3o0pakeHus u3 napsl pasasercs 40x40 nukceneit.

3. Apxumekmypa modenu, ee oby4yeHUe u mecmupoeaHue

3.1 ApxuTeKktypa

Mopens, npeanoXkeHHas B JaHHOH paboTe, OCHOBaHAa Ha NMPOCTON CBEPTOYHON HEHMPOHHOW CeTH
(CNN), apxuTekTypa KOoTopoii OpiIa B3sita U3 padoTs! [10].

CaepTounas yacTsb B pabote [10] cocrour uz n1yx VGG-6mokos (visual geometry group), kaxasiit
13 KOTOPBIX COCTOUT M3 JBYX IOCJIEAOBATEIBHO HUAYIIMX CBEPTOYHBIX CJIOCB U CIIOS MOHMKECHUS
paspelieHus Win HoABBI00pKH (pooling). 3a HUMHU CIICAYIOT MOJHOCBA3HBIC clion. B nanHOM padoTte
apxuTeKkTypa Oblia BupomsMeHeHa (puc. 1). Ceprounas yacte (CNNModel) crana coctosTh u3
onHoro Osioka. Kaxknoe nzo0paxeHne u3 napbl POXOAUT Yepe3 3Ty CETh, Ha BBIXOJE ISl KaXKI0TO
N300paXEHHsT CTPOUTCA BEKTOPHOE IPEICTaBJICHHE. BEKTOpHBIC NPEICTABICHHS KOHKAaTEHHUPY-
1oTcsl. Y TONbKO MOCIIe 3TOro MOJTyYeHHbIH BEKTOp IepeaeTCs B OJHOCBSA3HBIE CIIOH.

VGG-610K cOCTONT U3 ABYX CBEPTOYHBIX clIoeB. I1epBblil ClIOH COCTOMT M3 OJHOTO BXOJHOTO Ka-
Hanma (n300pakeHWe B IpajalMsix ceporo) W 16 BBHIXOJHBIX KaHAJOB, IPH 3TOM; pa3Mep sipa
cBepTKU: 3x3. BTopoii cBEpTOUHBIN €10 UMEET aHAIOIMYHbIE TapaMeTphl, HO ¢ 16 BXOAHBIMU U 32
BBIXOAHBIMH KaHanaMu. [TociietHUM HIeT onepanus BEI0Opa MaKCUMaIbHOTO 3HAaYEHHS B OKHE 2X2
¢ marom 2 (cJ10#, M3BECTHBIN Kak pooling layer), 4To yMeHbIIaeT pa3MepHOCTh H300paKeHHS BABOE
0 KaXJIOMY M3MepeHHIo. Ha BBIX0Jle CBEPTOUHBIX CIIOEB M ONEPALNA YMEHBIICHNS Pa3MEPHOCTH
JIaHHBIE TPe00Pa3yloTCS B OJJHOMEPHBIA BEKTOP M MEPEAAIOTCS B MOTHOCBSI3HBIA CJIOU, KOTOPBIMA
nMeeT BXoAHOH pasmep 3200 (4TO COOTBETCTBYET OOBEAMHEHHOMY pa3Mepy KapT NMPU3HAKOB
32x10x10).

JluneiiHas yacTh NpeiCTaBIsieT cO0O0 Ba MOIHOCBI3HBIX CIIOS ¢ BXOAHBIM pazmepoM 3200 u BbI-
XOJHBIM 64 11 IEPBOTO U C BXOAHBIM pa3MepoM 64 1 BBIXOAHBIM pa3MepPOM & JUIsl BTOPOTO.

Jlns BBeeHNsI HETMHEHHOCTH MOCNE KaXKA0T0 CBEPTOYHOTO U MOJIHOCBSI3HOTO CIIOS UCHOIb3YeTCs
¢yHkuus aktuBanny ReLU.

st 0Oy4ueHust MOJIeTIH BBOIUTCSI BCIIOMOTaTesbHas Mojesb (Ha puc. 1 — DiffModel), koropas mpu-
HUMaeT Ha BXOJ JBa BEKTOPA, BO3BPAI[AEMbIX OCHOBHOM MOJIEINbIO, KOHKATEHUPYET UX U MPOIyC-
KaeT yepes3 JiBa TIOTHOCBS3HBIX cios ¢ pynknueit aktuBarmu ReLU. [TepBbiif MOTHOCBA3HBIN CIOH
UMeeT BXOJ M BBIXOJ PaBHBIM 16; BTOPOI IOJHOCBA3HBIA CIOH MMEEeT BXOJ paBHBIN 16 M BBIXOA
paBHbIi 1 (OuHapHas knaccupuKanms).

3.2 O6yuyeHue

Moaens 00yJaercs pemaTh 3a/1a4qy 1o cpaBHeHHIO MpUpTOB. OCHOBHAS 1IeTh 00YUIESHHS BCIIOMOTa-
tenpHOU Mozenu (DiffModel) — HayduThCs ONIpeensaTh, ABJSIFOTCS JIM IBa BXOJHBIX BEKTOpa, BO3-
BpallaeMbIX MOCJE CBEPTKHU, MPEACTABICHUSMH OJHOTO M TOTO e mpudra win pasHeix. Eciu
mpud el ogrHakoBsl, Moness DiffModel BozBpamtaer 1, nnaue 0.

Cama 1o ce6e 3a1ada CpaBHEHUS CTHIIEH MPUQTOB HE MpencTaBiseT Oosbmioro naTepeca. Hanbdo-
Jiee BaXHBIM sBisieTcss 00yduenne cBeprounoit cetu CNNModel, koropas ¢popMupyeT BEKTOpHBIE
MPECTABICHUS IS IIPUPTOB. DTH BEKTOPHI TOJHKHBI KOIUPOBATh CTHIUCTUICCKYIO HH(OPMAIIHIO
o mpudrax, 4To AeIaeT UX MOJE3HBIMH JJISl PELICHUS APYTHX 3a1ad.
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abc ABC

N

0.34,0.21, ....,0.28 0.94,0.23, ..., 0.22

N abc |Z ABC

2

0.34,0.21, ..., 0.28, 0.94, 0.23, ..., 0.22

2
2

0.0023

Puc. 1. Apxumexmypa mooenu
Fig. 1. Model architecture.

s 00ydeHuss MoeIy UCTIONb3yeTcs Habop JaHHBIX, cOCTOSIUI 13 1 MIJIIMOHA N300paskeHHH,
JUTSL TECTUPOBAHMS MOJIesTn — Habop, cocrosiuii u3 10000 u3obpakenuii. OOyueHHE IPOBOIUTCS C
ucroib3oBaHueM ontuMuzaropa Adam c marom odOydenust 0.0005. Pa3mep mopuun JaHHBIX 3a
OJIMH mar o0y4YeHUs: COCTaBiseT 256, yTo oOecrneunBaeT 0agaHC MEKAY CKOPOCThIO OOYyUEHUS u
CTaOMIIBHOCTHIO OOHOBIIEHHS ITapaMeTpoB Mozenu. Mozens o0y4daercst B Teuerue 100 >mox.

B kagecTBe (yHKIMH TOTEPh HUCTIONB3YeTCs QYHKIMs OMHApHOU Kpocc-suTponuu (Binary Cross-
Entropy, BCE), koTopass MUHHUMH3HUPYET OMIMOKY MPH KIacCHPHUKAIMU map mpudToB (0AUHAKO-
BbIe/paszHbie). D10 no3BodsieT cett CNNModel Hayuntbes GopMUpOBaTH TaKKE BEKTOPHI, KOTOPHIC
COXPaHAIOT HHPOPMALNIO O CTHIIEBBIX OCOOEHHOCTSX IIPHU(TOB.

3.3 OueHka KayecTBa BEKTOPOB

Kak HeoTHOKpaTHO MOAYEPKUBAIOCH, TIABHOH 3aauei sIBIsIeTCS He CpaBHEHHE mPUQTOB, a Gop-
MHPOBaHHE BEKTOPOB, KOTOPHIE MOTYT XapaKTePU30BaTh MX CTHIINCTUIECKHE OCOOCHHOCTH. J[ist
MPOBEPKH IOJEZHOCTH ITUX BEKTOPOB PELIAIOTCS JIBE IONOJHUTEIIBHBIE 3a/1a4U:

1. Knaccudukaius TekcTa 1o JKUPHOCTH HauepTaHHUA: MOJIENb JOJDKHA OTIPEICIHTh,
SIBIISICTCS JTM TEKCT KUPHBIM FUTH OOBIYHBIM HadepTaHHEM.

2. Knaccudukaius Tekcra 1o HaKJIOHY: MOJIEINb JIOJDKHA ONPEAEIHTh, SBISETCS JIM TEKCT
NIPSIMBIM WJIM KYPCHUBHBIM.
Jist perieHus 9THX 3a1a4 UCIOJIb3YIOTCsl Moeny, aHanornunsle DiffModel. Onu Takke cocTosT U3
JIBYX TTOJTHOCBSI3HBIX CJIOEB ¢ (pyHKIMeH akTuBaimu ReLU, HO ymcino y3/10B Ha IEPBOM CJI0€ YMEHb-
LIEHO B JIBa pasa 1o cpaBHeHHIO ¢ Mozenbto DiffModel, kak n Ha nocnenyromeM cioe. BrixonHoit
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cJI0it ocTaeTcs TakuM ke, kak u B DiffModel.

OTH 3a7a4d TO3BOJSIIOT OLCHUTb, HACKOJIBKO XOPOIIO BEKTOPH, BO3BpAaIlacMble MOZEINBIO
CNNModel, xommpyroT wuH(GOPMAIMIO O CTHIEBHIX ocobeHHOcTsX mpu¢pToB. Ecnmm momerns
YCIENIHO CIPABISETCS ¢ STUMH 3aladaMH, 3TO CBHIETEILCTBYET O TOM, YTO BEKTOPHOE IIPEICTaB-
JICHUE COAEPIKHT MOJIE3HYI0 HHPOPMAINIO, KOTOpast MOXKET OBITh HCIOJIb30BaHa ISl pELICHUs APY-
T'MX 337124, TAKUX KaK KJIacCu(HUKaLUsI JOKYMEHTOB, TIOMCK MOX0XKUX MPU(TOB WIN aHAIN3 CTUIICH
TEeKCTa.

4. SkcnepumeHmbl

B naHHOM pasferie mpeIcTaBlICHbI Pe3yNbTaThl SKCIICPUMEHTOB, TPOBEACHHBIX JJIs1 OIICHKH 3 dek-
TUBHOCTH MPEIOKEHHON MoJienn. OCHOBHOE BHUMAHHE YACISACTCS CPABHEHHUIO C MOJICIIBIO, COCTO-
stmiert 13 AByX VGG-010KOB, pelicHHIO 3a/1a4 KITaCCU(BUKAIMY 110 )KUPHOCTH M HAKIIOHY, a TaKKe
aHaJIKM3y BIHSHUS PA3THYHBIX TUIIOB MPU(PTOB HA KAYECTBO MOJICIIH.

4.1 OueHKa Ka4yecTBa BEKTOpPOB

st oueHky 3P PEeKTHBHOCTH NMPEII0KEHHOW apXUTEKTYphl OblIa MPOBEJEHa CEpUsl IKCIIEPUMEH-
TOB, B KOTOPBIX CPaBHUBAIUCH pe3yJbTaThl 0a30Boi mMonenu ¢ ogHuM u AByMs VGG-6imoxamu
(tab:. 2). O6e Moien 00y4aInuCh Ha OTHOM U TOM k€ Habope JaHHBIX, COJIEPIKAIIEM H300paKeHHs
TEKCTa C PA3IMYHBIMU MPUPTAMH.

Pe3ynbraThl MOKa3bIBaIOT, YTO B OTIIMYKE OT padotsl [10] aAnst taHHOMW 33/1a4M JOCTATOYHO OJTHOTO
VGG-06roka.

4.2 Knaccudumkaums no XXMPHOCTU HaYepTaHUA U HAKITOHY

Jis mpoBepkn MH(GOPMATHBHOCTH BEKTOPHBIX IpEICTaBICHUI mpudToB Obula pelieHa 3ajava
KiaccuduKay TEKCTa 1o KHUPHOCTH HauepTaHus (OOBIYHBIN U KUpHBIN). HoBast Moniens (BMecTo
DiffModel) Obia 1oo0y4eHa Ha 10 Thics4 H300paXkeHnil. AHaIOrMYHO Oblla pelieHa 3aja4a Kiac-
cu(UKauy TEKCTa N0 HAKJIOHY (IPsAMOIt 1 KypcuB). Pe3ynbTarsl npeacrasieHs! B Tabn 3.

Tabn. 2. Apxumexmypa céepmouHou Mooenei.
Table 2. Architecture convolution models.

Metpuxka JBa VGG-0J0Kka Onun VGG-06J0k

TOYHOCTH 0.8760 0.8954

F1-mepa 0.8849 0.9007
Yucao napamerpos CNNModel 837 880 210 184

Tabn. 3. Knaccughuxayus scupHocmu Hawepmanus u Kypcusd.
Table 3. Bold and italic classification.

JBa VGG-6i10Kka Onun VGG-0a0k
TOYHOCTH 0.8750 0.9060
KupHnoctn
F1l-mepa 0.8713 0.9052
TOYHOCTH 0.5390 0.5920
Kypcus
F1-mepa 0.4743 0.5920

Pe?)yJ'ILTaTI)I uccjea0Bang J€MOHCTPUPYIOT, YTO IMOJTYYCHHBIC BEKTOPHBIC MPCACTABJICHUSA COACP-
XKar I/IH(l)OpMaIlI/IIO 0 TaKUX XapaKTCPpUCTUKAX HIpI/I(i)TOB, KaK JKUPpHOCTb HA4YCPTaHUSA U HAKJIOH. 910

JCIACT UX MOJIC3HBIMHU JJIA PCHICHUA 3a4a4, CBA3aHHBIX C AaHAJIU30M HIpI/ICl)TOB.
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AHau3 1okasall, YTO IPH MOUCKE OTINYMI MeXIy IpHU(pTaMHU MOJIENb B MEHBIICH CTETICHN OpHEH-
TUpYETCs Ha HAKJIOH CHMBOJIOB, B TO BPEMsI KaK JKUPHOCTD SIBIISIETCS! KJIFOYEBBIM IIPHU3HAKOM, KOTO-
PBIit MOAETH UCTIONB3YeT IS T GepeHITHAITIH IIPHPTOB.

Mozesne MOXKET AEMOHCTPHPOBATh OTPAHUYCHHYIO MEPEHOCUMOCTh (CHIDKCHHE TOYHOCTH IPH pa-
60Te ¢ TaHHBIMH, KOTOPbIE OTIMYAIOTCS OT 00y4Jaronel BIOOPKH) MPH PELICHHU MOI00HBIX 3a1a.
310 00YCIIOBIEHO TEM, YTO CpPaBHEHHE 110 JKUPHOCTH U HauepTaHHIO 3(Pp(HEKTUBHO TONBKO IIPU aHa-
JM3€e JBYX KOHKPETHBIX MIPU(TOB. AHAIN3 OTAEIBHO B3STOr0 MIpH(Ta HE MO3BOJISIET CAEIATh BbI-
BOJIBI 00 0COOEHHOCTAX HaYCPTAHUS.

4.3 BapuaHTbl AaHHbIX

Jnis aHanu3a BIUSIHUSL BADUATHBHBIX IIPU(TOB HA KAYECTBO MOJIEINH ObUI IPOBEICH SKCIEPHMEHT C
UCTOJIb30BaHHEeM MIpU(TOB, Takux Kak Roboto, Oswald u qpyrux, KOTOpbIe MO3BOJISIIOT BapbUPO-
BaTh TOJIILMHY, HAKJIOH U Jpyrue napamerpbl. Takxke ObUIM JOOABIEHBI CTHIIM, COOpaHHBIE BPYY-
HYIO, YTOOBI OL[CHUTb, KAK MOJIEIIb CIIPABIISICTCS C HECTAHIAPTHBIMHE IpH(TAMU.

Mopenb paboTaeT 0IMHAKOBO XOPOILO C pa3indHbIMU IpupTamu. OHa Takke CrocoOHa paco3Ha-
BaTh WIPUQTHI, C KOTOPBIMU Ha KOTOPHIX HE OblJIa 00y4eHa, HO IIPHU 3TOM TOYHOCTb €€ PabOThI CHH-
xkaercs Ha 20% (Tabm. 4).

Tabn. 4. BapuamueHvle u 06biuHbIe WpUDMDL.
Table 4. Variable and classic fonts.

Ha6op nns TecTupoBanue Ha TecTtupoBaHue Ha Pasuuna B merpuke
odyueHust 00bIYHBIX WpudTaX BapUATHBHBIX WIpHpTaX NPaBUIBHOCTH
Obbrmbiii + 0.8854 0.9054 0.0200
BapuaTuBHbIii
OObIuHbII 0.9077 0.7193 0.1884
BapuatuBHbIii 0.7155 0.9020 0.1865

5. O6¢cyx0eHue pe3ynbmamose

IIpennoxxeHHas MOzENb, OCHOBaHHAsI HA IIPOCTOM CBEPTOYHOI HEMPOHHOHU CETH, JEMOHCTPUPYET
3HAYUTEIbHBIA IOTEHIINAI B 3aJ[aUe TeHEPaIlii BEKTOPHBIX IPEICTABICHUH TS aHAJIN3a IIPU(TOB.
Hcnonp30BaHue IBYX WACHTUYHBIX CBEPTOYHBIX OJIOKOB C MOCIEIYIONINM OObETUHEHUEM B BEKTOD
Y JINHEHHBIMH CJIOSMH JUTS TTIOMICKA OTIHUYMH TO3BOJIAET MOIeTH () (HEKTUBHO pa3nudaTh MPHUQTEHI,
UTHOPHUPYSI IIPU 3TOM COJIEpKaHNe TeKCTa. DTO OCOOEHHO BaXKHO IS 3a]1a, I7Ie CTHIIEBbIE OCOOCH-
HOCTH IIPU(TOB UTPAIOT KIFOUEBYIO POJIb, TAKUX KaK KJIacCU(HUKALUS JOKYMEHTOB HJIH BBIEICHHE
KITFOUEBBIX 3JIEMEHTOB TEKCTA.

OnHuM U3 HanboJlee HHTEPECHBIX aCIIEKTOB PA0OTHI SBISIETCS TECTUPOBAHUE BEKTOPHBIX IIPEJICTAB-
JeHUH mpHUQTOB Ha JIOMOJHHUTENBHBIX 3a/1a4aX, TaKMX KaK KJIACCU(UKALUS 110 >KUPHOCTH M
HakJIOHYy. Bricokue noka3zarenu TouyHocTH Juist skupHOCcTH (90.5%) cBHIETENBCTBYIOT O TOM, BEK-
TOPHBIE NIPE/ICTABIICHUS CO/IEPKAT KaK MUHUMYM HH(OPMALIUIO O )KUPHOCTH HaYepTaHHs IPH(TOB.
Taxue pe3ysbTaThl OTKPHIBAIOT BO3MOXKHOCTH JUISl HCIIOJIb30BaHUS MOJIENH B OOJIee CII0KHBIX 3a/1a-
4ax, TAKUX KaK aHAJIN3 CTPYKTYpPbI TOKYMEHTOB.

Crnenyer OTMETHTh, UTO MOJIENb BCE €IE UMEET HEKOTOphle orpaHuueHus. Hanpumep, xoTd oHa
YCIICIIHO CHPABJISICTCS] C UTHOPUPOBAHNUEM TIOBTOPSIIOIINXCSI CHMBOJIOB, €€ 3()(eKTUBHOCTD Ha JIaH-
HBIX C HU3KUM Pa3peIICHUEM WU 3HAUNTEIbHBIMH HCKKEHUSAME TPEOYET NalbHEHIIIET0 N3y ICHUSL.
Kax BBISICHHIIOCH, 3TO 0COOCHHO aKTyallbHO, TI0 KpaiiHel Mepe, Ui HHPOpMaIH 0 KypcuBe. DTO
MOXET CTaTh HANPaBJICHUEM JUIsi Oy JyIINX UCCIEAOBaHUM.
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6. 3aknroyeHue

B manHoii paboTe mpencTaBieHa MOAETh, OCHOBaHHAs HAa MPOCTON CBEPTOYHOW HEHPOHHOU CETH,
KOTOpasi CTaBUT B COOTBETCTBHE M300paXCHUIO TEKCTa BEKTOPHBIC MPEACTABICHNUS, KOJUPYIOIINE
nHpopManuio o mpudTax. OCHOBHAS eI MOJEIN — HAYUUTHCS PA3NIAYaTh MIPUPTH, HTHOPUPYS
IIPU 3TOM COZIEPXKAHHUE TEKCTA, YTO JETACT €€ YHUBEPCAIBHOM IS pa3INIHBIX THIIOB JOKYMEHTOB.
Mopgenb COCTOUT M3 JIBYX HJICHTUYHBIX CBEPTOYHBIX OJIOKOB, KOTOPBIC M3BJICKAIOT MPU3HAKH M3
n300pakeHus, OOBETUHSIOT X B BEKTOP U MEPEIAIOT Yepe3 JIMHEHHBIE CIIO JUIs IOMCKA OTINYUH.
OOyueHHas TakuM 00pa3oM MOJENb AEMOHCTPHPYET BBICOKYIO TOYHOCTh B 3a/1a4€ CPaBHEHHS CTHU-
nelt mpugTOB, ITO MOATBEPKIACTCS PE3YIbTATAMH 3KCIICPUMEHTOB.

BaxHbIM acrieKToM paboThl SABISIETCSI TECTUPOBAHUE BEKTOPHBIX MPEACTAaBICHUI MPU(PTOB Ha J10-
MOJTHUTEJBHBIX 33Jja4ax, TaKUX KaK KiacCH(UKaIMs TEKCTa 110 JXKUPHOCTH M HAKJIOHY. Pe3yibrarh
MOKa3bIBAIOT, YTO MOJIYyYSHHBbIE BEKTOPHBIC MPEICTABICHUS COJEPKAT MOJIE3HYI0 UH(HOPMALUIO O
CTHJIEBBIX OCOOCHHOCTSX IIPU(TOB, YTO JETaeT UX IPHUMEHUMBIMH JIJIs pEIIeHHUs] 00Jiee CI0KHBIX
3aj1a4, TAKUX KaK aHAJIN3 CTPYKTYPBI IOKYMEHTOB, OMCK OXOKUX MIPH(TOB WM BBIAEICHHE KITIO-
YEBBIX MIEMEHTOB TeKcTa. Kpome Toro, SKCIIepuMEeHTHI ¢ BApHATHBHBIMH MIpH(TaMu 1 mpudTamu,
CcOOpaHHBIMH BPYYHYIO, AEMOHCTPHPYIOT YHUBEPCAILHOCTh MOAEIHN U €€ CIIOCOOHOCTH paboTaTh ¢
pa3HOO0Opa3HBIMHU TUIIAMU JTaHHBIX.

[Tpenno>xeHHBIH MOJX0/ OKa3acs BecbMa 3 (GEKTUBHBIM M OTKPBUI IEPCIIEKTUBHI AJIsI IPUMEHEHUS
MOJTYYSHHBIX PE3yJIbTaTOB B PA3IMYHBIX 001acTax. B Oyayninx nceiaejoBaHUAX MOXKHO COCPENOTO-
YUTHCA Ha ONTHMU3ALMN MOJIENH JUIs PaOOTHI ¢ O0Jee CIOXKHBIMU M Pa3HOOOPa3HBIMH JaHHBIMH, A
TaK)kKe Ha MHTETPAIMU €€ B CYLIECTBYIOIINE CHCTEMbI 00paOOTKH JTOKYMEHTOB.
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AnHOTanms. ['MapoIuHAMIYECKHH pacdeT aTTPaKTOPOB BHYTPEHHHX BOJH IPEICTaBISIET COOOM TOBOIBEHO
TPYJOEMKYIO 33/1a4y C BBIYHCIUTEILHOW TOUKH 3peHuss. OCOOEHHOCTHIO BOIHOBBIX aTTPaKTOPOB SIBISETCS TO,
YTO I KOHKPETHOH I'€OMETPUH aTTPaKTOp OIPENSNCHHOTro THIa (GopMHpyeTcs JHIIb Ui HEKOTOPOTO
JMaTa3oHa 4acToT, YTO BBI3BIBACT HEOOXOIMMOCTh IPOBECTH HEOOXOANUMBIE TPOIEAYPH! IPETPOLECCHHTa H
HPOBEPUTH HAIMYME aTTPAKTOPa B BHIOPAHHON MOCTaHOBKE 10 Hayajna camoro pacdera. OfHUM M3 CIIOCOOOB
3TO CHENATh SIBISIETCS METOJA TPACCHPOBKH JIydei, KOTOPHIH BOCIIPOM3BOIUT PACHPOCTPAHEHUE BHYTPEHHUX
TPaBUTALMOHHBIX BOJH B HEBS3KOM JMHEIfHOM NpHOMIKEHMH. B cTaThe paccMaTpHBaeTCsl aaropuTM
TPAacCCHPOBKM JydeH JUIi IIMPOKOTO CIIEKTpa Tpodmieil CcTpaTHGUKAIUH >KHIKOCTH B JIOCTATOYHO
TIPOU3BOJILHON 00MacTH. OMUCHIBAIOTCS 3PQEKTH, KOTOPhIE HEOOXOIUMO YYHTHIBATH NPH NPUMEHEHHU
Mmerona. IIpuBOnATCS pe3ynbTaThl pPacyeToB, BKIIOYAs CIELHMAIBHBIE THIIBI KOTEPEHTHBIX CTPYKTYD.
[pennaraercs crocod OLEHKH CKOPOCTH CXOJAUMOCTH JIyUeH.

KnioueBble cj10Ba: BOJHOBBIE aTTPAKTOPbI; MPEMNPOLIECCHHT; TPACCUPOBKA JIydel; BHYTPEHHUE BOJIHBIL.
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Abstract. Wave attractor numerical simulation is a costly problem that requires a precise calculation method
as well as thorough setup parameters determination. These two facts require using preprocessing methods
before CFD simulation. The coherent structure for a geometry and stratification selected will appear in a certain
range of perturbation frequencies, which are typically unknown in advance. To check whether the attractor
forms, one can run a ray tracing which represents the propagation of internal wave narrow beams in inviscid
linear approximation of the Navier-Stokes equations. The current article describes the algorithm that can be
used for the ray tracing on a wide class of problems. It is shown that this method is capable to detect specific
forms of attractors under specific conditions. Additionally, a ray convergence measure estimation is proposed.
Keywords: wave attractors, preprocessing, ray tracing, internal waves.
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1. BeedeHue

Pacuer TeueHuil ¢ BOJTHOBBIMH aTTPAKTOPAMHU SIBIIICTCS HEMPOCTOW 3amaueid u TpeOyeT BhIOOpa
JIOCTaTOYHO TSDKENBIX BBIUUCIUTENBHBIX HHCTPYMEHTOB MJSI KOPPEKTHOTO BOCHPOM3BEACHUS
TeYCHHsI. Y UUTHIBAsI, YTO aTTPAKTOP 0Opa3yeTcs JHIIlb IPU OTPECICHHBIX TapameTpax 3aiaun [1]
BPSII JIM MOXKHO ceOe MO3BOJIUTH MepedupaTh MX C MOMOIIBIO PEIICHUS 3a/1ad BBIUYMCIHTEIHLHON
ruapoauaamuku (computational fluid dynamics, CFD) — tpeGyeTcst MexaHn3M OBICTPO# MTPOBEPKU
Ha HaJW4yhe aTTpakTopa B CHCTEME C OMNpeeIeHHBIMH XapaKTepHUCTHKaMH. B kauecTBe Takoro
MHCTPYMEHTA BBICTYIAET aJITOPUTM TPACCHPOBKH JIyde. DTOT METO HE SIBJISICTCS TPUBUAIBHBIM,
0JHAKO B GONbIIMHCTBE PadoT [1-12] oH cunTaeTCst K3BECTHBIM IO YMOTYaHUIO, XOTS UCIIONB3YeTCs
JUIl JOCTATOYHO MPOCTBIX KOoH(purypaumii cuctemsl. B pabote [2] wmccnmemyercs Bompoc o
CXOJMMOCTH IYYKOB BHYTPEHHHX BOJIH C MAaTeMaTHYeCKOW TOYKH 3PEHHs, NPH TOM, YTO 3TO
UCCcIIeOBaHNE HE NMPHUOJIDKAeT K MOCTPOSHHIO CaMOro airopurMma. TeM He MeHee, IOoCieaHee
pa3BUTHE HCCIIEIOBaHMI BOJIHOBBIX aTTPakToOpoB [6-8] TpeOyeT BO3MOMKHOCTH paCIIMPEHUS
TPaIUIIMOHHOTO MTOIX0/1a Ha 60JIee MIMPOKHE KIacChl IOCTAHOBOK, BKIIFOUAsk BO3MOXKHOCTB 3aITycKa
B CJIOKHBIX 00JIaCTAX ¢ HEMMMHEHHOW cTpaTH()HUKaUeH.

OTaenbHO YyIOMSHEM aHAIMTUYECKOE pEelIeHHe, MpeacTaBleHHoe B [5], momydeHHoe I Kiacca
aTTpakTopoB (n,1) B TpamenenmanbHON ob6iacTu ¢ nuHEHHBIM mpodwiem crparudukamun. K
CO’KaJICHUIO, TAKOH IMOJIXO/ HE IO3BOJISIET NPUMEHSTh IONyYeHHOE pPelIeHne It 00Jiee CI0KHBIX
obyacTeil wiam 3a/1a4 ¢ HEMOCTOSHHON YacTOTOW IUIaBYYECTH, PaBHO KakK M HE MO3BOJISET JeNaTh
BBIBOJIBI O CKOPOCTH CXOAUMOCTH JIy9ei (4TO B 3a/1a4ax IHIPOAMHAMIKH CBA3aHO C aKKyMYJISIIHEH
SHEPTMH H OOpa30BaHMEM HEYCTOHYMBOCTH), OCTaBIISAA TPACCHPOBKY Iyded eaBa M He
€IMHCTBEHHBIM METOJIOM MPENpPOLECCHHIa Ul YCTAaHOBICHUS (aKTa HAJIUYUS M ONpeesICHHS
(opMBI aTTpaKTopa.

Lensto HacTosmerd pabOTHI SBISETCA MOAPOOHOE OMMCAHME METOJA TPACCHPOBKH Iyded B
KOHTEKCTE€ BHYTPEHHUX BOJH. IloCKONbKYy 3HauMTeNbHAas YacTb MCCIEAOBAaHUM IOCBSIEHA
JIByMEDHBIM IIOCTaHOBKaM, a 33Ja4d B HEHCCIICJAOBAaHHBIX paHee II0CTAaHOBKax CHavaja
uccaenytores B 2D, Tak Kak 3TO CyIIECTBEHHO SKOHOMHUT BBIUYHCIHMTENBLHBIE PECYPCHI, AITOPUTM
TPacCUPOBKHU OyIET pacCCMOTPEH TaKXKe B JBYMEPHOM CIIydae.
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2. OnucaHue anzopumma
B xauecTBe BXOAHBIX TapaMETPOB IPUHUMACTCS ClIeyIOIee:
a) IlapameTpsl MOCTaHOBKH:
1. YactoTa BHemIHEro BO30YKACHUS W
2. T'eomerpus obiactu
3. Tpoduns crparudukarmu p(y)
b) Tlapamerpbl YHCIEHHOTO AITOPUTMA:
1. HauanbHast To4Ka (Xg, Yo)
2. 3HaKM MPOCKIMI HampaBlICHUs pACIPOCTPAHEHHUS Jiyda HA KOOPAWHATHBIE OCH
(0%, )
3. Illar tpaccupoBku As
4. KommuectBo nurepauuii N,
C) JlonmoiHHTEIbHBIE TAPAMETPBL:
1. [ar yncnennoro auddepeHnnpoBaHHS TPAHUIEI §

Texunuecku, BMecTo npoduis cTpatudukanuu MOXKeT ObITh cpa3dy 3ajaHa yactota bpeHra-

Bsiicsns N(y) = ’—%Z—i (we myTaTh ¢ uuciaoM wmreparmii N,.), TOCKOIbKY mpoduas p(y) B

QITOPUTME HCIIONIB3YETCs HCKITIOUUTEIBHO IS pacyera 4yacToThl miaByuectd N (y).
HWreparyist MpoOUCXOTUT CIEIYIOMIIM 00pa3oM:

1. pacuer mara (mepecyer KOOPAUHAT CIAEAYIOIIEH TOUKH (X;t1, Vis1)
2. TmpoBepKa yCIOBHH (CM. HIXKE)

3. Tnepe3anucs 1mara, €CJjm yCJI0BUs HE BbIIIOJIHCHBL

2.1 CBobogHOe pacnpocTpaHeHue ny4vka

Hcxons w3 nuHeapu3oBaHHBIX ypaBHeHUM Habbe-CTokca ¢ y4eToM IUIaBydecTd, mpeHeOperas
KOHBEKTHBHBIM YJICHOM B CHJY €ro KBaJIpaTUYHOCTH [0 CKOPOCTH M IepeMelIMBaHUEM
cTpatu(uKaTopa, MOXKHO HOJYYHTh CIEIYIOIIee TUCIIEPCHOHHOE COOTHOIICHHE JJIsi BHYTPEHHUX
BonH [13]:

w/N = cos 6
rae @ — yronm Mexay HanpaBlIEeHHEM paclpOCTPaHEHHUS! BOJIHBI (BOJIHOBBIM BEKTOPOM) H
HarpaBjeHUeM IpaBUTAlMH, W — YaCTOTa BOJIHBL. B 3TO COOTHOIIEHHE BXOIUT HE CaM BOJIHOBOM
BEKTOp, a JIMIIb HAalpaBJeHHE pACIPOCTPAHEHHs BOJIHBI, YTO W IIO3BOJISIET PACCUMTHIBATH
pacnpocTpaHeHHe MOHOXPOMAaTHIECKHX BOJHOBBIX ITy4KOB. B KOHTEKcTe 3a/1au ¢ aTTpaKTOpaMH B
cilydae JIaMMHAapHBIX TEUEHHI 3a YacTOTy NPUHHMMAETCsl 4acToTa BOJHOMpomykTtopa [14] kax
4acTOTa TeHEepHUpYEeMOH MM BHYTpPEHHEH BOJIHBI, IOCTyIaromed B cucremy. OTMETHM, YTO IS
PEXUMOB C HEYCTOWYNBOCTHIO INCIIEPCHOHHOE COOTHOILICHNE HETPUMEHNMO JJIsl BTOPUYHBIX BOJIH,
MOCKOJIbKY OBLIO BBIBEJICHO B JINHEHHOM MPUOIHKESHHUH.
WHorpa B 3amayax ¢ aTTpakTOpaMH HCIOJIb3YeTCs HEMOHOXPOMAaTHUECKOe BHEITHEE BO3/ICHCTBHUE
(0OBIYHO OHO BOCTIPOM3BO/IMT NPHJIMBHBIC SIBJICHHS, KOTOPBIE HMEIOT pasinyHbie Mobl [15,16]) — B
9TOM CiIy4ae TPACCHPOBKA IMPOBOJUTCS JUIS KaXKJOH CIIEKTPAILHON KOMIIOHEHTHI OTIENBHO. DTO
MOYHO C/IeNIaTh B CHJIY JIMHEIHOCTH MPUOIIIKESHUSL.
AJTopuT™M pacdera BRITTIINT CIEAYIOMNM 00pazom (puc. 1):

0 (wm)
; = arccos
N(y;)

1. pacuer yria:
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2. IIar TpacCHPOBKH:
Xiy1 = X; + As - g, cos 6;
Yis1 =Y +4s - gy sin 0;
3Haku k03 QUIHEHTOB Ty 1 Gy, TIPH CBOOOTHOM PACTIPOCTPAHEHUH ITyYKa OCTAOTCS HEM3MEHHBIMH.

Takoit mogxon obecredynBaeT TOYHOCTH O(AS), OIHAKO 3TOr0 OKA3bIBACTCS JOCTATOYHO ISt
ycranosneHus Gopmal arrpakropa. OtmernM, uro B CFD-pacuere korepeHTHast CTpyKTypa Bceraa
Oyner ymmpeHa 3a cuer Bsiskoctu [12].

Puc. 1. Cxema waza mpaccupogxku (c60600HOe pacnpocmpanenue Iyua).
Fig. 1. Ray-tracing step (free ray propagation).

2.2 OTpaxeHue

OTtpaxkeHue Mmyyka IpOUCXOAUT IPU HEBO3MOXKHOCTH JAbHEHIIIETO €ro pacpoCTpaHEeHUs, TO €CTh
au00 TpU BBIXOAC 3a (U3UYCCKYIO TpaHHIy OOJNACTH, JHOO MPH HAPYHICHUH TPEeOOBaHUS
w < N(y), KoTopoe sBiseTCS HEOOXOJUMBIM YCIOBHEM BBIIIOJHEHUS JUCIIEPCHOHHOTO
COOTHOIICHUS B CHITY OTPAHUMICHHOCTH KOCHHYCA.

IIpu oTpaxkeHMH OT HAKJIOHHOW IIOBEPXHOCTH BO3MOXHBI JBa CIy4as B 3aBHCHUMOCTH OT
COOTHOIICHHUS MEXIy YIIOM HaKJIOHA IMOBEPXHOCTH & M YIJIIOM pacHpocTpaHeHHs BONHBI 6. Jlnsa
omnpejenenust yria o (puc. 2) UCrob3yeTcs: YuciaeHHoe nuddepeHiupoBanme rpaHuisl. Eciu oHa
3aj1aHa HesBHOM (ynkimeit F (x, y) = 0, HaKJIOH onpeensieTes o npaBuiaM qudGepeHInpoBaHus
HEsIBHOW (DYHKIIMU:

d,F
d,F

a =tan"!

3aMeTuM, YTO B YHCIIUTEJIE M 3HAMEHATeJle CTOST MMEHHO TaKkue IMPOW3BOJHEBIC, a HE HA00OPOT,
MOCKOJIBKY @ — 3TO YTOJI CTeHKH ¢ 8epmukanvio. [Ipy 3TOM cieayer oTnessHo nmpoBepstsh 0, F Ha 0,
U B 3TOM CJIy4ae IPUHYIUTENBHO ToylaraTh a = 1 /2.

[Tpu mporpaMMHO#l peanu3aliii BbIYHCICHHE YaCTHBIX INPOM3BOAHBIX MOXET OBITh 3aMEHEHO
YHUCIIEHHBIM U PEePeHINPOBAHUEM:

_F(xi +8,y) —F(x; = 68,y)
- 26
GF F(x;,y; + 68) — F(x;, y; — 6)
Y 26
Illar augdepeHIMpoBaHHs BHIGHPACTCS OJIHMHAKOBBIM JUIs OGOMX HAIpPABICHHMIL. SICHO, 4TO TIpH
TAKOM pacyeTe HPOM3BOJAHEIE MMEIT To4yHOCTh O(82), MOCKONBKY MCIIONB3yeTCs CXeMa

LEHTPAJbHBIX PA3HOCTEHl; HO Ha MPAKTHKE KMEET CMBICIT BEIOMpaTh 1war auddepeHuupoBanus § Ha
HECKOJIbKO TIOPS/IKOB MEHbIIIE Iara TpaccupoBku As [17].

0. F
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Ipu siBHOM 3amaHui PO rpaHuisl Yy, (X) B Hemstx yHUUKAnu Koxa OyaeM HCHOIb30BaTh
HesBHYIO QyHKIWMIO F(x,y) =y — vy, (x).
TMocne pacuera @ mepecveT 3HAKOB HANPABICHHUS JTy4a MEPECUUTHIBACTCS CIEIYIOMMM 00pa3oM
(puc. 2):

1. a < 6: MeHsETCS 3HAK O,

2. a > 0: MeHseTCs 3HAK O'y

Puc. 2. Ompadicenue nyua Ha epanuye npu paziuiblx COOMHOUEHUAX & u 0.
Fig. 2. Ray boundary reflection under different & and 8 ratio.

ITocne mepecuera 3HaKOB HEOOXOJMMO cpa3y Iepe3anucaTh pe3yiabTaT AJs TEeKyIledl Touku, a He
YXOIHUTh Ha CIEAYIOIIYI0 HTepalyio. B NpOTUBHOM cilydae TpacCHpOBOYHAs KpUBas Oyner
paccunTaHa BepHO, OJTHAKO 3TO MOBIHSET HA OLEHKY CKOPOCTH CXOAMMOCTH, pacCMaTPHUBAEMYIO
HIDXKE.

Kpome ykazaHHOr0 MpoCTOro OTpayKeHuUsl, BO3MOKHO BOZHUKHOBEHHUE CIEU(PUIECKON CUTYAIUH C
TOYEYHBIM aTTPAKTOPOM, KOT/1a JIy4 «3a0MBaeTCs» B yroil M OECKOHEYHO YBSI3aeT B IIMKJIE IIPOBEPOK
(puc. 3). B aToMm citydae ero MOXKHO IPHHYANUTENBEHO 3a)MKCHPOBATh B YIJIOBOH TOYKE U MPepBaTh
TPacCHpOBKY. AJIbTEPHATHBOM SBISIETCSI M3MeJIbUeHHe mara As, OJHAKO Ha pe3yibTaT 3TO He
MOBJIMSIET U JIMIIb YBEJIUYHUT BpeMsi pabOThl aJITOPUTMA.

w W

Puc. 3. Ocmanoska mpaccuposKku 6 ciyuae mo4euHo2o ammpaxkmopa.
Fig. 3. Ray-tracing stop while the pointwise attractor has been reached.

[IpemnoskeHHBIH aNTOPUTM MOKET HCTIONB30BAThCS MIPH pacueTe pa3InyHbIX TocTaHoBOK. Ha puc. 4
NPEJCTaBIeHA TPACCUPOBKA IS JOCTATOYHO PACIIPOCTPAHEHHOM MOCTAHOBKU B TPANELEUIaIbHON
TEOMETPHH, 3aII0THEHHOH OJTHOPOIHO CTPATH()UIINPOBAHHOH )XKUAKOCTHIO. TpaccupoBKa MO3BOISIET
MOJYYUTh Pa3IM4HbIE TUIBI (M, N) aTTPAKTOPOB Ha Pa3HBIX YacTOTAaX.
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Puc. 4. Crenemvl ammpakmopog, noiyueHHble mpacCuposKoll Iyyell: mpaneyeuoaibas 2eoMempusi,
JIUHEeHAs cmpamu@urayus.
Fig. 4. Ray-traced attractor skeletons: trapezoid geometry, linear stratification.

Puc. 5 neMOHCTpUpyeT pe3yabTaThl pabOThl AITOPUTMA B CIydae HEMHEHHOM cTpatudukaiun. B
YaCTHOCTH, O0OHapy>keHa BO3MOXKHOCTh CYIIECTBOBAHUS aTTPAKTOPOB C YUETHHIM YUCIIOM OTPAKEHUN
M0 BEPTHKAIH, YTO HEBO3MOXHO [UIi JHHEHHOW cTpaTudukanuu, rtae (OKYCHPOBKA
KOMIICHCUPYETCs JIe(OKYCHPOBKOW HAa HAKJIOHHOHW CTEHKH TMPH MABIKCHHH Jiyda B JIPYrOM
HAMpaBICHUH N0 BepTHKAH [ 7].
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Puc. 5. Cxenemot ammpaxmopog 015t Cmpamupurayuu ¢ 2al0KIUuHOM.
Fig. 5. Attractor skeletons for a stratification with halocline.
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ITomumo sTOTO, B Cpepax ¢ HENMHEWHOH crpaTH(UKanMedl ¢ MOMOIIBI0 TPAacCUPOBKH JIydeH
00Hapy»KeHa BO3MOXKHOCTb CYIIECTBOBAHUS CIIEU(PHUIECKOTO KlIacca aTTPaKTOPOB, «3aHEPTHIX) 110
riryouHe. Ero 0COOEHHOCTBIO SIBISIETCS TO, YTO OTPaKEHHE JIyda MPOMCXOJUT HE Ha TPaHMIAX
obrmacty, a Ha TpaHHUIEe 00IacTH yciaoBusA. B 3ToM ciydae popMHPYIOTCS aTTPaKTOPHI C OOIBITIM
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YHCIIOM OTPaXKEHHH 110 TOPU3OHTAIN B 00JACTH BBICOKOTO TPaIeHTa INIOTHOCTH (coleHocTH) [6,7].
TpaccupoBka ay4ei s TAKUX aTTPAKTOPOB MOKa3aHa Ha puc. 6.
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Puc. 6. Ammpaxmopul, 3anepmoie no enybune (8 061aCmU 8bICOK020 2PAOUEHMA COICHOCTU,).
Fig. 6. Depth-trapped attractors (in the high salinity-gradient region).

ATTpaKTOpHI B CIOXKHBIX 00JIACTSIX IEMOHCTPUPYIOT crielduueckue 3PPEeKThl U TAKKE SBISIOTCS
obbekTamu uccienoBanus [8,18]. [IpemnoxkeHHbII aJropuT™M TPACCUPOBKU YCIEITHO CIIPABIISIETCSI
C BBISIBJICHHEM aTTPAaKTOPOB B TAKHX ITOCTAHOBKAX, YTO U300pake€HO HA pucC. 7.
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Puc. 7. Ammpaxmopul 8 CIOHCHBIX 2eOMempusix: &) cpeOuHHo-2nyouHHoe niamo, b) nooeooHslil xomMm.
Fig. 7. Attractors in complex geometries: a) mid-depth plateau, b) underwater hill.

2.3 OueHKa CKOpOCTU CXOAUMOCTH

IIpn mpoBeeHWM NpPEABAPUTETHHBIX PACUETOB TAKKE BAXKHBIM OKAa3bIBACTCS OIpe/IeIeHUE
CKOPOCTH CXOJUMOCTH Jy4eW, 9TO B MaJbHEWIIeM, NMpH MPOBEIECHHUH MOJCIHPOBAaHUSA, OyIer
OTpakaThCs HA CTENICHH aKKyMYJIAIIMN SHEPTUH U, KaK CIIEeJCTBHE, 00pa30BaHUH HEYCTOHYHNBOCTEH.
TpagunnoHHO B Ka4eCTBE OIEHKH CKOPOCTU CXOIUMOCTH Jy4el BBICTYIIAeT MoKa3aresb JIsmyHoBa
[1,2].
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ITo OIPCACIICHUIO OTO

A 111G y) = G yDl = el (xo, ¥o) — (o' ¥o )l (pu | (xo, ) — (', ¥l = 0)

O1HaKO CIIeI0BaHUE 3TOMY ONPEISIICHHIO ITPUBOJIMT K IIPOOIEMaM CO CIBUTaMH, 00YCIIOBICHHBIMU
oTpaxkeHUsIMU. Paccuurarh paccTosHMs MEXIy peOpamu pasHBIX HEPHOJOB HE MPEJCTABIAETCS
BO3MOJKHBIM, IOCKOJIBKY TPEOYET pa3feieHusI HOJTHOW COBOKYITHOCTH TOYEK JIyda Ha MEPHOMBI.

st pewieHust 3Tol MpoGIIeMBI IpeyIaraeTcsl CIeAyoImas OLeHKa:
1. OmpeneneHne MaKCUMYMOB IO OJJTHOH OCH

2. HccnenoBaHue CXOIUMOCTH TOYEK C TEMH K€ MHICKCAMH II0 JPYTrOW OCH B 3aBUCUMOCTH
OT KOOPIWHATHI BIOJb JIyda S.

dakTUueCcK, 3TO HempeneiabHas (opma mokasarens JIamyHOBa, HPU KOTOPOH JBa Jyda
BBIMTYCKAIOTCS HE U3 MPOU3BOJIBHBIX TOUYEK, 4 M3 COCEJHUX TOUEK OTPAKEHHS Ha BEPXHEW IpaHuIle.
ITockoNBKY HAC MHTEPECYET JIMIINbL CaM MOKa3aTesb, HAYaIbHOE PACCTOSHUE MEXIY HUMH MOXHO
HCKITFOYHTH U3 PACCMOTPEHHUS KaK MYJIbTHIUTHKATHBHYO KOHCTAHTY.

Ha puc. 8 (a) moka3zaHa 3aBUCUMOCTb POEKI[UH TOYKH HA JTyYe Ha BEPTUKATBHYIO OCh 1 MAKCUMYMBI
(opamKeBbIe TOUYKH), OMPE/ICIICHHbIC C TIOMOIIBI0 BCTpOeHHOTO anroputMa SCipy.signal.find_peaks
B python3. Puc. 8 (b) oroGpakaer Te e TOYKHM B IUIOCKOCTH X — Y, BHIHA HX CXOJHUMOCTH K
BEpIIIHE aTTPaKTOpa.
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Puc. 8. Onpeoenenue koopOunam mMakcumymos 6epmuKaibHOU KOOpOuHamsl 60016 ayya (8) u ux
cxooumocmo (b).
Fig. 8. Maxima of the vertical coordinate on attractor ray determination (a) and their convergence (b).

Jns  onpeneneHUs KOJMMYSCTBEHHOW MEpPhI CXOIUMOCTH OyaeM paccMaTpUBaTh pPa3sHOCTH
FOPM30HTANIbHLIX KOOPJUHAT ONPEJIENEHHbIX Ha MPEBIIYLIEM 3Tame TOUYeK AXpeqy, KaK TOKAa3aHO
Ha puc. 8 (b).
Hcxons u3 mpenosioxkeHns 00 SKCHOHEHIMAIBHOM XapaKTePe 3aBUCUMOCTH AXpeqy (S), B KadecTse
TaKO# MEpbI MPEeTaraeTcs KCIOJIb30BaTh M0KA3aTE b SKCIIOHEHTHI A
As
AxXpeqr X €
[MokaxkeMm, 4TO Takas 3aBUCUMOCTh OOECIEUMBACTCS IKCIOHCHIUAIBHOW CXOIUMOCTHIO CaMHUX
KOOpAHMHAT ITHKOB:
— @ A's
xpeak - xpeak + Xe
i+1 i _ A's; Als; A'sir oA (si41-5))
Xpeak — Xpeak = Xe” i¥t — Xe* St = Xe” Si(e” W¥ir175U — 1)
[Tockonbky B 00JacTH 3KCIIOHEHIIUANBHOW CXOMUMOCTH S; 1 — S; = const = L
MIEPUMETP aTTPAKTOPa, TO

p> THE Lp -
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!
Axpeak = xzia:ék - xziaeak = X’el Si;
rne X' =X- (e’”l’ - 1) = const(s). Otcioga A' = A, 4T0 O3HAYAET, YTO ACKPEMEHT 3aTyXaHUs
pa3HOCTEl MOYKHO MOJYIHUTh KaK JEKPEMEHT CXOAUMOCTH KOOPIHHAT.
OtpulaTenbHOe 3HAYCHHE MOKa3aTelss A CBHACTENBCTBYET 00 JKCIOHCHIHATBHON CXOJUMOCTH
Jy4el, 4TO MOKHO HHTEPIPETHPOBATH KaK aTTPakTop. [lOJOKHTENbHOE 3HAYCHHE O3HAYaeT
peremnep.
Puc. 9 wumoctpupyer 3Ty  3aBHCHMOCTB, KOTOpas  JCHCTBHTENBHO  OKa3bIBACTCS
JKCMOHEHIManbHOW. KpacHass NyHKTHpHAs JIMHHSL — allpOKCHMAI[MOHHAs TpsiMas B
gorapumMudeckoM Macmrabe (4TO COOTBETCTBYET 3KCIOHEHTE B JIMHCHHOM), MPOBEACHHA
METOOM HaMMCHBIINX KBaApaToB. Ee HAKIOH COOTBETCTBYET 3HAUCHHUIO A.
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Puc. 9. Ilokazamenv cxooumocmu.
Fig. 9. Convergence exponent.

Kak MOXHO 3aMeTUTbh, NpeayaraeMblii IOAXOJ IO3BOJISIET HE TOJNBKO PEIIUTh HPOoOieMy Co
CIIBUT'aMH, HO M OOOUTHCH 3aITyCKOM TPACCUPOBKH OT OHOTO HAaYaJbHOT'O ITOJIOKEHHUS BMECTO JIBYX,
YTO COKpAIaeT BpeMs paboThl.

HecMoTpst Ha HEIUIOXME Pe3yNbTaThl, 3TOT METOJ] OKAa3bIBACTCS HEPUMEHHUM Uil aTTPAKTOPOB C
YHCIIOM OTPaXCHHUH JTydei, OONbIINM YeThIpeX (HMHa4Ye TOBOps, B HACTOSLIEM BUJE OH IOIXOIUT
JMIIb [t 00paboTku arrpakTopos Tuna (1,1) [1]). 1o 00ycII0BIEHO TEM, YTO HA BEpXHEH rpaHHUIIe
MPOUCXOJUT OOJIbIIIE OJHOTO OTPAXKEHUsI 3a ITOJIHBIM IUKII 10 aTTPAKTOPY — @ 9TO O3HAYaeT, 4YTOo

~ g
MAaKCUMYMbI ypeak (bOpMI/IpyIOT HCCKOJIBKO ITOAIIOCIICA0BATCIBHOCTCH xpeak,

Pa3HbIM TOYKAM OTPAKCHUA. I[.]'IH OIpCaACI/ICHNUA ACKPEMCEHTa A 6y,IlGT AOCTATOYHO OHNPCACIUTH
KOJIMYE€CTBO OTpa)KeHI/Iﬁ Ha BerHefI TpaHHUIIE N, MOCJIC Y€ro M3 IOCICHOBATEIBHOCTH xpeak

CXOgAIMMCS K

BBIJICJIUTh KOKIYIO N-I0 TOYKY U IPUMEHHUTH K HEH BBIIICOMHCAHHBIE PACCYXKAEHUSI. DTO MOXKHO
c/enaTh, IOCKOJIbKY B KaKAOM I[HKIE Jyd NPOXOAWT OTPAXKEHUS B OJHOM M TOH Ke
MOCJIEI0BATENILHOCTH.

OnpenenuTe YUCIO OTPAXCHWH MOXXHO W BPYYHYIO, OJHAKO WHOTAA 3TO OBbIBaeT cIenarhb
HEBO3MOXKHO (Harpumep, IpuU IHOCTPOCHMH jauarpammbl Maaca [1], xorma TpeOyercst 3armyck
3HAYUTEIBHOTO YKCiIa TPACCHPOBOK). B kauecTBe aBTOMaTHUECKOTO crioco0a OIpeaeeHus Jnucia
OTpaXKEHHH pacCMOTPHUM cHEKTP OvicTporo npeodpasosanust Pypbe FFT(Xpeqr) B 3aBICHMOCTH OT
0e3pa3MepHOH JacTOTHI 10 HOMepaM NHKOB. B ciydae aTTpakTopa OH MMeeT MakCHMyM B HYyJIe,

COOTBETCTBYIOLIUNA CpeIHEMY KOOpPAMHAT OTPAKEHHH, U OAUH MAKCUMyM, COOTBETCTBYIOLIUN

1
4acToTe CMEHe npeenoB. [1o HeMy MOXKHO OnpeAenTs N = [f—], TI€ fmax — HEHYJIEBas 4acTOTa
max

CIIEKTPAJIBHOTO MAKCHMYMa, a CKOOKH [+] 0603HAYAI0T OTIepaInio B3sATH 11emoii gactu (cm. puc 10).
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Puc. 10. Obpabomxa croxcHo2o0 ammpaxmopa:
a) svl0eneHHble MOUKU OMPAdICeHUs yyell Ha 8epXHell epanuye,

b) copuzonmanvuvie koopounamer mouex ompasicenus, popmupyrowue HeCKOIbKO CXOOAUUXCS
noonocnedoeamenvrocmetl, C) CNeKmMp Xpeqj, KPACHASL TUHUS — MAKCUMYM CREKMPA, UCTIONb3VIOWULICA NPU
onpeoeneHuy Yucia OmpaxiceHui n.

Fig. 10. Complex attractor processing: a) reflection points on the upper boundary,

b) reflection points horizontal coordinates, forming several subsequences,

C) Xpeai SPectrum, red line marks maximum for reflection number n determination.

i
peak
OTpPaXeHHsI, CTPOUTCS SKCIIOHEHITMAIBHAS alTPOKCUMAIHsT CXOkaeHus (puc. 11):

[Tocne BbIIENEHHS MOANOCIEIOBATETLHOCTA X, = x™!, cxomsamedics K OXHOH M3 TOYEK

in ) As;
Xpeak — Xpeak X e,
rae B KadeCTBC Ipenacia x;"eak paccMaTpuBacTCA HOCJ'IC,Z[HI/Iﬁ YJIEH IIOAIIOCICN0OBATCIBHOCTHU

iNmax
peak

HUCKOMBIH IOKa3aTeip A.

HakioH anmpoxkcHManuoHHON JHHHUM B MOIyJorapudmudeckoM wmacmrabe U ecTh

B Tab:1. 1 npeacTaBieHbI TUITHYHBIC 3HAYCHHUS 3TOW BEJIMIMHEI JUI1 HEKOTOPBIX THUIIOB aTTPAKTOPOB
JUIS pasIndHBIX podueii conenoctu [7].

B Cl0KHBIX 007aCTSX BO3MOXKHO HAJIMUYKE CIIOKHOTO aTTpaKTOpa, COCTOALICTO M3 HECKOJIBbKUX
KOMITOHCHT CBA3HOCTH, HO Ha OI[HOﬁ gacToTte. Takue NOCTaHOBKH ACJIa0T TPAaCCUPOBKY 3aBUCUMOM
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OT HavaJbHOTO HpHOMIDKeHUs (puc. 12). Tem He MeHee, 3TO HE BIHMACT Ha OLEHKY CKOPOCTH
CXOJMMOCTH KON W3 KOMIIOHEHT CBSI3HOCTH, MOCKOJIbKY TPEIJIOKEHHAs! OLEHKA HCIOJIb3YeT
TOJIBKO OJIHY TPACCUPOBOYHYIO KPUBYIO.
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Puc. 11. @) évidenennas c ROMOWbI0 CHEKMPATbHO20 MEMOOA CX00AUASLCSL NOONOCTIC008AMENbHOCHIb MOYEK
ompaoicenust (nokasana kpacuvim), b) coomeememeyrowue eli mouxu ompasicenus, u C) annpokcumayus
CxX02ICO0eHUR (Xppq), 0OO3HAUEH npeden).

Fig. 11. a) converging subsequence extracted via the spectral method (red), b) corresponding reflection
points, and c) convergence approximation (x,zqy is the limit).

Tab6n. 1. Tunuunsle 3nauenuss nokazamenis cxooumocmu A.

Tun arTpakTopa A

(1,1), nuneitHplit npoduIb -0.0021
(2,1), nuueitHpiit TPohHITH -0.0030
(3,1), nuneitnHplit npod b -0.0038
(1,1), mpoduitb ¢ TANTOKIMHOM -0.0040
(4,1), npoduib ¢ TAIOKIMHOM, aTTPaKTOP B CIIOE -0.0010
(3,1), mpoduiib ¢ raIOKJIIMHOM, aTTPAKTOP B CJI0E -0.0023
(1,1), sxcnoHeHIMATBHBIN TPOGHIH -0.0065
(3,2), 9KCHOHEHIMATBHBIN TPOQHIIH -0.0017
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3.

y, cm

30
X, &m

Puc. 12. Ammpaxmop ¢ HeCKOIbKUMU KOMNOHEHMAMU CE53HOCU HA 0OHOU Yacmome.
l[eemele MmMoOYKu ommedarom Ha4ajlbHble MOYKU mpaccupoeKu ons coomeemcmeyrouux Kpueblx.
Fig. 12. Attractor with several connectivity components at the same frequency.

Colour dots mark the initial points for the corresponding curves.

3aknro4yeHue

B crarbe paccMOTpeH aJroOpuUTM TPAcCHUPOBKHU JIyded MPUMEHHUTENBHO K 3a/ayaM C BOJIHOBBIMHU
aTTpaKTopaMu B I[ByMepHOﬁ IIOCTAHOBKE€. OH TMO3BOJIACT PACCUNUTHIBATH CKEJICTHI ATTPAKTOPOB IJIsA
LIMPOKOTO KJlacca 3a/ad ¢ passInuHbIME NpOoQUiIsIMU cTpaTH(UKALUN B Pa3IMYHBIX T€OMETPHSIX.
Taroke mpejaaraeTcs OIEHKa CKOPOCTH CXOJMMOCTH JIydeH, MCHOJB3Yyollas BCEro OJWH Ilar
TPAaCCUPOBKU MU NPpUMCHUMAA [JId aTTPAKTOPOB C MPOU3BOJIBHBIM YHCJIOM I'PpaHUYHBIX OTan(eHHﬁ.
MerTo/1 03BOJISIET KAK PACCUUTHIBATH CKENIETHI ATTPAKTOPOB B KJIACCUYECKUX MOCTAHOBKAX, TaK U
HAXOJMTh HOBBIC THIbI KOT€PEHTHBIX CTPYKTYp MpPH CIEHHAIbHBIX YCIOBUsIX. ONUCaHHBIH
AITOPUTM MOJKET HCIOJIb30BATHCS JUIS MAIbHEHIINX HUCCIESIOBAHUN B 3TOM 00JIaCTH B Ka4yecTBe
MeTo/Ia mpernporeccuura nepen 3anyckom CFD-pacuera.
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AnHoTaums. B paboTe mpemioxxeHa MaTeMaTH4ecKas MOJENb JUIl M3y4eHHUs 3PO3HU OeperoBOro CKIOHA
nportoku Ilem3eHckoil (peka AMyp) B palioHe NepelMBHON 3ampynasl Hocie GOpMUPOBAaHMS U PaCIINPEHHUS
npopana. [Ipopan B mepennBHOI 3ampyze o6pa3oBalics n3-3a pa3MbIBa IIPaBOro Oepera BO BpeMs ITOIOBOIHIA
2019-2022 romoB. WM3BecTHO, 4YTO BpeMsi YCTAHOBICHHS TUAPOAMHAMHUYECKHX MapaMeTpoB IOTOKA
3HAUUTENFHO KOPOUE BPEMEHH M3MEHEHUsI €Tr0 pacxoja, IO3TOMY IOTOK B paifoHe 3aImpy/ sl ONMUCHIBACTCS B
paMKax KBa3UCTallHOHAPHOTO MpuOmmwkeHus. g MoaenupoBaHHs TypOYIEeHTHOH BSI3KOCTH IIOTOKA
ucroib3yercs anredopanyeckas mozens Jleo K. Ban Peiina. M3mMeHeHus: JOHHBIX ¥ GeperoBBIX OTMETOK pyciia
BBIYHCILIFOTCSI C TIOMOIIBI0 aHAJTHTHYECKON MOJEINH ABMKSHUS] HAHOCOB, pa3paboranHoil B Tpyaax [lerposa,
Iotanosa (2019). Yro0bl mpenOTBpPaTUTh 3aWIMBAHHE MPOpaHa HPH OOKOBOM MEPEMEIICHHH JIOHHOTO
MarepHana ¢ cyxoro Oepera, B ypaBHEHHE JIOHHBIX JedopMalyii BBEISH CTOKOBBIH WIeH. DTOT YiICH
perymupyer riryOuHy mpopaHa, KOTopast aCHMITOTHYECKH CTPEMHTCS K €T0 PeXUMHOMN riryoune. s penreHus
3aJa4y YMCIEHHO pa3pabOTaH aJrOPHTM Ha OCHOBE METOJa KOHEUHBIX 3JIEMEHTOB. BEITOIHEHO cpaBHEHHE
pe3yIbTaTOB PAcueTOB OEPEroBHIX AeOpPMALUH C FIKCIEPUMEHTATBHBIMI JaHHBIMH, TOKA3aBIIee X XOpoIlee
KAaueCTBEHHOE ¥  KOJMYECTBEHHOE COTJACOBaHWE. OKCIEPUMEHTANbHBIE JaHHBIE IIOMYYeHB U3
MH(OPMAIIMOHHOM CHCTEMBI K AMYP» C OTKPBITBIM HCXOIHBIM KOJIOM.

KiroueBblie cioBa: pycioBble mHpoleccsl; AedopMaluy jAHA, CTBOpP pycna; HH(GOPMAIMOHHAs CHUCTEMa;
OTKPBITHII KOZ; IPOpaH NepeuBHOI 3ampysl; npoToka [lem3eHckas; pexka Amyp.

Jst uutupoBanus: [Torarnos U. 1., IToranos /1. Y. Mozens pa3MbiBa paBoro Oepera nepeinBHOI 3anpy/bl
Ha mpotoke [lemsenckoi. Tpymer UCII PAH, Tom 37, Bem. 6, wacte 3, 2025 r., ctp. 203-216. DOI:
10.15514/ISPRAS-2025-37(6)—46.

BaaromapHocTu: PaGora BeIonHeHa TpH OAIepKKe TpanTa Poccuiickoro Haygroro (orma Ne 24-17-20009
u rpanra [IpaButenscrBa Xabaposckoro kpas (cornamenue Ne 108C/2024 ot 31.07.2024).
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Erosion Model of Overflow Dam Right Bank on the Pemzenskaya
Bayou
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Computing Center of the Far Eastern Branch of the Russian Academy of Sciences,
Khabarovsk, Russia

Abstract. The paper proposes a mathematical model for studying the erosion of the coastal slope of the
Pemzenskaya channel (Amur River) in the area of the overflow dam after the formation and expansion of the
proran. The proran in the overflow dam was formed due to the erosion of the right bank during the floods of
2019-2022. It is known that the time to establish the hydrodynamic parameters of the flow is much shorter than
the time to change its flow rate, therefore, the flow in the dam area is described within the quasi-stationary
approximation. The algebraic model of Leo K.Van Rijn is used to model the turbulent viscosity of the flow.
Changes in the bottom and shore markings of the riverbed are calculated using an analytical model of sediment
movement developed in the works of Petrov and Potapov (2019). In order to prevent siltation of the proran
during lateral movement of bottom material from the dry shore, a runoff term is introduced into the equation of
bottom deformations. This term regulates the proran depth, which asymptotically tends to its regime depth. An
algorithm based on the finite element method has been numerically developed to solve the problem. The results
of calculations of coastal deformations were compared with experimental data, which showed their good
qualitative and quantitative agreement. The experimental data was obtained from the Amur open source
information system.

Keywords: channel processes; bottom deformations; channel cross section; information system; open source;
overflow dam opening; Pemzenskaya channel; Amur River.
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1. BeedeHue

W3yyenue mpoiiecca 3po3un MecUYaHbIX OEPEroBbIX CKIOHOB PEK MO JICUCTBUEM MPOTEKAIOIIETO
PEYHOr0 MOTOKA SBJISETCS BaXXHOW MPUKIIAIHOMN 3aaueii. [lepBblie MOMBITKU HOCTPOSHUSI CTPOTHX
MaTeMaTHYECKUX MOJeNel Ui OmpeeNicHUs] (OPMBI MOMEPEYHOTO CEUCHHS PYyClia BOCXOST K
paboram I'noepa [1], MakkaeeBa [2], KouapareeBa [3], B KOTOpPBIX OBUIM IPEIIOKEHBI
IBPUCTUYECKHE MOJIEIH, MO3BOJIMBIINE MOIYYNUTh KAYECTBEHHbBIC OLIEHKH U3y4aeMOro mporecca.
JlanbHeiiiee pa3BUTHE TEOPHH OBLIO CBA3aHO C OOJBIIUM KOJWYECTBOM JKCIEPUMEHTATbHBIX
pa6ot Ukenn [4], Xupano [5], [Tapkepa [6], ITutnuka [7]. Beutd mpeayioxkeHsl MaTeMaTHYECKHAE
MOJICNH, YYUTHIBAIONINE PA3IMYHBIC MEXaHM3MBI MEPEHOCA JOHHOTO MaTepHaa: TPAH3UTHOTO
MepeMenIeHus] yTeM BJICUCHHUS O JHY W B3BEIIMBAHMS YACTHI[ JOHHOTO MaTepHaia B PEYHOM
MOTOKE, HATIOPHOTO JIBUYKEHHUS, MEUICHHOTO TPABUTAIIMOHHOTO W JIABUHHOTO [BMXKCHHS JTOHHBIX
qacTuIl Ha OeperoBbix ckiaoHax Mkenst [4], Xupano [5].

B 00630pHO0i#t pabore [8] BBHIMONHEHO HCCIICMOBAHHWE TEKYIIETO COCTOSHHS PacCMaTPHBAEMOTO
Bompoca. OCHOBHast €ro Hies 3aKI0YacTCss B TOM, YTO NP W3YYEHHWH MPOPAHOB MPEAIOYTECHUE
otmaercss npoduibHbIM [9] WM mIaHOBBIM MaTeMatHdeckuM MmoneimsiM [10] mo3Bosstrommm
MOJICITUPOBATH MPOIIECC Pa3BUTHS TIPOPAHOB.

Kpome TOro, mpumeHeHue (HEHOMEHOJIOTHYECKHX (OPMyNl TpaHCIOpPTa JTOHHOTO MarepHaa
MO3BOJISLIO JIMIIb KAYECTBEHHO OIMKICHIBATh MpoLecChl OeperoBoit apo3uu. B paborax Ierposa [11]
OBbLIM TPEIOKEHB! U Pa3BUTHI [1] aHanuTHUeckue GopMynbl TpaHCIIOPTa JOHHOIO MaTepHaia, He
coneprkamnye B cebe GeHOMEHOIOTHIECKUX KOI((UIIMESHTOB.
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B pa6orax bonmapenko [12], IToranosa [13] npemiosxkensl MaTeMaTHYECKHUE MOJEH JIJIsI U3y IEHHUS
HPOLIECCOB OeperoBbix AedopMaluii pyciia IpU MOCTOSAHHOM M NEPEMEHHOM PACXOJE PEYHOrO
MOTOKA B TPAIEIMEBUIHBIX B HAYAIBHBI MOMEHT BPEMEHH KaHAIaX.

B nmanHOi1 pabore mpemyiokeHa MaTeMaTHYecKas MOJIENb 33/adil O PasBHTHU IPOLEcca 3PO3UH
OeperoBoro ckjoHa mpoToku [lem3eHckoil (p. AMyp) B CTBOpE IMEpEIMBHOHN 3ampyIbl ITOCIE
BO3HHKHOBEHHUsI M Pa3BHUTHSI B CTBOpE 3ampynsl mpopada [14], cBS3aHHOrO CO CMBIBOM IIPAaBOrO
Oepera 3ampynsl B mepuoisl nosmoBoamit 2019-2022 rr. Ilockonbky XapakTepHOE BpeMs
YCTaHOBIICHUSI THIPOJANHAMHUYECKHUX MapaMETPOB ITOTOKa MHOTO MEHBIIE XapaKTEPHOI'O BPEMEHH
u3MeHeHus1 ero pacxoaa [13], ruapomMHAMHYECKUil MOTOK B CTBOPE 3ampyAbl OMHCHIBACTCS B
paMKax KBa3HCTallMOHApHOTO NpHONMkeHus. TypOyieHTHas BS3KOCTh MOTOKA OIUCHIBAETCS
anredpandeckoil mojenbio Jleo K. Ban Pelina. [[ns onmcaHust ©13MEHEHUS! TOHHBIX U OEpEroBbIX
OTMETOK pyCiia HCIOJb3yeTCs aHaJUTHYeCKas MOJEeNb JIBW)KEHHsS HAHOCOB, IPEJIOKCHHAs B
pabortax Ilerposa [1, 15, 16]. Jlyis mpenoTBpalleHus 3aWIMBaHUs TIPOPaHa TPH OOKOBOM CXOJIE
JIOHHOTO MaTepuala ¢ Cyxoro Oepera B ypaBHEHHE TOHHBIX Ae(opMariiii 100aBIeH CTOKOBBIH 9IEH,
KOTOPBI pErylupyeT pa3BHTHE INIyOMHBI NpOpaHa, ACHMITOTHYECKH CTpeMsmiedcs K ero
PEXXUMHOM ITyOuHE.

I[J'Iﬂ YHUCJIICHHOI'O0 PCHICHUA 3adavdd MNPCAJIOKCH aJIllOpHUTM, OCHOBAaHHBIN Ha METOAEC KOHCYHBIX
3JIEMCHTOB. BEITOIHEHO CpaBHCHUC PCE3YJIbTATOB pPacucTOB 6€peFOBBIX ,I[G(I)OpMaL[I/Iﬁ C TaHHBIMH
ITOJICBBIX Ha6J'IIOI[eHI/II‘/II, TOKa3aBUICC UX XOPOUICC KAYCCTBECHHOC U KOJIMUYCCTBCHHOC COTJIACOBAHUE.

2. Mamemamuyeckasi nocmaHoekKa 3adavyu

PaccmoTpuM 3a1auy o pa3BUTHH IIPOpaHa B IEPEIUBHOM 3anpyae Ha poToke [lem3eHCKO p. AMyD.
OTMETKH JIOHHOH TIOBEPXHOCTH ¢ U CBOOOJHON MOBEPXHOCTH NMOTOKA 7] (OMpeleseHHbIE Ha
09.08.2023) mist cTBOpa, MPOXOMANICTO MO IPeGHIO 3ampyabl, MpeacTaBicHsl Ha puc. 1. JleBsrit
Oeper W LEHTpalbHAas YacTh 3ampyAbl (Y4acTOK Ll), BBHITIOJTHEHHBIE W3 KPYITHOOOIOMOYHOM
HaOpOCKH, HE TOJBEP)KEHBI Pa3MBIBAHUIO PEYHBIM MOTOKOM. PaccMaTpuBaeTcst 3po3us IMpaBOTO

6epera npotoku (yuactok L, ).

[Ipennonaraercst, 4To B 00NacTH pa3MbIBa Q2 pyca0 MMeEET MOCTOSHHBIN MaJblii MPOJOIbHBIH
yKI0H J B HAaNpaBleHWH IBHMKEHHS T'MAPOAMHAMHUYECKOTO TOTOKA M Uil HETO BBIMONHSIOTCA
YCIIOBUS MaJNOCTH B OTHOLIEHMH riiyOuHbl motoka k ero mmpune H /B <<1. Teomerpus

pacuetnoii o6nactu 2= UL, ueerpannup [' =] U, npencrasnenst na puc. 1. Tpanuua
I}, npencrasnsier co6oii cMOUEHHYIO GEPETOBYIO M IOHHYIO MOBEPXHOCTH MPOTOKH, rpanuna 1,

omnpezensier cBOGOAHYI0 NOBepxHOCTh moToka. I'panmna Iy ompenenser cyxywo Geperosyio n

MOWMEHHYIO TIOBEPXHOCTH IIPAaBOTo Oepera MpoTOKH.
IIpennonaras, 4To yCTaHOBHUBIIMICS MOTOK B CTBOPE KaHalla 3aBUCUT TOJIbKO OT KOOPJAUHAT CTBOPA
Y ¥ Z, noiy4uMm ypaBHEHHE [BIKCHHS IIOTOKA B CTBOpE KaHaina [3, 5, 7]:

i a_U +i a_U + gJ—O (1)
ay /ueay 0z He 07 Pw )

3aMbIKaA€MO€ I'PaHUYHBIMHU YCJIOBUSAMU

ouU ouU
U=0, (y,z)el}, E:o, (y,2)el,, a—y:O, (y,2)el,. @
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3necs U — ocpennennas mo Peiftonbacy ckopocTs pednoro notoka B obmactu £, 4, = (L + (4,
M, — TypOyIeHTHas BA3KOCTh OTOKA, A/ - MOJEKYJISPHast BS3KOCTb NOTOKA, J — yKJIOH PeYHOro
pycna, H =7 — ¢ — rny6una notoka, § — yckopenue cBoGoaHoro nafenus, 77 u § =¢ (r) -

OTMETKH CBOOOJHOM TOBEPXHOCTH MOTOKA M JOHHOM MOBEPXHOCTH PyClla COOTBETCTBEHHO, O, —
IUIOTHOCTH BOJBI.
z [m]

g 1
F 6.0 |

ta
s

33.0 \I y’; | /.
\ Q |,
300 Y I ]

I 4 .l'f
\\H"___—_H-“‘-x._—f"_“m N __—\/'“" | I,-..
70 N ; T
5 !
5 \ .
240 ! N 2

I

400 00 40.0 0.0 1200 1600 2000 2400 2800 3200  360.0 4000 Y [M]

Puc.1. l'eomempus pacuemnoii obracmu Q= Ql |\ Qz u ee epanuyer I' = Fl ul,,
F3 - epanuya cyxoeo bepeea, F4 - epanuya ncesoo-CUMMEMpPUU.
Fig.1. Geometry of the calculated area 2 =€), U €D, and its boundaries I' =17 UT;,
F3 - the border of the dry coast, F4 - pseudo-symmetry boundary.

PacuetHast obmacte () CHM3y OrpaHM4YeHa TOJBMIKHOW JOHHOW IMOBEPXHOCTHIO g 24 (t, y),
9BOJTIOLUSI KOTOPOU OIMKCHIBACTCS ypaBHeHHEM [1]

(1-)26_ 0 [ %

ot oyl ay =-Q,. ®)

VpanHente (3) 3aMbIKACTCS HAYATHHBIMI 1 TPAHIIHBIMH YCIOBHSMHI
£0,y)=¢(y)  0<ys<w, t=0, 7=7(0) (4)
Slyot)=nt)  Slyat)=nt)  O<t<T, (5)

B ypasnenue (3) noGasnena npasas yacts Q, , OTBETCTBEeHHas 3a PEXMUMHBINA GanaHc TOHHOIO
MaTepHaia B Je(OpMHPYEMOM CTBOPE pyciia

Qx =a, &max 0’1_\/E (Uo—é)—Ho
H, T

H, tango ay“

a, p, tan
Ho = 6'03 q)dso’ ()
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rie =0.5, a, =12, N=6 - mnapamerps Monemm, H, - pexumnas riyGuna

HEeBO3MyIeHHOTO 3ampyaoi pycia [1]. Koadouuuents: ypaBHeHus: AoHHbIX aedopmanuii (3)
ompenessuch mo Momenwn [15]:

2 2
PTSCI L L :7°0 B Y O T
9 Pur/Pu COSY oy tanp Oy

-1

(@)
8 p,tan g 16 1 Py = Pu
TOC:_— w 50 ! O:_—z’ pb:—
9 ¢, 15 k, p, (tan ¢) Pu
3nece 1 = ﬂ(t), =< (t, y) — OTMETKHM CBOOOJHON IOBEPXHOCTH IOTOKAa M JOHHOH

MOBEPXHOCTH PyCIIa COOTBETCTBEHHO, T0c — KPUTHYECKOE TPUJOHHOE KacaTEIbHOE HAPSYKEHHUE Ha
POBHOM JIHE, O — IUIOTHOCTD IIECKA, (P — yrojl BHYTPEHHETO TPEHUSA IOHHBIX YACTHL, ) — OCTPBIM
Yrol MeXJy HOPMalbl0o K IOBEPXHOCTH [HA { U BePTHKaIbHOH mnuHueil, C, — moGoBoe
COTIPOTHBIICHHE YaCTHII, dso — cpeanuii auamerp mommbix wactun, K =0.41 — xosddumment

Kapmana, Ky — kodp¢uument Kapmana 1y BOAOIPYHTOBOM CMecH, 4 o — OTMETKM [IHAa B

HadaJabHBIA MOMEHT BpPEMCHU.

3agaua (1)-(5) 3ambikaeTcs anreOpanveckoll Mopenbio TypOyneHTHOW Bsizkoctd Jleo K.
BaH Peiina [17]:

e ) G A b=ty ©
0.25 b’ "o

rre Ub — ckopocts U Ha paccrosnnn Z, = 0.05H or gna Z,= 0.03ks , |(s — ¢ dexTuBHAS

BBICOTA IIEPOXOBATOCTH JIHA.
Jliist pacuera KodGPHUIMEHTOB ypaBHeHUs (3) BEIYUCIAINCH IPUIOHHBIE KACATENIbHBIE HAITPSKEHUSI

T=pu?. (10)
3. Cnabas ¢phopmynupoeka 3adayu

PaccmoTrpuM ciabyro BapuanuoHHyo (GopMyaupoBky [anepkuna s 3amaun (1)-(6) ¢ HaGopom

MPOOHBIX (YHKIUI {N o La}e LZ(Q) B 3amave HEoOXOMMMO HAWTH HEW3BECTHBIC (DYHKIUH

{U h, é'h} S LZ(Q), TaKue, 4To:

h h
jye(aNa U, N, oV ]dQ =[N,pglda, (11)
o oy 0y 0z 01 o
h h
j L, (1—5)84 +Q, LT dy=0. (12)
5 ot oy 0y

Vpasuennst (11)-(12) 3aMbIKatOTCS KPAEBBIMH YCIOBHSIMHE
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U=0, (r,z)el, (13)
Sy t)=nlt) <y t)=nt)  0<t<T,. (@9

Vpasuenue (12) 3aMbIKaeTCsl HAYATBHBIMA YCIOBUAMHU

c(0,y)=¢,(y) 0<y<w, t=0. (15)

4. JuckpemHsbIli aHano2 3ada4qu
I/ICHOJ’ILSyeM METOA KOHCYHBIX JJICMCHTOB B q)OpMyJ'II/IpOBKe FanepKHHa. Pazo0bem pacyCTHYIO

o6macte () Ha TPEXY3JIOBbIE KOHEUHBIC AIIEMEHTEHI Qe, Q :UQe . BBenem Ha KOHEYHOM
e

snemente Qynkuun dpopmst [18] N :

1
N =——(a +b y+c z), 16
. ZQe(a . Y+¢,2) (16)
n nux Fpa,Z[I/IeHTLI
o N o _ON,
oy 0z
& = YyZ3~ Y32y, b1222—23, =YY, 1 Yi 4
saeck | &, = Y32, — Y23, b2=ZS—Zl, C=Y.—Ys Qe:EdEtl Y, 4, |,
8 = Y12, = Yolqs b3=Zl—22, G=Y,— Y 1 Y; Z3

rae Yy, Z, — KOOpAMHATHI BepLIMH (Y3]IOB) KOHEYHOro siementa, (), — IUIOIAb KOHEYHOIO
onemenTa. Jlns ypaBHeHMs IOHHBIX aedopmammii pacuetHyro obnacts I pasobeem Ha

IBYXy3II0BbIe KoHeuHbie snementsl 1, I} = Ul“e ¢ gynxkuusamu popmst L,
e

Y-¥ Y=Y
L= L=1- » o=y, -y (17)
he he

Onpenenum anmpoKCUMAIMI0 UCKOMBIX (QYHKIIMH Ha KOHEYHOM JJIEMEHTE

U'=NU,_, u#'=N_u, a=123. (18)
h

=L, a=12 (19)
rac U a? /Lle al é’ a 3HAYEHUS MCKOMBIX IIOJEH B (f -TBHIX y3Jlax KOHEYHOI'0 DJJICMCHTA, B

BeipakeHusix (18), (19) u ganee HHKe MO TEKCTY, TAE TO HE MPUBOAUT K HEOIHO3HAYHOCTSIM,

3
HCIOJIb3YETCS MPABUIO CYMMHUPOBAHUSI [0 «HEMBIM» Y3JIOBBIM HHJEKCaM ( NyUy = z NyU p )
y=1

Mo, — 3HadeHHe (yHKUMM NPHUBEJEHHOH BA3KOCTH B y3JIaX KOHEYHOTO BIIEMEHTA, ﬁe -

OCpeIHCHHbIE BEJMYNHBI (DYHKIINH BI3KOCTH HA KOHEYHOM JJICMEHTE.
Ucrnone3yss unTepnossiuio  (16)-(17), mpeobpasyem wunrerpamshsie ToxmectBa (11)-(12) B
JUCKPETHBIC aHATIOTH 3a/1auH
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K,U,+F, =0, F, prJg[lll]T

aff = B
hl2 1 All -1 — h (1
MZ =p—= ,KZ = , — X_e
af p 6 l 2 aff h _1 l Qa Q

e

5. Aneopumm peweHusi 3adayu

. 0 .

B nauanbHeiii MomentT Bpemenn - =0 onpenensercs wauambHas (popma TOHHO-GEpEroBoi
0 0 .

NOBEPXHOCTH pycla B CTBOpe § =( (t ,y) U OTMETKa CBOOOJHON ITIOBEPXHOCTH IIOTOKA

770 :n(to).

Brinonaum pacyer HadaJabHOM HpHﬂOHHOﬁ JTUHAMHUYECKOM CKOpPOCTH CTBOpa

~ ~ B YR B Ve d(_(y) 2
=J9gJR, R=S,/P, S,= J'H(y)dr, P= j 1+ 3y dy.
YL

YL

H . h,0
HpOBCHCM pacdeT HAa4YaJIbHOI'O MOJIA BA3KOCTU AJIA BCCX 1 -x Y3JI0B paCc4CTHOU obnactu Q

1— Zi Zi Zi <05
Hei = Hy + 4, ﬂti:pKu*H(yi) H(yi) H(yi)’ H(yi) o

0.25

BrinonHuM ciepyromme HUKINYECKUE JeHCTBYS.
n
Ha tekymiem are o Bpemenn { = 0 oTpeesIeTCs HadajdbHas (popMa JOHHBIX OTMETOK pyclia B

y 0
creope §; =G; (tn, y) ¥ OTMETKa CBOGOIHOM MOBEPXHOCTH TIOTOKA 7] = 77(t :

o n v
[lo dyukumam §; u 7] omnpenensiercst (opMa pacueTHOH 06aacT QZQ(t ) JUISL KOTOPOit
h,n h{sn
reHepHpyeTCcsl KOHeUHO — »neMeHTHas cetka Q' = Q|7 ).
Jlns xaxgoro | -ro ysma DOHHON MOBEPXHOCTH (38 MCKIIOYEHHEM GEPETOBBIX Y3JI0B) C PagdycC-
= =V
p, u [} ) u mouck

BEKTOPOM y371a )_(i = (yi ' Z; )E 1—«1n BBINIOJTHAM pacdyeT BEKTOPOB (Z_: ﬁi,

MPUTPAHUYHBIX KOHEUHBIX 3JIEMEHTOB C (QYHKIHAMH (HOPMBI N a( P;

_ Ti2
SN J :
T, ATt T
B, =%-+hi, p’ =% +h"n, h"=0.05H(y,).
AHATOTMYHBIN IMOMCK KOHEYHBIX DJIEMEHTOB C (byHKHI/IHMI/I q)OpMBI N (rj ) BBIINIOJIHACTCSA JIA

| -x y3710B CBOGOIHOI TOBEPXHOCTU Xi S F2 C BEKTOpaMu

A, =(0,-1), B, =% +hA,

Brruncimm CKOpPOCTb Ua
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U(Kaﬁuﬂ +Fa)=0’

3mece W manee U[*] o0o3HayaeT omepanuio COOPKH JIOKAJIBHBIX KOHEYHO — 3JIEMEHTHBIX

JIMCKPETHBIX aHAJIOTOB 33/1a41 B INIO0ALHYIO CUCTEMY alreOpandecKux ypaBHEHUH 3a1auH.
Bbruncnanm TeKynyo NpuAOHHYI0 JUHAMHIECKYIO CKOPOCTh

=V
u (y )n _ K Na(pi )Ua
£3 i - 1}
In(h" /z,)
Breruucium 3HaueHUs HpI/IZ[OHHBIX CABUT'OBBIX HaHpH)KCHI/H\/'I Ha rpaHI/Iue Fln

T =pu?

o n+l
Brruyciaum 3Ha4eHUsT OTMETOK JOHHOU IMMOBEPXHOCTU ga Ha TCKYIIEM IIare no BpEMEHU

n n

M M
aff z n+l aB (1 _ z n n+l _ n
U At + a<a,8 é/a - At (1 H)Kaﬂ é/a +0 Qa + (1 Hpa

o n+1
Brruncnum KOppekuuo OTMETOK JOHHOW MOBEPXHOCTHU C i Ha TEKylLIeM IIare mno BPEMCHH C

YUYETOM JIABUHHOT'O OOPYIICHUS CKIIOHA

é’r: :é/r?] _aLALv é’r:_l :é/nr.]]_l +C¥LAL
r+AZ", r<-A¢), o
AL: n ) Agm:é/m_é/m_l, (2N ~0.6.
0,r>-AZ;, r=Axtang,,

o n+l
OHpe,IleJ'II/IM 3HAYCHUEC OTMETKU CBO6OJ:[HOI/I MOBEPXHOCTHU 7] Ha TCKYIIEM IIare 1o BpEMCHU.

. h,n+1
BhbINoIHUM IIepecTpoeHne ceTouHoi obnacTu 3agaun €2 .

n n n+l
BpInoaHuM HHTEPIOJISLINIO u*(yi ) C IrpaHULIbI Fl Ha rpanuny 1 1

BberauciauM  3HaUYCHUS HpHBGHeHHOﬁ BA3KOCTH  JIs1  BCEX  Y3JIOB pacquHoﬁ obnactu

X; :(Yi 1 g )e Q"

1- 4 4 4205
Hei = Hy 1 My :pKu*(yi)H(yi) H(yi) H(yi) ’ H(yi) o
0.25

H3MeHeHHe TeKyLIero BpeMeHu t" =t" + At eom t" < t,,q mepexomum Ha myskt 1. Ipu

t" > 1,4 npexpamaem pacuer.

6. Pesaynbmamsl pac4emos

Jnst BepuduKauuu NpeasiokeHHOH MaremaTmueckoit moxmemu (1)-(10) Obu1 mpoBeneH psin
BBIYHMCIIATENBHBIX JKCIEPUMEHTOB. PacdeTsl OCYIIECTBISUINCH NPH CIEAYIONIMX IapaMeTpax:

xk=0.25;£=0.375; ¢, =0.4; p, =1000 xr/m*; p, = 2650 kr/m°.
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[TapameTpsl JOHHOTO MaTepHaia B 3a0pOHNPOBAHHOM YacTH CTBOPa kS =11 dso =1, tanp=3

(momobmacts Q1) OTIIMYAIINCH OT MapaMeTPOB B pa3MBIBAEMON YacTH CTBOpa (I0J00JIACTh Qz)
k, =0.1, dg, =0.0005m, tan =0.5.

TecToBble pacdeTsl MPOBOAWINCH Ha CTYLIAIOLICHCS IOCIIENIOBATENHLHOCTH PACUYETHBIX CETOK C
pa3IYHBIM pa3MepoOM KOHEUHBIX 37eMeHTOB. [y camoii Menkoii ceTku (puc. 3 B), BEIOpaHHOMW B
KaueCTBE PACUCTHOM, CPSIHHIA JHaMETp KOHEYHOTO dnieMeHTa coctapiisii 0koio 0.2 M (53543 y3ina),
MOTPEIIHOCTH TI0 PacXo/ay 10 OTHOMICHHUIO K Ipeapinymieii ceTke He npessimana 0.0034%.

K cosxanenuio, aBTopsl He pacriojarajid KpUBOH OTMETOK YPOBHSI CBOOOJHOW HMOBEPXHOCTH Haj
3anpynoi nporoku [lem3eHckoit. [Toatomy, 11t peTpoCTIeKTHBHOTO MOJICTIMPOBaHMS Oblila BEIOpaHa
OTMEeTKa IIyOMHBI IOTOKa Ha MOMEHT HaTypHbIX HaOmoxeHuid 09.08.2023 r u cnenana npuBszka
JTAaHHOH TTyOMHBI K YPOBHIO p. AMYp 110 T'HPOIIOCTY I'. XabapoBcka. YpOBHU JaHHOTO THIIPOIIOCTa
JUIsL BRIOPaHHOTO IIEPUO/A MOJICITMPOBAHHUS IPUBEICHBI HA PHC. 2.

PacueTs! ruapoIMHAMHUYECKOTO TIOTOKA B paMKaX MpPeyIOKEHHOM MOIeNnH OKa3aIl 3HaYUTEIbHOE
3aHMKEHUE IOJI CKOpocTed B 001acTH Ql HaJl TEJIOM IepeIMBHOM 3ampyAbl U JOCTaTOYHO
XOpolIee COrjiacoBaHHe PACUETHBIX CKOPOCTEH CO CKOPOCTSAMHU HATYPHBIX HAOJIIOJIeHNI B 00IacTH
popaHa Q2 . IIpuMep Takux pacdeToB npenacTanieH Ha puc.3. IlomydeHHbIE pe3yIbTaThl ABISIOTCS

OXUAACMbIMH, ITOCKOJIbKY MPH IMOCTAHOBKE 3aJadd B CTBOPC NOTOKA OCHOBHBLIM Tpe60BaHI/I€M
SABJIACTCA yCJIOBUC MAJIOCTU I'PAAMCHTOB CKOpOCTeﬁ 10 HAIIPpABJICHUIO MTOTOKA. ﬂaHHOG YCJIOBHUC HE

BEITIOJTHSAETCS B 00JacTH Q1 W JOCTAaTOYHO XOPOIIO BBIMONHICTCSA B OONACTH THpopaHa Q2 .
[MosTomy, mist pacdeToB PYCIOBBIX IPOILECCOB NPH pacdeTax IOJIeH CKOPOCTH U TypOyJIEeHTHOH
BA3KOCTH B BEPTHKAILHOM CTBOpe A-A pruc.3 Oblia OIpeeeHa «IICeBI0 — MpaHuua pycna» 1, , Ha
KOTOPOU 33/1aBAJIOCh YCIOBHE CUMMETPHH NOTOKA (2). Takoii mox0/1 BO3MOMKEH B CHITYy HECKOJIBKUX
TIPYYHH,

e - JTHO JICBOM YacTH IPOpaHa He SIBISETCS Pa3MBIBACMBIM YIaCTKOM Tella 3aIpy/Ibl;

e - CKOpOCTHOﬁ PCEKUM IMOTOKA B OKPECTHOCTHU I'PAHUILIBI F4 OJIM30K K TUAPOCTATUYCCKOMY,

L4 -CKOpOCTHOﬁ MOTOK HaZ TEJIOM 3anpy/ibl HE ABJACTCSA YCTAHOBUBUIMMCA U €0 pacyeT 1o
HpeunaraeMoﬁ MOJCIN HE 6y}1€T IMpaBUJIbHBIM. CHCI[OBaTeJ'H)HO, BBCICHHUEC IICCBIO —

rpanuibl [, MOXeT cuuTaThCst ONpaBJaHHBIM, TIOCKONBKY Pa3IHiue N3MEPeHHBIX (puc.3.
KpuBas 1) u pacueTHBIX (pHC.3. KpuBas 2) CKOPOCTEil Ha CBOOOJHON MTOBEPXHOCTH IMOTOKA

B o0OxacTu Q2 He npeBbimaeT 9 %.

Ha puc. 4 mpencrapneHbl IpOoQHIN TOHHBEIX OTMETOK CTBOPA, IIOIYUYEHHBIE B PE3YIIbTATE ITOJIEBBIX
uccnenoBannii B nepuox ¢ 13 asrycra 2019 roga mo 15 urons 2025 roga, 0003HaYCHHBIE KPHUBBIME
1-5. TOYHOCTH 3X0JI0Ta, HCHOIB3YEMOTO ISl H3MEPCHHUI TOHHBIX OTMETOK, coctaBisiia 0.05 w,
ToyHocTh GPS-npueMHIKa TIPH ONpe/IeIeHUH TUIAHOBBIX KOOpAMHAT cocTaBisiia 1.5-2 m.

B nepuon ¢ 13 asrycra 2019 rona mo 9 asrycra 2023 roza nporecc yrinyOieHus IpopaHa B Tele
3anpy/Ibl XapaKTEPU30BAJICS SIPKO BBIPAKEHHON HECTAIIMOHAPHOCTHIO (CM. puc. 5), U ero riybuna
HE JIOCTHUTJIA YPOBHS BEPXHETO U HIKHETO 0be(hOB. B CBSI3U € 3THM IpUMEHEHHE NPEATIOKCHHOH B
JAaHHO# paboTe MOIe/H ISl aHaIKM3a JaHHOTo mpoiiecca ObuT0 HeBo3MOXHO. Oxnako B 2023 roay
IyOWHBI BEPXHETO M HIDKHETO Ohe()OB B pailoHe IMpopaHa CPaBHSIIMCH, YTO MO3BOIHIIO IIPUMEHUTH
pa3paboTaHHYIO MO I pacyeTa 3pO3HH MPaBOro Oepera MpOTOKH.
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Puc.2. Ommemxu yposHa p. Amyp 6 banmuiickoil cucmeme gvicom no Xabaposckomy suoponocmy.
Fig.2. Amur River level markers in the Baltic elevation system at the Khabarovsk Hydroelectric station.
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Puc.3. a) pacnpedenenue pacuemnvix ckopocmeii 6 obnacmu QZ cmeopa nepenusHoll 3anpyoul,

0 ) usmepennvie (kpusas 1) u pacuemuvie (kpugas 2) 3nauenis no6epXHOCHIHbIX CKOPOCMeEll 8 CmMeope,
8) ppaemenm pacuemnori cemku.

Fig.3. a) distribution of calculated velocities in the area Q2 of the overflow dam, b) measured (curve 1) and
calculated (curve 2) values of surface velocities in the reservoir, ¢) a fragment of the computational grid.
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Puc.4. Pasmwie npasozo bepeza 3anpyovt IlemseHncKoil.
Kpusvie 1-5 - namypuwie 3amepol donnbix ommemok cmeopa 3a nepuoo ¢ 2019 no 2025 2.
Kpusvle 3°-5° — pezynomamel yucienno2o mooemuposanus 3a nepuoo ¢ 2023 no 2025 200.
Fig.4. Erosion of the right bank of the Pemzenskaya dam.
Curves 1-5 are full-scale measurements of the bottom marks of the target for the period from 2019 to 2025.
Curves 3’-5 are the results of numerical modeling for the period from 2023 to 2025.
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Puc.5. HUsmenenue cpeoneil enybunsl npopana 60 6pemeHu.
Fig.5. Average depth changes of the gap over time.

CpaBHUTENBHBIA aHAIN3 JAHHBIX TOJNEBBIX HaOmoxeHuil (muauu 3-5, puc. 4) ¢ pesynbTaTamu
pacuetoB (mHME 3'-5', puc.4) MOKa3plBa€T WX YIOBICTBOPHUTEIBHOE COTJACOBAHHE KaK II0
Ka4eCTBEHHBIM, TaK W 10 KOJMYECTBECHHBIM MapamerpaMm. [lpu cpemHeidl CKOpPOCTH 3pO3UH
OeperoBoii yimHUK B 14.3 MeTpa B TOJ] paCXOKACHUS MEKIY PACYCTHBIMHU U IKCIICPUMEHTATbHBIMH
JTAHHBIMH HE MPEBBIIIAIOT IBYX METPOB.

B 3axitroucHHE OTMETUM, YTO MPOTHO3HPYEMOE TOJJIOBOE CMEIICHHE OePEroBOi JIMHUY BCIICACTBUE
JPO3HMOHHBIX MPOIECCOB COTIIACYETCS C Pe3yibTaTaMH IOJCBBIX HAOIONCHHMN, MPOBEACHHBIX 28
arycta 2024 roma wm 15 wmrons 2025 roma. Pasmuumst Mexay pacueTHBIMH JaHHBIMHA U
(hakTHYEeCKUMHU W3MEpeHUsMH He npeBbimaroT 13%, 4ro CcBUAETENBCTBYET 00 aleKBAaTHOCTH
MPEIJIOKEHHON PYyCIOBOM MOJIEIH.
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7. 3aknro4eHue

Pa3zpaboTana MaTemaTndeckass MOJENb [UI aHaIW3a IIPOIECCOB 3PO3UH OEPEroBOro CKIOHA
npoTtoku [lem3eHckoil npu GopMupoBaHMK TpopaHa y MpaBoro Oepera MEpelMBHON 3amlpyIbl C
MOMEHTA JIOCTHXXEHUSI POPAHOM PEKHMMHOI I'TyOHHBI IPOTOKH.

Mopgens yduThIBaeT BIWSIHHE W3MEHCHHMH pacxoja IOTOKa B IPOPAaHE Ha IBONIOLUIO OTMETOK
CcBOOOIHOH ITOBEPXHOCTH BO BpeMeHH. KiTFoueBbIM KOMIIOHEHTOM TIPEUIOKEHHON MOJIEITH SIBIISIETCSI
CTOKOBBIH WICH B YPaBHEHHH JOHHBIX Ae(hOpMaIuid, KOTOPHIA TPEAOTBPAIIAET 3aMICHUE IPOpaHa
U PErylupyeT ero yriyOleHHue, CTPEMsCh K yCTAHOBUBIIEMYCSI 3HAUCHHUIO TTyOWHBI IpopaHa. B
mpolecce BalIUIALMU MOJETH OBbLIO MOKa3aHO, YTO MpEeJIOKEHHas MaTeMaTHuecKas MOJENb,
HCTIONB30BaHHBI METOJ U alNrOpUTM pacueTa MO3BOJMIIM IOJYyYUTh PELICHHE 3afayd, XOPOIIO
cornacymoluieecs ¢ JaHHBIMM TIOJICBBIX HaOMIONEHWH B 30HE IpopaHa Kak B OTHOIIEHUH
(poHTABHOM p03UN OEPEroBOro CKJIOHA, TaK U B OTHOILIEHUY HHTEHCUBHOCTH BPE3aHUsI PEYHOTO
MIOTOKA B PYCJIOBOE JIOKE.
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