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IIpeauciaoBue

24-25 nos6ps 2014 rona B Ilapmwxe B MHcTHTYyTe MuH-Tenexkom (Institut Mines-
Télécom)  cocrosuicsi ~ COBMECTHBIH  pPOCCHICKO-(DPAHIY3CKHI  ceMuHap,
MOCBSIEHHBI BONpOCaM BEpU(MKAIMM, TECTUPOBAHUS M OLEHKH KadyecTBa
nporpammuoro obecrieuenus (Software Verification, Testing, and Quality
Estimation). CemumHap OB  NPUypOYeH K  OTKPBITHIO  COBMECTHOM
HCCIIeIOBATENILCKOM J1a00paTOpu MO NpoOJIeMaM OLGHKH KauyecTBa B OTKPBHITOM
BeO-TIPOCTpPaHCTBE, KOTOPYIO opranm3oBanu MuactutyTa MuH-Tenexkom (Ppanius),
MNuctutyt cuctemHoro nporpammupoBanust PAH u Tomckuil rocynapcTBEHHBII
yauBepcuteT. OTHUM W3 HAIPaBICHUH HCCIIENOBaHUH JabopaTopun OyneT OleHKa
KayecTBa BeO-NPUIOKEHHH — OypHOrO pacTyIIero CeKTopa NpOrpaMMHBIX
npuioxenuit. KimoueBoe cinoBo atoro Hanpasienus Quality, MociIy>Kuiio 0oCHOBOH
JUTS HA3BAHHS COBMECTHOH aGopatopun — Qualipso.’

B otkpeiTun cemunHapa npunsnu ydactue [[. Canek, TUpeKTop MO HCCIeJOBaHUSIM
Wuctutyra Mun-TenekoM, akagemuk PAH B.I1. MBannukos, nupextop MCIT PAH
u npopekrop TI'Y J.B. Cyxymmn. IIpucyrcrByromme oduuuaibHbIe
HOPEJCTaBUTENN  OPraHU3alMN-y4acCTHHUKOB  MPOKOMMEHTHPOBAIM  OTKPBITHE
COBMECTHOH J1ab0paTopuu.

. Canek, nupexTop no uccienoBanusim Muctutyra Mun-Tenekowm:

- Ilognucanue HACTOSIIETO COTJIANICHUS B paMKaxX PasBUTHS MEXIYHapOIHOTO
COTPYJHHYECTBA MO3BOJSET HaM KOHCOJMAMPOBATH CYIIECTBYIOIIEE COBMECTHOE
COTPYJHHYECTBO B 00pa30BaTENIbHbIX U HAYYHO-HUCCIIEIOBATENBCKHUX cepax, TAKUM
00pa3oM CHOCOOCTBYSl NMPOJBIDKEHUIO M yCHJIEHHMIO cTaTyca MHcTuTyra MuH-
TenexoM B Mupe.

B.II. VIBannukoB, aupekTop MHCTUTYTa CHCTEMHOTO nporpammupoBanust PAH:

-B HaCTOAIIEC BpEMA (I)OpMaHI)HBIe METOABI aKTUBHO HUCIIOJIB3YIOTCA Ha MPAKTUKE
npHu pa3paboTke mporpaMMHoro obecnedenus. Mccnenosaremn @pannun u Poccun
UMEIOT OOraThlii ONBIT B W3Y4eHUH (OPMANBHBIX MOJCNCH M SA3BIKOB.
KoHcommnanusi OTHONIGHHH MEXIYy 3TUMH CTPaHAMHU M YUYPEKICHUAMH IPH3BaHA
CTUMYJIHPOBAaTh  HOBBIE  HAEH  JUII  COBMECTHOTO  (DPaHKO-POCCHHCKOrO
COTPYIHHYECTBA.

A.B. Cyxymmn, npopekrop mno IIporpammam  pasButus  Tomckoro
rocyJ1apCTBEHHOTO YHHBEPCHUTETA!

- OtkpeITHE 7Ta00pATOPHUU SBISAETCS MTOTOM HAIIUX MHOTOJIETHUX OTHOUICHWH U
CBUJIETEJILCTBOM B3alMHOIO JI0BEpHs OJHOBpeMeHHO. dopmar MexIyHapoIHOU

! IIpoBenenre ceMuHapa U MOArOTOBKA ITyOIUKAIMI COTPYIHHKOB 1 oOydatormxcs TT'Y
YaCTUYHO MOAJepKaHbI MpoekToM 739 roczananus MunO6pHayku PO
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CETeBOM JIabOpaTOPUM OTKPBIBACT JJIsI YYaCTHUKOB HOBBIE BO3MOXKHOCTH TIO
MIPOABHKEHUIO HCCJIEIOBaHUHU B MEXTyHapOTHOM HCCJICIOBATEIHLCKOM
coobmectBe. VHTETpHUpysl HAIIN WCCIICAOBAHUS, MBI IPHOOpETaeM KOHKYPEHTHOE
MPEUMYIIECTBO B CTPEMJIEHHHM K JHUACPCTBY B IPUOPUTETHOM HaIpaBICHUU
HCCJIEJOBAaHUH.

[epBerii noknan Ha cemunape caenan npogeccop A.K. Ilerpenko. B cBoem nokiaze
OH pPaccCMOTpeNl COBPEMEHHOE COCTOSHHE Jel B o0nacTu BepU(UKALUH
OTEPAIIMOHHBIX CHUCTEM W MNPEACTaBWI CTEK MHCTPYMEHTOB W TexHoioruit MCII
PAH, mpu nmomomy KOTOPBIX BeAETCsl BepU(UKAIMs Pa3IMYHBIX OINEPAllMOHHBIX
CHCTEM, HauMHasg OT MHUKposaepHbIXx OC peasbHOr0 BpPEeMEHH M 3aKaHYMBas
moxymsmu sigpa OC Linux u guerpudytuB OC Linux, BKIIOYaommx B ce0s 10
MIWUIHOHa MHTepdeiicoB. BeUM mpeacTaBieHbl BO3MOXKHOCTH Pa3INYHBIX TEXHUK
BepH(HUKAMKA B KOHTEKCTe MX NPUMEHEHHUS K MUKpOsIpaM pasmMepoM okoio 10
TBICSY CTPOK Ha S3BIKE HMPOrPaMMHUPOBAHHUS, K MOAYISIM pasMepoM 10 100 Teicsa
CTPOK, K OHONHMOTEeKaM B JWama3oHe pa3MEepoOB OT THICSYM JO MUIUIMOHA
uHTepeicoB.

IMpodeccop Ana KaBamimu B cBoeM IOKJIaje HpencTaBuia paboThl JenapTaMeHTa
BBIUMCIUTENBHBIX ceTeil yHuBepcutera Tenexkom FOxHbI [lapwxk B HampaBieHUU
TECTUPOBaHMS W MOHHTOPDHMHIa BeO-CHCTeM. OJTa HaydyHas IpyIa MHOTO JieT
paboTaer B 00JacTH MCIOJIb30BaHUs (POPMATBHBIX MOJENEH ISl TECTUPOBAHUS U
OLICHKHM KayecTBa MPOTPAMMHOTO OOecliedyeHHs M HMMeeT OOJbIIoe KOJIMYECTBO
MHTEPECHBIX TEOPETHUECKHUX PE3YJIBTATOB U pa3paboTaHHBIX NpuiokeHui. OxHO n3
Takux npuwioxeHuit, MMT, co3gaHHOE COBMECTHO C IPEeINpUITHEM MOHTHUMaX
(dpannums), wucmonb3yeTcs B PA3NMUYHBIX KOMIIAHMAX JUIS  MOHHUTOPHMHIA
6€3011acCHOCTH KOMITBIOTEPHBIX CHCTEM.

IIpocdeccop H.B. Eptymenko npencraBmia coodmernne Ha Temy «Nondeterministic
FSMs in Model-Based Testing», B KOTOpOoM OBLIO OTMEUYEHO, YTO B HACTOSINEE
BpeMsl JUIS OIMCAHUS JUCKPETHBIX CHCTEM BCE Yallle HCIOJB3YIOTCS MOJCIH C
HEJICTCPMHUHUPOBAHHBIM MMOBEIcHHEM. HemeTepMUHU3M MOSBISIETCS B CHILY
pas3IMYHBIX TMPUYHH, TAKWX KaK OIMIMOHAIBHOCTh B CIEHHU(BHUKAIMAX, YPOBCHB
abCTpaKkIMy, OrpaHUYEHHBIC YIPaBIEMOCTh U HaOuomaeMocTs U 1p. B moxmane
ObLIM  TPEACTABICHBI  Pa3jWYHBIe MOJEIM  HEHUCIPABHOCTH HAa  OCHOBE
HEJCTCPMUHUPOBAHHBIX aBTOMATOB IS CHHTE3a IPOBEPSAIOIIMX TECTOB C
rapaHTUPOBAHHOM MOJHOTOH OTHOCHTENILHO HEePEUMCICHHBIX MOACIICH.

B noxnage 1. Pusepa, H. Kymuk, K. ®broensanuna, A. Kasamnu, H. EBTymenko
«PacmpeHHble  KOHEUHBIE  aBTOMAaTbl C  TailMayTaMM  JUId  OLIGHKH
ynoBieTBopeHHOcTH monb3oBarens OTT  cepBucom» aBTOpEl  MpeIararoT
UCIONBb30BaTh BPEMEHHON pacIIMpEeHHBI aBTOMAT AN OLEHKM KadecTBa
MPEeIOCTaBIsIEMOro Mequa cepsuca. Mcmomb3ys 3Ty Mopenb, NMpoBagep MOXKET
HaWTH «y3KHE MECTa» B MPAaBMUJIAX PACIPOCTPAHEHUS CEPBUCA, & IMEHHO, B OM3HEC
MOJIENIN, ¥ COOTBETCTBEHHO MOBBICUTH CBOIO ITPHOBIIIb.
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Credan Maar B cBoem noknane «Tectupoanne MANETS Ha ocHOBe hopmanibHOM
MOZENM»  OTMETHJ, 4YTO TECTUPOBAaHWE peaju3aluii Ha  COOTBETCTBHUE
cnenn(uKauy (TECTHPOBaHNE KOHPOPMHOCTH) SBJIETCS OTHUM M3 HEOOXOIMMBIX
9TanoB NpH pa3paboTke INPOrpaMMHOTO OOecCleYeHHs B CHCTEMax Iepeladu
undopmanun. [Ipumenenre GpopMabHBIX MOJENEH MO3BOJISET aBTOMAaTH3HPOBATh
npolecc TeHEepalud  TECTOBBIX  IOCJIEAOBATEIFHOCTEH, KOTOpble  OyayT
UCIIOJIb30BAThCsl IPH TECTUPOBAHUM PeaJbHBIX peanu3auuii. OnHaKo HECMOTps Ha
Oospiioe pazHOOOpa3ue METOJOB B ITOH 00JIACTH, OCTAETCSl MHOTO HEPEIICHHBIX
BOIIPOCOB MpPH HCIOJIb30BAaHMU (DOPMAJbHBIX MOAENEH ISl TECTHPOBAHHMS
TIPOTOKOJIOB MapIIpyTH3ALNH MOOMIIBHON CBSI3H (6ecipoBogHEIC
caMoOopraHusyronyecs cetu). s MOHKeHUs Y¥ciIa HEONIPEACICHHBIX BEPAUKTOB
IPH TACCUBHOM TECTHPOBAHHUH, KOTOPBIE BCTPEUAIOTCS TOCTaTOUHO 4acTo, CredaH
Maar mnpemiaraeT HCIONB30BaTh TEXHOJOTHIO, OCHOBAHHYIO HA CaMOIOXOOHHU
BEPILHH CETH.

Hoxmanet C. IlpoxoneHko «Ilouck HeuclnpaBHOW KOMIIOHEHTBI B CETH
pacIIpeHHbIX aBTOMaToB» U M. @OpocThIHOBOH «METOJ CHHTE3a TECTOB IUIA
MPOTPAMMHBIX peajli3alii TEeJICKOMMYHHUKAIHOHHBIX MPOTOKOJIOB HAa OCHOBE
JPEBOBU/IHBIX ~ ABTOMATOB»  IOCBSIIEHBI BO3MOXXHOCTH  HCIMOJb30BaHus |-
SKBHBAJCHTOB IPH IOCTPOCHHH TIPOBEPSIIOMNX W JUATHOCTHYECKAX TECTOB IIO
MOJIETTH PacIIUPEHHOro aBTomMara. MIHBIMU clIoBaMU, JUIs paclIUPEeHHOTO aBTOMAaTa
CTPOUTCS JPEBOBUIHBIA KOHEUHBIH aBTOMAT, MOBEJEHHE KOTOPOrO COBMALAET C
MOBE/ICHUEM HMCXOJHOTO PACIIUPEHHOTO aBTOMaTa Ha BCEX MOCIEI0BaTEIbHOCTIX
qunabl He Oonbime |. B mokmame C. IIpokomeHKO |-5KBHBaleHT CTPOUTCS ISt
KOMITO3UIIMI MYTAIlMOHHBIX PAaCIIUPEHHBIX aBTOMATOB, KaXKJas U3 KOTOPBIX
COOTBETCTBYET HCHCIIPABHOCTAM B ONpEACNCHHOW KoMIoHeHTe. [locTpous
JIMarHOCTHYECKUH  JKCIEPUMEHT JUIsi TaKuX |-9KBUBAJIEHTOB, MO peaKIUH
KOMIIO3UIINH, TPEIbSIBICHHON M TECTUPOBAHHS, TOCTATOYHO YACTO MOXKHO
OTIpEeNeNINTh, KaKas W3 KOMIIOHCHT SBIIICTCS HEHCIIPABHOM, TPH YCIOBHH, YTO
HEWCIIPABHOCTH BO3MOXKHBI TOJBKO B OJHOH KoMmIoHeHTe. B moxmame M.
DOpOCTHIHOBOU MpeIaraeTcsi METO I TIOCTPOCHUS IIPOBEPSIONIETO TeCTa Ha OCHOBE
|-3KkBMBajieHTa  JTAJIOHHOrO  PACIIUPEHHOr0  aBTOMara.  KOMIBIOTEpHBIE
9KCIIEPUMEHTHI, MpoBeacHHbIe ¢ JAVA peanusaiueit nporokoiga TCP (Windows),
MOKa3ajd, YTO TMOJHOTa TECTOB ISl 8-dKBHUBAJICHTA OTHOCHUTEILHO MYTAaIlHid
mJAVA, npakTH4ecku COBMAJAET C MOJHOTOI TECTOB, HOCTPOCHHBIX M3BECTHBIMU
KOHEYHO aBTOMATHBIMH METOJaMHU, KOTOPHIE, KaK W3BECTHO, NOCTaBISIOT TECTHI
BBICOKOT'O KaueCcTBa JJIsl POTOKOJIBHBIX peaTn3aliiii.

Ha cemuHape OBITM TIpEACTaBICHBI JBE TECHO CBS3aHHBIX MEXAy co00i
cratek U. b. BypmonoBa u A. C. KocaueBa «IlocTpoeHne mpsiMoro u oOpaTHOTO
ocToBa KoJulekKTuBoM aBToMaTtoB» U MU. b. Bypnonosa, A. C. KocaueBa u
B. B. Kynamuna «[lapannensHpie BBIUHCICHHS Ha Tpade € IMOMOMBIO oOMeHa
COOOIIEHHUAMMI» , KOTOpBIE IIOCBSIIEHBl PACIPENCIICHHBIM BBIYHUCICHHAM Ha
OPHEHTHPOBaHHBIX rpadax Ha OCHOBE OOMEHA COOOIIEHMSAMH BIOJb IYr MEXKIY
aBTOMAaTaMH{, HaxoAsIIMMHCA B BepiunHax rpada. [lepBas craThs ONMCHIBAeT
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pacIpeleNeHHBIl  aNrOpUTM H3BICUCHUS CTPYKTYPHl 3apaHee HEU3BECTHOI'O
OPHEHTHPOBAHHOrO rpada B BHAE OCTOBOB Uil PACIIPOCTPAHEHUS COOOIICHUI OT
KOpHEBOW BepIIMHEI Tpada K JI000# Apyroi ero BepmmHe M o0paTHO. Bo BTOpOIi
CTaThe aBTOPHl  NpEUIaraloT  ajJrOPUTM  PACHpE/ENIEHHOTO0  BBIYHMCICHHS
MPOU3BOJILHOM (DYHKIMM OT MYJIBTHMHOXECTBA 3HAYCHUH, KOTOPHIMH Pa3MEUYEHBI
BEPIINHBI rpada, UCIOIb3YIOINI NOCTPOSHHBIE TIEPBBIM AJITOPUTMOM OCTOBBI JUIS
3¢ (heKTUBHOrO 0OMEHA COOOIICHUSMH.

B nmoxnane H.I'. Kymik ObuTH MpHBENEHBI PE3YNbTAThl 1O Crioco0aM IOHMKEHHS
CJIOKHOCTH 33/1a4, BO3HUKAIOIIMX NPU BepUPHKALUM, TECTHPOBAHHU U OLCHKE
Ka4yecTBa IPOrPaMMHOTO OOECIEUYEeHUs] Ha OCHOBE KOHEYHBIX aBTOMAaroB. Jlms
MOHIDKEHUSI  CIIOKHOCTH ~ WCIIONB30BAINCH  3BPHCTHKH,  MacIITabHpyeMble
NPE/ACTABICHUS W pEIICHHE 3a]ad g OINpPEICICHHBIX KIacCOB aBTOMAaTOB H
MoTyaBTOMaToB. Bo BTOpOH wacTH JOKIaga OBUIM TPENCTaBJICHBI PE3YJIbTATHI
aBTOpa 10 TOHIXEHUIO CIOKHOCTH 3a7ad, BO3HHMKAIOIIMX IPU OLECHKE KadyecTBa
NPUKJIAJTHOTO MPOTPaMMHOTO oOOecIlieueHHs, IOJNydeHHble coBMecTHO ¢ H.
Estymenko, [.Ilappa, K. ®yensanuna, /1. Pusepa, XK. ITokxpen, B. Mammymu.

B Hacrosiee BpeMs aKTUBHO pa3BUBAKOTCS METOAbl CHUHTE3a TECTOB C
rapaHTUPOBAaHHOM IIOJHOTOM JUI1 CHCTEM, JUIsl KOTOPBIX Ba)KHbl BpPEMEHHbIE
aCTeKThl, U JoKJanel AnexcaHapa TmapmoBckuii «K MMHUMH3aIlMKM aBTOMAaTOB C
Taitmaytamuny, (1 M. I'pomoBa, H. EBTymenko «K MUHUMM3anMu Yynciia BpeMEHHbIX
NEPEMEHHBIX BO BPEMEHHBIX NonyaBToMaTta» U I. Kugsaposoit «O cpaBHeHHU
CKOPOCTH (PYHKIMOHUPOBAHHS ABYX BPEMEHHBIX AaBTOMAaTOB» OBIIM IIOCBSIICHBI
aHaIu3y aBTOMAaTOB M IOIyaBTOMAaTOB C BPEMEHHBIMH OTpaHUYEHUAMH. B nokmane
A. TBapmoBCKOro HpPEUIOKEH METOJ MHUHMMHU3alUM aBTOMATOB C BXOAHBIMH U
BBIXOJHBIMU TalMayTamMu. Eciau B HEKOTOPOM COCTOSHHM aBTOMAara BXOJHOMN
CHMBOJI HE NOCTYNAaeT B TEUCHHE OMNPE/IEIICHHOTO BPEMEHH (BXOJIHOTO TaiiMayTa),
TO aBTOMAT MOXET CIIOHTAHHO MEPEUTH B JPYroe MNPEANHCAHHOE COCTOSIHUE.
BrixonHoi TailMayT ompenensieT BpeMs BBIIOJHEHUS IEPEX0Aad, T.C. 3aACPKKY
BBIIaUU  BBIXOJHOTO CHUMBOJIA OTHOCHUTEIBHO IIOJAHHOI'O BXOJHOTO CHUMBOJIA.
IIpennoxkeHHbld METOZ JOCTaBISET IPUBEACHHBIM aBTOMAar, T.€. aBTOMAT, B
KOTOPOM HUKAaKHE JIBa COCTOSIHUSL HE DKBUBAJICHTHBI, YKBUBAJICHTHBIA HCXOIHOMY
aBToMary c¢ TaiiMayramu. VMEHHO & NPUBEICHHBIX BPEMEHHBIX aBTOMATOB
CYHIECTBYIOT ~METOABI CHHTE3a TECTOB C TapaHTHPOBAaHHON  IOJHOTOM.
Iloka3piBaeTcs, 4TO B OTIMYKME OT KJIACCUYECKHX aBTOMATOB, aBTOMAaT C
TaliMayTaMn MOXKET MMETh HECKOJIBKO NMPHUBEAEHHBIX (OPM, KOTOPHIEC MOMapHO He
n3oMopdubl. B noknane M. I'pomoBa ObUIM NPEUIOKEHBI JOCTATOYHBIE YCIOBUS
JUIl YMEHBIICHUS YHCNa BPEMEHHBIX MEPEMEHHBIX BO BPEMEHHOM IOIyaBTOMAaTe
6e3 m3MeHeHus ero moBeneHus. B poxmane I'. Kupspooil Obuto mpezsioxkeHO
MacmTabupyeMoe MpeACTaBICHHE IS CPaBHEHUS CKOPOCTH (DYHKIIMOHHPOBAHUS
JIByX BPEMEHHBIX aBTOMATOB.

B nokmame O.B. KomgpartseBoid, A. Kaamum u H. EBrymenko «Pemenue
ABTOMATHBIX YPaBHEHUH IS BPEMEHHBIX aBTOMAaTOB OTHOCHUTENBFHO MapajlieIbHON
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KOMITO3HMIIMM» PAaCCMaTPUBAETCS MapajulelibHas KOMIO3WIMS AaBTOMAaToOB C
taiimayramu. [Ipemnaraercst ciocod pemieHus ypaBHEHHUS IS TaKOH KOMIIO3HUITHH,
W, B 9acTHOCTH, popmyrna s HaubomsIero (obmero) pemenus. OTMmedaercs, 9To
JUISL HaXOXJIEHHsl OOINEero pelleHus ypaBHEHHs JUIS aBTOMAaTOB C TaWMayTaMu
MOHATHE TAaKOTO aBTOMaTa HEOOXOAMMO pacUIMPHUTh, JIOMYCTHB MHOXECTBO
BBIXO/IHBIX TaliMayTOB Ha Iepexojax aBToMaTa. Ha ocHOBe pelieHUst ypaBHEHHS
MOXHO YacTUYHO YIPaBIATh KauyeCTBOM CHHTE3UPYEMOH KOMIIOHEHTHI B
KOMITO3MIIMH BeO CEpPBHCOB, B YaCTHOCTH, ONTHMHU3HPOBAaTh KOMIIOHEHTY IIO
BpeMeHU 00paboTKH nHpopManum.

B gokmage B.X. Jla m A. Kapamm «MccnenoBanue OTKa30yCTOMYUBOIL
MapIIpyTU3aii B OECIPOBOIHBIX CETSIX» OTMEYAETCS, YTO B HACTOSIIHA MOMEHT
AaKTUBHO Pa3BHBAIOTCSI MOOWJIBHBIC CEHCOPHBIC CETH. DKOHOMUS PECYPCOB B TaKHX
CeTSIX  OTPAaHWYMBACT  BO3MOXKHOCTH  O€30MacHOTO  MPOCKTHPOBAaHUS U
WCIOJIb30BaHUE COOTBETCTBYIOIINX, YCTOMUUBBIX K aTakam, IpoTokojioB. C apyroit
CTOPOHBI, TOCKOJBKY CCHCOPHBIC NATYUKHA (DYHKIMOHUPYIOT HE3aBHCHMO H B
JIOCTATOYHO CJIOXHBIX YCJIOBUAX, TAKHE CETH OCOOCHHO CKIIOHHBI K OTKa3aM H
yS3BUMBl K TNpeAHaMepeHHbIM atakam. Jlisg HaaexxHoro U 0e30MacHOro
(YHKIIMOHMPOBAaHUS TaKHX CeTel, HEOOXOJUMO HCCIICAOBaTh M Pa3BHUBATh
YCTOWYMBOCTh K TIOTEHIIMAIBHBIM BTOpXKEHHSIM. B J0KIaze paccMaTpuBarOTCs J1Ba
TaKUX YCTOHYMBBIX MPOTOKOJA MapumpyTu3auuu, a umeHHo, INSENS and ITSRP,
AHANMM3UPYIOTCI WX CBOHCTBa. MoJAeNHpOBaHHE U aHANMW3 OBICTPOICHCTBUS
MOKa3aJk, 9To 00a MPOTOKOJIA TOCTATOYHO XOPOIIH C IPAKTHIECKOW TOUYKH 3PCHUS.
B noxmane K. Toymu, M. Aynu, A. KaBamiu «MozenupoBaHue U TECTUPOBAHHE
0e30MaCHOCTH TPU B3aUMOICUCTBUH CEPBUCOBY aBTOPHI PACCMOTPEIH W3BECTHBIC
MOJXOIBI K MOJCITHUPOBAHUIO M TECTUPOBAHHUIO OE30MACHOCTH B3aUMOICHUCTBUS BeO
CEPBUCOB C WCIOJB30BaHUEM (OPMATBHBIX MOZENCH. Brumi mpenoxKeHbl OleHKH
Pa3IUYHBIX TEXHOJOTHUH aKTUBHOTO U TMACCUBHOTO TecTupoBaHus. [lomydeHHbIE
pe3ynbTaTthl  ObUIM  TIPOJAEMOHCTPUPOBAHBI IS  peajbHOH  CHCTEMBI  C
WCIIOJIb30BaHNEM METOJIOB MACCUBHOTO TECTUPOBAHUS.

B OGonpmmHCTBE METOMOB TMOCTPOEHHUS MPOBEPSIONIMX TECTOB MO aBTOMATHOM
MOJIETT PAcCMaTPUBAETCS] WHUIMAIBHBI KOHEYHBIH aBTOMAaT, ¥ COOTBETCTBEHHO
MPOBEPSIOIINE TECThI CTPOSTCS KaK HA0OP BXOIHBIX MMOCICI0BATEIBHOCTEH, MEpe.
Kaxaol u3 kortopeix mnonaerca curHan CBPOC, mnepeBopsmimii aBTOMaT B
HavallbHOE cocTosiHue. Eciu mocneaHuii SBAsSETCs] TOCTaTOYHO JOPOTUM, TO UMEET
CMBICIT TIOMBITATHCS TOCTPOUTH OAHY IOCJIEIOBATENILHOCTh, KOTOpasi MO3BOJISET
BBISICHUTD, SIBJIICTCS JIM TpOBepsieMasl peann3anus KoHPopMHOI cnenudukanuu. B
noknane A. EpmaxoBa «IlocTpoeHre NpoBEPSIIOMIMX IMOCIEAOBATEILHOCTEN Is
HEJETEPMUHUPOBAHHBIX aBTOMATOBY NPEJJIaracTcsl ajJrOpUTM CUHTE3a aJJallTUBHOM
MPOBEPSIOLIEH IMOCIEeOBATEIbBHOCTH, NpPHU YCIOBUHM, YTO HCXOJHBIA aBTOMAT
o0namaer pasleNsouiei MOCIeIOBATEIEHOCTEI0 U ICTCPMUHHPOBAHHBIM CHIIBHO
CBSI3HBIM MOJIaBTOMATOM, HYTO TapaHTHPYET, YTO TOJHKO aBTOMAT, M30MOPQHBIN
HEKOTOPOMY IMOJaBTOMATy CHENU(UKAIMKA C TEM XK€ YHCIOM COCTOSIHHMA, MOXKET
OBIT penyKIMei aBTomara-crienupukanuu. Kpome Toro, mpeamonaraercsi, 4To
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MpOLECC TECTUPOBAHUSA SIBIACTCA aJAaNTHUBHBIM, T.€. CIEIYIOIINN BXOJHOW CHMBOJI
OTIPEZIETISICTCS 110 BBIXOAHON PEaKIMM TECTUPYEMON Pealn3alliy Ha HPEIbIIYINne
BXOJIHBIE CHMBOJBI. 3a CYET aJalTHBHOTO MOAXOJa K TECTHPOBAHUIO AJHMHA TECTa
MOXeET OKa3aTbcsi 0ojiee KOPOTKOM, YeM JJIMHA TECTOBBIX IOCIEN0BaTEIbHOCTEH,
MOCTPOCHHBIX 3apaHee M0 Haudana Ipolecca TectupoBaHus. Kpome Toro,
OTMEYaeTcs,, 4YTO, IIOCKOJBKY IPOBEPSIOIIas MOCIEIOBATENbHOCTh MOJAeTCs
aJIaliTUBHO, YCJIOBHS Ul aBTOMara-clielnu(UKanud MOTYT OBITh OCNAOJICHBI; B
YaCTHOCTH, BMECTO JAETEPMUHHPOBAHO JOCTHXKHMBIX COCTOSHMM  MOXHO
UCIOJIb30BaTh  ONpPENENEeHHO-AOCTHXKUMBIE COCTOSIHUS M COOTBETCTBYIOIIME
npeaMOynbl, a BMECTO pa3ZICiAIONIEH IOCIEeI0BATEIBHOCTH - Pa3HYaronIUi
TECTOBBIH IIPUMED, €CIIM TAKOBBIE CYIIECTBYIOT B aBTOMAaTE-CIEU(HUKAIIH.

B nmoxnazne X. Jlomrera, C. Maara, JX. Mopaneca «Macmrabupyemslii METOJI OICHKH
JUISL CHCTEM YTpaBJICHHs JOBEpHEM Ha OCHOBE pacIpeleCHHBIX CHCTEM OHJIANH
MOHHUTOPHHIa» PACCMATPUBAIOTCS MHOTOKOMIIOHEHTHBIC (KOMIIO3UTHBIE) CHCTEMBI,
KOTOpBIE CTaHOBSITCS BCce Oojiee MOMYyJISAPHBIMHA, H TpPeOOBaHUS K UX
BSaHMOHeﬁCTBHIO IIOCTOSSHHO ITIOBBIIIAKOTCH. COOTBCTCTBGHHO, B TaKHUX CHCTEMaX
MOXHO pa3peu1HTL BBIIIOJIHCHHUC TOJIBKO TECX [[el‘/lICTBI/II\/’I, KOTOpI)IM MOXHO [[OBepHTb;
anqu pemeHHe, C KEM U HaA KaKux yCHOBI/IﬂX B3aHMOZ[eI710TBOBaTI;, HpI/IHI/IMaeT
Kaxxaas (o) CHUCTeMa CaMOCTOSATENIBbHO. B okimage aBTopsl COKYCHPOBAIKCH Ha
BepJII/IKTaX I[OBepI/I)I, KOTOpI)Ie «BBIHOCATCA» HA OCHOBC IIOBCACHHSA AaArCHTOB H
pacmpeieNieHHOro OH-JIAaH MOHUTOPHHTA CETH. DTO JaeT BO3MOXKHOCTh 00ECIIEUUTh
YIPaBICHUE JOBEPUEM B CHCTEME C TOUKH 3PEHHS OIbITa KOHKPETHOM MOACUCTEMBI,
0P YCIOBUH, UYTO AQHAIM3UPYETCS TaK HA3bIBAGMOE «MSTKOE JIOBEPHEY.
[pennaraercst MacITabUPyeMbIil METOA U OH-TAalH OLCHKW/aHAIN3a JOBEPHSI C
MCIIONIb30BAaHUEM JIOTIONHHUTEIIFHOM MOJIENIM PACIIUPEHHOTO IMOJyaBTOMAaTa W
METO/IbI TIOHMKEHHSI OLIEHKH BPEMEHH HA OCHOBE U3BECTHBIX PE3yJIbTaTOB.

B 3akmoueHne ceMuHapa ObLIH 00CYKAEHBI IUTaHBI MEPONIPUATHI, KOTOPBIE OyayT
MPOBOIUTHECS B paMKax pabOT COBMECTHOW HCCJICIOBATENbCKON J1abopaTopuu
Qualipso. JlaHHBI COOPHHK COJCPIKUT CTAaThbH, KOTOPHIC OBLIH HAIMCAHBI II0
pe3ysbTaTtam OOJIBIIMHCTBA MTPECTABICHHBIX HA CEMUHAPE JIOKIAI0B.

3aBenyromas kadenpoit HGOpMaMOHHBIX TEXHOIOT Ut

B UCCJIEJOBAaHUM JUCKPETHBIX CTPYKTYp TI'Y,

3aBenyromias yadboparopueli KoMnproTepHBIX HayK,

npodeccop H.B.EBtymenko

3aBenyromast oTesn0M CeTeBoro mporpaMMHUPOBaHHS
uHctutyTta Tenexom, FOxnsi [Tapmxk, nmpodeccop Amna P. KaBanmu

3aBeayrouuii otaenom TexHomoruit
nporpammupoBanust UCIT PAH,
npodeccop A.K.Ilerpenko
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Preface

The 1% Franco-Russian seminar ‘Software Verification, Testing, and Quality
Estimation’ has been held in Institut Mines-Télécom, Paris, France, on November,
24-25, 2014. Together with the seminar another important event took place: the
joint Franco-Russian Research Laboratory that will focus on the use of formal
methods for dealing with issues concerning service validity and reliability. The
laboratory members are the Institut Mines-Télécom, France, the Institute for System
Programming, of the Russian Academy of Sciences, Moscow, Russia, and the
Tomsk State University, Tomsk, Russia. One of the laboratory research directions is
the quality estimation of web applications and services that nowadays becomes one
of the main areas of software development. The key word here is ‘quality’ and thus,
the title of laboratory Qualipso has been established.

The seminar has been opened by the key persons of the organizing institutions,
namely, David Sadek, Research Director of Institut Mines-Télécom, Viktor P.
Ivannikov, Director of the Institute for System Programming of Russian Academy
of Sciences, and Dmitriy V. Sukhushin, Vice-Rector for Strategic Development of
Tomsk State University.

According to David Sadek, Director for Research of Institut Mines-Télécom, “this
kind of action, that comes within our international partnerships policy, allows us to
consolidate our existing cooperation with flagship teams and institutions in our own
research and education areas, thereby contributing to the worldwide influence of
Institut Mines-Télécom.”

For Viktor P. lvannikov, Director of the Institute for System Programming of
Russian Academy of Sciences, “On the one hand, formal methods have begun to be
really used in Software Engineering practically; on the other hand, France and
Russia have deep traditions on different formal models and languages. This gives
hopes in new innovations for our French —Russian joint cooperation”.

For Dmitriy V. Sukhushin, Vice-Rector for Strategic Development of Tomsk State
University, “The opening of the joint laboratory is the result of our long
collaboration and mutual trust. This international joint laboratory provides new
opportunities for its members encouraging the integration of the research in the
international scientific society. We believe that the integration of our studies will
contribute to our mutual competitive advantage aiming at being leaders in the
priority research areas.”

The first presentation was made by Professor Alexander K. Petrenko (Institute for
System Programming). The speaker discussed the state of the art of the verification
of operating systems (OS) and presented the variety of instruments and technologies
developed at the Institute for System Programming which are used for the

! The seminar and publications of TSU teachers and students are partially supported by
project 739 Goszadanija MinObrNauki RF
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verification of various operating systems starting from microkernel real time OS up
to core modules of Linux and its distributives that contain millions of interfaces.
The facilities of a number of verification techniques have been demonstrated in the
context of their use for microkernels which have more than 10000 lines in
programming languages, for modules with up to 100000 lines, for libraries having
from 1000 up to one million interfaces.

Professor Ana Cavalli (Institut Mines-Télécom, Institute Télécom SudParis)
presented a number of methods and techniques for web systems testing and
monitoring developed at the department of Network Software. This scientific group
has been working in the area of using formal models for testing and verification for
many years, they have developed many novel methods and applications and it is
recognized throughout the world for their scientific results. One of applications,
MMT, developed together with the Montimage enterprise is now used in many
companies for monitoring the safety of web systems.

Professor Nina Yevtushenko (Tomsk State University) presented the lecture
‘Nondeterministic FSMs in Model-Based Testing’ underlining that this time formal
models with nondeterministic behavior are widely used. The nondeterminism
appears due to the following reasons, such as the specification optionality,
abstraction level, limited controllability or/and observability, etc. The presentation
contained a number of fault models developed for nondeterministic Finite State
Machines (FSMs) and some methods for deriving complete test suites w.r.t. these
models.

In the presentation «A TEFSM-based Framework for QoE Evaluation of OTT
Services» by Diego Rivera (the paper authored by D. Rivera, N. Kushik, C.
Fuenzalida, A. Cavalli, N. Yevtushenko), a new approach has been presented for
modelling multimedia OTT services, integrating not only the functional aspects of
the service but also non-functional variables, which are classified into objective,
subjective and business-related. The functional requirements are modeled using a
Timed Extended Finite State Machine (TEFSM), which is augmented with context
variables representing non-functional requirements related to the quality metrics
QoS, QoE, and QoBiz. Using the proposed model a provider can detect bottlenecks
for a developed service in order to increase the revenue.

In his presentation, «Model-Based Testing for MANETSs», professor Stéphane Maag
(Institut Mines-Télécom, Institute Télécom SudParis,) noted that the conformance
testing in network engineering is a crucial phase in the development of complex
communicating systems. Whilst many model-based techniques have been developed
for testing, their application to test wireless routing ad-hoc protocols still raises
many issues. Special attention has been given to presenting the node self-similarity
reducing the number of inconclusive verdicts often met in traditional model based
testing.

The presentations by Svetlana Prokopenko “Locating a faulty component of an
EFSM composition” and Maria Forotyanova “Test derivation based on tree FSMs
and tree automata” (Tomsk State University) have been devoted to deriving tests for
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an Extended FSM (EFSM) by the use of their l-equivalents. Given an Extended
FSM, a tree FSM is derived such that its behavior coincides with the EFSM
behavior for each input sequence of length up to I. Svetlana Prokopenko proposed to
derive such l-equivalents for mutation EFSMs of the EFSM composition under the
assumption that only one component EFSM can be faulty. If there exists a
distinguishing (adaptive) input sequence for the derived l-equivalents then based on
the response of a composition under test to this input sequence a faulty component
can be located. Maria Forostyanova proposed a method for deriving a test suite for
an EFSM based on its I-equivalent and presented the experimental results for TCP
implementation (Windows). A Java implementation of this protocol has been
mutated by the tool mJava and the fault coverage of a number of test suites has been
determined w.r.t. the set of obtained mutants. The experiments clearly show that the
fault coverage of a test suite derived based of a 8-equivalent of the corresponding
EFSM almost coincides with that of test suites returned using the known FSM
methods which are widely used for deriving high quality tests for protocol
implementations.

Two close related presentations of I. Burdonov, A. Kossatchev “Building direct and
back spanning trees by automata on a graph» and I. Burdonov, A. Kossatchev, V.
Kuliamin “Parallel calculations by automata on direct and back spanning tees of a
graph” (Institute for System Programming) addressed distributed computations for
oriented graphs based on the message exchange between automata which are
situated in the graph nodes. The proposed algorithm builds two spanning trees of the
graph: the direct spanning tree, which has the root node as the tree root, and the
back spanning tree, directed to the root. The complexity of the algorithm is
evaluated. In the second part, a parallel computation algorithm for calculating the
arbitrary function value on a multiset of values distributed on oriented graph nodes
has been presented. The key idea of the algorithm is to use structural information on
the graph that can be extracted by its parallel exploration and encoded into
structures of direct and back spanning trees of the graph, which were constructed by
the algorithm mentioned in the former part of the presentation.

The presentation of Natalia Kushik addressed the complexity reducing when solving
problems of test derivation and quality evaluation. For this purpose, different ways
are used such as proper heuristics, scalable representations and solving techniques
for proper automata and FSM classes. In the second part of the presentation, some
results of the complexity reducing when evaluating the software quality have been
mentioned. These results have been obtained in the collaboration with N.
Yevtushenko, A. Cavalli, J. Parra, C Fuenzalida, D. Rivera, J. Pokherel, W.
Mallouli.

Nowadays a lot of attention is paid for deriving high quality tests for systems for
which time aspects are important and there were three presentations on this subject.
M. Gromov proposed some sufficient conditions for reducing the number of time
variables in finite automaton along with preserving its behavior while G. Kidjarova
proposed a scalable representation for comparing the performance of two timed
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FSMs. The presentation of Alexandre Tvardovskiy ‘On the minimization of timed
Finite State Machines’ addressed the problem of minimizing an FSM augmented
with input and output timeouts, since almost all methods for deriving complete test
suites are developed for reduced (minimal) timed machines, i.e., FSMs where every
two states are not equivalent. If at some state no input is applied until the
corresponding (input) timeout expires then the FSM can spontaneously move to
another prescribed state. An output timeout describes the time that is necessary for
executing a transition that is the number of time instances needed for producing an
output after an input has been applied. The author proposed a technique for
minimizing such machines and has shown that differently from classical FSMs, an
FSM with timeouts can have several minimal forms which can be not pair-wise
isomorphic.

The presentation of O. Konratyeva “Web Service Composition Quality
Management with Timed Finite State Machines” (the paper O. Kondratyeva, N.
Yevtushenko, A. Cavalli ”Solving parallel equations for FSMs with timeouts”) was
devoted to using compositions of FSMs with timeouts for optimizing web services’
compositions. The authors derive the general solution for a parallel equation over
FSMs with timeouts and propose a way to extract from it a solution that can
minimize the time of the message exchange in the composition of web services
modeled as such FSMs.

In the presentation of Vin Hoa La (the paper Vin Hoa La, Ana Cavalli “Intrusion-
tolerant Routing in Wireless Sensor Networks”), the wireless Sensor Networks
(WSNs) have been considered. The resource constraint characteristics of WSNs
limit the secure design and development of security protocols for them whilst,
sensor nodes usually operating in unattended and even harsh environments are
prone to failures and are vulnerable to malicious attacks. In the presentation, two
intrusion-tolerant routing protocols for WSNs, namely INSENS and ITSRP, were
analyzed and it was shown by using the simulation and performance analysis that
both of them are practical. The presentation K. Toumi, M. Aouidi, A. Cavalli
“Modeling and security testing of services interoperability” has been devoted to the
modeling of services interoperability and the application of active testing and
monitoring techniques, based on passive testing, to the validation of secure
interoperability properties. The application of the proposed techniques was
illustrated by an industrial case study.

Most FSM based methods for test derivation are developed for initialized FSMs and
the latter means that a reliable reset is assumed in an implementation under test in
order to glue test sequences together. If the reset is rather expensive then the number
of test sequences has to be reduced and when it is reduced to a single sequence and
this sequence is called a checking sequence. Anton Ermakov (the paper A. Ermakov
“Deriving checking sequences for nondeterministic FSMs™) proposes a method for
deriving an adaptive checking sequence when the specification FSM is
nondeterministic and the conformance relation is the reduction relation. The latter
means that the behavior of a conforming implementation should be contained in the
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behavior of the specification. A method returns an adaptive checking sequence that
detects each nonconforming implementation that has not more states than the
specification FSM under the conditions that the specification has a distinguishing
sequence and a deterministic strongly connected submachine. The author notes that
these conditions can be weakened for the case when the specification has a
distinguishing test case and each state of the specification is definitely reachable
from another state. The testing process is adaptive, i.e., the next input is determined
based on the outputs produced for the previous inputs. Such adaptive distinguishing
sequence can be shorter than a preset checking sequence.

In his presentation, Jorge Lopez (the paper J. Lopez, S. Maag, G. Morales “Scalable
Evaluation of Distributed On-line Network Monitoring for Behavioral Feedback in
Trust Management”) addressed the trust problem in collaborative systems which are
growing in use and popularity and thus, trustworthy interactions of the different
systems become a priority. The decision regarding with whom and how to interact
depends on each system itself. The authors focus on providing trust verdicts by
evaluating the behaviors of different agents, using distributed on-line network
monitoring. This will provide trust management systems information regarding a
trustee experience for systems based on so-called "soft trust”. The authors propose a
scalable evaluation method for any on-line network monitoring system by using the
model of an extended finite state automaton (EFSA), and the known methods for
reducing the time complexity of the evaluation algorithm.

Moreover, at the seminar meetings, joint events have been discussed which will be
organized by the Qualipso research laboratory. Most papers presented at the
seminar are published in the journal issue.

The head of the Department of Computer Science of
TSU,
Professor Nina Yevtushenko

The head of the Department of Network Software of
Institute Télécom

SudParis, Professor Ana R. Cavalli
The head of the Software Engineering Department of ISP

RAS,

Professor Alexander K. Petrenko
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Abstract. Most of the work related to QOE maps objective variables (QoS-related) into a
single one that predicts the quality the user perceives. In this paper we present a new
approach to model multimedia OTT services, integrating not only the functional aspects of
the service but also non-functional variables, which are classified into objective, subjective
and business-related. Non-functional metrics might affect the Quality of Service (QoS),
Quality of Experience (QoE) and Quality of Business (QoBiz) correspondingly. We also
discuss how all these variables can be taken into account to predict the QoE of the service
being studied. The functional requirements are modeled into a Timed Extended Finite State
Machine (TEFSM), which is augmented with context variables (and their updating functions)
representing non-functional requirements related to QoS, QoE and QoBiz. We use these
parameters to evaluate the QOE using a trace model derived from the TEFSM previously
built.

Keywords: quality of service (qos); quality of experience (qoe); quality of business (qobiz);
ott service; formal model; time extended finite state machine (tefsm)

1. Introduction

Nowadays, well-known multimedia services like Netflix, Youtube, Spotify or belN
Sports Connect [1] are gaining popularity, since they provide an easy and often
cheaper way to access movies and series, video on demand and music respectively.
Moreover, other non-multimedia services like Whatsapp or Skype have started to
take an important part of the market that has been traditionally occupied by
telephony companies; these services are nowadays substitutes for SMSs and phone
calls. All the examples presented above share some common characteristics, being
the most important when using Internet as the delivery network.
Over-The-Top Services (OTT) is the concept that encloses all the given examples.
They are characterized by being services offered over Internet, which makes its
17
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distribution easier than the methods used by traditional service providers. For
example, a movie service like Netflix avoids the installation of a physical network
to deliver the content to the users, which lowers the costs of deployment and,
therefore, lowering the subscription costs for the customer. However, even when the
usage of Internet as the delivery network has the advantage of lowering the
complexity and costs of deployment of the service, it also proposes challenges that
need to be addressed.

Internet was conceived as a best-effort network in the sense that there is no way to
ensure the delivery of a message; even when using TCP, we can be sure that the
message will arrive its destination, but we cannot be sure how much time it will
take. In other words, by using Internet we cannot ensure the quality of the services
that rely on Internet as the delivery network. This raises the challenge to ensure
quality for OTT services like the ones previously mentioned. In specific, in this
work we aim to ensure three main types of quality: the Quality of Experience (QoE)
to the user, granting him/her the best service experience; the Quality of Service
(QoS), to the service providers avoiding network congestion; and the Quality of
Business (QoBiz) to the stakeholders, maximizing the revenues. However, meeting
all these objectives may not be an easy task due to the high correlation among the
variables.

Wolter and Van Moorsel state that the user experience directly affects how much
shopping the customer does, and therefore, how much money the business earns [2].
Moreover, most of the works surveyed by Schatz et al. state that there exists a direct
relationship between QoS and QoE [3], but as Geerts et al. state, QoS is not the only
factor that influences the QOoE [4]. In this paper we propose a framework to estimate
QoE of an OTT Service based on the formalism of Extended Finite States Machine
with timeouts (TEFSM), representing the functional requirements of the service
being modeled. The derived machine is then augmented with non-functional
requirements — inserted in the machine as context variables — representing objective,
subjective and business parameters. In addition to these parameters, we also provide
their corresponding updating functions, showing how the values of these variables
should be updated each time a ‘functional’ transition is executed. We also discuss
how to derive the I-equivalent of the TEFSM model, which is used to predict the
QOoE of the service.

As a case of study, we apply these techniques to the belN Sports Connect Service; a
service conceived to stream sports events over Internet to French users. For this
service, we derive the corresponding TEFSM and estimate the QoE using the I-
equivalent model.

The rest of the paper is structured as follows. Section 2 presents the preliminary
notions and defines the TEFSM concept used along this paper. Section 3 shows how
to derive the model on the basis of a user-service interaction. Section 4 discusses the
ways to augment the TEFSM with the quality parameters and how they are updated
at each TEFSM transition. In this section, we also provide a method for calculating
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the QoE of the OTT service. Finally, Section 5 has the conclusions and the future
work of this research.

2. Preliminaries

2.1 Over-The-Top Services

An overview of the Over-The-Top concept was provided in Section 1, but Green et
al. have provided a formal definition. They define Over-The-Top Services as
“services carried over the networks, delivering value to the customers but without
any carrier being involved in planning, selling, provisioning, or servicing them” [5].
As an example of such services, and as a case study, we consider the French OTT
service called belN Sports Connect. This service allows the users to access the belN
Sports channels — which are usually offered as a premium pack for cable TV
subscribers — allowing them to watch sports content over Internet.

2.2 Q0S/QOE/QoBiz

The Quality of Service (QoS) is the metrics that has been evolved during the last
few years. Starting from Van Morsel, who defined it as “metrics as availability and
performance” [6], it comes to the another definition given by ITU-T in the form of
“totality of characteristics of a telecommunications service that bear on its ability to
satisfy stated and implied needs of the user of the service” [7]. The authors of [8]
refer to the QoS as ‘“service features stemming to technical aspects”. Typical
examples of these features are packet loss, jitter, and delay; however, other
parameters related to the service (codecs, compression levels, etc.) are also
considered.

Despite the fact that there was an effort to give a standard definition of the QoS
from the beginning, it was not clear how the user's expectations could be considered
within these metrics. For example, Gozdecki et al. proposed the concept of
Perceived QoS, which “reflects the customer's experience of using a particular
service” [8]. This concept is what Le Callet et al. called Quality of Experience
(QoE), defining it as the “degree of delight of the user of a service. In the context of
communication services, it is influenced by content, network, device, application,
user expectations and goals, and context of use” [9]. One may notice, that QoE is
strictly related to user's expectations towards the service, which makes the metrics
very subjective and, therefore, it is not easy to measure it compared with the QoS.
The quality metrics described above are in some way related to the user
himself/herself. In a similar way, other metrics have been defined form the point of
view of the service provider. The Quality of Business (QoBiz) is a concept
introduced by Van Moorsel [6], in order to quantify the business revenue from a
service offered over the Internet. By definition, QoBiz parameters are “all of those
parameters that are expressed in monetary units” [10]. Some of them might include
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(but are not limited to): transactions loss, dollars per transaction, revenue of web site
or cost of servers.

2.3 Timed Extended Finite State Machines

As usual, objective, subjective, and business parameters values can be collected as
the vector V = (py, ..., ). In this vector, three groups of parameters can be
recognized depending on their origin: related to the QoS, related to the QoE, and
related to the QoBiz. In order to efficiently evaluate the values of each parameter
pi,i € {1..n} we propose to derive a Timed Extended Finite State Machine
(TEFSM) that preserves the functional behavior of the OTT service, and,
meanwhile, captures py, ..., p, parameters as corresponding context variables.
TEFSM is an extension of the Extended Finite State Machine model (EFSM) [11],
which is an ordinary Finite State Machine (FSM) augmented with context variables,
input/output parameters, predicates and update functions. More precisely, an
extended finite state machine [12] A is a pair (S, T) of a set of states S and a set of
transitions T between states from S, such that each transition t € T is a tuple
(s,i,0,P,vp,0,5"), where s,s" € S are the initial and final states of a transition;
i € I'is an input with the sets D;,,,_; of possible input vectors of corresponding input
parameter values, o € O is an output, where O is the set of outputs (with the sets
Doyt—o OF possible output parameter values); P, v, and o, are functions, defined
over input parameters, and context variables, namely: P:D;,,_; X Dy —
{True, False} is a predicate, where Dy, is a set of context vectors; o,: Diyp—; X
Dy = Dgye—o is an output parameter update function; vy: Diyp—; X Dy = Dy is a
context update function.

A Timed EFSM extends the usual EFSM with a corresponding timeout function
A:S - S X {N U {}} where N denotes the set of nonnegative integers. As an
example of a TEFSM, one may turn to Fig. 1, where the corresponding machine is
presented and integers 1, 2,..., 8 mark the transitions of the machine. Consider the
state ‘waiting_for_personal_data’. In this figure there is a transition from this state
to the state ‘waiting_for_card_data’, which triggers under the input validate,
constrained by the value of the context variable promo_flag equals to 0. In this case,
the output user_payment_form is produced. Also, in this figure, a timeout is used in
the transition from ‘stream_delivery’ to ‘check state’: if no input is applied until
the timeout expires, the machine moves spontaneously to the state ‘check state’.

3. Specification of an OTT Service as a TEFSM

In [13], Andrews et al. propose a methodology to “derive hierarchies of Finite States
Machines (FSMs) that model subsystems of the Web Applications”. Based on this
approach, we provide an outline of the methodology used in this work to generate a
TEFSM of an OTT service: (1) develop a written description of the service from the
point of view of the user; (2) identify the system states using the description. The
authors in [13] suggest the partition of the service in order to identify its logical
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blocks, which are easier to model; and (3) identify the transitions of the system,
considering the user interaction with the system.

The first step of the methodology presented here is to build a written description of
the service being studied. This description will be elaborated in such a way that it
should state: (1) functional requirements, describing the behavior of the service
from the point of view of the user; and (2) non-functional requirements, considering
objective, subjective and business service requirements.

3.1 The belN Sports Connect Service

In order to extract the functional requirements of the service, we turned to belN
Sports website [1] to describe the user's interaction. We can identify two main
phases of the service's behavior: service registration (marked as (1), (2) and (3) in
Fig. 1) and service utilization (marked as (4) in Fig. 1).

3.1.1. Service Registration

Before using the service, a new user must create an account in the site and associate
a subscription plan into his/her account. The new customer must connect to the
home page [1], which will show him/her the subscription options. In this page, the
user can choose one of the three subscription types offered: two where the user has
to pay a fee and another used to activate promotional codes to test the service
(marked as (1) in Fig. 1).

Once the subscription type was chosen, the system shows the registration form and
the payment options, the latter being showed only if the user selected a subscription
that requires a payment (process (2) in Fig. 1). In the case of the user selected the
subscription used to activate a promotional code, a field to introduce this code is
shown instead of the payment options. The payment is processed in a third-party
server, which requests the user's credit card information and stores it in order to
automatically renew the subscription (marked as (3 Fig. 1). Finally, once the
payment was successfully processed, the user is redirected to belN Sports Connect
Site, and an active subscription is associated with his/her account.

3.1.2. Service Utilization

A user who already has an account and a subscription associated can go to the home
site, log into the site with his/her credentials (marked as (4) in Fig. 1). This action
allows him/her to watch the stream online. The multimedia platform is designed to
be able to adapt itself to the variable conditions of the network, being able to lower
the quality of the video if the network technical variables require it. In fact, if it is
not possible to stream an HD version of the video, a lower quality version (stressing
less the network) will automatically be streamed to the user, avoiding any freeze of
the video.
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3.2 Generating TEFSM from service description

Once the description has been built, we need to generate the first model of the
service. In this case, we will take into account that the user's queries are the TEFSM
inputs and the system responses are the machine outputs. In addition, the
introduction of timeouts allows us to model the ability of the service to periodically
check the QoS values of the network. We reproduce this behavior in the following
way: each T time units the system moves from a ‘stream_delivery’ state to a
‘check_stream’ state. In this state, the QoS parameter values are measured and the
conclusion about the QoS is drawn. If the values of the QoS are not satisfactory, the
system moves to a ‘stop_stream’ state, otherwise the system continues the streaming
adapting it to a lower or higher QoS value if it is necessary. The final derived
machine for the belN Sports Connect Service is shown in Fig. 1.

Within this model, we can identify the four main processes a new customer needs to
accomplish to start using the service, namely: (1) connect to the site and select a
subscription plan, (2) provide his/her personal information, (3) provide his/her
payment information, and (4) use the service with an active subscription.

price_pramium = iprice_pramism}
service_cordienes - 5] senvics_confidescs}

Fig. 1. TEFSM describing belN Sports Connect.
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4. Augmenting TEFSM transitions with quality parameters

The model previously built captures the functional requirements of the service, but
we still need to introduce the non-functional requirements. In order to include non-
functional parameters into the FSM, we will introduce the corresponding context
variables into the FSM model. Each one of them will represent a single parameter,
and its updating function will indicate how and in which transitions these
parameters must be updated.

4.1 Integrating Objective and Subjective Parameters

In this work we aim to consider not only QoS-related parameters to the QoE
evaluation, thus the classical QoS-QoE relationships — mostly surveyed by Schatz et
al. in [3] — cannot be used.

4.1.1. Objective Parameters

As we stated in Section 3.2, the system has the ability to check the QoS parameters
automatically. In our example, we model the decision of the service in a single
QoS-related parameter called ‘stream_delivery’. This flag will be set to 1 if the
minimal network requirements are met to continue with the streaming and 0
otherwise.

We note in Fig. 1 that the machine spontaneously moves to state ‘check_stream’
each T time units, leaving the ‘stream_delivery’ state and therefore interrupting the
streaming while checking the network status. Any user would not like to see a
service interruption to check the technical network conditions, thus the machine
needs to be patched to include the ability of checking the network in a parallel way.
In this work we do not focus in the TEFSM that allows parallel execution, however,
this issue can be solved by introducing a ‘stream_and_check’ state where the two
processes are executed simultaneously. Due this formalism is out of the scope of
this work, we leave this analysis for future work.

4.1.2. Subjective Parameters

As Laghari and Connelly state, any subjective factor that influences the QoE should
include the user's perception of the service [14]. Given that, we consider a
subjective variable called ‘service_confidence’, which represents the ‘trust’ of a
user towards the service. This parameter will be measured using a 3-value scale: 0,
1 and 2, representing, respectively, a user dissatisfied, neutral and satisfied.

In addition, considering the meaning of the variable introduced here, the value of
the experienced ‘trust’ of the user will be updated each time the system makes a
decision with the stream. In other words, once the execution has reached the state
‘check_stream’, the system makes a decision whether to continue with the service,
executing transition 7 or 8 in Fig. 1. If the system ‘decides’ to continue with the
stream (transition 7), the customer will increase his/her satisfaction with the service,
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otherwise (transition 8), the customer will low his/her satisfaction. We reflect this
behavior in the specification of the updating functions f, and fs, shown in Table. 1.

4.2 Integrating Business Parameters

One of the main contributions presented in this work is the inclusion of business
parameters into the OTT model. Regarding business metrics, Aaker proposes the
Brand Equity Ten as a set of ten variables to measure the value of a brand [15].
From this set, we selected the Price premium measurement, defined as the “amount
a customer will pay for the brand in comparison with another brand (or set of
comparison brands) offering similar benefits”. In the same work, Aaker suggests the
segmentation of the market in three types of buyers of a brand: non-customers,
brand switchers and loyal customers [15]. We consider these points by introducing a
context variable ‘price_premium’ into the model using a 3-value scale to measure it:
0, representing a non-customer user; 1, used to exemplify a brand switcher; and 2,
symbolizing a loyal customer of the brand. Moreover, following the definition of
this variable, we will update its value considering the type of the contract the user
selected: a customer who selected a long-commitment subscription — a one year
engagement — will be considered as a loyal customer, otherwise, he/she will be
considering a brand switcher.

We model this decision of the user in the TEFSM by updating correspondingly the
context variable ‘price_premium’ once he/she has selected the subscription type.
This occurs in both transitions that take the wuser out of the state
‘choosing_subscription_or_login® to the state ‘waiting for personal data’. In
addition, we will also update this parameter if the streaming is stopped due low
technical network conditions, lowering the loyalty value in this case. We reflect all
these observations in the corresponding updating functions f;, f, and f;, which are
specified in Table. 2.

Table. 1 Function modifying 'service_confidence'.

service_confidence | f,(service_confidence) | fs(service_confidence)
0 1 0
1 2 0
2 2 1
Table. 2 Function modifying ‘price_premium'.
price_premium | fy(price_premium) | f,(price_premium) | fs(price_premium)
0 1 1 0
1 1 2 0
2 2 2 1
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timeout | 6
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Fig. 2 Path representing a typical user interaction.

4.3 QoE Evaluation

At this point, we have built a TEFSM that has been augmented with quality
parameters inserted as context variables of the machine. However, before using this
model to predict the QoE of the OTT service, we must derive an l-equivalent model
from the given TEFSM.

4.3.1. Deriving the l-equivalent of the TEFSM

The model we have built up to this point captures the functional requirements as
well as objective, subjective and business parameters. However, it is not possible to
clearly identify the final states of the executions paths. To achieve this last goal, we
need to unroll the model into its l-equivalent tree-shaped form. This new equivalent
TEFSM can be calculated using a process for which we provide the outlines: (1)
insert constrains to the loops of the model and fix a desired length | for the height of
the tree that will be analyzed; (2) create new paths starting from the root node,
considering the constrains introduced; and (3) draw the final I-equivalent model.
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In Fig. 2 we provide a single path extracted from the 11-equivalent’ model derived
from Fig. 1. The transitions are remarked in both diagrams using integers from 1 to
8 to enumerate them. This path represents the actions taken by a new customer
subscribing to the service: (1) the user connects to the service; (2) he/she chooses a
paid subscription and pays for it without making any mistake when introducing the
required data (thus loops marked in blue in Fig. 1 are not executed); (3) the user
starts to use the service immediately; and (4) the system checks the stream three
times, deciding to cut the streaming in the latter due the bad quality of the network
at that time.

4.3.2. Evaluating the QoE value in terminal states

With the l-equivalent mode we can proceed to evaluate the QoE. This is done in
three steps: (1) define the initial values for the context variables; (2) update their
values using the updating functions, simulating the behavior of the user; and (3)
calculate the QOoE at the leaves of the tree by applying a QoE model that integrates
the values of the variables involved. The process presented here does not require the
usage of a specific QoE model, making the proposed framework a generic approach
to predict the QoE.

In our case study, we used a simple linear model proposed by Sandoval et al. [16].
In this model, fixed values for the weights will be used, taking into account the
following observations: (1) due an OTT uses the network as a delivery method, they
do not have control over QoS parameters, thus a weight of 0.5 will be used for the
QoS-related parameter; (2) due a user who recommends the service generated
higher revenues for the company, the service provider would like to keep its
customers with high levels of ‘service_confidence’, assigning a weight of 1 to this
variable; and (3) the OTT provider aims to maximize their revenues, giving a high
importance to the ‘price_premium’ variable, thus a value of 1 will be used.

With the linear model and the weights used, we can evaluate the QOE in the three
stages A, B and C marked in Fig. 2. The initial vector of values (0,1,1) was
constructed with the characteristics of an average new customer: he/she has not used
the service yet (stream_flag=0), he/she is indifferent with the service
(service_confidence=1) and he/she is a brand switcher (price_premium=1). The
results are shown in Table. 3.

Table. 3 Parameter values and the QoE for the I-equivalent

Stage | Length | Parameters | QoE
A 4 0,1,2) 3.0
B 9 (1,2,2) 4.5
C 11 0,1,1) 2.0

! The length of a tree has been calculated by counting the number of transitions executed
from the root node.
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5. Conclusions

This work presented a framework based on TEFSM to estimate the QoE of a given
OTT Service. Unlike other frameworks, it does not only involve QoS-related service
parameters, but also considers the inclusion of subjective and business-related
parameters, which can impact in the QoE of the service. The proposed framework
starts with the construction of a TEFSM capturing the functional requirements
observed from the point of view of the user. The model is then augmented with the
parameters in analysis, inserting them as context variables in combination with their
updating functions. In order to use this model to evaluate the QoE of the OTT
service, an l-equivalent model is derived, showing all the possible combinations of
queries/responses of a fixed length I or less. Finally, a QoE model is applied in the
leaves of this tree, obtaining a predicted QoE value in the terminal states of the
execution. In addition, with this framework, we also presented an example of its
utilization with belN Sports Connect service, analyzing the QoE for a completely
new customer of the service. As a future work, we are going to perform more
experimentation in order to estimate an optimal value for the length I of the
I-equivalent model.
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AuHotaumsi. B mocnenune romger texHomorust OTT  (over-the-top) mnpenocrasnenus
MOJNB30BaTesIM JOCTyIla K MeJua KOHTEHTY B CeTH WHTEPHET CTaHOBUTCS Bce Ooiee
HOMYJISIPHOM, M, COOTBETCTBEHHO, AaKTyalbHOH 3amadell sBISETCS OIEHKAa KadyecTBa
MPEeOCTAaBIIEMOTO CepBHCca. BONBIIMHCTBO METOMOB OIEHKH KadeCTBa CEPBHCAa KOHEYHBIM
MOJIb30BaTENIeM OCHOBAHBI HA COIIOCTaBICHHH HA0OPOB 3HAUCHUI OOBEKTHBHBIX MAPAMETPOB
OLICHKU KauecTBa CEpBHCAa HEKOTOPOMY €AMHOMY 3HAYEHHMIO, NPEACKa3bIBAIOIIEMY YPOBEHb
YIIOBIETBOPEHHOCTH TIONIb30BaTeNs . B maHHOW cTaTbe paccMaTpUBAETCS HOBBIM MOAXOA K
MozenupoBanuio Myinbtumenna OTT cepBucOB, HampaBieHHBIH Ha WHTETPUPOBAaHHE B
MOZENM Kak (YHKIHOHANBHBIX, TAK ¥ HEe()YHKIMOHAIBHBIX aCHEKTOB MOBEICHHS CEepBHUCA.
PaccmarpuBaercss Tpum  Kigacca  He(YHKIMOHAIBHBIX — NApaMeTpoB:  OOBEKTHBHBIC,
CyOBCKTHBHBIE M OW3HEc-TIapaMeTphl, KOTOpBIE, COOTBETCTBEHHO, BIMSIOT Ha OLEHKY
kagecTBa cepBuca (QoS), KadecTBa YHOBIETBOPEHHOCTH moib3oBaTelst (QoE) m kauectBa
omueca (QoBiz). Bce Tpu Kkiacca mapaMeTpoB HEOOXOIUMO YYHTBHIBATh  JUIA
BBIYMCIICHUSI/TIPEICKA3aHUS  OIEHKH  yJOBJICTBOPEHHOCTH  IIOJIL30BAaTeNsl  BHIOPAaHHBIM
cepsrucoM. DyHKIMOHAIBHBIE TPEOOBAaHMS K TOBEACHHIO cepBHca (pOpManmu30BaHEI B BHJE
MOJENM PACHIUPEHHOr0 KOHEYHOro aBTOMaTa C TaiiMayTaM¥, KOTOPBIH JOTOJIHEH
KOHTEKCTHBIMH MEPEMEHHBIMH, TIPECTaBISIOMNMH He yHKIIMOHAIBHEIE TpeboBaHus K QoS,
QoE u QoBiz. [/Insa mpenckasaHusi yIOBIETBOPEHHOCTH IIOJIB30BATElIsl, [0 MOCTPOCHHOMY
pacIIMpeHHOMY aBTOMAaTy CepBHCa C YYE€TOM BO3MOXKHBIX CLCHApHEB ITOBEACHHS
MOJIB30BATENsl CTPOUTCS |-OKBHBAICHTHBIH JIPEBOBHIHBIH aBTOMAT, MOBEICHHE KOTOPOTO
COBIAZaeT C MOBEICHWEM WCXOMHOTO PpACHIMPEHHOTO0 aBTOMAaTa Ha BCEX BXOJIHBIX
MOCIIEJOBATEIFHOCTSX JJIMHBI He Ooblle |; 3Ha4eHWs COOTBETCTBYIOMIMX KOHTEKCTHBIX
MEepEeMEHHBIX B (HMHAIBHBIX COCTOSHHSAX aBTOMAara IPEACTABISIOT COo0OH  OIEHKY
YIIOBIIETBOPEHHOCTH TOJNb30BatTelns. [IpeoxkeHHbIH MeTO MILTIOCTPHPYETCS Ha IpuMepe
cepsuca belN Sports Connect.

KiroueBble ¢j10Ba: KayecTBO cepBuca (qOS); Ka4ecTBO YJAOBIECTBOPEHHOCTH MOJIb30BATEINS
(qoe); kauecTBO Om3Heca (qobiz); OTT cepBUC;, (GopMaibHAs MOJIEb, PACHIHPEHHBIN
KOHe'—lell\;I aBTOMaAT C Tal\/'IMayTaMI/l
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Abstract. Conformance testing in network engineering is a crucial phase in the development
of complex communicating systems. Model-based testing allows to automatize the testing
process by generating test suites from a formal specification and to execute them on a real
IUT. While many techniques have been developed, their application to test wireless routing
ad-hoc protocols still raises many issues. The paper objective paper is to present the node
self-similarity reducing the number of inconclusive verdicts often met in traditional MBT.
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1. Introduction

Conformance testing in network engineering is a crucial phase in the development
of complex communicating systems. Among the different testing steps, the
development and execution of test cases based on a formal model is an important
issue for testing communication protocols and other reactive systems. The purpose
of these tests is to determine whether a protocol implementation conforms to its
specification. Usually a conforming implementation is required to have the same
input/output behavior as defined by the specification. In various application
domains, such as telecommunication systems, communication protocols and other
reactive systems, the specification can be represented in the form of an extended
finite state machine (EFSM). In particular, EFSMs are the underlying models for
formal description techniques, such as SDL and SysML. Several model based
testing (MBT) techniques have been proposed to generate and execute test cases
from formal specification [21]. While most of these specification techniques allow
to efficiently design these above mentioned systems, there are currently new
environments that bring their own inherent constraints. This is notably the case
when considering wireless Mobile ad-hoc Networks (MANET).

In Wireless Mobile Ad Hoc Networks (MANETSs) there are no predefined
infrastructures, no administrative node and each node participates in the provision
of reliable operations in the network. The nodes may move continuously leading to
a volatile network topology with interconnections between nodes that are often
modified. As a consequence of this infrastructureless environment, each node
communicates using their radio range with open transmission medium and some of
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them behave as routers to establish multi-hop connections. Besides, conformance
testing for ad hoc routing protocols is crucial to the reliability of those networks.
The major techniques used by the ad hoc network experts to design and ensure the
quality of their routing protocols essentially rely on descriptions for simulations
and/or emulations. Andel et al. [5] tries to illustrate some comparisons between NS-
2 [1], OpNet [2] and Glomosim [4]. Results providing by the simulation testing is
sometimes far from the one obtained in a real case study.

Formal description techniques and their testing tools are rarely applied in such kind
of networks. The main reasons are the difficulty to take into account the inherent
MANET protocol characteristics and the mobility of nodes in the test sequences
generation and their execution. Our work focuses on a testing technique based on
algorithms to check the conformance of ad hoc routing protocols. Nevertheless, the
execution of these test sequences is currently an issue. Indeed there is often a gap
between the dynamic topology designed in a specification and the one of a real case
study. We illustrate the concept of node self similarity in order to generate test
sequences and execute them on a real wireless ad hoc routing protocol taking into
account the network topologies.

The remainder of the paper is as it follows. In Section 2, we present some related
works. In Section 3, basics on MBT are presented. Then, we describe the node self-
similarity and its application on an emulated testbed in Section 4 and 5 respectively.

2. Related work

Verisim [6] is a model combining NS-2 and the trace verification component
provided by the Monitoring and Checking system namely MAC [7]. The goal is to
generate a NS-2 trace T and to verify if the expected properties are included in the
implementation | according to a scenario S. The authors have shown that the AODV
implementation in NS-2 was false regarding some properties. This first work was
very interesting, disturbing and raised several issues regarding the
efficiency/reliability of the simulation/emulation. These works have known recently
a certain resonance by the publication of [23] in which MANET simulations results
still reveal pitfalls. The authors describe "design space” of MANET routing in terms
of its basic dimensions and corresponding parameters.

While Verisim performs a validation through invariants in a simulator, [8] proposes
a formal methodology to specify and analyze a MANET routing protocol. It is based
on the Relay Node Set (RNS) concept. A RNS is a set allowing to reach all nodes in
the network. However, it does not allow studying functional properties neither the
nodes’ interactions.

From a need of specification, it came another work. In order to study the interest
and the performances of their new routing protocols (LTLS, Logical Topology
based Location Service), the authors [9] developed a formal model namely
Distribued Abstract State Machines (DASM). While this model allows verifying the
behavior of a node in a functional way, unfortunately the model is non-executable
and does not allow to observe the nodes’ interoperability.
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[10] is another approach to formalize the routing in a MANET by applying game
theory concepts. The game theory is based on the “‘income’’ calculus. In our case,
the income means for instance the convergence when the topology is modified or
the induced overhead. Despite an innovative approach, many issues like the required
knowledge of the network, are still present.

In our work, we propose a new testing approach relying on well-known formal
methods, especially a nodes self similarity concept by considering the eventual
topology modifications. Our main goal is to facilitate the execution of generated test
sequences and to reduce the inconclusive verdicts when checking the conformity of
an implementation in relation with its specification.

corresponding context variables.

3. Conformance testing and formal models
3.1 Basics

The conformance testing usually relies on the comparison between the behavior of
an implementation and the formal specification of a given protocol. The
conformance testing procedure follows these steps:

Step 1. Define a testing architecture with respect to the characteristics of the system
under test and its possible implementations. This step could impact on each
following step and has to be defined according to the context.

Step 2. Make some assumptions that are sometimes required to enable the test.

Step 3. Design a precise formal specification of the system to be tested. This
specification takes into account the system functionalities as well as the data
specific to the test environment (test architecture, test interface, etc.).

Step 4. Select the appropriate tests. This step is the definition of the test purposes.
Step 5. Generate the test sequences. The test purposes are used as a guide by an
algorithm based on simulation to produce the test sequences from the specification.
Step 6. Format the test sequences i.e. to produce test sequences in some accepted
formalism as Test Description Language (TDL) [13] or in Testing and Test Control
Notation (TTCN3), the ITU-TS standard language used for test specification.

As above mentioned, our approach is based on formal model. In our work we define
and use as a formal specification the Extended Finite State Machine (EFSM).

Definition 1. An EFSM M is defined as: M= (1, O, S, x, T) with I, O, S, x and T,
respectively, a set of input symbols, a set of output symbols, a set of states, a vector
of variables and a set of transitions. Each transition t € T is a 6-tuple defined as:

t= (S, Gy It Oy Py, A)) Where s, is the current state, g, is the next state, i; is an input
symbol, oy is an output symbol, P(x) a predicate on the values of the variables, A«(x)
an action on the variables.

Our protocols are specified using an EFSM based language, named Specification
Description Language (SDL) standardized by ITU-T [22]. This is a widely used
language to specify communicating systems and protocols, based on the semantic
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model of EFSM. Its goal is to specify the behavior of a system from the
representation of its functional aspects. It allows describing the architecture of the
system i.e. the connection and organization of the elements (blocks, processes, etc.)
with the environment and between them.

3.2 Test case generation

There exist several techniques to generate test suites from a formal specification and
especially from an EFSM [3]. In this work, we used the TESTGEN-SDL approach.
For a given EFSM, M = (1, O, S, X, T), each combination of a state in S and variable
values of x consists of a configuration. The initial state s(0) with the initial variable
values x(0) forms an initial configuration. On the other hand, we are only interested
in the configurations that are reachable from the initial configuration, and they can
be represented by a reachability graph as follows. It is costly to take the system to
the initial configuration, whereas the test sequence length makes little difference.
Specifically, a test is a path from s(0) in the reachability graph. Assume that we are
given a desired fault coverage, i.e., a set of system entities that we want to cover,
such as transitions and variable values. We assign a distinct color to each such entity
and we have a set C of k=|C| distinct colors. Each state and transition is associated
with a subset of colors from C, denoted by c(v) < C and c(u, v) < C, respectively.
The function c(.) designates the required coverage associated with a state or
transition. For instance, if a transition t is assigned a distinct color ¢, which is to be
covered. Then each edge (u, v), which is from the transition t, has ¢ € c(u, v).

We are interested in a complete test set that covers all the colors. That is, the union
of the color sets of the nodes and edges on the paths (tests) is the set of all colors C.
Note that they are not necessarily the conventional covering paths that cover all the
edges. Further, more details on TESTGEN-SDL are provided in [11].

3.3 Test case execution

In order to verify the conformance of an implementation, active testing requires a
set of test sequences. A test sequence is a succession of inputs provoking outputs
obtaining from the formal model. Once we obtain these sequences, they are injected
into the Implementation Under Test (IUT) and the outputs are collected and
compared with the ones expected by the model to finally provide a verdict.

In order to interact with the IUT, a testing architecture is needed and is composed of
Points of Control and Observation (PCO) that are connected with the Upper and
Lower Testers (UT and LT) controlled by the Test Coordination Procedure (TCP).
Each time one of the testers observes a packet, the TCP checks if it is the one
expected regarding the specification.

The International Organization for Standardization proposes in one of its standard
[12] different conformance testing architectures. The main differences between the
presented architectures rely on the position, communication and synchronization of
the components.
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Fig. 1. Our testing architecture

In a wired environment, the choice of the testing architecture is not a difficulty
especially because of the fixed node, the reliable communications, as well the realist
assumption that all received packets will be processed. In the MANETS, these
problems have another dimension. The communications are not so reliable, subject
to distortion, multiple retransmissions, routes modifications, delays, collisions, etc.
These aspects raise several issues about the dynamicity/reactivity to the observed
events of the testing architecture depending on the radio interfaces.

Generated test suites from SDL models have been applied on several
implementations under test specifically in wired networks. However, interesting
results have also been obtained for wireless routing protocols rising at the same time
novel issues [14]. Indeed, we performed applications of these above model based
testing techniques for protocols in Mobile ad-hoc Networks (MANET). Many
inconclusive verdicts were obtained compared to the PASS ones. The reasons were
that the SDL specification was unable to consider topological changes due to packet
losses, radio disconnections, etc. We therefore defined a novel approach based on
nodes self similarity. This is what we describe in the next section.

4. Nodes Self Similarity

In opposition to wired and fixed networks, when a test sequence has been generated
and has to be executed on a MANET routing protocol, if the network is not
controlled (as mentioned before) it becomes very difficult to know how to execute it
and how to interpret the verdict provided by the testers. We therefore need to
provide test sequences enforceable on any real network topology. Nevertheless, due
to the volatility of these kind of networks, their topology may be quite different that
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the one represented by the specification. In order to answer to those issues, we
present in the following the nodes’ self similarity concept.

4.1 Self similarity notions

The self similarity notion is presented and applied in [17] especially to lead a real
wired network topology to another one that is smaller and equivalent regarding the
testing process. Indeed, two nodes in a network being self similar may be composed
to become a single node. This technique allows, under some conditions, to map
some topologies from the same equivalence class to a simpler topology from the
same class. In other words, the self similarity means that if a packet is received by a
node A and sent to B and forwarded to another one, then A and B has the same
behavior according to this packet and it is possible to compose A and B to A0 that
represents the two nodes with the encapsulated internal communications. Formally,
we define the combination of two nodes and then the self similarity notion.

Definition 2. Nodes combination.

Let {Ni}ice where E € [1...n] and n € N be a collection of models that can be
described as EFSMs. We note Njo ... o N, the combination of all N; defined as:
O(N) = Uice O(Ny)

I(N) = Uice I(N;) — Uice O(N))

S(N) = ITice S(N))

X(N) = ITice X(N))

T(N) = (s, 8, €, 0, Pi(x), Ai(X))

if (s;, 8% €, 0, Pi(x), Ai(x)) € T(N;) where Pi(x) = Pi(x), Ai(X) = Ai(x), (e, 0) €
I(N;) x O(N;).

Let @ < O(N), we define ActHides(N) as the obtained EFSM from N where each
action of @ becomes an internal one. This application transforms the
communications between the different components of N into non-observable
actions. Thus, we may define the self similarity of two nodes as:

Definition 3. Nodes self similarity.

Let two possible actions for a node be send(Message, n, m) and receive(Message,
n’, m’) where n (respectively m’) is the observed node, m (respectively n”) the
destination of the packet (respectively sender), and Message is the whole possible
contents of a packet. Let N be a node specification. We note Tr(N) the set of
observable traces, a trace being an input/output sequence. Besides, Tr(N) is a finite
set, indeed the variable domains of the EFSM are discrete and finite (as most of the
communication protocols).

Some N;, are self similar if:

Tr(ActHideg(NioN;y)) < Tr(N), where @& = {send(Message, Ni, Ny),
send(Message, N, N,), receive(Message, Ny, N,), receive(Message, N,, N1)}.
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Due to the inherent constraints, we use the self similarity considering:

1. The self similarity is applied from the viewpoint of a single node, the IUT.

2. The self similarity is applied each time a packet of the test sequences is received
or sent in order to simplify the possible topologies known by the IUT.

3. The self similarity is applied only for a specific communication on a defined
route between the IUT and another node.

4.2 Nodes self similarity through MANETs

As the links in those kinds of networks are unreliable and unpredictable, it is needed
to consider a communication failure. Therefore, a path from a source S to a
destination D is divided in two parts. The first one is composed by the nodes
following the source S that succeeded the packet forward, and the second one that
contains D and all nodes that did not receive the packet.

In the case of conformance testing where the network is perceived only from the
IUT viewpoint, three kinds of nodes are noted: the source, the destination and the
other path nodes N;. We also assume that except S and D, all other N; have the same
functional behavior. A route is defined as a succession of S, N;, i € [1...n], and D.
We consider the nodes in the route from the viewpoint of S which is the IUT. Two
possible cases arise during a communication between nodes on a particular route:
either the communication between two successive nodes N; and N;.; succeeds, or it
fails. We consider a communication as a success if a packet received by N; is
forwarded to N;,; and forwarded after to N, without provoking a RteError
regardless of the meaning used for the acknowledgment.

The process of nodes self similarity may be illustrated as follows:

e Transmission success: If a transmission between N; and N;,; succeeds, we
combine these two nodes in a new node N_. The communications between
N; and N, are considered as N_ internal actions. If the communication
between N_ and Ni., succeeds, we iterate the process and so on. Thus, in
case that the packet from S reaches D without causing a RteError, we may
combine all the intermediate nodes as illustrated in Fig. 2.

S . N2 N3 T~ ey
o----C---"0Cr---0-2--0
Fig. 2. Combination by self similarity when all communications succeed.

e Transmission failure: If a communication fails between N; and Nj,q, it
means that all the previous communications have succeeded. So the nodes
between N; and N; are combined. Finally, all the nodes after N;.;, including
D have the same behavior for an observer placed on the IUT. We therefore
combine all the nodes from N;,; to D into a new node D (Fig. 3).
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S ANTT N2, N3,
O == =0 -- -0 (O ---0;

Fig. 3. Combination by self similarity when a communication fails.

With these definitions, the IUT behavior is not impacted by the path length when
the test sequences are executed (except for the test sequence selection). However,
even if the self similarity may reduce the specification from which test sequences
are generated, their executions on the implementation and the relationship with this
specification have to be defined. Due to the lack of space, we herein do not detail
this relationship but the interested reader may have a look to [15].

The node self-similarity enables to represent a large class of topologies with a small
number of nodes and to execute test sequences regardless of the number of
intermediate nodes. Thereby we can reduce the number of nodes used in our
specification in order to generate test scenarios.

5. An experimental study

In order to generate more accurate and shorter test scenario, we minimize our
specification. Due to node self-similarity, we can decide to keep only the smallest
number of nodes required to generate a test sequence according to specific test
objectives. To test functional properties of the DSR protocol (Dynamic Source
Routing), we did not find, from the requirements, test objectives requiring more
than 2 routes into the network. Then, our specification is reduced to 4 nodes, S, NO,
N1 and D which compose 2 routes [S,N0,D] and [S,N1,D] as represented in Fig. 4.

(s~ “;CD\.
\:c,,f -~ ~  — i _/
PO : {3, NO, D} “‘(N \—
P1:{S,N1,D} _/

Fig. 4. Specification topology

This topology could represent a large class of real networks by node self-similarity
and using two sets of routes during the execution of the test. Our main idea here is
to create a relation between the specification and the implementation defined as:
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Let S.pee and Dy, . be respectively the representation of S and [ in the speci-
fication Spec and S;,p. D their representation in the implementation Jmp.
Let (p,(x) | {x.n} € N) be the n'" route chosen by S;,,, p toreach D,
and composed by = nodes.

e In Spec:
= POupec = {(Sepee, NO, Dopee)}
= Plypec = {(Sspee:, N1, Dspec)}
o Inimp:p,(x) € P(nmod2),,

All along the test execution, a Test Coordination Procedure (TCP) will preserve a
relation between POgpec and POirp, and also between Plgy, and Pli,, assuming it as
an elected strategy. Both sets save the theoretical RouteCache in the TCP. With
respect to Spec, POjx, and Plin, match possible routes described in the specification.
For instance, if a test sequence implies that POspec disappears: the TCP will detect
the RouteError packet as an input, will erase the first element of POy, pO(x) and
will select p1(y) € Plin, as the new route that IUT must use.

5.1. Dynamic Source Routing

Dynamic Source Routing (DSR) is a reactive protocol that discovers and maintains
routes between nodes on demand [16]. It relies on two main mechanisms, Route
Discovery and Route Maintenance. In order to discover a route between two nodes,
DSR floods the network with a Route Request packet. This packet is forwarded only
once by each node after concatenating its own address to the path. When the
targeted node receives the Route Request, it piggybacks a Route Reply to the sender
and a route is established. Each time a packet follows an established route, each
node has to ensure that the link is reliable between itself and the next node. DSR
provides three successive steps to perform this maintenance: link layer
acknowledgment, passive acknowledgment and network layer acknowledgment.

5.2. Experiments

Once the RouteDiscovery has been performed for S, the IUT has a representation of
the topology. From the viewpoint of S, the selected route can be simplified by self-
similarity for each subsequent 1/0 as above explained. In order to insert the test
scenario in the IUT, we use a UP and a LT linked to the TCP. In our example, a test
scenario containing two objectives is used:

e After having sent a RReq packet, the IUT waits for at least one RteRep
packet, before sending a SrcRte packet by the shortest route to the

destination in its cache.
o If a RteError is received, the IUT will use the next shortest route to the
destination in its cache to send a SrcRte containing the original message.
39



Trudy ISP RAN [The Proceedings of ISP RAS], vol. 26, issue 6, 2014.

We detail hereafter the different steps of the execution in the network shown in
Fig. 5. We decided to apply a direct emulation technique based on: (i) a simulator: it
manages the nodes’ mobility into the network and the communications with each
other. A great majority of simulators currently integrates an emulator process, (ii) a
focal machine: this machine hosts the network simulation whose the different
components may be simulated or emulated (according to the options available in the
simulators), and (iii) virtual machines: virtual nodes (simulated ones)
communicating with the focal machines.

! - 1 T
2 pl(2) 53
Fig. 5. An example of network.

A discrete events simulator such as NS-2 is sufficient and we will thus use NS-2e
(NS-2 patched as emulator) [18]. Four virtual machines are executed on the focal
machine that also runs the simulation side. Our approach is applied on
experimentation through the DSR-UU implementation [19]. The test sequences are
provided by one of our tools TESTGEN-SDL and some test purposes. Direct
emulation is used. It allows using a real implementation of a protocol stack with a
simulator to represent the mobility and to manage the communications. The direct
emulation is performed on a focal machine with the following characteristics:
Pentium M 1,6 GHz, 512 Mo Ram, Fedora-2.6.15 kernel with skas patch,
TUN/TAP interfaces activated. We use User Mode Linux [20] to create virtual
machines with existing prepared kernel and file system. DSR-UU was added in the
kernel. NS-2 patched for emulation was performed to manage mobility and wireless
communication between the virtual machines. If we want a large collection of
nodes, it is necessary to distribute the virtual machines on more than one focal
computer. The proposed emulation and testing architecture are depicted in Fig. 6.

M Host Machine
ut
TCPIUDP
IPIDSR Eﬂ VM2 VMn
ETHERNET
s S
: 4 N
{ )
- ~
| NS-2 )
™~ ]
-
—_ P S

Fig. 6. Direct emulation and testing architecture.
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We give next an example of the application of our approach through a testbed. This
example illustrates the execution of a test scenario obtained from a formal
specification on a real network taking into account the dynamic topologies. While
we obtained ~95% of inconclusive testing verdicts without the nodes self similarity,
we here reduce this rate to 5%.

1- UT injects a Packet in the IUT to the destination node D — pass.

2- LT observes an output RReq(S,D) — pass.

3- LT observes an input RReq(S,D) identical as the one sent where NO has added its
own address —pass.

4- LT observes an input RReq(S,D) identical as the one sent where N1 has added its
own address —pass.

5- LT observes an input RRep(S,1,D) and TCP stores this route — pass.

6- LT observes an input RRep(S,2,3,D) and TCP stores this route — pass.

7- LT observes an input RRep(S,3,4,5,D) and TCP stores this route — inconclusive this
packet is not expected but do not invalidate the conformance. TCP sorts the different
routes by generating p0(1) = (S, 1,D), p1(2) = (S, 2, 3,D) and p2(3) = (S,4,5,6,D) which
are put in the sets POimp et Plimp as defined by the ‘‘shortest path’’ strategy. A route
pointer defines which route the TCP expects the IUT to use. This pointer indicates the
first element of POimp, pO(1) = (S,1,D). The sets POimp and Plimp in Imp are
equivalent to POspec and P1spec for the test scenario.

8- LT observes an output SrcR(p0(1)) and p0(1) € POimp — pass because the route
chosen in Imp is equivalent to the one chosen in Spec. From this step we can use Node
self similarity to represent the route from the point of view of the IUT. We assume the
link between node 1 and node D to be broken.

9- LT observes an inputRErr(1,D), TCP checks PO et P1 and removes p0(1) from PO.
The pointer moves on P1(1) = p1(2) = (S, 2, 3,D) — pass.

10- LT observes an outputSrcR(p1(2)) and p1(2) e P1 — pass because the route chosen
in Imp is equivalent to the one chosen in Spec.

11- TCP, as the oracle, gives the final verdict PASS, each expected I/O has been
observed.

6. Conclusion

We have presented the node self similarity (NSS) approach adapted and applied in a
MANET. This approach allows to reduce the formal specification of the protocol by
considering functional similarity of the nodes in the network. By the same way, we
reduced the number of test cases but particularly, we did face to the changing
topologies and the dynamicity of certain nodes. This approach has been applied to
an implementation of the DSR protocol. Compared to experiments without our NSS
TCP strategy, we note that we reduced the number of inconclusive verdicts obtained
from the execution of test suites.
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TecTnpoBaHue B 6ecnpoBOAHbIX
CaMOOPraHM3yHKLKUXCSA CeTAX Ha OCHOBe
chopManbHbIX Moaeneun

Cmegan Maaz <Stephane.Maag@telecom-sudparis.eu>
Institut Mines-Telecom/Telecom SudParis, CNRS UMR 5157,
9 rue Charles Fourier, 91011 Evry Cedex, France

AHHoTanms. TecTupoBaHHE SBISIETCS OAHHM M3 KIFOUEBBIX 3TAllOB Pa3paOOTKU CIOXKHBIX
B3aUMOJCHCTBYIOIUX cHcTeM. Vcmonp3oBanue (GopManbHBIX MOJENEH NMpH TECTUPOBAHUHU
MO3BOJISIET aBTOMATH3UPOBATh MPOIECC TeHEpallM TECTOBBIX IOCIEIOBATENBLHOCTEH II0
(opMaIBHOMY OIIMCAaHWIO cHeUU(UKanuM ¥ JalbHEHIIero TECTHPOBAHWS peabHOM
cucteMbl. HecMOTpst Ha To, YTO TeCTHPOBaHUE Ha OCHOBE (hOPMAIILHBIX MOZEINEH J0CTaTOYHO
XOpOIIO Pa3BUTO, UCIOJIB30BAHHE JTOrO IOAXOAa IIPU TECTUPOBAHUU IPOTOKOJIOB
MapHIpyTH3alUK B OECIPOBOAHBIX caMOOpraHu3yrommxcs cerax (ad-hoc) TpebGyer perenus
psla CHenuambHBIX BO3HHUKAIOIIUX IPOOJIEM, MOCKONbKY OTJIHYHTEIBHOW depTon
0OecpoBOAHBIX MOOMIBHBIX camoopranusyrommuxcs cereit (MANET) sBnsercss oTcyTcTBHE
MpeAoNpeeieHHON WHPPACTPYKTYpbl W OTCYTCTBHE YIPABISAIOIIUX Y3J0B. B  nmaHHOU
pabote, Ui GOPMANTBEHOTO OMUCAHKS CHEIUPHKANUN UCTIONB3YETC MOJCTb PACIIUPEHHOTO
KOHEYHOTO aBTOMara, ONWCaHHas B TepMuHax s3bika SDL. [ yMeHBIIEHWs YHcia
HEOIIPEIEICHHBIX BEPAUKTOB, YacTO BO3HHUKAIOIIMX B TPAJWUIHOHHOM TECTHPOBAaHUHM Ha
OCHOBE MOJIeJIeH, paccMaTpHBaeTcsi camononobue y3imoB ceTd. [IpakThdeckas 3HaYNMOCTh
MPEAJIOKEHHOTO TOAXO0Ja WIUIIOCTPUPYETCS SMyJsAluell TecTupoBaHHA MpoTokoida DSR
(Dynamic Source Routing).

KnioueBble ciI0Ba: TeCTHpOBaHME HAa OCHOBE (DOPMANBHBIX MOJENEH; MOOHIbHBIE
CaMOOPTaHM3YIOIINECS CETH; CaMOII0J001e y37I0B; MPOTOKOJIBI MapIIPyTH3AIHN.
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Locating a faulty component of an EFSM
composition

Svetlana Prokopenko <s.prokopenko@sibmail.com>
Tomsk State University,
634050, 36 Lenin av., Tomsk,Russia

Abstract. When a component of a discrete event system is faulty there is a problem how to
locate a faulty component. In this paper, we consider the composition of two Extended Finite
State Machines and propose an approach for locating a faulty component using preset and
adaptive experiments with Finite State Machines.

Keywords: Extended Finite State Machine; Finite State Machine; l-equivalent; transfer and
output faults.

1. Introduction

Telecommunication systems are multi-component systems. When some of
components are faulty the behavior of the whole system can be different from that
of the specification system. The problem arises how to locate faulty components. In
this paper, we propose an approach for locating a faulty component in sequential
composition of two Extended Finite State Machines (EFSM). The joint behavior of
these components is presented as a composed EFSM. We assume that only one
component can have transfer or output faults. Faults of each type are described
using a Mutation Machine. Since there are no formal methods for distinguishing two
mutation EFSMs, we unfold those EFSMs as classical Finite State Machines (FSM)
and use preset and adaptive experiments with FSM for distinguishing two EFSMs.

2. Preliminaries

A Finite State Machine (FSM) [1] A is a 5-tuple (S, I, O, h, o) where S is the non-
empty finite set of states with the initial state sy, | and O are input and output
alphabets, h = S x | x O x S is a transition relation. An FSM is called complete if for
any pair (s, i) € S x | there exists a transition (s, i, 0, s") € h; otherwise the FSM is
partial. If for every pair (s,i) € Sx | there exists at most one transition
(s,1,0,8") € h then the FSM is called deterministic; otherwise the FSM is non-
deterministic. If for any triple (s,i,0) € Sx | x O there exists at most one state
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s' e S such that a transition (s, i, 0,s") € h then the FSM is called observable,
otherwise, the FSM is non-observable.

An Extended FSM (EFSM) [2] M is a pair (S, T) where S is the set of states and T is
the set of transitions between states of the set S, such that each transitiont € T is a
7-tuple (s, i, P, op, up, 0, "), where s and s' are the initial and final states of the
transition t; i € | is an input with the set Dj,,.; of input parameter vectors; o € O is
an output with the set Dgsw, Of output parameter vectors; P: Dinp.
i x Dy —> {True, False} is a predicate where Dy is the set of context vectors;
0p: Ding-i X Dy = Dqyto 1S an output parameter update function; vp: Djpg.i x Dy — Dy
is a context update function.

A configuration of an EFSM M is a pair (s, v) where s is a state of the EFSM and v
is a context vector. A pair (i, p) is a parameterized input symbol where p € Dipp.i.
An input sequence of parameterized inputs is a parameterized input sequence;
however some of inputs may be non-parameterized.

An EFSM is complete if for each state s with an appropriate context vector v and
any parameterized input (i, p) there exists at least one transition (s, i, P, op, up, 0, )
with the predicate that is true for given (s, v) and (i, p), otherwise the EFSM is
partial. If for each state s with an appropriate context vector v and any
parameterized input (i, p) there exists at most one transition (s, i, P, op, up, o, s") for
which the predicate is true for given (s,v) and (i, p) then the EFSM is called
deterministic; otherwise the EFSM is non-deterministic.

A transition t = (s, i, P, op, up, 0, s") of an EFSM M has a transfer fault if the final
state s" of an implementation transition t' = (s, i, P, op, up, 0, s") is different from
the final state s' of the transition t. A transition t = (s, i, P, op, up, 0, s') has an output
fault if an output symbol o' of a transition t' = (s, i, P, op, up, 0', 8" is different from
that of the transition t. An output fault of a transition t means that the output of the
transition t has been changed when the specification EFSM was implemented.
Transfer and output faults model many other faults in an EFSM.

Given an EFSM, its behavior can be described by a corresponding FSM. States of
an FSM are configurations of an EFSM, inputs and outputs correspond to
parameterized inputs and outputs of the EFSM. The FSM at current state (s, v)
under a parameterized input (i, p) verifies which transition is valid for current
values of context vector v and input parameter vector p, calculates new value v* of
context vector and output parameter vector p, produces a parameterized output
(o, u) and moves to a final state s' of the corresponding transition. The
corresponding transition of the FSM has the initial state (s, v), input (i, p), output
(o, w) and final state (s', v*).

If a corresponding FSM is big enough the behavior can be described over all input
sequences of length | [3], i.e., an FSM that is an l-equivalent of the initial EFSM can
be derived. One can simulate a behavior of the FSM under all input sequences of
length | accepted at the initial state of the FSM. In general case, the l-equivalent is a
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partial (possible non-observable) FSM and its behavior coincides with that of the
original FSM under all input sequences of length I.

Given two FSMs over the same input and output alphabets, the FSMs can be
distinguished by a preset or adaptive distinguishing experiment. A preset
distinguishing test case is an input sequence such that the output responses to this
sequence of the two FSMs do not intersect. Since a corresponding FSM for a given
EFSM can be partial and non-observable, an approach proposed in [4] can be
applied. Sometimes when two FSMs cannot be distinguished by a preset
distinguishing experiment they still can be distinguished by an adaptive
distinguishing experiment.

An adaptive distinguishing test case is a single-input output-complete connected
initialized FSM that has a finite number of traces. In other words, at each
intermediate state of the test case only one input with all possible outputs is defined.
Such a test case first has been derived for two states of an observable FSM [5, 6]
and then was extended for any number of states of a non-observable FSM [7]. The
test case is a distinguishing test case for the set of states of a given FSM if each
trace of the test case from the initial to a deadlock state is a trace at most at one state
of the given set of states.

Consider an observable FSM S with two initial states s, and s; in Fig. 1. Let S/1
denote the FSM S with initial state s, while S/2 denotes the FSM S with initial state
Sl.

iy/o, i,/0, /o,
=)=
i,o,
Fig. 1. FSM S with two initial states s, and s;.

A test case P over alphabets |={ij,i,} and O =4{o;,0,} is an adaptive
distinguishing test case of S/1 and S/2 and is shown in Fig. 2.We also notice that the
machines can be separated with a single input, namely, the input i..

1,/ 0/ i,/0

Fig. 2. A test case P.

49



Trudy ISP RAN [The Proceedings of ISP RAS], vol. 26, issue 6, 2014.

3. Fault detection in sequential composition of two EFSMs

Consider a sequential composition N of two components A; and A, in Fig. 3.

Fig. 3. A sequential composition of two EFSMs A; and A,.

Let A; =(C, Ty) and A, = (Q, T,) be completely specified and deterministic EFSMs.
We suppose that the set of outputs of A; coincides with the set of inputs of A, which
are not parameterized, i.e., predicates of the EFSM A, depend only on context
variables. Each transition of an EFSM A; is a 6-tuple (c, i, Py, ups, Ugu, €') and
every transition of an EFSM A; is a 7-tuple (0, Uing2, P2, 0p2, Up,, 0, 9°).

The composition of A; and A, is an EFSM N=(Z,R) where Z=C x Q and
R={(z i, P1 &Py, op,, {ups, upz}, 0,2) [ 3 (c, i, Py, Upy, Ugus, €) € T1 3 (0, Uinga, P2
, 02, UP2, 0, ) € To (Uoun = Uin2), Z = (¢, @), 2'=(c', q)} [8].

As a formal model, we consider a composition of two Extended Finite State
Machines and suppose that only one of two components can be faulty. Moreover,
we assume that the faulty component has transfer and/or output faults. In this paper,
we describe such faults using a special EFSM called a Mutation Machine MM [9].
Let the component A; have transfer or output faults and EFSMs MMy, and MMgy
describe these faults in the component A;. We note that mutation machines can
become non-deterministic. EFSMs MMy, @ A, and MMgyu @ A, correspond to a
behavior of faulty composition N. Let the component A, have transfer or output
faults and EFSMs MMy, and MMgy, describe these faults in A,. Let EFSMs
A; @ MM+, and A; @ MMgy, correspond to the behavior of a faulty composition
N.

To detect transfer or output faults in the composition N one can use a strategy
proposed in [4]. An input sequence « is called a separating sequence for states s and
s' of an FSM if it is defined at states s and s' and sets of outputs to this sequence at
both states do not intersect. An input sequence o is called a separating sequence for
two FSMs if it separates initial states of FSMs.

If two FSMs that correspond to A; @ MMy, and MMy @ A; (or A; @ MMgy, and
MMo @ A;) without traces of the specification composed FSM can be
distinguished by a preset or adaptive experiment, i.e., there exists a separating
sequence or an adaptive test case such that after applying this test case, then we
could learn which component is faulty after applying such a test case. If there is no
chance to construct FSMs corresponded to A; @ MMy, and MMy, @ A, (or
A; @ MMgy and MMgu @ A,) due to their complexity then an approach based on
l-equivalents can be used. For each mutation machine input sequences and
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corresponding traces are derived for both machines one by one and each two traces
are checked for the distinguishability. In this case, it is unnecessary to construct the
composed EFSM,; it is sufficient to model the behavior of the compositions on input
sequences of length I. Experiments with telecommunication protocols [10] show
that more than 80 % of transfer and output faults in protocol implementations can be
detected using 5-equivalents of corresponding EFSMs.

An example of utilizing a proposed approach for sequential composition of two
FSMs is given below. Consider component FSMs in Figs 3a and 3b and assume that
a transition shown in bold can have any transition or output fault.

L,/n Wiy
iy, by C@%:)

Fig. 3a. The head component FSM. Fig. 3b. The tail component FSM.

After deleting the specification traces from the component FSMs the mutation
machines shown in Figs 4a and 4b are obtained.

i)/z,, iy/zy 9

i,/z

iz,

: Llzy| |i/z,
ip/zy

i,/z,

1,/

. iy/z,, Iz, @

Fig. 4a. The mutation machine for the head component FSM
w o/ i/z
. iy/z,

\
(ot (@)
- // Iy/z;

—
1)/zy, iy/z;

/- /-
)12y, 1y/2,

.Fig. 4b. The mutation machine for the tail component FSM.

By direct inspection, one can assure that the machines in Figs 4a and 4b can be
distinguished by the input sequence i»i,i;. If the output sequence to i, is z, then only
the tail component can be faulty. If the output sequence to i, is z; then the next input
i, is applied. If the output to the next input i, is z; then only the head component can
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be faulty. If the output sequence to i, is z, then the next input i, is applied. Output
sequences to i; are different and both mutation machines are distinguished.

In case when a separating sequence does not exist, one can try to construct an
adaptive distinguishing test case [7]. If an adaptive distinguishing test case exists
then based on the output response of the composition to this adaptive test case one
can conclude which component FSM is faulty.

4. Conclusion

In the paper, we have discussed how to locate a faulty component in sequential
composition of two EFSMs. The corresponding I-equivalents of mutation EFSMs
which describe component faults can be derived based on the composed EFSM as
well as by simulating the composition behavior under input sequences of length I.
Moreover, the use of l-equivalents simplifies the problem of deleting the
specification traces from the mutation machine and the approach allows eliminating
the state explosion problem of an EFSM unfolding when | is not very big.
Additional research is necessary in order to evaluate the integer | for appropriate
cases, for example, for locating faults in protocol implementations as well as for
considering other kinds of faults such as predicate faults and faults in the
implementations of the update functions.
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Nokanusauua HeMCﬂpaBHOVI KOMMNOHEHTbI B
KOMNO3nunn paCllMpeHHbIX aBTOMAaTOB

Csemaana [Ipoxonenko <s.prokopenko@sibmail.com>
HU TT'Y, 634050, Poccus, 2. Tomck, np. Jlenuna, dom 36

Annoramus. [IpoGiema JoKanM3alMy HEWCHPAaBHOW KOMIIOHEHTHI B aBTOMAaTHOH ceTH
XOpOIIO M3BECTHA, W B JAHHOHM paboTe MBI pemaeM 3Ty npoOieMy Ui OMHApHOW CeTH W3
pacIIUpEeHHBIX aBTOMATOB. JIms KaXAOH W3 KOMIIOHEHT CTPOUTCS MYTalMOHHBIN
pacIINpPEHHBIH aBTOMAT, OMHICHIBAIONINI HanOOIee BEpOSATHbIE HEUCTIPABHOCTH KOMIIOHEHTEI.
JIis KOMIO3WLIMM MYTAIlMOHHOTO aBTOMAara co Chelu(uKanueil Ipyrod KOMITOHEHTHI
MOCPEICTBOM MOJIETMPOBAHUS OIpeAeseTcs IPEeBOBHIHbBIA KOHEUHBII aBTOMAT, TOBEACHNE
KOTOPOrO COBIIAJaeT C IIOBEACHHEM HCXOJHOTO pacUIMPEHHOr0 aBTOMaTa Ha BCEX
HOCIIeJOBATENILHOCTSX JIMHBI He Ooubine 1 (1-okBuBasieHT). 13 1-3KBHBaNICHTOB ymansioTcs
BXOJI-BBIXOJIHBIE TTOCIIEZIOBATEILHOCTH, IPUHAICKAIINE KOMIIO3UINH-CIICIU(BUKALIIN, U JUIS
MONYYSHHBIX MYTAI[OHHBIX |-9KBHBAJICHTOB CTPOUTCS IMAarHOCTHYECKUH OSKCIIEPUMEHT.
Ecnu Takolf nmarHOCTHYECKHH SKCHEPUMEHT CYIIECTBYET, TO IO PEAKIUH KOMIIO3ULHUH,
NpEeIbABICHHON AT TECTHPOBAHUS, AOCTATOYHO YaCTO MOXHO OINPENeNnTh, Kakas u3
KOMIIOHEHT SIBJI€TCSl HEUCIIPAaBHOM, MIPU YCIIOBUH, YTO HEHCIPABHOCTH BO3MOJKHBI TOJIBKO B
OJIHOI KOMIIOHEHTE.

KiroueBbie ciioBa: pacmnpel—mmﬁ aBTOMar, KOHEYHBII aBToMar, ]-SKBHBaHeHT, OIINOKHU
TNEPEXOJ0B U BBIXOIOB
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Abstract. The paper presents a parallel graph exploration algorithm. Automaton on a graph is
an analogue of the Turing machine — tape cells correspond to graph vertices, where the
automaton can store some data, and moves along the tape correspond to moves along graph
arcs. This system can be considered also as an aggregate of finite automatons located in graph
vertices and interacting by message sending. Each automaton changes its state according to
the data stored in the corresponding vertex, and moves along graph arcs are replaced with
messages sent by the automaton of the arc’s starting vertex to the one of the ending vertex.
The suggested parallel graph exploration algorithm has worst case working time bound
O(n/k+D), where n is the number of vertices, and D is the graph diameter, the maximum
length of simple path (non-self intersecting path). As a result the algorithm builds two
spanning trees of the graph: the direct spanning tree, which has the root vertex as its tree root
and is directed from the root, and the back spanning tree, directed to the root.

Keywords: directed graphs; graph exploration, group of automata; graph spanning tree

1. Introduction

A task of graph exploration with a goal to uncover a structure of unknown graph by
moving along its arcs can be met in many domains. In this paper we regard as
possible applications exploration of networks and exploration of Web-application
structure. In many cases such an exploration can be considered as being performed
by agents working in graph vertices and sending each other messages along graph
arcs.

Graph exploration starts from some specified vertex, called root vertex. Directed
graph exploration isn’t a trivial task. In the worst case it takes time of an order
O(mn), where n — the number of graph vertices, m — the number of graph arcs.
This holds for various algorithms of graph exploration based on breadth-first or
depth-first traversal [[1],[2].[3]].

In 1966 M. O. Rabin posed the problem of directed graph exploration with a finite
automaton [[4]]. Automaton on a graph is an analogue of the Turing machine —
tape cells correspond to graph vertices, where the automaton can store some data,
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and moves along the tape correspond to moves along graph arcs. This system can be
considered also as an aggregate of finite automatons located in graph vertices and
interacting by message sending. Each automaton changes its state according to the
data stored in the corresponding vertex, and moves along graph arcs are replaced
with messages sent by the automaton of the arc’s starting vertex to the one of the
ending vertex.

Messages are both input and output symbols of vertex automata. If message size and
number of each automaton states are bounded globally, all automata are just finite
state machines. Usual graph exploration corresponds to possibility for a single
message to have a size linear on the number of vertices. The most efficient known
algorithm of graph exploration with a single finite automaton is suggested in [5] and
has worst case working time O(nm-+n®loglogn). If the traversal is repeated by
message interchange between automata located in vertices known after the first
exploration worst case working time becomes O(nm+n?l(n)), where I(n) is the
number of times logarithm calculation is repeated until 1</og(log...(n)...)<2 holds
(1.

In this paper we consider parallel exploration of a graph — many messages can
walk through its arcs in parallel. Working time estimation in this case depends on
the capacity of an arc k, which means the maximum number of messages that can be
transmitted through a single arc simultaneously.

The suggested parallel graph exploration algorithm has worst case working time
bound O(n/k+D), where n is the number of vertices, and D is the graph diameter,
the maximum length of simple path (non-self intersecting path). As a result the
algorithm builds two spanning trees of the graph: the direct spanning tree, which
has the root vertex as its tree root and is directed from the root, and the back
spanning tree, directed to the root. The detailed description and proofs of all
statements can be found in [[7]].

2. Spanning trees building algorithm

Sending a message an automaton working in some vertex should specify the arc, by
which this message should be delivered. We count that arcs starting in some vertex
are numbered and an arc is specified by its number. We also suppose that operation
time of an automaton is negligibly small and the time of message transport through
an arc is bounded by some constant.

Let us denote s the maximum number of arcs starting in the same vertex of the
graph, then m<ns. We suggest the algorithm of spanning trees building with the
following features:

e vertex automaton memory is bounded by O(nDlog s),
e message size is bounded by O(Dlog s),

e arc capacity is k,

e algorithm worst case working time is O(n/k + D).
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Below we call direct arcs the arcs belonging to the direct spanning tree constructed
by the algorithm, chords — all other arcs, back arcs — arcs belonging to the back
spanning tree. A back arc can be a chord or a direct arc. Path vector is the list of arc
numbers along the path. Vertex vector is the vector of the simple path. leading to
this vertex from the root along the direct spanning tree. The root has empty vertex
vector €. The size of simple path vector or vector of a simple cycle is O(Dlogs). A
message in the algorithm below consists of a constant number of simple path
vectors, or O(Dlogs) bits.

The algorithm is partitioned in four parts. The first part describes building of the
back spanning tree, the second part performs the check that back spanning tree is
completely constructed, the third part depicts classification of arcs starting in one
vertex, the fourth one describes maintenance of incoming back arc counters in
vertices.

The first part uses messages of four kinds: Start, Root search, Direct, and Back.
Start message is sent by the root automaton to automata of all other vertices, it
contains the vertex vector and initiates vertex automaton operation, which is started
by sending Root search messages. Root search messages are sent through all
outgoing arcs in such a way that they pass some simple path to the root vertex and
report the root automaton the vector of this simple path. In response root vertex
automaton sends Direct message, which reaches the Root search initiator and
reports it the back simple path vector, computed by root search. The initiator then
sends Back message, which sets some tags along the back simple path.

The second part has the task to determine that the back spanning tree is completely
constructed. It uses arc counting — when the arc counter in the root vertex becomes
zero, the tree building is complete. For each arc a—b the root automaton gets first
the message from a, where “+1” is set for the arc a—b, and then it gets the message
from b, where “-1” is set for a—b. The second message comes from b later than
messages from the same b, setting “+1” for all arcs starting in b. For this goal the
modified Root search and two additional message kinds — Finish and Minus —
are used. Root search contains the number of arcs starting from its initiator. When
the root automaton gets Root search message, it adds this number to the global
counter of outgoing arcs. Finish message is sent from a vertex after getting Direct
message. After sending Finish message and setting back arc in the vertex, the
Minus message is send. The root automaton decreases its arc counter by 1 after
getting Minus message.

During the third part of the algorithm the outgoing arcs from each vertex are marked
as either direct arcs or chords. At first they all are considered as chords. Then each
arc, along which Direct message is sent, is marked as a direct arc.

During the fourth part the incoming back arc counters are set in all vertices. Two
message kinds — Start counting and End counting — are used for that.
Start counting messages move from the root along direct arcs to all other vertices,
End counting message move from each vertex along back arcs and each vertex
counts such messages created in the start vertices of back arcs ending in this vertex.
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3. Conclusion

At the end of algorithm work each vertex automaton stores type of each outgoing
arc and the number of incoming back arcs. These data can further be used for
parallel computation of some functions of values stored in graph vertices.
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AnHotammsi. B paboTe mnpexncraBieH anropuTM MNapauielbHOTO HCCIeNOBaHUS Tpada.
ABTOMAaT Ha rpade SBISICTCS aHaJIOTOM MAIINHEl ThIOPHHTa — STYEHKHU JICHTH COOTBETCTBYIOT
BepIIMHAM Ipada, r/ie aBTOMAT MOXKET COXPAHATh HEKOTOPYIO HH(POPMALHUIO, a JIBIKEHHE T10
JICHTE COOTBETCTBYET JIBIDKCHHSAM II0 AyraM rpacda. Takas cucrema MOXKeT paccMaTpPHBAThCs
Talke KaK COBOKYITHOCTh aBTOMATOB, pa3MEIICHHBIX B BepmMHax rpada u
B3aMMOJCHCTBYIOIIUX ITyTE€M HOCBUIKH COOOIIEHMH Mo myraM. Kaxmelii aBTOMAar M3MEHSET
CBOE COCTOSHHE B COOTBETCTBHM C IAHHBIMH, COXPAHSEMBIMH B BEpIIMHE, a IBWKEHHE IO
JyraMm 3aMeHseTcs IOCBUIKOM cooOmieHuil. Bpems paGoTel mnpemnaraeMoro aaropurma
napajuIeJIbHOro MccieqoBanus rpada orpanndeHo ceepxy O(n/k+D), roe n — 4ucio BepIuvH
rpapa, D — ngmamerp rpada, MakcHMaibHas JUIMHA IIPOcTOro IyTd (myTH ©Oe3
camorepeceyeHuil). B pesynbpraTe paboTsl anropuT™Ma CTpOUTCS ABa OCTOBA rpada: mpsaMon
OCTOB, KOPHEM KOTOPOTO SIBIISIETCS KOPHEBasi BEpIIUHA rpada, OpPHEHTUPOBAHHBIN OT KOPHS,
1 00paTHBIN OCTOB, OPUEHTHPOBAHHBIN K KOPHIO.
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Abstract. The paper presents a parallel computation algorithm of an arbitrary function value
on a multiset of values distributed on directed graph vertices. The computation is performed
by message passing executed by automata distributed on the graph vertices. The key idea of
the algorithm is to use a structural information on the graph that can be extracted by its
parallel exploration and encoded into structures of direct and back spanning trees of the
graph, which require only finite number of bits in each graph vertex, and to represent the
function calculated as a composition of so called aggregate function and another one.
Aggregate functions are characterized by possibility to calculate their value on a union of
multisets by aggregating their values on separate multisets, that makes them easy for parallel
computation.

Keywords: parallel computation; directed graphs; group of automata; graph spanning tree

1. Introduction

A task of graph exploration with a goal to uncover a structure of unknown graph by
moving along its arcs can be met in many domains. In this paper we regard as
possible applications exploration of networks and exploration of Web-application
structure. In many cases such an exploration can be considered as being performed
by agents working in graph vertices and sending each other messages along graph
arcs.

Sometimes graph exploration is performed to make possible calculation of some
function of values stored in graph vertices. Since different vertices can store equal
values, such a function is a function of a multiset of values. We consider situation
where calculation is initiated by an external stimulus processes by the automaton
located in some root vertex of the graph, and the value calculated is sent by this root
automaton to the requester.

Graph processing algorithms and their efficiency highly depend on the known
information on the graph, in the worst case in the initial state the graph can be
completely unknown and an algorithm should gather information on its structure
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itself by walking through arcs. Here we suppose that vertex automata are in such
states, that contains the following information on the graph structure. Graph has
specified direct spanning tree, having the tree root coinciding with the root vertex of
the graph and directed from the root, and back spanning tree directed to the root.
Arcs not belonging to the direct spanning tree are called chords. Arcs of the direct
spanning tree are called direct arcs, of the back one — back arcs. A back arc can be
a direct one or a chord. Each vertex automaton stores arc kind (direct, chord, back +
direct, back + chord) for each arc outgoing from its vertex. Also vertex automaton
stores the number of back arcs incoming to its vertex. Such data can be gathered
during previous exploration of the graph described in our paper “Building direct and
back spanning trees by automata on a graph”.

Function calculation by vertex automata is performed with pulse algorithm. Its idea
is first to send request message from the root vertex to all other vertices, then to
send response message from each vertex to the root one. It allow to calculate in
parallel any function of multiset of values stored in vertex automata (we also
sometimes say that they are stored in graph vertices). The worst case working time
of the algorithm is O(D), where D is the graph diameter, the maximum length of
non-self intersecting path. The details of the algorithm and proofs of all statements
can be found in [[1]].

2. Aggregate Functions and Aggregate Extension

Pulse algorithm computes so-called aggregate functions, for which function value
on a union of multisets can be computed using function values on each of multisets
in the union. Here we give definition of an aggregate function and aggregate
extension of any given function f(x), which helps to represent it as h(g(x)), where g
is aggregate. For each f there exists single (up to isomorphism) minimal aggregate
extension, which provide a minimum information sufficient to compute f. Aggregate
functions theory presented here is a modification of inductive functions theory given
in [[2]].

Below we consider functions on finite multisets, which elements belong to some
base set X. The set of all finite multisets of elements of X we denote as X". Note that
union of multisets gives a multiset having all the elements of united ones with
multiplicity of any element being a sum of its multiplicities in united multisets.

An aggregate function g:X"—A — is such a function on multisets that
F:AxA—>A VabeX g(ach) =e(g(a),g(b)).

An aggregate extension of function f:X"—A is an aggregate function g:X —B, such
that h : B—>A raeX f(a) = h(g(a)).
An aggregate extension g of f is such an aggregate function, that using its values one

can compute f. Of course, some extensions are not useful, e.g., taking an identity
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function g on X7, and taking f itself as h, one doesn’t simplify calculations. To avoid
such useless solutions, we use a minimal aggregate extension — intuitively, an
aggregate function, which give a minimum information sufficient to calculate f.

An aggregate extension g : X" —B of f: XA is called minimal, if g(X") =B and

V9" : X"—C, aggregate extension of f, 7i: C—>B g=ig".

Aggregate extension of f : X”—A exists and is unique up to one-to-one mapping.

3. Pulse Algorithm

Pulse algorithm is intended to calculate a value of f on a multiset xeX™ of values
stored in the graph vertices. We suppose that some value is stored in any vertex with
multiplicity 1. Pulse algorithm uses the graph structure information stored in vertex
automata as it is described in the Introduction.

Pulse algorithm uses two message kinds: Request and Response. At first the root
vertex automaton gets Request from some external source, this message provides
three functions: h, e, and g. This message is then transmitted along direct arcs to all
other vertices, and all vertex automata store e and g. Each vertex automaton then
calculates the value of g on values stored in the vertices of subtree with the root
coinciding with this vertex of back spanning tree, and sends the value obtained as a
parameter of Response message along back arcs. The root vertex automaton
calculates g(x), and then sends Response to the request initiator with the value
f(a)=h(g(x)).

Pulse algorithm worst case working time is O(D).
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AHHOTamms. B cTaThe mpencTaBieH aNropuTM MapayuieNIbHOTO BBIYHMCICHHS ITPOU3BOJILHON
(YHKIMY OT MyJIBTUMHO)KECTBA 3HAUCHUH, HAXOJAIIMXCS B BeplIMHax rpada. Beraucnenus
BBINIOJIHSIFOTCSL  aBTOMATaMH, pa3MEIIeHHBIMH B BepHIMHAaxX TIpada M OOMEHHBAIOIINXCS
coo0IeHusAMH 1o gyram rpada. B ocHOBe aropuTMa JI€XHUT HCIIOIb30BaHHE HHPOPMALUH O
cTpykType rpada, H3BICYCHHOH B pe3yibTaTe MapajiieJbHOrO HccienoBaHus rpada u
npeAcTaBisAiomeil coboil mpsamMoil u oOparHbeIi ocToBBI Trpada. [mg XpaHeHHs 53Toi
uHpopMau TpeOyeTcss KOHEYHOEe YHCIOo OMT B KaxaoW BepmmHe rpada. Brerumcienue
3Ha4YCeHHMS TOM WIM HMHOIl (QYHKIMH OCHOBAaHO Ha aIrOPHTME IYJIbCAMM: CHayaja OT
aBTOMaTa HavalbHOIM BEpIIMHEI IO BceMy rpady pacnpoCTpaHSIOTCS COOOIICHUS-BOIIPOCEHL,
KOTOpBIE NOJDKHBI JOCTHIHYTh KaXKIOW BEPINMHBI, a 3aTeM OT Ka)KAOH BEpIIMHBI «B
0o0paTHYI0 CTOPOHY» K HAuUaJIbHOW BepIIMHE JBUTAlOTCS COOOIIEHUS-OTBETHL. AJTOPUTM
MYJBCAIMH, 1T0 CYTH, BBIYMCIISIET arperatHble QyHKIMH, ISl KOTOPBIX 3HaUYeHUe QYHKIMU OT
O0BEIMHEHNS] MYJIBTUMHOKECTB  BBIUMCIISIETCS [0 3HAYCHUSIM (YHKUIMM OT 9THX
MYJIBTUMHOKECTB. [lokazaHo, uTo mobas ¢pyHKIus f(X) UMeeT arperaTHoe pacIiiupeHHe, TO
eCcTb MOXeT ObITh Beruuciiena kak h(f'(x)), roe f* arperarnas gpyHkuus.

Keywords: mnapaiensHble BBIYUCICHUS; OPUEHTUPOBAHHBII Tpad); KOIIEKTHB aBTOMATOB;
OCTOB
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AHHOTanus. B cratbe mpemiokeH MOAXOJN K TECTUPOBAHMIO MPOIPAMMHBIX peau3alui
TENeKOMMYHHKAI[HOHHBIX IPOTOKOJIOB HA OCHOBE JIPEBOBHIHBIX aBTOMATOB. D(P(PEKTHBHOCTH
MPEATIOKEHHOTO TTOIX0/1a HILTIOCTpUpYeTcs Ha mpuMepe mpoTtokoia TCP (Windows).

1. BeedeHue

lapanTHpoBaHHas TOJHOTa TECTHPOBAHUS pPa3padaTHIBAEMOTO IPOTPAMMHOTO
obecrieueHns1 BO3MOKHA TOJIBKO ITPH CHHTE3€ TECTOB C MCIOIB30BAHUEM HEKOTOPOH
(opmanbpHON MOJETH, T.e. HEKOTOPO#l crenuduKaluu NpOrpaMMHOTO IMPOAYKTA.
OpHako U3BJICUCHHE TaKOM MOAENM M3 TpeOOBaHMH K NMPOrpPaMMHOMY IMPOAYKTY
SBIISICTCA JIOCTAaTOYHO TpyHoeMKuM. COOTBETCTBEHHO, AaKTyaJbHBIM SBIISETCS
BOIIPOC CHHTE3a Ka4deCTBEHHBIX TECTOB M IPOrpaMMHOro obecreueHus 0Oe3
HEMOCPEJICTBEHHOTO OCTPOSHHUsT (POPMAIILHOI MOJIENI MJIM HA OCHOBE HE CIIHMIIKOM
CJIOKHOM MOJIeNH, TIPH YCIIOBHH, YTO TECTHI, IOCTPOCHHBIE 10 3TOH MOAeNH, OyayT
JIOCTaTOYHO KaYECTBEHHBIMHU.

B HacTosmeit paboTe IS CHHTE3a TECTOBBIX IIOCIEIOBAaTEIFHOCTEH MpeiaraeTcs
WCIIONIb30BaTh JIPEBOBHIHBIE aBTOMAThl. D(PQeKTHBHOCTL MpEAI0KEHHOTO METO/a
WIIIOCTPUPYETCST HAa HOPHMEpe TeNeKOMMYHHKAllMOHHOro mnporokona TCP
(Windows).

CrpykTypa cTaTbu ciefywomas. B pasgene 2 KpaTKo ONMCBIBAIOTCS METOIbI
CHHTE€3a TECTOB AJISl KOHEUHBIX U PACHIMPEHHBIX aBTOMaToB. IIpenmaraercs meron
CHUHTE3a TECTOBBIX IIOCJIEJOBAaTENbHOCTEM AJI  JIPEBOBUAHOIO  aBTOMATA,
COOTBETCTBYIOLIIETO TECTUPYEMOH MporpaMMHON peanusauuu. B pasnmene 3
HNPUBOJATCS PE3yNbTaThl KOMIBIOTEPHBIX JKCIEPUMEHTOB, WIIIOCTPUPYIOUMX Ha
npuMepe nporokona TCP (Windows), 4To TeCTbI, IOCTPOEHHBIE IPENJIOKEHHBIM
METOJIOM, CpPaBHHMBI IO IIOJIHOTE C KJIACCUYECKMMM KOHEYHO AaBTOMATHBIMH
TecTaMu. B 3aximodeHnn 00CyKIar0TCs MEPCIEKTHBEI JaTbHEHIINX UCCIIETOBaHIH.
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2. MemodsbI cuHme3sa mecmoe Ha ocHoge modesieli C KOHeYHbIM
qucisiom nepexodoe

MeTomant TECTUPOBAHUA HaA OCHOBE MOACIN ACTEPMHUHHUPOBAHHOI'O KOHEYHOTO
aBTOMaTa BKJIIOYAKOT B ce0s dTam TIOCTPOCHUSI KaK MOXHO 0oJiee KOMITAKTHOTO
Ha60pa BXOOHBIX (TeCTOBLIX) HOCHGZ[OBaTeHLHOCTeﬁ, MO3BOJIAOIINX 06Hapy)KI/ITI>
J'IIOGyIO NporpaMMHYI0 peajn3aliui0 U3 3aJJaHHOT'0 KJjlacCa, HE€ 3KBUBAJICHTHYIO
CHCHI/I(I)I/IKE[HI/II/I, T.C. ONPOrpaMMHYIO pe€ajn3alruio, KOTOpasgs HUMCCT OTIUYHOC OT
CHCHI/I(I)I/IKE[HI/II/I IIOBCIACHHUC Ha HeKOTOpOfI BXOJHOM MOCJIEI0BATCILHOCTH.

2.1 MeToabl cMHTE3a TeCTOB HAa OCHOBE KOHEeYHOoro aBTomara

B nanHolt pabote nox agmomamom TIOHUMAETCS JIETEPMHUHUPOBAHHBIH KOHEYHBIH
WHUIHATIBHBINA asmomam S, onpenensembiii kak matepka S = (S, 1, O, T, Sg), rme S —
HEMyCTOC KOHEYHOEC MHOXECTBO COCTOSIHMHA C  BBIJICJICHHBIM  HAa4YaJlbHBIM
coctosinueM Sy, | — BxonHoit andasut, O — BeIxoaHOU andasut, T — omHoweHue
nepexodos (0THoOILEHUE nosedenust), T < S x 1 x O x S[1].

[Mox mecmom nasi KOHEYHOTO aBTOMaTa S, KaKk OOBIYHO, NMOHUMAETCS KOHEYHOE
MHO>KECTBO KOHEUHBIX BXOJHBIX IIOCIEIOBATEIbHOCTEH 3TOr0 aBTOMaTa. Tecr,
MOCTPOCHHBI HAa OCHOBE 00Xx00a epaga nepexodoé aBTOMATa, IS KaXIOro
COCTOSIHHSL S COJICPKUT BXOJHYIO IOCIEIOBAaTEIFHOCT (L, IEPEBOIIYI0 aBTOMAT
U3 HAYaJILHOTO COCTOSIHHSL B COCTOSIHHE S, TIPOJOJKEHHYIO BCEMH JIONTYCTUMBIMHU B
COCTOSSHUH S BXOIHBIMH CHMBOJIAMH. Takoi TeCT (PAKTHUECKH «IPOXOTUT» IO
KaxmoMmy peOpy rpada mepexomoB aBTOMaTa W OOHAPYKHBACT BCE BBIXOIHEIC
ommOKku B peanusanuu. Kak MOKa3bIBAIOT MHOTOYHCIICHHBIE SKCIEPUMEHTHI [2],
TECTBI, TIOCTPOCHHBIE 00X0mOM rpada TEepexoJOB JTAJOHHOTO aBTOMAaTa,
00HApPYKUBAIOT U Pl IPYTHX HECOOTBETCTBUM, B YACTHOCTH, IIPU HMCIIOJIE30BAaHUU
TaKHX TECTOB ISl TCCTUPOBAHUS MPOTOKOIBHBIX PeaTn3aIiil.

Kak ormeuaercs B pabote [3], OCHOBOW TecTa ¢ TapaHTHPOBAHHOHN IOJHOTOM,
MOCTPOCHHOTO MPAaKTUYECKH JFOOBIM METOIOM Ha OCHOBE KOHEYHOTO aBTOMATa,
SBIISIETCS 00X0J Tpada Iepexol0B aBTOMATa; KPOME TOTO, IOCIE «IIOKPHITHS»
KaXJI0T0 Tepexo/ja COOTBETCTBYIOIIAsl TECTOBAs MOCIEI0BATENBHOCTD JOMOIHIETCS
Pa3MYAONIMMHU  [IOCJIE0BATENbHOCTSMU pa3iiMuHbBIMKU - criocobamu. B pabote
Bacuneckoro [4] mnpemnmoxenusiit um  W-METOA HCHONB3yeT pasiHdaroniee
MHOkecTBO W,  KOTOpoe  CyIIeCTBYeT [yl KaXIOr0  MHHHMMAIIbHOTO
JIETEPMHUHUPOBAHHOI'O IOJHOCTBIO OIPEJEICHHOr0 aBToMmara. Jlpyrue Merojb
CHHTe3a TeCcTOB [5] Ha OCHOBE KOHEYHOTO aBTOMaTa HCIOJBL3YIOT CEMEHCTBO
rapMOHHM3UpOBaHHBIX  waeHTH(ukaropoB  (HSI-meron),  auarHoctuyeckyro
nocnenoBarenibHOCTh (DS-meton) u T.1. OnucaHue MPaKTHYECKH BCEX M3BECTHBIX
METOJIOB U CpaBHEHHE JUIMH TECTOB, MOCTPOSHHBIX STHMHU METOAAMHU, MOKHO HAWTH
B crarthe [6]. JlMHA TaKMX TECTOB CYMIECTBEHHO 3aBHCHT OT YHUCIA IEPEXOJIOB
aBTOMATa, OIUCHIBAIOIIETO IIOBEJCHUEC JTAJIOHHOW CHCTEMBI, U OCHOBHBIMU
npoOyieMaMu TP HCHOJIB30BAHUM KOHEYHO aBTOMATHBIX METOIOB IOCTPOCHHS
TECTOB SIBJISIIOTCS CJIOXKHOCTh M3BJICYCHHUS] O3TOM MoJenu U3 TpeOoBaHUil K
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MPOTPAMMHOMY TIPOAYKTY H €€ TPOMO3AKOCTh M JOCTaTOYHO CIIOMKHBIX
TIPOTPaMM.

2.2 MeToagbl CHHTE3a TECTOB HA OCHOBe pacCLUMPEHHOro
aBTOMara

OrmpenenieHne «KOHEYHBIM aBTOMAT» OTPAHMYEHO B TOM CMBICIE, YTO OHO (SIBHO»
HE OXBAaTHIBACT JONOJHUTENBHBIX CTPYKTYp, TAaKUX KAk BBIIEJICHAE YACTH
UHPOPMAIIUK O COCTOSIHUM B OTIENbHBIC MEPEMEHHBIC WM BBEICHHE MapaMeTpoOB
[EPEXO/I0B U PEaKIldii, YTO TO3BOJSAET COKPATHTh KOJHUYECTBO IEPEXOJOB B
aBToMaTe. ABTOMATHI, B KOTOPBIX IOMUMO COCTOSIHHI U TIEPEXOJI0B €CTh KOHEYHOE
MHOKECTBO BHYTPEHHHX IEPEMEHHBIX, CHOCOOHBIX NPHHUMATh Pa3IUYHBIE
3HAYCHUsI, HA3BIBAIOTCS PACIIMPEHHBIMU aBTOMaTaMHu [7].

Hox pacwupennvim asmomamom nounmaercst srépka M = (S, I, O, V, T), rme S —

HENyCTOe KOHEYHOEe MHOXKECTBO COCTOSHMII aBTOMaTa, | — HemycToll BXOJHOM
andasur, O — HemycToi BRIXOAHOH andaBuT, V — KOHEYHOE, BO3MOXKHO ITyCTOE
MHOXXECTBO KOHTEKCTHBIX IIEPEMEHHBIX, | — MHOXECTBO IEPEXOJ0B MEXKIY

cocrostHusME w3 S. Kaxxaperit mepexon t u3 T ectb cemépka (S, X, P, op, y, up, s'), rae
S, s’ € S SABIAIOTCI HAYANbHLIM W KOHEYHbIM COCTOSIHUSMHU IEpexoia
coorBeTcTBeHHO. CumBon i € | ectp BXomgHoit cumBon u Dijni o6Go3nawaer
MHOYECTBO BEKTOPOB, KOMIIOHCHTAMH KOTOPBIX SIBJISIOTCS 3HAYCHHS apaMeTpOB,
COOTBETCTBYIOIIUX BXOJHOMY CHMBOJY | (6xo0mnvle mapamerpsi). COOTBETCTBEHHO,
0 € O - BeixomHOW cumBON M Dgyo 0003HAYAET MHOXKECTBO BEKTOPOB,
KOMITOHEHTAMH KOTODBIX SIBJISIOTCS 3HAYCHHUS] MapaMeTPOB, COOTBETCTBYIOIINX
BBIXOJIHOMY cuMBONy O (g8bixoonvie mapamerpbl). CumBonamu P, op u up
o003HauaroTcss (PYHKIMHU, OIpEACICHHbIE HaJ BXOJHBIMH [apaMeTpaMH |
KOHTEKCTHBIMH MIEPEMEHHBIMU 13 V:

- P: Dippi x Dy — {Mcruna, Jloxb} — mpemukat, rae Dy - MHOMkecTBO
KOHTEKCTHBIX BEKTOPOB, TO €CTh BEKTOPOB, KOMIIOHEHTAMH KOTOPBIX SIBJISIOTCS
3HAYCHUST KOHTEKCTHBIX MEPEMEHHBIX

- 0p: Dinp.i x Dy = Dgt0 — QyHKIIMSA BBIYKCIIEHHS BEIXOJHOTO apaMeTpa

- Up: Dinp.i x Dy = Dy — QyHKUMA BbIYMCIEHUsS 3HAYEHUs KOHTEKCTHON
EPEMEHHON

Bxoonoii  nocnedosamenvhocmvlo  pacUIMPEHHOTO  aBTOMaTa  HA3bIBAETCS
NOCJIeI0BATEIBHOCTD MAapaMeTPU3UPOBAHHBIX BXOMHBIX CHMBOJIOB, T.e. map (i, p),
p € Dipi, ¥ BO3MOXHO, HENapaMETPU3UPOBAHHBIX BXOIHBIX CHMBOJIOB.
Konghueypayueii B paciimpeHHOM aBTOMAaTe Ha3bIBAeTCs 1apa (S, o), TJie G — BEKTOP
3HAYEHUH KOHTEKCTHBIX I[I€pEMEHHbIX. Eciu TecT, CHUHTE3UPOBAHHBIM IO
pacuIMpeHHOMY AaBTOMaTy, HampaBlieH Ha MNPOBEPKY Mepelaud JaHHBIX, TO B
KaueCcTBe TaKUX TECTOB YacTO MCIOJB3YIOT TECTOBbIE MOCIIEN0BATEILHOCTH,
KOTOpble  ymoBieTBopsitor  kputepusim  all-use  [8], wucrmoms3yemMbiMm  mipm
TECTHPOBAaHUM MporpaMMHOro obOecmedeHus. llociexmnee o3HavaeT, 4To JH000I
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MPOCTOi MyTh B rpade Mepexo0B JaHHOTO PACIIMPEHHOTO aBTOMATa MOKPHIBACTCA
HEKOTOPOM TECTOBOH IMOCIIe0oBaTeIbHOCTHI0. OCHOBHOH MPOOIEeMON TPHU CHHTE3E
TECTOBBIX IOCJICIOBATEILHOCTEH HA OCHOBE PACIIMPEHHOTO aBTOMATa SIBISIETCS TO,
9YTO HEOOXOIMMO HCIIOJIB30BATh TOJBKO TaK Ha3bIBacMble suinoanumbie (executable)
[9] BXOJTHBIC MOCJIEI0BATEILHOCTH. Jns BBITIOJTHUMOM BXOJTHOU
MOCJIEIOBATEIFHOCTH B KaXAod KoHpurypamuu (S, ©), IOCTIDKAMOW TIO
HayallbHOMY OTPE3KY I10CJIeJOBATENbHOCTH, CIEAYIOIINI MapamMeTpU3UpOBaHHbIN
BXOJHOU cuMBOI (i, p) MODKEH OBITH TAKWM, YTO B PACIIMPEHHOM aBTOMATE MPU
Nepexo/Ie M3 COCTOSHHMS S MO JSUCTBHEM BXOJHOTO CHMBOJA | COOTBETCTBYIOIIMIMA
npeaukar OyneT MCTUHHBIM 1 mapsl (o, p). OOBIYHO 3a7ada TMOCTPOCHUS TaKUX
MOCTIeZI0BATEIBHOCTEH pelIaeTcs ¢ UCMONB30BaHUEM aHamn3a JOCTKUMocTH [10].
OnHUM M3 METOJOB CHHTE3a TecTa C TapaHTHPOBAaHHOW IIOJHOTOW Ha OCHOBE
paclIMpEeHHOTO0 aBTOMaTa SIBJISETCS IOCTPOCHHE HKBUBAJICHTHOTO KOHEYHOTO
aBToMaTta [11], KOTOpBIii HE BCeraa CyMIECTBYET, €CIU OO0JIACTh OIPEACICHHUS
HEKOTOPBIX KOHTEKCTHBIX MEPEMEHHbBIX U/WITH BXOJHBIX MapameTpoB OeckoneuHa. K
COYKaJICHUIO, TaKe CNIM JUIS PACHIMPEHHOTO aBTOMATa CYMIECTBYET SKBUBAICHTHBIH
KOHEYHBIH aBTOMAT, TO JJIl pEANbHBIX CUCTEM TaKOH KOHCYHBIA aBTOMAT SBIISICTCS
HACTOJIFKO OOJIBIINM, YTO MMOCTPOUTH TAKOH aBTOMAT H/WITH MPOBEPSIOIINE TECTHI C
TapaHTHPOBAaHHOW IOJHOTOH IO TAaKOMYy aBTOMAaTy NPaKTUYECKH HEBO3MOXKHO.
[TosToMy LIMPOKO HCHOJIB3YETCSI YacCTUYHOE MOJACIMPOBAHUE PACHIMPEHHOTO
aBTOMAra C YKa3aHHEM JOITyCTUMOTO Yuciia KOH(GUTYpaliid H/WIN JJIMHBI BXOJIHOM
MOCJIE/IOBATENILHOCTH.  TeCThl, IOCTPOCHHbIE 110 KOHEYHOMY aBTOMAaTy C
OTpaHMYEHHBIM YHUCIOM KOH(UTypauui, MOKpPBHIBAIOT IIMPOKHH KIacc OLIMOOK,
OJTHAKO B OOJIBIIMHCTBE CIy4YacB MOJHOTA TECTUPOBAHMS OCTAéTCs HEU3BECTHOM. B
JIAHHOM paboTe MBI pacCMaTPUBAaEM TaK Ha3bIBaeMbIil |-OKBUBAJIECHT PaCIIHPEHHOTO
aBTOMaTa, T.e. MOJCIHPYEM IIOBEJCHHE PACIIMPEHHOIO aBTOMara Ha BXOJHBIX
MOCJIEIOBATENILHOCTAX JUIHHBI He Ooubiie |. Kak wmmoctpupyercs B paborte [12],
TECThl, MOCTPOEHHbIe 1O |-3kBHBaneHTy maxe C HeOonbIMM 3HaueHHeM |,
OOHApy)KMBAIOT  JOCTaTOYHO MHOI'O  HECOOTBETCTBHA B  IPOTOKOJBHBIX
peamuzanuax. [IpoBepsromni TecT, NPOXOMAMIUN IO KaKIOMY IEpexXomry
PacIUIMPEHHOT0 aBTOMATa, CTPOUTCS HA OCHOBE |-dKBHBasieHTa, M B pasjeie 3 Mbl
WUTIOCTPUPYEM, YTO B psAJE CIy4aeB TakOW TecT CpaBHUM IO MOJHOTE C
KIIaCCU4YCCKHUMHU TCCTaMU, MOCTPOCHHBIMU 10 KOHCYHOMY aBToMary,
MOJEIUPYIOUIEMY UCXOAHBIN PACIIMPEHHBIN aBTOMAT.

2.3 CuHTe3 TeCcTOB Ha OCHOBE ApPEeBOBMAHOro aBToMarta

JpeBoBHUIHBIE CTPYKTYPHl AKTHBHO HCIOJIB3YIOTCS I OMUCAHUS OOJBIIOTO YHCIa
cnenuuKauil U3 PasIUIHBIX O0NacTei: HalpuMep, NMPOTOKONbI, 0a3pl JaHHBIX,
nnaekcarus Yahoo!, Open Directory Project u T.1. Eciiu aTanoHHbIi paciiMpeHHbIH
aBTOMAaT  SBJSIETCS  APEBOBHAHBIM  aBTOMAaTOM, TO  IIOCJIEIOBATEIBHOCTD,
MOKPBIBAOIIAS KAXKIYI0O BETBh COOTBETCTBYIOMIETO EPEBA, SIBISAETCS BBITIOTHUMOM,
U TECT CTPOUTCS KaK MHOXKECTBO IOCIIE/IOBATEILHOCTEH, MOKPBIBAIOINX BCE BETBH
COOTBETCTBYIOIIETO JiepeBa. EciayM MCXOIHBINM pacIIMpEHHBI aBTOMAT HE SIBISAETCS
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JPEBOBUIHBIM, TO CTpouTcs ero |-skBuBajent. B Hamieir paGorte 3HaueHme |
BBIOMPAIOCH PaBHBIM 8, XOTS, KaK MOKA3bIBAIOT PE3YJIbTATHl APYTUX IKCTIEPUMEHTOB
[11], mocTraToyHO KaYeCTBEHHBIC TECTHI MOJydaroTcs maxe mpu | = 2.
IIpemnaraeMeiii B CTaThe METOJ] OCHOBAaH HAa TMOKPBITHH BCEX IIEPEXOJIOB
pacIIMpeHHOT0 3TaJI0OHHOTO aBTOMaTa, KOTOpBIE MPUCYTCTBYIOT B
cooTBeTCTBYIOIEM  |-okBHBaneHTe, ©  [MO0aBIEHWM TAKOM  KPUTHUYECKOM
MOCJIEIOBATEILHOCTH B TECTOBOE MHOXKECTBO. lIpenMylliecTBO HCMONIb30BaHUS
JIPEBOBUIHOW CTPYKTYPBI 3aKJIFOYACTCS B TOM, YTO IPHU MOCTPOCHUU KPUTHUCCKOM
MOCJIeA0BATEIBHOCTH JIs 3aJaHHOTO TIepexo/ia pacCMaTPUBAETCsl HE BECh aBTOMAT,
KOTOPBI MOXKET OBITh OYEHBH OONBINNMM, a TOJBKO OJHA W3 BETBEH IPEBOBHIHOMN
CTPYKTYPBHI.

PaccMoTpuM pacuiMpeHHBIH, BO3MOKHO yacTHdHBIA aBromar S = (S, I, O, V, T, sp),
OIMCHIBAIOIINI IIOBEACHHUE DJTAJOHHON cHCTeMBl. Ecian aBTOMar HE SBISETCS
JIPEBOBU/IHBIM aBTOMATOM, TO 3a1aJuM 3HaueHue | > 1 Ui HeSIBHOTO MOCTPOCHUS
ero l-skBuBanenta. I[lox kpumuueckoii MOCIEAOBATENLHOCTIO JUIs niepexoa t = (S,
i, P, op, 0, Up, S") pacIIUPEeHHOT0 aBTOMATa S MBI IOHUMAEM HEKOTOPYIO BXOIHYIO
MOCJIE/IOBATENILHOCTh O, KOTOpasi TO3BOJSET TOKPBITh O3TOT Tmepexox B |-
SKBHBAJIEHTE, [UIA YErO CTPOMTCS COOTBETCTBYIOIIAS BETBb |-skBuBanenra. ITocie
MOKPBITUS  mepexoja  (ecam  BO3MOXKHO — IOKPBHITH — IMEPEeXOd  BXOJHOH
MOCJIEIOBATENILHOCTRIO Y JUTMHBI He Ooubiie |), mocneroBaTenbHOCTh Y yUTHHSIETCS
JIO TOCIIE0BATENILHOCTH AauHbl |, BXomsmedl B |-9kBUBajeHT, KOTOpas u
BKIIIOYAETCH B TECTOBOE MHOXECTBO.

Br16op ouepenHoro BXOJHOT'O CHUMBOJA, MPUIUCHIBAEMOTO K MOCJIE0BATEIbHOCTH
Y, MOXET OCYIIECTBISIThCS C yYETOM JPEBOBUIHON CTPYKTYphl aBTOMara wid |-
SKBHBaJIeHTa. B 4acTHOCTH, a7 BhIOOpa OYEpEAHOTO MEepexoja PacIIupPEeHHOTO
aBTOMaTa, a 3aTeM Ui BBIOOpa CIEAYIOMIET0 BXOJHOTO CHMBOJNA MOYKHO
HCIIONB30BaTh Pa3lInYHBICE METOABI 00xonma nepesa [13], Hampumep, JIEBBI 00X0x
JiepeBa B MIIyOUHY.

HpI/I OIMMCAHHOM  BbIIIC NOAXOAC K HOKPBITHIO HNEPEXOAO0B IOTAJIIOHHOTO
paCcHIMpeHHOI0 aBTOMATAa JOBOJIBHO CJIOKHO OHCHUTH IIOJIHOTY MNOCTPOCHHBIX
TECTOB. O,I[HaI(O, KaK IMOKAa3bIBAKOT MPOBCACHHBIC KOMIIBIOTCPHBIC SKCIICPUMCHTHI,
OIMMCAHHBIC B CICAYIOIEM PAa3aCiC, B PAJAC CIy4dacB IMOJIHOTA MOCTPOCHHOTO TECTA
OKa3bIBACTCA OOCTATOYHO BLICOKOﬁ, B YaCTHOCTH, ITOJIHOTA NOCTPOCHHBLIX TECTOB
OKa3bIBacTCs CpaBHI/IMOﬁ C TOJIHOTOM TE€CTOB, KOTOPBLIC MOCTPOCHBLI U3BECTHBIMHU
KOHCYHO aBTOMAaTHBIMH METOJaMU.

3 CpaeHeHue npedsioxeHHo20 Memoda ¢ MemodaMu cCuHme3sa
mecmoe Ha OCHO8e KOHe4YHbIX a8lmomMamos
(3KcnepumeHmMarsnbHbie pe3ybmamabi)

I[J'IH TOrO YTOOBI OLICHUTb Ka4€CTBO TECTA, NOCTPOCHHOI'O Ha OCHOBE IMOKPLITHA

MEPEXO0A0B 3TAJIOHHOI'O PpACIIUPEHHOI'0 aBTOMAaTa C UCIOJIb30BAHUEM |-okBuBanenTa
Mbl MPOBEJIM KOMIIBIOTCPHBIC SKCHEPHUMCHTHI IO TECTUPOBAHUIO MPOTrpaMMHBIX
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peanuzaiuii cepBepHoil yactu nporokona TCP [14]. Ha ocHOBaHWMH HMeErOIIEHCS
creuduKanu ObUT MOCTPOEH PACIIMPCHHBI aBTOMAT; IO PACIIUPEHHOMY
aBTOMATy IOCPEICTBOM MOJCIHPOBAHUsI ObUI IMOCTPOCH KOHEYHBIH aBTOMAT,
KOTOPBI TOJYyYHMJICS YaCTHYHBIM. B KadecTBe MPOrpaMMHON peanu3aiuu ¢
OTKPBITBIM ~KOJOM MBI HCIOJIb30BAIM  Pa3pabOOTaAHHYKD HaMU PEajH3alluio
cepBepHoil yactu nporokona TCP Ha s3bike Java.

Beutn  mocTpoeHsl HAa0OPHI TECTOBBIX IIOCIIENIOBATEIBHOCTEH OIMCaHHBIM B
OpefbIIyIeM pasnene MerogoM (Ha ocHoBe |-akBuBanmenta st | = 8) u
Pa3IMYHBIMM METOJAMH II0 IIOCTPOCHHOMY KOHEYHOMY aBToMaty. [Ipu momorru
uHCTpyMeHTa MuJava as aBTOMaTHYECKOTO BHECEHHUS OIMHMOOK B TPOTpaMMy Ha
s3pIke  Java Obul  creHepupoBaH HaOOp BceX BO3MOXKHBIX MYTAaHTOB JUIA
TECTUPYEMOM MpOorpaMMHON peanu3anuu. Ha cienyromeM mare ocylecTBisuiach
NPOBEPKA, KAaKOE KOJIMYECTBO MYTAaHTOB MOXHO OOHAapYyXHUTb TECTaMH,
MOCTPOCHHBIMHU Pa3IMYHBIMH METOJaMH, B TOM YHCJIE C Yy4eTOM M 0e3 ydeTra Tak
Ha3bIBAGMBIX  OKBHBAJICHTHBIX MYTaHTOB. Hmke mpencraBieHa Tabimia,
JIEMOHCTPHPYIOIIAs MOJy4eHHbIE PE3YJIbTATHI.

s aBTOMATa, MPEICTABISIONIETO pPabOTy cepBepHO¥ wyactu mporokona 1CP,
CHHTE3 TECTOB Ha OCHOBE KOHEYHOI'0 aBTOMaTa OCYIIECTBIISIICS B IIOMOILBIO MTAaKeTa
OpUKIaaHeIX mporpamm «FMSTest-1.0» [15]. B uwactHocTH, mis o6xoma rpada
NepexoZoB B KOHEYHOM  aBTOMare  MOTpe0OBaJoCh  MATh  TECTOBBIX
nocienoBatenpHOCTeH. [IpM  HMCHONB30BaHWM JPYTHX KOHEYHO aBTOMATHBIX
METOZOB MOCTPOCHHBIH aBTOMAT JOONPEACIISUICS 1O TOJHOCTBIO ONPENeNICHHOTO,
NPOBEPSIFOLIMI TECT CTPOWJICS MO TMONHOCTHIO ONPEICICHHOMY aBTOMATy, M IIPH
JOCTIDKCHUM Ha4aJbHBIM OTPE3KOM TECTOBOH MOCIEIOBATEIBHOCTH COCTOSHHS
aBTOMara, B KOTOPOM CJCAYIOLIMII BXOJHOW CHUMBOJ SIBIISIETCS HEONPEICNICHHBIM,
TeCTOBas IIOCJIEIOBATEIBHOCTE Ha 3TOM CHMBOJE «oOpesanach». Pa3smepsl
MOCTPOCHHBIX TecToB ciexyromue: 1t W- u Wp-metonoB Tect comepxut 53 u 55
TECTOBBIX IocienoBareasrHocTeii, s H- u HSI-mMeromoB - 76 u 89 TecToBEIX
MOCJIE/IOBATENILHOCTEM, COOTBETCTBEHHO. Takas pasHMIAa B JUIMHE TECTOBBIX
MOCJIEIOBATENILHOCTE! HAIIPSMYIO CBs3aHa C OCOOCHHOCTSMH METOJla MMOCTPOCHHS
TECTOB IO YaCTUYHOMY aBTOMATY.

Tabn. 1 Cpaenenue KOHEUHO-ABMOMAMHBIX MEMOO08 CUHMEe3d MeCmo8

Meron, Kon-Bo Komn-Bo Kon- Kon-Bo Kon-Bo
BCEX MYTaHTOB, BO OoOHapyKEeHHbI | OOHApYXEHHBIX
MYTaHTOB oOHapy)XeH | JKBHBa | X MyTaHTOB/ MYTaHTOB/KOJ-
HBIX TECTOM | JIeH KOJI-BO BCEX BO BCEX
THBIX MyTaHTOB (%) | MyTaHTOB
MYTaHT MHHYC KOJI-BO
0B 9KkBHB. (%)
O6xon rpada 115 102 10 87% 97 %
IIEpEX0a0B
W-meTon 115 102 10 88,6% 97,1 %
Wp-meTon 115 104 10 90,4 % 99 9,
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H-merox 115 106 10 88,6% 97,1 %
HSI-merton 115 103 10 89,6 % 98 %
Merton cunTe3a 121 104 11 85,9 % 94,5 %
TECTOB Ha OCHOBE 8-

JKBUBAJICHTA

Umncno TeCTOBBIX IMOCIENIOBATEIBHOCTEH IS CepBEpHOM dacTu mportokoma 1CP,
MOCTPOCHHBIX TI0 8-3KBHBaNieHTY, paBHO 23. Kak BumHO W3 Tabmmmel 1, mocie
WCKIIIOYEHHS] HKBUBAJICHTHBIX MYTAHTOB IIOJHOT@ TeCTa, MOCTPOEHHOro Mo 8-
9KBUBAJICHTY, Il TECTHPYEeMOH NporpaMMHOM peanu3anuu nporokona TCP
cocraBmia IpumepHo 95 %, UTO HMpPaKTUYECKH COBMAJAeT C IOJHOTOH TECTOB,
MOCTPOEHHBIX KIIACCUYECKMMHU KOHEYHO aBTOMAaTHBIMH METOIaMH.

4. 3aknrovyeHue

B cratbe npepioxkeH NOAXOJ K TECTMPOBAaHUIO INPOrpaMMHBIX pealu3aluil Ha
OCHOBE paCIIMPEHHBIX IPEBOBUIHBIX aBTOMATOB. lIpoBelneHHbIE KOMIBIOTEPHBIE
HKCHEPUMEHTHI C IPOTOKOJOM mepepadn gaHHbIX TCP mokaszam, 4To HOJTHOTA
TECTOB, IIOCTPOCHHBIX IIPEUIOKECHHBIM METOJOM Ha OCHOBE JIPEBOBUJIHOIO
aBTOMAaTa, O CBOEH IMOJIHOTE HE YCTyHaeT TeCTaM, MOCTPOECHHBIM KIACCUYECKUMU
KOHEYHO aBTOMAaTHBIMHM MeTOJaMH. B nanpHeimeMm mpeanosaraeTcs BKIIOYEHHE B
TECT KPUTHYECKHX  IOCIICNOBATEIILHOCTEH,  pa3nuyaromuxX  |-3KBHBaJeHTHI
STAJIOHHOTO  PAaCHIMPEHHOT0  aBTOMaTa M COOTBETCTBYIOIIETO  MYyTaHTa
(mytanmonHoe TtectupoBanue [16]). IlomHOTa ™OCTPOSHHBIX TECTOB Oyner
OLICHUBAThCA YKCIEPUMEHTANIBHO AJIS Pa3IHYHBIX IPOTOKOJBHBIX PEaTH3alii.

ABTOp BBIpaXKaeT 0JIaroAapHOCTh Kauj. ¢u3.-MaT. Hayk Kymmk H.I'. u mpodeccopy
EBtymenko H.B. 3a BHMMaHue Kk paboTe U MoJIe3HbIE AUCKYCCHU.
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Tree automata based test derivation method
for telecommunication protocol
implementations

' M.S. Forostyanova <mariafors@mail.ru>
! Tomsk State University, 26
Lenina av-u, Tomsk, 634050, Russia

Abstract. In this paper, an approach for testing software implementations of
telecommunication protocols based on tree finite state machines (FSM) is proposed. The first
step is the extraction of the specification Extended FSM from an informal protocol
description. The next step is to derive a corresponding EFSM l-equivalent that is a tree FSM.
Based on the set of considered faults corresponding sequences of the l-equivalent are
included into a test suite. The proposed approach is illustrated by protocol TCP (Windows).

Keywords: telecommunication protocols, extended finite state machine, tcp, I-equivalent
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K MMHMMM3auumn aBToMaToB C TaﬁMayTaMM

Teapooeckuii Anexcandp Cepeeesuu <tvardal@mail.ru>
Hayuonanenwiii uccredosamenvckuti Tomexuii I ocyoapcmeennbviil yHugepcumenn,
634050, npocnexm Jlenuna, 36, Tomck, Poccus

AHHOTanMsi. B 1aHHOW craTbe mpeAsaraeTcss airOpuTM MHHUMH3AIMKM KOHEYHOTO
MOJTHOCTBIO ONPE/ENICHHOTO aBTOMara ¢ TaiimMayramu. [loka3piBaeTcs, YTO B OTJIMYKE OT
KJIACCHYECKMX KOHEYHBIX aBTOMATOB, UIA TaKUX AaBTOMAaTOB MHHHMalbHas ¢opma He
SIBIISICTCS] €IMHCTBEHHON ¢ TOYHOCTBIO IO H30MOphHU3Ma.

KiroueBble cjI0Ba: KOHCUHBIC aBTOMaTbl, MUHUMH3allHs, TaﬁMayTI:I, HpI/IBeZ[éHHaH (bopMa.

1. BeedeHue

Monens KOHEYHOIO aBTOMaTa LIMPOKO HCIOJIB3YIOTCS IPU aHAIU3e U CHHTE3€
JUCKpEeTHBIX cucTeM. OIHAKO B psifie CIydaeB IIPU ONHCAHUH MTOBEACHUS pPealbHbIX
CHCTEM HEOOXOAUMO YYHUTHIBATH BPEMEHHBIE ACIEKTHI, 1 COOTBETCTBEHHO, TIOHITHE
KOHEYHOI'0 aBTOMAaTa HEOOXOIUMO PacIIMPUTh. MI3BECTHO HECKOJIBKO CIIOCOOOB
BBEJICHHS BPEMEHHOM NepeMeHHOW B KoHeuHblH aBTomar [1, 2]. Ilockombky
CIIO)KHOCTB PEIICHUs MHOTHX 3a7jad B TEOPHUH aBTOMATOB CYIIECTBEHHO 3aBUCHUT OT
YHCclla COCTOSIHUM paccMaTpHUBaeMOro aBTOMaTa, OOJBIIOE BHUMAHHE YIEISIeTCS
3ajade MMHHMHU3AIMM BPEMEHHOTO aBTOMAaTa, T. €. NMOCTPOEHHIO 3KBHBAJIEHTHOTO
aBTOMAaTa C HAMMEHBIIUM YHCIIOM COCTOSHHMH. B maHHO# paboTe MBI mpeiaracm
QITOPUTM MUHHMH3AIMM KOHEYHOTO aBTOMAaTa C BXOJHBIMH M BBIXOJHBIMHU
TallMayTaMHu.

2. OcHoeHble onpedesieHUs1 u 0603Ha4YeHUsI

Asmomamom ¢ mavmaymamu WIA B JAHHOH paboOTe 6pemeHHbIM a8mMOMAamom
HasbiBaercst matépka S = (S, 1, O, hs, Ag), rae | — 6xoonoit andasur, O — ebixodHolU
andasuT, S — KOHEUHOE HemycToe MHOXKeCTBO cocmosinutl, hs (S x | x O x § x Z)
— omHoweHue nepexodos, Z — MHOXKECTBO LEIBbIX HEOTPUIATENbHBIX YHCEl,
OTIPEICIISIONIMX YUCIIO EIMHULl BPEMEHN MEX/Ty IMOCTYIUIEHHEM BXOJHOTO CHMBOJIA
U Bblgadelt BeixogHOTO, Ag: S — S x(NuU {o}) — dyuxuus maimayma,
onpeziesaonas sl KaXI0ro COCTOSHHS MaKCHMallbHOE BpeMsi OXKHJaHHs
BXOJIHOTO CMMBOJa, N — MHO)KECTBO HaTypalbHBIX YKcell. IHBIMU CIIOBaMH, €CIIU B
HEKOTOPOM COCTOSIHUM aBTOMAaTra BXOJHOM CHTHajl HE IOCTYIAaeT B TEYEHHE
OIpEeJIeTIEHHOT0 BpEeMEeHM (TaliMayTa), TO aBTOMaT MOXET W3MEHHUTH CBOE

7



Trudy ISP RAN [The Proceedings of ISP RAS], vol. 26, issue 6, 2014.

cocrosiaue. Hampumep, ecim Ag(S) = (S', T) 1 B COCTOSHMU S B TE€UEHHE | €IMHHII
BPEMEHH Ha aBTOMAT He OBUIO IOJaHO HU OJHOIO BXOJHOTO CHMMBOJIA, TO aBTOMAT
nepexoaut B coctostare S'. Ilocime mepexoma B COCTOSHHME S' OTCYET BpPEMEHH
HaurHaetcs ¢ 0. Ecnu Ag(S) = (S, ), TO aBTOMAT MOKET 0KHIaTh BXOJHON CHMBOII
B COCTOSIHMH S GeckoHewHo monro. Eciu B aBToMate ecth miepexo (S, i, 01, Sy, d) u
BXOJIHOM CHMBOJI OY/IET IOJIaH B COCTOSTHUU S MEHEe YeM depe3 T eJMHUIl BpEMEHH,
TO aBTOMAT MEPENIET B COCTOSHUE S1 U uepe3 d eIMHUI] BpDEMEHH BbIIACT BBIXOIHOM
CHMBOJI. ABTOMAT C TaliMayTaMy Ha3bIBAETCS OeMepMUHUPOSAHHbIM, €CITH B HEM HE
MO’KET CYIIIECTBOBATh IBYX KOpTexked Buma (S, i, 01, S, di), (S, 1, 05, Sp, dy) € hg, B
KOTOPBIX 03 # 0, Oy # dy Wik S; # Sp. ABTOMAaT ¢ TaliMayTaM¥ Ha3bIBACTCS
ROJIHOCMbIO ONPeOeléHHbIM, €CI JUIA 000 mapsel (S, i) € S x|, To ects mis
JI000r0 BXOJHOTO CHMBOJIA i, TIOCTYMAIOIIETO HAa BXOJ aBTOMAara B COCTOSIHUH S,
cyliecTByer koprex (S, i, 0, §', d) € hs.

Bpemennvim 6xoonvim cumsonom HaspisaetTcs mapa (i, t), rae | — CHMBOJ BXOIHOTO
angasura, t — BpeMs MOCTYIUICHHS BXOJHOIO CHMBOJIA [OCJIE MEPEX0/ia aBTOMATa B
TEKYIIlee COCTOSHUE. Bpemennvim 6blx00HbiM cumeosom HasbiBaeTcs mapa (0, d),
rJe 0 — CHMBOJ BBIXOJHOTO andasura, d — YKCIIO0 eAUHUII BPEMEHH MKy MOauci
BXOJAHOIO CHMBOJAa M BbIJauell BEIXOJHOIO CHMBOJIA. Ilocaeq0BaTENLHOCTE
BPEMEHHBIX BXOIHBIX cUMBOJIOB (iy, t1), (ip, 1) ... (in, t,) HasbIBaeTcst spemennol
6XO0HOU NOCLE008AMENLHOCIBIO; TIOCTEN0BATEILHOCTE BPEMEHHBIX BBIXOIHBIX
cumBonoB (01, d;), (0, dp) ... (0, dn) Ha3BIBACTCS BPEMEHHOU 6bIXOOHOU
nociedosamenvrocmuio. JIsl KaXIOTO COCTOSIHHS S aBroMara C TalMayTaMu
BBenéM (ymkmmio time(s, t) = s', koTopass ompenenseT, B KaKOM COCTOSHHH S
HAaXOIUTCSI AaBTOMAT Yepe3 t TaKTOB BpEMEHHM TIOCIIE TIEpeXo/a B COCTOSIHUE S, TIPH
YCIOBHH, YTO BXOJHOW CHMBON He OBUI [MOJaH. BpeMeHHas BBIXOJHAS
MOCJIEOBATEIIbHOCTD, COOTBETCTBYIOIIAS BPEMEHHOU BXOJIHOM
TIOCIIEZIOBATENBHOCTH O, TOCTYNUBIIEH HA aBTOMaT B COCTOSHHUHM S, HA3BIBAETCS
(sv1x00HOI) peaxyueli aBTOMATa B COCTOSHHHM S Ha TIOCIENOBATENHHOCTE O. B
HacTosIIEed paboTe PacCMaTPUBAIOTCS TOJBKO JETEPMHUHHUPOBAHHBIE MOJHOCTHIO
OHpeZ[eHéHHI)Ie BpeMeHHLIe aBTOMAThI, T. €. B KAXKXJOM COCTOSIHHWH aBTOMAaTa Ka)KI[Oﬁ
BpeMeHHOﬁ BXOHHOﬁ II0CJICA0BATCIIBHOCTHU COOTBeTCTByeT CAUHCTBCHHAs
BBLIXO/HAs [TOCJIEJ0BATENLHOCTD.

CocTosiHHSL S ¥ P JABYX BPEMEHHBIX aBTOMATOB JKGUSAICHMHbI, €CITH BBIXOIHBIE
peaKI_II/II/I aABTOMATOB B J3THUX COCTOSHHAX Ha Ka)KHyIO BpeMeHHyIO BXO}:[HyIO
[0CJIE0BATENLHOCTE COBIIAJAIOT. IonHOCTHIO oTpeeeHHBII
JETEPMUHUPOBAHHBIM aBTOMAT HAa3bIBAETCS NpuseoeHnbiM, €CId Jo0ble J1Ba
COCTOSHUSA B aBTOMATEC HEC SIBJISIFOTCS 3KBUBAJICHTHBIMH. HBa aBTOMAaTa
9KGUBAIEHMHbL, €CITA JIISl KaKJOTO COCTOSHHS OJHOr0 aBTOMAaTa CYMIECTBYET
JKBUBAJICHTHOE COCTOSHHE JIPYroro aBToMara, i Hao00poT.

21.]'[5{ HaX0XIACHUA pa36I/IeHI/I5[ Ha DJKBUBAJICHTHBIC COCTOAHUA I IIOJIHOCTBIO
OMpEJIeTICHHOr0  JIETEPMUHUPOBAHHOTO aBTOMAara ¢ TaiiMayraMu MHOCTPOUM
COOTBETCTBYIOIIMM KOHeuHbIH aBTtomar [1]. Jns aBtomara Ha puc. 1
COOTBETCTBYIOIIMNN KOHEYHBINA aBTOMAT IpuBejieH Ha puc. 2. Takum oOpa3om, eciu
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TafiMayT B COCTOSIHUM S paBeH [, TO B KJIaCCHMYECKHIl aBTOMAT BBOMSATCS
JIOTIONTHUTENIbHBIE cocTosiHus (S, 1), ..., (S, T — 1). Ilogo6Ho [4], BpeMecHHOI
BBIXOJHOU CHMBOJ (0, 0) COOTBETCTBYET TOMY, YTO BBIXOIHOM CHMBOI BBITACTCS
gepe3 d eqUHUI] BpeMEHH TIOCIIEe MTOCTYIUICHHST BXOJHOTO CHMBOJIA. TakuM 06pazoM
MMEET MECTO CJI/IyIOIIee YTBePIKICHHUE.

YrBepxnenue 1. J[ng BpeMEHHOro aBToMara ¢ TalilMayTaMHM YHUCJIO COCTOSHUI
COOTBETCTBYIOIIET0 KOHEYHOIO aBTOMAaTa pPAaBHO CyMME 4YHCIa COCTOSIHMH, B
KOTOpBIX TaliMayT PaBeH o0, ¢ CYMMOH TallMayTOB B COCTOSIHUSIX, B KOTOPBIX
TaliMayT HE PaBEH 00,

B HameM npumepe COOTBETCTBYIOIIMH KOHEYHBIN aBToMmar (puc. 2) mmeer 9
cocrossanii. Kak moxa3zaHo B [l], KOHEYHBIE aBTOMATHI, IOCTPOCHHBIC IS
aBTOMAaTOB C TalMayTaMH, SKBHUBAJCHTHBI, €CIM M TOJBKO €CIM SKBUBAJICHTHHI
UCXOJIHBIE BpPEMEHHbIE aBTOMATHL. J[JI1 KOHEYHOr0 aBTOMAaTa, COOTBETCTBYIOILETO
aBToMary ¢ TaﬁMayTaMH, MOXEM TIOCTPOUTH pa36HeHHe Ha J3KBHUBAJICHTHBIC
cocrosiHus [5].

Teopema 2. CocrossHMA S; W S; HCXOIHOIO aBTOMara C TaWMayTamMu S
OKBUBAJCHTHBI, €CJIM U TOJBKO €CJIM B COOTBETCTBYIOILIEM KOHEYHOM aBTOMATe
SKBUBAJIEHTHBIMU SIBJISFOTCS cOCTOSTHUSA (S, 0) 1 (S, 0).

HoxazareabcTBo. [lycTe cocTostHHS S; W S, aBToMara ¢ TaiMayramu S
SKBHUBaJIEHTHBI. JlomycTuM, uTo coctosHus (S;, 0) u (S, 0) COOTBETCTBYIOIIETO
KOHEYHOTO aBTOMAaTa HE SIBJISIOTCS JKBUBAICHTHBIMH, T.€. IJII HUX CYIIECTBYET
paznuuaronias Iocie0BaTeIbHOCTb. Torna mo mnpaBWjiaM IMOCTPOCHHsS HaWa&rcs
paznuyaronias MocjaeJOBaTeIbHOCTh M JJIsl COCTOSIHUM S; M Sp, YTO HPOTHBOPEUUT
YTBEPIKICHUIO, YTO COCTOSIHUSA S; U Sy SKBHBAJICHTHBI.

ITycte coctosinust (S, 0) m (S, 0) SKBUBaNEHTHBI B TOCTPOCHHOM KOHEYHOM
aBTomare. Torna mo npaBuiiam MocTpoeHus, st aodoro t =1, ..., N, ... COCTOSHUS
time(sy, t) um time(s,, 1) sABIAIOTCS OSKBHMBAJEHTHBIMH; IIOCIEOHEE O3HAYACT
9KBHUBAJICHTHOCTh COCTOSIHHI Sy U Sp. ¢

IIpumep. IToctpoum pa3zbueHHe Ha >KBUBAJICHTHBIE COCTOSIHMS ISl aBTOMaTa Ha
puc. 1.

i/0(2 ilo(4)

Puc 1. Asmomam ¢ maiimaymamu S.
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Puc 2. Knaccuueckuii koneunswiii asmomam FSM(S), coomeememeyowuii asmomamy ¢
maumaymamu Ha puc. 1.

s 3TOro paccMOTPUM COOTBETCTBYIOLIMM KOHEUHBIM aBTOMAar Ha puc. 2.
HenocpecTBeHHON TPOBEPKOl MOKHO YOEIHUTHCS, YTO Ui aBTOMAaTa Ha pUC. 2
pasOreHne Ha SKBHUBAJICHTHBIC COCTOSIHUS MMeeT cieayromuit Bum: {(a, 0), (f, 0)},

{(& 1), (f, D} {(b, 0)}, {(b, 1)}, {(b, 2)}, {(c, 0), (d, 0)}. Takum oGpazom,
SKBUBAICHTHBIMU COCTOSIHUSIMH B aBTOMaTe C TaliMayramu Ha puc. | SBISIOTCA
cocrosausg auf, cud.

3. MNMocmpoeHue npueedéHHOlU ¢opmbl asmomama C
maumaymamu
AJTOpUTM TIOCTPOCHUS TpPUBEICHHOH (QOpPMBI B TOTHOCTRIO OMpeAenEHHOTO
JIETEPMUHAPOBAHHOTO aBTOMATA C TaliMayTaMHu S BKITIOYAET CIICIYIOIINE [Iary.
Har 1: ITo ucxonHoMmy aBTOMAaTy ¢ TailMayTaMu S CTPOHUTCS COOTBETCTBYIOLIMI
KJIaCCHYECKUU KOHeuHbI aBromat FSM(S), mist KOTOPOro CTpouTesi pazdoueHue T
MHO)KECTBA COCTOSIHMI Ha SKBHBAJEHTHBIE COCTOSHUSL.
Hlar 2: Crtpoum pa3OWeHHEe T COCTOSHHH aBTOMara S Ha JSKBUBAJICHTHBIC
COCTOSIHMSI CIIEIYIOIIMM O0pa3oM: COCTOSIHUSL S; M Sp. aBTOMara S HpUHAJIeKaT
OJHOMY OJIOKY pa3OHeHHUsl 7, €CId M TOJBKO ecin cocTosHus (S;, 0) um (Sy, 0)
NpUHAIJIeKAT OJHOMY OJIOKY pa3OoueHus T.
Hlar 3: Crpoutcs npuBeaeHHas ¢opma B aBromara S. BxomHOW W BBIXOIHOM
angaBUTHI aBTOMATa B COBMANAlOT C TAKOBBIMH JUTS aBTOMaTa S, cocTosHusA by, by,
, by cootBeTcTBYIOT GiloKam By, By, ..., By pa30uenus ©. MHOXECTBO EPEX0/I0B
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hg aBromara B dopmupyem ciemyromuM o0pasom: Ams COCTOSHHME b u by
cymectByet koptex (bj, i, 0, bj, d) € hg, Torna n Tonbko TOraa, KOraa CyIECTBYIOT
Si € Bj u s; € Bj, Takue uro xoprex (S;, i, 0, Sj, d) € hs. [nst dynkuum Taiimayra
Ag(bi) = (bj, T) Torna u Tomeko Torxa, korna Ag(si) = (s, T), Si € Biusje Bjni=#]j.

YrBepaxnenue 3. Ilycte B — aBTOMAar, MOCTPOCHHBIN A1 aBTOMara S MO BBIIIE
ONMCAaHHOMY aIrOpUTMy. ABTOMAT B sIBISETCS NETEPMHHHUPOBAHHBIM MOJHOCTBIO
OTIpe/ICNICHHBIM aBTOMATOM, W COCTOSIHKE b; aBTOMara B 5KBHBAJICHTHO COCTOSHHIO
S aBTOMAaTa S, €CJIU ¥ TOJIBKO eciu S € B;.

Joxa3aTejbcTBO. ABTOMAT B SBISCTCS MONHOCTHIO M ONPEACICHHBIM aBTOMATOM,
MOCKOJIKY aBTOMAar S o0najgaer 3THMU CBOWCTBaMH. JleTepMHUHHPOBAHHOCTh
aBToMaTa B cmemyer w3 Toro c¢axra, 9ro mOOBIe OBa COCTOSHHA S, S,
MPUHAAJICKAIINE OJHOMY OJIOKY Bj, sSIBJISAIOTCS 3KBHBaJICHTHBIMH (Teopema 2).
IMokaxkem, uto cocrosiHust S € B u b, coorBercTByromiee 60Ky B pa3buenus
SKBHBaJIEHTHBI. J[i1s1 moGoro koprexa (Sy, i, 01, Sy, di) € hg, cymectByeT kopTex (b,
i, 01, by, d;) € hg, T. e. peakuuu aBTOMaToB B u S B cocTosiHuAX b u S Ha arH06GOM
BXOJIHOM CHMMBOJI COBIanaroT. [I0CKOJBKY Sy € By, TO mmst cocrostuuin S, u by, v st
BCEX MOCIEAYIONUX HX MPEEMHHUKOB IO JIIOOOMY BXOJHOMY CHMBOIY | MOXHO
MPOBECTH aHAJIOTHYHbIe paccyxaeHus. Kpome Toro, mis modoro Ag(Sy) = (Ss, T)
cymectByer Ag(by) = (bs, T), rme S3 € Bs, T.e peakium aBromMaToB B u S B
cocTosiHusAXx D w S Ha nr00yI0 BPEMEHHYIO BXOJHYIO MOCIEAOBATEILHOCTD
coBnaznaloT. IlokaxeM Temepb, 4To cocrosHMs S; € Bj m b, rme i # j, He
skBHBajeHTHBL. CocTosiHMe S; € Bj s3KBHBaneHTHO COCTOsSHMIO bj Mo mepBoii yacTu
JokazarenbcTBa. COCTOSAHMSA S M Sj HE DKBUBAJIEHTHBI, TaK KaK HaXoAATCsS B
pasnuuHbIX OJlokax pa3Ouenus m. Takum oOpaszom, cocrosHMsS S; U D He
SKBHUBAaJCHTHEI. ¢

Caeacrsue 1. Asromar B, noctpoennslil Ha [llare 3, ecth npuBeIEHHBIN aBTOMAT.
CaencrBue 2. ABTomat B, moctpoennsiii Ha [1lare 3, skBHBaJIeHTEH aBTOMATy S.
Takum o00pa3oMm, Ha OCHOBAaHMM CHEICTBHM | W 2 cmpaBeanmBa cliexyromas
Teopema.

Teopema 4. [IycTh S — MOJHOCTHIO ONMPEACTEHHBIN TETEPMUHUPOBAHHBII aBTOMAT C
taiimayTamMu. [IONHOCTBIO ONpPENENEHHBI JETEPMUHUPOBAaHHBIM aBTOMar B,
MOCTPOCHHBIN MO BBHINIE ONHCAHHOMY aJITOPUTMY, SIBISIETCS NMPUBEAEHHON (hopMoii
aBTOMara S.

4. Ceolicmea npueedéHHOU ¢hopMbl aemomama ¢ malimaymamu

B pabore [4] ToOKaspBaeTcs, YTO JUISI  TIOJHOCTBIO  OMpPEACTCHHBIX
JIETEPMUHAPOBAHHBIX aBTOMATOB C BPEMEHHBIMU OTPAHUYEHUSIMHU TPUBEIACHHAS
(hopma eqMHCTBEHHA C TOYHOCTBIO 10 n3oMopdusma. K coxkaneHuro, 3T0 CBOHCTBO
HE BBITIOJHSCTCS JUIsl aBTOMATOB ¢ TaiiMayTtamMu. B [3] Obuto mokazaHo, 4TO IS
WHULMAIBHOTO BPEMEHHOTO aBTOMara C TaiiMayTaMH MOTYT CYILIECTBOBAaTb
HECKOJBKO MOMapHO HEeU30MOpP(HBEIX mpuBeneHHBIX (opM. [IpuBencHHbIe (HOPMBI
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MOTYT OKa3aThCsi HEM30MOP(HBIMH, IOCKOJIbKY HEKOTOPBIC IIEMOYKH MEPEXOJI0B 10
TalfiMayTaM MOryT ObITh OOBbEJMHEHBI B OJMH repexo. Vi3MeHsss HEeMHOTO npuMep
3 paboTsl [3], MOKHO cHENaTh TaKoe K& 3aKIIOYCHHWE W Ui HEWHUITHAIBHBIX
aBToMaToB (puc 3). B uacTHOCTH, B COCTOSHUM P OTCYTCTBYET MEpeXoj] IO
TaiiMayTy 2, KOTOPBIil €CTh B COCTOSHHUM & APYrod MPUBEICHHON (HOPMBI ATOTO XKe
aBTOMATa.

lo(4 _
;” T N ilo(2) / b o) 77 N
L] |
\ a,f’ 2 \\ \‘\E_(_:,_z"'

f.-"rJ[E}R_/

i 0{2}

Puc.3. [{sa sxeusanenmuuvix npuedéHmvix, Ho HeU3OMOPHHbIX agmomama ¢ marumMaymamu.

TEM HC MCHCC, B OTJIMYMUC OT HHHUIHWAJIBHBIX aBTOMATOB, JJId HCHHUIHWAJIBbHBIX
aBTOMATOB C TaliMayTaMH Bce TpUBEACHHBIC (JOPMBI aBTOMATa UMEIOT OJTHO U TO K€
YHCJIO COCTOSTHUM.

Yreepxaenne S. UYUucio CcOCTOSHUN [IBYX OKBHUBAJICHTHBIX IPUBEIEHHBIX
aBTOMATOB C TaliMayTaMH COBIAJAET.

JoKka3aTejbCTBO YTBEP)KACHHS CIIELyeT U3 TOro (akTa, 4TO KaXKJOMY COCTOSHHIO
OJIHOTO aBTOMAaTa COOTBETCTBYET SKBUBAJICHTHOE COCTOSHUE APYIOro aBToMara,
JIBa JTIOOBIX COCTOSIHUS B OJTHOM aBTOMATe He SBIISIFOTCS] SKBUBAJICHTHBIMHU. 4

5. 3aknroyeHue

B mnacrosme# crathe ObTa paccMOTpEHA 3agada MHUHHMU3AIUH  ITOJHOCTBIO
OHpC}IeHéHHBIX JACTEPMUHHUPOBAHHBIX aBTOMATOB C TaﬁMayTaMH n TPECIIOKCH
ITOPUTM TTOCTPOEHHS IPUBEEHHON (OPMBI I Takoro aBromara. Ilokazano, 4To
B OTIMYUE OT AaBTOMATOB C BPEMEHHBIMU OrPAaHMUYCHMSIMU M aBTOMara C
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TaliMayTaMH MOXET CYIIECTBOBATH HECKOJBKO IIOMAPHO  HEH30MOP(HBIX
npuBeAeHHBIX (opM. Bompoc o0 HEOOXOAMMBIX M JIOCTATOYHBIX YCJIOBHSAX
CYIIECTBOBAHMS EIUHCTBEHHON (C TOYHOCTBHIO IO H30MOp(HU3Ma) NPHUBEICHHON
(dopMBI, Tak ke, Kak M YCTAHOBJICHHE COOTBETCTBUS MEXIy IPHBEACHHBIMU
(¢opmaMu aBTOMAaTOB C TaiMayTaMd ¥ BpPEMEHHBIMH OTPaHUYCHUSMH, TpeOyer
JanbHEHINX uccienoBanuil. [lomydeHHbIe pe3yabTaThl MOTYT OBITh HCIIOJIb30BaHEI
NpU TeHepaluy TECTOB C TapaHTHPOBAHHOW IOJHOTOM JUISi CHUCTEM, IMOBEACHHE
KOTOPBIX OITUCHIBACTCS aBTOMATaMH C TaHMayTaMH.

B 3akimouenue aBTop BhIpaxkaeT OnaromapHocTh npodeccopy H. B. EBrymenko 3a
HHTEpeC K padoTe U MOJIE3HBIE TUCKYCCHH.
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On the minimization of timed Finite State
Machines

Alexandre Tvardovskii <tvardal@mail.ru>
Tomsk State University, 634050, Russia, Tomsk, av. Lenina, 36

Abstract. This paper addresses the problem of minimizing a Finite State Machine (FSM)
augmented with input and output timeouts, since almost all methods for deriving complete
test suites are developed for reduced (minimal) timed machines, i.e., FSMs where every two
states are not equivalent. If at some state no input is applied until the corresponding (input)
timeout expires then the FSM can spontaneously move to another prescribed state. An output
timeout describes the time that is necessary for executing a transition that is the number of
time instances needed for producing an output after an input has been applied. A technique
for minimizing such machines based on corresponding classical FSMs is proposed; it is also
shown that differently from classical FSMs, an FSM with timeouts can have minimal forms
which are not pair-wise isomorphic.

Keywords: FSM minimization, input and output timeouts, minimal (reduced) form.
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PeweHue aBTOMaTHbIX ypaBHEeHMN ANs
BPEeMEeHHbIX aBTOMaTOB OTHOCUTESIbHO
napannefnbHON KOMNo3nuumn

Y2 0.B. Konopamwesa <olga.kondratyeva@telecom-sudparis.eu>
Y H.B. Esmywenxo <yevtushenko@sibmail.com>
2 A.P. Kasanu <ana.cavalli@telecom-sudparis.eu>
YHU TI'Y, 634050, Poccus, 2. Tomcx, np. Jlenuna, oom 36
2 Tenexom FOxuchbiii Hapuoic, 91000, @panyus, e. Jepu, ya. Yapavza Oypwe, dom 9

AnHoTanms. PaccmaTpuBaeTcsl 3ajadya CHHTE3a HEW3BECTHOM KOMIIOHEHTBHI, KOTOpas IpH
COBMECTHOW paboTe ¢ M3BECTHOH YACTBIO CHCTEMBI  YAOBICTBOPACT  3aJaHHOM
crierUKaINHY, B CIydae, Korja oBe/IeHHe KOMIIOHSHT U cleli(HKanus CHCTEMBI B SBHOM
BUJI€ 3aBUCAT OT BpPEMEHHU. Pe3ynbTaTbl, M3BECTHBIE JUIA pEIICHHUS MapajuieIbHOro
ABTOMATHOTO ypPaBHEHUs I KJIACCHYECKUX KOHEYHBIX aBTOMATOB, 0000IIAIOTCS Ha Cirydait
aBTOMATOB C TaliMayTaMH. 3aJjadya CUHTE3a HEU3BECTHOM KOMIIOHEHTHI BO3HUKAET BO MHOTUX
NPUIOKEHHUAX U B CTaThe WILIIOCTPUPYETCS €e NMPUMEHEHHE I peanu3alduyl KOMIIO3HINN
CEPBHCOB C 3aJaHHBIMU OTPAaHUICHUSIMH HAa BPEMEHHBIC TApAMETPhI KauecTBa.

KnioueBble cJj0Ba: BpeMEHHOW aBTOMAT, IapauleNbHAas KOMIIO3WIMS, AaBTOMATHOE
ypaBHEHHUE, HanOONbIIee PEIIeHNe, OTPAHNYCHUS BHEITHEH Cpebl.

1. BeedeHue

[Ipn cuHTE3e W aHaIM3€ MHOTOKOMIIOHEHTHBIX JUCKPETHBIX CHCTEM HEPEIKO
BO3HMKAET 3a/1a4a CHHTE3a HEU3BECTHON KOMIIOHEHTHI, KOTOpasi NMPH COBMECTHOM
paboTe ¢ M3BECTHOM YacThIO CHCTEMBI yJIOBJIETBOPSET 3aJaHHOW CreruduKaIny.
Kak nokaszano B [1, 2] naHHas 3ajaya 4acTo MOXeET ObITh ()OpMain3oBaHa B BHJC
pemeHns COOTBETCTBYIOIIETO SI3BIKOBOTO I aBTOMAaTHOTO YpaBHEHMS, OJHAKO B
pa3pabOTaHHBIX aNrOPUTMAax SBHO HE YUYHUTHIBAIOTCS BPEMEHHBIE AaCIEKTHI
MoBeJeHNs cucTeM. B nmaHHOW paboTe MBI paccMaTpWBaeM MOJENb aBTOMaTa C
TaliMayTaMu, Jajiee BpPEMEHHOW aBTomaT [3, 4], pacmupeHHyl Ha Cciay4ai
BO3MOJKHOTO HEIETePMHUHHM3MA II0 BPEMEHH 3aJepikeK OOpabOTKH BXOIHBIX
cuMBOJIOB. B [5] yxke OBIIO TOKa3aHO, YTO TaKOe pacHIMpEeHHe OKasbIBaeTcs
HEOOXOMMBIM TIPH OIIMCaHUM COBMECTHOTO MOBEAECHHS KOMIIOHEHT, JIOITYCKAIOIINX
HEIeTEPMUHM3M I10 BXOIHBIX CUMBOJIAM.
PeaspHble cucteMbl Beerjga (pyHKIMOHUPYIOT B HEKOTOPOH cpejie, KOTOpasi MOXKET
BO3J/ICHCTBOBATh Ha CUCTEMY M B KOTOPOH BO3MOXHO HaOJIIO/IEHHE 33 pEaKnUsIMH
cucreMbl. CBOWCTBa cpeibl BIMSAIOT Kak Ha YNpaBiIsieMOCTb M HaOJI0IaeMOCTb
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CHUCTEMBI, TaK ¥ MOTYT HAKJIaJILIBATh JOTOJHUTEIbHBIC OTPAaHWUYEHUS Ha TOBECHHE
cucrteMbl. Mcrnonb30BaHHE TaKWX OTPAaHMYEHHMA BHEIIHEW Cpeabl, KaKk YacTHUYHAs
YIPaBIIEMOCTh, HWHEPIMOHHOCTh (KOHEYHOCTh OOpAaOOTKH CHTHAJIOB CPENol H
CHUCTEMOI), KOHEYHOCTh BPEMCHH OXHUJAHUS OTBETA OT HCIOJB3YEeMOIO
MPUIOKEHUS,, MOXET OKa3aThCs TMOJIC3HBIM JUIS TOBBINICHUS J(PPEKTHBHOCTU
pa3paboTku (PYHKIMOHANBHBIX U KAYCCTBCHHBIX TPEOOBAHU, A ONTUMHU3AIMH
MHOT'OKOMIIOHCHTHBIX CHUCTEM, a TaKKe MPU TOCTPOCHUHU TECTOB. [103TOMY MBI
paccMaTpUBaeM MOCTPOCHHE KOMITO3HMIIMU M PEIICHHE YPAaBHCHUMA I BPEMEHHBIX
ABTOMAaTOB C YYETOM JOMOJHHUTEIBHBIX OTPAaHMYCHUMN, HAKIAIIBIBACMBIX Ha CpPEIy
W/AIIA KOMIIOHEHTBI CUCTEMBI.

CraThsl OpraHM30BaHa CICAYIOIIMM 00pa3oM: B pa3jiene 2 BBOIATCS HEOOXOIUMBIC
ompeneieHus W 0003HaueHHs JJIs aBTOMaTa C TalMayTaMd U PacCMaTpPUBAIOTCS
OTpaHWYEHUS IJI BHEIIHEH Cpenpl Yepe3 IOBEICHHE MaKCHMAaJhbHOTO aBTOMATa.
Pazmen 3 mOCBAIIEH MOCTPOCHUIO MAPaUICIBHOW KOMIIO3WIINH, IUISI KOTOPOH B
pa3gene 4 mpuBomUTCA (QOpMyNa IUIs HaXOXKACHUS HAHUOOJNBINETO pEIICHUS IMpH
pa3IMYHBIX OTPAaHWYCHUSAX MJs BHEIIHEH cpenbl. B pasmeme 5 oOcyxmaroTcs
TICPCIICKTHBHBIC HATIPABJICHUS ISl JATbHEHIITNX MCCIICIOBaHNH.

2. BpemeHHOU aemomam ¢ malimaymamu

(OyHKINOHUPOBAHNE aBTOMAaTa BCETZla OCYIIECTBISICTCS B HEKOTOPOH 6Heuinel
cpede, TpeNNOaraeéMoil WM 3agaHHON sBHO. CBOWCTBa cpenbl BIMAIOT KaK Ha
BO3MOXKHOCTb WJIM HEBO3MOXXHOCTh II0/1aud W HaONIONEHWS OINpeaeTIeHHBIX
CHMBOJIOB (YIIPaBIsIEeMOCTh M HaOJIIOAaEMOCTb CUCTEMBI), TAaK U MOT'YT HaKJIa/IbIBaTh
JIOTIONTHUTEIbHbIC OTPAHNYEHHUS Ha TIOBEJCHNUE CHCTEMBI.

B ob6mem ciydae, 6€3 JONOIHUTENBHBIX OIPaHUYEHHUH, BHELIHAS CPela, B KOTOPOM
(hyHKIMOHHUPYET BpPEMEHHOM aBTOMAT, YIIOBIIETBOPSIET CIEIYIOUTIM
NPEANOoIoKEHHsM U TpeOoBaHMsAM: 1) CO CTOPOHBI BHEUIHEH cpelbl Ha aBTOMar
MOTYT MOCTYIHUTh TOJBKO CHMBOJIBI M3 HEKOTOPOro BXojHOro aidasura I, u co
CTOPOHBI aBTOMAaTa BO BHEUIHIOI CpPEAy IOCTYMAal0T CHMBOJIBI M3 HEKOTOPOTO
BbIxoiHOTO andasura O; 2) BBIXOJAHOW CHMBOJ MOXET OBITh IOJYY€H BHEIIHEH
cpeoi TOJBKO TOCHE I0JJa4d Ha aBTOMAT HEKOTOPOTO BXOJHOTO CHMBOJIA, T.€.
BXOJIHOH CHMBOJI BCET/Ia PEAIIECTBYET BBIXOJHOMY CHMBOJTY; 3) ITOCIIE MOTydeHHs
aBTOMATOM BXOJHOTO CHMBOJIa, BO3MOXKHO, 10 MCTEYEHHH HEKOTOPOT'O0 BPEMEHH,
OyzneT mpou3BeleH HEKOTOPBIH BBIXOJHON CHMBOJ; 4) BHEMIHAS Cpeia sBIsETCS
JIOCTaTOYHO «MEJUICHHOW», T.C.CIEAYIOINA BXOJHOM CHMBOJ MOXET OBITh MOJaH
Ha CUCTEMY, OBEJEHHE KOTOPOM ONUCAaHO BPEMEHHBIM aBTOMAaTOM, HE paHee, YeM
OBl TONY4YeH BBIXOJHOW CHMBOJI Ha TPEABIIyIIEe BXOJHOE BO3JCHCTBHE.
OnwmcanHas MOJZOOHBIM 00pa3oM cpeJa MOXKET paccMaTpHBaThCsA Kak Hamboiee
o0mmras Uit GyHKIMOHUPOBAHNUS aBTOMATOB C 33JaHHBIMH BXOIHBIM M BBIXOJHBIM
andaBuTamMu, TaKk KaKk BBIIIOJHEHNE JaHHBIX TPeOOBAHMI HE HAKIAABIBAET HUKAKHIX
JIOTIONTHUTEIBHBIX OTPaHNYEHIH Ha MTOBEJICHHE U CTPYKTYPYy aBTOMATOB.

Kax o6srun0, N ganee 0603Ha9aeT MHOKECTBO HATYypaIbHBIX YHCE.
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Asmomamom ¢ mativaymamu [3,5] Win B JaHHOW CTAaThe TPOCTO BPEMEHHbIM
aemomamom HaszbiBaetcss cemépka S =(S, 1, O, So, A, As, Os), THe nATEPKA
(S, I, O, S, As) ecThb KiaccHuecKhil KOHEUHBIM aBTOMAT, JOIONHECHHBIA ¢hynKyuel
3a0epoicku 6x00Ho20 cumeona As:S —> S x (NU{w}) u yuxyuei 3adepoicku
BbIXOOHO20 CUMBOIACS. hg —> 2(N V{01 ), Tne S — KOHEYHOE HEMyCTOe MHOXKECTBO
COCTOSIHUH C BBIICIICHHBIM HaYalbHBIM COCTOSIHUEM Sg, | 1 O — KOHEUHbIE BXOHOM
M BBIXOJHOM an(aBUTBI COOTBETCTBEHHO, AsC SxIxSx O  — oTHOmeHUE
nepexomoB. Dy As (magee TakkKe HasbiBacMas (YHKIHEH TaiiMayTa)
OTpe/IesIsieT Ui KaKAOTO COCTOSHHS MaKCUMAajbHOE BPEMsI OKHIAHUS BXOIHOTO
cuMBoJyia (TaiiMayT) W COCTOSIHHE, B KOTOpPOE aBTOMAT MEpeHIET MO HCTeYEHUH
TaliMayTa B Ciyd4ae, €CIM HU OJMH BXOJHOW cuMBOJ He noctynwil. OyHKuus og
orpeziessieT U KaXI0ro IIepexo/ia HelyCToe, BO3MOXKHO OECKOHEYHOE MHOYKECTBO
JNOMYCTHUMBIX ~ HMHTEPBAIIOB  BPEMCHH,  HEOOXOAMMBIX IS  BBIMOJHEHHS
COOTBETCTBYIOIIETO IEpexo/a M TMOJYyYeHHs BBIXOJHOTO CHMBOJIAa B OTBET Ha
MOCTYIUBIIIEE BXOJHOE BO3/IeHCTBUE (BRIXOAHON TaiMayT). AHAJOTUYHO [5], najee
MBI MPEJIOIaracM, YTO MHOXECTBO 3HAYCHHH Gg Ui KQKAOTO IEPeX0/a MOXKET
OBITH NPE/ICTABICHO MHOXXECTBOM 3HAYCHUI KOHEYHOro Habopa LEeNOYHCICHHBIX
nuHennbix ¢yukuumit Buma {b + k-t | b, k € {0} UN}.

CBoIiCTBa AETEPMUHUPOBAHHOCTHU M TIOJIHOW ONPEIENEHHOCTH (OPMYITUPYIOTCS AJIs
BPEMEHHBIX aBTOMAaTOB aHAJIOTMYHO KOHEYHBIM aBTOMaraM. ABTOMAT Ha3bIBAaeTCS
HOJIHOCMbIO ONpedeNeHHbIM, eCIU JUT J1I00oro S; € S u mroboro i € | cymectyer,
no kpaitneit mepe, ogHa mapa (S;, 0) € Sx O, Takas, 4ro (Sy, i,Sp 0) € As, B
NPOTUBHOM Cllyyae aBTOMAT Ha3bIBAaeTCs uYacmuunviM. BpeMeHHOW aBToMaT
Ha3bIBACTCS  I-0emepMUHUPOBAHHBIM, WIH OCMEPMUHUPOBAHHLIM 1O  6XOOHbBIM
cumgonam, €Civ [yl JIOOBIX COCTOSIHUSL S; € S M BXomHOro cumBoia i€ |
orpeziesieHo He Oosiee OAHON mapsl (Sy, 0) € S x O tako#, uto (S, i, Sp, 0) € As, B
OPOTHBHOM CiIydyae, aBTOMAT Ha3bIBACTCS i-HedemepMuHuposanuvim. BpemeHHoM
aBTOMAT Ha3bIBaeTCs t-demepmunupoganHviM, WA OemMepMUHUPOBAHHBIM NO
6pemenu, eCId TSI K&KI0To nepexofa (S, 1, Sz, 0) € As ONPEESICHO eIMHCTBEHHOE
3HAYCHHE OMYCTUMOW 3aJepikKKH BbIXoaa, T.e. |os((Sy, i, Sz, 0))| = 1, B mpoTHBHOM
ciyyae, aBTOMAT Ha3biBaercs t-wedemepmunuposannvim. BpeMeHHON aBToMar
Ha3bIBACTCSI OeMmepMUHUPOBAHHLIM, €CITU OH I- W {-IeTepMHUHUPOBAHHBINH, B
MPOTUBHOM CITy4ae — HeQemepMUHUPOBAHHBIM.

[loBeseHHEe BPEMEHHOrO aBTOMAaTa CYIIECTBEHHO 3aBUCHT OT BPEMEHHBIX
apaMeTpoB, HO3TOMY AJIS €r0 ONMHCAHUS BBOISTCS MOHATHS BPEMEHHBIX BXOJHOTO
M BBIXOJHOTO CHUMBOJIOB [3]. Bpemennoii eéxoonoti cumeon (i,t) € | x ({0} UN),
NO/IAaHHBI Ha aBTOMAT B TEKYIUEM COCTOSHUH S, 03HAYACT, YTO BXOAHON CHMBOII |
MOJIAETCS Ha aBTOMAT MO MUCTEYCHHH ! eIMHHIl BpEMEHU C MOMEHTA JOCTHKEHHS
ABTOMAaTOM COCTOSHMS S HJIM O HCTEYCHHH ! €IMHHI] BPEMEHHM C MOMEHTa
HAOJIOIEHUs TPEBIYIIET0 BBIXOAHOTO CHMBOJIA. BpeMenHOU 8bIXOOHOU CUMBOIL
(0, k) € O x ({0} U N) moka3eiBaeT, 4TO CHMBOJ O BBIIACTCS aBTOMAaTOM 4epe3 K
SIUHULI BPEMEHH TOCJIe TTOIYYCHHUS] BXOAHOTO CUMBOMA. J{JIsl BEIYUCICHUS PEaKIIUH
aBTOMara Ha BPEMEHHOH BXoiHOW cuMmBOX (i, {), TMOMAHHBIA B COCTOSHHH S, Ha

87



Trudy ISP RAN [The Proceedings of ISP RAS], vol. 26, issue 6, 2014.

OCHOBE TalMayTOB BBIYHCIIIETCS COCTOSHME, B KOTOpOE aBTOMAT MepeiueT u3
COCTOSIHHUSA SIIO McTedeHur BpemeHu t [3]: BXOAHOM CHMBOJI iMOCTYIIMT Ha aBTOMAT B
COCTOSHHM S,, B KOTOPOM OKAaHYHBAETCA IIOCIEIOBATENHFHOCTh IEPEXOJ0B IO
TaiiMaytaM As (S) = (S1, T1), As(S1) = (Sz, T2), ..., As (Sp-1) = (Sp, Tp) Taxas, uro
Ti+To+ ...+ Tpa<t, Ho T1 + T, + ... + T, > t. OT™MetnM, 4TO eciu Ag (S) = (S, ),
TO Sp =S npu modom t. Takum oOpa3oM, B pe3ynpTare momauu cumsoina (i, t) B
COCTOSIHUM S aBTOMAaT MOXET BBIJIATh BBIXOJAHOW CHMBOJ O uepe3 K emunun
BPEMEHH, €CIIH ¥ TOJIBKO €CIIH CYIIECTBYET Nepexof (Sy, i, S', 0) € As u K € o5((Sp, i,
s, 0)), © B 3TOM cjy4ac BPEMEHHON BBIXOJHOM cuMBOI (0, K) ecTh peakius
aBTOMATa Ha BPEMEHHOW BXO{HO# cuMBOII (i, t) B cocTOSIHIH S.

PaccMoTpuM BpeMeHHYIO BXOAHYIO MocienoBaTensHocTh o = (iy, t)(ip, tp)...(In, )
BPEMEHHYIO BBIXOIHYIO MOCJEI0BATENBHOCTE 3 = (01, K1)(0o, K2)...(0On, Ky). Eciu B
aBTOMare S CyHIECTBYeT TakKas MOCIIEI0BATENLHOCTh MEPEXOJ0B, YTO BBIXOJHAS
MOCIIEIOBATEILHOCT [ MOXKET OBITh peakiuedl aBToMaTa B COCTOSHHHM S Ha
BXOJIHYIO TMOCIICIOBATEIBHOCTH 0, TO Mapa Of Ha3bIBACTCS 6PEeMEHHOU 6X00-
BbIXOOHOU  NOCAEO0BAMENbHOCMbIO WA  6PEMEHHOU mpaccol aBTomMara S B
COCTOSTHUU S. MHOXECTBO BCEX BPEMEHHBIX TPAcC aBTOMATa S B COCTOSIHUH S
0603HaunMm traces(s).

JIBa cOCTOSIHMS S U P BPEMEHHBIX aBTOMATOB S U P Ha3bIBAIOTCS 9K6UBANCHMHbIMU,
€Cli  MHOXECTBA TpacC B 3THX COCTOSIHMSIX — COBOANalOT, TO  €CTh
traces(s) = tracep(p). ABromMarhl S u P Ha3bIBAIOTCS 9KEUGANECHMHbIMU, ECITH HX
HayalbHbIE COCTOSIHUS DKBUBAJIEHTHBI. ABTOMAT S ecTh pedykyus aBromata P,
obosnaucane S < P, ecnu traces(Sy) <tracep(po).

MHOKECTBO BCEX BPEMEHHBIX TPAacC aBTOMara S MOXKET OBITh IPEACTABICHO
COOTBETCTBYIOIIMM  KOHEYHBIM  moiyaBromaroM Aut(S) ¢ BBIJCICHHBIM
cnenuanbHeIM cuMBOJIOM 1 ¢ U O mis o0o3HaueHWs OXHOAHUSA B TEUCHHE
eJIMHMIBI  BPEMEHH, Takoro, 4ro mnoxyaBromar  Aut(S)  pacmosnaer
nocieoBarensHocTs o = 194, 1k101... 1,1 ™Om, €CIH M TOJNIBKO €ClIu
(iy, t).(01, k) ... (im tm).(Om, Km) ecTh Bpemennast Tpacca aBTroMmaraS[5].
KOHCTPYKTHBHO, COOTBETCTBYIOIIUI MOIyaBTOMAT MOXKET OBITh MOCTPOCH 3aMEHOM
K)KJOro Iepexoja BPEeMEHHOr0 aBTOMara Ha M[ENOYKy MepexoioB, B KOTOPOi
Mepexoibl MO BXOJHOMY U BBIXOJHOMY CHMBOJY Pa3/ielieHbl TPEOyeMbIM UYHCIOM
nepexonoB mo cuMBony 1. Ilepexomsl mo TaliMayTy MPEACTABIIAIOTCS LEMOYKON
MEepPEeX0I0B M0 CUMBOITY 1 uepe3 «KOIMUM» HAYAILHOTO COCTOSHHUS [IETTOYKH.

YrBepxaenue 1[5]. Bpemennbie aBroMatsl S u P 3KBUBAJCHTHBI, €CJIH M TOJIBKO
€ClM 9KBUBAJCHTHBI COOTBETCTBYIOIME wuM moiyaBTomatel Aut(S) wuAut(P).
ABromMar S ecthb pemykimsi aBromara P, ecmu u Toipko eciu Aut(S) ecth
peaykuusAut(P).

S3blk,  pacrmo3HaBaeMbldi  monyaBToMaTtoM  Aut(S), Oyamem  Ha3bIBaTh
(pazseprymoim no epemenu) A3bIKOM 8peMeHHO20 agmomamaS W 0003HAYaTh

L(S).
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Maxcumanvnoim epemennviv asmomamonm 6 aigasumax | u O Gynem Ha3sIBaTh
Takoi BpeMeHHOI aBToMar Mo, KOTOPBIl copepXuT B cebe o000l BpeMEeHHOM
aBTOMAaT S Kak peayKuuio. SI3bIKk MaKCHMalbHOTO BPEMEHHOI'O aBTOMATa
o6osmaumm  L(M,o) = [(1)"1(1)'0]°(1)". Mo onpemenenmio, sseik  L(S)
HEKOTOPOro BpeMeHHoro apromara ssmsercs [(1)" U (1)'1(1) O]-mpedukc-
3aMKHYTBIM MOJMHOXecTBOM si3bika L(M, o), To ecTh Takum, 4TO AJS JHOOBIX
nocrenosatensHocteit o € L(M,0) u b e [(1) U (1)1(1) 0] cnpasenuBo: eciu
abel(S), T wuw oel(S). OrmernM, 4dYro s3bIK MOJyaBTOMATa,
COOTBETCTBYIOLIIETO BPEMEHHOMY aBTOMATY, PACMO3HACT HE TOJBKO TPACCHI
BPEMEHHOTO aBTOMATa, HO M BCe MX MHpojomkeHms ¢ cyddukcamm u3 (1),
Hdannbie cyhGOHUKCH OTpakaroT TOT (aKkT, YTO MOCIE BBIAYH TMOCICIHETO
BBIXOJIHOTO CHMBOJIa aBTOMAT HE MpeKpaiiaeT cBoe (YHKIHOHHUPOBAHHE H HE
OCYILIECTBIISAET COPOC B HAYAJIBHOE COCTOSIHUE (€CIH HEe CKa3aHO MHOE), U MOXET
HPOIOJDKATH M3MEHSTh COCTOSHUE [0 JCHCTBUEM TaiiMayTOB.

Maxcumanvuvim BpEMEHHBIM aBTOMAaTOM B 3aJlaHHOM cpeae OyneM Ha3bIBaTh
MaKCHUMalbHBIM  momaBTOMaT M;o,  YAOBIETBOPSIOMIMNA  OTpaHHUUYEHUSM,
CBSI3aHHBIM B YACTHOCTH C JONOJHUTEIbHBIMU OTPAaHUYEHUSAMU BHEIIHEHN CpeElbl,
B KOTOPOH ()YHKIIMOHUPYET BPEMEHHOI aBTOMAT.

[Tone3HbIMH Ha TPAKTUKE OKAa3bIBAIOTCS CICAYIOIIME OTPAHUYCHUS H KX
KOMOUWHAINN:

1. HUnepyuonnocme enewneli cpedvl: TOCIHE TOIYYEHHS OT aBTOMaTa
BBIXOJJHOTO CHMBOJIA, Cpefie TpeOyeTcss HEKOTOPOe MUHMMAITBHOE BpeMsT Ha
TEHEepAaIMi0 CIIEAYIOIEr0 BXOMHOTO CHMBOJIA. SI3BIK MaKCHMAIbHOTO
aBTOMaTta B MHEPIMOHHO# cpexe Oymer mvers iy [(1)1(1)°0(1)"°(1)",

riae ne N npeaAcTaBIACT MUHUMAJIBHOC BPEMS PCAKIIUN CPCbI.

2. Huepyuonnocme cucmemvl: moboi cucreme TpeOyercsi HEKOTOpOe
MHUHHAMAIIBHOE OTIMYHOEC OT HYJIS BPEMsl, YTOOBI MPOM3BECTH BBIXOJHYIO
pEaKIHi0 Ha IOJIYYCHHOE BXOAHOE BO3ZEHCTBHE. SI3bIK MAaKCHMAalIbHOTO
aBroMaTa Uil ~ WHEPUUOHHBIX  CHCTeM  OyIeT  HMeThb  BH[
[(1)"1(1)™(1)"0]°(1)", rme m e N mpexcTaBisieT MHUHHMAIBHOE BpEMs

pCaKu CUCTEMBI.

3. Oecpanuuennocmo epemenu 0NCUOAHUS: CPENA MOKET 0XKUAATh BBIXOIHYIO
pPEaKIMI0O CHUCTEMbI Ha IOJAHHOE BXOJHOE BO3JECICTBHE HE JOJIbIIE

HEKOTOpPOTO 3apaHee 3aJaHHOI'O HWHTEpBaJia BPEMCHHU. SI3bIK
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MaKCHMaJIbHOTO aBTOMAaTa IS CHCTEM B TAaKOW cpexe OyaeT MMETh BHL
[(1)"1(1)¥0]"(1)", rae k e N mnpexcraBiser MaKCHMAIbHOE BpEMs
OXHAAHUS PEAKIMH CHCTEMBI. VICTOIb30BaHUE JAHHOTO MPEAIONOKEHHS
Ha MpaKTHKe TpeOyeT, BO-MEPBBIX, SBHOIO OMUCAHUS MOBEICHHS BHELIHEH
cpenbl B CIydasxX HAapyLICHHWS BPEMCHH OXHAAHUS —(HAIpHUMeD,
mepe3arpy3ka CHCTEMBI, NPEphIBaHHE TEKyIIeH Olepanu, d T.I.), BO-
BTOPBIX, HHTEPIPETALMH OTCYTCTBHS BBHIXOJHOTO CHMBOJIA [0 MCTEYCHHU

3aJaHHOTO BPEMEHHN OKUIaHUA.

4. Banpem na nooauy exoonoiu nociedogamenvrhocmu o = (ig, ty)... (in, t,): HA
BPEMEHHOW  aBTOMAaT  HE  MOXET  ObITh  [OJaHA  BXOJAHAsA
MOCIIEN0BATENBHOCTE O B CHIIYy CBOMCTB BHEIIHEN CPEbl MM €CIIM JaHHAas
MOCIIEN0BATENLHOCTh MPUBOIUT K HEAOIYCTUMOMY TOBEIECHHUIO CHCTEMBEI.
lanHoe TpeOOBaHKE MOJHOCTHIO ONUCHIBAETCS PACCMOTPEHUEM PeIYKIIUH

COOTBETCTBYIOIICTO YAaCTUYHOTO MaKCHUMaJIbHOTO aBTOMaTa, HWMCHOLICTO

ek Buaa [(1)1(1)°01°(1)"/ [(1)"iy (1)°0] ... [(1)™i, (1)°0] (1)".

MoOKHO paccMOTpeTh 0oJiee CIIO)KHbIE OTPaHMYCHUS JJIsl BHEIIHEH CpPe/Ibl, OJJHAKO
Jlajee Mbl IpPEAINoJaraeM, uTo IS JIF0OOTO0 paccMaTpHBAaEeMOIo OrpaHUYEHMs Ha
BHEIITHIOIO Cpely, €cliM BpeMEHHOH aBToMaT MyoBiIeTBOpSIET NMpeabsIBICHHOMY
OTpaHWYEHUIO0, TO M J00ast peaykius aBTomara Mrakxke eMmy ynosnerBopsier. B
TaKOM CJIlyyae OTPaHHYEHHUS Cpeasl MOTYyT OBbITh IIPEACTaBIEHBl B BHUAE
COOTBETCTBYIOIIET0 MaKCHMAaJbHOTO BPEMEHHOI'O aBTOMAaTa, TO €CTh aBTOMArTa,
OINUCBHIBAIOLIETO  MAKCHMAJbHO BO3MOXHOE TIOBEJICHHME TIIpU  COONIOJCHUH
JIOITyCTUMBIX OTPaHUYEHUI.

3. MapannensHasi KOMMO3UUUsI PEMEHHbIX agMoMamoe

Jnst omucaHus B3aMMOJICHCTBUS BPEMEHHBIX aBTOMATOB B PEXHME AUAIOra
BBOJIUTCSI OIepalys mapauieibHOd KoMmo3uimn. Cxema OWHApHOW MapauieIbHON
KOMIIO3WIINK TpuBefcHa Ha puc. . be3 orpaHmdeHus OOIMHOCTH, gajee MBI
mojaraem, uto andasutel I, |, Of, O, U, V momapHo He mepeceKarTCs.
O6o3naunm yepe3 | = Lhul, w O = O;U0, BHemHUE BXOAHON W BBIXOJHOW
argaBUTHl KOMIIO3UIIUH.

90



Tpynst UCIT PAH, Tom 26, Bbim. 6, 2014 1.

S P e

lolo

Puc. 1. Cxema napannenvrou Komnosuyuu

A

AHaNOrMYHO KOMIIO3UIIMK JIi KOHEYHBIX aBToMaroB [1], mapamienbHast
KOMITO3HI[MsI BPDEMEHHBIX aBTOMATOB MOXET OBITh MOCTPOEHA M0 COOTBETCTBYFOIHM
MIOJTyaBTOMATaM. Hapannenvrou Komnosuyueu [1, 2] MTOJTlyaBTOMAaTOB
A=A XUY,ay0sFa) u B=(B,YUZ b, 6g, Fg) HaswiBaeTcst moiayaBTOMAT
C=(C,XuUZcydc Fc), Ttaroir, uroC =[Anzx N BaxizJuxez (0603HadeHue:
C = A0 B), rae omepauuu nepecedeHus (M), pacmmpeHus (1) ¥ OrpaHuyeHus (1))
MOJyaBTOMATOB OMNPECICHbI H3BECTHBIM O0pa30M Ha OCHOBE COOTBETCTBYIOIIHMX
oreparuii Haj perynsapHbIME s3bikamiu [1, 2].

Iycte 3amaHbl Bpemenuble aBroMatel S = (S, 1; UV, 0; U U, Sy, As, A, 05) 1
P=FP,1,uU,0,UV,po, Ap, Ap, Op) U OrpaHUYCHHS BHEIIHEH CpEObl IS
KOMIIO3HLIMK BBIpaKeHBI aBTOMatoM Mc<M,o. Torma BpemenHoil apromar C,
KotopoMmy cootBercTByeT mosyasTomMar Aut(C) = [Aut(S) O Aut(P)] n Aut(Mc),
€CTh  NApANIeNbHAsl — KOMNO3uyusi  epemennvlx  asmomamos S u  Pnpu
oepanuyenuuMc. B ToM citydae, eciu TOMOTHUTEIbHBIC OTPAaHUYCHHS [Tl BHEIIHEH
cpensl He 3a1aHbl, To ecTh M¢ = M, o, TO onpezenieHne napayuieIbHON KOMITO3HLIHH
COBIIAJIA€T C TAKOBBIM U3 [5].

YrBep:xaenne 2. Ecmu S; < S, u Pp <Py, 10 S; 0 P1<S; 0 Po.

Jlokasamenvcmeo cieqyeT W3 CBOWCTB OIepanyil (paclImpeHre, OrpaHUuYeHUE,
nepeceueHune) Haj S3bIKAMH, HCIONB3YEMBIX UL  OMpPEICICHHUS ONepanuu
KOMITO3HUITHH.

Cneocmeue. MakCUManbHBIM aBTOMAT KOMIIO3MIIMH JIFOOBIX KOMIOHEHT S u P,
YIOBJICTBOPSIOMIAX OTPAaHHYCHHUSM, BBIPA)KCHHBIM MaKCHUMAaIbHBIMH aBTOMAaTaMH
Ms 1 Mp cooTBeTcTBEHHO, €CTh aBTOMaT M¢ = Mg ¢ Mp.B wacTHOCTH, KOMITO3HUIHS
WHEPIMOHHBIX aBTOMATOB (C HEHYJIEBOH MUHUMAIBHOW 3a/IePKKOM BBIXOJa) TAKKE
OyaeT HHePIIMOHHBIM aBTOMATOM.

4. Haubonbwee peweHue ypaeHeHUs1 OJi1 BPEeMEHHbIX
asemomamoe

Paccmorpum aBTOMarHOe ypaBHeHue A O X ~ C, koap¢puunentst Au C xoroporo
OIMCHIBAIOTCSI BPEMEHHBIMH aBTOMaramu, ¢ €cTh Omeparop NapauIeIbHOH
KOMITO3MIIMH, a B Ka4eCTBE OTHOIICHHS KOH()OPMHOCTH ~ BBICTYIIAeT PEeAyKIHs (B
3TOM CJlydae MOKHO TOBOPHTb 00 aBTOMAaTHOM HEpaBeHCTBE). Torma 1o
OIPE/ICJICHUIO  MAapaUIeIbHOM  KOMITO3HMILIMKM, HEPaBEHCTBO JUIS  BPEMEHHbBIX
aBTOMATOB BHUJIA
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AOX<C
MOJXHO pCIIaTh KaK HEPABCHCTBO HaJl COOTBETCTBYIOIIUMMU I10JTyaBTOMATaMU

Aut(A) ¢ Aut(X) nAut(Mc) < Aut(C),
KOTOPO€ CBOJUTCS K CIEAYIOIEMY HEPABEHCTBY HaJ| A3bIKAMU I10JIyaBTOMAaTOB
L(A) 0 L(X) nL(Mc) < L(C).

Janee, npumensis usBectHoe npeobpaszosanre A U B = C&A = Cn B u3 teopun
MHOJKECTB, ITOJTYYHUM S3BIKOBOE HEPABEHCTBO BHUA

L(A) 0 L(X) < L(C) U L(M¢).

I/ICHOHL?,}/'H N3BCCTHBIC PpE3yJIbTaThl JJId HanOOJIBIIETO peuicHust A3bIKOBOI'O

HepaBeHCTBa [1], Halimem Hanbosblee pelICHHE: Lsotution = L(A) © (L(C) a L(Mc))
. B ob6mem ciyuae, s3b1K Lggyion HE SABJSIETCS A3BIKOM HEKOTOPOTO BPEMEHHOI'O
aBTOMAaTa, HO SIBJISACH HAMOOJBIIUM PEUICHUEM, COACPKUT B ceOe B TOM YHUCIEC U
BCE pEIIEHUs, COOTBETCTBYIOIME BPEMEHHBIM aBTOMAaTaM U SBISIFOIIMECS
pEIICHUSIMUA UCXOTHOTO aBTOMATHOTO ypaBHeHHs. HaumOombinee permeHue Lgotion-
TEsM, SBIIIOIIEECS SI3BIKOM BPEMEHHOTO aBTOMAaTa M, CJIEIOBATENBHO, PEIICHHEM
ABTOMATHOTO ypaBHCHHWsS, €CTh HamOoIbIinee MpedHKc-3aMKHYTOE MOIMHOXKECTBO
s3bIKa Lsoution N L(My), Te MyecTh MakCHManbHBIH aBTOMAT i HEU3BECTHOMN
KOMIOHEHTHI. {1151 kpatkocTr, 0003HaunM |y 1 Oy BXOJHOW M BEIXOTHOU andaBUTHI
HEU3BECTHOH KOMITOHCHTHI, COOTBETCTBEHHO.

YrBepxaenue 3. Haubonbinee penieHre aBTOMaTHOTO YpaBHEHHMS (HEpaBEHCTBA)
A 0 X < C nis BpeMEHHBIX aBTOMATOB €CTh BPEMEHHOH aBTOMAaTSTako#, uto L(S)
ects Hambompiree [(1) W (1) Ix(1) Ox]-npedukc-3aMKHYTOE TOJMHOKECTBO

s3pIKa  Lsoution N L(My), e Lsotution = L(A) € (L(C) M L(Mc)) u  Myects
MAaKCUMAaJbHEII aBTOMAT Il HEU3BECTHON KOMIOHEHTHI. Ecimu Lggyution = &, TO

ypaBHeHHe Hepaspemnmo. Eciu Lgoyion 7 &, HO L(S) = &, To ypaBHEHHE HE UMEET
ABTOMATHOTO PEITEHHSI.

Jlokazamenvcmeo. Tlepeceuenne ¢ si3pikoM L(My) obecnieumBaeT, 4to pelieHue,
€CIIH  CYIIECTBYET, COJCPKUTCA B MAKCHMAIbHO BO3MOXKHOM JIOIMyCTHMOM
MOBE/ICHMU aBTOMATa JUIsl HEM3BECTHOM KOMIIOHEHTHI. AJITOPUTM MOCTPOCHHUS
HanOOoIBIIEro NnpeuKc-3aMKHYTOTO ITIOIMHOXKECTBA 33/1aHHOTO PETYISIPHOTO SI3bIKa
m3BecteH [1]. Cnemomarembo, L(S) ecTh MakCHMAIbHBINA SI3BIK BPEMEHHOTO
aBTOMara, cojepkamuiics B Lgoytion W SBISIONIMHCS pEHICHHEM aBTOMATHOTO
ypaBHEHHS (HEpaBEHCTBA).

Bpemennoit aBromaT, CooTBeTCTByIOIMi s3biky L(S), B o00mem ciyuae
Npe/CTaBIsIeT coOOH HeleTePMUHUPOBAHHBIA, BO3MOXKHO YacCTHYHBIH, aBTOMAT,
OIMCHIBAIONIMN  COBOKYITHOCTh BCEX BO3MOXKHBIX JIOIYCTUMBIX —pealu3aunnit
HEHU3BECTHOW KOMIIOHEHTHI. CTOUT 3aMEeTHTh, OHAKO, YTO YACTHYHOCTH PEIICHUS
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TpeObyeT 0co00T0 BHUMAHWS: Kakaas peaiu3alus Ha TPaKTHKe JOJDKHA ObITh
MOJIHOCTBIO  OTPEJENICHHON, MMOJTOMY OCOOBIl HHTEpeC MPEeACTaBIseT BOIMPOC
peLICHUs] YPaBHCHUI ¥ HEPAaBEHCTB ISl TIOJIHOCTBIO OIPENEICHHBIX aBTOMATOB, a
TaKXKe BOMPOCH WHTEPIPETAMU U aJCKBATHOTO JIO ONPCACICHUS YACTHYHBIX MU
HEJICTCPMUHHUPOBAHHBIX PCIICHHIA.

3aMeTuM, YTO B CHJIy TOTO, YTO SI3BIKOBBIC YpPAaBHEHHS PEIIAOTCS OJMHAKOBBIM
00pa3oM s JIFOOBIX KOA(P(PUIIMECHTOB-A3bIKOB, OMUCAHHBIA MPOIECC MOCTPOCHHUS
HAWOOJBIIETO PCIICHUS YpaBHCHHUs JUII BPEMEHHBIX aBTOMATOB  SIBJISICTCS
YHHBEPCAJIbHBIM TPH JIFOOBIX OTPAHUYCHUSX BHEINHCH CpeIbl Uil KOMITO3UIIHH,
€CJIM  JaHHBIC OrPAaHUYCHUS MOTYT OBITh BBIPAXKEHBI 4Yepe3 MOBEJCHHC
MaKCUMaJIbHOTO BPEMEHHOTO aBTOMATa B 3aJJaHHO# cpee.

5. Mpumep

B xauecTBe mpuMmepa Ui WIIIOCTPAllMM DPELICHUS ypaBHEHUH IS BPEMEHHBIX
aBTOMATOB PAcCMOTPHUM 3ajjadyy peaju3allMd KOMIO3MIMHU JBYX cepBucOB. [Ipu
pa3paboTke cepBHCa B BUJIe KOMIO3HUIIMU IPYTUX CEPBHCOB BO3HUKAIOT CICAYIOIIUE
3agaun: 1) MpOBEpUTH, MPENOCTABISIET JIM B3aUMOACHCTBHE 3aJaHHBIX KOMIIOHEHT
TpeOyeMblii CepBHC, W 2) OCYHIECTBUTH BBIOOpD KOMIIOHEHT, KOTOpbIE OBI BO
B3aUMOJICHCTBUM TIPEIOCTABIIN JKEJIaeMblii cepBuc. B ToMm ciywae, ecim
NPOEKTHUPYEMBI CEepBUC M  CEPBUCHI-KOMIIOHEHTBHI ~ OINHCAaHBl BPEMEHHBIMH
aBTOMAaTaMH C TaliMayTaMH, JaHHbIC 3aJa4l MOTYT OBITh PEIICHBI, B TOM YHUCIIE, U C
y4eToM TpeOOBaHUH K BpeMEHHBIM [TapaMeTpaM KaueCcTBa KOMIIO3UIIN CEPBHCOB.
PaccmoTpuMm B KauecTBe IpuMepa MPOCTYI0 KOMIIO3MLHUIO ISl 3aKa3a TOBapa B
IIYHKT CaMOBBIBO3a: IIOKYIaTeNb OCYIIECTBIIET 3aKa3 (request)d 1Mo HCTEYCHUH
OTOBOPEHHOTO BPEMEHH JIOCTaBKM MOJKET 3a0paTh 3aka3 M3 IYHKTa CaMOBBIBO3a
(deliver).Bpemsi mocTaBku mjisi TAKOTO CEpBUCA SIBISETCS OJHAM W3 Hamboiee
BaXXHBIX ITapaMeTpoB KadecTBa cepBuca. IlorpeGyem, uyTOOBI BpeMs AOCTaBKH He
npesbimano 7 aHeil. Torma BpeMEeHHON aBTOMAT, MPUBEIACHHBIA Ha pucC. 2 (ClieBa),
OTIHCHIBACT 33JJAHHYI0 KOMIIO3UIIHIO C yKa3aHHBIM TpeOOBaHMI K Ka4eCTBY CEepBHCa
(orpanmueHHEM MaKCHMaJIbHOTO BPEMEHHU JOCTAaBKH).

request / request /
deliver ‘ deliver (
({0,1,2,3,4,5,6,7}) ({0}, N)

Puc. 2. Bpemennoii agmomam 0215 cepsuca 3aKasa ¢ Camosbl8030M ¢ 02PaAHUYEHUEM 8PEMEHU
docmagku (cresa) u 6e3 oepaHuyerus epemeHy 00CmasgKu (cnpasa)

3amaHHasT KOMIIO3UIMS MOYKET OBITh peaii30BaHa KOMIIO3UIIUEH IBYX CEPBHCOB:
cepuca Illpodasey u cepBuca Ilynkm camosvigoza. ONUIIEeM B3aHMOJCHCTBHE
MEXKIy CEpBHCAaMH: IOKyIaTejlb 3aKa3blBa€T HEKOTOPBIA TOBap y IIpodasya
(request) u Ilpoodasey OTIPABIIAET 3aNPOC HA TMPOBEPKY HATUYUS TOBapa B [lynmie
camogwisoza (check). Ecau toBap ectp B Hamuuuu (product), TO MOKYyMAaTeIro
OTIIPABISCTCS YBEJOMJICHHE O BO3MOXKHOCTH MONy4uTh 3aka3 (deliver), mHaue
OTIIPABIISCTCS 3alpoC Ha TOCTaBKy ToBapa co ckiana (ship). IMocie mocraBkm
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toBapa B [lymkm camoswigoza (get_product), mociae mnposepku (check)u
MOATBEPKIIEHUS, YTO OBLI MOCTaBIeH HeoOXoauMbIi ToBap (product), MOKyMaTeb
MOJTyJacT yBEJAOMIICHHE O JOCTaBKe, b0 B ciydae omuOKH (no_product)
IIpodasey MOBTOPHO 3aKa3bIBAET I0CTABKY ToBapa. Ha puc. 3 mpuBeneH BpeMeHHOM
ABTOMAT, OMUCHIBAIONINI paboTy [Ipodasya.

request / check ({1,2}) no_product / ship (2)

product / deliver (1) get_product / check (1)

Puc. 3. Bpemennou asmomam 0ns komnonenmul IIpodasey

Haiinem pewieHue ypaBHEHUS JUIsl HEU3BECTHOM KOMIIOHEHTHI [IyHKm camogvlgosza
6e3 orpaHWYEHUsI BPEMEHU JOCTaBKH, HO TPH yCIOBHH, YTO HUKAKOE JEiCTBHE HE
MOXET OBITh OCYLIECTBICHO MOMEHTAJILHO U MHUHUMAJbHAs 33/IePXKKa BBHIXOJHOTO
CHUrHajga  cocraBisieT 1 aeHp  (mpennonokeHue 00 — HMHEPIMOHHOCTH
cuctemsl). Hanbosmplee perieHne npeacTaBieHo Ha puc. 4. PemieHue cyuiecTByer,
CIIeZIOBAaTEeNIbHO, ONHCaHHAas KOMIIO3MLUSA MOXKeT ObIThb  peanu3oBaHa.Ha
puc. 4cuMBON ¥ HCHONIB30BaH A O0O3HAUeHUS JIOOOr0 IPOU3BOJILHOTO
MOBCACHUA (T.e. MHOXXECTBAa BCEX BO3MOXKHBIX BXOJO-BBIXOIHBIX IAap aBTOMAara C
0001 BO3MOXKHOW 3aZep’KKOH BBIXOZd), M COOTBETCTBYET YAacCTH ITOBEICHUS
KOMITOHEHTBI, KOTOpask HE MOXKET OBbITh JOCTHTHYTa W3 3aJaHHOTO KOHTEKCTa;
COOTBETCTBEHHO, 3T YaCTh HE BIMSACT HA PE3YJIbTAT KOMIIO3HIIUH U TOTOMY MOKET
ObITh oOmpenereHa (peamu3oBaHa) JIOOBIM ONTHMANBHBEIM 00pazoMm. CHMBOI
NoGo3HadaeT MHOKECTBO HaTypaIbHBIX YHCEIL.

check /
no_product (N)

check /
product (N)

Puc. 4. Haubonvuee pewrenue ona komnonenmut IIynkm camogulgosa

OntummsupyeMm  paboty [lynkma camogviéo3a TakuM  00pa3oM, YTOOBI
MHHHMH3HMPOBATh BPEMs JIOCTABKH TOBapa, M IMPOBEPUM, MPU KAKHX YCIIOBHX
BO3MOYKHO TapaHTHPOBATh BBIITOJHEHNE TPEOOBAHUS O JOCTABKE B TEUEHHE 7 THEH.
Pemenne (IMOTHOCTRIO ONpEIENICHHOE) C MHHHUMAIBHBIM BPEMEHEM 3aJepiKKH
MpUBEJCHO Ha puC. S (clieBa) W KOMIO3WIHS JAHHOTO YAaCcTHOTO peIIeHUs C
KOHTEKCTOM IpHBEICHA Ha puC. 5 (cupasa). V3 mocTpoeHHOH KOMIO3HIIMU BHIHO,
YTO MpPHU 33JIAHHOM KOHTEKCTe (/Ipodasey)BbIOpaHHOE pELICHUE Il KOMIIOHEHTHI
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Ilynkm camoeblo3a HE MOXET TapaHTUPOBaTh COONIOJCHHUE OrpPaHUYCHHS MO
MaKCHMaJlbHOMY BPEMEHH [OCTaBKH B CHJIYy BO3MOXKHOCTH BO3HMKHOBEHHS
OCIIIUTALMY (O Y€M CBUICTEIbCTBYET HalM4Ke Mepuoja StB MHOXKECTBE 3a/iepiKeK
BBIXOJ]a KOMITO3UIMK Oe3 OrpaHMYCHUs BEPXHETro 3Ha4ycHwWs). JlanpHelmmii Oosee
JICTaJbHBIN  aHANMU3 KOMIIO3MIMM MOXKET II0Ka3aTh, YTO KOMIIO3HMIHUSA C
OTPaHHUYCHUEM BPEMEHH JOCTAaBKU B 7 JHEW OyIeT rapaHTHPOBAHO BBIMOJIHATHCS
TOJIBKO B TOM CJIy4Yae, €CJIM 3alpalldBacMbIi MPOAYKT Bceria OyneT HaXOIUThCs B
Ilynkme camoswlgosa (T.e. COOTBETCTBYIOIIAsE KOMIOHEHTA B OTBET Ha 3ampoc check
Bcerna Oyzaer orBevarh product). B MHBIX cuTyanusx TpeOyeTcs THO0 MepecMoTp
3aJJaHHBIX TPeOOBaHHI K KadecTBY, JUOO JalbHEWIIas ONTUMH3ALUS KOMIIOHEHT
KOMITO3MI[MH, BKJIIOYas [AIbHEHINYI0 ONTUMH3AIHI0O pPabOThl  KOMIIOHEHTHI

Ilpooasey.
request /
deliver
({3+5t,4+5t})

Puc. 5. Onmumanvroe no epemenu nogedenue Komnonenmot Iynkm camogwigosa (creea)
u ee komnozuyusi ¢ komnowenmotui Ilpooasey (cnpasa)

check / no_product (1)

ship / get_product (1)

6. 3aknroyeHue

B crathe paccMOTpeHO NOCTpOCHHE MapaieNbHOW KOMIIO3UIMM BPEMEHHBIX
ABTOMAaTOB U CHHTE3a HEM3BECTHON KOMIIOHEHTHI, KOTOpas MpU B3aUMOJCHCTBUH C
W3BECTHOM  4YacThl0  CHUCTEMBbl  YJIOBIETBOpPSET  3aJaHHOW  crenuduKaruu
komno3uiy. Ha mpumepe mpocToit KOMIO3UITNK 71 3aKa3a ToBapa C JOCTaBKOM B
IMYHKT  CaMOBBIBO32  HPOWJIIIOCTPUPOBAHBI  IEPCIEKTHUBBI  HCIIOJIB30BAHUSA
BBE/ICHHBIX ONEpalui Ui OIEHKH W YIpPaBIEHUS KadeCTBOM KOMIIO3HIMH
CEpPBHCOB.
OTtMeTnM, 4YTO 3HaueHHs GYHKOMHA TalMayToB M 3aJepkeK BBIXOAa B
paccMarpuBaeMoOid MOJENM BPEMEHHOTO aBTOMaTra MOTYT IPHHHUMATh TOJIBKO
LeJIOYHCIICHHBIE 3HadeHus. [Ipn paccMOTpeHMH peasibHbIX CHCTEM (B 4acTHOCTH,
CEpBUCOB) TNOA00HOE OrpaHMYEHHE OKAa3bIBAETCS JOCTATOYHO JKECTKHM: JUIA
3aJlep’KeK BBIXOJa, OoJiee peaTMCTHIHOW MHTEpIIpETalneil sBIsSeTCsl OnpeeeHue
MHTEpBAJIa BPEMEHH, B TEUYEHHE KOTOPOTO aBTOMAT MOXKET BBHIJAaTh BBIXOJHOM
cuMBOJ. Tak Kak B KOMIIO3HIIMM 33JEPKKH BBIXOJHOTO CHMBOJA OJHOM
KOMIIOHEHTHI OTIPE/ICIISIFOT MOMEHTH! BPEMEHH TOCTYIUIEHUS] BHYTPEHHUX CHMBOJIOB
Ha BXOJA [pyroil KOMITIOHEHTH, TO pacIIMpeHHe o0JacTh 3HaYeHWHd (QyHKIHH
3aJIepKKU BBIXOJHOTO CHMBOJIA HA MPOM3BOJIBHBIE MHTEPBAIBI, B 0OIIEM cirydae,
TpeOyeT maipHeHmuX wmcciaenoBaHnii. OQHAKO BCe pe3yNbTaThl, HOJXyYEeHHBIE MPHU
LEJIOUUCIIEHHBIX  33JepXkKKaX  BBIXOJHOTO  CHUMBOJIA,  COXPAaHAIOTCA  MpH
UCIOJIb30BAaHUM OTKPBITBIX CIIpaBa WMHTEPBAJIOB, TO €CTh INPH 3aMEHE KaKIOou
LEJIOYHCIICHHON 3aJIep>KKU NHA UHTEpBal [N, N + 1). DTo mocTHraercs 3a cYeT Toro,
YTO NPH LEJIIOYHCIEHHBIX TaiiMayTax JIF000H BXOJHOW CHMBOJI, IOCTYIHUBIIUHA Ha
aBTOMAT B HEKOTOPHI MOMEHT BpeMeHH B MHTepBasie [N, N + 1), obpabdaTriBaeTcs
ABTOMATOM TaK e, KaK BXOJHOW CUMBOJ, IOCTYHUBIINA TOYHO B MOMEHT BPEMEHU
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Nn. [TomoOHBIE pacCyXACHUS COTIACYIOTCS C BBIBOAAMH paboThl [4] ipu CpaBHEHHH
BBIPA3UTEILHOCTH MO/JIEJICH BPEMEHHOI'0 aBTOMATa ¢ TalMayTaMi U HHTEPBaJIaMHu.

Hcnons3oBanne HapaHHCHBHOﬁ KOMIIO3UIIUMU W PEIIEHUSA COOTBETCTBYIOIINX
ypaBHeHI/Iﬁ UL BPEMEHHBIX AaBTOMATOB IIPEACTABIISIETCSA NEPCHOEKTUBHBIM IS
peumieHnd TaKux 3axad, KaK TECTUPOBAHHME B KOHTEKCTE, W aHAJIU3 CBOICTB
KOMITIO3UIINA B3aMMO3aMEHACMBIX KOMIIOHCHT, HAIIPpUMEP, IPU OLNCHKE KadeCTBa
JUHAMUYECKON KOMIIO3UITUU CCPBUCOB. Taxoxe HHTepeCHOfI IS JajJbHEHUIIero
HCCIICOJOBAaHUsA HpO6J’I€MOI71 SABJACTCA  BOHNPOC  PpaspClIMMOCTU  aBTOMATHOI'O
YpaBHCHUA IIPU PA3JIMIHBIX OI'PaHUYCHUAX BHEIITHEH CpCAabl.
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Abstract. The problem of designing an unknown component that combined with the known
part of a discrete event system satisfies the given overall specification arises in a number of
applications. In this paper, we extend the known results for classical Finite State Machines
(FSM) to Finite State Machines with Timeouts (TFSM).

A TFSM is an FSM augmented with an input and an output timeout functions, prescribing the
change of current state if no input is applied until a specified timeout expires and system
delays needed to response to applied input, respectively. We represent the behavior of a
TFSM by the corresponding regular language, so that L(S) has a word
a=1t1i11k1 ol ... 1tmim 1kmom if and only if the given TFSM S has a timed trace
(i1, t1).(o1, k1) ... (im, tm).(om, km). The parallel composition of two TFSMs C=S 0P is
defined via composition of languages L(C)=[L(S) ¢ L(P)] » L(MC), where MC is a
maximal TFSM over input and output alphabets of the composition.

The unknown component X is then designed as a solution to the equation A ¢ X <C with
TFSM coefficients A (context) and C (specification), where < is the reduction relation which
specifies that the behavior of a system behavior to be designed is contained in that of the
specification. Similar to classical FSMs, the equation is transformed to a language equation

L(A) 0 L(X) = L(C) u L(M¢) with the largest solution

Lsonution = L(A) 0 (LC) N L(Mg)) | the largest TFSM subset of which provides the largest
solution to the solvable TFSM equation. After the largest solution is derived, a corresponding
reduction can be extracted in order to provide the component with required properties.

The application areas vary from testing in context to quality optimization of service
compositions. Future work includes studying equation solvability criteria and properties of
nondeterministic and partial specifications and solutions.

Keywords: finite state machine with timeouts, parallel composition, automata equations, the
largest solution, environment restrictions.
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A study of Intrusion-tolerant routing in
Wireless Sensor Networks
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A. R. Cavalli <ana.cavalli@telecom-sudparis.eu>
Telecom SudParis
9 rue Charles Fourier, 91011 Evry, France

Abstract. Wireless Sensor Networks (WSNs) emerge recently as one of the most attractive
research subjects. The resource- constraint characteristics of WSNs limit the secure design
and development of security protocols for them. Whilst, sensor nodes those usually operate in
unattended and even harsh environments, are prone to failures and are vulnerable to
malicious attacks. For reliable and secure communications in WSNs, intrusion-tolerant
routing becomes a critical attribute that should be integrated into WSNSs. In this paper, we
study two intrusion- tolerant routing protocols for WSNs, namely INSENS and ITSRP, as
well as analyze the intrusion-tolerant properties gained from these two propositions.
Simulation and performance analysis have proved that both of them are practical.

Keywords: intrusion-tolerance; wireless sensor networks; routing; attack-tolerance

1. Introduction

In the current era, WSNs are rapidly emerging as an important area in both the
research community and the public, due to the unique features (limited energy
lifetime, slow embedded processors, severely constrained memory and low-
bandwidth radios). For example, Waspmote [1], the modern open source sensor
device distributed by Libelium, contains simply a 14 MHz micro-processor, 3.3 V-
4.2 V battery voltage, 8 KB SRAM, 128 KB flash memory and 4 KB EEPROM to
save sensed data, run and operating system and application programs. These
resource constraints limit the degree of encryption, decryption, and authentication,
in addition to physical security risks of being deployed in inaccessible terrains or
unattended and even hostile environment, thus, the concept security and WSNs were
likely contradictory. The integration of an intrusion detection system seems to be
too expensive in terms of resource. WSNs are exposed to a variety of security
threats in addition to the ones normally observed in traditional wired and wireless
networks. Therefore, it is essential to take intrusion tolerant concept into
consideration to sustain the sensor network functionalities without interruption
despite malicious attacks and sensor node failures.
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Our paper aims to present an analysis on two existing intrusion-tolerant routing
protocols proposed for WSNs, namely INSENS and ITSRP. They are, in our
opinion, two best intrusion-tolerant routing protocols so far. We attempt to briefly
describe them and mainly focused our analysis on intrusion-tolerance properties.
Simulations and performance analysis will be also discussed.

The rest of this paper is organized as follows: Section 2 is devoted to describe and
assess INSENS and ITSRP. Section 3 contains the simulation results and
performance analysis. Finally, we summarize our study as well as propose the future
work in Section 4.

2. Intrusion-tolerant Routing Protocols in WSNs

Intrusion tolerance [5], [6], [7] is generally understood as the capability to continue
to function properly with minimal degradation of performance, despite intrusions or
malicious attacks. A great deal of work has been done to address the sensor network
security problems recently so that the WSNSs can tolerate and/or prevent intrusions
[31. [4]. In the following subsections, we attempt to identify two current approaches
used for achieving intrusion-tolerant routing- one of the most critical features in
WSNE.

2.1 INSENS- INtrusion-tolerant routing protocol for wireless
SEnsor NetworkS

INSENS [15], [16], [17] could be subdivided into 2 phases: Route Discovery phase
and Data Forwarding phase. The goal of the first phase is to collect topology
knowledge and to construct appropriate forwarding tables at every node. Whilst, the
second phase simply enables forwarding of data from each sensor node to the base
station and vice versa. It is worth mentioning that every communication between
nodes is one-way forwarded (unicast) via base station. The Route Discovery phase
is composed of three rounds: Route Request, Route Feedback, and Computing and
Propagating Multi-path Routing Tables.

In the beginning (or when the topology may have changed substantially because of
nodes’ mobility), the base station floods (limited flooding) a request message to all
the reachable sensor nodes in the network. After receiving a request message for the
first time, a sensor node x broadcasts in turn another request message that includes a
path from the base station to x and also the identity of x. Whenever receiving
duplicate request messages, it records the identity of the sender as a neighbor, but
stop re-broadcasting the duplicate request. The base station authenticates the
feedback messages received from sensor nodes (authentication manner will be
further discussed in the follow parts of this paper). After that, it constructs a
topological picture of the network from the authenticated neighborhood
information, computes the forwarding tables for each sensor node, and sends the
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tables respectively to nodes using a routing update message. To address the
influences of compromised nodes, INSENS builds redundant multi-path routing
tables containing disjoint paths. Therefore, even if a single node or path is taken
down by an intruder, secondary paths will substitute.

The main idea of this approach is to add OWS (one-way sequences) field and the
MAC (Message Authentication Code) field (MACR and MACF), that support the
intrusion-tolerant properties of INSENS, into message format. First of all, the base
station uses one-way sequences (OWS) proposed by uTESLA protocol [8] F to
generate a sequence of numbers KO, K1... Kn, such that Ki = F(Ki+1), where 0 < i <
n and F satisfies the condition that it is computationally infeasible to compute Ki+1
in a limited time by only knowing F and Ki. Initially, every node is pre-configured
to know KO and F. In the first Route Discovery phase, the base station includes K1
in the request message that it broadcasts. Similarly in general, the base station uses
Ki in the ith Route Discovery phase. After receiving a request message, a node
verifies if the sequence number did indeed originate from the base station by
checking whether KO = Fi (Ki). A malicious node would be computationally
impossible to guess the next OWS. As a result, a compromised node cannot spoof
the base station by generating new OWS. On the other hand, a sensor node will save
the most up-to-date or freshest OWSfresh that it has just seen from the base station.
This fact resists an intruder to disrupt the network by using old OWS to flooding old
request messages.

In fact, a malicious node is still possible to flood a modified request message in
using the current OWS from a valid request message that it has just received from
the base station. Such an attack is discussed as rushing attack in [2]. However,
nodes in the tree (Fig. 1), that are closer to the base station than the malicious node
m, will receive the valid request message first. These nodes will drop the intruder’s
spurious request messages received later because, as mentioned above, nodes do not
rebroadcast duplicate request messages (contain the same OWS). Even when
neighboring nodes of m accept to forward the fake request message created by m,
they forward only once. DOS attack, thus, is no longer in our concerns.
Nevertheless, an unsolved issue in primary INSENS is that attacker could pack a
fake path into its spurious request message or drop the request message instead of
forwarding it. Some nodes can be harmed (not getting a request message or not
being able to forward their feedback message to the base station in the second
round) but, as shown in Fig. 1, the damage is locally confined to the nodes nearest
to and downstream from the intruder. This conclusion seems to be logical but
remains intuitive and needs further evaluation to know whether such damage can
still seriously disrupt the network.
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Fig. 1. The damage inflicted by a malicious node m is confined to a localized portion of the
sensor network, i.e., nodes downstream from m and downstream from neighbors of m

In addition to OWS, keyed MAC (Message Authentication Code) algorithm is
another factor that provides intrusion- tolerant properties for INSENS. Each sensor
node is initially configured with a separate secret key that is shared only with the
base station. When a node x receives a request message for the first time, before
forwarding it, x appends its identity to the path list, and then generates a MAC of
the complete new path with its key: MACR, =MAC (size|path|OWS|type, key,)
where “|” denotes concatenation. The value of MACR is also appended to the
request message that is then forwarded downstream. This MACR field will
eventually be exploited by the base station to verify the integrity of the path
contained in the packet. Additionally, even if a node is compromised, only its secret
key will be revealed, so an intruder cannot compromise the entire network.

In the second round (Route Discovery-Route Feedback), keyed MAC is applied one
more time to protect the integrity of feedback messages. List of neighbors nbr_info
and the path path_info to a node x are protected by the following keyed MACF,:
MACF, = MAC (path info | nbr info | OWS | type, keyy).

In feedback messages, parent info field determines a child’s upstream neighbors and
takes part in forwarding the feedback message to the base station. Using only
identity 1, would be an obvious vulnerability because it does not require the casual
intruder to have either any knowledge of the local topology or of the current state of
the topology discovery process. To address this concern, INSENS requires a child
node to put its parent’s MACR, that is included in the parent’s original request
message into the parent_info field. This MACR, is tightly linked with the current
state of the OWS request-feedback cycle, as well as to the path to the child node. In
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other words, the MACR,, plays a role as not only an addressing function but also a
security function. A casual attacker, that only knows node id, would be unable to
forward a spurious feedback message.

2.2. ITSRP- Intrusion Tolerant Secure Routing Protocol

ITSRP [19] is a novel secure routing protocol which focuses on the design of some
fields to emphasize the security accounting to the key exchange, but not result in the
complexity of the protocol. The main target of the ITSRP is to tolerate damage
caused by an intruder who has compromised deployed sensor nodes and is intent on
injecting, modifying, or blocking packets [20], but in a reasonable price regarding
energy factor. As any other routing protocol, ITSRP consists of following steps:
path discovery (sink node informs to other nodes that it is in need of network
topology), path reverse (nodes send back topology information to help sink node
build up routing tables) and data transfer (simply based on routing tables).

The general idea to achieve intrusion-tolerance in ITSRP is derived from the
procedure to establish a secret session key SK whenever a source node Ny wants to
send a confidential message M to the sink node N, but it lacks neither an available
route path nor a shared session key with N,. It is worth mentioning that each node is
initially issued a Distributed Key (DK) that is shared only between itself and the
sink node (e.g., the base station) and that each node store a local route table (LRT)
containing entries whose format is demonstrated as follow:

Table 1. Format of an entry in LRT

Tag | Ancestor | Successor | Energy | Lifetime

In the first phase, Ny must establish a route path and a session key SK uniquely
shared with N, through intermediate nodes. The source node N, first generates the
unique Tag for this route and realizes these following steps:

(1) - Select randomly a secret session key SKo, compute the energy consumption E,
for transmitting the message M.

(2) - Set My = [Tag|No|N,|SKo] (“I” depicts the concatenation) and encrypt MO in
using the DKO: CO = Edk (MO).

(3) - Encapsulate the packet [Tag|Nn|CO|EO] and broadcast it to all nodes within its
wireless transmission range.

(4) - Store the entry (Tag, 0, ?, EO, TO) to its LRTO where TO is the timer for the
route and starts when the entry is added. Each node close to Ny node receives packet
[Tag|Nn|Cy|E,], it checks and drops if this packet has been already received before.
Otherwise, it broadcasts this packet within its range and store (Tag|No|?|Eo[To) in its
LRT;. Without loss of generality, assuming that packet passes the intermediate
nodes Ny, N,... No—; and reaches the sink N,. Node N; stores (Tag|Ni-1|?|Eo|T;) in its
LRT;.
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In the second phase, the sink node N, must send back to the source node Ny the
reverse path. N, works as follows:

(1) - Knowing DKoy, the sink node N, is able to decrypt C, to get My, and then get
SKo.

(2) - Make M,, = [Tag|No|N,|SKo] and use DK, to encrypt M, as C,..

(3) - Look up its ancestor node N,_; according to Tag in its LRT,, then use DK,_; to
encrypt Tag as C, -, and send [C,|C,-1] to Nj,-1.

When the node N,; receives [C,|C,,-1] from N,, it works as follows:
(1) - Use DK,,_; to recover Tag.

(2) - Look up in its LRT,_; according this Tag and update the entry saved from the
first phase: (Tag|N,—2|Nn|Eo|Tn-1).

Similarly to the end, Nq gains the entry (Tag, 0, Ny, Eg, Ty) in its LRT,. Not only has
the route from N, to N, been discovered but also a shared session key SK between of
them has been established.

Indeed, ITSRP is intrusion tolerant firstly because of the redundancy in possible
paths. For a route, there are multiple paths possibly used to reduce the failure rate
caused by intruder. Furthermore, ITSRP provides significant protection against a
variety of malicious attacks during the routing set up phase as well as during the
data forwarding phase, especially in comparison with the naive Directed Diffusion
routing protocol.

In fact, different salient attacks in WSNs routing have been described in literature
[2], including Sinkhole attacks, Wormhole attacks and Sybil attacks that induce
incorrect routing information to provoke incorrectly forwarding messages. In a
sinkhole attack, a malicious node presents itself having the shortest path to a well-
known destination, e.g., a sink node. In networks that apply a routing scheme
allowing nodes to select their routing path based on neighborhood routing
information, a sinkhole attack can lead to incorrect routing paths towards the
malicious node. The malicious node, thus, can disturb the routing activities as well
as collect illegitimately data from networks. However, the distributed key
management and the mechanism to build a route path of ITSRP protect itself from
sinkhole attacks. A malicious node has no possibility to pretend a sink node, as well
as pretend to belong to the shortest path without knowing the distributed key. In a
Sybil attack, a malicious node forges multiple fake identities and then deceives
other sensor nodes using those fake identities. This attack is eliminated from ITSRP
because of the distributed key management. Each node is not only identified by its
ID but also by its DK that is shared secretly between itself and sink node. The
forgery of sink node is also not feasible without knowledge about DKs. Rushing
attacks (that was formerly discussed above in INSENS’s section) are also avoided
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out of our concerns because each message forwarded by a node is encrypted with a
distributed key (in path discovery phase and path reserve phase) or with a session
key (in data transfer phase). For HELLO flood attacks where an adversary with a
powerful transmitter reaches every node in the network, and pretends to be a
neighbor, ITSRP assure each pair of neighboring nodes to establish a secure
communication channel by agreeing on a unique secret key DK between two
neighboring nodes, which is bidirectional. Each legitimate node keeps only an
ancestor and a successor in the routing map (LRT), so each node only accepts and
forwards one copy of the same packet, otherwise, drop them. This fact defenses
against any attacker contriving HELLO flood attack.

In [19], the authors affirm that their proposition is immune to Wormhole attacks in
which two malicious nodes exchange their routing information using a fast and
secure channel or tunnel, and then trap or warp the routing paths of their neighbor
nodes. However, in our opinion, a wormhole attack can still harm ITSRP, even
though the probability of this event can be very low. In fact, in the path discovery
phase, each node after receiving a path discovery packet will broadcast it within its
wireless communication range. This packet can be logically duplicated but will be
actually drop very fast because one node will allow to receive this packet only one
time and drop whenever detect the duplication. The shortest path will be found
quickly due to the quick rate of wireless communication (in fact that depends on
which mean of wireless communication used in the network, e.g., Wifi, GPRS,
Bluetooth, ZigBee, etc.). If somehow two malicious nodes can exchange this packet
faster than legitimate nodes, they are still able to set up a tunnel and thus, generate
an incorrect route path. After that, they can disrupt this tunnel or do whatever they
want because they have gained a very powerful role in routing activities.

3. Analysis and performance evaluation

Firstly, by theoretically analyzing aforementioned protocols, we affirmed that they,
indeed, are able to tolerate some critical attacks and kinds of intrusion. However,
they have themselves shortcomings that should be accomplished by further
researches. Table 2 summaries our analysis.

Table 2. Intrusion-tolerant properties and shortcomings of INSENS and ITSRP

Routing |Intrusion/Attack Attack “intolerance”
protocol [tolerance
Redundancy Rushing attacks are not completely solved.

INSENS Battery drain attack  Although the influences are restricted in a local
Memory exhaustion partition of the network but further theoretical and
attack DOS/ DDOS  |practical evaluations deserve more research and
attack consideration

Rushing attack
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Redundancy (multiple[Wormhole attacks are still able to occur despite the
ITSRP  paths) low probability

Sink hole attack
Sybil attack
HELLO flood attack
Rushing attack
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Fig. 2. Average network throughput of ITSRP and Directed Diffusion

Secondly, to evaluate the performance of INSENS and ITSRP, we performed a
simulation by OMNeT++ integrated Castalia plug-in. We simulated a rectangular
region of area 150m x 150m in which the wireless sensor nodes were deployed and
25 percent of nodes misbehave. In Fig. 2, we witness that throughput of three
metrics decreases more or less because of nodes misbehave. However, the network
experiences a considerable decrease in DD (Directed Diffusion) protocol, but only a
slight change in INSENS or ITSRP. This result proves one more time the intrusion-
tolerance properties of ITSRP and declares that INSENS is better than ITSRP if the
number of sensor nodes enormously increases.

4. Conclusion and perspectives

In this paper, we have presented an analysis on INSENS and ITSRP that are, from
our point of view, two best intrusion- tolerant routing protocols insofar. We have
briefly described these two protocols and mainly focused our analysis on
intrusion-tolerance properties. The Table 2 summarizes the main intrusion-tolerant
properties assured by INSENS and ITSRP as well as missing issues that could not
be thoroughly solved. We have also analyzed the performance to evaluate the
practicality of both two protocols. We believe that our paper is useful for WSNs
researchers as a study on the state of the art and for developers in implementing a
secure WSN. In future, we would like to implement further experiments to
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compare the performance of INSENS with ITSRP as well as simulate some
attack scripts to verify the resilience and stability. The missing issues mentioned
in Table 2 are also future works that we would like to accomplish.
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AHHOTanus. Pa3BuTne TEXHOIOTMH M CHI)KEHHE CTOMMOCTH OECHpPOBOIHBIX CEHCOPHBIX
CHCTEM IIPHUBENIO K OTKPBITHIO HOBBIX oOONacTeil Uil WX NPUMEHEHHsS M IOBBIIICHUIO
TpeGoBaHUi K oOecredeHnto Oe30MaCHOCTH U HAalEXHOCTH ceTell. OrpaHHuCHUs pPecypcoB
y3JI0B OECIPOBOJHBIX CEHCOPHBIX CETeH NPHBOIAT K JKECTKUM paMKaM Ui pean3alun
0e30MacHBIX MPOTOKOJIOB MX B3auMopeicTBHA. Tak Kak CEHCOpPHBIE Y3IIBI paboTaroT, Kak
MPaBHUIIO, B HEKOHTPOJIMPYEMOH MM Jaxxe BpaxkaeOHOH cpele, OHU MOABEP)KEHBI OTKa3aM U
ya3BUMBI Ui atak. Just oOecriedeHUss HAAEKHOCTH M 0€30MacHOCTH B3aMMOACHCTBHS
CEHCOPOB B CETH OTKA30yCTOMYMBAasl MapIIPyTH3AIMs CTAHOBHTCS KIIOYEBBIM 3JIEMEHTOM,
KOTOPBIN JOIDKEH OBITH pealn30BaH B OECIPOBOIHBIX CEHCOPHBIX ceTsAX. B maHHO# pabote
HCCIIEIYIOTCS IBa OTKa30yCTOMUMBBIX IpoToKoaa Mapuipytusanuu, INSENS u ITSRP, nis
KOTOPBIX HPOBOJMTCS aHAIN3 MapaMeTPOB MX YCTOHYMBOCTH K aTakam. MojenupoBaHUe U
aHa;mM3  OBICTPOJEGHCTBHSA MOKa3ad, 4TO 00a MPOTOKOJIAa JOCTaTOYHO XOPOIIM ¢
MPaKTUYECKOH TOUKH 3PEHUS.

KnioueBble  c10Ba:  OTKa30yCTOMYMBOCTB;  OECIIPOBOIHBIE  CEHCOPHBIE  CETH;
MapIIpyTH3aIHs; YCTOHIUBOCTh K aTaKaM.
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AHHoTanms. B nanHHOW craThe mpe/iaraercs ajaropuTM IOCTPOEHUS  aJalTHBHOMU
MPOBEPSIONIEH IMOCIeI0BATENFHOCTH ISl HEIETEPMUHUPOBAHHOTO KOHEYHOTO IOJTHOCTHIO
OIIPEIEICHHOTO aBTOMAaTa OTHOCUTENIFHO PEAYKIUH.

KiroueBbie cj10Ba: CHHTE3 TECTOB; HEICTEPMHHUPOBAHHBIA aBTOMAT; OTHOILICHHUE
PEnyKINY;

1. BeedeHue

B 0GonblIMHCTBE METONOB IOCTPOCHUS IPOBEPSIOIIMX TECTOB 0 aBTOMAaTHOM
MOJICJIM PAacCMaTPUBAETCSl MHUIMAIbHBIA KOHEUHBIH aBTOMAaT, U COOTBETCTBEHHO
MIPOBEPSIOIINE TECTHI CTPOSATCS KaK HaOOp BXOTHBIX MOCIIEIOBATEIbHOCTEH, Mepes
Kaxaol u3 koropeix mnonaercs curHan CBPOC, mepeBomsmuii aBTomMar B
HavallbHOE coCcTOstHMe. Ecim mocnenanHuil sBisercst 10CTaTOYHO AOPOTHM, TO HMEET
CMBICIT TIONBITAThCA IOCTPOUTH OJHY IIOCIENOBATEIBHOCTb, KOTOPAs IO3BOJISET
BBISICHHTb, SIBJISICTCS JIM MTpOBepsieMasi pean3anus KOHGOPMHON crieru(puKainy.
Kpome Toro, 00bIYHO 1O/ TECTOM IOHMMAETCSI MHOXKECTBO 3apaHee MOCTPOCHHBIX
BXOJIHBIX TIIOCJEJOBaTelNbHOCTEH. B TOM ciyyae, Korma mpoOBEpsIIOIIMNA TecT
CTPOUTCS 110 HEAECTEPMHHHPOBAHHOMY aBTOMATy-CIEUU(HKAINA, a aBTOMAaT-
peanmzanys  ABISIETCS  I€TEPMUHHMPOBAHHBIM, MMEET CMBICI TOBOPHUTH 00
aJIaliTUBHOM TECTUPOBaHMH. B 3TOM ciydae cileylomuii BXOJHOH CHMBOJI
OTIPEJICIIATCS 10 BBIXOJHOM PEaKLUH TECTUPYEMOM peanu3ali Ha TNpeblayliie
BXOJIHBIE CHMBOJIBI. 32 CUET aJalNTHBHOCTH JJIMHA TECTa MOXET OKa3aThcs Ooiee
KOpPOTKOH, YeM JJIMHA TECTOBBIX MOCIIEAOBATEILHOCTEH, MOCTPOCHHBIX 3apaHee /10
HaJaia mporecca tectuposanus [1].

B nmanHOlf pabore MBI IpeamoiaraeM, 4YTO aBTOMAaT-crenugukaiys oOragaer
pa3mensromeil MOoCIeOBAaTeIbHOCTRI0 U JICTEPMUHUPOBAHHBIM CHJIBHO CBS3HBIM
MOJaBTOMATOM. JTH YCJIOBHSI T'apaHTHPYIOT, YTO TOJIKO aBTOMAT, W30MOPQHbIil
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HEKOTOPOMY IIOJaBTOMATY CIICIU(HUKAINN C TEM € YUCIOM COCTOSHHH, MOXXET
ObITh penykmueii aBromata-crierdukanuu [2]. COOTBETCTBEHHO ISl MTPOBEPKH,
SABISICTCS T TPOBEPSAEMBIN aBTOMAT peAyKLIHEeH CcrenupuKanud, Heo0X0IuMO
MPOUTH MO BCEM TMepexofaM MPOBEPSIEMOro aBTOMaTa; IOCIeI0BATEIbHOCTD,
MOKPBIBAIOIIYIO nepexo/, HE00X0AUMO MIPOJOJIKHUTH paszensoniei
MOCJICIOBATEILHOCTRIO I TPOBEPKH (MHAIBHOTO COCTOSIHHs mnepexoia. Kak
00BIYHO, TECTUPOBAHUE OCYIIECTBISCTCS B JBa Inara. Ha mepBoM miare B KaxaoM
COCTOSIHUU TPOBEPSIEMOr0 aBTOMAaTa ONPEACNSIeTCd pPeakiusi Ha pasJeisiollyio
nocieioBatenibHOCTh. [locie aToro ocymecTBisieTcst 0ObIYHAs ITPOBEPKA MEPEX0I0B
B IIPOBEPSIEMOM aBTOMATE MOCPEICTBOM MOKPBITHS COOTBETCTBYIOIIETO TIepexoaa 1
MOCJEAYIOLEN Nofgadel pa3aeaoel MoCiIe10BaTEIbHOCTH.

B 3axmtoueHre Mbl OTMEUYaeM, 4TO, MOCKOJIbKY MPOBEPSIIONIast MOCIe10BATENbHOCTh
Oyzmer TIPUKIIAIBIBATHCS aIalITHBHO, BMECTO I-TIepeTaTOYHBIX
MOCJIEIOBATEIFHOCTEHl ~ MOXKHO ~ HCIIONB30BATh  ONPEACICHHO-TOCTH)KIMBIC
COCTOSIHHSI H COOTBeTcTByrome mpeamOymer [1]. Kpome Toro, BMecTO
pasfensromeil  MMOCIeIOBATEIPHOCTH  MOXHO — HCIIONB30BaTh  Pa3IHYArOIIIA
TECTOBBIN TipuMep [3], eCII TaKOBBIE CYIIECTBYIOT B aBTOMATe-CICIA(UKAIIIH.
Crpykrypa paboTsl cienyromas. Pa3mgen 2 comepXUT OCHOBHBIC ONpEACICHUS H
0003HauCHHA, UCIONB3yeMble B paboTe, a TaKKe INpPUMEp aBTOMara [yisd
WIIIIOCTPAIMY TIPEIIOKEHHOTO anroputMa. B pasmene 3 mpenmiokeH anroputM
MOCTPOCHUS aJaNTHBHON IpOBepsIOmiell IMOCIeI0BaTEIbHOCTH U JOKa3aHBI
COOTBETCTBYIOILIME yTBepXKAeHUA. B pasmene 4 mnpeqIokeHHBIH alnropUTM
WITIOCTPUPYETCS Ha IPOCTOM IIPUMEpE.

2. OcHoeHble onpedeneHusi u 0603Ha4YeHuUs

Koneunvim aemomamom naszwiBaercs msitepka S = (S, 1, O, hg, Sp), rae S — koneuHoe
HEMyCTOE MHOYKECTBO COCTOSIHUM C BBIJCJICHHBIM HAa4yalbHBIM COCTOSIHHEM Sg, | —
BxojHOH andasut, O — BbxoHO# andasur, u hg ¢ S x | X O x S — oTHOLIEHHE

nepexonoB. [Ipu aTom yerBepka (S, i, 0, S') € hs Ha3pIBaeTCs nepexodom B aBTOMATe
A w3 cocrosHust S B S'. VMHMIMaNbHBIE aBTOMAThl HCIIOJIB3YIOTCS ISl OIHMCAHMS
PEaKTHBHBIX CHCTEM, B KOTOpbIX mnpucytctByeT curHan CBPOC, nepeBomsuuii
CHCTEMy U3 JIIOOOr0 COCTOSIHMSI B HEKOTOpoe (PUKCHMpOBaHHOE (HadaJIbHOE)
cocrosinue. I[lpeamonaraercsi, 4T0 TOT CUTHAJ peajiM30BaH MPaBUIILHO B OO0
peanu3aly, HO SIBJISIETCS JOCTAaTOYHO JOPOTHM, 4YTOOBI HCIHOJIB30BAaTh €ro B
TEUCHHE TECTUPOBAHUS HECKOJIBKO pa3 (HalpuMmep, BKIIOUCHHE/BBIKIIOYECHHUE
KOMITBIOTEPA).

ABTOMAT S Ha3bIBACTCS OemeEPMUHUPOBAHHBIM, €CIN T JIF060it mapsr (S, i) € S x |
cyliecTByer He 6oiiee oo mapsl (0, ) € O x S, takoi, uro (S, i, 0, §') € hs. B
MPOTUBHOM CIIy4ae aBTOMAT Ha3bIBACTCS HeOemepMUHUposantvim. IIpu aToM, eciu
JUTsL Kako# mapsl (S, i) € S X | cymectByeT XOTst OBl OJIMH MEPEXOJ, TO aBTOMAT
HAa3bIBACTCSI HOIHOCMbIO onpedenennbim. KpoMe Toro, eciu st mo6oii Tpoiiku (S, i,
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0) € S x | x O cymectByeT He Goee 0JJHOTO cocTosiHust S’ € S takoro, uto (S, i, 0,
s') € hs, To aBTOMAT HA3BIBAETCS HAOIIOOACMBIM.

Hanee B paboTte /it 0003HauCHHWS MHOXECTBA BBIXOJIHBIX CHMBOJIIOB 0 € O
aBTOMAra B COCTOSHMH S € S 0] BO3/IEHCTBHEM BXOIHOTO cMMBOJa | € | Gymem
UCIIOIB30BaTh 0003HaueHKe 0Uts(S, i).

Iycts S, 8" € S, 0=y 1, _ixe 1", u B=0,0,...0¢€ O". Torxa (s, o, B, s") € hs, ecrn
CYIIECTBYET MOCNIEI0BATEIbHOCTh COCTOSHUM S = Sy, Sp,..., Sy = S’ Takux, 4to (S, ij,
0j, Sjs) € hs, j =1, ..., K- 1; B oToM ciydae o/f Ha3bIBaeTICS 6X00-6bIXOOHOU
HOCNe008AMENbHOCHIbIO WM MpaeKmopuell aBToMaTa S B COCTOSTHUU S. MHOYXECTBO
BBIXOJIHBIX TOCIIEI0BaTeNIbHOCTEH B, Takux uto o/f € Trg(S), o6o3Hauaercst Outs(s,
o). MHOXeCTBO BCEX BXOJ-BBIXOJHBIX MOCIIEIOBATENLHOCTEH aBroMaTa S B
cocrossHuM S OymeM o6Go3Hauate Trs(S). Ecnmm S — HawaneHOe cocrosHEe, TO
MHOXKECTBO BCEX TpaeKTopuili obo3Hauaercst Trs. [Ipu 3TOM aBTOMAT S Ha3pIBaeTCS
CUIbHO C6A3HbIM, €CIH KaXIO0e COCTOSHHE IOCTHXXHMO W3 IF000ro JApyroro
COCTOSIHHUS 110 HEKOTOPOii Tpaektopuu o/ff € Trs.

B mameit pabote Mpl OymeM paccMaTpuBaTh OTHOIICHHS KOH(POPMHOCTH MEXIY
JIBYMsI aBTOMaTaMH, OJMH M3 KOTOPBIX OyJET OMHCBHIBATh JTAJOHHOE IOBEICHHUE
CHCTEMBI, T.€. SABJSIETCS agmomamom-cneyugukayuei (0603HadeHue: S), a BTOPOi
ONKUCHIBAET IIOBEJCHUE HEKOTOPOW pealu3alliil CUCTEMbI, T.€. SBJISETCA
asmomamom-peanusayueti (obo3nauenue: P). B Hactosieit padote aBTomaTsl P u S
SBJISIIOTCSL  TIOJIHOCTBIO  OIPEACTICHHBIMUA aBTOMAaTaMH, IpHYeM S  sBISETCS
HaOJroaeMbIiM, a P - nerepMHHUpOBaHHBIM aBTOMaToM. ABTOMAr P Ha3bIBacTCs
KOH@OpmHbIM cienudUKaun, eciii P ecTb penykums aBTomara S.

@DopManbHO MOJHOCTBIO OMNpENeNeHHBI aBTOMaT P saBlsieTcs  pedykyuet
MOJIHOCTBIO  ONPENCNICHHOTO  aBTomara S, eciau Juisl  J1000d  BXOJHOM
MOCJIEIOBATENILHOCTHU CIIPaBeIUBO: OUtp(Po, 0) < OUts(Sy, o).

Asromar P sBistercst nooasmomamom asromata S, eciiu PC S, pg=Sy 1 hpCShs.

Iepeceuenuem asromaro S = (S, I, O, hy, sg) u P = (P, I, O, hp, pg) HassiBaeTcs
MaKCHMaJIbHBIN CBA3HBIN nogaBToMar Q aBromara (S x P, I, O, h, Sopg), B KOTOpOM
(sp, i, 0,8'p") € hg, ecm n TosmbKO ecnu (S, i, 0,S") € hsm (P, i, 0, p') € hp.

VYreepxaenue 1 [1]. [TomHOCTBIO ONPEICICHHBII IeTEPMUHUPOBAHHBINA aBTOMaT P
ABJISIETCS PEelyKIHEH MOTHOCTHIO ONPEAEIEHHOT0 HA0II01aeMOro aBToMara S, eciiu
U TOJBKO €CIIM MEepeceueHHe STHX aBTOMATOB €CTh IOJIHOCTBIO OINpPENENECHHBIN
aBTOMaAT.

CocrosiHMs aBTOMaTa S Ha3bIBAIOTCS pA30eIUMbIMU, €CIH CYHNIECTBYET BXOJHAS
MOCE0BATENBHOCTD 0, TaKasl, YTO MHOYKECTBA BBIXOIHBIX MOCIEJOBATEILHOCTEN B
JMOOBIX JIByX COCTOSIHMSIX S M P aBTOoMara S Ha IIOCIEI0BATENLHOCT 0O HE
nepecekarorcs, T.e. OUts(S, o) N oute(p, o) = I (oOo3HaueHue S ~+, P).
ITocnenoBarenbHOCTh O Ha3bIBACTCS pasdeisiowjed AsL aBTOMara S, €clH 3Ta
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MOCIIEIOBATEIBHOCTh SIBIIIETCSA PasfeNiomend Juisi JIIoObIX JBYX pa3iIUYHbIX
COCTOSIHMI aBTOMaTa.

CocrosiHre S’ aBTOMata S Ha3BIBACTCS OeMePMUHUPOBAHO OOCMUNCUMbBIM WU O-
00CMUMCUMBIM U3 COCTOSHHSA S, €CIU CYLIECTBYET BXOAHAs ITOCIENOBATEIBHOCTH d,
Takas 4to Ui Jr000# MOCIeI0BaTeIbHOCTH B € OUts(S, o), MOCIe0BaTEIBHOCTD
0/p mepeBOIUT aBTOMAT U3 COCTOSIHUS S B cocTosiHue S'. [locnenoBaTeabHOCTH O B
9TOM CiIydae Ha3bIBaeTCs 0-nepedamoyHoll NOCIeI0BaTeIbHOCTEIO U3 COCTOSHUS S
B cocTostHHE S’ (0003HAUEHHE: Olgy).

B namHOW paboTe MBI paccMaTpHBaeM IIOCTPOCHUE IIPOBEPSIOMINX TECTOB
OTHOCHTEJIFHO MOJENH HeUcnpaBHOCTH <S, <, R >, B KOTOpOH S — IOJIHOCTHIO
Olpe/ieJIeHHbI  HaONIoJaeMblii  aBTOMAaT-CIEUU(UKAIMs, Ha3bIBAEMBIH YacTo
9MANIOHHbLIM aBTOMATOM, < - OTHOIIEHHE peryKuuu, R - obiacTe HEMCIPAaBHOCTH,
T.e. KOHEYHOE MHOXXECTBO IOJHOCTBIO ONPEAENICHHBIX CHJIBHO CBSA3HBIX
JICTEPMUHUPOBAHHBIX AaBTOMATOB, KOTOPHIC OIMCHIBAIOT IIOBEACHUE CHCTEM CO
BCEMH BO3MOKHBIMHM HEHCIIPAaBHOCTSAMH, T.€. MBI IIPEIIIOJIAraeM, 4TO ITOBEICHHUE
TECTUPYEMOH pean3alliy OIMCHIBACTCS HEKOTOPHIM aBTOMAaTOM M3 MHOXeCTBa ‘R.
[oxn nposepsioweii nocredosamenbHocms0 OTHOCUTEIHHO MOJIEIN HEUCTIPABHOCTH
<§, <, R> mnoHmmaercss BXOJHAs IOCIEIOBATENBHOCTh 0, Takas 4YTO MpHU
aJIaTUBHOI MOJa4ye MOCIe0BaTeIbHOCTH Ha JII000it aBTomar P € R, koTopslil He
ABJISIETCS PeAyKIHel aBToMara S, HabJro1aeMasi BBIXO/JHASI PEaKIUsl HE COACPIKHUTCS
B MHOJKECTBE BBIXOHBIX PEaKLUil aBTOMAaTa S.

B Hacrosmiedr pabotre MbI TonaraeM, 4to aBTOMaT-crienudukanus o01agaet
pas3fessoNIei MOCIeJOBATEIbHOCTRI0 U CHJIBHO CBSI3HBIM JICTEPMHUHHPOBAHHBIM
MOJIABTOMATOM C TAKUM K€ YHCIIOM COCTOSIHHM, T.€. JJISI 1000 mapbl COCTOSIHUIT S
n S cymecTByeT O-mepeaTodyHas TOCIEN0BATENbHOCTh Olgy. OJTH  YCIOBHS
rapaHTHPYIOT, YTO TOJBKO aBTOMAT, H30MOP(HBIA HEKOTOPOMY II0JABTOMATY
crieUdUKAIKA C TEM e YHCIOM COCTOSHHMN, MOXKET ObITh pelyKIlUel aBToMara-
crnetudukaryu [2].

YrBepxaenne 2 [2]. [IonHOCTBIO ONpe/IEICHHBINA [eTEPMUHUPOBAHHbBIN aBToMaT P
ABJISIETCS PEILYKIMEH ITOJIHOCTBIO OIPEJIENICHHOTO HAOII01aeMoro aBromara S ¢ n
COCTOSIHHMSIMH, KOTOPBIH 00JaJjaeT pa3AessIomell IociIe10BaTeNbHOCThI0 U CHIIBHO
CBSI3HBIM JIETEPMHUHHMPOBAHHBIM II0IaBTOMAaTOM C TAaKMM JK€ YHCIOM COCTOSHHMH,
€CIIM U TOJILKO €ClTM aBToMaTr P uMmeeT N cocTOsSHMN M M30MOp(deH HoaaBToMary
aBTOoMara S.

B kauecTBe npumepa paccMOTpUM aBTOMAT Ha puc. 1.

114



Tpynst UCIT PAH, Tom 26, Bbim. 6, 2014 1.

Puc. 1 Aemomam-cneyughuxayus S.

ABTomar Ha puc. 1 obnamaeT pasmensioliedl MOCIeI0BaTeNbHOCTRIO ipiy. Peakumu
Ha JTY IOCJCIOBATEIBHOCTh JJIsI Ka)XIOTO COCTOSHHUS aBTOMAaTa MNPUBCACHBI B
tabmuie 1.

Tabn. 1 BeixooHvle peaxkyuu Ha pazoensowyio noCIe008amenbHOCb.

Cocrosinrie | BbIXoaHBIE peakiiuy Ha BXOIHYIO TOCIIEI0BATEIBHOCTD ipig

1 22

2 02, 20, 10

3 12

Kpome TOro, aeromar o0JaJaeT CHJIBHO CBS3HBIM JIETEPMHHHUPOBAHHBIM
MOJABTOMATOM: Olip = lp, Olg1 = i1 M Olp3 = 1.

B crneayroomem pasjene Mbl  OpeiaraeM METOJA  [OCTPOSHHsS —aalTHBHOM
MPOBEPSIIONICH MOCIIE0BATEILHOCTH OTHOCUTEIHHO MOJIEN HEUCTIPABHOCTH <S, <,
R> B KOTOPOH S — TOJHOCTHIO OIpEENCHHBIH HAOII0IaeMbIli aBTOMAT-
CHCI_II/Iq)I/IKaL[I/ISI C n COCTOSAHHUAMH, 06J1a):[a101111/1ﬁ CUJIBHO CBSI3HBIM
)IeTepMI/IHI/IpOBaHHLIM IIoJaBTOMATOM C TaKUM XK€ YUCIOM COCTOSIHI/Iﬁ nu
paseNIoIIe MOCIeI0BATEILHOCTHIO O, < - OTHOIIEHHE PENyKIUH, R - MHOXKECTBO
BCCX IIOJTHOCTBHO OHpe}IeHCHHBIX }:[eTepMI/IHI/IpOBaHHI)IX AaBTOMATOB C YUCIIOM
COCTOSTHUH He OoJee N.

3. Asmeopumm nocmpoeHusi adanmueHolU npoeepsitouel
nocsiedoeamesnibHocmu

Bxox. Asromar S=(S,1,0,hs,Sg) ¢ N cocrosHMSIMU, — pa3[eIsrONIas
MOCJIEIOBATEIEHOCTE O JJI aBTOMATa S, A-TIepeaaTOYHbIe MOCICIOBATEIIEHOCTH Olgy
JUIS  KaXJ0H mapbl COCTOSIHMM S W S, TOJHOCTBIO  ONpeJIeleHHbIN
JICTePMUHUPOBAHHEIA aBTOMAT P ¢ uucimomM cocrosiHuit He Ooiree N
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Beixoa. Bepaukr pass, eciu P ects penykuus S, win Bepaukr fail, ecniu P He ectsb
PEIYKIHS S; IPOBEPSIOIIAs MOCIIEI0BATEIFHOCTD G.

Kak 0OBIYHO, aJTOPUTM TPOBEPKH, SBISCTCS JIM TPEABSIBICHHBIM aBTOMAT
peIyKInel aBToMara-CreruuKainy, COMCPKUT B JacTH. JlaHHOE pasbueHme
n300pakeHo B BHJIE OJIOYHOM CXeMBI Ha pucC. 2.

Iposepka peakuuit asToMata P B
KaKI0M COCTOAHHH
Ha pasfeIAOMmYIo

TIposepka Beex mepexo10s

aBToMarta P, TOCTPOCHHE
N 'Kaé.THHbL MHOXECTBA

S, P, n, Olss, &

‘ 110C:1€10BATeTHHOCTD B, Separate, . s nepexcpos Transition o, pass/fail
NIOCTPOCHHE MHOXKECTBA ABTOMATA P
Separate

Puc. 2 Aneopumm nocmpoenus adanmusHo npogepsaioweli Nocied08amenbHoOCmu

B mnepBom Onoke anropuTMa HIACHTH(QUIMPYIOTCS COCTOSHHSA IIPOBEPSEMOTO
aBTomara. Ecnm aBToMaT-peanmzanms P pearmpyeT Ha 3Ty 9acTh NPOBEPSIOIICH
MOCJIEI0OBATENIHOCTU  OXKUAAEMBIM 00pa3oM, TO B 3TOM OJOKE IOCPEICTBOM
paszensromeil Mocae10BaTeIbHOCTH yCTAHABIMBACTCSl B3aUMHO OJHO3HAYHOE
COOTBETCTBHE MEXAY COCTOSHUSAMH IIPOBEpSAEMOro aBTOMaTa M aBToMaTta-
cnemudukanuu. Bo BTOpoM OOKe anropuTMa yCTaHABJIMBAETCS B3aMMHO
OJTHO3HAYHOE COOTBETCTBHE MEXAY IepexoJaMH IPOBEpAEMOro aBTOMaTa U
aBTOMaTa-CIeIU(pUKAIIH.

3.1. MNocTpoeHne MHOXeCTBa Separate

MuoxectBo Separate, dbopmupyemMoe B IMepBOM OJIOKE AIrOPUTMA, COAEPKUT
Tpoiiku (S, p, §'), rAe S — TeKylnee cocrosHue aBTomara P, p = outp(s, d), T.e.
BBIXOJIHAsI ~peakuusi aBromMara P B COCTOSHMM S HAa  pas3/eNsIoNIyO
MOCJIEIOBATENILHOCTD O, S’ - COCTOSIHUE, B KOTOPOE aBToMar P rpu 3ToM mneperiel.

AJ]I‘Op](lTM 1 I/I)ICHTI/I(bI/IKaL[I/II/I COCTOSTHUH MPOBEPAEMOTO aBTOMATAa

Bxoa. Artomar-crermdukanus S, pasfensdonias MOCIEAOBaTEeNbHOCTh O W -
MepelaTOYHbIe  MOCTCAOBATCIBHOCTH Oy, MPOBEPSAEMBbI aBTOMaT P, Tekymas
NPOBEPSIOIIAs TIOCIE0BATEIBHOCTD O,

Beixox: MuoxecTBo Separate wim cooOHmIeHWe, 4YTO TpPEIbsABICHHBI aBTOMAaT He
SIBIISIETCS] pEAyKINEH aBTOMATa S;

G =g
Separate: = &,
S:=sp;

flag: = 0;
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lar 1.
Toka flag = 0 BBIONHUTS:
{
Tomats Ha aBTOMAT P mociiejoBaTeNnbHOCTD J;
G: = o9;
Ecau peakuus p Ha § aBTomMara P He COIEpPKHUTCS B MHOKECTBE PEaKIHil
aBTOMaTa S Ha IIOCIEIOBATEIbHOCTH O, TO Bblgath BepaukT ‘fail” u
COOOIIICHHE, YTO MpPEIbABICHHBI aBTOMAT HE SBISICTCS pEayKLHei
aBromarta S, KOHEII anropurma;
WHaye OnpenenuTh MPEeMHHUK S’ COCTOSHUS S TI0 TpaeKTopuH d/p;
Ecau B MHOXecTBe Separate ectb Tpoiika (S, p, §'), To flag : = 1;
[*TIpon301IIIO 3aUKINBAHKE TI0 Pa3Ie/SIONIEH TOCIEI0BATEIBHOCTH; */
Hnade 3anecT TpoKy (S, p, S') B MHOXKeCTBO Separate;
s =¢;
}
Ilar 2.

Ecau MoutHocTs MHOXeCTBa Separate pasua n, To KOHEIL anroputma;
/¥yCTaHOBJIGHO B3aWMHO OJIHO3HAQUHOE COOTBETCTBUE MEXKIY COCTOSHHSIMU
aBromaTtoB P u S */

HHade ompenenuTs cocTosiHKE S', U KOTOPOTO HE IPOBEPEHA BBIXOJHAS PEAKIIHs
Ha TIOCIIeIOBATENLHOCTD 8, T.¢. B MHOKECTBE Separate uer tpoiiku (', *, *);

Tlogate oy Ha aBTOMAT P
C. =0 O,

Ecau peaknus aBromMaTta P He COACPKUTCS B MHOKECTBE PEakiMii aBToMaTa S Ha
MOCIIeIOBATEIbHOCTh Ogy, TO BblAaTh Bepaukt ‘fail’ u coobmienwme, utO
MpPeABbABICHHBI aBTOMAT He sBIseTcs peaykiued aBromara S, KOHELL
AITOPUTMA;

HNnaue Ilar 1.

3.2. MocTpoeHne MHOXecTBa Transition

o mMHOXecTBOM Transition moHumaeTcss MHOXECTBO 4eTBepok (S, i, 0, §'), T.e.
MPAKTUYIECKH MHOYKECTBO TIEPEXO0JIOB B aBTOMaTe-peain3anun P.
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AnroputMm 2 IpoBepKH BCeX IEPEX0/I0B MPEABIBICHHOr0 aBToMara P

Bxoa. ABromar-crenuduKamus S, pasiensomas IOCIeI0BATENBHOCTh & M TeKyIlee
COCTOSIHHE aBTOMATa MOCJIE OJa4H [EePBOii YaCTH HPOBEPSIONICH TOCICI0BATEIBHOCTH Ha
npoBepsieMbIit aBTOMaT P, MHOXECTBO Separate;
Boixoa. Bepaukr pass, eciu P ects penykuus S, wim Bepaukt fail, ecnu P He ects
PEmYKLHS S; MHOXKECTBO IIEpeX00B aBToMara P;

Transition: = &;

IToka MOIIHOCTH MHOXECTBa Transition He paBHa MPOHM3BEICHHIO N HA YHCIO BXOIHBIX
CHMBOJIOB BEITIOJTHUTb:

{
EciM B TeKylieM COCTOSHHH S €CTh IMEpexo]| 10 BXOJHOMY CHMBOIY i, HE
BXOJAIIMN B MHOXECTBO Transition, To
Topnats Ha aBTOMaT P mocnenoBatenbHOCTb i 6
c:=0id;
Ecau peakius Op aBromara P Ha mocie1oBaTenbHOCTb | 8 He COepsKUTCS
B MHOYKECTBE PEaKIMi aBTOMaTa S Ha 3Ty ITOCIIEA0BaTEeIBHOCTD, TO BEIATh
Bepaukt ‘fail” u cooOuieHne, 4TO MPEABIBICHHBIA aBTOMAT HE SBISETCS
penykuueit aBromara S, KOHEIL anroputma;
Huauve no MHOKECTBY Separate onpenenuts Tpoiiky (S, p, S'") € Separate;
3aHecTH ueTBepKYy (S, i, 0, $') B MHOXeCTBO Transition;
s:=g",
WHaye 1m0 MHOXKECTBY Transition HalWTH BXOAHYIO MOCJIEAOBATEIBHOCTH Y IS
Hepexozia U3 TEKYIIEro COCTOSIHUS S B COCTOSIHHE S, B KOTOPOM €CTh NEpeXo 110
BXOJHOMY CMMBOJIY i, HE BXOJIAIIMIA B MHOKECTBO Transition;
/* TlocnemoBaTETbHOCTD CYIIECTBYET, T.K. IO CBOMCTBAM aBTOMATa-CIIEH(PHKAIIIH
S penyKuusiMH S MOTYT OBITH TOJBKO aBTOMATHI C TEM K€ YHCIIOM COCTOSIHUI*/
ITonaTh Ha MpOBEPsIEMBIH aBTOMAT T10CIIEA0BATEIBHOCTS Y;
ci=oY;
s:=¢
}

BriaTte BepaukT ‘pass’ u cooOIieHwe, 9To MpeabsBICHHBI aBTOMAT SIBISIETCS PEeAyKIHeH
aBTomara S, KOHEII anroputma;

Cohopmynupyem psiZi YTBEp)KICHHH, W3 KOTOPBIX CIEAyeT, YTO BO BTOPOH 4YacTH
AITOPUTMA BBIIACTCSI BEPIUKT Pass, ecu P ects pexykuus S, u Bepaukr fail, econ
P ne ectb penykuust S.

Bo-repBbIX, 1O CBOWCTBAM pa3feNsIONIedl MOCIEIOBATENLHOCTH, CIPABE/IUBO
CIIeIyIOIIee YTBEPKICHHUE.

YrBep:xkaenne 3. Eciu niepen nepexoJoM KO BTOPOil 4acTW airoputma He ObLIO
BBIJIAHO COOOIIEHHWE, YTO TPENbSBICHHBI aBTOMAaT He SBISIETCS peayKLIuen
aBTOMara S, TO MOXKHO C/IENaTh CICAYIOLINE BBIBOJIBI O IPEIBSBICHHOM aBTOMare P:
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1) Asromar P mMeeT B TOYHOCTH N COCTOSIHHIA;

2) MHoxecTBO Tpoek Separate, B koTopom Tpoiika (S, p, S') O3HaUaer, YTO
MPEIbABICHHBIN aBTOMAT P 1o AeiicTBHEM pa3Jeiionei mocae10BaTeNbHOCTH O
U3 COCTOSIHUS, COOTBETCTBYIOIIETO COCTOSIHUIO S B aBTOMATE S, BBIACT BBIXOJHYIO
MOCJIEIOBATEIFHOCTE P U MEPEXOAUT B COCTOSHUE, COOTBETCTBYIOIIEE B aBTOMATe S
COCTOSIHHIO §'.

YrBep:kaenune 4. Ecmm Bo BTOpOW dYacTH alNrOpUTMa MOIIHOCTH MHOXKECTBA
Transition He paBHA IPOM3BEICHHUIO N HA YHCIIO BXOJHBIX CHMBOJIOB H IIEPEXOIbI U3
TEKYILEr0 COCTOSHHUS II0 BCEM BXOJHBIM CHMBOJAM IPUCYTCTBYIOT B MHOJKECTBE
Transition, To B MHOXecTBe Transition cymecTByeT MOCIEI0BATEIBHOCTD
[EPEXO0B C BXOJHOM IOCICIOBATEIBHOCTBIO Y UL IIEPeXona W3 TEeKYIIero
COCTOSIHHSL S B COCTOSIHHE S', B KOTOPOM €CTh MEPEXOJ [0 BXOAHOMY CHMBOIY |, HE
BXOJISIIIMI B MHOXECTBO Transition.

YTBepiKaeHHe A0KA3bIBAeTC MeTOAOM OT MpoTuBHOro. Ecimu 310 He Tak, To
MOCTPOCH II0JIaBTOMAT aBTOMara P ¢ YHMCIIOM COCTOSIHMI MeHbILE N, KOTOPBIA €CTh
PEMYKIIUS aBTOMATA S, 4TO HEBO3MOXKHO B CHITY CBOWCTB aBTOMaTa S (YTBEpXKICHHE 2).

Teopema 1. Anroput™M BBIIaeT BEpAUKT ‘Pass’, ecad U TOJBKO €CIH
NpeIbSIBICHHBINA aBTOMAT SIBIISIETCS pelyKIUeH crienudukanmu.

Joka3zarenbcTBo. Ecnu peakiius Ha MOCTPOSHHYIO BXOJIHYIO MOCJIEI0BATENLHOCTD
aBToMaTa P comepxuTcs B MHOXECTBE peaknWii aBTOMaTa S Ha 3Ty
MOCJIEIOBATENEHOCTE (T.€. B pe3yibTaTe pabOTHl alrOpUTMa BBIIaH BEPAUKT ‘Pass’),
TO TIOCIE BBIIONHEHHUS TIEPBOM YACTH AalTOPUTMAa YCTAHOBICHO B3aMMHO
OJTHO3HAYHOE COOTBETCTBHE MEXAY COCTOSHHUSAMH aBToMartoB P u S. Bo BrOpoOif
YacTH QITOpPHTMAa YCTaHABIUBACTCS TAaKOE COOTBETCTBHE MEXKIY IEPEXOJaMH
aBTOMaTOB. TakuMm 00pa3oM, B mepeceueHud P u S MPUCYTCTBYIOT TOJBKO MHaphI PS
COCTOSIHUHM, TaKhe YTO BBIXOJHAS pEakKIlysi aBTOMaTa B COCTOSHUU [ Ha KaXKIIbIid
BXOJIHOM CHUMBOJI COJICPXKHTCS B MHOXECTBE BBIXOJHBIX pEakiHii aBTOMAaTa S B
COCTOSIHUM S Ha O3TOT BXOJHOH cuMBON. COOTBETCTBEHHO, €CIM B TIpOIecCe
TECTUPOBaHUsI HE OBUIO BBIJAHO COOOIIEHUS, 4YTO aBToMaT P He sBusercs
penykimen aBTomMara S, KOTOPOE BBIIACTCS TOJBKO B Ciydae, KOTJa PEaKiius
aBToMaTa P Ha HEKOTOPYIO BXOJHYIO IIOCICAOBATEIHHOCTh HE COICPKHTCS B
MHOYKECTBE BBIXOJHBIX PEaKIMii aBTOMaTa S Ha 3Ty BXOJHYIO ITOCIICIOBATEIHHOCTD,
TO, COTJIACHO YTBEPIKACHHIO |, TIPeIbBICHHBII aBTOMAT €CTh PEIYKIUI aBTOMATa S.

4. WUnmocmpayus anzopumma Ha npumepe
PaccmoTpum paboTy anropuTMa HOCTPOSHHMS IPOBEPSIIOIIEH 1TOCIIeI0BAaTENFHOCTH Ha

npuMepe, NpUBCACHHOM Ha PUCYHKE 1. I[J'I)I JaHHOI'0 aBTOMaTa pasacirironas
oCJa€A0BaTCIbHOCTb d: izil. B xauectBe peain3aly pacCCMOTPUM aBTOMAT Ha pHC. 3
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i,/2

Puc. 3 Ilposepsiemvlii asmomam P, paccmampusaemviil kaxk peanusayus asmomama Ha puc. 1

CornacHo alropuTMy, B MEpBOH YaCTH alropuTMa Ha aBTomar P momaeM BXOIHYIO
MOCJIEIOBATEIFHOCTE O, TOKa HE MIepeiieM B yKe pacCMOTPEHHOE COCTOosHUE. B
JIAHHOM CJTydae I0JIy4aeM B OTBET Ha ipi; BRIXOJHYIO MOCIIEA0BATENHLHOCTD 22, YTO
COOTBETCTBYeT crierudukanun. [amee, 3aHocuM Tpoiky (1, 22, 3) B MHOXECTBO
Separate. Tlpum pnampHeimiedt momade iplyiply  BBIACHSEM, YTO IPOM3OIILIO
3alMKINBaHKE, T.K. B MHOXECTBE Separate yxe ecth Tpoiika (3, 12, 3). CormacHo
mrary 2 ompenesieM COCTOSIHHE, IUIS KOTOPOTO HET COOTBETCTBYIOMICH CTPOKH B
MHOKeCTBe Separate — ato cocrosinue 2. [ToaToMy mogaeM oiz=i, IUIs epexoaa us3
COCTOSIHUS 3 B COCTOSIHUE 2 M BO3BpalaeMcs Ha war 1.

Iogaem iyi; 1 monyyaeM HOBYIO TpoOiKy B MHOecTBO Separate: (2, 10, 1). Ipu
MOBTOPHOU moaue ipi; BeIACHSIEM, uTo Tpoiika (1, 22, 3) yxke ecTb B Separate.
Takum oOpa3oM, Ha BEIXOJIE IEPBOTO alTOPUTMa MHOXECTBO Separate mMeeT BuA,
TPeICTaBICHHBIN B Ta0. 2

Tabruya 2.
S p s
1 22 3
2 10 1
3 12 3

Kpome Toro, npoBepsiomiast Mocjie0BaTeIbHOCTh G UMEET BUJL: Ipiq Ii1ioiy i oiiniy 1
TEKYIIUM COCTOSTHHEM SIBIISIETCSI COCTOSTHHE 3.

Janee HeoOXOMUMO MPOBEPUThH MHOMXECTBO TEPEX0a0B. B cooTBercTBHH C
AITOPUTMOM MPOBEPKH MEPEXOJI0B OMpeIessieM, eCTh JIM B TEKYIIEM COCTOSHUH 3
epexoj1, KOToporo HeT B Transition. Takol mepexo ecTh — HAPUMEP, MEPEXO/T 110
BXOJHOMY CHMBOIY ;. [locite momauw i; Ha Beixoae aBTomata P momyuaem 0, manee
nojaeM O ¥ TOJiydyaeM Ha BbIXOfe 22, YTO COOTBETCTBYET TPEThEH CTPOKE
MHOKECTBa Separate u o3Hayaer, 4To IMOC/e Mojadd i; aBTomMar P mepemen,
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cooTBeTCTBYIOIIee cocTosiHuio 3. Tlo MHOXKeCTBY Separate ompenesnsieM, 4To mocie
mojadyd O MBI BO3BpallaeMcs B COCTOsHHE 3. B IaHHOM COCTOSHUM €CTh
HETIPOBEPEHHBIM 10 BXOAHOMY CHMBOJIY I Ilocie momadd 3TOTO CHMBOJNA, Ha
BBIXOJIc aBTOoMaTta P moiydaeM BBIXOIHOW cuMBOA 1, W mocie momaun & 1O
nony4eHHoW peakuud 10 MOXHO YCTaHOBHTB, YTO IPOBEPSEMBIN aBTOMAT M3
COCTOSHHMSL 3 TOX IEWCTBHEM BXOMHOTO CHMBOJA I, TIEpEIIe] B COCTOSIHHE,
COOTBETCTBYIOIIEE COCTOSIHHIO 2 B aBTOMare-crenuukaniy. Ha naHHOM 3Tane ¢ =

nepexoabl aBromara P.

[To 3aBepmIeHHIO MOCTPOEHHS MPOBEPSIOUICH ITOCIEIOBATEIHHOCTH HA BBIXOJE
OyzmeT momydeH BEpAUKT Pass, M ICHCTBUTENPHO aBTOMAT Ha pPHUC. 3 SABISIETCS

penykumeir aBTomara Ha puc. 1. Ilpu sToM © = ljigisiqialiisinliisly + g iaig

i2iiqi1i5i1i1i00211i0i1i00112150501.

5. 3aknroyeHue

B nmanHOIl paboTe mpeCTaBICH MNPEIIOKECHHBIH HAMH QJITOPUTM IOCTPOCHHS
aJlaliTUBHON TPOBEPSIONIEH MOCIEA0BATEILHOCTH ISl HEACTEPMUHUPOBAHHOTO
aBTOMaTa OTHOCHTENHEHO penyKIwH. J[aHHBI alTOpUTM MO3BOJISIET OIpPECITUTh,
SBIISICTCS JIA TPEIBSBICHHBIA U1 TECTUPOBAHUS ACTCPMUHUPOBAHHBIA aBTOMAT
penyKImel aBToMaTa-Crenn(pUKaII.

HeobOxomuMo oTMeTHTB, 4YTO B JaHHOH paboTe MBI HE paccMaTpHUBAJIH
ONTUMU3AIMIO  CTPOSIIEHCS  MPOBEPSIONICH  IOCICAOBAaTEIFHOCTH,  3aJadd
ONTUMU3AIMY  TIPOBEPSIOMICH  TOCIEIOBATENIFHOCTH  TPEOYIOT — IalbHEHIIIX
HCCJIEJOBAHUM.

B 3axmodyeHrne MBI OTMEYaeM, YTO TOCKOJIBKY MPOBEPSIONIas MMOCIIeI0BATEIHHOCTh
Oyzmer TIPUKIIAIBIBATHCS aIalITHBHO, BMECTO I-TIepeIaTOYHBIX
MOCJIEOBATEIFHOCTEHl ~ MOXKHO  HCIIONB30BAaTh  ONPEACICHHO-TOCTHYKUMBIC
COCTOSIHUSL ¥ COOTBeTcTByrome mnpeamOymer [1]. Kpome Toro, BMecTo
pasfensiomeld  MOClIeJ0BaTeIbHOCTY  MOYKHO — MCIOJB30BaTh  Pa3IMUyaronIuit
TECTOBbIA mpumMep [3], eciii TakOBOH CyHIECTBYeT B aBTOMaTe-CIeHH(UKAIINU.
Hcnonb30BaHre TakUX aJaNTUBHBIX YCTAHOBOYHBIX M PA3IMYAIONIMX TECTOBBIX
MPUMEPOB MOXET CYIIECTBEHHO COKpaTHUTh JUTHHY MPOBEPSIONIEH
MOCIIeI0BATEIHHOCTH.

BaarogapHocTh. Pabora uwacTMyHO mmoaiep)kaHa HpoekToM 2.739 roc3amaHust
MunO6pHayku P®. B 3akiroueHue Xo4y BBIPa3HTh OJAroJapHOCTh Hpodeccopy
EBTymenko H.B. 3a uHTEpecHbIC TUCKYCCHU TIPH MOJTOTOBKE CTATHU.
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Deriving checking sequences for
nondeterministic Finite State Machines with
respect to the reduction relation

Anton Ermakov <antonermak@inbox.ru>
National Research Tomsk State University,
634050, Lenina ave., 36, Tomsk, Russia

Abstract. Most FSM based methods for test derivation are developed for initialized Finite
State Machines (FSM) and the latter means that a reliable reset is assumed in an
implementation under test in order to glue test sequences together. If the reset is rather
expensive then the number of test sequences has to be reduced and when it is reduced to a
single sequence, this sequence is called a checking sequence. In this paper, a methods is
proposed for deriving an adaptive checking sequence when the specification FSM is
nondeterministic and the conformance relation is the reduction relation. The latter means that
the behavior of a conforming implementation should be contained in the behavior of the
specification. A method returns an adaptive checking sequence that detects each
nonconforming implementation that has not more states than the specification FSM under the
conditions that the specification has a distinguishing sequence and a deterministic strongly
connected submachine. These conditions can be weakened for the case when the specification
has a distinguishing test case and each state of the specification is definitely reachable from
another state. The testing process is adaptive, i.e., the next input is determined based on the
outputs produced for the previous inputs. Such adaptive distinguishing sequences can be
shorter than preset checking sequences.

Keywords: test derivation, checking sequence, nondeterministic Finite State Machine,
reduction relation
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Abstract. Collaborative systems are growing in use and popularity. The need to boost the
methods concerning the interoperability is growing as well; therefore, trustworthy
interactions of the different systems are a priority. The decision regarding with whom and
how to interact with other users or applications depends on each system. We focus on
providing trust verdicts by evaluating the behaviors of different agents, using distributed on-
line network monitoring. This will provide trust management systems information regarding
a trustee experience, for those trust management systems based on "soft trust”. In this work,
we propose a scalable evaluation method for any on-line network monitoring system, by
using an auxiliary model, an extended finite state automaton (EFSA), and as well as other
known methods to reduce the time complexity of the evaluation algorithm.

Keywords: trust management; on-line network monitoring; scalable evaluation;

1. Introduction

Internet applications have become one of the most popular ways to socially interact,
make commerce, and create collaborative work; making them a daily part of our
living. With time, the collaborative aspects supported by Internet have evolved
bringing new tools, methodologies and concepts. These systems keep growing in
use and in popularity. The need to boost the interoperability methods related to them
is growing as well; making thus trustworthy interactions of the different systems a
priority.

These concepts of trust have been brought to computer science. The systems need to
interact with users and with other applications. The decision regarding with whom
and how to interact with other users or applications depend on each application or
system. There are many definitions of trust in the literature, but the one we adopt
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here is the one commonly applied and defined in [1], “the firm belief in the
competence of an entity to act dependably, securely, and reliably within a specified
context”. From this definition different types of trust management engines have
been created.

Some trust management systems use security policies and authentication in order to
provide the concept of trust. In these types of systems, to determine the entity called
trustee, it implies there is a related authentication mechanism. The policy languages
are used to express the actions allowed for each trustee. This is called ““hard trust"
because the actions can only be permitted or denied. For example, pioneering
systems like PolicyMaker [2], KeyNote [3], REFEREE [4] and SD3 [5], have
presented trust management systems based on security policies. More flexible and
recent, hard trust management systems have been created, one among them is the
work tool TrustBuilder2 [6].

“Soft trust” management systems, on the other hand are trust management systems
that are based on concepts like experience, reputation and other dynamic evaluation
parameters. For this purpose, the observations of the trustee behaviors are added to
evaluate the trustee experience. Most of the works dedicated to trust estimations in
different kinds of systems are based on local observations through monitored
entities. One example of such systems can be found in [7].

One crucial point is that soft trust management engines assume the evaluation of the
behavior is always granted and available for them. Additionally, to the best of our
knowledge, no generic methods to check behaviors are found in the trust literature.
As well, no formal approaches have been defined considering several points of
observation. We propose to use distributed network monitoring techniques to
analyze the packets exchanged between entities, in order to prove the interactions
are trustworthy based on the observation of network messages in different points of
observation. One important characteristic, which is always desirable in trust
systems, is to have the trust information, as fast as possible. Using our proposed
mechanism, we are able to provide the behavioral feedback of the systems on-line.
Our aim is to provide trust information in a generic manner such that, any generic
framework can use the information about these behaviors and incorporate it into the
trust estimation algorithm. It is our point of view, that trust management systems
will benefit from different inputs using different techniques; that is the reason why
we do not aim to provide another approach how to assess trust, but rather providing
existing trust management systems with behavioral evaluation of interactions.
On-line network monitoring cannot be directly applied by performing formal
verification or model checking [8] techniques. The reason is that, a model of the
system under test has to be derived in advance, and furthermore a set of properties
can be verified for corresponding violations. Typically, the system description is
omitted when performing on-line monitoring/passive testing, and therefore, this
issue is left out of the scope of the paper. On the other hand, a formal specification
of the system under test can be obtained by observing input/output traces and
applying machine learning techniques [9]. However, when performing machine
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learning techniques, well known problems are encountered, such as statistics
gathering, explosion problems (especially, for state transition models), etc.
Therefore, in this paper, we discuss how a number of properties can be still verified
for a system under test when the formal system specification is absent; and
especially how to perform this process in a scalable way.

2. Distributed On-line Monitoring for Behavioral Evaluation

2.1. Approach

Our main objectives are: i) to be able to detect untrustworthy behaviors of entities
where all other approaches fail to achieve it, providing feedback as fast as possible;
ii) to provide a generic method to describe these untrustworthy behaviors and
finally, iii) to test those described behaviors in a scalable manner.

To tackle the first point, the distributed network monitoring approach was proposed.
With the use of distributed network monitoring, we can see behaviors that cannot be
seen when using a single point of observation. Let us present a possible case
scenario, a client computer is sending request to perform operations to a server.
Both, the client and the server have a trust management engine, and they have
allowed actions and replies from each other. The client computer sends a message
of type “A” to the server and at the server and the server receives a type “B”
message. The message type “B” is an allowed message type and the server performs
the action. If the network traffic for both points of observation could be obtained
and compared, an untrustworthy behavior can be detected. This example is
illustrated in Fig. 1. Without correlating both points of observation, the
untrustworthy behavior cannot be detected, even if having trust management
engines incorporated, the systems will consider the interaction trustworthy.

Wy [

— AN i

Allowed Allowed
message type A’ \message type B

Fig. 1. Different allowed actions at communication ends.

We do not consider this simply a security issue. In fact, due to the trust definition
we do not focus if the untrustworthy answer was due to an attack, a software failure
(bug), system failure, misconfiguration, etc. The relevant fact is that the interaction
was not proper and reporting the untrustworthy interaction as soon as possible is our
goal.
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2.2. Definitions and Assumptions

In order to accurately understand how our proposed approach solves the stated
issues, first we need to introduce some preliminary concepts. A network packet
(packet for short) is the abstraction of the transmitted bit-streams in a computer
network; this abstraction allows us to interpret a packet as a formatted data unit. A
packet is interpreted as a “Message” from a telecommunication protocol, for
example a DNS query, a DNS response, etc. Analyzing a packet is to access the data
inside that packet to search for particular values; these values have a defined
meaning depending on the network protocol. Finally, network monitoring is the
technique of analyzing the packets transmitted over a computer network. Several
works like, [10], [11] and [12], proposed monitoring approaches considering local
observations.

In our paper, we assume that the network packets are being forwarded from the
different sources of interest to a monitoring server. Each of these sources contains
network entities monitored through network interfaces called points of observation
(P.O). We also assume that if the network entity has many interfaces, all the
forwarded packets from the same network entity will be considered at the same
point of observation.

The sequence of packets from a point of observation is called a network trace. A
network trace (trace for short) is potentially infinite. When we have different traces
from the points of observation, we can analyze the packets from one trace and create
a relationship to another trace, defining the concept of distributed network
monitoring.

In order to provide evaluation about behaviors, relationships between packets from
different POs are created. The relationships are created with the packets’ fields and
conditions that hold over those fields in regards of other packets. Basically, the
relationships are made performing comparisons. We can compare the values of
these observations with constant values or variable values. The variable values are
extracted from other packets (previously observed packets). These comparisons are
defined formally in our work [13], by the definition of atoms and we also note that
for the time relationships, we assume the network traces are synchronized using the
NTP protocol [14]. Since there are multiple network traces from multiple POs, the
comparisons can be done from: i) a specific network trace, that is using a specific
point of observation, ii) any network trace, except a specific one or iii) any network
trace, that is, at any point of observation, i.e., not specifying a point of observation.
The packet relationships and comparing the values will result in a composition. This
composition is formally defined as a conjunction of atoms, which we call a
prototype. A prototype is an abstract model of all the necessary and sufficient
conditions a network packet should meet, including all its dependencies. For
example, to describe a DNS query for an IP address, a packet prototype will be
expressed in the formal language as: p.flags.response = 0 ” p.queries.type = ‘4.
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A prototype is a part of the formal definition of formulae. One formula is a formal
representation of what we will call a trust property. Many trust properties can be
described and formalized in order to describe trust on an environment or context.
Once the desired trust properties are checked on the network traces, we can give a
verdict regarding the checked trust property. The possible verdicts are pass and fail
if the statement is present. If the trust property does not reach a verdict, the result
will be temporarily assigned as an inconclusive verdict. If many trust properties are
described, then, different trust verdicts can be obtained.

The motivation and a method behind our approach were presented previously. Now,
in order to test the proposed trust properties using distributed network monitoring
we need to be able to express those properties. It is not sufficient to express the trust
properties, in fact, we need to accurately express them, not leaving room for any
ambiguity. Considering that, we need to employ a formalism. A formalism is not
only useful to unambiguously express the properties, but, also for the software tools
to be able to provide accurate verdicts. Without a doubt, our approach has a higher
value, when verdicts can be automatized with a software program. Further, when
providing a formalism, more researchers related to the field can generate trust
properties to test. Because of those reasons we have created the necessary formal
approach.

We decided to use our own approach rather than using other existing ones, the
reason is that with the use of our formalization, we can describe the packets finely
parameterized and at a granular level. Thus, we can make more complex and
detailed relationships between packets. Another reason is that new application
protocols rely heavily on the data parts and their semantics, for this reason they
require a more data-oriented checking which the other approaches are not able to
provide. Even old protocols have semantics that if the packets are treated as bit-
streams some data values can be inaccurately obtained. For example, in the DNS
protocol, the DNS notation and data compression method allow to specify a pointer
to previously used data in the packet to avoid duplication of data (see [15]).

The formalism basic and most important principles are: the representation of a
protocol message (packet) and the formal language lexical, syntactical and
semantical properties; nevertheless, for the scope of this paper, only knowing the
concepts regarding the language, namely, atoms and prototypes in particular are
enough, and that is the reason why the interested reader might look for the formal
language definition in our previous work [13]. Therefore, we present only the basic
concepts regarding the packet hierarchical representation next.

A communication protocol message can be represented as a hierarchical set of label-
value pairs. The representation of the packet will have the form defined by a
message representation:

Definition 1: A message representation M is defined by the set of pairs M =
{Ly)Ile LAveESURUM'}, where £ is a predefined set of string labels, §
represents the set of string values, R represents the set of real numbers, and M’ is a
message representation sub-set.
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For a given network protocol P, an associated message representation M can
generally be defined by the set of labels and data values derived from the message
format defined in the protocol specification. A message of a protocol P is any
element m € M. For each m € M, we add two fields: a real number t,, € R,
which represents the time when the message m is received or sent by the monitored
entity, and a PO string label which represents the point of observation from which
the message m is collected.

Example of a message representation: a possible message for the DNS protocol
[15]; specified using the previous definition could be:

M ={(time,154.576889000), (PO, “ADS”), (query _id,58921),(flags,{(response,0),(op
code,std_query),(truncated,0),

(recursion_desired,1),(reserved,0),(non_auth_data_acceptable,0)}),(questions,1),(a
nswers,0),(authorityRRs,0),

(additionalRRs,0),(queries,{(name, "telecom-
sudparis.eu ”),(type, "A”),(class, "IN ")}}

Representing a DNS query for the IP address of the associated domain name
telecom-sudparis.eu.

For any given network protocol we have a mapping function between the bit-stream
and the message representation.

Definition 2: The mapping function is the function F: B — M, where B is the bit-
stream of the network protocol and M is a message hierarchical representation as
presented in Definition 1.

Once having the representation of the network messages, and the concepts of
prototypes and atoms, some important constrains of on-line network monitoring
systems need to be mentioned: i) a prototype has a set of conditions which can
involve the packet itself or previously stored packets (dependencies); ii) for each
packet, all prototypes must be tested, since, each packet could be observed at any
given state during the execution time.

3. Scalable Evaluation of On-line Network Monitoring Systems

The evaluation process in an on-line monitoring system consists in evaluating if
each packet satisfies the desired trust properties we need to check. Therefore, a
scalable way for the evaluation algorithm is perhaps the biggest requirement. The
trust properties have a set of conditions (atoms) that packet's data need to match
against constant values or against the values of previously stored packets, as
explained before. After matching the packet's conditions, checking if the matched
packet completed a trust property is necessary. In order to provide verdicts
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regarding the trust properties we developed a first approach using the algorithm
presented in our work in [16]. The worst-case analysis of the time work performed

by the previously mentioned algorithm is expressed by the following equation:
Np Np Np

T(eval_prots) = 3N, + Z NPA; + Z 2NPD; + Z(Np - i)QL;
i=1 i=1 i=1

Np

+Z(Np — 0)(QL; * NDA;)

Where N, is the number of prototypes in the formulag, NPA; is number of atoms
that require no dependencies of the ith prototype, NPD; is the number of
dependencies of the ith prototype, QL; is the length of the queue of stored packets of
the ith prototype, and NDA; is the number of atoms that require dependencies of the
ith prototype.

The experimental results achieved with the first algorithm are good. However, due
to the on-line monitoring constraints, we are required to create the most scalable
algorithm for the evaluation of trust properties. Based on the time complexity
analysis of our algorithm, we note that the term that dominates the equation is the

term, Zlivfl(Np — i)(QL; * NDA;); from this term we can observe that atoms
(conditions) need to be checked against the stored packet queues and this is being
repeated up to (Np — i) times. In order to create a scalable algorithm, we need to
avoid repeating any checks for all packets.

In order to improve the algorithm, known techniques are applied. First, we propose
to make use of a data structure that will aid avoiding repeated checks. In addition to
that, we propose to keep a track of previously visited packets in the stored queue to
avoid re-visiting packets, which did not match previous tests, and therefore, not to
check stored packets that do not meet all the necessary conditions.

We have chosen to use a tree-structured (single rooted) extended finite state
automaton (EFSA) as the structure for the scalable evaluation. The reason is that,
this structure fits the desired purpose of the algorithm. We propose evaluating the
packets by doing the atomic test once and to keep track of the already tested atoms
(a transition model based on predicates) and then, when a packet is found to match a
prototype (at some accept state), execute some actions (updating functions), for
instance, storing the packet on a queue or reporting a property verdict. These types
of models have become popular to achieve scalable algorithms, for example, several
works like, [17,18] use different types of automata, finite, non-deterministic, hybrid
and extended to evaluate a regular expression language to achieve a scalable deep
packet inspection.

Our target is to generate the EFSA from the necessary prototypes. The strategy in
order to avoid repeating atomic tests is to generate transitions from the root state,
adding predicates of the atomic tests which are more common at the beginning and
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creating related atomic tests (atomic tests which are part of the same prototype)
along the same path; for the next prototypes, uncommon atoms will be branches
added at the current state after following the common transitions. Therefore, our
algorithm to generate the EFSA relies on three principal actions: i) comparing each
atom and add a count of how many times it appears in the formulae; ii) sort the
prototypes putting first the ones containing the most common atoms, then, do a
nested-sorting according the second most common atom, and so on; iii) finally,
going along the path of the EFSA creating new nodes branching with its respective
transitions based on the atoms or just following the already existing ones (starting
from the root) and adding the proper updating functions. The algorithm to generate
our EFSA based on the formulae prototypes can be found in the Algorithm 1.

Input: Prototypes P | State root

Output: EFSA

foreach atom ¢ P do

h‘]w;\lmllillntlll + count(atom, P);
end
maxRepeated + max(repeated);
sortedPrototypes + P;
repeat
atom <+ atomRepeated(maxRepeated, P);
sortedPrototypes + sortWRT(sorted Prototypes, atom) /* nested-sorving e/
n-pm\h-cl[uh:ml ¢ »rt'pt'nln‘u”;ﬂuml;
maxRepeated + max(repeated);

until mazrRepeated > 1 ;
current +- root;
foreach P ¢ sm'[n”’rnfuh[p: s do
while (atom « hgerCountAtom(P)) 0 do
if atom ¢ transitions{current) then
addTransition(current, atom);
end
delete(atom P);
| doTransition(current, atom);
end
addUpdatingFuncs(current, selectFunes(P)) /* appropriate for the prototype =/
end

Algorithm 1. EFSA generation algorithm.

Example of an EFSA generation: Let us consider the trust property: "For all
responses from an authoritative DNS server, all future responses from other points
of observation are the same replies from the authoritative DNS server if the queries
are the same".

Using our approach we express this trust property by having the following
prototypes:

pl « p.dns. flags.R = 0Ap.PO ='ADS'

p2 « p.dns.flags.R = 1 Ap.PO ='ADS' Ap.dns.ID = pl.dns.ID

p3 « p.dns.flags.R = 0 Ap.PO # 'ADS' Ap.dns.queries = pl.dns. queries
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p4 « p.dns. flags.R =1 Ap.PO #' ADS' Ap.dns.ID
= p3.dns.ID Ap.dns.answers = p2.dns.answers

The atom count for these prototypes is:

p.dns. flags.R =0 « 2

p.PO ='ADS' « 2

p.dns.flags.R =1 « 2

p.dns.ID = pl.dns.ID « 1

p.PO #" ADS' « 2

p.dns. queries = pl.dns. queries « 1
p.dns.ID = p3.dns.ID « 1
p.dns.answers = p2.dns.answers « 1

For this particular example, the order of the prototypes is not altered when sorting
them. Finally, the generated EFSA by our algorithm (Algorithm 1) is represented in
the Fig. 2.

o

if(p.dns.flags.QR = 1)
if(p.dns.flags.QR = 0) o

4 2
q
(p.PO = "ADS ) if(p.PO = "ADS")
P. =" 5 5 " "
add(get_queue(queues, p1'), p) HRPO I "ADS")
ra

-
if(p.PO !="ADS") -

if(p.dns.ID = P1.dns.ID)
add(get_queue(queues, p2’), p)
replace_old(get_queue(queues, p2', p)

\
qo | 4
if(p.dn22iD = P3.dns.ID)
if(p.dns.queries = p1.dns.queries)° mf

add(get_queuve(queues, 'p3), p) if(p.dns.answers = p2.answers)
remove_from_queues(parents(p))
report_success(p)

— ‘ Initial state 6

predicate

— Intermediate
Updating state
functions

‘ Final state

Fig. 2. Generated EFSA example
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Once having the generated EFSA, we can introduce the proposed algorithm that is
used to evaluate the packets using the auxiliary data structure we generated. The
algorithm is shown as Algorithm 2:

Input: EFSA A, StoredPackets sps, Packet p,
Output: Property verdicts
repeat
transitioned « false;
foreach predicate in get Transitions(get CurrentState(A)) do
if hasDependencies(predicate) then
partialResult « false;
tempStoredPackets + createStoredPackets();
foreach storedPacket in getStoredPackets(sps, predicate) do
if evalDependency(predicate, py, storedPacket) then
partialResult « true;
add(tempStoredPackets, storedPacket) /* avoid unnecessary checks */
end
end
setStoredPackets(sps, predicate, tempStoredPackets);
transitioned « partialResult;
else
| transitioned « evallndependent(predicate, py);
end
if transitioned then
foreach updatingFunc in getUpdatingFuncs(A, predicate) do
| execute(updatingFunc, p,);
end
setCurrentState(A, getStateTransition(A, predicate));
goto end _loop;
end
end
end _loop :
until transitioned;

Algorithm 2. Evaluation algorithm using EFSA.

Finally, we can proceed to calculate the complexity of the evaluation algorithm
using the auxiliary EFSA (as shown in Algorithm 2). The work of the algorithm can
be expressed by:
IS|
T(eval_states) = 2(0(1) + T(eval_trans;)),

i=1

where |S] is the cardinality of the set of states in the EFSA. Respectively, the work
of T(eval_trans;):
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ITA;l
T(eval_trans;) = Z e +oe)+e)+ T(eval_spj) +0(1)+06(1))
j=1

Uil

+o()+ ) (6(D)+06(),
2

where |TA4;| is the cardinality of the set of transitions of the ith element of the state
set, |U;| is the cardinality of the set of updating functions for the ith state executed
transition. Subsequently, The work of T (eval_sp;):

]
T(eval_sp;) = 2(0(1) +0(1) +0(1)),
k=1
where |Q j| is the length of the queue of the ith prototype stored packets queue.

Substituting and simplifying the equations we get that (we omit the algebraic
operations):

IS| S| IS| ITA;l
T(eval_states) = 3|S| + SZITAiI + ZIUL-I + 32 Z 10,]
i=1 i=1 i=1 j=1

We note that counting from all states each transition is the equivalent to count all
transitions, i.e., |T|, the cardinality of all transitions. Similarly, counting from all
states each updating function is the equivalent to count all updating functions, i.e.,
|U| is the cardinality of all updating functions. After this substitution in the previous
equation we get:

IT|

T(eval_states) = 3|S| + 5|T| + |U| + 3Z|Qi|

i=1

The complexity of our algorithm results in an improved linear complexity, O(|T|) =

szllle |. We also note that any algorithm that runs in linear time can only modify a
linear amount of memory cells and therefore, the space complexity of the algorithm
yields a linear space complexity. It is also important to remark that the complexity
of the algorithm (both in time and space) highly depends on the length of the stored
queues of packets. In our previous works we have proposed having a continuous
parallel process that given a timeout threshold, will remove from the packet queues
unused packets. We do this in order to avoid resource starvation in the monitoring
system.
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4. Conclusions

In this paper, we have presented a scalable approach to evaluate on-line network
monitoring systems. Furthermore, we have introduced an algorithm that regardless
of the language used to express the monitoring properties is capable of generating
an auxiliary model to evaluate them; the only requirements are the basic concepts
and constraints that any on-line network monitoring system has. The proposed
method after creating the data-structure uses a second algorithm that we presented
in order to evaluate the packets and provide verdicts regarding them in a linear time.

Our contribution focuses on providing verdicts in a scalable manner and as stated in
Section 3, the algorithm highly depends on the length of the queues of previously
stored packets. Therefore, our future work includes proposing a complete model that
takes timeouts into account and also to extend our current language to be able to
express variable timeouts for each prototype individually. Naturally, developing a
tool that incorporates the proposed approach is included into our perspectives.
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AnHoTtamus. KoprmopaTuBHbIC CHCTEMBI JUIS OpraHU3allMd W TOJJEPXKAHUS COBMECTHOM
paboThl CTAHOBATCS Bce Oosiee MOMYJSIPHBIMH. B YCIOBHSAX pocTa WCIOIb30BAHHS TAKUX
CHCTeM pa3paboTka METOI0B, 00ECIIEUNBAIOIINX HAIEKHOE JOBEPUTEILHOE B3aUMOICHCTBIE
BOBJICUCHHBIX areHTOB, CTAHOBUTCS OJHOI M3 NPHOPHTETHBIX 3adad. PemieHune o TOM, C
KaKMMH areHTaMd (APYrMMH MOJb30BAaTeISAMH WM TPHIOKCHUSIMH) H KakuM 00pa3oMm
OCYIIIECTBISITh B3aMMO/ICHCTBHE, MOXKET OBITh PA3IMYHBIM [l PA3IMYHBIX CHCTeM. B manHO#
paboTe MBI aKIICHTUPYEM BHUMAaHHC Ha MPEJOCTABICHUH BEPAMKTA O CTCIICHH JOBEPHUS Ha
OCHOBE OIICHKM TIOBEJCHUS pPA3JIMYHBIX arcHTOB C WCIOJIb30BAHUEM PACIPEICICHHOTO
CeTeBOTO0 OH-TailH MOHUTOpHHTA. IIpe/yioKeHHass OLEHKa MPENOCTABIsIET CUCTEMaM
yIpaBlICHHs], OCHOBAHHBIM Ha «MATKOM JOBEpUH» MH(OpMAIHIO 00 OMbITe A0BepuTess. B
JAHHOW paboTe MBI MpeliaracM MaclITaOUPyeMblid METOJ OLEHKH s JIF00Oro OH-JaiH
MOHHTOPUHTA C HCHOJIb30BAHHEM BCIIOMOTATENbHON MOJENH PACHIMPEHHOTO KOHEYHOTO
MOJTyaBTOMAaTa U M3BECTHBIX METOIOB Ul YMEHBIICHHS BPEMEHHOH CIIOHOCTH aJTOPUTMA
OLICHKH.

KunroueBble ci10Ba: ympaBieHHe JOBEpPHEM; OHJIAHH CETEBOIl MOHUTOPHHT; MacITabupyemast
OLIEHKA.

Cnucok nutepaTtypbl

[1]. T. Grandison, M. Sloman. A survey of trust in internet applications. IEEE
Communications Surveys and Tutorials, 2000, vol. 3, no. 4, pp. 2-16.

[2]. M. Blaze, J. Feigenbaum, J. Lacy. Decentralized trust management. Proc. the IEEE
Symposium on Security and Privacy, 1996. pp. 164-173. Oakland, CA, USA.

[3]. M. Blaze, J. Feigenbaum, A.D. Keromytis. Keynote: Trust management for public-key
infrastructures. Proc. the Springer 6th International Workshop of Security Protocols,
1999. pp. 59-63. Cambridge, UK.

[4]. Y.-H. Chu, J. Feigenbaum, B. Lamacchia, P. Resnick, M. Strauss. Referee: Trust
management for web applications. O’Reilly World Wide Web Journal, 1997, vol. 2, no.
3, pp. 127-139.

138



Tpynst UCIT PAH, Tom 26, Bbin. 6, 2014 1.

[5].
[6].

[7].

[8].
[9].
[10].

[11].

[12].

[13].

[14].
[15].

[16].

[17].

[18].

T. Jim. Sd3: A trust management system with certified evaluation. Proc the IEEE
Symposium on Security and Privacy, 2001. pp. 106-115. Oakland, California, USA.
A.J. Lee, M. Winslett, K. J. Perano. Trustbuilder2: A reconfigurable framework for trust
negotiation. Proc. the Third IFIP WG 11.11 International Conference, 2009. pp. 176—
195. West Lafayette, IN, USA.

Z. Movahedi, M. Nogueira, G. Pujolle. An autonomic knowledge monitoring scheme for
trust management on mobile ad hoc networks. Proc. the IEEE Wireless Communications
and Networking Conference, 2012. pp. 1898-1903. Paris, France.

G. Holzmann. The spin model checker : primer and reference manual. Addison-Wesley
Professional. 2003, pp. 1-596.

M.-N. Irfan, C. Oriat, R. Groz. Model inference and testing. Elsevier Advances in
Computers, 2013, vol. 89, pp. 89-139.

D. Lee, R. Miller. Network protocol system monitoring-a formal approach with passive
testing. IEEE/ACM Transactions on Networking, 2006, vol. 14, no. 2, pp. 424-437.

A. R. Cavalli, S. Maag, E. M. de Oca. A passive conformance testing approach for a
manet routing protocol. Proc. the ACM Symposium on Applied Computing (SAC),
2009. pp. 207-2011. Honolulu, Hawaii, USA.

X. Che, F. Lalanne, S. Maag. A logic-based passive testing approach for the validation
of communicating protocols. Proc. the 7th International Conference on Evaluation of
Novel Approaches to Software Engineering (ENASE), 2012. pp. 53-64. Wroclaw,
Poland.

X. Che, J. Lopez, S. Maag, G. Morales. Testing trust properties using a formal
distributed network monitoring approach. Springer Annals of telecommunications -
Annales des télécommunications, 2014. pp. 1-11. doi: 10.1007/s12243-014-0454-3.

D. L. Mills. Internet time synchronization: the network time protocol. IEEE Transactions
on Communications, 1991, vol. 39, no. 10, pp. 1482-1493.

P. V. Mockapetris, RFC 1035 Domain names — implementation and specification.
Internet Engineering Task Force, 1987.

J. Lopez, X. Che, S. Maag. An online passive testing approach for communication
protocols. Proc. the 9th International Conference on Evaluation of Novel Approaches to
Software Engineering (ENASE), 2014. pp. 136-143. Lisbon, Portugal.

R. Smith, C. Estan, S. Jha, S. Kong .Deflating the big bang: Fast and scalable deep
packet inspection with extended finite automata. Proc. Conference on Data
Communication, SIGCOMM ’08, 2008. pp. 207-218. New York, NY, USA.

M. Becchi, C. Wiseman, P. Crowley. Evaluating regular expression matching engines on
network and general purpose processors. Proc. The 5th ACM/IEEE Symposium on
Architectures for Networking and Communications Systems (ANCS), 2009. pp. 30-39.
New York, NY, USA.

139



