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Abstract. This special issue contains selected papers that had been submitted to Proceedings of the Institute
for System Programming of the Russian Academy of Sciences. Thirteen submissions from nine countries
(England, Mexico, China, Uruguay, Spain, Pakistan, Cuba, Dominican Republic, and Russia) cover several
important topics in rapidly expanding area of research and development related with Advanced Computing.
Authors show a spectrum of approaches to solve complex problems such as: data-oriented scheduling,
scientific workflows, cloud computing, evolutionary algorithms, content distribution networks, soft
computing, parallel programming model for multicore machines, high performance computing, data mining,
software birth-marking, anomaly detection, swarm robotics, neural networks, machine learning, security,
secret-sharing schemes, heterogeneous distributed computing, and Internet of Things.

Keywords: data-oriented scheduling; scientific workflows; cloud computing; evolutionary algorithms;
content distribution networks; soft computing; parallel programming model for multicore machines; high
performance computing’ data mining; software birthmarking; anomaly detection; swarm robotics; neural
networks; machine learning; security; secret-sharing schemes; heterogeneous distributed computing; Internet
of Things.

For citation: Tchernykh A.N., Hadjali A. Editorial: Special Issue on «Advanced Computing: from Theory to
Practice». Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019, pp. 7-14 (in English and Russian). DOI:
10.15514/ISPRAS-2019-31(2)-0

This special issue contains selected papers that had been submitted to Proceedings of the Institute
for System Programming of the Russian Academy of Sciences. Thirteen submissions from nine
countries (England, Mexico, China, Uruguay, Spain, Pakistan, Cuba, Dominican Republic, and
Russia) cover several important topics in rapidly expanding area of research and development
related with Advanced Computing.

Authors show a spectrum of approaches to solve complex problems such as: data-oriented
scheduling, scientific workflows, cloud computing, evolutionary algorithms, content distribution
networks, soft computing, parallel programming model for multicore machines, high performance
computing, data mining, software birth-marking, anomaly detection, swarm robotics, neural
networks, machine learning, security, secret-sharing schemes, heterogeneous distributed
computing, and Internet of Things.

The objective of this special issue is to publish and overview recent trends in the interdisciplinary
areas of parallel and distributed computing, applications and technologies.
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We hope that the set of selected papers provides the community with a better understanding of the
current research areas, introducing new research, development, and deployment efforts in advance
computing.

Papers in the first group deal with a broad spectrum of soft computing. The first paper entitled
«Soft computing methods for design and optimization of cloud-based Content Distribution
Networks» by Nesmachnow Canovas S.E., Goiii Bofrisco G., Dorronsoro Diaz B., and Tchernykh
A.N. deals with the application of soft computing methods for solving the problem of designing
and optimizing cloud-based content distribution networks. A multi-objective evolutionary
approach is applied to solve the resource provisioning problem and a greedy heuristic method to
address the online routing of contents. The optimization objectives are the minimization of VM,
network and storage cost, and the maximization of the QoS for the end-user. The second paper
entitled «Virtual Savant for the Knapsack Problem: learning for automatic resource allocation» by
Massobrio R., Dorronsoro Diaz B., and Nesmachnow Céanovas S.E. presents the application of a
novel soft computing method Virtual Savant that uses machine learning techniques to compute
solutions to a given optimization problem. It learns from a reference algorithm to generate a new
program that can solve the same optimization problem in a massively parallel fashion. The
proposed approach is evaluated to solve the Knapsack problem, which models different variants of
resource allocation problems.

Papers in the second group deal with an advance of neural networks. The first paper entitled
«Hybrid Model for Efficient Anomaly Detection in Short-timescale GWAC Light Curves and
Similar Datasets» by Sun Y., Zhao Z., Ma X., and Du Z. studies the astronomy problem of a real-
time search for short-timescale gravitational ML events from a huge number of light curves. For
time series analysis and to meet the challenge of big data, the authors apply a hybrid model
considering Autoregressive Integrated Moving Average (ARIMA), machine learning called Long-
Short Term Memory Networks (LSTM), and neural networks. The paper entitled «The theoretical
approach to the search for a global extremum in the training of neural networks Mitigating MAC
Layer Performance Anomaly of Wi-Fi Networks through Adaptable Channelization» by Vershkov
N.N., Kuchukov V.A., and Kuchukova N.N. deals with the training of artificial neural networks
using the correlation index by the method based on a mathematical model of an artificial neural
network represented as an information transmission system.

Networking problems are discussed in paper entitled «Mitigating MAC Layer Performance
Anomaly of Wi-Fi Networks through Adaptable Channelization» by Hussain A., Safyan M., Ul
Qayyum Z., Sarwar S., Igbal M., Sagib N [5]. The authors propose mechanisms to mitigate the
effect of MAC layer performance anomaly by using adaptable width channelization in WLANS.

Robotics vision and path planning in unknown terrain are discussed in the paper entitled «Wireless
integration to optimize environmental recognition and calculate the trajectory of a group of robots»
by Ivanov M.V., Sergiyenko O.Yu., Tyrsa V.V., Lindner L., Rodriguez-Quinonez J.C., Flores-
Fuentes W., Rivas-Lopez M., Hernandez-Balbuena D., and Nieto Hipolito J.I. The authors study
the influence of common knowledge sharing about surroundings on the robotic group navigation.
They describe the structure of real-time laser technical vision system as the main environment-
sensing tool for robots. Proposed the dynamic data-transferring network models the robotic swarm
and group by using leader-changing system.

Efficient execution of large-scale scientific applications in cloud computing are discussed in three
papers. The first paper entitled «Continuous integrating modules of distributed applied software
packages in Orlando Tools» by Feoktistov A.G., Gorsky S.A., Sidorov I.A., Kostromin R.O.,
Fereferov E.S., and Bychkov 1.V. proposes an integration of Grid and cloud computing and new
approach of complex debugging, joint testing, and analysis of the execution time of software
module versions in such a heterogeneous distributed computing environment. The authors
combine the methodology for creating software packages with modern development practices
based on continuous integration using knowledge about the specific problems. The second paper

8
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entitled «A semi-automatic approach for parallel problem solving using the Multi-BSP model» by
Alaniz M.O. and Nesmachnow Céanovas S.E. proposes parallel programming model for multicore
machines that extends the classic Bulk Synchronous Parallel model. The authors introduce a semi-
automatic approach for solving problems applying parallel algorithms using the Multi-BSP model
and engine. They design algorithms by applying a recursive methodology over the hierarchical tree
already built by the benchmark, focusing on three atomic functions based in a divide-and-conquer
strategy. The third paper entitled «Data-Oriented scheduling with Dynamic-Clustering fault-
tolerant technique for Scientific Workflows in Clouds» by Ahmad Z., Jehangiri A.L, Iftikhar M.,
Umer A.l, and Afzal I. discusses large scale scientific applications structured as scientific
workflows. The authors consider task failures, deadline constraints, budget constraints, and
improper management of tasks. They provide fault-tolerant techniques with data-oriented
scheduling for execution of scientific workflows in cloud computing.

Application of the Internet of Things concept to the area of livestock farming is presented in the
paper entitled «Internet of Things for evaluating foraging and feeding behavior of cattle on
grassland-based farming systems: concepts and review of sensor technologies» by Garay Alvarez
G.R., Bertot Valdés J.A., and Perez-Teruel K. The authors overview the movement, foraging and
feeding ecology as well as sensors technologies that could be embedded into an loT-based
platform for Precision Livestock Farming (PLF). They classify existed techniques according to
their applicability to ecological studies in the fields of foraging and feeding behavior and extend
IoT to farm animals, i.e., real-time monitoring technologies aimed at managing the smallest
manageable production unit’s temporal variability.

Three papers in the last group deal with an advance of security. The first paper entitled «Secure
and Reliable Data Transmission Over MANET Based On Principles of Computationally Secure
Secret Sharing» by Chervyakov N.I., Deryabin M.A., Nazarov A.S., Babenko M.G., Kucherov
N.N., Gladkov A.V., and Radchenko G.l. proposes a new approach to organizing data transfer
through MANET based on node disjoint multipath routing and modular coding of data. The
authors use a computationally secure secret sharing scheme based on the residue number system,
which ensures the confidentiality of data and reliability of their transmission. The second paper
entitled «Graphs Resemblance based Software Birthmarks through Data Mining for Piracy
Control» by Sarwar S., Ul Qayyum Z., Safyan M., Igbal M., and Mahmood Y. emphasizes the
need for protecting intellectual property rights (IPR) hampered by software piracy requiring
effective measures for software piracy control. The authors propose a novice birthmarking
approach that is based on hybrid of text-mining and graph-mining techniques. The last paper
entitled «Efficient Number Comparison in the Residue Number System based on Positional
Characteristics» by Babenko M.G., Tchernykh A.N., Chervyakov N.I., Kuchukov V.A., Miranda-
Lopez V., Rivera-Rodriguez R., and Du Z. addresses homomorphic encryption that ensures the
confidentiality of the stored information and performing calculations over encrypted data without
preliminary decoding it. The authors propose a new efficient method to compute the positional
characteristic in the positional number system to improve performance and resource consumption.

We believe that this special issue is a good representation of current issues in the context of
advanced computing. As guest editors, we would like to thank the authors for their valuable
contributions and the reviewers for their rigorous reviews and efforts. Special thanks to the Editor-
in-Chief, Prof. A.l. Avetisyan, Corresponding member of RAS for offering us the opportunity to
edit this special issue.
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! Lenmp nayunvix uccnedosanuii v gvicuezo 0bpasosanus,
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AHHOTanus. B 3TOM cnenuanbHOM BBITyCKE COIEp)KaTcs M30paHHBIC CTaThU, NMPEACTABICHHBIE B Tpymbl
HucTutyTa cucremMHoro mporpaMMupoBaHusi Poccuiickoil akagemun Hayk. TpuHanuaTh MaTepualioB U3
neBsiti crpaH (Anrmum, Mekcuku, Kwuras, Ypyreas, Mcnanum, Ilakucrana, KyObl, JloMHHHKaHCKOH
PecniyOnukn u Poccum) OXBAaThIBAIOT HECKOJBKO BaXKHBIX TEM B OBICTPO paCHIMPSIONICHCA 007IacTH
WCCIICIOBaHUI W pa3pabOTOK, CBS3aHHBIX C TPOJBUHYTHIMH KOMIBIOTCPHBIMH METOAaMH. ABTOpPBI
JIEMOHCTPHUPYIOT CIIEKTP IMOAXOAO0B JJIS PEIICHUs CIOXKHBIX 33/1a4, TAKUX KaK OPHEHTHPOBAHHOE HA JaHHbIC
IUTaHUPOBaHKE, IOTOKM HAayYHBIX paboT, OOJayHble BBHIYMCICHHSA, 3BOJIOUUOHHBIC AITOPHTMBI, CETH
pacmpocTpaHeHHs KOHTEHTa, MATKHE BBIYMCICHHSA, MOJCIM MapajUIeIbHOTO TNPOrPAaMMHUPOBAHUS UIS
MHOTOSIICPHBIX MAIIWH, BBICOKOIPOM3BOAMUTENBHBIC BBIYMCICHHS, WHTEIUICKTYalbHBIA aHAIW3 JaHHBIX,
3allMTa AaBTOPCKHX TIpaB Ha MpOrpaMMHOE oOOecreueHHe, OOHApy)KCHHE aHOMAJIHH, TpyIIoBas
pOOOTOTEXHHMKA, HEHPOHHBIC CETH, MAIIUHHOE OOydeHHEe, Oe30MacHOCTh, CXEMbI Pa3JICJICHUS CEKpeTa,
reTeporeHHbIe pacrpeiesieHHbIe BBIYUCICHUs U IHTepHeT Belel.

KnroueBble cjioBa: OpHEHTHPOBAaHHOE Ha JaHHbIE IUIAHMPOBAHHE; IOTOKM HAay4dHbIX paboT; oOnavHbIe
BBIYHCIICHUS; YBOJIIOIMOHHbIE aJTOPUTMBI; CETH PAcIpPOCTPAHEHNS] KOHTEHTA; MATKHUE BBIYHCICHUS; MOAEIN
MapayieIbHOTO TPOTPAMMHPOBAHHS [JISI MHOTOSIEPHBIX MAINH; BBEICOKOIIPOM3BOIUTENILHBIE BBIYHCICHUS;
MHTEIUICKTYaTbHBIH aHaIN3 JaHHBIX; 3al[UTa aBTOPCKHUX TIPaB Ha MPOTpaMMHOE oOecriedeHne; oOHapyKeHHe
aHOMaNHif; TpynmoBasi PoOOTOTEXHHKA; HEHPOHHBIE CETH; MAMIMHHOE OOYdUeHHE; OEe30TaCHOCTH; CXEMBI
pasJieneHus CeKpeTa; TeTepOTreHHBIe PaclipeieNIeHHbIe BEancieHus; iaTtepHeT Bemen

Jaa nutupoBanus: Yepueix A.H., Xamxamu A. IlpeaucnoBue k crnenuanbHOMY BbIIYcKy «IIpoaBunyThie
KOMITBIOTEpPHBIE METOABL: OT TeoprH K mpaktukey». Tpyast UCIT PAH, Tom 31, B 2, 2019 1., ctp. 7-14 (na
aHTJIHICKOM U pycckoM si3bikax). DOI: 10.15514/ISPRAS-2019-31(2)-0

B 3TOM crnenmanbHOM BBITYCKE COAEpIKATCsl M30paHHBIC CTAaThH, NpPEACTaBICHHBIE B TpyIel
Wncturyra cucreMHOro mnporpammupoBaHusi Poccuiickolt axagemuu Hayk. TpuHanuats
MaTepHuasioB u3 AeBATH cTpaH (AHrmuu, Mekcuku, Kuras, Ypyrsas, Ucnanuu, [Takucrana, KyoOsr,
Jovunnkanckoit PecnyOonmukn w Poccum) OXBaTBHIBAIOT HECKOJBKO BAaXHBIX TEM B OBICTPO
pacmpsironiericss 00JacTH  UCCIENOBAaHWA ©  pa3padOTOK, CBS3aHHBIX C MPOABHHYTHIMH
KOMITBIOTEPHBIMU METOJaMHU.

ABTOpBl JIEMOHCTPUPYIOT CHEKTpP NOAXOAOB JJsl pEIIeHUs CIOXKHBIX 3ajady, TaKHX Kak
OpUEHTHPOBAHHOE HA JaHHBIC IUIAHWPOBAHUE, MMOTOKU HAYYHBIX pabOT, OOJIAaYHBIC BBHIYHCICHUS,
SBOJIIOLIMOHHBIE AJITOPUTMBI, CETU PACIPOCTPAHEHHS] KOHTEHTA, MITKUE BBIYUCICHHUS, MOJAEIU
MapayuieIbHOTO TMPOTPAMMHPOBAHMS TSI MHOTOSIEPHBIX MAIlIWH, BBICOKONIPOHM3BOIUTEIbHEBIE
BBIYHCIICHUS, UHTEJUIEKTYIbHBIN aHalu3 JaHHBIX, 3alldTa aBTOPCKUX MpaB Ha MPOTPaMMHOE
obecrieuenre, 0OHapy)KEHHUE aHOMAJINH, TPYIIIOBas POOOTOTEXHUKA, HEHPOHHBIE CETH, MAIIIMHHOE
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oOyueHune, 0€30IaCHOCTb, CXEMBI pa3feieHHUs CEKpeTa, TIeTEPOrCHHBIC pPaclpeJelICHHbIC
BbIUUCIICHUS U MIHTepHeT BelleH.

Ienbro 3TOrO CHeNUaNBHOTO BHITYCKA SIBJISETCS KpaTKOe 03HAKOMIIEHUE YUTATeNeH ¢ OCIeAHUMU
TEHJCHIMSIMU B MEKANCIMIUIMHAPHBIX 00JIaCTAX MapauIeIbHbIX U paclpe/ieieHHbIX BHIYUCICHUH,
IIPUIOKEHUN U TEXHOJIOTUH.

Msl HazeeMcs, 4TO OTOOpaHHBIE CTAaTbU MOMOTYT COOOLIECTBY JIyYIlle MOHATH TEKyIIHe 00JIacTH
UCCJIEJIOBAaHNH, MO3HAKOMUTHCS C HOBBIMH HCCIICAOBAHUSAMHM, Pa3padOTKaMU W YCHIMSIMHU II0
BHE/IPEHUIO IPOJABUHYTHIX KOMIIBIOTEPHBIX METOJIOB.

CraTbu NEpBOIl rPyMIBI 3aTparuBaroT pa3lIUdYHbIe aCIeKThl MATKUX BbhIUMCIIEHUI. B nepBoil ctatse
noj Ha3zBaHueM «KOHCTpyupoBaHHE U ONTUMH3AalMA CeTed pacnpoCTpaHEHHs KOHTEHTA»,
aBTOpamMH KoTopo# sBistorcss Uryppuara ®abpa C.JI., HecmaunoB Kanoac C.E., T'onnm
Bogpucko H., Jopponsopo [lunaz b. u Uepnsix A.H., paccmarpuBaercsi IpMMEHEHHUE METOJIOB
MSTKUX BBIYUCIICHUH ISl PEIeHNs] IPOOJIEMbI IPOSKTHPOBAHUS M ONTUMH3AIMH O0JIaYHbIX CeTeH
pacnpoCcTpaHeHHs1 KOHTEHTa. MHOTOLENeBOH SBONIONUOHHBINA MTOIXO NMPUMEHSETCS UIS PEIIECHHS
npoOJIeMbl TIPEAOCTABICHHS PECYpPCOB, a >KaIHBI HIBPUCTHYECKHH METOJN — MU OHJIaWH-
MapuipyTH3aluy KOHTeHTa. llean onNTUMHM3anMM — MHHUMM3ALOMSA BHPTYalbHBIX MAIlUH,
CTOMMOCTH CETH W XPaHWININA, a TaKKe MaKCHMH3alUs KadyecTBa OOCITYKHUBAHUS KOHEYHOTO
nomnb3oBatend. BTopas craTes mox HasBaHMeM «BHpTyallbHBI OpyauT U PELICHUS 3aJa4d O
pIOK3aKe: 00y4eHNnEe aBTOMAaTHIECKOMY PaclpeAeICHHIO PECYPCOBY, aBTOPAMH KOTOPOH SIBIISIOTCS
Maccoopuo P., lopponsopo /Iua3 b. u Hecmaunos Kanosac C.E., mpejacraBiseT nmpuMeHEHUE
HOBOTO MeETOJa MSATKUX BbIUHCIcHHU «Bupryaneubii caBanT» (Virtual Savant), B KoTOpoM
UCTIONB3YIOTCS METO/bl MAIIMHHOTO OOYYeHHs JUlsi TOJyYeHHs pEIICHHs 3aJaHHOM 3a/1adu
ontumm3anud. Ha OCHOBE 3TaJOHHOIO alropuTMa CHCTEMa YYMTCS TEHepHUpOBaThb HOBYIO
IpoTrpaMMy, KOTOpas MOXET PeIIUTh Ty e 3aJady ONTHMHU3AIMM B MAacCHBHO-NApajuIeIbHOM
pexxume. OLeHKa MNpeIoKEHHOrO IMOAXO0JA OCHOBBIBAETCA HA PEIICHUM 3aJadd O PIOK3ake,
KOTOpast MOJENUPYET Pa3IMUHbIE BAPUAHTHI 33]1a4 PACHIPEENCHUS PECYPCOB.

CraTbu BTOpPOM TPYMNIIBI OTHOCATCA K TeMaTuke HEHpOHHBIX ceTel. B mepBoil craTbe,
o3arnaBneHHOW «['mOpumHass ™omenb ansd  3QQPEeKTUBHOTO OOHAPYKEHHS AaHOMAIMH B
KPAaTKOBPEMEHHBIX TIOCIIEIOBATENBHOCTIX KpUBBIX Onecka GWAC u aHanormdyHelx Habopax
JIaHHBIX», aBTopamu Can U., Kao 3., Ma C. u [ly Ux. uccienyercs acTpoHOMUYECKas MpodiiemMa
MOMCKA B pEalbHOM BPEMEHHM KPAaTKOBPEMEHHBIX T'PaBHUTAMOHHBIX ML-cOOBITHI B OrpOMHOM
KOJIMYECTBE KPHBBIX Osiecka. J[i11 aHanm3a BPEeMEHHBIX PSJIOB M PEIICHHsS HPOOJIeMbl OOJIBIINX
JaHHBIX ~ aBTOPBI  NPUMEHSAIOT THOPHIHYIO  MOJENb, COYETAIONIYI0 4YepThl  METOoAa
aBTOPETPECCUOHHON HMHTETPUPOBAHHOW cKomb3siimed cpeaHeit (ARIMA), Merona MammmHHOTO
0o0y4ueHHs Ha OCHOBE CETH C JONrod kpaTkocpodHoil mamsteio (LSTM) n MeTonoB HeHpOHHBIX
ceteil. B ctathe moa HazBaHueM «TeOpeTHUECKHUI MOAXO0J K MOHMCKY TI00aIbHOrO dKCTpeMyma
npu o0ydeHuum HeHpoHHbIX cereit» BepmkoBa H.A., KyuykoBa B.A., Kyuykomoit H.H.
paccMaTpuBaeTcs OOy4YeHHME HCKYCCTBEHHBIX HEHPOHHBIX CETeH C MCIOJIh30BAHHEM HHIEKCA
KOppeNsMH Ha OCHOBE METOJa, OCHOBAHHOI'O HAa MAaTEMAaTHYECKOW MOJENH HCKYCCTBEHHOW
HEWPOHHOMW CETH, KOTOpask IPE/ICTABIAETCS B BUJIE CUCTEMBI IIepeiadun HHPOPMALHH.

CereBble TpoOJIeMBbI 00CYXTalOTCs B cTaTbe «CriaKWBaHWE aHOMAIWNA TMPOHM3BOJIUTEIHHOCTH
cereit Wi-Fi na yposue MAC nyTeM aganTHBHOIO BBLIENICHNS KaHAOB» XycceliHa A., CadbsiHa
M., Capsapa C., Yab Kaityma 3., Ux6ana M. u Caknba H.A.. ABTOpBI NpeiaraloT MexaHH3MbI
JUI CrIIa)KMBaHUSI BIMSHUS aHOMaIUi mpousBoAuTensHOCTH ypoBHA MAC ¢ HCHOJIB30BaHUEM
a/IalITUBHOTO BBIJIEJICHNS] KAHAJIOB B OECIIPOBO/IHBIX JIOKAJIBHBIX CETSX.

MamuHHOe 3peHHe B pOOOTOTEXHHWKE M IUIAHMPOBAHHME MapIIpyTOB POOOTOB B HEHM3BECTHOM
MecTHOCTH oOCyxkpjaloTcsi B crarbe «VHTerpaumsi OecrpoBOAHON CBSI3W ISl ONTHMU3ALNAU
pacrio3HaBaHUSI OKPY)XEHHMS M pacyéra TpPaeKTOPHUH JBMXKCHHS TPYHIBI POOOTOB». ABTODBI:
HBanos M.B, Cepruenko O.1O., Teipca B.B, Jlunguep JI., Pogpurec-Kunsonec X.C., ®nopec-
®ysntec B., PuBac-Jlonec M., Dpnangec-bans0Oysna /I. m Huero Unommro X.M. B crartbe
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n3y4aercst BIMsHUE OOMEHa OOLIMMH 3HAHUSMHU 00 OKpY’Karollel cpejie Ha HaBUIaLUIO TPYIIIbI
pOOOTOB. ABTOPBI OIKCHIBAIOT CTPYKTYPY JIa3€pHOM CHCTEMBI TEXHHMYECKOTO 3PEHUS B PEAIbLHOM
BPEMEHM KaK OCHOBHOI'O HHCTPYMEHTa, YyBCTBUTEIBHOTO K OKpYXalomel cpene poOOTOB.
[IpennoxkeHHass JAWHAMHUYECKas CETh Mepelauyd JaHHBIX MOJEIUPYET Tpymimy poOoToB ¢
HCTIONIb30BAaHMEM CHCTEMBI CMEHBI JTHICPOB.

D¢ dexTrBHOE BBINOJIHEHNE KPYMHOMACIITAOHBIX HAay4YHBIX HPWIOKEHUH B OOJIAauHBIX Cpeaax
oOcyxnaercs B TpeX CTaThix. B mepBod crarbe moj Ha3BanueM «HempepbiBHas HHTerparms
(YHKIIMOHANBHOTO ~ HAIOJHEHUS  PACHpPENENCHHBIX  IAKeTOB  NPUKIAIHBIX  MPOTPamMM»
®eoxrucros A.I'., Topckuit C.A., Cumopos U.A., Koctpomun P.O., ®epedepor E.C. u Brraxos
W.B. npexnarator uHTerpanuio grid ¥ o0NaYHBIX Cpel, a TaK)Ke HOBBIH MOIXOJ K KOMIUIEKCHOM
OTJaKe, COBMECTHOMY TECTUPOBAHUIO M AHAJIN3y BPEMEHH BBIIOJIHEHUS] IPOTPAaMMHBIX MOIyJICH
B TAaKOH TeTePOreHHOW paCIpeleiIeHHOW BBIUNCIUTEIBHON cpene. ABTOPH OOBEIUHSIOT
METOJIOJIOTHIO CO3/aHHS MAaKETOB MPOTPAMMHOTO OOECHEUYEHHS] C COBPEMEHHBIMH METOJaMHU
pa3paboTKH, OCHOBAaHHBIMU Ha HEIPEPHIBHOW HMHTErpalid Ha OCHOBE 3HAaHMH O KOHKPETHBIX
npobinemax. B cratbe «IlomyaBTOMaTHuecKHi MOJXOJ K MapajuleIbHOMY DPELICHUI0 3a1ad C
ucnonb3oBanueM Moneaun Multi-BSP» ee aBropsr Amanuz M.O. u HecmaunoB Kanosac C.E.
IIpeUIaraloT MOJelNb MapajIebHOr0 MPOTPaMMHUPOBAHUS I MHOTOSAEPHBIX MAIIWH, KOTOpas
pacumpser kinaccudeckyo mozaens BSP (Bulk Synchronous Parallel). Aropsl mpeacraBistoT
MIOJlyaBTOMaTHUECKUI TOAXOJ K PEIICHHI0 3ajJad Ha OCHOBE MapaylIeNbHBIX aJITOPUTMOB C
ucnonb3oBaHueM Monenmn Multi-BSP u  cucremsr ee mommepxkku. OHH  pa3pa0aThIBarOT
ITOPUTMBL, TPUMEHSSI PEKYPCHBHYIO METONOJOTHIO K HEpPapXHUeCKOMY JIepeBy, YxKe
MIOCTPOEHHOMY Ha OCHOBE OCHUMAapKa, KOHLIEHTPHUPYSICh HA TPeX 3JIEMEHTAPHBIX (QYHKIHAX H
NpPUMEHSST CTpPAaTEeTHIO0  «pa3fensid MW BIacTByi». B Tperbell cTarbe 3TOH  TIpyMNIIbI
«OpHeHTHPOBAaHHOE Ha JaHHBIC IUIAHUPOBAHWE C TNPUMEHEHHEM OTKa30yCTOMYMBOTO METOZA
JMHAMHYECKOH KI1acTepH3alliy sl MOAJIEPKKH HAyYHBIX TOTOKOB paboT B 00JaKax», aBTOpaMH
KoTopoit sBisitotest Axman 3., Jlkxexanrupu AWM., Udtuxap M., Ymep A.U. u Adzan U.
00CYXJal0TCsl KPYITHOMACIITAOHbIE HAyYHbIE NPUIOKEHHS, CTPYKTYPUPOBAHHbIE KaK HAy4HBIC
mporiecchl. ABTOPBI paccMaTpuBAIOT cOOM 3a4ady, OTPaHUUYEHHS II0 CpOKaM, OIOJKETHBIE
OTpPaHMYEHHUS W HENPABWIIBHOE YyIpaBiieHHE 3agadaMi. OHM NPeroCTaBISIOT OTKAa30yCTOWYHBEIC
METOJBI C OPHEHTHUPOBAHHBIM Ha JAaHHBIC TUIAHUPOBAHUEM IS BBIIIOJTHEHHS HAayYHBIX MTOTOKOB
paboT B 00aYHEIX Cpenax.

IIpumenenuto koHuemnuu VHTepHEeTa Bemieil B 007aCTH >KUBOTHOBOJACTBA IIOCBSINEHA CTaThs
«VHTepHeT BemleW Ui OLEHKM IOBEACHUS KPYMHOIO POTaToro CKOTa IpPH IOUCKE KopMa H
KOPMJICHHH B MACTOMIIHBIX CUCTEMAX 3€MJICAEIINS: KOHIICTIIUN 1 0030p CEHCOPHBIX TEXHOJIOTHI,
KoTopyto Hanucanu [apait AnbBapec I['.P., Bepror Banpaec X. u Ilepec-Tepysnp K. ABTOph
paccMaTpuBalOT SKOJOTMYECKHE AacleKThl IIepPEeMENICHUs, KOPMOJOOBIBAHUS M KOPMIIEHHS
KPYIHOTO POTaToro CKOTa, a TAKXKe TEXHOJIOTMH JATYMKOB, KOTOPHIE MOTYT OBITh BCTPOCHHI B
OCHOBaHHYIO0 Ha VIHTepHeTe Bemiel muatdopMmy Ui MOJAEP>KKH TOYHOTO )KUBOTHOBOZACTBA. OHM
KIacCU(PUIMPYIOT CYIIECTBYIOIIME METOAbl B COOTBETCTBHMH C HX IPUMEHHUMOCTBIO K
9KOJIOTHYECKUM HCCIIEOBAHMSAM B OOJIACTH KOPMOAOOBIBAaHUS M KOPMIICHHSI M PACHpPOCTPAHSIOT
TEXHOJIOTHIO VIHTepHeTa Bellei Ha CelNbCKOXO3SHCTBEHHBIX KUBOTHBIX, TO €CTh Ha oOecIieueHue
MOHHTOPHHTA B PEAJHbHOM BPEMEHH, ITOMOTAIONMIEMY YIPABIATh W3MEHYHBOCTHIO BO BPEMEHH
HauMEHbIIIEeH yIpaBisieMON MPOU3BOICTBEHHOW €TMHHULIBI.

Tpu crarem mocienHedl TpymIbl MOCBSIICHBI AKTyalbHBIM TpoOmemam Oe3omacHocTH. CTaThs
«be3onacHas n HazmexHas nepemada HaHHBIX B MANET Ha OCHOBE NMPHHIUIIOB BBIYUCIUTEIHHO
CTOHKOTO pa3fenieHHus cekpera», HammcaHa YepmsaxoBeiM H.U., JlepsOunsim M.A., HazapoBbM
A.C., babenko M.I'. u Kyueposeim H.H., 'mankoBsim A.B.  Paguenko I'.1. B Heit npeanaraercs
HOBBIM MOAXOX K opraHuzauud nepenaud gaHHeix B MANET, ocHoBaHHBIH —Ha
HeMepeceKaroeiicss Mo y3naM MyIbTUTPAaKTOBOM MapIIPYTH3allMd U MOAYJIBHOM KOAMPOBaHHH
JIAaHHBIX. ABTOPBI HCIIOJIL3YIOT BBIYMCIMTENHLHO 0€30MacHYl0 CXEeMy pa3ieleHHs CeKpera,
OCHOBaHHYI0O Ha CHCTEME OCTaTOYHBIX KJIACCOB, KOTOpas oOecneyuBaeT KOH(UAECHIHAILHOCTH
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JAHHBIX U HAJEXHOCTh UX nepenadn. B crarbe Capsapa C., Yab Kaityma 3., Cadbsna M., Ukb6ana
M. n Maxmyna . «BblsBieHHE XapaKTepHBIX OCOOEHHOCTEH mporpaMMm aist OOpbOBI C
KOMITBIOTEPHBIM ITMPAaTCTBOM Ha OCHOBE MHTEJUICKTYAJILHOTO aHaii3a rpad)oBy» MOIYEPKUBACTCS
HEoOXOMMOCTD 3allUThl NpaB MHTeIUIeKTyalnsHol coocrBenHocTu ([TUC), koTopas 3aTpynHser
KOMITBPIOTEPHOE THPATCTBO, A OOpBOBI C KOTOPHIM TpeOyroTcs 3¢ dekTuBHBIE Mephl. ABTOPHI
IpeNIaraloT COOCTBEHHBIH MOAXOA K BBISBICHHIO XapaKTEPHBIX OCOOEHHOCTEH mporpamMm
(software birthmark), ocHOBaHHBII Ha COYETaHNHM METOIOB MHTEIUICKTYaIbHOTO aHaJH3a TeKCTa U
aHanu3a rpados. [locnenHss cratbsa mox HazBaHueM «D(PPEKTHBHOE CpaBHEHHE YHCET B CHCTEME
OCTaTOYHBIX KJIACCOB HAa OCHOBE INO3HMIMOHHBIX XapaKTEPUCTHK», aBTOPaMU KOTOPOW SIBISIOTCA
Bbabenxko M.I'., Uepusix A.H., UeprsxoB H.W., KyuykoB B.A., Mupanga-Jlomec B., Pusepa-
Ponmpurec P. u Jly Ux., mocesmeHa roMomophHOMY MH(PPOBaHUIO, KOTOpPOE O0ecreYnBacT
KOHQUICHIMAIBHOCTG ~ XpaHMMOW  HMH(QOpPMAlMM U BBINOJHEHHE  BBIYMUCICHMH  Hax
3amn(pOBaHHBIMM JTaHHBIMKU 0€3 NpeABapUTEIHHOr0 MX JEKOJMPOBAHMS. ABTOPHI NpEJiararoT
HOBBIH 3((EKTHBHBIA METOA ISl BBIYMCICHUS MO3MLIUOHHOW XapaKTEpPUCTUKH B MO3WUIMOHHOU
CUCTEME CUHCJIICHUA JId TIOBBIMICHUA TMPOU3BOAUTCIBHOCTU W COKpalICHUA HOTpe6J'IeHI/IH
pecypcos.

Mbl cuuTaeMm, YTO STOT CIEHMANBHBI BBIMIYCK XOPOILO OTpPaKaeT TEeKyIIue MNpoOJieMbl B
MPOABUHYTHIX KOMIIBIOTECPHBIX MECTOJI0B. Kak MPUIIalICHHBIC PEAAKTOPbI, Mbl XOTCJIU 6])1
no0JaroJlapuTh aBTOPOB 33 MX LIEHHBIH BKJIAJ W DPELECH3EHTOB 3a WX pabOoTy M TIIATENIbHO
MOATOTOBJIEHHbIE peneH3un. Ocobast OiarogapHOCTh TJAaBHOMY penakTopy mpod. A.M.
AgetncsiHy, uneHy-koppecnionneHTy PAH 3a npenocTaBieHHy0 HaM BO3MOXKHOCTH IOATOTOBUTH
3TOT CHELHUATbHBINA BBITYCK.
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AHHOTanms. B naHHOH cTaThe NpeACTaBIeHO NPUMEHEHUE MATKUX BBIYMCIUTEIBHBIX METOIOB AJIS PEIICHUs
3a1a4d TIPOSKTUPOBaHHMS W ONTHUMHU3anMKM oONauHbIX cerel pacmpoctpaHeHuss konteHta (CDN). [Ins
pemreHnsi MPOOJIEMBI BBIAETECHHS PECYpPCOB JUISI TOCTPOCHHS CeTeBOH HHQPACTPYKTYpHl IPHMEHSETCS
MHOTOLIENIEBOH MOAXOJ C YIETOM IeTI MHHUMHU3AIUH CTOUMOCTH BUPTYalIbHBIX MAIIMH, CeTH ¥ XPaHWIHIIA,
a TaKKe MAKCHUMHU3allUM KadecTBa OOCTYXHMBaHUS, NPEJOCTABISIEMOTO KOHEYHBIM IIOJIb30BATEIISIM.
IIpemnaraercs KOHKpETHAs MOJIETh TIOCPEIHUYECTBA, KOTOpast T03BoJsieT oxHol obOmaunoit CDN pa3memmaTs
HECKOJIBKUX MOCTABIIMKOB KOHTEHTA, IPUMEHSIOIIX CTPATETUI0 COBMECTHOTO MCIOIb30BaHUs pecypcoB. Ha
OCHOBE IIPEJIOKEHHONH MOJENIH MOCPEIHMUYECTBA U3y4arOTCsl TPU MHOTOLIENEBBIX 3BOJIIOIMOHHBIX MOJAX0Ja
odaitHOBON ONTHMM3AIMM TIPEIOCTABICHUS PECYpCoB, a JUIl pEIIeHUs] MPoOIeMbl OHJIAHHOBOM
MapIIPyTH3alUK KOHTEHTa IpeAsaraercsl >KaJHbli 3BPUCTHYECKUI MeTol. DKCIepUMEHTalbHas OLEHKa
TIPEUTO’KEHHOTO TIOJXO0/a BBINONHAETCS Ha HA0Ope pPEaTNCTHYHBIX YaCTHBIX CilydaeB. [loimydeHHBIE
SKCTIepUMEHTAIbHBIE  PEe3yIbTaThl MOKAa3bIBAIOT, YTO MPEATOKCHHBIH MOAXox d(dexTuBern s
MIPOEKTHPOBAHUS U ONTUMHU3AINH 00JIAuHBIX CeTel pacpOCTpaHeHUsI KOHTEHTA: OOIIHe 3aTPaThl CHIKAIOTCS
Ha 10,34% npu coXpaHEeHNH BBICOKOTO YPOBHS KaueCTBA 00CITyKMBAHNSI.

K.]'"OquBIe cJioBa: O6J'la'-lHl:Ie BBIYHCJICHUA, OIITUMHU3AL U, SBOJIIOLIMOHHBIC aAJITOPUTMBI; CeTH
pacrpoCcTpaHeHust KOHTEHTA
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Abstract. This article presents the application of soft computing methods for solving the problem of
designing and optimizing cloud-based Content Distribution Networks (CDN). A multi-objective approach is
applied to solve the resource provisioning problem for building the infrastructure for the network, considering
the objectives of minimizing the cost of the virtual machines, network, and storage, and the maximization of
the quality-of-service provided to end-users. A specific brokering model is proposed to allow a single cloud-
based CDN to be able to host multiple content providers applying a resource sharing strategy. Following the
proposed brokering model, three multiobjective evolutionary approaches are studied for the offline
optimization of resource provisioning and a greedy heuristic method is proposed for addressing the online
routing of contents. The experimental evaluation of the proposed approach is performed over a set of realistic
problem instances. The obtained experimental results indicate that the proposed approach is effective for
designing and optimizing cloud-based Content Distribution Networks: total costs are reduced by up to
10.34% while maintaining high quality-of-service values.

Keywords: cloud computing; optimization; evolutionary algorithms; content distribution networks.

For citation: lturriaga Fabra S.D., Nesmachnow Canovas S.E., Goiii Bofrisco G., Dorronsoro Diaz B.,
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1. BeedeHue

Tepmun «ceTh pacrpoctpaHenusi koHteHta» (Content Distribution Network, CDN), wacro
3aMEHSIEMbII TEPMHHOM «CETh JIOCTaBKH KOHTeHTa» (content delivery network), ucrons3yerces aist
0003HauCHHS PACIPEACICHHBIX CETed UIA JTOCTAaBKH YCJIYT M KOHTeHTa moib3oBaresiM. CDN
SIBIISTFOTCS KITFOUEBBIME MHPPACTPYKTYpaMu TS 3(PPEKTHBHOTO MPEIOCTABICHUS IO BCEMY MHUPY
MacIITaOUPyeMBIX HHTEPHET-YCIYT, CIIOCOOHBIMU COOTBETCTBOBATH KOHKPETHBIM COTIIAIICHUSIM
00 ypoBHE OOCITY)KHBaHHS MEXIy HOCTABIIUKAMH YCIYI M KOHEYHBIMH II0JIb30BATEIISIMHU, YTO
Mo3BoJIsieT 00OeceuynBaTh BRICOKOE KauecTBo obcnyxuBanus (Quality of Service, QoS). OcHoBHOi
nenbio CDN sBisieTcs: pacnpoCTpaHCHUE KOHTEHTAa CPEId KOHEUYHBIX IMOJIb30BATENICH C BBICOKOM
JIOCTYITHOCTBIO U BBICOKOW TPOW3BOAUTENBHOCTBIO. [l moctmxenus 1o menu CDN gormkHa
BKJIFOYATh OOJIBIIOE YHCIIO CEPBEPOB, PACHPEACICHHBIX 110 IICHTPaM 00pabOTKU JaHHBIX IO BCEMY
mupy. Ilockonmbky TpeOyetcs Oousbliasi KOMIBIOTEpHAsT HHPpacTpykTypa, OnszHec-monenr CDN
SKOHOMHYECKH HEBBITOHA [T HEOOJBIINX MOCTABIIMKOB KOHTEHTA, Y KOTOPhIX HET COOCTBEHHBIX
LEHTPOB 00Pa0OTKH JAHHBIX WITH MOIOOHBIX KPYIHBIX BEIYHCIUTEIBHBIX CUCTEM. TPauIMOHHBIM
peleHreM 3TOH MpPOOJEMBI, IO3BOJIONIMM CO3AaTh MPUOBUIEHYI OW3HEC-MOJIENb s
HEOOJIBIINX TOCTABINUKOB KOHTEHTA, sBisercs apeHga yciayr CDN y KpymHBIX TOCTaBIIUKOB
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CDN. Opnako B HOCHEIHHE IATHh JIET HAOJIOAAeTCsl PAcTyIlas TEHACHIMS K HCIIOJIb30BaHHIO
rJI00aJIbHOM pacrpeieIeHHOCTH M 3JaCTHYHOCTH OOJIaYHBIX CEPBHCOB IS CO3AAaHUs 0OJIAuHBIX
CDN [1,2,3,4]. Opmuoit u3 oCHOBHBIX mpobiaeM moaxoma obmadnsix CDN  sBisiercs
IpeIoCTaBICHUE HEOOXOAUMBIX pPecypcoB B obiake. ITO XOpOILIO M3BECTHAs TpyAHas HpoodiiemMa,
KOTOpast ObLIa CBOMCTBEHHA OOJIBIIMHCTBY OOJIAYHBIX IIPOTPaMMHBIX pemieHni [5].

Msl mpencTaBisieM HOAXOA K PEIICHUI0 NpOOJIeMBl MPENOCTAaBICHUS PECYpcoB OONauHOMY
nocraBmuky CDN. IToagxox ocHOBaH Ha y4yeTe TOYEK 3pEHHMs KaK MOCTABIIMKA 0OJaYHbIX YCIYT,
TaK ¥ KOHEYHBIX MOJIb30BaTeIel. B 623080l Moeny mpeanaraeTcst OXHOBPEMEHHAS! ONTUMH3ALIS
CHCTEMHBIX M IIOJIb30BATEIbCKUX METPHK, YTO PACIIUPSET OOILIMEe MOAXOIbI, NMPEICTaBICHHBIC B
OpenplayluX paboTax ¥3 COOTBETCTBYIOIIMX JIMTEPAaTypHBIX HCTOYHHKOB. BBoamrcs
MHOTOLIEJIEBAasl MOAENb ONTUMM3ALMM UL yYeTa 3aTpaT Ha OJHOBPEMEHHYIO ONTHMH3AIMIO,
BKJIIOYass Pacxofbl HAa apeHAy BUPTyanbHbIX MammnH (BM), pecypcoB XpaHEHHs AaHHBIX H
obecrieueHnss TpeOyeMON NPOIYCKHOH cCrmocoOHOCTH ceTtH, a Takke QO0S, mpemocraBiseMoe
KOHEYHBIM I10JIb30BATEIISIM.

B mpennmaraemMoli MOJENHM YYWTHIBAIOTCSI HEKOTOPHIE OCOOCHHOCTH COBPEMEHHBIX OOJIAUHBIX
wiatdopm, B TOM gHcie, reorpaduueckoe paclolokKeHHe PEeCypcoB, HATMIHNE CKUIOK Ha ONTOBBHIC
MOKYNKA U BO3MOXKHOCTh apeHIbl 3ape3epBUPOBAHHBIX HK3eMILLIpoB. Kpome Toro, mpeacrapieHa
ob1mas Ou3Hec-MoJeNb, BKIIOYAIONIAsl MOHATUE areHTa BHPTyalbHOro Opokepa [6], rne Opokep
UCIIONIb3YEeT MYJBTUTEHAHTHBIA MOAXOJ JUISi CHIDKEHHMS 3aTpaT Ha OJHOBPEMEHHOE YIpaBJICHUE
HECKOJIbKUMH TIOCTAaBIIMKAMU KOHTEHTa. OTa MYJbTHTCHaHTHash MOZEIb I03BOJSIET OpoKepy
BOCIOJIB30BAThCS JIbTOTHBIMU ILIEHAMHU JUII MAacCCOBBIX BUPTYQJIBHBIX MAlIMH M CTPAaTETHsIMU
COBMECTHOTO HCIIOJIb30BAHMSI PECYPCOB.

MbI pa3paboTaid TpH MHOTOIETEBBIX 3BONMIOIMOHHBIX anroputMa (MultiObjective Evolutionary
Algorithm, MOEA) s peurenusi npobaeMbl MPETOCTABICHUS OOMaYHBIX PECYPCOB M KaIHBIH
9BPUCTUYECKHHA QITOPUTM [UIS pEIICHHs MOJ3aJaddl MapUIpyTH3alUH 3alpocoB KOHTEHTA.
[IpennoxeHHbIE aNTOPUTMBI OLIEHUBAIOTCSI HA HAOOpE pealMCTUYHBIX PHUMEPOB, IIOCTPOCHHBIX C
MCIOJIb30BAaHUEM METOJ0JIOTUH, NpeasiokeHHON bycapu u ap. [7]. DTa METOAOIOTHS YIUTHIBAET
HECKOJIbKO OOIINX XapaKTePUCTHK, BBISIBICHHBIX B paboumx Harpyskax Web, takux kak Zipf-
nogoOHOe pacmpesieieHle TOMYJIIPHOCTH KOHTEHTA, paclpeleleHHe «C TSKEIbIM XBOCTOM)
(heavy-tailed) pa3smepoB KOHTEHTa OOJBIIOrO KOJUYECTBA KOHTEHTA, K KOTOPOMY OOpAIIAloTCs
TOJIBKO OJIMH pa3

2 CpaeHeHue npednazaemoli 6uzHec-moolesnu ¢ 06bI4HOU 6u3Hec-Mo0enbIo

B tpaaurmonnoii 6usnec-moaenu (Business As Usual, BAU) otcyrcTByer cyimHoCTh «Opokep». B
TaKOW MOJENH KaXK/blil IOCTaBIIMK KOHTEHTa JOJDKEH pPAa3BEPHYTh CBOI COOCTBEHHYIO
UHANBUAyalbHYI0 obmaunyro CDN. B stoM pa3gene Mbl IpencTaBisieM 3KOHOMHUIO OIOMKeTa,
pacCUMTAaHHOTO MO TpeJjiaraeMoil HaMHh MOJENH, 1O CcpaBHeHHIO Cc Mojensio BAU. B
OOJIBIIMHCTBE pEANbHBIX CIIEHAPHEB HAC OyqyT MHTEPECOBaTh PELICHHs C BHICOKMM KaueCTBOM
obcnyxuBanus. [loaToMy Jist cpaBHEHUs] Mbl OyJjeM MPUHUMATh BO BHUMaHHUE TOJIBKO PEIICHHS C
QoS ot 0,95 u BhIIIIE.

Ha puc. 1 mnpexacraBneHa cpenHss SKOHOMHS pacxXoJOB, MOJydaeMass IpH TPHUMEHEHUH
npejiaraéMoil HaM1 MOJIEITH, IO CPaBHEHUIO ¢ Mojenbo BAU.
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Puc. 1. Cpeounss sxonomusa pacxo0os Ha obecneuerue peulenull ¢ 86bICOKUM KAYeCmaom 0OCIYHCUBAHUSL
(Q05>0,95) no cpagnenuto ¢ 0ObIUHBIM CYeHapuem OusHeca
Fig. 1. Average budget savings of computed high quality of service solutions (QoS=0.95) when compared to
a business as usual scenario.
Pe3ynbTaThl MOKa3bpIBAIOT YMEHBIIEHUE SKOHOMHUH MPU YMEHBIIICHUH pa3Mepa peliaeMoi 3aaum.
DTO CBsI3aHO C TE€M, YTO Ye€M KpYyIHEe 3ajada, TeM O0Jbllle BO3MOKHOCTEH IS €€ yIydllIeHHs ee
pemenus. Ham nmonxon HaunGonee sddexTrBeH npu paboTe ¢ KPYMHOPa3MEPHBIMH 3a/lauaMH,
BEIYUCITUTEIFHBIME PEIICHUSMHI CO CpenHel skoHoMmuel Oromkera Ha 10,34 + 0,21%. dns 3amaq
CPemHEero pa3Mepa pacueTHasl CpenHss 3KoHomus Oromkera coctasmster 7,30 + 0,19%, a mia
HeOompmmx - 5,21 + 0,26%. Pe3ynpTaTel MOKA3bIBAIOT, YTO HAIlla CHCTeMa OW3HEC-MOACTH U
NTOPUTM IUIAHMPOBAHUS 00ECIICIMBAIOT YKOHOMHIO OFO/IKETa B CPETHEM MPUMEpHO Ha 7,6%.

3 3aknroyeHue u nnaHbl Ha 6ydywee

B nanno#l paboTe paccMmaTpuBaeTCsi MHOTOIENEBas IMpodieMa IpeloCTaBIECHUS pPECypcoB B
obmake mms cosmanus obmawnoit CDN. llenn onTumm3anud — MHUHHMH3AIUS BHPTYAITbHBIX
MalliH, CTOMMOCTH CETH W XpaHWIWIIA, a Takke Makcumm3amus QoS ainst KOHEYHOTo
TIOJIb30BATEs.

PaccmarpuBaercs Monenb MyJIBTHTEHAaHTHOTO Opokepa, Koraa B omHo# oOmauHoit CDN moxer
pa3MeliaThcss HECKOJIBKO TTOCTAaBIIMKOB KOHTEHTAa. BBelleH HOBBIH 00BEKT — OpoKep, CiyKarnit
ISl ynpaBieHus: MynbTuTeHaHTHOW oOnauHoi CDN. Ilpennaraercss TouHas maTeMaThdeckas
¢dbopMynrpoBka, a HAOOp NPUMEPOB CTPOUTCS B COOTBETCTBUHM C PEAIMCTUYHON METOJOJIOTUEH,
nperncraBieHHo bycapu u ap. [7].

W3-3a cBOeil CIOKHOCTH TpEMJIONKECHHAs 3a/ada paslelieHa Ha JBe MOA3aJauM, IS peIIeHUs
KOTOPBIX TPEOYIOTCS ajropuTMbl onTuMu3anuu. OIHOW M3 MoJ3a/ay SBISIETCS PEJOCTaBICHUE
o0JIauHBIX PECypcoB, a Jpyrod — OHJIAHH-MapIIpyTH3alus 3armpocoB KoHTeHTa. CpaBHeHHE
npeaaraeMoi MoJienu OpokepcTBa ¢ Mojenbio BAU mokaspiBaeT, 4TO Hall MOJXOJ CIIOCOOEH
CHHM3MTh CTOUMOCTB 00JIaUHBIX pecypcoB Ha 5,2-10,3% npu coxpaHeHHH BBICOKMX 3HaueHHH QoS.
OTu pe3ynbTaThl TOBOPSAT O TOM, YTO IpEeAdaraéMbli HaMM TOAXOJ JOCTaTOYEH JUIf
pasBepTbiBanust o0sauHbIX CDN ¢ MeHbIIMM O0PKETOM 10 CpaBHEHHMIO ¢ MoJiebio BAU.
OcHOBHBIE HampaBlieHUs1 Oyaymieid paOGoThl BKIIIOYAIOT CO3AaHHe Oojiee MIMPOKOro Habopa
YAaCTHBIX CIly4aeB W IocTpoeHHe Oojee TouHOM ¢yHKImH QoS. C OgHOH CTOPOHBI, OOIBIIHIA
Habop TpuMepoB obecrmeyuT Oosee TIIyOOKOe TOHMMaHWe A(PPEKTUBHOCTH TPEAIOKEHHON
monmenmu. C papyroi crtopoHsl, Oomee TouyHas ¢(yHkmua QoS, ocHOBaHHas, HampuMep, Ha
(haKTHUECKUX N3MEPEHUSX CETH, IIOMOXET 00ECTIeUNTh O0JIee peaTMCTHIHbBIE PEIICHUS

18



Uryppuara ®adpa C.J1., Hecmauros Kanosac C.E., I'ornt Bodyprcko H., Jlopporsopo [uas b., Uepreix A.H. Konctpynposaryie i ormiMiar st cereit
pacnipoctpaneHust Koutenta. Tpyost ICIT PAH, Tom 31, BbirL. 2, 2019 1., c1p. 15-20

Cnucok nutepatypsl / References

[1] Gao G., Zhang W., Wen Y., Wang Z., Zhu W. Towards Cost-Efficient Video Transcoding in Media
Cloud: Insights Learned from User Viewing Patterns. IEEE Transactions on Multimedia, vol. 17, no. 8,
2015, pp. 1286-1296.

[2] Hu M., Luo J., Wang Y., Veeravalli B. Practical resource provisioning and caching with dynamic
resilience for cloud-based content distribution networks. IEEE Transactions on Parallel and Distributed
Systems, vol. 25, no. 8, 2014, pp. 2169-2179.

[3] Jokhio F., Ashraf A., Lafond S., Lilius J. A computation and storage trade-off strategy for cost-efficient
video transcoding in the cloud. In Proc. of the 39th Euromicro Conference Series on Software
Engineering and Advanced Applications, 2013, pp. 365-372.

[4] Xiao W., Bao W., Zhu X., Wang C., Chen L., Yang L.T. Dynamic request redirection and resource
provisioning for cloud-based video services under heterogeneous environment. IEEE Transactions on
Parallel and Distributed Systems, vol. 27, no. 7, 2016, pp. 1954-1967.

[5] zhang J., Huang H., Wang X. Resource provision algorithms in cloud computing: A survey. Journal of
Network and Computer Applications, vol. 64, 2016, pp. 23-42.

[6] Nesmachnow S., Iturriaga S., Dorronsoro B. Efficient heuristics for profit optimization of virtual cloud
brokers. IEEE Computational Intelligence Magazine, vol. 10, no. 1, 2015, pp. 33-43.

[7] Busari M., Williamson C. ProWGen: a synthetic workload generation tool for simulation evaluation of
web proxy caches. Computer Networks, vol. 38, no. 6, 2002, pp. 779 — 794.

MUHdopmauma o6 aBTopax / Information about authors

Caurtbsiro Jlamuan UTYPPUAT'A DABPA monyumn crenedb PhD B o0macTé KOMIOBIOTEPHBIX
Hayk B PecmyOsnmkanckom yHuBepcutere B 2018 r. B HacTosiiee BpeMs OH SBJISCTCS INTATHBIM
HCCIICIOBATEIeM U YYCOHBIM acCCHCTEHTOM B VIHCTHTYTE KOMITBIOTEPHBIX Hayk VH)XEHEpHOTro
(dakynpTeTe PecnyOnukaHckoro yHuBepcureta B MoHTeBH €0, YpyrBail. Ero oCHOBHbBIC Hay4HBIC
HUHTEPECHI BKIIOYAIOT B ce651 METOABI BBICOKONIPOU3BOAUTEIIbHBIX BBIYHUCIIEHUN U METa’BPUCTUKHU
JJIA peIlICHU 3a/1a4 ONITUMU3allHU.

Santiago Damian ITURRIAGA FABRA obtained Ph.D. degree in computer science from
Universidad de la Republica (Uruguay) in 2017. Now he is the full-time researcher and teaching
assistant at the Instituto de Computacion, Facultad de Ingenieria, Universidad de la Republica,
Uruguay. His main research interests include high performance computing and metaheuristics
methods for solving optimization problems.

Cepmxo DOupuke HECMAYHOB KAHOBAC o6namaer crenensto PhD B oGnactu
KOMITBPIOTEPHBIX HayK, MOJNYyYCHHOW B PecryOnmKkaHCKOM yHUBepcuTeTe, Ypyrail. B Hacrosmee
BpeMs OH 3aHUMaeT JOJDKHOCTh Tmpodeccopa B BrrmcnurensHOM 1eHTpe WMHCTHTYTA
KOMIIBIOTEPHBIX HayKk MmxeHepHoro dakymerera PecnyOnukanckoro yHuBepcutera. OCHOBHEIC
HayYHBIC HHTEPECHI: TapaJulelbHBIC W paclpelleIcHHBIC BBIYUCICHUS, HAyYHBIC BBIYUCICHHS,
SBOITIOIUOHHBIE aJITOPUTMBI H METadBPHUCTHKA, & TAKIKE YUCICHHBIC METOIBI.

Sergio Enrique NESMACHNOW CANOVAS has a Ph.D. degree in Computer Science from
Universidad de la Reptblica, Uruguay. He currently holds an Aggregate Professor position in the
Numerical Center (CeCal) at Computer Science Institute, Engineering Faculty. His main research
interests are parallel and distributed computing, scientific computing, evolutionary algorithms and
metaheuristics, and numerical methods.

Xepapno T'OHU BO®PUCKO BeimosHsier wucciepoBanust B LleHTpe nHpOpMannOHHBIX
TexHonorui PecryOnmukanckoro yHuBepcureTa. Ero OCHOBHBIM Hay4HBIM HHTEPECOM SBISIOTCS
KOMIIBIOTEPHBIE CETH.

Gerardo GONI BOFRISCO does research in Computer Engineering at Servicio Central de
Informatica of Universidad de la Republica. His main research interest is computer networking.

Bepnade JIOPPOHCOPO JIMA3 monyuun crenesb PhD B ynuBepcurere Manaru, Mcnanus. B
HacToslliee BpPeMsi OH SIBJISIETCS HAY4YHBIM COTPYAHUKOM (haKyJbTeTa KOMIBIOTEPHBIX HAayK |

19


https://www.fing.edu.uy/inco/
https://www.fing.edu.uy/
http://www.universidad.edu.uy/
http://www.universidad.edu.uy/

Tturriaga Fabra S.D., Nesmachnow Canovas S.E., Gofi Bofrisco G., Dorronsoro Diaz B., Tchernykh A.N. Soft computing methods for
design and optimization of cloud-based Content Distribution Networks. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019. pp. 15-20

HWHIXXCHECPpUU Kaunccxoro YHUBEPCUTECTA. On YAOCTOCH CTHUICHAUN Pamona-u-Kaxana B
Ka,HI/ICCKOM YHUBCPCUTECTC, Hcnaums. B gucio ero Hay4YHbIX MHTEPECOB BXOAAT aBTOMATUYCCKOC
MporpaMMupOBaHNEC, MHOTOLICJTICBAsA ONTUMMH3AlUA, MAILIMHHOC 06yquI/Ie, YyIipaBJICHUE peCypcaMu
B IICHTpAax JaHHBIX, 00J1auHEIE BbIYHCJICHHS, 3BOJTIOMOHHBIC aJITOPUTMBL U T. 1.

Bernabé DORRONSORO DIAZ has a Ph.D. degree in Computer Science from University of
Malaga. Currently he is a researcher assistant at the Computer Science Engineering Department of
the University of Cadiz, Spain. He is the Ramén y Cajal Fellow at University of Cadiz. His
research interests include automatic programming, multi- and many-objective optimization, exact
approaches, machine learning, resource management for data-centers, cloud computing,
sustainable computing, evolutionary algorithms, ets.

Anppeit Huxonmaesuu YEPHBIX mnosyumn crenmeHp kaHaupaTta Hayk B MHcTuTyTe TOuYHOM
MEXaHHUKU W BBIUMCIHTENbHON TexHUKH PAH. B HacTosimee Bpemst oH sBisiercst npodeccopom
Lentpa Hay4HBIX HCCICIOBAaHWN W BHICIIETO oOpazoBaHus B DHceHaae, Hmwxuias Kammudopuus,
Mekcruka. B HaydHOM IUIaHE €ro HHTEPECYIOT MHOTOLENEBas ONTUMH3ALMSA paclpelesIeHUs
pecypcoB B 00ma4HOM cpeme, MNpoOIeMbl O€30MacHOCTH, IUIAHUPOBAHMS, 3SBPUCTHKU |
METa’BPUCTHUKH, SHEProcOepeTraronie alrOpuTMbl, HHTEPHET BEIIEH U T.1.

Andrei TCHERNYKH received his PhD degree at the Institute of Precision Mechanics and
Computer Engineering of the Russian Academy of Sciences. Now he is holding a full professor
position in computer science at CICESE Research Center, Ensenada, Baja California, Mexico. He
is interesting in grid and cloud research addressing multi-objective resource optimization, both,
theoretical and experimental, security, uncertainty, scheduling, heuristics and meta-heuristics,
adaptive resource allocation, energy-aware algorithms and Internet of Things.

20


http://eng.cicese.edu.mx/

Tpyowr UCIT PAH, mom 31, evin. 2, 2019 2. //Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019

DOI: 10.15514/ISPRAS-2019-31(2)-2

Virtual Savant for the Knapsack Problem: learning
for automatic resource allocation

12R. Massobrio, ORCID: 0000-0002-0040-3681 <renzom@fing.edu.uy>
Y B. Dorronsoro Diaz, ORCID: 0000-0003-0481-790X <bernabe.dorronsoro@uca.es>
2 S.E. Nesmachnow Cdnovas, ORCID: 0000-0002-8146-4012 <sergion@fing.edu.uy>

Y Universidad de Cadiz, Av. de la Universidad, 10, 11519, Cadiz, Esparia
2 Universidad de la Repiiblica, Herrera y Reissig 565, 11300, Montevideo, Uruguay.

Abstract. This article presents the application of Virtual Savant to solve resource allocation problems, a
widely-studied area with several real-world applications. Virtual Savant is a novel soft computing method
that uses machine learning techniques to compute solutions to a given optimization problem. Virtual Savant
aims at learning how to solve a given problem from the solutions computed by a reference algorithm, and its
design allows taking advantage of modern parallel computing infrastructures. The proposed approach is
evaluated to solve the Knapsack Problem, which models different variant of resource allocation problems,
considering a set of instances with varying size and difficulty. The experimental analysis is performed on an
Intel Xeon Phi many-core server. Results indicate that Virtual Savant is able to compute accurate solutions
while showing good scalability properties when increasing the number of computing resources used.

Keywords: virtual savant; machine learning; parallel computing; resource allocation; knapsack problem;
many-core.

For citation: Massobrio R., Dorronsoro Diaz B., Nesmachnow Canovas S.E. Virtual Savant for the
Knapsack Problem: learning for automatic resource allocation. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue
2, 2019. pp. 21-32. DOI: 10.15514/ISPRAS-2019-31(2)-2

Acknowledgements. The work of Renzo Massobrio and Sergio Nesmachnow is partly supported by ANII
and PEDECIBA, Uruguay. The work of Renzo Massobrio is partly supported by Fundaciéon Carolina, Spain.
Bernabé Dorronsoro acknowledges the Spanish MINECO and ERDF for the support provided under contracts
TIN2014-60844-R (the SAVANT project) and RYC-2013-13355.

BupTyanbHbii QpyauT Ans pelweHus 3afaym o prok3ake: odyvyeHue
aBTOMaTU4YeCKOMY pacnpeneneHuro pecypcoB

Y2 P. Macco6puo, ORCID: 0000-0002-0040-3681 <renzom@fing.edu.uy>
®B. Jlopponzopo Juas, ORCID: 0000-0003-0481-790X <bernabe.dorronsoro@uca.es>
' C.E. Hecmaunos Kanosac, ORCID: 0000-0002-8146-4012 <sergion@fing.edu.uy>

! Pecnybauxanckuii ynusepcumem,
Ypyeeaii, 11300, Moumesuoeo, ya. Xynuo Oppepa-u-Peticcue, 565
2 Kaoucckuii YHUGepcumenm,
HUcnanusa, 11001, Kaouc, ynr. Anua, 16

AuHoTaumsi. B 5T0ii crathe mpejcTaBicHO NMpUMeHeHHe Meroda BupryaneHoro Dpyaurta (Virtual Savant)
JUISL PELIeHUs] TIPOOJIEM pacIpe/ieNieHns] PeCYpCoB, IIMPOKO U3YyYEHHOH 00I1aCTH ¢ HECKONBKUMHU PeabHbIMU
npunoxenusimu. Virtual Savant — 3170 HOBBII METO/] MSITKHX BBIYKMCIICHHH, B KOTOPOM HCIIOIB3YIOTCSI METOIBI
MAIIMHHOTO O0YYEHHs! Ul BBIYMCIICHHS PEIIeHH AaHHOi npoGiemsl ontumu3armi. Lens Virtual Savant —
HAYYHTHCS PEIaTh JaHHYIO MPOOJIEMY C MMOMOIIBIO PEIICHU, PACCYNTAHHBIX [0 3TAJOHHOMY JITOPUTMY,
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€ro JAu3aiiH IO3BOJIIET HCIOIb30BAaTh IPEUMYIIECTBA COBPEMEHHBIX IMapajyIeNbHBIX BBIYHUCIUTENBHBIX
uHdpactpykryp. IlpennoxeHHbI MOAXOA OLEHUBAETCS HA pPELUIEHMH 3a7add O pIOK3aKke, KOTopas
MOJZIENUpYET pa3iIMyHble BAapHAaHTHI 3a/1ad PACIIPEICNICHNS] PECYPCOB, YUUTHIBasi HA0OP AK3EMILIIPOB PA3HOTO
pa3Mepa U CIOXKHOCTH. DKCIIEPHMEHTAIIbHBIH aHAIN3 IPOBOIMIICS Ha MHOTOsiiepHOM cepBepe Intel Xeon Phi.
Pesynbrathl mokassiBaroT, uto Virtual Savant crocoGeH BBIMHCIATH TOYHBIC PEIICHHS, JCMOHCTPHPYS
XOpOoIIMe CBOWCTBa MAacCIITAOMPYEMOCTH NpH YBEIHYEHHH O00bEeMa HCIOJIb3YEMBIX BBIYHCIUTEIBHBIX

pecypcos.

Ki1roueBble ci10Ba: BUPTyalbHBIN 3pyIHUT, MAIIMHHOE 00yUeHHE, MapajuieibHas o0paboTkKa; pacipeneiacHue
PECypCoB; 3aJja4a 0 PIOK3aKe; MHOTOsICPHBIE ITPOLECCOPBI

s nutupoBanus: Maccobpuo P., Jopponsopo [dua3 b., Hecmaunos Kanosac C.E. BuptyansHslit Dpyaur
U pelleHus 3aJadll O pPIOK3ake: oOydeHHe aBTOMAaTHYECKOMY pacmpeneneHuio pecypcos. Tpymsr MCIT
PAH, Tom 31, BbIm. 2, 2019 1., cp. 21-32 (Ha anruiickom si3bike). DOI: 10.15514/ISPRAS-2019-31(2)-2

Baaromapnoctn. PaGora P. Macco6puo u C. Hecmaunosa gactnuno nognepsxusaercsi ANII u PEDECIBA,
Vpyrsaii. Paora P. Maccobpuno gactnuno nognepxusaercss @onnom Kapomuna, cnanus. b. JloppoHcopo
onmaromaput ucnanckue ¢ouasl MINECO u ERDF 3a moanepikky, NpegoOCTaBISEMyIO IO KOHTPAaKTaM
TIN2014-60844-R (mpoekt SAVANT) u RYC-2013-13355.

1. Introduction

Resource allocation refers to the assignment of a number of available resources or assets to
different issues or items. Resource allocation is an important concept that models several situations
and problems arising in economics, strategic planning, project management, scheduling, logistics,
production, engineering, and many other related areas [1].

Many resource allocation problems are modeled by the general framework formulated by the
Knapsack Problem (Knapsack Problem) [2]. Knapsack Problem is a combinatorial optimization
problem that, given a set of items with associated weights and profits, proposes determining the
number of each item to include in a collection (i.e., the knapsack) in order to maximize the total
profit while ensuring that the total weight is less than or equal to a given limit (i.e., the knapsack
capacity). Different allocation problems are modeled by considering the capacity of the knapsack
as the available amount of a given resource and the items as activities to which the resource can be
allocated.

This article describes a generic paradigm that proposes applying a computational intelligence
approach to find accurate solutions to resource allocation problems modeled by the 0/1 Knapsack
Problem in short computation times. 0/1 Knapsack Problem is a binary version of the Knapsack
Problem where each item is considered as an atomic unit, i.e., each item can be included in the
knapsack as a unit or discarded (i.e., it cannot be split to fill the knapsack). This binary version of
the Knapsack Problem allows modeling interesting resource allocation problems such as activities
in project management, scheduling and location problems, feature selection, among others.

The Virtual Savant paradigm is applied to solve the 0/1 Knapsack Problem, which models
allocation problems. Virtual Savant is a novel method that uses machine learning techniques to
learn how a reference algorithm solves a given problem [3]. Virtual Savant is inspired by the
savant syndrome, a rare condition in which a human demonstrates mnemonic or computing
abilities far superior to what would be considered normal. As an example, some patients with
savant syndrome (savants) are able to enumerate and identify huge prime numbers without the
underlying knowledge of what a prime number is, or accurately determine the day of the week of a
given date extremely fast. Reported evidence suggests that patients with savant syndrome use
pattern recognition in order to efficiently solve problems [4,5,6].

The Virtual Savant paradigm proposes applying a learning approach using computational
intelligence to predict the results computed by a reference algorithm that solves a given problem
[7,3]. Virtual Savant receives as input a set of problem instances and the results computed by the
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reference algorithm, which is used to train a machine learning classifier. Once the training phase is
completed, Virtual Savant can be applied to solve new, unknown, and even larger problem instances.
In this way, the Virtual Savant paradigm aims at learning the behavior of a given resolution
algorithm in order to generate a completely different program that reproduces an analogous but
unknown process to compute accurate results for the same problem. Furthermore, the resulting
generated program is lightweight and can take advantage of modern massively parallel computing
architectures to provide a fast and powerful problem solving schema.

Following previous works [8,9], this article describes a deeper study on how to solve the 0/1
Knapsack Problem using Virtual Savant. The first evaluation of Virtual Savant in a parallel
environment (Intel Xeon Phi 7250 server) to solve the 0/1 Knapsack Problem is presented. The
accuracy of the proposed approach is studied as well as its parallel capabilities and performance on
a many-core computing environment. Experimental results when solving 0/1 Knapsack Problem
instances of varying size and difficulty suggest that the proposed approach is able to compute
competitive solutions while showing good scalability properties when increasing the number of
processing elements.

The article is organized as follows. Section 2 presents the 0/1 Knapsack Problem formulation, introduces
Virtual Savant and presents an overview of the related literature. Section 3 outlines the application of
Virtual Savant to the 0/1 Knapsack Problem. Section 4 presents the experimental evaluation of the
proposed approach and, finally, Section 5 presents the conclusions and main lines of future work.

2. Problem and method

This section introduces the 0/1 knapsack problem, describes the Virtual Savant paradigm, and
presents a review of the related literature.

2.1 0/1 Knapsack Problem formulation

The 0/1 Knapsack Problem is a classic combinatorial optimization problem which is proven to be
NP-hard [10]. The mathematical formulation is as follows. Given a set I of items, each with a
profit p; and a weight w;, the 0/1 Knapsack Problem consists in finding a subset of items that
maximizes the total profit, without exceeding the weight capacity W of the knapsack.

Eqg. 1 shows the problem formulation, where x; € {0,1} indicates whether item i is included or not

in the knapsack.
n n (1)
argmax Zpixi Z wix; < W
i=1 i=1

Despite its straightforward formulation, the 0/1 Knapsack Problem has a large solution space and
is frequently used as a benchmark to evaluate optimization algorithms. Additionally, the 0/1
Knapsack Problem can be used to model several optimization problems with direct real-world
applications in many fields.

In the context of this work, the 0/1 Knapsack Problem is useful to evaluate the Virtual Savant
paradigm for several reasons: i) it is a NP-hard optimization problem; ii) it allows studying the
behavior of Virtual Savant in problems with binary variables and simple constraints; iii) a large
dataset of problem instances is publicly available with varying size and difficulty.

2.2 Virtual Savant

Virtual Savant is a novel paradigm to automatically generate programs that solve optimization
problems in a massively parallel fashion [11]. The paradigm is inspired by the savant syndrome, a
rare condition in which a person with significant mental disabilities has certain abilities far in
excess of what would be considered normal [5]. People with this condition (savants) usually excel
at one specific skill such as art, memory, rapid calculation, or musical abilities. The methods used
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by savants to solve problems are not fully understood due to the difficulties in communicating with
them, since the syndrome is usually associated with autism. The main hypothesis states that
savants learn through pattern recognition [4]. This mechanism allows savants to solve a given
problem without understanding the underlying principles (e.g., being able to enumerate prime
numbers without understanding what a prime number is).

In analogy to the savant syndrome, Virtual Savant consists in training a machine learning classifier
to automatically learn how to solve an optimization problem from a set of observations, which are
usually obtained from a reference algorithm that solves the same problem. Once the training phase
is completed, Virtual Savant can emulate the reference algorithm to solve new, unknown, and even
larger problem instances, without the need of any further training. The Virtual Savant paradigm
consists of two phases: classification, where results for unknown problem instances are predicted,
and improvement, where predicted results are further improved using specific search procedures.

2.3 Related work

The 0/1 Knapsack problem has been widely studied in the operations research field. Nemhauser
and Ullman [12] presented an exact algorithm to solve the 0/1 Knapsack Problem based on
dynamic programming. The proposed algorithm was devised to solve capital allocation problems
with constrained budgets, in the field of economics. Later, an optimized implementation of the
original Nemhauser-Ullman algorithm was proposed by Harman et al. [13]. This version was
applied to solve instances of the Next Release Problem, an optimization problem from software
engineering where the goal is to determine the features to include in a new release of a given
software product [14]. The optimized implementation by Harman et al. is used in our work to train
the proposed Virtual Savant for 0/1 Knapsack Problem.

Few articles were found in the related literature applying machine learning techniques to solve
optimization problems, in line with the Virtual Savant proposal.

Vinyals et al. [15] introduced Pointer Networks (ptr-nets), a model based on recurrent neural
networks. Similarly to the approach applied in Virtual Savant, ptr-nets are trained by observing
solved instances of a given problem and the proposed scheme is also able to deal with variable size
outputs. The proposed model was applied to solve three different discrete combinatorial
optimization problems: finding planar convex hulls, computing Delaunay triangulations, and
solving the planar Travelling Salesman Problem. Experimental results indicated that the trained
models were able to address problem instances larger than those seen during training and find
competitive results for the studied problems.

More recently, Hu et al. [16] applied a similar approach to the one proposed by Vinyals et al. to
the three-dimensional bin packing problem, a specific variant of an allocation problem. A deep
reinforcement learning approach is used to decide the sequence to pack items in a bin, while the
empty space and the spatial orientation in which the items are placed inside the bin are calculated
by heuristic methods. The reported experimental results showed that the proposed approach
outperformed a specific heuristic for the problem. Improvements of 5% on average over the
baseline results were obtained for the problem instances studied.

Our previous works were able to obtain promising results when applying Virtual Savant to a task
scheduling problem [17,18,7,11]. The application of Virtual Savant to the 0/1 Knapsack Problem
has been previously studied in [8,9]. This article extends those two previous works by evaluating
the parallel capabilities of the Virtual Savant model in a many-core parallel infrastructure.

3. Virtual Savant for the 0/1 Knapsack Problem

This section describes the application of the Virtual Savant paradigm to the 0/1 Knapsack
Problem. The Virtual Savant implementation for the 0/1 Knapsack Problem uses Support Vector
Machines (SVMs) for the classification phase. SVMs are trained using Nemhauser-Ullmann as a
reference algorithm, which computes exact solutions for the 0/1 Knapsack Problem [13]. Each
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item of the problem instance is considered individually during the training phase of Virtual Savant.
Therefore, each feature vector holds the weight and profit of the item, along with the capacity of
the knapsack. The classification label is 0/1, indicating whether the reference algorithm included
(or not) the item in the knapsack. Thus, a single solution of the reference algorithm provides as
many observations as the number of items in the instance. The LIBSVM framework with a Radial
Basis Function kernel was used [19]. A specific fork of the LIBSVM package was designed to
improve training times on many-core architectures [20]. Fig. 1 outlines the training scheme for
Virtual Savant to solve the 0/1 Knapsack Problem.

iterns

¥

>
<

weight Problem instance:
profit List of items with their
Khiapssck weight, profit ang the
capacity knapsack capacity.
1

Inputs to the SVM:

1. Weight, profit and
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or not,

solution of the reference algorithm

Fig. 1. Training scheme of Virtual Savant for the 0/1 Knapsack Problem

Fig. 2 presents the complete model of Virtual Savant to solve the 0/1 Knapsack Problem. Once the
learning process is completed, Virtual Savant uses (in parallel) multiple instances of the trained
SVM to predict whether or not to include each item in the knapsack. These decisions are
independent for each item, providing Virtual Savant with a high degree of parallelism. The output
of the classification phase is a vector that holds, for each item, the probability of including it in the
knapsack. Since the length of the training vectors is fixed (3 features + 1 label), there is no need to
re-train the SVM to solve problem instances of different size (i.e., with varying number of items).
This allows Virtual Savant to easily scale to problem instances of larger dimensions, without
requiring any additional training process.

The improvement phase takes as input the resulting vector of probabilities computed in the
prediction phase. One candidate solution is generated per computing resource available, by
randomly sampling according to the probabilities of including each item. Finally, a local search
heuristic is applied over each generated solution. The local search operator considered in this work
is very simple, just performing random modifications on the items to include or not. On each step
of the local search, a randomly-chosen bit in the solution is flipped, the new solution is evaluated,
and the local search continues from that solution if an improvement is made. Algorithm 1
describes the method to evaluate the score of a solution in the local search procedure, considering
a solution with profit P, weight W, overweight 0 = W — C, where C is the knapsack capacity;
k>0; me (0,1). P, W, and O are scaled using the minimum and maximum weight and profit
values in the problem instance. The improvement phase, as well as the prediction phase, is
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massively parallel, since more local searches can be spawned as more computing resources are
available.
Algorithm 1. Score assignment for solutions during the local search

input: solution, instance
scale (w, P, 0, c,
instance)

if 0<0 then

return P
else if 0 <m-(C then
return P—k-0
else

return —0

- ilems i
weight Problem instance:
profit List of items with their
Kiiapsack weight, profit anq the
capacity knapsack capacity.
Prediction phase:
o G
Vector with
probabilities of
including (or not)
each item in the
knapsack.
p(o)
p(1)
synchronization
¢ ¢ Improvement phase:
CIEEEED | | e )
improvement | | improvement -Correcfions
opearator operator -Local search
best solution

Fig. 2. Model of Virtual Savant applied to the 0/1 Knapsack Problem

Two corrections schemes are included in the improvement phase in order to ensure that the
returned solution satisfies the knapsack capacity restriction:

e Greedy correction by profit (CP): iteratively removes the item with lower benefit until the total
weight is lower than, or equal to, the knapsack capacity.

e Greedy correction by weight (CW): iteratively searches for the items with weight higher than,
or equal to, the overweight of the solution and removes the one with the lowest weight among
them. If no item satisfies this condition, it removes the one with the highest weight.

The corrections are applied to each tentative solution after the local search, to ensure that the
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returned solution satisfies the knapsack capacity constraint. After all local searches and corrections
are completed, the overall best solution found is returned.

4. Experimental analysis

This section reports the experimental analysis of the proposed Virtual Savant for the 0/1 Knapsack
Problem.

4.1 Problem instances

The evaluation was performed over benchmark problem instances with different size and
correlation between weight and profit of items. The correlation is related to the difficulty to solve
an instance [13]. The benchmark includes 50 datasets, each with instances of size 100 to 1500
items (stepsize: 100). For each problem size, correlation varies from 0.0 to 1.0 (stepsize: 0.05).
The benchmark, including a total of 15.750 problem instances, is publicly available at

ucase.uca.es/nrp.

4.2 SVM training

The training phase was performed using dataset 1, to evaluate three different feature
configurations. Results show that the best accuracy results were achieved when using item weight,
item profit, and knapsack capacity. Regarding the size of the training set, results show that training
with 15% of dataset 1 allows achieving good accuracy metrics. Increasing the number of
observations results in marginal accuracy improvements, while significantly increasing training
times.

The parameters for the SVM (C) and the RBF kernel (y) were configured prior to the experimental
evaluation. Cross-validation was performed over a set of 5.000 samples randomly selected from
dataset 1. Results suggest that the best results are computed with C=8192 and y=0.5. Average
accuracy for all datasets increased from 89.35% to 90.48% after parameter configuration. For the
improvement phase, the parameters of the score assignment function in the local search were
configured to m=0.2 and k=2 and the stopping criterion was set to 1000 iterations.

4.3 Experimental results

After configuration, the trained SVM was used to evaluate the complete Virtual Savant model on
datasets 2 to 5. These datasets are completely new for the algorithm, as they were not used during
the training phase. The experimental evaluation focused on both the quality of the solutions and
the performance and scalability when using a massively parallel computing infrastructure.

4.3.1 Hardware platform

A many-core computing infrastructure was used in the experimental analysis, in order to evaluate
the capabilities of Virtual Savant to compute accurate results over a massively parallel platform. A
typical many-core computing infrastructure consists of tens or thousands of simpler independent
cores. The use of many-core processors has been increasing in the past years, with extensive
applications in embedded systems and high-performance computing platforms [21].

Many-core architectures can be programmed using the standard CPU model without needing
specific knowledge about the underlying parallel hardware. Even without including platform-
specific features, many-core systems offer support for serial legacy code [22]. The evaluation of
Virtual Savant for the 0/1 Knapsack Problem was performed on an Intel Xeon Phi 7250 processor
with 68 cores and 64GB RAM.

4.3.2 Scalability

Virtual Savant approach is elastic and adapts to the underlying hardware platform: if more
computing resources are available, Virtual Savant can use them on both the prediction and the
improvement phase. In the prediction phase, the computational load of predicting whether each
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item is included or not in the knapsack is balanced among the computing resources available. In
the improvement phase, Virtual Savant takes advantage of available resources to execute more
local searches on tentative solutions, thus increasing the probability of computing more accurate
results.

The scalability of Virtual Savant when using a varying number of computing elements was
evaluated for the prediction and improvement phases. Fig. 3 reports the average execution time (in
seconds) for all problem instances studied when varying the number of threads.
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Fig. 3. Execution time varying the number of threads

Results show that Virtual Savant scales very well when increasing the number of threads up to the
number of cores available. When more threads are spawned, the performance starts degrading due
to threads sharing resources. Consequently, the remainder of the experimental evaluation was
performed using 68 threads. These results confirm the good scalability properties of Virtual
Savant.

4.3.3 Virtual Savant: prediction phase accuracy

Boxplots in Figs. 4 and 5 correspond to the accuracy achieved during the prediction phase of
Virtual Savant grouping problem instances by size and weight/profit correlation, respectively. The
median prediction accuracy of the SVM is larger than 90% for all problem sizes studied. No
significant differences are noticed among instances of different sizes. On the other hand,
significant differences can be observed in the accuracy of the prediction phase on instances with
varying weight/profit correlation. Instances with weight/profit correlation of 0.5 are the simplest to
predict for the SVM, with a median accuracy value of over 97%. Additionally, in the worst case,
the median accuracy of the SVM is larger than 80%.
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Fig. 4. Prediction accuracy for instances grouped by size.
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Fig. 5. Prediction accuracy for instances grouped by weight/profit correlation.

4.3.4 Virtual Savant: quality of solutions

Results computed by Virtual Savant were compared with the known optima for the studied
instances, to evaluate the efficacy of the proposed approach. Table 1 reports the average ratio to
the optima for problem instances grouped by size. Table 2 reports the average ratio to the
optimum, grouping instances by the correlation between weight and profit of items.

Results achieved by Virtual Savant grouped by instance size differ from the known optima in just
2-4% on average for all problem instances studied. This is an encouraging result considering that
the improvement phase of Virtual Savant consists in a straight-forward local search which does not
incorporate any specific knowledge of the problem, thus making it potentially extensible to other
related optimization problems. When looking at results grouped by weight/profit correlation,
Virtual Savant allows computing accurate results for all problem instances studied. In the worst
case, Virtual Savant differs from the optimum in 6% on average (for instances with no correlation
between weight and profit).

Table 1. Average ratio to optimum with varying size

size | 100 | 200 | 300 | 400 | 500 | 600 | 700 | 800

ratio| 0.98( 0.98| 0.98| 097 0.97] 097 0.97|0.97

size | 900 |1 1000 (1100 | 1200|1300 | 1400 | 1500

ratio| 0.97 [ 0.97| 097 | 097 0.97] 097 0.96

Table 2. Average ratio to optimum with varying correlation

correlation 010.05| 0.1]0.15] 0.2]0.25| 0.3]0.35| 0.4]0.45

ratio 0.94]10.95[0.9610.97(0.97[0.98]0.98[0.99]0.99]0.99

correlation| 0.5[0.55| 0.6]0.65| 0.7[0.75| 0.8]/0.85[ 0.9]0.95

ratio 0.9910.98(0.97]0.97]10.96[0.96]0.96]0.96 [0.97]0.98

5. Conclusions and future work

This article presents the application of Virtual Savant to the 0/1 Knapsack Problem. Virtual Savant
learns from a reference algorithm in order to generate a new program that can solve the same
optimization problem in a massively parallel fashion. Experimental results show that Virtual
Savant allows computing competitive results in reduced execution times thanks to its scalability
when using multiple computing elements. The experimental analysis, performed on a many-core
infrastructure, showed the good scalability properties of the Virtual Savant paradigm and its
elasticity to adapt to modern massively-parallel computing infrastructures.

The main lines of future work include applying other machine learning classifiers, using different
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heuristics and metaheuristics for the improvement phase, and evaluating over larger problem
instances.
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Daxynvmem KOMIbIOMEPHBIX HAVK U mexHono2ull, Yuusepcumem Llunxya, Kumati

AnHoTtanusi. PanHee omoBemieHne BO BpeMs 0030pa HeOa HaeT BaKHYIO BO3MOXKHOCTH OOHApYKHBATh
OIMHOYHBIC IUIAHETHI € Mayloi Maccoil. B cratbe mnpeactaBieH THOPHIHBIA METOJ, B KOTOPOM
koMOuHHpyeTcss Mozeab ARIMA (MHTerpHpoBaHHas MOJENb ABTOPErPECCHH — CKOJNB3SIIErO CPEIHEro),
pekyppentHbie HelipoHnbie cet (RNN) LSTM (HeiiponHas ceThb ¢ OJOKaMH JIOJT0-KPaTKOBPEMEHHOU
namsat) ¥ GRU (ympaBisieMblii peKyppeHTHBIH HEHpOH), 00eCIeYnBAOIIMHA BO3MOXKHOCTh IOHCKA
KPaTKOBPEMEHHBIX COOBITHI MHUKponnH3upoBaHus (ML) B pexxume peanbHOT0 BpeMEHH Ha OCHOBE JIQHHBIX,
MOTyYaeMbIX ITyT€M BBICOKOYACTOTHOH MIMPOKOYTOJBHOW ChEeMKH 3Be3fHOro Heba. Meron obecreumBaer
MOHHUTOPHHT BCEX HAONIOMaeMBIX KPHUBHIX Olecka W BBIABICHHE coObITM ML Ha paHHHX CTamusX.
OKCIepUMEHTAIBHbIE Pe3yIbTaThl TOKAa3bIBAIOT, YTO THOPHUHBIE MOJIENH 00ECIIeYNBAIOT OONBIITYI0 TOYHOCTh
1 TpeOYyIOT MEHbBIIe BpEMEHM Ha HacTpoiiky mapamerpoB. ARIMA + LSTM um ARIMA + GRU wmoryt
MOBBICUTH TOYHOCTH Ha 14,5% u 13,2% coorBercTBeHHO. [IpH 0OHApY)KEHHHM aHOMAIUN B KPUBBIX OJIECK,
GRU MoxeT 1ocTHYb OYTH TOTrO ke pe3ynbTara, 4yro U LSTM, 3atpaunBas Ha 8% MeHbIee Bpems. Te xe
MOZENY NpHMEHUMBI U K Habopy maHHbix OKI' B Gazax manueix MIT-BIH mo aputvMum ¢ moxoxum
NaTTepHOM aHOMaJMi, U B O0OHMX CIIydasX Mbl MOXeM COKpaTuth Ha 40% BpeMeHsi, KoTopoe Tpebyercs
HCCIIeIOBATENSIM JUIsl HACTPOWKHU Mozeny, ¢ coxpanenneM 90% TouHOCTH.
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Abstract. Early warning during sky survey provides a crucial opportunity to detect low-mass, free-floating
planets. In particular, to search short-timescale microlensing (ML) events from high-cadence and wide- field
survey in real time, a hybrid method which combines ARIMA (Autoregressive Integrated Moving Average)
with LSTM (Long-Short Time Memory) and GRU (Gated Recurrent Unit) recurrent neural networks (RNN)
is presented to monitor all observed light curves and identify ML events at their early stages. Experimental
results show that the hybrid models perform better in accuracy and less time consuming of adjusting
parameters. ARIMA+LSTM and ARIMA+GRU can achieve improvement in accuracy by 14.5% and 13.2%,
respectively. In the case of abnormal detection of light curves, GRU can achieve almost the same result as
LSTM with less time by 8%. Same models are also applied to MIT-BIH Arrhythmia Databases ECG dataset
with similar abnormal pattern and we yield from both sets that we can reduce up to 40% of time consuming
for researchers to adjust the model to 90% accuracy.
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1. BeedeHue

ACTpOHOMUS SIBIISIETCS] OTHPABHOM TOYKOW B3phIBa HHPOPMAINH, K 3TO 1epBasi 00J1acTh, KOTOpast
BCTPETHJIACh ¢ MpobiieMol 6onpimx JaHHBIX [1]. B 3TO# craThe MBI HCHOIB3yeM JaHHBIC MUHH-
GWAC (Ground-based Wide Angle Camera, HasemHasi MIMPOKOYTOJbHAs KamMepa) B KauecTBe
00pa3noB ans OO0y4eHHs M TeCcTHpoBaHUSA. MBI HcclegyeM MpoOieMy MOHCKAa B PEalbHOM
BPEMEHH TPaBUTALMOHHBIX ML-COOBITHI KpaTKOBpeMEHHOro Macmraba B OrpOMHOM Habope
KpHUBBIX Oyiecka, mpumensisi rubpuansie monenu ARIMA-LSTM u ARIMA-GRU. Mbi Takke
IBITaeMcsl BEIpabOTaTh MOJX0JI, KOTOPBIA MOT ObI MPUMEHATHCS B 001acTH (PUHAHCOB M APYIUX
o0nacTsx, MoJ0OHO HCCIeI0BaHUAM, BBITONIHsEMbIM B KopHene [2]. DKcriepUMEeHTHI IS OLEHKH
MIPOM3BOIUTENBHOCTH ATUX JIBYX MOJIEJICH BBINOIHINCH Ha Habope naHHbIX MUHH-GWAC.

Mpbl Takke TpHMEHseM CBOM Mojenu K 0Oase nanubelx aputmuu MIT-BIH, xapakrepucriku
KOTOpOH cxou ¢ HabopoMm maHHEIX GWAC: aHOManbHbIE CUTYallMH IIOXOXH OJHA Ha JAPYIYIo, a
HOpMaJlbHble CHTyaluH BeayT cebs OecmopsimouHo. basa mannbix aputmum MIT-BIH [5]
colepkUT 48 TOIy4acoBBIX BBIAEPKEK W3 JIByXKaHAIbHBIX amOymnatopHbix 3ammceit OKI,
MOJY4eHHBIX OT 47 cyOBeKTOB, KOTOpbIe 00cienoBanuch B jadopatopun apurMun BIH mexmy
1975 1 1979 ronamu.

2. l'u6bpudubie modenu ARIMA-LSTM u ARIMA-GRU

JlaHHBIC TETCKTHPOBAHUS CBETa, MOJy4YeHHBIe ¢ momomnipio MuHH-GWAC, comepxxat 6oxee 900
(aiioB BpeMEHHBIX PAIOB JUISI KAXKIOW IIaHeThl. OYeBHIHO, YTO CTOUT MPEIIONIOKUATh HATNYHE
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y 9TUX [aHHBIX JMHEWHOW, Tak W HenuHeWHoW wvacted [3]. Takum 00pa3oM, MBI MOXEM
NPE/ICTaBUTh JaHHBIE CIICAYIOIMM 00pa3oM:

xe =L+ N, + &
3mecy L, TmpencraBiseT JWHEHHOCTh MJaHHBIX B MOMeHT BpemeHnm f, a N; o0Oo3HawaeT
HeJIMHEHOCTh. 3HAueHHWe &, MPEJCTaBIsIeT IOTPEIIHOCTh. B mpenpinymeit pabdore [4] Ha
JMHEHHBIX 33/1a4ax OTJIMYHBIC PE3YJIbTAaThl TI0Ka3aja MHTErPUPOBaHHAsE MOJIETb aBTOPETPECCHU —
ckomp3simero cpeanero (Autoregressive Integrated Moving Average, ARIMA), obecrieunBas B
L[eJIOM TOYHOCTH Oojiee 85%. DTo TpaguLMOHHbIH METO/ TPOTHO3UPOBAHUS BpEMEHHBIX psaoB. C
IPYTOi CTOPOHBI, MOJIENb NONTO-KpaTkoBpeMeHHOH mamsatu (LSTM) moxker oOHapyXwBaTh B
HaOope HaHHBIX HenwHeiHble TpeHasl. Hamra rubpumzas momens ARIMA-LSTM mozBomser
0oOHapy>XUBaTh KaK JTMHEHHBIE, TaK U HEJMHEHHBIC TPEHIBL.

3. Memoduka npoeedeHusi IKCrepuUMeHmoea

3.1 Habopbl AaHHbIX 1 cpega NpoBegeHUA 3KCMEPUMEHTOB

Ha6opsr ganasix GWAC u mini GWAC: Jlanasie GWAC 10 HemaBHEro BpeMEHH HE OBLIH
OTKPBITHI, MIO3TOMY HAIllM AJITOPUTMBI TECTUPYIOTCS Ha Habope naHHbIX mMini-GWAC. Cucrema
Mini-GWAC cocrout u3 12 KOMILIEKTOB HIMPOKOYroJbHBIX Kamep. OHa Oblla MOCTpOEHA U
pa3meiieHa B obcepBatopun CurnyH HanmoHanbHOW acTpoHOMHUYECKO# obOcepBaTopuu. B 310i
CTaThe MbI HCHONb3yeM manHbie MHHA-GWAC B KadecTBEe MPUMEPOB Ui OOYYCHHS W
TecTupoBaHus. Jns kaxaod miaHeTbl HaOop maHHBIX MUHH-GWAC comepxut B cpenHem 980
TEKCTOBBIX (aityioB. B kaxmom (haiine Mbl MoxxeM Toay4uth 900 HaHHBIX, COCTABIAIONIMX YaCTh
BPEMEHHBIX PSIOB.

ba3za nannpix apurmun MIT-BIH- natop pannsix DKI': Mel oOHapyxuiu B HaOOpe TaHHBIX
OKI' xapakTepucTuky, cxoxue ¢ Habopom nanHbiXx GWAC: aHOManbHBIE CUTYaluy MOX0XH OJTHA
Ha JIpyTyl0, a HOPMaJbHBIE CUTYyallMHu BedyT ceOst OecniopsimouHo. basza manueix aputmun MIT-
BIH [5] conepsxut 48 MOIy9acoBBIX BEICPKEK U3 IBYXKaHAIBHBIX aMOyiIaTopHBIX 3anmceit KT,
MOJYYEeHHBIX OT 47 cyOBEKTOB, KOTOpPBIE 00CIeNIoBalUCh B Jaboparopun aputmun BIH mexmy
1975 u 1979 rogamu.

3.2 Anroputm

Anroput™ 1 mpencraBiser coOol KpaTkoe ommcaHue Hamero meroxa. Ha mepBom arame amst
MPOTHO3MPOBAHUS TPUOTU3UTENBHBIX pe3yibpTaToB wucmomsdyercs ARIMA. Pasmep oxHa
cocraBisger 20% or uMHBI MaccuBa. [l KaXJOro OKHa INPOM3BOAMTCS pe3yinbrar. [locie
MOJyYeHHsI pe3ysibTaTa OKHO IepeMelIaeTcss Ha IIar BIepell, Y4ToObl NpejcKas3aTh Clieayroliee
3HaueHne. OJIHAKO MEXIy pEaTbHOCTBIO M TIPEJCKa3aHueM HWMEIOTCS HEKOTOpbIE OCTATKH.
[TosToMy st Gojiee TOYHOIO MPOTHO3MPOBAHUSI OCTATKH PACCUUTHIBAIOTCS M UCIOJB3YIOTCS B
KadecTBE BXOJHBIX JIAHHBIX Ha BTOPOM 3Tarle, TJe OHH SBII0TCA oOydaromumu Habopamu B RNN.
Takum 00pa3oM, Ha BTOpPOM Iare oOydarompe HaOOpbl HUCMOJB3YIOTCS ISl MPOTHO3HPOBAHUS
HenuHeitHoW 4acTh. HakoHel, Ha MOCJEAHEM I3Tare OKOHYATEJIbHbIE HMPOTHO3bI HPEICTABISIOT
coboit cymmy 3HaueHui, mpeackazanHsix ARIMA, u ocratkoB. Takue mporHO3bI 0OJIee TOYHBI,
YeM IPOTHO3bI, C/ICaHHbIE TOJIBKO ¢ moMoisio ARIMA.

1. Result = []
Resid = emptylist
for dataset in datasets do
Predict = []
Models = emptylist
Order = arima.aicminorder
if unstable: then
Model = diff (model)

O J o U W
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9. end if

10. Model = fitarima (dataset, order)
11. Add residual[0] to Resid

12. Add predict[0] to Predict

13. Add predict to Result

14. end for

15. Save Result[-1], Resid

Aneopumm 1. T'ubpuonas mooders ARIMA-LSTM/ARIMA-GRU
Algorithm 1. ARIMA-LSTM/ARIMA-GRU Hybrid Model

4. Pe3ynbmambl 3KCNepUMeHIMoe U UX OUeHKa

4.1 Pe3ynbTaTbl TECTUPOBaAHUA Ha Habope AaHHbIX Mini-GWAC

B oarom mozpaznmene MBI BBISIBISIEM TpPU  acmnekra S(GQEKTUBHOCTH MOJENH: TOYHOCTb,
3aTpayrBaeMoe BPeMs U CIOXKHOCTh BBIYHCICHUNA. TOYHOCTH ompenenseTcs TeM, HaCKOJIbKO PaHO
BBIIAIOTCSI OIOBEIIEHUS M HACKOJIBKO YacTO MOSIBJISIOTCS JIOKHBIE NpeAckazaHud. [pyrumu
CIIOBaMH, MOJEJb JIOJDKHA OBITH OJHOBPEMEHHO TOYHOW NpPU TMPOTHO3HPOBAHHU U
YyBCTBUTEIHHON K aHOMAJIBHBIM city4dasiM. Ha puc. 1 Touka onoBemeHns moMedeHa BepTHKaIbHON
KpacHOM nuHMEH. UYeM MeHbIe BpeMs OMNOBEIICHMS, TeM Jydiie padoraer mozenb. JloxHoe
MIPeACKa3aHue — 3TO PACXOXK/CHUE NPEACKa3aHHOTO U PEaTbHOTO 3HAYCHUH.

arima

reality

peedict

LSTM GRY

Arima+L5T™ Arima +GRU

reatity reatty

prudict
predict L

68 q | o8

A ! M

Il 64 i B .

il A
|

| ‘:;\‘\J A

l - P ———

-
0 200 ©0 600 000 0 200 400 000 #00

644

{
Vot i ot el e AN

Puc. 1. Tecmuposanue pasnoix aneopummos Ha Habope oannvix Mini-GWAC
Fig. 1. Testing different algorithms on mini-GWAC dataset
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Pesynbratel i Habopa nanusix MuHU-GWAC npuBenens B Tada. 1.

a) Ilpu KpaTKOBPEMEHHOM MPOTHO3UPOBAHHS COOBITHII IPABUTALHIOHHOTO MHUKPOJIHH3UPOBAHUS C
ucroib3oBaHueM Habopa nanHbIX MUHU-GWAC GRU o6yuaercs OvicTpee, yem LSTM.

b) CBoeBpeMeHHOCTh OIOBEIICHHS Yy NPOBEPCHHBIX METOIOB pa3iMdacTtcs Mano. TOYHOCTB
HEMHOTO Jy4ilie y TuOpuaHbix Mozeneit. LSTM Benet cest 6onee HamexHo, yem GRU.

€) Meromst GRU mpore u, ciemoBaTenbHO, WX Jierde MOAU(PUIIMPOBATH, NOOABISS, HAIPUMED,
BeHTWJIH INPH IOTPEOHOCTH BBOAA B CETh JONOJHHUTEIBHBIX MAHHBIX. OTO HPUBOIUT K
COKpAIIEHUIO BPEMEHN 00YUEHHS U CII0’)KHOCTH BBIUYUCIICHUI.

d) ARIMA MokeT JOCTHTaTh MEHBINETO BPEMEHH OTMOBEIICHHUS W BPEMEHH pabOTHI, HO UMEETCS
BBICOKAsl 4acTOTa JIOXKHBIX TNPENCKAa3aHUH. 3a CYET COKpaIleHWs BpeMeHH paboTsl Ha 15%
ruopuansle Mosenu ARIMA u LSTM wm GRU wmoryr ymy4mute TouHocTh Ha 14,5% u
13,2% cOOTBETCTBEHHO.

Tabn. 1. Pesynomamsl oyeHKuU pA3HbIX al20pummos Ha Habope dannvix Mini-GWAC
Table 1. Evaluation results of different algorithms on the mini-GWAC dataset

AJITOPUTMBI TouHocTb / BpeMsi onoBeueHust Bpems BbInoIHeHUs1
ARIMA 81.60% /41.7% 0.349 cexk.
LSTM 93.72% / 42.6% 0.478 cex.
GRU 93.28% / 43.3% 0.440 cex.
ARIMA-LSTM 96.11% / 42.2% 0.406 cex.
ARIMA-GRU 94.83% / 42.8% 9.413 cek.

4.2 Pe3ynbTaTbl TeCTUPOBaHMA Ha 6a3e AaHHbIX apuTmMumn MIT-BIH

PCByHLTaTLI BCEX MOJejel MmoKa3aHbl Ha puc. 2, " XOTs pE3yJibTaThl HE TaK y6eJ:[I/ITeJ'II)HLI, KaK B
MpeaAbIAyIEM MmoaApa3acjie, OHU MMO3BOJIAIOT HpHﬁTH K HCKOTOPBIM BbIBOJIaM.

Ama

e

A

Puc. 1. Tecmuposanue pasnvix ancopummos na nabope oannvix ECG
Fig. 2. Test on ECG dataset of different algorithms
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a) s nabopa ganabeix ECG ARIMA-LSTM paGotaer nyumie, yem ARIMA-GRU, obecnieunBast
OOJIBINYI0 TOYHOCTH, ¥ MEHBIIIEE BPEMs BBITIOIHEHUSI.

b) U3-3a mapamerpoB RNN rtounocts LSTM u GRU cocraBisier Bcero okono 50%, HO B
coyerannu ¢ ARIMA onu MoryT obecriednTh TOYHOCTH cBbImIe 90%.

C) Bpewms BbImoHEHUsI HAMHOTO 00JIbIIIE, UeM [T HabopoB HanHbix GWAC.

Tabn. 1. Pesynomamol oyenKku pasHoix aneopummos Ha Habope dannvix ECG
Table 1. Evaluation results of different algorithms on the ECG dataset

AJITOPUTMBI To4yHoCTb / BpeMsi OnoBelIeHHsI Bpemst BbINOJIHEHHsE
ARIMA 91.47%/ 37.9% 4.12 cex.
LSTM 52.22% / 30.8% 7.61 cex.
GRU 50.30% / 30.8% 7.78 cex.
ARIMA-LSTM 93.26% / 37.9% 9.82 cexk.
ARIMA-GRU 93.01%/37.9% 9.85 cexk.

6. 3aknroyeHue

Pe3ynbTaThl TeCTHpOBaHUS Ha OIMHCAHHBIX HaOopax JaHHBIX AEMOHCTPUPYIOT, YTO HAIl METO]
CHOCOOCTBYET HE TOJBKO IMOBBINICHUIO S((QEKTUBHOCTH, HO M yMEHBLICHUIO 3aTpaT BpPEMEHH
uccaenosareiMu. Ilpum Bce Oomee HIIMPOKOM HCHONB30BAaHWM HEWPOHHBIX CETEH HAcTpoiika
IapaMeTpoB SBJIAETCS HanOoJyiee CIOKHOM M TPYAOEMKOW dacThio mporecca. [lockonbKy Hamra
Mozmenb B OcHOBHOM momaraercsi Ha ARIMA, coxpamenue tpeboannit RNN mozBomser
skoHOMHUTE 10 40-80% BpemMeHHM INpH pemeHWH TOWH ke mpobieme. DTO MOXKET MOMOYb
COKOHOMHTH BpEMs Ha HACTPOHKY MaIIMHHOTO OOyUYeHNSI.

B memom, MBI monaraeM, 4to Hama paboTa CHOCOOCTBYeT ()OPMUPOBAHHMIO Ba)KHOTO MOIXOZA B
KOMITBIOTEPHOM IPOTHO3MPOBAaHUN BPEMEHHBIX psfoB. JlanpHeinas paboTa OyaeT HalpaBiieHa Ha
YCHUIIEHHE MOJIENN 1 MOBBILICHUE €€ TPOM3BOJUTEIBHOCTH C IKCIIEPUMEHTAIILHBIM TECTUPOBAHHEM
Ha Habope naHHBIX GWAC, cokpalleHHio BpeMeHH pabdoThl, 0COOEHHO B Ipouecce 00ydeHUs
HEHUPOHHOMU CeTH.
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Abstract. The article deals with the search for the global extremum in the training of artificial neural
networks using the correlation index. The proposed method is based on a mathematical model of an artificial
neural network, represented as an information transmission system. The efficiency of the proposed model is
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confirmed by its broad application in information transmission systems for analyzing and recovering the
useful signal against the background of various interferences: Gaussian, concentrated, pulsed, etc. The
analysis of the convergence of training and experimentally obtained sequences based on the correlation index
is carried out. The possibility of estimating the convergence of the training and experimentally obtained
sequences by the cross-correlation function as a measure of their energy similarity (difference) is confirmed.
To evaluate the proposed method, a comparative analysis is carried out with the currently used target
indicators. Possible sources of errors of the least squares method and the possibility of the proposed index to
overcome them are investigated.
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1. BeedeHue

YenoBeyeckasi JeSTENILHOCTh B COBPEMEHHOM MHpE CBsi3aHa C HAKOIUIEHHMEM W 00paboTKoi
Ooonpx 00beMOB HH(popmaimu. OIHMM W3 MEXaHM3MOB JUIS aHajih3a HaKOIUICHHOU
nHpopMaMK M MOCTPOSHHs MOJEJel aHajdu3a JaHHBIX SIBJISIOTCS HMCKYCCTBEHHbIE HEHpOHHBIE
cetun (MHC). Teopernueckoit ocaoBoit UHC sBisiercst Teopema KommoropoBa—ApHaomnsaa [1, 2],
B)KHEHIIIMM CIIEACTBHEM KOTOPOH SBISAETCS BO3MOXXHOCTB MPEACTABICHUS (DYHKIIMH HECKOIBKUX
MEpEeMEHHbIX B BUAE CYNEpHO3WUUH (GYHKIOWHA MEHBIIEr0 YHCIa IIEPEMEHHBIX, T.C.
G0, X, s ) = SF3 hy(SRey @i (X)), T hy, @y — HENPEPHIBHBIE YHKIMH, TPUIEM @y He
3apucaT ot f. JlanpHeinire TeopeTHYeCKHe pa3paboTKi UMENH MPUKIAIHOE 3HAYCHHE: TIPHMEPOM
MOXeT chnykuTb TeopemMa XexT-Hunbcena [3]. Teopema Xext-Hunbcena pokaseiBaer
BO3MOXKHOCTh TPEACTaBICHNUS (YHKIMM MHOTMX IIEPEMEHHBIX JOCTATOYHO OOMIETro BHAA C
TIOMOIIBIO JABYXCIIOWHON HEHPOHHOI CeTH C NMPSAMBIMH IOJIHBIMU CBS3IMH ¢ N KOMIIOHEHTaMH
BXoziHOTO curHaina, 2N+1 KOMIOHEeHTaMH MEPBOTO CIIOSI C 3apaHee M3BECTHBIMU OTPaHHMYCHHBIMH
¢yHKIMAMH akTHBaMM M N KOMIIOHEHTaMM BTOPOTO CJIOS C HEHM3BECTHBIMH (DYHKIUSIMHU
aktuBanuu. Kpome TOro, m3BecTHa Kiaccuueckas TeopeMa Beiieprirpacca [4] 0 BO3MOXXHOCTH
npuOIKeHUsT GYHKIMHA N MEpeMEHHbIX ¢ Jr000H TOYHOCTHIO C MOMOUIBIO MOJMHOMA. Takoii
MIOJIXO/T MHTEPECEeH, KOTja CyIeCTBYeT JIMHEeHHas pa3enTuMocTh kKiaccoB. bosee obmas Teopema
CroyHa [4] yTBepkIaeT BO3MOXKHOCTh MPUOIIKEHNSI MHOTOWICHOM JII000T0 KOHEYHOro Habopa
¢yukimid. Takum o6pazom, ¢ nomoisio MHC Bo3MOoXHA peanu3aliiys NpakTHYECKH 1000, CKOJIb
YrOIIHO CJIOKHOU ()YHKIIMH JIFOOOT0 KOJHYECTBA MTEPEMEHHBIX.

BoNBIIMHCTBO COBPEMEHHBIX 00yUalOIMUX aIrOPUTMOB OCHOBAHO Ha IpHHIMIE 00ydyeHus Xebba
[5]. B wHacrosmee Bpemst anroputmel  oOyuenumss WHC mpejacrtaBieHbl  3HAYMTENBHBIM
MHOroobpaseM U pa3iu4yaroTcd [0 BHIaM pemraeMbeix 3aaad. OmHakKo WX OCHOBHBIM
MaTeMaTHYeCKHM armapaTroM SsBISETCS BEKTOpHas airedpa M METOo]] I'paJMEHTHOTO CIyCKa,
ormpatomuiics Ha (U dpepenunansubnii ananmus cioes MHC nepBoro un Broporo nopsiaka. Ceituac,
B T.4. Ojaromaps JOCTH)KCHHsM KOMaHAbl XWHTOHa [6], yzmenmsercs OOJiblIOe BHUMAaHHE
«rnybokomy obyuenuio» (Deep Learning). MHTepec k «riyOOKHM HEHPOHHBIM CETSM» CBS3aH C
OrpaHMYEHUSIMU, KOTOPBIMH 00Jnanaer nepcentpoH [7]. Mcronp3oBaHHe MHOTOCIONHBIX CeTei
N3HaYaJIbHO OBUIO OTPaHMYEHO BBIYHMCINTEIBHBIMU CIIOXKHOCTSIMHU HX 00y4eHus. braronaps unesm
KOMaH/ibl XHWHTOHA CTalo0 BO3MOXHBIM oOyueHne MHorocnoiubpix MHC [8]. OcHoBHBIMU
JOCTIDKEHUSIMHM  CTaJI0 IIPUMEHEHHE AaBTO’HKOICPOB M aBTOACCOIMATOPOB. ABTOIHKOJECPHI H
aBTOACCOLMATOPHI MPUMEHSIINCH I TTOMCKA CKPBITBIX B3aWMOCBA3€H M KOPPENSAINA MPU3HAKOB
BO BXOJHOI mH(pOpMaIu. ABTOSHKOIEP, M3MeHsst T U §, CTpeMuTCs BBIYYHTH TOKIECTBEHHYIO

byakiuio x = f(g(x)), MuHUME3MpYS GYHKIHOHAN OmWHMOKK L (x, f(g (x))) Ilpu sTOM
cemeiictBa GyHKIMI SHKOEpa J U aekojepa f orpanudersl, 4ToObI aBTOIHKOIEP ObLI BBIHYKICH
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orOupaTh Hauboiee BaXKHbIE CBOiicTBa CcHUrHana. TakuM o00pa3oM, COBPEMEHHOE pPa3BHTHE
meronoB oOydenust UHC sBisiercst B OoJblel CTENEHH SMIIMPUYECKUM, YEM MaTEMaTHUYECKHM.
HecMoTpst Ha JOCTUTHYTBIE YCIIEXU M COKpAallleHHe BPEMEHU OOyuYeHHMs B JIECATKH, a MHOT/A U B
COTHM pa3, B JaHHOM HaIpaBJICHWU OCTAeTCs psA  3anad, TPeOyOUIMX TEOpEeTHYECKOTo
ocMeicnenns. K HuM, B mepByro odepeab, OTHOCHUTCS 3ajada MOWCKA TII00aIbHOTO SKCTpeMyMa
eNeBO (PYHKIIUN M KOHETHOCTH anroputMa ooydernus [9]. [Ipobiema B TOM, YTO MHOTOCIIOHAS
HNHC wumeer oOdYeHp CIOXKHYIO NEpPENATOYHYIO XapaKTEPUCTHKY C MHOKECTBOM JIOKAIBHBIX
MUHIMYMOB X MaKCUMYMOB. [ToMCK T7100apHOTO MUHIMYMA SIBIISIETCS BEIYHCIUTEIHHO CIOKHOM
3amadeii u TpeOyeT COBEpIICHCTBOBAHMUS COBPEMEHHBIX aJlTOPUTMOB O0yUCHHS.

B »10it pabore MBI TpOAHANH3UPOBAIM BO3MOXKHOCTH FHCIIOJNB30BAHMS METOMOB, IIHPOKO
HCIIONB3YEMBIX B TEOPHH Nepeaadn HHPOpPMAIWU JJIs paclio3HaBaHWUA CUTHaNA Ha (oHe myma u
COCPEIOTOYCHHBIX MOMEX, U MOWCKa SKCTpeMyMa meneBoi (yHkmmm mpu odyuennn MHC c
yanteneM. Hamu Obuta mpeaniokeHa W IIpoaHaNM3UpoBaHa MaTemarmdeckas monens MHC kak
CHCTeMBI Nlepeayr HH(opMaluy, a TaKkKe NpeiIokeHa 1eaeBast QyHKIUs Ui OLIEHKH KauecTBa
oOyuyeHHs B BHUJAE IOKa3arelisl B3aHMMHO-KOPPEISILMOHHOW (QYHKIMH OSKCHEPHUMEHTAIBHO
NOJydYeHHOW W oOydatomiedl mnocnenoBaTenbHocTel. [IpemokeHHBId  MOAXO — ITO3BOJMT
YMEHbBIIUTH BBIYUCIIUTCIIbHYIO CIIOKHOCTH aJIrOpUTMa IOUCKa ri100aJIbHOrO OKCTpEMyMa 3a CUET
MOJM(UKALNY aITOPUTMA 00y4EHHUS.

CraThsl OpraHu3oBaHa CIEAyIOIIMM oOpa3oM. B pasx. 2 wuccrmeayroTcs HHOOPMAIMOHHBIC
npotecchl, mpoucxoasamue B MHC u npeqnaraetcst MmateMatudeckas MOAeNb HEHPOHHON CEeTH Kak
cucTeMbl nepenaud nHGopmauuu. Pa3j. 3 mocBsIIeH HCCIeN0BaHUIO CXOJUMOCTH o0ydJaromei u
SKCIICPUMCHTANBHO TONYYEHHON MOCIEIOBATEIEHOCTH U OIPEICIICHIIO IENeBOW (PYHKIIMH Kak
JIBYMEPHOI B3aHMMHO-KOPPEIANHOHHON (QyHKIMH. B pas3n. 4 IpoBOOUTCS CPaBHHUTEIBHBIN aHAIH3
MPEIO’KEHHOTO METO/a € CYIICCTBYIOIIMMH JIJIS TTOMYUYCHHS OLCHKH 3P (GEKTUBHOCTH O0yUCHHUS.
B 3axmodeHHN OMpEeneNsIoTcs OCHOBHBIC HAIIPABIICHHUS HCCICIOBAaHUSA HEHPOHHBIX CeTel Kak
CUCTEMBI TIepeiaunl HHPOPMALIHH.

2. MoOdesnb HelipOHHOU cemu Kak cucmembi nepedavyu uHghopmayuu

Jns aHanmm3a KaHAJIOB CBSI3W IIMPOKO NMPUMEHSIETCS TEOpHsl Iepeiaur HHYOPMALUK U YIPABICHHS
B YCJIOBHSAX IIOMEX — TIayCCOBBIX, COCPEJOTOYEHHBIX, mMmmyiabcHBIX [10]. Ilpm Ommxkaiimem
pPaccCMOTPEHNH MHOTHE €€ IIOJIOKEHUS] MOTYT OBITh HCIIOJIB30BaHBI JUIA aHalIM3a M IIpolecca
obyuenns MHC. OoOyuaromias nocnenosatenbHocth MHC paccmarpuBaercst B Bujae Habopa map
sektopos {X;,Y;},i = 0,1, ..., n. IIpu 3T0oM Ha Kaxaoe Bxoguoe Bosaeictaue X; MHC maer oTKIMK
Yl-k , TJe KaXJIOMY 3HAYCHHIO K COOTBETCTBYeT HaOOp 3HaueHui W), KOTOpBIC SIBIIAIOTCS BECaMu
cetr. OCHOBHOM 3a1a4eit (Lesbio 00yueHus) ABIsgeTcs noadop Takoro Hadopa {W; }, npu xotopom
Ha Ka)K[0€ BO3JeHCTBUE X; M10JIy4aeMblil OTKIIUK Yik OTJIMYAETCS OT Y; HA MPUEMJIEMYIO BEITUUYUHY

6. B maremaTHyeckoM BHIIE 3TO OYIET BHINIIACTE Kak Wy (5 — {Yik, YL}) ,Vi=01,..,n.
mn

2.1 UHdopmaumoHHaa mogensb MHC

Jns mepexosna Kk WHGOPMaNMOHHON MOJENN BBeleM psja yciuoBuil. HaGop BXOIHBIX BEKTOpPOB
MOJKET OBITh MPEJCTABICH B BUAE MOCIEAOBATEIBHOCTH 3HAUCHUN X1, X5, ..., X, I3MEHSIOMINXCS
BO BpeMeHHU. bynem cumraTh, 9TO OTCUETHI X; CIEAYIOT Yepe3 paBHBIE MPOMEXKYTKH BpeMeHH At
WM, uHaue roBops, X;(t) SIBISIOTCS AMCKPETHBHIMU oTcueTamu ¢yHKimu Xx(t). Torma MOXHO
TOBOPHUTH O KOHEYHOH BO BpeMeHH (yHkumu x(t), mogaBaemoii Ha Bxox MHC, onpeznenenHoit Ha
untepBane t € [tg, t,]. TTOCKOIbKY KaKIOMY BXOIHOMY 3HAYEHUIO OOyuaromieil BoiOOpku X;
COOTBETCTBYET BBIXOJHOE 3HayeHHWEe (OTKJIMK), TO MOXXHO TOBOPUTH O  BBIXOJHOH
TOCIIEN0BATENLHOCTH Y;, CIENYIONIEH Yepe3 MPOMEKYTKU BpeMenn At Ha untepBaine t € [ty, t,].
Takum 00pa3oM, MOCIE0BATEIBHOCTD Y; SBISIETCS MUCKpeTu3anueil BoixoaHod (ynkumu y(t).
Kpome Toro, mponecc obyuenns MHC mpencraBiser cobod mepHOAMUYECKUN MOBTOP BXOTHBIX
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orcueToB {X;} mus kaxmoro wnabopa BecoB {W,} ¢ uenblo IodydYeHHs BBIXOAHOM
nocnenosatenshoctn {Y¥}. Ecnu rpamment usmenenns ecoB {W} Heemmk, TO BBIXOIHYIO
byHkimio Y, (t) MOKHO CUUTATh I[IEPHOJMYECKON, & W3MEHEHHWs, BO3HHUKAIOIIME IIOJ|
Bo3zieiicTBrueM m3MeHenus {W,}, MoxHO cuurare momexoit u(t) (urymom). [pu sTOM HIyM He
00s13aTENBHO SIBIACTCSA «OENbIM», T.€. MONUUHSETCH IayCCOBOMY 3aKoHy. UToObI He BBOIHTH
JIOTIOJIHUTENbHBIX orpanuueHudi, ¢ynkumu x(t), y(t) u y,(t) Oyaem cUMUTaTh CIOKHBIMHU
IIMPOKONOJIOCHBIMU CHTHaJlaMH. TakuM oOpazoMm, obobmenHas monmens WMHC moxer OBITH
npencrasiena kak Yy (t) = fi(fo(o fin(x (@), W), .. W2), WD), rre f; — nepenatounas GpyHKIus
i-roro crost UHC, W} — K-Thlit HaGop BECOB i-TOTO €105, CO3AIOMIMI BO3MYIIEHHE (TTOMEXY, IIyM)
u;(t) B I-TOM CJI0€ BCIIEACTBHE HETOYHOTO MOa00pa BecoB. [TonATHO, uTo anamu3 moxean MHC B
TAKOM BHJIE 3aTPY/IHEH CIIOKHOCTBIO aHAIUTHIECKOTO MPECTABICHUS 0OBEKTA UCCIICOBAHMUS.

2.2 AHanu3 npegnaraemon mogenu UHC

Jnst ananmu3a pabOTBI CHUCTEMBI Tepenadd HH(POPMAIMH BOCIOJIb3YeMCsl TPECTaBICHHEM
byukuun x(t) B 060061eHHO# ciekTpaibHo# dhopme [11]:

k
Xy (t) = Zk:;fm Apr P (t) L E [t1; tn]v (2-1)
rJie KOOpJIUHATHBIE QYHKIMHU @y (t) yIOBIETBOPSIOT YCIOBUIO OPTOTOHAIBHOCTH
0,mpu k #j

1 T
;fo i (D)e;(B)dt = {% fOT pi(t)dt,npuk = j'

a K09 (OUITHUECHTHI PA3IOKCHAS
1

T
er = Wfo x- ()@ (t)dt.

U3 (2.1) cnemyeT, YTO KOJMYECTBO 3JICMEHTAPHBIX (DYHKIMH (COCTABISIONINX) Ay, Pk (t) paBHO
N, =k, — k., +1. s ¢dopMHpPOBaHMS  CIIOXKHBIX CHTHAJOB  OOBIYHO  MCIIOJIB3YIOT
COBOKYIHOCTh KOOPAWHATHBIX (DYHKIMH KaK HEKOTOPOE MOAMHOXKECTBO ITOJHOIN OpTOrOHAIBHON
cucTeMbl (DYHKIWH: TpuroHOMeTpuieckux, Jlarrepa, Jlexxannpa, Dpmura, Yomma, YeOsieBa u
1.1 [11]. TpexacraBnenue (2.1) mo3Bossier Gojiee HAIISIHO MNPEACTABUTH (OPMUPOBAHUE U
00paboTKy CIIOKHBIX (PYHKIUH B 9aCTOTHO-BpeMeHHOU 001acTu. [1og00HBINH TOIX0 MOXKET OBITH
npumeHeH Kk MHC, ocoOeHHO B Tex ciydasx, Korja (YHKIUS aKTHBAIlMH HEWpOoHa JIMHEHHA.
Takoii MoIX0/1 UCIIONIB3YETCSI ISl aHAIM3a JTMHEHHBIX aqanTuBHbIX cucteM [12]. J{ns HenuHeHHO#
(GYHKIMK TTOIOOHBIN ITOXO0/ BBIYUCIUTENBHO CJIOXKHEE, T.K. BHIXOJAHOW CHTHAII HE BCErJa MOXET
OBITh MPEJCTABJICH B BUJIE CYNEPIIO3UIIH COCTABISIIONINX 0€3 UCKaKEHHUSL.

s oroOpakeHns ncxomHo GpyHkImu BpemeHH x(t) u oTkimuka y(t) B CIIEKTpalbHOH 00IacTu
HCMONB3YIOT peobpasoBanue Dypoe [13]:

[ee] oo
x(t) =af + Z ay cosnwyt + Z b sinnwyt
n=1 n=1

[oe] (oo}
y(t) = a) + Z a) cosnwyt + Z b} sinnwyt
n=1 n=1

T.e. moOylo nepuonuueckylo (QYHKIHIO MOXKHO IIPEJCTAaBUTh B BHAE OECKOHEYHOW CYMMBI
KoJieOaHWH, KpaTHBIX OCHOBHOH wuacTtoTe w,. [lockosibKy oOyuwaromias IOCiIe0BaTeIbHOCTD
Ipe/ACTaBsieT co00il Habop MUCKPETHBIX 3HAYCHWH, TO, HCHONB3ys (opmymy Oiinepa s

TPUTOHOMETPUYECKUX (YHKIMHA, MOXHO IEpPEeHTH K IUCKpeTHOMY mpeoOpazoBanuio dDypne

(IID):
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x(t)

[oe]
1 Z . . . ;
aéc + E (aﬁ(emwot —+ e—ma)ot) _ ibr)lc(ema)ot _ e—mwot))
n=1

(oo}
y(t) — a())’ + %Z(ag(einwot + e—inwot) _ ibr}l’(einwot _ e—inwot))

n=1
Takum o6paszom, 3anaua odyuenuss MHC cBoautcs k cpaBHeHHIO QyHKIMH (curHajioB) y(t) u
¥ (t) u noucky Takoro Habopa {W,}, uro6bl otimuus y(t) u v (t) ObLIM MUHMMAJbLHBI, T.€.
6 = min(y(t), yi (t, Wy)). Hockoapky MHC (B 061ieM Buze) sBISICTCS HENUHEHHONW CHCTEMOM, TO
NPUMEHEHHE CIEKTPAIbHOIO aHajlu3a B KJIACCUYECKOM BHIE 3aTpyaHeHo. Ho mis cpaBHeHHS
CJIOYKHBIX IIUPOKOIOJIOCHBIX CUTHAJIOB B TEOPHH Iepenaddl MH(POPMAIMU MIMPOKO MPUMEHSETCS
METOJl CpaBHEHHs SHepruil. sl ompenesneHHss Mepbl CXOXKECTH CIOXKHBIX LIMPOKOINIOJIOCHBIX
CHUTHAJIOB BO BPEMEHHOHM O0JIaCTH HCHOJB3YIOT B3aMMHO-KOppesinuoHHy0 ¢yHKnuio (BKD)
By, (1) = f_oooo y(@®)yr (t — 1), T = [to, t,]. Mepoii nonobust s1anoHHoro y(t) u BEIXOJHOTO Vi (t)
CHTHAIIOB SIBJIICTCS DHEPTUS Pa3sHOCTHOTO CHUTHANA & = f_oooo y()yp(t)dt, tme * — 3HaK
conpsbkeHus o ['unbpoepty. CornacHo cBoiicTBy npeodpasoBanus Pypee [14], cBepTke QyHKUMIT
y(t) m y,(t) BO BpeMEHHOH O0JNACTH COOTBETCTBYET MpomsBeneHne Pyphe-00pasoB By, (f) =
Y(f)V(f). B cBolo ouepens, BEIXOIHOH CHIHAT MOXKHO HPEICTABHTH (HCXOMAS M3 CTPYKTYpHI
Heiipona) kak y, (t) = fi(X7oq x, (£)wF). Kemaemprii otkmuk y(t) onpezenes 3apaHee (10 Hauaa
00ydeHUs), IO3TOMY €ro CIIEKTP MOXKET OBITh Takke 3apaHee paccyuTaH. [103TOMY HCIONB3ys
IHCKpeTHOe npeobpasoBanue Dypbe A BBIYMCICHHS KOPPEISUMOHHONW (yHKUMHU B, MOXHO

yy>
MOJIyYUTh BBIPAXKECHUE JUIs [IOUCKA BECOB N-TO CIIOS.

3. Mamemamu4eckasi Modesnb oueHKU cxodumocmu omknuka MHC c
obyyarouweli nocnedoeamesibHOCMbLHO

OCHOBHBIM IIOJXOJIOM ISl OLUEHKH CXOAMMOCTH (aKTHYECKOTrO M IKEIaeMOro OTKJIMKA 3a BCe
Bpems u3ydenust MTHC sBisercss mmpoko MpUMEHAEMbI B MaTeMaTHIeCKOH CTaTUCTHUKE METO[
HanMeHbIMX kBanpatoB (MHK) [15], mis xotoporo memeBoi (hyHKIMEH SBISETCS CyMMapHas

KBaJlpaTU4Hasd [0)1117(0) 1
1
By = ) E(),E() =5 Y ef(n)
n i

3neck E(n) — cymMa KBaapaToB OMIMOOK €;(n) BCeX HEHPOHOB BBIXOAHOIO CJos, T.€. e;(n) = Y; —
Y. TTpu oToM MaTemaTHueckas Gopma anropuT™Ma oSyueH s NPeICTaBIeHa Kak

0E; _ ~COE(n)
aWk B aWk
n

KOTOpas MMEHYeTCS METOJOM TpaJHeHTHOTO cIrycka. BrIOMpas COOTBETCTBYIOIIUM 00pa3zoM
BEJIMUMHY A KaK BEIMYMHY T'PajHMeHTa M ONHMPasCh HA MUHUMYM CYMMBI KBaJIpaTOB OIIMOOK,
NOJ0UPAIOT BEKTOp M3MeHeHus 3Hauenuil {W,}. Dtor Merton ucnonssyercs B o0ydenun MHC,
MOCKOJIBKY 00JTaZiaeT psiioM MPENMYIIecTB. Bo-niepBhIX, T.K. KBaApaTuIHas (QyHKIHS HMEeT OIH
SAPKO BBIPAKEHHBIN MUHUMYM, Onarofaps 4eMy alrOpHTM IOMCKa PEIIeHUs Bceraa KoHedeH. Bo-
Bropeix, MHK sBnsiercs ocHOBOIl airopurMa HaMCKOpEHIIEro CIycKa, MPUMEHIEMOro B
COBPEMEHHBIX aJITOPUTMAX 00ydIeHUSI.

3.1 B3anmMHo-KoppensauMoHHas (pyHKLUA Kak Mepa CXOACTBa U pasnuuus

Paccmorpuv MMHC kak cucremy mnepemadn HHOOpMAIM C XapaKTEPUCTHKOH, KOTOPYIO
BBIYHUCIIUTEIBHO CII0O)KHO HAaWTH pacyeTHbIMM MeTojamu. Ilpu 3ToM nocraHOBKa 3anadyu
MOJICTIMPOBaHUSA OyAeT BBITISAETH clegyromuM oOpazoM. Ha BXon cucTeMsl momaeTcs
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MIOCJIC/IOBATENILHOCTG  BXOJHBIX BO3AEHCTBHH X;(t), SBIAIOIIMXCS JUCKPETHBIMH OTCUETAMH
obyuaromeii Gpyukimu x(t). Ipu usmenenun 3uadenuii {W,} mepenatouynas xapakTepHCTHKA
CHCTEMBI H3MEHSETCA, MEHSA, B CBOIO Ouepelb, BHIXOJAHBIE OTKIMKH Y[, sBnsommmucs
JIMCKPETHBIMHM OTCUETaMHU (QYHKIWHU OTKIIMKa Yy (t). B pacropspkeHun nmeercst Habop 3HaYCHUH
Y, ABNArOIIUXCS NUCKPETHBIMU OTCUCTaMH IiesieBoi (oOydatomieit) dynkimu y(t). Tpebyercs
noxoOpars Takod HaGop 3HaueHuit BecoB {Wi}, mpu koTopom QyHKuUs OTKIuKA Yy (t)
MHHUMAaJIbHO OTJIM4YaeTcs OoT neieBod ¢yHkimu y(t). Takas mocTaHOBKA 3aJadd HMEET DPsI
OTJIMYUTENBHBIX Hpu3HakoB oT MHK, T.k. peub umaer He O CyMMe KBaApaTOB OTKJIOHEHWI
3HAYCHUH BEKTOPOB OTKJIMKA OT JTAJIOHHOIO, @ 00 OTIMYHMHU NEPHOANYECKUX (QYHKIUH Yy (t) oT
y(t) na orpeske Bpemenu T = k(t, —t,), B Teuenue kotoporo y(t) u yi(t) mpoberator Bech
Ha0Op 3HAuUCHMH, ONpEAENEeHHbIX il oOyueHus. MHbIMM cloBamu, pedb HIET 00 SHEpruu
pasHocTHOro curHana &£(t), KOTOpblil paccMmartpuBajics B pasnenie 2.2. ITockoibKy cpaBHEHHE
CUTHAJIOB HE MOXKET NPOUCXOJUTh Ha OECKOHEYHOM OTpe3Ke YacToT, HeoOXOAWMO BHIOpaTh

HEKOTOPYIO 9acTOTy CPe3a Wy, BBIIE KOTOPOI CpaBHEHHE MPOM3BOAUTCS He OyeT. Torma noaHas
T

SHEpPrust OIIKOKH 3a MpeJIeNIaMy YaCTOThI CPe3a MOKET ObITh OmpeseneHa Kak E, = fo ef(t)dt =

BT, rne &,(t) — omuOku 0OyYalomEero M OSKCIEPHMEHTAJLHOIO CHMTHANOB, P, — cpemHss

MOIIHOCTh OIMOOK curHanoB. IlonHas sHeprus cUrHanoB MOXeT ObITh ompeneneHa kak E,, (t) =

fOT y(®)yr(t)dt = P,T na ocHoBanuu Teopembl Paiimm:

(1

|
P
We
i E —lj A2 (w)dw
k Y o y
0
rae A(w) = |X(jw)| — ammmutyubIi ciekTp curhana. Mcmons3yst cooTHomeHune u3 padotst [17]:

E. f:;AJZ,(w)dw + f;iA,z((w)dw

y = = c c
Ey [ A3 (w)dw + [, A%(w)dw

NpUIEM K YTBEPXKJIEHHIO, YTO BO3MOXKHO IOCTpOEHHE (GHIbTPA, T€HEPUPYIOIIEro CHUrHaJ,
NPONIOPIIMOHANBHBIN  pasHMIle  JHepruii  oOywaromedl ®  (akTHYECKH  MOITyYeHHOU
HOCJIEIOBATEIbHOCTEH, @ BU/ 3TOT0 CHTHAJNA aHAIUTHYECKH OIpeAessieTcsl BolpaxenueM ¢ (t) =
sinwc(t—-t
7%(2(—1))' Crne
XapaKTepU3YIOIuiA crernens oTanuns Y, (t) ot y(t). Oro ycioBue mo3poisier, kak ¥ MHK,
UCIIONIb30BaTh 3HAYEHHUE HJHEPrMHM Pa3HOCTHOIO CUTHAJA B KayecTBE UEJNCBOM (GYHKIMH JUIs
pelIeHus 3a1aun moadopa ONTUMAIBHOTO Habopa {W, } U rapaHTUPyeT KOHEYHOCTD ANrOPUTMA.
OTnnumst 1 0COOEHHOCTH CTPYKTYPhI Pa3InUHbIX BAPHAHTOB MPHUMEHSIEMBIX CJIOXKHBIX (YHKIUH B
YaCTOTHO-BPEMEHHOH 00JACTH OIUCHIBAIOTCS KOPPEJIHUOHHBIMU (yHKIusMu [11]. [IBymepHast
B3auMHO-KoppesiuonHas ¢yHkuust otknuka MHC yy, (t) n neneoit ¢pynkiun y(t) MoxkeT OBITH
orpejiesieHa Kak

J10BaTCJIbHO, B TaKOM IOCTaHOBKE 3aJa4u 6y,Z[CT OJIMH riao0anbHbIH IKCTPEMYM,

17 .
R.(1,Q) = ——— f t — 1)y (t)e/Mdt
k 27 /PP, Vi ( )y (®)

3necy Py = % fti)” y(zk)(t)dt — mouHoctH GYyHKIMHA Y(t) u Yy, (t) cooTBETCTBEHHO, * - 3HAK

KOMIUIEKCHOTO CONPSDKEHHUS, () U T — CABUTH OJTHOW (D)YHKIIMU OTHOCHUTEIHHO APYTOi M0 9acTOTE
BpPEMEHU COOTBETCTBEHHO. J[ByMepHast B3aMMHO-KoppensuuoHHast ¢ynkuus (JIBK®) obmanmaer
TpeMsI CBOMCTBaMH, KOTOpPBIE IO3BOJIIIOT HCIIOJIB30BaTh €€ B KayeCTBE LEJICBOW (QYHKIMH JUIA
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o0yuenuss UHC. Bo-niepBbix, JIBK® umeer riobanbubiii MmakcumyM R, (0,0) = 2E (E — sHeprust
curHana y(t)) wim s nHopmuposanuoit J[BK® R, (0,0) = 1. Bo-BropsiX, OHA CUMMETpPHUYHA
otHocutesnbHO MakcumyMma T = 0,Q = 0. B-tpersux, oobem JIBK® mnocrosiHeH m paseH (s

HOPMHPOBAHHBIX CHTHANOB) V = i [f R3(x, Q)d7dQ = 1.

3.2 KoachpmumeHT B3aumHOro pasnuuus Kkak mepa ooyvyenmsa MHC

Ilpn aHanmu3e CIIOXKHBIX CUTHAJIOB B KaHajax C IIOMEXaMH, a TaKKe IIpH OICHKE
HOMEXOYCTOHYMBOCTH TAaKHX YCTPOHCTB Ba)KHOW SBIISETCS Mepa PasIMYMMOCTH CTPYKTYPBI
CHTHAJOB M BO3JCHCTBYIONIMX MOMEX B YacTOTHO-BpeMeHHOH obnactu [11, 16]. Ilomaras, 4ro
Vi (t) sBisercs cmecbto mone3Hoi ¢yHkuuM y(t) u momexu p(t), BO3HHKAIOUIEH B CBSI3H C
Hey/Ia4uHO MOJ00paHHBIM HaOOpOM 3HaueHHH W;, KOJMYEeCTBEHHOE BBIPAKEHHE STOM MEPhl MOXKET
OBITH OIpeeTIeHO KaK KOA(PQUIIMEHT B3aMMHOTO paszinyus (QyHKUUH OTKIUKA Yy (t) W 1eaeBoi
¢bynkuun y(t):
, B+D
9 = 4pp,”

roe I, = zyT” f;" y®Oy@®dtul, = zyT” fti)"y(t)y,‘; (t)dt. Kosduuuent g2 npeacrapiser coboit

HOPMHUPOBAHHYIO BEJIMYMHY, NPONOPLUUOHAIBHYIO IpH t = T MOIIHOCTH IIpOIiecca Ha BBIXOJC
¢uneTpa, cormacoBanHoro ¢ y(t) mpu OpoXokIAeHUH depe3 Hero Y (t) = y(t)u(t).
Koa¢pduumeHT B3aMMHOTO pasziau4Hs OINpPEAEseT OTHOCHTENIbHYIO BEJIMYMHY IEPEKPHITUS B
9aCcTOTHO-BpeMeHHOU obsactu GhyHkuui y(t) u yi(t). Uem MeHbIle €ro 3HaUYCHUE, TEM MCHBIIIC
MX B3auMHOe BImsHHMe. IlokasaTens g2 mpencrasnseT coboii orubaromryio JIBK® u 3aBucur ot
Buaa u cBoiictB (¢yHkimid. CremoBarenbHo, pacyer R(,7) s NPOU3BOJNBHBIX T, ()
BBIYUCITUTENIHFHO CIIOKEH,. IOATOMY OIpPaHHYUMCS €r0 aHaJIu30M B 2-X ceueHusIx: A1 7 = 0,0 # 0
ut+0,Q=0 (puc.1). Ind curHanoB, OrpaHUYEHHBIX BO BPEMEHHU MPSMOYTOJIbHBIM OKHOM
[0, t,] , moka3arens OyaeT UMETh BHJ, H300paxkeHHbIH Ha puc. 1. Ha puc. 2 npeacrasieHsl cpe3sl
9TOM 3aBHCHMOCTH IpHM HW3MEHSIOIMXCS 3HA4YeHWsX 7. Puc. 1 HarmsaHO JEMOHCTpHpYeET

«CHHKYJISPHBIIDY XapakTep nokasatens § Buga sinc x = SINX/, g tpexmeprom nsobpaxennn. On
MpeCTaBIsieT co00H HOPMHUPOBAHHYIO BEJIWYHMHY, MPONOPLUOHANBHYIO NMpH t = T MOIIHOCTH
mpoliecca Ha BBIXOIE (HIBTPa, corjacoBanHoro ¢ Y(t). Mcmosb30BaHHE HOPMHPYIOMIETO

ko3 duneHTa NPUBOJUT JAWANA30H u3MeHeHus kod(pduuuenta B orpeske [0,1].

1
2T,/PPy
[IpeumyiiecTBOM mpeiaraeMoro rokasarelisi 3aKio4aeTcs B TOM, 4To ecinu ¢GyHKimu y(t) u
Y (t) oproroHasbHbl (B YCHJICHHOM CMBbICIIE), TO TIOKa3aTeNib JAOCTUTAET CBOEH JIEBOW TPaHMIIBI.
Ecmu xe Gynkus vy (t) crpemutcs K neneBoit dyukuuu y(t), To MOKa3aTellb JOCTUTACT MPaBO
rpaHunpl. Takke Kak KBajpaTHIHas (GYHKIHA, OKa3aTelb § UMEET OJMH TII00aNbHBIN SKCTPEMYM
U, TAKUM 00pa3oM, IMO3BOJISIET HCIIOJIB30BATh €r0 KaK IEeNeBYI0 (PyHKINIO MMONCKA ONTHMAIIBHOTO
snauenuss BecoB MHC {W,}. Kpome toro, mpemmaraeMsiii IOKas3aTellb HE HMEET TaKOU
YyBCTBUTEIBHOCTH K BbIOpocam, kak MHK, T.k. siBIIsieTCsl HHTErpaJIbHBIM MTOKa3aTeJIeM.

47



Vershkov N.N., Kuchukov V.A., Kuchukova N.N. The theoretical approach to the search for a global extremum in the training of neural
networks. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019. pp. 41-52

Puc. 1. 3aucumocmp noxazamens g2 om tu £
Fig. 1. The dependence of the parameter gZ on r and 12

Puc. 2. 3asucumocms noxasamens g om t npu paznuunvix AQ
Fig. 2. The dependence of the parameter g2 on r at different AQ

4. CpaeHumesnbHasi xapakmepucmuka npednazaemMo2o memoda C

cyuwiecmseyrowumu

Tak cnoxwunocs B mpouecce noctpoerust u ssomonun MHC, 9To OCHOBHBIM HHCTPYMEHTOM
OIICHKH JOCTIDKEHUS 1eTH B mporecce o0yuerus crar MHK. MHK B o0mem Buzie — HHCTpYMEHT
MaTeMaTHYeCKOH CTAaTHCTHKH, TIO3BOJIIOIINI IONydYaTh HECMEIIEHHYI0, 3(QEeKTUBHYIO W
COCTOSITENbHYIO OIICHKY HPUOMIDKEHHUS MOJyYaeMBIX U OKHAAEeMBIX BBIXOJHBIX 3HAYCHWH, Ha
OCHOBAaHMH KOTOPOW MPUHHUMAETCS pellicHHe 00 M3MeHeHuH BecoBbix mapamerpos MHC [18].
MHK npumeHnsieTcs, Kak MpaBmio, U OIEHKH cTaTudeckux Moneneit. [Ipoomema MHK coctout B
TOM, 9TO MaTpWYHas anredpa XOTs M MO3BOJSET CO3/IaHHE MHOTOIAPaMETPUIECKUX MOJAEIeH, HO
OHM BCe SBIIIOTCS JMHEHHbIMH. KoHeYHO, B 00meM ciydae, B KadecTBE ampPOKCUMHPYIOUIEH
¢yHKOIMH MOXeT OBITh HCIHOJB30BaHA KBaJpaTHYHAs, SKCIIOHEHIMANbHAS WM J00as apyras.
OpHaKO B TOJABIISIIOIIEM OOJBIIMHCTBE CIy4acB NPHUMEHSETCS UMEHHO JIMHEHHAs MOJIENb Kak
HauOoyee TpocTass M3 MEpeyrciIeHHBIX. B ToXe BpeMmsl JHMHEiHAs 3aBHCUMOCTh MEXIY
oxumaeMbiMu Y U (akTHdeckuMH Y 3HAYEHHMAMM MaJOBEpOSTHA BCIEJCTBHE HETHHEHHOCTH
nepenarouHor xapaktepuctukn WHC. Otcroma Texymme mpobiemsl ¢ ob0ydennmem HMHC —
MHOYKECTBO JIOKAJIBHBIX 3KCTPEMYMOB, OTCYTCTBHE SKCTPEMYMOB Ha 3HAUMTEIHHOM IPOMEXYTKE
3HaueHuil BecoBbIX mapamerpoB {W;} u T.n. OmHolt w3 ocHoBHBIX rumnore3 MHK sBusercs
NIPEATIONOKEHHE O pPABEHCTBE IMCIEPCHH OTKIOHEHWH, T.e. MX pa3dopoc BOKPYI CpEIHEro
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(HyneBoro) 3Ha4eHUs psJa JAOJDKEH ObITh BeqMuMHOW ctabmibHOM [18]. Ha npakTuke nucnepcun
OTKJIOHEHHH JIOCTaTOYHO YacTO HEOAWHAKOBBI, TO €CTh HAOJIOIAETCS TETEPOCKEIACTUYHOCTD. JTO
MOXeET OBITh CJENCTBUEM pa3HBIX NpH4YMH. Hampumep, BO3MOXKHBI OIIMOKH B OOydYaromux
naHHbIX. CiyyaifHple HETOYHOCTH B HCXOJHOM HMH(OPMAIMW MOTYT HPUBECTH K IOJYYEHHIO
HEKOPPEKTHOTO pe3ynbTarta. B mporecce o0yuenns MHC sBusercs nrHAMHYECKOH CHCTEMOH ¢
00paTHOM CBA3bI0, B KOTOPOM M3MEHEHUE BECOBLIX MapaMeTpoB {W)} ocyllecTBIsSETCS HAa OCHOBE
Hekotopoii nenesoit ¢ynxmuu S(Y,Y), rae Y — oxunaeMble BBIXOJHBIE 3HAYECHHA, a ¥ —
(bakTHYECKH MOJydeHHbIE BBIXOAHBIC 3HaYeHUs, § — (QYHKUMS HEBSA3KU. V3MeHeHUe mapamMeTpoB
{W,}, B cBOIO OUEpe/Ib, BENET K M3MEHEHHIO 3HaYeHUi Y. B Teopuu ympaBieHus Takoe MoBeeH e
00beKTa Ha3bIBAIOT MapaMeTpUIecKol uaeHTuduKanued moaenu. s nporecca o0ydeHus: BaykHa
o0paTHasi CBsA3b, T.K. [BUKCHHE 3HAYCHHN BECOBBIX MapameTpoB {W)} B OJHOM HarpaBieHUH
YpeBaTO BXOXKJCHUEM B «00JIACTh HACKHIIICHU», KOT/Ia Aa)Ke 3HAYNTEIIbHbIE N3MEHEHUS BXOJHBIX
JAHHBIX HE BBI3BIBAIOT HUKAKWX N3MCHEHHH Ha BBIXOZE. B HBIHEIIHEM BuE alrOpUTMBI 00yIEHHS
OTBEpPralT 3Ty IMHAMHUKY CHCTEMBI, HapaliuBas CyMMapHYI OIIHOKYy HEBs3KH. OCHOBHBIM
JOCTOMHCTBOM IIPEJIaraéMoro MoKa3aTelsl SBISIETCSl OTCYTCTBHE KaKuX-MnO0 TpeOOBaHMH K BUILY
BBIXOIHOM (DYHKIIMM M 3aBHCHMOCTBIO Mexay Y u Y. B3aumMHo-KoppensiuoHHas (GyHKIHsS BUIA
R= %f_woo y@®)yp(t—1)dt umm R = %f_‘l yQy (2 — AQ)dt (rne K — Hopmupyromuii
K03 PHUIINEHT) OICHHBAET HOPMUPOBAHHYIO B3aMMHYIO SHepruro QyHKmmid y(t) u y,(t), ecmmn
OHH TIEPECEKAlOTCs Ha HHTEpBaJe T (M UMEIOT o0Imuid crektp). OOydaromias mociea0BaTeIbHOCT
{X;,Y;} MoxeT ObITh IpeiCTaBICHA HE B BUJAEC MHOIOMEPHBIX BEKTOPOB, & B BHJE OJHOMEPHBIX
curnanos x(t),y(y). Kak Buano us puc. 1, Ha BceM NpOTSXeHUM MokasaTeldb g2 = R?(t,Q)
uMeeT OJWH 3HAYUTEIbHBIN JIOKAJdbHBIM MakCUMyM UM HE 3aBHCHUT OT IepeJaTOYHOU
xapaktepuctuku HWHC. TlosToMy TpaameHT BecoBBIX mapamerpoB V{W,} Moxer wumersh
TIPAKTHYECKU JIMHENHYI0 3aBHCMMOCTh OT TOKasaTens g2, a OCHOBHOW 3ajadell ympabieHUs
o0y4yeHHeM SBIISIETCS OTCJIEKMBAaHHE OOJIACTH BBICOKOW HEJIMHEHHOCTH BBIXOJHON (YHKUIUH
HEWPOHOB, YTO TaK)Xe MOXKET OBITh PEaM30BaHO C MOMOILBIO MpeiaraeMoro nokasarens. Eciu
MHK npejcraBisieT co60if Oru6aronIy 0 pasHUIGI AMILTHTYJl 3Hadennid Y u ¥, To mokasarens g2
HeceT B ceOe CpaBHEHHME DHEPIeTHUECKHX COCTaBISIOIUX GYHKIMHA Y(t) u y,(t), npuyeM He
TONBKO BO BpeMeHHOM ((a3oBoM) paspe3e, HO B dYacTOTHOM. lcmone3yss KOMIUIEKCHOE
npejcTaBieHne oO0ydyaromuX 3HAUEHHH, MpeiaraeMblii IOKa3aTelb MO3BOJSET OCYIIECTBISTH
MOMCK TII00aJIFHOTO MaKCUMyMa € YI€TOM HEeNMHEHHBIX ((pa30BBIX M YaCTOTHBIX) U3MEHCHHH.
Takum o6pa3oM, AByMepHast (KOMIUIEKCHAsT) B3aUMHO-KOPPENAIHOHHAs (PYHKITHS MOXKET CITY>KUTh
MaTeMaTHYECKOW MOJIENIBI0, KOTOpasi TO3BOJIAET OTCIIeXKHUBaTh BiusHue mapamerpoB MHC Ha
OTKJIOHEHHE (DAaKTHYECKUX BBIXOJHBIX 3HAUYCHHUH OT KeJIaeMbIX, a IPUMEHEHHE KBaJpaTa B3aUMHO-
KOPPENSAIHOHHON (DYHKIIUM [Tl aHAJIN3a PACXOKAECHUN oxuaaeMoil GyHKun Y (t) U pakTHUECKH
noJTy4eHHOH s Habopa BecoB {W)} byHkumu Y, (t) HO3BONAET OCYLIECTBIATE OLEHKY JUIst BCETO
oOydaromero MHOXecTBa. llpemmaraemplii MOAXOJ TO3BOJMT H30eXKaTh «IOMaJaHus» B
JIOKILHBIIT MUHUMYM 3a CUET IOJIy4eHHUs! OLICHKU 110 Bcel 0Oydarolei MmociesnoBaTesIbHOCTH, a
HE M0 KakJ0My KOHKPETHOMY 3HaueHMI0. TakuM 00pa3oM, PMMEHEHHE TI0Ka3aTels g2 apisercs
pelieHneM 3aiadd MOWCKa TIJI00AaJbHOTO JKCTpeMyMa IelneBOod (QYHKIMM U 00ecreduBaeT
KOHEYHOCTH JITOPUTMa 00yYEHHS.

5. 3aknroyeHue

B pabore npeanoxena moxesns MHC kak cuctembl npeoOpa3oBaHus W Iiepenadd nH(opManum.
Jns aHanM3a CTENEHM WCKaXeHWH B Tporecce O0OydeHWs mpeaiaraercs HCIOIb30BaTh
KOMIUIEKCHBIN MOKa3aTeiab, KOTOPHIH MOXKHO OXapaKTepHU30BaTh KaK KOI(P(HUIMEHT B3aHMMHOTO
pasnuuns  oOydaemod W (pakTHUECKM TOJY4eHHOH TocienoBaTenbHOCTe. [lokazarens
MpEeACTaBIsIeT COOOW WHTErpajbHOE 3HAUCHHE, MOJIYYCHHOE HAa OCHOBAHMHU BCEH oOydaromien
BBI60pKI/I, YTO UCKIHYACT «II0IMagJaHueC» B JIOKAJIbHBIN OKCTPEMYM, KaK 3TO 4aCTO IMMPOUCXOOUT IPH
ucnonpzoBannn MHK — Hanbosree momyssipHOTO METO/a, WCIOJB3YEMOTO CETOMHS TPH aHaJH3e
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crenernn obyuennss MHC. DddexTuBHOCTL NpesyiaraeMoil MOAENIN OCHOBBIBACTCSI Ha LIMPOKOM
IPUMEHEHUU METO/a CPABHEHUS] DHEPreTUIECKUX XapaKTePUCTUK CUTHAJIOB B CUCTEMax Iepeaadn
naHHbIX. Takum 00pa3oM, MpeyioKeHHass MOJIEIb MO3BOJIUT PEHINT 33a7ady IOMCKa III00aIbHOTO
HKCTPEMyMa U MOBBICUTH 3P peKTUBHOCTH 00ydeHus HC.

JlanbHEHIIMMY HANpaBJICHUSMH HWCCJICJOBAHMS SIBIISIIOTCS: HCIOJB30BaHUE IPEAJIOKEHHOTO
MoKasaTessl Ul TOWCKAa CKPBITBIX B3aMMOCBSI3E€H M KOPPENALMA NPU3HAKOB BO BXOJHOW
nHdopmanuy; pazpadoTka IPPEKTUBHOTO anropuTMa W3MEHEHHs BECOBBIX IOKazaTeled Juis
obyuenmust MUHC.
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Abstract. 802.11 wireless local area networks (WLANS) can support multiple data rates at physical layer by
using adaptive modulation and coding (AMC) scheme. However, this differential data rate capability
introduces a serious performance anomaly in WLANS. In a network comprising of several nodes with varying
transmission rates, nodes with lower data rate (slow nodes) degrade the throughput of nodes with higher
transmission rates (fast nodes). The primary source of this anomaly is the channel access mechanism of
WLANs which ensures long term equal channel access probability to all nodes irrespective of their
transmission rates. In this work, we investigate the use of adaptable width channelization to minimize the
effect of this absurdity in performance. It has been observed that surplus channel-width due to lower
transmission rate of slow nodes can be assigned to fast nodes connected to other access points (APs), which
can substantially increase the overall throughput of the whole network. \We propose a medium access control
(MAC) layer independent anomaly prevention (MIAP) algorithm that assigns channel-width to nodes
connected with different APs based on their transmission rate. We have modeled the effect of adaptable
channelization and provide lower and upper bounds for throughput in various network scenarios. Our
empirical results indicate a possible increase in network throughput by more than 20% on employing the
proposed MIAP algorithm.
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Annotamms. becnpoBoanbie nokaneHbie cetd (WLAN) 802.11 MOryT moiepKHBaTh HECKOJIBKO CKOPOCTEH
nepenadd JaHHBIX Ha (DU3MYECKOM YpPOBHE C HCIIOJB30BAHMEM CXEMBl aJalNTHBHON MOIYISMH ¥
komupoBanusi (AMC). OmnHako 3Ta BO3MOMHOCTh TMOIAEPKKHA Pa3HBIX CKOPOCTEH Iepemaddl JaHHBIX
Bb3bIBacT B WLAN cepre3Hylo aHOMAJIMIO MPOU3BOIUTEIBHOCTH. B ceTn, cocTosmel n3 HECKOIBKUX Y3JI0B
C Pa3HBIMH CKOPOCTSIMH Hepesiayud, y3ibl ¢ 6ojee HU3KOil CKOPOCTBIO Mepeiaul JaHHBIX (ME/UICHHBIC Y3IIbl)
YXyIMIAIOT MPOIYCKHYIO CIOCOOHOCTH Y3JIOB C 0oJiee BBICOKHMMHU CKOPOCTSAMH Tepenadd (ObICTpBIC Y3IIbI).
OCHOBHBIM HCTOYHHKOM JTOH aHOMalWH SBISIETCd MexaHu3M noctyna k kanary WLAN, koropsriid
obecreyrBaeT JOJIrOCPOYHYIO0 PAaBHYIO BEPOSTHOCTh JOCTYNA K KaHAIY JJI BCEX Y3JIOB HE3aBUCHMO OT HX
cKopocTeii nepenaun. B aToil paboTe MBI HcclieryeM UCIIOIb30BaHIe aJalTHPYEMOTO Pa3AeeHNs Ha KaHaIIbI
[0 MIMPUHE, YTOOBI MUHUMHU3UPOBATH BIMSHHE 3TOTO SIBICHUS HA NPOM3BOJUTENBHOCT. OTMedaeTcs, 4To
IIMpUHA KaHana, W30bITOYHAs M3-3a Oojiee HM3KOM CKOPOCTH Iepeladl MEIUICHHBIX Y3JI0B, MOXET OBITh
Ha3HaueHa OBICTPHIM y3JIaM, MOJKIIOYEHHBIM K APYrUM Toukam goctyma (AP), 4To MOXET CyIecTBEeHHO
YBEJIHMYHUTH OOIIYI0 MPOIYCKHYIO CIIOCOOHOCTh BCeH ceTH. MBI HpearaeM ajiropuTM MpeAOTBPAICHHs
aHOMaJMii Ha YpoBHE ympasieHus noctynoM k cperne (MAC), koTopelii Ha3HAYaeT NIMPHHY KaHalla y3iaMm,
CBSI3aHHBIM C PA3IMYHBIMH TOYKAMH JOCTYIa, Ha OCHOBE MX CKOPOCTH Iepeiadd. MBI CMOJEIMpOBAIN
3¢ deKxT aganTUBHOTO pa3ieNieHus] Ha KaHajJbl M YCTAaHOBHMJIM HIDKHIOIO M BEPXHIOIO I'DaHHUIIBI NMPOIYCKHON
CIIOCOOHOCTM B PAa3jIMYHBIX CETEBHIX CIEHapusix. Hamm smmupuyeckue pe3ysbTaThl YKa3bIBAlOT Ha
BO3MOJYKHOE YBEIIMYCHHE MPOIMYCKHOH crocoOHocTH cetd Oonee 4yeM Ha 20% mpu HCHOJIB30BaHUU
npeutoxkenHoro anroputma MIAP.

KiioueBble cj10Ba: CKOPOCTB Nepeiauyl; JOCTYI K KaHally; aJlaiTUBHBIN KaHaIl, IPeJOTBpallieHHe aHOMAJIHil;
MIPOTIYCKHAs CIIOCOOHOCTH

Jas untupoBanus: XycceiiH A., Cappsn M., Capsap C., Vi Kaitym 3., Uxban M., Cakub H.A.
CrnaxuBaHue aHOMalNWid mpomsBoAuTensHOCTH cereii Wi-Fi Ha ypoBHe MAC myTeM amanTUBHOTO
BhIzesteHus kanasioB. Tpyast UCIT PAH, Tom 31, Bem. 2, 2019 r., ctp. 53-66 (Ha anrnmiickom si3eike). DOI:
10.15514/ISPRAS-2019-31(2)-5

1. Introduction

The exponential increase in wireless enabled devices requires maximum capitalization of available
resources in WLANSs. This imminent requirement has triggered the re-evaluation of wireless
protocols. Today's WLANSs acclimatize several transmission parameters to achieve optimal
network performance. However, some of the parameters like channel width and MAC layer
functioning still remain static resulting in sub-optimal network performance.

Authors in [8] provide a detailed analysis of a performance anomaly at MAC layer of WLANS. If a
wireless cell contains nodes with varying data rates, the throughput performance of fast nodes
decreases substantially due to longer channel capturing of slow nodes. In [8] authors analytically
modeled this anomalous behavior which is applicable to any multi- rate 802.11 network that uses
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contention based channel access mechanism[1] at MAC layer. If X and X are throughputs of slow
and fast nodes respectively, these can be measured as given in equation 1
Sq 1
" (N=DTr + T, + P.(N) X tjgm X N’ @
where Sy is frame size, N is the number of wireless nodes, and Ty and T are transmission times of
fast and slow nodes respectively. P.(N) is collision probability and t;4,, is the time elapsed in
collision.
Equation 1 is applicable only to single cell networks. However, rapid improvements in wireless
technologies have shifted the paradigm of few users, single AP networks to several APs and
numerous users per AP environments. We found that substantial increase in network wide
performance is achievable if we divert network resources from a cell with limited need to another
resource hungry cell. Adaptable width channelization [9] has been used to achieve this intelligent
diversion of resources.
In this work, we propose MIAP algorithm that uses adaptable channelization to minimize the
effect of MAC layer performance anomaly. The elementary concept of MIAP is to assign channels
with high level of granularity thus maximizing the spectrum utilization. A node with low SNR
values and subsequent low transmission rate transmit at narrow channel width and vice versa. In
addition to this, use of adaptable channelization is independent of MAC layer and do not require
any modification in channel access mechanism. It ensures that long term channel access
probability of all the nodes remains equal and slow nodes do not suffer starvation. The channel
width is adjusted by adding different number of sub-carriers. The use of narrower channels at
nodes with lower SNR values adds several benefits to communication. Since narrower channels
have higher spectral efficiency, it increases SNR of nodes. The performance of MIAP algorithm is
measured on essential network parameters like network throughput, fairness index and frame size.
The contributions of this research work can be outlined as follows.
1) Implementation of MAC layer independent channel width adaptation algorithm for
minimizing the effect of MAC layer performance anomaly.
2) Analysis of proposed algorithm by measuring its effect on essential network parameters like
throughput, fairness of channel access mechanism and frame size.
3) Implementation of proposed algorithm on real test-bed of USRP devices for accurate
performance measurements.
The rest of this paper is organized as follows. Section 2 provides an overview of research work
and proposed method for elimination of MAC layer performance anomaly. Section 3 presents the
problem formulation and analytically models the solution. We have explained our proposed
algorithm in Section 4. Section 5 explains the test-bed environment and experimentation
methodology. Achieved results and discussion on these results are presented in section 6. Finally,
we have concluded this work in Section 7.

XSZXf

2. Related Work

A substantive research on mitigating the effect of MAC layer performance anomaly in multi-rate
WLANS has been presented in literature. The work proposed in [2][11][13][15] are of premier
importance to this research study. In [13] authors have proposed an algorithm for performance
anomaly reduction using open flow access points. The proposed model jointly reduces the effect of
performance anomaly and number of hand offs, thus maximizing throughput by 26.7%. The
research work given in [15] proposes a modification to control packets by embedding the data rate
of two hops neighbors. In response to this control packet, the nodes adjust the initial value of
contention window (CWmin) according to the data rate of neighboring nodes. In [11] authors
claim that the performance anomaly model presented in [8] is only valid for networks having static
channel characteristics. The nodes with better Signal-to-Noise (SNR) have higher channel access
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rate as compared to nodes having lower SNR. This assertion ensures that the effect of MAC layer
performance anomaly can be substantially reduced by using time-varying and time-correlated
channels with Rayleigh fading effects.

The work presented in [2] mitigates the effect of MAC anomaly by controlling the value of back-
off contention window based on signal strength of a node. Authors have concluded that, lower
values of contention window for nodes having higher SNR considerably reduces the effect of
MAC anomaly. In [12] an anomaly mitigation scheme for TCP friendly rate control (TFRC)
protocol is presented. We named this approach as channel occupancy time based anomaly
mitigation (COTAM). In this approach nodes estimate their share of leftover channel occupancy
time and only make their communication in that slot. Majority of the techniques for mitigation of
MAC layer anomaly restricts the channel access of nodes having lower transmission rate. This
methodology adds further disadvantage to already poor performance of these nodes. This below
par performance of slower nodes, in turns negatively affects the overall performance of complete
network. The use of adaptable channelization has gained significant importance in recent studies
[91[16].

The concept of adaptable channelization involves the granular use of available frequency
spectrum. Research in [5][9][16] shows that a considerable increase in network capacity can be
achieved if we use channels of adaptable widths. Since the advent of flexible channelization
concept with the work presented on [5], the main focus of researchers remains on physical layer
parameters, like transmission rate, interference, power consumption, delay spread and likewise. To
best of our knowledge, to-date, no study for effect of flexible channelization on MAC layer is
presented in literature.

3. Problem Formulation

802.11 networks use two spectrum blocks for their communication. These blocks consist of 2.4
GHz and 5 GHz frequency ranges. In this work, we are emphasizing only 2.4 GHz frequency
spectrum used by 802.11 b/g/n networks for proof of concept purpose. The total available
spectrum block in 802.11 b/g/n networks is divided into 14 channels of equal width of 22 MHz
each [1]. To minimize the effect of co-channels interference (CCl), a guard band of 5 MHz is
incorporated between any two consecutive channels. Each 22 MHz Wi-Fi channel is constituted of
52 sub-carriers. Out of these 4 sub-carriers are used for control signals while rest of 48 sub-carriers
are used for data symbols [1]. The physical layer of Wi-Fi networks spread the data symbols on
these 48 sub-carriers through orthogonal frequency division multiplexing (OFDM) or direct
sequence spread spectrum (DSSS). The DSSS is only used to support legacy Wi-Fi devices like
802.11b.

3.1 Network Model

Consider a network of N, nodes operating at transmission rate R. The set of N, nodes is divided in
two subsets of and Ny such that N, Ny < N, and Ng U Ny = N, where N, consists of all the nodes
transmitting below a threshold transmission rate R, and referred as slow nodes. The other subset
of Ny nodes transmit above the threshold transmission rate (R;) and referred as fast nodes. The N,
nodes of network are associated with K; access points with K; denoting any ith AP. The set of
nodes associated to any AP K; is n, such that n, = ng Ung, n, € N, ng © Ny, and ng Ny where
ng and ng are the sets of slower and faster nodes attached to any single AP K;. The K, access points
of network form K identifical circles in which their transmission can be received and decoded
correctly. The association of nodes with an AP is independent of each other and follows Poisson
distribution with probability density function as given by equation 2.
Ante =2
Prin, - K;} = 2)
ng!
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where n, = K; denotes the total number of nodes (n,) associated to an access point K;.
Consider the probability of a slow and a fast node connected to an AP K; is p and (1 — p)
respectively. Then the joint probability distribution of slower and faster nodes attached to any AP
K; is given by

Pr{(ns a nf) > K} =pms(1— p)us 3
The probability that exactly s number of slow nodes are attached to any AP K; at any given time t;
can be given as

Pr{(ng; =s) > K} = () p*(0 = p)s~ (4)
fors =0,12,..,n;andn, =0,1,2, ..., n,.
The probability that maximum number of slow nodes attached to any AP K; at any given time t; is
less than s can be given as

Pr(n <) > K} = ) () p’A= p)s™  (5)
s=0

In a similar way, the probability that exactly (or less than) f number of fast nodes are attached to
any AP K; at any given time t; will be

Pr{(nf = f) - Ki} =1- (?5) ,05(1 _ p)ns—s (6)

Pr{(n; <f)>K}=1- Z(gs) (= s (D)
s=0

forf =0,12,..,nrand nr = 0,1,2, ..., n,.

Similarly, the probability for slow and fast nodes operating in whole network at any given time t
can be calculated by using equation 8 and 9 respectively.

Ny
Pr{(Ny, <S) - K;} = Z(Isvs)ps(l _ %S (@)
$=0

fors§=0,1,2,...,N; and Ny, =0, 1,2,..., N;

N

Pr{(Ny <F) > K}=1-) ()%= % (9)
S=0

3.2 Throughput and Adaptable Channel

Let us assume that the network model given in subsection 3.1 uses L transmission channels
Ly, L, ..., L, for communication with L; representing the ith channel. According to the throughput
calculations given in [17], the channel capacity C (or maximum achievable throughput T) of a
node operating on static width communication channel of bandwidth B in the presence of noise is
T = Blog,(1 + SINR(dB)) and SINR(dB) = 10log,,SINR. The achievable throughput of any
node N; (slower or faster) can be written as follows.

T(N;) = Blog,(1 + 10log,(SINR(N,)) (10)
Authors in [4] have calculated signal to interference plus noise ratio (SINR) for static width
channels. We can extend the same approach to get SINR for varying channel widths as follows

Pd(J;, K)™®
(11

§+PYo(L,L)d(K;, K)@
forL; & Lje L; K; & K; € K; L;! —» K;andL; - K;; i # j. Here P is the transmission power,
d(N;, K;) is the distance between node N; and access point K;, & is the path loss, which varies from
2 to 4 for a typical 802.11 network, « is the ambient noise, and ga(LL-,Lj) is the partial overlapping

SINR(N,) =
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degree between channel L; and L; . This partial overlapping degree is given in [9]. The expression
L; ! — K; shows that channel L; is not associated to access point K;, and the expression L; — K;
shows that channel L; is associated to access point K; Equation 11 is true when the network
operates in saturation mode, that is, all the APs have data to send or receive and not idle at any
time. As this is not always true, it is generalized as shown in equation 12 below.

Pd(J;, K;)™* (12)
8§+ PB(L) T o(Ly, L)d (K, K=o
where B(L;) is the probability of channel occupation of any channel L;. It is '1' when the network

operates in saturation mode showing that all available channels have been occupied by the APs.
By substituting the value of SINR(N;) in equation 10 from equation 12 we have

PR ) 13)
8+ PBUL) L o(Li Ly)d(K;, Kj)~©
Equation 13 gives the throughput of a single node of network irrespective of its transmission rate.
It is evident that throughput of any node is a function of available bandwidth (B). If a node is

transmitting at a slower rate, it means that its bandwidth requirement is inherently less, which can
be diverted to faster nodes.

SINR(N,) =

T(N;) = Blog, (1 + 10log4¢

Pd(]i' Ki)_a > (14)

N
T = BZ log (1 + 10log
2 5+ PRL) T o(Li, Ly)d(K;, K)™@

i=1

3.3 Mitigating the Effect of MAC Performance Anomaly

The bandwidth (B) of a channel is a sum of individual bandwidths of its sub-carriers. Using
adaptable channelization we can increase or decrease the width of channel by varying the number
of sub-carriers in that channel accordingly. In this work, we have varied the number of sub-carriers
from 12 (5 MHz channel width) to 72 (30 MHz channel width).

Let us consider that N, wireless nodes are distributed randomly across N, APs. The transmission
probability of a slower node is 7, and transmission probability of faster node will then be (1 — 7).
The probability that at any given time, only slow nodes are transmitting in each cell will be t%t.
Similarly, the probability that only faster nodes are transmitting in a cell will be (1 — 7,)¥t. The
joint probability distribution that only fast or slower nodes will be transmitting at any time ¢t; will
be given as

Prirsvt ) =pfe + (1— p)f (15)
This implies that both slower and faster nodes are transmitting in same or different cells will have
the probability as given in equation 16.
Pritsat ) =1— (pft + (1— p)fv) (16)
Since contention base CSMA/CA protocol ensures equal long term probability of channel access
to all nodes irrespective of their transmission rate, equation 14 implies that, the overall efficiency

of a network is dependent on number of slower and faster nodes in that network. In this way, we
have three possible scenarios.

1) Number of slower nodes is larger than number of faster nodes that result in 74, > (1 — 7).
2) Number of slower nodes is equal to the number of faster nodes that results in T, = (1 — ).
3) Number of slower nodes is less than number of faster nodes that results in 7, < (1 — ty).

Pd(J;, K)™™ )
= 17)
§+PB(L) Y ¢(L;, L;)d(K;, K;)

T(ns) = (B — B)log, (1 + 10log,,
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where T(n,) is the throughput of any slower node and B, is the surplus bandwidth that is not
required by slower node. Similarly the throughput of faster node will be,

Pd(J;, K;)~“
T(ns) = (B + B)log, (1 + 10log,, 51 PR % (i L)a(K K.)_“) (18)
i i i By

4. The proposed channel width adaptation algorithm

In 802.11 networks the transmission rate of any node is a function of received signal strength
(RSS) values. MIAP calculates the RSS and subsequent transmission rate of any node through
channel reciprocity [14]. Based on these calculations, MIAP estimates the bandwidth requirement
of a specific node and assigns channel of that width. At the initialization phase all the APs use
standard non-overlapping channels. All APs are connected to a back-end management server
through a wired link which controls all the activities like spectrum allocation, transmission rate
determination etc. MIAP runs at this sever. The server calculates the optimal channel width and
number of sub-carriers for the spectrum allocation to AP dynamically on the basis of transmission
rate and RSS values.

If transmission rate changes at an AP, it is communicated to the management server. The AP
releases or demands spectrum resource according to its current bandwidth status. If an AP needs
more bandwidth, it notifies the server and the server check the status of available sub-carriers still
not assigned to any AP. MIAP asks the server to check the demand considering the threshold
values of RSS and transmission rate and decides if the increment in channel width is possible.
Server then communicates the values of sub-carriers to the corresponding AP. After increasing the
channel width AP starts spreading it signal by adding more frequencies to already in use sub-
carriers.
On the other hand, if an AP has less bandwidth requirement it releases spectrum resource, which is
added by the management server in its available pool of sub-carrier frequencies for its on demand
dissemination to other APs on the network. If throughput requirement of an AP decreases at any
given time it sends its new status to the management server. The management server checks the in-
use sub-carriers and ask the AP to reduce its channel width by spreading its signal on lesser
number of sub-carrier frequencies. Algorithm 1 explains the working of MIAP.

Result: Required Channel Bandwidth (CB)

Input: Transmission Rate (TR), RSS

Output: Channel Bandwidth (CB), Transmission Parameters (TP)
1 begin

2 for N, € N, do
3 if RSS(N;) < RSS (jax)
4 then Calculate TR _,.,cn) && TP — TP for CBicurrent)
5 else
6 if TR < TRpyax) && RSS 2 RSS jyax)

then
7 CB(new) <« CBcurrent + 1.875 MHz;

while TR(N;) = TR(N;) do

8 Return CBie, && TP « TP for CB ey
9 end
10 else
11 GoTo 7
12 end
13 end
14 if TR 2 TRy
15 then
16 CBnew) « CBourren: — 1.875 MHz;
17 while TR(N;) = TR(N;) do
18 Return CBy && TP « TP for CB ey
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19 end

20 else

21 GoTo 16

22 end

23 end

24 end

Algorithm 1: MAC layer Independent Anomaly Prevention Algorithm

5. Experimental setup and implementation

For empirical evaluation of MIAP, we have deployed an indoor network of three USRP Kkits
connected to laptops running GNU radio software on Linux operating system (OS). Fig. 1 shows
the layout of deployed network. As proof of concept, implementation of MIAP for 802.11g
wireless networks has been made by significantly modifying transceiver implementation provided
at CGRAN (Comprehensive GNU Radio Archive Network) website [3][10] and better explained
in [6]. This implementation is extendable to any $802.11$ standard, by modifying its parameters at
physical layer accordingly.

. .

Fast Node 1 Slow Mode 1 = = “1-.
e ast Mode 1%,
£ S = e \
Slow Made 1 ﬂ (to3) T
........ {ceay FastiNode nr  Siow Node n, % E
é APS Fast Node ny 4
AP1 /

Slow MNodg

Slow Mode n,

Slow M

Central Resource Management Server

Fig 1: Topology of Experimental Network

A central management server constituted of Dell T-620 computer running MIAP on Linux OS has
been placed for implementation of flexible channelization. Each USRP2 kit contained a 2400
RX/TX daughter card with omni-directional antennas. The specifications of USRP kit and
daughter cards are available at website [7]. We have customized the physical layer of each AP in
such a way that an AP can switch to any of narrower or wider channel widths at the end of current
frame transmission. The wireless nodes detect the width of channels based on the preamble being
transmitted by APs before the transmission of each frame.

6. Performance results and discussion

We performed a series of experiments to evaluate the effect of deploying MIAP on essential
network performance parameters by using varying number of network nodes. We have deployed a
network of 5, 10, 15, 20, 25, and 30 nodes in each cell with varying number of slow and fast
nodes. The obtained results are averaged out by collecting traces of all APs for accurate efficiency
measurement of MIAP.

We have evaluated our proposed algorithm for throughput gains for various ratio of slower and
faster nodes. The slower nodes randomly choose their data rate from 6, 9, 12, 18. 24 and 36
(Mbps), while the faster nodes operate on maximum data rate they can achieve. The physical layer
of faster nodes is modified to achieve maximum transmission rate. In some cases it is noted that
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TR of faster nodes may reach to 128 Mbps. The achieved results are compared with standard
802.11g implementation, COTAM [12] and signal to noise ratio based contention window (SNR
based CW) [2].

The comparison given in fig. 2 demonstrate that presented algorithm outperforms all its
counterparts and shows a significant improvement in achieved throughput when compared with
standard implementation of 802.11g physical layer. This improvement in achieved throughput
becomes almost equal to 30% at some points. The reason behind this high throughput is the fact
that, at any given time if a slower node in one cell is transmitting, the TR of faster node in other
cell automatically increases. This increase in TR of faster cell diminishes the effect of slower node
thus keeping the network wide average throughput on higher side.
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Fig 2: Average Network Wide Throughput Comparison

In fig 3, we evaluated the throughput performance of MIAP for slower and faster nodes and
compared the results with standard 802.11 implementation. It is observed that MIAP significantly
performs better than standard implementation due to better utilization of network resources. Since
MIAP diverts surplus resources of slower cell to a faster cell which increases the efficiency of that
cell without affecting the performance of slower cell. This efficient utilization of spectrum
resources increases the average throughput of faster nodes. It is observed that for longer time
intervals with nodes operating in saturation mode, the efficiency gains are significantly high.

30
= 802.11g (Fast Nodes Only)

m802.11g (Slow & Fast Nodes)
MIAP (Fast & Slow Nodes)

25

20

15
| I I I
0 I I
5 10 1 0 25 30

5 2
Number of Nodes

(Mbps)

Q

Average Network Wide Throughput
(%]

Fig 3: Average Network Wide Throughput Comparison
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The results given in fig. 4 demonstrate the gain in average throughput of one cell with
corresponding decrease of TR in adjacent cell. It is evident that if transmission rate of nodes in one
cell decreases it automatically increases the TR of adjacent cell. It is noted that faster cell do not
gain the exact throughput loss of slower cell. The reason behind this below par throughput gain is
inefficiency of channel width detection mechanism. The rapid oscillation of channel width is not
detected efficiently and some frames may loss in this process. This frame loss decreases the
average throughput.
50
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Fig 4: Average Network Wide Throughput Comparison
Fig 5 shows throughput of cell with faster node when TR of cell with slower nodes is fixed. The
throughput comparison of MIAP for different MAC protocol data unit (MPDU) is given in Fig 6.
The results show that longer the MAC fram higher will be the throughput. These results are self-
explanatory considering that longer frames reduce the per unit time overhead of communication
thus maximizing the throughput. The adaptable nature of MIAP further increases the throughput

by maximum utilization of frequency spectrum.
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Fig 7: Channel Access Fairness for Various MPDU sizes

Finally, Fig 7 and Fig 8 show channel access fairness of MIAP for various sizes of MPDU and
different number of nodes respectively. The achieved results depict that fairness of MIAP
algorithm in granting channel access to various nodes is near to standard implementation. It is
better than SNR based CW adaptation and below the performance of COTAM. Since MIAP is
MAC layer independent mechanism and it does not change the channel access mechanism,
therefore the fairness remains similar to standard implementation of 801.11 MAC. On the other
hand SNR based CW adaptation performs poorly due to different sizes of contention window at

different nodes.
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7. Conclusion

In this work, we propose an efficient mechanism to mitigate the effect of MAC layer performance
anomaly by using adaptable width channelization in WLANS. The proposed algorithm assigns the
channel widths based on transmission rate of nodes and divert the surplus frequency spectrum to
resource hungry cells operating at higher transmission rates. We first probabilistically modeled the
lower and upper bounds on number of slower and faster nodes in the network. In addition to this,
we also analytically modeled the throughput and SINR of adaptable width channels. The
evaluation of proposed algorithms is made based on throughput gains for different network
settlements with varying number of slow and fast nodes. The throughput measurements show a
significant improvement of more than 20% in achieved network capacity, with different
combinations of slow and fast nodes. Moreover a detailed analysis on channel access fairness has
also been presented. Since proposed algorithm is independent of channel access mechanism and do
not require any change at MAC layer, thus long term channel access probability remains same for
each network node.

Future work includes the implementation of adaptable channel widths in MIMO based wireless
networks like 802.11n. In addition, development of a distributed channel adaptation algorithm that
can assign spectrum resources locally on each AP is required. The effect of adaptable
channelization on other essential network parameters like power consumption, transmission range,
etc. is also needed to be explored.
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AHHoOTammsi. B Hacrosiiee BpeMsl MCKYCCTBEHHBIN MHTEJIGKT M TPYINIOBas pOOOTOTEXHHMKA CTAHOBSITCS
HIMPOKO PaclpOCTPaHEHHBIMU U UCIIOJIB3YIOTCS B TPaKAAHCKUX 3anadax. OCHOBHas 11ejb CTaTbU — [OKa3aTh
BO3MOXXHOCTb HCIOJIb30BAaHMSI 3HAHUII O COBMECTHOM OKPY)KEHHH TPYIIBI POOOTOB NMpH PELICHHH 33Jadu
HaBUTAllMM TMyTeM oOecleueHusl Mmepeladyd TaHHBIX MeXAy pobotamu. B Meromuke, mpeacTaBieHHOW B
CTaThe, pPACCMATPHBAETCS  KOMIUIGKC  33/ad,  BBEIIOJHEHHWE  KOTOPBIX  YIyYIIaeT  pe3y’bTaThl
POOOTH3MPOBAHHOM TPYyNMIOBOIl HaBUrammu. lcciemoBaHWe 3aTpardBaeT MPOOIEeMBI POOOTOTEXHHYECKOTO
3peHus], TIAHUPOBAHMUS MyTel, XpaHeHUs 1 oOMeHa JaHHBIMH. B cTaThe ommchIBaeTCs CTPYKTypa JIa3epHOH
CHCTEMBI TEXHHUYECKOTO 3PEHHMS PEaTbHOTO BPEMEHN KaK OCHOBHOTO MHCTPYMEHTA B3aNMOJEHCTBUS poOOTOB
¢ okpyxkarmomei. B cucreme 3peHMs HCHONB3yeTcs MPUHIMI JUHAMHUYECKOM TpuaHrynauuu. B cratbe
NpUBEEHBl IIPUMEPhl IOJyYEHHBIX JaHHBIX, METOAbl COXpAHEHUs pa3pelIarouel crnocoOHOCTH
CKaHMPOBaHMSA Ha PACCTOSHUM M KOHTPOJIS CKOPOCTH. B COOTBETCTBUM C JaHHBIMH, IONYYEHHBIMH C
IIOMOIIBIO TIPEOCTaBICHHOW CHCTEMbl 3pEHHS, OBUIO PELIEHO HCIOJIb30BaTh MATPUUYHBIN MOAXON I
IJIAHKPOBAHUS TyTH POOOTOB, YTO MO3BOJISIET PELIATh 33/1a4H JUCKPETHU3AIMU OKPYKEHHS U alllIPOKCUMAIN
Tpaekropun. CpaBHMBAIOTCS [Ba THUMA CTPYKTYPHI CETH JUI Mepeladd NaHHBIX. ABTOPHI INPEIJIaraioT
METOJIONOTHIO (POpMUpPOBaHMS IWHAMHYECKOW CETH HAa OCHOBE CHCTEMBI CMEHBI JIHepoB. Jist ampobarmu
TeopuH OBUIO Pa3paboTaHO MporpaMMHOE obecredeHune sl MOJeIHPOBAaHUS TPYyHIEl po6oToB. [lorydeHHbe
pe3yabTaThl MOKa3bIBAIOT, YTO OOMEH 3HAHMAMH BHYTPH TPYIIIBI MOXET 3HAYUTENBHO YITydIIHTH
IJIAaHUPOBaHUE TPAEKTOPHH ABHKEHUS pOOOTOB.

KirodeBble cjioBa: rpynmna poOOTOB; IUIAHUPOBaHUE IyTel; cuctema 3peHus; 3D naszepHsblil ckaHep; ceTH;
nepenaya JaHHBIX.

Jost uuruposanusi: isanos M.B, Cepruenko O.1O., Teipca B.B, Jlunnnep JI., Poapurec-Kunsonec X.C.,
Onopec-Dysnrec B., Pusac-Jlomec M., Opnannec-bamsOysna JI., Huero Hnommro X.W. Hurerpamms
0ecrpoBOAHON CBS3M Ul ONTUMH3AIMHM PACHO3HABAHUS OKPYXKEHUS W pacdéTa TPAcKTOPHU JIBIKCHHS

67


mailto:lindner.lars@uabc.edu.mx

lvanov M.V., Sergiyenko O.Yu., Tyrsa V.V., Lindner L., Rodriguez-Quifionez J.C., Flores-Fuentes W., Rivas-Lopez M., Hernandez-
Balbuena D., Nieto Hipolito J.I. Wireless integration to optimize environmental recognition and calculate the trajectory of a group of robots.
Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019. pp. 67-82

rpynusl po6otos. Tpyast UCIT PAH, tom 31, Bem. 2, 2019 r., ctp. 67-82. DOI: 10.15514/ISPRAS-2019-
31(2)-6

Wireless integration to optimize environmental recognition and
calculate the trajectory of a group of robots

1 M.V. Ivanov, ORCID: 0000-0002-5523-0343 <ivanovm@uabc.edu.mx>,
1 0.Yu. Sergiyenko, ORCID: 0000-0003-4270-6872 <srgnk@uabc.edu.mx>
2V.V. Tyrsa, ORCID: 0000-0003-1623-5704 <vtyrsa@uabc.edu.mx>
L. Lindner, ORCID: 0000-0002-0623-6976 <lindner.lars@uabc.edu.mx>
2 J.C. Rodriguez-Quiiionez, ORCID: 0000-0002-1830-0226 <julio.rodriguez81@uabc.edu.mx>

2 W. Flores-Fuentes, ORCID: 0000-0002-1477-7449 <flores.wendy@uabc.edu.mx>

! M. Rivas-Lopez, ORCID: 0000-0001-8751-4693 <mrivas@uabc.edu.mx>
% D. Herndndez-Balbuena, ORCID: 0000-0002-0055-4797 <dhernan@uabc.edu.mx>

% J.1. Nieto Hipélito, ORCID: 0000-0003-0105-6789 <jnieto@uabc.edu.mx>

! Universidad Autonoma de Baja California (UABC), Instituto de Ingenieria,
Mexicali, B.C., Mexico
Y Universidad Autonoma de Baja California (UABC), Facultad de Ingenieria,
Mexicali, B.C., Mexico
% Universidad Autonoma de Baja California (UABC), Facultad de Ingenieria, Arquitectura y
Diserio, Ensenada, B.C., Mexico

Abstract. Nowadays artificial intelligence and swarm robotics become wide spread and take their approach
in civil tasks. The main purpose of the article is to show the influence of common knowledge about
surroundings sharing in the robotic group navigation problem by implementing the data transferring within
the group. Methodology provided in article reviews a set of tasks implementation of which improves the
results of robotic group navigation. The main questions for the research are the problems of robotics vision,
path planning, data storing and data exchange. Article describes the structure of real-time laser technical
vision system as the main environment-sensing tool for robots. The vision system uses dynamic triangulation
principle. Article provides examples of obtained data, distance-based methods for resolution and speed
control. According to the data obtained by provided vision system were decided to use matrix-based approach
for robots path planning, it inflows the tasks of surroundings discretization, and trajectory approximation.
Two network structure types for data transferring are compared. Authors are proposing a methodology for
dynamic network forming based on leader changing system. For the confirmation of theory were developed
an application of robotic group modeling. Obtained results show that common knowledge sharing between
robots in-group can significantly decrease individual trajectories length.

Keywords: robotic group; path planning; vision system; 3D laser scanner; network; data transferring
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1. BeedeHue

VYcnemHoe HCHONB30BaHUE MOOWJIBHBIX POOOTOB B PAa3NMYHBIX OO0JACTAX TIpakIaHCKOW
MIPOMBIIJICHHOCTH NPUBOIMT HCCliefoBaTenel K 3amade 3(PQEKTHBHOTO KOHTPOJS T'PYIIIBI
po6oToB. B KauecTBe MPUMEPOB MOXKHO YIIOMSHYTh OOHapy)keHHe 00BEKTOB B Pa3IMYHBIX BHIAX
OKpYXKaIOLIeH cpe/ibl, NCIOJIb30BAHKE TPYIIbI B KAUECTBE PACIIPEACICHHON CEHCOPHOM CHCTEMBI
JUISl XAMUYECKOT0 aHaJIu3a U T. JI.

O06006mras Bce 3a1a4M, MBI MOXKEM CKa3aTh, YTO B3aWMOJICHCTBHE areHTOB B IpymIie poOOTOB Ha
TPYIHO NPOXOANMOIN MECTHOCTH SIBJISIETCS OJIHOM M3 OCHOBHBIX Mpo0ieM. B okpyxeHHH Takoro
THIA Tpylna oOBIYHO paccpeNoTOYMBACTCS MO Teppuropuu. Takoe pasMemieHue naer podoram
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BO3MOXKHOCTB BBIIIOJIHATH 3a/1a4¥l OOHAPY)KCHUSI AUHAMHYECKHX COOBITHII B peajbHOM BPEMEHH B
OKpyXaromieil cpene, NMoWcka OOBEKTOB W T. [. JIyddle, 4YeM, HalmpUMep, CeTh CTATHYECKHX
JATYUKOB. DTO JOCTIKUMO, IOTOMY YTO Ka)KIBIH OTASNIBHBINA pOOOT MOXKET IOKPHIBATH OOJBLIYIO
YacTh IUIOLIAAN, HATPYJIUPYs, @ HE OCTAaBasCh B HEMOJBWXKHOM COCTOSHHMH. DTO O3HA4aeT, YTo
IpylNa MOXKET BBIIOJHATH MOHHUTOPHHI CpeIObl C MEHBIIUM KOJMYECTBOM HaTYMKOB. Iy
JOCTHKEHHs aBTOMATH3allii BHYTPH TPYIIbI NPH BBINOJIHEHHH TaKUX 3a7a4 POOOTHI JOJDKHBI
paborath ¢ mpeaonpeeeHHBIMHI MPABIIIAMU KOJJIEKTUBHOTO TTOBEICHUSL.

Kaxxmprif oTnenbHBI poOOT B TPYIIE — 3TO YCTPOICTBO C ONpEAETICHHBIM HAO0OpOM (QYHKITHI
(BocmpusiTHE, CBS3b, JBM)KEHHE M BBIYMCIMTENbHAs 00pabOTKa) M OTrpaHUYMBAIONIMMH HX
¢daxTopamu. B crathe paccmarpuBaeTcsi BO3MOXKHOCTH HCIIOJIB30BAHMSI OJHOPOJHON TPYIIIBI
po6otos ( [1], [2]), koTOpbIe MOTYT HE3aBUCUMO BBITIOIHATH PasiiMyHbIC POCThIC 3amaun. Kpome
TOTr0, pOOOTHI JIOJDKHBI MMETh BO3MOYKHOCTB JIBUTAThCSl K CBOEH II€JIM B OKpY’)Karolleil cpeze, He
Tepsisi TP 3TOM KOHTAKTa C YieHaMH IpymIibsl. IMEHHO MOATOMY OBLIM BBIJICNICHBI TPU THIIA 337134,
KOTOpPBIE HEOOXOIMMO pelIaTh OJHOBPEMEHHO B PEKHME PEAIbHOTO BPEMEHH .

e OOHapyxeHHWE U JIOKaNW3alMs IPEMSATCTBUI. Ycrex MOOWIBHOM TIpynmbl poOOTOB B
HECTPYKTYPUPOBAaHHOH Cpelie BO3MOXKEH TOJIBKO B TOM CJydae, €CId OHU CIIOCOOHBI
MIPUCTIOCAOINBATHCS K TIEPEMEHHBIM (PAKTOPaM Cpelbl. DT M3MEHEHUs, KOTOPhIE BKIIIOYAIOT B
ce0s1 HalM4IKMe HOBBIX MPEISITCTBHH, MOTYT OBITH OOHAPY)KEHBI C NCIIOIB30BAHNEM CEHCOPHBIX
CHCTEM, TaKHMX KaK JIa3epHbIE CHCTEMBI TEXHUYECKOTO 3pEHUs, KaMephl U T. 1. OOHapyxeHue
NPENSITCTBHH ~ CIY)KAT ~ HadajdbHBIM  COCTOSHHEM  IUIAHHPOBaHMS  JBIDKCHUS  JUIA
MIPOTHO3UPOBAHMS BO3MOXHBIX MapIIPyTOB.

e OOmen nmamspiMu B rpymme ( [3], [4]). HeoOxommMocTs B mepenade MaHHBIX MOXET
BO3HHUKHYTh B ClIydae, Korja rpymnia poOOoToB JOJDKHA MPUHATH KOJUICKTUBHOE pElLeHHe, pU
OTCYTCTBMM [JaHHBIX JJIs TPHUHATHS WHAMBMIYalbHOTO pELICHUS WIM Takxke Uit
nH(OpMHUPOBaHUST JPYrHX pPOOOTOB O BO3ZHMKHOBEHHH PE3KUX HM3MEHEHHH OKpyXKarolen
CpenBl.

e [ImaHupoBaHMe TPAeKTOPHM WIIHM KOJIeKTHBHas Hauramws ( [5], [6], [7], [8]). Jma rpynmsl
poOOTOB B TPYIHO TIPOXOAMMOH MECTHOCTH pealu3yeTcsl 3ajadya IUTaHWPOBAHUS
MIOTEHIIMAJIBHBIX TPACKTOPHI Yepe3 HEU3BECTHOE I0JIe NMPEMSTCTBUH U3 3aJaHHON Hav4aIbHON
TOYKH B HCKOMYIO.

Takum 00pa3oM, OCHOBHOIl BKJIQJl CTAaThH 3aKJOYAETCSI B PACCMOTPEHUH BO3MOXHBIX peIICHUI

9THX TpoOJIeM M WX BHEAPEHWH B MOAENb, YTOOBI TOHSATH BIMSHHE OOMEHa IAaHHBIMH Ha

B3aUMO/IeiicTBHE POOOTH3MPOBAHHOW TPYHINBI C OKpY)KAlomled cperod BO BpeMs 3amadn

kaprorpadupoBanus [9] u 0OHaApYKEHHUS 1IENH.

2. Cucmema mexHU4YeCKO20 3peHus

Hawubonee pacnpocTpaHeHHbIE CHCTEMbI BUJICHHS HCIHOJB3YIOT MOAXOAbI, ocHoBaHHble Ha CCD
wi CMOS ([10], [11], [12], [13]), Gonee moporoe obopymoBanue, HarpuMep, kamepsl Time-of-
Flight [14] wimn Ha masepHoi#t ocHoBe [15]. BOJBIIMHCTBO W3 HUX XOPOIIH JJIS PACIO3HABAHUS
00BEKTOB, IUIAHUPOBAHUSA IMYTH M ApYyTrux 3amad. OJHAKO B ciIydae 0ojiee CIOXKHBIX YCIIOBHH,
TaKMX Kak cjabdoe OCBEIIeHWE WM pe3Koe HM3MEHEeHWe NaHamadra cucrema 3peHHus JIODKHA
YIIOBJIETBOPATH 3TUM OOCTOSITENBCTBaM. PaccMmaTpuBaeMBblii IIOIXOJ OCHOBaH Ha JIa3epHOM
cucteme Texandeckoro 3penus (CT3) [16] (puc. 1). DTa cuctema o CpaBHEHUIO C APYTUMU UMEET
MIUPOKUH yron ob3opa (mo 160°) ¥ mpeanbHO MOAXOAMT Al pabOTHl B COBEPIIEHHO TEMHBIX
YCIIOBHSAIX, YTO COBEPLIEHHO HEBO3MOXHO Ul CUCTEM C KAMEPaMU.

B cucTeme HCIONB3yeTCsl METOJ, Ha3bIBAEMbI JAMHAMHUYECKoi TpuaHrymsiuei [17] . Cucrema
PaccUnTBIBAET JIEKAPTOBHl KOOPAMHATHI MO JBYM OOHapyxeHHbIM yriam Bj u Cj (B naHHOM
KOHKPETHOM Cllydae ij — IIard TOPH30HTAJIBHOTO M BEPTHKAIBHOIO CKAaHMPOBAHHUS) Jasepa
MOZICBEYEHHOM TOYKM M (PUKCHUpYeT pacCTOSHHE MEXJIy HpPOEKTOpOM M TpHEMHHKOM. B
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HOJTy4EHHOM TpeyrojbHuKe (puc. 2) yron Bj paccumThiBaeTcs Kak NPOCTOE COOTHOLIEHHE ABYX
CYETYMKOB: KOJIMYECTBA TAKTOBBIX HMITyJIbCOB MEXKAY [ABYMS HCXOJHBIMH HMITyJbCaMHU Ha
uaTepBase ‘home pulse — spot pulse’ (1).
21Ny o)
s Ty
N27r

rae Na — KOJIMYECTBO OIOPHBIX MMITYJIbCOB, KOTJA JIa3epHbIE JIydH OOHAPYKHUBAIOTCS NaTYUKOM
0CTaHOBKH, a Ny, — KOIMYECTBO TAaKTOBBIX ONOPHBIX UMITYJILCOB, KOT/Ia 3epKaiio B 45° 3aBepiiaet
moBOpoT Ha 360°, 00HAPYKEHHBIA JaTYHKOM HYJIS.

Puc. 1. Cucmema mexnuyecrkoeo spenus
Fig. 1. Technical Vision System

nnnn VLU L CLOCK REFERENCE PULSES
~ HOME PULSE
S— SPOT PULSE

Puc. 2. [Ipunyun ounamuyeckoi mpuaneynayuu CT3
Fig. 2. The principle of dynamic triangulation

J171st BBIYMCTICHHS KOOPIUHAT X, Y U Z UCIOJIB3YIOTCS CIIeAyIoIne ypaBHeHus (2-5):

sin By; + sin Cy; - cos Xj_, B

= 2
iy = sin[180° — (B;; + C;;)] @
Vi = (l ___sinBy sinGy )at B, <90° 3)
u 2 sin[180° - (By; + C;))] v

v = — (1_ sinBy; - sin Gy )at B;; =90° (4)
y 2 sin[180° — (B;; + Cyj)] v
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sin B;; - sin Cj; - cosEj:=1 B;
sin[180° — (Bj; + C;;)]

Zij = (5)

CT3 Moxer nate o4YeHb MOAPOOHYI0 MH(popMaImio 00 o0HapYKEHHOM MpENsATCTBUH. B 3amaue
pacro3HaBaHHs U KIAcCH(UKAMU 00pa30B 5TO MOXKHO paccMaTpHBaeTcs Kak Berogy. Ho Bo
BpeMs IUIAHMPOBAaHHs JABW)KEHHs po0OTa, 4TOOBl M30ekaTh CTOJKHOBEHMs, HWH(OpMALUS O
NPEeNATCTBUM JOJDKHA COAEpXKaTh OOInMe JaHHble (IIMpHHA, TIyOMHA, BhICOTA W OONBIINE
BBIITYKJIOCTH €0 MOBEPXHOCTH, KOTOPBIE MOTYT HPEIMATCTBOBATh JABMKEHHMIO). J[pyruMu cioBamu,
NpenaTcTBue A poboTa JAOKHO OBITh MPEICTABIECHO B BHJE NPOCTOI TpeXMepHOW (GuUrypsl ¢
HHU3KMM paspelieHHeM. JTO JAeNaeTcsi MyTeM BBIYMCICHUS SKBUBAJICHTOB YIJIOB PACKPBITHS, Ha
pa3HBIX pPAacCTOSHHMAX CKaHMUPOBAHMS, YTOObI TOANEPXKMBaTh OAMHAKOBOE  pasperieHHe
ucronszyemoit nzoopaxenus CT3.

ABTopsI B [18] pekoMeHyeT TpH pasnuuHbIx yria 14.5636° 5.5455° 1.9091°. Onu npeacTaBasoT
TPH THIIA pa3pelIeHHs, B BUIE IMHTBUCTHYCCKHX TIepeMeHHBIX: «Lowy, «Mediumy n «Highy.

[omne 3penus CT3 MoxeT OBITh NPENCTABICHO B BUJAC IyTH. PasHUIly MeXIy rOpHU30HTaIbHBIMH
miaraMu Mol OyJeM Ha3bIBaTh «YTOJ PAaCKPBITHs», a panuyc Ayrd — «PaccrosiHie cKaHUpOBaHMS)
(paccrosiHre 10 OOHAPYKEHHOTO 00BEKTA).

B cooTBeTCTBUM € 3THMH JOMYLIEHUSIMU OYAyT PACCUUTAHBI YIIIbl PACKPBITUS, HEOOXOJUMBbIE AJIS
JOCTHKEHUSI OTIPEICTICHHOTO pa3pelieHus (KOJIMYecTBa TOUeK Ha Ayre) JUisl pa3HbIX PacCcTOSHHM
CKaHMpoBaHUWs. JlMama3oH pAacCTOSIHUM CKAaHMPOBAHWS pa3JieNsieTcss Ha TPU  CEKTopa:
«9¢ddexTuBHBINY», KOraa poOOTY HE HYXHO CHWXKATb CBOK CKOPOCTb, 4TOOBI H30€kaTh
CTOJIKHOBeHMs; «ONTHMaNbHBI» peakiys 3aBUCHT OT MaHeBpa, KOTOPBIH HEoOX0oIuMo
BBINIOJIHUTB; «KpuTHueckuii» podOoT T0JDKEH 3aMeUIAThCS HITH Ja)Ke OCTaHABHBATHCA.

Kak Buano, cpenuuii yrona mns «Critical» nuama3oHa B KOHIIE pacCTOSHHS [acT HHU3KOE
paspelieHue, KOTOpOro HeIO0CTaTOYHO Uil OOHApYyXEeHUsS KPUTHUECKUX NpemsaTcTBuil. B 3tom
cilydae HeoOXOJMMO YBEIHYHTH paspelienue. [loaroMy Gepercst npesenbHOe 3HaYeHHEe yriia st
JAHHOTO TuanazoHa. Habop yriioB craHOBUTCS ciieayrontim: 5.209°, 2.474°, 1.247°.

C ucrosb30BaHUEM MOJYYSHHBIX JIJAHHBIX MOXKET OBITh BBIMOJNHEH HAOOp MpaBMII Uil KOHTPOJIS
CKOPOCTH pOOOTOB M CTAOMITH3AIMH Pa3pelIeHns BO BpeMst ABMKeHus (Tabm. 1).

Tabn. 1. Ilpasuna paspeuienusi u KOHMPOJisL CKOPOCMU
Tab. 1. Rules for resolution and speed control

Paccrosinue Tun paauyca Vbt Paspemenune

ckarupoBanus (SD) (M) | (JIMHTBHCTHYECKAs | PACKPBITHSA (JTUHTBHCTHYECKAS
TepeMeHHast) (I'pan.) TepeMeHHasl)

SD <l Critical 5.209 Low

1<SD <3 Optimal 2474 Medium

3<SD <5 Effective 1.247 High

Hcnonp3oBaHe NPENCTABICHHBIX MPAaBHJ HW3MEHEHHE YIJIOB PACKPBITHSI [TOMOXKET COXPAaHUTh
YCIIOBHO PaBHBIH YPOBEHB JIETAIM3ALMH NPETATCTBUI B TaMsATH oHOTO podorta. Kpome Toro, aToT
IpoLecC JUCKPETH3alMK II03BOJISIET OCYIIECTBISITH OOMEH IaHHBIMM BHYTPH T'PYIIIBI IS
oOHoBIIeHHs1 00ImIeit 6a3pl 3HaHMH Yalle, 4eM ¢ HeoOpaboranHeiMH AaHHEIMU u3 CT3. Ha stom
JTare BO3HUKAET HEOOX0ANMOCTb (POPMUPOBAHUS CETH OOMEHA TAHHBIMH JUISl TPYIIIBL.

3. QuHamu4veckue cemu nepedayu OaHHbIX

B cratee Oyayr paccMOTpeHBI 1BE MOJENH Iepefadd JaHHBIX: OOMEH uHpopmanued ¢
[EHTPAJN30BAHHBIM yTIpaBlieHHEM (puC. 3a) W CTpaTerus HEHTPATU30BAHHOTO HEPAPXUIECKOTO
ynpaBneHus (puc. 30).
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3.1 ®opmupoBaHue ceTu ons pos po6oToB
PaccmatpuBast oOumii ciyvail post, MOXKHO TIPEIUIOKHUTE MeTo]] GOpMUPOBAHHMS CETH, OCHOBAaHHBIN
Ha CO3JAHUM CBSA3YIOWIETO JepeBa. ANTOPUTM COCTOMT M3 CEMH OJTallOB M BKIIOYACT
HCTIONIb30BAaHHE KJIACCHYECKUX TOIXOI0B:
1. TOCTPOHTH MOJHOCBS3HYIO TOMOJOTUIO CETH;
2. wucnonb3ys anroputM Kpyckana Juis ocTpoeHHs MUHEMAJIBHOTO OCTOBHOT'O JIEpeBa;
3. B NOJNYyYEeHHOM JepeBe HCHojib3ys anroputM @noiina-Yopuiemna, 4ToObl IONYyYHTh
CIIHCOK BCEX BO3MOXKHBIX MapIIPYTOB B CETH;
4. paccuuTaTh CPEIHIO0 JIMHY MaplupyTa JUlsl KaKIoro y3ia;
5. BBIOpaTh y3en ¢ HaWMEHbBINEH CpemHel JITMHON YCTaHOBHTH €T0 KaK y3ed BBICOKOTO
YPOBHS;
6. y37Bl C OMHOCTOPOHHHM IIOJKITIOYEHUEM YCTAHABINBAIOTCS KaK y3JIbI HU3KOTO YPOBHS;
7. npyrue y3ibl KOHQUTIYpUPYIOTCS KaK y3JIbl CPETHETO YPOBHS;

Top laver type
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Fig. 3. Models of information exchange with a centralized and centralized hierarchical solution for the

general case and a group of three robots
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[IpuMeHsiss 3TOT METON, MOXHO AaBTOMATHYCCKHM IOJNIy4UTh O0a Thma cered (3aBUCHT OT
pasMenieHusi poOOTOB, HX KOJMYECTBA M KaueCcTBa CHUTHaja ceTH). B dacTHBIX ciydasx (puc. 4) B
pacderax paccMaTpPHBAETCs OTKPBITOE MPOCTPAHCTBO O€3 MPEMITCTBUM, TOITOMY HUCTIOIb30BAIUCH
paccTosiHUS MEXAY y3iaMu. B Goliee CIOXKHBIX CIIEHAPUSIX PACCTOSHUS JOJDKHBI OBITh 3aMEHEHBI
YPOBHSIMH CHI'HaJIa OECIIPOBOHOM CETH.

3.2 MeTtoa c¢opMMpoOBaHUA ceTM Nepefayu AaHHbIX HAa OCHOBE CMEHbI
nugepa

B cootBercTtBUH cO cinoxHOCTBIO anroputMoB Kpyckana un @noiina-Bapmanna B rpynme c
HEOOTBIIMM  KOJIMYECTBOM pOOOTOB 0oJiee pPAIOHATBHO HCIOIB30BaTh  METOMOJIOTHIO
pactipenienieHust pojei. VIMEHHO mTO3TOMY OyIeT pacCMOTPEH METOHA pPAacIpelelieHHs pPOJIeH,
OCHOBaHHBIN Ha 3a/1a4e BBIOOpA JIHIepa.

Iox TepmunoMm «JIluamep» Mbl OyneM MOHMMATH IICHTPAJIBHBIN y3ei1 oOMeHa NaHHBIMH (poOOT Ha
KOPOTKHUI1 CPOK CTaHET TOYKOW IUISl XpaHEeHUs, CIMSHUS U OLCHKH JaHHBIX). [l BeIOOpa Jnepa
POOOTHI OYIYT UCIIOIB30BATH MPOLECC TOJOCOBAHMUS.

Kaxnprit po60T MOXKET OBITh ONMCAH KaK HA0Op MmapamMeTpoB
R=(,LE,N), (6)

rae | —unertudukarop pobota, L —umeHtndukarop areHta s ronocoBaHus, E — omenka
munepa L (konuM4ecTBO ToJjiOCOB, KOTOpPOE HEOOXOMUMO OTmaTh 3a Jjuaepa), N— crmcox
COCJIMHEHUH, TOCTYIHBIX A poOoTa (ero cocemeit).

IIporecc roj0coBaHUS Ha HAYaJIbHOM 3Talle MPOXOIHUT CICIYIOIIUM 00pa3oM: KaxIblii poOOT
OIICHUBACT CBOMX COCEJICil Ha POJIb JIUEPa B COOTBETCTBUH C HAOOPOM paHee OIMPEICIICHHBIX €ro
XapaKTePUCTHK; KaXKIas U3 dTUX XapaKTEPUCTUK UMEET CBO BeC; C TIOMOIIBIO (DYHKIIUHU YICHCTBA
pOoOOT BRIOHMpAET cOce/la C HAUOOJIBIIIMM 3HAUCHUCM.

Jliist 3HaYeHus rojioca OyAeT peann30BaHa JMHIBUCTUYECKAS MEPEMEHHAS ¢ = «OIIEHKa po00Tay.

CEINT3

Ero 3Hauenne ocHoBaHo Ha mkane M = {“very low”, “low”, “medium”, “high”, “very high”} umu
MOXeT UMeTh uppoBoit sxBuBaienT M = {1, 2, 3,4, 5}. Tlocne nporecca rolocoBaHust OyaeT
CO3/1aHO MHOT'O ajbTepHaTuB A1 E, mosaTomy oH OyaeT uMeTh ciaeayoiryo Gopmy:

E = {ell eZl ey en}: (7)
rae e;— aJ'ILTCpHaTPIBHBIﬁ «KaHauOaT» (l =1.. n) 1 N 3TO KOJIMYECTBO BUIUMBIX cocez[eﬁ.
O]_IeHKa i-ro cocela UCIIOJIB3YET CICAYIOIIYIO q)OpMyHy:
k
e = W] Ci j (8)
j=1

Po6oT omneHMBaT BceX CBOMX BHIMUMBIX COCeel 10 HaOopy XapaKTepHUCTHK:

Ci = {Cili Cizy -y Cik}v (9)
IJie Cj— XapakTepHoe 3HaueHue i-ro “kanaunara” npu j = 1.. k.
Kaxxnas u3 xapakTepucTUK UMeeT CBOi Bec:

W = {le W2r ---;Wk}r (10)

rzie W; — Bec j-Toi XapakTepucTuku, Y, w; = 1.
s onpeneneHns 3HAUYEHUS JTMHIBUCTUYIECKOM MEPEMEHHON MBI UCIIOJIB3YEM TPHU THMA (DYyHKITHIA
NPUHAIJISKHOCTH, MPEJICTaBIEHHBIX HA PHC. 5.
Jnst mosdydeHHs: pe3ysbTaToB Mbl PACCMOTPHM peaM3alfi0 METoJa CMEHbI JHIepa B CETH
[EHTPATM30BAaHHOTO UEPAPXUUYECKOTO YIPABIEHUS C TATHIO y3namu (poboramu). [lepBoHavanbHO
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poboTH3HpoBaHHAs IpyIIa padoTaeT Ha OCHOBE LICHTPAIM30BaHHOM Mozenu ynpasienus. Ha puc.
6 TpeacTaBIeHO 00IIee KOJIMYECTBO 3allpOCOB Ha 00pabOTKY W KOJUYECTBO 3apPOCOB, KOTOPHIE
Obutn 00paboTaHbl (MOKAa3BIBa€T CYMMY OT BCEeX AOCTYHHBIX poOoToB). IloTeps maHHBIX U
ITyONIHUKATHI 3a1IPOCOB OOBSICHSIOT PA3HUILY MEKAY CEPHSIMU TPAPHKOB.

IToTeps [naHHBIX B TakUX 33JadaxX BBI3BIBACT [JOINOJHHTEIBHYIO Harpy3ky Ha MOIYJH
IUIAHUPOBAHUS MyTH (HEU3BECTHBIC YYaCTKH MECTHOCTHU BBI3BIBAIOT JOIOJHHUTEIBHBIC [IEPECUETHI
MapumpyTa), 4TO TaKKe YBEIMYMBACT BpeMs, HEOOXOAMMOE I PELICHHs OCHOBHBIX 3anad
(xapTHpOBaHWE MECTHOCTH, TIOMCK OOBEKTOB W T.A.). B COOTBETCTBHH C 3THM MOJDKHBI OBITH
pean30BaHbl CTPYKTYPHBIC H3MEHEHUSI B CETH NIepeiau TaHHBIX.

z 3
«Very low» «Low» «Mid» «High» «Vvery high»

o5t -t ki ity SalitietEti b Chti -

vle vl mm hm vh

Puc. 5. @ynxyuu npunaone scrnocmu
Fig. 5. Membership Functions

BHenpenue cucteMbl CMEHBI JIHJIEPOB MO3BOJsIET poOOTaM, MOTEPSBIINM CBSI3b C LIEHTPAIbHBIM
y3JI0M, OTIPABJIATH MOJYYCHHbIE JaHHbBIE C IMOMOIIBIO coceleil, KOMIECHCHPYS 3TUM BCe MOTEpU
(puc. 7).

Ha puc. 8 cpaBHHBaroTCsI 00pabOTaHHbIE 3aIPOCHI IO U IOCHIE HCIOJIB30BAaHUS CUCTEMBI CMEHBI
nunepoB. IIpencTaBieHHbIE pe3yabTaThl HAIIETO MOAX0/Aa MOMOTAIOT YBUAETh, UYTO JUIS KaXI0T0
OTJIEJIEHOTO POOOTa B IPpyIIe 00IIHe JaHHBIE (3HAHUS) CTAHOBATCS JOCTYITHBIMU OoJiee 4acTo.
PaccMoTpuM BiIMsSIHUE TAKOTO OOMeHa JaHHBIMU 1 (OPMHUPOBaHUS 001Iei 0a3bl 3HAHUI Ha TPy
pOOOTOB B TPYAHO MTPOXOAUMON MECTHOCTH.

10

requests

—— Requests for processing
Processed requests

n 1 M) 30K} L] M

Puc. 6. Obwuii 06vem omnpasienuvix u 06pabomanubix 3anpocos
Fig. 6. Total amount of sent and processed requests
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=

requests

—— Requests for processmg
— Processed requests

Roceived requasts

o 100 w0 a0 100 s00

Puc. 7. Obwuii 06vem omnpagneHHuix, NOIY4eHHbIX U 00PAbOMAHHBIX 3aNPOCO8 ¢ nomepell CUSHANA C
UCNONb308AHUEM YEHMPATUZOBAHHO20 UEPAPXUYECKO20 YRPABNEH U]
Fig. 7. Total amount of sent, received and processed requests with signal loss using centralized hierarchical
control

0

requests

[ 100 200 5 10 400 S0

—— Processed requests hafore leader changing svetem mplemented
—— P'rocessed requests after leader changing svstem implemented

Puc. 8. Cpasnenue xonuwecmea 06pabomanHvix 3anpocos 00 U Nocjie 6HeOPEHUst CMeHbl Tudepa
Fig. 8. Comparison of the number of processed requests before and after introducing a change of leader

4. lMnaHupoeaHue Mapwpymoe G8uKeHusl

Just popMupoBaHUs TUIABHOM TPaeKTOPHHU MCIIOJIB3YIOTCS anroput™ A* u meroj be3be Ha ocHOBe
nosurona u3 getsipex touek ( [18], [19], [20]). Tlocne kaxmoro HoBoro mpemynpexaeuus CT3
(oOGHapyXeHHe MPENSITCTBUHN) TEeKYINH MapUIpyT MPOCUYUTHIBACTCS 3aHOBO.

BrrmmeymomstayTeiit CT3 mpencTaBisieT OKpyXeHre B Buae oOnaka Touek. CiieZoBaTeNbHO, LIS
TUITAHUPOBAHMS MYTH MOKHO Pa3[eNHTh peibed MECTHOCTH Ha HEOOJIbIINE YYacTKH (SUeHkm),
YTOOBI YMEHBIIUTH KOJIMYECTBO y3JIOB, HEOOXOANMBIX Ul Oostee ObIcTporo pacyera Oe3nercTBHA

(puc. 9).

@ - Goal

@ - Path node

M - Impassable sector
[ - Passable sector
[ - Obstacle

1

Puc. 9. [Juckpemuzayus oxpysicarouje2o npocmpancmed
Fig. 9. Discretization of the surrounding space
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DKcnepyMeHTaIbBHbIE PEe3yNbTaThl BKIIOUAIOT MojenupoBanue Tpex cueH (puc. 10). Kaxnas uz
HUX paccMaTpUBAET TPYIILY U3 TpexX poO6oToB (n = 3) ¢ BO3MOKHOCTEI0 KoMMyHHuKarmu 1 CT3. B
IKCIIEPUMEHTAX PAcCMaTpUBAeTCs CICAYIOMIMH CLEHapHid: U TPYIIBI U3 TpeX poOOTOB 3agaHa
HEN3BECTHAS! MECTHOCTB, KaXIbIil M3 POOOTOB NMEET OJMHAKOBYIO OOLIYIO LIEJb I JOCTHIKCHUS
U OIHY JOIOJIHHUTEIbHYI (MHIMBHAYalbHYI0); pPOOOTHI HAaYMHAIOT IBHIAThCS K CBOUM
WHIVBHIYAJIBHBIM LEJISIM, [0CJe JOCTIIKEHUSI POOOTHI MPOJOIDKAIOT JBIDKEHHE K OOLIeH Lenu;
KOr'Jla Bce POOOTHI JOCTUTAIOT OOLIEH LenH, CLIeHapHUil OCTAHABIMBAETCA.

Puc. 10. [Ipumepul ucnonb306anHHblx 6 MOOETUPOSAHUU CYEH
Fig. 10. Examples of scenes used in modeling

[omy4yenHsle pe3yibTaThl MOKa3aHBl Ha puc. 11 —13. Ha pucyHKax HCIONB3yeTCs CIeNyIoMas
MmapkupoBkn WxGRx nimm WxSRx, 3nece WX — HOMepy crieHsl, G - 1 TPYIIIIOBOTO ABM)KEHHS (C
00MEHOM 3HaHHAMH), €CITU S — ABIKeHHE O0e3 0OMeHa JaHHBIMHU, RX — HOMep poboTa.
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Fig. 11. Trajectories length for scene# 1
Puc. 11. /[nuna mpaexmopuii 015 cyenvi 1
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Fig. 12. Trajectories length for scene# 2
Puc. 12. JJnuna mpaexmopuii 015 cyenvi 2
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Fig. 13. Trajectories length for scene# 3
Puc. 13. Jnuna mpaexmopuii 011 cyenst 3

B 1abn. 3 mpuBeeHBI Pe3yNbTaThl YCPETHEHHBIX PACCTOSIHUE UL KaKAOro poboTa B ciydae
oOMeHa JaHHBIX II0 CPaBHEHUIO C JABIXKEHHEM Oe3 oOMeHa. B pesynbraTe IoOKazaHO, 4TO
peanu3zanys IJIAHUPOBAHKS IyTH C MTOMOIIBIO 00IIeil 0a3bl 3HAHHIH MOXXET COKPATHTh MapIIPyT
po6otoB 10 21,3%.

Tabn. 3. Cpagnenue pe3ynomamos niaHupO8anUst O8UICEHUS!
Table 3. Motion planning comparing results

Scene #1 Scene #2 Scene #3
Robot 1 0.035 0.213 0.19
Robot 2 0.002 0.0042 0.012
Robot 3 0.13 0.0025 0.018
Total 0.066 0.098 0.1
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5. 3aknroyeHue

Orta craThs IpejaraeT OpHIHMHAJIbHOE pelleHHe, KOTOpOe  YyIydIIaeT TPYIHIOBYIO
MapIIpyTH3aIMi0 B HEU3BECTHOH MECTHOCTH M B3aMMOJICHCTBHE MEXIy pOOOTaMH B TpYIIIIE.
IMpennoxxensr Moxenu  (GOPMHPOBAHUS IUHAMHYECKOW CETH TepeJadd AaHHBIX Ul
POOOTH3NPOBAHHOTO POSI MMOKA3BIBAET YIIYUIICHNUS B IIPOLEcCe OOMEHa JaHHBIMU.

ITo pe3ynpTaTaM MOAEIMPOBAHUS BHEAPEHNUE CHCTEMBI CMEHBI JINAEPOB, OCHOBAaHHOM Ha IpoIiecce
rojocoBaHuss W oOmiei Oaze 3HAaHWH, NOBHIMAaeTcs 3PPEKTHBHOCTH IUIAHWPOBAHUS IIYTH.
Peanm3oBaHHBIH TOIXOJ CO3MACT HEMPEPHIBHBIC TPACKTOPUH BO BPEMs IBIXKCHUS. MeTox
CTaOMIM3alK Pa3peIICHNs] AAeT JOMOJHUTENBHYI0 BO3MOXHOCTh HACTPOWKH [AETATH3ALUH B
COOTBETCTBHUH CO CHENN(UKOM cpembl Wik TeKyIei 3amgadeii. Vicmonap3oBaHne HEUETKON JIOTHKH B
pasNMUHBIX II0/337a4ax JeJaeT IOBEACHHE pOoOOTOB Oolee HM3MEHUYMBBHIM M OOECIedYHBacT
cTabuiabHOE (PYHKIMOHMPOBAHKE TPYIIIBI IPH MEHBLIMX dHepro3arparax. CorjlacHO Mojy4eHHbIM
pe3yabpTaTaM, JUIMHA OTAENBHBIX TpaeKTopuil ymydmmiack 10 21,3%.
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AHHOTaumMsi. B craThe mpeACTaBIeH HOBBI MOAXOA K PELICHUIO BAXKHBIX IPAKTHYECKUX MHpOOIeM
KOMIIJIEKCHO#! OTJIa[JKH, COBMECTHOT'O TECTHPOBAHHS M aHAJIM3a BPEMEHHU BBINOJIHEHUS BEPCUI POTPAaMMHBIX
MOAyJIeH B pacrpeneeHHOIl BEIYUCIUTENBHON cpene. TH NpoOieMbl BOSHUKAIOT B MPOLECCE MOMNCPIKKH
HETIPepBIBHOM HMHTEerpanuy (yHKIMOHAIBHOTO HAIOJHEHUs (TPHUKIAJHOTO MPOTPAMMHOTO OOECIIeUeHHs)
pacrpeeIeHHbIX TaKeTOB NPUKIIAIHBIX IporpaMM (Hay4YHBIX NPHIIOKeHNH). MccaenoBanie opHeHTHPOBAHO
Ha TaKeThl, KOTOpHIE HCIOJB3YIOTCS JUIA  IIPOBEAEHHs  KPYHMHOMAacIITaOHBIX  AKCIICPHMEHTOB,
OCYIIECTBISIEMBIX B pPaMKaxX MEXKIMCIUIUIMHAPHBIX MCCIIENOBAaHHUH, B T'eTEPOTCHHBIX pACIPEAEICHHBIX
BBIYMCIIMTENBHBIX —cpefax, wuHTerpupytonmx Grid u oOnaunble BblYMCICHUs. HaydHas HoBH3Ha
MIPEUIOKEHHOTO TOX0/1a 3aKIIF0YaeTCsi B 0OBbEANHCHNH METOJOJIOTHH CO3/IaHUs PACIPEEICHHbIX MaKeTOB
MPUKJIAJHBIX TPOrPaMM C COBPEMEHHON MPAKTUKOIT pa3pabOTKH MPOrpaMMHOT0 00eCTieYeH s Ha OCHOBE €ro
HENPEephIBHOM MHTErpalii C MCIOJB30BaHHEM 3HaHUH o croeruduke pernaembix 3agad. Cpencrsa
HENPephIBHOM HMHTErpanuu, paspabaTbiBacMble B paMKax MPEJIOKEHHOTO MOJAXO0Ja, CYIIECTBEHHO
pacIIUPSIIOT CIEKTP €€ BO3MOXXHOCTEH NPHMEHUTENHHO K MPOIeccaM CO3JaHMsI M HCIIOJIB30BAHUS TaKUX
MaKeTOB B CPaBHEHHUHU C W3BECTHBIMU MHCTpyMeHTaMH. DyHIaMEeHTaIbHONH OCHOBOHM MX ()YHKIMOHHPOBAHUS
SIBJIICTCSl KOHIETITYaJbHas MOJIeNb, B paMKaX KOTOPOW OCYIIECTBISETCS Crelu(UKalys, IUIAHHPOBaHUE U
BBITIOJTHEHHE TIPOLIECCOB HENPEPHIBHOW MHTETPALUK MPUKIIAJHOTO HIPOrPAaMMHOT0 00ECTICUeHHUs! C PUBS3KOI
K KOHKPETHBIM MPEIMETHBIM JIAaHHBIM H PelllaeMbIM 331a4aM. Vcronb3oBaHue pa3pabaThiBaeMbIX CPEICTB Ha
MPaKTHKE BEIET K CHIDKCHUIO 4YMCia OMMOOK W COOEB MPUKIAJHOTO MPOrpaMMHOTrO OOecredeHus] HpH
pa3paboTKe W MPUMEHEHHH MAKeTOB, YTO, B CBOI0 OYEPE/b, CYIIECCTBEHHO COKpAIACT BPEMs NPOBEICHHS
KPYIHOMAcCIITaOHBIX BBIYUCIIUTENBHBIX OSKCIIEPUMEHTOB W MOBBINIACT 3((OEKTHBHOCTh HCIIOIB30BAHHS
pecypcoB  TeTEepOTeHHOH  paclpe/ieNieHHOH  BBIYMCIMTENBHOW cpeAbl. Pe3ynbTaThl  MPaKTHYECKHX
JKCIIEPUMEHTOB IO TMPHUMEHEHUIO MPOTOTHIIA CHCTEMbl HEINPEPHIBHOW HMHTErpalliy IPHKIATHOTO
IPOrPaMMHOT0 00eCTIeYeH s TOKa3bIBAIOT €ro BHICOKYIO A PEKTHBHOCTb.
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Abstract. We propose a new approach to solving important practical problems of complex debugging, joint
testing, and analysis of the execution time of software module versions in a heterogeneous distributed
computing environment that integrating Grid and cloud computing. These problems arise in the process of
supporting the continuous integration of modules of distributed applied software packages. The study focuses
on the packages that are used to conduct large-scale computational experiments. The scientific novelty of the
proposed approach is to combine the methodology for creating the packages with modern software
development practices based on its continuous integration using knowledge about the specifics of the
problems being solved. Our contribution is multifold. We expanded the capabilities of continuous integration
tools by developing new additional tools for the markup and transformation of data from poorly structured
sources and predicting modules execution time. In addition, we developed a technological scheme of the joint
applying our developed tools and external systems for continuous integration. Therefore, we provide a more
large range of capabilities of continuous integration in relation to the processes of creating and using the
packages in comparison with the well-known tools. The fundamental basis of their functioning is a new
conceptual model of the packages. This model supports the specification, planning, and execution of software
continuous integration processes taking into account the specific subject data and problems being solved.
Applying the developed tools in practice leads to a decrease in the number of errors and failures of applied
software in the development and use of the packages. In turn, such decrease significantly reduces the time for
large-scale computational experiments and increases the efficiency of using resources of the environment.
The results of practical experiments on the use of system prototype for continuous integration of applied
software show their high efficiency.
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1. BgedeHue

B nHacrosiiee BpeMsi IpIMEHEHHE BBICOKOIIPON3BOIUTEIBHBIX BEIYHCICHUH CTAI0 HEOTHEMIIEMOH
COCTaBIIAIONIEH Tmpolecca MONACPKKH IPOBEICHHUS KPYIMHOMACIITAOHBIX HSKCHEPUMEHTOB IIO
pemeHnio OONBIIMX HAYYHBIX M MPHUKIAAHBIX 337a4 B PAa3IMYHBIX cepax UenoBEUeCKOH
JESTeTPHOCTH. B 3aBHCHMOCTH OT MacIITaOHOCTH peIaeMbIX 33/7a4 B BBIYHCIHTEIBHYIO
HHPPACTPYKTYPY MOTYT OBITH BKIIFOUEHBI epcoHanbHbIe KoMmmbioTeps! (I1K), ceprepsl, kimactepsl,
pecypchl IIEHTPOB KOJUIEKTHBHOTO ToNb30BaHuUs, Grid-cucteMbl W oOmauHble TuiaTdhopmbel. B
o01mem cirydae, opraHu3yeTcsl TeTeporeHHas pacrpeseieHHas Beranciurenstas cpeaa (IPBC), B
KOTOpOI BBINOJIHSAIOTCS MPUI0XKEHUS, XapaKTepU3yIOLUECs pasHoi CTETIECHBIO
MacITabupyeMOCTH BBIYHCIEHHUH, YyBCTBUTEILHOCTH K HEOHOPOAHOCTH PECYPCOB, HOTPEOHOCTH
B BHUPTYaJM3allMM PECYPCOB CpEIbl, a TaKkKe HEOOXOAMMOCTH WHTETPAllMd MOJIENH CBOCH
IpeAMEeTHONW obiacTH ¢ WHpOpMaIMeld O NMporpaMMHO-aNmnapaTHOW HHQPACTPYKType Cpeabl M
aJMHUHUCTPATUBHBIX MOJIUTUKAX, ONPEACICHHBIX AT €€ pecypcoB. [IpunoxkeHust, 4yBCTBUTENbHEIE
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K HEOJJHOPOJHOCTH PECYPCOB, BBIMOIHSIIOTCS, KaK MPaBUIIO, B OAHOPOIHBIX y3JIaX KIacTepa UIH B
BUPTyaJIbHO# cpene. [loTpeOHOCTh B HEll BO3HMKACT TaKKe M y NPWIOKECHHUH, MCIOIb3YIOIINX
nporpaMMHoe obecnedeHue (I10), ommdHOE OT YCTaHOBIEHHOTO B y371ax cpensl. [IpuMeHeHue
BBICOKOIIPOU3BOJIMTENILHBIX BBIYMCICHUH CBSI3aHO C OTOOpa)KEHHEM allrOPUTMOB PELICHUs 3aja4
Ha apXUTEKTYPY BBIYHUCIHUTENBHON cpexsl [ 1, 2].
MO’KHO BBIAEIUTH OTAENBHBIM KIacC MPUIOXKEHUH — paclpelesieHHble MaKeThl MPUKIAJHBIX
nporpamm (PIIIIII), xoTopble XapakTepu3ylOTCs MPUMEHEHHEM MOJIYJIBHOTO IOJX0/a, BBHICOKOW
CTENEHBI0 MacIITa0MPYeMOCTH M BO3MOKHOCTBIO HMX BBIIIOJHEHHS HA Pa3HOPOIHBIX pecypcax
cpeapl. IlompzoBatenn  PIIIIII  3amHTEpecoBaHbl B MAaKCHUMaJbHOM  HCHOJIb30BaHUHU
BEIUCTUTENRHBIX MomHocTe [PBC. B moxemn npeamerHoit oomacti PIIIIT BRIYMCINTEIHHBIH
IpoIecc NpPEeACTaBIAeTCS B BUAE CXEMBI PEIICHHSA 3aJadd, KOTOpas TECHO KOPPEIUpPYeT C
noustieM pabogero mporecca (workflow). Cucremsr paspaGotkn u mpumenenus Workflow
MO>KHO paccMaTpUBaTh Kak yacTHbIN cirydaid PTITIIL.
Kak mnpaBumo, I'PBC xapakrepu3yeTcs TIOCTOSHHBIM HM3MEHEHHEM CBOMX IPOTPaMMHO-
anmapaTHEIX M MH()OPMAIMOHHBIX PECypcoB. DTO BIIEYET 3a COOOM HEOOXOOMMOCTH PEIICHHS
npobaeM peKoHpurypanuu BeMHCAHTENRHEIX cpen PIIII, momudukamum wux OHOMMOTEK
NpOrpaMMHBIX ~ MoOXyjled w/wunu paspaborku HoBoro IIO, mojnepKu KOPPEKTHOCTH
B3alMOJEHCTBUS Pa3IUYHBIX BEPCUM IIPOIPAMMHBIX MOJAYJIEH B paMKaX €IMHOM CXEMbl PELICHUS
3a/a4yd, ydeTa YCIOBUH IPUMEHEHHMS 3TUX BEpCHil, KOMIIEKCHUPOBAHUS H3MEHSIOIINXCA
UCTOYHHMKOB TMpeAMeTHOW HH(popmamuu co crpykrypamu aanaeix PIIIII, mporno3upoBanus
BPEMEHHU BBIIIOJHEHUA MOJYyJEH pa3HBIX BEpCHUH C I€NbI0 ONTHUMH3AIMM IOKa3aTelel
(YHKIIMOHUPOBAHUS BBILACIAEMBIX UM pecypcoB U 3((EKTHBHOCTH peuieHus 3anad. s pemenns
BBIIICNIEPEYNCICHHBIX MPOOJIeM MOTyT OBITh HCIIONIB30BAaHBl B TOM WM MHOW MEpe CpencTBa
HenpeprlBHOU uHTerpauuu I10.
OnHako mojepsKKa TaKOH MHTErpanuyl MO-TIPEKHEMY SIBJISETCS HETPUBHAIBHON MPOOIeMOn uis
MHCTPYMEHTANbHBIX cpeacTB opranuzanuu PIIIII, Bkmrodas cHCTEMBI CO3MaHUs U NMPUMEHEHHS
workflow [3]. JlaHHBIE cpeicTBa 3a9acTyIO0 HE TOTOBBI B ITONHON Mepe TOINEPKUBATH CIOKHBIH
IPOIIECC HENPEPBIBHOM MHTErpallid B COYETAaHUM C KOHLENTYalbHBIM MOJEIHPOBAHUEM,
TPaJULMOHHO MpPHUMEHSEMBIM B TaKMX [AaKeTaX, a TakKXKe HCIOIb30BaHUEM IPEIMETHO-
OpUEHTUPOBAHHBIX 3HAHMN B COYETAHHM CO CIIEHUAIN3UPOBAHHBIMM 3HAHUSAMH O IMPOTPaMMHO-
anmapaTHOM MH(pacTpyKType cpenbl M aAMUHUCTPATUBHBIX IMOJUTHKAX, YCTAHOBJIECHHBIX B €€
y3nax.
B 3T0if cBsA3M B cTaThe MPEANIORKEH HOBBIM IMOJXO0J K O0ECIICUEHHIO HENPEphIBHONH WHTErpaluy
¢yaxunonansHoro HamoiHeHust PIIIIII, Gazupyrommuiics Ha CIMSHUM METOMOJIOTUH MOCTPOCHHS
TaKUX IAKETOB C COBPEMEHHOM MNpakTHKON pa3paborku [IO Ha OCHOBE €ro HempephIBHOU
MHTETPAINK C UCIIOIb30BaHUEM MPeIMETHO-OPUEHTHPOBAHHBIX 3HAHMH. B paMKkax 3Toro nmoaxoma
pacuIpeHsl BO3MOXHOCTH CPEJICTB HENPEephIBHOI HHTErpanmuu 3a c4eT pa3pabOTKH HOBBIX
JOTIOTHUTENBHBIX ~ WHCTPYMEHTOB Ui  pa3MeTKH M TpeoOpa3oBaHMA  JAHHBIX W3
CITa0OCTPYKTYPUPOBAHHBIX HCTOYHHKOB, a TaKXXe IPOTHO3MPOBAHUS BPEMEHH BBITOIHEHUS
moxayneit PIIIIII. Pa3paGorana TexHOJOTMYECKass CXEMa COBMECTHOTO  HCIIOJIb30BaHHUS
pa3paboTaHHBIX MHCTPYMEHTOB M BHELIHUX CHCTEM JUIS HEIIPEPhIBHOW MHTETPALUH.
OcraBasics 4acTh CTaTbU CTPYKTYpPHpOBaHA CIEAYIONIMM 00Opa3oM: BO BTOPOM pasJielie CTaTbu
NPUBEJICH KPaTKUH 0030p CPENCTB U 0OCYXKIIEH Psi/i BaXKHBIX NPOOJIeM HENPEPHIBHON MHTETPAIN
[10. B tperseM pazzerne paccMOTPEHBI BONPOCH, cBsizaHHbIe ¢ paszpadotkoii PIIIIII B Orlando
Tools. B werBepToM pazjeine NpeaokeHa TEXHOJIOTHYECKash cXeMa HENpPEephIBHOW WHTETpaIiy
(yHKIIMOHAJIBHOTO HAIOJHEHHWs IaKeToB. B cienylommux IByX pasjenax ocoboe BHHUMaHHE
YIEJICHO  HCIOJb3YEeMOMY IOJIXOXy K pa3MeTke M TpaHcopManuu  JaHHBIX U3
CITa0OCTPYKTYPUPOBAHHBIX HCTOYHHKOB, a TakXke pa3paboTaHHONW MOJENH OICHKH BpPEMEHH
BBINTOJIHEHUS MOAyJieil. Pe3ynbraTel NMpakTHYeCcKOro NPUMEHEHUs pa3pabOoTaHHOTO MPOTOTHIA
noacucTeMsl HempepelBHOM wmHTerpanumu B Orlando Tools mpuBeneHsl B cenpMOM pasjedne.
3aKTIOUHTENBHBIN pa3ien 0000MaeT pe3yabTaThl HCCIICOBAHMS.
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2. 0630p cpedcme Henpepbi6HOU UHMe2pauuu MPO2PaAMMHO20
obecnedyeHus

B mpomecce pa3paboTKu CIIOKHBIX NPOTPAMMHBIX KOMIUIEKCOB IIepel WX pa3paboTyHKamMu
BO3HMKaeT HEOOXOJMMOCTh OpraHW3allMd  B3aWMOAEHCTBUS MEXIY (YHKIMOHAIBHBIMU
MOJICUCTEMaMH  TaKMX  KomIuiekcoB. IlogcucTeMbl  MOTYyT — cO3[aBaThCs  Pa3IMUHBIMU
pa3paboTYMKaMHi C HCHONB30BAaHHUEM INHPOKOTO CIHEKTPa S3BIKOB IIPOrPaMMHUPOBAHHSA H B
OpHEHTaMK Ha (PYHKOMOHMPOBAHWE TIIOJ YNPABICHHUEM pa3sHOOOPAa3HBIX MPOTrPaMMHO-
anmapaTHeIX 1IaTopM. OCHOBHBIM HAa3HAUYEHWEM HETPEPHIBHON HWHTETpallUM  SBISETCA
BBIABIICHHE M YCTPaHEHHE TNPOOJIEM B3aMMOACHCTBHSA OTIACIBHBIX MOICHCTEM IPOTrPAMMHOTO
KOMIUIEKCA MEXIy co00il myTeM aBTOMAaTuM3almuM HUX COOpPKH, OTIaAKH W COBMECTHOTO
TecTHpOBaHUA [4].

Ha cerommsmauil 1eHp pa3zpaboTaH MHPOKU HAOOp CPENCTB, 0OECICUNBAIONINX aBTOMATH3AINIO
IIPOLIECCOB HETIPEPHIBHOM MHTETPAIMN B XOJI€ Pa3pabOTKH CIIOKHBIX MIPOTPAMMHBIX KOMIUIEKCOB.
B ux uncie cucremsr CircleCl [5], Jenkins [6], TeamCity [7], Travis [8], GitLab [9] u mHOrHe
npyrue cpeactsa [10, 11]. Kaxaas cucteMa UMeeT CBOM CICIU(PHUCCKHE OCOOCHHOCTU C TOYKH
3peHust obOecriedyeHns (DYHKIMOHAIBHBIX BO3MOXKHOCTEH, IOCIEIOBATEIbHOCTH BBINOJIHEHHS
JIEHCTBUIN TONB30BATENSIMA JIAHHOW CHUCTEMBl M €€ aIMUHUCTpUpoBaHusA. Bce oHM oOnamaror
OIpe/IeTICHHBIMH IPEUMYIIIECTBAMU U HEJJOCTaTKaMU.

Hexotopeie ux nHux (Hampumep, CruiseControl. NET [12] wiam Apache Gump [13]) sxecTko
NIPUBSI3aHbI K S3bIKY IPOrPaMMHUPOBaHMs, HA KOTOPOM OCYIIecTBIsieTcst pazpadorka [10, ¢ nenbio
MaKCHMMaJIbHOTO  KCIIOJBb30BAaHMS ~ BO3MOXKHOCTEH  JAaHHOTO  si3bIKa B CBSI3KE  CO
CrHeLUaIM3uPOBaHHBIMU CPEACTBAMU YIIpaBJieHHs: OMOIMoTeKaMu IporpamMM. B kadecTBe npumepa
Takoro cpeacTsa MOxHO mnpuBecTn cucreMy Conan [14] mis sizeika C++. Jpyrue cpencrtsa
MIPEAOCTABIIIOT AOCTYII TOJBKO B peXHMe padoTsl obmaynoro cepsuca (Hanpumep, CircleCl nmm
TeamCity) u He NO3BOJAIOT Pa3MECTHTh BeCh HEOOXOAMMBIM HAaOOp CPEICTB HEMpPEpHIBHON
MHTETPALUH Ha CBOMX pecypcax. BOZHHMKAIOT ONpeeleHHBIC CIIOKHOCTH C MHTETpalied TaKkux
cpencts, kak BuildMaster [15] u Travis [16], co cpemamu pa3pabOTKH H3-3a HCIIONB30BaHUI
pa3HbIX (popMaToB MpPEACTABICHUS JaHHBIX M PA00YNX HPOLECCOB.

Kak mokaspIBaeT CpaBHUTENBHBIN aHANIN3 CPEICTB HeNpephlBHOW mHTerpanuu, GitLab sBmsercs
OJIHOI1 M3 HanboJsee MEePCHEKTUBHBIX CUCTEM 10100HOTO Ha3HaueHHs. OHa oOecreunBaeT TECHYIO
MHTETPALUIO TPOLIECCOB aBTOMaTHYeCKOro TecTupoBanus [10 u XpaHeHHs €ro NCXOAHOTO KO/a C
nomouiplo periozuropust Git [17], a Takke 3amyck TECTOB Ha cepBepax COOpPKH MPOrpaMMHOTO
obecrieueHNns ¢ MPUMEHEHHNEM TaKUX CPENICTB, KaK CETEeBOM MPOTOKOJ Oe3omacHoro nocryna SSH
[18], ckpunTsl Ha s3bIKe TporpamMmupoBanus Shell [19], mporpammuslii kommieke VirtualBox [20]
JUIs BUPTYaJIM3allMy Pa3iMYHbIX onepanuoHHbix cucteM (Microsoft Windows, Linux, FreeBSD,
macOS, Solaris/OpenSolaris, ReactOS, DOS u japyrux cucrem), MpOrpaMMHBIE IPOIYKTHI
BupTyanu3auun kommanuu Parallels [21], mporpaMmHble KOMILIEKCHI Ui aBTOMaTH3alMd
pa3BepThIBaHUS U YIPABJICHUS IPWIOKESHUSIME B cpee BupTyanmm3anuu Docker [22] u Kubernetes
[23]. BosmoxnocTh ycranoBku GitLab paspaborunkom 1O Ha cOOCTBEHHBIX BBIYMCIHMTEIBHBIX
pecypcax TO3BOJSIET OOeCleqnTh HEOOXOAMMBIA YPOBEHb OC30MACHOCTH W THOKOCTH BCEH
CHCTEMbl HENPEpPHIBHOMH MHTErpalyy B LEJOM. B Tabn. 1 mpuBeneH CpaBHUTENBHBIA aHAIU3
obecrieueHns] BaXXHBIX (DYHKIMOHAJIBHBIX BO3MOXKHOCTEH HamOoJiee IMOIYJSPHBIMH CpEJCTBAaMU
HENpepbIBHOI HHTETPALIUH.

Tabn.l. P€3y/lbmambl cpasHumellbHo2o anaiusa

Table 1. Results of the comparative analysis

OyukiuonansHas Bo3mokHocts | Travis Cl | TeamCity | Jenkins | CircleCl | GitLab

YcTanoBKa CHCTEMBI Ha pecypcax

- + + - +
pa3paboTumka

[onnepxka TectupoBanus [10
i OC Linux
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[Monnepxxka Tectuposanus [10 + + +
st OC Windows

Mounwutopusr 110 - - - - +
Hammaune perosutopust 06pa3on +
KOHTEHHEepOB

IIpoBepka xagecTBa + +
MIPOrpaMMHOTO KOZa B

Wudopmanus, n3BiekaeMas N3 HCTOYHAKOB MPEIMETHBIX JaHHBIX (HampuMmep, BeO-cTpaHu [24]),
W pe3ysbTaThl pelleHMs 3ajad, IojiydaeMble B pesynbrare BblnoiaHeHus PIIIIII, 3adactyro
SBIIIIOTCSL  CIIOXKHO CTPYKTYPUPOBAaHHBIMH, HEOJHOPOAHBIMM M IOJBEPKEHHBIMH YacThIM
U3MEHEHHsIM. B 3Tol CBsi3M B mpoliecce HENpephIBHOM HMHTErpanuu TpedyeTcs NpUMEHEHHUE
ruOKOH, OCHOBAaHHOM Ha 3HAHMAX MOJENH, IO3BOJISIONICH ONPENENsITh B3aMMOCBS3H MEXIY
NEepBUYHON HMHpOpMaNMeil M CTPYKTYpaMH JaHHBIX, HCHOJb3YEMbIMH TaKUMH IaKeTaMH.
M3BecTHBIE cpecTBa HEMPEPBIBHON HHTErpalluy He MO KUBAIOT TAKOH BO3MOXKHOCTH.
Otnanka u tectupoBanue [10 Ha pa3HBIX MIPOrpaMMHO-ANNAPATHHIX MIaTGOpPMax MOTEHIHATEHO
IMO3BOJIAIOT B TO K€ BPEMA BLIINOJHATH W OLICHKY BPEMCHH BBINIOJHCHUA 3TOT'O IIO ¢ y4€ToM
pa3nuuMuii XapakKTepUCTHK UCIOIb3yeMBIX pecypcoB. st pemieHus 3Toi 3agaun (HETpUBHAIBHOM
JUIL CYIIECTBYIOIIMX CPEACTB HENPEPBIBHON HHTErpanny) HeoOXomuMa pa3pabdoTKa HOBBIX
METOJIOB M CPEACTB NMPOTHO3NPOBAHMUS BPEMEHH BBITIOIIHECHHS TIPOTPaMM.

3. Orlando Tools: paspabomka u npumeHeHue pacrnpedesieHHbIX NnaKemoe
npuknadHbIX Npo2paMm

PazpaboTka mNpHIOKEHHH AN TIPOBENCHMS HAYYHBIX W NPUKIAAHBIX  HCCIIETOBAHUH
OCYILIECTBIISICTCS C IIOMOIIBI0 HHCTpyMeHTanmbHOro komiuiekca Orlando Tools [24]. 3ror
KOMIUIEKC 00€CIeUYHBacT MOCTPOCHHE HPEIMETHO-OPHEHTHPOBAHHBIX BBIYMCINTEIBHBIX CPEl, B
KOTOPBIX MHTETPUPYIOTCSl pPa3JIMuHble BBIYUCIHMTENbHbIE MH(OPACTPYKTYPBI, MOJJIEPKUBAIOIINE,
kak Grid, Tak 1 00JaYHbIE BEIYUCIICHUS.
B ommcanun monenu npeamerroit oomactu PIIIII BEIIEnstOTCS TPH KOHIENTYaIbHO 000COOICHHBIX
CIIOSl 3HAHUH — BBIYUCIMTEIBHBIN, CXEMHBIH M IPOIYKLIHOHHBIH, HaJ KOTOPHIMH (OPMHPYHOTCS
MIOCTAaHOBKH 3a/1a4 M CTPOSATCS CXEMbl UX pELIEHUs. BpIUMCIUTENbHBIN CIIOM 3HAHUH pealn3yercs
NPOrPaMMHBIMH MOJIYJISIMU TaKeTa, KOTOpBIE MPEACTABISIOT €ro (YHKIHOHAILHOE HAIOJHEHHE.
[TapaMeTps! 1 omepanuy MmakeTa OTPakaloT CXeMHBIEe 3HaHUS. [lapaMeTphl OTpaxaroT 3HAYMMBbIC
XapaKTepUCTUKH M CBOWCTBA MpeAMeTHOW obmactu. Omnepanuy BBICTYINAIOT B KadecTBe
OTHOIIECHUH BBIYUCIMMOCTH MEXAY IBYMS HMOIMHOMKECTBAMH HAapaMeTpOB HPEIMETHOW 00acTy.
Takoe oTHOmIEHHE OOYCIIaBIMBAET BO3MOXKHOCTH BBIYHCIICHHS HMCKOMBIX 3HAUCHHI HapaMeTpoB
HEPBOTro MOJMHOYKECTBA, KOI'JIa U3BECTHBI 3HAYEHUsI IIapaMETPOB BTOPOTO MOJMHOXKECTBA. Momynu
MaKeTa MPEJCTaBISIOT COOOH MPOrpaMMHYIO peanm3aiuio onepanuil. Crenupuxamyus Kaxiaoro
MOAYJsI BKIIOYaeT WHQOpMAIMI0O 00 WCIOMHAEMOM MpPUKIIATHOW mporpamMme (HaNMEHOBaHHH,
BEpPCHH, BXOJHBIX M BBIXOJHBIX ITapaMeTpax, Mpoleccax cOOPKH M KOMITHIISIINK, MHCTPYKIHUSX TI0
3aITyCKy, JOMYCTUMBIX KJIacCaX PECYpCOB IUIS BHIIOIHEHH). BO3MOKHOCTE BBITOTHEHUS ONepannii
B TIpOILIecCe PEIICHNS 3a/1a9M B 3aBUCHMOCTH OT TEKYIIETrO XOa BEIYHUCICHHHA U COCTOSHIS PECYPCOB
I'PBC onpenensieTcst poLyKIHUAMHE, KOTOPBIE (POPMHUPYIOT IPOTYKIIMOHHBIA CIION 3HAHHUMH.
Ha BeruucnurensHON Mojenu maketa (GOpMYJIHMPYIOTCS TMOCTAaHOBKHW 3anad ((dopMann3oBaHHbBIE
OTIMCaHMS YCJIOBHH 3a/a4 B TEPMHUHAX IapaMeTpoB W omepanuii). B obmem ciydae moctaHoBKka
3a/1a4 OIpeeIisieT:
® BXOJHBIE TTAPAMETPHI (TaHHBIC, HEOOXOUMBIC JJIsI PEIICHUS 3a]]a9H);
e BEIXOJIHBIE TAPAMETPHI (PE3yIbTaThl PEIICHHUS 3a/1a9Hn);
e omepanuu, KOTOPBIE MOTYT MIJIHM JOJDKHBI OBITH BRIITOJIHEHBI B IIPOIECCe PEIISHNS 3a1a4H Hal
M0JIEM TTapaMETPOB;
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® OI'paHUYCHUS, OTIPECACIAIOIINEC BO3MOKHOCTD BBIIIOJTHCHUA onepaunﬁ.

ITo chopMynHMpOBaHHOW IMOCTAHOBKE 3aJaud CTPOMTCS €€ CXeMa peIICHHUs, OTpaKaromas
HH()OPMAIMOHHO-IOTHIECKUE CBA3H MEXY ONEPALUSIMHU ITAKETa.

4. O6bwas cxema Henpepbi8HOU UHMezpayuu

Apxurextypa Orlando Tools [25] pacmmpena GYHKIHOHHPYIOIIAM POTOTHIIOM CHCTEMBI
HerpepbiBHON uHTerpanuu. OOmas cxema B3ammoneiictBus Orlando Tools ¢ momcucremamu
HEeMpephIBHOW MHTErpanuu mpuBeneHa Ha puc. 1. 3amyck mpoueccoB HEMPEPHIBHOW MHTETpaluu
OCYILIECTBIIICTCS HA CICAYIOIINX YEeThIPEX 3Tanax, CBI3aHHBIX ¢ pa3padboTkoi PIIIIIT:

® BHCCCHHC U3MCHEHUI B UCXOIHBIA KOJ MOJYJICH;

e no0aBIicHUE HOBOI BEPCHH MOTYJIS;

® CO3/aHUC HOBBIX 00Pa30B BUPTYaJIbHBIX MAIIUH IS BHIMOJIHCHHUS MOTYJICH;

e pa3paboTKa HOBBIX CIICIU(UKAIUN 0a3 JaHHBIX.

( - . /7 Cepeepsl KOMTUAALMN:
i ¢ GitLab Runner;
Penoawtopmit

UCKOAHBIX KOADE Cepeep GitLab | * KOMnMAATOPEL. = il::“

Git . Cepeep [K Vi
* MIOACHCTEME HEMPEPEIBHON MHTEMPALMK:

. F = GitLab Runner;

\"\; ompaser. o
'

~— Pecypcel TPBC '\.

'_ e

\__ Knacrep Ceppep  IK

gitlab-ci.yml ./"' Cepeep OrlandoTools ™

Penosutopui JFrog ‘

Artifactory Ex:

Puc. 1. Cxema noodepoicku HenpepvleHoll uHmezpayuu
Fig. 1. Scheme of supporting the continuous integration

B Orlando Tools B kadecTBe cHUCTEMBI YNpPaBIEHUs BEPCHSMH HMCXOJHOTO KoOJa MOAYJeH
ucnonp3yeTcst penosuropuii Git, moctyn k kKotopoMy obOecmeumBaercs cpemoit GitLab. Ipu
BHECEHHH B 3Ty CUCTEMY M3MEHEHNH, CBA3aHHBIX ¢ pa3pabOTKONH HOBOTO WIIM MoJupuKanuei yxe
cymectBytomero 110, AaBTOMAaTHYECKH  OCYIIECTBISIETCS ~ €ro  KOMIWIAIUS ~ Ha
CHeLUaIN3UPOBaHHBIX cepBepax mwimn ys3nax [PBC ¢ moMompio NpenycTaHOBIEHHOTO areHTa
Gitlab Runner.

B ciydae ycremmHoN KOMIWISIINK, OCYIIECTBIISIETCS TECTUPOBAHME MOXYJsl. TecToBbIE JaHHBIC
JIOJDKHBI OBITH TO00paHbl Pa3pabOTYMKOM TakeTa TaKuM 00pa3oM, YTOOBI BpeMsl TECTUPOBAHUS HE
NPEBBIIATIO NpeJeTbHBIX 3HaueHHW (0 yMOJNYAaHWIO OO0 1 MMHYTHI), YCTaHOBJICHHBIX
anmunuctparopom I'PBC. TectupoBanue MOyt TAKXKE OCYIIECTBIsIeTCs ¢ moMoripio GitLab Runner.
Bropoii stan cBszan ¢ gobaBieHneM HOBOU Bepcum monyis B PIIIIII. B ciydae ee ycmeniHoro
TECTHPOBAaHUS HA TPEABIIyNIeM JTale CTaTyC MOAYJS TOoMedaeTcs KaK «CTaOWIBbHBIM» W ero
OuHapHas Bepcus noOammsercss B pemosutopuil JFrog Artifactory [26]. JlaHHBIH pemo3uTopuit
CIIY)KAT B Ka4eCTBE XPaHWINIIA OMHAPHBIX BEpCHIl MOAYJEH M MPEeIOCTaBIsAeT HHTEPGEHCH 1
B3aMMOJICHCTBHS C pa3IMYHBIMU INAKeTHBIMH MeHemkepamu (Hampumep, Advanced Packaging
Tool [27] wmn Yum Package Manager [28]). Ilpu BKIOYEHWH HOBOW BEpPCHH MOIYJIS B
PENO3UTOPUH OCYILECTBIIAETCSI aBTOMATUYECKHUN 3allyCK TECTHPOBAaHUS CXEM peIIeHUs 3ajady,
oInepanuu KOTOPBIX PEATU3yI0TCs JaHHBIM MOAYJIEM.

Co3naHne HOBBIX 00pa3oB BUPTYaJbHBIX MAIIWH, C ITOMOINBI0O KOTOPBIX B JanbHeimem OymyT
BBINONHATECS MoAynu B y3nax I'PBC, ocymecTBisiercs B paMmkax TpeTbero 3rama. B cimywae
J00aBIEHUsI HOBOTO 00pa3a BHPTyalbHOW MalIMHBI C XapaKTEPUCTUKaMHM, COBIAJAIOUIMMHU C
XapaKTepUCTUKaMU TpeOOBAaHMH K Cpejie BBINOJIHEHMS B creNU(UKAIMIX CTaOMIBHBIX MOAYJEH,
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MPOU3BOJUTCS 3aITyCK TAaKUX MOJYJIEH JUIsSl TECTUPOBAHMS MX KOPPEKTHOTO BBINOJHEHHS B HOBOM
o0pa3ze BUpTyalbHON MalluHbI.

[ocnennuit sTan cBsi3aH ¢ MOATOTOBKOW criel(UKaIMi NPeAMETHBIX 0a3 IaHHBIX IS MOJYJEH,
KOTOpBIE XapaKTepH3ylOTcs 00paboTkoil Oombmmx o0beMoB aaHHBIX (BigData), xoTopble He
MOT'YT OBITH HepefaHsl B BuJe (ailyioB Al BXOAHBIX U BBIXOJTHBIX MapaMeTPOB 3THX MOJyJeH B
yzen ['PBC. Opranmsanuss mnepegadn W o0pabOTKM TakuX OOBEMOB JaHHBIX Tpedyer
UCIIOJIb30BaHMsI IOTIOJHUTEIBHBIX MIPEAMETHBIX 0a3 JaHHBIX M BeO-CEpPBHUCOB, NMPEIOCTABISIONINX
BO3MOKHOCTH BBIOOPKH IAaHHBIX 1O ompeneneHHBIM kputepusM. B Orlando Tools Takme 6a3ssi
maHHBIX cnenudumupyorcs B (Gopmate JSON. B ciaydae pa3paboTkd HOBOH crieIMHUKAINN
npeaMeTHON 6a3bl JaHHBIX OCYLIECTBILIETCS 3aIyCK MOIYJICH, HCIIONB3YIOMUX 3TH 0a3bl, C LETIbI0
TECTHPOBAHMS IIPOLIECCOB OOMEHA TAHHBIMHL.

5. UHcmpyMmeHmansHoe cpedcmeo pa3mMemku U mpaHcghopmMayuu GaHHbIX
u3 cnabocmpykmypupoeaHHbIX UCIMOYHUKOE

HeobOxommMocTs  moNydeHWs  3HAYCHHH  NPEAMETHBIX  JaHHBIX,  COJCpXKALNIMXCA B
CTa0OCTPYKTYPUPOBAaHHBIX HMCTOYHHMKAaX (0a3aX MaHHBIX WM OTHOCNIBHBIX (haiilaXx pasHbIX
(hopMaToOB, CO3JMAHHBIX paHee CYOBEKTaMH pa3IMYHBIX BHIOB JCATEIHHOCTH B paMKax
NPEJMETHOW 00JaCTH M COJACPIKAIIMX PE3YIbTaThl JKCICPHUMEHTOB WM CTATUCTHYCCKHUE
MOKa3aTeIn) 4acTO BO3HHMKAaeT B mporiecce co3fnanus u npumenenus PIIIIII. Takue nannbie
TpeOYIOTCs s 3aIaHUs MCXOIHBIX TApaMETPOB 3aau MakeTa. B CBsA3M ¢ 3TUM, ero pa3paboTYuKu
BEIHY’KJICHBI OCYIIIECTBIISITh HETPUBHAIBHOE TIPe0oOpa3oBaHUE M3BICKAEMBIX MPEAMETHBIX JaHHBIX
K OTIpelIeIeHHON (popMe WX MPEICTABICHUS B ITaKeTe.

M3RNEUEHUE AAHHBIX U3 CoxpaHeHWe UHHOPMALMUA B LENEBLIX
cnaGocTPYKTYPUPOBAHHLIX MCTOUMHUKOB WCTOYHWKAX AaHHbIx ans PN

_____________ Crpyktypras
cneyndukauma
e

TpaHcdopmaura QaHHEIX:
PasmeTka QaHHBIX: * CO3JaHWE CTPYKTYP

I A s

| * ONpPEAeneHne NMEeH CYLHOCTER, MMeH CYLLHOCTEN B LIENesom :

| aTpubyToB U 0BnacTeil JaHHbIX; dopmare; I

l HacTpo/AKa NPaBUN TPAHCCHOPMALMK, e  3KCNOPT AaHHLIX B LIENSEOH |
)

-

+ dopMMpoBaHe KWIACCOE; dopmMaT ¢ NPMMEHEHNEM
\ ] CO3RAHWE CTPYKTYPHOW cneuwdikanmu. npaenn Tpadcopmaunn.
s

- -

Puc. 2. Cxema pabomvi cpedcmea pazmemxu u mpaHc@hopmayuu OaHHbIX U3 C1AO60CMPYKMYPUPOBAHHbIX
UCMOYHUKOB

Fig. 2. Tool operation scheme of the markup and transformation of data from semi-structured sources
B cucteme HenpephIBHOM MHTETpaluyl pa3padoTaHa cxeMa pa3MeTKH M TPaHC(HOPMAaIHU JTaHHBIX
U3 crnabOCTPYKTYPHPOBaHHBIX HCTOYHHMKOB B BHZE (aiioB snekTpoHHBIX Tabmmi (CSV, MS
Excel) k crpykrypupoBaHHO# (opme mpeacraBienus 3HaueHuid napamerpos PIITIIT B Buze 6a3
naHHbIX W XML-, JSON- ¢aiinoB. B pamkax naHHOH cXeMbl pa3pabdOTYMKy IaKeTa
MPEJOCTaBIACTCS BO3MOXKHOCTH BH3YaJbHOHM HACTPOHKM W CHenM(UKAIMH  Tpolecca
TpaHC(hOpMaMK JaHHBIX, HEOOXOAMMBIX IS peIIeHHWs 3adad KOHKpeTHOro kiacca. Ha osrtame
pasMeTKn pa3paboTdnk (OpMHUpPYET AEPEeBO CYIIHOCTEH, YKasbiBash B KaKHX JHaNa30HaxX
CITa0OCTPYKTYPHUPOBAHHBIX JOKYMEHTOB 3TH CYIIHOCTH HaxolaTcs. OTIeNbHBIM aTpuOyTaM MOTYT
OBITH 3a7aHBI MpaBmia TpaHCHOpPMAIMH, HANIPUMED, pa3[elieHHe Ha HECKOJBKO aTpHOYTOB MM
ylaJeHue 4vacted 3HadeHuil. JlepeBo CyIIHOCTEH MOET OBITh JIONOJIHEHO KJlacCaMH IS
obecrieueHnst GOPMUPOBAHMS CIIOKHBIX LIEJIEBBIX CTPYKTYp. 3HaHUS pa3paboTdnKa O pasMeTKe U
npaBwiIax TpaHc(HOpMALMK COXPAHSIOTCS B BHJE CTPYKTYPHOH crienu(HUKannuy, KOTOpPblE MOTYT
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OBbITh MPUMEHEHbl MHOTOKPATHO NPH PELICHHH THIIOBBIX 3aJad M3BJIECUCHUS M TpaHC(HOpMAaLMH
JIAaHHBIX (HANpHUMeEp, MO HCIOJIB30BAHUIO CTATHCTHYECKOM MH(POPMAIMK 3a pasHbIe IEPHOJBI).
Kpome Ttoro, copmMupoBaHHBIE CTPYKTYpHBIE CHEHU(PUKAIMM MOT'YT OBITh HCIOJB30BaHbI JUIs
aBTOMATHU3alWHU CO3JIaHMs IIPUKIIATHBIX IPOrPAMMHBIX CHCTEM JUIsl padOTHI C IAaHHBIMHU LIEJIEBBIX
cTpykTyp. OOmmIas cxema pa3MeTKH U TpaHc(opMaIuu peacTaBiIeHa Ha pHc. 2.

6. OueHka epeMeHuU ebInosiHeHus1 Modynell

Pa3paboTana cneuumanbHasi MOJENb OLEHKA BPEMEHHU BBHINOJHEHUS MOIYJIEH CXEMBl pEIICHHS
3agaud. Moaynp B Ipoliecce ero TeCTUPOBaHMS 3allyCKaeTcs Ha STAJIOHHOM y3J€ B IPOrpaMMHOM
cpene s MpoUIMPOBAaHUS TporpaMM. B mporecce BBITIOTHEHUS MOIYIS ONPEACISIOTCS €ro
BpEeMEHHBIE 3aTpaThl Ha pabOTy ¢ pa3IMYHBIMH KOMIOHEHTaMH y3lla C Y4YeTOM €ro
BEIUUCITUTENBHBIX XapaKTepUCTUK. [lyTeM CpaBHEHHS XapaKTEpUCTHK ITAJOHHOTO M IEJIEBOTO
Y3J0B TIPOTHO3ZUPYETCS BpEMs BBIIONHEHUS MOIYJIS Ha MEIEeBOM y3lie C HEKOTOpOoit
MTOTPENIHOCTEIO.

B pamkax paspaboranHoii Momenu ¢opmupyrorcs Habopel CR = {cry,cry, ..., ¢} u CT =
{ctq, cty, ..., Ctyy} XapPaKTEPUCTUK JTANOHHOIO W LEJEBOrO Y3I0B U ONPEAEIAIOTCA MX 3HAYEHUS.
Mexay cr; um Ct; yCTAaHABIMBAETCS B3aHMHO OJHO3HAYHOE COOTBETCTBHE, [ = 1,m . 3arem
dopmupyercs muoxectBo P = {p;(d), p;(d), ..., pn(d)}. Dnement p;(d), j =1,n orpaxaer
BEIYMCIUTENPHYI0O HArpy3Ky y37a TIpH BBIIOJHEHHH MOAYIS (YHCIIO  BBITIONHEHHBIX
LEJIOUUCIICHHBIX OMepalfii, YKCIO OIepaluidi ¢ IUIABAIONICH TOYKOH, YMCIIO OOpalieHuil K
ONEpaTHBHOW MaMATH M KA3II-MIaMSATH pPa3HbIX YPOBHEH, YHMCIIO MPOMAaXOB TaKUX OOpalieHUi,
YHCIIO CECCUIl YTEHUs C TUCKA U 3aIMCH Ha IMCK M JPYyrHe MO0Ka3aTeln) B 3aBUCUMOCTH OT 00beMa
d oOpabGaTpiBaeMBIX JaHHBIX 3TUM Moayiem. Jlamee ompenenstores ¢yukiun f;(CR, P),
BBIYHCISIFOIIINE BpeMsi paboThl |-ro KOMIMOHEHTa y37a mpu 00paboTKe BHIYHCIUTENHHOM HATPYy3KH,
| =1,k . Bpems BEITIOTHEHHs MOJYIS B TATOHHOM Y3JI€ OLIEHABAETCS BBIPAKECHHEM

3 _ vk
TT’(d) - Zl:l ﬁ(CRI P, g(d)):
riae g(d) — 3To HHTEPIOISAIMOHHAsT ()YHKIIUS, ONPEeSSIoNas 3aBUCUMOCTh OT 00beMa JTAHHBIX d
9KCIIEPUMEHTANBHBIM MyTeM. [IOrpeniHocTh € JAHHOW OIIGHKH OMNpPEACIsieTCsT M3 Pa3sHOCTH
peanbroro Bpemenu T,.(d) Bemmonuenus moayist u T,.(d):
&= Tr(d) - Tr(d)
Bpems T/ (x) BbINOJIHEHHS MOIYJIS B LIEJEBOM Y3JI€ OLIEHUBAETCS BEIPAKEHHEM
l A Tr(d) & _ V'k
T{(x) =T.,(d) +¢ %@’ T,(d) = Zz=1fl(CT, P,g(d))-
OrleHKa BpPEMEHHU BBIMIOJIHEHUSI MOJAYJS, MMOJy4aeMmas C MOMOIIBI MPEUIOKEHHOW MOJICIH,
SIBISIETCSL  IOCTATOYHO rpyboii. Kpome TOro, aBTrOoMaruueckuii BHIOOp HWHTEPHOISIUOHHOMN
byukuun g (d) IS HEKOTOPBIX KIIACCOB MOJYJIEH ABISETCS TPYIHO pean3yeMbiM. TeM He MeHee,
KaK T0Ka3aHO B CJIEAYIOLIEM pasJesie, Takas OlleHKa IMO3BOJISIET B psje CIy4aeB CYLIECTBEHHO
VIYYIIUTh —[OJB30BATENbCKAE OLEHKH, a TaKKe OLEHKH, OINpeleseMble Ha OCHOBE
BBIYKCIIUTENBHOM HCTOPHH.

7. [lpumeHeHue HenpepbieHOU uHMezpayuu 8 Orlando Tools

B kagecTtBe mpumepa NpHMEHEHHs HENPEpHIBHON HHTETpAald paccMaTpuBaeTcs paspaboTka
moxynei PIIIIII, npenqHazHa4eHHOTO ISl TECTHPOBAHMS MOAU(DHUKAIMA alTOPUTMA MYJIbTUCTApTA
Ha 3a7ayax MOWCKa MI00ANbHOTO MHHHMYMa MHOTOAIKCTpEeMalbHBIX (yHKIMA. Moaemnb cxeMsl
pemeHus Mog0OHBIX 3a/4a4 NMPUBEIeHa Ha pHC. 3, TAE Zy — Z;3 U 04 — 04 — 3TO COOTBETCTBEHHO
mapaMeTpbsl U ONEpAaLUH BBIYMCIMTENBHOM Mojenu. HasHaueHwe mapamMeTpoB M omepauuil, a
TaKke 0COOCHHOCTH TIpollecca pelIeHHs 3aad AeTalbHO paccMOTpeHs! B [29]. B nanHol Monenu
CXEMBI Zg SIBISIETCSI COCTABHBIM NApaMeTpOM, a Z3 U Zi, NPEACTaBIAIOT MapajuleIbHbIE CIUCKU
JIAaHHBIX, OJJIEMEHTBl KOTOPBIX 00pabaThiBaroTCs (| SK3EMIULIpaMH OIepauuu 0;. B makere
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pa3pa60TaH Ha60p Mouyneﬁ, peamM3yomux OoInepanuuu 01 — 04 W TPCACTABIIAIOIIUX OTaIlbl
TCCTUPYCMBIX MOI[I/I(bI/IKaIII/Iﬁ AJIropuT™Ma NpUMCHUTCIIBHO K Pas3IMYHbBIM MHOI'09KCTPEMaJIbHBIM
(byHKI_[I/IHM. Hpouecc PpCUICHUS TaKUX 3a4a4 TpeGyeT MHOTOKPATHOT'O OOHOBIICHHS Moayneﬁ.

Puc. 3. Mooenv cxemvl peurenus 3a0auu
Fig. 3. Problem-solving scheme model

Cneyugpuxayus 0b6wvexmos eviuuciumensrot modenu. Ha puc. 4 npuBeneHsl crenupuKaIum
OCHOBHBIX 00BEKTOB BhIUMCIUTENbHONW Momenu B Orlando Tools, ucnonb3yembie B mporiecce
TECTUPOBAHUS MOJyJIEH.

<module> <operation>
<name>Umsa_momysia</name> <name>NmMsa_omnepaunmn</name>
<parameters>BxonHtle napameTpPE> <parameters>BxonHiEe napaMmeTpsr>
BeIXOIHEIE TTapame TP BeIXOZHEIE ITapaMe TP
</parameters> </parameters>
<signature>Komanma samycka <run_condition>Ycnosue 3zanycka
</signature> </run condition>
<cores>Umcyio_sapmep</cores> <while flag>lpusHak NOBTOPEHMA
<walltime>Bpemsa ocranoBa</walltime> </while flag>
<run mode>PexwmMm samycka</run mode> <module name>Mma momymna</module name>
<repository>onucanue_ mozmyns <split condition>Ycnoeue pacmennenms
</repository> </split condition>
</module> <task_name>Nmsa_samaun</task_name>
</operation>
a) b)
<parameter> <task>
<name>lMs_rnapameTpa</name> <name>lMsa 3anaumu</name>
<extention>Pacumpenne</extention> <parametrs>BXOnHbE MNapameTps:>
<liSt>qMCﬂO_3ﬂeMeHTOB</liSt> Bmxonﬁme_napaMeTpm</parametrs>
</parameter> <operations>CnMCOK_onepamMﬁ</operations>
<modules>Cnucox_sepcuii_mogynen</modules>
<test>onmcaume pmauumx</test>
</task>
c) d)

Puc. 4. Cneyugpurxayuu 06vexmos gvruuciumensroi moodenu: Mooy (a), onepayus (b), napamemp (¢) u
cxema pewenust 3adayu (d)
Fig. 4. Object specifications in the computational model: module (a), operation (b), parameter (c), and
problem-solving scheme (d)
HoBble snementsl crenupukanud, HEOOXOAWMBIE s TOJACPKKH TpoIecca HEMPEePhIBHOM
WHTETPAIlH, BBIJCICHBl MONYXHPHBIM ImpudTtoM. B cnenmpukamumn MOAyIss 3IEMEHT
<repository> COACpX)HUT HHOOPMAIMIO O Pa3MEHICHHH STOr0 MOAYJSL B PEIMO3UTOPHU H €ro
3aBHCHMOCTH OT JPYIHX MOJyJIed. OieMeHT <test> cHenuUKaluyd 3aadydl  BKIIOYACT
WHQOPMALIMIO O TECTOBBIX NaHHBIX. MHpOpMarus B 000uX 3yeMeHTaX MpelcTaBlicHa B GopMate
JSON, tpebyemoMm i1 uX nanpHeimeid oOpabOTKM € MNOMOMIBIO MAKETHOTO MEHeKepa
Composer. O6e cienuduKauy pacIMpeHs! JOMOJIHUTETBHBIMU dJIEMEHTAMH HEOOXOIUMBIMU IS
paboter Orlando Tools, momemenusMu B 31eMeHT "orlando". OHHM WTHOPHPYIOTCS MAKETHBIM
MeHemkepoM Composer U MO3BOJISIIOT CBS3aTh MOAYJH MMAKeTa MPOTPaMM C UX peaU3alUisIMHA B
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PETO3UTOPHSX, a TAKXKE 337aTh HAOOPHI BXOMHBIX U BBIXOJHBIX JAHHBIX JUIS TECTUPOBAHUS CXEMBI
pemenus 3aaaun. DnemeHT <modules™> sBisieTcst HeoOs3aTenbHBIM. OH yKa3bIBaCT BEPCUH MOYJICH
IUTSL TaHHOM cXeMBblI pereHust 3aaaun. [Ipumepsr onucanuii B popmare JSSON npuBeneHs! Ha puc. 5.

{"orlando": { {"orlando": {
"Vma_momyna': { "fileio": "Bxomueie bdariyer>
"dir": "mupexTopusa momyna", BEIXOTNHEIE _ate" },
"exe": "ucnomnHsaemeni_odain"}}, "repositories": [Penosuropunl],
"repositories": [Penosuropun], "require": {IllakeT_cC_TeCTOBEMK
"require": {Cmnmcok MomyJel C _TaHHBMM} }

yKasaHueM Bepcui}}

a) b)

Puc. 5. Ipumep onucanus ungopmayuu o mooyne (a) u mecmogulx dannwvix (b)

Fig. 5. An example of the description of information about the module (a) and test data (b)
Paspabomra mooyneii nakema. Ha puc. 6 moka3aHBl pe3yNbTaThl OIEHKHA CPEIHETO BPEMEHHU
paboThl pa3paboTunKa MakeTa, 3aTPaAuyuBAcMOro UM Ha J00aBlICHHE WM MOIHU(PHUKALUIO OIHOTO
MOJyJIsl C MCIOJIB30BaHUEM aBTOMaTu3aluuu HenpepbiBHOW uHTerpaiuu B Orlando Tools (a) u
MyTeM HEaBTOMATH3HPOBAHHOTO INPUMEHEHHs CTOPOHHHUX CHCTEM IOJICPXKKH TaKOro Ipolecca B
cucremax ynpasienus Workflow, rakux xak Condor DAGMan [30] (u/a). [laHHbIe pe3ynbTaThl
MOKA3BIBAIOT CYIICCTBCHHOE COKpAIICHHEe BpPeMEHH (C/B), 3aTpadyMBaeMOro pa3padOTINKOM B
MIEPBOM CIlydae, KOTJa ATambl KOMIIUISINHA HCIOTHSIEMOTO KOIa MOIYISI, TECTHPOBAaHHS €ro
CKOMITHJIMPOBAHHON BEPCHUH, €€ pa3MeIIeHHE B PEIO3UTOPUU U TECTUPOBAHHE MOIYIS B COCTaBe
cXeMBbl pelreHus 3amaun BeIonHAOTCA B Orlando Tools aBTOMaTmuecku, 0e3 ero mpsMoro
yaactust. CoKpaleHre BpeMeHH BO MHOTOM OOYCIIOBIICHO HCKIIOUEHHEM HaKIaIHBIX PacXoJOB,
CBSI3aHHBIX C 3aIlyCKOM W 3aBepllieHHeM pabOThl CTOPOHHHMX CHCTEM HENPEpPBHIBHON MHTETpallvy,
mpeoOpa3oBaHUEM U Tepenaveii JTaHHBIX MEXKy HIMH.

MoaroToska AaHHbLIX
B KomMnunsiums
TecTUpoBaHWE MOAYNA B OTAENBHOSTH
“ PasmelleHne Mogynei B pENo3uToOpMU
= MoguthuKkaumMa nakeTa nporpamm
TECTUPOBAHNE MOAYTIA B CHEME PELIEHNA 380840
® [IpoBepka pesynsTaTOB TECTHPDOBAHNA
u HaknapHele pacxone!

o ® - 3% K H ie

Bpema, mMuH

Hia 52

HenpepoiBHas MHTETpauWa

Puc. 6. Bpems svinonnenus nenpepulHoll unmezpayuu
Fig. 6. Continuous integration runtime
Ilpoenosuposanue apemenu 6oinoaHeHUs cxemvl pewenus 3aoauu. Cxema perieHus 3anaqn (puc.
3) BBINOJNHATACH HA JECSATH y3J7aX JIByX BBIYUCIHTENBHBIX KJIACTEPOB IO JBYM CIICHAPHAM: C
OIIEHKOI BPEMEHH BBHITIOTHEHUS €€ MOAYJIEH B y37laX C MOMOIIBIO PAaCCMOTPEHHOH BBIIIE MOJACITH
(o) m 6e3 Takoii omneHku (0/0). OleHKa BPEeMEHH BBITIOJHEHHS MOJIYJIEH TPHUMEHSIAch st
MIPOIOPIHMOHATBHOTO PACIIPEEICHIs] BBIYUCIUTEIBHON HArpy3KH MEXIYy Y3IaMH C Y4eTOM
OTIMYUI MX XapaKTepHCTHK (y3en kimactepa 1: 2 mpomeccopa AMD Opteron 6276, 16 sanep, 2.3
GHz, 64 GB onepartuBHOW mamsTy; y3en kiacrepa 2: 2 nponeccopa Intel Xeon CPU X5670, 18
snep, 2.1 GHz, 128 GB oneparusHoii mamsitn). Uuena y3imos kinacrepa 1 (kimacrepa 2) B mporecce
skcriepuMenTa u3Mmensuiocb or 0/10 (10/0) mo 10/0 (0/10). Ha puc. 7 mpencraBiieHbl BpeMms
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peleHus 3a/1auu, CpeqHss 3arpy3Ka IPOLECCOpOB, YCKOpeHHe M 3((GEKTHBHOCTH BBIYUCICHUH
IIPU COOTHOLIGHHM YHCIa M Y3JIOB Kiacrtepa | K 4YHCIy N y3JO0B Kiactepa 2. YCKOpeHHE H
3¢ PEKTUBHOCTH BHIYNCIICHBI OTHOCHTEJILHO BPEMEHH pelIeHust 3a1a4 Ha | y3iie kiacrepa 2.

700 100
31 . 8
0 (4% Y i ,
] L e w ® .
2 400 ° e g2 80 ,® 2
g- L ] gﬂ.
S 300 &%40
$ 200 Th
& g8 20
100 6o “0 &G¢e ®Blo ©o0
o} 4]
0/10 2/8 4/6 6/4 8/2 10/0 0/10 2/8 4/6 6/4 8/2 10/0
min min
a) b)
10 1
? 0.9 ?
8 . 0.8
® L] 6 07 o
=6 ° £ 06 * .
a . €05 ®
9 4|0 g e e $04 |9 g0 ® 0o
= 803
2 o2
6o o0 ® 01 #6lo o
0 o]
0/10 2/8 4/6 6/4 8/2 10/0 0/10 2/8 4/6 6/4 8/2 10/0
min min
c) d)

Puc. 7. Dkcnepumenmanvuvle dannble: 6pems peuienus 3a0aqu (a), cpednsis sazpyska npoyeccopos (b),
yekopenue (C) u agppexmusnocmo (d)
Fig. 7. Experimental data: problem-solving time (a), average processor load (b), speedup (c), efficiency (d)

[IporHO3HBIE OIIEHKM BPEMEHM DEIICHHMs 3a/laud, WCIIOJIb30BAHHBIE B IIPOIIECCE PACHPEIEIICHHS
BBIYHCITUTENIFHON Harpy3KH IIPH Pa3HOM COOTHOIICHUH Y3JIOB KJIacTepoB 1 U 2, moka3aHbI Ha puC.
8 B CpaBHEHMH OIICHKaMHM IOJIb30BATEN, OLEHKAaMH, HOJIYYeHHBIMI Ha OCHOBE BBIYUCIUTEIHHOI
HUCTOPUU M pEaJbHBIM BpeMeHeM perleHus 3amadd. OleHka IOIb30BaTeNs, Kak IPaBHIIO,
CYIIECTBEHHO 3aBBIIIEHA M OCHOBaHa Ha €ro IPaKTUYECKOM OIbITe pEIIeHUs 3aJadd B
OJTHOPOJHOH cpene. YcpeqHEHHas OIEHKa, MOJMyYeHHas Ha OCHOBE BBIYMCIUTEIHHON HMCTOPHH,
TaK K€ JaeT 3HAYUTENBbHYIO MOTPEIIHOCTh, TaK KaK Ha OCHOBE TaKOW MCTOPUH CJIO0KHO YYeCTb
pasnmuus B XapaKTePHCTHKAaX y370B. TakuM o00pa3oM, HaWMEHBIIYI0 IOTPEUIHOCTh B

OOJILIINHCTBE CJIy4JacB obecrieynBaer MNPOrHo3Has OLCHKA.
700

.
¢ 600
g s00
3 400
E‘ 300
& 200
“ 100

a

or10 1/8 2/8 3/7 4/6 5/5 6/4 TI3 8/2 &/1 10/0

min

= OugHKa Nons30BaTens = ClueHka Ha OCHOBE BLIMMCAWTENbHON NCTOpMK
MporHosHas ocueHka PeaneHoe epems

Puc. 8. Bpemsa pewenus 3a0auu
Fig. 8. Problem-solving time
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75 72,97 w Cpegusn 3arpyska 100
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Ha puc. 9 npuseneHo yiydiieHHe CpeIHEKBAaJPAaTHIECKOTO OTKIOHEHUS O KPUTEPHEB PEIICHUS
3ajauu npu pacnpeneneHud Harpy3ku B ['PBC ¢ yyeToM NpOrHO3HBIX OLEHOK. YIIydlIeHUE
Kacaercs Kak 3((eKTHBHOCTH HCMONIB30BaHHS PECYPCOB, TaK M Mpolecca pelieHus 3anadu. Puc.
10 mokxaspIBaeT YNydIICHHE CPEIHEKBAIPAaTHUYECKOTrO0 OTKIOHEHHS O IOTPEHIHOCTEH OIIEHOK
BPEMEHHU pELIeHUsA 3a/JadM, IOJyUYEeHHBIX OT I[OJh30BaTeNsd M HAa OCHOBE BBIYMCIMTEIBHOU
ucropuw, B npoientax. Pacuets! Bemmonnensl B UCKI CO PAH [31].

8. 3aknroyeHue

B pamkax npennokeHHOW CUCTeMbl HelpepblBHOW mHTerpanuu moayneu PIIIIII, B orminume ot
W3BECTHBIX CPEICTB MOJOOHOI0 HA3HAUCHHUS, PEAIN3YIOTCS KaK TPaIUIMOHHBIE (YHKIUH
yIpaBJeHUsT BEPCHSMH IIPOrpaMM, aBTOMATH3alMH MX COOPKM M TECTHPOBAaHUS, TaK U HOBBIC
(YHKIMM M3BIICYEHUS U CTPYKTYPH3alMH MIPEAMETHBIX 3HAHWH, YHU(HUKAMH TPOIIECCOB COOPKH
MOIyNiell Kak Ha BBIICICHHBIX CepBepaX, TaKk M Ha MammHaX pa3padorunmkoB PIIIIIT myrtem
HCTONB30BaHUs CHENUAIN3UPOBAHHBIX BUPTYaJIbHBIX MAIIWH, CHHTE3a TECTOBBIX CXEM PEIICHHS
3aJa4 Ha KOHIENTYyalbHOH MOJIENM M HCCIENOBAaHUS CBOMCTB BBINONHEHHS MOJYJEH
oTHOcHUTENbHO XxapakTepucTuk I'PBC. PesynbraTsl mpakTHUECKOro HCHONB30BAaHUS MPOTOTUMA
CUCTEMBl HEINPEPBIBHOW MHTETPAMU TOKa3bIBAIOT CYIIECTBEHHOE YIYYIICHHE pa3IHYHbIX
roKasareJsiel mpoiecca BoinoHeHus Berauciaenuii B [ PBC.
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Aunorauusi. Mogens Multi-Bulk Synchronous Parallel (Multi-BSP) — 510 Momens mnapamienbHOro
MIPOTpaMMHPOBAHUS JUII MHOTOSCPHBIX MAIIMH, KOTOpas paclIMpseT KiIacchmdeckylo Mozens Bulk
Synchronous Parallel. Multi-BSP nanpaBneHa Ha moaaep Ky pa3paboTK{ alrOPUTMOB U OIICHKH BPEMEHH UX
paboThl. DTa MOJENh B 3HAUUTENBHOW CTENICHNW ONHUpAeTCss Ha IMPaBHIBHOE BEIYHCICHUE I1apaMeTpoB,
KOTOpBIC XapaKTepH3ylT o0opynoBaHue. KOHE4YHO, HCIONb30BaHHE OOOPYNOBAHHS TAKXKE 3aBUCHT M OT
O0CcOOCHHOCTEH 3amad W aJrOpuTMOB, NPUMEHSEMBIX Ul UX pelleHus. B 3Toi cTathe mpencraBieH
TOTyaBTOMATHYECKUH TOAXO0J K PEIICHUIO 33a7ad ¢ MPUMEHEHHEM MapayIelbHBIX aJrOPUTMOB Ha OCHOBE
monenu Multi-BSP. Bo-niepBbIX, XapaKTepHCTHKH KOHKPETHOTO MHOTOSIZICPHOTO KOMITBIOTEPA OMPEACTISIOTCS
ITyTeM MPUMEHEHHUS aBTOMaTH4YecKoi nponenypsl. [locie sToro anmaparHast apXUTeKTypa, OOHapy KeHHas Ha
TIPEABIAYIIEM 3Tare, NPUMEHSeTCs Uil pa3pabOTKH MEepeHOCHMOro MapaiebHOro anropurma. Hakorer,
BBITIOJTHSIETCS TOYHAs HACTPOIKa MapaMeTpoB JUIsl MOBBINIEHHs oOmieil a¢ddexkrtuBHOCTH. MBI mpeaiaraem
OeHuMapK Ui M3MEpEeHHs MapaMeTpoB, KOTOPHIE XapaKTEpU3YIOT pPacxXoibl Ha KOMMYHUKALUH U
CHHXPOHHU3AIIMI0 B KOHKPETHOM o0opynoBaHuu. Hamr moaxox oOHapyXHMBaeT MEPapXUUECKYI0 CTPYKTYpPY
MHOTOSIICEPHOIM apXUTEKTYPhl W BBIYUCISET MapaMeTphl Ul KaKAOTo YPOBHs. BTOpBIM BKIIAJOM HaIero
HCCIIEIOBAHUS SBISIETCA TIPEIUIOKEHHE CHUCTEMBI monanep:kku Multi-BSP. Ona mo3Bossier pa3pabaTeIBaTh
QITOPUTMBI, HPHMEHSS PEKYPCHBHYIO METOMOJOTHIO K HEepapXHIeCKOMY MAEpeBY, yXKe MOCTPOCHHOMY C
TIOMOIIBI0 O€HUMapka, yzensisi ocoboe BHUMAaHHE TPEM 3JIEMEHTAPHBIM (QYHKIUSM K OCHOBBIBAACH Ha
CTpaTeTHH «pa3Jelsiii W BIAcTBYi». Bammmanust mpemaraeMoro MeToja MPOU3BOAWIACE ITyTeM H3YUCHUS
AITOPUTMA, PeaN30BaHHOTO B IPOTOTHUIIE MexaHn3Ma Multi-BSP, TectipoBanus pa3nu4HbIX KOHGHUrypauunit
MapaMeTpoB, KOTOpBIE JIydIlle BCEro IOAXOIAT Ul KaKAOW 3aJaud, M HCIOJB30BAHHS TPEX Pa3IMYHBIX
BBICOKOIPOU3BOIUTEIBHBIX MHOTOSIIEPHBIX KOMIIBIOTEPOB.

KaroueBbie ¢j10Ba: BEICOKOITPOU3BOIUTENILHBIC HCUNCIICHHST; OEHUMAapK; MHOTOSIICPHOE TIPOTPaMMHUPOBAHUE;
Mozens BSP

Jas unurupoBanms: Ananuz M.O., Hecmaunos KanoBac C.E. IlomyaBroMaTHdeckuii mNOAXOH K
TapaJuIeIbHOMY PEIIeHHUIO 3a4ad ¢ ucnonb3oBanueM Mozaenu Multi-BSP. Tpyxer UCIT PAH, Tom 31, Bemm. 2,
2019 r., ctp. 97-120. DOI: 10.15514/ISPRAS-2019-31(2)-8
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Abstract. The Multi-Bulk Synchronous Parallel (Multi-BSP) model is a recently proposed parallel
programming model for multicore machines that extends the classic Bulk Synchronous Parallel model. Multi-
BSP aims to be a useful model to design algorithms and estimate their running time. This model heavily relies
on the right computation of parameters that characterize the hardware. Of course, the hardware utilization
also depends on the specific features of the problems and the algorithms applied to solve them. This article
introduces a semi-automatic approach for solving problems applying parallel algorithms using the Multi-BSP
model. First, the specific multicore computer to use is characterized by applying an automatic procedure.
After that, the hardware architecture discovered in the previous step is considered in order to design a
portable parallel algorithm. Finally, a fine tuning of parameters is performed to improve the overall
efficiency. We propose a specific benchmark for measuring the parameters that characterize the
communication and synchronization costs in a particular hardware. Our approach discovers the hierarchical
structure of the multicore architecture and compute both parameters for each level that can share data and
make synchronizations between computing units. A second contribution of our research is a proposal for a
Multi-BSP engine. It allows designing algorithms by applying a recursive methodology over the hierarchical
tree already built by the benchmark, focusing on three atomic functions based in a divide-and-conquer
strategy. The validation of the proposed method is reported, by studying an algorithm implemented in a
prototype of the Multi-BSP engine, testing different parameter configurations that best fit to each problem
and using three different high-performance multicore computers.

Keywords: High Performance Computing; Benchmark; Multicore Programming; BSP Model

For citation: Alaniz M.O., Nesmachnow Canovas S.E. A semi-automatic approach for parallel problem
solving using the Multi-BSP model. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019. pp. 97-120 (in
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1. BeedeHue

Mogens BSP Opima mpenctaBneHa B koHIe 1980-bIX IT. Kak MOJENb MPOTPAMMHUPOBAHMS JUISA
pacrpe/ieNieHHbIX BBIYUCIUTENBHBIX CUCTEM B NPEATOI0KEHHH, YTO Y KOKAOTO BEIYHCIUTEILHOTO
y3Ja UMEETCs TOJbKO OAHO sApo [9]. XoTs Mozenb YCHENHO HCTojb3oBanack B 1990-pIx rT.,
MOCTETIEHHO €€ MOIYJISIPHOCTh YMEHBIIWIIACh 10 NPUYMHE BOSHUKHOBEHHUS! B TEUEHHH MOCIIECIHUX
JIECSATH JIET HOBBIX MHOTOSIIEPHBIX apXUTEKTYp. [I0CKOIBKY OIleHKa BO3MOKHOCTEH KOMIBIOTEPOB
npuobpenia HOBoe 3HaueHWe, Mojaenb BSP Obuta pacmmpena no Multi-BSP [10]. Multi-BSP
pacumupsier BSP B 1ByX HampaBneHHAX:

® JTO Hepapxuyeckass MOJeNb C IPOU3BOJBHBIM YHCIOM KOMIIOHEHTOB, YYHMTBHIBAIOIIASL
(bU3HYECKYIO CTPYKTYpY MHOTOUHMCIICHHBIX YPOBHEH NaMsATH M K3IIa KaK OHOM YHIIE, TaK U B
MHOTOKPUCTAJILHBIX apXUTEKTYpax;

e B Moxeau Multi-BSP, B otnmume ot ncxomHoit Mmogenn BSP, B kauecTBe NOMONHHUTEIBHOTO
rapaMeTpa YUUThIBAETCS pa3Mep MaMsITH Ha KaKIOM ypOBHE.

VauThiBas XapakTepHbIC YePThI, MPUCYIIIHE COBPEMEHHBIM MapaIeibHbIM apxutektypam, Multi-

BSP obecrneunBaer Oosee TMOJNHYIO MOAENb, IO3BOJSIONIYI0 KOHCTPYHPOBaTh 3P (EKTHBHbBIE

napajuleNibHble  aJdrOpUTMBIL. [lccienoBaHue, KOTOPOMY IIOCBSIIEHa 3Ta CTaThsi, COCTOUT B

pa3paboTke KOMIUIEKCHOTO TMOAXOJa K MPOEKTUPOBAHWIO W peajM3aldy IapajulelbHbIX

NpWIOXKEHWH Ha ocHoBe wMozaenun Multi-BSP ¢ wncmonp3oBaHneM caMBIX COBPEMEHHBIX

MHCTPYMEHTOB M YY€TOM TPeOOBaHHMN HE TOJBKO MPOM3BOAUTEIBHOCTH, HO M MEPECHOCHMOCTH
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anroputMoB. KoMmriulekcHasi pa3paboTka mpearnojaraeT Haludue OIMCAaHHOW —amnapaTHOM

apXUTEKTYpHI, I1a0JIOHa JUIsl pa3pabOTKK anropurMa, GyHKIHMH OLEHKH CTOMMOCTH ajropuTMa, a

TaKKe KOHKPETHOH METOJI0IOTHH ISl peaii3alliy allrOpUTMA Ha MapajjieJbHOM anmaparype.

OCHOBHBIMU pe3yJbTaTaMH OITMCHIBAEMOT'0 HCCIIEIOBAHHS SIBIISIOTCS:

a) TpeIIoKECHHE KOHKPETHOW METOMONOTUH Uil OOHAPYKCHUSI HEPapXHUYECKUX CTPYKTYD
MHOTOSIIEpPHOI apXUTEKTYphl U ONpEJNeNICHHEe MapaMeTpoB, XapaKTEPU3YIOMIUX PAacXobl Ha
KOMMYHHUKAIMU U CHHXPOHU3AIMIO B IAHHOW TapajlIeNIbHOM anmnaparype;

b) paspaGorka cuctembl mognepxkku Multi-BSP (Multi-BSP Engine), no3sossiroriieii pa3pabatbiBaTh
ITOPUTMBI TIPM TMOMOIIM TNPHMEHEHHs PEKYPCHBHOIO IMIAOJOHAa «pa3feNsii W BIACTBYH» K
HepapXUYeCKOMy JIepeBY, paHee IIOCTPOSHHOMY Ha OCHOBE NPHMEHEHHsI OEHUMapKa;

C) BamuIanus MPEIOKEHHOTO MMOJXO0/a, BKIIOYAIOIIAs pa3paboTKy aaroputMa ¢ IPHMEHEHHEM
cUCTeMBI moanep Xk Multi-BSP, omeHky pasnugHBIX KOH(HUTYpallMOHHBIX IapaMeTpoB,
KOTOpBIE JydIlle BCEro MOAXOJAT JUIS PEIICHUS NaHHOW 3a/aud, M PEaM3alrio aJropuTMa
JUIT TpeX pa3HbIX BBICOKONPOU3BOJUTENBHBIX MHOTOSACPHBIX KOMITBIOTEPOB, BKIJIIOYAS
componeccop Xeon Phi, koTopslii He WHCHONB30BaJCd B NPENBIAYIINX aHAIOTHYHBIX
HCCIIEIOBaHUSX.

YacTp HCCIIENOBAHUH, NMPEICTABICHHBIX B JaHHOW CTaThe, ObIIa BBHIIIOJIHEHA B paMKax IIPOEKTa

«Scheduling evaluation in heterogeneous computing systems with hwloc» (SEHLOC). OcHoBHas

nens mpoekta (SEHLOC) 3akimrouamack B pa3pabOTKe MOACHCTEM IOANCPKKH BPEMEHH

BBINIOJIHEHHS, KOTOpPBHIE II03BOJISIOT KOMOWHHMPOBATh XapaKTEPUCTUKH MPOTPAMMHOTO KoJa

NPWIOKEHUH W HMHGOPMAIMIO O TOIOJOTUM BBIYUCIHMTENBHBIX IIATGOPM ISl OOecTedeHUs

TUIAaHWPOBAHUS BBINIOJIHEHMST 33/1a4, TO3BOJLIIOIIETO MOJYYUTh BBIUIPHIL OT COOTBETCTBUSA

NPOTPaMMHBIX M allapaTHBIX CPEICTB M O0ECHe4YHuTh Crocod 3((GEKTHBHOTO BBINOIHEHHS

PEANNCTUYHBIX PUIIOKEHUH.

Ota cTaThsd paclIMpseT Hally Hpenbiayiyo padorty [1], B koTopoli ObUIM MPEACTaBICHBI HIEPBbHIE

uned o mpumenennn Multi-BSP. B nanHOl cTaThe TpenacTaBieH 0Oosiee TOJNHBIA TOAXOA |

npencraenena cucrema Multi-BSP, moanepsxuBaromas Becs mporiecc pa3paboTKu MapauieTbHBIX

ITOPUTMOB.

Cratbst ycTpoeHa cieayromuM obpazom. B paszn. 2 npencrasnenst mogenu BSP u Multi-BSP, a

TaKKe€  aBTOMATHYECKOE HWHCTPYMEHTAIbHOE  CPEACTBO,  IO3BOJISIOIIEE  OOHapyKUBaTh

0COOCHHOCTH apXHUTEKTYphl U COACHCTBYIOIIEEe 00ECIEUCHNIO0 NEPEeHOCHMOCTH NpHIoXeHuid. B

pa3zn. 3 ommcaHBl POJCTBEHHbIE paOOTHI, OTHOCAIIMECS K pa3paboTKe M HCIIOJIb30BAHHIO

oerumapkoB BSP, a Takke paspaborka m peamusanms OeHumapka MBSPDiscover. B pasn. 4

OIMCBHIBAIOTCSI NPENMYINECTBa pPa3pabOTKH aJrOpuTMOB C HcHoib3oBaHueM Multi-BSP  u

pa3pabOTaHHON CHCTEMbI IOJAEPKKH, NMPUYEM OCHOBHOE BHHMAaHME YJENSIETCS PEKYypCHBHOMY

MOCTPOCHHIO IIA0JIOHOB MapaUIeNIbHBIX IPHIOKEHUH JUId  00eCHedYeHUs] IEepeHOCHMOCTH.

OYHKIUS CTOMMOCTH pa3paboTaHa Ha OCHOBe Mmozenau 3atpat Multi-BSP. Cucrema momaepxku

NpOBEpeHa Ha MpuMepe pa3pabdoTKH IPOCTOTO alropuTMa M peasi3aliyi 3TOr0 alrOpUTMBbI JJIs

TpeX MapajulesIbHBIX MalIMHAX, XapaKTEPUCTHKU KOTOPBIX ObUIM MOJYYEHbI C HCIOJIb30BaHUEM

npeioKeHHoro Oenumapka (pasa. 5). Hakowen, B pasa. 6 TNpeacTaBieHbl BBIBOJABI W

c(OpMyJIMPOBaHbl OCHOBHBIE HANPABJICHHsI OYIyHIMX UCCIIEIOBAHHM.

2. Modenu BSP u Multi-BSP

UT00BI yCTAaHOBUTH KOHTEKCT 3TOH CTAaThH, B 3TOM pazfenie Mbl onuckiBaeM Mozaenn BSP u Multi-
BSP. IlpeacraBneHO KpaTkoe ONMCaHUE TpaaulMOHHOW Mojenn BSP u Toro, kak mojenb
Jopociia 10 BKIIOYEHUS KOHIETIIMHM MHOTOSIEPHOCTH, YTO MPHUBEIO K MPHUAAHUIO 0COOO0TO
3HAYEHUs HepapXuM KOMIIOHEHTOB. Jlalnee ONUCBHIBAIOTCS  aHAJIUTUYECKUE  METOABI
NPOTHO3UPOBaHMsA, 4YTO TpeOyeTcs s IMOHMMaHus OCHOB oOeux wmozeneil. Ilocie storo
omuchkiBaeTcs cronMmocTHas Qynkums Multi-BSP. B konue atoro pasgena Mbl paccykaaem o
HEOOXOIMMOCTH aBTOMAaTHYECKOro Ipoliecca OOHApYKeHMs OCOOEHHOCTEH apXHUTEKTyphl JUIs
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obecrnieueHus NEPEHOCUMOCTHU, a TAKIKE ONHCBIBAEM HNPUMCHCHHUC IJIA OTUX ueneﬁ KOHKPETHOT'O
MaKeTa nporpamm.

2.1 OpurnHanbHasa mogens BSP

Mopens BSP ocHoBaHa Ha TOHATHM aOCTPAaKTHOTO MapajUIeIbHOIO KOMIIBIOTEpa, KOTOPBIH

MIOJTHOCTBIO MOJICNIUPYETCS] HAOOPOM MapaMeTPOB: KOAUUECTHBOM OOCTYRHLIX Npoyeccopos (p),

cKOpoCcmbio npoyeccopa (s), cmoumocmvio KoMmyHuxkayui (gJ) U cmoumocmvio CUHXPOHU3AYUU

(). Ha ocHOBE 3THX MOXHO TOYHO BBIYHCIHTH BPEeMsl BBIIONHEHHs Jioboro BSP-anropurma.

B wmozmenn BSP BblumMcieHMs OpraHum3yroTcsi B BHJIE I10CIEJOBATEIBHOCTH TJI00aNbHBIX

CylepIaroB, KaKaAbli U3 KOTOPBIX COCTOUT U3 Tpex (da3:

a) KaXIblil y4acTBYIOIIMI MPOIECCOP BBIMOIHSAET JOKAIbHBIE BBIYMCICHHS, BO BPEMsI KOTOPBIX
€ro IpoIECcChl MOTYT HCIIOJIb30BAaTh TOJIKO 3HAYEHHs, XpaHSIIMecs B JIOKAIBHOW MaMsTH
JIAaHHOTO TTpoIieccopa,;

b) mpomeccsl 0OMeHHBAaIOTCS AAaHHBIMH, 4YTOOBI 00ECHEYMTH BO3MOXKHOCTH JOCTyMa K
yIaJeHHBIM JaHHBIM,;

C) KaXIbli y4acTBYIOIINHI MPOLECC JOKEH JOCTHYD CICAYIOIEro 6apbepa CHHXPOHU3AIHH.

[ocne 3TOro MOXHO Ha4YaTh CICAYIOMINI CyIepIIar.

dakTHyecky, 3Ta MOJAENb MPOrPaAMMHPOBAHUSI COOTBETCTBYET MapajurMe «OJHa Mporpamma —

MHoOro naHHbIX» (Single Program Multiple Data, SPMD): Heckonpko konuii nporpamm Ha C/C ++,

paboratoT Ha P mpoueccopax; OOMEH MJaHHBIMM MEXAY KOMUSAMHU W HMX CHHXPOHH3ALMS

TIPOU3BOJIATCS C MCIOJIB30BAHUEM CHEIHANBHBIX OMOIHOTeK, Takux kak BSPlib [5] wmu PUB [3].

[MomuMmo ompeneneHus aOCTPaKTHON MAIIWHBI W HAOKEHHS] CTPYKTYpHI Ha MapajjeibHBIe

mporpamMmsl, Moaens BSP mpenoctaBiser QpyHKIINIO CTOMMOCTH, ONUPAIONIYIOCS Ha ITapaMeTphl

ApPXUTEKTYPHL.

OO0mee BpeMs BBIIOTHEHUST porpaMMbl BSP MoxeT OBITh BBIYHCICHO KaK HAKOIDICHHAS CyMMa

CTOMMOCTH €€ CYIepIIaroB, TIe CTOMMOCTb Ka)XJIOTO CyIepiiara SBISeTCS CYMMOH Tpex

3HAYEHUI:

d) W — MakcUMaJbHBIA 00BEM BBIYHCIICHHUHN, BBITOIHIEMbIX KXKIBIM HPOLIECCOPOM;

e) hxg, rne h — makcumanpbHOE YHCIO COOOLICHHUH, OTHPABICHHBIX/TIOMYYCHHBIX KaXKIbIM
MPOIIECCOPOM, TIPHYEM KaXKI0e COOOIIeHUE 3aHUMAeT § SIMHUI] BpEMCHH U

f) |- BpemeHHas crouMocTh Oapbepa, CHHXPOHU3UPYIOIIETO MPOIECCOPBL.

BrusiHre KOMIBIOTEPHOI apXUTEKTYPhl yUUThIBaeTCs napamerpamu g u |. DTu 3HaueHwus, HapsLy

CO CKOpOCTBIO TpoIieccopa S, MOTYT OBITH ONpPEHCNCHB AMIIMPHYSCKH IS KaXIOTO

MapajieIbHOTO KOMITBIOTEPa ITyTEM BBITIOTHEHUS OCHIMApKOB BO BPEMsI pa3BEpTHIBAHUS.

2.2 Mopgenb Multi-BSP

CoBpeMeHHbIE CYIePKOMITBIOTEPBI COCTOST M3 BBHICOKOMAPAIUICTBHBIX MHOTOSICPHBIX Y310B. [l
obecrieuennst 3((HEKTUBHOCTH 3THX Y3JIOB MOTPEOOBAJIOCH YCOBEPIICHCTBOBAHUE I10JICHCTEMBI
OCHOBHOHW TaMATH MyTeM J100aBIEHUS HECKOJIbKHX HEPapXWYECKHUX YPOBHEH KiIIeW, a Tarke
obecrieueHns YHAJICHHOTO JOCTYIa K OCHOBHOM NaMSATH, YTO NPUBOIUT K apXUTEKType C
HeomHopoaHbM goctyrom K mamsti (Non-Uniform Memory Access, NUMA).

B 2010 romy Jlecmu Bammant (Leslie G. Valiant) o6HoBH Mozens BSP, 4roOwl ydecTs 3Ty
CHUTyallMio, 4TO NpuBeno K moseieHno moxernn Multi-BSP [10]. Te ke aOctpakimum wu
apXUTEKTypa IUII03a, KOTOpPhlE WCHOJB30BANMCh B HcXxogHo BSP, B Multi-BSP 06pumn
aIanTHPOBAHBI JJISI MHOTOSIIEPHBIX MAIIWH, W HK3EMIUIAP MOJEIH CTalHd ONHCHIBATH B BHJC
JIPEBOBUIHONW CTPYKTYPHI BIIOKEHHBIX KOMIIOHEHTOB, T€ JIUCThS — 3TO MPOLECCOPHI, a KayKIBIH
BHYTPpEHHUH y3en — Kommbiorep BSP c nokanbHON OCHOBHOW TaMATHIO WM HEKOTOPHIM
YCTPOUCTBOM XpaHEHUS JTaHHBIX.
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@®opmaneHo MammHa Multi-BSP  ompenensiercs  cnmckom  ypoBHei. Kaxnapiii  ypoBeHb
OIUCHIBAETCS YETHIPHMS Mapamerpami P, g, Li, m;.

®  j— 3TO YHCIO KOMIIOHEHTOB ypoBHs (i — 1) B koMmoHeHTe ypoBHs i. [{71st | = 1 KOMIOHEHTaMU
MEepBOTO YPOBHS SBJSIIOTCS P; pEaJbHBIX IPOIECCOPOB, KOTOPbIE MOXHO CYMTaTh
KomItoHeHTaMH ypoBHs 0. IIpogoinKHMTENbHOCTh OJHOTO BBIYHCIUTENBHOTO IIara TaKoro
npoleccopa Haj CIOBOM OCHOBHOH MamsTu Ha ypoBHe | mpHUHHMMaeTcs B KadecTBe 0a30BOH
€/INHULIBI BpEMEHHU.

e i — 3TO mapaMeTp CTOMMOCTH KOMMYHHKAIUH{, ONpeieNsieMbIil KaK YaCTHOE OT JeJICHHUs Yncia
olepanyid, KOTOpbIE MPOLECCOP MOXKET BBINOJIHUTEH 33 OJHY CEKYHIY Ha KOJIMYECTBO CJIOB,
KOTOPBIE MOTYT OBITh MEPEAAHBI 33 OJHY CEKYHIY MEKIY MaMAThIO KOMIIOHEHTa YPOBHS | U
€ro pOIUTEIbCKUM KOMIIOHeHTOM Ha ypoBHe (i + 1). CioBo ompezmensercst Kak (parMeHT
JaHHBIX, HaJl KOTOPBIMHU BBIIOJHAIOTCS OIlepally mporeccopa. B Moxmemyu mpexnmomnaraercs,
YTO OCHOBHAs NaMATh Ha YpOBHe | NpHUBA3aHa K IpOLECCOpaM, CIENOBATEIBHO, CKOPOCTb
nepenayy JaHHBIX (COOTBETCTBYIONIAsk 3HAUCHHUIO (o) TAKXKE UMEET 3HaueHue 1.

e Li — 310 cTomMOCTh GapbepHON CHHXPOHH3ALMKM [UI Cylepiiara Ha ypoBHE i. OT0
ollpe/ieNiecHNe MpeAronaraeT TpedoBaHue O0apbepHOM CHHXPOHM3AIUM NI IOJKOMIIOHCHTOB
KaXJIOro KOMIIOHEHTa, HO HE IMPEANoJjaraeT CHHXPOHHU3AIMIO  IOJKOMIIOHEHTOB
BBINICCTOALIUX BETBCH B HCpapXru KOMIIOHECHTOB.

e M — BTO YHCJIO CJOB B OCHOBHOW IIaMATH BHYTPH KOMIIOHEHTa Ha YPOBHE i, KOTOpas He
HAaXOIUTCS HU B OTHOM M3 KOMIIOHEHTOB ypoBH (i — 1).

Puc. 1 memoHCTpHupyeT KOMIOHEHT ypoBHsS | B Mmomemu Multi-BSP. Cymepmar ypoBHs i

npeacTaBiseT co0ol HaOOp MHCTPYKIUH, BBIIOJHACMBIX B KOMIIOHCHTE YPOBHS i, 4TO MO3BOJISIET

KOKIOMY M3 Pj KOMIIOHEHTOB Ha ypoBHe (i — 1) nelcTBOBaTh HE3aBHCHMO, BKIIOYas BCE

cynepiard ypoHs (i — 1). Kak Toyspko Bce Pij KOMIIOHEHTHI 3aKOHYAT CBOW BBIYMCIICHHS, OHH

MOTYT OOMEHAThCSA MHGpOpMamuedl ¢ maMAThlo M; KOMIIOHeHTa ypoBHA I. CToMMOCTBH

KOMMYHHUKaLUH 3T0it oneparmu onpenensterca g — 1. [lonHas ctomMocts OyneT paBHa mxg; — 1,

rae M — 3TO MaKCUMaJIbHOE YHCIIO CIIOB, IEpelaBacMbIX MEXIY NMaMsATbI0 KOMIIOHEHTa YPOBHS i U

m00bIM ero moakommnoneHtoM ypoBHs (i — 1). Tlocie MPOXOXKACHHS CHHXPOHU3AIMOHHOTO

Gaprepa BceMH Pj KOMIIOHEHTaMH MOJKET HAa4aThCs CIETyIONIUI Cymepiar.

Component in level i

PUp PUp;.; Pi
X

mj: Memory / Cache

$

Puc. 1: Cxemamuueckoe uzobpagicenue KoMnonenma na yposue i ¢ mooenu Multi-BSP
Fig. 1: Schematic view of a component on level i of the Multi-BSP model

Ha puc. 2 nokazana auarpamMma KOMIIBIOTEpA, apXUTEKTypa KOTOPOrO MOXKET OBITH OIpeesieHa
tpemsi kommonentamu Multi-BSP (level0, levell u level2): (1, 0, 0, 0), (4, 91, Ly, 5118KB) u (8,
02, Ly, 64 GB). MosxHo urHopupoBaths levelO, mockosibKy OH COJIEPKUT BCETO OAMH IPOLECCOp, H,
TakUM o00pa3oM, B HEM OTCYTCTBYIOT BHYTPEHHHE KOMMYHHKALlMM WJIHM CHHXPOHHU3ALNS.
COOTBETCTBEHHO, B ATOW MallIMHE MMEIOTCS J[Ba KOMIIOHEHTa, KOTOPHIE COOTBETCTBYIOT JIBYM
YPOBHSIM HE€pPapXUH apXUTEKTYPHI.
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RAM: 64GB
L3: 5MB _ L3: SMB L3: 5SMB . L3: 5MB
ENEE EEEE EEEEEEEE
L3: SMB L3: SMB L3: SMB L3: SMB

Puc. 2: Mooews Multi-BSP: (4, g1, L1, 5118KB), (8, g2, L2, 64 GB)
Fig. 2: Multi-BSP model: (4, g1, L1, 5118KB),(8, g2, L2, 64 GB)

2.3 [MporHo3upoBaHue 3atpart gna mogenu Multi-BSP

Tak ke, Kak U y JApYrux aOCTPAaKTHBIX BBIYUCIHUTEIBHBIX MOJENEH, OJHON M3 IJIaBHBIX 3aja4
mozenu Multi-BSP siBnsieTcst pejocTaBieHIe Y€TKOTO MPEACTABICHUS O BPEMEHH BBIMOIHCHHUS
KOMITBIOTEPHOM MporpaMmsbl. B 3TOM mozpasene npeacraBieHa MaTeMaTHdeckas (opMyJIUpOBKa
MOJIEIM CTOMMOCTH MCIOJIHEHHS, OCHOBAaHHAas Ha [OJHOM ONpENIEJICHHH OIEPaliOHHON
cemantuku Ajpbepra-Sua Usenpmana (Albert-Jan Yzelman) [11]. Tlo3xe B mompasmene 4.3 Mbl
MPECTABISIEM YIPOIICHHYIO (POPMYIUPOBKY U TOAPOOHO OMUCHIBAEM CHCTEMY MOAMepx KU Multi-
BSP, paccmarpuBaemMyro Hamu, KaKk OCHOBHOM BKJIaJ JaHHOH pabOTHL.

[TporHo3 3aTpaT Ha KOHKPETHOM KOMIIBIOTEPE BBIpaXKaeTCs B TEPMHHAX 00beMa BBIUUCICHUH,
o0BeMa TMepeMeIlaeMBIX [IaHHBIX W 3alepXKKH B COOTBETCTBHH C ¢opmynoit (1), rme L
COOTBETCTBYET YHCIy YpoBHeHl B nepee Multi-BSP, Ny — uncio cynepmaros Ha k-M ypoBae, hy; —
MakcUMyM BceX h-oTHOIIeHWil B i-M cymepiuare Ha ypoBHE K, a Wy; — MakcuMyM o0beMa BCeX
pabor B i-M cynepiuare Ha ypoBHe K.

- Ni—1

T = Z ZWkl+hkzx9k+lk €Y)

®dopmyia (1) cooTBeTCTBYEeT CyMMe CTOMMOCTEH cymepinaroB kaxaoro k-ro kommonenta Multi-
BSP. CTOMMOCTB OTHENBHOrO Cymepiiara COCTOMT U3 ABYX HE3aBHCHUMBIX CIaracMbIX: CTOUMOCTb
BBIYMCIICHUA M CTOMMOCTb KOMMYyHHKauuii. CTOMMOCTh KOMMYHHKAaLHMil BKJIIOYAOT B ceOs
crouMocTh cuHXpoHu3anuu (ly, Bcerna oHO 3HaYCHHE Ha OJMH Cymepuiar), a ciaraemoe hy; x g,
3aBHCSALIEE OT YHCIA onepanuil put/get Mexxay morokamu, GOPMANIBHO ONpPEACIIAETCS HAa OCHOBE
noustuss  h-otrorenust  (h-otHomenwem  (h-relation) HaspiBaeTcss MakCHMaabHOE —YHCIIO
COOOIIEHNH, TONyYyaeMbIX HJIM MOCBUIAEMBIX MpoleccopoM). BrimosiHeHue cymepiiara BHYTpH
Ka&)XJJOr0 KOMIIOHEHTa IIPOMCXOAMT IOCJIE0BATENbHO, a BHYTPH Cylepliara KaxJIbli IOTOK
paboTaer mapamienpHo. Takum 00pa3oM, BemHdIHHBI Ny 1 Wy ; COOTBETCTBYIOT MaKCUMyMaM BCEX
h-oTHOMICHNIT Ha cynepiare | Ha ypoBHe K 1 MakcuMymy 06beMOB Bcex paboT Ha cymepinare i Ha
ypoBHE K COOTBETCTBEHHO.

Jlist obecrieveHus IEPEeHOCUMOCTH IIPU KOMILIEKCHOW pa3paboTke ¢ ucnojb3oBanuem Multi-BSP
TpeOyeTCsl UCTIOIB30BATh MPOLEAYPY ISl OOHAPYKEHHsI CBOMCTB HCIIOIB3yeMON KOMIBLIOTEPHON
apxuTekTypsl. B Oenumapke Multi-BSP ucnonssyercss mepenocumsrii uactpyment HardWare
LOCality (hwloc) [4], oOHapyXHBarOLIMi XapaKTEPUCTUKH HCIOJIBb3yeMoil ammaparypsl. hwloc
MIO3BOJISIET TONTy4YaTh MH(OPMALMIO O KOMIIBIOTEPE BO BpEMs BBIIOJIHEHUS. MBI HCHONB3yeM
hwloc Bepcuu 1.7.2, kortopast oOecrieunBaeT aOCTPaKUWIO (HE 3aBUCSIIYI0 OT HCIOJIb3YeMOH
OIIEPAIIMOHHON CHUCTEMbl, apXUTEKTYphl M T.J.) HEpapXW4ecKOW TOIOJIOTHH COBPEMEHHBIX
apXHUTEKTYp, BKIIOYas mporeccopbl, y3iusl mamsith NUMA, cokeTbl, oOmue K3, sapa H
pacroJyio’KeHUE YCTPOHCTBA BBOIA/BHIBOIA.

3. MexaHu3m ob6HapyxeHusi u mecmupoeaHusi onsi Multi-BSP

MHorosiiepHble  apXUTEKTYphl ILIMPOKO MCHONB3YIOTCS ISl  pa3pabOTKM W BBINOJHEHUS
BBICOKOTIPOM3BOANTENBHBIX MpuinokeHud [6]. KosmdecTBo simep, Kak W ypoOBHEW Kdmia B
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MHOTOSIICPHOM apXMTEKType 3a IMOCIEAHUE TOAbl CTa0MIbHO YBEIMYMBAIOCh. [loaTomy
CYIIECTBYET peasibHasi IOTPEOHOCTh BBISBICHHS W OLEHKM Pa3jIMUHBIX HapaMeTpoB, KOTOpHIE
XapaKTepU3yIOT CTPYKTYPY IPOLECCOPHBIX SiIEP U OCHOBHOM IaMsTH, HE TOJIBKO JUIS TOTO, YTOOBI
MOHMMAaTh U CPaBHUBATH PA3IMYHBIC APXUTEKTYPbI, HO M JJISI UX Pa3yMHOI'O MCIOJIB30BAHUS IS
Ooee KadecTBEHHOH pa3pabOTKHM BHICOKOMIPOM3BOUTEIBHBIX MIPHIOKEHHANH. DTO 000CHOBBIBACTCA
TEM, YTO BO3MOXXHOCTBH IOBBIIICHHUS NPOM3BOIUTEIBHOCTH IIPH MCHOJIB30BAaHUM MHOTOSIEPHOTO
nporeccopa O4eHb 3aBHCHT OT HMPOTPAMMHBIX AJTOPHTMOB, HX PEANM3alM{d ¥ HCIOJIB30BAHUA
BO3MOXKHOCTEH{ ammapaTHoOro 00ecreyeHus.

B momemun Multi-BSP npousBoanTeisHOCTS MapasuieIbHOTO aITOPUTMa 3aBUCHT OT TapaMeTpOoB,
KOTOpBIE ~ XapaKTepU3ylOT MHOTOSJICPHYIO MAaIlMHy: pPAacxXoxsl Ha KOMMYHHKalUH |
CHHXPOHH3ALMIO, KOJIMYECTBO sAnep U 00beM Koma. COCTaBIeHHEe aHATUTHYCCKUX YpaBHEHHHN I
pacuera STHX ITapaMeTpOB — CIIOXHas 3afa4a. 1o 3Toil mpuYMHE >KU3HECIIOCOOHBIM METOIOM
OLICHKH NPOU3BOAUTEIILHOCTH M ONPEeTIeHHs XapaKTePUCTHK apXUTEKTYpPhI SBIIIETCS STaJOHHOE
tectupoBauue (benchmarking).

B stoMm pasnerne mpencrasieH 0030p POACTBEHHBIX padoT mo OeHumapkam mogeneit BSP u Multi-
BSP, a rtaxxke omucaHa pa3paboTka M peanu3ands WHCTPYMEHTa OOHapyXEHHsS U 3TaJOHHOTO
tectupoBanus (Multi-BSP-Disc-Bench), mpeaHasHaueHHOTO [Uisi OICHKH mapameTpoB ¢ u L,
KOTOpBIE XapaKkTepu3yoT MamuHy Multi-BSP.

3.1 PoacTBeHHble paboThl

[Tporpamma BSPbench u3 makera BSPEupack [3] siBisieTcss OCHOBHBIM HMHCTPYMEHTOM JUIS
3TANIOHHOTO TecTHpPOBaHus Momean BSP. D1or GeHumapk u3mepsieT monHoe h-oTHomenune, korma
KaK/IBIH TIPOIIECCOpP OTMPABIISACT W TOMy4acT POBHO N CIOB AaHHBIX. METOMONOTHS MBITACTCS
BBISIBUTH CaMO€ MeJJICHHOe KOMMYHHMKAIIMOHHOE B3aUMOJCHCTBHE, IMKINYECKH IIepeMeniast
OJIMHOYHBIE CJIOBa B JpPYyTHe IPOLECCOPbl. JTO MOKAa3bIBACT, ACUCTBUTEIBHO JIM CHUCTEMHOE
nporpaMMHOE oOecreyeHre KOMOMHUPYET JaHHbIE JUIs OJHOTO M TOTO )K€ ITYHKTa Ha3HAYeHUS U
MOXET JHM OHO 3(p¢eKTHBHO 00pabaThiBaTh KOMMYHHKAIMHM «KaXIBIH C KaxIeIM». B aTnx
Cilydasx pe3yJbTHPYIOIlee 3HAaueHHWe TMapamerp (¢, MOJyYeHHOE IPOrpaMMON 3TaJOHHOTO
tectupoBanus BSPbench, Ha3pIBalOTCS MECCUMUCTHIECKUM.

[aker nporpamm Oxford BSP [S] BkimodaeT qpyryro OporpaMmy 3TaJOHHOTO TECTHPOBAHHS VIS
BSP — bspprobe. Dror OeHuMapk HU3MepseT ONTHMHCTHYECKHE 3HAYCHUS (, HCIONb3Ys He
OTAEJNbHBIE CJIOBA, a TMakeThl Oonbpliero pasmepa. Eme OZHMM BapHaHTOM STaJOHHOTO
tectupoBanust BSP siBisiercst ucrnons3oBanue nHctpyMmeHTa mpibench u3 makera MPledupack [5].
OTallOHHOMY TECTUPOBAHHIO BBIYHCIHTENBbHOW Moxenun multi-BSP  mocesmena HenaBHAA
nyonukanust CaBamu  (Abdorreza Savadi) wu  Hdenmapu (Hossein Deldari) [7], xortopbie
UCTIONb30BAJIN TIOJIXOJI, OUYCHb OJM3KMH K TOMY, KOTOPBIA NMPUMEHSUIM MBL. 32 OCHOBY Oepercs
STaJOHHOE TecTHpoBaHne BSP, onHako sk3eMILsip Monenu ompezensercs No-apyromy. B
OTIIMYUH OT METOJOJIOTHH TAJIOHHOTO TECTUPOBAHMS, UCIIOIb30BaHHOH B Hallel paboTe, aBTOPHI
[7] nupuHMMalOT BO BHHMMaHWEe MeNbYaWIIUE JETAIM APXUTEKTYPhl, Hampumep, Kak
MOJJEPKUBAETCS KOIEPEHTHOCTh KOILIEH MJI1 PacnupOCTpPaHEHUs 3HAYEHUH B HEPAPXUUECKOM
CTPYKType mamsaTH. B WX mojaxome aHain3 pe3yabTaTOB OCHOBBIBACTCS HA CpPaBHUBAHUH
JICUCTBUTENIHLHBIX 3HAYCHUI § U L, MONTyuYeHHBIX TECTUPOBAHUEM, M TEOPETUUECKUX 3HAYCHUI ITHX
apaMeTpoB, KOTOPbIE PACCUMTHIBAIOTCS KaK ONTHMHUCTHYECKUE HIDKHHE TPAaHHILbI, T.€. aBTODBI
IPE/IoaraloT, YTo BCe HYXKHbBIE JaHHBIE BCET/a MOMELIAIOTCS B KAIIE U BCe sApa paboTaloT Ha
MaKCHMaJIbHOW CKOpOCTH. B 3TOM Haml moaxoj oTiaM4aercs, IMOCKOIBKY MBI HE JelaeM HUKaKHX
HpeANoIoKeHNH 0 6a30BOW ammapaTHOH IIaThopMe, a CKopee CKPhIBAEM €€ XapaKTepHCTHKH B
pe3yibratax TecToB. MBI cYMTaeM, YTO 3Ta CTPATETHs JIydllle IOAXOAWUT JUIS COBPEMEHHBIX
ApXUTEKTYp, KOTOPHIE CJIMIIKOM CIIOXHBI JUIi TOYHOTO MOJICMPOBAHMS W3-332 HAJIMYHS
pacuIMpeHHbIX, CKPBITHIX H/WIIN MJI0XO0 JOKYMEHTUPOBAHHBIX BO3MOXKHOCTEH.
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C mnpakTHYeCKOW TOYKH 3PCHHUS, OCHOBHOW OCOOCHHOCTHIO HHCTPYMEHTAa OOHApYKCHUS WU
STaJIOHHOTO TECTUPOBAHMUS, KOTOPBIA MBI OIMCHIBAEM B 3TOW CTAThE, ABJSICTCS OICHKA PEallbHBIX
onepanuii Multi-BSP, peanmuzoBannbix Ha ocHoBe 0ubImoTeku MulticoreBSP for C [12]. Kpome
TOT0, HAIKM PE3YIbTAThl MPOBEPSIIOTCA C HMCIIOIh30BAHUEM Ha0Opa pealbHBIX mporpamMm Multi-
BSP, raoe peanpHOE BpeMs BBHITOTHEHHS Ha HECKOJIBKUX BBICOKONPOW3BOAUTENBHBIX IIaT(opMax
CpPaBHHMBAeTCsS C IMPOTHO3MPYEMbIM BpPEMEHEM C KCIOIb30BAHUEM TEOPETUUECKON (YHKIHH
cronmocTtd Multi-BSP.

3.2 Pa3paboTka MHCTpyMeHTanbHoro cpeacrea Multicore-BSP-Disc-Bench

Ipu paspabotke cBoero wHCTpyMeHTa Multi-BSP-Disc-Bench Mbl wcmonb3oBamu ofmme uuen
6erumapka BSPbench [3] o cranmapTroif Mogenn BSP u pacumpiumi ero BO3MOXXHOCTH C YUETOM
ormanit Mogenn Multi-BSP. OchoBroe otimmune Genumapka mist BSP ot Genumapka mist Multi-
BSP 3akirouaercst B HEOOXOAMMOCTH TIONydeHHS MMap 3HAYEHUH mapameTpoB § u L i xakmoro
YpOBH KOMIOHEHTOB B Mopmenu Multi-BSP. Kpome Ttoro, B cmywae Multi-BSP o6pabotka
BBIMNIOJIHACTCA BHYTPHU MHOTOAACPHBIX Y3JI0B, @ HC BHCIIHUMU Y3JIaMH, COCAMHCHHBIMU CCThIO.
BaxHO MNOAYEpPKHYTb, YTO KauyeCTBO HMHCTPYMCHTa CpaBHCHUS HE JMOJDKHO 3aBHCETh OT
KOHKPETHOH apXHUTEKTYpbL. DTO IOMONHHUTEIbHOE TPeOOBaHHE pelaeTcsl IIyTeM aBTOMaTHYECKOTO
oOHapy)XeHHs B3aMMOCBS3€i Pa3IMYHBIX SIEP Ha KaXXIOM YpOBHE Kdmia. Elne onHa BaxkHas 11eib
O6eHumapka st Multi-BSP coctout B ToM, 4T00BI OOHApYKHBAaTh OCOOCHHOCTH apXUTEKTYPHI BO
BpeMsl BBIMOJIHEHUS. J[JIs1 3TOr0 MBI HCTIONIb3yeM HHCTPYMeHT hwloc.

KoMIoHeHTHI ipejyiaraeMoro 6eHuMapKka ONHUCHIBAIOTCS B CICAYIOMIMX NOApa3esnax.

3.2.1 ApxuTteKkTtypa n Mmoaynu nporpamMmmHoro obecneyeHusi

Ha puc. 3 npencraBieHbl apXUTEKTypa U COCTaB MOAYJel MHCTpyMeHTaldbHOTOo cpeactBa Multi-
BSP-Disc-Bench.

Hardware

| MultiBSP Tree |
MBSP Discover ‘ '

'B.ottom—gp Benchmark
Discovering - .
| Affinity H MBSP operations ‘
| HwLoc API | | Core Benchmark J

{gj, Lj / levelj is in MultiBSP Tree}
Puc. 3: Cxemamuueckoe uzobpagicenue apxumexmypvi npoepammnozo ovecneuenuss Multi-BSP-Disc-Bench
u npoyecca 06H[lpy.’)l€€HMﬂ U oMmajloOKHO20 mecmupoeanus
Fig. 3: Schematic view of the software architecture of Multi-BSP-Disc-Bench,
and the discovering and benchmarking process
DyHKIMOHATBHBIE BO3MOXHOCTH Moayneit Multi-BSP-Disc-Bench coctost B crenyromem.

e Moayns obHapyxenus (Multi-BSP Discover). 3Otor Moaymb cobupaeT mgaHHBIE 00
apXMTEKType M CBOMCTBax ammaparypsbl, UCIOJIB3ys hwloc, M 3arpyxaer AaHHbIE B JI€PEBO
pecypcoB (CTpYKTypa IaMsITH, onpeneiaeHHas BHyTpu O61oka API hwloc).

e Uurepodeiic (Multi-BSP Tree). [Tocie mocTpoeHus: CTPYKTYpBI, cojepaiieli nHGopMaiuio o
pecypcax, Habop QyHKIMIA WHTEp(PEHCHOTO MOMYNsS TPOXOJUT IO JEPEeBY, HCIOIB3YS
BOCXOJISIININ MPOIIeCC I TOCTPOSHHS HOBOTO JepeBa ¢ mMeHeM Multi-BSP Tree. Oto HOBOE
JIEPEBO COACPIKUT BCIO HHPOPMAIIHIO, HEOOXOAUMYIO [UIS OIACPKKH Moen Multi-BSP.
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e  Mogaynp stanonHoro tectuposanus (Multi-BSP Bench). Oror monyne usBnekaer u3 aepesa
Multi-BSP undopmanmio 06 uHgekcax u 00beMe KIMI-MAMATH SAEP AT KaXI0ro YPOBHS.
[ocne 3TOr0 OH M3MEpSIET CTOMMOCTh KOMMYHHMKALMH M CTOMMOCTh CHHXPOHH3ALUH 4Yepe3
noaMonyiap Multi-BSP  u  ucnonb3yer moaMOAyNb HAaXOKAEHHS COOTBETCTBHS VIS
3aKpeIUICHHs KaXIOro YpOBHS Ha NPaBWIBHOM sipe. HakoHen, 3TOT MOIYNb BEIYHCISET
pe3yIbpTHpYIOIIHe napaMeTpsl g u L.

OTH 1Iaru npouecca TECTUPOBAHUS IPUMEHSIOTCS B COOTBETCTBHU C IICEBIOKO/IOM, [TOKa3aHHOM B

anropurme 1.

1: Multi-BSP-Tree — Multi-BSP-Discover ()
2: for each level in Multi-BSP-Tree do

3: [g, L] <« coreBenchmark (level)

4: end for

Anzopumm 1. Ilcesdoxoo Multi-BSP Discover

Algorithm 1. Multi-BSP Discover pseudocode

Multi-BSP Tree peicTymaer B kadectBe uHTep(eiica mexay Multi-BSP Discover u momymnem
STAJOHHOTO TECTHPOBaHWs. B KadecTBe mpuMepa Ha puc. 4 TII0Ka3aHa CTPYKTypa,
COOTBETCTBYIOLIAs KOHKPETHOH anmapaTHON apxXuTekType ¢ 32 supamu, crenepupoBanuasi Multi-
BSP Discover.

RAM: 64GB
L3:5MB L3 5MB L3: 5MB L3: 5MB
EEEEEEEE EEEEEEEE
L3:5MB L3: SMB L3: 5MB L3:5MB

Puc. 4: Cmpyxmypa Multi-BSP Tree, ceenepuposannas Multi-BSP-Disc-Bench
Fig. 4: Multi-BSP Tree structure generated by Multi-BSP-Disc-Bench

3.2.2 Moaynb coreBenchmark

Monyns coreBenchmark pa3zpaboran st pacueToB nmapamerpoB gi U Li corjiacHo nceBnoxoay,
NPUBEJICHHOMY B AJITOPUTME 2.

0l1: setPinning(level.cores indexes)
02: begin(level.cores)
03: rate — computingRate (level)

04: sync()

05: for h = 0 to HMAX do

06: initCommunicationPattern (h)
07: sync ()

08: t0 « time ()

09: for i = 0 to NITERS do

10: communication ()

11: sync ()

12: end for

13: t « time() - tO

14: if master then

15: times.append(t x rate/NITERS)

16: end if

17: end for

18: level.g, level.L « leastSquares(times)
19: return (level.g, level.L)

Aneopumm 2. @ynxyus coreBenchmark

Algorithm 2. coreBenchmark function
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®ynkims coreBenchmark npuHuMmaer B kaduecTBe mapameTpoB HHPOPMALIHIO COOTBETCTBYIOLIETO
ypoBasi Mogenu Multi-BSP, a nanHble, Hcnonb3yeMble A7 YCTAHOBJICHHS COOTBETCTBHUSI TIOTOKOB
(T.e. maHHBIe 00 MHJIEKCaX M O0BbEME MaMsTH KdIIa) XpaHsTcs B CTpykrype Multi-BSP Tree.
ChHavana (ctpoka 1 amroputma 2) dynkims SetPinning Momyns ycTaHOBJIEHHS COOTBETCTBHSI
(affinity module) ucronb3yercst st CBSI3M HUTEH, MOPOKACHHBIX QyHKIHeH begin (ctpoka 2), ¢
SApaMH, COOTBETCTBYIOIIMMH JaHHOMY YpOBHIO. DYHKIMA MOPOXKAAECT ONHY HHUTh Ha KakJoe
SIPO IAHHOTO YPOBHS M PACCUMTHIBAET CKOPOCTh BBIUHCICHHH Kommonenta Multi-BSP,
ucrone3ys (Gyukmmo computingRate (ctpoka 3). Y kaxmoro ypoBHsS uMmeeTcss HaGop simep
001meif maMAThIO; BIIOCIEACTBIH IIPH 3TAJJOHHOM TECTHPOBAHUN YUHUTHIBAIOTCS TOJIBKO 3TH SAApa.
®ynkmmsa computingRate (ctpoka 3) uzmepsieT Bpemst, Tpebyemoe ist BeimonHeHus 2xXNxDAXPY
onepauuil. [lonnporpamma DAXPY BBINOJHSAET BEKTOPHYIO ONEpaLUIo Y = o X X + Y, CKiIaabIBas
HECKOJIFKO BEKTOPOB C JABOHHON TOYHOCTBIO C JPYTHUM BEKTOPOM JBOIHOM TouHOcTH. DAXPY —
9TO CTaHJapTHas onepanys U1 OLCHKH 3((EKTUBHOCTH BBIYHCIUTENBHOW MIaTGOPMBI NPH
BBINIOJTHEHUH ONEpaluil ¢ IUIaBaloIeH 3amsTol, MHTEHCHBHO HCIOJIB3YIOIUX MaMsITh, U3 Habopa
Basic Linear Algebra Subprograms — Level 1 (BLASL, http://www.netlib.org/blas). ITocie satoro
BBIMOJIHACTCS. CHHXPOHM3ALUA IS TEKYLIero ypoBHA (CTpoka 4), 4ToOBI rapaHTUPOBATh, YTO IS
BCEX MOTOKOB MMEETCS MPaBMIIBHOE 3HAaU€HUE CKOPOCTH BBIYHCICHUH.

Msbr ucnonb3yem ¢yukumio coreBenchmark mms msmepenust momnodt h-xomMmyHHKamuu. ITO
aOCTpakiysi, KOTOPYIO MbI OmpenesseM, KakK paciumpeHue aOCTpakiuu h-OTHONICHHUs U3
cranaaptHoit Mojenu BSP, HO B 3TOM ciiydae MOHsATHE NMPUMEHSAETCS K CIy4alo Hajludus o0men
NaMATHIO BHYTPH OMHOTO y37a. h-KOMMyHHKaImMs — 3TO Takas KOMMYHHKAIUS, TPU KOTOPOit
K)XIO0€ SIPO 3alMCHIBACT/CUUTHIBACT POBHO N CIOB MaHHBIX. MBI paccMaTpuBacM HaUXyALINi
cilydai, n3Mepss caMyl0 MEUICHHYI0O BO3MOXKHYIO KOMMYHHKALIWIO IYyTEM MHKIMIECKOTO
CUNTHIBAHUS OTAGJNBHBIX CIIOB JAAHHBIX M3 TaMSATH JPYrHX TporeccopoB. Takum obOpaszom,
3HaYeHUs ¢; W |, BBUMCIAEMBIE C HCHOJB30BaHMEM HAIIEro OCHYMApKa, SBISIOTCS
NECCHMHUCTHYCCKIMH 3HAUCHUSIMU, M pealbHble 3HaueHUs Bcerna Oynyt sydme. [lepemennas h
MIPE/ACTaBISIET HANOOJIbIIEe KOJIMYECTBO CJIOB, IIPOYMTAHHBIX WIIM 3aIIMCAaHHBIX B OOIIEH mMamsTH
nmanHoro ypoBHs. HMAX — 310 MakcumansHOe 3HaueHdne it Bcex mapamerpos (),
HCTIONB3YeMBIX B IIa0JIOHAX CBS3M AJIS KaXaoro ypoBHA. 3HaueHHss HMAX moryT pasmuuaTses
JUIA pasHBIX YPOBHEW MEpapXuM; MbI MpeJjlaraéM HaXOIHUTh MOIXOMAAIINE 3HAYCHUS C TIOMOIIBIO
SMIMPHYECKOTO aHATN3A.

Bpems  koMMyHHKanuii  (BbIYMCIIIEMOE ~ Ha  OCHOBe  ImabioHa  h-KOMMyHHKaI[HH)
HHUIHATH3UpYeTCs mpouenypoit initCommPattern (ctpoka 6). DTOT mporecc MOBTOPAETCS
NITERS pa3 (ctpoku 9—12), noToMy 4TO Kax/iasi Olepaiyst sSBISETCS CIMIIKOM OBICTPOii, YTOOBI
€€ MOJKHO OBUIO M3MEPHTH C JOCTATOYHOM TOYHOCTHIO. Ilocie 3TOro riaBHBIA MOTOK Ha KaKIOM
YPOBHE COXPAHSET BPEMs, IOTPAUEHHOE Ha KaXAyI0 h-koMmMmyHuKaluo (ctpoka 15).

Hakoner, mapameTpel § W L BBUHCHSIOTCS € HCIONB30BAaHMEM TPATUIMOHHOTO METOJa
ANMPOKCUMAIIMN HAUMEHBIINX KBAaJPaTOB IS MTOJTOHKH JAHHBIX K JIMHEIHON Moaenn (uHus 18)
B COOTBETCTBHH C pe3yJIbTaTaMHU M alNPOKCHMAIMSIMHY, HaliICHHBIMU B POJCTBEHHBIX paborax [1,
5].

Takum o6pa3om, MeTo1 0OecTiednBaeT TOUYHbIE TPUOIIDKEHHS Ui g; 1 L.

3.3 AMnupuyecknn aHanms h-koMMyHuKauum

Mertoponorusi, mpuMeHsiemMas Uil u3MepeHust h-KOMMYHHKAIUi 1 3aTeM ONpeAeIeHUs 3HAYCHHH
napameTpoB g U L, ocHOBaHa Ha M3MepeHUH peanusanuu ornepanuii Multi-BSP. Mb1 HazpiBaeM
omneparusasmMu Multi-BSP G yHKImu/mporieypsl, KOTOpbie TPEOYIOTCS I peajn3aliy ajropuTMa,
pa3paboTaHHOTO C WCIIOJIb30BAHMEM BBIYMCIUTENBEHON Monenu Multi-BSP. B nameii paspaboTke
orepaMoHHBIH Moayns Multi-BSP coneprkur peannzanuio 3tux QyHKUMi, BKIIIOYas orepanuy,
npenoctaBisieMble OudnmoTexord MulticoreBSP for C [12]. Dra Oubnmoreka ycTaHaBIUBaeT
METO/I0JIOTHIO TIPOrPaMMHUPOBAHHS B COOTBETCTBUY C BHIYMCIUTEIBEHON Moienbio Multi-BSP.
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BaxHO y4uHTBIBaTH apXUTEKTypy umHcTpyMeHTa Multi BSP-Disc-Bench, mokasanHyto Ha puc. 3:
eciu anroputMsl Multi-BSP nporpammupytoTest ¢ ucronb3oBaHHeM APYTUX OMONIMOTEK, MOXKHO
PEKOH(UTIYpUPOBAaTh MHCTPYMEHT, W3MEHsS ONEepalMoHHBIA Moxyns Multi-BSP, u mosropno
BBINIOJIHUTH TIPOLEAYPY OOHapyKEHHs M ITAJOHHOTO TECTUPOBAHUS C HOBOW KOH(UTypalMei.
Bonee moapobHass HHpOpMALWS O METOAOJOTHH SMIMPUYCCKON OLCHKH N-KOMMYHHKAIHH
MpeZcTaBjIeHa B HamIeH cratbe [1].

4. [Ipednazaemasi cucmema nod0epxKu pa3pabomku u ebINO/IHeHUs
aseopummoe mysnbmu-BSP

B »TOM paszmene mpeAcTaBICHO HAIle MPEAJIOKEHHE CHCTEMBI IOJACPKKH pa3paboTKu |
BBINIOJHEHHUs anroputMoB MynbTH-BSP. Ilpenmaraemas cuctema OymeT mOAIepKuBaTh
paslieNicHHe MAAHHBIX, YIpaBJICHWE IOTOKAMH W BBIIIOJHEHHWE, HHKAICYJIHpPYS BCIO 0a30BYIO
JIOTUKY, KOTOopasi OyneT cKpbITa Juisi nporpammucta. Ha camom nene, B mpeanaraeMoil cucreme
PEeKypCUBHO NPUMEHSETCS CTPATETUIO «Pa3Aeysii U BIACTBYW».

4.1 OcHOBHbIe ugeun

[lpennaraemas cuctemMa 3agyMaHa Kak O0a30BBIH CIIOW, CKPBIBAIOLIMH JIETaNHM peaii3aluH,
HeoOXxomuMble Ui paboThl ¢ anroputMamu Multi-BSP. OcHoBHas 1€ CHCTEMBI COCTOUT B TOM,
4TOOBI NPEIOCTABUTH IPOCTOM M OCMBICICHHBIH CcrOco0 pa3paboTKu M peanu3anuu koxa Multi-
BSP, oOpamiass BHUMaHHE TOJBKO Ha CTpaTerMM pelIeHWs 3ajady, a He (OKycupysch Ha
KOHKPETHBIX JeTaisix Mojenu Multi-BSP, Takux kak ynpaBieHUe MOTOKaMH, pa3/ielieHHe TaHHbIX
U pacrpesie]IeHHOE BINOJIHEHHE.
B npemnmaraemoii cucTeMe HCIIONB3YETCS MPOLECC OOHAPYKEHUs Ui OmpeesicHust 0a30Boif
ApPXUTEKTYpPbl MHOTOSICPHOIO KOMIIBIOTEPA U CTPOMTCS CTPATETUs «Pa3lesisii U BIACTBYID» UL
pemieHnsa 3anaud. CrTparerus «pasfensii M BIACTBYW» IPUMEHSETCS PEKypCHBHO Ha pPa3HBIX
VPOBHSIX AallapaTHON apXHWTEKTYpHl, KOTOPBIC NPEACTABISAIOTCS B BHAe aepea. CtpaTerus
HalpaBJIeHa Ha pEIIeHHe TPEeX OCHOBHEBIX MpoOIeM: pa3JelicHue JaHHBIX, HapalliBaHUE TTOTOKOB
Y CBEPTHIBaHHE TIOTOKOB JIJISI BRIYHCIICHUS! OKOHYATEIHHBIX PE3YJIbTaTOB.
[Ipemraraemas cructeMa CMOKET MPEIOCTABUTH MPOTPAMMICTAM HECKOJIBKO TPEHUMYIIECTB, TPH U3
KOTOPBIX HanOOJIee aKTyalbHEL:
e ynporpamMMmucra OyJeT UMeThCs YIy4dIleHHas crelu(uKaiys ero alropuTMoB;
® OIWH MPOTPAMMHBIA CIIOW OymeT yHpaBiATh OOIIUMH BOIIPOCAMH, CBOMCTBEHHBIMH KaXIIOW
peamzanun Multi-BSP u
e  moaxoA 00eCHeYnT NepeHOCUMOCTh anroputMoB Multi-BSP.
[Tone3nast ocobeHHOCTD Jit00oW peanuzaumu Multi-BSP 3akimouaercst B TOM, 4TO MPOrpaMMHCTY
TpeOyeTcsi TapaHTHsl TOTO, YTO MPUMEHSEMOE pa3leliCHHE IAHHBIX MpUBENeT K dPPEKTHUBHOMY
HCTIONTH30BAHHIO KAMI-TIAMSTH, TO €CTh 00ECIeYHT OOJBIOE YHCIIO YCIICITHBIX OOpaIleHHid K K3~
HaMsATH W MUHAMH3UPYET NpoMaxu. JTo o0ecnednBaeTcss €CTeCTBEHHBIM 00pa3oM, eciu B
ITOPUTME TIPUMEHSIETCS CTPATEruy Pa3/iesieHUs JaHHBIX Ha OCHOBE JIOCTYITHOTO 00OpYJIOBaHUS, a
TMOTOKHW HWJIM TIPOLECCHI BBIMIOJHAOTCA B MPOLIECCOPHBIX 6n01<ax, OMKANIINX K DTOM IaMATH
enmHnnax. Kak mpaBuimo, pasmep pasjiena JaHHBIX HHKOTZIA HE JIOJDKEH IPEBBINIATh pasMep
COOTBETCTBYIOIIETO pa3Mepa K31Ia.
Npyras npobGnema anropurMoB Multi-BSP 3akimrouaercss B HEOOXOAMMOCTH HMX DPa3pabOTKH B
TECHOM CBSI3M C AapXUTEKTypoil ammapaTypel. B 9Toil cuTyauuu Henb3s TrapaHTUPOBATh
MEPEHOCUMOCTh CIENHANbHO Pa3pabOTaHHOTO alIropuTMa, M, BO3MOXHO, OH OyJeT NMpaBHJIBHO
paboTaTh TONBKO HAa MAaIIMHAX TOTO K€ THUMa (C TEMH K€ pa3MepaMH KdIIeH Ka)XIO0ro YpOBHS, C
TEeM K€ pachpeielicHHeM MPOIECCOPHBIX OJOKOB H T.A.). UTOOBI pemuTh 3Ty mpobiemy, B
IpeIaraeMoi CUCTEME pealn3yeTcst OOLIMI METOJ JAJIsl COKPBITUS BCEX CIEU(UIECKUX JeTanei
anmapaTHOro obecreueHus, ¥ MPOrpaMMHCTy HYKHO OyZieT oOecreunTh ToJIbKo o0mmue GpyHKuny,
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KOTOpbIE MOTYT HCIOJNB30BaThCSl B PA3NUYHBIX APXUTEKTypax, HE MPEOAoJeBas TPYIHOCTH,
CBsI3aHHBIC C OCOOCHHOCTSAMH KOHKDETHOH ammapatrypbl, H oOecreynBasi TakuM o00pa3oMm
HEepPeHOCHMOCTh. B cieyromeM noapasene omuchBalOTCS OCOOCHHOCTH MPEIaracMoil CHCTEMEI
noaaepxku Multi-BSP.

4.2 Ctpyktypa cuctemsbl noanepxku Multi-BSP

Kak ormewanoch Bblme, cucrema nomaepkku Multi-BSP — 310 006001ieHHas pexypcuBHas
npoueaypa, Koropast 00X0IUT JepeBo, NPEACTAaBIIONIEe KOHKPETHYIO 0000IEHHYIO apXUTEKTYPY
anmapatypbl. I[lyTb, KOTOpPOro HpHIEpKUBACTCS CHUCTEMa, OIPEAENSET CTPATEruio pasjeieHHs
JTAaHHBIX, HApaIlMBaHWS W CBEPTHIBAHMS INOTOKOB. B Hamieil peanusanny NPUMEHEH alrOPHTM
mpssMoro 00xoza, HO 3TO BCETO JIMIIL OJHO M3 BO3MOJKHBIX NMPOCTBIX PEUICHHUH, MO3BOISIOMINX
MOJTYyYUTh IIOJIE3HBIE PE3YNbTAaThl. AJTOPUTM 00X0Ja MOYKHO KAacTOMH3HPOBAaTh, H3MEHSA
UCTIONb3yEMBIE ITyTH MPOXOAa IO JIEPEBY.

B cucreme wmcnome3yercss TOT Jk€ MPOLECC aBTOMATHYECKOTO OOHapyXEHHsS OCOOECHHOCTEH
anmnapaTypbl, KOTOpbiii npumensercs B Multi-BSP-Disc-Bench anst renepamun Multi-BSPTree.
IMocne mosydyennst 3toil MHGOpMALUKM cHUcTeMa 00pabaTHIBACT AEPEBO PEKYPCHUBHBIM 00pazoM,
IpUYeM KaXAbI YpOBEHb PEKypCHH OTOOpakaeTcsi Ha COOTBETCTBYIOUIIMH  ypOBEHb
BBIUHCIUTEIbHON Mozenu Multi-BSP.

[ceBmoxo, TOKA3EIBAIOIIN OOIIYI0 cXeMy (PYHKITHOHHUPOBAHUS CUCTEMBI moanep xku Multi-BSP
MIPE/CTABICH B anroputMe 3. Y CHCTEMbI MMEIOTCS Ba BXOIHBIX Mapamerpa: 1) TeKyIIui y3en
JiepeBa, NPEACTABISIONMNE HEKOTOphId KommoueHT Multi-BSP, ii) nmannesie mnst paGotel. Bes
nHpopMmanus, HyXHast JJIsl ONpPECICHUS] COOTBETCTBHUS MOTOKOB, YK€ NOCTYIIHA B KOMIIOHEHTE
Multi-BSP. B cTpykType JaHHBIX UMEIOTCSI yKa3aTesld Ha MOAKOMIIOHEHTHI (1.S0NS), U ¥ KaXI0ro
MOJIKOMITOHEHTa UMEIOTCS NIPaBHIIbHBIE UHJEKCHI JJ1s1 pabOTHI.

VY KaxJ0ro MOTOKa MMEETCs YHHKanbHbIH uaeHTHbukamus P € [0 . . . n—1], rme n — uucno
MOTOKOB, MOJYYCHHOE MPH MOMOIIX BbI3oBe (yHKimu hSp_nprocs. Waentuduxartop moToka p
ompeensietcs myTteM Be3oBa (ynkimu bsp pid (crpoku 3 u 4 B anropurme 3).

[Tocne 3TOro, K JNAHHBIX IMpPUMEHsETCS (QYHKIMS pa3[elieHus] C HCIOJIb30BAaHHEM B Ka4yeCTBE
napamMeTpoB 3HaueHW P u N (crpoka 5). Jo oOpaboTku paepeBa TpeOyercs OaphepHas
cunxporusanus (Gyukmust bsp_synch()), aro6sr rapaHTHPOBATh JOCTYIMHOCTh COOTBETCTBYIOIIETO
9acTHOTO (pparMeHTa JaHHBIX B KaXXIOM M3 IOTOKOB (CTpoka 5). 3aTeM peKypcus HadHMHaeT
00pabaThIBaTh y3IIHI JepeBa.

0l: bsp _set pin(t.sons){ Affinity using sons components }

02: bsp begin/() { Spawn threads }

03: n « bsp nprocs() { Amount of threads in the current level }
04: p « bsp pid() { thread id / component number at level n }

05: dpi < partition(|d|, p, n) { Data for thread p and level i }
06: bsp synch() { Sync to guarantee all threads have their partitions }
07: if n > 1 then { 1is not a leaf component / it has sons }

08: foreach tson, i in t.sons do

09: vr[i] < mbspEngine(dpi, tson) { recursion down over sons}
10: end for

11: bsp synch() { Waiting to receive the result of every son }
12: if master then

13: r « reduce(vr) { The master of the level executes reduce}
14: end if

15: else

16: r — work(dij) { The leaf thread executes work function }
17: end if

18: bsp synch() { Wait for master to have r or sons running work}

19: return r
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Anzopumm 3. Cucmema nodoepoicku Multi-BSP

Algorithm 3. Multi-BSP engine

OOpaboTKe [aHHBIX B TEX KOMIIOHEHTaX, KOTOpBIE HE SBIAIOTCS JIUCTOBBIMU Yy3JIaMH,
COOTBETCTBYET KOJl B CTpOKax 7—16. BBIMONIHACTCS peKypCHBHBINM BBI30B TIporieaypsl MbspEngine
(ctpoku 8-10) ¢ ucmomp30BaHMEM B KadeCTBE ITapaMeTPOB TEKYIIETO pa3lelia HaHHBIX H y3Ja
JepeBa Uil Ka)XJOro IOAKOMIIOHEHTa. Kakaplii BBI30B BO3BpAaIaeT pPE3yJbTAT, KOTOPBIA
coxpaHsieTcss B BekTope VI. UToOBI TapaHTHpOBaTh, 4YTO BCE pE3YJNbTAaThl XpaHITCS B VI,
HeoOxonnma cuHXpoHHu3auus (ctpoka 11). 3aTeM BBI3BIBAIONIMIA TOTOK (TO €CTh IJIABHBIN ITOTOK)
peayuupyeT 3HaueHHs, MPUMEHssE K BekTopy VI ¢yHkuuro reduce (crpoku 12-14). Hakower,
JICWCTBHS, BBINOJHIEMBIE TIPH JOCTH)KEHHH peKypcueidl mucToBbIX y3moB Multi-BSPTree,
noka3aHbl B CTpokax 15-17, rae BbimosHseTcst (yHKIMsS WOrK s BBIYHCICHHS YaCTHYHBIX
pe3yIbTaToB.

Ha puc. 5 mokazaHo TunuuyHas paboTa CHCTEMBI NPH pPELICHHH pa3feisieMod 3ajadud, TIe
OpUMEHSIOTCS (DYHKIHMH, OMpe/eNieHHbIe Monb3oBareneM: partition, work u reduce. Pabora
MPOHCXOIUT Ha KOMIIBIOTEPE, apXUTEKTYpa KOTOPOTO COACPKUT ABA YPOBHSI, KaX bl U3 KOTOPBIX
AMEET /1Ba TOAKOMIIOHEHTa. Kakmplii cephlii KBagpaT MpEICTaBIsSeT SK3EMIUIAP KOMIIOHEHTA
Multi-BSP, a kaxxaasi CTpEIIKH IPEACTABIAIOT CBI3H MEXKIY KOMIIOHEHTaMH.

D
M
: B, Dy =partition(1)
barrier
A g
Cy Cy
D5 D =partition(D,) Dy, Dy=partition{Dy)
barrier
prs - g ~
Caz Car Ciz Cyi
Fas = wWork{ D) Fap = wWorkiD,;) P = work(Dy:) Py = work( Dy,
parrier
= re sy —
r, = veduce(fr,s rol) Py = reduce([Fyz, 1y l)
Cy Cp
barrier P
T,

R = reduce(|r,, rf)

Puc. 5: Cxemamuueckoe uzobpascenue pabomsr MBSPENgine
Fig. 5: Schematic view of an MBSPEngine execution
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4.3 OueHo4Hasa hpyHKUuMA ans npepnaraeMon cCMcTeMbl

B cucreme mMeroTCs TpM IOCIEIOBATENBHBIX dTala Ha KaXIOM Iuare 1, BBIIOJHAEMBIX HaJ
JICPEBOM apXUTEKTYPhI: PEeKypCHUBHBIH 00X01 fepeBa cBepxy BHH3 (CD), BbI30B (GyHKIMH WOrK Ha
ypoBHe suctbeB (CW) 1 Bo3Bpar u3 pekypcun cHusy BBepx (CU). Kaxnpiii mar T npencrasnser
co0oii paboTy, HeoOXoAUMYIO 11 00padoTKu pparMenTa AaHHbIX D.
CTOMMOCTB BBIMIOJIHEHHSI CUCTEMBI MIPEACTABISIET COO0M CyMMY 3HaYECHUI CTOMMOCTHBIX (DyHKIIUH
JUTS KaXJO0ro U3 Tpex mocienoparenbhbix mmaros: CT = CD + CW + CU. Kak mokazaHo HuUxe,
3HAUYEHHE CTOMMOCTHOM (DYHKLIMM Ul KaXKJOro Iara ¥ KOMIIOHEHTa BBIYHCIISETCS Ha OCHOBE
dopmysi (1).
Pexypcus ceepxy enuz. JlekoMmo3unusi JaHHBIX (parMeHta D BbIIONHSETCS ¢ NMpUMEHEHHEM
¢bynkuum partition Tompko oaMH pa3 (TO ecTh OAWH Cylepuiar) Ha ypoBeHb. Toraa
cootBercTByrolee 3HaueHue Ny B popmyne (1) pasro 1, u mockonbKy GyHKuus partition sensercs
MIOCJIEIOBATENIbHOM 1 Oe30macHOW /Il MOTOKOB (T.e. HEe TpeOyeT mapaljieibHbIX BBIYHCICHUH),
IUIL Hee MOXKHO HCIIOJIb30BaTh CTaHNApTHYI HoTauuio «O OoJbIIoe», B pe3yibTare 4ero
nosy4aercst popmyina (2).

L-1

Cp = Z(O(partitionk) + hy X g, + 1) (2)

k=0

Y KOMIOHEHTa, paboTarOLIEro Ha dTane pa3AeieHHs, UMEIOTCS P MOJKOMIIOHEHTOB, C KaX/bIM H3

KOTOPBIX OH HYy)XAaeTcsi B KOMMyHuKauuu. [loaTomy, 3HadeHue hy A KaXXOOro pasieneHUs
MaKCHUMaJIbHO, YTO IPUBOIUT K popmyre (3).

L-1
D,
Cp = Z (O(partitionk) +Ex gk + lk) 3
k=0 Pi

Work. ®ynkmust WOrk emre mpoine, MOCKOJIBKY OHA BBINOJHSETCS TOJNBKO OJHMH pa3 Ha OJHOM
KOHKPETHOM YpOBHE: JIUCTBSIX JIePEBa, COOTBETCTBYIOIIMX MPOLECCOPHBIM OJOKaM KaXIO0ro
komnoHeHTa. Toraa Ny 1 L paBHEI 1, a cronmMocTs onpeaensiercs GopMydoit (4).

Cy = 0(w0rkleaf) + 1 4)

Pexypcus cnusy agepx. CTOUMOCTb BOCXOJIAIIEH PEKYPCHH CKJIABIBACTCS U3 CTOUMOCTH (DYHKIIMH
reduce Ha KakJoM ypoBHe. BaxkHO, 4TO Kak[goe BbIMoJHEHHE (QyHKIMU reduce 3aBHCUT OT
KOJIMYeCTBA HEIMOCPEACTBEHHBIX MOTOMKOB 3TOro ypoBHs. [locie Bbi3oBa ¢yHkimu reduce
KaXIbIl HEMTOCPEICTBEHHBI IOTOMOK BEpHET OJHO 3HAYCHHE, YTO MOApa3yMeBaeT HAIWIHE OI0H
KOMMYHHUKAIIMU CHHU3Y BBEPX JUIS K&XKIOTO MOJKOMIIOHeHTa. Eciu y KomroHeHTa Ha ypoBHe K
UMeeTCs Py MOJKOMIOHEHTOB, BBIMOJHsOMMX reduce, To kosmuuectBo coobuienuit (hy) Oymet
PaBHO Py, IO OHOMY Ha KaX[blil oKoMnoHeHT. Toraa croumocts 3amaercst hopmynoii (5).

L-1
Cp = Z(O (reductiony) + pr X gk + L) (5
k=0

PesynpTupytomast ¢opmyna (6) maer BpeMs BBIIOJHEHUS alropuTMa, pa3pabOTaHHOTO ISt
cucreMsl moaaepxkku Multi-BSP.

L-1

Cr = O(Workleaf) +1p+ z (O(partitionk) + O(reductiony) + py X g + % X gy + 2lk> (6)
k=0

Crenyromuii moapaszies NPeNCTaBiIsIeT IPUMEp aITOPUTMA, pPa3padOTaHHOTO MPH ITOMOIIH
npeyIaraeMoil CHCTEMbI MyTeM 3aaHusi KOHKPETHBIX criennduKkanuii GyHKuii partition, work u
reduce

110



Ararms M.O., Heemauros Kaxoac C.E. TToryaBTomMaTiHecK il TOaXo K NapauieIbHOMY PELLICHHEO 3a1ad ¢ HCronb30BaHueM Mozem Multi-BSP. 7pyos:
HCII PAH, Tom 31, Bbim. 2, 2019 1., c1p. 97-120

4.4 Mpumep npumeHeHusa MBSPEnNgine

B aroM moxpasnene omuchIBaeTCsl MPOCTON MpUMEpP NMPUMEHEHHs IpeJlaraéMoil CUCTeMbI A
pELICHUsT TPOCTOM AEKOMIO3MPYEeMOW 3agadd. ODTOT INpHMep oOecreumBacT OPHEHTHP IS
pa3paboTkn W peann3anuu OoJee CIOXKHBIX AalrOPUTMOB ITyTEM OIPEAETICHHS BCETO TPEX
OCHOBHBIX (DYHKIIHI, BKIFOYaEeMbIX B cucTeMy: partition, work u reduce.

@ynkuus partition pasbuBaeT WHCXOAHBIC MAAHHBIE IO OJHOMY (parMeHTy Ha KaKIbIA
nogkoMItoHeHT. OOpaboTka BRIONHACTCS peKypcuBHO Haj aepeBoM MBSP, n pparmenT maHabIx
KOMITOHEHTA SIBJIICTCS MCTOYHMKOM [UISI CIIEAYIOLIEro BbI30Ba (yHKmmu partition BHyTpH ero
noaxkoMIoHeHToB. Koraa pekypcus nocturaeT (asbl OCTaHOBKH, B KOMIIOHEHTE Ha ypoBHe ( Ha
npoueccopax Beimonasiercs ¢Gyakmust WOrk. Korma d¢ymkums WOrK BosBparmaer pesysbTar,
MacTep-Tpolecc OObEIUHACT PEe3ybTAaThl IMOJKOMIIOHEHTOB IyTeM BbI30Ba (GyHKuWH reduce.
Pesynprar GyHkuuu reduce oTmpaBiseTcs B POOUTENbCKUI KOMIOHEHT. IIpoliecc BBIMOIHEHHUS
pasneneHuit, paboThl Ha Ipolleccopax M peAyKIUH Pe3ylbTaToB MPECTaBIICH Ha pHC. 5.

BaxHO OTMETHTB, YTO HE KKl MapaJIeSbHBIN anropuT™M OyIeT COOTBETCTBOBAThH OOIICH
cxeMe, NMOJAJAEPKMBAEMOM B Halllell cucreme. PekypcuBHasi cTparerust «pasjieisil U BIACTBYW»
OOBIYHO HE HAWIY4IIUM O0pa3oM MOAXOAMT IJs 3ajad, AaHHBIC KOTOphIE HE MOTYT OBITh
paszelieHbl MpPOU3BOJBHBIM 00pazoM. UroObl MOXHO ObUIO pa3pabaThiBaTh MNEPEHOCHUMBIE
anroputMbl - MultiBSP ¢ npuMeHeHumeM Hameld CHCTEMBbI, HYXHO, 4YTOOBI JOIycKajach
BO3MOKHOCTh PEKYPCHUBHOT'O pa3/ieleHUs JaHHBIX 10 KOMIIOHEHTaM pPacKphIBaeMOH ammapaTHOU
APXUTEKTYPHL.

Kpome TOro, mporpaMMmucT 3apaHee HEe 3HAE€T apXUTEKTypy KOMIIBIOTEPOB, U1 KOTOPHIX OH
pa3pabaTbiBaeT KOHKpPETHYIO0 mporpamMmy. [Iporpammuct MoxeT pa3paboTaTb KOHKPETHBIH
aITOPUTM, TECHO CBSI3aHHBIM C JaHHBIM KOMIBIOTEPOM, HO B 3TOM CIIy4ae BECbMa BEPOATHO, YTO
QITOPUTM HE CMOXET 3(PQEKTUBHO HCIIOIb30BaTh (YHKIMU APYTHX AamnmapaTHHIX IuaTdopm
(HanpumMep, Korzja JOCTYHHO OoJblliee KOJHYECTBO BBIYHCIUTEIBHBIX pecypcos/suep). B
HEKOTOPBIX CiIydasXx ajJropuTM BOOOIIEe He CMOXeT paboTaTh Ha JApPYrol apXuTeKType.
Hcnons3oBaHne TNPEsIOKEHHONH CHCTEMBI II03BOJSIET NPOTPAaMMHCTY — pa3padareiBaTh H
peann3oBBIBATh IEPEHOCHMBIC QJITOPUTMBL. TakWe ainropuTMbl OOHApYXKAT apXHUTEKTypy
KOMITBIOTEPa, Ha KOTOPOM OHH BBIMOJHAIOTCS, M BOCIOJB3YIOTCS BO3MOXKHOCTSMHU TOCTYITHBIX
pecypcoB U TOINOJOrMU. B cooTBeTCTBUM ¢ OOHapyKeHHOI MH(poOpManMeil 3a1auu pasaeieHus
JaHHBIX OYyAyT BBINOJHATBCA Ha BBOJHOM JTale, 3aTéM Ha JOCTYNHBIX pecypcax Oynaer
BBINIOJIHAThCS (yHKIUS Work, a pe3ysbTaThl OyAyT peoyLHpOBaThCS Ha OdTalle CBEPTHIBAHUS
pexypcuun. Takum oOpazom, IUisl JII0OOTO AITOPUTMA, KOTOPHIH BITUCHIBAETCS B OOIIYIO CXEMY,
HOJIEP)KUBAEMYIO CUCTEMOH (TO €CTh, €CIM €ro AaHHbIE MOTYT OBITH pa3JiesIeHbl NPON3BOJIBHEI
HPOU3BOJILHEIM 00pa3oM), OHa MPEJOCTaBIsIeT MOJNE3HBIH Crocod Mpo3payHoro u 3(PEeKTHBHOTO
HCIIOJIb30BaHMS IIPEUMYIIECTB 0a30BOH aNmapaTHOil apXUTEKTYPHI.

YroObl JrydIie MpOMLUTIOCTPHPOBATH IPEUMYILECTBA IIPEUIOKEHHOTO ABHKKA, B 3TOM IO/Ipa3/ele
B Ka4eCTBE MPUMeEpa MBI MPEACTABIISIEM AJTOPUTM BBIYHCIIEHUS CKAJIIPHOIO NMPOU3BEACHUS ABYX
BEeKTOpOB. OUeBUIHO, YTO OH MOAXOAUT I PEKYPCUBHOM CTpaTerHMM «pasfesisiii U BIACTBYM»
(tT.e. cmemyst moxxony mapajielM3Ma 10 JAaHHBIM) M, CJIEJO0BaTeNbHO, M U Halled CHUCTEMBI.
ANTOpUTM IIPOCT, HO OH OYEHB I10JIE3EH, YTOOBI TOKa3aTh, KAK MOKHO paboTaTh C MpeyiaraeMblit
CUCTEMOH.

Hauynem c ompezmeneHusi Tpex (GYHKUMHA, HeoOXoaumbix aist neuratens. Oynkuus Partition
(Anroputm 4) paznenser HCXOIHBbIE JaHHBIE HAa OCHOBE HOMepa KOMIIOHEHTa M 4YHCIa
KOMIIOHEHTOB Ha JaHHOM YypoBHe. /Ui mpencraBieHHOTo NIpuMepa (QyHKIHS oOecrednBaeT
pa3zgeneHre, MPUTOJHOE U AJTOPHTMa BBIUMCICHHUS CKAJSIPHOTO MPOWM3BENEHHS: (hparMeHT
O0ImMX NaHHBIX, Pa3/IelICHHBIH MEXAY 3aJaHHBIM YHCIOM KOMIIOHEHTOB. KOHKpeTHBI HOMeEp
KaXIoT0 HOMEpa KOMIIOHEHTa HCIIONB3yeTCs ISl ONpelesieHus (parMeHTa, KOTOpBIH Oyrder
HCIIOJIB30BATHCS KOMIIOHEHTOM.
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01 Partition(interval, componentNumber, n) {

02 sliceSize = interval.length / n

02 return interval.slice [

03 sliceSize * componentNumber,
04 sliceSize * (componentNumber+1)
05 ]

06 }

Aneopumm 4. Qynxyus pazoenenusi 0lisk (PUMEPA CKATAPHO20 NPOU3EEOEeHUS
Algorithm 4. Partition function for dot product instance

®Oyukrms Work (anroput™ 5) mosydaer GpparMeHT, WM WHTEPBaJI HCXOIHBIX JaHHBIX. B maHHOM
cirydae 93Ta (YHKIHSA BBIIOJHICTCS TOJNBKO JJSI JIMCTOBBIX KOMIIOHEHTOB. OJTO caMble
AJIeMEHTapHbIe KOMIOHEHTHI, TO €CTh IPOLIECCOPEI cO CBOeH Ommkaifmeit mamsaTeio. Kak mokazaHo
Ha pHC. 5, KaXIBIH MMOTOK, paOOTAIOIINIT Ha TOM YPOBHE, HAIIPSIMYIO COOTBETCTBYET MIPOIECCOPY.
Kax mokasaHo Huke, BO3BpaIliacMoe 3HaUeHHe Oy/IeT HCTIOIb30BaThCs GpyHKmuei Reduce.

01 Work (slice) {

02 for value in slice {

03 result += value*value
04 }

05 return result

06 }

Aneopumm 5. @ynxyust WOrK 05t npumepa cKaispro2o npousgeoeHust
Algorithm 5. Work function for dot product instance

Hakownen, ¢yukuus Reduce (amroputM 6) moiy4aeT MacCHB 3HAuCHUil. BXojaHble 3HaueHHS
noJydarorcsi ubo B pesyibrare BbimoiaHeHus (yHkuun Work, nu6Go B pesynbraTe Ipyroro
BhINOTHEHNA GyHKIMK Reduce B HemocpeacTBEHHO NOAYMHEHHBIX ITOJJKOMIOHEHTAX.

01 Reduce( arrayValues ) {

02 for v in arrayValues {

03 result += arrayValues|[i]
04 }

05 }

Aneopumm 6. @ynxyus reduce os npumepa cKaispHO20 NPoU36eOeHUs.
Algorithm 6. Reduce function for dot product instance

5. OkcnepumeHmManbHbIlU aHanu3

B aToM pazzene npuBoIATCS 3HAYCHHA MapaMeTpoB J U L, mosydeHHbIe Ui pa3HbIX apXUTEKTYp C
UCIIOJIb30BAaHUEM MPEAJI0KEHHOT0 OeHuMapKka. DTH 3Ha4eHUs! OyIyT HMCIOJIb30BAaHBI MOIKE IMPU
BaIMAAIMK AJITOPUTMA, pa3pabOTaHHOIO C UCMOJIb30BAaHMEM HaIIeH CHCTEMBI, Ha OCHOBE
CpaBHEHUS PeabHOTO BPEMEHH BBIIOJIHEHHS U PACYETHOTO BPEMEHH, COOOIIIEHHOTO MOIEIBIO.

5.1 ApXUTEKTYpbl, UICNONb30BaHHbIE B 3KCNEePUMEHTanbLHOM aHanuse

JlJIsl ONMCaHHBIX SKCHEPUMEHTOB OCOOEHHO Ba’KHBI MEPAapXMUYECKUE YPOBHH PaccMaTpHBAEMBIX
apxuTekTyp. OCHOBHBIE II€JM SKCIEPUMEHTAIBFHOIO aHaIN3a COCTOST B TOM, YTOOBI IIPOBEPHTD,
COOTBETCTBYIOT JI BEIYHMCIICHHBIE 3HaueHUs mapameTpoB Multi-BSP teopernuecknm 3HaYSHUSIM.
JUit  SKCHEepHMEHTAIBHOTO  aHaim3a ObUIM  BBIOpAaHO TpPHM  pEAJBHBIX  MHOTOSIAEPHBIX
nH(PaCTPYKTYpHI C JOCTATOYHO OOJIBIINM YHCIIOM SIAEP U MHTEPECHBIMH YPOBHSIMH K3IIA.

e [lepBbiM oOpasmom sBisiercs dell32, apxuTekTypa KOTOpOTo ToKa3aHa Ha puc. 6 (IuarpaMmma
noxydeHa mytem npumenenus hwloc). B dell32 nmerotcs getsipe nporieccopa AMD Opteron
6128 Magny-Cours Bcero ¢ 32 siapamu, 64 I'0 0CHOBHOHM NaMsITH | 1B YPOBHS HEPAPXHH.
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Puc. 6. Boisoo hwloc, onucwiearowyuii mononozuio muozosdeprozo komnwviomepa dell32
Fig. 6. hwloc output describing the topology of the dell32 multicore computer

e Oo0paser #2 — jolly, apxuTekTypa KOTOPOTO MMOKa3aHa Ha puc. 7 (quarpamMma mojrydeHa myTeM
npumenenns: hwloc). B jolly nmerorcst yersipe npoueccopa AMD Opteron 6272 Interlagos
nporeccopsl Beero ¢ 64 siapamu, 128 ['6 0CHOBHO# NaMsTH U TP YPOBHSI HEPApXUU.
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Puc. 7. Bbisoo hwloc, onucvisarowuii mononozuro mno2osoepnozo komnviomepa jolly
Fig. 7. hwloc output describing the topology of the jolly multicore computer

e OOpazen; #3: yzen XeonPhi B BBICOKONPOU3BOAMTENHHOM BBIYUCIUTENBHON ILIaThopme
Cluster FING Pecnybnukanckoro yHusepcurera [6]. Y Xeon Phi 60 siuep, 8 I'6 ocHOBHO#
mamsatd, kdm L2 — 512 K6 m xom L1 — 32 K6. ¥V kaxmoro sjpa HMEOTCS YeThIpe
MIPOLIECCOPHBIX OJIOKA U THIIEPIIOTOKOBOW 00pabOTKM, B pe3yibrare 4ero oolee 4Yucio
¢du3nyecKux NoToKoB cocranmsieT 240. Apxurekrypa y3ina XeonPhi npencrasnena Ha puc. 8
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Puc. 8. Bvisoo hwloc, onucwisarowuii mononozuio conpoyeccopa XeonPhi
Fig. 8. hwloc output describing the topology of the XeonPhi co-processor

Jna xaxpoll 1meneBoM  apXUTEKTyphl Ha MEpBOM  3Tale HEOOXOAMMO  OIpPENeTUTh
COOTBETCTBYIOIIUE FK3eMIUIIpEI B Moaenu Multi-BSP. [{ns mpydmero mornmanus coctaBa Multi-
BSP nanmpHeiimmee ompcaHWe TPOABWTACTCS IIar 3a MIaroM B MPOLECCE IOCTPOCHUS
cnenuuKanum.
[Mpouenypa coznanns crnennudukanuy 1 komnbsiorepa dell32 mpoaBuraercs ¢ HIDKHETO YpOBHS
(sopa) K BEPXHMM YPOBHSM M CO3JacT KOPTEKH KOMIIOHCHTOB, COBMECTHO HCHOJB3YIOIINX
MPOCTPaHCTBO MaMATH. IIepBBIil KOPTEX COCTOMT M3 OAHOTO siapa Ha ypoBHe 0. DTo sapo He
paszenser Kakylo-Inbo MaMATh C KaKUM-IHOO APYIMM KOMIIOHEHTOM, II03TOMY OOBEM €ro
COBMECTHO HCHONB3yeMoH mamsitu paBeH 0, m obOa mapamerpa § u L paBHB HymIO IO
ompeneneHuto: tupleg = <pg = 1, go = 0, Ly = 0, mg = 0>. Yrto kacaercs CIEAYIOUIETO YPOBHS,
4yeThIpe 0a30BBIX KOMIIOHEHTa YPOBHA ) COBMECTHO HCIIONIB3YIOT K3mI-ntaMaTh L3 pazmepom 5 MB,
obpasyst HoBblii KoMmmoneHT Multi-BSP ypoBas 1. DTOT HOBBIH KOMIIOHEHT (HOpMAaITBHO
OTHCHIBAETCS KOpTexeM tuple; = <p; = 4, g, L3, m; =5 Mb>. Hakonern, Bce BoceMb KOMIIOHEHTOB
YpOBHSI | COBMECTHO HCIOJIL3YIOT ONEPATUBHYIO MaMATh o0bemMoM 64 I'b, oOpa3ys cnenyroomuii u
noce Ui ypoBeHs 2 B crienndukannun Multi-BSP. Oror ¢opmansHo onuceiBaeTcs kak tuple, =
<p2 = 8, 02, L2, my; = 64 I'b>.
3aKIIOYUTEIBHBIM Iar COCTOUT B COCAMHEHHME BCEX KOPTEXKEH B IOCIEAOBATEIBHOCTH JUIA
MOJIyueHHs1 TOJIHOM cnenudukanuu mammHbel Multi- BSP ¢ orOpackiBaHieM HyJIeBOTO ypOBH,
TaKk Kak 3HadeHuWs Qo U Lo m3BecTHBI mo ompenenenmio. Torma apxuTekTypa obpasma #l1
ONKCHIBAETCS COOTHOMIEHHEM (16).

M, =[<p, =4,9;,L,m =5Mb><p, =89,L,,m, =64Gb>] (16)
C ncnonp30BaHUEM TOI JKe TIpoueayphl cozaaercs crnenndukays Multi-BSP ams sx3zemmisipa #2.
Omth ke, ypoBeHb 0 onuchiBaeTest Kak tupleg = <po =1, g = 0, Ly = 0, mg = 0>. Yposens 0 umeer
OJIMHAKOBYIO CTICIM(UKAIMIO Ha BCEX MAIIMHAX 33 UCKIIIOUYEHHUEM SJIep, B KOTOPBIX UCIIOIb3YyeTCs
TEXHOJIOTHSI THIEPIOTOYHOCTH (B 3TOM ciydae TpeOyeTcsl IOMOJIHUTENBHBIN ypPOBEHb IS
cnenuduKany GU3MIECKUX OTOKOB).
[lanee, UMeIOTCs 11Ba KOMIIOHEHTa, paszeistonme kam L2 pazmepom B 2 M6. IlepBblit ypoBeHb
omuceiBaeTcs Koprexem tuple; = <p; = 2, g, Ly, m; = 2 MBb>. KoMIOHEHTBI MepBOro ypoBHS
COBMECTHO HCIIOJIB3YIOT 4eThIpe Kam-amsatu L3 pasmepom B 6 MB, o0pa3syst BTOpoil ypoBeHb,
KOTOpBII omuchiBaeTcsi KopTexxeM tuple, = <p, = 4, g,, L, m, = 6 MB>. Ha nociennem ypoBHe
TPYNIUPYIOTCSI BOCEMb KOMIIOHEHTOB BTOpPOro ypoBHA. OHM pa3sfensitoT OCHOBHYIO INaMsTh

obbemoM B 128 GB. Tperuil ypoBeHb ONMUCHIBacTCs KOpTexkeM tuple; = <pz =8, gs, L3, m; = 128
GB>.
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[ono6uo cnennduxamuu s dell32, okonuarensHO# cnennpukanuei sxzemisipa MultiBSP st
jolly sBnsiercst cootHomeHue (17).

Ml = [< P11 = 2,gl,L1,m1 = sz >,<p2 = 4’,g2,L2,m2 = 6Mb >,< Pz = 8,g3,L3,m3
= 128 Gb >] (17)

Tpetbeit apxutekTypoii siBisiercs: conporeccop XeonPhi. C mpuMeHeHHEM TOH ke IpoLeypbl Ha
HIDKHEM YPOBHE HACHTH(HUIMPYIOTCS MPOLECCOPHBIC OJIOKM, M OHM BKIIOYAIOTCA B ypoBeHb 0.
Kak m B Apyrnx apxuTeKkTypaX, NPOIECCOpPHBIE OJOKM BOOOINE HE pPAa3lCisioT MaMsiTh, MU
oTpeieNICHNeM 3Toro ypoBHs siBisietcst tupley = <pg = 1, go = 0, Ly = 0, my = 0>. 3arem, geTbipe
KOMIIOHEHTA HYJICBOTO YPOBHS PasZeisioT Kani-iamsts L2pasmepom B 512 Kb. Tak 4ro mepBsiit
YpPOBEHb ONHKCHIBAETCS Kak tuple; = <p; = 4, gy, Ly, m; = 512 Kb>. Hakonen, kak noka3bIBaeT puc.
8, mocieaHeMy YpOBHIO cooTBeTCTBYET tuple, = <p, = 60, g,, Ly, M, = 7698 Mb>.
BrimeynomsHyTele  9K3eMIULIpel  Mozaenu  Multi-BSP  npumensitorcss B 3TOM  craThe  JuIA
NPOTHO3UPOBaHUs BpeMEeHH paboThl anroputma Multi-BSP, BbimonmHsieMoro Ha Kakaom
kommnbroTepe. I[TapameTps! g u L B Ka)10M KOPTEKe AOJKHBI OBITh NPEIBAPUTEIBHO PACCUUTAHBI
C HCIIOJIb30BaHUEM IIPOLEAYPHI 3TATOHHOTO TECTHUPOBAHUS, OIMMCAHHON B MPEABIIyLIeM pa3fele.
B cnenyromem noapaszaene NpUBOAATCA 3HA4eHUs J M L, momydeHHbIE U1 BCeX apXHUTEKTyp Ha
KaXJIOM YpOBHE.

5.2. Pe3y11bTaTbl npon3BoanTeNibHOCTU UCCIIeAO0BaHHbIX aPXUTEKTYP

DKCIIEpUMEHTHI ¢ IPOU3BOIUTEIHHOCTHIO OPUEHTHPOBAHBI Ha OTPEICIICHUE BPEMEHH BBITTOTHCHHS
MPOCTOTO aJrOpUTMa, pa3pabOTaHHOTO M PEaJM30BAaHHOTO C HCIOJIB30BAHHUEM IIPEIIIOKCHHON
cucteMbl moazepxku Multi-BSP. Takum o6pasom, B 3TOM mojapaszene NPUBOAUTCS BpeEMsl
BBITIONTHEHHsT N-KOMMYHHKaNNil Ha KaXJIOM YPOBHE C yBENHUYCHHEM dnciia h B COOTBETCTBUU C
npaBwiaMu QyHKIMK coreBenchmark.

[NonydeHHble pe3yabTaThl MpeacTaBieHbl Ha puc. 9-11. Puc. 9 mokassiBaeT h-koMMyHHMKAIMKM Ha
kakgoM yposHe s dell32 (ypoBuu omuu u nBa). Puc. 10 meMOHCTpUpPYET aHAIOTHYHBIC
pe3ynbTatel s jolly (mepBbiii, BTOpoii 1 TpeTuit ypoBHH). Puc. 11 mokassiBaer h-koMMyHHKaIIK
Ha Ka)kJjoM ypoBHe Juisi Xeon Phi.
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Puc. 9. Bpems h-xommynuxayuii ¢ dell32
Fig. 9. Time for h-communications in dell32
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Puc. 10. Bpems h-xommynuxayuii ¢ jolly
Fig. 10. Time for h-communications in jolly
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Puc. 11. Bpems h-xommynuxayuii ¢ Xeon Phi
Fig. 11. Time for h-communications in Xeon Phi

B dell32 Bce kommyHuKanuu ypoBHs 1 BBIMOIHSIOTCS Yepe3 o0ty namsath (kam L3), moaromy
OHH B JIBa pasa ObICTpee, YeM Ha ypoBHE 2, B KOTOPOM HCIIONIb3YeTCs OCHOBHAs mamsth. B jolly
KOMMYHUKaIlMX HA YPOBHE | BBIMOIHAIOTCA Yepe3 Keml L2, mosToMy OHM B TpH pasa OblcTpee, yeM
Ha YPOBHE 2, IJie Ul 3TOro Ucnoib3yeTcs kam L3. B cBoto ouepenb, KOMMYHHKAI[MH Ha yPOBHE 2
B 1,5 paza ObicTpee, 4YeM Ha YpoBHE 3, KOTOpbIE BBINOJHSIOTCS IMYTEM JOCTyNa K OCHOBHOM
MaMSITH.

Hakowen, mis ompemeneHusi 3HadeHud ¢ u L B h-KOMMyHHKamusix Uil KaIOTO YPOBHSI
MIPUMEHSETCS METO/I HAaNMEHBIINX KBaapaToB. OkoHUaTenpHbIe 3HaueHus g dell32, jolly u Xeon
Phi npencrasiienst B a0, 1.

Tabn. 1. Pesynomupyiowue snavenus napamempos g u L no yposuam ons dell32, jolly u Xeon Phi
Table 1. Results of g and L parameters per level for dell32, jolly and Xeon Phi

dell 32 jolly Xeon phi
Level 2 1 3 2 1 2 1
g 977.5 334.9 1315.9| 549.9 105.3 2470.1 1947.9
L 15550.2| 7792.9 16184.4| 7157.9 498.2| 1380955.3| 1322578.2
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5.3 AHanu3 npumepa co CKansipHbIM nNpousBeaeHuemM

Jns mpoBepku pe3ysbTaToOB, OIMCAHHBIX B HPENbIAYIIEM [ojpaszeie, Obll  NpoBeleH

9KCIICPUMEHT C WCIOJB30BAaHHEM alrOPHTMa BBIYHCICHUS CKAJIAPHOTO IPOU3BEICHHS,

peai30BaHHOTO Ha OCHOBE cucTeMbl nojaepkku MultiBSP. [Ipormecc mpoBepkn BKIIOUAET B ce0s

CIIeIYIOIIHe Tambl (IPUMEHSIIOTCS AU PA3HBIX Pa3MEpPOB BEKTOPA):

1) oueHuTh 00BEM KOMMYHHKAIWI M CHHXPOHH3Aal[Md Ha KAKAOM YPOBHE, HCIONB3Ys
anmapaTHbIe CYETUNKH;

2) BBIYKCIIUTH 3HAYCHUS TIAPaMeTPOB gi 1 Li, ucmons3ys pa3paboTaHHbIH OeHIMApK;

3) BBIYHCIUTH BPEMsI HUCIIONHEHHUs aIrOPUTMAa, UCIONB3Ysl TEOPETHUCCKYIO OLEHOYHYIO MOJCIb
it mynsTr- BSP B Bune, mpencrasienaoM B [10];

4)  BBINOJIHUTH AITOPUTM BBIYHCICHHS CKAIPHOTO IPOU3BEACHUS;

5) cpaBHHTH BpeMsI BBIMONHECHHS AITOPUTMA CKAISPHOTO MPOU3BEACHHS C TEOPETHYCCKUM
NIpe/ICKa3aHHBIM BPEMEHEM.

Ha puc. 12-14 nokxa3aHo cpaBHEHHE TEOPETUUECKU OLIEHEHHBIX 3aTPAT C peallbHbIMU 3aTpaTaMu Ha
KOMMYHHUKAllUd W CHUHXPOHM3ALMIO INPH BBINOIHEHUH AalTOPUTMa CKaISIPHOrO IMPOU3BEACHUS,
peamM30BaHHOTO Ha OCHOBe cucTeMmbl mojaepkku MultiBSP. Ha pucyHkax moka3zaHO Bpems
BBINOJIHEHUS aJITOPUTMa CKAJSIPHOTO IPOU3BEACHUS C MHCIOJIB30BAHHEM IIPEAJIOKEHHOTO
MexaHusmMa MBSP B cpaBHEHHH ¢ BpeMeHeM, pPaCCUUTaHHBIM Ha OCHOBE TEOPETHYECKOil Moaeny,
C Y4ETOM BO3PaCTaIOIIETO Pa3Mepa BXOAHBIX JaHHBIX.
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Puc. 12. Cpasnenue meopemuuecku OYyeHeHHbIX U PeaibHbIX 3ampam 0711 Komnviomepa dell32
Fig. 12. Theoretical vs real cost for the dell32 computer

PesymbraTel Ha puc. 12-14 moka3sIBalOT TOYHOCTH MPEICKAa3aHHOTO BPEMEHH IO CPaBHEHHIO C
peanbHBIM BpeMeHeM. OTHOCHTENbHBIE TMOrpemHocTd cocTaBisioT oT 0% mo 7%. B dell32
cpenHsisi ommOKa cocraBisgeT 6%, a MakcuMaibHas omubOka — 9%. B jolly cpenusist ommoOka
coctaBisger 7%, a MakcHUMallbHas oOIIMOKa HporHo3upyemoro BpemeHn — 17%. Hawmmyumme
pe3ynbTaThl OblIM TosTydeHsl Uit Xeon Phi, Uit koToporo cpenHsis ommOKa COCTaBISIET BCETO
2%, a MakcuMaibHas omuOka — 5%. DTH pe3ynbTaThl MOKa3bIBAIOT, YTO TEOPETHUYECKAsl OLICHKA
BPEMEHHU BBINOJHEHUS aJITOPUTMa CKAJISIPHOTO NPOM3BEICHUS SBIAETCS JIOCTATOYHO TOYHOM I10
OTHOIIECHHIO K pealbHOMY BPEMEHH JIJIsl BCEX MCCIICIOBAHHBIX apXUTEKTYP.
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Puc. 13. Cpasnenue meopemuuecku oyeHeHnbIX U peaibhblx 3ampam 075 komnviomepa jolly
Fig. 12. Theoretical vs real cost for the dell32 computer
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Puc. 14. Cpasnenue meopemuuecku OYeHeHHbIX U PeanibHblX 3ampam 0711 conpoyeccopa Xeon Phi
Fig. 14. Theoretical vs real cost for the Xeon Phi co-processor

6. 3aknro4yeHue u nnaHbl Ha 6ydyuwee

B »TOl craThe mpemsio’keH YHPOIICHHBIH MOAXON K pa3paboTke W peaiu3allddl airOpUTMOB C
ucnoib3oBaHueM mMoenu MultiBSP.

IIpennoskeHHBI MOAXOJ BKIIOYAET METOJOJOTHIO Ui aBTOMAaTHYECKOTO OOHapyXeHHS
annapaTHbIX OCOOEHHOCTEH JaHHOTO KOMIIBIOTEpPa M CHCTEMY IOJJEPKKH AJsl pa3pabOTKU U
peaiM3aniy NapajjielbHbIX AITOPUTMOB Ha OCHOBE OO0OOIIEHHOW MpOoUEAyphl clielH(UKALNY.
Crnemyst TOMyY MOIXOMY, PU MPOTPaMMHUPOBAHUH HE HYKHO COCPEIOTAYMBATHCS HA KOHKPETHBIX
JeTAIAX pealM3allid M OJTAJIOHHOTO TectupoBaHust MultiBSP, koropoe BkiodeHBl B
npeaiaraemylo cucremy. IlporpamMmuct ctuMmynmpyercst K pa3paborke anroputMoB MultiBSP ¢
UCIIONIb30BAaHMEM O0IIel crnenn(uKaliy, OCHOBAHHOW Ha PEKypCHBHOM CTpAaTeTHH «pasieisi n
BJIACTBYI1», JEHCTByIOIIEH HaJl KOMIIOHEHTAMH apXUTEKTYphl (TO €CThb HaJ SApaMH, KAIIEM U
ONepaTUBHON NaMsIThIO).

Tarke mpezncraBieHa peanusanusi OeHumapka MultiBSP  nnst BbIABICHMS XapaKTEpPHUCTHK
UCTIONIb3YEMBIX apXUTEKTyp. DTOT OEHUMAapK NPUMEHsETCsS B Hallel cHCTeMe, B KOTOPBIH Takxke
UCTIONBb3YyeTCs Ipoliece OOHApY)KEHHs AJIsl BBINOJHEHUs anroputMoB MultiBSP, mossosstronmii
CKPBITh OT IPOrpaMMHUCTA BCE AETaNIU pa3JeCHHs JaHHBIX U 3aKPEIUICHUsI TIOTOKOB.

Banmnpanust  BBINOJHEHHBIX — peanu3aluidi  Oblla  THpoM3BeAeHa Ha TpPeX COBPEMEHHBIX
BBICOKOIIPOU3BOAUTENBHBIX APXUTEKTypax. bBbII MOCTpOEH M HCCIENOBaH YAaCTHBIN cClydaid
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UCIIONIb30BaHMsl pa3pab0TaHHOM CHCTEMBI JUIS PEIICHMS JIEKOMIO3UPYEMOH 3aJadll — ajrOpHTM
BBIYHCIICHHS CKaJISIPHOT'O ITPOM3BEICHUS BEKTOPOB.

OTOT TNPHUMEpPHBIH aJrOPUTM HCIIOJB30BAJICS JUIS CPAaBHEHUS TEOPETHYECKOrO BPEMEHH
BBINIOJIHEHHS, OILCHEHHOTO C HCIOJb30BaHHEM Mojenu croumoctd MultiBSP, u peanbHoro
BPEMEHH BBIIOJIHEHUSI peali3alliil alrOpUTMa CKaJSIPHOTO TPOM3BEACHHS Ha OCHOBE
pa3paboTaHHON cUCTEMBI. Pe3ynbTaThl TEOPETHYECKOH OLIEHKH OKa3alInuCh AOCTATOYHO TOYHBIMH:
CpeAHsisl OTHOCUTEJbHAs MOTPEITHOCTh cocTaBmiia oT 2% 10 7%. Hawnydmme pe3ynbrarbl ObUIN
nomydessl anst Xeon Phi, w1 koToporo cpenssist ommbOKa coctaBuia Beero 2%, a MaKCHManbHas
ommbka — 5%.

[Ipennoxkennass Metonmoyorusi oOecreuMBaeT OCHOBY Juisi pa3pabOTKHM HPUTOJHOTO  JUIs
IPAKTUYECKOTO HCIOJIB30BaHUS (peliMBOpKa, BKIIOYAIOMIET0 HAa0Op HMHCTPYMEHTOB IS
pa3paboTKu, peamm3alud ¥ BHIIIOJHEHWs anroputMoB MultiBSP, a Ttaxke TouHOTO
HPOTHO3UPOBAHUS BPEMEHH MX BBIIOTHECHUSL.

OcCHOBHBIC HampaBleHHs OyIOyIIMX HCCIECAOBAHMH CBA3aHBI C pACIIUPCHHEM aHalH3a
npeiaraeMoil METOIONIOTHH, HAPHMEp, MyTeM H3YYeHHS BO3MOXKHOCTEH CHUCTEMBI MOAICPKKH
MultiBSP ¢ ucnons3oBaHueM HOBBIX, 00Jiee CIIOKHBIX aNrOPUTMOB. CHCTEMY MOXHO PaCIIHPHTh
IUIsL  pelICHHs HEACKOMIIO3MPYEMBIX 33J1ad, HCIONb3ys INPEUMYLIeCTBA €ro MOXIYJIBHOM
OpraHW3allid M YYHTHIBas 3HAHUA O 3aJadyax, HOCTaBIsIEMble MOJIB30BATSIIMU (T.e. cHCTEMa
MOXXET AaBTOMAaTHYECKH OIpPENeATh COOTBETCTBHE IOTOKOB, OOECIeYMBaTh MNapajlieIbHOES
BBINIOJIHEHHE M JIOKAIBHOCTh JAHHBIX I8 (DYHKUUM pa3[elieHus, 3aJaBaeMOi I10JIb30BaTEIEM).
[Tpouecc oOHapyeHHsS MapaMeTpoB aIlapaTHOrO OOECIeueHHss MOXET OBbITh pPacIIUupeH
JOMOJIHUTCIIbHBIMU YPOBHAMU, BKIIIOYasd 06Hapy>1<eH1/1e XapaKTCpUCTUK CETH C UCIIOJIB30BAHUEM
CIICHHAJIbHBIX MMPOTPaMMHBIX 6I/I6HI/IOTCK " OMNpPCACTICHUEC COOTBETCTBUA 1 JIOKAJIbHOCTU OAaHHBIX C
YYETOM CKOPOCTH M IPOITYCKHOM CIIOCOOHOCTH CETH.
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KpYITHOMACIITaOHbIe HAyYHBIE MPUIIOKEHHS, KOTOPBIE OPraHW30BaHbl KaK IIOTOKH HAay4YHBEIX padot. [loTokn
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UCIIOJIb30BaHUEM OPHEHTHPOBAaHHOTO Ha JaHHbIE IUIAHUPOBAHUWS SIBISIETCS BAXXHBIM MOAXOAOM  JUIS
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pabor CyberShake, motromy 4to OH 00namaeT OONBIIMHCTBOM XapaKTEPHUCTHK IOTOKOB HAyYHBIX padoT,
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Abstract. Cloud computing is one of the most prominent parallel and distributed computing paradigm. It is
used for providing solution to a huge number of scientific and business applications. Large scale scientific
applications which are structured as scientific workflows are evaluated through cloud computing. Scientific
workflows are data-intensive applications, as a single scientific workflow may consist of hundred thousands
of tasks. Task failures, deadline constraints, budget constraints and improper management of tasks can also
instigate inconvenience. Therefore, provision of fault-tolerant techniques with data-oriented scheduling is an
important approach for execution of scientific workflows in Cloud computing. Accordingly, we have
presented enhanced data-oriented scheduling with Dynamic-clustering fault-tolerant technique (EDS-DC) for
execution of scientific workflows in Cloud computing. We have presented data-oriented scheduling as a
proposed scheduling technique. We have also equipped EDS-DC with Dynamic-clustering fault-tolerant
technique. To know the effectiveness of EDS-DC, we compared its results with three well-known enhanced
heuristic scheduling policies referred to as: (&) MCT-DC, (b) Max-min-DC, and (c) Min-min-DC. We
considered scientific workflow of CyberShake as a case study, because it contains most of the characteristics
of scientific workflows such as integration, disintegration, parallelism, and pipelining. The results show that
EDS-DC reduced make-span of 10.9% as compared to MCT-DC, 13.7% as compared to Max-min-DC, and
6.4% as compared to Min-min-DC scheduling policies. Similarly, EDS-DC reduced the cost of 4% as
compared to MCT-DC, 5.6% as compared to Max-min-DC, and 1.5% as compared to Min-min-DC
scheduling policies. These results in respect of make-span and cost are highly significant for EDS-DC as
compared with above referred three scheduling policies. The SLA is not violated for EDS-DC in respect of
time and cost constraints, while it is violated number of times for MCT-DC, Max-min-DC, and Min-min-DC
scheduling techniques.

Keywords: scientific workflows; fault-tolerant; workflows scheduling; cybershake; data-oriented
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1. BeedeHue

OO0sa4yHple BBIYMCIEHHS — 3TO yHUBEpCaJbHas M MaciuTabHas NapajurmMa paclpeeleHHbIX
BeruncieHud. OOyayHast cpena  NpeANoJiaraeT  Halu4yMe IyJia  HACTPauBaeMbIX |
PEKOHGUTYPUPYEMBIX, BHPTYAIHM3HPOBAHHBIX, a0CTPardpoOBaHHBIX W JMHAMHYECKH HOCTYIHBIX
BBIYHCIHUTENBHBIX YCIYr U pecypcoB [35]. Yeayru u pecypesl, MpeaocTaBiIseMble 00JauHBIMU
BBIYMCIICHUSAMH B TOMNMCHBIX cpenax, dhopMmupyroTcs B dopme: () cepsepos, (D) xpanumuim
naHHbX, (C) cpexctB obpadotku u (d) npusoxenuii [1]. Kpome Toro, o0mauHble cepBHCH U
pecypchl  00IaJal0T BBICOKMM YPOBHEM MACIITAOMPYEMOCTH M MPEAOCTABISIOTCS BHEIIHHM
KJIMEHTaM C apXUTEeKTypOil, BKIIIOYAIOIINX TPU CErMEHTOB, a MMEHHO: MH(QPaCTPYKTypa Kak
yeayra (Infrastructure as a Service, 1aaS), miardpopma kak ycinyra (Platform as a Service, PaaS) u
nporpaMmHoe obecrieuenne kak yciyra (Software as a Service, SaaS). MHorue opraHu3aiiu
MePEXOIAT Ha 00JIauHbIE CEPBHUCHI IS MOBhIIEHNs cBoel addexturoctr [2] [3] [36] [39].

VYHpoIIeHHO MOXHO CYHTATh, YTO OOJAaYHBbIE CEPBUCHI H PECYPChl OPHEHTHPOBAHBI HAa MOACPIKKY
JIENIOBBIX W HAy4YHBIX MpWIOKeHWH. HayuHble NpPUIOKEHHUS, CBSI3aHHBIE C OOBEMHBIMHU
BBIYMCICHUSIMH M XPaHUMBIMH [AHHBIMH, OPTaHM3YIOTCS Kak MOTOKH Hay4dHeIx pador [4]. B
MOTOKaxX Hay4yHbIX paboT Ui pelIeHUs] KakIOH 3afadu TpeOyeTcs 3HAYUTENBHBIA 00beM
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BBIYUCIICHUIA U MAaMSTH, ¥, TAKAM 00pa3oM, cOOi Ja)ke OJHOW 3aJayll HAHOCUT 3HAYMTEIIBbHBIN
yuiep6 Beeit cucreme [5] [38] [42].

HayuHbple nUpHIOXKEHUs, B YacTHOCTH, OTHOCATCS K OOJAacTsIM HAayKH O 3EMIIETPSICCHUSX,
aCTPOHOMHH, OHOJNIOTHHM W TpaBuTanuoHHOW (u3uku [6]. CyberShake [7] sBnsercs motoxkom
Hay4YHBIX pabOT B peaJIbHOM BPEMEHH, CBSI3aHHBIM C CeiicMOJIOTHel (HayKOi O 3eMIICTPSICEHUSIX ).
B moroke Hayunbix pabor CyberShake ceiicMuueckue OMacHOCTH Uit  KOHKPETHOTO
MECTOIOJIOXKEHUSI KOJUYECTBCHHO OLEHHBAIOTCA CEHCMOJIIOrOM € IOMOIIBI BEPOSTHOCTHOIO
aHanmM3a celicMuyeckoit omacHoctu (probabilistic seismic hazard analysis, PSHA). B PSHA
NPEeIyCMOTPEH MEXaHW3M JJsI OICHKA BEpPOSTHOCTH YPOBHEH MABIDKCHHS TPYHTa IIPH
3eMJICTPSCEHHHM B KOHKPETHOM MECTe€ W B TEUCHHE OrOBOPEHHOTO IIEPHONA BPEMEHH C
NpUMEHEHHEM Mephl HHTeHCHBHOCTH (intensity measure, |M) — mukoBast CKOPOCTh HITH MTUKOBOE
YCKOpPEHHE IBIKCHUS TPYHTA. DTH BEPOSTHOCTHBIC MEPHI MOJIC3HBI JJISI HHKCHEPOB-CTPOUTEIIECH,
TPaZOCTPOUTENIEH W CTPAaXOBBIX areHTCTB, IIOCKOJBKY OHHM BIHAIOT Ha 3(P(PEeKTHBHOCTH 3aTpar B
MIJLTHApABl J07IapoB Kaxaeld rox. CyberShake tpeGyer pasymHOro xpaHeHWsl DaHHBIX H
COOTBETCTBYIOIIUX BBIYMCIUTEIBHBIX pecypcoB [8]. OOyauHble BBIYHCICHHS OO0CCIICYMBAIOT
MOBCEMECTHYIO JTOCTYITHOCTh M HEOTPAaHHYEHHOCTh PECYpPCOB C NpHEMIIEMOH IIEHOH B cpene, B
KOTOPOH pPEecypchl IMOJYYAIOTCS M OCBOOOXKIAIOTCS AMHAMU4YecKH. [lodaToMy Uit mojiep Ku
MOTOKOB HAYYHBIX pabOT 00JIauHas cpelia sIBJIIeTCs OAHOM u3 nyurux miardopm [9] [10] [11].
Korna nortox Hayunbix pabot, Takoi kak CyberShake, BbINONHSETCS B pealbHOM BpPEMEHH,
TpeOyeTCs PEIIUTh HECKOJIBKO MPOOIIEM.

e [lpennonoxum, 4TO B MOTOKE HAYYHBIX PabOT mMeroTcs 3amadn A;, Ap, A, ..., An, KOTOpBIC
BBIMOJTHSIOTCS Ha HECKOIBKHX YPOBHsX By, By, Bs, ..., By Ha pecypcax Cy, Cy, Cy, ..., C,.

e Heckonbko 3amaq u3 A;, Ay As..., Ap BBIIOJHAIOTCA B KPUTHYECKOM pPEXHME, WIM Ha
KPUTHYECKOM YPOBHE, M MX OTKa3 JIeJaeT BBINOJHEHHE BCEro IOTOKa paboT Oecrone3HbIM;
CJICIOBATEIIBHO, TPEOYETCSI OTKa30yCTOMYNBas TEXHHUKA.

e Ha KaXJI0OM YpOBHE CYyILIECTBYET HECKOJBbKO 3a/au, U MHOTJAa y HUX MMEIOTCS OJMHAKOBBHIC
TpeOOBaHUsI K YCIyraM M pecypcaM, W IO3TOMY JUIi TAKOTO BBIOJHEHHS OYEHb MOJe3eH
OTKa30yCTOWYMBBIA MeXaHU3M Kjactepuzaruu [40].

e [lpennonoxum, 4TO Ul KaXkKIOW 3a/lauM MMEETCsl 3apaHee YCTAaHOBJICHHOE BpeMs Iepelaun
JIAHHBIX KOKJIOMY pecypcy. B moToke HaydHbIX paboT €CTh HECKOJBKO 3a7au U3 Ay, Ay, Ag, ..., 4,
C pa3IMYHBIME TOTPeOHOCTIMH B pecypcax u3 Cy, Cy, Cs, ..., C, Ha HECKONBKHUX YPOBHsX By, By,
Bs.... B, Taxum oOpazom, TpeOyercsi dddexTuBHAS MOJUTHKA  IUIAHWPOBAHMA,
OPHEHTHUPOBAHHOTO Ha JIaHHBIC.

B cBoeli pabore MBI TOCHENOBAaTENIbHO HCCIENLyeM M pellaeM OTMEUYEHHBIE ITPOOIEMBI

NPUMEHUTENBFHO K BBINOJIHEHHs] MOTOKOB HAyYHBIX paboOT B 00Ja4HbIX cpenax. st 3TOro Mel

YCOBEPILEHCTBOBAIM OPUEHTUPOBAHHOE HAa JIaHHBIE IJIAHUPOBaHHE MOTOKOB HAYYHBIX PabOT C

[IPUMEHEHUEM OTKa30yCTOMYMBOIO METOJa JUHAMMYECKOU. B KauecTBe mapaMeTpoB OLIEHKH MbI

paccMarpuBalid Bpemsi, CTOMMOCTb, CPOKH, Oro/pkeT 1 HapyieHue SLA [12]. Pabora Hanenena Ha

TO, YTOOBI OTBETUTH Ha OCHOBHOM BOINPOC, KOTOPBIN BOJIHYET HCCIIEN0BATEINICH: HACKOIBKO OyaeT

yJIydIleHa IPON3BOIUTEIEHOCTD, €CIIM MBI OyZIeM COBMECTHO HCIIOIb30BaTh OPHEHTHPOBAHHOE Ha

JIaHHBIE TUIAHUPOBAHHE M 0TKa30yCTOHYHMBYIO TEXHHUKY JUIS OPTaHU3AIMM IIOTOKOB HAYYHBIX PaboT

B oOnakax?

OCHOBHBIE pe3yJIbTaThl Hallel paboThI COCTOST B CIIEIYIOIIEM.

o Mnul MPCIIOKUIIN  YCOBEPHICHCTBOBAHHOSC OPUCHTUPOBAHHOEC Ha JAaHHBIC IIJIAHUPOBAHUC
INOTOKOB  HAYYHBIX pa60T B oOmakax ¢ MMPUMCHCHHUEM OTKa30yCTOﬁQHBOFO METOoAa
JuHamMuueckoi knacrepusanuu (Enhanced Data-oriented Scheduling with Dynamic-Clustering
fault-tolerant technique, EDS-DC) [13].

¢ YroOs1 oneHNTH 3P PexruHOCT EDS-DC, MBI CpaBHHIH €r0 pe3yIbTaThl C pe3yabTaTaMH TPEX
XOpOIIO M3BECTHBIX MONUTUK IuianupoBanus: (a) Minimum-Completion-Time-Dynamic-
Clustering (MCT-DC) [16], (b) Maximum-minimum-Dynamic-Clustering (Max-min-DC) [17]
 (¢) Minimum-minimum-Dynamic-clustering (Min-min-DC) [17].
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o Jlus oueHku sddextuBHocTH EDS-DC, MBI mOpOBEIM CHMYISIMIO C HCIIOJb30BAHUEM
WorkflowSim [18] n npeagocraBuiy naTy Jyist BHITOJHEHHS 3TOH CUMYJISILIAY.

e B kauecTBe ImprMepa MbI BBITIOJHIIN TIOTOK HAyYHBIX paboT peambHOro Bpemenn CyberShake
[7] ¢ 30,50, 100 u 1000 3agauamu. Pe3ynapTaThl MOAETUPOBAHUSI TOKA3BIBAIOT, YTO HAII MOAXO.
HPEBOCXOIUT CYIIECTBYIOIINH PEILCHUS.

OcraBiasics 4acTh CTaThH OpPraHWU30BaHa CJEAYIOIIMM 00pa3oM: 0030p pPOJCTBEHHBIX pPadOT

Npe/ACTaBIeH B pasd. 2. Mozenb M cXeMa peIleHHs] ONMCBHIBAIOTCSA B Pasll. 3, SKCIIEPUMEHTHI H

pe3ynbpTaThl 00CYX)IatoTCs B pa3z. 4, 1, HAKOHEI, pa3z. 5 3aBepmaeT padory.

2. PoOcmeeHHble pabomsi

Mbl noapoOHO HM3YYMIIM POJACTBEHHBIE PaOOTHI, KacaroUIUecs] BBINOJHEHHsS MOTOKOB HAay4HBIX
paboT, OTKa30yCTOHYMBBIX METOAOB M MEXAaHU3MOB IUIAHUPOBAHMS ITOTOKOB HAYYHBIX paboT. Mbl
TaKke OOHAPYXHMIM METOJBI OTKa30yCTOHYMBON KIACTEPU3AIMU W Pa3INYHBIC TUIIBI MOIUTHKH
IUIAHUPOBAHUS, OPHEHTUPOBAHHOTO HA [AaHHBIC, NPHMCHAEMBIE MMEHHO B IIOTOKaX HayYHBIX
pabor.

C camoro Havana ObUIO MPOBEJCHO HCCIEAOBAHUE IISITH PEATUCTHIHBIX ITOTOKaX HAYYHBIX PadoOT
W3 pa3MyYHBIX HAay4yHBIX NpuwiIokeHud [6]. bbuln uW3ydeHbl CTPYKTYpHl, J[JaHHBIE H
BBIUHMCIIATENbHBIE TPeOOBAaHMA KaXJOTO M3 JTHX IOTOKAaX HaydHbIXx pabor. Ha pmc. 1
MIPE/CTAaBICHA CTPYKTypa HEOOJIBIIOTO SK3EMIUIIpa KaKIOro IMOTOKa HAaydHBIX pabot, PucyHok
MIOKa3bIBACT, YTO OCHOBHBIE KOMIIOHEHTHI IOTOKOB Pab0T 00JaJaf0T pasIMuyHBIMU CTPYKTYPHBIMH
u  (GYHKIMOHAIBHBIMH CBOICTBAa: MNpHMEHEHHE KOHBelepa, Mapayieu3M [0 JIaHHBIM,
arperupoBaHue AAHHBIX, paclpeesieHue, epepacipeie]IeHue TaHHbIX U UX KOMITO3HIIUS.

(a) Montage, (b) Epigenomics. () SIPHT. (d) LIGO.

(e) CyberShake.

Puc. 1. Obwee npedcmagnenue namu pearucmuiHbix NOMOKO8 HAYYHbIX pabom

Fig. 1: An overview of THE five realistic scientific workflows
Botbllioe KOJIMUECTBO HAyYHBIX MPUIIOKEHUH, TAKUX KaK KapTHPOBAHUE T'€HOMa, MOJIETUPOBAHHE
B (u3MKe BBICOKMX JHEPTHM M MOJeNUpoBaHWe Kiumarta [19], SBIAIOTCS TPHUIOKCHUAMH,
WHTEHCHUBHO HMCIOJB3YIOIIMMH JIAaHHBIE, W JUIS HUX TPeOyeTcs IUIAHUPOBAHUE C YYETOM JIaHHBIX
[14] [43]. Stork [19] siBisieTcsl MIaHUPOBIIMKOM, YYUTHIBAIOIIMM JaHHbBIC, OH OBUT CIEIHAIBHO
paspabotan /il ydera nepeady JaHHBIX, BBIAEICHHS [TaMsTH, yIaJICHHUs JaHHbBIX, OCBOOOXKICHUS
MaMATH ¥ PETUCTPALMM METaJaHHBIX, CB3aHHBIX C TPaJUIMOHHBIMH METOJAMH IJIAHUPOBAHHS.
Jlis ydera BpeMeHM 3aBeplleHHs pabodero Inpolecca W HCHoJib30BaHUS pecypcoB B [20] Obun
npeioxkeH Meto mianuposanus Adaptive Data Aware Scheduling (ADAS).
[TnaHUpOBIIMK SIBJISIETCS OCHOBHBIM KOMITIOHEHTOM, HOAJEP)KUBAIONIMM BBIIIOJIHEHHUS MOTOKOB
paboT, 1 ero BO3MOXKHOCTSIMU HEJIb3sl IpeHeOperats Ha Jr000W cranuu BeinosiHeHus. [loaTtomy B
124



Asman 3., [xexaurupu AL, Uduxap M., Ymep AN, Adzan 1. OpreHTHpoBaHHOE Ha JTAHHbIE INIAHUPOBAHKE C IPHMEHEHHEM OTKa30yCTOIYMBOrO METOAA
JIMHAMAYCCKOI KITaCTePU3ALIMH JIsI TIOJUICPYKKH IIOTOKOB Hay4dHBIX paboT B o0nakax. Tpyodst ICIT PAH, tom 31, Bbin. 2, 2019 1., c1p. 121-136

[21] 6bu1 mpemnoXKeH anropuTM IIAHUPOBAHUS [UIS BBIMOJHEHUS MOTOKA PabOT MOJ Ha3BaHHEM
«OTKa30yCTOHYMBOE IIJTAHUPOBAHHE IOTOKOB pabOT C HCIIOJIb30BAaHHEM CIIOT-MHCTAHCOB B
obnmakax» (Fault-Tolerant Workflow Scheduling, FTWS), koTopsiii siBIsieTCS yCTOWYHBBIM K
M3MEHEHHSIM MPOM3BOAUTEIHHOCTH.

VY 00xa4yHBIX Cpej MUMEIOTCS TPU OCHOBHBIE OCOOEHHOCTH: (2) HPENOCTaBICHHUE PECYPCOB IO
TpeboBaHu1o, (0) coriaacoBaHHas MPOIYCKHAsl CIOCOOHOCTh MEXIY CEPBHCA, MPENOCTABISIEMBIMH
00JIauHBIMHM TIOCTABUIMKAaMH YCIyr W (B) MOJeldb LEHOOOpa3oBaHWs C OIUIATOW 1O Mepe
HCTIONIE30BAaHMS B PAa3UYHBIX KOMMepUecknx oOxauHbIx cpemax [22]. [TosTtomy ¢ ydeTroMm 3THX
ocobeHHOCTeH B [9] OBUTH IPeAIOKEHBI [BAa HOBBIX allTOPUTMA IDIAHUPOBAHKS TIOTOKOB pa0OT st
obmakos kareropuu laaS: laaS Cloud-Partial Critical Path (IC-PCP) u laaS Cloud-Partial Critical
Path with Deadline Distribution (IC-PCPD2). 3T anroputmbl MpeiHa3HAYCHBI IS CO3MAHHSI
pacrmucaHuii, KOTOpPBIE YAOBICTBOPSIOT 3aJaHHBIM MOJIB30BATENISIMU CPOKaM, a TaKKe CBOAAT K
MHHUMYMY CTOUMOCTb BBITIOJTHEHHSI.

Tpu anropuT™Ma IUIAHAPOBAHHS I TPYII TIOTOKOB paboT GhutH mpemsokens B [23]: Dynamic
Provisioning Dynamic Scheduling (DPDS), Workflow Aware DPDS(WA-DPDS) u Static
Provisioning Static Scheduling (SPSS). B 3Tux anropuT™Max y4uTHIBAIOTCS TOJBKO OIPaHUYCHHS
Ha BpEMs BLIITIOJIHCHUSA U paCXOJbl. HNmeeTcst HECKOIIBKO OBPUCTUYCCKUX MOAXOJ0B, TAKUX KaK (a)
Minimum Completion Time (MCT) [24], (b) Maximum-minimum (Max-min) [25] u (C)
Minimum-minimum (Min-min) [26], xoTopble TaK)Xe HCIONB30BAIUCH Ul IUIAHUPOBAHUS
HE3aBUCHMBIX 3a][a4¥ [IPU BBITIOJIHEHUH [TOTOKOB HAyYHBIX pabort [16].

Yro Kacaercsi OTKa30yCTOHYMBBIX METO/AOB, S(Q(QEKTUBHBIM U IIPOCTBIM OTKa30yCTOHYMBBIM
METOJIOM SIBISIETCS TIOBTOPHOE BBIMOJHEHHUE 33124 [27]: aBapHilHO 3aBepIIeHHAs 3a1a49a TOBTOPHO
BBITIOJTHAETCS TMOO Ha TeX e pecypcax, Jubo Ha JAPYTrux IOCTYIHBIX pecypcax [28]. MexaHusm
kiactepusaiuu Fault-Tolerant Clustering (FTC) s moTokoB HaydHBIX paboT ObLT PEICTABIIEH B
[15]. B pabote omucaHbl TpH OTKa30yCTOWYMBBIX MeToja Kiacrepusanuu: Dynamic-Clustering
(DC), Selective Re-Clustering (SR) u Dynamic Re-Clustering (DR). Dtu anroput™si
HECOBEPIICHHBI 110 TapaMeTpaM CTOMMOCTH M BPEMEHHU.

The brief comparison of literature review is shown in Table 1.

Kpatkoe cpaBHeHHE 0COOCHHOCTEH pacCMOTPEHHBIX MOJX0/I0OB IIPHBEJICHO B TaduLe 1.

Tabn. 1. CpasHnenue pe3ynvmamos pooCmeeHHbIX pabom
Table 1: Comparison of Related Work

Ccpuika | IoauTHKA IJIAHUPOBAHUS MexaHu3m Yupasiienue KauectBo
0TKAa30yCTOIYNBOCTH pecypcamn obcayxnBanus (QoS)
Bpems CroumocTth
[29] Pegasus WMS * 4 * *
[20] ADAS * 4 4 *
[21] FTWS KOHTpOJIBHEIE TOUKH v x v
[15] e FTC 4 * *
[30] WSA x v v x
[31] BTC * v v *
[9] IC-PCP & IC-PCPD2 x v v v
[23] DPDS, WA-DPDS & SPSS * v v v
[27] x Ilepesamyck 3amau x x x
Ccebuika OcobennocTn Orpannyenus
[29] Ob6ecreunBaeT CTpyKTypy OtcyrcTByeT Mexanu3M Q0S
WMS
[20] Viydiaer nokasareinb OTCYTCTBYET METOJT OTKa30yCTOHYMBOCTH
BPEMEHH 3aBEpIICHUS
IIOTOKA paboT
[21] Hcnonp3yroTes 1Be LIEHOBBIE OTCYTCTBYET METO/I COKPAIIICHHS! BDEMEHH LIUKJIA
MOJICITH: CIIOT-HHCTaHCHI U 00paboTky Kak rmokaszaremns QoS
MHCTAHCBI 110 3a1pocy
[15] ObecnieunBaloTCs TpU OTCYTCTBYET IJIAHUPOBAHUE C YUETOM IaPaAMETPOB
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MeTo/1a HOICPIKKI
otkaszoycroiunBoctu: DC,

SRC & DRC

CTOUMOCTHU U BPEMECHHU

[30] Hcnonp3yercs MexaHu3M OTCyTCTBYET MEXaHU3M OTKa30yCTOHYMBOCTU
Habopa mapkepos (token
bucket) mist coxpaienus
BPEMEHH BBITIOIHEHUS
[31] Ob6ecreunBaeTcst MeTox HakiagHble pacXobl Ha aHAIU3 [TOKa3aTeNlel u
0aJaHCUPOBKH HAarpy3Ku 3aBUCUMOCTEH
[9] 3amaun IIaHUPYIOTCS C PaGotaer TonbKo B npenenax laaS
YYETOM OrpaHUUEHUI
BPEMEHH, 33/1aBaCMbIX
10JIb30BATEISIMU
[23] OGecreunBaeT pecypebl Ajs [IpuroseH TONBKO IS TPYII OTOKOB paboT
rpynI NOTOKOB pador
[27] O6ecneunBaeT THOPHIHBII OtcyrcTByeT MeTox yuera Q0S

MEXaHH3M TOJIEPKKH
O0TKa30yCTOHYHUBOCTH

3. Cxema u npomomun cucmembi

Mpl

paspaboranu

YCOBEPIIEHCTBOBAHHBII

TUTAHUPOBIIHUK

IIOTOKOB Hay4YHBIX

pabor,

OpUEHTHPOBAHHBI Ha JAHHBIE U HCIOJB3YIONIMHA OTKA30YCTOWYHMBYIO TEXHUKY THHAMHYECKOM
knactepuszanuu [15] (EDS-DC). ITnanuposanue 8 EDS-DC opuenTupoBano Ha naHubie [14], HO B
KadyecTBE MapaMEeTpOB OLCHKH MBI Hcmoib3yeM (a) Bpems, (b) crommocts, (c) Owomxet, (d)
Kpaitanii cpok u (d) Hapymenue SLA [32].
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Puc. 2. Apxumexmypa npomomuna EDS-DC
Fig 2: An overview of EDS-DC Model
Urobsr onernts 3PdextnBHOCTs EDS-DC, MBI cpaBHHIM €ro pe3yiabTaThl ¢ TPEeMsS XOPOIIO
W3BECTHBIMH IBPHCTHYCCKUMH MOJUTUKaMU IuianupoBanus: Minimum Completion Time (MCT)
[16], Max-min [17] u Min-min [17]. dns ouenku sdpdextuBHocTH EDS-DC MBI mpoBenu
MozenupoBanue ¢ ucnonb3oBanueM WorkflowSim [18]. B kauectBe mprmMepa Mbl BBINOTHUIH
IMOTOK HAYYHBIX pabor peambHOro BpemeHu CyberShake [7] ¢ 30, 50, 100 u 1000 3amavamw.
Pe3ynbraTsl MosenupoBaHus nokaseiBatoT, uTo EDS-DC mpeBocxoIuT cylecTBYIOIKE PEIIECHUs.



Asman 3., [xexaurupu AL, Uduxap M., Ymep AN, Adzan 1. OpreHTHpoBaHHOE Ha JTAHHbIE INIAHUPOBAHKE C IPHMEHEHHEM OTKa30yCTOIYMBOrO METOAA
JIMHAMAYCCKOI KITaCTePU3ALIMH JIsI TIOJUICPYKKH IIOTOKOB Hay4dHBIX paboT B o0nakax. Tpyodst ICIT PAH, tom 31, Bbin. 2, 2019 1., c1p. 121-136

O61mas Mozenb nokasaHa Ha puc. 2. [Tonp3oBaTens nepenaer HayyHble JaHHBIC Yepe3 MHTepgerc
npwioxenus, Hanpumep, Perl mimm hubzero, u moxens EDS-DC ob6pabarsiBaeT MX ¢ MOMOLIBIO
NOJUTHKHA TUIAHWPOBAHUS, OPUEHTHPOBAaHHOW Ha JaHHBIE, M OTKa30yCTOMYMBON TEXHHUKH
JMHAMHYECKOW KJIacTepu3aluy. Pecypchl u yciayru nosry4aroTcsi U3 00JaqHoi HHPPaCcTpyKTypHl B
¢opme laaS. Hakonem, pe3yibTaThl OLIEHKH BO3BPAIIAIOTCS MOJIH30BATENIO0 depe3 WHTepdeiic
HPHIIOKECHUSL.

3.1 OpueHTMpOBaHHOE Ha AaHHble nnaHupoBaHme B EDS-DC

ITnanupoBanue noTokoB HayuyHbIX padoT B EDS-DC opuentupoBano Ha nannbie [14] [34] [41]
[44]. B mnanupoBaHuM, OPHEHTHPOBAHHOM Ha JAaHHBIC, KaKIas 3aJada MMOTOKA HAYIHBIX PaboT
Ha3HA4aeTcs JOCTYIIHOMY pecypcy, AJs KOTOPOrO BpeMs Mepeladd JaHHBIX MHHUMAIBHO.
Anroput™m 1 moka3sIBaeT MpoIeAypy INIAHUPOBAHUS, OpUEHTHPOBAaHHOTO Ha nanHele, B EDS-DC.
[TnaHupoBIIMK modydaeT cmucok 3amad  L(Tn), cmucok pecypco L(Rn) u Bo3Bpammaer
orobpaxenue crrcka 3amad M(Tn) pecypcam M(Rn). Kaxnas 3amaua otobpaxkaercs Ha Hanbosee
HOI[XOI[}IHII/Iﬁ HOCTyHHbIﬁ peCcypC ¢ MUHUMAJIbHBIM BPEMCHEM NIEpEaAavn JaHHBIX.

Input: L(T,,R,) - List of tasks and available resources

Output: M(T,,R,) - Mapped list of tasks to the resources
procedure Data-Oriented Scheduling (L (T,,R,))
Queue « T,
R; < R,
M(T,,R,) < 0 © Mapped list of tasks to resources
(initially empty)
while (Queut is not empty) do
T; < Delete each task from Queue
for all available resources (R,) do
find resource R; with minimum data transfer time
for task T;
end for
M(T,,R,) <« M(T,,R,) + M(T;,R;) > Mapped and submit to
list

W e

IS

R O Wy O

e

12 end while

13. return M(T,,R,) > The output is M(T,,R,)
14. end procedure

Aneopumm 1. Opuenmuposannoe Ha dannvie nianuposanue ¢ EDS-DC
Algorithm 1. Data-oriented scheduling in EDS-DC

3.2 OTKa3oycTon4YMBbIN MeTOA ANHaAMMUYecKon knactepusaumm B EDS-DC

Aunroput™ 2 gemouctpupyet nporeaypy Dynamic-Clustering [15] [34] [41] [44], ucnionb3yemyro
JUIst o0ecriedeHnss OTKa30yCTOWYMBOCTU. I[IOCKONBKY B MOTOKaX HAydHBIX pabOT OJHA WIH
HECKOJIbKO CBSI3aHHBIX 3a7a4 OOBEAMHAIOTCS B OJHO 3aJaHWe, METOJ] OTKa30yCTOWYHMBOMN
JUHAMUYECKOH KJIacTepU3aIliK BRIOUPAET 3aJaHusl, KOTOPBIC COACPIKAT OHY WIH OOJBIIEE YHUCIIO
ABApPHITHO 3aBEPUIMBIINXCS 337134, TMHAMUYIECKH pa3buBaer ux Ha K kiactepoB 3a/1au U OBTOPHO
BBITIOJIHSAET. BXOMHBIMY JAHHBIMHE sIBJIsIETCS cricku pecypcoB L(RN) u Heynaunbix 3amganuii L(Fj).
AJTOpuTM BO3BpAllaeT CHHMCOK HEBbIMONHEeHHbIX 3amanuii M(Fj), comocraBieHHBIX TpeOyeMbIM
pecypcam M(Rn).
Input: L(R,,F;) - List of available resources and failed Jjobs
Output: M(F;,R,) - Mapped list of failed jobs to resources
procedure Dynamic-Clustering (L (R,,F;))

Ly < F; © List of failed jobs

Ly < R, > List of available resources

M(F;,R,) < 0 & Mapped list failed jobs to resources

Split each job from Ls; into k clusters of tasks dynamically

o W e
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6. for all clusters (k) and available resources (Lz) do

7. find resource(s) R; for cluster ki

8. as per data-oriented scheduling algorithm

9. end for
10. M(F;,R,) < M(F;,R,) + M(k;,R;) &> Mapped and submit to

list

13. return M(F;,R,) > The output is M(F;,R,)
14. end procedure

Aneopumm 2. Omrazoycmoiiugulii memoo ounamuueckou kiacmepusayuu ¢ EDS-DC
Algorithm 2. Dynamic-Clusterind Fault-tolerant technique in EDS-DC

4. 3kcnepumeHmbI, pe3ynbmambl U o6cyxdeHue

B »sToMm pasaeie paccMaTpuBarOTCA NOATIOTOBKAa HWMHUTAIIMM, MOJACIUPOBAHUC PECYPCOB U
HpHﬂO)KeHHﬁ, a 3aTCM IMPUBOAATCA PE3YIbTAThI U 06cy)1<L[eHHe.

4.1 NMoAaroroBka umuTaumm

In terms of characteristics of resources and specifications of scientific workflows submitted by the
user, the detail description of the simulation environment is given below.

[IpuMeHUTENPHO K XapaKTePHCTUKAM pPECypCOB M CIICIU(PHUKANHUAM MOTOKOB HAYYHBIX PadoT,
MPEAOCTABJICHHBIM ITOJIB30BATCIIAMU HUXKE MPUBOJUTCA HO}IpO6HOC OIMMCaHUEC CPEAbl CUMYJIALNUA.

4.1.1 MogenupoBaHue pecypcoB

s mopenupoBanust ucnosb3oBaics WorkflowSim [18] [37], «uHcTpyMeHTapuil Asl CUMYJISIIIAH
MOTOKOB Hay4HBIX pabor». WorkflowSim — 310 wHCTpyMEeHT cuUMyJSIIMH TNOTOKOB padorT,
UCTIONB3YEMBIH ISl peanu3alid METONOB IUIAHMPOBAHMSA M YIIPABICHHUS IOTOKAMH, OJHAKO
npeularaeMasi IOJUTHKA TUIAHUPOBAHUA M OTKa30ycToH4nBhIil MexaHusM B WorkflowSim panee
He ObutH peanm3oBaHbl. [losTomy Mbl peamusoBamu B WorkflowSim Anroputm 1 (Ilonutnka
waHupoBauug) U AnroputM 2 (MexaHu3M oOTKa3oycToiiunBocTH). Vcmonb3oBamuch oOImue
pecypchl apecHOTO IIPOCTPAHCTBA, a TAKKE TAaKUe XapaKTEPUCTHKH, KaK CTOMMOCTH, MEPUOJ
00paboTKH, OI0KET U KpailHUH CPOK BBITIOJTHEHUSI.

OcranbHble TEXHUYECKUE XapaKTEPUCTUKHU IIPUBEACHBI B Ta0II. 2.

Tabn. 2. Cneyugpuxayus pycypcos, UCHOIb3YemMblXx OISl CUMYIAYUU
Table 2: The specification of resources used for simulation

Yucio
VM IMamsaTe BW VM Arch
100 1GB 1000 Xen X86
Croumocth | CTrommMocTh
CroumMocTh
CroumocTh XpaHeHus nepeaauu
oS nmamMsiTH
VM $/aac JAHHBIX TAHHBIX
$lcex
$/cex $/cex
Linux 3.0 0.05 0.1 0.1

4.1.2 MogenupoBaHue NPpUNoXeHUn

Ilpy MOAENMPOBAHMK MBI CUMTAIM, YTO MMHUTHPYETCS OAWH IOJb30BATENb, KOTOPHIA 3aIlyCKAET
MOTOK HAy4YHBIX PalOT peajbHOro I0TOKa HaydHbIX pabor pabGouero mpomecca CyberShake
sBisteTcs To, uto CyberShake oGnamaer GONBIIMHCTBOM XapaKTEPUCTUK TIOTOKOB HAYYHBIX paboT,
TaKWX KaK WHTETPAIns, Je3NHTErPaIlis, Mapaiieu3M i KOHBEHepH3alns.
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4.2 MapameTpbl OLLEHKN MPON3BOAUTESIBHOCTU

Hwmxe monpoOHO paccMaTpHBarOTCs MapaMeTPhl OIICHKH MPOU3BOANUTENFHOCTH C OMMMCAHHUEM TOTO,
KaK OHU PaCCYUTHIBAIOTCS B HAIIMX CIICHAPUSX.

4.2.1 Make-span

Make-span — sto Bpems, TpeGyemoe Iy 3aBEpIUICHHUS BBIIOJHCHHUS MAaKeTa 3a[ad. B KOHTEKCTe

NOTOKOB HAy4HBIX paboOT 3TO ofIlmee BpeMs, HEOOXOAMMOE Ul BBINOJHEHHS BCETO ITOTOKA

Hay4dHBIX pabot [21]. OHo o6o3Hauaercst kak M.S u Beaucsercs mo gopmyie (1).
M.S=F.T-S.T D,

rae F.T — BpeMs okOHUaHUS MMOTOKa HAy4YHBIX padoT, a S.T — BpeMs Hayaja IMOTOKAa HAYYHBIX

pabor.

4.2.2 KpariHum cpok

Kpaiinuit cpox — 3T0 3apaHee OINpeJeIeHHOE BpeMs OKOHYAHHs BBIIIOJIHEHHUS Makera 3aaad. B
KOHTEKCTE IIOTOKOB Hay4YHBIX pa0OT 3apaHee 3ajaercsi oOuiee BpeMs BBINOJIHEHHS BCEro MOTOKa
Hay4HbIX padot [17]. OHo o603Ha4aeTcs kak D.L u MoxeT ObITh BbIYHCIIEHO 110 opmyrie (2).

D.L = Comp.T + Comm.Time + Overhead (2)

Hakitagsbie pacxofibl — 3TO JOMOIHUATENFHOE BpeMs, 3aTpadrBacMoe Ha TIOBTOPHOE BBIMTOJHCHHUE
Hey/auHBIX 331aHMi/3a1a4.

4.2.3 CtoumocTb

CrouMoCTh — 3TO OIOKET, TPEOYeMBbIil /Ul BBIMIOJHCHUS MaKeTa 3a1ady. B KOHTEKCTE MOTOKOB
HAYYHBIX PabOT 3TO OOIIM OrOKET, HEOOXOMUMBIH U BBIMOJIHEHHS BCEro MOTOKA HAYYHBIX
pabot [21]. CroumocTh MOKET OBITH paccuuTaH mo gopmyie (3).

Cost = Coston F.T — Cost on S.T 3
KpoMe TOro, CTOMMOCTb BBINOJHEHHE KaXKIOW 3aJauyd MOTOKa HAay4YHBIX paboT 0003Ha4aeTCs
yepe3 Cost; 1 MOXKET ObITh BhIUUCIIeHA M0 hopmyie (4).

Cost, = ProcessingCost + StorageCost + MemoryCost + BandwidthCost 4

4.2.4 brogxeTt

BropkeT — 370 001IHi 00beM JOCTYIMHBIX (PHHAHCOBBIX PECYPCOB LISl BHIMOIHEHUs TTAKeTa 3a/1au
[17]. B KOHTEKCTE TIOTOKOB HAYYHBIX PabOT 3TO MPEAONPEISIICHHAS] CTOUMOCTh, HEOOXOoAUMAst JJIs
BBIMIOJIHEHHST TIOTOKOB HAYYHBIX PabOT IEIMKOM. BIOJDKET MOXET ObITh PacCUMUTaH C MOMOIIBIO
thopmyst (5).

Budget = Comp. Cost + Comm. Cost + Overhead (5)
Haxnagueie pacxogsl (Overhead) — 3TO [ONONHUTENbHBIE 3aTpaThl, NOTPEOISIEMbIC MPH
MOBTOPHOM BBITIOJIHCHUU HEYIAYHbIX 33aHU/3aJaHuU.

4.2.5 HapyweHue SLA

B KOHTEKCTE TOTOKOB HayYHBIX PabOT HapylIeHHeM corianieHust o0 ypoBHe oOciyxuBanus (SLA
Violation) HasbiBaeTCs CHTyalHs, KOrJa CTOMMOCTh BBIMOJHEHUS MOTOKA HAy4YHBIX paboT
NPEBBIIIACT pa3Mep YCTAHOBJICHHOTO OIO/DKETa WJIM BPEMsI BBITIOJHEHUS! BBIXOJUT 32 HPEIEIbI
KkpaiiHero cpoka [17]. ®opmynsl (6) u (7) moka3bIBarOT yciIoBHs, Kacatomuecs HapyiieHus SLA
[33].

SLAV = SLAV; ¢ (6)

SLAV = SLAV, . ),
rne SLAV — sro napymenne SLA, SLAV;; — st0 Hapymenue SLA n3-3a yBenW4eHHUs BpEeMEHHU

BBINOJIHEHMS, @ SLAV;  — yBenuueHne CTOMMOCTH 3a MPeJIebl JOCTYITHOTO OIoKeTa.
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4.3 Pe3synbTaTtbl  obcyxaeHue

Mpbl  ompenenwiIM  CHEHAPUH JUII  MacIITa0HOTO MOJIEIUPOBAHMS CBOEr0 Toaxona. Mul
paccMaTpuBaeM OJHOTO IOJIb30BATEllsl, KOTOPBIH 3alycKaeT MOTOK HAay4YHBIX PabOT pealbHOTO
Bpemenun CyberShake ¢ 30, 50, 100 u 1000 3amayamu. B EDS-DC ™Mbl wucmonb3oBaiu
OTKa30yCTOMYMBYIO TEXHHKY AMHAMHYECKOM KJIACTEpU3allMd BMECTE C OPHEHTHPOBAHHBIM Ha
JaHHbIe UIaHupoBaHueM. KpoMe TOro, Mbl BBIMONHSUTH TOT XK€ MOTOK HAYYHBIX PabOT pearbHOro
BPEMEHH C NPUMEHCHHEM TPEX XOPOIIO H3BECTHBIX IBPUCTHYCCKHX MOJHUTHK IUIAHHPOBAHHSI
MCT, Max-min 1 Min-min. 3arem Mbl cpaBHWIN pe3ynbrathl EDS-DC ¢ pesynapraTramu 3THX
MOJIUTHK.

4.3.1 CueHapui cumynsauum

Lens cuenapuss — ouenntb EDS-DC wu cpaBHHTH S(QQEKTHBHOCTh HalIEro IOAX0/Aa C
pesynbratamu  ucnonb3oBanus MCT, Max-min u Min-min. Ilapamerpsl OICHKH: BpeMs
BBINIOJTHEHHS, CTOMMOCTh, KpallHWH Cpok, Owjpker nm Hapymenue SLA. Cpennee 3HadyeHUe
pacCUUTHIBAECTCA IO BPEMEHU BBINOJHEHHA W CTOMMOCTH, a 3aTEM MBI aHAIH3HPYIOTCS
pe3ynbratel. KommdectBo momp3oBateneit — 1, a Bpems MoxpenmpoBaHus — 24 gaca. OOmas
cnenuUKanus cueHapus MpuUBeIcHa B Ta0I. 3.

Taon. 1. Cneyughuxayuu cyenapusa 1
Table 3: Scenario 1 specifications

Mexanuszm
0TKAa30yCTOMYMBOCTH

IMosnTuKa IloToxM HAyYHBIX
IJIAHMPOBAHHUS pa6oT

CyberShake-30
CyberShake-50
CyberShake-100
CyberShake-1000
CyberShake-30
CyberShake -50
CyberShake -100

EDS-DC

MCT

JnHamuueckas
KJIacTepu3anus

CyberShake -1000

Max-min

CyberShake-30

CyberShake -50

CyberShake -100
CyberShake -1000
CyberShake-30
CyberShake -50
CyberShake -100
CyberShake -1000

Min-min

Bpemsi BbInosiHeHMsi: pe3ysbTaThl 10 BpemeHH BbinojgHeHus st EDS-DC no cpaBHeHHIO €
MCT, Max-min u Min-min npezacrasieHbl Ha pucyHke. 3. Pesynbrarsl mokasbiBaiot, uto EDS-DC
cokparui Bpemst BeinosHeHust Ha 10,9% kak o cpaBaenuto ¢ MCT-DC, Ha 13,7% no cpaBHeHHIO ¢
Max-min-DC u Ha 6,4% 1Mo CpaBHEHHIO C MOJUTHKON TUIaHupoBanus Min-min-DC. Tlpuunna B
ToM, 49TOo B IaHupoBaHuH EDS-DC BpeMs BBINONHEHHS paccMaTpHBAeTCs Kak Iapamerp,
OpPHEHTHPOBAHHBIN Ha JIAHHBIE.
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Puc. 3: Cpasnenue EDS-DC ¢ (a) naanuposanuem MCT, (b) naanuposanuem Max-Min u (C) nranuposanuem
Min-Min ozs CyberShake ¢ ucnonwzosanuem memoda omrazoycmorivueocmu Dynamic-Clustering no
8peMeHU BbINOTHEHUS
Fig. 3: Comparison of EDS-DC with (a) MCT scheduling, (b) Max-Min scheduling, and (c) Min-Min
scheduling for CyberShake in respect of make-span by using Dynamic-Clustering Fault-Tolerant Technique
CronMocTth: pe3yinbTathl 0 ctoumoctd st EDS-DC mo cpasrenuto ¢ MCT, Max-min u Min-
min IJIAHUPOBKOW peacTaBiieHbl Ha puc. 4. Pesymprarel mokaspiBaeT, yto EDS-DC moszosmn
CHH3UTH cTOoUMOCTh Ha 4% 1o cpaBHenuro ¢ MCT-DC, na 5,6% 1o cpasHenuto ¢ Max-min-DC u
Ha 1,5% mo cpaBHeHHIo ¢ monutukod Min-min-DC. [IpuyuHa B TOM, 4TO B IIaHupoBaHnu EDS-

DC MBI paccMaTpuBaeM CTOMMOCTB KaK IIapaMeTp, OpPUCHTUPOBAHHEIN Ha TaHHEIC.
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Puc. 4. Cpasnenue EDS-DC ¢ (a) nranuposanuem MCT, (b) naanuposanuem Max-Min u (C) nranuposanuem
Min-Min oxs CyberShake ¢ ucnonvzosanuem memooa omrasoycmoituueocmu Dynamic-Clustering no
cmoumocmu
Fig. 4: Comparison of EDS-DC scheduling with (a) MCT scheduling, (b) Max-Min scheduling, and (c) Min-
Min scheduling for CyberShake in respect of cost by using Dynamic-Clustering Fault-Tolerant Technique

Hapymienue SLA: pe3ynbraTsl B Ta0JI. 4 IOKa3bIBAIOT, YTO MpH Hcnoiab3oBanuud EDS-DC SLA He
HapylIaeTcs HY JJI BpEMEHHBIX, HU JUIsl CTOMMOCTHBIX OTPaHUYEHHUH ISl BCEX YEThIpeX MOTOKOB
pa6ort. IIpu ucnonszoBanun MCT, Max-min u Min-min SLA Hapyaercst 4eTbIpe, BOCEMb U 1Ba
pa3a cooTBercTBeHHO. [IprunHa B ToM, 4T0 B tuianupoBanuu EDS-DC Mbl paccmarpuBaiu Bpemst
BBINIOJIHEHNS, CTOMMOCTh, OO/KET, KpallHMi Cpok M HapymieHne SLA Kak mapameTpsl,
OpUEHTUPOBAHHBIE HA JIAHHBIE.

Tabn. 4. Kpaiinuii cpok, 610021cem u napyuwenue SLA
Table 4: Deadline, budget and SLA Violation

IToTok Bpems
HonuTnka
HaYYHBIX BBINOJTHEHNS CroumocTh (L[CHTBI)
NUIAHHPOBAHMS
padoT (cex)
EDS-DC 3197.626 38876.576
CyberShake- MCT 3335.92 38594.654
30 Max-min 3955.87 40389.53
Min-min 3677.02 40232.162
CyberShake - | EDS-DC 3711.602 78421.248
50 MCT 4207.002 79516.86

131



Ahmad Z., Jehangiri A.l., Iftikhar M., Umer A.l., Afzal I. Data-Oriented scheduling with Dynamic-Clustering fault-tolerant technique for
Scientific Workflows in Clouds. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019. pp. 121-136

Max-min 4764.942 81624.304
Min-min 4152.506 79128.504
EDS-DC 4725.288 161065.554
CyberShake - | MCT 5353.238 170969.164
100 Max-min 5413.854 174789.57
Min-min 4835.968 167245.486
EDS-DC 5871.774 260137.452
CyberShake - [ MCT 6745.066 271745.562
1000 Max-min 6162.442 273448.45
Min-min 6041.182 260303.37
IoTok Kpaiinmii cpok Bromker Hapymenue SLA
HayMHBIX (cek) (tenTsI) For Time For Cost
padot
No No
CyberShake- No No
30 3600.00 40000.00 Yes Yes
Yes Yes
No No
CyberShake - No No
50 4500.00 80000.00 Yes Yes
No No
No No
CyberShake - Yes Yes
100 5000.00 170000.00 Yos Yos
No No
No No
CyberShake - Yes Yes
1000 6500.00 270000.00 No Yes
No No

5. 3aknroyeHue

Msbr npencraBunu EDS-DC pis mtaHMpoBaHMsT HOTOKOB HaywHbIx pabor. EDS-DC — a3to
TUIAHUPOBILIUK, OPUEHTUPOBAHHBII Ha JaHHBIE U HUCIOJB3YIOIIUI OTKAa30yCTOWYHMBYIO TEXHUKY
JIMHAMHYECKOH Kiactepu3anui. Mbl pacCMOTpENU HpPUMEP MOTOKa HAYYHBIX pabOT peabHOTo
Bpemenu CyberShake ¢ 30, 50, 100 u 1000 3agagamu. UtoOs! y3HaTh 3 dexruBHocTs EDS-DC,
MBI CPaBHHJIM €TO PE3yIbTAThI C TPEMsI U3BECTHBRIMHE MOJNMTHKaMHu 1ianupoBanus MCT-DC, Max-
min-DC u nonuruku Min-min-DC. Pe3ynbrarsr no Bpemenu BoinosHenus st CyberShake (1180
3amad) cocTaBistioT 17506,29, 19641,23, 20297,11 u 18706,68 cexyun ans EDS-DC, MCT-DC,
Max-min-DC u Min-min-DC cootBetrcTBenHo. Pesympratel mo crommoctu CyberShake (1180
3amad) coctaBisaioT 538500,8, 560826,2, 570251,9 u 546909,5 neHTa s TONUTUK TUIAHUPOBAHUS
EDS-DC, MCT-DC, Max-min-DC u Min-min-DC cootBercTBeHHO. M3ydeHue pe3ysbTaToB
MoJenupoBaHus MmokaseiBaeT, yTo EDS-DC ymenpmmn Bpems BeimonHeHHs30H Ha 10,9% 1o
cpaBHennio ¢ MCT-DC, na 13,7% mno cpaBrenuto ¢ Max-min-DC u Ha 6,4% 10 CpaBHEHHIO C
MONUTHKON TutanupoBanust Min-min-DC. Ananornuno, EDS-DC cHu3mi cronMocts Ha 4% 110
cpaBaenunto ¢ MCT-DC, na 5,6% mno cpaBaenuto ¢ Max-min-DC u Ha 1,5% 10 cpaBHEHHIO ¢
noyuTHKoN TianupoBanus Min-min-DC. SLA ue mapymaercs misi EDS-DC mo oTHOIICHHIO K
BPEMEHHBIX ¥ CTOMMOCTHBIX OTPaHMYEHUSIM, HO HapyIIaeTCsl HECKOJIBKO pa3 MPH UCIIOJIb30BAHUH
MCT-DC, Max-min-DC n Min-min-DC.

B Oynmymmx wuccielIoBaHMSX MBI PAacCUMThIBaeM pa3paboraTh OcHOBaHHble Ha QoS
sHeprocOeperalomue ¥ OPUCHTHUPOBAaHHbIE Ha JAHHbIE MOJHWTHKH  OTKAa30yCTOHYMBOTO
IUITAHUPOBAHUS JUISl TIOTOKOB HayYHBIX paboT B 00JIaYHBIX cpeaax.
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Abstract. In this paper, we give an overview of the movement, foraging and feeding ecology as well as
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AnHoTanusi. B 910i1 cTaThe MPUBOANTCS 0030p IKOJIOTMYECKHX aCHEKTOB MEPEeMEIeHHUs], KOPMOJOObIBAHUS
¥ KOPMJICHHSI KPYITHOTO POTATOr0 CKOTA, a TAKKE TEXHOJOTHH JaTYNKOB, KOTOPHIE MOTYT OBITH BCTPOCHBI B
OCHOBaHHYI0 Ha MHTepHere Beued miarhopMy IS HOIJIEPKKH TOYHOTO KUBOTHOBOJCTBA. Bcero Obuin
MPOAHAIM3UPOBAHbI 43 pelieH3NPOBAHHbIX KYPHAIBHBIX CTaThU, pouHAekcupoBaHHsie Web of Science. Bo-
TIepBBIX, OBIIM WACHTU(HIMPOBAHBI CeHCOpHBIE TexHoioruu (Hampumep, RFID, GPS mmm akcemepomerp),
HCIIONB3YEMbIe aBTOPAMHU KaX/IOW CTaThU. 3aTe€M JOKYMEHTBI ObUIM KIaCCH()UIUPOBAHBI B COOTBETCTBHHU C
UX NPUMEHUMOCTBIO K 9KOJIOTHYECKUM HCCIIEOBaHUAM B 001aCTH KOPMOIOOBIBAHUS 1 KOPMIICHHS CKOTA.
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1. Introduction

The Internet of Things (IoT) is a paradigm where every-day objects can be equipped with
identifying, sensing, networking and processing capabilities that will allow them to communicate
with one another and with other devices and services over the Internet to accomplish some
objective [1].

In Precision Livestock Farming, loT is extended to farm animals, i.e., real-time monitoring
technologies aimed at managing the smallest manageable production unit’s temporal variability.
This approach is known as ‘the per animal’ [2].

For ecologists, understanding the reaction of animals to environmental changes is critical. Using
networked sensor technology to measure wildlife and environmental parameters can provide
accurate, real-time and comprehensive data for monitoring, research, and conservation of wildlife
[3]. [4].

The scientific motivation of our review is to provide a comprehensive summary of the rapidly
developing area of sensors technologies for Precision Livestock Farming (PLF) from an loT
perspective. The survey seeks to encourage computer scientists to conduct transdisciplinary
research in the field of veterinary computer sciences/veterinary sciences.

In this paper, we give an overview of the movement, foraging and feeding ecology as well as
sensors technologies that could be embedded into an loT-based platform for Precision Livestock
Farming (PLF). A total of 43 peer-reviewed journal papers indexed by Web of Science were
surveyed. Firstly, sensors technologies (e.g., RFID, GPS, or Accelerometer) used by the authors of
each paper were identified. Then, papers were classified according to their applicability to
ecological studies in the fields of foraging and feeding behavior.

The paper is organized as follows. We first motivate the need for an loT-based collection of
movement and behavior data from the perspective of PLF. In addition, background information on
ecology is given (Section 2). We then present a level-based approach for conducting the review
(Section 3) and a classification of the literature based on such approach (Section 4). Next, we
discuss some potential areas of transdisciplinary research (Section 5) and finally provide
concluding remarks (Section 6).

2. Background

2.1 10T-based platform for livestock farming

Detailed observation of the movement and behavior of animals at pasture offers the potential to
understand spatial population processes as the ultimate consequence of individual behavior,
physiological constraints and fine-scale environmental influences such as heat stress [5], [6], [7],
[8].

Fig. 1 illustrates the integrated framework for farm management decision-making considered in
this paper. It consists of four main phases: a collection of animal movement data using loT
sensors, transfer of data using communication technologies, analysis & planning conducted by
data managers, and, finally, decision-making. Particularly, in this paper, we focus on collecting
animal movement and behavior data on grassland-based farms.
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Fig. 1. lllustration of 10T Ecosystem for Precision Livestock Farming

2.2 Animal ecology

Ecology is the scientific study of the interactions of organisms with the environment that
determine their distribution and abundance. The environment of an organism consists of all those
factors and phenomena that can influence it, whether those factors be physical and chemical
(abiotic) or other organisms (biotic). Biotic means living, and biotic factors are the other, living
parts of the ecosystem with which an organism must interact (e.g., predators, invasive plants, etc.).
Abiotic means a nonliving condition or thing, as climate or habitat, that influences or affects an
ecosystem and the organisms in it, (e.g., arid soils). In animal ecology, every scientific problem
resolves itself into a quest for the relationship between two or more variables. The discovery of
these inter-relations provides the basis for prediction and control [9].

2.2.1 Movement Ecology

In the context of movement ecology, movement of an organism is defined as a change in the
spatial location of the whole individual in time [9]. Animal positions data provide the elemental
unit of movement paths and show where individuals interact with the ecosystems around them.
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The movement paths of animals over landscapes are represented by sequences of points (xi, yi)
occurring at times ti. Modeling animal movement from spatiotemporal data is generally performed
using two approaches, i.e., (i) the Lagrangian approach and (ii) the Eulerian approach [10]. The
Lagrangian approach is individual-based and entails tracking a specific individual, while the
Eulerian approach is place-based and deals with the probability of the presence of an individual or
a group in a place and the change of this occurrence over time. Movement metrics are quantities
that might be calculated directly from raw, uncorrected and unprocessed movement data. These
metrics can be grouped into two large categories: trajectory analysis metrics and space-use
analysis metrics [11]. For describing the path, the most basic ones are the step length (the
Euclidean distance between consecutive relocations) and turning angle (the angle of one step
relative to the step immediately prior), and the distance traveled by animals [12]. Such distance is
an important ecological variable that links behavior, energetics, and demography. It is usually
measured by summing straight-line distances between intermittently sampled locations along
continuous animal movement paths [13].

On the other hand, the space-use analysis is based on spatial data types. These data types define
points, lines, areas, and volumes. To measure the spatiotemporal change in a field population of
individuals, the population may often be sampled in two-dimensional space on a series of
occasions. The spatial pattern of data is usually shown in the form of maps where the two-
dimensional coordinates of every individual are recorded. In animal ecology, spatial data are often
recorded as counts of the number of individuals occurring in each of several sample units, where
the location of each unit is known [14].

In this review, movement ecology metrics are the basis for the rest of the subdisciplines shown
below.

2.2.2 Foraging Ecology

How animals search for their food arguably represents one of the most important aspects of
foraging ecology. Grazing behavior is an important process directly associated with animal
nutrition intake, fitness, and productivity [15], [16]. Ruminants are mammals that have a unique
digestive system that allows them to better use energy from fibrous plant material than other
herbivores. The ruminant digestive system uniquely qualifies ruminant animals such as cattle to
efficiently use high roughage feedstuffs, including forages. Monitoring the specific behaviors of
ruminants, particularly grazing and rumination, is important because these behaviors occupy much
of the grazing cattle’s time-budget [17]. Ruminant activity is an important index reflecting the
health of animals with rumens. When cows suffer from the disease, rumination time decreases
significantly. The influence of a variety of diseases affects the rumination time uniquely.

In general, animal’s states can be classified into sub-classes according to different standards and
purposes. Following the classification suggested in [18], the state classes we are using are shown
in Fig. 2.
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Fig. 2. Classification of cattle behavior classes

A better understanding of how cattle behave can be obtained with the help of fine spatiotemporal
scales. For example, the provision of shade to cows under heat stress conditions is an essential
component of heat management animals ruminating [19]

2.2.3 Feeding Ecology

Central to the study of animal ecology is how the environment is used by an animal: specifically,
the kinds of foods it consumes and the varieties of habitats it occupies. We define habitats as
regions in environmental space that are composed of multiple dimensions, each representing a
biotic or abiotic environmental variable; that is, any component or characteristic of the
environment related directly (e.g., forage biomass and quality) or indirectly (e.g., elevation) to the
use of a location by the animal. Environmental variables can be dynamic or static (e.g., predator
density and slope, respectively) and may be positively or negatively associated with use. Habitat
use is the proportion of their time that animals spend in a particular habitat [20], [21].

The abundance of a component is the quantity of that component in the environment, as defined
independently of the consumer. The availability of that component is its accessibility to the
consumer. The usage of a component by the consumer is the quantity of that component utilized
by the consumer in a fixed period. The selection of a component is a process in which an animal
chooses that component. Usage is said to be selective if components are used disproportionately to
their availability. The preference of a consumer for a particular component is a reflection of the
likelihood of that component being chosen if offered on an equal basis with others. In theory,
components can be ranked from "most preferred” to "least preferred.” [21]. That what the animals
select to eat given a set of physical constraints can be defined as ‘selection.” For example, animals
offered a sward containing grass and clover in an intimate mixture have to search through the
mixture to find their preferred herbage. This requirement to search imposes a constraint on the
animal’s ability to eat what it wants, so is an example of selection [22]. Intuitively, animals should
distribute themselves according to the quality of habitats. If the selection is consistent with fitness,
we should find more animals in better-quality habitats [23].

3. Planning the review

Fig. 3 illustrates the flow of this section. Three levels of information are provided: animal level
offers brief information on animals considered in the context of this paper, 10T elements level
provides an overview on 0T sensors, and finally, Ecology levels focus on the application of sensor
technologies for ecological studies.
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Fig. 3. The conceptual framework for the literature analysis

3.1 Animal level

Cattle are social animals. They live in large groups, called herds. A herd may consist of just a
single or several cattle families. A bull is a mature male animal that is used for breeding. A steer is
a castrated male calf raised for beef. A dominant male (bull) guards a group of females (cows) and
their young (calves) protectively. A heifer is a female animal that has never had a calf. Once a
heifer has a calf, she automatically becomes a cow.

3.2 10T level

Radio Frequency ldentification (RFID). Cattle identification and tracking refer to the process of
accurately recognizing individual cattle and their products via a unique identifier or marker.
Animal identification plays an influential role in understanding disease trajectory, vaccination and
production management, animal traceability, and animal ownership assignment. Classical cattle
identification systems can be grouped into three categories: permanent methods (e.g., ear notching,
ear tattooing, etc.), temporary methods, and electrical methods [24]. The RFID technology is a
breakthrough in the embedded communication paradigm which enables the design of microchips
for wireless data communication. They help in the automatic identification of anything they are
attached to acting as an electronic barcode. The passive RFID tags are not battery powered. They
use the power of the reader’s interrogation signal to communicate the 1D to the RFID reader.
Radio frequency identification (RFID) tags can be activated by a specific radiofrequency to send
location information to a receiver. A passive RFID tag does not need any power source because it
produces needed energy by an antenna. The reading distances can be a few meters. The tracking
system can also work so that the moving objects have RFID tags and when a tag is close enough to
a reader, the location is measured. The RFID technology is usually used like this for animal
identification. The tracking resolution depends on the number of readers and the reading distance
[25].

Accelerometry. Remote sensors, such as accelerometers, can monitor the behavior of animals
constantly. These devices are small, relatively low-cost and noninvasive. Accelerometers should
not influence the natural behavior patterns of animals in free-living conditions. An accelerometer
detects bodily acceleration, which is represented as an analog voltage created by a piezoelectric
instrument that is sensitive to compression in a vertical direction. Different types of devices are
available and the choice about which to use depends on various factors: cost (especially when
large populations are studied), physical characteristics (weight, size, and battery life), performance
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(number of axes, possible epochs, system of data transfer, recording duration, function of the
epochs, and the memory capacity), and the validity and intra- and inter-instrument reliability [26],
[27]. 1t is worth noting that according to the number of axes, accelerometers can be classified in
uniaxial, two-axil or tri-axial devices (a.k.a. unidimensional (1D), two-dimensional (2D) and tri-
dimensional (3D), respectively). The tri-axial acceleration data is of specific interest as it provides
quantitative data on body posture and motion. The three axes of the accelerometer are aligned to
the dorso-ventral axis, the anterior-posterior axis and the lateral axis of the subject animal. These
are termed (in biological parlance) heave, surge and sway respectively. These axes are analogous
to the Y, Z, and X axes in cartesian coordinates [27] (fig. 4).

Z, Heave

Vi -
e
Ca
Fu
/ S
X, Surge T ot

"y

N al
oo A
Y, Sway

Puc. 4. Cxema koposwl ¢ HaweliHbIM 0amyuKom
Fig. 4. Schematic of cow with a collar

Global Positioning System. Today, the majority of movement ecology research depends upon
more advanced satellite technology, referred to broadly as Global Positioning Systems (GPS), to
record animal locations at finer spatial and temporal resolutions. Global Positioning System (GPS)
units derive positions from internal receivers monitoring signals from an array of 24 earth-orbiting
[28]. Radio-collars and other sensors equipped with global positioning systems (GPS) allow
providing a continuous record of animal locations (a.k.a relocations) that remains unobtainable
using traditional technologies such as very-high-frequency (VHF) devices. The determination of
the GPS relocations is based on receiving track and time mark signals from satellites and
calculating a receiver location based on distances to satellites.

Acoustic sensors. Eating and ruminating last for a considerable period and account for most of a
ruminant’s daily activity. The direct and continuous observation of these activities is labor-
intensive, time-consuming, and frequently not feasible. These difficulties have promoted the
development of automatic recording devices. Regurgitation and rumination produce distinctive
sounds that are recorded by a microphone, processed, digitally stored. The method allows accurate
counts of ruminant bites, chews, and complex chew-bite events. Acoustic monitoring can be
carried out offline (i.e., restricted to desktop computers) or in real-time [29], [30]. Acoustic sensors
can be found as independent devices on the market (e.g. [31] or embedded into accelerometer
devices.

3.3 Interfaces

Attaching measuring devices to animals is often the only way to acquire vital life-history
information on species that do not lend themselves to observation. However, the ethics of
acceptable practice for attached devices are poorly defined. Here, we consider the need for further
research and attempt to identify a system that allows animal restraint practices and device-induced
effects to be quantified and monitored so that ethics committees can have a defined scale on which
to base decisions [32].

In general, sensors here reviewed can be attached to different parts of the animal body, e.g., legs,
neck, and ears. Miniaturized sensors play a significant role in ecology-related researches. In the
seminal paper by (Ungar et al., 2005), cows were fitted with leg-attached GPS collars weighing
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about 1.15 kg [33]. Nowadays, GPS collars are commonly used. It should be noted that many
sensors are dataloggers; hence, handing animal is needed for retrieving data.

4. Classification of literature

The literature was classified according to its content into the following major categories:
Movement Ecology, Foraging Ecology, and Feeding Ecology. Some of these top-level categories
were further broken down into sub-categories.

4.1 Movement Ecology

A variety of global positioning system tracking collars for use on cattle has been developed. In
general, these collars can be manufactured by companies or custom-built. According to [34], the
effect of GPS sample interval and paddock size on estimates of distance traveled by grazing cattle
in rangeland is an important issue to consider.

The number of animals required to represent the collective characteristics of a group remains a
concern in animal movement monitoring with GPS. Monitoring a subset of animals from a group
instead of all animals can reduce costs and labor; however, incomplete data may cause information
losses and inaccuracy in subsequent data analyses. In cattle studies, little work has been conducted
to determine the number of cattle within a group needed to be instrumented considering
subsequent analyses. In [35], a characterization of cattle movement is conducted. Metrics for
analyzing herd movements, such as average herd travel speed, daily travel distances, average herd
radius, average centroid location deviation, and average herd radius deviation, are considered. In
[36], it is evaluated how closely do collared animals cluster in their herd and how well do different
logging intervals affect estimations of total distance traveled by collared animals.

4.2 Foraging ecology

Animal behavior such as, walking, foraging, standing, lying, can be derived from high-frequency
GPS. This approach allows tracking cows in open and forested habitat [37], [38], [39]. Spatio-
temporal patterns of cattle grazing were studied in four annual grassland pastures in North
America, differing mainly in tree canopy cover. Cows were equipped with global positioning
collars that recorded position, temperature and head movements at 5-min intervals during six days
in each of four seasons repeated during two years. The time animals took to traverse areas of
varying diameter revealed patches of 6-9-m diameter in the pastures with low, and 18-21-m
diameter in the pastures with high tree canopy cover [40]. The authors of [41] analyze a high-
frequency movement dataset for a group of grazing cattle and investigate their spatiotemporal
patterns using a mobility model. In [42], the spatiotemporal dynamics of cattle behavior and
resource selection patterns on East African rangelands. Based on the integration of GPS-tracking
and field observations, this study links cattle behavioral types with statistical parameters of
movement, analyzes spatiotemporal dynamics of behavior and predicts resource selection patterns.
In livestock farming, the accurate prediction of calving time is a key factor for profitability and
animal welfare. Continuous monitoring systems can detect behavioral changes occurring on the
actual day of calving, some of them being accentuated in the last few hours before delivery;
standing/lying transitions, tail raising, feeding time, and dry matter and water intakes differ
between cows with poor health conditions. Use of these behavioral changes has the potential to
improve the management of calving [43].

In [44], a behavioral model of the pasture-based dairy cow that requires incoming, transformed
GPS data collected from cattle to be partitioned into segments of a fixed length before behavioral
classification into grazing, resting or walking. GPS data such as distance traveled (m) and turning
angle (degrees) were used by the developed model. In [45], GPS data collected over a 4-yr period
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on 52 crosshbred young cows grazing a 146-ha pasture were used to determine whether cattle
establish patch-scale rotational grazing patterns within pastures.

Distinguishing cattle foraging activities using accelerometry-based activity monitors is widely
reported in the literature. For example, grazing behavior [46], lying, standing or walking [47],
walking and standing [48], lying time and frequency of lying bouts [49], lying behavior [50],
grazing, rest, travel [51]. In [52], an in-depth study of wireless sensor networks applied to the
monitoring of animal behavior in the field is described. Herd motion data, such as the pitch angle
of the neck and movement velocity, were monitored by a sensor equipped with a 2-axis
accelerometer.

In many studies, rumination is assessed by using accelerometers with acoustic sensors included. In
[53], accelerometer systems have been validated for detecting rumination time, chewing cycles,
and rumination bouts. Accelerometer data on cow activity and rumination have been used for
improving prediction of the start of calving in dairy cows [54] as well as monitoring feeding
behavior in feedlot cattle [55]. In [56], various supervised machine learning techniques were
applied to classify cattle behavior patterns recorded using collar systems with 3-axis
accelerometer, fitted to individual dairy cows to infer their physical behaviors. In [57], estimation
of grass intake on pasture for dairy cows using tightly and loosely mounted di- and tri-axial
accelerometers combined with bite count. In [58], the influence of breed, milk yield, and
temperature-humidity index on dairy cow lying time, neck activity, reticulorumen temperature,
and rumination behavior is assessed. In [59], cattle adaptation to heat stress is assessed. The
movement, ruminating time and weight gain between 2 breeds kept for 80 days at pasture during
tropical spring are compared. Animal motility (measured using an accelerometer) and rumination
time (minutes/day, using a sound sensitive sensor) were evaluated through a collar-sensor by radio
telemetry. Rumen temperature was recorded at 10 min intervals using RFID rumen temperature
sensor. A 3-dimensional accelerometer is attached to the RFID ear tag, and an online application
provided by the manufacturer records time spent feeding, ruminating, active, and resting per hour
and per day. Raw data were transmitted every minute through radio ZigBee-based frequency
technology [57].

Other authors have assessed rumination and activity patterns by using accelerometers. For
example, rumination, feeding, activity, and animal temperature [54], feeding, ruminating, active,
and resting [55], rumination time, chewing cycles, and rumination bouts [53], lying time, neck
activity, reticulorumen temperature, and rumination time [58], grazing, searching, ruminating,
resting, and scratching [56], level of activity and rumination [60], grazing, ruminating, walking,
resting behaviors to develop algorithms for pasture intake by individual grazing cattle [61],
rumination and its relationship to feeding and lying behavior in Holstein dairy cows] [62]. In [63],
GPS locations were recorded to calculate mean slope, elevation, distance from water, distance
traveled per day, and elevation for each cow.

Relationships between ambient conditions, thermal status, and feed intake of cattle during summer
heat stress with access to shade. Ear tags, telemetrically connected to a feed monitoring system,
provided animal data using RFID technology. Data loggers recorded ambient conditions in the sun
and shade, along with black globe temperature [64]. The authors of [40] hypothesize that when
forage is of low quality and abundant, animals will fill up faster and tend to travel shorter distances
while grazing, thus imposing greater heterogeneity of forage utilization. GPS collars were
programmed to record a position every 5 min for each one-week grazing period. Collars recorded
longitude, latitude, date, time, elevation, temperature, forward-backward collar movement, left—
right collar movement and satellite ephemeris information. Data were downloaded from the collars
following each grazing period and differentially corrected by removing the positional error
recorded by a stationary ‘base’ unit whose true coordinates were known. Authors conclude that
shade distribution can modulate meal start and duration. [65] investigates the direct effects of
tightly bunched herding versus loosely bunched herding on foraging behavior, nutrition, and
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performance (weight gain) of cattle in semiarid savanna rangeland. To this end, the mean daily
distance covered by the herds under study are quantified.

4.3 Feeding ecology

To understand the spatial extent of grazing bouts and to determine the speed at which the animals
were moving, the authors of [66] record GPS coordinates at the start and end of each feeding bout
to determine the distance covered by the herd. In the conducted experiments, feeding ecology of
four livestock species under different management in a semi-arid pastoral system is assessed. In
[67], the development of a threshold-based classifier for real-time recognition of cow feeding and
standing behavioral activities from accelerometer data is presented. In [68], the use of sensors
combining local positioning and acceleration is used to measure feeding behavior differences
associated with lameness in dairy cattle. It is worth noting that cattle lameness is one of the most
significant welfare and productivity issues in dairy farming. That is why, to asses lameness by
visual methods, a 5-point lameness scoring system that assessed gait and back posture has been
developed (see [69]). In [57], estimation of grass intake on pasture for dairy cows using tightly
and loosely mounted di- and tri-axial accelerometers combined with bite count are carried out. In
[70], determination of minimum meal interval and analysis of feeding behavior in shaded and
open-lot feedlot heifers as conducted by using RFID technology.

In [71], GPS units are deployed to monitor cattle movements and habitat use and to assess the
impact of cattle grazing on vegetation. In [72], GPS data were used to quantify the movement
patterns of elephant bulls, buffalo and cattle at multiple scales and according to seasonal changes
of surface water availability. In [73], space use and movement trajectory statistics are assessed to
We identify site fidelity patterns in animal location data.

Electronic radio-frequency-identification-based systems can be used for measuring: feeding
behavior traits in beef cattle [74,75]; factors affecting water intake of growing beef cattle [62];
feeding time and dry matter intake (DMI) by recording each time each cow placed her head into
the feed bin, and calculated the total duration of the feeder visit as well as the amount of feed
consumed during that visit. In [76], RFID-based system for monitoring individual feeding and
drinking behavior and intake in young cattle is validated. In [77], RFID technology is used to
record grazing beef cattle water point use.

4.4 Summary

In Table 1, based on the subdisciplines of Ecology shown in Section 2, we summarize the studies
published in the literature. We want to note that the scope of some is not limited to a single
category. For example, [40] studies aspects of the three subdisciplines here reviewed while [55],
[57], [64], [68] address only aspects of foraging and feeding ecology.

Tabn, 1. Knaccugurayus cmameti, paccmompenivix 6 noopaszoenax 4.1-4.3.
Table 1. Classification of the reviewed papers in Subsections 4.1-4.3

Major GPS RFID Accelerometer
category

Movement | [40], [63], [34],
Ecology [35], [36], [44],

[65], [66]
Foraging | [37],[38], [39], | [64], [68] [52], [53], [54],
Ecology | [40], [41],[42], [55], [56], [57],

[43], [44], [46], [58], [59], [60],

[47], [48], [78], [61]

[50], [51], [66],

[67], [69]

146



Tapait Ansapec I.P., Bepror Banprec X., Tlepec-Tepyans K. VHTepHET Beliieil 1711 OLICHKHU MOBEIACHHS KPYITHOTO POrATOro CKOTa TIPH MOKCKE KOpMa 1
KOPMJICHUH B TTACTOMIIIHBIX CHCTEMAaX 3eMIICICIHS: KOHLICTILIH 1 0030 CeHCOPHBIX TeXHOmOruid. 7pyowt ICIT PAH, Tom 31, Bbim. 2, 2019 ., c1p. 137-152

Feeding [40], [42], [43], [61], [64], [68], | [55], [57].,[61]
Ecology [63], [64], [65], [71], [72], [73],
[69], [70] [74],

5. Discussion

Rapid advances in technology are allowing scientists to use data-recording units to acquire huge,
quantitative datasets of behavior from animals moving freely in their natural environment. For
analyzing animal movement data, a number of R software packages have been developed, e.g.,
moveHMM [79], ctmm [80], feedr and animalnexus.ca [81], trajr [82].

Data-driven agriculture involves the collection of enormous, dynamic, complex and spatial data
which requires storage and processing. Great gains can be made by sharing online and exchanging
animal tracking data. Two examples are: (1) Movebank project [83], [84], and (2) OzTrack
project, [85]. Cloud-based data storage or farm-based storage can be considered for storing data.
The use of cloud 10T platforms allows for big data collected from sensors to be stored in the cloud.
The ultimate goal is to suggest managerial options to the farmer. Specialized grassland
management techniques allow farmers to improve the decision-making process by applying sound
principles and guidelines for managing cattle grazing in the grazing lands [86]. To this end,
behavioral models for a pasture-based dairy cow from GPS data can be developed. These models
can use, for example, data mining, machine learning techniques [87], or Markov models [44].

Foraging activities and questions of energy optimization are difficult to quantify in practice, but
recent advances in Geographic Information Systems (GIS) and Global Positioning Systems (GPS)
have a greatly simplified examination of many spatially related phenomena.

From the hardware viewpoint, custom-built, open-source GPS datalogger based on Arduino for
collecting data can be designed and built (see [36]).

6. Conclusions

This paper has reviewed the literature on sensors in livestock farming and provides an overview of
existing applications. The review shows that the subject received a lot of attention from the
scientific community. The value of technology can be best realized when integrated with
agronomic knowledge, using the information gathered in the improvement of decision support
systems.

Both computer science scientists and veterinary science scientists can use the information here
provided for conducting transdisciplinary researches.

References

[1]. Whitmore, A., Agarwal, A., Xu, L.D. The Internet of Things — A survey of topics and trends. I
Information Systems Frontiers, vol. 17, no. 2, 2015, pp. 261-274.

[2]. Halachmi, 1., Guarino, M. Editorial: Precision livestock farming: a ‘per animal’ approach using
advanced monitoring technologies. Animal, vol. 10, no. 9, 2016, pp. 1482-1483.

[3]. Guo S., Qiang M., Luan X., Xu P., He G., Yin X., Xi L., Jin X, Shao J, Chen X, Fang D., Li B. The
application of the Internet of Things to animal ecology. Integrative zoology, vol. 10, no. 6, 2015, pp.
572-578.

[4]. Ingrand S. Opinion paper: ‘monitoring te salutant:” combining digital sciences and agro-ecology to
design multi-performant livestock farming systems. Animal, vol. 12, no. 1, 2018, pp. 2-3.

[5]. Nathan R., Getz W.M., Revilla E., Holyoak M., Kadmon R., Saltz D., Smouse P. E. A movement
ecology paradigm for unifying organismal movement research. Proceedings of the National Academy of
Sciences, vol. 105, no. 49, 2008, pp. 19052-19059.

[6]. Getz W.M., & Saltz D.A framework for generating and analyzing movement paths on ecological
landscapes. Proceedings of the National Academy of Sciences, vol. 105, no. 49, 2008, pp.19066-19071.

147


https://www.ncbi.nlm.nih.gov/pubmed/?term=Li%20B%5BAuthor%5D&cauthor=true&cauthor_uid=26338071

Garay Alvarez G.R., Bertot Valdés J.A., Perez-Teruel K. Internet of Things for evaluating foraging and feeding behavior of cattle on
grassland-based farming systems: concepts and review of sensor technologies. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019. pp.
137-152

[7]. Lallo C. H., Cohen J., Rankine D., Taylor M., Cambell J., & Stephenson T. Characterizing heat stress on
livestock using the temperature humidity index (THI) — prospects for a warmer Caribbean. Regional
Environmental Change, vol. 18, no. 8, 2018, pp.1-12.

[8]. Polsky L., & von Keyserlingk M.A. Invited review: Effects of heat stress on dairy cattle welfare. Journal
of dairy science, vol. 100, no. 11, 2017, pp. 8645-8657.

[9]. Nathan R., Getz W.M., Revilla E., Holyoak M., Kadmon R., Saltz D., & Smouse P.E. A movement
ecology paradigm for unifying organismal movement research. Proceedings of the National Academy of
Sciences, vol. 105, no. 49, 2008, pp. 19052-19059.

[10]. Smouse P.E., Focardi S., Moorcroft P.R., Kie J.G., Forester J.D., & Morales J.M. Stochastic modelling
of animal movement. Philosophical Transactions of the Royal Society B: Biological Sciences, vol. 365,
no. 1550, 2010, pp. 2201-2211.

[11]. Seidel D.P., Dougherty E., Carlson C., Getz W.M. Ecological metrics and methods for GPS movement
data. International Journal of Geographical Information Science, vol. 32, no. 11, 2018, pp. 2272-2293.

[12]. Dougherty E.R., Seidel D.P., Carlson C. J., Spiegel O., & Getz W.M. Going through the motions:
incorporating movement analyses into disease research. Ecology letters, vol. 21, no. 4, 2018, pp. 588-
604.

[13]. Marcus Rowcliffe J., Carbone C., Kays R., Kranstauber B., & Jansen P. A. Bias in estimating animal
travel distance: the effect of sampling frequency. Methods in Ecology and Evolution, vol. 3, no. 4, 2012,
pp. 653-662.

[14]. Perry J.N., Liebhold A.M., Rosenberg M.S., Dungan J., Miriti M., Jakomulska A., & Citron-Pousty S.
Ilustrations and guidelines for selecting statistical methods for quantifying spatial pattern in ecological
data. Ecography, vol. 25, no. 5, 2002, pp. 578-600.

[15]. DelCurto T., Porath M., Parsons C.T., & Morrison J.A. Management strategies for sustainable beef cattle
grazing on forested rangelands in the Pacific Northwest. Rangeland Ecology & Management, vol. 58,
no. 2, 2005, pp. 119-127.

[16]. Sanon H.O., Kaboré-Zoungrana C., & Ledin I. Behaviour of goats, sheep and cattle and their selection of
browse species on natural pasture in a Sahelian area. Small Ruminant Research, vol. 67, no. 1, 2007, pp.
64-74.

[17]. Kilgour R.J. In pursuit of “normal”: A review of the behaviour of cattle at pasture. Applied Animal
Behaviour Science, vol. 138, no. 1-2, 2012, pp. 1-11.

[18]. Guo Y., Corke P., Poulton G., Wark T., Bishop-Hurley G., & Swain D. Animal behaviour understanding
using wireless sensor networks. In Proc. of the 31st IEEE Conference on Local Computer Networks,
2006, pp. 607-614.

[19]. Polsky L., & von Keyserlingk M.A. Invited review: Effects of heat stress on dairy cattle welfare. Journal
of dairy science, vol. 100, no. 11, 2017, pp. 8645-8657.

[20]. Beyer H.L., Haydon D.T., Morales J.M., Frair J.L., Hebblewhite M., Mitchell M., & Matthiopoulos J.
The interpretation of habitat preference metrics under use—availability designs. Philosophical
Transactions of the Royal Society B: Biological Sciences, vol. 365, no. 1550, 2010, pp. 2245-2254.

[21]. Johnson D.H. The comparison of usage and availability measurements for evaluating resource
preference. Ecology, vol. 61, no. 1, 1980, pp. 65-71.

[22]. Rutter S.M. Diet preference for grass and legumes in free-ranging domestic sheep and cattle: current
theory and future application. Applied Animal Behaviour Science, vol. 97, no. 1, 2006, pp.17-35.

[23]. Johnson C.J., & Seip D.R. Relationship between resource selection, distribution, and abundance: a test
with implications to theory and conservation. Population Ecology, vol. 50, no. 2, 2008, pp. 145-157.

[24]. Awad A.l. From classical methods to animal biometrics: A review on cattle identification and tracking.
Computers and Electronics in Agriculture, vol. 123, 2016, pp. 423-435.

[25]. Huhtala A., Suhonen K., Mikeld P., Hakojarvi M., & Ahokas J. Evaluation of instrumentation for cow
positioning and tracking indoors. Biosystems Engineering, vol. 96, no. 3, 2007, pp. 399-405.

[26]. Vanhelst J., Béghin L., Duhamel A., Bergman P., Sjostrom M., & Gottrand F. Comparison of uniaxial
and triaxial accelerometry in the assessment of physical activity among adolescents under free-living
conditions: the HELENA study. BMC medical research methodology, vol. 12, no. 1, 2012.

[27]. Grundy E., Jones M.W., Laramee R. S., Wilson R.P., & Shepard E.L. Visualisation of sensor data from
animal movement. In Computer Graphics Forum, vol. 28, no. 3, pp. 815-822.

[28]. Frair J.L., Fieberg J., Hebblewhite M., Cagnacci F., DeCesare N.J., & Pedrotti L. Resolving issues of
imprecise and habitat-biased locations in ecological analyses using GPS telemetry data. Philosophical
Transactions of the Royal Society B: Biological Sciences, vol. 365, no. 1550, 2010, pp. 2187-2200.

148



Tapait Ansapec I.P., Bepror Banprec X., Tlepec-Tepyans K. VHTepHET Beliieil 1711 OLICHKHU MOBEIACHHS KPYITHOTO POrATOro CKOTa TIPH MOKCKE KOpMa 1
KOPMJICHUH B TTACTOMIIIHBIX CHCTEMAaX 3eMIICICIHS: KOHLICTILIH 1 0030 CeHCOPHBIX TeXHOmOruid. 7pyowt ICIT PAH, Tom 31, Bbim. 2, 2019 ., c1p. 137-152

[29].

[30].

[31].

[32].

[33].

[34].

[35].

[36].

[37].

[38].

[39].

[40].
[41].

[42].

[43].

[44].

[45].

[46].

[47].

[48].

Tani Y., Yokota Y., Yayota M., & Ohtani S. Automatic recognition and classification of cattle chewing
activity by an acoustic monitoring method with a single-axis acceleration sensor. Computers and
Electronics in Agriculture, vol. 92, 2013, pp. 54-65.

Deniz N.N., Chelotti J.O., Galli J.R., Planisich A.M., Larripa M.J., Rufiner H.L., & Giovanin L.L.
Embedded system for real-time monitoring of foraging behavior of grazing cattle using acoustic signals.
Computers and Electronics in Agriculture, vol. 138, 2017, pp. 167-174.

Schirmann K., von Keyserlingk M.A., Weary D.M., Veira D.M., & Heuwieser W. Validation of a
system for monitoring rumination in dairy cows. Journal of Dairy Science, vol. 92, no. 12, 2009, pp.
6052-6055.

Wilson R.P., & McMahon C.R. Measuring devices on wild animals: what constitutes acceptable
practice? Frontiers in Ecology and the Environment, vol. 4, no. 3, 2006, pp. 147-154.

Ungar E.D., Henkin Z., Gutman M., Dolev A., Genizi A., & Ganskopp D. Inference of animal activity
from GPS collar data on free-ranging cattle. Rangeland Ecology & Management, vol. 58, no. 3, 2005,
pp. 256-266.

McGavin S.L., Bishop-Hurley G.J., Charmley E., Greenwood P.L., & Callaghan M.J. Effect of GPS
sample interval and paddock size on estimates of distance travelled by grazing cattle in rangeland, The
Rangeland Journal, vol. 40, no. 1, 2018, pp. 55-64.

Liu T., Green A.R., Rodriguez L.F., Ramirez B.C., & Shike D.W. Effects of number of animals
monitored on representations of cattle group movement characteristics and spatial occupancy. PloS one,
vol. 10, no. 2, 2015.

McGranahan D.A., Geaumont B., & Spiess, J.W. Assessment of a livestock GPS collar based on an
open-source datalogger informs best practices for logging intensity. Ecology and Evolution, vol. 8, no.
11, 2018, pp. 5649-5660.

de Weerd N., van Langevelde F., van Oeveren H., Nolet B.A., Kolzsch A., Prins H.H., & de Boer W.F.
Deriving animal behaviour from high-frequency GPS: tracking cows in open and forested habitat. PloS
one, vol. 10, no. 6, 2015.

Tofastrud M., Hegnes H., Devineau O., & Zimmermann B. Activity patterns of free-ranging beef cattle
in Norway. Acta Agriculturae Scandinavica, Section A — Animal Science, vol. 68, issue 1, 2018, pp.
39-47.

Meunier B., Pradel P., Sloth K.H., Ciri¢ C., Delval E., Mialon M.M., & Veissier 1. Image analysis to
refine measurements of dairy cow behaviour from a real-time location system. Biosystems Engineering,
vol. 173, 2018, pp. 32-44.

Larson-Praplan S., George M.R., Buckhouse J.C., & Laca E.A. Spatial and temporal domains of scale of
grazing cattle. Animal Production Science, vol. 55, no. 3, 2015, pp. 284-297.

Zhao K., & Jurdak R. Understanding the spatiotemporal pattern of grazing cattle movement. Scientific
reports, vol. 6, 2016.

Liao C., Clark P.E., Shibia M., & DeGloria S.D. Spatiotemporal dynamics of cattle behavior and
resource selection patterns on East African rangelands: evidence from GPS-tracking. International
Journal of Geographical Information Science, vol. 32, no. 7, 2018, pp. 1523-1540.

Saint-Dizier M., & Chastant-Maillard S. Methods and on-farm devices to predict calving time in cattle.
The Veterinary Journal, vol. 205, no. 3, 2015, pp. 349-356.

Williams M.L., James W.P., & Rose M.T. Fixed-time data segmentation and behavior classification of
pasture-based cattle: Enhancing performance using a hidden Markov model. Computers and Electronics
in Agriculture, vol. 142, 2017, pp. 585-596.

Sawalhah M.N., Cibils A.F., Hu C., Cao H., & Holechek J.L. Animal-driven rotational grazing patterns
on seasonally grazed New Mexico rangeland. Rangeland ecology & management, vol. 67, no. 6, 2014,
pp. 710-714.

Yoshitoshi R., Watanabe N., Kawamura K., Sakanoue S., Mizoguchi R., Lee H. J., & Kurokawa Y.
Distinguishing cattle foraging activities using an accelerometry-based activity monitor. Rangeland
ecology & management, vol. 66, no. 3, 2013, pp. 382-386.

Thorup V.M., Munksgaard L., Robert P.E., Erhard H.W., Thomsen P.T., & Friggens N.C. Lameness
detection via leg-mounted accelerometers on dairy cows on four commercial farms. Animal, vol. 9, no.
10, 2015, pp. 1704-1712.

Silper B.F., Madureira A.M.L., Kaur M., Burnett T.A., & Cerri R.L.A. Comparison of estrus
characteristics in Holstein heifers by 2 activity monitoring systems. Journal of dairy science, vol. 98, no.
5, 2015, pp. 3158-3165.

149



Garay Alvarez G.R., Bertot Valdés J.A., Perez-Teruel K. Internet of Things for evaluating foraging and feeding behavior of cattle on
grassland-based farming systems: concepts and review of sensor technologies. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019. pp.
137-152

[49].

[50].

[51].

[52].

[53].

[54].

[55].

[56].

[57].

[58].

[59].

[60].

[61].

[62].

[63].

[64].

[65].

[66].

150

Bonk S., Burfeind O., Suthar V.S., & Heuwieser W. Evaluation of data loggers for measuring lying
behavior in dairy calves. Journal of Dairy Science, vol. 96, no. 5, 2013, pp. 3265-3271.

Kienitz M.J., Heins B.J., & Chester-Jones H. Growth, behavior, and economics of group-fed dairy calves
fed once or twice daily in an organic production system. Journal of dairy science, vol. 100, no. 4, 2017,
pp. 3318-3325.

Minnaert B., Thoen B., Plets D., Joseph W., & Stevens N. Wireless energy transfer by means of
inductive coupling for dairy cow health monitoring. Computers and Electronics in Agriculture, vol. 152,
2018, pp. 101-108.

Nadimi E.S., Segaard H.T., & Bak T. ZigBee-based wireless sensor networks for classifying the
behaviour of a herd of animals using classification trees. Biosystems engineering, vol. 100, no. 2, 2008,
pp. 167-176.

Reiter S., Sattlecker G., Lidauer L., Kickinger F., Ohlschuster M., Auer W., Schweinzer V., Klein-Jobstl
D., Drillich M., & Iwersen M. Evaluation of an ear-tag-based accelerometer for monitoring rumination
in dairy cows. Journal of dairy science, vol. 101, no, 4, 2018, pp. 3398-3411.

Rutten C.J., Kamphuis C., Hogeveen H., Huijps K., Nielen M., & Steeneveld W. Sensor data on cow
activity, rumination, and ear temperature improve prediction of the start of calving in dairy cows.
Computers and Electronics in Agriculture, vol. 132, 2017, pp. 108-118.

Wolfger B., Timsit E., Pajor E. A., Cook N., Barkema H.W., & Orsel K. Accuracy of an ear tag-attached
accelerometer to monitor rumination and feeding behavior in feedlot cattle. Journal of animal science,
vol. 93, no. 6, 2015, pp. 3164-3168.

Dutta R., Smith D., Rawnsley R., Bishop-Hurley G., Hills J., Timms G., & Henry D. Dynamic cattle
behavioural classification using supervised ensemble classifiers. Computers and Electronics in
Agriculture, vol. 111, 2015, pp. 18-28.

Oudshoorn F.W., Cornou C., Hellwing A.L.F., Hansen H.H., Munksgaard L., Lund P., & Kristensen T.
Estimation of grass intake on pasture for dairy cows using tightly and loosely mounted di-and tri-axial
accelerometers combined with bite count. Computers and Electronics in Agriculture, vol. 99, 2013, pp.
227-235.

Stone A.E., Jones B.W., Becker C.A., & Bewley J.M. Influence of breed, milk yield, and temperature-
humidity index on dairy cow lying time, neck activity, reticulorumen temperature, and rumination
behavior. Journal of dairy science, vol. 100, no. 3) 2017, pp. 2395-2403.

Nogueira G., Ajmone-Marsan P., Milanesi M., Zavarez L., Aguiar T.S., Sandre D., Maioli M.A,,
Ferreira G., Bispo G., Stabile S., Caputo R., Toyama C., Garcia J.F., & Caputo, R. 1283 Understanding
behavior patterns of cattle adaptation to heat stress. Journal of Animal Science, vol. 94, issue suppl_5,
2016, pp. 619-619.

Marchesini G., Mottaran D., Contiero B., Schiavon E., Segato S., Garbin E., Tenti S., & Andrighetto I.
Use of rumination and activity data as health status and performance indicators in beef cattle during the
early fattening period. The Veterinary Journal, vol. 231, 2018, pp. 41-47.

Greenwood P.L., Paull D.R., McNally J., Kalinowski T., Ebert D., Little B., Smith D.V., Rahman A.,
Valencia P., Ingham A.B., & Bishop-Hurley G.J. Use of sensor-determined behaviours to develop
algorithms for pasture intake by individual grazing cattle. Crop and Pasture Science, vol. 68, no. 12,
2017, pp. 1091-1099.

Schirmann K., Chapinal N., Weary D.M., Heuwieser W., & Von Keyserlingk M.A. Rumination and its
relationship to feeding and lying behavior in Holstein dairy cows. Journal of dairy science, vol. 95, no. 6,
2012, pp. 3212-3217.

Knight C.W., Bailey D.W., & Faulkner D. Low-Cost Global Positioning System Tracking Collars for
Use on Cattle. Rangeland Ecology & Management, vol. 71, no. 4, 2018, pp. 506-508.

Curtis A.K., Scharf B., Eichen P.A., & Spiers D.E. Relationships between ambient conditions, thermal
status, and feed intake of cattle during summer heat stress with access to shade. Journal of thermal
biology, vol. 63, 2017, pp. 104-111.

Odadi W.O., Riginos C., & Rubenstein D.l. Tightly Bunched Herding Improves Cattle Performance in
African Savanna Rangeland. Rangeland Ecology & Management, vol. 71, no. 4, 2018, pp. 481-491.
Samuels 1., Cupido C., Swarts M.B., Palmer A.R., & Paulse J.W. Feeding ecology of four livestock
species under different management in a semi-arid pastoral system in South Africa. African Journal of
Range & Forage Science, vol. 33, no. 1, 2016, pp. 1-9.


https://www.ncbi.nlm.nih.gov/pubmed/?term=Schweinzer%20V%5BAuthor%5D&cauthor=true&cauthor_uid=29395141
https://www.ncbi.nlm.nih.gov/pubmed/?term=Klein-J%C3%B6bstl%20D%5BAuthor%5D&cauthor=true&cauthor_uid=29395141
https://www.ncbi.nlm.nih.gov/pubmed/?term=Klein-J%C3%B6bstl%20D%5BAuthor%5D&cauthor=true&cauthor_uid=29395141
https://www.ncbi.nlm.nih.gov/pubmed/?term=Drillich%20M%5BAuthor%5D&cauthor=true&cauthor_uid=29395141
javascript:;
javascript:;
javascript:;
javascript:;
javascript:;
javascript:;
javascript:;

Tapait Ansapec I.P., Bepror Banprec X., Tlepec-Tepyans K. VHTepHET Beliieil 1711 OLICHKHU MOBEIACHHS KPYITHOTO POrATOro CKOTa TIPH MOKCKE KOpMa 1
KOPMJICHUH B TTACTOMIIIHBIX CHCTEMAaX 3eMIICICIHS: KOHLICTILIH 1 0030 CeHCOPHBIX TeXHOmOruid. 7pyowt ICIT PAH, Tom 31, Bbim. 2, 2019 ., c1p. 137-152

[67].

[68].

[69].

[70].

[71].

[72].

[73].

[74].

[75].

[76].

[77].

[78].

[79].

[80].

[81].

[82].

[83].

[84].

[85].

Arcidiacono C., Porto S.M.C., Mancino M., & Cascone G. Development of a threshold-based classifier
for real-time recognition of cow feeding and standing behavioural activities from accelerometer data.
Computers and electronics in agriculture, vol. 134, 2017, pp. 124-134.

Barker Z.E., Diosdado J.V., Codling E.A., Bell N.J., Hodges H.R., Croft D.P., & Amory J.R. Use of
novel sensors combining local positioning and acceleration to measure feeding behavior differences
associated with lameness in dairy cattle. Journal of dairy science, vol. 101, no. 7, 2018, pp. 6310-6321.
Sprecher D.J., Hostetler D.E., & Kaneene J.B. A lameness scoring system that uses posture and gait to
predict dairy cattle reproductive performance. Theriogenology, vol. 47, no. 6, 1997, pp. 1179-1187.
Brown-Brandl T.M., & Eigenberg R.A. Determination of minimum meal interval and analysis of feeding
behavior in shaded and open-lot feedlot heifers. Transactions of the ASABE, vol. 58, no. 6, 2015, pp.
1833-1839.

Schieltz J.M., Okanga S., Allan B.F., & Rubenstein D.l. GPS tracking cattle as a monitoring tool for
conservation and management. African Journal of Range & Forage Science, vol. 34, no. 3, 2017, pp.
173-177.

Valls-Fox H., Chamaillé-Jammes S., de Garine-Wichatitsky M., Perrotton A., Courbin N., Miguel E.,
Guerbois C., Caron A., Loveridge A., Stapelkamp B., & Muzamba M. Water and cattle shape habitat
selection by wild herbivores at the edge of a protected area. Animal Conservation, vol. 21, no. 5, 2018,
pp. 365-375.

Mahoney P.J., & Young, J.K. Uncovering behavioural states from animal activity and site fidelity
patterns. Methods in Ecology and Evolution, vol. 8, no, 2, 2017, pp. 174-183.

Mendes E.D.M., Carstens G.E., Tedeschi L.O., Pinchak W.E., & Friend T.H. Validation of a system for
monitoring feeding behavior in beef cattle. Journal of animal science, vol. 89, no. 9, 2011, pp. 2904-
2910.

Curtis A.K., Scharf B., Eichen, P.A., & Spiers D.E. Relationships between ambient conditions, thermal
status, and feed intake of cattle during summer heat stress with access to shade. Journal of thermal
biology, vol. 63, 2017, pp. 104-111.

Oliveira B.R., Ribas M.N., Machado F.S., Lima J. A.M., Cavalcanti L.F.L., Chizzotti M.L., & Coelho
S.G. Validation of a system for monitoring individual feeding and drinking behaviour and intake in
young cattle. Animal, vol. 12, no. 3, 2018, pp. 634-639.

Williams L.R., Fox D.R., Bishop-Hurley G.J., & Swain D.L. Use of radio frequency identification
(RFID) technology to record grazing beef cattle water point use. Computers and Electronics in
Agriculture, vol. 156, 2019, pp. 193-202.

Bonk S., Burfeind O., Suthar V.S., & Heuwieser W. Evaluation of data loggers for measuring lying
behavior in dairy calves. Journal of Dairy Science, vol. 96, no. 5, 2013, pp. 3265-3271.

Michelot T., Langrock R., & Patterson T.A. moveHMM: An R package for the statistical modelling of
animal movement data using hidden Markov models. Methods in Ecology and Evolution, vol. 7, no. 11,
2016, pp. 1308-1315.

Calabrese J.M., Fleming C.H., & Gurarie E. ctmm: an r package for analyzing animal relocation data as
a continuous-time stochastic process. Methods in Ecology and Evolution, vol. 7, no. 9, 2016, pp. 1124-
1132.

LaZerte S E., Reudink M.W., Otter K.A., Kusack J., Bailey J.M., Woolverton A., Paetkau M., de Jong
A., & Hill D.J. feedr and animalnexus. ca: A paired R package and user-friendly Web application for
transforming and visualizing animal movement data from static stations. Ecology and evolution, vol. 7,
no. 19, 2017, pp. 7884-7896.

McLean D.J., & Skowron Volponi M. A. Trajr: an R package for characterisation of animal trajectories.
Ethology, vol. 124, no. 6, 2018, pp. 440-448.

Kranstauber B., Cameron A., Weinzerl R., Fountain T., Tilak S., Wikelski M., & Kays R. The
Movebank data model for animal tracking. Environmental Modelling & Software, vol. 26, no. 6, 2011,
pp. 834-835.

Gurarie E., Andrews R.D., & Laidre K.L. A novel method for identifying behavioural changes in animal
movement data. Ecology letters, vol. 12, no. 5, 2009, pp. 395-408.

Hunter J., Brooking C., Brimblecombe W., Dwyer R.G., Campbell H.A., Watts M.E., & Franklin C.E.
OzTrack--E-Infrastructure to Support the Management, Analysis and Sharing of Animal Tracking Data.
In Proc. of the IEEE 9th International Conference on eScience, 2013, pp. 140-147.

151


https://zslpublications.onlinelibrary.wiley.com/action/doSearch?ContribAuthorStored=Guerbois%2C+C
https://zslpublications.onlinelibrary.wiley.com/action/doSearch?ContribAuthorStored=Caron%2C+A
https://zslpublications.onlinelibrary.wiley.com/action/doSearch?ContribAuthorStored=Loveridge%2C+A
https://zslpublications.onlinelibrary.wiley.com/action/doSearch?ContribAuthorStored=Stapelkamp%2C+B
https://www.ncbi.nlm.nih.gov/pubmed/?term=de%20Jong%20A%5BAuthor%5D&cauthor=true&cauthor_uid=29043042

Garay Alvarez G.R., Bertot Valdés J.A., Perez-Teruel K. Internet of Things for evaluating foraging and feeding behavior of cattle on
grassland-based farming systems: concepts and review of sensor technologies. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019. pp.
137-152

[86]. Hirakawa T., Yamashita T., Tamaki T., Fujiyoshi H., Umezu Y., Takeuchi I., Matsumoto A., & Yoda K.
Can Al predict animal movements? Filling gaps in animal trajectories using inverse reinforcement
learning. Ecosphere, vol. 9, no. 10, 2018.

[87]. Williams M.L., Mac Parthaldin N., Brewer P., James W.P. ., & Rose M.T.A novel behavioral model of
the pasture-based dairy cow from GPS data using data mining and machine learning techniques. Journal
of dairy science, vol. 99, no. 3, 2016, pp. 2063-2075.

MHdopmauua 06 aBTopax / Information about authors

Tomoppeno Pamon TAPAM  AJIbBAPEC monyumn cremeHb 0akagaBpa B 0ONacTH
BEIYMCIIUTENIFHON TEXHUKH B BEBICIIEM MONMHTEXHMYECKOM HWHCTHTYTE MM. Xoce A. DdeBeppus,
I'aBana, Ky6a B 1994 rony u crenens gokropa ¢unocodun B yHusepcurete ['panansl, Vicmanus B
2012 rony. B Hacrosimee BpeMss OH  sIBIISIETCS JOLEHTOM (paKylbTeTa HH(MOPMATHKH
KaMal‘y:)fICKOFO YHUBCPCUTECTA, Ky63 Ero HCCJICA0OBATCIIbCKUC HMHTEPECHl BKIIIOYAIOT U3YUCHUC
npo6neM MPOU3BOAUTCIIBHOCT B COBPEMCHHBLIX KOMIIBIOTEPAX, a TaKKE€ MOACIMPOBAHUC U
OLICHKY IMMPOU3BOAUTCIILHOCTH.

Godofredo Ramon GARAY ALVAREZ received the B.E. degree in Computer Engineering from
the ISPJAE, Havana, Cuba in 1994 and the Ph.D. degree in 2012, from the University of Granada,
Spain. He is currently an Assistant Professor in the University of Camaguey’s Faculty of
Informatics, Cuba. His research interests include studying performance bottlenecks in current
computers, and performance modelling and evaluation.

Xoce Ansbepro BEPTOT BAJIBJIEC B Hacrosimiee BpeMs siBisieTcsl mpodeccopoM Kadenpbl
PEeTPONYKIINHY KUBOTHBIX B YHHBepcuteTe Kamarysit, Kyba. OH mOIy4nia JOKTOPCKYIO CTEIICHb B
obmactu BeTepwHapuu B YHuBepcutere Kamarysit m MHcTUTyTa HayK O JKHBOTHBIX.
HCCJ‘ICZ[OBaHI/ISI BepTOTa COCPEAOTOUCHBI HAa MOACIIAX MPOTHO30B, HAIIPABJICHHBIX Ha YJIYYIICHUC
OpraHu3an U KOHTPOJIA BOCIIPOU3BOACTBA CUCTECM MOJIOYHOI'O0 CKOTa, a4 TAKKC HA HU3YUCHHUC
BJIMSIHUW  3apaKCHUA Iapa3duTaMHd Ha IIPOU3BOACTBO MOJIOKAa KPYINHOI'O poraroro ckKora B
npoBuHLuK Kamarysit.

José Alberto BERTOT VALDES is currently a professor of of Animal Reproduction at the
University of Camaguey, Cuba. Prof. Bertot received his doctoral degree in veterinary sciences
from the University of Camagiiey and Institute of Animal Science. Bertot’s research focused on
models for forecasts to improve the organization and control of the reproduction of dairy cattle
systems and the effects of parasite infestation in the milk production of cattle of the province of
Camagiiey.

Kapuna IIEPEC-TEPYDJIb B Hacrosimee BpeMs SBISIETCS AUPEKTOPOM IO WHHOBAIMSIM B
OTKpBITOM yHUBEpCUTETE I B3pocibiX, JlomuHMKaHcKas Pecny6nuka. OHa moiyduia CTENeHb
PhD B YHuBepcuTeTe KOMIBIOTEPHBIX HccnenoBannii Ha Kybe. Haydunbie HHTEpeChl BKITFOYAIOT
HeiipooOpa3oBaHue, HEYETKHE KOTHUTHBHBIE KapThl, MPOTPAMMHYI0 HHXXCHEPHIO, IPHHATHE
IPYIIIOBBIX PELICHUN.

Karina PEREZ-TERUEL is currently a Director of Innovation at Open University for Adults,
Dominican Republic. She received her PhD at University for Informatics Science, Cuba. Scientific
interests include neuroeducation, fuzzy cognitive maps, software engineering, group decision
making.

152


https://esajournals.onlinelibrary.wiley.com/action/doSearch?ContribAuthorStored=Matsumoto%2C+Sakiko
https://scholar.google.com.cu/citations?view_op=search_authors&hl=en&mauthors=label:neuroeducation
https://scholar.google.com.cu/citations?view_op=search_authors&hl=en&mauthors=label:fuzzy_cognitive_maps
https://scholar.google.com.cu/citations?view_op=search_authors&hl=en&mauthors=label:software_engineering
https://scholar.google.com.cu/citations?view_op=search_authors&hl=en&mauthors=label:group_decision_making
https://scholar.google.com.cu/citations?view_op=search_authors&hl=en&mauthors=label:group_decision_making

Tpyowr UCIT PAH, mom 31, evin. 2, 2019 2. //Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019

DOI: 10.15514/ISPRAS-2019-31(2)-11

Be3onacHasa u HageXXHas nepegaya AaHHbIX B
MANET Ha ocHOBe NPUHLMUMNOB BbIYUCIIUTESILHO
CTOMKOro pasgeneHus cekpeTa

Y H Y. Yepesxos, ORCID: 0000-0002-4573-2032 <ncherviakov@ncfu.ru>
' M.A. Jepsatun, ORCID: 0000-0002-6761-3667 <maderiabin@ncfu.ru>
! A4.C. Hasapos, ORCID: 0000-0002-0109-6097 <kapitoshking@mail.ru>
YM.I". Ba6enro, ORCID: 0000-0001-7066-0061 <mgbabenko@ncfu.ru>
Y H H. Kyuepos, ORCID: 0000-0003-0337-0093 <nkucherov@ncfu.ru>
! A.B. I'naokos, ORCID: 0000-0002-9454-7618 <agladkov@ncfu.ru>
2I"U. Paouenxo, ORCID: 0000-0002-7145-5630 <gleb.radchenko@susu.ru>

! Cesepo-Kasrasckuii pedepanvibiii ynusepcumem,
355009, Poccus, e. Cmasponoaw, ya. Ilywxuna, 0. 1.
2 FOoicho- Ypanvckuii cocyoapcmeennwiil ynugepcumem,
454080, Poccus, Yensbunck, yr. Jlenuna, 0. 76.

AnHotanusi. MoOwreHble Heuepapxmdeckue cetd  (MANET) TpeOyroT 0cCOOBIX MOOXOAOB K
MIPOEKTHPOBAHHUIO W BBHIOOPY aJrOPUTMOB Tepeadll JaHHBIX W obecredeHust 6e30macHOCTH. MOOMIBHOCTh
y3J0B M JMHAMHYeCKas TOIMOJOTHS TMOPOXIAIT JBE KIIOYEBBIC NPOOJIEMBI: CIOXKHOCTh OOECIeueHHs
KOH(HACHIIMATBHOCTH NPH TNepeiaue JaHHBIX Yepe3 CeTh U CIOXKHOCTb OpraHM3allii HAJIeKHOHN Mepenadu
JMaHHBIX. B maHHOW paboTe mpezyaracTcs HOBBIA MOAXOA K opraHu3aimu nepemaud aaHHeix B MANET,
0a3upyIOIUIics HA MHOTOIYTEBOH MapuIpyTH3aIMU C pa3JeieHHeM y3JI0B U KOIUpPOBaHWEM HH(opMaIuy B
CHCTEMe OCTAaTOYHBIX KJIaccoB. PacrpeseneHHoe KOIUPOBaHUE TT03BOJISIET HCIIOJIB30BATh CXEMBI pa3/ielIeHUsI
CeKperTa, C OJJHOW CTOPOHBI, Ul 00ecreueHns] KOHPHUACHINAIBHOCTH U C IPYroil — IJIsl TOMEX0yCTOHYHBOTO
KoaupoBaHus. B pabote mpemiaraeTcsi HCHOIb30BaTh BBIYMCIUTENIBHO CTOMKYIO CXEMY pa3fielieHHs] CeKpeTa
Ha OCHOBE CHCTEMBI OCTATOYHBIX KJIAacCOB, KOTOpas oOecredynBaeT KOH(HACHIMAIBHOCTh JAAHHBIX H
HaJeKHOCTh UX Mepe/ladt M TO03BOJISIET COANAHCHPOBATh HATPY3KY B CETH.

KiroueBble cioBa: MOOWIBHBIE JeleHTpaM30BaHHBIE Hewepapxuueckue cetn; MANET, monymsapras
apudMeTnKa; CHCTeMa OCTaTOYHBIX KJIACCOB; CXEMBI pa3JleJIeHUs] CEeKpeTa, BBIYMCIUTENFHO CTOHKOE
pa3zesieHHe CeKpeTa, paclpeieNieHHas epeiada JaHHbIX

Jns uurupoBanus: Yepssikos H.U., Jlepsioun M.A., Hazapos A.C., ba6enko M.I'"., Kyuepos H.H., 'mankos
A.B., Paguenko I'.M. be3zonacHas u HagexHas mnepenada naHHeix B MANET Ha OCHOBE NPUHIIMIIOB
BBIYHCIUTENBHO cTOlKOro pasaenenus cexpera. 1pyast UCII PAH, Tom 31, Beim. 2, 2019 1., ctp. 153-
170. DOI: 10.15514/1SPRAS-2019-31(2)-11

Baarogapuocru. Pabora BeimonHeHa npu noaaepkke PODU, mpoekr Ne 18-07-00109, npu mommepixke
I'panTa I[Npesunenta Poccuiickoit deneparun, mpoekt MK-6294.2018.9 u npoext CI1-1215.2016.

153



Chervyakov N.I., Deryabin M.A., Nazarov A.S., Babenko M.G., Kucherov N.N., Gladkov A.V., Radchenko G.I. Secure and Reliable Data
Transmission Over MANET Based On Principles of Computationally Secure Secret Sharing. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2,
2019. pp. 153-170

Secure and Reliable Data Transmission Over MANET Based On
Principles of Computationally Secure Secret Sharing

N.I. Chervyakov, ORCID: 0000-0002-4573-2032 <ncherviakov@ncfu.ru>
1 M.A. Deryabin, ORCID: 0000-0002-6761-3667 <maderiabin@ncfu.ru>
! A.S. Nazarov, ORCID: 0000-0002-0109-6097 <kapitoshking@mail.ru>
! M.G. Babenko, ORCID: 0000-0001-7066-0061 <mgbabenko@ncfu.ru>
N.N. Kucherov, ORCID: 0000-0003-0337-0093 <nkucherov@ncfu.ru>
L A.V. Gladkov, ORCID: 0000-0002-9454-7618 <agladkov@ncfu.ru>
2G.1. Radchenko, ORCID: 0000-0002-7145-5630 <gleb.radchenko@susu.ru>

! North-Caucasus Federal University,
1, Pushkin Street, Stavropol, 355009, Russia
2South Ural State University,
76, Lenin Prospekt, Chelyabinsk, 454080, Russia

Abstract. Mobile Ad-Hoc Networks (MANET) require special approaches to the design and selection of data
transmission and security algorithms Nodes mobility and dynamic topology give rise to two key problems of
MANET - the difficulty of ensuring confidentiality when transmitting data through a network and the
complexity of organizing reliable data transfer. This paper proposes a new approach to organizing data
transfer through MANET, based on node disjoint multipath routing and modular coding of data. Distributed
modular coding allows the use of secret-sharing schemes to ensure confidentiality on the one hand and
reliable coding on the other hand. In this paper, a Computationally Secure Secret Sharing Scheme based on
the Residue Number System is used, which ensures the confidentiality of data and the reliability of their
transmission. Such an approach also allows for balancing the network loading.

Keywords: Mobile Ad-Hoc Networks; MANET; modular arithmetic; Residue Number System; Secret
Sharing Schemes; Computationally Secure Secret Sharing; distributed data transmission

For citation: Chervyakov N.I., Deryabin M.A., Nazarov A.S., Babenko M.G., Kucherov N.N., Gladkov
A.V., Radchenko G.I. Secure and Reliable Data Transmission Over MANET Based On Principles of
Computationally Secure Secret Sharing. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019. pp. 153-170
(in Russian). DOI: 10.15514/ISPRAS-2019-31(2)-11

Acknowledgements. The work was supported by the Russian Foundation for Basic Research, project No. 18-
07-00109, and Grants of the President of the Russian Federation, project MK-6294.2018.9 and project SP-
1215.2016.

1. BeedeHue

[TocTosiHHAsT MHUHHMATIOPU3ALMS M YBEJIMYEHHE BBIYMCIUTEIBHOW MOIIHOCTH MOOWJBHBIX H
BCTPaMBaeMbIX YCTPOMCTB HAKJIAAbIBAIOT BCE BO3pacTalolmne TpeOoBaHMS Ha MOOHMIbHBIE
OecrnpoBOJHbIE CETH. B psne NpWIOKEHWH, TaKMX Kak CEeTH OBICTPOTrO pPa3BEepTHIBAHMS,
OecrnpoBOJHbIE CEHCOpHBIE ceTH, MHrepHer Bemield TpeOyeTcss crHenuaibHAs apXUTEKTypa
MOOMJIBHOW  OecnpoBOJHOH CeTH, B KOTOpOW TWpearojaraeTcs JeHeHTpaIu3alus W
camoopranmzanus y3noB certd. Ceru Takoro Ttuma HaseiBatorcst Mobile Ad-Hoc Networks
(MANET) — MoOuITbHBIC ICLIEHTPAIN30BaHHbIC HEHEPAPXUUECKUE CETH, HIM MOOUITbHBIC CETH IO
TpebOBaHUIO.

Ocob6ennocte MANET 3akirouaercst B TOM, YTO B TaKHX CETAX KAXKJO€ YCTPOWCTBO WM Y3el
SBISIETCST MaKCHMaJIbHO CaMOCTOSITEJIbHBIM M HE3aBHCHUMBIM, a CBSI3b C JPYTMMH  Y3JIaMH
MPOMUCXOUT 1O TPEOOBAHMIO C MCIIOJIb30BaHHEM OECIPOBOJHBIX KOMMYHHKAIMHA. DTO MPUBOJHT K
tomy, uT0 MANET obnamaer QuHAMHYECKOW TOIOJIOTHEH, TO €CTh MOOWJIBHBIE Y3JIBI MOTYT
nepeMelaTbcsi, UCKI0UaThesi U 100aBisAThCs. Takue yCIOBHS YCIOXHSIOT MHOTHE IMPOLECCHI,
CBsI3aHHBbIE C (YHKIHMOHUpOBaHUEM ceTH. K HUM OTHOCSTCS MapUIpyTH3alus, ayTeHTH()UKAIHS,
Oe3omacHasi W HaJeKHas Iepenaya JaHHbIX. OTCYTCTBHE EIUHOTO LIEHTPa B TaKUX CETIX
BO3JIaraeT 3TH 3aa4M Ha KaKIbI OTAENBHBIA y3el. B oTindme OT TpaAWLIUOHHBIX TUIIOB CETEH,
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OCHOBHBIC (pyHKIIMH yrpaBicHus B ceTssx MANET BBIIOIHSIOTCS COBMECTHO BCEMH JTOCTYITHBIMH
y3namu. Y3iel B MANET ncnonb3ytor cBsi3b 4epe3 HECKOIbKO XOCTOB: y3JIbl, KOTOPbIE HAXOIATCS
B TpeAenax Juamna3oHa OCCIPOBOJHOTO COCAMHEHHUS Jpyr Jpyra MOTYT HampsSIMYIO
B3aWMO/JICHICTBOBATh uepe3 OeCHpOBOAHBIC KaHAJBI, TOTNA KaK Te, KOTOPBIE HAXOIATCS JaleKo
OpyrT OT Ipyra, JOIDKHBI MOJAaraTbCs HA MPOMEKYTOYHBIE Y3IIBI, KOTOpBIE NEHCTBYIOT Kak
MapUIpyTU3aTOPBl A peTpaHCIun coodmeHmid. B cBss3u ¢ atum cetm MANET ysa3BUMEBI K
aTakaM ® IIOMeXaM, YTO TPHBOAWT K HEOOXOOUMOCTH pa3pabOTKH CIEIHaIbHBEIX METOJOB
nepeaayn JaHHbIX [1].

B sToii craThe ommcan HOBEIM momxox kK mepemade maHHBIX depe3 MANET, obecneumBarommit
OTHOBPEMEHHO ee¢ O0e30MacHOCTh W HaNeXXHOCTb. llpennaraeMplii METOJ] OCHOBBIBACTCS Ha
MHOTOITyTEBOM MapmpyTtusaiun ¢ pasaencuuem y3iaoB (Node-Disjoint Multipath Routing [2]),
KOTOpAsi MO3BOJISICT Pa3/ICiUTh JaHHBIC MEXKIY y3JIaMd TaKHUM 00pa3oM, 4TOObI KOHTPOJIHPOBATH
KOJIMYECTBO HH(OpMAIMK, TMojlydyaeMoe KaxaeiM u3 Hux. OH TO03BOJIAET 0O0ECIeYnBaTh
KOH(HICHIIMATBHOCTh TIEPEIaBacMbIX JAaHHBIX 332 CUET aJrOPUTMOB IOPOTOBOIO Ppa3CciICHUS
cekpera [3].

OcHOBOW mpejnaraeMoro Meroja sBisfeTcs cucteMa ocraTouHbix kiaccoB (COK), xotopas
3apeKOMEHIOBANAa CeOs Kak HaACKHbIM M 3()(OEKTUBHBIH HHCTPYMEHT MPOCKTUPOBAHHS CXEM
pasaencuus cekpera (CPC), oOnamaroommx ONpPEACICHHBIMH CBOWCTBAMU. BOJBIIMHCTBO
coBepIeHHBIX cxeM pasfenenus cekpera (CCPC) He mpuroaHel Ajis TNepenadyd JaHHBIX B
MANET, Tak kak NPUBOJSIT K WX BBICOKOH u30bITOuHOCTH [4]. B CcBOIO OYepenp, BapwaHT
BBIYHCIIUTENBHO CTOMKON cXeMbl pasaeneHus cekpera Ha ocHoBe COK [5] mo3BosseT pemurs 31y
npobinemy. Kpome TOro, W30BITOWHAs cCHCTEMa  OCTATOYHBIX  KJIAaccoB  oOJamaer
KOPPEKTHPYIOLIMMH CBOMCTBaMH [6], KOTOPBIE TIO3BOJIAT COXPAHUTH IIEIOCTHOCTh HHPOPMALIUHU B
ciIydae TOTEpH YacTW MakeToB. B maHHOW pa®oTe omucaH MOAXOA K KOIMPOBAaHHIO M Iepemade
nmarabix gepe3 MANET, mozBomstommid ¢ OTHOH CTOPOHBI OOECTICYUTh KOH(HUIACHIIMATHLHOCTD
HHQOPMAIINH, C IPYTOH — 3aIIUTHUTH €€ OT MOTEPH WM TIOBPEKACHUS B IIpoIlecce IepeIadH.

2. MemoObI ob6ecneyeHus1 HadexHoU u 6e3onacHol nepedayu
daHHbIx 8 MANET

VYerpoiictBa cetm MANET  MakcMManbHO YIPOMIEHBI JUIT MHHAMH3AIUM KX pasMepa |
SHEProroTPeOICHNUS, YTO HE MOXKET HE OTPAa3HUThCS Ha MPUMEHIEMBIX alroputMax. Hampumep, mpu
UCTIONIb30BAaHNM CHUMMETPHYHOTO WM ACCHMETPHYHOTO MHU(POBAHMSA B KauecTBE METOJa
obecricueHnsT KOH()MACHIIMAIEHOCTH MOXET BO3HHKHYTH Cpa3y psa mpoOieM, CBSA3aHHBIX C
ympaBneHneM KmodaMu [1]. JleneHTpanu3anyis W paBHONIPABHOCTH Y3JIOB OCIOXHSET OOMEH
KITIOYaM{ MEXIy WUCTOYHHKOM U TPUEMHHKOM JAHHBIX — OYKBAJILHO KaXKIBIA Y3€N TOCPEIHHUK,
YYacTBYIOIIUM B TIpoiiecce 0OMeHa, MOYKET eMy TIOMEIIAaTh WIK TeM WU UHBIM CIIOCOOOM MOTyYUTh
Joctyn K kimodaM. CIOKHOCTh ayTeHTU(UKAIUN W TUHAMHYECKasi TOTIONOTHS JeNIaeT BO3MOXKHOM
aTaKy «4eJIOBEK TMOCEPENHE, TIPU KOTOPOU OJTUH U3 Y3JIOB MOCPEAHUKOB MOXKET MOIMEHHUTD KITFOUN
JUTS TIOJTydaTelisi ¥ PUEeMHHUKA M BTOPTHYTHCSA B Tiporiecc oOMeHa JgaHHbIMH. C Apyrod CTOPOHBI,
YIOBJIETBOPEHHE OTPaHUYEHUSIM Ha PECYPCHI MOXKET TIOHU3UTh CTOWKOCTD JITOPUTMOB.

Jnst o6ecnedenns 6e3onacHoctd B MANET ucmonb3yercss MHOXKECTBO Pa3IUYHBIX TOIXOI0B.
CBsI3aHO 3TO C MHOXXECTBOM Pa3IMYHBIX yIPoO3, KOTOPBIM MOJIBEPTHYTHl CETH TAKOTO THIIA.
BonbIIMHCTBO TIPOTOKOJIOB W METOAOB HAIEJeHbl Ha pelieHHe Y3KOH MpoOJeMbl M CHOCOOHBI
OOpOThCST JUIIB C Yrpo3aMH OIPEACICHHOrO XapakTepa. Hampumep, BaKHBIM HalpaBIICHHEM
WCCIICIOBAaHHH SIBIIICTCSI OTIPE/ICICHNE BTOPKCHUAN Ha OCHOBE TOJO3PUTEIBHBIX IEHCTBHU Y3IIOB.
Takue METOJIBI UCTIONB3YIOT MATMHHOE 00yUYCHHE U CTaTUCTHYeCKuid aHanu3 [7,8]. OHU mOaXoasT
JUIIb B ONPEACNICHHBIX CIy4YasX W HE MOTYT CIY)KUTh OCHOBOW O€30MacHON W HaJCKHOUH
nepeaayn JaHHBIX.
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OOurel 4epToil BCceX anrOpUTMOB sIBIsieTCS ydeT cnemuduaecknx ocodbernnocteii MANET. He
CYIIECTBYET €AMHOTrO LEHTpa cepTU(UKANUU ¥ ayTeHTH(HUKAIMHU, B CBSI3H C dTHM HEOOXOIMMBI
pacrpe/ielieHHble anropuTMbl. Tak, anropuT™, MPEAIoKeHHbIH B [9], UCMONB3yeT MOPOTOBYIO
KpunTorpaduio U cXembl pasfieieHHs CeKpeTa [Uis OpraHH3aldH TPYMIoBOH cepTHdUKalmu B
LEJSIX TPEIOTBPAIEHUST BTOPIKEHHS.

CyImecTBYIOT CHTyalliHl, KOTAa HEOOXOOMMO CKPHITh IEpelaBacMyr0 HH(POPMANHI0 Aaxe OT
MIPOMEXYTOUHBIX Y3JI0OB CETH, MPOIIEAMNX cepTuHKanuio. B Takom ciydae HeoOXoammo
HCTIONB30BaTh MHN(POBAaHHUE TAHHBIX, KOTOPOE 3aTPYIHUTEIBHO JUIS JICIIEHTPAIN30BaHHBIX CETEH.
Ocraetcst BEpOATHOCTh MOJCIYIINBAaHNSA 1 MOHUTOPHHTA Tpa(uKa, TaK KaK B PEaTbHBIX YCIOBHAX
HU OJHOMY IPOMEXYTOYHOMY Y3Jy HeJb3sl JOBEpsATb. Hampumep, mpu HCHONB30BaHUM CETEH
ObicTporo pazBepteiBanus Ha ocHoBe MANET Bo Bpems aKcTpeMalibHBIX CUTYalMH, KaxIbIi y3el
MOXET NOTEHIHAJIBHO OBITh 3aXBayeH, NPOJOIDKAs TP ITOM IPOXOJIUTH MPOBEPKH O€30MacCHOCTH
1 (YHKINOHUPOBATH B HOPMAILHOM PEXKUME.

B ocuoBe ¢ynkiuonupoBanuss MANET nexar crenuanbHple NPOTOKOJIBI MaplIpyTH3alny,
aJlanTHPOBaHHbIE K JUHaMHYECKOil Tomosorud. Bce mporecchl, BkItouas OOMEH IaHHBIMH,
obecrieueHne Ha/Ie)KHOCTH M 0E30IIaCHOCTU CETH Tepeayd AaHHBIX, OPHEHTUPYIOTCS Ha TOT WX
WHOI MPOTOKOJ MapIIpyTHU3alMy. B 3aBUCHMOCTH OT CTPYKTYPBI CETH, UCIIOIb3YEMbIX YCTPOWUCTB
U pelaeMbIX CEeThIO 3aJiau NMPUMEHSETCS OJMH M3 JBYX THIIOB MPOTOKOJIOB MapIIPYTH3alHMHA —
PEaKTUBHBIE U MIPOAKTUBHBIC. PeaKTHBHBIC TIO3BOISIOT CTPOUTH MAPLIPYTHl «HA JIETY», MOJIb3YICH
JUTSL KaXXJI0TO y371a JIMIIG HH(popMannei o JOCTYIHBIX I Mepeaadn JaHHBIX B TEKYIIUH MOMEHT
BpEeMEHH coceqHHX y3nax. K Takum anropurMam OTHOCSTcS ocHoBHbIe amroputMbel MANET,
takre kak AODV [10] u DSR [11]. B mpoakTHBHBIX MPOTOKOIAX NAHHBIE O CTPYKTYpE CETH
MEPHOANYECKH COOMPAIOTCS KaKABIM y3JOM, Ha OCHOBE YEro cocTaBisercss Tabmuma
MapIIpyTH3aIMY, TO3BOJSIOMAs CTPOUTh 3(GPEKTUBHBIE MAPIIPYTHl W OallaHCHPOBATh HATPY3KY
cetn. OJHUM U3 OCHOBHBIX HANpaBICHUI 00ECHEYEeHUs] HaJEKHOCTH M OE30MacCHOCTH Mepeaadn
JIAHHBIX SIBJIETCS MCIOJIb30BAHUE CIIENUATBHBIX MMOIX010B K Mapmpytusamnuu [12, 13].

Kaxnplif THI TNpOTOKOJOB 00NajgaeT IpeMMyllecTBaMH M HejgocTaTkamu. Kpome Toro,
CYIIECTBYIOT CIELMaJbHbIE aTaKd Ha MPOTOKOJBI MapUIPyTH3alUH, CIIOCOOHBIE HEraTHBHO
MOBJIMATH Ha paboTy CeTH: W3MEHUTh MapUIPyThl, CO3JaTh NETIM IpHU MepeAade MaKeToB,
Meperpy3uTh CeTh ISl CHIDKEHHUs ee IQ(PEeKTHBHOCTH, BHECTH OIIMOKU B IMOCTPOCHHE MapLIpyTOB
nepeiaud JaHHBIX U T.IL

B cBsi3u ¢ 3TUM pa3pabaThIBAOTCS pa3NUYHbIC 3AIUIICHHBIC MPOTOKOJIBI MapmpyTusanuu [14-
16]. K rtakum mnpotokomam MoxHO oTHecTH TpoTokoil ARIADNE, koTopsli wucmoms3yer
CHUMMETpUYHOE IIHM(poBaHHE [UI1 Tepeladyd JaHHBIX M paclpefesieHHe KIo4Yed ¢
HCTIONB30BaHUEM cXeM pasjeneHust cekpera [17]. IlpoGnema 3amuIneHHOW MapIIpyTH3AIHH
HampsiIMyl0  CBsi3aHa C ayTeHTHU(UKalMel IoJbp30BaTeNeidl, JId KOTOpOoil pa3paboTaHbl
crieluaabHbIe METO/IbI KOJUIGKTUBHOM ayTeHTuduKanuu, agantuposanusie aast MANET [18].
Juaamuaecknii xapakrep y310B ceth MANET, BO3MOXXHOCTh NepeMemieHust ¥ MOTEPH CBSI3H C
y3JIOM BO BpeMsl T[epefauyd JAaHHbIX WIM Ha JTane IOCTPOCHUs MapuipyTa, BHOCHT
JIOTIOJTHUTENIbHBIE YIPO3bl ILEJIOCTHOCTH M JIOCTYHHOCTH TI€pelaBaeMbIX JaHHbIX. JIro0oi
repe1aBaeMblil MaKeT MOXKET OBITh MOTEPSH B CBSI3M C N3MEHEHHEM TOIIOJIOTHHU CETH.

s 60peOBI ¢ TaHHBIM SBJICHHEM U C IIETBI0 Pa3TPY3KH CETH OBIIM MPEIIOKEHB MHOTOITYTEBbIE
(Multi-Path) anroputmsr mapiupyrusanun 111 MANET (Puc. 1a). [TogoGHbIe METOIBI TIO3BOJISIOT
CTPOUTH HECKOJIbKO MapIIPYTOB JIOCTaBKHM COOOIICHMH, YTO ¢ NPUMEHEHUEM JOTIOJIHUTENIBHBIX
ITOPUTMOB M30BITOYHOTO KOAMPOBaHUS [19] MO3BOMSET CHU3UTH BEPOSITHOCTH MOTEPU JaHHBIX
I Tlepesiaue 1 nepepacrpenenTh Harpy3Ky B ceTH. Yarie Bcero MCIoib3yloTcs MHOTOIyTEBbIC
ITOPUTMBl  MapIIPyTU3allid, OCHOBaHHBIC Ha PEAKTHBHBIX alrOpUTMax MapHIpyTH3aIHH
AOMDYV [20] 1 MP-DSR [21]. Co4eranne MHOTOIyTE€BOW MapIIpyTHU3aIKHU C KOJAMU CTUPAHHUS 1
M30BITOYHBIM KOJMPOBAHMEM TMO3BOJSIET 3HAYMUTENbHO YBEIWYUTh BEPOSTHOCTH JIOCTABKU
COOOIIEHHH — OCHOBHOTO IIapaMeTpa HaJIeKHOCTH ceTu [22-25].
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OnHako 3aMeTHM, 4YTO B OOLIEM cilyyae 4YeTKHX TpeOOBaHMH K CTPOSIIMMCS Maplipyram He
npexnbsBisercs. Tak, Ha puc. 1a nokasaH nmpuMep, B KOTOPOM JI0CTaBKa 4acTei cOOOLIEHUS Sy, S,
U S; U3 HCTOYHHMKAa S B NPHEMHHK D NpPOUCXOTUT NO OJHUM u3 Hambonee >)(PEKTUBHBIX
MapmipyToB. Yactu cooOmeHus S; U S, OOBEOUHSIOTCA Ha y3ie 10 ¢ Hemplo COKpameHHs
MapLipyTa ¥ YHciia IPOMEKYTOUHBIX Y3JIOB M Jajee MepelaloTcs MO0 Kak eInHOe COOOIIeHHE,
an6o 1o oyepeau. Takoi MOAX0I MOXKET OBITh HCIIOIB30BaH [UIS TOBBIICHHS CKOPOCTHU NIepeaadn
JIAHHBIX TI0 CETH, OJIHAKO HEOJAarompHsTHO CKa3bIBaeTCS Ha HAJEKHOCTH Iepenadu. Kpome Toro,
cutyanus B mpuMmepe (puc. 1la) OCIOXKHSET HCHONB30BAHUE CXEM pasJeJIeHUs] ceKkpera Juis
obecrieueHns] KOH(QHUICHIMAIBHOCTH WM paclpeAeieHs KIIo4Yed Ha OCHOBE IOJYYEeHHBIX
MaplIpyTOB, TaK KakK Y3Jbl, 4epe3 KOTOpbIE NepenaroTcsi OObEeJUHEHHBIE COOOLIEHUs S; + Sj,
MOJTy4YaroT OoJblIee KOJMYeCTBO HHPOpMaIUU 00 UCXOIHOM CeKpeTe (B JaHHOM IIpUMepe — Y3JIbl
9 u 10), 9To sABISIETCS HAPYIICHHEM OCHOBHBIX TPeOOBaHUII MOPOTOBOI KpUIITOTpaduu.

Jns TmoBBILICHHST HAIEKHOCTH Mepeladd JaHHBIX pa3padoTaHbl elle HECKOJbKO KaTeropuii
QITOPUTMOB MHOTONYTEBOM MapuIpyTH3alMH. BakHoe 3HaYeHHWE MMEIOT alrOpUTMBI C
paznenenuem o mapipyram (Link-Disjoint Multi-Path Routing, puc. 1b), B KoTOpbIX y3em MOKeT
BXOJHUTHh OJHOBPEMEHHO B HECKOJIBKO MapLIPYTOB C IIEJBIO IOBBINICHHS HPOU3BOMUTEIBLHOCTH
CeTH M HaJe)KHOCTH Iepeladyd NaHHBIX (B mpumepe Ha puc. 1b — y3en 10), omHako Tpedyertcs,
YTOOBI pa3IMYHBIC MapIIPYTHL HE COACPIKAIU OOIIUX COCTUHCHNAN MEXIY y3iIaMu (o0mmx pedep).
B nmpuBeneHHOM npHMepe cOOOIICHUE S; H COOOILICHHE S, MePeNarTcs KaXI0e B COOTBETCTBUH C
BBIJICJICHHBIM [UIS HEro mapuipyroMm (He oObeauHsssch Ha y3ne 10). [Ipumepamu aaroputMoB c
pasaernenueM mo Mapuipytam seisitorcss AOMDYV [18], SMR [26], MP-DSR [21]. Takoii omxon
MO3BOJISIET COKPAaTHTh BPEMsl PEKOHCTPYKIMU MapuIpyTOB B Ciydae, €CIM OAMH W3 MapuIpyTOB
CTaHeT HeJOCTYIICH.

Jpyroii THI MHOTOIYTEBBIX AITOPUTMOB MAapLIPYTH3alMK — MHOTOIYTEBas MapIIpyTH3ALUs C
pasnererrem y3noe (Node-Disjoint Multi-Path Routing) [2], B KOTOpo# Kax[Iplii U3 TOCTPOCHHBIX
MapIIpPYTOB HE COMCPXKHUT Y3JI0B, BXOIAIINX B JIF000i Apyroit mapipyt (AODVM [27], EMPR [28]).

Puc. 1. Paznuunvie Memoovl MHO20NYMesou Mapupymusayuu.: a — oowuil cryyatl,
b — ¢ pasoenenuem no mapwpymanm, ¢ — ¢ pazdenenuem no yziam.
Fig. 1. Different types of Multi-Path Routing: a — general case,
b — Link-Disjoint, ¢ — Node-Disjoint.
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Ha puc. 1C mponeMOHCTpUPOBaH TNPHMEP MapIIpyTOB, MOCTPOSHHBIX COIJIACHO ITOJOOHBIM
meronaMm. OTMETHM, YTO HET HU OJHOTO y3J1a, KOTOPBIH IMOIydan Obl OJHOBPEMEHHO HECKOJBKO
qacTe COOOIICHUS Sy, S, M S3, KpOMe IIpueMHHKa D, KOTOpoMy IepelaBaeMble NaHHBIC H
nepechIaroTcs. Takue MPOTOKOIBI MPUMEHSIOTCS JUIS CHYDKCHUS BIMSIHUSL OTACIBHBIX Y3JI0B Ha
nepenady JIaHHBIX, IIO3BOJISIIOT pasrpy3uTb Y3l M CeTh B IIEJIOM, CHH3MTh oO0miee
SHEpronoTpedIeHne, OJJHAKO SBISIOTCS 00JIee CIOKHBIMU B pEaM3allii U HE MO3BOJITIOT CTPOUTD
MaKCHMaJIbHO 3()()eKTUBHBIE CETH B IUIAHE CKOPOCTU M HAJIGKHOCTH NEpeiautl TaHHBIX.
MapupyTuzanuss ¢ pasJelieHHeM Y3J0B SBJISETCS OCHOBOM MJsl pa3pabOTKH aJrOpUTMOB
pacupeneneHHONH TepeJaud  JaHHBIX, KOTOpblE pEIIaloT OJHOBPEMEHHO JBE 3ajauu:
o0ecrieunBarOT HaJeKHOCTh Mepenaydl JaHHBIX C OIHOM CTOPOHBI M KOH(HICHIMAIBHOCTbH C
JIpYTOH.

B nanHO# pabore mpemiaraercs HCIONIb30BaTh BBIYUCIMTENLHO CTOMKHE CXEMBI pa3/elieHHs
cekpera u cucreMy octaTouHbsIx kiaccoB (COK) ¢ 1enpro MUHMMU3AIUH BEPOSITHOCTH PACKPBITHS
WIN UW3MEHEHMsl Iepe/laBaeMbIX JaHHBIX, IepexBaTa Tpaduka, I[OTEpU WIM HapyILICHHs
LIEJIOCTHOCTHU JIaHHBIX B IIpoliecce Mepeaayn.

3. Cucmema ocmamoYHbIX K/laccoe U cxeMbl pa3desieHusi cekpema

B kagectBe OoCHOBBI KomupoBaHus HH(opMarmu npu nepemade depes MANET mpemmaraercs
HCIIONB30BaTh KOIUPOBAHUE B CHCTEMe O0CTaTOuHBIX KinaccoB (COK), obnamaromiee nesbM psiaioM
Ba)KHBIX 0COOCHHOCTEH:

¢ 3 GheKTUBHOCTh KOAUPOBAHUS U ACKOAUPOBaHus, mapamienusm koma COK [29];

e BO3MOXKHOCTh BOCCTAHOBHTH [aHHBIC B Cllydac IOTEPH HEKOTOPBIX dYacTell 3a cder
n30bITOYHOTO Koauposanus [30];

® BO3MOXHOCTb KOPPCKIOUH OH.II/I6OK, ITO3BOJISIONICH OTCJICIUTh HUM3MCHCHHUC JaHHBIX B
Ppe3yiIbTaTe AUMBCPCHUU UJIN ITOBPEIKJIACHUS, 3a CUHCT HM30BITOYHOTO KOAUPOBAHUA [6],

® BO3MOXHOCTbH Hcnoibp30BaHusi COK B kauecTBe OCHOBBI JJIsI CXEMBI Pa3/ielieHUs] CeKpeTa
[5].
CucteMa OCTaTOYHBIX KJIACCOB SIBJIIETCS PACHpPOCTPAHEHHBIM HWHCTPYMEHTOM OOecTeueHUs
KOH(UICHIINATBHOCTH, IOCTYIMHOCTH W IHeJIOCTHOCTH maHHBIX [31, 32], B wactHoctHm COK
ucTonb3yeTcst g obecreueHnss HaneskHocTH Hteprera Bemed [33] u  GesomacHOro
pacnpenenenus karoueir B MANET [34].
CucrteMa OCTAaTOYHBIX KJIACCOB — 3TO HEMO3UIMOHHAS CHCTEMAa CYMCIIEHHs, OCHOBaHHAas Ha
Hemo3uuoHHOM TpexacraBieHnu gucenl. COK omnpenensercs HaOOpoM W3 N B3aUMHO ITPOCTBIX
OCHOBaHHU {m,, m,, ..., m, }. [lo3unronnoe yucno A u3 unrepsana [0, M), tane M =m; - my, - ...~
m,, MOXKHO OJTHO3HAYHO MPEACTABUTh B BUE KOpTEeKa U3 N unceln (aq, Ay, ..., Ay ), TAC
a; = Amod m,;, i=12,..,n

HenosunmonHoe npencTaBieHne 00eceunBacT BEICOK03()(PEKTUBHYIO MapabIeIbHy 00paboTKy
JTAaHHBIX, TTOMEXOYCTOMYMBOE KOOMpOBaHME W Kpumntorpaduro, uro aemaer COK mome3noit Bo
MHOXECTBe Tprioxenuii [29, 35, 36].
N36prtounass COK  (MCOK) ompenensercss Ha ocHoBe wucxomnHoit COK ¢ mMomynsmu
{m,,m,, ...,m,} nyreM n0GaBIEHUS HU3OBITOYHBIX MOMYIEH Miyiq, Myyn, e, Myyy, KAKIBIH U3
KOTOPBIX TIPEBHINIAET [0 BEIMYUHE JIF0O00H M3 UCXOMHBIX MOAYJICH, U PACIIUPEHUS TPEICTABICHUS
yucna A Ha 7T JONOJNHUTENbHBIX OcHOBaHui. HoBblit HaOop (ay,ay, ..., Ay, Qpiq, ) Angr)
o0yaaeT CIeayIUMA BaXXHBIMHA CBOHCTBAMH:

® TI0TEps JIOOBIX 7" UM MEHEE OCTaTKOB B MNpeACTaBJIICHUN YHClia A B COK He OPpUBOJAUT K
MOTEPE NAaHHBIX, TAK KaK A MOKHO BOCCTAaHOBUTB I10 JIIOOBIM OCTaBIIUMCS N ocCTaTKaM,;

e cciu MIO0OBIE T OCTATKOB OBLTM B IPOLIECCE IEpEeNadll JaHHBIX W3MEHEHBI, 3TO MOXKET
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OBbITH OOHAPYKEHO C MOMOIIBIO CHEIUATIBHBIX ATOPUTMOB [35];

®  cCIIM U3MEHEHBI ObUTH JTI00BIC |1/2] 1K MeHee OCTATKOB, HX MOXKHO OOHAPYKUTh H JTHOO
JIeKOJUPOBATh JaHHBIC, HCKIIOYMB IOBPEKICHHBIC OCTaTKH, JIUOO HCHPaBUTH OSTH
OCTaTKH C IPUMEHEHHEM CIICIIHATIFHBIX alTOPHTMOB [6].

OCHOBHYIO CJIOXHOCTh IIPH peaJM3alli CHUCTEM, OCHOBAaHHBIX Ha KomupoBannu B COK,
MPE/ICTaBISIET BEIOOP METOAA OOPATHOTO TIEPEeBOJIa, KOTOPBIH MOKET OBITh OCHOBAH Ha Pa3IMYHBIX
texHukax [37]. Ilpm 3ToM CyIIECTBYIOT METOABI, OOBEAMHSIONIME OOHApyXEHHE OLIMOOK H
nexonupoBanne nHGopmarn uz HCOK.

Ha ocHoOBe cucTeMbl 0OCTaTOYHBIX KJIACCOB CTPOSITCS KaK Pa3iIMYHBIE CXEMBI pa3/ielieHHs] CEKpeTa,
TaK W CXEMbI pacnpesieseHus JaHHbIX. 1101 mMoporoBoi cxeMol pasziesieHns] CeKpeTa IIOHUMAeTCst
MIPOTOKOJI pactpeaeeHns HHPpopMaIin (CeKpeTa) Ha YacTH TaKUM 00pa3oM, YTOOBI BOCCTAHOBHTH
HCXOIHBIH CEKpeT MOXKHO OBUIO OBI TOJHKO IPH OOBEIMHEHUH IMOIMHOXECTBA YacTeW, pazMep
KOTOPOTO TIPEBHIIIACT 3apaHee 3aaHHBIN MTOPOT.

OCHOBHOM aTakoil Ha CXEMBI pa3JelicHIe CeKpeTa SBISETCS CTOBOP HEpa3peIIeHHON KOAIHIUH C
BO3MOXKHOCTh OOBEAWHUTH IPOW3BOIFHOE KOIWYECTBO dYacTtedl. Jlmg Takoil KOaIWINH,
oOnajaromeii HEKOTOPHIM KOJHMYECTBOM YACTeH CEKpeTa, IODKHO OBITh 3aTPYIHHUTEIEHBIM
BOCCTAaHOBUTh HCXOIHBEIN cekper. Ilo cTemeHWM CTOWKOCTH K aTakaM TaKOTO poja IPHHSATO
pa3memnATh CXeMBl pa3/ielCHUs CEeKpeTa Ha HECKONBKO KiaccoB. Cpeau HUX MOXKHO BBIICITUTH
COBEpILICHHBIE CXeMBI pasaencHus cekpera Ha ocHoBe COK (cxema Acmyrta-brmyma [38, 39]),
KOTOpBbIE I03BOJIIIOT MAaKCHUMAaJlbHO 00€30MacuTh JaHHBIE OT PACKPBITUS TPU OTCYTCTBHH
JIOCTaTOYHOTO KOJMYECTBa YacTel. Takue cXeMbl MO3BOJIAIOT MAKCUMaIbHO 00€3011aCUTh CEKPET B
YCIIOBHSIX €TO PACIpeIeIEHHOTO MPeICTaBIEHUs, OJJTHAKO MPUBOJAT K OOJBIION N30BITOUHOCTH [4].
B npoTHBOMONIOXKHOCTh TAKUM CXE€MaM, B CETAX Iepeladyd JaHHBIX 9acTO HMCIOJB3YIOTCS CXEMBI
pacnpenenenuss AaHHbIX [40], KOTOpbIE TO3BOJSIOT YBEIWYUTh HAIEKHOCTh Tepefadu, He
3a00Tsch 0 KOH(UAeHIManbHOCTH UH(MopMauuu. [Ipy 5TOM Takue cXeMbl MHHUMAJIBHO
n30bITOUHBl. K JaHHOMY Kiaccy MOXHO OTHecTH «4uucThiii» COK kak MeToJ KOJIupOBaHUS
maHHbIX. OTHAKO Takoe IpeACTaBIeHHEe HeOe30MacHO, TaK KaK, OCHOBBIBASCh HAa OCTAaTKaXx,
3IIOYMBIIIICHHNK MOXKET MOJyYUTh YaCTHYHBIN JOCTYI K JaHHBIM U aHAIIM3UPOBATH COACPIKAMOE
MaKeTa, 4YTO HapymiaeT YCIOBHS KOHQOUICHIMAIFHOCTH. TeM He MeHee, OIpeIeICHHYIO
HAJIe)KHOCTD MOJJOOHBIE CXEMBI 00eCIICUNBAIOT.

Kommnpomuccom SIBISIIOTCS BBIYMCIUTENHLHO CTOWKHE CXEMBI pasfieNieHus cekpera [4], KoTopbie
o0ecreynBaOT  JIOCTaTOYHYI0  KOH(QUICHIMAIBHOCTH TNpPH  CPaBHHUTEIbHO  HEOOJBIION
n30bITogHOCTH. [IprMepom Moxer OviTh ocHOBanHass Ha COK AC-RRNS, mpemmokeHHas B
pabote [41] xak MeTOJ KOAMPOBaHMUS AJIsl 00JAYHOTO XPAaHEHHUs JAHHBIX. J[pyrast BBIYUCIUTEIHEHO
CTOMKass cXeMa pa3/ieleHHus CeKpera IpeasiokeHa B pabore [5] W OCHOBBIBaeTcs Ha
CHMMETPUYHOM mH(poBaHnM W pacnpeneneHnd aaHHbIX ¢ nomombio COK. Takas meronuka
obecrieynBaeT MHHUMAJbHYIO HAKJIaJHYI0 HW30BITOYHOCTh, OOecreynBas BBICOKHH YPOBEHb
KOH(UICHIINAIBHOCTH W CTOMKOCTH.

[IpenmymiecTBOM BBIYMCIUTENBEHO CTOMKHX CXeM pasjelnieHus cekpera Ha ocHoBe COK sBisercs
BO3MOXKHOCTb coueTanusi Bcex mnpeumymiectB COK Kak cHCTEMBI IpEICTaBICHHS JaHHBIX:
BBICOKOM 3((EKTUBHOCTH KOIUPOBAaHHMS U JEKOJUPOBAHMS, KOPPEKTHPYIOIIMX CBOWCTB JUISt
KOHTPOJISI LIEOCTHOCTH MH()OPMALMK W Pa3IMYHBIX BAPUAHTOB CXEM pa3feieHHs CeKpeTa IJis
obecrieueHnsT KOH(PHUICHINATEHOCTH.

4. MNMpuHyunbl 6e3onacHol u HadexHoU pacnpedesieHHOU nepedayu
daHHbIx 8 MANET

CucremMa OCTaTOYHBIX KJIACCOB IIO3BOJIIET pPEeUINTH HeNBld  KJlace 3amad o 00ecneYnTh
OOJHOBPEMEHHO LEJIOCTHOCTh, NOCTYITHOCTH U KOH(i)I/IJleHHI/IaJ'IBHOCTB ITaHHBIX. Takue CBOMCTBA
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nenaroT ee d(PPEeKTUBHBIM WHCTPYMEHTOM OOECTICUCHHUS HAIEKHOCTH M O€30MacHOCTH TpH
nepenade nanHeix B MANET. B nannoMm paszzgene paccMOTpPEHBI PUHITUIIBI, JIC)KAIIHEe B OCHOBE
MpeAIaraeMoro MeTo/ia epeiayn JaHHbIX B HEHEePAPXHUECKOH CeTH.

B mepByro ouepeb OTMETHM, YTO BaXKHYIO POJIb UTPAET BHIOPAHHBII MPOTOKOJ MAPUIPyTU3ALNH.
K HeMmy mnpenbpsBiseTcs [Ba OCHOBHBIX TPeOOBaHMS: MaHHBIA MPOTOKON JIOJDKEH OBITh
MHOT'OIYTEBBIM, ¥ MPU 3TOM MOCTPOCHHBIE MApPUIPYTHI HE JOJDKHBI MEPECEKaThCs M0 y3J1aM (pHC.
1c). Ortm T1pebOoBaHMSA NPUHOMITHAIGHO HEOOXOIWMBI M TOTO, YTOOBI 00ECHeYnTh
KOH(MACHIIMAILHOCTD Mepeau HHPpOPMAIIUK MPU HCIOIB30BAHUH CXEM PA3IEICHNUS CEKPeTa.

B [5] mpemmoskeHa BEIYUCTUTEIHHO CTOMKAS CXeMa Pa3/IeieHUsI CeKpeTa, KOTopas OTBEYaeT BCEM
tpeboBarnsM MANET. [lns ee peanm3anuyi HEOOXOAMMO BHIOPATh HANEKHYI0 CHMMETPUYHYIO
cxeMy HIH(POBaHUS, COBEPIICHHYIO CXEMY Pa3JIelICHHs] CEKpeTa M CHCTEMY OCTaTOYHBIX KJIaCCOB
C KOMIIAaKTHBIM HaOopom Moxyneil. [lom kommakTHeIM [42] mOHHMMAaeTcs HAOOp MOIyJCH
{my,my, ..., my, Myiq, ., Myyr}, AIA KOTOPOTO Myy, <My +60my, tne 0 <0 < 1. Uubimu
cioBaMy, Juisi o0ecriedeHns: He0OX0JMMOT0 YPOBHS 0€30I1aCHOCTH MOJYJHU JOJKHBI OBITh OJM3KH
JpYT K IpYTry IO BEIUYHHE.

CoyeTaHne MHOTOITYTEBOW MapIIPyTHU3AIMH, BBIYUCIUTENBHO CTOMKOTO pa3ieNeHHs] CeKpeTa U
KoppekTupyonmx crnocodbHocreii COK mo3BonseT NpUMEHUTh HOBBIM TOAXOJ K Ilepenade
JaHHBbIX, 06ecnetuan111H171 OAHOBPEMEHHO BBICOKYIO HAJCKHOCTH NE€peaavn JaHHbIX U BBICOKUI
YpOBeHb KOH(PUACHIIMATEHOCTH.

OCHOBHBIE TIPUHIIUIIBI MPEAJIATAEMOT0 TTOIX0/Ia 3aKITIOUYCHBI B CIISTYIOIIEM:
1) TlepenaBaemoe coOOOIICHHE [OETUTCS HA paBHbIC OJOKM BelUuuHbl M, ast obecrieueHus

BO3MOXHOCTH UX IpeacTtaBieHus kak uncen B COK.
2) Wudopmarus mudpyercs ¢ UCIOIb30BAHIEM JFO00T0 HAICKHOTO aIrOPUTMA CHMMETPHYHOTO

mmdpoBaHus u Kimoda K, KOTOpBI MOXKeT OBITh HWCIONB30BaH OJHOBPEMEHHO IS
HECKOIBLKNX OJIOKOB C 1ECJIbIO YMCHBIICHUA H30BITOYHOCTH.

3) 3ammppoBaHHBIE JaHHBIE pa3meNsOTCs ¢ ucmons3oBanmeM COK ¢ moaynmsamwu
{my, my, o, My, My, oo, My gy )

4) Kimou K, ucmonb3yembiii Uit mH(QPOBAHUS HCXOAHBIX AaHHBIX, PAa3ZIENsAeTCs Ha OCHOBE
COBEepIICHHOH  cxeMbl  Acmyra-bmyma ¢ memslo  oOecriedeHUs  MaKCHMAallbHON
KOH(HICHIINATHHOCTH KITFOUEBOW HHPOPMAIIIH.

5) Kaxmas gacTh ceKpera, COCTABICHHAS M3 YaCTH KIIFOYa U OCTaTKa OT 3ami(ppOBAHHBIX JaHHBIX
0 OAHOMY M3 MO}IyJ’Ief/'I, OTIIPABIACTCA OTACJIBHBIM ACCOIIMMPOBAHHBIM C JJAHHBIM MOJIYJIEM
MapmpyToM, IOJYUYCHHBIM COIJIACHO aJirOpUTMy, MNOAACPKUBAOIIEMY MHOT'OIIYTCBYIO
MapUIPYTHU3ALHMIO C PAa3JIENICHUEM I10 y3JIaM.

6) TIlomy4rB BCe BOBMOXHBIE YACTH CEKpPETa MM YacTh M3 HUX B CJIydae, €CJId HEKOTOpPbIE He ObLIH
JIOCTABJICHBI B OTBEJACHHBIN TEPHOJ OKUAAHHSA COOOMICHUH, y3eI-IPUEMHUK MOXET MPOBECTH
MPOLIEAYPhl BEPU(PHUKALUK, OCHOBAaHHBIC Ha KOPPEKTHPYIOMIUX CIIOCOOHOCTSIX CHCTEMBI
OCTaTOYHBIX KJIACCOB, JJISI KOHTPOJIST KOPPEKTHOCTH M LIEIOCTHOCTH MTOJTYICHHBIX TAaHHBIX.

7) YIOCTOBEpUBHINCH B KOPPEKTHOCTH M IIEJIOCTHOCTH JOCTATOYHOIO KOJIMYECTBA YacTei
CeKpeTa, y3eN-NPHUEMHUK CIIOCOOCH BOCCTAHOBHUTH KaXIblii W3 3amm(pOBaHHBIX OJOKOB
IaHHBIX Ha ocHOBE ux Koma B COK.

8) Jlms  BOCCTAHOBIEHHS WCXOJHBIX TIEPENABAEMBIX JAHHBIX MPHEMHUKY HEOOXOIMMO
pacmmdpoBaTh  TOMYYSHHYIO  WH(OPMAINMIO, HWCIOJB3YysS  BOCCTAHOBJICHHBIH  KJIIOY,
pa3zelieHHbIN COBEPIICHHOM CXEMOM pa3/iesieHHs CEKpeTa.

9) Ha ocHoBe city:xeOHON MHPOpMAIMU GIIOKM COOUPAIOTCS B MCXOTHOE COOOIIEHHE, KOTOPOE
nepe/iaBai HICTOYHHK.
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Ha puc. 2 npencrasieHa o60o0mieHHas cxeMa MpeiaraeMoro MeToja nepeiayn AaHHbIX. B ero
OCHOBE JISKHUT IIU(POBaHKUE, KOAUPOBAHUE U pa3lielicHHe 3am()pOBaHHBIX JAHHBIX C MOMOIIBIO
COK. Kurou moimkeH OBITH CTEHEPUPOBAH Cpa3y /s HECKOJBKHX YacTed CeKpeTa, Tak Kak ero
pasMep Tak ke BIMACT Ha M30BITOYHOCTH CXEMBI, @ BMECTE C HEil M Ha 3arpyKCHHOCTb CETH B
menoM. OctaTku OT 3amm(pOBaHHBIX OJIOKOB AaHHBIX, HoxydeHHBIEe corinacHo MCOK, u gactu
KJII04a MU(GPOBaHUS, IOJIyYCHHBIE IIPH IPHUMEHEHUH COBEPIICHHON CXEMBI pa3lelieHHs CeKpeTa
(CCPC, PSSS), obOpasyoT dHacTm cekpera, Kakgas W3 KOTOPBIX IepelaeTcss M0 OXHOMY U3
HECKOJbKUX 3apaHee IIOCTPOCHHBIX MapLIpyTOB, He HMEIONIMX IIepecedeHHi Mo y3JaM.
[IpueMHUK, TONyYHB BCE JOCTYIIHBIE €My YacTH CEKpeTa, IPOU3BOAUT BOCCTAHOBJIIEHHE CEKpeTa,
BBINIOJIHASL B Cllydyae HEOOXOAMMOCTH IIPOLEIYpPY ITOMEXOYCTOWYHMBOTO JEKOIUPOBAHMUS.
Hcxonusblii cekper nosyyaercst B pesynbTare nemdpoanus aexoaupoBaHaeix n3 MCOK nanHbIX
C MCIOJIb30BaHNEM BOCCTAHOBJICHHOTO KIII0Ya MIN(POBAHUSL.

JIAHHbI¢
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Puc. 2. Obobwennas cxema besonacnoii u naoesicnoii nepedayu oannvix 8 MANET na ocnoge
BbIUUCTUMENILHO CIOUKOU CXeMbl pa3()eﬂeﬁu}z cekpema
Fig. 2. Generalized scheme of the secure and reliable data transmission over MANET based on
computationally secure secret sharing scheme

Kpome Toro, Ha ocHoBe COK MOXHO CTpOWThH B3BEIICHHYIO CXeMy pasjiesieHusi cekpera [43].
Hcnonp3ys cinyxebHy0 HHGOPMAIINIO BEIOPAaHHOTO aJTOpHUTMa MapUIpyTH3alUH, TAKyI0 KaK BeC
MapuIpyTa, JJIMHA MapuipyTa WIH HaJIe)KHOCTb MapIpyTa (B ciydae MCHOIb30BaHUs 0€301acHOTO
ITOpUTMa MapIIPYTH3aLHMK), MOXHO HCIOJb30BaTh ocobenHoctn COK mnst GanmancupoBaHMs
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Harpy3ku B certd. Hampumep, ¢ Hanmbonee KOPOTKMM MapLIPYTOM MOXHO acCOLUHMPOBATDH
HanOonpmmii Momyns COK. VYaenpHbli Bec uWHpOpManuu UIsl TaKoro wmapmpyra Oynmer
HanOONBIIAM, HO TaK Kak Takoi MapuipyT 3¢deKkTHBHee OCTalBHBIX, Ilepenada Imo Hemy Oyner
BecTHCh ObicTpee. BriOpaB 3¢hhekTHBHYIO CTpaTeriio acCONMMUPOBAHUS MOAYIEH ¢ MapIIpyTaMH,
MOYKHO JTOOWTBCS MOBBIICHUS Ka4eCTBA U CKOPOCTH MepeNadr 1 o0LIeil pasrpy3Ku ceTH Iepenadn
JIAaHHBIX.

B To e Bpems, 4acTb CeKpeTa, NpelcTaBiIeHHAs 0 HaUMEHbBIIEMY MOJYJIO, HECeT MCHBINE
nHpOpMaIUH 00 HCXOTHOM ceKpeTe, 4eM MH(pOopMaIys 1Mo O0JbIIeMy MOIYIT0. DTOT (PaKT MOKHO
UCIIONIb30BaTh JUISl PETYJIMPOBAHMS IIOTOKa HWH(OPMAIMU C IEJbI0 IOBBICUTH 0€30TacCHOCTH
nepeayd JaHHBIX, OTHPABISAs 10 HAUMEHEe HAJEKHOMY COTJIACHO HEKOTOPOMY KPUTEPHIO
MapHIpyTy YacTH CEKpeTa HaMMEHBILETo pa3Mepa.

5. AHanu3 6e3onacHocmu u HadexxHocmu

KiroueBol 0cOOEHHOCTBIO IPEAIaraeMoro MoAXo/a sIBJIeTCs COYeTaHUe BBICOKOW Ha/leXKHOCTH U
KOH(MACHIIMAIILHOCTH, 00ecrieunBaeMoe HECKOIBKUMHE (akTopamu. HalexxHOCTh TmpejiaraeMoro
noaxona 0OasWpyeTrcss Ha HAICKHOCTH MHOTONYTEBOM MapIIPyTH3alMM ¥ HaJAEXKHOCTH
komgupoBauus uHpopmarmmn B COK. CormacHo [21], Hamge)XKHOCTh KOHKpETHOTO Habopa
MapmpyToB W 3aBHCHT OT HaJEKHOCTH KKIOTO W3 IIOCTPOCHHBIX MAapIIPYTOB CIIEAYIOLINM

oOpazom:
RO =1-] [(1-1%0),

wWEW

rae &5 (t) = [lapjew Aap(t) — HAIEKHOCTH OTAETBLHO B3ATOr0 Mapmpyta w € W, xortopas
ABIISIETCS TIPOU3BEAECHNUEM JIOCTYIMHOCTEH A, ), KaXKIOTO U3 COCAMHEHHH MEXTy y3naMu a U b B
OTIpe/IeTICHHBI MOMEHT BPEMEHH .

W3 dopmyibl ciienyer, 4To ¢ yBEJIMYEHHEM KOJIMYECTBa MapIIPyTOB YBEJINYMUBACTCS HAJIEKHOCThH
nepefayd JaHHBIX. lIpM 3TOM HCHOJB30BaHHE CHCTEMBI OCTATOYHBIX KJIACCOB IOBBIMIAET
HAJIS)KHOCTD Tepelayy JaHHBIX 3a CUeT M30BITOYHOTO MoMexoycroiumBoro koxmposanus. COK
MI03BOJISIET KOHTPOJIMPOBATh HE TOJBKO CHUTYALUIO C MOTEPEH TOCTYMHOCTH OTAEIBHOTO Y37a WiIH
COCIMHEHUS, HO M CITydad IMOBPEXIACHHUS WIM HAMEPEHHOH MopYn HHPOpPMAIHK.

Tenepr paccMoTpum Oe3omacHOCTh nepenaun AaHHBIX depe3 MANET mpeioskeHHBIM METOIOM.
Kaxk 6b1u10 0TMEUEHO paHee, 6€30MacHOCTh Oa3upyeTcs Ha CTOWKOCTH CXEMBI Pa3JIelIeHus] CEKpeTa,
ocHoBaHHONI Ha COK. Hcnonb3yemas BBIYUCIMTENBHO CTOMKash CXeMa pa3JesieHus CeKpeTa
o0nasaer JIOCTaTOYHBIM YpPOBHEM O€30MacHOCTH, HE TIPUBOAS MPU 3TOM K BBICOKOH
HU30BITOYHOCTH, B OTIMYHUE OT COBEPUICHHBIX CXeM pa3zienieHus cekpera [5]. 3a cuer cBoitctB COK
JTaHHasi CXeMa TT03BOJISIET HE TOJIBKO 3alMIICHHO NepeiaBaTh JAHHBIE B CETSX TAKOT'O THUIA, HO H
OaaHCHpOBaTh HArpy3Ky, HCIONB3YS pPAcIpeleNeHHYIO Iepelnady NaHHBIX, pa3felieHHBIX Ha
OTHOCHTEIIbHO HEOOJIBIINE YaCTH.

CTOHKOCTh KOHKPETHOM KOH(PUI'YPAIIUX CETH 3aBUCUT OT YCTOMYMBOCTH KaXKIOTO y3J1a K 3aXBary,
TOTIOJIOTHH CETH, KOJMYECTBA MOCTPOCHHBIX Pa3AelieHHBIX 110 y3J1aM MapIIPyTOB, KOHQUTYpAITUH
CXEMBI pa3[eNieHus CEKpeTa M BBIOOpa MOAYJIEH CHUCTEMBI OCTaTOYHBIX KiaccoB. HeobOxommmo
YYUTBIBaTh, YTO YCIIOBHEM IepexBaTa JaHHBIX (M BMeCTE C TEM HapyIIEHHT
KOH(QUISHIIMATBHOCTH) SBJSIETCSA TEpexBaT JIOOOro KOJMYECTBa Y3JI0B Ha N wunu Ooree
MapuipyTax. YUYWTBIBas, YTO 3apaHee HEM3BECTHO, KAaKMe MMEHHO Y31bl OyIyT IepexBadyeHEI,
HEBO3MOXHO BBIOpPAaTh W HCKJIIOYHTH B IPOTOKOJIE IEpeladyd JaHHBIX CKOMIIPOMETHPOBAHHBIH
MapHIpyT.

Jlnst pacuera BepositHocTH P 0e30macHOW mTepeAadd JaHHBIX (TO €CTh BEPOSITHOCTH, YTO
nepeiaBaeMble J1TaHHbIE HE OyIyT NepexBadeHbl B TEUEHHWE BpeMeHH paBHOro Tj), BBeleM
creayonye 0003HaYeHNs: P — YCTOWYMBOCTD y3Ja K IEPEeXBaTy NaHHBIX (TO €CTh BEPOSTHOCTD
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TOTO, YTO B TEUCHHUE BpPEMEHHM paBHOrO T, NaHHbIE Ha y3Jie HE OyAyT IepexBaueHbl), N —
KOJIMYECTBO pabouuX MOJIYJCH, ' — KOJMYECTBO M3OBITOYHBIX Momyieir, m; — moxyaun MCOK
i=1..n+r).

PaccMoTpuM mpuMep pacuera BeposTHOCTH P 0e3omacHOil mepepauyd AaHHBIX JJIS CiIydas C
OJIMTHAKOBBIM KOJIMYECTBOM Y3JIOB Ha KaXIOM M3 MapupyToB. OTMETHM, UTO KOJIWYECTBO Y3JIOB
Ha Ka)XJOM M3 MapuIpyTOB MOXKET OBITh pa3HBIM, M MPEIOKEHHBIH IOIXOJ MOXKET OBITh
pacImpeH Ui CIydas ¢ IPOU3BOIBHBIM KOJTMYIECTBOM Y3JIOB Ha KaXKIOM M3 MapIIpyTOB.

ITycts B pesynpraTe pabOTHI BBEIOPAHHOTO MPOTOKOIA MapLIPYTH3ALUHM MBI ITOMYYHIH YETHIPE
BO3MOJKHBIX MaplIpyTa Tepeladd JaHHBIX, Ha KaKIOM M3 KOTOPBIX MMEETCS 1O ABa y371a, C
ycroitamBocThIO K mepexBary p = 0.99. Cnemyer y4WTHIBaTh, YTO JaHHAs BEIWYHHA SBIIACTCS
MpPEeANoIaraéMoi Ui BO3MOXKHOCTH IIPOBEJCHUSI PacdeTOB B JAaHHOM IPUMEPE U B PEasIbHBIX
ycnoBusAX Oyzmer ornmuathes. Mcmonp3yem moaxomsmnyro koHpurypammio u30brrogHoit COK,
Hanpumep, (3,4), To ecTb ¢ TpeMs pabOYMMH W OIZHMM H30BITOYHBIM MOAYIAMH. OCTaTké IO
KaXJ0My U3 MOJIynell OyaeM nepenaBaTh 10 pa3HbIM MapuipyTaM. KaknoMy y3iry IpHCBOMM CBOM
HoMep node;j, Iie i — HOMEp MapUIPyTa, j — HOPSIKOBbIH HOMEp y3/1a Ha 5TOM MapipyTe (puc. 3).

node., node.;

Puc. 3. IIpumep mapupymuzayuu c 4 mapupymamu 6e3 nepeceverus: no y3iam u 8 npomesNcymouHbIMu
y3namu (no 2 Ha Kaxcoom us Mapuipymos)
Fig. 3. Routing example for 4 node-disjoint routes and 8 intermediary nodes (2 per each route)

s pacdera BeposTHOCTH P Oe30macHoil mepeadu TaHHBIX, BRIYUCIHM BEPOSTHOCTh IepexBaTa
1- P. IlepexBar HaHHBIX Ha JIOOOM ¥3 Y3JIOB MapumipyTa OyAeT O3HadaTb yTpaTy
KOH(HICHIIMATBHOCTH JAaHHBIX, IICPEIaBaCMBbIX ITUM MapIIpyToM. B paccMmaTpuBaeMoM mpumepe
JUIsL BOCCTAHOBJICHHsI TiepefaBaeMbix ¢ ToMolibio u30bTouHoi COK maHHBIX HEOOXOAMMO
MIePEXBaTUTh JIaHHbIE HE MEHEE YeM Ha TPeX Pa3IMYHBIX MapupyTax (Mo Yucity pabounx Moaynei
N, MUHIMAJILHO HEOOXOIUMOMY JUJIsl BOCCTAHOBJICHUs). [[09TOMY BEPOSATHOCTh MepexBaTa JaHHBIX
MIPH 3aXBaTe MEHee YeM TpeX y3JI0B paBHA HYJIIO U HE YUUTHIBACTCS.

Ecnu 3m0yMBIIIIEHHUKOM 3aXBadeHbl POBHO TPH Y3714, TO CYIIECTBYET JIBa BapHAaHTA!

® 3JIOYMBINIICHHAK CMOXXET BOCCTAHOBHTH HCXOJHOE COOOIICHHE, HAIpHMep, eCiau OymyT
3axBa4ycHbI y3jbI Node;;, node,,, node,,;

® 3JIOYMBINIICHHAK HE CMOXXET BOCCTaHOBHTH HCXOMHOE COOOIIEHHE, HAMpPUMEp, eciu OymyT
3axBa4yeHbI y3ibl node;, node;,, node,,.

NuapiMu CJIOBaMH, CpE€AUN BCEX IMEPECTAHOBOK M3 8 Y3JI0B 110 3 C IMOBTOPCHUAMM Y3JIOB JIMIIb YaCTb

NpUBCIACT K NEPEXBATy HdaHHBIX. KomuuectBo KOMGI/IHaHI/Iﬁ n3 TpEX 3aXBaUYCHHBLIX Y3JIOB,

OPUBOASIIMX K mepexBary (0003HAYUM 3Ty BeNHUYUHY uepe3 E3), yMHOXKEHHOE HA BEPOSITHOCTD

nepexBara POBHO TPEX Y3JI0B, IACT BEPOSITHOCTH IepexBara JaHHBIX MPU MEpeXBaTe JIOOBIX TPeX

Y3JI0B!

P; = Q3E;
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e Qs = (1—p)3p° BEPOSTHOCTh IIEpEXBaTa POBHO TpeX y3j10B. B o0mem ciydae,
BEPOSATHOCTD TIEpeXBara [ y3JI0B PacCUUTHIBACTCS JJIsI PACCMAaTPUBAEMOTO MpHMepa Mo (GopMmylie
Q=0-pp*"
st paccmatpuBaeMoro npumepa E; = 32, torna

P; =32-(1-0.99)%-0.99° = 0.0000304316816

Ecau Ob11u MEPEXBAUCHbI POBHO YCTHIPE Y3Jia, TO TAKIKE CYHICCTBYIOT JIBa BapHUaHTa:

®  3JIOYMBIIUICHHUK CMOXET BOCCTAHOBHUTH MCXO/HBIC JJAaHHBIE, HAIPUMED, €CIU OYIyT 3aXBa4eHbI
y31sl node;, node,,, node,, nodey,;

® 3JIOYMBIIUICHHUK HE CMOXET BOCCTaHOBHUTH HCXOIHBIC JIaHHBIC, HAalpUMep, €CiIu OyayT
3axBaueHbl y31bl node;, node;,, node,q, node,,.

KonmuectBo komOuHanmii E, M3 YeThIpeX 3aXBay€HHBIX Y3JI0B, MO3BOJISIOIINX BOCCTAHOBUTH

UCXOJIHBIE JaHHblE, YMHOXXCHHOE Ha BEpOSTHOCTh II€peXBaTa POBHO YETHIPEX Y3JIOB, JacT

BEPOSATHOCTB IIepexXBaTa JaHHBIX P NepeXxBaTe JIOOBIX YSTHIPEX Y3JIOB:

Py = Q4E,
Jlns paccmarpuBaemoro npumepa E, = 64 u P, = 6.147814464 - 1077,
OTaeapHOTO BHUMAaHHUS 3aciyKUBaeT CIydaid, eI IepexBadyeHsl Tk U Oonee y3710B. B nanHoH
cuTyauuu Jro0as KOMOMHAIMs 3aXBayeHHBIX Y3JIOB JACT 3JIOYMBIIUICHHUKY BO3MOXKHOCTB
BOCCTaHOBUTh HCXOJHbIC AaHHbIE. J[Is TakuX CiydaeB KOJMYECTBO KOMOWHAIMI 3aXBauyeHHBIX
Y3JI0B, TIO3BOJIAIONIMX BOCCTAHOBUTH UCXOJHOE COOOIICHUE, PABHO OOILIEMY YHCIy NIEPECTAHOBOK
C TIOBTOPECHUSAMH U3 8§ y3II0B 10 5, 6, 7 1 8§ cooTBeTcTBeHHO. Paccuntannbie 3HaueHus: Es = 56,
Eq =28, E; =8, Eg = 1, Torna pykoBOACTBYSCh NPEUIOKEHHBIM paHee MOAXOAOM MOJy4YaeM,
uto Py = 5.434-107°, Pg = 2.744 - 10711, P, =7.92 - 107" u Py = 10716,
ITonp3ysich paCCUUTAHHBIMU BEPOATHOCTSIMHU JUISL KQXKJIOTO U3 CIIy4aeB, MBI MOXKEM HalTH 0OIIyIO
BEPOSTHOCTD MEPEXBATA JaHHBIX:

1-P= P; = 0.000031052

8

i=3
Takum o6pa3om, BeposiTHOCTE P 6e3omacHoil nepegaun naHubIX paBHa P = 0.999968948.
B Ttabn. 1 mpexacraBnen pacder BeposTtHocTH P Oe3omacHoit mepemaum gaHHbix B MANET ¢
n30birouHoit COK (3,4), 4eTblpbMsi BO3MOXHBIMH MapUIPyTaMHU [epefadyd JaHHBIX WU JBYyMs
y3JIaMH Ha Ka)XJIOM W3 MapHIpyTOB, JUIA Pa3JIMUHBIX 3HAYCHUI YCTOMYMBOCTH OJHOTO y371a K
nepexsary p.

Taon. 1. Bepoamuocme P 6e3onachotl nepedauu OaHHbIX NpU PA3IUYHOU YCIMOUYUBOCMU 00HO20 V31d K
nepexsamy
Table 1. Probability P of secure data transmission at different attack resistance of the single node

. p=0.7 p=0.9 p=0.99
! p; Q; p; Qi P; Q;
0 0 0.057648 0 0.430467 0 0.922
1 0 0.024706 0 0.047829 0 0.00932
2 0 0.010588 0 0.005314 0 0.000094
3| 0.145212 0.004537 0.018895 0.000590 | 0.0000304 | 9.509-10~
4] 0.124467 0.001944 0.004199 0.000065 | 6.147-107 | 9.605-107°
5| 0.046675 0.000833 0.000408 0.000007 5.433-10° | 9.702-10
6| 0.010001 0.000357 0.000022 8.1-1077 2.744-10°% | 9.801-10°%
7| 0.001224 0.000153 72107 9-10°° 7.92-10° % 9.9-10°
8 | 0.0000656 0.000065 10° 108 107 101

P = 0.672352030 P =0.976473630 P = 0.9999689481
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—m =099 == p=09

PAMETPEL CEeMEl/ KomaecTBo §
Scheme parametres [ Nodes count

Puc. 4. Beposmnocmp be30nachoil nepedayu OAHHbIX NPU PA3TUYHOM KOIUYECmEe Mapuipymos u ooujem
Kojaudecmee Y3106
Fig. 4. The probability of secure data transmission with a different number of routes and the total number of
nodes

B mpuMepe npoeMOHCTPUPOBaH MOAX0/] K OIICHKE BEPOATHOCTH OS30MAacHOM Mepeiayn JaHHbBIX B
MANET 11 KOHKpPEeTHBIX ITapaMeTpOB CETH U M30BITOYHON CHCTEMBI OCTaTOYHBIX KiaccoB. M3
Tabn. 1 BHIHO, YTO BEpPOSTHOCTH INepexBaTa i y3ioB (; siBisiercss Haubombwied i i = 1 wmn
i =2 y3m0B, OJHAKO B OTOM Cjlydyac IIEPEXBaTUTh JaHHbBIC, I[EpEAaBacMble COTIACHO
mpeiaraeMoi cxeMe HeBO3MOXKHO.

BeposiTHOCTh mepexBaTa Oosee yeM i = 2 y35I0B OBICTPO YMCHBIIACTCS, YTO YMEHBIIIACT OOIIYIO
BEPOSATHOCTH MIEPEXBaTa JaHHBIX P; IpH KOTHMYECTBE BO3ZMOKHBIX MIEPEXBAYCHHBIX y3IIOB I.
Hpononmaﬂ [[aHHbIﬁ aHaJIu3, OTMCTUM, YTO C YBCIMUYCHUCM KOJINYCCTBA BO3MOXKHBIX MapuIpyTOB
U COOTBETCTBYIOIIMMHU H3MeHEeHusMH B mapameTpax COK, BeposTHOCTh Oe3omacHOW mepemadn
JMAHHBIX BO3pacTaeT. DTOT (akT oTpaxkeH Ha puc. 4 u B Tabm. 2. M3 rpaduka BHIHO, YTO 4eM
OoJpIIe y3II0B 33JCCTBOBAHO B MIOCTPOCHHH MApIIPYTOB M YeM OOJIbIIIe MapIIpyTOB IMMOCTPOCHO,
TeM Oosiee 0e30macHBIM SBISICTCS TpeaaraeMblii moaxoa. Tabm. 2 moka3bIBaeT, YTO BEPOSTHOCTD
Oe30macHO Tepemadn pacTeT JOCTATOYHO OBICTPO W TpHOIMMmKaeTcs K | ¢ yBeTHYEeHUEM
KOJIMYECTBA MAPIIPYTOB.

Tabn. 2. Beposmuocmy P 6e30nachoil nepedauu 0aHHbIX NPU pA3IUYHOM KOIUYECmee MApupymos u ooujem
Koauuecmee Y3106
Table 2. Probability P of secure data transmission at different number of routes and total number of nodes

HmapamMeTpsl cxeMsl (N, BeposiTHOCTB Ge30macHOM nepenayn JaHHbIX P
N+ r) / KOTMYECTBO y3II0B TIPU CTOMKOCTH Y3712 IIPU CTOMKOCTH y371a
p=09 p =0.99

(2,3)/6 0.90541800 0.998827731
(3,4)/8 0.97647363 0.999968948
(4,5)/10 0.99447439 0.999999228
(5,6)/12 0.99874957 0.999999982
(6,7)/14 0.99972431 1

(7,8) /16 0.99994038 1

VYuureiBas, 4To A OONBIIMHCTBA cricTeM, ocHOBaHHBIX Ha MANET u nmpuMeHSIomux TOT HIu
HHOM CITOCO0 KOJUIGKTHBHOM ayTeHTH()UKAIIMH, [IEPEXBAT OOJIBIIOrO KOJIMYESCTBA Y3JIOB SBISCTCS
MaJIOBEPOSITHBIM COOBITHEM, MPEIAracMyr0 CXEMY MOYKHO HCIIOJIb30BaTh B PEAIBHBIX YCIOBHSIX
JUTS KOH(DMICHIINAIBHOM Mepeaayy JaHHBIX.
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6. 3aknroyeHue

BesomacHocte m HanmexxHocTh mepemadn gaHHBIX B MANET saBnsercs axryamsHOW 3amadet,
pellieHHEe KOTOPOH MO3BOJISIET MOBBICUTH Ka4eCTBO CEpBHCA JUIS KaXIOrO MHPUIOKCHUS,
HCIIONB3YIOIIETO B CBOCH OCHOBE Hewepapxudyeckue ceTd. OCHOBHOE MPEUMYIIECTBO CHCTEMBI
OCTaTOYHBIX KIJIACCOB B KauecTBe 0a3bl il 0Oe30MacHOW U HAACKHOW Tepeladd JaHHBIX
3aKJIF0YaeTCsl B YHHBEPCAILHOCTH JaHHOTO METOZa MpeacTaBicHus AaHHbIX. C OHOW CTOPOHBI,
COK sBnsieTcss BICOKOO(D(EKTUBHBIM WHCTPYMEHTOM [UISi MOMEXOYCTOWYMBOTO KOJMPOBaHMS
nH]opManuK, OCHOBAaHHOTO Ha KOPPEKTHPYIOMUX crnocodHocTsix n3dobirouHoit COK. C npyroi,
COK sBisieTcss OCHOBOW /JJIsi INIPOCKTUPOBAHUSI CXEM pa3feleHHs CeKpeTa, B TOM 4YHCIIEe
(G (QEKTUBHBIX BBIYHUCIUTEIBHO CTOMKHX cXeM. [IpemioskeHHBIH MOAXOA K Iepeaade JaHHBIX
yepe3 MANET, ocHoBanHbI Ha omucaHHbBIX cBoiicTBax COK, mo3BOJNISET MOBBICHTH CTOMKOCTH
CeTH K arakaMm pa3jIudHOro poJa W KOH(UACHIMAIBHOCTh MEpeAadd, Hapsjay C BBICOKOI
HANIS)KHOCTBIO 32 CYET HKCIONb30BAHUSI MHOTOIYTEBOW MapIIpyTHU3alUd C pasieieHUeM
MapuipyToB mo y3iam. HOBBI TOAXOA JIMIIEH HEAOCTATKOB, CBOWCTBEHHBIX METOJaM
3alMIIEHHON Tepe/layd JaHHbIX, HCHOJB3YIOIUM TpPaIUIHOHHOE MIU(pOoBaHKue: MMpobiema
YIpaBICHUS KJIIOYaMU PElIeHa 3a CYET HUCIOJB30BAaHUS CXEM pPa3JelieHUs] cekpera, mpobiema
BO3MOXKHBIX aTaK Ha MapUIPyThl peEllieHa 3a CYET HCIOJb30BaHHs JAUBEPCH(DUIMPOBAHHON
MHOT'OIIyTE€BOH Iepeayu.

JanbHeiimas pabota 3akir0yaeTcsl B BHIPAOOTKE CTpaTernii Ha Cllydad W3MEHEHHH MapIIpyTOB,
KOTOpBIE MOTYT HPHBECTH K MOTEpEe CBOMCTBA pa3jeficHus mo y3nam. Kpome TOro, OTAenbHOro
UcclieioBaHus TpeOyeT Bompoc Beioopa moayieit COK u quHAMHYECKOM MOJCTPOUKU MapaMeTpPOB
COK B ycnoBusix MEHSIOIICHCS TOMOJOTHU ceTH. [Ipr 3TOM HEOOXOANMO YUUTHIBATH TPEOOBAHUS
K 3(QQEeKTUBHOCTH pealu3alul W Kpunrorpaduyeckoil CTOMKOCTH anropuTMoB. Takke Juist
MaKCUMaJbHOH 3(Q(QEKTUBHOCTH W HAIE)KHOCTU Mepelayd IaHHBIX HeoOXxoauma pa3paboTka
CHeLUaTM3UPOBAHHBIX IPOTOKOJIOB MHOTOITYTEBOW MapIIPyTHU3aLNH, YIYUTHIBAIOIINX B3BEICHHBIH
XapakTep cxeM paszeieHus cekpera Ha ocHoBe COK.
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AnHoOTammsi. Pacmmpenue uucna M acCOpPTHMEHTa KOMIIOHEHTOB MPOIPAMMHOTO OOECIICUeHUs] B
3HAYMUTENBHON CTENEHH MOJYEpKHBAET HEOOXOAMMOCTBH 3alIUTHI NPaB HHTEIUICKTYaJIbHOI COOCTBEHHOCTH
(IPR), 3aTpynmHsieMyr0 KOMIBIOTEPHBIM MHPATCTBOM, AL OOPBOBI ¢ KOTOPBIM TPeOYIOTCS 3(PQPEKTUBHBIC
Mepbl. BrLiBIeHHEe XapaKTepHBIX OCOOCHHOCTEH IPOrpaMMHOrO oOecHedeHHs IpeJHa3HAa4eHO Ul
NPOTHBOJEHCTBUSI HE3aKOHHOMY 3aMMCTBOBAHHUIO ITIpaBa COOCTBEHHOCTH Ha IPOrpaMMHOE oOecredeHHe
MyTeM YCTAHOBJICHHSI €ro INPOMCXOXIEeHUs. B 3Toi craTbe mpemyiaraetcs HOBBIM IMOIXOA K BBISBICHHUIO
XapaKTepPHBIX 0COOCHHOCTEH MpOrpaMM, OCHOBAHHBIH Ha COYETAHMH METO/IOB MHTEIUICKTYaJlbHOTO aHaIn3a
TEKCTOB U rpad)oB. DIEMEHTHI KO/ia MPOrPaMMBI M UX CBSI3H C IPYTUMH 3JIeMEHTaMH HICHTHGUIMPYIOTCS Ha
OCHOBE MX 0COOCHHOCTEH (KOHCTPYKIHUI KOJa) M MPeoOpa3yloTcsi B KOHCTPYKIIMH S3bIKa MaHUITYJINPOBAHUS
rpadamu. XapakTepHble OCOOEHHOCTH MPOrPaMMHOTO OOECHEe4eHHUsI, BBIBOAMUMBIC MyTEM HCCIEIOBAHU
TEOPETUYECKNX CBOHCTB rpada (Ha ocHOBe Kod(duimenTa KiacTepu3aluu), HWCHONB3YIOTCA Ui
YCTaHOBJIGHHs] CXOJCTBA WJIM DPAa3IM4usl ABYX mporpamm. IlpeiioxeHHas MeToauka ObUia OIEHEHA IO
MOKa3aTelsiM JOCTOBEPHOCTH, YCTOHYMBOCTH, 3aMMCTBOBAHHSI METOJIOB, OOHAPYKEHHSI MOAU(DHUIIMPOBAHHOTO
KOJa M CaMOKOIMpPOBaHHs. Pe3ynpTaThl MOATBEPXkKIAOT S(P(PEKTHBHOCTH MPEUIOKEHHOTO IOAX0Aa IS
NPOTHBOJEHCTBUSI HE3aKOHHOMY 3aMMCTBOBAaHMIO TIpaBa CcOOCTBeHHOCTH. CpaBHUTENBHBIH aHAIN3
MIPEUIOKEHHOTO MOJIX0/1a C COBPEMEHHBIMH PEIICHHUSAMH MMOKa3bIBACT JIYUIIHE PE3yJbTaThl NP BBIABICHUH
CBOWCTB M CBS3€H y3JIOB MPOTPaMMbI M IPH HCIOJIb30BaHWH IMHAMHYECKUX METOJOB aHaiu3a rpados Oe3
JIOTIOJIHUTEIIbHBIX HAKJIAJHBIX PAcXolOB (TakMX KaK YBEJIHYEHHE pa3Mepa IMporpaMMbl W 3aTpaT Ha
00paboTKy).

KiioueBble cJIoBa: MPaBoO MHTEIUICKTYalbHOM COOCTBEHHOCTH; HE3aKOHHOE UCIIONB30BaHKUE MPOTPAMMHOTO
obecrieueHns1; XapaKTepHble 0COOCHHOCTH MTPOrPaMMHOT0 00ECIIeUeHH s ; HHTEIUICKTyalbHbIH aHanu3 rpagos,;
JOCTOBEPHOCTb M YCTOHYHUBOCTb.
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Abstract. The emergence of software artifacts greatly emphasizes the need for protecting intellectual
property rights (IPR) hampered by software piracy requiring effective measures for software piracy control.
Software birthmarking targets to counter ownership theft of software by identifying similarity of their origins.
A novice birthmarking approach has been proposed in this paper that is based on hybrid of text-mining and
graph-mining techniques. The code elements of a program and their relations with other elements have been
identified through their properties (i.e code constructs) and transformed into Graph Manipulation Language
(GML). The software birthmarks generated by exploiting the graph theoretic properties (through clustering
coefficient) are used for the classifications of similarity or dissimilarity of two programs. The proposed
technique has been evaluated over metrics of credibility, resilience, method theft, modified code detection
and self-copy detection for programs asserting the effectiveness of proposed approach against software
ownership theft. The comparative analysis of proposed approach with contemporary ones shows better results
for having properties and relations of program nodes and for employing dynamic techniques of graph mining
without adding any overhead (such as increased program size and processing cost).
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1. BeedeHue

JlocTrKeHust MpOrpaMMHON NWHXKEHEPHUH M3MEHIIIN X0 TEXHUYECKOT0 Iporpecca Ha OCHOBE psiia
WHHOBAIMOHHBIX ujed. Peammsammsa sTux wpaell moBnekna 3a coOoi CMeHy mapagurmsl C
MePeXoa0M K MOOWIBHBIM MPHIOKEHHSIM, HHTEIJICKTYalIbHBIM TEXHOJOTHUAM («yMHBIE» A0OMa,
oduchl, TOpoJia U T.JI.), HOBBIM BBIYUCIUTEIBHBIM MapaaurMam (Tpui U o0JiauHble BBIYUCIICHUS),
oOy4yeHuro Ha ocHoBe TNpoABHHYTHIX TexHosoruii (Technology Enhanced Learning, TeL),
Wntepner Bemeit (IoT) u T.n. OTH MHHOBAIMOHHBIE Pa3pabOTKHU MPOTPAMMHOTO OOecreueHHUs,
OCHOBaHHBIE Ha HOBHM3HE HJeH (TO €CTh Ha MHTEIJIEKTYAIbHOW COOCTBEHHOCTH), CTAIKHBAIOTCS C
MTOTEHIMAJIBHBIMH YTPO3aMH. DTH YIpo3bl IIpaBaM MHTEIUIEKTyalbHOI cobcTBeHHOCTH (intellectual
property right, IPR) BriIto4aloT KOMITBIOTEPHOE NHPATCTBO, HE3aKOHHOE 3aUMCTBOBAaHHE IIPaB
COOCTBEHHOCTH, PEBEPC-WHKUHUPWHT, KOIMPOBAHHWE NHPOTPaMMHOIO obecrnedeHust (MM ero
yacTen) u T.1.

B onHoM M3 omyOJMKOBaHHBIX HCCIIENOBaHUI yTBepxknaaercsi, uro Oosiee 50% morpedutenei
TEXHOJIOTHH paboTalOT ¢ MPUMEHEHHEM NMUPATCKOro IporpaMMHoro obecrieuenus [1]. OcHOBHOM
IOPUYMHOM 3TOr0 IIMPOKO PACIPOCTPAHEHHOTO HAPYLIEHUS 3aKOHOB O MUPATCTBE SBIAETCA
NpUCYIIAsi HPOrpaMMHBIM HPOAYKTaM IPHUPOJA, IO3BOJISIONIAs JIETKO WX BOCHPOW3BOIUTH U
pacIpocTpaHsTh, YTO OTIMYACT MPOTPAaMMHBIE NPOIYKTHI OT TPOAYKTOB JPYTHX OTpACIeH.
[TporpaMmHBIE TIPOAYKTHI NPHOOpETAIOTCS KIMEHTaMH C [IOJY4YE€HHEM IIpaB TOJIBKO Ha
HCTIONB30BaHUE TOJIBKO Ha MX HCIOJIBh30BaHUs 0€3 mpaBa Ha Kakue-Tnoo m3mMeHenne win. OxHako
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9TH JTHYECKHE 00s3aTejbCcTBA HApPYyLIAIOTCS B pe3yjbTaTe HE3aKOHHOTO PacHpOCTPaHEHHS
MPOrPaMMHOI0 00ECIIEYEHHsI, YTO BJICUET OIPOMHBIE YOBITKH JUIsl IIOCTABIIMKOB.

[locTaBuMKM HPOrpaMMHOTO OOECIEUEHHs 3allMINAIOT aBTOPCKUE IpaBa Ha CBOM IPOAYKTHI,
OTCJIEXKUBasl TMepeloBble MOAXOABl [6], KOTOpBIE TapaHTUPYIOT IIONb30BaTENsAM, HMEIOLINIM
paspeleHre, OJIHOICHHOE HCIIONIb30BaHHE MPOTPAMMHOTO 00ECHEeYEeHUs] U €ro HacTPOWKY HpHu
HeoOxonumoctu. [louTH Bce acmeKkThl MPOTPaMMHOrO OOeCTeueHHs CKpPBIBAIOTCS, YTOOBI
HNPeJOTBPATUTh €r0 HECAHKIMOHMPOBAaHHYIO MpoJaxy. Tak 4YTO KOHEUHOW IIeNbl0 INpoJaBla
MPOAYKTa MPOTPAMMHOTO 00ECTICUCHHS SBISIETCS 3aIUTa KOMIBIOTEPHOTO MUpaTcTBa [7].

Jyist 60pbOBI ¢ KOMIIBIOTEPHBIM MUAPATCTBOM pa3padoTaH psix metonoB [2] [3] [4] [5]. Dtu Meromsl
HarpaBjIeHbl Ha TIPOTHBOJICHCTBHIE pacTyIieMy 00beMy MUPATCKOTO MPOTPaMMHOr0 OOecrieueH s,
peBepC-UHXUHUPHHTY, B3JIOMY IIPOTPaMMHOTO 00eCIIeYeHHUS B €T0 He3aKOHHOMY HCTIOBb30BaHHIO.
B wacTHOCTH, HCTIONB3YIOTCS CIEIYIOIIHAE METO B

e lludpossie BopsHble 3Haku (Watermarking): MCTIONB3YIOTCS ISl TTOATBEPIKACHUS BIIaJCHUS
MPOTPaMMHBIM 00€CTIEICHUEM.
e [lposepka mommHHOCTH (Tamper-proofing): mporpamMma yHHYTOXKaeTCsl MPU HE3aKOHHOM
UCTIONIb30BAHHU.
e OO0dyckamust (Obfuscation): CKpbIBaeT CTPYKTYpY HpPOTPaMMHOTO OOECHEUCHHS Ui
MPOTHUBOAEHCTBUS 0OpPAaTHON HMHKCHEPHH.
e [lludposanne (Encryption): 3amumiaer mporpaMMHOE OOECIIEUEHHE ITyTeM KOIUPOBAaHHS C
UCIIOJIb30BAaHUEM OTKPBITHIX MIIM 3aKPBITHIX KITFOUEH.
e BrisBieHne xapakTepHbIX ocobeHHocteil (Birthmarking): He3akoHHOe HCIOJB30BaHUS
MPOrpaMMHOI0 oOecriedeH st 0OHAPY)KUBACTCSI HA OCHOBE €0 YHUKaJIbHBIX CBOWCTB.
Bce mepeuncieHHbIE METOABI, KPOME IIOCIEIHEr0, MOTYT A00aBIISITH B KOAE pAa3IHUYHbBIC
omepatopel mpuHsATHs pemieHus (decision statement); ciemoBaTeNnbHO, pa3Mep  Koja
YBEJIMYHMBACTCS, YTO BJIEUET 3a COOOH CHIKEHHE IPOU3BOJAMTENILHOCTH M, CIIEIOBATEIbHO,
BO3MOXKHOCTH MHOTOKPAaTHOTO mpuMeHeHus. Kpome Toro, mpu NpUMEHEHHH METObI BBISBICHUS
XapaKTepHbIX OCOOEHHOCTEH TpOrpaMM HICHTH(GUIMPYIOTCS YHUKAJIbHBIE XapaKTePUCTUKH
nporpamMMbl  (Ha3plBaeMble BHYTPEHHMMH CBOWCTBAaMM), TAaKH€ KaK 3JIEMEHTHI II€PEMCHHBIX,
LUUKJIOB, BETBJICHMUM, mpucBauBaHud u T.1. [8]. HerpuBuanpHOU 3ajgaueil siBisieTcs M3MEHEHHUE
STHX TPOTPaMMHBIX KOHCTPYKILHUH, W eme TpyAHee oOOCHOBaTh 3TH u3MeHeHws [7], [9] mpum
BBIIBJIGHMM (DaKTa HE3aKOHHOTO HCIOJIG30BAHUS IPOTPaMMHOrO obecredeHus: (WM IIpaB
COOCTBEHHOCTH).
YunThiBass BBINIECKA3aHHOE, MBI TIpeJUlaraeM HOBBIH METOJX BBIABICHHS XapaKTEPHBIX
0COOCHHOCTEH MPOTrpaMMHOTO 00eCHedeHHUs] C HCIOJIb30BaHWEM HHTEIUIEKTYaJIbHOTO aHalIn3a
rpadoB. s BEIABICHUS XapaKTEPHBIX YEPT KaXKIOTO METOIA M KJacca HCIOIb3YIOTCS TEOpHS
rpadoB [8] u cereBsie Mmeromel [9]. Ilpeanaraemblii METOJ MO CBOSH MNPHPOIC SIBISCTCS
CTaTUYEeCKUM, OCHOBAHHBIM Ha CHHTAKCHYECKOH CTPYKType TPOTpaMMBL. JTa CTPYKTypa
UCTIONB3YEeTCS Ul BBIYUCICHMS 3HAYEHUS CBONCTB KaXKJOTO AJIEMEHTa IPOTPAMMBI M CBS3EH
MEXIy OSTHMH D3JeMEHTaMH. BrocinencTBUM 3HaueHUs CBOWCTB MpeoOpa3yloTcsi B rpadbl.
Teoperndeckue cBoicTBa 3THX IpadoB (Ha OCHOBE KOA((UIMEHTa KIACTEPHU3ANNH) MO3BOJISIOT
CpPaBHUBATh XapakTepHBIE oCOOeHHOCTH (B BHE rpadoB) ABYX mIporpamMM. B pesymbrate aBe
MPOTPaMMBI KJIACCU(PHUIMPYIOTCS KaK CX0XKHE MIIM HECXO0XKHE (BBISBIISIETCS, ObUIA JIN CKOIMPOBaHA
nporpamma, Win OblI 3aUMCTBOBAH OJIMH KJIacC WIIM METO/I(bl) Kilacca yKpaJieH).
Kpome Toro, mpemmaraemblii METOJ] CTaTHYECKOTO OIpPENENCHHs XapaKTEePHBIX 0COOEHHOCTEH
IpOrpaMM OCHOBE TPpa)OB MOXKET OIPEAENUTh, OblIa JIM U3MEHEHa IporpaMma. MeToJl BBISIBIISIET
XapakTepHble OCOOEHHOCTH IPOrPaMMHOTO OOEeCIedYeHHs Ha OCHOBE CBS3eH BHYTPEHHHX
Xapaxmepucmux KaKAOTO MeToJa B IpOTrpaMMe. OTH C6A3AHHble XAPAKMEPUCMUKU WIPAIOT
KIIIOYEBYIO DOJIb B BBIIIOJIHEHWH (YHKIMOHAIBHBIX TpeOOBaHMH K KakaoMy Merony. Bcee
XapakTepHble 0COOCHHOCTH YPOBHS METOJIOB KJIACCOB IPOTPAMM HCIIONIB3YIOTCS IJIsl TOCTPOSHHS
XapaKTepHBIX 0COOEHHOCTEH MPOrpaMMBl. DTH CTATUCTHYECKUE TIOCTPOCHHUS 00ECTIeYUBAIOT Mepy
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CXOJACTBA WM Pa3In4Mi MEXAy pa3IUYHBIMU IIPOrpaMMaMu. ACHEKTHI IIpeAIaraeMoil MeTOAUKH
ObUTM OLICHEHBI II0 IIOKa3aTeNiiM JOCTOBEPHOCTH M YCTOHYMBOCTH Ha pa3HBIX YPOBHSX
JIeTIN3ALMHU TIPH OTCIIEKUBAHUH TPEOyEeMBbIX HaKJIaIHBIX PACXOI0B.

OcraBmasicss 4acTh CTaThH OPraHU30BaHA CIEAYIOIIUM oOpa3oM. B pasn. 2 paccMaTpuBaroTCs
OCHOBHBIC TIOHSTHS BBISBJICHUS XapaKTEPHBIX OCOOEHHOCTEH IpOrpaMM M MPUBOJHUTCS KPATKUH
0030p pacrpocTpaHeHHBIX MeTOJ0B. B pa3n. 3 moxpoOHO OMHCHIBaeTCs TEXHUKA OIpEIesICHUs
XapaKTepHBIX 0COOEHHOCTEl Mporpamm, MpejcTaBlieHHas B 3Toi padote. B pasn. 4 odcyxnaercs
OLIEHKa IpeAjaraeMoro moxaxoxaa. Pasn. 5 3aBepuiaeT NpeAcTaBICHHYIO PabOTy ¢ yKa3aHHEM
HaTpaBJIeHUH OyIyIINX HCCIEeTOBAHMUI.

2. 0630p numepamypsbli

B stom pasgene mpexactaBieH 0030p CYMIECTBYIOIIMX METOJOB OOpBOBI € KOMIBIOTEPHBIM
IIUPaTCTBOM B IEJIOM; 0CO00O€ BHHMAaHHE YAEIIETCS METOJaM BBIIBICHHS XapaKTEPHBIX
0COOEHHOCTEH MPOTpaMM.

[TuparcTBO MPOrpaMMHOTO 0OECTIEUEHHsI CTAIO TI00aTbHON MPOoOIEMOH, O YeM CBHIECTEIBCTBYET
KoMMepdeckass oneHka B 62,7 mupa. momr. CIIA oOpema HCIONB3yeMOTO HEIHIIEH3WMOHHOTO
nporpammHoro obdecnieuerns B 2013 roxy [1]. AHaNOTWYHBIC UCCIIENOBAaHUS YKa3bIBAIOT HA POCT
nupatcTBa Ha 42-43% Tonbko B 2014 roxy [2]. [TupaTcTBO MOXHO pa3fenuTh Ha IBE OCHOBHBIE
oOyacTu: HeJeragbHOE PaclpOCTPaHEHHE NPOTPAMMHOTO OOECIEUYEHHUsI W PEeBEPC-HHKHHUPHUHT.
XoTs 11 MUHUMH3AIMH KOMITBIOTEPHOTO TMPATCTBA OBLIO BBHIMOJHEHO MHOXKECTBO Pa3pabOTOK:
obdyckarms (obfuscation), mpoeepka moamuHHOCTH (tamper-proofing), nudpossie BOASHBIX 3HAKH
(watermarking), xemupoBanne ¥ KOHTPOJb MOTOKA YIPABJICHHSA, HO MX 3(PPEKTHBHOCTH MOXKHO
3HAYUTEJIBHO ynydmuTh. O0dyckanus TpaHcGopMHUpYET MporpaMmy, Jiejiasi ee MeHee MOHSTHOU
mpu coxpaHeHuu cemantuku [11] [12]. IIpoBepka moaaMHHOCTH [7] OCHOBaHa Ha PacUIMPEHUU
KOJa CIelMaIbHBIMU cpefcTBaMU [13], yTo UpeBaTo OMOTHUTEIBHBIMU HaKIaJHBIMH PacXoJaMH.
Takum 006pa3oM, 3TH METOABI CHHUXAIOT IPOU3BOIUTEIHHOCTH MPOrpPaMMHOIO OOecredeHus,
TpeOys CHeHaTbHOM Cpe/Ibl BRITOTHEHMS, TAKOH KaK BUPTyaibHas Java-mamuna [14].

L{udpoBsie BoAsSHBIE 3HAKH IIPOIPAMMHOI0 00ECIIEYEeHHS — 3TO METO/] 3aLUThl HHTEIUIEKTYJIbHOM
COOCTBEHHOCTH NpHI0KeHHs. CMBICI 3TOr0 METO/ia TOT YK€ CaMBIi, YTO U y OOBIYHBIX IHU(POBBIX
BOJITHBIX 3HAKOB, KOT/IA B TEKCTOBBIX, IPa)MUECKHX, ayIHO- MM BHJICOJAHHBIX pa3MelaeTcs
YHHKAJIBHBIN NAEHTH(HUKATOP TaKUM 00pa3oM, YTO OH HE MOXKET ObITh OOHapyskeH JoapMu [19-
23].

HexoTopble nccnenoBaTeny HCIIONIB30BATH METOABl WH)KEHEPHH 3HAHMU JUIS KIacCHU(HUKALIH
wraruara [24]. BHyTpeHHHI TIaruaT, BHEIIHUH IUTIardaT U aBTOPCTBO MOTYT OBITh OOHAPY)KECHBI
[25] ¢ momomp0 WMHTEIUIEKTYaJbHOTO aHaim3a Tekcra. B [26] oOcyxmaercs mpakTHdeckas U
>pQeKkTuBHas MeToAuKa OOHApY)XKEHHsS MNHPATCKOTO  IMPOTrPaMMHOTO  OOECHedYeHus: ¢
UCTIONIb30BaHNEM MeTadopruieckoro aHanusa. s oOHapyXKeHHs: He3aKOHHOTO HCITOJIb30BaHMS
MIPOTPaAaMMHOTO 00€CTIeUYeHHS UCTIONIb30BAINCEH ATPHOYTHl MUHUMU3ALINH.

B HexoroppIx paborax i NPOTHUBOAEHCTBUS KOMITBIOTEPHOMY IIMPATCTBY IPEIaranoch
UCTIONIb30BaTh TMOPHJT METO/I0B BBISIBJICHUS XapaKTepHBIX 0COOEHHOCTEH M BOJSHBIX 3HAKOB [22]
[24] [25], mockonbKy XapaKTepHbIe 0COOCHHOCTH HACHTU(HUIIIPYET TOIBKO BHYTPEHHNE CBOUCTBA
nporpaMMbl. CodeTaHnne OOHApYKEHHS XapaKTEPHBIX OCOOCHHOCTEH M BOJSHBIX 3HAKOB MOXET
ObITh 3¢ eKTHBHON Mepoil mo Ooprbe ¢ muparcTBOM Oe3 ymiepba Uil HTPOW3BOAMTEIHHOCTH
mporpaMMHOTo obecrnieuenus [15].

ITomuMmo 06HapyKeHUS HE3AKOHHOTO MCIOIH30BAaHMUS KOMUK MPOTpaMM, BEISABICHHE XapaKTEPHBIX
0COOEHHOCTEH MPOTrPaMMHOTO O0eCIeYeHHs] MCIONIB30BANIOCH Uil OOHAPYKCHHS BPEIOHOCHBIX
mporpamm [27, 28].

B [29] mpemnarancs MeTOX BBISBICHHS XapaKTEPHBIX OCOOEHHOCTEH 3JIEKTPOHHBIX CXEM IS
MIpeCKa3aHust BO3MOYKHOCTH UX MTOBTOPHOT'O MCTIOJIB30BAHMS.
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Bompocs! pacnpoCTpaHeHHBIX METOI0B KJIACCU(PHUKAIIMK BPEAOHOCHBIX MPOTPAMM B MPUIIOKEHUAX
Ha ocHOBe Android obcyxmanucek B [35]. Cucrema FalDroid, ocHoBaHHasi Ha aHanmu3e, MOKa3aia
JIOCTATOYHO BBICOKYIO TOUHOCTb.

B cnenyromux mompasenax MPUBOAITCS KiIacCH(DUKAIMA METOJOB OOHAPYKEHUS XapaKTEPHBIX
ocoOeHHOCTEH NporpaMMHOro obOecredeHus: HM  0030p Ppe3yIbTaroB  COOTBETCTBYIOIIUX
HCCIEOBaHUM.

2.1 XapakTepHble 0COGEHHOCTM NPOrpaMMHOro obecne4vyeHus

XapakTepHbIMH OCOOCHHOCTSAMH MPOrPAMMHOIO O0ECIICUCHUST Ha3bIBACTCS YHHKAIbHBIN HaOOp
XapaKTePUCTHK KOMIBIOTEPHON TMpOTpaMMbl WM e¢ KOMIoHeHTa. Kaxmoe xapakTepHas
0COOEHHOCTD IPOrpaMMBbl 00JamaeT IBYMs CBOWHCTBAMH: HAJCKHOCTBIO M YCTOHYMBOCTBIO K
tpanchopmarnuu [7], [15], [16], [9]. XapakTepHBIle OCOOEHHOCTH TIPOTPAaMMBI MOTYT OBITH
CTAQTHYCCKUMH MM AUHAMHYECKUMH.

2.2 Ctatnyeckune xapakTepHble 0COGEHHOCTHU

B OTHOIIEHHMH K TMOHATHIO CTATUYECKHX XapaKTEPHBIX OCOOEHHOCTEH MpOrpaMM MbI MojaraeMcs

Ha OCHOBOIIOJIATAoMIyI0 padoty [8].

Iycth @ u b — 310 (hparMeHTHI KO/ ABYX Pa3HBIX MPOTPAMM U Z — MPOTPAMMHBIN KOMITOHEHT,

W3BJICKAIOIINN YHUKAJIBHBI HAa0Op OCOOEHHOCTEH M3 HEKOTOpOro Meroga (MeromoB). Y a

CymIecTByeT HabOop XapaKTepHBIX 0COOCHHOCTEH 8 moM U MOIbKO 8 MOM cyude, KO20d.

1) z(a) usenekaercs u3 hparmenTa a (P OTCYTCTBUH JIAHHBIX O IPYTHX KOMIIOHEHTAX MPOTPaMMBbI
u

2) ecnu b sBnseTcs konueit a, o z(a)=z(b).

2.3 AlMvHaMnyeckne xapakTepHble 0COOeHHOCTHU

Jpyrum BapuaHTOM SIBISIOTCS IWHAMHMYECKHE XapaKTepHbIe OCOOCHHOCTH. DTO TOHSTHE OBLIO

BBEJICHO B (pyHIaMeHTaNbHOH padote [15].

Ilycts a u b — 310 QparMenTs! KOMa ABYX pa3HBIX MPOTPaMM, BBOJSIINE C KOHCOIH BXOJHBIC

JAaHHBIE C. Z — IPOTPAMMHBII KOMIIOHEHT, U3BJIEKAIOMNN YHUKAIBHBINH HAOOp CBONWCTB IIpOrpamMM

au b. Torna MOXXHO yTBepKAaTk, 4To Z(a,C) sBIsETCS HAOOPOM XapaKTEPHBIX OCOOCHHOCTEH a 6

MOM U MOJBLKO 8 MOM CIyude, K02od.

1) z(a,c) nomyuaeTcs U3 a TOJIBKO MOCJIE BBIIOIHEHHUS (hparMeHTa a Mocie BBOJIA ¢ KOHCOJM JaHHBIX
cu

2) ecnu b sBisiercst komueit a, To z(a,c)=z(b,c).

HexoTtopsle npyrue Bapuanuy XapakTepPHBIX 0COOEHHOCTEH MpOorpaMM MOKHO OOHApyXHTh B [8,

9, 15, 16], rae nuisa Java-porpaMM yCTaHABIMBAIOTCS YETHIPE 3HAYMMBIX THUIIA OCOOCHHOCTEH:

1) Hanuuue KoHCTaHT B 1oJsx Kiaacco (CVFV),

2) moClenoBaTebHOCTh BEI30BOB MeTO10B (SMC),

3) crpykrypa HacnenoBanus (IS)

4) wucnone3zyemsie kiaccsl (UC).

OTH XapaKTepHble 0COOEHHOCTH He 0011a7aloT HeoOXOIUMOH yCTOWYHBOCTBIO M TPUBHAJIBHBI 110

CBOCW MpHpPOJE, MO3TOMY JETKO ToaBepxkeHsl Tpanchopmarmu [15]. Tlogxon K BBISABICHHUIO

XapaKTepHBIX OCOOEHHOCTEH, OCHOBAaHHBIM Ha aHann3e IOJNHBIX IMyTeil B mporpamme (whole

program path, WPP) u npennoxenusiii B [16], MOXeT cTpagaTh OT TaKuUX YSI3BUMOCTEH, Kak

npeoOpa3oBaHmsI IUKJIA, MU aTak C MMOJICTAaHOBKOH koxa [17].

Jpyroit nuHaMUYeCKUi MOAXOM K BBISIBICHHIO XapaKTEpPHBIX 0COOCHHOCTEH, Oosee yCTOWUYHBBIH,

yem WPP, ocHOBaH Ha TOCIEIOBaTeILHOCTH BBI30BOB  HHTepdeiica MPUKIATHOTO
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nporpammupoBanust (API) [9]. OnHako OKHO KOPOTKHX BBI30BOB METOJOB MOXKET CIPaBUTHCS
TOJILKO C OTPaHUYCHHBIM Ha0OpOM BbI30BOB API.

Meroapl AMHAMUYECKOTO BBISBICHHS XapaKTEPHBIX OCOOCHHOCTEH JJIsi MHOTONOTOYHBIX
NPWIOKEHUI C HCIOJIB30BAHUEM CHUCTEMHBIX BBI30BOB, CBS3aHHBIX C IIOTOKaMH, OBLIH
npeanoxeHsl B [17] [18]. BousiBnenne xapakTepHbIx 0coOSHHOCTEH Uil OOHApY)KEHHs IIaruaTa B
MHOT'OIIOTOYHBIX TPOrpaMMax sIBJISIETCS CIIOXHOM 3anauedl. B [36] Obu1 mpeanio’keH METOAnK
JMHAMHYECKOTO BBISBICHUS XapakTepHbIX ocobenHocteid TOB-PD, koTopblii JeMOHCTpHpyeT
HA/ICKHYIO padoTy.

[lpuHuMas BO BHMMaHHME HEJOCTaTKH CYIIECTBYIOUIMX pPabdOT M HCCIEJOBaHMM, ObUla MBI
npeajgaraeM HOBBIH M D(QEKTHUBHBIH METOJ BBIABICHUS XapaKTEPHBIX OCOOEHHOCTEH
mporpaMMHOTO obecnedeHus. [Ipeamaraemprii IOAXO0/, ONMMCHIBACMEI B pa3fd. 3, MpeicTaBiseT
co00if THOpHI METOOB aHalIM3a TeKCcTa U rpadoB. MeToAbl MHTEIUICKTYaIbHOTO aHANIN3a rPpadoB,
Takue Kak Kiractepu3anus u nmouck kK [30, 31], nucmonp3yroTcs eme W Al HACHTH(UKAINH
MomuHUIMpOBaHHOTO Koxa. [IpmMenenwme rpacdoB [32], MO3BONSET YYHUTHIBATH CBS3H MEXIY
JJIEMEHTaMH METOJa, a TakkKe KIACCOB TporpamMM (WK MpOrpamMMm) Ui  OIpeeTICHHS
MIPOUCXOKACHUSI COOTBETCTBYIOIINX KOMIIOHCHTOB.

3. Mpednazaembili Memod

[Mpennaraemslii Meron paboTaeT ¢ BHYTPEHHUMH OCOOCHHOCTSIMH IIPOrPaMMHOTO KOJa,
UACHTHOHUIUPYST 3IEMEHTHl B MeTone(ax), CBOWCTBA 3IEMEHTOB M HX CBS3H C APYTUMH
9JIEMEHTaMH B JPYTHX IporpaMmax. OJEeMEHThl NporpamMMbl (BHYTPH Kiacca WM METOJa)
NPEACTAaBISIIOT CBOMCTBA M CBSI3M MEXAY OJJIEMEHTaMH. OTHMHU D3JEMEHTaMH  SBIISIOTCS
NepeMEHHbIe METOOB, IIOBTOPSEMOCTh/IIUKJIBI, TIPHCBAUBAHUS ¥ ONEPATOPBI MPUHSATHS PELICHHH.
CBsI3b 3JIEMEHTOB C MX CBoicTBaMHu TpaHcdopmupyercss B rpad. Y3nbl B rpade NpencTaBisiorT
3JIEMEHTHI METO/a, a Pedpa IPEACTABIIAIOT — CBI3H MEX/Y /1eMeHTaMu (KaK II0Ka3aHo Ha puc. 4 u
5). Dro moapasymeBaeT, 4Tto B ()parMeHTaxX KoJa IJIEMEHTHl METOJAa BCEX JOJDKHBI MMETh Kak
MHHAMYM OJIHO COCJMHEHME (WM CBSI3b) C NPYrMMHU yieMeHTamu [8]. pyrumu cioBamu, Uit
rpaga G, c y3namu N u pebpamu E 10DKHO BEITOTHATHCS CIEAYIONIEE YCIOBHUE.

G= {N,E},N= {n{,n,, .. },E= {ej, e, .., e,}

Jlns kax o napel y310B n; U n; (I # j) cyuecTByeT peGpo e;. CoeIMHsAIIee N; U N;.
UroObI caenaTh HaAOOp XapaKTEpHBIX OCOOCHHOCTEH Ooiee HalIeKHBIM, MBI BEIOMpaeM (parMeHT
Kozia (MJIM METOJa) BKIJIIOYAIOMIMH MHOTOYHMCIICHHBIE DJIEMEHThI U CBOMCTBA (BMECTO B3aUMHO-
O/IHO3HAYHOTO OTOOpaXXEHHS MEXIY Yy3lIaMH H pebpamu). OTO NPUBOIUT K CIOXKHOMY
npeoOpa3oBaHUI0  BHYTPEHHHX  XapaKTEPUCTHK  METOJOB, Ha3bIBAEMBIX  XapaKTEPHBIMH
ocobeHHOCTsIMH TporpamM. Takne XapakTepHCTUKU (MM XapaKTepHble 0COOEHHOCTH) MO3BOJISIOT
YCTaHOBHTb, SIBJISICTCS JIM (PparMeHT KoJia KOIHUEH WM OpUTHHAIIOM.

ITpumeps! cBsI3el MEXIy IEMEHTaMH ITOKa3aHbI B Tao. 1.

Tabn. 1. Buympennue xapaxmepucmuku: ceoticmea u céasu .
Table 1. Intrinsic Characteristics: Properties and Relations in Elements

H CBoiicTBa
a3BaHne I'noGaneHas JlokanpHas Hwxn VYcnoBue JlaHHBIE
3JIEMEHTA
nepeMeHHast TepeMeHHas
rJ’[OGaﬂbHaﬂ HpI/ICBaI/IBaHI/Ie HCIIOJIb30BaHUC HCITIOJIb30BaHUC HpI/ICBaI/IBaHI/Ie
nepeMeHHast
HOKaJ'[],Haﬂ npncsauBaHue HpI/ICBaI/IBaHI/Ie HCITIOJIb30BaHUC HCITIOJIb30BaHUC HpI/ICBaI/IBaHI/Ie
nepeMeHHas
]_[]/H(J'[ HCIIOJIL30BAaHUC HCIOJIB30BAHUC OJUHAKOBBIC ypOBHI/I HCIIOJIb30BAHUC HUCIOJIb30BAHUC
YCHOBI/Ie BBIXOQ UCIOJIb30BAHUC HCIOJIb30BAHUC OJHUHAKOBBIC HUCIIOJIL30BAHUC
YPOBHH

HaHHBIe HpHCBaHBaHHe HpI/ICBaI/IBaHI/Ie HCIOJIb30BAHUC HCIIOJIb30BAHUC HpI/ICBaI/IBaHI/Ie
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Wmerorcst pa3Hele THIBI cBA3el (BKIIOYEHHE WM O0OOLIEHHE) MEXIY LMKIAMU U CBS3H 110
onnoyposueBoctu (Sibling relation) ¢ mpyrumu uuknamu. I[lomoGHbIe THOBI CBs3eH MOTYT
HaOI0AaThCd MEXIY IIOOATBHBIMU W JIOKAJIIBHBIMU NEPEMEHHBIMH. JTH KOMOWHALUK CBSI3eH U
CBOMCTB 3JIEMEHTOB METOJIOB BKHBI JUIs KITacCCH(UKAINU XapaKTEPHBIX 0COOEHHOCTEHH.

[Ipouecc coopku u popmupoBaHuss HabOpa XapaKTEPHBIX OCOOEHHOCTEH MPOMIUTIOCTPUPOBAH Ha
puc. 1. IlepBbIM 3TanoM SIBISIETCS O4UCKA U MAPKUPOBKa Koaa. IIporpaMMHBII KO/ CKaHUPYeTCs
Y OYMILACTCS OT MPUMECEH, TAKUX KaK HEUCIIOJb3yeMble SK3EMIUISIPHl MM KOMMEHTapUH. 3aTeM
BBIIBJIAIOTCSI CBOMCTBA METOZOB IPOIPAaMMBI, JIEMEHTHI METOZOB M CBSI3H. JTH 3JIEMEHTHI U UX
CBOICTBa cOOMpAIOTCS IS MONyYeHHsI TPadoBOro MPEACTABICHUS XapaKTEPHBIX OCOOCHHOCTEH
YpOBHS METONOB. I3BIIe4eHHBI HA0Op XapaKTEPHBIX OCOOCHHOCTEH IOMOTAaeT pa3INdIHuTh JBE
IporpaMMbl  (pealn30BaHHBIE B H30JIMPOBAHHBIX CpElax) Ha OCHOBE CBOWCTB M JJIEMECHTOB
METO/IOB.

Kak mpaBmio, xapakTepHble OCOOEHHOCTH IIPOTPaMM HCIIONIB3YIOTCS ISl  OOHApYKEHHS
HCXOJHOTO KOJa, KOTAa y JBYX NPOrpaMM HMEETCs OJMHAKOBOE MpoucxokaeHue. OnHako Ha
OCHOBE WCIIONB30BaHUA T'paOBBIX CBS3€H MOXKHO OOHApyXHTh M TO, Kakas IIporpaMma u3
CPaBHHMBAaCMbIX IIPOTPaMM SIBISIETCSl MCXOIHOH: ee rpad comepxur Ooiee CTporue H
PCaInCTUIHBIC CBA3U.

‘ Code Purification & Method Designation ‘
T T

30 30

. . . M

My

Method Relation and Properties Assemblage

(o | [okwe ] [oem |

Birthmark Generation of Methods

Puc. 1. Ilpoyecc hopmuposarnus nabopa xapaxmeprnuvix ocobenHocmet
Fig 1. Process for Birthmark Generation

XapaKkTepHbIe UepThI ABYX MPOTPAMM CUHUTAIOTCS CXOKUMH, €CJIM UX CBOMCTBA M CBS3U COBIAAIOT
pu COOJIOJIEHUST yCIOBUHM JTOCTOBEPHOCTH. Y CIIOBHE JOCTOBEPHOCTH TJIACHUT, YTO BCE KOJIBI,
pa3zpaboTaHHbIE B H30JUPOBAHHBIX CpelaxX, HE MOJKHBI MMETh CXOJCTBa. Kpome Toro, eciu
coliep)KaHre KOTHMPYEMOW TpOrpaMMbl H3MEHSETCS, Takoe MpeoOpa3oBaHUE Takke JOJKHO
PacKpbIBaThCsI MO HAOOPY XapaKTepHBIX OCOOCHHOCTEH (I3TO Ha3bIBACTCSl YCTOWYMBOCTHIO HabOpa
xapakTepHBIX ocobOeHHocTel) [7, 8, 9, 10, 11]. Ilpemmaraemerii meronm obecmeduBaeT 00€
TpeOyeMBbIe YepThl XapaKTepHBIX OCOOCHHOCTEH, KOTOpEIE 00CyKAalich B oapasene 2.1.

Inta; charb;
for(int i=0;i<'5; i++) for(int i=0;i<10; i++)
{
ifli<3) ifli=7)
a=1; b="A";
a=3; b="2";
} }

Puc. 2. Xapaxmepnvie 0cobeHHOCMU O8YX PASHBIX NPOSPAMM
Fig 2. Code Sample with Birthmark Comparison of two Different Programs

Kak nokazano B [7-9], mpu TpaJuLIMOHHOM ITOCTPOSHHH HAO0OPOB XapaKTEpHBIX OCOOEHHOCTEH
NpUBEJICHHBIE (parMeHTsl nporpamMm OyayT HepasnuuuMmbl. ClienoBaTenbHO, TPaAUIMOHHBIC
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METOJIbl YCTOWYMBOCTh HE 0OecmeynBarT. JIOrnka 3THX IBYX MPUMEPOB MPOrpaMM pas3liudHA,
MPABUJIBHBIA METOJ TOCTPOCHUU HAOOPOB XapaKTEPHBIX OCOOCHHOCTEH MOXKET 3TO PACIIO3HATH.
[IpemnaraeMpiii HAMHU METOJ CIOCOOCH MPABUIBHO HICHTH(UIIUPOBATH 3TH MPOTPAMMBI Kak
OTJIMYAIOIINECS OJTHA OT APYroi. ITa 00CCIEUNBACTCS 3a CUCT BBISIBICHUS OTACIBHBIX 3JICMCHTOB
M MX CBOMCTB, KaK ITOKa3aHo B TaoOu. 1.

3.1 U3BneueHue Habopa xapaKTepHbIX 0COOGeHHOoCcTEeN

[pouecc u3BIeUeHHUs XapaKTEPHBIX OCOOCHHOCTEH M3 KOJIa METO/Ia COCTOUT C CIIEIYIOIIEM.
YuraeTcs KoJ MeTo1a(0B) M OTIPEEIISIOTCS SJIEMEHTHI B MeTo/1e(ax).

OrmpenensoTcst CBOMCTBA B AJIEMEHTaX METO/1a(OB).

OnpenensoTcst CBSI3U JIEMEHTOB U BBIYUCIISIIOTCS Beca pebep.

Ha ocHoBe BecoB pebep cBs3H Ipeodpa3yroTcs B rpadbl.

Ha ocHoBe cBs3eit 1 CBOHCTB popMupyeTcs Habop XapaKTEpPHBIX 0COOSHHOCTEH.
I'enepupyembiii HaOOp XapaKTEPHBIX OCOOCHHOCTEH COCTOMT M3 Pa3IMYHBIX MPOTPAMMHBIX
KOHCTPYKIHUH: AIIEMEHTOB METOJIa, CBOHCTB 3JICMEHTOB M CBs3eH MEXIy UACHTH(PUINPOBAHHBIMH
anemeHTaMu. CreHEepHpOBaHHBIH HA0Op XapaKTepHBIX OCOOEHHOCTEH WCIIONB3YeTCsS  JUIA
BEISBIICHUSI CTETICHN CXOJICTBA MIJIM HECXOJCTBA PACCMAaTPHBAEMBIX METOJIOB.

void PrintStack () {
int i;
if (count == -1) return;
else

{

for (i=0 i<count; i++)

{
}

Print (Stack][i]);

}

Puc. 3. Dpacmenm xoda eunomemuyeckol npoepammol
Fig 3. Code Sample from Hypothetical Software Program

IMosicHuM CyTh MpemiaracMoro MeToja Ha mpuMepe QparMeHTa KOAa THIOTETHIECKOi
nporpammel A, mpuBeneHHoro Ha puc. 3. Mertox PrintStack () B sTom ¢parmente BBIBOAMUT
COZIEPXKUMOE CTEKa Ha KOHCOJIb (€CIH CTEK He mycT). B 3ToM hparmMeHTe K018 HCTIOIB3YIOTCS IBE
rino0ajbHble TIepeMeHHble (Count u stack), nokanpHas mepemennas metoxaa (i), aBa omeparopa
npunstus pemenust (if/else) u oqun k. B atom ¢parmente smementst kona i, if u else umeror
CBSI3U 10 OJHOYPOBHEBOCTH. B TO ke Bpemst Mexay dieMeHToM else u amementom for mmeercs
ces3p mo momumHeHHoctd (parent-child). T'padoBoe mnpencraBieHue 3meMEHTOB W CBsI3€it
MOKa3aHO Ha puc. 4.

——

e T T
(;/I‘“_&!GH] “\) ‘\ Int_Count :I
L = D TR
ol
| e i
.// o
A - T //"_:"\-\,_
t/ hop for N~ - = Int i }
\ s | \ ./
Ml \ Gz st
\|
|

Puc. 4. I'pagh anemenmos u ceazeii 013 ppaemenma c puc. 3
Fig 4. Sample pre-birthmark computation graph
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Ilocne toro kak ans o0Oeux mnporpaMMm (MCXOJHOM NpOrpamMMbl M TpENNosiaraeMoil KOIWH)
copMupoBaHbl HaOOpBI XapaKTepHbIX oOcoOeHHocTed (B Qopme rpadoB), AOKHA OBITH
paccunTaHa CTerneHb CXOJCTBa 3THX HAO0OPOB XapaKTEPHBIX OCOOEHHOCTEH (KaXKIblil N3 KOTOPBIX
MPE/ICTABISIET COOTBETCTBYIOLIYIO IIPOTPaMMYy).

3.2 BbigsBneHue cxoacTtBa

[Ipouecc BBIsSBIEHHST CXOACTBA HAOOPOB XapaKTepHBIX OCOOEHHOCTEH (rpadoB) ABYX MpOrpamm

COCTOHUT B CIETYIOLIEM.

e OpHa U3 NporpamM IMoJjiaraeTcsi OpUrMHaNbHOM, a Ipyras — IpeAnogaraeMoi Konue.

e B 000ux rpadax BBIIBISIOTCS CX0CUe HIIEMCHTBL.

e CpaBHHBaIOTCS KO3 OUIMEHTHI KIaCTepU3alMK 1 3HAYCHUS CBOWCTBA CXOXKHX DJIEMEHTOB.

e Brraucisiercs cTeneHb CXOACTBA MEKAY dIIEMEHTaMH ()parMeHTOB KOJia.

IIpouecc BEIABICHUS CXOJCTBA MOXKET IPUBECTH K OJJHOMY M3 CIICIYIOMINX YETHIPEX PE3yIbTaTOB.

a. [loanoe cxoocmeo: Korja Bce dIEMEHThI C(OPMUPOBAHHBIX XapaKTEpHBIX 4epT MeTona(oB)
CXOXKHM TI0 CBOIlCTBaM M CBS3AM; 3TO O3Ha4yaeT, YTO paccMaTpUBaeMble METOABI B KOJe
SIBIISIIOTCSI «IIOJTHBIMU KOTIMSAMM) UCXOTHBIX METOJIOB, KaK MOKa3aHO Ha puc. 4.

b. Mooupuyuposannoe cxoocmeo: ecim KOMHPYIOTCS BCE CBOMCTBA HCXOJHOW IMPOTPaMMBI,
MOTy4JaeTcsi MOIU(PHUIIUPOBaHHAs Komus. MeTopl TyOnupyroTCs Ul HE3aKOHHOW HACTPOWKH
¥ MaCKMPOBKH ITPOTPAMMBI.

C. IIpeononazaemoe cxoOcmeo: €cIM HEKOTOPBHIE CBSI3HM W CBOMCTBA OKAa3bIBAIOTCS CXOXKHUMH,
KOIMS CYMTACTCS] N3MEHEHHOH. DTOT Citydail CIIOXHO 00HAPYKUTh, TAK KaK MOXKHO, @ MOXKHO U
HE J0Ka3aTh, YTO BTOpas IpOrpaMMa SIBIISICTCS KOTIHEH.

d. Omcymcmeue cxoOcmea: ecinu HET CXOJACTBA B CBOWCTBaX M CBA3SX HaOOPOB XapaKTEPHBIX
CBOMCTB, MOJKHO YTBEP)KIaTh, UTO IPOTPAMMbI UMEIOT Pa3lNUYHOE IPOUCXOXKACHUE.

Compute Clustering Coefficient (C)

Compare Clustering Coefficient and Property Value

[ . —

[ Similarity Value |

Puc. 5. Ilonnoe cxoocmeo 08yx epagos
Fig 5. Similarity Comparison of two graph nodes

[epBblii ¥ MOCIEAHUH CIyYan JOBOJBHO MPOCTHI U MOTYT OBITH JOCTATOYHO JIETKO TPOBEPEHBI, B
OTJIMYME OT BTOPOTO M TPETHETO CJIydYaeB, KOTJA HMMEIOTCS YACTHYHAs MOTHU(DUKALHMS HITH
tparcdopmartus. C yueToM 3THX CIICHAPHEB OMPEICISIFOTCS YE€THIPE YPOBHS CXOACTBA DIICMEHTOB.
Vporens 0 moapasymeBaeT OTCYTCTBHE CXOJCTBA MEKIY JIEMEHTAMH, YPOBEHb | MpeacTaBiseT
OpearnoiaracMoe CXOJCTBO, YPOBEHb 2 O3HAa4aeT, YTO, BO3MOXHO, KOA ObUT MOAM(HIHMPOBAH, a
YPOBEHB 3 03HAYAET MOIHOE CXOJCTBO.

[pennonaraemoe CXOJCTBO M CXOACTBO C MOAW(UKALWEH BBIIBIAIOTCS C HCIOJIb30BAHHEM
YCTaHOBJICHHOTO mopora. Ecnmu ¢ mpeacTaBiseT coOOW 3aJaHHBIA MOPOT, TO CTENEHb CXOICTBA
MO>KeT OBbITh paccunTaHa o hopmyste eq(i).

P(p) I P(q;) > &> P(q;) || P(p:) eq (i)

VYpoBHH cxoncTBa 2 U 3 MOXXHO Pa3IM4UTh, U3MEPSs PACCTOSHHE MEKIY CBOMCTBAMHM JJIEMEHTA.
PaccrosiHre MeXIy CBONCTBAMH DIIEMEHTOB Pi U 351eMeHTOB (i Bhraucisiercst o hopmyste eq(ii).
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Y P@oIPG@)  ealid
=1

Ecnu Mexay paccTosHUEM Mexay 31eMeHTaMu (p;, q;) U (g;, P;) TOSABIAETCS ONpeeNeHHbII
MIOPOT, TO YCTaHABIMBACTCS CXOJICTBO Ha YPOBHE 2, TO €CTh C CXOJCTBO ¢ Moau¢ukanuei. Korma
JUTs 00ENX MPOTPaMM BEIYHCIIAETCS CXOACTBO IS KaXKIOTO 3IEMEHTA BCETO METO/1A, BEIUHCIISIETCS
paccTosiHHEe MEXIy cBOWcTBaMHu P M (. PaccumranHoe paccTOsHHE UIA BCEX HIIEMEHTOB METOJa
MIO3BOJISIET YCTAHOBUTH CXOJICTBO Ha YPOBHE 3, TO €CTh MPEAIIOIAraeMOe CXOICTBO.

4. AHasnu3 u nepcrnekmuensl

CreneHb CXOJICTBA Pa3IMYHBIX MPOrPaMM BBIYHCIISUIACH HA OCHOBE B3BELICHHOTO KoddduireHTa
KJIacTepH3allMl pa3HBIX Y3J0B rpada XapakTepHbIX ocoOeHHOcTel. IIpemioskeHHBIH MeTox
BBISBJICHUSI IIPOMCXOXKAEHUsS IPOrpaMM Ha OCHOBE TIpadoB OIEHUBAETCS MO IOKa3aTeIsaM
JIOCTOBEPHOCTH, YCTOWYMBOCTH, OOHAPY)KEHHsI U3MEHEHHOI'0 KOJia U CAMOKOIIMPOBAHUS C LEJIbIO
oueHkn oobmei 3¢dextuBHOCTH. Kpome ToOro, ObI TpOBEeAEH CpaBHUTEIBHBIA aHAIH3 C
NIPUMEHEHNEM HECKOJBKHX aTaK, IIPH 3TOM OCHOBHOE BHHMAaHHE YICIISUIOCH aTakaM C IIENbI0
npeoOpa3oBaHus W MOAMGHUKAIMK Koxa. Pe3ynbraTel aTtak TpaHC(OpPMAmuud ¥ MOIU(HKALIH
OLICHWBAINCH C IOMOINBIO MAaTPHUIBl HECOOTBETCTBHH A1 METOAOB 00BEeKkTOB. Kaxkmplil u3
ACIIEKTOB OLIEHKH 00CYKAaeTCsl B CICAYIONMNX MMOIpa3emax.

4.1 NoCTOBEPHOCTb U YCTONUYMNBOCTb

CBOICTBO JIOCTOBEPHOCTH Habopa XapaKTEPHBIX CBONCTB HE MO3BOJSCT HACHTH(HUIIMPOBATH
CXOJICTBO HE3aBHCUMBIX IporpamM. CBOHCTBO YCTOHYMBOCTH TIO3BOJISIET HMACHTH(OUIMPOBATH
CXOJCTBO M3MEHEHHBIX M IpeoO0pa3oBaHHBIX NporpamMm. CBOHCTBO yCTOMUMBOCTH BakKHO, KOT/a
MPOrpaMMbl MOAN(GHUIUPYIOTCS IIyTEM aTakud Ha CBSA3H, CYIIECTBYIOUINE B HAOOpE XapaKTEpHBIX
ocobenHocteid. Hampumep, mpo 1Ba He3aBUCHMO pa3pabOTaHHBIX (parMeHTa Koja MOXKHO
YTBEpK/IaTh, YTO OHH HECXOJAHBIE C HYJIEBBIM MPOLIEHTOM CXOJACTBAa; C JAPYrOM CTOPOHBI,
¢dparments! koxa, umerone 100% cxoxcTBa, MO-BUANMOMY SBIISIOTCS MICAJIbHBIMH KOIHSMH.
ITpouent cxoncrsa ObLT pasaeneH Ha 10 paBHBIX ypOBHEH, ypoBeHb | MOKa3bIBaeT CXOACTBO OT
0% no 10%, yposens 2 — 11-20%, u 1.11.; ypoBeHb 10 nemonctpupyer cxoacto oT 90% mno 100%.
B Tabn. 2 npuBeneHsl pe3ysbTaThl BBISBIEHHUS CXOJCTBAa BBIOPAHHBIX NPOTPAMM C yIOPOM Ha
JIOCTOBEPHOCTh M YCTOHUYMBOCTH. CTENEHM CXOJCTBA PACCUMUTHIBAIKNCH JUIA Tap HE3aBUCHMO
pa3paboTaHHEIX TPOTPaMM U MEXAYy OMHOW IMPOrpaMMON W ee TONHOW KOmHeW. Pe3ynpTarsl
MTOKa3BIBAIOT, IIPH CPAaBHEHHM MPOTPaMMBI C HEil jke caMoOi BBISBIISETCS HAJHMYHE COBEPIICHHOU
KOIIMH, TOTJa KaK B IPYTHX CIIy4asx yCTaHABIMBAETCS MOJTHOE OTCYTCTBHE CXOJCTBA.

Tabn. 2. [JocmosepHocms u yCmouuugocms npu 8bIs8IEHUU CXO0CTEA
Table 2. Similarity Classification for Credibility and Reliability

[Taker Java-nporpamm | bankomat | bubnmoreunas | Toprosas Touka | BombHuuHas | Merton k-cpennux
cucTeMa cucTemMa

bankomar 100 0 0 0 0

Bubmmoreunas 0 100 0 0 0
cucTeMa

ToproBas Touka 0 0 100 0 0

BonpHuYHAsS 0 0 0 100 0
cucTeMa

Meron k-cpenaux 0 0 0 0 100

PesynbTarel, mpeacraBieHHble B TaOiu. 3, B rpaduueckoil Gopme mokaszaHel Ha puc. 6. Ha
TOPU30HTAJIFHOM OCH TIOKa3aHBl IMPOTPaMMHBIE MakKeThl OaHKOMaTa, TOPTOBOM TOYKH,
OMOJIMOTEYHON CUCTEMBI M OOIBHUYHON cucTeMbl. CTENEHb CXOACTBAa OAHKOMATOB ¢ OaHKOMAaTaMH
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cocraBiger 100%, a OankomaroB ¢ ocranbHbIMH mporpammamu — 0%. Kaxnmas mporpamma
pa3pabaTbIBasiachk HE3aBUCHMO; IOATOMY MEKAY HUMHU HE OBbIJI0 0OHApYKEHO CXOJCTBO.

150
100 O ] *ATM
B Point of Sale
50 Library System
X Hospital System
0 R L A .
0 1 2 3 4 5

Puc. 6. Pezynomamur 0ocmogepHocmu u ycmouyusocmu 0isi 6b10pAHHbIX CUCTHEM
Fig 6. Credibility and Reliability results for selected systems.

4.2 BoiaBneHue mogudmkaumm um TpaHcdopmaumm

[Tporpammbl MOAUGULIUPYIOTCS U TPAHC(HOPMHUPYIOTCS AJISL TOTO, YTOOBI CKPBITh CYILECTBYIOIINE
HabOpbl XapakTepHbIX ocoOeHHocTeH. [IpeasoKeHHbIH METOA BBISABISET CXOJICTBO Kak
npeoOpa3OBaHHBIX, TaK U U3MEHEHHBIX MPOrPaMMBbI HA OCHOBE IIPOTHO3HOTO aHayu3a. Y KaxJI0ro
JJIEMEHTa B Ha0Ope XapaKTepHBIX OCOOEHHOCTEH HMMeeTcsl 3HaueHHE CBOMCTBA, OCHOBaHHOE Ha
CBA3AX MEXIY JIeMeHTaMu (y3J1aMH), U 3TH 3HaYCHHS MCIOJB3YIOTCA JUIA BBIIBICHUS CXOJACTBA B
MOTU(DHUIIMPOBAHHBIX U MPEOOPa30BaHHBIX KoJMaX. B Tabm. 3 mokasaHa mMaTpHila HECOOTBETCTBHI
JUISL TIOXOKHX M HETIOXOXHMX OOBEKTOB. TOYHOCTB, pacCUMTaHHAS AJISI TMTOXOXHX M HETOXOXKHX
o0bekToB, coctaBusier 0,90. Kombl MeTomoB 00BEKTOB Kiacca OBUIM HM3MEHEHBI, HO HE
peoOpa3oBaHEbI.

Tabn. 3. Beiuucnenue cmenenu cxoocmea Ons U3MEHEHHbIX npoepamm Ha OCHO8e Mampuybl Hecoomeemcmeus
Table 3. Confusion Matrix Similarity Calculation for Modified Programs

Knaccois IToxo:xue 00bekThl | Hemoxo:kne 00bekThl | Beero
IToxo:kue 00bEKTHI 974 36 1010
Henoxoxue 00beKTHI 164 826 990
Bcero 1138 862 2000

4.2 AHanu3s aTak

XapakTepHble 0COOCHHOCTH M3BIICKAIOTCA U3 METOJIOB KaK CBS3H MEXIY JIEMEHTAMH MPOTPaMMEI
BMECTE CO CBOWCTBaMH 3JeMeHTa. UTOOBI MpeANIOKCHHBIH MeTol 0OHApY)KEHHUs 3aUMCTBOBaHHA
He cpaboTan, koj (TO ecThb MeTOJbI) HYXXHO TOJHOCTBIO Iepenucartb. B pesymprare Bpems,
Tpebyemoe s MoAu(UKAIIMU KOJa, MOXKET MPEBBICUTH BpeMsi, He0OOXoaumMoe I pa3paboTKu
HOBOW mporpammbl. [IpeoOpa3oBanne HEOOMBIIMX MPOTPAMM KaxeTcs TpPUBHAILHBIM, HO
peoOpa3oBEIBaTE KPYMHBIE IIPOTPaMMBI 3aTPpyIHUTEIRHO. Kpome Toro, M3MeHeHHe OJHOTO WIN
HECKOJBKMX METOJIOB MOXKET OKa3aThCs OECIHOJIe3HBIM IS 3JIOYMBIINUICHHHUKA, ITOCKOJBKY Y
KaXJI0TO U3 3TUX METOJIOB UMEIOTCS 3aBUCHMOCTH.

B npyrom crieHapuu yCIIeIIHOM aTaK¥ Ha MPEII0KEHHBIA METO/I KOJI MOXXHO H3MEHUTH, JOOABHB B
MPOTPaMMy JIOTIOJTHUTEIIbHBIC ONOKM (BHEIIHWE IMKJIBI, BHEIIHHE YCIOBHS) WK IpeoOpa3oBaB
mukn for B mukn while m 1.1 Takue W3MeHeHHs KoJa MNPaBUILHO OOHAPYKHUBAKOTCS, HO
yCTaHaBIMBaeTCs MPEAIoIaraeMoe, a He OJHOe KOMMPOBAHUE.

JpyruM  W3BECTHBIM  HEJOCTATKOM NPEANIaraéMoro METOJa  SBJISETCS  HEBO3MOXHOCTH
oOHapy>XeHHs TpeoOpa3oBaHNs OJHON MepeMEeHHOH B /1Be nmepeMeHHble. Hanpumep, mepeMeHHyo
a MOXHO 3aMEHHUTH Ha JIB€ HOBBIE MIEPEMEHHBIC b W C JUII COXPAaHEHHS 3HAYCHUS IMEePEMEHHBIX U
nanbHeime odpadoTku (puc. 7). Takue npeoOpazoBanust TpyAHO HAeHTH(UIMPOBaTh. OmHAKO

181



Sarwar S., Ul Qayyum Z., Safyan M., Igbal M., Mahmood Y. Graphs Resemblance based Software Birthmarks through Data Mining for
Piracy Control. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019. pp. 171-186

TaKue MpeoOpa3oBaHMs YBEIUYUBAIOT pa3Mep KOAa W, ClIeJOBaTeNIbHO, BpeMs obpaboTku. Kpome
TOT0, TAKUE MPEoOPa30BaHUs OTHUMAIOT MHOTO BPEMEHH, YTOMHUTEIBHBI, U BpeMsi, TpeOyemoe Iist
MOAU(UKAIIMHE WITH TPEOOpa30BaHMUs, MOXKET MPEBBILATH (PAKTHUIECKOE BpeMs pa3paboTKH.
ITockoNbKy MpeiaraeMblii MOJXOA H3BJICKACT XapaKTepHbIE OCOOCHHOCTH YPOBHS METOA,
MOHO OINPEACIUTh CXOACTBO METOJAOB JaKe MPH OYCHb HU3KON CTEMEHH CXOJACTBA MPOrpaMm
nenukoM. ITosToMy momnepkka Habopa XapaKTepHBIX OCOOCHHOCTEl Ha ypPOBHE METOJOB
MO3BOJIICT MPOTHBOICHCTBOBATh KOMMMPOBAHHIO METOMIOB H, CIICMOBATENbHO, THUPATCTBY B OoJiee
IIUPOKOM CIIEKTpE.

Mpumep IIpeo6pa3zoBanue

int a; int a = 10;

a = 10; int b = a*a;
int ¢ = b/a;

Puc. 7. Ilpumep npeobpazosanus kooa
Fig 7. Example of Code Transformation

4.4 CpaBHeHuMe ¢ pacnpocTpaHeHHbIMU nogxog4amMmm

Hmwke mpenctaBieHsl  pe3yiabTaThl  CPaBHEHUS — NPEUIOKEHHOTO  IMOJAXOAAa C  TpeMs
pacrpocTpaHeHHBIMH METOJaMH: Ha0Op XapaKTEepHBIX OCOOCHHOCTEH M0 TMOJHBIM ITyTSIM
nporpammbl (Whole Program Path, WPP) [15], metox Ha ocHoBe K-rpamm [16] u quHamuveckue
HaboOpBl XapakTepHbIX ocobenHocTel [9]. st cpaBHeHMst ObUIM BHIOpPAaHBI YETHIPE Pa3HbIE U
He3aBHCHMBIe TporpamMMbl u3 sorceforge.net [34]. Kaxmas mporpamma cpaBHHBalach cama c
co0oit u ¢ ApyrumHu Tpems nporpammamu. CpaBHEHHE NOAXOJ0B MPOMILIIOCTPUPOBAHO HA pHC. 8.
Kak BHOHO M3 pe3ynbTaToOB, NMPEAJIOKEHHBIM METOJ Ha OCHOBE Tpada paboTaeT iydiie, YeMm
IpyTHe METOIBI, KOTJa MPOTPaMMHEBIN KOJI CpaBHHBAeTCS ¢ caMHM coOoi. IlpuamHON mydimei
3G PEKTUBHOCTH HAIIETO0 IOJIXO0Ja SBISETCS YYeT CBA3EH M CBOHCTB KaXIOro ysia B Tpade
(Habope xapaKkTepHbIX 0COOCHHOCTEN).

150
100 '—% s ATM
50 Point of Sale
0 Library System
Graphs  K-gram WPP Dynamic === Hospital System
based

Puc. 8. Cpasrnenue ¢ pacnpocmpanernubiMu Memooamu
Fig 8. Comparison with Prevalent Techniques

Jlasree B Ko/ MPOrpaMMBbl ObLTH CKOITMPOBAHBI PAa3IHYHBIC METOIBI JJIS IPOBEPKH BO3MOXKHOCTH
BBISIBJICHMSI CXOJICTBA METOJOB B pacCMaTpHUBAeMOM Mporpamme. OKCIIEPUMEHTAIbHBIC
pe3ynbpTaThl TMOKa3aHel B Tabm, 4. Ilpu WCHONB30BAaHWM APYTUX METOJOB CTATHYECKOTO
¢dopmupoBaHuss HaOOpPOB XapaKTEpHBIX OCOOCHHOCTEH KJIaCCU(pUKAIMSI METOJOB ObLIa
HEBO3MOKHA.

Tabn. 4. Obnapysicenue Konupoganus Memooos
Table 4. Method Copy Detection Comparison

IMakeTsI Metoa Ha JInnaMuyeckuii
MporpamMm ocHoBe rpagos | K-rpammsl | WPP | meTox

bankomar 30 0 0 0
Toprosas Touka 20 0 0 0
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Bbubauoreunas

cHCTeMa 10 0 0 0
Boabauunas

cHCTEMAa 10 0 0 0

Hanpumep, B mporpamMmmHoM mnakere OaHkomata 30% MeTOMOB ObLIM KJIaCCH(HUIMPOBAHBI Kak
«CKOTIMPOBaHHBIE». Jlpyrne MeToApl KOIMPOBaHHE BOOOIE HE OIpeAeisoT. Takum obOpazom,
MOXHO YTBEpXKIaTh, 4YTO TPEIUIOKCHHBIH METOX sBISETCS JS(PQPEKTUBHOM Mepod MpOTHUB
KOMITBIOTEPHOTO IMPATCTBA JUI OOHAPYKECHHSI KOMMPOBAaHHUS METOJOB M IIPOTPaMM IIETTHKOM.

Kak ormeuanocs B pasz. 3, B METOJIE, OCHOBAaHHOM Ha Trpadax, HCIIOIb3yeTcsl CTPYKTYpa METO/Ia C
CYIIECTBYIOIIMMHU CBSA3SIMH MEXIY 3JE€MEHTaMH TNporpaMmbl. CpaBHHUTENBHO MPOCTO MOXKHO
BBINIOJTHUTH TIPE0Opa30BaHUE CIEIMAIBLHOTO BHJA, CKPBIBAIOIIEE KONMMPOBaHME Kona. [loatomy
IpefIaraeMelii METOA MOXeT ObITh Hed((EKTHBHONH MEpOil 3amUThl OT KOIHMPOBAHUS IS
IpOrpaMM, B KOTOPBIX COZEPKaTcs METOAbl HEOONmbIOro pasmepa. [Ipm HammIuM KpyIMHBIX
METOJIOB CIENNAIbHOE MPeoOpa3oBaHNe KOJa SIBISIETCS TPOMO3IKIM, U BPEMsI, HEOOXOAUMOE IS
npeoOpa3oBaHusl KaXJOro 3JIEMEHTa METO/a, MOXKET NpEBBILATh BpeMs pa3pabOTKH HOBOTO
METOJ1a.

5. 3aknroyeHue u HanpaesneHus1 6ydyuwux uccnedosaHull

Jns oOHapyXeHHs HE3aKOHHOTO HCIIOJIb30BaHUsI MpaB COOCTBEHHOCTM Ha IPOTPaMMHOE
obecrieueHre OBUI TPEJIOKEH HOBBIM MOIX0J K (OPMUPOBAHUIO HAOOPOB XapaKTEPHBIX
0CcOOCHHOCTEH MpOrpaMM, OCHOBaHHBI Ha rpadax. YHUKaIbHBIE XapaKTEPUCTHKH KOAA
(371eMEHTOB METO/IOB) C COOTBETCTBYIOIIUMH CBSI3IMH NPE0o0pa3yroTcsi B Tpadbl [UIsl BBISBICHHS
CXOJICTBA WJIM DPa3jM4Msl MPOTpaMM. XapakTepHble OCOOCHHOCTH YPOBHS METOAOB HOMOJHSIOT
Jpyrue METO/MbI BBIBICHUS cXocTBa. CpaBHUBAIOTCA JBa HaOOpa XapaKTEepHBIX 0COOEHHOCTEH, U
9JIEMEHTY Habopa XapaKTepHBIX OCOOCHHOCTEH NPHCBAWBACTCS MMOKA3aTeNIb CXOJCTBA C YYETOM
ero ruyounsl. Ha ocHOBe TakMX BBIYHCIICHUS BBIABIIACTCS OJMH M3 YETHIPEX YPOBHEH CXOICTBa
IByX mporpamM. IIpeuloKeHHBI METOJ COOTBETCTBYeT NPHHIHMIAM HAJE)KHOCTH U
YCTOIYMBOCTH HAa0OPOB XapaKTepHBIX 0coOeHHOCTei mporpamMM. C MOMOIIBIO MPEUIOKEHHOTO
HOJX0Ja B KOJE TaKXKe MOTYT OBITh OOHApY)XeHbl HW3MEHEHHbBIC SJIEMEHTHI. [lpeanoxeHHbIH
HOJAXOJ CPAaBHHUBAJCA C PacHpPOCTPAHCHHBIMH METOIMKAMH; CPAaBHEHHE IIOKa3bIBAcT, 4YTO
NPE/IOKEHHBI METO/ KJIAaCCU(HUKALUKU IIPEBOCXOJMT JPYrHe€ METOMBl, JaKe €CIH IOTOKH
MCIIOJIHEHHsI POTPaMMBbI HE MEHSIIOTCS, HO JIOTHKa KOJIa SBJISETCS PeoOpa3oBaHHOM.

B Oyaymem Mbl IJIaHUpyeM BBINIOJHWTH SKCHEPHUMEHTHI C JUHAMHYECKUM PEIICHHEM JUIs
OoOHapy>XeHHsT HE3aKOHHOTO HCIIOJIb30BAaHUS IMPOrPaMMHOTO OOECIEeYeHHsS C HCIOJIb30BaHUEM
THOPUIHBIX HAOOPOB XapaKTePHBIX 0COOEHHOCTEH MPOrpaMM U BOJSHBIX 3HAKOB.
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Abstract. An important operation for data processing is a number comparison. In Residue Number System
(RNS), it consists of two steps: the computation of the positional characteristic of the number in RNS
representation and comparison of its positional characteristics in the positional number system. In this paper,
we propose a new efficient method to compute the positional characteristic based on the approximate method.
The approximate method as a tool to compare numbers does not require resource-consuming non-modular
operations that are replaced by fast bit right shift operations and taking the least significant bits. We prove
that in case when the dynamic range of RNS is an odd number, the size of the operands is reduced by the size
of the module. If one of the RNS moduli is a power of two, then the size of the operands is less than the
dynamic range. It makes our method efficient for hardware implementation of cryptographic primitives and
digital signal processing.
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1. BeedeHue

[lpy WCMONB30BAHMK HEIO3MIMOHHBIX CHCTEM CYMCICHHS, TAaKMX KaK CHCTEMa OCTATOYHBIX
wiaccoB (COK), BbIMONHEHHE BBHICOKOIPOM3BOIUTEIBHBIX BBIYHCICHAN BO3MOXHO 3a CUeT
OTCYTCTBHS [IEPEHOCOB MEKIY paspsaamu. OJHAKO BO MHOTHX HPHKJIATHBIX 3a[a4aX BO3HHKAET
HEOOXOJMMOCTh CpaBHeHHWs uyuces. JlaHHas omepanus SABJSETCS 0a30BOH NPHU pean3aluu
GompIIoro uncia anroputMoB 3amuthl mHGopMaru (Chang et al., 2015 [1], Chervyakov et al.,
2017 [2], Sousa et al., 2016 [3]), uudposoit o6padorku curnanos (Chervyakov et al., 2014) [4],
cucrem OecrtipoBoHOi cBsizu (Ye et al., 2018) [5], o6maunbix Beruucinenuii (Tchernykh et al., 2016
[6], Miranda-Lopez et al., 2017 [7], Tchernykh et al., 2017 [8], Babenko et al., 2017 [9]) u T.1.
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W3z-3a HenosunmonHod npupoasl COK HemomynbHBIE Onepanun, TaKue Kak CpaBHEHHE YHUCE,
oIpezieJIeHUe 3HaKa YHCIIa U OIpeleIeHUE IIEPENOIHEHNS JMHAMUYECKOT0 JTUara3oHa, OTHOCSATCS
K BBIYHCIIUTEIBHO CIIOKHBIM OIEpalusiM.

B Mo3MIMOHHON CHCTEME CUMCICHUS CYLIECTBYIOT IPOCTHIE AITOPUTMBI CPaBHEHHUS YHUCEN,
KOTOpBIE CBOJATCS K MX mopaspsimHomy cpaBHeHHIo. B COK mpocThIX anropuTMOB CpaBHEHUS
grucen HeT (Szabo & Tanaka, 1969) [10]. Peanmsamus anroputma cpaBHeHus umcen B COK
COCTOMT M3 JABYX JTamoB. [lepBblii 3Tam — BBIYMCIICHHE MO3MIMOHHOW Xapakrtepuctuku (I1X)
MOAYISIpHBIX gucen X = (X1,%X3, ..., X,) u Y = (1,¥, .., Yn). BTOpoil 3Ttam — cpaBHeHHUE
no3utonHbix xapaktepuctuk [IX(X) u [X(Y) MomynspHbIX uyucen B MO3UIMOHHOW CHUCTEME
cuncnenus (IICC).

B xauectBe IIX MomymsipHOTO YHCIa MOXXET BBICTYHath ero mnpexacrtasieHue B IICC. [lns
nepesona unciaa w3 COK B [ICC MOXHO HCHONB30BaTh ONWH M3 aidroputMoB: Kwuraiickyro
teopemy 00 ocratkax (KTO), o6o0mieHHy0 MO3MIMOHHYIO cucTteMy cumcieHus (Bi & Gross,
2008) [11], pexypcuBHbIli amroput™m caBamBaHus umcen (nCRT) (Wang, 2000) [12] u ux
MOTU(DHKAIHH.

Bospiast BEIYMCINTENBHAS CIOXKHOCTh AITOPUTMOB BBIYMCIICHUS MCKOMOTO YHCIAa B JABOMYHOM
CHCTEME CUHCIICHUs CIIOJBHIJIa MCCIIENOBATEeNe Ha MOHMCK ero anmpokcuMaruu. C Ieibpro
YMEHBIIICHUS BBIUNCIUTENBFHON CI0XKHOCTH omepanuu cpaBHeHus uucend B COK uccnenoBarenu
npeiokmwim B KadectBe [IX MOAyJIsIpHOTO dHMClia HCIOJB30BaTh cleayromue (yHKIHMH:
nuaroHanbHas ¢pynknus (Dimauro et al., 1993) [13], yukius sapa (Burgess, 2003) [14], dakrop-
¢ynkuusa (Dimauro et al., 2003) [15], monoronnas ¢ynkuus Pirlo (Pirlo and Impedovo, 2013)
[16] u mp. [IpenaracMpie anropuT™MbI BeraucicHus [1X MO3BONISIOT YMEHBUIUTD BRIYHCIUTEIBHYIO
CJIOYKHOCTB 32 CYET YMEHBIICHHS Pa3MEPHOCTH OTIEPaH/I0B NPH BHIIIOJIHEHUHU OIIEPaLluK JEJICHUS C
OCTaTKOM.

CambiM 3¢ (eKTHBHBIM SIBJISICTCS TOAXO0J], OCHOBaHHbII Ha nmpubnmxenHoMm metone (Chervyakov
et al., 2017) [17], Tak kaK OH MO3BOJISICT 3aMEHHUTH OINEPAIHIO JICJICHHUSI C OCTATKOM Ha OIEPaLHIo
B3ATHS CTapIIMX OWT ymcia. B craTthe MBI mpeuiaraeM ONTHMH3HPOBATh MPUOIMKEHHBIN METOx
JUISL BBIYHMCIICHUSI ONEpallii CPAaBHEHMS YHCEN 3a CYET YMEHBLICHUsS KOJHMYECTBA OIEparui
JIETICHUS] C OCTATKOM M yJIy4YIIEHHOH TOYHOCTH BBIYHMCIICHHS IJIs1 KOPPEKTHOI paboThI aIropuTma.
[anee crtathsi opraHn3oBaHa clielylomuM o0Opa3oM. B pasn. 2 Hamu paccMOTpEHBI OCHOBHBIC
nonoxxenust COK u ee cBoiicTBa. B pa3n. 3 paccMOTpeHbl METOABI CPABHEHMSI UHCEN, OCHOBAHHbIE
Ha miepeBoze uncen u3 COK B [ICC. B pa3n. 4 nmpoBeneH 0030p METOJOB CpaBHEHHSI HA OCHOBE
BBIYMCIICHHS TO3HIIMOHHBIX XapaKTepUCTHK. B pasn. 5 mcciemyercss Bonpoc CpaBHEHUs YHCEN B
COK c ncrnosp30BaHNEM METOJIOB ONpeeNeHns 3Haka yncia. Pa3n. 6 mocBsiieH Moan(UKauu
METOJla CpaBHEHMs YUCENI M HCCIEJOBAaHUIO €ro CBOMCTB. B 3aKkilO4eHMM NpeICTaBIICHBI
CpaBHEHHE NPEIJIOKEHHOTO METO/Ia C CYLIECTBYIOIIMMH U OCHOBHBIE BHIBOJIbI.

2. Cucmema ocmamo4HbIX K/laccoe U ee ceolicmea

Iox ocratkoM uuciaa X M0 MOIYJIO P; MOHHUMAETCS YHCIO X;, YAOBJIETBOPSIOIICE BBIPAKECHHUIO
X = x; + b - p; 1t HexoToporo yucna b u 0 < x; < p;. OCTaTOK OT JETICHHS MOXXHO 3aIlicaTh B
TEpMHHAX TEOPHH CpaBHEHUH X; = X mod p;, uin Juts KkpaTtkocTH |X |pi'

COK ompenensercss HaOOpOM B3aMMHO TIPOCTBIX YHCET pP;, HA3BIBAEMBIX MOIYISIMH, T.€.
{P1, 02, -, Pn}, THe HOM(p;,p;) =1 mna i # j, N — xonudecTBO MojyJe. JIroboe umcno X €
[0, P — 1] moxer ObiTh mpexacraBiero B COK enunHcTBeHHBIM 00pa3oM kak X = (Xq, Xy, ..., Xp),
roe x; = X mod p;, a P =[]}~ p; — AuHamMuyeckuil auamnasoH.

Ocobennocthio COK siBsieTcss BO3MOYKHOCTD BBITNOJHEHUST ONEPALUi CIOKCHUS, BEIYUTAHHUS H
YMHOXXEHHUSI MapaljIebHO M HE3aBHCHMO IO KaXAOMY U3 Moayied. Ilycth aaHbl [Ba 4uciia
X = (x1,%3, 0, X)) uY = (¥4, Y2, -, Yn), TOTIA, KaK 10Ka3aHO B (Axyuickuii & FOnuukuii, 1968)
[20], BeImONTHSIETCS
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C=Xx*Y= (lxl * yllpl' ] |xn * ynlpn)l
rae *= {4+, —,%}.
OpHako, MPH BEHITIOJHEHIH apH()METHYSCKUX OIepannii BOZMOXKHA CHUTYaIus, KOTJa pe3yiabTar
BeixoauT 3a jauanazon C & [0,P — 1], T.e. NpoMCXOOUT TMEPENONHEHHE, W pe3yibTar Oynaer
OTIIMUYEH OT OKUAAEMOro Ha pa3Mep nauanas3oHa. sl MpoBepKH KOPPEKTHOCTH pe3ynbTaTa B
cratbe (Chervyakov et al., 2017) [2] pa3paboTana cxema, OCHOBaHHasl Ha UCTIOJIB30BAHUU CBOHCTB
panra uucia. IIpermyiecTBo IpeasoKEHHOTO MOAXO0a 3aKII0YaeTcsl B TOM, YTO OH MO3BOJISIET
MIPOBEPUTH KOPPEKTHOCTH Pe3yIbTaTa, He BOCCTAHABIMBAs CaMO YUCIIO.
Hcnonp3oBaHue MeTona MNPUONMKEHHOTO BBIYMCICHUS paHra 4YHCIa IO3BOJSET YMEHBIIUTH
BBIUUCIIUTEIBHYIO CJIOKHOCTh alropuTMoB mnepeBoja uucenl u3 COK B MO3UIMOHHYIO CHCTEMY
CYHCIICHUS.

3. MemoObI cpaeHeHus1 Yuces, OCHO8aHHble Ha nepesode 4yucen u3 COK e
rncc

B OonpmMHCTBE METOMOB 3aja4a CpPaBHEHHWS YHCEIN pemaercs depe3 nepesox dmcia u3 COK B
[ICC u ux cpaBHeHue.

3.1 Kutanckasa Teopema 06 ocTaTKkax

Cormacio (Omondi & Premkumar, 2007) [21], ams mepeBoma uumcia u3 COK B IICC
HCIMONb3YyeTCs CTAaHAApTHOE BOCCTaHOBIeHHE ¢ momoinsio KTO, KOTOpYH0 MOXKHO 3ammcarth
bopmynoit:

n
X = Zpi'xi'lpi_llpi ) (1)
i=1 P

P -
rae P, = o7 a|P; 1|pi — MyJNbTUILIMKAaTUBHAsA UHBepcus P; mo moxymno p;. Paccmorpum npumepst
L

BOCCTaHOBJICHHS YrCIIa TI0 popmyde (1) u cpaBHEHHS YHCET.
Mycte nana COK {3,5,7} w uncna X = (2,2,3), Y = (1, 3,4). Jlunamudeckuii Auana3oH AaHHOM
CHCTEMBI OCTATOYHBIX Ki1accoB paBeH P = 3 -5 -7 = 105.

Breruucium P;:
p P 105 35 P P 105 21 P
1=—=_= ) 2=—=_= » 3=
P1 3 D2 5

UToObl BBIYHUCINTH MYJIBTUIUIMKATUBHYIO HHBEpCHIO P;, HYXHO HaWTH Takoe X, KOTOpoe
yIOBIETBOPSET CpaBHeHHI0 X - P; = 1modp;. Takum obpasom, |P{ll; =2, |Pylls=1,
|P;1|, = 1. Takum o6pa3oMm, Bce HeoOX0aUMBbIE T Bhraucaenus (1) raHHble momyueHsl. Haiinem
3HAYEHHE TEPBOTO YNCIIA:

X=135-2-2+21-2-1+ 15 3 1|95 = 1227|1095 = 17.
Haiinem 3HaueHne BTOpOro yucia:

Y=135-1-2+21-3-1+4+ 15 4 1]195 = |193]445 = 88.
Tak kak 17 < 88, 3Haunt X < Y.

YuuteiBas BBIYUCIIUTEIBHYIO CJIOKHOCTH BBIYUCJIICHUA OCTATKA OT ACJICHUA Ha 0OJIBIIIOE YHUCIIO P,
Hucciea0BaTe/in  MPEAJIOKUIN aJ'II;TepHaTPIBHLIﬁ noaxoHd, OCHOBaHHBIA Ha O606HI€HHOI>1
HO3I/IIIHOHHOﬁ CHUCTEME CUHUCJICHHUA.

3.2 O606LWeHHasa No3nLUOHHasA cuctema cumcneHums (ONCC)

OIICC 3a cyer CBOMX CBOWMCTB IO3BOJISIET CPaBHUBATH JBa YMcia 0€3 MPSIMOIo BOCTAHOBIICHHS
camoro cucia. Yucio B OIICC 3apmaercst xoprexem [aq,ds,...,A,], @ OCHOBAHUSIMU CHCTEMBI
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ABISIIOTCS D1, P1D2, P1P2P3> ---> P1)P2s oo » Pn—1, TAE D1, P2, -, P — MOgynmu COK. CBa3bp Mexy
nBondHOM cuctemoit cuncienus u OIICC onpenensercs mo ciuenyromueit popmyie:

X =ay +ayp; +azpip; + -+ aup1P2 - Pnov)

Taxk kak OIICC siBysieTCsl TO3UIMOHHON CUCTEMOM CUHMCIICHHS, TO CPABHEHUE YUCE]T PABHOCHIIBHO
CpaBHEHUIO JBYX KopTexeH [a,, ay, ..., Ayn| ¥ [by, by, ..., by ].
Hus mepeBoga uncna X = (xq1,%y,...,X,) u3 COK B [a4,a,,..,a,] OIICC wucnons3yercs
CJEeIYIOIINHA MOAXOI:
a1 = xl,

_ -1
a, = |(x; —ay) " p1 |p2 )

_ -1, ..-1
az = |(x3 —a; —azpy) P12 |p3 )
a :l(x —a, —a — e —Qa ). _1. . _1|

n n 1 2P1 n-1P1P2 --Pn-2) "P1"~ " - Pn-1lp,-

D¢ dexTuBHASL peanu3ays adropuT™Ma CpaBHEHH yrcen ¢ ucnons3oBanueMm OIICC mpencrasneHa
B pabore (Isupov, 2016) [22].
Hcnonp3oBanue OIICC mo3BoseT YHTH OT BBIUUCICHUS OCTAaTKa OT JIEIICHU Ha OOJBIIOE YHCIIO

P, HO IPUBOJAUT K HCIIOJB30BAHHIO OOJIBIIEr0 KOJIMYECTBA MOAYJIbHBIX onepaum‘/i o MOAYJISIM
COK.

3.3 MpubnuxxeHHbIN MmeTOA

i MCKIIIOYeHHs OTepalluyl JISIEHHs. ¢ OCTaTKOM Ha OO0JIbIIoe MpocToe 4ucio B crathe (Van,
1985) [23] mpeminoskeH MPHONMKCHHBIA METOJl, OCHOBAHHBIAM HAa OTOOPa)KCHUH, MEPEBOJIAIICM
[0, P) B [0, 2). Ins aToro nepemnwuiiem (1) B Buae

n
X=2Pi-xi-|Pi'1|pi—P-rx, @)

i=1

P
UL HEKOTOPOTO0 HEOTPULIATEIIBHOT'O LIEJIOT0 YKCJia 1), - paHra 4uclia. PaSI[eJ'II/IB (2) Ha E’ MOJIy4Ynm

2 o 2 .
Xo=(5) X =D x 1B, — 2 )
i=1 Pi

Takum o6pazom, u3 (3), X; MOKET ObITh BBIYUCIICH KaK cyMMa JPOOHBIX YHCEN C 0TOpachIBaHUEM
KpaTHOW JBYM IEJIOW YacTH pe3ylbTaTra. JDTO MOXET OBITh IONyY4eHO TOBOJBHO TPHUBHAIBHO,
MOCKOJIbKY BBIYMCIICHHS BBITIOMHAIOTCS B TBOMYHOM BHe. [IpomumocTpupyeM 3TO Ha MpHMeEpeE.
Iycts mano wncio (2, 2, 3), roraa mo popmyse (3) moryaum

2

x—222+221+ 3-1
S 5 7

34

, 105

. 17105

3aMeTuM, 4TO B JIaHHOM METOJIC CIaracMbIe PEIKO MOTYT OBITh IPEACTABICHBI B BUJIC KOHCYHOM
Ipobu. Jlns mpencTaBieHUs B BHJE NECATHYHON (IBOMYHON) ApoOM Kakaoe ciaraeMoe J0HKHO
OBITH Ope/ieIEHHBIM 00pa30M OKPYTJICHO.

Ecnu Ha kaxxgoe ciaaraemoe cymmbl B popmyie (3) Beigenuts N + 1 6ut, 1 — Ha nienmyro 9acts 1 N
— Ha JpoOHYyI0, W yCeKaTb OCTaBLIMECS OWTBI, TO OWIMOKA B KaXIOM CllaraeMoMm OyJer
yIOBIETBOPATL HepaBeHCTBY 0 < e; < 27V, 1 nocKosbKy TaKuX CIaraeMblX 7, TO MAKCHMANIbHAS
omubka npu yceuenuu (3) Oyzer e = n27¢,

IMockonbky uncna X; pacnpezeneHbl paBHOMepHO Ha uHTepBasie [0, P), TO paccTOsIHUE MEXay

2
JABYMs COCEIHUMU YHCJIaMU PAaBHO ;
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2
KpOMC TOT'0, MHTEPBAJI MCIKIY HauOOJIBIINM IOJOKUTEILHEIM YHUCIOM | 1 paBCcH ; JJIA YCTHOT'O P
1
nu ; JJI1 HCYCTHOI'O P.

Taxkum 06pa30M, JJIA TOro, YTOOKI YCCUCHHOC 3HAYCHUC XS COOTHOCUJIOCH C TOYHBIM 3HAYCHUCM
XS, omubKa JOJKHA YAOBJICTBOPATH CIACAYIOIMIUM COOTHOIICHUSAM!

2
n-2NVN< p /Il YeTHoro P (4)

1
n-2NVN< Vsl HEYeTHOro P, (%)

WITH

N = [log, P - n] — 1 ana getHoro P,

N > [log, P - n| nna vegetHoro P.
Xots npoOHOe mpescraBieHue u TpeOyeT npumepHo Ha [log, n] Out Gosble, HO TPOCTOTA U
CKOPOCTb BBINIOJIHEHHS ONEpalHMil KOMIICHCHPYIOT 3Ty H30BITOYHOCTh. JlaHHBIH croco0
BBIYUCICHUS X; MOXXET OBITh OTHOCHUTENBHO IPOCTO BBIYHCICH C HCIIONB30BaHHEM IaMSTH,
XpaHsIIeH NPe/IBbIMUCIICHHBIE 3HAYEHNS, , HA BXOJl KOTOPOIi mofaeTcs ocTatok |X |, , a Ha BhIxOzL
MOCTYMAaeT YCEUCHHOE 3HAUCHNUE, a Jjajiee yCeUeHHbIe 3HAUCHHS CKIIabIBAIOTCS 110 MOAYJIIO 2, 4TO
JIETKO PeaTU3yeTcsl anmnapaTHo.
Paccmorpum umcnennsiii npumep. Ilycts B COK {3,5,7} 3amaner apa uucna 1= (1,1,1) u

104 = (2,4, 6). lng naunoii cuctemsr N = [log, (105 - 3)] = 9. PaccMoTpuM mepBOe YHUCIIO 11O
CllaraeMpIM:

2 4
|§ 1-2] = 3= 1.010101010101011 ... = 1.010101011,
2
2 2
T 1-1] = T = 0.011001100110011 ... = 0.011001101,
2
2 2
|; 1-1f = 7= 0.010010010010010 ... = 0.010010010.
2

[Ipocymmupyem no Moayito 2 noiaydeHssle ciaraemble 1 noxyuum 0.000001010.
PaccmoTtpum BTOpOE umcIo:

2 8 2
|— 2-2| = |— =2=10.101010101010101 ... ~ 0.101010101,
3 , 131,73
2 8
|§- 14| =2 =1100110011001101... ~ 1.100110011,
2
2 12
|7 16| =~ =1101101101101110... ~ 1.101101110.
2

[Ipocymmupyem o Moayito 2 modydeHHble ciaraemble U momyanM 1.111110110.

CpasHuBas nonry4eHHsle 3HaueHus, yeuaum uto (1,1,1) < (2,4, 6).

Jannerit Meton 3¢ dekTuBHEe, YeM BOCCTAaHOBJICHUE YUCIIA C IIOMOIIBIO Kitaccuueckor Kuraiickoi
TeopeMbl 00 0CTaTKax, OJHAKO BO3HHKAET BOIPOC O JOCTATOYHOCTH WIH U30BITOYHOCTH TOYHOCTH
coracHo ¢popmynam (4)-(5).

CTOUT 3aMeTUTh, YTO MCIOJIb30BAHHE AAHHOTO IOAXO0J]IAa MO3BOJSIET BBIUUCIISITH MO3UIMOHHYIO
XapaKTePUCTHKY C IPUMEHEHHUEM CIeIyromei GopMyIs:

(2
—|1P7Y.,. - x; ]
2 [ bl |

VX) = : (6)

192



Babenko M.I",, Yepusix A.H., Yepsskos H.1., Kyuykos B.A., Mupanza-Jlonec B., Pusepa-Ponpurec P., Iy Wk. Db dexTiBHOE CpaBHEHHE YHCeT B CHCTEME
OCTAaTOYHBIX KJIACCOB HA OCHOBE MO3UIIMOHHOI XapakTepucTiku. Tpyost UCIT PAH, Tom 31, Bbim. 2, 2019 ., ctp. 187-202

rae [x],-v = [2Vx]/2V.

C uenbi0 yMEHbIICHHs KOJMuYecTBa omepauuii B mpubmmkenHom meroxe B (Chervyakov et al.,
2017) [17] npeanokeHo UCHONIB30BATh CIEAYIOILYI0 (GOPMYJTyY:

n
i=1

2N
roe W; = lp—ile /2N, |x|,-npo6uas wacts uncna x, N = [log,(Pp)]up = —n+ YL, p;.

cX) = ) (7

1

[IpenMymecTBO JaHHOTO METOAA COCTOUT B TOM, YTO OH HE TPEOYET NOMOIHUTENBHBIX ONEpaliy
OKPYTJICHHUS BBEPX, OJTHAKO IIPH 3TOM YBEIHUMINCH Pa3MEphI ONIEPaHIOB.

4. MemoObi cpaeHeHusi 4ucen e COK c¢ ucnonb3oeaHueM MO3UUUOHHbIX
Xapakmepucmuk
C OEJIbIO YMCHBIICHUA BEIYHCIIMTEIIEHOM CJIOKHOCTH ajJropurma CpaBHCHUA YHUCCII

uccnenosarenu (Dimauro et al., 1993) [13] mnpeanoXuid HCHONB30BATH MOHOTOHHYIO
JIMArOHaIbHYIO ()YHKITHIO.

4.1 [OwaroHanbHas yHKUMA

OTIMYHBIM OT BBIICH3JIOKCHHBIX METOJOB CPAaBHEHHUS 4YHCEN SBISIETCS METOJ Ha OCHOBE
CIICIIMANIbHON JMAroHaJbHON (YHKLIUH, KOTOpas ONMpEeAesieTcss KaK CyMMa COOTBETCTBYIOLIHMX
k03¢ ¢unuenToB P; W Ha3pIBaeTCI METOAOM CyMMBbI Kod(duuuentoB (Sum of Quotients
Technique, SQT), onucanue KOTOPO# MOXHO HaiTH, Hampumep, B (Dimauro et al., 1993) [13].
JuaroHanbHas QyHKIMS IPeACTaBIseT cO00H MOHOTOHHO BO3DPAcTaloMIyl0 (YHKIHUIO, HA OCHOBE
KOTOPOH BO3MOKHO CPaBHCHUE YHCEL.

JuaronansHast pyHKIUS UMEET BUI;
X X X
000 = [+ [X] -+ X ®
D1 D2 DPn
Onnako ¢opmyna (8) sBiIsETCS Mano MPUrOAHON Ha mpakTtuke. B cBs3u ¢ atum (Dimauro et al.,

1993) [13] Obuta mpepIoKeHAa AaHATUTHYCCKAass (QYHKIUS JJI1 BBIUKCICHUS JIMArOHAIbHOU
byHKINN:

D(X) = Zk;‘ % ©)
=1 so

rne ki = |-pi s, e i =1,..,n,SQ =P, + P, + -+ B,.

Tax xak nuaroHanbHas GyHKIMS (9) sSBISETCS MOHOTOHHO BO3pacTaroleH, TO OHAa MOXXET OBITH
UCIIONB30BaHa U cpaBHeHus uucen, T.e. eciid D(X) < D(Y), to X < Y. OmHako, BO3MOKHEI
cirydan, korna D(X) = D(Y),utorna X <Y, xormax; <y;,i =1,..,n.

Paccmotpum npumep cpaBHeHHMs uncel. Bo3bMem panee ucronb3oBanHble uuciaa X = (2,2,3) u
Y = (1, 3,4). Anst Hayana BEIYKCINM 3HAYCHHSI

SQ=35+21+15=71,

ki = |=pitl7 = =375 =47,

ki = 1=p3' = =577 = 14,

k3 = |-p3'l; = =77 7 = 10.

Haiinem 3HaueHNe qraroHaIbHONW (QYHKINN:

DX)=12-47+ 2-14+3-10|,, = 10,

DY)=11-474+ 2-14+3-10],;, = 34.
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Tx.DX) < D), T0X <Y.

4.2 ®yHKuua agpa AKyLICKOro

006006uWMB pe3ynbTatT, monydeHnsi (Dimauro et al., 1993) [13], uccnenoBarensckas rpymnna (Pirlo
& Impedovo, 2013) [16] mpemnoxuia UCIOIb30BATH MHHIMAIIBHYI (QYHKIHIO sapa AKYIICKOTO
0e3 KpuTHueckux sjep. JlaHHBIH TOAXOA SBISIETCS AaHAJIOTMYHBIM METONY JHaroHaJbHOW
¢ynkun. Oynkius Pirlo nmeer cnenyrommii Bua:

Pi(X) = [;—HJ (10)

Opnnako Qopmyna (10) sBiseTcs Mano NPUTOJHOW Ha TPAKTHKE, B CBSI3M C ITHUM ObUia

MIpeUTo’KeHa aHaMTHIecKas PyHKIHS Uit Berauciaerns Pirlo ¢pyHknnm:
n

Pi(X) = Zk;* X (11)

i=1 Pp
-1
L
L P L
roe k" = {T’ .
n

Tak xak ¢ynkuus Pirlo (11) sBusieTrcss MOHOTOHHO BO3pacTaroOLed, TO OHa MOXET OBITh
UCIOJIB30BaHa Il CpaBHeHUs ywmcel, T.e. ecnu Pi(X) < Pi(Y), to X < Y. OnHako BO3MOIKHBI
ciyyau, korga Pi(X) = Pi(Y), u B atom ciyuae X <Y, korna x, < y,.
Paccmotpum mpumep cpaBHeHus ymces. Bo3sMeM paHee ucrnonb3oBaBuinecs uyncna X = (2,2, 3)
nY = (1,3,4). lna Hayana BeIYUCINM 3HAUCHHS:

P; =15,

P |, P 2-35
kI* — {l 1 |P1 1] [ — 10’
s = [|P2 1|p PZ] ll 21 _
2 - - ;
= luD3 1|,, P3j ll 15
3= =

Haiinem 3Hauenne ¢pynkmuu Pirlo:
PiX)=12-10+ 2-3+3:2|;5s =2,
Pi(Y)=1]1-10+ 3-3+4-2|;s =12
u mockoisky Pi(X) < Pi(Y), To X <Y.

Kaxk noka3zano B pabore (Mohan, 2016) [24], ¢yuxuus Pirlo mpourpsiBaet Kuraiickoii Teopeme 06
0CTaTKax, TaK KaKk TpeOyeT NOMOIHHUTEIbHBIX CPABHEHHH YHCEll.

5. CpaeHeHue 4uces Ha OCHoge anzopumma onpedesieHusi 3HaKa Yyucna

C menpi0 ONTUMM3ALMM AITOPUTMA CPABHEHMS UHCEN MHOTZA IENecO00pa3HO HMCIOIb30BaTh HA
BTOPOM 3TaIleé BMECTO aIrOPUTMa CPAaBHEHHUS AITOPUTM ONpEeNCHHs 3HaKa YHCIA.

Hekoropeie mpunoxennss B COK TpeOyroT HCIONB30BaHUS OTPHUIATENBHBIX uncen. Jlis
omnpezenenus 3Haka yncya B COK ¢ oTpunarelbHBIMK YnciIaMH HEOOX0AMMO CPaBHUTH 3TO YUCIIO
¢ cepeauHoM nuamnasoHa. CremyeT Takke OOpaTHTh BHHUMaHHE, YTO B J[aHHOM Cilydae
OTPHULIATENIBHBIE YHCIA UAYT 3a IMOJIOKUTENbHBIMU, U IJII CPAaBHEHMs 4YHCEI CHadajga HY>KHO
ONpPENEINTh UX 3HAK.

B COK ¢ moaymsaMu {p,,p,, ..., Pn} ¥ IMHaAMHUeCKHM uanazoHoM P = [[i-; p; Moxer GbITh
MPeCTaBIEHO YUCIO X, yIOBIETBOPSIONIEE CAETYOIUM COOTHOIIEHUSIM:
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P—-1 P—-1

T < X< > ,ecyv P HedeTHOE,

P
- < X< 57 1, ecan P yeTHoe.

Torma, cormacio (Omondi & Premkumar, 2007) [21], ecium X = (x1,%y,...,%X,), TO
orpunarensHpM Oyzaet uucino —X = (Xy , X3, ..., X, ), TAC X, SIBISICTCS JOMOTHEHHEM X; IO MOJYJIS
m,;. Harmpumep, nnst COK {3,5,7} w uncna X = 17 = (2,2, 3) nonyunm —X = (3 —-2,5-2,7 —
3) =(1,3,4). OueBuano, 4To A mepexoja OT BOCCTAHOBJICHHOTO 4YHCIA K OTPHULATENHHOMN
¢dbopme HEOOXOOMMO OTHATH 3HAYECHHE JAWHAMUYECKOro nuamnasoHa, 1.e. (1,3,4) =88 = 88 —
105 = —17. Ecnu paccmarpuBarh BeCh JMHAMHUYECKHH JWAna3oH, TO YHCIA PaclpeAeisioTCs
cnexyronmm obpasom: 0,1, ...,52, —=52,-51,...,—1.

Tenepp, Koraa 3a7aHbl OTPHLATEIBHBIE YKCIA, BOZHHUKAET HEOOXOJMMOCThH OINpPEIEIICHUS 3HaKa
grcia. CyImecTByeT psif MOAX0I0B K onpeneneHuro 3Haka gyncen B COK: BoccTaHOBIEHHE YUCIA C
nomomsio Kuratickoit Teopemsl 06 octatkax (KTO), ucronszoBanne 06001meHHON TO3HIINOHHON
cucremsl caucienus (OIICC) u gpyrue.

[pob6nemoit KTO sBisieTcst HEOOXOIUMOCTh HAXOKICHUS OCTAaTKa 10 OOJBIIOMY MOAYIO P, 9To
SBIISICTCS JOBOJIFHO TPYIOEMKOH 3a1adeii, 1 OCIEAYIOMIeTo CPaBHEHHS ¢ KOHCTAHTOM.

Bremem ¢ynxmuro 3raka S(X) Ui CHCTEMBI C HEYETHBIM JWHAMHYECKHM Iuana3oHoM P (B

. P
CJIy4ac 4C€THOT'O Auara3oHa rpaHrulCH CIIYKUT E)
P-1
0,ectn0 < X < T.

S() = P—1

(12)

1, ecnu < X <P

PaccmoTpuMm Ha mpuMepe CpaBHEHHE YHCEN C KCIIOJh30BAaHUEM OTPULATEIbHBIX 4ucen. Ilycth
HeoOxoxumo cpaBHUTh unciia X = 17 = (2,2,3) uY = -8 = (1,2,6) B COK {3,5,7}. Ecniu X > Y,
to (X —Y) > 0. Haiinem pasnocTsb

X-Y=02-12-23-6)=(1,04).
[Mpumenum npubmkennyo ¢opmyny Ha ocHoBe KTO u OyzmeM cpaBHUBATh pe3yibTaT C
CepeMHOM auana3oHa, T.e. C % Bce KOHCTaHTHI TPEABAPUTEIBHO BBIYMCICHBI B MPEABLAYIINAX
npuMepax.

_5<1
. 21 2

. pi 1377
i=1 1
OdeBHAHO, YTO TOCKOJBKY IIONyYCHHOE 3HAUYECHHE MEHBIIEC CEepeAMHBI JHana3oHa, TO OHO
MOJIOKUTENILHOE, U 3HaYuT X > Y.

CTOUT OTMETHUTh, YTO JUIS KOPPEKTHOH pabOThl alropuTMa CpPaBHEHHS YHCEN HAa OCHOBE
ANTOpPUTMA OIpPENeIICHUs] 3HaKa 4mciaa TpeOyercs yasoeHue auama3zonHoB COK, dro BemeT K
JIOTIONTHUTEIBHBIM BBIYUCIUTEIBHBIM HAarpy3kaMm Ipu 00paOOTKe JaHHBIX, OJHAKO B JAHHOM
ciydae He0OXOAMMO HAXOXKJCHHE JIUIIb OJTHOW TTO3UITUOHHON XapaKTEPUCTUKHU JUCIIa

3 -
X _ zxi-IPillp,. _ 12,

6. Modudgukayusi anzopumma cpaeHeHus 4yucen e COK

B kauectBe HO3PIIIPIOHHOI71 XapaKTCPUCTUKH PACCMOTPHUM CJICAYIOLTYIO (byHKIII/IIOI

fX) = Zn:k_ixi ,

N

_ 2N|P_1|p_
rac kl = p—l .
1A
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6.1 CpaBHeHue ynucna B COK ¢ He4yeTHbIM gnanasoHoMm
Jlemma 1. Eciu N = [log,(n - P — n)], T0 cripaBeinBO CileayroIiee pPaBeHCTRO:

Zr'l=1zx' iz ki
{ L Nl L — l P | 2 ) (14)
2N|p~ . L
rae k, = o — uk; =P, P,
JlokazaTenbCTBO.
i = _ 2Nk, [2VKip i kixi
Taxk xax k; u k, cBS3aHBI paBEeHCTBOM Kk, = —5 — —5 > TO BBIPAKCHHE | == 5| MPHMET BHJI:
J— n n
i ki x; 1 1
{T =[5 ki D12kl x (15)
=1 -1
1an 1on X
IMoacTaBuM ‘Zi=1 kix; = l‘Zi:1 k; xiJ + =B (15), momyuum:
e k X; > kix n
N, J 16
[ [P - DI (16)
U3 (16) ciemyeT, 94TO yCIOBHE JEMMEI | SKBUBAJICHTHO CIICAYIOIIEMY HEPABECHCTBY:
X 1 n
. N
OSE_P oN zi=1|2 ki|Pxi<1 (17)

Cornmacao Kuraiickoit Teopeme 00 ocratkax, X ynoeierBopser ycioBuio 0 <X < P,
cnegosarenbuo, 0 < % < 1. TlpuHuMas BO BHHMaHHE, YTO ﬁ- Y 2Vkilp x; = 0, mbI
MOJIy4aeM, YTo IpaBas yacTh JBOWHOTro HepaBeHcTBa (17) BepHa g Becex N.

PaccmorpuMm 7neByio uacTe ABOMHOro HepaBeHcTBa (17). Ilpm X = 0 oHa BeIMONHSETCA UIA

moboro N. Ilycte X ynosneTBopsieT HepaBeHCTBY 1 < X < P, Torja JieBylO 4acTh HEPAaBEHCTBA
(17) MOXHO TIPEICTABUTH B CICAYIOIIEM BHIE:

1 n
2N > e z 1|2Nki|P Xi (18)
i=

Tak kak [2Vk;|p <P —1, to X 12Vkilpx; < (P — 1) X, X;, CleNOBaTeNbHO, JUIS BCEX
1 < X < P cnpaBeIMBO CIENYIOIIEe HEPABEHCTBO:

1 n
5 D [2Vlpx < (= 1) (19)
i=

U3 (18) u (19) cnenyer, uto ecimu N = [log,(—n + n - P)], To neBas gacth HepaeHcTBa (17)
BBITIONTHSIETCS, CIIeI0BaTENbHO, paBeHCTBO (14) BeimonHseTcs. Jlemma qoka3aHa.

Teopema 1. Ecitu N = [log,(—n + n - P)], To dyukuus f(X) — ctporo Bo3pacraromias.
Joka3arejabCTBo.

st Toro uroOsl f(X) sBisIach cTporo Bo3pacraromed (pyHKIHeH, HEOOXOAUMO U JIOCTATOYHO,
9TOOBI /1 BeexX medbix unced 1 < X < P — 1 BBINONHSAIOCH CIEAYIOIIEee YCIOBUE:

fX)-fX-1)>0 (20)
Tak xax [X|,v =X — lziNJ - 2N 10 pynkumio f(X) MOKHO NPENCTABUT B CIIELYIONIEM BUJIE:
n —
_ nokeox:
F00 =) T xi- [ZZ—N] 2 (21)
i=1

IpuHEMast BO BHUMaHHe, 910 Y, k; (2 = |x; — 1|pi) =" ki — Dix;=0 k, p; , To mosyumm, uto
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fO-fX -1 =

S o ).

Tak kak YCJIOBUE JICMMbI 1 BBIITIOJIHCHO, TO

lz ka] [ il 1Ip| lZ kX] lz kil 1'?’1’] (23)

HUcnone3ys teopemy u3 padotst (Chervyakov, et. al., 2017) [2] u nemmy 1, dopmymna (23) npumer

BUM:
kx| | Xis kilxi — 1y, i-1 ki —1
- - = ARy =
P P x;=0

(24)
n ok,
\Zl > ] Z |P 1|PL
Monacrasus (24) B (22), nomy4um:
f&)-fX-1=
n
— Tk 25
=Zki_z 1p1 <[ . Z |P 1|Pz 9)
i=1 *i=
n 7. Lk N n . -1 N _ i |2Nki|p .
Tak kak Yimq k; — = 2N = |Zi:1ki|2N u Py, - 28 =k = —— TO Juii BCeX I = 1,n
tdopmyna (25) mpumeT BUA:
12"kl p
FX- FX 1) = ¥y ==t (26)
N x;i=0 L

Tak kak |Z?=1 k_i|2N >0, to w3 (26) cuenyer, uto f(X)- f(X —1) > 0, u, cinemnosareibHO,
¢bynkuus f(X) crporo Bozpacraer. Teopema okaszaHa.

W3 teopemsl 1 cieayer, 4To BBeAECHHAS (PYHKLUS SBISETCA CTPOrO MOHOTOHHOM, CIIEN0BATENLHO,
€€ MOXXHO HWCIIOJBb30BAaTh B KAYeCTBE MO3UIMOHHOM XapakTEPUCTUKH LISl CPABHEHHS YUCEN B
COK.

TpemIokKEeHHBIH MOAXOA IO3BOJSET YMEHBIIUTh BBLIYUCIMTEIBHYIO CIOXKHOCTH aJrOpUTMa
cpaBHenus uucen B COK. DddexruBHas anmaparHas peanusanus Olepaluu |x - y|,n I03BOJIET
YMEHBLIUTh JOTMYECKYIO CXEMY IIPU ANNAPATHOM pealu3alii 110 CPaBHEHUIO C KJIACCHYECKUM
YMHOXEHHEM JIBYX YUCE X - V.

6.2 CpaBHeHue uucen B COK, ecnn oauH u3 moaynen paBeH CTeEneHu
ABOWKN

Tak xak moaymu COK SBISIOTCSI B3aUMHO TPOCTBIMH YHCIIAMH, CIIEIOBATENILHO, YETHBIH MOJYJTh
TOJIGKO OJIMH. 3HA4WT, 0e3 MOTepu OOIMHOCTH OYyJIeM CUYWUTaTh, 4TO N-bIii MOAYJIh WMEET BH]I
p, = 2t Tak xak p, = 2%, To ucnons3ys csoiicrso COK, uncna X, Y MOryT ObITH PECTaBIICHB B
CIIEIYIOIIEM BUAE:

X=A4-2+x,,Y =B -2t +y,. (27)

Jnst cpaBHenust uncen cpaBHuM A u B. Ecim A< B, 10 X < Y. B ciyuae, korma A =B, X <Y

IIpHU YCIOBUH, YTO X, < V.

Tak xak n-siii Moaynb COK 4erHbIH, cieqoBaTeabHO, MOAYIH Pq,Pz, -, Pn_q SABISIOTCS

HEYETHBIMHM YHCIamMu, Toraa P, - HedetHoe umcio. Koadduumentst A m B ynoBIeTBOpSIOT
197



Babenko M., Tchernykh A., Chervyakov N., Kuchukov V., Miranda-Lopez V., Rivera-Rodriguez R., Du Z. Efficient Number Comparison in
the Residue Number System based on Positional Characteristics. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019. pp.187-202

HepaBecTBaM: 0 <A< P, u 0 < B < P,. Bouucnus 3nauenus A u B B COK no monymsm
P1, P2, - » Pn—1, MBI MOXKEM CPAaBHHUTH HX, UCIIOJIB3Ys BBeIeHYIO QyHKIMIO f(X).
Takum 06pa3om, anropuT™ cpaBHeHue uncena X uY Oyner uMeTh BUL:

AJropuTMm. AJIropuTt™ cpaBHeHus yncen X u'Y.
RNS

Input: X — (Xq,X2, ., %Xp),
RNS

Y — (ylfyZ' '"lyn)l
P1, P2y Pn-1Pnr
Ii =

Pn

nnsa Bcex I=1,n-1,

pi
ELZlZN'“/PL‘*'pi/PiJ mns scex i=1,n—1, rme N =[log,(—n+nB)] »n P/ =B,/p; nnsa
Bcex i =1,n—1.
Output: X>Y-'10’, X<Y-'01’, X=Y - ‘00".
.For i=1 to n—1 do:

1

1.1. a;=|x;—xplp,; \\Parallel processing
1.2. b;=1|y; —ynlp,; \\Parallel processing
2. For i'=1 to n—1 do:
2.1. a;=|a; Iilp; \\ Parallel processing
2.2. b;=|b;"Llp,; \\Parallel processing
3.854=0; S=0;

4. For i:==1 to n—1 do:
4.1. S4= |SA+I€L-ai|2N;

4.2. Sp=|Sp+k b,y

5 IF S, > Sp then return ‘10’
6 IF S, <Sp then return ‘01’
7 IF a, > b, then return ‘10’
8 IF a, <b, then return ‘01’
9. return ‘01’

End.
KommaectBo omepanuii, HCOOXOIUMBIX UIS TIOJYYEHUs pe3yibTaTa y TaHHOTO aJrOpUTMa PaBHO:
YMHO€HUH —41, BBIYUTAHUN — 2N, CII0)KEHUN — 7.

B Ta6J‘II/I].[6 1 MNpeACTaBJICHbL CBOMCTBA MCTOJO0B BBIYHMCJICHUA HOSI/I].[I/IOHHOI71 XapaKTCPUCTHUKH.
HpC,Z[J'IOH(eHHLIf/'I MCETOJ MO3BOJIACT YMCHBIINUTL pa3sMep ONIEPaHA0B MO CPABHCHUIO € AJITOPUTMAMU
u3 pabor (Chervyakov et al., 2017[17], Van, 1985 [23]).

Taon. 1. Ceoticmea aneopummos cpasHeHus ducein
Table 1. Properties of number comparison methods

K B
Merton [] OHZ;::?;?:, Pasmep Moxy.ast MOZ[I;’lj]ﬂ
KTO (Omondi, 2007) 4n [n - log, py] p
JuaronansHas Gpyrkuus (Pirlo, 1993) 2n |(n—1) -log, p, +1log, n| SQ
-1
OIICC (Isupov, 2016) n.l 3 [logz pnl 14
IIpubnKeHHBIN METOT,
P (Van, 1985) n 2n [log,(Pn)] 2N
: = |P |2 =
TTpuGIHKEHHBIA METOI, N
(Chervyakov, 2017) 1 2n [log2(PP)] 2
Ham meton 2n [log,(—n + n - P)] 2N
ITpuOIMXeHHbIi METO/,
P (Van, 1985) [P, n 2n [log,(Pn)] — 1 2N
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ITpubamxeHHslit MeTO, =0 _ N
(Chervyakov, 2017) 2n flog2 (PP — 1 2
Ham meton 4n [log,(—m +n - B,)] 2N

8. 3aknrouyeHue

B cratbe paccMOTpEeHBI METOIBI CpaBHEHHMS yrcel, npencraBieHHbIX B COK, 4To 0COOEHHO BayKHO
B 3a7a4ax u(poBoii 06pabOTKH CUTHAIIOB.

W3 Tabn. 1 BuaHO, YTO caMbIM OBICTPBIM SIBISIETCS TIPEIIONKEHHBIH MOAM(DHITAPOBAHHBIN
IpUOMHKEHHBIN MeToI. XyAIINHA pe3yNbTaT [oKa3all alroputM, ocHoBaHHEIH Ha OIICC.

OcraBmuecs: METOBI TOKA3aTIH CXOKHE PE3yIbTaThl M UX IIPIMEHEHUE 3aBUCHT HETIOCPEICTBEHHO
oT pemaeMoi 3ajgaud. JlmaronanmpHas (QyHKOHSA TpeOyeT HAXOXKICHUS OCTaTKa IO MCEHBIIEMY
MOJYJIIO, OIHAaKO B CIlydae pAaBEHCTBA 3HAYCHMWI AWAroHalpHBIX (YHKIUH Tpebyercs
JOTIOJTHUTENBHOE YTOUHEHHE, YTO 3aHIMAET JTOTOJHUTEILHOE BPEMSI.

Cnucok nutepatypbl/References

[1]. Chang C.H., Molahosseini A.S., Zarandi A.A.E., Tay T.F. Residue number systems: A new paradigm to
datapath optimization for low-power and high-performance digital signal processing applications. IEEE
circuits and systems magazine, vol. 15? Ne 4, 2015, pp. 26-44.

[2]. Chervyakov N., Babenko M., Tchernykh A., Kucherov N., Miranda-Lopez V., Cortés-Mendoza J. M.
AR-RRNS: Configurable reliable distributed data storage systems for Internet of Things to ensure
security. Future Generation Computer Systems, vol. 92, 2019, pp. 1080-1092.

[3]. Sousa L., Antao S., Martins P. Combining residue arithmetic to design efficient cryptographic circuits
and systems. IEEE Circuits and Systems Magazine, vol. 16, Ne 4, 2016, pp. 6-32.

[4]. Chervyakov N.I., Lyakhov P.A., Babenko M. Digital filtering of images in a residue number system
using finite-field wavelets. Automatic Control and Computer Sciences, vol. 48, Ne 3, 2014, pp. 180-189.

[5]. Ye R., Boukerche A., Wang H., Zhou X., Yan B. RESIDENT: a reliable residue number system-based
data transmission mechanism for wireless sensor networks. Wireless Networks, vol. 24, Ne 2, 2018, pp.
597-610.

[6]. Tchernykh A., Schwiegelsohn U., Talbi E. G., Babenko M. Towards understanding uncertainty in cloud
computing with risks of confidentiality, integrity, and availability. Journal of Computational Science,
2016 (in Press), DOI: 10.1016/j.jocs.2016.11.011.

[7]. Miranda-Lépez V., Tchernykh A., Cortés-Mendoza J.M., Babenko M., Radchenko G., Nesmachnow S.,
Du Z. Experimental Analysis of Secret Sharing Schemes for Cloud Storage Based on RNS. In Proc. of
the Latin American High Performance Computing Conference, 2017, pp. 370-383.

[8]. Tchernykh A., Babenko M., Chervyakov N., Cortés-Mendoza J. M., Kucherov N., Miranda-Lépez V.,
Deryabin M., Dvoryaninova I., Radchenko G. Towards mitigating uncertainty of data security breaches
and collusion in cloud computing. In Proc. of the 28th International Workshop on Database and Expert
Systems Applications (DEXA), 2017, pp. 137-141.

[9]. Babenko M., Chervyakov N., Tchernykh A., Kucherov N., Shabalina M., Vashchenko I., Radchenko G.,
& Murga D. Unfairness correction in P2P grids based on residue number system of a special form. In
Proc. of the 28th International Workshop on Database and Expert Systems Applications (DEXA), 2017,
pp. 147-151.

[10]. Szabo N.S., Tanaka R.l. Residue arithmetic and its applications to computer technology. N.Y., McGraw-
Hill, 1967, 236 p.

[11]. Bi S., Gross W.J. The mixed-radix Chinese remainder theorem and its applications to residue
comparison. IEEE Transactions on Computers, vol. 57. Ne 12, 2008, pp. 1624-1632.

[12]. Wang Y. Residue-to-binary converters based on new Chinese remainder theorems. IEEE Transactions
on Circuits and Systems I1: Analog and Digital Signal Processing, vol. 47, Ne 3, 2000, pp. 197-205.

[13]. Dimauro G., Impedovo S., Pirlo G. A new technique for fast number comparison in the residue number
system. IEEE transactions on computers, vol. 42, Ne 5, 1993, pp. 608-612.

[14]. Burgess N. Scaling an RNS number using the core function. In Proc. of the 16th IEEE Symposium on
Computer Arithmetic, 2003. pp. 262-269.

199



https://www.sciencedirect.com/science/journal/0167739X/92/supp/C

Babenko M., Tchernykh A., Chervyakov N., Kuchukov V., Miranda-Lopez V., Rivera-Rodriguez R., Du Z. Efficient Number Comparison in
the Residue Number System based on Positional Characteristics. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019. pp.187-202

[15]. Dimauro G., Impedovo S., Modugno R., Pirlo G., Stefanelli R. Residue-to-binary conversion by the"
quotient function”. IEEE Transactions on Circuits and Systems II: Analog and Digital Signal Processing.
vol. 50. Ne 8, 2003, pp. 488-493.

[16]. Pirlo G., Impedovo D. A new class of monotone functions of the residue number system. International
Journal of Mathematical Models and Methods in Applied Sciences, vol. 7. Ne 9, 2013, pp. 803-809.

[17]. Chervyakov N.l., Molahosseini A.S., Lyakhov P.A., Babenko M.G., Deryabin M.A. Residue-to-binary
conversion for general moduli sets based on approximate Chinese remainder theorem. International
Journal of Computer Mathematics, vol. 94. Ne 9, 2017, pp.1833-1849.

[18]. Patronik P., Piestrak S.J. Design of Reverse Converters for General RNS Moduli Sets {2%,2" — 1,2 +
1,21 — 1} and {2%,2™ — 1,2" + 1,2"' — 1} (n even). IEEE Transactions on Circuits and Systems
I: Regular Papers, vol. 61, Ne 6, 2014, pp.1687-1700.

[19]. Phatak D.S., Houston S.D. New distributed algorithms for fast sign detection in residue number systems
(RNS). Journal of Parallel and Distributed Computing, vol. 97, issue C, 2016, pp. 78-95.

[20]. Axymckuit W.5., FOmuukuii JI.V1. Mamuinaas apudmMerrka B ocTaTovHbIX kiaccaXx. M., Coserckoe
pamuo, 1968, 440 c. / Akushsky 1. Ya., Yuditsky D. I. Computer arithmetic in residual classes. Moscow,
Soviet Radio, 1968, 440 p. (in Russian).

[21]. Omondi A.R., Premkumar B. Residue number systems: theory and implementation. L., Imperial
College Press, 2007, 296 p.

[22]. Isupov K. An Algorithm for Magnitude Comparison in RNS based on Mixed-Radix Conversion
I1. International Journal of Computer Applications, vol. 141, Ne 5, 2016.

[23]. Van Vu T. Efficient implementations of the Chinese remainder theorem for sign detection and residue
decoding. IEEE Transactions on Computers, vol. 100, Ne 7, 1985, pp. 646-651.

[24]. Mohan P.A. RNS to binary conversion using diagonal function and Pirlo and Impedovo monotonic
function. Circuits, Systems, and Signal Processing, vol. 35, Ne 3, 2016, pp. 1063-1076.

MHcopmaumnsa o6 aBTopax / Information about authors

Muxaun I'puropseBud BABEHKO okonunn CtaBpomnonbcKuil roCyJapCTBEHHBIN YHUBEPCUTET B
2007 romy. 3ammTtmn KaHamAatckyio mucceprammio B 2011 1. [lpemomaBatenms kadempsr
NMPUKIAMHOW MaTeMaTWHKH ©  MareMarmieckoro MonenupoBaHus  CeBepo-KaBkazckoro
¢denepanpHOTO YHUBepcuTeTa. Cdepa HAYIHBIX HHTEPECOB: aNreOpandeckue CTPYKTYPHI B MOJSIX
lanya, monynsipHas apudMeTHKa, HEHPOKOMIIBIOTEPHBIC TEXHOJIOTWH, IU(ppoBas 00paboTka
CUTHAJIOB, KPUIITOTPaQHUSCKUE METOIbI 3AIUTH HH()OPMAITHH.

Mikhail Grigorievitch BABENKO graduated from Stavropol State University in 2007. He
defended his thesis in 2011. Currently he is a lecturer of the Department of Applied Mathematics
and Mathematical Modeling of the North Caucasus Federal University. Research interests:
Algebraic structures in the Galois fields, modular arithmetic, neurocomputer technologies, digital
signal processing, cryptographic methods for protecting information.

Angpeit Hukomaesuu UYEPHbBIX mnonyyun creneHb kKaHaujaata Hayk B MHCTUTYyTE TOYHOM
MEXaHWKN W BBIUMCIHTENbHON TexHHKH PAH. B HacTosimee Bpemst oH sBisiercst npodeccopom
LlenTpa Hay4HBIX HCCIIEJOBaHMN W Bbicuiero obpaszoBanust B DHceHane, Hwkuss KamudopHus,
Mexkcuka. B HaydHOM IUTaHE €ro HMHTEPECYIOT MHOTOIICNIeBas ONTHMH3AIMS PacIlpeneeHHs
pecypcoB B o0nayHOW cpeme, MNpoOIeMbl OE€30MaCHOCTH, IUIAHUPOBAHMUS, DOBPUCTHKU U
METa’BPHUCTUKH, SHEprocOeperaromme aaropuTMbl, HHTEPHET BelieH | T.JI.

Andrei TCHERNYKH received his PhD degree at the Institute of Precision Mechanics and
Computer Engineering of the Russian Academy of Sciences. Now he is holding a full professor
position in computer science at CICESE Research Center, Ensenada, Baja California, Mexico. He
is interesting in grid and cloud research addressing multi-objective resource optimization, both,
theoretical and experimental, security, uncertainty, scheduling, heuristics and meta-heuristics,
adaptive resource allocation, energy-aware algorithms and Internet of Things.

Hukonait MBanoBnu YEPBSKOB — mokTop TeXHHMYECKHMX HayK, Hpodeccop, 3aBeayONIHHA
kadenpoir mpukIagHOW MatemMaTHKH U wuHpopmatnkm CeBepo-KaBkasckoro ¢enepaibHOTO

200


http://ncfu.ru/
http://ncfu.ru/
http://eng.cicese.edu.mx/
http://ncfu.ru/

Babenko M.I",, Yepusix A.H., Yepsskos H.1., Kyuykos B.A., Mupanza-Jlonec B., Pusepa-Ponpurec P., Iy Wk. Db dexTiBHOE CpaBHEHHE YHCeT B CHCTEME
OCTAaTOYHBIX KJIACCOB HA OCHOBE MO3UIIMOHHOI XapakTepucTiku. Tpyost UCIT PAH, Tom 31, Bbim. 2, 2019 ., ctp. 187-202

yauBepcurera ¢ 2004 roma. Chepa HaydHBIX MHTEPECOB: alireOpandeckue CTPYKTYPHI B HOJISAX
lanya, MonynsipHass apupMeTHKa, HEHPOKOMIIBIOTEPHBIE TEXHOJIOTHH, LU(poBas o0paboTKa
CHTHAJIOB, KpUIITOTpa)nuecKue METO bl 3alUThl HH(OpMALIUH.

Nikolay lvanovitcth CHERVYAKOV - Doctor of Technical Sciences, Professor, Head of the
Department of Applied Mathematics and Computer Science of the North Caucasus Federal
University since 2004. Research interests: algebraic structures in the Galois fields, modular
arithmetic, neurocomputer technologies, digital signal processing, cryptographic methods for
protecting information.

Buxtop Amnnmpeesna KYUYKOB sBusercss crmenuaincToM OTAETa HAYYHO-TEXHUIECKOH
nH(OpMaLUK, HAYKOMETPUU M SKCIIOPTHOTO KOHTPOJIST Y paBiieHHs1 HAyKH U TexHojoruii Ceepo-
KaBkasckoro ¢exnepanpHoro ynusepcurera. Ero HayyHble MHTEpeChl BKIIOYAIOT PACHO3HABAHUE
00pa3oB, CUCTEMBI OCTATOYHBIX KIIACCOB.

Viktor Andreevich KUCHUKOV is a specialist of the department of scientific and technical
information, scientometrics and export control of the Department of Science and Technology of
the North Caucasus Federal University. His research interests include pattern recognition, residual
class systems.

Banecca MUPAHJIA-JIOIIEC mnomyumna creneHp OakajiaBpa B 0OJAacTH JIEKTPOHUKH B
Texnonormueckom mHCTUTYTe COHOpBEI, Mekcrnka B 2006 romy M CTENeHb MarucTpa B O0JacTH
KOMIIBIOTEpPHEIX Hayk B wHccienoBarenbckoM meHtpe CICESE B 2010 romy. Ee wuHTepech
BKJIIOYAIOT OONavHbIe BBIYKCICHUS, CETEBOE IIAHUPOBAHHE, OOJBIINE JTaHHBIE, OE30MACHOCTh U
3JIEKTPOHHBIN THU3aliH.

Vanessa MIRANDA-LOPEZ received a Bachelor degree in electronics engineering from
Technological Institute of Sonora, Mexico in 2006, and Master degree in computer sciences from
CICESE Research Center in 2010. Her interests include cloud computing, grid scheduling, big
data, security and electronic design.

Payme PHUBEPA POJIPUTEC momydmn creneHb JOKTopa ¢umiocopurn B ABTOHOMHOM
yauBepcutete Hikneit Kamndoprun, bpuranckas Komym6us, Mekcuka. B Hactosiee BpemMs oH
SIBIIIETCS. JTUPEKTOPOM OTAeNeHusl TenemaTuku B uccienoBarenbckoM nentpe CICESE, B.C.,
Mexcuka. Hayunsie nHTepecs! BKII0OUatoT cetd cBs3u Just HPC u BigData.

Raul RIVERA RODRIGUEZ obtained a PhD degree from Autonomous University of Baja
California, B.C., Mexico. Currently he is a Director of the Telematics Division at CICESE
Research Center, B.C., Mexico. Research interests include communications networks for HPC and
BigData.

Uxuxysit Y momyuwn cremens PhD B o6iacTéi KOMIBIOTEPHBIX HAayK M TEXHOJOTHIl B
Ilexnnckom ynmBepcutere, KHP B 1998 1. B Hacrosmiee Bpemst oH paOoTaeT JOLEHTOM Ha
(axyneTeTe KoMmploTepHBIX HayK U TexHONOTHi yHUBepcuTeTa Llmaxya, KHP. B gucino HaydHBIX
HHTEPECOB BXOAT MapauielIbHOE MPOrPaMMUPOBaHKE, BBICOKOIPOU3BOAUTENbHbIEC / 0Omayunsie /
sHeprocOeperaroiye BEIYUCICHUS U aHaJIN3 OOJBIINX JaHHBIX.

Zhihui DU received the degree of PhD in Computer Science & Technology from Peking
University, China in 1998. Currently he is the associate professor at the Department of Computer
Science and Technology of Tsinghua University, China. His research interests include parallel
computing, high performance/cloud/energy efficient computing, and Big Data analysis.

201


http://ncfu.ru/
https://leader-id.ru/314394/
https://leader-id.ru/314394/
https://leader-id.ru/company/9227/
https://leader-id.ru/company/9227/
https://scholar.google.ru/citations?view_op=search_authors&hl=ru&mauthors=label:%D1%80%D0%B0%D1%81%D0%BF%D0%BE%D0%B7%D0%BD%D0%B0%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5_%D0%BE%D0%B1%D1%80%D0%B0%D0%B7%D0%BE%D0%B2
https://scholar.google.ru/citations?view_op=search_authors&hl=ru&mauthors=label:%D1%80%D0%B0%D1%81%D0%BF%D0%BE%D0%B7%D0%BD%D0%B0%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5_%D0%BE%D0%B1%D1%80%D0%B0%D0%B7%D0%BE%D0%B2
https://scholar.google.ru/citations?view_op=search_authors&hl=ru&mauthors=label:%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D0%BE%D1%81%D1%82%D0%B0%D1%82%D0%BE%D1%87%D0%BD%D1%8B%D1%85_%D0%BA%D0%BB%D0%B0%D1%81%D1%81%D0%BE%D0%B2

Babenko M., Tchernykh A., Chervyakov N., Kuchukov V., Miranda-Lopez V., Rivera-Rodriguez R., Du Z. Efficient Number Comparison in
the Residue Number System based on Positional Characteristics. Trudy ISP RAN/Proc. ISP RAS, vol. 31, issue 2, 2019. pp.187-202

202



