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NMoaxop K peanusaumnm cucTeMbl
BepnnumpoBaHHOro
UCMOSTHEeHUS1 NporpamMMHOro Koga

A.B. Kosauok <a.kazachok@academ.mks.rsnet.ru>
E.B. Kouemxos <e.kochetkov@academ.msk.rsnet.ru>
Axademus @edepanvroui cyaxcowl oxparvl Poccuiickoii ¢pedepayuu,
302034, Poccus, 2. Opén, yn. Ilpubopocmpoumenvuas, 0. 35

AHHOTammsi. B Hacrosmell craThbe NpPEACTaBICHO ONUCAHHE TEXHHUYECKOH peanu3alnuu
CHCTEMBl BepU(DUIMPOBAHHOTO HCIOJHEHHsI IPOTrpaMMHOr0 Kojaa. DyHKIMOHAIBHBIM
NIpefHa3HAuYCHNEM JAHHOM CHUCTEMBI SBISETCS IMPOBEACHHE HCCIIENOBAHMS MPOU3BOIBHBIX
HCTIONHAEMBIX (haliIOB OMEPAI[OHHON CHCTEMBI B YCIOBHSAX OTCYTCTBHS HCXOJHBIX KOJOB
C LeTbI0 00ECTIeYeHNsI BO3ZMOKHOCTH KOHTPOJIISI UCTIOTHEHHUS IIPOrPaMMHOTO KOJia B paMKax
3aJaHHBIX (YHKOIHOHATBHBIX TpeOoBaHmil. OnmcaHbl MPEANOCHUIKM CO3MAHMS TAaKOH
CHUCTEMbI, JaH MOpsANOK JEHCTBUN MOJb30BaTeNsl IO JBYM TUIOBBIM CLEHAPHIM
UCIoNb30BaHus. [IpencTaBieHo ofliee ONMHMCaHWE APXUTEKTYPhl MOCTPOSHUS CHUCTEMBI U
UCTIOJIB3yEeMBIE JJII €€ pealu3allud IpPOrpaMMHBIE CPEACTBA, a TaKXKe MEXaHU3M
B3aUMOJEHCTBHUS 3JIEMEHTOB CUCTEMbl. PacCMOTpeH MOJENbHBIN NpUMEp peau3aluu TaKoi
CHCTEMBI, IEMOHCTPHUPYIOIIHHA BO3MOXKHOCTh THOKOTO 3aJaHuUs KOMIUIEKca (pyHKITHOHAIBHBIX
OTPaHMYCHUH, MPHMEHEHHE KOTOPBIX OCHOBBIBACTCS HA aTpuOyTe BPEMEHH COBEPIICHHUS
omepanun. B 3aBepmieHnn cTaThM NMPHUBEIEHO KPAaTKOE CpaBHEHHE ¢ Hamboiee OIM3KUMHU
aHaJIOraMH.

KiroueBble ciioBa: (opmanbHas BepudUKalus, aBTOMAT 0E30MaCHOCTH, KOHTPOJIHPYyeMoe
BBITOJTHEHHE, BPEIOHOCHOE MPOrpaMMHOE O0ecTieueHne

DOI: 10.15514/1ISPRAS-2017-29(6)-1

Jas uurupoBanusi: Kozauok A.B., KowerkoB E.B. ITlogxon k peanus3anuy CHUCTEMBI
BEpUQHIIPOBAHHOTO HCIOJIHEHHs IporpaMmuoro konxa. Tpyast UCIT PAH, Tom 29, Bem. 6,
2017 r., ctp. 7-24. DOI: 10.15514/ISPRAS-2017-29(6)-1

1. BeedeHue

PasButue oOmiectBa W rocymapcTBa  BICYET IIOBCEMECTHOE — BHEIPEHUC
WHQOPMALMOHHBIX TEXHOJIOTHH BO BCE c(epbl TOCYIapCTBCHHOTO YIPABJICHUS U
JKU3HeoOecreueHus:  o0miecTBa, B TOM  4YHCI€ W TP [OCTPOCHHUH
ABTOMATH3MPOBAHHBIX CHCTEM YIPABICHHUS TEXHOJOTHYCCKUMH IPOLECCAMU
(ACY TII), GyHKIIMOHUPYIOIUMU Ha OOBEKTaX KPUTHUECKON HH(DOPMAIMOHHON
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nappactpykTypsl (KWMN). 3ammura Takux 0OBEKTOB OTHOCHUTCS K CTPATETHYECKUM
TeJISIM TOCYIapCTBa B 00JIaCTH 0beciedeH s MHPOPMAITHOHHO Oe3omacHocTH [1].
JoctmkeHne  3TOH  IeIM  HEBO3MOXHO  0€3  pacCMOTPEHHs  BOIIPOCOB
MH()OPMAMOHHON 0e30macHOCTH, CBS3aHHOE C PHCKOM TIOSIBICHHS paHee
HEN3BECTHBIX yrpo3. K HUM OTHOCHTCS OKa3aHHE IECTPYKTUBHOTO IPOTPAMMHOTO
BO3JCUCTBHS Ha 3JIEMEHTHI ceTeBOl MH(ppacTpyKTypsl o0bekta KU, uro Moxer
MPUBECTH K HAPYIISHHUIO IITaTHOTO pexnMa ¢pyakunornpoBanus ACY TII.
Bompocsr  obecnieueHust WHGOPMANMOHHOW 0€30MacHOCTH  HH(POPMAIMOHHBIX
CHCTEM OpPTraHOB I'OCYAAPCTBEHHOHN BIIACTH B 3HAUNTEIBHOW CTENICHH MPOpPabOTaHBbI,
TaKk KaKk OHM HENOCPENCTBEHHO WM KOCBEHHO  KacaloTCs  3allUTHI
KOHpUICHIMATbHOW uHpOpManuu. BHuManwe K Bompocam  0OECICUYCHHUS
HH(POPMAITUOHHOU 0€e30IaCHOCTH 00BEKTOB KHU, BKJIFOUAIOIIUX
uH(OpMaLMOHHbIE CHCTEMBI, BBIYUCIIUTEIIbHBIE CeTH, ACY TII,
(YHKIMOHHMPYIOIMX B OOOPOHHOM, TOIUIMBHOM, aTOMHOM M ApPYrHX o0JacTsX,
CYIIECTBEHHO BO3POCIIO 32 MOCIIEIHHE TOJbl, YTO 00YCIIOBIICHO PSI0OM WHIHACHTOB,
CBSI3aHHBIX C HAPYIICHWEM IITaTHOTO PeXXnMa ()yHKIIMOHUPOBAHMS TAKUX OOBEKTOB
[2].

XapakTepHO# OCOOCHHOCTHIO COBPEMEHHBIX KOMITBIOTCPHBIX aTak Ha OOBEKTHI
KHU sBnseTcs UX AOITOBPEMEHHOCTH, IIEJICHANPABICHHOCTh M KOMIUIEKCHOCTh —
APT-artaku (Advanced Persistent Thread) [3], cyTh KOTOpBIX 3aKiroyacTcs B
NPOBEICHNH 3JIOYMBINUICHHUKAMH PsAa MOATOTOBUTEIBHBIX MEpPONPHATHH MO
KOMILUIEKCHOH OIIEHKE 3allWIEHHOCTH WH(popManuu, Iupkymupyromeii B KU,
BKJTIOYAOIINX MACHTU(GHUKANNIO UCTIONIB3YyEMBIX IIPOrPaMMHO-aIIapaTHBIX CPE/ICTB
3amuTHl HH()OPMALIUK, MapIIPYTOB €€ JBIKEHUS, TTOpsiIKa 00pabOTKN M XpaHEeHNs,
a TaKKe IPOBOAMMBIX OPraHU3ALMOHHBIX MEPONPHUATHH IO €e 3almMTe OT
HECAaHKIIMOHUPOBAHHOTO  JocTyna. Takoll TOoAXod  3JOYMBIIUIEHHHKOB K
OpraHM3alliyd aTak MO3BOJISIET OOHAPYXKMBaTh B CHUCTEME 3alUThl MH(OpMAaLUH
HanOoJiee yA3BUMBIE 2JIEMEHTHI M HUCIIOIB30BATh UX JUIS IPOHUKHOBEHUS B CETEBYIO
nHppacTpykTypy oonexkra KUU.

OueBHAHO, YTO IS OKa3aHWS AECTPYKTHBHBIX IPOTPAMMHBIX BO3JCHCTBHHA Ha
KPUTHUYECKHE TMPOIIECCHI, IpoTeKatonue B 00bekTax KNU, 6e3 yuera BHyTpEeHHETO
HapymIUTeNsl WIH C  ero  YacTUYHBIM  [PHUBJICYCHHEM, TPUMEHSACTCS
CIEIMAJIN3UPOBAaHHOE BpEIOHOCHOE TmporpamMmuoe obecneuenne (BIIO) B
COBOKYITHOCTH C 3JIEMEHTaMH COLMAIbHON HHKeHepuu [4].

OcHoBHBIM cpencTBoM npoTtuBoaeicTBus BIIO B ceTsix 06bekToB KM, coBMecTHO
C JpYyrUMH MEXaHU3MaMH 3alllUThl, SBISIIOTCA CPEACTBA AHTHBUPYCHOW 3all[UTHI.
CornacHo SKCHEPUMEHTAIbHON OLEHKE COBPEMEHHBIX CPEJICTB AaHTHUBHPYCHOU
3aIIMTHl BEPOSITHOCTH OLIMOOK IEPBOrO M BTOPOTO POJa B NPHUMEHSEMBIX B HUX
MexaHn3MoB obHapyskeHust BIIO cocraBisiioT mopsiaka 10°-10. Oznako naxe npu
3TOM CYLIECTBEHHOE Koni4yecTBo 06pasuoB BIIO ocratorcst HeoGHapyKeHHBIMHE [5].
I[lo ™HeHuio aBTOpOB, Haubojee NEPCIEKTHBHBIM SIBISETCS  pa3paboTka
MEXaHN3MOB, O0a3upPYIOIIMXCS HA «3alpellialoliei» CTpaTerud pasfesieHus
MOJTHOMOYMIA M HCIONHSICMBIX (aiiioB [6], BBHUIY TOro, 4TO pEaln3yeMbIc B €e
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paMKax peIIeHHs II03BOJISIIOT CYIIECTBEHHO IIOBBICHTh YPOBEHb MHOBEPHS K
KOHTEHTY, IPUXOMSIIEMY U3 BHEIIHEH CpEabl.

2. Mpedwecmeyrowue pabomeoli

Jns pelieHus JaHHOM 3aJadd aBTOpaMH IPEAJIaracTcsl peajM3alis CHCTEMBI
BepU(DUIIMPOBAHHOTO UCIIONHEHHs porpamMMHoro kona (CBUIIK), 6asupyromuecs
Ha TpHMEHEHWH Meroxa (opmanbHoit Bepubpukammu «Model checking» s
NPOBEPKH  COOTBETCTBUS ~ HCHOJHsAeMoro (aiima 3amaHHON crenmpuUKanun
0e30MacHOCTH KaK Ha CTAaTHYECKOM, TaK M Ha JHHAMHUYECKOM dTare mpoBepku [6,7].
Ee npuMeHeHHe MMO3BOMSIET JOMYyCKaTh K  HCIONB30BAHHUIO TOJNBKO — TaKHe
NpOrpaMMBbl, YPOBEHb JOBEpUSi K KOTOPBIM IOATBEpKAaeTcs (hopMambHBIM
MaTeMaTHU4YCCKUM J0Ka3aTCJIbCTBOM )44 HEMPCPBIBHBIM KOHTPOJIEM 3a ux
BeimosHeHneM. Pabora CBUIIK mnpexacraBmser co0oit  mOCie0BaTeIbHOE
BBIMIOJIHCHUEC pAda OSTaloB, pEaJIM30BaHHLIX B BHUAC OTACIbHBIX 6J'IOKOB u
MPEe/ICTaBICHHBIX Ha pHC. 1.

Henomsemetit paiin OC DYHKIMOHATBHBIE Pa3peLeHHs AKcHoMbI Ge30macHoro
Ha BBIMOJIHCHHE MPOrpaMMbl HCIOJIHCHHS MPOrpaMMHOro Koaa
v Anpuopras HHGOpMALILL
] o (‘ly"KllllOH“ﬂb"().\l 9
Ha3HA4YCHHUM llp()lpﬂ\nlhl =

IIpensapurenshas DopMHPOBAHHE KOMILIEKCA
obpadorka (yHKUMOHATBHBIX OTPaHHYCHHIT

Kommeke ¢hyHKUHOHATBHBIX

Mojtenb HCTIONHAEMOIH NPOrPaMMbl g
OrpaHHyeHuii

y CTL-opmya, BeIpazkaiomas
crenuHKALIO GE30NACHOTO HCIIOIHCHHS
4 ®DopmanbHas g " © 3

3ajanue cneuudukannu
0e30MacHOr0 HCTOJIHEHH S

T usi

(craruka)

PeiicHue o cOOTBETCTRUM
(YHKIMOHAIBHBIM TPEOOBAHHAM
Y 5
= LTL-popmyna, Beipakaiomas
L] DopmanbHas criennQHKaiio 6e30MacHoro HCNOIHEHHs
P ust <
(auHaMuUKa)

Y
Pemienne o GezonacHocTi
BBITTOJIHCHH S HCTIONHAEMOTO (haiina

Puc. 1. (pyHKL;MOHaﬂbHaﬂ cxema cucmemaol
8ePUDUYUPOBAHHO20 UCNOTHEHUS NPOSPAMMHO20 KOOd
Fig. 1. Functional diagram of the system of verified program code execution

Ha Bxox Onoka 1 momaercss mcciiexyeMblil MCTIONHSAEMBIH (aiin, 0e30macHOCTh
HCIIOJIb30BaHMsI KOTOPOr0 HEOOXOAMMO YCTAaHOBHUTh. B TaHHOM OJIOKE MPOUCXOIHUT
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MpoBepKa Ha HATWYWE B KOAE IPOTPaMMBI KOHCTPYKIMH CaMOMOIM(pHUKAINN
(BriTrOUas YNMAaKOBIIMKKA) M MEXaHH3MOB 3alIUTHl KOJa MPOTPaMMBI OT aHAJIH3a.
Hamee mnpomcxoaut mpeoOpa3oBaHme ucmonHsAeMoro ¢aima wu3 OwHapHOTO
npezncTaBieHns B Moaens Kpumke. Kpome Toro, Ha 3TOM 3Tame OCymIecTBISACTCS
cbop M cucremaruzanMs — alNpUOPHBIX  CBENEHMH O  (DyHKIHMOHAJIHHOM
npejHa3HaYeHUH INPOrpaMMBbl, KOTOpbIE MOAAIOTCS Ha BXoJ Osoka 2. B Onoxe
«DopMupoBaHre KOMIUIEKca (YHKIMOHAJIBHBIX OrPaHUYEHHH» Ha OCHOBE
anpHOpHBIX  CBeJIHMH O (QYHKIMOHAIBLHOM IPEJHA3HAUYCHHH IPOrPaMMBI
(dopmupyercsi nepedeHb OrpaHMYCHHIl Ha ee (YHKIHMOHAIbHBIE BO3MOYKHOCTH,
BBINTOJTHEHHE KOTOPHIX HEOOXOIMMO Ui ee Oe30MacHOoro Mcrois3oBaHusa. Ha 3
JTare OCYIIECTBISACTCS Iporecc MmpeoOpa3oBaHMs KOMIUIEKCa (DYHKIIMOHAIBHBIX
OTpaHHYCHUH B (OPMYyITBl TEMIOPaTbHON JIOTHKH, BBIpAXKAIOIIHE Tpedyemoe
CBOMCTBO 0e30mMacHOr0 HWCHONHEeHUs. B Omoke 4 mpoucxoaut QopmambHas
Bepu(UKAIUK MOJENH HWCHOJHAeMOro (¢aiina, mocTpoeHHoW B Omoke 1, Ha
COOTBETCTBHE (YHKIIMOHATIHHBIM TPeOOBaHUAM, CHOPMYIHPOBAHHBIM B OJOKE 2
MmerooM (popmaipHoi Bepudukanuu «Model checking». B 6110ke 5 npousBoautcs
BepI/I(bI/IKaI_II/I)I HCIIOJIHCHUA TTPOrpaMMbl Ha KaXXJIOM HIare myTeéM IMPOBEPKU TPACCHI
Ha COOTBETCTBHE creruduKaiuu Oe30MacHOr0 HCIOJIHEHUs, BbIpaxkeHHOH LTL-
¢dbopmysoii. BeixomoM maHHOro OJioka SBJSIETCS pelicHHEe O 0e30MmacHOM
BBITIOJTHEHUH HCIIOHAEMOTO (aiiyia Ha IMHAMUYECKOM 3Tarle IMPOBEPKH.

s obecnedeHuss MacmTabUpyeMOCTH HpPH ONMCAHUM IOBEACHHUS IPOTPaMMBbI
aBTOpamMH pa3paboTaHa Mojenb (PYHKIMOHUPOBaHHsS Ipoliecca B OIEPAaLUOHHOM
cucteme (OC), ocHOBaHHAas Ha MPUMEHEHHH CYOBEKTHO-00BEKTHOrO moaxozaa [8].
Ee 0co0eHHOCTBIO SBISIETCS BBICOKOYPOBHEBas aOCTpakius B3aMMOJCHCTBUS
MeXIy mporeccoM U pecypcamu OC, 94To MO3BOJISET IPUMEHHTH MOJTYICHHBIC Ha €
OCHOBE pE3YNbTaThl K ITUPOKOMY KJAacCy AaHAJNOTHYHBIX cHUCTeM. [IpuMeHeHue
JAHHOM MOJeNH HeoOXOTUMO ISl COBEPIICHHUS Iepexola OT 00BEKTa pearbHOro
Mupa (mpornecca) K (GopMaIbHOW MOJEIH, TMO3BOJISIONICH MPOU3BECTH IMPOICIYPY
BepudUKaIum.

Jdns 3amaHus  (QYHKIMOHAIBHBIX OTrPaHUYCHHMH Ha BBIIOJIHEHHE IPOrpaMMOi
HEKOTOPBIX JEHCTBUI C BO3MOXHOCTBHIO OJHO3HAYHOTO Iepexofa K (opmyiaam
TEeMITOpPaJIbHOM JIOTMKKM aBTOpPaMH Npeiaraercs (popMaibHBIH JIOTHYECKHH SI3BIK
OTIMCAaHUs TaKWUX TPeOOBaHWM Ha OCHOBE MOJAENH (DYHKIMOHHPOBAHHUS MpoIllecca
B OC [9].

OcHoBHast ujes (OpMaJIbHOW BEpUPHKALMHM NPUMEHHUTEIBHO K OOHApYXEHHIO
BPEIOHOCHOTO KOJla COCTOUT B IIOCTPOEHHHM (POpPMaIbHON (MaTeMaTH4ecKoil)
MOJICTIM  HMCCIIEIyeMOH IPOrpaMMbl, KOTOpas OTpaxkaeT (Mojenupyer) ee
BO3MOXXHOE IIOBEJICHHE B OIEepaluoHHON cucteme. TpeOoBaHHS KOPPEKTHOCTH
0e301acHOTO TOBEICHISI IIPH 3TOM OMHCHIBAIOTCSA B BHE CHEHH(HUKAINH, KOTOpas
OTpaXkaeT paMKH pa3pelIieHHOTO TOBEAeHWs mporpamMmel. Ha  ocHoBe
crnenudUKaMii W MOJENM HCHOJHAeMOro (aiina, wucmonsdys Merox «Model
checking», ocyecTBisieTcs IPOBEPKa, COTNIACYETCS JH BO3MOXKHOE TOBEACHHE C
paspemieHHbIM. [1OCKOJIBKY NMPOMCXOANT MMEHHO MaTreMaThieckast BepHuKauus,
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pelIeHHe O COIJIACOBAaHHOCTH, TO €CTh COOTBETCTBUM BO3MOXKHOT'O IOBEICHUS
TpeOyeMOMY, SBIACTCS KOPPEKTHBIM.

B maHHOM KOHTEKCTE IIOJ BO3MOJMKHBIM IIOBEICHHEM IPOTPAMMBI ITOHHMAETCS
MOZENIb  NIPOTPAaMMBI, IIOCTPOCHHAas Ha OCHOBE MHOTOKPAaTHOTO  3aIlycka
UCTIONHSIEMOTO (haiila ¢ WCIOMb30BaHHEM WHTEIUIEKTyanpHoro daszepa [10].
TpeOyemoe TmOoBemeHHE TIpeACTaBIsIeT co0OW CHCTEMy OTpaHWYCHHH Ha
(YHKIMOHATEHBIE BO3MOKHOCTH IPOTPaMMBL, TO €CTh Pa3pellieHHOE IIOBEICHHUE.

3. Apxumekmypa cucmembl 8epuuyupo8aHHO20 UCIMOJIHeHUS
npoz2paMMHO20 Koda

Cucrema Bepu(UIIMPOBAHHOTO WCIONHEHUs mporpammHoro koma (CBUIIK)
NpPEeACTaBIsIeT €000 KOMIUIEKC NPOrPaMMHBIX CPEICTB, 00ECHEeYHBAIOIINX
KOHTPOJIpyeMOe Oe30MacHOe WCIIOIHEHHWE MOJIb30BATEIBCKIX TPHIOKEHUH B
cpene smymsaTopa. Apxurekrypa CBUIIK npencrasnena Ha puc. 2. OHa COCTOHT U3
CJIEIYIOLINX KOMIIOHEHTOB:

e (asosas OC;
e mporpamMmHoe cpenctso ympasierus CBUIIK;

e qnojHocucteMHbIN amyasTop OC.

Bribop ©6azoBoit OC ompenensercs yOOOCTBOM KOH(UIYypali  TOJHTHK
0e30MacHOCTH ®  CTAOWIBHOCTRIO paboTel. OHa sBISAETCA  HEOOXOAUMOM
wiatrgopmMoit Ui GYHKUMOHMPOBAHUS TPOTPAMMHOTO CPEJCTBA YNpPaBJICHHS
CBUIIK wu mnomHocucTteMHOro osmynsaropa. baszosas OC pomxHa OBITH
CKOH(HUTYypUpOBaHa TaKUM OOpa3oM, 4TOOBI MOJIb30BaTEIb HMENT BO3MOXKHOCTH
paboThI TONBKO C MmporpaMMHBIM cpenacTBoM ympasineHuss CBUIIK u He umen
BO3MOXKHOCTH BHOCHTh H3MEHEHHs B KoH(purypaunuio ©6a3osoit OC, cocraB
BXOJISIIIMX B HEE MIPOTPAMMHBIX CPEACTB H T. .

IIporpammuoe cpenctBo ympasiaerns CBUIIK mnpencraBaser co0oif OKOHHOE
KpocciuiaTGopMeHHOE NPUIIOKEHUE, KOTOPOE SBIISIETCS CBI3YIOIIUM 3BEHOM MEXITy
nonb3oBareneM u  aMmynstopom  rocresoii  OC. HasHaueHweM  [aHHOTO
MPOTPAaMMHOT'0 CPEJICTBA SIBJISIETCSI BBIOJIHEHUE CIICTYIONINX (DYHKIIUH:

®  3aIyCK ITOJIHOCHCTEMHOT'0 SMYJISTOPA 10 TPeOOBAHMUIO MOJIb30BATEIS;
® CO3JaHUe, U3MEHEHNUE, yaaleHue mpoQuieit mporpamm;

® [IOCTPOCHHUEC MOJCIIN HCCJ’IC)IyeMOﬁ nporpaMMbl Ha OCHOBE TpaccC
HCIOJHCHUS, MMOJYYCHHBIX HHTCIIJICKTYAJIbHBIM (ba33€pOM;

e 3ajaHue QYHKIMOHAIBHBIX OIPAaHUYEHHH Ha paboTy IIporpamm;

® TIOJIep KAHKE MTOCTOSTHHOTO CETEBOTO COCTUHEHISI TMHAMUIECKH
MTOIKJTIOYaEMBbIM MOYJIEM, HAXOSIIUMCS B aJJpeCHOM TPOCTPAHCTBE
OTCIICKUBACMBIX TIPUIIONKESHHUH JIJIS1 OCYIIECTBICHHS HEMTPEPHIBHOTO
B3aMMOJCHCTBHS.
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[ e =
Vnpasienue | Bazosas OC
KOHTPOJIMUPYEMbIM
HCTIOJTHEHHEM
- SHES > [IporpaMMHOE CPEACTBO
ynpasnennst CBUTIK
A
BsaunmoneiictBue

€ HMYJIUPYEMOil cpenon

Y

[lonHocucTemMHbIl IMYIATOP

&

T'ocreBas OC

Pabota nmonp3oBarens
C TIPUIIOKEHHUIMHU

[Tpunoxenne 1

Y

[Tpunoxenue 2

ITpunoxenwe ...

Puc. 2. Apxumexmypa cucmemvl 8epuguyupo8aHHo2o
UCNOTHEHUS NPOSPAMMHO20 KOO
Fig. 2. Architecture of the system of verified program code execution

Homaocuctemusii dmynsaTop OC HNOKEH MO3BOJATH IOJHOCTHIO HMHTHPOBATH
paboTy peansHOro obopymoBanus. OH 3amyckaeT Ha ucrnoiHeHHe rocTeBylo OC u
CO3/JaeT JUlsl Hee BUPTyaJibHOE OKpYXeHHe. Ha 3ToM artare npon3BOIUTCS IM YIS
paboThI IpoIeccopa, ONePAaTHBHOW MaMATH W APYrOro armnapaTHOro OOeCIedYeHuUs
pPa3sIUYHBIX apXUTeKTyp u TuiathopMm. Pabora wccneayeMbIx MPUITOKESHUHA
MIPOUCXOJUT Yepe3 UCTOJHEHWe WHCTPYKIui mpormeccopa rocteBoir OC. Bwibop
MOJIHOCUCTEMHOTO ~ aMmysaTopa ans  peanmsamuun  CBUIIK  onpenensercs
clenyromuMe GakTopamu:
® [IMPOKHIA AWANA30H MOIECPIKUBAEMOT0 000PYI0BaAHNS,

® BO3MOXHOCTbH JICTAJIbHON KOH(QUTYpAIIH COCTaBa U apaMeTPOB
niepruepruitHOr0 00OPYAOBAHMS;

® HaJIMYKE MPOTOKOJIA, MO3BOJISIONICTO B PEAIbHOM BPEMEHH YIIPABJIAThH
pPaboTO# MOJHOCUCTEMHOTO AMYJISITOPA M3 BHEIIHETO MPHUI0KEHHS;

®  OTKPBITHIH UCXOIHBINA KO, TO3BOJISIONINNA POU3BECTH COOTBETCTBYIOIIHE
MPOBEPKH HAa OTCYTCTBUE HEICKIAPUPOBAHHBIX BO3MOKHOCTEH.
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KnroueBbIM (akTopoM sIBIISICTCS IOJJEPKKA BHEIIHUX IUIATMHOB, MO3BOJISIOLINX
pa3pabaThIBaTh JONOJHHUTEIbHBIC MOAYJIM M HHTETPUPOBATH MX IMHAMUYECKU B
pabouyo cpemy MOIHOCHCTEMHOTO SMYJIATOPA.

Bce wucnonnsemsle daitnmsl B amymupyemoit OC  yCIOBHO pa3mendM Ha JBe
KaTerOpHu:

® anpHOPHO OE30MacHbIE;
e anpuopHO HeOe30MmacHBIC.

K mepBoii xateropun HCIOTHIEMBIX (DaliloB OTHOCSTCSA Takue (haiiinbl, KOTOpHIC
BXOAAT B mTaTHBIA muctpuOytuB OC, TO ecTh 3aJI0KEHBI pa3padOTUMKaMU H
almpHoOpHO HE JODKHBI HaHecTH Bpeld. Ko BTOpoil KaTeropum OTHOCATCS
ucronHseMble (ainel, momasmue B (aimoBoe mpoctpanctBo OC W3 BHEUTHEH
Cpenbl, CO3/1aHHbIE CTOPOHHUMH pPa3padOTYMKaMH, JOCTOBEPHOH MHGpopManuu oo
HCIIOJIB30BaHMH KOTOPBIX HET.

Juit kaxmoil mcmonmp3yeMoil mporpamMmbel cosnmaetrcs «lIpoduiby, BKIFOUAIOMIHN
CJICTYTOIINE CBEACHMUS:

® KOHTPOJIbHAS CYMMa MCIIOJHAEMOTO (haiiia;
e  MOJENb 0€30I1aCHOTO UCIIOJIHEHUS.

[Ipodunpr mporpaMMbel HEOOXOIUM MJISI WCKIIIOYEHHS 3TalloB IPEIBAPUTEILHOM
00paboTkn W CTaTHYeCKOW BepH(UKAUWM HCHOJIHEHHS MPU  ITOBTOPHOM
HCIIOJIb30BaHHUHU TTPOTPAMMBI.

Ha puc. 3 mpencraBnena obobmenHas apxutekrypa CBUIIK.

Moacucrema Toacucrema TMoacucrema
npeABapuTeILnoii 06padoTKM craTiueckoii Bepudukanm AMBaMIYecKoil BepHpuKRALIN
3a1anus cnennduikaI GesonacnocTi uenoanenus GelomacHocTH HemoaeHUs

Moay.in Monyan Moays
npeaBapHTeILHOI 2 noctpocHus 3 MOHHTOPHHIA HCTIONHEHIL <

obpaGorkn MO [1POTPaMMbl NPOrpaMMbl
—>| —>| ———>

4
Moayis Moyiis Moy
SA/aHHSA (bopmatbHOi BepHdHKaLHN (hopmansioii BepuprKain
cneunpuKaunn MOJICIIH [1POTPAMMBL TPACCHl HCNOJHEHS

Puc. 3. Obobwennas apxumexmypa cucmemot
8ePUDUYUPOBAHHO2O UCNOTHEHUS NPOSPAMMHO20 KOOd
Fig. 3. Generalized architecture of the system of verified program code execution

Wcnons3oBanne CBUIIK mis 3amycka NpUIIOKEHHS BO3MOXKHO MO CIEAYIOIINM
JIBYM CIICHApPHSIM B 3aBHCHMOCTH OT TOTO, OBIIO JIM IPOBEIEHO COOTBETCTBYIOIIEE
HCCleI0BaHNe OE30IaCHOCTH paHee:

® «II€pBOHAYAJIbHAS [IPOBEPKAY,

®  «peryIsIpHOC UCIIOJIB30BAHUCH.
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Oranbel paboThl B paMKax IEPBOTO CLEHApHs IPOM3BOAATCS B OTHOLICHUH
HCTIONHAEMBIX (haiiyIoB mporpamMM, BIEPBBIE 3aITyCKaeMbIX MOIb30BaTesieM. JlaHHbBIH
CIIeHapHid padOTHI IIPEATIoIaraeT OCYIICCTBICHNE CIEAYIOMNX ICHCTBHUIL:

1. Tlome3oBaTenp OCYIIECTBISIET 3alycK HcHoiHAeMoro ¢aiima. Moxynb
«[IpenBapurenbHOil ~ 00paOOTKM»  OCYIIECTBIAET  MHPOBEPKY  Ha
COOTBETCTBHE MHHHMAaIbHBIM TpeOoBaHMSIM Oe3omacHOCTH. C MOMOMIBIO
uHTEepdeiica Momyns «3anaHus CrenupUKAII» U C yIEeTOM TpeOOBaHHHA
NPUHATOH  TOJMTHKM  OE30MaCHOCTH  TOJIb30BaTeNlb  (OPMHUPYET
crienuduKaIyoo, OrpaHUYMBAIONIYI0 (QYHKIHMOHAIBHBIE BO3MOXKHOCTH
UCCJIElyeMOH IIPOrPaMMBL.

2. B pamkax mnoacuctembl «CraTmdeckodl BepubUKalu Oe30MaCHOCTH
HCIOJIHCHUSA» MNPOU3SBOAUTCA TIOCTPOCHUEC MOJCIU IMpOorpaMmbl MU €€
tdopmanbhas Bepudukarmu metomom «Model checking» wa mpemmer
COOTBETCTBHS 331aHHO CrielU(UKAIIH.

3.  «[loncucremoii nuHaMuuecKoi BepudUKauy 0€30MaCHOCTH UCTIONTHEHUS
OCYILECTBJIICTCS ~ NEpPEeXBaT  CHCTEMHBIX  BBI30BOB,  COBEpPIIAEMbIX
HCCIeyeMOU MPOrpaMMO U TOCTPOEHUE TPACChl UCTIOJTHEHUS .

4. Mopaynem  «®opmanpHOW — BepUPHKAMKM  TPAacChl  MCIOJHEHHS»
peanusyercst nmpoueaypa Bepu(UKAIMK TPACChl MCIOJIHEHHS TPOrpaMMBbI
Ha MPeIMET COOTBETCTBHUS KOMIUIEKCY (DYHKIMOHAIBHBIX OTPAaHMYCHUH Ha
JUHAMUYECKOM 3Tale MIPOBEPKH.

5. Tlomnbp30BaTens OCYIIECTBISIET HETIOCPEACTBEHHYIO pabOTy C MPOrpaMMOH.

CueHapuil «peryyispHOrO HCHOJB30BAHUS» OTJIMYAaeTCs TeM, 4dYTo paborta
MOJIL30BAaTENSI C 3aJIaHHOM MPOrpaMMOi HauUWHAETCs ¢ dTana 4.

4. Mpomomun cucmeMbl eepughuyupPOB8aHHO20 UCIMOJIHEHUS
npoz2paMMHO20 Koda

s Texanueckoit peanusaruu npototuna CBUIIK 6butn BEIOpaHBI MporpaMMHbIE
CpeJ/ICTBA, YAOBIETBOPSIOIINE 0003HAUEHHOMY BBIIIE OITUCAHHIO.

B kauectBe Gazosoii OC mpesmnaraercs ucnonb3oBanne OC cemerictBa Linux, a
umenno «Ubuntu 16.04», ee BBIOOp OmpenensieTcss yaoOCTBOM KOH(DHUIYpaIiiu
nommTHK ~ OesomacHocTH. B kauectBe  «rocteBoi» OC  mpenmonaraercs
ucnons3oBanue «Windows XP SP3y (a1 reMoHCTpauu paboThl IPOTOTHUIIA).

B kauecTBE IOJIHOCHCTEMHOTO SMYJSTOpa MPEANOJIAaraercss HCIO0Ib30BaHUE
«Qemuy, KiI04eBO OCOOEHHOCTBIO KOTOPOTO SIBISIETCS IOJAEPKKA CHCTEMBI
IUIaruHOB, pa3paboTaHHast «ITHCTUTYTOM CHCTEMHOTO nporpamMMmupoBanust uM. B.I1.
VBannukoBa PAH» [11]. Paspaborunkamu co3gan mexaHusM «Signal-subscribery,
MO3BOJISIIOIMM ~ pearnpoBaTh Ha COOBITHSA, TeHepupyemble sapoM «Qemuy.
B3aumopelictBue  mporpaMMHOro  cpeactsa  ympasinenus — CBUIIK ¢
MOJIHOCUCTEMHBIM 3MYJISITOPOM TIPOU3BOJUTCST MOCPEACTBOM Iporokosna QMP
(Qemu machine protocol) [12]. daHHblii OPOTOKOJN IO3BOJIAET BHEIIHHM
NPWIOKSHUSM YIPABIATh 3K3EMIULIPOM BHUPTYalbHOH MaImuHbl «Qemuy mytem
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obmena coobuienusmu B popmare JSON. Ha puc. 4 mpezacraBieHa CTpyKTypHas
cxema nporotuna CBUIIK.

Baszosast OC
QEMU ITporpammuoe
CpelICTBO
T'octesas OC yTIpaBJICHUS
CBHITK
JluHamMu4eckn TCP/IP
Hccietyemas nporpamma HOJKITIO < >

oubnoreka CBUIIK

Sapo OC
A
CPU Instructions
A
Mexanu3sm ucronsenus kojaa QEMU QMP [« >
A
CPUArchState
Y S— | —
A
System call Monyins

BEPU(HULIMPOBAHHOTO
HCIOJIHEHHUs!

A

CallBackFunc

TTnarns |

ITopcucrema
wiarutos (UCII PAH)

CallBackFunc

Y

Ilnarun 2

Puc. 4. Cmpyxkmypnas cxema npomomuna cucmembul
8ePUPUYUPOBAHHO2O UCNOTHEHUS NPOSPAMMHO20 KOOd
Fig. 4. Structural scheme of the verified program code execution system prototype

IIpu 3amycke nr000H HCIONHAEMON MpOTpaMMbl B €€ aJpecHOe MPOCTPAHCTBO
MIPOSIUPYETCS CrieNranbHasi TUHAMHYECKH ToJIKIItoYaemas Oubanoreka. B MomeHT
BbI30Ba (DYHKIIMM TOYKH BXOJa MPOMCXOOUT cOOp HMH(pOpMAIMH O mMmapameTpax
3alycka W caMoM HcmonHseMoM (afime. 3atem coOpaHHas HHpOpMAIUL
TTOCPEICTBOM  ceTeBOW mojcucTeMbl rocteBor OC mepemaeTcs mporpaMme
ynpaBinenuss CBUIIK. Ecam KoHTpombHas cymMMa HCIOTHAeMOTo  (aiina
cyliecTByeT B 0a3e mpoduiicii MHOXKECTBA «AMPHOPHO OE30MACHBIX» MIPOrPaMM, TO
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¢dynkmornpoBanue rocteBoil OC mpojoibkaeTcs B IITATHOM peXuMe. Takum
o0pa3oM, TmporpamMMmbl, BXOIIIAE B CTaHHApTHBIH aucTpudbytmB OC, He
koHTpOHpytotcss CBUIIK.

Ecnu kOHTponBbHAs cyMMa OTCYTCTBYET B OOO3HAYEHHOM BBIIIE MHOXECTBE, TO
CBUIIK mepexomuT B peXHM KOHTPOJIHPYEMOTO WCIONHEHHWA. B  cioydae
CYIIECTBOBAHMS MPOQIIIS UCTIONHAEMOro (aiiyia o 3aJaHHOW KOHTPOJIBHOH CyMMe,
MPOUCXOJNT €T0 3aITyCK B KOHTPOJIUPYEMOi aBToMaToM Oe3omacHocTH cpeae. Ecnn
TaKoro MpoQuiisi HET, TO NMPOUCXOAWUT paboTa MO ONMUCAHHOMY BBIIIE CIIEHAPHIO
«MEePBOHAYAIBEHOMN ITPOBEPKUY.

ABtomMar  0e30macHOrO  HWCIOJIHEHWS  NpeAcTaBiisieT  co0oW  IJIaruH,
00pabaThIBaIONIMK Ka)[blii CUCTEMHBIH BBI30B, CT€HEPHUPOBAHHBINA MTPUIIOKEHUEM.
B cnydae BbIXO#a KOHTPOIMPYEMOTO MPHJIOKEHHS 32 PaMKU chenupUKanuu
Oe3omacHOCTH, paboTa OMYyJSATOpa I[PHUOCTAHABIMBACTCS, a IOJB30BATEINIO
BBIBOAMUTCS COOOIIEHME, cojepxaliee MNPUYUHY OJOKHPOBKM, IIPU 3TOM
MIPUIIOKEHNUE T10JIb30BATENs 3aBepIIaeTCs.

baza crneundukanmit xpaHutcs B Bujae Habopa ¢aiioB B (aiioBoll cucreme
6a3oBoit OC u nmoctymHa ansa nporpammbl ympasienus CBUIIK. [JIns kaxmoro
3aIyCKaeMoro B IMYJIATOPE INPUIOKEHHUS IPOUCXOTUT 3arpy3Ka COOTBETCTBYIOIIEH
crnemuduKany B aBTOMAaT O€30MacHOCTH, WHTETPHUPOBAHHBIM B BHJE IUIarMHa B
sx3eMInrap «Qemuy, gepes mpotokor QMP.

IIpennoxxennas CBUIIK npenocTaBiseT cieayonye BO3MOKHOCTH:

e 3ajaHue QYHKIMOHAIBHBIX OTPAHUYEHHUN HA BBITIOJIHEHUE TPOTPAMMEI B
pamkax smynupyemoit OC;

® (opmanpHas BepudpuKams GyHKIHOHATHHBIX TPEOOBAHMIA 10 3aITyCKa
ucnonHsieMoro ¢aiina B paboyeil cpesie noip30BaTeNs;

® KOHTPOJHUPYEMOE BBINOJIHEHHE MOJIH30BATEIbCKUX NMPUIIOKEHUN B
SMYJIUPYEMOH cpelie IO HeNPEPHIBHBIM KOHTPOJIEM aBTOMAaTa
0€3011aCHOT0 UCTIOTHEHUSL.

6. ModenbHbIl npumep

CornmacHo «Pa3pemaromieir» CTpaTerud TOCTPOSHUS MOJETH HUCTOTHSIEMOU
MporpaMMoO#, Bce COBeplIaeMble €10 JEHCTBUS M3HAuYajJbHO 3arpelueHbl. s
HEJOMYIIEHUSI COBEPILIEHUS] IMPOLECCOM JAECUCTBUN, KOTOpPbIE MOTLYT IMPUBECTH K
MOTCHIIMATBHO HEONAroNpUSITHBIM TIOCHIEACTBAAM KaKIbId IIAr HCIIONHCHHS
MPOTPaMMEI JTOJDKEH OBITh BEepH(DUIMPOBAH HA COOTBETCTBHIO 0a3uCy aKCHOM
«be30macHOr0  WCHOJHEHUS  MPOrPaMMHOrO0  Koma» W (YHKIIMOHAIBHBIX
pa3pemeHm71. JIIIH OIIMCAaHMUS BBIIIOJIHCHHUA 3TOTO Tpe6OBaHI/I${ BBOAUTCA NIPEANKAT:

isDynSecure(trace”, FA) = {Vs € trace* E AXoc V FA, true’

WHaye, false

rae: trace” — paciiupeHHast Tpacca MCHoiHeHus; AX,. — aKCHOMBI 0E30IacHOrO
UCTIONHEHNS; FA — MHOXeCTBO (DYHKITMOHATBHBIX Pa3peIIeHui.
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JlononHeHHast Tpacca UCIOJIHEHHS OMICHIBAETCS CICIYIOINM BBIPAKECHHEM:

trace” = trace || Weyrr)
rae: trace — TOCIEIOBAaTEIbHOCTh JEHCTBUI MpOIECCa, COBEPIIEHHBIX Ha
HACTOSIIUN MOMEHT; ey — JCHCTBHE MPOIECCA, COBEPIIAEMOE HA CIEAYIOIIEM
miare.
Basuc akcuom «be30MacHOro HUCIOJHEHHs MPOTPAMMHOTO KO/a» MPEICTAaBICH B
Tabm. 1.

Ta6n. 1. baszuc axcuom «be30nacnozo uchoiHerus nPOcPAMMHO20 KOOA»
Table 1. The basis of axioms for secure execution program code

PopmyJia Wurepnperanus
Lorwd o Brinonnenue onepainuii HaJ maMsITi
p——m TOJIBKO B CBOEM aJPECHOM MPOCTPAHCTBE
crwd BerInosiHeHHe onepanuii Ha i (paiioBbIME
p* L es 00BEKTaMU TOJBKO B CBOEM JOMAIITHEM
Karajore
LT UreHue CUCTEMHBIX (paliIOBBIX OOBEKTOB
p —e 1 KOHQUTYpanuu
LTW o UreHue U 3alUCh TapaMeTPOB
p —e 10JIb30BATEIBCKOT0 OKPY>KEHHUS
L4 [Ipouecc MoxeT 3aBeplIaTh TOJIBKO
pi = i CBOIO paboTy

C 1enpio MpenoTBpalieHus Nepeaadn KOH(DHICHIHUATLHOW HH(POpMAIUH depe3
CEeTEBbIC COCIUHEHHS U COXPAHEHHS IPU 3TOM BO3MOXKHOCTH BBIX0/1a IPOIPAMMBI B
CeTh, HANpPUMEp sl  [OJAy4YeHHs  OOHOBJIEHHS, BBOIMTCS  CIIEAYIOIIE
¢byHkpoHaNpHOE paspelneHue: «Paspemiaercst ureHHs Karanora win (HaiaoBbIX
00BEKTOB MOJIB30BATENS] OTIMYHOIO OT JAHHOTO II0JIb30BATEIHCKUM IPOIIECCOM,
TOJIBKO €CJIM B OyayleM He OYAyT CO3llaHbl JIF00ble CeTeBble COeqMHEHUs». [laHHOe
(YHKIHOHAJIBHOE pa3pelIeHe BBIPaKaeTCs CIEeIYIOINM 00pa3oMm:

p? Leta —-F(p? inl) @

Tabn. 2. Tabauya ucmunHoCMU QYHKYUOHATLHO2O PA3PeUleHUs.
Table 2. Truth table of the functional authorization

p3 L et F(p3 i)nl) —F (p3 inl) p3 1>e4A—|F(p3 inl)
0 0 1 0
0 1 0 0
1 0 1 1
1 1 0 0

®opmyna GyHKIHOHATBHOTO Pa3pelIeHUs] IPUHUMACT UCTHHHOE 3HAYEHHE TOJIBKO
B TOM Clly4yae, €CJM JieBas U MpaBas €¢ 4acTu OYyJyT UCTHHHBI OJHOBPEMEHHO. B
COOTBETCTBUM C TaONHICH UCTUHHOCTH (Tabi. 2), 3TO JOCTIKUMO TOJBKO E€CIU
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"
IPOLIECC COBEPIIUT AeicTBHE P> — e* U P 3TOM OTHOCHTENLHO 3TOr0 AEHCTBUSA B

Cc
OynymeM He cosepumtes aeiictBue F(p3 > nl'), Bo Bcex ocTalbHBIX Ciydasx
pe3yNIbTaT BHIYUCICHNUS (DYHKINOHAIBHOTO PA3PELICHUS SBIACTCS JIOKHBIM.

Takum oOpazoM uToroBas ¢opmyna I NMPOBEPKH OE30MaCHOCTH HCIIOTHEHUS
HPOTPaMMBbI B TMHAMHUKE IIPHMET CICAYIOLINI BULI:
T Cc
G(AXsec V [P = e* A=F(p® > nh)]) a
Ha puc. 5 npencrasiena Mo/iesb UCTIONHAEMON NPOTPaMMBI, TIOCTPOESHHAs B OJIOKe
1 «IIpenBapurenbHas 00paboOTKa C HCMOIB30BAHNEM HHTEIUICKTYAIBHOTO (hazepa.

Puc. 5. Mooenv npoepammot
Fig. 5. The program model

BepmmmHbl mpencTaBiusioT  coOoi  JedicTBHE Ipomecca, pebdpa  0ToOpaxkaroT
BO3MOJKHOCTB ITPOTPaMMBI COBEPIINTDH JICHCTBHE MPOIECCa M3 COOTBETCTBYIOIIETO

cocrosiausi. COOTBETCTBUE HOMEpPA BEPIIMHBI U JCUCTBUS MPOIECca MPEICTABICHBI
B Ta0I. 3.

Tabn. 3. Coomeemcmeue HomMepog gepuiun u 0elicmeuil npoyecca
Table 3. States and process actions

Ne | [eiicTBue npouecca | Ne | JleiicTBue mpouecca
c [
1 p* _>m3 p* S>n*
c w
2 p* N e* 6 p* - n*
3 T r
p* - e* p* - n*
4 * w *
p —e

BepuduurpoBaHHoe HCHOJTHEHHWE MPOTPaMMBI, HE HapyIIalomee KOMILIEKC
(yHKIIMOHAJIBHBIX OTPaHUYCHUH, TOIIAroBO MPeCTaBIeHO B Ta0I. 3.

Cuenapuii paboOThl IPOrpaMMBI: IIOCIE 3aIlycKa IIporpaMma BBIIENSET B CBOEM
a/IpeCHOM TPOCTPAHCTBE HEKOTOPYIO O0JACTh MaMsTH, Aajee CO3JaeT HEKOTOPbIH
(aiinoBbIii OOBEKT B CBOEM JOMAIIHEM KaTajore, IPOU3BOAUT YTEHHE MH(OPMALIIH
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U3 KaTajora JpPYroro II0Jb30BaTeNs, IPOM3BONUT 3aliCh B CBOUX (haiJiOBBIE
00BEKTEHI, TTOCTIE ATOTO 3aBepIIaeT padboTy.

Tabn. 4. Bepuguyupyemoe ucnoanenue (Jlecumummo)
Table 4. Verified execution (Legitimate)

Ne Weyrr trace”* iii;iiilc; AXgee FA isDynSecure

1] p35m? 1) 1 1 0 1
1 1 0

2 | pPSes | 12 1
p°—e (2) 2 1 0
1 1 0

3| p¥let | 1:2(3) 2 1 0 1
3 0 1
1 1 0
w 2 1 0

4 | p3ses | 1-2-3-(4) 3 0 1 1
4 1 0

Bepudukarop «Model checking» mpoBepsT ajis KaxI0ro mara BBIMTOJIHHUMOCTb
Joruyeckor popmyiiel crosieii B npenukate G, TO eCTh BBINOJHCHHE CBONCTBA Ha
KaKJOM Iare. MHreprmperanus, JaHHOTO BBIPAKEHHS C TOYKH 3PCHUSI
6€30MacHOCTH BBITIONHEHHSI MPOTPAMMHOTO KOJA 3aKI0YacTCsi B TOM, YTO Ha
KQKJIOM IIIare BBIIIOJHEHHS MPOrPAaMMBI JIOJDKHO OBITh NPABUIIO, KOTOPOE NAHHYIO
OIepaLlMI0 pa3penraeT, eclid TAKOro MpaBHia HET, TO BECh INPEIMKAT MPHHHUMAeT
OTpPHULIATEIFHOE 3HAYCHHE, YTO CBHACTEIBLCTBYET O MOIBITKE COBEPIICHUS JCHCTBUS,

SIBHBIM 06pa30M HC pa3pCUI€HHOT'0, a 3HAYUT 3alIPpCIHICHHOTO.
Cc
HepBI)IM BBINIOJIHIEMBIM JICHCTBHEM mpouecca sABJISCTCA p3 4 m3 — BBIACIICHUC

NaMsATH B CBOEM aJPEeCHOM IPOCTPAHCTBE /sl AajlbHeHIIero ucnonb3oBanus. Ha
JIAHHOM IlIare Ha BXOJ BepU(HKATOPY MOCTYIAET Tpacca MCIOIHEHHS, COCTOSIIAs
U3 OJIHOTO JIEHCTBHS, MOJITOMY OHAa MPOBOJIMTCS TOJBKO OJHMH pa3 Ui OJHOIO
cocrosiHus. ba3uc akcuoMm «be30macHOro HCIOJHEHUS MPOTPaMMHOIO KOJa» IpH
9TOM HE HapylaeTcs, TaKk Kak JEHCTBHs, COBEPIIAEMOE IIPOLECCOM, BXOANUT B HETO
SBHO, YTO OTpakeHO B TaOu. 1, mpu 3TOM (yHKIMOHANBHBIE paspemieHust FA He
BBINIOJHAIOTCS, TaK KaK ey HE BXoauT B Qopmyny FA. B pesymbrare
BepU(HKAIUKM MEPBOTO JEHCTBUS NMPOTpaMMBbl MPOBEpEHa ero 0e30MacHOCTh, TaK
Kak JUIs 331aHHOM Tpacchl UCTIOMHEHUS BRIIIOIHSAETCS npenukar isDynSecure.

Hlar nBa mpoBepsieTcss aHAJOrM4YHO TepBoMy. Ha Tperbem miare paboTHI

IIPOTpaMMBbI TIPH BEpU(DMKAIIMA 3 IIara MCIIOJHEHHMs, NEHCTBHE TIponecca p 5 et
HE BXOJUT B 06azuc akcoM «be3onacHoro MCHONMHEHUs IPOrPaMMHOTO KOZ1a» BBHIY
9TOro 0asuc HE BBINOJHACTCA, HO B JIONOJHEHHE K HEMY CYLIECTBYET
¢ynkponanpHoe pasperieHue (Bbip. 1). @yHKIMOHANBHOE pa3pelieHUe B JaHHOM
cilyyae NMPUHUMAET MCTHHHOE 3HAYCHHWE B COOTBETCTBUM C TAOJMLICH MCTHHHOCTH
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(Tabn. 2). Tak kak a1 BBUHCICHHS Tpeamkata isDynSecure HeoOXoIuMo
BBIMIOJIHEHHE 0a3rca akCHOM Wi (PYHKIMOHATBHBIX Pa3pelieHUi, TO HUTOTOBBIH
pe3ysibTaT JuUis TMPOBEPKU JAHHOIO Iara MPUHUMAeT HCTHHHOE 3HadeHue. [lo
UTOraM TPOBEPKU BCEX ITAMOB PabOTHI MPUHHMACTCS PEUICHUE IS BCEH TpPacchl
uenukoM. [IpoBepka Ha ImIare YeThHIpEe MPOBOIUTCS AHAIOTMYHA IPEIBIIYIIIHM
raram.

IlomaroBoe BHIMOJHEHHE TMPOTPAMMBI, HAPYIIAKONICH B Mpolecce pabdoThI,
KOMILICKC (PYHKITHOHAIBHBIX OTPAHUYCHUH MPEICTaBICHO B Ta0I. 5.

Cuenapuii paboThl MPOrpaMMBbL: TIOCIE 3alycKa MpOorpaMma BBIIEISET B CBOEM
a/IpeCHOM TPOCTPAHCTBE HEKOTOPYIO O0JACTh MaMATH, Jaliee CO3/1aeT HEKOTOPBIH
(aiinoBbIii 0OBEKT B CBOEM JJOMAIIIHEM KaTaJlore, IPOU3BOIUT YTeHHE HH(POPMAaN
U3 KaTajora Apyroro mnojb30BaTeis, CO3JaeT HECAHKIIMOHUPOBAHHOE MOKITIOYCHUE
K y37y TJ1I00aJbHOU CETH.

Tabn. 5. Bepugpuyupyemoe ucnonnenue (Hapywenue)
Table 5. Verified execution (Violation)

Ne Weurr trace” l?iiroi?;;c; AXge FA isDynSecure
1| p3Sm3 (1) 1 0 1
1 1 0
2 | p35es | 12
pdoe 2 > 1 0 1
1 1 0
3| p3let | 1-2(3) 2 1 0 1
3 0 1
1 1 0
2 1 0
3 6.1 2.3
4 p3-n 1-2-3-(4) 3 0 0 0
4 1 0

IlepBrle TpW mIara BBIMOJHEHHWS TNPOTPAMMBI HPOMCXOASAT KaK M B CIy4ae C
JETUTUMHOW TIporpaMMoil. BpIromHeHHe 4YeTBepTOM IIare NpH BepUpHKALUH
TPETHEro COCTOSIHWSI HE BBINOJHAETCS 0a3uc akcHoM «be3ornacHOro MCIoJHeHus
NpOTrpaMMHOTO  KoJa» ¥ (QYHKIMOHAJIBHOE  pa3pelieHne, Tak  Kak

BeIpakenne —F (p3 inl) NPUHAMAET JIO)KHOE 3HaueHue. B wrore mpoBepku 10
YeTBepTOMY IMIary npenukar isDynSecure TpHHUMAET JIOXKHOE 3HA4YEHHE, YTO
CBHJETEJILCTBYET O  HAapyHNIEHMM MOJAENM  Oe30MacHOTrO0  HCIIOJIb30BaHMS
HPOTPaMMHOTI0 KoZia. B 3TOM citydae BHIIONIHEHHE TPOTPaMMBI ITPEPHIBAETCH.
PaccMOTpeHHBI  MOAENBHBIH ~ HpUMEp  JAEMOHCTPHPYET  IPHHIHUITHAILHYIO
BO3MOKHOCTH ITPUMEHEHHSI METOI0B (hOpMaNIbHOIM BepUUKaiK Uit o0ecrieueHus
BEpU(HULIUPOBAHHOTO MCIOJHEHHS IPOIPAaMMHOIO KOJA B COOTBETCTBHU C
(yHKIIMOHAJIBHBIMH pa3pelIeHUsIMU U 6a3ucoM akcHoM «be3onacHoro ucrosHeHus
MPOTPaMMHOTO KOZa.
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7. CpaeHeHue ¢ aHa/lo2amMu

Juis mpepnoxenHoro penienus, peanusyromero CBUIIK nHaifiTi mpsMble aHaJIOTH
He ynanock. IIpoBeneHHBIN aHAMW3 CYMIECTBYIOIIMX CPEACTB BHPTYaIH3ALUH
HCTIONHEHHSI MPOTPAaMMHOTO KOZAA IO3BOJMJ Pa3[AeIUTh NPOrPaMMHBIE CPEACTBA
CO3JaHMs W30JIMPOBAaHHOW MpPOrpaMMHOM cpelnbl Ha nBa kiacca: «llecouHunsl,
NpefHa3HAYCHHBIE BBIBICHHUSA IPHU3HAKOB BPEJOHOCHOTO (DYHKIMOHANA ITyTeM
aHaJIM3a UX MOBEJCHUS B M30JIMPOBAHHOM mporpamMMmHOM cpene» u «llecouHuusl,
NpeJHa3HadeHHble JUIsI PAJOBOTO HCIONB30BaHUS» C LENbI0 IPeAOTBPAILECHUS
HEXKENATeNbHBIX IOCIEACTBUI OT 3alycka IMporpaMM U3 HEJOBEPEHHBIX
HUCTOYHUKOB.

IIpenyoskeHHOE B HACTOSAIIEH CTaThe pelIeHHEe MO MPeJHAa3HAaYCHUI0 OTHOCHUTCS KO
BTOPOMY KJIacCy, HO 10 apXUTEKType peaiu3alluy OHO SIBJIAETCS MOTHOCHCTEMHBIM
IMYJIATOPOM.

Hanbonee Onmskue K npeataraeMoMy peIICHHsS aHaJloTh NpEICTaBICHBl B
tabnuue 6.

Ta6un. 6. Ilpoepammusle cpedcmaa Oist CO30aHUSL USOIUPOBAHHOU NPOSPAMMHOU CPedbl
Table 6. The sandbox software

3aganue IIpumenenne

AHaJior Ilnardopma OrpaHUYeHu it OrpaHUuYeHuil umeeT

NoJib30BaTeJieM | BpPeMeHHOH aTpudyT
Sandboxie Windows U3 TepevHs -
Time Freeze Windows - -
Shade Sandbox Windows U3 TepevHs -
Mbox Linux - -
FireJail Linux + -
Sandbox Linux (Fedora) - -

KiroueBbIM OTAMUYMEM NPEAIaraéMoro peleHHs OT aHaJoroB, NMPEJCTABICHHBIX B
Tabi. 6, sSBISETCS BOZMOXKHOCTH TMOKOTO pasrpaHuueHus poctyna K pecypcam OC
Ha OCHOBE aTpu0OyTa BpeMEHH COBEPIICHUs IIPOLIECCOM JAEHCTBUSI.

[Tpumenenne ruOKoi cucTeMbl (PYHKIIMOHAIBHBIX OIPAaHUYEHHUH C MCIIOIb30BaHUEM
aTpuOyTa BpEMEHHM COBEpIICHHS Olepalud I03BOJIET OrPaHWYHMTH JIMIIb
HNOTEHIMATIBbHO OMNACHBIE TPACCHI UCIIOJIHEHUs] MPOTrpaMMBbl, CYIIECTBEHHO MEHbIIE
IPY 3TOM OTpaHM4MBasi QYHKIMOHAIBHBIE BO3MOXKHOCTH HCCIIEyeMON POrpaMMBI
B IIEJIOM.

[epBbie dKCIIEPUMEHTHI 110 BEpU(UIMPYEMOMY HCHOJHEHHIO IPOrPaMMHOTO KoJa
MOKa3aJIM JIMHEHHBIH pOCT BpEeMEHH, TpeOyeMoro Ui MpOBeICHHs BepU(UKaLK
Tpacchl UCIOJIHEHHS MporpaMMbl. Takxke AN CHU)KEHUE BPEMEHHBIX 3aTpaT Ha
NPOBEACHUS BEPU(PUKAMM TPACCHl HCIOMHEHHS KOMIUIEKC (YHKIMOHAIBHBIX
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OTpaHUYECHUN MOXKET OBITH pa3zelicH Ha JBa IMMOAMHOXECTBA (OpMyJ IO MPHU3HAKY
HAJIMYHXS OTIEPaTOPOB TEMITOPATBHON JIOTUKH.

8. 3aknroyeHue

Ipennoxennas CBUIIK cymmecTBEHHO OBBICUT YPOBEHD TOBEPHS K HCIIOTHICMBIM
(aiimaM, Tak Kak IO3BOJIACT BBIABUTH MOTCHLIHUAIBHO OINACHBIA (HYHKIMOHAN
HCTIONHAEMOM TIPOTpaMMBI €Iie JO €€ 3amycka. B ciyuae HapyIIeHHs 3aJaHHBIX
(yHKIIMOHATIBHBIX OTPAaHUYEHHUH MTOJIb30BATEIbh MOXKET OTKAa3aThCs OT €€ JAOITyCKa B
cereByl0 HMHQpacTpykTypy obwvekra KWW wnm ucnosnb3oBarh Bepuduiupyemoe
UCIIOJIHEHHE TMPEIBAPUTENLHO 3a1aB (DYyHKIMOHAJBHBIE pPa3pelIeHUs, KOTOpOe
MpeaoTBpaTUT ﬂeﬁCTBHH, IIOTCHIUAJIBHO BEAyHue K HCXKCEJIATCIIbHBIM
nociencteusM. HMcnonp3oBanue CBUIIK Bo3MOXHO B paMKax CeTeBOM
uHdpacTpyktypsl o0bekta KM kak B kauecTBe aKTHBHOTI'O KOHTPOJISI UCTIOJHEHHS
NporpamMM, TaKk M B Ka4eCTBE CPEACTBA CepTH(HUKALUS MPOTPaMM Iepesi T0MyCKOM
uxX wucrnonHeHWs. Ee HCHONb30BaHUE MO3BOJSAET IIOBBICHTH  3aIUIICHHOCTD
uHpopmanuy, nupkynupymomei B cersx KU, 3a cdeT ucnonb30BaHus MporpamM,
YPOBEHb JOBEPHSI K KOTOPBIM JJOCTATOYEH ISl MX O€30MIaCHOTO MCIOIB30BAHUS.
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Abstract. The article represented the technical implementation of the system of verified
program code execution. The functional purpose of this system is to investigate arbitrary
executable files of the operating system in the absence of source codes in order to provide the
ability to control the execution of the program code within the specified functional
requirements. The prerequisites for the creation of such a system are described, the user's
operating procedure is given according to two typical usage scenarios. A general description
of the architecture of the system and the software used for its implementation, the mechanism
of interaction of the elements of the system are presented. The model example of
implementation this system is presented. Demonstrating the flexible set of functional
constraints, based on temporal attribute process action. At the end of the article given a brief
comparison with the closest analogues.
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AHHOTanuss. MeTonbl W HMHCTPYMEHTHI aBTOMAaTHYECKOM CTaTHYECKOW BepUPUKALUU
MO3BOJISIOT BBISBUTH BCE OIIMOKU MCKOMBIX BHIOB B IEJIEBBIX MPOrpaMMax IIPU BBITOJIHEHUN
OINPEJCNCHHBIX NPEANONOKEHUI aaxe B YCIOBUSAX OTCYICTBUSL MOJHBIX MOJEICH U
¢dopManbHBIX crienudukanuii. OTa BO3MOXHOCTH SIBIISIETCS OCHOBOW Ipe/laraeMoro B
paboTe MeToJa WHKPEMEHTAJIbHOTO MOCTPOCHHs CHeUMUKALMH MOAeneil OKpyXeHHs U
TpeboBaHMIA IS TOJICUCTEM MOHOJIMTHOTO SIIpa OTEPAIlMOHHBIX cHUcTeM. JlaHHBIH MeTo | OBLI
peann3oBaH B CHCTeMe craTmdeckoil Bepudmkamum Klever m mpuMeHeH AT NPOBEPKH
MOJCUCTEMBI MTOJJIEP)KKU TePMUHAIBHBIX ycTpoiicTs siapa OC Linux.
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1. BeedeHue

HpOBC,HCHHOC paHee uccjaeaOBaHUEC IIOKa3ajlo, 4YTO OAHUMU U3 Hanbosee
MNEPCHCKTUBHBIX MCETOJAOB W HMHCTPYMCHTOB JJid 06Hapy)KGHI/IH BCEX OIIMOOK
HCKOMOI'0 BHUJa B MOHOJMUTHOM SApPC OICPALMOHHBIX CUCTEM (z(anee — OC)

HccnenoBanne  BhIMONHEHO Tpd  ¢GuHAHCOBOW  mojuepxkke PODU, mpoext
«MHKpeMeHTanbHasE ~ cTaTWdeckas  BepUHKAIMsi  MOJACHCTEM  MOHOJIMTHOTO  sapa
orepanoHHbIX cuctem» Ne 16-31-60097.
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SBIIIOTCS. ~ METOABl W MHCTPYMEHTHl ~ ABTOMATHYECKOM  CTaTHYECKOH
Bepudukaru [1]. IIppumeHeHNe TaHHBIX METOAOB M MHCTPYMEHTOB Ha IPAKTHKE
3aTpyIHEHO, TOCKOJbKY OHH CHOCOOHBI BepH(HUIMPOBATH HNPOTPAMMBI Pa3MepoOM
HECKOJIbKO THICSY MJIM JAECSATKOB THICSY CTPOK KOJa B 3aBUCHMOCTH OT TOTO,
HACKOJIbKO ILIEJIEBOH KOJ PEJICBAaHTEH IPOBEPSIEMBbIM TPeOOBaHHSAM, OT AOCTYIHBIX
BBIYHCIIUTEIBHBIX PECYpPCOB M OT MHOT'OYHCIICHHBIX HAcTPOEK, HalpuMep, OT
BbIOOpa Mojenu mamsaTH M pemarens. Pasmep MoHomuTHOro siapa OC 0Oe3
Pa3NuYHBIX pacUIMPEHHH, TakKMX KakK ApaiBepbl YCTPOHCTB, MOXXET COCTaBISITH
HECKOJIbKO MHJUIMOHOB CTPOK Koja [2], mO3TOMy B KadecTBe NEpBOro Iiara B
HAlpaBJICHUHM HCIIONB30BAHUS METONOB ¥ HMHCTPYMEHTOB aBTOMATHYECKOM
CTaTUYeCKOI BepU(HKAINN IS IIPOBEPKH KadecTBa MOHOJNUTHOTO siapa OC ObLH
NPEII0KEHB! Pa3InYHbIe TTOIXObI K ICKOMITO3UIHMH SApa Ha MoJcUCcTeMBI [1].

B nmanHO# pabore mpemiaraercs HCIOIb30BATH TOT MOAXON K JCKOMIIO3HLMH
MoHonmuTHOro sapa OC Ha NOACHCTEMBI, KOTOPBII OCHOBaH Ha MpPUHIMIE
pazlereHnsl YeTKO BBIPaKCHHON (YHKIMOHAJIBHOCTH. IIpenMyniecTBaMH JaHHOTO
HOJXO0/a SBJISOTCS:

® BO3MOXHOCTDH BBIACIIATH JOCTATOYHO KOMIIAKTHBIC O pasMepy
IIOJACUCTCMEI. Ecmm HEKOTOpas MOACUCTEMA OKAXKCTCA CIIMIIIKOM 00JIBIION
HIIH CIIOKHOM U1 UHCTPYMCHTOB aBTOMATHYCCKOM CTaTHICCKOM
BepI/I(l)I/IKaLII/II/I, TO BCCra MOXHO MPOAOJDKHUTH JCKOMIIO3UIHIO,
OCHOBBIBAsICh HAa TOM K€ IIPUHIIMIIC,

® OTCYTCTBHE HEOOXOJMMOCTH pa3pabaThiBaTh MO/ICIb (QYHKIHUIA [ETIeBOi
MOJICUCTEMBI AJISl €€ IPOBEPKHU, MOCKOIbKY HHCTPYMEHTBI aBTOMAaTHYECKOH
CTaTH4YECKOl Bepu(pHKaui CaMH CTPOSIT MOAENb BceX (DyHKIUH 1eNeBOi
MOJICHCTEMBI;

® JIOCTaTOYHO MpOCTasl pealn3alus, MOCKOIbKY AT 334aHus MOACUCTEM
HYHO MEePEYUCITIUTh Ha3BaHHUSI COOTBETCTBYIOIUX TUPEKTOPHUIT W/HITH
(haiiIoB ¢ MX UCXOIHBIM KOJIOM.
OnBIT MPeasIayIIero MPUMEHEHUS! WHCTPYMEHTOB aBTOMATHYECKON CTaTHYECKOH
BepU(UKAIIMK Ha TPAKTHUKE MPOAEMOHCTPHUPOBAI HEOOXOAMMOCTH MOIEITHPOBATH
OKpYXXEHHE JIsl LIENEBBIX MPOrpaMM M 33/aBaTh TpeOOBaHHWS K HUM JOCTATOYHO
TOYHBIM 00pa3oM [3-6]. [Ipu npoBepke Takux CleHapHUEB B3aUMOJEHCTBUS 11€JI€BOH
MOJICHCTEMbI MOHOIHTHOTO spa OC ¢ ee OKpYKEHHeM”, KOTOpble HHKOT[A He
OCYIIECTBIISIIOTCS Ha NMPAKTUKE B CHIIY TE€X WM UHBIX IIPHYUH, MOTYT OBITH BHIJaHBI
JOXHBIE coobmeHnss 00 omumbOkax. Takke MHCTPYMEHTHI aBTOMaTHYECKOH
CTaTHYECKOH BepU(PHKAIMM MOTYT MPOIYCTUTH OMIMOKH, €CIIM HE MOJCIHPYIOTCS
KaKhe-TO IyTH BBIIIOJHEHUS, KOTOPHIE BO3MOXHBI NPH PabOTE MOJCHCTEMBI B
peanbHOM  OKPYKCHHMH. AHAJIOTHYHO, €CIM TpeOOBaHUS  CHOPMYIHPOBAHEI

2 OKpyKEeHHEM Ul TOJCHCTEMbI MOHOIMTHOTO siapa OC SBISIOTCS ApYrue HOJCHCTEMBI
MoHOJUTHOTO Aapa OC, pa3nuyHbIe PaCLIMPEHHs, TAKHE KaK JpailBepbl yCTPOHUCTB, a TAKKE,
BO3MOXKHO, KOCBEHHBIM 00pa3oM armaparypa M HPHIOXKEHHS U3 I0Jb30BaTEIbCKOrO
MPOCTPAHCTBA.
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HEZOCTaTOYHO TOYHBIM 00Pa3oM, TO MOTYT OBITh KaK BBIJAHBI JIOXKHBIE COOOIICHHUS
00 ommOKax, TaK W IPOITYIIEHBI OMHNOKHA COOTBETCTBYIOIINX BHIIOB.
[IpuMedaTebHBEIM SBISETCA TO, YTO B OTIMYMHM OT METOJOB U HMHCTPYMCHTOB
(hopMabHON (IEIyKTHBHOM) CTaTHUECKONW BepU(UKAIIH, METOABI U HHCTPYMEHTHI
ABTOMAaTHYECKOW CTAaTHYECKOH BepH(HKAMH HE NPEIroaraloT pa3paboTKy
NOJHOW MoJend W (OPMaJbHBIX CHEUM(UKALUKA, KOTOpbIE ITOKPHIBAIOT BCE
(yHKIMOHANIBHBIE TpPeOOBaHMS W  HEKOTOPHIE JONOJHUTENbHBIE CBOMCTBA.
OOHapyxuBaTh OIIMOKKM OINpPEIETICHHBIX BUAOB, a TaKkKe JOKa3blBaTh UX
OTCYTCTBUE NP BBHIIOJHEHUH OIPEAETICHHBIX IPEINONOKEHNI BO3MOXHO Jaxe
NPY HAJIMYUKM HETOYHBIX Mojelner u cnenudukanuid. [Io MHEHHIO aBTOPOB pabOTHI
3TO 00YCIIOBJIEHO COBOKYITHOCTBIO CIEAYIOMIHNX (PaKTOPOB.

e [lpu KCIOJB30BAaHUU METO/IOB U HHCTPYMEHTOB aBTOMATHYECKOM
CTaTUYECKOHN BepUPHUKAIIMU TPATUITUOHHO HE JIEIACTCS MOMBITKA J0KA3aTh
MOJIHYIO (hOPMATTEHYIO0 KOPPEKTHOCTD IEJICBOM IPOTPaMMBbI B CMBICIIC
COOTBETCTBUS peallU3aliy €€ MOJCIH U CIICITU(HUKAIINAM, & UIILYTCS
HapYIIEHHsI JOCTATOYHO 00uMx TpeboBanuii. K umcny Takux TpeOoBaHMMA
OTHOCHTCSI, HATIPHMEP, BBIMOIHEHUE MPaBHI 6€30MaCHOTO
pOrpaMMHpPOBaHusl (OTCYTCTBUE Pa3bIMEHOBAHUI HYJIEBOTO yKa3aTels,
BBIXOJIOB 32 IPaHUIIbI OY(HEpPOB U T.I1.) U MPABUI KOPPEKTHOTO
HCIOb30BaHMs IIPOrpaMMHOT0 HHTep(deiica, HapuUMep, KOPPEKTHOE
HCIOJIb30BaHKE CIIEIM(DUIHOTO MEXaHM3Ma CUHXPOHHU3AIHH JIJIsI
MHOT'OTIOTOYHBIX POrPAMM.

e [IpoBepsieTcsi KOPPEKTHOCTH HE OTAENBHBIX (DYHKIUH, a BCEH MPOrpaMMBbl B
nenoM. [Ipu aTom ju1st Beex (hyHKIMHA, BXOSIINX B [ENEBYIO IPOTPAMMY,
aBTOMATHYECKH CTPOUTCS UX MOJIEIb JOCTATOYHO TOUHAS JJIS TIPOBEPKHU
3aJ[aHHBIX TPEOOBAHMHA.

e Pa3paboTYMKM NOCTOSHHO MPEJIaraloT HOBBIE U COBEPIICHCTBYIOT
CYIIECTBYIOIINE METO/IbI CTATHIECKON BepH(UKAINN, KOTOPBIE YKe
CHOCOOHBI aBTOMAaTHYECKU CTPOUTH JOCTATOYHO TOYHBIE MOJIENN U
ABTOMAaTHYECKH JI0Ka3bIBATh BBIITOJIHUIMOCTH 33aJJaHHBIX TPEOOBAaHHUMN JUIs
CpEeIHUX MO pa3Mepy MpOrpamMM ¢ pa3yMHBIMU OTPaHUYEHHUSIMH Ha
UCTIOJNIb3yEMble BEIYMCIUTENbHbIE PECYPCHI M 001Iee BpeMsl IPOBEPKH.

e [lpu aBTOMAaTHYECKOH CTATHYECKOH BEpUPHUKAIINN IETAI0TCS
onpeesieHHbIe NMpeanonoxenus. Hanpumep, MHCTpYMEHTBI HTHOPUPYIOT
KOJ Ha si3bIKe acceMOiiepa. Kak mpaBuito, 3T0 He IPUBOIUT K MpoOIeMaM,
MIOCKOJIbKY TaKoro koJjia B MOHOIUTHOM siipe OC He Tak MHOTO [2]. [Ipn
HEOOXO0AMMOCTH MOXKHO Pa3padoTaTh COOTBETCTBYIOLIYIO MOJIENb Ha SI3bIKE
nporpammupoBanus Cu.
B cnepyromem paznene npepiaracTcsi METOJ WHKPEMEHTAJIBHOIO IOCTPOECHMS
crenuUKauil Mosieeld OKPYKCHHS U TPEOOBAHUM JIsi TIOJCHCTEM MOHOJIUTHOTO
sapa OC, KOTOpBHIA BO MHOTOM OIHPAETCS Ha BBILIEYNOMSHYTYIO BO3MOXKHOCTb
METOJIOB U MHCTPYMEHTOB aBTOMAaTHYECKON CTaTHUECKON Bepudukaruu. Pazmer 3
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MOCBSIICH pealu3annyl IMPEAIoKEHHOT0 MeTona. B pasmene 4 ommcan mporecc
MHKPEMEHTAJIbHOTO TOCTPOCHMSI crnemudukanumidi Monened OKpYXKEHUs H
TpeOOBaHUI Ul TOACUCTEMBI MOJICPKKH TEPMHUHAIBHBIX ycTpoHcTB sapa OC
Linux. Takxke B &IaHHOM pa3zzeie INPeJICTaBICHbl pe3ylbTaThl BepU(HUKALUH,
MOJyYeHHBIE Ha pa3JIMuHBIX dTalax AaHHOTO Ipolecca. B 3akimoueHun aenarTcs
BBIBOJIBI TI0 pe3yJIbTaTaM IPOBEACHHOTO UCCIIEI0BAaHNS M HAMEYAIOTCs JallbHEHIINe
BO3MOJKHBIE IIary.

2. MemoO uHKpeMeHMaslbHO20 MOCMPOEHUs1 cneyugukayull
MoOenell OKpyxeHusi u mpeboeaHuli 0ns nodcucmem
MoHonumdozo siopa OC

YHHUBEPCAIBHOIO METOa OCTPOCHHS MOJIeNel U crielU(uKanui 1uisk cTaTHYeCKON
BepH(UKAMKA NPOrpaMM He cymecTByeT. [l KakZoro KOHKPETHOTO IIPOEKTa
MOAXOASIIMN METO/ BHIOUPAECTCSI UCXO/Sl U3 MHOYKECTBA PA3IMYHBIX OTPAaHUYCHHH.
HawnGosee BayKHBIMU 110 MHEHHIO aBTOPOB Pa0OTHI SBILSIFOTCS CIIEAYIOIIHE.

e Bo03MOXHOCTH U OCOOEHHOCTH SI3BIKOB MOJCIUPOBAHUS U ClICIM(UKALINY,
a TaxKe HEIOCPEICTBEHHO CAMHUX HHCTPYMEHTOB CTaTHYECKON
Bepudukanuyu. Hampumep, CyImecTByeT MoAX01, KOTOPBINA Ipeyiaract
pa3pabaThIBaTh MPOrpaMMBbl Ha CHICHUATU3UPOBAHHOM SI3bIKE
MIPOrPaMMHPOBAHUS TAKUM 00pa3oM, 4TOOBI crienn(pUKAIIH 33JaBaJIUCh
OJIHOBPEMEHHO C peanuzaiueit [7]. Takoii moaxo He MPUMEHUM JIJIst
CTaTHYeCKOil BepuHKalum CyecTBYONKX nporpamm. MHoraa
pa3IUYHbIe MyTH, YAOOHbIEC IPH PA3INUHBIX BAPHAHTAX HUCIIOIb30BaHUS,
CYIIIECTBYIOT IaXKe B paMKax oJiHoro moaxoa [8]. Hacto Bo3MokHOCTEH
CYIIECTBYIOIMX HHCTPYMEHTOB CTATHYECKON BepH(DHUKAIIMN OKA3bIBACTCS
HEJIOCTaTOYHO: HEKOTOPhIE KOHCTPYKIIMH SI3bIKOB IPOTPAMMHUPOBAHHUS U UX
pacuMpeHui He TOAEePKUBAIOTCS WIIN JUTS TIPOBEICHHS TIPOBEPKU
TpebyeTcs Ype3BbIYaifHO OOJIBIIIOE KOINYECTBO BEIYUCIUTEIBHBIX
pecypcos [9-10].

o Ksamudukamms camux BepupukaTopos°. JIIst MOCTPOCHHS KAdeCTBEHHBIX
MoJjenell u cnenudukanuii TpedyeTcs o4eHb Xopoliee HOHUMaHHe
LIEJIEBO MTPOTpaMMBI, UCTIONIB3YEMBIX SI3bIKOB MOJEIUPOBAHUS U
crenuQuKaIig, a TAKKe BO3MOXKHOCTEH M 0COOEHHOCTEH MHCTPYMEHTOB
crarnyeckoil Bepudukanuu. TpeOoBaHMS K LIEJIEBBIM ITpOrpaMMaM B
He(opMaTbHOM BUJIE MOTYT OBITh HE ITOJIHBI WJIN JIa’Ke TPOTHBOPEYHBEI.
JlokyMeHTanus1, ONMCHIBAIONIAs I3bIKA MOJICIIMPOBAHUS U CHIEIN(UKALIIH,
a TaK)Ke MHCTPYMEHTHI CTaTHYECKOH BepH(HUKAIIUH, MOXKET OBITh HE
JOCTAaTOYHO KauecTBeHHOH. Kak mpaBuino, HeoOX0guMble 3HAHUS
Bepu(HUKaTOPBI MPHOOPETAIOT 1I0 MEPE HEMOCPEICTBEHHOTO BHIITOIHEHHS

B nmanHoOlf crathe mox BepU(UKATOpAMH IMOHHMAIOTCS JIOAM, KOTOPBIE 3aHMMAIOTCA
pa3paboTkoit Mojeneil, crnenudUKaLuii, NPOBEJCHHEM CTaTUYECKOH BepudUKaMU H
QHAJIN30M Pe3yJIbTaTOB BepH(UKAIINNL.
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KOHKPETHBIX ITPOEKTOB, a HE Ha KaKUX-THOO0 00ydJalomX Kypcax.

e PaznuyHbIe 5KOHOMHYECKUE, OPTaHU3ALMOHHBIC U TIOJIMTHYECKUE
orpann4eHus. VI3BecTHO, 4TO TPYIOEMKOCTh (hOpMabHOU (1€ AyKTUBHOM)
Bepu(HUKaUK YPE3BHIUANHO OONIBIIAs 1 MOXKET TPEBOCXOANTH
TPYAOEMKOCTE pa3paboTKu MporpaMMbl Ha Topaaok [11]. B cBs3u ¢ atum
TIOJTHBIE MOZIENN B (hOPMANIbHBIE CHIEHU(DHUKAIIMN CTPOSITCS TOIBKO IS
Hanboee KPUTUIHBIX IPOTPaMM MM X KOMIOHEHTOB OOIIMM pa3MepoM
HECKOJIBKO THICSIY MJIM JIECSITKOB THICSIY CTPOK Koza. B npyrux ciryuasx
UCTIONIB3YIOT aJbTEPHATUBHBIE METO/IbI 00ECIICYEHNUS Ka4eCTBa
MIPOrpaMMHOT0 00eCIeYeHUs, HallpUMep, TECTUPOBAHUE MJIM CTaTHYECKUI
aHaNu3.

[Ipennaraemslii METO WHKPEMEHTAJIBHOTO IIOCTPOCHUS CHEHU(DHKALMA MOJeNeH
OKpYXeHHs] U TpeOOBaHUM ISl MoAcUCTEM MOHOMUTHOTO sapa OC ydHTHIBaeT, ¢
OJTHO# CTOPOHBI, HEOOXOIUMOCTh CTATHYECKOH BEpUPHUKALIUK OOJIBIIOTO, CIIOKHOTO
M HE BCErJa XOpOIIO JIOKYMEHTHPOBAaHHOTO KOJIa, a C JpYroil CTOpOHBI,
BO3MO>XXHOCTb METOO0B u WHCTPYMECHTOB aBTOMATUYECKOM CTaTUYECKOU
Bepu(UKAIE 0OHAPYKMBATH OIIMOKHM OIPEAEICHHBIX BUIOB, a TAKXKE JOKa3bIBaTh
UX OTCYTCTBHE NpH BBIIIOJHEHHH ONPENCICHHBIX IPEINONOKCHUN Haxe IpH
HaJIMYMK HE JOCTATOYHO TOYHBIX MoAeied M crennpukanuid. Meron cCOCTOUT H3
TpeX IIaros, KOTOPBIE PACCMOTPEHBI 1aJIee B COOTBETCTBYIOMINX HOApa3Ieiax.

2.1 NokpbITHe KoAa LueneBbIX NOACUCTEM MOHoNUTHoro sapa OC

Bo BBezeHHMM OBLTO OTMEYEHO, YTO MHCTPYMEHTHI aBTOMATHUYCCKOW CTaTHYECKOI
BepH(UKAIIUK MOTYT MPOMYCTHTh OMIMOKH, €CIIH HE MPOBEPSIOTCS KAKHE-TO IMYTH
BBINIOJTHEHHS, KOTOPHIe BO3MOXKHEI TIPH paboTe B peaJbHOM OKPYKCHUHU. TUITHIHBIM
MPUMEPOM CIY)KHT KOJ, KOTOPBIH HENOCTIDKUM W3 YyKa3aHHOM TOYKM BXOJa
MpOrpaMMbI HH Ha OJIHOM U3 BO3MOXXHBIX MyTeH BbINOJHEHHS. |Jis TOTO, YTOOBI
YBEJIMYUTh MOKPBHITAE KOJa, HEOOXOAMMO MOCTPOUTH COOTBETCTBYIOIIME MOJCIH
okpyxenust. Hanpumep, aast nporpamm ¢ (GyHKIUEH Main B MOJEIM OKPYKEHHS
TpeOyeTcsl BhI3BaTh JAAHHYIO (DYHKIHIO CO BCEMH BO3MOXKHBIMHU M JIOITYCTUMBIMH
3HAYCHWAMH €¢ apryMEHTOB HIIM XOTS OBl HEKOTOPHIM HX IOIMHOMKECTBOM'.
AHaNOTUYHBEIM 00pa3oM HEOOXOAWMO BBI3BIBATH OWONIHOTEUHBIE (YHKIHH C
Pa3IMYHBIMU 3HAYEHUSIMHU UX apTyMEHTOB, B PABUILHOM MOPSAJIKE U B PABHILHOM
KoHTekcTe. I[Ipu mpoBepke OTAENbHBIX KOMIIOHEHTOB HWJIM TMOACHCTEM 3ajaya
MOJICIIMPOBAHMS OKPY)KCHUSI CTAHOBHTCS eIle Ooyiee BaKHOW, MOCKOJBKY IIpH
aHanmu3e BJ0OAaBOK MOXET OTCYTCTBOBAaTh KaK TOT KOJ| IPOTPAMMBI, KOTOPBIA

VHCTpYMEHTBI aBTOMAaTHYECKOH CTaTHUECKOH BepH(HKANH aHATM3HPYIOT IIEJIEBYIO
[IporpamMmy, HauMHasi ¢ HEKOTOPOH OIpeleNleHHONW TOYkM BXoja. Hampumep, Takol TOUKOMH
BXOJ@ MOXKET OBITH QyHKIHMs Main.

5 HHCTpyMEHTBl aBTOMAaTHYECKOH CTaTHUeCKOW BepH(UKAIMM NPEeAnaraioT CIelHalbHbINH
MEXaHH3M, MO3BOJSIOMMI 3aJaBaTh Cpa3y BCE BO3MOXHBIE 3HAUCHUSI OIPEAEICHHOTO
6a30BOr0 THIIA MJIM HEKOTOPHIE TUANa30Hbl TAKNX 3HAUCHHI.
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UCIIOJIB3YeT MPOrpaMMHBINA HMHTEp(EHC 1eIeBOro KOMIOHEHTA/IIOJCUCTEMBL, TaK U
TOT KOJ IPOTPaMMBI, KOTOPBII UCIIONB3YETCs HMH.

B ycnoBusx OONBIIOr0 KOJMYECTBA, CIOKHOCTH M pasMepa IIOJICHCTEM
moHomuTHOro siapa OC® M HEZOCTATOYHO TOYHOTO HEYOPMATBHOTO OIMCAHHS
TpeOOBaHMII K WX TpOrpaMMHOMY uWHTepdeiicy, B MmaHHOH paboTe I
MOJICTIMPOBAHHUS BCEBO3MOXKHBIX CIICHAPHEB B3aUMO/ICHCTBUS LIEJICBOM MOJICHCTEMBI
C ee OKPY>KCHUEM IIPeAIaraeTcs Clenyolee.

e AHanM3UpPOBaAThH MOJCUCTEMY COBMECTHO C TEMHU PACIIUPEHUIMU
MOHOIUTHOTO siipa OC, KOTOpBIE €€ NCTIONB3YIOT U IS KOTOPBIX
pa3pabaTbIBaTh MOJENN OKPYKCHUS MOXKET OBITh MPOIIE TI0 TEM M HHBIM
npuanaam’ . Harpumep, B cyuae sgpa OC Linux — BMecTe ¢
3arpyKacMbIMH MOJIYJISIMH, Tl KOTOPBIX YKE pa3paboTaHbl HEKOTOPHIC
JIOCTAaTOYHO TOYHBIC CIICIM(HUKAINU MOICTICH OKpYyKeHUsI [6].

e Pa3zpabaThIBaTh JONOJTHUTEIBHBIC CIICHUPUKAIIMHA MOJENCH OKpPYKESHUS B
ciTydae HeoOXOOMMOCTH. JIaHHBIH IIar SBISIETCS ONIIHOHAIBHBIM, OJTHAKO,
Kak OyJeT MOKa3aHo B CICAYIONEM pa3zese, 0e3 Hero He BCeraa yaaeTcs
YBEIMYUTH TOKPBITHE KOJA LIEJIeBOM MOJACUCTEMBI MOHOTUTHOTO sijpa OC.
Ecnu nokpsITh TONOJHUTENBHBIN KOJ MOKHO 332 CHET COBMECTHOTO
aHaJIM3a MOJICUCTEMBI C HEKOTOPBIM pacIiupeHrneM MOHOJIUTHOTO siapa OC,
TO TIpeJIaraeTcs BOCMOIb30BaThCs JAHHONH BO3MOKHOCTBIO B TIEPBYIO
ouepeib, a He pa3padaThiBaTh JOMOJHUTEIBHYIO CIICITUPHUKAIINIO MOICITH
OKPYXKEHHSI.
B oboux cnyuasx B TepByI odepeab HeoOXoaumo oOpamiaTh BHUMaHUE Ha
MOKPBITHE HaWOOJee BaXXHBIX U OONBIIMX yYACTKOB KOJIa IIETIEBOW MOJCHUCTEMBI
MoHonutHoro sgapa OC. Hanpumep, mnepea  HMCHOIb30BAHHEM HEKOTOPOTO
nporpaMMHOTO HHTep(deiica 00sA3aTeNPHO HY)KHO BBIIIOJHUTh WHHIIHATA3AIIIO
UCIIONIB3YEMBIX UM CTPYKTYp AaHHBIX. Eciu 0HO pacmupeHre MOHOJIUTHOTO spa
OC mo3BONSAET MOKPHITH OONBINE KOAA MENEBOM MOACHUCTEMBI, 9eM JAPYToe, TO
MpeaNoUTEHUE CleAYEeT OTAATh IEPBOMY.
CTOUT OTMETHUTD, UTO NPU TAKOM HOJIXOJE K MOKPBITUIO KOAA LEJNEBbIX MOJACUCTEM
MOHOJUTHOTO sijpa OC MOTYT MOKPHIBATHCS HE BCE BO3MOKHBIE ITyTH BBINOJIHEHUS,
KOTOpPBIC BO3MOXHBI MU PadOTe B pealbHOM OKpy)KeHuH. Hampumep, HEKOTOPBIH
MPOTPAMMHBIA WHTEP(ENC MOACUCTEMBI MOXKET IPEAOCTABIATE BO3MOXKHOCTH,
KOTOpBIE HE HMCIIONB3YIOTCS HU OJHUM W3 BHIOPAHHBIX PACHIUPEHUH MOHOJIUTHOTO
snpa OC, a umeronuecst crienupuKauy Moeneld OKpy>KEHUSI MOTYT HE OMUCHIBATH
paboTy ¢ JMaHHBIM MPOTPAMMHBIM HHTEp(HEHCOM WM JellaTh 3TO HE JOCTaTOYHO

6 Hampumep, mns sapa OC Linux npenmornaraercst mopsinka 100 moacmcreM pasmepom
nopsiaka 10 Teicsid cTpok koxa [1].

7 Boobiiie roBopsi, MPH TAaKOM MOAXOAC MPEIONAracTCs, UTO PACHIMPEHHS MOHOIHTHOIO
sapa OC KOppeKTHBIM 00pa3oM HCHOJB3YIOT MPOrpaMMHbIA HHTEp(EHc ero MoACHCTEM.
BeIsBIATE OIIMOKH, KOTOPBIE BO3HHKAIOT B NIPOTUBHOM Ciy4ae, MpPEANoNaraeTcs APyrUMU
cpencrBamu [5-6, 12-14].

30



3axapos WN.C., HoBukos E.M. MHKkpeMeHTalbHOE TTOCTPOCHHE crienudUKaluii Mosieseil OKpyXeHHs 1 TpeOOBaHMiT 1Ist
TOJICHCTEM MOHOJIHMTHOTO sIpa ONEPanoHHbIX cucTeM. Tpyout UCIT PAH, Tom 29, Bbim. 6, 2017 1., cTp. 25-48

TOYHBIM OOpa3oM. TeM HE MeHee 3TO COOTBETCTBYET OOIIEH wnaee MeToaa,
MIOCKOJIBKY TPEIONAracTcsi pa3padarsiBaTh CHEHU(PHUKANA MOAEIEH OKPYKECHHS
MHKpEMEHTaJIbHBIM 00pa3oM. [Ipn HeoOX0MMOCTH 1 BO3MOXKHOCTH CrielU(HKaIIN
MOXHO J0paboTaTh, Oaroapst 4eMy MOKPBITH JONOIHUTENBHBIN KOJI.

2.2 YTO4YHeHue cneuundumkaumm mogenemn okpyxeHus

[IyTH BBIOMHEHHMS, KOTOPHIE IIOKPBIBAIOTCA B paMKax BBIIIOJHEHUS MPEABIAYIIETO
Imara MeToja, MOI'yT HHKOI'ZIa He OCYIIEeCTBIITHCS Ha HpakTuke. Hampumep, uz-3a
HETOYHOCTH creluduKanuii Moaeneld OKpyKeHHs GYHKIHH MOTYT OBITH BBI3BAHBI C
HEIOIyCTUMBIMHA 3HAYeHUSIMH apryMEHTOB, B HENPAaBWIFHOM IOPAIKE WIH B
HENPaBHILHOM KOHTEKCTe. KpoMe Toro, HEKOTOpBIE ITyTH BBITOJTHEHUSI MOTYT OBITh
HOKPBITHI, MOCKOJBKY HHCTPYMEHTHI aBTOMAaTHYECKOW CTATHYECKOH BepU(pHUKALIMU
JieNaloT npennonoxenus. Hanpumep, npeanonaraercs, 4To ¢yHKIUH, 51 KOTOPBIX
NPY aHAJIN3€ HET HU ONpeAeICHUH, HU MOJIeliei, He UMEIOT T000YHbIX AP deKToB 1
BO3BPAIAIOT MIPOU3BOJIBHOE 3HAa4YeHHE NOIycTHMoe TurnoM. Ecnu B peanpHOCTH
HekoTopas (yHKIMs Bcerna Bo3Bpamaer 0 B ciydae ycrmexa U HEKOTOpoOe
OTpHULATENIFHOE IIeJ0€ YUCIO0, 0003Hauamomee KoJ OMHUOKH, TO NPEAINONoXKeHUe,
4To (YHKIUS MOXXET TaKke BEPHYTh IOJIOKUTEIBHOE LEJNIOE YHCIO MOXKET
NPUBECTH K aHAIW3y HEBBINOJHUMBIX IyTeil. B KOHEYHOM HTOr€ MHCTPYMEHTEHI
ABTOMAaTHUYECKOW CTaTHYECKON BepU(UKALUK MOTYT BBIIAThH JOKHBIE COOOIICHUS
00 omMOKax, KOTOpbIe CYIIECTBEHHO 3aTPYAHSIOT AaHAIU3  Pe3yJIbTaTOB
BepHuUKaIum.

Ha BropoM miare meroja mpeuiaraeTcss HNOCTEIICHHO YTOYHATH CHEHU(UKALMH
MOJIeNIel OKPYXKEHHSI B TOH CTEIECHH, HACKOJBKO 3TO HEOOXOIMMO Ul MPOBEPKU
BBITIOJTHEHHS 33/IaHHBIX TPEOOBAHMH JUIS LIENEBBIX IMOJCHCTEM MOHOJHMTHOIO sApa
OC ¢ npueMJIeMbIM KOJIMYECTBOM JIOXKHBIX cOOOIeHni 00 ommbOkax. Hampumep,
OONBIIMHCTBO MOJCHCTEM oOOpamarTcd K IOACHCTEME YIPaBICHHS IaMAThIO,
MOSTOMy C GONBIIONH BEPOSTHOCTHIO TOTpeGyeTcs pa3paboTaTh ee MOeNb’.
MOI[eJ'II/IpOBaTI) T€ TOACUCTEMbBI, KOTOPBIC HE HUCHOJIB3YIOTCA I1CJIEBBIMU, HE
notpedyeTcs.

2.3 PaspaboTka u yTouHeHue cneumndumkaumm TpedosaHum

B nanHO# pabote mpesiaraeTcsi MpoBeEpsITh B NMEPBYIO OYEpeb Te ke TpeOoBaHus,
KOTOpBIE TPAIUIIMOHHO ITPOBEPSIOTCS IPH CTATHYECKOH BepH(UKAINH pacInpeHui
MoHosymTHOro siapa OC [5-6, 12-13]. K HuM oTHocsTCs mpaBmia ©e30macHOro
NPOTPaMMHUPOBAHUsI, KOTOPBIM JIOJDKHBI CJIEOBATh BCE IIPOrpaMMBbl Ha SI3bIKE
nporpammupoBanust Cu, W NpaBuiia KOPPEKTHOTO HMCIOJIB30BAHUS MPOTrPaMMHOTO
naTepdeiica monomutHoro sapa OC. Kpome Toro, HeoOXoamMo pa3pabaThiBaTh

’B cinydae ¢ MOHOIUTHBIM siipom OC Linux Takasi MoIenb yXe OT4acTH pa3paboTaHa,
HOCKOJIBKY 3arpyKaeMble MOAYJIM TAKKe UCIOIb3YIOT MOACUCTEMY YIIPABICHUS NaMATbIO [S-
6, 12-14].
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JIOTIOTHUTENIbHBIC CHeUpUKANKA TpeOOBaHWA B TeX clydasx, Korma TpeOyercs
MPOBEPATh CHENU(UIHBIE TPaBHIa KOPPEKTHOCTH, KOTOPHIM IOJDKHBI CIIEOBATh
TOJIBKO MOJICUCTEMBI MOHOIUTHOTO siipa OC.

Hecmorps ©Ha cxoactBo  TpeOOBaHWH, TPOBEPSEMBIX TMPH  CTATHYECKOM
BepuduKanum moacucteM MoHoiuTHOro sapa OC, ¢ TpeOoBaHHAMH K €ro
PACIIUPEHUSIM, JJIs MPOBEPKH MOJCUCTEM MOXKET MOTPEOOBATHCS JOMOTHUTEIBHEIC
yTOUHEHHs crerudukanuii. Hampumep, B OTIMYMK OT PaCIIUPECHUN MOHOIUTHOTO
sapa OC, KOTOphIE MOTYT 3arpy’KaThCs M BRITPYKATHCS TUHAMUYECCKHA U HA MOMCHT
3aBepIIcHUs pabOThI TOKHBI OCBOOOXKIATh BCE BBIJICIICHHBIC TSI HUX PECYPCHI TEM
WK WHBIM CIIOCOOOM, MOJCUCTEMBI MOHOIUTHOTO sapa OC He Bceraa o0si3aHbI 3TO
JIeNaTh, MMOCKOJBKY HET CMBICTIa OCBOOOXKAATH BBIIENEHHBIE pecypchl, korma OC
3aBepIacT CBOIO padory.

3. Peanusayusi npednoxeHHo20 Memooda

[pemmosxeHHsbIit MeTox OBLT peanm3oBaH It moacucteM sapa OC Linux B cucteme
cratuueckoit Bepudukarmu Klever [12-14]. Ilpu 3ToM ObUTH 3a7eCTBOBAHbI BCE TC
BO3MOXKHOCTH, KOTOpPbhIC YK€ Obutd peanu3oBanbl B Klever i moamep:kku
CTaTU4ecKoil  BepubuKanuu 3arpyxaeMbix wmoayiei smpa  OC  Linux.
JlomonHUTENHHO OBLIIN PEaNn30BaHbI CIEAYIONINE BO3MOKHOCTH.

o Jlns peanmu3amyy mara MeToa, IpeACTaBICHHOTO B moapaszaene 2.1:

o TIpoBepka (aifyIoB U TUPEKTOPUI C UCXOTHBIM KOJIOM IEIICBOH
nogcuctemsl syipa OC Linux cOBMECTHO ¢ MCXOAHBIM KOZIOM
OJTHOTO W3 3arpy’kKaeMbIX MOJYJICH.

e B03MOXHOCTh HamnpsIMyIO BEI3BIBAaTh (PYHKITUH IIPOTPAMMHOTO
uHTepdeiica U3 Mojienel OKpyKEHHSI.

o Jlns peanmu3amyy mara MeToa, IpeACTaBICHHOTO B moapasaene 2.2:

o [lomaepxka HECKOJIBKUX MPOrPAMMHBIX HHTEP(EHCOB, NMEIOIIIX
OJIM3KYIO0 CHHTAKCHUYECKYIO CTPpYKTYpy. Hanpumep, moryt
PErucTpUpOBaThCS HECKOJIBKO HAOOPOB PyHKINIT-00pabOTUNKOB,
COXpaHSEMBIX B IEPEMEHHBIX C OJTHUM H TEM )K€ CTPYKTYpPHBIM
THUIIOM.

° 3anpeT HCIIOJIb30BaHMS TPOrPaAMMHOTO HHTep(i)Cﬁca B MOJCIIAX
OKPYKCHUSA B TCX CHIy4dasiX, KOrja OH €II€ HE 3apCTruCTPUPOBAH.

o Jlus pemeHust mpo0JieMbl, KOTOpast Oblila YIOMSIHYTa B ojjpasueie 2.3:

e Bo03MOXHOCTH OTKIIIOYATh MPOBEPKY (1)I/IHaJ'ILH01"O COCTOsHHA Ha
MOMCHT 3aBCpIICHUA pa6OTI)I IOJACUCTCMBEI.

Jnst 3arpyskaembix moayneit sigpa OC Linux GOMBIIMHCTBO JaHHBIX BO3MOXKHOCTEH
TaKXKe HEOOXOMMBI, HO OHH HE SIBIISIIOTCS CTOJIb CYIIECTBCHHBIMH. be3 oTCyTCTBUS
COOTBETCTBYIOIICH moaaepxku s noacuctem siapa OC Linux aubo He yaaBaioch
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JOCTHYb IPHEMIIEMOTO IOKPBITHS KOAQ, OO BBIAABAJIOCH YPE3BBHIYAWHO MHOI'O
JIOKHBIX COOOIIECHNH 00 OMMOKax.

I[Homumo mopa®OTKM KOMIIOHEHTOB CHCTEMBI cTatmideckodl Bepuomkarmu Klever
OBIJIO HCIIPABJICHO HECKOJIBKO OIIMOOK M CHETaHO HECKOJBKO IOIOIHUTEIBHBIX

ONTUMI3AIIM B WHCTPYMEHTE aBTOMATHYECKOM CTAaTHUECKOW Bepupukannu
CPAchecker [15].

4. lMpouyecc uHKpeMeHMasbHO20 MOCMPOEHUs1 cneyugukayul
mMoOlernel OKpyXeHuss u mpeboeaHuli 0Onsa nodcucmembl
nooddep)xKu mepMuHasbHbIXx ycmpoticme sidpa OC Linux

Peammanus HpeATI0KEHHOTO MeToJla  HMHKPEMEHTaJbHOTO MOCTPOEHUS
crnierpUKaUid MoJeNeld OKpYXKEHHs M TPeOOBaHUM /IS MOJCHCTEM MOHOJUTHOTO
sapa OC ObUTa HUCMONMB30BaHA JUI CTATHYCCKOW BepU(UKAIMU TIOJCHCTEMBI
HO/JIEPKKH TepMUHAIBHBIX ycTpoiicTs sinpa OC Linux Bepcun 3.14 (nanee — TTY-
noncuctembl) B KoH(urypanuu allmodconfig wa apxutextype x86_64. B cocras
TTY-noacucremsl Bxoasat 11 ¢aiinos o0muM pasMepoM okoio 12 ThICAY CTPOK KOJIa.
B nanHOM pazziene omycaH Mpouecc NHKPEMEHTAJIBHOTO ITOCTPOSHUS Crieln(UKaInil
MoOJIeTIel OKPYXKCHHUSI U TpeOOBaHMA I AaHHOHM moacucTeMbl. [ Kaxmoro srama
9TOrO Tpollecca NPEICTaBICHbl COOTBETCTBYIOIIME pPE3yJbTaThl BepHU(UKALUH U
ClIeNIaHbI BEIBOJIB O BO3MOJKHBIX HAIIPABJICHUSX ISl MX YITyqIICHHS.

Bce akcnepuMeHThI TPOBOAMIIMCH Ha BUPTyalbHbIX MammHax OpenStack ¢ 4
BUPTYaJIbHBIME sapamMu mporeccopa mogenu Intel Xeon E312xx (Sandy Bridge) u
32 I'b onepatuBHO¥# mamsati . Ilocine Bcex mOopabOTOK BepcHs CHCTEMBI
cratudeckoii Bepudukarmn Klever Gbuta 89d823d™, a Bepcuu mHCTpymenTa
aBToMaTmueckord cratmdeckord Bepuduranuu CPAchecker mis mposepku
COOTBETCTBYIOIINX TPEOOBaHUH CIIeTyIOINE:

e [IpaBuia KOPPEKTHOTO MCIIOIB30BAHUS IPOTPAMMHOT0O HHTEpdeiica sapa
OC Linux # Ol[eHKa MTOKPBITUS KOJIa — Idv-bam: 25793,

e bBesomacuas pabota ¢ mamsteio — smg_witness_for_Idv:26912.

e Tlowuck cocrosinuit ronok — CPALockator:26692.

Jnst  reHepammu  BepU(UKAIMOHHBIX  3aJa4  HCIOJB30BaICI TOT  HAOOP
cnenuuKanuii Momeneldl OKpYXeHHHA M TpeOOBAaHWH, a TaKKe TE MapaMeTpHl,
KOTOPBIC MCIIONIB3YIOTCS B YKa3aHHOW BEPCUH CHCTEMBI CTATHYCCKON Bepudukanuu
Klever o ymomuanuio. Kpome toro, ObUTH yTOYHEHBI HEKOTOPBIE CYHIECTBYIOIIUE
cnenuUKauy U pa3pabdoTaHbl HOBBIC (CM. MOApa3Aeibl JAaHHOTO paszaerna). Ha
pelieHrne Kaxaod BepUPUKAMOHHON 3a7adyd OTBOJWIOCH MakKCUMyM 15 MHHYT
nporieccopHoro Bpemenu u 10 I'b orepatuBHON maMsITH.

° http://www.bigdataopenlab.ru/about.html.

10 X511 kommuTa B Git-perosuropuu https:/forge.ispras.ru/projects/klever/repository.

M 316k 1 manee B JAHHOM CIMCKE HA3BAHHE BETKH M HOMep peBusuH B SVN-peno3utopun
https://svn.sosy-lab.org/software/cpachecker/.
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4.1 MokpbiTne dpyHkuun TTY-noacuctembl Npu ee NpoBepKe C
OQHWUM 3arpyxaembiM MoayJiem

B cootBerctBuM ¢ mpemnokeHHBIM MertogoM TTY-moacuctema mnpoBepsiiach
BMECTE C 3arpy’KacMbIMH MOAYJSIMH, KOTOPBIE €€ HCIIONIb30BAIH. B mepByro
odepens OblTa TPOBENEHA OLEHKA MOKPHITHSA €€ (YHKIMH NPH HCIOJIb30BAHUH
onHOTO 3arpyxkaemoro momyinst drivers/tty/serial/jsm/jsm.ko. Ha mansom stame me
MPOBOAMIIACH MPOBEPKA BBIMOJHUMOCTH KAaKOTO-THOO KOHKPETHOTO TpeOoBaHUS,
TaK Kak IEJbI0 3aITycKa HHCTPYMEHTa aBTOMATHYECKOH CTaTHYECKON BEpU(PHUKALIIH
ObUTa OIEHKAa IOKPHITHS Konxa cBepxy. Pesymerarel mokpeitus ¢yakmmid TTY-
MOCUCTEMBI JUIsl IAHHOTO DKCIIEPUMEHTa IPUBECHBI B Ta0I. 1.

Tabn. 1. lloxkpvimue ¢ynxyuii TTY-noocucmemuvl npu ee npogepxe ¢ 3a2pyicaemvlm MOOYiem
drivers/tty/serial/jsm/jsm.ko.
Table 1. Function coverage of the TTY subsystem checked together with loadable module
drivers/tty/serial/jsm/jsm.ko.

IIponent Komuuectso Obmee
®aiin TTY-noacucreMsl TOKPBITBIX TTOKPBITBIX KOJIMYECTBO

dhyHKIHI dhyHKIHI [ingzieinit
drivers/tty/n_tty.c 0% 0 70
drivers/tty/pty.c 10% 3 30
drivers/tty/sysrg.c 10% 5 50
drivers/tty/tty audit.c 0% 0 12
drivers/tty/tty buffer.c 0% 0 20
drivers/tty/tty io.c 9% 11 116
drivers/tty/tty ioctl.c 0% 0 28
drivers/tty/tty ldisc.c 0% 0 36
drivers/tty/tty ldsem.c 0% 0 20
drivers/tty/tty mutex.c 0% 0 5
drivers/tty/tty port.c 0% 0 25
Bcero 5% 19 412

Jeranbublii ananu3 nokpsitas GyHkiuid TTY -moacucTeMsl okasal, YTO TOKPHITHE
obecrieueHo 3a cdet nHUIMaIU3anuy T1Y -MoACHCTEMBI, KOTOpast OTYACTH CXO0Xa C
MHHUNHANA3anuei 3arpyxaeMbeix moxyiei sapa OC Linux. BeBoa: HEoO6xoamMo
aHanmu3upoBarh TTY-MOICUCTEMBI C IPYTUMH 3arpyaeMbIMH MOIYJISIMH ITOMHMO
drivers/tty/serial/jsm/jsm.ko.
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4.2 MokpbiTue dpyHkuun TTY-noacuctembl Npu ee NpoBepkKe C
3arpykaeMmbiMM  MOAYNSMM TepMUHaNbHbIX YCTPOUCTB U3
avpekTopuu drivers/tty

[lo amamormm ¢ mpenpIgymIeM MOApPA3AeNioM OBUI TPOBENCH JKCIEPHUMEHT, B
kotopoMm TTY-moacucremMa mpoBepsiiach BMECTE CO BCEMH BXOSILIMMHU B COCTaB
agpa OC Linux 3arpyxaeMbIMH MOXIYJISMH TEPMHHAIBHBIX YCTPOHCTB U3
gupektopun  drivers/tty.  Bcero  takux — monynieit  okasamoch  38:
drivers/tty/{cyclades.ko, ipwireless/ipwireless.ko, isicom.ko, moxa.ko, mxser.ko,
n_gsm.ko, n_hdlc.ko, n_r3964.ko, n_tracerouter.ko, n_tracesink.ko, nozomi.ko,

rocket.ko, serial/{8250/{8250.ko, 8250 dw.ko, 8250 pci.ko, serial_cs.ko},
altera_jtaguart.ko, altera_uart.ko, arc_uartko, clps71lx.ko, fsl_lpuart.ko,
ifx6x60.ko, jsm/jsm.ko, kgdboc.ko, max3100.ko, mfd.ko, mrst_max3110.ko,

pch_uart.ko, rp2.ko, sccnxp.ko, serial_core.ko, sh-sci.ko, st-asc.ko, timbuart.ko,
uartlite.ko}, synclink.ko, synclink_gt.ko, synclinkmp.ko}. TTY-noacucrema
MpOBEpsUIaCh € KaXOBIM H3 JOTHX MOIyJNed mno-otaensHOCTH. CTaTtndeckas
Bepudukanus TTY-moacucTeMbl OTHOBPEMEHHO CO BCEMH STUMH MOAYJSMH HE
paccMaTpuBaNach BBUAY CIHUIIKOM BBICOKOH CIIOKHOCTH H 0OJBIIOr0 00BeMa
HCXOTHOTO KOAa TaKoro oObenwHeHUs. Pesymbrarel mokpeiThsa (yHkmumin TTY-
MOZICUCTEMBI ITPUBE/ICHHI B Ta0II. 2.

Tabn. 2. Illoxpuimue ¢pynxyuti TTY-noocucmemvl npu ee npogepke ¢ 3a2pyicaembiMu
MOOYIAMU MEPMUHATILHBIX YCMPOUCME U3 oupekmopuu drivers/tty.

Table 2. Function coverage of the TTY subsystem checked together with TTY loadable
modules from directory drivers/tty.

[pouent KomuaectBo Obmee
@aitn TTY-noacucremsl TOKPBITBIX MOKPBITBIX KOJINYECTBO

dhyHKIHI dbyHKIHI dyHKIHI
drivers/tty/n_tty.c 0% 0 70
drivers/tty/pty.c 10% 3 30
drivers/tty/sysrg.c 10% 5 50
drivers/tty/tty audit.c 0% 0 12
drivers/tty/tty_buffer.c 70% 14 20
drivers/tty/tty_io.c 18% 21 116
drivers/tty/tty ioctl.c 10% 3 28
drivers/tty/tty ldisc.c 11% 4 36
drivers/tty/tty Idsem.c 40% 8 20
drivers/tty/tty mutex.c 0% 0 5
drivers/tty/tty port.c 28% 7 25
Bcero 16% 65 412
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JleTambHBIM ~ aHaMWM3  HEMOKPBITHIX — QyHkumid  daiima  TTY-moacucreMbl
drivers/tty/tty_port.c mokasan ciemyromee:

e licnpasnenue omMOOK B KOMIIOHEHTE T€HEPAIMU MOJIENICH OKPYKEHUS
cHCTeMbI cTaTHdeckoil Bepudukanuu Klever, KoTopble nmepeducieHsl B
paszene 3, U yTOYHEHHE CTICITU(pUKAINN MOIETIeH OKPY>KEHUS
tty_operations (cooTBeTCTBYOIIH#T 3ar0IOBOYHBIH (aiim —
include/linux/tty_driver.h) u tty_port_operations (cooTBeTcTByFOmImMit
3aronoBouHbIi (aitn — include/linux/tty.h) momoxet nokpsits 17 u3 18
HemoKpHITEIX GyHKuit’. Bonee Toro, Gosee yriy6IeHHEIH aHATH3
MIOKa3aJl, YTO MEPEUHCIICHHBIE BBIIIE TPOOIEMBI MOTYT IIOMEIIATh
TIOBBICUTD IMOKPBITHUE (byHKIII/Iﬁ JJIsI BCEX OCTaJIbHBIX yﬂy’{HlCHHﬁ, KOTOpPbIC
NIPE/ICTABIICHBI Jajiee B 3TOM CITHCKE.

e [Iposepka TTY-noacucTeMsl ¢ IpYIrUMHU 3arpy>Ka€MbIMA MOAYJISIMU
IIOMHMO 3arpy’kaeMbIX MOJYJIeH TepMUHATIBHBIX YCTPOICTB U3
nupekTopun drivers/tty momosxer moKpsITh 16 U3 18 HEMOKPHITHIX
¢byHnkimid. OgHAKO pacIIMPEeHHe CITUCKA 3arpyKaeMbIX MOJyJIeld MOXKET
NOTpeOOoBaTh CYLIECTBEHHO OOJIbIIIE BPEMEHU Ha MIPOBEIEHHE CTATHYECKON
BepuHKaluKl, 0COOEHHO MPH POBEPKE BBHIIOIHEHHS 0OJIBILIOTO
KOJINYeCTBa TPeOOBAHMUIA.

o Crarmyeckas Bepru()UKAIHS C UCIIOB30BAHUEM aJIbTCPHATUBHOM
KoHOurypanuu, otanuHoi ot allmodconfig, momosxer mokpsits 3 u3 18
HETTOKPBITHIX (YHKITHH.

e Crarudeckas Bepu(uKalus 3arpy’kaeMbIX Moynei u noacucrem siapa OC
Linux, koTopble cOOMPAOTCst IS IPYTUX apXUTEKTYP, MOXKET IOMOYb
NOKPBITH 17 3 18 HenmokpeIThIX GyHKIMK. OHAKO JaHHAS BO3MOYXKHOCTh
HE MOJIJIEPKUBACTCSI CUCTEMOM cratnueckoi Bepudukaunu Klever.

e Amnamm3 momonHUTENHHBIX oacucTeM saapa OC Linux coBmectHo ¢ TTY-
MTOJICKCTEMON MOT OB TOMOYB TTOKPHITH 13 U3 18 HEMOKPHITHIX (QyHKIIHIA,
HO JIaHHBIH TO/IX0/1 IIPEJICTABIIETCS HelleJIeCO00pa3HbIM, IIOCKOJIBKY 3TO
MOXET JIOCTaTOYHO CHIIBHO YCJIOKHHUTH BEPUPHUKALMOHHBIE 33/1a41 H3-32
YBEIWYEHHUS 00beMa aHATM3UPYEMOT0 KOJIa.

e Jlns mokphITHs OnHOM GyHKIMH tty port_register_device_attr tpeGyercs
HCIIONB30BaTh MHOTOMOYJIBHBIN aHAJH3, TO €CTh AaHATU3HPOBATh
OJJHOBPEMEHHO HECKOJIBKO 3arpyKaeMbIX MOYJICH, YTO OrPaHMICHO
MOAJICPKHUBACTCS CUCTEMOM cTaTnueckoi Bepudukanmu Klever n
JIOCTATOYHO CHIIBHO YCIIOXKHACT BepH(HKAMOHHbIC 3aJa4H.

2 TlompobHbie  pesymbTaThl — aHanm3a  JOCTYINHBI MO  CIEAylOmed  CChUIKE

https://getbox.ispras.ru/index.php/s/gyMVWq8HbUUROV1.

3 316k 1 manee maeTcs MPUOMMKEHHAS OLGHKA, ITOCKOJIBKY TMOKPHITHE DYHKIHMHA MOKET He
BCEraa yBEIMYUTHCA HAa YKa3aHHOE 3HAUCHHE B CHJIy HAIMYMS BTOPOCTENCHHBIX MPoOIeM,
KOTOpBIC HE YUNUTHIBAIOTCS IIPH OLIEHKE.
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[TocnenHue Tpu BO3MOKHOCTH M3 CIIHCKA BBIIIE B paMKax JaHHOM paboTsl Ooiee He
OyayT paccMaTpHUBaThCS, IOCKOJIBKY JHOO OTCYTCTBYET HEOOXOAUMAs TIOAEPKKA B
cucreMe cratmdeckoil Bepudukarmu Klever, mu00 o0XumaeTcs CymIECTBEHHOE
YCIOKHEHHWEe  3aJad Al  HMHCTPYMEHTOB  aBTOMAaTHYeCKOW  CTaTHYECKOH
BEPUPHUKALIUH.

BriBoasl:

e [IIposepka TTY-noacucreMsl co BCEMU 3arpy>KaeMbIMH MOAYJISIMU
TEepMHUHAJBHBIX YCTPOUCTB U3 aupektopuu drivers/tty ysemuurna
nokpseITHe pyHKINH Beero Ha 10%.

e B mepByro ouepenb HEOOXOMMO HCTIPABUTH OLMIHOKK B TEHEPATOPE
MoJIeNelt OKPYKEHHS ¥ YTOYHHUTE CHEIN(UKAIINHE MOIETIEN OKPYKEHUS
tty_operations u tty_port_operations. ITo pe3ynpTatam 3Toro Oymaer
OTIpeIENIeHO, HYXKHO JIM aHaMn3upoBath TTY -MoCHCTEMY C APYTUMHA
3arpy>kaeMbIMH MOJYJISIMH TOMHMO 3arpyKaeMbIX MOTyJIei
TEPMHUHAJBHBIX YCTPOUCTB M3 Aupektopuu drivers/tty wmm B apyroit
koH(purypanuu, ornuunoit ot allmodconfig.

4.3 MokpbiTne dyHKkumn TTY-nogcuctemMbl Nocrne ucnpaBrieHUs
oWKNOOK B reHepaTope mMopernen OKpyXeHusa u cneuucukaumm
Mozaernen oKpyKeHus tty _operations um tty_port_operations

B pamkax pmaHHOro W Bcex mocienylIIux mnonapasnenoB TTY-noacucrema
MpOBEpsTIach BMECT€ CO BCEMH 3arpyKaeMbIMM MOAYJISAMH TEPMHMHAIBHBIX
YCTPONCTB, KOTOpPbIE y4YacTBOBAIM B MPEBIAYINEM 3KCIepUMEHTe. Pe3ynpTaTs
nokpbitust  QyHkumi TTY-mopcucTeMbl MoOcie HaMEYEHHBIX B IPEIbLAYIIEM
NoZIpa3/ielie UCIpaBlieHnH pHUBeieHb! B Ta0I. 3.

Tabn. 3. Hokpvimue Gynxyuti TTY-noocucmemvt nocie ucnpagieHus owubox 6 2eHepamope
MoOenel OKpYdCeHUs U YMOUYHeHus cneyuguxayuil mooeneti OKpyjceHus ity operations u
tty_port_operations.

Table 3. Function coverage of the TTY subsystem obtained with the fixed environment models
generator and improved tty operations and tty port_operations environment model
specifications.

[pouent KomnuectBo Oommee
®aitn TTY-noacucremsl MOKPBITBIX MOKPBITHIX KOJINYECTBO

dbyHKIHI dbyHKIHI dyHKIHI
drivers/tty/n_tty.c 1% 1 70
drivers/tty/pty.c 96% 29 30
drivers/tty/sysrg.c 20% 10 50
drivers/tty/tty audit.c 41% 5 12
drivers/tty/tty_buffer.c 80% 16 20
drivers/tty/tty_io.c 83% 97 116
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drivers/tty/tty ioctl.c 75% 21 28
drivers/tty/tty ldisc.c 97% 35 36
drivers/tty/tty ldsem.c 85% 17 20
drivers/tty/tty_mutex.c 100% 5 5
drivers/tty/tty_port.c 96% 24 25
Bcero 63% 260 412

JeranpHblii  aHANU3  HENOKPHITBIX  QyHKuMA  ¢aitmoB  TTY-noacucremsl
drivers/tty/{pty.c, tty audit.c, tty buffer.c, tty_io.c, tty ioctl.c, tty Idisc.c,
tty_Idsem.c, tty_port.c} mokasan crexyromee'.

PaspaboTka crnierudukaruii Mmojeneit okpysxenus tty _ldisc_ops
(cooTBercTBYOLIMI 3aronoBouHbIi (aiin — include/linux/tty ldisc.h),
ouepesieil padoT (COOTBETCTBYIOIIUH 3ar0JI0BOYHBIH (aitn —
include/linux/workqueue.h) u class (cooTBeTCTBYOMLIHIA 3aT0JI0BOYHBIMA
daiin — include/linux/device.h) momoxet mokpeith 12, 5 u 1 u3 43
HETOKPBITHIX (PYHKIMHA COOTBETCTBEHHO. [IpH 3TOM OTCYTCTBUE AaHHBIX
crierubuKauii MojIeseil OKPYKEHHUSI MOYKET TIOMEIIATh TOBBICHTh
MOKpBITHE QYHKIMMH TS YIyYIICHHH, KOTOPBIC MPEICTABICHBI aiee B
9TOM CITUCKE.

IIposepka TTY-n0ACUCTEMBI C IPYTMMHU 3arpy’Ka€MbIMU MOYJISIMU
ITOMHMO 3arpy’kaeMbIX MOJYJIeH TepMUHAIBHBIX YCTPOICTB U3
aupekTopuu drivers/tty momosxer moKpbITh 6 U3 43 HEMOKPHITHIX HYHKIIUIL.

W3-3a ucrnonbp30BaHus NPHOIMIKEHUI pealilbHOE MOKPHITHE (HYHKLUI
MOXeT OBITh MeHbIIe. Hanpumep, HEKOTOPBIN KOHKPETHBII MPOrpaMMHBII
uHTepdeiic MOXKET CUUTATHCS MOKPHITHIM Ja)Ke HECMOTPS Ha TO, YTO OH HE
ObLI 3apETHCTHPOBaH, a ObUI 3aPErUCTPUPOBAH JAPYTOM POrpaMMHbIiT
uHTepdeiic ¢ moxoxkeil CMHTaKCHYeCKO# cTpyKTypoil. [TogoOHas
HETOYHOCTh MOXKET CTOMTh OCOOEHHO JIOPOTO IIPHU MPOBEpKe TpeOOBaHMUIA,
MOCKOJIbKY TPH TOYHOM aHanu3e OyJIeT BBISICHEHO, YTO KOl (PYHKIIMH
TIEpBOTO MPOrpaMMHOTO HHTEp(deiica HeTOCTHIKUM, M, COOTBETCTBEHHO,
BO3MOJXKHBIE OIIMOKH B 3TOM KoJie He OyayT oOHapysxeHbl. s
KOPPEKTHOTO aHaJIM3a IporpaMMHOro nHTepdeiica, KOTOPHIH 10IDKEH
TIOKPBIBATHCS OJlaroiapsi CyniecTByIOIIel crennpuKanuy Moenei
okpyxenus file_operations (cooTBeTcTByOIINIT 3ar0I0BOYHbIH (aitit —
include/linux/fs.h) o6s3aTensHO HEOOXOIUMO BBI3BIBATH (HYHKIIUIO
uHAIHan3amu T 1 Y-moacuctemst tty_init. st ciermdukamu Moaenn
okpyxenus tty ldisc_ops — console_init.

Tpu pyuxuuu tty_pair_get_pty, tty_throttle u ldsem_down_write_trylock
HC HCIIOJb3YKOTCSA HU B OI[HOﬁ MOACUCTEMC WA 3arpyKacMOM MOAYJIC

14

IMogpoOHble  pe3ynmbTaThl — aHaNW3a  JOCTYNHBI IO  CIEIYIOIEH  CCBUIKE

https://getbox.ispras.ru/index.php/s/qg8VYCYdH8IGon3a.
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simpa OC Linux. CoOTBETCTBEHHO, IOKPHITH TaHHbIe (DYHKIIMHA BO3MOKHO
TOJIBKO 3a CYET MX SBHOTO BBI30BA M3 MOJEIH OKpYykeHHs. OTHAKO 3TO HE
Ka)KeTcsl [1eJIecO00pa3HbIM BBHLY OTCYTCTBHS HOJIb30BATENCH JaHHBIX
GbyHKIMHA.

e TlokpeITh QYHKITHIO PtMX_OPEN He ymaeTcsl, HOCKOJIBEKY KOMIIOHEHT
CHCTEMHI cTaTnieckoii Bepudukanuu Klever, KoTopsIit TeHEpUPYET
MOJIENH OKPYXKCHHS, HE TTOJACPKUBACT NCIIOIBb3yEeMBIN CTIOCO0 3a1aHus
POrpaMMHOTO HHTepdeiica.

BriBoasl:

e llcnpasneHue omMOOK B TeHEpaTope Mojieiel OKPY)KEHHS H yTOUHEHHE
cneuudukauii Mojeei okpysxerus tty _operations u tty_port_operations
MTOMOTJIO YBEIHYHUTH MOKphITHe PyHKIMA TTY -moacucTeMpl TOYTH Ha
50%.

e B nepByto oyepens HEOOX0AUMO pa3paboTaTh crielnnpUKALNIO MOJIEIN
okpyxenus tty_ldisc_ops. Kpome Toro, Moziens oKpyKeHus 00s13aTeIbHO
JIOJDKHA BBI3BIBATH DYHKIIMU HHUTMATH3AHA T T Y-moJcucTeMsl tty init u
console_init.

4.4 MokpbiTne c¢yHkumm TTY-noacuctembl nocne pas3paboTku
cneuncpukaumMm mopenu OoKpyxeHusa tty ldisc_ops v Bbi3oBa
cyHKuMM tty init m console_init n3 moaenu okpyxeHus

C welspro JaNbHEHIIero MOBBIICHAS MOKPHITHS KOJAA, a TAKXKe ISl JOCTIKHMOCTH
KOJa MPU BBIOJHEHHU 0Oo0Jiee TOYHOTO aHajW3a, HCIOJB3YEMOro Ul MPOBEPKH
BBIIIOIHUMOCTH ~ TpeOoBaHuUi, Oblla paspaboTaHa cHequdUKALUs MOJCIH
oKpyxeHust tty_ldisc_ops u W3 Momenmu OKpyXeHHs ObUIM BBI3BaHBI (YHKIHH
tty_init u console_init. [onyuuBiieecs B pe3ynprare nokpeitie ¢yHkiuin TTY-
MOJICHCTEMBI TIPUBEACHO B Ta0. 4.

Tabn. 4. [okpvimue @yuxyuti TTY-noocucmemvl nocie pazpabomxu cneyugpuxayuy mooeau
oKpydrcenus tty_ldisc_ops u evizoea ynxyuil tty_init u console_init uz mooenu oxpyorcenus.
Table 4. Function coverage of the TTY subsystem obtained with implemented tty _Idisc_ops
environment model specification and invocations of tty_init and console_init functions from
the environment model.

[pouent KomnuectBo Oommee
®aiin TTY-noacucremsl MTOKPBITBHIX MTOKPBITHIX KOJIM4YECTBO

dbyHKIHI dbyHKIHI dyHKIHI
drivers/tty/n_tty.c 98% 69 70
drivers/tty/pty.c 96% 29 30
drivers/tty/sysrg.c 20% 10 50
drivers/tty/tty audit.c 75% 9 12
drivers/tty/tty buffer.c 85% 17 20
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drivers/tty/tty io.c 87% 102 116
drivers/tty/tty ioctl.c 92% 26 28
drivers/tty/tty ldisc.c 94% 34 36
drivers/tty/tty_ldsem.c 85% 17 20
drivers/tty/tty_mutex.c 100% 5 5
drivers/tty/tty port.c 92% 23 25
Bcero 83% 341 412

B pomnonHeHue K pe3ydbTaTaM MNpEeAblAYLIEro MOApa3[ena JAeTalbHbIA aHalIu3
HETOKPBITEIX  QyHKuMit daitnos TTY-nomcuctemsr  drivers/tty/{n_tty.c, pty.c,
tty audit.c, tty buffer.c, tty io.c, tty ioctl.c, tty Idisc.c, tty Idsem.c, tty port.c}

15.
IoKasal CJICayromece 5.

e PaspaboTka cnenuduKaiuii Mojeeil OKpyKeHus ouepeaeit paodor, class u
device_attribute (cooTBeTcTBYyOMIMII 3ar0I0BOYHBIN (aiin —
include/linux/device.h) momosxer mokpeith 5, 1 1 1 U3 31 HEMOKPHITHIX
(byHKIHI COOTBETCTBEHHO.

e [Iposepka TTY-noacucTeMsl ¢ IpYTUMHU 3arpy>Ka€MbIMU MOAYJISIMU
TIOMHUMO 3arpy>aeMbIX MOAYJICH TEPMUHAIBHBIX YCTPOHCTB U3
aupekropun drivers/tty momosxer moxpeiTh 3 U3 31 HEMOKPHITHIX HYHKIH.

e TlokpsITh 5 3 31 HEMOKPBITHIX (PYHKIMH BO3ZMOXKHO 3a CYET aHAJIN3a
peanu3anuy GyHKIUN PeruCTPaIliy IPOrPaMMHBIX HHTEp(ENHCcoB mpu
HaJIMYUH UX MOJIEIICH.

BriBogsr:

e Paspaborka crienugpukauy Moaenu okpyxenus tty |disc_ops u BeizoB
Gbyukmuii tty_init u console_init u3 Momeni OKpyKeHHUsI TOMOTIIH
yBean4uTh nokpeiTie GyHkimid TTY -noacucremsr Ha 20%.

o JlanpHeHIINe YITyqIICHUS JINOO 3aTPYTHEHBL, THOO TIO3BOJIAT YBEIHYUTD
MOKPHITHE (PYHKIUI HECYIIECTBEHHBIM 00pa3oM (CM. JIOTIOTHUTEIIEHBIC
paccyxneHus B nojpasaenax 4.2 u 4.3).

4.5 MNMpoBepka BbiNonHeHUA TpedboBaHnn ana TTY-noacucremol

B nannoit pabore gt TTY-nopcucrembl mnpoBepsumich TpeOoBaHust 16
cnenmdukanuii: generic:memory, linux:{alloc:{irq, spinlock, usb lock}, arch:io,
drivers:base:{class, dma-mapping}, fs:sysfs, kernel:{locking:{mutex, rwlock,
spinlock}, module, rcu:update:lock}, net:register, ush:register}, sync:race.
OtcyTcTBHE HapymieHHMH TpeOOBaHMM sl BCEX 3arpyKaeMmbIX MOAYJeH
TEpPMHUHAIIBHBIX YCTPOMCTB M3 aumpekropuu drivers/tty, KoTopble NpOBEpPSIINCEH
coBmectHo ¢ TTY-moxmcucremoid, ObUTO AoKa3aHo Jis 4  cHenugpuKanui:

15 o
IMogpoOHble  pe3ynmbTaThl — aHaNW3a  JOCTYNHBI IO  CIEIYIOIEH  CCBUIKE

https://getbox.ispras.ru/index.php/s/HQLsKieKfpZSIGE.
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linux:{alloc:spinlock, fs:sysfs, kernel:{locking:rwlock, rcu:update:lock}}. B
JaJbHEHIINX SKCIIepIMEHTaX JaHHbIe crelduKaniy 0oJblIe He y4acTBOBAIIH.

B 4 crnemmdukamusx tpebosanuit ¢ upentudukaropamu linux:{alloc:{irq, usb
lock}, net:register, usb:register} Obut OOHapyKeHBI OIIMOKH, KOTOPBIE HE
HO3BOJISUIN TeHEPUPOBATh BepH(pHKAMOHHbIE 3a1auu. [loce nernpaBieHns JaHHBIX
OomMOOK MOBTOPWIIACH CHTYAlHWs, KaKk W I8 MPEABIAyIHX 4 crenupuKaimi
TpeboBaHuil.

Tomsko miis ommol crmenmdukarmu Tpebosanmi, linux:kernel:locking:mutex,
yaanock oGHapyxuth 9 HapymieHuil. OJHAKO BCE OHH OKa3aJHCh JIOKHBIMU
cooOmeHnssMu 00 OmMOKax MO NPUYMHE HETOYHOCTH CHEUU(PHKAMH MOZAEIH
okpyxenwus tty _operations, a uMeHHO, Mepen/mociie Be30Ba GQyHKIMU-00paboTUHKA
Tt OTKPBITUSA TEPMHHAIILHOTO yCTpoiicTBa HEOOX0AUMO
3aXBaThIBATh/OCBOOOKIATh MBIOTEKC legacy mutex. AHAIOTHYHO HY>KHO MOCTYNATh
JUISL HEKOTOPBIX ApYyrux GpyHKImii-oopaboTankos tty operations.

Hns 7 cneundukanuii TpeOOBaHMN Ha BBINOJHEHUE IPOBEPKUM HE XBAaTHIO
OTBEICHHOTO  TPOIECCOPHOIO  BPEMEHH, TmpuueM g 3 U3 HHUX
(linux:{drivers:base:class, kernel:module}, sync:race) — mis Bcex 3arpyxaembix
MOAyJeH TEePMHUHAIBHBIX YCTPOMCTB U3 aupekropuu drivers/tty, kotopsie
npoBepsuch coBMecTHO ¢ TTY -nmoacucTeMoxn.

Hdns cnemudukanmu TpeOoBaHHMI JENeric:memory i YCHEeIIHOTO MOCTPOCHUS
MOJCM  HMHCTPYMEHTOM  aBTOMATHYECKOH  CTaTHYeCKOM  Bepu(HUKALHMU
noTpeboBaIOCh CICAYIOLIEe.

o Jlst BCeX 3arpy»aeMbIX MOIYyJIeH TePMUHAIBHBIX YCTPOHCTB K3
nupektopun drivers/tty, koropsie mpoBepsutich coBMecTHO ¢ TTY -
MOJICUCTEMOM, ObUT BKJIFOYEH JIONIOJHUTEIbHBIN 3ar0J0BOYHBIN (aiin
linux/user_namespace.h, kotopslit CoJepKUT ompeeneHue Truma Struct
user_namespace.

e Jlus 3arpyskaemsix Mogyseit drivers/tty/{cyclades.ko, isicom.ko, moxa.ko,
rocket.ko} B cocrae BepupukannoHHbIX 3a1a4 ObLT J00aBIEH
JIOTIONTHUTENBHBIH (aiin sapa Kernel/timer.c ¢ onpenenenuem tuma Struct
tvec_base, ucronp3yeMoro npu onpejelicHne TalMepoB.

[Mocne sToro mpu mpoBepke NaHHOH cnenudukanuu uid 37 u3 38 3arpyxaeMbIx
MOAyJeH TEePMUHAIBHBIX YCTPOWCTB U3 aupekropun drivers/tty, koropsie
nposepsuck coBMecTHO ¢ TTY -moacucremoit, ObliM 0OHAPY>KEHBI YTEUKH MaMSITH.
Bce BblaHHBIE HapylIeHHs OKAa3aIWCh JIOKHBIMH COOOIIEHHSAMH 00 oOIIMOKax,
MIOCKOJIbKY, KaK OBUIO OTMEYEHO B mozapasjele 2.3, Juis MOJCHCTEM MOHOJIUTHOTO
sapa OC He Tpebyercss OCBOOOXKIATh BBIJAEICHHBIE pecypchl. OTKIIOUeHUE
TPOBEPKH COOTBETCTBYIOMIETO TpeOGOBaHMs st JENEriC:memory mpHBeENo K TOMY,
YTO Ha TMPOBEPKY MEPecTaJo XBaTaTh MPOIECCOPHOTO BPEMEHH IS BCeX
3arpy»aeMbIX MOZYJIEHl TEpPMHHAIBHBIX YCTPOWCTB M3 aupekropum drivers/tty,
KOTOpbI€ MpoBepsuinch coBmecTHO ¢ TTY-noacucreMon.
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4.6 YnpoweHue Moaenem OKPYXEHUWM Ansa  npoBepKu
BbiNnonHeHusa TpeboBaHun ana TTY-noacucteMbl B ChRy4vasax
HEeXBaTK1U NPOLIeCCOPHOro BpeMeHU

B mpenpiaymeM monpasnene ObLIO MOKa3aHO, YTO HECMOTPSl Ha JOCTATOYHO
HeOoproit pasmep TTY-noacucTeMbl Al MPOBEPKH BBITIOJHEHMS ClIEHU(pUKALIN
HEKOTOPBIX TPeOOBaHMII He XBaTaeT IPOILECCOPHOTO BPEMEHH, mpuuem it 4 —
JUIL BCEX 3arpy’aeMbIX MOAYJIEH TEPMHUHAIBHBIX YCTPOWCTB H3 IOUPEKTOPHH
drivers/tty, xotopsie mpoBepsutichk coBmecTHO ¢ TTY-momcucremoii. B pamkax
JAHHOTO TIOZpa3feNia HCCICAYIOTCS IPUYHMHBI JAaHHOM MpOONEMBI, a TaKkkKe
paccMaTpUBAIOTCS HEKOTOPBIE BO3ZMOYKHOCTH €€ MPEO0I0NIECHUS.

Puc. 1. 3asucumocms nompebaenus npoyeccopHoeo epemenu (8 CeKyHOax) om Koauuecmead
IKIEMNIAPOS NPOSPAMMHBIX UHMEPPECO8.
Fig. 1. Usage of CPU time (in seconds) depending on the number of API instances.

Okazanoce, uto B TTY-moacucreMe ecTh JOCTATOYHO OOJBLIOE KOJUYECTBO
9K3eMIULSIPOB  MPOTrpaMMHBIX — HHTep(eicoB, Takux Kak (ty operations wu
file_operations. [lns ogHOro M3 caMbiXx TPeOOBATENBHBIX K BBIYMCIUTEIBHBIM

pecypcaM TpeboBaHUI (OTCYTCTBHE COCTOSHHUM TOHOK — Sync:race) ObuIo
U3MEPEHO TOTpeOJIEHHEe MPOIECCOPHOIO BPEMEHH Ui  Pa3jIMYHOTO YHCIia
9K3EMIUIIPOB TPOrpaMMHBIX HHTepdericoB — puc. 1. BugHo, uro morpebieHue

IMPOUECCOPHOTO BPEMEHU YBCIIUMYUBACTCA IMPAKTUYECKHU OKCIIOHCHOHAJIBHO, YTO
JlelaeT HEBO3MOXHOH mpoBepKy moacucrteM siapa OC Linux u 3arpykaeMbIX
MOJIYJIeH ¢ OOJBIIMM KOJUYECTBOM IK3EMITISPOB MPOrPaMMHBIX HHTepdeiicon. Jlis
JIpyTuX TpeOOBaHMH KapTHHA MOXET OTIMYAThCA, OTHAKO TaKOe ITOBEICHUE BIIOJHE
OKH/IaeMO.

Y100l 00OWTH HaHHYIO MpoOJeMy, aBTOPHI NaHHOTO HWCCICIOBAHMS HW3YYHIN
HECKOJIBKO BO3MOXKHBIX YIPOUICHUH MOJAETH OKpY)XeHus. Bo-mepBrx, s
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cnerudukanuy TpeboBaHMi SYNC:race, BMECTO TOYHOM MOAENN OKPY>KCHHMS, KOTAa
JUIT KaXZIOTO SK3EMIUIApa IpOorpaMMHOrO HHTepdeiica cosmaBancs OTACIBHBIA
MOTOK, OblJIa CIIOJb30BaHa MOJIENIb OKPYIKEHHS C IByMsI OJIMHAKOBBIMU ITOTOKAMH,
KOTOpBbIE HAYMHAIOTCSA HEINOCPEJCTBEHHO OT Havana wHunuanumzauun TTY-
MOACUCTEMBI M 3arpyxaeMbix Mopayneil siapa OC Linux. B pesynbrate ObLIO
BBIJIAHO TOYTH 2,5 THICAYM NPEAYNPEKIACHUH, aHATU3 YacTH KOTOPBIX SBHBIM
00pa3oM TPOAEMOHCTPHPOBAJ, YTO HEOOXOJUMO HCIIONB30BAaTh TOYHYIO MOJENb
OKpYKEHHUSL.

Beuta cpenaHa MONBITKA YBENIMYNUTh MAaKCUMAaJbHBIH OOBEM BBIYHCIUTEIBHBIX
pecypcoB, KOTOpbIE MOKHO MCHOJIB30BATh HAa PEIICHHE KaXJI0H BepU(pUKALMOHHOM
3amaun 10 150 MUHYT IpoIiecCOpHOTo BpeMeHH (OOJbIIe HCXOMHOTO OTPaHUICHUS
B 10 pa3) u 25 I'b onepatuBHO# mamatu (OOJBIIE UCXOTHOTO OTpaHUYCHUA B 2,5
pasa). COOTBETCTBYIOIIMH  OKCIIEPUMEHT  [UIs linux:{drivers:base:class,
kernel:{locking:mutex, module}} mo3BomKn OGHAPYKUTH OJHO HApyIICHHE
TpeboBanus cnenudukanuu linux:drivers:base:class, koropoe oka3anoch JOKHBIM
coobmieHneM 006 omuoOKe (IPUIHHA U CIIOCO0 €0 YCTPaHEHHS PAaCCMOTPEHEI JTaliee).
OnHaKo /I BCEX OCTANBHBIX BepU(PUKAIMOHHBIX 3a7a4 MO-NPEKHEMY HE XBaTao
MPOLIECCOPHOT'O BPEMEHH.

[IpumeHuTENBHO KO BCeM crenu¢ukanusM TpeOoBaHMH Obula ClieslaHa IOIBITKA
OTPaHUYHTh KOJMYECTBO DK3EMIUIIPOB IPOrpaMMHBIX HMHTepdeiicoB. Bo-nepBbix,
OBUTH OmpeJieNieHbl U 3aIlpelieHbl T€ SK3EMILIIPbl IPOTPAMMHBIX MHTEp]EHcoB, s
KOTOPBIX PErUCTPaLUs He MOJICPIKUBAIACH B CIICU(PUKAIMIX MOJEICH OKPYKEHHS
nnu Ob1a HepocTkuMa. J{ns TTY -noacucTeMbl TaKuX 9K3EMIUISIPOB 0Ka3anoch 3,
JUISL BCEX 3arpyKaeMbIX MOJYJIEHl TePMHUHAIbHBIX YCTPOMCTB W3 IUPEKTOPUH
drivers/tty, kortopeie mpoBepsuiich coBMecTHO ¢ TTY-moacucremoi, — 8.
[poBepka cnenudukanuu TpebOBaHUI Jeneric:memory mocie 3Toro nokasana, 4ro
3TOTO YNPOIIEHHWS MOJEIH OKPYKEHHS He IOCTaTOYHO, IOCKOJBbKY CHOBAa HE
XBaTHJIO IIPOLIECCOPHOTO BPEMEHH Ha PEIIeHNE BCeX BEpU(PHUKAIIMOHHBIX 3a/1ad.
PagukanbHO COKpaTWTh BpeMsl CTaTHYECKOW BepuduKamum ImoMor mnepebop
CBSI3aHHBIX I10 PETHCTPAILMH IK3EMIUIIPOB IPOTPaMMHBIX MHTEepQelcoB (TO ecTbh
paccMaTpHBINCh OIHOBPEMEHHO TOJBKO TE 3K3EMIUIIPBI, OAMH W3 KOTOPBIX
perucTpupyercsi NpH HMHUNMAIU3AIUN, a OCTAJIbHBIE PETUCTPUPYIOTCS APYT B
npyre). [Ipn 3ToM KoIMYeCTBO BepH(PUKAIIMOHHBIX 33124 YBEIMIHIIOCH € 38 10 55 1
MOJYYHITUCH CIIEIYIOUINE Pe3yIbTaThl BepupHKaInH.

e Jlns generic:memory ynanoch OOHapyXKHTh OJHY OIIHOKY B 3arpyxaeMoM
moxayne drivers/tty/serial/mfd.ko (ne3zaBucumo st 2 BepUUKALHOHHBIX
3amad). Takke OBUIO BBIIAHO 2 JIOKHBIX COOOIIEHUs 00 ommOKax M3-3a
HETOYHOCTH aHaimm3a. OTcyTrcTBHME OmMMOOK yaamnoch JoKa3aTe st 14
BepU(DUKAIMOHHBIX  3aJa4, a [UIi peleHHus  ocTaBmuxca 37
BepU(UKAIMOHHBIX 3a/lad IIO-TIPSKHEMY HE XBaTWIO HPOLECCOPHOrO
BpeMeHH. Takoro pesyibTaTa CIEJOBaJO OXHIATh, IOCKONBKY IS
MIPOBEPKH JaHHOW CHeIM(UKaIuu TpeOOBaHUN HCTIONB3YEeTCs Hamboliee
TSDKEJIOBECHBII aHAJIM3 CpPEeln BCEX paccMaTpUBaeMbIX —creluduKkarui
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Taxum

TpeboBaHUH. YBeIMYCHNE OTPaHUICHUS HA MaKCHUMaJIbHOE MPOIECCOPHOE
Bpems ¢ 15 10 60 MUHYT TO3BOJIMIIO TOKA3aTh KOPPEKTHOCTH eIe s 5 U3
37 BepuUKAIIMOHHBIX 3a7a4.

Jdus syncirace ymaioch OOHApyXHUTh IBE OIIHOKH B 3arpyXaeMbIX
moxynsix drivers/tty/serial/{st-asc.ko, pch_uart.ko} (2 Bepudpuxarmontsie
3aga4n). s 8 BepuuKannoHHBIX 3a/1a4, BKJIIOYasi OAHY U3 MPEIbIAYIIHX,
ObUTH BBIJAHBl JIOKHBIE COOOIIEHHs 00 oOmMOKax H3-3a HETOYHOCTH
ananmus3a (7) u mogenu okxpyxkeHus (1). OrcyrcTBue OmHMOOK ynanoch
JIokazatb  aus 28  BepuMKAaUMOHHBIX  3a7ad.  Pemenne 4
BepU(UKAMOHHBIX 3a7ad  3aBEpIIMWJIOCH HEYCIIECIIHO 10  pPa3HbIM
npuanHaM. g pemenus 14 BepudukanMoHHBIX 3a1ad MO-TIPEKHEMY HE
XBaTHJIO TIPOIIECCOPHOTO BPEMEHH.

Ilpu mpoeepke crermbukanuu TpeboBanuii linux:kernel:locking:mutex
OBLTO BBIAHO 2 JIOKHBIX COOOIICHHA 00 OIMMOKAaxX ¢ TOW K€ MPHYUHOMH,
KoTopast ObLTa yKa3zaHa B mOpeablaymieM noapasmene. Jusa 46
Bepu(HUKAIMOHHBIX 3a/a4 OblIa OKa3aHa KOPPEKTHOCTh, Ui 7 — He
XBATHUIIO TPOLECCOPHOTO BPEMEHH Ha MPOBEPKY.

Hnst cnenudukanuu tpeGosanmii linux:kernel:module 6suto Beimano 1
JOXKHOE cooOmmeHne 00 ommOKe W3-32 HETOYHOCTH MOJENIH OKPY>KEHHS.
Jis 49 BepuUKAIMOHHBIX 33719 OblIa J0Ka3aHa KOPPEKTHOCTh, s 4 —
HE XBaTHJIO TMPOIECCOPHOTO BPEMEHH Ha IMPOBEPKY, A | — BO3HHUKIA
mpobiema mpu 00paboTKe TPACCHI OMIUOKH.

s linux:drivers:base:class 65u10 BEIZaHO GOIBIIOE KOJTUYECTBO JIOKHEIX
coo0meHnit 00 ommMoOKax n3-3a MpoOJIeMBl, KOTOpasi yKa3aHa B HOApaszeie
2.3, mo3roMy mOTpeOOBaIOCh 3amMpeTUTh MPOBEPKY (HHAIBHOTO
cocrosiHus. [locie 3Toro Juisi Bcex BepU(MKAIMOHHBIX 3ajad  ObLIO
JI0OKa3aHO OTCYTCTBUE HAPYIICHU COOTBETCTBYIOIINX TPEOOBaHUH.

Just linux:arch:io 610 00Hapy)keHO 4 OMIMOKH B 3arpyKaeMbIX MOJIYJISIX
drivers/tty/{cyclades.ko, serial/{altera_jtaguart.ko, arc_uart.ko, mfd.ko}}
(mnst 5 BepudukannoHHBIX 3aaa4). g 3 BepudUKaMOHHBIX 3371a4 ObLTH
BBIJIaHBI JIOKHBIE COOOIIEHNs 00 OmMOKax M3-3a HETOYHOCTH aHanu3a (2) u
mozenu okpyxerns (1). st 38 — mokazana koppektHocTs. [t 9 — He
XBATHJIO TIPOLIECCOPHOTO BPEMEHH Ha MPOBEPKY.

Jis Bcex 3arpykaeMbIX MOJIyJeW, IpPH CTaTHUECKOW BepupHKanuu
KOTOPBIX JUIst linux:drivers:base:dma-mapping "
linux:kernel:locking:spinlock ®e xBaramo TPOIECCOPHOTO BpPEMEHH,
nepe6op CBA3AHHBIX 110 PErUCTpaAllMU SK3EMIUIIPDOB HOPOrpaMMHBIX
nHTepdeiicoB MOMOTr J0Ka3aTh KOPPEKTHOCTb.

o0pa3oM, caenaHHBIE VYIPOUICHHWS MOJENeH OKPY)KeHHH IT03BOJIMIH

CYIIECTBEHHBIM 00pa30M yJIyYLIUTbh Pe3yJbTaThl BepUpHKALUK, B TOM YUCIIe ObLIO
oOHapyxeHo 7 oIHMOOK B 3arpy’KaeMbIX MOIYJSIX TEPMHUHAIbHBIX YCTPOWCTB U3
aupextopun drivers/tty, kotopbele mpoBepsuch coBMecTHO ¢ TTY-moacucTeMoil.
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N3-3a  HemOCTaTOYHOW TOYHOCTHM aHajiuW3a WHCTPYMEHTa aBTOMAaTHYECKOU
CTaTU4ecKoil Bepru(uKaruy ObBUTH BBIIAHBI JIOXKHBIE COOOMmeHns 00 ommoKax s 9
BepU(UKAIMOHHBIX 3334, W3-32 HETOYHOCTH MOJCNeiH OKpyxkeHus — il 4
BepHU(UKAIMOHHBIX 3a]1a4.

OOHapyXHUTh HapyIICHHUS IIPOBepsieMbIX TpeOoBaHuil B camoit TTY -moncucreme Bo
BpeMSI TMPOBENEHUS HKCIEPUMEHTOB HE YIAlOCh. JTO JAEMOHCTPUPYET BBICOKOE
kadectBo moncucteM sapa OC Linux. Kpome Toro, pasmep HCXOTHOTO Kona
paccMaTpUBaeMbIX 3arpyKaeMbIX MOJYJell Ha TOPSAOK TNPEBHIIAET pa3Mep
ueneBoit nojcuctembl. Ommbku B TTY-moncucreme MOTyT OBITh HAWICHBI, €CIH
MPOJIOJDKHUTE YIIYUYIIaTh CHCIM(UKALUN MOJCNeH OKpYKeHHS W TpeOOBaHWU, a
TaKKe  MpeylaraTb  HOBBIE  TOAXOABl  JJIS  COKpAIICHUS  CIOXKHOCTH
BepHu(UKAIIMOHHBIX 3a/1a4.

5. 3aknrodeHue

B nanHOMt pabore OBLT MpPEUIOKEH METOA HMHKPEMEHTAJIBHOTO IOCTPOSHUS
crienduKamii MozieNiell OKpyKeHHs M TpeOOBaHMI IS OICKHCTEM MOHOJIUTHOTO siipa
OC, KOTOpBIA MO3BOJIIET HCHOJIB30BaTh METOABI M HWHCTPYMEHTHI aBTOMATHYECKOI
CTaTUYECKOH Bepu(UKaIMK 11 TOMCKa OMMOOK B 3THX MOACHCTEMAX.

[lpy npoBelNeHUHM JAHHOTO WCCIEAOBaHUS OBUIM JOpaOOTaHbBl KOMIIOHEHTBI
cucTeMbl ctatnueckod Bepudukamu Klever, a Takyke yTOUHEHBI CYHIECTBYIOIUE U
pa3paboTaHbl HOBBIE CreIU(UKAIMK MOAENIeH OKPYXEHHs U TpeOOBaHHH.
[IpakTHyeckn Bce cAeNaHHbIE YINydIIeHHWs B OOJNbIIEH WM MEHBIIEH CTEeleHH
TIOJIC3HBI ISl CTATHYECKON BepU(pHUKAIMA 3arpyx)aeMbix Moxyned sapa OC Linux,
MOATOMY C TEUCHHEM BPEMEHH IUIAaHMPYeTCs 00OOIMUTH WX M HMOAJEPKUBATh JUIS
Pa3IMYHbIX BAPUAHTOB HUCITOJIb30BAHUS.

Ha pasmmunbix stamax paOoOTHl ObUTH BBIIBICHBI M COOOLIEHBI Pa3pabOTYMKaM
HOBBIE TPOOJIEMbl B MHCTPYMEHTE aBTOMAaTHUECKOH CTaTHYEeCKOWH BepU(UKALIH
CPAchecker. Bece 3t po0eMbl OBLTH yCTPaHEHBI.

Peasmzanmst  mpeIOKEHHOTO  METOAa  MHKPEMEHTAJIBHOTO  MOCTPOSHHSA
crieuduKai Mosenel OKpy>KeHus! 1 TpeOOBaHUH AJIS TOJICUCTEM MOHOJIUTHOTO
aaqpa OC Obula HCHONB30BaHA JUISL CTaTHUECKOH BepU(UKAIMU I1OJCHUCTEMEI
MOJ/ICPKKA TePMHHAIBHBIX ycTpodcTB saapa OC Linux Bepcum 3.14, koTopas
MIPOBEPSIIACH COBMECTHO C 3arpy’KaeMBIMHU MOAYJIIMH TEPMHUHAIBHBIX YCTPOWCTB U3
mupextopun  drivers/tty. braromapsi MOCTPOCHHBIM CHEMGUKAIMAME  yIaI0Ch
MOBBICUTH TOKPBITHE QPYHKIMH IeIeBOi moacucTeMbl ¢ 5% 10 83% u oOHapy UTh
7 ommOOK B paccMaTPUBAEMBIX 3arpykaeMbIX MOIyIsax. O HaTMYUU JTaHHBIX
omuOOK IIAaHUPYETCs cooO0muUTh pazpadorunkam sapa OC Linux, ecinu oHHM emmie He
ObUTH MCIIPaBJIEHBI B TOCHEIHUX Bepcuax. OMMOKKM B LEJICBOM MOACUCTEME sipa
OC Linux BbIsIBICHBI HE ObLIH.

ABTOpBI  pabOTBl IIAHUPYIOT MPOJOIDKUTH  HCCICAOBAHHE COBMECTHO C
pa3paboTyMKaMK MHCTPYMEHTOB aBTOMAaTHUECKOM CTaTH4YeCcKOW Bepupukauuu. B
NEpPBYIO OdYepeab HEOOXOJMMO HCIPAaBUTh M3BECTHBIE NPOOJIEMBI, KOTOpBIE
3aTPYAHSAIOT WIN J€Nal0T HEBO3MOXKHBIM IPOLIECC MHKPEMEHTAIBHOTO MOCTPOEHHUS
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crienupUKauid MoJieeld OKpyXeHHs W TpeOoBaHWMU mis moacuctem siapa OC
Linux, Hammpumep:
e [OJ/IepKaTh FEHEPALIUIO 00palleHHi K IPOrpaMMHOMY HHTEp(deCcy naxe
MPY HATIMYHH OTIpe/ieNieHus] DYHKIIMHU, OTBETCTBEHHOM 32 €ro PeriCTPaLHio;

e [OJIepXKATh BOBMOXHOCTh 3aXBaTa/0CBOOOKICHUS OJIOKHPOBOK (BBI30BA
COOTBETCTBYIOIIUX (DYHKINH) ITepe/TIociie BEI30Ba QYHKITHII-
00pabOTYNKOB U3 MOZETIEH OKPY>KEHHSL.

Kpome Toro, menecooGpasHO pacHIMPUTH OONACTh HNPUMEHEHHS MPEIUIOKEHHOTO

MeTo/la ¥ pa3pabOTaHHOI0 HHCTPYMEHTAPHS Ha HECKOJIBKO JPYTHX MOJCHCTEM SIpa
OC Linux.

6. bnazodapHocmb

ABTOpHI JaHHOW pabOTHI BEIpaXkaloT OnaromapHocTh IlaBry AHOpHaHOBY, AHTOHY
Bacunbey, Bnaguvmupy I'patnackomy u Anekcero [lonymkuay u3 komasgs! Linux
Driver Verification'® 3a yuactme B 06CYyXaeHHH TPO6IEM HHKPEMEHTATBHOMN
CTaTHYECKOH Bepru(HUKaINH MTOJICHCTEM MOHOIHUTHOTO Spa ONEPALOHHBIX CUCTEM,
32 MOMOIIb NPU TNPOBEICHWH aHalu3a pe3y/bTaToB BepH(UKALMHU, a TaKKe 3a
NOAJIEP)KKY B J0pabOTKE KOMIIOHEHTOB CHCTEMBI CTaTHYECKOW BepU(HKaILK
Klever u uncTpyMeHTa aBTromaTnueckoi crarnuecko Bepudukarmu CPAchecker.
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Abstract. Methods and tools for automated static verification aim at detecting all violations
of checked requirements in target programs under certain assumptions even without complete
models and formal specifications. The given feature form a basis of the suggested method for
incremental development of environment model and requirement specifications for
subsystems of operating system monolithic kernels. This method was implemented on top of
static verification framework Klever. It was evaluated by checking the Linux kernel TTY
subsystem. During this study some Klever components were improved. Besides, we fixed
some existing and developed new environment model and requirement specifications. Almost
all made changes also helps at static verification of loadable modules of the Linux kernel.
Developers of automated static verification tool CPAchecker fixed several issues that we
revealed and reported during the research. Overall developed specifications allowed to
increase function coverage of the TTY subsystem from 5% to 83%. Moreover, we revealed 7
bugs in loadable modules verified together with the TTY subsystem.
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specification; program decomposition; environment model.
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PopmanbHasa Bepudukauma 6MGNMMoTeYHbIX
dyHKumi saapa Linux'
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M. V. Manopwikun <mandrykin@ispras.ru>
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2HHcmumym cucmemnoz2o npoepammupoganus um. B.11. Heannuxoea PAH,
109004, Poccus, e. Mockea, yn. A. Conxcenuysvina, 0. 25

AHHOTammMsi. B cratee aBTOpaMM  paccMaTpUBAIOTCS  PE3yJbTaThl  ACAYKTUBHOM
Bepu(ukanuu Habopa w3 26 GuOnmoTeuHbix GyHkuumit sapa OC Linux ¢ moMorpo creka
uHCTpYMeHTOB AstraVer. B Habop BKIIOYEHBI IPEUMYIIECTBEHHO (DYHKLIUH, PabOTaroLIe ¢
JaHHBIMH CTPOKOBOTrO THma. Llenbio BepUdUKAIMU SBIAETCS JOKAa3aTEIbCTBO CBOMCTB
(GYHKIMOHATBHOW KOPPEKTHOCTH. B crarhe paccMaTpHBAIOTCS AHAJIOTHYHBIE PAaOOTHI IO
BepU(UKanK, CPAaBHUBAIOTCS IMOJTYyYCHHBIE PE3yNIbTAThl, pacCMaTpHUBaeTCs psij Ipodiem, ¢
KOTOPBIMHU CTaJIKMBAJINCh aBTOPHI MPEBIIYIINX paboT, B TOM YUCIIe MPOOJIEMBI, C KOTOPBIMU
YIaJOCh CIPaBUTCS B paMKax NaHHOH pabOThl M Te, KOTOpbIE BCe €l MPErsSTCTBYIOT
ycnenHol Bepudukanuu. Takke mpearaetcss METOIOJIOTHS pa3paboTKH crenudukanuii,
NMpUMEHEHHas Ui paccMaTpuBaeMoro Habopa (YHKIHMH, KOTOpas BKIHOYAaeT HEKOTOpBIE
malIoHHBIE TIPHEMBI Pa3paboTKH crenuduKanuid. ABTOpaM yOaloch OKa3aTh MOJHYIO
KOPPEKTHOCTb JBaALaTH NATH (QyHKIHMil. B cTaThe mpHBENEHBI Pe3ysbTaThl J0KA3aTeIbCTBA
MOJNYyYEHHBIX YCJOBUil BepHOHUKAIMH KOKIOH (YHKIMM C TOMOIIBIO HECKOIBKUX
coBpeMeHHBIX SMT-conBepoB.

KiioueBble ciioBa: cratuueckuil aHamu3; QopmaibHas BepuUHKalMs; ACAyKTHBHAS
BepuUKaLys; GYHKIUHU CTAaHIAPTHON OHOIHOTEKH.
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Jas unurupoanus: Edpemor JI.B, Maunpsikur M.Y. ®DopmanbHas BepHHUKAIS
oubmmoreunsix ¢yHknumit sapa Linux. Tpyast UCIT PAH, Tom 29, Bem. 6, 2017 1., ctp. 49-
76. DOI: 10.15514/ISPRAS-2017-29(6)-3

1. BeedeHue

Ouubxu u [[e(l)eKTI)I B KPUTHUYCCKH BAKHBIX KOMIIOHEHTAX OHepaHHOHHOﬁ CHUCTCMBbI
MOT'YT OPUBECTU K IOJIHOK €& KOMIPOMETALIU. O,HHI/IM n3 CpCACTB MNOBBIMICHUA

! 3ra pabora momepxana rpantom POOU 15-01-03024.
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YPOBHS TOBEepHs K CHCTEME SBJSIETCS NeAyKTHBHas Bepupukarmss. OHa MO3BOJIIET
JUISL OTACBHBIX TUIIOB Ae()EKTOB J0Ka3aTh UX OTCYTCTBHE B HCCIIEAYEMOM HCXOTHOM
KOIIE.

Kox stmpa Linux wmammcan Ha siseike Cu. B kome siipa IMMPOKO HCIIOB3YETCS
MepeTUNIPOBAaHNE yKa3aTelled, yka3arend Ha (QYHKIUH, OHWTOBBIE OIEPaIUH,
HECTaHJAPTHBIC PACIIUPEHHS U JPYTHe BO3MOXKHOCTH s3bIka CH, OCIOXHSIOIIHE
JNETyKTUBHBIM aHAM3 COOTBETCTBYIOMMX (QparMeHToB Cu-kKoma. WHCTpyMeHTHI
JEIYKTUBHOW Bepu(MKalMM, Kak NpaBWwio, MO0 HE TIOJVICP)KUBAIOT TaKHe
BO3MOXHOCTHU si3bIka CH, JTMOO HE ITO3BOJIIIOT JOKa3bIBATh JUIS HUCIOJB3YIONIMX HX
Y4acTKOB KOJa COOTBETCTBHE HETPHBUAIBHBIM CIIEIM(PUKALMAM (YHKIMOHATBHON
KOPPEKTHOCTH. BOJIBIIMHCTBO MHCTPYMEHTOB JAeAyKTHUBHOW Bepudukaimu Cu-kona
HaJlaraloT SIBHbIC WJIM HESBHBIC OTPAHMYCHUS] Ha CHHTAKCHC sI3bIKAa M OOIIMI CTHIJIb
koaupoBanus [1].

[lpu Bepubmkanmu koma sapa LiNUX TPUXOAUTCS CTANKUBATBHCS CO MHOTHMH
OIpaHUYCHUSIMH WHCTPYMEHTOB JEOYKTHBHOIH BepU(UKAlIMHU, WX HEIOCTaTOYHOI
3pENOCThIO  JJISI TOJHOLCHHOW TIOANCPIKKHA TOMOOHOTO Koma. BOJBIIMHCTBO
OTpaHWYCHUH MOXKET OBITH CHATO B TOM CIIydae, €CIU pa3pelicHa MOIM(DUKAI
Koma. B TakoMm ciydae BO3MOXKHO 3aMEHHTH HEIOJICPKUBAEMbIC KOHCTPYKIINU HIIH
JKe YIACTKH KOJa, IUI0XO0 TMOANAONIHecs ACAYKTHBHONW Bepr(pUKAINN, CEMAaHTUICCKI
SKBUBAJICHTHBIM KOJIOM, KOTOPBIi JIETKO 00padaThIBacTCsl HHCTPYMEHTAMHU.

B mpoekTax mo BepupHKAIUHN 3TO CIUTACTCS TIPHEMIIEMBIM U JKeNATeIbHBIM, TaK KaK
CTOMMOCTh  JI0pa0OTKA HWHCTPYMEHTOB MHOTOKPATHO IIPEBBIIIAET CTOUMOCTH
MIEPETIMCHIBAHMS YaCTH KOJIA IIPOSKTA.

OnHako npu Bepudukanuu, HanpuMep, MoayJs sgpa LinUX HEBO3MOXKHO CHSATh BCE
MOAOOHBIE OTpPAaHWYCHMS, TaK KaK MOJIYNb, SBISSICE YacThIO CaMOro  spa,
OCHOBBIBAaeTCS Ha €ro CTPYKTypax JaHHBIX, nHTep(deiice n HaclemayeT OOiA CTHIIb
KOJIMPOBaHUSA S/IPa.

Ilo 3TO¥ mpuumHE B MaHHON paboOTe aBTOPHI YICIIIOT 0CO00E BHUMAaHHE TOMY,
Y9TOOBI TOKAa3bIBaTh KOJI B MAKCHMAIIbHO HEM3MEHHOM BHUJIC.

OnHoif W3 OCHOBHBIX 1Ileneil mpoekra AstraVer [2] sBisercs mopaboTka
UHCTPYMEHTOB JIeJyKTUBHON Bepudukanuu st paboTel ¢ komom sapa Linux.
HecMmoTpst Ha cyniecTBeHHbIe NPoABIDKeHHA [3, 4] B pa3spaboTke HHCTPYMEHTOB, Ha
MOMEHT Havajia JaHHOW PaboThl HE CYIIECTBOBAJIO LEIBHOTO U PEIPE3EHTATHBHOTO
HabOpa TECTOBBIX IPHMEPOB, HAIVISIHO OTPAKAMIIETO TEKYIIee COCTOSHUE
nporpecca B HaIpaBlICHUH JOCTIDKCHUs Leneil storo mpoekra. [laHHas paboTa
NpU3BaHa BOCIIOJIHUTH 3TOT MPOOEI.

XoTsi BBIOpaHHBIE [UIsi aHanu3a OWOJMOTeYHbIe (YHKIIMK HE MOJHOCTHIO
MOKPBIBAIOT CJIOXHBIE JJIsI aHAM3a KOHCTPYKIIMH, HCIIOJIb3yeMble B KOJAE sipa
Linux, paccMaTpuBaeMblii B paboTe HA0Op HOCTATOYHO pENPE3EHTATHBEH U
TIO3BOJIICT KaK MPOM3BOIUTH CPABHEHWE C aHAIOTHYHBIME paboTamu [5, 6], Tak u
HATJBITHO MTOKa3BIBaTh OCHOBHBIE CIIOKHOCTH MOAeIHpoBaHus CH-KoJa ¢ MOMOIIBI0
MHCTPYMEHTOB JEIYKTHUBHOM Bepudukanuu. [laHHbIi HAOOp MO3BOJMI BBHISBUTH
HeNbIi psiil OMMOOK M HEJOCTaTKOB B HMHCTpyMeHTax ASTRAVER, KOTOpble Ha
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TEKyIIMi MOMEHT Y)Xe OBUIM HCIIpaBlieHBI. Takke OBUIM BBIABICHBI HEKOTOPEIC
(yHIaMeHTaIbHBIE OTPAaHMYCHHS, IPUCYIIHE HCIONB3YEeMBIM B HHCTPYMEHTax
MOJIEIISIM CyIIHOCTeH s3pika CH, TaKMX KaK 3HAYCHUS [CIIOYUCIICHHBIX THIIOB
JAHHBIX, YKa3aTelH, ajipeca, BEIACICHHbIE OJOKH MaMATH U Ap. DTH OTPaHUUICHUS
HE TI03BOJISIOT [0Ka3aTh HEKOTOpBIE CBOMCTBA peaM3alliii aJTOPUTMOB |
NOAPOOHO PacCMAaTPUBAIOTCS B JaHHOM CTaThe.

OCHOBHBIE PE3yIIbTaThl JAHHOH PabOTHI COCTOAT B CICAYIOMIEM:

e BbUM BBISBICHBI M TIOIPOOHO PaCCMOTPEHBI OCHOBHBIE OIPaHUYCHHS
METOJZIOB MOACIUPOBAHUS [ETIBIX YHCET U yKa3aTeNleil B HHCTpYMEHTax
JIenyKTUBHOM Bepudurannn ASTRAVER.

e bbu1 pa3paboran ¥ NPUMEHEH Ha MPAKTHKE Psi NPUEMOB CHIEIU(PUKALIH U
JI0Ka3aTeNIbCTBA KOPPEKTHOCTH, O0Jeryaromuii NpuMeHeHne
HHCTPYMEHTOB JIIYKTUBHO# Bepudukanun Kk koay siupa OC Linux. B Tom
YHCIIE UCHOIB30BaHNE MYOIUPYIOMNX crieudukanmii, GopMaTu3yommx
TIOBE/ICHHE IIEIEBBIX PEATH3AIMOHHBIX (DYHKIIMH KaK ¢ OMOIIBIO
MIOCTYCJIOBUH, TaK U C TIOMOIIBIO MOJIEJIBHBIX (DYHKIIHH, a TAaKXKe
pa3pabotka crienupukannii GyHKINI Ha OCHOBE UX pealn3anuii 1
KOHTEKCTOB HCIIOJIb30BAHMS.

e DBbia ycnenrHo goka3zaHa KOPpEeKTHOCTh 26 GyHKImi sapa Linux, 23 u3
KOTOPBIX OBLIH JTI0Ka3aHBI 0€3 KaKOT0-JIM00 H3MEHEHUS UX UCXOIHOTO
KoJa.
Taxke B paMkax paOOThl Oblia MpPEAJIOKEHa, pealn3oBaHa M NpPUMEHEHa Ha
MpaKTHKE HOBas KOMIIO3UTHAS MOJENb LENbIX YUCeT I MOAYIS NeAyKTUBHOH
Bepudukarun ~ ASTRAVER, oOnerdamomas MOJCIHPOBaHHE  OIEpanuii ¢
0e33HAKOBEIMH IIETIBHIMU U IIPE0OPa30BaHUN MEKAY PA3IMIHBIMH [IEJIOYHCICHHBIMA
TUTIAMH JTaHHBIX.
Hackompko W3BEeCTHO aBTOpaM JaHHOW CTaThH, OWONMOTEYHBIC (YHKIUHU SIIIpa
Linux paHee He aHAJIM3UPOBAIKCH METOJOM JIEAyKTUBHON BepupuKanuu
cucremMaTndecku. OCHOBHOM IpakTHYECKHH pe3yibTaT AaHHOM pabdoTel —
paspaboTaHHble crenuuKanuy OUOIHOTeUHBIX (yHKIMA sapa  Linux  u
JIOKa3aTelIbCTBO  COOTBETCTBHMSI  peanu3auuii  QyHKUMA  pa3paboTaHHBIM
crenudUKalsIM C TOMOIIBIO HHCTPYMEHTOB JCIYKTUBHOW BepuUdUKaliu
ASTRAVER.
Kon ¢ynkumii, crnenupuKanvd W MPOTOKONBI JOKa3aTeJIbCTB BBUIOKEHBI B
OTKPBITOM JIOCTYIIC BMECTE C HHCTPYKIIMSMH TI0 BOCIIPOU3BEICHHUIO pe3yabrara [7].
Crneundukanuy ¢ UCXOIHBIM KOJIOM MOTYT B JajbHEHIIEM CIYXHThb TECTOBBIM
HabOPOM [IJIsl HTHCTPYMEHTOB JIelyKTUBHOI Bepru(HKALUU U COJIBEPOB.
B crartee mpuBOIHTCS CpaBHEHHE pPe3yJIbTaTOB AAHHOW pabOTH ¢ paboTamMH MO
JEeIYKTHBHOM BepU(HMKAIMKM CTaHAApPTHHIX OmOmuorTeynbix (ynkouit Klibc [5] u
OpenBSD [6].
Crarhst mOCTpOGHA CIEAYIOIMM o00pa3oM: B ceKuuu 2 Jarcsi ONHCAHHUE
NpUMEHSIeMbIX B paboTe HWHCTPYMEHTOB  BepU(pUKALUK, B CEKUMH 3
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paccMaTpUBAOTCS aHAJIOTUYHBIE IIPOEKTHI 110 Pa3paboTke crelupUKaui; B CEKIIN
4 KpaTKO OMNHMCAaH WCIONB30BaHHBIN s3bIKk cruenudukanmii ACSL; B cexummm 5
OIMCHIBAIOTCS M3MEHEHHUS, KOTOpPBIe ObUIM BHECCHBI B HHCTPYMEHTHI BepU(pHKAINH
B XOJ€ NaHHOH pa0OTH; B CEKIMH 6 OMMCHIBAIOTCS IOAXOIBI K pa3paboTke
creruduKami, KoTopsle ObUIM BEIpaOOTaHBI U MMPUMEHEHBI B Ipoliecce padoThI; B
CeKIIMU / ONMCBHIBAIOTCS IPOOJIEMBI, KOTOPHIE HE YNAJIOCh PELINTh; B CEKIUU 8
NPE/ICTAaBJICHBI Pe3yIbTaThl paboOTHI.

2. UlHcmpymeHmbI eepuchukayuu

CylIecTBYIOT —pa3iu4Hble HHCTPYMEHTHI Uil JACAYKTHBHOW  BepU(UKALUH
nporpamMM, B TOM 4Yuclie M Uil Bepupukanuu kojga Ha sizbike Cu. MHCTpymeHT
FRAMA-C [8] sBisiercst (GpefiMBOPKOM, TO3BOJSIONIAM PEaTU30BBIBATH U
KOMOMHHUPOBaTh Pa3HbIe BHIBI CTATUUECKOTrO aHajau3a. [ aHHOTHpOBaHMS KOZa
FRAMA-C ucnons3yet cnienuanbhbiii 361k ANSI/ISO C Specification Language [9].
D10 s3bIk ommcaHus moBeaeHHs. OH MOJNEPKUBACT HANMCAHUE KOHTPAKTOB
¢GyHKOMil (Ha ypoBHE NpeA- W HOCTYCIIOBUi), a TakKe HHBAPHAHTOB LUKIOB H
aKcuoMaTH4yeckux Teopuil. FRAMA-C uHTerpupyer cnenn(puKayy 1 Kol B eIHHOS
CHHTaKCHYeCKOe JepeBO, C KOTOpbIM pabortator muaruHbl. s FRAMA-C
CYILECTBYET HECKOJIBKO IUIArMHOB JUIsl IeIyKTHBHOM Bepudukanuu koma: WP [8],
JESSIE [10] u ASTRAVER [2]. Tocnenuuii marun sisisercst hopkom JESSIE. Onna
U3 OCHOBHBIX IIeJIed, KOTopas 3asBiieHa €ro aBTOpaMH — O3TO J0paboTKa
MHCTpyMeHTa st Bepupukauuu koaa sapa Linux. /s poxazarenscTBa GyHKIHMA
aBTOPHI MCIIOJIb30BaH TIarud ASTRAVER.

[Tnarun memyktuBHOW Bepubukaimu ASTRAVER (kak u JESSIE) TpaHCIHpYeT
BHyTpeHHee npejactaBieHne FRAMA-C B Mozpenbs nOporpaMMbl Ha  S3bIKE
WhyML [11], Ha ocHOBe pealM30BaHHBIX B HEM MOJCJICH MAMSITH W OMepaiuid ¢
YHCITaMH.

Wucrpyment WHY3 reHepupyeTt yciioBusi BepuHKaluy AJisl NPOrpaMMBbl Ha sI3bIKE
Why3ML wu mnpeoGpa3yer ux BO BXOIHBIE 3aJaHUs i cosBepoB. Cpenn
nogaepkuBaeMbix WHY3 — Takue comnBepsl, kak ALT-ERGO, CVC3, CVC4, Z3,
SPASS, EPROVER, SIMPLIFY wu Oousbinoe kommyectBO Apyrux. WHY3 Takke
NOJAACPXKUBACT Psi TpaHChOpMAUUid Uil YCIOBHH BepuUHKAILMH, HAaIpUMeEp,
nojipa3OueHNe Ha OTJCIIbHbIC YCIOBHUsI BepU(DUKALUK 10 KOHBIOHKIIUSM.

3. AHanoauy4Hble pabombi

Tak kak WHCTpYMEHTHl aeayKTHBHOW Bepupukanmu WP u JESSIE sBisitoTCS
JIOCTaTOYHO 3pEJIbIMH, paHee OHHU YyX€ YCIICIIHO MPUMEHSUINCH JUIl BepH(pUKalnu
peanbHOro koxa. Tak, B pabote [6] moka3piBaeTcs KOPPEKTHOCTh 12 cTaHAAPTHBIX
(yHKIMIA CTPOKOBOTO THIIA, peasin30BaHHBIX B OpenBSD. ABTOpamu nCosb3yercs
JESSIE B KauecTBe IJIaruHa AeAyKTHBHOHN Bepudukanuu. [10JHOCThIO KOPPEKTHOCTD
(BaJIUIHOCTH BCEX YCIIOBHU BepU(DHUKAIMK) YAAIOCHh J0Ka3aTh Vs 7 (GYHKIUH, s
OCTAILHBIX 5  (QYHKOMIA  HECKOJNBKO  YCJIOBHHA  BEepUPHUKAIUH  OCTAIUCH
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Henoka3aHHbIMUA. OCOOEHHOCTBIO pabOTHI SABJISAETCS TO, YTO aBTOP JUIA KaKIOU
(hyHKOMK fenan TpH WTEpalud Mo pa3paboTke CIeNu(pHUKAIMOHHOTO KOHTPAKTa!
NEPBYI0 — Ha OCHOBE CTaHJapTa M OIBITA CaMOTO aBTOPA, BTOPYIO — Ha OCHOBE
IOKyMEHTanu (man), TPeTbl0 - Ha OCHOBE MOKYMEHTAIlMH M KojAa (YHKITHH.
Iocnennsis Bepcust crenupUKANINN TPAKTUYECKH B KaXKIOM CIydae CHIBHO
OTIMYAaCh OT IEPBBIX JABYX. ODTO MOKAa3BIBACT, YTO pPa3padoTaTth (OpMalbHYIO
cnenr(UKaMio Ha CYMIECTBYIOIIYIO peann3amuio, 0e3 JocTyma K caMoi
peanu3anyy, JOCTATOYHO CJIOKHO. OmHaKo MOROOHBIN HTEPALMOHHBIA MOAXO[
MIO3BOJIMJI aBTOPY HAalTH HETOYHOCTH B JOKYMEHTAIIMU K HECKOJIIBKUM (PYHKIHAM, a
TaK)Ke OTCYTCTBHE ITOJHOTHI OTIMCAHUS TOBEJCHUS (DYHKLUH B PsIE CIy4acs.

Jn1s1 HeKOTOPBIX (QYHKIMI aBTOPY MOTPeOOBAIOCH BHECTH U3MEHEHHUS B X KOXI. DTO
ObLTO CBSA3aHO C JBYMSI KOHKPETHBIMHM CHUTyalMsIMH. B mepBoil ykazaTenwm Ha THII
char B ¢pynkumsax strcmp u strncmp npuBoaniIuch K ykaszarensMm Ha unsigned
char. Bo Bropoii B ¢yHkmum strlcat wureparop nukna mnepemosHsuICS Ha
MOCJIEIHEM IlIare UTEepaluy 3a CYET MOCT(HUKCHOTO AEKPEMEHTa, YTO MPHUBOIUIO K
HEBO3MOKHOCTH  JIOKa3aThb  YCIIOBHE  BepUPHKAalMM HA  IEJIOYUCICHHOE
MIEpPETIONTHEHNE, XOTA U HE BEJO K ONIMOKE MPH BHIMOJHEHUH Koxa (yHKIuH. [l
JIOKa3aTeNbCTBA YCIOBHM BepH(HUKAINM HCIONB30BATHCH conBepbl ALT-ERGO
(0.7.3), SIMPLIFY (1.5.4) u Z3 (2.0).

B cratee [5] aBropel wucnome3yloT FRAMA-C ¢ IUlarMHOM —JeqyKTHBHOM
Bepudukarnun WP mnsa Bepudukanmm koxa ¢pyakuuid 6udnmmoreku klibec. ABTopam
yIaJIOCh TIOJTHOCTBIO JIOKa3aTh KOPPEKTHOCTh 14 QyHKumi, paboTarommx c
JAaHHBIMH CTPOKOBOTO THMA, s 12 QyHKIMH HEe yAajaoch JI0Ka3aTh 4acTh YCIOBHI
Bepudukanum, emé Ha 4 (QYyHKOUSIX TpOosBHIM ceOs OmMMOKM B MHCTPYMCEHTAX,
BOCIPENATCTBOBABIINE HMX TIIOJHOICHHOMY 3amycKy. [loMmmo QyHKOnH mis
cTpokoBoro Tuma (u3 string.h) B pabore Takke aHATU3UPOBAIUCH (BYHKIIUU U3
stdio.h. Kak ormedaercss caMuMu aBTOpaMH, HPaKTUYECKH Bce (YHKIMH U3
JIAHHOTO 3aroJIOBOYHOTO (haiiyia UCIOb3yIOT CUCTEMHBIE BBI3OBBI, YTO B KOHEYHOM
urore BeAET K TOMY, YTO CICHU(UKAIMHN JUIT HUX Moiydarorcs cnabeivu (weak).
[Ipn pabore ¢ komom (YyHKIMH aBTOPHl BHOCWJIM B HEro W3MEHEHHS, KOTOpBIE
MO3BOJISUTM OOXO/UTh OTPaHWYEHHs NPUMEHSIEMBIX WHCTPYMEHTOB WJIN YIPOIIATh
Pe3yIbTHPYIOIINE YCIOBUS BEpUPHUKALINH.

Tak, aBTOpBI 3apaHee W3y4HIM HPOOJIEMBI C MOJEIHUPOBAHUEM IE€PETUIHPOBAHMS
ykazateneit (type casts), manpumep, unsigned char* B char*, u crapanuce
W3MEHUTD KOJ, AJIsl TOTO YTOOBI HCKIIIOUNTH NOAO00HBIE OTIEPALIUH.

[MoMumo 3TOrO, MPOOJIEMBI BHI3BAJI MOBTOPSIIOLIMNCS MIA0JOH KOJA, Ille B IHKIIE
while ocymecTBiseTcss NTOCTPHUKCHOE YMEHBUICHHE 3HAYCHHS MEPEMEHHOI
0e33HaKoBOro THmMa. BBIXOA W3 LHUKJIA B TakoM Ciydyae HPOUCXOJHT, KOTIa
NepeMeHHasi paBHa HYJIO, HO IIOCJE CpPaBHEHUs BCE pPaBHO OCYIIECTBISIETCS
yYMEHbIIIEHNE 3HaYEHHs IEPEMEHHO Ha equHUIly. B cirydae 6€33HaKOBOTO THIA 3TO
NPUBOAWT  LEJIOYNCICHHOMY  TIEpENoNHCHHI0. B peampHOCTH,  OJHAKO,
LETIOYHCIICHHOE TIEPETIOTHEHNE HE BEAET K OINOKe B Kozie (DYHKIMH, TaK KaK IOCIIe
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BBIXO/Ia M3 IMKJIa MIEpEeMEHHasl HUTZIEe He ucnoab3yeTca. Ho B Takol curyanum He
ynaéresi JoKa3aTh yCIOBHE BepU(UKAINN, TPEeOYIOIee OTCYTCTBUS IEPETIOTHEHNUSI.
Juis mokazaTensCTBa YCIOBHHA BepH(UKAIIMN HCIIOIB30BAIICH colBepbl ALT-ERGO
(0.95.1), CVC3 (2.4.1), Z3 (4.3.1).

CaMbIM pa3BEPHYTHIM TOKYMEHTOM II0 pa3paboTke crierduranuii Ha s3p1ke ACSL
seistercst ACSL by Example [12]. B HeMm mokasbiBaeTcst KOPPEKTHOCTD QYHKIHI U3
cTraHmapTHoit OmbOmmorexku C++. DyHKOMM mepen pa3paboTkoil crenuduranuit
TIEPENICHIBAIOTCA C 0000IMEHHOH peanm3anuy Ha mabioHax B GyHKOUH si3bika CH,
pabortatomrie Ha MaccHBax »DJeMEHTOB Tuma int. PaspaboTdmku perymspHO
OOHOBIIIOT OTYET NOOABIIEHMEM HOBBIX (YHKIHMH CO CICHU(PHUKAIMSIMHA K HIM,
HCTIPABIIAIOT OIMIMOKHU B MPOLUIBIX CrielU(UKAINAX U repepadaTsiBaroT ux. [Ipoexr
mmtest ¢ 2009 roma. JIOKyMEHT COIEp)KHT OOJNBIIOE KOJMYECTBO ITONHOCTHIO
JIOKa3aHHBIX (yHKOWA. B kadecTBe comBepoB ucmonbiyioTess ALT-ERGO, CVC3,
CVC4, Z3, EPROVER. Vcmonp3yeTcs IIarud JeIyKTHBHOM Bepudukanuu WP.
Otuér xommannu GrammaTech [13] comepxuT omnmcanue THIOBBIX MpoOieM, ¢
KOTOPBIMH CTOJIKHYJIMCH aBTOPHI IPH pa3paboTke crenudukammii K peanr3anun
crangaptHoit OuOnmuorekn GT libc. Onm umcmombzoBamu FRAMA-C ¢ mmaruHOM
nenykrtuBHoi Bepudukanuu WP. Cpeanm mnpouyero aBTOpaMu — ONHUCHIBAIOTCS
npoGyieMbl MoJeNiell mamsATH, BO3HUKAMOLIME NpU BepUPUKANMKM KoIa C
NEPETUIIUPOBAHNUEM YKa3aTellel, a TAKXKE CO CPABHEHUEM yKa3aTeIICH.

4. A3bik cneyugukayuti ACSL

ACSL sBnsiercss  si3pIkOM  crieiuukanuu  noseneHus wuntepgeiicos (BISL,
Behavioral Interface Specification Language) [14], peanuszoBauusiM Bo FRAMA-C.
ACSL paspaboran crneuuaisbHo st crenupukaumu cBoiicte CH-TiporpaMMm U
NOAXOAMT JUIsl HAaKMCaHHWS KOHTPAKTHBIX crenudukanuid (mpea- ¥ HocTyciIoBUil),
(dopmanuzanuu CBOMCTB 0e30macHOCTH (IIPEANKATOB Ha JAOCTH)KUMBIE COCTOSHHS
OpOrpamMMbl), a Takke I8 3aJaHus  JOIOJHHTEIBbHBIX  CHEeH(UKALHA,
HEOOXOIMMBIX HMHCTPYMEHTY BepHU(UKAIMK Uil TNPOBEPKHM  KOHTPAKTHBIX
cnerdukanuii u cBoiicTB OezomnacHocti. ACSL Bkirouaer cpencrBa BhIpaKeHHS
crepUIHBIX 11 s1361ka CH acleKTOB YIpPaBIIeHUS NaMsAThbIO, TAKUX KakK ajpeca U
JUIMHBl BBIJIEISIEMBIX  OJIOKOB IaMATH, NpeoOpa3oBaHMsl THIOB YKasaTeleH,
JOCTYIHOCTh 00JacTeil mamsTd A YTeHWs/3amucu W 1p. MHOrHe ke
BBICOKOYPOBHEBBIE JIOTHYECKHE CPEJACTBA CIEHU(UKALMUA COCTOSHHS MaMsITH |
MOBEJICHUST MPOrpaMM, TaKWe Kak CelapalMoOHHas JIOTHKa, pa3pelieHus
(permissions) wim momepIKKa HACIEIOBAHHS MOBEACHUS (HAPHMEp, YTOYHEHHUS
KOHTPAKTOB (yHKIHI), HemocpeacTBeHHO B 361Kk ACSL He BrimtoueHsl. HekoTopeie
W3 HUX UHOT/IA MOTYT OBITh BBIPAXKEHBI C MCIOJI30BAHUEM BO3MOMKHOCTEH camoro
ACSL. Ilpu stom ypoBeHb momaepkku si3bika ACSL co cTOpOHBI HHCTPYMEHTOB
BepU(HKALUM, pEal30BaHHBIX Ha OcCHOBe IutaThopMel FRAMA-C  moxer
pasnuyarbes.

PaccmoTpuM mpuMep KOHTPAaKTHOM crenubukanun Ha s3eike ACSL. B nuctunre 1
npuBenéH  kox (Qyukumu strnchr w3 sapa Linux. ®ywkinus strnchr
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OCYIIECTBIISIET TIOMCK CUMBOJIA C B CTPOKE S, KOTOpasi orpaHu4eHa jiauHoi cnt. B
cnenupukanuy GyHKIMUA TpeOyeTcs, YTOOBI yKa3aTelb Ha CTPOKY S aJpecoBall
BAIMIHBIA Yy4acTOK mamsaT, pasmepoMm min(strlen(s), cnt) + 1. Dro
yCIOBUE SIBISIETCSl TpenycioBueM (GYHKIMM W yKa3aHO B TIEPBOH CTPOKe
cnennpukarnun. OyHKIusg strnchr SBiseTcs YUCTOI, TO eCTh HE UMEET TOOOTHBIX
3((eKTOB, UTO OMHUCHIBACTCS BTOPOI CTPOKOW creA(DUKAIIUH.

1 /*@ requires valid_strn(s, count);

2 assigns \nothing;

3 behavior exists:

4 assumes T char *p;

5 s < p < s + strnlen(s, count) A *p = (char %) c;

6 ensures s < \result < s + strnlen(s, count);

7 ensures *\result = (char %) c;

8 ensures V char *p; s < p < \result = *p # (char %) c;
9 behavior not_exists:

10 assumes V char *p;

11 s < p < s + strnlen(s, count) = *p # (char %) c;
12 ensures \result = \null;

13 complete behaviors;

14 disjoint behaviors;*/

15 char *strnchr(const char *s, size_t count, int c) {
16 //@ ghost char *os = s;

17 //@ ghost size_t ocount = count;

18 /*@ loop invariant © < count < ocount;

19 loop invariant os < s < os + strnlen(os, ocount);

20 loop invariant s - os = ocount - count;

21 loop invariant valid_strn(s, count);

22 loop invariant strnlen(os, ocount) = s - os + strnlen(s, count);
23 loop invariant V char *p; os < p < s = *p # (char %) c;
24 loop variant count;

25 */

26 for (; count-- /*@%*/ && *s != '"\0'; ++s)

27  if (*s == (char)/*@%*/c)

28 return (char *)s;

29 return NULL;

30 }

Jlucmune 1. @yuxyust strnchr. Aopo Linux 4.12, ¢paiin lib/string.c
Listing 1. Linux kernel 4.12, file ¢paiin lib/string.c

Hanee cnienudukanys nojpazouBaercs Ha 1Ba ciydas. [lepBbiii — Korga B CTpoke
CYIIIECTBYET UCKOMBIN CHMBOJI, BTOPOM — KOTJa OH OTCYTCTBYyeT. i pa3OueHwst
cremuduKanui nmopeaeHUs] GYHKIMH HA HECKOJIBKO PA3IMYHBIX CIydaeB B SI3bIKE
ACSL ectb cootBercTBYyMOIICe cpenctBo — moBeaenus (behaviors). B otnuune ot
HEKOTOPBIX S3BIKOB clielM(UKALNH, TJe TMOBEICHNS BBOASATCS HMOBEPX OCHOBHOTO
A3bIKa crenn@uKannil Kak CHMHTaKCHueckoe pacimmpenue (Hampumep, B JML), B
ACSL moBeneHust SBISIOTCS 0a30BOH CYIIHOCTBIO S3bIKa CHELU(HUKALUA |
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NPaKTHIECKN BCe CrelU(UKaINY, KaK B KOHTPAKTE, TaK U B Tele (QYHKIUH MOTYT
OBITH OTHECEHBI K OJIHOMY WJIM HECKOJBKHM €€ MOBeAeHHUAM. [l JoKa3aTenbeTBa
IOCTYCIIOBUM €  TNOMONIBIO  HMHCTPYMEHTa  JEIyKTUBHOM  BepU(HKALUH
chopmynupoBaHbl HHBapHaHTHI (loop invariants) Ha BHYTpEeHHHH UK QYHKINU U
ouenouHas ¢pynkuus (loop variant) amst Hero.

Peammzanus pynxmim strnchr comepxur B cebe B IBHOM BHIE MPHUBEICHNE THUIIA
C ToTeped cTapmied dYacTH 3HAYCHHS B CTpPOKe 27, a Takke Cciaydad ¢
[IEJIOYMCIICHHBIM IIEPETIOIHEHHEM B HTEpaTope MHUKJIAa U3-3a MOCT(UKCHOTO
JeKkpeMeHTa (CTpoka 26).

Tabn. 1. Hcnonv3osanue cneyuukayuoHHbIX KOHCMPYKYULL
Table 1. Use of specification structures

_parse_integer.
check_bytes8
kstrtobool
memchr N v
memcmp
memcpy v

memmove v
memscan
memset v v
skip_spaces
strcasecmp
strcat
strchr v
strchrnul v
strcmp
strncmp N
strcpy
strcspn
stricpy
strlen
strnchr N4 v
strnlen v
strpbrk
strrchr v
strsep
strspn

ANANAY

YroOb! yKa3aTh HHCTPYMEHTaM BepU(HKALIUK, YTO TIPUBEJICHUE IEPEMEHHOM ¢ THIa
int k Tumy char c norepeit yacTn 3HaueHMs SBISIETCS HAMEPEHHBIM ITOBEACHHUEM,
UCTIONIb3YETCs ClIelMaIbHasi KOHCTpYKuus /*@%*/. PoBHO Takas ke crenuuKarus
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HCIIOJIB3YeTCs I 0003HAUCHNUS NIePETIONHEHUS TepeMeHHo cnt. CeMaHTHKa 3TUX
cnenuuKanuii 00CyKIaeTcs B CIEIYIOMIEM pa3Jieie.

B Ttabmuue 1 ormeueHo, B Kakux (QYHKIMAX M3 4YUCIa BEpU(UIMPOBAHHBIX B
paMKax JaHHOW paboOThl, BCTpEYAIHCh MOJOOHBIE CUTYallMH C IEPEroTHEHHEM
6e33HakoBoro ureparopa nukia (Wrap-around +) ¥ SBHBIM IPHBEJICHUEM THIA C
noTepeit yactu 3nayenus (Wrap-around Cast).

PaccMoTpuM Temnepb HEKOTOpBIE NMPOOJIEMBI, CBI3aHHBIE C TOAJIEPIKKOW CEMaHTHKH
HEKOTOPBIX ~KOHCTpyKuuMi s3bika ACSL B MHCTpyMeHTax JeXyKTUBHOM
BepU(HKAIUK HA IPUMEPE TI0IX0/I0B K MOJEIMPOBAHUIO YKa3aTeled U MallMHHBIX
[EeNBIX B HWHCTpyMeHTe Bepuukammn JESSIE, KOTOpsle OBUIM yHACIIECIOBAaHBI
uHCTpyMeHTOM ASTRAVER.

5.MpobnemMbl uHCMpPYyMeHmMoe eepughukayuu

5.1 BnoyHo-6anToBas moaenb NamATU JESSIE

CymiecTByeT Mo KpailHell Mepe HECKOJIbKO CIOCOO0B JIOTMYECKOTO MPEICTABICHUS
yKas3areneil W BBIJCICHHBIX OJOKOB MAaMATH B TIEHEPUPYEMBIX YCIOBHUSIX
Bepudukanun. B JESSIE peann3zoBaHa Tak Ha3bIBaeMasi 0104HO-0AUMOBAsT MOOeb
namsmu (byte-level block memory model), B xoropoii yka3zaTenu npecTaBiICHbI
joruveckd kak mapsl Buza ([,0), a 6moku mamstu — kak Tpoiku Buaa (1, a,s).
3mech MeTKa | yHUKAJIbHO UACHTHPHUIUPYET OJIOK MaMATH, 0 0003HAYACT CMEIICHHE
yKa3arelyisi OTHOCHTENIbHO Ha4ajbHOI'O ajapeca a Onoka [, a8 S COOTBETCTBYET
pa3mepy Guioka. Mcrnosp30BaHue YHHUKAIBHBIX METOK OJIOKOB [TO3BOJISIET [IPOBEPSITH,
YTO JOCTYI K MaMSITH 3a Npe/ieiaMH BBIJICIICHHOTO OJIOKa He MPOMCXOIUT JaXe B
TOM cjydae, eciH aJapecyemas COOTBETCTBYIOIIUM yKa3zaTeleM o0JacTh MaMsTH
TaK)Ke SBISIETCS BbIAEICHHON. HecMOTpsl Ha TO, YTO TAaKkoil JOCTYyN HE HapylIaeT
CerMEeHTHPOBaHUe MaMsaTH (K, COOTBETCTBEHHO, HE MPHUBOAUT K OMIMOKAM BpEeMEHH
BBITIOJIHEHHMS1), COOTBETCTBYIOLIEE MMOBEJCHUE HE JONMYCKACTCsl CTAHIAPTOM S3bIKa
Cu [15]. (cexmms 6.5.6, a63an 8 kaaccuPUIMPYET CO3MAHNE yKa3aTeNeH 3a MPeIebl
BBIJIETICHHBIX OJIOKOB KaK HEOMpeelieHHOe TOBEJACHUE, KpPOMe VyKa3zaTeled Ha
o0JlacTh TaMsITH, HEMOCPEJICTBEHHO CIIEAYIOUIYI0 3a [MOCIEJAHUM DIIEMEHTOM
maccuBa). Kak o00bsicHeHO B KaHmuaatckoir paborte [10], onmceiBaromeit
TEOPETUUYECKYI0 OCHOBY M apXHTEKTypy HMHCTpyMeHTa JESSIE, Gno4HO-OaiiToBast
MOJIeSIb MAMSITH B [PUHIMIE TO3BOJSET BBIPAXATh CEMAHTHKY 4acTo
UCIIONB3YyEeMbIX Ha MpPakTHKE MPHUEMOB MpOrpaMMHpoBaHus Ha s3bike Cu,
BBIXO/ISAIINX 332 PAMKK CTaHAapTa, TAaKUX Kak peanu3aius (QyHKIUH memmove,
COXpaHSIS TIPK 3TOM BO3MOXHOCTh OOHApYKHUBATH OIIHUOKH YIIPABICHHUS MAMSTHIO,
TaKhe Kak JOCTYN mocie ocBoOokmenus (use-after-free), a Taxke Bo3MOXKHBIE
HePenoNHeH S yKa3aTeneH.

Peanuzanus Moaeny namMsiTd B MHCTPYMEHTE JESSIE, 0THaKO, UMEET pAIl OTIIMYUN OT
COOTBETCTBYIOIIET0 OTHOCUTEIBHO IPOCTOT0 TEOPETHYECKOTO ONMUCAHKS U HAJaraeT
JOTIOTHUTENbHBIC OTPAHMYCHHS Ha MOICP)KUBAEMOE IOJMHOKECTBO si3bika CH.
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Bo-1epBbIX, yKa3aTeau peajqn30BaHbl B COOTBETCTBYIOLIEH Teopur JESSIE (Ha sI3bIKE
WhyML) kak 3HadeHWss aOCTPakTHOTO TWIa pointer ¢  YETBIPHMS
COOTBETCTBYIOIIMMH aOCTPaKTHBIMH ONEPALIHAMH:
sub_pointer : pointer X pointer — int,
shift : pointer X int — pointer,
same_block : pointer X pointer = bool u
address : pointer — int.

Pa3meps! BBIAETICHHBIX OJIOKOB MAMSTH ITIPEICTABICHBI B TeOopuH JESSIE HESBHO C
NOMOINBI0  TaKk  HasbiBaeMblx  mabnuy  amnoxayuu  (allocation  tables),
MH/ICKCUPOBAHHBIX COCTOSHHEM I[IPOrPaMMbl (TO €CTh H3MCHSICMBIX) 3HAYCHHI
abctpaktHoro Tuna alloc_table C pnByMs aKCHOMAaTHUECKH 3aJaHHBIMH
GhyHKIMAMU:

of fset_min :alloc_table X pointer — int u

of fset_max : alloc _table X pointer — int.
OTH (GYHKIUH BBIPQXAIOT MHHHMAJbHO M MaKCHMAaJbHO JOMYCTUMOE CMEIICHHUE
yKazaTelsl, He BBIBOJISIIEE €ro 3a IPEAeNbl COOTBETCTBYIOLIECTO BBIICICHHOTO OI0Ka
namsaTd. s YHUKAJIBHBIX METOK BBIICJICHHBIX OJIOKOB M MX HAYaJbHBIX aapecoB
SBHOE TIpe/ACTaBJeHHe B Teopuu JESSIE TakXkKe OTCYTCTBYET. Y CIIOBHS
BepU(HKAIUH, TEHEPUpPyEeMble HHCTPYMEHTOM sl OIepaudil ITUHAMHYECKOTO
BBIJICTICHUSI M OCBOOOXIeHHMs mnamsTH (BbI3oBbl (QyHkumid kmalloc u kfree
o0OpabatbiBaroTcs B JESSIE CITEIAaIbHBIM 00pa3oM), YIIOMHHAIOT TOJIBKO TaOJHIIBI
amokanun  u  GyHKIEH  sub_pointer, shift u same_block. Jrto nemaer
COOTBETCTBYIOIIYIO aKCHOMATH3alMIO 3aBEJIOMO HenoJiHOM. B yacTHOCTH, ByHKIMS
address He TOJBKO HHKAaK HE YIIOMHUHAETCS B TEKYIIEH aKCHOMATH3alUH TEOPHUU
JESSIE, HO ¥ B TPUHIMIIE HE MOXET MMETh B TEKYyIEH peaau3alliid WHCTPYMEHTa
JIOCTaTOYHO TMOJHYI0 aKCHOMAaTu3alyio. B 4YacTHOCTH, paccMOTpUM Clenyrolee
CBOMCTBO 3TOU (YHKIMHU: “08a 8aIUOHbIX yKazamels, aopecyrouue 00beKmol u3
PDA3IUYHBIX BbLOCIEHHBIX OJI0KO8 NAMAMU He MO2Ym UMemb OOUHAKO8bl adpec”.
3TO CBOHCTBO HE MOXET OBITH BHIPAKEHO B BHJE JIOTHYECKOTO YTBEPKACHHS B
TeKymiei Teopun JESSIE, MOTOMY 4TO ero opMain3anust TpeOyeT MCHOIb30BaHUs
YCIIOBUSI CYIIECTBOBAHMUS JIEMEHTa BO MHOXECTBE BCEX OOCHMUICUMBIX COCTOSIHUHN
COOTBETCTBYIOIIEH TaOIMIIbI aJUTOKALIUH:
Vp1, p2- (35, € Reachable(s,). of fset_min(s,, py) < 0 A of fset_max(sq, p1)

> 0 Aoffset_min(s,, p;) < 0Aof fset_max(s,, p,)

=>0A ﬂsame_block(pl,pz)) = address(p,) # address(p,).
Tak kak 3ajgaya HOJNydYeHHs SIBHOTO IpeicTaBlieHHst mpenukata Reachable(s,) B
o0IeM cirydae sIBISIETCSl aJTOPUTMHYECKH HEpa3pelnMOl, WHCTPYMEHT MOXKET
UCIIOJIB30BaTh HESBHOE IIPEJACTABIICHUE, HAPUMEP C IOMOLIBIO BBIPAXKEHHS
COOTBETCTBYIOIIMX CBOIMCTB aapeca B KaXKJOH TOUKe BBIIEICHUS MTaMsITH:

Vp.of fset_min(s;,p) < 0 Aof fset_max(s;,p) = 0 = address(p)
# address(p*).
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3mech p* — azmpec Havajga BBIACISICMOro OJIOKA IaMSTH, S, — COCTOSIHHUC TaOJIHIIBI
AJUTOKAIMU B TOYKE BbIIENCHHs maMaTH. HeBO3MOXKHOCTh TOYHOW (hopmanu3aiuu
¢yakunn  address He TO3BOJSIET TEHEPHUPOBATH COOTBETCTBYIOIIHNE YCIIOBHS
BepudUKauu s OOHAPYKCHUS BO3MOXHBIX ICPETIONHCHUN yKa3aTelned u
UCIIOJIb30BaTh OoJice THOKYO (HOpMANTU3AIMIO ONEPAIlUil CPABHCHUS U BBHIYUTAHUS
ykazareneit (Juis Bepudukaiuu Takux QyHKIHiA, Kak memmove).

Kpowme »t0r0, B Teopuu JESSIE cMemeHre M pa3HOCTh yKa3aTelel, MCIIOb3yeMbIe
¢byukuusmu shift u sub_pointer, uaMepsroTCs B €IMHHIAX, PABHBIX pa3Mepy
THIIOB aQIPECyeMBIX YKa3aTeISIMH 3HA4YeHHH (B COOTBETCTBHH C CEMAaHTHKOM
anpecHoil apudmernku B sa3pike Cu), a He B OaifTax WM MalIMHHBIX ClIOBaxX. B
YaCTHOCTH, BBIP@KCHHE P + 1, Il p UMEET TUM int *, TpaHCIUPYyeTCsS Kak
shift(p,1), a ve xak shift(p, Sipt), THE Sip; — KOHCTAHTa, paBHA pa3Mepy THIIA
int (oObr4HO, 4 Oaiita). Takas TpaHCIALMA W3HAYAIBLHO HE MO3BOJISET BBIPAXKATh
MHOTHE LIMPOKO PaclpOCTPaHEHHbIE COUETaHHs INEPETHIIUPOBAaHMS yKas3arelei ¢
aIpecHON apu(METHKOH, BKIIOYAs HCIIOJIB30BaHUS Makpoca container_of (u3
sapa OC Linux). Dto HeTpyaHO YBHIETh, PACCMOTPEB ABa yKazarens: p + 1 u
((char *) p) + 1, rme p umeer tum int * u yka3piBaeT HA HAYAII0 HEKOTOPOTO
BBIJICJICHHOTO OJloka mamstd. B OjodHo-OaiiToBOil Mojenu mamsaTH co
CMCIICHUSMH, H3MEpseMbIMH B pa3Mepax THUIIOB, OSTH YyKa3aTeld HMEIOT
oauHakoBoe mpencrasinenue (I,1), XoTs WX peajbHBIE aapeca He MOTYT OBITh
paBHBI (OHH JOJDKHBI Pa3nyaThCst XOTs Obl Ha 1, 00BIYHO Ha 3). DTO NPOTUBOPEYHUT
(hyHKIMOHATBHON KOHCHCTEHTHOCTH (yHKIMH address. B Tom ducie mns toro,
YTOOBI HE JOIYCTHTh BO3HUKHOBEHHE ITOJOOHOTO MPOTHBOPEYHs (HO B OCHOBHOM,
no ApyruMm npuduHam, cm. [15, 16]) B Texymiei peanusanuu JESSIE HCHONB3YETCS
JIBa OTIEJbHBIX NpHeMa. Bo-TepBbIX, BBOAATCS CHELUAIbHBIC IOMOJHUTENIbHbBIE
(oruyeckue) mabauybl mee06, COJCPIKAIINE TOYHBIE JUHAMUYECKHE THIIBI
00BEKTOB B BBIJICJICHHON MaMsATH. DT TaOJMIbI O3BOJISIIOT BKIIOYATh B YCIOBUS
BepU(pHKAUM  HEOOXOAMMBbIE TPOBEPKH, OrPAHUYMBAIONIME HCIIOJIL30BAHHE
agpecHoii apupmeruku (6osee moapobHO 006 sToM B [17, 3]). Bo-BTOpSHIX,
NPUMEHSIOTCS HECKOJIBKO HOPpMAAU3ylowux Tpeodpa3oBaHMN KoJa, KOTOpBIE
TpaHC(OPMHUPYIOT BIIOKECHHBIE CTPYKTYPBHI M aJpecyeMble IOJIsl IPOCTHIX THIIOB B
yKa3aTelid Ha OT/IeJIbHO BBIAEIEHHBIE CTPYKTYPBI MM 3HAUEHHST COOTBETCTBYIOLINX
turnoB (3T TpaHcdopmaimu omucaHel B [16]). DTo mo3BossieT aapecoBaTh
BJIOKCHHBIE OOBEKTHI B Mozenu mamstu JESSIE. OJHako coyeTaHHe IBYX ATHX
NPUEMOB TPUBOAUT K BOSHUKHOBEHHUIO Psifia APYTUX CYIIECTBEHHBIX OTPAaHUYCHHIA.
B uactHOCTH, OOBENMHEHHMS, COJEPIKAIME BIOKECHHBIE CTPYKTYPbl B KadecTBe
CBOMX IOJICH, HE MOT'YT OBITh IPEJCTaBICHbI B MOJIENIN MAMSITH UHCTPyMEHTa. DTO
CBSI32HO C HEBO3MOXKHOCTBIO TOYHOTO CTATHYECKOT'O BBIACICHHS CPEIH yKa3areneH,
HOJIy4aeMbIX, HalpUMep, Kak rapaMeTpbl (QYHKIUM, yKa3aTeledl Ha CTPYKTYDHI,
BJIOXKCHHBIC B OOBEAMHEHMs. 3alich B IIOJS TaKHX CTPYKTYP B COOTBETCTBUH C
Mozenpto JESSIE JOKHA TPAHCIHPOBATHCS B cullbHvle oOHO61eHus (Strong
coercions) [17] cooTBeTCTBYIOIHMX OOBEMIIOIIUX OOBEIUHCHUA C BO3MOXKHBIM
OOHOBJICHHEM  TaOJIMII TEroB W  JIOTMYECKOIO  NPEJACTABICHUS  APYTUX
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WHTEpIpeTanui (mepeTHIIpOBAHHMIA) COOTBETCTBYIOILIECH MaMsTH
(cooTBeTCTBYIOMIEH APYTUM HOISIM OOBEINHECHNS).

Jis mpeooneHns STUX U APYTHX OTPaHWYCHUH TeKymler MoJenu mamsata JESSIE B
[4] 6buta TpeIokeHa HOBast MOJIEITh TIAMSITH. DTa MOJIENb, OJHAKO, TPEIOaracT
WCIIONIB30BaHUE IIPOCTON OaifToBOoW Momenn ykazarteneil (0e3 NpHBSI3KH HX K
COOTBETCTBYIOIINM BBIICTICHHEIM Oyiokam). Ho B cmiry mpenmomaraeMoil oOBIYHO
NPOM3BOJIBHOCTH CTPAaTETMU BBIIEJICHHUSA MaMITH TaKOE€ MOJCIMPOBAaHUE Ha
NpPaKTHKE HE JTOJDKHO MPUBOJIMTH K MPOIYCKY CIy4aeB HapyIISHHs OTpaHUYCHUH,
HajlaraeéMbIX CTaHgapToM s3blka CH, B ciIydasX [MOIBITOK pa3bIMEHOBAHHSA
BAIMHONW NAaMSTH M3 JPYTUX BBIJCJIICHHBIX OJIOKOB MaMATH. B Takux ciydasx
OOBIYHO IO KpaiHeld Mepe OJMH W3 BO3MOXKHBIX BapHAaHTOB BBIJCICHUS MaMSITH
NPUBOAMT K Pa3bIMEHOBAHHMIO HEBAIMIHOIO YKazaTeis M, TakuM o0Opa3om, He
OCTaeTcss  BO3MOXKHOCTM  JOKa3aTb  KOPPEKTHOCTb COOTBETCTBYIOIIIETO
pa3bIMEHOBaHUS B 00IIeM ciiydae. MoJesb maMsaTH, NpeaioxenHas B [4], oxgHako,
eme He ObUTa peann3oBaHa B MHCTPYMEHTe Bepudukaunuu. IlosTroMy B maHHOH
paboTe OblIa NCTIOJIB30BaHA CYLIECTBYIOIIAS PeaTH3aliis MOJEIH maMaTH JESSIE.
EnnHCTBEeHHOE CyIIECTBEHHOE H3MEHEHHE, CAETaHHOe B Xoxe palboTel B
MHCTpYMEHTE BepH(UKalW{, OBUIO CBSI3aHO C TPAHCHSAOHWEH HEpaBEHCTB
ykazareneil. Tak kak cyllecTByomas peanu3anus MOJCNM IaMATH He
obecrieynBaeT TOCTATOYHYIO BBIPA3UTENBHOCTD ISl IIPEACTAaBICHUS CEMAaHTHKH
NPOU3BOJILHBIX OIEpalMii CPaBHEHUS yKas3aTelled, Mbl OTPaHHYMIM ITOJAEPKKY
CpaBHEHUs yKasaTeliel, pa3pelllB CpaBHEHHE JIMIIb MEXIY yKa3aTellsiMH Ha
00BEKTHl  OJHOTO  BBLIEJIEHHOTO O6moka mamsATH, [00aBUB TeHEPAIHIO
COOTBETCTBYIOLIMX  yCIOBHH  BepUUKAMM W  HM3MEHHUB  TPAHCIAIHUIO
COOTBETCTBYIOIIUX TPEIUKATOB BHAA P ©p, Ha sub_pointer(p,,p,) o0 A
same_block(p;, p;). OTO MO3BOIMIO COKPATUTh MHOTHE CIEIM(HUKAINN, TaK KaK
4acTO BCTpeYarolleecs: JOMONHUTENbHOe YycioBue same_block(py,p,) crano
3aJjaBaThCsl HESBHO IS BCEX OIEpaniil CpaBHEHUs yKa3aTelei.

5.2 Mogenu uenbIX 4Yucern, KOMOMHUPOBaHHaA MoAenb LUenbiX
yucen v aHHOTauuMu AnNA MoAaysribHOW apudMeTUKn

M3HauanpbHO B JESSIE OBLIM peau30BaHbl TPU JIOTHUECKAE MOJETH MAITUHHBIX
[EeNBIX Pa3IMYHOTO pa3Mepa H 3HAKOBOCTH. Hawmbonee mpocras MOJEb,
HasbiBaromqascss math (Wi MoIenbio HeoepanuueHHbIX TENbIX), MPearnoiaraet
MPEICTaBJICHUE BCEX MAITWHHBIX IEJBIX KaKk MaTeMaTHUYECKHUX IeNbIX. JTa MOJEh
HE TOJIEPKUBAET TMPOBEPKY BO3MOXKHBIX apU(METHUYECKUX TEPETIOJIHEHUH U He
MOJIETTUPYET MOJIYJIbHYIO apu(METUKY HU JUTsI KAKMX THIIOB MAITUHHBIX HENBIX (TI0
cTaHmapTy s3bika CH MOIynmbHas apU(MeTHKa OINpelnelieHa TONBKO Ui
0e33HAKOBBIX IICNBIX). B 3TOM MOIENM B NPHHIHUIEC BO3MOXKHO MOJCIUPOBAHKC
HEKOTOPBIX MOOUTOBBIX OINEPalNUil HAJ HEOTPAHWYCHHBIMU LENBIMH C TTOMOIIBIO
COOTBETCTBYIOIIEH aKCMOMAaTH3allUMd, HO Ha TNPAaKTHKE Takoe MOJEIUPOBAHUE
00bryHO He 3(dekTuBHO. [pyras, HauboJiee YacTO UCHIOJIB3yeMas MOJENb IIETBIX
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HasbiBaercss defensive (Wi MOENbIO o2panuuennvix NEABIX) W MMEET IBa
oTIaMYus OT Mojenu math:

® IS LENOYHUCICHHBIX OIEPaLii B KOJE B 3TONH MOJIENN TEHEPUPYIOTCS
COOTBETCTBYIOIINE YCIOBHUS BEpH(UKAINH, TPEIOTBPALIAIOIINE
BO3MOJXKHBIE apU(METHIECKHE TIEPETIOTHEHHS;
® OrpaHHMYEHHBIC EIbIe B CIEIU(UKALMIX MOJETUPYIOTCS a0CTPaKTHBIMH
THUMAMU CO CTICHUATBHBIME QYHKIUSIMHI 0TOOpaXeHHs (TAKUMH Kak
int32_of _integer u integer_of _int32), akcHOMaTH3a1UsI KOTOPBIX
orpeJessieT pe3yinbTaT Npeodpa3oBaHus B OTPaHHUYEHHOE 1IEJI0€ TOIBKO
3HAYEHHH, MOMAAIOIINX B COOTBETCTBYIOLINHI TUAIIa30H.
Mogens defensive mpocra u 3QQeKTHBHA M TOAXOMUT i OOJBIIMHCTBA
Clly4aeB, 3a HCKJIIOYEHHEM TeX, Korzma TpeOyeTcss TOYHOE MOAEINPOBAHHUE
MAaIIMHHON apu(pMETUKH WM MOOMTOBBIX omepanuid. s aTux wneneil B JESSIE
peanm3oBaHa Mojenb Lenbix modulo, koTopas mpenamoiaraeT  TOYHOE
MOJICTIMPOBaHNE 3HAYEHUH MAIIMHHBIX [EJIBIX KaK OMTOBBIX BEKTOPOB.
K coxanennto, B JESSIE MOJENb IENBIX YHCEN MOXET OBITH BHIOpaHa JIHIIb OAWH
pa3 ams Bceil BepuUIIpyeMoil MporpaMMBl ¢ UCTIONB30BAHUEM COOTBETCTBYIOIIEH
nparmbel. Ha mpakTHke, OIHAKO, JKENATeIbHO HMETh BO3MOXKHOCTH BBIOMpAThH
HNOAXOASIINK BapHaHT MOJEIHPOBAHMS CEMaHTHKH ONEPalMid Haj LEeNbIMU JUIi
Ka)XJOTO OTJENbHOTO y4yacTKa KOAd, BIUIOTH IO OTIENIBHO B3STHIX OIEpalui.
Paccmotpum crepyrommuii ipumep (cM. JIMCTUHT 2):

1 int strncasecmp(const char *s1,
2 const char *s2, size_t len) {
3 unsigned char cl1, c2;
4 if (!len) return 0;
5 do {
6 cl = *sl++;
7 C2 = *S2++4;
8 if ('c1 || 'c2) break;
9 if (c1 == c2) continue;
10 cl = tolower(cl);
11 c2 = tolower(c2);
12 if (c1 != c2) break;
13 } while (--1len);
14 return (int)cl - (int)c2;
15 }

Jlucmune 2. @ynxyus strncasecmp. Aopo Linux 4.12, ghaiin lib/string.c
Listing 2. Function strncasecmp. Linux kernel 4.12, file lib/string.c

31ech B CTpOKax 6 ¥ 7 yMECTHO NPUMEHEHHE MOJENIH MAalIMHHBIX Lenbix modulo,
TaK Kak npuBepeHue tuna char x tumy unsigned char moxer npuBecTH K
HEPENoJIHEHHIO, U B JaHHOM CIIy4yae TaKoe IOBEJCHUE COOTBETCTBYET HAMEPCHUSIM
nporpammucra. OIHAKO JKENaTeNbHO Tak)Ke, Y4TOOBI BO3MOXKHOE HeEperoJHeHHEe
ObUTO OOHAPY)KEHO B Cllydae 3aMEHBI THIA BO3BpAIaeéMOro 3HAYCHUs! (DYHKLIUH Ha
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char. IlodToMy mIs MOIENMPOBAaHHSA BBIYMTAHUS B CTpoke 13 yMecTHO
npuMmeHeHue moaenu defensive.
Juis mommepKKH TaKkOW TOYHOM CHenu(UKAI MOJETH IEeNbIX Ha YpOBHE
OTACTBHBIX ApPU(PMETHYECKUX ONEpaluidi Mbl PEANNU30BaIM B HHCTPYMEHTE
noiepkky pacmmpenus sa3eika  ACSL awwomayusmu  0ns mMoOyrbHOU
apugmemuxuy. BbI BBEICHBI CIIEAYIOIUE HOBbIC BH/Ibl aHHOTALIMI:

e I apuMETHUIECKIX OTleparuit: +/*@%*/, - /*@%*/, */*@%*/, ...

® UM COCTaBHBIX MpUCBanBaHuii (COompound assignments):

=/ X@ ), =/ @], =@ .

e Ui IPpe()UKCHBIX U TOCTPHUKCHBIX ONEPaTOPOB: ++/*@%*/, - - / *@%*/;

e st IBHBIX NpuBeneHuil tuna: (unsigned char)/*@%*/, ...

® I MOIYJIbHOM apuMeTHKH B crieruuranusix: +%, -%, *%, ...
Mozenp MalIMHHBIX LENBIX, WCIOJIb3yeMas U MOJEIMPOBAHUS KaK OOBITHBIX
apudmeTHyecKkux omepanuii (63 aHHOTAIHiT), TAK U AHHOTHPOBAHHBIX OMEPAIHit
MOJIYJIbHON apU(PMETHKU SBJSICTCS KOMOWHHMPOBAHHOW, B KOTOPOW MAIIUHHBIC
HeJble MOJENIUPYIOTCSl Kak OHTOBBIE BEKTOPHI C AKCHOMAaTHUYECKH 3aJaHHBIMH
(GyHKIMAMU OTOOpa)KeHUsI B/M3 MaTeMaTHYECKHUX LelbIX. Vcrmonb3oBaHHE TaKoOTo
KOMOMHUPOBaHHOTO MOJEJIHMPOBAHUS LEJNBIX W aHHOTAUMH JUIS MOJAYJbHOM
apu(METHKH MO3BOJIMIO 3HAYUTENIBHO YIIPOCTUTH CIIEIM(UKALNIO U BEPUPHUKALIUIO
MHOTHX (YHKIMH B paMKaXx JAaHHOW pabOTEHI.

6. ®opmanbHbie cneyugukayuu

Ipu pa3pabotke crienupuKaui Mbl pyKOBOJICTBOBAINCH HECKOIBKUMU MTPUEMAMH:
UCIIONIE30BAaHUEM  HW30BITOYHBIX CIeMUpUKAMKA  (SBHBIC CIENUpUKANAN |
cnenu(UKaIy, YCTAHABIHMBAIONINE COOTBETCTBHE JIOTHYECKOM  (YHKIHH),
pa3paboTkoil cnenupUKaUii Ha OCHOBE KOAAa peaju3alud M KOHTEKCTa

/*@ requires cnt 2> 9;

requires \valid(s+(0..cnt-1));

assigns \nothing;

behavior bigger:
assumes V Z i; @ < i < cnt = s[i] # 0;
ensures \result = cnt;

behavior smaller:

assumes 3 Z i; @ < i < cnt A s[i] = @;
ensures \result < cnt;

complete behaviors;

disjoint behaviors;*/

size_t strnlen(const char *s, size_t cnt);

HCHOHL3OBaHHH(byHKHHH.

Jlucmune 3. Konmpaxm ons ¢pyuxyuu strnlen. Ipoexm no eepughuxayuu klibc
Listing 3. Contract for function strnlen. Verification project klibc

62



Edpemon [I.B., Mauapeikun M.Y. ®opmaibhas Beprukarms 6ubmmoreunsix Gynkuuii sapa Linux. Tpyoet UCIT
PAH, Tom 29, BeIm. 6, 2017 1., cTp. 49-76

PesynbTathl, onmcanHble B pabore [6], mokas3piBaroT, 4T0 paspaboTaTh MOJHBIH
KOHTPAaKT (YHKIWH, OTTAIKHWBASCh OT NOKYMEHTAIlMM KpalHEe 3aTpYIHHUTEIBHO:
MOYTH BCETAa, IPU [I0KA3aTEeIHCTBE MNPUXOAUTCS IEPETHCHIBATH CIICHH(PHUKALINIO
«oT peamu3anum». [1omoOHBIH TOAXON Tarke OOBSICHACTCS TEM, YTO B ITaHHOW
paboTe crienuduKanuy pa3padbaThIBalOTC K TOTOBOMY KOJY, @ HE KOJ[ MHIICTCS B
COOTBETCTBUM C HEKOTOPHIM HAOOpOM JNaHHbBIX crermdukanuii. Takxke B sape s
MHOTMX (YHKIUH OTCYTCTBYEeT CICIMajbHas JOKYMCHTAallMs B Kojae. MBI
HAMEPCHHO HE CTald PYKOBOJCTBOBAaThCS CTAHIAPTHON JOKyMEHTAIMeH K
MOJOOHBIM (PYHKIUAM, TaK KaK pealn3alds UX B SIPE MOXKET OTIHUYATHCS OT
IpyTux (HampuMep, OT peanu3aliil B CTAHAAPTHOH OMOIMOTEKe), a JOKYMEHTAIIHS
OBITH HE TIOJTHOM M COlepKaTh HETOUHOCTH [6].

/*@ predicate valid_strn(char *s, size_t cnt) =
(3 size_t n;
(n < cnt) A s[n] = '"\@"'" A \valid(s+(0..n))) v
\valid(s+(@..cnt));

requires valid_strn(s, cnt);
assigns \nothing;
ensures \result = strnlen(s, cnt);
behavior null_byte:

assumes 3 Z i; @ £ i £ cnt A s[i] = '\@';
ensures s[\result] = '\0"';

ensures V Z i; @ < i < \result = s[i] £ '\@';
behavior cnt_len:

assumes V Z i; @ < i < cnt = s[i] # '\@’';
ensures \result = cnt;

complete behaviors;
disjoint behaviors;*/

size_t strnlen(const char *s, size_t cnt);

Jlucmune 4. Konmpaxm ons ¢pynxkyuu strnlen. Ilpoexm no sepugpuxayuu 6GubauomeuHvix
Gynryuii sopa Linux
Listing 4. Conntract for function strnlen. The Linux library functions verification project

Kak cneactBue momoOHOTO MOIX0Aa, CHEHUPUKAIUN K PAAY QYHKIMH 00amaroT
HECKOJIbKO OoJiee JeTaIM3UPOBAaHHBIM BUJIOM: TaK Ui GyHKumU Buaa strn* (cm.
Jlucturru 4, 6) Ha ypoBHE clielupuKanuid Mbl He TpebyeM 0053aTeTbHOTO HATUIHS
Mapkepa KoHIa cTpoku. B cmydae strnlen (cm. Jluctunr 4) B mpemycioBuH
IpeArosaraeTcs YTo CTPOKa JOJDKHA OBITh BAJIMIHOW 1O MHHUMYMa W3 JJIMHBI
CTPOKH (€CIM CYIIECTBYeT MapKep €€ KOHI[a) M BTOPOro apryMeHTa (yHKIHN
strnlen, a Bo3Bpamaemslil pe3yapTaT B OCTYCIOBUH 33/1a€TCSI SBHBIM 0Opa3oM. B
cirydae strncmp (cm. JluctuHr 6) Takke HE BBOAATCS OTpaHHYECHUS HA TO, YTO
BXOJHBIE CTPOKH JOJDKHBI COIepKaTh HYJIeBOH OalT. DTO MPUBOAUT K TOMY, UTO Ha
ypoBHE cnenm(uKanuii MPUXOINUTCA SBHO OIMMCHIBATH MOBEICHHUE (HYHKIMH, KOT/Ia
BXOJHBIE CTPOKM, HMEIOIIUE KOHEL, pa3IuyaroTcd Mo AnuHe. Mbl cTapanuch
MaKCHMaJIbHO OCJaOUTh IPENyCIOBHS M YCHJIHTbH MOCTYCJIOBHS JAJSL TOTO, YTOOBI
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IPOTECTUPOBATh HMHCTPYMEHTHI JEIYKTHBHON Bepu(UKamuM, BHIPa3HTEIEHOCTH
s3p1ka ACSL, a Takke BO3MOYKHOCTH COJIBEPOB.

/*@ predicate valid_string{L}(char *s) =
0 < strlen(s) A \valid_range(s,0,strlen(s));

requires valid_string(sl);

requires valid_string(s2);

requires n < INT_MAX;

assigns \nothing;

ensures n = @ = \result = 0;

ensures (n > @ = (V Z i;

0 < i < minimum(n-1, minimum(strlen(sl), strlen(s2))) A
s1[i] s2[i])) = \result = 0;

ensures \result < @ = (n >0 A 3 Z i;

0 < i < minimum(n-1, minimum(strlen(sl), strlen(s2))) A
s1[i] < s2[i] =

(V Z k; @ <k <i= si[k] = s2[k]));

ensures \result > @ = (n >0 A 3 Z i;

0 < i < minimum(n-1, minimum(strlen(sl), strlen(s2))) A
s1[i] > s2[i] =

(V Zk; @ <k < i> si1[k] = s2[k]));*/

int strncmp(const char *s1, const char *s2, size_t n);

- IA

Jlucmune 5. Konmpaxm onsa ¢pynxyuu strncmp. I[lpoexm no paspabomke cneyugpuxayuii 0is
OpenBSD
Listing 5. Contract for function strncmp. The project to develop specifications for OpenBSD

6.1 Jlornyeckue cpyHKLUMN

Jliiss HeKOTOPhIX (YHKUIUH creru(UKAIUN HAMEPEHHO M30BITOYHBI M (PAKTHUCCKU
JBX]BI TIO-Pa3HOMY OIMCHIBAIOT TO, KaK (QYHKIHS JOJDKHA paboTats. Hampumep,
omHa w3 Takux ¢GyHKIMd — Strlen. B e¢ cnemmdukammm ecte OOBIYHBIC
(yHKUMOHAJBHBIE TpeOOBaHUST W ecTh  TpeOOBaHHME Ha  COOTBETCTBUE
BO3BpAI[AEMOT0 Pe3yJIbTaTa BbI30BY JIOTMYECKOH (YHKIIMHU O] TEM K& Ha3BaHUEM
strlen. IlogoGHEBI MOIXOA MOTHBHPOBAaH TEM, YTO JIOTHYECKYIO (DYHKIHIO
strlen yno6HO ucmonb3oBaTh B creluduKanusax Apyrux (GyHKIUN, HampuMep,
strcmp (a Jormdyeckyro (YHKIHIO, ONKCHIBAMOIIYIO MOBeACHHE QyHKIUH Strcmp
— TpHU ONHMCAaHWU (YHKIMOHANBHBIX TpeboBaHuil k strcpy). Ilpm stom Bce
OCHOBHbIE CBOWCTBA JIOTUUECKON (DYHKLUH 33Jal0TCs C TIOMOIIBIO aKCHOM U JIEMM
(JleMMBI Ha TaHHOM JTare He JoKa3biBaIKUCh). OJHAKO Takue CHerupuKalud He BO
BCeX Ciydasx yaoOHbl. Hampumep, ux B 001IeM ciydae HEBO3MOXHO OTOOPa3UTh B
npoBepku Bpemenu wucmoinenus: E-ACSL [18]. Tlostomy mis Tex (yHKIHIA,
KOTOPBIM B CIEIU(HUKANNAX CTABHIACH B COOTBETCTBHE JIOTHYECKass (DYHKITHSA,
00s13aTeNEHO pa3pabaThIBAINCh U «OOBITHBIE) CIICITU(UKAITHH.

Oyakr Ha s3bike CH MOXKHO COTIOCTaBUTH JIOTHYECKYIO (YHKIHIO (OIUH-B-
OJIMH), TOJBKO B ciydae, ecan Cu-pyHKImsa «umcTas» (pure). Jlormyeckyro
(YHKOHMIO panMoOHAJIBHO WHCAaTh B TOM CiIy4ae, €CIM OHA NPUTOAWUTCS IS
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paspaboTku crienupukanuid 1 apyrux GyHkinuid. Hanpumep, B GyHKITMOHATBHBIX
TpeOOBaHMSIX K MEMCPY MOXKHO BBIPA3UTh «OJMHAKOBOCTHY Src u dest
MOCPEICTBOM BBI30BA JIOTHYCCKOW (DYHKIIMU memcmp.

/*@ requires valid_strn(cs, cnt);
requires valid_strn(ct, cnt);
assigns \nothing;

ensures \result = -1 vV \result = @ vV \result = 1;
behavior equal:
assumes cnt = 0 V

cnt > 0 A

(V Z i; @ < i < strnlen(cs, cnt) = (cs[i] = ct[i])) A

strnlen(cs, cnt) =
ensures \result = 0;
behavior len_diff:
assumes cnt > 0;
assumes V Z i; @ < i < strnlen(cs, cnt) = (cs[i] = ct[i]);
assumes strnlen(cs, cnt) # strnlen(ct, cnt);
ensures strnlen(cs, cnt) < strnlen(ct, cnt) = \result
ensures strnlen(cs, cnt) > strnlen(ct, cnt) = \result
behavior not_equal:
assumes cnt > 0;
assumes 3 Z i; @ < i < strnlen(cs, cnt) A cs[i] != ct[i];
ensures 3 Z i; @ < i < strnlen(cs, cnt) A
(VZij;0<3<i=cs[j] =ct[j]) A
(cs[i] # ct[i]) A
((u8 %)cs[i] < (u8 %)ct[i] ? \result = -1 : \result = 1);
complete behaviors;
disjoint behaviors;*/
int strncmp(const char *cs, const char *ct, size_t cnt);

strnlen(ct, cnt);

-1

1;

Jucmune 6. Konmpaxm ons ¢pynxyuu Strncmp. Ipoexm no sepuguxayuu 6ubnuomeynvix
Gynryuii sopa Linux
Listing 6. Conntract for function strncmp. The Linux library functions verification project

7. HepewéHHbIe npobrieMbi

Ha ypoBHe crnenudukanuii aBTOpbl CTOJIKHYJIHCH C PSIOM MPOOJIeM, CBSI3aHHBIX C
3HAYUTEILHBIMH HETOYHOCTSIMH MOJIEITMPOBAHMS ONIepanuii ¢ yKazaTesiMH, a TaKkxKe
HE0CTaTOYHBIM YpOBHEM NOAAepKKH si3bika ACSL uHCTpyMeHTaMu.

Tak, nns QyHKIMH MEemmove HHCTPYMEHTaMH BepU(HKALUK T'eHEPUPYETCs
ycioBue BepudHUKanuy, KOTOPOe MPOBEPSET, U4To yKazaTenn dest u Src yexar B
OJTHOM BBIJICJICHHOM OJIOKEe MamsTH. ITO HE0OOXOIUMO Ul TOTO, YTOOBI Pe3ysbTaT
UX cpaBHEeHHUs Obul ompenenéH mo cranmapty [14]. Hamomuum, kak pabotaer
(yHKIMS memmove: OHa OCYIIECTBIISIET KOMMPOBAaHUE Y4acTKa MaMsiTH pa3MepoM N
OaiiT ¢ agpeca src mo axpecy dst, npu ycioBuu, 4TO JjBa 0003HAYEHHBIX pPErHOHA
MaMATH MOTYT KaK IepecekaThes, TaK M He MepeceKarbcs. UToObl peann3oBaTh
MOCJIEIHEE  yCIOBUE, B (YHKIMH OCYLIECTBISACTCS MOPAIKOBOE CpaBHEHHE

65



Efremov D.V., Mandrykin M.U. Formal Verification of Linux Kernel Library Functions. Trudy ISP RAN/Proc. ISP
RAS, vol. 29, issue 6, 2017, pp. 49-76

ykazareneit dest m src. B ToM caywae, ecim dest HaxomuTcs IO Src,
OCYILIECTBIIICTCS MO0AWTOBOE KONMMPOBAHUE C Havaja SrC (TakuM 0o0pa3oM, eciu
PETHOHBI HAKJIAJBIBAIOTCS IPYT HA Ipyra, TO B SPC OyIeT 3aTHPaThCs 4acTh, paHee
yke ckomupoBanHas B dest); ecmm ke dest Haxomurcs mocie Src, TO
OCYILIECTBIIACTCS KOMMPOBAHUE, HAUMHAS C KOHIIA PETHOHA MaMsITH SPC.

Moyiennb TaMSATH, JIeKalasi B OCHOBE HHCTPYMEHTOB BepHU(UKAINH, MO3BOJIICT
OCYINIECTBIIATh apHU(PMETHUECKHE Olepaldk Ha yKaszaTeiasx (B memmove 3To
CpaBHEHUE, PEaIM30BAHHOE Yepe3 Pa3HUIly MEXIY yKa3aTelssMH) B TOM Cilydae,
€CITH yKa3aTelu MPUHAJIEKAT OJHOMY BBIICICHHOMY OJIOKY mamsitd. JIjisi memmove
9TO He 00s13aTeNIbHO TaK. ECiin yClioBrEe BO3MOXHOM Pa3HUIIbI PETHOHOB 3aMKMCAHO B
KOHTPAKTe, TO COOTBETCTBYIOLIEE YCIOBUE BepU(DUKAIMU, TPEOYIOIIEe COBMAIEHUS
GJIOKOB TTAMSITH, HEBO3MOYXHO J0Ka3aTh. ITO OTPAXKEHO B UTOTOBBIX PE3y/IbTaTax B
Tabaulge 2.

Oyukius strcat ocyiiecTBiIseT KOHKATCHAIUIO IBYX CTPOK, JOOAaBIsIsl CTPOKY
src k crpoke dest. Jlis 3TOro cHavajia HaxOAUTCS KOHell CTpokH dest, a mocine
OCYIIECTBIISICTCS KOMMMUPOBAaHUE CTPOK AHAIOTWYHO TOMY, KaK 3TO IPOHCXOIHT B
¢ynkumn  strcpy. s Toro, 4roObl JOKa3aTh YCJIOBHS —BepH(HKALWIH,
NPOBEPSIONINE KOPPEKTHOCTh pabOThl ¢ NaMsATbIO B JaHHOW (yHKUMH, OBUIO
JIOCTaTOYHO MOTPeOOBaTh BAJIMIHOCTU CTPOK Src u dest, a Takke I0CTaATOYHOTO
KOJIMYECTBA MAMATH 3a KOHIOM CTpoku dest s Toro, 4roGBl BMECTUTH
comepkumoe src. OIHAKO NpPH J0Ka3aTeJIbCTBE KOPPEKTHOCTH OTHOCHUTENBHO
(yHKUMOHANBHBIX ~ TpeOoBaHMM K  JaHHOW  (QyHKIMH, HOTpeOOBaIOCH
chopMyJIMPOBaTh JIOMOJHUTENIbHOE TpeOOBaHNHE, YTBEPKAAIOIIEE, YTO CyMMa JUINH
CTpok src u dest Bmemaercss B Tun Size_t. dyHkuus peaiu3oBaHa yepes
utepanuio 1o ykaszatemsiM.  ClieoBaTelibHO, BO3MOXKHOCTH JI0Ka3aTellbCTBa
KOPPEKTHOCTH pabOThI C MaMsThi0 03 MPHUBJICYCHUS! JOTIOJHUTEIHLHOTO TPEeOOBaHUS
B JIaHHOM (DYHKIIMM O3HA4YaeT, YTO B MOJENU MaMsITH WHCTPyMEHTa BepU(HUKALUH
HE YYHUTBIBAETCSl BOBMOXKHOCTD IIEPETIOIHEHHs YKa3aTeseu.

void *memset(void *s, int c,
size_t count) {
char *xs = s;
while (count--)
- *xs++ = C;
+  *xs++ = (char) c;
return s;

}

Jlucmune 7. @ynxyus memset. Hopo Linux 4.12, ¢aiin lib/string.c
Listing 7. Function memset. Linux kernel 4.12, file lib/string.c
Heckompko ¢yHKIUii moTpeboBanu H3MEHEHHsS KOJa IJisl TOTO, YTOOBI CTalo
BO3MOXHBIM J0Ka3aTb MX KOPPEKTHOCTb. HecMOTpsi Ha TO, YTO aBTOpPbHI CTABWIU
CBOCH LIEbI0 CBECTM K MUHUMYMY BHECEHHUE NIPaBOK B KOJI, B IBYX CIIydasix 3TOrO
n30exaTh He ymanock. B ymkmmsax memset m strcmp umcmomeiyercs HesBHOE
NpPUBEJCHUE THIIOB C mepernoiHeHueMm. B memset tum int HesBHBIM 0Opasom
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npuBoauTCS K THIy char (iuctunr 3), a B strcmp — char k unsigned char.
Just Toro, uro0bl m006aBUTH CrEHU(UKAIMIO O HAMEPEHHOM IMEPEMOJTHEHHH,
TpebyeTcss caenath NPUBEICHUE THUIA SBHBIM. B HHCTpYMEHTax Ha YypPOBHE
criennpUKaIMii  He XBaTacT KOHCTPYKIIMH HESBHOTO TPHBEACHHS THIA C
nepenonHenueM (Hampumep, /*@ (unsigned int %) */) mia Toro, uTOOBI

axiomatic NotSupported {

predicate less(Z a, Z b) = a < b;
logic Z min(Z a, Z b) = less(a, b)
lemma not_supported:

) V Z a, b; less(a, b) ? min(a, b) = a : min(a, b) = b;

axiomatic Supported {
predicate less(Z a, Z b) = a < b;
logic Z min(Z a, Z b);
lemma defnl:
V Z a, b; less(a, b) & min(a, b) = a;
lemma defn2:
) V Z a, b; !less(a, b) & min(a, b) = b;

v
Q
o

-

CTaJI0 BO3MOXKHBIM O0OHMTHCH 0€3 M3MEHEHHUs KOJIa B ITAHHBIX CITydasX.

Jlucmune 8. Akcuomamuueckue meopuu
Listing 8. Axiomatic theories

Ha ypoBue cnenupukanyii MHCTPYMEHTaMH HE NOAJECPIKUBACTCSI MCIIOJIb30BaHUE
NPEIMKAaTOB B ONpPEIENICHUSAX JIOTMYECKUX (YHKIMH, a TaKkKe HCIOJIb30BaHUE
NpEeIMKaToOB B JIEMMax M aKCHOMax B TepHapHOM orepatope. M3-3a 3Toro nHoraa
CIIOKHO JIaTh SIBHOE OINpEJeNeHHE JIOTHYECKOW (YHKIMH U MPUXOIAUTCS
HCIIONIb30BaTh aKCHOMATHYECKOE OIMpeieieHre. JTa OCOOEHHOCTh MeIIaeT JaTh
SBHOE OmpesenicHne normdeckux Qynkmmii skip_spaces, strcspn, strpbrk u
strspn.

Oyukuuun u3  daitna ctype.h (isspace, isdigit, isalnum, isgraph,
islower, ...) ompeneneHbl KaKk MaKpOChl, KOTOPBIE OMEPUPYIOT HA MaccuBe U3 256
sqeek _ctype, B KOTOpoM 3a1arcsi MPHUHAIUICKHOCTh KaXKIOr0 CHMBOJIA
ornpeznenéHHOMY Kiaccy. UToObl yNmpocTUTh BEpU(PHKALMOHHYIO 3a7ady JaHHbIC
MaKpochl ObUTM 3aMeHeHbl inline-QyHKIMSMH: HHCTPYMEHTHI BEpU(PHKALUH HE
MO3BOJISIIOT MHCATh CHEUM(HUKALUM HAa MAKpPOONPEIENICHHS, TOJbKO Ha (DYyHKIIUH.
Wz-3a Toro, uro riobanbHas WHULOMATW3alUs MacCHBOB HE TPAaHCIUpPYETCS B
mozens ans Bepudpukamuu (WhyML), maccuB _ctype Obut mepeonpenenéH kak
CTpOKa (MHHMIMAIM3AIMS CTPOK TPAHCIUPYETCS B MOJIENbHbIE aKCHOMBI). OmHaKo
JoKa3aTb cooTBeTcTBUE (yHKumit m3 ¢aina ctype.h ux crnenudukanmii He
yIAIOCh W TOCNE ONHCAHHBIX TPaHCPOPMAIMA: CONBEPHI HE CIPABJISIOTCS C
JIOKa3aTelNbCTBOM, KOTJa B MOJEIH €CTh aKCHOMATHYeCKOoe 3a/laHhe MaccuBa
_ctype nnuHO# 256 CUMBOJIOB.
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8. Pe3ynbmambl

B mpormecce nokaszarenbcTBa MOTHON KOPPEKTHOCTH (YHKIUH MBI TOJB30BaIHCh
npenmymiectBeHHO conmBepamu Alt-Ergo (1.30) m CVC4 (1.4). x Bo3MOXHOCTEH
XBaTWIO, 9YTOOBI JOKa3aTh Bce YyCIoBHUs Bepupukarmuu. J[mns Toro, dYToOBI
MPOTECTUPOBATH BO3MOKHOCTH JIPYTHX COJIBEPOB B PA3HBIX KOH(HUTypalmsix, HAMH
OBLT OATOTOBIIEH TECTOBBIN CTEH]I U CIICIMAbHAs CTPATETHs MPeoOpa3oBaHus I
Ka)KJIOTO YCIIOBHSI BEpUUKALIUH.

8.1 KoHdpurypauumsa TectoBoro creHga

CounBepsl 3allycKallUCh Ha MamIMHE co ciexyromei koHpurypamuein: AMD FX-
8120 (Eight-Core Processor), 16GB RAM. C nuMutamu mo BpemeHu B 60 cexyH u
mo mamata B 6000 Mb. IlapamiensHo paboTano He Ooyee TPEX COIBEPOB.
Omnepannonnast cucrema — GNU/Linux (kernel: 4.12.12 (smp preempt) x86_64).
Vicnionp30Banuch MHCTPYMEHTHI CIEAYIOUIMX BEepcHi ¢ caiiTa mpoekta AstraVer:
WHY3 (0.87.3+git), FRAMA-C (Silicon-20161101), JESsSIE2 (alpha3)

8.2 CtpaTterus TpaHccgopmaumum ycnosum sepmudunkaumm

Jlnist Toro, 4TOOBI BCE COJIBEPHI OBUIN ITOCTABJICHBI B MAKCUMAIIBHO OJIN3KUE YCIOBUS
U ObUTH JIOKa3aHbl BCE YCIOBUS BepuuKanuu (KpoMe OIHOTO I memmove),
HCIIOJIb30BAJIACh CIICAYIONIas CTpaTerus TpaHc(opmManny yciaoBuid BepruUKaIiu:
1. nopmpa3buth ycnoBue BepuduKaimu M0 KOHBbIOHKTaM (split_goal wp);
nepeuTu K mary 2.

2. monpo0OoBaTh MPUMEHUTHh TPAaHCPOPMANHUIO W3 IIara |, WHaYe MEepeTH K
mary 3;

3. BCTpOUTH OmpeieieHus BeeX Jornueckux cumBoiioB (inline_all);

4. mompoboBaTh NPUMEHHUTH TpaHCGhOpPMANHMIO U3 mIara |, MHavye MeperTH K
miary S;

5. ckomemusanus yciosust Bepudukarmu (introduce_premises).

Heo6x0inMo OTMETHTB, YTO B HEKOTOPHIX Ciydasx TpaHchopmanus inline_all
Hao0OpoT 3aTpymHsSeT paboTy COJNBEPOB. DTO IMPOUCXOJAUT B TOM Cilydae, Korua
UCHOJIB3YETCsl JIOCTATOYHO OOJIbIIOE KOJMYECTBO MPEAUKaToB B  CrenU(UKAIN
¢yHKIMH, GOPMUPYS IUTMHHYIO LIETIOUKY 3aBucHMocTeil. OfHako pa3paboTaHHbIE HAMHU
crienMduKay He TMOAXOAAT MOJA 3TOT KPUTEPHH, M HKCIEPUMEHTHI C 3aIlyCKaMu
COJIBEPOB ITOKa3aJIM 000CHOBAHHOCTh NPUMEHEHHS! JAHHOHN TpaHC(HOpMaLyHL.

OKCIIepUMEHTBl TaKkKe IIOKa3auM, 4To pemiarend Oonee 3(PQEeKTUBHO pasperaror
BBIIONHUMOCTE (popmyit Buma f(X) A =g(x) (1), uem dopmyn Buma —VX. f (%) =
g(%) (2), HecmoTps Ha TO, 4TO Mepexon ot Gopmyn Buma (2) k dopmysiaam Buaa (1)
BO3MOJKEH C IIOMOIIBIO IPOCTBIX IMPEOOPAa3OBaHUM, COXPAHSIOIINX BBINOIHIMOCTb
(mpuBeZieHUsT K TIpeIBapeHHONW HOpMabHOM (opMme m cronemuzarmu). [loatomy B
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DKCIIEPUMEHTAX  HCIOJB30Baack  Tpancdopmamus WHY3  introduce_premises,
COOTBETCTBYIOLIAsI BEIIIOJIHEHHIO 3THX IIPEOOPA30BaHUM.

B ocraigsHOM MOKHO BHIETbH, YTO NPUBEAEHHAS CTpaTerysi MAKCUMAaJIbHO HAllelIeHa Ha
MOAPa3ONUTHE YCIOBHSA BEpUHKAIMKA HA OTACNBHBIC KOHBIOHKTHL JTO 00Jerdaer
paboty comBepos. [Ipu peanpHOI paboTe ¢ TOKA3aTeNIHCTBAMH ITOJ00HAs CTpaTers He
ucrosbp3yercs. Hekotopble u3 npuBeAEHHBIX TpaHC(HOPMALUMK HCIIONB3YIOTCS JIMIIb B
TOM CJTydae, KOrja COJIBEpBI He MOTYT Cpa3y OKa3aTh YCJIOBHE BepU(DHKALIH.

8.3 Pe3ynbTaThbl CONBEpoOB

PesynbraTh! 3amycka coiBepoB IPUBEACHH B Tabnuie 2. B 3amyckax ydacTBOBaH
crenyromiue consepol: ALT-ERGO (1.30), CVC3 (2.4.1), CVC4 (1.4), CVC4 (1.5),
EPROVER (1.9.1-001), SpAss (3.9), Z3 (4.5.0).

Tabn, 2. 3anycku congepos
Table 2. Solver runs

Function vC Alt-Ergo Ccve3 cvca cvca Eprover Spass 3
1.3 2.4.1 1.4 1.5 1.9.1-001 3.9 4.5.0

total |vc atime|lvc atime]vc atime|lvc atime|vc atime|vc  atime|vc  atime
_parse_integ. [282 276 0.1/280 0.83|V 0.18|V 0.1J212 0.24|197 1.69|279 0.06)
check_bytes8 |50 49 0.55|49 0.09|49 0.09|v 0.11438 1.76|31 8.38|36 1.52
kstrtobool 1096 |V 0.05|v 0.08|v 0.1}V 0.09]1006  0.13]|937 0.38]1065 0.15
memchr 39 v 6.05|11 0.22|V 0.37|V 0.15(31 2.58|11 5.73|129 0.12
memcmp 60 58 0.13|V 0.15|58 0.1|v 0.1{49 0.51|36 4.45|55 0.15
memcpy 43 v 4.18|V 0.35|V 0.16|v 0.14{30 1.05|16 6.85/30 0.06
memmove  [93*(92) [90 3.94|V 0.88|87 0.16|v 0.18|63 0.95|43 11.87|68 0.3
memscan 47 46 0.07|v 0.1V 0.09|V 0.09|41 0.59|34 4.55(42 0.06
memset 27 26 5.02|14 0.19|V 0.19|V 0.16{19 3.82|12 11.12]18 0.08
skip_spaces |34 30 0.76]32 1.96|v 0.51{33 0.14{27 0.7)24 0.34{30 0.09
strcasecmp |58 50 0.43|52 1.65|57 0.79|V 0.53|43 0.28]35 2.85/49 0.49
strcat 73 68 0.58|66 2.16|V 11371 0.17|54 2.56|39 0.67|60 0.94
strchr 43 35 4.57|23 0.17|V 0.23|V 0.22|31 1.03|24 3.65|32 0.11
strchrnul 46 42 2.07|37 0.26]v 0.19|V 0.16/40 1.91§31 2.27139 0.31]
strcmp 60 51 1.76|16 0.6V 1.75|59 1.08|47 1.05|36 1.65|47 0.1
strcpy 46 43 1.33|45 0.66|v 0.48|V 0.17|33 1.13|26 0.65|39 1.43
strcspn 78 68 0.38|69 0.37|74 2.95|75 1.82|58 1.85|46 1.68|61 0.11
stricpy 84 82 0.15|82 0.14|V 1.08|V 0.24{67 1.2|52 1.74]78 0.42
strlen 26 v 1.12|24 0.12|V 0.16|V 0.23|19 3.36|14 2.96/21 0.08
strnchr 49 38 4.44|19 0.23|46 3.34|v/ 0.72|35 2.57|24 1.56|27 0.09|
strncmp 102 81 2.57|25 0.25|94 2.39]99 2.32|76 1.06|55 2.56/76 0.57,
strnlen 44 39 1.91)42 1.04/39 1.23|v 1.31)31 2.4|26 5.52|32 0.08
strpbrk 70 57 0.64/58 1.54/62 3.18|67 1.57)48 1.8939 0.75|53 0.09
strrchr 62 53 4.57|12 0.17|V 1.09]60 0.85|46 2.33|31 4.67|46 0.11
strsep 62 60 0.25|60 0.09|v/ 0.19|v 0.15{55 0.12|51 1.48|58 0.06
strspn 107 99 0.84]100 0.69|104 1.32|103 0.61/89 1.3775 1.59|91 0.13]
TOTAL 2781  |2645 0.9]2454 0.42]2740 0.61)2761 0.37|2288 0.76]1945 1.72|2461 0.22,

B mepBoii konoHke Tabnuma comepkut UM GyHkmuu sapa Linux, KOPpeKTHOCTh
KOTOpPOW JoKa3biBaeTca. BO BTOpOW KOJOHKE CONEPKHUTCS WHPOpMAIUs O
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KOJIMYECTBE YCJIOBHN BepUUKALUK U yKa3aHHOW (YHKIMH IOCIIE MPUMEHEHHS
ONMCAaHHOM CTpaTerWy AJsI TECTUPOBAHUS COJBEPOB. B mocnemyrommx KOJIOHKaX
NPUBOANTCS MH(OpMAmUs O 3alycKax COJIBEPOB: KOJIMYECTBY IOKa3aHHBIX HMH
YCIOBUH BEpUPUKALNH U CPEIHEMY BPEMEHH PaOOThI Ha YCTICIIHBIX 3aITyCKaX.

Tam, rme comBep cyMmen JOKa3aTh BCE YCJIOBHS BEpH(MKAIMU I KOHKPETHOH

¢ynknun B Tabnume npocrtapiena V. ComBephl ¢ MaKCHMAIbHBIM KOIHYECTBOM
JOKa3aHHBIX YCJIOBHH BepH(HKAIMM MOMEYArOTCsl 3€JIEHBIM LBETOM. MHUHUMYM
CpeIH OCTAJIBHBIX COJIBEPOB BhIJENIAETCS KPACHBIM BETOM. MUHUMAaNIEHOE CpeHee
BpeMs Cpeld BCEX 3allyCKOB OTMeuaeTcs CHHUM IIBETOM. MakcuMalbHOE —
JKENTBIM LIBETOM.

Taroxe comsepsr CVC4 (1.4, 1.5) u Z3 (4.5.0) HOTONHUTETHHO TECTHPOBAIINCH C
npaiiBepom noBV. DOro cnennansHelii apaiisep WHY3, KOTOpBIH yOHpaeT Teopuu
JUisi OMTOBBIX BEKTOPOB M3 3ajay coiBepoB. Tak kak B HamieM HaOope (QyHKUMi
OTCYTCTBYIOT TIOOMTOBBIC ONEpallMd M MAHUIYJSAIUU C OUTOBBIMH HOJISIMH,
NPEANosarajoch YTO WCIOJIb30BAaHWE JaHHOTO JpaiiBepa ce0sl OIpaBIbIBacT.
Pe3yspraTel JaHHBIX KOH(HIrypalMii HE BOIUIM B UTOTOBYIO TaOJIUIlY, TaK KaK OHH
OKa3JIMCh XYK€ IO KOJNYECTBY JOKA3aHHBIX YCIOBUH BepH(HUKAaLUH, 9eM IpyTHe
KOH(UTypanuyu 3THX K€ conBepoB. IIpu smmure mo BpemeHu B 40 cekyHI W 1O
namsata B 4000 Mb comseper CVC4 ¢ mpaiiBepoM noBV mokassiBanm pe3yibpTaT
JydIIe, OJHAKO IPH TEKYIINX JIMMHTaX KapTHHA PAIUKaIbHO OMEHSIIACH.
Heo6xoaumMo OTMETHTH, YTO B HOPMAJIBHOM ILMKJIE pabOT HAMH HCIIOJIb3YIOTCS
coiBepbl ALT-ERGO (1.30), CVC4 (1.4), Z3 (4.5.0) B moOpsaKke YacTOTHI
HCIIOIb30BaHMSI.

Consep CVC4 Bepcuu 1.5 3amyckaincs ¢ IpaiiBepom Juist Bepcuu consepa CVC4
1.4, Tak kak B Texymieit Bepcun WHY3 oTcyTCTBYeT IpaiiBep Ul peTU3HON BepCHU
consepa 1.5. Bepcus npaiiBepa [uis Npepesiu3HOM BEPCUU BBLAAET pe3yJbTaT
xyxe [19].

Tabn. 3. MaxcumanvHoe 8pems pabomvl CONBEPOE U CLYHAU YHUKATLHBIX O0KA3AMENbCME
Table 3. Maximum time of solvers and cases of unique proof

Alt-Ergo cves cvca cvca Eprover Spass 23
1.3 241 14 1.5 1.9.1-001 3.9 4.5.0
mtime uniglmtime unig|mtime unig|mtime unig|mtime unig|mtime unig|mtime uniq
58.75 1]56.68 0]57.97 7|52.27 20]47.8 0]59.74 0]26.74 0

8.4 UHTepnpeTauus pesynbTaToB

Bce ycnoBus Bepudukanuy, 3a HUCKIIOYCHHWEM OJHOTO I Memmove, YCIEIIHO
JI0Ka3bIBatoTCs conBepamu. Jlyume Bcero cedst mokasanu ALT-ERGO nu CVC4, uto
JETKO OOBSICHUMO TEM, YTO MHCTPYMEHTBI BepU(HUKANUN TECTHPYIOTCSA, B
OCHOBHOM, Ha 3THX ABYX COJIBEpax.

Jlyqmmii  pe3yaprar 10 KOJWYECTBY JIOKAa3aHHBIX YCIOBMH BepU(HKALUH
nokasbiBaeT CVC4 Bepcun 1.5.
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Jlyqmme pe3ynbTaTel IO BpPEMEHH MOKa3plBaeT Z3. OTO MOXHO YaCTHIHO
OOBACHUTH TEM, YTO YUYHUTBHIBAIOTCA TOJIBKO YCIICHIHBIE 3allyCKH COJBEPOB. Z3
JTOKa3bIBaeT MEHbIIIE YCIOBHI Bepudukanuu, yem ALT-ERGO u CVC4.

Taxke CTOMT OTMETHTh, YTO MEXaHH3M 3amycka coinBepoB WHY3 mHOTHa nasan
cOOM W HEKOPPEKTHO YUYUTHIBAJ JIMMHUT MO BpeMeHH. Tak, Ui coiBepa Spass B 4x
cimydasx ObUIO cymiecTBeHHO (B 1.5-2 pa3a) mpeBBIIEHO MaKCHMAIBHOE BpeMs
JIOKa3aTenbeTBa, sl consepa CVC4 (1.5) Obuto ogHO mpeBbIIeHHe Ha 18 cexyHA.
Hecmotpst Ha TO, YTO CONBEpHI YCIEUIHO JIOKa3ald YCJIOBHUS BEepHU(UKAIMU, 3TH
BPEMEHH M JJIs IPYTHX COJIBEPOB.

B Tabnmuue 3 mpuBeneHbl NaHHBIE MO0 MaKCUMalIbHOMY BPEMEHH PadOThI CoJBepa
JUISL  YCTIEIIHOI'O JIOKAa3aTeNbCTBa, a TaKKe IO KOJMYECTBY YHHKAJIbHBIX
J0Ka3aTeJIbCTB. PE3YyJIbTAThl HE 6I)IJ'II/I UM 3aCHYUTaHbl U HC YYUTHIBAJINCH B UTOTOBOM
tabnuue. B npouecce MoAroTOBKH pe3yibTaToOB Mbl CTAJIKHBAINCH C HEKOPPEKTHBIM
y4€ToM

HO[[ YHUKAJIbHBIMU J1OKA3aTCJIbCTBAMH TMOHUMAIOTCA YCJIIOBUA BepI/I(bI/IKaI_[I/II/I,
KOTOpBIE CMOT JIOKa3aTh TOJILKO OJIMH COJIBED.

B uenom, pesynbraThl mokaszand, 4to Bepcus coiBepa CVC4 (1.5) 3acmyxuBaer
NPUCTAILHOTO BHUMaHHs K ceOe, U, BO3MOXKHO, IEepexo/ia K HCIIOJIb30BaHHUIO €T0
KaK OCHOBHOTO, IIpU paboTe ¢ JaHHBIM CTEKOM MHCTPYMEHTOB. [loka aToMy Melaer
OTCYTCTBUE TIOJHOLIGHHON mojuepkku co cropoHsl WHY3 wu  oOmas
HecTabMIIbHOCTB ero pabotsl. CosiBep 4acTo Majgaer ¢ OMIMOKON CerMeHTHPOBaHUS
Ha YCJIOBHAX BEpU(PHKALMM, HA KOTOPHIX HE NPUMEHSUINCH BBIIICONMHCAHHbIE
TpaHChOpMaLUH.

9. QanbHeliwas paboma

Huss dgactm sormdecknx (YHKIOHH, pPEaNM30BaHHBIX K TEKYIIEMY MOMEHTY
BO3MOJKHO JTOKa3aTh KOPPEKTHOCTH JeMM. /3-3a orpaHHYCHHI WHCTPYMEHTOB, HE
BCe JIOTHYECKHEe (PYHKIMM MOTIH OBITH OIpeneNeHsl sBHO. [N Tex W3 HUX,
KOTOpbIE HE 3aJaHbl SIBHO, JOKa3aTh KOPPEKTHOCTh JIEMM Ha TEKYILUHA MOMEHT
HEBO3MOXKHO T10 OUE€BUHOM MpUUKHE. J{JIs1 OCTaIbHBIX KOPPEKTHOCTD JIEMM JOJIKHA
OBITh JOKa3aHa C MOMOIIBI0 HHCTpyMeHTa COQ.

CrnenyromuM JIOTHYHBIM IIaroM SBISICTCS paclIMpeHne HaOopa (YHKIUHA [Uis
(hopMmanbHOY Bepu(HKAaNMU U BKIIOYCHHS B 3TOT HA0Op HE TONBKO (DYHKIUHU ISt
paboTBI CO CTPOKAaMH, HO U, HAIpUMEp, ¢ OUTOBOH apu(METHKOH, a TaKKe HHBIX
TUNoB (yHKIMH U3 manku 1ib sapa Linux. Ha sToMm stane Hambompmmii HHTEpEC
JUIL HAC TPEACTABISIOT (PYHKIUH, TaK WIM HHAYE HCIIONB3YIOIIUE KOHCTPYKIUU
si3p1ka CH, KOTOPBIC CI0XKHBI U1 (POPMaTIbHON BEpUPUKAIIHY.

ITocne Toro, Kak KOHTPAKTHl (HYHKIUNA KOPPEKTHO CPOPMYIMPOBAHEI, HIMEET CMBICI
MPOBEPUTH COOJIOICHUE MPEIYCIOBHI B TOYKAX BBI30BOB OMOIMOTCUHBIX (PYHKIIUIL.
BBuny Toro, uro koma sapa Linux mMeeT CylieCTBEHHBIH 00BEM, OCYIICCTBUTH
NOJOOHYI0 TPOBEPKY METOJAMH JCIyKTHBHON BEpUPHUKAIMKA MPAKTUYCCKU
HEeBO3MOXKHO. OpnHako, ¢ mnomomplo IiaruHa E-ACSL B03MOXHO 4acTh
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NpEenycIOBUH OTOOpa3suTh B IPOBEPKH BPEMEHH HCIIONHEHUS M OCYLIECTBISATH
MPOBEPKY COONIONEHHSI TPEAYCIOBHA OHONMOTEYHBIX (PYHKIMHA B TUHAMUKE. DTO
notpedyeT CyrmecTBeHHOH mopaborku tuarmHa E-ACSL s paGoTel ¢ KOHOBOM
Oa3zoii sapa Linux, a Takke YacTHYHOTO M3MEHEHHS caMoro koma snpa. [lmarmn
UCIIOJNIb3YeT HECKOJBKO OMOJIMOTEK (IUIi OTCIIC)KUBAHUS COCTOSHMS MaMATH, JUIS
paboThI ¢ HEOrPaHUUEHHBIMHU YHCIIAMK), KOTOPbIE TOJDKHBI OBITh HHTETPHUPOBAHEI B
KOJ siapa.

10. 3aknroyeHue

B pamkax paGoThl OBUIM MOJHOCTHIO JOKa3aHbl 26 OMOIMOTEYHBIX (PYHKIUN sapa
Linux. BonbmuHCTBO naHHBIX (QYHKLUI ONEPUPYIOT C JTAaHHBIMU CTPOKOBOT'O THIIA.
Ha wnabope »3Tux ¢yHKUMiI y#anoch BBISIBUTH 3HAYUTENBHOE KOJIMYECTBO
HEJJOCTATKOB B HCIIOJIb30BaHHBIX MHCTPYMEHTax Bepu(UKaluK, BbIPAOOTATH
NOAXOAbl K JIOKAa3aTeNbCTBY M pa3paboTke crenubukanuii st QyHKUUHA
AQHAJIOTMYHOTO BHAA, TMPEIVIOKHTH MW  PEaNn3oBaTh pacliupeHne Habopa
cnenn(UKAMOHHBIX ~ KOHCTpyKumi  s3pika  ACSL.  ABTOpel  crapaimchk
pa3pabaTbiBaTh crienn(pUKANUN TaKUM 00pa3oM, YTOOBI HE MEHATh MCXOIHBIH KOA
¢yakomii. Beemenme B s3pik ACSL  IBYX JOMOMHHUTENBHBIX KOHCTPYKITHA
MO3BOJIHMIIO AOKa3aTh 11 (GyHKIMH, HEe M3MEHAA UX KOJa.

Hrorosoe cootHomenne crenudukanuii ¥ pasMepa Koja COCTaBISIET NPUMEPHO
~2.6, TO eCTb NPHUMEPHO JABE C MOJOBHMHOW CTPOYKH CHelU(UKAIUK Ha OAHY
CTPOUKY KOAa.

Kon ¢ynknwmii, cierudukauu, MpOTOKOIIBI T0Ka3aTeNIbCTB BEUIOKEHBI B OTKPBITOM
JOCTyIle BMECTE€ C MHCTPYKUMSMH IO BOCIPOW3BEICHUIO pe3yibrata [7].
Crneundukanuy ¢ HCXOTHBIM KOJOM MOTYT B JaJbHEHIIEM CIYXHTb TECTOBBIM
Ha0OpOM Il HHCTPYMEHTOB JIeIyKTHUBHOM BepH(PHUKALIUU U COIBEPOB.
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ABTOMaTM3auunsa pa3paboTku moaenen
YCTPOMUCTB U BbIYUCIIUTENbHbIX MaLUWH Ans
QEMU*

B FO. Epumos <real@ispras.ru>

Y4.A. Bessybukos <abezzubikov@ispras.ru>
YLA. Bozomonos <bda@ispras.ru>
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Y2 B A. ITadapsn <vartan@ispras.ru>
lHHcmumym cucmemnozo npoepammupoganus um. B.I11. Heannuxosa PAH,
109004, Poccus, e. Mocxaa, yn. A. Conxcenuyvina, 0. 25
2 Mockosckuii 2ocyoapcmaenHulll ynusepcumem um. M.B. Jlomonocoasa,
119991, Poccus, e. Mocksa, Jlenunckue eopel, 0. 1

AnHoTanms. Pa3zpaboTka BUpTyanbHBIX ycTpoiicTB W MammH it QEMU — tpynoémkuit
npouecc. C Henplo MOJJEpKKN pa3paboTyrka, B JaHHOH paboTe ObUT NMpoBEnEH aHau3
apxutekTypel QEMU wu mporecca pa3paboTKH MoJeel OTIACTbHBIX YCTPOHCTB U
BupTyasibHbIX ManiuH 111 QEMU. Ipemaraercs moaxon k pa3paboTke, B paMKax KOTOPOTO
HayaJbHBIM 3Tall OLUIYTUMO aBTOMAaTHU3MPYeTCs, OJlaromapsi MPUMEHEHHIO NEeKJIapaTHBHOTO
ONMHCAaHMS YCTPOWCTB W MaIIMH, a TaKkKe CPeICTB TIPapHUIEcKOro IPEACTABICHUSI
pa3pabaTbIBa€MBIX YCTPOHCTB M MamuH. [logxonx peamm3oBaH B HHTETPHPOBAHHOM
WHCTPYMEHTe, Mo3BoistonieM paspaborunky QEMU momyunts kommunmupyembiid HaGop
(aitnoB ¢ ucxomusiM Cu-xogoM. Pa3zpaboTunk 3amaéT mapameTphl reHepalul yCTPOWCTB U
OIIMCHIBAET COCTAaB MaIIMHBl Ha s3bike Python wmmm B rpaduueckom penakrope,
obecrieurBaoIIeM BH3YaJIHM3al[MI0 TEKCTOBOTO OIMKCaHUs. Pe3ynpTatoM NpUMEHEHHs
MHCTPYMEHTa MpPH TOCTPOCHHH MAIIMHBI CTAHOBHUTCS (hakTHuecku roToBblidi CH-KOJ,
TpeOyIOIUiA TOJBKO YTOUHHTH KOH(HIypaluio Mpoueccopa W 00paboTaTh MapameTpbl
KOMaHIHON CTpOKH. B cimydae mepudepuitHoro ycTpoictBa oT pa3paboTyrka moTpedyercs
peann3oBaTh MoBefeHUeCKUH acnekT. [IpoBenéHHbIe SKCIIepUMEHTHI ¢ Tathopmamu Q35 u
Cisco 2621XM moka3amu, 4TO KOJMYECTBO CTPOK B OMHCaHWU ycTpoictBa B 11-26 pa3
MEHBIIIE YHCNIAa CTPOK MONydaeMoi 3arotoBkn Ha s3bike Cu. Takas pasHuma B 00bEMe
JOCTUTHYTa 3a Cu€T TeHepanmud (HOPMANBHOTO KOJA, PEANN3YIOMEro CIyKeOHbIe
unaTepdeiicet QEMU. Takoii Ko COCTaBIsET OLIYTUMYIO JOJIIO KOJIa YCTPOKCTBA, B TO BPeMs
KaK MOJKET OBITh CTCHEPHPOBAH IO CPABHUTENILHO HEOOJbLIOMY onucaHuio. CyMMapHBIH
00bEM CreHepHpOBAHHOTO KOJA 3aroTOBOK COCTaBMII OT Y4 10 Y. McxomHsli kox
pa3paboTaHHOr0 HHCTPYMEHTA AOCTYIEH 1o axpecy https:/github.com/ispras/qdt.

* PaGora momaepxkana rpanTom POOU Ne 16-29-09632
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KnioueBble ci0Ba. mporpaMMHBIA SMYJATOp; OMHApHBIM KOA; pa3paboTKa BUPTYaIbHBIX
MaIlyH.

DOI: 10.15514/ISPRAS-2017-29(6)-4

Jas untupoBanusi: Edumor B.1O., Be3syoukos A.A., Boromonos [I.A., Topemsikua O.B.,
IManmapsta B.A. ABroMaru3anus pa3paboTKi Mojesell YCTpOHCTB M BEIYNCIUTEIBHBIX MAIIH
mst QEMU. Tpyow HCII PAH, Ttom 29, Bbem. 6, 2017 1., crp. 77-104. DOI:
10.15514/ISPRAS-2017-29(6)-4

1. BeedeHue

BupryanbHble BbruucauTenbHble MammHbl (VM) TIpUMEHSIOTCS Ul peleHUs
pa3HOOOpa3HBIX 3ajau: BKIIOYAs HCCICNOBaHHMS B paMKax HWH(OpManMOHHOI
6e3omacHocTd. OnHOW W3 3aAad  sBIAETCS OpraHM3ALUS KOHTPOJIUPYEMOTO
OKpY>KEHHsI JUIS MCCIENYyeMOro MAIIMHHOTO KoJa BO BpeMs AWHAMHYECKOTO
aHanuza. YcCTosBIIMICS monaxon coBMemaer jguzaccemOnep IDA  Pro wu
MHTEPAaKTUBHYIO OTJIAIKy, KOTJa CEPBEPOM YAAIEHHON OTIAagKH BBICTYNAET
IMYJATOP. OMyJIATOp MAaéT JONONHUTENBHBIN  «pyOek» M30IALMH  MEXIy
UCClielyeMbIM KOIOM W HMHCTpyMeHTamHu aHaimza [1]. IlosToMy oOH Xopormo
MOAXOAWT JUIS HCCIIEIOBAaHHUS KOMIIBIOTEPHBIX BHPYCOB M APYroTr0 BPELOHOCHOTO
[1O. OmHEM U3 MPOTPaMMHBIX CPEACTB I opranu3ammuu VM sBisercs smymisrop
QEMU [2].

Omynsatop QEMU Hamboiee TOAXOMUT TS 3TOH IEIH, MTOCKOIBKY 001aJaeT psiIioM
TIOOJIC3HBIX CBOMCTB: ITOJNHOCTBIO OTKPBITHIA HCXOmHbIM kox (muuen3ust GPL),
MoJIep’KKa pasHooOpa3HBIX rocteBoIX apxutektyp (Intel x86, AMD 64, ARM,
MIPS, PowerPC, SPARC wu gp.), peamusamus BaXHBIX, C TOYKH 3pEHHA
JUHAMHUYECKOI0 aHAJIN3a, TEXHOJIOIUM U BO3MOXHOCTEM.

Ecnu Bo3HMKaeT HEOOXOANMOCTh B AMHAMHUYECKOM aHAJIM3€ MAIIMHHOTO KOJa IS
y3KOCTIeLIHAIN3UPOBAHHBIX HPOLECCOPHBIX APXUTEKTYP W
MaJIopaclpoCTpaHEHHBIX MAIIUH, TO, CKOpee Bcero, roroBoi VM He cylecTByer.
Pa3zpaboTtka Takoit VM craHOBUTCA cama 1o cebe CyIIeCTBEHHOH MpoOIeMoii,
MOCKOJIBKY B OTCYTCTBHE TOJIHOCTBIO TOTOBOM VM aHanmm3mpyemslii KoJ 10 KOHIA
He paboTocrmocobeH, a paboTocrnocoOHOCTh KoJa HeoOXoauMma JUIsi UTEPATUBHOM
omtaaku VM. B ciaydae QEMU, 4To6bl npucTynuTh K MTEpaTUBHON paboTe Haj
VM, Ttpebyercsi mpeaBapHTENbHO HAIMCATh 3HAYUTENBHBIH 00BEM CIIy>KEOHOTO
KOJIa.

Jaxe cample IPOCTbIE MAIIMHBI COCTOSIT U3 JIECATKOB YCTPOHCTB. BBUIY OrpoMHOTO
pasHoOOpa3us  (QHU3MYECKUX YCTPOHCTB Jaxke B OOMUPHOW OWOIMOTEKe
BUpTyasIbHBIX ycTpoiictB QEMU penko ynaércst oOHapyXuTb TpeOyemMoe WM
COBMECTHMOE YCTPOMICTBO, 0c00eHHO, Korja peub uaér 00
y3KOCHEIMATM3UPOBAaHHBIX MallMHAX. B 3TOM ciyyae pa3paboTUMK BBIHYXICH
peanu30BBIBaTh OOJBIIOE KOJIMYECTBO BUPTYAIBHBIX ycTpoiicTB. Hecmorpst Ha ToO,
gto QEMU apXuTeKTypHO MPUCTIOCOOJIEH K J0OABICHHIO HOBBIX MOJIEIIEH, mporecc
UX pa3paboTKu — TpyAo&MKast 3aaa4a.
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[TockombKy pa3BUTHE 3MYISTOpPA BEAETCS PACIPEIEICHHBIM COOOIIECTBOM, BOIPOC
CO3/IaHMsI WHCTPYMEHTATBFHOW TOIJEPKKU Jis paspaborumka VM He moiydaer
IOJDKHOTO —mpHopurteTa. Hepenko HoBble MammHbl Ha ocHoBe QEMU
pa3pabaThIBalOTCA 3aKPbITO, TSI BHYTPEHHNUX HYX[ KOMIaHUH. [IpuMEHNTETBHO K
«pazoBoi» paspaborke VM coznaHne MHCTPYMEHTOB HOAJEPKKU HE aKTyalbHO H,
Oosiee TOroO, HE 11€7€CO00Pa3HO B CHITy OTBJIEYEHUsI OTPAaHMYCHHBIX pecypcoB. Tem
He MeEHee, IIOSBJIICHHE aBTOMAaTH3UPOBAHHBIX METOZOB pa3pabotku VM u
COOTBETCTBYIOIIUX HMHCTPYMEHTOB OBUIO OBI IIOJIE3HO IUIsI BCErO COOOIIEeCTBa
paspaboturkoB QEMU.
Jns co3pmaHus TakOro MHCTpyMEHTa OBLI McciieioBaH npouecc paspaborkn VM u
OTJCNIbHBIX BUPTYaJIbHBIX YCTPOUCTB. Vcronb3yemslil B HacTosIIee BpeMs HOAX0N
3aKJII0YaeTCs B IOMCKE ITOXO0XKEH q)yHKHI/IOHaJ'H)HOCTI/I B CYHICCTBYIOIINX MOACIIAX U
peanmm3anuu  Tpebyemol mo oOpasy u momooOuio. Ilpm 3TOM mnpHMEHseTCS
HETIOCPEJICTBCHHOE KOMHMPOBaHWE KOJa, C TMOCICAYIOIMMH €ro MpaBKaMH H
JIOTIOJTHCHUSIMH. OyHKIMOHAIBEHOE HaIlOJIHEHHUE BHOCHTCS COTJIACHO
JOKyMEHTAIlUH, a CIYXEOHbIH KOX OOHOBIAETCs, 4YTOOBI COOTBETCTBOBATH
TpeOOBaHMSIM aKTyaJIbHON BEpCHHU 3MyJsITopa. B maHHOM paboTe mpeanoxkeH MeTos
YCKOpPEHHMs, OCHOBBIBAIOIIUIICS Ha BBIIBICHUH M aBTOMATH3ALMH PYTHHHBIX JTalloB
JaHHOTO Tpolecca. Meron ObUT peaqu3oBaH B NPOrpaMMHOM HHCTPYMEHTE Ha
sizpike Python [4].
JanpHeimmii TEKCT OpraHU30BaH CJIeTyIONM 00pa3oM:

®  paccMaTpHUBAIOTCS PAOOTHI, PEHIAOIINE CXOXKUE MPOOIIEMBI,

e  ONHUCHIBaeTCs NOAXOA, ucroyib3yeMblit B QEMU 1y1st aMyisiiiy OTIOENNbHBIX
YCTPOWCTB M IENBIX MAIIIHH;

e ¢ y4éTOM MOAXO0Ja K IMYILIIUH (GOPMYIHPYETCS MpeaiaraeMbIii TIOAX0] K
aBTOMATH3AINU pa3paboTKH MOIeNeH;

e  onmchBaeTcs pa3pabOTaHHBIN NMPOTPAMMHEBIN HHCTPYMEHT, PEai3yONIHA
ITOAXO0 K aBTOMAaTH3aI[1H;

e IpeIaraercs mporecc pa3padoTku ycTpoicTB 1 VM ¢ ncnonp30BaHUEM
pa3paboTaHHOTO MHCTPYMEHTA;

® TIPUBOAATCA  OKCIIEPUMEHTAJbHBIE  JaHHBIE 00  WCIIOJIB30BAaHUH
MHCTPYMEHTA MpH pa3padoTke BUpTYabHbIX MaiuH Q35 u C2621XM.

2. O630p noxoxxux pabom

HeobxonnmocTs moanepxatrh pa3paboTky HOBBIX VM akTyambHa s JTr000TO
pas3BHBaIOIIETOCS 3MyJsTOopa. Jlake €ciM  paccMaTpUBAaeTCsl  OMYJSATOP  C
€/IMHCTBEHHOW TOCTEBOHM IPOLIECCOPHON apXHUTEKTYpOH, /it pabOThl CHCTEMHOTO
KOJIa MOXKET NMOTPEeOOBATHCS ONPEIeIEHHBIH KOMIUIEKT YCTPOUCTB, C ONpeIesIEHHOM
KOH(UTypanuei perucTpoB BBOAA/BBIBOJA, NPEPHIBAHHUSAMH, B3aHMMOJICHCTBHEM C
BHEIHEH cpenoit u ap. Cpeau MHOXKECTBA U3BECTHBIX AIMYISATOPOB CTOUT BBIIEIUTh
Takue mpoekTsl, kak SimNow [5], Simics [6], gem5 [7] u OVPsim [8]. Tlepsbic nBa
amynsatopa — kommepueckoe 110, gem5 — [1O ¢ OTKPHITBIM MCXOIHBIM KOJIOM,

79



Efimov V.Yu., Bezzubikov A.A., Bogomolov D.A., Goremykin O.V., V.A. Padaryan. Automation of device and
machine development for QEMU. Trudy ISP RAN/Proc. ISP RAS, vol. 29, issue 6, 2017, pp. 77-104

pacnpocTpanseMbiM 1o JiunieH3ur BSD. OVPsim cocTouT U3 KOMMEPUYECKOTO sapa
SMYJSIIMA M OTKpeIToM Ombmmorekm VM. Bcee mepednciieHHBIE SMYISATOPHI
HCTIONB3YIOTCS HA TPAKTHKE W MOJAEPKUBAIOT OBICTpoe noOaBieHne HOBEIX VM.

2.1 AMD SimNow

Omynsatop AMD SimNow [5] mpenHasHaueH i YIpeKAalomIed pa3padOoTKH
HU3KOYpPOBHEBOTO cucTeMHOro [1O mmst BEIXOAAIIMX Ha PBIHOK X86 MpomeccopoB
AMD, B cmny dero 6mubmmnorexka KoMImoHeHT VM comep>XHT TONBKO TIPOIECCOPHI
atoit pupmbl. Coznanue HOBOM VM mpoucxoauT B rpaguyeckoM penakTope, rie
3a1al0TCS CBA3M MEXJy KOMIIOHEHTaMH MamuHbl. CBS3b MEXAY YCTPOHCTBaAMHU
3aaéTcs MoJsb3oBaTeeM, NpuuéM TpedyeTcsi yKka3aTh nmapy UMeH uHTepdeiicoB y
CBS3BIBAEMBIX YCTpoMcTB. IIpm 3amaHuM CBSA3M Cpa3zy NPOUCXOAUT IMpoBepka eé
KOppekTHOCcTH. Y amynsaTopa SimNow mMeetcsi KOMIUIEKT paspaborunka (SDK),
MO3BOJIAIOIIMKA  co37aBaTh Ha s3blke Cu++ Kak MHCTPYMEHTHI aHaiu3a
(TpaccHpOBIIMKH M T.II.), TAK U HOBBIE YCTPOHCTBa. Moaenn ycTpoiticTB B SimNow
peanu3yrorcsi Ha 6a3e nepapxuu kimaccos Cu++, KOTopast B OCHOBHOM HCIIOJIB3YETCS
JUISL HACJIeTOBAHUSI OMOIMOTEYHBIX METO/IOB.

Tunmzanus ycTpoicTB KkpaiiHe mpocta. Kak mpaBumio, 0a30BBI THI YCTpOWCTBa
OTCYTCTBYET, HaHOOJbIIas YaCTh METOAOB KJIacca PEalU3yeT CIY)KEOHYIO JIOTHKY,
HeoOXoxuMylo st paboTsl aMyisiTopa. [IpuMmep HCKIIOUeHUST U3 TaKOW MPaKTHKH
— ximacc CUsbMouse, kotopsiii Hacnmemyercs ot kiaccoB CUSBDevice u
CAutomationLib. Tlepssiii 0a3oBblii Kiacc mnpeacraiser abcrpaktHoe USB-
YCTPOMCTBO, BTOPOM — peEanu3yeT BO3MOXHOCTb IOJIy4aTb YIPaBISIOLIUE
KOMaHJIbl U3 KOHCOJIM AMYJIATOpPA Ui KOHPUTypaluu yCTPOHCTBA WIIM OT CLIEHAPHUS
nHumanuzanu. B SDK BKITIOU€HBI HCXOTHBIE KOJIBI TUTIOBBIX MOJIENIEH yCTPOUCTB
(IT3Y BIOS, ayauo- u BUAEO- ajanTepsl, MOCTHI PA3JIMYHBIX LINH, KOHTPOJIIEPHI
NpepelBaHUA M Jp.), HAa OCHOBE KOTOPBIX Ipeajaraercs pas3pabaTeiBaTh
COOCTBEHHBIE MOJIEIH.

2.2 gem5

B smynsatope gemS [7] npeanoxena Gojee CIOXHAS HEpapXusi THUIIOB YCTPOHCTB.
Eme omamm ommumem ot SimNow, cTaja BO3MOXHOCTh  OBICTPOTO
npororunupoBanust VM Ha s3eike Python, s xoroporo Obuta peann3oBaHa
npussizka Cut++ APl Peammzanus mopnenedd ycTpoHcT, TpeOyromux O0JBLIOTO
KOJIMYEeCTBa BBIUMCICHNH, Benércss Ha Cu++, a WX UHHTErpauus M 3aJaHue
koH(purypaunu VM BeiHOCHUTCS B crieHapuil. [lockonbky gemS paspabarbiBaeTcs
JUIL  JIETAJIbHOTO MOJIETIMPOBAHMSI COBPEMEHHBIX MPOILECCOPOB, OCOOEHHOCTH
paboThl KOTOPBIX BIMSIOT Ha MPOW3BOJUTENLHOCTH CHCTEMHOTO M NPHKIIAJHOTO
I1O, Gombmias 4acTh OMOIMOTEYHBIX KOMIIOHEHTOB OMYJIHUPYET MHOTOYPOBHEBYIO
MaMATh U TOTIOJIOTHIO CBS3EH MEXKIy BBIYHUCIUTECIBHBIMH AapamMu. «MeaseHHbIe
nepugepuitHpIe YCTPOUCTBa B gemS (HaKTHIECKH HE MPEICTaBICHEI.
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2.3 Simics

I[lo cpaBHeHHIO ¢ TPEOBIAYIIUMH IBYMS OSMYJATOpaMu, Simics oOiamaet
HanOONBIINMH BO3MOJKHOCTSMH 110 CO3JAHHIO HOBBIX MOJENCH MallMH W
OoTHenpHBIX ycTpoiicTB. Kak m gem5 obOwvektHas mozens u APl Cu++ mmeror
NpUBs3KYy K 36Ky Python. ITomMmmo TOTO, ZOCTYNECH CIeNMAM3UPOBAHHBIN S3BIK
DML (Device Modeling Language), mpenHasHadeHHBIM IS MOJCITHPOBAHHS
ycrpoticte B Simics. Ommcanme ycrpodictBa Ha DML  Tpancmupyercs
kommmusitopoM dmlc B Cu++, u3 KoToporo cobupaercst paznensiemMasi OuOnInoTeKa.
B DML nmporpaMmMa  ONHMCHIBaET  KJIACC-YCHMPOUCMBO,  BO3MOXKHO
HACIICJIOBaHHBI OT HEKOTOporo 0a3oBoro kiacca. [lomsiMu Kitacca-ycTpoHCTBa
MOTYT OBITh OOBEKTBI, KOTOPBHIE IOJDKHBI IIPEACTABISATH OIWH W3 BCTPOCHHBIX
KJIacCOB.

PaCH.II/IpHTB NEPEUYCHb BCTPOCHHLIX KJIACCOB (B JAOKYMCHTAMU AJI1 HUX UCHOJIB3YIOT

TepMUH MUN O0O0BLEKMA) Noib30BaTelb HE MOMKET. BCTpOEHHBIE KIacchl
OIUCHIBAIOT KaK 0a30Bble IPUMUTHBEI BUPTYAIBLHOH aIllapaTypbl, TaK U CIIyKeOHbIe
JaHHbIE, UCIIOJb3yeMble 3MYIATOPOM B paboTe. ba3oBble MPUMHUTHUBBI CBOIATCS K
JBYM TIOHATHAM: PETHCTp M coeAuHeHHe. lIMeeTcs NATh BCHOMOTaTeIbHBIX
KJIACCOB, MCIIOJNB3YEMBIX Ul Pa3lIUYHBIX CIHOCOOOB TPYIMUPOBKHU PETUCTPOB H
coenuHenni. Knacc (twm), HaspiBaemblii attribute, ommceiBaeT npomsBonmbHOE
CBOHCTBO 00BEKTa, KOTOpOE HEOOXOIMMO COXPAHATh IIPH CO3JaHWM CHHMKa
coctosius. [Ipu 100aBIeHNH K yCTPONUCTBY TOJICH PEruCTPOB M COSIUHEHHN cpeaa
pa3paboTKN aBTOMATHYECKH CO3JIaeT JUIsl MX OMUCaHMs IMoJist THia attribute.

device excalibur;

connect bus {
interface pci;
}

bank databank {
parameter function = 1;
register rl size 4 @ 0x0000 {

field f1 {
method read { ... }
method write { ... }
}
}
register r2 size 4 @ 0x0004 {
field f2 {
method read { ... }
method write { ... }
}
}

¥

Puc. 1. Illpumep DML-onucanus mooenu ycmpoiicmea excalibur
Fig. 1. excalibur device model DML description example
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Ha puc. 1 npencraBiieHo cokpaméHHoe onmrcanne ydeOHOTo ycTpoiicTBa excalibur,
HOIKIIFOYaeMOro K MuHe PCi. Y yCTPOWCTBa UMECTCS OaHK pesucmpos, B KOTOPBIX
pa3MeInaioTcs HeKrne JaHHbe. Pazmep peructpoB — 4 Oaiita, peructp rl pazmemeén
B 0aHKe 10 HYJICBOMY CMEMICHHUIO, peructp 2 — mo cmemenuto 4. Comepxumoe
KaXJIOT0 PErucTpa MOJHOCTHIO MOKPHIBAETCS €AUHCTBEHHBIM 710/1eM, U KOTOPOTO
OIIpEJCIIEHbl METOABl umeHus W 3anucu. JI ONUCAHUA CEMaHTHKHU JCHCTBUIA,
OPOHCXOIAIUX B YycTpoilcTBe, Tenma DML-MeTonoB BbIpakaloTCsl Ha SI3BIKE,
pacmupsmonieM noaMHoxkecTBo ISO Cu. [lo6aBieHsl HEKOTOpbIE KOHCTPYKLIUU,
xapakrtepHble uis Cut++, Takue kak new/delete, try, throw.

2.4 OVPSIim

[Tockonpky smynstop OVPSim wu3HayanbHO paccuMTaH Ha IIPUBJICYCHHE
CTOPOHHHX Pa3pabOTUMKOB JUIsl co3iaHusi HOBBIX VM, OH mpejsaraeT OTKPBITHIA U
oOmmpHbIil API Ha s361Ke CH, KOTOPBIH pacniafgaeTcs Ha TPU YacTH:

e VMI — pa3paboTka HOBBIX IPOIIECCOPOB,

e PPM/BHM — pa3paboTka HOBbIX nepu()epUilHbIX YCTPOKCTB,

e OP — mHTerpanus komrmorneHT VM u koHTponmupoBanue e€ paboTHI.

ihwnew -name simpleCpuMemoryUart
ihwaddbus -instancename mainBus -addresswidth 32
ihwaddnet -instancename directWrite
ihwaddnet -instancename directRead
ihwaddprocessor -instancename cpul \
-vendor ovpworld.org -library processor -type orlk -version 1.0 \
-semihostname orlkNewlib \
-variant generic
ihwconnect -bus mainBus -instancename cpul -busmasterport INSTRUCTION
ihwconnect -bus mainBus -instancename cpul -busmasterport DATA
ihwaddmemory -instancename raml -type ram
ihwconnect -bus mainBus -instancename raml \
-busslaveport spl -loaddress 0x@ -hiaddress @xofffffff
ihwaddmemory -instancename ram2 -type ram
ihwconnect -bus mainBus -instancename ram2 \
-busslaveport spl -loaddress ©x20000000 -hiaddress Oxffffffff
ihwaddperipheral -instancename periph@ \
-vendor freescale.ovpworld.org -library peripheral \
-version 1.0 -type KinetisUART
ihwsetparameter -handle periph® -name outfile -value uartTTY@.log \
-type string
ihwconnect -instancename periphe \
-busslaveport bportl -bus mainBus \
-loaddress 0x100003f8 -hiaddress 0x100013f7
ihwconnect -instancename periph@ -netport DirectWrite -net directWrite
ihwconnect -instancename periph@ -netport DirectRead -net directRead

Puc. 2. Illpumep TCL-cyenapus ons cozoanus sacomosku NM
Fig. 2. VM draft creation TCL script example
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Yckopenne pa3pab0TK Ha HA4aIbHOM 3Tare odecreunBaeT yrriuTa iGen (BXOAUT
B SDK), xoropas mo nexiapaTuBHOMY ommcaHuio Ha s3eike TCL renepupyer
3arOTOBKH. Y THIINTA TIOAJIEPKIBACT aBTOMaTHUECKoe co3nanne Habopa Cu-¢aiinos
JUIT MOZENEH MPOLECCOPOB M YCTPOHCTB, BCTPANBAEMBIX B 3MYJISITOP; CIIOCOOHA
MHTETpUpOBaTh HHTepdelc paspadarsiBacmMoro Cu-monynst ¢ SystemC TLM2.
PesynbraT pabOTHl YTHIMTHl — IOJHBIA KOMIUIEKT (DAiJIOB C MCXOJHBIM KOJIOM,
KOTOpble KOMIMJIUPYIOTCSI B TUHAMUYECKH 3arpyxaemyro ounbnuorexy. Onucanue
olnpezieseT IepedeHb PErucTpoB YCTPOWCTBA, HMX OTOOpaKeHWE Ha IaMSTh,
unrepdeiice! wuH. [loBenenne ycrpoiictpa peanuzyercst B OVPSim uepes pyHKIMK
00paTHOTO BBI30BA, CTEHEPHPOBAHHBIE (DaliIbl comepkaT oOBABICHUS (DYHKIHA, a
X OIpEAENEHHs HMEIOT IyCThle Tena, KOTOpBhIE pa3pabOTUMK peaan3yeT
CaMOCTOSATEIBHO.

Ha puc. 2 npusenén npumep TCL-cueHapus, omuceiBaroliero npocrytro VM c
onnuM  npoueccopoM  OpenRISC 1000, 32-x  pa3psaHblM  aAgpECHBIM
MPOCTPAaHCTBOM, Ha JiBa AMAala3oHa KoToporo ortobpaxkeno O3Y, m perucrpamu
UART, KkoTopsle, B CBOIO OdYepenb, OTOOpaKeHBl Ha JHANa30H agpecoB C
0x100003f8 mo 0x100013f7.

3. PazpabomaHHbIl no0xo0 K aemomamu3ayuu

PaccMoTpeHHbIe B TpenblAyleM pasjelie MOJAXOJbl K YCKOPEHHIO pa3paboTKH
NPEANoJaraloT  UCIOJb30BaHHE  JIEKJIAPATHBHOTO  ONMHUCAHUs  MHTepQeicoB
ycrpoiicte u Bceit VM. Ilo onmcaHuio CTPOMTCS KOMITWUIMPYEMBIH KO,
NPE/ICTABISIONIMN cOO0M 3aroToBKy ycCTpoiicTBa 0e3 peann3aliy IOBEICHYECKUX
¢yakmuid wu rotoByto VM, TpeOyIOIIyl0 HE3HAYUTEIBHON «PYJHOW» MOPabOTKH.
Jlnst 3TOro MHCTPYMEHTHI COOPKM JOTOJHSIOTCS TPAHCISATOPOM ONHMCAaHMH B S3BIK
Cun/Cu++ nnu 1r000i APYToH, MoAIep)KUBaeMBIH SMYIIITOPOM.

Lenecoobpa3Ho mnpuMeHsTh rpaduueckie cpeacTBa pa3paboTKH Ui YJIydIlIeHHs
HarsiHOCTH KoMmoHyeMbIx VM. K coxanenmto, 6a3oBas sepcuss QEMU no cux
HOp He NpeJyularaeT HUKaKWX CpeAcTB yckopeHHs paspaborku VM. Ux cozmanue
notpedyer yuéra 0cOOEHHOCTEl BHYTPEHHEH apXMTEKTyphl JaHHOTO AMYJISITOpa M
TEXHOJIOTHYECKHX  OCOOEHHOCTEHl  ero  pa3pabOTKH,  KOTOPYIO  BEJAET
MHOTOYHCIICHHOE PacIpeeéHHOE COOOIIECTRO.

3.1 O6bekTHas mogens QEMU

OcHoBoli ucnosnb3oBanHoro B QEMU moaxona K MOJETMPOBAHUIO MAIIUH W UX
KOMITOHEHT SBIISIETCS «oOBekTHass wmonenb QEMU» (anrm. QEMU Object
Model wm, nanee mo texcry, QOM). Jlannas mMozmens npumeHsercs He TONBKO
JUIsT MOJAETUPOBAaHUS MAllMH M HMX KOMIIOHEHT, HO H© s pealu3aluu

BCIIOMOTaTENbHBIX BO3MOKHOCTEH. QOM dopmupyer uepapxuio munos (type),
saBisisich peanusanuedt mapaaurmbl OOIl Ha s3pike Cu. Kaxaplii tum wmmeer
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YHHUKaJbHOE cTpokoBoe UMA. Tum omucwiBaer KIAccC (class) u IK3eMNAAD
(instance). DK3eMIUIAPOB MOKET OBITH MHOTO, B TO BpeMs KaK KJIacC OJIMH.

Uepapxus QOM monyuaercst myTéM HACA€008aHUs (o ananoruu ¢ OOIT) —
YCTaHOBIICHHSI OTHOIICHUS MEXKAY IBYMS THUIIAMH, TAaKUM 0Opa3oM, UTO OXUH THII
Ha3bIBaeTCs pe5éHKOM, a apyroil — pooumenem. PeGEHOK KOMUPYET BCHO
MHQOPMALIMIO U3 POJUTENs — HACIe0yem. MHOXeCTBEeHHOE Hacle0BaHHE He
noazepskusaetcs. Tum MoxkeT GbITh AOCTMPAKMHBIM: TaKOH TUIT HE MOYKET UMETH
SK3EMILIAPOB.

B omimuume ot pacnpocTpaHEHHBIX OOBEKTHO-OPHEHTHPOBAHHBIX s3bIKOB, B QOM
T object (06beKT) He ABNIACTCS KOPHEM BCEl HepapXuK THIIOB, & TOJIIBKO OJHHM K3
Hux. J{aHHbll THO H06aBIseT CEOUCMABA K >K3eMinsapaM u kinaccaM. CBOHCTBO
OIIMCHIBAETCS CTPOKOBBIM MMEHEM (YHUKaJIbHBIM B IIpeenax 00beKTa WM Kilacca),
¢hyHKIEAMEU qOocTyma (prUcBanBaHUs (Set) U pa3bIMEHOBaHUSA (get)) U TUIIOM 3TOTO
coiictBa. Co CBOWCTBOM cCBs3aHa M Jpyras HMH(GOpPMAIHs, HO e€ pacCMOTpEHHE
BBIXO/IUT 32 paMKH JTaHHOW paboThl. THI CBOWCTBA OrpaHMYMBAET OOJACTH €ro
JIOITyCTUMBIX 3HAUECHUI.

MogemupoBaane VM 1 e€ 31eMEHTOB OCHOBAaHO Ha ITOTOMKax THma object. K HuM
OTHOCSITCS:

mamuHa (machine),

ycrpoticTro (device),

muHa (bus),

3arnpoc npepsiBanus (irq),

y4acToK maMsTe (Jemu:memory-region).

Mopenu VM, MWMH M YCTPOMCTB IOJKHBI OBITh, COOTBETCTBEHHO, HMOTOMKAMHU
machine, bus wu devicee Twumel irq ¥ ydYacTKa TAMSTH  SBISIOTCS
MHOPPACTPYKTYPHBIMH, OHH HCIIONB3YIOTCsE B o0mieM API, u ux yrouHeHHe oOBIYHO
He TpeOyercs. JlanbHeiinee HacienOBaHWE IIMH M YCTPOMCTB HPOWUCXOIHUT IO
NPUHAJIEKHOCTH K CTAaHAApTy IIUHEL [Ipn 3TOM BBOAATCSI IPOMEKYTOUYHBIE THIIBI,
peanusytomye oomuit pyHkiponan. KoHKkpeTHast MOJIeNb yCTpOiCTBa HACIIELyeTCs
OT THIA COOTBETCTBYIOIIEr0 CTaHAapTy e€ mmHbl. [IpH peanu3anuy MOJEIbHOTO
psina yCTpOWCTB 00aBISIETCS MPOMEXKYTOYHBIM THII ¢ OOLIMMH JJIsi BCEro psija
0COOCHHOCTSIMU.
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run [x AP1
I ETIE > HaCTPONKM < @
reHepaunm PyuHas
+ HacTpolKa
Onucanue
e o 3aloTOBKHK CocTas
A e > MoJenu thaitnos " wabnomw
1 ,
' Lo E) - |
AvanusaTtop .’ —
\ /cxonHoro . |:| } ’
Kona A

leHepaTop Kopa

Puc. 3. Cxema pabomei ecenepamopa 3a20mo6ok Mooeietl yCmpoucms u Mawun
Fig. 3. Machine & device draft generator system scheme

3.2 Metopa aBTOMaTU3auMm

Ha puc. 3 cxemarnyHo wu300pak€H METOH aBTOMAaTH3UPOBAHHOM pa3pabOTKH
smynaropa QEMU. Bpydnyio win ¢ moMoIsi0 pa3paboTaHHOrO rpadudeckoro
penakropa pa3paboT4HK 3a7aéT OCHOBHBIE apaMeTphl pa3padaThiBaeMbIX MOJEIIEH.
Ha ocHOBe yKa3aHHBIX NapaMETPOB WHCTPYMEHT aBTOMATHYECKH T'e€HEPUPYET
3arOTOBKM TPOTPAaMMHOTO KoJla MoOJAeJed. OTH 3aroTOBKH HE 00IajgaroT
3aKOHYEHHOH (PyHKIIMOHAIBHOCTHIO, HO TOTOBBI K KOMITHIISILIUY.

I'enepanns ocHoBaHa Ha mIabJIOHAX — (parMeHTax MPOrpaMMHOTO KOJa, KOTOPbIE
MOZICTAHOBKAMHU  CTPOKOBBIX ~ IapaMeTpOB  NPHBOASATCS B CHHTAKCHUYECKH
KOppeKTHBIH kox Ha s3bike Cu. Ilo mcxomHomy koxny tekymieid Bepcun QEMU
TeHEPUPYIOTCSI HE0OOXOIMMBbIE BKJIIOUEHHS 3ar0J0BOYHBIX (haiijloB U UCIIOIb3yeMbIe
Makpochl. [lanpHedniass pabora pa3pabOTUMKa 3aKIIOYaeTcs BO BHECEHHH B
3aroTOBKY KO/Ia, COOTBETCTBYIOLIETO HE (JOpMaI30BaHHBIM OCOOEHHOCTSAM PabOTHI
YCTpOMCTBa.

MeTton mraGiioHOB OCHOBaH Ha cienyromei ocobdenHoctn koga QEMU. JlwobGas
MOJIeTb, KaK YCTPOMCTBO, TaK M MallMHa, SBISETCS YacThIO 3MYJSITOpa.
CrnenoBarenbHO, €€ KO, CPeId MPOUEro, COMEPKUT (PparMeHThl, 00YCIOBICHHBIS
TpeboBaHusAMHU dMyasaTopa (wHTerpanus ¢ QOM u T.1.), a HEe OCOOCHHOCTSIMH
peambHOr0 00BEKTa, KOTOPHIM 3Ta MOJIENb OMUCHIBACT. TakuM 00pa3oM, yCIOBHO
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KO/l MOJEIH MOXHO pas3leNuTh Ha JBe uacTw: UHOUBUOVAILHYIO 1
unmepgheticnyio.

B nepByro odepens paccMOTpUM 3TO pa3zaeneHue 1 ycTpoicTs. MHAUBUAyadbHAS
4acTh 337a€T MOBEJECHUE YCTPONCTBA B €ro MPOrpaMMHOM peanusanuu. Mimenno sta
4acTh ONpPEAEISIET TO, KAK UIMEHHO OyAeT 3MYJIUpOBaThCS MPHCYTCTBHE KOHKPETHO
3TOTO YCTPOWCTBA B CHUCTEME; IETAeT €ro MOJEIb OCOOEHHOW, OTHOCHTEIBHO
JIpYIUX YCTPOMCTB, YHUKaIbHOU. ITpu 3TOM MOJenb yCTpONCTBA SIBISETCS YaCThIO
uappactpykrypel QEMU, u wHAMBHAyanbHas dYacTh [OJDKHA SMYJIHPOBATH
MIOBE/ICHHUE yCTPONCTBA, UCIIOIB3Ysl BO3MOKHOCTH, IPEJOCTABICHHBIE TIOCPEICTBOM
API QEMU. B wMomenu Bcerjia MOXKHO — BBIICIHTH  4YacThb  KOJa,
B3anMoieiicTByOMLyIO ¢ 5TuM API, oHa u HasbiBaeTCs UHMEPGhelicHO. To ecTs,
uHTep(eicHast 4acTh KOJA CIy’KHUT CBA3KOM MEXIy KOJOM MHANBUIYaTbHON YaCTH
MOJIETH ¥ OCTAJILHBIM KOJIOM 3MYJIATOpA.

WanuBuayansHas 9acTb OOBIYHO CQOPMYIHPOBAaHA HA E€CTECTBCHHOM S3BIKE B
JOKyMEHTAaIlMud Ha ycTpoiictBo. Ilpm 3TOM oOTCyTCTBYeT eamHbIi (opmar
Q)OpMaHbHOFO OMHCAaHMA, KOTOPOro OBl MNPHICPKUBAIUCH IPOU3BOIAUTEIH.
BBuay sToro aBromaruzaumsi pa3pabOTKHM 3TOW 4YacTH BeChMa 3aTpyJHUTEIbHA U
BBIXO/IUT 32 PAMKH ATOH pabOTBHI.

C npyroii cTOPOHBI, HHTEP(EHCHAS YaCTh BCEX YCTPOWCTB OUCHb MoX0xka. OTarmuus
3aKJIF0YAIOTCSA, B OCHOBHOM, B IIEpEYHE M KOJUYECTBE HCIOIb3YEMBIX MOJAEIBIO
BHEUIHUX HWHTEep(eicoB, a Takke B MMeHax coOCTBeHHBIX. T.e. e€ mapamerpsl
XOpOILIO (hOPMATU3YEMBI.

OTnenbHO HYKHO CKa3aTh O MPUMEHUMOCTH TaHHOTO MOAXO0/a K IeJIoi MamnHe. B
QEMU npucytcrByeT pa3Butelii API 11 mHTErpanuu ycTpoicTB B €AMHOE IIEJI0e,
To ectb B VM. Paspaborannsiii API Bo muHorom moxoxx Ha API m3 QEMU. C
noMomIsio pa3zpaboranaoro APl moxHO ¢opmanpHO ommcath monHoueHHY0 VM.
[Tpu 3TOM HMEIOTCS CiIeyIoImne OTPaHIICHUS.

1. Verpoiicta, Bxomsume B VM, n0mkHBI UMeTh HHTEp(EHCHYIO YacTb,
pEan30BaHHYIO B MOJHOM COOTBETCTBHHU ¢ NpuHATHIM B QEMU noaxonom
K HamHCaHUIO Mojened ycrpoiictB. MHaue HecooTBeTCTBHE NpUAETCS
KOMIIEHCUPOBATh BPYUHYIO.

2. CreHepupoBaHHas MalllHA He TOJIAETCsS HACTpOMKe, Tak Kak Bce e&
napaMeTpsl 3a(UKCHPOBaHBI Ha YpPOBHE HWCXOIHOrO Koja. Peammsaums
BO3MOKHOCTH HACTPAWBATh MAIIIMHEI TPeOyeT BHECEHUS KOJa BPYUIHYIO.

[lepBoe orpaHuyeHue HE CYIIECTBEHHO, €CIIM MpeoO0iajaromias 4yacTh yCTPOWCTB
VM peammsyercst BMecTe ¢ Hed 1O (OpPMaIBHOMY OINHCAHHIO C ITOMOIIBIO
pa3paboTaHHOTO HWHCTpyMeHTa. Takue ycTpoiicTBa OyIyT HMETh COBMECTHUMYIO
naTepdeiicHyro gacte. Ho 8 QEMU mpHCyTCTBYeET psll yCTPOUCTB, KOTOPhIE OBLIH
peann3oBaHbl €Iie 0 TOrOo, Kak ObLI BBIPAOOTaH TEKYIIUH IMOAXOA K HANHCAHHUIO
Mojeneil yctpoiictB. Ha maHHBII MOMEHT HE BCe M3 HHMX OBUIM TepenucaHbl B
COOTBETCTBHH C 3THM ITOIXOAOM. TO €CTh OHH PEAN3yIOT CBOIO MHANBUAYAIBHYIO
4acTh B 00X0J1 HOBeHmx Bo3moxkHocted API mist matepdeiicaoit yactu. Ecim ke
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HY’)KHO HCIIOJNB30BaTh MOJOOHYIO MOJENb YCTPOICTBAa, TO MOXHO HCIIOJB30BATh
pa3paboTaHHBIl MHCTPYMEHT, CICHEpHpPOBaB C €ro IOMOLIBI0  HOBYIO
uHTepdeiicHyI0 YacTh, a 3aTeM CKONHMPOBATh WHIMBUIYAIBHYIO 4YacTb U3
OpHTHHAIA.

Bropoe orpanmueHue 3akiodaercs B cienyromeM. YacTh mapaMeTpoB MAallMHBI
0OBIYHO 3aJaeTCs MOJIB30BaTENEM (a He pa3pabOTIMKOM) TOIEKO B MOMEHT 3aITycKa
smyisitopa uepe3 CLI (Command Line Interface):

e  (aitr-o6pa3 [13Y (HDD, mukpocxema CMOS-namsiti, CD, DVD, u T.11.),
e okxoneuHylo Touky UART (BupTyanbHBIH TepMUHAT, (Haiiil, u T.IL.),
e cnoco6 nogkmovenus ceresoro nopra (TAP-apanrep, Ethernet mo UDP un
T.IL) U T. 1.
IMonnepxka CLI TpeOyeT BHECEHHSI B KO 3arOTOBKM MAIIHMHBI CIIEIHAIBHOTO KOJA.
ABTOMaTHU3alMs ATOrO Ipoliecca Juisl Haubosee 4acTo Ucnoib3yembix omuuid CLI
ABJIACTCA HANIPABJICHHUCM ,uaaneﬁun/Ix HCCHCHOB&HHﬁ.

3.3 APl reHepaTopa 3arotoBOK

CocraB nHTep(eiicHON YacTH yCTpOMCTBa ONpeaessIeTCs:

e  00s3aTesIbHO HCIOJIB3YEMBIMU CITy)XeOHbIME nHTepheiicamu QEMU;

e  TNOTPeOHOCTSMU MHAMBHIYAIbHON YacTH.
QEMU mpenocraBiser psa uHTEp(EHcoB, U3 KOTOPHIX B HHTEPPEHCHYIO YacTh
BBIOMPAIOTCST TONBKO HYXKHBIe. KoOa, COOTBETCTBYIOIIMH OTAEIBHO B3STOMY
unrepdeiicy, eauHooOpazeH. Ero MoXHO Iojy4aThb W3 HEKOTOpPOro Habopa
CTPOKOBBIX 3aTOTOBOK, IyTEM MOJICTAHOBKHU MapamMeTpoB. YacTh mapaMeTpoB OJHUX
HHTEP(EICOB MOXKET OBITH CBsI3aHA C MapameTpaMmu ApYrux uHTepdeiicoB. Yacto
JUIsL OJHOrO MHTepdeilica HeoOXOJUMO CreHEpHpPOBaTh HECKOJbKO (parMeHTOB
konma. IIpu 3TOM (parMeHTHl AOJDKHBI CIEAOBaTh B IPABHIIBHOM IIOPSIKE Kak
OTHOCHTEJILHO JIPYT JIpYTa, TaK ¥ OTHOCUTEIIFHO ()parMeHTOB APYTUX HHTEPQEHCOB.
Ot0o TpeboBaHme ciexyeT M3 cHHTakcuca s3bika Cu. Hampumep, ecnu ogun n3
apryMeHTOB (yHKIMH SIBISETCS yKa3aTeleM Ha CTPYKTypy, TO caMa CTPYKTypa
JOJDKHa OBITh OOBsBIEHa Bbimie. KpoMme 3TOro ciiefyeT y4nThIBaTH CEMAHTHKY
(parmMeHnToB (O6IM3KKE MO CMBICTY (parMeHThl JOJDKHBI PACIoiaraThCsi OJIM3KO) U
TpeGoBaHus cTuig nporpammupoBanmst QEMU.
I'eneparop 3arotoBok mpenocrasiseT API, ympomaromuii yuér 3TUX U Ipyrux
ocobennocteit. CoctaB API reneparopa yclioBHO MOKHO pa3OUTh Ha JIBE YACTH:

® IS UCNONb308aHUA TIAOTIOHOB;

e I Oobasnenus Ma0IOHOB.
Kaxnprit mabion ucnonszyer obe yactu. Yepes API ucronb3oBanus mabioHOB OH
nob6asmnser ce0s1 B HHPPACTPYKTYpy MHCTPYMEHTA, 1aBasi BO3MOKHOCTb IIPUMEHSTh
cebs anmsa reHepanuu. A ¢ momompio APl mobGaBrmeHuss mabiioH peanm3yer
TEHEPAIHIO KOJIa B COOTBETCTBHU C IIEPEAAHHBIMU €MY NapaMeTPaMH.
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3.1.1 UHTepdenc ncnonb3oBaHUsA WAGNIOHOB

Wntepdeiic wnucnonp3oBanus Ima0lTOHOB OPHEHTUPOBAH HA IIOMYyYCHHE OT
nmonp3oBatenss mepedHs wuHTepdeiico QEMU, tpebyeMbix paspabaTsiBaeMoi
MOJIETIBIO, ¥ X MapameTpoB. /st 3Toro HHTEpQEHc UCIIOIB30BAHNS PEIOCTABIISACT
uepapxuio kiaccoB. OHa THOCTPOEHAa MO TOMY JK€ INPHHIMITY, YTO W HEpapxus
kiaccoB QOM.
e QOMDescription

o  SysBusDeviceDescription

o PCIExpressDeviceDescription

o MachineNode
QOMDescription sBnsercsi  6a30BbiM  kimaccom. OH He MpeAHA3HAYCH IS
ucnons3oBanus. SysBusDeviceDescription omuchiBaeT yCTpOWCTBO Ha CHCTEMHOMN
ummne. PCIExpressDeviceDescription omucekiBaet PCI yerpoiicteo QEMU.
[lepeuncnenHsie Kiacchl BRIIOIHAIOT POJIb KOHTEHMHEPOB 1J1s mapameTpoB. Ho, B To
BpeMs Kak U1 ONHCAHUS YCTPOHCTB cucTeMHOW mmHbl mwin PCl mocraTtodHo
OJTHOTO 00BEKTA IEePEUHCICHHBIX KIaccoB, [t onmcanus VM tpebyercs emé onHa
uepapxus, paccMoTpeHHas Hipke. OObvekt kiacca MachineNode cmyxur
KOHTEHHEpOM a1 OOBEKTOB TOHW HMEpPapXHHM M TNPOYMX HapaMeTpoB T€HEpamui.
CoBMecTHO 00BeKTHI KilaccoB-motomkoB QOMDescription o6pasyor npoexkm
(QProject), akkymynupyrommii JaHHbBle Uil TeHepauud Kkoxa. Kiaccsl,
OITMCHIBAIONINE MPOEKT, ycTpoicTBa, VM n e€ coctas, noaaepXxuBaroT cOXpaHeHHE
aTOM MH(pOpPMALUH B (aidl.

3.1.2 Moaenb BbIYUCAINTENbHON MaLUUHbI

Conmepxxumoe VM ommceiBaeTCsS € HCHOJIB30BAHMEM CIEAYIOUIEH Hepapxuu
KJIaCCOB.

e Node
o BusNode
= SystemBusNode
= PCIExpressBusNode
= |SABusNode
= |DEBusNode
12CBusNode
o DeviceNode
= SystemBusDeviceNode
=  PCIExpressDeviceNode
o IRQLine
IRQHub
o MemoryNode
= MemoryLeafNode
= MemoryAliasNode
=  MemoryRAMNode

O
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=  MemoryROMNode
Node comepuT yHHKaNIbHbIH HACHTHHUKATOP y31a VM.
BusNode comepxuT Bce naHHBIC, OMMCHIBAKOINME MIMHY roboro Tuma. Bcee
JOYEpPHUE KJIACChl KOHKPETH3UPYIOT 3TH JaHHble. OHM OBUIM BBEAEHBI JUIA
cokpameHns 00béMa kKonma, HeoOXOAUMOTO Al PyYHOH pabOTHI ¢ MPOTrpPaMMHBIM
uaTepdeiicom. [Ipu ucnonap30BaHnH rpaUIECKOro peJakTopa 3TO HE aKTyalbHO.
DeviceNode omuckiBaeT mapaMeTpbl CaMOro YyCTPOCTBA M HACTPOUWKH €ro
unTerpaunn. Kmaccel, Haciexyemsie ot DeviceNode, pacmmpsiior 3TOT CIHCOK B
COOTBETCTBHH C MIA0JOHAMHU YCTPOICTB JUI KOHKPETHBIX CTAaHJAPTOB IIHH.
IRQLine (muums) m IRQHUb (KOHIIEHTPATOpP) OIMCHIBAIOT PACIPOCTPAHECHHE
NpephIBaHUN MEXIy YCTPOMCTBaMH (Ty €T0 9acTh, KOTOpas MO KaKOH-TO NMPHYHHE
HEe WHKAaICyJIHpoBaHa B INWHY). KOHIEHTpaTOp mNpephIBaHUI HCIOIB3YEeTCS B
Clly4asx, KOTJa OIHO TPEphIBAHHUE [OJDKHO OBITh JOCTABIEHO B HECKOJBKO
YCTPOMCTB M/MIJIN MOKET OBITH MOIYYEHO M3 HECKOJIIBKUX YCTPOWCTB (TaK KaK JIMHUS
HpEepBIBaHMUS COSIUHSET CTPOTO /1BA KOHIIA).
Crenyromye KJ1acchl HCHONB3YIOTCS IS IBHOTO CO3IAHUS YIaCTKOB IaMSTH. XOTS
OOJIBIITYIO YaCTh aJPECHOTO MPOCTPAHCTBA MALIMHBI ONIPEACIISIIOT CaMU YCTPOHCTBA,
HEKOTOpBIE YYacTKM NamsTH, cooTBercTByromue O3V, HexoropsiM I3V u 1. 1.,
JIOJDKHBI ObITh M00aBieHs! sBHO. [ O3Y ucnonszyercs MemoryRAMNode, a mst
13Y MemoryROMNode. MemoryAliasNode wcrions3yercst st CCBUIKM Ha OJWH
y4acTOK  aJpeCHOrO  IPOCTpaHCTBA M3  JPYroro  Juana3oHa  aJpecoB.
MemoryLeafNode (mmct) sBusieTcst CiyeOHBIM MIPOMEKYTOUHBIM — KJIACCOM,
3aIpeIaroIM J00aBIsATh YYaCTKU B YYACTKH, HE SIBJISIOLIMECS KOHTEHHEpaMH.

3.1.3 XpaHeHue HacTpoeK reHepauumn

OOBeKTHl TEepPEYUCICHHBIX BBINIE KiIaccoB oOBemuHEeHB B TpoekT (QProject).
@®opmar  Qaiina, XpaHAMIEro MPOEKT, OCHOBBIBAETCS Ha  BO3MOXKHOCTH
UHTEpHpeTaTopa s3plka Python anHamMuueckw 100aBIATH KOA B IPOTpamMMy.
CoxpaHEHHBIN TIPOEKT MpencTaBiser coboit kox Ha s3bike Python. ITockombky
MHCTPYMEHT caM HamucaH Ha s3bike Python, maHHOe pelieHHe CyIecTBEHHO
ymnpocTuino pa3pabOTKy, TOCKOJIBKY He TpedyeT pa3paboTKH —CIEeHHaIbHBIX
JIEKCHYECKOTO, CHHTAKCHYECKOTO W CEMaHTHYECKOTO aHaJIM3aTOpoB. 3arpyska
MPOEKTa TMPEACTABISIET COOOH BBINONHEHHE KOJAA, B pe3yibTaTe KOTOPOTO
BbIpabaTHIBaETCS ONpE/eICHNE ITEPEeMEHHON, CChUIAIOIIEHCs Ha OOBEKT Kiacca
QProject, xoropelii 3KBHBaJE€HTEH paHee COXpPaHEHHOMY oObekTy. ['eHeparop
(atinoB pazpabaThIBajCcsi TaKUM 0Opa3oM, 4ToObI (popmaTHpoBaHHWE BHIBOJUMOTO
KoJ1a OBbUTO yIOOHO IS YesIOBEeKa.

OnHaKo NpH COXPaHEHHUH He TapaHTHPYIOTCS:

®  PaBEHCTBO He3HAuawjux MPOOETHHBIX CHMBOJIOB;

® CHHTAKCHYECKH HE3HAYallWid MOpSAOK (parMeHToB Koma (MOPSAOK
OTIpeNieNIeHUs ApTYMEHTOB KOHCTPYKTOPOB CO 3HAYCHHUAMH 10 YMOITIaHUIO,
MOPSIIOK BOCCTAHOBJICHHS HECBA3aHHBIX OOBEKTOB, H T.I1.);
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®  COXPaHHOCTh UMEH NIEPEMEHHBIX;
® HCHOJB30BaHHWE TEX JK€ CaMBIX KOHCTPYKIMHA s3bIKa (Hampumep,
MPOTPAMMHUCT MOXKET CO3/1aBaTh HECKOIBKO OOBEKTOB B LIUKJIE, B TO BPEMs
KaK HHCTPYMEHT CT€HEPHUPYET U ATHX 00BEKTOB Pa3BEPHYTHINA KON);
®  COXPaHHOCTh KOMMECHTApHCB, CCIIH TAKOBHIC OBLIM BHECCHBI BPYYHYIO B
(aiin mpoekra.
OTH 0COOEHHOCTH CO3JAI0T CJIOKHOCTH MPU PYUHOI paboTe ¢ (aiiaMu mpoeKTa, u
0COOCHHO MpH XpaHECHUM (PailJioB C MCIOJIH30BAHUEM CHUCTEMbI KOHTPOJIS BEPCHIA.
Pemienne 3Toil mpoONeMbl SBISETCS OJHUM W3 HANpaBICHUM JadbHEHIINX
HCCJIEJOBAHUM.

3.1.4 Cnoco6 reHepauumn Cu-koga u MakpoKoMmaHpg

[I1a6GmoHBl peann3oBaHBl C IOMOILIBI0 (OPMATHBIX CTpOK. ['eHepamms Koxa
3aKJFOYaeTCsl B MOACTAHOBKE MapaMeTpoB B (OpPMaTHBIE CTPOKH. M3 MOITydeHHBIX
(parMeHTOB KOzJa 3aTeM COCTaBisAOTCS (aitnsl. PopMaTHBIE CTPOKU SBISIOTCS
HU3KOYPOBHEBBIM CIIOCOOOM ompezeneHus ImabinoHoB. OHM OrpaHWYEHBl B
BO3MOXKHOCTSIX MNPOTrpaMMHOW 00paboTku. B cBs3M ¢ 3TuM Ui pa3paboTku
mabaoHOB ObUT BBeNEH BCIIOMOTraTelbHbBIH HHTEpdeiic. Byaem HaswpiBaTh ero
unmepgeticom dobasnenus wiabionos. OH OCHOBaH Ha (DOPMATHBIX CTPOKaX, HO
MpPEJOCTaBIsAEMblE UM HHCTPYMEHTHl OPHUEHTHPOBAHBl HAa TEHEpalHio 0a30BBIX
KOHCTpYKuMit s3bika Cu. IlosToMy wuHTEpdelic HanmoMHUHAET MNPOTPAMMHYIO
peamzanmio ACJl, oJJHaKO €CTh MPUHIMIHAILHOE OTIWYHE: OH IMOAJEPKUBAET U
A3BIK IPENpoLEeccopa.

[TapannensHo Obula NpEeIUpPUHATAa TONBITKA HCIHOJB30BAaTh IUI  ONpEACTICHUS
mabnoHoB ACJ] s3eika Cu. bubnuoreka PyCParser [9], peanusyer nBycCTOpOHHEe
npeobpasoBanne. Opnako y mpumenenusst ACJ/l Obumm oOHapyKeHBI CleAyIOIe
HEIOCTaTKU:

e HE TIOJUICP)KUBACTCA HPEHPOLECCOP, MAaKpPOChl KOTOPOTrO aKTHBHO
UCTIONB3YIOTCSA B HHTEpEHCHON (M He TOJIBKO) YacTH KoJa YCTPOWCTBA B
CHWIly TPHHATOTO B coobmectBe paspaborunmkoB QEMU  cruns
pOrpaMMHUPOBAHUS;

e HE YYHUTHIBAIOTCS HE3HAYallMe CHMBOJBI (IIPOOEINBl, MEPEHOCHl CTPOK,
KOMMEHTapuH), 4To Tpedyer nopadbotku reneparopa PyCParser, 4ToOb1 oH
TeHEPUPOBA KO, HE MPOTHBOPEYALMH CTHIK I[POrPaMMHUPOBAHUS
QEMU.

OcHoBoii nHTEpdEiica 706aBICHNS IA0I0OHOB SBISIETCS MOJCTD 2UOPUOHO20 A3bIKA,
COYETAOIIETO MOMHOXKeCTBa s13bIKoB CH U mpenpoiieccopa. Beidop KOHCTpYyKIHi,
KOTOpBIE MONAIA B THOPUAHBIN S3BIK, 00YCIOBIECH TPEOOBAHMAMH K O(GOPMIICHHIO
komxa QEMU, moapoOHoe paccMOTpPEHHE 3TOrO BOMPOCA BBIXOIUT 3a PAMKH JaHHOU
pabotel. Mojenp THOPHIHOTO $S3bIKa ONKCHIBAET COAEPKMMOE 3arojlOBKOB U
moxyneil s3pika Cu. Pa3paboTyMk ONMCBHIBaeT COAEPKMMOE ILIa0JoHa C TOYKH
3pEHUs] TOrO, Kakhe KOHCTPYKLMH JOJDKHBI OBITh 100aBieHs! B (Qailn B
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COOTBETCTBHM C 3THM ImabioHoM. [IpwduéM oauH mMIabmOH MOXET KacaThCs
HECKOJIBKUX (paiiioB, paBHO KaK M OJMH (aiil MOXKET COJEpKaTh KOHCTPYKINH U3
HECKOJIBKUX Ia010HOB. HEeKOTOphIE KOHCTPYKIMH W3 IMIA0JOHOB CBSI3aHBI C YyXKE
cymectByfomuMia B QEMU koHcTpykuusmu. [lostomy wunTepdelic mo3Bomser
OIPEZIeTIATh COAEPKUMOE CYIIeCTBYOUMX (ainoB. OnucaHne CymecTBYIOMINX
KOHCTPYKLMI HOCUT JIEKJIAapaTHUBHBIA XapakTep. MHOrHe NOAPOOHOCTH MOTYT OBITh
OpOMyIIEHbl, TaK Kak TeHepauus He Mpeanonaraercs. HWHbIME crnoBamu,
UCIIOJIb3YETCsl IPUHIMIT MHHIUMAJIBHO JI0CTaTOYHOI HH(pOpManuy.

[pu onucanum conepxumoro aiisia UCIIONB3YIOTCS CIIEAYIONINE KITacChl.

e Type
o Structure
o Function
o Enumeration
o Pointer
o Macro

o TypeReference
e Initializer
e \Variable
e Usage

Structure, Function, Enumeration u Pointer cooTBeTCTBYIOT CTPYKTYpe, GYHKIIHUH,
MEPeYHCIICHNI0 M yKa3aTenmio B s3pike Cu. Macro umcmonb3yeTrcs A ITUPEKTHB
#define mpenpomueccopa.

O6next TypeReference (cceiika Ha THIT) HUCIOJNB3YETCs IS CCHUIOK HA THIIBI W3
Opyrux ¢aiiios. JIo0o0i THI MOXET NPHUCYTCTBOBATH HEMOCPEICTBEHHO TOJIBKO B
(aiine, rne oH oObsaBieH. Ho, korna onun daitn BkIroyaercst B Ipyroi ¢ NOMOUIBIO
nupextuBsl #include, BTOpoil KOCBEHHO COMEPKUT BCE THIBI MEpBOrO. UTOOBI
OTJIMYUTh BKIIOYEHHBIE TUIBl OT HENOCPEICTBEHHO OINPEACIEHHBIX B JaHHOM
¢aiine npumensiercst TypeReference. Ccpuika co3aaéres Asst KakI0ro BKIFOUEHHOTO
THIIA, BKJIIOYAs Te, KOTOpbIE YyxXe ObUIM ccbUIKaMH. Takoi monxon maér
BO3MOXKHOCTb IIPH TEHEpaluu KoJa OJHO3HAYHO ONPEASNUTh CIIeNyeT JH
Cr€HEepHpOBaTh HEINOCPEACTBEHHOE ONpe/AeeHne THMa 110 MIA0JoHy, WIH
CreHEepHpOBaTh BKJIIOYEHHUE 3ar0JI0BOYHOTO (aiiia, rie OH onpesenéH.

OnHuM U3 HamnpaBleHUH JalbHEHIINX HCCIAEAOBAHUN SIBISIETCS CHUHTAKCHUUECKUM
ananuz  QaioB QEMU ¢ nenmplo  aBTOMaTHYECKOTO CO3JaHUSl  OOBEKTOB,
ONUCHIBAIOIIMX  CYLIECTBYIOIIME THUNBL. B Hacroammid  MOMEHT  Takas
(hyHKIMOHATIBHOCTh peaji30BaHa TOJBKO [JJISI MaKpOCOB IIpemporieccopa H
omnmpaeTcs Ha (QYHKIMOHAT MOJIUPHUIIMPOBAHHOTO TpEIpoleccopa u3 OHOIHOTEKH
PyCParser.

Knacc Variable (nmepemennas) onuceiBaer mapy: «THII, uMs». ECIM K epeMeHHOM
HY)XKHO J00aBWTh HayalbHOE 3HAYEHHE, TO NpuMeHsercs kiacc Initializer
(MHUIATU3aTOoP).
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Kmacc Usage (ucmonp3oBaHWE) TPHUMEHSETCs, Koraa Tpedyercss T00aBUTH
WHULNHAANA3ATOp K muny, a HE K NEpEeMEHHOW. ENMHCTBEHHBIM NHpHUMEpOM B
HacToOsIlee BpeMs SABISAETCI Makpoc. VIHWIMAIM3aTop HWCHOJB3yeTCs I
paccTaHOBKH 3HAYCHUI IIPH TeHEPALlU BEI30Ba MaKpoca.

PaccmoTpenHas Mozienb He ABIIsseTCs 3aKOHYeHHOU. Ho nake B TakoM BapuaHTe OHA
MO3BOJISIET C TOCTATOYHOM TMOKOCTBHIO ONHCHIBATH MAOJOHBI YCTPOWCTB U MAIIHHY,
UCIIONB3YeMbIE TIpM TeHepalun HHTep(elHCcCHON dJacTh mx Koma. PasBurtme 3TOH
MOJIETIH SIBJIIETCSl HAIIPABJIEHUEM JaNbHEHIINX HCCIe0BaHUH.

3.4 N'eHepauua koaa

Ienepanns konma 3aKmodaeTcs B MOJNYYCHHH M3 IIAO0JIOHOB ()ParMEHTOB KOJA H
oObearHeHNU WX B Qainbl. [IpyuéM nonydeHHble (QparMeHThbl OJDKHBI OBITH
ynopsitouensl. J{is aroro Oblia pa3paboTaHa BcrioMoraresibHas Mozenb (aiiia c
UCXOAHBIM KoJoM. OHa omepHupyeT HeIeNUMbIMH TEKCTOBBIMHU (pparMeHTamu, u3
KOTOPBIX COCTOUT (haiiyl, U MOPSIKOBBIMHU CBSI3SIMU MEXAY HUMH. DJIEMEHTHI 3TOU
MO/IEJIN KOHCTPYHUPYIOTCS U3 2JIEMEHTOB MoJienu s13blka CH U Iperpolieccopa.

3.4.1 Mogenb thanna ¢ UCXOoaHbLIM KOAOM

OmucanHas Bele Mogaens s3bika Cu M mpempoleccopa He obecneynBaeT
TeHEepalMi0 CHHTAKCHYECKH KOppekTHoro ¢aina. E€ 3amava: creHepupoBath
3aKOHUYCHHbIC (pacmenmybl TeHepupyeMmoro Qaitna. IIpum 3ToM ocraéTcs pemuTh
CIIeIYIOIIHE 3aa4H:

®  pacHoJIOKUTH (ParMeHThl B CHHTAKCHYESCKH KOPPEKTHOM IIOPSIJIKE;

e  00ecneynTh CMBICIOBYIO IPYIITUPOBKY (pparMeHToB;

e  cobmroctu TpeboBaHus cTHIs porpammupoBanus QEMU;

®  MHHUMH3UPOBATH KOJIMYECTBO TUPEKTHUB BKIFOUEHUS 3ar0JIOBKOB H JIp.
Janee 3T 3a1a4u paccMaTpUBAOTCS OJPOOHEe.

3.4.2 CopTupoBKa pparmMeHToB

S3pik  Cu  HakmafgplBaeT JKECTKHE OrPAaHMYEHUS Ha TMOPSAOK OIpeIeeHHs
pa3nuyuHBIX CUMBOJIOB. Harpumep, Tun 1omkeH ObITh 00BSIBIEH 0 TOTO, Kak OyneT
CO3/]aHa MepeMEeHHast 3TOro THMa, WK OyaeT o0bsBiIeHa QyHKIMS, TPUHUMAONIAs
apryMeHT Takoro Tuma. [loxpoOHoe paccMOTpeHHE BCEX BO3MOXKHBIX IPHMEPOB
BBIXO/IUT 3a NpeJIesIbl JaHHOHW cTaThi. BaKHO 3aMeTHTh, YTO TOYTH Bee (parMeHTHI
CBSI3aHBI JpPYyr C Jpyrom, o0Opasys amukinueckuid rpad, u juiss obecriedyeHHs
CHHTAaKCHYECKH KOPPEKTHOTO MOPSAKA UCIOIB3YETCs TOTIOJIOTHYECKasi COPTHPOBKA.
[Nomumo TpeboBaHMII CHHTaKcHcCa €CTh TPeOOBAHMS CTHIIS NPOTPAMMHPOBAHUS H
3[paBOTO CMBICNIA, COIJIACHO KOTOPBIM, (pParMeHTsl JIOJDKHBI CIIEJ0BAaTh B
CIIEAYIOMIEM TOPSIKE:

1. BKJIIOYEHHE 3ar0JIOBKOB;
2. o0ObsBIeHUE THIIOB s13bIKa CH M MaKpOCOB;
3.  o0ObsiBiIeHUS QyHKUNI;
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4. onpenenenne GYyHKIUH, MT00ATBHBIX IEPEMEHHBIX U MPOYNN KOJI.

3.4.3 Y4éT1 3aBMCMMOCTEN U B3aUMOCBSA3b C CYLLECTBYHOLMM KOAOM

Kak yxe ormedanoch, 1isi 00ECICUCHNS] BUIUMOCTH CHMBOJIOB, OOBSIBICHHBIX B
Ipyrux (Qainax, remepupyrorcs maupekTuBsl include. Ilpu sToM wWMeercs psn
ToHkocreit. Hampumep, 3aronoBounsic (aillibl caMu HCIONb3ytoT include s
HOJKIIFOYEHHsS. JApyruX (ailiioB, IOITOMY MOIKIIOYEHHE OAHOro (ailia MOXKeT
3aMEHHUTH MOJIKIIIOYEHIE HECKOIBKHX.

O1a 0COOEHHOCTh HCIONIB3YyETCS HHCTPYMEHTOM JUIS COKDALICHUs. KOJIUYECTBA
HOJKIIFOYaeMBIX 3aroJIOBKOB Ha OCHOBE aHaiu3a rpada BKIIOUCHHS 3aroJIOBKOB.
I'pap cTpouTcs aBTOMATHYSCKH C HCIOJIB30BAaHHEM  MOIU(PHIIMPOBAHHOIO
npemnporieccopa u3z 6ubnanoreku PyCParser.

VHCTpYMEHT YUHUTBIBACT U JPYTrUe 0COOCHHOCTH, PACCMOTPEHHE KOTOPBIX BBIXOIHUT
3a paMK{ JAHHOU CTaThH.

3.4.4 BctpanBaHue koga B QEMU

Jns noGaeneHust 3arotoBku ycrpoiictBa mimu 1arpopmsl B QEMU  kpome
CO3JJaHUSI COOTBETCTBYIONIETO MCXOMHOTO Koxa Ha CH, Hy)KHO 3aperucTpupoBaTh
HOBBIE MOJYyNM KOMIWIAIMH B cucteMe cOopku. MHCTpyMEHT uMeer
COOTBETCTBYIOILYIO ()YHKIIHOHAIBHOCTD.

3.4.5 ApanTauua K usmeHeHnsam QEMU

QEMU sBnisiercst pa3BUBAIOLIUMCS MPOEKTOM. DTO MPUBOJUT K TOMY, YTO B HEM
MIEPUOTUYECKU TIPOUCKOAAT U3MEHEHUS, JENAI0IHe MAOIOHE HECOBMECTHMBIMHU C
HOBOH Bepcueil.

Juis pereHns 3Toi mpoOIeMBl HCIIONB3YETCs IBPUCTHICCKIN TOX01. Bee acmekTs
MOBECHUS MHCTpYMEHTa, 3aBucamue oT Bepcun QEMU, HazbiBaroTcs
aspucmukamuy. Tak Kak OIUH acleKT pabOThbl MOXET MEHSTHCS MHOTOKPaTHO, TO
Kaxk1as SBPHCTHKA TNpEACTaBICHA OJHOM WM HECKONBKMMH 3allUCSIMH B 0aze
JTAaHHBIX.

Kox wmHCTpyMeHTa moiy4aeT AOCTYH K TpeOyeMOW HIBPHCTHKE IO CMPOKOBOMY
KAIOYYy — YHUKAJbHOMY MMEHH 3BPHCTHKH. 3HAUCHHUEM JBPUCTUKU MOXET OBITH
mrobast cymHOCTh si3pIKa Python: oT menmouuciieHHON KOHCTaHTHI A0 Kiacca WIH
Moxyist. Takum oOpa3om, Ipu HEOOXOIMMOCTH, MOXKHO HOOMeHUmMb TIOYTH BCIO
peann3anuio HHCTPYMEHTA.

Kaxxmas 3amice 00 3BpHUCTHKE HMEET Kak MUHIMYM J[Ba 3HAUEHUS: HO8oe U cmapoe.
3anmce mpuBssbiBacTes k SHAl-unentudukaropy usmenenus B Git-rpade [10]
nctopuu QEMU.

B mHCTpYMEHTE peayin30BaH alrOpUTM, IMO3BOJISIONIMHA AJis 3anaHHbBIX SHA1, 6a3bt
9BpUCTHK ¥ Git-UCTOPUU BBIYMCIUTH 3HAYCHHUS IS BCEX HMEIONMXcs B 0ase
KIodeil. XpaHeHre 000WX 3HAYCHUH B KaXKAOW 3alliCH 00 dBPHCTHKE M30BITOYHO.
Ho 312 M30BITOYHOCTD UCTIONB3YETCS AL IPOBEPKH HETIPOTHBOPEUUBOCTH 3aIIHCEH.
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3.5 Npachmuecknn pepaktTop

Bce BO3MOXXHOCTM MHCTPYMEHTa JOCTYIHBI Pa3pabOTUMKy IOCPEACTBOM
uHTepdeiica ucrnonb3oBaHus 11abnoHoB. Jlnsg ommcanus ycrpoiicte U VM
JIOCTaTOYHO MPOU3BOJIBHOTO TEKCTOBOrO peaakropa. OpHAakoO MpUMEHEHHE
rpau4ecKoro penakropa, CIpOEKTUPOBAHHOTO CIIEHHAIBHO ISl pabOThl C 3TUM
uHTepdeicoM, UMEET CIIeayIOIIne MPEeHMYIIECTBa.

e lcknrodeHsl JeKCHYeCKHe OIIMOKM B MMEHaX IepEeMEHHBIX, Ha3BaHUSIX
3JIEMEHTOB MHTepdeiica, a TakkKe CHHTAaKCHYECKHE OITMOKH: pa3paboTInK
BBOJIUT TOJILKO 3HAYCHHUS MTAPaMETPOB.

e Jlns muHormx 3HadeHnit mapamerpoB B QEMU ompeneneHsl MaxpoOCHI,
UCITIONIb30BAaHUE  KOTOPBIX  IPENNOYTHTENbHEE,  COIJACHO  CTHIIIO
nporpamMmmupoBanus QEMU. Pepakrop, npoananusupoBaB kon QEMU,
MOXET NPENOCTaBUTh Pa3pabdOTUMKy CIHCOK JIOCTYHHBIX MAaKpOCOB,
00BIYHO IPUMEHSEMBIX C JaHHBIM THIIOM napamMeTpa. Hampumep:

o wugenrudukarop PCI,
o wums tuna QOM,
O  CIIMCOK CBOWCTB BHIOPaHHOT'O YCTPOWCTBA H T. II.

e  ckimoueHbl HEKOTOPBIE CEMaHTHYECKUE OINMOKHU (HApUMep, B peaKkTope
HE MPEeAyCMOTPEHa BO3MOXHOCTh COCIMHEHHS JIMHUEH NPEpPBIBAaHUS ABYX
IIMH, B TO BpeMs Kak pa3paboTUMK MOXKET HamMcaTb IOJO0HOE 110
ommOKe). lmeercst BO3MOXKHOCTH JOHOJIHUTH PEIAKTOP CPENCTBAMH
MIOMCKA MEHEE OUEBHIHBIX CEMaHTHIECKUX OLINOOK.

e Bce gocrymHble —TapaMeTpel  COCPENOTOYEHBI B guddcemax W
COIPOBOXKIAIOTCSI HA3BaHMSAMHU HAa €CTECTBEHHOM si3bIke. B OonbmmHCTBE
cinydaeB 3HaHus QEMU noctatodHo, 4TOOBI HMOHATH CYTh IapameTpa, He
oOparrasick K ClipaBOYHOH MH(OPMAIIHH.

e UHTepnperanmys MaimldHBI B BHAE CXEMBI. OTa BO3MOXHOCTH OCOOEHHO
akTyaJlbHa Tpu paszpaboTke MHOrodneMeHTHRIx VM ¢ Gombrmm
KOJIMYECTBOM CBSI3€H, TaK Kak Ha CXEME JIerde OpPHEHTHPOBATHCS, YEM B
TEKCTe.

Hdns peanusaumu rpaduyeckoro pepaktopa ucnoiezyercs APl Tkinter [11].
Jannelit naTepdeiic conepKUT BClo HE0OXOIMMYI0 (DYHKIMOHAJIBHOCTh U MPOCT B
Ppa3BEPTHIBAHUM, TAK KaK BKJIIOYEH B AUCTpHOYyTHBHI Python.

3.6 ABTOMaTU3NpPOBaHHbIN NpoLecc pa3paboTKkn

C wucnonp3oBaHNeM pa3pabOTaHHOTO WHCTPYMEHTa MpoLecc pa3paboTKHU Kak
MoJIeTM ycTpoicTBa, Tak 1 VM mpunHumaer cienyromyo ¢opmy. Ero moxnO
pa3dutp Ha 4 dTana: ozHakomieHue C NOKYMEHTALMEH, n0020mo6Kd SMYIATOpa,
2eHepayusl 3ar0TOBOK UHTEP(HEHCHOM YacTH U peanusayus MHAMBAAYaIbHONW YacTH.
[Ipn o3HaKOMIICHMHM C JOKYMEHTauueil 3ajada pa3pabOT4MKa: OLIEHHTh COCTaB
MaIlMHBI: KaKhe YCTPOHCTBA MOTPEOyeTCsl peain3oBarh, Kak UX CBS3aTh B €AHHYIO
VM u t. 1. Ora nHdpopmauus norpedyercs Uil TeHepanuy 3aroToBok. I1ockonbky
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HHCTPYMEHT TE€HEPHUPYET 3arOTOBKM C y4€ToM Tekyiieid Bepcum koma QEMU,
MOXET NOTPEeOOBATHCS BHECCHHE IMOATOTOBHTEIBHBIX HM3MEHEHHH B KOJ, YTOOBI
3a/eiicTBOBaTh MakCHMyM BO3MOKHOCTEW HWHCTpyMeHTa. Hampumep, mobaBneHme
HOBEIX uaeHTuduKatopoB PCl. 3aTem, pa3paboTank 3aqaéT mapaMeTpsl U MOJTydaeT
3arOTOBKM — BBINOJHSET 3Tall reHepaluy. HakoHel, OH MepexoinT K pealn3annu
VHIMBH/YaJIbHbIX YacTed KoJa yCTpoicTB U yTouHeHHIo 3arotoBok VM. Ilpu sTom
npoucxoqur  Oojee  JeTaNbHOE  U3ydYEHHWE  JOKYMEHTAllMW, OMIAAKa H|
KOPPEKTHPOBaHUE KO/IA.

[IponenanHble B JaHHOW pabOTe OLIEHOYHBIE SKCIEPHUMEHTHI POXOAMIN UMEHHO I10
TaKOMY CLIEHAPHIO.

4, SkcnepumeHmaanble pe3ysribmamabi

Jns  TpOBEpPKH  COCTOSITENBHOCTH —NPEIUIOKEHHOTO  IIOAX0Ja C  ITOMOIIBIO
pa3paboTaHHOTO HHCTPYMEHTa OBUTH peann3oBaHbl 18e VM:
e IBM PC coBmectumas mammaa Q35 Ha 0Oa3e omHOMMEHHOTO HabOpa
MHUKPOKOHTpOJUIepoB ¢upmsl Intel;
o  mapmpyruzatop CISCO cepun 2600 (C2621XM).

B kadectBe OCHOBHOW MeTpHKH 3(P(PEKTHBHOCTH aBTOMATH3aIMU OBIJIO BBIOPAHO
KOJIMYECTBO CTPOK. [ToxcuéTsl nmpousBoaninch mo uctopuu Git ¥ CrpynnupoBaHbI
MOA3TANMHO. 3aMephl NMPOU3BOAMIINCH 110 PA3HUIE MEXIY HAadallbHONH M KOHEYHOMH
Bepcueil kaxaoro stama. Kpome storo mis kaxnoi VM mpusenena cymmapHas
pasHuna mexay 6a3oBoii Bepcueit QEMU u MOJIHOCTBIO pearn30BaHHON MAIIMHOM.
BaxxHo uMers BBUAY, YTO B NPUBEACHHONM HMIKE CTATUCTUKE WU3MEHEHHME OJHOMU
CTPOKH TIPECTaBIeHO Kak | ynanenue u 1 mobasieHue B cuity ocobennocteit Git.

4.1 Q35

3a ocHoBy Q35 Obputa B3sTa €€ peanmsanus, yxe mMmeromascs B QEMU Bepcun
2.9.5. Uenpl0o pmaHHOTO OKCIEpUMEHTa OBbIa TPOBEpKAa  BO3MOXKHOCTEH
paspaboTraHHOro MHCTpyMeHTa. Breibop Q35 oOycnoBieH TeM, YTO 3Ta MalluHa
SBIISICTCS OJJHOM M3 CAaMBIX CIIOXHBIX MAIINH, peann3oBaHHbIX B QEMU.

B xone anaimsza umcxomHoro koxa peanusaund Q35 ObUI cocTaBiieH IepevyeHb
YCTPOWCTB M BBISBJIEHA MX B3aUMOCBSI3b. JTH JaHHbIE ObUIM (POPMAILHO OIHCAHEI
cpeacTBaMu  pa3pabOTaHHOTO HWHCTpyMeHTa. [lomydeHHas cXeMa MallWHBI
npescTaBjieHa Ha puc. 4.

[Nockonbky peanuzanust Q35 He MOJHOCTHIO COOTBETCTBYET BCEM TPEOOBAHUSIM
QEMU, notpeboBaics moAroToBUTeNbHEIN 3Tan. Ha stame moxroroBkn 8 QEMU
BHOCHJIMCH M3MEHEHHS, KOTOPBIE MOTYT OTPAaHUYHUTh BO3MO)KHOCTH HHCTPYMEHTA!

® B 3aroJIOBOYHBIN (Daiiyl BEIHECEHA CTPYKTYpa, OMUCHIBAIOIIAS yCTPOUCTBO
MC146818 RTC, u Makpoc IHHAMHYCCKOTO MPUBEACHHUS K THITY JaHHOTO
YCTPOWCTBA;
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e  100aBiieHBI QYHKINYM WHUIHAIM3AIAH TJI00ATBHBIX TIepeMEHHBIX Slave_pic
1 iSa_piC, B KOTOpPBIEC 3aIMMCHIBAIOTCS CCBUIKH Ha JBa YCTPOUCTBA «i8259.

[ isa-18259 | 10_PORT 80 |
| isa-i8259 |——{ 10 PORT Fo |
| isa-parallel F——~44 PC_SPEAKER
Eu; [ 15A_sertaL —1— 18254 |
[ 18257 |—1— iseaz2 |
| 18257 | portez |

|ummnuse F‘*——{ MC146818_RTC
)

smbus -eeprom smbus-eeprom
isa.
smbus-eeprom smbus -eeprom

ICH9 LPC DEVICE |——

ICH9 SMB_DEVICE [EEE:E] [EEE:E]

]
035_HOST_DEVICE

— 1cho anct |

Puc. 4. Cxema Q35
Fig. 4. Q35 scheme

B Tabu1. 1 mpuBeneHs! oneHKH 00bEMa paboThl 1o peanuzanun Q35.
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Taban. 1. Oyenka 06wéma peanusayuu Q35
Table 1. Q35 development steps evaluation

Jran 3aTponyTo ¢aiinoB (BceraBiieHo cTpok |YaajdeHo CTPOK
TTonroroska (4 42 31

lenepaunst |8 599 0

Peammzamms |5 162 93

Cymmapao |12 803 31

Ha srane reneparuy ¢ mMOMOLIBIO WHCTPYMEHTA OBUIM CreHEPHPOBAHbBI 3arOTOBKH
VM Q35 u tpéx ycTpoiicTs, Bxoasamux B e€ coctaB: «A20 liney, «port 80» u «port
FO». B opurunameHoit VM Q35 3TH ycTpolicTBa pealv30BaHbl B KOJE caMoM
MaIIHBI.
Ha stane peanusanuu B 3arotroBKy VM ObUIH BHECCHBI CICIYIOIUEC U3MCHCHHUS

e  nobaBiieH mpomueccop;

e nobagieHa HacTpoiika BIOS;

e nobagieH pexkuM coBMectTuMoctd MS-DOS ¢ uckmouennsmu FPU;

e  BBIZIEJICHA [TAMATH [10]] €eprom;

e 100aBieHBl K MAalllMHE CBONCTBA, XpaHAIIME YyKa3aTedd Ha OOBEKTHI

ycrpoiictBs IOAPIC u PCI HOST;
e mpousseaena ununpanuzanus ICH9 PM, IDE, PC CMOS, VGA, NIC u
ACPI;

e  CKOPPEKTHPOBAaHBI UMEHA IIEPEMEHHBIX.
Heo0OxoauMocTe MHUITMATH3AIMM HEKOTOPBIX YCTPOMCTB Ha 3Tale peaau3alyuu
CBSI3aHA C TeM, YTO 3TH YCTPOHCTBA MOJAEPKUBAIOT HACTPOHKyY mocpeacTsom CLI.
Crout 3aMeTuTh, YTO B HACTOAIIEEe BpeMS MHCTPYMEHT HE TOIJIEPKUBAET
TPYNITUPOBKY CBSI3aHHBIX MO CMBICTY NMEPEMEHHBIX B MACCHBBI U MHHUIIHAIN3AIIUIO
UX B IMKJIE. BBUmy 3TOro0, MHUIMANM3auus MpephIBaHUH OblJIa BRIHECEHA Ha 3Tall
peanu3anuy. OTO NO3BOIMIO MPOU3BECTU PETUCTPALIMIO NPEPLIBAHUN B IUKIIE, TEM
caMbIM oOecrieuuB KpaTKocTh koja VM. MHunuanuzanus npepbiBanuid 3ansuia 20
CTPOK KOJia, 4TO cocTaBisieT MeHee 3% OT KojJia Bcel MOJieNnu.
Takum oOpazom, npubimsntTensHo 75% koxa iaTGopMbl OBUIO CTEHEPUPOBAHO
aBTOMATHYECKH ¥ b 1 1% npunuiock MoaAnQpHUIMPOBATE.
Wrorosas Bepcus miatdopmer Q35 Ob1a ycrenHo nporecTupoBana. TecTupoBaHue
cocrosuto u3 3arpy3ku OC Windows 7 u 3amycka Internet Explorer ¢ nmocienyrommm
OTKPBITHEM CTpaHHIBI google.com.

4.2 C2621XM

3a ocHoBy C2621XM B3sTa €ro MoOJeNb U3 3MYIATOPA C OTKPBHITBIM HCXOAHBIM
xogom Dynamips [13]. Ero pa3paboTka Ha AaHHBIII MOMEHT 3aMOPOXKEHA, €CIIH HE
cuntath mpoekT GNS3 [14], xoTopeli ucnonb3yer Dynamips aias SMymsinuu
MaplIpyTU3aTOpoB, KOMMYTaTOPOB M KOHLIEHTPATOPOB, UCIIPABIISAS B HEM OIIMOKH.
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Ha stane moarorosku B QEMU BHOCHITHCH CIEIYIONTNE W3MEHEHHS:

e  peamuzoBadH MMU;

e  peanu3oBaHa BHYTPEHHSSI KOMMYTAalMsl IPEPBIBAHUE MpOLECcCcOpa;

® JCHpaBICHBl  HEKOTOPBIE  PETUCTPHl  IpOLECCOpa  CHEUUAIBHOIO

Ha3HAYEHHsI COTJIACHO C AoKyMeHTarumei [15];

e  nobaBieHsl uaeHTHUKaTOpsl HOBBIX PCI ycTpOHCTB.
IlepBele 1Ba W3MEHEHHs MO3BOJIMIM MCIIOIL30BaTh IPOLECCOP B PEXKUME
MOJHOCUCTEMHON 3MYJIILMU: IO 3TOTO MHOJJAEPKUBAJIACh TOJbKO sMynsanus ABI
OC.
Ha »Tane o3HakoMieHHs, MCXOIS U3 aHAJM3a UCXOJHOro Kojaa Dynamips, ObL1
COCTaBJIEeH TMEpEYeHb YCTPOMCTB W BBIABIEHA HX B3auMoOCBsi3b. Cxema VM
IpejcTaBICHa Ha pucC. S.
HauansHoit Bepcueit QEMU 6511 BBIOpaH NOCHEIHUN HAa TOT MOMEHT BhIITyck 2.9.0.
Bce yctpoiicTBa, ucnosb3oBanubie B C2621XM, orcyrcrBoBanu B QEMU u Obutn
nepenecenbl n3 Dynamips. Ilpu 3TOM Bce 3aroToBKM OBUIM CrEeHEPHPOBAHBI C
MOMOIIBI0 MHCTpyMeHTa. CTOWUT OTMETHTBH, YTO ycTpoiictBa B Dynamips u, Kak
cienctBue, ux nepeHecéHHsie B QEMU Bepcum peann3oBaHbl HE MOJIHOLICHHO, a
JWIIb O TOM CTETeHH, 9TOOBl yIOBIETBOPATH MOTPEOHOCTSAM HEKOTOPBIX BEPCHIA
cuctemuoro I10.

|}

b

MPC860_DMA WPCB60 IC
pci.o

MPC860_SCC

MPC860_PORT

A 1Y

MPCB60_CPM PPC32 PIT
MPC860_DMA
= —| (2600_I0_FPGA | =

MPC86@_PORT e~

-—{ C2600_PCI

e

o
c

s

CISCO_REMOTE MPCBE0_ WDT

CISCO_NVRAM

["c2600_PCI_HOST

[
[ c15C0_8MB_BOOTFLASH |
| c1sco_ame_pooTFLASH |

Puc. 5. Cxema mapwpymuszamopa C2621XM
Fig. 5. C2621XM router scheme
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Ha sTane peanusanuu Oblia IepeHeceHa TOJIbKO HHIVBHAYalbHAs 4acTh YCTPOHUCTB
n3 Dynamips, a Takxke ckoppektupoBaHa 3arotoBka VM. Koppekrtuposka VM
3aKIII0YAJIach B CIIEIYIOIIEM:

e cBsska napamerpoB VM c CLI QEMU:
o obpass [13Y,
O TOJAKJIIYECHHE CETEBBIX HHTEP(PEHCOB,
O  TOJAKJIIYCHUE CUMBOJIbHBIX YCTPOUCTB;
e  peaiu3alus ClelHalIbHOrO KOJa;
®  KOPPEKTHPOBKA UMEH MEPEMEHHBIX.
B Tabxn. 2 npuBenena obmas oreHka o0bpéMa paboThl, a B Taba. 3 JaHO cpaBHEHUE

KOJIMYECTB CTPOK HACTPOCK TEHEPALMH W IOJTYYEHHBIX M3 HHUX 3arOTOBOK JUIA
HEKOTOPBIX YCTPOWCTB.

Tabn. 2. Oyenka 006wvéma peanusayuu C2621XM
Table 2. C2621XM development steps evaluation.

Jran 3aTponyTo daiinos (BcraBiieHO cTPOK |YajeHO CTPOK
[Tonroroska |8 128 35

[enepanus |37 2186 0

Peanu3arus |31 4747 419

Cymmapao |45 6642 35

Takum o0pa3zoMm, nOpuOIM3UTENBLHO 1/3 KOZa BCEro MapiipyTu3atopa ObLia
CreHepHpoBaHa aBTOMAaTHYecKH. [IpudyéM Tonbko 1/5 4acTh CreHepUPOBAHHOTO
KOJ/1a TOTpeOoBaIa MOTUPUKAIIHH.

Tabn. 3. O6vémul KoHDUeYpayuu u 3a20mosok 0 yempoticme uz C2621XM
Table. 3. Device generation configuration & resulting draft sizes for C2621XM

YcrpoiicTBO Kondurypauusi | CrenepupoBano | OTHoumeHue
MPC860_IC 6 125 20,8
C2600_PCI 7 82 11,7
AM79C971 12 175 14,6
NS16552 7 181 25,9

WroroBas  Bepcust  MapmipyTu3aropa Obula  YCIENIHO  HAacTpoeHa Ul
MapIIpyTH3alHU1 TAaKETOB MEXly ABYMsI CETSIMH (II0 OJJHOW Ha Kax bl nHTEpdeiic)
u olecrieunBana CTaOMIBHOE COEIMHEHHE B TEUCHHH TECTOBOIO BpPEMEHH
(mpubnusurensHo 12 yacoB). B kauecTBe reHeparopa Tpaduka HCHOJIB30BANACH
yrunuta ping, HacTpoeHHas Ha otnpaBky ICMP 3anpocos mmunoi 60xb u 50kb ¢
MallllH U3 MPOTHBOIOJIOXKHBIX ceTei. COoeB 3ameueHo He Obuto. CpenHee BpeMms
3ampoca cocTaBwiIo 12mc.
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5. 3aknroyeHue

B xonme manHO# paboTHI OBLT MICCIEIOBAH MPOIEcC pa3pabOTKU MOJENeH YCTPOUCTB
u MamuH st smyastopa QEMU. B n3yuenHoMm nporiecce ObUT BBIACIEH PyTHHHBIN
HAYaNbHBIA 3Tall, XOPOUIO MOANAIOIIHKCS (QopManm3anud. A WMEHHO, JOTHKY
MOJIETTH MOXXHO YCJIOBHO pa3feNnuTh Ha [BE YaCTH: HWHINBHIYAJIbHYIO H
uaTepdeiicayo. [TocnenHsas CIIy>XKUT IPOCTONKON MEXTy WHANBUAYAIEHOW YacThHIO
u octampHOM VM, a Taroke BHemHe# cpenoil. IIpm 3ToM mHTEepdeiicHas dacTh
COJZIEP’)KUT MHOTO (hOPMaNBHOTO KO/A, KOTOPBIH MOXET OBITh Cr€HEpHpOBaH IO
CPaBHHUTENbHO  HEOOJBLIOMY  KOJIMYECTBY  IapaMeTpoB. berubplii  aHamu3
JOKyMEHTAIIMX Ha YCTPOHCTBO MO3BOJISIET CHOPMYIHPOBATh 3TH MapameTpsl. Takum
obpa3zom, B pa3paboTke yCTpOHCTBa MOXKHO BBIIEIUTH MPOMEXKYTOUHBIA STall
MEXJIy HU3Yy4YCHHEM [JOKyMEHTaluud U peanusaunued. B Tedenue sToro srama
MPOUCXOJNUT TeHepanus nHTepdeiicHOro Koa Mo 3aJaHHOMY Habopy MapameTpoB.
bein  pa3paboraH mporpaMMHBIA  MHCTPYMEHT, aBTOMAaTHU3UPYIOLIMH  3Tam
reHepanuu. MHCTpYMEHT NOJAEp>KMBaeT TE€HEepaIuio 3arOTOBOK IS YCTPOMCTB
cucteMHO! muHbI U mKHBI PCI. @aiinel HacTpONKH, UCTIONIb3yeMble TIPU TeHEepaIluu
MOJIETIH yCTPOWCTBa, coiepxaT B 11-26 pa3 MeHbIIE CTPOK B CPAaBHEHUH C
MOTy4aeMOH 3aroTOBKOM. ODTOT IOAXOA MOXKET OBITh NMPHUMEHEH HE TOJNBKO K
YCTpOHCTBY, HO U KO Bcelt VM B nemom. Oxnrako mit VM monoOHO# pa3HHUIEL B
KOJIMYECTBE CTPOK JOCTHYL HE ynanoch, BBHAY Toro, 4ro QEMU wucnonssyer
00BEKTHYIO MOZENb ISl KOMITOHOBKH MAIlIMH, YTO YK€ SIBJISETCS I1aroM B CTOPOHY
COKpareHus: 00bEMa Koja.

[lo anamormm ¢ 3TOH OOBEKTHOI MOJENBIO B MHCTpYMEHTE OblUla pa3paboTaHa
CX0as MOZEJb, KOTOpas IO3BOJMiIa NpencTaBuTbh VM B BHIE cCXeMBI B paMKax
rpaduueckoro penakropa. Cxema obiieryaet BOCIpHUITHE cOCTaBa u cBsizeit VM mst
pazpabotunka. Kpome Toro, wuMeercs BO3MOXHOCTh MPHUMEHHUTh MaJble
aBToMaTH3anuu KommoHOBkH VM. IlpennoskeHHBIN MOAXOX MPHUTOACH Kak JUIs
nonHOM peamm3aru VM BMmecTe co BceMH yCTpoWcTBamH (IIPH yCJIOBUH, YTO B
QEMU yxe ecTh moaepKKa COOTBETCTBYIOIIEH apXUTEKTYPHI MpoIeccopa), Tak U
s peanmzanuu VM ¢ ncnonp3oBanneM yxe nmeronxcss B QEMU ycTpoiicTs.
WucTpymeHT ObLT mpoTecTHpoBaH Ha AByx VM: mammba Ha 6aze Intel Q35 wu
mamuHa C2600, sBistoniascs maprpyrtusatopoM ¢upmer CISCO cepun 2600
(C2621XM). OHu TIpencTaBiIsAIOT ABe 0003HAYEHHBIE KPAWHOCTH MPUMEHUMOCTH
JAHHOTO HMHCTpyMeHTa, a uMmeHHo, ;i Q35 B QEMU yxe mpucyTcTBOBalu Bce
TpeOyeMble yCTPOWCTBA, XOTS HEKOTOpble W3 HHUX NPHUIUIOCH IPUBECTH B
COOTBETCTBHE C TpeOoBaHUsAMEH 00BekTHOW Mozemu QEMU, ucnonp3ys HaHHBIN
uHctpyment. st C2621XM, nanporus, B QEMU otcyrcTBOBanmyu Bce TpedyeMble
ycTpoiicTBa. J{0J1s CreHepupoBaHHOTO KOJa COCTAaBISIET OT Y4 10 % (B 3aBUCHMOCTH
OT KOJIMYECTBA YK€ PCATH30BAHHBIX YCTPOHCTB).

IlepcniekTBHBIE HANPaBICHHUS HCCIEIOBaHMH YIOMHHAINCH 10 TEKCTy cTarthu. K
YHCITy HanOOJIee BaXHBIX U3 HUX OTHOCSITCS CIIEIYIOIINE HAPABICHUSI.
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e AproMarm3auus pa3pabOTKM MOAJECP)KKH IPOLECCOPHOM apXHUTEKTYPHI,
YTO MO3BOJIMIIO OBl MOJHOCTHIO MOKPHITH HHCTPYMEHTOM HAa4aJ bHBIN 3TaIl
pas3pabotku naxe VM c HoBoit it QEMU mporieccopHO apXUTEKTyPOH.

e Tlognepxka 100aBICHUSI HOBBIX CTAHAAPTOB IIMH M TCHEPAIMH 3arOTOBOK
JUISL yCTPOWCTB OCTANBHBIX, PEXKE UCIIONB3YEMBbIX LIHH, YK€ UMEIOLINXCS B
QEMU.

e PazBurue rpaduyeckoro perakropa C LEJbI0 BHEJPEHHS B HEr0 MajbIX
ABTOMATH3alMii, B COBOKYITHOCTH OOJIETYaIOIINX U YCKOPSIOUIMX Hpolece
pa3paboTKu.

e Peammsanus obpartHoit cBsa3u o cocrosaun VM u3 3amymennoro QEMU c
0TOOpakeHHeM HMH(OPMAIMU BPEMEHH BBINOJIHEHHS HAa CXEME MaIHHB,
YTO TIO3BOJMT HCIIOI30BaTh MHCTPYMEHT €IIE M I OTIAJKH B TEUCHHE
IIUKJIa WTepaTuBHON pa3paborku. OOpaTHYIO CBS3b NpEIIONaracTcs
opranuzoBath, 3amyctus QEMU mnox ornagyukoM U KOHTPOJUPYS
COCTOSIHAE TIEPEMCHHBIX BPEMEHH BBINOJIHEHUS W TOTOKA YHPABICHHS.
[Tockonbky HMHCTpYMEHT caM reHepupyeT koxa VM, To unHbopmanus,
HeoOXoauMasi JUIs COIOCTaBJICHUSI NEPEMEHHBIX BPEMEHH BBITIOJIHEHUS U
3JIEMEHTOB CXEMBbI JUI HETO JOCTYITHA.
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Automation of device and machine development for QEMU
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Abstract. Both virtual device and machine development for QEMU are difficult. To simplify
the work of a developer we had analyzed both QEMU architecture and the development
workflow. In this paper we suggest the new development approach which uses a declarative
description for both machine and devices. The approach is implemented as an integrated
software tool that returns a set of files containing a C code which could be compiled.
Resulting code of machine is ready to use except for CPU configuration and CLI input. In
case of a device, a developer has to implement the behavior of the device. Both device draft
generation settings and machine content description are given to the tool in Python. A
machine visual representation by a GUI is also implemented. A developer could use either
GUI or a text editor (or both) to specify the settings. This way, the first stage of the
development is automated. The tool was evaluated on Q35-based PC and Cisco 2621 XM.
The amount of device generation settings lines is 11-26 times smaller than the amount of the
result code lines. This difference is achieved by generation of device model auxiliary code
part which has a significant size because of QEMU API, while it could be generated using
relatively small amount of settings. Generated code part is 4 - % of final machine code. The
source code of the tool is available at https://github.com/ispras/qdt.

Keywords: software emulator; binary code; virtual machine development.
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AHHoTaumsi. PabGoTa TmOCBSAINEHA pEIICHHMIO 33Jauyd  JCKOMIMIIIMM  OJHOTO M3
pasHoBugHocTel popmara DCU — ¢aitnos .dcuil, co3naBaeMbIX KOMIMISTOPaMH Te€X BEPCHit
Delphi, kotopsie padotanu misa miatrdopmer NET. Pazpaboran meTon penieHus 3Toi 3a1a4u,
COCTOSIIMI W3 psla 3TaloB: CHHTakcuueckuit aHamu3 komga CIL; ¢opmupoBanume rpada
MOTOKa YIIPABJICHUS; TeHepalysl MPOMEXYTOUYHOTO IPEACTABICHUS; CTPYKTYpHUpPOBaHHE
rpada IOTOKOB YNpaBJICHHS; aHAIN3 MOTOKOB JIAHHBIX ¢ y4éToM ceMaHTHKH KomaHn CIL;
yIydlIeHHE IIPOMEXYTOYHOTO IPEJCTAaBICHUS ¢ y4€ToM 0coOeHHocTell  paboThl
xomnwsatopa Delphi; rerepanus kona.

KaroueBble ciioBa: obpaTHas HHXKeHepust; 00bekTHbIN kox; Delphi.
DOI: 10.15514/ISPRAS-2017-29(6)-5

Jas uutupoBanus: Muxaitnos A.A., XmensHOB A.E. JlekoMmuisinust 0ObEKTHBIX (aiiioB
DCUIL. Tpyast UCIT PAH, tom 29, Beim. 6, 2017 t., ctp. 105-116. DOI: 10.15514/ISPRAS-
2017-29(6)-5

1. BeedeHue

3agaya NEKOMOWLIIMM IPOrPaMMHOTO KOJia /10 CHX TIOp HE pelleHa B MOJHOM
o0béMe.  XOTA  CYIIECTBYIOT  IIPUMEpPBI  JIEKOMIIMIISTOPOB,  KOPPEKTHO
BOCCTAHABJIMBAIOIINX UCXOJHBIM KOJ JJIsI HEKOTOPBIX THIOB (haijioB (B OCHOBHOM
9TO JEKOMIIMISATOPHl KOJa BUPTYAJIBHBIX MAaIlWH), U1 HCIHOJHSAEMBIX (haiiios,
COJIep’KalllMX MAIIWHHBIA KOJ, BO3MOYKHOCTH BCEX CYIIECTBYIOIIMX peaTn3alii
JEKOMITHIIAITOPOB OY€Hb OTPAaHMYCHBI, YTO 3aTPYAHSAET MCIIOIB30BaHIE PE3yIbTaTOB
ux pabotel Ha mpakTuke. CIOXXHOCTE pPa3pabOTKH TaKHX JEKOMIHIISITOPOB
OOBSICHAETCSI TEM, YTO JJSI TOJHOIEHHOW ISKOMIWIAIMN HCIIOIHSAEMBIX (haiiioB
TpeOyeTcsl pelmMTh TakWe 3aJadd, Kak: pasfelieHne Koja W JAaHHBIX, Y4ET
CEeMaHTUKM MalIMHHBIX KOMaHJ, BBIBOJ THIIOB, pAaCIlO3HABAHUE CHCTEMHBIX
oubmuorek. [Ipm sTOM, HanpuMep, 3amada pa3leicHUs KoJa W JaHHBIX B OOIIEM
cllydae sBIISCTCS aNIrOPUTMHUYCSCKU Hepaspermnmoit [1].

OObekTHBIE (Dalabpl comep)aT WHPOPMAIUIO O MPOrPaMMHOM KOJAE W JIaHHBIX,
HE0oOX0AUMYIO [UIsi COOPKU HCToNIHseMOoro Qaiiia peqakTopoM cBsizeil. Otu daitisl
Oosiee CTPYKTypUpOBaHBI, YeM MHCIIOJIHSIEMbIE: KOJ M JIaHHbIE B 3HAYUTEIBHO
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OombIIIel CTENICHH pa3JIeeHbl, COXpaHeHa HHPopMaIsI 00 UMEHaX MOAMPOrpaMM H
rII00aIbHBIX MEPEMEHHBIX (KaK ONpPEIESIEMBIX, TaK M HCIOJB3YEMBIX), IIPH 3TOM
00BEeKTHBIE (haIIBI coMepKAT TaKOW jK€ MAIIMHHBIA KOJ, 9TO M COOTBETCTBYIOIIHE
ucronHsAeMble Qainpl. TakuM o0pa3om, 3amada JEKOMITIUIAIUH Ui OOBEKTHBIX
¢aiinoB momkHa pemartbest npomie. OmgHaKo 3amadya JEKOMIWIALUM OOBEKTHBIX
(aiioB OOBIYHO HE paccMaTpUBAETCS, IOCKOJIBKY Takue (aijasl B OCHOBHOM
BOCIIPUHHMMAIOTCSL NPOTPAMMUCTaMH, KaK HEKOTOPBIH KAII KOMIIWIATOpAa —
BCIIOMOTaTeJbHbIE JaHHbIe, (OPMHUPYEMbIe KOMITWIISITOPOM B XOA€ PaOOTHl M HE
MPE/ICTABIISIONINE CAMOCTOSTEIbHON [IEHHOCTH.

Ucknrouenue cocraisier popmar DCU [2] oObekTHBIX daitnoB Delphi. Tlomimo
00pa3oB maMsITH MOANPOIPaMM U IJI00aNbHBIX JIaHHBIX, B (ainax .dcu Kogupyercs
Bcsi MH(popMauus u3 MHTepEHCHON 4YacTH MOJIyNs, TO €CThb OHHM COBMEIAIOT
¢yakoun .obj u .h ¢aiimoB, mosTomy odYeHbp dYacTto wucmoidp3yrompe Delphi
pa3pabOTYNKN PACIIPOCTPAHSIOT CBOM MOXYIH M IeJible OMOIMOTEKH MOAyJeH B
tdopmare DCU, 6e3 nmpemocTaBieHNs UCXOMHBIX TEKCTOB. [Ipu sTom dopmar DCU
YaCTHYHO M3MEHSETCS C KaKAOM HOBOM BepcHeil MNpoOAyKTa, IO3TOMY
MPOTPAMMHCTEHI, 3aBUCSIINE OT UY>KUX MOJIYJIEH, HOJDKHBI MOJIaraTbCsi Ha TO, YTO
pa3pabOTUYHK TAaKOTO MOZYJISl HE IIPEKPATUT CBOIO PAOOTY M CKOMITMIIMPYET €ro IS
CIIEIYIOLINX BEPCHH KOMIMJISITOpa, KOTAa 3TO moTpedyercs. Bpems mokasbiaer,
YTO 3Ta HaJAEXKJa OUECHb YacTO HE ONpaBJbIBaeTcsa. TakuM 00pa3oM, JEKOMITUIISIIMS
00bekTHBIX (aitioB DCU siBiisseTcst akTyaabHOM IS TeX pa3pabOTYMKOB, KOTOPHIC
UCTIONB3YIOT 00bekTHBIE (Paitisl DCU 6e3 HCXOHBIX KOIOB.

Hecmotpss Ha TO, uto B mocieanux Bepcusx Delphi mmardgopma NET He
NOJJIep)KUBaeTCs, pa3paboTka MeToja  JEKOMIWIALMH Ui OJHOW U3
paznoBuaHocteil popmara DCU oTkpbIBaeT J0pory K pa3paboTKe aHaJOIMYHBIX
METOJIOB JJIsl IPYTHX pasHOBHIHOCTEH 3Toro gopmara. Kpome Toro, 1eKoMIMISILMS
¢aitmos DCUIL MosxeT ObITh HEMOCPEACTBEHHO BOCTpeOOBaHA IPH PEIISHUH 3a/1a4,
CBSI3aHHBIX ~ C  NOJIEP)KKOM  yHAacleIOBaHHOTO  NPOrpaMMHOTO  KoOJa,
CKOMIMJIMPOBAHHOTO /ISt 3TOH MaT(GOopMBI.

2. O6bwas cxema dekomnunsyuu o6 bLeKmMHbIx ¢hatisnoe DCUIL

P 3arpy3usk Qaitnos Juzaccembiep
} OSwexrili kox Delphi = DCU32INT [ obwéxrroro koza DCU
T [
A
T'enepauns N T'enepauns EN Ananm3 rpada oToKoB
TIPOMEXYTOUHOTOKOZA yIpasisiomierorpaga yIpaBIeHHs
, |
\V - ———— -
Viyumienue % I'enepanus xonga %= Wcxonusrii kox Ha :
[POMEXYTOYHOTOKO/[A Delphi 1 s3eike Delphi !

Pucyrnox 1. Cxema dexomnunsyuu obvexmuozo kooa Delphi
Figure 1. Decompilation scheme of the Delphi object code
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Jexommmrsanus kona B ¢arimax DCU MOXET BBITOTHITHCS OTASIBHO JUIS KaXKIIOH
MOIPOTPaMMBI, YTO CYIIECTBEHHO O0O0JerdaeT pemieHne O3Toi 3amaum. Jns
peamm3anuu gexoMmmaTopa o0BekTHBIX (paitmoB DCUIL HeoOXoamMo penmmTs
CIICIYIONINE OCHOBHbIC 3amaud, (puc. 1) BOCCTaHOBJICHHE BBICOKOYPOBHEBBIX
OTIepaTOpOB, TEHEpalUs MPOMEKYTOUHOTO MPEACTABICHUS, TeHepalus Kojaa, M
BBIMOJIHCHWE  ONTHMU3AIMil,  HAICNCHHBIX HA  yIy4dIICHUE  pe3yibTara
JEKOMITHIISLINH.

2.1 3arpy3uuk channa

3arpy3dnk OCyIIecTBISIET pazbop BxomHoro daitma B popmare DCUIL, DCU. B
KauyecTBE 3arpy3uuka ucnonb3zoBaHa nporpamma DCU32INT, kotopast BBIIOJIHSET
pa3bop daiina B coorBercTBHU co cnenupukanueit popmara DCU Ha sizpike FlexT
[3]. 3arpy3uuk cUnuTHIBacT NOCIEIOBATEIHHOCTD TETOB B HCXOAHOM (haiiie ¥ cTaBUT
UM B COOTBETCTBHE CTPYKTYPbl JaHHBIX, OIMCHIBAIOUINE IPOYUTAHHBIC
yTBepXkKIeHHsl. B Xo1e YTeHUs! TeroBBIX CTPYKTYpP HAHHBIX JJSI KaXIOro (aiiia
DCU ¢opmupyercs aBe TaOMUIBL: TaOJMHIIA agpecoB H TaOMWIA THUIIOB.
BonbmmHeTBO CTpYKTYp HaHHbIX (aitna DCU ceputatotest Ha qpyrue CTpyKTYphI 1o
MHJIEKCaM B 3THX TaOIuIax.

OnucaHusi NOANPOTPaMM CoJepKaT MHPOPMAIMIO O CMELICHUH 00pa3a MaMsTH ¢
KOJIOM IOJANPOTPaMMBI B OJIOKE MaMsITH MOIYJ/IS U pa3Mepe 3TOro oopasa.

3a GJIOKOM MaMsATH CIEAYET 3alKch ¢ TabmuIel mepemeniaembix aapecos (FixUp),
KOTOpasi COJIEPKUT MHPOPMAIIMIO O TOM, B KaKhe MecTa OJIOKa MaMsITH JIOJDKHBI
OBITh MOACTAaBJICHBI aJipe€Ca pas3IMYHbIX MpoucaAyp, NEPEMEHHBIX, ONHUCAHUM TUIIOB
JAHHBIX M JPYTHX OINpEEJCHUI MOociie MX Ha3HAa4YeHHs PEIakTOpoM cBsizeil. DTa
HHpOPMAIIUS HCIOJB3YyeTCsA Au3acceMOiaepoM mpu pazdope OaiT-koma yis
KOHTPOJISI ~ TPaBWIBHOCTH  paboTel UM oToOpakeHmst uHopmanmu. Tak,
nepeMeIaeMble ajgpeca MOTYT BCTPEUaThCsl TONBKO B ONEpaHAaX MHCTPYKIUH U HE
MOTYT TIepeceKaThcsi ¢ KogaMu komana. [Ipn Hammuuu mepemMeraeMoro ajpeca B
ornepansie nHGpopManus 06 ITOM aJipece UCTIOIb3YEeTCs IPH BBIBOJIE ONIEPAHIA.

2.2 MNpouenypa an3accemo6nMpoBaHus
B nporpamme DCU32INT peannzoBaH NpUMUTHBHBIN CTaTHUECKHU Au3acceMoIep,
KOTOpBIA yMEeT:

e OMpeAeNATh pa3Mep, 3aHUMaeMbli OJTHON MalTMHHON KOMaH/I01;

e  OIpeaeNsTh, YTO KOMaH/1a 0e3BO3BPATHO MepeaaéT yrnpaBiIeHue;

e OOHapY)XHMBaTh CCHUTIKM W3 MAIIMHHOW KOMAaHJbI (IIEPEeXOIbl HA APYyTHE
KOMaH/Ibl);

L4 0T06pa)KaTL MallMHHBIC KOMAaHbI.

Takux BO3MOXKHOCTEH HEIOCTATOYHO UIA pealu3alliii IeKOMITMIATOPA, KOTOPOMY
HEOOXOMMMO HWMETh BCIO HHPOPMAIMIO O CEMaHTHKE KOMAaHJBI, IOCTYIHYIO
BUPTYaJIbHOW MAIIMHE UCTIOJHSIOMIEH e€.
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Jns monmydeHHs CEMaHTHKH WHCTPYKIMH OBLI ¥MCHOJB30BaH IpoekT Mono,
peamm3oBaHHBI Ha s3eike C#. [ 3TOrO OBLT MOAM(UITMPOBAH IEKOMITHILITOP
ILSpy Takmm oOpa3zom, 9TOOBI Ha BEIXOJE OH IPOM3BOAMI KOA ONU3KUN S3BIKY
Delphi.

B pesynpraTe gexoMmuinuu dacté OmOmmoTekd MONO OBUIM TOMYYEHBI ABE
Tabmume! onkoxos CIL:

e OneByteOpCodes — onko 1! ATUHON OJUH OANT;

o TwoByteOpCodes — omkop! InHO# 1Ba OaiiTa.

Kaxmoe 3nauenune B Tabiuie mpeacraBiser co00il 00bEKT, KOTOPHI COAEPKUT B
ceOe BCIO HEOOXOAMMYIO HH(POPMAIIHIO O CEMAHTUKE OIKOJIA!

e UM OIKOJA;

e  uHDOPMALHUIO O TUIIE IEPEAAYH YIIPABICHHUS;

e  THII CAMOI0 OIKOJA;

. TUIIBI ONICPAHIOB,

e  HHGOPMAIIHIO O COCTOSIHAU CTEKa JI0 BBITIOJTHEHUS KOMAH/IbI U TIOCIIC;
B aexoMmmisTope CTamus IU3acCeMOJIMPOBAHMS CBOJUTCS K COIMOCTaBJICHHUIO
MOCJICIOBATEILHOCTH 0alTOB, KOMUPYIOIIUX MAIIUHHYI0 KOMAaHIy HEKOTOPOTO
BhIpaXEHUsI, omuchiBaromero e€ cemantuky. Komanma CIL mpencraBiseT coOoit
3aKOJIMPOBAHHOE TI0 OMpPEACIEHHBIM TpaBuiaM [4] ykasaHwe Ui BHPTyaIbHOU
MAaIllMHbl Ha BBITOJHEHHE HEKOTOpOW omepamuu. KomaHaa Bceraa HaA4MHACTCS C
koma koMaHisl. KoJ KOMaHIpl MOXET 3aHMMaTh OT OJHOrO 0 JABYX 0alTOB, Y
JIByXOaHTOBBIX KOZOB IEPBBIN OalT Bcerma OyaeH paBeH OxFE (T.e. psa KOMaHJ
3aKOJIMPOBAH B JOMOJIHUTEIHLHON Ta0JIUIE, T.K. OHH HE MOMECTHIIUCh B OCHOBHOH).

2.3 NeHepaumsa NPOMEXYTOYHOro NnpeacTaBreHuA

Ipomexyrounoe mpencrapnenne CILIR [5] (CIL Intermediate Representation),
paspaboranHoe apropamu B aexommuisitope DCUIL2PAS [6] peannzosano B Buze
uepapxum KiaccoB (puc. 2), ¢ HCIOIB30BAHWEM TEXHHUKH IIO/ACYETA CCBIIOK.
CuéTUNKH CCBUIOK UCIIOJB3YIOTCA i1 DKOHOMUMU IIaMATH U B )IaJ'lBHCﬁIHeM 11
BBIYUCJIICHUA PE3YJIbTATOB BBIpa)KeHPIﬁ.

[IpomexyTouHblii Kox 1t 0a30BBIX OJOKOB CTPOMTCS MYTEM CHMBOJIBLHOM
uHTepnperanun  Kaxaoii komanabel CIL w  comocraBieHuss el BBIpaKeHUS
(3K3eMmuIsipa KJilacca), peau3yIolero ceMaHTHKy. HadanbHoe COCTOsIHHE KaXIoro
JMHEHHOTO  ydYacTKa  KOJa  XapakTepu3yeTcsi  3HA4YeHHsIMH  IapaMeTpoB
HOATNPOTPaMMBI  JIOKATBHBIX TIEPEMEHHBIX, a TaK)Ke COCTOsIHMEM cTeka. KoHeunoe
COCTOSIHHE OTIPEJIEIISIETCS B PE3YJIbTaTe CUMBOJIHOIM MHTEPIIpETalnH.

Janee npUMeHSETCS WTEPalMOHHBIA AJTOPUTM AaHAIN3a IIOTOKOB JAHHBIX I
JocTUraomux onpeneneHuil. CocTosHHUE JTOKAJIbHBIX NEPEMEHHBIX M apIyMEHTOB
MOIPOTPaMMBI  SIBISIFOTCS  OOLIMM KOHTEKCTOM [UIS BCEX O0a30BBIX OJIOKOB, W
UCIIOJIB3YEeTCSl TOJBKO Ul XPAaHEHHs Pe3yJIbTaTOB, a He BBIYUCIICHHS BBIPAKCHUH.
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ITosToMy B KauecTBe BXOJHOTO M BBIXOJHOTO MHOXKECTBA JUI IMEPEAATOYHOU
(YHKIINH paccMaTpPHUBAETCS TOJILKO COCTOSTHHE CTEKa.

TCILExpr

TCILUNOp TCILBinOp| |TCILSemOp| |TCILRegion TCILArgs

TCILIfThen
Region

TCILNeg |H TCILAdd TCILPop TCILLocal

TCILDup |H TCILMul

Pucynox 2. Hepapxus kiaccos npomedqcymouno2o npeocmagneHust
Figure 2. Intermediate Representation Class Hierarchy

2.4 YnpolieHne COKpaLlleHHbIX JTOrMYECKUX BblpaXKeHUn

Jnst JorMyeckux BBIPAXKEHHH, BKIIOYAIONIMX JIOTHYECKHE CBS3KM and H Or,
KOMITHJISITOP MOXKET T'€HepHUpOBaTh KOJX JUIS OINEpaTOpOB YCIOBHOTO Iepexoia
JBYMS pa3HBIMH CIIOCOOaMH:

e [lomHOEe BBIYKCIEHHE BBIPAKECHUNA. YCIOBHE  TpeoOpasyeTcs B
[IOCJIEI0BATEILHOCTD MHCTPYKLUH BBIYUCIICHUSA BBIPAYKEHUS,
NOMEIIAIONIMX BBIYUCICHHBIA Ppe3ylbTaT Ha CTEK Ul IMOCICAYHOLIEro
U3BJICYCHUS B KaYECTBE apryMEHTa JJIsl ONIKOJA YCIOBHOTO Mepexoa.

e  CoxpaméHHOe BRIYHCIICHHE JIOTHUECKUX BhIpaxkeHuii (short-circuit boolean
evaluation) ¢ TOMOLIBIO YCIOBHBIX BBIPAXKEHMI, OCHOBaHHBIX Ha
CIIEYIOIINX MPaBHIaX:

1. Aand B=if Athen B else False,
2. AorB=if AthenTrue else B.

OT0T PEXHUM HCIOJIB3YETCA KOMITWJIATOPOM T1I0 YMOJIYaHWIKO W TIO3BOJIAICT HE
BBITIOJIHATH 4aCThb BLIQHCHCHHfI, €CJIM CTAHOBUTCA U3BECTHO, YTO OHU YIKE HC MOT'YT
IMOBJIMATH HAa PE3YJIbTUPYIOIICC 3HAUCHUC BbIPAKCHUA.

Cnyqaﬁ IIOJIHOT'O BBIYHMCJIICHHUSA JIOTHYCCKUX BLIpa)KCHI/Iﬁ SIBJISICTCS  HanboJee
MPOCThIM JId ACKOMIIUJIATOPA, [MOCKOJIbKY PE3YJIbTATOM BBIYUCICHUSA BBIPDAKCHUS,
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U3BJICYEHHOTO CO CTEKa B KAadeCcTBE OMNEpaHIa KOMAaHIbI YCJIOBHOTO IEpexXoja,
OyzneT NCXOIHOE JIOTHIECKOE YCIOBHE.

[Ipn nmeKOMOWISINMU JIOTHYECKOTO BBIPAXKEHHS, BBIYUCISEMOIO COKPAIIEHHBIM
crmocoboM, Ha JTame YIydIIeHHs MPOMEXYTOYHOTO KOJA  BBIMOIHACTCS
00BEANHEHNE JTOTHIECKUX YCIOBHUH IO 3apaHee ONpeneiéHHOMY HaOopy IpaByiI:

1. if Athen B else False = A and B,
2. if Athen True else B= A or B.

2.5 NeHepauua ynpasnswouwero rpacga

OpHoit u3 Hambosice BaXKHBIX 3a7ay JCKOMITHIIAIUM SIBJISETCS BOCCTAHOBJICHUC
BBICOKOYPOBHEBBIX OIEPATOpPOB, TakuX Kak if-then-else, if-then, while,
for, casewur.n.

ANTOpUTM JUTS TOCTPOEHUs 6a30BBIX OJIOKOB, MpeACTaBiIeHHBIH B [8], monyyaer Ha
BXO/I MOCJIEIOBATENILHOCTh TPEXAAPECHBIX KOoMaH. Jlamee B MOCIE0BaTeIbHOCTH
KOMaHJl BBIICISIFOTCS JIMJACPBI, KOTOpbIe pa30MBalOT ©€ Ha JIMHCHHBIC
TIOIIPOTPaMMBI, KOTOPhIC HAYMHAIOTCS C KOMAaHIBI-THIEPA.

Jist pa3OueHus qu3acceMOIMpyeMoi IIPOrpaMMbl Ha 0a30BbIe OJIOKU HCIIOJIB3YETCS
HH(POPMAIIUS O THIIC NEpeay YIPaBICHUSA, KOTOPask COACPIKUTCS B OMUCHIBAIOIICH
WHCTPYKIHUIO CTPYKTYpE TaHHBIX.

T'enepanus ynpassitoniero rpada coBepiiaeTcss B OJWH MPOXOA U OObEeIUHEHA C
MpoIeCCOM au3acceMOMupoBanus. B kadecTBe mapamerpa B (yHKIHIO pa3dopa
nepemaéTcs yKka3zaTellb Ha TpPOIEIypy, KOTopas IMPOW3BOAUT pa3dmeHue Oioka
MaMITH Ha TIOCIIEIOBATEIFHOCTH MHCTPYKIUH, KOTOPBIE COOTBETCTBYIOT 0a30BBIM
OJIoKaM yTIpaBITIOMIETO Tpada, U HAXOAHUT TEePEXOIbI MEXKY HIUMH.

B mpomecce moctpoeHus rpada MOTOKOB YIIpaBJICHHUS KaKIbIA y3ell cHabXaeTcs
METKOW CO CYETYHKOM CCHUIOK M BCE HHCTPYKIMH YCIOBHOTO H 0€3yCIOBHOTO
nepexo/1a MPUBOIATCS K SAMHOMY BHUILY:

e [fxopy Then goto label — nepexox 1o ycloBuio;

e goto label — 6e3ycnoBHbIN nepexo/.
Ocoboro  BHUMaHHUS  3aciHyXHBaeT o00paboTka  omepaTopoB  0O0PabOTKH
UCKITIOYUTENbHBIX cuTyarmid. B Delphi 11 06paboTki HCKITIOYUTENBHBIX CHTYalni
UCIIOJIB3YETCs IBA OTEpaTopa:

o try/finally — npumensiercs, korjaa HeoO6xoaUMO, YTOOBI KO/ B cekiuu finally
BBITIOJTHWJICS B JIIOOOM CITydae.

e try/except — npu BOSHUKHOBEHHUH UCKIFOYHUTEIBHON CUTYAllnH UCIIONHEHUE
OCHOBHOT'O (pparMeHT Ko/ia IPEKpallaeTcs, 1 BHIIOJIHEHHE TIepeaaeTcs B
CEKLIHIO except.
Jnst kaxzmoro 6710ka Koja MOANPOTPAMMBI, €CJIM B HEM HCIIONB3YIOTCS ONEPaTOpHI
00pabOTKN HCKIIIOYHMTENLHBIX CUTYallMid, B OOBEKTHBIX M HWCIIOJHAEMBIX (aiinax
XpaHWTCA crenuanbHas Tabnuna. B Hell coamepxurcst Besi  HeoOXoaumast
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nHpOPMAIUS I UX 00pabOTKH: CMENICHHE 10 try; pa3Mep 3alluiiaeMoro 0jJoka
KOJa; aapec W pa3Mep Kojaa oO0paboTYMKa HCKIFOUUTEIBHBIX CHUTYallUd; THUI
omepatopa (finally, except). B 3aBucuMoctn OT pasMmepa Koja
MOIPOTPaMMBI MOTYT TPHMEHATHCA Oollee KOMIAKTHBIC BEPCHH KOIUPOBAHHS
sanmcei Tadbnuiel Small unu Mmenee xomnaktasle Fat.

IIpu reneparmu ynpasistomero rpaga omeparop try/finally oOpabaTsiBaeTcs
JOCTaTOYHO MPOCTO: HEOOXOIMMO pa3dMBaTh MOCIENOBATENHLHOCTh ONEPATOPOB Ha
YacTH, COOTBETCTByIOmME OJokaM try ®m finally, B COOTBETCTBUH C
undopmanmeid 006 agpecax M pasMepax 3aluIiaeMoro Ojoka M 00paboTyHKa
UCKIIIOUNTENbHBIX cuTyauuit. Ilpm o0Opabotke try/except HeE0OXOIUMO
chopMupoBaTh HOBBIH 0a30BBEIA OJOK, MOCKOJBKY IOTOK YIPABICHUS B Clydae
OIIMOKH HE OCTUTAET KOJIa, CJICIYIOLIETO 3a OIEPaTOpOM except.

2.6 BocctaHoBneHue BbICOKOYPOBHEBbIX onepaTopoB

Ha npakTrike B 00JBIIHHCTBE PabOT, MOCBSIICHHBIX JCKOMITHISAIIAH, UCIOIb3YIOTCS
JIBa TOAXO0Jla K aHalu3y MOTOKa YIpaBleHUs OTHEIbHBIX mpoueayp. I[lepBsiii
MOJXO0J UCTIOJIB3YET JIepeBO JOMUHATOPOB Ul NMOHUCKA €CTECTBEHHBIX I[UKIIOB, U B
JMAIBHEHIIIeM HCIONB3yeT MX I ONTHMH3alUU. BTOpol moaxon, Ha3bIBaeMBIH
WHTEPBAIBFHBIM aHAJN30M, BKITFOYAaE€T METOMBI, KOTOPBIE TIO3BOJISIIOT aHAIM3UPOBATh
CTPYKTYpY TpOIEAyphl B IeJIOM W pa30uBaTh € Ha BIOKEHHBIC YYaCTKH,
Ha3bIBaeMble UHTepBasaMu. Teopust HHTepBalloB ObUTa npeanoxeHa Amierom [9] B
Havaie 1970-X roJjoB u HCMOIB30BAIACh TS MIPOBECHUS ONTUMHU3AINHA TP OoIree
TIIATEJILHOM  aHalW3e II0TOKOB JaHHBIX. Haumbosmee rioyOoxmii  BapHaHT
WHTEPBAJILHOTO aHAlN3a, HAa3bIBAEMBIH CTPYKTYPHBIM aHAIM30M, OBUT MPEITIOKEH
Hudyenrec [10]. JlanHbiii MeTon KIacCUPUIUPYET aOCONIOTHO BCE CTPYKTYPHI
MOTOKA yIpaBlIeHUs B poueaype. Ha mepBom sTame MeToa pOU3BOIUT BBIICICHUE
U CTPYKTYpHpOBaHue IMKJIOB. Jlanee, B nopsake, oOpaTHOM 00X0/y B ri1yOuHY, Ha
rpad  HakianpIBalOTCS  IIAOJOHBI,  COOTBETCTBYIOUIME  BBICOKOYPOBHEBHIM
oreparopam, U ¢ IOMOIIBI0 CEMaHTHYCCKH SKBUBAJICHTHBIX MpeoOpa3oBaHuii rpad
CBOIUTCS K OJNHOW aOCTpaKTHOW BEpIIMHE, KOTOpas COICPKUT B cebe BCIO
HEPApXUI0 BIIOKCHHBIX WHTEPBAJIOB. B TEOpHHM KOMIWISAIMKM METOIBI aHAIU3a
MOTOKA JIaHHBIX Ha OCHOBE aHaJM3a WHTEPBAJIOB HA3BIBAIOTCS METOJaMU
yCTpaHEHHUs.

Ha ocHOoBe aHanmm3a nepeBa JOMHHHUPYIOIIMX BEpIIMH pa3paboTaH aaropuTMm
CTPYKTYPHPOBaHHs  YIpPAaBIAOmIEro rpada, B  OCHOBE KOTOPOTO  JICKUT
npeiokennsiii  Jkonconom ¢ komteramu  [11] B 1994 romy wmeron
CTPYKTYPHPOBAHH YIPABIIONICTO Tpada IyTeM IpPEJICTABICHUS €ro B BHUJE
nepapxuu SESE-pernonos (Single Entry Single Exit).

B pabore [11] ormeueno, uto nBa mo0bix SESE-pernona B ympasinsitonieM rpade
JIOJDKHBI OBITh, JINOO BJIOKEHHBIMH JAPYr B JApyra, JuM00 HENEPeCeKAIOIIAMUCS.
CrpykrypHblii aHaimu3 Ha ocHoBe SESE-peruonos u PST (Program Structure Tree)
OOBIYHO WCTONB3yeTcs ISl 3PQPEKTUBHOTO TIOCTPOCHHUS IPOMEXYTOUHOTO
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npencraBienns B SSA (Static Single Assignment) dopme, a Takxe it Oornee
3¢ EeKTUBHOTO aHalIKM3a MOTOKOB JAHHBIX B MpOILEcce KOMIMISLUH, M B HEM He
MpeTycCMaTPUBACTCS KIACCU(PUKALS BBIACTAEMBIX PErHOHOB. Iyl pemeHust 3Tux
3a/ad CyIecTBEHHBIM sBiseTcsl TpeboBanue, uto SESE-pernon obpa3yer MMEeHHO
mapa IyT, T. €. y3€Jl CXOXAEHHUS HMMeEeT TOJNbKO OIHY BXOIAINYIO AYTY, a Y3el
PAaCXOKACHUS — TOJIBKO OJJHY UCXOJSILYIO IYTY.

B nmamHO#t paboTe BBHIOEISAIOTCS OBYXTepMHHANbHBIE peruoHbl (T T-perunon),
KOTOpBIE COOTBETCTBYIOT CXOXKACHHIO IIOTOKAa ympaBieHuss B yrpade u ero
nocienyoueMy pacxoxaeHuto. Tpeboanus k TT-permony sBisitoTcs Ooinee
cnabbiMu, yem TpeboBanus k SESE-pernony. Ilpu stom, kaxneiii SESE-pernon
aBisiercs U TT-pernoHoM, HO He HA0OOPOT.

[Tocie TOro, Kak BbIIEIEHBI BCE T |-PErHMOHBI, ITIOJMYy4YEHHBIH rpad C TOMOIIBIO
CEeMaHTHYECKH AKBHUBAJICHTHBIX IPeoOpa3oBaHMIl CBOIUTCS B OJIHY aOCTPaKTHYIO
BEPIIKHY, COJEPIKaIlyl0 B ceOe MepapXHio MOAIporpaMMsbl. J{jist 3Toro mpumeHsieTcs
UTEPATHBHBIH AJITOPUTM HAJIOXKEHUsSI MIA0NOHOB, Ha KaXJOH HWTEpalMyd KOTOPOTO
paccmatpuBaeTcsi T T -perHoH, IMEIOIIHii HanOOIIBIINIA YPOBEHb BIIOKEHHOCTH.

B KauecTBe BBbIENSEMBIX LIA0JIOHOB B OCHOBHOM HCIIONB3YIOTCA MOArpadsbl,
KOTOPbIE COOTBETCTBYIOT BBICOKOYPOBHEBBIM KOHCTPYKIHMSIM si3bika  Delphi:
block, while, repeat, if-then, if-then-else, case,
unresolved

Jns BblYMCIICHMS JepeBa JOMHHATOPOB M MOCTIOMHHATOPOB HCIOJIb30BAJICS
anmroput™ [12]. XOoTsS OH HMeeT He caMyl JIYYIIYI0 TEOPETHYECKYIO OLICHKY
CIIOKHOCTH W3 aIrOPUTMOB, MpejicTaBieHHbIX B paborax [13][14][15], Ho Ha
MPaKTHKE UCTIOJIb30BAHUE €T0 OKa3bIBAETCS IPENIOUTHTENbHEN Ha Tpadax ¢ MeHee
30 000 BepiMH KM3-32 MAJIEHBKOI CKPBITOW KOHCTAHTBI U MPOCTOTHI PEeaIU3alNH.

2.7 Pe3ynbTaTbl TECTUPOBaHUSA

Paspabotannsiii nekommmsrop DCUIL2PAS Osut mpoTecTHpoBaH Ha CHENHANBEHO
MOATOTOBJIEHHOM Habope Npolenyp, B3STHIX M3 Mojaudukanuu anroputma LZW
[16], wammcamnoro Ha s3bike Delphi.  TlockonbKy TpSIMBIX — aHAJIOTOB
JEKOMITHIIATOPY OOBEKTHBIX (aifinoB dcuil HeT, OBIIIO MPUHSATO pEIIEHHE MPOBECTH
CpaBHUTEIHHOE TeCTHpOBaHHE ¢ MHCTpyMeHTOB ILSpy, mockomeky oH Hamboiee
6mm3ox mo cBomMm xapakrepuctukam kK DCUIL2PAS u pacmpoctpassercs 1o
CBOOOIHOM JIMIICH3UH, [UTS OIIEHKH Ka4eCTBa — Mepa KadecTa aekoMmmsiimu [17]:

Z max(0, K’ — K)
KLOC (prog) ’

Caecom =
prog €TS

rae TS — TecToBEI HAOOP Mporpamm; prog — ucxoanas nporpamma; KLOC(prog) —
KOJIMYECTBO THICSY 3HAYMMBIX CTPOK KoJa mporpammsl prog; K — cymma mrpados
ucxoxaHod mporpammsbl; K' — cymma 1mTpadoB BOCCTaHOBICHHOM HCXOIHOM
HPOTPaMMBI.
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[Tpader 3a apTedakThl TPAHCISAIUN W HEMOJHOTY BOCCTaHOBICHHS (Tabn. 1) ObLm
W3MEHEHbl B COOTBETCTBHU C TPEOOBAHUSIMHU JEKOMIWISIUK OOBEKTHOIO KOJa
Delphi. IToncueT Meps! kagecTBa MPOU3BOIIIICS IS KXKIOW MPOIETyPHI OTACIBHO,
[P 3TOM HE YIHUTHIBAJIOCH KAY€CTBO BOCCTAHOBJICHHSI HHTEP(EHUCHOW YacTH MOIYJIS.

Taon. 1. mpager 3a apmegaxmer mpanciayuu u HenoaIHOMmMy 60CCMAHOBNEHUS
Table 1. Penalties for translation artifacts and incompleteness of restoration

KoHcTpyKknuu nporpaMmmbi Hasnavaemblie mrpadnl
HeBoccranoBnenue nMeHu nepeMeHHON 1
Omnepatop nepexoa goto 3
Boixon u3 cepenuubl mukiia break 1
Ormeparop npepbiBaHus UKIa continue 1
HeBoccranosnenHsiii oneparop for 1

[omydeHHBIE OLICHKM KauyecTBa ACKOMITWIIMY IpencTaBieHsl B Tabn. 2. Ha Bcex
IpUMEpax Mepa KadecTBa pa3paboTaHHOTO JEKOMITMIATOPA OKa3alach BBINIE, YEM Y
ILSpy. DT0o cBsi3aHO B TEpPBYI OUYepenh C TeM, YTO B Iporecce 00pabOTKH
OOBEKTHBIX MOAYJIECH JHMHKEpOM TepsieTcs YacTb WH(POpPMAmuud 00 HCXOIHOH
nporpaMMme, a TakKke C TeM, 49rto JjaexkoMmmiastop ILSpy w3HawaneHO
paspabaTbIBajcsi, MCXOIs M3 COOOpaXKEHHWH, YTO MCXOJIHas HporpaMma Oblia
HarucaHa He Ha si3bike Delphi.

Tabn. 2. Mepa xavecmea 0eKOMRULAYUY
Table 2. Measure of decompilation quality

Ha3Banmue DCUIL2PAS ILSpy
BitWise 62.5 133.3
Compression 18.6 146
LZRW1KHCompressor 75 140
GetMatch 0 166.6

ITomumo CPaBHHUTECIIBHOTO aHalin3a ACKOMIIHIIATOPOM B ITAKETHOM PEKHUME ObLIa
pa3oOpana cranmaptHas Oumbnmmorexka VCL Delphi 8. PesymeraTsl, KoTOphle B
OopIIel CTEeNeHN AEMOHCTPUPYIOT MTPOU3BOAUTEIFHOCTE PAaOOTHl AEKOMIMIIATOPA,
MpUBEICHBI B Ta0M. 3.

Tabn. 3. Pesynomam naxemnoti 06pabomku (npouzeooumenbHoCmy)
Table 3. Batch processing result (performance)

Ha3Banue Koa-Bo ¢aiinos Pa3smep (M0) Bpems o0padoTku (c)

Delphi 8 VCL 325 39 396

Jis onleHKH KadecTBa AeKOMIWIsIMK ctaHnaptHod oubmmorekun VCL Delphi 8 B
ABTOMATHYCCKOM PEKUME OBLJIO MPOCYUTAHO KOJMYCCTBO TPOLEAYP U (DYHKIIHIA,
BOCCTAaHOBJICHHBIX B CTPYKTYpHOM Buje (0€3 HCIOJb30BaHUsI OIeparopa goto).
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TectupoBanne mokazano (tabn. 4), uro B 98,7% cinydasx ymaercsi BOCCTAaHOBHTH
nporpammy 0e3 orepaTopoB goto.

Tabruya 4. Pezynomam nakemnoii obpabomku (Kauecmeo)
Table 4. Batch processing result (quality)

Ha3spanue KoJui-Bo npouenyp Bbe3 goto C goto %
Delphi 8 VCL 9003 8879 124 13

Paspabotannbii  mekommuisTop  00BekTHBIX  ¢aitmoB  DCUIL  mo3Bomser
BOCCTaHABIIMBATh HCXOAHBIA KOX Ha s3bIke Delphi, koTopbrii B OoNbOIMHCTBE
CIIy4aeB MPUTOACH JUIsl JAJIbHEHIIeH ero KOMIIMIALKMY M HOJHOCTBIO CEeMaHTHYECKU
9KBHBAJICHTCH HCXOJHOMY MPEICTABICHUIO NPOTrpaMMBL. JlaHHOE HpOrpaMMHOE
CPE/ACTBO TMO3BOJSET CYLIECTBEHHO COKPaTHTh BpeMs Ha pELIeHHe 3ajad,
CBSI3aHHBIX C TIONACPKKOW M MepepaboTKO YHACIEIOBAaHHOTO W CTOPOHHETO
NPOTPAaMMHOT0 OOECIIEUYEHUsI, UCXO/AHBIE TEKCThI KOTOPOrO HE MPEJI0CTaBIISIUCH
Ui 6I)IJ'II/I YTpaucCHbl; IMO3BOJACT HAXOAWUTH 3aKIaJlKh B T'OTOBBIX MOAYJIIAX H
komronenTax Delphi mog .NET; uckars 1 uctpasisiTh OIIMOKY.

3. 3aknoyeHue

Pesynprar nexommwisuun ¢aiinos .dcuil okaseiBaeTcs OoJjiee KaueCTBEHHBIM, Oolee
MOHSATHBIM JUISl MCCIIEIOBATENS KOJIa 10 CPABHEHHIO C Pe3yJbTaTaMU JICKOMITHIISILIUH
ucnonaseMsx ¢ainos .NET, mockonbky B HEM OTOOpakaeTcsi JOMOTHHUTEIbHAS
uHdopMalus, He T[oNajamuas B HCHOJNH’IEMble (ailiibl, HampuMmep, HMeHa
nepeMeHHbIX. Kpome Toro, y4€r Takmx OCOOEHHOCTEH KOMIMJIATOPA, Kak
COKpAaIIEHHOE OICHUBAHWE JIOTMYECKMX BBIPOKEHHWH, HA CTAAWHM YITy4IICHUS
MPOMEXYTOYHOTO TPEACTABICHHS TT03BOJISIET MOIYIHUTh O0JIee TOHATHBIIN KOJI.

MHuorue 3Tambsl pa3padOTaHHOTO METOAa M peajM30BaHHBbIC JUIA WX PabOTHI
MOJIPOTPaMMBI  HE 3aBUCAT OT ocoOeHHocTed koma ansa tmiardopmer NET.
OCHOBHYIO CIIOKHOCTH JJIsI PaclpOCTpaHEHUs METO/a Ha JApYyrue IIaThOpMBI
OpeACTaBIsieT ONMCAHHE CEMAaHTHKM MAalIMHHBIX MHCTPYKLUH  pealbHbIX
IPOLIECCOPOB, CHCTEMa KOMaHJ KOTOPBHIX CJIOKHee OalT-Koja BHUPTYaJIbHOM
MAIIKHBI, KaK 110 KOJIMYECTBY HHCTPYKIHH, TaK U 1O UX 3¢ dexram.
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of steps: syntactic analysis of the CIL code; control flow graph generation; intermediate
representation generation; structuring control flow graph; dataflow analysis; intermediate
representation optimization; code generation.
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NMounck HepgocTalwLWMX BbI3OBOB
OMoNMoTeYHbIX (PYHKLUN C
MCNosib30BaHWEM MaLUMHHOIo oby4yeHus

U A.. Axumos <ivan.yakimov.research@yandex.ru>
A.C. Kysneyos <ASKuznetsov@sfu-kras.ru>
Hremumym KocmuyecKux u uHOPMAyUuoOHHBIX MeXHOI02U,
Cubupckuil ¢pedepanvhbili yHusepcumem,
660074, Poccus, 2. Kpacrosapck, yn. Akademuxa Kupernckoeo, 0. 26

AuHoTaumsi. Pa3paboTka HpPOrpaMMHOTO  OOECIICYEHMSI  SBISIETCS  CIOXKHBIM |
HO/IBEP)KCHHBIM OLIMOKaM IpOIecCOM. B menmsix CHWXeHWs ciaokHOCTH paspaborku I10
CO3/IAI0TCsl CTOPOHHKE OHOIHOTEKH. [IprMepbl HCXOAHBIX KOJOB JUIS TOMYIISIPHBIX OHOIHOTEK
JOCTYIIHBI B JINTEPAType U HHTEPHET-pecypcax. B naHHO# paboTe mpencTapieHa TUIoTesa o
TOM, YTO OOJIBIIMHCTBO MOZOGHBIX MPUMEPOB COIEPIKAT MOBTOPsIOIIMecs mabnoHbl. boiee
TOTO, aHHbBIC IIAOIOHBI MOTYT OBITh HCIOJB30BaHbI ISl HOCTPOCHUS MOJIENICH, ClIOCOOHBIX
mpezckazaTb Hajgumdue (MO0 OTCYTCTBHE) HENOCTAIONIMX BBI3OBOB  ONPEINENICHHBIX
O6uONMMOTEeUHBIX (YHKIMI C HCMOJb30BaHME MALIMHHOTO oOydeHHs. B IHemsix mpoBepku
JAaHHOM THUIOTe3bl ObUIAa peaju30BaHa CHUCTEMa, Pealu3ylolas OIMMCAHHBIN (YHKIMOHA.
DKcreprMeHTaIbHbIE NCCIIEI0BAaHMs, TIPOBECHHEIE Ha puMepax s oudmmorexku OpenGL,
TOBOPSAT B HOJICPKKY BBIIBUHYTOW THMOTE3bl. TOUHOCTBH pe3yapTatoB gocturaetr 80%, mpu
YCIIOBHH PAacCMOTPEHHs YKe MHepBbIX 4-X OTBETOB, MNpeIaraeMbIX CHCTEMOI. MOXXHO
clesaTh BBIBOJ O TOM, YTO JaHHas CHCTEMa INpU JalbHEHIIeM pa3BUTHM MOXET HaWTh
HHIYCTPHAIBHOE TPUMEHEHHE.

Kuarwuessie cioBa: OpenGL; xadecTBO mporpaMMHOTO OOECIICUeHHUs; PEKOMEHIATeIbHBIE
CHCTEMbI; MalIMHHOE 00yueHHe; HeHPOHHbIE CeTH;

DOI: 10.15514/ISPRAS-2017-29(6)-6

Jas uourupoBanus: Skumon U.A., KysnenoB A.C. Ilouck HeZOCTAaOUIMX BBI30BOB
OnbmoTeuHbIX (YHKUMHA ¢ HCTIONB30BaHUEM MaMHHOrO o0yueHus. Tpynst UCII PAH, tom
29, BbIm. 6, 2017 1, ctp. 117-134. DOI: 10.15514/ISPRAS-2017-29(6)-6

1. BeedeHue

Paspaborka mporpammuoro obecrnedenus (I1IO)  saBmseTcs HE  TOJBKO
JIOPOTOCTOSIIIM, HO M CJOXKHBIM mporeccoM. [nsi ympoiuenus paspaborku 1O
co3maroTcs OuOmuoTekn (PYHKIWH, CKPBIBAIONINE CIIOKHOCTH 3a IPOTPaMMHBIM
unrepdeiicom (application programming interface — API). IIpu ucnonb3oBaHum
CTOPOHHHX OMOJIMOTEK MPOrPaMMHUCThHI 3a4acCTyI0 MPHUMEHSIIOT HEKOTOPbIE FOTOBbIC
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peIIeHNs] — wabaoHbl, TIOTYYSHHbIE U3 PECYpCOB MHTEpHETa M JUTeparyphl. Ilpu
9TOM HAYHMHAIOIIME MPOIPAMMHMCTHI UMEIOT TEHICHIMIO HPOIYCKATh pa3iIMYHbIC
YaCTH JaHHBIX NIA0JOHOB IIPH peaii3allii COOCTBEHHBIX NPHIOKESHHH.

KaroueBass wupges. B  mpemnoxenHo#t paboTe  mccuemyercs — mpoOiema
BOCCTAHOBJICHUS HPOIYIIEHHBIX qacTeit 1abJIoOHOB, HCIIONB3YEMBIX
NPOrPaMMHUCTAMH NIPU NPUMEHEHHH CTOPOHHUX OHOIMOTEK. B OCHOBY maHHOrO
HCCIICNOBAHUS IIOJOXKEHAa THIIOTe3a O TOM, YTO OoJblIas dYacTh KOPPEKTHO
paboTaronux NpHIOKEHUH, UCTIONB3YIONINX CTOPOHHUE OMOJIMOTEKH, OCHOBaHA Ha
mabIoHax, CBOWCTBAa KOTOPBHIX IOMAAIOTCS aHAJIW3y CPEACTBAMH MAIIMHHOTO
oOyuenusi. JlaHHasi rUIIOTE3a OCHOBaHA Ha pe3yJbTarax paboT, paHee MPOBEJCHHBIX
B CMEXHBIX O0OJacTsAX, TAaKMX KaKk aBTOMaThdeckas reHepauus narueil [1] wu
aBTOZIOTIONTHEHHE Koza [2].

1.1 O630p NuTepaTypbl

Craruyeckmii aHAJIM3 U AMHAMUYECKHe CUMBOJIbHbIe BbIuncaeHusi. Bo Bpems
JIMHAMUYECKUX CUMBOJBHBIX BbIYHMCIEHUN [3,4,5] cucTeMaTHYecKu HUCCIEAYIOTCS
pa3iuyHble IyTH BBIIOJHEHUS NporpaMMbl. Ilpu 3TOM, JHMOO NPOU3BOAUTCS
MHOTOKPATHBIH Nepe3aIrycK eIeBOH MporpaMMbl, T100 IPOUCXOIUT MapaieabHOe
BBITIOJTHEHHMS PA3lIMYHBIX €€ ITyTeH MMOCPEICTBOM MHTEPIIPETATOPa C KOIHPOBAHUEM
cocrostHui. CraTudeckuii aHamu3 [6] B CBOIO oYepens MPOM3BOAMTCS Oe3 3amycka
nporpamMMbl.  Pe3ynbTatoM  CTaTMYecKoro aHaiu3a  sBISETCS  abCTpakTHOE
Ipe/ICTaBIEHNEe, CcozepXkaee HHOOPMAIMIO O MHOXECTBE pa3IMUHBIX ITyTeH
BBINOJTHEHUS TIPOTPAMMBI.

Wndopmanus, moaydeHHas CPEACTBAMH AMHAMHUYECKOTO M CTaTHUYECKOTO aHAIN3a,
UCIIONB3YETCsl Ul ITIOMCKA TPOrPaMMHBIX OMMOOK. JlaHHBIE WHCTPYMEHTHI
HalleJIeHbl Ha MOMCK HU3KOYPOBHEBBIX OIIMOOK, TAKMX Kak IeperojHeHue Oydepa,
pa3bIMEHOBBIBAHHE HYJIEBOTO yKaszarens M T.0. Ilpu ycrmoBum MonenmpoBaHHS
paboThl BHEIIHMX (PYHKIMHA TakKe MOXET MPOBOAMTHCS MPOBEpKa KOPPEKTHOCTH
aNropuTMa HCIONB30BaHMs OMONMOTEK (HampuMep, HmaMATh, BbIIeneHHas malloc,
JIOJDKHA OBITH BBICBOOOXKIEHA C TIOMOIIBIO free), mpenynpexieHne NCTI0Nb30BaHHs
HeOe3omacHbIX (yHKIUH (Hampumep, strlen Bmecto strnlen). CraTtudeckuii u
JUHAMUYECKUM aHaIu3 MOXET TakKe INPHMEHAThCS I NPOBEPKU Mojenedl u
pemenus 3a1a4 GopManbHON BepUpUKALIUH.

Takum  oOpa3oM, CpencTBa  CTaTHUECKOTO W JAWHAMHYECKOTO  aHan3a
HOPEAOCTABIIIOT MOILIHBIM  MHCTPYMEHTapuil Al NPOBEPKU KOPPEKTHOCTHU
nporpamM. OnHaKo B JIaHHOW pa0OTe aKUEHT CMEUIEH B CTOPOHY OOHapyKeHHs
HEJIOCTAIOUINX BBI30BOB OMOIMOTEUHBIX (DYHKIMHA. J|OTOJHUTEBHEIM TpeOOBaHUEM
ABJIAETCS TO, YTOOBI pa3pabOTUMK He 3ajaBaj paBiia 0OHAPYKESHHSI HEAOCTAIOIINX
BBI30BOB BpyuHyl0. CHcTeMa JOJDKHa CaMOCTOSTENBHO H3BJIEYb HEOOXOIUMBIC
3HAHUS U3 MOJATOTOBIEHHBIX JJIsl HEE IPUMEPOB.

ABTOMaTH4YecKas reHepanus naryei. 3ajada aBTOMaTUUECKON TeHepaly naTyuei
OnM3ka K 3ajade, pelIaeMOi B JaHHOM HCClIeloBaHWM. [eHepanus maTyer
MpeNoiaracT aBTOMaTHIECKOE HCIpaBICHNE OMMOOK B mporpammax. CeMaHTHKa
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BEPHBIX TIPOTPaMM, HCIIONb3yeMass IIPH OICHKE KadecTBa IIaTdeil CTPOUTCS
cpercTBaMu MammHHOTO oOydeHus [1]. OmHako Ans TpPOBEpKH MaTdel Bce ke
TPEATIONaraeTCsl HaJu4Ihe TECTOB, MO3BOJIIOMINX ONPENEIUTh HX KOPPEKTHOCTE. B
JAHHOM paboTe I OLEHKH BEPHOCTH MpeAiaraeMbIX CHCTEMON peKOMEHIANN He
MpEANoaraeTcsi Halu4dhe TeCTOB, MO3TOMY CHUCTEMbI aBTOMAaTH4ECKOW IeHepaluu
nar4yei He OyayT IeTalbHee pacCMaTPUBATHCSI.

PexomenaatesbHble cucrembl. Hanbonee OMM3KUME K IIpeiiaraeMoi B JaHHOU
pabore cucTeMe SBISIIOTCS PEKOMEHIATENbHBIE CUCTEMBI, MOCTPOCHHBIE C
UCIIOJIb30BAaHUEM MAITUHHOTO 00y4YeHUs [7], B YACTHOCTH CHCTEMBI JJIs YITYUIICHUS
MeXaHW3Ma aBTOAOIOIHEHUS KOAA.

B ciyuyae KOHTEKCTHO-3aBHCHUMBIX BEPOATHOCTHBIX MOJeNeil aBTOMONMOIHEHUS
MPOUCXOIUT aHaJM3 BCEX CIIyuyaeB NMPHMEHEHHsS OObEKTa M 3aTeM MOJEIUPYEeTCs
pacnpesieieHue BepOSTHOCTH JJIsl Ceyroliero Bei3oBa [8, 9]. PasButuemM naHHOM
KOHIICTILIUY SIBJISIETCSI IPUMEHEHHE N-TPaMMHOM SI3BIKOBOM MoJiesiel HICXOIHOTO Kojia
[10] mnms mpenocTaBiieHWsT KOHTEKCTa AaBTOAOMONMHEHHS. Bo3MOXHO Takke
WCIIOJIF30BAaHUE N-TPAMMHOW MOJETH C TOAICPKKON KdIMa HCIIONE30BaHHBIX
TokeHOB [11], a Take [OMOJHEHHE S3BIKOBOM MOJEIN HCXOJHOTO KOJAa
cTaTUCTUYeCKOW ceMaHTHKOM [12]. [ToMMMO SI3BIKOBBIX MOJENEH 3aBEpLICHUs KOna
Ha OCHOBE TOKCHOB TaKXe MPHUMEHSIOTCS BEPOSATHOCTHBIC MOIENIH Ha OCHOBE
a0CTPaKTHBIX CHHTaKCHYECKUX AepeBbeB [13,14].

AJBTEpHATUBHBIM  TIOOXOJOM  SIBISICTCS ~ aBTOJOINOJMHEHHWE B yKa3aHHBIX
MOJB30BaTeIeM  MECTaX, B  KOTOPBIX  IIPEANOJIOKHUTEIFHO  PACHOIOKEHBI
HenmocTaroniie (parMeHTHl Kofa. B JgaHHOM ciydae IMPOW3BOOUTCS HE TOJBKO
noadop HYKHOTO TOKEHA, HO CHHTE3 IeJIOi CTPOKHU Kona. [lomp3oBaTens momedaeT
(TIycThIe) CTPOKH, B KOTOPBIX MPEATOIOKHUTEIBHO T0JIKEH paclonarartscs (pparmMmeHt
Kofa. B yKa3aHHBIX CTpOKax cHCTeMa CHHTE3HMPYIOTCS Hanboiee BEpOSTHBIN
Hemocratomuii  pparment [15]. [lpu 3TOM HCHOAB3YETCS SI3BIKOBas MOJICIb
HCXO/IHOTO KOJ1a, TOCTPOEHHAs! HA OCHOBE PEKYPPEHTHON HEHPOHHOI CceTH.

Takum 00pazoMm, B CYHIECTBYIOIIUX Ha JJaHHBIA MOMEHT PEKOMEHAATEIbHBIX
cUCTeMax IIOJIb30BATENIb JOJDKEH B SIBHOM, JIMOO HESBHOM BHIE YKa3bIBAaTh
KOHKPETHBIE YYacTKH KoJa, B KOTOPBIX TpEANoiaracTcss MpUMEHEHHE
aBrofononHenus. OmHako B JaHHOW paboTe (OKyc cMelieH Ha CIOCOOHOCTh
CUCTEMBI CaMOCTOSTEIHHO OIpeneNaTh (akr Hamuauss (OO0 OTCYTCTBHS)
MPOMYIICHHBIX BBI30BOB OHONMOTEYHBIX (YHKIUA Oe3 aKTUBHOTO y4acTus
MOJIH30BAaTEIS.

OOyuyeHue ¢ yuurTedeM. B mepBoM NpHONMKEHUM, MAaIlIMHHOE OOy4YCHHE C
YYUTENEM NpEAINoiiaracT MOCTPOCHHE MOJAEeIeH, TPEeHEPYeMBIX YCTaHABIUBATh
COOTBETCTBUE MEXKJY HEKOTOPHIM BXOAOM M BBIXOJOM Ha OCHOBE TPEHEPOBOYHOM
BBIOOpKH TpuMepoB [16]. OxHON M3 pa3sHOBUAHOCTEH Mopelnel, NPUMEHSIEMBIX B
3aJayax MAIIMHHOTO O00y4YeHHs SBISIETCS HCKYCCTBEHHAs HeitponHas cets (artificial
neural network — ANN). B nanHOil paboTe mOpHMEHSETCS pPEKyppeHTHAs
HeWpoHHas ceTh, moctpoenHas Ha sape LSTM (long-short term memory) [17].
Apxurekrypa LSTM Obuta BbiOpaHa Hu3-3a CBOEH NIMPOKON MPUMEHUMOCTH B
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3aJa4ax CTaTUCTHYECKOTO MOJACIUPOBAHUS SI3bIKa. PeKyppeHTHBIC HEHPOHHEIE CETH
CHOCOOHBI  alIPOKCHUMHUPOBATh paboTy anroputMoB [18], dWro BaxkHO T™pH
HOCTPOCHUH CHCTEMBI, BBIABIISIOIIECH 3aKOHOMEPHOCTH B MICXOXHOM KOJIe.

1.2 MNocTaHOBKa 3agauu

[Tycte maHa HeEKOTOpas NOJIB30BAaTENbCKasl NPOLEAYpa, COAEprKamias BBI3OBEI
¢ynaknuit croporreit 6nbmmoTexn. C MOMOIIBIO 3apaHee 3aJaHHOTO ajJrOpHTMa M3
JAHHOM TPOLEXYphl HM3BIEKAETCS IOCIEIOBATEIFHOCTh BBI30BOB (YHKIUH W =
f1,£2,..,fn, tne fi — wums ¢ynknun. I[Ipeamomaraercs, YTO B JaHHOU
MOCIIEI0BAaTENIbHOCTH  JINOO TpomylleHa ofHa (GYHKIMs, HeoOXoaumas Ul
3aBEpLICHHUs  OIpEACICHHOro  IabnoHa, JMOO  MPONyIIEHHbIE  (QYHKLIUHU
OTCYTCTBYIOT. Heo0XoauMO MOCTpPOUTh MOJENb, O00JaNaloulylo CIeIYIOMIUMH
cBoiictBamu. Eciaum B 1OCenOBaTEIbHOCTH HEJOCTaeT BbI30Ba  (DYHKIUH,
3aBEpPLIAIOIIEI0 HEKOTOpBIM IIAalJIOH, CHCTeMa JIOJDKHA BOCCTAaHOBHTH —UMS
NpoIymeHHoH ¢yHKuuU. B ToM ke ciydae, Korga NPOIMYCKH OTCYTCTBYIOT, H
MIOCIIEI0BATEIBHOCTD MPEACTABISIET CO00H 3aBEpILCHHBIN MIA0IOH HCIOIb30BAHMA
CTOpOHHEH OMONMOTEKH, cUCTeMa JOJDKHA YCTAaHOBUTH NAHHBIH (aKT.

2. MemoOdsbi

2.1 O630p cucTembl

B kawectBe meneBoil Oblma BBIOpaHa OmbOmmoreka OpenGL [19]. JlanHEIA BBIGOD
obycnosneH Tem, uto ais OpenGL cymiecTByeT 60JbII0€ KOIUIECTBO IPUMEPOB C
OTKPBITBIM HCXO/IHBIM KOZOM, KOTOpPBIE SIBIISIOTCS CPaBHUTEIBHO OJHOTUITHBIMHU,
YTO JIeJIaeT UX XOPOIIUM MaTepHajIoM ISl PELICHUs 3a1a4 MAalIMHHOTO 00y4YeHUsL.

B 3akoHYeHHOM BHAE CHCTEMa MPEIOCTABIISIET JOCTATOYHO MPOCTOW IS
ucnonp3oBaHus uHTepdeiic. [lonp3oBaTens mojaer el Ha BXOA HMCXOJHBIA KOJ
MIPOTPaMMBI, TIOJTy4dasi Ha BBIXOAE oT4eT. OTUeT COAEPIKUT B ceOe 3alucH 0 KaKIoi
U3 TOJNB30BaTeIbCKUX Mporeayp. Kaxkpaas 3ammuch COAEPKHUT  HECKOJIBKO
NPEIONIOKEHUH CUCTEMBI O TOM, Kakas (yHKuus Obuia mponyiieHa. OcoObiM
BUJIOM TIPE/IIOJIOKEHHS SIBISIETCS] OTCYTCTBHE MPOIYILEHHBIX (DYHKIMHI.

IIpumep. PaccMOTpUM  HECKOJBKO  IIPUMEPOB,  IIOJIYYEHHBIX B  XOZ€
IKCIIEPUMEHTANIBHBIX HCCIEJOBaHUN pPaboThl CHCTeMbl. B mepBoM mpumepe
NPUBEACH KOA MPOIEeIypsl MO OTOOpaKeHWIO CIICHBI Ha JKpaHe. B maHHOM
npouenype ObuT mponyieH Bb3oB ¢yHkiuK glPushMatrix. ITpomymieHHbIH BBI30B
MIOMEIIEeH B KOMMEHTapHi B IEJSIX YIYYIIeHUs] HAalJISIHOCTH JaHHOTO IpuMepa. bes
NpeIBapUTENbHBIX ~ 3HAHMH O  CBOMCTBaX  OMONMMOTEUHBIX  (QYHKIMH |
3aKOHOMEPHOCTSIX UX BBI30BOB, CUCTEMa BBIy4YMJIa LIA0JIOH, COIIACHO KOTOPOMY 3a
BbI30BOM glPushMatrix nmomxen cnemoBath BbI3OB  glPopMatrix. Cucrema
NPEIOCTABIISIET M0JIb30BATEII0 PACIIPECICHUE BEPOSITHOCTEH, cosiepiKalliee MMeHa
10 Hauboee BeposATHBIX HemocTatomux GyHkiui. Cieayer OTMETUTD, UYTO B 3a/1a9y
CHCTEMBl HE BXOAWT OIPEAEICHHE MECTONOJIOKCHNS MPOIMYIIEHHOH (QyHKINH.
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Cpenn MpeanoXeHHBIX OTBETOB MPHUCYTCTBYET M BEPHBIM — IO OLIEHKE CHCTEMBI, C
BepoATHOCTBIO 98,84% Obima mpomymena ¢ynakmust glPushMatrix. CnenuanbHbIA
TOKEH __NOne B JAaHHOM PacHpeiesICHUN CHMBOIN3UPYET OTCYTCTBHE MPOIYCKOB.
B mpumepe ¢ mpomyckoM (yHKIMH, peamu3yOmUX JOTHKY push-pop, MOXHO
NPEUIOKHUTh TPOCTYIO pEajH3alMi0 aJropuTMa OOHApYKEHHUS IPOITYLICHHBIX
BBI30BOB. J[0CTaroyHO HCHONIB30BaTh cUeTYMK push- M pOp-BBI30OBOB M 3aTeM
CpaBHHTH pe3ynbrar. OJJHaKO BO MHOTHX CIIy4asiXx CHCTeMa J0JDKHA OBITH criocoOHa
pacrio3HaBaTh CIIOXKHBIE aJITOPUTMBI MCHOJIB30BAHUS OMONMOTEYHBIX (YHKIMH, U
00ONTHCH aJITOPUTMOM CO CYETYMKOM BBI30BOB KpaiiHe 3aTpyIHHUTENLHO. Bo BTopoM
npuMepe mpuBeneHa mpouexypa Reshape, B KOTOpoH OTCYTCTBYIOT MNpPOIYCKH
BBI30BOB (DYHKIMH, TO €CTh MOJABAaEMbI Ha BXOJ CHUCTEME allTOPHTM pPEaM30BaH
BepHO. JlaHHBIH (aKkT MOATBEpXKIAECTCS B OTYETE, IPEIIaraeMOM CHCTEMOM,
COTTIACHO KOTOPOMY C BEPOSTHOCTBIO 55.27% MPOIMyCKH OTCYTCTBYIOT.

Tabn. 1. [Ipumep pabomoi cucmemvl

Table 1. Example

Wcxonnblii ko BriBoa cucTeMbl

void display(void) { glPushMatrix 98,84%
glClear (GL_COLOR_BUFFER_BIT); glRotatef 0,22%
glColor3f (1.0, 1.0, 1.0); __nhone__ 0,10%
/I glPushMatrix(); - nenocraomas gpyHkuus glFlush 0,09%
glutWireSphere(1.0, 20, 16); gluPerspective 0,09%
glRotatef ((GLfloat) year, 0.0, 1.0, 0.0); glFrustum 0,08%
glTranslatef (2.0, 0.0, 0.0); glScalef 0,07%
glRotatef ((GLfloat) day, 0.0, 1.0, 0.0); glEnable 0,07%
glutWireSphere(0.2, 10, 8); gluOrtho2D 0,06%
glPopMatrix(); gINewList 0,06%
glutSwapBuffers(); }
// TIpOTTyIIEHHBIX BBI30BOB HET __none__ 55,27%
static void Reshape(int width, int height){ glLoadldentity 18,47%
glViewport(0, 0, width, height); glOrtho 6,72%
glMatrixMode(GL_PROJECTION); gluOrtho2D 4,67%
glLoadldentity(); glEnable 3,04%
glFrustum(-2.0, 2.0, -2.0, 2.0, 0.8, 10.0); glTranslatef 1,64%
gluLookAt(7.0, 4.5, 4.0, 45, 4.5, 2.5, 6.0, -3.0,  gluPerspective 1,25%
2.0); glScalef 1,22%
glMatrixMode(GL_MODELVIEW); glMatrixMode 0,94%
} glDisable 0,76%
2.2 ApxuTeKktypa

PaccMoTpuM BHYTpEeHHEE yCTPOHCTBO 00YIEHHON CUCTEMBI, CaM TPOIECC OOYICHHUS
Oymer mokaszaH B ciexyromeM paszgene. Ha Bxonm cucremsl momaercst (aitm c
MCXOIHBIM KozioM Ha si3bike Cu. [lanHbli daitn nepenaercst tpaccupoBiuuky. Ha
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BBIXOJIE TPACCHPOBINHMKA IMOIYYAETCS N TPACC BBHI30BOB OMOIMOTEHYHBIX (YHKITHI
«rpacca 1», «rpacca 2», ..., «rpacca n», Iie¢ N — YHUCIO MOJb30BATEIbCKUX
MPOIIENYp, CONEpXKAINX BBI3OBHI OHOMMOTeyHBIX QyHKIWA. Kaxmas Tpacca
MPEACTABIACT COOOH IOCIEAOBAaTEeIbHOCT HWMEH OHONMOTEYHBIX  (PYHKITHIA,
PacIlioJIOKeHHBIX B TMOPSIKE WX BbI30Ba BHYTPHU OJHOH MOJB30BATEIbCKON
npouenypsl. IlomydeHHBIE Tpacchl Jajiee MOCTYNMAlT Ha BXOJA IPENpPOLECCcopy,
KOTOPBIH MpeoOpa3yeT X B MAaTpHILy, COAECPIKAIIYI0 MPU3HAKH KXKIOH OTIEIbHON
Tpaccel. Jlamee mnosydeHHass MaTpulla IIOCTyNaeT Ha BXOJ Kiaccudukaropy.
CrpykTypHas cxema u300pakeHa Ha puc. 1.

P
7”W__7

Puc. 1. Apxumexmypa cucmemoi
Fig. 1. Architecture of the system

T

Mpepouieccop

| Marpuua
| npnaHakos

TpaccupoBLMK Knaccucpukatop

NexopHbIid

OcranoBuMcst onpoOHee Ha 3ajade, pemaeMol KiaccupukatopoM. B koHeuHOM
uTore, KiacCHU()UKAToOp JOIDKEH OMNpENeNsiTh IMpPOIYIIEHHbIE B Tpacce (QyHKLUH,
au0o e OTCYTCTBHME TMpoIlycka. JIHaue TOBOpsS, OH MJOMDKEH IIOCTaBUTHh B
COOTBETCTBHE KaKJIOW Tpacce METKy, KOTopas JH00 XpaHHT MMS IPOIYIIEHHOH
¢yHKIMHM, 1100 HHPOPMALIUIO O TOM, YTO OHA OTCYTCTBYeT. CeayeT OTMETUTD, YTO
B ciiy4ae oOy4eHus Kiaccudukaropa mpenporeccop He TOIbKO Mpeodpa3yeT Tpacchl
K TpeOyeMoMy (opmMary, HO ¥ TEHEPHUPYET Ha HX OCHOBE IPHMEPEI.

2.3 AHanNun3 UcxogHbIX AaHHbIX

st TpeHNpOBKH KJIacCU(HUKATOpa CPEICTBAMH MAaIIMHHOTO OOy4YeHHS! HEOOXOIUM
COOTBETCTBYIOIIMH Habop naHHBIX. [ momyueHnss Habopa MJaHHBIX ObIIH
UCIIOJIb30BaH NPUMEPBI MCXOJHBIX KOJOB MPOTpPaMM H3 CIEIYHOIUX HCTOYHUKOB
[20], nanee maHHbIM HaOoOp OyaeT MMeHOBAThCS Oenumapkom. Ilpumepsl comepikar
ucxonHel koj yueOHbx OpenGL mporpamm. [anee nonstust OpenGL-dyHkust u
¢yHknus OyayT TPUMEHATHCA KaK B3aMMO3aMEHsSeMble TaM, TA€ OSTO He
MPOTHBOPEYNT KOHTEKCTY. B 00mieit cioxkHOoCTH 651UT0 HcTIoNs30BaHO 214 (aiiios ¢
WCXOMHBIM KOZoM mporpamMm. OTMETHM, YTO JaHHBIE NPHMEPHl H3HAYAIBHO HE
MpeAHa3HAuYEHB! [T PEIIeHHs 3a7a4 MAallIMHHOTO OOy4YEeHHS M HE SIBISIOTCS YaCTHIO
TOTOBOTO Ha0Opa JaHHBIX.

B nanHoii pabore mnpuMensiercs oOydeHHWE ¢ ydduTeneM, W Habop JaHHBIX
pa3buBaeTCs Ha TPEHUPOBOUHYIO M TECTOBYIO BBIOOPKY. Takum oOpa3zom, oOydeHwme
Kaccu(uKaTopa MpOU3BOJUTCS Ha TPEHHUPOBOYHON BBIOOPKE, KaXIbIH MPHMED U3
KOTOPOH COIEP’KUT KOPPEKTHBIN OTBET B BUJAE METKU. IIpoBepka, B CBOIO Ouepensb,
NPOM3BOJMUTCS HAa TECTOBOM BbIOOpKe. Takum o0Opa3zom, HaOOp NaHHBIX JOJDKEH
OBITH pa3MedeH, U COCTOSATh U3 MAaTPHULIbI IPU3HAKOB U BEKTOPA METOK.
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OObexTamMu, TOMLIECKAMUMHE  KJIACCH(HUKALUK, SABIAIOTCS  IIOJIB30BATEILCKUC
npouenypsl. ENMHCTBEHHBIM NPHU3HAKOM, XapaKTEPU3YIOIUM KaKAyI0 IPOLEYpY,
ABIAETCA TONydeHHass U3 Hee Tpacca. COOTBETCTBEHHO, METKa, KOTOpas
KI1acCU()MKATOPOM CTaBHUTCS B COOTBETCTBHE KaXKIOW IPOIEAYPE, COAECPXKUT JIHOO
UMs IPOITYIICHHON (QyHKLUH, TUOO0 «__Nnone_ » — 3aIKCh O TOM, YTO HPOITYIICHHBIC
(yHKIMU OTCYTCTBYIOT. TakuM 00pa3oM, NpPU3HAKH SIBISIFOTCS CHHCKAaMH HMEH
(GyHKIMH, 8 MeTKH — 00 MMeHaMu QyHKIuii, Inbo  none .

B nanHOl paboTe ucmonb3yeTcsl CIEAYIOIMH NPUHLIUI IMOIYYEHUS NPHUMEPOB:
nycTb gaHa Tpacca w = f1,f2,...,fn, coneprkaias mocnenoBaTensHOCTh U3 N BEI30BOB
¢ynkumi. JInst gaHHOM Tpacchl MoXeT ObITh momydeH n+1 mpumep. Ilepsble n
IPUMEPOB COAEP)KAT TPacChl, B KOTOPBIX MOCIEAOBAaTEIbHO MPOIYIIEHBl BBHI30OBBI
¢ynkumii. [Tocnenuuit mpumep CoOnep>KUT HUCXOTHYIO BEPCHIO TPAacChl, B KOTOPOM
IPOITyCKN OTCYTCTBYIOT. Habop nmaHHBIX (opMupyeTcs M3 OONBIIOr0 KOJIWYECTBA
NPUMEPOB, TMOIy4aeMbIX M3 Tpacc. M3 mpuHIMNIa mocTpoeHus Habopa TaHHBIX
CJIEILyeT, YTO IS KaXIOW (YHKIMH YUCIIO TIOPOXKIAEMBIX ITPUMEPOB PABHO YUCITY
BBI30BOB JaHHOH (yHKINHU BHYTpH OeHuMapka. B obmmeit cnoxHOCTH, B OCHUMapKe
MPOU3BOJSATCSA BBI3OBBI 329 pa3znnuHbIX (GYHKIWH, HEKOTOpble M3 HHX Oolee
MOMYJISIPHBI, HEKOTOpele — MeHee. [lpm stoMm, ecnu ¢yHkmus glEnable Opura
Bb3BaHa ~700 pa3, TO MeHee MOMYIsApHbIC (QYHKIMH, Takue Kak glBitmap
BbI3bIBaIOTCS MeHee 30 pa3. Takum 00pa3oM, YHCIIO BBI30BOB PACIPEICICHO
HEPaBHOMEPHO MEXAy pa3nuuHbiMH (QyHKUusIMUA. OJHAKO B LENSX YIy4ILICHUs
o0y4aeMoCTH KilaccH(UKaTopa MKeJaTelbHO, YTOObI YHCIIO IPUMEPOB AT KaXKIon
3 GyHKUMHA OBLJIO TPUMEPHO OJMHAKOBBIM. TakuM 00pa3oM, HEOOXOIMMO
MPOU3BECTH AHAJIN3 PACIPECICHUSI YaCTOThl BHI3OBOB JUIS OTIENbHBIX (PYHKIHM.
JlanHbIM aHanu3 ObLT IPOBE/IEH, W €ro Pe3ydbTaThl MOKa3ajid, YTO paclpe/esieHne
BBI30BOB 00JIa/laeT CBOWCTBaMH, cXOkuMu ¢ mpuHimnoMm [lapero. B uactHOCcTH,
nepsbie 20% BBI3BaHHBIX QYHKIHMIT oOecrieunBaroT 82% BceX BBI30BOB (DyHKIIUH.

B T1abn. 2. mpuBexeHO pacmpenereHHEe 4acTOThl BBI30BOB (yHKIMA. B mepsBom
cTonlIe yKkazaHa B3ATas paccMaTpuBaeMasi 10Jsi Hanboliee MOMyISpHBIX (YHKIUH.
Bo Bropom cronbue ykazaHa oOmiasi 1oJisi BBI30BOB J@HHBIX (DYHKIMH Cpeau Bcex
BBI30BOB (DYHKILIMI B OEHUMapKe.

Tab6n. 2. Pacnpedenenue wacmomol 6b130606 (QYHKYUIL
Table. 2. Function calls frequency distribution

IMpouenT cambIx momynsipHbIX GyHKIMHA | [IpomeHT BXoXkIeHUIT B IpUMEpbI

5% 45%
10% 68%
20% 83%
30% 90%
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40% 94%
50% 96%

MoOXHO CymuTh O HaJMYUM MpPOOJIEMBl HEPABHOMEPHOCTH PACIIPEACICHHA
KOJIMYECTBA MMPUMEPOB HCIONIB30BAHMS pa3inuHbIX QyHKIui. B nemix ee pemenus
HarMEHee MOMYIApHbIe (DYHKINH OBLIH CTPYIIHPOBAaHBI B HA0OPHL. {11 3TOTO OBLITO
3aJaHO OTOOpaXEHHE, MEPEBOAAIICE MM KAKIOW OTIACTBHOM (YHKIUH B WM
COOTBETCTBYIOIIETO €l IpeonpeneneHHoro Habopa. Pazouenue GpyHknnii B HaOOPHI
OBUIO TPOM3BEIEHO 3BPHCTHYECKMM cCIocoOoM. [Ipu 3ToM MBI omnmpaguch Ha
Ha3HaueHHe QYHKIMU (Hanpumep, paboTa C TEKCTypaMH) M paclpeneieHHe
BBI30BOB (pyHKLM. Pe3ysibTarsl Kilaccu(UKaluy He yYUTHIBAIUCH NPU pa3OUECHUH.
Janee Habop dyHKIUi OymeT Ha3bIBaThCs «MeTad)yHKIUCH, B IEIIX YI00CTBa.
Hcnonb3yst onrcaHHOE BhILIE 0TOOPaKEHNE, UCXOHBII HA0Op JaHHBIX MOXET OBITH
MORJIEMEHTHO OTOOpakeH B HOBBIH HaOop. B HoBoM Habope Bce QyHKUWH,
BXOASIIME COCTAaB TPAacC W METOK, OTOOpPaKAIOTCS HAa COOTBETCTBYIOIIME MM
meradpyHkumu. Knaccupukarop, o0y4eHHbIH Ha HaOOpe JaHHBIX, COCTABICHHOM M3
MeTadyHKINH, TakkKe AT yooOcTBa HA30BEM «MeTakiIaccH(UKatopom». B cBoro
odepenp KiaccupuUKaTop, KOTOpHIH 0OydueH Ha Habope, IIOCTPOCHHOM W3
HEeoOpaboTaHHBIX QYHKINSIX, HA30BEM «HAUBHBIM KIACCH(UKATOPOM».

Kaxnas MeradyHKIMS HMeEeT ONpEeNeNICHHYI0O MOIIHOCTh — YHCIO (DyHKIHH,
KOTOpbIE B Hee 0TOOpakaroTcsi. MOIIHOCTh MOXKET OBITh paBHA HYIIO, SIUHHUIIE,
100 HekoTopoMy nenomy n > 1. [Tycmoii Ha30BeM MeTa(yHKIHUIO, B KOTOPYIO HE
oroOpakaercsi HM OfHAa W3 (YHKIWH; JaHHAs MeTaQyHKIUS HCIONB3yeTcs Kak
MeTka _ none . Mwmennvle MeTa(yHKIMH COOTBETCTBYIOT EIMHCTBEHHOM
¢dbyakuuu. B 0606wennyo MetadyHKINIO 0TOOpa)kaeTcss HeCKoIbko QyHKImiA. Emre
OJIHOM Ba)KHOM XapaKTEPUCTUKOM ABIsETCS BeC MeTapyHKIUU — YUCIIO IPUMEPOB, B
KOTOpbIE OHA BXOAUT B KQ4€CTBE METKH.

Pazbepem BBeneHHOE s ynoOcTBa moHsATHE MeTadyHKIMHM Ha npumepe. [lycras
MeTadyHKIIMS _ NONE  HE COJNEPXKUT HU ONHON (PyHKIMH, €€ MOILIHOCTh paBHa
HYJIIO, @ BEC pPaBeH YHUCIY Tpacc, B KOTOPBIX HE MPOIYIeHAa HU OAHA (YyHKLHS.
Beinenennast meradynkuus glEnable comepxur enuHCTBeHHYIO GYHKIHIO —
cobctBeHHO glEnable, ee MOITHOCTE paBHA €IUHMIIE, M BEC PABEH YUCIY BHI30BOB
glEnable B wucxomHom kome mporpammbl. O6oOmieHHas MeradyHkms draw
BKJIFOYAET MHOXKECTBO (PYHKIIMI 110 OTPHUCOBKE, BEIOPAHHBIX SBPUCTHYECKUM ITyTEM,
ee MOIIHOCTb Oouibiie 1 T. K. OHa BKJIIOYaeT B ce0sl HECKOJIIBKO (YHKLHMH, a Bec
paBeH CyMMapHOMY KOJIMYECTBY BBI30BOB BXOASIINX B Hee (PyHKIIUH.

B o0mieli cioXHOCTH, 3BPUCTHYECKHM IIyTeM OBIIO BbIIENeHO 50 HemycThIX
merapyHkuuid. Cpenu naHHbIX MeTadyHKUMA 35 sBustorcss umenHvimu, u 15
0000w eHHbIMU, COOTBETCTBEHHO.
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2.4 Co3pgaHune Habopa AaHHbIX

Habop manHBIX 11 00ydeHHs KIacCH(QHUKATOPa IOIydaeTcss u3 OeHUMapKa IIyTeM
psina mpeoOpazoBaHuid. IlepBbIM 3TamoM SBISETCS IOMYYEHHE TPAcC BBHI30BOB
(yHKIMIT BHYTPH MOJIB30BATENILCKUX Hpouenyp. [Ipu 3ToM ycioBHBEIE OmepaTopsl U
LUKJIBl HE YYUTBIBAIOTCA. [l MOIMy4eHUs Tpacc UCIOJb3yeTcsl uHrepnperarop IR-
koma [21]. MHTepmperarop paboTaeT CO CIHCKOM IIOJIB30BATEIBCKAX (DYHKITHIA,
OOBSBICHHBIX BHYTPH MOy, reHepupyemoro clang [22] u3 daiiina ¢ MCXOTHBIM
kozmoM. Jlnst kaxaod (yHKUMHM TpOM3BOAMTCS 00XON BXOASIIMX B Hee 0a30BBIX
6mnokoB. Ilopsimok ciemoBanHust 0a30BbIX ONOKOB ompenensiercst clang-oM Ha Tame
TpaHciauuu B IR-koa. AJIropuT™ Nony4eHus Tpacc NPEeACTaBIeH Ha TUCTUHTE 1.

AJaroputMm: mocTpoeHue Tpacc Bb3oBoB OpenGL-¢hyHKumit
Bxon: ucxonHbIN KOJ,
Brixon: Habop Tpacc MoJIb30BATENILCKUX MPOIIEAYP
JUTSI KQOK/TOW MOJTb30BATENIbCKOM MPOIISAYPHI ProC:
trace = HoBas mycTas Tpacca
Jutst Kaxroro 6azosoro 6oka block mpouenypst function:
JUISL KXKI0TO BbI30Ba BHelrHel ¢ynkuuu func Baytpu 6imoka block:
ecmu func — OpenGL-byukuust, 106aBUTH ee UMs B Tpaccy

Jlucmune 1. Illocmpoenus mpacc 6v130608 yHKyull
Algorithm 1. Function calls tracing

CymmapHasi JUIMHHA TIOJY4YEHHBIX Tpacc cocTaBisier 15182 BbI30BOB, UTO
TEOPETHYECKH TO3BOIISIET MOIYINTH |5 THICAY IPUMEPOB JUIS KaXI0W (QYHKINH.
Ortcedenue Tpacc. Tpacchl, OTyYEHHBIE ONIMCAHHBIM BBIIIE METOAOM, OTINYAIOTCS
MO JUIMHE, TO €CThb MMEIOT Pa3IM4HOE KOJIMYECTBO BHI30BOB. PazOpoc 3HaueHMs
JUTMHBI JISKUT B Auana3oHe oT 1 mo 338 BezoBoB. O0ydyeHHe Kiaccupukaropa Ha
OCHOBE PEKyppEHTHOW HEHpPOHHOM CeTH Ha IOCIEJOBaTeIbHOCTIX pPa3IHIHON
JUIMHBI BBI3bIBAaeT 3arpynHeHus. [1o naHHO# mpuynHe W3 MONydeHHBIX Tpacc ObUIH
0TOOpaHbl Tpacchl JUIMHOM OT 5 110 25 BBI30BOB, uTO cocraBisieT ~50% Bcex Tpacc.
B pesynbrare, konu4ecTBO NPUMEPOB COKPATUIOCH 10 7531.

Otobpa:kenne ¢ynknuii B MeradyHkuum. [lns oOydeHus kiaccudukaropa
UCIIoNb3yeTcsl JBa Habopa pgaHHBIX. B mepBomM Habope HCHOJIb30BaHBI
OpHUrMHaNbHBIE WMeHAa (yHKIMH. Takum 00pa3oM, IOCKOJIBKY YHCIO METOK B
HaOope MaHHBIX PaBHO YMCIY Pa3IMYHBIX (PYHKIWH IITFOC JOMOTHHUTENbHAS ITycTas
¢ynkous _ none, To MbI mMeeM 329 + 1 meTky. Bo BTOpoM cirydae umena ¢yHKIuit
0TOOpaXKEeHBI Ha COOTBETCTBYIOIINE UM MeTadyHKINHU. B pe3ynbrare momydaercs 50
+ 1 MeTKa, COOTBETCTBEHHO.

I'pynnupoBka Tpacce. JlaHHBIN 1Iar mpenmecTByeT Mary MmojiydeHus MpuMepoB U3
KaXI0H Tpaccel. Tpacchl rpynmmupyroTcss Tak, YTOObI MONYyYUTh N HaOOPOB Tpacc
MpUOIM3UTENILHO paBHOTO pasmepa, Tme n = 10. Jlamee n-1 Habop cocTaBUT
TPEHUPOBOUHYIO BBIOOPKY W 1 HabOp — TECTOBYIO BBIOOPKY, COOTBETCTBEHHO.
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Taxum o6pa3zom, TecToBas BeIOOpKa coctasisieT ~10% ot oObema moiaHOTO Habopa
JOaHHBIX. OOs3aTe’bHBIM YCIOBHEM ITOJTYYSHHUsS TECTOBOW BBIOOPKH SBISAETCS TO,
9YTOOBbI B Hee BXOAWIN CITy4aliHBIE IIPUMeEphI (IIpUMephl OyIyT MONy4YeHBI U3 Tpacce
Ha TmocienHeM mrare). OmHaKO TONHOCTBIO CIyYalHBIA BBIOOp MPUMEPOB
HEBO3MOXKeH. [IpuMepsbl, MoiyueHHble W3 OJHOTO (aiiga ¢ WCXOTHBIM KOIOM, HE
JOJDKHBI TIOTIaJIaTh B pa3Hble HAaOOpBl — 3TO HapyLIIMIO Obl JTOCTOBEPHOCTh
npoBepkH paboThl KiaccupukaTtopa Ha TecToBoi BeIOOpke. [1o 3Tol mpuyunHe, npu
(hopMupoBaHNK HAOOPOB Tpacc CIy4ailHBIM 00pa30M KOMIIOHYIOTCS TOJIBKO TPACCHI,
NOJyYeHHBIE W3 OXHOTO (aina ¢ HCXOMHBIM KozioM. Ciy4yaifHOCTh TECTOBOM
BBEIOOpKHM OOecTieunBaeTcs 3a CUeT CIIy4aifHOro BEIOOpa HabopoB Tpacc.

IMonyyenne mpumepoB U 3amojHenue. Cienyromer (azoil sBIsSeTCS TONydEHUE
NPUMEPOB U3 KaXKIOH Tpacchl C MOMOIIBIO OIMCAHHOTO HUXKe anropurMa. Ha Bxox
eMy IIOJaeTcsi Tpacca M3 N CHMBOJIOB, Ha BBIXOAE MaccuB u3 n+1 mpumepa. B
OCHOBHOM LIMKJIE (CTPOKH 5-9) U3 Tpacchl IJIMHOIM HPOM3BOOHUTCS N MPUMEPOB.

Janee moGaBisFOTCS MCXOMHAS Tpacca M COOTBETCTBYIOIIMH €l Mpormyck (CTpOKH
10-11).

Lo

AJTopHuTM: TIOTYYECHHE IPAMEPOB U3 TPACCHI
Bxon: Tpacca trace JiuHHOI n BBI30BOB
Beixoa: n+1 npumep
examples = []
ISt Kaskoro K B nnamasone ot 0 o anuna(trace)-1:
current_trace = kionuposars(trace)
ynanuth current_trace[K]
y = trace[k]
nobaeuts (current_trace, y) k examples
10. xs = trace
11.y=""// nponyck o3Ha4aeT OTCYTCTBUE MPOIMYIICHHBIX HYHKINI
12. no6asuts (XS, Y) k examples

© oo No KNk wd

Jucmune 2. Ilonyuenue npumepos u3 mpaccol
Algorithm 2. Example extraction

Iloce Toro kak Habop MaHHBIX MOJYYEH, BCE HMEHAa (YHKIUH 3aMEHSIOTCS
[ETOYHCTICHHBIMU HeHTUGuKaTopamu — id, tiae id > 0. CieayeT oTMETHTh, UTO
BCIIEICTBHE pa3Iu4Mid B JJMHE Tpacc, BXOMANIMX B COCTaB IPUMEPOB, HX
HE0OXOMMO BBIPaBHHUBATH IO JUTMHE. JTO JTIOCTUTAeTCs 3a CUET JOOABJICHUS CIIeBa
HY>KHOTO 4HCJia HyJIEH.

2.5 ApxuTeKktypa knaccudukaropa

ToToBeIii HAO0Op MAaHHBIX UCIONB3YyeTCS Ui OOyYeHHS ¥ TECTHPOBAHHSA
kimaccudukaropa. HamMu ObI MCIIONB30BaH KilacCU(UKATOP, TIOCTPOCHHBIN Ha 6ase
¢peiimBopka keras [23]. JlanHbIil kiaccuUKAaTOp COCTOUT M3 HECKOJIBKUX CIIOCB.
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CrpykrypHas cxema kiaccuduraropa m3obpakeHa Ha puc. 2. [Ipu oOcyxaeHUN
ApXUTEKTYPhl KIacCU(PHUKATOpa MOHATHA (QYHKIUU W MeTapyHKUUH CUUTAIOTCS
B3aUMO3aMECHSICMbIMHU.

Marpuua
pr3sall(405}>! Embedding |-# LSTM  }—#»{ Droupout |—={ Softmax ]i—

Puc. 2. Apxumexmypa karaccughuxamopa
Fig. 2. Classifier

PaccmoTpum kaxplid u3 cioes 6osee moapodHo. Embedding, wmu BcrpanBanne —
npeoOpasyeT MOCTyHAalome B HETO0 TpacChl B BEKTOPHOE IIPEACTAaBICHUE.
Bekropuzaims mo3BoJSIET YIyUIINT 00ydyaeMOCTh HEHPOHHOHM CeTH NpH padote ¢
nocienoBaTeabHOCTIMH. C MOMOIIBIO BEKTOpU3anny Kaxkablid id mpeoOpasyeTcs B
BekTop MmHOW B 32 smementa. LSTM — cmoif, peanmsyromuil peKypCHBHYIO
HEHPOHHYIO ceTh. JIaHHBIN CIIOH MOCTpOeH Ha 0aze MOy TONTOH KPaTKOCPOYHOH
namsata (Long short-term memory, LSTM). OtMeTnm, B JaHHOH paboTe B Ka9ecTBE
(YHKIMU aKTHUBALMK KCIOJb30BaHA TaHTeHIUaNbHas (yHkius. Dropout — coit
NPOPEKUBaHKS, HEOOXOUMBIN [UISl PETYISPU3AMU HEHPOCETH C LENIbI0 CHHKEHHS
a¢dextoB nepeodyueHus. Softmax — (yHKIUS aKTHBAIMH, BEIYUCIISIONIAS MITKHA
MakcuMyM. JlanHas QyHKOUS mpeoOpaszyeT BBIXOAbI OT IMPEABIIYIIEro Cios B
pacnpenieieHre BEPOSITHOCTEH, OIMCBHIBAIOIIETO BEPOSTHOCTh IPHUHAJUIEKHOCTH
TPAacchl K KaXJIOMy M3 KilaccoB. Jlanee moigydyeHHOE pachpesielieHHe HCIONb3yeTCs
JUISL OTIpEIeNIeHNs] Kilacca, K KOTOPOMY IIPHHAIJIEKHT Tpacca.

3. Pesynbmamsbi

3.1 OnucaHue akcnepumMeHTa

OOyueHne kinaccuduraropa ObLIO MPOM3BEACHO Ha BBIOOpKE, cocrosiieil u3 6623
npuMepoB. Pazmep TecToBO#l BEIOOPKH, B CBOIO OUYEpEh, COCTaBWI 8§33 mMpUMeEpOB.
Yucno nukioB (3mox) oOydeHuss HeWpoHHOU cetu paBHsercs 100 muknam. [Ipu
aHaJM3e BBIXOJA KIaCCH(HUKATOPOB ObLiIa HCIOIB30BaHA OLICHKA TOYHOCTH top-K. Ha
puc. 3 noka3zas rpaduk, oToOpaxaromuil pe3yabTaThl HPOBEAESHHOTO 3KCIIEPHMEHTA.
ITo ocu abcumcc OTIIOXKEHO 4YUCIO k — KOJIMYECTBO B3SATHIX 34 PACCMOTPEHHUE
orBeToB. [l Kakmoro kiaccuukaTopa MO OCH OpAMHAT OTJIOXKEHA JIMHUS,
o0o3Havaromas rpak HEKOTOPOH 3aBHCSIIEH OT k (QyHKINM, COOTBETCTBYIOIIEH
JI0JIe BEPHBIX OTBETOB ITPH PACCMOTPEHHH TIEPBHIX k OTBETOB.

Jlunms S(k) Ha naHHOM TpaduKe COOTBETCTBYET BBIXOAY KiIaccH(HKATOPA,
00y4YeHHOTO Ha Ha0ope JaHHBIX M3 HeoOpaOoTaHHbIX (yHkimiA. Jluamu M(k) u
M*(k) cOOTBETCTBYIOT BBHIXOILYy MeTakiaccudukaropa, TO €CTh KiacCU(pHUKaTOpY,
oOydyeHHOMY Ha HaOope AaHHBIX u3 MeradyHkuuid. I[Ipu stom mwaEs M*(k)
COOTBETCTBYET J10JI€ KOPPEKTHO KJIACCU(PHUIUPOBAHHBIX UMEHHbIX METAQYHKIUI.
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3.2 O6cyxpaeHue

AHanu3 pe3yabTaToB HO3BOJISET BELIBUTH ONpeeTIeHHbIC 3aKOHOMEPHOCTH. Tak npu
k = 1 (To ecTp KOrga paccMaTpUBaeTCs TOJIBKO IIEPBOE MPEATOJIOKECHHE O
npomylieHHoH (yHKOHUM), 00a KiIacCUPHUKATOpa MPHUONH3UTENFHO B ITOJOBHHE
CIIy4aeB JaroT BepHbIe oTBeTHl. OIHaKo NpH 3Ha4eHwsX k > 1 mpossisercs BeIroxa
OT HCIIONB30BaHUS MeTakiaccupukaropa, To ectb S(k) < M(k) mma k = 2..10. B
cirydqae MeTakinaccu(uKaTopa JoJsl BEpHBIX 0TBETOB pocturaet 80% yxke mpu k = 4;
B CBOIO O4Yepelb, B CiIydae ke MpOCToro kinaccuduraropa — npu k = 7. Takum
00pa3oM, TOJIb30BATENb MOXET C OOJIbIEH YBEpEHHOCTBIO I0JAraThCsi Ha OTBETHI
CHCTEMBI B pEXHME MeTakjaccuukaropa, Tak Kak dYalle MOJy4aeT BEPHYIO
HH(POPMAIUIO O HATUYUH (JTMOO OTCYTCTBHUH) IPOIMYCKOB.

-3 M(k)— BbIxof
MeTaknac cimkaropa
=& M*(K) — yceueHHblil BbIxo[]
MeTaxnaccu uxaropa
S(K) BbIxo[] HAUBHOrO
Knac cudmkaropa

07191 BEPHLIX OTBETOB

Puc. 3. Pezynemamsl
Fig. 3. Results

OnHako, rpaMK, COOTBETCTBYIOIIMH J0JIe BEPHO KIaCCHU(PHUIIMPOBAHHBIX UMEHHBIX
MeTaQyHKIMH, JIEKAT HIDKe Tpaduka, IONy4eHHOrO /il BBIXOJA HAaWBHOTO
kinaccudukaropa, To ectb s Beex k=1..10 M*(k)<S(k). Oto BeI3BaHO TeM, 4TO
MeTaKIacCU(hUKaTop B KauyecTBE OTBETA INPHUBOAWUT HE TOJIBKO HMEHHbIE, HO H
0606menHble MeTadyHKIMHU. [Ipy 3TOM 3a4acTyro UMs MPOIyIIEeHHOH (QYHKIMK He
MOXeET OBITh TOYHO OIPEIeNICHO, KaK B cilydae 0000meHHbIX MeTahyHKIHH. Takum
obpa3zoMm, MeTakiIacCU(pUKATOp dalle BbIIAeT BEpPHBIE OTBETHI, OJHAKO HAWBHBIN
KJIaccu(uKaTop Yamie BBIJACT MMEHa KOHKPETHBIX (YHKIMH (CTPOTO TOBOPS, OH
BCErJa BBIJACT TOJBKO WMEHa KOHKpeTHhIX (GyHKIui). ChemoBarenbHO,
OTOOpaXCHHE PEIKO WCIONb3YeMbIX (YHKIHHA Ha Habopel (MeTapyHKIN)
YBEJIMYMBAET YMCIO BEPHBIX OTBETOB, HO NPH ITOM CHIDKAET CPEdu HUX MAOIIO0
OTBETOB C ONPEACICHHBIM MMEHeM (YHKIHMH. DTO SIBISETCS 3aKOHOMEPHBIM, TaK
KaKk B JaHHOM cllydyae MHOrue GQyHKUMI 0ObeAMHSIOTCS B MeTaQyHKLIUH.
Hanpumep, merakinaccudukarop MOXXET KOPPEKTHO OINPEAEINUTb (aKT OTCYTCTBHSA
¢yHkMun 1o paboTe ¢ TEKCTypaMu, HO 0Oe3 YTOYHEHHs TOro, KakoH HMMEHHO
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¢byHKIIMM M3 Habopa HE XBaTaeT — IIOJIb30BATENt0 OyleT MPEIOCTaBICH CIHCOK
BO3MOYHBIX BApPUAHTOB.

3.3 NocTtoBepHOCTb

Bribpannass B KkadectBe 1eneBoi, Ombmmorexka OpenGL sBruseTcss ymoOHBIM
OOBEKTOM Ul [aHHOTO HCCIEJOBaHMSA. BO-NEpBBIX, BBI3OBEI BXOAAIINX B HEE
¢yHKOuit 00pa3yloT MIAaOIOHBL, W, BO-BTOPBIX, JJISI JaHHOW OMOIMOTEKH IOCTYIECH
MIUPOKHAN HaOOp MPUMEPOB B OTKPHITHIX MCTOYHHKAX. OmHAKO HEe Bce OMOIMOTEKH
00naaroT TeM CBOMCTBOM, YTO MX BBI30BBI 00pa3ylOT MIA0JIO0HbBI; HPUMEPOM MOXKET
CIy)XMTh 4acTh CTaHIApTHOW OuOMMoTekH s3bika CH 1Mo paboTe cO CTpOKaMH —
cstring. Taxxe He mis Bcex OMOJNMOTEK MOCTYINEH CTONb JK€ LIMPOKUIT Habop
npuMepoB, kak 111 OpenGL. OnHako, Ha HalI B3I, peIaraéMblii METOl MOXKET
OBITh pacHpOCTpaHeH Ha JOCTAaTOYHO OONBIIOH HAaOOp OMOIMOTEK, AJSL Hero
Tpe6yIOTCH ﬂaﬂbHeﬁHlHe IKCICPUMEHTAJIbHBIC 1 TCOPCTUYCCKUE UCCIICAOBAHMA.
HeoOxomumo oTMeTuTh psia (akTOpoB, KOTOPHIE MOIVIM OKa3aTh BIUSHUE Ha
JIOCTOBEPHOCTh PE3yNIbTaTOB. Bo-mepBbiX, B HA0Op MaHHBIX OBUIM BKJIFOYCHBI
Tpacchl JIMHHOW OT 5-25 dyHkiumit. OgHaKO Ha HAll B3DIAL B OOJBIIMHCTBE
Clly4aeB 3TOTO JOCTAaTO4YHO. Tak, Hampumep, eciiu (QyHKOUS COOEpXUT Oomee 25
BBI30BOB, TO MOJIb30BATEIb MOXKET IIPOU3BECTH €€ JIEKOMIIO3UIINIO, COKPATHB YHCIIO
BBI30BOB; (DYHKIMS ¢ 4 ¥ MEHee BBI30BAMH MaJIOBEPOSTHO OYyJeT coleprkaTh Kakoii-
mnbo mabmon. Tak wiM WHade, NONB30BATENI0 JIOCTYIIHA WHQOpMamus o0
OTPAaHWYEHNH KOJMYECTBA BBI30BOB. TakyKe CleAyeT OTMETHTh, YTO MpPOBEpKa
kiaccudukaropa Oblla MpOM3BEAECHA Ha €AMHCTBEHHOW TeCTOBOH BbIOOpKe. Boiee
HaJIC)KHBIM METOAOM ABJIACTCA IMNCPEKPECTHAd HNPOBCPKA, OJHAKO }IaHHbe/'I MCETO
SBJISAETCS CIMIIKOM pecypco3arpaTHbIM. Tak kak HaOOpbl Tpacc Ui TECTOBOIA
BBIOOPKM OBITM  OTOOpaHBl CIy4yallHBIM 00pa3oM, MOXXHO C YBEPEHHOCTHIO
YTBEPXKIATh, YTO PE3yJIbTAThI JJOCTATOYHO HAJEKHBI U BOCIIPOM3BOAUMEIL. [lajee, Ha
JAHHOM CTaguM WCCIICAOBAHUA B CHCTEMY HE 3aJOKeH (QYHKIMOHAI I10
OIIPEAEIICHUIO HECKOJIBKUX IPOITYCKOB BBI30BOB OMONMMoTeyHslx ¢yHkumit. OmHako
JaHHBII HEJIOCTaTOK MOXET OBITh YCTpaHEH IPH HHKPEMEHTAJIBHOM CIIEHapUH
HCIIOIb30BaHUHU CHCTEMBI, IapaJuIeNIbHO ¢ pa3padoTKoi mporpammel. Hanpumep, Ha
3aKOHYEHHOM (pparMeHTe IpOrpaMMHOTO KO/Ia MOJIb30BATEIbh MOXKET €r0 IPOBEPSITH
Ha HaJIM4Ke NpoITycKa M JIMIIb 3aTeM NPHUCTYIaTh K HOBOMY (hparMeHTy.

4. 3aknro4yeHue

B nanHoii pabote 6buIa pazpaboTaHa cucTeMa, ITO3BOJIAIONIAS ONPECIATh HAIMIUE
(yuGo oTCyTCTBHE) MPOMYCKOB BBHI30BOB OMOIMOTEUHBIX (QyHKIMH. [laHHAs cCHCTEMBI
Obuta anpoOMpoBaHa Ha HaboOpe JaHHBIX, MOJIYYEHHOM M3 OeHuMapka,
BKItodaronero 239 ¢aioB ¢ ucxogHeiM komom TnpumepoB st OpenGL.
[MosyueHHasi cucremMa NEMOHCTPUPYET IOCTATOYHO BBICOKYIO TOYHOCTH PabOTHI.
Tak, B ciiydae TPYHIUPOBKH PEIKO HCIHOJB3yeMbIX OHOMHOTEUHBIX (YHKUHHA B
HaOOpPBI, AOJIS BEPHBIX OTBETOB paBHas 80% mocTHTraeTcs ye NMpH PacCMOTPEHHUU
MEPBBIX YETBIPEX OTBETOB (top-4) cumcreMbl. B 0a3oBoM ciydae, aHaJOTHYHAS
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TOYHOCTH, paBHas 80%, moctmraercs mis top-7 orBeroB. Hecmorps Ha
olpeNieTIeHHbIe OTPaHUYCHUS, y)Ke Ha JaHHOM dTalle HOJMy4eHHas CUCTEMa MOXET
OBITh HCIIONB30BaHA B KAauyeCTBE ACCHUCTEHTa IIPH pa3pabOTKe MNpOrpaMm ¢
ucrons3oBaaneM O6mubmuorexkn OpenGL, Hanpumep, mpu oOy4eHHH CTyIEHTOB. B
HACTOSIIMA MOMEHT IIPOBOXUTCS paboTa 10 YBEIMYCHUIO Habopa JaHHBIX,
UCIIOJB3YeMOro TIpH O0ydeHWHM Kiaccudukaropa, YIy4IICHHUIO apXHTEKTypBbI
MOJIOKEHHOI B €r0 OCHOBY HEHPOHHOM CETH, a TaK)Ke NOOABIECHHIO BO3MOXKHOCTH
MO ONpE/CICHUIO HAIM4YMsi OONBIIEr0 YHCJA IPOMYCKOB BBHI30BOB OMOIMOTEUHBIX
(byHKUIHMH.
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Abstract. Software development is a complex and error-prone process. In order to reduce the
complexity of software development, third-party libraries are being created. Examples of
source codes for popular libraries are available in the literature and online resources. In this
paper, we present a hypothesis that most of these examples contain repetitive patterns.
Moreover, these patterns can be used to construct models capable of predicting the presence
(or absence) of missing calls of certain library functions using machine learning. To confirm
this hypothesis, a system was implemented that implements the described functional.
Experimental studies confirm the hypothesis. The accuracy of the results reaches 80% with a

131


https://www.opengl.org/
https://www.khronos.org/opengl/wiki/Code_Resources
https://llvm.org/
https://clang.llvm.org/
https://keras.io/

[1]

[2].

[3].

[4].

[5].

[6].

[7].

[8].

[9].

[10].

Yakimov I.A., Kuznetsov A.S.. Searching for missing library function calls using machine learning. Trudy ISP
RAN/Proc. ISP RAS, vol. 29, issue 6, 2017, pp. 117-134

top-4 accuracy. It can be concluded that this system, with further development, can find
industrial application.
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Abstract. Null pointer dereferencing remains one of the major issues in modern object-
oriented languages. An obvious addition of keywords to distinguish between never null and
possibly null references appears to be insufficient during object initialization when some
fields declared as never null may be temporary null before the initialization completes. There
are several proposals to solve the object initialization problem. How can they be compared in
practice? Are the implementations sound? This work presents a set of examples distilling out
the use cases from publications on the subject and open source libraries and explains the
criteria behind. Then it discusses expected results for a selected set of tools performing null
safety checks for Eiffel, Java, and Kotlin, and concludes with the actual outcomes
demonstrating immaturity of the solutions.
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1. Introduction

To construct a sound null-safe type system, most solutions of the problem add a
notion of non-null and maybe-null types, usually expressed with additional type
annotations. Such annotations would be sufficient to solve the null safety problem if
objects could be created in an atomic operation, so that all fields marked as non-null
were initialized with object references. Unfortunately, sequential initialization of the
fields breaks the solution. Several proposals solving the object initialization issue
suggest extending the type systems further to identify objects that are not
completely initialized. Another group of approaches is based on static analysis that
does not require any additional annotations at the expense of more sophisticated
checks.
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The theoretical solutions in the cited works specify a subset of an object-oriented
language rather than a full language. The omission of the real-life language
constructs leads to omission of all required checks in the actual implementations.
This causes the following issues:

e It is hard to reason about the extended model for a real language because
all the consequences of such an extension are unclear and difficult to grasp
when they go beyond intuition and when combination of such features
requires exhaustive examination of possible interactions. The models used
in the theoretical frameworks are limited for exactly this reason: they are
not easily scalable and an addition of a new construct increases the size of
the associated proofs proportionally, i.e. the factor is multiplicative rather
than additive. This can be seen on the mechanically checked formalization
of the null safety in the local context where a combination of conditional
expressions, loops and exceptions greatly increased the size of the proofs.
Moreover, some language features, such as value types, exceptions,
concurrency or garbage collection may require a complete redesign of the
model with much higher complexity impact.

e The model and the real language are decoupled informally — they are
developed by different people — and formally — the proofs for the model
and the implementation for the real language are carried out using different
tools. There is no guarantee that an implementation is correct with respect
to its model.

This leads to slow adoption of the total safety guarantees in production. The total
guarantees are replaced by the “partial” ones. E.g., null safety is guaranteed only
when the program does not do anything “wrong”. Unfortunately, this defeats the
whole purpose of the safety guarantees because null dereferencing errors in such
“wrong” programs may happen at unexpected places, including trusted ones.

This work is a case study of the null safety guarantees provided by existing
implementations rather than by the theoretical findings. It presents a set of examples
that can be used to

e check if a particular programming pattern is handled by the
implementation;

e perform measurable comparison of different solutions in terms of their
soundness, expressiveness and verbosity.

The examples are written in Java, Kotlin, and Eiffel. They are available for
independent analysis at https://bitbucket.org/kwaxer/null-safety-
benchmark/src/?at=2017-ispras. | evaluate the benchmarks on the Kotlin and Eiffel
compilers and the Checker Framework for Java.

The main contributions of this work are:

e development of execution scenarios of object initialization to benchmark
different null safety solutions and to provide measurable comparison;
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e evaluation of production solutions with null safety guarantees against the
benchmarks.

The rest of the paper is organized as follows. Section 2 identifies the key reasons of
the object initialization problem and specifies additional requirements to the
benchmarks. Section 3 gives an overview of the existing work in the area. Section 4
classifies scenarios to test implementations with null safety guarantees and reviews
the structure of the proposed benchmark suite. Section 5 presents the results of the
evaluation on some production environments. Section 6 provides a quick summary
and concludes with the directions of future work.

2. Overview

2.1 Reasons of the object initialization problem

Null safety is complicated for object initialization. To understand why, | suggest to
look at how program execution can lead to the null reference exception. Firstly, the
object that causes the problem should not complete its initialization, i.e., some of its
fields of non-null types should be null. Secondly, this object should be accessible —
either directly or through some variables. Thirdly, the information that its
initialization is incomplete should be lost. Otherwise, it would be easy to report the
error at compile time. Finally, the reference retrieved from the uninitialized field of
the object should be dereferenced to trigger the exception. To summarize, there are
the following roots of the problem:

¢ Non-atomic initialization of an object leads to the possibility to have fields
with null values even when their type is non-null.

e Aliasing allows for accessing the same object from an arbitrary point of the
program, in particular, from the code that does not expect an incompletely
initialized object.

e Uncontrollable control flow, interrupting the regular one, makes sequential
reasoning about program execution useless.

e Dereferencing of an uninitialized field of the incompletely initialized
object triggers the exception.

The solutions extending the type system with new types limit the operations on
incompletely initialized objects. The solutions based on static analysis, such as

practical void safety , specify the conditions, when dereferencing may be unsafe,
and forbid such dereferencing altogether.

2.2 Restrictions on the benchmarks

In order to focus only on the object initialization problem, | put the following
restrictions on the code in the benchmarks:
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e Self-containment — the code should not rely on or assume any null-safe
properties of the classes outside the examples.

e Limited null safety scope — the code should reflect only issues with object
initialization. Other mechanisms, such as array initialization and
initialization of static fields in Java, companion objects in Kotlin and once
features in Eiffel, as well as general data flow analysis for null safety are
out of scope.

3. Related work

Alexander J. Summers and Peter Miiller set the following design goals of the type
system they propose to use for null safety:

1. Modularity: the type system can check each class type separately.

2. Soundness: the type system is safe, i.e., null pointer exceptions are
impossible at run-time.

3. Expressiveness: the type system handles common initialization patterns. In
particular, it allows objects to escape from constructors and supports the
initialization of cyclic structures.

4. Simplicity: the type system is simple and requires little annotation
overhead.

I use this list in section 4 as the base for further fine-grained classification of
solution properties. Then, the properties can be evaluated with specific examples,
thus allowing for measurable comparison of different implementations. The detailed
classification of the solution properties is reviewed in the earlier publication . The
review is based on the associated algorithms and descriptions. Compared to this
work, it considers expected behavior of the solutions with wider spectrum of
properties, because it also includes qualitative ones, such as modularity. On the
other hand, that review does not provide actual code to check the tools, nor does it
verify that the proposed test cases can be expressed in a specific language.

Every publication on the problem of object initialization has few examples that
authors use either to demonstrate issues with their approach, or to explain how the
issues are resolved. | collected all the examples from the publications | know about
as well as found in class libraries and divided them into the following groups.

3.1 Polymorphic call from a constructor

When a constructor of a superclass is invoked in C#, a call to a virtual method on
this is considered a bad practice. At this moment, subclass fields of the object are
not initialized yet and using them in the polymorphic call is unsafe. Manuel
Fiahndrich and Rustan Leino describe an example of this situation. In a descendant
class, before one of its fields is set, the superclass constructor is called. The
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constructor invokes a virtual method. The override of the method in the descendant
accesses the uninitialized field leading to Nul1ReferenceException.

Xin Qi and Andrew C. Myers give a similar example where they consider a class
Point and its subclass CPoint that adds a color attribute.

3.2 Polymorphic callback from a constructor

Fig. 1 shows a sample object structure taken from the portable GUI library
EiffelVision' employing a bridge pattern to support different platforms. A client of
the library directly works only with the interface objects. Upon its creation, the
interface object creates an implementation object that, on completion of
initialization, notifies the interface object via a callback. If at this point some non-
null fields of the interface object are unset, access on them causes a null
dereferencing error.

[ Interface object j New

4 — callback 1 create

Y
[Implementation ob ject-} New

3 — notify 2 — register

( Platfrom GUI toolkit ) Existing

Fig. 1. Object structure in a portable GUI library.

3.3 Modification of existing structures

The ability to invoke regular procedures inside a creation procedure is convenient,
e.g., for a mediator pattern . This pattern decouples objects so that they do not know
about each other, but still can communicate using an intermediate object, mediator.
Concrete types of the communicating objects are unknown to the mediator, and,
therefore, the mediator cannot create them. A mediator's client is responsible for
creating necessary communicating objects instead.

The communicating objects know about the mediator and can register themselves in
the mediator according to their role. If the registration is done in the constructors of
the communicating objects, the mediator's clients do not need to clutter the code
with calls to a special feature register every time they create a new communicating
object. An assignment like x = new Comm (mediator) should do both
actions: the recording of the mediator object in the new communicating object, and

! https://www.eiffel.org/doc/solutions/EiffelVision%202
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the registration of the communicating object in the mediator. A chat room adapted
from and shown in Fig. 2 is an example implementing a mediator pattern.

class ROOM create make feature class USER create make feature
users: ARRAYED_LIST [USER] room: ROOM
make make (r: ROOM)
do do
create users.make (0) room:=r
end r.join (Current)
join (a: USER) end
do send (s: STRING)
users.extend (a) do
end room.send (s)
send (s: STRING) end
do receive (s: STRING)
across users as u loop do
u.item.receive () i0.put_string (s)
end io.put_new_line
end end
end end

Fig. 2. Example of a mediator pattern (in Eiffel).

When the feature join is called in the creation procedure make of a USER object, all
fields of the object should be set.

The need to register a newly created object in an existing one is also present in the
earlier example with the GUI library in Fig. 1 where the newly created
implementation object has to register itself in the existing GUI toolkit object to
dispatch events from the underlying GUI toolkit to the implementation object and
then to the interface object.

3.4 Circular references

An issue arises when two objects reference each other. If the corresponding fields
have non-null types, access to them should be protected to avoid retrieving null by
the code that relies on the field types and, therefore, expects non-null values.
Manuel Fahndrich and Songtao Xia demonstrate the problem on a linked list
example with a sentinel.

When a new list is constructed, a special sentinel node is created. The sentinel
should reference the original list object. In other words, an incompletely initialized
list object has to be passed to the sentinel node constructor as an argument. An
attempt to access the field that is expected to reference the sentinel node inside the
sentinel constructor would compromise null safety. Therefore, there should be
means to prevent such accesses or to make them safe (e.g., by treating field values
as possibly null and as referring to uninitialized objects).
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There are similar circular references in the classes included in the library Gobo? to
model XML documents. According to the XML specification , every document has
one root element and every XML element has one parent, coinciding with the
document node for the root element.

3.5 Self-referencing

A particular case of circular references concerns an object that references itself
rather than another object. Xin Qi and Andrew C. Myers give the example of a
binary tree where every node has a parent, and the root is a parent to itself. At a
binary node creation, left and right nodes should get a new parent and the parent
should reference itself. With any initialization order there are states where the new
binary node should be used to initialize either its own field or the field parent of
its left or right nodes before it is completely initialized. Therefore, arbitrary accesses
to this node should be protected.

3.5 Safety violations

In addition to valid cases, authors usually mention examples that should trigger a
compiler error. This aims at the original goal: a sound solution should catch
potential null dereferencing at compile time.

4. Benchmark criteria and null safety suite

The most important goal of the null safety design is soundness. It limits the
possibilities to write arbitrary code that is still null safe. The general problem of safe
object initialization is undecidable. Therefore, the code can be checked in finite time
only when some restrictions are imposed on it.

Soundness and expressiveness work against each other: the simpler the language
rules, the less code can be written without violating them. If the rules are too strict,
some scenarios found in real software can become extinct. E.g., according to the
theory, the raw types do not allow for creation of circular structures, the free and
committed types rule out registration of objects in existing object structures inside
constructors, and practical void safety disallows any qualified calls, including
potentially safe ones, as soon as there are some incompletely initialized objects in
the current execution context.

The proposed benchmark suite ignores some important properties of the solutions.
Measuring such properties requires significantly different code with tight
dependency on the underlying language and involved tools. Consequently, it would
be difficult to do the comparison. The ignored criteria include

e Modularity, including scope, telling whether it is sufficient to analyze
(recursively) ancestors and suppliers of the class to be checked, and

2 http://www.gobosoft.com/eiffel/gobo/xml/
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incrementality, telling whether changes to previously checked code require
a partial recheck rather than a complete one;

e Simplicity, including ease of use, telling whether few new simple rules are
added to the language to make object initialization null safe, and
performance, telling the resource consumption (algorithmic space and time
complexity) to support the additional checks.

The assessment of different solutions from the theoretical point of view, based on
the analysis of the corresponding algorithms, is given in the earlier paper that, in
particular, elaborates on the criteria listed above. The current work focuses on the
behavior of the actual implementations instead. The benchmarks are applicable only
to existing tools and allow for measuring the number of additional type marks that
need to be specified besides the marks “non-null” and “maybe-null”.

The test suite consists of two main parts: one for soundness examples and one for
expressiveness examples. Because there are certain differences between languages
in syntax and semantics, every example is equipped with an accompanying
document describing the execution scenario. The document also lists possible
variations of the example if present. In the text below, the names of the examples
are underlined.

4.1 Soundness

Authors of all the solutions mentioned in section claim them to be sound.
Unfortunately, not all aspects of a real programming environment are usually
reflected in a formal model. In particular, none of the null safety formalizations
reflects garbage collection that is an important channel to compromise safety
guarantees.

The roots of the object initialization problem, mentioned in section , are mapped to
the programming language constructs as follows:

¢ Non-atomic initialization corresponds to the order of initialization of the
object fields intermingled with other computations. This work does not
consider languages that support atomic (transactional) object initialization.

e Explicit aliasing becomes possible when an object is assigned to a field of
an existing object, either passed to the constructor as an argument or
directly reachable from the current context, or when the new object is
thrown as an exception. Implicit aliasing happens when the class declares a
finalizer that gets access to the object.

e Uncontrollable control flow can be caused by concurrent execution,
preemptive execution (with exception and signal handlers), cooperative
execution (coroutines).
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e Dereferencing is done by a qualified call of the form target.access
where access stands for a field or method name and target is a name
of a reference corresponding to one of uninitialized fields of the object.

The soundness examples demonstrate potential scenarios where execution can lead
to a null dereference error at run-time. The language tools should be able to detect
and to report the possible error at compile time — this constitutes the null safety
guarantees. If the error is not detected, the corresponding implementation is
unsound.

If a program context does not expect an uninitialized object, there should be no
channels that allow for the object to escape to this context. The following language
mechanisms can make such escaping unexpected:

e  exceptions;

e concurrency;

e  cooperative execution.

These mechanisms are used in the examples in an attempt to demonstrate
unsoundness of implementations. This is done by performing an unsafe
dereferencing using either unqualified calls (of the form field name) that access
fields of the current object, or qualified calls (of the form
expression.field name), that access fields of the current or some other
object. The values of the fields may be null or (recursively) have null values in non-
null fields of referenced objects.

The escaping channels depend on the programming language. The most common
ones are discussed next.

4.1.1 Registration in an existing object

A program can register a new object in an existing one. When this is done before the
new object is completely initialized, there is a problem: the incompletely initialized
object can be accessed via the exiting object because of aliasing. Thus, such
registration should be disallowed or no accesses to the fields can assume that they
are non-null. The scenario can be further classified by
1) the source of the reference to the existing object that can be either (a)
passed as an argument to the constructor with a variant that the passed
reference could correspond to the newly created (fresh) object rather than a
fully initialized one, (b) retrieved from the current execution context (static
fields, companion and singleton abjects, once functions);
2) the type of the object in which the new one is registered: it can be (a) a
user-defined one or (b) a built-in one (e.g., an array, a tuple, etc.).
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4.1.2 Reclamation of incompletely initialized objects

Finalizers are the methods called before object's memory is reused. The finalizers
are registered for calling by the run-time after object's memory is allocated and
before the constructor is invoked. If the object initialization does not complete (due
to an uncaught exception in the constructor), the finalizer is invoked on the
incompletely initialized object. Unless a programmer keeps track of object
initialization, there is no way to figure out what state the object is in. Therefore, the
current object in a finalizer should be treated like at the beginning of a constructor.
The reclamation example accesses non-null fields that are not initialized and,
therefore, should be flagged as erroneous.

4.1.3 Out-of-order object transfer

Most programming languages allow for transferring references to objects bypassing
regular control flow. The most familiar mechanism is exceptions. If a new exception
object referencing an incompletely initialized one is thrown, the reference to the
incompletely initialized object becomes accessible in the code that relies on the type
system rules and does not expect uninitialized fields. The transfer example attempts
to throw such an exception object.

4.2 Expressiveness

The examples in this group do not lead to null pointer exceptions and can be
accepted as valid by the tools performing null safety checks. If the checks are too
strict, they can rule out legitimate use cases.

4.2.1 Access to an initialized object
As soon as an object is completely initialized, it can be safely accessed even when it
is used inside its constructor. In particular, it is safe to perform
e acallback on this object from the code to where it is passed. This pattern is
discussed in section .
e registration of any form (argument, context, fresh) listed in the section
about soundness. (See also section .)
e out-of-order transfer as soon as the exception object refers to the
completely initialized one. Because the object is completely initialized, it
does not cause a problem in the exception handling context.

4.2.2 Access to an uninitialized object

Calls on incompletely initialized objects require special precaution. They may
enable somewhat higher code reuse, but are “viral”, because any reference obtained
from an incompletely initialized object should be considered as maybe-null and
incompletely initialized according to the rule Field Read . Therefore, the usability of
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this coding technique is limited, and the example “uninitialized” is included in the
suite merely for completeness.

4.2.3 Circular references

Obiject structures with references that make a cycle appear to be a common design
pattern (see section ). The corresponding benchmark checks whether the rules are
flexible enough to allow for self-referencing of one object or mutual-referencing of

two objects.

5. Evaluation results
The examples listed in section 4 are used to check the following language tools:

e  Checker Framework version 2.2.1 from September 29, 2017

o  EiffelStudio compiler version 17.05 from May 29, 2017

e Kotlin compiler version 1.1.50 from September 22, 2017
At the time of writing, the benchmark contains 6 expressiveness examples and 8
soundness examples (registration examples have 2 variants each: one with
exceptions and one with threads), all in 3 programming languages, 2574 total lines
of code.

Table 1. Evaluation results

(a) Results of expressiveness tests

Example
cycle 'E registration
»— b~
Tool o - & 5 .
= s 2 £ 43
£ = = = =
= £ &5 2 g =
T 2 8 § 5 8
Checker Framework — +12 11 tap 12 &1 ® 1
EiffelStudio compiler + + + + +
Koilin compiler + + + + o+ +
(b) Results of soundness tests
Example
registration g
= B
Tool S o E
E = 3z £
5% = g trans
E & 8 Efer
Checker Framework  ©12 030 @12~ ©Oas
+ o+ o+ -+

EiffelStudio compiler
Kotlin compiler

Legend:
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+ passed as expected @passed unexpectedly w humber of different additional annotations
— failed as expected ©failed unexpectedly n total number of additional annotations

The results for the expressiveness examples are summarized in Table 1(a). The
Checker Framework employs the theory of free and committed types, and requires
additional annotations to support the scenarios when this is passed from within
the constructor as an argument to another constructor or method.

The theory states that all the registration examples should fail with compile-time
errors, i.e., only 4 out of 6 tests should pass. However, the Checker Framework
unexpectedly allows for assigning a non-completely initialized object to a field of a
completely initialized one either received as an argument or retrieved from a static
field. This deviation from the original set of rules might be the reason of the
analysis unsoundness as discussed below.

The practical void safety, implemented in the EiffelStudio compiler, does not handle
access on incompletely initialized objects, therefore, as expected, the example
“uninitialized” does not pass. The expected score of 5 passing tests out of 6 tests
matches the one obtained from the actual runs. Kotlin, on the other hand, has no
special restrictions on uses of this, so all the expressiveness examples can be
compiled.

The results for the soundness examples are presented in Table 1(b). In accordance
with the documentation, the Kotlin compiler does not detect any invalid uses of the
reference this in any of the examples and is unsound with respect to null safety.

As pointed out in section, object reclamation has not been mentioned in theoretical
works as a potential source of null dereferencing caused by incomplete object
initialization. Therefore, none of the tested tools applies special rules to finalizers.
Therefore, all tested tools are unsound in this case.

The failure of the Checker Framework to catch errors in all other tests is surprising.
Most probably, one bug is caused by missing language constructs in the simplified
model language used to prove the soundness of the type system. Indeed, it has no
equivalent of the statement throw. In order to preserve soundness, the statement
should not satisfy the typing rules as soon as its argument is not of a committed
type.

The origin of the Checker Framework bugs in the registration examples is unclear
and demonstrates a gap between the typing rules specified in the proposed solution
and the actual implementation. As a result, instead of 6 or 7 passing tests out of 8
tests, the Checker Framework fails in all soundness tests.

The EiffelStudio compiler passes 7 out of 8 soundness tests that matches the
expected ratio of the practical void safety mechanism.
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6. Conclusion and future work

None of the tested solutions guarantee complete null safety. It should be possible to
fix the implementations of the Checker Framework and the EiffelStudio compiler,
but at the time of writing the Kotlin compiler has no provisions for fixing the object
initialization issue and can be thought of as “null safety aware”, rather than “null
safety complete” product.

The gap between theoretical works and practical implementations is caused by a
simplified model of the target language and absence of verification of the
implementations against the models.

The work reveals the following areas of future development:

e application of the proposed benchmark to other frameworks claiming null
safety guarantees;

e collaboration with tool developers to eliminate the deficiencies found in the
tools;

e extension of the suite with new examples to cover more coding patterns
found in the field.
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AHHoTammsi. B crarbe paccMarpuBalOTCS HOAXOABI U CIIOCOOBI BBINOJIHEHHS KOzAa C
HCTIONB30BaHUEM YA3BUMOCTEH B MporpaMmax. B YacTHOCTH, pacCMOTPEHBI CHOCOOBI
BBITIOJTHEHUSI KOZIa JUISl TIeperoNHeHns Oydepa Ha CTeke W B AUHAMHYECKOH MaMATH, JUIST
YA3BUMOCTH HCIONB30BAaHUS MaMATH MOCIE OCBOOOKICHUS M I YA3BUMOCTH (hOpMaTHOU
cTpoky. ONUCBHIBAIOTCA METOAbl M MOAXOIbI, IO3BOJIAIOLIME AaBTOMATHYECKH IOIYy4aTb
HaOOpBI BXOIHBIX JAHHBIX, KOTOPBHIE NPHBOASAT K BBHINOJHEHWIO MPOM3BOJBEHOTO Konma. B
OCHOBE 3THUX IOAXOJOB JISKUT MCIOIb30BaHUE CUMBOJIBHOM MHTepnpeTanuy. JuHamuueckoe
CHMBOJIHOE BBINOJHEHHE MPEIOCTaBIsieT HAOOp BXOJHBIX TAHHBIX, KOTOPBHIH HaNpaBIsieT
TIporpaMMy IO ITyTH aKTHBAIMHU ys3BUMOCTH. [Ipenukar Oe30macHOCTH MpecTaBisieT coboi
JIOTIOJTHUTEIbHBIE CHMBOJBHBIE YDAaBHEHUS M HEPAaBEHCTBA, OIMCHIBAIOIINE Tpedyemoe
COCTOSIHHE IPOTPaMMBbI, HacTyIIalomee Mpy 00paboTKe IakeTa JaHHBIX, HAIPHMeEp, Tepefada
ympaBieHus: Ha TpeOyeMslii agpec. OObeANHNB NMpPEIUKATEl MyTH W OE30IIaCHOCTH, a 3aTeM
pELINB TOJYYEHHYI0 CHCTEMY YpaBHEHUH, MOXHO IOJYYUTh HAaOOp BXOAHBIX MAAHHBIX,
NPUBOAAIIMIT HpOrpaMMy K BBINOJHEHHIO Koma. B paboTe mNpencTaBiIeHBl MPEANKaThI
0e30macHOCTH JUIl TEePe3aluCH  yKasaTels, IIepe3alucu ykazarens Ha (QYHKIMIO H
y3BUMOCTH (OPMAaTHOW CTPOKH, KOTOpas MPHBOAUT K HepenonHeHuio Oydepa Ha cTeke.
OmnncaHHbIe TPEIUKaThl O€30MacHOCTH WCHONB30BANNCH B METOAE OLEHKH KPUTUIHOCTH
nporpaMMHEIX  JiedekToB. [IpoBepka pabOTOCHOCOOHOCTH MPEIUKATOB OE30IAaCHOCTH
OLICHUBAJACh HAa HaOOpe TeCTOB, KOTOPHIN HCHONb30Balcs B KoHKypce Darpa Cyber Grand
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9Ty YA3BUMOCTb. JII HEKOTOPBIX HPHMEPOB YAaJOCh IOJNYYUTh BXOAHBIC JaHHBIC,
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1. BeedeHue

B coBpemeHHOM MHpe 0€30MacHOCTH MNPOrPaMMHOTO OOECIEUYEeHUS YICNAIOT
Oonpiioe BHUMaHWe. BakHBIM acmekToM obOecredeHusi 0e30MacHOCTU SIBISETCS
nouck omubok u ysa3BuMmocted. Ilomck oOmMOOK M ySA3BUMOCTEH MOXET
OCYIIECTBIATBCS HAa Ppa3sHBIX CTAAMIX JKU3HEHHOTO IMMKJIA MPOTrPaMMHOTO
o0ecriedeHUs: B BHJE CTOPOHHEIO ayauTa BO BpeMs skciutyatanuu [10 umm Ha
cTamuu pa3paboTku. B HacTosmue BpeMs NpUMEeHEHHEe O0e30MacHOTo IMKIIA
pa3pabotku (SDLC) cTaHOBHTCS HEOTHEMIIEMON YACTBIO MPH CO3MaHUHU MPOTPaMM
npomeimuieHHoro  ypoBHs. [OCT P 56939-2016 «Pa3paborka OGe3omacHOTO
nporpamMMHoro obecrniedeHus. OOmue TpedoBaHMs», PENIaMEHTHPYET TpeOOBaHUS K
pa3pabotke Takoro I[1O. B coorBerctBum ¢ ['OCT pa3paboTymk JODKEH
NPOM3BOJNTE:  MOJCIUPOBAHME  yrpo3  HMHPOPMAIMOHHOH  Oe30macHOCTH,
CTaTUYECKUH aHalU3 KOAa, OSKCIEPTHU3y HCXOAHOTO KOoAa, (YHKIIMOHAIBHOE
TECTHPOBAaHUE MPOTPAMMBI, TECTHPOBAHHWE HAa MPOHUKHOBEHHE, JHHAMHYECKHN
aHaJIM3 KOJia MPOTrpaMMbl, (Da33MHr-TECTUPOBAHUE ITPOTPAMMBI.

Cpemn MHOXKECTBa yA3BMMOCTEH HamOoJiee OMacCHBIMH SBISIOTCS ySI3BHUMOCTH,
MO3BOJIIONINE aTaKyIOUIEeMy BBIIOJMHHUTH MHPOM3BONBHBIN konm [1]. Taxwe
VS3BUMOCTH JOCTaTOYHO CIIOKHO OOHAapY)KUTh aBTOMAaTHYECKUMH CPEACTBAMH, H
MO3TOMY JOBOJIFHO YacTO NPUXOAWTCS IPHUBJIEKATh aHAINTHKA. Kpome »3ToTO,
BO3HHKAET JOTOJHUTENBHAS CIOKHOCTh B OICHKE CTENeHH KPUTHYHOCTH
TPOSIBIICHUS YSA3BUMOCTH.

Kak mpaBmno, 1  aKkTUBaIMK  YA3BUMOCTH  TpebyeTcss  CIeIHalbHO
c(hopMHpOBaHHBIN HAOOP BXOAHBIX JAHHBIX, P 00pabOTKe KOTOPOro, Mporpamma
NEPEUIET B COCTOSIHME INPOSIBICHUS 3TOM YA3BUMOCTH. /[l aBTOMaTMYeCKOro
(opMupoBaHus TakuX HaOOPOB BXOIHBIX JIAHHBIX, NPEXIE BCEro, HEOOXOAMMO
M3y4nTh W (QOpMaNM30BaTh JICHCTBUA aHAJIMTHUKA. Ha ceromHsumHui JeHb
CYIIECTBYIOT HOAXOJbl U NMPOrpaMMHBIE CPEACTBA, MO3BOJSIOIINE IJIsI HEKOTOPBIX
TUIIOB YA3BUMOCTEH IOJIyd4aTh TaKW€ BXOAHbIE AaHHble [2, 4]. DTH MOIXOIbI
OCHOBBIBAIOTCSI Ha UCIOJIB30BAHUU JUHAMHYECKOTO CHUMBOJIBHOIO BBIMOJIHEHUS.
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IIpumeHeHue dTOM TEXHUKH 00YCIIOBICHO HECKOJIBKUMU acTieKTaMu. JIJIs yCTemHoi
nepenady ynpasiIeHUs U BBIIIOIHEHUS MIPOU3BOIBHOTO KOJa, HEOOXOIMMO 00manaTh
CBEJCHUSIMA O TOM, KakuMe SYCHKM MaMATH M KaKWe PETHUCTPHI IIpomeccopa
HaxOIATCS TOJ BJIMSHWEM BXOAHBIX JAHHBIX B MOMCHT aKTHBAIlMU YSI3BHMOCTH.
Kpome TOoro, B pesymprare AWHAMUYECKOTO BBINOJIHEHHS (OPMUPYIOTCS
OTpaHUYEHUs, ONMUCHIBAIOIIME ITyTh B IPOrpaMMe, Ha KOTOPOM MOXET MPOU30HTU
aKTHBalUMs YSI3BUMOCTH (mpeaukar myTH). JloOaBMB HEOOXOAMMBIE YCIIOBUS,
TpeOyemble Ul BBIOJIHEHHS Koaa (Tpeaukar Oe30IacHOCTH), W 3aTeM, PEIIHB
NOJyYeHHBI HA0Op OrpaHUYEHHMH, MOXKHO IOJYYUTh WCKOMBIH HAaOOp BXOIHBIX
naHHbIX. CyIecTBYIOIIEe CHCTEMbl MMEIOT B CBOEM apceHase Habop NpEIuKaToB
06e30macHOCTH 111 HEKOTOPHIX  CIIOCOOOB  JKCIUTyaTallid  ySI3BHMOCTEH
nepenoaHeHus Oydepa Ha CTeke W Kyde, a Takke YSI3BUMOCTH (pOPMAaTHOH CTPOKH
[3-5]. B nmamHOW paboTe TMpenCTaBICH paCIIUPEHHBIH HA0Op TPEIUKaTOB
0€301MacHOCTH U1 TaKWX YSI3BHMOCTEH, Kak: mepemonHeHue Oydepa Ha creke H
Kyde, YSI3BUMOCTb ()OpPMATHOM CTPOKM M HCIOIB30BAHME MaMATH MOCIE
oCcBOOOKICcHUs. Pa3paboTaHHble  OpEAMKATHl  NPUMEHSUIUCH  JJIS  OLICHKH
KPUTHYHOCTH IPOrPaMMHBIX Jie(eKToB [6,7].

Cratps opraHn3oBaHa CIEAyIOIMM 00pa3oM. Bo Bropom pasmene npusoautcs 0030p
HEKOTOPBIX THIIOB Ae(eKTOB MporpamMmHoro obecreueHus. B Tperbem pasnene
ONHUCAHBl METOABl M HMHCTPYMEHTBHI HCIONB3yeMble MJISI OLEHKH KPUTHYHOCTH
nporpaMMmHbIX nedexroB. B derBéproM paszene NpeIOKeHbl pa3pabOTaHHbIE
npenuKatel 0e30macHOCTH. B msITOM paszene paccMaTpUBAIOTCS  Pe3YIbTaThl
NPUMEHEHHs  pa3paboTaHHBIX MpenuKaTtoB  Oe3omacHoCcTH. B 3aximroueHnu
00CY>KIa0TCs IOTyYeHHBIE Pe3Y/IbTaThl M JajIbHEHIIINE HAIIPaBICHHUS HCCIIEI0BAHHUM.

2. 0630p Kpumu4yecKux npo2paMMHbIx deghekmoe

IlepexBaT noToKa ynpapieHUs] IPOrPaMMBbl WIH BBIIIOJHEHHE MPOU3BOIBLHOTO KOJa B
KOHTEKCTE TPOTPaMMBI SBISIETCSI OMHOW M3 HamOoJiee OMACHBIX aTak, a JAe(eKTHl,
cpabarsIBaHUSI KOTOPBIX MOTYT IPHBECTH K peann3anuu monoOHOW aTaku Oymem
Ha3bIBaTh KPUTHUECKUMHU. J[JIs1 BRIIOTHEHUS KO/la HEOOXOUMO PEIINTh CIETYIOIIHe
3a/1a4u:

®  Pa3MECTHTh LIEJEBOH KO B OTHOM M3 KOHTPOJIHPYEMbIX Oy(hepoB maMATH;
e mepenarh yrpasieHHe Ha ajpec Oydepa ¢ KOJoM.

BrimonHeHMe 3THX 3a7ad 3aBHCHUT OT THUNA YSI3BUMOCTEH, a TaKKe COCTOSHUS
MPOTPaMMBI IPU KOTOPOM OHA MPOSIBISETCS.

Ilepenonnenne Oydepa Ha cTexke. BO3MOXKHOCTh BBINOIHEHUS MPOU3BOIBHOIO
KOJla TPU BO3HUKHOBEHWH IIEPETIONHEHUs Oydepa Ha CTeKe W3BECTHA JOBOJBHO
JIaBHO W omMcaHa B ctathe [8]. B pe3ymbrare nepenonnenus oydepa moj KOHTPOIeM
aTaKkyIoOIIero MOTYT OKa3aTbCsAd JaHHBIC, MAHHUIYSIIHA C KOTOPBIMH MOXKET
MIO3BOJIUTH €My TIepenaTh yIpaBlieHHe Ha CBOM KoA. DTH JaHHBIC MOXKHO pa3ieinTh
Ha JIBa THNA: CIy)XeOHBIE JaHHBIC M JaHHBIE TporpaMMel. K cioykeOHBIM JTaHHBIM
OTHOCSTCS, HalIpUMep, aapec Bo3BpaTa W3 (YHKIUH U yKazaTeldb Ha Kaup cTeka. K
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JAHHBIM IIPOTPaMMBI MOXXHO OTHECTH yKa3aTeldHW, B TOM YHCIIC YyKa3aTeld Ha
¢ynkmmu.  Ha pumc. | mpeactaBineHa opraHu3anusi CT€Ka M CIOCOOBI aTakw,
PE3YABTaTOM KOTOPOM SIBISIETCS BBHITOIHEHUE KOJIA.

ApryMeHTbl AprymeHTbl AprymeHTsl
Appec Bo3BpaTa Anpec kopa Appec kopa
YKkasaTens Ha kagp YkasaTenb Ha Kapp YKkasaTenb Ha Kanp
CTeka CTeka cTeKa
Hanpasnenne
nepenonerus
Ykasartenb YkasaTens
Ha sueiiky C
BbiNoNHAEMslid Ko Shpecon fospe
MepenonHaemblid R
Oydep BLINMONHsAEMbIA KOR
A. Kagp creka b. Ataka ¢ nepesamnucio B. Ataka c nepesanucei
agpeca Bo3spara Ykazatensa

Puc. 1. Opeanuzayus cmeka u cnocobvt amax 075 y36uMoCmu nepenoinenus oygepa na
cmeke
Fig. 1. The organization of the stack and methods of attack for the buffer overflow
vulnerability on the stack

Hambonee pacmpocTpanéHHON sBiIseTcs aTaka, nOpuBenéHHas Ha Puc. 1B.
Arakyromuii pasMelnaeT B nepernonHseMoM Oydepe cBOi Kon, a axpec Bo3Bpara
MOZIMEHSIET ajpecoM 3Toro Oydepa. s 1aHHOW aTakM yKe OIMMCAaHBl MPEAUKATHI
0e30MacHOCTH, U OHM YCIIEUTHO peain30BaHbl B MHCTpyMmeHTax [9,10]. B ciyuae,
KOTJ]a Ha CTEKe HAaXOJHUTCA yKa3aTellb Ha KaKyl-THOO NMepeMeHHYI0, TO €r0 MOXKHO
nepesanucars 3HA4CHHEM ajpeca sueiiku, cofepiKamiel aapec BO3BpaTa U3
¢ynkuuu. {18 ycnemrHot peanu3aluy aTakd HEOOXOJMMO, YTOOB! B JlabHEHIIEM
10 3TOMY YKa3aTelo NMPON30IIUIA 3aMHUCh KOHTPOJIMPYEMOTO aTaKyIOUMM 3HAYCHHUS.
B 3TOM Ccitydae BO3MOXKHO MTOAMEHHTH 3allMChIBaEMOE 3Ha4eHUe Ha ajapec Oydepa, B
KOTOPOM HAaXOAMTCSI €ro Ko, M TakuM 0o0pa3oM IpOM30MIET mepesamuch ajapeca
Bo3Bpara u3 QgyHkuun. Bos3Bpar u3 ¢yHKuM npuBenéT K nepenade yrnpaBieHHUsS Ha
KO aTakylomero. YacTHbIi cirydail — nepesanuch ykasarens Ha QyHkmuro. B sTom
Cllydyae HapyLIMTENI0 AOCTaTOYHO Iepe3anucaTbh 3HAYEHUE YKa3arels aipecoM
Oydepa ¢ KoZOM M TOCJE BbI30Ba (DYHKIMU I10 YKA3aTeNI0 IPOM30HAET mepenava
yIpaBJIeHHUs Ha KO MOJIEe3HOH Harpy3KH.

Ilepenonnenue Oydepa Ha Kyde. B HEKOTOphIX MEHEIKEpax IUHAMHYECKOM
namsati B OC Linux, ocHOBaHHBIX Ha MeHemkepe namsith Doug Lea’s Malloc
(dlmalloc) cymecTByOT BO3MOXHOCTH JJisi TIPOBENCHHUS arak, MPHUBOASIIUX K
BBIMTOTHEHMIO Ko/1a. OHON M3 MepBBIX TEXHUK IKCIUTyaTanus Oblia TeXHUKa unlink,
omucanHas B pabore [l1]. B pesymbrare mepemonmuenus Oydepa mopTarcs
ciy>keOHBIE TaHHBIC BBIIENECHHBIX OOBEKTOB B JAWHAMHYECKOH MAMATH M IIOCHE
BbI30Ba (DYHKIMM OCBOOOXKIECHUS MOXET BO3HUKHYTH CHUTyaIus, TPH KOTOPOH
aTaKylomMi MOXXET NMUCATh IPOW3BOJBHOE 3HAUCHHE IO IPOHU3BOIBHOMY aIpecy
(CWE-123) [12], mnepemaya ymopaBieHUSI U  BBIIOJHEHHWE KOAA  3l1€Ch
OCYLIECTBIISICTCS TOJO0HO CUTYyallMH C TIepe3anuchlo ykaszarens. Takum oOpasom,
HoziaBIsifoIiee  OOJNBIIMHCTBO YS3BUMOCTEH IepernoyiHeHus: Oydepa Ha Kyde
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MIPUBOINT K BBITIOJTHEHHIO TIPOU3BOJILHOTO Koa, HO B 2003 romy ObLTO pa3paboTaHo
WCTIpaBJIEHUE, TIPEISITCTBYIONmee BO3HUKHOBeHHMIO curyanun CWE-123 myrtem
aBapuitHOrO 3aBepuieHHs mporpamMmbl. B pabore [13] ommcaHbl pasznuyHBIC
CH0COOBI, TIO3BOJISIONIEE IKCIUTYaTHPOBATH YSI3BUMOCTH IeperoHeHus Oydepa Ha
Ky4e, HEKOTOpbIE U3 HUX PadOTalOT B COBPEMEHHBIX BEPCHSIX MEHEKEPOB MaMSITH.
Ot crnocoObl TpeOyloT coOmoneHuss OOJNBLIOrO YWCia YCIOBHH, U B OTKPBHITOM
JIOCTYIE HAXOASATCS MPHMEpPBI SKCIUTyaTallid MOJAEJIBHBIX mporpamMm. Kak m ams
nepenoiHeHus Oydepa Ha CTEKe, OCTAIOTCSI JOCTYHHBIMU CIIOCOOBI KCILTyaTaluy,
OCHOBaHHBIE Ha TIepe3aIiucy yKa3ares.

Hcnonb30Banne mamMaTH nocie ocBodoxaenusi. OnuH U3 crioco0oB MPOBEICHUS
aTakd C HCIIOJBb30BAHUEM MaMITH TOCIE OCBOOOXIEHHS NPUMEHSETCS K
mporpaMMaM, KOTOpbI€ Hamucanbl Ha s3bike Cu++ ©  comepkaT BBI30BOB
BUPTYaJIbHOrO Metona. Jyisi MpoBeACHHs YCIEIIHOM aTakd NOJDKHBI BBIIOIHUTHCS
CIIEYIOIIHE YCIOBHS:

®  Ha KydYe BBIJEJICH 00BEKT, COACpKALIUN BUPTYaJIbHBIH METOI;

e 00BekT yaamsiercs (OCBOOOXKIAETCS TaMATh, BBIACIACHHAS TIOJ OSTOT
00BEKT);

®  BBLICISICTCS HOBBIN OJIOK MaMsSITH, TAKUM 00pPa30M, UYTO OH MEPECEKACTCsS C
paHee BBIJCICHHBIM 00BEKTOM;

e B HOBBI OJIOK 3aIIMCBIBAIOTCS JIaHHBIE, KOHTPOJIIMPYEMbIE aTaKYIOIINM;

e BBI30B BHPTYAJIbHOTO METOMA, paHee BbIIeIeHHOrO0 o0bekra (dakr
UCIIOJIb30BaHMSI TIAMSITH T10CIIE OCBOOOMKICHHM).

B camom Hadane oOmacte mamsTH o0BeKTa, mepBbie 4(8) OaiT, comeprkar yKasarenb Ha
TaONMMIly BHUPTYaIbHBIX (QyHKIMA. Takum 00pa3oM, Yy arakyrolIero MOSBISCTCS
BO3MO)KHOCTb IIepe3alicarh yKaszarelb Ha CBOI, CIEIHAIbHO C(HOPMHUPOBAHHYIO
TaONMMIly BHPTYalbHbIX (GYHKIMA. B pesymsrare Bhi30Ba MeETOmAa W3 3TOW TAOMMITHI
MpOM3OMAET Tiepelaya YIpaBleHWs Ha KoJ aTtakyromero. Ha Puc. 2 mpezncraBieH
(parmMeHT Kozia Ha sI3bIKe accemOnepa, OCYIIECTRIISIONIErO BHI30B BUPTYAIIbHOTO METO/IA.

MOV EAX, DWORD PTR[EBP - 0x1C]
MOV EAX, DWORD PTR[EAX]
CALL DWORD PTR[EAX+8]

Puc. 2. Bvi306 supmyanvrno2o memooa
Fig. 2. Invoking the virtual method

IlepBasgs WMHCTpYKIHMs 3arpyXxaeT ykasaTenb Ha 00BeKT B peructp EAX. Bropas
MHCTPYKIUS 3arpy’KaeT Ha PErucTp ykasaresb Ha TaOJHIly BUPTYaIbHBIX (yHKIUM.
TpeThst ”HCTPYKIMS IPOU3BOAUT BBI30B BUPTYAIbHON (PyHKIMH U3 TaOIHLIBL.

Ysazumocth dopmaTtHoii  cTpoku. CrnocoObl BBHITIONHEHHUS KO, HCITOIB3Ys
yA3BUMOCTb (POPMaTHOM CTPOKH M3BECTHBHI M OmHcaHbl B pabdorax [1, 14]. Kpome
TOrO, €CTh METOJIbI, IIO3BOJISIOIIME JTO JejiaTh aBToMaruvecku [2-4, 15].
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VS3BUMOCTh CYIIECTBYET B Cllydae, €CJIM aTaKyIOIIMH KOHTPOJIMPYET CTPOKY
(opmara. Marummynupyst cuennpukaTtopaMi B CTpOKe GopMaTa aTaKyroIuil MOXKET
nepenarh ynpaBlieHHE Ha cBOH koA, Crenudukarop %n HCHONB3yeTCs IS 3allUCH
KOJIMYEeCTBAa BBIBEICHHBIX CHMBOJIOB IO 3aJaHHOMY B CTpoke dopmara ampecy.
Takum oOpa3oM, arakyloleii MOXeT repe3anucarb, HalpuMep, aJpec Bo3Bpara u3
¢ynkimu anpecom Oydepa co cBOMM KopoM. B HekoTopwIx (YHKIHMSX paOOTHI ¢
(¢opMaTHOH  CTPOKOW  KOJMYECTBO  BBIBOJMMBIX  CHMBOJIOB  OTPaHMYEHO
MaKCHUMaJbHBIM 3Ha4eHUEM 32-OMTHOro OE33HAKOBOTO IIEJOro yucia. B cBs3u ¢
9THM BO3HHMKaeT mpoOiieMa NpH OKCIUTyaTallud YSI3BHUMOCTEHl B mporpammax,
paboTaromux o1 yHpaBIeHHEM 64-pa3psmHBIX ONEPalMOHHBIX CHCTEM. B aToM
Cllydae, BO3MOXKHA TOJBKO YacTHYHAs INEPe3alHCch SYSHKH MaMsSATH, COASp KAIIHH
anpec. CymectByer emé OAMH Croco0 BBIMOJIHEHUS IMPOU3BOJBHOTO KOJa,
UCIIONIB3YS  YS3BUMOCTH (popMaTHOW cTpoku. s 3Toro cmocoba MOAXOAAT
(GyHKIMH, KOTOpBIE MEYaTalOT CTPOKY HE HA CTaHAAPTHBIA MOTOK BHIBOAA, a B
Oydep, pacnionararonuiicsi, HapuUMep, Ha cTeke. MaHUIYIHpys cnenuduKaTopamMu
CTpoKH (hopmara, aTaKyIOIIMH MOXKET IepernoJHUTh Oydep U mepesamucaTb agpec
BO3Bpara, 4TO B MOCJICACTBUU HpI/IBeI[éT K BBIIIOJIHCHHUIO KOJA.

3 MemoOhb! 2eHepauyuu Kpumu4yecKkux 8X00HbIX OaHHbIX

IMon xpuTHYECKMMH BXOOHBIMH [aHHBIMH OyIeM TOHHMATh BXOJHEBIC aHHEIC,
KOTOpbIE MNPUBOASAT INpOrpamMMy JIMOO K aBapuWHOMY 3aBeplIeHHI0, JH0O K
BBINOJTHEHUIO 33/IaHHOTO KoJa Hapymmrens. HanGomnee pe3ynbTaTHBHBIM METOAOM
TeHepaluy KPUTHYECKUX BXOMHBIX JAHHBIX SIBISAETCS JTUHAMUYECKUN aHaIu3,
KOTOPBIIT MOXKHO paccMaTpUBaTh KaK COBOKYITHOE NMpPHMEHEHHE MeTofa (as33uHra
JUIE aBTOMAaTHUYECKOW TeHEpallii TECTOBBIX HAOOPOB M TOMCKA BXOMHBIX IAHHBIX
MPUBOIINX K aBAPUITHOMY 3aBEPIICHHIO MPOTPaMMBI, TEXHOJIOTHH JTHHAMUIECKON
OMHAPHOW TPaHCIAIMH /WA HHCTPYMEHTALUH JJIS TIOTYICHUS TPACC BBITOTHEHHUS
1 MH(pOpPMAIH O TIOKPHITHH KOJa, KOHKPETHOTO W CHMBOJIBHOTO BBITIONHEHUS IS
aHamM3a  TPENUKaToB  OE30MAacHOCTH,  TE€HEpalli  BXONHBIX  JaHHBIX
00eCTIeYnBaONINX OTKa3 B 00CTY)KHBaHUH WM NIEPEXBaT MMOTOKA YIIPABICHHUS.
TpaguLMOHHO  YNOMSIHYTBIE  CpPEACTBa  NPUMEHSIOTCA B ClEdyolIel
MOCIICIOBATEIFHOCTH: (PAa33UHT JUIS TOJyYSHHS BXOIHBIX JAHHBIX IMPUBOIAIIUAX K
BOCIIPOM3BOAMMOMY aBapUIHOMY 3aBEpPILUEHUIO, CHSTHE TPACChl BLIIIOJHEHUS Ha
HAWJICHHBIX JAHHBIX ¥ TPAHCILSIMKA €€ B CHMBOJBHYIO (opMy. 3aTeM COBMECTHO
pemas  TOJIYYEHHYIO CHCTEMY YpaBHEHHH W  TpeauKaT  0e30MacHOCTH
OTMCHIBAIONINKA HEOOXOMMMBIE YCIOBHSA JUIS AKCIUIyaTallid OIIMOKH, IMOIydaeM
JTaHHBIE, KOTOPBIE HEOOXOIMMO MOJaTh Ha BXOJ mporpamMMe. IloimydeHHBIEe JaHHBIE,
peaym3yioT yCJIOBHS, ONKCHIBAEMBIE B TIpeAHMKaTe OE30MacHOCTH, HampHMep,
MepexBar MOTOKA YIIPABIICHHUS.

PasnugaioT 1Ba OCHOBHBIX ITOXO0a K TAKOMY aHAJIN3Y: MTOJTHOCUCTEMHBIA U YPOBHS
TIPATIOXKEHHS.

IMosHOCHCTEMHBIH MOAX0A K aHAaau3y. B 3ToM ciydae Ui MOTydeHHsS TPacchl
BBINTOJTHEHHSI TIPOTPAaMMBI HCIIOIB3YETCS HMOJTHOCHUCTEMHBIH AMYISATOpP, HampuMep,
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Qemu [16] maHHBIA MOAXOA TPUMEHATCS B TakuX Iuatdpopmax kak S2E [17],
PANDA [18], Avatar [19] u npyrux. [lonokuTenpHas CTOpOHa TakKOTO IOAXOIA
3aKITFO9AeTCS B obecriedeHnn BO3MO)XHOCTH JIETEPMHHUPOBAHHOTO
BOCIIDOM3BEIICHHAS B paMKaX CHCTEMBl H IIOJIHOTE TPAacChl  BBITIONHEHHUS,
BKJIFOYAIOIIEH B ce0s KaKk KOJ aHaJM3MPYEeMOH MPOrpaMMBbl, TaK U CUCTEMHBIN KOJI.
MUuHYCOM SIBISIETCS] CKOPOCTH PAOOTHI M TPEOOBAHUS K CHCTEMHBIM PECYpCaM.
AHaju3 Ha YpOBHe HMpuJoxkeHusi. IIpum aHanm3e Ha ypOBHE NPHIOKCHHS, IUIA
TPacCCHUpPOBKM  HCHOJIb3yeTCS  JUHAMHYECKass OWHAapHAs  TpPaHCISLUS WM
MHCTPYMEHTAIMsl KOAA MPOTPaMMBbl, TPH 3TOM B TPacCy BBHINOJIHEHHS IOMNAJAl0T
TOJIBKO WHCTPYKIIMH, OTHOCSIIHECS K KOJY HCIIOJHSIOMIEMCS B TI0JIb30BATEIbCKOM
IpPOCTpaHCTBe LieneBoro mpormecca. K mogo6HbIM cuctemam otHocsTcs Angr[5],
Mayhem [3], Manticore [20] u 1.p.

4 lNocmpoeHue npedukamoe 6e3onacHocmu

[Tpu mocTpoeHHU NpeauKaToB OE30MACHOCTH JUIs MepexBaTa MOTOKa YNpaBIeHHS
TpeOyeTcs onucaTh pa3MelleHne KoJa MONe3HOI Harpy3KH U Iepeiady yIpaBiIeHHs
Ha 3TOT KO[.

ITocTpoenune npequkara 6e3onacHOCTH 1J1s Nepe3anucu ykasareas (CWE-123):

® B KOHTpOJIHpYyeMOoM Oydepe maMsATH pacronaracTcsi Ko HOoIe3HOH
HarpysKH;

e ajpec ykasaTells paBeH aapecy SYeHKH MaMsTH, CoAepKaIlnil agpec
BO3BpaTa U3 QyHKINHY;

e 3HaueHHME yKa3arels paBHO ajpecy Oydepa ¢ KOJOM I0JIE3HOH HArpy3KH.
IMocTpoenne mpeankara 0e30MACHOCTH /UISl Tepe3anMCH yKa3arejast Ha
$ynkuuro:

® B KOHTpOJIHpyeMoM Oydepe naMsaTH pacroiaraeTcsi Koz MojIe3HoH
HarpysKw;

e 3HAuUCHHME yKa3aress Ha (QYHKIHIO paBHO ajpecy Oydepa ¢ kogom
10JIE3HON Harpys3KHu.

IMocTpoeHue nmpeaukara 0e30MACHOCTH JUIA YA3BHMOCTH ()OPMATHOH CTPOKH,
KOTOpasi NPUBOIMT K NepenojHeHunio 0y(depa Ha cTeke:

e B KOHTpoiupyeMoM Oydepe mamsiTH pacHoyiaraercss KoJ I0JIE3HOH
HarpysKw;

e (QopmaTHas cTpoka coOCTaBJI€HA TakuUM o00pazoMm, uYTo e€ o0paboTka
NIPUBOJMT K TIEPEIOJHEHHI0 Oydepa Ha CTEKe M INepe3alluChIBaeT ajpec
BO3BpaTa.

IIpu cocraBienun ¢(opMaTHOW CTPOKM MJIsl BBIBOJA 3HAYEHMH HCIIOIB3YETCS
(opmarnslii cierudukarop %x. Kak npaBuiio, 3ToT crenudukarop UCHoNb3yeTcs ¢
napaMeTpoM IIMPHHBI M uMmeer Bun %8x. IlpucyrcrBue B QopmarHO#l cTpoke
HEOOXOIMMOT0 KOJTMYECTBA TAKHUX CIEIM(PUKATOPOB BBI3OBET NeperoaHeHne Oydepa.
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5. MpumeHeHue npedukamoe 6e3zonacHocmu

Jns  MHOTMX oOOnacTed NPOrpaMMHpOBAaHMS, TaKMX KaK KOMITHIISITOPHBIE
TEXHOJIOTHH, MAaIlMHHOE OOy4YeHHE M J[p. CYIIECTBYIOT TECTOBBIE HAaOOpBI, Ha
KOTOPBIX MOXKHO OIEHUTH 3(P(HEeKTHBHOCTh MOAXO0B. B kauecTBe mpumepa MOXKHO
npuBectd Habopsl SPEC s tectupoBanms xommmritopoB u «MNIST 6aza
n300paKeHnH PYKOMHCHBIX Idp», HAOOpH! Juliet ot NIST mns TectupoBanms
CTaTUYECKHUX aHamu3aTopoB. OMHAKO I 00JIACTH KOMITBIOTEPHOW 0€301acHOCTH, B
YaCTHOCTU KOMIUIEKCHOTO TECTHPOBAHUS CPEICTB, BXOAAIIMX B Ipolecc
6e3omacHoit paszpaborku [1O Takoro Habopa He Obuto. Bomee Toro, Bce cpencrsa,
Kak IPaBHJIO0, TECTUPOBAINCH Ha PA3IMYHBIX HAO0Opax MporpaMMsl U maTgopm, 4To
3aTPYAHSIIO KaUEeCTBEHHYIO OIICHKY CHCTEM.

B aBrycre 2016 roma mpomien ¢unan DARPA Cyber Grand Challenge[21] —
COPEBHOBAHMS 110 TIOCTPOCHHUIO aBTOHOMHOW CHCTEMBI IoKCKa Jie(ekTa B MporpaMme
U TEeHepaluuu KPUTHYECKMX BXOJHBIX JAaHHBIX JUIsl HalJIeHHBIX YSA3BUMOCTEH H
reHepalyy UCIpaBieHui Uil HaineHHbIX aedektoB. [lodeanTenem, B KOTOpOM craia
cuctema Mayhem. OpraHu3aropamMd COpPEBHOBaHHS ObUI CHOPMHUpPOBAH HaOOP
IPOTpaMM, COAEPKAIIUX YA3BUMOCTH. [IporpamMMBbl pa3iIMyaroTCsl MO CIIOKHOCTH,
(yHKIHOHATY W THIIaM YyS3BUMOCTH. B kauecTBe ennHON miaaTdopMbl HCHOIb3yeTCS
ocHoBaHHBIN Ha Linux muctpuOytus, Ha3zBaHHBII DECREE OS. Ilocie oxoHYaHUS
COPEBHOBAaHMH TaHHBIN TECTOBBIN Habop ObLT epeHeceH Ha apyrue OC [22].
PaspaboranHble npeanKaTel  0E30MIACHOCTH NPHMEHSUINCh B METOZIE  OLIEHKH
KPUTUYHOCTH TIPOrpaMMHBIX JiehektoB [6]. TecTupoBanne npeankaToB O€30MacHOCTH
JUIsL TiepenosiHeHus Oydepa Ha CTeKe M YA3BMMOCTH WCIIONB30BAaHMS MAMSTH TIOCIe
0CBOOOXKIEHNMS IPOBOJMIIOCH HA HECKOJIBKMX IIPOrpaMMax M3 TECTOBOTo Habopa [22].
3T0T TECTOBBII HA0OP cocTouT M3 241 ucnonusiemoro Qaitia. laHHble, TPUBOIALINE K
aBapuitHOMY 3aBepIIEHHUIO, OBIIM TOYYeHbI aHAMUTUKOM 1 11 mporpamm. Mcnons3ys
METOJI IPeIBAPUTEILHON (HIBTPAlMK aBapUIHBIX 3aBEpIICHUH U3 padoThl [7], ObLIn
BBIOpaHBI 8 aBapMIHBIX 3aBepIIeHHH, Kak HanOojee omacHsle. st 6 U3 HUX yaioch
MOJTyYUTh BXOJHBIC IaHHBIC, NPHUBOAAIIME K BBINOJHEHHWE 3aJaHHOro koma. Hipke
TIPUBOJUTCS CITUCOK ATUX MIPOTPaMM:

e Movie_Rental_Service;
e Multi_User_Calendar;
e Palindrome;

o PKK_Steganography;

e Sample_Shipgame;

e ValveChecks.

[Ipn ananuze mnporpammel Movie Rental Service TpPUMEHAJIOCH MOCTPOCHUE
npenukara O€30MacHOCTH ISl YSI3BUMOCTH  HCIIOJIB30BAaHUS IaMSITH  TOCIE
ocBoOOXIeHHsA. llpm aHanmm3e OCTaNbHBIX TPOTPaMM TPUMEHSUICA MPEIUKaT
0e30macHOCTH Ui Tepe3amicH aapeca Bo3Bpara U3 (QYHKIMH BO BpeMs
nepenonaeHus Oydepa Ha crteke. s mporpamm Bloomy Sunday w Charter ue
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yAQJIOCh TOJYYUTh BXOINHBIC [aHHbIC, NPHBOAAIIME K BHIIIOJHEHMIO Koxa. B
pesynerate aHanmuza Bloomy Sunday OpIIM TONydeHBI BXOAHBIC NaHHEIC, IIPH
KOTOPBIX BBINIOJHEHHE 33JaHHOTO Koga He mpomsonnio. Takas cUTyamus MOXKeT
OBITH CBSI3aHA C TEM, YTO B Pe3y/bTaTe aHAJIH3a IIOMEYCHHBIX TAaHHBIX B IPEIHUKaT
NYTH HE IIONAajJHM OTPAaHWYEHUs], CBSI3aHHBIC aJPECHBIMHM 3aBUCHMOCTSIMHU. [lpu
aHanuze nporpammbl Charter BBIACHWIOCH, YTO TIpH IepenoyiHeHun Oydepa
MepenuChIBaeTCS yKa3arellb, HO B JajbHEHIIEM 3alllCH KOHTPOJIUPYEMBIX JaHHBIX
[0 JTOMY YKa3aTello He MPOHMCXOAWT. TakuM o00pa3oM, NPUMEHHUThH IpEaHKaT
0e301acHOCTH /IS Iepe3aIucH yKa3arels He yIalloch.

TectupoBanue mnpenukara OE30MACHOCTH MJISI YSA3BUMOCTH (DOPMATHOH CTPOKH,
NPUBOAIICH K INepernosHeHuo Oydepa Ha cTeke, MPOU3BOIAMIOCH Ha IIPOrpamMme
OllyDbg. Onwucanue ys3BuUMOCTH mnpuBoautcs B [23]. Jlnsg 3Toit mporpaMmsr
YAAJIOCH MOTYYUTh BXOAHBIC JaHHBIC, IPHBOASIIIE K BBIIIOJTHEHHUIO 33JaHHOTO KOJa.

6. 3aksroyeHue

B cratee paccMOTpeHBI CIIOCOOBI BBINONHEHMS KOIA, HCIOJB3Ys YSI3BUMOCTH B
nporpammax. OmnHcaHbl COBPEMEHHbBIE METOIbI M CPEIICTBA, TO3BOJIAIONIHE PEIIaTh Ty
3amadqy aBTOMarMdeckd. [IpencTaBieHBl HOBBIE NPEAUKATHI OE30MACHOCTH VIS
TIepe3alycy yKa3aTells, TIepe3anicy yka3aTeid Ha QYHKIWIO U YI3BUMOCTH (popMaTHOI
CTPOKH, KOTOpas TPHBOAWT K IiepernoiHeHnio Oydepa Ha creke. PaszpaboranHbie
MPEIMKATHI O€30ITaCHOCTH MPUMEHSIINCH B METO/IE OIICHKH KPUTUIHOCTH MPOTPAMMHBIX
nedexroB [6]. TectupoBaHMe TpeOWKaTOB 0OE30MACHOCTH IPOBOAMIOCH HA Habope
tectoB st Darpa Cyber Grand Challenge, a taxxke nHa mnporpamme Ollydbg,
coneprKallel ys3BUMOCTh (hOpMAaTHOW CTPOKH. B pesynmbrate TeCTHPOBaHHS YIaaoCh
TIOJTy9IUTh BXOTHBIE JaHHBIE, IPUBOJIAIIIE K BBIOIHEHHIO KOJIA.

B xkauecTBe [anbHEMIEro HalpaBlICHHE PAa3BUTUS MOXKHO BBIICIHTH pa3pabOTKy
MPEeIMKaTOB O€30ITaCHOCTH, KOTOPBIE YUUTHIBAIOT COBPEMEHHBIE 3aIIIUTHBIC MEXaHU3MBI,
MPETIATCTBYIONIHE TIEPEXBaTy MOTOKA BBIIOIHEHHS. DTH MEXaHU3MbI MOXKHO pa3eiIuTh
Ha JIBC TPYINIIBI: MEXaHM3MBI 3aluThl omnepanuoHHoN cuctemsl (DEP u ASLR), u
3aIIUTHBIE MEXaHM3MBI, BCTpamBacMble KOMITWIISITOpoM ('kaHapeika" u Oe3omacHbIe
(yHKIIME Pa0OTHI CO CTPOKaMM). DTH MEXaHU3MBI ITOBCEMECTHO TPHUMEHSIOTCS B
COBPEMEHHBIX ONEPAMOHHBIX CHCTEMaxX OOIIEro Ha3Ha4YeHWs, a OMILMN KOMITHIATOPA,
o0ecrieynBaroIyie BCTPauBaHNE 3aIlUT, KaK PABHUJIO, BKJIFOYEHBI B OTIIMN KOMITHIISILIN
no ymomuyaHuto. TeM He MeHee, HMHOIZNA 3allUThl HAMEPEHHO OTKIIIOYAOTCS
pa3paboTyrKaMy, a B HEKOTOPBIX CIIydasX 3TH 3aIlUTHl MOKHO OOOMTH.
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Abstract. Approaches for code execution using program vulnerabilities are considered in this
paper. Particularly, ways of code execution using buffer overflow on stack and on heap,
using use-after-free vulnerabilities and format string vulnerabilities are examined in section 2.
Methods for automatic generation input data, leading to code execution are described in
section 3. This methods are based on dynamic symbolic execution. Dynamic symbolic
execution allows to gain input data, which leads program along the path of triggering
vulnerability. The security predicate is an extra set of symbolic formulas, describing
program's state in which code execution is possible. To get input data, leading to code
execution, path and security predicates need to be united, and then the whole system should
be solved. Security predicates for pointer overwrite, function pointer overwrite and format
string vulnerability, that leads to stack buffer overflow are presented in the paper.
Represented security predicates were used in method for software defect severity estimation.
The method was applied to several binaries from Darpa Cyber Grand Challenge. Testing
security predicate for format string vulnerability, that leads to buffer overflow was conducted
on vulnerable version of Ollydbg. As a result of testing it was possible to obtain input data
that leads to code execution.

Keywords: software bugs; symbolic execution; security predicates; binary analysis; dynamic
analysis.
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AHHOTaNMsA. YS3BHMOCTH NPOTPaMMHOTO OOECICUCHHsI SBIIOTCS CEPhE3HOW Yrpo30i
OesonmacHocTH. BakHOW 3amadeill sBIseTCs pa3BUTHE METOJOB MPOTHUBONCHCTBHS HUX
okcruryatannd. OHa TpHoOpeTaeTr o0coOyro akTyanbHOCTH ¢ pasButueM ROP-aTak.
Nmeronyecss cpeAcTBa 3allUThl 00JIANAI0OT HEKOTOPHIMU HEIOCTaTKaMH, KOTOPBIE MOTYT
OBITH MCIIOJIB30BaHbI aTAaKYIOIMMU. B naHHOW paboTe mpeaaraeTcsi METO I 3alUThl OT aTaK
TaKOro THIA, KOTOPBI HA3bIBACTCS MEJKOTPAHYISIPHOW paHAOMHU3ALHUEH aapecHOro
MPOCTPAHCTBA MNpPOTpaMMbl TNpH 3amycke. [IpuBoAsTCS pe3ynbraTtel MO pa3paboTke u
peanm3anun JaHHOTO MeTo/1a Ha 0ase omeparronHoi cucrembl CentOS 7. Panmomuzanuro Ha
YPOBHE II€PECTAHOBKHM (DYHKIHUH OCYIIECTBIISIET IMHAMUYECKHH 3arpy3ddk C ITOMOIIBIO
JONOJHUTENbHON HH(OpMAIMK, COXpPaHEHHOH C 9JTama CTaTHYECKOTO CBSI3BIBAHUSL.
OmuceIBaloTCss  A€TaNM  pealu3allid W TPHUBOJATCS  PE3YNbTAaTHl  TECTHPOBAHUS
MPOU3BOAUTENFHOCTH, H3MCHEHUs BpPEMEHM 3amycka u pasmepa (aitma. OtaenbHoe
BHUMaHHUE yACITACTCSA OLICHKE 3(1)(1)6KTI/IBHOCTH HpOTHBO)]eﬁCTBHﬂ JKCIUTyaTalluu C IIOMOIIBIO
ROP arak. CTposiTcsi BE YHMCICHHBIX METPHUKH: MPOICHT BBUKUBIINX Ta/KETOB M OICHKA
paborocmocobHocTr TpumepoB ROP  menovek. IlpuBoawMass B cTaThe peaium3anus
IpuMeHHMa B MaciuTabax Bced ONepanMoOHHOW CHCTEMBI M He HMeeT IpobiieM
COBMECTUMOCTH C TOYKHM 3peHus paborocnocobHocTH mporpamm. Ilo pesymbraram
MIPOBEAEHHBIX paboT ObLIA MPOJEMOHCTPUPOBAHA PAOOTOCIOCOOHOCTH JAHHOTO IOAXO0a Ha
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1. BeedeHue

CoBpeMeHHOE MPOrpaMMHOT0 00ecreYeHus oNa jaeT K KOHEYHbBIM M0JIb30BaTEIsIM
C HEKOTOPBIM KOJHYECTBOM OWIMOOK. MHCTpYMEHTHl CTaTH4eCKOTrO0 aHajiu3a MU
pa3HOoO00pa3HOE TECTUPOBAHUE HE IO3BOJAIOT ycTpaHuTh u3 [1O Bce OmMOKH.
Cpenu ommnOOK MMEIOTCS TaKhe, KOTOpble IIOTEHIMAILHO MO3BOJSIOT —IPH
HEKOTOPBIX YCIOBHUIX M BXOJHBIX TaHHBIX KOHTPOJIUPOBATH MOBEIEHUE TPOTPAMMBI
Wi packpeiBath ee npaHuble. CymectByer cratuctuka (CVE [1]) o my6amuno
n3BeCTHBIX ys3BUMOCTAX B [10. OHa moka3piBaeT Ha pHC. 1, 9TO KOTHUYECTBO
00Hapy>KUBAaeMBIX ySI3BUMOCTEH Kak MHHAMYM HE yMeHbIIaeTcs. HeBO3MOXXHO B
YCIIOBHSAX OTPAaHHMYCHHOCTH PECYPCOB HAWTH W YCTPAaHUTh WX Bce. YCIemHas
SKCIUTyaTalus ysI3BUMOCTEH MOXKET NPUBECTH K YyTeUKe KOH(MUIACHIIUATBHBIX
JAHHBIX W c00sM B paboTe WHGOPMAIMOHHBIX cHUCTeM. M3 3Toro crmemyer, 4To
aKTyaJIbHOM MPOOIEMOHt SIBIIIETCS MPEJOTBPAIICHHE SKCIIITyaTallui yI3BUMOCTEH.
Knaccudukamus CVE comepxut Oonpimoe KOTUYECTBO BHAOB YsA3BUMOCTEH. Jlis
UX OKCIUTyaTallid TPHIyMaHBl pa3sHooOpasHbie Meronsl [2-7]. Texnwmka
SKCIUTyaTallil TaKKe CHJIBHO 3aBHCHUT OT MEXaHM3MOB 3alllUThl, IPUMEHSEMBIX B
OTepaIlOHHBIX CHCTEMax M Ha ammaparHoMm yposre (ASLR, DEP) [8-11].
Haubomee omacHpIM MexaHM3MOM O3Kciutyatanmu siBisiercs ROP [2] u emy
noo6ukle [4]. Vaest Takux METOJOB 3aKIIOYAETCS B TOM, YTO BPEJOHOCHBIH KOJI
COCTaBIIICTCS] U3 Ta/DKETOB — HEOOJBIINX (parMeHTOB KOJa CaMoil mpOrpaMMEL,
KOKIbIH M3 KOTOPBIX 3aKAHUMBAETCS MHCTPYKLMEH Iepefadyd yrpasieHus. B
ciydae ROP — »T0 wmHCTpykiusi Bo3Bpara u3 ¢GyHKiuu. [Ipu 3TOM ampeca
TaJDKETOB Pa3MEIIA0TCs MOAPS Ha CTEKe, YePeaysACh C apryMEeHTaMH, KOTOPBIE 3TH
TaJDKETHl CHUMAIOT CO CTeKa. M3 Ta/KeTOB COCTaBISIOTCA IICTIOYKH, KOTOPHIE
MO3BOJISIFOT BBITIOJHATH IPOU3BOIIBHBIH KO [2].
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Fig. 1. The number of vulnerabilities in the CVE database from 1999 to 2017 year

Takum 00pazom, eciaM aTakyIOIIWH HCIONB3YeT YSI3BHMOCTh C BO3MOXKHOCTHIO
neperaydl yrnpaBieHUS 110 TNPOM3BOJIEHOMY aJpecy, TO OH MOXET BBIIOJHATD
NPOU3BOJILHBIA KOJI B KOHTEKCTE€ aTaKyeMOW IpOrpaMMbl Aae IPH HaJIUIUH
DEP (mabop mnporpaMMHBIX ¥  ammapaTHBIX TEXHOJIOTHH, 3aIpellaroliuii
OPHJIOKCHNIO HCIIONHATh KOJM W3 O0NacTeil MaMsATH, COMCPKAIIUX [aHHBIE).
OpHako, YTOOBI BBIMONHUTH TIOJIE3HBIM JJISI aTaKyMOLETO KO, HYXXHO 3HATh
MECTOIOJIOKEHHE 3TOr0 KOAa B MaMITH aTaKyeMoro mporecca. s moctpoeHus
ROP nenoukn Hy»HO 3HaTh agpeca HCIOJIb3yeMbIX Ta/KETOB. DTO 03HAYaeT, YTO
JUIA 3aIIATBl OT SKCIUTyaTallMd OINMOOK MOXHO HCIOJB30BATh PaHIOMM3ALHUIO
a/IpecHOTO IIPOCTPaHCTBA TMpolecca. Pa3nuuHble MOAXOABl K PaHIOMH3ALUH
apeCHOTO MPOCTPAHCTBA Mpeiiarajiuch B craThsix [12—20]. Hekotopble u3 HuX
npuMeHsoTes: Ha npaktike (ASLR). OmHako mepedyrcieHHbIe TOAX0abI 00NaiatoT
HEIO0CTaTKaMH WM HE JAl0T JOCTaTOYHOM CTENEHU 3allUThI.

Texer nanHO# paboTbl cocrout M3 6 wacreil. [lepBas rimaBa mpencraBiseT coOoi
BBE/ICHHE, B KOTOPOM OOOCHOBBIBAETCS aKTyaJlbHOCTh JIAHHOW paboThl. Bo BTOpOI
rJIaBe IPUBOANTCS 0030p CYIIECTBYIOIIMX pelieHnid. B TpeTheil riaBe mpuBoaurcs
ONKCaHME NPEeAaraeMoro MeToja M JeTald ero peanusanuu. YerBepras riasa
TIOCBAIICHA OIICHKE BIUSHHS ITPEAaraeMoro MeToAa Ha NPOW3BOAUTENHLHOCTh U
pasmMep mporpamM. B msiToi raBe o6cyxmaercs 3hHEKTHBHOCTS IPOTUBOACHCTBHS
SKCIUTyaTallil YS3BUMOCTEH W TPHUBOASATCA HKCIEPUMEHTANbHBIE pe3ynbTaTel. B
IIECTOM TJ1aB€ MOABOIATCS HTOTH M HAMEYAIOTCSI TUIAHBI JATbHEHIIIETO Pa3BUTHS.
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2. O630p cywecmeayrowux peweHuu

M3-3a mOBCEMECTHOTO TPHUCYTCTBHSA  IPOTPAMMHO-ANMapaTHBIX — 3allUTHBIX
MEXaHU3MOB, MPEJOTBpAIAONMX BbImogHeHHe maHHbix (DEP), coBpemenHbie
aTaKy OTrPAaHUYCHBI HCIOJB30BAHUECM CYIICCTBYIOUICTO KOJIA JUI1 COCTaBJICHHUS
nernovek. YacCTHYHO 3Ty MpoOJeMy pellacT TEXHOJIOTHS PaHIOMHU3AIUH aIPECHOTO
npoctpanctBa mporecca (ASLR), xoropas mo3BoisieT 3aaBaTh MPOU3BOJIBHBIN
0a30BBIif aJpec CTeKa, Ky4H, CETMEHTOB KOJla i OMOTHOTEK. JTa TEXHOJIOTHS UMEET
JIBA KJIFOYCBBIX HEJOCTaTKA: H3MECHSCTCA TOJBKO 0a30BBIA aJpec CEerMEHTOB,
BHYTPCHHSS CTPYKTypa OHMOIMOTEKM WM WCIIONHAEMOTO (aiila COXpaHsercs U
OTHOCHTENIFHBIE CMEIICHUS MEXITy CTPYKTYPHBIMH 3JIEMEHTaMH OCTalOTCS
MOCTOSSHHBIMH; [UIA  TOJACPKKH TAaKOTO MEXaHM3Ma HEOoOXOINMO coOHpaTh
MO3UIIMOHHO-HE3aBUCUMEBIC UCIIOTHSIEMBIC (DaiiiIbl, 9YTO OTPUIATEIEHO CKAa3BbIBACTCS
Ha npousBogutenbHocTH [21]. CoxpaHeHHe OTHOCHUTENbHBIX CMELICHHH BHYTPH
OMONMOTEK W HCHOJHAEMBIX (ailJIoB MPUBOAUT K TOMY, YTO ATAKYIOIIUHA MOXET
BOCCTAHOBUTH CEKIIUIO KOJAA MPOTPaMMbl WM OHOJIMOTEKH MO OJHOMY YTCKIIEMY
aapecy. Jliast moctpoenuss ROP nemouky HE0OXOAMMO 3HATh agpeca HEKOTOPOro
KOJIMYECTBA Ta/pKeTOB. [l mPeJOTBPAICHUS BBIYUCICHHS BCEX 3THUX aaPECcOB IO
OJTHOMY PacCKpPBITOMY aJpecy MOXKHO CZAEaTh HEMpeICKa3yeMbIMH OTHOCHTEIILHBIC
CMEIIEHHS B KOJIE.

MeakorpanyJsipHasi paHaoMHu3anus BO Bpems KoMmmuwiasimuu. CyiecTByer
MOJXO/T [0 TeHepalyuy AUBEPCU(DUIIUPOBAHHON MOMYJISIUU HUCTIOIHICMbIX (HailioB
BO BpeMS KOMIWIAMHA H CBs3biBaHus [13]. JIaHHBIA MOIXOM CO3MAET P
HHQPACTPYKTYPHBIX  TPYOHOCTEH TIO  PAaCHpPOCTPAHCHUIO  HHIWBHIYaTbHBIX
PaHIOMU3MPOBAHHBIX KOMHHA MPOTPaMMEI M CO3MaET HEMPEOJOUMBIC CIOKHOCTH
Ui cepTH(UKAIUH, TOCKONBKY CepTH(GUIUpPYEeTCs KOHKPETHBIA HCIOIHICMBIH
¢aitn. Kpome Toro, oH obmamaeT HeIOCTATKAMH, CBSI3aHHBIMH C BO3MOXKHOCTBIO
YTEUKH KOHKPETHOTO HCIONHAEMOro (aiiia, 9To KOMIPOMETHPYET Ty CHCTEMY,
OTKyZa OH OBLT B3AT. boyilee TOro, oT 3amycka K 3aIlycKy KapTa ITaMsATH OCTaeTCs
HEM3MEHHOM, YTO IO3BOJIIET AaTaKyMIIEMy BOCCTAHOBHTH pa3MEIICHHE KOma B
maMsITH B Cliydae Iepe3alyCKaeMoro cepuca. B CBOIO odepensb, paHIOMH3AIMS
AJPECHOTO TMPOCTPAHCTBA IMPU 3aMyCKe OrPAaHMYUBACT IEPHOA BPEMCHU IS
PaCKpBITHS KapThl MAMSTHA IPOIECCa, a HEYAAadHbIC IOMbBITKH, MPUBOIAIIAE K
ABapUHHOMY 3aBEPIICHHIO MPOrPaMMbI, JEIAI0T BCE TIOJyYCHHBIC JJTaHHBIC
0eCroIe3HBIMH.

MeskorpaHyJsipHasi paHAOMH3alUsi BO BpeMs 3amycka. B pamkax maHHO#
paboOThI peaar30BaHa PAHIOMU3AIUS C TPAHYIAPHOCTHIO 10 (QDYHKIMHA, TO €CTh KO
KaxIol (QyHKIOUM TpH 3alMycKe TMPOrpaMMBbl pPa3MEIIAETCS B IMaMATH [0
CllydaliHOMY aJipecy, IMOCIE Yero HWCIPABISIOTCS BCE YIMOMHHAHUS ajpeca 3TOH
(hyHKIMU B IPYTHX QYHKIUSAX. AHAJOTHYHOE pElIeHUE ObLIO MPEATIOKECHO B paboTe
Selfrando [15]. OpHako WX TMOAXOJ HAMpaBICH HA 3alUTy OTAEIBHBIX
NPWIOKEHUH, B vyacTHOCTH 10r Browser. Koj, BBIMONHSIONMNA paHIOMH3AIIHIO,
BKIIIOYACTCSI B CaM MCHONHsAeMbIN Qaitn. JloOaBieHne HEOOXOMUMON st
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pasaoMu3auuy MHGOPMALMK TPOU3BOIAMTCS HPH MOMOIIM CKPHIITOBBIX 00EpPTOK
KOMITHJISITOPA M KOMIIOHOBIIIKKA.

Coop wuHpopManmu o (QYHKOMSAX M pENOKaUUSX M3BHE KOMIIOHOBIIMKA HE
MO3BOJISIET  NOJAEPKMBATh  ucronb3oBaHue TLS. Bxmowenwe koma s
PaHIOMM3ALUH B UCTIONHIEMBIN (ailil yBeIMYHBaeT ero pa3mMep U BpeMs 3arpy3KHy,
a KpoMe TOro Memaer paboTe JApPYruX CpeACTB 3alllUThl, TaK Kak JeJlaeT
UCTIONHSAEMBIH (paiiyl TPYHO OTIMYMMBIM OT Pa3IMYHBIX CAMOMOAN(DHULIUPYIOIINXCS
MpoTpaMM, KOTOpBIE 3aYacTyio SBITIOTCS BpemoHocHeIMH. llomxom Selfrando
paccunTaH Ha YNPOIIEHHE COOPKM OTAEIBbHBIX TPHIOKEHUH C MOAJCPKKOH
paHZOMM3AIHH, HO TUIOXO IIPUMEHNM B MacIITabax BCEH CHCTEMBI.

Hpyroit moxxon mpumened B wuHCTpyMmMente XIFER [16]: OuGmuoteka,
BBINOJHSAIONIAs paHaoMM3aluio, 3arpyxaercsa npu nomomu LD PRELOAD. [lns
paHAOMM3AINK HE TpeOyeTcs CIeMalbHON MOATOTOBKU HCTIONHseMOro (daiina miu
O6uOIMOTEKH, TaK Kak Bcsl HeoOXoaumas MH(OpManus IOIydaeTcsl IOCPEICTBOM
JM3aCCEMOTMPOBAHMA. Bonee  Toro, MOJJICP)KUBACTCSl  TPaHYJISIPHOCTH
paHAOMH3AIMKA Ha ypoBHE 0a30BBIX OJIOKOB M Menb4e. JTO IMO3BOJISICT JOCTHYD
6obIIel SHTPOIINH, UTO JIeNIaeT 3aIUTY HaJe)KHEe.

OnHako TakoW IMOAXOX 3aMemisieT 3amyck mporpamMMm. CKopocTs 00paboTKH Koza
ouenuBaercs B 687 Kb/c. Dto o3Hauaet, 4To 3amyck npuinoxenus bash, mmeromero
B CentOS 7 cexnuro kona ¢ pasmepom 555 Kb, 3aiimet okosio ofHON ceKyHIbI 6e3
ydeTa HCIOJIB3YeMBIX MM TUHAMHUYECKHX Oubnmorek. ITomuMo 3TOro, cuibHOE
YMEHbBIICHHE TPaHyJSIPHOCTH PaHIOMH3ALWU MPUBENET K CIHIIKOM YacThIM
IpoMaxaM B KdII€ IPHU HCIIOJHEHWHM PAaHIOMH3UPOBAHHOTO KOZA, YTO YMEHBIIUT
CKOpocTh paboThl npuinokeHus. Kpome toro, mu3acceMOaupoBaHHe KOAa CO3JaeT
BEPOSATHOCTH OIIMOOK, OCOOCHHO Ha OOJBIIUX IporpaMMax, a pa3doueHue (yHKIHH
Ha YaCTH MOXXET CePbe3HO HAPYIIHUTh PaboTy OTAENbHBIX MexaHu3MoB (eh_frame).
Mocrpanuynas pangomuzanusi. [Ipy KOMIWISIMA A7 TPOTPAMMBbI T€HEPUPYETCSI
MO3UIIMOHHO-HE3aBUCUMBIH  KOJ, KOTOpBIM  pa3duBaercss Ha  (parMeHTsl,
JIOTIOJTHSIEMbIE IO IIEJIOr0 KOJMYECTBa CTPaHWIl BUPTyasbHOH mamstu. Ilepenaua
YIPaBIICHUSI MEXY 3TUMH (PparMEeHTaMH OCYILECTBIIIETCS Yepe3 JONOIHUTEIbHYIO
tabnuiyy (amamor Tabmunbel iobanbHbXx cMemteHuid  GOT). Tlpu 3amycke
NpOTpaMMbI KaXKIbI ()parMeHT IEIMKOM 3arpy’kaercs B CIIydaiHbIE CTPaHHIIBI
BUPTYJILHOH MaMATH, a ajjpeca CTPaHHI] 3alMCHIBAIOTCS B 3TY TaOJIHILy.

Taxum 0Opa3om, XOTs MOJTydeHHAsk SHTPOIHS U HUXKE, YEM IIPH MEJIKOTPaHYIISIPHOH
paHIOMM3allMM, HO OHAa BCE PaBHO HAMHOIO BHIIIE, YeM IIPH HCIIOJIb30BaHWHU
o6sryHoro ASLR. Ilpu 3ToM Koz He MOIU(HUUpYETCs NMPH 3arpy3Ke B MaMsTh, a
3HAUUT, 3allyCK MPOrpaMM MPOUCXOAUT HeMHOoro OwicTpee. Oxpna Qusmueckas
CTPaHUIIA C KOJOM MOXET Pa3[elIThCS MEXKIY IPOLECCaMH, B TO BPEMs KakK IpH
MEIKOTPaHyJIIPHONH PaHAOMH3ALUKN KaKIBIH IPOLECC BBIHY)KACH XPaHHTh CBOIO
PaHIOMM3UPOBAHHYIO KONHMIO OWOIMOTEKH, YTO YBEIMYMBAECT HCIOJIb30BAHUC
HaMSTH.
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IepBoit mompITKON Takoif peamuszammu Obul  O0Xymoron [17]. On peanusyer
MOCTPaHNYHYIO paHIoMu3almio s x86-64. VMcnonHseMblid kox pa3OuBaeTcs Ha
CTpaHUIIbI, B KOHIIE NPH HEOOXOJMMOCTH J00aBIISIETCS MEKCTpaHUYHAS Iepeaada
YIpaBJICHUs] Ha CIEIYIOUIYI0 CTpPaHully. AJpec TaOMUIbl AT MEXCTPaHHYHOM
nepenaddl yHnpaBICHUA XPaHUTCA B CETMEHTHOM pPETHCTPE, 3HaYCHHE KOTOPOTO
apXHUTEKTypa He MO3BOJIAET yuTaTh. [103TOMY aTakyromuil HE MOXKET MPOCTO y3HATH
azipec 3TOW TaOJUIBI M CUNTATH €€ VIS IIOCTPOCHUS BPENOHOCHOTO Koja. Kaxnas
OmbnroTeKa UMeeT CBOIO TaOJHILY, a MEKOUOINOTEYHBIE BEI30BBI OCYIIECTBIITIOTCS
yepe3 (YHKIOUM-3aINIyIIKH, KOTOPBIE 3arpykaroT aapec TaOIHIbl KOHKPETHOH
OMONMMOTEKH B CETMEHTHBIN PETHUCTP.

Hpyras peanuzalms NpeAcTaBIeHa B HMHCTpyMeHTe Pagerando st ARM [18].
OyHKOUN TEepeyNopSIJOUYMBAIOTCSA JUIl HMCKIIOUCHHS JIMIIHUX MEKCTPaHUYHBIX
NIepEX0ZI0B B KOHIIE CTPAaHHWIBI 0€3 Ype3MEpHOTO KOJIWYECTBA HEHCIOIb3YeMOH
NaMsTH B KOHIIE KaXJIOW CTpaHUIBl. AJpec TaOJIHIbl XPAHUTCS B peructpe odIero
Ha3zHAa4YCHHUA U NIPU Me)i(6I/I6J'II/IOTe'~IHI>IX BbI3OBAaX COXPAHACTCA Ha CTCKC. Huxaxux
MEp MJId MPCAOTBpAIICHUSA YTCUKH OTOIr0 aapeca HE MpCANPHUHUMACTCA. Bnusuue
peain3anuu HOCTpaHH‘-IHOﬁ paHaoMu3alu Ha NPOU3BOJAUTCIBHOCTL OLCHUBACTCA
B 1-5 %.

Pannomusanust Bo Bpemsi padoThl NporpamMmbl. bBbIBalOT cuTyauuu, mpH
KOTOPBIX CEPBEPHBIN MpolecC i 00pabOTKH Ka)I0ro 3ampoca AyOaupyer ceds
npu nomouy Bei3oBa fork. B Takom ciyuae arakyromuii MOKeT yraJpiBaTh KapTy
a/IpeCHOTO MPOCTPAHCTBA, HE 3a00TSCH O CTaOWIBHOCTH pabOTBHl aTaKyeMoro
npouecca. B ciaydae 3aBepieHus cepsBep co3aeT HOBBIM Ipolece ¢ TOH ke camoit
KapTOH aJpecHOro MpOCTPAaHCTBA, MOCIE Yero MOXHO NpOJOIDKaTh mepedop.
ABTOPBI IIPEATIAraloT OTCIECKMBATH BCE YKa3aTeNI! B IAMSITH MPOIecca MpH ITOMOIIH
MHCTPYMEHTAIlMM MAalIMHHOTO KOJA M JMHAMHWYECKOTO aHaIN3a MOMEYCHHBIX
JaHHBIX, a 3aTeM C KCIIOJIb30BAaHWEM O3TOW HMH(OPMAIMM 3aHOBO BBINOJIHATH
o0biunbli  ASLR B nodepHem mnpouecce rmnocie BbimosiHeHust fork. Amnamus
MOMEUEHHBIX JIAHHBIX 3aMeisieT paboTy B 10-20 pas.

B Heckonpkux paboTax Aisl 3alIMTHI MpEJIaraeTcsl MCIOJIb30BaTh 0o0Jiee 4acTyro
NepepaHIoMHU3aIAI0  aJpPecHOT0  MPOCTpaHcTBa mporiecca. B paGote [19]
npeajaractca MPOBOAWUTH  paHIOMHU3AIHUIO nepen CHUCTEMHBIMHU BBI3OBaAMHU,
TMOJIy4JarommMu PIH(bOpMaI_H/HO M3BHEC U CICAYIOIMUMH IIOCJIE BBI3OBOB, BBIBOJANINX
uHpopmarnmio. Takum o0pa3oMm, coOpaHHBIE TaHHBIE O COCTOSHHH TIpoliecca
YCTapeBalOT K MOMEHTY, KOTJla aTaKyIOIIH MOXKET BO3/I€MCTBOBATh Ha MOBEJECHUE
npornecca. Ha SPEC2006 takoif MeTof 3ameiseT padoTy B cpenHeM Bcero Ha 2 %,
HO 3TO OTHOCHTEIBHO KOMIHWISIMY ¢ Kito4oM -Og, ¢ KOTOPBIM 3TOT HA0Op TECTOB
paboraer Ha TpeTh MemiieHHee, yeM ¢ -O2. Kpome Toro, Tpedyercs Moandpuxaums
anpa OC, a ucnonHsieMbld (aiia 10JDKeH ObITh NOIOJHUTENEHO aHHOTUPOBAH JUIS
OTCIIC)KUBAHUS yKazaTellel, YTO BO3MOXKHO TOJIBKO JUIS IPOrpaMM, HAITMCAHHBIX Ha
yrcToM CH M C HEKOTOPBIMU OIPaHUYCHHUSIMH Ha paboTy ¢ yKazaTelsIMu.
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B pa6orte [20] mpeanaraercsi IPOBOAWTH PAaHAOMH3ALMIO 4Yepe3 (UKCHPOBAHHBIC
MHTEPBAJIBI BPEMEHH M IapajllelbHO C pPabOTOH OCHOBHOM IpPOrpaMMbl U3
OTAENBHOIO TOTOKa. PaHmoMum3anus NpPOWU3BONUTCS Ha YpoBHE (QYHKIMH C
MOMOIIIBIO TAOJUIIBI CUMBOJIOB, KOTOPYIO KOMIIOHOBIIMK OCTaBJISIET B UCTIOJIHIEMOM
(aiine, u AU3acceMOIMPOBAHHOIO TIPH €€ MOMOIIM KoJa. BMecTo OTcleXHBaHMA
yKa3zareneil MPOMCXOMUT H3MEHEHHE WX CEMaHTHKH. YKa3aTelb XPAaHUT HHIEKC
agpeca B TJI00anpHON Tabmume. Anpeca BO3BpaTa Ha CTeke MHUPPYIOTCA
YHUKQJIBHBIM IS KaXOOH (QYHKIMM KJIIOYOM, KOTOPBIH MEHSETCS IpH
nepepasoMu3aii. BbI30BEI (QyHKOMIT peamm3yloTcs depe3 OTHOCHUTENbHBIC
HEepPEXObl, TO €CTh NMPOTpaMMa CTAaTHUECKU CBSA3BIBACTCS B IMAMSTH IIPH 3aIlyCKe.
Oro yctpanser GOT xak BO3MOXHBI HCTOUYHHK YTEUKH aJpecoB, HO
npeJoTBpaliaeT ucnoib3oanue dlopen u wuckmrouenuit Cu++. JlaHHBIN MeTon
3aMeUsIeT W 3amycK mporpamm (M3-3a IU3acCeMOIHMPOBAHUS M CBSI3bIBAHHSA), H
BITIONTHEHUE (M3-3a mudpoBanus aapecoB Bosspara). Ha SPEC2006 ¢
€/IMHCTBEHHOW paHIOMU3ALMEH NpHU 3alycKke 3aMeJICHHEe COCTaBIISIET B CPEeIHEM
8 %. Ilpu mepepanmomusaiuu kaxapie 200 Mmc 3amemsenue cocrasiser 13.5 % B
cpenHeM. Takoe CpaBHHMTENBHO HEOOJBIIOE 3aMEVICHHE JOCTUraeTcsl Oiaromaps
TOMY, YTO PaHJOMH3aLUs BEINTOIHAETCS apauIeIbHO.

3. Mpednazaemsbili MemoO u e20 peanusauyus

B pamkax nanHOW paboThl TpeyIaraeTcsi peaiu3alid MEJIKOTpaHyJSpHOH, C
TPaHyJISIPHOCTBIO HE KpynHee (YHKIMH, PaHIOMH3aIMU aJPECHOTO MPOCTPAHCTBA
IporpamMM TIpH 3amycke. Ui peanauzanuy 3TOro Moaxoia MpH cOOpKe Mporpamm
UCTIONHAEMbIe U OnOIMoTeuHble (ailiibl TOMOTHAIOTCS MH(pOPMAIEeH 0 TpaHUIax
¢GyHKIMHA ¥ penokanusax (yMOMUHAHUSX aJpecoB KOJa WIN JAHHBIX B NPOTpaMMe,
HarpuMmep, ajapeca OJHON (GYHKIMHM B Koje apyroi). Ilpm 3amycke mporpamMsl
CHUCTEMHBIH JIHHAMHUYECKHH 3arpy3ddK HCIONIB3yeT OTy HHGOpMAIHIO s
CIIy4alfHOTO pa3MeIleHHs OTAeNbHBIX QYHKIMN B maMsTh. JlaHHBIN MeTox TpebyeT
JIOCTyTla K MCXOAHOMY KOJy W Tpolieccy cOopku. PanmoMmzarust BBIIOTHSETCS
TONBKO TMIPH 3arpy3Ke MpOrpamMMBl. AJIpEcCHOe IPOCTPAHCTBO HE HM3MEHSETCH,
Hanpumep, npu BeizoBe fork. Kpome Toro, mpemnmaraemast pasmoMuzamus He
3aTparuBaeT aJpecHOe MPOCTPAHCTBO AApa.

i peanm3anuy MENKOTPaHyIAPHON paHAOMH3AINY Ha 3Tale 3aIycKa IpOorpaMMBI
B JUHAMUYECKHH 3arpy3dWK M B MHCTPYMEHTApHH Ui COOPKH HPOTrpaMM OBIIH
BHECEHbl M3MEHEHUs. PaHnoMmu3anus peanu3oBaHa ANl apXUTEKTyphl Xx86-64 u
orneparonHoi cucrtemsl CentOS 7, ucnonesyromeid ELF kak ocHoBHOHW Qopmar
UCIIONIHAEMBIX W OnbimoredHslx ¢aiyioB. Jl1s MUHMMHU3aLMM TMOTEHIMAIBHBIX
npoOJieM COBMECTHMOCTH B 3TOT (pOpMaT HE ObLIO BHECEHO HUKAKHX M3MEHEHUIL.
Heobxoaumast it pannoMu3auud MHGOpPMAIMs XPaHUTCS B JOIOJHHUTEIBHOMN
CeKI[UM, KOTOpas  MIHOpPUpYETCS  NpU  MCIOJb30BAaHMM  CTaHJAPTHOTO
JUHAMHUYECKOTO 3arpy34HKa.
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3.1 XpaHeHune HdopmMaumm ana paHaoMmusauum

Jis  BBITIOTHEHWS MEJKOTPAHYISIPHOW paHAOMH3AIlMM HAa YPOBHE (DYyHKITHIA
HEoOXO0IMMO 3HaTh I'paHMIBl ATUX (QyHKUMI W penokauuu. /s XpaHeHUs ITOH
nndopmanun B ELF daiine pa3meraercs: JOMOMHUTENbHAS CEKIMs. B 3T0OM cexuuu
XpaHsaTcs uH}poOpManus O peNoKaluax, BUPTyaslbHble aapeca (yHKuuii 06e3
paHIOMM3ALUY, UX JUIMHA U BBIPaBHUBAHUE.

Kpome Toro, n3 coobpaxeHuid 3(pEeKTUBHOCTH HEKOTOpPHIE ajpeca B CTPYKType
camoro ELF d¢aiina 1 B ompeneneHHBIX YacTsAX NPOrpaMMbl TaKXKe 3aluCaHbl B
Tabmuiy penokaruii. K TakuM penokarusm oTHOCATCs ajapeca B ceximu eh_frame u
azpeca JMHAMUYECKUX CUMBOJIOB.

IToMmumo gomonHMTENLHOM cekiuu B cermMeHT NOTE nobamisercs 3amuch,
cojiepKallasi BUPTYaJIbHBIN ajipec 3arpy3Kd 3TOM CEKIMH B MaMsTh. ITOT CETMEHT
npeiHa3Ha4YeH JUIsl XpaHeHWs MPOU3BOJILHOW JIOMOJIHUTENbHON MH(OpManuu, Bce
3arpy34MKd ¥ HHCTPYMEHTBI IPOCTO UTHOPUPYIOT HEU3BECTHBIE UM 3amUCH. TakuM
obpazom, ELF (aiin, coOpaHHBIH C MOONEPKKOM paHIOMH3AIUN, MOXKET OBITh
3arpyXeH JI0ObIM  CTaHIApTHBIM JAWHAMHYECKHM  3arpy3dymkoM, a  BCS
JOTIOTHUTENbHAst HH(popManus OyaeT MpocTo MPOUTHOPHPOBAHA.

3.2 Moaudcdukaumm auHaMn4ecKoro 3arpysuymka

B Linux Ha x86-64 mpu 3amycke ucrnonusemoro ELF ¢aiina saapo omepanuonHON
CHCTEMBI 3arpy’kaeT B NaMsTh BCE 3arpykaeMble CErMEHTHI M3 3Toro ¢aiina u u3
YIOMSIHYTOTO B HEM JUHAMUYECKOTO 3arpy3dyHKa. BBINOIHEHHE HAYMHAETCS C
TOYKH BXOJla JTMHAMHYECKOTO 3arpy3dnka, KOTOPBIH padoTaeT B KOHTEKCTE CaMOTo
nporiecca. OH  3arpyxaer Bce TpeOyeMble JAMHAMHYCCKHE OHOIHOTEKH,
MOJTOTABIMBAET MPOTPaMMy K 3aIlyCKy M IepegacT yNpaBlieHHEe Ha TOYKY BXOJa
€aMoil IPOrpaMMmBl.

Jia peanmsanuy paHIOMHU3AIMK MPH 3aIlyCKe MPOTrpaMMbl HEOOXOIMMO BHECEHHE
W3MEHEHUN B JMHAMUYECKUI 3arpy3udk. JI[MHaMHYECKUN 3arpy3uyuk sBISETCS
yacTeio OwmbOmmorekn glibc. B nmuHaMmgeckmit 3arpy3uuk Obia goOaBieHa
(yHKIMOHATBHOCTH, KoTOpas HaxoauT B ELF aiine, 3arpyxeHHOM B IamsTh,
JIOTIOTHATENbHYIO CeKIuio. C TIOMOIIBIO HAWICHHOW MOMOJHUTEIHLHON CEKIIUH
BEITIOJTHSETCS CllydaifHOE TepeynopsounBanne (GyHKIUN 3arpyxkaeMoro ¢aina.
[Tocne 3Toro BEIMONHAETCS MPOXOJ 10 CIUCKY peloKanuil U ux ucnpasienue. Eciu
JIOTIOJTHUTENbHASL CEKIUsI OTCYTCTBYET, TO PaHIOMHU3alUs HE cOoBepIuaeTcs. Takum
00pa3oM, MOAM(UIMPOBAHHBIM 3arpy3dlMK MOXET 3arpyXkaTbh IPOrpaMMbl |
6ubMoTeKH, cOOpaHHbIe 0€3 MOIEPKKH PaHIOMH3AIIH.

OmnucanHast (yHKIMOHAJIBHOCT MOAMGHUIMpPYET Kox mporpammbel. Kon, Kak
MPaBUIIO, 3arPy’KaeTCsd B MaMATh, U1 KOTOPOH 3ampelrnaercs 3aluch, MO3TOMY IS
Hee BPEMEHHO paspelnaercs u3MeHeHue. Ecinu B cucrteMe MPUCYTCTBYET CUCTEMA
orpannuenus gocryma (SELinux, PAX), To Moxer moTpeboBaThcs e
JIOTIOJTHUTENbHASL HACTPOMKA JIJIsl Pa3pelIeHUs TAKOTO MOBEACHUS.
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JlononHutenbHasl CEKIMs M BBIICICHHAS BO BpPEMsl PAHJAOMU3ALUH [AMSTh
0CBOOOXKIAFOTCS IEpe epeaaveii ynpaBieHus nporpamme. Takum o6pasom, mocie
3aBepIICHUs] PAHIOMHM3AlMM B MAMSITH [OpOLECca HE OCTAETCS HUKAKON
JIOTIOJTHUTENEHON HH(OPMAIIUH, YTeYKa KOTOPOH MOrjia Obl paCKpBITh pa3MEIICHUE

(hyHKIHH.

3.3 Moaudmkauma nHCTpyMeHTapusa cO60pKu

st co3nanus JOMOMHUTEIbHOM CeKIIMU ObUTH BHECCHBI M3MEHEHHS B CTATHYCCKHI
KOMIIOHOBLIMK. MH(popManus o rpaHuiax GpyHKIHHA MOIydanach OT KOMITAIATOpa
C MTOMOIIBI0 YKa3aHMs Kifoua KoMauaHo# ctpoku -ffunction-sections. Cratudeckwii
KOMIIOHOBIIMK coOupaeT HHMOPMAIUIO 000 BCEX PEIOKALUIX IPH HX pa3pelIcHHU
B IIpoLiecCe CBSI3BIBAHMS M COXPAHSCT €¢ B AOMOJHUTENBHON cekimu. Kpome Toro,
Hexortopele Tunbl penokanuii, Hanpumep, u3 TLS u eh_frame norpe6osanu
HETPUBHAIILHOW 00pabOTKH, KOTOPYIO CIIOXKHO IPOBECTH BHE KOMIIOHOBILIVKA, YTO
OPEOTBPATIIIO UX TOIEPIKKY B Cxodkeit pabote [15].

Jnst ynoOcTBa UCTIONB30BAaHMS CTATHIECKOMY KOMITOHOBIHMKY OBbUT J0GAaBICH KITIOY
KOMaHJHON CTPOKH, BKIIOYAIOIIMH IMOJJICPKKY paHmoMusauud. I[lpu ykasaHuH
3TOrO KJI0Ya MPH MPOMEKYTOUHOM COOPKE HECKOJILKUX O0BEKTHBIX (DailjiIoB B OJMH
OPEIOTBPAIIACTCSI CIUSHUE CEKIHH, COMEpPIKAIMX KOJ, M JOTOIHUTENbHAS CEKIIHS
He co3naercs. [Ipu cratuueckoil cOOpke ATOT K04 UrHOpupyercs. Pangomuzanus

CTaTHYECKU COOpPaHHBIX (ailIoB HE MOAEPKHUBACTCS.
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Puc. 2. Pesynemamer mecmog SPEC2006 na usmenenue npouzsooumenvrnocmu, yseauuenue
apemeHu sanycka u yeenueHuu pasmepa (ceepxy 6HU3)
Fig. 2. Test results of SPEC2006 for performance, runtime startup and size increasing (from
top to bottom)
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4. U3smepeHue npoussodumenibHOCMuU

Tectuposanue nposoamnocsk Ha ciucreme CentOS 7. IMporeccop Intel Core i7-4790
(3.6 GHz), 16 Tb omeparuBHO# mamsaTh. [IpoBepka KOPPEKTHOCTH pabOTHI ObLIa
MpoBe/ieHa Ha IpOMEIIIIeHHOM Habope TectoB SPEC2006 n1 MUHIMAaNbHOI cOOpKe
omepannonHoit cucreMbl CentOS 7. SPEC2006 oTtpabaTsiBaeT KOPPEKTHO, ITOYTH
Bce TpoBepeHHble makeThl CentOS 7 mpoXonsT Bce TECTHI, aHOMAaIUK B padoTe
nporpaMM He HaOmromaercs. OTHENbHBIE NPHIOKEHHS MOTYT MOJIU(UIMPOBATH
CBOH COOCTBEHHBII MCHOJNHSAEMbIH (aiy, YTO MPUBOJUT K OIIMOKAM IIpH
UCIIOJIb30BAaHUU PaHIOMHU3AINHU, HO 3TO HEOOXOANMO UCIIPABIISITH HA YPOBHE CAMUX
NPUWIOKEHUH, a He  HHCTPYMEHTAapHs, peaJu3ylolero  paHAOMH3AILHIO.
Hcnonp3oBanack craHmapTHas CHCTeMa COOPKM W BBIIIOJHEHHS 3TOro Habopa
TecToB. [t omHoit m Toit ke KoHpurypammm SPEC2006 3amyckancs co
CTaHIApTHHIMM KOMIIOHOBIIMKOM ¥ 3arpy3ddKkoM 0€3 paHIOMH3AaLUH U C
MOJU(UIMPOBAHHBIME C BKJIIOYEHHOH paHIOMHU3AIIEH.

Bpemst BbINOJIHEHUS TecTOB. VI3MeHeHNEe BpeMeHN padOTHl TECTOB MPUBEICHO Ha
puc. 2 Ha rpaduke H3MEpPEHHE MPOMU3BOIUTENbHOCTH. CpenHee reoMeTpHyYecKoe
3aMeIeHHe cocTaBisieT npuMepHO 1.5 %. DBoNBIIMHCTBO TECTOB MOKAa3asio
HE3HAYMTENbHOS U3MEHEHHE BPEMEHH BHITIOJIHEHNS, 32 UCKIIoYeHneM bwaves. J{ns
Hero 3ameuieHne coctaBmio 6osee 40 %, 3To OOBSCHAETCA TEM, YTO JUIL 3TOTO
MIPUIIOKEHNS KPUTHUECKN BaykHA JIOKAJIBHOCTH pacrpeaeneHus koga. Hexoropsie u3
TECTOB IO TaKOW >K€ MpPHUYHHE Ja)Xe IO0Ka3adl HEe3HAYUTEIbHbIC YIIydIICHHS
MPOM3BOJUTEIHHOCTH 10 CPAaBHEHHMIO C  HEPaHAOMH3UPOBAHHOW  Bepcuei
HPOTPaMMBI.

Bpems 3arpy3ku nporpaMm. Bpemst 3arpy3ku u3Mepsuioch IMyTeM MHOTOKPAaTHOTO
3arycka porpamm ¢ IpeKpanieHreM HCIIOTHeHN Niepes nepeaayueii ynpaBieHus Ha
TOYKy BXxoja. Ha puc.2 mnpuBeneHbl pe3ysbTaThl H3MepeHHid. Hecmotpst Ha
JIOCTaTOYHO OOJIBIIOE OTHOCHTENIBHOE 3aMEeJICHHE MPoIiecca 3arpy3Ku Mporpamm, B
OTIENBbHBIX CIydasx dTa BenumuuHa gocturaer 10 pas, Bpems 3arpy3Ku OcTaercs
NPEeHEeOPEe)KUMO MaJIBIM 110 CPAaBHEHHIO C THIIMYHBIM BpEMEHEM paboThI
HETpUBHAIBLHBIX IporpamMM. CaMblii MeAJICHHBIH 3aIllyCK NpOrpaMMbl M3 Habopa
TECTOB NpH 3aMeuieHuH 15.3 pa3a 3aHuMaet Bcero 9.5 MUJUIMCEKYH,

Pazmep wucnosnsiemoro daiina. Ha puc. 2 npuBogurcs rpadyk H3MEHEHUS
pasmepa wucrnoiHsemoro (¢aiina npu paHgoMmusanmu. B cpemHem  pasmep
ucronHseMoro Qaina yseirnunBaercss Ha 50 %, MakcuMmanbHas BennauHa — 73 %.
Crnenyer OTMETHTH, YTO XpaHMMash B HCIIOJHSIEMOM (ailyie IONONHUTENbHAs
uHopManMs 3aHMMaeT MeECTO TOJIbKO Ha Jucke. Ilocme 3aBeprueHUs
paHJOMU3alliK, 3aHUMaeMasi el maMsTh, ocBoOoxkmaercs. C ydeToM pasMepa
COBPEMCHHBIX JUCKOB M THINHWYHOIO CYMMapHOTO pa3Mepa HCIOIHAEMBIX H
oubmuorednsix (aiinos B cucteme (3 I'b Ha TecTOBOW crcTeMe) — 3TO HE SABISAETCS
poOIIeMOH.
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5. lMpomueodetlicmeue 3Kkcnsyamayuu yszeumocmeu

AKTyanbHBIM = BOIIPOCOM  JJIsI JaHHOW pabOTBI  SBISIETCS  WCCIICOBaHHE
3(h(GEeKTUBHOCTH PEaIn30BaHHOIO METOJA MO CIOCOOHOCTH MPOTHBOJCHCTBOBATH
9KCIUTyaTalluu Ys3BUMOCTeH. (s ee OLIEHKH CyIIeCTBYeT ABa MPHUHLHUIHUATbHBIX
nojxona. [lepBbIii, KOTOPBI HUCHONB3YeTCSI B OOJNBIIMHCTBE CTATEH aHAIOTUYHOM
TEMaTHKH, 3aKIIF0YaeTCs B TCOPETUKO-JIOTHYCCKOM 000CHOBaHHMU 3(P(EeKTUBHOCTH.
Btopoii MeTon 3akitoyaeTcsli B IKCIEPUMEHTAIBHON MPOBEPKE peaTn30BAHHBIX
METOJIOB 3alllUThl C TPHUBEICHUEM PE3YJIbTAaTOB CTATHUCTUYECKUX H3MEPEHHM.
HawuGonee mosiHOe WCCIeIOBaHME BTOPOTO THIA OMyOIMKOBaHO B pabote [22]. B
JaHHOW paboTe TmpHOErHEM K BTOPOMY METOAY OLEHKH 3((HEeKTHBHOCTH
peaM30BaHHOT0 METOAA.

20
17.5
15
12.5
10 C
7.5

MAPOUEeHT BbDKUBLLUMX
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KONM4ecTeO (ainoe

Puc. 3. Cpedﬁee OMHOCUMENbHOE KOAUYECHBO GbINCUBUUUX 2A0INCEMOE 8 3A6UCUMOCIU OM
pasmepa nonyiayuu
Fig. 3. The average percentage of survived gadgets depending on the size of population

IIpeanonaraemelii cueHapuil aTaku Ha NPUIOKEHHE 3aKIH0YAETCS B CIELYIOIIEM:
aTaKy[OLIMHA UMEET B CBOEM PacHOPSDKEHUM HCIOJIHSAEMBINA (aiii NpUIoKEHUs; U3
rajpkeToB atoro (aina crpoutcs ROP menouka; NaHHYIO LENOYKY HBITAIOTCS
BBITIOJHUTD Ha APYTHX SK3EMILISIPax MPHII0KEHHS.

OKcnepuMeHTaNbHass OIEHKa IIPOM3BOAMIACH C IOMOILIbI0O HECKOJBbKHX CEepHi
n3Mmepenuil. MccnenyeMbiM HaOOpOM NMpHIIOKEHHUH OBLIM MCTIONHsEMBble (ailiibl u3
CTaH/IapTHOM MUHUMabHOU yctaHoBKM CentOS 7, pacronaraeMele B TUPEKTOPUSIX
{usr/bin u /usr/sbin. 11 KOppeKTHOCTH MOJTYYCHHBIX PE3yJIbTATOB OPAIHCh TOIBKO
(atinpl, coOpaHHbIe 0e3 MOMJEPKKH MO3UITMOHHO-HE3aBUCUMOTO Koaa. TecToBBIi
Habop cocTout u3 487 daitnos.

Jdns  wccnenoBaHust HEOOXOIUMO OBUIO  COXpaHSTh COCTOSHHE —aJIpecHOTO
MPOCTPAaHCTBA NPHJIOKEHHUS II0CIE MOMEHTa €ro MNepeMelnBaHus. OTO ObLIO
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C/IeNaHO C TIOMOLIbIO COXPaHEHWs JamIia NaMmsaTH mpouecca. Jlamm namsTu
coxpansiercsi B ELF ¢opmate, rae KaxaoMy CErMEHTY CO3/IA€TCsl CBOSI OT/AENbHAs
cekuusi. OIHAKO 1O YMOJYAHMIO COXPAHATh CEKLUHUH C KOJOM B JaMI MaMsATH He
TpeOyeTcsl, TOCKOJIbKY 3Ta CEeKIMS OCTaeTCsl HEM3MEHHOW M BCerja JIOCTYIHa B
(aitme Ha nucke. [l 3ammcu BceX CErMEHTOB paboueil mamsTH Iporecca ObLTH
BHECCHBI W3MCHCHHUS B TOPUTM COXpaHEHHs HaMIoB mamsatu ormnamuuka gdb. C
€ro MOMOINBI0 IS Kaxaoro (aiima m3 TecTtoBOoro Habopa OpuTO moiydeHo mo 10
mamroB  mamsaTH. CoOpaHHBIE [OaMmMmbl TaMsATH  o0Opa3oBaiM  BMeECTe C
OPHTHHAIBHBIMU (haiilaMy TECTOBYIO HOIYJILHUIO HaJl KOTOPOI IPOM3BONMINCH BCE
9KCIIEPHUMEHTHI C TIOMOIIIBIO KiIaccupukaTopa ramketos [23].

Monck u kaaccupukauus ramkeroB. [IOMCK TamKeTOB OCYLICCTBISCTCSA NPH
NOMOIM HHCTPYMEHTa C OTKPBITBIM HCXOAHBIM KoxoM ROPgadget [24].
VHCTpYMEHT HaxOAUT HWHCTPYKLMH Mepefadd YIpaBICHHS B HCHONHIEMBIX
CeKLMSAX TPOrpaMMbl M JAHU3aCCEMOJMPYET HECKOJbKO OailT, MpeamecTBYIOMNX
HaWJeHHBIM HMHCTpYKUMsM. Bce ycnemHo au3acceMOIMpOBaHHbBIE — OJIOKH
I/IHCprKI_[I/Iﬁ )1063BHH}OTCH B CIIMCOK INIOTCHIIMAJIBHBIX I'aI>KE€TOB.
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Fig. 4. The number of successfully created chains and their average size for different model
examples of ROP chains

[lomyyeHHble  KaHIWAATBI B TADKETHl  KIACCH(DUIUPYIOTCS  COTJIACHO
CEeMaHTHYECKMM THIAM, ONHCaHHBIM B crarke [23]. WHcTpykimm ramkera
TPaHCIUPYIOTCS B MPOMEXYTOYHOE IPEACTABICHHE, KOTOpPO€ B JaJbHEHIIEM
MHTEpIpeTHpyeTcs. Bo BpeMs HHTEpIpeTalMy OTCISKHUBAIOTCS OOpameHus K
perucTpaM M HaMsATH Ha YTE€HUE M 3anuch. HadanbHble CUMTAaHHBIE 3HAYEHUS
TEeHEePHPYIOTCS CIIydalHBIM 00pa3oM. B pesynmpTare MHTEpHIpETariuyl IOIYyYaIOTCS
HavyaJIbHbIE M KOHEYHBIC 3HAUEHHUSI PErHMCTPOB U MaMSTH, KOTOPHIE OTPAaHUYMBAIOT
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CIHUCOK BO3MOXHBIX CEMAHTHYECKUX THUIIOB, KOTOPHIM YIOBJIETBOPSCT TaJ[KET.
ITocne 3TOro MPOM3BOAMTCS €Ie HECKOJIBKO 3allyCKOB IPOIECCa HHTEPIPETALUU C
Pa3MYHBIMM BXOJHBIMUA JAHHBIMH. B pe3yibTaTe OCTAIOTCS TOJBKO TE€ THIIBI,
KOTOPBIM YIOBJIETBOPSUT Fa/KET HA BCEX 3aAITyCKax.

KnaccuduiupoBaHHble TaJKeThl COXPAHSIOTCS B 0a3y JaHHBIX BMeECTE C
JIOTIONTHUTEIbHOM MH(OpMaIueld o Tume ramkera, 00 ero ampece, 0 mapameTpax
rajpkeToB U mo0ouHbIX 3P dekrax. C MOMOUIBIO MMOMYYCHHBIX 0a3 HTaHHBIX
BO3MOJXKHO Y3HaTh, CYIIECTBYET JIM B JaHHOM (paiiie Ha 3alaHHOM aJipece rajpKeT,
Kakhe mapaMmeTpsl B moOogHble 3(QeKThl y rajpkera Ha 3aIaHHOM aapece M Tak
Janee.

OuneHkKa KOJIMYeCTBA BBIKHMBIIMX Taj’KeTOB. BBeleMm omnpenerneHue TEPMHHY
BBDKHMBIINH rajpket. [IycTh MeeTcst HEeKOTOPast MOMYJISALHS PA3HbIX BEPCHI 1aMIIOB
NaMsTH OJHOW U TOM ke mporpammbl. Torma OyneM Ha3bIBaTh SISl HE€ BEDKHBIIMM
ra/pKETOM TAaKOU Ta/KET UCXOJHOTO UCTIONHIEMOro (aiiia, KOTOPBIH HAXOJUTCS 110
OMHOMY H TOMY € ajJpecy B KaKAOM SK3EMIULIpe MOMyNSUd. BbDKUBIINE
ra/pKEThl BAXKHBI JJISI HCCIIEA0BAHUS IO MPUYMHE TOTO, YTO COCTABICHHAS U3 TAKHX
ramketoB ROP nemnoyka paboToCOCOOHa Ha KaKIOM 3K3EMILISAPE B MOMYJISIIHH.
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Fig. 5. Average success rate of the original ROP chain for other population files

W3MmepeHne KOIMYECTBA BBDKUBIIUX Ta/KETOB MPOU3BOAMIOCH IMyTEM OOpaleHust
K 6333.M JAHHBIX TaJPKETOB, MOJYYCHHBIX C ITOMOIIBIO KHaCCHq)HKaTOpa Ta’KETOB.
3aBUCHMOCTh ~KOJIMYECTBA BBDKHBLIMX TaDKETOB OT pa3Mepa HOMyJSIHH
npescTaBiaeHa Ha puc. 3. Ha Hem npencraBieHa KpuBas, OTpaXkarolas CpeaHee
apuMeTHYecKoe 3HAYCHHE JIOJIM BBDKHMBLIMX TaJDKETOB 10 BCEM MpOrpaMmaM M3
TECTOBOrO HAbOpa, KPOME TOr0 Y KaxI0H TOUKH OTIO0KEHO CPEAHEKBAIPATHUECCKOE
OTKJIOHEHHE OT CPEIHEro 3HavyeHus. Xapakrep (OpPMbI HPEICTABICHHBIX KPUBBIX

175



Nurmukhametov A.R., Zhabotinskiy E.A., Kurmangaleev Sh. F., Gaissaryan S.S., Vishnyakov A.V. Fine-grained
address space layout randomization on program load. Trudy ISP RAN/Proc. ISP RAS, 2017, vol. 29, issue 6, pp. 163-
182.

HallOMUHAET SKCHOHEHLHMAJIBHO YOBIBAIOIIYIO ITOCIENOBATEIbHOCTh C HEKOTOPHIM
KOHCTaHTHBIM CMEIICHHEM Mo ocd abcimce BBepxX (mpumepHo 2 %). Oto
OCTaTOYHOE KOJIMYECTBO BBDKUBIIMX T'a/KETOB, HaOJIOZaeMOe HE3aBUCHMO OT
pasMepa MOIMYJIALUH, OOBACHACTCS CIEAYIOUMM 3aMEeYaHHEeM: B HCIIOJIHIEMOM
CerMEHTE KpoMe Koja (DYyHKIMH, MECTOIIOJIOKEHHE KOTOPBIX MEHSETCS, HaXOAATCA
TaKKe BCIIOMOTATENIbHBIE CEKINH: Tabmuma cBs3bBanms mporexyp PLT, INIT, FINI
u apyrue. OHH OCTaIOTCS HEM3MEHHBIMH, U TA/KECTHI BHYTPH HHUX BCET/A SBISIOTCS
BBDKHBIINMH.

Onenka padoTrocnocodHOCTH ROP HEemo4eKx. Baxwuo OLIEHUTH
paborocmocobrocts ROP  memodek, TMOCTPOEHHBIX MO  OPUTHHAIBHOMY
UCTIONHAEMOMY (aifmy, A APYruxX OHK3eMIUBIpoB momyisun. Pasmep ROP
[IETIOYEK MOKET BapbHPOBATHCS OT HECKOJBKMX TaJKETOB JI0 AECATKOB M Oosee.
Bo3pMeM HECKOJIBKO MPHUMEPOB LETIOYEK, BO3PACTAIOIIETO pa3Mepa M CIO0KHOCTH:
BbI30B (YHKIMM 0€3 apryMeHTOB, BbI30B (YHKUMM C 1 aprymMeHTOM, BbI30B
(GyHKIMH ¢ 2 apryMeHTaMH, BBI30B (DYHKIMH € 3 apryMEHTaMHu U BBI30B 000JIOYKH
KOMAaH/IHO! CTPOKH.

[TepeuncieHHble TPUMEpPHI LIETIOYEK COCTABILIOTCS 110 0a3aM JaHHbBIX TamkeToB. Ha
puc. 4 npuBeneHbl pe3ynbTaThl nmoctpoenuss ROP nenovek s TecroBoro Habopa
ucnonHseMbIXx (aitioB. CTonOIBl 3HAYCHUH OTBEYAIOT KOJUYCCTBY (aiioB u3
TECTOBOr0 Habopa, AJsl KOTOPBIX MOCTPOCHHE KOHKPETHOTO IpHMEpa OKa3ajoCh
BO3MOXHBIM. IIyHKTHpHasi KpuBas IIOKa3blBaeT KOJHUYECTBO ramkeTroB B ROP
[EeroYKe /sl KakKAOTro TIpHuMepa. 3areM mposepsercs paboTOCHOCOOHOCTD
MOCTPOCHHBIX LETOYeK JUI JK3EMIUIIPOB B TOMYJSIMH COOTBETCTBYIOLIETO
ucxoxHoro aitna. IIponeHTHOE OTHOIIEHHE pabOTOCIIOCOOHBIX (haiiIoB K pa3mMepy
HNOMYJSAIUKA OTOOpaskeHO Ha puc. 5. M3 nmanHoro rpaduka BHIHO, YTO MPOLEHT
YCIICITHOCTH PE3KO MaJaeT ¢ yBEIHMUCHNEM JUIMHBI [ETTOYKH U AJIsI HeTPUBUAIBHBIX
[eroYeK cTpeMHUTCcsl K Hymo. CTOMT OTMETHTh, YTO OTHOCHTENIFHO HEOOIbIIoe
3Ha4YeHHE NPOLEHTa YCIEUIHOCTH Juisi BbI30Ba (yHKUMM 0e3 apryMeHTOB
OOBSCHSETCST TEM, YTO JUIS PEAM3alUU TaKOW IEeMOYKH 3a4acTyl JO0CTATOYHO
rajpkeToB u3 HemsMensembix cekuuii (PLT, INIT, FINI).

6. 3aknro4yeHue

B nmannOit paboTe mpenacTaBieHa peayu3aIiisl MEIKOTPAHYJISIPHOW paHIOMH3aIUU
aJIPECHOTO MPOCTPAHCTBA MIPOTPaMM, C TPAHYISIPHOCTBIO HA YPOBHE (QYHKIUH, IpH
ux 3amycke. OyHKINU UCIONHIAEMBIX (ailloB 1 GMOIMOTEK pa3MEIaloTCs MPH UX
3arpy3ke B CIy4ailHOM MOpsAKe. DTO YBEJIWYHMBAET SHTPOIHIO PAHIOMHU3AINH
aJIPECHOT0 MPOCTPaHCTBa MO cpaBHeHHIO ¢ ASLR, 4ro yciaoxkHSET mocTpocHHe u
npoBenenne ROP arak Ha 3amMineHHblE TakuM o0pa3oM mnporpammbl. beuia
9KCIIEPUMEHTAILHO OlleHEeHa S QEKTUBHOCTE NPOTHBOACHCTBUS OSKCILUTyaTalluu
merosoM ROP ¢ momomibio 1ByX METPHUK: IPOLEHT BBKUBLINX I'aJUKETOB U OLICHKA
paborocnocobnoct npumepoB ROP nenouek. [IpuBoaumas B craTbe peanu3arys
NOKa3aJla CBOIO MPHUIOAHOCTD JUIsl IPMMEHEHUs B MaciTabax Beeit cucrembl. Kpome
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TOTrO, OHA JIMIIEHAa MPOOJIEM COBMECTHMOCTH: MCHOJIHSIEMbIH (a1, coOpaHHbIH C
HOAJIEP)KKOH paHJOMH3aLUH, MOXKET OBITh 3arpy>KeH CTaHJaPTHBIM JMHAMUYECKUM
3arpy34MKoOM, a PaHJOMH3HUPYIOIINI JNHAMUYECKHH 3arpy3ulK MOXKET 3arpyaThb
oObIYHBIE HcTIONHSEeMBble (ainbl Gpopmara ELF Ge3 momosmHuTensHO# cekuuu. B
XOlle TECTUPOBAHHMS CpegHee 3aMelJieHHe BpeMeHH paboThl TeCTOBOro Habopa
SPEC2006 coctauno 1.5 %. Bpems 3arpy3ku mporpamm ocTaeTcsi IPEeHEOPEKIMO
MaJIbIM 110 CPaBHEHHIO C BPEMEHEM HX pabOThI.

Y pa3paboTaHHOW peann3anmuy Ha JaHHBIH MOMEHT HMEIOTCS HE3HAUHTEIbHBIC
HEIOCTAaTKM, KOTOPHIE MOXHO HCHpaBUTh B OymaymieM. CaMBIM CYIIECTBEHHBIM
HEIOCTATKOM SIBIISICTCS HECOOTBETCTBHE OTIAJOYHON HH()OPMAIIH, YTO 3aTPYIHICT
OTJIAKy PaHIOMH3UPOBAHHOTO KOZa. B manpHeleM HEOOXOINMO TeHEPHpPOBATH
aKTyaJIM3UPOBAHHYIO OTJIAJ0YHYI0 WH(POPMANHWIO I WCIIONHSAEMBIX (DaiiioB B
pexxuMe oTIaAKu. PeannzoBaHHas paHAOMHU3AINS IPOBOIUTCS HA YPOBHE (YHKIIUH.
[Moanepxka Oosee MeNKOW TIPaHYJSIPHOCTH IO3BOJIUT YBEJIWYUTH SHTPOIHUIO, a
3HAYUT, YCWIHTh 3aIlUTy. Takke HMEeT CMBICI pealn30BaTh PaHAOMM3ALHUIO
pa3MelleHnss KOPOTKUX (YHKIUH C y4eToM CBs3ed Mexay HuMHU. biauskoe
pa3merieHre (QYHKIUA, YacTO BBI3BIBAIOUIMX JPYr JpYyra, MOXET IIOBBICUTh
MPOM3BOAUTEILHOCTh  OTAENBHBIX IHporpamMm. Kpome Toro, pe3ynabTaTsl
TecTUpoBaHKs S((GEKTUBHOCTH 3allIUTHl IOKAa3bIBAIOT, YTO B JOMOJHHUTEILHOM
3alIUTe HYXIAI0TCSI TAKKe ceKiuu ucnoinsemoro daitna (PLT, INIT, FINI).
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Abstract. Program vulnerabilities are a serious security threat. It is important to develop
defenses preventing their exploitation, especially with a rapid increase of ROP attacks. State
of the art defenses have some drawbacks that can be used by attackers. In this paper we
propose fine-grained address space layout randomization on program load that is able to
protect from such kind of attacks. During the static linking stage executable and library files
are supplemented with information about function boundaries and relocations. A system
dynamic linker/loader uses this information to perform functions permutation. The proposed
method was implemented for 64-bit programs on CentOS 7 operating system. The
implemented method has shown good resistance to ROP attacks based on two metrics: the
number of survived gadgets and the exploitability estimation of ROP chain examples. The
implementation presented in this article is applicable across the entire operating system and
has shown 1.5% time overhead. The working capacity of proposed approach was
demonstrated on real programs. The further research can cover forking randomization and
finer granularity than on the function level. It also makes sense to implement the
randomization of short functions placement, taking into account the relationships between
them. The close arrangement of functions that often call each other can improve the
performance of individual programs.
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AHHOTanus. B KpUTHYECKHMX CHCTEMax BBINOJHEHHE XXECTKUX TPeOOBaHUH 1O BPEMEHH
B3aMMOJICHCTBUS MEXIy 3aJadaMH O00ecCIIeuMBaeTCss CTPOrOi HEepHOJMYHOCTBIO 3aITycKa
3aJa4, KOrJa KaxJas 3ajadya cTapTyeT dYepe3 paBHble IPOMEXYTKH BpeMeHH. IIpu
TUIAHAPOBAHUU CTPOTO MEPHOJMIYECKHX 33/1ad C NMPEPHIBAaHUSAMH HAHOOJIee TPYAHBIM 3TalioM
SBJIAETCS BBIOOP HAdalbHBIX CTAapTOBBIX TOYEK 3amad. B Hacrosmell pabore mpenmaraercs
HOBBI TOAXOJ K aHaIW3y pAacliCaHWi, OCHOBAHHBIA HAa H3YYEHHH pacKpacok rpadoB
TIEPHOMIOB 337a4 W Ha PENICHHN CHCTEM JIMHEHHBIX cpaBHeHHH. OCHOBHBIM pe3yIbTaTOM
SIBJIICTCSL KPUTEPUil CyIecTBOBAaHUS OECKOH(MIMKTHOrO pACIUCAHUS JUIL HPOU3BOJIBEHOTO
KOJIMYECTBA CTPOTO TEPHOAMYECKUX 3aJad C TPEphIBAaHMAMHM Ha OJHOM IIPOLECCOpE.
Kputepuii mno3Bomser nub0 HampaBICeHHO HAWTH CTapTOBbIE TOYKH, JHOO OBICTPO
YCTaHOBHUTH, YTO PACTIMCAHHUE MOCTPOUTH HEBO3MOXKHO.

KniodeBble c/10Ba: CHCTEMBI pPEaJbHOTO BPEMEHM; CTPOTO MEpHOIMUYEcKas 3ajada;
TUTAaHAPOBAHKE; pacKpacka rpada; CHcTeMa JIMHEHHBIX CpaBHEHHI.
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1. BeedeHue

B kecTkux cucteMax p€ajlbHOTO BpPEMCHU, TaKHUX KakK aBTOMOOMIbHAS
OJICKTPOHUKA, aBUOHHKA, MOOUIbHAs pO60TOTeXHI/IKa, TCJIICKOMMYHUKaUA, U T.II.,
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KU3HEHHO Ba)KHO, BO-TIEPBBIX, YTOOBI B Ka)KABI MOMEHT BpeMEHH 0OpabaThIBaeMast
uHpopManus ObUla Kak MOXKHO OoJiee aKkTyallbHa, a BO-BTOPBIX, YTOOBI CHCTEMa
BOBpEMsI pearnpoBajia Ha IOCTYMAOUINe BXOAHBIC IAaHHBIC, MPUYEM HapyIICHHE
9THX TpeOOBaHWH MPHUBOJUT K KAaTaCTPO(GHUUECKUM MOCIEACTBHAM. B momoOHBIX
cucteMax TpeOyeTcss TOYHas peryjJHpoBKa B3aMMOJIEWUCTBHS JaTYMKOB (Sensors),
npuBoaoB (actuators) u QyHKuMi ynpaBneHHs oOpaTHO#l CBs3bIO (T.e. (QYHKIMNA
00paboTku nH(OpMaLUK U BbIIaYM YIPABIIOIUX Bo3eiicTByit). [ljist aTOrO Takue
3aJjayd 3allyCKaloTCsl CTPOro MEpHOANYECKH, T.. Kaxaas W3 HHUX JIOJDKHA
MEePHOINYECKH CTAPTOBATH Yepe3 paBHbIC IPOMEIKYTKH BPEMEHU.

Heckonbko necstuneTnii Hazaa JUisl TOBBIIICHHS HAJEKHOCTH KaXXKIOMY Ipoleccy
OTBOJHMJIOCH CBOE YCTPOHCTBO. OJHAKO K HACTOSIIEMY BPEMEHH pa3Mephl CHCTEM
HACTOJIBKO BBIPOCIIH, YTO TOAOOHAs OpraHU3alis apXUTEKTYphl NpuBela Obl K
HETIOMEPHOMY BECY M 3HEPromnoTpeONeHHIO CHCTeMbl. BBIX0IOM 37ech sBiseTCS
pasieNieHne pecypcoB, T.€. BHIIOIHEHHE HECKOJIBKUX 3a/ad Ha OJHOM HpoLeccope.
B cBmu ¢ 5TEM OONBIIyIO aKTyaJbHOCTh MOTydYaeT 3aJadya COCTAaBIICHUS
COBMECTHOTO PAacHHCaHMsA Al HECKOJIBKUX IPOLECCOB, BBIMONHACMBIX Ha OZHOM
WM HECKOJIBKUX YCTPONCTBAX.

[TnanupoBaHue 3agad MOXKET OBITH JUHAMHYECKHM (T.€. OCYIIECTBISIEMBIM B
peanbHOM MaciuTade BPEMEHH B XOJe PabOThI CHCTEMBI) MIIM CTAaTUYECKHM (KOTza
paciucaHue COCTaBiIseTCS O 3alyCKa CHUCTEMbI). BBIMONHEHHE 3amad ¢ TOYKH
3peHusl MJIaHUPOBaHMs ObIBaET NBYX BHJIOB: C IpPepbIBaHUsIME (preemptive), Koraa
BBITIOJTHEHHE 33/1a4H pa3pellaeTcsi Ha BpeMsl OTJIOKHTH JUIS 3allycka JApyroi 3ajaa4,
u 6e3 mpepbiBaHuii (non-preemptive), Kkoraa sToro aenars He pa3pemaeTes.

B naHHO# cTarhbe MBI 3aTPOHEM BOIIPOCHI CTaTHYECKOIO IUIAHHMPOBAHMS CTPOTO
MEePHOINYECKUX 3a/1a4 C TPEPhIBAHUIMH.

Crporo mepuoanyeckas 3ajgada 3aJaeTcsl JIByMsl HapaMeTpamH: HepHon (Bpems
MEXAy ABYMS IIOCIEIOBaTEeIbHBIMU CTAPTaMH 3a/laud) U JJIUTENBLHOCTH (Bpems,
KOTOpOE He0O0XO0JMMO 33/1a4e JIJIs €€ BBINIOJIHEHHS B IPeJieliax OJHOTO Mepro/a).

B omimume oT KIaccHMYecKoro ciydasi, Korja NeprHoANYHOCTh HE SIBISIETCS] CTPOTOM
[8], [9], mocTpoenue pacmucanus Ui Habopa CTPOTrO MEPUOAMYECKHX 3a1ad C
npepbIBaHUSAMH pa30MBaeTCs Ha J[Ba dTaMa:

L4 IMMOCTPOCHUEC pACTIMCAHUA I HAYAJIbHBIX TOYCK JAHHOM CHCTEMBI
MNEPUOANICCKUX IMTPOLECCOB.

e  pacmpeeneHue OCTAIbHBIX TOUYEK B IMpeesiax 3aJaHHBIX IEPHOJIOB.
Ilo ompeneneHuO CTPOro MEPUOMUIECKON 3a/aud BCe €€ TOYKU CTapTa 00pa3yroT
apupmMeTHyecKylo mnporpeccuio. [IoCKOIpKy IBEe 3aJaud HE MOTYT CTapTOBATh
OJTHOBPEMEHHO, apu(METHIECKUE NPOTPECCHH IS PAa3HBIX 3a7ad He TOJIKHBI
KOH(IIUKTOBATH, T.€. HE TOJDKHBI UMETh O0IIMX TOYeK. J0CTaTOYHO JaBHO U3BECTHO
JIOCTATOYHOE YCJIOBUE OCCKOH(MIMKTHOCTH, COCTOSINEE B TOM, YTO HAYaIbHBIC
TOYKM JOJDKHBI HMMETh pa3HbIC OCTaTKH [0 MOJYJIK HAuOOIbIIEro oO0IIero
nenuressi (HOJI) cooTBeTcTBYIOMMX MEPHOAOB (CM., Hanpumep, [11]), B uacTHOCTH,
B3aMMHAasl MPOCTOTa MEPHOJOB HEMEAJICHHO BJIEYET HEBO3MOXKHOCTh MOCTPOCHUS
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pacrnucanus. B cirydae, xoraa 3aa4 Bcero JBe, 9TO YCJIOBHE SIBISACTCSA KPHTEPHEM,
no3BossIOIM 3¢ dexkTnBHO TOCTpoMTH pactmcanwe. OpHAKO, UL  CITydas
MPOM3BOJIHFHOTO KOJIMYECTBA 3a]a4 IIOZOOHBIN KPUTEPHUI TIOKa He HalieH.
Vmeromuecs moaxonsl K NpodieMe IUIAHWPOBAHMSA CTPOTO MEPHONMYESCKUX 3a1ad
HE UCIIOJNB3YIOT B IOJDKHOW Mepe B3aMMOCBSI3H MEXIy IepuofamMH (CM., Halpumep,
[5], [6], [7], [10], [12]), uTO TpHBOMUT K CYIIECTBEHHOMY YBEJIHYCHUIO BPEMEHH
noucka. CymecTByOLINE aJrOPUTMBI PEIIAOT MPOOIeMy MOMCKA CTAPTOBBIX TOUEK
aubo ¢ mpuMeHeHHeM TpyObIx 3BpHCTHK [12], mi60 mepeGopoM ¢ pasiTHYHBIMH
ontumumzanmsamu  [5], [6]. Ommako, mnepeGopHoe peleHre OONAmacT TeM
HEZI0CTaTKOM, YTO B CITy4ae, eClli PacliCaHnue MOCTPOUTh HEBO3MOXKHO, TpeOyeTcst
NPOAHATU3UPOBATH BCE BO3ZMOYKHBIC BAPHAHTHI.

B Hactosimieii paGote MbI pemaeM MpodieMy IEpBOrO 3Tama — MOUCKA CHCTEMBI
HAaYalbHBIX TOYEK Oe3 KOH(IMKTOB. B Takoif mMocTaHOBKE MBI TpeHeOperaem
JUTUTENIBHOCTRIO 3amad. Hcmome3ys pesynsTatl Teopuu rpados [1], [2], [3] u
Teopud ymcen [4], MBI TOpemiaraeM HOBBIH MOAXOJ K aHAIM3y MOCTPOEHHS
pacmucaHus Ul CTPOro IEepHONMYECKUX 3a/ad, OCHOBAaHHBIA Ha H3y4YCHHH
CTPYKTYpBI Tpymn HX neprogoB. OCHOBHBIM DE3YyJIBTaTOM SBISIETCS KPHTEPHI
CYILECTBOBAHUSA OCCKOH(IMKTHOTO PACIHCAHHUSA ISl IPOM3BOJIBHOIO KOJIMYECTBA
3a7a4. AHAIM3UPYS MNEPHOOBl C IOMOIIBIO 3TOTO KPHUTEPHsA, MOXKHO OO
HaIpaBJICHHO HAHTH CTApTOBBIC TOYKH, JINOO OBICTPO YCTAHOBUTH, YTO PaclUcaHHe
TOCTPOUTH HEBO3MOXKHO.

JanpHeiiee H3JI0)KeHUE MaTepHalia CTaTbU MOCTPOCHO Tak.

B pasnmene 2 BBOAATCS OCHOBHBIC ONPENCNCHUS M MPUBOAATCSA JIIEMEHTAapHBIC
YCIOBHSL ~ CYIIECTBOBaHUS ~ OCCKOH(IMKTHOTO  pacmucaHus  Uisl  CTPOro
NEePUOIMYECKHX 3a/1ay.

B paszmene 3 uccrienyercsi B3aMMOCBA3b MPOOJIEMBI IIOCTPOSHUS OECKOH(IMKTHOTO
pacmucaHus Ui NPOU3BOJILHOTO KOJMYECTBA CTPOrO MEPHOJMYECKHX 3amad U
npoOJIeMbl PACKPaCKU HEKOTOPBIX TpadoB CHEHATFHOTO BHIA, MOCTPOCHHBIX Ha
OCHOBE 3HAYCHHMII IEPHOJOB ITHX 3a1ad.

B pasgene 4 BBomuTcs mMOHATHE TIpada OETMMOCTH M HCCIEIYeTCS BOMPOCHI
COBMECTUMOCTH DPACKpacok rpadoB MEPHOAOB C TOYKH 3PEHHS BO3MOKHOCTH
noctpoeHuss  OeckOH(UIMKTHOrO  pacnucaHus.  JlokasbiBaeTcsi — Teopema,
YCTaHABIMBAOIIAs HEOOXOMMMBIC U JOCTATOUHBIC YCIIOBHUS PAcKpacku rpadoB st
CYIIECTBOBAHUS OECKOHMINKTHOTO PACTIUCAHHS.

B paspmene 5 mpousBoAMTCs 0030p CYIIECTBYIOIIMX MOAXOIOB K IOCTPOCHHIO
pacriucaHuii TSt CTPOTO TIEPUONIECKHX 3a1ad.

B pasmene 6 mHOABOAATCS WTOTM CTaTbM W HAMEYAKOTCS IYTH JajJbHEHIINX
UCCIIEIOBaHUH.

2. Heob6xodumoe ycriosue cyu,ecmeoeaHusl pacrnucaHusi
33,2[3‘{& Ha3bIBACTCA cmpoco nepuoauuecmﬁ, cClIkn

L4 3aaa4a BBIMOJIHACTCA ITIOBTOPHO C HeKOTOpOﬁ TICPUOANIHOCTBIO,
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e  IIOBTOPHBIE 3aIlyCKH 3aJ[a4d COBEPLIAOTCS CTPOTO Yepe3 PUKCUPOBAHHbIM
TPOMEXYTOK BPEMEHH, Ha3bIBAEMBIN nepuodom.

JlnumenvrHocmplo CTPOTO TIEPHOTUUECKOM 3aa4K HA3BIBAETCS BPEMs, OTBOAMMOE Ha
ee BBITIOJTHEHHE B paMKaX OJIHOTO MEpHOIa.
[IycTs 1aHO MHOKECTBO CTPOTO MEPHOJMICCKUX 3a1ad, KaXaas u3 KOTOPBIX UMeeT
CMUHAYHYIO JUINTENBHOCTh. TpeOyeTrcsi COCTaBHTh pACIMCAHHE BBIMOIHEHHUS
JaHHBIX 33/1a4 Ha OJTHOM TIPOIIECCOpe.
BBenem obo3Hadenue ansi MHOXkecTBa nepuojos: P = {p;|i = 1..N}. 3amerum, yro
MHOYECTBO P SBICTCS MYJIBbTUMHOXKECTBOM, T.€. TEPHOIBI, OTHOCSIIHECT K
pa3HBIM TIPOIIECCAM B HEM HE CIMBAIOTCS, a PAcCMaTPHBAIOTCS KaK OTACIbHBIC
CYIITHOCTH, [Ta’Ke €CIIH OHU PABHEI.
He Tepsist 0OIIHOCTH MOKHO TIPEIITONIOKHTH, YTO HAYaIbHBIE TOYKH BCEX TPOIIECCOB
OTCTOAT OT OOmIed TOYKM OTCYeTa He Jalbllie MEepHoJa COOTBETCTBYIOIIETO
nporiecca. 3/1eck TOYKa OTCYETa COOTBETCTBYET HYJIIO, a KaKaas HadajdbHas TOUKa
COOTBETCTBYET KAKOMY-THOO IIETOMY HEOTPHUIIATETHLHOMY YHCITY.
Amomapmneim pacnucanuem HA30BEM BCE TOYKH OJHOTO TIPOIECCA C 3aJaHHBIM
HAYaJIoOM W 33JaHHBIM TEePHOIOM. ATOMApHBIC PACTIMCAHUS KOHMIUKMYIom, KOTaa
OHH COJIEPKAT OJMHAKOBBIE TOYKH, T.€. MX MEpeceUeHue HemycTo. Konguuxmmuvim
pacnucanueM HA30BEM PpACIUCaHHE, B KOTOPOM €CTh JBa KOH(DIMKTYHOLIMX
aTOMapHI)IX paCHI/IcaHI/I)I.
Ymeepoicoenue 1. Ecnu mepuospl p; U Py ABYX MPOLECCOB B3aMMHO MPOCTHI, TO
JFO0BIE PACITUCAHMS /ISl OTOM Maphl MPOIECCOB SBIISIOTCA KOHPIUKTHBIMU.

p,=4
I I I F I [ | | I I ]
A Y A

[ * [ I * I I * [ ]

[ [ | I I I || ]

[ I [ I I * [ | | ]
\ A

Oy 1 2 3 4 5|6y 7 8 9y 10| 11

[ [ T I [ T I I T I I T ]

[ I I I | I T I I [ I I ]

[ I I [ I I i I I [ I | ]

p,=3

Puc. 1. I[Ipumep napoi npoyeccos, 0Jisi KOMOPbIX He Cyuecmayen 6eckOHGIUKMHO20
pacnucanus. ﬂ]lﬂ Kacoo2o npoyecca yKa3aHvbl 6C€603MOINCHbLE 6APUAHITIbL pacnucaﬂuﬁ.
Cmpenxamu ykazamvl KOHGIUKMyowue no3uyuu
Fig. 1. Example of two tasks that cannot be scheduled without conflicts. For each task, all
possible variants of schedule are shown. Arrows point to conflicts.

Jlokaszamenbcmseo. KOHPIMKTHOCTH paclmUCaHHWs MOXHO 3allicaTh B  BHIC
pasencrtBa t; + nyp; = t, + nyp,, rue t;, t, — HaYajbHBIE TOYKH, a Ni, Ny —
HEOTpHULATENbHBIE LeNible uncia. M3 Teopur yucesn U3BECTHO, YTO JAJSl B3aUMHO
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MPOCTBIX YHCEN CYIIECTBYET IEIOYHCICHHAS JHHEHHas KOMOWHAIWA paBHAs WX
HanOOJIBIIEMy OOIEMY IEIHTEIN0, TO €CTh €AWHUIIe: CYIIECTBYIOT IeJble yncia K,
m takue, uto kp; + mp, = 1. Toraa k(t; — t{)p; + m(t, —t1)p, =t, —t1, TO
ectb t; + k(t; —t{)p; =t + m(t; —t;)p, . B3aB nocraroyno OGombiioe N ,
monydaeM  t; + (k(t; —t;) + Npy)py =t + (m(t; —tz) + Npy)p, ., rme
ko3¢ ¢unnents! k(t, —t;) + Np, u m(t; — t;) + Np; — moJnoxuTenbHbIe Yncia,
TO €CThb aTOMapHBIE PACIIMCAHHS HMEIOT OOIIYI0 TOUKY, a, 3HAYUT, KOH(IUKTYIOT. >
Ymeepoicoenue 2. Tpancdopmanun paciiicaHus B BUIE CABHUTa WM JICICHNS TOYEK
pacmucaHus Ha OOIIMH MHOXXHTENb HE MEHSIOT CBOMCTBA KOH()IMKTHOCTH WIH
0eCKOH(IIMKTHOCTH PACTINCAHHUS.

Hoxasamenvcmeo. Jna cosura yTBepXkIeHHWE OuYeBHAHO. st citydas AEICHUS
TOYEK Ha OOIIMI MHOXKUTENb: JIBE PA3IMYHbIC TOUKH JaXyT pa3HbIe Pe3yJIbTaThl IPH
JeNCHUN Ha OOMWIi MHOXHTENb, TaK YTO CBOHCTBO OECKOH(IUKTHOCTH WIIN
KOH(IMKTHOCTH COXPAHHUTCS IS TpaHC(HOPMUPOBAHHOTO paciucanus. >
Ymeepocoenue 3. Ilycts py 1 p; — MEPHOABI ABYX 33/1a4 M MYCTh UX HaUOOJBIITHIA
obmwmii nenutens paseH d. Torma, ecnm tq, t; — HavanbHbBIC TOYKH 3THX ABYX
MPOLIECCOB M aTOMapHbBIE PacIUCaHUs He KOH(IUKTYIOT, TO t; U t, HE MOTYT UMETh
OJIMHAKOBBIE OCTATKH 10 MoAyo d.

Jokaszamenvcmeo. Ilyctb  t; =ty(modd) um t;<t, , Torma MOXHO
TpaHcOpMHUPOBATh paclHCaHUe CIEAYIOIMM 00pa3oM: CABUHEM TOYKY OTCYETa B
t; ¥ TIIPOM3BENEM COOTBETCTBYIONIYIO MepeHyMepanuio (T.e. t; = 0,t, =t, —t; ).
Bce Touky HOBOTO pacnucaHus AesTcs Ha d, Tak YTO MOXKHO TPOU3BECTH BTOPYIO
TpaHcopMalMio — MOJENUTh BCe TOYKU pacrucaHus Ha d. Ilpu 3ToM HOBBIE
nepuosl p;' = pg / d, p, = p, / d OKaxKyTCs B3aMMHO NPOCTBIMH, T.K. d ABIsETCSA
HauOOJBIIUM OOIIUM JeNuTeNeM p; U pp . W, Takum o00pa3oMm, COTJIacHO
yTBEpXKICHUIO 1, TpaHCcHOpPMHUpPOBaHHOE paclnucaHue OyAeT KOH(DIUKTHBIM, YTO
O3HayaeT (COrJIaCHO YTBEPXKICHUIO 2) KOH(IIMKTHOCTh IEPBOHAYAIBHOTO
pacrncanus. >

Ymeeporcoenue 4. Tlycth p; W p; — TEpHOABI ABYX MPOIECCOB M TMYCTh HX
Hanbonbinit o6wmuit aenutens pased d. Torna, eciwm tq, t, — HavalbHBIE TOYKH
9THX JBYX HpoueccoB W t; M t, MMEIOT pasHble ocTaTku 1o Moayiao d, To
COOTBETCTBYIOIINE aTOMapHbIE PACIMCaHuUs He KOH(IMKTYIOT.

Jlokazamenvcmso. Ilycts t; = dky + 1 uty, = dk, + ry, ry # rp. Torna Hamuune
o0IIel TOYKM y aTOMapHBIX pPAaCHHCaHWH MOXKHO 3amucaTh B BHAE YCIOBHS:
t; + nyp; = t; + nyp, . Opnako, t; + nyp; =ry +dk; + nyp; =ry(modd), a
t, + n,p; =1, +dk,; + nyp, = ry(mod d), orcroma, BBHIY TOro, 49TO Iy # Iy,
MoJTy4yaeM HEBO3MOXKHOCTh YKa3aHHOTO PaBEHCTBA, YTO U TPeOOBAIOCh JOKa3aTh. >
Cneocmeue 1 (Heobxooumoe u Oocmamounoe Yciogue OeCKOHEDIUKMHOCIU
pacnucanus). Pacnmcanne sBnseTcd OECKOH(JIUKTHBIM TOTAa M TOIBKO TOTA,
KOT/1a B 33JJaHHOM CHCTEME 3a/1a4 [UIsl JIIOOBIX JBYX MPOIIECCOB C MEPHOAAMH Py, Py
HayalbHbIE TOUYKH tq, t; 3THUX ABYX IPOIECCOB UMEIOT Pa3HbIE OCTATKH II0 MOIYIIIO
HauOOJIBIIEro OOIIETO NEIUTENS TIEPUOIOB P1, Pa.
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Hoxazamenvcmso. COrnacHO YTBEPKICHUIO 4, BBIIOJIHEHHE YCIOBUS O3HA4YaeT
OCCKOH(QIIMKTHOCTh JIFOOOH TMapbl aTOMAapHBIX pACIHCaHWK, YTO  BICYET
0eckOHPIMKTHOCT o0miero pacmucanus. C Apyrofl CTOPOHBI, B OECKOH(DIUKTHOM
pacmucaHuy Jr00as apa aToOMapHBIX pacnucaHuii 0eCKOH(IMKTHA, T.€., COTJIACHO
YTBEPXKICHHIO 3, HayaJbHbIE TOYKH t;, t; COOTBETCTBYIOMIMUX MPOLECCOB HE MOTYT
UMETh OJIMHAKOBBIE OCTaTKM II0 MOJIYJI0O HAuOOJBLIEr0 OOIIEro JAenuTeNs
neproyoB.>

p,=4
CEC T T W T T WM T T W T T W T e T
01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 1819 20 21 22 2324
I T T T T W T T T T ™ T T T T W T T T T e
p,=6
[ T T W7 | B T T T T T T W 7

Puc. 2. Ilpumep beckongruxmuoeo pachucanus 015 napsl NPOYeccos, y KOMopsix Nepuoosl
umetom HOJ[ He pagnvlii edunuye. BHu3y ykasano odbuee pacnucatue.
Fig. 2. Example of non-conflict schedule for two tasks with GCD # 1.
Bottom line shows the schedule itself.

Cneocmeue 2 (HeoOX00uMOe yciogue Cywecmseosanus OecKOHGIUKMHO20
pacnucanus). Ecnu nist moacucteMsr epruo1oB p; rae i = 1.k cymectByer takoe d,
aro (p;,p;) =d mma Beex i,j=1.k m npu stom k>d, 10 GeckondpaukrHOE
pacrnucaHue COCTaBUTh HEINb3sl.

Hokazamenvcmeo. B cuny cnencrBus 1, HadalbHBIE TOYKH tq, ... , t) IPOLECCOB C
HEePUOJAMH Py, ... , Py JOJDKHBI HMETh MONAPHO PAa3IMYHbIC OCTATKH HPH JCICHUU
Ha d, HO TaKHX OCTaTKOB CyIecTBYeT Toyibko d < K, Tak 4To, COIracHO U3BECTHOMY
npunnuny Jupuxie, B J000M pacnucaHuu OyAyT JiBE€ HaudallbHBIE TOUKH tp, tg C
OJIMHAKOBBIMH OCTaTKaMH MO MOAYJO d, crajo OBITh TAaKOE pacmHcaHue Oyaer
KOH(ITHUKTHBIM. >

3. 3adaya cywecmeosaHusi 6eCKOHJIUKMHO20 pacnucaHusi u
ee CJI0KHOCMb

Paccmorpum mosHbIE rpad G BepmIMHAMU KOTOPOTO SIBISIFOTCS TIEPHOJBI 3aj1ad
pEP, a pedpo, coemuHsiomiee BEpUIMHY pP; C BEpUIMHOH P, IOMEYEHO
HanOospIIuM o0mMM JnenureneM nepuonoB d = (pi,pz) . MOXHO BBIIETUTH B
rpade G moarpad Gy, comepxkamuii Bce pebOpa, MoMedeHHBbIE (HUKCUPOBAHHBIM
yucioM d, ¥ BEpIIMHBI, KOTOPbIE COEIMHEHbI TAKUMH pedpaMHu.

Ilpasunvholi packpackoilli HEOPUSHTHPOBAHHOTO Tpada OyneM Ha3bIBaTh PaCKPacKy,
IpY KOTOPOi ZBE BEPIIHMHBI, COCAUHCHHBIE PEOPOM, MOKpPAIICHB! B pa3HbIC LIBETA.
Hamomunm, uTt0 xpomamuueckum yuciom rpada Ha3pIBaeTCI MUHUMAIBHOE YHCIIO
KPacoK, I KOTOPOTO CYIIECTBYET IIpaBUIIbHAS PacKpacka.
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Ymeepowcoenue 5. Ecin xpomatuueckoe guciao noarpada Gy oonsire d, To arodoe
pacrnucaHue Ui JaHHOH CHCTEMBI 33/1a4 OyIeT KOH(IIMKTHBIM.

Hoxazamenvcmso. IlycTb BepiumHbl, BXoximue B noarpad Gy, 0TBEYaroT MeprHoAaM
P1s - , Px U TYCTh 3aJaHbl HayajbHBIE TOYKU t;, .. , t) VI 3a7a4 C ITUMH
neproiamu. Torga MO>XKHO pa3OMTh MHOXKECTBO tq, ... , ty Ha Kiaccsl o Moaymo d.
Takux xmaccoB Bcero d . ComocraBUM KaXJIOMy KJacCy CBOIO Kpacky.
BeckoH(pIUKTHOCTE pacnucaHus (COTJIACHO CIIEACTBHIO 1) JOIDKHA O3HA4yarh, 4YTO
MOJydeHHasl pacKkpacka IpaBWIIbHAsA, T.e. Kaxkmoe pedpo B rpade Gy coenuHseT
BEPIUMHBI PAa3HOTO IBETa, HO, ITOCKOJNBKY II0 YCJIIOBHIO XpOMAaTHYeCKoe YUcio Gy
Oonbre d, T.e. HE CYIIECTBYET NPABHIBHBIX PACKPACOK C YHCIOM KPacOK MCHBILE
unu paBHOM d, To Jnro0as packpacka B d IIBETOB OKaKETCs HENpPaBHIBHOH, a
pacncanue — KOHQJIUKTHBIM.>

Kaxk HEeTpyIHO BUZCTB, YTBEpXKACHUE 5 ABISICTCS 0000IEHUEM CIICACTBUS 2.
Tenepp 3amamuMcst CIIEIYIOIIM BOIIPOCOM: KaKOTo pola rpadsl MOTYT BCTPEUAThCs
B KadecTBe moarpados Gy. Crenyromas TeopeMa roBOPUT O ToM, 4To moarpad Gy
MOXET OBITh JIOOBIM.

Teopema 1. IlycTh aH HEOPUESHTHPOBAHHBIH Ipad) ¢ N BEPLUIMHAMY U IPOU3BOJIBEHOE
HarypainbHOoe 4uciao d. MOXXHO pa3MecTUTh B BEpIIMHAX JAHHOTO rpaga CHCTEMY
ancen hy, ..., hy, Takyro, aro (h;, h;) = d, ecnm cootBeTcTBYIOMIME BepMHEI rpada
coenunenbl pebpom u (hy, hy) # d, ecim Mexy COOTBETCTBYIONIMMHU BEPIIMHAMU
pebpa Her.

Jlokasamenvcmeo. Pasmectum B BeprimHax rpada uucia d . Jlagee Bo3bMeM
pasiyHble npocThie Yncnia a;, i = 1..n Takue, uro d He nenurcs Ha ;. JJOMHOXHUM
yucia B BeplInHax rpada Ha 3TH NPOCThie YKcia (KaKI0i BeplIMHe OTBEYaeT OHO
gucno «; ). Temepp moObIe MBa YWCIIa B BEPIIMHAX MMEIOT HAWOOIBIIUA OOLTHiA
nenuTenb, paBHblid d. Jlamee, Oyaem nepeOHpaTb BCe Mapbl BEpIUHH, MEXIY
KOTOPBIMH HeT pedpa ¥ JOMHOXATh YHCIa B JAHHOH Nape Ha HOBOE IPOCTOE YUCIIO
0, S > N, KOTOpoe OyAeT OTIWYHO OT BCEX MPEABIAYLIMX YHCET O, ... , Og_1 U
kotopoe He spisiercst aenuteneM d. Korma mpoiecc 3aKOHYMTCS, MBI HOIYYUM
CHCTEMY, B KOTOPO#i BBIMIOJIHEHBI CIIEAYIOIINE CBOHCTBA!

®  ©CJIM MEXKJY BEpIIMHAMH €CTh peOpo, TO YUCIa B BEPIIUHAX HMEIOT
HanOONBINKI 0Ot nemuTens d, T.K. MBI KaX/IbI pa3 TOMHOXKAIIK Ha
pa3IUYHbIE POCTHIE YUCIIA U OTH MHOXKHUTEIN MOTYT COBIACTh TOJIHKO
€CJIM MEXTy BEpIIMHAMU pedpa HeT;

®  cCM MEXIY BepIIMHAMH pedpa HeT, TO HanOOJIbIIUI OOIIHIA JeTHTENb
COOTBETCTBYIOIINX YKCeI Ooubie d, T.K. y JaHHBIX YHCET UMEETCS CIle
OJIMH OOIIMI MHOKHMTENb, HE ABISIONIUICS neiauTenem d.
Hrak, TpebyemMast cucTeMa 4rces mocrpoeHa. >
Takum o00pa3oMm, i pEIICHHS BOMPOCa CYIICCTBOBAHUS PACIHCAHHS IS
MPOU3BOJBHON CHCTEMBI TEPUOJIOB HEOOXOAMMO YMETh peEIIaTh CICAYIOIIYIO
3aj7a4y.
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Ilpobnema. Jlan mpoHW3BOJILHBIA HEOPHMEHTUPOBAaHHBIN Tpad. Bompoc: mpu kakux
YCIIOBHAX MOYKHO PacKpacHThb BEPIIMHEI rpad)a B N I[BETOB TaK, YTOOBI TOOBIC JBE
coceiHrEe TI0 pedpy BEPIINHEI OBIIH Pa3HOTO IIBETA.

Ilonck ycnoBHil CyIIECTBOBAHMS IIPAaBWIIBHBIX PAacCKpacoK C (HUKCHPOBAHHBIM
YHCIOM KpPAacoOK BeChbMa CJIOXKEH. Tak, M3BeCTHass mpobieMa dYeThIpeX Kpacok
ABJISIETCS  YTBEP)KIACGHHEM, 4YTO IUIAHAPHOCTh Tpada SBISIETCS JIO0CTAaTOYHBIM
YCIIOBUEM JUTS CYIIECTBOBAHUS NIPABUIILHOM PacKpacku B 4 1BeTa.

EcrecTBeHHBIM YCJIOBHEM CYLICCTBOBAHHS INPaBIJIBHONH PAacKpackKM B N IIBETOB
SBJISIETCS OTCYTCTBHE IOJHBIX MOATPagoOB C N BEPIIMHAMHM, OJTHAKO ITO YCIIOBHE HE
JlaeT TapaHTHU TOTO, YTO MPaBUIIbHASI PACKpacKa CyIlecTBYeT. M3BeCTHbI IpHUMEpEI
rpagoB (cM. puc. 3), XpOMAaTHYECKOE YUCIO KOTOPBIX 3HAYUTEIBHO OOJIblle
MOIITHOCTH MAaKCHMAaJIbHOTO IIOJHOTO HoArpada.

TeMm He MCHCC, CYHICCTBYIOT aJITOPUTMbI HAXOXKIACHUA XPOMATUYCCKOTO YUCIa IJIA
JAHHOTO rpada, a Taxke NHOCTPOCHHUS COOTBETCTBYIOMIEH PaCKPaCKH.

< e

Puc. 3. Illpumep epagha, ne codepoicaujeco mpeyeoibHUKOS, ¢ XPOMAMUYECKUM YUCTIOM,
pasHeim 5
Fig. 3. Example of triangle-free graph with chromatic number equal to 5.
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4. 'pagh dennumMocmu u coeMecmuUMOCMb PacKpacok

Iyckaii st Bcex moarpados Gy BEITIOIHEHO YCIOBHE CYIIECTBOBAHMS PACKPACKU B
d mBeToB. EcTecTBEeHHO, BO3HMKAECT BONIPOC: CYIISCTBYET JIM B JaHHOM CIIydae
OeckoH(IMKTHOE pacTiicaHue Wik HeT. CIenyronui npuMep MOKa3bIBaeT, YTo 3TO
yCIIOBHE HEIOCTATOYHO.

Ipumep. PaccmoTpum miepuonst 6, 12, 14, 18, 28, 30, 42, 154. Tloarpadsr G,, Gy,
Gg, G4 m300paxensl Ha puc. 4. Jlerko BUIeTh, YTO JF00as MpaBHIbHAS pacKpacka
noarpada G, packpammBaeT BepinuHbl 6, 12, 18, 30 B 0iUH 1[BET: UMEETCS MYTh O
pebpam yepes Bepumabl 6 — 14 — 12 — 154 — 18 — 28 — 30, a T.K. IIBETOB TOJILKO JBA,
TO OHM JOJDKHBI B 3TOH IIETIOYKE YepeoBaThCs, T.e. BepuuHsl 6, 12, 18, 30 OyayT
OKpalieHsl B OAWH LBeT. MTak, HadajgpbHBIe TOYKM g BepumH 6, 12, 18, 30
JOJDKHBI IMETh OJIMHAKOBYIO YETHOCTH, a 9TO 03HAYACT, UTO [0 MOAYIIO 6 IUIS ITUX
HaYaIbHBIX TOYEK UMEETCS TOJIBKO TPU BapuaHTa (eCIi HadalbHbIe TOUYKH HEUCTHBI,
TO IO MOAYIIFO 6 OHU MOTYT UIMETh OcTaTku 1, 3, 5, ecm 94eTHBI — TO octaTku 0, 2,
4). OpHnaxo, B3rsiHYB Ha moxarpad Gg Mbl BUIUM, 4TO BepluuHsl 6, 12, 18, 30
00pa3yloT TONHBIA moarpad, Tak YTO IO MOIYJII0 6 OHH JIOMKHBI OBITh
pacKpalleHsl B YEeThIpe pa3HBIX I[BETA, YTO HEBO3MOJXKHO, T.K. JOCTYIIHBIX I[BETOB
ToJBbKO TpH. UTak, OECKOHQIUKTHOE pacluCaHue B JJAHHOM Cllydae MOCTPOUTH He
yHnacTes.

Puc. 4. llpumep necoemecmumblx npaguibhbix packpacok epagos G,
Fig. 4. Example of incompatible proper coloring of graphs G,

191



Zelenova S.A., Zelenov S.V. Non-conflict scheduling criterion for strict periodic tasks. Trudy ISP RAN/Proc. ISP RAS,
vol. 29, issue 6, 2017, pp. 183-202

Janee, Mbl OyneM Ha3bIBaTh CHCTEMY NPaBHIBHBIX packpacok moarpados Gy
CO8MeCmHOIl, €CITN B ITOHM CHCTEME BO3MOKHO OeCKOH(DIMKTHOE PAaCIUCAHUE, CITH
JKe TaKOTO PacHHCaHUs B JaHHOW CHCTEME PacKpacoK HET, TO CHCTEMY PacKpacok
HazoBeM Hecoemecmuoli. CylIeCTBOBaHME pAacClUCaHUSi B JaHHOW CHCTEMeE
PAcKpacoK O3HAayaeT HaJIM4YHE HAYaIbHBIX TOYEK tq, ... , ty Takux, 4ro ais Bcex d
BepmuHb moarpada Gy, MOKpaIICHHBIC B pa3HBIC [[BETa, IMEIOT HAYaIbHBIC TOUKH C
Pa3HBIMH OCTAaTKaMHU MO MOyt d, a BEpIIMHBI, MOKPAIICHHBIC B OJMHAKOBBIC
I[BETA, IMEIOT HaYaIbHBIC TOUYKH C OAMHAKOBBIMH OCTaTKaMHu 1o Moxyio d. Takum
00pa3oM, KaKIOMY I[BETY COOTBETCTBYET POBHO OJIMH OCTATOK IT0 MOIyo d.
Juis nmanpHeimero HaM TOHAAOOWTCS eme OAWH rpad, KOTOPHIH MBI Ha30BEM
epagom Oenumocmu. CHadama TOCTPOMM MHOXECTBO BEpIIMH 3TOTO Tpada —
MHOXecTBO H. Bo3pMmeM miist kaxmod mapsl HMEpHOIOB MX HAWOONBIIMHA OOIIHN
nenurtens d. MHOXecTBO BceX BO3MOXHBIX d 0003HaunmM udepe3 D. Muoxectso H
— 3TO 3aMblKaHHE MHOXecTBa D OTHOCUTENbHO omepaii B3sITHS HauOOJIBLIETO
0011IeT0 AeTTUTEIS.
MuoxecTBo H MOkeT OBITh IOCTPOCHO CTaHJAPTHOMN MPOLEAY PO 3aMbIKAHHS:

1. B muoxectBo H nobGasnsrorces Bce uncia u3 D.

2. Jnsa Bcex map aneMeHTOB u3 H BeraucIsiioTes Hanboubinme obue
JEITUTENN U T00ABISIIOTCS B MHOXKeCTBO H.

3. Iar 2 noBTopsieTcs 1O TeX Nop, oka MHOkecTBo H He mepecTaner
YBEJIMYUBATHCS.
Tak kak mpu n00aBIeHMH B MHOXeCTBO H momamaloT TOMBKO dYHCHa, He
IIPEBBILIAIOIINE MAKCUMAJIBHOIO IEpUOJa, TO mpoluecc nocrpoenus H 3akonuurcs,
Y KOJIMYECTBO [Iar0B MO>KHO OLIEHUTh MaKCUMAIIbHBIM IIEPUOOM.
MmuoxectBo H obnamaer cienyrommumMu CBOHCTBaAMHU:

1. Jnsa xaxnmoii mapsr yrcen u3 H nx HanOompImmii o0muii nennens
npuHauiexut H ;

2. MHoxectBO H siBIIsieTcss MUHUMAITBHBIM CPEIA MHOYKECTB, 00J1aJaF0IINX
cBoiicTBOM 1, u conepxamux D.
IMoctpoum opueHTHpOBaHHBIH Tpad nmenmumoctd Gy Ha OCHOBe MHOXKecTBa H .
Beprmnasr rpada Gy — ameMeHTsl MHOKecTBa H, Mexay Bepmmaamu h; u h,
npoBeaeHo pedpo ¢ HadaioMm B hy u koHIOM B h,, eciu

e h, sBisercs coOcTBeHHBIM nemuTenem h,

e  He CYIIECTBYET NIPOMEKYTOYHOW BepIuuHbI hs, 11 koTopoii hy nennt hs n
h; nenur h,.
Ecmn umeercs pebpo (hy,h,), 1o h; Oymem naspBate poaurenem, a h, —
pebeHkoM. [lBe BepIIMHBI COCOMHEHBI IIyTeM, €CIM HUMEETCSl OpPUEHTHPOBAHHBIN
IyTh U3 OJHOM BEPIIMHBI B APYryI0. BepumnHbl, U3 KOTOPBIX €CTh IIyTh B BEPLINHY
h, Oynem HaseBath mpenkamu BepiuuHbl h. Ilo mocrpoeHuIo, BCAKMH Ipernok
SBJIACTCSI COOCTBEHHBIM JIEIUTENIEM CBOETO ITOTOMKA.
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Ymeepowcoenue 6. Ecim e Bepmmuabl hy; u h, B rpade Gy umeror o6mero
pomurenst d, To d — uX HaMOONBIIMIT OOIIHIA AETUTEIb.

Jokazamenbcmeo. JIeMCTBUTEIBHO, CIIU d — HauOoJbIIMH OOLIMIA HeTUTEND hiun
h, , To om mpucyrctByer B rpade Gy , Tak Kak MHOXecTBo H 3amkHyTO
OTHOCHTEIIFHO OIEpaliil B3ATHSA HamOoipImero odmiero apenurens. Pomurens d
ABJsIeTCA JenuTeaeM U hy, u h, mo mocrpoeHuio, To ecTb ABISETCS MX OOIIUM
nemurenem. Ecim d otmmuen ot d, To d sBnstercs coGeTBennpM nenmutenem d . T k.
hy u h, oTIHYHEE APy OT ApyTra, TO KTO-TO M3 HMX OTaMYeH oT d , Hanmpumep, h;.
Torza nomydaem, uto hy nemures va d’, a d menurcs Ha d, npudem Bce TpH uMCcIa
OTJIMYHBI IPYT OT APYra, 4ero He MOKET OBITh M0 CBOICTBaM IOCTPOCHUS pedpa B
rpade Gy.>

Paccmorpum mns kaxnaod BeprmHbl d rpada Gy HeopreHTHpoBaHHBINA Tpad Ggy.
Ecnu d sBnsieTcss HanOOMBIIMM OOIIMM JICITHUTEIIEM KaKOH-TH00 Maphl MEPHOAOB, TO
Gq — rpad, ommcaHHBIH BBINE (€r0 BEpIIMHBI — MEPUOBI, pedpa MPOBEICHBI TaM,
rnie HOJ] paBer d ), Bo Bcex npyrux ciydasx cuurtaeM rpad Gy rpadom
M30JIMPOBAHHBIX BEpIIMH-TIepHonoB. I1ycTs mis kaxaoro rpada Gg JaHa packpacka
BepumH. [To npexxHeMy OyneM Ha3blBaTh CHCTEMY PACKpPacOK COBMECTHOM, €Clii B
9TOIl CHCTeME MOXKHO COCTaBHTh OECKOH(IMKTHOE paclucaHue, TO eCTb
CYIIECTBYET Takas OecKOH(JIMKTHAs CHCTeMa HadaJbHBIX TOYEK, YTO JJIs JIE0OOTro
rpada Gy BBINOJHEHO CBOWMCTBO: BEPIUWHBI, ITOKpPAIEHHbIE OJMHAKOBO, HMEIOT
HavyallbHble TOYKM C OJIMHAKOBBIMH OCTaTKaMu IO Moayito d, a BepLIMHBI,
MOKpAalIeHHbIE B pasHble I[[BeTa, WMEIOT HAYAIbHBIE TOYKH C PasIMYHBIMU
ocratkamu 1o Monyio d. Hiske Mbl 1OKa3biBaeM HECKOJBKO CBOWCTB, KOTOpBIE
JIOJDKHBI BBITTOJHATHCS AJIS1 COBMECTUMOCTH PacKpacok.

Cesoticmeo 1. B packpacke rpada Gq JODKHO ydacTBOBaTh He Ooiee d Kpacok u
packpacka 3Ta J0JKHa ObITh IPaBUIBHOM (T.€. €CIIM BEpIINHBI COSTUHEHBI PeOpoM,
TO OHH MOKPAIICHBI PA3HBIMHU KPACKAMH).

Joxaszamenvcmeo. Tak Kak ocTaTKoB 10 MOAymo d poBHO d, TO M KPacok JIOJKHO
6b1Th He Goubiie d. To, YTO packpacka JOJDKHA OBITH MPABHIIBHOM, 00CYXIalIOCh B
npeapIayIeM pasaene. >

Csoiicmeo 2. Eciu B rpade Gy MMeeTcst pacKpalleHHOe OJJHAM I[BETOM MHOXECTBO
BepuuH, To B rpade Gy, rae d - mpenok d B rpade Gy 3TO MHOXECTBO JOIKHO
OBITH TaKXKE OJTHOTO I[BETA.

Jokazamenbcmeo. MHOXKECTBO BEpIIMH OJHOTO L[BETa 03HAYAET, YTO UM MPHUITHCAH
OMH M TOT XK€ OCTaTOK MO MOAYNm0 d, TO ecTh AJsi BCEX IEPHOIOB M3 ITOrO
MHO)KECTBA Ha4yaJIbHbIE TOYKH CPABHUMBI 110 MOJYJIIO d, HO TOT/Ia OHH CPaBHUMBI U
0 MOAYJIIO d', tak kak d — penurens d.>

Cesoticmeo 3 (cneocmesue ceoticmea 2). Ecim B rpade Gy IBe BEpIIMHBI pa3HOTO IBETA,
To 1 BTpade G, rae d' — notomok d B rpade Gy, T BEpIIMHBI Pa3HOTO I{BETA.

Hoxazamenvcmeo. Eciu Ob1 5T BepIuMHb! B Gy ObUIM OJMHAKOBOIO LBETA, TO, IO
CBOMCTBY 2, B G4 OHHM TaK)Ke TOJKHBI ObLIH OBITH OJHOTO I[BETA, a 3TO HE Tak.[>
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Ceoticmeo 4. Ecnu B rpade Gy TOIMHOKECTBO S BEPIIUH PACKpPAIIEHO B OJMH IIBET,
1o B rpade Gy, rae d — noromox d B rpade Gy, 3T0 MOAMHOKECTBO BEPIIMH MOKET

d
OBITH packpaiieHo He OoJiee 4eM B  LIBETOB.

Jlokaszamenbcmso. Kak yxe roBOPUIOCH B JIOKa3aTEJLCTBE CBOMCTBA 2, /I BCEX
MIEPUOJIOB U3 MOJMHOXKECTBA S HAYaJbHBIC TOYKA CPABHUMBI IO MOAYIIO d, TaKuM
00pa3oM, OCTaTKU MO MOAYIIO d OJDKHBI OBITH CPABHUMEI IO MOAYIO d, a Takux

OCTaTKOB POBHO % wryk (rg, ro + d, ... , 19 + (% —1Dd,tnery <d).>

Csoticmeo 5. Ilyctb dq, ... , d — npenxu d B rpade Gy, U MyCTh ITOJMHOMKECTBO S
BEPLIMH-TIEPHO/IOB SBIISETCS OJHOLBETHBIM BO Beex rpadax Gg, i = 1,...k. Torna B
rpade G4 3TO MOAMHOMXECTBO BEPIIMH MOXET OBITh PACKpalleHO He Ooiee 4eM B

———— [IBETOB.
HOK(dgmdp)

Hokazamenvcmeo. Il BceX TNEPHOIOB U3 IOJMHOXECTBa S HayalbHBIC TOYKH
CPaBHUMBI 110 MOAYJIO dy, ... , dy, TO €CTh OHHM (@ TaKXKE UX OCTATKH) CPABHHMBI 110
MOJIyJII0 HaUMEHbIIEro odmero kpatHoro yucen dq, ... , dy, HO TaKMX OCTAaTKOB

POBHO 3HAQYUT W [BETOB INPH packpaimuBaHuu S B rpade Gy MOXKHO

d
HOK(d1,....di) °

HCII0JIL30BaTh HE 00JIbIIE —————,
HOK(d1,..,dk)

I/ITaK, B COBMECTHOM CHUCTEME BCE YKa3aHHbIC CBOMCTBA JOJI’KHBI OBITH BBITTOJIHEHEI.
3amMeTuM, YTO CBOWCTBO 4 SIBISETCS YAaCTHBIM CIy4aeM CBOWCTBa 5. 37ech OHO
BBIHECCHO OTJACJIIbHO UCKIIFOUUTCIIBHO AJIA yI[O6CTBa IIOHUMAaHUs.

3aMeTHM, YTO JUIS COBMECTHOCTH CHCTEMBI PAacKpacoK HE0O0XOIMMO, YTOOBI
CyIIECTBOBaJIa HyMepalus Kpacok B rpadax Gq ocraTkamu 1o Monysto d Takas, 4To
cucrema cpaBHeHuidl t = r(mod d) 11 COOTBETCTBYIOLIMX HAYaJIbHBIX TOYEK t
Obla OBl pa3pemmrMa JJisi BCeX MEePUOI0B.

Jloka)keM HECKOJBbKO (aKTOB M3 TEOPUU UMCEN, TMOJIE3HBIX s JalbHEHIIero
U3JIOKEHUSI.

Jlemma 1. Ecnim d = ab, tae a u b — B3auMHO NpoOCThIe YHCIa, TO CPaBHEHUE
X = r(mod d) 5KBHBaJICHTHO CHCTEME U3 JIBYX CPaBHEHHI

z=r (mod a)

2z =r (mod b)
Hokazamenvscmeo. Eciu X — peleHne nepBoro cpaBHenus, 10 X = ld + r mis

HekoToporo 1. Orciona, umeeM: X = lab + r, To ectb cpaBHeHus X = r(mod a) u
X = r(mod b) Bepusl. OOpaTtHO, ecnu IS X BBIIOJIHEHBI 00a CpPaBHEHUS X =
r(mod a) ux = r(mod b), Tox = l;a + r = ,b + r, orkyna umeem, gto l;a = 1,b,
T.€., B CUIy B3aUMHOH IIpOCTOTEI uucen a u b, 1; nemurcs ma b, tak urol; =1;'b, a
x=lha+r=lab+r=1;d+r, 1o ects X = r(mod d).l>

Jlemma 2. Ecmu d = otjky .0k, — pasloxeHue yucia d Ha pasauyHbIE IPOCTHIE
MHOXHUTEIH O , TO cpaBHeHHE X = r(mod d) MOXHO 3aMEHHTb Ha CHCTEMY
CpaBHEHHUU
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z=r (mod ;')

z=r (mod

ﬂokaffameﬂbcm@o. HHH J0Ka3aTeJbCTBa JOaHHOTO YTBCPKACHUA JOCTATOYHO
HCCKOJILKO pa3 MpUMCHUTH JIEMMY ID

Jlemma 3. Cuctema cpaBHenwuii X = r;(mod o), rie « — npoctoe uucno, i = 1,...,n
u ky <k, <..<Kk,, paspemmma Torma u ToJbKO TOrAa, Korja ry = rj(mod o)
mpu Bcex 1 > j. Ecnm 3TO yciaoBHE BBIINOJIHEHO, TO JAaHHAsl CUCTEMA CPABHEHUM
SKBHBAJICHTHA OJTHOMY CPaBHEHHMIO X = I, (mod o).
Jloxazamenvcmeo. Ecau cuctema paspemma M X = t — pelieHue 4 i >j, To
t= liotki +1;= l]-otkj +1j, TO €CTh I} — Ij JCIUTCS Ha ol WIH, 4YTO TO K€ caMoe,
r; = rj(mod o) . O6parno, ecin 1; = rj(mod of) mpu Beex i>jux=t —
pelueHne cpaBHeHHs X = ry(mod o), To t = la® + r, = rj(mod o) am Beex
j <n, To ecTh t SIBIAETCA PELICHHMEM BCEX OCTAJIBHBIX CPAaBHEHUU U UX MOXKHO
UCKITIOYUTb, TIPH 3TOM MHO>KECTBO PELICHHI HEe U3MEHUTCS. >

kip King

Jlemma 4. IlycTb nMeeTcs cucTeMa cpaBHeHnH X = ri(mod d) n d; = oy 0t
1

pa3iokeHHe Ha MPOCThle MHOXUTENH. [lo ysemMMe 2 MOXKHO KaXIOe CpaBHEHHE
3aMEHUTh Ha CUCTEMY CpaBHeHuil X = r;(mod a:;”). Ecnu mpu 3TOM BCe 1EMOYKH
CpPaBHEHHWH IO MOIYJISAM CTEICHEH KaXIOro IPOCTOr0 4YHCa YIOBIETBOPSIOT
YCIIOBHIO JIEMMEI 3, TO MEpBOHAYAIBHAS CHCTEMa CPAaBHCHHU pa3perrnMa U MOXKET
OBITh 3aMeHeHa Ha cucTeMy X = rj(mod a:(si:i), rzie ki, — MakcumainbHas CTeneHb
TPOCTOTO YHCIA O,

Jlokazamenvcmso. [lo nemme 3 Tpebyemas 3aMeHa MOXKET OBITh IPOW3BEICHA H,
TakuM o00pa3oM, Hamla CHCTEMa CBENETCA K CHCTEME CpaBHCHHH BHAAa X =
ri(mod o), rae oy — pasiIuyHbBle NpocThle uucna. Ho Takas cucrema nmmeer
pemieHue (HampuMep, 1Mo KUTAHCKOH TeopeMe 00 ocTaTkax, T.K. pa3Hble IPOCTHIC
YHCIia B3aUMHO MPOCTHI), 3HAYUT UMEET PEIliCHHEe U IIepBOHAYANIbHAS crcTeMa. >
Jlemma 5. Ecmu a = b(mod o®), a b = c(mod 0(5') JUIL HEKOTOPOro MpOCTOro
ypcna aus < s,Toa = c(mod a°).

Joxazamenscmeo. Tlo yenosuo a = o’l+b =a’l + o1 + c = o (1 +1) + c.
Teopema. Ecnu 11 cucTeMbl pacKpacoK BBITIOJTHEHBI YKa3aHHBIC BBIIIE CBOWMCTBA 1,
2, 5, To 3Ta cUCTEMa COBMECTHA.

Jlokasamenbcmso. HazoBeMm kopHeM rpada Gy BepmmHy, B KOTOPYIO HE BXOIUT HU
omHO pebpo. ITockonbky y m000W mapbl BepmuH u3 Gy ecTh 00U mpeaok (ux
HauOOIBIINN OOIIHH JETUTENh), TO KOpeHb y rpada Gy oauH.

Ynopsmounm Bee BepmuHbl rpada Gy ecTeCTBEHHBIM 00pa3oM: 10 BETUIHHE YUCITa
d, crosimero B BepminHe. Takoi MOpsAAOK 00JamgaeT OJHUM XOPOIIMM CBOHCTBOM:
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NpeIOK BCerJa WIET paHbllie MOTOMKa, — T.K. HPEIOK SIBISETCS COOCTBEHHBIM
JICTTUTENIEM ITOTOMKA, TO OH MEHbIIIE MOTOMKA 110 BeJauduHe. CaMbIM MEPBbIM B STy
BepimH rpada Gy OTHOCHTENBHO JAHHOTO TOPSAKA OKa3bIBAETCs KOPEHb, T.K. BCE
OCTaJIbHBbIE BEPILIUHEI SBJISAIOTCS €r0 MOTOMKAMH.

Beenmem Hexortopsie obo3naueHus. I[lycts d; < d, < .. < dy — BepmmHBI rpada
Gy. Ecim p — Hekoropas packpamienHas BepuinHa-niepuoj B rpade Gg, TO MBI
JIOJDKHBI COIOCTaBUTh €l HEKOTOphI ocraTok r(p,d) mo momymwo d, Tak d4TO
r(py,d) = r(p,,d), ecau pq, p, MoKpamensl oxHON Kpackoil u r(pq,d) # r(p,,d),
€Clii Py, P, MOKpalIeHbl B pasHble I(BeTa. Hama menb — Tak MPOHYMEpOBaTh
0CTaTKaMH KpPacku, 4To0bI CHCTEMa

T= r(p, d1) (mod d1)

2 = r(p,du) (mod dar)

MMena pelreHne I Kaxaoro p € P.

J1st mocTpoeHus Takoi HyMepalu OyieM JeicTBOBAaTh METOJIOM MaTeMaTHYECKOM
WHITYKIAH.

Bbaza unayknuu: B xopHe dq 10 cBoiicTBy 1 mMeeTcs He Oosbiie d; OAHOIBETHBIX
MHOXXECTB, U MBI MOXXEM IPHCBOUTH MM IPOU3BOJIbHBIC PA3JIMYHbIE OCTaTKHU MO
Moxmymio d; . OdeBHAHO, I JHOOOTO oOCTaTKa I MO Moxmymo d; CymecTByeT
pemeHne cpaBHeHHA X = r(mod d;) — 3TO caM OCTaToK T.

[ar wHAYKOUU cOCTOUT B ciexyromeM. IIpeamomoxum, uro ans dq, dy, ... , dy_q
HyMepaIus KpacoK OCTaTKaMH Y)Ke IPOM3BeIeHa TaK, YTO CUCTEMaA

T= r(p, d1) (mod d1)

2= r(p,de_1) (mod dx_y)

UMeeT pelreHne i kKaxaoro p € P. O0o3HaunM pemeHne 3Toi cucteMsl ty_q (p).
IMoctpoum HyMepamuio st Kpacok, KOTOphIMH TOKpaumieH rpad Gg, . Bee
BEPIIMHBI-TIEPUOIBI B Gg, pasOMBAIOTCS HA HENEPECEKAIOIIMECS OITHOLBETHBIE
MHOXecCTBa Sq, ... , Sy, K&XIOMY TaKOMY MHOECTBY JIOJDKEH OBITH IOCTaBJICH B
COOTBETCTBUE CBOW OCTATOK.

Ilo cBoWcTBY 2, MHOXeCTBO S; B J00OM pojutene BepiiuHbl dy SBISETCS
OJTHOIIBETHBIM M MOXXHO JTOMY MHOXECTBY COIIOCTaBHTh HabOp IIBETOB B
ponurensx di . JlBa mHoxectBa S M S;, OyleM Ha3bIBaTh MOXOKHMH, ECIH B
Ka)XIOM U3 poauTesieil dy OHM MOKPAIICHBI B OJJHHAKOBBINA 1BET. ECiH ke B KaKOM-
TO W3 POJIUTENECH WX LBET Pa3ln4aeTcsi, TO TaKWe MHOXKECTBa OyaeM Ha3bIBaTh
HETIOX0)KUMH.

PaccmoTpuM MHOMXKECTBO S; misi HeKoToporo i. Beibepem kakoil-ro mepuon p,
JeXAmUA B S; U PAaCCMOTPHUM DENIEHHUE t = ty_1(,) COOTBETCTBYIOIMIEH CHCTEMBI
cpaBuenui. [Iycts t = r(mod dy), rae r < dy — ocrarok ot genenus t Ha d. Eciu
d; — mpenok dy, To r = r(p, d;)(mod d;). HeiictBurensno, t = r(p, d;)(mod d;),
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spaunr t=dl +r(p,d) =dJ+r , orcioma, r=dl —dg+r(pd)=dl +
r(p,d;), T.x. d; — npenok dy, T.e. SBIIETCS €ro COOCTBEHHBIM JenuTeieM. bombiie
TOTO, €CIM M — HaWMeHbIee olmiee KpaTHoe Bcex poaureied dy, To r + am =
r(p, d;) (mod d;) nns mro6oro uenoro a. ITo cieayer U3 Toro, 4To m Aenutcs Ha d;.
Hmeercs poBHO % quces BUjA I' + am, IONajaolinX B MpoMexyTok ot 0 mo dy —
1, T.e. sBIAIOIIKXCS ocTaTkaMu 110 Moayio dy. C apyroit cTOpoHsI, IO CBOMCTBY 5
umeeTcs: He 0oblie % MHOXECTB S;, TIOXOKHUX Ha S;, T.€. MOKPAIIEHHBIX B KaXIOM

u3 poxureneit d, B TOT e LBET, YTO W MHOXKECTBO S;. JleWCTBHTENHHO, €CIH
00BEIMHUTE BCE TOXOXKHE Ha S; MHOXECTBA, TO B KakKOOM pozaurtene dy 3TO
o0beIMHEHNE SABIISETCS OJHOIBETHBIM, & IO CBOMCTBY 5 Takoe€ MHOXECTBO HE
d

MOJKET OBITh MOKPAIIICHO OOJIBIIE YeM B ;k 1uBeToB B rpade Gy, . Takum oOpasom,
MOXXHO KaXXJIOMYy TIOXOKe€MY Ha S; MHOXECTBY COMOCTAaBUTh OCTATOK BHJA I + am,
MpUYeM BCE TAKUE OCTATKU MOKHO CJIENaTh Pa3HBIMHU.

Htak, MBI COTTOCTaBIIIA KaXJAOMY U3 MHOXKECTB S; HEKOTOPBIA OCTATOK MO MOIYIIO
dy. IIpudaeM 1y pasHBIX S; 9TH OCTaTKM PasHBIE: €CIM JBa MHOXeCTBa S; W S;,
MOXO0H, TO OCTATKH Y HUX Pa3JIMYHBI [0 MOCTPOSHUIO, & €CITU OHHU HEMOXOXKH, TO
OCTaTKU OyAyT Pa3iHyHBI, T.K. IO MOAYJIO OJHOTO M3 poauTesieii dy 3T OCTaTKH
CpPaBHHUMBI C Pa3HBIMU YUCIAMHU (JJI1 TOTO U3 POJIUTENEH, I KOTOPOTO MHOKECTBA
Si, ¥ S;, TTOKpaUIEHbI B Pa3HBIE IIBETA).

Heo0xoaumo mokasarh, 4T0O HOBast CHCTEMA

T= r(p, d]_) (mod d]_)

2 =r(p,dy) (mod dy)

MMeEeT pelIeHue Ayt moboro p € P.

PaCCMOTpI/IM JAAHHYIO CUCTEMY CpaBHCHHﬁ. IIo memMe 2 MOXXKHO 3aMEHHTH €€ Ha
CHUCTEMY BHUA

z =1r(p,d1) (mod a;*)

z = r(p,dx) (mod a™)

TJie O — MPOCTBIE YHCIIA, BXOAAIME B PasNoxkeHue Jucen d;.

HyXHO mpoBepUTh HE HAPYIIWIACH JIH COBMECTHOCTb CHCTEMBI NPHU I00ABICHHU
HOBBIX cpaBHeHHH. [lycTh 0 — HauOombIas CTeNeHh HEKOTOPOTO TIPOCTOTO YHUCIIA
o, BXOJAIIAS B pa3jioKeHHe unchaa dy Ha TPOCThIe MHOXKHTENH. Torma K
NepBOHAYANbHOM cucTeMe gobaBisiercs cpaBaeHne X = 1(p, di)(mod o). Ectb nBa
Clydasi: WM S — MaKCHMallbHasi CTEMEHb M3 CTeMeHeH o, BXOAAIMX B d; WIH Ke
9Ta CTENCHb HE MAKCUMANbHASI.

[lycTh s — MmakcumaibHas cTeneHb o M MycTh Hekotopoe d = dj, j < k umeer B

CBOEM pasyiokeHuu crerneHb o , s < s. Torma mMeercst oOmuil mpeaok d BepIMH
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d u d, KOTOpBII Takke MMEET B CBOEM pasyiokeHuu creneHb o . Ilycts d

ponutens dy, TaKOH, 4TO d' memur d", TOrIa d’ JIEIIUTCS Ha HEKOTOPYIO CTENEeHb O(S”,
Tak uto s <s <s. Ilo mocrpoenmio, r(p,dy) =r(p,d)(modd"), 1o ectp
r(p,dy) = r(p,d")(mod (xS”) . Ilo npennonoxenuto wuHAYKIMH, r(p,d) =
r(p,d)(mod o) ur(p,d") = r(p,d)(mod o). Orciona, mo nemme 5, r(p, dy) =
r(p,d)(mod asv) ur(p,dy) = r(p,d)(mod asv), TaKUM 00pa3oM yCJIOBHE JIEMMBI 3
He HapyLIaeTcsl PU J00aBICHUH HOBOTO CPaBHEHHUS.

Cnyyai MmakcMMasibHOM Cny4an He MakCUMasibHOWM
CTerneHu a: s'ss cTeneHu a: s'>s

Puc. 5. Hnmocmpayus pacnpedenenus cmenenel a 8 pasHulx CLy4asax
Fig. 5 Distribution of degrees of ain different cases.

Ecnu ke s — He MakcuManbHas creneHb a, To umeercs d = d;, j < k, umeeromiee B

CBOEM pa3JIOKEHMH CTeleHp a° , S > S. AHAIOTMYHO MNpeIbIAYIIEMY CIIy4alo,
umeetcst o6mmii npeok d BepmuH d u dy, KOTOPEIH HMEET B CBOEM Pa3lOKEHHH
crenens o, [Tycts d — pomurens dy, Takoii, uro d memur d , Torma d genmures Ha
crerenp of. ITo npexmonoxkennto uaaykuun, r(p,d) = r(p,d)(mod o). C apyroit
cropombl, mo mocrpoerno r(p,dy) = r(p,d )(modd) , to ects r(p,dy) =
r(p,d")(mod o), u, TakuM 0Gpa30M, HOBOE CPABHEHHE SKBHBAICHTHO OIHOMY W3
yKe UMEBILIHXCS, TAK YTO YCIOBHE JIEMMBI 3 CHOBA BBIMIOJIHEHO.

Wrak, npu N00aBICHUH HOBBIX CPAaBHEHHUIl YCIOBHE JEMMbI 3 BBINOJHSIETCS, TO
€CTb, 110 JIeMMe 4 HOBasi CUCTEMa CPaBHEHHH OYAET UMETh peLICHHE.

Ocranocs MOKa3aTh, YTO paclucaHue, B KOTOPOM perneHust ty(p) SBASIOTCS
HAaYalbHBIMH TOYKaMH OyneT OeCKOHQUKTHBIM. DTO BBITEKACT M3 TOTO, YTO
tu(p) = r(p,d)(mod d), m nas p;, p; ¢ HambonbImUM OOmMM jenuTeneM d B
rpade Gy BEpUIIMHBI D1, P Pa3HOTO IIBETa, TO €CTh, IO MOCTPOCHHIO, OCTATKH
r(p;,d), r(p;,d) Taxke pasmuunbl. To ectb ty(py) u ty(p,) UMeEOT pasHble
ocratku no wmoxaymo d = (p1,pz), 4, COIMNIACHO CIEICTBUIO 1, pacmnucaHue
6eckonpnuKTHO.>

198




3enenos C.A., 3enenos C.B. Kpurtepuii cymiecTBoBaHUs OSCKOH()IMKTHOTO pPACIUCaHUS ISl CHUCTEMbl CTPOTO
neproandeckux 3anad. Ipyoet UCIT PAH, Tom 29, Beim. 6, 2017, ctp. 183-202

W3 noxaszatenbcTBa TEOPEMBI BUAHO, YTO IJISI COBMECTHOCTH CHCTEMBI PACKPACOK
JIOCTAaTOYHO BHITIOJIHEHHUSI CBOWCTBA 5 [UIA poawTesell BepmuHBI d, a HE A
IIPOU3BOJBHOW CHCTEMBl MPEAKOB O3TOM BEPIIMHBI, TaK 4YTO OKOHYATEIbHBIN
pe3ysbTaT MOXKHO COPMYIIHPOBATH TaK:

Teopema o cywecmsosanuu 6eckongaukmmnozo pacnucanus. JIs CHCTEMBI
neprosioB P cymecTByeT OSCKOH(IMKTHOE pacnMcaHHe TOTrJa M TOJBKO TOr[a,
KOI'/1a CYIIECTBYeT cucteMa packpacok rpados Gy st Bcex d € H takast, uto

e B packpacke rpada G4 ucrmonszyetcs He Oonee d kKpacok U packpacka 3ta
HpaBUIIBHAS.

e Ecmu B rpade G4 nmeercst pacKpamieHHOE OJTHAM [IBETOM MHOYKECTBO
BepIuH, To B rpade Gy, Tae d — npenox d B rpade Gy 3TO MHOKECTBO
TaK)Ke OJIHOTO IIBETA.

e [Ilycte dy, ..., dy — pomutenu d B rpade Gy, U IMyCTh TOAMHOKECTBO S
BEPLIMH-TIEPHO/IOB ABJISAETCA OTHOLBETHBIM BO BeeX rpadax Gq, i = 1,..k.
Torza B rpade Gy 3TO MOJMHOKECTBO BEPIIMH pacKpanieHo He GoJiee ueM

B ————— IIBETOB.
HOK(d1,....di) o

5. 0630p cywecmeyrwux nodxo0oe K MOCMPOEHUIo
pacnucaHutl 05151 cmpo20 nepuoduyecKux 3aday

B pa6orax [7], [10] uccnemyercst ciayuail MIaHUPOBaHHS CTPOrO IEPHOIMYECKUX
3amad 6e3 mpepbIBaHUH. J[0Ka3bIBalOTCS KPUTEPUH OSCKOH(MIMKTHOCTH IS CIydast
IByx 3anad Ha ocHoBe HOJl mx mepmosnoB. Taxke MPUBOAUTCSA pAI TPOMO3IKUX
JIOCTaTOYHBIX yCJIOBMH OECKOH(IMKTHOCTH B 0OIIEM cilyyae Ha OCHOBE
paccmotpenust HOJL Bcex mepuoioB.
Otmetum, uto HOJI Bcex nmepuoaoB SIBISIETCS CIUIIKOM Tpy0oil XapaKTepUCTHKOM.
Hanpumep, ans 3agau ¢ nepuogamu 6, 10, 15 pacnucanne mocTpouTh BO3MOXKHO,
xots ux HOJ[ = 1.
B pa6orax [5], [6], [11], [12] wucchenyercs ciydaii IUIAHMPOBAaHHS CTPOTO
MEPUOINYECKHX 3a10a4 C IIPEPHIBAHUSIMU.
B pa6ote [11] qoka3aHbl yCIOBUS HEBO3MOXKHOCTH MOCTPOEHHS PACIIUCAHUS:

®  KaKHe-TO JIBa EPUOJIbI B3aUMHO-TIPOCTHL;

e HO/I nmepnooB KakuX-TO JIBYX 3a/1a4 JEJIUT Pa3HOCTh UX CTAPTOBBIX

TOYEK.

Kpome TOro, mpHBOAMTCS TI'POMO3JKOE JOCTATOYHOE YCJIOBHE HEBO3MOXKHOCTH
IOCTPOCHUA paclucCaHusd B Cliyda€, Koraa Jid MOaHHBIX 3aJda4 AOIIOJHUTCIBHO
BBEJICHO OTHOIIICHUE IIPEAIICCTBOBAHUSY.

B paGore [12] npemiaraercst SBpUCTUYECKUM aJTOPUTM [TOCTPOEHHS PACIIUCAHUI C
YCIIOBHEM, YTO BBIXOJ W3 TIpepbIBaHUSA TpeOyeT HEHYJIeBOe BpeMs. 3anaud
TUTAHUPYIOTCST MOCIEOBATEIBHO IO MEpe BO3paCTaHUs WX MEPHOAOB, MPUYEM B
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Ka4yecTBe TOYKM CTapTa JUlsi O4YepelHON 3aJaud BhIOMpAeTCs HAaUMEHbIIAsl U3
rapaHTHPOBAHHO CBOOOAHBIX To4YeK. Ecim 3TOro cienarh He yaanoch, TO CUUTASTCS,
YTO pacHHuCaHue MOCTPOUTh HEBO3MOXKHO. OTMETHUM, YTO 3TO BOOOIIE TOBOPS HE
TaK, MOCKOJBKY aJrOpUTM HE MepeOupaeT ApPyrue BO3MOMXHOCTH i BBIOOpa
cTapToBOit Touku. TeM He MeHee, ATOPUTM paboTaeT B ciydae, KOrjaa KOJHYECTBO
3aJa4 CPaBHUTENHLHO HeBenuko, a momapHble HOJ] ux mepuomoB I0CTATOYHO
GOoJIbIIHE — TOTJa MHOXECTBO T'apaHTUPOBAHHO CBOOOJIHBIX TOYEK HE YCIEBAET
CTaTh MyCTHIM K MOMEHTY TJIAHUPOBAHUS MIOCIIEAHEH 3a/1auH.

B pa6orax [5], [6] npemnaratorcs mepebopHbie (C HEKOTOPHIMH ONTHMH3AIHSIMHE)
QITOPUTMBI [TOCTPOEHUST PACIHUCAHUN C [EbI0 MHHUMH3UPOBATh CyMMapHOE
KOJIMYECTBO MPEPhIBAHUI (IIPH ATOM CaMH TPEPHIBAHKS CUUTAIOTCS «OECIUIATHBIME).
Co0OCTBEHHO MepedOop MCIONB3YETCS IS MMOUCKA CTAPTOBBIX TOUCK.

OTMeTHM, YTO BO BCEX MPHUBEAEHHBIX alropuTMax (B T.4. «IepeOOpHOI»
Mo upuKanuy aaroputMa u3 [12]) Hamuuue peanbHOro KOH(IUKTa B PACIHUCAHUH
MOYKHO YCTaHOBHTH TOJIBKO MepedpaB BCe BO3MOXKHBIE BAPUAHTHI.

6. 3aknroyeHue

B mnacrosmeilr paboTe mpemToKeH HOBBIA MOOXOA K aHAIH3y BO3MOXHOCTH
MOCTPOCHUS paclHucaHus JUis CTpPOro nepuoAudeckux 3agad. Ha ocHoBe
MPEVIOKEHHOTO TIPEACTaBICHUS CTPYKTYPHI IPYTIIIEI IEPHOA0B B TEPMUHAX TEOPUHU
rpadoB J0Ka3aH KPUTEPUH CYIIECTBOBaHHS OCCKOHMIMKTHOTO HabOpa CTapTOBBIX
TOYEK JUIsl IPOU3BOJIBHOTO KoJIMdecTBa 3anad. IlonydeHHBI KpUTEpUil MO3BOJISAET
nu00 HANpaBIeHHO HAWTH CTapTOBBIE TOUYKM, JHOO OBICTPO YCTAaHOBUTH, UYTO
pacnucaHyue NOCTPOUTh HEBO3MOXKHO.

Pesynbrar Hactosmeil pabOThI MO3BOJSIET MPOJIODKUTH HCCIECHOBAHHSA IPOOIEMBI
HOCTpOeHHsT OECKOH(IIMKTHBIX PacIHMCaHUil U B TO K€ BPEMs YKa3bIBaeT Ha CIOHOCTh
aTOW mpoOeMbI B 00IeM ciydae. B paMkax JaHHON MpOOJIEMBbI BO3HHKAIOT, B
YaCTHOCTH, CJIEIYIOLIME HAIIPABICHUS AJIs TaIbHENIIINX UCCIIEOBaHUIL:

o CO3/1aHNEC aJITOPUTMOB IMOCTPOCHUA paCHI/IcaHI/Iﬁ (B TOM YHCJIC JId 3a1a4 C
IIPON3BOJIbHBIMU JIHI/ITGHI)HOCTHMI/I);

o BOIPOC ONTUMU3ALIUU pACIIpEACICHU 3a/1aY 110 HCCKOJIbKUM yC’I‘pOﬁCTBaM
C 3aJIaHHBIMHU XapaKTCPUCTHUKAMMU;

o BOIIPOC UBMCHEHUA paClIMCaHUd IPHU }106aBHeHI/II/I HOBBIX 3a1a4,

e  BBHIOOp MOAXOANIMX XapaKTEPUCTUK (HATIPUMED, IEPUOJIOB) 3a/1a4, €CITH
€CTb BOBMOXXHOCTb MEHATH OTU XapaKTCPUCTHUKN B HEKOTOPBIX IMPEACIaAX;

®  COCTaBJICHHE PACIMCAHUs IIPU HAIWYNU JIOTIOJTHUTEIBHBIX TPEOOBaHUM,
TaKUX KaK CHHXPOHHU3aLKs 3a]a4 WIN JOTIOJHHUTEIbHbIE OrPaHNYCHHS Ha
BpEMS IIEPECHUTKN COOOIIEHHH.

HccrnenoBannio 3THX H  JIPYTHX CMEXKHBIX BOIMPOCOB MBI IOCBSITHM HAIU
clenyromnme padboThl.

200



3enenos C.A., 3enenos C.B. Kpurtepuii cymiecTBoBaHUs OSCKOH()IMKTHOTO pPACIUCaHUS ISl CHUCTEMbl CTPOTO
neproandeckux 3anad. Ipyoet UCIT PAH, Tom 29, Beim. 6, 2017, ctp. 183-202

Cnucok nutepaTtypbl

[1] 3sikoB A.A. OcHoBbI Teopuu rpadoB. M: Bysosckas kuura, 2004.

[2] Kpucrodunec H. Teopus rpado. Anropurmudeckuii moaxon. M: Mup, 1978.

[3] Ope O. Teopust rpados. M: Hayxka, 1980.

[4] Bunorpamos M.M. OcuoBsl Teopuu uncen. M.-JI.: Foctexusnar, 1952.

[5] 3enenor C.B. IlnanupoBaHHEe CTPOTO IMEPHOAMYECKHX 3aqa4 B CHCTEMax peabHOTO
Bpemenn. Tpynst UCII PAH, tom 20, 2011 ., c. 113-122.

[6] TperpsakoB A. ABToMarH3alysi MOCTPOCHHUS PACIIHCAHHMIN I MEPHOAUYECKUX CHCTEM
peansHoro Bpemenu. Tpymer MCII PAH, tom 22, 2012 r., crp. 375-400. DOI:
10.15514/ISPRAS-2012-22-20.

[7] Kermia O., Sorel Y. Schedulability Analysis for Non-Preemptive Tasks under Strict
Periodicity Constraints. Proceedings of the 2008 14th IEEE International Conference on
Embedded and Real-Time Computing Systems and Applications, 2008, p. 25-32.

[8] LiuC.L., Layland J.W. Scheduling Algorithms for Multiprogramming in a Hard-Real-
Time Environment. J. ACM, 1973, No 20, p. 46-61.

[9] Liu J.W.S.W. Real-Time Systems. Prentice Hall PTR, Upper Saddle River, NJ, USA,
1st edn. 2000.

[10] Marouf M., Sorel Y. Schedulability conditions for non-preemptive hard real-time tasks
with strict period. Proceedings of 18th International Conference on Real-Time and
Network Systems, RTNS'10, 2010, p. 50-58.

[11] Yomsi P.M., Sorel Y. Non-Schedulability Conditions for Off-line Scheduling of Real-
Time Systems Subject to Precedence and Strict Periodicity Constraints. Proceedings of
11th IEEE International Conference on Emerging technologies and Factory
Automation, ETFA'06, WIP, Prague, Czech Republic, September 2006.

[12] Yomsi P.M., Sorel Y. Schedulability Analysis for non Necessarily Harmonic Real-Time
Systems with Precedence and Strict Periodicity Constraints using the Exact Number of
Preemptions and no Idle Time. Proceedings of the 4th Multidisciplinary International
Scheduling Conference, MISTA'09, Dublin, Ireland, August, 2009.

Non-conflict scheduling criterion for strict periodic tasks
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Abstract. In the paper, we address mission critical systems, such as automobile, avionic,
mobile robotic, telecommunication, etc. Such systems must meet hard real-time constraints in
order to avoid catastrophic consequences. To meet the real-time constraints, strict periodicity
is used (i.e. for any periodic task, time between release points is constant). Sensors, actuators
and feedback control functions are typical examples of strict periodic tasks. We study a
monoprocessor preemptive scheduling problem for arbitrary number of strict periodic tasks.
In this context, we focus on the following problem: how to find non-conflict set of task
release points (i.e. sequences of instance release points for different tasks must not intersect).
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First, as a preliminaries, we introduce some fundamental definitions and prove several
elementary schedulability conditions. Next, we investigate the correlation between the
scheduling problem and a graph coloring problem for graphs of some special kinds. The
graphs under consideration are built on the basis of the tasks' period values. We introduce a
notion of divisibility graph for tasks' periods, and study compatibility of graphs' coloring with
respect to the schedulability problem. At last, we prove a theorem that provides necessary and
sufficient graph coloring conditions for schedulability of given strict periodic tasks. This
theorem allows either to find non-conflict set of task release points directly, or to determine
quickly that scheduling is impossible.
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AnHoTamms. B nanHoi#t paboTe paccMaTpuBaIOTCs MPOOIEMBI MacIITaOUPYEeMOCTH MPOEKTa
Keystone — meHTpanpHOrO cepBUCAa AaBTOPW3AIMM W ayTeHTH(UKauu oOJavyHOH
miardopmer Openstack ¥ HOBBIN MPUHIUIT TOCTPOEHHSI CEPBHCA, MO3BOJLSIIOMINN H30eraTh
9THX mpobneM. B Oomee paHHHMX paboTax OBUT MPENIOXKEH MOAXOA K MacIITaOHpOBAaHHUIO
Openstack Keystone myrem otkaza ot wucnomns3oBanmst CYBJ[ MySQL/MariaDB u
PostgreSQL B kauecTBe XpaHMWIMINA JaHHBIX CepBHCa B MOJNb3y pacnpeneneHHbIX NoSQL
peurenuii. JlanHas paboTa TIpenCTaBiIsSeT  MONHOLECHHYIO — peajM3alliio  CepBHCaA,
obecrieunBaromiero noinyo ¢ynkiponansHocts Openstack Keystone APl V3, na 6ase API
Gateway u ucrnonb3oBanust Apache Cassandra.

KaroueBbie cioBa: Openstack Keystone; Apache Cassandra; Kong; APl Gateway; Lua;
00JTauHBIE CPEIIBL.
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Peanmsanms cepBuca i 3ameHsl  Keystone B kauecTBe LIEHTPAJIbHOTO CepBHCA
uaeHTHdUKamu 00mauHoi matdopmsr Openstack. Tpymast UCIT PAH, tom 29, Bbim. 6, 2017
r., ctp. 203-212. DOI: 10.15514/ISPRAS-2017-29(6)-11

1. BeedeHue

B coBpeMeHHOM Mmupe CyYIIECTBYET HEOOXOJAMMOCTh HAAECKHOTO XpaHEHHS W
orepatuBHOH 00paboTKH OoipmIX 00BeMOB MAaHHBIX. OnmHUM ©3 Hambolee
NEPCIEKTUBHBIX MOAXOAOB B JaHHOM 0O0JIaCTH SIBISETCS IIOCTPOCHUE CHCTEM

1

POOU 15-29-07111 odu_ M — UccnenoBanue METOIOB 00eCIICUCHHS MACIITAOUPYEMOCTH CHCTEM B
001auHBIX cpenax U pa3padoTKa BHICOKONPOU3BOAUTEIBHOIO OTKa30yCTOHYHBOTO LEHTPAIBHOTO
cepBHCca UACHTU(HUKALIIN.
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XpaHEeHHsT U O0pabOTKHM JMaHHBIX HAJ OOJAuYHBIMH cpelaMu. Pecypchl o0i1adHOM
cpensl MOTYT TPENOCTAaBIATHCS KIHMEHTY B MOJENsAX oOcimyxuBaHus laaS
(uadpacTpykTypa Kak yciyra), PaaS (ruiardopma kak ycnyra), SaaS (mporpamMmmHoe
obecreueHue kak ycnyra), DaaS (pabouee okpyxenue kak yciyra) [1]. B nannoit
paboTe paccmarpuBaercsi oOmauHas miardpopma Openstack u ee cepBHCHI,
obecrnieunBaromue laaS Moaens 00Ty KUBaHUS.

Monenp laaS xapakrepusyercsl NpeoCTaBICHHEM BBIYHCIUTENbHBIX BUPTYaJIbHBIX
pecypcoB, BO3MOXKHOCTBIO OpraHM3allMM CeTeH, a TaKkKe MpeJ0CTaBlICHUEM
pecypcoB XpaHeHHus! (3arpy30uHble 0Opasbl OIEPalMOHHBIX CHUCTEM, XPaHUIIHUIIA
OOBEKTHBIX JaHHBIX W BHUpTyalbHble OJIOYHBIE YycTpoiicTBa). [laHHas Mopenb
noapasymeBacT IIOJIHOLICHHOC HUCII0JIb30BaAHUC KIIMCHTOM BBIYUCIIUTCIIbHBIX
PECypCOB BBHIICIEHHON BHPTYAIBHOW MAITHHEI U SIBIIETCS CaMOH HU3KOYPOBHEBOM
MOJIEITBI0 OOCITY>KUBaHHS B O0JIAYHBIX Cpeaax.

OOnavHple yCIyrW NPENOCTAaBISIOTCS Ha KOMMEPUYECKOH OCHOBE TaKUMH
npoBaiiiepamu kak Amazon EC2 [2], Microsoft Azure [3], Google Compute Engine
[4] m psmom gpyrux. OAHAako CyIIECTBYET MHOXECTBO CHUTyaluil, rae
HCIIOJIE30BaHNUE ITyOINYHBIX OOJIAYHBIX CEPBUCOB HEIOITYCTHMO W3-32 TTOBHIIICHHBIX
TpeOOBaHUI K KOHTPOJIO HaJ MOJIb30BATEIbCKIMH JaHHBIMH. B TakuxX ycCIOBHSIX
KaK MPaBWIO WCIIONB3YIOTCS IPHUBAaTHBIE OONAYHBIC CPEObl, TOCTPOCHHBIC Ha
wiatgopmMax ¢ OTKPBITHIMH HCXOAHBIMH Koaamu. Cpenu OTKPBITBIX IuiaTdopm,
NPEOCTABIISIONIMX BBIIEIAIOTCS cieayromue npoektsl: OpenStack [5], Eucalyptus
[6], OpenNebula [7].

Kpome omucanHOi Bbilie (DYHKIIHOHAIBHOCTH OOJauHble MIAT(HOPMBI JOTHKHBI
MOAJACPKMUBATE BO3MOXKHOCTDH MaCIHTa6I/IpOBaHI/I$[ KaK OTHOCHUTCIIbHO (1)I/I3I/I‘ICCKI/IX
y3JIOB CHCTEMbl, TaK M OTHOCHTEJIbHO KOJIMUECTBa II0JIb30BATENCH CHCTEMBI C
YY4ETOM pa3/ejieHdusl TpaB JOCTyma. ApXUTEKTypa o00JadHbiX [miatdopm
NpesCTaBisieT U3 celsi OOJBIIOE YMCIO HW30JMPOBAHHBIX CEPBUCOB, KAXIBIA M3
KOTOPBIX peali3yeT omnpejieieHHyo (yHKIHMOHAIbHOCTh 00nauHoi cpenpl [8]. Bee
CEpPBUCHI CUCTEMBI 00sI3aHBI MTOJUIEPKUBATh Pa3IMYHbIC BapUAaHTHl Pa3BEPTHIBAHMS
Ha MHOXKECTBO (PU3MUECKHX Y3JIOB.

OO0s3aTeIbHBIM  KOMITOHEHTOM OOJayHBIX TUIATGOPM  SIBIISETCS CIEHHANBHBIN
MOJIyJIb, OTBEYAIOIIMI 32 ayTeHTU(MKAIMIO W ABTOPU3ALMIO II0JIb30BaTEICH H
cepBHCOB 00JauHON cpenpl (Hanee — cepBHUC HiueHTH(GUKaMK). C IeIbI0 3aIIUThl
OT HOAMEHBI aIllapaTHBIX Y3JI0B W NPOBEPKM IpaB JIOCTyIa Ha 3alpalinBacMble
pecypcel  BCe  TIOJACHCTEMBI  IIPOEKTa  B3aMMOJEHCTBYIOT C  CEPBHUCOM
uneHTnGUKaIuu. B CBSI3M ¢ 3TMM JaHHBIA CEpBUC IMMOJBEPraeTcsl CyIIECTBEHHOM
Harpyske, KOTopasi pacTeT B 3aBHCHMOCTH OT 4HWciia pabOTarolMX IOACHUCTEM H
MOJIb30BaTENIEH MPOEKTA.

B nanHoii pabote uccnenyroTcs npobieMbl OTKpeiToro mpoekta OpenStack [9],
NPEIOCTABIISIONET0 HaHOOIbITYIO (DYHKIIMOHAIEHOCTD CPEJM OTKPBITHIX 00JauHBIX
miatrpopm  [10]. OcHOBHBIM OOBEKTOM HCCIIECIOBAaHUI  SBIISIETCS CEPBHC
naenrudurarum Keystone [11], HeTOCTaTKH KOTOPOTO OKa3bIBAIOT CYIIECTBEHHOE
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BIIMSTHUE Ha paboTy Bcell cucteMsl. B wactHocTH, cepBuc Keystone siBisercs oHO#
U3 OCHOBHBIX IPHYMH HEBO3MOXXHOCTH MAacCIITaOMPYEMOCTH CHCTEMBI KakK IO
KOJIMYECTBY (PM3MUYECKHX y3JIOB, TaK M MO YUCIY aKTUBHBIX TOJIb30BaTenei [12].

B pa6ore [13] noapoOHO onncaHa METOUKA TECTUPOBAHMS, B X0JI€ KOTOPOTO OBbUIH
BBISIBJICHBI OCHOBHBIE TIPOOJIEMbI cepBuca uaeHTudukauu Keystone:

1. Hwuzkas mpou3BOANTENBHOCTh CEPBHCA C TOYKH 3pEHHUSI 00pabOTKU uucia
3anpocoB Kk cucteme B cekyHay (RPS).

2. [Jerpamanusi TPOU3BOAMTENHLHOCTH CO BPEMEHEM BIIOTH OO OTKa3a B
00CITyXMBaHMM BHE  3aBUCHMOCTH OT  HCIIOJIB3YEMBIX  MOZYJEH,
o0ecreunBarIuX ero padory.

3. HeBo3MOXHOCTH TOCTPOCHHSI MOHOJMTHOH 007auHO cpensl Ha Oase
OTKPBITHIX OONAYHEIX I1aTdopM ¢ Oonee yem 200 pusmdecknumu y3maMu B
cucteMe 0e3 HCIONB30BAaHMSA CHENM(UUECKUX pEIIeHHH, KOTOphIE HE
MOTYT SIBIIITbCA YHMBEPCAIbHBIMHU. K TakuM pemeHusM OTHOCSATCS OTKa3
OT MOHOJIMTHOCTH OOJIa4HOW Cpelbl C HCIOJb30BaHWEM (enepauuii u
0TKa3 OT BCTPOEGHHOTO cepBuca uaeHTHduKkarmu Keystone.

4. HenuHeWHBIH XapakTep MacIITaOMPOBAHUS CHUCTEMBI B 3aBUCHUMOCTU OT
YHCIIa UCTIONB3YEMBIX PECYPCOB.

Taxoke ObUT IPOBEACH aHATU3 NMPUYMH MMOJA00HOTO MoBeAeHUs. OTHON U3 OCHOBHBIX
NpUYMH  HAOMIOZaeMBIX MHpobjeM  sBIsSETCS  IOCTPOECHHE  CepBUCA  HaJ
knaccngeckumMu PCYBJl ¢ orpaHW4eHusSIMH IO KOJHYECTBY OJHOBPEMEHHBIX
KJIMEHTCKUX HoAKmMoueHnH. OJHOBPEMEHHO C 3TUM CaMa apXHUTEKTypa cepBHCa HE
MO3BOJISIET IPOU3BOIUTE TPYIIHPOBKY coennHenuii ¢ CYB/I.

B npyrux oGnavHbIx miaTGopMax cepBHC HICHTH(UKAIMH MOCTPOCH MO CXOIHBIM
MPUHLUIIAM.

B kpymHBIX 00Ma4HBIX CHCTEMax JaHHbIE MPOOIEMBI SBISIOTCS CYLIECTBEHHBIMH,
MO3TOMY LIeJb JAHHON PabOTHl 3aK/IIOYAETCs B YCTPAHEHUH BBILIETICPEUHCICHHBIX
HEIOCTAaTKOB 3a CYET Mepexoja K HOBOW MOJENH YCTpoicTBa 00JavyHOTO cepBHCa
uaenTudukanuy Ha 6aze pacrnpeneneaapix NOSQL CYB/I.

2. Ycmpolicmeo npednazaemMoz20 peuweHust

JlaHHBINA pasfen TOCBAIIEH MPUHIMIIAM TMOCTPOSHHUS MAacCHITadUpyeMOro CepBHca
st 3amensr Openstack Keystone. B kauecTBe 0CHOBHOTO TIPHHIIHAIIA UCTIOMB3YETCS
pa3zenpHOe MacIITabHpOBaHHME Y3JIOB, OTBEYAIOIIUX 3a TIOCTPOCHHE TOKECHOB, U
Y3J10B, OTBEYAIOLIUX 3a XPAHECHUE I10J1b30BaTC/IbCKUX JAHHBIX.

B paMKax TMPOBEPKU HICHU 00 HCIIOJb30BaHUHI PacnpCaACICHHBIX XPaHWUIIWIL JJIA
MacIITabupOBaHUs CEPBUCA, MPEIOCTABISIONETo (GyHKIMOHATbHOCTE Openstack
Keystone, Obu1 peanu3oBaH HPOTOTHII, PEATU3YIOIUHA (YHKIHMOHAIBHOCTD IS
caMoro TpeOoBaTeNbHOro clieHapyst Harpy3ku. C TOUKM 3pEeHUsl alropurMa paboThl
HEOOXOAMMBIX Uil CLEHApHUs BBI30BOB, MPOTOTHI He oTiamvancs ot Openstack
Keystone. Onnako Ui peanu3anuy ObUI MCHOJB30BaH SI3bIK LUA M HMcHonb30BaH
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Tarantool [14][15] B xauyecTBe pacHpeAeNeHHOT0 XpaHWIMUINA. Pe3yaprarT
TECTUPOBAHMSA NPUBEIEH Ha puc. 1.

Tarantool u Keystone

—— Tarantool
Keystone

2000

1500

£
2 1000

Slaves

Puc. 1. 3asucumocmo kpumuuecrkozo snauwenusi RPS om uucna y3nos 6 knacmepe ons
Keystone (PostgreSQL + tmpfs) u npomomuna na 6aze Tarantool
Fig. 1. Critical RPS value to cluster nodes for Keystone (PostgreSQL on tmpfs) and
Tarantool-based prototype

B ommume ot pe3ynsTaToB cepBuca Keystone, peaJn30BaHHOE pEIICHHE
JIEMOHCTPHPYET JIMHEWHBI XapakTep MaclTadupyeMOCTH W 0Ooyiee BBICOKOE
3HayeHne RPS, 4To 0coOEHHO 3aMeTHO TpW OOJBIIOM YHCIE Y3JIOB KIacTepa.
Takum o00Opa3om, obecriedynBaeTCss BO3MOXXHOCTh MAcCIITAOMPOBAHUS OOJIAYHOM
wiatGopmMbl 10 (QU3NUECKUM y3JIaM M IO YHCIy ITI0JIb30BaTeNel, B OTIMYMU OT
cepauca OpenStack Keystone.

[lonoxxuTenbHbIe pe3yNbTAaThl, MNONYYCHHBIE MPU OTKAa3e OT HCIIOJIb30BAHUS
neHtpanusosanHo PCYB/] B nonb3y pacnpeneneHHbIX peleHnil, AeMOHCTPUPYIOT
HEOOXOZMMOCTb  TIOJIHOLIGHHOW  peajM3allid  CcepBHCa  HACHTHU(UKAIWH,
onuparouierocsi Ha pacnpenenennyto CYBJI. [lns pemieHus naHHO# 3a1adu HaMu
6bu1a BeIOpana cuctema API Gateway Kong.

Kak 6buto otmeueno Beimie, npoekt Openstack mpeacrtaBmen B Buae Habopa
U30JIMPOBAHHBIX CEPBUCOB U Pa3BUBAETCS COIVIACHO MPUHIUIAM MHUKPOCEPBUCHOMN
apxXMUTeKTypsl [16]: Kakpas M3 IOACHCTEM IIPOEKTa paboTaeT B OTIEIHHOM
TpoIiecce W MPOEKTUPYETCs BHE 3aBUCHMOCTH OT JPYTUX CHCTEM, B3aUMOJECHCTBHE
MEXIy HHMH OCymiecTBiseTcsi ¢ momomipto HTTP-mporokoma. Bsumy
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Pa3HOPOIHOCTH JIAaHHBIX CUCTEM I10JIb30BATENI0 HEPEIKO NPUXOIUTCS CTAIKHBATHCS
C TeM, YTO MHTepdelC pa3IMuHbIX MOAYJICH OTIMYaeTcs ApYyr OT Ipyra, paboTa ¢
TaKUMU CHCTEMaMH MOJKET BBI3BIBATH Psill 3aTpyAHeHuil. [lonmynspHeIM BapraHTOM
pemenus noo0HBIX poOIeM sBIsieTCs McIob30Banue Texnonorun APl Gateway,
KOTOpasi TPEACTABIACT U3 ceOsl IOMOJHHUTENBHBIH HPOTPAMMHBIA H JIOTHYECKHUN
YPOBEHb MEXy KIMEHTAMH U BHYTpEHHUMH HHTepdeticamu cepBucos [17].
OCHOBHBIMM ~ XapaKTEPHCTHMKaMH  TaKMX  CHCTEM  SBIISIIOTCA  IPOCTOTA
MacmTabupoBaHUsl M JOOABICHUS HOBBIX CHCTEM B IPOCKT, BO3MOXKHOCTBH
TPOBEPKH HACHTU(UKAIIMOHHBIX JaHHBIX HemocpencTBeHHO B cioe APl Gateway,
ynoOHas TOAAEpKKa BEPCHH IOACHUCTEM MPOEKTa, a TakkKe BO3MOXKHOCTD
K3IIMPOBAHUS 3aIIPOCOB U OTBETOB CHCTEMBI U peryiaupoBaHue Tpaduka. braromaps
yKa3aHHBIM CBOWCTBaM, JIOTMKa paboThl cepBuca wuaeHTHukanuu Keystone
nmpo3pavHo neperocurcs Ha cinoit APl Gateway.

REST API u1st aiMHHHCTPHPOBAHUS

TMoncucrema pacumpenuii

OpenResty

TToscucTeMa XpaHeHHs JIAHHBIX H KJIACTepH3aluH ‘
Nginx ‘

Puc. 2. Cnou 6 API Gateway Kong

Fig. 2. Kong API Gateway layers
Cpenu OTKpHITHIX IaTdopM, peanmsyromux TexHonormo APl Gateway, cucrema
Kong [18] mpenmocraBisier HanmOONbIIyI0 (QYHKIMOHANEHOCTh, a TaKXKe
HOJJIEP)KUBAET B3aMMOJICHCTBHE C KaK C PEISLIUOHHBIMU, TaK ¥ C HEPEISIIIMOHHBIMH
CYB/. Kong cocTouT U3 HECKOJIBKUX CIOEB (CM. puC. 2).

e  BepxHuii cioit paboraer mo npunnunam RESTful APl (u nepenanpasisier
MOJIyYeHHBIE 3alpOChl M OTBETHI COIJIACHO JIOTHKE, DPEAIM30BaHHON B
CJIEIYIONIEM CJI0€ — MJIaTHHAX ),

e (ol pacmmpeHuil TpeacTaBIsieT co00i MporpaMMbl, HAITMCAHHBIC Ha
s3pike  Lua, omm u obecrmeumBaror pabory APl Gateway. Kong
MPEeIOoCTaBIIsIeT HAOOP TOTOBBIX PACIIMPEHHH, a TaKXKe IOISPKUBACT
BO3MOYXHOCTh HAIMMCAHUS HOBBIX;

e Crenyromuii ciol OTBEYaeT 3a KJIACTEPH3AIMIO W XPaHEHUE JaHHBIX.
Kong momnepxkusaer padory ¢ CYB]I PostgreSQL u Apache Cassandra
[19], a Takxke momyckaer mcmoib3oBanue Redis [20] mias xkammpoBaHus
nmauabX. CYB]] ucrons3yroTes A XpaHEHHUs] BCEX CITYy)KEOHBIX JTaHHBIX
npoekta Kong u, kpome TOro, MOTYT OBITh HCIIOIB30BAaHbI Ul XPaHCHHS
MOJIb30BATENBCKUX JaHHBIX COMIACHO JIOTHKE, OIPEIENIEHHON KaXIbIM
KOHKPETHBIM PaCIIUPEHUEM;
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e  Cnenyrommii cioii Openresty siisiercst paciuupenneM BeG-cepsepa Nginx
[21] ¢ momompro GyHKIWH, HamUCAaHHBIX Ha s3bIke Lua. JlaHHBIA citoit
MO3BOJISIET KOHTPOJIMPOBATh U 00padaThiBaTh MOJH30BATEIBCKHUE 3aMPOCHI
M OTBETHI HA Pa3IMUHBIX CTaAMAX UX ku3HenHoro mukia (lifecycle);

e Hwkuuit croit nperncrasinen Be6G-cepepoM NQINX u uCmomb3yeTcs Uist
o6paborku HTTP/HTTPS u npokcupoBaHust 3a1IpOCOB.

B kauecTBe cucTeMBl XpaHCHHS AAHHBIX A pa3paOOTaHHOIO CepBHCA BHIOpaHa
Apache Cassandra.
ABTopamu paboThl OBUT pa3paboTaH W pean30BaH CEPBHUC HIACHTU(GUKAINH IS
obmayno#t cpexpt Openstack B Buae rurarmHa Ha s3bike LUa, MHTETpUpyeMOro B
cucremy Kong. dns xpaHeHHWs MaHHBIX HcHonb3yeTcs pacnpenencHHas CYB]]
Apache Cassandra mockoiibKy ee MOJeNb MacIiTabMpOBaHHS NIMPOKO H3BECTHA
cBoeil 3¢ pekTHBHOCTHIO [22].
Janssle B Cassandra XxpaHATCS B COOTBETCTBHU C MOJCIIBIO JAHHBIX «CEMEHCTBO
cTosiOonoBy. [lon ceMeiicTBOM CTONOLOB MOAPa3yMeBaeTCsi CTPYKTYpa, Co/iepIKalias
HCOTPAaHUYCHHOEC YHCJIO CTPOK, JOCTyll K KOTOPBIM OCYIIECTBJIACTCA II0
YHUKAJbHOMY K04y — WMeHH CTpokd. OCHOBHBIC mpeumymiecTBa Apache
Cassandra 3akIr04arTCs B BBICOKOW MAaCHITAOHPYEeMOCTH M OTKa30yCTOHIMBOCTH
CHCTEMBI, OYEHb BBICOKOI1 MMPOITYCKHOM CIIOCOOHOCTH OMEpalny 3aucH U XOpolen
MPOITYCKHON CITOCOOHOCTH JUIS Ollepalliii CYUTBHIBAHMSA, a TaKKe B BO3MOXKHOCTH
PEIUIMKAIMY ¢ HAaCTPauBaeMbIM YPOBHEM COTJIACOBAaHHOCTH. Ho 1pu 3TOM, SBIISSICH
NoSQL cucremoii, Cassandra ue mojuepxuBaer tpauzakuuu ACID, oneparuu
COEIMHEHUSI U BO3MOXXHOCTh OIIPEJIETICHUS BHEIITHUX KITFOUEH.
Cxema JIaHHBIX B aBTOPCKOHM peaJIM3alny MPaKTHIECKH COBIAAET C OPUTHHAIBHOM
cxeMol naHHBIX B npoekTe Keystone — ¢ nmonpaskoii Ha crienuduky Cassandra: B
CX€M€ OTCYTCTBYIOT BHEIIHUE KITFOUH.

Knuenrt
x L4 LN
Kong Kong Kong
keystone keystone . keystone
plugin plugin plugin

\

Cassandra Cassandra

Cassandra

Puc. 3. Cxema macuumabuposanus pazpabomanHoii cucmembl
Fig. 3. Scaling scheme for the system
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Ha puc. 3 cxeMaTHYHO JEMOHCTPHPYETCS BO3MOXKHOCTH MACIITaOUpOBaHHUS
CUCTEMBI UACHTH(UKAIINHN, PEATU30BAHHOM ¢ ToMoIsi0 KONg, Ha HEKOTOPOE YUCIIO
y3510B Kiactepa. Kaxprit cepsrc KONg mpu 3TOM OCYIIECTBISIET B3aUMOICHCTBHUE C
pacnpenenennoit CYBJ] Cassandra.

B craenyromux pabotax OyneT MPOBEICHO TECTHPOBAHUE MPOWU3BOIUTCIBHOCTH U
cpasHenue ¢ Openstack Keystone B KOHTEKCTe BO3MOKHOCTEH MacIITAOMPOBAHUS.
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Abstract. The paper is dedicated to architecture and scalability principles for developed
service intended to be a drop-in replace for Openstack Keystone. Openstack Keystone is the
central identification and service catalogue service for clouds based on Openstack. Previous
papers indicated problems of this service: it uses RDBMS (MariaDB/MySQL/PostgreSQL)
as a data storage. Since each service and each user gets a token to have access to Openstack
cloud and tokens are periodically revoked by the system, token generation is a critical
function for the whole cloud. As soon as Keystone queries DBMS for getting user or service
identification hashes and recomputes this hash upon the user-provided data, there is a
bottleneck based on Keystone architecture. Each Keystone process has separate session with
DBMS and since the recommended way is to use Galera cluster thus the DBMS part is
limited to the slowest DBMS node since Galera provides High-Availability not the
performance scale. Our approach is based on APl Gateway Kong and its scalability through
Apache Cassandra usage as a data store. Drop-in replacement is implemented as Lua plugin
inside Kong API Gateway and implements Keystone V3 API.

Keywords: Openstack Keystone; Apache Cassandra; Kong; APl Gateway; Lua; cloud
platform.
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UccnepoBaHne makcumanbHOro pasmepa
nyoTHoro noarpaca cnyyamHoro rpada
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AnHoTamms. [y ONMUCaHUs CIyYalHBIX CETed HUCMONB3yeTCS MOJENb CIIy4aiHOro rpada
Opnéma-Pensn G(n,p). Ilpum HcCIEnOBaHMM COBPEMEHHBIX CIYYaHBIX CETEH dYacTo
TpeOyeTcss ONMpeNenuTh pa3Mep MaKCHMAJIbHOW IUIOTHOM mojaceTH. B Hacrosimei crathe
NPUBOJATCS OLEHKH MaKCHMaJbHOIO pa3Mepa C-IUIOTHOTO moarpada, acHMITOTHYECKH

1
MOYTH HABEPHO COJEPIKALIEroCs B CiydaiHOM rpade G(n'E)' BbuI0 moKasaHo, 4TO TpH

1 1
C<E,G(n,5) — ACHMIITOTUYECKM TIOYTH HABEPHO C-IIOTHBIM; TOJNYYEHBl BEPXHAA U

1
HIDKHAS OLEHKHU pasMepa MaKCUMaJIbHOTO E'HJ’IOTHOI‘O nonrpa(ba, ACHUMIITOTHYCCKH IOYTH

1 1
HABEPHO. COJIEPXKAIIErocsi B G(H,E); a mpu C>Enonyqua OLICHKA CBEPXy Ha pasMep
MaKCUMAJILHOTO C-IUIOTHOTO Mojarpada aCHMIOTOTHYECKU TOYTH HABEPHO COJEPIKALIEroCs B

1
G(”!E).

KiroueBble ciioBa: ciyuaiiHslit rpad; ciayuaiinsiii rpad Dpaéma-Penbu; miotHocTs rpada;
MaKCUMAaJbHBIN TUIOTHBIN moarpad.
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1. BeedeHue

BepostHocTHBIFT ~ MeTon —  3GQEKTHBHBIE W ITUPOKO  MPHUMEHICMBIH
MaTeMaTHYECKUH METOJ, TTO3BOJLIONINH OKA3bIBATh CYNIECTBOBAaHME OOBEKTA C
3aJaHHBIMH CcBoWcTBaMH. OH 3aKIIOYacTCs B OLEHKE BEPOSTHOCTH TOTO, HUTO
CITyJaiHBII 00BEKT U3 3aJaHHOTO KJ1acca YIOBJICTBOPSAET HYKHOMY ycioBuio. Eciu
JIOKa3aHO, YTO 3Ta BEPOSATHOCTH MOJIOKHUTEIbHA, TO OOBEKT C Hy >KHBIMH CBOHCTBAMH
cymectByeT. HecMOTpsa Ha SIBHYI0 HEKOHCTPYKTHBHOCTb METOZA, HA €r0 OCHOBE
MOTYT OBITh CO3[aHbl BEPOSTHOCTHHIC alTOPUTMBI IOCTPOEHHS OOBEKTa C
napaMeTpami, OJM3KHMH K IapaMeTpaM, OLCHEHHBIM C ITOMOIIbIO BEPOSTHOCTHOTO
METOAa. BeposSTHOCTHBIF METOJ — CpaBHUTENBHO MOJIONOM M JUHAMUYECKU
Pa3BUBAIOIIUICS METOM, OCHOBOIOJIOXKHHUKOM KOTOPOTO IO MpaBy CUMUTAaeTcs
BBIIAIOIIUICS BeHTepckuil MatemaTuk Ilonm Dpném. HecMoTps Ha TO, 4TO METOx
npuMeHsuics u Ao Oppaéma, Hanpumep, CenémeM miad  J10Ka3aTelbCTBa

n-1!
CYILIECTBOBAHUS TypHHPA Ha N BEPIIMHAX HE MEHEE YEM C ( 2 ) raMWJILTOHOBBIMU

UKIaMu, UMeHHO [lon Dpnémr B mOTHOH Mepe OCO3Had €ro MOTCHIHAN, MMEHHO
€My, ero y4eHHKaM M COaBTOpaM INPHHAIJIC)KUT OOJNbIIEEe YUCIO JTOKA3aTeIbCTB,
CTaBIIMX BIOCIEACTBUH KIACCUYECKUMH.

PaznuaHbIe pa3zensl HAyKHW MOCTOSHHO CTAaBAT BCE HOBBIE M HOBBIC 3aJlauHl, TaK HIIH
WHa4Ye CBSA3aHHbIE CO CiydaiiHeIMu Tpadamu. BriepBele ciyuaitaenii rpad Obur
olpezielleH B paccMaTpuBaeMod B pabore Mmonenn Opxaémem u Pensn B ux
coBMecTHOH pabGote [l]. JlaHHas Momenb HWCHONB3YeTCS W IO Ced JeHb NpHU
HCCIIEIOBAaHUN CBOHCTB OOBEKTOB, CBSI3aHHBIX CO CIIyYailHBIMH CETSIMHU.
[ITrpoko n3yyaercs, B CBSI3H C €r0 BXKHON POJIbIO B OMOJIOTMYECKHX U COIMAIIBHBIX
CeTsX, TaKKe W IOHATHE IUIOTHOCTH Tpada. Hampumep, B pabore [2] mpuBenén
ITOPUTM HAXOXKJEHMs IUIOTHOTO mojrpada B THraHTCKOM rpade, Bpojae rpada
nuTHpoBaHus B MHTepHeTe, a B pabore [3] mpemmokeH anropuTM HaxokmeHus K
CaMBIX IUIOTHBIX MOATPadOB B TMHAMUYECKOM rpade.
Huxe mnpuBeneHBl OCHOBHBIE OIpEAeNeHHs, KOTOpble OYyAyT MHOTOKPAaTHO
WCTIONIB30BaTLCS B padoTe.
Omnpenenenne 1. Jlan rpap H ¢ p (p>1) Bepmmnamu u ( pé€6bpamu. Ero
IUIOTHOCTBIO Ha3bIBaeTCs BeluumHa D, paBHAs OTHOUIEHWIO KOJIMYECTBa pEOep
rpada k anuciay pédep B OJHOM rpade ¢ YUCIOM BEPIINH, PABHBIM YHCITY BEPIIUH B
rpade H:

.2

p(p-1)

Omnpenesenne 2. CayuaitHeiM rpadomM B Mozpenu Oppaéma-PeHbn, wiau mpocrto
CITy4aiHBIM rpad)oM C N BEPIIMHAMH U BEPOATHOCTBIO BBIIACHUS pedpa, paBHOI P,
Ha3bIBACTCSI BEPOSITHOCTHOE MPOCTPAHCTBO HAJ MIPOCTPAHCTBOM BCeX rpadoB Ha N
BEpIIMHAX, B KOTOPOM BEPOSITHOCTH COOBITHS, ISl JIFOOOTO pedpa moHoro rpada
Ha N BEpIIMHAX 3aKIIOYAIONIETOCs B TOM, YTO OHO MPUHAJICKUT rpady, HE 3aBUCUT
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OT aHAJOTHUYHO OMNpPENEIEHHBIX COOBITHH Uil Ipyrux pédep m paBHa p. JlanHOE
MPOCTPaHCTBO 0003Hauaercs G(n,p).

Onpegenenne 3. CkaxeM, 4YTO  HEKOTOpPOE  CBOMCTBO  BBINOJHSETCA
ACHMITOTHUYECKH TOYTH HAaBEpHO (@.ILH.) JUIi HEKOTOPOTrO CEeMEHCTBAa CITy4YailHBIX
rpadoB, €CIM MPHU n — © BEPOSITHOCTH TOTO, YTO Tpad) Ha N BepIIMHAX U3 AAHHOTO
cemMeiicTBa 00J1aaeT JaHHBIM CBOWCTBOM CTPEMUTCS K 1.

MHOTOKpaTHO HCHOJB3YyeTCsl B paboTe clenylolliee HEpaBeHCTBO, OKa3aHHOE
pycckuM MaTeMaTHKOM A. A. MapKoBbIM:

Ecim X — choyuaiiHas Benu4MHA, NpPUHHMMAONIAs ILeJble HEOTpHUIATENIbHbIC
snavenus, To P(X > 0) < E(X), e P(Y) — BepositHOCTh coObiTHs Y, a E(X) —
MaTeMaTHYecKoe OXKUJIaHUE CITy4aifHON BENUYUHBL X .

B Hacrosieit paboTe ncciaegoBascs pa3Mep MaKCUMAIBHOTO C-TFIOTHOTO moArpada

. .. 1
ciy4aiiHoro rpada B Mozenu Opnéma-PeHbn Ha N BepluuHax G(n,E). Bsuno

JIOKa3aHo, YTO

1 1 o
o HpI/I c< E 'G(n’E) — ACUMIITOTUYCCKH IMOYTHU HABEPHO C-IIJIOTHBIU,

e JlomyuyeHsl BEpXHAS U HUXKHSSL OLEHKH Pa3MepPa MaKCUMAaJIbHOTO

N |-

1 1
5 "TUIOTHOTO moarpada, a.I.H. COIEpIKaIIerocs B G(n’E);

1
e [lpu c> 5 TOJIyHeHa OleHKa CBEpXY Ha pasMep MaKCHMAIIHOTO -

1
IJIOTHOTO moArpada, a.m.H. COAEPIKAILIETOCS B G(n’E)'

2. MakcumarnbHbIlU pa3mep KIIUKU 8 csiy4YaluHoMm 2padghe 8
modenu 3pdéwa-PeHbu

B pabote [4] DOpnémem u bommobamem ucciemoBayics pa3Mep MaKCUMaIbHOMN
o 1
KIIMKA B CIlydaiilHOM rpade G(n'E)' bruto ycTaHOBIEHO, YTO AaCUMNTOTUYECKH

MOYTH HAaBEPHO JIaHHAs BEIMYMHA UMEET IUIOTHYIO KOHIEHTPALHIO.
O603Ha4nM 32 k(n) BepXHIOIO IETyI0 YacTh PELICHUs ypaBHEHHS

[Ejz[z) L Kk(n) = (L+0(D) log, n

Torz[a HUMECT MECTO CJIICAYIOIICC YTBCPIKACHUC:

1
Teopema.(Erdos and Bollobas, 1976). PazmMep MakCHMAaNbHOM KINKH B G(H,E) a.TLH.

pasen 160 k(n), mubo k(n)-1.
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Unes JIOKa3aTeabCTBA: OILICHKA CBEpXYy TOJTyqaeTcst BBIYHCIIEHUEM
1
MaTeMaTHYECKOTO OKUIAHWsS 4HCia KIMK pasMepa K rpada G(n'E); IS OLIEHKH

CHU3Y TpeGyeTcsl BOCIIOJIB30BATHCA METOAOM BTOPOIro MOMEHTA.

3. OueHKu pa3mepa MaKcuMallbHO20 C-MJIOMHO20 mnodepadgha
cniy4yaliHoz2o epagha G(n,C) npu pa3nu4yHbIX 3Ha4eHUsIX C

1
O603naunm 3a k(n,c), npu ¢ > 5 HAMMEHbIIEE [[E/I0¢ PEIICHNE HEPABCHCTBA!

NeSHERHE

rae Bi(n,p) — GuHOMHMaNBHOE pacmpesesieHUe ¢ mapameTpamu N u P, a Pr(x) —
BEPOSTHOCT COOBITUS X.
Teopema.

1 . . o
1) Ipu c< 5 caM cIyqaiHbIi rpad a.I.H. C-IUIOTHBIM.

1
2) IIpuc= 5 BBIIOJHACTCS:

a) [Tpu k= rae f(n) — o mpou3BONBLHO MEJIEHHO IPH N —> o,

_n
f(n)’

1 1 .
rpad G(n,f) a.TLH. COCPHKUT - MIOTHBIH noarpad pasmepa K.

0) Ipu k_f—w/m—1 InInInn—

e § 3N, :¥n> N, BepHO: Pr<G(n =) cobepofcumE — niommubiii noozpag pasmepa k> >

In Inn

1
3) Hpng <c <1, pazmep MakCUMaJIBLHOTO C-TUIOTHOTO moarpada rpada G(n'E) a.ILH.

He npeBocxoauT K(n,c)+1,
Jloka3zaTeabCcTBO.

n n
1) OueHNB COOTHOLICHHE COCEIHUX OMHOMHAIBHBIX KOI(D(PUIMEHTOB [k] u [k+lj’

MO>XHO YCTaHOBHTH BEPHOCTD CIICIYIOIICH JIEMMBI:

S

216



Kystopun H.H., JTazapes [1.0. MccnenoBanne MakCHMaJIbHOTO pasMepa IuoTHOro nojarpada ciaydaiinoro rpada. Tpyos
HUCII PAH, Tom 29, Beim. 6, 2017, cTp. 213-220

n
Ilyctp m = [2j Yucno pébep B cmydaitHoMm rpade G(n, p) mMeeT OWHOMHAIEHOE

. n n
pacnpenenenue Bi(m, p). Mcmonp3ys paBeHCTBO [sz(nfkj U JIEMMY, MOXKHO
HOJIYyYHUT:

Pr<Bi(m,%) > cm> =1- Pr<Bi(m,%) > (1fc)m> —>0,m—>ow

1 .
CrnenoBaTelbHO, G(n,E) — a.I.H. C-TUIOTHBIH.
2) a) 3ameTuM, 4TO

Pr momﬂocran(n,l) > 1 > 1
2" 2/ 2

1
Pa3o06béM  BepmmHbl  Tpada G(n'E) Ha [f(n)]mMHOXKECTB pasmepa m0O

n
n n 2
m],}m6o[m] + 1. [T (n)}rl' BeposiTHOCTH TOrO, YTO KaXIblil M3 moArpados,
.. 1
HNOPOXKIEHHBIX ITUMH MHOXXECTBAMH BEPIINH, UMEET IJIOTHOCTh, MEHBIIYIO —, HE
1
MPCBOCXOMT . Crano GbITh, BEPOSITHOCTH TOTO, YTO HU OOHMH U3 HOArpadoB He

1 )
MMeeT MIOTHOCTH D> - He NpeBOCXouT 27" >0, n>o. Cnenosarensho, rpad

1 1 .
G(H,E) A.TLH. COJCPXKHT —-TIOTHBIH noarpad pasmepa K, uro u TpeboBanoch

JIOKa3aTh.
0) B pa6ore [5] Bomuto6aii, B 4aCTHOCTH, MOKA3bIBAET, UTO, €CIH 3a A,0003HAYHTH

o 1
CO6BITI/I€, 3aKIrovaromeecs B TOM, YTO CTCICHb KaXJAOW BCPIIMHBI G(n,E) — HE

E—,fm—/LlnInn—/ " nin Pr( >—>1
MeHee, HeM 5 2 Inn 32Inn - To PriA,

npu N — o | TAKXKE U3BECTHO, YTO

Pr{ D G(n,l) sl
2 2
caenoBaTesnbHo N,

1 n ninn n n
Pr({ HuopHaBepunHaG (n, —) HeuMeeTCTelleHbMeHbIIIe — - - [—Inlnlnn- In
2 2 2 Inn 32Inn
1 1
D (G (n —)) <}
2 2
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anss Bcex N>N;. Paccmorpum mogmuoxkectBo H wmHOxecTBa BepummH rpada

G( 71) M_——3n+,f—nmn+,—n nihinn+, " hnin
n,
,) DasMepoM He Menee n > nn 2nn "

JIOTIONTHUTEIbHOE K HeMy MHOkecTBO H'. U3 mro0oit Bepmmust H B H  uaér mo

oo . n .. " 1
KpaiiHeii mMepe pébep. 3HaumT, cymmapHOoe umcio pébep B moarpadax G(n'E)
,JIOPOXKIEHHBIX MHOXKecTBamMK BepuinH H u H' He mpeBocxoaut

nn-1) (h—M)n _n(M-1) < (n-M 71)(n7M)Jr M(M -1)
4 4 4 " 4 4

1 ..
3Ha‘-II/IT, 100 IIOTHOCTE noz[rpa(ba G(n,E), MOPOKACHHOI'O MHOKCCTBOM BCPUINH

H wmenee %, mbo TUIOTHOCTH ToAarpada G(n,%), MTOPOKAEHHOTO MHOKECTBOM
BepuH H'menee %, YTO U TPEOOBAIOCH I0KA3aTh.

3) Boruucnum E(n,K,C) — mMaTeMaTH4YecKOe OXHIAHUE KOJIHMUYECTBA MOPOXKIEHHBIX
nozarpados pazmepa K cinydaiiroro rpada G(n,%) , IMEIOIIUX IJIOTHOCTD, HE MEHBIIIE
C.

n
E(n,k,c) = [k] Pr<momHocmb cnyuatinoeo epaga na K eepuunax > C>

(P

k
Pemas ypasuenne E(nk,C) = 1, u yuursias, 4ro, no Jlemme(0603HaIUM [2j3a m)

Pr Bi(m,l)zcm elonf " 1_—(:,2”” m noJiy4yaeM:
2 cm) ¢ cm)|’

k(n,c) = 1+ 0(2))2log

2c°(1—c)(1’5) n.

Jnst Hax0XKIeHHs BepXHEH OLCHKH pa3Mepa MAaKCUMAaJbHOTO C-IFIOTHOTO moArpada

cinydaifHOro rpada, yduThIBas COOTHOIICHHE, KOTOPOE MOXKET OBITh MOJy4eHO
aHanu30M Beipaxkenus E(n k,C):

E(n,k(n,c)+1c) 1

E(n,k(n,c),c) n

BBITIOJTHSIONIEECS] sl JII00OTO C >% npu Jrobom N> N, MOXeM MOJIyYdTh, YTO
1 1
E(n,k(n,c)+1c) < o E(n,k(n,c) + 1,¢) < - Craiio OBITh, TI0 HEPABEHCTBY MapKoBa,
1
Pr{ cywecmeyemnooepagh G n'E na k(n,c) +1 eepwunax ) — 0,

npu n—o, M
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1- o
CTOHUT OTMETHUTS, 4TO, Tak kKak 2 (1-¢)"° —>2 mpy ¢ —1, to npu ¢ =1 HacTosmuit
pe3ynbTaT COBHANACT C pe3yiabTaToM, MONydeHHBIM bommobamem B paborte [4]:
k =(+0(2)2log, n ays woTHOCTH MOATPada, paBHoO 1.
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Abstract. Random networks are often described using Erdos-Renyi model of random graph
G(n,p). The concept of graph density is often used in random network analysis. In this

article, the maximal size of c-dense subgraph almost surely included in random graph G(n,%)
was evaluated. It was shown, that if ¢ <% , then G(n%) is almost surely c-dense; the upper
and lower bounds for the size of maximal %-dense subgraph almost surely included in
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1
dense subgraph almost surely included in G(HYE) was attained.
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AnHoramus. B 2012 rogy M. A. TpylmHUKOB NpennIoXWI IPUHIMINAIBHO HOBBII
OHJIAWHOBBIA aJTOPUTM YIAKOBKH MPSIMOYTOJBHHKOB B mosiocy, a B 2013 romy Obuia
NOJIy4eHa OLIEHKa TOYHOCTH alrOPUTMa B CPEIHEM, PABHOM MaTEeMaTUUYECKOMY OXKHUIAHUIO

3
HE3aMoJHeHHO# mpsMoyronbHuKaMu twomiaan, paBHas O(VN(InN)z). Panee u3BecTHas
2

ouenka O(N3) OblTa CYIIECTBEHHO yiydlieHa. B Hacrosiedl paboTe maHHas OIICHKA
ynyuurena 10 O(VNInN), a taxxe anroput™ TpyInHIKOBa 0606mEH Ha cty4ail yakoBkn N
npsiMoyroisHuKoB B k mosoc, k < v/N, ¢ coxpanennem ouetkn O(VNInN).

KiroueBble cjioBa: HOBas 9BPHUCTHUKA, 33/1a4a YIIAKOBKHU NIPAMOYTOJIbBHUKOB B I10JIOCY, 3a/lavda
YIOaKOBKHU MPSAMOYTOJIbBHUKOB B HECKOJIBKO I10JI0C, OICHKA B CPEAHEM.

DOI: 10.15514/ISPRAS-2017-29(6)-13

Jna nuruposanus: Jlazapes /1.0., Kystopun H.H. Anroput™ ynakoBku IpsMOYTOJIBHUKOB
B HECKOJIBKO I10JIOC M aHaIu3 ero To4Hoctu B cpeaneM. Tpynst UCII PAH, Tom 29, BoIm. 6,
2017 r., ctp. 221-228. DOI: 10.15514/ISPRAS-2017-29(6)-13

1. BeedeHue

3amadya YIakOBKU TPSAMOYTOJBHHUKOB B HECKOJBKO TIOJIOC, B aHTJIOS3BIYHOMN
nureperype HazbiBaemas Multiple Strip Packing Problem, 3akirouaercst B ymakoBke
OTKPBITBIX MPSIMOYTOJIEHUKOB B HEKOTOpOoe YHCII0 BEPTHUKATHHBIX
MOTyOECKOHEUHBIX TOJIOC €AWHUYHON mupuHBL. OCHOBaHUS TOJOC — OTPE3KHU
€AMHUYHOMN AJIMHBI, JIekKallie Ha OAHOM TOPU3OHTAIBHOM MHPSAMON C OpAUHATOM,
paBHOW Hymr0. [IpsSMOYrONbHHKM HE TEPECeKaOTCs, WX CTOPOHHBI MapauIeIbHBI

! Pa6oTa BBIMONHEHA MpH GUHAHCOBOI moUIepKKe PODU, mpoekt Ne 17-07-01006 A
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CTOPOHAM II0JIOC, BPAIEHHs 3alpellieHbl. TpedyeTcs MUHUMH3HPOBATh BHICOTY h
YIIAKOBKW — OpPJMHATY CaMOW BBICOKOM TOYKH, INPUHAIJIEKAIIEH 3aMbIKaHUIO
OJTHOTO M3 IPSIMOYTOJIEHAKOB.

[lpakTideckass  BaXHOCTh  3amadynM  oOOyclaBIMBaeTca  ciegyroomein  eé
WHTEepOpeTanneil: KaKABIH MpsSMOYTOJBHUK TpencTaBisieT coboil  3amady,
BBIYMCISIEMYI0 Ha kiactepe. Kaknmas 3agada BBIYHCISETCS Ha HEKOTOPOM
BBIYHCITUTENIHHOM YCTPOMCTBE, TO €CTh KAXKIBIH MPAMOYTOJIBHUK KIaaETcs B HEKYIO
nosiocy. Beicota mpsMoyronbHHKa — BpeMs BBIIIOJHEHUs 3aJa4yd, a OIMpHHA —
OTHOLIEHHWE MOIIHOCTH BBIYMCIMTEIBHBIX PECYpCOB, 3aJeHCTBOBAHHBIX JUIS
pemieHnsl JaHHOW 3amaud K OOmiel IOCTYMHOM Ha JaHHOM BBIYHCIHTEILHOM
YCTPOWCTBE MOIITHOCTH BBIYUCIHTEIBEHBIX PECYPCOB.

Bynem paccmarpuBaTh OHJIAHHOBBIC aNTOPUTMBI, pasMENIaloIe  O4YepeHON
MPSAMOYTOJIBHUK B TOJIOCKI 0€3 3HaHWS IapaMeTpOB BBINAJAIONIMX 32 HHUM
IPAMOYTOJIBHUKOB. [Ipenmonoxum, 4to obmiee 4nuciao NpSMOYTOJIBHUKOB M3BECTHO
anroputMy A0 Hadana paborel.  [lycTh 3HaueHMs IMH  CTOPOH — BCeX
NPSAMOYTOJIbHUKOB — HE3aBUCHMbIE B COBOKYIIHOCTH BENMYMHBL, HMEIOIIHE
paBHOMepHOe pactipenenenue Ha [0,1]. AHaim3 anropuT™Ma IPOU3BOANM B CPEIHEM,
T.6. MUHUME3UPYEM E(Sg,) — MareMaTMuecKoe OXHMIaHWE IUIOMIAIM TI0JIOC, HE
3aI0JIHEHHOH NPsIMOYTOJIbHUKaMH Ha BeIcoTe OT 0 10 i, rie h — BBICOTa YITaKOBKH.
3aja4a ynmakoBKH NPSIMOYTOJFHUKOB B OJTHY I0JIOCY, Ha3bIBaeMas B aHTJIOS3bIYHOM
nutepatype Strip Package Problem, xopomio wuccnemoBana W i He€ ObLIO
IIOCTPOEHO MHOXKECTBO IBPUCTUK. VI3BECTHO, YTO /sl ONTUMAIBHOW YIIAaKOBKH B
nanHoH 3amaue E(Ss,) = N@/N). B 1993 roxy B [1] Kopdmarom u Ilopom 6bLt
npeioken ohdIaliHOBBIH AIrOPUTM YNAKOBKK TPAMOYTOJILHUKOB C E(Sg,) =

2
O(W ). Tam e ObUT IPEIOKEH OHNAHNHOBBIA anroput™ ¢ E (S,,) = O(N3).
B 2012 romy B [2] TpymHHKOBBIM OBUI TpENIOKEH NPUHIMIIHAIGHO HOBBIN
OHJIAIIHOBBIW aJTOPUTM, a B CIEAyIOIeM roay B [3] ObUIO MOKa3aHO, Y4TO NAHHBIH
QITOpUTM paboTaeT JIy4llle BCEX PAHEE U3BECTHBIX ATOPUTMOB: 1isl Hero E(Sy) =

3
O(VN(InN)?2).
3amaua ymakoBKH IMPSIMOYTOJBHHUKOB B HECKOJBKO Moyioc Oblta paccmorpena C.H.
Kykom B pabote [4], ogHako B Heil paccMaTpUBaETCs OLEHKA TOYHOCTH alrOpHTMa
JUTSL XY/IIIETO CITydasl.

B Hacrosmiell paboTe HCCIEOBAIUCH AITOPUTMBI, pa0OTaIONIMe IO TOMY JKe
MIPUHIIMITY, YTO U alropuT™ TpymrHukosa. [y HUX yimydllleHa paHee JOKa3aHHas B

pabote [3] ouenka: E(Sgp,) = O0(V/NInN).

Taxoxe maHHas oneHKa 00001eHa Ha ciryuait k monoc, rae k < VN.

2. ModugpuyupoeaHHoe dokazamenbcmeo TpywHuKoea

B nanHOM pazgene Mbl  HM3ydaeM alTOPUTMbl OHJIAMHOBOM  YMakOBKH B
MoJTy0EeCKOHEUHYI0 ToNocy WHUpHHEl W (W = 1) N IpsAMOYTOJIbHUKOB, AJIHMHEI

222



Jlazapes J1.0., Ky3topun H.H. Anropur™ ynakoBKH IpsIMOYroJIbHHKOB B HECKOJIBKO II0JIOC M aHAJIH3 €ro TOYHOCTH B
cpenreM. Tpyost UCII PAH, tom 29, Bbin. 6, 2017, c1p. 221-228

CTOPOH KOTOPBIX UMEIOT paBHOMEpHOe pacnpenenenue Ha otpeske [0,1]. Cunraem,
yto yncno N n3HavajaIbHO M3BECTHO alITOPUTMY, M IycTh mapamerp d = d(N).
IpenmnonoxumM, 4ro yaanoch 0e3 ocTraTka CBOOOJHOTO IPOCTPAHCTBA Pa3OUThH

- N o o .
HWKXHIOK 4aCThb IIOJIOCHI BBICOTOU 4— Ha d KOHTCUHEPOB HIUPHUHOU , L= 1,d u
w

1A
d+1
“ N
BeIcOTOM U = —.
2wd

PaccMoTpumM anropuTMm Tumna aaroputMa TpyHIHHKOBA: MPSMOYTOJIbHUK KJIaléM B
KOHTEHHEp MUHUMAIbHOW IIMPHUHBI, B KOTOPHI OH MOMEIIAETCS; €Clid Ke OH He
IIOMEIAETCS,, TO HA30BEM €ro MpsSMOYIOJbHUKOM IepenonHenus. HuxHioo
TOPU30HTAIBHYIO CTOPOHY TaKOI'O IPSIMOYIOJbHHKA KJIaZAEM Ha CaMyH BBICOKYIO
BEPXHIOK TpaHb MPEABIAYILEIO IMPSIMOYIOJbHHUKA IepenonHeHus. IlepBbliit
IPSIMOYTOJIBHUK NEPENOIHEHUS KIaAEM HUXKHEH CTOPOHOM Ha BEPXHIOKD CTOPOHY
BEPXHEI0 KOHTEMHEepa.

Torma BepHo cnenyrouee yrBepxaenue: ecnu INy: VN > N, BepHo:3C > ¢ >
0:cVN < d(N)<C VN , TO aiUrOpUTM JAaHHOTO THUNA JaET MaTeMaTHUYecKoe
OXKHJIaHWE HE3alOJHEHHOW TUIONIAAX MOJIOChl CHU3Y J0 BEPXHEH I'paHU BEPXHEro

KOHTeHHepa, paBHoeE E (Sg,) = O(VNInN).
Jloka3aTenbCTBO BO MHOIOM MOBTOpSET oueHky Tpymmukosa E(Ss,) mis ero
alropuTMa B crydae w = 1, momydeHHyro B padote [3].

Lo d-1
BHauane 3aMeTHM, YTO UHMCIIO MPAMOYTONBHMKOB C IIMPUHON = —= HMEET Mar.
oxunanue, pasaoe O(VN).
B pa6orte [3] TpymrHIKOBBIM OBLIIA TOKa3aHa cuenyromas Jlemma:

d
Jlemma 1. Ilyctp cnyuaiiHas Benu4HMHA X=2Xi, rne X; =&m;, rme &
i=1
npuHuMaeT 3HaueHuss 1 c¢ BeposTHOCThIO p U 0 ¢ BeposTHOCThIO 1—Dp, 7;-
paBHOMepHO pacmipesienena Ha otpeske [0,1]. Takxke Bee 1); U §;- HE3aBUCHMBI B

coBokymHOCTH. Toraa Va € (0,1) BBITOTHEHO HEPABEHCTBO:
PX > (14 a)EX} < e 9%F
PaccmoTpuM THAMHYECKUI NPOLIECC BBIMAACHHUS IPSIMOYTOJIbHUKOB.
Jlemma 2. Ilycts Beimasio N — 2N %\/m MpsIMOYTONBHUKOB. Torma
E{mownocmu nepenonnenus} — 0(n — o) '

HoxazarensctBo.  [lokaxem, 49ro Pr{B momocy momamo  HECKOJIbKO

v o 1
MPSIMOYTOJIBHUKOB CYMMAapHO# BbicoTOM Oonee U — 1} < T OTtcroa moxydum,

1
yro Pr{nepenoanenue umeem mecmo} < NER A 3Haumt, E(mepenosiHeHHs) <

— O(N - ).

NO-1
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3adukcupyem mnonocy. Haiiném BepoSTHOCTH TOTO, YTO B HEE IMONAJIO0 HECKOJBKO
MPSIMOYTOJIBHUKOB CyMMapHO# BbicoTod Oosee ywem U — 1. Ecnu ato He Tak, TO
MIEPETIONHEHUST B TI0JIOCE B OTCYTCTBUU TIEPEHONHEHUH B APYIHX MOJOCAX TOYHO
HeT.

3
Beraucnum a 3 yenosus U — 1 = E(X)(1+ a). E(X) = %
2NTVICTN _

B pesynbraTe 35eMEeHTapHBIX MPeoOpa3oBaHuil, MOIYIUM, YTO 4 = 3
2N-2N3+/2CInN

— (1 + 0(1))2N"3/2CInN.

exp{- fa ZE(X)}= exp{—§*4N 2chn N(fﬁ)(1+0(l))}< N2t
A7 JOCTaTouHO OonpmuX N. g
1
Jdemma 3. Tlycrs ymakosamu N — |[Nz*?|  npsmoyromsnukos, mﬁ% <b< %.

In(10inN -
3adukcupyem y = 2b — % Torna BepoATHOCTB TOTO, UTO Kaxkaas u3 |dN 7Y |

CaMBIX IMMPOKKX MOJIOC 3aI0JIHeRa /10 BBICOThI U — 1 pana O (N~11),
HoxkazarenbcTBo. CHavyanma MoKaxeM, 4TO BEPOSITHOCTh TOTO, 4TO B Jto0bie |dN 7Y |
NOAPSAJ UAYIIUX KOHTEHHEPOB BBINAIHM IPSIMOYTOJIBHUKUA CYMMapHON BBICOTOM >
(U—=1)|dN Y| pasaa O(N~2%). Jlanee 3aMeTHM, YTO B KaxKIble HOAPS UAyIIHE
rpynmsl 1o [dN ~Y| KoHTEHHEpOB BBINAIM MPSIMOYTOJIBHUKHA CYMMapHOH BBICOTON
(U —=1)|dN Y| ¢ BepositrocThio < N ™11, Tpeanonoxum, 4to S camblXx NIMPOKUX
KOHTEIHEpOB 3aroyiHeHbl Bbiie, yeM Ha U — 1, rne s = [dN~7|. Paccmorpum
MHOXecTBO M, cocrosimee u3 |dN Y| campIX y3kux u3 HuX. Tak Kak BbICOTa
3arnonHeHus (S + 1)-oro mo mmpuHe KOHTeHHepa Hke, yeM U — 1, To B M nonanu
OPSAMOYTOJBHUKK ~ cymMMapHoit  Beicoro = (U —1)|dN77|.  Toxyumnn
NpOTUBOpEYHE. 3HAYUT, XOTS Obl OJMH M3 caMbIX MHPOkuX |dN ~V| koHTeliHepoB
3aI0JIHEH HUXe BeICOThI U — 1.
Urak, 3apuxcupyem |dN 7| xonreiinepoB. Ilycts BbicoTa X BBIABIIMX B HHUX
npsMoyroiibHuKkoB npeBocxogqut (U —1)|dN~Y|. OueHuM BepOSTHOCTH STOrO
coOBITHS ¢ TOMOIIBIO JIeMMEI 1.

gx =27 1 AN~

=——g7 | |

B [N%+b

1ib
Hatiném a w3 yenosust (14 a)EX = (U—1)|dN~Y]:a = jm2d N2 adid

1 = 1 .
N-INZ*P] N-NZP4
U u3 nemmbl 1) BEpOATHOCTH TOTO, YTO KOHTEHHEpPHI 3amosHeHsl Boime U — 1 He
MIPEBOCXOAUT

1
5 N2’ —2d —1_, (N —2d)|dN?| - 4 N2+2b-y 1
exp( 9(N N2+b+1) P )sexp(—g—xz ) Sy
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JU1s I0CTaTO4HO 601bMKX N, YTO M TPeOOBATIOCh IOKA3aTh. g

Hazosém otpeskom [S, T],T > S MHOKECTBO MPSIMOYTOJIbHUKOB, BBIMABIIHX CTPOTO

nocie -ro U 10 T-ro npsAMOyroJbHUKA BKIFOYHTETBHO.

Mpbl moixyuuM TpeOyeMyro OLEHKY, €ClIM IMOKaXKeM, YTO MaT. OKHIaHHEe YHcia
3

MpsSIMOYTrOJIbHUKOB 13 oTpe3ka [N —2NaV2CInN,N —+/N], mnomaBmux B

nepernonuenue pasHo O (VN InN). 310 u goKa3bIBaeTCs B CIEAYIOIIEH JIeMMe.

.JIeMMa 4. Mar. OXujaHue 4YKCIa MPSIMOYrOJILHUKOB u3 oOTpe3ka [N —

2N 4\/2C InN,N — +/N], nomasImux B nepernoHeHue paBHo O0(VNInN).

1 lnlnloN
Paccmotpum 1-biit otpesok: [N — Nz*~ mn ,N — N 2]. B Hero nomnano He Ooee,
1+Lnln10N
aem N2~ v = exp(Inln10N)VN = 0 (VNInN) npsMoyroasHHKOB.

l+zlnln10N 1 InlnioN
Paccmotpum 2-o0ii otpe3ok: [N — Nz"° N ,N — N2 N |. B Hero monano He
l+ Inln10N
Oonee, yeM N2'° InN TpsMOYTOJILHUKOB. BeposATHOCTD e Al MPAMOYTOJIbHHUKA
Inln10N
He monactb B ouH u3 AN 7V = dN ™~ N caMbIX IIMPOKUX KOHTEHHEPOB, U, TAKUM

1
oOpa3oM, ToOIacTb B MEPENONHEHHE C BEPOATHOCTBIO He Oonee —, paBHA
N .
lnln10N
N~ . Takum obpazom,
E{uucra npamoyeonvruxos uz dannoco ompeska é nepenonHenuy =
1 InIn10ON
O(N2 N )=0O(¥N In N)
. 1
3adukcupyem i, = [Z InN/Inln10N] + 1.
[ 1+ lnln10N
PaCCMOT'pI/IM -biii  otpe3ok, rae  (J =3,ipmay): [N—Nz""wmnv N -—

+( 1)lnlnloN 1+ ninioN
N2V ). B mero nonano me Gonee, yem NZz'/ N nmpsMOyroibHHMKOB.

BeposTHOCTh ke [y IpSAMOYroJibHUKa He Tmonacth B oauH w3 dN7V =
Inin10N

2j-3 o
AN~ D7n campix IIMPOKUX KOHTEHHEPOB, U, TaKUM 00pa3oM, MOIacTb B
Inln1oN

TIEPETIOJIHEHNE C BEpPOSATHOCTHIO He Ooree paBHa N~ @=D7N . Taknm

N1D
06p330M, E{‘II/ICHa MNpAMOYTOJIbHUKOB M3 JAHHOI'O OTPE3Ka B HepeHOJ'IHeHI/II/I} =

1
O(N2) = O(WN). Bcero xe otpeskoB — O(InN) = Bkiaja maHHOi 06NacTH
cocrasiser O(vVNInN).

3 3
Paccmotpum mocnennuii otpe3ok: [N — 2N4+V2CInN,N — N=]. B Hero nomnano He

3
Oomee, yem 2V2CInNNz mnpsMOYyroibHHUKOB. BeposTHOCTh ke  Juis
MPSIMOYTOJIBHUKA He momnacth B ojuH u3 dN 7V < (mnst mocrarouno Oonbinux N) <
3

dN ~s caMbIX OIMPOKUX KOHTEHHEPOB, U, TAKUM 00pa3oM, ITONACTh B MEPETIOTHEHHE

3
C BEpOSITHOCTBIO He Oouee He Oonee, yeM N 8. Takum oOpazom, E{umcna

1
N1D
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1
MIPSIMOYTOJIBHUKOB U3 JIaHHOTO oTpe3ka B mnepenoinenun} = 0(Nz) = O(vVNInN).
|
Jlemma moka3zaHa, a ¢ Hell oydeHa Tpebyemast OLeHKa.

3. Ynakoeka npsiMoy20s/1bHUKo8 8 60Jsibwoe YucJs1o nosioc

3.1 NMNocTtaHoOBKa 3agaumn

[ycte nana ¢ynkuust k = k(N). TpeOyercst ynakoBare N mpsiMOYroJbHHKOB B k
NOTyOECKOHEUHBIX IMOJIOC €AWHUYHBIN IIUPHUHBI B OHJIAHHOBOM pexume. J[TnHbBI
CTOPOH  TPSAMOYTOJIbHUKOB  —  ClIy4allHble  BEIWYHMHBI,  PaBHOMEPHO
pacnpenenénnpie Ha otpeske [0,1]. Yucno mpsmoyronbHHKOB N HW3BECTHO [0
BBINA/ICHUS IIEPBOTO MIPSIMOYTOJIbHUKA.

KauecTtBo anropurma ynmakoBku OyJIeM OLCHHBATh, UCMONb3ys Benuuuny E(Sg,)-
MaT. OXHJaHHE IUIOLIagH IOJIOC, HE3alOJIHEHHOW NpSMOYrOJIbHUKAaMU, B 4acTH
[10JI0C, HAYMHAOIIENCS OTO JHA M 3aKaHYMBAIOIIEHCS Ha caMOil OOJIBIIONH BBICOTE
BEPXHEr0 OCHOBAHMS IPSMOYTOJIbHHUKA, TIOMENIEHHOTO B MOJIOCY.

3.2 Anroputm A
Iycts k(N)? < Nunsa Becex N = N,. 3aduxcupyem Hexotopsie N > Ny u k(N) =

N o
k. 3a dobo3HauuM YHUCIO, paBHOE 2k[%]. Paznenum HuwxkHIOIO 00nmacth 1-oi

- N o o 1 da o
IIOJIOCBI BBICOTOU E Ha ABa KOHTCUHCpA HIMPHUHOU m u m Haz[ JaHHOH

00J1aCTBIO BBIIEINM CIICAYIONIYIO 001aCTh TOH K€ BBICOTHI, KOTOPYIO pa3o0béM Ha 2

o o 2 a-1 .. o
KOHTEUMHEpA IMUPHUHON m n m AHAIOTHYHO BBIICIINM €1IC HECKOJIBKO oOacreit

. VN "
TOM e BBICOTBI, YTOOBI BCETO MX YUCIIO CTaJIO [T]’ U K2KIYIO U3 TI0JIOC pa3o0bEéM

Ha 2 KOHTeliHepa Tak, 4TOOBbI JIBa KOHTEiHEpa, IpaHWYalldX 110 BEPTUKAILHOM
CTOpOHE, IOONHSIN OBl APYT Ipyra 40 00JacTH U IIMPHHA Y3KUX KOHTCHHEPOB U3

i VN
oOactu OBl paBHsIACh o i= 1, [T]

AHanoruuHoO pa3o0bEM BTOPYIO M CHEIyIOIIME 3a Hel OONacTH A0 BBICOTHI

E’
NpuyéM [IMPUHA CaMbIX Y3KMX KOHTEHHEpPOB 3 obyacTh Oymer paBHa
. N,
U-Dl7 )+t
d+1
B 311 KOHTEHHEPHI OyIeM YKJIaAbIBaTh MIPAMOYTOJbHUKH CIIEAYIOLIUM 00pasoM:

1) TIpsAMOYroNbHHWK KIaAETCS B KOHTCHHEp HaWMEHBINEH IIMPUHBI, B
KOTOPBII OH TOMELIAETCA.

. VN
, L= 1, [T]

2) Ecnu xe OH HUKyZAa HE MOMEIIAETCS, TaK KAk BCE KOHTEWHEPHI, INPUHA
KOTOPBIX OOJIbIIE IMHMPHUHBI MPSIMOYTOJIbHNKA, HE MOTYT €0 BMECTHTb, TO
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Ha30BEM OPAMOYTOJIbHUK MPAMOYTOJIBHUKOM TIEPCIIOJTHCHUA 1-ro poaa.
CyMMapHyIO BBICOTY BCCX TAKUX MPAMOYTOJIbHUKOB 0003HaYNM 3a hl'

1 N
3) Ecmm ke mHpHHA OPSMOYTONBHHUKA OONBINE, YeM — > TO Ha3oBEM

MIPSIMOYTOJIBHUK HPSMOYTOJbHUKOM MEpEenonHeHus 2-ro poaa. CyMMapHast
BBICOTA 3THX MPSAMOYTOJIBHUKOB paBHa k.

4) Hayaém moCaeIOBATENbHO YITAKOBBIBATH MPSIMOYTOJBHUKH IO ITOJOCAM.
BricoToii mosockl HA30BEM BEJIMYMHY, PaBHYIO BBICOTE€ CaMOW BBICOKOI
TOYKH, MPUHAAJISKAIIEH 3aMBIKAHUIO OJHOTO W3 NPSMOYTOJBHUKOB HIIH
KOHTEHHEPOB, JIeXKAIKUX B JaHHOU nosoce. [Ipeamnonaras, uro pazbuenue
MOJIOC HAa  KOHTEHHEPHl  BBIMOJHEHO JO  BBHIMAJACHUS  TEPBOTO
IPSIMOYTOJIbHUKA, OYEPEHON MPSIMOYTOJIBHUK MEPEOoNHEHUs KIaAETCs B
OIHY M3 IIOJIOC C MMHMMaJbHOM BBICOTOM Ha BEPXHIOK TIPaHb CamMoOro
BBICOKOTO aITOPHUTMA.

3.3 OueHka maTeMmaTM4yecKoro oxuaaHus nnowagu csoéogHoro
NpPOCTPaHCTBA

Hoxaxem, uro E(Sg,) = O(NInN). OueBuaHO CrleayiOIee YTBEPKICHHE M
CJIEZICTBHE U3 HETO:

YrBep:xaenne. Ecmu b < a, TO% < b[%] <a.

Caencrue. VN < Zk[g] < 2VN.

3aMeTuM, 4TO anroput™ A; ynakoBku B | mojocy, NaKkyrIIMHA OpSMOYTOJIbHUKH B
T€ K€ KOHTEWHEephl, YTO U ONHCAHHBIM paHee aIrOpuUTM, a MNPSIMOYTOJbHUKU
NEPeNoTHEeHUS KIagylluid OJUH IOBEpPX APYroro, SIBISETCS aJrOpUTMOM THIA
anroputMa TpyIIHHKOBA M YAOBIETBOPSET TPEOOBAHUSAM M3 MOAN(DHUIIMPOBAHHOTO
JI0Ka3aTeNnbCTBa TPYIIHUKOBA, a 3HAYUT BEPHO CIIEAYyIOLIEE:

1) E{mnomany HE3aloJHEHHOTO MPSMOYTOJbHUKAMH MPOCTPAHCTBA BHYTPU
kouTeiinepos} = O(VNInN).

2) E(h, +h,) = O(WNInN).
Tenepr paccMoTpuM ainroputM A ymakoBku Bo MHOro moisoc. OOo3HauuM 3a
Hpa3HOCTh BBICOT CaMOH BBICOKOW TOYKHM NPSIMOYTOJBHHKOB MEPETIONHEHUS U
BBICOTBI BEpPXHEH CTOPOHBI BEPXHETO KOHTEMHEpa, paBHOMH %. Ecmu B
TIEPETIOTHEHUE HE MO MIPSIMOYTOJIbHUKH, TO JaHHAs BeTHMYMHA paBHa (.
Tak kak mro0as mosioca, Mo MOCTPOCHUIO, 3amojiHeHa He Hwke H — 1, to (H —
1)k < hy + h,. Crano 6sts, E(kH) = O(VNInN).
Hns anroputma A: E(Sg,) <E{miomaau He3amoJHEHHOTO MPSAMOYTOJIbHHKAMH

MpOCTpaHCTBA BHYTpH KoHTeitnepoB} + Hk = O(VNInN), uto u TpeGosanock
ZI0Ka3aTh.
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3apaum onTMMMU3aLUm pasmMeLleHus
KoHTeMHepoB MPI-npunoXxeHun Ha
BbIYMCNIMTENbHbIX KnacTepax®
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Annotanusi. MPl — 310 Xoporo 3apekoMeHA0BaBIIas ce0sl TEXHOJOTHSA, KOTOpask IIHPOKO
HCIIONB3YeTCS B BBICOKONPOW3BOAUTENBHON BBIYHCIUTENBHON cpepe. OpHako HacTpoika
kiaactepa MPI moxer ObITh ciokHOW 3amadeil. KOHTeiHEphl — 3TO HOBBIM MOIXOA K
BUPTYalM3al[id W TPOCTOH YNaKOBKE NPHIOKEHUH, KOTOPBIA CTAHOBUTCS MOIYJISPHBIM
HWHCTPYMEHTOM JUI1 BBICOKompom3BoauTensHEIX 3amad (HPC). Mmenno »stoT moaxox
paccMmarpuBaeTcs B JaHHOM craThe. YnakoBka MPI-nipunoskeHus B BUie KOHTEHHEpa peraet
mpobneMy KOHGIMKTHBIX 3aBHCHMOCTEH, YIpOIIaeT KOH(GUTyparuio ¥ yIpaBIeHHE
3amyIIeHHBIMA  NPWIOXKEHWsMH. [ ympaBieHHs  pecypcaMu — KiacTepa  MOXKET
UCIIONB30BaThCsl  OOBIYHAst cuctemMa ouepened (Hampumep, SLURM) wmm  cuctems
ynpasnenus konteitHepamu (Docker Swarm, Kubernetes, Mesos u ap.). Konreitneps! Takxe
JaloT OoJblIe BO3MOXKHOCTEH A THOKOTO YIpPaBJIEHHs 3alyIIeHHBIMH IPHIOKCHUSIMU
(ocTaHOBKa, MOBTOPHBIN 3aIyCK, May3a, B HEKOTOPBIX CIyYasx MHTPALUsS MEXIY y3JaMu),
YTO TO3BOJISIET MONTYYHTH NPEUMYIIECTBO IPH ONTHMHU3ANNK Pa3MEICHUS 3a1ad 10 y3IaM
KJIacTepa MO CPaBHEHMIO C KIIACCHYECKOH cxeMoi paOoThl IUTaHMpOBINMKA. B craThe
paccMaTpHUBAIOTCSl PA3IMYHBIE CHOCOOBI ONTUMH3AIMH pPa3MENIeHHs KOHTEHHEpOB IIpH
padore ¢ HPC-npmnoxennsmu. Ilpemmaraercss Bapmant 3amycka MPI mpumoxkenuit B
cucteme Fanlight, ympomratomuii padoty monb3oBarteneil. PaccmarpuBaeTcsi cBsi3aHHas ¢
JAHHBIM CIIOCOOOM 3alTycKa 3ajada ONTHMH3AIHH.

KimoueBble c10Ba: KoHTeHHepsI, docker, ONMTUMH3AITHS
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1. BeedeHue

BricokonpomsBoaurensaeie  BbraucneHus (HPC) — sto BaxkHas oOmacte B
nHpOpPMAaTHKe, KOTOpas MpeIroNaraeT pemieHne OOJBIINX 3a1ad, TPEOYIOIINX
BBICOKOM BBIYHCIMTENHHON MOIIHOCTH. DTH 331a4M CIHUIIKOM BEIHKH IJISI OJHOTO
KOMITbIOTEpa, o3ToMy 1t HPC ncmons3yroT rpyniry MammH, KOTOpsle paboTaroT
BMecTe. CyIIeCTBYIOT pa3iMYHBIE MOJEIH MapaJUICIBHOTO MPOrPaMMUPOBAHUS,
pa3pabortansbie 1A 3()(HEKTHBHOW KOOPAMHAIINH KJIacTepa KOMITBIOTEpoB. OmHON
U3 TIOMYJISIPHBIX MOJIENEH SBIIsETCS Mepeaaya COOOMEHNH Ul ONepaTUBHOM CBS3H
U COBMECTHBIX BBIYHMCIICHUI.

B nHacrosimee Bpemst MPI siBnsietcst «e-pakTo» cTaHAapTOM Hepeiayn COOOIICHHIA
B HPC [1]. MPI umeer ycTOWYMBOCTh K ammapaTHBIM WM CETEBBIM OIIMOKaM,
obecrieuynBaeT ruOKNUI MEXaHU3M JUIsl pa3padOTYMKOB pacIpeelIeHHON IPOrpaMMBbl
WM HHCTPYMEHTOB ITOBEPX Hee.

MPI — 310 OuONHMOTEKa (YHKIMIA, KOTOPbIE MOKHO BBI3BIBaTh W3 Pa3HBIX SI3BIKOB
NpOrpaMMHUpPOBaHUsl  Jisl  oOeclieueHHss  passinuHbBIX  (YHKIMOHAIBHBIX
BO3MOXKHOCTEH I mapauiesbHbIX nporpaMM. Kaxsiit mporiecc MPI xpaHut ceou
JIAHHBIE B JIOKAJHHOW MaMsATH ¥ OOMEHHBACTCS JNAHHBIMHU C JPYTUMH MPOLIECCAMH
MPI, mnepenaBas cooOuieHus dYepe3 ceTh. CyIIECTBYET MHOTO pealU3allHid,
cooTBeTcTByIomuX cragaapty MPI. Cramgapr ompernenser pasiudHBIE ACTIEKTHI
uHTepdeiica mepenadn coOOIEHHMH, BKIIOYAs Iepenady COOOIIEHWH «TovKa-
TOYKa», KOJUICKTHBHbIE KOMMYHHKAlMM ¥ TIPUBS3KM PA3JIMYHBIX  SI3BIKOB
nporpaMMmupoBanus. CyliecTByeT MHOKECTBO Bepcuid MPI ¢ OTKpPBITBIM HCXOIHBIM
kogoM, Takux kak Open-MPI u MVAPICH. CyuecTByl0T Takke KOMMEpUECKHE
peanusaruu MPI, Takue xak Intel MPI, ScaMPI (6wiBummit HP-MPI) u Voltaire
MPI.

TpanuuuonHo HacTpoika kiactepa MPI sBisercs cnoxHOW 3amauei, KoTopas
TpeOyeT OT CHCTEMHBIX aJIMHHHACTPATOPOB 3HAYUTEIHLHOTO BPEMEHH, T.K. CHCTEMBI
HPC 00b1yHO 00CHYXMBAlOT OOJBIIOE KONHYECTBO I0JIB30BATENCH, KOTOPBIM
HEOOXOIMMO 3aITyCKaTh pa3HbIe MPUIOKEHUS C IPOTUBOPEUYMBEIMU TPEOOBAHUSIMU
1 3aBUCHMOCTSIMHU.

Konrefinepmzarust B Linux — 93T0 TEXHOJOTHS BHPTyalu3alldd Ha YypOBHE
OTICPAITMOHHON CHUCTEMBI, KOTOpas TmpemjaraeT "Jerky'" BHPTyaTU3aluIo.
[Ipunoxenne, koTopoe paboTaeT Kak KOHTEHHEp, HMMEEeT CBOIO COOCTBEHHYIO
KOpPHEBYIO (DaliJIOBYIO CHUCTEMY, HO pasleisieT SAPO C OMEPaIlMOHHOW CHUCTEeMOMU
XOCTa.

3a mocnegHNe HECKOJBKO JIET KOHTEHHEPHBIE TEXHOJIOTHH OBIIH OBICTPO BHEAPEHEI
B IT oTpacnp, 1 3Ta TEXHOJOTHS MOYTH cTana cuHOHUMOM Docker. Pa3paboTunku
MPOEKTa B3SUTM 32 OCHOBY JIOBOJILHO 3pEy0 KOHIETIUIO KOHTeWHepoB (Solaris
Zones, IBM LPAR, LXC u ap.) u 6picTpo paspaboTany HOBepX Hee YIOOHbIH s
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TMOJTB30BATEINS TPOAYKT ¢ pabOYMM IPOLECCOM, KOTOPBIH MACATbHO MOAXOINUT IO
drnocoduro DevOps® i COBPEMEHHBIX MHKPOCEPBHCHBIX apXHTEKTY.

B nocnennue roast mpoekT Docker ¢ OTKPBITBIM HCXOZHBIM KOJIOM 3aBOCBBIBAET
HNOMYIAPHOCT, B IPUMECHCHHM KOHTEHHEPOB JUIi BBICOKONPOWU3BOIUTEIBHBIX
Beraucienni [2]. Konteitaeps! Docker ynmakoBBIBaroT mporpaMMHOe 00ECTIEICHUE B
NoNHy!0 (aiyIoByI0 CHCTEMY, B KOTOPOH COIEPKHTCS BCE HEoOXoammoe Ui
3allycKa: KOJl, Cpela BBINOJHEHHS, CHCTEMHBIE WHCTPYMEHTHI M CHCTEMHBIC
O6ubIMOTEKN.

Pa3paboTunku nmporpaMMHOTo 00ecIiedeHus] MOTYT CO31aBaTh CEPTH(GUIIUPOBAHHEIC
KOHTEHHephl M CBOMX MPUJIOKEHUH, yMEHbIAs HaKJIaJHblE pacXolbl I
kiaueHTa. [lo ymonuanuio (Ipu mepBoM 3amycke) KOHTEHHEp HE UMEET COCTOSHHSL.
OTO rapaHTHUpyeT, YTO KaXkJIbI 3aIlyCK OJHOTO M TOTO ke oOpa3a KOHTeHHepa
OyneT onMHaKoOBBIM. V3MeHeHHbIE (aiiibl WK HACTPOMKH OYAyT OUYMILIEHBI MOCIEe
3aBEpLICHHs NPUIOKEHUS. ITO TapaHTUPYET, YTO Mporpamma OyaeT padboTaTh Kak
OKHMJAJIOCh, HE3aBHCUMO OT €€ OKpyXeHHs. Bmecto Toro, 4roObl JAenuTh
BBIUHMCIINTEIbHBIE PECYpChl Ha pas3fensl JUId  YAOBJICTBOPCHMS Pa3IMIHBIX
TpeOOBaHMi, KIACTEp MOXKET OBITh YCTAHOBJIEH C MUHIMAJIbHOI KOH(UTYpaIueH, a
BCe TPeOOBaHUS K OKPYXCHHIO OymyT oOecredeHbl KOHTCHHEpaMH MPHIIOKECHUH.
OTO  3HAYMTENFHO  YMEHBINACT  HAKJIAaJHBIE pacXolbl Ha  yNpaBJCHHUE
KoH(HTypanue.

[TockonbKy KOHTEHHEPBI, B OTIIMYKE OT BUPTYAIBHBIX MAIINH, HE TPEOYIOT HATUYUS
nosHoit OC, moTeps MPOU3BOAUTENBHOCTH OKA3bIBAETCA HE3HAYUTENIbHON. TecThl
MOKAa3bIBAIOT CPEHIO0 ToTepto i npuinoxenuit MPI B 1,5-2% [4]. lannstit daxr,
a TaKKe HEOCIOpHMBIE IUTIOCH ymakoBku MPI-ipunokeHnss B KOHTEHHeEp
OOBSICHAIOT ~ PacTyLIyl0  TMOMYJSIPHOCTh  HPHUMEHEHHS  KOHTEHHEpOB IS
BBICOKOTIPON3BOAUTENIEHBIX BEIYHUCIICHUI.

OnmHako OJHOW W3 BaXHBIX NPOOJEM BBIYMCIUTEIBHBIX KIACTEPOB SIBISETCA
ontuMu3anus 3arpy3ku. OOIMIENPUHATEIM PELICHUEM SIBIISETCS OTIpaBKa 3a7addl B
ouepeb IUIAHHPOBIIUKA, OXXKUAAHHE OCBOOOXKICHHS HEOOXOMUMBIX PECypCOB H
3aITyCK 3a/1a4X SKCKIIO3MBHO Ha BBIICIEHHBIX y3/I1aX.

B cratbe paccMaTpuBarOTCS pa3iMYHBIE CHOCOOBI ONTHMHU3AIMH Pa3MENICHHS
KoHTeliHepoB mpu pabore ¢ HPC-npunoxenusmu. Tarxke paccmaTpuBaeTcs
BapuaHT 3armycka MPI-mpunoxennii B cucteme Fanlight.

DevOps (akpornm ot anri1. development u operations) — HabOp MPaKTHK, HAI[ETEHHBIX
Ha aKTHBHOE B3aHMOJIEHCTBHE CIICNUATINCTOB 0 Pa3paboTke CO CeNUaINCTaMt 110
MHPOPMALMOHHO-TEXHOJIOTHYECKOMY OOCITY>KMBaHHIO M B3aUMHYIO HHTETPALUIO HX
pabounx MpoueccoB Apyr B apyra. basupyercs Ha unee o TeCHON B3aMMO3aBUCHMOCTH
Pa3paboTKH U 3KCIUTyaTalluy IPOrpaMMHOT0 00eCHeYeHUs M HalleleH Ha TO, YTOOBI
[IOMOTaTh OPraHU3aLHsAM ObICTpee CO31aBaTh U OOHOBIIATH IPOrPAMMHBIE POAYKTHI U
YCIIyTH.
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2. PacnpedeneHue KOHmMelHepoe Mo y3Jjam Knacmepa

Kak w#3BeCTHO, BBIYMCIMTENBHBIM KIACTEp COCTOMT W3 YIPABIAIOMETO H
BBIYHCIINTEIBHBIX Y3JI0B, CBS3aHHBIX BBICOKOTIPOM3BOIAMTENBHOM ceThio. Karkmplid
Y3€I COJEPIKUT HECKOJIBKO MPOLECCOPOB, KasKABIH MPOIIECCOP —. HECKONIBKO SIAEP.
Jns mapannensHOW NporpaMMbl HEOOXOOMMO BBIACIHTH 33JaHHOE KOJIHMYECTBO
MPOLIECCOPHBIX SAEP B AKCKIIO3UBHOE IOJIb30BaHHE. B mpoTnBHOM citydae (aBe
3aa4d HCIONB3YIOT ONHO SAApo —. overbooking) MPOM3BOAWUTENHHOCTh CHIIBHO
CHI)KAETCS, UTO NPHBOAUT K HETPEICKA3yeMOMY YBEIWYEHHIO BPEMEHHU pPabOTHI
3amad [7].

Jns  ynpaBieHHs AOCTYIOM K  BBIYHCIHMTENBHBIM  y3JIaM  HCIIONBb3yeTCs
IUTAaHAPOBINUK. [IMaHUPOBIIMK yCTaHABIMBAETCA Ha BCE Y3/IbI, Ha YNPABISIONIEM
y3Jle HaXOIUTCsl ouepenb. JJocTym Ha y3isl B 00X0A IUIaHWPOBINUKA 3aIPEIIACTC.
I[Tpu 3amycke 3a7auyl yKa3pIBaeTcsi BpeMs paOOThL, [0 OKOHYAHHIO KOTOPOTO 33java
OyzaeT NpUHYIUTEIBHO 3aBepIleHa.

Bce mocrtymatommpe Ha KiacTep 3ajadd  [OMemaoTcs B odepenb. Ecnm
HEo0X0/IMMOe KOJIMYECTBO PECYpCOB JUIsl TIEPBOIl B ouepesan 3a1adyu cBOOOIHO, TO
pecypchl IOMEYaloTCs Kak 3aHsThIe, 3a]a4a 3a01paeTcs U3 O4epe U 3aIlyCKaeTcsl.
Crioco6 BBIOOpPa HEOOXOOMMBIX 3a/Jadye Y3J0B U3 CBOOOJHBIX ONPEACIICTCS
AJITOPUTMOM  ONTUMHU3AIUU. HpI/I OTOM OITUMHU3AIUA MOXKCT HNPOBOAUTHCA TII0
OAHOMY HWJIM HECKOJBKHUM KPHUTCPUIM. I[J'IS[ BBIYUCIIUTEILHOTO KJIaCTEpa 0OBIYHO
UCIIONB3YIOT CIIEAYIOIINE KPUTEPHH:

¢ MHUHHUMHU3AIUA BPEMEHU OXKUAAaHUA B OYCPCaH,

e MaKCHMH3alHs IPOIYCKHOM CIIOCOOHOCTH KJlacTepa (KOJIMIeCTBO
3aBEPIIEHHBIX 33734 B €MHUILY BPEMEHH),

® MHWHHMMH3ALHUA 3H6pFOHOTpC6HCHI/IH 1 BPEMCHH OXKUAaHUA B OYCpeau, U Ip.

e Haubosiee pacmpoctpaneHHbIM siBisieTcst aaroputM Backfill, xorma s
3aroTHeHHS "MYyCTHIX MecT" B pACIHCaHWH HCIIONB3YIOTCS 3a/Jadd HE C
Havana ouepeau [8]. Ilpu aToM Bpems pabOTHI 3a1a4n HEW3BECTHO, JIMOO
3ajaeTcs MoJib30BaTeNeM. B mocienHeM cilyuae OKas3bIBAa€TCsl, UTO BpeMs
paboTBl  MONB30BATENM  3aJal0T € OONBIIOH  MOJOXXUTEIbHOU
MOTPENIHOCTBIO, TaK KaK CUCTeMa MPHUHYIUTEIbHO 3aBEpIIaeT 3aJaud IO
UCTeUCHUH BbIAeNeHHOr0 BpemeHu [9]. B [10] Obuio mpemiokeHo He
HCTIONB30BaTh BpeMs, 3a/aBaeMOe II0JIb30BaTeNIeM, a IPEACKa3bIBaTh €ro
Ha OCHOBE UCTOPHH 3ammycka (KypHaia) 3aaad.

e MeHemkep pecypcoB (IUIAHMPOBINMK) BBIYHCIHUTEIBHOTO  KiacTepa
ucnions3yet shell-cueHapuid, KOTOpPBIHA SIBISIETCS ONMMUCAHUEM 33/IaHMS, U
OTBEYACT 3a HACTPOMKY Cpeabl BBINOJHEHHS W Iepepavyy HeoOXOoIuMon
nndopmanmu mpoueccy mpirun. [us  ynaIeHHOrO  BBINOJHEHHUS
ucnons3yerca SSH. Ilpu 3amycke, nporeccy nepegaercs CHHCOK aIpecoB
3ape3epBUPOBAHHBIX M [JaHHOM 3ajaud y3J0B KJIacTepa, KOTOPBII
ucronb3yercs Ooubnmorekoir MPI nnst 3amycka OCTaiIbHBIX IIPOLIECCOB
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nporpaMmMbl. JlaHHas cxema 3allycka siBIsieTcsl cTaHzapTHod st MPI-
MPWIOKECHHH W IUIOTHO WHTETPUPOBAaHA CO BCEMH H3BECTHBIMHU
IUTAHUPOBIIAKAMH.

#Cores

FIFO
Scheduler

Time
#Cores

Backfill
Scheduler

Time

Puc. 1. Backfill
Fig. 1. Backfill

3. HPC-KonmeliHepbi

JKu3HeHHBIM IIMKIIOM KOHTEHHepa ympaBmsgeT crenmaipHoe I[I0 —  cucrema
yIpaBJIeHUs] KOHTEHHEpaMHy, B 3a1a4l KOTOPOU BXOAMT:

e nOCTpoeHHe 0Opa3a KOHTelHepa,
e xpaHeHHe U 00paboTka 00pa30B KOHTEHHEPOB,
e co3jaHue KOHTeitHepa u3 obpasa,

® 3aImycK, KOHTPOJb BBITIOJTHEHUS, OCTAHOBKA, yJaJIcHIE KOHTEHHepa H Jp.
Haubonee W3BECTHHIMH Ha CETOAHSIIHMN J€Hb CHUCTEMaMH  YIPaBICHUS
koHTelHepamu  sBisitoTces:  Docker, Kubernetes, Mesos, LXC, u ap. [nsa
(hopMUpOBaHMS SIMHOTO MOIXOJa B YIPaBICHHUH KOHTCWHEpaMu ObLia CO37aHa
opranuzanus OCI (Open Container Initiative) [11].
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VYmpassiromee [10 10mKHO OBITH YCTAHOBIIEHO HA KOKIBIA U3 Y3JI0B Kiactepa. J{mst
3amycka KOHTeWHepa HeoO0Xoanmo, 4ToObl 00pa3 KOHTeHHepa HaxXOAWJICS Ha
KaKIOM W3 3aJCHCTBOBAaHHBIX Y3JIOB KiacTepa. OTO O3HAa4YaeT, 4To 00pa3
HEoOXO/ZMMO CKOIMPOBAaTh HAa Y3/Ibl 3apaHee, WIN HEIOCPEJCTBEHHO Iepen
3anyckoM 3ajgadd. CpenHuil pasMep oOpas3a mapajuleNbHOM NPOrpaMMBbl MOMKET
JOCTUTaTh HECKOJBbKMX TUrabaiiT, 4Tro B ONpPENENCHHBIX YCIOBUSIX BHOCHT
CYLIECTBEHHYIO 3aJepKKy Ipu 3amycke. IlpeanmoururenpHOl  cTpaTerueit
ONTHMU3AIIMY B JAHHOM ClIy4ae sIBJISETCS PErHCTPalKs U OTCIeKHUBaHHE 00pa3oB U
yIpaBleHUE KeIINPOBAaHHBIMU JaHHBIMU Ha y3Jax Kiacrtepa [12].

IIpu ucnons3oBanuu HPC-koHTeliHEpOB BO3MOKHBI HECKOJIBKO BApUAHTOB.

e HanbGonmee pacmpocTpaHeHHOH  SBIsSETCSd CXeMa  3allycka  depes
CYLIECTBYIOUIMN MJIAHUPOBIIMK. B  gaHHOM ciywae coxpasseTcs
COBMECTHMOCTh —. KJIACT€P OIHOBPEMEHHO MOXHO HCIIOJIb30BaTh [UIs
00BIyHBIX MpuiIokeHuH [13]. Pa3zpaboTuuky HEKOTOPBIX MIAHUPOBIIUKOB
y)Ke Hayallu BHEIPATh HOAJEPKKY KOHTeHHEepoB [16].

e VYmpaBieHHE paclpeleleHHeM 3ajad CPeACTBAaMH CHCTEMBl YIIPaBICHUA
koHreiHepamu (Kubernetes, Docker, Mesos).

e  CMmeuraHHsIi pEeXKUM. Knactep HCIOJIb3YETCS KaK JUISL
BBICOKOTIPOM3BOAUTENIFHBIX BBIUUCICHUM, TaK M AJIS MUKPOCEpBHUCOB. B
JAaHHOM peXHMe KJacTep HaXOAWTCS TOA  YIpaBICHHEM JIBYX
IUIAHUPOBILMKOB:  CUCTEMBbl  yIpaBieHUs KoHTedHepamu u HPC-
TUIAaHAPOBINUKA. AJMUHHCTPATOp KJacTepa pelaeT, Kakoe KOJIMYECTBO
pecypcoB  OyneT TpeNoCTaBICHO IOJl  BBICOKONPOHM3BOAMTEIHHBIE
Boruucienus [18].

4. Onmumu3sayus pasmeweHust HPC-konmeltiHepoes

B ¢unancoBoM mim umkeHepHOM MoaenupoBannn HPC-3agaHne MOXET cOCTOSTh
U3 JIECATKOB THICSY KOPOTKUX 3a/Jad, TPEOYIOIIMX IUIAHHUPOBAHUS C MaJol
3aJIep)KKOH M BBICOKOH  TPOIyCKHOM  CIIOCOOHOCTBIO  JUIs  3aBEpPIICHUS
MOJAETUPOBAHUS B  TEUEHUE MPUEMIIEMOT0 Iepuoja BpeMEeHH. 3ajgada
BeUCIUTENbHON runpoarnHaMuki (CFD) MoOXeT BBIMTONHATHCS MapayuIebHO Ha
MHOTHX COTHSIX WM JaXXe ThICAYaX Y3JI0B, HCIONB3ys OMOIMOTEKYy TNepenadn
COOONICHUH JJII CUHXPOHHW3AIMU COCTOSTHHA. JIJIs pa3MelnieHus] W 3amycka TaKuX
3aaHnii (@ TakkKe TPOBEPKH, MPHUOCTAHOBKH, BO30OHOBIECHHS) TPEOYIOTCS
CTIEIUAN3UPOBAHHbBIE (YHKIUH TUIAHUPOBAHUS U YIIPABJICHUS.

Hpyrue HPC-3amaun MoryT TpeboBaTh ClenMaIn3MPOBAHHBIE PECYPCHI, TaKHE Kak
rpaduueckne TPOIECCOPhl WM JIOCTYN K OTPAaHUYCHHBIM JIUICH3USM Ha
nporpaMMHOe obOecriedenne. OpraHm3ali MOTYT TIPOBOAWTH TIOJUTHKY B
OTHOIICHWH TOTO, KAaKWe THIIBI PECYpPCOB MOTYT OBITH HCIIOJIB30BAHBI IS
o0ecreYeHHs aIcKBaTHOTO (PMHAHCUPOBAHHUS TIPOCKTOB M COOIOICHHSI CPOKOB.
HPC-1aHupOBIIMKY Pa3BUBAIMCH M BHEAPSIIM MOIICPIKKY TAKUX BUIOB paboucii
Harpy3kd. [loaTomy, ecinm TOBOPHTH 00 YHHMBEPCATHFHOM pEIICHHH IS 3aIycka
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KOHTEHHEpU3UPOBAHHBIX TIpOrpaMM Ha Kiactepe, TO 3amyck d4epe3 HPC-
IUTAaHAPOBINUK OCTAeTCS EAMHCTBCHHBIM BapuaHTOM. OJHAKO, yHHBEpCaIbHOE
pemenne Tpebyercs He Bcerma. OpraHm3oBatb M A(GQGEKTUBHO HCIIOIB30BATH
Kjactep ans ompenenenHoro Buma HPC-3amad ¢ mcmonb30BaHMEM KOHTEHHEPOB
MOXHO U C TIOMOILIBIO CUCTEM YIIPaBIICHUS KOHTEHHEpaMH.

B KOHTEHHEPHBIX pacHpeaeeHHBIX BBIYUCINTEIBHBIX CHCTEMAxX PELIacTCsl APyroi
BHA 3amad. PacmpeneneHmas nporpammuas miarpopma  (framework )
NpeoCTaBIsieT a0CTPaKUHUI0 pPa3padOTYMKaM, YTO TO3BOJISET UM HCIOJIb30BaTh
Oosbioll 00BEM pecypcoB, paccMmarpuBas MX Kak eauHblii myn. [lmardopma
NPEIOCTaBIsIET CPEACTBA U paclpeseneHus u o0pabdOTKM JTaHHBIX M 3ajad Ha
y3llaX, a TaKKe pelaerT MpoOJieMbl OTKa30yCTOMYMBOCTH, TaKHe Kak Iepe3alyck
3aga4yr, COXpPAaHCHHUC COCTOSAHUA W Jp. W3BeCTHBIMU CHCTEMaMHU  SIBJISIOTCS
Spark[19], Storm[20], Tez[21] u ap.

CyHleCTByeT TpHU OCHOBHBIC KaTCropyvu INUIAHUPOBIIHUKOB [JIs1 PACIPCACICHHBIX
NpOrpaMMHBIX IIaT(HopM:

e  MOHOJIUTHBIE,
e  JByXypOBHEBEIE,
e CpasaenseMbIM COCTOSTHUEM.

Monolithic Two-level Shared state

© 2 11O

scheduling subset | 770

logic

cluster state full state
information
} ] cluster | T
CCl 7 machines CIE ool
no pessimistic optimistic
concurrency concurrency concurrency

(offers) (transactions)

Puc. 2. Buowl naanuposujuxos
Fig. 2. Schedulers

[epBBIii THII HMMeeT TIOOANBHBIA IIyJl PECypcoB M JIOJDKEH pEasM30BBIBATH
MHOXECTBO BO3MOJKHBIX IOJIMTHK paclpeiereHus 3aiad JUid Kaxaoil CTpyKTypsl

OcTo0B, KapKac, CTPyKTypa — HporpamMMHast miaTdopma, onpenensionas CTpykTypy
MIPOTPaMMHOI1 CHCTEMBI; MPOrpaMMHOE obecrieyeHue, odneryaomniee pa3paboTky u
00beANHEHNE Pa3HbIX KOMIIOHEHTOB OOJIBIIIOTO MPOrPAaMMHOTO IIPOEKTA.
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Kiactepa  (Ipeanonaraercs, YTO  KJIAacTep  HCIOJAb3YeTCS  OJHOBPEMEHHO
Pa3IMYHBIMKA  BBIYUCIMTENBHBIMH  IDTaTGopmamu). Ilo  Mepe  yBenmueHHs
KOJIMYECTBA CIICHUAM3UPOBAHHBIX CTPYKTYP U NPMIOKSHUH ITAHUPOBLINK MOXKET
CTaTh Y3KUM MECTOM.

JIByXypOBHEBEIC IUIAHUPOBINUKH, Takue Kak Mesos, BBIIEISIOT IyJ PecypcoB B
CTPYKTYpPBI, KOTOPBIE 3aTeM pPeajn3ylOT CBOM COOCTBEHHBIC CIICLUAIM3UPOBAHHbBIC
NOJMTHKK pacnpeneneHus. Kaxnas cTpyKTypa MMeeT YaCTUYHOE IpeJICTaBJICHHE
I00ANBEHOTO MTyJia PECYPCOB.

[InaHUpOBIIMKK C  pa3leisieMbIM COCTOSHHEM IIPEJOCTAaBISIOT BeCh Iyl
BBIYHCIINTEIBHBIX PECYPCOB Uil HaboOpa CIENHaIM3UPOBAHHBIX IUIAHHUPOBIINKOB.
3a cyer ITOro JOCTUTaeTcsi BHICOKMH YpPOBEHb KOHCOJHMAALMH PECYpCOB H
HOSIBJISIETCS  Oonbluasi THOKOCTh C TOYKH 3pPEHUS] pa3iuduii B TOJMTHKE
pacnpesieneHus, HO IPH 3TOM HEOOXOJMMO THIATENIFHO YIPABISTh U3MEHEHUSIMH B
r00aJbHOM ITyJie PECypcoB JUIl CMATYSHHS IPOTHBOPEUMBBIX PELICHUH O
pacnpesesieHuH.

C pocroM nomynsipHocTH Oonbimx AaHHbIX (big data) xonM4yecTBO MamlMH BO
MHOTHX KJIacTepax YBEJIMYHJIOCh C COTEH JI0 AECSATH Thicad U Oojee, a MOTOK
oOpabaThIBaeMBIX 3aJad XapaKTepPH3yeTCs BBICOKOW WHTEHCHBHOCTBIO U MaJbIM
pa3MepoM OTAENBHOW 3amadu. IIpM 3TOM IUIAaHUPOBIIMK IODKEH OOecHevYHBaTh
BBICOKYIO 3arpy3Ky Kiactepa, JOCTYIHOCTb, JOKaJbHOCTH NaHHBIX. 3a MOCIIEeIHHE
roJisl OBUTO Pa3pabOTaHO MHOXKECTBO IIAHMPOBIIHKOB, HEKOTOPBIE HCIIOJIB3YIOTCS B
KpymHBIX KoMmaHusax: Microsoft Apollo [22], Google Borg [23], Facebook
Tupperware [24], Twitter Aurora [25], Alibaba Fuxi [26], Omega [27], Sparrow
[28], Hawk [29], Tarcil [30].

5. Pazpabomka e UCI1 PAH

B UCII PAH pa3paborana u pa3BuBaeTcsi IporpamMmHas cuctema Fanlight,
MO3BOJISIFOILAsT  MUCIIOJIb30BaTh PAa3HOPOJHbBIC BBIYMCIUTEIbHBIE PECYPChl B BHJIC
mozaenu "Desktop as a Service" [31]. Paboras ¢ cucremoii yepes Web-Opaysep
MOJIB30BATEIb MOJTY4YaeT JOCTYI K rpaduueckoMy pabodeMy CTOIy U BO3MOKHOCTB
3aIycKaTh Ha HEM NPHIOXEHUs, MCHONB3Ysl BBIYUCIUTEIBHBIE PECypchl o0JaKa.
Pabouwnii cTos ¥ IPUIIOKEHUS pa3MEIIAIOTCsl B OTJEIbHBIX KOHTEIHEpax.

B HCIT PAH Fanlight ucrons3yercs MOJIB30BATENsIMH B paMKax HpPOIPaMMEI
Unihub st 3anau BeraucnutensHoi runpoauHamuku (CFD).

CucremMa TIOANEP)KUBAET HECKOJIBKO BHUJIOB TPHIOXKEHHH, 3allyCKaeMBIX B
OTZAEJIbHBIX KOHTEHHEepax.

e TI'papuyeckne Linux-npuaoxenusi. IIpunoxkeHue 3amyckaeTcss BHYTPH
KOHTEHHepa, OKHO IIPWJIOKEHHS OTOOpakaeTcsi B KOHTEiHepe ¢
3amynieHHbIM Xvnc cepBepoM, knueHT HTMLS (noVnc) noacoenunsercs
K XVnc cepBepy depe3 MPOKCH.

e KoHcoanHble. Ilpunoxenue 3amyckaeTcs B KOHTEHHEpe, JOCTYI K HEMY
MOJKHO HoTy4uTs uepe3 HTMLS tepmunan.
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e Web-npuaoskenus. IIpunoxenue noctymnHo depes Opaysep. CoequHeHHE
MPOUCXOIUT Yepe3 MPOKCH.

o
€

[=] Desktop|
container|

Proxy [ @ )

Gul 2o requires

Puc. 3. IIpunoxcenus Fanlight
Fig. 3. Fanlight applications

B ocHOBHOM, cucTeMa UCIOIb3yeTcsl uist paboThl ¢ rpadUuecKUMH MTPUITIOKEHUIMH,
takumu kak Salome, Paraview, Blender, Tnavigator u ap. B cucreme peanusoBana
BO3MOXKHOCTh PaboThI ¢ Tpaduueckiumu yckoputensmu. OpenGL rpaduka padotaet
yepe3 VirtualGL, koTopslii nepeHanpasiiseT komanasl 3D-penaepunra u3 OpenGL
MPWIOKEHUs B anmapaTHbId 3D-yckopuTenb U oTaaeT cxaTble n3oopaxenus VNC
cepBepy.
Cucrema Fanlight cocTONT 13 HECKOJIIBKUX MHKPOCEPBHUCOB.
o Controller
> BsaumopgetictByet ¢ Docker API.
> Orseuaer 3a 06pabotky REST APIL.
»  Ympapiser aBTOpH3anueii U XpaHeHUEM JaHHBIX.
e Proxy. ObecneunBaer coequaenue Mexay noVNC KIHeHTOM B Opaysepe u
VNC cepBepoM B KOHTeIHEpeE.
e Frontend. Peasmzyer WEB-unTtepdeiic.
e Admin Dashboard. WEB-untepdeiic as aqMuaucTpaTopa.

Jnsi pa3BepThIBaHMS CHCTEMbl Ha BBIYHCIHMTENBHBIX pecypcax HeoO0XOIHUMO
YCTaHOBHTH Ha KaxkaoM y3iie Docker, nanee nporecc pa3BepThIBaHUS IPOUCXOAUT B
ABTOMATHYECKOM pEXUME ¢ HoMolbio cucteMbl Ansible n/mim Docker Compose.
Bce npunoxxenus nodasisitoTcs B cucteMy B Buze Docker o0pa3oB u He TpeOyroT
JIOTIOJIHUTEITbHOW HACTPOUKH CUCTEMHOT'O OKPY KCHHUSI.

JlomaniHne TUpPEKTOpUM MOJIb30BaTENe MOHTHPYIOTCS Ha BCE Y3JIBI CPEICTBAMH
ceTeBOM (ailoBoi cuctembl. Bee mpuiiokeHuss U paboyue CTOJBI MOJIb30BATEINs
HUMEIOT IOCTYII K €r0 JOMaIlHel TUPEKTOPHUH.
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Cuctema Fanlight moxeT paboTaTh Kak Ha OJHOM, TaK U Ha HECKOJIBKUX CEpBEpPax.
Ecnu B KadecTBe peCypcoB HCIMOINBb3YETCS BBIYHUCIUTENBHBIA KIIACTEP C CETHIO
Infiniband, TO cmcTeMa MoOXKeT 3amyckaTh KOHTeWHepu3upoBaHHble MPI-
MPUIOKECHUSL.

6. 3anyck koHmetHepa ¢ MPI-3ada4yeu e Fanlight u cmpameauu
pa3Mmew,eHuUs1 KOHmMelHepoes

IIpu pabore ¢ MPI-npmnokeHrneM Ha BBIYHCIUTEIHHOM KIAacTepe MOJIH30BATENb
HCIOJB3YET CUCTEMY Ouepenel IUIaHUPOBIIUKA. [10ArOTOBIEHHBIN BHIIOJHAEMBIN
CKPHIIT CIIEIMaJbHON KOMaHIOW CTaBUTCA B odepens (makeTHoe 3amanue). Korma
3ampaliuBaeMble 3a7adeldl pecypchl OCBOOOXKAAIOTCS, IIIAHMPOBIIMK 3aITyCKaeT
CKpMIIT, IepefaBas eMy HeoOXoIuMmoe cHUCTeMHoe OokpyxkeHue. Ilpu Oosbrmom
qucie MoJIb30BaTeNel 3aaua MOXKET 0KUIaTh CBOEH odepeau HECKOJIBKO 4acoB, U
€CIIM B CKPUIITE UMEEeTCsl OIHMOKa, TO BCE 3TO BpeMsi OyJAeT IMOTPayeHO BILYCTYIO.
Takoit cuenapwuii ciyyaercst qocratouHo 4acto. st 60pbObI ¢ 3TOM mMpobIEeMOit
OOBIYHO aJMUHHUCTPATOPhl HACTPAMBAIOT TECTOBYIO OdYepelb, B KOTOPOH 3ajgaua
NPUHYIUTEIBHO 3aBEPIIaeTCsl Cpa3y MoCie 3amycKa. JTO NO3BOJSIET YOSIUTHCS, YTO
cKpunt pabotaet 6e3 omMOOK, ¥ IpOrpaMMa HAYNHAET pacyerT.

Fanlight npeanaraeT apyroii crioco6 3amycka. [I0CKONbKY KOHTCHHED MOXKET OBITh
BPEMEHHO TNPHOCTAHOBIEH, TO PECYPCHI Ui 3aJadl BBIICIAIOTCS Cpasy, 3ajada
3aIlyCKaeTcsi M 3aTeM MPUOCTAHABIMBAETCS IO OCBOOOXKAEHHS Y3JIOB. OJTO
MO3BOJISIET PEIIUTh NpoOJeMy ¢ OIMOKOI 3amycka W YHNPOCTHTh paboTy s
MOJIb30BATEIICH, 0COOEHHO HAUWHAIOUIHX.

[Ipn pacnpeneneHny 3agad TakUM CIIOCOOOM MOTYT HPHUMEHSTCS pPa3lIMYHbIE
crparerni. Hamboiee mpoCThIMH, MMEIOIIMMHUCS IO YMOJYaHHIO B CHCTEMax
ynpaBJeHus KoHTeitHepamu, Hanpumep, Docker Swarm, sBistrorest:

e random —. BeIOHpaeTCsl CITyyaiHbIi y3el;

o spread —. BeIOMpaeTCsl HAMMEHEE 3arpyKEHHBIN y3eI;

e binpack —. pa3smeniaercs kak MOXHO OOJbllIe KOHTEHHEPOB Ha OJHOM
y3Ie.

IIpu GospIIoM KONWMYECTBE 3ajad JaHHBIE CTpPAaTerHmyd paboTaloT HEZOCTATOYHO
3¢ peKTUBHO.

HPC-mnanmpoBuk co crparerneit Backfill 3amyckaer 3amauwy B MoMeHT
0cBOOOX/IEHNST HEOOXOIUMBIX pecypcoB [8]. DTo o3HAa4yaeT, YTO ITAHUPOBIIMK
MOXET BBIOMPATh, KOTA U TJe 3aIlyCTHTh 33/1a4y. B rmpeayaraeMoM HaMy BapuaHTe
3amycka 3aj1au B cucreme Fanlight 3amaua 3amyckaercst cpa3y, a 3ateM XJIeT CBOEH
ouepenu B "crsimeM" cOCTOSHUU. B naHHOM ciiydae Mbl MOXKEM BBIOpaTb MOMEHT
BPEMEHHU I MPOOYXICHMS 3a7aud, OAHAKO HE MOXEM IEpPEMECTUTh 3ajady Ha
JIpyTHe Y37bl. DTO OTPaHHYCHNE MOXET B ONPEACICHHBIX CUTYalUsAX IPUBOAUTH K
00pa30BaHMIO IyCTBIX MECT — OKOH B pacmucaHud. OnHAaKO, IPOBEACHHbIE HAMH
HaOJIOAEHNSI TOKA3a/IH, 9TO B OOJIBIIMHCTBE CIIy4aeB 3TOTO HE IPOUCXOMNT.
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Tem He MeHee, maHHas OCOOCHHOCTH TpeOyeT OoJiee AETAIBLHOTO HCCIICIOBAHMS,
BBIXO/IAIIETO 3a pPaMKH JaHHOW cTarhi. CTpaTerus pachpeAeieHus T0DKHA
YUYUTHIBATH BEPOSTHOCTh BO3HUKHOBEHMS TAKMX OKOH W MHUHHMHU3UPOBATH eg,
oTpe/ieJIeHHBIM 00pa3oM pa3Mmeras 3a/1a4u.

7. 3aknroyeHue

B crartbe ObUIM PAacCMOTPEHBI PA3IMYHBIE CIOCOOBI ONTHMHU3ALUU Pa3MELICHHs
KoHTeliHepoB mpu pabore ¢ HPC-npunoxenmsmu. Taroke ObUT IMOKa3aH BapHaHT
3amycka MPI-ipunoxenuii B cucteme Fanlight, pazpaborannoii B UICIT PAH [31].
B [32] MBI mpemnmoxwmiy coOupaTe NaHHBIE O IIOBEICHHHM NOJH30BaTENeH H
xapaktepe pabOThl pa3NUYHBIX MPUWIOKEHUH C [ENbI0 MPOTHO3UPOBAHUS
co3/laBacMOil KOHTeHiHepaMH HAarpy3ku. B maHHOW paboTe MBI IpeiaracMm
UCIIONIb30BaTh MOJYYEHHYI0 MH(POPMAIMI0O O IIOBEACHHM TMOJb30BaTesieil H
NPUIIOKEHUH 17151 60JIee TOYHOTo MpecKa3aHus BpeMEHU paboThl 3a/1auu.
Hpe}lBapI/ITeJ'H)HI)II\/’I aHaJIn3 TIIOKa3bIBAC€T, YTO YE€M TOYHEC OIPECACIACTCA BPEMA
paboThl KaXXAOH 3a7a4yi, TEM MEHBIIE BEPOSTHOCTh CIBHra (paHbIle WM IMO3KE
3alUIaHMPOBAaHHOIO)  3alycka  CJEAyIolledl  3agadyd W BO3HUKHOBEHUS
HC3aIOJIHEHHBIX OKOH B paCllMCaHUU. Takum o6pa30M, TOYHOCTDH IMPOTHO3UPOBAHUA
NOBBIIAeT AP PEKTUBHOCTH HCIIOIB30BAHUS PECYPCOB.

JanbHeiimue uccineoBanus OyayT HampaBieHbl Ha Oojiee AeTalbHBIA aHAIN3
(bakTOpOB, BIUSIOMIMX Ha TOYHOCTH IIPOTHO3MPOBAHMSA BPEMEHH Pa0OTHI 33734, a
TaKX€ Ha U3YUCHHC (baKTOpOB, MPUBOJAAININX K BOSBHUKHOBCHHUIO OKOH B paCliuCaHun
NIPY pacrpeaeneHny 3a1ad B cucteMe Fanlight.

C uHCHOJBP30BAaHMEM HMEIOLIUXCS BBIYHCIHTENbHBIX pecypcoB MCII PAH
MOCTPOEHA CHUCTEMAa U3 HECKOJIbKMX COTEH KOHTEHHEPOB MOl YIPABJICHUEM CHCTEM
Docker Swarm, Kubernetes, Mesos. HMcciienoBaHo IOBEAEHNE KaKIOH U3
MEPEYHCIICHHBIX CHCTEM B CICHYIOIIUX CIOEHApUSAX paboTh: OOHOBICHHE
TIPWIOKEHUS, pa3BepThIBAHUE TPHIIOKEHUS, NOOaBICHUE W yIalleHHE CEPBEPOB.
Pa3paboTan aBTOMAaTWYeCKHU TECT ISl OICHKH CKOpPOCTH pabOTHI CHUCTEM B
MIEPEYMCIICHHBIX CLEHAPHUSX.
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Abstract. MPI1 is a well-proven technology that is widely used in a high-performance
computing environment. However, configuring an MPI cluster can be a difficult task.
Containers are a new approach to virtualization and simple application packaging, which is
becoming a popular tool for high-performance tasks (HPC). This approach is considered in
this article. Packaging an MPI application as a container solves the problem of conflicting
dependencies, simplifies the configuration and management of running applications. A
typical queue system (for example, SLURM) or a container management system (Docker
Swarm, Kubernetes, Mesos, etc.) can be used to manage cluster resources. Containers also
provide more options for flexible management of running applications (stop, restart, pause, in
some cases, migration between nodes), which allows you to gain an advantage optimizing the
allocation of tasks to cluster nodes in comparison with the classic scheduler. The article
discusses various ways to optimize the placement of containers when working with HPC-
applications. A variant of launching MPI applications in Fanlight system is proposed, which
simplifies the work of users. The optimization problem associated with this method is
considered also.
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Abstract. Mixed convection over horizontal heated plate was simulated with four numerical
models based on Reynolds stress, large eddy simulation (LES) and eddy viscosity
approximations. Temperature distributions over plate and in adjacent volume of fluid were
the main criteria of results assessment. Three-dimensional computational domain was
considered with symmetry boundary conditions. Simulation was performed with
Code_Saturne software package in unsteady formulation. Three orthogonal meshes were
evaluated to validate initial guess about optimal cell size. u2-f and Smagorinsky LES models
appeared to yield the most adequate results. However, temperature distribution in high-
buoyancy region, located in the middle of heated plate, was reproduced much more accurate
with classical LES and elliptic blending Reynolds stress models. Obtained results are suitable
for industrial applications (e.g. cooling jackets) and might be a base ground for further
research.
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1. Introduction

Efficient heat exchange is usually associated with highly forced convection, while
natural convection is negligible. However, maintenance of forced convection might
be too expensive and complex, especially with liquid heat carriers. Thus many
industrial heat exchangers (e.g. cooling jackets) tend to operate in mixed convection
mode, when pressure and buoyant forces contribute to convection at approximately
the same rate. Prediction of flow patterns and temperature distribution is crucial for
effective implementation of mixed convection in heat exchange equipment.
Understanding of flow affected by mixed convection can minimize thermal stresses
and eliminate stagnation zones.

245



Nikitin M.N. Simulation of mixed convection over horizontal plate. Trudy ISP RAN/Proc. ISP RAS, vol. 29, issue 6,
2017, pp. 245-252

Mixed convection can occur when a downward flow impinges on horizontal heated
plate and stagnation point flow (Hiemenz flow) above the plate provides action of
buoyant motion perpendicular to forced motion. This common case has been studied
extensively, but with a little insight into flow instability and actual temperature
distribution. Most of recent studies of mixed convection over heated horizontal plate
[1-3] reveal Hiemenz flow structure in two-dimensional formulation. At the same
time some researchers [4-6] show asymmetric nature of Hiemenz flow. The most
recent experimental study of Hiemenz flow over horizontal plate [7] provides an
important insight into flow patterns and temperature distribution. However, flow
instability is described in steady state formulation only.

Numerical simulation was conducted to supplement basic dependencies which are
based on experimental data [7]. Three-dimensional computational domain was
considered since preliminary simulations revealed dramatic effect of dimension
reduction on results. Preliminary simulations also gave erroneous results when
problem was formulated in steady state. Considering preliminary results and
suggestions of previous researchers, numerical simulation of downward water flow
impinging on horizontal heated plate was conducted for three-dimensional domain
in unsteady formulation. Obtained numerical model can be used for engineering of
equipment that utilizes mixed convection over horizontal plate.

2. Materials and methods

2.1 Computational domain and mesh

Main part of experimental rig [7] is square-profiled duct with heated plate which is
perpendicular to downward water flow. Smooth confuser along with calming
meshes provide a uniform downward flow. Upstream part of tested duct was
considered as computational domain (fig. 1). Symmetry conditions were applied to
both sides due to prolate form of heated plate. Symmetry allowed reduction of
computational domain down to 250x125x150 mm box.

Fig. 1. Computational domain: 1 — Computational domain; 2 — Heated plate (75x250 mm);
3 — Tested duct (250x250 mm).
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Computational mesh was generated with SALOME — an open source software
platform designated for pre- and post-processing in numerical simulations. Three
hexahedral meshes with cell sizes of 1.25, 1.5 and 2 mm were considered. Meshes
consisted of 2.9, 1.8 and 0.83 million cells respectively. Each mesh was inflated
near heat transfer surface ensuring y'<1. Considering flow velocity, first row of
cells was limited to be 0.12 mm thick. Total thickness of inflated rows (delta) was in
a range of 10-15 mm (see fig. 1).

2.2 Numerical model

Numerical model was developed with Code_Saturne — free proprietary software
designated for computational fluid dynamics and based on finite volume approach.
All simulations were carried out in unsteady formulation. Water was used as
working medium with temperature-dependent physical properties. Viscosity,
specific heat and thermal conductivity were defined by interpolation of tabular data
while density was defined as:

p=1001.1 — 0.086771" — 0.00357%,

where T is local temperature in degrees Celsius.

Boundary conditions were defined as follows: top face of computational domain
was set as inlet with uniform velocity U=0.02 m/s; bottom face was split into two
equal outlets (87.5x250 mm each) and heated wall (75x250 mm, g=7 kW/m?
between them; side faces that are normal to x-axis were set as adiabatic walls with
no-slip condition; side faces that are normal to y-axis were set as symmetry planes.
Inlet temperature was set to $19 °C. Initial temperature in computational domain
was equal to inlet temperature.

Iterative method of gradient calculation was used. Unlimited iterative reconstruction
of non-orthogonalities was used to receive distinctive feedback on mesh quality.
Continuity and momentum equations were not combined since the continuity
equation does not have temporal progress term. Transposed gradients and
divergence source terms were handled in momentum equation to ensure
convergence on relatively coarse meshes. Pressure relaxation (R=0.9) was used to
stabilize calculation. Since high pressure gradients were not expected a standard
pressure interpolation over computational domain was used.

Very robust geometric-algebraic multigrid solver (GAMG) was utilized to solve
linearized pressure equation. Momentum and energy equations were solved by
diagonal solver (Jacobi). All linear solvers were limited by maximum number of
iterations (Nma=10°) and maximum precision (epsilon = 107°). To ensure reasonable
accuracy at such strict limitations three test runs were carried out with epsilon 5, 6
and 7. These test runs showed reasonable deterioration of accuracy with an average
rate of 3.8 % per an order of epsilon magnitude. Least stable, but most accurate
second-order (centered) discretization scheme was used.
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Corrected semi-implicit algorithm (SIMPLEC) was utilized to solve Navier-Stokes
equations. This algorithm allowed to set relatively large time step (Deltat = 0.01 s),
ensuring recommended value of Courant number (Crn.x = 5). Providing constant
time step, 50 s of experiment were simulated at each run. Residuals analysis along
with graphical evaluation of stability of velocity and temperature profiles showed
that solution was usually converged in 40 s.

Navier-Stokes and conservation equations were closed with Reynolds stress models
(RSM) and scale-resolving simulation (SRS) models. Eddy viscosity models
showed inadequate results except u2-f model, which was considered for mesh
resolution analysis.

Elliptic blending RSM (EBRSM) was preferred to Speziale-Sarkar-Gatski (SSG)
model since its ability to handle inflated meshes (y* < 1). Classical dynamic large
eddy simulation (LES) model and Smagorinsky LES model were considered as part
of SRS. Wall-adapting local eddy (WALE) model was unable to reproduce required
temperature distribution, whereas other SRS models are not implemented in current
version of Code_Saturne (v 4.0).

All considered models included convection and diffusion terms in every unknown
variable. Reconstruction of convective and diffusive fluxes at the faces was enabled
since mesh was orthogonal. Despite second-order terms of convection, diffusion and
source terms were expressed in first-order by setting theta = 1:

¢7J+EF' — {J. o {’)}OH + (}¢T4+]-

2.3 Data reduction

Models adequacy was assessed by flow patterns and temperature distribution over
heated plate. Adopted experimental study [7] revealed distinctive crests of heated
water being pushed by buoyancy forces against downward flow. Consistency and
height of these crests and corresponding hot stripes on heated plate were major
criteria of reproduction assessment of flow patterns. Crests height was assessed by
filtering out volume regions with temperature more than T;,+1 °C. Distribution of
plate temperature was derived from a series of measurements along y-oriented lines,
which were discretized by 100 data points. Arithmetic mean of each line data over
five time steps (46-50 s) was considered. Spatial-temporal standard deviations were
obtained for each dataset.

3. Results

In general all considered models yielded adequate results (fig. 2). At the same time
one can mention significant spatial and temporal deviations of calculated
temperature of heated plate represented on fig. 2 as vertical bars. These deviations
were a result of crests movement across the plate.
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Fig. 2. Models comparison (error bars show temporal standard deviation).

U2-f and LES models reproduced slight oscillations of hot crests, which were
distributed over heated plate in mostly stationary manner. Hot crests modeled with
EBRSM (see fig. 3) were moving with approximately constant speed of 0.01 m/s
from the center of the plate towards side walls of the duct.

While Smagorinsky model provided the lowest crests, other models reproduced well
proportioned crests, which were in a good agreement with experimental vitalizations
[7]. These crests were rising and falling, forming wave-like structures. Filtered
volume of working flow was represented on fig. 3 in color scale of Fourier values to
provide more distinctive picture of crests distribution.

Smagorinsky model elliptic stress model (EBRSM) yielded overestimated values of
local heat transfer coefficient closer to the middle of the plate. In contrast, classical
LES accurately predicts plate temperature in the middle, whereas obviously
overestimates temperatures near the edges of the plate. Also one can see overall
underestimation of heat transfer efficiency with u2-f model.

4. Discussion

Four numerical models based on LES, RSM and Eddy viscosity turbulence
approximations were developed to simulate mixed convection over horizontal plate.
EBRSM and Smagorinsky models yielded the most accurate results, providing
adequate temperature distribution on heat transfer surface and corresponding pattern
of buoyancy driven flow over it. Heat transfer coefficient overestimation in the
middle of the plate might be the result of large mesh size. As one can see on fig. 3
(b) higher mesh resolution provides more even crests distribution, though these
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crests are less prominent. Lower profile of crests means higher surface temperatures
and consequently lower heat transfer intensity.

(b) Cell size comparison

Fig. 3. Hot crests height and distribution by volume of fluid filtered with temperature more
than T;,+1 °C.

Nevertheless, mesh size had relatively low impact on obtained results, namely a
negligible variation of controlled parameters. It is a known fact that mesh inflation
affects computation results to a certain extent, providing dimensionless distance
y'<1 at heat transfer surface. Therefore, obtained results supported initial guess
about optimal cell size (2 mm).

None of tested models was able to predict distribution of local heat transfer
coefficient in exact manner. However, all models gave mean error below 2 %. One
should mention asymmetry of experimental data [7] at points with |[x|<10 mm,
which were adopted «as is». Temporal deviations of obtained results are represented
on fig. 2 by vertical bars, which illustrate uncertainty rate. Clearly, u2-f and
classical LES models adequately reproduced a drop of heat transfer efficiency that
occurs in the middle of the plate, whereas EBRSM and Smagorinsky maodels has
failed to make consistent prediction in that region. Closer to the plate edges the
situation was an opposite. Considering overall error values EBRSM and
Smagorinsky models have been selected as more adequate.

Numerical modeling of mixed convection over heated horizontal plate revealed
some caveats in terms of handling high-buoyancy driven flow. Nevertheless,
EBRSM and Smagorinsky models considered fairly adequate for engineering
purposes. Clearly, further research is required to bridge the gap between modeling
natural-biased and forced-biased regimes of mixed convection.

5. Conclusion

The study addressed mixed convection over plate heated with constant heat flux.
Temperature distributions over plate and in adjacent volume of fluid were the main
criteria of results assessment. Four numerical models based on LES, SRS and eddy
viscosity approximations were developed to reproduce mixed convection in domain
of three-dimensional orthogonal mesh.
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EBRSM and Smagorinsky models produced the most adequate results in terms of
temperature distribution and characteristics of hot crests. However, Smagorinsky
model yielded less distinctive crests.

Obtained results ensured good accuracy level for industrial applications (e.g.
cooling jackets). However, further research is required to potentially increase
accuracy of mixed convection simulation in a region of high buoyancy.
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AnnoTtammsi. CMerianHas KOHBEKIIMS HaJl HArpeBaeMOil TOPU3OHTAIBHOM MIACTHHOM ObLTa
CMOJISIMPOBaHa C MCIIOJIb30BAHUEM YEThIPEX YMCIICHHBIX MOJIEIe Ha 0a3e PeiHOIbICOBBIX,
BUXPEBBIX M BA3KOCTHBIX Mopened TypOyaeHTHOCTH. OCHOBHBIM KPHUTEPUEM OLEHKU
a/IeKBaTHOCTH MOJieliel OBUIO pacipe/iefieHue TeMIIepaTyphl Ha IIOBEPXHOCTH IIACTUHEBI M B
cJIoe KHUIKOCTH HaJa Heil. B pacderax mcrmonb3oBajiach TpEXMEpHas pacyeTHas o0JacTh ¢
YCIIOBUSIMH CUMMETpHH. MoaenpoBaHie MPOBOJMIOCH C UCIOJIB30BAHUEM IIPOrPaMMHOIO
nmakera Code_Saturne B HecTaroHapHOM 1MOCTaHOBKE. JIJISl OIEHKH CETOYHON CXOMUMOCTH
pelieHusi ObUTM HCIIONB30BaHBI TPH OPTOTOHATBHBIE CETKU. Bsi3kocrtHas mozpens U2-f u
BUXpeBas Mojenb CMaropMHCKOro nokasaiu Hauboijiee afeKBaTHBIC pe3yibTarsl. OmHaKo
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HanboJiee TOUHBIE PACIIPEACNICHNSI TeMIIepaTyphl B 00JIACTH NMPEUMYIIECTBEHHOTO AeHCTBHS
apXMMEIOBOW CHIIBI OBLIM TIOJNY4YCHBI IIPU KCIIOJIb30BAaHHM BUXPEBOH K-moxenu
IIUIUNTHYECKON peliHonbacoBoii Moxenun EBRSM. Pa3zpaborannbie MOIenu MPUTOTHBI TS
MPOMBIIUICHHOTO ~HCTIONb30BaHUsS (Hampumep, I TNPOEKTUPOBAHMS — OXJNAKAAOIINX
pyOariex) 1 MOTyT ObITh HCIIOI30BaHbI B KAUECTBE OCHOBBI AT AANbHEHIINX HCCIEIOBaHUH
CMELIAHHON KOHBEKIHH.

KilouyeBble cioBa: TemUonepenaya; YHCICHHOE MOJCIMPOBAHHE, pacHpe/eicHHEe
TEMIIEpaTypbl; MOJCIH PEHHONBICOBBIX HAIPSDKCHUI; BHUXPEBBIC MOJCIH; BBI3KOCTHBIC
mozenu; Code_Saturn
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AHHOTammMsl. B cBi3M C pasBUTHEM BETPO’HEPTETHKM W CTPOUTENLCTBOM HOBBIX
BeTpomnapkoB B P® BO3HWKAaeT MOTPEOHOCTh B pEIICHHHM psja NPHUKIAAHBIX 33had U
pa3paboTke 3G (GEKTHBHBIX METOJMK pacueTa »JJIEMEHTOB BETPOYCTaHOBOK. OnHO U3
HaIpaBJICHUH B 33/1auaX MEXaHWKH CIUIOIIHOM CPeAbl CBSI3aHO C 3aJja4aMH a3poynpyroctu. B
JAHHOM CTaTbe IMOKa3aHa BO3MOXKHOCTh PEUICHHs CBS3aHHOW 3aJa4yd a’pOyNpyrocTH C
HCTIONB30BaHUEM MPOTPAMMHOTO KOMIUIEKCa Ha 0a3e CBOOOMHOTO IPOTPAaMMHOTO
obecrieuennss OpenFOAM u Code_Aster. Ha mpumepe jomactét BETPOYCTAHOBKH UTHHON
61.5 merpa paccMOTpeHBI METONUKH pEIICHHS 3afad CTaTHYECKOW W JAMHAMHYECKOMN
a3pOYNPYTOCTH, B KOTOPBIX pacdeT 0OTeKaHUs JIOMACTH JO3BYKOBEIM HAOETaIOIIIM MOTOKOM
BO3yxa mpousBoautcs B nakere OpenFOAM (pemarenu simpleFOAM u pimpleFOAM), a
pacdeT HampsHKEHHO-Ae(OPMHUPOBAHHOTO COCTOSHMSI JIONACTH IIPOM3BOJAUTCS B IIaKeTe
Code_Aster. B cratbe MpUBOIITCS GJIOK-CXEMBI JJIS TPEX Pa3IMYHBIX ITOJXO/0B PEIICHHS
3a7a4n a’3poyNpyrocTH, NPUMEpPhl CKPUITOB W KOMAaHAHBIX (ailjioB ais mepenaud JaHHBIX
MEXIy IakeTaMH B TIIporiecce pacdera. KOHTpONBHO-0ObEMHAs CeTKa, COCTOSIas WX
TeKCadApaJIbHBIX JJIEMEHTOB, ISl pacdeTa OOTEKaHMS JIONIACTH IIOCTPOEHAa B MaKeTe
OpenFOAM, KOHEYHO-dJIEMEHTHAsE CETKa, COCTOSIAs W3 TPEYrONBHBIX O000JIOYEHHBIX
3JIEMEHTOB MEPBOTO IOPSJKA, IS pacdeTa HANpPSDKEHHO-Ae()OPMHUPOBAHHOTO COCTOSHHS
noctpoeHa B makere Salome-Meca. Pe3ynbrarsl pacdera mpeacTaBieHbl B popMe HoJei s
JIABJICHUS U CKOPOCTH; 3aBUCHUMOCTEH IJIsi HEBS3KOK [aBJIEHHS, CKOPOCTH, TypOyJeHTHOH
BSI3KOCTH; MPOEKIHMIl a’pOJMHAMHYECKOW CHJBI OT BPEMEHH; OIIOp MepeMelIeHHs U
HanpsKCHUs 3HAYCHMI JaBJICHUS U NIEPEMELICHUS JUIA ABYX TOYEK HA MOBEPXHOCTHU JIONTACTH
OT BpeMeHH. PacueThl BHIIIOJIHEHBI C HCIIOJIB30BaHHEM pecypcoB Web-naboparopun UniHUB
HCIT PAH.
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1. BeedeHue

B cBa3m c pa3BuTHEM BETPORHEPreTHKHM B P®, MNpPOEKTHPOBAHMEM HOBBIX
BETPORJICKTPHUECKUX ycTaHOBOK (BDY), BeTpomapkoB M MX OSKCIUTyaTalueidl B
Pa3IMYHBIX KIMMAaTHYECKHX YCIOBHAX Ha OOIMpHON Tepputopnu PO Bo3HMKaeT
NOTPEOHOCTh B PEUICHUM psAAa NPHUKIATHBIX 3agad. K omHOH W3 HHX MOXXHO
OTHECTH OLICHKY JTMHAMHYECKHX M IIPOYHOCTHBIX XapaKTEPUCTHK Jomacteil BOV ¢
yd4eToM BEeTpoBOH Harpy3ku. Hambosiee mprcriocoONIEHHBIMU [UISt PELICHUS] TAKUX
3aa4  SBJIAIOTCA YHUBEpCAJbHBIE KOMMEpUECKHe IporpamMMmHble makeTsl. Ho
CTaTUCTHKA IIOKA3bIBACT, YTO pA3JIUYHBIE KPYIHbIE M CpPEeIHHE MPeIIpUATHS,
MOCTETNIEHHO CTaJld  OCO3HAaBaTh MPEUMYIIECTBA, KOTOpBIE IPEIOCTABISACT
cBoOoHOe porpammHoe obecnieueHue (CIIO): cHukeHne 3aTpat Ha IPOrpaMMHBIE
KOMIUJIEKCBI, OTKPBITOCTh HCXOJHOTO KOJa, a TakkKe 3aIluTa OT BO3MOXHBIX
CaHKIMI WHOCTpaHHBIX mpaBooOnanaresneii. IlosTomy mouck, Momupukanus,
YCOBEPIICHCTBOBAaHNE CYIIECTBYIOIINX U CO3aHHE HOBBIX ITPOTPAMMHBIX CPEJICTB C
OTKPBITBIM HCXOJHBIM KOJZIOM SIBJISICTCS aKTyaJIbHOM 3ajadyell Ha CEroaHSIIHUNA
JICHb.

B nacrosiiee Bpemst CIIO yxe ycrnemHo UCHONAb3YeTCs JUIsl pacueTa KOHCTPYKIMI
B oOmacté OJHepreTukd. B wyactHocTH, MoxxHO oTMeTuTh maker Code_Aster,
UCIIONIB3YEMBIH KpyIHeHel saepreTudeckoil komnanueir @panmuuu EDF.

BaxHBIM TIpeuMyIIECTBOM CBOOOJHOTO IPOTPAMMHOTO OOECIICUCHHS SIBISETCS
BO3MOXKHOCTb CO3JaHUsl Ha 0a3e HECKOJBbKHX IAaKeTOB HOBOTO IPOrPaMMHOTO
KOMIUIEKCa [UISl PEIIeHMs] CIOXHBIX 3amad MyiasTHOu3ukH. K Takum 3amauam
TPaJULMOHHO OTHOCSTCA 3a7jaud a3pOYyNpPYTrOCTH.

OcHOBHOM 1Ienbl0 paboThl ABISAETCS OTJAJKa METOJUKH PEUICHHs CONPSIKEHHBIX
3aJa4 B3auMO/IeicTBUS 1eOpMUPpYyEeMOll KOHCTPYKIIMK U MOTOKA CPEAbl Ha OCHOBE
IBYX OTKpbITHIX TakeToB: OpenFOAM u Code_Aster.

Bo3MOXXHBI pa3snuyHble MOCTAHOBKH 3aJaydl a’3pOYNPYroCTH, OCHOBAaHHBIE Ha
ympouieHusax u gomyuieHusx [1,2]. Mcxoas u3 aHamusza nutepatypsl [2-5], MoxHO
BBIJIC/IUTH JIBA BapuaHTa CBsA3aHHOM 3ama4n FSI:

e 337aud  CTATUYECKOM  a’pOyNpyrocTH. COBMECTHOE PacCMOTpPEHHE
YpaBHEHUH TEOpUU YIPYTOCTU U YPABHEHUH [l CTallMOHAPHOTO TEUCHMUS
JKUJIKOCTH U ra3a;
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3aJayd  JUHAMHYECKOW a’3pOyNpyrocTH: COBMECTHOE pPAaCCMOTPEHHE
YpaBHEHHH TEOPHUH YIPYTOCTH W YPaBHEHHH AT HECTALMOHAPHOTO
TEUCHHMS JKUIKOCTH U rasa.

B [6] BBIIETISIETCS HECKOIBKO TTOXOIOB K petieHto 3ama4un FSI:

one-way coupling: pasmenbHOe TOCIEIOBATENBFHOE WHTETPHPOBAHHE
ypaBHEHHE JBYX IOJCHCTEM Ha KaXKOM IIlare HHTErPHUPOBaHus, 0e3 yuera
[epEeMEILEHNUS TEa B TIOTOKE;

two-way coupling: coriacoBaHHOEe WHTETPHPOBAHWE YPaBHEHHH ABYX

IMOACUCTEM Ha KaXXIOM IIare MHTETPUPOBAHHUA, C YUCTOM INEPEMEIICHUSA
TECJIa B IIOTOKCE.

OcCHOBBIBasCb Ha XapakTepe HACUCTBYIOIIEW Ha KOHCTPYKUHIO Jomactu BJIY
Harpy3KH, BEJIMYMHE BIMSHHUS Je(OopMaluy Tela HA IOTOK M IIPEICTaBICHHOH
BBIIIE KJIacCH(UKAINH ObUTO BEIOPAHO TPU BapHAaHTa METOIUKH pacdeTa:

KBa3UCTATHYECKas TIOCTAHOBKA — pacdeT HaINpsHKEHHO-1e(GOpMUPOBaHHOTO
cocrossanss  (HZAC) nomacté mpH CTAaTHYECKOM HArpy)KEHHH MOJEM
JIaBIICHUH, TIOJTyYE€HHBIM B pe3ynbTare CTaIMIOHAPHOTO
a’pOJMHAMUYECKOT0 pacyera HeAe(hOPMHUPOBAHHON KOHCTPYKIIHH.

JAWHAMHYCCKasA MOCTAaHOBKA — PACYCT BBIHYXJACHHBIX KoJIeOaHMI JIOMACTH
IIpA HArpy>XeHunu ImoJIEM I[aBJ'IeHHfI, NOJYUCHHBIM B  PE3YJIbTATC
HECTALIMOHAPHOI'0 A3pOANHAMUYCCKOI'O pacucTa.

CONpsDKEHHAs! KBa3UCTaTHUecKas mocrtaHoBka — pacyer HJC momactu npu
CTaTHYECKOM Harpy>KeHWH II0JIEM JABJICHWH, MOJTYYEHHBIM B pe3yibTaTe
CTAIlMOHAPHOTO  a3pPOJMHAMHYECKOTO pacyeTa C y4YeTOM BIMSHHSA
Jedopmanuu JomacTy Ha napaMeTpbl TEUESHHS.

2. OnucaHue MemooOuk

2.1. KBasuctaTuyeckas noctaHoBKa

[IpocTeiinmyo MocIeI0BaTENbHYI0 METOAWKY PpeIIeHHS 3adaddl a’3poyNpyroCTH,
O5oK-cxeMa KOTOpO#l IMoKa3aHa Ha puc. 1, IOMycTHMO HCHOJIB30BaTh B Cllydae,
KOTJ]a PEKUM OOTEKaHUS JIOMACTH MOXKHO CYMTATh OC30TPHIBHBIM W CTAIIMOHAPHBIM,
a BIMSHUEM YOPYTUX TE€pPEeMEIIeHNH KOHCTPYKIIMM Ha XapakTep TE4YeHUs |
pacripezielieHeM a’3poAMHAMUYECKHX Harpy3oK IO JIONACTH MOXKHO IpeHeOpeds.
Taxoxe ynpomaomuM Npenoa0XKEHUEM SBIIETCS AOMyIIEHHE O KOMIEHCAI[MH CUIT
UHEpLUM JUCCUNATUBHBIMM CHUJIAMHU 4YTO NPHUBOAUT 3ajaudy onpeaenenus HJIC x
cTaTu4eckoil. MeToarka COCTOUT U3 CIEAYIOUINX 3TAIOB:

NPOBEJEHUE CTAllMOHAPHOTO a3pPOAMHAMHYECKOTO pacuera METOIOM
KOHTponbHOTO oObemMa B makere OpenFOAM ¢  wucnonb3oBaHuEM
pematens SimpleFOAM. B pesynbrate onpeaensoTces mojis CKOpoCcTeit u
JIaBJICHHI;
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e IEPEHOC pEe3yJbTAaTOB  aj’pPOAMHAMHYECKOIO  pacyeTra M3  IaKeTa
OpenFOAM B naker Code_Aster;

e ompenenenne HJIC KOHCTPYKIMM METOJOM KOHEYHBIX DIIEMEHTOB B
Code_Aster.
31ech KIIOYEBBIM JUIS COBMECTHOTO HCIIONIb30BaHHsS IMAKETOB SIBISIETCS BTOPOM
3Tam, B XOA€ KOTOPOTO OCYIIECTBISETCS IMPOCHHUPOBAHUE TIONS JABIICHUS,
MOJYY€HHOTO B a3POJIMHAMHYECKOM pacyere ¢ KOHTpoIbHO-00beMHOM (KO) ceTkn
Ha KOHeuHo-’NeMeHTHyo (KD), mis mampHEHIIEro WCIOIb30BaHUS B KadeCTBE
Harpy3ku mpu pacuere H/IC.

.
B
B
2

KD cerxa

Tloze navaesmit B refixax Tome aaszcsmit s ysaax

K3 cerxn

SMIopsI MepeemerTit
SMIOPH HaNpAK e

Tocrpoerne K3
cerkn B Code Aster

KO cetsn

noze exopocreit )‘

Puc. 1. Aneopumm pacuema npu keazucmamuyeckoi NOCMAaHo8Ke 3a0aiu
Fig. 1. Simulation algorithm at quasistatic problem definition

Uceneayemas 3TM

OpenFOAM

(snappyHexMesh)
Craruteckfi pacer
B Code Aster

(simpleFoam)

*STL

Tpoemmposante nonx Tanesni
< KO 12 K3 cetxy (Code Aster)

Tloctpoense KO cex |
Pacuer CTALHORAPHOrS
peskna B OpenFOAM

KO cetra )|

[IpeoGpasoBanue maHHbIx U3 (opmara *.foam, ucnonszyemoro B OpenFOAM, B
dopmar *.med, ucmonp3yeMsiii B KadecTBe BxomaHoro (opmara mis Code_Aster
OCYILIECTBIISUIOCH TTOCPEACTBOM MOJYJIsl BH3yanu3anuu Paraview, BCTpOeHHOro B
npenoctnpoueccop Salome-Meca. s mpoenupoBaHHs 3HAYCHHI HaBICHHI ¢
OIHOHM ceTKm Ha Apyryio npuMmeHsuics omeparop Code_Aster PROJ CHAMP, B
KOTOPOM HCIIONIB30BAJICS METOJ KoOJUIOKarmid. B 3ToM Meronme ompenensercs
MOJIOXKEHHE KaXKJIOTO y3J1a HOBOM CETKH OTHOCHUTENIFHO 3JIEMEHTOB IPOELUpPyeMOit
CCTKH. HpI/I HaXOXACHUHN y3Jla BHYTPH JJICMCHTA 3HAYCHUE B HEM BBIYHCIIACTCA C
nomo1bo GyHKIuit GOpMBI COOTBETCTBYIOIIETO AIeMeHTa. Ecii y3en He nexuT B
JJIEMEHTe, TO 3HAa4€HHE B HEM OIpeAessercs Kak 3HaueHHE B TOUKe, Jexkalleidl B
OmKaiiem sreMeHTe. 3alaHie MaKCHMaJIbHOTO PacCTOSHUS MEX/Ty Y3JI0M M 3TOH
TOUYKOI MO3BOJISET UHTEPIIOINPOBATh 3HAYEHHUS C 33laHHON TOYHOCTBIO.

Hmxe mokasana dacte komanaHoro daiitna Code_Aster, B koTtopoit comepkarcs
OIepaTopbl, KOTOPBIE CYUTHIBAIOT CETKY B hopMare *.med u mpoequpyroT 3HaYCHHS
Ha 3ajzaHHyro Tpymnny KO ceTku, conepxallyl0 3J€MEHTHI, JeKallue Ha
noBepxHocTu Tena. IlomydeHHoe mone AaBIEHMN MEPEBOAUTCS B THUN JAHHBIX,
HCO6XO}II/IMBII71 JUIA TIPUJIOKEHUA €T0 B KAYCCTBE HAIrPY3KH.

field = LIRE CHAMP (

TYPE CHAM = 'NOEU PRES R',
MAILLAGE = fluid,
NOM MED = 'p',

NOM CMP MED = '',
NOM_CMP='PRES',
UNITE = 21

)
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proj PROJ_CHAMP (
METHODE = 'AUTO',
MAILLAGE 1 = fluid,
MAILLAGE 2 = mesh,
CHAM GD = field,
VIS A VIS = F ( TOUT 1 = 'OUl',
GROUP_MA 2 = 'shell'
)
)
pres CREA RESU (
OPERATION = 'AFFE',
TYPE RESU = 'EVOL7CHAR',

NOM_CHAM = 'PRES',
AFFE= F (CHAM GD = proj, INST = 0)
)

load = AFFE CHAR MECA (MODELE = model, EVOL CHAR = pres)

HenocratkoM onucaHHOW METOOUKH SIBJISIETCA HUCKIIOUEHHE H3 PacCMOTPEHUs
BJIMAHME CHUJl MHEPLUUH, 4YTO HE II03BOJSET YUYUTHIBATh CYIIECTBEHHbIE
JUHAMUYECKUE TepeMeleHus, aehopMaIii W HAMpsDKCHUsI, BO3HHUKAIOIIUC MPHU
MIEPEXOIHBIX PEKAMaX ABIDKCHHS U KOJICOAHMSIX KOHCTPYKITHH.

2.2. AnHamn4yeckasi nocTaHOBKA

B cnydae, xorga HeoOXOAMMO YYHTHIBaTh JWHAMHUYECKHE HArpy3KH Ha JIONAcCTb,
BBI3BAHHBIC CHJIAMH HHEPLUUM W IyJbCALMSIMU a’pPOJMHAMHUYECKHX Harpys3ok,
OJTHAKO BIIMSTHHEM HW3MEHEHMs (DOPMBI JIONACTH Ha XapakTep OOTEKaHUsI MOXKHO
npeHedpeyb, JIOMYCTHMO HCIIONB30BAaTh METOJWKY pacueTra BBIHYXICHHBIX
KoneOaHNi KOHCTPYKIMH, OJOK-cXeMa KOTOpOHW ToKa3aHa Ha pwuc. 2. s
UCIIONI30BAaHMUS ~ METONMKM  TpeOyeTrcs,  4YTOOBl ~ 4YacTOTBl ~ HM3MEHEHUS
a3pOJMHAMUYECKUX HAarpy30K M cOOCTBEHHbBIE YaCTOTHI KOJeOaHW JiomacTh ObIIH
CHJIBHO OTCTPOEHBI IPYT OT Apyra. MeToAnKa COCTOUT U3 CIEIYIOMIHX ATAIOB!

® TMPOBEACHHE AadPOJMHAMHYECKOTO HECTAIMOHAPHOTO pacdeTa B MaKeTe
OpenFOAM c wucnone3oBanuem pemiarens PimpleFOAM u omnpenenenue
ToJIeH JaBIIeHUH U CKOPOCTEH Kak (YHKIMK OT BpEMEHH;

e [iepeHoC MoJied NaBieHuil i kaxzaoro MmomeHnra BpeMenu ¢ KO na KO
CEeTKY U OmpejiesieHre HeCTAlMOHAPHBIX BHEIHUX HArpy3ok B Code_Aster;

e pemrenre B Code Aster 3ajaun AMHAMHKA KOHCTPYKIHH TIOJ JEHCTBHEM
MOJIyYEHHOU Harpy3KHu.

z PPN
*STEP o 2 K3 cerxa § g ]
5 T tEa 5
2 = B ] ]
5 H S| L3 158 =i
— = ] 5 O 3
E 8% £ ES2 Tlome naenni B gaefikax § 0% [ Tiome nasermit s yamax E 2 -
E SE2 |8 E| |, £% §|KOconmssamncmnocs ¢ H | KO coms amsamaoro § g | STOPSI nepeMCHICRHR E
S 7 HATIPAEEHHH OT BPEMEHH
‘E Z5% Sl EEgs ot Bpevenn g 2 BpenerHoOTo mara S v
E £%% £5a% £ g
- LR — ESE EEE S
STL 3 £ & [Kocema % 5 [Tione cropocren o3 =
— b] gz g
2 g OT BpeMeRE =hel

Puc. 2. Aneopumm pacuema npu OuHAMUYECKOU NOCMAHOBKe 3A0a4u
Fig. 2. Simulation algorithm at dynamic problem definition
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Huke mokasaH IpUMep CKPHIITa, MCIOJHAEMOTO B IpermocTporeccope Salome-
Meca, aBromaTndecku MpeoOpa3yrolIero pe3ysibTaThl pacyera MoJisl JaBICHUI U3
¢dopmara OpenFOAM B popmar *.med mist HekoToporo mara (n=5) MO BPEMEHH.
n=5

from paraview import simple as sp

reader = sp.OpenDataFile ('/my directory/field.foam")

sp.SetActiveSource (reader)
sp.Show (reader)

view = sp.GetActiveView ()

tsteps = reader.TimestepValues

view.ViewTime = tsteps|[n]

sp.Render ()

writer = sp.CreateWriter('/my directory/field.med', reader)

writer.UpdatePipeline ()
JlaHHas MeToIMKa He MO3BOJISIET MOJICIUPOBATh PEKUMBI AaBTOKOJICOaHHH.

2.3. KBasucrtatnueckas nocTaHOBKa C YYETOM BNUAHUSA
aedopmaumm Tena Ha NOToK

B cnydae, xorga MOXKHO TpeHeOpeub NUHAMHMKOM IBHMIXKCHHUS JIONACTH, CYMTATh
PSKUM OOTEKaHMS JIOMACTH OC30TPHIBHBIM U CTAllMOHAPHBIM, OJHAKO TpeOyercs
y4ecTh BIMSHHME YIPYrUX MEepeMeIIeHUH JIONacTh Ha YCIIOBUS €€ OOTeKaHus
HEOOXO/ZMMO  ONpE/AeIUTh HOBOE PABHOBECHOE  IOJIOXKEHHE  00TeKaeMoil
nedopMUpoOBaHHOW KOHCTPYKUIMH B moToke. Jlist 3TOro mpumeHsieTcs Oolee
CJIOHAsi METOJMKA pacuera, B KOTOPOM HCIOIb3YETCS MTEPALMOHHBIA LUK,
NOKa3aHHBIH Ha puc. 3. OxHa nTepauys MONUCKa HOBOTO ITOJIOXKEHHUS PAaBHOBECHS
COCTOMT M3 CIICAYIONINX 3TAIOB:
® pOBEJEHHE CTALMOHAPHOTO adPOJMHAMHYECKOTO pacuera METOJIOM
KoHTponbHOTO oOBema B makere OpenFOAM ¢ wucnonp30BaHUEM
pemarens SimpleFOAM. B pesynbTare OnpeaenstoTcs moiisi CKOpoCTei U
JIaBJICHUIA,
® TIEpEHOC  pE3yJbTAaTOB  adpOAMHAMHYECKOTO  pacyera M3  IaKeTa
OpenFOAM B Code_Aster;

o OIIPEAC/ICHUC HI[C KOHCTPYKIIMM METOAOM KOHCEYHBIX J3JIECMCHTOB B
Code_Aster;

e [iepenayva Mo nepeMenieHuid MOBEPXHOCTH KOHCTPYKIIMU U3 Code_Aster
B OpenFOAM st mepectpoennst uiau aeopMaIiy CETKH.
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Puc.3. AﬂzopumM pacyema npu K8A3UCMAMU4ecKoll NOCMAHo8Ke 3a0a4u C y4emom 6lIusiHuu
dehopmayuu mena Ha NOMoOK
Fig. 3. Simulation algorithm at quasistatic problem definition taking into account body
deformation influence on a stream

Jis  KOppPEeKTHOCTH pacyeTra HEOOXOAMMO, YTOOBl HAa KaXIOW IOCIEAYIOIICH
UTEpalMy TI0Jie JaBJICHHHA MPOCIUPOBAIOCh HA Yy3ibl Ae(hOpPMUPOBAHHOH OT
npenpinymeid Harpy3ku KO cetku. C 3TOH LeNbI0 Ha KaKJOM WTepaluu Mepen
MPOBEICHNEM TPOIEAYPHl MPOCHUPOBaHUs MO AaBiueHuid KO ceTka caBuramack
COTJIACHO, PACCUMTAHHBIM TMEPEMCIICHHSM, TIOCie MPOCIUPOBAaHUS  CeTKa
BO3Bpallajlach B UCXOJHOE TMOJOXCHUE M MPOBOIWICS CTaTHUECKUi pacueT. s
CMCIICHUS CETKH COTJIACHO pACCUYMTAHHBIM TEPEMEIICHUAM MOTYT  OBITh
UCIIOJIB30BaHbI onepatopbl Code ASter, mpuBeaeHHbIE HIKE.

depl = CREA CHAMP (

TYPE CHAM = 'NOEU DEPL R',
OPERATION = 'EXTR',
RESULTAT = stat,

NOM CHAM = 'DEPL',

NUME_ORDRE=1
)
mesh = MODI MAILLAGE (

reuse = mesh,
MAILLAGE = mesh,
DEFORME = _F (OPTION = 'TRAN', DEPL = depl)

)
3. MpumeHeHue memoduk Ans pac4yema nonacmu BY

3.1. Uccnepgyemas mogernb

B xauectBe mccienyemoit Moaenu (puc. 4) BeIOpaHa JOMacTh I BETPOYCTAHOBKU
MoriHocThi0 5 MBT [7, 8]. Jiuna nomactu paBHa 61,5 merpa. Jlomacte mMeer
MEPEMEHHOE CEYEeHHE, cocTosmee u3 6 pasamudbix npodweid. Ilmomans
MIOTIEPEYHOTO CEYCHUS] YMEHBIIACTCS OT KOPHEBOTO CEUYCHHS K BEPIIMHE C
MaKCHUMaJIbHBIM COOTHOIIEHHEM paBHBIM 74,2. Tak ke JIomacTh UMeeT HadalbHYIo
3aKpYTKY C IJIABHBIM YBEIWYCHHEM YTJIOB YCTAHOBKHM CEYEHHI OT BEPIIMHBI K
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KOPHIO. MaKCHMaIIbHBIN YTOJI 3aKpYTKH cocTaBisieT =~ 13,3 rpamycoB. KoHcTpyKITns
JIOTIACTH MIPEICTABISIET c000i1 000I0UKY, MOIKPEIICHHYIO TI0 BCel AmiHe pedpaMu
JKECTKOCTH.

Ha npakrtuke ms u3rotoBieHus nonacteid BOY nCIonb3yoTcss KOMIIO3UIIMOHHBIC
MaTepHajbl, K HIM OTHOCSTCS CTEKJIOYTIIeTKaHH, KOMOMHUPOBAaHHBIC apMHUPYIOIINE
MaTepHajbl, COTOBBIE IUIMTH M T.II, PacdeT MPOYHOCTH KOHCTPYKIHH W3 TaKHX
MaTEepHaJOB SBISETCS JOCTaTOYHO CIOXHOM 3amadyeld W SBIACTCA ONHUM U3
HAINpaBJICHUH TaTbHEHINEr0 NCCIICIOBAHMS.

Ilockonpky B maHHOH paboTe OCHOBHOE BHHUMAaHHE YACISUIOCH METOIUKE
OOBCIMHECHUST TAKCTOB JUIS PEHICHUS 3aJaddl  adpoyIpyrocTd, B pacderax
paccMaTpUBaNach YIPOIIECHHAS MOJIC)Ib KOHCTPYKIIUH, B KOTOPOI ObLT HCIIOJIB30BaH
M30TPOMHBIA MaTepuaj CO CIEAYIOIUMU MEXaHWYECKUMHU XapaKTePUCTUKAMU:
Moxyis ympyroctn E=0,68*10" Ila, mmotHocts p=2700 Ko/’ k03 urueHT
ITyaccona n=0,3. TonmuHa cTeHOK coctaBmaa d=1,5 MM.

DU99-W-405

DU97-W-300

&
S

DU99-W-350 - . ;
\ > ~ NACA-64-618
DU91-W-2504"" / N\

DU93-W-210

Puc. 4. Hccnedyemas nonacmo BOY
Fig. 4. Research blade of the wind turbine

3.2. Pac4yéT nonactum npu KBa3ucTaTU4eCKOM NOCTaHOBKe

Pacuer oOtekanus Jsomactu B makere OpenFOAM  mnpoBomuicst  Ha
HECTPYKTYpHUPOBAaHHON TekcadapansHOi ceTke u3 400 Teicsd »memeHToB C 4
YPOBHSIMH CTYIIIEHHUS CETKH.

B kadectBe TpaHMYHBIX YCJIOBHH Ha JIOMACTH 3aJlaHbl YCJIOBUS JKECTKOM
HenpoHUIaeMol cTeHku (ais gaBnenust — zeroGradient, st ckopoctu — noSlip), a
Juiss OOKOBBIX TpaHEH pacueTHOW OOJIACTH 3aJaHbl YCJIOBUS CBOOOJHOTO TOTOKA
(mnst maBienus — freestreamPressure, s ckopocty - freestream co 3HavueHuem 12
M/c). Uumcno PeiiHonmbiaca, paccyWTaHHOE IO XapaKTepHOMY pasmepy Tema D
(maubospirast U3 Xop/ MpoQueii) COCTABUIO:

px|U|*D |U|*D 12 M/c*5.5Mm

B n v 151%10"¢Mm2%/c
BbIuncaeHUs IPOBOASATCS € IIOMOIIBIO CTalMOHapHOro permaress SimpleFOAM s
HEC)KMMaeMou Bsi3KoM cpeapl. [lapamerpsl cpelbl COOTBETCTBYIOT IapameTpam

260

Re = 4.37 * 10°




Jlykammn I1.C., Menbhukosa B.I'., Ctpmxak C.B., Illernos I'.A. Meroauka pemnieHust 3ajiad a’spoynpyroctu s
JIOMAcTH BETPOYCTaHOBKH ¢ ucnoab3oBanueM CI1O. Tpyowt UCIT PAH, Tom 29, Beim. 6, 2017 1., ctp. 253-270

Bo3ayxa mpu 20 °C (mwrotHocTs 1,204 kr/m® 1 KnHemaTHueckas Bsiskocts 1,51%107
M/c). Jlns MOJICNIMPOBAaHMUSL TYpOYJICHTHOTO TEUCHHS MCIIONB30BANACh MOJENb
TypOynenTHOoCcTH Spalart-Allmaras. TypOyieHTHas! BA3KOCTh B CBOOOIHOM IIOTOKE
paBusiercs 0,14 M’/c, Ha nmoeepxHocty Jonactu 0. Bee ¢u3nueckue BeTMYHHBI B
pacyeTHOH 00JacTH ONpEeesUTNCh B IIEHTPE PacyeTHON SYeWKU. ANMPOKCUMAIHS
CllaraeMbIX B HCXOJHBIX YpPaBHEHHAX Oblla BBIIOJHEHAa CO BTOPHIM IIOPSAKOM
TOYHOCTH TI0 BPEMEHHM W TPOCTPAHCTBY. YPaBHEHHS ISl CBSI3M CKOPOCTH M
JIaBJICHHS PELIANNCH C TIOMOIIBbI0 UTepalronHoro aaroputma SIMPLE [9].
[NomydeHHbIE 1O NaBIEHUH U CKOPOCTEH Cpeibl MpeacTaBiIeHbl Ha puc. 5 u 6. 13
PUCYHKOB BHJIHO, YTO, KOT/Ia NIOTOK CTaJKUBAETCS C JIONACTbIO, OH TOPMO3UTCS U
HW3MEHSIET HalpaBieHHe JBIDKeHUs, oOrekas e€. Ilpu 3TOoM OKOJO OIHOI
MOBEPXHOCTH JIONACTH BO3HHMKAET 00JIACTh C MOBBILICHHBIM JaBJICHHEM BO31yXa, a
OKOJIO JpPYrod IMOBEPXHOCTH - C IOHW)XEHHbIM. BenuunHa pa3HMLBI JaBlICHUN
cocraBmsier ~ 190 Ila. U3-3a pa3sHOCTH [aBJICHWH Ha JIOMACTh HAadYWHACT
JICHCTBOBATh a’dpoOMHAMUYecKas cuia. [papuk HTEpaluOHHOW CXOIUMOCTH
pacuera TpeACTaBIeH Ha pHC.7, TpadUK CETOYHOHW CXOJMMOCTH TIPOCKIIHI
a’POTMHAMUIECKOH CHITBI, ICHCTBYIOMICH Ha JIOTACTH MPECTABICH Ha puC. 8.

Puc. 5. Ilonyyennoe none dasnenuii npu cmayuoHapHoM pacieme
Ceuenus (ceepxy 6Hu3) x = 12 m,x =24 m, x =36 M, x =48 m
Fig. 5. Pressure field at steady-state solution
Sections (from top to down) x =12m,x =24 m,x =36 m,x =48 m
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velocity, m/s
18.000

1

3.5

E4.5
0.000

Puc. 6. Ilonyuennoe none ckopocmeti npu CmayuoHapHoOM pacuene
Fig. 6. Velocity field at steady state-solution

Pacnipenencaue 3HaueHWs JaBlCHWS Ha TPaHSIX KOHTPOJBHO-OOBEMHOHM CETKHU
MOKa3aHbl HA pHC. 9.

Hus onpenenenns HJIC nomacTw MCHOIB30Baiach KOHEYHO-3JIEMEHTHAs MOJEITb,
cocTosIIasi U3 TPEYTOJIbHBIX O0O0JOYEYHBIX JIEMEHTOB IMEPBOTO IMopsaka. Pa3zmep
ceTku cocraBwi 7714 snementoB (u3 HUX 1774 npuxopasTcst Ha pedpa KECTKOCTH).
Buemnuii Bua JaHHOMN ceTKW Moka3aH Ha puc. 10.

i 14000 =
- 12000 1017121586 11261 A1 11449 11406
Uy e}
—, 08 UZ — < 10000
g nuTilda ——— g % 500
o 99
= = & 6000
$ o6 £8
o g .2 4000
7= EE 200 so+ 96 om 990 919 931
< s =2 s
2 04 g2 o
b B S 20000 200 400 600 800 1000 1200 1400 1600
=] g<” 9
3 g | 5 Py Eesssca; 4453 4907 4662 4507
-6000
! E -8000
o Komuyecpo sueek, Teic / Number os cells, ths
0 100 200 300 400 500 600
HTepamI}l / Iteration ~+—Cnaano X CunamoV ~*—CmaamoZ
Puc. 7. Cxooumocmu Heea3Kku dasienus, Puc. 8. I'pagpuxu cxooumocmu no cemxe
npoexkyutl ckopocmu u mypoyneHmnou 3HAueHUll nPoeKyuil aspoOUHaAMUYECKOlU
sA3KOCMU cunvl, oelicmeyloweli Ha 1onacms
Fig. 7. Pressure, speed and turbulent Fig. 8. Aerodynamic force mesh

viscosity residuals convergence
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P
13126402 .74 -17 41 9.800e+01
+ _“I‘"“.‘.l;l!\l_‘ ALl
Puc. 9. Pacnpedenenue aspoounamuueckozo oasnenuss ¢ KO y noeepxnocmu nonacmu
Fig. 9. Aerodynamic pressure in the CV at the blade surface

Puc. 10 KOH@'-{HO-S]I@M@HmHaﬂ cemka jtonacmu
Fig. 10. Finite element mesh of the blade
PesynbraT mpuMeHEeHHsT omepanuii MpOeIUPOBaHUS TaBJICHUS MMOKa3aH Ha puc.1l.
CrneayeT OTMETHTh, YTO B JIAHHOW MOJIETIHHOM 3ajaue paccMaTpuBaiach TOJBKO

a’poIMHAMUYECKas Harpyska, a CHJIbl Jpyroil mpupoisl (LeHTpOOESKHBIE,
COOCTBEHHBIH BEC JIONACTH) HE YYUTHIBAIUCE.

Pressure

-1.266e+02 -73 -19 36 8.954e+01
v | —

Puc. 11. Ilone oasnenuti, unmepnoauposannoe na K3 cemxy
Fig. 11. Pressure field interpolated to the FE mesh
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[TomyuenHoe mose naBieHUil OBUIO MCIIOIB30BAHO B KAadeCTBE BHEIIHEH HArpy3KH
mpu onpenenennd HJIC nomactd, 3aKperieHHOW IO JIEBOMY TOpPITy. Pe3ymsTarhb
pacdeTa 3HaUCHHI ITepeMeIIeHui y3/I0B 1 HalpsDKeHUH TIOKa3aHsl Ha puc. 12, 13.

Displacement Magnitude
I—’ 0.000e+00 0.12 0.24 0.36 4.852e-01
-

Puc. 12. Dniopa nepemewenuil
Fig. 12. Plot of the displacement

Ilo pesynpraTaM pacdeTra MOMKHO CJieJaTh BBIBOJ, YTO IpPU 3aJaHHON CKOPOCTHU
noTtoka 12 mM/c MakcHManbHbIe IepEeMELICHHs HAa KOHIE JIOIIACTH COCTABIISIOT OKOJIO
0.49 metpa, a B KOHCTPYKIMH JIONACTH W3 M30TPOIIHOTO MaTepualla He BOSHHUKAET
HalpsDKeHNH, TPUBOAAIINX K Pa3pyIICHHUIO.

Gl \\
— 7.804e+05 7.2e+6 1.4e+7 2.2e+7 2.958e+07

Puc. 13. Dniopa nanpscenuii (sxsusanenmmusie no Muszecy)
Fig. 13. Plot of the stress (Von Mises)

3.3. PacuyéTt nonactu B AquHaMmM4ecKom NoCcTaHOBKE

[Ipu pemienun HectaumoHapHOHM 3amaun obrexanust B OpenFOAM BbruucneHuns
MPOBOJWJINCH C IMOMOLIBI HecTalOHapHOro pematenas PimpleFOAM  mis
HEC)KMMAaeMOH BA3KOMH cpenbl. B kauecTBe HaYalnbHBIX MOJICH AaBICHUS, CKOPOCTH U
TypOYyJIEHTHOH BSI3KOCTH HCIOJIB30BAJIMCh PE3YJIbTAThl CTallMOHAPHOTO pacyera.
Hlar mo BpeMeHH BBHIOMpAJICS ABTOMATHYECKM M3 YCIIOBHS Ul 3HAYEHHS YHCIa
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KypanTta COpay < 0.9. Xapakrepras Beanunna mara mo Bpemenu — 0.005 cexyHpI.
Bpewms pacueTa mepexogHOTo peXnMa [UTHTENbHOCTRI0 10 ceKyH cocTaBmilo 2 yaca
Ha 1 smpe (Intel(R) Xeon(R) CPU X5670, 2.93GHz). [l mpoBeIeHUsI pacueToB
OBLIT UCTTIONB30BAH OTKPBITHIHM 00maunbiit ceppruc UNIHUB ot MCIT PAH [10, 11].

B kadecTBe mpuMepa Ui IBYX TOYEK, JISKALIUX BOJIM3H MOBEPXHOCTH JIONACTH, HA
puc. 14 npuBeneHs! rpa UK 3aBHCUMOCTH JaBICHUI OT BPEMCHH.

13150 o

91.7
131.25
A

131.00 91.6

130.75

Pressure , Pa
Pressure , Pa
-]

n

130,50

130.25

91.3
130.00

129.75 91.2

1] 2 4 6 8 10 o 2 4 6 8 10
Time, s Time, s

Puc. 14. I'paguxu dasnenuii 015 08yx mouek (A u B) 661uszu nosepxnocmu nonacmu
Fig. 14. Pressure plots for two points (A and B) near the surface of the blade

[lomydeHHsle B pe3ynbTaTe a’pOAMHAMHUYECKOTO pacdeTa IIOJIS JaBJICHHH IS
Ka)XJJOr0 MOMEHTa BpeMeHH ObLIM clipoeuupoBaHbl Ha KD ceTky, W sl Kaxaoro
MOMEHTa BpPEMEHH OBUI COCTaBIE€H BEKTOp BHEUIHEW HArpy3ku. /lMHamMudeckuit
pacueT MEepexOIHOr0 pekuMa KOJeOaHWil JomacTH ObLI MPOBEJACH I TOW IKe
MOJIEJH, YTO M cTaTHdeckuid. [Ipu 3ToM ObLIO BBeAeHO AemidupoBanue mo Paero ¢
ko3 dunuenramu 0=P=0.05. B kadecTBe KOHTPOJHUPYEMOro mapamerpa ObLia
BbIOpaHa Y-KOMIIOHEHTa MEPEeMELICHHH TOYKHM, Jiexanied Ha CBOOOJHOM KOHIIE
nonact. [y 3TOM TOUKM OBUI MOCTpOeH rpaduk NepeMenieHnuil Ha HHTepBale
BpemenH 0...6 cexynnpl. lllar uaterpuposanuns Osu1 BeIOpan 0.1 cexkyHasl. Ha puc.
15 mokazaHO CpaBHEHHE IEPEXOJHBIX PEXKHMOB Ui JBYX CiydaeB. B mepBom
ciryyae (CHMHMH) BHEIIHSsSI Harpys3ka Oblla HECTallMOHApHOHM (MEHsUIaCh Ha KaXKIOM
[mare WMHTEIPUPOBaHMSA), a BO BTOPOM ciydae (KpacHBIif) Harpyska Oblia
MOCTOSIHHOM, BHE3AITHO NPHJIOKEHHOH B HauaJIbHBII MOMEHT BPEMEHH.
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Puc. 15. [lepemewenuss mouxu Konya ronacmu
Fig. 15. Displacement of the tip of the blade

Kak BumgHo wu3 rpadpuka Ha puc. 15, B pacCMOTpPEHHOM cly4ae ydeT
HECTAI[MOHAPHOCTH a3POAMHAMHYECKON HATPY3KH TOJS JaBICHUH MPaKTUISCKA HE
OKa3bIBaCT 3HAYUTEIBHOTO BIWSHHUA Ha IapaMeTpbl IEePEeXOJHOTO Ipolecca.
OOBACHUTD 3TO MOXXHO TeM, YTO COOCTBCHHBIE YaCTOTHI JIONMAcTH (HU3IIAs
cooctBeHHas 4actora 0.56 I'l) 3HAYUTENBHO HWKE YaCTOT M3MEHEHHUS BHEITHEH
Harpy3ku (3.0...4.0 T'm). MakcumanbHOE TMEpEeMENICHHe KOHIA JIONAcTH B
MEepeXOqHOM pexuMe cocrtaBwio okono 0.58 wmerpa (uto Ha 18% Oombmie
CTaTUYECKOTO TEePeMEIICHHUsS B TMPEABIAYNIEM pacueTe), B TO BpeMs Kak
nepeMeIleHre B HOBOM CTaTUYECKOM IOJIOKCHHH PAaBHOBECHs, K KOTOPOMY
CTPEMUTBCSl TIEPEXOJHBIN pexuM cocTasiser okojo 0.32 merpa, uro Ha 30%
MEHBIIIE YeM MEPEMEIICHHE B PacyeTe 10 MEePBOi METOIUKE.

B naspHeiieM pacyeT MOXXET OBITh MPOBEACH C MOMOIIBI0 BHXPEPA3PEIIAOIIETO
MOJICJIMPOBAHKS, C KCIIOJH30BAHUEM METOJA KPYIHBIX BHUXPEH, I MOTyYCHUS
MTHOBEHHBIX COCTABJISIONIMX 3HAYEHHUI CKOPOCTH M aaBienus [12].

3.4. Pacyét nonmactu npuv KBasnCTaTU4ECKOW NOCTAaHOBKe C
y4€TOM BNusaHusa aecopmaumum KOHCTPYKLIMM Ha NOTOK

st Toif ske caMoif MOZETH COTIIacHO OJOK-CXeMe alrOpPUTMa, OKa3aHHOW Ha pHC.
3, ObUIO mpoBeneHO S5 uTepanuii (BHYTPEHHUX IMKJIOB). OMIOPHI MEpeMElICHHH
JONACTH JJIsl HEKOTOphIX uTepaiuid naHel Ha puc. 16. I'paduk nepemeniennit
CBOOOZHOTO KOHIIA JIOTIACTH TOKa3zaH Ha puc. 17. BuaHo, 9TO y4eT BIMSHEUS
Jedopmanuii JOMACTH CYIIECTBEHHO BIMSET Ha DapaMeTpsl ee OOTeKaHUs,
MOCKOJIBKY B JAaHHOM ClIy4ae MAaKCHMalbHOE IIEPEMEHICHHE COCTABHIIO OKOJIO
0.53 metpa, yto Ha 10% OombIIe, YeM B KBAa3UCTATUYECKOM pacyeTe IO HEepBOM
METOAMKE.
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stats___DEPL_Vector Magnitude

3.474e-23 0.13 0.27 0.4 5343e-01

WIHHI“IIHHHW

Puc. 16. Ilone nepemewenus 1onacmu Ha Kaxcoou umepayuu
Fig. 16. Blade displacement on each iteration
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Puc. 17. [lepemewjerus mouxku KoHya 10nacmu
Fig. 17. Displacement of the tip of the blade

4. BbieoObI

Pabora mo3BoJIsieT CAeaTh BHIBOJ O TOM, YTO ITAKEThI CBOOOIHOIO MPOrPaMMHOIO
obecrieuennst OpenFOAM u Code_Aster B coueTaHWH € TPEMOCTIPOIIECCOPOM
Salome-Meca uMeroT Bce HEOOXOAMMBIE CPEACTBA IS CO3JAHHMsA Ha WX 0Oase
€MHOTO TIPOTPaMMHOTO  KOMIUIEKCA II0 PEHICHWIO 3aJa4  CTaTHYECKOH
a’POYIPYTOCTH U MCCIICOBAHUIO MAaJBIX BBIHYKACHHBIX KOJIeOaHUH jomactu BOY
B MTIOTOKE BSI3KOI cpeapbl.

IIpemnokeHHple W TPOTECTHPOBAHHBIC HA MOJCIBHON 3aJavye TPU MPOCTHIX
METOJMKH CBS3HM JBYX IMAKETOB, OCHOBAaHHBIC HA MEPEHOCE PE3yIbTATOB MEXKIY
PACYCTHBIMM CETKaMH, I[IOKa3bIBAIOT YCTOMYMBOCTH CYETa H  aJICKBATHOCTH
MMOJy4aeMbIX pe3ynbTaToB. OIHAKO BEJIWYHMHBI TMPOTHOOB, MOJYYCHHBIC IIO
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Pa3IMYHBIM METOJMKAM, CYIIECTBEHHO pas3lIM4yaloTcs, 4To TpeOyeT NpoBeIeHHs
JansHeimei Bepuduxannm.

B nmanbHeiineM NpencTaBICHHBIE METOIMKH MOTYT OBITH HCIIOJB30BAHBI IS
pemreHnst 0ojee CIOXKHBIX 337ad  BepU(PUKALUM METOIUK II0 H3BECTHBIM
9KCIIEPHMEHTAIBHBIM JaHHBIM. Tak ke IMOJydeHHbIe pe3yJbTaThl SABISIOTCS 6a30i
IUIsL peain3alii METOAa PEICHHUs MTOJTHOCTHIO CBA3aHHBIX 33/1a4 a3pOYIPYTOCTH Ha
6a3ze cBOOOIHOTO IPOTPAMMHOTO OOECTICYCHUS.

BnazodapHocmu u ccbinku Ha FpaHmbI
Pabora BeITIONTHEHA TIpH (PUHAHCOBO# TIoIepkKke PODU (rpanT Ne 17-07-01391).
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Abstract. Due to the development of Wind Energy and construction of new wind farms in
Russian Federation there is a need for the solution of application-oriented problems and
development of effective methods for calculation of wind turbine’s elements. One of the
directions for computational continuous mechanics is connected with problems in
aeroelasticity (fluid-structure interaction). The possibility of solving one of the problem in
aeroelasticity using a complex program approach on the basis of open source software
OpenFOAM and Code_Aster is shown in this article. On the example of the blade for wind
turbine, 61.5 meters long, the techniques of solving problem for a static and dynamic
aeroelasticity in which calculation of flow of the blade with a subsonic air flow is done in
OpenFOAM library (solvers simpleFOAM and pimpleFOAM) are considered. The
calculation of the intense deformed status of the blade is done in Code_ Aster code. The
flowcharts for three different approaches for solving problems of aeroelasticity, examples of
scripts and command files for data transfer between two codes in the course of calculation are
provided in article. The control-volume mesh consisting their hexahedral elements, the total
number is about 400000 elements, for calculation of flow around the blade is constructed in
OpenFOAM library, the finite-element mesh consisting of triangular shell elements of first
order, the total number is 7714, for calculation of the intense deformed status is constructed
in Salome-Meca code. The results of calculation are provided in the form of fields for
pressure and velocities; graphics for residuals of pressure, velocity, turbulent viscosity;
projections of aerodynamic force from time; diagrams of displacement and stress; the values
of pressure for two points for the surfaces and displacement of the tip of the blade from time.
The calculations are run using resources of UniHUB web-laboratory ISPRAS.

Keywords: aeroelasticity; wind blade; solver, Code_Aster; OpenFOAM; finite-volume
method, finite-element method, mesh, turbulence model, static, dynamic, frequency,
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Abstract. The software package to calculate parameters of three-dimensional steady and
unsteady gas flows in complex devices is presented. The mathematical flow model used in
package is based on the Reynolds-averaged Navier Stokes equations for a two-component
equilibrium turbulent medium and a two-parameter semiempirical turbulence model. A
numerical implementation of the software package to modelling three complex flows in
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1. Introduction

The computation of characteristics of steady gas flows around prospective flight
vehicles is a complicated task combining external and internal aerodynamics
problems, which can be addressed with state-of-the-art computers. Formally, an
aircraft can be represented as a streamlined body equipped with an internal
gasdynamic nozzle. The ambient gas flow interacts heavily with the nozzle flow.
Additionally, it should be noted that the flow characteristics in an extended region
surrounding the nozzle are not known beforehand. The difficulties arising in the
numerical simulation of a flow of this type are as follows:

o the flow is essentially three-dimensional and turbulent and, in the general
case, can be of mixed type (sub- and supersonic);
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o the computational domain has to be large, which is required for the flow
characteristics near the aircraft to be reliably determined;

o relatively narrow boundary layers developing on the aircraft surface have
to be resolved;

¢ the moving medium is multicomponent. In the general case, this is a
mixture of fuel combustion products and the ambient air flowing past the
aircraft;

¢ additionally, some difficulties are usually associated with the
representation of numerically computed three-dimensional gasdynamic
fields in a convenient form.
The goal of this work is to demonstrate developed mathematical model of the flow,
numerical algorithm and a software package in order to estimate the influence
exerted on the aircraft characteristics by user-specified input parameters.

2. Mathematical formulation of the problem

The moving gas was simulated as an equilibrium two-component mixture of
ambient air (fraction 1) and fossil fuel combustion products (fraction 2). The flow of
an equilibrium gas mixture was described by the three-dimensional unsteady
Reynolds-averaged compressible Navier-Stokes equations closed with a model of
eddy viscosity and thermal conductivity (RANS model) (see, for example, [1, 2]).

2.1 Basic Equations
In Cartesian coordinates, these equations can be written as

- o
Og:]+v-(pA—H)+vp=o, %(pH—p)+V-(pHV-HV—kZVT):O,
0 0
D4V (pv)=0. Loy, V-DyVp,)=0, y=Pe
ot ot p
~ T 3
T 2 Ou. ot - IES
A=lluwu;| , = S8 V-V I H=h+ Y ul,
‘ nJ Hs 3 Ox; Ox; 2; '

T
p= ROpT(l_y +7], h= j(i'p(T')dT'+l10, C,=[-y)C, +7C,,
Ty

my my

THETE TR SN It RN (L ]
Pr Pr, plSc  Scr

Here, tis time; X, = X, X, = y and x5 = z are the Cartesian coordinates; V=|| u {||" is the
flow velocity with the components u;, (i =1, 2 ,3); d;; - Kronecker Delta; p, p, T, h,
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and C, are the medium’s density, pressure, temperature, specific enthalpy, and heat
capacity at constant pressure, respectively; Ry is the universal gas constant; Cyy, my,
Cp2, and m; are the respective heat capacities and molar masses of the combustion
gases and air; p, is the reduced air density in the mixture; y is the mass fraction of
the air in the mixture; py and ks are the effective viscosity and heat conductivity of
the medium; p and pt are the molecular and eddy viscosities of the mixture; Pr and
Pry are the laminar and turbulent Prandtl numbers; Dy is the effective diffusivity;
and Sc and Scy are the laminar and turbulent Schmidt numbers.

The eddy viscosity and heat conductivity were computed using Coacley’s g-o
model [3]. In Cartesian coordinates, the equations of the g—® model can be written
as

aﬂm]JrV-[qu—(;lelT)Vq]:pq((‘,‘”fg_zwv.v_of}
ot 2m 3

po o A 2 I
7+V : [po)V—(p+l.3pT)V0)]= p{(,l[(,“S—go)V~VJ— Go }
2 3 (ou du. o ~0.00657"
q ) ou; CUj | 0ou,
ur=Cufllp = S=3 | e L fn)=1-e "
w i ox i ox; |Ox i

C,=0.045+0405/(n). C,=092. C,=0.9-

Here, g and o are the “pseudovelocity” and “pseudovorticity”; f(n) is the near-wall
function introduced to correctly describe the flow parameters in the laminar sublayer
developing at the walls; n is the normal distance from a given point to the nearest
surface; S is a dissipative function.

2.2 Boundary Conditions

The conditions on the boundaries of the flow region must take into account the
following data:

e The state of the unperturbed air flow far away from the aircraft (at the outer
boundary of the computational domain and in the outlet cross section);

e The heat transfer conditions on the solid walls;

o The state of the flow in the inlet cross section of the nozzle (if present).

In the case of supersonic gas flows, the flow state away from the aircraft was
specified by three parameters: the free-stream velocity V,,, the static pressure p.,
and the static temperature T,,.

The boundary conditions on the solid walls were set as follows:
u=0, (i=1,23), T=T, (or dT/on=0),
q=0, dw/on=0,
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where T,, is a given wall temperature and n is the normal to the wall.

3. Computational Algorithm

The numerical solution to the boundary value problem stated above was obtained
using finite differences.

3.1 Numerical Grid

The first step in the finite-difference implementation was the generation of a
uniform three-dimensional mesh in the computational domain. This problem was an
important inherent element of the numerical algorithm and was comparable in
complexity with the other algorithmic parts. The accuracy of the results was
determined to a large extent by the quality of the mesh used.

The grid algorithm generates three-dimensional boundary-conforming structured
meshes with hexahedral cells. Degenerate (pentahedral) cells could be used on the
axis of symmetry of the domain (if any).

There are numerous commercial and open-access grid generators for constructing
boundary-conforming hexahedral structured meshes (see [4-6]). As a rule,
algorithms for generating such grids involve two principal stages:

e The construction of a parametric representation of the surfaces bounding
the computational domain (including grid node arrangement on these
surfaces);

e The generation of a three-dimensional structured mesh inside the domain.

In domains of complex geometry, these generators can sometimes produce
degenerate meshes with self-intersecting cells. It should also be kept in mind that,
even in the case of nondegenerate meshes, a fairly accurate solution for internal and
external turbulent gas flows can be obtained if the equations and the boundary
conditions are well approximated, which imposes rather severe restrictions on the
quality of these meshes.

The term "quality of a numerical grid" cannot be defined rigorously. In this case, by
such we mean the following collection of intuitive and, generally speaking, quite
incompatible requirements:

e The mapping to a parametric parallelepiped used in structured mesh

generation must be continuously differentiable and its Jacobian must not
vanish.

e To resolve the boundary layers, the mesh must be refined toward the solid
walls. Moreover, the transverse (to the flow direction) mesh size near these
surfaces can be 10-4 and less of the characteristic length of the problem.

o The grid lines near the walls must be nearly orthogonal to them. Wherever
possible, the mesh cells must be similar to parallelepipeds.

e The numerical grid must be quasi-uniform in the sense that, as the number
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of grid nodes tends to infinity, the difference between the characteristic
lengths of neighboring cells tends to zero faster than the lengths
themselves. Anyway, the ratio of the characteristic lengths of neighboring
cells must not be too large.
The numerical results presented below were obtained on grids generated by the
algorithms described in [6].

3.2 Conservative Approximation of Spatial Operators

The approximations of the spatial operators used in the algorithm are described as
applied to the Navier-Stokes equations given in Section 2. These approximations are
underlain by the following identities, which are often used as definitions of the

corresponding operators:
pndl’
gradp = flimL

g-ndl’
divg :flimL,

a0 |Q a0 Q)

b

where n is the inward normal to the boundary I of the domain Q, |Q] is the volume
of Q, and g and p are arbitrary vector and scalar fields. Note also that such
approximations lead to skew-symmetric matrices approximating first spatial
derivatives.

To explain what was said above, we consider the case of flat structured meshes
consisting of quadrilaterals. Cells in structured meshes are numbered by indices.
Each face is adjacent to two cells, whose indices differ in one position. The faces
are numbered by half-integer indices: (i-1/2, j), (i+1/2, j), (i, j-1/2), and (i,
j+1/2). Assume that all the sought quantities g and f are associated with cells (in the
smooth case, with barycenters, i.e., the centers of mass of cells).

To use previous formulas, the sought quantities have to be extended to faces. To
recover the values ¢ of the function ¢ on faces, we introduce two extension
procedures, M. and M _ . The input data are the values of ¢ on both sides of a face.
For the face between the cells (i, j) and (i, j+1), the procedures are defined as

(P:m/z = MY P Piji) = Pijr Prjup =M i"Mﬂ((P,'_,f’(P,'.,f+|) =0

For the face between the cells (i,j) and (i+1,j), they are defined in a similar
manner. Note that these extension procedures ensure only the first order of
accuracy.

For simplicity, we consider the approximation of the derivative

o _ —limfffh"dr,

ax os0 |Q)
where n, is the projection of the inward normal onto the x axis.
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To use the above formula, we need to know the values of f on the faces of the
current cell. Assume that, on a structured quadrilateral mesh, the face extensions are
produced by the procedure M... Then the above derivative is approximated as

T Sn) i, + (f " Sn)iayny + S imn + (S,
|Q‘;“’,| ‘

+
f\'.i.,i =

where S is the edge length and |Q;| is the cell area. For each cell (i, j), we have
(Sn)is1)a; +(Sn) iy +(S1)w 0+ (S0 = 0.

Consider the scalar product of the derivative /¢ and an arbitrary compactly
supported function ¢:

+ +
(f\- ':(P) = Zf\'.f.j(p.",,' |Q.','|
Lj
In this sum, we group the terms involving fi;. There are four of them: two

correspond to the cell (i, j) and a single term corresponds to each of the cells
(i+1,j)and (i, ]j+1); specifically,

(((Sn_\-)i+l/2.j + (S”_\-)f._m/z )q)r'.j - (Sn.\')Hl/lj(le.j —(8n, )i.j+l/2(p1'.j+l)ﬁ.j'

In the terms corresponding to the cell (i, j), the sum of edge lengths multiplied by
the corresponding components of the normals is replaced using the above equality.
As a result, we obtain the relation

(f5,0) = —(f,9,),

where the derivative @, of ¢ is given by the same formula as for £, but with ¢
extended to the faces with the help of the procedure M _.

The first y-derivatives f, of the function f can be approximated in a similar fashion.
Using the basis vectors e, and e, , we can construct the operations grad™f, div'g, and
curlg.

To determine the order of accuracy of the proposed formulas, we consider a uniform
rectangular mesh with edge lengths S; and S;. The formula for computing the
derivative f,; ; involves fi1j and i1, which can be represented as

0 o oS;

J J

‘ .y AP y . O of, )
Fory= 1 =L, 05285 cotsh, gy = gy -Lits, 05205 v o(s)),
as; a5; S

After substituting these representations into the formula for /., it is easy to see
+ . .
that the truncation error in the approximation of &f/dx by /fx is first order.
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Note that the leading terms of the truncation errors in f." and f; are identical in
absolute value but opposite in sign. Therefore, the derivative 0f/0x is approximated
with second order accuracy by the combination O.S(ﬁ_,_,— + fv.;) inacell and by
0.5(f, + frsr ) and O.S(fxf,.‘j + fe.+1) on the corresponding edge. This idea was
used in [7].

An alternative approach to an increase in the order of accuracy is to extrapolate or
interpolate function values from the cells adjacent to the given face.

Next, the values on cell boundaries can be obtained using exact (iterative) or
approximate Riemann solvers (see [8]). This approach was implemented in a
software code.

3.3 Approximation of Viscous Operators

The second-order operators related to viscosity are approximated by applying the
variation principle. Specifically, the viscous operators in momentum equations (see
Section 2) can be obtained by varying a special functional with a symmetric
nonnegative quadratic part

JV) = [l1) =2V - ©)]dxdydz

with respect to the components u, v and w of the velocity V; here,
(V)= pE(uf + Vi + wf S UV, VW, - U W)+
+(u, + v+ (u, +w) + (v, + wj.)l]

is a dissipation function, @ is the vector ®@=(div t,, divt, divt), and T is the
viscous stress tensor. The first variation of functional 1(V) is computed in the class
of functions satisfying given boundary conditions.

In each mesh cell ¢, the components of the velocity gradient are determined as
described for the pressure gradient. Then the approximate value J, (V) of functional
I(V) is calculated as

Jy(V) = Z{o.5[i*(V(c)) + i*(V(c))] —2V- 0,

ceQ)

where the sum is taken over all cells of the computational domain, || is the volume

of the c-th cell, and " are approximations of 1(\V) with first derivatives determined
by the procedures M, and M _, respectively. Note that

I(V) < Zu(u_ﬁ%ruﬁ+u§+v§+v§+v§+w§+wﬁ+w§}.
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Relying on this inequality, a simple algorithm can be constructed in which the
viscous terms in the considered equations are taken into account in the form of
correction terms at the next iteration (see [9]).

3.4 Implicit Scheme and Iterative Algorithm

Governing Equations are numerically solved using a two-level fully implicit
difference scheme of the form

k k-1
SP;*A‘P_ + A'H(¢" =0,
t

where ¢ is a grid vector function involving all unknown functions, k is the time
level index, At is the time step, H is an operator containing first and second
difference derivatives with respect to spatial variables, and A™ is an operator
improving the convergence of the iterations (in the simplest case, A = E, where E is
the identity operator). The norm of H(q)k) is a measure indicating the proximity of
the solution to a steady state.

We use conservative (flux) approximations of the spatial operators. Conservative
variables are associated with mesh cells, while flux variables, with cell boundaries.
The resulting system of nonlinear algebraic equations is solved using the following
simple iterative procedure at each grid node:

o = 0y~ EG(0fy). G(ofy) = oy — 0 +AAH (o). 0y =0

Here, s is the iteration number and & > 0 is an iteration parameter.

Note that one step of this iterative procedure with £=1 is equivalent to computation
based on an explicit scheme.

k-1

At every time step, the iterations are continued until HG((pf'\,)"/HG(tp{I,,)‘<s,,
where € is the prescribed accuracy of these inner iterations. It turns out that the
iterative error introduced at the k-th time step is not accumulated at the subsequent
steps but decays. Accordingly, in the case of nonstationary problems, we can use
¢~ 0.1, which ensures the stability of the computation. In the case of a linear
operator H and A=E, necessary conditions for the convergence of iterative process
were obtained in [7].

Consider the general case in more detail. Let the discrete approximation of the
spatial derivatives be represented as

H(o") = T(9") + V(9").

Here, the first term approximates the first derivatives (convective terms of the
equations) and the second term approximates the viscous terms. Both terms are
nonlinear functions of their arguments. To analyze them, we consider their linear
approximation of the form
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Hl(pk — Tl(pk + Vl(pk’
where the coefficients of the corresponding matrices T' and V' are calculated using

the values of the unknowns from the preceding iteration step.
Let the operator A be given by

A=E+Lip. a=|r].
d

where '] < || and the matrix Ais easily invertible (see [13]). Then we have the
estimate

o) < it = 0 47 < i

This estimate is used to analyze the convergence of the iterative process mentioned.
Indeed, the matrix T' approximates the first derivatives of the unknown quantities. It
is determined by the approximation of only the convective terms. As a result, the
norm of the operator A™'H" to be inverted can be substantially reduced in the case
of fine grids (see also [10]).

4. Numerical Results

Several interesting problems were numerically solved by applying the algorithm
described above and developed software package. Some of the results are presented
below.

4.1 Gas Flows around Aircraft with Allowance for the
Flow/Exhaust Jet Interaction

Below are the numerical results obtained for the complex gas flow around a
prospective flight vehicle. An external view of this vehicle is shown in Fig. 1.

Fig. 1. External view of vehicle.
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The vehicle is a blunt cylinder of radius R=0.3 m with a spherical cap of radius R/10
(the distance along the axis of symmetry from the cylinder to the outer boundary of
the sphere is 1.9 R). The cylinder and the cap are adjusted by a spline surface of
revolution around of the cylinder's axis of symmetry. The nozzle radius is 80% of
the radius of the vehicle rear end. The tail of the vehicle is equipped with rudders.

It is assumed that fuel combustion products are exhausted from the nozzle of the
vehicle. The exhaust jet has a high temperature. In the general case, the physical
characteristics of the jet differ noticeably from those of the ambient air. The task is
to determine the flow parameters near the vehicle and some of its integral
characteristics.

I = o
-
Brer
w3 TR
= R
= 45000
=5
- T
= T e
| ELAT]
I = 00

Fig. 2. Mach number distribution.

Fig. 3. Temperature distribution.

» L
= 100
= .00
» L

= (S0

Fig. 4. Fraction distribution.
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Fig. 2 shows the Mach number distributions in a longitudinal cross section of the
computational domain containing a rudder. As expected, the Mach number
decreases near the body surface, the rudders, and in the gas mixing zone. Inspection
of the figure reveals an external shock wave determined by the overall vehicle
shape, an internal shock wave arising due to the interaction of the outer airflow with
the combustion products, and a rarefaction wave caused by the airflow past the
convex part of the body. Figs.3 and 4 present the temperature and fraction
distributions near a rudder. The temperature near body surface, the rudders, and in
the mixing zone increases and becomes close to that of the combustion products
exhausted from the nozzle. The fraction distribution near a rudder shows that the
combustion products nearly do not propagate upstream toward the rudders.

Fig. 5. Mach number distribution.

Fig. 6. Temperature distribution.

Fig. 7. Fraction distribution.
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Figs. 5-7 illustrate the distributions in a transverse cross section of the
computational domain near the rear end. As in the case of longitudinal cross
sections, the Mach number near the body surface and the rudders is observed to
decrease. The temperature near the body and the rudders increases and becomes
close to that of the combustion products exhausted from the nozzle. The fraction
distribution shows that the combustion products do not propagate upstream toward
the rudders.

An analysis of the results suggests that complex flows of a mixture of widely
different gases can be fairly well described by applying the algorithm developed.
This algorithm well reproduces external and internal shock waves, rarefaction
waves, and gas mixing zones. A priori information on the features of a flow
(obtained, for example, via computations on a coarse grid) can be used to improve
the quality of the computed flow by the refining mesh in areas of strong variations
in the flow parameters.

4.2 Three-Dimensional Turbulent Gas Flows
in Complex Nozzle Systems

The computation of gas flow parameters in nozzles is a classical numerical problem
in internal aerodynamics. Another classical problem is that of external
aerodynamics consisting in the computation of gas flows past various bodies. In
some cases, problems combining the features of flows of both types have to be
considered in practice.

-

=

-p

An example of such problems combining internal and external aerodynamics is the
computation of the steady gas flow in a no axisymmetric supersonic ejector nozzle
system. Fig. 8 displays an example of a nozzle system of this kind. The system
consists of an internal gasdynamic (primary) nozzle and a surrounding ejector
contour. Such a primary nozzle is placed, for example, at the exit of a jet combustor
with the combustion gases being exhausted through it. The ejector contour is a
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system of air inlets designed so that the air stream from the surrounding space mixes
with the hot combustion gas flow at the exit from the primary nozzle.

The gas flows in the different regions of the ejector nozzle strongly interact with
each other. It should be mentioned that the flow characteristics in the rather long
external-flow region is not known in advance.

= 266578
=274.233

Fig. 9. Temperature distribution in the middle section.

—— ]

S

Fig. 10. Streamlines in a vertical plane through the interwall spacing.

Some results of test computations imitating a cold flow are presented. In this case,
air is drawn in the primary nozzle and air flows past the system. Figs. 9-11 display
some of the computed gasdynamic fields. Fig. 9 shows the distribution of the static
temperature (°K) in the middle section xOy of the nozzle. The behavior of some
streamlines for gas flows is shown in Figs. 10, 11.

283



Koterov V.N., Krivtsov V.M., Zubov V.l. Software package to calculate the aerodynamic characteristics of aircrafts.
Trudy ISP RAN/Proc. ISP RAS, vol. 29, issue 6, 2017, pp. 271-288

Fig. 11. Streamlines for the flow behind the nozzle exit..

The figures demonstrate a complex flow pattern, various vortex regions inside the
nozzle (Fig. 10), and a vortex sheet forming behind the nozzle (Fig. 11). For more
details of this work and comparison with results of other authors see [11].

4.3 Simulation of gas flow in cooled axial turbines

Numerical simulations of the working flow in gas turbines are the complex problem
of internal aerodynamics. The flow under consideration occurs in the regions of
complex shapes, representing the channels between rotor and stator blades moving
relative to each other. In addition, from surfaces of the turbine’s blades can usually
be blowing the cooling air.

Software package based on algorithm described above are considered all flows
within all channels between the blades of each blade row (stators and rotors) as the
same, that the process of generation of long wave axial disturbances is ignored. The
governing equations of gas flow within the interblade channels of stators are written
with the use of a fixed system of coordinates and within the interblade channels of
rotors, these equations are written with the use of a rotating system of coordinates.
The numerical solution for the fixed and rotating regions are joint at the expense of
requirements based on the continuity of the mass, momentum end energy fluxes.
The calculation of these fluxes are carried out with the use of axial average values.
This axial average allows to avoid the high frequency pulsation of the flow and to
reach its average stationary state with the use of a numerical iterative procedure.

Some results of computations are shown on Fis. 12-14.
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Fig. 13. Calculated temperature in first stage stator of turbine
in middle radial and axial plans.
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Fig. 14. Calculated Mach number in first stage rotor of turbine
in middle radial and axial plans.

5. Conclusion

The submitted results show the ability to use the software package for solving wide
range of stationary and non-stationary aerodynamic problems
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Abstract. In this paper, we present techniques Surface Flow Image Velocimetry (SFIV) that
is a practical extension of Particle Image Velocimetry method (PIV). In particular, this
technique is to evaluate the behavior on the surface flow for complex flow. SFIV allows to
measure complex surface velocity fields for engineering applications. The objective of this
work was the application of the SFIV technique to determine the velocity fields and their
hydraulic efficiency of grated inlet, making a comparison between the programs able to
correlate images like Digiflow or PIVIab program.
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1. Introduction

In general, the particle image velocimetry (P1V) method is a classic velocity meter
through video cameras, where velocity fields can be obtained by following the
definition of velocity u:

Ax(x,t)

)
At

u(x,t) =

where AXx is the displacement of a marker, located at x at time t, over a short time
interval At separating observations of the marker images [1].
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Surface Flow Image Velocimetry (SFIV) similar to the Particle Image Velocimetry
(PIV) or laser anemometry, that may be used without the need of adding tracer
particles to the flow, but following the perturbations of the surface flow as shapes of
the vortices or wave flows as defined in [5], for these applications in surface flows
local capillary waves, vortices or wakes as in the case of convective or shock
induced flows, the vortex cores or the vortex filaments are needed to be able to
follow in detail the lagrangian aspects of the flow.

Very high-resolution cameras with high frame speeds are necessary, together with
large computer capacity and the implementation of programs coupled to advanced
image processing for fluid mechanics, such as Imacal, Diglmage and DigiFlow [4,
8].

Technique called Surface Flow Image Velocimetry (SFIV) was developed to obtain
the velocity field from the image processing of the surface flow in the vicinity of the
grated inlet [6, 7].

The equipment for obtaining these images consists of a camera of high resolution
and speed accompanied to a large computer where the image analysis was carried
out through the application of the advanced image-processing program for fluid
mechanics called Digiflow, developed by the Department of Applied Mathematics
and Physical Theory, University of Cambridge and Dalziel Research Partners [2].

In addition, Digiflow is an open software developed for the community of research
focus in the area of fluids mechanics and turbulence applications.

In order to follow the same line of research and compare the results with Digiflow,
we also used a free code for image processing called PIVIab developed by the
University of Groningen in the Netherlands. [10, 11], written in the mathematical
language MATLAB. Considering that MATLAB language is a private code, but the
company Matworks provide a special permission as open software for research
community and student, for this reason, now a day is the more common program
used in the universities for mathematics application and programming.

2. Experimental Set-Up

The experiment consists of fixed laboratory facilities such as grated inlet platform, 2
reflectors and a grate of study. Mobile installations as the high-resolution camera
and speed connected to a large computer.

The platform has dimensions of 5.5 m long and 4 m wide, with a working area of
1.5 m long and 3 meters wide in the vicinity of the grated inlet. The platform is able
to modify its longitudinal slope between 0% to 10% and the transverse slope of 0%
to 4% [5]. In addition, the maximum approach flow for the experiments is 200 I/s,
as shown in Figurel.

In order to obtain high-resolution images of the order of 1280 x 1024 pixels with a
capture rate of 150 frames per second, it was decided to place the artificial lighting
with two reflectors of power of 500 and 1000 Watt located strategically to provide
the best possible illumination in the area of study (Figure 1). In addition, we painted
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the gray color the platform, which allowed us to see better the surface flow and
avoid reflections. Finally, marks were made around the grate used as reference in
the image.

Fig. 1. Area of study

The platform has dimensions of 5.5 m long and 4 m wide, with a working area of
1.5 m long and 3 meters wide in the vicinity of the grated inlet. The platform is able
to modify its longitudinal slope between 0% to 10% and the transverse slope of 0%
to 4% [5]. In addition, the maximum approach flow for the experiments is 200 I/s,
as shown in fig. 2.
In order to obtain high-resolution images of the order of 1280 x 1024 pixels with a
capture rate of 150 frames per second, it was decided to place the artificial lighting
with two reflectors of power of 500 and 1000 Watt located strategically to provide
the best possible illumination in the area of study (fig. 1). In addition, we painted
the gray color the platform, which allowed us to see better the surface flow and
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avoid reflections. Finally, marks were made around the grate used as reference in
the image.

3. Surface Flow Image Velocimetry

The Surface Flow Image Velocimetry (SFIV) technique allows the measurement of
complex surface flows to obtain the field of velocities in engineering. This
methodology has been developed using the physical model of grated inlet located in
the Hydraulic Laboratory of the Unicersitat Politécnica of Catalonia BarcelonaTech.
The Digiflow algorithm is a method of the synthetic schlieren type, which is a novel
technique that gives us a qualitative visualization of the fluctuations of the densities
of the frames, and has origin in the classical schlieren method and the moire fringe
technique. It also allows us to get good visualization in large study domains [4].

The synthetic schlieren method has different approaches to measure flows within
the Digiflow program, such as line refractometry, dot-tracking refractometry, and
pattern matching refractometry [3]. The final method is based on PIV techniques
and was the method of correlation and image analysis proposed in the SFIV
technique with Digiflow.

probabiliity of occurents

e} a0 Ll 150 200 =50
intensity lewel

Fig. 2. Visualization of histogram. Longitudinal slope 0%.
Transversal slope 0%. Flowrate 200 I/s

PIVIab is a free access PIV program developed in the MATLAB calculation
platform, which allows us to have easier access to this tool. We must take into
account that for the image processing using PIVIab, we used the same videos that
were used for the analysis with the program Digiflow, only that, in this case, we
must take into account that PIVIab does not accept video formats only sequence of
fixed images, for this reason, we developed an additional code in MATLAB capable
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of decomposing videos into frames, which allowed us to introduce the sequence of
images in the PIVlab.

In MATLARB it is possible to generate the histograms of the digital videos, allowing
to represent the frequency of intensity of each pixel and the form of the histogram.
This is possible through a function within the tools developed in MATLAB, in this
case the utility is "imhist".

=]

probabdlity of accunende

o —_— e
0 200 250

100 150
inteniity bevel

Fig. 3. Visualization of histogram. Longitudinal slope 10%.
Transversal slope 4%. Flowrate 200 I/s.

The intensity scale is in the range of 0 to 256 grayscale. The objective of the
visualization of the histograms was to see the difference in form and values for
different geometric combinations and a same flow of approximation.

In fig. 2 and fig. 3, a comparison of the histograms was made when the platform is
completely flat and with a longitudinal slope of 10% and transverse slope of 4%,
and these graphs show the significant difference between the intensity values for
different videos, which indicates that when we do not have slopes the intensity
histogram is more widespread, while in extreme conditions of slope the intensities
are accumulating around the mean value of 100. It is evident that this affects the
recognition of flow patterns, being one of the reasons why the calculation algorithm
must be powerful enough to be able to reproduce the velocity fields for different
geometric combinations and approximation flowrates on the platform.

4. Results

After performing several tests with different PIV algorithms, it was finally possible
to obtain the velocity fields for 24 different geometries and 5 approximation flows,
in order to compare with the Digiflow code. The visualization of the video captured,
and the flow approach around the grated inlet is how in the fig. 4. The velocity
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fields in the vicinity of the grated inlet are shown in fig. 5 with PIVIab code and fig.
6 using Digiflow program.

Moreover, both algorithm show a good approximation of field velocities around the
grated inlet, but the different is on the grated inlet, because Digiflow present better
approximation in this area, but also it is not enough, because the holes of the grate
represent a behavior more tri-dimensional.

Fig. 4. Visualization of flow approach. Flowrate 200 I/s. Longitudinal slope 10%.
Transversal slope 4%.

Fig. 5. Field velocity. Flowrate 200 I/s. Longitudinal slope 10%.
Transversal slope 4%. PIVIab code
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4. Discussion

Considering that both analysis with different programs have different algorithms,
but follow a procedure similar to particle velocimetry (PIV), in both cases the SFIV
technique was applied for surface flow, without adding particles as tracers and
validating the results with experimental data for the measurement of flowrate
collected by the grated inlet. The proposed methodology can become a useful tool to
understand the hydraulic behavior of the flow in the surroundings of a catchment of
grated inlet where traditional measurement equipment has serious problems and
limitations.

Fig. 6. Field velocity. Longitudinal slope 10%.
Trasnversal slope 4%. Digiflow program.

As for the difference of the calculation programs, we have noticed that the Digiflow
presents us with more advanced options for the analysis and processing of images,
since it is a specialized program for visualization of complex flows in fluids
mechanics, and it allows us complete stream of videos. In contrast, PIVIab, it has
the disadvantage that it is only possible to work with sequence of frames so we need
to create a tool capable of decomposing the videos into frames, but at the same time,
it is a public access tool written in a common calculation language like is the
MATLAB.

4. Conclusion

The Surface Flow Image Velocimetry (SFIV) technique is very useful for
determining the fields of surface velocities and the structure of the flow through
perturbations of the fluids in surfaces like forms or waves; we must say that works
better in a supercritical regime. The proposed methodology of the SFIV technique is
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able to obtain velocity fields in the vicinity of the grated inlet from high resolution
images.

The results show that the velocity range is between 0.5 m /s and 2.45 m/ s, for the
24 geometric combinations studied, with an approximate flow rate of 100 I/s, so we
can say that the velocity values calculated through of the Manning and lzzard
equation compared to the surface velocities obtained through Digiflow and PIVIab
are quite similar.

The SFIV technique, through high resolution video capture and speed, presents
certain advantages against traditional instruments of mechanical measures such as
Acoustic Doppler Velocimetry (ADV) or EMG Electromagnetic that are able to
capture the speed in a single point, while through images it is possible to have a
field velocity in the area of focus of the camera, which allows us to better study the
behavior of the fluid and thus obtain larger measurement points.
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AnHoTanmsi. B 3701 cratee Mbl mpencrasiseM metonbl Surface Flow Image Velocimetry
(SF1V), sBnsrommecss MpakTHUECKHM pacmpeHueM Meroaa Velocimetry Image Particle
Image (PIV). B acTHOCTH, 3TOT METOA MO3BOJIAET OLCHUBATH MOBEACHUE MTOBEPXHOCTHOTO
MOTOKA [T KOMIUIEKCHOTO TedeHus. SFIVmo3Bomsier M3MepsATh CIIOXKHBIE —MOJIS
MOBEPXHOCTHOM CKOPOCTH JUIl HHKCHEPHBIX HpHiokeHHH. llenbio 3Toif paboThl OBLIO
npumeHenue Merona SFIV g ompeneneHuss noied ckopocTedl U IMIpaBIM4ecKOH
3¢ (QEeKTUBHOCTH peIIeTYaToro BojoNpHUeMHHKa. CpaBHUBAIHCH Pe3yNbTaThl MPOrpaMM
Digiflow u PIVlab, cmocoOHBIX KOppeIupoBaTh H300paKEHHS.
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Abstract. The paper describes the development and testing processes of a modification of an
existing solver for hypersonic reacting flow within the OpenFOAM numerical simulation
framework. The modification is suited to simulate the interaction between the flow and the
constant applied magnetic field. The purpose of the development is to create a simulation tool
for the study of the concept of magnetohydrodynamical flow control and its possible
technological applications. Resulting application utilizes Navier-Stokes-Fourier system of
equations supplemented with appropriate auxiliary models for the accurate assessment of
process-specific additional terms. Solver testing has been carried out using the cases that
highlight solvers capabilities to model MHD high-speed flow in different regimes.

Keywords: numerical simulation; fluid flow control; magnetohydrodynamics; aerodynamics;
shock waves

DOI: 10.15514/ISPRAS-2017-29(6)-19

For citation: Ryakhovskiy A.l., Schmidt A.A., Antonov V.l. Numerical Simulation of High-
Speed Non-equilibrium Flow with Applied Magnetic Field. Trudy ISP RAN/Proc. ISP RAS,
vol. 29, issue 6, 2017, pp. 299-310. DOI: 10.15514/ISPRAS-2017-29(6)-17

1. Introduction

In the recent years there has been a resurgence of interest towards plasma-assisted
technology in high-speed flight. Prospective applications of this technology include
aerobraking, communication blackout mitigation, aerodynamics heating reduction,
wave drag and turbulence cancelation and scramjet engine intake control. The
principal idea behind most of these concepts is magnetohydrodynamic (MHD)
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control i.e. affecting the gas flow incoming towards an aircraft with an applied
magnetic field. The potential of MHD flow control system has been studied and
demonstrated on numerous occasions [1][2][3], however it's prospective
effectiveness remains an open question. With the new challenges facing aerospace
industry in the upcoming decade comes a need for more advanced numerical
simulation tools.

Near space is the region of the atmosphere between controlled commercial airspace
and the low earth orbit (LEO) [4]. This is the region where most of the aircraft with
a potential to benefit from MHD flow control system operate. The difficulty of
modeling the MHD interaction in hypersonic flow within the near space region is
that the rarefaction of the gas can be high enough that the CFD model can become
non-applicable in some cases, yet DSMC-type (Direct Simulation Monte Carlo) can
be too computationally prohibitive. The issue has to be addressed in developing a
comprehensive simulation tool for the high-speed magnetohydrodynamic flow.
There are several simulation packages for hypersonic reacting flow, such as DPLR,
LAURA, LeMANS, US3D and others. All of them, however, can only be
distributed to and used by United States citizens or US government contractors. The
challenge posed by this restriction can be answered by developing an open-source
code for the use in high-speed non-equilibrium flow research and multiphysics
problems associated with it.

2. Development Basis

We are using OpenFOAM CFD toolbox as a framework for out development
because of its' flexibility, robust class structure for numerical simulation and a broad
community of contributions. In previous works there have been attempts to use
standard toolbox solvers to simulate magnetic field effect on the supersonic flow
around the object [5]. However, OpenFOAM's basic kit lacks a dedicated solver for
high-speed reacting flow. Due to this face we are basing our work on a solver,
developed in the University of Strathclyde, Scotland [6] called hy2Foam. It
combines the standard kit solvers rhoCentralFoam (density-based compressible
flow solver based on central-upwind schemes of Kurganov-Tadmor) and
reactingFoam (a solver for combustion with chemical reactions).

3. Mathematical Model

hy2Foam employs a Navier-Stokes-Fourier system of equations for reacting flow.
To include a magnetic field interaction into the model the terms corresponding to
Lorentz force and Joule heating have been added to the right hand sides of
momentum and energy equation respectively. An important assumption needs to be
made to allow for a reduction of the number of equations necessary to calculate the
MHD terms. Magnetic Reynolds number for the studied flow regimes is generally
low, which allows us to disregard self-induced magnetic field [7]. This means that
the only magnetic field present is the applied one, which eliminated the need to
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solve the Maxwell system of equations. The flux-divergence form of the resulting
system is presented below.

ou a(Tinv + Tvisc) _

at axi W,

p pY; 0 0

Ps PsU; / —Js \ Wy

pu puiu+ 6;1p Ty fi1
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Fiwand F ;. correspond to inviscid and viscous components of the flux. A more
detailed explanation of each term can be found in the original paper.

The magnetic terms are calculated using generalized Ohm’s law. We need several of
additional models for different associated physical phenomena to complete model.
Among those are Landau-Teller model for trans-vibrational relaxation and Millikan-
White model for V-T relaxation times with Park’s correction. Thermal diffusivities
of different species are calculated using Eucken’s formula. Mixture quantities are
recovered using Gupta’s mixing rule. Species’ viscosity follows Blottner’s formula.
Diffusion and heat conduction are modeled by Fick’s and Fourier’s law
respectively. Total pressure is recovered from partial pressures by Dalton’s law [6].
Chemical reactions and their rated are taken from the paper by Park [7].

A. Conductivity models

Electrical conductivity of the flow plays a crucial role in estimating the intensity of
the it’s interaction with magnetic field. An electric conductivity model interface has
been added to the hy2Foam, so that different conductivity model can be
implemented and tested for use in high-speed flow problems. Five different electric
conductivity models have so far been implemented alongside a dummy constant
conductivity model. Two of them are semi-analytical Spitzer and Harm [8] and
Chapman and Colwig [9] models. Another two models, developed originally by
Bush [10] and Raizer [11] are semi-empirical. The fifth model was taken from the
paper by Bityurin and Bocharov [1] and is based on Chapman-Enskog theory of
multicomponent gas mixture. This last model is the most advanced and utilizes the
gas mixture data that is available from solving Navier-Stokes-Fourier equations.
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Table 1. Electric conductivity models
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4. Test Results

The developed code has been tested on a case from the book by Surjikov[12]. The
case presents a hypersonic flow of molecular nitrogen around a cylinder with a
0.015 meters radius. Freestream conditions are presented in the table below.

Table 2. Surjikov case freestream conditions

Quantity Value Meafjunriftf?ent
Pressure 1300 Pa
Temperature 3030 K
Density 0.0014 kg/m?
Velocity 10300 ms

To test the capabilities of our MHD modification we have added a magnetic field to
be generated by a coil located inside the cylinder. The distribution of magnetic flux
intensity generated by it is shown in a Fig. 1.
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Fig. 1. Geometry of the case 1 and the distribution of magnetic flux density

Investigating this case with our MHD hypersonic solver serves 2 purposes. First, we
can validate hy2Foam and its’ auxiliary libraries on a well-known problem for
which there are experimental data to use for comparison. Second, we can see how
the modifications that we have added perform, when MHD interaction is introduced
to the established case. Additionally, the numerical solution of the case with
magnetic field interaction can give us insights on the potential of MHD control in
the considered conditions.

The results for non-MHD case show good agreement with both experimental and
numerical results from [10]. Apparent discrepancies can be attributed to the
difference in choice of boundary conditions for temperature on the object (constant
value in the source, zero gradient in our calculations) and using a different model
for chemical reactions and their rates. The solution obtained for the case with
magnetic interaction shows that without assisted ionization the effect of the applied
magnetic field is negligible, albeit visible. Figures below show a clear increase of
the shock standoff distance, the magnitude of which differs depending on model
used to calculate electrical conductivity.
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Fig. 2. Bow shocks compared for cases 1 without (left) and with (right) MHD
interaction.

The difference in the effect for different conductivity models can be better
illustrated using the case with freestream conditions characteristic for atmospheric
entry.

Table 3. Re-entry case freestream conditions

Quantity Value Mea&unrii;nent
Pressure 33 Pa
Temperature 200 K
Density 0.001 kg/m®
Velocity 5411 ms

The simulation results indicate that for these conditions the size and the parameter
distribution within stagnation layer will vary significantly depending on the used
electric conductivity model. The shock standoff distance can differ by as much as
2.5 times.

Results show that using both Spitzer-Harm and Raizer model can greatly exaggerate
the MHD interaction effect. Bush model, on the other hand, considerably
underestimates it compared to the other models. The remaining models provide
similar results and can both be used reliably for this type of conditions.

Our third case serves to illustrate one of the applications of the concept. It is a
model of a scramjet with a design Mach number of 10. The freestream Mach
number, however, is much lower, which results in a “shock spillage”. This
phenomenon is known to adversely affect the flight characteristics of the aircraft.
The proposed solution is to use the magnetic field to preserve the position of
oblique shock during the changes of flight regime. Similarly to our first test case we
need to artificially increase the flow’s electric conductivity to achieve the necessary
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intensity of the effect. For this purpose, we have used constant conductivity model.
The location of inductor that generates the field is shown in the bottom picture of
Fig. 6.
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Fig. 3. Pressure distibution on the stagnation line, calculated using different
conductivity models
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Fig. 4. Vibrational temperature distribution calculated using different electric
conductivity models.

Fig. 5. Pressure distribution for scramjet case with and without MHD control
effect

5. Conclusion

We have demonstrated that even at this stage of development the code can be used
as a simulation tool by the researchers studying the interaction between the applied
magnetic field and high-speed weakly ionized gas flow. Being developed within
OpenFOAM framework the solver and it’s auxiliary libraries can be easily modified
and supplemented by anyone familiar with OpenFOAM structure, like it had been
done by the authors of this paper with the solver’s “parent” code hy2Foam.

Table 4. Scramjet case freestream conditions

Quantity Value MeaEJunriigwent
Pressure 26436.3 Pa
Temperature 223.150 K
Density 0.412707 kg/m®
Velocity 1800 m/s
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The results of simulations provide an example of how the electric conductivity
models can be tested for use in modeling of MHD hypersonic flow control with the
developed software. They also showcase the potential effect of MHD flow control
system on the shockwave configuration and the applications this effect might have
in hypersonic aircraft design.

Further development of the code is going to include additional models for the
electric conductivity flow and the processes related to the assisted ionization of the
flow. It may also be necessary to develop a hybrid Direct Simulation Monte-Carlo —
CFD code to adequately simulate MHD control of the flow around atmospheric
entry vehicles, which is another potential application of this technology.
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Annortanmsi. CTaTbsl ONUCHIBaeT pa3pabOTKy U TECTHPOBaHHE MOIMGUKAIMA pelIaTesst s
THIIEP3BYKOBOTO Pearupyronliero TeUeHus B cpejie YnucieHHoro Moaenposanus OpenFOAM.
Moandukanys co3gaeTcss Uil MOJCIHPOBAHUS B3aUMOJICHCTBHS MEXKIYy TEUYEHHEM U
HPHJIOKEHHBIM MOCTOSIHHBIM MarHUTHBIM mojieM. Llens pa3paboTku — co3narh UHCISHHBIA
HHCTPYMEHTAPHUH JUIS UCCIICIOBAHMS KOHLETIIUHA MarHUTOTHIPOAMHAMUYECKOTO YIIPABICHHS
MOTOKOM H €ro BO3MOXHBIX mpuMeHeHHH. Co3faBacMoe IMPUIOKEHHE HCIIONB3YeT
MaTeMaTHYeCKyl0 MOJeNlb Ha ocHoBe ypaBHeHMH HaBbe-CTOKca, JJOTOJHEHHBIX
HEOOXOAUMBIMU BCHOMOTATENBbHBIMA MOJEISAMU JUISl OMHCAHUS CONPSDKEHHBIX IPOILIECCOB.
TectnpoBanusi pemarenass NPOBOIMIOCH Ha 33jadax, JIEMOHCTPUPYIOIIUX OCHOBHBIE
BO3MOXXHOCTH CO3/IaHHOTO MPHJIOKEHUS B MOJEIMPOBAHHU BBICOKOCKOPOCTHBIX MI'JI-
TEUSHUH Pa3IMYHBIX PEKUMOB. TecToBbIe IPUMEPHI MPEACTABIAIOT co00# 3a1aun 00TeKaHus
JBYMEPHBIX IJIOCKO U IMIMHAPUYECKH CUMMETPUYHBIX TeJl, UMEIoINX GopMy, XapaKTepHYIO
JUIsL armaparoB, IS KOTOPBIX HM3BECTHBI NMOTEHIHAJbHBIE Ccroco0bl mpuMmeHeHus MIJ]
yhpapieHus. VccnenoBajoch BIHSHHME BbIOOpAa MOJENH  BJIEKTPONPOBOJMMOCTH Ha
pe3yNbTaThl YUCICHHOTO MozenupoBaHus. CpaBHEHHE Pe3yJIbTATOB MOKA3aJI0 3aBUCHMOCTD
BO)KHOCTH BBIOOpA MOJENH 3JIEKTPOINPOBOJUMOCTH OT Pa3pPeKEHHOCTH PaccMaTpHBaEMOro
ra30BOro MOTOKA.
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Abstract. This paper presents a 3D numerical analysis of flow field patterns in a dam break
laboratory scale by applying the numerical code based on Finite VVolume Method (FVM),
OpenFOAM. In the numerical model the turbulence is treated with RANS methodology and
the VOF (Volume of Fluid) method is used to capture the free surface of the water. The
numerical results of the code are assessed against experimental data. Water depth and
pressure measures are used to validate the numerical model. The results demonstrate that the
3D numerical code satisfactorily reproduce the temporal variation of these variables.
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1. Introduction

A dam is an engineering structure constructed across a valley or natural depression
to create a water storage reservoir. The fast-moving flood wave caused by a dam
failure can result in the loss of human lives, great amount of property damage, and
have a severe environmental impact. Therefore, significant efforts have been carried
out over the last years to obtain satisfactory mathematical numerical solutions for
this problem. Due to advances in computational power and the associated reduction
in computational time, three-dimensional (3D) numerical models based on Navier
Stokes equations have become a feasible tool to analyze the flow pattern in those
days.
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Analytical studies of the dam break for a horizontal channel were performed by
Dressler [1]. Several numerical studies based on 2D approaches have been validated
against experimental data sets as demonstrated in [2] and [3]. Two dimensional
numerical models assume negligible vertical velocities and accelerations which
results in a hydrostatic pressure distribution. However, when an abrupt failure of a
dam happens, in which initially a high free surface gradients occurs, the hydrostatic
pressure assumption is no longer valid. Three dimensional numerical models have
been used to solve the structure of the flow in these areas.

This document presents a 3D numerical analyze of a dam break (laboratory scale)
using the numerical code based on the finite volume method (FVM) — OpenFOAM.
Turbulence is treated using Reynolds-averaged Navier Stokes equations (RANS) k-
¢ (RNG) approach, and the volume of fluid (VOF) method is used to simulate the
air-water interface. The numerical results of the code are assessed against
experimental data obtained by Kleefsman et al [4]. Water depth and pressure
measures are used to validate the model. The results demonstrate that the 3D
numerical code satisfactorily reproduce the temporal variation of these variables.

2. Experimental set-up model

Fig. 1 shows the schematic and the positions of the measured laboratory quantities
performed by Kleefsman et al [4]. The dimensions of the tank are 3.22x1x1 m. The
right part of the tank can be filled up with water up a height of 0.55 m using a sluice
gate. Then the sluice gate opens abruptly and the water in the tank empties.

25

0.5 . 15 2 .
0 : S
05 05 1 0.161
2 0 eje-x eje-x

Fig. 1. Measurements positions for water heights and pressure (adapted from
Kleefsman et al [4])
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3. Numerical Model

3.1 Fluid Flow model

The governing equations for mass and momentum for the fluid flow can be
expressed as [5]:

V-u=0 (1)

dpu
W+V-(puu)—v-((,u+ut)5)=—Vp+pg+aK

Va

Val (2)

where u is velocity vector field, p is the pressure field, y, is the turbulent eddy
viscosity, S strain tensor (S = 1/2 (Vu + Vut) , o surface tension, K surface
curvature, and a volume fraction function (between 0-1).

3.2 Free surface model

Volume of Fluid Method (VOF) is used for the analysis of free surface flow. A
volume fraction indicator « is used to determine the fluid contained at each mesh
element. To calculate a a new transport equation is introduced.

Jda

at+V(oc-u)+V-(a:(1—oc)ur)=O (3)

OpenFOAM imposes the third term of equation (3) called phase compression;
where, u, = u; — uy. The density p and viscosity u in the domain are given by:

p=ap +(1—a)p, (4)

p=ap+ 1 —-au, (5)

where | and g denotes the different fluids (water and air).

3.3 Turbulence model

In the RANS equations the instantaneous variables of flow are decomposed into
their time-averaged and fluctuating quantities. In this analysis k-¢ (RNG) turbulence
model is used due to provides an improved performance for types of flows that
include flows with separation zones [6]. It is a two equation model which provides
independent transport equations for both the turbulence length scale and the
turbulent kinetic energy.
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3.3 Initial and Boundary Conditions

In the numerical configuration of the model, the sides surrounding the experiment
and the bottom are defined as wall. The top of the experimental box atmospheric
pressure prevails. At the beginning of the simulation an initial water height is
established, which is the initial water volume of the experiment.

3.4 Model validation — Grid convergence

In this subsection, three grid resolution values are evaluated for the grid
convergence. The domain is discretized using a structured mesh made up of
hexahedral elements. The mesh sizes to be analyzed are 2, 1.5 and 1 cm. The water
depth variable is chosen as the analysis due to the reliability of the measurement of
its values. In order to quantify the numerical assessment quadratic mean value R? is
used. Fig. 2 shows how the statistical value R? increases when the mesh size
decreases in the four measurement points.

0.95 -
0.9 4//
0.85 - ____o-------—-—------------1o
T 08 #=
0.75 poTim s m e e i 2
=7 —— H1
0.7 & =-7 et
0.65 1 -4--H3
H4
0.6 : — ;
1/2 3/4 1

1/DX (cm)

Fig. 2. Grid mesh analysis

3.5 Numerical Simulation

In this study, after the mesh analysis a grid of 1 cm is used. The grid cells has been
used with some narrowing towards the bottom and the walls of the tank. An Explicit
2nd order limited scheme for the convection term, Explicit second order scheme for
the diffusion term, and first order Euler scheme for the transient term are used. The
simulation is continued for 7 s with an automatically adapted time step using
maximum CFL-numbers around 0.50.
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4. Results and Discussion

In order to analyze the capabilities of the numerical model in the reproduction of the
flow variables in a dam break, a comparison between RANS numerical simulation
and experimental data was quantified by the quadratic mean value R?.

4.1 Water Depth

The evolution in time of water depth (H1, H2, H3, and H4) are shown in Fig. 3. A
qualitative evaluation of the results shows that the 3D model configuration is able to
reproduce satisfactorily the variability in time of the water depth in the four points
of study. Additionally, a qualitative evaluation of the results shows that the 3D
numerical model explains the variability in time of water depth (Fig. 4). The best
numerical data occurs at the point denominated H4 (Fig. 4-d), this point is located
inside the water tank formed at the beginning of the experiment. On the other hand,
the worse numerical data occurs in the point denominated H3 (Fig. 4-c).

a) b)

0.5 1 Experimental 0.5 1 Experimental

~ - -3D_RANS - - -3D_RANS

0.4 4 0.4 -

0.3 4

H1 (m)
H2 (m)

0.2 4

0.1 - 01 4

Experimental 0.6 - Experimental

— = -3D_RANS - — -3D_RANS

H3 (m)

t(s) t(s)
Fig. 3. Comparison of simulated and measured water depth in time
a) H1, b) H2, ¢) H3, and d) H4
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Fig. 4. Comparison of simulated and measured water depth (m)
a) H1, b) H2, ¢) H3, and d) H4

4.2 Pressure

Fig. 5 shows the variation in time of the pressure variable measured at different
points of the obstacle. The points P1, P3, P5, and P7 are analyzed. A qualitative
analysis shows a better capture of the temporal variation of the points in the frontal
face of the obstacle (P1, P3) than those that are in the upper part of the obstacle (P5,
P7). Numerical model results shows a time lag of peak value in the points P1 and
P3. Quantitative analysis allows for qualitative assertion (Figure 6). Thereby, R? is
0.747 and 0.606 for pressure P1 and P3 respectively, whilst P5 and P7 are 0.595 and
0.576.
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Fig. 5. Comparison of simulated and measured pressure in time
a) P1, b) P3, ¢) P5, and d) P7
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Fig. 6. Comparison of simulated and measured pressure (Pa)
a) P1, b) P3, ¢) P5, and d) P7

5. Conclusions

This study investigates the applicability of OpenFOAM code for the generation of
flow field variables - water depth and pressure- in a dam-break laboratory scale
using the RANS approach. The results demonstrate that the 3D numerical model
configuration with RANS k-¢ (RNG) approach can provide reliable results of the
flow field in a dam-break case. Water depth values are reproduced better than
pressure values by the 3D numerical model. Although the matching between the
numerical solution and the physical experiment is quite promising, the application
of the 3D numerical model for field-scale simulation would be computationally
expensive.
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Abstract. In this paper, we describe the method, which is the composition of finite volume
method (FVM) and adaptive mesh refinement (AMR). We use it to solve car final drive inner
volume oil lubrication problem. The computational algorithm is implemented using
OpenFOAM parallel library that provides data structures and routines to work with the finite
volume method and adaptive mesh. This library supports parallelism through OpenMPI. The
paper presents the results of numerical simulation.
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1. Introduction

In recent years, automotive industry becomes increasingly competitive and global in
nature. This forces the car manufacturers to optimize components and assemblies, in
order to reduce the cost of their production, but without performance reducing.

This paper considers a design of automobile final drive. Final drive design is based
on the fulfillment of the technical requirements and carried out by conducting
separated modeling cases: stress analysis, kinematic analysis, thermal analysis,
manufacturability analysis, oil flow analysis. So one of the problems arising during
the final drive design is related to the oil lubricity analysis. In particular, the authors
of this paper solved the problem of the oil flow simulation created by rotating gear
wheel of final drive. The calculation results are transferred to design engineer, who
will update the shape of the final drive body accordingly to technical requirements.
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In particular, oil flow has to reach the stuffing box (see Fig. 1) and this flow has to
be sufficient.

2. Problem Formulation

The final drive inner volume oil lubricity problem is to simulate oil distribution
under the gear wheel, shaft and bearings rotation. After the technical requirements
analysis we decide to perform lubrication modeling for the following shaft
rotational frequencies: 551, 800, 1600, 2400 rev/min. This rotational frequencies set
describes final drive basic operating modes.

Final drive
gear wheel

Stuffing box
location

Filler hole, it determines initial oil
level

Fig. 2. The final drive internal volume, gear wheel and bearings rotation directions
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To simulate lubricity we decided to use a two-phase liquid-air model without taking
into account the compressibility, heat transfer and miscibility. For phase separation
we use VOF method, such as Lemfeld [1], Chunfeng [2]. For more efficient use of
computing resources, we decided to use an approach based on the use of adaptive
mesh refinement/coarsening (Adaptive Mesh Refinement - AMR). AMR procedure
implemented in the OpenFOAM library [3]. Wherein the original OpenFOAM
library does not support AMR usage simultaneously with the rotating mesh
domains. So it was necessary to conduct OpenFOAM library modifications.

3. Adaptation method

There is a large amount of literature, which deals with dynamic mesh and mesh
adaptation methods. One of the first works on dynamic mesh application were
investigations of Miller [4] and Yanenko [5]. Currently, the mesh adaptation
technologies are widely used in numerical problems solving. Mesh adaptation
methods usually based on minimization of some selected functional. It is achieved
by refinement or coarsening of mesh elements (h-adaptation) or mesh nodes moving
(p-adaptation).

Adaptive mesh allow to reduce computational cost, to correct mesh in complex
areas, to handle moving surfaces, phase transitions and other areas of high gradients.
Mesh adaptation approaches was successfully implemented by developers of
commercial and non-commercial software packages such as FlowVision, Abaqus,
Ansys, OpenFOAM. In this study, we used an OpenFOAM open library, which has
complete modules for AMR implementation.

For AMR configuration in OpenFOAM user need to provide following information:
e mesh update frequency (update mesh on every first, second or subsequent
iteration);
o scalar field, whose values will be used for the mesh refinement/coarsening;
o field values interval, defined by minimum and maximum values, at which
we want to refine mesh;
o field threshold value, below which we want to start mesh coarsening;
o maximum cells refinement level relative to initial mesh cells;
¢ the maximum allowable mesh cells amount.
In this work as scalar field we use field, based on discretization matrix eigenvalues
estimation. This method described in more detail in our previous work [6].
Current version of OpenFOAM-v1612 does not allow to use mesh adaptation
(implemented by dynamicRefineFvMesh class) and rotation of the mesh
(implemented by solidBodyMotionFvMesh class) simultaneously. Therefore, to
achieve the desired functionality, we have created a new C++ class

solidBodyMotion dynamicRefineFvMesh by virtual inheritance. The sources
available at [7].
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4. Computational results and analysis

We consider the mathematical model, which describes oil distribution during final
drive gear wheel rotation.

Oil distribution is described by the following equations [8]:

oa,U — —eff a, — M, Oa —
_ _o. @
2= +Vo(a,U,U )+V-(a¢R¢ )_——“’Vp+awg+p—“’ 2+V+(U,a,)=0 (1)

[ 4
[ 4

where @ — phase, & — phase fraction, ﬁ;ﬁ is combined Reynolds (turbulent) and
viscous stress, M_¢ — averaged inter-phase momentum transfer term, U_¢ -
averaged transport velocity, p — pressure, t — time discretization step size, g —
acceleration due to gravity, P, — phase density.

Combining equation (1) for two phases with ¢ =a and b yields the volumetric

continuity equation for the mixture, which will be utilized to formulate an implicit
equation for the pressure. The volumetric continuity equation reads:

V.U =0 , @)

where U = aaU_a+0{aU_b.

The averaged equations representing the conservation of mass and momentum for
each phase.

Fig. 3 shows the oil-air free surface for wheel rotational frequency 551 rev/min,
time=1.7s.
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Oil.Volume Fraction Time = 1.717 (s
Isosurface 1

1.0

0.0

Fig. 3. Oil-air free surface for wheel rotational frequency 551 rev/min, timet=1.7 s.

Fig, 4 shows the oil distribution for wheel rotational frequency 551 rev/min, time t =
1.7 s. It can be seen that in this case the oil flow reaches the stuffing box location.

Oil.Volume Fraction Time = 1.717 (s ]
Oil Fraction Oil Fraction X2

1.0
H 0s
108

Fig. 4. Oil distribution for wheel rotational frequency 551 rev/min, timet = 1.7 s.
Fig. 5 and fig. 6 show the oil distribution for wheel rotational frequency

2400 rev/min, time t = 0.149 s. It can be seen that in this case the oil flow behavior
is more stochastic.
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Oil.Volume Fraction Time =0.149 (s ]
Isosurface 1 OilSurface
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Fig. 5. Oil-air free surface for wheel rotational frequency 2400 rev/min, time t = 0.149 s.

0il.Volume Fraction Time = 0.149 [s ]
Qil Fraction Oil Fraction XZ

Fig. 6. Oil distribution for wheel rotational frequency 2400 rev/min, time t = 0.149s.

Adaptive mesh refinement more effective in areas of constant oil flow form, less
effective in areas with stochastic oil flow behavior.
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dlpha.water

Fig. 7. Mesh fragment, wheel rotational frequency 551 rev/min, time t = 1e-6 s.

Fig. 7 shows mesh fragment for case of wheel rotational frequency 551 rev/min,
time t = 1e-6 s. More fine mesh formed in areas with a higher phase fraction
gradient, which reduces task computational cost.

5. Computational results and analysis

Algorithms parallelization performed by built-in features of OpenFOAM parallel
library. The method of parallel computing used in OpenFOAM is based on the
computational domain mesh and fields decomposition into separate parts, every
single part is assigned to a separate computing core. Thus, the parallel calculation
process includes the following steps: mesh and fields decomposition; parallel solver
run; postprocessing after mesh and fields reconstruction or right in the decomposed
form. OpenFOAM supports OpenMPI implementation of the standard message
passing interface MPI by default, it is also possible to connect other MPI
implementation libraries. We consider the mathematical model, which describes oil
distribution during final drive gear wheel rotation.

All computations are performed on cluster “Sergey Korolev”. In particular, we used
two server types:

e HS22 blade servers, each of them has 2x CPU: Intel Xeon X5560, 4 cores;

e HS23 blade servers, each of them has 2x CPU: Intel Xeon E5-2665, 8
cores.

Execution time comparison for this server types showed on Fig. 8.
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Fig. 8. Execution time for different number of cores and nodes types.

6. Conclusion

An implemented by OpenFOAM library model has shown efficiency and stability.
Adaptive mesh refinement along with the ability to use parallel computing also
provides computational costs reduction compared to the static mesh.

Adaptive mesh refinement adaptation showed its greater effectiveness in areas of
constant oil flow form, accordingly less effectiveness in areas with stochastic oil
flow behavior. Thus adaptive mesh refinement showed its greater effectiveness in
the case of a lower frequency (551 rev/min and 800 rev/min). After the simulation
results analysis final drive designer made a decision to add a plastic plate, which
will correct the oil flow inside the final drive. At the time of this writing,
experiments have not yet been conducted. This work will be continued after
experimental results analysis.
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